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2 AAA

2 AAA

2.1 AAA BREED B3~ 3N

Log AAA is enabled
AAA is disabled

Trap 7L

HEE Informational (6)

LA AMABERED 7 e — VR ENA RN, FFENCET SN2 2R LET,
Parameter | 72 L

Version AEOS-NP2000 1. 09. 02 AR, AEOS-NP2100 1. 10.01 LARE
R hia ANEL
BN

INFO(6) AAA is enabled

INFO(6) AAA is disabled

2.2 74 VETh (AA #EE)

Log Successful login through <exec—type> from <client—ip> authenticated by AAA
Caaa—method> <server—ip> (Username: <user—name))

Trap L

HEE Informational (6)

B AMA BEREDS B N 0GB~ 7 A TR LT Z L 2R LET,

Parameter | <exec—type> : &> 3 FlRB] (Console, SSH, Telnet) Z/R~xLFET,
<client—ip> : SSH, Telnet v a > DI IFTA T FDIPT RLAZRLET,
{aaa—method> : FXiF 5% (local, server, none) Z/mxLFT,
{server—ip> : AMA #— _R—D [P 7 KL A& /R LET,
{user-name> : T —W—HEZRLET, BT A VI —F R E AT HLEDORN
RIENS — 2 OEIE, 22— —41% “Anonymous” 12720 7,

Version AEOS-NP2000 1.09. 02 LAR& ., AEOS-NP2100 1.10.01 LAk

PN RE

=R N

example)

INFO (6) Successful login through Console authenticated by AAA none (Username: Anonymous)
INFO (6) Successful login through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

INFO (6) Successful login through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.3 OJ 4 VR (AAA $5E)

Log Login failed through <exec—type> from <client—ip> authenticated by AAA <aaa-—
method> <{server—ip> (Username: <user—name>)

Trap 7L

HEE Warning (4)

i AMA BEREDN B N e B ~Dr 7 A KRR LT Z LR LET,

Parameter | <exec—type> : & I 3 fE}] (Console, SSH, Telnet) Z RLEJ,
{client=ip> : SSH, Telnet v a > DI IT7AT L FDIPT RLAZRLET,

11/133




2 AAA

<aaa—method> : FRiF 1% (local, server) Z R L £,
<server—ip> : MMA YV —_"—D IP 7 KL A&k LE T,

{user-name> : L—W—HERLFET, B/ A V2= LB AT HHLEDRN
RE/ NS — 2 DAL, 22— —41% “Anonymous” (2720 £7°,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LA

it PRREHE, 22—V =4, NAT— FRIE LW L T &0,
FAETIEMN local OFE, B —HNDOT —HRXR—R BT 52— —TEHJMNIE LW )k
RLTL &N,
FAETIED server OEE . AMA VY —_"—Da—P—EX 7 7 ANLVNDELL ERZENT
WADER L TL7Z &0,

=R N

example)

WARN (4) Login failed through Console authenticated by AAA local (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

WARN (4) Login failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.4 MAY—N—B A LTI MZ&BOTA4 VK

Log Login failed through <exec—type> from <client-ip> due to AAA server <server—
ip> timeout (Username: <user—name)>)

Trap L

HEE Warning (4)

B AMA FEREDNA RN IRIEE ~D B J A VIFIZ, AMA = R—D X A LT T NIk e s A
WCRIRL7=2Z E 2R L ET,

Parameter | <exec—type> : & I 3 FEH] (Console, SSH, Telnet) Z/RLF 7,
{client—ip> : SSH, Telnet &> a> DI IFA T DO IPT RLAZRLET,
{server—ip> : MMAH—_X—D P 7 RV RAZ R LET,
{user-name> : L —W—ZERLFET, B /A V22— =L E AT HHLIEDR
RENRNH — 2 DAL, 22— —41% “Anonymous” (2720 £9°,

Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE

*Fhia AA B —R=NIELERS TS, ELSEBILTWD R L T Za0,

2 7 A

example)

WARN (4) Login failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username:

2.5 FHERTE— FEBDORL

Log Successful enable privilege through <exec—type> from <client—ip> authenticated
by AAA <aaa—method> <server—ip> (Username: <user—name>)

Trap L

HEE Informational (6)

A AAA BEREIS B N0 2418 C, FIHEFITE— R~OEBPRI LI L 2R LET,

Parameter | <exec—type> : & 3 f#R] (Console, SSH, Telnet) Z/RLFT,
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2 AAA

client—ip> : SSH, Telnet E v a> D7 54T hOIP T FLA%RLET,
<aaa—method> : FiF 1% (local, server, none) Z/xLET,
<server—ip> : MMA YV —_"—D IP 7 KL A&k LE T,

{user-name> : L—W—HERLFET, B/ A V2= LB AT DHHLEDR
RE/NY — 2 DAL, 22— —41% “Anonymous” (2720 £,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LA

RS R

=87 AN

INFO (6) Successful enable privilege through Console authenticated by AAA local (Username: example)

INFO(6) Successful enable privilege through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3
(Username: example)

INFO (6) Successful enable privilege through Telnet from 192.0.2.100 authenticated by AAA local
(Username: example)

2.6 FHERTE— FEBOXK

Log Enable privilege failed through <exec—type> from <client-ip> authenticated by
AAA <aaa—method> <server—ip> (Username: <user—name>)

Trap L

HEE Warning (4)

B AAA BEREDS B D70 25 C, FHEATE— R~DOEB N KR LT Z L 2R LET,

Parameter | <exec—type> : & v a FERB] (Console, SSH, Telnet) %Z/RLFET,
<client—ip> : SSH, Telnet v a > DI FA T FDIPT RLAZRLET,
{aaa—method> : &FEJ 1L (local, server) Z/RLET,

<server—ip> : MMAH— =D IP 7 RLRA&ZRLET,

{user-name> : T—W—FEZ R LET, A V- —ZE AT EHHLEDR
BRE/NY — 2 DAL, 22— —41% “Anonymous” (2720 £,

Version AEOS-NP2000 1. 09. 02 A&, AEOS-NP2100 1. 10.01 LLRE

XS SBEFST1E, enable XA T — RNE LWHVEZR L TL 72 &0,
AL SFVEMN local DA, enable 2XA T — REWENIE LWDFER L T X0,

SEEHVED server DOIFE . MA br—R—Da2—HP—EZX 7 7 A NADELLERZINT
WAMMER L T 2 &0,

B 7 3Pl

WARN (4) Enable privilege failed through Console authenticated by AAA local (Username: example)

WARN (4) Enable privilege failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3
(Username: example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 authenticated by AAA local (Username:
example)

2.7 MAY—N\N—B AL LT MZIKBHFERITE— FEBDOXK

Log Enable privilege failed through <exec—type> from <client—ip> due to AAA server
{server—ip> timeout (Username: <user—name>)

Trap 7L

HEE Warning (4)
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2 AAA

B AAA FEBEN A RN /R3EE T, AMA H— =D X A LT 7 M X 0 EHEEITE— F~DER
MEBLI-Z 2R LET,

Parameter | <exec—type> : &> = flBl] (Console, SSH, Telnet) Z/~RLFEJ,
<client—ip> : SSH, Telnet B v ar M7 I T hDIP T KL A%mRLET,
{server—ip> : AMA Y —_R—D IP 7 KL 2 &Rk LT,
(user—name) : T—WF—ZLEZRLET, /A VIFIC2—F—ZEATTTEHLEDR
RE/ NS — 2 DAL, 22— —41% “Anonymous” (2720 £,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LA

it AA P —=R—=RIE LS EFRSN TS, ELSEEBL TR L T ZI W,

=R Nl

WARN (4) Enable privilege failed through Console due to AAA server 10.1.2.3 timeout (Username: example)

WARN (4) Enable privilege failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout
(Username: example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout
(Username: example)
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3 AccessDefender

3 AccessDefender

3.1 AccessDefender A4 14 > EIh

Log A-Def : <auth—type> : login succeeded : uid=<user—name> mac=<mac—address>
ip=<{ip—address> interface <{interface—id> vid=<vlan—-id> new vid=<new-vlan—id>
class=<class—1id> time=<time>

Trap L

HEE Notification (5)

A PRGRESRA N T A R LT EER LT,

Parameter | <auth-type> : FIF 7% (mac, web, dotlx, gateway, static, dhepsnooping) %75 L
7,
uid=<user—name> : FRIEMRARN T VA T HERIMHEHA LIz —F =4 2R LE9, Rk
J71E73 dhepsnooping DG EIEER R IILEH A,
mac=<mac—address> : FIFIEARD MAC 7 RL 2 &R L4, FREIEHIED gateway DS
FERREINFER A
ip=<ip-address> : FIFW AR D P 7 RL A Z/,x L E 9, RIEHED mac, dotlx,
static OIPHITFRENFEH A, AEOS-NP2100 Ver. 1.10.03 LAE T, [ARP A X—V
VT T T 4 v TBERTE (aaa accounting delay-start) | [AccessDefender
DT H T 4 v (aaa accounting network)J ZHFH L TWAEEIX, ARP AX—F
Y7 T IP 7 R AEMAZRA TENIX, MAC RAE., TEEE 802.1X FRGE. IEEE
802. 1X/MAC FERIE(AND) THH T END L9 I272 0 £,
dinterface—id> : FIFMRDA X —7 =2—A ID Z xR LEd, [Iport 1/0/1] 7%

[port—channel 1] X HICEREINET,
vid=<vlan—id> : FFEMmAD VLAN 1D 2R LET, XA FI v 7 VIAN ZEH LW 58
A, JTEO VLAN 1D 2R LET, #REHIEN static OFHITFRINER A,
new vid=<new-vlan-id> : £ 4 5  v 7 VLAN ZfiH L CWAEAOFEIERROH L
VLAN ID Z/RLE T, {ROZ—F—FHEFRITHZIZHIY 4TS VLAN ID 235 g
BlEFEREINEE A,
class=<class—id> : IFHARKD 7 7 A ID Z/rLET, IROZ—V—{F#RIZZ 7 A 1D
NEFENLWGEAITFRTRINETA,
time=<time> : @ 7 A TN L7l 2/~ L ¥ 9", AEOS-NP2100 Ver. 1.10.03 LAFE
T, TARP AX—V > 7| [ ThvrT 4 v 7 EIEHKE (aaa accounting delay-
start) | fAccessDefender 0)77j7§7¢/7‘4’//57(aaa accounting network) | ZHFH L
TWAEAIT, MAC 38EE. IEEE 802. 1X #2FF. IEEE 802. 1X/MAC FEFE(AND) CHA SN E
7,

Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1. 10.01 LARE
AEOS-NP2100 1.10.03 : ip=<ip—address> DR -fIFEAZ 2T . time=<time>Z B0

X R
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3 AccessDefender

=87 AN

NOTI(5) A-Def : mac : login succeeded : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2
vid=10

NOTI(5) A-Def : web : login succeeded : uid=pcl mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3
vid=4000 new vid=10 class=1234

NOTI(5) A-Def : dotlx : login succeeded : uid=pcl mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10
NOTI(5) A-Def : gateway : login succeeded : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
NOTI(5) A-Def : static : login succeeded : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def : dhcpsnooping : login succeeded : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port
1/0/7 vid=10

3.2 Y —/\—TOBERY

Log A-Def : <auth-method> <ip—address> : authentication succeeded : uid=<user-—
name>

Trap L

HEE Notification (5)

A R LT Z L 2R LET,

Parameter | <auth-method> : FFE S (radius, local, force) Z/mRL FET,

{ip-address> : RADIUS #—/3—D IP 7 FL A %&/RLET, #EFEHFRD local, force
GEIIR TR INER A

(user—name) : T —WP—ZERLET,

Version AEOS-NP2000 1.09.02 LARE, AEOS-NP2100 1.10.01 LLF%

RSN 3

B 7

NOTI (5) A-Def : local : authentication succeeded : uid=pcl
NOTI(5) A-Def : radius 10.1.2.3 : authentication succeeded : uid=pcl
NOTI (5) A-Def : force : authentication succeeded : uid=pcl

3.3 AccessDefender M A4 A » 5B

Log A-Def : <auth-type> : login failed ({reason>): uid=<user—name> mac=<mac—
address> ip=<ip—address> interface <interface—id> vid=<vlan—-id> new vid=<new-
vlan—-id> class=<class—id>

Trap L
HEE Notification (5)
B PR AN T A NCRIL e Z EER L ET,

Parameter | <auth—type> : i@l /7{% (mac, web, dotlx, gateway, dhcpsnooping) Z/~LET,

@%m@‘ﬂf%y’%WLkﬁm%%bi?o

e auth fail : FREICREAL 7=

* dynamic port-base : AccessDefender @ VLAN &— K75 dynamic port-base E—
RIZERE I N TWT, 2 B BLUIEOFRGRR RS dynamic port-base T— KiZ Xk 5
RS~ v F LT

o tt1=<TTL> : TTL 7 4 /L &# —H&BRIC K W HlfR S 7z

* max per device : IEE DI KERFFM AR L & i

* max per interface : A ¥ —7 = — A D KB AR % 18

e dynamic vlan hash collision : SW-LSI MAC X— R D VLAN 7 — 7 /L C/ny o
PNEZE L, B2 VLAN OF| 0 Y4 Tl ki Lz
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3 AccessDefender

e auth fail due to the previous authentication not passed : AND FRFFIZISVD
T, ATBEOFREESVE CREGEICRI L TV D 55

uid=<{user—name> : F& piEi%il{z’m:z TA LT ABIER L2 —YF—4 52w LT, i
J71EDS dhepsnooping DEFSIERARINE R A

mac=<mac—address)> : FIFWARD MAC 7 KL R Z/R L9, HIFEHFEN gateway DS
TFERREINERA,

ip=<ip-address)> : PRiFHEARD [P 7 KL AZ R LET, FIFHED mac, dotlx OFE
TR RS NEH A,

dinterface-id)> : FIFMmARD A X —T =—A ID ZxLET, [port 1/0/1)] F£7-1%
[port—channel 1] @ X HITFERINFET,

vid=<vlan—id> : #BFMARD VLAN ID Z/_xLE T, £A4F I v 7 VLAN ZfEH L T\ 53
Al%, JTOVLAN ID 2R LET,

new vid=<new-vlan-id> : ¥4 F I v 7 VLAN ZfEH L CWAEEOIRIEMRKDOF L
VLAN ID ZR LE T, HRO2—F—FRITHZITEID B TS VLAN ID BNE NV
BlEFERENET A,

class=<class—id) : FiFMmARD 7 T A2 ID Z R LFET, MRO2—F —[EHRIZc 7 T X 1D
NEFENWGAITFRTRINETA,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10.01 LLFE

I RE

1 7 Fpl

NOTI (5) A-Def : mac : login failed (auth fail): uid=00005e005322 mac=00-00-5E-00-53-22 interface port
1/0/2 vid=10

NOTI(5) A-Def : web : login failed (auth fail): uid=pcl mac=00-00-5E-00-53-22 ip=10.0.255.1 interface
port 1/0/3 vid=4000

NOTI (5) A-Def : dotlx : login failed (auth fail): uid=pcl mac=00—-00-5E-00-53-22 interface port 1/0/4
vid=10

NOTI (5) A-Def : gateway : login failed (auth fail): uid=example ip=192.0.2.100 interface port 1/0/5
vid=10

NOTI (5) A-Def : dhcpsnooping : login failed (max per interface): mac=00-00-5E-00-53-22 ip=0.0.0.0
interface port 1/0/6 vid=10

3.4 BRFY—/\—T ORI LK

Log A-Def : <auth—method> <ip—address> : authentication failed : uid=<user—name>
Trap 7L

HERE Notification (5)

B REICR L2 & 2R LET,

Parameter | <auth-method> : #&FF . (radius, local) Z#/RL £,

{ip-address> : RADIUS #— N—D IP 7 KL 2 &Rk LET, REEHFRD local OEAIE
FRENFETA,

{user—name> : L —HW—Z &R LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LAKE

S R

=874 a1

NOTI (5) A-Def : local : authentication failed : uid=pcl
NOTI(5) A-Def : radius 10.1.2.3 : authentication failed : uid=pcl
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3 AccessDefender

3.5 AccessDefender dOS 7™ +

Log A-Def : <auth-type> : logout ({reason>) : uid=<user—name> mac=<mac—address>
ip=<ip—address> interface <interface—id> vid=<vlan—id> new vid=<new-vlan-id>
class=<class—-id> incoming interface <{interface—id>

Trap 7L

HEE Notification (5)

B AR 7T U ML Z EERLET,

Parameter | <auth-type> : FBiF 5% (mac, web, dotlx, gateway, static, dhepsnooping) %7~ L

i—ﬁ—o

{reason> : #7177 MEHAZ/RLET,

e web : WebFBiEn /' A v "=y TCu /7 v hRZ U EWH T L

e link-down : XA v X —T =2—AND) LI X LT=

e aging: =—Y /a7y M (BEE®REORTERR»7 747~ s BEIIC
077y b5 E TORR) ARkaE L7z

e maxtime : Z A L7 7 NERE] GRREEAZ 747 "B BEMICe 77T M5
F COREH) MfkE L7z

e clock : B 77U MEERZIZ /2 ->T-

e cli : access—defender logout 2~ RKiZkrua /77U k

« config change : RELFIZEH 2 /T v b

e overwrite : PREEAMRA L /2D R — MR L. HHN EEX INGE

* logoff : 802. IXGHFET, V7V FM5HD EAPOL Logoff A v —T%%A(5

* reauth failure : 802. 1X FRAED FFFEREIZ JHL

o reauth failure supp—timeout : 802. 1X FIFDOFRIAEKFIC YTV B R B DS
BEWHA LT T b

e reauth vlan change : 802. 1X FRFED FFFEFIERFIZ VLAN 238 X417~

» reauth user name change : 802. 1X FRFFED FHERFERF I 2 — Y =4 NE T I iz

o reauth class change : 802. 1X FIFOFHIIFFIC YV 7 X 1D NEE I/

* port initialization : 802. IXFBRET, A ¥ ¥ —7 = —ARENYIHILE iz

e release : DHCP AX—VE > /T, IP7 FLARY U —2IN7

e expire : DHCP AX—E > 7T, IPT7 KL AD U — AR T L=

« ping : PING = 77 7 MEREICK 2w 7T T |

uid=<user—name> : FRFEMGEARN T VA T LA Lz —Y—Z 2R L ET, &L
J71EH dhepsnooping D EITFERINE T A,

mac=<mac—address> : FIFIEARD MAC 7 RL 2 &R LET, FRIAFHIED gateway DS
TFERRENERA,

ip=<ip—address> : FIFHER D TP 7 FL 2 &, L E£9, I FHFIED mac, dotlx,
static OLEFHITFEREN £ A, AEOS-NP2100 Ver. 1.10.03 LAET, T[ARP AX—t
VT T T 4 TR E (aaa accounting delay-start) ] [AccessDefender
DT BT Y (aaa accounting network)J % OfH L“CD\Z) E'/\G =72 Vgt Jhd
IP 7 KL ATE#HZ RS TE CWiuE, MAC F8GE. IEEE 802. 1X F8FE. IEEE 802. 1X/MAC
AL (AND) THH A EN B L5 £94, F£7-. AE0S-NP2100 Ver 1.10.03 LARET
[DHCP A X —¥' 7| Z L TV DA 1%, MAC #8GE, 1EEE 802. 1X #HAF CHH 1 &
DL ET,

dinterface-id> : FILMHARDA X —T7 = —A ID ZxLF£9, [port 1/0/1) F7-1%
[port—channel 1] X HIZEKREINET,

vid=<vlan—-id> : FFEHHEARD VLAN ID 2R LET, ¥ A5 v VLAN ZfEH L TW\W5 5%
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3 AccessDefender

AlE. JED VLAN ID 2R L E T, BAESIED static OFRITFRRINER A,

new vid=<new-vlan—id> : A F I v 27 VLAN Z{FEH L TWAILEAEOFEIFEEROH L
VLAN ID Z/R L E T, WHRO2—F —FRITHZITEID B4 TS VLAN ID BNE NV
AlEFEREINEEA,

class=<class—id> : PiFMmAD 7 T A
DEENZWGEITFRRINEREA,

D #rLET, fGoa—F—{FHicr F % 1D

incoming interface <interface—-id> : RRFFFAMMANER R — MR T A Z LI
Ko TuZ7 U kLA, TOBBEOA 2 —T=—2 ID 2R LET, [port
1/0/1) F£721% Tport—channel 1| @O X HIITERIFLET, <{reason>H overwrite D
BDHERINET,

1/0/7 vid=10

Version AEOS-NP2000 1.09. 02 LAFE. AEOS-NP2100 1.10.01 LA
AEOS-NP2100 1.10.03 : ip=<ip-address>D R R IFELZEE
RS RNEL
v 7 3
NOTI(5) A-Def : mac : logout (link—down) : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2
vid=10
NOTI (5) A-Def : web : logout (aging) : uid=pcl mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3

vid=4000 new vid=10 class=1234
NOTI (5) A-Def :
NOTI (5) A-Def :
NOTI (5) A-Def :
NOTI (5) A-Def :

dotlx : logout (maxtime) : uid=pcl mac=00—-00-5E-00-53-22 interface port 1/0/4 vid=10
! uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
: mac=00-00-5E-00-53-AA interface port 1/0/6

: mac=00-00-5E-00-53-22 ip=192.0. 2. 201 interface port

gateway :@ logout (aging)

static : logout (config change)

dhepsnooping : logout (release)

3.6 RADIUS H—/—D 2 A LTIk

Log A-Def @ radius <ip—address> timeout : uid=<user—name>

Trap 2L

HEE Warning (4)

B! RADIUS Y= N—=BINE N o Z L 2R L ET,

Parameter | <ip—address> : RADIUS #—/X—D IP 7 KL A& L £,
{user—name> : T —W—ZERLET,

Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 A%

PN RADIUS $r— 33— L D@fEIRE AR L T 7230,

o 7 R

WARN (4) A-Def :

radius 10.1.2.3 timeout : uid=pcl

3.7 DHCP RX—E VIV EEE— FESUIYER 2 1 v — DA

Log A-Def : dhcpsnooping : Mode—Timer started

Trap L

EEE Informational (6)

LA DHCP AX—¥' 7 OEWEE— RABIUID B XA ~—NREZN, BtsshicZ &%
~LET,

Parameter | 72 L

Version AEOS-NP2000 1.09. 02 LAFE. AEOS-NP2100 1.10.01 LA

R hia ANEL
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3 AccessDefender

=87 AN

INFO (6) A-Def : dhcpsnooping : Mode-Timer started

3.8 DHCP RX—E VvV EIMEE— FOEE

Log A-Def : dhepsnooping : mode changed to <status> <method>
Trap L

HEE Informational (6)

A DHCP A X — ¥ 7 OEEE— R Fboos7Z & 2R LET,

Parameter | <status> : DHCP A X —t' > 7 O@{F£— K (PERMIT, DENY) Z R L F 7,
<method> : DHCP A X — > ZEIfEE— ROV ¥ % 557% (automatically, manually)

R LET,
Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1.10.01 LA
Xt R

1 7 Fpl

INFO(6) A-Def : dhcpsnooping : mode changed to DENY automatically
INFO(6) A-Def : dhcpsnooping : mode changed to DENY manually
INFO(6) A-Def : dhcpsnooping : mode changed to PERMIT manually

3.9 DHCP R X—E >4 MAC BBELE— FOEX. /3

Log A-Def : dhepsnooping : mode changed to mac—authentication mode enable
A-Def : dhecpsnooping : mode changed to mac—authentication mode disable

Trap L

HEE Informational (6)

5| dhep—snooping mode mac—authentication =< KRG, DHCP AX—t 7D MAC #%:
T— RRER, ERIFENCETINZ EE2RLET,

Parameter | 73 L

Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1. 10.01 LLRE

RS N

1 7 Fpl

INFO(6) A-Def : dhcpsnooping : mode changed to mac—authentication mode enable

INFO(6) A-Def : dhcpsnooping : mode changed to mac—authentication mode disable

3.10 Web H—n—D7HtRO4Y

Log A-Def : <{ip—address> (Kuser—agent>) <http—method> <URL>

Trap 7L

HEE Informational (6)

A Web FEFEHD Web H— S—F /=1L HITP/HITPS 7B X U XA L7 hOT 7 ANRH -

2l H R LET, ZOnr Z L, web—authentication logging web—access on &1~/
RTT 720 T REMNIR > TWAGEOARM T SIVET,

Parameter | <ip—address> : Wi KD IP 7 NL A& R L ET,
{user—agent)> : ¥EARA>S D HTTP/HTTPS X4 v b —HW—x2—T = F AR LET,

<http-method> : HA > D HITP/HTTPS /X4 h @ HITP A Y » K (GET, POST) Z7RL
£,

CURLY : #5725 0 HTTP/HTTPS »34 v h® URL 4 < L ¥,
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3 AccessDefender

Version | AEOS-NP2000 1.09.02 DA%, AEOS-NP2100 1.10.01 AR
SN RE
7 7 &l

INFO (6) A-Def : 10.249.94. 100 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/99. 0. 4844. 84 Safari/537.36) POST http://10.249.94. 100/cgi-bin/adeflogin. cgi

3. 11 RARERREIm AR DB

Log A-Def : authentication is not permitted ({reason>): mac=<mac—address> ip=<ip-—
address> interface {interface—id> vid=<{vlan—-id>
Trap L
HEE Notification (5)
A R AREUC 2 LRI T, T LW R AR L7 2 & 2R L E T,
Parameter | <reason> : SRl FF Al SN2 2B R Z R L £7,
e max per device : IHEE D KERFFvm R4 % I
e max per interface : f % —7 = — ADE KBIEH AR I Z HiE
mac=<mac-address> : FRilEIAD MAC 7 KL AZ/RLET, 7V — F U = A FREDOLATX
TRINETEA,
ip=<ip-address)> : FIEWARD IP 7 F‘L/P<%Eﬁil,§iﬁ‘ MAC ZBEE. Web #EEE. IEEE
802. 1X muuﬁ@i‘a/\ i%ﬂ“éﬂi"é‘/v =k 7 = A FRE %é\a:%%éﬂi ﬁ‘o
<interface-id> : WALIHARD A & —7 =—A 1D &R LEF, [port 1/0/1) Eiix
[port—channel 1] X HIZTFERRINET,
<vlan—id> : FRAEMEAR D VLAN ID 2/~ L £,
Version AEOS-NP2000 1.09. 02 LAR& ., AEOS-NP2100 1.10.01 LAk
R AN
o 7 R

NOTI (5) A-Def : authentication is not permitted (max per interface): mac=00-00-5E-00-53-33 interface
port 1/0/1 vid=10
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4 ARP

4 ARP

4.1 IP 7 FLREHERA
Log Conflict IP was detected with this device (IP: <ip—address>, MAC: <mac—
address>, Port{port>, Interface: <ipif-name>)
Trap L
R Warning (4)
B Gratuitous ARP U 7= A R T, HELZ IP MRS L A2 RLET, AnZid 1
T EITHEELES,
Parameter | <ip—address> : RIEFE L EHHET A IP T KL AZRLET,
<mac-address> : RIEE L IP 7 NLANEHTHEEDMC T RLAZRLET,
port> : HEEZMH LA — FNEFERLET, v R —T AL MAR— N THRE LSS
IZ1Z " Port<port>” DI 0 12 mgmt_port” & FHRENF T,
pif-name> : BEEEZHRA LI IP A X —T = —ADELEIZRLET, v % —I AL b
AN— P TRM LGS ngnt_ipif” & RS vE T,
Version AEOS-NP2000 1.09. 02 LAR%. AEOS-NP2100 1.10.01 LABE
IS ARIEE L MMIEED IPT RUAPREBLRNE I ICRELRB LTI ZE N,
1 7 R

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, Portl/0/1,
Interface: vlanl0)

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, mgmt_port,
Interface: mgmt_ipif)
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5 7— MEH

5 J—

M

51 F5A4R)—T—Fr A= T 74 IL TS

Log Booted from primary firmware <URL>

Trap 7L

HEE Notification (5)

A TIARY =T = b A—TVTHENEELZZEERLET, SD I—F7— F Tl
B L7=8E 01, <URL>IX /d:/apresia—software. had & FERIPLET,

Parameter | <URL> : 77 A~V =T = A=V T 7 A VDN AR LET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LLR&

*Fhts N

1 7 For

NOTI (5) Booted from primary firmware /c:/AEOS-NPXXXX_RXXXXX. had

NOTI (5) Booted from primary firmware /d:/apresia—software.had

5.2 AU F)—T— M A—DT 74 TEH)

Log Booted from secondary firmware <URL>
Trap L
HEE Warning (4)
B EAHE) =T = A A=V THEENEE L2 2R LET,
Parameter | <URL> : B H VUV —T—h A A=V T 7 A VDORAZRLET,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLR&
*Fhia ANEL
1 7 Foa

WARN (4) Booted from secondary firmware /c:/AEOS-NPXXXX_RXXXXX. had

5.3 #FDMDIT— A A—C T 74 ILTEE)

Log Booted from firmware <URL>

Trap 7L

HEE Warning (4)

LA TIA<) =T = A=V B H V=T = A=UREHTET, 20
DT — b A= T 7 A VN AIAENTEENEE L2 2R L ET,

Parameter | <URL> : 7 — hA A= 7 7 A LD/NAZRLET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10.01 LAFE

PP B

7 7 3R

WARN (4) Booted from firmware /c:/AEOS-NPXXXX_RXXXXX. had

5.4 754 —BEEHRT 74 )L TiEH

Log Booted with primary configuration <URL>

Trap L

HEE Notification (5)

WA TIA~ ) —RERIE R CEENEE L L AR LET, SD A—FR7— FTEREIL
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5 7— MEH

WA 1X., <URL>IE /d:/apresia—startup—config. txt &FRILE T,

Parameter | <URL> : 7T A <~ U —#EIEHR 7 7 A VDA ERLET,
Version AEOS-NP2000 1.09. 02 LI, AEOS-NP2100 1.10.01 LLR&
xHht AN

2 7 R

NOTI (5) Booted with primary configuration /c:/primary.cfg
NOTI (5) Booted with primary configuration /d:/apresia—startup—config. txt

5.5 vh ) —BHIEH D 74 L TEE

Log Booted with secondary configuration <URL>
Trap 7L
HEE Warning (4)
B T H Y MG R CHRENEB LD AR L ET,
Parameter | <URL> : B & U —#EpliGH 7 7 A VDR &R L ET,
Version | AEOS-NP2000 1.09.02 LAFE, AEOS-NP2100 1.10.01 LARE
*Fhts S

= 7 FKor A
WARN (4) Booted with secondary configuration /c:/secondary. cfg

5.6 TDMDIERIERD 7 1 L TEH

Log Booted with configuration <URL>

Trap L

HEE Warning (4)

A TIA~ ) —HERER, BEOEI XY —ERERPAMEHTE T T OMORERIEH

T ANDBRHFAENTEENEE L2 L 2R L E T,

Parameter | <URL) : #EIEHR 7 7 A LD XA Z R L ET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LA

*Fhia N
1 7 Fo

WARN (4) Booted with configuration /c:/XXXXX.cfg

5.7 T4 )L FMERIER TEE

Log Booted with default configuration
Trap L
HEE Alert (1)
B TIA~ ) —HEAEHR, B F ) AR R, B KO OMOMERIEHR T 7 A L HME
HATET, 774V MRECEENEH L2 L2 RLET, BB, KarZBZHhEh
TT 7 4V Fa%E CHEENRENT HEE., 28— b shutdown 7%/ E CRE L 7,
Parameter | 72 L
Version AEOS-NP2000 1.09. 02 LAR%. AEOS-NP2100 1.10.01 LAFE
*Fhia ANEL
e - N

ALER (1) Booted with default configuration
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6.1 CFM #4%0 : Cross—connect CCM Received

Log CFM cross—connect. VLAN:<vlan—-id>, Local (MD Level:<md-level>
Interface:<interface—id>, Direction:<mep—direction>) Remote (MEPID:<mep—id>,
MAC:<mac—address>)

Trap dotlagCfmFaultAlarm

HEE Critical (2)

A JuaAaRy MR EnN-Z 2R LET,

Parameter | <vlan—id> : MEP ® VLAN ID #/x L £,
<md-level> : MEP ® MD L~ /L &k LE,

{interface—id> : MEP DA V' ¥ —7 = —AFK &R L E7,

<{mep—direction> : [inward] F721% loutward] OWTINNERLET,

<mep—id> : MEP ® MEPID Z 7= L9, fH2S 0 DA, A7 MEPID Z EME L £ 7,
<mac-address> : MEP @ MAC 7 KL AZ/RLF 7, fHATXT 0 DA, AR MAC 7
RLZAZEWRLET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LABE

PN CPM #EREZFXE L CTW DR — OB, BLUOARME PRt EORTEEMER L T 72
S,

1 7 Rl

CRIT(2) CFM cross—connect. VLAN:10, Local (MD Level:5, Interface:Portl/0/1, Direction:outward)
Remote (MEPID:

1, MAC:00-40-66-A8-CC-54)

6.2 CFM#&4%0 : Error CCM Received

Log CFEM error ccm. MD Level:<md-level>, VLAN:<vlan—id>,
Local (Interface:<interface-id>, Direction:<mep—direction>) Remote (MEPID:<mep-
id>, MAC:<mac—address>)

Trap dotlagCfmFaultAlarm

HEE Warning (4)

B TT7—@OCM CCM X7y "R SN E 2R L £,

Parameter | <md-level> : MEP ® MD L~V & R L £,
<vlan—id> : MEP @ VLAN ID Z/R L £,
{interface—id> : MEP DA v ¥ — 7 = — A& Z &~ L £ 7,
<{mep—direction> : [linward] F721% Toutward] OWVWTNNERLFET,
<mep—id> : MEP ® MEPID Z /= L7, fl2S 0 DIGA. A7 MEPID ZEk L £ 7,
<mac-address> : MEP ® MAC 7 RL A Z/RLET, HATT 0 A, A MAC T
RLAZERLET,

Version AEOS-NP2000 1.09. 02 L%, AEOS-NP2100 1.10.01 LAFE

PN B O CRMREED R E, B L UMRIEZfER L T2 &0,

o 7 R

WARN (4) CFM error ccm. MD Level:5, VLAN:10, Local (Interface:Portl1/0/1, Direction:outward)
Remote (MEPID:1002, MAC:FC-6D-D1-05-E9-B4)
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6.3 CFM #&4%0 : Some Remote MEP Down

Log CFM remote down. MD Level:<{md-level>, VLAN:<vlan—id>,
Local (Interface:<interface—id>, Direction:<mep—direction>)

Trap dotlagCfmFaultAlarm

HEE Warning (4)

A UE—FMEP D COM 7y b EZETERNI EZRLET,

Parameter | <md-level> : MEP ® MD L~V Z R L E 7,
<vlan—id> : MEP ® VLAN 1D &~ L £,
{interface-id> : MEP DA X —7 = —AFZHE R L F T,

<mep—direction> : MEP ®F &/~ LEF, [linward] £72iX lToutward] OWT %

~LET,
Version | AEOS-NP2000 1.09.02 PAFE, AEOS-NP2100 1.10.01 LUK
SIS PREZIEIE O CAMBEREDRE, B L UMRIEZ R L T2 &0,

1 7 3Pl

WARN (4) CFM remote down. MD Level:5, VLAN:10, Local (Interface:Port1/0/1, Direction:outward)

6.4 CFM #4%0 : Some Remote MEP MAGC Status Error

Log CFM remote MAC error. MD Level:<md-level>, VLAN:<vlan—id>,
Local (Interface:<interface—id>, Direction:<mep—direction))

Trap dotlagCfmFaultAlarm

HEE Warning (4)

B UE—RMMEP TVMAC Y RLADT T —{REEEZMRMLT=Z L 2R LET,

Parameter | <md-level> : MEP ® MD L~ &7~ L £,
<vlan—id> : MEP @ VLAN ID Zr L £,
dinterface-id> :MEP DA vV X — T = — A EKFERLFT,

<mep—direction> : MEP @G M Z R~ L%E9, [linward] F721% Toutward] W%

TLET,
Version | AEOS-NP2000 1.09.02 LAF%, AEOS-NP2100 1.10.01 LARE
S PEEEIEE O CAMBEREDORRE, BIUREBEMEE L T &V,

= 7 3Pl

WARN (4) CFM remote MAC error. MD Level:5, VLAN:10, Local (Interface:Portl1/0/1, Direction:outward)

6.5 CFM #&4%0 : Some Remote MEP Defect Indication

Log CFM remote detects a defect. MD Level:<md-level>, VLAN:<vlan—-id>,
Local (Interface:<interface—id>, Direction:<mep—direction))

Trap dotlagCfmFaultAlarm

HEF Informational (6)

i UE— M MEP CCEM ORNiZ MR LTl E 2R LET,

Parameter | <md-level> : MEP ® MD L ~ULZ R L FE T,
<vlan—id> : MEP ® VLAN 1D Zr L £,

{interface—id> : MEP DA X —7 = —AF 5 H R L ET,
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<mep—direction> : MEP D&~ L F 9, [inward] F7=i% loutward] OV 0%
~LET,

Version AEOS-NP2000 1. 09. 02 AR, AEOS-NP2100 1. 10.01 LARE

RS BRAEESIE O CRMBEREDRE . B L UMRIEZHERR L TS 281,

= 7 3Pl

INFO(6) CFM remote detects a defect. MD Level:5, VLAN:10, Local (Interface:Portl1/0/1, Direction:outward)
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1 CFM Extension

7.1 CFM ##5E AIS 4N

Log AIS condition detected. MD Level:<{md-level>, VLAN:<vlan—-id>,
Local (Interface:<interface-id>, Direction:<mep—direction>, MEPID:<mep—-id>)
Trap L
HEEE Notification (5)
A ATS IRREDS RN STz Z & B R L ET,
Parameter | <md-level> : MEP ® MD L~L & Rk L £,
<vlan—id> : MEP @ VLAN ID &R L £,
{interface-id> : MEP DA V' ¥ — T = —AEKEFE R LFET,
<mep—direction> : MEP @M A~ L%9, linward] F£721% loutward] OWF %
RLET,
<mep—-id> : MEP ® MEPID % /R L £,
Version | AEOS-NP2000 1.09.02 LAR&, AEOS-NP2100 1.10.01 LA
Xt BEZALE OREAZ R L T30,
=R SN ]
NOTI(5) AIS condition detected. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward,
MEPID:1)

7.2 CFM #8RED AIS fZRR

Log AIS condition cleared. MD Level:<md-level>, VLAN:<vlan—id>,
Local (Interface:<interface—id>, Direction:<mep—direction>, MEPID:<mep—id>)
Trap L
HEE Notification (5)
A ATSIREENIEIE = Z L 2R L £,
Parameter | <md-level> : MEP ® MD L~ &7~ L £,
<vlan-id> : MEP @ VLAN ID Z7= L £,
{interface-id> : MEP DA V' X — T = —AEKFERLFET,
<mep—direction> : MEP DS & r L F 9, [inward] F7=I% loutward] OWTiIN%E
R~RLET,
<mep—id> : MEP ® MEPID % /R L £,
Version AEOS-NP2000 1.09. 02 LI, AEOS-NP2100 1.10.01 LLR&
it RE
2 7 A

MEPID: 1)

NOTI (5) AIS condition cleared. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward,

1.3 CFM #88E LCK £ %0

Log LCK condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface—id>, Direction:<mep—-direction>, MEPID:<mep—id>)
Trap L

28/133




7 CFM Extension

HEE Notification (5)

A LCKRER MM SN2 L 2R L £ 7,

Parameter | <md-level> : MEP ® MD L~ L Z R L E 7,
{vlan—id> : MEP ® VLAN 1D &~ L £,
{interface—id> : MEP DA X —7 = — A K ZH R L E T,
<{mep—direction> : MEP @ F M &~xLE9, linward] F721% lToutward] OWT L%
RLET,
<mep—id> : MEP ® MEPID #/~x L ¥ 9",

Version AEOS-NP2000 1. 09. 02 LAR&. AEOS-NP2100 1.10.01 LARE

Xt CFM HEREZFRE L TV AR — b O, B L ORI E L R EOREL R L TL 2
W,

=R/~ L]

NOTI(5) LCK condition detected. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward

MEPID: 1)

1.4 CFM #8RED LCK 2R

Log LCK condition cleared. MD Level:<md-level>, VLAN:<vlan—-id>,
Local (Interface:<interface-id>, Direction:<mep—direction>, MEPID:<mep—-id>)
Trap L
B Notification (5)
B! LCKARRE IR STz Z AR L E T,
Parameter | <md-level> : MEP ® MD L L &R L E 4,
<vlan—id> : MEP @ VLAN ID Z/R L £,
{interface-id> : MEP DA V' ¥ — T = —AEKFE R LFET,
<mep—direction> : MEP Oz~ L E9, [inward] F7=i% loutward] OWTHNE
RLET,
<mep—-id> : MEP ™ MEPID # 7R L £,
Version AEOS-NP2000 1.09. 02 LAR%. AEOS-NP2100 1.10.01 LAFE
KRS AR
1 7 R

NOTI(5) LCK condition cleared. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward,

MEPID:1)
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8 Configuration / Firmware

8.1 77—LoxT7DT7 v 7T L—FEL

Log B IERZ v 7R
Firmware upgraded by <session> successfully (Username: <user—name>, IP:
<client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name: <filename>)
B 2% 7K
Unit <unit-id>, Firmware upgraded by <session> successfully (Username: <user-
name>, IP: <client—ip>, MAC: <client—mac>, Server IP: <{server—-ip>, File Name:
<{filename>)

Trap L

HEE Informational (6)

A Ty =AU TNIERIZT v TS L — REnizZEERLET,

Parameter | <unit-id>: Ry 7 A IDZ/RLET, A¥ v 7 REHAFITIRREINLEEA,
{session> : ¥ g VflH] (console, SSH, Telnet) Z/RLF T,
{user—name> : L —H—FEZRLET,
{client-ip> : SSH, Telnet & v a3 DI IF7A T D IPT RLAZRLET,
<client-mac> : SSH, Telnet E>v > a D/ 74T O MC T RLAZRLET, 7
A7 EBBIR Y b T —27 OYATX 00-00-00-00-00-00 & FR S LET,
<server—ip> : TFTP/FTP #— _R—D IP 7 KL A& /R L £,
{filename> : 2 ¥ —0 7 7 A VL4 Z R LET,

Version AEOS-NP2000 1.09. 02 LAR&, AEOS-NP2100 1.10.01 LLF&

R AN

7 Feon

INFO (6) Firmware upgraded by console successfully (Username: example, Server IP: 10.1.2.3, File Name:
AEOS-NPXXXX_RXXXXX. had)

INFO(6) Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

INFO(6) Firmware upgraded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

INFO(6) Unit 1, Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: AEOS—NPXXXX_RXXXXX. had)

8.2 J7—LIOTTDTFTYvTJL—FRK

Log W JERH o 7 HEE
Firmware upgraded by <session> unsuccessfully (Username: <user—name>, IP:
<{client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name: <filename>)
B <X 7Rk
Unit <unit-id>, Firmware upgraded by <session> unsuccessfully (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip»>, File
Name: <filename>)

Trap L

HEE Warning (4)

i B T7 =AU =T DT T — KRR LT 2R L ET,
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Parameter

<unit-id>: Ry 7 A ID 2R LET, A¥ v 7 REARHIFR RSN EEA,
{session> : ¥ g fEp| (console, SSH, Telnet) Z/,mLFT,

{user—name> : L—H —HZEZRLFET,

<client—ip> : SSH, Telnet &t a D7 FA T rDIPT KL AZRLET,

<client-mac> : SSH, Telnet ®w > av D7 I AT b®DMC T RLAZRLET, 7
FAT v EBBIR Yy N U — 7 O¥ETE 00-00-00-00-00-00 & FoR I ET,

{server—ip> : TFTP/FTP #— "—D [P 7 FL A& LE 7,
{filename> : I ¥ — 7 7 A M4 &R LET,

Version | AEOS-NP2000 1.09.02 LLFE, AEOS-NP2100 1.10.01 BARE

*Fhts FRE L IP 7 RLADIE LWy, 85 rREZRRE MR L TS 7280y,
HELLE 7 7 A NVAPE LR L T IZE,
BELLETZ 7 ANVBIEFERT7 7 A VDR LT E S0,

1 7 Fapl

WARN (4) Firmware upgraded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name:
AEOS-NPXXXX_RXXXXX. had)

WARN (4) Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

WARN (4) Firmware upgraded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: AEOS—-NPXXXX_RXXXXX. had)

WARN(4) Unit 1, Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: AEOS—-NPXXXX_RXXXXX. had)

8.3 J7—LozT7DT7 v 7A—FEL

Log

W IR ¥y 7 AkE
Firmware uploaded by <session> successfully (Username: <user—name>, IP:
<{client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name: <filename>)

| W R/ 35

Unit <unit-id>, Firmware uploaded by <session> successfully (Username: <user—
name>, IP: <client—-ip>, MAC: <client-mac>, Server IP: <server—-ip»>, File Name:
{filename>)

L

Informational (6)

T =AU T NERICT vy r— NIl A RLET,

Parameter

unit-id> : Ry 7 R IDZ/RLET, A¥ v 7 RKEEARHIFRR SIVEE A,
{session> : v = VR (console, SSH, Telnet) Z/~xL E7,
{user—name> : L —H —HZERLFET,

<client=ip> : SSH, Telnet Ev > a D/ F7A T "D IPT KL AZRLET,

<client-mac> : SSH, Telnet Bw > av D7 I A7 h®DMC T RLAZRLET, 7
FAT v EBBIR Yy B U — 7 OE1E 00-00-00-00-00-00 & FoR SN ET,

{server—ip> : TFTP/FTP #—_"—D IP 7 KL 2 &R L ¥ 7,
{filename> : a B —HL£T7 v A VL EZRLET,

Version

AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1.10.01 LARE
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Ex

| R

= 7 3Pl

INFO(6) Firmware uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name:
test-firmware. had)

INFO(6) Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53—
66, Server IP: 10.1.2.3, File Name: test—firmware.had)

INFO (6) Firmware uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—-00—
53-66, Server IP: 10.1.2.3, File Name: test—firmware. had)

INFO(6) Unit 1, Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—firmware.had)

8.4 J7—LzT7DT7yvFO—F&K

Log W JERH o iEE
Firmware uploaded by <session> unsuccessfully (Username: <user—name>, IP:
<{client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name: <filename))
B X% 7Rk
Unit <unit-id>, Firmware uploaded by <session> unsuccessfully (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip>, File
Name: <filename>)

Trap L

HEE Warning (4)

A T =AU T DT v 7 u— RKNERLIEZZEERLET,

Parameter | <unit-id> : "y 7 A ID Z/xLET, AX v 7 KEHARHIRRINEE A,
<{session> : & g flK] (console, SSH, Telnet) Z/RLF T,
{user—name> : —HW—Z &R LET,
<client—ip> : SSH, Telnet v a v DI IA T FDIPT RLAZRLET,
{client-mac> : SSH, Telnet Ewv I a DI TA T FDMC T RLAZRLET, 7
FTA T v EBBIFR Y b T =27 OYATE 00-00-00-00-00-00 & For S NE T,
<server—ip»> : TFTP/FTP #—/ "—D IP 7 KL A& /R L 77,
{filename> : IV —LT7 7 A NL&EZ R LET,

Version AEOS-NP2000 1.09. 02 LLF%. AEOS-NP2100 1.10.01 LA

*Fhia FRELIZIP 7 RUARNIELWA, (G rTREZRREE R L T 72 &V,

o 7 Fon

WARN (4) Firmware uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name:
test—firmware. had)

WARN (4) Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test—-firmware. had)

WARN (4) Firmware uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test—firmware. had)

WARN(4) Unit 1, Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—firmware.had)

8.5 BEIFHRO AV 0— FEZh

Log

W JERX 7 dEE

Configuration downloaded by <session> successfully (Username: <user—name>, IP:
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{client-ip>, MAC: <client—mac>, Server IP: <{server—ip>, File Name: <filename))
B 2% 7K

Unit <unit-id>, Configuration downloaded by <session> successfully (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip>, File
Name: <filename>)

Trap 2L

HEE Informational (6)

B RN IEF I Ay e —REnWzZ 2R LET,

Parameter | <unit—-id> : Ry Z A D Z/ R LET, AZ v I RMEHFIIFRTEINETA,
{(session> : v g UfEB| (console, SSH, Telnet) Z/mRL FJ,
{user—name) : L —W—ZE R LET,
<client—ip> : SSH, Telnet v a D7 IFA T D IPT KL AZRLET,
{client—mac> : SSH, Telnet B a DI IFA T bDMAC T RLVAZRLET, 7
FTAT v ERBFR Yy B U —7 OEE1E 00-00-00-00-00-00 & FoRr SN ET,
<server—ip> : TFTP/FTP #—_X—D IP 7 RL A &R L £7,
{filename> : 2 ¥ —u 7 7 A V&4 Z R LET,

Version AEOS-NP2000 1.09.02 LAF%. AEOS-NP2100 1.10.01 LLF&

Xt RE

=R N

INFO (6) Configuration downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File
Name: test—config. cfg)

INFO(6) Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—
00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

INFO(6) Configuration downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

INFO(6) Unit 1, Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

8.6 MARIMD STV 0— FERK

Log W IR ¥y 7 AkE
Configuration downloaded by <session> unsuccessfully (Username: <user—name>,
IP: <client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name:
{filename>)
| WS R 159
Unit <unit—-id>, Configuration downloaded by <session> unsuccessfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—-ip>, File Name: <filename>)

Trap L

EHER Warning (4)

A EREHROZ 7o — BRI LTzt 2 R L ET,

Parameter | <unit—id> : Ry 7 A ID&Z/RLET, A¥ v 7 RKEAKTERINET A,
{session> : & g flK] (console, SSH, Telnet) Z/RL F 7,
{user—name> : L—H—HERLET,
{client-ip> : SSH, Telnet v a v DI FA T FDIPT RLAZRLET,
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{client-mac> : SSH, Telnet B> a v DI IF7A T DO MC T RLVAZRLET, 7
FAT v RPN U — 7 O¥ETE 00-00-00-00-00-00 & FoR SN ET,

<{server—ip> : TFTP/FTP ¥ — _"—D IP 7 KL A %Z R L £,
{filename> : I =7 7 A V& EZ R LET,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LARE

PSINY FEELTZIP 7 RUADIE LW, 85 e 7 REEDHERR L T 72 &0,
BELEZ7ANLNDELWDHER LTI EE N,
FBELEZ 7 ANDIEFR T 7 A NDPHER LTI,

=87 AN

WARN (4) Configuration downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File
Name: test—config. cfg)

WARN (4) Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

WARN (4) Configuration downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—
00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

WARN(4) Unit 1, Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

8.7 BRIFHDO T v TO— FETh

Log W IR ¥y 7 AkE
Configuration uploaded by <session> successfully (Username: <user—name>, IP:
<client—ip>, MAC: <client—mac>, Server IP: <{server—ip>, File Name: <filename)>)

| SR 9

Unit <unit-id>, Configuration uploaded by <session> successfully (Username:
{user—name>, IP: <{client—ip>, MAC: <client-mac>, Server IP: {server—ip>, File
Name: <filename>)

Trap L
HEE Informational (6)
FLEA RN IEFICT vy e —RanizZ a2 nrLET,

Parameter | <unit-id>: Ry 7 X IDZRLET, A¥ v 7 REHRFTIRRSNETA,
{session> : v = U (console, SSH, Telnet) Z/~mLE7,
{user—name> : L —H —HZERLFET,

<client=ip> : SSH, Telnet Ewv > a D/ I7A T "D IPT KL AZRLET,

{client-mac> : SSH, Telnet v a DI 74T DO MC T RLAEZRLET, 7
FTAT BRI Y N T =7 OFETE 00-00-00-00-00-00 & ForSET,

<{server—ip> : TFTP/FTP H—_"—D IP 7 RL 2 Z R~ L £,
{filename> : a B —LT7 v A NZLERLET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LAKE

R T
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=87 AN

INFO(6) Configuration uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File
Name: test—config. cfg)

INFO (6) Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—
00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

INFO (6) Configuration uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

INFO(6) Unit 1, Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00—
00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

8.8 WHEIEHMD T v I0— FEK

Log W OERY o 7R
Configuration uploaded by <session> unsuccessfully (Username: <user—name>, IP:
<client—ip>, MAC: <client—mac>, Server IP: <{server—ip>, File Name: <filename)>)

| W R 154

Unit <unit—id>, Configuration uploaded by <session> unsuccessfully (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip>, File
Name: <filename>)

Trap L
HEE Warning (4)
B SR oOT7T v 7 e — RFRRRELZZ E 2R LET,

Parameter | <unit-id>: ARy 7 XA ID Z/RLE T, AZ v 7 REMARFITIERESNEE A,
(session> : £ a VAR (console, SSH, Telnet) %7"LET,
{user—name> : L —HF—HERLET,

{client=ip> : SSH, Telnet v a O/ 747 FNDIPT KL RAZRLET,

{client-mac> : SSH, Telnet B a DI IFA4A T DO MC T KLAZRLET, 7
FTAT Y IBBIF Y N U —7 OETE 00-00-00-00-00-00 & FoRSNET,

{server—ip> : TFTP/ETP H—"—D [P 7 RL 2 &< L F1,
{filename> : 2 V=47 7 A VL4 Z R LET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10.01 LLFE

e FRE LT IP 7 RLUADBIE LW @85 TR R HERR L TS 7280,
1 7 B

WARN (4) Configuration uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File
Name: test—config. cfg)

WARN (4) Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—
00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

WARN (4) Configuration uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

WARN (4) Unit 1, Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

8.9 OS5 7vrOo— KR

Log B JERZ v AEE
Log message uploaded by <session> successfully. (Username: <user—name>, IP:
<client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name: <filename)>)

| I AR 15
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Unit <unit-id>, Log message uploaded by <session> successfully. (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip>, File
Name: <filename>)

Trap L

HEE Informational (6)

B Q7 AvE—UNRERICT vy a—REIn-Z ta R LET,

Parameter | <unit-id>: Ry 7 A IDERLET, A v 7 KEMAFIFRRINETA,
{sessiony : T 3 FER] (console, SSH, Telnet) Z/RL FET,
{user—name> : L —W—H &R LE T,
{client—ip> : SSH, Telnet v a v DI FA T FDIPT RLAZRLET,
{client-mac> : SSH, Telnet Ev > a D7 747> h® MC T RLVAZRLET, 7
FA T RRBIFR Y N U—27 OEAIE 00-00-00-00-00-00 & FoRENET,
<server—ip> : TFTP/FTP #— _R—D IP 7 KL A& /R L £,
{filename> : 2 V=47 7 A N4 Z R LE T,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 DL

P R

1 7 Rl

INFO (6) Log message uploaded by console successfully.
Name: test—log. txt)

INFO (6) Log message uploaded by SSH successfully
53-66, Server IP: 10.1.2.3, File Name: test-log. txt)

INFO(6) Log message uploaded by telnet successfully
00-53-66, Server IP: 10.1.2.3, File Name: test—log. txt)

INFO(6) Unit 1, Log message uploaded by SSH successfully
00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test-log. txt)

(Username: example, Server IP: 10.1.2.3, File

(Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-

(Username: example, IP: 192.0.2.100, MAC: 00—00-5E-

(Username: example, IP: 192.0.2.100, MAC: 00-

8.10 AJ D7 v 7A— F&K

Log B IRy JAEE
Log message uploaded by <session> unsuccessfully. (Username: <user—name>, IP:
<client—ip>, MAC: <client—mac>, Server IP: <{server—ip>, File Name: <filename)>)
| W /R 4
Unit <unit-id>, Log message uploaded by <session> unsuccessfully. (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: {server—ip>, File
Name: <filename>)

Trap L

EHER Warning (4)

B B AyE—YOT v T a— KBRRRLIEZ 2R LET,

Parameter | <unit—id>: Ry 7 A IDZ/RLET, A v 7 REMAFFIFR RSN EEA,

{sessiony : v 3 UFER] (console, SSH, Telnet) Z/RL FET,
{user—name) : L —WF—ZERLET,
{client-ip> : SSH, Telnet & a2 DI IF7A T D IPT RLAZRLET,

<client-mac> : SSH, Telnet B> a o DI IF7A T DO MC 7T RLVAZRLET, 7
FAT v EBBIFR Yy N U —7 OE1E 00-00-00-00-00-00 & FR SN ET,

{server—ip> : TFTP/FTP #—/S—®D IP 7 FL A& /R L £ 7,
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{filename> : A B —SET 7 A N ERLET,

Version AEOS-NP2000 1. 09. 02 LI, AEOS-NP2100 1.10.01 LI
xHht FRELZIP 7 RLARIE LW, BEr[REZREENHER L TS0,
=/ TN ]

WARN (4) Log message uploaded by console unsuccessfully. (Username: example, Server IP: 10.1.2.3, File
Name: test—log. txt)

WARN (4) Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test—log. txt)

WARN (4) Log message uploaded by telnet unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—log. txt)

WARN(4) Unit 1, Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—log. txt)

8.11 AccessDefender BE 7 7 A ILD A > O— FED)

Log B JERX v AEE
AccessDefender Web page downloaded by <session> successfully (Username: <user—
name>, IP: <client—ip>, MAC: <client—mac>, Server IP: <{server—-ip>, File Name:
{filename>)
| W R 154
Unit <unit—id>, AccessDefender Web page downloaded by <session> successfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—ip>, File Name: <{filename))
Trap L
HEE Informational (6)
2 EA PLF D2~ KT AccessDefender #EE CHEHT 2D HIML 7 7 A /L - B 7 7 A LD X T
va—RIZEH Ll 2R LET,
e copy tftp: login—page
e copy tftp: login—success—page
e copy tftp: login—failure—page
e copy tftp: logout-success—page
e copy tftp: logout-failure—page
e copy tftp: redirect—error—page
e copy tftp: webpage—imageXX
e copy tftp: webpages <1-30> login—page
e copy tftp: webpages <1-30> login—success—page
e copy tftp: webpages <1-30> login—failure—page
e copy tftp: webpages <1-30> logout—success—page
e copy tftp: webpages <1-30> logout—failure-page
e copy tftp: webpages <1-30> redirect—error—-page
e copy tftp: web—access—deny—page
Parameter | <unit-id> : Ry 7 X IDZ/RLET, AF v 7 REARFTIRRSLEEA,

{sessiony : v 3 UFER] (console, SSH, Telnet) Z/RLFET,
{user—name> : L—H—Z &R LFE T,
client-ip> : SSH, Telnet £v s a>DrFA 7> FOIP T FLAZRLET,

{client—mac> : SSH, Telnet Ev > a L DI FA T b®D MAC T RLVAZRLET, 7
FAT v EBBIR Yy N U — 7 OE1E 00-00-00-00-00-00 & FR SN ET,
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<{server—ip> : TFIP 4 —"—D IP 7 KL A& RLE T,
{filename> : 2 =7 7 A V& ZRLET,

Version | AEOS-NP2000 1.09.02 LAF%, AEOS-NP2100 1.10.01 LAFE
SIS RE
7 7 &l

INFO(6) AccessDefender Web page downloaded by console successfully (Username: example, Server IP:
10.1.2.3, File Name: test.html)

INFO(6) AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) AccessDefender Web page downloaded by telnet successfully (Username: example, IP: 192.0.2.100,
MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) Unit 1, AccessDefender Web page downloaded by SSH successfully (Username: example, IP:
192. 0. 2. 100, MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

8.12 AccessDefender B E 7 7 A ILDF o O— F&EK

Log B JERX v AEE
AccessDefender Web page downloaded by <session> unsuccessfully (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip>, File
Name: <filename>)
| W R 154
Unit <unit—id>, AccessDefender Web page downloaded by <session> unsuccessfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—ip>, File Name: <{filename))
Trap L
HEE Warning (4)
ZEA LLF D2~y KT AccessDefender HEEE CEH 3D HIML 7 7 A V&2 X 7o — KL=
BT, XNEBDOT 74D AccessDefender HEEETHE A5 HIML 7 7 A L Of1AR FERY A
A (5KB) Z il L CW\WAH72h, ¥ orm— RICRLIZZ & 2R LET,
e copy tftp: login—page
e copy tftp: login—success—page
e copy tftp: login—failure—page
e copy tftp: logout—success—page
e copy tftp: logout—-failure—page
e copy tftp: redirect—error—page
e copy tftp: webpages <1-30> login—page
e copy tftp: webpages <1-30> login—success—page
e copy tftp: webpages <1-30> login—failure—page
e copy tftp: webpages <1-30> logout—success—page
e copy tftp: webpages <1-30> logout—failure-page
e copy tftp: webpages <1-30> redirect—error—-page
e copy tftp: web—access—deny—page
Parameter | <unit-id>: Ry 7 XA IDZRLET, A¥ v 7 REARTR RSN ERTA,
{session> : B v g LfER] (console, SSH, Telnet) Z L FET,
(user—name> : T —W—ZEZRLET,
{client—ip> : SSH, Telnet vy a DI 7A4A T D IPT KV AZRLET,
{client-mac> : SSH, Telnet Ewv > a DI TFTA T FDMC T KL AZRLET, 7
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FAT v RRPIR Yy N U — 27 O¥A1E 00-00-00-00-00-00 & FERINET,
<server—ip> : TFTP —_X—D IP 7 FL 2 &ZRLET,
{filename> : 2 ¥ — 7 7 A V&4 Z R LET,

Version AEOS-NP2100 1. 10. 03 LI
xHht FBE L7 7 ANVDBIEFRT7 7 A4 VIR LT EE0,
7 7 KR

WARN (4) AccessDefender Web page downloaded by console unsuccessfully (Username: example, Server IP:
10.1.2.3, File Name: test.html)

WARN (4) AccessDefender Web page downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100
MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

WARN (4) AccessDefender Web page downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100,
MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

WARN (4) Unit 1, AccessDefender Web page downloaded by SSH unsuccessfully (Username: example, IP:
192. 0. 2. 100, MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

8.13 J7A4ILDFHO— FEL

Log W JERH o JiEE
File downloaded by <session> successfully (Username: <user—name>, IP: <{client-
ip>, MAC: <client-mac>, Server IP: <server—ip>, File Name: <filename))
B 27 v 7K
Unit <unit-id>, File downloaded by <session> successfully (Username: <user—
name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <server—-ip»>, File Name:
{filename>)

Trap L

HEE Informational (6)

B! LFoa~<w> FC, TEMEHAO7 7y —2 027 774V [EBEFEHOHKRER” 7
AN PO T 7 ANDE T o — R LT Z 2R LET,

e copy {tftp: | ftp:} flash:

Parameter | <unit-id> : Ry 7 A D Z/RLET, A¥ v 7 REHAKFIERINERE A,
{session> : v g LfER] (console, SSH, Telnet) Z L FE7,
{user—name> : L —H—ZEZRLET,
{client—ip> : SSH, Telnet &> a> DI IFA T DO IPT RLAZRLET,
{client-mac> : SSH, Telnet Bwv T a DI 74T D MC T RLAEZRLET, 7
FTA T v EBBIFR Y T =27 OYATE 00-00-00-00-00-00 & FoR SN ET,
<server—ip> : TFTP/FTP % — X—D IP 7 KL A& /R L £7,
{filename> : A V=7 7 A VL EBRLET,

Version AEOS-NP2100 1.10. 03 LA

PN ARE
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=87 AN

INFO(6) File downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name:
test—file)

INFO(6) File downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66
Server IP: 10.1.2.3, File Name: test—file)

INFO(6) File downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test—file)

INFO(6) Unit 1, File downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test—file)

8.14 274 )1LDAHO0— K&

Log W IER ¥ v 7 ikE
Downloaded by <session> unsuccessfully (Username: <user—name>, IP: <{client-—
ip>, MAC: <client-mac>, Server IP: <server—ip>, File Name: <filename>)

B 27 v 7K
Unit <unit-id>, Downloaded by <session> unsuccessfully (Username: <user—name>,
IP: <client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name:

{filename>)
Trap L
HEE Warning (4)
Wi RHDEATDT 7 ANDE T ra— RBRIRLTZZ E 2R LET,

Parameter | <unit-id>: ARy 7 XA ID Z/RLE T, AZ v 7 REMARFITIERESNEE A,
(session> : £ a VAR (console, SSH, Telnet) %7"LET,
{user—name> : L —HF—HERLET,

{client=ip> : SSH, Telnet v a O/ 747 FNDIPT KL RAZRLET,

{client-mac> : SSH, Telnet B a DI FA4A T D MC T KLAZRLET, 7
FTAT Y IBBIF Y N U —7 OETE 00-00-00-00-00-00 & FoRSNET,

{server—ip> : TFTP/ETP H—"—D [P 7 RL 2 &< L F1,
{filename> : 2 ¥ — 7 7 A V&4 Z R LET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10.01 LLFE

it FRELIZIP 7 RLARE LW, BEJREZRIENER L T2 E 0,
FBELE 7 7ANEADBELODHERL T EE0,
BELE 77 ANADIEFR 7 7 A NADHER LTI,

B 7 3Pl

WARN (4) Downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-—
file)

WARN (4) Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—00-5E-00-53-66
Server IP: 10.1.2.3, File Name: test—file)

WARN (4) Downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66
Server IP: 10.1.2.3, File Name: test—file)

WARN(4) Unit 1, Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00—
53-66, Server IP: 10.1.2.3, File Name: test—file)

8.15 HAEROGFRE

| Log EEEYYr
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Configuration saved to flash by console (Username: <user—name>)
Configuration saved to flash (Username: <user—name>, IP: <client-ip)>)

B X 7Rk

Unit <unit-id>, Configuration saved to flash by console (Username: <user-
name))

Unit <unit-id>, Configuration saved to flash (Username: <user—name>, IP:
<{client-ip>)

Trap L

HEE Informational (6)

A WERAE RN 7 7 v v a2 lIR F SN2 2rn L ET,

Parameter | <unit-id> : Ry 7 A ID Z/xLET, AH v 7 REAFIIRRINET A
{user—name> : L —W—H &R LET,
<client=ip> : SSH, Telnet &>y a D7 IA4A T hDIPT RLAZRLET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LA

it T~

1 7 Ko

INFO (6) Configuration saved to flash by console (Username: example)
INFO (6) Configuration saved to flash (Username: example, IP: 192.0.2.100)
INFO(6) Unit 1, Configuration saved to flash (Username: example, IP: 192.0.2.100)
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9 Console

9.1 Console A4 1 U REIh

Log Successful login through Console (Username: <user—name))
Trap 7L
HEE Informational (6)
A AMA BEREDSIERN 256D, a Y — VRO 7 A IR LI Z AR LET, AA
BERED ARG EOu 7 A VA Z1E A BEEZZR LT EE W,
Parameter | <user-name> : =—H —HERLET, B/ A VI —F =X E AT HHLEDRND
RENH = DAL, 22— —41% “Anonymous” (2720 £9°,
Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE
i o
1 73R
INFO(6) Successful login through Console (Username: example)

9.2 Console O 4 4 > &Bk

Log Login failed through Console (Username: <user—name>)

Trap L

HEE Warning (4)

GG AAA BRREDNEDNZRIBE D, A Y — /Ui O R 7 A ATRIRLTEZ L 2R LET, AAA
BERED ARG B D 7 A R a Z1E A BEE SR L TS EE 0,

Parameter | <user-name> : T —HW—ZE/RLET, /A VIFIC2—F K EZANTHHLED RN
RENY — DAL, 22— —41X “Anonymous” 1Z72 0 £7,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LA

I B NAT— RBRELWPHERL T EEWN,

1 7 Fo

WARN (4) Login failed through Console (Username: example)

9.3 Console A4S 7y k

Log Logout through Console (Username: <user—name>)
Trap 7L
HEF Informational (6)
B! aryV—AREOEyarhoua T NLIEZEERLET,
Parameter | <user-name> : T —HW—ZH A RLET, B/ A VIFIC2—F =L E AN T HHLED 2N
RENRNH = DAL, 22— —41% “Anonymous” 2720 £97,
Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LLF%
X hia ANEL
7 o

INFO (6) Logout through Console (Username: example)

9.4 Console tya>VBALTIL

Log Console session timed out (Username: <user—name>)
Trap L
HEE Informational (6)
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A ay = RKEOE v a VBN EA LT RN LI ERLET,

Parameter | <user—name> : 2—HW—ZZ R LFT, /A VI —F—Z 52 ATITEHLEDRU
RENH = DAL, 22— —41% “Anonymous” (2720 £9°,

Version AEOS-NP2000 1. 09. 02 LiB&, AEOS-NP2100 1. 10.01 LAR#

I RE

1 7 3Pl

INFO(6) Console session timed out (Username: example)
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10 Counter

101 RR—I AV FR—FDIS—HD U5 —RA

Log Detected <counter> <error—counter—name> on mgmtO

Trap 7L

HEE Notification (5)

B YRV ALY MR—=MIBWC, 27— E—DA T MERALIEZ EERLE
D

Parameter | <counter> : U v h & R L F9,

{error—counter—name> : =7 —h 7 X —DH4Ei R~ LET,
¢ rxFCSErrorPkts
¢ rxAlignmentErrorPkts
e rxCodeErrorPkts
e rxUndersizedPkts
e rxOversizedPkts
¢ rxFragmentPkts
¢ rxJabbers
¢ rxDropPkts
e txExcessiveDeferralPkts
¢ txFCSErrorPkts
e txLateCollisionPkts
e txExcessiveCollisionPkts
¢ txDropPkts

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10.01 LLFE

*Hh T NOFRKIC X DA L EZHBEICERT 2 5E TSR E T, A Z0NE
BICRET 25 EIE, BEESE EARMEE | [RERICHOWTHERORE, 36 L OWUE 2 iR
LTLZEN,

1 7 Fpl

NOTI (5) Detected 2 rxFCSErrorPkts on mgmt0
NOTI (5) Detected 1 rxAlignmentErrorPkts on mgmtO

44/133




11 DHCPv4 Relay

11 DHCPv4 Relay

11.1 /7y MEERK

Log Cannot send packet

Trap 7L

HEE Error (3)

A DHCPv4 U L =737 » b &ZIX[ETE RN L 2R LET,

Parameter | 72 L

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LARE

X HEORE, ELITEFUCEEREAEL T DA RERH Y F3 0T, LN L T
STEEW,

o HEEOREINEE
. /1'?7?\ BELOER A — N R A R

1 7 R

ERRO(3) Cannot send packet
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12 DHCPv4 Server

12.1 DHCP Hr—/\—jt=El

Log DHCP server

Trap L

HEE Informational (6)

B DHCPv4 #r— —NHRMb STz Z L 2R LE T,
Parameter | 73 L

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LARE
P RNEL

o 7 Fn

INFO(6) DHCP

server

12.2 DHCP DISCOVER /87w F24E (FBARY bT—H T AV })

Log DHCPDISCOVER from <mac-address> via <vlan—name | giaddr>:unknown network
segment
Trap L
HEE Informational (6)
B3] DHCP H— X—fHEF 721% DHCP V L —HEEICRB W T, ARy U —27 B 7 X b D
@ DHCP DISCOVER /X7y h&aZfg LizZ L& RLET,
Parameter | <mac—address> : DHCP 7 54 7 FDOMAC T KL AZRLET,
<{vlan—name> : DHCP DISCOVER /X%~ b &Z{5 L7= VLAN & Z~n L ¥,
{giaddr> : X7y "L EG LIV L—o2—V =2 M IP T RLAZ/RLET,
Version AEOS-NP2000 1. 09. 02 LI, AEOS-NP2100 1.10.01 LLFE
XS DHCP H— X —HEREF 721X DHCP U L —EBEICRE T 2 ENE MR L T 72 &0,
=BT L]

INFO (6) DHCPDISCOVER from 00-00-5E-00-53-01 via VLAN0020:unknown network segment
INFO (6) DHCPDISCOVER from 00-00-5E-00-53-01 via 172.16.100. 100:unknown network segment

12.3 EEXTY TRy FHTH

Log Packet from unknown subnet: <ip—address>

Trap L

HEE Informational (6)

B Ny ORE I EBNTERNWZ E AR LET,
Parameter | <ip—address> : RHID IP 7 NLAZRLET,
Version AEOS-NP2000 1.09. 02 LAR%. AEOS-NP2100 1.10.01 LAFE
05 RE

EE-N

INFO(6) Packet from unknown subnet: 192.168.1.100

12.4 DHCP REQUEST sS4 v 3248

(ERZAFFAA)

Log

DHCPREQUEST for <client—ip>
<vlan—name | giaddr>: lease

({server—ip>) from <mac—address> (<host—name>) via
{client—ip> unavailable
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12 DHCPv4 Server

Trap 2L
HEE Informational (6)
2R DHCPv4 H— R —|ZBWTEID ¥ THND IPT RLARRWNI EE2RLET,

Parameter | <client-ip> : DHCP 7 7 A 7 R MRER L= IP 7 RLAZRLET,
{server—ip> : DHCPv4 #— R—D IP 7 FL 2 &R L £1°,

<mac-address> : DHCP 7 74 7> RO MAC 7 KL A& /R L ET,

<host-name> : DHCP 7 74 7 kDR A M &R LET,

<vlan—name> : DHCPv4 ¥ — =37z VIAN 4 2R L9

giaddr> : "7 v hbEBLIEVL—o2—V =2 R IP T RLRAZRLET,

Version AEOS-NP2000 1. 09. 02 LIB#E, AEOS-NP2100 1. 10.01 LAR#

I RE

1 7 R

INFO(6) DHCPREQUEST for 192.0.2.1 (192.168.20.254) from 00-00-5E-11-11-11 (C13772) via VLAN0020: lease
192.0. 2.1 unavailable

12.5 /1Ny FEERK

Log Cannot send packet

Trap 7L

HEEE Error (3)

A DHCPv4 H— =73y 2 METE RN L AR LET,

Parameter | 72 L

Version AEOS-NP2000 1. 09. 02 A&, AEOS-NP2100 1. 10.01 LLRE

*Hh WEORE, FIFEFUCRFELREL TOWD AR H Y £ 0T, IT2MRAL T
STEEW,

« HEEOREIREE

o [EIR, o L OEEREARN— b DS A

1 7 Fpl

ERRO(3) Cannot send packet
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13 DHCPv6 Client

13 DHCPv6 Client

13.1 DHCPV6 ¥ 54 7 > b DERh. /X

Log DHCPv6 client on interface <ipif-name> changed state to enabled
DHCPv6 client on interface <ipif-name> changed state to disabled

Trap 7L

HEE Informational (6)

A %52 VLAN A & —7 = —AZEW T, ipvb address dhep =2~ > KT DHCPV6 27 7 A T
Y IEDBAER, EIFENIRESN R LET,

Parameter | <ipif-name> : DHCPv6 7 T A 7 A L Z—7 = — ADA4 AR LET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LLB&

IS N

1 7 3

INFO (6) DHCPv6 client on interface vlanlO changed state to enabled

INFO(6) DHCPv6 client on interface vlanl0O changed state to disabled

13.2 IPv6 7 FLRADEFF

Log DHCPv6 client obtains an IPv6 address <ipv6—address> on interface <ipif—name>

Trap L

B Informational (6)

A DHCPv6 27 F A 77 ME, DHCPv6 Hr—sX—7n6 IPv6 7 FLAZEfG L7z Z L &R L&
¥

Parameter | <ipv6-address> : DHCPv6 %r— "—M L HfE L7z IPv6 7 KL A &Z/m LE T,
<ipif-name> : DHCPV6 7 T A T ¥ " v ¥ —T = — ADARFIZ R LET,

Version AEOS-NP2000 1. 09. 02 LIBE, AEOS-NP2100 1. 10.01 LARE

e N

= 7 FKoR A

INFO(6) DHCPv6 client obtains an ipv6 address 2001:db8:10::2 on interface vlanl0

13.3 IPv6 7 F L A DE#HkAha

Log The IPv6 address <ipvb—address> on interface {ipif-name> starts renewing

Trap L

HEE Informational (6)

B DHCPV6 Hhr— S— L HfF L72 IPv6 7 R L ADEFH AR L2 Z & 2R LET,

Parameter | <ipv6-address> : DHCPv6 ¥ —/X—/nHHAGF L7- IPv6 7 FL A &R L £,
{ipif-name> : DHCPv6 7 T A 7 bA v X —T = — ADERFi R~ LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLFE

I N

EE-N

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanl0 starts renewing

13.4 IPv6 7 F L ADEFTRLL

‘ Log

‘The IPv6 address <ipv6-address> on interface <{ipif-name> renews success
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13 DHCPv6 Client

Trap L

HEE Informational (6)

A DHCPv6 H— =22 HfG L7z IPv6 7 R L AL, EFICEHRINZZ 2R LET,

Parameter | <ipv6-address> : DHCPv6 H— N—/nDHfG L72 IPv6 7 KL A Z /R LET,
{ipif-name> : DHCPv6 7 T A 7 > bA v X —T = —ADZFi R~ LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LABE

PN RE

2 7 R

INFO (6) The IPv6 address 2001:db8:10::2 on interface vlanlO renews success

13.5 IPV6 7 FLRAD VN VT4 V7 BtR

Log The IPv6 address <ipv6—address> on interface <ipif-name> starts rebinding

Trap L

HEE Informational (6)

A DHCPv6 H— R—nBHG L7 IPv6 7 RLAD Y NA U F 4 TR LI Z & 2R L
ESC AN

Parameter | <ipv6-address> : DHCPv6 % —/X—/nHHUAGF L72 IPv6 7 L A &R LE T,
{ipif-name> : DHCPv6 7/ A4 T > b A H—T = —ADZHiZ R~ LET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LIB&

*Fhts S

v 7 Fo

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanlO starts rebinding

13.6 IPV6 7 FLRD YN VT 4 VT BRI

Log The IPv6 address <ipvb-address> on interface <{ipif—-name> rebinds success

Trap L

HEE Informational (6)

A DHCPv6 H— "= BHfF L7z TPv6 7 KL AL, EFHICI A T 4 v 78Nzl b %
~LET,

Parameter | <ipv6-address> : DHCPv6 — N—nOLE4G L72 IPv6 7 KL X &R L E7,
{ipif-name> : DHCPv6 7 A 7> hA VX —T = —ADLRIZ R~ LET,

Version AEOS-NP2000 1. 09. 02 LAF&, AEOS-NP2100 1.10.01 BARE

RIS T

1 7 R

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanlO rebinds success

13.7 IPv6 7 F L ADFEERK

Log The IPv6 address <ipv6—address> on interface <{ipif-name> was deleted
Trap 7L

HEE Informational (6)

A DHCPv6 H—/S—23 B G L7z IPv6 7 RLUARHIBR SN/ Z L &2R LET,
Parameter | <ipv6-address> : DHCPv6 #—/X—n B L7z IPv6 7 L A &R LET,
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13 DHCPv6 Client

{ipif-name> : DHCPV6 7 7 A 7> hA v X —T7 = —ADLHIZRLET,

Version | AEOS-NP2000 1.09.02 DA%, AEOS-NP2100 1.10.01 AR
SN RE
7 7 &l

INFO (6) The IPv6 address 2001:db8:10::2 on interface vlanl0O was deleted

13.8 DHCPV6-PD & 54 7 > b DAL

Log DHCPv6 client PD on interface <intf-name> changed state to enabled
DHCPv6 client PD on interface <intf-name> changed state to disabled

Trap 7L

HEE Informational (6)

A RG: VLAN A X —7 = —A|ZHBN T, ipv6 dhep client pd ==~ KT DHCPv6-PD 2
TAT M BAER, EITEDCRES NI L 2R LET,

Parameter | <intf-name> : DHCPV6 7 7 A 7 R PD A V¥ —7 = — ADL i & R LET,

Version AEOS-NP2000 1. 09. 02 LIB&, AEOS-NP2100 1. 10.01 LARE

05 TE

1 7 For

INFO(6) DHCPv6 client PD on interface vlanlO changed state to enabled
INFO (6) DHCPv6 client PD on interface vlanlO changed state to disabled

13.9 IPv6 TL T 1 v Y ROEF

Log DHCPv6 client PD obtains an IPv6 prefix <ipv6-prefix> on interface <intf-name>

Trap 7L

HEE Informational (6)

B DHCPV6 27 Z A 7 v b PD &, ZRf—% —inb IPv6 TV 7 4 v 7 AZEfF LI & &
RLET,

Parameter | <ipv6-prefix> : B/l —F =BG L7 ipv6 7'V 7 4 v 7 AR LET,
dintf-name> : DHCPv6 7 5 A4 7 hPDA LV X —T = —ADEFZ R LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LARE

e N

= 7 FKoR

INFO (6) DHCPv6 client PD obtains an ipv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO

13.10 IPv6 7L 27 14 w9 ROEF B

Log The IPv6 prefix <{ipv6—prefix> on interface <intf-name> starts renewing

Trap L

HEE Informational (6)

A T —F =D OHUGLIC TPV VT 4 v 7 ADHEH 2R LI L 2R LET,

Parameter | <ipv6-prefix> : ZG#E/NL—F —NOHIG LI IPv6 'L 7 4 v 7 R&R L E T,
dintf-name> : DHCPv6 7 5 A4 7 hPDA VX —T7 = —ADLRFZ R LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 DL

P R
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13 DHCPv6 Client

=87 AN

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlQ starts renewing

13.11 IPv6 TL T 1 v ROEH KT

Log The IPv6 prefix <ipv6—prefix> on interface <intf—name> renews success

Trap L

HEE Informational (6)

A TN —Z =B BUF L2 IPv6 L7 o w7 AN IERICHEF S Z L 2R LET,

Parameter | <ipv6—prefix> : FiEN—F —oH&E L7 IPv6 L7 4 v 7 A &RLET,
<intf-name> : DHCPv6 7 7 A 7> R PD A > X —7 = — ADLHIZ R LE T,

Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE

REhis ANEL

e N

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanl0 renews success

13.12 IPv6 L7 4 v I RD ) N1 T 1 > T Biba

Log The IPv6 prefix <ipv6—prefix> on interface <intf-name> starts rebinding

Trap L

HEE Informational (6)

B L — = OBIF LT IPV6 V7 4 vV AD YN, T 4 TR LTIZ L &
RLET,

Parameter | <ipv6—prefix> : Zig/L—F —ILHIG LI IPV6 7V 7 4 v 7 AR LET,
<intf-name> : DHCPv6 7 7 A 7> hPD A > X —7 = — ADLHEIZ R LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLR&

*Fhia ANEL

BN

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanl0 starts rebinding

13.13 IPVv6 L4 v O RD) XL VT 4 VT HY

Log The IPv6 prefix <ipv6—prefix> on interface <intf-name> rebinds success

Trap 7L

HEE Informational (6)

A TN — L —=POfF LI IPv6 L7 (v 7 RAZIEFICI AN T4 7 Ll e %
RLET,

Parameter | <ipv6-prefix> : Zi/NL— X —HLHUG L= IPv6 'L 7 4 v 7 A&RLET,
<intf-name> : DHCPv6 7 T4 7 N PD A ¥ —7 = — ADA R AT LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10. 01 LLRE

R S

7 7 3R

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO rebinds success

13.14 IPv6 L 7 1 v ADEIK

‘ Log

‘The IPv6 prefix <ipv6—prefix> on interface <{intf-name> was deleted
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13 DHCPv6 Client

Trap L
HEE Informational (6)
A TN —H =D DEAF L2 IPv6 7' L7 ¢ v 7 APHIBRS NI L 2R LET,

Parameter | <ipv6-prefix> : Zi/L— X —HLHUGL7Z IPv6 'L 7 4 v 7 A&RLET,
{intf-name> : DHCPv6 7 7 A4 7> h PD A v X —7 = —ADL i~ LET,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LARE

RS R

=87 AN

INFO (6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanl0 was deleted
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14 DHCPv6 Server

14 DHCPv6 Server

14.1 DHCPv6 H—/S\—TF—JL® IPv6 7 FL XD LR

Log The address of the DHCPv6 Server pool <pool-name> is used up

Trap 7L

HEE Informational (6)

WA DHCPV6 H— =T — L DT FL A& »72 2 L 2R L E9,

Parameter | <pool-name> : DHCPv6 H—/N\—7— L DA HIZ R L ET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LiB&

Fapne DHCPv6 H— "= — /LI RB N THI D B THRERT FLARKORELREL T EZE
AN

1 7 For

INFO(6) The address of the DHCPv6 Server pool v10-pool is used up

14.2 YK THRE IPV6 7 FLADERR

Log The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to
448

Trap L

HEE Informational (6)

A BN M TH I IPv6 7 RL RN, 448 1T o= 2R LET,

Parameter | 72 L

Version AEOS-NP2000 1. 09. 02 LI, AEOS-NP2100 1. 10.01 LARE

pIpne DHCPv6 77 F A 7 > b8 BER (448) ZiEZ 72 LK 92 LTI IZE W,
= 7 FKoR

INFO(6) The number of allocated ipv6 addresses of the DHCPv6 Server pool is equal to 448

14. 3 DHCPv6 H—/\—jiZE)

Log DHCPv6 server

Trap L

HEE Informational (6)

B3] DHCPv6 H—_—3fFGafbsin/icZ L 2R LET,
Parameter | 72 L

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LAFE
PP B

EE-N

INFO(6) DHCPv6 server

14.4 EETY TRy FHTH

Log No subnet found for link—addr: <ipv6—address>

Trap L

HEE Informational (6)

A DHCPv6 H—/S—{Z3U T, DHCPVG U L—/3% h&ZAG LIzAs, Wk v kU —2

DY 7%y MEBAEEL RN LRSS,
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14 DHCPv6 Server

Parameter | <ipv6-address> : U L — &7z X7y B H&E Lz IPv6 U7 7 RLAZ/RLE
£

Version AEOS-NP2000 1. 09. 02 LAR&. AEOS-NP2100 1.10.01 LARE

%t DHCP 7 % v FEFAZ RIE L T 72 &0,

7 7 KR

INFO(6) No subnet found for link—addr: fd00:192:168:20::100

14.5 DHCP REQUEST /8% v F348 (BERZ{THFH])

Log {dhcpvb—type> from <client—duid> via <vlan—name> not leased
status=NoAddrsAvail

Trap L

HEE Informational (6)

B DHCPv6 H— "= 2B W TED B THND IPV6 7 RLANRRNZ L 2R LET,

Parameter | <dhcpv6-type> : DHCPv6 A vt — % A4 TR L E T,
{client-duid> : DHCPv6 7 Z A 7> h® DUID Z/R L £7,
<vlan—name> : ZE L7727y M OEIGEL7Z VLA A 2R L FE T,

Version | AEOS-NP2000 1.09.02 LARE, AEOS-NP2100 1.10.01 LA

P Y BTHIPv6 7 RLADO#EIPHAZ FE LT 72 &0,

1 7 A5

INFO(6) SOLICIT from 00:01:00:01:29:¢1:d7:73:00:00:5e:22:22:22 via VLANOO10 not leased
status=NoAddrsAvail

14.6 /37y FEERK

Log Cannot send packet6
Trap L
HEE Error (3)
A DHCPVE Hr— =73y F &G TE RN L 2R LET,
Parameter | 73 L
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLR&
*Fhis FEEORE, ETIEERICEENBEL TWDLAEERH Y T O T, LTEMEL T
<TEEWY,
o ALE OREIREE
o [EIER, 36 KO AN — b oD B A
1 7 FoR

ERRO(3) Cannot send packet6

14.7 DHCPv6 7Ot X EE

Log A problem was encountered with the process

Trap 2L

HEE Informational (6)

B! DHCPV6 H— _—T e ANERETHLHZ EERLET,

Parameter | 7 L

Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE

oy clear ipv6 dhcp binding =<2 FEFEIT L TEIBIETLEE,
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14 DHCPv6 Server

=87 AN

INFO(6) A problem was encountered with the process
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15 ERPS

15 ERPS

15.1 ERPS EHF %0

Log Signal fail detected on node (MAC: <mac—address>, instance <erps—instance>)

Trap 7L

HEE Warning (4)

B 15DV 7 ) — R CEFEEELRM LI 2R LET,

Parameter | <mac—address>: /— KDL AT ALAMCT RLRAZRLET,

{erps—instance> : /— RKDA L AX  AID&ERLET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LAR&

PSIN ERPS FXREIC & W lfFIFXFTREZRRE T8, R v b U — 7 ks £ 23RBS REE 35
ELTEARERHY EF, Xy PV =7 OEELZHEBIETIEIN, BRWZRESET
HIUTTHSTIARE T,

B 7 37

WARN (4) Signal fail detected on node (MAC: 00-40-66-A8—CC-36

instance 1)

15.2 ERPS [EHEIA

Log Signal fail cleared on node (MAC: <mac—address>, instance <erps—instance))
Trap L
HEE Warning (4)
i HH 12DV 7 ) — ROEERENMEEINT-ZZ 2R LET,
Parameter | <mac-address> : /— KDL AT LMAC 7 KL AR LET,
{erps—instanced> : /— RNDA L AX  AID&ERLET,
Version AEOS-NP2000 1.09. 02 LLF&. AEOS-NP2100 1.10.01 LA
R AN
7 Fn

WARN (4) Signal fail cleared on node (MAC: 00-40-66-A8—CC-36, instance 1)

15.3 RPL A —F— D EEHRA

Log RPL owner conflict on the node (MAC: <mac—address>, instance <erps—instance>)
Trap 2L
EHER Warning (4)
B! U7 RPL A—F— /) — RTHMODORPL A—F—/ — FERAM L= L 2RLET,
Parameter | <mac-address>: /— KO AT ALMCT FLARAZRLET,
{erps—instance> : /— FNDA L AX  AIDHRLET,
Version AEOS-NP2000 1.09. 02 LAFE. AEOS-NP2100 1.10.01 LA
P ALEE, BLOFE—Y 7 NOLEED ERPS 3 E A FLIEL L T 72 &0,
7 7 3

WARN (4) RPL owner conflicted on the node (MAC: 00-40-66—AC-2C-90,

instance 1)
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16 Fan

16 Fan

16.1 27 VEEHRE

Log Unit <unit—-id> Back Fan <fan-id> failed

Trap npFanFault

HEEE Critical (2)

B Ty URRFETHL LR LET,

Parameter | <unit—id> : Ay Z XA ID #x LET,
fan-id> : 77 ID ZRLET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LAR&

S show unit =<2 K, BL W show environment =~ > K TR ZMeFR% . show tech-
support =~ N CHEMMIEMZ TG L, LEDHIVUTEE L Z THREI 720,

1 7 FoR

CRIT(2) Unit 1 Back Fan 1 failed

16.2 27 VEEHEIA

Log Unit <unit—-id> Back Fan <fan-id> back to normal
Trap npFanRecovery
HEE Informational (6)
A TrUMERLEZZEERLET,
Parameter | <unit—-id> : Ry 7 ZA ID Z/RLF T,
fan-id> : 77> ID Z /R L £,
Version AEOS-NP2000 1.09. 02 DA%, AEOS-NP2100 1.10.01 LLF&
R AN
o 7 Rl

INFO(6) Unit 1 Back Fan 1 back to normal
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17 774V AT A

171 27AIVDARAT L

17.1 SDA—FDT7 I ALK

Log B IERZ v 7R
SD Card access failed
| W R 354
Unit <unit-id>, SD Card access failed

Trap 7L

HEE Error (3)

B! SDAEY —H—R~DT 7B AR L2 2R LET,

Parameter | <unit-id> : "y 7 A ID Z R LET, A v 7 REAFIRRINET A,

Version AEOS-NP2000 1. 09. 02 AR, AEOS-NP2100 1. 10.01 LARE

*F SD AE U —H— KD LOCK BNRESNTNRNT L E2HRD L SD A€V —H— F&tH
LELT, 27 FZHETLTLEIN, 0B LARr IR HIT55E1L, SD A
FY—H— FERZHLTIZIN,

= 7 FKor

ERRO(3) SD Card access failed
ERRO(3) Unit 1, SD Card access failed

17.2 A—HANIT 5392 21DT7 I RAKK
Log B IRy Y JAEE
flash access failed
B R 7R
Unit <unit-id>, flash access failed
Trap L
HEEE Error (3)
A T—NNT Ty an~DT 7T EAKR LT EERLET,
Parameter | <unit—id>: Ry 7 X ID 2R LET, AZ v 7 RMEMRHIFIR SN ER A,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLR&
*Fhia WLEDT7 T v a AT —=NBELTWLAEELRH Y £7, PAR— FSEAETE
MEE<ZEN,
1 7 FoR

ERRO(3) flash access failed
ERRO(3) Unit 1, flash access failed
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1813y K —

1BLITVHMY—

1.1 LRI F)—D/Ny S afER

Log L3 host <ip—address> could not be added to the cache table

Trap 7L

HEE Warning (4)

LA LB M) =Py v afffZ@ Ty M) =B TERNWI AR LET,

Parameter | <ip—address> : L3 = b U —My v afff8Co M —BEHKTEX2WIP 7 L A%
R~LET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LLR&

e o

1 7 For

WARN (4) L3 host 192.0.2.100 could not be added to the cache table
WARN (4) L3 host 2001:db8::5 could not be added to the cache table
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19 LACP

19 LACP

19.1 R—FF¥RILDT VT

Log Link Aggregation Group <group—id> link up

Trap 1inkUp

B Warning (4)

B R—=NF X RNVITN—TNY) 7T TS Ll b amrLET,

Parameter | <group—id> : U 7 7 v LIzAR— T ¥ HZNVDITN—T 1D R LET,
Version AEOS-NP2000 1. 09. 02 AR, AEOS-NP2100 1. 10.01 LARE

R hia NEL

BN

WARN (4) Link Aggregation Group 5 link up

19.2 R—FF¥RILDFTIY

Log Link Aggregation Group <group—id> link down

Trap 1inkDown

HEE Error (3)

A R—=FFXRNTN—TN) 7B LI aRUET,

Parameter | <group—id>: U7/ X 7 LIzAR—FF ¥RV DI7NV—T7 1D R LET,

Version AEOS-NP2000 1. 09. 02 LAKE, AEOS-NP2100 1. 10.01 LARE

I BRIV 7 20 THIERNRIIAE T,
LACP D DOWTHLINDR— k738 Up THIUTBEFRETT N, vy hU—7&%. £
IFMEERICEENRE LIRS0 £9, *y NV =7 DEELZEBIETIES
Y,

= 7 FKoR A

ERRO(3) Link Aggregation Group 5 link down

19.3 AV NR—KR—FDOFRRE

Log {ifname> attach to Link Aggregation Group <group—id>

Trap L

HEE Notification (5)

2hEH AUNR—=R— EBR—=FF ¥ XNV ITN—TICHB L2 2R LET,

Parameter | <ifname> : ;R— F F ¥ X NVIZATE T HAR—F DA L X —T 2— A4 ZERLFET,
{group—id> : I"— FDFTBLER— b TF ¥ XD T N—7 1D ZRr LET,

Version AEOS-NP2000 1.09. 02 L%, AEOS-NP2100 1.10.01 LAF&

PN AREL

1 7 R

NOTI(5) Portl/0/1 attach to Link Aggregation Group 5

19.4 A 2 /RX—FR— DORERR

Log {ifname> detach from Link Aggregation Group <group—id>
Trap L
HEE Error (3)
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19 LACP

B3] AUN—=R—=FNR—= T ¥ XNV T N—TNLHER L2 E 2R L ET,

Parameter | <ifname> : I"— hF ¥ FANLEEN T HHR— DA X —T =2 — AL ERLET,
{group—id> : IR— & BT HHR— FTF ¥ 2L DTN—7 1D Zx LET,

Version AEOS-NP2000 1.09. 02 LI, AEOS-NP2100 1.10.01 LLR&

Xt BRI ) 7 20 o THIERNEIARE T,
LACP DO WT DR — R3S Up THAUZBEEARETT 2, v MU —Tkkas, F7=
IIMEERICEENBELZREENOV T, Xy N7 DOREAZEHIFTLES
AN

2 7 R

ERRO(3) Port1/0/1 detach from Link Aggregation Group 5

19.5 B— LACP L THE DT /1 X EH A

Log LACP: LAG <group—id> detected multiple system—id on <ifname>

Trap L

HEE Error (3)

B [fl— LACP ECHEOXMEEN S SN Z L 2R LET,
ZOWBEDORIL, lacp timeout FREMD long HE (T 7 4 /v ) DHFAITH 30 I &
12, short REDHEITN 1T LIzARKe N H 1 ST £,

Parameter | <group-id> : I"— FF ¥ XL DT N—71D /R L FET,
{ifname> : W= hDA X =T = =2 2R LET,

Version AEOS-NP2000 1.09. 02 LLR& ., AEOS-NP2100 1.10.01 LAk

R [l —AR— b F ¥ R B T2 5t AIEEE DR STV D ATREME DS B D 72, kf 1)
PEE L OPR AR L T TE &0,

o 7 R

ERRO(3) LACP: LAG 5 detected multiple system—id on Port1/0/2

19.6 LACP 2 A4 L7 ) FREDAF—E

Log LACP: LAG <group—id> detected timeout mismatch on <ifname>

Trap L

EEE Error (3)

A A5 LS E T, LACP Z A A7 7 MR ENRER D Z L ZRLET,
ZOWEEDORMIL, lacp timeout FEMN long BXIE (7 7 4 /v ) DLGEITK 30 BT &
12, short REDZSITHN I BT iRk ZFnHH 3G £,

Parameter | <group-id> : I"— FF ¥ XL DT N—T71D R L FET,
ifnamed : IR— F DA v X —T = — AL~ LET,

Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1.10. 01 LLBE

X hia H 2408 F 7213 RS E D LACP # A A7 U MEREZ RE LT, LACP # A4 AT U Rk
iz T 7IEE0,

B 7 b

ERRO (3) LACP: LAG 5 detected timeout mismatch on Portl1/0/2
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19 LACP

19.7 LACPDU 2{E5 4 L7

Log LACP: LAG <group—id> LACPDU receive timer expired on <ifname>
Trap 7L

HEE Error (3)

A LACP Z A ~—7N [ L7 Z & &R LET,

Parameter | <group-id> : I"— FF ¥ XL DT N—T71D /R L ET,
{ifname> : R—hDA X —T =2 — AL R LET,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LA

Py R—=FBY 7 ZT L LTWHgGE, fISIIARETT,

R—=FRY 7T v LTWBEE., B L TV A% Mm%
2y b L IMB R ICEEDNBAE LI RERH 0 £77,
iSJ:CﬁﬁEE§E§%EE§mu LT< 7;E§U\

EOR— FH LACP R— R T
KEAVEEE O R — MERE,

1 7 3Pl

ERRO(3) LACP: LAG 5 LACPDU receive timer expired on Portl1/0/2
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20 R— KU K& b

20 R—FUEVEVH

20. 1 Secondary 7/R— kA% Active IREEIZEFR

Log Redundant <group—id>: Active interface has been changed to secondary <port-—
num>
Trap L
R Warning (4)
A T T4 TR—=ERTTA< )= X)) =80 B2 LR L ET,
Parameter | <group-id> : R— R~V XX NI N—TD I N—71D R~ LET,
<port—num> : EH L HV—R— FDR— b EZE2RLET,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LARE
PN FHE ) 7 T b LUIREE BN H o 12581, ISIIRETT,
R—RUF X MEREIZCE VEEIXATREIRETT N, *y NI —7HERH 5 W R
ERICEENBAE LI ARERH Y £3, Xy NV =V OEELEIHIETIEI N,
1 7 R
WARN (4) Redundant 1: Active interface has been changed to secondary Port1/0/2

20.2 Primary /R— A% Active IREEIZEFS

Log Redundant <group—id>: Active interface has been changed to primary <port—num>
Trap L
HEE Warning (4)
A TITATHR—= RN H) =T T4~ =l RoT=Z EERLET,
Parameter | <group-id> : "R—rV X X NI N—TF DI NV—71D Z:r LET,
port-num> : 7I7A < —HR—FDR— EFEE5EZRLET,
Version AEOS-NP2000 1.09. 02 LAR& ., AEOS-NP2100 1.10.01 LAk
R AN
7 For

WARN (4) Redundant 1: Active interface has been changed to primary Port1/0/1

20.3 IRTDAN—KR—=FrDY) o FIY

Log Redundant <group—id>: All interfaces go down

Trap L

EHER Warning (4)

i B R—=bFUHE L NDAN=RK—= RN, IRXTCY I F T L2 EapRmLET,

Parameter | <group—id> : "R—hr UV X H L NI N—T DI N—T 1D Zm LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLFE

*Fhis Xy MU= B D W IR I ERBE LN H Y £9, *y hTV—2 D
FEEZEHIETIEIN,

1 7 FoR

WARN (4) Redundant 1: All interfaces go down
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20 R— KU K& b

20.4 R—FYFUFFDFDBI5voa

Log Redundant: All FDB entries have been deleted by receiving FDB Flush frame

Trap 7L

R Warning (4)

B HEMNFDB 77 v a7 b—LEZFEL, MAC 7 RLAT =T AOFTXTOZL MY —

7 VT LIl R LET,

Parameter | 73 L

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LARE

RS R

=87 AN

WARN (4) Redundant: All FDB entries have been deleted by receiving FDB Flush frame
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21 LLDP

21 LLDP

21.1 LLDP-MED rRAC—DEE

Log LLDP-MED topology change detected on port <port—num>. (chassis id: <chassis—
type>, <chassis—id>, port id: <{port-type>, <port—-id>, device class: <device-—
class>)

Trap 11dpXMedTopologyChangeDetected

HEE Notification (5)

A LLDP-MED h7ARm ¥ —DEESBHM SN2 Z &L 2R LET,

Parameter | <port—num> : ~"— FHEZFERLET,

{chassis—type> : ¥ ¥ —V IDH T XA TERLET,

e chassisComponent (1)

e interfaceAlias (2)

e portComponent (3)

* macAddress (4)

* networkAddress (5)

* interfaceName (6)

* local (7)
{chassis—id> : ¥ — 1D &R LET,
port—type> : "— ~ ID VT XA T %H/RLET,

e interfaceAlias (1)

e portComponent (2)

* macAddress (3)

* networkAddress (4)

* interfaceName (5)

o agentCircuitld (6)

* local (7)
<port=id> : W— F ID Z/R L £,
{device—class> : LLDP-MED #£& ¥ 1 & R LE T,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LA

*Fhia N

1 7 F
NOTI (5) LLDP-MED Topology change detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100,
port id: MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class III)

21.2 LLDP-MED &4 1 T7DF—H

Log Conflict LLDP-MED device type detected on port <port—num>. (chassis id:
{chassis—type>, <chassis—id>, port id: <port—-type>, <port-id>, device class:
{device—class>)

Trap 7L

HEE Notification (5)

WA LLDP-MED $&{& &% A 7T DA —EMNI SN/ Z L 2R LET,

Parameter | <port—num> : I~"— hHF B EZ R LE T,

{chassis—type> : ¥ —> 1DV T XA FHRLET,
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21 LLDP

* chassisComponent (1)
» interfaceAlias (2)

* portComponent (3)

» macAddress (4)

* networkAddress (5)

» interfaceName (6)

e local (7)

{chassis—id> : ¥ — ID Z/-R L FE T,
port-type> : "— ~ ID VT XA T %H/xLET,

e interfaceAlias (1)
* portComponent (2)
* macAddress (3)

* networkAddress (4)
* interfaceName (5)
o agentCircuitld (6)
* local (7)

<port—id> : "— ~ ID Z/R L ¥ 79,
{device-class> : LLDP-MED ¥&& % 14 7% /R L ¥ 7,

Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1.10.01 LA
3t REpEIEE O LLDP 3% E 2R L CL 72 &0,
=R/~ L]

NOTI (5) Conflict LLDP-MED device type detected on port Portl/0/1. (chassis id: MAC Address, 00-40-66-AC-
31-E9, port id: Local, Portl/0/1, device class: Network Connectivity Device)

21.3 BEE@D Ly LLDP-MED TLV 2w FD#REN

Log Incompatible LLDP-MED TLV set detected on port <port-num>. (chassis id:
{chassis—type>, <chassis—id>, port id: <port—type>, <port—id>, device class:
{device-class>)

Trap 7L

HEE Notification (5)

A HIAPED 72N LLDP-MED TLV & b3S SN Z L 2R LE T,

Parameter | <port-num> : A" — FEEZ L E T,

{chassis—type> : ¥ —> 1DV T XA FTHRLET,
* chassisComponent (1)
» interfaceAlias (2)
e portComponent (3)
* macAddress (4)
* networkAddress (5)
* interfaceName (6)
e local (7)

{chassis—id> : ¥ — ID Z R LET,

port—type> : "— r ID VT XA 7%HRLET,
» interfaceAlias (1)
* portComponent (2)
» macAddress (3)
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21 LLDP

e networkAddress (4)
e interfaceName (5)
o agentCircuitld (6)
e local (7)
<port—id> : R— ~ ID Z/-R L ¥ 7T,

{device—class> : LLDP-MED 3&{& % 4 % < LE 7,

Version AEOS-NP2000 1. 09. 02 LAF. AEOS-NP2100 1.10.01 LARE
3t BREPZEEE O LLDP iR E X MER L T 72 &0,
a7 Feon )

192. 0. 2. 100

NOTI (5) Incompatible LLDP-MED TLV set detected on port Portl/0/1.

(chassis id: Network Address
port id: MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class III)

21.4 LLDP 884lY) >0 5y REIZEH

Log LLDP disabled port <{port—num> by error

Trap L

HEE Error (3)

A L) v 7 U BRI K o TRELY V7 X U RIE~EBR LT Z LR LET,
Parameter | <port—num> : "— hFZEZRLET,

Version AEOS-NP2000 1. 09. 02 AR, AEOS-NP2100 1. 10.01 LARE

i S5 RR RS OIRIZ NI L OB ATREMEAS B 0 £, (R0ERE. SFP/SFP+H— b, &5

FOEEERREZ R L CEEREELEIBSETIEZE N,

= 7 FKoR

ERRO(3) LLDP

disabled port 1/0/3 by error

21.5 LLDP 88l Vo o KM B ) 9 7 v TRE~EIB

Log LLDP reset port <port—num>

Trap 7L

HEE Notification (5)

Bl SRV I O RENS Y Ty TIREE~NER LT LB LET,
Parameter | <port-num> : " — FEEZ L E T,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LAKE

*Fhia ANEL

1 7 F

NOTI (5) LLDP

reset port 1/0/3
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22 JL—T7FRE

22 JL— A

22.1 W—TH&HM (R—FX—XE—F)

Log {interface—-id> loop occurred

Trap npLoopDetectionPortDetected

HEEE Critical (2)

A A B—=T 2= ATN—TERHM LI EZRLET,

Parameter | <interface-id> : L —7 R INTNDHA »FX—T =2—A D ZRLET,

Version AEOS-NP2000 1. 09. 02 AR, AEOS-NP2100 1. 10.01 LARE

PSPIN WLz v =Tz —A (F—b, B—bFr L) TRy FT—IL—TNFAEL
TWAHAREMERH Y £3, *v MU =7 NORR-CE R E 2R L, V—T7DFIN%
O BRWTZZE N,
HEIEIHXE (errdisable recovery cause loop—detection === K) DOFEIL.
¥ v hF 7 (err—disabled JRFEICAERE) SN THOOLRE LICRMARIET 5 &
A B —T7 2 — ADOAETAHICEIBSNET,
Vb F 7Y (err-disabled JRERICEN) ShicA v H =7 = — A2 FHTEHIRS
H5YA 1L, shutdown =<2 FC—EPAZE L TH 5, no shutdown 2~ RTA & —
7 = — ZADMAEERIRL T IZE W,

BN

CRIT(2) Portl/0/2 loop occurred

22.2 JL—T#&5H (VLAN R—XE—F)

Log {interface—id> VLAN <vlan—id> loop occurred

Trap npLoopDetectionVlanDetected

HEE Critical (2)

B! A HE—T 2 —ADEEVLAN CA—F 2 L2 ¢ 2R LET,

Parameter | <interface-id> : L —7 BRI INTNDLA L X —T =—A D ERLET,
vlan—id> : =T DREN S TWD VLAN 2R L £,

Version AEOS-NP2000 1.09. 02 LAR& ., AEOS-NP2100 1.10.01 LRk

*Fhia BEILIzA 2 —T x2—R (F— K, "= FF ¥ /) OFE VAN TRy hT—7
N—TPRELTHWHHREERH D 9, Ry MU —7 NOBLRCHERL 2 & 2R L
=T DRKZR Y FRWNT S 7EE 0,
H#EhE [H%E (errdisable recovery cause loop—detection =<2 K) DS IL. %t
G VLAN DNEZEARFREBICAE T SN T ORE LR E 5 &, EZE AR
REIXHBICEIH S E T,
EZERIREBICAEE INT-55% VLAN 2 FEICEIHIE2581F. X5RA 4 —
7 x=— A% shutdown 2=~ RC—EZEL T/, B, no shutdown a2~ RTA U H—
7z — ADHEEMRL TS E SN, MRS U F—T =2 — R —EHET LD, D
AVHE—=T 2 —ADTXTOWEN—RIITHEERNICR D Z LITHEREL T EEN,

2 7 o)

CRIT(2) Portl/0/4 VLAN 20 loop occurred

22.3 JL—

TRHMOBEEHEIR (KR— FR—XE—F)

‘ Log

‘(interface—id> recovers from Loopback Detection err—disabled state

68/133




22 JL—T7FRE

automatically

Trap npLoopDetectionPortRecovered

HEE Warning (4)

B AVE =T 2 —ATHRAILTA—7, BEIICEIB L2 & 2R LET,

Parameter | <interface—id> : BIHL72A ¥ —T7 =—X D Z/RL £ 7T,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LLR&

*Fhts BEILIA v H—Tz2—A (F—F, F—FFrx/N) TRy NT—=T A—TRHAEL
TWEREEMERH D £7, Xy MU —27 NORLER 2 E 2R L, L— 7 DJRE A
Ko TV DS EIEIRY RN T EE Y,

1 7 3o

WARN (4) Portl1/0/2 recovers from Loopback Detection err—disabled state automatically

22.4 L—TBRADOFHER (R— FR—XE—F)

Log {interface—id> recovers from Loopback Detection err—disabled state manually
Trap npLoopDetectionPortRecovered

HEE Warning (4)

A A V=T 2= ATHRAM LI NV—TN, FHCTERALLEZEERLET,
Parameter | <interface—id> : BIHL7c A ¥ —T7 =—X D Z/RL £ T,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LiRE

*Fhts S

= 7 FKor

WARN (4) Port1/0/2 recovers from Loopback Detection err—-disabled state manually

22.5 JL—THRMOBEEIE (VLAN R—XE—F)

Log {interface—id> VLAN <vlan—-id> recovers from Loopback Detection err—disabled
state automatically

Trap npLoopDetectionVlanRecovered

HEE Warning (4)

FiEA A H—T 2 —ADFFE VLAN TR LAV —720, BEIMICEIH Lz & 2R LE
7

Parameter | <interface-id> : HIHL/cA ¥ —7 =—A D ZRLET,
<vlan-id> : #IHL7= VLAN Z/ R L £,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLRE

X hia BEILizA v —T 2—A (F—F, F—FF ¥ 3)L) OFFE VLAN Ty hT—7
=T PFRELTWREERH D £9, Ry MU — 7 NOBRRCHER 7 & 2 MR L
N—TDIFK DI > TV DEGEITEY RN T E S0,

7 7 FoR

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err—disabled state automatically

22.6 IL—THRHMDFEEIE (VLAN R—ZXE—F)

Log {interface—id> VLAN <vlan—id> recovers from Loopback Detection err—disabled
state manually

Trap npLoopDetectionVlanRecovered

HEE Warning (4)
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22 JL—T7FRE

A A B —T 2 — ZADRFEVLAN THREI LI V—7 RN, FEICEIBLE-Z 2R LET,
Parameter | <interface-id> : BEIHL7-A > Z—7 =z —A ID Z/RLF T,
<vlan—id> : fIA L7z VLAN 2R L £,
Version AEOS-NP2000 1. 09. 02 LI, AEOS-NP2100 1.10.01 LI
it AR
v 7 Feon ]

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err—disabled state manually

22.7 L—TEBHO LR (VLAN R—XE—F)
Log Loop VLAN numbers overflow
Trap L
HEE Critical (2)
B =T % [ LTe VLAN 003V — 7R En AT REZe e KL (CREE IR TR 100 i) %
T2l xR LET,
Parameter | 72 L
Version AEOS-NP2000 1. 09. 02 AR, AEOS-NP2100 1. 10.01 LARE
PIgI Jo—T g LTz VLAN #0030 — 7R AT RE 70 iy K& 8 2 7o RBE Tk, bl br—
TEBRIMTEETAL, TOH, A—TRMma 7 NHII SN TR VLAN TH % v b
T =7 =T WRELTOD RN H Y £9, 1y MU — 7 NORRROBERL L & % fif
WL, V=T DORKDBFES TODHEITEY BRDNTL &N,
= 7 FKor A

CRIT(2) Loop

VLAN numbers overflow
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23 A€ —x= 7 —HENEIH

23 »*E)—IS5—BEEIE

23.1 SHSIDAERY) —I5—BAMIZKDHR—Fvy FFD UBERE

Log Detected system—abnormal (Unit <unit-id>, memory—error, action=shutdown)

Trap npSystemStatusFaultActionShutdownAll

HEEE Emergency (0)

A SW-LSI D RAEY =T —RRAICL Y, BAR— DT ¥ v N U URETFINZI L%
R~LET,

Parameter | <unit—id> : Ay Z XA ID #x LET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LLR&

*Fhts AE YV —x 7 —HEVE IR ED DA 2IE, clear memory-error 2~ R % 3T
LTSWLSIDAEY —= T —RELZEHIETIZS W,
clear memory—error 2 <> FEETLTH, T <ICAERY — T —%2RANTHLEIZ
1X, SW-LSI D AE Y —[EEO RN H Y £, EEZME THF <7230,

= 7 FKor

EMER (0) Detected system—abnormal (Unit 1, memory—error, action=shutdown)

23.2 AE)—IT5—BEEIEIH

Log Memory error of switch LSI was recovered automatically (Unit <unit-id>)
Trap npSystemStatusMemoryErrorAutoRecovery
HEE Warning (4)
B! AEY—xT7—HEMEHKEFET SW-LSI AE U —DNY T 4 —= T —HEIEIHI N
Tl FRESWLST AEV—DECC =T —RHBETESNEZ 2R LET,
Parameter | <unit-id>: R 7 A ID ZR L FT,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLR&
*Fhia ANEL
1 7 Foa

WARN (4) Memory error of switch LSI was recovered automatically (Unit 1)

23.3 SW-LSI /N\— F =z 7 T 5 —DRA

Log Hardware error was detected on switch LSI
Trap npSystemStatusLsiHardwareErrorDetected
HERE Alert (1)
A LFDE 72 SW-LSI N—RU =7 =7 —RA S D & MHMNREE SNET,
* SW-LSI DRI AEY —fE T, AEY —=T7—OREBIOERT 723 R
10 BILA_EEIE L T, BERXIZIMI 22 o 7o 556
o SW-LST OEIHREE/R AV —= T — 3R SN 754,
Parameter | 73 L
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 DL
IO SW-LST D A€V —EDO AR’ b 0 F3°, LEEAHE TR EE0,
1 7 Fos

ALER (1) Hardware error was detected on switch LSI
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23 A€ —x= 7 —HENEIH

23.4 SW-LSI —Fz7T5—MDEIA

Log Hardware errors were fixed on switch LSI

Trap npSystemStatusLsiHardwareErrorFixed

HEE Notification (5)

EiLs [SW-LST DRI L AEY —fIKT, A€V —=T7—DRIMBLIOERT 7+ 3 28 10 [
LIEEMEL T, B ZRIMII -T2 KE8] T clear memory—error =~ NAFHTL,
AV —= T —HEMEIAMEREZ Y A b7 LIZGAICEmMAEE S ET,
7ok, TSW-LSI OBEEARFEMRAEY —=F —ZBH L T2k TiE, clear
memory-error 2~ RZFEITLTH U A M T ENEHA,

Parameter | 72 L

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LiB&

*Fhts S

= 7 FKor A

NOTI (5) Hardware errors were fixed on switch LSI

23.5 SW-LSI N\ 74 —T 5 —DEA

Log Parity error was detected on Unit <unit-id>, <memory—name>, <index>

Trap npSystemStatusLsiParityErrorDetected

HEE Warning (4)

B SW-LSI AEV —xF— (WU T 4 —xT—F72iF BCC =T —) BRI/l & %R
LET,

Parameter | <unit—-id> : Ry 7 A ID Z/RLF T,
<{memory-name> : /NU T 4 —T T = EINTAETY) L ERLET,
dndex> : XU T 4 —Z T —PHRHINTZAET)—A T v I AR LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 DL

*Fhis SW-LST DAEY —IZBNWTRY T 4 —= T —PRAELTWDHAEENRH Y 3, HE
T clear memory—error v REEITL, FRNEIHTIHINE > THERLLEE
AN
clear memory—error 2~ RTHERMVEHRLEZGAIE., TOFEME L CITHEHALE
SV, EEA] clear memory-error <2 FAJIE G HEENHHET HHEITIE, EEFH
EEAZBHWLET, BEBZRLFERLHTRTLH2LEI13, EELSHEY THEd< 72 S
AN

0 7 Fon

WARN (4) Parity error was detected on Unit 1, EP_INITBUF_DBEf, 0

23.6 SW-LSI N F4—T5—DEIH

Log Parity error on switch LSI was recovered

Trap npSystemStatusLsiParityErrorFixed

HERE Notification (5)

A SW-LSI AV —DNY T 4 —x 7 —=RFHTEHSNEZ LE2RLET,
Parameter | 73 L

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 DL

*Fhis ES
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23 A€ —x= 7 —HENEIH

=87 AN

NOTI (5) Parity error on switch LSI was recovered
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24 MMRP-Plus

24 MMRP-Plus

28.1 YO TR—bDYOEIY

Log MMRP-Plus ring <RINGID> <interface—id> goes DOWN status

Trap npMmrpPlusPortDown

HEE Error (3)

B MMRP-Plus @V > 7 AR — k723 Down JREEICIER LI-Z L 2R LET,

Parameter | <RINGID> : MMRP-Plus ® VU > 7 ID Z/x L F 7,
dinterface—id> : MMRP-Plus ® UV ' JiR— DA v Z—T =2—A (R— b, R"—bF ¥
V) BRLET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LARE

*Fhis FHEI 7Y 7 X0 THIUXHIRIEIARE TT,
MMRP-Plus FEAEIC K V(R IXFTREZRIRIE T 238, K v b U — 78 dd 2V IR R TR
ENRELLEELRH Y £, Ry NV =7 OEEZEIRSIETIEEN,

1 7 R

ERRO(3) MMRP-Plus ring 1 Port 1/0/1 goes DOWN status

24.2 )4 HR— rhListening IREEIZ B

Log MMRP-Plus ring <RINGID> <interface—id> goes LISTENING status

Trap npMmrpPlusPortListening

HEE Warning (4)

A MMRP-Plus D U > 77— b 78 Listening REEICER LI Z L 2R LET,

Parameter | <RINGID> : MMRP-Plus ®V > 7 1D /R L £77,
{interface-id> : MMRP-Plus ®V > 7 HR— DA F—T =—A (RK—F, "—FF ¥
V) B LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LARE

*Fhis MMRP-Plus HEREDIRREEL N FEAE L& &, WERETAn 7"t hanEd, An s
~OFERRE T, i DR 7 ~OREET> TS,

v 7 R

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes LISTENING status

24.3 Listening IREED 2 A LT +

Log MMRP-Plus ring <RINGID> <interface—id> Listening Time out

Trap npMmrpPlusPortListeningTimeout

EEAE Warning (4)

A MMRP-Plus ® VU > Z'7R— k73 Listening IRREIGEBE L, VA=V T X A ~—N0 [ I
ot Z &R LET,

Parameter | <RINGID> : MMRP-Plus ® Y 2 1D Z/r L £,
{interface-id> : MMRP-Plus @V > 7 HR— DA F—T =—A (RK—F, "—FF ¥
V) R LET,

Version AEOS-NP2000 1.09. 02 LAF&, AEOS-NP2100 1.10.01 BABE

R hia BEENBELZY V72 BIRIE LA 7RI INTEGEIE. BENEGFLT

WDRREMED DY 3, U T OREEZFHRL TS0,
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24 MMRP-Plus

=87 AN

WARN (4) MMRP-

Plus ring 1 Port 1/0/1 Listening Time out

24.4 1) 4 R— FH¥Forwarding REEIZER

Log MMRP-Plus ring <RINGID> <interface—id> goes FORWARDING status

Trap npMmrpPlusPortForwarding

HEE Warning (4)

2 MMRP-Plus ® U > 7' 7R— k78 Forwarding IREEICER L7 Z &t &R L E T,

Parameter | <RINGID> : MMRP-Plus ® VU >~ 1D & L £,
{interface—id> : MMRP-Plus ® Y > IV R— b+ DA v HZ—T =2—A (R—Fr, A—FrF ¥
F) EaRLET,

Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1.10.01 LA

X VAZ TR T PRI SN EIL. Ry U — &R H D DI BRI E N4
L7-RBEMERNH D 4, 2y NU—F7 DOBEELZEIRI T T I,
TUxT7T A S NHAENTESEE X, SISARETT,

=/ TN ]

WARN (4) MMRP-

Plus ring 1 Port 1/0/1 goes FORWARDING status

24.5 1) >4 7R— +FHBlocking IREEIZ BT
Log MMRP-Plus ring <RINGID> <interface—id> goes BLOCKING status
Trap npMmrpPlusPortBlocking
HEE Notification (5)
B MMRP-Plus @Y > 7' 7"— k723 Blocking JREEIZER L= Z L2 /R LE T,
Parameter | <RINGID> : MMRP-Plus @V > 2" 1D &~ L 7,
{interface—id> : WRP-Plus ® Y >V R— DA F—Tz—A (K—bF, A"—FF¥
FV) ERLET,
Version | AEOS-NP2000 1.09.02 LARE, AEOS-NP2100 1.10.01 DA%
*Fhis B
BN

NOTI (5) MMRP-

Plus ring 1 Port 1/0/1 goes BLOCKING status

24.6 V) >4 R— FhFailure Up tREEICER

Log MMRP-Plus ring <RINGID> <interface—id> goes FAILURE UP status

Trap npMmrpPlusPortDisable

EHER Warning (4)

B! MMRP-Plus @V > 73R — b 723 Failure JREEICEER LT Z L 2R LE T,

Parameter | <RINGID> : MMRP-Plus ® U > 2 1D Z/R L £,
{interface-id> : MMRP-Plus @V > 7 HR— DA FZ—T =—A (K—F, "—FF ¥
V) BRLET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 DL

RSN Failure JREEDH DYV RV FIEOREICLD, LTO LB OIS LTI EI VY,
HEWIV R Z5%E L TWDHEHEEIE, UIVRD Z A ~v—f |2 U o 7= IR A B4k
SNET,
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24 MMRP-Plus

FEEIVREY ZHT L TWAESEIE. clear mmrp—plus failure ring =2~ & ELT

L. V7R ZBRMG L TS0,

=87 AN

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FAILURE UP status

24.7 Revertive 34 ¥—i&TIZ& Y Listening IREE~NEFR

Log MMRP-Plus ring <RINGID> <interface—id> Revertive Time out

Trap npMmrpPlusPortDisableTimeout

HEE Warning (4)

A MMRP-Plus @ U > 7R — k73 Failure JRABIZIER L, Revertive # A ~—2%i I L7=Z
xR LET,

Parameter | <RINGID> : MMRP-Plus ® U > 7 1D 7k L £,
{interface-id> : MMRP-Plus @V >V R— DA v F—T =2 —A (K—br, "—FF ¥
xN) ERLET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LIB&

IS N

1 7 FoRp

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Revertive Time out

2.8 ETOFT YTV IO R— NI O HFDY

Log MMRP-Plus ring <RINGID> All uplink port goes down
Trap npMmrpPlusAl1UplinkDown
EEE Error (3)
Bl MMRP-Plus D3V > 7 OT v 7V I R— "R I X LIt aRLET,
Parameter | <RINGID> : MMRP-Plus ® Y > 7 ID Z/rR L 9,
Version AEOS-NP2000 1.09. 02 LAR&. AEOS-NP2100 1.10.01 DL
*Fhia MMRP-Plus #&BEIC L » THEBE ZFift TE RVRRBIZ /e > TV E T,
Sylthe A 4 — 4, 1A L — TN G LT 5
s T TV IU~D T T 4y 7k, V7T vy T LT DEEEMANCEFR LT
WHIRRE T,
Oyl A4 — IR B LU A L— T REROTHERD B ) LI -
s T I HlE OBENEMZIIRETT,
e NE—T L —ADOEEMEIESINIREES 72D | MMRP-Plus #REIZ L 213 ZHE
FFC&ERUVIRRETT,
WTNOBEAEL, Ty TV IR— b D) 7 By E £72037 v 7 7 R—Fk
W LT E DR EO RN H Y £, ZNOHOREEZEIHL T ZE0,
B 7 R

ERRO(3) MMRP-Plus ring 5 All uplink port goes down

24.9 MMRP-Plus [C& A FDB 25w a

Log MMRP-Plus ring <RINGID> FDB Flush
Trap npMmrpPlusFdbFlush
HEE Notification (5)
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24 MMRP-Plus

B MMRP-Plus {(Z XV FDB =2 MU —NHEINizZ L a2RrLET,

Parameter | <RINGID> : MMRP-Plus ® Y > 7" ID Zr L £7°,

Version | AEOS-NP2000 1.09.02 LAF. AEOS-NP2100 1.10.01 LA

*Fhia MMRP-Plus HEREODIRREIER R A LIc & & WERETAr 7B hainEd, Ku s
ASOXISEIRETT N, AikDO B 7 ~OXIGEIT-> TSN,

7 7 EK

NOTI (5) MMRP-Plus ring 1 FDB Flush

24.10 7 F L RAZEFILFRIEH

Log MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated

Trap 7L

HEE Notification (5)

A FDB 77 v aA Xy hafEii L, MAC 7 KL ADFEE ZAF 1T 2R B Shiz 2
xR LET,

Parameter | <RINGID> : MMRP-Plus ® VU > 7 ID /R L £ 7,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LLR&

*Fhes MMRP-Plus FEREIZ KV EB{EIXATREZDIRAE T T 28, > MU — 7B £ 7213 m ik K IR E
MIEAELTARBMED N H D £, Xy NV =27 OFEEZERIBSETIZIN,

1 7 FoR

NOTI (5) MMRP-Plus ring 1 FDB Forwarding Timer Updated

24.11 Hello 7 L—LRZ{ERA

Log MMRP-Plus ring <RINGID> <Master|Slave> <interface—id> Hello down detect

Trap L

HEE Warning (4)

A NAE—T L= ADORZEERM LT 2R LET,

Parameter | <RINGID> : MMRP-Plus ® VY > 7 ID Z#;R L £9°,
Master> : MMRP-Plus D U > 7 AR— kPR~ AZ —KR—FTHDHZ L ERLET,
<Slave> : MMRP-Plus ® U v V' R— F N AL —T K- THDHZ L EZ R LET,
dinterface-id> : MMRP-Plus OV » IR —+rDA v X —T 2 —A (R— b, "—F+F ¥
FIV) wERLET,

Version AEOS-NP2000 1.09. 02 LAFE. AEOS-NP2100 1.10.01 LAk

P AREL

7 7 3

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello down detect
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello down detect

24.12 Hello 7 L—LBZ{ERM

Log MMRP-Plus ring <RINGID> <Master|Slave> <interface-id> Hello detect
Trap 7L

AT Notification (5)

B NA—=T L= AOBFZEZRM LI L ERLET,

Parameter | <RINGID> : MMRP-Plus ® VU > 7 1D /R L £7,
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24 MMRP-Plus

Master> : MMRP-Plus ® J ' /AR — kN~ AF—R— " THDHZ L ERLET,
<Slave> : MMRP-Plus ® VU > FAHR— "R AL —T R —FTHAHZ LERLET,

dinterface-id> : MMRP-Plus ®J V'V HR—FrDA L X —T =z— A (R—bF, F—FF ¥
F) EaRLET,

Version AEOS-NP2000 1. 09. 02 LAR&. AEOS-NP2100 1.10.01 LARE
it RE
=87 AN

NOTI (5) MMRP-
NOTI (5) MMRP-

Plus ring 1 Master Port 1/0/1 Hello detect
Plus ring 1 Slave Port 1/0/2 Hello detect

24.13 Hello JL—LRERZA LTI

Log MMRP-Plus ring <RINGID> <Master|Slave> <interface—id> Hello Time out

Trap L

HEE Warning (4)

A W=7 L= ADOZFEH A LT U NSRBI 2 E 2R LET,

Parameter | <RINGID> : MMRP-Plus ®V > 7 1D < L £,
Master> : MMRP-Plus DU /AR — h N~V AZ—R—FTHDHZ L ERLET,
<Slave> : MMRP-Plus DU v /' AR— FNAL—TR—F+THBHZ L ERLET,
{interface-id> : MMRP-Plus @V >V KR— b DA H—T =z —A (F—F, "—bFF ¥
V) R LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LI

KRS MMRP-Plus #ERED TUEAMEIC L 0 BEATREZDIRIE T3, Ry MU — 7GR £ 7 M55
WCBEENEE L, BHLEREENRSHD 3, 2y =7 OREAHERLTLE
W,

0 7

WARN (4) MMRP-
WARN (4) MMRP-

Plus ring 1 Master Port 1/0/1 Hello Time out
Plus ring 1 Slave Port 1/0/2 Hello Time out

24.14 R—FYRE—FEREICKDB YV ITR—FDY)RE—F

Log MMRP-Plus ring <RINGID> <interface—id> was restarted

Trap 7L

HEE Warning (4)

B! N—=RFYAZ—MERBICEID V2B L2 2R LET,

Parameter | <RINGID> : MMRP-Plus ®V > 7 1D /R L £7,
{interface-id> : MMRP-Plus @V > 7 AKR— b DA > H—T =z—A (F—F, "—FF %
V) BRLET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLFE

PIUIN MMRP-Plus FEREIC KV @I IXFIREZRIRRE T 725, v MU — 7 B £ 123 n ik O E
NFEALTD, HIBLEEARER S £9, Y FU—27 OREBEZHER L T ZIVY,

1 7 For P

WARN (4) MMRP-

Plus ring 1 Port 1/0/1 was restarted
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25 PoE

25 PoE

25.1 PoE #&3%h
Log Port <port> disabled PoE
Trap L
AR — b TEIMEE O ELNER E (poe power—inline never) % % L 72354, PD
=2 U 2 7HERBIC KV B BEE AME I S 7256 78 E1Z1E. npPoePortAdminDisable
Ty IR ERET, B, PD BERINTELTHEL TWRWAR— KN TES
ks O MEhFR € (poe power—inline never) % FEfii L 7= & 1%, npPoePortAdminDisable
N7y I SN EE A
HEE Informational (6)
A R— @ PoE HRENN RN o/ Z L 2R LET,
Parameter | <port> : " — FEHZ/RLET,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LABE
PN ANE
0 7 Fn

INFO(6) Port1/0/4 disabled PoE

25.2 #Ehm

Log Port <{port> started delivering power, Class <class>
Trap pethPsePortOnOffNotification
HEE Informational (6)
A R— NOBIMEABG LI Z L 2R LET,
Parameter | <port> : "— +HEZ AR L £,

{class> : )17 T AZRLET,
Version AEOS-NP2000 1.09. 02 LAR&., AEOS-NP2100 1.10.01 LLF&
PIINY AREL
B N

INFO(6) Portl1/0/3 started delivering power, Class 0

25.3 EREBEEDRXEIREBRBICL HSEEERDFIL

Log Port <port> stopped delivering power due to power limit, requested class
{class>

Trap npPoePortStopDeliveringPower

EHER Warning (4)

B BURSNTEN 7 AN, A— MIRESNTCRKREN LB, A— OBt
WMEfEIE LT 2R LET,

Parameter | <port> : R"— h&EHE L ET,
{class> : PD MBBLRENIZES 7 7 A% R LET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 DL

*Fhis RRENEBZRNEIZAR— M, BEIOPD DR EL RE L T 7EE0,

= 7 FKoR

WARN (4) Port1/0/3 stopped delivering power due to power limit, requested class 0
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25 PoE

25.4 HEERDFIL

Log Port <port> PD stopped power request due to MPS absent

Trap npPoePortStopDeliveringPower

R Warning (4)

A MPS (B 7 2F %) BRI TERWzD, PD WENEREZFELZZLERLE
EE

Parameter | <port> : R"— rHESEZ L ET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 DL

X [ZHEFE N0 THER L 72 &V, R— D PoE BEEED AN/ - TV D Z & A TR
LT<téwo

= 7 FKor

WARN (4) Port1/0/3 PD stopped power request due to MPS absent

25.5 WEBFIEBENFRICKHHBBERDEL

Log Port <port> PD stopped power request due to Power Denied

Trap npPoePortStopDeliveringPower

HEE Warning (4)

A PD MELR L2 ANES SN2, PD BRENEREEIL LA RLET,

Parameter | <port> : "— FNEEE/RLET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LIB&

I BN PD OFES T T ATHIEL TV LN THERS IZE W, RKEAZBRR2NE DI
PD Oz a B LT E S0,

= 7 R

WARN (4) Port1/0/3 PD stopped power request due to Power Denied

25.6 HABHEBICK HKEFL

Log Port <port> stopped delivering power due to Over Load

Trap npPoePortStopDeliveringPower

HEE Warning (4)

B WAMDD, BAMGEEFIE L7 Z 2R LET,

Parameter | <port> : "— +HZ AR L £,

Version AEOS-NP2000 1.09. 02 LAF&, AEOS-NP2100 1.10.01 BARE

PIION WA — MCHERE S L7z PD OWHEE )N, R— FDE 7 7 AfEHE Class, £ iﬂ%
j(aajjﬁﬁrfﬁiiﬁﬁ%ﬁsz\fm% T ZHERLSTZE W, RRRENEBABRNE DI
DO xE E L T 7E S0,

= 7 R

WARN (4) Port1/0/3 stopped delivering power due to Over Load

25.1 EHEHEBOERFREICK HIEEFL

Log Port <port> stopped delivering power due to Power Short
Trap npPoePortStopDeliveringPower

HEE Warning (4)

B B a— "B ELED, EEEEL L2 2R LET,
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25 PoE

Parameter | <port> : A"— FFEZZRLF T,

Version AEOS-NP2000 1.09. 02 LI, AEOS-NP2100 1.10.01 LLR&
P WHR— MG SNT- PD OWMEE 2 THER TS0,
2 7 R

WARN (4) Port1/0/3 stopped delivering power due to Power Short

25.8 TOHMFREIC K HHEEFL

Log Port <port> stopped delivering power due to Other fault
Trap npPoePortStopDeliveringPower

HEE Warning (4)

B ZOMDOEENFAE LD, EAE2isk L7cZ L 2R LET,
Parameter | <port>: "— FNEEE/RLET,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LiB&

I P, ETIEPDICEER RN TR IEI W,

v 7 Fos

WARN (4) Port1/0/3 stopped delivering power due to Other fault

25.9 IEEREEA

Log Unit <unit—id> usage threshold <percentage> is exceeded
Trap pethMainPowerUsageOnNotification
HEE Warning (4)
B! WEIMMEHEN LESVWVEEZ#BE 22 LET,
Parameter | <unit-id>: Rv 7 2 ID Z~x L £,
{percentage> : MRE/EHED L EVWME %) 2~ L E T,
Version AEOS-NP2000 1.09. 02 LLF&. AEOS-NP2100 1.10.01 LA
*Fhia REIEHENSEZ VL ST PD oA RE L TS,
o 7 R

WARN (4) Unit 1 usage threshold 90 is exceeded

25.10 {REERELLT

Log Unit <unit—-id> usage threshold <percentage> is recovered
Trap pethMainPowerUsageOffNotification

HEE Warning (4)

A EIEHES L EVEL TRl 2 2R LET,
Parameter | <unit-id> : "y 7 XA ID Z/x LE T,

{percentage> : MMEBESIEHED L UV MHE (%) Z/r L ET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10. 01 LLB&

05 P
= 7 3R

WARN(4) Unit 1 usage threshold 90 is recovered
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25 PoE

25.11 PoE AAEIREE DR

Log

Fail PoE System Block <unit—id>

Trap

npPoeSystemFaul t

Critical (2)

PoE HEREICPEENRE LI L 2R LE T,

Parameter

unit-id> : Ry 7 ZA D EZRLET,

Version

AEOS-NP2000 1.09. 02 LAK#, AEOS-NP2100 1.10.01 LAFE

WL LTG0 F3, RPUIE TIPS 2 F ML TS 2S00,

(A) CPU &AM & 2o 72 2 L NRKOSE
show tech—support unit =~y REMKR, x> MU — 27 —7FERIZ CPU flEHH
DI00%Z D Z & TR ZZHMNTHZENHY T2, ZOLEITFIGAETT,

B) EfLANOSE
EESEOREMERN H Y £9, LTFon 728G L, EESER% OFF (2L T, AR—h
SN E TRBEVWEHLEL 0,

¢ show tech—support

EHAR Y > —72 El2 XY show tech-support MEEN#E L WEAIE, LFr 72 B4 L
TIE 2SN,

e show environment

e show unit

¢ show logging all

¢ debug show cpu utilization

¢ debug show error—log

¢ show tech—support poe

1 7 Fpl

CRIT(2) Fail PoE System Block Unit 1
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26 PDE=HX UL

26 PDE=21) YT

26.1 PDE=% 1 > JBta

Log {port> pd-monitoring [<mode>] start
Trap L
HEE Informational (6)
A PD EMREZBIE L2 E 2 LET,
Parameter | <port> : i"— " H 5 AR L £,
<mode> : PD E=# U > 7 ®F— K (ACL-mode, % L < E ICMP-mode) 7~ L £7°,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LABE
Xt N
o 7 R

INFO(6) 1/0/1 pd-monitoring [ACL-mode] start
INFO(6) 1/0/1 pd-monitoring [ICMP-mode] start

26.2 PD E=4 ) LTIz &P EREBO—EEL

Log <{port> pd-monitoring [<mode>] [restart-poe] detected pd—down, restart PoE

Trap L

HEE Warning (4)

B PD X7 L, PoE #ERED U A X — NI kY PD 2HEBSE/-ZLE2RLE
KR

Parameter | <port> : m"— FEFZRLFET,
<mode> : PD E=# 1 > 7 ®OF— K (ACL-mode, % L < % ICMP-mode) Z7~x L £,

Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE

*Fhia a7 M7, BEOPD OFEENEYIKINDE%A. PD BEFREOEERH Y F
9, MBS U TPD ORREAMERR L T 72 &0,

=R N

WARN (4) 1/0/1 pd-monitoring [ACL-mode] [restart—poe] detected pd—down, restart PoE
WARN(4) 1/0/1 pd-monitoring [ICMP-mode] [restart—poe] detected pd—down, restart PoE

26.3 PD &0 A

Log <{port> pd-monitoring [<mode>] [notify-only] detected pd—down

Trap L

HEE Warning (4)

S EH T 7Y a % notify-only ICERELZAR—FT, PD OF U 2B L2 5/ RLE
7

Parameter | <port> : R"— h&EHEZ L ET,
<mode> : PD E=4# U 7 ®E— K (ACL-mode, % L < I% ICMP-mode) Z/~ L £,

Version AEOS-NP2000 1.09. 02 LAFE. AEOS-NP2100 1.10.01 El%%

*Fhia a7 IR LI S D %A, PD S EERAE REMENH Y £3, LEIZSLCT PD

DOIREETHER L T 7ZE W,
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26 PDE=HX UL

=87 AN

WARN (4) 1/0/1 pd-monitoring [ACL-mode] [notify-only] detected pd—down
WARN (4) 1/0/1 pd-monitoring [ICMP-mode] [notify-only] detected pd-down

26.4 ) F 54 BREBIC K SEREKDFIL

Log <{port> pd-monitoring [<{mode>] retry times is expired, stop PoE
Trap L
HEE Error (3)
A PD BEARDOFLEN Y N T A M A 27272, PoE #EREN N 70 o7 LB R L ET,
Parameter | <port> : I"— hFZEZRL ET,
<mode> : PD =% 1 7 ®OF— F(ACL-mode, % L < % ICMP-mode) Z R L ¥,
Version | AEOS-NP2000 1.09.02 LAKE, AEOS-NP2100 1.10.01 LA
it PD NERFRIEDOFREMN H Y £, MBI U TPD OREEAZFERL TS EI N,
1 7 o)

ERRO(3) 1/0/1 pd-monitoring [ACL-mode] retry times is expired, stop PoE

ERRO(3) 1/0/1 pd-monitoring [ICMP-mode] retry times is expired, stop PoE

26.5 PDE=42Y VUJILHEREKELOBEHEIR

Log <{port> pd-monitoring [<mode>] auto-recovery time expired, restart PoE

Trap L

HEE Informational (6)

Bl FHEENY N7 A [B¥A 2 C PoE HEREZ HELNIC L72IREEDN O, HENMEIHFRFE 2N EE L T
PoE BEREDN BN 7o 2 L &R LET,

Parameter | <port> : " — FEZZ/RLET,
<mode> : PD E=% VU > 7 ®OEF— K (ACL-mode, % L <[ ICMP-mode) Z/~ L £,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLR&

FIp N

EE -

INFO(6) 1/0/1 pd-monitoring [ACL-mode] auto—recovery time expired, restart PoE

INFO(6) 1/0/1 pd-monitoring [ICMP-mode] auto—recovery time expired, restart PoE

26.6 PDE=42Y) VI L HERKKELOFEHEIR

Log <{port> pd-monitoring [<mode>] restart PoE manually

Trap L

HEE Informational (6)

LA FEE) Y b7 A B A 2 T PoE BEREZ HENIC L7 IRREDN D, =~ RIZ XK Y PoE #&RE
EAEMI LIt ERLET,

Parameter | <port> : "— " HZ AR L £,
<mode> : PD E=4# U 7 ®E— K (ACL-mode, % L < I% ICMP-mode) Z/~ L £,

Version AEOS-NP2000 1.09. 02 LAFE. AEOS-NP2100 1.10.01 LA

RSN ANEL
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26 PDE=HX UL

=87 AN

INFO(6) 1/0/1 pd-monitoring [ACL-mode] restart PoE manually
INFO(6) 1/0/1 pd-monitoring [ICMP-mode] restart PoE manually
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27 Port

2] Port

21.1 A—HY—KR—+rDY2HoF7vS

Log Port<port> link up, <nway>
Trap 1inkUp
B Warning (4)
B R—=RV I T o7 Ll & aRLET,
Parameter | <port> : "— hEF&E/RL £, (] :1/0/1)
<nwayy : Vo 7 HELT 2Ly IV RAE—FREZRLET,
Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LAR&
*Fhts S
= 7 FKor
WARN(4) Port1/0/1 link up, 1000Mbps FULL duplex

21.2 Aa—Y—R—+rDY2 o5

Log Port<port> link down

Trap linkDown

HEE Error (3)

FiEA R—=FtNY oI xT L2 a2l ET,
Parameter | <port> : "— "&FF&EZ L ET, (fFl:1/0/1)

Version AEOS-NP2000 1.09. 02 LLF%. AEOS-NP2100 1.10.01 LA
PIINY N

B N

ERRO(3) Port1/0/1 link down

21.3 IR—DAVIMR—bDY O TVT

Log Management port link up, <nway> Unit <unit-id>

Trap 1inkUp

HEE Warning (4)

A VTHR—V A NR—=INY T S Ll EERLET,
ALy JHERROYE . SIS DN linkUp 7 v 1, v AZ—EO~vR—T A
rR— FDOBFEDOARE I NET,

Parameter | <nway> : V V7 HELT 2L v 7 AE— K& RLET,
unit-id> : Ry 7 A 1D 2R LET,

Version AEOS-NP2100 1.10.01 LA

R S

1 7 R

WARN (4) Management port link up, 100Mbps FULL duplex Unit 1

21.4 IR—DAVIMR—bDY O FIY

Log

Management port link down, Unit <unit—id>

Trap

1inkDown
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BT Error (3)

A TRV AL RN s BT L2 AR LET,
2HZ s IHER O, ST AR linkDown kT v Fld, v A ¥ —EEO~vR— A
VA= FDOBGEOHRE I ENET,

Parameter | <unit-id> : "y Z XA ID Z/Rx LE 7,

Version AEOS-NP2100 1.10.01 LLp&

Xt AN

2 7 R

ERRO(3) Management port link down, Unit 1

21.5 SFP/SFP+ + 5 > & —IN\—DiEA

Log Unit <unit—id>, Port <port—num> <tr—type> has been inserted
Trap npSfpModuleAttached
HEE Informational (6)
A SFP/SFP+7R— RZ SFP/SFP+ k7 v v — =R A SN Z L 2R LET,
Parameter | <unit-id> : "y Z XA ID Z/x LE T,
<port—numy ;: A™— k ID Z/R LFET,
tr-type> : h T == A4 THERLET,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LABE
S RE
o 7 R
INFO(6) Unit 1, Port 25 H-SFP+AOCIM has been inserted

27.6 SFP/SFP+ k5 > —n—DRE

Log Unit <unit—id>, Port <port—-num> transceiver has been removed

Trap npSfpModuleDetached

HEE Informational (6)

B SFP/SFP+R— k735 SFP/SFP+ k7 v v — =W S S Z L &R L ET,
Parameter | <unit—-id> : Ry 7 A ID Z/RLF T,

<port—num> : A"— b ID Z/x LFET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10. 01 LLB&

P AREL
= 7 3R

INFO(6) Unit

1, Port 25 transceiver has been removed

27.7 SFP/SFP+ k5 > &—i3—® Tx fault &40

Log Unit <unit—id>, Port <{port—num> <tr—type> TX fault was asserted
Trap npSfpModuleTxFaultDetect
HEE Error (3)
A SFP/SFP+ T L o —N—DEERENEAE LI L 2R LET,
Parameter | <unit-id> : Ry 7 A ID &R L E T,

<port—num> : AN— bk ID Z/R LFE T,
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27 Port

<tr—typed 1 hT Y —NR—H A TR RLET,

Version AEOS-NP2000 1. 09. 02 LIB&, AEOS-NP2100 1. 10.01 LAR#

KR IR-SFP+ k7 v ¥ — R—DFF ABFICAR T V0384725 220350 £, B TIEH Y
FHA, ZNLSOERTr 703 ET 5561, SFP/SFP+ h 7 2 o —N— 2 LT
KTEEW, Z0®kbE|EEARe VPN RET LA, EEMICHERHD Z LB 2
LBNET, TOBE, VAR — FHSE O E TBREELZE N,

1 7 For
ERRO(3) Unit 1, Port 25 H-SFP+AOCIM TX fault was asserted
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28 R—bhEHF2VUT 14—

28 R—

X)) TFq4—

28.1 R— F T & DERRBUBBZ R

Log MAC address <mac-address> causes port security violation on Port<{port>

Trap 7L

B Warning (4)

B R—hEFX2UT 4 —HEET, R—FZLoRAEEF Ty MY —DBES LTV
RET, H72/2 MAC 7 R L AN OIS 2 A L7, R— b T L ORREZEET 57
DEGFEINR o Z B RLET,

B, ZORTZEHALTHOR L 4EIE, Ficic@ml chb e ZixMhEhETE A,

Parameter | <mac-address> : 7R— b T & ORIz il L TOREK SR o7 MAC 7 R L AZR L
£75
<port> : R— bFFERLET, (B :1/0/1)

Version AEOS-NP2100 1.11.01 LARE

PIg N— kT L DR KRB OB EMABLR O AR L T RWEEIE, REMA RE L
TLEE,

w1 7 Fos

WARN (4) MAC address 00-00-5E-00-53-AE causes port security violation on Port1/0/2

28.2 EBELHEOBRAXEEBE IR
Log Limit on system entry number has been exceeded
Trap 7L
HEE Warning (4)
B R—hEX=2UT 0 —HET, BESEOFAREE T M =& TWHIREE
T, #H=7e MAC 7 FL & 75>%® WE 2B U728, SE RO R R 2 i 5 72 0%
FRINTe ol EERLET,
BB, CORZEMALTHL—ETY b —ENEER R KO BRI L D DU IRTE
RHETIE, FicEBL Thbr ZIdt S EtEA,
Parameter | 73 L
Version AEOS-NP2100 1.11.01 LARE
I HEE 2RO KEL O EMMABUR O FHBREL IS L T RWEAIE, REMEZ R LT
<TEENW,
1 7 FoR

WARN(4) Limit on system entry number has been exceeded
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29 Power

29 Power

29.1 BIREERE

Log Unit <unit—id>, Power <power—id> failed

Trap npPowerFault

HEEE Critical (2)

B BREENRE TCHLZEERLET,

Parameter | <unit-id> : "y Z XA ID Z/x LE T,
<{power—id> : HEJR= = b ID Z/~RL £7°, ApresiaNP2100 ~'V —RXDHFAHIL 1 TI,

Version | AEOS-NP2000 1.09.02 LI, AEOS-NP2100 1. 10.01 LAFE

X show unit =<2 K, BE show environment =T~ > K IR Z HEZEH% . show tech-
support 2~ R CHEMIGMA G L., DENHIVTEE LI L TREFFEI 0,

o 7 3R

CRIT(2) Unit 1, Power 1 failed

29.2 EREEEIE

Log Unit <unit—-id>, Power <power—-id> back to normal
Trap npPowerRecovery
HEE Informational (6)
FiEA EIRELEN EFRE~NMEB L2 2R LET,
Parameter | <unit—-id> : Ry 7 ZA ID Z/RLF T,
<power—id> : EF=2=v b ID Z/~x L £ 7, ApresiaNP2100 >V —XDHFAHIL 1 T,
Version AEOS-NP2000 1.09. 02 DA%, AEOS-NP2100 1.10.01 LLF&
R AN
o 7 Rl

INFO(6) Unit 1, Power 1 back to normal
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30 SNMP

30 SNMP

30.1 SNMP 2 S 2 =7 4 —RDFEREXK

Log SNMP request received from <ip—address> with invalid community string

Trap authenticationFailure

B Warning (4)

B SNMP Bk %, a2 =7 4 —LFHITEZELLZ L AR LET,

Parameter | <ip—address> : IP 7 RL A Z R L £7,

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LiB&

Xt dip—address> M IECTHALE. Xy N — 7 EFEBEOREXHER L., AALTWA
SNP D=2 g IR E T, FRE (B a=T 4 —F, bRV —F, 71—
DT 77 AME) BDIELWDHER L T IZE W,
dip-address>BRIETHALEES. RIERT 7B ADOAGEMERHY 4, 2y NTU—7 &
HAGED IP 7 FURAZIEET D, FZEFHLTHD SNMP OX—=2 5 IS LET, 45
RE (A a=T 44—, BAERNAT =R, ZV—TDOT 7 vAE) 2ERBTLH L
T, EEICHTDOIRERT 7 BRAZHS ZENTEET,

1 7 FoRp

WARN (4) SNMP

request received from 192.0.2.100 with invalid community string
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31 SSH

31 SSH

31.1 SSH H—/I\—DEH.Eh

Log SSH server is enabled
SSH server is disabled
Trap 7L
HEE Informational (6)
B SSH = "—3FG%), 3B ETINZ 2R LET,
Parameter | 72 L
Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LAR&
xS T
BN
INFO(6) SSH server is enabled
INFO(6) SSH server is disabled

31.2 SSH O T 1 Vi Th

Log Successful login through SSH (Username: <user—name>, IP: <{client—ip>)

Trap L

B Informational (6)

A AAA BERENBERN 2 E D, SSH TORZ A AT L Z & &R LET, AN BEENA
Bhigrton 7 A VEREa ZIEAMA EESRL T EI 0,

Parameter | <user-name> : T —W—4 &R L E 7,
<client=ip> : 7 7A T FDIPT RV AZRLET,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LAKE

*Fhia ANEL

1 7 Foa

INFO (6) Successful login through SSH (Username: example, IP: 192.0.2.100)
INFO (6) Successful login through SSH (Username: example, IP: 2001:db8:10::100)

31.3 SSH AT 1 V5K

Log Login failed through SSH (Username: <user—name>, IP: <client—ip>)

Trap 7L

HEE Warning (4)

A AAA FEBREDMESN R5A D, SSH TOR T A AR LI Z 2R LET, AA BENS
BIRGA OB A I RIRE XA BEESRL T ZE0,

Parameter | <user—name> : L —H% —ZEZRLFET,
client=ip> : 7 IA T PO IPT RLAZRLET,

Version AEOS-NP2000 1.09. 02 LAR%. AEOS-NP2100 1.10.01 LAFE

X hia E, 22— —%, NAT—RKPRELWPER LTSN,

access—class I~ R&EFEHTDIE, 2947 bD 1P 7 FLRIZEDT 7 AR
MNE[EETT,
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31 SSH

=87 AN

WARN (4) Login failed through SSH (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through SSH (Username: example, IP: 2001:db8:10::100)

3.4 SSHOJ 7 k

Log Logout through SSH (Username: <user—name>, IP: <client—ip>)
Trap L
HEE Informational (6)
B SSHEy T arrbu 77U MLl EaRLET,
Parameter | <user—name> : L —HW—ZZ R L E7,
{client=ip> : 7 FA TV FDIP T KL AZRLET,
Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE
it AE
1 7 o)

INFO(6) Logout through SSH (Username: example, IP: 192.0.2.100)
INFO (6) Logout through SSH (Username: example, IP: 2001:db8:10::100)

3.5 SSHEvyLa BrALT7O

Log SSH session timed out (Username: <user—name>, IP: <client-ip>)
Trap L
HEE Informational (6)
B SSHt v arBEA LT ML EERLET,
Parameter | <user—name)> : = —HWF—ZE R LE T,
{client=ip> : 7 7A TV FDOIP T KL RAZRLET,
Version | AEOS-NP2100 1.10.03 DL
KRS R
7 7 A

INFO (6) SSH session timed out (Username: example, IP: 192.0.2.100)
INFO (6) SSH session timed out (Username: example, IP: 2001:db8:10::100)
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32 AZ w7

32 RA3AvY

32.1 RA Y A N—DMYAH
Log Unit <unit—-id>, MAC: <mac-address> Hot insertion
Trap npStackGenerallInsert
B Warning (4)
A Ry A v —va R LET,
Parameter | <unit—id> : Ay Z XA ID #x LET,
<{mac-address> : MAC 7 NL A &R L FE T,
Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LAR&
*Fhis BT TORWEEIT, UTZMER L TI7ZEN,
o« RAB v I A UN—DIREE
« Ay IR— DY IR
1 7 FoRp

WARN(4) Unit 3, MAC: FC-6D-D1-11-22-33 Hot insertion

32.2 Ry Y An—DEY 5L
Log Unit <unit-id>, MAC: <mac-address> Hot removal
Trap npStackGeneralRemove
HEE Warning (4)
LB Ry P A=V a2 R LET,
Parameter | <unit-id> : R 7 A ID Z~R L E T,
<mac-address> : MAC 7 RL A Z/R L E T,
Version AEOS-NP2000 1. 09. 02 LIBE, AEOS-NP2100 1. 10.01 LARE
PIp EXRICAT > TWRWEEIE, LT ZMRE LTSN,
o« AH v AU N—DIREE
« AX IR — DY TIRGE
= 7 FKor A

WARN(4) Unit 3, MAC: FC-6D-D1-11-22-33 Hot removal

322.3 R4vyY A RAC—DOER

Log Stacking topology is <stack—-tp—type>. Master (Unit <unit-id>, MAC: <mac-
address>)

Trap npStackTopologyChangeChainToRing
npStackTopologyChangeRingToChain

EHER Warning (4)

B ALy MR —DEREERLET,

Parameter | <stack—tp-type> : A% v 7 hiku P —4% A7 (Ring, Chain) Z/RLFT,
unit-id> : Ry 7 A D &ZRLET,
<{mac-address> : MAC 7 RL A Z/R L F7,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LABE

*Fhia BRI bR O—% B E L TWRWEAIE, 2R L TLEE0,

o AH T A UN—DIRTE
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32 AZ w7

o AKXy IHR—bDY L TIREE

a7 3Pl

WARN (4) Stacking topology is Ring. Master (Unit 1, MAC: FC-6D-D1-AA-BB—CC)
WARN (4) Stacking topology is Chain. Master (Unit 1, MAC: FC-6D-D1-AA-BB-CC)

324 RKYDTYITRARE—NTRE—[ZER

Log Backup master changed to master. Master (Unit <unit—id>)
Trap npStackRoleChangeBackupToMaster
B Warning (4)
A NPT T AE =P AL —|ZE DT LR LET,
Parameter | <unit-id> : R 7 A ID Z R L E T,
Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LLB&
*Fhes EHHRRBER TRWEGEIT, UTE2HRE L T Eauy,
s VAL —DIREE
« AF Y IR— DY IR
1 7 R
WARN (4) Backup master changed to master. Master (Unit: 2)

32.56 AL—TNTRE—([ZEH

Log Slave changed to master. Master (Unit <unit-id>)
Trap npStackRoleChangeSlaveToMaster
HEE Warning (4)
2R AV =T NI AZ—|ZED>TZ L H R LET,
Parameter | <unit-id>: Ry 7 XA ID Z/RLET,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LAKE
*Fhis BN RAEER CTRWIEAIL, T2 L T 723,
o YAHX—DIREE
o RE I HR— DU IRE
EE -

WARN (4) Slave changed to master. Master (Unit: 3)

32.6 Ry o X ID DFRERA

Log Hot insert failed, box ID conflict: Unit <unit-id>, conflict (MAC: <mac-—
address> and MAC: <mac-address>)

Trap npStackGeneralFailure

HEE Critical (2)

A Ry 7 AID DOAR—FERLET,

Parameter | <unit—id> : ARy 7 XA ID #;x LET,
<mac—address> : M L TWDHHEEDMAC T RLAZRLET,

Version AEOS-NP2000 1.09. 02 LAF&, AEOS-NP2100 1.10.01 BARE

*Fh RNy 7 21D Z BEEID Y TITYIDERZ 27 Ry 7 2D BEELRNEIICHREL T

<TEEU,
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32 AZ w7

o 7 R
CRIT(2) Hot insert failed, box ID conflict: Unit 1 conflict (MAC: 00-40-66-B4-97-1F and MAC: 00-40-66-
B4-96-B5)
32T RAYIYHR—b DY O T7YvT
Log Unit <unit—-id>, MAC: <mac-address> Stackport <port—num> link up, <nway>
Trap npStackPortLinkUp
HEE Warning (4)
LA AR IR—E R Ty T Ll &R LET,
Parameter | <unit-id> : "y Z XA ID Z/x LE T,
<{mac-address> : MAC 7 RL A& /R LE T,
<port—num> : A"— h ID Z/R LFET,
<nway> 1 U7 OBMERE LT 27 Ly 7 RERLET,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLRE
*Fhis BHER Y 77 v 7 TRWEEIE, AT 2R L TIZEI0,
o RH T AUN—DIREE
« AZ v IHR— DU TIREE
1 7 R

WARN (4) Unit

1, MAC: FC-6D-D1-AA-BB-CC Stackport 27 link up, 10Gbps FULL duplex

328 RAYIR—FDYOEHY
Log Unit <unit—-id>, MAC: <mac—-address> Stackport <port-num> link down
Trap npStackPortLinkDown
EEE Error (3)
Bl ARy T R—= WY I X LI EERLET,
Parameter | <unit—-id> : Ry 7 ZA ID Z/RLF T,
<{mac—address> : MAC 7 KL A &R L FE T,
<port—num> : A"— b ID Z/R LFET,
Version AEOS-NP2000 1.09. 02 LAR&, AEOS-NP2100 1.10.01 LI
*Fhis BB o7 2 o TRVEEIE, U TFZ2fERL T Za0,
o ARH U AU N—DIRAE
o AKXy UHR—FDU L IIREE
2 7 o)

ERRO(3) Unit

1, MAC: FC-6D-D1-AA-BB-CC Stackport 27 link down

329 R3OV HR—FD LS —N—DHEA

Log Unit <unit—id>, MAC: <mac—-address> Stackport <{port—num> <{tr—type> has been
inserted

Trap 7L

HEF Informational (6)

WA ALy 7 R— MTRGE LTz SFP/SFP+AR— MZ SFP+ R T v — =0 A SN2 Z & &
~LET,

Parameter | <unit—id> : Ry 7 XA ID #x LET,
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32 AZ w7

<{mac—address> : MAC 7 FL A &Z/R L E T,
<port—num> : A"— kK ID Z/r L E T,
tr-type> : NIy —NR—=H A TERLET,

Version | AEOS-NP2000 1.09.02 LA, AEOS-NP2100 1.10.01 LA
SIS RE
e N

INFO(6) Unit 1, MAC: FC-6D-D1-AA-BB-CC Stackport 27 H-SFP+AOCIM has been inserted

32.10 RE YV R—FrD b5 0 —N—DiRE

Log Unit <unit—id>, MAC: <mac—address> Stackport <{port—num> transceiver has been
removed

Trap L

HEE Informational (6)

B AH 7 IR— MIERE LTz SFP/SFP+R— R D SFP+ k7 v v — =D 4k &= =
LA RLET,

Parameter | <unit-id> : "y Z XA ID Z/x LE T,
<{mac—address> : MAC 7 KL A &R L FE T,
port—num> : A"— h ID Z/x LFET,

Version | AEOS-NP2000 1.09.02 LAKE. AEOS-NP2100 1.10.01 LAKE

Xt RN

o 7 R

INFO(6) Unit 1, MAC: FC-6D-D1-AA-BB—CC Stackport 27 transceiver has been removed

32.11 RAYH\A—2JL—LDZEZALTI +

Log Hello timeout occurs: Unit <unit-id> Stackport <port-num>
Trap L
HEE Error (3)
B! Na—=T L—LDZEZA LT MRS RE L2 2R LET,
Parameter | <unit—id> : R 7 A ID Z/r L £ 7,
<port—num> : A"— kK ID Z/r LE T,
Version AEOS-NP2000 1.09. 02 L%, AEOS-NP2100 1.10.01 LAF&
PN AL 7 AU N—DREEFER L T IEI 0,
7 7 3

ERRO(3) Hello timeout occurs: Unit 1 Stackport 27

3212 RB2 v A vE—IDEFEERK

Log Unit <unit-id> fails to send a stacking message. (Type: <msg—type>, Sub type:
{sub-type>)

Trap L

HERE Debugging (7)

i AB Y X y—V DB LI L ERLET,

Parameter | <unit-id> : Ry 7 A ID Z/ R L E T,
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32 AZ w7

<msg-type> : AX v I Avu—V XA TR LET,

Sub type: <sub—type> : AZ v T A=YV THEATERLET, VT XA TRE
FELRWGEAIIERINETA,

Version AEOS-NP2000 1.09. 02 LAF. AEOS-NP2100 1.10.01 LA

it a7k, A= —TCOMNTEAMBIT 572D Debugging LLdD X v t— T,
SHEREN, B AKX v 7RO R, F - ERTICBEEOICH T SN D56
[ S VN G B
A Ky TR OEEE DS CPU mARIREBIC R T2 5A8I b AR I NH 1 SN2 2 08350
FI2, FORRIZIE CPU BAMIREDRIK Z MR L T 7230,

=/ TN ]

DEBG(7) Unit 1 fails to send a stacking message.

(Type: EVENT_SLOG, Sub type: 4)

32. 13 HEHRO R

Log Stacking starts to configure new units. Master (Unit <unit-id>, MAC: <mac-
address>)

Trap L

HEE Warning (4)

B A By 7 A R TTORERAGE RO s SN Z L 2R LET,

Parameter | <unit-id> : ~AX—DOARv 7 A 1D ZRLET,
<mac-address> : ¥ A X —DMC T RLAZRLET,

Version | AEOS-NP2000 1.09.02 LI, AEOS-NP2100 1.10.01 LIfE

FIpI N

v 7 R

WARN (4) Stacking starts to configure new units. Master (Unit 1,

MAC: FC-6D-D1-AA-BB-CC)

32.14 -z =y MR

Log Stacking detects new units. (MAC: <mac—address>)

Trap L

HEE Warning (4)

A HULWRZ 7 AU N—F Lol AR LET,

Parameter | <mac-address> : HFILIBMENTZAZ v 7 AL R—DMCT KL AZRLET,
Version AEOS-NP2000 1.09. 02 LAFE. AEOS-NP2100 1.10.01 LA

X hia ANEL
7 o

WARN (4) Stacking detects new units.

(MAC: FC-6D-D1-11-22-33)

32.15 R vV REIDEE

Log Stacking role changed to <role>. (MAC: <mac-address>)
Trap 2L

EHER Warning (4)

Wi AL 7 OREIDER LI LR LET,

Parameter | <role> : ZHEZLD&KE Z R L FT,
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32 AZ w7

<{mac—address> : MAC 7 FL A &Z/R L E T,

Version | AEOS-NP2000 1.09.02 DA%, AEOS-NP2100 1.10.01 AR
SN RE
7 7 &l

WARN (4) Stacking role changed to Master.
WARN (4) Stacking role changed to Backup master
WARN (4) Stacking role changed to Slave.

(MAC: FC-6D-D1-11-22-33)
(MAC: FC-6D-D1-11-22-33)
(MAC: FC-6D-D1-11-22-33)

32.16 BARBORMLETIA LTV b

Log Stacking configure stage timeout occured. Restart election.
Trap L
HEE Error (3)
B ALy 7 OHERIE RO R T Y A L7 U ERFAEL, A X v 7 OFEEIRIEIZ
RoleZ &R LET,
Parameter | 72 L
Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LiB&
*Fhes BEWRY 7 20 o TRWEEIE, UTZ2fER LTI 7EaV,
o« AB v I A UN—DIREE
« A2y I R—=FDY 7 REE
1 7 R
ERRO(3) Stacking configure stage timeout occured. Restart election

32.171 Ry R— FREDEMEER 54

Log Stacking detects abnormal link status and try to recover: Unit <unit—id>
Stackport <port—num>
Trap L
HEE Error (3)
A RER) 7 REEHRM LD, HELED L LTSI EamRLET,
Parameter | <unit-id>: Av 7 X ID&Z/RLET,
<port—num> : A~x— k ID Z/R LFE T,
Version AEOS-NP2000 1. 09. 02 LAF&, AEOS-NP2100 1.10.01 BARE
PIp DUITZMER LT EEW,
o« RB v I A UN—DIREE
o« AZ I HR— DY TIRTE
= 7 R

ERRO(3) Stacking detects abnormal link status and try to recover: Unit 1 Stackport 27

32.18 XA YU A VIN—FREDEH

Log Unit <unit—id>: Stacking health status goes unstable

Trap 7L

HEE Warning (4)

B AL T AN —DREBEEN O RNEEIL IR > Z L2 RLET,
Parameter | <unit-id> : "y 7 XA ID Z/x LE T,
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32 AZ w7

Version AEOS-NP2000 1.09. 10 LAR%. AEOS-NP2100 1.12.01 LAFE
R hia LT R LT ES W,
o« AN v AU N—DIREE
« Ay IR— DY TR
BN
WARN(4) Unit 3: Stacking health status goes unstable

32.19 XA Y I AVN—FREDEIA

Log Unit <unit—id>: Stacking health status goes stable

Trap 7L

HEE Notification (5)

A AL 7 AN OIRBEIN L TEN O LTE IR o] Z LR LET,
Parameter | <unit-id>: Ry 7 A ID /R L E 7,

Version AEOS-NP2000 1.09. 10 LARE, AEOS-NP2100 1.12.01 LiB&

*Fhes N

1 7 FoR

NOTI(5) Unit 3: Stacking health status goes stable

32.20 XA WY A UN—FEEDRM XIAOY

Log Unit <unit—id>: Stacking health status goes Abnormal
Trap 7L
EEE Error (3)
LB AL I AN —=DIREBINZEN DR EEL > 2 R LET,
Parameter | <unit-id> : R 7 A ID Z R L E T,
Version AEOS-NP2000 1. 09. 02 LI, AEOS-NP2100 1. 10.01 LARE
72 %, AEOS-NP2000 1.09.10 LARE. AEOS-NP2100 1.12.01 PAREClIA v I3 S E
A,
PIp T ZMER LTI EEN,
o AH w7 AU R—DIREE
« ALy IIR— DY U AREE
B 7 FKoR

ERRO(3) Unit 3: Stacking health status goes Abnormal

32.21 RAY Y AVN—FREDEIR XIBARAYT

Log Unit <unit—-id>: Stacking health status goes Normal

Trap L

HEE Notification (5)

B AL I A UN—DIREDREENOLREIL Tt ERLET,

Parameter | <unit—id> : Ry Z XA ID #;x LET,

Version | AEOS-NP2000 1.09. 02 LAFE. AEOS-NP2100 1.10.01 LAFE
72%5. AEOS-NP2000 1.09.10 A&, AEOS-NP2100 1.12.01 PAETlIAo Zidh&n
A,

*Fhia B
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=87 AN

NOTI(5) Unit 3: Stacking health status goes Normal
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33 Storm Control

33 Storm Control

33.1 R b—LOEA

Log

Broadcast storm is occurring on <interface-id> (port—channel <group-id>)
Multicast storm is occurring on <interface—id> (port—channel <group-id>)
Unicast storm is occurring on <interface—id> (port—channel <group-id>)

npStormControlDetected

Critical (2)

A RN—LERAMLIEZEERLET,
* Broadcast storm: 7 HB— R¥¥ A hXF v MZLD A h—A
e Multicast storm: /LT F ¥ A by NMTHABA F—A4
e Unicast storm: L=F ¥ R f 7w b BEeFE %A, 8 L O Unknown ==
FY AR IZEDBAP—2, 2L, 773312 drop b L <L none Z457E
L72G8iE, 2=F v ATy ML DA b= ZIH S ER A

L&EVMEZE kbps £7/213/3—k T —V THRE LTZHLAE. AueZidHhshvEREA,

Parameter

dnterface—id> : A h—LNFAEL TWALAS L H—T =2—A D EZRLET,

(port—channel <{group-id>) : "—FF ¥ RV TR r—Lbar ha—LEHXRELT-HE
2. A PM—LANBELTNWABA U NRN—R— NDOFBF ¥ XAV T A—7 1D R LET,
MR — N CRE LA IEERERINEY A,

Version

AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10.01 LAF%

B LA v B —T 2 — ATy NT— T )L—TFNEEL TWAAREERD Y 1,
T FU— 7 NOBRCEm e Ea2MER L. V—T7DJRKZE D RV TLS 720,

1 7 Fpl

CRIT(2) Broadcast storm is occurring on Port1/0/1

CRIT(2) Multicast storm is occurring on Port1/0/1

CRIT(2) Unicast storm is occurring on Port1/0/1

CRIT(2) Broadcast storm is occurring on Port1/0/1 (port—channel 5)

33.2 R b—LDEIH

Log

Broadcast storm is cleared on <interface—id> (port—channel <group-id>)
Multicast storm is cleared on <interface—id> (port—channel <group-id>)
Unicast storm is cleared on <{interface—-id> (port—channel <group—id>)

npStormControlCleared

Informational (6)

ARN—LNEHLIEZ EEZRLET,
* Broadcast storm: 7 HB— R¥¥ A X7 v MZLDHA h—A
e Multicast storm: ¥/LFF ¥ X hXFy NMTEDHA M —LA
e Unicast storm: =F ¥ A h o b 58 %, B L O Unknown ==
Xy AN ICKDAR—L, L, 7273 Zdrop b L <X none ZF{E
LEZBAIE, 2=y 2 by Mok DA b—2ou i ZH S ERE A,

L& UMEZ kbps £7213/ 83— 0 7=V THRE LIZHEAIE. An 73 EnEdA,

Parameter

dinterface-id> : A h—AMNEINTZA L F—T7 =2 — XA D HZRLET,

(port—channel <group-id>) : " — FF ¥ XV TAr—Lar ha—LERELTEHEE
2. AM—LEIHLTEA U AN=R— hOfTRF v 27 NV—7 1D - LET, il
R— M THRELTEGAIEIRRINERE A,
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33 Storm Control

Version | AEOS-NP2000 1.09.02 DA%, AEOS-NP2100 1.10.01 AR
SN RE
7 7 &l

INFO (6) Broadcast storm is cleared on Portl/0/1

INFO(6) Multicast storm is cleared on Portl/0/1

INFO (6) Unicast storm is cleared on Portl/0/1

INFO(6) Broadcast storm is cleared on Portl1/0/1 (port—channel 5)

33.3 Rb—ALavrA—LIZLBTR—Fo vy FAHY

Log

{interface-id> (port—channel <{group—id>) is currently shut down due to the
Broadcast storm

dinterface—id> (port—channel <group—-id>) is currently shut down due to the
Multicast storm

{interface-id> (port-channel <group-id>) is currently shut down due to the
Unicast storm

npStormControlShutdown

Critical (2)

AV B —T 2 —ANAP—AITLo>5To %y hF 72 (err-disabled JREEIZEH) X
Nz ExRLET,
* Broadcast storm: 7 HB— R¥¥ A hXF v MZLD A h—A
* Multicast storm: ¥/LFF ¥ X hNFy MTEDHA F—LA
e Unicast storm: =% ¥ A hFr v b GEEFEFEA, I L Unknown ==
Fr AR IZEDAP—L4

Parameter

dnterface-id> : A h—AIZX > Ty v v b&Z U (err-disabled JREEIZET) X
A A —Tx2—RAIDERLET,

(port—channel <group—-id>) : "—FrF ¥ XNV TAb—ALar ha—LVEHRELT-HE
2. AR —ALIk>To v v bE 7 (err—disabled JREEICEFE) Sz A /3 —
A= OFEF ¥ 3N T N—7" 1D ZaRrLET, WER— N THELELGAITERIN
FH A,

Version

AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10.01 LLFE

PSIO

B Ll-A v B —T 2 — ATy NT— 7 )L—FNEEL TWAAREERD Y 1,
F v NU— 7 NOBRRCE e ERMER L. V—7 DK ZE D RV TLS 720,

H#hE [H% € (errdisable recovery cause storm—control =< K) DIFEIL.
vx v NZ 7 (err-disabled IREEICAT) SN THOHRE LR NET 5 &
A B —T7 2 —ADOMAEITIABICEIBSNET,

X hF DY (err-disabled JREEIZERE) S/ A v ¥ —T7 = — A& FEHTHEI
HA5E1%. shutdown <> RC—ERHZE L TH 5., no shutdown =~ R TCTA ¥ —
72— ADPAEEMERL T TEE 0,

1 7 Fpl

CRIT(2) Portl/0/1 is currently shut down due to the Broadcast storm

CRIT(2) Portl/0/1 is currently shut down due to the Multicast storm

CRIT(2) Portl/0/1 is currently shut down due to the Unicast storm

CRIT(2) Portl/0/1 (port—channel 5) is currently shut down due to the Broadcast storm

3.4 Ab—LarvirO—IZkBR—Fovy FEHOUOEEIEIR

‘Log

‘<interface*id> (port—channel <group-id>) recovers from storm err—disabled
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33 Storm Control

state automatically

Trap npStormControlShutdownAutoRecovered

B Warning (4)

A Abh—=Lbarhr—/Zli 0¥y y U (err—disabled IKREIZZAERE) If7c A v
H—T x— AN, HEWIZEIBL-Z L 2R LET,

Parameter | <interface-id> : BEIHL7-A > Z—7 = — A ID Z/RLF T,
(port—channel <group-id>) : "— FF ¥ XL TAr—Lar ha—LERELTEHE
i, BIHL7ZA A= R— FOFRT v FA T A—T 1D 2R LET, WHR— | TF
E LTI EITRRrRINEE A,

Version AEOS-NP2000 1. 09. 02 AR, AEOS-NP2100 1. 10.01 LARE

Py BRAILIoA v H =T = —ATHy NT = —TPHEL TWEEAREERDH D 77,
Ty MU= NORHCHERL e L, v— 7 DRRD K> TOS5E3EY R
TSN,

1 73R

WARN (4) Portl1/0/1 recovers from storm err—disabled state automatically

WARN (4) Port1/0/1 (port—channel 5) recovers from storm err—disabled state automatically

B.5 Ab—ALarbrA—IZKBR—Fovy FEFOUDOFEIEIA

Log {interface-id> (port-channel <group-id>) recovers from storm err—disabled
state manually

Trap npStormControlShutdownManualRecovered

HEE Warning (4)

EA AR—har b=l vy y X7 (err-disabled JREEICET) IifeA v
Z—Txz—AN, FHITEHLIZZEZRLET,

Parameter | <interface-id> : IHL72A ¥ —7=—X D ZRL T,
(port—channel <group—id>) : R— hF ¥ F/LTAh—Lar ha—LEZRELLEH
2, BIHLIE A N—FR— b OFTEF ¥ XNV T V—7 1D ZRr LET, YRR — TR
E LT aldzoRnSnEE A,

Version AEOS-NP2000 1. 09. 02 LIBE, AEOS-NP2100 1.10.01 LARE

Ao o

o 7 Fn

WARN (4) Port1/0/1 recovers from storm err—-disabled state manually

WARN (4) Port1/0/1 (port—channel 5) recovers from storm err—-disabled state manually
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34 A=) —7na han

34 R/)\=2Hy)y—ZJakal

34.1 RN TV —BEOFER.EHN

Log Spanning Tree Protocol is enabled
Spanning Tree Protocol is disabled
Trap 7L
R Informational (6)
B ANR= 7Y Y =71 haungy), EITENCER SN AR LET,
Parameter | 72 L
Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LAR&
*Fhes S
w1 7 Fos

INFO (6) Spanning Tree Protocol is enabled
INFO (6) Spanning Tree Protocol is disabled

3.2 rRAS—F P

Log B STP/RSTP/MSTP E— K
Topology changed (Instance:<instance-id>, <interface—id>, MAC:<mac-address>)
B RPVST+E— K
Topology changed (VLAN:<vlan-id>, <interface—-id>, MAC:<mac—address>)

Trap topologyChange

HEE Warning (4)

ZiEA ANR= 7Y Y —(STP) D hika Po—NEE L= E &R LET,

Parameter | <instance-id> : MSTP E— R|{ZEBIFTDHA v AZ A ID ZRLET, AV AX A0
WX, T 74 b A AZ L ZHO CIST T,
vlan—id> : A= 7Y U —7m F a g ahicia > Tnd VAN 1D 2R LET,
{interface-id> : "R B U —EHFEREMRADEZITZET IR EFERLET,
<mac—address> : 7V v DOMACT FLAZRLET,

Version AEOS-NP2000 1.09. 02 LAR& ., AEOS-NP2100 1.10.01 LRk

KRS FIFRIRAE A R L T 7230,

1 7 R

WARN (4) Topology changed (Instance:0, Port1/0/1, MAC:00-40-66—AA-BB—CC)
WARN (4) Topology changed (Instance:1, Port1/0/1, MAC:00-40-66-AA-BB-CC)
WARN (4) Topology changed (VLAN:10, Port1/0/1, MAC:00-40-66—-AA-BB-CC)

34.3 New Root T w ¥

Log

B STP/RSTP £— K
New Root bridge selected (MAC:<mac—address>, Priority:<priority>)

W MSTP &— K

CIST New Root bridge selected (MAC:<mac—address>, Priority:<priority>)
CIST Regional New Root bridge selected (MAC:<mac—address>,
Priority:<priority>)

MSTI Regional New Root bridge selected (Instance:<instance—id>, MAC:<mac-
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34 A=) —7na han

address>, Priority:<priority>)

B RPVST+E— R
New Root bridge selected (VLAN:<vlan-id>, MAC:<mac-address>,
Priority:<priority>)

Trap newRoot
HEE Informational (6)
B Hiolon— 7 v UnEH N2 E B2 R LET,

Parameter | <instance—id> : MSTP E— FIZBIFTDA LV AZ LA ID ZxLET, f LV AX A0
X, T 74 " A AEZ L ZAHD CIST T,

ylan—id> 1 A= 7Y ) —7Fa ha LR FINe > T A VLAN ID 2 L £,
{mac—address> : 7V v DOMACT RLAZRLET,
<priority> : 7 VU v UELEOMEIL, 4096 THEIVUINDLENRH Y 7,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LA

RS N

1 7 3Pl

INFO(6) New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO (6) CIST Region New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) MSTI Region New Root bridge selected (Instance:1l, MAC:00-40-66-11-22-33, Priority:8193)

(
(
(
INFO(6) New Root bridge selected (VLAN:10, MAC:00-40-66-11-22-33, Priority:8202)

34.4 New Root "— bk

Log B STP/RSTP/MSTP &— K
New root port selected (Instance:<{instance-id>, <interface-id>)

B RPVST+E— K
New root port selected (VLAN:<vlan-id>, <interface—-id>)

Trap L
HEE Notification (5)
B Hizlon— hAR— R EHENZZ L 2R LET,

Parameter | <instance—id> : MSTP £ — FIZBIFT AL L AHX A ID L ET, AV AHX X0
WX, T 7 b A v AZ A D CIST T,

ylan—id> 1 A= 7Y ) —7F o ha LR FIIe > TWA VLAN ID 2 LE9,
{interface-id> : "R B U —EHEREMAME T ETIAR— M EFERLET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LAKE

R T

B 7 3Pl

NOTI (5) New root port selected (Instance:0, Portl/0/2)
NOTI (5) New root port selected (Instance:1, Portl/0/2)
NOTI (5) New root port selected (VLAN:10, Port1/0/2)

34.5 R— FREBOER

Log M STP/RSTP/MSTP &— K
Spanning Tree port status change (Instance:<instance—id>, <interface-id>)
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34 A=) —7na han

{old-status>—><new-status>

B RPVST+E— R
Spanning Tree port status change (VLAN:<vlan-id>, <interface-id>) <old-
status>—><new—status>

Trap L

HEE Warning (4)

B AN= 7 Y — (xSTP) DA — MRRBICEE N BAE L2 2R LET,

Parameter | <instance—id> : MSTP E— FIZBIFTDA LV AZ LA ID ZxLET, f LV AX A0
X, T 74 " A AEZ L ZAHD CIST T,
vlan-id> 1 A= 7Y U —7 1 Fa v BNENT/2 > TD VLAN ID 2k L E9,
{interface-id> : AR B YV —EHEEREMAELIIZETHR—-MEFEZRLET,
{old-status> : ZHHIOR— MRAEZ /R L E9,
<{new-status> : BHEEL DR — MRAEEZ /R L F9,
ANR= 7Y —7a haLoR— FREZ /R L9, fEIX Disable, Discarding,
Learning. Forwarding T,

Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE

Xt FRIRBE 2 fERB L T 72 &0,

=87 AN

WARN (4) Spanning Tree port status change (Instance:0, Portl/0/1) Discarding—>Learning

WARN (4) Spanning Tree port status change (Instance:0, Portl/0/1) Learning—>Forwarding

(
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Discarding—>Learning
(

WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Learning—>Forwarding

34.6 R— FREIDER

Log B STP/RSTP/MSTP & — K
Spanning Tree port role change (Instance:<instance—-id>, <interface—id>) <old-
role>—><new-role>
B RPVST+E—F
Spanning Tree port role change (VLAN:<vlan-id>, <{interface—id>) <old-role>-—
><{new-role>

Trap L

EHER Warning (4)

B ANR= 7Y Y — (xSTP) DR — MEENZEERBE LT L AR LET,

Parameter | <instance-id> : MSTP T — NIZBIFT DA L AZX A ID Z/rLET, f LV AHFZ A0
X, T 7 HV b A v AE A D CIST T,
vlan—id> : A= 7Y U —TF v ha Bl ENT > TD VLAN 1D 2R~ L E9,
{interface-id> : MR BV —EHEEREMRAELIIZETHR—MEFEZRLET,
<old-role> : BEFIDOR— "MExE|IZRLET,
<new-role> : BEHHZE DR — MEFIZRLET,
ANR= 7Y U —7nm halrorR— B Z/RLET, fEIL Disable, Alternate,
Backup., Root, Designated, Master T3,

Version AEOS-NP2000 1.09. 02 L%, AEOS-NP2100 1.10.01 LAFE
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34 A=) —7na han

|| ERRIEERER L T B S,
B 7 FoR

WARN (4) Spanning Tree port role change
WARN (4) Spanning Tree port role change
WARN (4) Spanning Tree port role change
WARN (4) Spanning Tree port role change

(Instance:0, Portl1/0/1) DisabledPort->DesignatedPort
(Instance:0, Port1/0/1) DesignatedPort—->RootPort
(VLAN:10, Port1/0/1) DisabledPort—>DesignatedPort
(VLAN:10, Port1/0/1) DesignatedPort—>RootPort

3.7 RR=VTY)—F—

FOEE

Log Spanning Tree version change (new version:<new-version>)
Trap 7L

HEE Informational (6)

A A=y 7YY =T halrOE— RKPERINTZZ 2R LET,
Parameter | <new—version> : FATHDANR=0 7Y =71 haLzRrLET,
Version AEOS-NP2000 1. 09. 02 LIB&, AEOS-NP2100 1. 10.01 LARE

*Fhts S

v 7 Fos

INFO(6) Spanning Tree version change (new version:STP compatible)

INFO(6) Spanning Tree version change (new version:RSTP)

INFO(6) Spanning Tree version change (new version:MSTP)

INFO(6) Spanning Tree version change (new version:RPVST+)

34.8 MSTP )—C 3 &, VUEDa U EBSDERE

Log W MSTP £— R
Spanning Tree MST configuration ID name and revision level change (name:<name>
revision level: <{revision-level>)

Trap L

HEE Informational (6)

A MSTP 227 4 7 C, U—va vl eVar LIMBRERSNZZ 2R LET,

Parameter | <name> : K@D MSTP V — 3 LIt 5 3540142~ LE T,
<revision-level> : fEE LTAHINAF U TH, U EY a LUV ERLIEEIT, D
MSTP U — 3 DA U AN— L B SET,

Version AEOS-NP2000 1.09. 02 LAR%. AEOS-NP2100 1.10.01 LAFE

*Fhts N

1 7 FoR

INFO (6) Spanning Tree MST configuration ID name and revision level change (name:TEST revision level:1)

34.9 MSTP £ VR & VA DB

Log W MSTP £— K

Spanning Tree instance created (Instance:<{instance—id>)
Trap 7L
EEE Informational (6)
A MSTP A 2% L A BISNI=Z L &R LET,
Parameter | <instance—id> : IBMIENTZMSTP A AFZ L A ID ZRmLET,
Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LLF%
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34 A=) —7na han

Ex

| R

= 7 3Pl

INFO (6) Spanning Tree instance created (Instance:2)

34.10 MSTP £ > X & > A DHIFk

Log W VSTP £— K
Spanning Tree instance deleted (Instance:<instance—id>)

Trap L
HEE Informational (6)
A MSTP A 2 &V ANHIfRES N Z L 2R LET,
Parameter | <instance-id> : HIFR SIL7ZMSTP A A X X 1D /R LET,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLRE
i E
7 A

INFO (6) Spanning Tree instance deleted (Instance:2)

34.11 MSTP 4 > X% > XM VLAN ;&0

Log W MSTP E— K
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> add vlan:<vlan-ids>)

Trap L

HEE Informational (6)

2iER MSTP A > A X A VLAN ™IS/ L2 r LT,

Parameter | <instance—id> : MSTP A > A X A 1D Z/RLET, A LV AX LA 01X, T 74/ b
VAL A CIST TY,
<vlan—ids> : JBJI¥ % VLAN 2R L £,

Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1.10.01 LLR&

*Fhes ANEL

= 7 R

INFO (6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 add vlan:10)

INFO (6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 add vlan:21-25, 29)

34.12 MSTP 4 > R4 > R @ VLAN Hilk&

Log W MSTP £— F
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance—id> delete vlan:<vlan—-ids>)

Trap 7L

EEE Informational (6)

WA MSTP A > A & > Z\ZBEHAH T Hiu7z VLAN 28HIBR S he 2 L 2R LET,

Parameter | <instance—id> : MSTP A > AHX LA 1D - LET, ALV AX LA 0E. T 74/ A
VAK A O CIST T,
{vlan—ids> : HIBR9 % VLAN Z27R L £77,

Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE

*Fhis A
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34 A=) —7na han

=87 AN

INFO (6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 delete vlan:10)
INFO (6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 delete vlan:21-25,29)

34.13 RPVST+Z A9 % VLAN D3EM

Log B RPVST+E— R
Spanning Tree VLAN created (VLAN:<vlan—id>)
Trap L
HEE Informational (6)
A RPVST+A 132 VLAN MBI & i 2 L 2R LET,
Parameter | <vlan—id> : i8IS #L7= VLAN ID Z7R L7,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LARE
*Fhis ANEL
7 7 3R

INFO(6) Spanning Tree VLAN created (VLAN:20)

34.14 RPVST+Z{EA I S VLAN D HIFR

Log B RPVST+E—F
Spanning Tree VLAN deleted (VLAN:<vlan-id>)
Trap L
HEE Informational (6)
FEA RPVST+Z i 9% VLAN BRI 7= Z L AR L £,
Parameter | <vlan—id> : HIIfR & 4172 VLAN ID /R L £ 7,
Version AEOS-NP2000 1.09. 02 LAR&, AEOS-NP2100 1.10.01 LLF&
R RNEL
o 7 Fn

INFO(6) Spanning Tree VLAN deleted (VLAN:20)

34.15 JL— b H—FIZ &k 5ER

Log B STP/RSTP/MSTP E— K
Spanning Tree port role change (Instance:<{instance—id>, <{interface-id>) to
alternate port due to the guard root
B RPVST+E— R
Spanning Tree port role change (VLAN:<vlan-id>, <interface—id>) to alternate
port due to the guard root

Trap L

EEE Informational (6)

FLEA J— R H—=RIizL v, RN— FKEIN alternate |(IEFR SN2 L2 LET,

Parameter | <instance-id> : MSTP &— FIZB T H A AF A ID Z/RLET, AV AX R0
X, T 74NV A VAL U AHD CIST T,
vlan-id> @ AR=0 7Y ) =7 m b aARNEIIe - T D VLAN 1D 7R L ET,
interface—id> : A XV F&HMIT LR — FEFEZRLET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 DL

*Fhis ES
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34 A=) —7na han

=87 AN

INFO (6) Spanning Tree port role change (Instance:0, Portl1/0/1) to alternate port due to the guard root
INFO (6) Spanning Tree port role change (Instance:2, Portl/0/1) to alternate port due to the guard root
INFO (6) Spanning Tree port role change (VLAN:20, Port1/0/1) to alternate port due to the guard root

34.16 A~1E BPDU D %={E

Log Invalid BPDU received on <interface—id>
Trap 7L

R Warning (4)

A MEZh72 BPDU 2 %2f5 L7 Z & &m LET,

Parameter | <interface—id> : £ XV " ZMHAM LA — +HEEZ R LET,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LA

s AAEE . BIXOBEEEEO A= 7Y ) —ICT AR EATHERL T EE N,
Ny bRy 7 F v —I2X 0 BPDU X7y hOFHEZTN, BEAEAHERL T ES
W,

=R/ TN ]

WARN (4) Tnvalid BPDU received on Port1/0/1
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35 VAT A

39 VAT L

35.1 EEEE
Log B IERZ v 7R
System started up
| W R 354
Unit <unit—id>, System started up
Trap 7L
HEEE Critical (2)
B EEPNEE), FEHEBLEZ 2R LET,
Parameter | <unit-id> : "y 7 XA ID Z R LET, A v 7 REAKFIFRRINET A,
Version AEOS-NP2000 1. 09. 02 AR, AEOS-NP2100 1. 10.01 LARE
*Fhes ANEL
7 A

CRIT(2) System started up
CRIT(2) Unit 1, System started up

35.2 )+ —LR%— b (CONSOLE)

Log W JERE o iEE
System warm start (CONSOLE)
| W /R 4
Unit <unit-id>, System warm start (CONSOLE)
Trap warmStart
HERE Critical (2)
A arvy—ENLa~vy FEBIEIC R VEEENFEESH L2 2R L ET,
Parameter | <unit-id> : "y 7 A ID B/ R LET, AHX v 7 RKEHFIIFRRINEY A,
Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LAKE
FIp N
1 7 Foa

CRIT(2) System warm start (CONSOLE)
CRIT(2) Unit 1, System warm start (CONSOLE)

35.3 o A—LR%— I (TELNET)

Log B IRy 7ALE
System warm start (TELNET)
B R 7R
Unit <unit-id>, System warm start (TELNET)
Trap warmStart
HEE Critical (2)
B Telnet ZJh L7z~ REMEIC K VEENFERS L2 2R LET,
Parameter | <unit-id>: Ry 7 A D ARLET, A¥ v 7 RKEHRHIRRINET A,
Version AEOS-NP2000 1.09. 02 LAFE. AEOS-NP2100 1.10.01 LA
*Fhia NEL
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35 VAT A

=87 AN

CRIT(2) System warm start (TELNET)
CRIT(2) Unit 1, System warm start (TELNET)

35.4 9 —LRXZ— |k (SSH)

Log [ WE S /e iy
System warm start (SSH)
| W 14
Unit <unit-id>, System warm start (SSH)
Trap warmStart
HEE Critical (2)
Wi SSHZE L~y FERMEICL DV ENFES L2 L 2R L E9,
Parameter | <unit-id> : "y 7 A ID Z/RLET, A v 7 KEHEFIZFRRINEE A,
Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1.10.01 LARE
RS ANEL
o 7 3R

CRIT(2) System warm start (SSH)
CRIT(2) Unit 1, System warm start (SSH)

35.5 A —LX%— I (SNMP)

Log B IRy JAEE
System warm start (SNMP)
B R 7R
Unit <unit-id>, System warm start (SNMP)
Trap warmStart
HEE Critical (2)
B! probeResetControl 472 = 7 k% warmBoot (2) ZFRET 5 SNMP ER/EIC L V) & )N
EE L7 ERLET,
Parameter | <unit-id> : "y 7 A ID B/ R LET, AHX v 7 RKEHFIIFRRINEY A,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLR&
*Fhia ANEL
1 7 F
CRIT(2) System warm start (SNMP)
CRIT(2) Unit 1, System warm start (SNMP)

35.6 U A—LRXS— b (REBOOT TIME)

Log W JERH o 7 HEE
System warm start (REBOOT TIME)
| W e 14
Unit <unit-id>, System warm start (REBOOT TIME)
Trap warmStart
HEE Critical (2)
A HEFEEIC LV EEPFEE L2 2R LET,
Parameter | <unit-id>: Av 7 A IDARLET, A¥ v/ REARFIR TSI EEA,
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Version | AEOS-NP2100 1.12.01 LAR%
SN RE
7 7 &l

CRIT(2) System warm start (REBOOT TIME)
CRIT(2) Unit 1, System warm start (REBOOT TIME)

35.7 A—ILFRZ—F

Log B IERZ v IR
System cold start
W 25y IR
Unit <unit—-id>, System cold start
Trap coldStart
B Critical (2)
B EIRMFS OBRIC K A 3EEEE), £72013 cold A7V a U EFREL T reboot 2w R %&
FATLUEENEE L 2R LET,
Parameter | <unit-id> : "y 7 A ID /R LET, A v 7 KEHEFIZFRRINEE A,
Version AEOS-NP2000 1. 09. 02 LLB&, AEOS-NP2100 1. 10.01 LAR#
*Fhes N
e N

CRIT(2) System cold start
CRIT(2) Unit 1, System cold start

35.8 O—JL FX%— I (SNMP)

Log System cold start (SNMP)

Trap 72 L MSNMP 12X 5 =m—/b R & — ML, GRSt D720, Bk
W N7 v TR

HEE Critical (2)

2 BE probeResetControl 7Y =7 % coldBoot (3) IZERET 5 SNMP #:fElZ L v EE A H
EEI L7 AR LET,

Parameter | 73 L

Version AEOS-NP2000 1.09. 02 LLF&. AEOS-NP2100 1.10.01 LA

P N

o 7 3o

CRIT(2) System cold start (SNMP)

35.9 CPU 5t & & FBEEE

Log W JERH o 7 HEE
System re—start reason: CPU Exception
| I R 359
Unit <unit-id>, System re—start reason: CPU Exception
Trap warmStart
HEF Emergency (0)
B CPU Bsh et dn LTz7=sh, HEE# 217722 L 2R L £ T,
Parameter | <unit-id>: Av 7 A IDARLET, A¥ v 7 REARFIR RSN EEA,
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Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE
R hia DFou 7z, AR — PSSO E TEM LS ES 0,
¢ show environment
e show unit
e show logging all
¢ debug show cpu utilization
¢ debug show error—log
¢ show tech—support
1 7 R

EMER (0) System re-start reason: CPU Exception

EMER(0) Unit 1 System re—start reason: CPU Exception

35.10 V2 bz 7EMERFERAICK S BEE

Log B JERX v AEE
System re-start reason: System Fatal Error
B X 7Rk
Unit <unit—-id>, System re—start reason: System Fatal Error
Trap warmStart
HEE Emergency (0)
FEA VT Ny = TEEORE AR L0, HEEAITo I 2R LET,
Parameter | <unit-id> : Ry 7 A ID Z/RLET, AX v 7 REARIFRINEEA,
Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LAKE
*Fhis DiFou 7z, AR — PSSO E TS 7ZE0,
e show environment
e show unit
¢ show logging all
e debug show cpu utilization
¢ debug show error—log
¢ show tech—support
1 7 Foa
EMER (0) System re—start reason: System Fatal Error
EMER(0) Unit 1 System re-start reason: System Fatal Error

35.11 R4 v F LSI OEERERBRAC L HBEE

Log W JERH o 7 HEE
System re—start reason: System tscmod—down
| W e 14
Unit <unit—id>, System re—start reason: System tscmod—down
Trap warmStart
HERE Critical (2)
B ZA F LST ORFEURIEN MRt LT Z &2 Lic/ew, BE#ZITo7-Z & 2RLE
D
Parameter | <unit-id>: Ry 7 A D ARLET, A¥ v 7 RKEHRHIR RSN ET A,
Version AEOS-NP2000 1.09. 03 LA, AEOS-NP2100 1.10.01 DL
pIp UTor 72450, AR— MxUSEOE TEMSTZIN,
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¢ show environment

e show unit

¢ show logging all

¢ debug show cpu utilization
¢ debug show error—log

¢ show tech—support

=87 AN

CRIT(2) System re—start reason: System tscmod—down

CRIT(2) Unit 1, System re-start reason: System tscmod—down

35,12 DA v F Ry T34 T—I_ &k 5BEH

Log [ WP /e i
System re—start reason: Watch Dog
B X% Uik
Unit <unit—id>, System re—start reason: Watch Dog
Trap warmStart
HEE Critical (2)
A Uk vTF Ry 7 EA~—IC LV EENFEH L 2R LET,
Parameter | <unit-id> : Ry 7 A ID Z/RLET, AF v 7 RKEHAFHIZFREINEEA,
Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1. 10.01 LARE
REhis DiFou 7 zRfg L, AR — PSSO E TEMA LS 7ZE0,
e show environment
e show unit
e show logging all
¢ debug show cpu utilization
e debug show error—log
¢ debug show wd-error—log
¢ show tech—support
1 7 Foa

CRIT(2) System re-start reason: Watch Dog
CRIT(2) Unit 1, System re-start reason: Watch Dog

35.13 YATLAEY—ERHBEICKSEEE

Log B IRy 7ALE
System re—-start reason: CPU Protect
B R 7R
Unit <unit-id>, System re—start reason: CPU Protect
Trap warmStart
HEE Critical (2)
A AEOS-NP2000 Ver. 1.09.05 LLF&, 35X T AEOS-NP2100 Ver. 1.10.01 LARE T, A7

L AEY — (SYS_MEM, SYS_HUGE, SEC_MEM, Z DEEMExISRDO A€ —) ZEHID Y TS
TLEMTERVREN 1 DW= tammli-o ik, BENFEIHLE-Z &
R LET,

AEOS-NP2000 Ver. 1.09.05 X VW EjD/ X— 3 > TlL. cpu-protect system—memory
limit—check fault-action reboot T~y ROMFEIC LV, EENEE& L/-Z & 2R
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LET,
Parameter | <unit-id> : Ry 7 A IDZ/RLET, A¥ v 7 KEMARIIRRINETEA,
Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE
R hia DFou 7z, AR — PSSO E TEM LS TES 0,
¢ show environment
e show unit
e show logging all
¢ debug show cpu utilization
¢ debug show error-log
¢ show tech—support
1 7 R
CRIT(2) System re-start reason: CPU Protect
CRIT(2) Unit 1, System re-start reason: CPU Protect

35.14 SR TLRBIEE

Log System status goes normal.

Trap npSystemStatusNormal

HEE Notification (5)

A VAT DREREF IR T2 L BRLET,
Parameter | 73 L

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10. 01 LIB&
*Fhes N

= 7 R

NOTI(5) System status goes normal.

35.15 SR TLREBERE

Log System status goes abnormal.

Trap npSystemStatusAbnormal

HEE Emergency (0)

B VAT LIRRBICRHED A LI LR R L ET,
Parameter | 73 L

Version AEOS-NP2000 1.09. 02 LAF&, AEOS-NP2100 1.10.01 BARE
PP BRSNS 22— NS CTHRIGS 72 &0,

1 7 FoR

EMER (0) System status goes abnormal.

35.16 L AT LREOEIL

Log Unit:<unit—-id> System Status Code is changed (Kfailure—code>—<failure—code>)
Trap npSystemStatusCodeChange

HEE Warning (4)

LA EEICL > T ShEEa— RPN EERIRCZ 2R LET,

Parameter | <unit-id> : Ry 7 A ID Z R L E T,

{failure—code> : HEIC L > ThHINEEax— N2 R LET,
o« TRTDbit=0 (0x00000) : EHIkHE
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e bit[8]=1 (0x00100) : FEIRD[EE

« bit[10]=1 (0x00400) : 7 7 » DEE
o bit[11]=1 (0x00800) : IR JE
« bit[14]=1 (0x04000) : SW-LSI D AFY —xF—
« bit[15]=1 (0x08000) : SW-LSI DEIHREER AEY —x T —
« bit[16]=1 (0x10000) : SW-LSI D AFE Y —x=F— (/— Rz F—)
* bit[17]=1 (0x20000) : SW-LSI DEHARGEL AT —=TF— (N—FKxTTF—)
Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LA
PN EIE, 772, FRIREEICRENRE LSS, ER, EEY 7 o OWERNEZ N
F9, BIROMGIREERIE SR, 7 7 v ORISR A2 TER% . BENHIUTFR— |
KISEMIZBRIWEDEL ZE W,
LS T ARWEEa— R ENTEEE, "— R =T EEORREEND 5 72
D, AR — FISEDICBEWADEL I E0,
0 7 o

XWARN (4) Unit:1 System Status Code is changed (0x00000-0x20000)

35.17 FH—& SFP/SFP+ kS > —N\—% i3 5 ICFv TOREHEIB

Log W JERE o iEE
Attempted buzzer and SFP-TX recovery operations
| W R 4
Unit <unit—id>, Attempted buzzer and SFP-TX recovery operations
Trap L
HEE Notification (5)
A T HW—L SFP/SFP+ kT L — =295 IC F v FITRE PR S L. BAENEIED
EITSINZ EERLET,
7ok, ARa 71X AEOS-NP2100 Ver. 1.10.01 PAFE ~ 1.10.05 XV RiD/I—T 3 > Tl
SIS L TWER A,
Parameter | <unit-id> : "y 7 A ID Z/mxLET, AX v 7 KEHARFIRRINET A,
Version AEOS-NP2000 1. 09. 06 LA, AEOS-NP2100 1. 10.05 LARE
*Hh TP —=NIBE L7 ETOHAE SFP/SFPHR— MR U v 7 X0 v LimEEOHAIE, B
TOEELERL T ES0,
* show tech—support @ v 7 ZHf5 L, ¥R — bt HETEM LT ZS N,
« AEEFED LTS ZS VY, EEEEE G FEROERIZZR 2581 THL I B
EAT UTHEEZ L TS IZSN,
7Y — OSBRI S AL, SFP/SFPHAR—F b U 7 7w TIRIEIZE > TO D 5B I3 IE
RETT,
-

NOTI (5) Attempted buzzer and SFP-TX recovery operations

NOTI(5) Unit 1, Attempted buzzer and SFP-TX recovery operations

35.18 BRI DARB Yy YA —IN—2J0—

Log Task Stack Over flow: Unit <unit—-id>. Task: <task—name>
Trap 7L

HEE Alert (1)

B! HATDAK o J A —R_—=Ta—NELTZZ 2R LET,
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Parameter

dunit-id> : Ry 7 A ID 2R LET,
<task—name> : A —N"—Ta— LT HX AT LR LET,

Version AEOS-NP2100 1.10.01 LA
R hia DFou 7zl L, AR — PSSO E TEM LS TES 0,
¢ show environment
e show unit
e show logging all
¢ debug show cpu utilization
¢ debug show error—log
¢ show tech—support
1 7 FR

ALER(1) Task Stack Over flow: Unit 1.Task: SYS_Ctr
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36 Telnet

36.1 Telnet A4 1 Y ETh

Log Successful login through Telnet (Username: <user—name>, IP: <client-ip>)

Trap 7L

HEE Notification (5)

A AAA BEREDMERN 285G D, Telnet TO R I A T LT Z & &2/ LET, AAA BERED
FR72Gma 0 7 A VR ZIEAMA BEE SR LT EE0,

Parameter | <user-name> : =—H —HERLET, B/ A VIR —F =K% AT HHLEDRN
RENH = DAL, 22— —41% “Anonymous” (2720 £9°,
<client=ip> : 7 FA T FDIPT RV AZRLET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LARE

REhis ANEL

B 7 R

NOTI (5) Successful login through Telnet (Username: example, IP: 192.0.2.100)

NOTI (5) Successful login through Telnet (Username: example, IP: 2001:db8:10::100)

36.2 Telnet A4 1 4Bk

Log Login failed through Telnet (Username: <user—name>, IP: <client—ip>)

Trap L

HEE Warning (4)

A AAA BEREMNIEZY 72355 D, Telnet TO R T A NZKRRLTIZZ L 2R L E T, AA HEREMN
BB E o 7 A4 I m 71X AMA BE SR L T EEN,

Parameter | <user-name> : T —HW—ZZ/RLFET, /A V2=V —LEZ AT T DHLEDRU
RIENE — > ORAIE, 2—W—41F “Anonymous” 12720 £,
{client=ip> : 7 7A 7 FDOIP T KL AZRLET,

Version AEOS-NP2000 1.09. 02 LAF&. AEOS-NP2100 1.10.01 LLE&

PIINY BE, =P =%, NAT—=RFRELOMHERL T ZEND,
access—class A~V REMHHTHE, 7747 FD IP 7 RVRIZXK DT 7 & AR
MAA[RETT,

2 7 A

WARN (4) Login failed through Telnet (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through Telnet (Username: example, IP: 2001:db8:10::100)

36.3 Telnet @& 7™k

Log Logout through Telnet (Username: <user—name>, IP: <client—ip>)

Trap L

EEE Informational (6)

S| Telnet By v arvhnhbual 7 L2l B RLET,

Parameter | <user-name> : = —H —LHERLET, B/ A VR —F =K E AT HHLEDRN
RIENS — 2 DA, 22— —41% “Anonymous” (2720 £,
{client=ip> : 7 FA T FDIPT RV AZRLET,

Version AEOS-NP2000 1.09.02 LAR%. AEOS-NP2100 1.10.01 LAFE
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B

= 7 3Pl

INFO (6) Logout through Telnet (Username: example, IP: 192.0.2.100)
INFO(6) Logout through Telnet (Username: example, IP: 2001:db8:10::100)

36.4 Telnet 2y a>R2AL LT

Log Telnet session timed out (Username: <user—name>, IP: <client—ip>)
Trap 7L

HEE Informational (6)

] Telnet vy v a DA LT T M LIEZ EERLET,

Parameter | <user-name> : T —H—ZEZ RLFET, vl A V2=V —FZ 2 AT TIHLED/R
RIENY — 2 ORAIE, 2—W—41F “Anonymous” 12720 £,

client=ip> : 7 AT D IPT RV ARZERLET,

Version AEOS-NP2000 1.09.02 LARE, AEOS-NP2100 1.10.01 LLF%

5 R

B 7 Fpl

INFO(6) Telnet session timed out (Username: example, IP: 192.0.2.100)
INFO(6) Telnet session timed out (Username: example, IP: 2001:db8:10::100)
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37 Temperature

3.1 mERERA

Log Unit <unit—-id>, Sensor: <{sensor—id> detects abnormal temperature <degree>C
Trap npTemperatureWarning
HEEE Critical (2)
B INVFIREEN, EEOBERBIRE D FIR2E LB 2R LET,
Parameter | <unit-id>: Ry 7 XA ID Z/RLF T,
<{sensor—-id> : TP —ID 2R L EF7,
{degree> : BIMEDIREZ R L F3,
Version AEOS-NP2000 1. 09. 02 LAKE, AEOS-NP2100 1. 10.01 LARE
*Fhis EBEELOREE . E 2R LT AVRIRE Z BN EE IR (JF PoE #§fE : 0~50°C, PoE
PEFE : 0~45°C) OFPHANIZIRIE L T2 S0y,
7 A

CRIT(2) Unit 1, Sensor: 2 detects abnormal temperature 55C

3.2 mER¥DEIR

Log Unit <unit—id>, Sensor: <sensor—id> temperature back to normal
Trap npTemperatureNormal

HEE Critical (2)

B! BEYE P —DNIEFRE~OEBZRMLI-ZZ 2R LET,
Parameter | <unit—-id> : Ry 7 A ID Z/RLF T,

<(sensor-id> : oY —ID Zr LET,

Version AEOS-NP2000 1.09. 02 LAR&., AEOS-NP2100 1.10.01 LLF&

R AN
7 Feon

CRIT(2) Unit 1, Sensor: 2 temperature back to normal
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38 BEAMY /#&H (ULD)

38.1 ULD HEREIC K HEBEAR Y > U RAN

Log ULD <interface-id> is detected as unidirectional link
Trap 7L

B Warning (4)

A AE—=T 2 —ATHGMY 7PN L 2R LET,

Parameter | <interface-id> : A MU V' 7 BB I TCWAAL LV X —T =2 —A B LFET,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LARE

X KB DR — FRE, AT —F A, BIOBREEEME L TIEI0,
1 7 FoR B

WARN (4) ULD Port1/0/1 is detected as unidirectional link
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39 Voice VLAN

39.1 Voice VLAN ik D40

Log New voice device detected ({interface—id>, MAC:<mac—address>)

Trap 7L

HEE Informational (6)

A A S —7 =T Voice VLAN ¥iRkd L <& LLDP-MED WKAZME L7 Z L 2R L&
D

Parameter | <interface-id> : Voice VLAN JiK$ L <IX LLDP-MED S RZfRi LicA > 4 —7 =— A
R LET,
<mac—address> : f#1 L7z Voice VLAN ¥R % L < % LLDP-MED 5K MAC 7 R L A& 7R
LET,

Version | AEOS-NP2000 1.09.02 LIF%, AEOS-NP2100 1.10.01 LI

*Fhts S

= 7 3o

INFO(6) New voice device detected (Port1/0/1, MAC:00-40-66-33-33-33)

39.2 Voice VLAN DiEn

Log {interface—id> add into voice VLAN <vlan—-id>

Trap L

B Informational (6)

Gt Voice VLAN OEIEE— FAHB)E— F TRAICHmRSBER I NTZTLD, 02—
7 =— A2 Voice VLANIEID Y THN/ZZ L 2R LET,

Parameter | <interface-id> : Voice VLAN ’EI D ¥ CToHNicAf v H—T =— A& R LET,
<vlan-id> : Voice VLAN @ VLAN 1D Z/R L £,

Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1. 10.01 LARE

*Fhes N

v 7 R

INFO(6) Port1/0/1 add into voice VLAN 10

39.3 Voice VLAN DHIFR

Log {interface—id> remove from voice VLAN <vlan—id>

Trap L

HEF Informational (6)

FiH Voice VLAN OEjfft— RAHEIT— N TTXTOmADHIBRS 2720, HIDHTH
iz Voice VLAN IR E 72 Z &L 2R LE T,

Parameter | <interface—id> : Voice VLAN D’HIBRESN/-A v X —T =2 — A %7 LET,
<vlan-id> : Voice VLAN ® VLAN ID Z/~xL £,

Version AEOS-NP2000 1.09. 02 LAR%. AEOS-NP2100 1.10.01 LAFE

*Fhia ANEL

e - N

INFO (6) Port1/0/1 remove from voice VLAN 10
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40 ZTP (Zero Touch Provisioning)

40.1 ZTP 7A€ X DEAH

Log ZTP : ZTP processing started

Trap L

HEE Informational (6)

B ITP JAEEASBHAE LT Z &R L E T,

Parameter | 72 L

Version AEOS-NP2000 1. 09. 02 AR, AEOS-NP2100 1. 10.01 LARE
P RNEL
BN

INFO(6) ZTP : ZTP processing started

40.2 ZTP : DHCP H—/\—HE#r kX
Log ZTP : DHCP connection timeout
Trap L
EEE Warning (4)
A DHCP H— N —Hal R L 72 Z & 2R L £,
Parameter | 72 L
Version AEOS-NP2000 1. 09. 02 L&, AEOS-NP2100 1.10.01 LARE
I DHCP H— "—NIE L #fH SN TWDH, ELFELSETH L THD 0L T2
S,
v 7 R

WARN (4) ZTP :

DHCP connection timeout

40.3 ZTP : TFTP Y—/\—{FE D E 15K EX
Log ZTP : DHCP <ip—address> : TFTP Server information was not found
Trap 7L
HEE Warning (4)
A DHCP ACK A v E—U 6 TRTP $r—"—DIFWRR R DN SR o72 2 L R LET,
Parameter | <ip—address> : DHCP — _"—®D [P 7 KL 2 & /xR L E 7,
Version AEOS-NP2000 1.09. 02 LAF&, AEOS-NP2100 1.10.01 BARE
X DHCP H— S —DFIE Z a8 L TS,
7 7 3R

WARN (4) ZTP :

TETP Server information was not found

40.4 ZTP: — b x4 IP 7 FLARAREEG

Log ZTP : DHCP no gateway IP address

Trap L

EHER Warning (4)

A FBE &7z TFTP H— =D TP 7 RV RIZKHET D7 — b7 =4 IP 7 K L ADFHRN

GEN TV RNWZ L ERLET, 2B, A~V 73y MZ TFTP —_—NFET 55
A, ZouliEERENEE A
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Parameter | 72 L

Version AEOS-NP2000 1.09. 02 L%, AEOS-NP2100 1.10.01 DA%
*Fhis DHCP H—/_"—DRE LR L T TZE VN,

o 7 A

WARN(4) ZTP : DHCP no gateway IP address

40.5 ZTP : ARP RIG&
Log ZTP : TFTP <ip-address> ARP no reply
Trap L
HEE Warning (4)
A TFTP H— 3—7n05 ARP JSEN /2o T2 Eam LET, TFIP = "—=2RDH 7 %
FD IP 7 RLADYE, EEIZS— U oA ARP EREZXELET, F'—bhv=od
23 ARP & L7206, <ip-address 23— h o =A D IP T RLAEFRLET,
Parameter | <ip—address> : TFTP #— _X—dD IP 7 FL A&/~ L F 7,
Version | AEOS-NP2000 1.09.02 LAR&, AEOS-NP2100 1.10.01 LA
PN TETP Hr— N—DIREEZ R L T 72 &\, DHCP H—_— DR E LR L T E S0,
-

WARN (4) ZTP :

TFTP 192.168.0.10 ARP no reply

40.6 ZTP: 274 LT 0— FORAA
Log ZTP : TFTP <ip—address> : <filename> download started
Trap npZtpImageDownloadStarted

npZtpConfigDownloadStarted
npZtpOtherDownloadStarted

HEE Informational (6)

B T—h A A= T 7 A, HERIEBR 7 7 AV, Wil E 7 7 A LR EOX Y o— K%
B L2 L 2R LET,

Parameter | <ip—address> : TFTP —X—D [P 7 FL 2 &R L E T,
{filename> : 7 7 A NEERLET,

Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 DL

it R

1 7 A

INFO(6) ZTP :
INFO(6) ZTP :
INFO(6) ZTP :

TFTP 192. 168. 0. 100 :
TFTP 192. 168. 0. 100 :
TFTP 192. 168. 0. 100 :

apresia—software. had download started
config. cfg download started
DL-1ist05. txt download started

40.7 ZTP : 274 LA > A— FDORELH
Log ZTP : TFTP <ip—address> : <filename> download succeeded
Trap L
HEE Informational (6)
B T A=V T 7 A, WRIERT 7 A0, RAEBET 7 A VR EDF T m— R(Z
LT Z R LET,
Parameter | <ip—address)> : TFTP % — _"—D [P 7 FL XA &Z/rR L ¥ T,

{filename> : 7 7 A N ERLET,
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Version | AEOS-NP2000 1.09.02 DA%, AEOS-NP2100 1.10.01 AR
SN RE
7 7 &l

INFO(6) ZTP

INFO(6) ZTP :
INFO(6) ZTP :
: TFTP 192. 168. 0. 100

TFTP 192.168. 0. 100 :
TFTP 192.168.0. 100 :

apresia—software. had download succeeded
config. cfg download succeeded

: DL-1ist05. txt download succeeded

40.8 ZTP : T—hr A A =T 74 ILDFHA— FREX

Log ZTP : IMAGE <filename> <reason>
Trap npZtplmageDownloadFailure
HEE Warning (4)
A T—=MMA=UT7ANDX T a— NIRRT 2R LET,
Parameter | <filename> : 7 — hA A= T 7 A N4 Z R LET,
{reason> : KFLH Z R L 7
o file name size over : 7 7 A V&4 YA XA — 31—
» TFTP connection failed : TFTP Hr—/N—|Z &k By
e file not found : 7 7 A LSOOG 20
» file access error: 77 ANT VAT T —
« TFTP timeout : TFTP # A A7 U K
e invalid file: RIEZR2 7 7 AV
» disk full or allocation exceeded : 7 4 AV 22X FELR L., FLIIBERE
o flash access error: 77 v 27 AL T —
Version AEOS-NP2000 1.09. 02 LAR&., AEOS-NP2100 1.10.01 DL
X KB IZHE, TRTP B — " — DRk E, ¥V m— FdRO 7 7 A L OREZ i
RLTLEEN,
BN
WARN (4) ZTP : IMAGE apresia—software.had file not found

40.9 ZTP : BEH 7 7/ LD F Y oO— FERK
Log ZTP : CONFIG <filename> <reason>
Trap npZtpConfigDownloadFailure
EHER Warning (4)
G WRIEHR 7 7 A VDX U ra— RIRRLIZZ L 2R LET,
Parameter | <filename> : #RIGHR T 7 A VA R L E T,
{reason> : KIEHZ R L £7,
e file name size over : 7 7 A VALYV A XA —/3—
e TFTP connection failed : TFTP — N—{Z$&Hke KL
+ file not found : 7 7 A LN HEOME 720
e file access error: 77 A /NT 7 EBATT —
e TFTP timeout : TFTP # A A7 U K
e invalid file : ~IEZ2 7 7 A /v
» disk full or allocation exceeded : 7 4 AV ZEEXRE/R L, FTIIRERE
e flash access error: 77 v a7 JEBATLT —
Version AEOS-NP2000 1.09. 02 LAR%. AEOS-NP2100 1.10.01 LAFE
*Fhia FIEH B IZE, TFTP H— " — DR, ¥ U m— RRED 7 7 A L OREE
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40 ZTP (Zero Touch Provisioning)

s L TLS7ES Y,

a7 3Pl

WARN (4) ZTP :

CONFIG config. cfg file not found

40.10 ZTP : FREERE D 7M1 LD A O— F&K

Log ZTP : OTHER <filename> <reason>
Trap npZtpOtherDownloadFailure
HEE Warning (4)
A PREBE 7 7 A VDX T — NIRRT Z L 2R LET,
Parameter | <filename> : FRFFRIE 7 7 A VDT 7 A NZZ R LET,
{reason> : KFLH Z R L 7
e file name size over : 7 7 A VYA XA — 31—
» TFTP connection failed : TFTP H— —|ZH5kE J:HK
« file not found : 7 7 A LN RO E 720
e file access error : 77 A/NT JEBATLT —
« TFTP timeout : TFTP # A A7 U K
e invalid file: RIEZR 7 7 AV
» disk full or allocation exceeded : 5 4 AV 28X KER L, FLIIFERE
e flash access error: 77 v a7 7 EBATLT —
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLRE
PIgI FHFRBIZHE, TRTP H— "—DHEHRREE, ¥V om— FdRD 7 7 A L OREZ i
ABLTLEENY,
1 7 Foa
WARN (4) ZTP : OTHER APRESIA-webpage—image03.html file not found

40.11 ZTP : 7 v 77— MOEDRAtE

Log ZTP : TFTP <ip—address> : update started

Trap 7L

HEE Informational (6)

A TP DT v 77— MU ARG LT Z L 2R LET,
Parameter | <ip-address> : TFTP #—/N—®D [P 7 KL XA &R L £7,
Version AEOS-NP2000 1. 09. 02 LAF&, AEOS-NP2100 1.10.01 BARE
PP B

7 7 3R

INFO(6) ZTP :

TFTP 192.168.0. 100 : update started

40.12 ZTP : 7 7 4 LEEHF DBALA

Log ZTP : TFTP <ip—address> : <filename> update started

Trap L

HEE Informational (6)

A T ANVOEF AL L ERLET,

Parameter | <ip—address> : TFTP % — _"—®D [P 7 FL Z &R L E T,
{filename> : 7 7 A VA &R LET,

Version AEOS-NP2000 1.09. 02 LAR%. AEOS-NP2100 1.10.01 LAFE
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40 ZTP (Zero Touch Provisioning)

B

= 7 3Pl

INFO(6) ZTP : TFTP 192.168.0.100 : config. cfg update started

40.13 ZTP : 7 7 A LB DALTN

Log ZTP : TFTP <ip—address> : <filename> update succeeded
Trap 7L

HEE Informational (6)

B 77 ANVDEFIIEEN LI LR LET,

Parameter | <ip—address> : TFTP %+—/"—®dD IP 7 L A& /R L £ T,
{filename> : 7 7 A W& &R LET,

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LA

5 R

1 7 R

INFO(6) ZTP : TFTP 192.168.0.100 : config. cfg update succeeded

40. 14 ZTP 2 & S BESIDEE

Log ZTP : rebooting started by ZTP

Trap npZtpCompleteSystemRebooted

HEE Informational (6)

B TP I K D HEER SNl L 2R LET,

Parameter | 72 L

Version AEOS-NP2000 1.09. 02 LARE, AEOS-NP2100 1.10.01 LLFE

RSN 3

B 7

INFO(6) ZTP : rebooting started by ZTP

40.15 ZTP I & S BEBDREHE

Log ZTP : Passed processing because <{filename> is the same

Trap L

HEE Warning (4)

B TFTP H—N—=NE T —h A A=V T 7 A VOFEREBEG L, FILT7 7 A NTEoT22 &
R LET,

Parameter | <filename> : 7 — F A A= 7 7 A NEZEZRLET,

Version AEOS-NP2000 1. 09. 02 LI, AEOS-NP2100 1. 10.01 LLR#

RS N

1 7 Fpl

WARN (4) ZTP : Passed processing because apresia—software.had is the same

40.16 ZTP 7Ot X DR

Log ZTP : interrupted ZTP processing from console

Trap npZtpInterruptionFromUser

HEE Warning (4)
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40 ZTP (Zero Touch Provisioning)

A a2 =G TP LB 252 i e 2 L AR L E T,
Parameter | 72 L

Version AEOS-NP2000 1.09. 02 LI, AEOS-NP2100 1.10.01 LLR&
it REEL

1 7 A5

WARN (4) ZTP :

interrupted ZTP processing from console

40.17 ZTP : SNMP k5 v TEED KK

Log ZTP : SNMP-Trap <type> to <ip—address> transmission failed <reason>
Trap L
HEE Warning (4)
A N7y TREEICRR LI 2R LET,
Parameter | <type> : N7 v DX A T HRLET,
<ip-address> : S\NMP $—/3—D IP 7 RL 2 &R LET,
{reason> : KMPLHZ R L £,
* invalid SNMP address : DHCP ¥-—/S—73 L) 72 SNMP —/3X—1P 7 KL 2 & 45
E
* incorrect SNMP community name : DHCP %— X—72338 57~ SNMP 2 X = =F ( —
AR a FRTE
* incorrect SNMP version : DHCP H—/N—73FR 572 SNMP N— 3 VU A5 E
« ARP no reply : ARPIZ L D7 N L AP
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LARE
I JPFEHZAEV Y, DHCP — S — DR E 2 sl L T 72 S0,
= 7 FKor A
WARN (4) ZTP : SNMP-Trap npZtpImageDownloadStarted to 192.168.0.101 transmission failed ARP no reply
WARN (4) ZTP : SNMP-Trap npZtpConfigDownloadStarted to 192.168.0.101 transmission failed ARP no reply
WARN (4) ZTP : SNMP-Trap npZtpOtherDownloadStarted to 192.168.0.101 transmission failed ARP no reply
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41 AT B AE Y —fifi HEREEA

N DRATLAE)—ER

EEHR

N.1 SXATLAEY)—FEREDOLZMEEB

Log AEOS-NP2000 Ver. 1.09.05 LA, 33 OVAEOS-NP2100 Ver. 1.10.01 LA
Unit <unit—-id> Memory pool <name> utilization exceeded <percentage>
AEOS-NP2000 Ver. 1.09.05 XV RjD/ARA— g
Unit <unit—id> System memory <code> utilization exceeded <percentage>
Trap npMemoryUtilizationRising
B Warning (4)
B! VAT AAT Y —fHEHAFEMN, cpu—protect system—memory limit-check threshold =<
VRTRELLLLEWEZBER 22 R LET,
Parameter | <unit—id>: R 7 X 1D ZR L £,
<name> : RNV AT KA AE ) =4 &R LET,
(code> : WEIZ Lo THHINZEEa— RZ RLET,
« bit0 (0x001) : SYS_MEM
« bitl (0x002) : SYS HUGE
e bit2 (0x004) : SEC_MEM
<percentage> : AT KAEY —OFEAED L E VW) 25 LET,
Version AEOS-NP2000 1.09. 02 LA, AEOS-NP2100 1.10.01 LLRE
AEOS-NP2000 1.09. 05, AEOS-NP2100 1.10.01 : @ Z DL, 8L W< coded>/NT A —H —
% <{name>/\T A —H — AW
PIINY N
B N

AEOS-NP2000 Ver.
WARN (4) Unit 1 Memory pool ssl_lib utilization exceeded 95%

AEOS-NP2000 Ver.
WARN(4) Unit 1 System memory 0x2 utilization exceeded 90%

1.09. 05 LARE, 35 K OV AEOS-NP2100 Ver. 1.10.01 LARE

1.09.05 LV EiDNR—T 3

1.2 DRAT L E)—EHRREEICE SHER

Log AEOS-NP2000 Ver. 1.09.05 PARE, 35 K OVAEOS-NP2100 Ver. 1.10.01 LA
Unit <unit—-id> System restart due to memory allocation failure <name>
AEOS-NP2000 Ver. 1.09.05 XV R{jD/N— g
Unit <unit—-id> System restart due to memory allocation failure <code>

Trap L

HEE Emergency (0)

S EH AEOS-NP2000 Ver. 1.09.05 LA, 35 &L OY AEOS-NP2100 Ver. 1.10.01 PARETIX, v AT
L AEY — (SYSMEM, SYS_HUGE, SEC_MEM, ZODOHEEHMRDOAEY —) 2KV YT
T EINTERVIREED 1 W28, EENBES LI 2R LET,
AEOS-NP2000 Ver. 1.09.05 X VW REjD/X— 3 > TlL. cpu-protect system—memory
limit-check fault-action reboot =~ ROMREIZ LV, EENFHEEILZZ L &2R
LET,

Parameter | <unit-id>: Rv 7 A ID Z/R L F T,
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41 AT B AE Y —fifi HEREEA

<named> : XDV AT AAEFY —L AR LET,
{codey : EEIC Lo THHENTZEEa—RE2/RLET,

e bit0 (0x001) : SYS_MEM
« bitl (0x002) : SYS_HUGE
e bit2 (0x004) : SEC_MEM

Version AEOS-NP2000 1.09. 02 LAKE, AEOS-NP2100 1.10.01 LA

AEOS-NP2000 1.09.05, AEOS-NP2100 1.10.01 : <code>/NXT A — & — & <name>/NT A —
A —I|TJ5HE | cpu-protect system—memory limit—check fault-action reboot =< K

HIBRIZAE S EIE
X UTor 728G L, R— FfuBAE THEA 2N,

¢ show environment

e show unit

¢ show logging all

¢ debug show cpu utilization
¢ debug show error-log

¢ show tech—support

B 7 Fpl

AEOS-NP2000 Ver.

1.09. 05 LARE, 35 TV AEOS-NP2100 Ver. 1.10.01 LARE

EMER(0) Unit 1 System restart due to memory allocation failure SYS_HUGE

AEOS-NP2000 Ver.

1.09.05 LV EiDNR—T 3

EMER(0) Unit 1 System restart due to memory allocation failure 0x2
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42 CPU {3 FH SREEAR

42 CPU & FF

EEH

42.1 CPU =D L Z L VEHE#

Log CPU utilization has exceeded the threshold (before <before—value>, current
{current—value))
Trap npCpultilizationRising
R Warning (4)
A CPUREHISRMNEE L7 LEWMEZ B> 72 2 L 2R L&,
Parameter | <before-value> : Hif[EIDEAR Y A I > 7 TO CPUM AR %) 2R L E£7,
{current-value> : 5BIOEMZ A I 7 TO CPUMEHHE(0) 2~ LET,
Version AEOS-NP2000 1.09. 02 LAR#E, AEOS-NP2100 1.10. 01 LLRE
05 RE
1 7 FoR
WARN (4) CPU utilization has exceeded the threshold (before 99%, current 100%)

42.2 CPU ERZ=NDEIH

Log CPU utilization has become less than the threshold
Trap npCpulUtilizationFalling
HEE Informational (6)
A CPUMEHSMEE LI LEWEZ Pl >72 2 L 2R LET,
Parameter | 72 L
Version AEOS-NP2000 1. 09. 02 LA, AEOS-NP2100 1. 10.01 LARE
X N

v 7 R
INFO(6) CPU utilization has become less than the threshold

42.3 CPURET/\7ry FOZREL— MIFIORET

Log CPU dynamic receive rate suppression finish (start time:<{date—time>, minimum
rate:<rate>pps)

Trap L

HEE Debugging (7)

LA E LT BSHMRR O) CPU DY 99%LL B/ o 72728, CPU 56 CT/N\7 v hD%AF
L— MIIBThI T2 & 2R LET, i, 20w ZIXEHRMNREOY-LE CPU ]
A URLLTIZ72 0, CPU 58 C3T w hOZAE L— MK T LIzl CH D Sk
7

Parameter | <date—time> : CPU %G T/ 347 v h DE{Z L — NI BHAE S -2 (1] : 2019-12-31
23:59:59)
{rate> : RE SN/ NZfEV— 1 (5 : 1000)

Version AEOS-NP2100 1.10.01 LAFE

PN AREL

o 7 R

DEBG (7) CPU dynamic receive rate suppression finish (start time:2022-03-12 23:26:18, minimum
rate:2000pps)

133/133




AEOS-NP2100 Ver. 1.12 L' AT An 7% g

Copyright (c) 2023 APRESIA Systems, Ltd.
2023 9 H WK
2024 4E 3 A & 2 iR

APRESTA Systems BRzUath:
FOE X " T H 3/ 4 5
FUHE — R ©v
https://www. apresiasystems. co. jp/




	制定・改訂来歴表
	目次
	はじめに
	1  ログの重要度
	2  AAA
	2.1  AAA機能の有効／無効
	2.2  ログイン成功 (AAA機能)
	2.3  ログイン失敗 (AAA機能)
	2.4  AAAサーバータイムアウトによるログイン失敗
	2.5  特権実行モード遷移の成功
	2.6  特権実行モード遷移の失敗
	2.7  AAAサーバータイムアウトによる特権実行モード遷移の失敗

	3  AccessDefender
	3.1  AccessDefenderのログイン成功
	3.2  認証サーバーでの認証成功
	3.3  AccessDefenderのログイン失敗
	3.4  認証サーバーでの認証失敗
	3.5  AccessDefenderのログアウト
	3.6  RADIUSサーバーのタイムアウト
	3.7  DHCPスヌーピング動作モード自動切り替えタイマーの開始
	3.8  DHCPスヌーピング動作モードの変更
	3.9  DHCPスヌーピングMAC認証モードの有効／無効
	3.10  Webサーバーのアクセスログ
	3.11  最大認証端末数の超過

	4  ARP
	4.1  IPアドレス重複検知

	5  ブート情報
	5.1  プライマリーブートイメージファイルで起動
	5.2  セカンダリーブートイメージファイルで起動
	5.3  その他のブートイメージファイルで起動
	5.4  プライマリー構成情報ファイルで起動
	5.5  セカンダリー構成情報ファイルで起動
	5.6  その他の構成情報ファイルで起動
	5.7  デフォルト構成情報で起動

	6  CFM
	6.1  CFM検知：Cross-connect CCM Received
	6.2  CFM検知：Error CCM Received
	6.3  CFM検知：Some Remote MEP Down
	6.4  CFM検知：Some Remote MEP MAC Status Error
	6.5  CFM検知：Some Remote MEP Defect Indication

	7  CFM Extension
	7.1  CFM機能のAIS検知
	7.2  CFM機能のAIS解除
	7.3  CFM機能のLCK検知
	7.4  CFM機能のLCK解除

	8  Configuration / Firmware
	8.1  ファームウェアのアップグレード成功
	8.2  ファームウェアのアップグレード失敗
	8.3  ファームウェアのアップロード成功
	8.4  ファームウェアのアップロード失敗
	8.5  構成情報のダウンロード成功
	8.6  構成情報のダウンロード失敗
	8.7  構成情報のアップロード成功
	8.8  構成情報のアップロード失敗
	8.9  ログのアップロード成功
	8.10  ログのアップロード失敗
	8.11  AccessDefender関連ファイルのダウンロード成功
	8.12  AccessDefender関連ファイルのダウンロード失敗
	8.13  ファイルのダウンロード成功
	8.14  ファイルのダウンロード失敗
	8.15  構成情報の保存

	9  Console
	9.1  Consoleログイン成功
	9.2  Consoleログイン失敗
	9.3  Consoleログアウト
	9.4  Consoleセッションタイムアウト

	10  Counter
	10.1  マネージメントポートのエラーカウンター検知

	11  DHCPv4 Relay
	11.1  パケット送信失敗

	12  DHCPv4 Server
	12.1  DHCPサーバー起動
	12.2  DHCP DISCOVERパケット受信 (不明ネットワークセグメント)
	12.3  送信元サブネットが不明
	12.4  DHCP REQUESTパケット受信 (要求受付け不可)
	12.5  パケット送信失敗

	13  DHCPv6 Client
	13.1  DHCPv6クライアントの有効／無効
	13.2  IPv6アドレスの取得
	13.3  IPv6アドレスの更新開始
	13.4  IPv6アドレスの更新成功
	13.5  IPv6アドレスのリバインディング開始
	13.6  IPv6アドレスのリバインディング成功
	13.7  IPv6アドレスの解放
	13.8  DHCPv6-PDクライアントの有効／無効
	13.9  IPv6プレフィックスの取得
	13.10  IPv6プレフィックスの更新開始
	13.11  IPv6プレフィックスの更新成功
	13.12  IPv6プレフィックスのリバインディング開始
	13.13  IPv6プレフィックスのリバインディング成功
	13.14  IPv6プレフィックスの解放

	14  DHCPv6 Server
	14.1  DHCPv6サーバープールのIPv6アドレスの上限
	14.2  割り当て可能IPv6アドレスの上限
	14.3  DHCPv6サーバー起動
	14.4  送信元サブネットが不明
	14.5  DHCP REQUESTパケット受信 (要求受付け不可)
	14.6  パケット送信失敗
	14.7  DHCPv6プロセス異常

	15  ERPS
	15.1  ERPS障害検知
	15.2  ERPS障害復旧
	15.3  RPLオーナーの重複検知

	16  Fan
	16.1  ファン障害発生
	16.2  ファン障害復旧

	17  ファイルシステム
	17.1  SDカードのアクセス失敗
	17.2  ローカルフラッシュのアクセス失敗

	18  L3エントリー
	18.1  L3エントリーのハッシュ衝突

	19  LACP
	19.1  ポートチャネルのアップ
	19.2  ポートチャネルのダウン
	19.3  メンバーポートの所属
	19.4  メンバーポートの離脱
	19.5  同一LACP上で複数のデバイス接続を検出
	19.6  LACPタイムアウト設定の不一致
	19.7  LACPDU受信タイムアウト

	20  ポートリダンダント
	20.1  SecondaryポートがActive状態に遷移
	20.2  PrimaryポートがActive状態に遷移
	20.3  すべてのメンバーポートのリンクダウン
	20.4  ポートリダンダントのFDBフラッシュ

	21  LLDP
	21.1  LLDP-MEDトポロジーの変更
	21.2  LLDP-MED装置タイプの不一致
	21.3  互換性のないLLDP-MED TLVセットの検知
	21.4  LLDP疑似リンクダウン状態に遷移
	21.5  LLDP疑似リンクダウン状態からリンクアップ状態へ復旧

	22  ループ検知
	22.1  ループ検知 (ポートベースモード)
	22.2  ループ検知 (VLANベースモード)
	22.3  ループ検知の自動復旧 (ポートベースモード)
	22.4  ループ検知の手動復旧 (ポートベースモード)
	22.5  ループ検知の自動復旧 (VLANベースモード)
	22.6  ループ検知の手動復旧 (VLANベースモード)
	22.7  ループ検知の上限 (VLANベースモード)

	23  メモリーエラー自動復旧
	23.1  SW-LSIのメモリーエラー検知によるポートシャットダウン機能
	23.2  メモリーエラー自動復旧
	23.3  SW-LSIハードウェアエラーの検知
	23.4  SW-LSIハードウェアエラーの復旧
	23.5  SW-LSIパリティーエラーの検知
	23.6  SW-LSIパリティーエラーの復旧

	24  MMRP-Plus
	24.1  リングポートのリンクダウン
	24.2  リングポートがListening状態に遷移
	24.3  Listening状態のタイムアウト
	24.4  リングポートがForwarding状態に遷移
	24.5  リングポートがBlocking状態に遷移
	24.6  リングポートがFailure Up状態に遷移
	24.7  Revertiveタイマー満了によりListening状態へ遷移
	24.8  全てのアップリンクポートがリンクダウン
	24.9  MMRP-PlusによるFDBフラッシュ
	24.10  アドレス学習停止時間更新
	24.11  Helloフレーム未受信検知
	24.12  Helloフレーム再受信検知
	24.13  Helloフレーム受信タイムアウト
	24.14  ポートリスタート機能によるリングポートのリスタート

	25  PoE
	25.1  PoE無効
	25.2  給電開始
	25.3  要求給電容量の最大電力設定超過による給電要求の停止
	25.4  給電要求の停止
	25.5  給電可能電力不足による給電要求の停止
	25.6  出力電力超過による給電停止
	25.7  接続機器の電流不足による給電停止
	25.8  その他原因による給電停止
	25.9  給電率閾値超過
	25.10  給電率閾値以下
	25.11  PoE用電源障害の検知

	26  PDモニタリング
	26.1  PDモニタリング開始
	26.2  PDモニタリングによる電源供給の一時停止
	26.3  PDダウン検知
	26.4  リトライ回数超過による電源供給の停止
	26.5  PDモニタリングによる電源供給停止の自動復旧
	26.6  PDモニタリングによる電源供給停止の手動復旧

	27  Port
	27.1  ユーザーポートのリンクアップ
	27.2  ユーザーポートのリンクダウン
	27.3  マネージメントポートのリンクアップ
	27.4  マネージメントポートのリンクダウン
	27.5  SFP/SFP+トランシーバーの挿入
	27.6  SFP/SFP+トランシーバーの抜去
	27.7  SFP/SFP+トランシーバーのTx fault検知

	28  ポートセキュリティー
	28.1  ポートごとの最大数超過を検知
	28.2  装置全体の最大数超過を検知

	29  Power
	29.1  電源障害発生
	29.2  電源障害復旧

	30  SNMP
	30.1  SNMPコミュニティー名の認証失敗

	31  SSH
	31.1  SSHサーバーの有効／無効
	31.2  SSHログイン成功
	31.3  SSHログイン失敗
	31.4  SSHログアウト
	31.5  SSHセッションタイムアウト

	32  スタック
	32.1  スタックメンバーの取り込み
	32.2  スタックメンバーの取り外し
	32.3  スタックトポロジーの変更
	32.4  バックアップマスターがマスターに遷移
	32.5  スレーブがマスターに遷移
	32.6  ボックスIDの競合検知
	32.7  スタックポートのリンクアップ
	32.8  スタックポートのリンクダウン
	32.9  スタックポートのトランシーバーの挿入
	32.10  スタックポートのトランシーバーの抜去
	32.11  スタックハローフレームの受信タイムアウト
	32.12  スタックメッセージの送信失敗
	32.13  構成情報の同期開始
	32.14  新たなユニット検知
	32.15  スタック役割の変更
	32.16  構成情報の同期処理でタイムアウト
	32.17  スタックポート異常の検知と復旧トライ
	32.18  スタックメンバー不安定の検知
	32.19  スタックメンバー不安定の復旧
	32.20  スタックメンバー不安定の検知 ※旧ログ
	32.21  スタックメンバー不安定の復旧 ※旧ログ

	33  Storm Control
	33.1  ストームの検知
	33.2  ストームの復旧
	33.3  ストームコントロールによるポートシャットダウン
	33.4  ストームコントロールによるポートシャットダウンの自動復旧
	33.5  ストームコントロールによるポートシャットダウンの手動復旧

	34  スパニングツリープロトコル
	34.1  スパニングツリー機能の有効／無効
	34.2  トポロジーチェンジ
	34.3  New Rootブリッジ
	34.4  New Rootポート
	34.5  ポート状態の遷移
	34.6  ポート役割の遷移
	34.7  スパニングツリーモードの変更
	34.8  MSTPリージョン名、リビジョン番号の変更
	34.9  MSTPインスタンスの追加
	34.10  MSTPインスタンスの削除
	34.11  MSTPインスタンスのVLAN追加
	34.12  MSTPインスタンスのVLAN削除
	34.13  RPVST+を使用するVLANの追加
	34.14  RPVST+を使用するVLANの削除
	34.15  ルートガードによる遷移
	34.16  不正BPDUの受信

	35  システム
	35.1  装置起動
	35.2  ウォームスタート(CONSOLE)
	35.3  ウォームスタート(TELNET)
	35.4  ウォームスタート(SSH)
	35.5  ウォームスタート(SNMP)
	35.6  ウォームスタート(REBOOT TIME)
	35.7  コールドスタート
	35.8  コールドスタート(SNMP)
	35.9  CPU例外による再起動
	35.10  ソフトウェア動作異常検知による再起動
	35.11  スイッチLSIの異常状態継続検知による再起動
	35.12  ウォッチドッグタイマーによる再起動
	35.13  システムメモリー監視機能による再起動
	35.14  システム状態正常
	35.15  システム状態異常
	35.16  システム状態の変化
	35.17  ブザーとSFP/SFP+トランシーバーを制御するICチップの異常復旧
	35.18  タスクのスタックオーバーフロー

	36  Telnet
	36.1  Telnetログイン成功
	36.2  Telnetログイン失敗
	36.3  Telnetログアウト
	36.4  Telnetセッションタイムアウト

	37  Temperature
	37.1  温度異常検知
	37.2  温度異常の復旧

	38  単方向リンク検出 (ULD)
	38.1  ULD機能による単方向リンク検知

	39  Voice VLAN
	39.1  Voice VLAN端末の検知
	39.2  Voice VLANの追加
	39.3  Voice VLANの削除

	40  ZTP (Zero Touch Provisioning)
	40.1  ZTPプロセスの開始
	40.2  ZTP：DHCPサーバー接続失敗
	40.3  ZTP：TFTPサーバー情報の取得失敗
	40.4  ZTP：ゲートウェイIPアドレス未取得
	40.5  ZTP：ARP未応答
	40.6  ZTP：ファイルダウンロードの開始
	40.7  ZTP：ファイルダウンロードの成功
	40.8  ZTP：ブートイメージファイルのダウンロード失敗
	40.9  ZTP：構成情報ファイルのダウンロード失敗
	40.10  ZTP：認証関連ファイルのダウンロード失敗
	40.11  ZTP：アップデート処理の開始
	40.12  ZTP：ファイル更新の開始
	40.13  ZTP：ファイル更新の成功
	40.14  ZTPによる再起動の実施
	40.15  ZTPによる再起動の未実施
	40.16  ZTPプロセスの中断
	40.17  ZTP：SNMPトラップ送信の失敗

	41  システムメモリー使用率監視
	41.1  システムメモリー使用率のしきい値超過
	41.2  システムメモリー監視機能による再起動

	42  CPU使用率監視
	42.1  CPU使用率のしきい値超過
	42.2  CPU使用率の復旧
	42.3  CPU宛てパケットの受信レート抑制の完了


