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2 AAA

2 AAA

2.1 AAA BREEDE %~ 3N

Log AAA is enabled
AAA is disabled

Trap 7L

HEE Informational (6)
LA AMARRRED 7 e — 7 VEREDAR), EFECET IR 2R LET,
Parameter | 72 L

Version 1.01.01

P R
BN

INFO(6) AAA is enabled

INFO(6) AAA is disabled

2.2 74 VETh (AA #EE)

Log Successful login through <exec—type> from <client—ip> authenticated by AAA
Caaa—method> <server—ip> (Username: <user—name))

Trap L

HEE Informational (6)

B AMA BEREDS B N 0GB~ 7 A TR LT Z L 2R LET,

Parameter | <exec—type> : &< 3 f#R] (Console, SSH, Telnet) Z/RLFT,
<client—ip> : SSH, Telnet v a v DI IFA T FDIPT RLAZRLET,
<aaa—method> : FBFF 1% (local, server, none) Z/xLET,
<server—ip> : AMA —_R—D IP 7 KL A% R LE7,
{user-name> : T—W—F & RLET, A VIHIZ—F—ZE AT HHLEDR
RIENE — > ORAIE, 22—V —41F “Anonymous” 12720 £7,

Version 1.01.01

it RE

=R N

example)

INFO (6) Successful login through Console authenticated by AAA none (Username: Anonymous)
INFO (6) Successful login through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

INFO (6) Successful login through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.3 OJ 4 VR (AAA $RE)

Log Login failed through <exec—type> from <client—ip> authenticated by AAA <aaa-—
method> <server—ip> (Username: <user—name>)

Trap 7L

HEE Warning (4)

i AMA BEREDN B N e B ~Dr 7 A KRR LT Z LR LET,

Parameter | <exec—type> : & 3 fE}] (Console, SSH, Telnet) Z RLEJ,
{client=ip> : SSH, Telnet v a > DI IT7AT L FDIPT RLAZRLET,
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2 AAA

<aaa—method> : FRiF 1% (local, server) Z R L £,
<server—ip> : MMA YV —_"—D IP 7 KL A&k LE T,

{user-name> : L —W—HEZRLFET, B/ A V2= LB AT HHLEDZN
RE/ NS — 2 DAL, 22— —41% “Anonymous” (2720 £7°,

Version 1.01.01

it PRREHE, 22—V =4, NAT— FRIE LW L T &0,
FAETIEMN local OFE, B —HNDOT —HRXR—R BT 52— —TEHJMNIE LW )k
RLTL &N,
FAETIED server OEE . AMA VY —_"—Da—P—EX 7 7 ANLVNDELL ERZENT
WADER L TL7Z &0,

=R N

example)

WARN (4) Login failed through Console authenticated by AAA local (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

WARN (4) Login failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.4 MAY—N—B A LTI M&kBOTA4 VK

Log Login failed through <exec—type> from <client-ip> due to AAA server <server—
ip> timeout (Username: <user—name)>)

Trap L

HEE Warning (4)

B AMA FEREDNA RN IRIEE ~D B J A VIFIZ, AMA = R—D X A LT T NIk e s A
WCRIRL7=2Z E 2R L ET,

Parameter | <exec—type> : & I 3 FEH] (Console, SSH, Telnet) Z/RLFE 7,
{client—ip> : SSH, Telnet &> a> DI IFA T DO IPT RLAZRLET,
{server—ip> : MMAH—_X—D P 7 RV RAZ R LET,
{user-name> : L —W—ZERLFET, /A V2= LB AT HLIED 7200
RENRNH — 2 DAL, 22— —41% “Anonymous” (2720 £9°,

Version 1.01.01

*Fhia AA B —R=NIELERS TS, ELSEBILTWD R L T Za0,

2 7 A

example)

WARN (4) Login failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username:

2.5 FHERTE— FEBDORL

Log Successful enable privilege through <exec—type> from <client—ip> authenticated
by AAA <aaa—method> <server—ip> (Username: <user—name>)

Trap L

EHEE Informational (6)

A AAA BEREIS B N0 2418 C, FIHEFITE— R~OEBPRI LI L 2R LET,

Parameter | <exec—type> : & 3 f#R] (Console, SSH, Telnet) Z/RLFT,
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2 AAA

client—ip> : SSH, Telnet E v a> D7 54T hOIP T FLA%RLET,
<aaa—method> : FiF 1% (local, server, none) Z/xLET,
<server—ip> : MMA YV —_"—D IP 7 KL A&k LE T,

{user-name> : L—W—XERLFET, B/ A V=L EANTHHLEDRN
RE/NY — 2 DAL, 22— —41% “Anonymous” (2720 £,

Version 1.01.01

Xt R

=87 AN

INFO (6) Successful enable privilege through Console authenticated by AAA local (Username: example)

INFO(6) Successful enable privilege through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3
(Username: example)

INFO (6) Successful enable privilege through Telnet from 192.0.2.100 authenticated by AAA local
(Username: example)

2.6 FHERTE— FEBOXMK

Log Enable privilege failed through <exec—type> from <client-ip> authenticated by
AAA <aaa—method> <server—ip> (Username: <user—name>)

Trap L

HEE Warning (4)

B AAA BEREDS B D70 25 C, FHEATE— R~DOEB N KR LT Z L 2R LET,

Parameter | <exec—type> : & = FERB] (Console, SSH, Telnet) Z/RLFET,
<client—ip> : SSH, Telnet v a > DI FA T FDIPT RLAZRLET,
{aaa—method> : &FEJ 1L (local, server) Z/RLET,

<server—ip> : MMAH— =D IP 7 RLRA&ZRLET,

{user-name> : T—W—F & RLET, B A V- —ZE AT HHLEDR
BRE/NY — 2 DAL, 22— —41% “Anonymous” (2720 £,

Version 1.01.01

XS SBEFST1E, enable XA T — RNE LWHVEZR L TL 72 &0,
AL SFVEMN local DA, enable 2XA T — REWENIE LWDFER L T X0,

SEEHVED server DOIFE . MA br—R—Da2—HP—EZX 7 7 A NADELLERZINT
WAMMER L T 2 &0,

B 7 3Pl

WARN (4) Enable privilege failed through Console authenticated by AAA local (Username: example)

WARN (4) Enable privilege failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3
(Username: example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 authenticated by AAA local (Username:
example)

2.7 MAY—N\N—B AL LT MZIKBFERITE— FEBDOXK

Log Enable privilege failed through <exec—type> from <client—ip> due to AAA server
{server—ip> timeout (Username: <user—name>)

Trap 7L

HEE Warning (4)
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2 AAA

SiEA AAA FEBEN A RN /R3EE T, AMA H— =D X A LT 7 M X 0 EHEEITE— F~DER
MEBLI-Z 2R LET,
Parameter | <exec—type> : &> = flBl] (Console, SSH, Telnet) Z/~RLFEJ,
<client—ip> : SSH, Telnet B v ar M7 I T hDIP T KL A%mRLET,
{server—ip> : AMA Y —_R—D IP 7 KL 2 &Rk LT,
(user—name> : T—WF—ZLEZRLET, /A VIFIC2—F—ZEATTTELEDRU
RE NS — 2 DAL, 22— —41% “Anonymous” (2720 £,
Version 1.01.01
FIIY AA P —=R—=RIE LS EFRSN TS, ELSEEBL TR L T ZI W,
=R Nl

WARN (4) Enable privilege failed through Console due to AAA server 10.1.2.3 timeout (Username: example)

WARN (4) Enable privilege failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout
(Username: example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout
(Username: example)
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3 AccessDefe

nder

3 AccessDefender

3.1 AccessDefender A% A > EIh

Log A-Def : <auth—type> : login succeeded : uid=<user—name> mac=<mac—address>
ip=<{ip—address> interface <{interface—id> vid=<vlan—-id> new vid=<new-vlan—-id>
class=<class—id>

Trap L

HEE Notification (5)

A PR AR T VA AR L2 EEIR L ET,

Parameter | <auth-type> : FIF 7% (mac, web, dotlx, gateway, static, dhepsnooping) %75 L
7,
uid=<user—name> : WFEUMHARZ T VA VT HEIMHEH L2 —V—4 2R~ L E9, RiE
J71£75 dhepsnooping DA 3R R SIVE R A,
mac=<mac—address)> : FIEWHARD MAC 7 KL R &R L E£9, FHIFHEN gateway DS
TFERRENERA,
ip=Cip-address> : AW AD 1P 7 FL 2 &R L ET, BRI FEDN mac, dotlx,
static DEGHITFERINER A,
{interface-id> : FFEMMAKRDA > X —7 = —A ID /v LE£9, [port 1/0/1) F£721%

[port—channel 1] ® X HIZERINET,

vid=<vlan-id> : @FEMAD VLAN 1D Z/R LET, A F I v 7 VIAN ZERA L T\ 54
AlE. JEO VLAN ID 275 LE T, BEEHFIEN static DA IFFERSINET A,
new vid=<new-vlan-id> : £ 4 5  v 7 VLAN ZfiH L CWAEA OFEIEGROH L
VLAN ID Z/RLET, fROZ—F—FRITH-I2HI D M4 TH VLAN 1D BE g
BlEFEREINEE A,
class=<{class—id> : ZIFHARKD 7 7 A ID Z/rLET, IROZ—V—{F#RIZZ 7 A 1D
DaEN WG EIIFERRINERA,

Version 1.02.01

PN AREL

o 7 Rl

NOTI (5) A-Def : mac : login succeeded : uid=00005e005322 mac=00—-00-5E-00-53-22 interface port 1/0/2

vid=10

NOTI (5) A-Def : web : login succeeded : uid=pcl mac=00-00-5E-00-53—-22 ip=10.0.255.1 interface port 1/0/3

vid=4000 new vid=10 class=1234

NOTI (5) A-Def :
NOTI (5) A-Def :
NOTI (5) A-Def :
NOTI (5) A-Def :

1/0/7 vid=10

dotlx : uid=pcl mac=00—-00-5E—-00-53-22 interface port 1/0/4 vid=10
© uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
login succeeded : mac=00-00-5E-00-53-AA interface port 1/0/6

login succeeded : mac=00-00-5E-00-53-22 ip=192. 0. 2. 201 interface port

login succeeded :
gateway :@ login succeeded
static :

dhcpsnooping -

3.2 BRI Y —/\—TORBELRLTh
Log A-Def : <auth-method> <ip—address> : authentication succeeded : uid=<user-—
name>
Trap 7L
HERE Notification (5)
B PREICRBI LT 2 &R LET,
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3 AccessDefe

nder

Parameter

<auth—-method> : FREF . (radius, local, force) Z R L £,

{ip-address> : RADIUS #— "—®D P 7 L2 &R L ET, I HRD local, force
DEAEIFERINERT A,

(user—name> : T —W—ZE R LET,

Version 1.02.01
PN RE
o 7 R

NOTT (5) A-Def :
NOTT (5) A-Def :
NOTI (5) A-Def :

local : authentication succeeded : uid=pcl
radius 10.1.2.3 : authentication succeeded : uid=pcl

force : authentication succeeded : uid=pcl

3.3 AccessDefender dO 54 kK

Log A-Def : <auth-type> : login failed ({reason>): uid=<user—name> mac=<mac—
address> ip=<ip—address> interface <interface—id> vid=<vlan—-id> new vid=<new-—
vlan—-id> class=<class—id>

Trap L

HEE Notification (5)

A PRERAR T 7 A AR LT Z B R LET,

Parameter | <auth—type> : R J7{%E (mac, web, dotlx, gateway, dhcpsnooping) Z/RL F9,

{reason)> : B 7 A ’9&5& L7-EHERLET,
e auth fail : FEREIZREA L 7=
e dynamic port-base : AccessDefender @ VLAN &— K73 dynamic port-base &—
RIZREINTWT, 2 B BLUBEOFEERARD dynamic port-base £— FiZ L B
HIBRSA I~ v F LT
o ttI1=<TTL> : TTL 7 4 /L ¥ —H&BEIC L W HIfR S 7z
e max per device : 3EE DR KERFFm AR 4 % 1
* max per interface : A ¥ —7 = — XD KiBiEm AL & il
e dynamic vlan hash collision : SW-LSI MAC “X— A D VLAN 7 —T7 /L C/ny v =
PNEZE L, BRY7e VLAN O 2 TIc ki L=
. auth fail due to the previous authentlcatlon not passed : AND FHGFIZEBUW
<. AT DOFRRESF 1L CRBREIZ R L TV b5

uid=<user—name) : FIFEARIP T A T ABRICHFEH Liroa—F—4 Z - L F 9, 3L
J71ED3 dhepsnooping OESIIFRREN TR A,

mac=<mac—address> : FIFIARD MAC 7 RL A& R LE T, FIEFIED gateway OBE
IR RINERFA,

ip=<ip—address> : FRIFEARD 1P 7 FL RZ R LE 9, HIEFIED mac, dotlx DOFE
TFERRENERA,

dinterface—id> : FEFMARKDA > X —T7 =— A ID Z_rLET, Tport 1/0/1] F7=1%
[port—channel 1] O X HITEKREINET,

vid=<vlan—-id> : FFFUHARD VLAN ID 2R LET, FAFT I v 7 VIAN 2L T\ 535
A, JLO VLAN ID 2L £7,

new vid=<new-vlan-id> : ¥4 F I v 7 VLAN ZfEH L CTWAEESOIRILERKDOF L1
VLAN ID Z/RLET, RMBRO2—F—FRITHZICEN Y S TH VLAN ID BE R0
BlIFREINEEA,
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3 AccessDefender

class=<class—id> : FiFmARD 7 T A 1D Z R LFET, IJROZ—HF —EHRIC7 T X 1D
NEENRNEARITR TR SNEE A,

vid=10

vid=10

NOTI(5) A-Def :

NOTI (5) A-Def :
interface port 1/0/6 vid=10

Version 1. 02. 01

e o

EE N

NOTI(5) A-Def : mac : login failed (auth fail): uid=00005e005322 mac=00-00-5E-00-53-22 interface port
1/0/2 vid=10

NOTI(5) A-Def : web : login failed (auth fail): uid=pcl mac=00-00-5E-00-53-22 ip=10.0.255.1 interface

port 1/0/3 vid=4000
NOTI (5) A-Def :

dotlx : login failed (auth fail): uid=pcl mac=00-00-5E-00-53-22 interface port 1/0/4

gateway : login failed (auth fail):

uid=example ip=192.0.2.100 interface port 1/0/5

dhepsnooping : login failed (max per interface): mac=00-00-5E-00-53-22 ip=0.0.0.0

3.4 BBEIY—/\—T OB LK
Log A-Def : <auth-method> <ip—address> : authentication failed : uid=<user—name>
Trap L
HEE Notification (5)
%ﬁ% muu %Eﬂtbf:_k%ﬂ“biﬁ“
Parameter | <auth-method> : &iiF 53\ (radius, local) Z/RLET,
{ip-address> : RADIUS #—/3—®D IP 7 KL A& /R L E7, BFAFSTHAD local OEAEIT
FRINEREA,
{user—name> : L—H—ZEZRLET,
Version 1.02.01
P P
=R N
NOTI (5) A-Def : local : authentication failed : uid=pcl

NOTI(5) A-Def :

radius 10.1.2.3 : authentication failed : uid=pcl

3.5 AccessDefender dO 47 k

Log A-Def : <auth-type> : logout ({reason>) : uid=<user—name> mac=<mac—address>
ip=<ip—address> interface {interface—id> vid=<vlan—-id> new vid=<new-vlan—-id>
class=<class—id> incoming interface <interface—-id>

Trap 7L

HEEE Notification (5)

LA kRSN 77T ML Z EERLET,

Parameter | <auth-type> : BiF 5% (mac, web, dotlx, gateway, static, dhepsnooping) %7 L
£
{reason> : =7/ 7 7 FEEHZ /R L £,

e web : Web i8R /A o _X—y TR 7T U MRZ T LT

o link-down : XA v Z—T = —ANRNY I X7 LT-

* aging: =y ru sy MNEE (EEE OREE A7 747 » R EEIIC
077y N5 E TORRE) fkaE L7z

A A LT T N GRREE A TA T RRBEEICe ST T N5

e maxtime
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3 AccessDefender

F TORER]) A& L7z
e clock : B 77U MEERZNZ /2 >T-
e cli : access—defender logout a2~ Rl Lrua /7 v k
o config change : RELFEICEH>a /T v K
 overwrite : WREH AL Bie DR — M L, fH@) EEEX SN HE
o logoff : 802. IXERFET., VU B kB D EAPOL Logoff A vt — %%
* reauth failure : 802. IX FRFED FREFEIZ ALHL
o reauth failure supp—timeout : 802. 1X FRIFDFRIEHFIC YT U B R B D
BINEA LT TR
» reauth vlan change : 802. 1X FRFED FRRAERFIZ VLAN 238 8 X7z
o reauth user name change : 802. 1X FRIED HRIER I —F —LNEFINT-
o reauth class change : 802. 1X FIFOFHRIEFIC 7 T X 1D NEE I N7~
* port initialization : 802. IX§EFET, A ¥ —7 = —AFENIIHLI T
* release : DHCP AX—E' 7 C, IP 7 FL ARV U —23hi-
+ expire : DHCP AX—¥' > 7T, IPT7 FLAD Y —AHIR A T L7-
« ping : PING = 77 7 MERRICK 2w 7T T |

uid=<user—name> : FRIAFMEAEN T F A LT ABIEHA L2 —F—LZ 5 R LET, i
J71573 dhepsnooping DIGEITERR SN E A,

mac=<mac—address> : FIFWARD MAC 7 RL A Z/RLE 7, HIFHEN gateway DS
TFEREINEREA,

ip=Cip—address> : FIFW KD IP 7 RL A Z R L E T, RIEFED mac, dotlx,
static DFEITFREINEH A,

dinterface—id> : FIFMAD A X —T = —2A 1D Zx LFET, [port 1/0/1] F7-13
[port—channel 1] O X HIZRREINZET,

vid=<vlan—-id> : FIFEUHARD VLAN ID 2R LET, A5 v 7 VLAN ZfEH L T\ 585
ElE. TD VLAN ID 2R UE 9, #RFESIED static DEAITFERINEH A,

new vid=<new-vlan—id> : # A4 F I v 7 VLAN ZffA L CWALEEDIBIERARKDOHFH L
VLAN ID Z/RLET, {ROZ2—F—FRITH7ZIZHI 0 4TS VLAN ID 235 20
BlIIEREINERA,

class=<{class—id> : ZIFHARKD 7 7 A ID Z/rLET, IROZ—VF—{F#RIZZ T A 1D
NaEEN2WGEITFRREINERA,

incoming interface {interface-id> : WFEF A AN I H AR — MIHHiT 52 & I1T
LoTuZ7v LA, TOBBEOAL 4 —72—A 1D ZRxLET, [port
1/0/1) F£721% Tport-channel 1] DX HITFERINFET, <{reason>H overwrite DI
BDOHRFRINET,

Version 1.02.01
PN RE
1 7 R

NOTI (5) A-Def :

vid=10

NOTI (5) A-Def :

mac : logout (link—down) : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2

web : logout (aging) : uid=pcl mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3

vid=4000 new vid=10 class=1234

NOTI (5) A-Def :
NOTI (5) A-Def :
NOTI (5) A-Def :
NOTI (5) A-Def :

1/0/7 vid=10

dotlx : logout (maxtime) : uid=pcl mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10
gateway : logout (aging) : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
static : logout (config change) : mac=00-00-5E-00-53-AA interface port 1/0/6
dhcpsnooping @ logout (release) : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port
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3 AccessDefender

3.6 RADIUS H——DE2 A LTIk

Log A-Def : radius <ip—address> timeout : uid=<user—name>

Trap L

B Warning (4)

A RADIUS Hr— =B IR 22T 2 L B R L ET,

Parameter | <ip—address> : RADIUS #—/N—®D [P 7 RLAZRLET,
{user—name> : L—H —HZEZRLFET,

Version 1. 02. 01

pIpne RADIUS ¥ —/3— L DI@{EIREE 2B L TS,

1 7 FoR

WARN (4) A-Def : radius 10.1.2.3 timeout : uid=pcl

3.7 DHCP RX—E VIV EIEE— FEBUIYER 2 1 v —0OBE

Log A-Def : dhepsnooping : Mode-Timer started

Trap L

HEE Informational (6)

B DHCP AX—V' 7 OEEE— FHBIWI D B 4 A v —DREI N, BhShi-Z &%
RLET,

Parameter | 72 L

Version 1.02. 01

*Fhis L

BN

INFO(6) A-Def : dhcpsnooping : Mode-Timer started

3.8 DHOP RX—E YV BEE— FOEE

Log A-Def : dhepsnooping : mode changed to <status> <method>

Trap L

HEE Informational (6)

A DHCP A X — &> 7 DEIEE— RREI ) b o7z Z L AR LET,

Parameter | {status> : DHCP A X — > 7 O®EifEE— K (PERMIT, DENY) Z/RL £,
<method> : DHCP A X — v’ JEI{EET— KDYV & x J7#5 (automatically, manually)
R LET,

Version 1.02. 01

P T

1 7 R

INFO (6) A-Def : dhcpsnooping : mode changed to DENY automatically

INFO(6) A-Def : dhepsnooping : mode changed to DENY manually

INFO(6) A-Def : dhcpsnooping : mode changed to PERMIT manually

3.9 DHCP A X—E >4 MAC BEEE— FOES /&S

Log

A-Def :
A-Def :

dhepsnooping : mode changed to mac—authentication mode enable

dhcpsnooping : mode changed to mac—authentication mode disable
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3 AccessDefender

Trap L

HEE Informational (6)

25 ER dhep—-snooping mode mac—authentication ==~ KT, DHCP AX—t 7 ® MAC i
E— FDNER), ER3E AT SN E2RLET,

Parameter | 73 L

Version 1.02.01

S R

1 7 R

INFO(6) A-Def : dhepsnooping : mode changed to mac—authentication mode enable

INFO(6) A-Def : dhcpsnooping : mode changed to mac—authentication mode disable

3.10 Web —/N\—DF7H € RXAY

Log A-Def : <ip-address> ({user—agent>) <http—method> <URL>

Trap L

HERE Informational (6)

25 EA Web ZREEH D Web Y— S—F =% HTTP/HTTPS Y x> VXA LT hOT 7B ADRH -
-2t m R LET, ZOnr L, web—authentication logging web—access on =<
RCT78Aa 7 BEMNI 72> TWDGEAEORB I SNET,

Parameter | <ip—address> : g KD IP 7 KL A& /R L FE T,

{user—agent> : WA 5O HTTP/HTTPS /N7 v b2 —H—x—V = hE/RLET,
<http-method> : A D> & D HTTP/HTTPS /X% h® HTTP A ¥ » K (GET, POST) %/RL
e

CURL> : ¥R 235 @ HTTP/HTTPS /X4~ + D URL fFH A~ L £ 7,

Version 1.02.01

KRS AR

1 7 R

INFO(6) A-Def :
Gecko) Chrome/99.0.4844. 84 Safari/537.36) POST http://10.249.94.100/cgi-bin/adeflogin. cgi

10. 249. 94. 100 (Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like

3. 11 RARERREImAR B DB

Log A-Def : authentication is not permitted ({reason>): mac=<mac—address> ip=<ip-—
address> interface <interface—-id> vid=<vlan—-id>

Trap 7L

HEEE Notification (5)

B R AREUZZE LTRAE T, T LWRBRE R 2R L7 2 2R L ET,

Parameter | <reason> : @it FFAl SN2 o B IR AR L ET,

'H:%@Hij(nu uftjﬂ”%ﬂiik %ﬁ]_
A U H—T = — ADF KRGS AR B % i

UAD MAC 7 RLAZERLET, 7F— MY = A BGEDLE X

¢ max per device :
e max per interface :

mac=<{mac-address> : i3k

BRINEH A,
ip—<ip*address> HIFmmARAD 1P 7 L A %IR Li‘@‘ MAC F2FF. Web #RFE. IEEE
802. 1X #¥7 %/\ i?\%ﬂ“éﬂi’d’/v A Y iEI/\ i‘%ﬂ_‘éﬂi—g—

dinterface-id) : FIFMHARDA A —T = —A ID Z- LET,
[port—channel 1] X HICTEKREINET,

lport 1/0/1) F7=iZ
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3 AccessDefender

<ylan—id> : FREEMEAR O VLAN ID 2R LEJ,

Version 1.02.01

RS RE

a7 3Pl

NOTI (5) A-Def : authentication is not permitted (max per interface): mac=00-00-5E-00-53-33 interface
port 1/0/1 vid=10
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4 ARP

4 ARP

4.1 IP 7 FLREHERA

Log Conflict IP was detected with this device (IP: <ip—address>, MAC: <mac-
address>, Port{port>, Interface: <ipif-name>)

Trap 7L

BT Warning (4)

Bl Gratuitous ARP U Z =2 hT, EELZ IP SMmEShiZtznRrLES, An2iT 1

ST LI LET,

Parameter | <ip—address> : RK¥EE L EHIT L IP T FL AZ/ R LFET,
<{mac-address> : A&EE L IP 7 FLANEMET HIEBEBDOMAC T KL AZRLET,
porty : BEZMHIMULIZA—FEZEZRLET, 1.02.01 IETIE, v~ r—I A b

AN— N TRE LT85 1203 Port<port>” Do D 12 "mgmt_port” & F#ARINE T,
ipif-name> : EEEHRIM LT IP A L X —T7 2 —AD&4FTZ R LET, 1.02.01 LIET
X, ¥R =T A hAR— N THRA LA ngnt_ipif” & FRENE T,

Version 1.01.01

St ARIEEEMIEEDO IP 7 FUAREEBE LRI IICEE LB LTI EEN,

1 7 FoR B

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, Portl/0/1,
Interface: vlanl0)

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, mgmt_port,
Interface: mgmt_ipif)
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5 7— MEH

5 J—

;S

51 F5A4R)—T—Fr A= T 74 LTS

Log Booted from primary firmware <URL>

Trap 7L

HEE Notification (5)

B! TIARY =T = b A—TVTHENEELZZEERLET, SD I—F7— F Tl
B L7=8E 01, <URL>IX /d:/apresia—software. had & FERIPLET,

Parameter | <URL> : 77 A~ VU =T = b A A=V T 7 A VD AZR LET,

Version 1.01.01

PIpI N

1 7 For

NOTI (5) Booted from primary firmware /c:/AEOS—-NPXXXX_RXXXXX. had

NOTI (5) Booted from primary firmware /d:/apresia—software.had

5.2 AU F)—T— M A= T 74 L TEH)

Log Booted from secondary firmware <URL>

Trap 7L

HEE Warning (4)

B B F =T = MM A=V TEENREE L2 L E2RLET,
Parameter | <URL> : B XV —T—hA A =TT 7 A VDONRAERLET,
Version 1.01.01

I N

v 7 R

WARN (4) Booted from secondary firmware /c:/AEOS-NPXXXX_RXXXXX. had

5.3 #FQMDIT— A A—C T 74 ILTEE)

Log Booted from firmware <URL>

Trap 7L

HEE Warning (4)

LA TIA<) =T = A=V B H V=T = A=UREHTET, 20
DT — b A= T 7 A VN AIAENTEENEE L2 2R L ET,

Parameter | <URL) : 7— A A—T 7 7 A VDA ZRLET,

Version 1.01.01

PP B

= 7 FKoR

WARN (4) Booted from firmware /c:/AEOS-NPXXXX_RXXXXX. had

5.4 754 )—BEEHRT 74 )L TiEH

Log Booted with primary configuration <URL>

Trap L

EHEE Notification (5)

WA TIA~ ) —RERIE R CEENEE L L AR LET, SD A—FR7— FTEREIL
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5 7— MEH

WA 1X., <URL>IE /d:/apresia—startup—config. txt &FRILE T,

Parameter | <URL> : 7T A <~ U —#EIEHR 7 7 A VDA ERLET,
Version 1.01.01

Xt AN

2 7 R

NOTI (5) Booted with primary configuration /c:/primary.cfg
NOTI (5) Booted with primary configuration /d:/apresia—startup—config. txt

5.5 vh ) —BHIEH D 74 )L TEED

Log Booted with secondary configuration <URL>

Trap 7L

HER Warning (4)

B T H Y MG R CHRENEB LD AR L ET,
Parameter | <URL> : B & U —#EpliGH 7 7 A VDR &R L ET,
Version 1.01.01

*Fhis S
= 7 FKor A

WARN (4) Booted with secondary configuration /c:/secondary. cfg

5.6 TDMDIERIERD 7 1 L TEH

Log Booted with configuration <URL>
Trap L
HEE Warning (4)
B TIA ) —HERIEHR, BROED XY BRI ERPEHTE T ZOMORAIE R
T 7 ANDBIAENTIRENEB L2 L 2R L ET,
Parameter | <URL) : #ERIEHR 7 7 A VD XA Z R L ET,
Version 1.01.01
*Fhes N
= 7 R

WARN (4) Booted with configuration /c:/XXXXX.cfg

5.7 T4 )L MERIER TEE

Log Booted with default configuration

Trap L

HEE Alert (1)

B TIA < U —HERAEH, B2 ) G, B KON DM ORERUIER T 7 A LMl
HATET, 774V MRECEENEH L2 L2 RLET, BB, KarZBZHhEh
TT 7 4V Fa%E CHEENRENT HEE., 28— b shutdown 7%/ E CRE L 7,

Parameter | 72 L

Version 1.01.01

It ANEL

e - N

ALER (1) Booted with default configuration
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6 CFM

6 CFM

6.1 CFM #4%0 : Cross—connect CCM Received

Log CFM cross—connect. VLAN:<vlan-id>, Local (MD Level:<md-level>,
Interface:<interface—id>, Direction:<mep—direction>) Remote (MEPID:<mep—id>,
MAC:<mac—address>)

Trap dotlagCfmFaultAlarm

HERE Critical (2)

A suAaxy "pRAmENTZEERLET,

Parameter | <vlan—id> : MEP ® VLAN ID #/R L £,
<md-level> : MEP ® MD L~ L&k LE T,

{interface—id> : MEP DA V' ¥ —7 = —AFK &R L E7,

<{mep—direction> : [inward] F721% loutward] OWTINNERLFET,

<mep—id> : MEP ® MEPID Z 7/~ L £9, fH2S 0 DA, A7 MEPID Z EME L £7,
<mac-address> : MEP O MAC 7" K LA ZI/R L&, fHATT 0 056, A7 MAC 7
RLZAZEWRLET,

Version 1.01.01

PN CPM FEREZFXE L T DR — b O, 8 X OAREEE & s O E 4 R LT 72
S,

1 7 Rl

CRIT(2) CFM cross—connect. VLAN:10, Local (MD Level:5, Interface:Portl/0/1, Direction:outward)
Remote (MEPID:

1, MAC:00-40-66-A8-CC-54)

6.2 CFM#&4%0 : Error CCM Received

Log CFEM error ccm. MD Level:<md-level>, VLAN:<vlan—id>,
Local (Interface:<interface-id>, Direction:<mep—direction>) Remote (MEPID:<mep-
id>, MAC:<mac—address>)

Trap dotlagCfmFaultAlarm

HEE Warning (4)

B TT7—@OCM CCM X7y "R SN E 2R L £,

Parameter | <md-level> : MEP ® MD L ~L & R L £,
<vlan—id> : MEP @ VLAN ID Z/R L £,
{interface—id> : MEP DA v ¥ — 7 = — A& Z &~ L £ 7,
<{mep—direction> : [linward] F72i% Toutward] OWVWTNNERLFET,
<mep—id> : MEP ® MEPID Z/= L7, {2 0 DIGA. A7 MEPID ZEk L £ 7,
<mac-address> : MEP ® MAC 7 R L AZ/RLET, HATT 0 A, A MAC 7
RLAZERLET,

Version 1.01.01

PN B O CRMREED R E, B L UMRIEZfER L T2 &0,

o 7 R

WARN (4) CFM error ccm. MD Level:5, VLAN:10, Local (Interface:Port1/0/1, Direction:outward)
Remote (MEPID:1002, MAC:FC-6D-D1-05-E9-B4)
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6.3 CFM #&4%0 : Some Remote MEP Down

Log CFM remote down. MD Level:<md-level>, VLAN:<vlan—id>,
Local (Interface:<interface—id>, Direction:<mep—direction)>)
Trap dotlagCfmFaultAlarm
HEE Warning (4)
B UE—KMEP O CCM/XT y REZETERNWI EERLET,
Parameter | <md-level> : MEP ® MD L~ L Z R L E 7,
<vlan—id> : MEP @ VLAN ID Z/r L £,
{interface—id> : MEP DA V' X — 7 = —AFEHFH R L ET,
<mep—direction> : MEP ®F &/~ LEF, [linward] £72iX lToutward] OWT %
~LET,
Version 1.01.01
PN BERZIEE O CAMBERED R E. BIOMREEZ R L T 7230,
o 7 R
WARN (4) CFM remote down. MD Level:5, VLAN:10, Local (Interface:Port1/0/1, Direction:outward)

6.4 CFM #4%0 : Some Remote MEP MAC Status Error

Log CFM remote MAC error. MD Level:<md-level>, VLAN:<vlan—id>,
Local (Interface:<interface—id>, Direction:<mep—direction>)
Trap dotlagCfmFaultAlarm
HEE Warning (4)
B! UE—FMEP CTMAC T RLADZ T —IREZRA LT Z L 2R LET,
Parameter | <md-level> : MEP ® MD L ~L &7~ L £,
<vlan-id> : MEP @ VLAN ID Z7= L £,
{interface-id> : MEP DA V' H — 7 = —AFFE R L ET,
<mep—direction> : MEP @A Z R L%E9, linward] F721% Toutward] W%
R~RLET,
Version 1.01.01
it BEPZEEE O CAMBSRED R E., BLOMREA MR L T &V,
2 7 A

WARN (4) CFM remote MAC error. MD Level:5, VLAN:10, Local (Interface:Portl1/0/1, Direction:outward)

6.5 CFM #4%0 : Some Remote MEP Defect Indication

Log CFM remote detects a defect. MD Level:<md-level>, VLAN:<vlan—-id>,
Local (Interface:<interface—id>, Direction:<mep—direction))

Trap dotlagCfmFaultAlarm

HEF Informational (6)

B UE— M MEP CCEM ORNiZ MR LTl E 2R LET,

Parameter | <md-level> : MEP ® MD L~ L& r L £ 7,

<vlan—id> : MEP ® VLAN 1D Zr L £,
{interface—id> : MEP DA X —7 = —AF 5 H R L ET,
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<mep—direction> : MEP ®JFMZR L E 7,
mLUET,

lHnward] F721% Toutward] DWW %k

Version 1.01.01
it BEEZIEE O CRMAEREDRRE., BIOMREZHEZRE L T 7EE W,
=R/ (]

INFO(6) CFM remote detects a defect. MD Level:5, VLAN:10, Local (Interface:Port1/0/1, Direction:outward)
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1 CFM Extension

7.1 CFM ##5E AIS 4N

Log AIS condition detected. MD Level:<{md-level>, VLAN:<vlan—-id>,
Local (Interface:<interface-id>, Direction:<mep—direction>, MEPID:<mep—-id>)
Trap L
HEEE Notification (5)
A ATS IRREDS RN STz Z & B R L ET,
Parameter | <md-level> : MEP ® MD L~L & Rk L £,
<vlan—id> : MEP @ VLAN ID &R L £,
{interface-id> : MEP DA V' ¥ — T = —AEKEFE R LFET,
<mep—direction> : MEP @M A~ L%E9, linward] F£721% loutward] OWF %
RLET,
<mep-id> : MEP ® MEPID % /R L £,
Version 1.01.01
Xt BEZALE OREAZ R L T30,
=R SN ]
NOTI(5) AIS condition detected. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward,
MEPID:1)

7.2 CFM #8RED AIS fZRR

Log AIS condition cleared. MD Level:<md-level>, VLAN:<vlan—id>,
Local (Interface:<interface—id>, Direction:<mep—direction>, MEPID:<mep—id>)
Trap L
HEE Notification (5)
FLEA AISIREENfEIE SN2 L B LET,
Parameter | <md-level> : MEP ® MD L ~L &7~k L £,
<vlan-id> : MEP @ VLAN ID Z7= L £,
{interface-id> : MEP O A V' ¥ —7 = —AE ZFE R LET,
<mep—direction> : MEP O FmZ R LET, [inward] F£721% lToutward] OWFirg
R~RLET,
<mep—id> : MEP ® MEPID % /R L £,
Version 1.01.01
PN RE
7 7 R

MEPID: 1)

NOTI (5) AIS condition cleared. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward

1.3 CFM #88E LCK £ %0

Log LCK condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface—id>, Direction:<mep—direction>, MEPID:<mep—id>)
Trap L
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HEEE Notification (5)

A LCKARRERS M S = Z L 2R L 7,

Parameter | <md-level> : MEP ® MD L~ L Z R L7,
{vlan—id> : MEP ® VLAN 1D &~ L £,
{interface—id> : MEP DA X —7 = — A K ZH R L E T,
<mep—direction> : MEP O F % rx LET, [inward] FE721X lToutward] OWT %
RLET,
<mep—id> : MEP ® MEPID #/~x L ¥ 9",

Version 1.01.01

Xt CFM HEREZFRE L TV AR — b O, B L ORI E L R EOREL R L TL 2
W,

7 7 o)

NOTI(5) LCK condition detected. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward

MEPID: 1)

1.4 CFM #8RED LCK 2R

Log LCK condition cleared. MD Level:<md-level>, VLAN:<vlan—-id>,
Local (Interface:<interface-id>, Direction:<mep—direction>, MEPID:<mep—-id>)
Trap L
B Notification (5)
B! LCKARRE IR STz Z AR L E T,
Parameter | <md—-level> : MEP ® MD L L &R L E 4,
<vlan—id> : MEP @ VLAN ID Z/R L £,
{interface-id> : MEP DA V' ¥ — T = —AEKFE R LFET,
<mep—direction> : MEP Oz~ L E 9, [inward] F7=i% loutward] OWTHNE
RLET,
<mep—-id> : MEP ® MEPID # 7R L £,
Version 1.01.01
KRS AR
1 7 R

NOTI(5) LCK condition cleared. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward

MEPID:1)
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8 Configuration / Firmware

8.1 77—LoxT7DT7 v 7T L—FEL

Log B IERZ v 7R
Firmware upgraded by <session> successfully (Username: <user—name>, IP:
<client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name: <filename>)
B 2% 7K
Unit <unit-id>, Firmware upgraded by <session> successfully (Username: <{user-
name>, IP: <client—ip>, MAC: <client—mac>, Server IP: <{server—-ip>, File Name:
<{filename>)

Trap L

HEE Informational (6)

A Ty =AU TNIERIZT v TS L — REnizZEERLET,

Parameter | <unit-id>: Ry 7 A IDZ/RLET, A¥ v 7 REHAFIIEREISNETA,
{session> : ¥ g VflH] (console, SSH, Telnet) Z/RLF T,
{user—name> : L —V—F ZRLET,
{client-ip> : SSH, Telnet & v a3 DI IF7A T D IPT RLAZRLET,
<client-mac> : SSH, Telnet E>v > a D/ 74T DO MC T RLAZRLET, 7
A7 EBBIR Y b T —27 OYATX 00-00-00-00-00-00 & FR S LET,
<server—ip> : TFTP/FTP #— _R—D IP 7 KL A& /R L £,
{filename> : 2 ¥ — 7 7 A VL4 Z R LET,

Version 1.01.01

R AN

7 Feon

INFO(6) Firmware upgraded by console successfully (Username: example, Server IP: 10.1.2.3
AEOS-NPXXXX_RXXXXX. had)

INFO(6) Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

INFO(6) Firmware upgraded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

INFO(6) Unit 1, Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: AEOS—-NPXXXX_RXXXXX. had)

File Name:

8.2 J7—LIOTTDTFTYITJL—FRK

Log W JERH o 7 HEE
Firmware upgraded by <session> unsuccessfully (Username: <user—name>, IP:
<{client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name: <filename>)
B <X 7Rk
Unit <unit-id>, Firmware upgraded by <session> unsuccessfully (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip»>, File
Name: <filename>)

Trap L

HEE Warning (4)

i B T7 =AU =T DT T — KRR LT 2R L ET,

30/118




8 Configuration / Firmware

Parameter | <unit-id> : Ry 7 A ID AR LET, A¥ v 7 KEMARFIIRRINETA,
{sessiony : ¥ 3 fER] (console, SSH, Telnet) Z/RL FET,

{user—name> : L —HF—HERLET,

{client—ip> : SSH, Telnet B>y a DI IF7A T " DIPT RV A%ZRLET,

<client-mac> : SSH, Telnet ®w > a>D7 I AT b®DMC T RLAZRLET, 7
FAT v EBBIR Yy N U — 7 O¥ETE 00-00-00-00-00-00 & FoR I ET,

{server—ip> : TFTP/FTP #— "—D [P 7 FL A& LE 7,
{filename> : I ¥ — 7 7 A M &R LET,

Version 1.01.01

it FEELZIP 7 RUANE LW, BEAREZIREDHER L T 72 &0,
FBELE 77 ANVEADELONDHERL T EEW,
WELE T 7ANVNIERR T 7 A NVDHER L TLZE 0,

B 7 Fpl

WARN (4) Firmware upgraded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name:
AEOS-NPXXXX_RXXXXX. had)

WARN (4) Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

WARN (4) Firmware upgraded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: AEOS—NPXXXX_RXXXXX. had)

WARN(4) Unit 1, Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: AEOS—-NPXXXX_RXXXXX. had)

8.3 J7—LxT7DT7 v 7A—FEL

Log W IR ¥y 7 AkE
Firmware uploaded by <session> successfully (Username: <user—name>, IP:
<{client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name: <filename>)

| IS IR 159
Unit <unit-id>, Firmware uploaded by <session> successfully (Username: <user—
name>, IP: <client—-ip>, MAC: <client-mac>, Server IP: <server—-ip»>, File Name:

{filename>)
Trap L
HEE Informational (6)
B Ty =L TNEFICT vy — Rl EERLET,

Parameter | <unit-id> : Ry 7 A ID AR LET, AZ v 7 KEMARFIIRRINEEA,
{session> : v = VR (console, SSH, Telnet) Z/~xL E7,

{user—name> : L —H —HZEZRLFET,

<client=ip> : SSH, Telnet Ev > a> D7 F7A T "D IPT KL AZRLET,

<client-mac> : SSH, Telnet Bw > ar D7 I AT h®dDMC T RLVAZRLET, 7
FAT v EBBIR Yy B U — 7 OE1E 00-00-00-00-00-00 & FoR SN ET,

{server—ip> : TFTP/FTP #—_"—D IP 7 KL 2 &R L ¥ 7,
{filename> : a B —HL£T7 v A NLELZRLET,

Version 1.01.01
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B

= 7 3Pl

INFO(6) Firmware uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name:
test-firmware. had)

INFO(6) Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53—
66, Server IP: 10.1.2.3, File Name: test—firmware.had)

INFO (6) Firmware uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—-00—
53-66, Server IP: 10.1.2.3, File Name: test—firmware. had)

INFO(6) Unit 1, Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—firmware.had)

8.4 J7—LzT7D7yv7O—F&K

Log W JERH o iEE
Firmware uploaded by <session> unsuccessfully (Username: <user—name>, IP:
<{client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name: <filename))

B X 7Rk

Unit <unit-id>, Firmware uploaded by <session> unsuccessfully (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip>, File
Name: <filename>)

Trap L
HEE Warning (4)
A Tr =AU T DT v T a— R KRR L2 EERLET,

Parameter | <unit-id> : "y 7 A ID B/ R LET, A v 7 RKEHFIIFRRINEE A,
{session> : & a VR (console, SSH, Telnet) Z/RLET,

{user—name> : L —H—HERLET,

{client=ip> : SSH, Telnet v+ a O/ 747 NDIPT KL AZRLET,

{client-mac> : SSH, Telnet Ewv I a DI TA T FDMC T RLAZRLET, 7
FA T IRy b U— 27 DA 00-00-00-00-00-00 & FoRENET,

{server—ip> : TFTP/ETP H—"—D [P 7 RL 2 &< L F1,
{filename) : I ¥ —SLT7 7 A N4 R LET,

Version 1.01.01

Xt FEELTZIP 7 RLUADIE LW, (5 rTREZREENHERR L T 72 &0,
2 7 o)

WARN (4) Firmware uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name:
test—firmware. had)

WARN (4) Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test—-firmware. had)

WARN (4) Firmware uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test—firmware. had)

WARN(4) Unit 1, Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—firmware.had)

8.5 BEIFHRO AV 0— FEZh

Log B JER¥ 7 A
Configuration downloaded by <session> successfully (Username: <user—name>, IP:
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{client-ip>, MAC: <client—mac>, Server IP: <{server—ip>, File Name: <filename))
| WS IR 159

Unit <unit-id>, Configuration downloaded by <session> successfully (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip>, File
Name: <filename>)

Trap L

HEE Informational (6)

A FERRIEERNIERICA YV — REahizZ &t &R LET,

Parameter | <unit-id> : "y 7 XA ID Z R LET, A v 7 REAFIRRINET A,
{session> : & g fl%] (console, SSH, Telnet) Z/RL FE7,
(user—name> : T —W—ZE R LET,
<client=ip> : SSH, Telnet v a D7 IA4A T hDIPT RLAZRLET,
{client-mac> : SSH, Telnet v a > D7 I AT D MC T RLAZRLET, 7
FTAT 2 IBBIFR Yy BT —27 DA 00-00-00-00-00-00 & Fom S E T,
<server—ip> : TFTP/FTP #— _"—D IP 7 KL 2 & Rx L £7°,
{filename> : 2 ¥’ —n 7 7 A V&4 Z R LET,

Version 1.01.01

IS R

=R N

INFO (6) Configuration downloaded by console successfully (Username: example, Server IP: 10.1.2.3,
Name: test—config. cfg)

INFO(6) Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—
00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

INFO(6) Configuration downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

INFO(6) Unit 1, Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

File

8.6 MARIMD STV 00— FERK

Log [ WP /e i
Configuration downloaded by <session> unsuccessfully (Username: <user—name>
IP: <client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name:
<{filename>)
B <X 7Rk
Unit <unit—-id>, Configuration downloaded by <session> unsuccessfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—-ip>, File Name: <filename>)

Trap L

EHER Warning (4)

B MERRTERO X 7 oa— RN R L7 Z 2R LET,

Parameter | <unit-id>: Rv 7 XA IDEZRLET, A¥ v 7 REMARFTIRRINETA,

{session> : & g flK] (console, SSH, Telnet) Z/RL F 7,
{user—name> : L—H—HEZRLET,
{client=ip> : SSH, Telnet kv a DI IA T DIPT RLAZRLET,
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{client-mac> : SSH, Telnet B> a o DI IFA T DO MC T RLVAZRLET, 7
FAT v RPN U — 7 O¥ETE 00-00-00-00-00-00 & FoR SN ET,

<{server—ip> : TFTP/FTP ¥ — _"—D IP 7 KL A %Z R L £,
{filename> : A =7 7 A V& EZ R~ LET,

Version 1.01.01

PSINY FEELTZIP 7 RUADIE LW, 85 e 7 REEDHERR L T 72 &0,
BELEZ7ANLNDELWDHER LTI EE N,
FBELEZ 7 ANDIEFR T 7 A NDPHER LTI,

=87 AN

WARN (4) Configuration downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File
Name: test—config. cfg)

WARN (4) Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

WARN (4) Configuration downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—
00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

WARN(4) Unit 1, Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

8.7 BRIFHDT v ITO— FETh

Log W IR ¥y 7 AkE
Configuration uploaded by <session> successfully (Username: <user—name>, IP:
<client—ip>, MAC: <client—mac>, Server IP: <{server—ip>, File Name: <filename)>)

| SR 9

Unit <unit-id>, Configuration uploaded by <session> successfully (Username:
{user—name>, IP: <{client—ip>, MAC: <client-mac>, Server IP: {server—ip>, File
Name: <filename>)

Trap L
HEE Informational (6)
FLEA RN IEFICT vy e —RanizZ a2 nrLET,

Parameter | <unit-id>: Ry 7 XA IDZRLET, A¥ v 7 REMARHIRFSNEEA,
{session> : v = U (console, SSH, Telnet) Z/~mLE7,
{user—name> : L —H —HZEZRLFET,

<client=ip> : SSH, TelnetEv > a > D/ I7A T "D IPT KL AZRLET,

{client-mac> : SSH, Telnet Bwv T a DI 74T RO MC T RLAEZRLET, 7
FTAT BRI Y N T =7 OFETE 00-00-00-00-00-00 & ForSET,

<{server—ip> : TFTP/FTP H—_"—D IP 7 RL 2 Z R~ L £,
{filename> : a B —LT7 v A N ERLET,

Version 1.01.01

P T
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=87 AN

INFO(6) Configuration uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File
Name: test—config. cfg)

INFO (6) Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—
00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

INFO (6) Configuration uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

INFO(6) Unit 1, Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00—
00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

8.8 WHEIEHMD T v 00— FEK

Log W OERY o 7R
Configuration uploaded by <session> unsuccessfully (Username: <user—name>, IP:
<client—ip>, MAC: <client—mac>, Server IP: <{server—ip>, File Name: <filename)>)

| W R 154

Unit <unit—id>, Configuration uploaded by <session> unsuccessfully (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip>, File
Name: <filename>)

Trap L
HER Warning (4)
A SR oOT7T v 7 e — RFRRRELZZ E 2R LET,

Parameter | <unit-id> : Ry 7 X IDZ/RLE T, AZ v 7 REMARHIFR RSN EE A,
(session> : £ a VAR (console, SSH, Telnet) %7"LET,
{user—name> : L —HF—HERLET,

{client=ip> : SSH, Telnet v a O/ 747 FNDIPT KL RAZRLET,

{client-mac> : SSH, Telnet B a DI IFA4A T DO MC T KLAZRLET, 7
FTAT Y IBBIF Y N U —7 OETE 00-00-00-00-00-00 & FoRSNET,

{server—ip> : TFTP/ETP H—"—D [P 7 RL 2 &< L F1,
{filename> : 2 V=47 7 A VL4 Z R LET,

Version 1.01.01

X FRE LT IP 7 RLUADBIE LW @85 TR R HERR L TS 7280,
1 7 B

WARN (4) Configuration uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File
Name: test—config. cfg)

WARN (4) Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—
00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

WARN (4) Configuration uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

WARN (4) Unit 1, Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

8.9 a7 v IOo— KR

Log B JERZ v AEE
Log message uploaded by <session> successfully. (Username: <user—name>, IP:
<client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name: <filename)>)

| I AR 15
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Unit <unit-id>, Log message uploaded by <session> successfully. (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <{server—ip>, File
Name: <filename>)

Trap L

HEE Informational (6)

i O RAye—URNERICT vy Zu— REnEZ 2R LET,

Parameter | <unit-id> : Rv 7 A ID Z/RLFT, AHX v 7 REHARFIIRRINEE A,
{sessiony : T 3 FER] (console, SSH, Telnet) Z/RL FET,
{user—name) : L —W—ZE R LET,
{client=ip> : SSH, Telnet v a L DI IA T DOIPT FLAZRLET,
{client-mac> : SSH, Telnet Twv I a DV F AT hDMC T RLAZRLET, 7
FAT v RBRIR Y N T —27 DA 00-00-00-00-00-00 & FoRr SNET,
<server—ip> : TFTP/FTP #—X—D I[P 7 RL 2 &R L £,
{filename> : 2 ¥ —4ET7 7 A N4 Z R LE T,

Version 1.01.01

Xt RN

=87 AN

INFO (6) Log message uploaded by console successfully.
Name: test—log. txt)

INFO (6) Log message uploaded by SSH successfully
53-66, Server IP: 10.1.2.3, File Name: test-log. txt)

INFO(6) Log message uploaded by telnet successfully
00-53-66, Server IP: 10.1.2.3, File Name: test—log. txt)

INFO(6) Unit 1, Log message uploaded by SSH successfully
00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test-log. txt)

(Username: example, Server IP: 10.1.2.3, File
(Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
(Username: example, IP: 192.0.2.100, MAC: 00—-00-5E-

(Username: example, IP: 192.0.2.100, MAC: 00-

8.10 A/ D7 v 7A— F&K

Log B IRy JAEE
Log message uploaded by <session> unsuccessfully. (Username: <user—name>, IP:
<client—ip>, MAC: <client—mac>, Server IP: <{server—ip>, File Name: <filename)>)
| W /R 4
Unit <unit-id>, Log message uploaded by <session> unsuccessfully. (Username:
{user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP: {server—ip>, File
Name: <filename>)

Trap L

EHER Warning (4)

B B AyE—YOT v T a— KBRRRLIEZ 2R LET,

Parameter | <unit-id>: RNy 7 X ID Z/RLET, A¥ v 7 REMFHIF RS E A,

{sessiony : v 3 UFER] (console, SSH, Telnet) Z/RL FET,
{user—name) : L —WF—ZEZRLET,
{client-ip> : SSH, Telnet & a2 DI IF7A T D IPT RLAZRLET,

{client-mac> : SSH, Telnet B> a v DI IFA T DO MC T RLVAZRLET, 7
FAT v EBBIFR Yy N U —7 OE1E 00-00-00-00-00-00 & FR SN ET,

{server—ip> : TFTP/FTP #—/S—®D IP 7 FL A& /R L £ 7,

36/118
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{filename> : A =T 7 A N ERLET,

Version 1.01.01

Xt FRELZIP 7 RLARIE LW, BEr[REZREENHER L TS0,
=/ TN ]

WARN (4) Log message uploaded by console unsuccessfully. (Username: example, Server IP: 10.1.2.3, File
Name: test—log. txt)

WARN (4) Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test—log. txt)

WARN (4) Log message uploaded by telnet unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—log. txt)

WARN(4) Unit 1, Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—log. txt)

8.11 AccessDefender BE 7 7 A ILD A > O— KRS

Log B JERX v AEE

AccessDefender Web page downloaded by <session> successfully (Username: <user—
name>, IP: <client—ip>, MAC: <client—mac>, Server IP: <{server—-ip>, File Name:
{filename>)

| W R 154

Unit <unit—id>, AccessDefender Web page downloaded by <session> successfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—ip>, File Name: <{filename))

Trap L
HEE Informational (6)
B8 AccessDefender BEFETIHEH T A HTML 77 AV - Bt 7 7 A VDX 7 a— RIZEKIH L

e lERLET,

Parameter | <unit-id> : "y 7 A ID B/ R LET, A v 7 KEHFIIFRRINEE A,
{session> : & a FlHHl (console, SSH, Telnet) Z/RLET,

<user-name> : L—HW—H AR L ET,

<client-ip> : SSH, Telnet By a> D7 IA T hDIP T RLAZRFLET,

{client-mac> : SSH, Telnet B a DIV FA4A T b MC T RLAZRLET, 7
FTAT Y IBBIF Y N U —7 OETE 00-00-00-00-00-00 & FoRSNET,

<server—ip> : TFTP $—_X—D IP 7 FL A ZRLET,
{filename> : a B — 7 7 A V&L ERLET,

Version 1.02.01

P T

B 7 3Pl

INFO (6) AccessDefender Web page downloaded by console successfully (Username: example, Server IP:
10.1.2.3, File Name: test.html)

INFO (6) AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00—-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) AccessDefender Web page downloaded by telnet successfully (Username: example, IP: 192.0.2.100,
MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) Unit 1, AccessDefender Web page downloaded by SSH successfully (Username: example, IP:
192. 0. 2. 100, MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)
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8.12 274 )ILDAHO0— K&

Log W OERY 7R
Downloaded by <session> unsuccessfully (Username: <user-name>, IP: <client-
ip>, MAC: <client-mac>, Server IP: <server—ip>, File Name: <filename))
W <X 7R
Unit <unit-id>, Downloaded by <session> unsuccessfully (Username: <user—name>
IP: <client—ip>, MAC: <client—mac>, Server IP: <server—ip>, File Name:
<{filename>)

Trap L

HEE Warning (4)

B KIDEATDT 7 ANDE 7 ra— RRRRLIZZ & 2R LET,

Parameter | <unit-id> : "y 7 XA ID /R LET, A v 7 KEHEFIZFRRINEE A,
{session> : &> g fER] (console, SSH, Telnet) Z L FE7,
{user—name> : L—H—Z &R LET,
<client—ip> : SSH, Telnet ¥y a DI IA T FDIPT KL AZRLET,
{client-mac> : SSH, Telnet Ewv T a o DI ITA T FDMC T RLAZRLET, 7
FA T IRRIFR Y N U —27 OEEIE 00-00-00-00-00-00 & FoRENET,
<server—ip»> : TFTP/FTP #—/ "—D IP 7 KL A&k L 77,
{filenamed : 2 ¥ — 7 7 A V4 Z R LET,

Version 1.01.01

PN FBELIEIP T RUADRIELWD, 85 TR/ REED R L T 7E &0,
FBELEZ 7 ANVADIELWIERL T EEN,
BELEZ 7 ANVNEFRT 7 A VDR L TL 7280,

1 7 Rl

file)

WARN (4) Downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-

WARN (4) Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66
Server IP: 10.1.2.3, File Name: test—file)

WARN (4) Downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66
Server IP: 10.1.2.3, File Name: test—file)

WARN(4) Unit 1, Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00—
53-66, Server IP: 10.1.2.3, File Name: test—file)

8.13 HAEROGRE

Log [ WP /e i
Configuration saved to flash by console (Username: <user—name))
Configuration saved to flash (Username: <user—name>, IP: <client-ip)>)
| W SR 9
Unit <unit-id>, Configuration saved to flash by console (Username: <user-
name))
Unit <unit-id>, Configuration saved to flash (Username: <user—name>, IP:
{client-ip>)

Trap L
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HEE Informational (6)

A RN 7 7 v 2 llhfF SN Z 2R LET,

Parameter | <unit-id> : Ry Z A IDZ/RLFET, AF v 7 REHARHIFERINEE A,
{user—name)> : L —HP—ZE R LET,
<client—ip> : SSH, Telnet B a D7 AT hDIPT FL A& RLE T,

Version 1.01.01

Xt R

=87 AN

INFO(6) Configuration saved to flash by console (Username: example)
INFO(6) Configuration saved to flash (Username: example, IP: 192.0.2.100)
INFO(6) Unit 1, Configuration saved to flash (Username: example, IP: 192.0.2.100)
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9 Console

9.1 Console A4 1 U REIh

Log Successful login through Console (Username: <user—name))

Trap 7L

HEE Informational (6)

A AMA BEREDSIERN 256D, a Y — VRO 7 A IR LI Z AR LET, AA
BERED ARG EOu 7 A VA Z1E A BEEZZR LT EE W,

Parameter | <user-name> : =—H —HERLET, B/ A VIR —F =X E AT HHLEDRN
RENH = DAL, 22— —41% “Anonymous” (2720 £9°,

Version 1.01.01

i o

1 73R

INFO(6) Successful login through Console (Username: example)

9.2 Console O 4 4 > &Bk

Log Login failed through Console (Username: <user—name>)

Trap 7L

HER Warning (4)

G AAA BRREDNEDNZRIBE D, A Y — /Ui O R 7 A ATRIRLTEZ L 2R LET, AAA
BERED ARG B D 7 A R a Z1E A BEE SR L TS EE 0,

Parameter | <user-name> : T —HW —ZE/RLET, /A VIR —F K EZANTHHLED /RN
RENY — DAL, 22— —41X “Anonymous” 1Z72 0 £7,

Version 1.01.01

I B NAT— RBRELWPHERL T EEWN,

1 7 Fo

WARN (4) Login failed through Console (Username: example)

9.3 Console A4S 7y +

Log Logout through Console (Username: <user—name>)

Trap 7L

HEF Informational (6)

B Ay RREOEyvarhobr s Ty ML EERLET,

Parameter | <user-name> : T —HW—Z A RLET, B/ A VIFIC2—F =L EZANTHHLED RN

RENRNH = DAL, 22— —41% “Anonymous” 2720 £97,

Version 1.01.01

X hia ANEL
7 o

INFO (6) Logout through Console (Username: example)

9.4 Console tya>BALA LTI

Log Console session timed out (Username: <user—name>)
Trap L
EHEE Informational (6)
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A ay = RKEOE v a VBN EA LT RN LI ERLET,

Parameter | <user-name> : T — W —4Z/RLET, BT A V2 —F - EATNTIHHLEDRN
RIENE — 2 O AIE, — P —41% “Anonymous” 1272V £T,

Version 1.01.01

P ANEL

EE-N

INFO(6) Console session timed out (Username: example)

41/118
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10 Counter

101 TR—I AV FR—FDIS—HD 05 —RA

Log Detected <counter> <error—counter—name> on mgmtO

Trap 7L

HEE Notification (5)

B YRV ALY MR—=MIBWC, 27— E—DA T MERALIEZ EERLE
D

Parameter | <counter> : U v h & R L F9,

{error—counter—name> : =7 —h 7 X —DHEiE~LET,
¢ rxFCSErrorPkts
¢ rxAlignmentErrorPkts
e rxCodeErrorPkts
e rxUndersizedPkts
e rxOversizedPkts
¢ rxFragmentPkts
¢ rxJabbers
¢ rxDropPkts
e txExcessiveDeferralPkts
¢ txFCSErrorPkts
e txLateCollisionPkts
e txExcessiveCollisionPkts
¢ txDropPkts

Version 1.01.01

*Hhe T NOFRKIC X DA L EZHBEICERT 2 5E TSR E T, A Z0NE
BICRET 25 EIE, BEESE EARMEE | [RERICHOWTHERORE, 36 L OWUE 2 iR
LTLZEN,

1 7 Fpl

NOTI (5) Detected 2 rxFCSErrorPkts on mgmt0
NOTI (5) Detected 1 rxAlignmentErrorPkts on mgmtO
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11 DHCPv4 Relay

11.1 /7y MEERK

Log Cannot send packet

Trap 7L

HEE Error (3)

A DHCPv4 U L =737 » b &ZIX[ETE RN L 2R LET,

Parameter | 72 L

Version 1.03.01

X HEORE, ELITEFUCEEREAEL T DA RERH Y F3 0T, LN L T

<&,
o MEE O TINEE
o [BIFR, BXOEEA— bR A K

1 7 R

ERRO(3) Cannot send packet
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12 DHCPv4 Server

12 DHCPv4 Server

12.1 DHCP Hr—/\—jtEl

Log DHCP server

Trap L

HEE Informational (6)

B DHCPv4 #r— —NHRMb STz Z L 2R LE T,
Parameter | 72 L

Version 1.01.01

PN RNEL

o 7 Fn

INFO(6) DHCP server

12.2 DHCP DISCOVER /87w F24E (FBARY bT—H T AV })

Log DHCPDISCOVER from <mac-address> via <vlan-name | giaddr>:unknown network
segment
Trap L
HEE Informational (6)
Bz DHCP H— X—fHEF 721% DHCP V L —HEEICRB W T, ARy U —27 B 7 X b D
@ DHCP DISCOVER /N7 haZfG LIz Z &t &R LE T,
Parameter | <mac—address> : DHCP 7 A4 7> hDMAC 7 RL A& R L FE T,
<{vlan—name> : DHCP DISCOVER /X%~ b &Z{5 L7= VLAN & Z~n L ¥,
{giaddr> : &7 v P bRBLFEYVL—o2— 2 NPT RLAERLET,
Version 1.01.01
5t DHCP H— " —HEEE E 721 DHCP U L —HEREICBAT DR ENA AR L T 12 &0,
=R N

INFO (6) DHCPDISCOVER from 00-00-5E-00-53-01 via VLAN0020:unknown network segment
INFO (6) DHCPDISCOVER from 00-00-5E-00-53-01 via 172.16.100. 100:unknown network segment

12.3 EEXTY TRy FHTH

Log Packet from unknown subnet: <ip—address>
Trap L

HEE Informational (6)

B Ny ORE I EBNTERNWZ E AR LET,
Parameter | <ip—address> : RHID IP 7 FL AZRLET,
Version 1.01.01

05 RE

EE-N

INFO(6) Packet from unknown subnet: 192.168.1.100

12.4 DHCP REQUEST sS4 v 3248

(ERZAFFAA)

Log

({server—ip>) from <mac—address> (<host—name>) via
{client—ip> unavailable

DHCPREQUEST for <client—ip>
<vlan—name | giaddr>: lease
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Trap 2L
HEE Informational (6)
24 BH DHCPv4 H— R —|ZBWTEID ¥ THND IPT RLARRWNI EE2RLET,
Parameter | <client—ip> : DHCP 7 A4 7 v "MER L= IP T KL A&/~ LFE T,
{server—ip> : DHCPv4 H— _R—®D IP 7 RL A& R L £7,
<mac—address> : DHCP 7 F A4 7 FDMAC 7 KL ZAZ R L £,
<host—name> : DHCP 7 A4 7 > " DR A ML ERLET,
{vlan—name> : DHCPv4 H— _R—3 Gt EN7- VLAN AL 2R L E77,
(giaddr> : X7 "B ERELEZY) L —o2— 2 FIPT FLAZRLET,
Version 1.01.01
Xt RE
7 7 o)

INFO(6) DHCPREQUEST for 192.0.2.1 (192.168.20.254) from 00-00-5E-11-11-11 (C13772) via VLAN0020:

lease

192. 0. 2.1 unavailable

12.5 N7y FEERK

Log Cannot send packet
Trap 7L
BEEE Error (3)
A DHCPv4 H— =73y 2 METE RN L AR LET,
Parameter | 73 L
Version 1.01. 01
*Fhis FEEORE, ETIEERICEENBEL TWDLAEERH Y T O T, ITEMEL T
R=YAN
o JLE OREIRE
o [EIRR, 36 KON — b oo B A
= 7 FKor A

ERRO(3) Cannot send packet
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13 DHCPv6 Client

13 DHCPv6 Client

13.1 DHCPV6 ¥ 54 7 > b DERh. /X

Log DHCPv6 client on interface <ipif-name> changed state to enabled
DHCPv6 client on interface <ipif-name> changed state to disabled

Trap 7L

HEE Informational (6)

B! %52 VLAN A > H —7 = —AZEW T, ipv6 address dhep =2~ KT DHCPv6 7 7 A 7
Y IEDBAER, EIFENIRESN R LET,

Parameter | <ipif-name> : DHCPv6 7 T A 7 A L Z—7 = — ADA4HiZ R LET,

Version 1.01.01

I N

1 7 3

INFO (6) DHCPv6 client on interface vlanlO changed state to enabled

INFO (6) DHCPv6 client on interface vlanlO changed state to disabled

13.2 IPv6 7 FLRADEF

Log DHCPv6 client obtains an IPv6 address <ipv6—address> on interface <ipif—name>

Trap L

B Informational (6)

B DHCPv6 27 Z A 7 > &, DHCPv6 H— S— 0 IPv6 7 RV AZHIG L7 Z & 2R L E
¥

Parameter | <ipv6-address> : DHCPv6 — N—/nOLE4G L72 IPv6 7 KL A &R L E 7,
<ipif-name> : DHCPV6 27 T A 7V hA L ¥ —T = — ZADAHiI &R LET,

Version 1.01.01

X N

= 7 FKoR A

INFO(6) DHCPv6 client obtains an ipv6 address 2001:db8:10::2 on interface vlanl0

13.3 IPv6 7 F L A D E #HkAha

Log The IPv6 address <ipv6—address> on interface {ipif—-name> starts renewing

Trap L

HEE Informational (6)

B DHCPV6 Hr— S—NBHfF L2 IPv6 7 R L ADEF ZHtE L= 2 L 2R LET,

Parameter | <ipv6-address> : DHCPv6 % —/X—/nHHUF L72 IPv6 7 L A Z /R LET,
{ipif-name> : DHCPv6 7 T A 7 bA v X —T = — ADERFi R~ LET,

Version 1.01.01

It ANEL

o 7 3o

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanlO starts renewing

13.4 IPv6 7 F L ADEFTRLL

‘ Log

‘ The IPv6 address <ipv6-address> on interface <{ipif-name> renews success
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13 DHCPv6 Client

Trap L
HEE Informational (6)
A DHCPv6 Hr— S—HEG L7z IPv6 7 KL A X, IEFICHEF SN EE2RLET,
Parameter | <ipv6-address> : DHCPv6 H— N—/nDHfG L72 IPv6 7 KL A Z /R LE T,
{ipif-name> : DHCPv6 7 T A 7 > bA v X —T = —ADZFi R~ LET,

Version 1.01.01
PN RE
2 7 R

INFO (6) The IPv6 address 2001:db8:10::2 on interface vlanlO renews success

13.5 IPV6 7 FLRD VN VT4 V7 BtR

Log The IPv6 address <ipv6—address> on interface <ipif-name> starts rebinding

Trap L

HEE Informational (6)

A DHCPv6 H— R—nBHG L7 IPv6 7 RLAD Y NA U F 4 TR LI Z & 2R L
ESC AN

Parameter | <ipv6-address> : DHCPv6 % —/N—/nHHUAGF L72 IPv6 7 L A &R LE T,
{ipif-name> : DHCPv6 7/ A4 T > b A H—T = —ADZHiZ R~ LET,

Version 1.01.01

*Fhis S

v 7 Fo

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanlO starts rebinding

13.6 IPV6 7 FLRD YN VT 4 VT BRI

Log The IPv6 address <ipv6-address> on interface <{ipif—-name> rebinds success

Trap L

HEE Informational (6)

A DHCPv6 H— "= BHfF L7z TPv6 7 KL AL, EFHICI A T 4 v 78Nzl b %
~LET,

Parameter | <ipv6-address> : DHCPv6 — N—/nOLE4G L72 IPv6 7 KL R &R L E 9,
{ipif-name> : DHCPv6 7 A 7> hA VX —T = —ADLRIZ R~ LET,

Version 1.01.01

IS N

1 7 FoR

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanlO rebinds success

13.7 IPv6 7 F L A DFERK

Log The IPv6 address <ipv6—address> on interface <{ipif-name> was deleted
Trap 7L

HEE Informational (6)

A DHCPv6 H—/S—23 B G L7z IPv6 7 RLUARHIBR SN/ Z L &2R LET,
Parameter | <ipv6-address> : DHCPv6 #—/X—n B L7z IPv6 7 L A &R LET,
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13 DHCPv6 Client

{ipif-name> : DHCPV6 7 7 A 7> hA v X —T7 = —ADLHIZRLET,

Version 1.01.01
Xt AN
o 7 R

INFO (6) The IPv6 address 2001:db8:10::2 on interface vlanlO was deleted

13.8 DHCPV6-PD & 54 7 > b DAL &M

Log DHCPv6 client PD on interface <intf-name> changed state to enabled
DHCPv6 client PD on interface <intf-name> changed state to disabled

Trap 7L

HEE Informational (6)

A RG: VLAN A X —7 = —A|ZHBN T, ipv6 dhep client pd ==~ KT DHCPv6-PD 2
TAT M BAER, EITEDCRES NI L 2R LET,

Parameter | <intf-name> : DHCPV6 7 7 A 7 R PD A V¥ —7 = — AD L& R LET,

Version 1.01.01

5 TE

1 7 For

INFO(6) DHCPv6 client PD on interface vlanlO changed state to enabled
INFO (6) DHCPv6 client PD on interface vlanlO changed state to disabled

13.9 IPv6 TL 7 1 v Y ROEF

Log DHCPv6 client PD obtains an IPv6 prefix <ipv6-prefix> on interface <intf-name>

Trap 7L

HEE Informational (6)

B DHCPV6 27 Z A 7 v b PD &, ZRf—% —inb IPv6 TV 7 4 v 7 AZEfF LI & &
RLET,

Parameter | <ipv6—prefix> : ZFENL—FX —NEHE L2 ipv6 V7 4 v 7 A& - LET,
<{intf-name> : DHCPv6 7 74 7 hPD A ' H—7 = —ADLRiZ R~ LET,

Version 1.01.01

X N

= 7 Fo

INFO (6) DHCPv6 client PD obtains an ipv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO

13.10 IPv6 7L 7 14 w9 ROEF B

Log The IPv6 prefix <ipv6—prefix> on interface <intf-name> starts renewing

Trap L

HEE Informational (6)

B L/ — S — Ol LIZ IPV6 7V 7 ¢ v 7 ADF 2 L7 Z L 2R LET,

Parameter | <ipv6-prefix> : ZG#E/N—F —NOHIG LI IPv6 7L 7 v 7 A& R LET,
{intf-name> : DHCPv6 7 74 7 hPD A ' X —7 = —ADLHiZ R LET,

Version 1.01. 01

*Fhis ES
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13 DHCPv6 Client

=87 AN

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlQ starts renewing

13.11 IPv6 TL T 1 v ROEH KT

Log The IPv6 prefix <ipv6—prefix> on interface <intf—name> renews success

Trap L

HEE Informational (6)

A T/ — =BG LI IPv6 7'V 7 ¢ v 7 ANIEFICEHF SN Z L 2R LET,

Parameter | <ipv6-—prefix> : ZiEN—F —oH&E L7 IPv6 'L 7 4 v 7 R &RLET,
<intf-name> : DHCPv6 7 7 A 7> R PD A > X —7 = — ADLHIZ R LE T,

Version 1.01.01

*Fhts S

1 7 FoR

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO renews success

13.12 IPv6 L7 4 v I RD ) INL T 4 > JBiba

Log The IPv6 prefix <ipv6—prefix> on interface <intf-name> starts rebinding

Trap L

HEE Informational (6)

B ZHN—F—DDOMG LT IPv6 SV T 4 v 7 ADINAL T 4 o TR LI & %
RLET,

Parameter | <ipv6—prefix> : Zig/L—F —IOHIG LI IPV6 7V 7 4 v 7 AR LET,
<intf-name> : DHCPv6 7 7 A 7> hPD A > X —7 = — ADLHEIZ R LET,

Version 1.01. 01

*Fhes ANEL

BN

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO starts rebinding

13.13 IPVv6 L4 v O RD) XL VT 1 VT HY

Log The IPv6 prefix <ipv6—prefix> on interface <intf-name> rebinds success

Trap 7L

HEE Informational (6)

A TN — L —=POfF LI IPv6 L7 (v 7 RAZIEFICI AN T4 7 Ll e %
RLET,

Parameter | <ipv6-prefix> : Zi/NL—F —HLHUG L= IPv6 'L 7 4 v 7 A&RLET,
<intf-name> : DHCPv6 7 T4 7 N PD A ¥ —7 = — ADA R AT LET,

Version 1.01.01

RN S

7 7 3R

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO rebinds success

13.14 IPv6 L 7 1 v ADEIK

‘Log

‘The IPv6 prefix <ipv6—prefix> on interface <{intf-name> was deleted
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13 DHCPv6 Client

Trap L
HEE Informational (6)
A TN —H =D DEAF L2 IPv6 7' L7 ¢ v 7 APHIBRS NI L 2R LET,

Parameter | <ipv6-prefix> : ZiNL— X —HLHUGL7Z IPv6 'L 7 4 v 7 A&RLET,
{intf-name> : DHCPv6 7 7 A4 7> h PD A v X —7 = —ADL i~ LET,

Version 1.01.01

Xt R

=87 AN

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO was deleted
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14 DHCPv6 Server

14 DHCPv6 Server

14.1 DHCPv6 H—/S\—TF—JL® IPv6 7 FL X D LR

Log The address of the DHCPv6 Server pool <pool-name> is used up

Trap 7L

HEE Informational (6)

WA DHCPV6 H— =T — L DT FL A& »72 2 L 2R L E9,

Parameter | <pool-name> : DHCPv6 H—/N\—7— L DA HIZ R L ET,

Version 1.01.01

Fapne DHCPv6 B — =T — LB W THIY Y THRERT FLABOREZ AEL T ZS
AN

1 7 For

INFO(6) The address of the DHCPv6 Server pool v10-pool is used up

14.2 YK THARE IPV6 7 FLADERR

Log The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to
448

Trap L

HEE Informational (6)

A BN M TH I IPv6 7 RL RN, 448 1T o= 2R LET,

Parameter | 72 L

Version 1.01.01

pIpne DHCPv6 77 F A 7 > b8 BER (448) ZiEZ 72 LK 92 LTI IZE W,

v 7 Fo

INFO(6) The number of allocated ipv6 addresses of the DHCPv6 Server pool is equal to 448

14. 3 DHCPv6 H—/\—jiZE)

Log DHCPv6 server

Trap L

HEE Informational (6)

L] DHCPv6 H—_—3fFGafbsin/icZ L 2R LET,
Parameter | 73 L

Version 1.01.01

PP B

EE-N

INFO(6) DHCPv6 server

14.4 EETY TRy FHTH

Log No subnet found for link—addr: <ipv6—address>

Trap L

EHEE Informational (6)

A DHCPv6 H—/S—{Z3U T, DHCPVG U L—/3% h&ZAG LIzAs, Wk v kU —2

DY 7%y MEBAEEL RN LRSS,

51/118




14 DHCPv6 Server

Parameter | <ipv6-address> : V L —&ZN7= X7 v 0 bEIG L IPv6 Vo7 7 KL AZRLFE
7,

Version 1.01.01

st DHCP #7 % v MEFKAZ LB L T 7230,

o 7 KB

INFO(6) No subnet found for link—addr: fd00:192:168:20::100

14.5 DHCP REQUEST /8% v 348 (BRZ{THFH])

Log {dhcpvb—type> from <client—duid> via <vlan—name> not leased
status=NoAddrsAvail

Trap L

HEE Informational (6)

B DHCPv6 H— "= 2B W TED B THND IPV6 7 RLANRRNZ L 2R LET,

Parameter | <dhcpv6-type> : DHCPv6 A vt — % A4 TR L E T,
{client—duid> : DHCPv6 7 7 A 7>  h® DUID Z~ L £7°,
<vlan—name> : ZE L7727y M OEIGEL7Z VLA A 2R L FE T,

Version 1.01.01

XS Y BTHIPv6 7 RLADO#EIPHAZ FE LT 72 &0,

1 7 R

INFO(6) SOLICIT from 00:01:00:01:29:¢1:d7:73:00:00:5e:22:22:22 via VLANOO10 not leased
status=NoAddrsAvail

14.6 /37y FEERR

Log Cannot send packet6
Trap L
HEE Error (3)
Wi DHCPVE Hr— =73y F &G TE RN L 2R LET,
Parameter | 73 L
Version 1.01. 01
*Fhis FEEORE, ETIEERICEENBEL TWDLAEERH Y T O T, LTEMEL T
<TEEWY,
© EBROBERIE
o [EIER, 36 KO AN — b oD B A
1 7 FoR

ERRO(3) Cannot send packet6

14.7 DHCPv6 7O+ X EE

Log A problem was encountered with the process

Trap 2L

HEE Informational (6)

B! DHCPV6 H— _—T e ANERETHLHZ EERLET,

Parameter | 7 L

Version 1.01. 01

Sl clear ipv6 dhcp binding =<2 FEFEIT L TEIBIETLEE,
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14 DHCPv6 Server

=87 AN

INFO(6) A problem was encountered with the process
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15 ERPS

15 ERPS

15.1 ERPS EH %0

Log Signal fail detected on node (MAC: <mac—address>, instance <erps—instance>)

Trap 7L

B Warning (4)

B 15DV 7 ) — R CEFEEELRM LI 2R LET,

Parameter | <mac-address>: /— RDIT AT ALMAC T RLAZRLET,
{erps—instance> : /— RKDA L AX  AID&ERLET,

Version 1.01.01

SN ERPS FXREIC & W lfFIFXFTREZRRE T8, R v b U — 7 ks £ 23RBS REE 35
ELTZARMERH Y £3, Xy NV DEEFELZHEIBSETIZIV, BEXBREET
HIUTTHSTIARE T,

1 7 FoR

WARN (4) Signal fail detected on node (MAC: 00-40-66-A8-CC-36

instance 1)

15.2 ERPS [EEHEIA

Log Signal fail cleared on node (MAC: <mac—address>, instance <erps—instance))
Trap L
HER Warning (4)
B 12DV 7 ) — ROBHFEEPFHI NI L 2R LET,
Parameter | <mac-address> : /— KDL AT LMAC 7 KL AR LET,
{erps—instanced> : /— RNDA L AX  AID&ERLET,
Version 1.01.01
AT T
7 Fn

WARN (4) Signal fail cleared on node (MAC: 00-40-66-A8—CC-36, instance 1)

15.3 RPL A —F— D EEHRA

Log RPL owner conflict on the node (MAC: <mac—address>, instance <erps—instance>)
Trap 2L
EHER Warning (4)
B U7 RPL A—F— /) — RTHMODORPL A—F—/ — FERAM L= L 2RLET,
Parameter | <mac-address>: /— KDV AT ALMCT RL AZRLFET,
{erps—instance> : /— FNDA L AX  AIDHRLET,
Version 1.01.01
It AdEE . BLXOFE—Y v 7 NOLEE D ERPS fkEZ FLE L T 72 &0,
7 7 3

WARN (4) RPL owner conflicted on the node (MAC: 00-40-66—AC-2C-90,

instance 1)
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16 Fan

16 Fan

16.1 FAN EE R4

Log Unit <unit—-id> Back Fan <fan—-id> failed
Trap npFanFault
HEEE Critical (2)
B Ty URRFETHL LR LET,
Parameter | <unit-id> : "y Z XA ID Z/x LE T,
fan-id> : 77 ID ZRLET,
Version 1.01.01
X show unit @2~ F, BL show environment <> K CIRILZ R . show tech-
support =~ N CHEMMIEMZ TG L, LEDHIVUTEE L Z THREI 720,
1 7 FoR

CRIT(2) Unit 1 Back Fan 1 failed

16.2 FAN EE{1H

Log Unit <unit—-id> Back Fan <fan-id> back to normal
Trap npFanRecovery

HEE Informational (6)

FLEA TrUMERLEZZEERLET,

Parameter | <unit—-id> : Ry 7 A ID Z/RLF T,

fan-id> : 77> ID Z /R L £,

Version 1.01.01

R AN
o 7 Rl

INFO(6) Unit 1 Back Fan 1 back to normal
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17 774V AT A

171 27AIVVARAT L

17.1 SDAh—FDT7 I ALK

Log B IERZ v 7R
SD Card access failed
| W R 354
Unit <unit-id>, SD Card access failed

Trap 7L

HERE Error (3)

B! SDAEY —H—R~DT 7B AR L2 2R LET,

Parameter | <unit-id> : "y 7 A ID Z R LET, A v 7 REAFIRRINET A,

Version 1.03.01

* SD A& Y —H— KD LOCK B E I TWRNWT LA fEBD B, SD AE Y —H — Ra4f
LELT, 27 FZHETLTLEIN, 0B LARr IR HIT55E1L, SD A
FY—H— FERZHLTIZIN,

= 7 FKor

ERRO(3) SD Card access failed
ERRO(3) Unit 1, SD Card access failed

17.2 A—HANIT 5392 21DT7 I RAKK
Log B IRy Y JAEE
flash access failed
B R 7R
Unit <unit-id>, flash access failed
Trap L
HEE Error (3)
A T—NNT Ty an~DT 7T EAKR LT EERLET,
Parameter | <unit—id>: Ry 7 X ID 2R LET, A¥ v 7 RMEMRHIFIR SN ER A,
Version 1.03.01
*Fhia WLEDT7 T v a AT —=NBELTWLAEELRH Y £7, PAR— FSEAETE
MEE<ZEN,
1 7 FoR

ERRO(3) flash access failed
ERRO(3) Unit 1, flash access failed
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1813y K —

1BLITVHMY—

1.1 LRI F)—DiNy S afER

Log L3 host <ip—address> could not be added to the cache table

Trap 7L

HEE Warning (4)

LB LB M) =Py v afffZ@ Ty M) =B TERNWI AR LET,

Parameter | <ip—address> : L3 = b U —MNy v afff28Co MY —BEHKTEX2WIP 7 L A%
R~LET,

Version 1.03.01

e o

1 7 For

WARN (4) L3 host 192.0.2.100 could not be added to the cache table
WARN (4) L3 host 2001:db8::5 could not be added to the cache table

57/118




19 LACP

19 LACP

19.1 R—FrF¥RILOT YT

Log Link Aggregation Group <group—id> link up

Trap 1inkUp

B Warning (4)

B R—=NF X RNVITN—TNY) 7T TS Ll b amrLET,

Parameter | <group—id> : U 7 7 v LIzAR— T ¥ HZNVDITN—T 1D R LET,
Version 1.01.01

P RNEL

BN

WARN (4) Link Aggregation Group 5 link up

19.2 R—FF¥RILDFTI Y

Log Link Aggregation Group <group—id> link down

Trap 1inkDown

HEE Error (3)

A R—=FFXRNTN—TN) 7B LI aRUET,

Parameter | <group—id>: U7 X 7 LIzAR—FF ¥RV DI7NV—T7 1D R LET,

Version 1.01.01

POy BRIV 7 20 THIERNRIIAE T,
LACP D DOWTHLINDR— k738 Up THIUTBEFRETT N, vy hU—7&%. £
IFMEERICEENRE LIRS0 £9, *y NV =7 DEELZEBIETIES
Y,

= 7 FKoR A

ERRO(3) Link Aggregation Group 5 link down

19.3 AV NR—R—FDOFRRE

Log {ifname> attach to Link Aggregation Group <group—id>

Trap 2L

HEE Notification (5)

2hBH AUNR—=R— EBR—=FF ¥ XNV ITN—TICHB L2 2R LET,

Parameter | <ifname> : "— FF ¥ FNVICAHTBTAR— DA L X —T = — AL 5 LET,
{group—id> : I"— FDFTBLER— b TF ¥ X LD T N—7 1D ZRr LET,

Version 1.01.01

P AREL

1 7 R

NOTI(5) Portl/0/1 attach to Link Aggregation Group 5

19.4 A 2 /RX—KR—  DORERR

Log {ifname> detach from Link Aggregation Group <group—id>
Trap L
HEE Error (3)
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19 LACP

B3] AUN—=R—=FNR—= T ¥ XNV T N—TNLHER L2 E 2R L ET,

Parameter | <ifname> : I"— hF ¥ FANLEEN T HHR— DA X —T =2 — AL ERLET,
{group—id> : IR— & BT HHR— F T ¥ 2L DITN—7 1D Zx LET,

Version 1.01.01

Xt BXE ) 7 X0 o THIVUIRRIFIARETT,
LACP DO WT DR — R3S Up THAUZBEEARETT 2, v MU —Tkkas, F7=
IIMEERICEENBELZREENOV T, Xy N7 DOREAZEHIFTLES
AN

2 7 R

ERRO(3) Port1/0/1 detach from Link Aggregation Group 5

19.5 [— LACP E THEEB D T/31 RE#w R H

Log LACP: LAG <group—id> detected multiple system—id on <ifname>

Trap 7L

HER Error (3)

A 7l U LACP ETHEDEEN SR SNIZZ L 2R LET,

Parameter | <group-id> : I"— FF ¥ XL D I N—T71D R L ET,
{ifname> : R— hDA L HZ—T =2 — AL %R~ LET,

Version 1.01.01

*Fhts = hF ¥ RV 7 — T group-id> T HEE S AT MIZEE A EEUTEE S > T D b
LIET AT A ID, Y AT LEREDONTNNORENRR > TWDLAREENH D %
T, R— M F ¥ RN T —T {group—i DITHERE S LTS E . d6 L UMEE D LACP &%
EEMER L T TEIN,

= 7 R

ERRO(3) LACP: LAG 5 detected multiple system—id on Port1/0/2

19.6 LACP & A4 L7 ) FREDF—I

Log LACP: LAG <group—id> detected timeout mismatch on <ifname>

Trap 7L

HEE Error (3)

B LACP # A L7 0 FREDIRY A LI2Z L 2R LET,

Parameter | <group-id> : I"— FF ¥ X/LD I N—71D R L ET,
{ifname> : R—rDA X —T =2 — AL R LET,

Version 1.01.01

PIIIN AALHE F 723 HE D LACP Z A A7 0 MERE A R L, AZEHE L 2iE T LACP ¥
ALT U FREZMATITZIV,

= 7 FKoR

ERRO(3) LACP: LAG 5 detected timeout mismatch on Port1/0/2

19.7 LACPDU 25 A L7 k

Log LACP: LAG <group—id> LACPDU receive timer expired on <ifname>
Trap L
HEE Error (3)
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19 LACP

A LACP A ~—Ni T LTI-Z L aRLET,

Parameter | <group—id> : I"— FF ¥ XV D7 N—7 1D Z/RLET,
ifname> : IR— hDA VH —T 2 =A% &R LET,

Version 1.01.01

Xt R—=TNY 72X L TWAES, UG ARETT,

=NV 77y 7LTWD5E, #i L TV OXEEOR— 2 LACP R— T
2D b LRI E N RAE LIRS Y 97, mdEEO RN — FERE,
BIMeEBZMER L TS,

=87 AN

ERRO(3) LACP: LAG 5 LACPDU receive timer expired on Port1/0/2
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20 R— KU K& b

20 R—FUEVEV B

20. 1 Secondary 7/R— kA% Active IREEIZEFR

Log Redundant <group—id>: Active interface has been changed to secondary <port-—
num>

Trap L

BT Warning (4)

A TITA4THR— IR T T4~ —beh o) =80 EbotmZ L ERLET,

Parameter | <group-id> : R— R~V XX NI N—T DT N—71D R~ LET,
<port—num> : EH L HV—R— hDKR— bEZE2RLET,

Version 1.02.01

PN FHE ) 7 F T b LIERELEER H o 2 GA TR, HSIIARETT,
R—RUF X MEREIZCE VEEIXATREIRETT N, *y NI —7HERH 5 W R
ERICEENBAE LI ARERH Y £3, Xy NV =V OEELEIHIETIEI N,

1 7 Rl

WARN (4) Redundant 1: Active interface has been changed to secondary Port1/0/2

20.2 Primary /R— A% Active IREEIZET

Log Redundant <group—id>: Active interface has been changed to primary <port—num>
Trap L
HEE Warning (4)
A TITATHR—= RN H) =T T4~ =l RoT=Z EERLET,
Parameter | <group—id> : R— MU XX NI N—T DT N—71D 2R LET,
<port-num> : 77 A v U —R—bFDR—  EFERLET,
Version 1.02.01
R AN
7 For

WARN (4) Redundant 1: Active interface has been changed to primary Port1/0/1

20.3 IRTDAN—KR—=FrDY) I FIY

Log Redundant <group—id>: All interfaces go down

Trap L

EHER Warning (4)

i B K= bV FFDAN=FR= B, XTIV 7o LIl LR LET,

Parameter | <group—id> : "R—hr UV XL H L NI N—T DI N—T 1D Zn LET,

Version 1.02. 01

*Fhis Xy MU= B D W IR I ERBE LN H Y £9, *y hTV—2 D
FEEZEHIETIEIN,

1 7 FoR

WARN (4) Redundant 1: All interfaces go down
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20 R— KU K& b

20.4 R—FYFUFEDFDBI5vda

Log Redundant: All FDB entries have been deleted by receiving FDB Flush frame

Trap 7L

B Warning (4)

A HEMNFDB 77 v a7 b—LEZFEL, MAC 7 RLAT =T AOFTXTOZL MY —

7 VT LIl R LET,

Parameter | 73 L

Version 1.02.01

Xt R

=87 AN

WARN (4) Redundant: All FDB entries have been deleted by receiving FDB Flush frame

62/118



21 LLDP

21 LLDP

21.1 LLDP-MED r7RAS—DEE

Log

LLDP-MED topology change detected on port <port—num>. (chassis id: <chassis—
type>, <chassis—id>, port id: <{port—-type>, <port—-id>, device class:
class>)

{device—

11dpXMedTopologyChangeDetected

Notification (5)

LLDP-MED bR v U—DEENBRMINT-Z L2 RLET,

Parameter

port—num> : R— FFFZRLET,

{chassis—type> : ¥ ¥ —V ID VT XA TERLET,
e chassisComponent (1)
e interfaceAlias (2)
e portComponent (3)
* macAddress (4)
* networkAddress (5)
* interfaceName (6)
e local (7)

(chassis—id>: ¥ —> 1D &ZRLET,

port—type> : "— ~ ID VT XA T H/RLET,
e interfaceAlias (1)
e portComponent (2)
* macAddress (3)
* networkAddress (4)
* interfaceName (5)
o agentCircuitld (6)
e local (7)

<port-id> : m"— K ID Z/R L ¥ 7T,
{device—class> : LLDP-MED #&& &% A 72 r L £ 797,

Version

1.01.01

R

= 7 3Pl

NOTI (5) LLDP-MED Topology change detected on port Portl/0/1.
port id: MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class III)

(chassis id: Network Address, 192.0. 2. 100,

21.2 LLDP-MED &4 1 T DX —H

Log Conflict LLDP-MED device type detected on port <port—num>, (chassis id:
{chassis—type>, <chassis—id>, port id: <port—-type>, <port-id>, device class:
{device—class>)

Trap 7L

HEE Notification (5)

A LLDP-MED $&{& &% A 7T DA —EMNI SN/ Z L 2R LET,

Parameter | <port—num> : I~"— hHF B EZ R LE T,

{chassis—type> : ¥ —> 1DV T XA FHRLET,
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21 LLDP

* chassisComponent (1)
» interfaceAlias (2)

* portComponent (3)

» macAddress (4)

* networkAddress (5)

» interfaceName (6)

e local (7)

{chassis—id> : ¥ — ID Z/-R L FE T,
port-type> : "R— ~ ID VT XA T %H/xLET,

e interfaceAlias (1)
* portComponent (2)
* macAddress (3)

* networkAddress (4)
* interfaceName (5)
o agentCircuitld (6)
* local (7)

port-id> : A"— hF ID Z/x L F7,
<device—class> : LLDP-MED 3&{& % 4 72~ L7,

Version 1.01.01
PN BiEpE2EE O LLDP 3R E A s L T 72 &0,
=87 AN

NOTI (5) Conflict LLDP-MED device type detected on port Portl/0/1. (chassis id: MAC Address, 00-40-66-AC-
31-E9, port id: Local, Portl/0/1, device class: Network Connectivity Device)

21.3 EE@D Ly LLDP-MED TLV &z FD#REN

Log Incompatible LLDP-MED TLV set detected on port <port-num>, (chassis id:
{chassis—type>, <chassis—id>, port id: <port—type>, <port—id>, device class:
{device-class>)

Trap 7L

HEE Notification (5)

A HIAPED 72N LLDP-MED TLV & b3S SN Z L 2R LE T,

Parameter | <port-num> : A" — FEEZ L E T,

{chassis—type> : ¥ —> DYV T XA T HRLET,
* chassisComponent (1)
» interfaceAlias (2)
e portComponent (3)
* macAddress (4)
* networkAddress (5)
* interfaceName (6)
e local (7)

{chassis—id> : ¥ — ID Z R LET,

port—type> : "— r ID VT XA 7 %HRLET,
» interfaceAlias (1)
* portComponent (2)
» macAddress (3)
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21 LLDP

e networkAddress (4)
e interfaceName (5)
o agentCircuitld (6)
e local (7)
<port—id> : R— ~ ID Z/-R L ¥ 7T,

{device—class> : LLDP-MED 3&{& % 4 % < LE 7,

Version 1.01.01
3t BREPZEEE O LLDP iR E X MER L T 72 &0,
a7 Feon )

192. 0. 2. 100

NOTI (5) Incompatible LLDP-MED TLV set detected on port Portl/0/1.

(chassis id: Network Address
port id: MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class III)

21.4 LLDP 884lY) >0 5y AREIZEH

Log LLDP disabled port <port—num> by error
Trap L
HER Error (3)
A L) v 7 U BRI K o TRELY V7 X U RIE~EBR LT Z LR LET,
Parameter | <port—num> : "— hHFZEZRLET,
Version 1.01.01
X WERBEOBBITEENBEL TWDARMENH Y £7°, (mEEK. SFP/SFP+AR— b, B
FOEEERREZ R L CEEREELEIBSETIEZE N,
= 7 FKoR

ERRO(3) LLDP

disabled port 1/0/3 by error

21.5 LLDP 88l Vo # K@M B ) 9 7 v TRE~EIB

Log LLDP reset port <port—num>

Trap 7L

HEE Notification (5)

Bl SRV I O RENS Y Ty TIREE~NER LT LB LET,
Parameter | <port-num> : &A"— FEEZ L FE T,

Version 1.01.01

*Fhts ANEL

1 7 F

NOTI (5) LLDP

reset port 1/0/3
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22 JL—T7FRE

22 JL— A

22.1 W—TH&HM (R—FX—XE—F)
Log {interface—-id> loop occurred
Trap npLoopDetectionPortDetected
HEEE Critical (2)
A A B—=T 2= ATN—TERHM LI EZRLET,
Parameter | <interface-id> : L —7 R INTNDHA »FX—T =—A D ZRLET,
Version 1.01.01
PO WLz v =Tz —A (F—b, B—bFr L) TRy FT—IL—TNFAEL
TWAHAREMERH Y £3, *v MU =7 NORR-CE R E 2R L, V—T7DFIN%
O BRWTZZE N,
HEIEIHXE (errdisable recovery cause loop—detection === K) DOFEIL.
¥ v hF 7 (err—disabled JRFEICAERE) SN THOOLRE LICRMARIET 5 &
A HE—T7 2 —ZAOMAEITABNICEIISIVET,
Vb F 7Y (err-disabled JRERICEN) ShicA v H =7 = — A2 FHTEHIRS
H5YA 1L, shutdown =<2 FC—EPAZE L TH 5, no shutdown 2~ RTA & —
7 = — ZADMAEERIRL T IZE W,
= 7 FKor
CRIT(2) Portl/0/2 loop occurred

22.2 JL—T#&5H (VLAN R—XE—F)
Log {interface—id> VLAN <vlan—id> loop occurred
Trap npLoopDetectionVlanDetected
HEE Critical (2)
B! A HE—T 2 —ADEEVLAN CA—F 2 L2 ¢ 2R LET,
Parameter | <interface-id> : L —7 BRI NTNDLHA VX —T =—A DR LET,
vlan=id> : —7"DRE S TWD VLAN 2o LET,
Version 1.01.01
*Fhia BEILIzA 2 —T x2—R (F— K, "= FF ¥ /) OFE VAN TRy hT—7
N—TPRELTHWHHREERH D 9, Ry MU —7 NOBLRCHERL 2 & 2R L
=T DRKZR Y FRWNT S 7EE 0,
H#EhE [H%E (errdisable recovery cause loop—detection =<2 K) DS IL. %t
G VLAN DNEZEARFREBICAE T SN T ORE LR E 5 &, EZE AR
REIXHBICEIH S E T,
EZERIREBICATE INT-55% VLAN 2 FEICHEIHIE25A81F. XHRA 4 —
7 x=— A% shutdown 2=~ RC—EZEL T/, B, no shutdown a2~ RTA U H—
7z — ADHEEMRL TS E SN, MRS U F—T =2 — R —EHET LD, D
AVHE—=T 2 —ADTXTOWEN—RIITHEERNICR D Z LITHEREL T EEN,
2 7 o)

CRIT(2) Portl/0/4 VLAN 20 loop occurred

22.3 )L—

TRMOBEEHEIR (KR— FR—XE—F)

‘ Log

‘(interface—id> recovers from Loopback Detection err—disabled state
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22 JL—T7FRE

automatically

Trap npLoopDetectionPortRecovered

B Warning (4)

A AVHE—T 2= ATRIMLTIV—7R, BEIBICEBLEZZ E 2R LET,

Parameter | <interface-id> : HEIHL/7~-A v X —7 = — R ID /R L F 7,

Version 1.01.01

X B LlcA v F—T7x2—A R—F, R=FFrxN) TRy U= —TNRAEL
TWERREMERH Y £5, Xy T —7 NOEBOE e S 2R L, V— 7 ORIKE N
o TV LG EITIY RN T2 &0,

= 7 For

WARN (4) Portl1/0/2 recovers from Loopback Detection err—disabled state automatically

22.4 L—TBRADOFHER R— FR—XE—F)
Log {interface—id> recovers from Loopback Detection err—disabled state manually
Trap npLoopDetectionPortRecovered
HEE Warning (4)
A A V=T 2= ATHRAM LI NV—TN, FHCTERALLEZEERLET,
Parameter | <interface—id> : BIHL7cA ¥ —T7 =—X D Z/RL T,
Version 1.01.01
*Fhis S
= 7 FKor

WARN (4) Port1/0/2 recovers from Loopback Detection err—-disabled state manually

22.5 JL—THRMOBEEIE (VLAN R—XE—F)
Log {interface—id> VLAN <vlan—-id> recovers from Loopback Detection err—disabled
state automatically
Trap npLoopDetectionVlanRecovered
HEE Warning (4)
A A H—T 2 —ADFFE VLAN TR LAV —720, BEIMICEIH Lz & 2R LE
7
Parameter | <interface-id> : HIHL/cA v ¥ —T7 =—A D ZRLFET,
<vlan-id> : #IHL7= VLAN Z/ R L £,
Version 1.01.01
X hia BEILizA v —T 2—A (F—F, F—FF ¥ 3)L) OFFE VLAN Ty hT—7
=T PFRELTWREERH D £9, Ry MU — 7 NOBRRCHER 7 & 2 MR L
N—TDIFK DI > TV DEGEITEY RN T E S0,
7 7 3

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err—disabled state automatically

22.6 IL—THRHMDFEEIE (VLAN R—ZXE—F)

Log {interface—id> VLAN <vlan—id> recovers from Loopback Detection err—disabled
state manually

Trap npLoopDetectionVlanRecovered

HEE Warning (4)
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22 JL—T7FRE

A A B —T 2 — ZADRFEVLAN THREI LI V—7 RN, FEICEIBLE-Z 2R LET,
Parameter | <interface-id> : BEIHL7-A > Z—7 = —A ID Z/RLF T,
<vlan—id> : fIA L7z VLAN 2R L £,
Version 1.01.01
Xt AR
v 7 Feon ]

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err—disabled state manually

22.7 L—TEHO LR (VLAN R—XE—F)
Log Loop VLAN numbers overflow
Trap L
HEE Critical (2)
B =T % [ LTe VLAN 003V — 7R En AT REZe e KL (CREE IR TR 100 i) %
T2l xR LET,
Parameter | 72 L
Version 1.01.01
PIpI Jo—T g LTz VLAN #0030 — 7R AT RE 70 iy K& 8 2 7o RBE Tk, bl br—
TEBRIMTEETAL, TOH, A—TRMma 7 NHII SN TR VLAN TH % v b
T =7 =T WRELTOD RN H Y £9, 1y MU — 7 NORRROBERL L & % fif
WL, V=T DORKDBFES TODHEITEY BRDNTL &N,
= 7 FKor A

CRIT(2) Loop

VLAN numbers overflow
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23 A€ —x= 7 —HENEIH

23 *E)—IS5—BEEIE

23.1 SHSIDAERY) —I5—BAMIZKDHR—Fvy FED UBERE

Log Detected system—abnormal (Unit <unit-id>, memory—error, action=shutdown)

Trap npSystemStatusFaultActionShutdownAll

HEE Emergency (0)

A SW-LSI D RAEY =T —RRAICL Y, BAR— DT ¥ v N U URETFINZI L%
R~LET,

Parameter | <unit—id> : A"y Z XA ID #x LET,

Version 1.01. 01

*Fh AE YV —x 7 —HEVE IR ED DA 2IE, clear memory-error 2~ R % 3T
LTSWLSIDAEY —= T —RELZEHIETIZS W,
clear memory—error 2 <> FEETLTH, T <ICAERY — T —%2RANTHLEIZ
1X, SW-LSI D AE Y —[EEO RN H Y £, EEZME THF <7230,

= 7 FKor

EMER (0) Detected system—abnormal (Unit 1, memory—error, action=shutdown)

23.2 AEY)—IT5—BEEIEIH

Log Memory error of switch LSI was recovered automatically (Unit <unit-id>)

Trap npSystemStatusMemoryErrorAutoRecovery

HEE Warning (4)

B! AEY—xT7—HEMEHKEFET SW-LSI AE U —DNY T 4 —= T —HEIEIHI N
Tl FRESWLST AEV—DECC =T —RHBETESNEZ 2R LET,

Parameter | <unit-id>: R 7 A ID Z/R L FT,

Version 1.01. 01

*Fhia ANEL

1 7 Foa

WARN (4) Memory error of switch LSI was recovered automatically (Unit 1)

23.3 SW-LSI /N\— F =z 7 T 5 —DRAI

Log Hardware error was detected on switch LSI
Trap npSystemStatusLsiHardwareErrorDetected
HERE Alert (1)
A LFDE 72 SW-LSI N—RU =7 =7 —RA S D & MHMNREE SNET,
* SW-LSI DRI AEY —fE T, AEY —=T7—OREBIOERT 723 R
10 BILA_EEIE L T, BERXIZIMI 22 o 7o 556
o SW-LST OEIHREE/R AV —= T — 3R SN 754,
Parameter | 73 L
Version 1.01.01
S SW-LST D A€V —EDO AR’ b 0 F3°, LEEAHE TR EE0,
1 7 For P

ALER (1) Hardware error was detected on switch LSI
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23 A€ —x= 7 —HENEIH

23.4 SW-LSI —Foz7T5—0DEIA

Log Hardware errors were fixed on switch LSI

Trap npSystemStatusLsiHardwareErrorFixed

HEE Notification (5)

EiLs [SW-LST DRI L AEY —fIKT, A€V —=T7—DRIMBLIOERT 7+ 3 28 10 [
LIEEMEL T, B ZRIMII -T2 KE8] T clear memory—error =~ NAFHTL,
AV —= T —HEMEIAMEREZ Y A b7 LIZGAICEmMAEE S ET,
k. TSW-LSI OEIAARGRERAEY =7 —Z B L TWDIREE] TIiX. clear
memory-error 2~ RZFEITLTH U A M T ENEHA,

Parameter | 72 L

Version 1.01.01

*Fhis S

= 7 FKor A

NOTI (5) Hardware errors were fixed on switch LSI

23.5 SW-LSI N 74 —T 5 —DEA

Log Parity error was detected on Unit <unit-id>, <memory—name>, <index>
Trap npSystemStatusLsiParityErrorDetected
HEE Warning (4)
B SW-LSI AEV —xF— (WU T 4 —xT—F72iF BCC =T —) BRI/l & %R
LET,
Parameter | <unit—-id> : Ry 7 A ID Z/RLF T,
<{memory-name> : /NU T 4 —T T =R EINTAETY) L ERLET,
dndex> : XU T 4 —Z T —PHRHINTZAET)—A T v I AR LET,
Version 1.01.01
*Fhis SW-LST DAEY —IZBNWTRY T 4 —= T —PRAELTWDHAEENRH Y 3, HE
T clear memory—error v REEITL, FRNEIHTIHINE > THERLLEE
AN
clear memory—error 2~ RTHERMVEHRLEZGAIE., TOFEME L CITHEHALE
SV, EEA] clear memory-error <2 FAJIE G HEENHHET HHEITIE, EEFH
EEAZBHWLET, BEBZRLFERLHTRTLH2LEI13, EELSHEY THEd< 72 S
AN
1 7 R

WARN (4) Parity error was detected on Unit 1, EP_INITBUF_DBEf, 0

23.6 SW-LSI N F4—T5—DEIH

Log Parity error on switch LSI was recovered

Trap npSystemStatusLsiParityErrorFixed

HERE Notification (5)

A SW-LSI AV —DNY T 4 —x 7 —=RFHTEHSNEZ LE2RLET,
Parameter | 73 L

Version 1.01. 01

*Fhis ES
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23 A€ —x= 7 —HENEIH

=87 AN

NOTI (5) Parity error on switch LSI was recovered
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24 MMRP-Plus

24 MMRP-Plus

281 YO TR—bDYOEIY

Log MMRP-Plus ring <RINGID> <interface—id> goes DOWN status

Trap npMmrpPlusPortDown

HEE Error (3)

B MMRP-Plus @Y > 77" — k728 Down JRREICIER L= Z L2 /RLE T,

Parameter | <RINGID> : MMRP-Plus ® VY > 7 ID Z#/;r L £,
dinterface—id> : MMRP-Plus ® UV ' JiR— DA v Z—T =2—A (R— b, R"—bF ¥
FIV) R LET,

Version 1.01.01

PN SHERZ2 Y 7 X7 THIUIRRTIARE T,
MMRP-Plus BEREIC X 0 @IEIXFTREZIREETT 8, X MU — 7 e d 2 W B R IK IR
EDRRELTRERH Y T, Xy NV =7 OEELZEIBSETIIEIN,

1 7 Rl

ERRO(3) MMRP-Plus ring 1 Port 1/0/1 goes DOWN status

24.2 )4 HR— rhListening IREEIZ B

Log MMRP-Plus ring <RINGID> <interface—id> goes LISTENING status

Trap npMmrpPlusPortListening

HEE Warning (4)

A MMRP-Plus D U > 77— b 78 Listening REEICER LI Z L 2R LET,

Parameter | <RINGID> : MMRP-Plus ®V > 7 1D /R L £7,
{interface-id> : MMRP-Plus ®V > 7 HR— DA F—T =—A (RK—F, "—FF ¥
V) B LET,

Version 1.01.01

*Fhis MMRP-Plus HEREDIRREEL N FEAE L& &, WERETAn 7"t hanEd, An s
~OFERRE T, i DR 7 ~OREET> TS,

v 7 R

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes LISTENING status

24.3 Listening IREED 2 A LT k

Log MMRP-Plus ring <RINGID> <interface—id> Listening Time out

Trap npMmrpPlusPortListeningTimeout

B Warning (4)

A MMRP-Plus ® VU > Z'7R— k73 Listening IRREIGEBE L, VA=V T X A ~—N0 [ I
ot Z &R LET,

Parameter | <RINGID> : MMRP-Plus ® Y 2 1D Z/R L £,
{interface-id> : MMRP-Plus @V > 7 HR— DA F—T =—A (RK—F, "—FF ¥
V) R LET,

Version 1.01. 01

R hia BEENBELZY V72 BIRIE LA 7RI INTEGEIE. BENEGFLT

WDRREMED DY 3, U T OREEZFHRL TS0,
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24 MMRP-Plus

=87 AN

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Listening Time out

24.4 1) 4 R— FHForwarding REEIZER

Log MMRP-Plus ring <RINGID> <interface—id> goes FORWARDING status

Trap npMmrpPlusPortForwarding

HEE Warning (4)

B MMRP-Plus @V > 7R — K A% Forwarding IRREIZER LI Z L 2R L ET,

Parameter | <RINGID> : MMRP-Plus ® Y > 7" ID Zr L £7°,
{interface-id> : MMRP-Plus ®VJ 'V R—rDA L Z—T =2— A ((KR—bF, F—FF ¥
FV) BRLET,

Version 1.01.01

XS VAL —=TARB T RHIINTEEGAEIE. Ry N — 78RS D WIMBEE I EE DA
L7ZR[REERH D £9, Xy FU—V DOEELZEIHIETIZEN,
T T CARe IR SNTEGEEIEL. RSARETT,

o 7 R

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FORWARDING status

24.5 1) o5 R— rHBlocking REEIZ BT

Log MMRP-Plus ring <RINGID> <interface—id> goes BLOCKING status
Trap npMmrpPlusPortBlocking
HERE Notification (5)
BT MMRP-Plus @Y o 7 7K — [ %3 Blocking IRABICIER L7 Z L AR LE T,
Parameter | <RINGID> : MMRP-Plus ® U > 7 1D /R L £7,
{interface—id> : WRP-Plus ® Y >V R— DA F—Tz—A (K—bF, A"—FF¥
V) AR LUET,
Version 1.01.01
X N
v 7 Fo
NOTI (5) MMRP-Plus ring 1 Port 1/0/1 goes BLOCKING status

24.6 ') >4 R— FhiFailure Up REEICEFR

Log MMRP-Plus ring <RINGID> <interface—id> goes FAILURE UP status

Trap npMmrpPlusPortDisable

EHER Warning (4)

B MMRP-Plus @ U > 7' 7K — ~ 3 Failure IREEICER L7122 L 2R LET,

Parameter | <RINGID> : MMRP-Plus ® U > 2 1D Z/R L £,
{interface-id> : MMRP-Plus @V > 7 HR— DA FZ—T =—A (K—F, "—FF ¥
V) BRLET,

Version 1.01.01

*Fhis Failure JREEDH DYV RV FIEOREICLD, LTO LB OIS LTI EI VY,

HENWID R Y Z2E L TWDEEIE, Y10 RY Z A ~—falRic U > 718 IHAEE S Bl hn
émij—o

73/118




24 MMRP-Plus

FEEIVREY ZHT L TWAESEIE. clear mmrp—plus failure ring =2~ & ELT

L. V7R ZBRMG L TS0,

=87 AN

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FAILURE UP status

24.7 Revertive 34 ¥—i&TIZ&k Y Listening IREE~NEFR

Log MMRP-Plus ring <RINGID> <interface—id> Revertive Time out

Trap npMmrpPlusPortDisableTimeout

HEE Warning (4)

A MMRP-Plus @ U > 7R — k73 Failure JRABIZIER L, Revertive # A ~—2%i I L7=Z
xR LET,

Parameter | <RINGID> : MMRP-Plus ® U > 7 1D 7k L £,
{interface-id> : MMRP-Plus @V >V R— DA v F—T =2 —A (K—br, "—FF ¥
xN) ERLET,

Version 1.01.01

I N

1 7 FoRp

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Revertive Time out

2.8 ETOFTY TV R— MY O HFoY

Log MMRP-Plus ring <RINGID> All uplink port goes down
Trap npMmrpPlusAl1UplinkDown
BEEE Error (3)
Bl MMRP-Plus D53V > 7 OT7 v 7V I R— MR o7 Xy L2 bR LET,
Parameter | <RINGID> : MMRP-Plus ® Y > 7 ID Z/rR L 9,
Version 1.03.01
*Fhia MMRP-Plus #&BEIC L » THEBE ZFift TE RVRRBIZ /e > TV E T,
Syle A S —UEE, ETRAA L— TN D LI -
s T TV IU~D T T 4y 7k, V7T vy T LT DEEEMANCEFR LT
WAHIRRE T,
Sytiee A 5, B EUSBA L— T ABO TR b ) L1
s T I HlE OBENEMZIIRETT,
e NE—T L —ADOEEMEIESINIREES 72D | MMRP-Plus #REIZ L 213 ZHE
FFC&ERUVIRRETT,
WITNoOHEL, Ty 7V I R— b0V I Xy EE F37 v 7Y 7R —
W LT E ORI EORREER H Y £, TNOLOREEZEHL T ZE,
1 7 R

ERRO(3) MMRP-Plus ring 5 All uplink port goes down

24.9 MMRP-Plus [Tk A FDB 25w a

Log MMRP-Plus ring <RINGID> FDB Flush
Trap npMmrpPlusFdbFlush
EHEE Notification (5)
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24 MMRP-Plus

B MMRP-Plus {(Z XV FDB =2 MU —NHEINizZ L a2RrLET,

Parameter | <RINGID> : MMRP-Plus ® Y > 7" ID Zr L £7°,

Version 1.01.01

It MMRP-Plus HEREODIRREIER R A LIc & & WERETAr 7B hainEd, Ku s
ASOXISEIRETT N, AikDO B 7 ~OXIGEIT-> TSN,

7 7 EK

NOTI (5) MMRP-Plus ring 1 FDB Flush

24.10 7 F L RAZEFEILFRIEH

Log MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated

Trap 7L

HEE Notification (5)

B FDB 77 vy ad Xy hERIL, MAC 7 R L ADFEE AAZ 1L 2 RS S 2
xR LET,

Parameter | <RINGID> : MMRP-Plus ® U > 7 1D /R L £7,

Version 1.01.01

*Fhes MMRP-Plus FEREIZ & VBRI ATREZIRRE T 23, v MU — 7B F 72 I Mns B IR
MIEAELTARBMED N H D £, Xy NV =27 OFEEZERIBSETIZIN,

1 7 FoR

NOTI (5) MMRP-Plus ring 1 FDB Forwarding Timer Updated

24.11 Hello 7 L—LRZERA

Log MMRP-Plus ring <RINGID> <Master|Slave> <interface—id> Hello down detect
Trap L
HEE Warning (4)
A NAE—T L= ADORZEERM LT 2R LET,
Parameter | <RINGID> : MMRP-Plus ® VU > 7 ID #;R L £,
Master> : MMRP-Plus D U > 7 AR— kPR~ AZ —KR—FTHDHZ L ERLET,
<Slave> : MMRP-Plus ® U v V' R— F N AL —T K- THDHZ L EZ R LET,
dinterface-id> : MMRP-Plus OV » IR —+rDA v X —T 2 —A (R— b, "—F+F ¥
FIV) wERLET,
Version 1.01.01
P AREL
7 7 3

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello down detect
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello down detect

24.12 Hello 7 L—LBZ{ERA

Log MMRP-Plus ring <RINGID> <Master|Slave> <interface-id> Hello detect
Trap 7L

AT Notification (5)

B NA—=T L= AOBFZEZRM LI L ERLET,

Parameter | <RINGID> : MMRP-Plus ®V > 7 1D /R L £7,
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24 MMRP-Plus

Master> : MMRP-Plus ® J ' /AR — kN~ AF—R— " THDHZ L ERLET,
<Slave> : MMRP-Plus ® VU > FAHR— "R AL —T R —FTHAHZ LERLET,

dinterface-id> : MMRP-Plus ®J V'V HR—FrDA L X —T =z— A (R—bF, F—FF ¥
F) EaRLET,

Version 1.01.01
PN RE
=R Nl

NOTI (5) MMRP-Plus ring 1 Master Port 1/0/1 Hello detect
NOTI (5) MMRP-Plus ring 1 Slave Port 1/0/2 Hello detect

24.13 Hello I L—LZREFA LTIk

Log MMRP-Plus ring <RINGID> <Master|Slave> <interface—id> Hello Time out

Trap L

HEE Warning (4)

A Na—=T L—LDZEZA LT MNEFHNRE L2 2R LET,

Parameter | <RINGID> : MMRP-Plus ®V > 7 1D Z:x L £,
Master> : MMRP-Plus ® U ' /' R— "IN ~v A X —R— R THHZ L AR LET,
<Slave> : MMRP-Plus DU v /' AR— FNAL—TR—F+THBHZ L ERLET,
{interface-id> : MMRP-Plus @V >V KR— b DA H—T =z —A (F—F, "—bFF ¥
V) R LET,

Version 1.01.01

KRS MMRP-Plus #ERED TUEAMEIC L 0 BEATREZDIRIE T3, Ry MU — 7GR £ 7 M55
WCBEENEE L, BHLEREENRSHD 3, 2y =7 OREAHERLTLE
W,

1 7 R

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello Time out
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello Time out

2414 R—FYRA—FHBEEICK D) VTR—FDIRA—F

Log MMRP-Plus ring <RINGID> <interface—-id> was restarted

Trap 7L

HEE Warning (4)

B N—=RFYAZ—MERBICEID V2B L2 2R LET,

Parameter | <RINGID> : MMRP-Plus ®V > 7 1D /R L £7,
{interface-id> : MMRP-Plus @V > 7 AKR— b DA H—T =z —A (F—F, "—F+F %
V) BRLET,

Version 1.03. 01

PP MMRP-Plus BEREIZ & 0 I AREZNIRRE T 25, R v MU — 7 72 Ik B DI E
NFEALTD, HIBLEEARER S £9, Y FU—27 OREBEZHER L T ZIVY,

1 7 For P

WARN (4) MMRP-Plus ring 1 Port 1/0/1 was restarted
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25 PDE=H YL

25 PDE=H21 YT

25.1 PDE=% Y > JRita

Log {port> pd-monitoring [<mode>] start

Trap 7L

HEE Informational (6)

B PD BRI AZBIME LT Z 2R L ET,

Parameter | <port> : I"h— FEZFERLET,
<mode> : PD E=% VU > 7 ®DF— K (ACL-mode, b L <% ICMP-mode) &7~k L £ 7,

Version 1. 03. 01

RS ANEL

BN

INFO(6) 1/0/1 pd-monitoring [ACL-mode] start

INFO(6) 1/0/1 pd-monitoring [ICMP-mode] start

25.2 PD &y U5 (ACL E— F)

Log <{port> pd-monitoring [ACL-mode] [notify-only] detected pd—down, rule: <acl-
rule>

Trap L

HEE Warning (4)

A ACLE—RTPD DX LI L aRLET,

Parameter | <port> : ™"— FEEFEZ L ET,
<acl-rule> : PD DX T U ZM L2 T 7 EAY A RONA—VERELZRLET,

Version 1. 03.01

*Fhia 07D IR LI S ASE, PD BNEEIREOFEMELRH D F9, LEITIE U T PD
DIRFEZ TR L T2 &0,

EE -

WARN (4) 1/0/1 pd-monitoring [ACL-mode] [notify-only] detected pd-down, rule: permit host 192.0.2.100 any

25.3 PD ¥ A (ICMP E—F)

Log <{port> pd-monitoring [ICMP-mode] [notify-only] detected pd-down, IP: <{ip-—
address>

Trap 7L

EHER Warning (4)

A ICMPE— RFPDDX Y LI EA2RLET,

Parameter | <port> : "— +HZ AR L £,
{ip-address> : XU U ZEHLIZPD D IP 7 RLAZRLET,

Version 1.03. 01

It 2730 IR U EN DG, PD BNEFIREO RN H Y £, MBI C T PD
DIRFEZ B L T2 E W,

EE N

WARN (4) 1/0/1 pd-monitoring [ICMP-mode] [notify-only] detected pd—down, IP: 192.0.2.100
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26 Port

26 Port

26.1 A—HF—FKR—+rDY2Ho7vS

Log Port<port> link up, <nway>
Trap 1inkUp
B Warning (4)
B R—=RV I T o7 Ll & aRLET,
Parameter | <port> : "— FEF&E/RL £, (] :1/0/1)
<nway> @ U7 ELT 2Ly 7 AE— RERLET,
Version 1.01.01
*Fhis S
= 7 FKor
WARN(4) Port1/0/1 link up, 1000Mbps FULL duplex

26.2 A—Y—R—+rDY2I 5D

Log Port<port> link down

Trap linkDown

HEE Error (3)

i R—=FtNY oI xT L2 a2l ET,
Parameter | <port> : "— "&FZZEZn~LET, (fFl:1/0/1)
Version 1.01.01

PN N
B N

ERRO(3) Port1/0/1 link down

26.3 SFP/SFP+ k5 > —/IN\—DHE A

Log Unit <unit—id>, Port <port—num> <tr—type> has been inserted
Trap npSfpModuleAttached
HEE Informational (6)
B! SFP/SFP+AR— KT SFP/SFP+ k T v i — = A SN2 L am L ET,
Parameter | <unit-id> : "y 7 XA ID Z/x LE T,
<port—num> : Ax— k ID Z/R LFE T,
r-type> : F TV —NR—H A THRLET,
Version 1.01.01, Trap % 1.03.01
P R
2 7 o)

INFO(6) Unit 1, Port 21 H-SFP+AOCIM has been inserted

26.4 SFP/SFP+ k5 > —"—DiRE

Log Unit <unit—id>, Port <{port—num> transceiver has been removed
Trap npSfpModuleDetached
EHEE Informational (6)
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26 Port

B! SFP/SFP+7R— k7355 SFP/SFP+ k7 o v — "= s s 2 L 2R LET,
Parameter | <unit-id> : Ry Z X ID Z/_x LE 7,
<port—num> : A"— K ID Z/r L ¥,
Version 1.01.01, Trap % 1.03.01
PN ANEE
2 7 R

INFO(6) Unit

1, Port 21 transceiver has been removed
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27 Power

21 Power

2].1 BlREERE

Log Unit <unit—id>, Power <power—id> failed
Trap npPowerFault
HEEE Critical (2)
LB BEREENRETCHLZ LR LET,
Parameter | <unit-id> : "y Z XA ID Z/x LE T,
<power—id> : FEJl =~ b ID Z/R L ¥ 9, ApresiaNP4000 >V — X DAL 1 TT,
Version 1.01.01
X show unit =<2 K, BE show environment =T~ > K IR Z HEZEH% . show tech-
support =¥ N TCHEMIEMZ TG L, LEDHIVUTEE L Z THREI 720,
SN

CRIT(2) Unit 1, Power 1 failed

21.2 EREEEIE

Log Unit <unit—-id>, Power <power—-id> back to normal
Trap npPowerRecovery
HEE Informational (6)
i EIRELEN EFRE~NMEB L2 2R LET,
Parameter | <unit—-id> : Ry 7 A ID Z/RLF T,
<power—id> : FEF=2=v b ID Z/x L £ 7, ApresiaNP4000 >V —XDHFHIL 1 T,
Version 1.01.01
R AN
o 7 Rl

INFO(6) Unit 1, Power 1 back to normal
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28 SNMP

28 SNMP

28.1 SNMP 2 = 2 =7 4 —RDFEREXK

Log SNMP request received from <ip—address> with invalid community string

Trap authenticationFailure

B Warning (4)

B SNMP Bk %, a2 =7 4 —LFHITEZELLZ L AR LET,

Parameter | <ip—address> : IP 7 RL 2 Z R L £7,

Version 1.01.01

it dip-address> M IECTHALE. Xy N — 7 EFEBEOREXHR L., AL TWA
SNP D=2 g IR E T, FRE (B a=T 4 —F, bRV —F, 71—
DT 77 AME) BDIELWDHER L T IZE W,
dip-address> B RIETHALEES. RIERT 7B ADOAGEMERHY 4, 2y NT—7 &
HUGED 1P 7 FUVAZIRET 5. £LEHAAHLTHD S\NMP ONX—=2 2 ST, 45
RE (A a=T 44—, BAERNAT =R, ZV—TDOT 7 vAE) 2ERBTLH L
T, EEICHTDOIRERT 7 BRAZHS ZENTEET,

1 7 FoRp

WARN (4) SNMP

request received from 192.0.2.100 with invalid community string
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29 SSH

29 SSH

29.1 SSH H—/\—DEH./Eh

Log SSH server is enabled
SSH server is disabled

Trap 7L

HEE Informational (6)

B SSH = "—3FG%), 3B ETINZ 2R LET,
Parameter | 72 L

Version 1.01.01

s T
BN

INFO(6) SSH server is enabled

INFO(6) SSH server is disabled

29.2 SSH O 41 >R Th

Log Successful login through SSH (Username: <user—name>, IP: <{client—ip>)

Trap L

B Informational (6)

A AAA BERENBERN 2 E D, SSH TORZ A AT L Z & &R LET, AN BEENA
Bhigrton 7 A VEREa ZIEAMA EESRL T EI 0,

Parameter | <user-name> : T —W—4 Z/RLE 7,
<client=ip> : 7 7A T FDIPT RV AZRLET,

Version 1.01.01

*Fhia ANEL

1 7 Foa

INFO(6) Successful login through SSH (Username: example, IP: 192.0.2.100)
INFO (6) Successful login through SSH (Username: example, IP: 2001:db8:10::100)

29.3 SSH O 4 V5B

Log Login failed through SSH (Username: <user—name>, IP: <client—ip>)

Trap 7L

HEE Warning (4)

A AAA FEBREDMESN R5A D, SSH TOR T A AR LI Z 2R LET, AA BENS
BIRGA OB A I RIRE XA BEESRL T ZE0,

Parameter | <user—name> : *—H —ZEZ/RLFT,
client=ip> : 7 IA T PO IPT FLAZRLET,

Version 1.01.01

X hia E, 22— —%, NAT—RKPRELWPER LTSN,

access—class I~ R&EFEHTDIE, 2947 bD 1P 7 FLRIZEDT 7 AR

MR
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=87 AN

WARN (4) Login failed through SSH (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through SSH (Username: example, IP: 2001:db8:10::100)

29.4 SSHOJ 7k

Log Logout through SSH (Username: <user—name>, IP: <client—ip>)
Trap L
HEE Informational (6)
B! SSHEevvarhrbumnlZ 7o MLzl &5 RLET,
Parameter | <user—name> : L —HW—ZZ R L E7,
{client=ip> : 7 7A4 TV FDOIPT KL AZRLET,
Version 1.01.01
it T~
1 7 o)

INFO(6) Logout through SSH (Username: example, IP: 192.0.2.100)
INFO (6) Logout through SSH (Username: example, IP: 2001:db8:10::100)

29.5 SSHEvyLa BALT7O

Log SSH session timed out (Username: <user—name>, IP: <client-ip>)
Trap L
HEE Informational (6)
B SSHt v arBEA LT ML EERLET,
Parameter | <user—-name)> : = —HWF—ZEZ R LE T,
{client=ip> : 7 7A4 TV FDOIP T KL AZRLET,
Version 1.03.02
KRS AR
7 7 A

INFO (6) SSH session timed out (Username: example, IP: 192.0.2.100)

INFO(6) SSH session timed out (Username: example, IP: 2001:db8:10::100)
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30 XA vy

30,1 RE2 YU A IN—DMYAH
Log Unit <unit—-id>, MAC: <mac-address> Hot insertion
Trap npStackGenerallInsert
B Warning (4)
B Ry A v —va R LET,
Parameter | <unit—id> : A"y Z XA ID #x LET,
<{mac-address> : MAC 7 NV A &R L FE T,
Version 1.01.01
*Fhts BT TORWEEIT, UTZMER L TI7ZEN,
o« RAB v I A UN—DIREE
« Ay IR— DY IR
1 7 FoRp
WARN(4) Unit 3, MAC: 00-40-66-11-22-33 Hot insertion

30.2 RAy Y A —DHY 5L
Log Unit <unit—-id>, MAC: <mac—address> Hot removal
Trap npStackGeneralRemove
HER Warning (4)
A Ry MU L= LERLET,
Parameter | <unit-id> : R 7 A ID Z~RLE T,
<mac-address> : MAC 7 RL A Z/R L E 7,
Version 1.01.01
I EBNAT> TORWIEEIEL, LN EMR L T E &V,
o« AH v AU N—DIREE
« AX IR — DY TIRGE
= 7 FKor A

WARN(4) Unit 3, MAC: 00-40-66-11-22-33 Hot removal

30.3 X%

v bAROS—DEER

Log Stacking topology is <stack—-tp—type>. Master (Unit <unit-id>, MAC: <mac-
address>)
Trap npStackTopologyChangeChainToRing
npStackTopologyChangeRingToChain
EHER Warning (4)
B ALy MR —DEREERLET,
Parameter | <stack—tp-type> : A% v 7 hiku ¥ —% A7 (Ring, Chain) Z/RLFT,
unit-id> : Ry 7 A D &ZRLET,
<{mac—address> : MAC 7 KL A &R L F 7,
Version 1.01.01
*Fhia BRI bR O—% B E L TWRWEAIE, 2R L TLEE0,
o AH T A UN—DIRTE
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o AKXy IHR—bDY L TIREE

a7 3Pl

WARN (4) Stacking topology is Ring. Master (Unit 1, MAC: 00-40-66-AA-BB—CC)
WARN (4) Stacking topology is Chain. Master (Unit 1, MAC: 00-40-66—AA-BB-CC)

30.4 RYHDTYITRRE—NTRE—[ZER

Log Backup master changed to master. Master (Unit <unit—id>)
Trap npStackRoleChangeBackupToMaster
B Warning (4)
A NPT T AE =P AL —|ZE DT LR LET,
Parameter | <unit-id> : R 7 A ID &R L E T,
Version 1.01.01
*Fhes EHHRRBER TRWEGEIT, UTE2HRE L T Eauy,
« YAZ—DIREE
« AF Y IR— DY IR
1 7 R
WARN (4) Backup master changed to master. Master (Unit: 2)

30.56 AL—THNTRE—([ZEH

Log Slave changed to master. Master (Unit <unit-id>)
Trap npStackRoleChangeSlaveToMaster
HEE Warning (4)
23R AV =T NI AZ—|ZED>TZ L H R LET,
Parameter | <unit-id>: Ry 7 XA IDZ/RLET,
Version 1.01.01
*Fhis BN RAEER CTRWIEAIL, T2 L T 723,
o YAHX—DIREE
o RE I HR— DU IRE
EE -

WARN (4) Slave changed to master. Master (Unit: 3)

30.6 Ry o X ID DERERA

Log Hot insert failed, box ID conflict: Unit <unit-id>, conflict (MAC: <mac-—
address> and MAC: <mac-address>)

Trap npStackGeneralFailure

HEE Critical (2)

A Ry 7 AID DOAR—FERLET,

Parameter | <unit—id> : ARy 7 XA ID #/;x LET,
<mac—address> : M L TWDHHEEDMAC T RLAZRLET,

Version 1.01.01

% RNy 7 21D Z BEEID Y TITYIDERZ 27 Ry 7 2D BEELRNEIICHREL T

<TEEU,
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o 7 R
CRIT(2) Hot insert failed, box ID conflict: Unit 1 conflict (MAC: 00-40-66-B4-97-1F and MAC: 00-40-66-
B4-96-B5)
30.7 R I H—rDYLIT VT
Log Unit <unit-id>, MAC: <mac-address> Stackport <{port-num> link up, <nway>
Trap npStackPortLinkUp
EHER Warning (4)
B AB IR —= P NV T T Lz bRl ET,
Parameter | <unit-id> : "y Z XA ID Z/x LE T,
<{mac-address> : MAC 7 FL A& /R LE T,
<port—numy : A™— bk ID Z/R LFET,
<nway> : UV OEMERHE LT 27 Ly 7 AR LET,
Version 1.01.01, Trap i 1.03.01
PN BHER Y 77 v 7 TRWEEIE, AT 2R L TIZEI0,
o AH U AU N—DIREE
« AKXy IHR—bDY T IREE
1 7 R
WARN (4) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 23 link up, 10Gbps FULL duplex

30.8 REAYIR—bLDYOEHY
Log Unit <unit—-id>, MAC: <mac—-address> Stackport <port—num> link down
Trap npStackPortLinkDown
HEE Error (3)
Bl ARy T R—= WY I X LI EERLET,
Parameter | <unit—-id> : Ry 7 A ID Z/RLF T,
<{mac—address> : MAC 7 KL A &R L FE T,
<port—num> : A"— b ID Z/R LFET,
Version 1.01. 01, Trap % 1.03.01
*Fhis BB o7 2 o TRVEEIE, U TFZ2fERL T Za0,
o ARH U AU N—DIRAE
o AKXy UHR—FDU L IIREE
2 7 o)

ERRO(3) Unit

1, MAC: 00-40-66-AA-BB-CC Stackport 23 link down

30,9 REVIVKR—FD LS I—N—DHEA

Log Unit <unit—id>, MAC: <mac—-address> Stackport <{port—num> <tr—type> has been
inserted

Trap 7L

HEF Informational (6)

A ALy 7 R— MTRGE LTz SFP/SFP+AR— MZ SFP+ R T v — =0 A SN2 Z & &
~LET,

Parameter | <unit—id> : Ry 7 XA ID #x LET,
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<{mac—address> : MAC 7 FL A &Z/R L E T,
<port—num> : A"— kK ID Z/r L E T,
tr-type> : F Ty —NR—=H A TERFLET,

Version 1.01.01
PN ANEE
o 7 R

INFO(6) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 23 H-SFP+AOCIM has been inserted

30.10 RE Y I HR—FD +5 0 o—N—DikE

Log Unit <unit—id>, MAC: <mac—address> Stackport <{port—num> transceiver has been
removed

Trap L

HEE Informational (6)

B AH 7R — MZRRE LTz SFP/SFP+AR— R 735 SFP+ b T o v — =0l A& hi- =
LA RLET,

Parameter | <unit-id> : "y Z XA ID Z/x LE T,
<{mac—address> : MAC 7 KL A &R L FE T,
<port—numy ;: A™— k ID Z/R LFET,

Version 1.01.01

Xt RN

o 7 R

INFO(6) Unit 1, MAC: 00-40-66-AA-BB—CC Stackport 23 transceiver has been removed

30.11 RAYH2\A—2JL—LDZEZALTI k

Log Hello timeout occurs: Unit <unit-id> Stackport <port-num>
Trap L
HEE Error (3)
B! Na—T L—LDZEZA LT T MRS RE L Z L AR LET,
Parameter | <unit—id> : R 7 A ID Z/r L £ 7,
<port—num> : A"— kK ID Z/r L E T,
Version 1.02.01
PN AL 7 AU N—DREEFER L T TEI 0,
7 7 3

ERRO(3) Hello timeout occurs: Unit 1 Stackport 23

30.12 RB2 v A vt—IDEFEEK

Log Unit <unit-id> fails to send a stacking message. (Type: <msg—type>, Sub type:
{sub-type>)

Trap L

HERE Debugging (7)

i AB D X y—VDRBIZRIE LI L ERLET,

Parameter | <unit-id> : R 7 A ID &R L E T,
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<msg-type> : AX v I AvB—V XA TR LET,

Sub type: <sub—type> : AZ v T A=YV THEATERLET, T XA TRE
FELRWGEAIIERINETA,

Version 1.02. 01

PN Zou i, A—h—TOMN 2T 5 7-®® Debugging L~LD A vt —I T,
TEEEEN, B A Y v ZIREEOE TR, 72 0EATICEERICH TSNS 5E
[ S VN G B
A Ky TR OEEE DS CPU mARIREBIC R T2 5A8I b AR I NH 1 SN2 2 08350
F 0. FOERITIL CPU mATRTIKEE Eléﬁmbf<téw

=87 TN

DEBG(7) Unit 1 fails to send a stacking message.

(Type: EVENT_SLOG, Sub type: 4)

30. 13 HAHR ORI

Log Stacking starts to configure new units. Master (Unit <unit-id>, MAC: <mac-
address>)

Trap 7L

HER Warning (4)

B A By 7 A R TTORERAGE RO s SN Z L 2R LET,

Parameter | <unit-id> : ~AX—DOARv 7 A 1D ZRLET,
<{mac-address> : YAZ—DMACT RLAZRLET,

Version 1.02. 01

PIp N

v 7 R

WARN (4) Stacking starts to configure new units. Master (Unit 1,

MAC: 00-40-66-AA-BB-CC)

30. 14 -z =y MR

Log Stacking detects new units. (MAC: <mac—address>)

Trap L

HEE Warning (4)

A HULNWRZ 7 A N—F M LIcl LR LET,

Parameter | <mac-address> : HFILIBMENTZAZ v 7 AL R—DMCT KL AZRLET,
Version 1.02. 01

X hia ANEL
7 o

WARN (4) Stacking detects new units

(MAC: 00-40-66-11-22-33)

30.15 R4 v U REIDEE

Log Stacking role changed to <role>. (MAC: <mac-address>)
Trap 2L

EHER Warning (4)

A AL 7 OBREIDEF LI LE2RLET,

Parameter | <role> : ZHHZLDEHIZ R L ET,
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<{mac—address> : MAC 7 FL A &Z/R L E T,

Version 1.02.01
Xt AN
o 7 R

WARN (4) Stacking role changed to Master.
WARN (4) Stacking role changed to Backup master
WARN (4) Stacking role changed to Slave.

(MAC: 00-40-66-11-22-33)
(MAC: 00-40-66-11-22-33)
(MAC: 00-40-66-11-22-33)

30.16 WARBORMLETEIA LTV b

Log Stacking configure stage timeout occured. Restart election.
Trap L
HER Error (3)
B ALy 7 ORERIGMOFEIILIRTH A L7 0 FBFEL, R ¥ v 7 ORFNRPOREEIC
RoleZ &R LET,
Parameter | 72 L
Version 1.02.01
*Fhes BEWRY 7 20 o TRWEEIE, UTZ2fER LTI 7EaV,
o RH 7 AU R—DYREE
« A2y I R—=FDY 7 REE
1 7 R
ERRO(3) Stacking configure stage timeout occured. Restart election.

30.17 X2 vy R— FREDEMEER 54

Log Stacking detects abnormal link status and try to recover: Unit <unit—id>
Stackport <port—num>
Trap L
HEE Error (3)
A RER) 7 REEHRM LD, HELED L LTSI EamRLET,
Parameter | <unit-id>: Av 7 X ID&Z/RLET,
<port—num> : A"— b ID Z/R L FET,
Version 1.02. 01
Py DUITZMER LT EEW,
o AKX U AU R—DIREE
« ALy I7R— DY U UIREE
EE-N

ERRO(3) Stacking detects abnormal link status and try to recover: Unit 1 Stackport 23

30.18 X2 v A UN—EERA

Log Unit <unit—-id>: Stacking health status goes Abnormal

Trap 7L

HERE Error (3)

B AL I AUNR—DREDIEENO R Z AR LET,
Parameter | <unit-id> : "y 7 XA ID Z/x LE T,
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Version 1.03. 01
R hia LT R LT ES W,
o AH T AU R—DIRTE
« AZ I R— DY U TIRKE
BN
ERRO(3) Unit 3: Stacking health status goes Abnormal

30.19 XAy AVNR—REDEIH

Log Unit <unit—-id>: Stacking health status goes Normal

Trap 7L

HEE Notification (5)

B AB A R=OIREREE N IEFIZ oo 2 L 2R LET,
Parameter | <unit—id> : Ry 7 XA ID - LET,

Version 1.03.01

*Fhes N

e -GN

NOTI(5) Unit 3: Stacking health status goes Normal

30.20 /xO—2J L—

LZEZALT ) FVERABOT I3y

Log Recovering from loss of stacking message: Unit <unit—-id> Stackport <port—num>
Trials <number>

Trap L

EEE Error (3)

B! Na—T L—LIR EOZEXA LT U MIESEIBERMEM TN Z &t 2R L ET,

Parameter | <unit-id>: Rv 7 2 ID Z~xL £,
<port—num> : A~x— k ID Z/R L FE T,
<number> : FRATEIE A /R L9, ) : 1st, 2nd)

Version 1.03.01

PSIO ALy IR—= KD KNT L —N—FET 2 —VBIONr—7 VOBGREZHER L T2
SV, FERICHEN 2B DT R I NERTIHEAILZ. hT o v—1"—F
Va—BIXOr—T NV ERZH LT IEEN,
FT7o =NV a— L BINTr—T7 A% e s An 7 nBET H581T
LEANCHER DD 2 EbZEXONET, TOBRIE, EEOREE THREFT 7230,

2 7 o)

Recovering from loss of stacking message: Unit 1 Stackport 23 Trials 1st
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31 Storm Control

31.1 R b—LOEA

Log Broadcast storm is occurring on <interface-id> (port—channel <group-id>)
Multicast storm is occurring on <interface—-id> (port—channel <group-id>)
Unicast storm is occurring on <interface—id> (port—channel <group-id>)

Trap npStormControlDetected
HEEE Critical (2)
B A M—LERMLI-ZEERLET,

* Broadcast storm: 7 HB— R¥¥ A hXF v MZLD A h—A

e Multicast storm: /LT F ¥ A by MTEABA F—A

e Unicast storm: L=F ¥ R f 7w b BEeFE %A, 8 L O Unknown ==
FY AR IZEDBAP—2, 2L, 773312 drop b L <L none Z457E
L72G8iE, 2=F v ATy ML DA b= ZIH S ER A

L&EVMEZE kbps £7/213/3—k T —V THRE LTZHLAE. AueZidHhshvEREA,

Parameter | <interface-id> : A h—ALREL TWVWHA L X —T =2—RAIDZ/RLET,

(port—channel <{group-id>) : "—FF ¥ RV TR r—Lbar ha—LEHXRELT-HE
2. A PM—LANBELTNWABA U NRN—R— NDOFBF ¥ XAV T A—7 1D R LET,
YR — N CRE LA IEERERINEE A,

Version 1.01. 01, Trap % 1.03.01
1.03.01 : R— FF ¥ XL THDAh—Lbay ha—L&xHPR— b

R BELIEA v A —T 2 —ATHy NI =T V=T RNRAELTWAAEERH Y £,
X bU— 7 NOBRRSCHE 2 E 2B L, V— 7 ORFZE RN TLIE S0,

1 7 Fpl

CRIT(2) Broadcast storm is occurring on Port1/0/1
CRIT(2) Multicast storm is occurring on Portl/0/1

(
CRIT(2) Unicast storm is occurring on Port1/0/1
CRIT(2) Broadcast storm is occurring on Port1/0/1 (port—channel 5)

31.2 R b—LDEIH

Log Broadcast storm is cleared on <interface—id> (port—channel <group-id>)
Multicast storm is cleared on <interface—id> (port—channel <group-id>)
Unicast storm is cleared on <interface—-id> (port—channel <group—id>)

Trap npStormControlCleared
HEE Informational (6)
LA AR—LBNEIRLEZZ B2 R LET,

* Broadcast storm: 7B — R¥¥ A hXF v MZLDHA h—A

e Multicast storm: ¥/LFF ¥ A hXFy MIXDA F—24

e Unicast storm: =F ¥ A h o b BEe5E¥E 4, B 5L O Unknown ==
Xy AN ICKDAR—L, L, 7273 Zdrop b L <X none ZF5E
LEZBAIE, 22Xy 2 by Mok DA b—2ou i ZHAhSERE A,

L& UMEZ kbps £7213/ 83— 0 7=V THRE LIZHEAIE. An 73 EnEdA,

Parameter | <interface-id> : A h—ANEHINTA VX —T7 =—A D EZ R LET,

(port—channel <group-id>) : "— FF ¥ XV TAr—Lar ha—LERELTEHEE
2. AM—LPEIHLTEA U AN=FR— DR F ¥ XV NV—7 1D ZnLET, il
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R— P TRELICEBIFFETF SN EE A,

Version 1.01.01, Trap % 1.03.01

1.03.01 : R—FF ¥ XL TDA =Ly ha—/L&xPR—Fk
Xt R
7 7 KR

INFO(6) Broadcast storm is cleared on Port1/0/1

INFO(6) Multicast storm is cleared on Portl/0/1

INFO (6) Unicast storm is cleared on Portl/0/1

INFO(6) Broadcast storm is cleared on Portl1/0/1 (port—channel 5)

31.3 R b—ALav rFA—LIZ&LBTR—F vy FAHY

Log

{interface-id> (port—channel <group-id>) is currently shut down due to the
Broadcast storm

dinterface—id> (port—channel <group—id>) is currently shut down due to the
Multicast storm

{interface-id> (port-channel <group-id>) is currently shut down due to the
Unicast storm

npStormControlShutdown

Critical (2)

AV EB—T 2 —ANAP—AITEL>5To %y hF 72 (err—-disabled JREEIZEH) X
Nz ExRLET,
* Broadcast storm: 7B — R¥¥ A hXF v MZLD A h—A
e Multicast storm: ¥ /LFF ¥ X hXFw MTZELDHA F—LA
e Unicast storm: =% A kN7 v b FEAEFEEA, LW Unknown ==
Fr AR IZEDAP—L4

Parameter

dnterface-id> : A h—AIZX > Ty % v b&Z U (err-disabled JREEIZET) X
A H—T2—RA 1D ERLET,

(port—channel <{group-id>) : "— FF ¥ RV TR r—Lbar ha—LEHXRELT-HE
2, Abh—=AlZk>To ¥ v &7 (err-disabled IRFBICAET) Shiz A /—
R—bOFRTF ¥ X7 —7 1D 2R LET, WEA— h TRELLLERIFR RSN
FH A,

Version

1.01.01, Trap i% 1.03.01
1.03.01 : R— FF ¥ XL THDA h—Lbay ha—L&xHPR— b

PIIA

LA v B —T 2 —A TRy NI — I I—F WAL TWDHAREMELNH Y £7°,
F v NU—7 NOBRCHERe /e E 2R L, V—7 DR ZE Y FRNTL 72 S0,

H#h{E [H% € (errdisable recovery cause storm—control =~ K) DAL,
vx v hH 7 (err-disabled JRFEICAET) SN THLERE L-RMARIET S &
A B —T7 2 —ADOHAEITABIEIBSNET,

vx v NZ D (err-disabled HRFEIZAW) SN/ Af v ¥ —T7 =— A% FEITHIEHS

H 5546 1%. shutdown 2~ RC—FEERHZEL T2 5., no shutdown 2~ RTA & —
7 —ADMHEEMRL TIIZI N,

= 7 3Pl

CRIT(2) Portl/0/1 is currently shut down due to the Broadcast storm

CRIT(2) Portl/0/1 is currently shut down due to the Multicast storm

CRIT(2) Portl/0/1 is currently shut down due to the Unicast storm

CRIT(2) Portl1/0/1 (port—channel 5) is currently shut down due to the Broadcast storm
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31.4 Ab—Larv brO—)IZ&KBR—Fovy FEFHOVOEENIEIR

Log <interface—id> (port—channel <group—-id>) recovers from storm err—disabled
state automatically

Trap npStormControlShutdownAutoRecovered

HEE Warning (4)

LB Ab—barbu—IlE) vy y FE T (err-disabled JREEIZAH) SN/ A
=T x=—AN, HEIMICEBLEZZ L2RLET,

Parameter | <interface-id> : BIHL72A ¥ —T7 =—X D Z/RL £ 7T,
(port—channel <group-id>) : "—FF ¥ X)LV TR r—Lar b —LEHREL-HE
2, BIRLIZ A N—=HR—= hDOFRT v 27 V—7" 1D 2R LET, WA — F TR
E LTS aidE S EE A,

Version 1. 03.01

*F BRI LA v H—T 2 —ATHRy NT— 7 —TPRHAEL TWZREERD D £,
Ty b U= NORMOBR L E AR L. — T OJRR D> TV HEETEERY Bruv
TL7EEW,

BN

WARN (4) Port1/0/1 recovers from storm err—-disabled state automatically

WARN (4) Port1/0/1 (port—channel 5) recovers from storm err—-disabled state automatically

31.6 Ab—LavbO—)IZkBER—rI vy FEHOUDOFEIEIR

Log {interface—-id> (port—channel <{group-id>) recovers from storm err—disabled
state manually

Trap npStormControlShutdownManualRecovered

HEE Warning (4)

B! A h—barba—ickV vy hE U (err—disabled IREEICETE) -1 v
Z—=Txz— AN, FEITHIALLZZLEZRLET,

Parameter | <interface-id> : IHL72A ¥ —T7=—X D ZRL T,
(port—channel <group-id>) : R— " F ¥ RNV TCA—Lbar b —ILZHEL-EE
2, BIHLIEA U AN—R— FOFRF v XNV V—7" 1D 2 LET, YRR — FTR&
E LIS RIIERRINERE A,

Version 1.03.01

It ANEL

1 7 F R

WARN (4) Port1/0/1 recovers from storm err—disabled state manually

WARN (4) Port1/0/1 (port—channel 5) recovers from storm err—disabled state manually

93/118




32 AN YY) —7nm han

32 R/\=2Hyy—ZJakal

32.1 RINNZ TV ) —BEEOAER.EH

Log Spanning Tree Protocol is enabled
Spanning Tree Protocol is disabled

Trap 7L

HEE Informational (6)

WA AN= 7Y ) =7 v A PFR), E3EMCER SN L AR LET,

Parameter | 72 L

Version 1.01.01

RS o

BN

INFO (6) Spanning Tree Protocol is enabled

INFO (6) Spanning Tree Protocol is disabled

32.2 rRAS—F P

Log B STP/RSTP/MSTP E— K
Topology changed (Instance:<instance-id>, <interface—id>, MAC:<mac-address>)
B RPVST+E— K
Topology changed (VLAN:<vlan-id>, <interface—-id>, MAC:<mac—address>)

Trap topologyChange

HEE Warning (4)

ZiEA ANR= 7Y Y —(STP) D hika Po—NEE L= E &R LET,

Parameter | <instance-id> : MSTP E— R|{ZEBIFTDHA L AZ A ID Z/RLET, AV AX A0
WX, T 74 b A AZ L ZHO CIST T,
vlan—id> : A= 7Y U —7m F a g ahicia > Tnd VAN 1D 2R LET,
{interface-id> : "R B U —EHFEREMRADEZITZET IR EFERLET,
<mac—address> : 77U v DOMACT FLAZRLET,

Version 1.01.01

KRS FIFRIRAE A R L T 7230,

1 7 R

WARN (4) Topology changed (Instance:0, Portl/0/1, MAC:00-40-66—AA-BB—CC)
WARN (4) Topology changed (Instance:1, Portl1/0/1, MAC:00-40-66-AA-BB-CC)
WARN (4) Topology changed (VLAN:10, Port1/0/1, MAC:00-40-66—-AA-BB-CC)

32.3 New Root 71w

Log

B STP/RSTP £— K
New Root bridge selected (MAC:<mac—address>, Priority:<priority>)

W MSTP &— K

CIST New Root bridge selected (MAC:<mac—address>, Priority:<priority>)
CIST Regional New Root bridge selected (MAC:<mac—address>,
Priority:<priority>)

MSTI Regional New Root bridge selected (Instance:<instance—id>, MAC:<mac-
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address>, Priority:<priority>)

B RPVST+E— R
New Root bridge selected (VLAN:<vlan-id>, MAC:<mac-address>,
Priority:<priority>)

Trap newRoot

HEE Informational (6)

i Hiolon— 7 v UnEH N2 E B2 R LET,

Parameter | <instance—id> : MSTP E— FIZBIFTDA LV AZ LA ID ZxLET, f LV AX A0
X, T 74 b A AZ L ZHO CIST T,
vlan—idy 1 A= 7 U—7a N a LRFEMT/ > TS VLAN ID 2R LE9,
<{mac—address> : 77U v T DOMACT KL AZRLFET,
<priority> : 7V v UESEEOMEIX, 4096 TEIVGINHMLENH Y £T,

Version 1.01.01

it T~

=R N

INFO

INFO
INFO

INFO (6) New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

(6) CIST New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO (6) CIST Region New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)
(6) MSTI Region New Root bridge selected (Instance:1l, MAC:00-40-66-11-22-33, Priority:8193)
(6) New Root bridge selected (VLAN:10, MAC:00-40-66-11-22-33, Priority:8202)

32.4 New Root "— bk

Log B STP/RSTP/MSTP &— K
New root port selected (Instance:<{instance-id>, <interface-id>)
B RPVST+E—F
New root port selected (VLAN:<vlan-id>, <interface-id>)
Trap L
HEE Notification (5)
A Hizlon— hAR— R EHENZZ L 2R LET,
Parameter | <instance—id> : MSTP £ — FIZBIFT A A L AHX XA ID L ET, AV AHX X0
WX, T 7 b A v AZ A D CIST T,
vlan—id> : A= 7Y U —Fa b a Lz FRNT 2> TvA VLAN 1D 2R L £7,
interface—id> : MR Y —EHIFREMMETIIZET LR - NEFEZRLET,
Version 1.01.01
05 P
o 7 R

NOTI (5) New root port selected (Instance:0, Portl/0/2)
NOTI (5) New root port selected (Instance:1, Portl/0/2)
NOTI (5) New root port selected (VLAN:10, Port1/0/2)

32.5 R—

FREDER

Log

M STP/RSTP/MSTP &— K
Spanning Tree port status change (Instance:<instance—id>, <interface-id>)
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{old-status>—><new-status>

B RPVST+E— R
Spanning Tree port status change (VLAN:<vlan-id>, <interface-id>) <old-
status>—><new—status>

Trap L

HEE Warning (4)

B ANR= 7Y Y —(xSTP) DR — MREBICERE NS BAE LT L2 RLET,

Parameter | <instance-id> : MSTP E— NIZBITF A A L AFX A ID - LET, AV AFX A0
X, T 74 b A AZ L ZHO CIST T,
vlan—id> : A= 7Y U —TF v ha vl FNTie > TD VLAN 1D 2R~ L9,
{interface-id> : AR B YV —EHEEREMAELIIZETHR—-MEFEZRLET,
{old-status> : ZHHIOR— MRAEZ /R L E9,
<{new-status> : BHEEL DR — MRAEEZ /R L £,
ANR= 7Y —7a haLoR— FREZ /R L9, fEIX Disable, Discarding,
Learning. Forwarding T,

Version 1.01.01

Xt FRIRBE 2 fERB L T 72 &0,

1 7 A5

WARN (4) Spanning Tree port status change (Instance:0, Portl/0/1) Discarding—>Learning
WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Learning—>Forwarding
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Discarding—>Learning
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Learning—>Forwarding

32.6 R—

~MEEIDER

Log B STP/RSTP/MSTP & — K
Spanning Tree port role change (Instance:<{instance-id>, <interface-id>) <old-
role>—><new-role>
B RPVST+E—F
Spanning Tree port role change (VLAN:<vlan-id>, <{interface—id>) <old-role>-—
><{new-role>

Trap L

EHER Warning (4)

B ANR= 7Y Y — (xSTP) DR — MEENZEERBE LT L AR LET,

Parameter | <instance-id> : MSTP E— NIZBIFTDA LV AZ A ID ZxLET, f LV AX A0
X, T 7 HV b A v AE A D CIST T,
vlan—id> : A= 7Y U —TF v ha Bl ENT > TD VLAN 1D 2R~ L E9,
{interface-id> : MR BV —EHEEREMRAELIIZETHR—MEFEZRLET,
<old-role> : BHEHFIDR— M&xE|Z R L ET,
<new-role> : BHHLDOKR— FMEEIZ/RLET,
ANR= 7Y U —7nm halrorR— B Z/RLET, fEIL Disable, Alternate,
Backup., Root, Designated, Master T3,

Version 1.01.01
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|| ERRIEERER L T B S,
B 7 FoR

WARN (4) Spanning Tree port role change
WARN (4) Spanning Tree port role change
WARN (4) Spanning Tree port role change
WARN (4) Spanning Tree port role change

(Instance:0, Port1/0/1) DisabledPort—->DesignatedPort
(Instance:0, Port1/0/1) DesignatedPort—->RootPort
(VLAN:10, Port1/0/1) DisabledPort—>DesignatedPort
(VLAN:10, Port1/0/1) DesignatedPort—>RootPort

32.7T R=2 Y1) —F—

FOEE

Log Spanning Tree version change (new version:<new-version>)
Trap 7L

HEE Informational (6)

B ARy 7Y )= halOe— R KRERINZZ L2 RLET,
Parameter | <new-version> : FE{THD A= 7Y V=7 harzrLET,
Version 1.01.01

*Fhis S

= 7 FKor A

INFO(6) Spanning Tree version change

INFO(6) Spanning Tree version change

INFO(6) Spanning Tree version change
(

INFO(6) Spanning Tree version change

(new version:STP compatible)
(new version:RSTP)
(new version:MSTP)

(new version:RPVST+)

328 MSTP )—U 3 &, VEDa U EBESDERE

Log W MSTP £— R
Spanning Tree MST configuration ID name and revision level change (name:<name>
revision level: <{revision-level>)

Trap L

HEE Informational (6)

A MSTP 227 4 7 C, U—va vl eVar LIMBRERSNZZ 2R LET,

Parameter | <name> : FE D MSTP U — a3 NIA 53 24012~ L £,
<revision-level> : fEE LTAHINAF U TH, U EY a LUV ERLIEEIT, D
MSTP U — 3 DA U AN— L B SET,

Version 1.01.01

*Fhts N

1 7 FoR

INFO (6) Spanning Tree MST configuration ID name and revision level change (name:TEST revision level:1)

32.9 MSTP 4 VR & VA DB

Log W MSTP £— K

Spanning Tree instance created (Instance:<{instance—id>)
Trap 7L
HEEE Informational (6)
A MSTP A 2% L A BISNI=Z L &R LET,
Parameter | <instance—id> : IBMIENIZMSTP A L AFX A ID ZRmLET,
Version 1.01. 01
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ES

| R

= 7 3Pl

INFO (6) Spanning Tree instance created (Instance:2)

32.10 MSTP £ > X & > A DHIFk

Log W VSTP £— K
Spanning Tree instance deleted (Instance:<instance—id>)
Trap L
HEE Informational (6)
A MSTP A 2 &V ANHIfRES N Z L 2R LET,
Parameter | <instance-id> : HIFR SIL7ZMSTP A AKX X 1D /R LET,
Version 1.01.01
i T
7 A
INFO (6) Spanning Tree instance deleted (Instance:2)

32.11 MSTP 4 > X% > XM VLAN ;&0

Log W MSTP E— K
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance—-id> add vlan:<vlan—ids>)

Trap L

HEE Informational (6)

2iER MSTP A > A X A VLAN ™IS/ L2 r LT,

Parameter | <instance-id> : MSTP A > A X > A ID Z/RLET, A VAKX LA 0L, T 74/ A
AR A CIST T,
<vlan—ids> : 1IB/19% VLAN Z7R L 97,

Version 1.01. 01

*Fhia ANEL

1 7 Fo

INFO (6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 add vlan:10)

INFO (6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 add vlan:21-25, 29)

32.12 MSTP 4 > X% > R @ VLAN Hilk&

Log W MSTP £— F
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance—id> delete vlan:<vlan—-ids>)

Trap 7L

HEEE Informational (6)

A MSTP A > A & > Z\ZBEHAH T Hiu7z VLAN 28HIBR S he 2 L 2R LET,

Parameter | <instance—id> : MSTP A > A X LA ID - LET, AV AX LA 0L, T 74/ A
VAK A O CIST T,
{vlan—ids> : HIBR9 % VLAN Z27R L £77,

Version 1.01. 01

S R
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=87 AN

INFO (6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 delete vlan:10)
INFO (6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 delete vlan:21-25,29)

32.13 RPVST+Z A9 % VLAN D3EM

Log B RPVST+E— R
Spanning Tree VLAN created (VLAN:<vlan—id>)
Trap L
HEE Informational (6)
A RPVST+A 132 VLAN MBI & i 2 L 2R LET,
Parameter | <vlan—id> : i8IS #L7= VLAN ID Z7R L £7,
Version 1.01.01
*Fhia ANEL
7 7 3R

INFO(6) Spanning Tree VLAN created (VLAN:20)

32.14 RPVST+Z{EAI S VLAN D HIFR

Log B RPVST+E— R
Spanning Tree VLAN deleted (VLAN:<vlan-id>)
Trap L
HEE Informational (6)
FEA RPVST+Z I35 VLAN 23HIBR S 7= Z L AR L £,
Parameter | <vlan-id> : HIIBRS4172 VLAN ID Z/R L £,
Version 1.01.01
*Fhis L
BN

INFO(6) Spanning Tree VLAN deleted (VLAN:20)

32.15 JL— b H—FIZ &k 5ER

Log B STP/RSTP/MSTP E— K
Spanning Tree port role change (Instance:<{instance—id>, <{interface-id>) to
alternate port due to the guard root
B RPVST+E— R
Spanning Tree port role change (VLAN:<vlan-id>, <interface—id>) to alternate
port due to the guard root

Trap L

HEEE Informational (6)

FLEA J— R H—RizL v, R— FKEIN alternate (CEFR SN2 L2 LET,

Parameter | <instance—id> : MSTP &— NIZB T H A AF A ID Z/RLET, AV AX R0
X, T 74NV A VAL U AHD CIST T,
vlan-id> @ AR=0 7Y ) =7 m b aARNEIIe - T D VLAN 1D 7R L ET,
interface—id> : A XV F&HMIT LR — FEFEZRLET,

Version 1.01. 01

*Fhis ES
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=87 AN

INFO (6) Spanning Tree port role change (Instance:0, Portl1/0/1) to alternate port due to the guard root
INFO (6) Spanning Tree port role change (Instance:2, Portl/0/1) to alternate port due to the guard root
INFO (6) Spanning Tree port role change (VLAN:20, Port1/0/1) to alternate port due to the guard root

32. 16 4~1E BPDU D %={E

Log Invalid BPDU received on <interface—id>
Trap 7L

B Warning (4)

A MEZh72 BPDU 2 %2f5 L7 Z & &m LET,

Parameter | <interface—id> : £ XV " ZMHAM LI-AR— +FEEZRLET,

Version 1.01.01

s AAEE . BIXOBEEEEO A= 7Y ) —ICT AR EATHERL T EE N,
Ny bRy 7 F v —I2X 0 BPDU X7y hOFHEZTN, BEAEAHERL T ES
W,

=R/ TN ]

WARN (4) Tnvalid BPDU received on Port1/0/1
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33.1 HEEFRE)
Log W IRy 7 AEE
System started up
W 25y R
Unit <unit—id>, System started up
Trap 7L
HEEE Critical (2)
B EEPNEE), FEHEBLEZ 2R LET,
Parameter | <unit-id> : "y 7 A ID Z R LET, A v 7 REAFIRRINET A,
Version 1.01.01
RS S
1 7 FoRp

CRIT(2) System started up
CRIT(2) Unit 1, System started up

33.2 )+ —LR%— b (CONSOLE)

Log W JERE o iEE
System warm start (CONSOLE)
| W /R 4
Unit <unit-id>, System warm start (CONSOLE)

Trap warmStart

HERE Critical (2)

A arvy—ENLa~vy FEBIEIC R VEEENFEESH L2 2R L ET,

Parameter | <unit-id> : "y 7 A ID B/ R LET, AHX v 7 RKEHFIIFRRINEE A,

Version 1.01.01

FIp N

1 7 Foa

CRIT(2) System warm start (CONSOLE)
CRIT(2) Unit 1, System warm start (CONSOLE)

33.3 VA —LRX%— I (TELNET)

Log B IRy 7ALE
System warm start (TELNET)
B R 7R
Unit <unit-id>, System warm start (TELNET)
Trap warmStart
HEE Critical (2)
B Telnet ZJh L7z~ REMEIC K VEENFERS L2 2R LET,
Parameter | <unit-id>: Ry 7 A D ARLET, A¥ v 7 RKEHRHIRRINET A,
Version 1.01. 01
*Fhia NEL
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CRIT(2) System warm start (TELNET)
CRIT(2) Unit 1, System warm start (TELNET)

33.4 9 —LRXZ— |k (SSH)

Log [ WE S /e iy
System warm start (SSH)
| W 14
Unit <unit-id>, System warm start (SSH)
Trap warmStart
HEE Critical (2)
A SSHZE L~y FERMEICL DV ENFES L2 L 2R L E9,
Parameter | <unit-id> : "y 7 A ID /R LET, A v 7 KEHEFIZFRRINEE A,
Version 1.01.01
RS ANEL
o 7 3R

CRIT(2) System warm start (SSH)
CRIT(2) Unit 1, System warm start (SSH)

33.5 oA —LX%Z— I (SNMP)

Log B IRy JAEE
System warm start (SNMP)
B R 7R
Unit <unit-id>, System warm start (SNMP)
Trap warmStart
HEE Critical (2)
B! probeResetControl 472 = 7 k% warmBoot (2) ZFRET 5 SNMP ER/EIC L V) & )N
EE L7 ERLET,
Parameter | <unit-id> : "y 7 XA ID B/ R LET, AHX v 7 RKEHFIIFRRINEE A,
Version 1.01.01
*Fhia ANEL
1 7 F

CRIT(2) System warm start (SNMP)
CRIT(2) Unit 1, System warm start (SNMP)

33.6 O—JILFRZ—F

Log | BE S Se i
System cold start
B X%y KR
Unit <unit-id>, System cold start
Trap coldStart
HEEE Critical (2)
B BIRAFEOBIRIC LV EENEE L2 2R LET,
Parameter | <unit-id>: Av 7 XA IDARLET, A¥ v 7 RERHRIRRSINER A,
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Version 1.01.01
Xt AN
=R SN ]

CRIT(2) System cold start
CRIT(2) Unit 1, System cold start

33.7 a—JL FR%— I (SNMP)

Log System cold start (SNMP)

Trap 2L KSNWP IZ & D a— v FRZ — R R, MRIE RN SN 5720, EEik
\Z b7y AR

HEEE Critical (2)

#iHA probeResetControl A7 Y =7 k% coldBoot (3) IZFRET 5 SNMP #REIZ X V0 IEENFH
BEh L= & aRLET,

Parameter | 73 L

Version 1.01.01

*Fhia ANEL

1 7 3R

CRIT(2) System cold start (SNMP)

33.8 CPU st 1= & S HESD

Log B IRy Y JAEE
System re-start reason: CPU Exception
B R 7R
Unit <unit—id>, System re—start reason: CPU Exception
Trap warmStart
HEE Emergency (0)
B CPU filsh A fn L7z 7=, MBI 21T o7 2 & 2R LET,
Parameter | <unit—id>: Ry 7 X ID 2R LET, A¥ v 7 RMEMRHIFIR SN EH A,
Version 1.01.01
I DUTForZz2845 0, AR — bSO £ TEMSTEE0,
e show environment
e show unit
¢ show logging all
¢ debug show cpu utilization
¢ debug show error—log
¢ show tech—support
1 7 F

EMER (0) System re-start reason: CPU Exception
EMER(0) Unit 1 System re-start reason: CPU Exception

33.9 VI rOz7EMERERAMICK 5BEH

Log

W JERZ o 7R

System re—start reason: System Fatal Error

W XU R
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Unit <unit—id>, System re—start reason: System Fatal Error

Trap warmStart
HEE Emergency (0)
B V7 Ny = TEMEOREERMLIZTD, HEEZ{To7 2R LET,
Parameter | <unit-id> : "y 7 XA ID Z R LET, A v 7 REAFIFRRINET A,
Version 1.01.01
*Fh UTFoaZ7z#85 L, AR — MHEE O F TERM LS TEEN,
* show environment
e show unit
¢ show logging all
¢ debug show cpu utilization
¢ debug show error—log
¢ show tech—support
= 7 FKor

EMER (0) System re—start reason: System Fatal Error
EMER(0) Unit 1 System re-start reason: System Fatal Error

.10 U v F Ry T34 2—IC &L 5BEH

Log [ WP /e i
System re—start reason: Watch Dog
| SR 9
Unit <unit—id>, System re—start reason: Watch Dog
Trap warmStart
HEE Critical (2)
B VAT Ry 724~ — BRI KV EENFER L2 L AR LET,
Parameter | <unit-id>: Ry 7 A IDZ/RLET, A¥ v 7 KEMARITIRRINEE A,
Version 1.01. 01
*Fhia DFov 7z, AR — FSEOE TEM S TEI 0,
¢ show environment
e show unit
e show logging all
¢ debug show cpu utilization
¢ debug show error—log
¢ debug show wd—error—log
¢ show tech—support
o 7 Fon

CRIT(2) System re-start reason: Watch Dog

CRIT(2) Unit 1, System re-start reason: Watch Dog

33.11 SRATLAEY)—ERHBEICK SBEE

Log W IR ¥ 7 AkE

System re—-start reason: CPU Protect

W <X TR

Unit <unit-id>, System re—start reason: CPU Protect
Trap warmStart
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EEE Critical (2)

A AT A ATEY — (SYS_MEM, SYS_HUGE, SEC_MEM, # DiEEfH%IZLD AEY —) ZE b
WCTHIENTERWIREN 1| DW= 2R LI Ik, EENEHES L
2R LET,

Parameter | <unit-id> : "y Z A ID Z R LET, A v 7 REAFIFRRINET A,

Version 1.03.01

P DFou 7z, AR — PSSO E TEM LS TES 0,

¢ show environment
e show unit
e show logging all
¢ debug show cpu utilization
¢ debug show error—log
¢ show tech—support
o 7 3R
CRIT(2) System re—start reason: CPU Protect
CRIT(2) Unit 1, System re-start reason: CPU Protect

33.12 SR TLREBIEE

Log System status goes normal.

Trap npSystemStatusNormal

HEE Notification (5)

L] VAT LDRENEFICR ST L AR LET,
Parameter | 72 L

Version 1.01.01

*Fhis L

1 7 Foa

NOTI (5) System status goes normal.

33.13 SRATLREBRE

Log System status goes abnormal.

Trap npSystemStatusAbnormal

HEE Emergency (0)

A AT DRBBICRIENAE LT Z L 2R L ET,
Parameter | 72 L

Version 1.01.01

PP R SN fEE 2 — NS CTHRIGS 72 &0,
7 7 3R

EMER (0) System status goes abnormal.

33.14 SR TLRBOEIL

Log Unit:<unit—-id> System Status Code is changed (Kfailure—code>—<failure—code>)
Trap npSystemStatusCodeChange

HEE Warning (4)

i EEIZL > TSN cEEa— PR ERE SN2 2R LET,
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Parameter | <unit-id> : "y Z XA ID Z/R_r LE T,

(failure—code> : #EIC L > Tt ahZEEa— K2R LET,
o T RTDbit=0 (0x00000) : [EFINAE
« bit[8]=1 (0x00100) : FEJF DFEE
« bit[10]=1 (0x00400) : 7 7 > D[EHE
« bit[11]=1 (0x00800) : J&JE &
» bit[14]=1 (0x04000) : SW-LSI D AE VY —x=F—
* bit[15]=1 (0x08000) : SW-LSI DEIHAREELR AT Y —= T —
« bit[16]=1 (0x10000) : SW-LSI D AE J —xF— (/»— Rz TF—)
« bit[17]=1 (0x20000) : SW-LSI DEHAFERAEY —=TF— (—FxZT—)

Version 1.01.01

Py B, 77 v, EIRREICEENRAE LA, B, 77/0)51&%))%/1%%
£7 {J?ODL,anﬁE'?’ SZERINIIN 77/@@%%(5&7&7&&@%\ RENHIUTYAR— |
HISEIZBMWEDbEIIZ SN,

REH S LTV R E :1~l\75>u”j73éi@7‘_zﬁu\/\~l\°'7:—c7[§ FEOAREMENH B T2
y)\ hﬁ_ﬂf»—]\;(j“l:ﬁ?:i j’oFlﬂl/\/\j’)‘)é_‘< ‘ﬁ..él/\o

B 7 Fpl

XWARN (4) Unit:1 System Status Code is changed (0x00000-0x20000)
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34 Telnet

34.1 Telnet A4 1 Y ETh

Log Successful login through Telnet (Username: <user—name>, IP: <client—ip>)

Trap 7L

HEE Notification (5)

A AAA BEREDMERN 285G D, Telnet TO R I A T LT Z & &2/ LET, AAA BERED
FR72Gma 0 7 A VR ZIEAMA BEE SR LT EE0,

Parameter | <user-name> : =—H —HERLET, B/ A VIR —F =X E AT HHLEDRN
RENH = DAL, 22— —41% “Anonymous” (2720 £9°,
<client=ip> : 7 7A T FDIPT RV AZRLET,

Version 1.01.01

REhis ANEL

B 7 R

NOTI (5) Successful login through Telnet (Username: example, IP: 192.0.2.100)

NOTI (5) Successful login through Telnet (Username: example, IP: 2001:db8:10::100)

34.2 Telnet A4 1 4Bk

Log Login failed through Telnet (Username: <user—name>, IP: <client—ip>)

Trap L

HEE Warning (4)

A AAA BEREMNIEZY 72355 D, Telnet TO R T A NZKRRLTIZZ L 2R L E T, AA HEREMN
BB E o 7 A4 I m 71X AMA BE SR L T EEN,

Parameter | <user-name> : T —HW—ZZ/RLFET, /A V2=V —L B2 AT TDHLEDR
RIENE — > ORAIE, 2—W—41F “Anonymous” 12720 £,
{client=ip> : 7 FA TV FDIP 7 KL AZRLET,

Version 1.01.01

PN BE, =P =%, NAT—=RFRELOMHERL T ZEND,
access—class A~V REMHHTHE, 7747 FD IP 7 RVRIZXK DT 7 & AR
MAA[RETT,

2 7 A

WARN (4) Login failed through Telnet (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through Telnet (Username: example, IP: 2001:db8:10::100)

34.3 Telnet @& 7™ b+

Log Logout through Telnet (Username: <user—name>, IP: <client—ip>)

Trap L

HEEE Informational (6)

S| Telnet By v arvhnhbual 7 L2l B RLET,

Parameter | <user-name> : =—H —HERLET, B/ A VR —F =K E AT HHLEDRN
BRIE/NE — 2 OYAIE, — P —41% “Anonymous” 1272 V) £7,
{client-ip> : 7 A7 "D IP 7 RLAZRLET,

Version 1.01. 01
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B

= 7 3Pl

INFO (6) Logout through Telnet (Username: example, IP: 192.0.2.100)
INFO(6) Logout through Telnet (Username: example, IP: 2001:db8:10::100)

34.4 Telnet 2y a2 ALA LT

Log Telnet session timed out (Username: <user—name>, IP: <client—ip>)
Trap 7L

HEE Informational (6)

] Telnet vy v a DA LT T M LIEZ EERLET,

Parameter | <user-name> : T —H —ZEZ RLFET, vl A V2=V —FZE AT TIHILED/R
RIENY — 2 ORAIE, 2—W—41F “Anonymous” 12720 £,

client=ip> : 7 AT D IPT KL ARZRLET,

Version 1.01.01

5 R

B 7 Fpl

INFO(6) Telnet session timed out (Username: example, IP: 192.0.2.100)

INFO(6) Telnet session timed out (Username: example, IP: 2001:db8:10::100)
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35 Temperature

35.1 mERERA

Log Unit <unit—-id>, Sensor: <sensor—id> detects abnormal temperature <degree>C
Trap npTemperatureWarning
HEEE Critical (2)
B INVFIREEN, EEOBERBIRE D FIR2E LB 2R LET,
Parameter | <unit-id>: N>y 7 XA ID Z/ R L F T,
{sensor-id> : P —ID Zx LET,
{degree> : BAEDIREZ R L F1,
Version 1.01.01
*Fhia PEEFIL DR E MR LT, AVKURE Z B EE FIRE  (0~50°C) OHEiPHNIZ
LTLIEEN,
7 A

CRIT(2) Unit 1, Sensor: 1 detects abnormal temperature 56C

35.2 mER¥DEIR

Log Unit <unit—id>, Sensor: <sensor—id> temperature back to normal
Trap npTemperatureNormal

HEE Critical (2)

B! BEYE P —DNIEFRE~OEBZRMLI-ZZ 2R LET,
Parameter | <unit—-id> : Ry 7 A ID Z/RLF T,

<{sensor-id> : oY —ID Zx LET,

Version 1.01.01

R AN
7 Feon

CRIT(2) Unit 1, Sensor: 1 temperature back to normal
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36 Hm U 7 (ULD)

36 EAMY o#&H (ULD)

36.1 ULD #EREIC K S EBEAFR Y > U RAN

Log ULD <interface-id> is detected as unidirectional link
Trap 7L

B Warning (4)

A AE—=T 2 —ATHGMY 7PN L 2R LET,

Parameter | <interface-id> : A MU V7B I CWAAL LV X —T =2 —A B LFET,

Version 1.01.01

X KB DR — FRE, AT —F A, BIOBREEEME L TIEI0,
1 7 FoR B

WARN (4) ULD Portl1/0/1 is detected as unidirectional link
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37 ZTP (Zero Touch Provisioning)

37 ZTP (Zero Touch Provisioning)

37.1 ZTP 7€ X DA

Log ZTP : ZTP processing started
Trap 7L

HEE Informational (6)

B TP WMBRRPHIE LT 2 L AR L ET,
Parameter | 72 L

Version 1. 03. 01

*Fhis S
= 7 FKor

INFO(6) ZTP : ZTP processing started

37.2 ZTP : DHCP H—/\—H&#z kK
Log ZTP : DHCP connection timeout
Trap L
EEE Warning (4)
A DHCP H— N —Hal R L 72 Z & 2R L £,
Parameter | 72 L
Version 1.03. 01
POy DHCP H— "—NIE L #fH SN TWDH, ELFELSETH L THD 0L T2
S,
v 7 R
WARN (4) ZTP : DHCP connection timeout

37.3 ZTP : TFTP Y—/\—{FE D E 15 KX
Log ZTP : DHCP <ip—address> : TFTP Server information was not found
Trap 7L
HEE Warning (4)
A DHCP ACK A v E—U 6 TRTP $r—"—DIFWRR R DN SR o72 2 L R LET,
Parameter | <ip—address> : DHCP — _"—®D [P 7 KL 2 & /xR L E 7,
Version 1.03. 01
X DHCP H— S —DFIE Z a8 L TS,
7 7 3R

WARN (4) ZTP :

TETP Server information was not found

31.4 ZTP : '— b x4 IP7 FLARREIEG

Log ZTP : DHCP no gateway IP address

Trap L

EHER Warning (4)

A FBE &7z TFTP H— =D TP 7 RV RIZKHET D7 — b7 =4 IP 7 K L ADFHRN

GEN TV RNWZ L ERLET, 2B, A~V 73y MZ TFTP —_—NFET 55
A, ZouliEERENEE A
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37 ZTP (Zero Touch Provisioning)

Parameter | 73 L

Version 1.03.01

st DHCP H— N— DR E AR L T 7230,
2 7 R

WARN (4) ZTP :

DHCP no gateway IP address

37.5 ZTP : ARP RiH&
Log ZTP : TFTP <ip-address> ARP no reply
Trap 7L
HEE Warning (4)
B! TFTP H— 3= 5 ARP JGE N2 oT=Z L &R LE T, TFIP — =R D% 7 %
FD IP 7 FLADGE, EEIZS— U= A1 ARP HRZXELET, /F'— LV =A
DS ARP IS L7 WS, <ip—address> I — b2/ DIP T KL AZRRLET,
Parameter | <ip—address> : TFTP #— _X—dD IP 7 FL A&/~ L F 7,
Version 1.03.01
*he TFTP H— R —DIRAEZ 78 L T < 7280y, DHCP $— " — DR E A fEsd L T 72 S0,
1 7 For

WARN (4) ZTP :

TFTP 192.168.0.10 ARP no reply

3.6 ZTP : Z 74 IILFHoO— FOBAR
Log ZTP : TFTP <ip—address> : <filename> download started
Trap npZtpImageDownloadStarted

npZtpConfigDownloadStarted
npZtpOtherDownloadStarted

HEE Informational (6)

B! T—=R A= T 7 A HEREHRT 7 AV, FBREBE#E7 A LR EOX T o a— R
Bt L7 Z 2R L ET,

Parameter | <ip-address> : TFTP %— "—D [P 7 KL A& /R L £7,
{filename> : 7 7 A VWA ZRLET,

Version 1.03.01

PN AREL

7 7 3

INFO(6) ZTP :
INFO(6) ZTP :
INFO(6) ZTP :

TFTP 192. 168. 0. 100 :
TFTP 192. 168. 0. 100 :
TFTP 192.168. 0. 100

apresia—software. had download started
config. cfg download started
: DL-1ist05. txt download started

3.7 ZTP : 274 Ao > A— FORELH

Log ZTP : TFTP <ip-address> : <filename> download succeeded

Trap L

HEE Informational (6)

B T A=V T 7 A, WRIERT 7 A0, BAEBET 7 A VR EDF T o m— (T
LT Z R LET,

Parameter | <ip—address)> : TFTP #— _"—D [P 7 FL XA &Z/,rR L ¥ T,
<{filename> :
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37 ZTP (Zero Touch Provisioning)

TrANHERLET,
Version 1.03.01
Xt AN
o 7 R

INFO(6) ZTP :
INFO(6) ZTP :
INFO(6) ZTP :

TFTP 192.168. 0. 100 :
TFTP 192.168. 0. 100 :
TFTP 192.168. 0. 100

apresia—software. had download succeeded
config. cfg download succeeded

: DL-1ist05. txt download succeeded

31.8 ITP : T—rA A—U T 7 A LDA Y O— FREK
Log ZTP : IMAGE <filename> <reason>
Trap npZtplmageDownloadFailure
HER Warning (4)
B T—h A=V T 7 ANDE T = RZRBLIEZ 2R LET,
Parameter | <filename> : 7 — b A A= 7 7 A VA ERLET,
{reason> : RFIH AR L £,
e file name size over : 7 7 A VAW A XA —/3—
e TFTP connection failed : TFTP H— N—{Z 45k K
e file not found : 7 7 A VRO B 720
e file access error : 77 A /NT I AT —
« TFTP timeout : TFTP # A AT U |
e invalid file : NIEZ2 7 7 A /b
+ disk full or allocation exceeded : 7 4 AV ZBXK&ER L, ERIIFEARLE
o flash access error: 77 v a7 /7 BATLT —
Version 1.03.01
PSIO RKGBEHIZHEV, TFTP = " — DRk, Vv — FHRO T 7 A L ORREZ il
WL TLIEEN,
BN

WARN (4) ZTP :

IMAGE apresia—software. had file not found

31.9 ZTP : BREHR I 7 A LD F ) o O— FRHK
Log ZTP : CONFIG <filename> <reason>
Trap npZtpConfigDownloadFailure
EHER Warning (4)
B HRRIER 7 7 A NVDOF T ra— RICRELIZZ 2R LET,
Parameter | <filename> : #ERIHHM ™~ 7 A V&R LET,
{reason> : KIEH Z R L £,
e file name size over : 7 7 A VA4V A XA —/3—
» TFTP connection failed : TFTP H—/"— |28k b
e file not found : 7 7 A VXA DD
e file access error: 77 A NT I EALT —
e TFTP timeout : TFTP # A A7 7 b
e invalid file: RIEZ2 7 7 AL
e disk full or allocation exceeded : 7 4 AV ZEX K& L., FLIIBFERE
e flash access error: 77 v a7 JBATLT —
Version 1.03.01
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37 ZTP (Zero Touch Provisioning)

I REGERE 2RV, TRTP H— " — DR EE, ¥ U v — RRO 7 7 A L OIRFEE il
L TLIEEN,

o 7 3R

WARN (4) ZTP : CONFIG config. cfg file not found

37.10 ZTP : E2RERSE D 7 A LD HF o> O— F&E
Log ZTP : OTHER <filename> <reason>
Trap npZtpOtherDownloadFailure
HEE Warning (4)
A AEBE 7 7 A VDX T — NIRRT Z L 2R LET,
Parameter | <filename> : FRFFRIE 7 7 A VDT 7 A N Z R LET,
{reason> : KFLH Z R L 7
« file name size over : 7 7 A VYA XA — 31—
+ TFTP connection failed : TFTP — —|ZH5kE K
« file not found : 7 7 A LN RO E 720
» file access error: 77 ANT VAT T —
« TFTP timeout : TFTP # A A7 ¥ K
e invalid file: RIEZR 7 7 AV
o disk full or allocation exceeded : 74 AV ZEERER L, FTRIIBRERZ
e flash access error: 77 v a7 7 EBATLT —
Version 1.03. 01
POy RHCBRHZHEV, TRTP Y — " —DOHESHRIE, ¥ U m— R RO 7 7 A L OIRRE % fifg
RLTLIEEN,
1 7 Foa
WARN (4) ZTP : OTHER APRESIA-webpage—image03.html file not found

37.11 ZTP : 7 v 77— MAEDFALE

Log ZTP : TFTP <ip—address> : update started

Trap L

HEE Informational (6)

A TP DT v 77— MUBRZBRG LT Z 2R LET,
Parameter | <ip—address> : TFTP % —X—®D [P 7 KL A& R L £,
Version 1.03. 01

05 RE
7 7 3R

INFO(6) ZTP :

TFTP 192.168.0. 100 : update started

37.12 ZTP : 7 7 4 LEF DBt

Log ZTP : TFTP <ip—address> : <filename> update started
Trap L

HEE Informational (6)

B T ANVDOEFERB LI L 2R LET,

Parameter | <ip-address> : TFTP #—/N—®D I[P 7 KL XA &R L £7,

{filename> : 77 A NAERLET,
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37 ZTP (Zero Touch Provisioning)

Version 1.03.01

PN ANEE

7 3

INFO(6) ZTP : TFTP 192.168.0.100 : config. cfg update started

31.13 ZTP : I 7 A ILEF DRI

Log ZTP : TFTP <ip-address> : <filename> update succeeded

Trap L

HEE Informational (6)

B T ANDEFIE LT LR LET,

Parameter | <ip—address> : TFTP #—/"N—®D IP 7 FL A& /,R L E T,
{filename> : 7 7 A VA Z/RLET,

Version 1.03. 01

K R

= 7 FKor

INFO(6) ZTP : TFTP 192.168.0.100 : config.cfg update succeeded

37.14 ZTP IZ & S BEBDEE

Log ZTP : rebooting started by ZTP

Trap npZtpCompleteSystemRebooted

HEE Informational (6)

Bl ITPIC X 5 \iEED M SN2 L A2RLET,
Parameter | 72 L

Version 1.03.01

*Fhia ANEL

1 7 Foa

INFO(6) ZTP : rebooting started by ZTP

37.15 ZTP I[Z & S B EI DR R

Log ZTP : Passed processing because <{filename> is the same

Trap 7L

HEE Warning (4)

A TFTP H—N—=NET = h A A=V T 7 A VOFEREBEG L, FLT7 7 A NTEoT22 &
R LET,

Parameter | <filename> : 7 — b A A= 7 7 A NVZHERLET,

Version 1.03. 01

PP B

7 7 3R

WARN (4) ZTP :

Passed processing because apresia—software.had is the same

37.16 ZTP 7Ot X Dk

Log

ZTP : interrupted ZTP processing from console

Trap

npZtpInterruptionFromUser
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37 ZTP (Zero Touch Provisioning)

HEE Warning (4)

A AV =)D TP AP 2 T2 Z L 2R LET,
Parameter | 73 L

Version 1. 03. 01

PIpI NEL

1 7 FoR P

WARN (4) ZTP :

interrupted ZTP processing from console

37.17 ZTP : SNMP k5 v FEED KK

Log ZTP : SNMP-Trap <type> to <ip—address> transmission failed <reason>
Trap L
HER Warning (4)
A 7y FEEICRRLTEZ B2 R LET,
Parameter | <type> : N7 v T DX A FEH R LET,
{ip-address> : SNMP #—/X—D IP 7 KL A& /R LE T,
<reason> : KB AR L £7,
* invalid SNMP address : DHCP #—/N—723 885572 SN\MP - —/N—1P 7 K L 2 % f5
&
* incorrect SNMP community name : DHCP %—/ X—72338 57 SNMP 2 X = =F ( —
LR EFRE
¢ incorrect SNMP version : DHCP #—/S—723GR 572 SN\MP X —2 = U A FRE
« ARP no reply : ARP (2L 57 R L AR I
Version 1.03.01
FIp JPEERF S HEV Y, DHCP Hr— _R— DR EZ R L TL 72 &0,
1 7 Foa

WARN (4) ZTP :
WARN (4) ZTP :
WARN (4) ZTP :

SNMP-Trap npZtpImageDownloadStarted to 192.168.0.101 transmission failed ARP no reply
SNMP-Trap npZtpConfigDownloadStarted to 192.168.0. 101 transmission failed ARP no reply
SNMP-Trap npZtpOtherDownloadStarted to 192.168.0. 101 transmission failed ARP no reply
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38 AT AT Y —fifi FHEREEH

38 VRATLAE!)—E

JEEWH

38.1 SRTLAEY—FEREDL EZMEHEB

Log Unit <unit—id> Memory pool <name> utilization exceeded <percentage>
Trap npMemoryUtilizationRising
B Warning (4)
B! AT AAEY —fEHEN, cpu-protect system—memory limit—check threshold ===~
YRTRELICLEWVEZBEA T2 2R LET,
Parameter | <unit-id>: N> 7 XA ID Z/RLF T,
<named : XHEDI AT LAAETY —L AR LFET,
{percentage> : Y AT L AT —DEHRDO L VME (%) Z/r LET,
Version 1.03.01
*Fhia N
7 A

WARN(4) Unit 1 Memory pool ssl_lib utilization exceeded 95%

38.2 VRTLAE—ERBERICLSBED

Log Unit <unit—id> System restart due to memory allocation failure <name>
Trap L
HER Emergency (0)
A VAT A AEY — (SYS_MEM, SYS_HUGE, SEC_MEM, % DOfhEEfEXIHRD A€ —) #EY
BTHIENTERUVIRED 1 W2 HEIC, EESBESH L 2R LET,
Parameter | <unit-id>: Av 7 X IDZ/RLET,
<name> : HBEDOV AT LAEY —HERLET,
Version 1.03.01
I DUTFour 728450, AR — bSO £ TEMSTEE0,
e show environment
e show unit
e show logging all
¢ debug show cpu utilization
¢ debug show error—log
¢ show tech—support
1 7 FoR

EMER(0) Unit 1 System restart due to memory allocation failure SYS_HUGE

117/118




39 CPU fif F SRELAH

39 CPU f&,

IR B8

39.1 CPU EAZD L Z L MERE#

Log CPU utilization has exceeded the threshold (before <before-value>, current
{current—value))

Trap npCpultilizationRising

BT Warning (4)

A CPUREHISRMNEE L7 LEWMEZ B> 72 2 L 2R L&,

Parameter | <before-value> : Hif[EIDEARL Y A I 27 TO CPUM AR %) 2R L E£7,
{current-value> : SBEIOEEM S A I 7 TO CPUHEHE®) 2L ET,

Version 1. 03. 01

05 TE

1 7 FoR

WARN (4) CPU utilization has exceeded the threshold (before 99%, current 100%)

39.2 CPU ER*ENDEIH

Log CPU utilization has become less than the threshold
Trap npCpulUtilizationFalling

HEE Informational (6)

B CPUEHI=RDMEE LI LEVMEZ Flal~72 2 & AR LET,
Parameter | 73 L

Version 1.03.01

X N

v 7 R

INFO(6) CPU utilization has become less than the threshold
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