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3.34_4 config 802.1x auth_failover

3.36.8 config mac_based access _control auth_failover
permit

3.39.1 enable ssl TLS

3.39.2 disable ssl TLS
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3.37.1 config authentication_mode

3.37.2 show authentication_mode
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0

ApresialLightFM ApresialLightFM108GT-SS APLFM108GTSS
ApresiaLightFM116GT-SS APLFM116GTSS
ApresialLightFM124GT-SS APLFM124GTSS
ApresialLightFM104GT-POE APLFM104GTPOE
ApresialLightFM108GT-POE APLFM108GTPOE
ApresialLightFM116GT-POE APLFM116GTPOE

ApresiaLightFM ApresiaLightGM
ApresiaLightGM152GT
ApresiaLightFM ApresiaLightGM ApresiaLight152GT
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Create ACCOUNT ...ttt e et e et e et aeaecaeceaaeaeaaaa e aaaaaaan 39
oo g i JF= o o7 T3 1 39
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(012 =] = o oo 41
] 10 T3] o o 41
] T o 42
show serial pPort ... . e eeceaeceeaaaaaa 43
config serial _port ... . aeeeeceeecaaaaaan 43
enable ClIPagiNg - ..ot et et e e 44
disable Clipaging - .- oot e e 44
enable telnet ... e 45
disable telnet . ... e eaeaaaaa 45
L= T 46
2T =T ] ] o 46
disable Web . ... e e eaeaaaaa 47
SV ot e e e e e e e e e e e e e e e e aaaaaaaan 47
L= 000 48
12T 49
0o 4 50
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R 0 oo 011 50
3.21 enable JumbO Frame . ...t e e 51
3.22 disable jumbo _frame ... ... .. eeaaaaaaa 51
3.23 show JUumMbo _Frame . ...t et e e e e e 52
3.24 config default_language . ..o it et e e et e a e e aaa e 53
3.25 show default _language . - .« oo i it et e e et a e e e 53
R ] T =T o = o] 0o 54
3.27 upload tech _support TOTFTP ... it e et it e e e caeceaaaacaaanaanann 55
.................................................... 56

4.1 download firmware FromTFTP ... e e iececacacacacacaaaaaannn 56
4.2 download g FromTFTP L.t et e et e et caececaeaeae s 56
4.3 config firmware Image Id .. ..ottt e e c e e cecaececaaaaaaaanaaaann 58
4.4 show Firmware Information . ... ... . i 59
ST oo o 1 o 60
G TN T o1 Vo 62
A ¢ T 63
T ¢ T 64
S T W =0t 0T - 65
4.10 config terminal Bine ... oottt c e ceceececanaeaaaanaaannn 65
4.11 show terminal THNe _ ...t 66
4.12 show self-test result ... e 66
4.13 Show ST diag <o i et et ettt e et e e eaeae s 67
4.14 show STp INTO .ot e i e ceaeceeae e aaaaaaaaan 67
.............................................................. 68

T 68
ST o 69
.5.3 config command _hiStOrY . ...ttt e e e ce e aecea e 70
5.4 show command_hESTOrY ...t c e ceceececaece e aaaaaaan 70
LD e e e e e e e e e e e eeeaaa e 71
ST = 4= o | = o o 71
6.2 disable BhOp - .ot e 71
6.3 config Ildp message_tx_interval ... ... .. . i iiiaaaaaa 72
6.4 config Ildp message_tx_hold_multiplier ... .. .. .. i ... 72
6.5 config Hldp tX_delay - ..ot e 73
6.6 config Hldp reinit_delay ... .o oo 73
6.7 config Ildp ports notification .. ... ... .. . i it i 74
6.8 config lldp notification interval ... .. . .. .. i it 74
6.9 config Ildp ports admin_Status - . ... ..ot i i c e e aaecaaaaans 75
6.10 config Ildp ports mgt addr .. ... ..o aeaaaa 76
6.11 config Ildp ports basic thVs ... .. i e 77
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config Hldp ports dotl _thv pvid .. ..o i 78
config Hldp ports dotl_tlv_protocol vid ... ... .. .o iiii i 78
config Hldp ports dotl_tlv vlan name .. ... ..o i i e ceca e 79
config 1ldp ports dotl_tlv_protocol _identity ... .. .. ocoiiomiinii i 80
config Hldp ports dot3 thVS ... e e c e e 81
config Hldp FOrward MmeSSage - - - v o v e et e it et e e e e e ae e e e 81
£ 10 8 o 82
show Bhdp Mgt addr . ...t et e e e e eaae e 83
£ 0T 8 o 6T 00 83
show Thdp Bocal _ports . ...ttt c et e caececaaaanaaaanaaannn 84
Show T1dp remote _POIrES <.ttt et e et e et e e e caececaeaeaaaanaaaaaaaannn 87
SNOW T1dp STAtESEICS ..o it ettt e et e et e c e c e cecaeaeaaaanaaaanaaannn 89
show T1dp StatistiCS POrtS ...ttt et e et e e caececaaaaeaaaanaaannn 90
.................................................. 91

oo g i J )11 = o o N 1 016 91
oo g i T I e | gr= = W o TS T Vo 91
SNOW greetinNg MESSAQE - - c o e e e et et e et e e e caec e caeceaaaaanaaaaaaaaaaaannean 92
GONMP) e e 94

Create SNMP USEE . ..t it it et e et e e e e e e e amamamamamamacacaaaaanaannnn 94
delete SNMP USEI ...ttt et et et e et e et e e aecaeceaaeaeeaaaanaaaaaaanannn 96
£ ] 11 6 T = 96
Create SNMP VEOW & ittt e et et it e e ae e aeceeceaaeaecaaaenaaaaaaananan 97
delete SNMP VEOW - .ottt et et i et cecaeceeceaaeceaaaa .. 97
L] =] 11« T = 98
create SNMP COMMUNTEY ...t ee et et it e e ot ceceececaececasaanaaaanaanannenn 99
delete SNMP COMMUNEEY .ottt et et o e et ceececaeceeceaaecacaeaanaaaannn 99
ShOWw SNMP COMMUNEEY - oo ettt et e et c et ceececaececaecenaeaanaeaaaaenn 100
config snNmp enginNelD <. ot eeceeaeceeaaaaaan 100
show snmp enginelD . ...t ceaeeeaeeaaaaaaan 101
Create SNMP FOUD - - e oo o e e e e e nm e e e e e e e e m e e e e e e e e mmeeaeeeenes 101
delete SNMP QrOUD - oo it et e et e et e e eaaaaaea 102
£ TS 11 o T 01U 0 102
create SNMP hOSt - ..t 104
delete SnNmP hOSt - o ..t 104
£ 0= 1 o T 0L 105
create trusted oSt .. ... . e 105
delete trusted _host . ... . it i 106
Show trusted _hOSt ... .t 107
=] = o =T o111 107
disable SNMP - ... 108
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3.8.23 config snmp linkchange traps POrtS .. ..o i oo i e c e ceaaaaaans 109
T ] oo = 11T > 110
3.8.25 config snmp System CONtaCt .. ... ..ot it a e c e e e 111
3.8.26 config snmp system 1oCation ... ... it e a e c e e 111
3.8.27 config SNMP SYSTeM NAME - . ot it e et e e et et e e e e c e aacamcaaaeceaaaaanaann 112
3.8.28 enable ImON .. ..o e e e aeeeeaaa e 112
3.8.29 disable ImoNn . ... 113
e 114
3.9.1 Show pacKet POrtS . ...ttt e et e et e e a e aaaaan 114
3.9.2 ShOW EIrFOr POFES <.t et e et e et e et e e e e caeceaaeaeaa e aaaaan 115
3.9.3 config utilization NOtify ... . i c e 116
3.9.4 clear ULTIIzZation . ...ttt e 117
3.9.5 show UtTlizZation . ...ttt e 117
3.9.6 show utilization NOtITY ... .. . e e c e cecaece e 120
3.0.7 clear COUNTErS ..ttt et et et e e a e 120
3.0.8 Clear 100 -t e e e eeae s 121
K I T = 1 oo 121
3.9.10 enable SYSHOg -t e e e e e aaaaaa.a 122
3.9.11 disable SYSHOQ - oot e e e e e e aaaaaa.an 122
3.9.12 ShOW SYSHOQ - c e ce e e et et et e e aaaaaa.a 122
3.9.13 create syslog host ... ..o eaeceeaeaeaaaaaaaan 123
K I T oo 1 o =3 V2] oo 125
3.9.15 delete syslog host .. ... e e ceaeceaeeeaaaaaaaaa 126
3.9.16 show syslog host . ... e et c e cecaececaeae e aaaaan 127
3.9.17 config 10g Save timiNg - ..ot ettt c e eeceececaeceaaaaaaaaaaan 128
3.9.18 show 10g save tIMINg - .o et et ot et e e ceceececaecacaaaeaaaaaaenn 128
3.9.19 delete 1pif System ... ..ottt aeceeceaaeceaae e aaaaaaa 129
3.9.20 enable ipif_ipv6 link local auto ... ... ..ot iiii e i aaanaan 129
3.9.21 disable ipif_ipv6_link _local_auto ... . .. . i 130
3.9.22 show ipif_ipv6_link local auto ... ... . it i e ceiaaaaaaan 130
10 SMT P e e e e e e e e e e e ee e aa e 131
3.10.1 enable SMEP ..o e e e e e e aaa e 132
3.10.2 disable SMEP - oo e e e 132
201 0 I oo 1 o 111 133
3104 SNOW S - -t e e e et et et e e e e e e e aa e 134
3.10.5 SmP SeNd teSTMSg - v it e e it e et e e e e e a e e 135
AL e e e e e e e eaaaaeaaaaaaan 136
K T A oo 1 o 1 (= 136
K T 7 oo oo 138
3.12 TIME  SNTP e e e eeeeaeeeaeaaeaaaaa- 139
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A A <0 F= 0] = o 139
K 2 o 1K= 101 == 0 139
2 B oo 1 o = £ 140
A ] 3o = 1 140
20 T oo 1 o R 1T 141
I I I oo 1 o R 117= 0 = 141
R I A o0 1 o 0 £ 142
3028 ShOW TEME « .o it et et e et e e e e e ae e 144
13 ASymmetriC VLAN e e e e amae e 145
3.13.1 enable asymmetric VIan ... ... e eaaeceaaaaaaan 145
3.13.2 disable asymmetric vlan ... ... i eeaeceaaaeaaan 145
3.13.3 show Asymmetric VIan .. ... ..o e eaaaaaaan 145
1 147
3.14.1 enable bpdu guard .. ... e e e aeaeaeaaaaaaan 147
3.14.2 disable bpdu_guard ... ... e e ceaeee e 147
3.14.3 config bpdu guard ports ... ..o e et aece e 148
3.14.4 config bpdu_guard recovery TIme ... ..o i oo i c e cecaeceaaaaaaanan 149
3.14.5 config bpdu guard B0Q - ... e e aece e 149
3.14.6 show bpdu_guard . .. ..ottt e e e ceaeaeaaaaaaaan 150
0 152
3150 create T o ..o e 152
3.15.2 create multicast Fdb ... ... . i e e 152
3.15.3 config multicast Fdb ... ... . . e eeceeaeeeaaaaan 153
3.15.4 config fdb aging time ..o ittt e et eeceeeceaeaeaaaaan 153
305 5 delete Fdb o ..o e eaeaaaaaans 154
3.15.6 clear Fub - .. e 155
3.15.7 show multicast fdb ... .. .. i e ceeeceaaaaaa 155
3.15.8 Show FdD - oo e e e e e 156
3.15.9 config multicast port filtering mode ........coiriimr e i ceciceaancnns 157
3.15.10 show multicast port filtering mode ... ... cooioiiiimr i e ceaancnns 157
0 T 158
3.16.1 enable TgMP_SNOOPING - -« - oo et e et e et e e aa e 158
3.16.2 disable 1gMP_SNO0PING - - - oo et e et e et e e aaan 158
3.16.3 confiig IgMP_SNOOPING - -« - oo et e et e e et e e e a e 159
3.16.4 config IgmpP_SNOOPING QUEKT e < ..o it e e e e e c e cae e caaacaeaaannn 160
3.16.5 confiig roUter _POrtS . oottt e e e aa e 161
3.16.6 config router_ports_forbidden ... ... .. .- 161
3.16.7 ShOW TgMP_SNOOPING -« o e e c o et o et et et e e et e e e e e e e 162
3.16.8 ShOW FOUTer _POItS « ..o et it et et et e e 163
3.16.9 show 1gMP_SNOOPING  GFOUP -« o c e c o et c e e e e et e e e e e e e e e daaacaaaaame 163
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3.16.10 show Igmp_sSnooping hoSt . . ... e c i e e e 165
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create link aggregation .. ... ..ot 166
delete link aggregation group _id - ... ..o on e i e c i aeceicaaaaaaan 167
config link_aggregation group _id - ... ..o on e i e i aeceeaaaaaaan 167
config link aggregation algorithm ... .. ... oot iiceiceaaeaaaan 168
show TNk aggregation . ... ...ttt oo e i e e c e c e 169
oo 0 i TR I Uox o T o] 170
£ 0T 1=V o T 0 171
.............................................................. 172

oo o i TR 0o} o [=3 =T o 172
config 1oopdeteCt POrtS . ...ttt e et e e cecance e aa e 173
enable Toopdetect .. ... e e ceaeeaaaaaaaan 174
disable Joopdetect . ...t e e eee e 174
£S] T oo oo [ (= o3 175
show loopdetect POrtsS . ...t a e e aecaece e aeaaaaaaaaan 175
VAN e aaaaaaaaaaaan 177
create mac _based VIan ... ... . e eaeceaeaeaaaan 177
delete mac based VIan ... ... i e eaeceeaeaaaaaan 177
show mac_based VIan ... ... .. e eeceaeaaaaaan 178
............................................................ 179

oo a1 it o TR0 o =] 0 To] 1o 179
config mld_Snooping QUEKIer ... ..t c e ceceeceanaaaaaann 179
config mld_snooping mrouter PortS .. ... .o oor e oot c e ceeceaanaaaaann 180
config mld_snooping mrouter_ports forbidden ..... ... .. .. .. .. i.i.i..... 181
enable MId SNOOPING - .o oo it it c e eeceececeeceaaaaaaaaa 181
disable MId _SNOOPING - - v oo et et e et et et e e e e e cecaeaee e 182
£y T 111 o = 40 Yo o 11 T 182
show mId_SNOOPING grOUP - - oo it e e et et et et e e e e e e e e e e 183
show mld_snooping mrouter _PortS ... ..ot c e 185
(MSTP) e 186

=] = 0] =Y o 186
diSable SEP - oo e eaaa 187
CONFIg SEP VEISION ..ot et et 187
o0 0 0 TS o 188
(od0] 0 0 TS o o T 0T 189
create Stp INStanCe _Hd .. ... oottt 191
confiig Stp INStanCe_Hd . ... oottt 191
delete Stp INStaNCe _Hd ... ..o oottt e e e 192
(od0] 0 o S o o TN 0] o /2% 193
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3.21.10
3.21.11
3.21.12
3.21.13
3.21.14
3.21.15

.22
3.22.1
3.22.2

.23
3.23.1
3.23.2
3.23.3
3.23.4

.24
3.24.1
3.24.2
3.24.3
3.24.4

.25
3.25.1
3.25.2
3.25.3
3.25.4
3.25.5
3.25.6

.26 Q-in
3.26.1
3.26.2
3.26.3
3.26.4
3.26.5
3.26.6
3.26.7
3.26.8

.27
3.27.1
3.27.2

.28 VLAN
3.28.1

config stp mst_config_id ... .o oo
config Stp MSE_POrtS ..o e
SNOW ST - e et e e e
ShOW SEP POFES - .o et e et e
Show SEP INSTANCE - .ot it e i e i e ceiaaa e
show stp mst_config_1d ..o e e
config traffic control ... ... .. . .. . .. Liii.o..
show traffic control ... .. ... .. .. L.alo..
config MIrror POt ... i e ceiaa e
enable MIFrOr « ..o i
disable mirror ... i
£S] 101 g o
config port_security ports .......coioirnonr i iaia e
delete port_security entry vlan name ..... .. ..ocooeaoaao..
clear port_security entry port ... .. .. it
Show POrt SECUNTtY ..ot et c e cececaecaaaann

VLAN e
create dotlv _protocol group - ..cveoe e oo
config dotlv_protocol group - ..cveoeeroe o i e e
delete dotlv_protocol group .. .oceeor oo i e i e
show dotlv_protocol group ....oveemme oo i ie e
config port dotlv ports .....oiimin i i
Show port dotlV ....ioe i i e
S0 e
enable qiNg ... ..o
disable gINg - ..o
£ 10T
ShOW QNG POItS ..ottt e e ce e cecaeceaeaaaaaaan
config qiNg POrtsS ...
create vlan_translation ... ... .. ... liiiii.ii.--.
delete vlan_translation cvid ... ... .. it
show vlan_translation cvid ... .. .. . .. . i,
config traffic_segmentation ... ... ... ..o iiiiiiiiiiiaao-.
show traffic_segmentation ... ... ... ... .. iiiiiiiiiiia.o-.

create VIan . ..o e
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3.28.2 delete VIan ... e eeaaa e 222
3.28.3 conTig VAN ... e aaaaaaan 223
3.28.4 create vlan vIanid .. ... aaa e 224
3.28.5 delete vlan vIanid .. ... 224
3.28.6 config vlan vIanid .. ... e e e eaaaaaaaa 225
3.28.7 enable pvid auto @SSHgN - .o i it e it e e e e e e e e e aaaaaaaa 226
3.28.8 disable pvid auto aSSIgN .o i it et e e a e e aaaaaaaa 226
3.28.9 ShOw pVId QU0 ASSTQN - o v e e e et e et e e e e e e e e c e e 226
R 2 0 0 oo o T Y/ 227
3.28.10 enable gVID « .. e e e e et e ee e aaaaa.an 228
3.28.12 dESADIE QUIP it et et e et e e e e e e e 228
3.28.13 Show VAN « ..ot e e e e e e 229
K I I oo o 1Y o 230
7 231
3.29. 0 Create arPeNtry ... 231
K L A oo 1 o = U 0= 1 Y/ 231
3.29.3 delete arpentry ...t eeaece s 232
3.29.4 config arp aging time ..ot i it et oo e o e aececaeaee e e e aaaaaaan 232
3.29.5 ShOW arpentry ... e e eeaeeeaeaeaeaaaa.an 233
3.29.6 clear arptable . ... e aeeeeceeecaaaaaaa 233
L 234
3.30.1 Ccreate IPrOULE ...t ittt it et e e e o e aeceececaececaacanaaaaaaaanann 234
3.30.2 delete TProUte . ..ot e it e e et aeceececeeceaeaa e aaaaaa.an 234
3.30.3 ShOW FProULe - .ottt et et e et aeceececeececaecea e aaaaaaaan 235
3.30.4 create ipv6 neighbor _cache Ipif ... ... . it c e 235
3.30.5 delete ipv6 neighbor _cache Ipif ... ... . i cicaaaaans 236
3.30.6 show ipv6 neighbor cache Tpif .. ... . . i i 236
3.30.7 create IPVOrOUTe - ..ttt aaa e 237
3.30.8 delete TpVBIrOUTe - ..t it aaa e 238
3.30.9 ShOW TPVB N . o .ot et et et et et e e e eaaaaaan 238
3.30.10 ShOw FPVBIOUTE . - o .o ot et e et et et e e e e 239
3.30.11 confiig Ipvb nd NS IpIT ... e ceaeeiaaaaaaaan 239
3 00 1 240
3.31.1 config bandwidth_control - ... ... . .. 240
3.31.2 show bandwidth _control ... ... .. . e ceaeceaaaaaaaan 241
3.31.3 config SChedUl NG - ..ot et et et e 242
3.31.4 show scheduling - . ...t et et i eececaeceeceaaeaaaaaaaanaaan 242
3.31.5 config scheduling_meChanism . ... ..ottt o a et c e caaaaeaaaann 243
3.31.6 show scheduling mechanism . ... ... ..ot iir oo c e cecaeceeaeaaaaannns 244
3.31.7 confiig 802.1p USer_Priority .. ..ot e 245
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3.31.8 show 802.1p USer _PriOrItY « ..ottt it c e cecaecaaaeceaaaaaaann 246
3.31.9 config 802.1p default Priority « ...t c e e a e c e 246
3.31.10 show 802.1p default priority - ..o e i 247
3.31.11 CcONTEQG COS MAPPENG - - e e c e e e et e e e e e e e e e e a e e m e e e amaea e a e 248
3.31.12 SNOW COS MaAPPING - - e o e e e et e et e e e e e e e e e e a e e a e e 248
3.31.13 confiig COS T0S ValUe . ..ottt et e e c e cecemcaaaec e aaaan 249
B B S = T o (0 250
3.31.15 conTig dSCP MAPPING - - v e e e e et e et e e e e e e e e e e e aaa.a 250
3.31.16 ShOW dSCP_MAPPING - o e e o e e e et e et e e et e e e e e e e e 251
.32 (ACL) e 252
3.32.1 create access Profille .. .. ..o e eeaeaeaaaaaaan 253
3.32.2 delete access profille ... i eeaeeeaaaaaaan 256
3.32.3 config access profille . ... .o e eaaeaeaaaaaaan 257
3.32.4 show access profile ... ... i eeaeeeaaaaaaan 262
2 263
3.33.1 config flow meter profile 0d ... ... i i ii e cecaaaanannn 263
R I 1 72 1T o 1 (= 264
G 1 1 265
3.34.1 enable 802 . X - . e e e e e e e e 265
3.34.2 diSAble B02. X « e e oo it aaaaan 265
3.34.3 config 802.1x auth_protocol . ... .. . i e 266
3.34.4 config 802.1x auth_fallover .. ... ... it c e ceeceaeaeaaaaan 266
3.34.5 config 802.1x capability ports ... .. cii i e 267
3.34.6 config 802.1x auth_parameter pPortsS ... ... uiiior e c e ceececancanaaannn 268
3.34.7 config 802. 10X NIt ..ttt c e ceececaececaeaenaaaanaaaanaann 269
3.34.8 config 802.1X reauth ... ...ttt i e c et ceceececaeae e aaaaaaaa 270
3.34.9 config radius add ....... .ottt e eceeaeeeceeeaeaaaaaa 270
3.34.10 config radius . oottt et et e e e eeaeeeeeeaaaaaaaaa 271
3.34.11 config radius delete ... ..o i 271
3.34.12 config radius parameter . ... ..ot et c e eaeceeaeaeaaaaaaaaa 272
3.34.13 create 802.1X USEI . .. et e et e e e e e e 272
3.34.14 delete 802.1X USEK . e e e e e e e et e e e e 273
3.34.15 SNOW 802. X < e ce e e et e et e e e e e e e eeeeeaeeeaeeaaaaa.an 274
3.34.16 ShOW FadiUS . - oo e e e et e e et e e 276
3.34.17 ShOW 802.1X USEK .ot e ce e e e et e e e e e e e aa e 277
3.34.18 show acCt_Chient ...t aa e 278
3.34.19 show auth_Client ... .t d e 279
3.34.20 show auth_diagnoStiCs .- oottt it et e d e e 280
3.34.21 show auth_session StatiStiCS ... .. oottt it ic i c e e aaaans 281
3.34.22 show auth_StatiSTiCS ..ottt it et e d e i e 281
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enable authen _poloCy .. ... i e 284
disable authen poliCY . ... e e e e e 285
ShoWw AaUENEN _POLEICY - oo et et e e et e et e et e e e aa s 285
create authen_login method _list name . ... ..o iiin i ie i c e ccaaaaan 286
oo a1 i JF= 1 =Y 0 oo o 286
delete authen_login method list name .. ... ... oionnr e i c i aaaaaaan 288
Show authen _L0giN « ...t et e et e et c e e e e e 289
create authen enable method list name ... .. oo i i ieeaeaann 290
config authen _enable ... .. . i e iaeeiaaaeaaaan 291
delete authen_enable method_list name ... ..ciiirmr e i e caaacannn 292

show authen_enablle . ... .. et e e eaaeeaaaaaaan 293

config authen application .. .. ... it i e caececae e aaaaan 295

show authen application . ... ...ttt et i aeceeceaancaaanaananan 296

create authen server _hoSt .. ... ..o et ceeaeaaecaaaaaaaan 297

config authen server _host .. ... ..o e e ceceecaaaaaananan 298

delete authen server _host .. ... ..o ceaeceecaaanaananan 299

show authen server_hoSt .. ... i e aeceecaaaaaananan 300

create authen ServVer grOUD .o ei o e e et e e e c e cecaecemaeaenaaaanaanannn 301

config authen Server groUD . ..o e e et e e e e e e ecaeceaeceecaaanaananan 302

delete authen SEervVer groUD . ..o ir e et e et e e e e ceececaecemcaaanaaanaann 303

Show authen SerVEer grOUD - ..o et e e e e et e e e e ceececaecenaeaanaananaenn 303

config authen parameter response timeout .........c.iiiiiniiroeaneancancnnn 304

config authen parameter attempt ....... . iiiii it c i cececeaaaaaaa 305

show authen parameter ... ...t c et ceececaececaaceaaaaaaann 305

enable admiin C .. 306

config admin local _ enable ... .. .. . i i e ceaeaaaa 307

.................................................. 308

enable mac_based_access_control - ... ...l 308
disable mac_based_access_control ... ... .. ... 308
config mac_based_access_control ports .. ... ... ...l 309
config mac_based_access_control method - ... ... ... .. Liiiiiiiiiiiiiio-. 309
config mac_based _access control mac format ....... .. ... .. .. ... .o........ 310
config mac_based_access_control password_type - ... ... .o iiiiiiiiiaiaaaa-. 310
config mac_based _access control password .............iiiiiiiiiiiiiiiaaaaan 311
config mac_based_access control auth failover ... .. ... .. ... .. . .. . .. .... 311
config mac_based _access control max _USersS .......ccooeemoeoeaeaeeanaancanan 312
enable authorization NetWOrK .. ... .. .ot i aas 313

disable authorization NetWorK .. ... ...t aaa 313

create mac_based access control local mac ..... .. ... .. i iiiiiiiiiiao... 314
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3.36.13 config mac_based_access_control_local mac .......oooiioiir i 314
3.36.14 delete mac_based access control local ... . . .. . . . i .. 315
3.36.15 clear mac_based access control auth mac ..... .. ... . . i iioioiiiiiaaaaaa. 315
3.36.16 show mac_based access control .. ... .. ... i it eieeeeeaaaaaan 316
3.36.17 show mac_based access control local ... ... . . . . i it 317
3.36.18 show mac_based access control auth mac ...........iiiiiiir oo iaiaiaaanan 318
3.36.19 show authorization . ... ...ttt a e et c e c e e 319
3 320
3.37.1 config authentication auth mode .. ... ... ..o ieimn e iaaeaans 320
3.37.2 show authentication POrtS ... ..o et c i et cecaeceecaaancaaaaaanannn 321
G 322
3.38.1 enable SSh ... e e 322
3.38.2 disable SSh ... e 322
3.38.3 config ssh authmode . .. ... it e et c e caeceaaaaecaaanaananan 323
3.38.4 show ssh authmode . . . ...t e et et et et c et 323
3.38.5 CoNTig SSh SEIVEr . .t e e e e e cae e e 324
3.38.6 ShOW SSh SerVer .. .t e et e e 325
3.38.7 CoNTIg SSh USEI <.ttt et e et e e ceceeceaaecaaaaanaaannn 325
3.38.8 show ssh user authmode . . . ... ..o ittt et c et c e caa e 326
3.38.9 config ssh algorithm ... .. e caeceaaaa e 327
3.38.10 show ssh algorithm . ... . et e et it e eceececaeceaaaanaaannn 328
T 329
3.39.1 enable S .. 330
3.39.2 disable SSl .. 331
3.39.3 config ssl cachetimeout timeout .. ... ... iiioit i cececeanannn 332
3.39.4 download ssl certificate ... .. . i i 332
3.39.5 ShoW SSI Lot 333
3.39.6 show sSI cachetimeout . ... ..ot e a e ccaeeicaae e 334
3.39.7 show sSI certificate ...t c e 335
o 336
3.40.1 enable web_authentication ... ... .ottt c e 336
3.40.2 disable web _authentication .. ... ... it iiin i ieeceaeaeaeaaaaaan 337
3.40.3 config web_authentication ports .. ... .. it i e cceecaaaans 337
3.40.4 config web_authentication virtual _Ip ... ... .. . ... 338
3.40.5 config web_authentication switch_http port ... ... .. .. . iioiiiiiiiii.-. 338
3.40.6 config web_authentication redirect .. ... ... ..o iiii i a e caaaaaans 339
3.40.7 config web_authentication session_timeout .. ... ... .. iiiioiiranaaanaaannn 339
3.40.8 config web_authentication method ... ... ... i iiin i i caaaaan 340
3.40.9 config web_authentication authorization network ...... ... ... .. .o .. ... 340
3.40.10 config web_authentication auth failover ... ... .. ... .. . .. iiiiiiiiiiaao... 341
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ol o1 o1 o1 o1 o1 O O

.40.11 create web_authentication USEer ... ...ttt it ot et et cecececececeaaaanaan
.40.12 config web_authentication USer .. ... ..o it c e c e e e e e eaaaaaaann
.40.13 delete web authentication .. ... ... ittt ittt et cececececeaeaaaaaaan
.40.14 config web_authentication redir_url .. ... ... ..
.40.15 config web_authentication clear_redir_url .. .. . .. . . i
.40.16 config web_authentication auth _Page - . ... cccuremmn oo c e c e c e ceaaaaanaann
.40.17 clear web_authentication auth state ....... ... .. . ittt iiaiaaaaaan
.40.18 show web_authentication .. ... ... ... ittt ot cecececeaeaaaaaaaaaaan
.40.19 show web_authentication ports .. ... ... iioir e i c e e caecaaaaaaannn
.40.20 show web_authentication auth_state ports ..........ccoiierieonroeannaanannn.
.40.21 show web authentication CONNECEION ... .. ...ttt caeaaaaaan

.40.22 show web_authentication USer . ... ..o ot c e e ceaecancaaanaanannn

W W W W W W W W W W wWw w w

.40.23 show web_authentication auth page ......ocuoorirnr o i e e caecaannn
I
3.41.1 coNTIQ POB POIES . et et e et e et e et e e e e caeceaae e e .a.an
3.41.2 ShOW POB POIES . ettt e et e et et e et c e aecema e e aaaaaaan
3.41.3 CoNTig PO SYSTM . ottt e et e et et e e e e e e e aece e e e e aaaaaaan
3.41.4 ShOW POB SYSTOM - .ot e et e et e et e e o e c e e e e e e e aan
3.41.5 config poe check Mode .. ... e e e
3.41.6 Show poe CheCK MOUE . . .o et e et e e e et e e aeceaeceeceaaeaeanaanaaannn
.42 COMMAND LOGGEING et e e e e e it e et e e e e e cececececececaceaaaaaaaanann
3.42.1 enable command BOQggENG - - oo et et e e e e et c e e e
3.42.2 disable command 10ggiNg - ..o oo e e e e et ec e
3.42.3 show command 10gQINg - - oo e et e et e et e e i aeceeaecee e caaa s
e
3.43.1 config auto _reCOVErY MOGE . ..o e e e e et e c e e e ceaaececaeaancaaaeaaaanaenn
3.43.2 show auto_recoVery MOOE . - ..ot it et et et e d e e e
3.43.3 config mac_Internal _error ... ... i e eeeeceaaaaaa
3.43.4 show mac_internal error ... ... .. it aeceeceaeeceaaaaaaa

1 LED e e e e e e eeaaaaaaaa
c e
0 T 1= 2T
A e e e eeaa e
T
]
B 0

15/369



Web GUI (sw )
1.1
1-1
save
reset system
1-1
Account Admin ( ) “ adpro” ( )
Account User ( ) ( )
g

Command Prompt ‘o
Auto Logout 10(C )
CLI Paging Enabled( )
Terminal Line 24( )
TELNET TELNET Enabled(TCP 23)
Web Web GUI Enabled(TCP 80)
IPif DHCP Mode DHCP IP Disabled( )
IPif IPaddress IPv4 (10.X.X.X)
IProute Default 1Pv4
IPv6 Address IPv6
IPv6 Neighbor 1Pv6
ARP Aging Time ARP 20 )
FDB Aging Time MAC 300C )
VLAN State VLAN Enabled( )
VLAN Name VLAN default(vid=1)
Port State ( / (Enabled)
Medium Type (Fiber/Copper) Copper(UTP)
Port Speed Duplex / Auto-Nego( )
Port MDIX MDI/MDI-X Auto-MDIX( )
Port Flow Control Disabled( )
Jumbo Frame Jumbo Frame Enabled( )
Link Aggregation Status Disabled( )
Link Aggregation Type (Static/Lacp) | Static




Link Aggregation Algorithm MAC source
Mirror Disabled( )
Syslog Disabled( )
Syslog Host IP
SNMP Status ! SNMP Enabled( )

public(Read_Only)
SNMP Community

private(Read Write)
SNMP Traps Enabled( )
SNMP Host IP
SNMP System Contact
SNMP System Location
SNMP System Name
RMON Disabled( )
SSH SSH Disabled( )
SSL SSL Disabled( )
LLDP LLDP Disabled( )
GVRP GVRP Disabled( )
IGMP Snooping IGMP Snooping Disabled( )
MLD Snooping MLD Snooping Disabled( )
Traffic Control Status Disabled( )
Traffic Control Action (Drop/Shutdown) Drop( )
Traffic Control Threshold 64 (kbps)
Traffic Control Interval 5( )
Traffic Control Countdown 0C )
Traffic Control Recover 300( )
LoopDetect Status Disabled( )
LoopDetect Method (Drop/Shutdown) Shutdown(
LoopDetect Interval 10(C )
LoopDetect Recover Timer 60( )
BPDU Guard Status BPDU Disabled( )
BPDU Guard Recovery Time BPDU 60( )
STP Status Disabled( )
STP Version (MSTP/RSTP/STP) RSTP
STP Max Age BPDU 20( )
STP Hello Time 2( )
STP Forward Delay 15C )
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STP Max Hop 20
SMTP Status SMTP Disabled( )
SMTP Server SMTP 1P (0.0.0.0)
SNTP Status SNTP Disabled
SNTP Server SNTP 1P (0.0.0.0)
SNTP Poll Interval SNTP 720( )
MAC Auth State MAC Disabled( )
MAC Auth Method MAC (Local/Radius) Local
MAC Auth Failover RADIUS Local Disabled( )
Case:uppercase
MAC Auth Format MAC
Delimiter:none
MAC Auth Password Type MAC Manual _string
Web Auth State Web Disabled( )
Web Auth Method Web (Local/Radius) Local
Web Auth Virtual IP Web IP (0.0.0.0)
Web Auth Failover RADIUS Local Disabled( )
Web Auth Redirect Web Enabled( )
Web Auth Session Timeout Web 120 )
802.1X Auth State 802.1X Disabled( )
802.1X Auth Protocol 802.1X (Local/Radius_EAP) Radius_EAP
802.1X Auth Failover RADIUS Local / Disabled( )
RADIUS Server RADIUS 1P
RADIUS Timeout RADIUS 5( )
RADIUS Retransmit RADIUS 2( )
QinQ Status VLAN Disabled( )
QinQ Role (NNI/UNI) NN
QinQ VLAN Translation VLAN Disabled( )
Bandwidth Control (no_limit)
COS Mapping CoS (Eth_Priority/IP_Priority) Eth_Priority(802.1p)

802.1p User Priority

Tag User Priority

802.1p 0 (Class 1)
802.1p 1 (Class 0)
802.1p 2 (Class 0)
802.1p 3 (Class 1)
802.1p 4 (Class 2)
802.1p 5 (Class 2)
802.1p 6 (Class 3)
802.1p 7 (Class 3)

802.1p Default Priority

Tag 802.1p

802.1p O Priority

IP Priority TOS Value

T0S

TOS 0-7 (Class 0)
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IP Priority DSCP Value DSCP DSCP 0-63 (Class 0)
ACL
PoE State *? Enabled( )
PoE System Power_Limit 125(W)
PoE Ports Power_Limit 15,400(mw)
Command Logging State 3 Enabled( )

1 SNMP SNMP SNMP

SNMP delete snmp community delete snmp

user

2 PoE
FM 3 APLFM108GTPOE,APLFM116GTPOE (FM1.03.00 )

APLFM104GTPOE (FM1.09.00 )
FM (FM1.04.00 ) PoE disabled( )
3 (FM1.07.00 )

19/369



1.2

1-2
1-2
IPif IPaddress 1P 1
IProute 1 Default
MAC 8191 (
FDB(MAC Address Table) unicast 256
multicast 128
ARP 1024 (
ARP
255
VLAN VLAN 4094
Q-in-Q VLAN 16 (Replace)
802.1v VLAN 16
APLFM124 14
APLFM116 9
802.3ad Link Aggregation APLFM108 5
APLFM104 3
1 8
Q0S 4 Class 0-3
ACL ! >z
512
Port security MAC 64
Telnet Session Telnet 8
User Account 8
Trusted Host Trusted IP 10
Syslog Host Syslog IP 4
1GMP 1024
IGMP Snooping
IP 1024
MLD Snooping MLD 1024
MAC RADIUS 128
MAC Based Access Control
MAC Local 128
Web RADIUS 512
Web Authentication Web Local 16
Web 63
802.1X RADIUS 16
802.1X Authentication
802.1X Local 128
Radius Server RADIUS IP 3
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MSTP MSTP 4
LLDP LLDP VLAN 32
Bandwidth 1024000(Kbps)
62.5
Un-Tag 2044(Byte)
Jumbo
Tag 2048(Byte)
SMTP SMTP IP 1
SNTP SNTP IP 2
AAA IP 16
AAA AAA 4
AAA 1 IP 8
SSH SSH 8
SNMP MIB 30
SNMP MIB 30
SNMP SNMP  Community 10
SNMP v3 10
SNMP IP 10
LOG 6000(Line)
Mirror 1
SSL Certificate 1
125(W)
PoE
15,400(mW)
1 512
512
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1.3 1P

Ver.1.11.00
@ P
1P 1 10
3 16 10
MAC 00:40:66:0A:0B:0C

MAC

00:40:66: 0A : OB - OC
0 <

I:> 10 .10 .11 .12
! e T

1P

10.10.11.12

Ul

MAC

MAC

CLASS 1
LASER PRODUCT|
#3521 L—FRA

16 10
@
8 255.0.0.0
3) IP
Ver.1.11 IP
MAC
(D P
I
T
[Defaut 104041375
A
IP
®

0 IP

VLAN default vid=1
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1.4
€y

.5 )

(1.6 )

ON

ON

LED
PWR LED

Ctrl+R

< >
Press any key to login...

|

Ctrl+R

< >
ApresialLightFM108GT-SS Fast Ethernet Switch
Command Line Interface

Firmware: 1.12.01
Copyright(C) 2019 APRESIA Systems, Ltd. All rights
reserved.
UserName:

.2.1 )

@ )
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(2) Telnet
Telnet

#logout

Press any key to login...

|

OFF
!
LAN IP
1P Telnet
Jtelnet 10.0.0.1
(UserName:)
!
(2.2.1 )

@ )
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1.5

1-3

1-3 1-4

ANSI(VT100 )

1-4

8bit/

1bit

9600bps(

o O |~ W N

RS-232C

DB-9
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1l o o
R 01 s s o

Tz 7o
e e g
A S s e e e
e e A
7 =77 Ve
T A S A A

RS-232C
( )

1-1 RS-232C

RS-232C(DTE

1-5

No.

SD

RD

SG -

© ([0 |N (oo o1 [ W N |-

RS-232C
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RS-232C

1-6 RS-232C D-SUB9 -9

9 D-SUB( )
9 D-SUB

O |0 [N (o o [ W [N ([
©O© |0 [N (o o [ W [N |-
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2-1

< >

AlB

[]

)

ITALIC
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2.2

2.2.1
login adpro
ApresialLightFM108GT-SS Fast Ethernet Switch
Command Line Interface
Firmware: 1.12.01
Copyright(C) 2019 APRESIA Systems, Ltd. All rights reserved.
UserName:adpro
PassWord:
#
2.2.2 ap_recovery
Ver. 1.05.00 ap_recovery

ap_recovery

ApresialLightFM124GT-SS Fast Ethernet Switch
Command Line Interface

Firmware: 1.12.01
Copyright(C) 2019 APRESIA Systems, Ltd. All rights reserved.
UserName:ap_recovery
System will be reset, save and reboot!
Load Factory Default Configuration... Done.
Saving all configurations to NV-RAM... Done.
Please wait, the switch is rebooting...
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2.2.3

2.2.3.1
/
2.2.3.2
@
( ) “save config”
‘ # save config
!
‘ # sac
¢) [7]
2]
[TAB]
“ sa” “ save”
)
| # sa[TAB]
!
‘# save
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2.2.3.3

“save config”

)
#save config
Command: save config
Saving all configurations to NV-RAM...... Done
Success.
#
2.2.3.4
1
1 80
2.2.3.5
2-2
Delete
Backspace
Insert
Ctri+R
Tab
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2-3

CTRL+C

ESC

n

p
q
r

a

Enter
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(Ver. 1.12)
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3.1

3.1.1 cable _diag ports

cable _diag ports < <portlist> | all >

OK

Open
Open

Ok  Open

Ok

No cable
No cable

Short

Open

Short

all -

<portlist> -

1.00.00

Port
1 FE
2 FE
3 FE
FE
#

Type

#cable_diag ports 1-4
Command: cable_diag ports 1-4

Perform Cable Diagnostics ...

Link Status

Link Up
Link Down

Link Down
Link Down

Test Result

0K

Pair2 Open
Pair3 Open
No Cable
No Cable

Cable Length (M)

at 2 M -
at 2

34/369




I

35/369



3.2 IP
3.2.1 config ipif

1P

Ipaddress = ipaddress <network_address>
vlan = vlan <vlan_name 32>

state = state < enable | disable >
Ipv6 = 1pv6 <ipvenetworkaddr>

config ipif System < Jipaddress | vlan | state | bootp | dhcp | ipv6 >

disable ( ) IP
IP
bootp - IP
dhep - IP

ipv6 ipvbaddress <ipvenetworkaddr> - IPv6

1Pv6

IP
IP VLAN
IP BOOTP
DHCP
ipaddress <network address> -
( 10.1.2.3/255.0.0.0 10.1.2.3/8 CIDR
0.0.0.0/0 IP
Ver.1.11 IP
1P 0.0.0.0/0
0.0.0.0/0 IP (current_config
)
vlan <vlan_name 32> - IP
state <enable | disable> - IP )

3.3.1 create account

1.00.00

IP

#config ipif System ipaddress 10.48.74.122/8
Command: config ipif System ipaddress 10.48.74.122/8

Success.
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IP

#config ipif System ipaddress 0.0.0.0/0
Command: config ipif System ipaddress 0.0.0.0/0

Success.

0 (Ver.1.11 )

1P 0.0.0.0/0
1P 1P

0 IP 0.0.0.0/0

telnet

IP

1P

IP

# config ipif System ipaddress 0.0.0.0/0 state disable
Command: config ipif System ipaddress 0.0.0.0/0 state disable

Success.

0 (Ver.1.11 )
IP

state enable IP
IP IP
Ver.1.11 IP
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3.2.2 show ipif

1P
show ipif
IP
1.00.00
: 1P
#show ipif
Command: show ipif
IP Interface Settings
Interface Name : System
IP Address : 10.10.11.12 (MANUAL)
Subnet Mask : 255.0.0.0
VLAN Name : default
Admin. State > Enabled
Link Status : Link UP
Member Ports : 1-28

Total Entries :

1
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3.3
3.3.1 create account

create account < admin | user > <username 15>

15
8

admin <username> -
user <username> -

1 15
0 15

1.00.00

APS

#icreate account admin APS
Command: create account admin APS

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****
Success.

3.3.2 config account

config account <username>

<username> -

1 15
0 15

1.00.00
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APS

#config account APS
Command: config account APS

Enter a old password:****

Enter a case-sensitive new password:****

Enter the new password again for confirmation:****
Success.

3.3.3 show account

show account

1.00.00

#show account
Command: show account

Current Accounts:
Username Access Level

Total Entries: 1
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3.3.4 delete account

delete account <username>

adpro

<username> -

1.00.00

APS

#delete account APS
Command: delete account APS

Success.

3.3.5 show session

show session

1.00.00

#show session
Command: show session

ID Live Time From Level Name

8 0:0:53.410 Serial Port 4 adpro
Total Entries: 1

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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3.3.6 show switch

show switch

MAC

1.00.00

#show switch
Command: show switch

Device Type

MAC Address

IP Address

VLAN Name

Subnet Mask
Default Gateway
Boot PROM Version
Firmware Version
System Name
System Location
System Contact
Serial Number
Spanning Tree
GVRP

IGMP Snooping
802.1X

Telnet

Web

RMON

SSH

SSL

CLI Paging :
Syslog Global State:

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

: APLFM108GTSS Fast Ethernet Switch
- 00-40-66-0A-0B-0C

: 10.10.11.12 (Manual)

: default

: 255.0.0.0

: 0.0.0.0

: 1.00.00

: 1.12.01

1 168642130001

: Disabled

: Disabled

: Disabled

: Disabled

: Enabled (TCP 23)
: Enabled (TCP 80)
: Disabled

: Disabled

: Disabled

Enabled
Disabled
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3.3.7 show serial_port

show serial_port

1.00.00

#show serial _port

Command: show serial_port

Baud Rate
Data Bits
Parity Bits
Stop Bits
Auto-Logout

> 9600

- None

: 10 mins

3.3.8 config serial_port

config serial _port < baud rate | auto logout >

baud rate =baud_rate < 9600 | 19200 | 38400 | 115200 >

auto_logout =auto_logout < never | 2_minutes | 5 minutes | 10_minutes
| 15 minutes >

baud_rate <9600 | 19200 | 38400 | 115200> -
[bps] 1.5
9600
never -
2 _minutes - 2
5 minutes - 5

10 _minutes - 10

15 minutes - 15

1.00.00
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#config serial_port baud_rate 115200
Command: config serial_port baud_rate 115200

Success.

3.3.9 enable clipaging

enable clipaging

enable (

)

1.00.00

#enable clipaging
Command: enable clipaging

Success.

3.3.10 disable clipaging

disable clipaging

1.00.00

#disable clipaging
Command: disable clipaging

Success.
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3.3.11 enable telnet

Telnet
enable telnet [ <tcp_port_number 1-65535> ]
Telnet
Telnet
<tcp_port_number 1-65535> - TCP TCP
1 65535 23
1.00.00
:Telnet 10023
#tenable telnet 10023
Command: enable telnet 10023
Success.
#
3.3.12 disable telnet
Telnet
disable telnet
Telnet
1.00.00
Telnet

#disable telnet
Command: disable telnet

Success.
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3.3.13 telnet

Telnet
telnet <ipaddr> [ tcp_port <value 0-65535> ]
Telnet
<ipaddr> - Telnet 1P
tcp_port <value 0-65535> - TCP
23
IPv6 Telnet
IPv6 Telnet
1.00.00
:Telnet IP (10.53.13.99) TCP 10023

#telnet 10.53.13.99 tcp _port 10023
Command: telnet 10.53.13.99 tcp_port 10023

3.3.14 enable web

Web GUI
enable web [ <tcp_port number 1-65535> ]
Web GUI Web GUI
Web Web GUI
HTTP
<tcp_port _number 1-65535> - TCP TCP
1 65535 80
1.00.00
THTTP 80

#tenable web 80
Command: enable web 80

Note: SSL will be disabled if web is enabled.
Success.

46/369



3.3.15 disable web

Web GUI
disable web
Web GUI
1.00.00
:Web GUI

#disable web

Command: disable web

Success.

#

3.3.16 save
save [ < config | log | all > ]

NV-RAM
config - NV-RAM
log - NV-RAM
all - NV-RAM
1.00.00
*NV-RAM

#save config

Command: save config

Saving all configurations to NV-RAM...... Done.

Success.

#
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:NV-RAM

#save log
Command: save log

Saving all log information to NV-RAM...... Done.
Success.
#
*NV-RAM
#save all

Command: save all

Saving all configurations and log information to NV-RAM...... Done.

Success.

#

0 save CPU CPU utilization (OVERLOADING)

3.3.17 reboot

reboot [ force_agree ]

force_agree - force_agree

1.00.00

#reboot
Command: reboot

Are you sure you want to proceed with the system reboot?(Y|N)
Please wait, the switch is rebooting...

0 reboot 5
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3.3.18 reset

reset [ config | system ] [ force_agree ]

config - (1P

system -

force_agree - force_agree

config system

NV-RAM

NV-RAM

reset

NV-RAM

1.00.00

:IP

#reset
Command: reset

Are you sure you want to proceed with system reset
except IP address, log and user account?(y/n)
Success.

#reset config
Command: reset config

Are you sure you want to proceed with system reset?(y/n)

Success.
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#reset system
Command: reset system

Are you sure you want to proceed with system reset, save and reboot?(y/n)
Load Factory Default Configuration... Done.

Saving all configurations to NV-RAM.. Done.

Please wait, the switch is rebooting...

0 reset system

3.3.19 login
login
1.00.00
#login
Command: login
UserName:
3.3.20 logout
logout
Telnet  SSH
1.00.00

#logout
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3.3.21 enable jumbo frame

enable jumbo_frame

ApresialLightFM 2048 (
)
1.00.00
#enable jumbo_frame
Command: enable jumbo_frame
Success.
#
3.3.22 disable jumbo_frame
disable jumbo frame
1522 (
)
1.00.00

#disable jumbo_frame
Command: disable jumbo_frame

Success.
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3.3.23 show jumbo_frame

show jumbo_frame

1.00.00

#show jumbo_frame
Command: show jumbo_ frame

Jumbo Frame State : Enabled
Maximum Jumbo Frame Size : 2048 Bytes
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3.3.24 config default_language

Web GUI
config default_language < japanese | english >
Web GUI
japanese
1.00.00

:Web

#config default_language Japanese

Command: config default _language japanese

Success.

3.3.25 show default_language

Web GUI
show default_laguage

Web GUI
1.00.00

:Web

#show default_language

Command: show default_language

Default language : Japanese
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3.3.26 show tech_support

show tech_support

1.03.00

# show tech_support
Command: show tech_support

APLFM108GTSS Fast Ethernet Switch
Technical Information Report

[CPU Utilization 94091190ms]
CPU Utilization :

Five Seconds - 25 % One Minute - 12 %

[Device Information 94091390ms]

Device Type - APLFM108GTPOE Fast Ethernet Switch
MAC Address : 00-40-66-0A-0B-0C

IP Address - 10.10.11.12 (Manual)

VLAN Name : default

Subnet Mask 1 255.0.0.0

Default Gateway : 0.0.0.0

Boot PROM Version : Build 1.00.00

Firmware Version : Build 1.12.01

Hardware Version : A

Serial number 1 168642130001

System Name
System Location
System Contact

Spanning Tree : Disabled
GVRP : Disabled
IGMP Snooping : Disabled
802.1x : Disabled
TELNET : Enabled (TCP 23)
WEB : Enabled (TCP 80)
RMON : Disabled
SSH : Disabled

Five Minutes - 11 %
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SSL : Disabled
Syslog Global State: Disabled
Dual Image > Supported

[Connection Session Status 94091590ms]
ID Login Time Live Time From Level Name

8 0/00/00 00:54:05 1:14:5.820 Serial Port 4 adpro

3.3.27 upload tech_support_toTFTP

TFTP

upload tech_support toTFTP <ipaddr> <path_filename 64>

TFTP

<ipaddr> - TFTP IP
<path_filename 64> - TFTP

1.10.00

TFTP

#upload tech_support toTFTP 10.0.0.66 tech_support.txt
Command: upload tech_support_toTFTP 10.0.0.66 tech_support.txt

Collect technical support information ..... ... ... ..........
Prepare the uploaded file ... .. .. ...........
Connecting to server................... Done.

Upload technical support information... Done.

Success.

#

0 upload CPU CPU utilization (OVERLOADING)
0 upload tech_support_toTFTP
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3.4
3.4.1 download firmware fromTFTP

TFTP

image_id <value 1-2>

download firmware fromTFTP < <ipaddr> | <ipv6addr> > <path_filename 64>

TFTP
NV-RAN

<ipaddr> - TFTP 1P

<ipv6addr> - TFTP

<path_filename 64> - TFTP
aplfmR11201. img

IPv6

image_id <value 1-2> - ID
ID 2
1.00.00
CPU CPU utilization
(OVERLOADING)
0 100%
Success

3.4.2 download cfg_fromTFTP

TFTP

[increment] >

download < cfg_fromTFTP < <ipaddr> | <ipv6addr> > <path_filename 64>

TFTP
NV-RAN

<ipaddr> - TFTP IP

<ipv6addr> - TFTP

<path_filename 64> - TFTP
tmp¥setting.txt

IPv6

increment -

1.00.00
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o

TFTP

#download cfg_fromTFTP 10.48.74.121 c:¥cfg¥setteing.txt
Command: download cfg_fromTFTP 10.48.74.121 c:¥cfg¥setteing.txt

Connecting to server................... Done.

Download configuration................. Done.
Success.

## APLFM108GTSS Configuration

#H# Firmware: 1.12.01
## Copyright(C) 2019 APRESIA Systems, Ltd. AlIl rights reserved.

## BASIC

#

#config serial_port baud_rate 9600 auto_logout 10 _minutes
Command: config serial_port baud_rate 9600 auto_logout 10_minutes

End of configuration file for APLFM108GTSS

#disable authen_policy
Command: disable authen_policy

Success.
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3.4.3 config firmware image_id

config firmware image_id <value 1-2> < delete | boot up >
ApresialLightFM 2

1D(1,2)

ID
ID
<value 1-2> - ID
delete - ID
boot up - ID
1.00.00
ID1

# config firmware image_id 1 boot_up
Command: config firmware image_id 1 boot up

Success.

0 ID

ID
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3.4.4 show firmware information

show firmware information

1.00.00

#show Firmware information
Command: show firmware information

Image ID
Version
Size

Update Time:
> Unknown

User

Image ID
Version
Size

Update Time:
- adpro(CONSOLE)

User

: 1(Boot up Firmware)
:1.12.01
: 3560996 Bytes

0000/00/00 00:00:00

2
:1.12.01
: 3560996 Bytes

0000/00/00 00:06:06
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3.4.5 show config

show config < current_config | config_in_nvram > [ modified ]

NV-RAM
( )
Enter 1 Space 1
a
# BASIC # BPDU_PROTECTION
# UTILIZATION_NOTIFY # BANNER_PROMP
# STORM # SSH
# LOOP_DETECT # SNOOP
# QOS # FDB
# MIRROR # SMTP
# BANDWIDTH # ACL
# SYSLOG # SNTP
# TRAF-SEGMENTATION # IP
# SSL # MBA
# POE # LLDP
# DDM # MLDSNP
# MANAGEMENT # ARP
# SNMPv3 # AAA
# VLAN # Web_Authentication
# PROTOCOL_VLAN # ROUTE
# 8021X # NDP
# PORT_LOCK # MULTI_AUTHENTICATION
# LACP # PORT
# STP

current_config -
config_in_NVRAM - NV-RAM
modified -

1.05.00

0
0 802.1X

current_config
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#show config current_config
Command: show config current_config

Hm e e -
# APLFM108GTSS Configuration

#

# Firmware: 1.12.01

# Copyright(C) 2019 APRESIA Systems, Ltd. All rights reserved.
e -
# BASIC

config serial_port baud rate 9600 auto_logout 10 _minutes
config default language japanese

config terminal_line default

enable clipaging

enable command logging

# UTILIZATION_NOTIFY

config utilization notify cpu state enable threshold 100 polling_interval 60 trap_state disable
log_state enable

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

# show config current_config modified
Command:show current_config modified

enable loopdetect
config ipif System vlan default ipaddress 192.168.3.4/8 state enable

61/369




3.4.6 upload

TFTP

<path_filename 64>

upload < cfg_toTFTP | log_toTFTP > < <ipaddr> | <ipv6addr> >

3.3.27 upload tech_support_toTFTP

TFTP

cfg_toTFTP -

log_toTFTP -

<ipaddr> - TFTP IP
<ipv6addr> - TFTP IPv6

<path_filename 64> -

1.00.00

0 cfg_toTFTP

TFTP

account

#upload cfg_toTFTP 10.48.74.121 coufig_up.txt
Command: upload cfg_toTFTP 10.48.74.121 coufig_up.txt
Success.

Connecting to server................... Done.
Upload configuration................... Done.
#
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3.4.7 ping

ping

ping <ipaddr> [ times <value 0-255> ] [ size <value 1-60000> ] [ timeout
<sec 1-99> ]

ping Internet Control Message Protocol (1CMP)

ping

<ipaddr> - 1Pv4
times <value 0-255> - ICMP
0 ICMP
0
size <value 1-60000> -
1 60000 byte
timeout <sec 1-99> -
1 99 1

1.00.00

2P 10.48.74.121 4  ping

#ping 10.48.74.121 times 4
Command: ping 10.48.74.121

Reply from 10.48.74.121, time<10ms
Reply from 10.48.74.121, time<10ms
Reply from 10.48.74.121, time<10ms
Reply from 10.48.74.121, time<10ms

Ping statistics for 10.48.74.121
Packets: Sent =4, Received =4, Lost =0
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3.4.8 ping6

IPv6  ping

ping6 <ipv6addr> [ times <value 1-255> | size <value 1-6000> | timeout
<value 1-10> ]

IPv6

ping

<ipv6addr> -

times <value 1-255> -

1CMP

size <value 1-6000> -
1 6000 byte
timeout <value 1-10> -

1 10

1Pv6
I1CMP

1.00.00

s IPv6

FE80: :254:85FF:FE32:1804

6 ping

#ping6 FE80::254:85FF:FE32:1804%System times 6
254 :85FF:FE32:1804%System

Command: ping6 FE8O::

Reply from FE80:
Reply from FE80:
Reply from FE80:
Reply from FE80:
Reply from FE80:
Reply from FE80:

Ping Statistics

:254:
:254:
:254:
:254:
:254:
:254:

for

85FF:FE32

85FF:FE32

11804, bytes=100
85FF:FE32:
85FF:FE32:
85FF:FE32:
85FF:FE32:
11804, bytes=100
FE80::254:

1804, bytes=100
1804, bytes=100
1804, bytes=100
1804, bytes=100

85FF:FE32:1804

Packets: Sent =6, Received =6, Lost =0

Success.

times 6

time=10 ms
time<10 ms
time<10 ms
time<10 ms
time<10 ms
time<10 ms
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3.4.9 traceroute

traceroute
traceroute <ipaddr> [ ttl <value 1-60> ] [ port <value 30000-64900> ]
[ timeout <sec 1-65535> ] [ probe <value 1-9> ]
rraceroute UDP  ICMP
traceroute
<ipaddr> - IP
ttl <value 1-60> -
30
port <value 30000-64900> - UDP
33435
timeout <sec 1-65535> - 5
probe <value 1-9> - 1
1.00.00

(10.48.74.121) traceroute

#traceroute 10.48.74.121 probe 2
Command: traceroute 10.48.74.121 probe 2

1 <10 ms. 10.48.74.121
1 <10 ms. 10.48.74.121
1 <10 ms. 10.48.74.121

3.4.10 config terminal line

config terminal_line < default | <value 20-80> >

default - 24
<value 20-80> - 20 80
1.00.00

30

# config terminal_line 30
Command: config terminal_line 30

Success.
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3.4.11 show terminal

line

show terminal _line

1.00.00

# show terminal_line

Command: show terminal _line

Current terminal line number : 30

3.4.12 show self-test result

show self-test result

DRAM  FLASH SW-LSI
PHY POE
POE Test APLFM104GT-POE APLFM108GT-POE APLFM116GT-POE
1.08.00

#show self-test result

Command: show self-test result

Self-test Result
DRAM Test : No error
FLASH Test : No error
SWLSI Test : No error
PHY  Test : No error
POE Test : N/A
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3.4.13 show sfp diag

SFP
show sfp diag [ <portlist> ]
SFP (dBm)
<portlist> -
SFF-8472 (H-FX-SFP/R)
1.08.00
#show sfp diag
Command: show sfp diag
Port TX Power RX Power
(dBm) (dBm)
17 -4.77 -5.35
18 -4.98 -5.30
#
3.4.14 show sfp info
SFP
show sfp info [ <portlist> ]
SFP

<portlist> -

1.08.00

:SFP

#show sfp info 17

Command: show sfp info 17

SFP Port © 17

Vendor Name - FINISAR CORP.
Vendor Part Number : FTLF8519P2BNL
Serial Number : PC80zMP

#
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3.5

3.5.1 ?
? [ <command> ]
[<command>] -
1.00.00

:CLI1

#?

Command: ?

?

cable_diag ports

clear

clear arptable

clear counters

clear fdb

clear log

clear mac_based access_control auth_mac
clear port_security entry port
clear web_authentication auth_state
config 802.1p default _priority
config 802.1p user_priority

config 802.1x auth_parameter ports
config 802.1x auth_protocol

config 802.1x capability ports
config 802.1x init

config 802.1x reauth

config access_profile profile_id
config account

config admin local_enable

config arp_aging time

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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#? config account
Command:? config account

Command: config account
Usage: <username>
Description: config user account

#
3.5.2 dir
dir
1.00.00
#dir

Command: dir

”
cable_diag ports

clear

clear arptable

clear counters

clear fdb

clear log

clear mac_based access_control auth_mac
clear port_security_entry port

clear web_authentication auth_state
config 802.1p default _priority

config 802.1p user_priority

config 802.1x auth_parameter ports
config 802.1x auth_protocol

config 802.1x capability ports

config 802.1x init

config 802.1x reauth

config access_profile profile_id

config account
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3.5.3 config command_history

config command_history <value 1-40>

<value 1-40> - 40

1.00.00

20

#config command_history 20
Command: config command_history 20

Success.

3.5.4 show command_history

show command_history

1.00.00

#show command_history
Command: show command_history

?
? show

show vlan

show command history
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3.6 LLDP
3.6.1 enable Ildp

LLDP

enable Ildp

LLDP
LLDP

LLDP
LLDP

disable ( )

LLDP

LLDP

LLDP

1.00.00

:LLDP

# enable 1ldp

Success.

Command: enable Ildp

3.6.2 disable Ildp

LLDP

disable Ildp

LLDP

1.00.00

:LLDP

# disable 1ldp

Command: disable 1ldp

Success.
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3.6.3 config lldp message tx_interval

LLDP
config Ildp message_tx_interval <sec 5-32768>
LLDP
<sec 5-32768> - 5 32768 30
1.00.00
:LLDP 10
# config Ildp message_tx_interval 10
Command: config Ildp message tx_interval 10
Success.
#
3.6.4 config Ildp message_tx_hold_multiplier
LLDP
config Ildp message tx hold_multiplier <int 2-10>
LLDP (TTL) LLDP TTL
LLDP Keep-Alive
TTL
LLDP ( 65535
) TIL
LLDP TTL LLDP
Keep-Alive
LLDP
message_tx_hold _multiplier - 10 4
1.00.00
:LLDP 3

# config Ildp message_tx_hold_multiplier 3
Command: config Ildp message_tx_hold_multiplier 3

Success.
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3.6.5 config Ildp tx delay

LLDP
config Ildp tx _delay <sec 1-8192>
LLDP
LLDP
LLDP
<sec 1-8192> - 1 8192
1.00.00
:LLDP 8
# config Ildp tx_delay 8
Command: config Ildp tx delay 8
Success.
#
3.6.6 config Ildp reinit_delay
LLDP
config Ildp reinit_delay <sec 1-10>
LLDP LLDP
<sec 1-10> - 1 10
1.00.00
5

# config lldp reinit_delay 5
Command: config Ildp reinit_delay 5

Success.

73/369




3.6.7 config lldp ports notification

<portlist> | all -
all
notification - LLDP
disable ( )

1.00.00

1-5 LLDP

LLDP
config Ildp ports < <portlist> | all > notification < enable | disable >
LLDP LLDP
SNMP
/ /

# config Ildp ports 1-5 notification enable
Command: config Ildp ports 1-5 notification enable

Success.

3.6.8 config Ildp notification_interval

LLDP
config Ildp notification_interval <sec 5 - 3600>

LLDP SNMP

LLDP
SNMP
<sec 5 - 3600> - 5 3600
1.00.00
:LLDP 10

# config lldp notification_interval 10
Command: config Ildp notification_interval 10

Success.
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3.6.9 config lldp ports admin_status

LLDP

config lldp ports < <portlist> | all > admin_status < tx_only | rx_ only |
tx_and_rx | disable >

LLDP LLDP
LLDP

<portlist> | all -
all
< txonly | rxonly | tx_and_rx | disable >

tx_only LLDP LLDP
rx_only LLDP LLDP
tx_and_rx - LLDP
disable - LLDP LLDP
tx_and rx
1.00.00

1-5

# config Ildp ports 1-5 admin_status tx_and_rx
Command: config lldp ports 1-5 admin_status tx_and_rx

Success.
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3.6.10 config lldp ports mgt addr

LLDP
config Ildp ports < <portlist> | all > mgt_addr ipv4 <ipaddr> < enable |
disable >
LLDP
LLDP
iflndex

<portlist> | all -

all
<ipaddr> - IPv4 IP IP

IP
< enable | disable > - /

1.00.00

1-2 LLDP

# config Ildp ports 1-2 mgt addr ipv4 192.168.254.10 enable
Command: config Ildp ports 1-2 mgt addr ipv4 192.168.254.10 enable

Success
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3.6.11 config lldp ports basic_tlvs

LLDP TLV

config 1ldp ports < <portlist> | all > basic_tlvs < all | < port_description
| system name | system description | system capabilities > > < enable |

disable >
LLDP TLV  1EEE802.1AB LLDP LLDP
TLV(Type Length Value) LLDP
TLV TTL 4
( (Port Description) (System
Name) (System Description) (System
Capability))

<portlist> | all -
all
all | <port_description | system_name | system description |
system capabilities> -
all
port_description Port Description
system _name  System Name
system description System Description
system_capabilities System Capability
Repeater Bridge
< enable | disable > - /
disable ( )

1.00.00

LLDP

# config Ildp ports all basic_tlvs system name enable
Command: config Ildp ports all basic_tlvs system name enable

Success.
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3.6.12 config lldp ports dotl tlv_pvid

LLDP  IEEE802.1 TLV( VLAN 1D)
config lldp ports < <portlist> | all > dotl tlv_pvid < enable | disable >
LLDP IEEE802.1AB TLV TLV
IEEE802.1 TLV
PVID(Port VLAN ID)
PVID
<portlist> | all -
all
< enable | disable > - /

disable ( )

1.00.00

LLDP IEEE802.1 TLV  PVID

# config Ildp ports all dotl_tlv pvid enable
Command: config Ildp ports all dotl_tlv pvid enable

Success.

3.6.13 config lldp ports dotl tlv_protocol vid

LLDP  IEEE802.1 TLV(Protocol VLAN ID)

config lldp ports < <portlist> | all > dotl_tlv_protocol_vid < vlan < all
| < vlan_name 32 > > | vlanid <vlanid_list> > < enable | disable >

IEEE802.1 TLV Protocol VLAN ID
Protocol VLAN ID VLAN
<portlist> | all -
all
all | <vlan_name 32 > - VLAN VLAN
all
vlanid list - VLAN  VLAN ID
< enable | disable > - VLAN /

VLAN disable ( )

1.00.00
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LLDP IEEE802.1 TLV  Protocol VLAN ID

#config 1ldp ports all dotl_tlv_pvid enable
Command: config Ildp ports all dotl_tlv_pvid enable

Success.

3.6.14 config lldp ports dotl tlv_vlan_name

LLDP  IEEE802.1 TLV(VLAN Name)

<vlan_name 32> > | vlanid <vidlist> > < enable | disable >

IEEEB02.1 TLV VLAN
VLAN VLAN

<portlist> | all -
all

all | <vlan_name 32 > - VLAN
all
< vlanid_list > - VLAN  VLAN ID
< enable | disable > - VLAN /
VLAN disable (
1.00.00
LLDP IEEE802.1 TLV  VLAN Name

config Ildp ports < <portlist> | all > dotl tlv_vlan name < vlan < all |

# config Ildp ports all dotl tlv vlan_name vlanid 1-3 enable
Command: config Ildp ports all dotl_tlv_vlan_name vlanid 1-3 enable

Success.
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3.6.15 config 1ldp ports dotl tlv protocol_identity

LLDP  IEEE802.1 TLV(Protocol 1ID)

config Ildp ports < <portlist> | all > dotl_tlv_ protocol_identity < all |
[ eapol | lacp | gvrp | stp ] > <enable | disable>

IEEE802.1 TLV Protocol 1D
EAPOL GVRP
STP LACP

<portlist> | all -
all
<all | [ eapol | lacp | gvrp | stp ] > -
all

< enable |disable > - /
disable ( )
1.00.00
LLDP IEEE802.1 TLV  Protocol ID

# config Ildp ports all dotl tlv _protocol identity all enable
Command: config Ildp ports all dotl_tlv_protocol_identity all enable

Success
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3.6.16 config lldp ports dot3 tlvs

LLDP  IEEE802.3 TLV

config Ildp ports < <portlist> | all > dot3_tlvs < all |
[ mac_phy configuration status | link aggregation | power_via mdi |
maximum_frame_size] > < enable | disable >

TLV TLV
IEEE802.3 TLV
IEEE802.3 TLV MAC/PHY
(MAC/PHY Configuration/Status) (Link
Aggregation) PoE (Power via MDI) (Maximum Frame Size)

<portlist> | all -
all
< all | [ mac_phy configuration_status | link aggregation | power_via mdi
| maximum_frame_size ] > -
all
mac_phy_configuration_status MAC/PHY
link_aggregation

power_via mdi PoE
maximum_frame_size
< enable | disable > - /
disable ( )
1.00.00
LLDP IEEE802.1 TLV  MAC/PHY

#config Ildp ports all dot3 tlvs mac_phy configuration_status enable
Command: config Ildp ports all dot3_tlvs mac_phy_configuration_status enable

Success.

3.6.17 config lldp forward_message

LLDP
config Ildp forward_message < enable | disable >
LLDP LLDP
LLDP LLDP
LLDP LLDP
disable ( )
1.00.00
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:LLDP

# config Ildp forward_ message enable
Command: config Ildp forward_ message enable

Success.

3.6.18 show Ildp

LLDP
show 1ldp
LLDP LLDP
TLV
1.00.00
:LLDP
# show Ildp
Command: show Ildp
LLDP system information
Chassis Id Subtype > MAC Address
Chassis Id : 00-40-66-00-00-01
System Name
System Description . Fast Ethernet Switch
System Capabilities : Repeater, Bridge,
LLDP Configurations
LLDP Status : Disable
LLDP Forward Status : Disable
Message Tx Interval 130

Message Tx Hold Multiplier : 4
Relnit delay :
Tx Delay :
Notification Interval 5
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3.6.19 show lldp mgt addr

LLDP
show 1ldp mgt_addr [ ipv4 <ipaddr> ]
LLDP
ipvd - IPv4 IP
1.00.00
:LLDP
#show Ildp mgt_addr ipv4 192.168.254.10
Command: show Ildp mgt addr ipv4 192.168.254.10
Address 1 :
Subtype - IPV4
Address 1 192.168.254.10
IF Type : Unknown
oID ©1.3.6.1.4.1.278.1.35.103

Advertising Ports

3.6.20 show lldp ports

LLDP

show I1ldp ports [ <portlist> ]

LLDP

<portlist> -

1.00.00
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1 LLDP

# show Ildp ports 1
Command: show Ildp ports 1

Port ID 1
Admin Status : TX_and_RX
Notification Status : Disable
Advertised TLVs Option
Port Description Disable
System Name Disable
System Description Disable
System Capabilities Disable
Enabled Management Address
(NONE.)
Port VLAN ID Disable
Enabled Port_and_protocol VLAN_ID
(NONE)
Enabled VLAN Name
(NONE.)
Enabled protocol_identity
(NONE.)
MAC/PHY Configuration/Status Disable
Power Via MDI Disable
Link Aggregation Disable
Maximum Frame Size Disable
#

3.6.21 show lldp local _ports

LLDP

show Ildp local _ports [ <portlist> ] [ mode < brief | normal | detailed > ]

LLDP

<portlist> -
< brief | normal | detailed > -
brief -

normal -
detailed -

1.00.00
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1 LLDP

#show Ildp local_ports 1 mode brief
Command: show Ildp local_ports 1 mode brief

Port ID : 1

Port Id Subtype : Local

Port Id 1 1/1

Port Description . APRESIA Systems APLFM108GTSS R1.12 Port 1
#

1 LLDP

#show Ildp local _ports 1 mode normal
Command: show Ildp local_ports 1 mode normal

Port ID : 1

Port Id Subtype : Local

Port Id D 1/1

Port Description : APRESIA Systems APLFM108GTSS R1.12 Port 1
Port VLAN ID 1
Management Address Count o1

PPVID Entries Count 0

VLAN Name Entries Count :1

Protocol ldentity Entries Count 0

MAC/PHY Configuration/Status > (See detail)
Power Via MDI : (See detail)
Link Aggregation : (See detail)
Maximum Frame Size - 1536
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1 LLDP

# show 1ldp local_ports 1 mode detailed

Command: show I1ldp local_ports 1 mode detailed

Port ID : 1

Port Id Subtype
Port Id
Port Description
Port VLAN ID
Management Address Count
Subtype
Address
IF Type
oID

PPVID Entries Count
(NONE)
VLAN Name Entries Count
Entry 1 :
Vlan 1D
Vlan Name

Protocol ldentity Entries Count
(NONE)

MAC/PHY Configuration/Status
Auto-negotiation Support
Auto-negotiation Enabled

Auto-negotiation Advertised Capability :
> 0000(hex)

Auto-negotiation Operational MAU Type
Power Via MDI
Link Aggregation

Aggregation Capability

Aggregation Status

Aggregation Port ID

Maximum Frame Size

. APRESIA Systems APLFM108GTSS R1.12 Port 1
-1

1

: IPvV4

1 192.168.254.10

> Unknown

©1.3.6.1.4.1.278.1.35.103

1
: default

: Supported
. Enabled

6c00(hex)

: Not Supported

: Aggregated
> Not Currently In Aggregation
1

: 1536
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3.6.22 show Ildp remote_ports

LLDP
show Ildp remote_ports [ <portlist> ] [ mode < brief | normal | detailed > ]
LLDP
32 VLAN 10
<portlist> -
< brief | normal | detailed > -
brief -
normal -
detailed -
1.00.00
1
#show Ildp remote_ports 1 mode brief
Command: show Ildp remote ports 1 mode brief
Port ID : 1
Remote Entities Count : 1
Entity 1
Chassis Id Subtype : MAC Address
Chassis Id - 00-40-66-10-27-00
Port Id Subtype : Local
Port ID 1 1/1

Port Description
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1

# show 1ldp remote_ports ports 1 mode normal
Command: show 1ldp remote_ports ports 1 mode normal

Port ID : 1

Remote Entities Count : 1

Entity 1
Chassis Id Subtype > MAC Address
Chassis Id - 00-40-66-10-27-00
Port Id Subtype : Local
Port ID 1 1/1

Port Description
System Name

System Description
System Capabilities

Management Address Count 0
Port VLAN ID 0
PPVID Entries Count 0
VLAN Name Entries Count :0
Protocol ID Entries Count 0
MAC/PHY Configuration/Status > (None)
Power Via MDI > (None)
Link Aggregation = (None)
Maximum Frame Size 0
Unknown TLVs Count 0

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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1

# show 1ldp remote ports 1 mode detailed
Command: show Ildp remote_ports 1 mode detailed

Port ID : 1

Remote Entities Count : 1

Entity 1
Chassis Id Subtype - MAC Address
Chassis Id - 00-40-66-10-27-00
Port Id Subtype : Local
Port ID 1 1/1

Port Description

System Name

System Description

System Capabilities

Management Address Count 0
(None)

Port PVID -0
PPVID Entries Count
(None)

VLAN Name Entries Count -0
(None)

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.6.23 show lldp statistics

LLDP

show 1ldp statistics

LLDP

1.00.00
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:LLDP

# show Ildp statistics

Command: show Ildp statistics

Last Change Time
Number of Table Insert
Number of Table Delete
Number of Table Drop
Number of Table Ageout

1 6094
1

0
-0
0

3.6.24 show lldp statistics ports

LLDP
show Ildp statistics ports [ <portlist> ]
LLDP LLDP
<portlist> -
1.00.00
1 LLDP
# show Ildp statistics ports 1
Command: show Ildp statistics ports 1
Port ID: 1
I 1dpStatsTxPortFramesTotal 127
I 1dpStatsRxPortFramesDiscardedTotal : 0
I ldpStatsRxPortFramesErrors : 0
I 1dpStatsRxPortFramesTotal 127
I IdpStatsRxPortTLVsDiscardedTotal : 0

I 1dpStatsRxPortTLVsUnrecognizedTotal : 0
I 1dpStatsRxPortAgeoutsTotal
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3.7
3.7.1 config command_prompt

config command_prompt < <string 16> | username | default >

<<string 16> | username | default>
<string 16> - 16

username -
default -

reset
reset config/reset system

1.00.00

APS

#config command_prompt APS
Command: config command_prompt APS

Success.

APS#

3.7.2 config greeting_message

config greeting message [ default ]

default - default
config greeting_message

<Enter>

Quit without save: Ctrl+C

Save and quit: ctri+w

Move cursor: Left/Right/Up/Down
Delete line: Ctri+D

Erase all setting: Ctri+X

Reload original setting: Ctri+L
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reset
reset config/reset system

6 *80 / ¢! 80 6 )
Ctrl+W  DRAM save config/save
all

1.00.00

#config greeting_message
Command: config greeting_message

Greeting Messages Editor

ApresialLightFM108GT-SS Fast Ethernet Switch
Command Line Interface

Firmware: 1.12.01
Copyright(C) 2019 APRESIA Systems, Ltd. All rights reserved.

<Function Key> <Control Key>

Ctri+C Quit without save left/right/

ctri+w Save and quit up/down Move cursor
Ctri+D Delete line
Ctri+X Erase all setting
Ctri+L Reload original setting

3.7.3 show greeting_message

show greeting_message

1.00.00
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#show greeting_message
Command: show greeting_message

ApresialLightFM108GT-SS Fast Ethernet Switch
Command Line Interface

Firmware: 1.12.01
Copyright(C) 2019 APRESIA Systems, Ltd. All rights reserved.
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3.8 (SNMP)
Simple Network Management Protocol (SNMP) 1 2c 3
SNMP
SNMP 3
SNMP

SNMP
vl - NoAuthNoPriv
v2c - NoAuthNoPriv
v3 - NoAuthNoPriv
v3 MD5 SHA HMAC-MD5 HMAC-SHA

- AuthNoPriv
v3 MD5 DES SHA DES HMAC-MD5 HMAC-SHA

- AuthPriv

DES 56 CBC-DES(DES-56)

3.8.1 create snmp

user

SNMP

create snmp user <SNMP_name 32> <groupname 32> [ encrypted < by_password auth
<md5 <auth_password 8-16> | sha <auth_password 8-20> > priv < none | des
<priv_password 8-16> > | by key auth < md5 <auth_key 32-32> | sha <auth_key
40-40> > priv < none | des <priv_key 32-32> > > ]

SNMP SNMP
SNMP
- SNMP
<SNMP_name 32> - SNMP 32
<groupname 32> - SNMP SNMP
32
encrypted - SNMP
by_password - SNMP

auth_password

by key - SNMP
16
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auth - SNMP
md5 - HMAC-MD5-96 md5 1
<auth password 8-16> -
<auth_key 32-32> -
32 16
sha - HMAC-SHA-96

<auth password 8-20> -

<auth_key 40-40> -
40 16
priv - priv ( )

des - 56 DES-56

<priv_password 8-16> -

<priv_key 32-32> -

32 16
none -

1.00.00

SNMP

#create snmp user APS default encrypted by password auth md5 knickerbockers priv none
Command: create snmp user APS default encrypted by password auth md5 knickerbockers priv none

Success.
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3.8.2 delete snmp user

SNMP
delete snmp user <SNMP_name 32>
SNMP SNMP
<SNMP_name 32> - SNMP 32
1.00.00
SNMP

#delete snmp user APS

Command: delete snmp user APS

Success.

3.8.3 show snmp user

SNMP
show snmp user
SNMP
1.00.00
SNMP

#show snmp user
Command: show snmp user
Username Group Name SNMP Version Auth-Protocol PrivProtocol
initial initial V3 None None

Total Entries: 1
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3.8.4 create snmp view

SNMP
create snmp view <view_name 32> <oid> view_type < included | excluded >
SNMP MIB SNMP
MIB
SNMP oID
0ID MIB
included exlcuded( )
oID
SNMP
0ID
<view_name 32> - SNMP
<oid> - SNWP 0ID
view type -
included - SNMP
excluded - SNMP
APS SNMP OID 1.3.6 MIB
#create snmp view APS 1.3.6 view_type included
Command: create snmp view APS 1.3.6 view_type included
Success.
#
3.8.5 delete snmp view
SNMP
delete snmp view <view_name 32> < all | <oid> >
SNMP SNMP

<view_name 32> - SNMP

all - SNMP
<oid> - SNMP
1.00.00
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APS SNMP

#delete snmp view APS all
Command: delete snmp view APS all

Success.

3.8.6 show snmp view

SNMP
show snmp view [ <view_name 32> ]
SNMP
SNMP
<view_name 32> - SNMP
SNMP
1.00.00
SNMP
#show snmp view
Command: show snmp view
Vacm View Table Settings
View Name Subtree View Type
restricted 1.3.6.1.2.1.1 Included
restricted 1.3.6.1.2.1.11 Included
restricted 1.3.6.1.6.3.10.2.1 Included
restricted 1.3.6.1.6.3.11.2.1 Included
restricted 1.3.6.1.6.3.15.1.1 Included
CommunityView 1 Included
CommunityView 1.3.6.1.6.3 Excluded
CommunityView 1.3.6.1.6.3.1 Included

Total Entries : 8
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3.8.7 create snmp community

SNMP

| read write >

create snmp community <community_string 32> view <view_name 32> < read_only

SNMP SNMPv1 v2c  SNMP

SNMP
SNMP

( ) read_only ( )

read write

<community_string 32> - SNMP

view <view_name 32> - SNMP
read_only
read write

32

1.00.00

:SNMP APS

#create snmp community APS view ReadView read write
Command: create snmp community APS view ReadView read write

Success.

3.8.8 delete snmp community

SNMP
delete snmp community <community string 32>
SNMP
SNMP
<community string 32> - SNMP
1.00.00
:SNMP APS

#delete snmp community APS
Command: delete snmp community APS

Success.
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0 SNMP

SNMP delete snmp
community delete snmp user
3.8.9 show snmp community
SNMP
show snmp community [ <community_string 32> ]
SNMP
<community_string 32> - SNMP —
SNMP
1.00.00
SNMP
#show snmp community APS
Command: show snmp community APS
SNMP Community Table
Community Name View Name Access Right
APS ReadView read write
#
3.8.10 config snmp enginelD
SNMP
config snmp enginelD <snmp_enginelD 10-64>
SNMPv3
<snmp_enginelD 10-64> - SNMP
1.00.00

SNMP enginelD 0035636666

#config snmp enginelD 0035636666
Command: config snmp enginelD 0035636666

Success.
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3.8.11 show snmp enginelD

SNMP

show snmp enginelD
SNMP

1.00.00

SNMP enginelD

#show snmp enginelD
Command: show snmp enginelD

SNMP Engine 1D : 80000116030040664599a6

3.8.12 create snmp group

SNMP

create snmp group <groupname 32> < vl | v2c | v3 < noauth_nopriv |
auth_nopriv | auth_priv > > < read_view <view_name 32> | write_view
<view_name 32> | notify view <view_name 32> >

noauth_nopriv
auth_nopriv -
auth_priv -

read_view -

write view
notify_view - SNMP
view <view_name 32> -

SNMP
SNMP

SNMP

SNMP SNMP SNMP
SNMP SNMP
SNMP SNMP
SNMP

<groupname 32> - SNMP

vl - SNMP 1

v2c - SNMP 2

v3 - SNMP 3 SNMPv3 SNMP

1.00.00
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- SNMP APS

#create snmp group APS v3 noauth_nopriv read view vl write_view vl notify_view vl
Command: create snmp group APS v3 noauth_nopriv read_view vl write_view vl notify_view vl

Success.

3.8.13 delete snmp group

SNMP
delete snmp group <groupname 32>
SNMP SNMP
SNMP
<groupname 32> - SNMP
1.00.00
: APS SNMP
#delete snmp group APS
Command: delete snmp group APS
Success.
#
3.8.14 show snmp groups
SNMP
show snmp groups
SNMP SNMP

1.00.00
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SNMP

#show snmp groups

Command: show snmp groups
Vacm Access Table Settings

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model
Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model
Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model
Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model
Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model
Security Level

Total Entries: 5

> Group3

: ReadView

> WriteView

- NotifyView

- SNMPv3

> NoAuthNoPriv

- Group4

. ReadView

> WriteView
: NotifyView
: SNMPv3

- authNoPriv

. Group5

> ReadView

: WriteView
: NotifyView
- SNMPv3

: authNoPriv

: initial
. restricted

. restricted
. SNMPv3
: NoAuthNoPriv

: ReadGroup
> CommunityView

> CommunityView
> SNMPv1
> NoAuthNoPriv
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3.8.15 create snmp host

SNMP

| auth_priv > <auth_string 32>

create snmp < host <ipaddr> > < vl | v2c | v3 < noauth_nopriv | auth_nopriv

SNMP

SNMP ) SNMP

SNMP (

SNMP

<ipaddr> - SNMP IP
vl - SNMP 1

v2c - SNMP 2c

v3 - SNMP 3
noauth_nopriv

auth_nopriv -

auth_priv -

<auth_string 32> - SNMP

1.00.00

:SNMP SNMP

#create snmp host 10.48.74.100 v3 auth_priv public
Command: create snmp host 10.48.74.100 v3 auth_priv public

Success.

3.8.16 delete snmp host

SNMP SNMP

delete snmp < host <ipaddr> >

SNMP

SNMP

<ipaddr> - SNMP IP

1.00.00

- SNMP

#delete snmp host 10.48.74.100
Command: delete snmp host 10.48.74.100

Success.
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3.8.17 show snmp host

SNMP
show snmp host [ <ipaddr> ]
SNMP
1P
<ipaddr> - SNMP IP
1.00.00

SNMP

#show snmp host
Command: show snmp host

SNMP Host Table

Host IP Address SNMP Version

10.48.76.23
10.48.74.100

V3 noauthnopriv
V2c

Total Entries : 2

Community Name / SNMPv3 User Name

initial
public

3.8.18 create trusted host

create trusted host < <ipaddr> | network <network_address> >

IP
1P

10

<ipaddr> -

<network address> -

1.00.00

#create trusted host 10.48.74.121

Command: create trusted host 10.48.74.121

Success.
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#create trusted host network 10.48.0.0/16
Command: create trusted host network 10.48.0.0/16

Success.

3.8.19 delete trusted host

delete trusted host < ipaddr <ipaddr> | network <network address> | all
>

<ipaddr> - IP
<network address> -
all -

1.00.00

2P 10.48.74.121

#delete trusted host ipaddr 10.48.74.121
Command: delete trusted_host ipaddr 10.48.74.121

Success.

10.62.0.0/16

#delete trusted host network 10.62.0.0/16
Command: delete trusted host network 10.62.0.0/16

Success.

#delete trusted_host all
Command: delete trusted host all

Success.
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3.8.20 show trusted_host

show trusted_host

1P /32

1.00.00

#show trusted host

Command: show trusted_host

Management Stations

IP Address/Netmask

10.53.13.94/32

Total Entries: 1

3.8.21 enable snmp

SNMP

enable snmp < authenticate_traps | linkchange traps | traps |
login_trap | login_fail_trap | logout_trap >

SNMP

authenticate_traps -
linkchange_traps -
traps - SNMP
login_trap -
login_fail_trap -
logout trap -

1.00.00

107/369




SNMP

#enable snmp traps
Command: enable snmp traps

Success.

:SNMP

#enable snmp linkchange traps
Command: enable snmp linkchange_traps

Success.

- SNMP

#enable snmp authenticate_traps
Command: enable snmp authenticate_traps

Success.

3.8.22 disable snmp

SNMP

disable snmp < authenticate traps | linkchange traps | traps |
login_ trap | login_fail_trap | logout_trap >

SNMP

authenticate_traps -
linkchange_traps -
traps -

login_trap -
login_fail_trap -
logout trap -

1.00.00
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- SNMP

#disable snmp authenticate_traps
Command: disable snmp authenticate_traps

Success.

:SNMP

#disable snmp linkchange_traps
Command: disable snmp linkchange traps

Success.

SNMP

#disable snmp traps
Command: disable snmp traps

Success.

3.8.23 config snmp linkchange_traps ports

config snmp linkchange traps ports < all | <portlist>> < enable | disable
>

all -
<portlist> -
enable -
disable -

1.00.00

1 4 SNWP

#config snmp linkchange_traps ports 1-4 enable
Command: config snmp linkchange traps ports 1-4 enable

Success.
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3.8.24 show snmp traps

SNMP

show snmp traps [ linkchange traps [ ports <portlist> ] ]

SNMP

linkchange traps - SNMP
<portlist> -

1.00.00

: SNMP

#show snmp traps
Command: show snmp traps

SNMP Trap : Enabled
Authenticate Traps : Enabled
Linkchange Traps : Enabled
Login Trap : Disabled
Logout Trap : Disabled
Login Fail Trap : Disabled
#
SNMP

#show snmp traps linkchange traps
Command: show snmp traps linkchange_traps

Linkchange Traps : Enabled
Port 1: Enabled
Port 2: Enabled
Port 3: Enabled
Port 4: Enabled
Port 5: Enabled
Port 6: Enabled
Port 7: Enabled
Port 8: Enabled
Port 9: Enabled
Port 10: Enabled
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3.8.25 config snmp system contact

config snmp system_contact [ <sw_contact> ]

System Contect

<sw_contact> - 128
NULL

1.00.00

APS

#config snmp system contact APS
Command: config snmp system_contact APS

Success.

3.8.26 config snmp system_location

<sw_location> - 128
NULL

1.00.00

5F

#config snmp system location 5F
Command: config snmp system_location 5F

Success.

config snmp system location [ <sw_location> ]

System Location
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3.8.27 config snmp system_name

config snmp system_name [ <sw_name> ]

System Name

<sw_name> - 128

NULL

1.00.00

ApresialightFM108GT-SS

#config snmp system name ApresialLightFM108GT-SS
Command: config snmp system_name ApresialightFM108GT-SS

Success.

3.8.28 enable rmon

RMON

enable rmon

(RMON)

1.00.00

RMON

#enable rmon
Command: enable rmon

Success.
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3.8.29 disable rmon

RMON

disable rmon

(RMON)

1.00.00

RMON

#disable rmon
Command: disable rmon

Success.
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3.9
3.9.1 show packet ports

show packet ports <portlist>

<portlist> -

1.00.00

2

#show packet ports 2
Command: show packet ports 2

Port Number : 2

Frame Size Frame Counts Frames/sec Frame Type
64 0 0 RX Bytes
65-127 0 0 RX Frames
128-255 0 0

256-511 0 0 TX Bytes
512-1023 0 0 TX Frames
1024-1518 0 0

Unicast RX 0 0

Multicast RX 0 0

Broadcast RX 0 0

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

Total/sec
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3.9.2 show error ports

show error ports <portlist>

Drop Pkts

<portlist> -

1.00.00

3

#show error ports 3
Command: show error ports 3

Port Number : 3

RX Frames TX Frames
CRC Error 0 Excessive Deferral 0
Undersize 0 CRC Error 0
Oversize 0 Late Collision 0
Fragment 0 Excessive Collision 0
Jabber 0 Single Collision 0
Drop Pkts - Collision 0

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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3.9.3 config utilization notify

CPU/DRAM

config utilization notify <cpu | dram> [state<enable | disable>] | threshold
<value 20-100> | [polling_interval <value 10-300> | trap_state <enable |
disable> | log_state <enable | disable>]

CPU/DRAM
CPU/DRAM CPU  DRAM
<cpu | dram> - CPU DRAM
state <enable | disable> -
threshold <value 20-100> - 20% 100%

"OVERLOADING utilization status"
"NORMAL utilization
status" 100%
polling_interval <value 10-300> - 10 300
60
trap_state <enable | disable> - SNMP
(disable)
log_state <enable | disable> -
(enable)
1.07.00
: CPU 100% 10

#config utilization notify cpu threshold 100 polling_interval 10
Command: config utilization notify cpu threshold 100 polling_interval 10

Success.
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3.9.4 clear utilization

CPU/DRAM

clear <cpu | dram>

CPU/DRAM

<cpu | dram> -
cpu - CPU
dram - DRAM

1.07.00

: CPU

#clear utilization cpu
Command: clear utilization cpu

Success.

3.9.5 show utilization

show utilization < cpu | dram | flash | ports [ <portlist> ] >

CPU DRAM FLASH

cpu - CPU
dram - DRAM
flash - FLASH
ports -

<portlist> -

1.00.00

CPU

#show utilization cpu
Command: show utilization cpu

CPU Utilization :

Five Seconds - 11 % One Minute - 11 % Five Minutes - 10 %
Maximum - 27 % Minimum - 0%

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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DRAM

#show utilization dram
Command: show utilization dram

DRAM Utilization :

Total DRAM : 131,072 KB
Used DRAM 1 65,604 KB
Utilization : 50%

Utilization(max) : 50 %

Utilization(min) - 50 %

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

FLASH

#show utilization flash
Command: show utilization flash

FLASH Memory Utilization :

Total FLASH : 16,384 KB
Used FLASH 17,371 KB
Utilization 1 44%

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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#show utilization ports
Command: show utilization ports

Port TX/sec RX/sec  Util Port TX/sec RX/sec  Util
1 148810 148810 100 22 0 0 0
2 148810 148810 100 23 0 0 0
3 0 148810 50 24 0 0 0
4 0 0 0 25 0 0 0
5 0 0 0 26 0 0 0
6 0 0 0 27 0 0 0
7 0 37 1 28 0 0 0
8 0 0 0
9 0 0 0
10 0 0 0
11 36 0 1
12 0 0 0
13 0 0 0
14 0 0 0
15 0 0 0
16 0 0 0
17 0 0 0
18 0 0 0
19 0 0 0
20 0 0 0
21 0 0 0

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

0 TX/sec RX/sec packet/sec
util  TX/sec RX/sec 50%

119/369




3.9.6 show utilization notify

CPU/DRAM

show utilization notify <cpu | dram>
CPU/DRAM

cpu - CPU

dram - DRAM

1.07.00

CPU

#show utilization notify cpu
Command: show utilization notify cpu

CPU Utilization Notify Information

Current Status - NORMAL

State > Enabled
Threshold > 100%
Polling Interval : 10 sec
Trap State : Disabled
Log State > Enabled
#

3.9.7 clear counters

clear counters [ ports <portlist> ]

<portlist> -

1.00.00

#clear counters ports 2-9
Command: clear counters ports 2-9

Success.
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3.9.8 clear log

clear log

1.00.00

#clear log
Command: clear log

Success.

3.9.9 show log

show log [ index <value_list X-Y> ]
6,000
index <value_list X-Y> - <value_list X-Y>
1.00.00
#show log
Command: show log
Index Date Time Log Text

2 0000-00-00 00:01:22 Successful login through Console (Username: adpro)
1 0000-00-00 00:00:44 System warm start (CONSOLE)
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3.9.10 enable syslog

Syslog
enable syslog
Syslog
1.00.00
syslog
#enable syslog
Command: enable syslog
Success.
#
3.9.11 disable syslog
Syslog
disable syslog
Syslog

1.00.00

syslog

#disable syslog
Command: disable syslog

Success.

3.9.12 show syslog

Syslog

show syslog

syslog

1.00.00
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:syslog

#show syslog
Command: show syslog

Syslog Global State : Disabled

3.9.13 create syslog host

Syslog
create syslog host <index 1-4> [ severity < informational | warning | all >
| facility < localO | locall | local2 | local3 | local4 | local5 | local6 |
local7 > | udp_port <udp_port _number> | ipaddress <ipaddr> | state < enable
| disable > ]
(Syslog )

Syslog

<index 1-4> - 1 4
4
severity -
Warning( )

6 Informational ( )
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16 0 (local0)
17 1 (locall)
18 2 (local2)
19 3 (local3)
20 4 (local4)
21 5 (local5)
22 6 (local6)
23 7 (local7)
localO - 0

16
locall - 1

17
local2 - 2

18
local3 - 3

19
locald - 4

20
local5 - 5

21
local6 - 6

22
local7 - 7

23
udp_port <udp_port_number> - syslog

ubp
ipaddress <ipaddr> - syslog IP
state <enable | disable> - syslog
enable ( ) disable ( )

1.00.00

:syslog

#create syslog host 1 ipaddress 10.68.88.1 severity all facility local0
Command: create syslog host 1 ipaddress 10.68.88.1 severity all facility local0

Success.
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3.9.14 config syslog

Syslog

config syslog host < all | <index 1-4> > severity < informational | warning
| all > [ facility < localO | locall | local2 | local3 | local4 | local5 |
local6 | local7 > | udp_port <udp_port_number> | ipaddress <ipaddr> | state

< enable | disable > ]

Syslog
all -
<index 1-4> - 1 4
4
severity -
4 Warning( )
6 Informational ( )
informational -
6
warning -
4

all - Syslog
facility -
16 0 (local0)
17 1 (locall)
18 2 (local2)
19 3 (local3)
20 4 (local4)
21 5 (local5)
22 6 (local6)
23 7 (local7)
local0 - 0

16
locall - 1

17
local2 - 2

18
local3 - 3

19
locald - 4

20
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local5 - 5
21
local6 - 6
22
local7 - 7
23
udp_port <udp_port_number> - syslog
Ubp
ipaddress <ipaddr> - syslog IP
state <enable | disable> - syslog
enable ( ) disable ( )
1.00.00
1 Syslog

#config syslog host 1 severity all facility local0
Command: config syslog host 1 severity all facility localO

Success.

3.9.15 delete syslog host

Syslog
delete syslog host < <index 1-4> | all >

Syslog

Syslog

<index 1-4> -

4
all -
1.00.00

syslog

#delete syslog host 4
Command: delete syslog host 4

Success.
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3.9.16 show syslog host

Syslog
show syslog host [ <index 1-4> ]
Syslog Syslog
<index 1-4> -
1 4 4
1.00.00

:syslog

#show syslog host

Command: show syslog host

Syslog Global State :

Host 1
IP Address
Severity
Facility
UDP port
Status

Total Entries : 1
#

Enabled

: 10.0.0.5
o All

: LocalO

: 514

: Disabled
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3.9.17 config log_save_timing

config log_save_timing < time_interval <min 1-65535> | on_demand |
log_trigger >

time_interval <min 1-65535> -

& )

on_demand - save all save log

log_trigger -

1.00.00

30

#config log_save timing time_interval 30
Command: config log_save_timing time_interval 30

Success.

0 4,000

3.9.18 show log_save_timing

show log_save timing

1.00.00

#show log_save_timing
Command: show log_save_timing

Saving log method: on_demand
#
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3.9.19 delete ipif System

1Pv6

delete ipif System < ipv6address <ipv6networkaddr> >

IPv6

<ipv6networkaddr> - I1Pv6

1.00.00

1Pv6

#delete ipif System ipv6address FE80::200:1FF:FE02:303/128
Command: delete ipif System ipv6address FE80::200:1FF:FE02:303/128

Success.
#
3.9.20 enable ipif_ipv6_link local_auto
1Pv6
enable ipif_ipv6 link local auto <System>
1Pv6
1Pv6
1Pv6
IPv6
1Pv6
1Pv6
1.00.00

#enable ipif_ipv6_link local auto System
Command: enable ipif_ipv6_link_local_auto System

Success.
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3.9.21 disable ipif _ipv6_link local_auto

1Pv6

disable ipif_ipv6_link local auto <System>

1Pv6

1.00.00

#disable ipif_ipv6_link local auto System
Command: disable ipif_ipv6_link _local_auto System

Success.

3.9.22 show ipif_ipv6_link_local_auto

show ipif_ipv6_link local auto

1.00.00

#show ipif_ipv6_link_local_auto
Command: show ipif_ipv6_link local _auto

IPIF: System Automatic Link Local Address: Disabled
#
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3.10 SMTP
SMTP (Simple Mail Transfer Protocol)

SMTP
SMTP :
SMTP IP TCP
server server_port config
smtp
config smtp add mail_receiver
delete mail _receiver 8
config smtp
self _mail_addr
SMTP
enable smtp SMTP
smtp send_testmsg SMTP

SMTP

SNMP

NVRAM
TFTP
TFTP invalid-file ( ) file-not-found (
) complete( ) time-out(j )
SMTP
IP SMTP

1P MAC
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Delivery Process ( )
30 30
3 3 5
3.10.1 enable smtp
SMTP
enable smtp
SMTP
1.00.00
SMTP
#enable smtp
Command: enable smtp
Success.
#
3.10.2 disable smtp
SMTP
disable smtp
SMTP

1.00.00
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SMTP

#disable smtp
Command: disable smtp

Success.

3.10.3 config smtp

SMTP

config smtp < server <ipaddr> | server_port <tcp_port_number 1-65535>
| self_mail_addr <mail_addr 64> | add mail_receiver <mail_addr 64>
| delete mail_receiver <index 1-8> >

SMTP
SMTP
server <ipaddr> - SMTP IP
server_port <tcp_port_number 1-65535> - SMTP TCP
SMTP 25

self mail _addr <mail addr 64> -

64
add mail_receiver <mail_addr 64> -

8
delete mail_receiver <index 1-8> -

1.00.00

:SMTP

#config smtp server 10.48.74.100 server_port 25 add mail_receiver smtp@apresiasystems.com
Command: config smtp server 10.48.74.100 server_port 25 add mail_receiver smtp@
apresiasystems.com

Success.
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3.10.4 show smtp

SMTP
show smtp
server information ( ) mail recipients
( ) SMTP
1.00.00

SMTP

#show smtp
Command: show smtp

smtp status: Enabled

smtp server address : 10.48.74.100

smtp server port : 25

self mail address: smtp@apresiasystems.com

Index Mail Receiver Address

smtp@apresiasystems.com

o N o 0o b W DN P
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3.10.5 smtp send_testmsg

smtp send_testmsg

SMTP

1.00.00

# smtp send_testmsg
Command: smtp send_testmsg

Subject: This is a SMTP test.
Content: Hello everybody!!

Sending mail, please wait...

Success.
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3.11

3.11.1 config ports

config ports < <portlist> | all > < medium type | speed | flow_control <enable
| disable> | state <enable | disable> | learning <enable | disable> |
<description <desc 32> | clear_description> | mdix < auto | normal | cross
> >

medium_type = medium_type <fiber | copper>

speed = speed <auto | 10_half | 10 _full | 100_half | 100_full | 1000_full
[ < master | slave > ] >

all -
<portlist> -
medium_type <fiber | copper> -
speed -
auto -
10_half - 10Mbps
10_full - 10Mbps
100 _half - 100Mbps
100_full - 100Mbps
1000_full - 1Gbps
<master | slave> - 1000BASE-T (1000M/Full)
(1000M/Fulll_\)

(1000M/Full_S)
(1000M/Full_M) (1000M/Full_S)

IEEE 802.3-2005 1000BASE-T

flow_control <enable | disable> -

state <enable | disable> -

learning <enable | disable> - MAC
description <desc 32> - 32

clear_description -

mdix - 10/100/1000BASE-T MDIX MDIX auto
( ) normal (MDI-X) cross (MDI)
normal (MDI-X) PC(MDI)
cross (MDI)
(MDI-X)
1.00.00
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25 28 10Mbps

#config

Command:

Warning:
Success.

ports 25-28 speed 10 _full state enable
config ports 25-28 speed 10 _full state enable

For combo ports, the configuration is set to medium_type copper

o
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3.11.2 show ports

show ports [ <portlist> ] [ description | err_disabled | media_type ]

<portlist> -
description -

err_disabled - BPDU
media_type -
1.00.00
#show ports
Command show ports
Port State/ Settings Connection Address
MDIX Speed/Duplex/FlowCtrl Speed/Duplex/FlowCtrl Learning
1 Enabled 100M/Full/Disabled LinkDown Enabled
Auto
2 Enabled 100M/Full/Disabled LinkDown Enabled
Auto
3 Enabled 100M/Full/Disabled LinkDown Enabled
Auto
4 Enabled  100M/Full/Disabled LinkDown Enabled
Auto
5 Enabled 100M/Full/Disabled LinkDown Enabled
Auto
6 Enabled 100M/Full/Disabled LinkDown Enabled
Auto
7 Enabled 100M/Full/Disabled LinkDown Enabled
Auto
8 Enabled 100M/Full/Disabled LinkDown Enabled
Auto

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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3.12 Time  SNTP
3.12.1 enable sntp

SNTP
enable sntp
SNTP SNTP
SNTP
SNTP
1.00.00
:SNTP
#enable sntp
Command: enable sntp
Success.
#
3.12.2 disable sntp
SNTP
disable sntp
SNTP

1.00.00

:SNTP

#disable sntp
Command: disable sntp

Success.
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3.12.3 config sntp

SNTP
config sntp < primary <ipaddr> | secondary <ipaddr> | poll-interval <int
30-99999> >

SNTP
primary <ipaddr> - SNTP IP
secondary <ipaddr> SNTP IP
poll-interval <int 30-99999> - SNTP

30 99999

1.00.00

:SNTP

#config sntp primary 10.1.1.1 secondary 10.1.1.2 poll-interval 30
Command: config sntp primary 10.1.1.1 secondary 10.1.1.2 poll-interval 30

Success.

3.12.4 show sntp

SNTP
show sntp
SNTP
1.00.00
:SNTP
#show sntp
Command: show sntp
Current Time Source - System Clock
SNTP : Disabled
SNTP Primary Server :10.1.1.1
SNTP Secondary Server :10.1.1.2
SNTP Poll Interval 1 720 sec
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3.12.5 config time

config time <date ddmmmyyyy> <time hh:mm:ss>

SNTP
date - 2 2 3 4
29032015 2
29Mar2015 3
time - hh:mm:ss
19:42:30
1.00.00

#config time 29032015 19:42:30
Command: config time 29032015 19:42:30

Success.

3.12.6 config time_zone

config time_zone < operator < + | - > | hour <gmt_hour 0-13> | min <minute
0-59> >

SNTP
operator - UTC () -)
hour - UTC ( )
min - UTC ( )
1.00.00

#config time_zone operator + hour 9 min O
Command: config time_zone operator + hour 9 min 0

Success.
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3.12.7 config dst

config dst < disable | repeating | annual >
Repeating =repeating < <s_week <start week 1-5,last> | s _day <start_day
sun-sat> | s_mth <start_mth 1-12> | s_time <start_time hh:mm> | e_week
<end_week 1-5,last> | e_day <end_day sun-sat> | e_mth <end_mth 1-12> | e_time
<end_time hh:mm> | offset < 30 | 60 | 90 | 120 > >
annual <s_date <start_date 1-31> | s_mth <start_mth 1-12> | s_time <start_time
hh:mm> | e_date <end_date 1-31> | e_mth <end_mth 1-12> | e_time <end_time
hh:mm> | offset < 30 | 60 | 90 | 120 > >
(DST Daylight Savings Time)
DST
DST SNTP
disable - DST
repeating - DST
DST ( )
DST ( ) 4 2
10
annual - DST( )
DST ( )
DST ( ) 4 3
10 14
s_week - DST( )
<start week 1-5,last> - DST 1 1 2
2 last
e_week - DST( )
<end_week 1-5,last> - DST( ) 1
1 2 2 last
s_day - DST ( )
<start_day sun-sat> - 3 DST( )
(sun, mon, tue, wed, thu, fri, sat)
e_day - DST( )
<end_day sun-sat> - 3 DST( )
(sun, mon, tue, wed, thu, fri, sat)
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s_mth - DST(
<start_mth 1-12> - DST(

e_mth - DST(

<end_mth 1-12> - DST(
s_time - DST (
<start_time hh:mm> - 24
e_time - DST(

<end_time hh:mm> - 24
s_date - DST(

<start date 1-31> -
e_date - DST(

<end_date 1-31> -

offset <30 | 60 | 90 | 120> -

)
)
)
)
)
(hh: mm: )
)
(hh: mm: )
) « )
) « )
30 60 90 120 60

1.00.00

#config dst repeating s week 2 s_day tue s mth 4 s_time 15:00 e_week 2 e _day wed e_mth 10 e_time

15:30 offset 30

Command: config dst repeating s week 2 s day tue s_mth 4 s _time 15:00 e week 2 e_day wed e_mth

10 e _time 15:30 offset 30

Success.
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3.12.8 show time

show time

1.00.00

#show time
Command: show time

Current Time Source
Current Time
Time Zone

Offset in minutes
Repeating From
To
Annual From
To

- System Clock

- 1 Days 01:39:17
- UTC +02:30
Daylight Saving Time:
30

: Apr 2nd Tue 15:00
: Oct 2nd Wed 15:30
: 29 Apr 00:00

: 12 Oct 00:00

Repeating
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3.13 Asymmetric VLAN
3.13.1 enable asymmetric_vlan

Asymmetric VLAN

enable asymmetric_vlan

Asymmetric VLAN

1.00.00

:asymmetric VLAN

#enable asymmetric_vlan
Command: enable asymmetric_vlan

Success.

3.13.2 disable asymmetric _vlan

Asymmetric VLAN

disable asymmetric_vlan

Asymmetric VLAN

1.00.00

:asymmetric VLAN

#disable asymmetric_vlan
Command: disable asymmetric_vlan

Success.

3.13.3 show Asymmetric_vlan

Asymmetric VLAN

show asymmetric_vlan

Asymmetric VLAN

1.00.00
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asymmetric VLAN

#show asymmetric_vlan
Command: show asymmetric_vlan

Asymmetric VLAN: Enabled
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3.14 BPDU
3.14.1 enable bpdu_guard

BPDU

enable bpdu_guard

BPDU
BPDU

BPDU

err-disable

BPDU

shutdown

1.04.00

:BPDU

#enable bpdu_guard
Command: enable bpdu_guard

Success.

3.14.2 disable bpdu_guard

BPDU

disable bpdu_guard

BPDU

1.04.00

:BPDU

#disable bpdu_guard
Command: disable bpdu_guard

Success.
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3.14.3 config bpdu_guard ports

BPDU

config bpdu_guard ports <<portlist> | all> [state <enable | disable> |
mode <shutdown>]

BPDU

ports <<portlist> | all> - BPDU
all

state <enable disable> - BPDU enable
disable
mode <shutdown> - BPDU shutdown
1.04.00
BPDU shutdown

#config bpdu_guard ports 1 state enable mode shutdown
Command: config bpdu_guard ports 1 state enable mode shutdown

Success.

0 BPDU

BPDU IEEE802. 1d
BPDU(STP/RSTP/MSTP)
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3.14.4 config bpdu_guard recovery_time

BPDU

config bpdu_guard recovery_time <<sec 60-1000000> | infinite>

BPDU

recovery_time <<sec 60-1000000> | infinite> - BPDU
60 1000000
60
Infinite

1.04.00

BPDU 120

#config bpdu_guard recovery_time 120
Command: config bpdu_guard recovery_ time 120

Success.

3.14.5 config bpdu_guard log

BPDU

config bpdu_guard log <none | attack_detected | attack_cleared | both>
BPDU

<none> -

<attack detected> -BPDU

<attack_cleared> -

<both> - BPDU
both

1.04.00

:BPDU both

#config bpdu_guard log both
Command: config bpdu_guard log both

Success.
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3.14.6 show bpdu_guard

BPDU

show bpdu_guard [ports [<portlist>]]

BPDU

ports - BPDU
<portlist> -

1.04.00

BPDU

#show bpdu_guard
Command: show bpdu_guard

BPDU Guard Global Settings

BPDU Guard Status > Enabled
BPDU Guard Recovery Time : 120 seconds
BPDU Guard Trap Status : None
BPDU Guard Log Status : Both
#
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BPDU

#show bpdu_guard ports
Command: show bpdu_guard ports

Port State Mode Status
1 Enabled Shutdown  Normal
2 Disabled Shutdown  Normal
3 Disabled Shutdown  Normal
4 Disabled Shutdown  Normal
5 Disabled Shutdown  Normal
6 Disabled Shutdown  Normal
7 Disabled Shutdown  Normal
8 Disabled Shutdown  Normal
9 Disabled Shutdown  Normal
10 Disabled Shutdown  Normal
11 Disabled Shutdown  Normal
12 Disabled Shutdown  Normal
13 Disabled Shutdown  Normal
14 Disabled Shutdown  Normal
15 Disabled Shutdown  Normal
16 Disabled Shutdown  Normal
17 Disabled Shutdown  Normal
18 Disabled Shutdown  Normal
19 Disabled Shutdown  Normal

20 Disabled Shutdown  Normal
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.15
3.15.1 create fdb

MAC

create fdb <vlan_name 32> <macaddr> port <port>
MAC FDB:

VLAN MAC

<vlan_name 32> - MAC VLAN

<macaddr> - MAC

port <port> - MAC

1.00.00

MAC

#create fdb default 00-40-66-00-00-01 port 5
Command: create fdb default 00-40-66-00-00-01 port 5

Success.

3.15.2 create multicast fdb

MAC
create multicast fdb <vlan_name 32> <macaddr>
MAC
<vlan_name 32> - MAC VLAN
<macaddr> - MAC
1.00.00
MAC

#create multicast_fdb default 01-00-5E-00-00-01
Command: create multicast fdb default 01-00-5E-00-00-01

Success.
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3.15.3 config multicast_fdb

MAC
config multicast_fdb <vlan_name 32> <macaddr> < add | delete > <portlist>
MAC
<vlan_name 32> - MAC VLAN
<macaddr> - MAC
<add | delete> - add delete
<portlist> -
1.00.00
MAC 1-5

#config multicast_fdb default 01-00-5E-00-00-01 add 1-5
Command: config multicast_fdb default 01-00-5E-00-00-01 add 1-5

Success.

3.15.4 config fdb aging_time

MAC
config fdb aging_time <sec 10-1000000>
MAC
300
MAC MAC
MAC MAC
MAC
VLAN
MAC
<sec 10-1000000> - MAC
10 1000000
1.00.00
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:FDB

#config fdb aging_time 600
Command: config fdb aging_time 600

Success.

0 FDB <

3.15.5 delete fdb

>-1

/ MAC
delete fdb <vlan_name 32> <macaddr>
MAC
MAC
<vlan_name 32> - MAC VLAN
<macaddr> - MAC
1.00.00

MAC

#delete fdb default 00-40-66-00-00-01
Command: delete fdb default 00-40-66-00-00-01

Success.

MAC

#tdelete fdb default 01-00-5E-00-00-01
Command: delete fdb default 01-00-5E-00-00-01

Success.
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3.15.6 clear fdb

MAC

clear fdb < vlan <vlan_name 32> | port <port> | all >

MAC
VLAN

<vlan_name 32> - MAC
port <port> - MAC
all -

VLAN

1.00.00

FDB

#clear fdb all
Command: clear fdb all

Success.

3.15.7 show multicast_fdb

MAC
show multicast fdb [ vlan <vlan_name 32> | mac_address <macaddr> ]
MAC
<vlan_name 32> - MAC VLAN
<macaddr> - FDB MAC

FDB

1.00.00
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MAC

#show multicast_fdb vlan default
Command: show multicast fdb vlan default

VLAN Name . default

MAC Address : 01-00-5E-00-00-01
Egress Ports : 1-5

Mode : Static

Total Entries : 1

3.15.8 show fdb

MAC
show fdb [ port <port> | vlan <vlan_name 32> | vlanid <vidlist> | mac_address
<macaddr> | static | aging_time ]
MAC
port <port> - MAC
<vlan_name 32> - MAC VLAN
<vidlist> - FDB VLAN 1D
<macaddr> - FDB MAC
static - MAC
aging_time - MAC
1.00.00
: MAC

#show fdb

Command: show fdb

Unicast MAC Address Aging Time = 300

VID VLAN Name MAC Address Port Type

1 default 00-40-66-00-00-01 CPU Self

Total Entries : 1
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3.15.9 config multicast port filtering _mode

config multicast port_filtering_mode < <portlist> | all >
< forward_unregistered_groups | filter_unregistered groups >

MAC

<<portlist> | all> -
all

<forward_unregistered _groups | filter_unregistered_groups>
forward_unregistered_groups

filter_unregistered_groups

1.00.00

1 4

#config multicast port filtering_mode 1-4 forward_unregistered_groups
Command: config multicast port_filtering mode 1-4 forward _unregistered groups

Success.

3.15.10 show multicast port_filtering_mode

show multicast port_filtering _mode

1.00.00

#show multicast port_filtering_mode
Command: show multicast port_filtering_mode

Multicast Filter Mode For Unregistered Group:
Forwarding List: 1-28
Filtering List:
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3.16 I1GMP

3.16.1 enable igmp_snooping

1GMP
enable igmp_snooping [forward mcrouter_only]
IGMP IGMP
IGMP
forward_mcrouter_only -
IGMP
1.00.00
: 1GMP
#enable i1gmp_snooping
Command: enable igmp_snooping
Success.
#
3.16.2 disable igmp_snooping
IGMP
disable igmp_snooping [forward_mcrouter_only]
IGMP IGMP

forward_mcrouter_only -

IGMP

disable igmp_snooping forward_mcrouter_only

1GMP

1.00.00
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1GMP

#disable igmp_snooping
Command: disable igmp_snooping

3.16.3 config igmp_snooping

IGMP

config igmp_snooping < vlan_name <vlan_name 32> | vlanid <vidlist> | all >
< state < enable | disable > | fast_leave < enable | disable > >

IGMP IGMP
VLAN
<vlan_name 32> - IGMP VLAN
<vidlist> - VLAN
all - VLAN
state <enable | disable> - VLAN  IGMP enable ( )
disable ( )
fast_leave <enable | disable> - IGMP fast-leave ( )
enable ( ) disable ( )
IGMP Leave Leave
1.00.00

#config igmp_snooping vlan_name default state enable
Command: config igmp_snooping vlan_name default state enable
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3.16.4 config igmp_snooping querier

1GMP

config igmp_snooping querier < vlan_name <vlan_name 32> | vlanid <vidlist>
| all > < query_interval <sec 1-65535> | max_response_time <sec 1-25> |
robustness_variable <value 1-255> | last_member_query_interval <sec 1-25> |

state < enable | disable > | version <value 1-3> >

1GMP
(@)

)

<vlan_name 32> - 1GMP
<vidlist> - IGMP
all -
query_interval -

125
max_response_time -

10

robustness_variable -

Robustness variable ( )

VID
VLAN

group membership interval -

( X ) + (1 x )
other querier present interval-
( X ) + (0.5 x
last member query count -
Group-Specific Query
robustness variable ( )
robustness variable ( ) 2

last_member_query_interval - leave-group
group-specific query

enable IGMP Querier
) disable ( )
3 1GMP

state -

IGMP

version - VLAN 1GMP

VLAN

()

1GMP

(1GMP

1.00.00
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- 1GMP

#config igmp_snooping querier vlan_name default query_interval 125 state enable
Command: config igmp_snooping querier vlan_name default query_interval 125 state enable

Success.

3.16.5 config router_ports

config router_ports < <vlan_name 32> | vlanid <vidlist> > < add | delete
> <portlist>

<vlan_name 32> - VLAN
<vidlist> - VID
<add|delete> -

<portlist> -

1.00.00

#config router_ports default add 1-10
Command: config router_ports default add 1-10

Success.

3.16.6 config router_ports_forbidden

forbidden ( )

config router_ports_forbidden < <vlan_name 32> | vlanid <vidlist> > < add
| delete > <portlist>

<vlan_name 32> - VLAN
<vidlist> - VID
<add | delete> - VLAN

<portlist> -

1.00.00
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#config router_ports_forbidden default add 2-10
Command: config router_ports_forbidden default add 2-10

Success.

3.16.7 show igmp_snooping

1GMP
show igmp_snooping [ vlan <vlan_name 32> | vlanid <vidlist> ]
1GMP
<vlan_name 32> - IGMP VLAN
<vidlist> - VID
1.00.00
- 1GMP
#show igmp_snooping
Command: show igmp_snooping
IGMP Snooping Global State : Disabled
Multicast Router Only : Disabled
VLAN Name : default
Query Interval 1 125
Max Response Time : 10
Robustness Value 12
Last Member Query Interval i1
Querier State : Disabled
Querier Role > Non-Querier
Querier IP : 0.0.0.0
Querier Expiry Time : 0 secs
State : Disabled
Fast Leave : Disabled
Version : 3

Total Entries : 1
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3.16.8 show router_ports

show router_ports [ < vlan <vlan_name 32> | vlanid <vidlist> > ] [<static
| dynamic | forbidden > ]

<vlan_name 32> - VLAN
<vidlist> - VID
static

dynamic -

forbidden - forbidden ( )

1.00.00

#show router_ports

Command: show router_ports

VLAN Name :
Static Router Port :
Dynamic Router Port:

default

Forbidden Router Port:

Total Entries: 1

3.16.9 show igmp_snooping group

show i1gmp_snooping group [ < vlan <vlan_name 32> | vlanid <vidlist> > ]

IGMP

<vlan_name 32> - VLAN

<vidlist> - VID

1.00.00
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#show igmp_snooping group
Command: show igmp_snooping group

Source/Group
VLAN Name/VID
Reports
Member Ports
Router Ports
Up time
Expire Time
Filter Mode

Total Entries

- NULL/239.255.255.255
: default/1

1

4

: 8

1122

1 260

- EXCLUDE
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3.16.10 show igmp_snooping host

show igmp_snooping host [<vlan_name <vlan_name 32> | vlanid <vidlist> |

ports <portlist> | group <ipaddr>> ]

IGMP

<vlan_name 32> - VLAN

<vlanid> - VLAN ID
<portlist> -

<ipaddr> - P

VLAN

VLAN

1.00.00

# show igmp_snooping host
Command: show igmp_snooping host

VLAN 1D Group

T T e T e S e S Sy SR S
N
N
Ul
O O O 0O 0O O O O O o
~N o O WN R R R R

239.255

Total Entries : 11

Port No IGMP Host

0 N o o A WON O O O
SLOCD\ICDU'I-BCAJI\)I—‘

~N B B OO W W N WD
[EY
o
O O O O O O o o o o o
O O O O O O O o o o o

.255.250

=
=
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3.17
3.17.1 create link_aggregation

create link aggregation group_id <value> [ type <lacp | static> ]
LACP
(LACP) 2
<value> - ID 14(
ID
type -
static
lacp - LACP LACP
(config lacp_ports )
LACP LACP
static -
/
1.00.00
#create link_aggregation group_id 1
Command: create link aggregation group_id 1
Success.
#
0" o2

o 802.1X MAC Web
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3.17.2 delete link_aggregation group_id

delete link aggregation group_id <value>

<value> - ID

1.00.00

#delete link_aggregation group_id 6
Command: delete link aggregation group_id 6

Success.

3.17.3 config link_aggregation group_id

config link aggregation group_id <value> < master_port <port> | ports
<portlist> | state < enable | disable > >

create link _aggregation

group_id <value> - ID ID

master_port <port> -
1
ports <portlist> -

state <enable | disable> -
enable ( ) disable ( )

802.1X MAC Web

1.00.00

1-4 1

#config link_aggregation group_id 1 master_port 1 ports 1-4
Command: config link aggregation group_id 1 master port 1 ports 1-4

Success.
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3.17.4 config link_aggregation algorithm

config link_aggregation algorithm < mac_source | mac_destination |
mac_source_dest | ip_source | ip_destination | ip_source dest >
egress
mac_source - MAC
mac_destination - MAC
mac_source_dest - MAC
ip_source - IP
ip_destination - IP
ip_source _dest - IP
1.00.00
: MAC

#config link aggregation algorithm mac_source_dest

Command: config link_aggregation algorithm mac_source_dest

Success.

#

0 Unknown unicast/Broadcast/Multicast KEY

Unknown unicast Broadcast L2 Multicast MAC DA MAC SA SRC _PORT
IP Multicast SIP DIP SRC_PORT

MAC_DA MAC

MAC_SA MAC
SRC_PORT TCP/UDP
SIP 1P

DIP 1P
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3.17.5 show link aggregation

show link_aggregation [ group_id <value> | algorithm ]

<value> -
algorithm -

ID

1.00.00

#show link aggregation
Command: show link_aggregation

Link Aggregation Algorithm = MAC-source

Group ID o1

Type: : Static
Master Port : 1
Member Port : 1-4
Active Port : 1
Status : Enabled
Flooding Port : 1

Total Entries : 1
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3.17.6 config lacp_ports

LACP
config lacp_ports <portlist> mode < active | passive >
LACP LACP
Active Passive 2
<portlist> -
mode - LACP active passive
active - Active LACP LACP
LACP
LACP Active
passive - Passive LACP LACP
LACP
LACP
1.00.00

:LACP

#config lacp_ports 1-12 mode active
Command: config lacp_ports 1-12 mode active

Success.
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3.17.7 show lacp_ports

LACP

show lacp_ports [ <portlist> ]

LACP LACP

<portlist> -

LACP

1.00.00

:LACP

#show lacp_ports 1-10
Command: show lacp_ports 1-10

Port Activity

Active
Active
Active
Active
Active
Active

© 00 N o O b W N P

Active

[EN
o

Active
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3.18

method shotdown
drop

0 Tag Tag

ver.1.04.00

Native VLAN

ver.1.05.00

o
L

3.18.1 config loopdetect

config loopdetect < recover_timer < 0 | <value 60-1000000> > | interval <value
1-32767> >

recover_timer - ()

[0]

config loopdetect ports <portlist> state disable
config loopdetect ports <portlist> state enable

60
interval -
(CTP  Configuration Test Protocol) ()
10
1.00.00
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0 20

#config loopdetect recover_timer O interval 20
Command: config loopdetect recover_timer O interval 20

Success.

o ( 60 )

© )

3.18.2 config loopdetect ports

config loopdetect ports < <portlist> | all > state < enable | disable > method
< shutdown | drop >

(shutdown)
(drop)
<portlist> -
all -
state - enable ( )
disable ( )
enable - enable ( )
disable - disable ( )
method - shutdown drop
shutdown
shutdown - shutdown
drop - drop drop

1.05.00
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# config loopdetect ports 1-5 state enable
Command: config loopdetect ports 1-5 state enable

Success.

3.18.3 enable loopdetect

enable loopdetect
enable ( )
disable ( )
LED
console LED
1.00.00
# enable loopdetect
Command: enable loopdetect
Success.
#
0 LED console LED
ver.1.07.00 console LED
LED
ver.1.06.00 console LED

3.18.4 disable loopdetect

disable loopdetect

disable ( )

1.00.00
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# disable loopdetect
Command: disable loopdetect

3.18.5 show loopdetect

show loopdetect

1.00.00

#show loopdetect
Command: show loopdetect

Loopdetect Global Settings

Loopdetect Status : Enabled
Loopdetect Interval : 20
Recover Time 0

#

3.18.6 show loopdetect ports

show loopdetect ports < <portlist> | all >

<portlist> -
all -

1.00.00
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1 5

#show loopdetect ports 1-5

Command: show loopdetect ports 1-5

Port Loopdetect State

Method

Loop Status

1 Disabled
2 Disabled
3 Disabled
4 Disabled
5 Disabled

Shutdown
Shutdown
Shutdown
Shutdown
Shutdown

Normal
Normal
Normal
Normal
Normal
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3.19 MAC VLAN
3.19.1 create mac_based vlan

MAC VLAN
create mac_based vlan mac_address <macaddr> vlan <vlan_name 32>
MAC VLAN
MAC VLAN
PVID VLAN
<macaddr> - VLAN MAC
<vlan_name 32> - MAC VLAN
1.00.00
:MAC VLAN

# create mac_based_vlan mac_address 00-40-66-00-00-01 vlan default
Command: create mac_based vlan mac_address 00-40-66-00-00-01 vlan default

Success.

3.19.2 delete mac_based vlan

MAC VLAN

delete mac_based_vlan [ mac_address <macaddr> vlan <vlan_name 32> ]

MAC LAN MAC
VLAN

<macaddr> - MAC
<vlan_name 32> - MAC VLAN

1.00.00

MAC VLAN

# delete mac_based vlan mac_address 00-40-66-00-00-01 vlan default
Command: delete mac_based vlan mac_address 00-40-66-00-00-01 vlan default

Success.
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3.19.3 show mac_based_vlan

MAC VLAN
show mac_based vlan [ mac <macaddr> | vlan <vlan_name 32> ]
MAC VLAN
mac <macaddr> - MAC
vlan <vlan_name 32> - VLAN
1.00.00
: MAC VLAN

# show mac_based vlan
Command: show mac_based vlan

MAC Address VLAN Status Type

00-80-e0-14-a7-57 200 Active Static
00-80-c2-33-c3-45 300 Inactive Static
00-80-c2-33-c3-45 400 Active 802.1x

Total Entries: 3
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3.20 MLD
3.20.1 config mld_snooping

MLD

config mld_snooping < vlan <vlan_name 32> | vlanid <vidlist> | all >

< state <enable | disable> | fast_done < enable | disable > >
MLD

<vlan_name 32> - MLD VLAN

<vidlist> - VID

all - VLAN

state - VLAN  MLD enable (

« )

fast_done - MLD Fast done enable (

( ) enable ( )

1.00.00

*MLD

VLAN

#config mld_snooping vlan default state enable
Command: config mld_snooping vlan default state enable

Success.

3.20.2 config mld_snooping querier

MLD

config mld_snooping querier < vlan <vlan_name 32> | vlanid <vidlist> |
all > < query_interval <sec 1-65535> | max_response_time <sec 1-25> |
robustness variable <value 1-255> | last_listener_query_interval <sec
1-25> >

)
() MLD

<vlan_name 32> - MLD VLAN
<vidlist>- VLAN ID
all - VLAN
query_interval -

125
max_reponse_time - ()

10
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robustness variable -

Robustness Variable (
MLD
group listener interval -

( X )+ (A x
other querier present interval -
last listener query count -
robustness variable ( )

robustness variable (

last_listener_query_interval - Done-group
group-specific query

1.00.00

125 MLD

#config mld_snooping querier vlan default query_interval 125

( X ) + (0.5 x

Command: config mld_snooping querier vlan default query_interval 125 state enable

Success.

3.20.3 config mld_snooping mrouter_ports

<portlist>

<vlan_name 32> - VLAN
<add | delete> -
<portlist> -

1.00.00
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1 10

# config mld_snooping mrouter_ports default add 1-10
Command: config mld_snooping mrouter_ports default add 1-10

Success.

3.20.4 config mld_snooping mrouter_ports_forbidden

forbidden ( )

config mld_snooping mrouter_ports_forbidden <vlan_name 32> < add |
delete > <portlist>

<vlan_name 32> - VLAN
<add | delete> -
<portlist> -

1.00.00

1 10

#config mld_snooping mrouter_ports_forbidden default add 1-10
Command: config mld_snooping mrouter ports_forbidden default add 1-10

Success.

3.20.5 enable mld_snooping

MLD

enable mld_snooping

MLD

1.00.00
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MLD

# enable mld_snooping
Command: enable mld_snooping

Success.

3.20.6 disable mld_snooping

MLD
disable mld_snooping
MLD MLD
MLD  IPv6
1.00.00
: MLD
# disable mld_snooping
Command: disable mld_snooping
Success.
#
3.20.7 show mld_snooping
MLD
show mld_snooping [ vlan <vlan_name 32> | vlanid <vidlist> ]
MLD
<vlan_name 32> - MLD VLAN
<vidlist> - VID
MLD
1.00.00
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:MLD

# show mld_snooping
Command: show mld_snooping

MLD Snooping Global State

VLAN Name

Query Interval
Max Response Time
Robustness Value

Querier Router Behavior
State

Fast Done

Receive Query Count

Total Entries: 1

: Enabled

> default
;125
10

2

Last Listener Query Interval :
: Non-Querier
: Disabled
: Disabled
:0

1

3.20.8 show mld_snooping group

MLD

show mld_snooping group [ vlan <vlan_name 32> | vlanid <vidlist> ]

MLD

VLAN

<vlan_name 32> -

<vidlist> - MLD

MLD

MLD

VID

1.00.00
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:MLD

#show mld_snooping group
Command: show mld_snooping group

Source/Group
VLAN Name/VID
Port Member
Mode

Source/Group
VLAN Name/VID
Port Member
Mode

Source/Group
VLAN Name/VID
Port Member
Mode

FE80::100:10:10:5/FF02::1000:0:0:20
default/1

1-2

INCLUDE

FE80::100:10:10:5/FF02::1000:0:0:20
default/1

3

EXCLUDE

NULL/ FF02::1000:0:0:21
default/1

4-5

EXCLUDE

184/369




3.20.9 show mld_snooping mrouter_ports

show mld_snooping mrouter_ports [ vlan <vlan_name 32> | vlanid <vidlist> ]
[ static | dynamic | forbidden ]

<vlan_name 32> - VLAN

<vidlist> - VLAN 1D
static -

dynamic -

forbidden - forbidden ( )

1.00.00

# show mld_snooping mrouter_ports
Command: show mld_snooping mrouter_ports

VLAN Name : default
Static Router Port : 1-10
Dynamic Router Port

Forbidden Router Port

VLAN Name : vlan2
Static Router Port

Dynamic Router Port

Forbidden Router Port

Total Entries : 2
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3.21

802.1s MSTP)
VLAN

(STP RSTP MSTP)

(MSTP)
(802.1D STP 802.1w Rapid STP
(MSTP)  IEEE

MSTP

VLAN 3

BPDU (Bridge Protocol Data Unit)

VLAN
Instance_ID MSTP CIST (Common and Internal
Spanning Tree) CIST MSTP 1
1 VLAN
MSTP 3 1 MSTP
1 32 ( config stpmst_config_id
name <string> )
) ( revision_level )
(3) 4094 ( VID range )
()] 4094 VLAN
MSTP
MSTP ( config stp version )
MSTP ( config stp priority
)
VLAN  MSTP Instance ID (config stp instance_id )

3.21.1 enable stp

enable stp

1.00.00
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#enable stp
Command: enable stp

Success.

0 MAC ieb 802.1X

3.21.2 disable stp

disable stp

1.00.00

#disable stp
Command: disable stp

Success.

3.21.3 config stp version

config stp version < mstp | rstp | stp >
mstp -
(MSTP)
rstp -
(RSTP)

stp -

(STP)

1.00.00
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(MSTP)

#config stp version mstp

Command: config stp version mstp

Success.

3.21.4 config stp

STP RSTP MSTP

config stp [maxage <value 6-40> | maxhops <value 6-40> | hellotime <value
1-2> | forwarddelay <value 4-30> | txholdcount <value 1-10> | fhpdu <enable
| disable> ]

(STP)
STP

maxage <value 6-40> -

Bridged LAN (

LAN)
BPDU
BPDU
6 40 20
maxhops <value 6-40> - BPDU (bridge protocol data unit)
0 1
BPDU
6 40
20
hellotime <value 1-2> -
1

2 2

forwarddelay <value 4-30> -
() 4 30

15

txholdcount <value 1-10> - BPDU Hello
6
fbpdu <enable | disable> - STP STP BPDU
enable

1.00.00
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:Maxage 18 Maxhops 15 STP

#config stp maxage 18 maxhops 15
Command: config stp maxage 18 maxhops 15

Success.

0 (NSTP)

MSTP configure stp ports
hellotime

3.21.5 config stp ports

STP

config stp ports <portlist> < externalCost < auto | <value 1-200000000> > |
hellotime <value 1-2> | migrate < yes | no > | edge < true | false | auto >
| restricted_role < true | false > | restricted_tcn < true | false > | p2p
< true | false | auto > | state < enable | disable > | fbpdu < enable | disable

> >
STP
<portlist> -
externalCost -
auto ( )
auto -

Default port cost:
100Mbps port = 200000. Gigabit port = 20000.
<value 1-200000000> - 1 200000000

hellotime <value 1-2> - LAN

BPDU

BPDU 1 2

2
migrate <yes | no> - Yes STP
BPDU RSTP
802.1D STP 802.1w RSTP
MSTP 802.1D STP 802.1s MSTP
RSTP  MSTP STP
802.1D 802.1w 802.1s
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802.1w RSTP 802.1s

edge <true | false | auto> - true

restricted _role -
false ( )
restricted_tcn -
false ( )
p2p <true | false | auto> - true
P2P P2P
RSTP
P2P
P2P

( true

false
auto
state <enable | disable> -
( ) disable ( )
fbpdu <enable | disable> -
STP BPDU

STP

BPDU
1. STP
2. BPDU
STP disable stp
config stp

enable ( )

Yes

BPDU
false

auto BPDU

P2P

P2P
false
Auto
) P2P

STP
enable

enable

fbpdu

1.00.00

edge true
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:Path cost auto hellotime 2 migration enable 1 2 state enable STP

#config stp ports 1-2 externalCost auto hellotime 2 migrate yes state enable

Command: config stp ports 1-2 externalCost auto hellotime 2 migrate yes state enable

3.21.6 create stp instance_id

MSTP  STP ID
create stp instance_id <value 1-4>
(MSTP)  STP
ID 5 (
CIST ) 4 ID
<value 1-4> - STP 1 4
1.00.00
: 2
#create stp instance_id 2
Command: create stp instance_id 2
Success.
#
3.21.7 config stp instance_id
STP ID
config stp instance_id <value 1-4> < add vlan | remove vlan > <vidlist>
instance_id VID(VLAN
ID) STP STP
MSTP
STP 5
STP 1 )
VID 1 STP
<value 1-4> - instance_id 4
0
ID1 5 STP

add vlan - vid _range <vidlist>
STPinstance id VID
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remove_vlan - vid_range <vidlist>
STPinstance_id VID
<vidlist> - VLAN VID
ID 1 4094 VID
1.00.00
: ID 2 VID 10
#config stp instance_id 2 add_vlan 10
Command: config stp instance_id 2 add_vlan 10
Success.
#
ID 2 VID 10
#config stp instance_id 2 remove_vlan 10
Command: config stp instance_id 2 remove_vlan 10
Success.
#
0 STP instance_id STP
revision_level name ( )

3.21.8 delete stp instance_id

STP ID
delete stp instance_id <value 1-4>
STP ID
<value 1-4> -
1 4
1.00.00
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STP ID 2

#delete stp instance_id 2
Command: delete stp instance_id 2

Success.

3.21.9 config stp priority

STP

config stp priority <value 0-61440> instance_id <value 0-4>

STP
MSTP
STP
instance_id

priority <value 0-61440> - 0 61440
ID
4096
instance_id <value 0-4> - ID
0 ID
instance_id (CIST)

1.00.00

:Instance_id 2 4096

#config stp priority 4096 instance_id 2
Command: config stp priority 4096 instance_id 2

Success.
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3.21.10 config stp mst_config_id

MSTP 1D

config stp mst_config_id < revision_level <int 0-65535> | name
<string> >

MSTP
MSTP
BPDU revision_level
MSTP
revision_level <int 0-65535> - 0 65535 MSTP
MSTP
0
name <string> - 32
MSTP name ( ) revision_level
MSTP name ( )
MAC
1.00.00
10 APS MSTP

#config stp mst_config_id revision_level 10 name APS
Command: config stp mst_config_id revision_level 10 name APS

Success.

194/369




3.21.11 config stp mst_ports

MSTP

config stp mst_ports <portlist> instance_id <value 0-4> < internalCost <
auto | <value 1-200000000> > | priority <value 0-240> >

STP instance_id

MSTP
MSTP
<portlist> -
instance_id <value 0-4> - instance_id
0 4 0 CIST (Common and
Internal Spanning Tree)
internalCost - STP
auto 2

auto - internalCost

value 1-200000000 - 1 200000000
internalCost
priority <value 0-240> - 0 240
(
) (
)
1.00.00
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ID 2 internalCost 16 15

#config stp mst_ports 1-5 instance_id 2 internalCost auto priority 16
Command : config stp mst_ports 1-5 instance_id 2 internalCost auto priority 16

Success.

3.21.12 show stp

STP

show stp

STP

1.00.00

STP
1: STP STP

#show stp
Command: show stp

STP Bridge Global Settings

STP Status > Enabled

STP Version - STP compatible
Max Age 20

Hello Time t 2

Forward Delay : 15

Max Hops 20

TX Hold Count : 6

Forwarding BPDU : Enabled

#
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2: RSTP STP

#show stp
Command: show stp

STP Bridge Global Settings

STP Status > Enabled
STP Version : RSTP
Max Age 20
Hello Time t 2
Forward Delay - 15
Max Hops 20
TX Hold Count : 6
Forwarding BPDU > Enabled
#

3: MSTP STP
#show stp

Command: show stp
STP Bridge Global Settings

STP Status Enabled
STP Version MSTP
Max Age 20
Forward Delay 15

Max Hops 20

TX Hold Count : 6
Forwarding BPDU : Enabled
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3.21.13 show stp ports

STP

show stp ports [ <portlist> ] [ instance <value 0-4> ]

STP

<portlist> - 1

instance <value 0-4> - instance_id ID
4 0
instance_id (CIST)

1.00.00

1 STP ( STP)

#show stp ports
Command: show stp ports

MSTP Port Information

Port Index 1 , Hello Time: 2 /2 , Port STP Enabled ,

Restricted role : False, Restricted TCN : False

External PathCost : Auto/200000 , Edge Port : Auto /No , P2P : Auto /Yes
Port Forward BPDU : Enabled

MSTI  Designated Bridge Internal PathCost Prio Status Role

0 N/A 200000 128 Disabled Disabled

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.21.14 show stp instance

STP

show stp instance [ <value 0-4> ]

STP STP

<value 0-4> - instance_id
CIST STP

1.00.00
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0( CIST) STP

#show stp instance 0
Command: show stp instance 0

STP Instance Settings

Instance Type : CIST
Instance Status : Enabled
Instance Priority : 32768(Bridge Priority : 32768, sys ID ext : 0)

STP Instance Operational Status

Designated Root Bridge : 32766/00-40-66-39-78-E2

External Root Cost 1 200012

Regional Root Bridge 1 32768/00-40-66-1A-33-24
Internal Root Cost 0

Designated Bridge : 32768/00-40-66-71-20-D6
Root Port o1

Max Age 120

Forward Delay : 15

Last Topology Change : 856

Topology Changes Count  : 2987

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.21.15 show stp mst_config_id

MSTP ID
show stp mst_config_id

MSTP ID
1.00.00
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MSTP

ID

#show stp mst_config_id
Command: show stp mst_config_id

Current MST Configuration ldentification

Configuration Name : 00:40:66:1A:33:24
MSTI 1D VID list

Revision Level :0
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3.22

drop

Shutdown

drop shutdown

countdown 0 1800

(1)10 300 D)

3.22.1 config traffic control

config traffic control < <portlist> | all > < broadcast < enable | disable
> | multicast < enable | disable > | unicast < enable | disable > | action
< drop | shutdown > | threshold <value 64-1000000> | countdown < secs 0-1800>
| time_interval <secs 5-30> | recover_time <secs 10-300> >

/ /

<portlist> -
all -
broadcast <enable | disable> - enable (

) disable ( )
multicast <enable | disable> - enable ( )

disable ( )

unicast <enable | disable> -

enable ( ) disable ( )
action

drop shutdown

drop -
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shutdown -

@
(2) config ports 1 state disable
state enable

threshold <value 64-1000000> -
Kbit/

drop

time_interval -

shutdown
64Kbit/

drop

<secs 5-30> - Interval 5 30
countdown -

)

action

<secs 0-1800> - 0

)
1.07

recover_time - shutdown

<secs 10-300> - 10 300
300 action drop

1.07 10 300

config ports 1

packets/

shutdown

1800

1.00.00

202/369




1 12 64Kbit/ 10
0 60

#config traffic control 1-12 broadcast enable action shutdown threshold 64 countdown O
time_interval 10 recover_time 60

Command: config traffic control 1-12 broadcast enable action shutdown threshold 64 countdown
0 time_interval 10 recover_time 60

Success.

3.22.2 show traffic control

show traffic control [ <portlist> ]

1.07 Recover time

<portlist> -

1.00.00

1 4

#show traffic control 1-4
Command: show traffic control 1-4

Port Thres Broadcast Multicast Unicast Action Count Time Recover
hold Storm Storm Storm down Interval time

1 64 Enabled Disabled Disabled shutdown O 10 60

2 64 Enabled Disabled Disabled shutdown 0 10 60

3 64 Enabled Disabled Disabled shutdown O 10 60

4 64 Enabled Disabled Disabled shutdown 0 10 60

Total Entries : 4
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3.23
3.23.1 config mirror port

config mirror port <port> [ <add | delete> source ports <portlist> < rx
| tx | both > ]

<port> - Target ( )

<add | delete> - source ports

source ports - Target
<portlist> -

rx -

> -

both -

Target

1.00.00

#config mirror port 1 add source ports 2-7 both
Command: config mirror port 1 add source ports 2-7 both

Success.

0 LAG
0 VLAN

0 Target VLAN Target
VLAN VLAN
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3.23.2 enable mirror

enable mirror

disable mirror

1.00.00

#enable mirror
Command: enable mirror

Success.

3.23.3 disable mirror

disable mirror

enable mirror

1.00.00

#disable mirror
Command: disable mirror

Success.
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3.23.4 show mirror

show mirror

1.00.00

#show mirror
Command: show mirror

Current Settings
Mirror Status : Enabled
Target Port 1
Mirrored Port

RX :

X - 5-7
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3.24
3.24.1 config port_security ports

config port security ports < <auth_portlist> | all > < admin_state < enable
| disable > | max_learning_addr <max_lock_no 0-64> | lock_address_mode <
DeleteOnTimeout | DeleteOnReset | Permanent> >

FDB MAC
MAC FDB
FDB 3

<auth_portlist> -
all -
admin_state <enable | disable> -
enable ( ) disable ( )
max_learning_addr <max_lock_no 0-64> - MAC

lock address mode <DeleteOnTimout | DeleteOnReset | Permanent> -
3

DeleteOnTimeout - FDB

DeleteOnReset -

Permanent -

1.00.00

#config port_security ports 1-5 admin_state enable max_learning_addr 5 lock address mode
DeleteOnReset

Command: config port security ports 1-5 admin_state enable max_learning_addr 5

lock address mode DeleteOnReset

Success.

0 MAC Web 802. 1X

207/369



3.24_.2 delete port_security entry vlan_name

VLAN MAC

delete port_security entry vlan_name <vlan_name 32> mac_address
<macaddr> port <auth_port>

VLAN MAC

vlan name <vlan_name 32> - VLAN
mac_address <macaddr> - MAC
port <auth_port> -

1.00.00

#delete port_security entry vlan_name default mac_address 00-04-66-10-2C-C7 port 6
Command: delete port_security_entry vlan_name default mac_address 00-04-66-10-2C-C7 port 6

Success.

3.24.3 clear port_security entry port

clear port_security _entry port <auth_portlist>

MAC

<auth_portlist> -

1.00.00

# clear port_security_entry port 6
Command: clear port_security _entry port 6

Success.
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3.24_4 show port_security

show port_security [ ports <auth_portlist> ]

<auth_portlist> -

1.00.00

#show port_security ports 1-10
Command: show port_security ports 1-10

Port_security Trap/Log : Disabled

Port Admin State Max. Learning Addr. Lock Address Mode

1 Disabled 1 DeleteOnTimeout
2 Disabled 1 DeleteOnTimeout
3 Disabled 1 DeleteOnTimeout
4 Disabled 1 DeleteOnTimeout
5 Disabled 1 DeleteOnTimeout
6 Disabled 1 DeleteOnTimeout
7 Disabled 1 DeleteOnTimeout
8 Disabled 1 DeleteOnTimeout
9 Disabled 1 DeleteOnTimeout
10 Disabled 1 DeleteOnTimeout
#
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3.25 VLAN
3.25.1 create dotlv_protocol_group
VLAN
create dotlv_protocol_group group_id <int 1-16> [ group_name <name 32> ]
VLAN
group_id <int 1-16> -
ID
group_name <name 32> -
32 ProtocolGroup+group_id
group_id 2
ProtocolGroup2
ProtocolGroup+group_id+ALT+num
num 1
Group ID 1
ProtocolGroupl
ProtocolGrouplALT1
1.00.00

# create dotlv_protocol _group group_id 1 group_name General_Group
Command: create dotlv_protocol group group_id 1 group_name General Group

Success.
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3.25.2 config dotlv_protocol_group

config dotlv_protocol group < group_id <int 1-16> | group_name <name 32> >
< add protocol <ethernet_2 | ieee802.3_snap> <hex> | delete protocol <
ethernet_2 | ieee802.3 snap > <hex> >

group_id <int 1-16> -

group_name <name 32> -
protocol

ethernet 2 ieee802.3_snap
ieeeB802.3 Ilc

16 Q@ ) 16 0x0 OXFFFF
IPv4  0x0800 IPv6 0x86DD ARP  0x0806

1.00.00

1 IPV6

#config dotlv_protocol group group_id 1 add protocol ethernet 2 0x86DD
Command: config dotlv_protocol group group_id 1 add protocol ethernet 2 0x86DD

The protocol value configured to add will take effect on both frame types ethernet 2 and
ieee802.3 snap.

Success.

1 IPv6

#config dotlv_protocol_group group_id 1 delete protocol ethernet 2 0x86DD
Command: config dotlv_protocol group group_id 1 delete protocol ethernet 2 0x86DD

The protocol value configured to delete will take effect on both frame types ethernet_2 and
ieee802.3 snap.

Success.
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3.25.3 delete dotlv_protocol group

delete dotlv_protocol group < group_id <int 1-16> | group_name <name 32> |
all >

group_id <int 1-16> ID
group_name <name 32>
all

1.00.00

1

# delete dotlv_protocol_group group_id 1
Command: delete dotlv_protocol_group group_id 1

Success.

3.25.4 show dotlv_protocol_group

show dotlv_protocol group <group_id <int 1-16> | group_name <name 32> >

group_id <int 1-16> - ID ID

group_name <name 32> -

1.00.00

ID 1

# show dotlv_protocol_group group_id 1
Command: show dotlv_protocol _group group_id 1

Protocol Group ID Protocol Group Name Frame Type Protocol Value
General_Group Ethernetll 86dd
General_Group IEEE802.3 SNAP 86dd

Total Entries: 1
#
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3.25.5 config port dotlv ports

VLAN
config port dotlv ports <all> < add protocol group < group_id <int 1-16>
| group_name <name 32> > < vlan <vlan_name 32> | vlanid <int> > [ priority
<value 0-7> ] | delete protocol_group < group_id <int 1-16> | all > >
VLAN delete
protocol_group
VLAN
group_id <int 1-16> - ID
group_name <name 32> -
vlan <vlan_name 32>- VLAN
vlan_id <int> - VLAN ID
priority <value 0-7> - VLAN
1.00.00
> VLAN default ID 1

# config port dotlv ports all add protocol_group group_id 1 vlan default
Command: config port dotlv ports all add protocol group group_id 1 vlan default

Success.

213/369



3.25.6 show port dotlv

VLAN

show port dotlv [ ports <portlist> ]

VLAN
portlist -
1.00.00
1 2 VLAN
# show port dotlv ports 1-2
Command: show port dotlv ports 1-2
Port: 1
Protocol Group ID VLAN Name Protocol Priority
3 default -
4 VLAN300 -
5 marketing-1 -
Port: 2
Protocol Group ID VLAN Name Protocol Priority
3 default -
4 VLAN300 -
5 marketing-1 -

Total Entries: 6
#
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3.26 Q-in-Q
3.26.1 enable ging

Q-in-Q
enable ging
Q-in-Q
Q-in-Q NNI
TPID 88a8 VLAN SP-VLAN
L2 GVRP
STP
GVRP GVRP
Q-in-Q disable ( )
1.00.00
:Q-in-Q
#enable qing
Command: enable ging
Success.
#
3.26.2 disable ging
Q-in-Q
disable ging
Q-in-Q
L2
VLAN GVRP disable ( )
GVRP GVRP
SP-VLAN 1Q VLAN
Q-1n-Q disable ( )
1.00.00

:0-in-Q

#disable ging
Command: disable qging

Success.
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3.26.3 show ging

Q-in-Q
show ging
Q-in-Q
1.00.00
Q-in-Q
#show qing
Command: show ging
QinQ Status: Enabled
#
3.26.4 show ging ports
Q-in-Q Q-in-Q
show ging ports [ <portlist> ]
Q-in-Q
Q-in-Q TPID

<portlist> -

Q-in-Q

1.00.00

1 4 Q-in-Q

#show qinq ports 1-4
Commands: show ging ports 1-4

Port Role Outer TPID Trust CVID VLAN Translation
1 NNI 0x88a8 Disabled Disabled
2 NNI Ox88a8 Disabled Disabled
3 NNI 0x88a8 Disabled Disabled
4 NNI 0x88a8 Disabled Disabled

Total Entries : 4
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3.26.5 config ging ports

Q-in-Q

| disable > >

config ging ports < <portlist> | all > [ role < nni | uni > | outer_tpid
<hex Ox1-Oxffff> | trust cvid<enable | disable > | vlan_translation < enable

VLAN

Q-in-Q

<portlist> -

role - UNI
outer_tpid - SP-VLAN
trust cvid - C-Tag

vlan_translation -

NNI
TPID

disable (

C-VID
)

S-VID

VLAN
disable ( )

1.00.00

1 4 NNI

TPID  Ox88a8

#config ging ports 1-4 role nni outer_tpid 0x88a8

Command:

config qing ports 1-4 role nni outer_tpid 0x88a8

Warning: The outer TPID will be globally applied to all ports!

Success.

3.26.6 create vlan_translation

VLAN

create vlan_translation < add cvid <vidlist> svid <vlanid 1-4094> | replace
cvid <vlanid 1-4094> svid <vlanid 1-4094> >

VLAN S
(C-VID  S-VID TPID
TPID )
cvid - UNI C-VLAN ID
svid - C-VLAN ID S-VLAN 1D

<vlanid 1-4094> - 1 4094 VLAN ID

1.00.00
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:S-VLAN 100 C-VLAN 1-10 VLAN

#create vlan_translation add cvid 1-10 svid 100
Command: create vlan_translation add cvid 1-10 svid 100

Success.

3.26.7 delete vlan_translation cvid

VLAN
delete vlan_translation cvid < <vidlist> | all >
VLAN
cvid - VLAN C-VID
1.00.00
C-VID VLAN

#delete vlan_translation cvid all

Command: delete vlan_translation cvid all

Success.

3.26.8 show vlan_translation cvid

VLAN

show vlan_translation cvid [ <vidlist> ]
VLAN

cvid - C-VID Q-in-Q

1.00.00
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:C-VID 10 C-VID 40 VLAN

#show vlan_translation cvid 10-40
Command: show vlan_translation cvid 10-40

CVID SVID Action
10 100 Add

20 100 Add

30 200 Add

40 400 Replace

Total Entries: 4
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3.27

VLAN
VLAN VLAN

3.27.1 config traffic_segmentation

config traffic_segmentation <portlist> forward_list < null | <portlist> >

<portlist> -

forward_list -

null -
<portlist> -

( config traffic_segmentation <portlist>)
1.00.00
11 15 1 10

#config traffic_segmentation 1-10 forward_list 11-15
Command: config traffic_segmentation 1-10 forward_list 11-15

Success.

3.27.2 show traffic_segmentation

show traffic_segmentation [ <portlist> ]

<portlist> -
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#show traffic_segmentation
Command: show traffic_segmentation

Traffic Segmentation Table

Port Forward Portlist

1 1-28
2 1-28
3 1-28
4 1-28
5 1-28
6 1-28
7 1-28
8 1-28
9 1-28
10 1-28
11 1-28
12 1-28
13 1-28
14 1-28
15 1-28
16 1-28
17 1-28
18 1-28

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.28 VLAN
3.28.1 create vlan

VLAN
create vlan <vlan_name 32> tag <vlanid 1-4094> [ advertisement ]
VLAN
<vlan_name 32> - VLAN
<vlanid 1-4094> - VLAN  VLAN 1D(1-4094)
advertisement - VLAN  GVRP
VLAN GVRP
VLAN 32 4094
VLAN
1.00.00
VLAN v1 tag 2
#create vlan vl tag 2
Command: create vlan vl tag 2
Success.
#
3.28.2 delete vlan
VLAN
delete vlan <vlan_name 32> | vlanid <vidlist>
VLAN
<vlan_name 32> - VLAN  VLAN
<vidlist> - VLAN 1D
1.00.00

VLAN v1

#delete vlan vl
Command: delete vlan vl

Success.
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3.28.3 config vlan

VLAN

config vlan <vlan_name 32> < < add < tagged | untagged | forbidden > |
delete > <portlist> | advertisement < enable | disable > >

VLAN
tagging ( ) untagging ( ) forbidden ( )
untagging ( )
<vlan_name 32> - VLAN
add- add VLAN
3
tagged -
untagged -
forbidden -
delete - VLAN
<portlist> - VLAN
advertisement <enable | disable> - VLAN GVRP enable (
) disable ( )
1.00.00
4 8 VLAN v1
#config vlan vl add tagged 4-8
Command: config vlan vl add tagged 4-8
Success.
#
*VLAN
#config vlan vl delete 6-8
Command: config vlan vl delete 6-8
Success.
#
o VLAN VLAN

VLAN 1D(PVID)
VLAN
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3.28.4 create vlan vlanid

VLAN 1D VLAN
create vlan vlanid <vidlist> [ advertisement ]
VLAN
<vidlist> - VLAN 1D
advertisement - GVRP
VLAN
1.00.00
VLAN 1D

#tcreate vlan vlanid 5-6 advertisement
Command: create vlan vlanid 5-6 advertisement

Success

3.28.5 delete vlan vlanid

VLAN  VLAN ID
delete vlan vlanid <vidlist>
VLAN
<vidlist> - VLAN ID
1.00.00
VLAN ID

#delete vlan vlanid 5-6
Command: delete vlan vlanid 5-6

Success
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3.28.6 config vlan vlanid

VLAN

config vlan vlanid <vidlist> < <add < tagged | untagged | forbidden > |
delete > <portlist> | advertisement < enable | disable > | name <vlan_name
32> >

VLAN
tagged ( ) untagged ( ) forbidden
« ) untagged  ( )
VLAN
advertisement GVRP
name VLAN
<vidlist> - VLAN ID
tagged -
untagged -
forbidden -
<portlist> - VLAN
advertisement - GVRP advertisement
2
enable - GVRP
disable - GVRP
name - name VLAN

<vlan_name 32> - VLAN

1.00.00

VLAN

#config vlan vlanid 5 add tagged 7 advertisement enable name APS
Command: config vlan vlanid 5 add tagged 7 advertisement enable name APS

Success.

0

VLAN

VLAN 1 PVID
1 VLAN
VLAN PVID
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3.28.7 enable pvid auto_assign

PVID
enable pvid auto_assign
PVID
(enable)
1.00.00
:PVID
#enable pvid auto_assign
Command: enable pvid auto_assign
Success.
#
3.28.8 disable pvid auto_assign
PVID
disable pvid auto_assign
PVID
1.00.00
:PVID
#disable pvid auto_assign
Command: disable pvid auto_assign
Success.
#
3.28.9 show pvid auto_assign
PVID
show pvid auto_assign
PVID
1.00.00
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:PVID

#show pvid auto_assign
Command: show pvid auto_assign

PVID Auto-assignment: Enabled

3.28.10 config gvrp

GVRP

config gvrp < <portlist> | all > < state < enable | disable > |
ingress_checking < enable | disable > | acceptable_frame < tagged_only
| admit all > | pvid <vlanid 1-4094> >

Group VLAN Registration Protocol

GVRP VLAN ID (PVID)
<portlist> - GVRP
all -
state <enable | disable> - GVRP
enable disable
ingress_checking <enable | disable> - Ingress
VLAN D VLAN 1D
enable

acceptable_frame <tagged_only | admit_all> -
tagged_only VLAN
admit_all

pvid <vlanid 1-4094> - VLAN ID

1.00.00

GVRP

#config gvrp 1-4 state enable ingress _checking enable acceptable frame tagged only pvid 2
Command: config gvrp 1-4 state enable ingress_checking enable acceptable_frame tagged_only pvid
2

Success.
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3.28.11 enable gvrp

GVRP

enable gvrp

disable gvrp
GVRP

GVRP

1.00.00

VLAN Registration Protocol (GVRP)

#enable gvrp
Command: enable gvrp

Success.

3.28.12 disable gvrp

GVRP

disable gvrp

enable gvrp
GVRP

GVRP

1.00.00

VLAN Registration Protocol (GVRP)

#disable gvrp
Command: disable gvrp

Success.
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3.28.13 show vlan

VLAN

show vlan < <vlan_name 32> | vlanid <vidlist> | ports <portlist> >

VLAN 1D VLAN
VLAN
VLAN

VLAN /

Member/Non-member/Forbidden

<vlan_name 32> -
vlanid <vidlist> -
ports <portlist> -

VLAN
VLAN 1D

1.00.00

VLAN
#show vlan
Command: show vlan
VID o1 VLAN Name : default
VLAN Type : Static Advertisement : Enabled
Member Ports : 1-10
Static Ports - 1-10

Current Tagged Ports

Current Untagged Ports : 1-10
Static Tagged Ports

Static Untagged Ports : 1-10
Forbidden Ports

Total Entries : 1

VLAN

#show vlan port 1
Command: show vlan ports 1

Port 1
VLAN ID Untagged Tagged Forbidden Dynamic
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3.28.14 show gvrp

GVRP
show gvrp [ <portlist> ]
GVRP
<portlist> - GVRP
1.00.00
:GVRP
#show gvrp 1-10
Command: show gvrp 1-10
Global GVRP : Disabled
Port PVID Reassigned GVRP Ingress Acceptable Frame Type

PVID State Checking

- Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames
Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames

© ® N o o s ®wN -
]
]
e
|

|

[EN
o

Total Entries : 10
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3.29 ARP
3.29.1 create arpentry

ARP
create arpentry <ipaddr> <macaddr>
ARP IP MAC
<ipaddr> - ARP IP
<macaddr> - 1P MAC
255 ARP
1.00.00
:IP 10.48.74.12 MAC 00-40-66-00-07-36 ARP
#icreate arpentry 10.48.74.12 00-40-66-00-07-36
Command: create arpentry 10.48.74.12 00-40-66-00-07-36
Success.
#
3.29.2 config arpentry
ARP
config arpentry <ipaddr> <macaddr>
ARP
ARP P MAC
<ipaddr> - ARP IP
<macaddr> - IP MAC
1.00.00
:IP 10.48.74.12 MAC 00-40-66-00-07-36 ARP

#config arpentry 10.48.74.12 00-40-66-00-07-36
Command: config arpentry 10.48.74.12 00-40-66-00-07-36

Success.
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3.29.3 delete arpentry

ARP
delete arpentry < <ipaddr> | all >
create arpentry ARP
IP all

all ARP
<ipaddr> - ARP IP
all - ARP
1.00.00

IP 10.48.74.12 ARP

#delete arpentry 10.48.74.12
Command: delete arpentry 10.48.74.121

Success.

3.29.4 config arp_aging time

ARP
config arp_aging time <value 0-65535>
ARP ARP
(@)
time <value 0-65535> - ARP () 0
65535 20
1.00.00

ARP

#config arp_aging time 30
Command: config arp_aging time 30

Success.
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3.29.5 show arpentry

ARP
show arpentry ipif System [ ipaddress <ipaddr> | static ]
ARP
ipaddress <ipaddr> - IP
static - ARP
1.00.00
ARP
#show arpentry
Command: show arpentry
ARP Aging Time : 20
Interface IP Address MAC Address Type
System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast
System 10.6.51.15 00-40-66-E7-B5-CD Dynamic
System 10.73.21.11 00-40-66-EF-78-B5 Local
System 10.255.255.255  FF-FF-FF-FF-FF-FF Local/Broadcast

Total Entries

4

3.29.6 clear arptable

ARP

clear arptable

ARP
ARP

1.00.00

ARP

#clear arptable

Command: clear arptable

Success.
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3.30
3.30.1 create iproute

create iproute default <ipaddr> [ <metric 1-65535> ]

<ipaddr> - IP
<metric 1-65535> -

1
1.00.00

10.0.0.254 1P

#create iproute default 10.0.0.254
Command: create iproute default 10.0.0.254

Success.

3.30.2 delete iproute

delete iproute default

1.00.00

1P

#delete iproute default
Command: delete iproute default

Success.
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3.30.3 show iproute

1P
show iproute [ <network address> | static ]
IP
<network_address> - IP
static -
IP
1.00.00
:1P
#show iproute
Command: show iproute
Routing Table
IP Address/Netmask Gateway Interface Hops Protocol
0.0.0.0/0 10.0.0.254 System 1 Default
10.0.0.0/8 0.0.0.0 System 1 Local
Total Entries: 2
#
3.30.4 create ipv6 neighbor_cache ipif
1Pv6
create ipv6 neighbor_cache ipif <ipif_name 12> <ipv6addr> <macaddr>
1Pv6
<ipif_name> -
<ipv6addr> -
<macaddr> - MAC
1.00.00

s IPv6

#create ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ec6 00-40-66-03-04-05
Command: create ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ec6 00-40-66-03-04-05

Success.
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3.30.5 delete ipv6 neighbor_cache ipif

1PV6

static | dynamic | all >

1Pv6

<<ipif_name 12> | all> - IPv6
all - IPv6

<ipv6addr> -

static -

dynamic -

all

1.00.00

#delete ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ec6
Command: delete ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ec6

Success.

3.30.6 show ipv6 neighbor_cache ipif

1Pv6

<ipv6addr> | static | dynamic | all >

<<ipif_name 12> | all> - IPv6
all - IPv6

<ipv6addr> -

static -

dynamic -

all

1.00.00

236/369

delete ipv6 neighbor_cache ipif < <ipif_name 12> | all > < <ipv6addr> |
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#show ipv6 neighbor_cache ipif System all
Command: show ipv6 neighbor_cache ipif System all

Neighbor Link Layer Address Interface State

FE80: -20B:6AFF:FECF:7EC6 00-40-66-03-04-05 System T

Total Entries: 1

State:

(1) means Incomplete state. (R) means Reachable state.
(5) means Stale state. (D) means Delay state.

(P) means Probe state. (T) means Static state.

#

3.30.7 create ipv6route

IPv6

create ipv6route default < <ipif_name 12> <ipv6addr> > [ <metric 1-65535> ]

1Pv6

<ipif_name 12> -
<ipv6addr> -
<metric 1-65535> - 1P

1.00.00

fe80: :20b:6aff:fecf:7ech

#create ipvbroute default System fe80::20b:6aff:fect:7ect
Command: create ipv6route default System fe80::20b:6aff:fecf:7ec6

Success.

237/369




3.30.8 delete ipv6route

1Pv6

delete ipvbroute < < default [<ipif_name 12>] <ipv6addr> > | all >

1PVv6

default -
<ipif_name 12> -
<ipv6addr> -

all -

1.00.00

:IPv6

#delete ipv6route default fe80::20b:6aff:fect:7ec6
Command: delete ipv6route default fe80::20b:6aff:fecf:7ec6

Success.

3.30.9 show ipv6 nd

show ipv6 nd [ ipif <ipif_name 12> ]

IPv6 ND

<ipif_name> -

1.00.00

#show ipv6 nd ipif System
Command: show ipv6 nd ipif System

Interface Name : System
NS Retransmit Time : 0(ms)
#
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3.30.10 show ipv6route

IPv6
show ipv6route
1Pv6
1.00.00
1Pv6

#show ipv6route
Command: show ipv6route
IPv6 Prefix: ::/0 Protocol: Static Metric: 1
Next Hop : fe80::20b:6aff:fecf:7ec6 IPIF : System

Total Entries: 1

3.30.11 config ipv6 nd ns ipif

config ipv6 nd ns ipif <ipif name 12> retrans_time <uint 0-4294967295>

<ipif name 12> -
<uint 0-4294967295> -
( )

1.00.00

: IPv6 nd ns

#config ipv6 nd ns ipif System retrans_time 10000
Command: config ipv6 nd ns ipif System retrans_time 100000

Success.

239/369




3.31 QoS
802.1p 4
3 ( 3) 0 (
0) IEEE 802.1p (pO p7) 8

Q1
Q0
Q0
Q1
Q2
Q2
Q3
Q3

~N oo o~ W N - O

3.31.1 config bandwidth_control

config bandwidth_control <portlist> < rx_rate < no_limit | <value
64-1024000> > | tx_rate < no_limit <value 64-1024000> > >
<portlist> -

rx_rate - (no_limit <value 64-1024000>)
no_limit -

<value 64-1024000> - (Kbps)
tx_rate - (no_limit <value 64-1024000>)
no_limit -

<value 64-1024000> - (Kbps)
1.00.00

240/369




#config bandwidth_control 1 rx_rate 64
Command: config bandwidth_control 1 rx_rate 64

Note: To perform precise bandwidth control, it is required to enable the flow
control to mitigate the retransmission of TCP traffic.

The specified RX rate is not a multiple of 62.5, thus the closest
smaller multiple 62.5 is chosen.

Success.

#

0 64-1024000Kbps 62.5Kbps
rx_rate forwarding rate

3.31.2 show bandwidth_control

show bandwidth_control [ <portlist> ]

<portlist> -

1.00.00

#show bandwidth_control 1-3
Command: show bandwidth_control 1-3

Bandwidth Control Table

Port RX Rate TX Rate Effective RX Effective TX
(Kbit/sec) (Kbit/sec) (Kbit/sec) (Kbit/sec)

1 no_limit no_limit no_limit no_limit

2 no_limit no_limit no_limit no_limit

3 no_limit no_limit no_limit no_limit

#
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3.31.3 config scheduling

COS

config scheduling <class_id 0-3> weight <value 1-55>

4

) (
( 0

( config scheduling

3)

<class id 0-3> - 4

4
0 3

weight <value 1-55> - cos

1 55

1.00.00

# config scheduling 0 weight 55
Command: config scheduling O weight 55

Success.

3.31.4 show scheduling

show scheduling

1.00.00
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#show scheduling
Command: show scheduling

Q0S Output Scheduling

Class ID Weight
Class-0 1
Class-1 2
Class-2 4
Class-3 8

3.31.5 config scheduling_mechanism

weight_fair - Weight fair

QoS
config scheduling_mechanism < strict | weight fair >
QoS weight fair
strict 4
CoS 4 Cos 1
4
CoS
( 3)
( 0) CoS
CoS
strict - strict CoS

CoS

1.00.00
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QoS

#config scheduling_mechanism strict
Command: config scheduling_mechanism strict

Success.

3.31.6 show scheduling_mechanism

show scheduling_mechanism

1.00.00

#show scheduling_mechanism
Command: show scheduling_mechanism

Q0S Scheduling mechanism
CLASS ID Mechanism
Class-0 strict
Class-1 strict
Class-2 strict
Class-3  strict
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3.31.7 config 802.1p user_priority

4 1
802.1p
config 802.1p user_priority <priority 0-7> <class_id 0-3>
802.1p
1
802.1p
4
802.1p
0 1
1 0
2 0
3 1
4 2
5 2
6 3
7 3
IEEE 802.1D
<class_id 0-3> (
802.1p
<priority 0-7> - class_id ( ) 802.1p
<class_id 0-3> -
4
0 ( ) )
1.00.00
802.1p

#config 802.1p user_priority 1 3
Command: config 802.1p user_priority 1 3

Success.
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3.31.8 show 802.1p user_priority

802.1p 4

show 802.1p user_priority

802.1p 4

1.00.00

-802.1p

#show 802.1p user_priority
Command: show 802.1p user_priority

Q0S Class of Traffic

Priority-0
Priority-1
Priority-2
Priority-3
Priority-4
Priority-5
Priority-6
Priority-7

<Class-1>
<Class-0>
<Class-0>
<Class-1>
<Class-2>
<Class-2>
<Class-3>
<Class-3>

3.31.9 config 802.1p default_priority

802.1p

config 802.1p default_priority <<portlist> | all> <priority 0-7>

<portlist> -
all -
<priority 0-7> -

1.00.00
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802.1p

#config 802.1p default_priority all 5
Command: config 802.1p default_priority all 5

Success.

3.31.10 show 802.1p default_priority

802.1p

show 802.1p default_priority [ <portlist> ]

802.1p

<portlist> -

1.00.00

1-16  802.1p

# show 802.1p default_priority 1-16
Command: show 802.1p default priority 1-16

Port Priority

© 00 N O O b W DN P

= P B P B e
g B W N R O
O O O O 0O O O OO O O O O o O O

[EN
(o]
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3.31.11 config cos mapping

CoS

config cos mapping ports < <portlist> | all > < none | < ethernet 802.1p
> | <ip<tos | dscp >>>>

Cos
CoS

<portlist> -

all -

none - CoS
ethernet 802.1p - 802.1p CoS
ip <tos | dscp> - IP

1.00.00
1 CoS

#config cos mapping ports 1 ethernet 802.1p
Command: config cos mapping ports 1 ethernet 802.1p
Success.
#
3.31.12 show cos mapping

CoS

show cos mapping [ ports < <portlist> | all > ]

CoS

<portlist> -

all -

1.00.00
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:CoS

#show cos mapping
Command: show cos mapping

Port Ethernet priority IP_priority

1 802.1p off
2 802.1p off
3 802.1p off
4 802.1p off
5 802.1p off
6 802.1p off
7 802.1p off
8 802.1p off
9 802.1p off
10 802.1p off
11 802.1p off
12 802.1p off
13 802.1p off
14 802.1p off
15 802.1p off
16 802.1p off
17 802.1p off
18 802.1p off
19 802.1p off
20 802.1p off

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

3.31.13 config cos tos value

ToS

ToS

<value 0-7> -

<class_id 0-3> -
4
0( )

1.00.00
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:TOS 5 1

#config cos tos value 5 class 1
Command: config cos tos value 5 class 1

Success.

o

Cos
3.31.14 show cos tos
TOS
show cos tos [ value <value 0-7> ]
ToS
<value 0-7> - TOS
1.00.00

:TOS 5  TOS

#show cos tos value 5
Command: show cos tos value 5

TOS value Class

3.31.15 config dscp_mapping

4 IP
DSCP
config dscp_mapping dscp_value <value 0-63> < class <class_id 0-3> >
DSCP
<value 0-63> - ID DSCP
<class_id 0-3> -
4
0( ) 3( )

1.00.00
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:DSCP

#config dscp_mapping dscp_value 8 class 1

Command: config dscp_mapping dscp_value 8 class 1

Success.

3.31.16 show dscp_mapping

DSCP

show dscp_mapping [ dscp_value <value 0-63> ]

DSCP

<value 0-63> -

DSCP

DSCP

1.00.00

:DSCP

#show dscp_mapping
Command: show dscp_mapping

© 00 N O O b WO N -, O

[ e N T
o 0o W N R O

[N
\‘
O O O O O O O OO O o oo oo o o o o

18
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3.32 (ACL)

1P MAC
2 create access_profile
10.42.73.0
10.42.73.255
IP
create access_profile ip source_ip mask 255.255.255.0 profile_id 1
IP
IP source_ip_mask
profile_id 1
profile_id
access_id
( access_id)
deny
1P ip_source_mask AND
permit( )
deny ()
config access_profile
IP

10.42.73.0 10.42.73.255

1P
config access_profile profile_id 1 add access id 1 ip source_ip 10.42.73.1 port 7 deny

profile_id1 add
1
access_id access_id profile_id
access_id

ip 1P

source_ip IP
1P 10.42.73.1 source_ip_mask 255.255.255.0 10.42.73.0

10.42.73.255 IP IP 10.42.73.0

( )
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3.32.1 create access_profile

config access_profile

create access_profile < ethernet | ip | packet content mask | 1pv6 >
profile_id <value 1-512>

ethernet =ethernet < vlan [ <hex 0x0-OxOfff> ] | source_mac <macmask> |
destination_mac <macmask> | 802.1p | ethernet type >

ip =ip < vlan [<hex O0x0-OxOfff>] | source_ip_mask <netmask> |
destination_ip_mask <netmask> | dscp | < icmp [ type | code ] | igmp [type]
| tcp [ src_port_mask <hex OxO-OxFfff> | dst_port_mask <hex OxO-Oxffff> |
flag_mask <all | <urg | ack | psh | rst | syn | fin>>> | udp < src_port_mask
<hex Ox0-OxFfff> | dst port_mask <hex Ox0-Oxffff> > | protocol id mask
<0x0-0xff> > >

packet _content mask = packet_content_mask < destination mac <macmask> |
source_mac <macmask> | c_tag <hex Ox0-Oxffff> | s_tag <hex OxO-OxFfff> |
offsetl <12 | I3 | 14> <value 0-31> <hex Ox0-Oxffff> | offset2 <12 | 13 | 14>
<value 0-31> <hex Ox0-Oxffff> | offset3 <12 | 13 | 14> <value 0-31> <hex
OX0-OxTFff> | offsetd <12 | 13 | 14> <value 0-31> <hex Ox0-Oxffff> | offset5
<12 | I3 ]| 14> <value 0-31> <hex Ox0-Oxffff> | offset6 <12 | 13 | 14> <value
0-31> <hex Ox0-Oxffff> | offset7 <12 | 13 | 14> <value 0-31> <hex Ox0-Oxffff>
| offset8 <12 | 13 | 14> <value 0-31> <hex Ox0-Oxffff> | offsetd <12 | 13 |
14> <value 0-31> <hex Ox0-Oxffff> | offsetl0 <12 | 13 | 14> <value 0-31> <hex
Ox0-OxfFff> | offsetll <12 | 13 | 14> <value 0-31> <hex Ox0-Oxffff> > >

fpv6 =ipv6 < class | flowlabel | source_ipv6_mask<

ipvbmask ::-::FFF:FFFF:FFFF> < tcp [src_port_mask <hex Ox0-Oxffff> |
dst_port_mask <hex OxO-Oxffff> ] | udp [src_port_mask <hex Ox0-OxFfff> |
dst_port_mask <hex OxO-Oxffff> ] > >

config access_profile
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ethernet - 2

vlan - VLAN 12
source_mac <macmask> - MAC MAC

16
destination_mac <macmask> - MAC MAC
802.1p - 802.1p

ethernet_type -

ip - 1P
source_ip_mask <netmask> - IP IP
destination_ip_mask <netmask> - IP IP
ip - DiffServ Code Point (DSCP)
icmp - Internet Control Message Protocol (1CMP)
type - ICMP
code - ICMP Code
ignp - Internet Group Management Protocol (IGMP)
type - IGMP
tep - Transport Control Protocol (TCP)
src_port_mask <hex OxO0-Oxffff> - TCP
dst_port_mask <hex Ox0-Oxffff> - TCP
flag_mask - flag_mask
TCP
flag bit

flag bit all urg (urgent) ack
(acknowledgement) psh (push) rst (reset) syn (synchronize) fin
(finish)
udp - Universal Datagram Protocol (UDP)
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src_port_mask <hex Ox0-Oxffff> -

dst_port_mask <hex OxO0-Oxffff> -

protocol _id_mask -

ipv6 - IPVv6
class - IPv6
flowlabel - IPv6
source_ipv6_mask - IPv6

44 (LSB)
src_port_mask - IPv6 L4 (TCP/UDP)
dst_port_mask - IPv6 L4 (TCP/UDP)

packet_content_mask - 11
2
source _mac - MAC MAC
destination_mac - MAC
c_tag - 16 VLAN
PCP 1 CF1 12 VID
s_tag - 16 VLAN
PCP 1 CF1 12 VID
offsetl - offsetll -
UDF
2 ( n
12 - VLAN
)
13 - ether type
L2
14 - ip header
IP
offsetl 12 0 OxFFFF ether type

profile_id <value 1-512> -

1 512

UDP
UDP
ID
I1Pv6
UDF
1P
VLAN
3
3
UDF
n
) T 0 31
(ether type
ether type
2
ID
ID

1.00.00
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#create access_profile ethernet vlan source_mac 00-00-00-00-00-01 destination_mac
00-00-00-00-00-02 802.1p ethernet_type profile_id 1

Command: create access_profile ethernet vlan source mac 00-00-00-00-00-01 destination_mac
00-00-00-00-00-02 802.1p ethernet_type profile_id 1

Success.

#create access_profile ip vlan source_ip_mask 20.0.0.0 destination_ip_mask 10.0.0.0 dscp icmp
type code profile_id 2

Command: create access_profile ip vlan source_ip_mask 20.0.0.0 destination_ip_mask 10.0.0.0

dscp icmp type code profile_id 2

Success.

3.32.2 delete access _profile

delete access_profile < profile_id <value 1-512> | all >

profile_id <value 1-512> -
1 512
create access_profile
1 512 ID
all -

1.00.00

ID 1

# delete access_profile profile_id 1
Command: delete access_profile profile_id 1

Success.
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3.32.3 config access_profile

create access_profile

config access_profile profile_id <value 1-512> < add access_id < auto_assign
| <value 1-65535> > < ethernet | ip | packet content | ipv6 > > | delete
access_id <value 1-65535> >

ethernet =ethernet < < vlan <vlan_name 32> | vlan_id <vid> > [ mask <hex
O0x0-OxOfff> ] | source_mac <macaddr> [ mask <macmask> ] | destination_mac
<macaddr> [ mask <macmask> ] | 802.1p <value 0-7> | ethernet_type <hex
Ox0-OxfFff> >

fp =ip [ < vlan <vlan_name 32> | vlan_id <vid> > [ mask <hex Ox0-OxOfff> ]
| source_ip <ipaddr> [ mask <netmask> ] | destination_ip <ipaddr> [ mask
<netmask> ] | dscp <value 0-63> | < icmp [ type <value 0-255> code <value
0-255> 7 | igmp [ type <value 0-255>1] | tcp | vap | protocol_id <value 0-255>
> >

tcp =tcp [ src_port <value 0-65535> [ mask <hex Ox0-Oxffff> ] | dst port
<value 0-65535> [ mask <hex Ox0-Oxffff> ] | flag < all | <urg | ack | psh
| rst | syn | fin > > ]

udp=udp [ src_port <value 0-65535> [ mask <hex Ox0-Oxffff>] | dst_port <value
0-65535> [ mask <hex OxO0-Oxffff> ] ]

packet _content =packet_content [ destination_mac <macaddr> [ mask <macmask> ]
| source_mac <macaddr> [ mask <macmask> ] | c_tag <hex Ox0-Oxffff> [ mask <hex
OX0-OxTFff> ] | s_tag <hex OxO-OxfFff> [ mask <hex Ox0-Oxffff> ] | offsetl
<hex Ox0-OxfFff> [ mask <hex OxO-Oxffff> ] | offset2 <hex OxO-OxTFff> [ mask
<hex OxO0-OxFfff> ] | offset3 <hex Ox0-OxfFff> [ mask <hex OxO0-OxFFfFf> ] |
offset4 <hex 0x0-OxFFFf> [ mask <hex Ox0-OxFfff> ] | offset5 <hex 0x0-OxFff>
[ mask <hex Ox0-Oxffff> ] | offset6 <hex OxO-OxFFf> [ mask <hex Ox0-OxFfff> ]
| offset7 <hex Ox0-OxFFFF> [ mask <hex 0x0-Oxffff>] | offset8 <hex Ox0-OxFfff>
[ mask <hex 0x0-OxFFFf> ] | offset9 <hex Ox0-OxFFff> [ mask <hex 0x0-OxFFFf> ]
| offsetl0 <hex Ox0-OxFFff> [ mask <hex Ox0-Oxffff> ] | offsetll <hex
OX0-OxfFFFf> [ mask <hex Ox0-Oxffff> ] ]

Ipv6 =ipv6 [ class <value 0-255> | flowlabel <hex OxO-Oxfffff> | source_ipv6
<ipv6addr> [ mask <ipvémask> ] | < tcp [ src_port < value 0-65535> [ mask <hex
Ox0-Oxffff> ] | dst_port < value 0-65535>[ mask <hex OxO-Oxffff> ] ] udp <
src_port <value 0-65535> [ mask <hex Ox0-Oxffff> ] | dst_port <value 0-65535>
[ mask <hex OxQ-Oxffff> 1] > > ] >

< port < <portlist> | all > > < permit [ priority <value 0-7>

[ replace_priority ] | replace_dscp_with <value 0-63> | counter < enable |
disable > ] | deny | mirror >
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access_profile

create

profile_id <value 1-512> -

create access_profile

1 512 ID

add access_id <value 1-65535> -

auto_assign -

)
ethernet -
vlan <vlan_name 32> - VLAN
vlan_id <vid> - VLAN
source_mac <macaddr> - MAC

destination_mac <macaddr> - MAC

802.1p <value 0-7> - 802.1p

ethernet_type <hex Ox0-Oxffff> - 16
ip - IP

vlan <vlan_name 32> - VLAN
vlan_id <vid> -  VLAN ID VLAN

source_ip <ipaddr> - IP

destination_ip <ipaddr> -

type - 1GMP

tcp - Transmission Control Protocol (TCP)

ID

(1 65535

802.1Q

IP

258/369




src_port <value 0-65535> - TCP
dst_port <value 0-65535> - TCP
flag - TCP
all
urg TCP (urgent
ack: TCP (acknowledgement )
psh: TCP (push
rst: TCP (reset )
syn: TCP (synchronize )
fin: TCP (finish )
udp - Universal Datagram Protocol (UDP)
src_port <value 0-65535> -
dst_port <value 0-65535> -
protocol_id <value 0-255> -
ipvé - IPv6
class - IPv6
flowlabel - IPv6
source_ipv6_mask - IPv6
src_port_mask - IPv6 L4 (TCP/UDP)
dst_port_mask - IPv6 L4 (TCP/UDP)
packet_content - 11
2
VLAN
source _mac - MAC
destination_mac - MAC
c_tag - 16 VLAN
PCP 1 CF1 12 VID
s_tag - 16 VLAN
PCP 1 CF1 12 VID

offsetl - offsetll -

UDF

offsetl offsetl 0 L2 OxOOFF
offsetl 0x00AA

OxAA

TCP

TCP

UbP

UDP

UDF
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port <portlist> -
all
permit -
priority <value 0-7> - 802.1p

CoS
replace_priority <value 0-7> - CoS

replace_dscp_with -
DSCP
counter -

deny -

mirror -

mask -

delete access_id <value 1-65535> -
1P packet_content
512

802.1p

802.1p

ACL

1.00.00

:10.42.73.0 10.42.73.255 IP 7
ID 1

# config access_profile profile_id 1 add access_id 1 ip source_ip 10.42.73.1 port 7 deny
Command: config access_profile profile_id 1 add access_id 1 ip source_ip 10.42.73.1 port 7 deny

Success.

260/369




ID

ethernet
ACL

ACL

ip

ACL

1pv6
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deny deny
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3.32.4 show access_profile

show access_profile [ profile_id <value 1-512> ]

profile_id <value 1-512> - ID
ID
ID 1 512
1.00.00

#show access_profile
Command: show access_profile

Access Profile Table

Profile ID: 1 Type: Ethernet Frame Filter
Owner: ACL

Masks Option

VLAN Source MAC Destination MAC  802.1P Eth Type
OxFFF 00-00-00-00-00-01 00-00-00-00-00-02

Profile ID: 2 Type: IPv4 Frame Filter - ICMP
Owner: ACL

Masks Option

VLAN Source IP Dest. IP DSCP Prot Type Code
OxFFF 20.0.0.0 10.0.0.0 ICMP

Total Profile Entries: 2

Total Used Rule Entries: 0

Total Unused Rule Entries: 512
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3.33
3.33.1 config flow_meter profile_id

config flow_meter profile_id <value 1-512> access_id <access_id> < < rate
<value 64-1024000> burst_size <value 0-1016> rate exceed
<drop_packet|remark_dscp <value 0-63> > > | delete >

(single-rate two-color mode)

rate_exceed -

drop_packet:
remark_dscp: DSCP

delete -

Kbps
DSCP
ACL
ACL permit mirror

profile_id - ID
access_id - ID
rate - 2

Kbps 64 Kbps
1024000
burst_size - 2

Kbytes 0K 1016 K

8K

1.00.00

:ACL

# config flow_meter profile_id 1 access_id 1 rate burst size 64 rate exceed drop_packet
Command: config flow_meter profile_id 1 access_id 1 rate burst_size 64 rate_exceed drop_packet

Success.
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3.33.2 show flow_meter

show flow _meter [ profile_id <value 1-512> [ access_id <access_id> ] ]

profile_id <value 1-512> - ID
access_id <access_id> - ID
1.00.00

# show flow_meter
Command: show flow meter

Flow Meter information:

Profile ID : 1 Access ID : 1 Mode : Single-rate Two-color
Rate:  2000(Kbps) Burst Size:1000(Kbyte)
Actions:

Conform : Permit
Violate : Drop

Profile ID : 1 Access ID : 2 Mode : Single-rate Two-color
Rate:  2000(Kbps) Burst Size:1016(Kbyte)

Actions:

Conform : Permit

Violate : Permit Replace_dscp : 20

Total Flow Meter Entries: 2
#
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3.34 802.1X

IEEE 802.1X

3.34.1 enable 802.1x

802.1X
enable 802.1x
802.1X
1.00.00
: 802.1X
#enable 802.1x
Command: enable 802.1x
Success.
#
0 VLAN
VLAN
3.34.2 disable 802.1x
802.1X
disable 802.1x
802.1X

1.00.00

802.1X

#disable 802.1x

Command: disable 802.1x

Success.
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3.34.3 config 802.1x auth_protocol

802.1X
config 802.1x auth_protocol < local | radius_eap >
802.1X
RADIUS

local | radius _eap -

1.00.00

RADIUS

# config 802.1x auth_protocol radius_eap
Command: config 802.1x auth_protocol radius_eap

Success.

0 802. 1X MD5

3.34.4 config 802.1x auth_failover

802.1X failover
config 802.1x auth_failover < enable [ mode < permit [ vlanid <vlanid 1-4094
> 7] > | local ] | disable >

802.1X RADIUS

failover

enable - failover
permit -
vlanid <vlanid 1-4094> - permit vlanid
local -
disable - failover
1.12.00
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: 802.1X failover

#config 802.1x auth_failover enable mode permit vlanid 3
Command: config 802.1x auth_failover enable mode permit vlanid 3

Success.

0 (Permit)

0 (Permit) RADIUS

EAP-Success
EAP-Success
EAPOL-Start

0 RADIUS
0 RADIUS 30

15

3.34.5 config 802.1x capability ports

802.1X
config 802.1x capability ports < <portlist> | all > <authenticator | none>
802.1X
<portlist> -
all -
authenticator - 802.1X
none - 802.1X
1.00.00
1 10 802.1X

#config 802.1x capability ports 1-10 authenticator
Command: config 802.1x capability ports 1-10 authenticator

Success.
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3.34.6 config 802.1x

auth_parameter ports

802.1X

config 802.1x auth_parameter ports < <portlist> | all > < default |
direction < both | in > | port_control < force _unauth | auto | force_auth
> | quiet_period <sec 0-65535> | tx_period <sec 1-65535> | supp_timeout
<sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> |
reauth_period <sec 1-65535> | enable_reauth < enable | disable > >

802.1X default
802.1X
<portlist> -
all -
default - 802.1X
direction <both | in> - 802.1X
(both) (in)
port_control -
802.1X auto
force_unauth -
auto 802.1X
force auth -

quiet_period <sec 0-65535> -

tx_period <sec 1-65535> - EAP Request/ldentity

tx_period
EAP Request/ldentity
supp_timeout <sec 1-65535> - EAP Request/ldentity EAP

( )
server_timeout <sec 1-65535> - RADIUS

max_req <value 1-10> - EAP Request/ldentity

reauth_period <sec 1-65535> -

enable_reauth <enable | disable> -
reauth_period

1.00.00
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1 20 802.1X

#config 802.1x auth_parameter ports 1-20 default
Command: config 802.1x auth_parameter ports 1-20 default

Success.

3.34.7 config 802.1x init

802.1X

802.1X
port_based 802.1X
mac_based - 802.1X
MAC
ports <portlist> -
all -
mac_address <macaddr> - MAC

1.00.00

config 802.1x init < port_based ports < <portlist> | all > | mac_based
ports <<portlist> | all > [ mac_address <macaddr> ] >

# config 802.1x init port_based ports all
Command: config 802.1x init port_based ports all

Success.
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3.34.8 config 802.1x

reauth

802.1X

config 802.1x reauth < port_based ports < <portlist> | all > | mac_based
ports < <portlist> | all > [ mac_address <macaddr> ] >

802.1X

port_based
mac_based -
MAC
ports <portlist> -
all -
mac_address <macaddr> - MAC

1.00.00

1-18

802.1X

#config 802.1x reauth port_based ports 1-18
Command: config 802.1x reauth port based ports 1-18

Success.

#

3.34.9 config radius add
RADIUS

config radius add < server_index 1-3> <server_ip> key <passwd 32> < default
| < auth_port <udp_port_number 1-65535> | acct_port <udp_port_number
1-65535> > >

RADIUS
<server_index 1-3> - RADIUS
3 RADIUS
RADIUS
RADIUS
<server_ip> - RADIUS IP
key <passwd 32> - RADIUS 32
default - auth_port acct_port UDP
auth_port <udp_port_number 1-65535> - UDP
1812
acct_port <udp_port_number 1-65535> -
UDP 1813
1.00.00
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*RADIUS

#config radius add 1 10.48.74.121 key APS default
Command: config radius add 1 10.48.74.121 key APS default

Success.

3.34.10 config radius

RADIUS

config radius <server_index 1-3> < ipaddress <server_ip> | key <passwd
32> < auth_port <udp_port_number 1-65535> acct_port <udp_port_number

1-65535> > >
RADIUS
<server_index 1-3> - RADIUS
ipaddress <server_ip> - RADIUS IP
key <passwd 32> - RADIUS 32
auth_port <udp_port_number 1-65535> - UDP

acct_port <udp_port_number 1-65535> -
Ubp

1.00.00

:RADIUS

#config radius 1 ipaddress 10.1.1.1 key APS-1
Command: config radius ipaddress 1 10.1.1.1 key APS-1

Success.

3.34.11 config radius delete

RADIUS
config radius delete <server_index 1-3>
RADIUS
<server_index 1-3> - RADIUS
1.00.00
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RADIUS

#config radius delete 1
Command: config radius delete 1

Success.

3.34.12 config radius parameter

RADIUS

config radius parameter < timeout <int 1-255> | retransmit <int 1-255> >

RADIUS

timeout <int 1-255> -
5
retransmit <int 1-255> - 2

1.00.00

:RADIUS

# config radius parameter timeout 3
Command: config radius parameter timeout 3

Success.

3.34.13 create 802.1x user

802.1X

create 802.1x user <username 15>
802.1X

<username 15> - 15

1.00.00

:802.1X

#create 802.1x user APS
Command: create 802.1x user APS

Enter a case-sensitive new password:******
Enter the new password again for confirmation:******
Success.
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3.34.14 delete 802.1x user

802.1X
delete 802.1x user <username 15>
802.1X
<username 15> - 15
1.00.00

:802.1X

#delete 802.1x user ctsnow
Command: delete 802.1x user ctsnow

Success.
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3.34.15 show 802.1x

802.1X

show 802.1x < auth_state | auth_configuration > [ ports <portlist> ]

802.1X

auth_state - 802.1X
auth_configuration - 802.1X
ports <portlist> -

<show 802.1x auth_configuration >
802.1X Enabled / Disabled - 802.1X
Authentication Protocol - 802.1X

radius_eap local
Port number -
Capability Authenticator/None - 802.1X

CctlIDir: Both /7 In -

Port Control: ForceAuth / ForceUnauth / Auto -

ForceAuth
ForceUnauth

QuietPeriod -
TxPeriod - EAP Response/identity
SuppTimeout - Request / ldentity EAP

( )
ServerTimeout - RADIUS
MaxReq - EAP Request
ReAuthPeriod -
ReAuthenticate: Enabled / Disabled -
<show 802.1x auth_state >

Port number -
Auth PAE State: Initalize / Disconnected / Connecting / Authenticating
/ Authenticated / Held / ForceAuth / ForceUnauth - Authenticator PAE

Backend State: Request / Response / Fail / ldle / Initalize / Success /
Timeout - Backend Authenticator
Port Status: Authorized / Unauthorized -
Authorized
Unauthorized

1.00.00
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1 802.1X

#show 802.1x auth_configuration ports 1
Command: show 802.1x auth_configuration ports 1

802.1X - Enabled
Authentication Mode : Port_based
Authentication Protocol : Radius_EAP

Authentication Failover : Disabled

Port Number i1
Capability > None
AdminCrIDir : Both
OpenCrlDir : Both

Port Control > Auto
QuietPeriod : 60 sec
TxPeriod : 30 sec
SuppTimeout : 30 sec
ServerTimeout : 30 sec
MaxReq 12 times
ReAuthPeriod : 3600 sec

ReAuthenticate : Disabled

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

275/369




802.1X

#show 802.1x auth_state
Command: show 802.1x auth state

Port Number : 1
Index MAC Address Auth PAE State Backend State Port Status

00-40-66-4D-4E-0A Connecting Idle Unauthorized

16
CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.34.16 show radius

RADIUS

show radius

RADIUS
Status RADIUS Active

1.00.00
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RADIUS

#show radius
Command: show radius

Timeout : 5 seconds
Retransmit : 2
Index 1P Address Auth-Port Acct-Port Status Key
Number Number
1 10.1.1.1 1812 1813 Active APS-1
2 10.2.1.1 1800 1813 Active APS-2
Total Entries : 3
#
3.34.17 show 802.1x user
802.1X
show 802.1x user
802.1X

1.00.00

802.1X

#show 802.1x user
Command: show 802.1x user

Index UserName

1 ctsnow

Total Entries: 1
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3.34.18 show acct_client

RADIUS

show acct_client

RADIUS

1.00.00

:RADIUS

#show acct_client
Command: show acct _client

radiusAcctClient ==>
radiusAcctClientInvalidServerAddresses 0
radiusAcctClientldentifier APRESIA Systems

radiusAuthServerkEntry ==>
radiusAccServerindex : 1

radiusAccServerAddress 10.53.13.199
radiusAccClientServerPortNumber 1813
radiusAccClientRoundTripTime
radiusAccClientRequests
radiusAccClientRetransmissions
radiusAccClientResponses
radiusAccClientMalformedResponses
radiusAccClientBadAuthenticators
radiusAccClientPendingRequests
radiusAccClientTimeouts
radiusAccClientUnknownTypes
radiusAccClientPacketsDropped 0

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.34.19 show auth client

RADIUS

show auth_client

RADIUS

1.00.00

:RADIUS

#show auth_client
Command: show auth client

radiusAuthClient ==>
radiusAuthClientInvalidServerAddresses 0
radiusAuthClientldentifier APRESIA Systems

radiusAuthServerEntry ==>
radiusAuthServerindex :1
radiusAuthServerAddress .0.0.0
radiusAuthClientServerPortNumber
radiusAuthClientRoundTripTime
radiusAuthClientAccessRequests
radiusAuthClientAccessRetransmissions
radiusAuthClientAccessAccepts
radiusAuthClientAccessRejects
radiusAuthClientAccessChal lenges
radiusAuthClientMal formedAccessResponses
radiusAuthClientBadAuthenticators
radiusAuthClientPendingRequests
radiusAuthClientTimeouts

O O O O O O O O O o o o o

radiusAuthClientUnknownTypes
radiusAuthClientPacketsDropped 0
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.34.20 show auth_diagnostics

show auth_diagnostics [ ports <portlist> ]

ports <portlist> -

1.00.00

1

#show auth_diagnostics ports 1
Command: show auth_diagnostics ports 1

Port number : 1
MAC address: 00-40-66-5D-60-02

EntersConnecting
EapLogoffsWhileConnecting
EntersAuthenticating

SuccessWhi leAuthenticating
TimeoutsWhileAuthenticating
FailWhileAuthenticating
ReauthsWhileAuthenticating
EapStartsWhileAuthenticating
EapLogoffWhileAuthenticating
ReauthsWhileAuthenticated
EapStartsWhileAuthenticated
EapLogoffithileAuthenticated
BackendResponses
BackendAccessChal lenges
BackendOtherRequestsToSupplicant
BackendNonNakResponsesFromSupplicant
BackendAuthSuccesses
BackendAuthFails 0

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.34.21 show auth session_statistics

show auth_session_statistics [ ports < portlist | all> ]

ports <portlist> -
all -

1.00.00

1

#show auth_session_statistics ports 1
Command: show auth_session_statistics ports 1

Port number : 1
MAC address: 00-40-66-5D-60-02

SessionOctetsRx 7808

SessionOctetsTx 469102741

SessionFramesRx 122

SessionFramesTx 4196211

Sessionld etherl 2-1
SessionAuthenticMethod Remote Authentication Server
SessionTime 70803

SessionTerminateCause NotTerminatedYet
SessionUserName 456

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.34.22 show auth statistics

show auth_statistics [ ports <portlist> ]

ports <portlist> -

1.00.00
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1

#show auth_statistics ports 1
Command: show auth_statistics ports 1

Port number : 1
MAC address: 00-40-66-5D-60-02

EapolFramesRx
EapolFramesTx
EapolStartFramesRx
EapolReqldFramesTx
EapolLogoffFramesRx
EapolRegFramesTx
EapolRespldFramesRx
EapolRespFramesRx
Inval idEapolFramesRx
EapLengthErrorFramesRx

LastEapolFrameVersion
LastEapolFrameSource

O O NN NN O W NN O

1
00-40-66-5D-60-02

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.35
TACACS/XTACACS/TACACS+/RADIUS

TACACS/ XTACACS/ TACACS+/ RADIUS

TACACS/XTACACS/TACACS+/RADIUS

TACACS 3
TACACS

TACACS(Terminal Access Controller Access Control System) -
1
Ubp

XTACACS( TACACS) - TACACS TACACS
ubP

TACACS+(Terminal Access Controller Access Control System plus) -
TACACS+ 1

TACACS+
TCP

RADIUS
RADIUS (Remote Authentication Dial In User Server)

TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/ RADIUS

TACACS

TACACS+

RADIUS

TACACS/XTACACS/TACACS+/RADIUS

3 1
€Y)
@
®
TACACS XTACACS TACACS+ RADIUS 4
1
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TACACS TACACS
6
(TACACS/XTACACS/TACACS+/RADIUS/ocal/none)
1
0 TACACS XTACACS TACACS+ RADIUS
( TACACS

3.35.1 enable authen_policy

enable admin

enable authen_policy

1.00.00

#enable authen_policy
Command: enable authen_policy

Success.
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3.35.2 disable authen_policy

disable authen_policy

1.00.00

#disable authen_policy
Command: disable authen policy

Success.

3.35.3 show authen_policy

show authen_policy

1.00.00

#show authen_policy
Command: show authen_policy

Authentication Policy: Enabled
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3.35.4 create authen_login method list_name

create authen_login method list name <string 15>

<string 15> - 15

1.00.00

APS

#create authen_login method_list name APS
Command: create authen_login method_list_name APS

Success.

3.35.5 config authen_login

config authen_login < default | method list name <string 15> > method <
tacacs | xtacacs | tacacst+ | radius | server_group <string 15> | local |
none >

tacacs, xtacacs, local

1 tacacs
2 tacacs
xtacacs
xtacacs
local
Local
User
enable admin
( enable admin
enable admin )
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default -

tacacs -

TACACS server hosts TACACS

xtacacs -

XTACACSserver hosts XTACACS

tacacs+ -

TACACS+ server hosts TACACS

radius -

RADIUS server hosts RADIUS

server_group <string 15> -

local -

none -

method_list_name -

4
tacacs -
TACACS
xtacacs -
XTACACS
tacacs+ -

radius -
RADIUS
server_group <string 15> -

local -

none -

TACACS server group

XTACACS server group

TACACS+ server group
+

RADIUS server group

user account

TACACS
XTACACS
TACACS+ TACACS+

RADIUS

user account

1.00.00
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TACACS XTACACS local APS

#config authen_login method_list_name APS method tacacs xtacacs local
Command: config authen_login method_list name APS method tacacs xtacacs local

Success.

XTACACS TACACS+

#config authen_login default method xtacacs tacacs+ local
Command: config authen_login default method xtacacs tacacs+ local

Success.

0 none local

3.35.6 delete authen_login method_ list name

delete authen_login method list name <string 15>

<string 15> - 15

1.00.00

APS

#delete authen_login method_list name APS
Command: delete authen_login method_list_name APS

Success.
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3.35.7 show authen_login

show authen_login < default | method_list name <string 15> | all >

default -
method_list_name <string 15> - 15

method list
all -

Method List Name -

Priority -
1( )
( )
Method Name -
Comment - User-defined Group
Built-in Group
TACACS XTACACS TACACS+ RADIUS
Keyword local (
) none (
) TACACS/XTACACS/TACACS+/RADIUS
1.00.00
APS
#show authen_login method_list_name APS
Command: show authen_login method_list_name APS
Method List Name Priority Method Name Comment
APS 1 tacacs+ Built-in Group
2 tacacs Built-in Group
3 APS User-defined Group
4 local Keyword
#
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3.35.8 create authen_enable method_list_name

create authen_enable method_list name <string 15>

8 enable method list
<string 15> - 15 enable
method list
1.00.00
APS

#create authen_enable method_list name APS
Command: create authen_enable method_list_name APS

Success.
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3.35.9 config authen_enable

config authen_enable < default | method_list name <string 15> > method
< tacacs | xtacacs | tacacst+ | radius | server_group <string 15> |
local_enable | none >

8 enable method list

tacacs, xtacacs, local_enable

1 TACACS
2 TACACS
xtacacs
xtacacs
local_enable

Admin ( )
default -
method_list _name -
(create authen_enable) 4
tacacs - TACACS
TACACS
xtacacs - XTACACS
XTACACS
tacacs+ - TACACS+ TACACS+
radius - RADIUS
RADIUS
server_group <string 15> -
local enable - user account

config admin local _enable

none -

1.00.00
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APS TACACS XTACACS

#config authen_enable method_list_name APS method tacacs xtacacs local_enable
Command: config authen_enable method_list name APS method tacacs xtacacs local enable

Success.

XTACACS TACACS+

#config authen_enable default method xtacacs tacacs+ local _enable
Command: config authen_enable default method xtacacs tacacs+ local_enable

Success.

3.35.10 delete authen_enable method list name

delete authen_enable method_list_name <string 15>

<string 15> - 15 enable
method list

1.00.00

APS

#delete authen_enable method_list name APS
Command: delete authen_enable method list _name APS

Success.
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3.35.11 show authen_enable

show authen_enable < default | method list name <string 15> | all >

default -
method_list_name <string 15> - 15

method list
all -

Method List Name -

Priority -
1( ) 4(
)
Method Name -
Comment - User-defined Group
Built-in Group
TACACS XTACACS TACACS+ RADIUS
Keyword local ( local_enable
) none (
) TACACS/XTACACS/TACACS+/RADIUS

1.00.00
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#show authen_enable all
Command: show authen_enable all

Method List Name Priority Method Name Comment

Permit 1 tacacs+ Built-in Group
2 tacacs Built-in Group
3 APS User-defined Group
4 local_enable Keyword

default 1 tacacs+ Built-in Group

2 local_enable Keyword

Total Entries : 2
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3.35.12 config authen application

config authen application < console | telnet | ssh | http | all > < login
| enable > < default | method_list_name <string 15> >

(authen_enable)

( Telnet SSH Web)
application - 5
1
console -
telnet - Telnet
ssh - Secure Shell
http - Web
all - ( Telnet SSH Web)
login -
enable -
default -

method_list _name <string 15> -
15

1.00.00

:Web

#config authen application http login default
Command: config authen application http login default

Success.
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3.35.13 show authen application

show authen application

( Telnet SSH Web)
( )

1.00.00

enable method list

#show authen application
Command: show authen application

Application Login Method List Enable Method List

Console default default
Telnet default default
SSH default default
HTTP default default
#
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3.35.14 create authen server_host

create authen server_host <ipaddr> protocol < tacacs | xtacacs | tacacs+
| radius > [ port <int 1-65535> | key <<key string 254> | none> | timeout

<int 1-255> | retransmit < 1-255> ]

TACACS/ XTACACS/ TACACS+/ RADIUS

TACACS/ XTACACS/ TACACS+/ RADIUS
TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS

16

server_host <ipaddr> -

protocol -
tacacs - TACACS
xtacacs - XTACACS
tacacst - TACACS+
radius - RADIUS
port <int 1-65535> - 1 65535
TACACS/XTACACS/TACACS+
49 RADIUS 1812 1813
key <key string 254> - TACACS+ RADIUS
254
none
timeout <int 1-255> -
) 5
retransmit <int 1-255> -
1.00.00
1234 10 5 TACACS+

#create authen server_host 10.1.1.121 protocol tacacs+ port 1234 timeout 10 retransmit 5
Command: create authen server_host 10.1.1.121 protocol tacacs+ port 1234 timeout 10 retransmit

5

Success.
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3.35.15 config authen server_host

config authen server_host <ipaddr> protocol < tacacs | xtacacs | tacacs+
| radius> < port <int 1-65535> | key < <key_string 254> | none > | timeout
<int 1-255> | retransmit < int 1-255> >

TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS

16
server_host <ipaddr> - IP
protocol -
tacacs - TACACS
xtacacs - XTACACS
tacacs+t - TACACS+
radius - RADIUS
port <int 1-65535> - 1 65535
TACACS/XTACACS/TACACS+ 49 RADIUS

1812 1813

key <key_string 254> - TACACS+ RADIUS
254 none

timeout <int 1-255> -
) 5

retransmit <int 1-255> -
TACACS+

1.00.00

4321 12 4 TACACS+

#config authen server_host 10.1.1.121 protocol tacacs+ port 4321 timeout 12 retransmit 4
Command: config authen server_host 10.1.1.121 protocol tacacs+ port 4321 timeout 12 retransmit

4

Success.
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3.35.16 delete authen server_host

delete authen server_host <ipaddr> protocol < tacacs | xtacacs | tacacs+
| radius >

server_host <ipaddr> - IP

protocol -

tacacs - TACACS

xtacacs - XTACACS

tacacs+ - TACACS+

radius - RADIUS

1.00.00

TACACS+

#delete authen server_host 10.1.1.121 protocol tacacs+
Command: delete authen server_host 10.1.1.121 protocol tacacs+

Success.
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3.35.17 show authen server_host

show authen server_host

IP Address - IP
Protocol -

TACACS+ RADIUS

Port -

Timeout -

)

Retransmit -

TACACS+
Key - TACACS+

49

TACACS

TACACS XTACACS

1.00.00

#show authen server_host
Command: show authen server_host

IP Address Protocol Port Timeout Retransmit

10.53.13.94 TACACS 49 5 2

Total Entries : 1
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3.35.18 create authen server_group

create authen server_group <string 15>

TACACS/XTACACS/TACACS+/RADIUS

config authen server_group 8

<string 15> - 15

1.00.00

group_1

#create authen server_group group_1
Command: create authen server_group group_1

Success.
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3.35.19 config authen server_group

config authen server_group < tacacs | xtacacs | tacacs+ | radius | <string
15> > < add | delete > server_host <ipaddr> protocol < tacacs | xtacacs |
tacacs+ | radius >

TACACS/XTACACS/TACACS+/RADIUS

server_group -
(TACACS/XTACACS/TACACS+/RADIUS) create authen server_group

tacacs - TACACS
TACACS

xtacacs - XTACACS
XTACACS

tacacs+ - TACACS+
TACACS+

radius - RADIUS
RADIUS

<string 15> - 15

add/delete -

server_host <ipaddr> - 1P
protocol - 4
tacacs - TACACS

xtacacs - XTACACS

tacacs+ - TACACS+

radius - RADIUS

1.00.00
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group_1

# config authen server_group group_1 add server_host 10.1.1.121 protocol tacacs+
Command: config authen server_group group_1 add server_host 10.1.1.121 protocol tacacs+

Success.

3.35.20 delete authen server_group

delete authen server_group <string 15>

<string 15> - 15

1.00.00

group_1

#delete authen server_group group_1
Command: delete authen server_group group_1

Success.

3.35.21 show authen server_group

show authen server_group <string 15>

Group Name -

IP Address - IP
Protocol -

<string 15> - 15

<string>

1.00.00
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#show authen server_group
Command: show authen server_group

Group Name IP Address Protocol

tacacst mmmmm e
XtaCaCs ~  —mmmmmm e

Total Entries : 4

3.35.22 config authen parameter response_timeout

config authen parameter response_timeout <int 0-255>

response_timeout <int 0-255> - telnet
0
30

1.00.00

60

#config authen parameter response_timeout 60
Command: config authen parameter response_timeout 60

Success.
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3.35.23 config authen parameter attempt

config authen parameter attempt <int 1-255>

60 Telnet

parameter attempt <int 1-255> -

1.00.00

5

#config authen parameter attempt 5
Command: config authen parameter attempt 5

Success.

3.35.24 show authen parameter

show authen parameter

Response timeout - telnet

User attempts -

1.00.00
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#show authen parameter
Command: show authen parameter

Response Timeout : 60 seconds
User Attempts 5

3.35.25 enable admin

enable admin

(none)

TACACS/XTACACS/TACACS+/RADIUS

local enable (
XTACACS TACACS

)

enable

RADIUS

)

local enable (

disable (

1.00.00

#enable admin
Password: *****x*
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3.35.26 config admin local_enable

config admin local_enable

enable admin
local_enable

<password 15> -

15

1.00.00

local_enable

#config admin local_enable
Command: config admin local_enable

Enter the old password:

Enter the case-sensitive new password:******

Enter the new password again for confirmation:******
Success.
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3.36 MAC

3.36.1 enable mac_based access_control

MAC

enable mac_based _access_control

MAC
MAC

MAC
(MAC

1.00.00

MAC

# enable mac_based_access_control
Command: enable mac_based access_control

Success.

0 Ver.1.08 MAC

3.36.2 disable mac_based access_control

MAC

disable mac_based access control

MAC

1.00.00

MAC

# disable mac_based access_control
Command: disable mac_based access_control

Success.
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3.36.3 config mac_based access_control ports

MAC

| <sec 1-300> > | max_users <no_limit | <value 1-128> > >

config mac_based_access_control ports < <portlist> | all > < state < enable
| disable > | aging_time < infinite | <min 1-1440> > | hold_time < infinite

MAC
MAC

ports <<portlist> | all> -

all -
state <enable | disable> - MAC
aging_time <infinite | <min 1-1440>>-

1440
infinite -
hold_time <infinite | <sec 1-300>> -
300
infinite -
max_users <no_limit | <value 1-128>> -
( 128)
no_limit -
1.00.00
*MAC
#config mac_based_access_control ports 1-8 state enable
Command: config mac_based_access_control ports 1-8 state enable
Success.
#
3.36.4 config mac_based access_control method
MAC
config mac_based_access control method < local | radius >
MAC
RADIUS
local -

radius - RADIUS

1.00.00
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:MAC

#config mac_based_access_control method local
Command: config mac_based_access_control method local

Success.

3.36.5 config mac_based_access_control mac_format

MAC MAC

| delimiter [hyphen | none] >

config mac_based access_control mac_format < case [lowercase | uppercase]

RADIUS MAC

MAC

case - MAC /
lowercase - MAC
uppercase - MAC
delimiter - MAC

hyphen - MAC
none - MAC
1.08.00
: MAC /

# config mac_based_access_control mac_format case uppercase delimiter none

Command: config mac_based_access_control mac_format case uppercase delimiter none

Success.

3.36.6 config mac_based access_control password_type

MAC

client_mac_address >

config mac_based_access control password type < manual_string |

RADIUS MAC

manual_string

client_mac_address - MAC

1.08.00
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: MAC

# config mac_based access_control password_type manual_string

Command: config mac_based_access_control password_type manual_string

Success.

3.36.7 config mac_based_access_control password

MAC

config mac_based_access control password <passwd 16>
MAC

<passwd 16> - MAC

1.00.00

*MAC

#config mac_based_access_control password switch
Command: config mac_based_access_control password switch

Success.

3.36.8 config mac_based access _control auth _failover

MAC failover

[ vlanid <vlanid 1-4094 > ] > | local ] | disable >

MAC RADIUS

enable - failover
permit -
vlanid <vlanid 1-4049> - permit

local -

disable - failover

1.07.00
1.12.00 (permit )
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:MAC failover

#config mac_based_access_control auth_failover enable
Command: config mac_based_access_control auth_failover enable

Success.

0 (Permit)
0 RADIUS

15

3.36.9 config mac_based_access_control max_users

30

MAC
config mac_based access control max_users < no_limit | <value 1-128> >
MAC
no_limit - ( 128) no_limit
512
max_users <value 1-128> - 1 128
128
1.00.00
*MAC 128

#config mac_based_access_control max_users 128
Command: config mac_based_access_control max_users 128

Success.

#

0 MAC show fdb Type BlockByMBA
BlockByMBA MAC FDB
UnBlockByMBA  MAC FDB
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3.36.10 enable authorization network

MAC
enable authorization network
MAC
VLAN VLAN
( VLAN) disable
C )
1.00.00

: MAC

# enable authorization network
Command: enable authorization network

Success.

0 VLAN VLAN VLAN

ID Ingres checking
config gvrp all ingress_checking disable

3.36.11 disable authorization network

MAC

disable authorization network
MAC

MAC

1.00.00
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: MAC

# disable authorization network
Command: disable authorization network

Success.

3.36.12 create mac_based access_control local mac

MAC

| vlanid <vlanid 1-4094> ]

MAC
mac <macaddr> - MAC
vlan <vlan_name 32> - (VLAN)  VLAN
vlanid <vlanid 1-4094> - (VLAN)  VLAN 1D

1.00.00

:MAC

#create mac_based access _control local mac 00-40-66-00-00-01 vlan default

create mac_based access_control_local mac <macaddr> [ vlan <vlan_name 32>

Command: create mac_based access control local mac 00-40-66-00-00-01 vlan default

Success.

3.36.13 config mac_based_access_control_local mac

MAC
config mac_based_access_control_local mac <macaddr> < vlan <vlan_name 32> |
vlanid <vlanid 1-4094> >
MAC
mac <macaddr> - MAC
vlan <vlan_name 32> - (VLAN)  VLAN
vlanid <vlanid 1-4094> - (VLAN) VLAN ID
1.00.00
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:MAC

# config mac_based_access_control_local mac 00-40-66-00-00-01 vlan default
Command: config mac_based_access_control_local mac 00-40-66-00-00-01 vlan default

Success.

3.36.14 delete mac_based access_control_local

MAC

delete mac_based_access_control_local <mac <macaddr> | <vlan <vlan_name 32>
| vlanid <vlanid 1-4094>>

MAC
mac <macaddr> - MAC
vlan <vlan_name 32> - (VLAN)
VLAN  VLAN
vlanid <vlanid 1-4094> - (VLAN)
VLAN  VLAN 1D
1.00.00

: MAC

#delete mac_based_access_control _local mac 00-40-66-00-00-01
Command: delete mac_based access control local mac 00-40-66-00-00-01

Success.

3.36.15 clear mac_based access control auth_mac

MAC

clear mac_based access_control auth mac < ports < all | <portlist> > |
mac_addr <macaddr> >

MAC

ports <all | <portlist>> - MAC
all
mac_addr <macaddr> - MAC MAC

1.00.00
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: MAC

#clear mac_based access_control auth_mac ports all
Command: clear mac_based_access_control auth_mac ports all

Success.

3.36.16 show mac_based access_control

MAC
show mac_based access_control [ ports [ <portlist | all > ] ]
MAC
ports
all
1.00.00
:MAC ( )

#show mac_based access_control

Command: show mac_based access_control

MAC Based Access Control

: Disabled
. Local

State
Method
Authentication Failover:
MAC Format Case

MAC Format Delimiter
Password

Password Type

Max Users

Disabled

: Uppercase

> None

. default

: Manual String
;128
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:MAC

( )

#show mac_based ac
Command: show mac |

cess_control ports 1-4
based_access_control ports 1-4

Port State Aging Time Hold Time Auth Mode Max Users
(mins) (secs)

1 Enabled 100 100 Port based 128

2 Enabled 100 200 Host based 128

3 Enabled 50 300 Port based 128

4 Enabled 200 100 Host based 128

#

3.36.17 show mac_based access_control _local

MAC

show mac_based_access_control_local [ < mac <macaddr> | < vlan <vlan_name
32> | vlanid <vlanid 1-4094> > ]

MAC
mac <macaddr> - MAC
vlan <vlan_name 32> - (VLAN)
VLAN  VLAN
vlanid <vlanid 1-4094> - (VLAN)
VLAN  VLAN ID

1.00.00

: MAC

#show mac_based ac
Command: show mac |

MAC Address
00-40-66-00-00-01
00-40-66-00-00-02
00-40-66-00-00-03
00-40-66-00-00-04

Total Entries: 4

cess_control_local
based_access control local

VLAN Name VID
default 1
VLAN123 123
VLAN123 123
default 1
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: MAC

#show mac_based access_control local mac 00-40-66-00-00-01
Command: show mac_based access control local mac 00-40-66-00-00-01

MAC Address VLAN Name VID

00-40-66-00-00-01 default 1

Total Entries: 1

: MAC (VLAN)

#show mac_based_access_control _local vlan default
Command: show mac_based_access_control_local vlan default

MAC Address VLAN Name VID

00-40-66-00-00-01 default 1

Total Entries: 1

3.36.18 show mac_based access _control auth_mac

MAC

show mac_based_access_control auth_mac [ ports <portlist> ]

MAC

ports <portlist> -

1.00.00

*MAC

# show mac_based_access_control auth_mac ports 9
Command: show mac_based access_control auth_mac ports 9

Port Number : 9

Index MAC Address Auth State VID Aging Time/
Hold Time

1 00-40-66-00-00-00 Authenticated 200 45

2 00-40-66-00-00-05 Failure 1 1
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3.36.19 show authorization

MAC

show authorization

MAC

1.00.00

: MAC

#show authorization
Command: show authorization

Authorization : Enabled
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3.37
3.37.1 config authentication auth_mode

config authentication auth_mode <port_based | host_based [port_vlan_mode]>
(MAC/802.1X/Web )
1
port_based -
host_based - port_vlan_mode
VLAN ( )
port_vlan_mode - VLAN VLAN
VLAN ID
VLAN
(VLAN
) (VLAN 1D) PVID
VLAN ID
VLAN
(
)
PVID VLAN 802.1X MAC
1.03.00
(port_vlan_mode 1.12.01 )

#config authentication auth_mode port_based
Command: config authentication auth_mode port based

Success.
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( VLAN )

#config authentication auth_mode host_based port_vlan_mode
Command: config authentication auth_mode host_based port_vlan_mode

Success.

0 VLAN MAC
VLAN

enable authorization network

0 WEB VLAN

MAC (config mac_based_access_control
max_users) no_limit VLAN

3.37.2 show authentication ports

show authentication ports [<portlist>]

(MAC/802.1X/Web )

<portlist> -

1.03.00

1 5

#show authentication ports 1-5
Command: show authentication ports 1-5

Port Authorized Mode

1 Host_based port_vlan_mode
2 Host_based port_vlan_mode
3 Host based port vlan_mode
4 Host_based port_vlan_mode
5 Host_based port_vlan_mode
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3.38 SSH

PC (SSH ) (SSH ) SSH
(1) create account admin
SSH
(2) config ssh user authmode
SSH
password publickey hostbased 3
(3) SSH
(4) enable ssh SSH
PC

3.38.1 enable ssh

SSH

enable ssh

SSH
1.00.00
SSH

#enable ssh
Command: enable ssh
Success.
#
3.38.2 disable ssh

SSH

disable ssh

SSH

1.00.00
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SSH

# disable ssh
Command: disable ssh

Success.

3.38.3 config ssh authmode

SSH
config ssh authmode < password | publickey | hostbased > < enable | disable
>
SSH
password -
publickey - SSH
hostbased -
SSH
<enable | disable> - SSH enable ( )
disable ( )
1.00.00
SSH

#config ssh authmode password enable
Command: config ssh authmode password enable

Success.

3.38.4 show ssh authmode

SSH

show ssh authmode

SSH

1.00.00
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#show ssh authmode
Command: show ssh authmode

The SSH Authmode:

Password : Enabled
Publickey : Enabled
Hostbased : Enabled

3.38.5 config ssh server

SSH

config ssh server < maxsession <int 1-8> |contimeout <sec 120-600> |
authfail <int 2-20> | rekey < 10min | 30min | 60min | never > >

authfail <int 2-20> -

maxsession <int 1-8> -

contimeout <sec 120-600> -

rekey <10min | 30min | 60min | never> -

1.00.00

SSH

#config ssh server maxsession 2 contimeout 300 authfail 2
Command: config ssh server maxsession 2 contimeout 300 authfail 2

Success.
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3.38.6 show ssh server

SSH
show ssh server
SSH
1.00.00
SSH
#show ssh server
Command: show ssh server
SSH Server Status : Disabled
SSH Max Session 8
Connection Timeout : 120 (sec)
Authenticate Failed Attempts : 2
Rekey Timeout I never
Listened Port Number 122
#

3.38.7 config ssh user

SSH

config ssh user <username 15> authmode < hostbased < hostname <domain_name
32> > < hostname_IP <domain_name 32> <ipaddr> > | password | publickey >

SSH
<username 15> - SSH 15
authmode - SSH
hostbased - SSH
SSH
hostname <domain_name 32> - SSH 32

hostname_IP <domain_name 32> <ipaddr> - SSH
IP
password -

publickey - SSH

1.00.00
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:SSH

# config ssh user APS authmode password
Command: config ssh user APS authmode password

Success.

3.38.8 show ssh user authmode

SSH

show ssh user authmode
SSH

1.00.00

:SSH

#show ssh user authmode
Command: show ssh user authmode

Current Accounts:
Username AuthMode  HostName

APS Password

Total Entries : 1

HostIP

o SSH

create account
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3.38.9 config ssh algorithm

SSH

config ssh algorithm < 3DES | AES128 | AES192 | AES256 | arcfour | blowfish
| cast128 | twofishl128 | twofish192 | twofish256 | MD5 | SHAL | RSA | DSA
> < enable | disable >

SSH

3DES - Triple Data Encryption Standard
AES128 - Advanced Encryption Standard AES128
AES192 - Advanced Encryption Standard AES192
AES256 - Advanced Encryption Standard AES256
arcfour - Arcfour

blowfish - Blowfish

castl28 - Castl28

twofish128 - Twofish128

twofish192 - Twofish192

twofish256 TwoFish256

MD5 - MD5 Message Digest

SHA1 - Secure Hash Algorithm

RSA - RSA
DSA - Digital Signature Algorithm enable ( ) disable
« D
<enable | disable> -
enable ( ) disable ( )
1.00.00

SSH

# config ssh algorithm blowfish enable
Command: config ssh algorithm blowfish enable

Success.
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3.38.10 show ssh algorithm

SSH
show ssh algorithm
SSH
1.00.00
SSH

#show ssh algorithm
Command: show ssh algorithm

Encryption Algorithm

3DES - Enabled
AES128 > Enabled
AES192 : Enabled
AES256 - Enabled
arcfour - Enabled
blowfish : Enabled
cast128 > Enabled

twofishl128 : Enabled
twofish192 : Enabled
twofish256 : Enabled

Data Integrity Algorithm

MD5 : Enabled
SHA1 : Enabled

Public Key Algorithm

RSA : Enabled
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3.39 SSL
Secure Sockets Layer (SSL)

SSL 3

@
RSA (Rivest Shamir Adleman)
(DHE : DHE DSS Diffie-Hellman

&)

RC4 1 128 RC4

CRC - CBC (Cipher Block Chaining :

(Data Encryption Standard) 3 DES_EDE
Standard)

®

SHA(Secure Hash Algorithm) 2
SHA-2

TFTP
SSL
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3.39.1 enable ssl

SSL

enable ssl [ version < all | < tls1.0 | tisl.1 | tIsl.2 >> | ciphersuite
< RSA_WITH_RC4 128 MD5 | RSA_WITH_3DES_EDE_CBC_SHA |
DHE_DSS_WITH_3DES_EDE_CBC_SHA | RSA_WITH_AES_ 128 CBC_SHA |
RSA_WITH_AES_256_CBC_SHA | RSA_WITH_AES_128 CBC_SHA256 |
RSA_WITH_AES_256 CBC_SHA256 | DHE_DSS WITH_AES_256 CBC_SHA |
DHE_RSA_WITH_AES_256_CBC_SHA >]

SSL
SSL
TLS
TLS
SSL
version - TLS
ciphersuite -
TLS
SSL SSL
SSL
TLS disable ssl
1.00.00
(version 1.12.00 )
SSL

#tenable ssl

Command: enable ssl

Note: Web will be disabled if SSL is enabled.

Success.

TLS

#enable ssl version tlsl.1 tlsl.2 ciphersuite RSA with_AES 128 CBC_SHA
Command: enable ssl version tlsl.1 tlsl.2 ciphersuite RSA with AES 128 CBC_SHA

Success.
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0 ssL Web

80) Web

URL

https:// ( https://10.10.10.10)

3.39.2 disable ssl

SSL

disable ssl [ version < all | < tls1.0 | tisl.1 | tisl
< RSA_with_RC4 128 MD5 | RSA_with_3DES_EDE_CBC_SHA |

RSA_WITH_AES_256_CBC_SHA | RSA_WITH_AES_128 CBC_SHA256

DHE_RSA_WITH_AES_256_CBC_SHA >]

.2 >> | ciphersuite

DHE_DSS_with_3DES_EDE_CBC_SHA | RSA_WITH_AES_128 CBC_SHA |

RSA WITH_AES_256_CBC_SHA256 | DHE_DSS_WITH_AES 256 _CBC_SHA |

SSL
SSL
TLS
TLS
SSL
version - TLS
ciphersuite -
1.00.00
(version 1.12.00 )
SSL

#disable ssl
Command: disable ssl

Success.

TLS

#disable ssl version tlsl.1 ciphersuite RSA with_AES 128 CBC_SHA
Command: disable ssl version tlsl.1 ciphersuite RSA with AES 128 CBC_SHA

Success.
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3.39.3 config ssl cachetimeout timeout

SSL
config ssl cachetimeout timeout <value 60-86400>
SSL
SSL
SSL
timeout <value 60-86400> - 60 86400
SSL SSL SSL
ID
600
1.00.00
:SSL 7200
#config ssl cachetimeout timeout 7200
Command: config ssl cachetimeout timeout 7200
Success.
#
3.39.4 download ssl certificate
SSL
download ssl certificate <ipaddr> certfilename <path_filename 64>
keyfilename <path_filename 64>
SSL TFTP
SSL
DER
<ipaddr> - TFTP 1P

certfilename <path_filename 64> -

keyfilename <path_filename 64> -

1.00.00
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#download ssl certificate 10.53.13.94 certfilename c:/cert.der keyfilename c:/pkey.der
Command: download ssl certificate 10.53.13.94 certfilename c:/cert.der keyfilename c:/pkey.der

Certificate Loaded Successfully!

Success.

!

Ver1.09.00 8192 4096

Ver1.08.01 2048 1024

3.39.5 show ssl

SSL

show ssl

SSL

1.00.00
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SSL

#tshow ssl
Command: show ssl

SSL Status Enabled
TLS 1.0 Disabled
TLS 1.1 Disabled
TLS 1.2 Enabled

Cipher Suites:

RSA_WITH_RC4 128 MD5 0x0004 Disabled
RSA_WITH_3DES_EDE_CBC_SHA 0X000A Disabled
DHE_DSS_WITH_3DES_EDE_CBC_SHA 0x0013 Disabled
RSA_WITH_AES_128_CBC_SHA 0x002F Disabled
RSA_WITH_AES_256_CBC_SHA 0x0035 Disabled
RSA WITH_AES 128 CBC_SHA256 0x003C Enabled
RSA_WITH_AES_256_CBC_SHA256 0x003D Disabled
DHE_DSS_WITH_AES_256_CBC_SHA 0x0038 Disabled
DHE_RSA_WITH_AES_256_CBC_SHA 0x0039 Disabled
#

3.39.6 show ssl cachetimeout

SSL

show ssl cachetimeout

SSL

1.00.00

SSL

#show ssl cachetimeout
Command: show ssl cachetimeout

Cache timeout is 600 second(s).
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3.39.7 show ssl certificate

SSL

show ssl certificate

SSL

1.00.00

# show ssl certificate
Command: show ssl certificate

Loaded with RSA Certificate!
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3.40 Web

3.40.1 enable web_authentication

Web

enable web_authentication

Web
Web
config web_authentication ports

1.03.00

: Web

#enable web_authentication
Command: enable web_authentication

Success.

0 Ver.1.08 Web
0 Web 63

IP IP TCP
ICMP, UDP
IPV6
0 VLAN
VLAN
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3.40.2 disable web_authentication

Web

disable web_authentication
Web

1.03.00

: Web

#disable web_authentication
Command: disable web_authentication

Success.

3.40.3 config web_authentication ports

Web

block _time <<sec 0-300>>

config web_authentication ports <<portlist> | all> [state]
State =state <enable | disable> | aging_time <infinite | <min 1-1440>> |

Web

ports <<portlist> | all> -
all -
state <enable | disable> - Web

aging_time <infinite | <min 1-1440>> -

(disable)

1440
infinite -
block time <sec 0-300> -
60
1.03.00
1-9 Web

#config web_authentication ports 1-9 state enable
Command: config web_authentication ports 1-9 state enable

Success.

337/369




3.40.4 config web_authentication virtual_ip

Web IP
config web_authentication virtual_ip <ipaddr>
Web IP IP
0.0.0.0 Web
1P Web ARP
ICMP IP
IP
IP 1P
ARP Web
( 192.168.0.1/24 IP 192.168.0.10 )
virtual _ip - Web IP
IP IP WEB
1.03.00
> Web IP
#config web_authentication virtual _ip 1.1.1.1
Command: config web_authentication virtual ip 1.1.1.1
Success.
#
3.40.5 config web_authentication switch_http_port
Web HTTP/HTTPS  TCP
config web_authentication switch_http port <tcp_port number 1-65535>
[<http | https>]
Web HTTP/HTTPS  TCP
TCP
HTTP
Web HTTPS https
” enable sslI” SSL
Web HTTPS HTTPS " disable sslI” SSL
http
<tcp_port_number 1-65535> - Web TCP (1 65535)
http - HTTP
https - HTTPS
HTTP TCP 443 HTTPS TCP
80
1.03.00
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> Web HTTP  TCP 8888

#config web_authentication switch_http port 88388 http
Command: config web_authentication switch_http_port 8888 http

Success.

3.40.6 config web_authentication redirect

Web
config web_authentication redirect [<enable | disable>]
Web Web IP

IP
IP
Web

Web

<enable | disable>
enable - Web
disable - Web

1.12.00

: Web

#config web_authentication redirect enable
Command: config web_authentication redirect enable

Success.

3.40.7 config web_authentication session_timeout

Web
config web_authentication session_timeout <sec 0-120>
WEB
120 )
session_timeout <sec 0-120> - Web
0
1.12.00
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o Web 30

#config web_authentication session_timeout 30
Command: config web_authentication session_timeout 30

Success.

3.40.8 config web_authentication method

Web

config web_authentication method <local | radius>

Web
RADIUS

<local | radius>
local -
radius - RADIUS

1.03.00

: Web

#config web_authentication method radius
Command: config web_authentication method radius

Success.

3.40.9 config web_authentication authorization network

WEB

| local <enable | disable>]

config web_authentication authorization network [radius <enable | disable>

local <enable | disable> - enable

Web (VLAN )
RADIUS
radius <enable | disable> - enable RADIUS
( VLAN)

1.03.00
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#config web_authentication authorization network local enable
Command: config web_authentication authorization network local enable

Success.

0 enable authorization network

enable ( )

0 VLAN VLAN

ID Ingress checking
config gvrp all ingress_checking disable

3.40.10 config web_authentication auth_failover

VLAN

Web failover

<vlanid 1-4094 > ] > | local ] | disable >

config web_authentication auth_failover < enable [ mode < permit [ vlanid

Web RADIUS

enable - failover
[ mode < permit [ vlanid<vlanid 1-4094 > ] | local ]
permit - RADIUS
vlanid <vlanid 1-4094> - permit
vlanid
local - RADIUS

disable - failover

1.03.00
1.12.00 (permit )

: Web failover

#config web_authentication auth_failover enable
Command: config web_authentication auth_failover enable

Success.
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0 (Permit)
0 RADIUS 30

15

3.40.11 create web_authentication user

Web

create web_authentication user <username 15> [vlan <vlan_name 32> | vlanid
<vlanid 1-4094>]

Web
Web config web_authentication user
delete web_authentication user
VLAN VLAN Web
VLAN
user <username 15>- Web
15
[vlan <vlan_name 32> | vlanid <vlanid 1-4094>]
vlan <vlan_name 32> - VLAN

vlanid <vlanid 1-4094> - VLAN ID

1.03.00

: Web

#create web_authentication user webuser vlan default
Command: create web_authentication user webuser vlan default

Enter a case-sensitive new passwor(:****xx*
Enter the new password again for confirmation:*******
Success.
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3.40.12 config web_authentication user

Web

config web_authentication user <username 15> [v/an | clear_vlan]
VlIan = vlan <vlan_name 32> | vlanid <vlanid 1-4094>

create web_authentication user Web

user <username 15>- Web

15
vlan <vlan_name 32> | vlanid <vlanid 1-4094>
vlan <vlan_name 32> - VLAN
vlanid <vlanid 1-4094> - VLAN ID
clear vlan - VLAN
1.03.00
> Web VLAN

#config web_authentication user webuser clear_vlan
Command: config web_authentication user webuser clear_vlan

Success.

3.40.13 delete web_authentication

Web

delete web_authentication <user <username 15> | all_users>

Web

user <username 15> -
all users - Web

1.03.00

: Web

#delete web_authentication user userl
Command: delete web_authentication user userl

Success.
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3.40.14 config web_authentication redir_url

Web URL
config web_authentication redir_url <string 128>
URL Web
URL URL
<string 128> - Web URL
1.03.00
> Web URL

#config web_authentication redir_url http://ww.website.com
Command: config web_authentication redir_url http://www.website.com

Success.

3.40.15 config web_authentication clear_redir_url

Web URL

config web_authentication clear_redir_url

config web_authentication redir_url URL
URL Web

1.03.00

: Web

URL

#config web_authentication clear_redir_url
Command: config web_authentication clear_redir_url

Success.
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3.40.16 config web_authentication auth_page

Web

config web_authentication auth_page <<login | logout> <default |
customize_text box line <value 1-8>> <content <multiword 70> | clear>>

Web login logout
<login | logout>
login - login
logout - logout
<default |customize text box line <value 1-8>>

default -
customize_text box line <value 1-8>-

content <multiword 70> -

( 70
35 ) "
Shift-JIS
clear -
1.07.00
: Web login

#config web_authentication auth page login customize textbox line 1 content "

Command: config web_authentication auth_page login customize textbox_line 1 content "

> Web login

#config web_authentication auth_page login customize_textbox_line 1 clear
Command: config web_authentication auth_page login customize_textbox line 1 clear

> Web login

#config web_authentication auth_page login default
Command: config web_authentication auth_page login default
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3.40.17 clear web_authentication auth_state

Web

clear web_authentication auth_state <ports>

| macaddr <macaddr>

ports <<portlist> | all> -
"all"
[authenticated | authenticating | blocked]
authenticated -
authenticating -
blocked -
macaddr <macaddr> - MAC

1.03.00

1-5 Web

#clear web_authentication auth_state ports 1-5
Command: clear web_authentication auth_state ports 1-5

Success.
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3.40.18 show web_authentication

Web

show web_authentication

Web

1.03.00

: Web

#show web_authentication
Command: show web_authentication

Web Authentication

State : Enabled
Method : Local
Authentication Failover : Disabled
Redirect Path

Virtual IP 0 1.1.1.1

Switch HTTP Port : 80 (HTTP)

RADIUS Authorization : Enabled

Local Authorization : Enabled

Redirect Action : Enabled

Session Timeout : 120 seconds
#

3.40.19 show web_authentication ports

Web

show web_authentication ports [<portlist>]

Web

ports <portlist> -

1.03.00
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1-3  Web

#show web_authentication ports 1-3
Command: show web_authentication ports 1-3

Port State Aging Time Block Time Auth Mode
(Minutes) (Seconds)
Enabled 60 120 Host-Based
Enabled 60 120 Host-Based
Enabled 120 120 Host-Based
#

3.40.20 show web_authentication auth_state ports

show web_authentication auth_state ports [<portlist>]

ports <portlist> -

1.03.00

# show web_authentication auth_state ports
Command: show web_authentication auth state ports

H:Host-based P:Port-based

Port MAC Address Original State VID Aging Time/
RX VID Block Time

1 00-00-00-00-00-01(H) 20 Authenticated 4004 Infinite

1 00-00-00-00-00-03(H) 100 Blocked - 60

2 00-00-00-00-00-02(H) 20 Authenticated 1234 Infinite

2 00-00-00-00-00-04(H) 110 Authenticating - 10

Total Authenticating Hosts :1
Total Authenticated Hosts :2
Total Blocked Hosts 11
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3.40.21 show web authentication connection

Web

show web_authentication connection
Web

1.12.00

: Web

#show web_authentication connection
Command: show web_authentication connection

Web Authentication Connections:
1. 00-40-66-CC-BA-64, 192.168.10.207
(1) 14_dst_port(host)=80, 14_src_port(host)=2195, 14_src_port(switch)=50205,
last_hit_time=1035150
TotalNum=1

Web Authentication Sessions:
Current Time: 1056000 (ms)
1. 00-40-66-CC-BA-64, 192.168.10.207, rx_port=1,
14_src_port(switch)=50205, session_start time=1035150
TotalNum=1
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3.40.22 show web_authentication user

Web

show web_authentication user

Web

1.03.00

: Web

#show web_authentication user
Command: show web_authentication user

Username Password VID

webuser webuser -

Total Entries:1
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3.40.23 show web_authentication auth_page

Web

show web_authentication auth_page

Web login logout

Shift-JIS

1.07.00

: Web

#show web_authentication auth_page
Command: show web_authentication auth page

Login Page Customized Text Box:

1.

2.

3. [ 1

4.

5.

6. : Network Maneger

7.TEL o 123-4567

8.MAIL : network.manager.ab@apresiasystems.com

1.

2.

3. [ 1

4.

5.

6. : Network Maneger

7.TEL o 123-4567

8.MAIL . network.manager .ab@apresiasystems.com
#
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3.41 POE

POE(Power over Ethernet) TP

IEEE802.3af
APLFM104GT-POE APLFM108GT-POE APLFM116GT-POE

3.41.1 config poe ports

PoE

config poe ports <all | <portlist>> state
State =state <enable | disable> | priority <critical | high | low> |
power_limit <class_based | user_define <value 1000-15400>>

priority <critical | high | lTow> -
critical high low
power_limit <class_based | user_define <value 1000-15400> -

class_based - PD

user_define <value 1000-15400> - 1000 15400mw

IEEE802.3af 4 PD Class (class 0,1,2,3)
PoE (enable)
15400(mW)
(user_define) 1000 15400(mW)
PD Class (class_based)
PD
4
Class 0: 15.4(W) 0.44 12.95(W)
Class 1: 4.0(W) 0.44 3.84(W)
Class 2: 7.000) 3.84 6.49(W)
Class 3: 15.4(W) 6.49 12.95(W)
ports <all | <portlist>> - all
state <enable disable> - PoE enable ( )
disable ( ) disable
1.05 enable

1.03.00
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1-4,5 PoE

#config poe ports 1-4 state enable priority critical power_limit class_based
Command: config poe ports 1-4 state enable priority critical power_limit class_b
ased

Success.

#config poe ports 5 state enable priority critical power_limit user_define 1000
Command: config poe ports 5 state enable priority critical power_limit user_define 1000

Success.

o

0 (state,priority,power_limit)
0 user_define 100mwW 100mw
0 config ports (disable)
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3.41.2 show poe ports

PoE

show poe ports <portlist>

PoE

<portlist> -

State - PoE

Priority -

Power Limit -

Class - PD (0-4)

Power - ( miv)
Voltage - ( dv)
Current - ( mA)

1.03.00

1 5 PoE

#show poe ports 1-5
Command: show poe ports 1-5

Port State Priority Power Limit(mW)
Class Power(mW) Voltage(decivolt) Current(mA)

Status

1 Enabled Critical ---(Class-based)
0 0 0 0
OFF : Interim state during line detection

2 Enabled Critical ---(Class-based)
0 0 0 0
OFF : Interim state during line detection

3 Enabled Critical ---(Class-based)
0 0 0 0
OFF : Interim state during line detection

4 Enabled Critical ---(Class-based)
0 0 0 0
OFF : Interim state during line detection

5 Enabled Critical 1000(User-defined)
0 0 0 0
OFF : Interim state during line detection

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
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3.41.3 config poe system

PoE
config poe system power_limit <value 20-125>
PoE
power_limit <value 20-125> - W
20  125W
1.03.00
: 37W

# config poe system power_limit 37
Command: config poe system power_limit 37
Success.
#
0 deny_low_priority_port

0 17W

LowPriorityDeny
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3.41.4 show poe system

PoE

show poe system

PoE

Power Limit -

System Total Power Consumption -
System Power Remained -

Power Disconnection Method -

Deny Low Priority Port config poe ports priority
1.03.00
PoE
#show poe system
Command: show poe system
PoE System Information
Power Limit : 37(Watts)
System Total Power Consumption : O(Watts)
System Power Remained : 42(Watts)
Power Disconnection Method : Deny Low Priority Port

IT System Power Remained is less than 17W (Power Guard Band), then there might
be no additional port supplied with power.
#
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3.41.5 config poe check mode

PoE

config poe check_mode < state <enable | disable> | checking_times <value 1-10
> | polling_times < value 30-120 > | poe_shutdown <enable | disable> |

led_alarm <enable | disable> >

PoE

state <enable | disable> - enable

checking_times <value 1-10> - PoE
PoE
3
polling_times <value 30-120> - PoE
30
poe_shutdown <enable | disable> - enable
PoE
led_alarm <enable | disable>- enable
PoE POE LED

)

PoE
enable ( )

PoE
enable ( )
PoE
enable (

1.11.00

. PoE

#config poe check mode state enable checking times 2 polling_times 60 poe_shutdown enable

led_alarm enable

Command: config poe check mode state enable checking_times 2 polling_times 60 poe_shutdown
enable led_alarm enable

Success.

o

PoE
PoE
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3.41.6 show poe check mode

PoE

show poe check mode
PoE

1.11.00

- PoE

#show poe check_mode
Command: show poe check mode

State > Enabled
checking_times : 3
polling times : 30

Poe shutdown > Enabled
led_alarm : Enabled
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3.42 COMMAND LOGGING
COMMAND LOGGING

3.42.1 enable command logging

enable

enable command logging

1.07.00

#enable command logging
Command: enable command logging

Success.

3.42.2 disable command logging

disable command logging

1.07.00

#disable command logging
Command: disable command logging

Success.
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3.42.3 show command logging

show command logging

1.07.00

#show command logging
Command: show command logging

Command Logging State : Enabled
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3.43

D) 2 (Link Error)
@) (MAC Internal Error)

0

3.43.1 config auto_recovery _mode

config auto_recovery mode < enable | disable > [mac_internal_error | both]

2

"System restart”

< enable | disable >
enable - enable ( )
disable - disable ( )
[mac_internal _error | both]
mac_internal_error -

both - Link Error MAC Error

1.08.00
1.10.00 (mac_internal _error )

#config auto_recovery mode enable
Command: config auto_recovery _mode enable

Success.
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3.43.2 show auto_recovery mode

show auto_recovery_mode

1.08.00
1.10.00 (MAC Internal Error Auto-recovery Mode

#show auto_recovery_mode
Command: show auto_recovery_mode

Port Link Error Auto-recovery Mode :Disabled
MAC Internal Error Auto-recovery Mode :Enabled

3.43.3 config mac_internal_error

[<portlist> | none] > | leave_safe_mode ]

checking_times <value 1-10> -

3
allowed times <value 0-2> -

1
external phy polling -
disable ( )
disable
safe_mode_block _ports [<portlist> | none] -

none
leave_safe _mode -

1.10.00
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config mac_internal _error [ < checking_times <value 1-10> | allowed_times
<value 0-2> | external _phy polling [enable | disable] | safe_mode_block ports




#config mac_internal_error checking_times 5 allowed_times 2 external_phy polling disable
Command: config mac_internal_error checking_times 5 allowed_times 2 external_phy polling
disable

Success.

0 LED

3.43.4 show mac_internal_error

show mac_internal_error [dump_debug_record]

dump_debug_record -

MAC Internal Error Occurrence Times -

Under Safe Mode - Yes

1.10.00

#show mac_internal _error
Command: show mac_internal_error

Checking Times 3
Allowed Times o1
External PHYs Polling : Enabled
Safe Mode Blocking Ports :1-28

MAC Internal Error Occurrence Times : O
Under Safe Mode : No
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@ RS-232C
) source

Target
®3) VLAN ( )
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5.1 LED
AC
PWR  LED
(RJ-45)
LINK/ACT  LED NIC
MDI-X
SFP
show mac_internal _error
CONSOLE LED
5.2
9600bps 1 8
. 1 RS ER ON
Login
CONSOLE RS-232C
CONSOLE
POWER  LED
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5.3 Telnet

IP
ENABLE
Telnet ENABLE
Telnet
5.4
VLAN
ENABLE
100
100
5.5 VLAN
VID VID VLAN
VID
5.6 SFP
SFP SFP
SFP
SFP
SFP
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5.7 PoE

Status

Enable

(RJ-45)

5.8
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No.

1 LAN IEEE802.3 10BASE-T
IEEE802.3u 100BASE-TX
IEEE802.3u Auto-Negotiation
IEEE802.3z 1000BASE-X
IEEE802.3ab 1000BASE-T

2 ITU-T V.24/V.28

3 RFC1157 Simple Network Management Protocol (SNMP)
RFC1901 Introduction to Community-based SNMPv2
RFC1905 Protocol Operations for Version 2 of the Simple
Network Management Protocol
RFC1908 Coexistence between Version 1 and Version 2 of
the Internet-standard Network Management Framework
RFC2570 Introduction to Version 3 of the Internet-
standard Network Management Framework
RFC2575 View-based Access Control Model (VACM) for the
Simple Network Management Protocol (SNMP)

4 RFC1213 Internet MIB
RFC1493 Bridge MIB
RFC2819 RMON MIB 4
RFC2021 RMON2 MIB Probe config
RFC2233 ifMIB

5 RFC793 TCP(Transmission Control Protocol)
RFC768 UDP(User Datagram Protocol)
RFC1350 THE TFTP PROTOCOL (REVISION 2)
RFC783 TFTP Client
RFC791 IP(Internet Protocol)
RFC792 ICMP(Internet Control Message Protocol)
RFC826 ARP(Address Resolution Protocol)
RFC854 TELNET
RFC1769 SNTP(Simple Network Time Protocol)
RFC3164 SYSLOG
RFC5321 SMTP(Simple Mail Transfer Protocol)
RFC951/RFC1541 BootP/DHCP Client

6 IGMP snooping RFC1112 1GMPv1 (snooping only)

RFC2236 1GMPv2 (snooping only)
RFC3376 1GMPv3 (awareness only)
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No.

RFC2865
RFC1492

RADIUS (client only)
TACACS+ Authentication For the Management Access

RFC2138/RFC2139 RADIUS Auth. For Management Access

RFC2866
RFC4250
RFC4251
RFC4252
RFC4253
RFC4254
RFC4256

RADIUS Accounting (802.1x only)

The Secure Shell (SSH) Protocol Assigned Numbers
The Secure Shell (SSH) Protocol Architecture

The Secure Shell(SSH) Authentication Protocol

The Secure Shell(SSH) Transport Layer Protocol

The Secure Shell(SSH) Connection Protocol

Generic Message Exchange Authentication for the Secure

Shell Protocol (SSH)

VCCI Class A

IEEE802.3ad

IEEE802.1Q tag group VLAN,
QoS(IEEE802.1Q priority mapping/queuing)
IEEE802.1D STP/RSTP

IEEE802.1Q MSTP

IEEE802. 3x

IEEE802.1AB LLDP

IEEE802.3af PoE
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