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1.2
@ IP

| (1.1 )

| (1.1 )

| ON

LED
PWR LED

Ctrl+R

< >
Press any key to login...

l

Ctrl+R

< >
ApresialLightGM110GT-SS Gigabit Ethernet Switch
Command Line Interface

Firmware: 1.11.00
Copyright(C) 2018 APRESIA Systems, Ltd. All rights
reserved.
UserName:

login adpro

UserName:adpro
PassWord:
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(2) Web
Web

GUI
GUI

1P
1P 10.0.0.1/24

#config ipif System ipaddress 10.0.0.1/24
Command: config ipif System ipaddress 10.0.0.1/24

Success.

#logout

Press any key to login...

OFF

LAN

1P HTTP

)http://10.0.0.1

.2.1 )

@ )
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2. Web GUI

Web GUI /
2.1

3 2-1

2-1
[]
[Apply]
Apply
> >

Device > Port > Port Properties
[Device] [Port] [Port
Properties]
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2.2.2 GUI
GUI
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Device Information
Device Type
System Name
System Locafion
System Contact
Boot PROM Version
Firmware Version
System Time

APLGM124GTSS

1.00.01
1.11.00
00 Days 05:20:54

Device Status and Quick Configurations

SNTP

Spanning Tree
RMOMN

CLI Paging

Sysleg Global State
S5L

GVRP

Telnet

Disabled Setftings
Disabled Settings
Disabled Seftings
Enabled Seftings
Disabled Seitings
Disabled Seftings
Disabled Setftings
Enabled (TCP 23) Setfings

B

MAC Address

IF Address

Mask

Gateway

Management VLAN
Login Timeout (Minutes)
Dual Image

Jumbo Frame
MLD Snooping
IGMP Snooping
802.1%

S5H

Port Mirror
Web

00-40-66-73-93-46
10.0.0.1 {Stafic)
255.0.0.0

10.0.0.2

default

10 mins
Supported

Enabled Setfings
Disabled Seffings
Disabled Seftinas
Disabled Seftings
Disabled Seffings
Disabled Seffings
Enabled (TCF 80) Seftings

APREISA

APREISA

!

> Save Configuration)
save config
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0 (Ver. 1.11)

3.1 Device Information

[Device Information] [ ] [Device
Information] MAC (
PROM
MAC
[Device Information]
evice " ALl
Device Information
Device Type AFPLGM124GTSS MAC Address 00-40-86-73-93-46
System Name IP Address 10.0.0.1 (Static)
System Location Mask 255.0.0.0
System Contact Gateway 10.0.0.2
Boot PROM Version 1.00.01 Management VLAN default
Firmware Version 1.11.00 Login Timeout (Minutes) 10 mins
System Time 00 Days 05:20:54 Dual Image Supported
Device Status and Quick Configurations
SNTP Dizsabled Seitings Jumbo Frame Enabled Settings
Spanning Tree Disabled Settings MLD Snooping Disabled Setiings
RMON Disabled Settings IGMF Snooping Disabled Setiings
CLI Paging Enabled Seftings 802.1X Disabled Setiings
Syslog Global State Disabled Settings SSH Disabled Settings
S5L Dizabled Settings Port Mirror Disabled Seftings
GVRP Disabled Settings Web Enabled (TCP 80) Seftings
Telnet Enabled (TCP 23) Settings
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3.2 Configuration
3.2.1 System Information
MAC

Configuration > System Information

MAC Address 00-40-66-73-93-46
Firmware Version 1.11.00

System Name [ |
System Location [ |
System Contact [ |

Apply

System Name
System Location

System Contact
[Apply]

3.2.2 Serial Port Settings

Configuration > Serial Port Settings

al Fo e 0

Baud Rate 9800 b

Auto Logout Mever -
Data Bits g

Parity Bits Mone

Stop Bits 1

Apply

Baud Rate
9600/19200/38400/115200bps 4

Auto Logout

2 /5 /10 /15 /Never 10
Never

[Apply]
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3.2.3 IP Address Settings

1P
1P
Configuration > IP Address Settings
® Static O DHoP O BooTrP
IP Interface | |
Management VLAN Narme |defau|t |
Intetface Admin State |Enab|ed v|
IPv4 Address [1oJ[eo ][so [eo |
Subnet Mask . El El[l
Gateway El El El El
IP
@ [Static]
() 1Pv4
®
1P
0.0.0.0
VLAN VLAN default default
VLAN
Interface Admin State [Enable]
BOOTP DHCP 1P
[DHCP] [BOOTP]
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Static 1Pv4
XXX XXX XXX - XXX XXX
0 255 (10 )
DHCP DHCP
DHCP 1P
DHCP
DHCP
BOOTP BOOTP
BOOTP IP
BOOTP
BOOTP
IP Interface IP System
Management VLAN TCP/IP(HTTP Telnet )
Name VLAN VLAN default
Interface Admin IP
State
IPv4 Address 1Pv4
Subnet Mask
XXX« XXX« XXX 2 XXX XXX 0 255 (10
) 255.0.0.0 B
255.255.0.0 C 255.255.255.0
Gateway
1P IP
[Apply]
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3.2.4 1Pv6 Interface Settings

1Pv6
Configuration > IPv6 Interface Settings
FvVb BITace = ]
Interface Mame Systemn
VLN Nams TT—
Admin. State
v Adress |
Autornatic Link Local Address Disabled v
NS Retransmit Time (0-4294967205) [ ms
|PvE Address

IPV6 IPV6 [Apply]

Interface Name IPv6 System
VLAN Name IPv6 VLAN

Admin. State

IPv6 Address 1Pv6 /

Automatic Link
Local Address
NS Retransmit Time |0 4294967295

(0-4294967295) 0

[Apply]
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3.2.4.1 IPv6 Route Settings

1Pv6
Configuration > IPv6 Route Settings
=V ~ 0Ll L
IPviG Default Gateway
IP Interface Default Gateway Metric (1-65535)
Systemn | | Create ] [ Delete

Total Entries: 0
Frefix Mext Hop IP Infterface Protocol

IP Interface 1Pv6 System
Default Gateway IPv6

Metric 1 65535
[Create] 1Pv6
[Delete] 1Pv6
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3.2.5 IPv6 Neighbor Settings

1PV6 IPv6
Configuration > IPv6 Neighbor Settings

Fvb Nelgnpo = ]
Interface Narme
Neighbar IPv6 Address | |
Link Layer MAC Address | |
Interface MName
State : Al vl [ Find ][ clear

Total Entries: 0
Interface

Link Layer Address

MAC [Add]
All/Address/Static/Dynamic

[Find]

IPv6
1Pv6

[Clear]

Interface Name 1Pv6 System
Neighbor 1Pv6 IPv6

Address
Link Layer MAC MAC
Address
State
[Add] IPv6
[Find]

[Clear]

All/Address/Static/Dynamic
Link Layer MAC Address
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3.2.6 Port Configuration
3.2.6.1 Port Settings

/ /
MDIX

Configuration > Port Configuration > Port Settings

From Fot  ToPort State Speed/Duplex Flow Control Address Learning  Medium Type MDLX
[ o1[«] | 01[s | Enabled - [ Auto |+| | Disabled = | Enabled |- | Copper | = | |z | Apply |
Refresh

Fort State SpeedDuplex Flow Contral Connection Address Learning WD =
01 Enabled Autg Disabled 100M/FullMone Enabled Auto
02 Enabled Autg Disabled Link Down Enabled Auto
03 Enabled Auto Disabled Link Down Enabled Auto
04 Enabled Auto Disabled Link Down Enabled Auto
05 Enabled Auta Disahled Link Down Enabled Autao
08 Enabled Autg Disabled Link Down Enabled Auto
07 Enabled Autg Disabled Link Down Enabled Auto
08 Enabled Autg Disabled Link Down Enabled Auto
09 Enabled Autg Disabled Link Down Enabled Auto
10 Enabled Auto Disabled Link Down Enabled Auto
11 Enabled Auto Disabled Link Down Enabled Auto
12 Enabled Auto Disabled Link Down Enabled Auta
13 Enabled Autg Disabled Link Down Enabled Auto =
14 Enabled Autg Disabled Link Down Enabled Auto
15 Enabled Autg Disabled Link Down Enabled Auto
16 Enabled Auto Disabled Link Down Enabled Auto
17 Enabled Auto Disabled Link Down Enabled Auto
18 Enabled Auta Disahled Link Down Enabled Autao
19 Enabled Autg Disabled Link Down Enabled Auto
20 Enabled Autg Disabled Link Down Enabled Auto
21(C) Enakled Auto Disabled Link Down Enabled Auto
21(F) Disabled Auto Disabled Link Down Enabled
22 (C) Enabled Auto Disabled Link Down Enabled Auto
22 (F) Disahled Auta Disabled Link Down Enabled
23(C) Enabled Auta Disabled Link Down Enabled Auta =
23(F) Disahbled Auto Disabled Link Down Enabled
24(C) Enabled Auto Disabled Link Down Enabled Auto ﬂ
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From Port/To Port
State

Speed/Duplex / /
Auto

Auto 10M half 10M full 100M half 2100M full 1000M full master

1000M full slave 1000M full
Auto
2 (1000M full master 1000M full
slave)
1000M full master 1000M full slave

uTp
(1000M full master)

2
2
(1000M full slave)
1 1000M full
master 1000M full slave
Flow Control
802.3x
Address Learning MAC MAC
Medium Type SFP
[Fiber] 1000BASE-T [Copper]
MDIX MDIX auto ( ) normal (MDI-X) cross (MDI)
normal (MDI-X)
PC(MDI) cross (MDI)
(MDI-X)
[Apply]
[Refresh]
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3.2.6.2 Port Description Settings

Configuration > Port Configuration > Port Description Settings

=0 Le D10 e o
From Port To Port Medium Type Description
01 . 01 - Copper | = Apply

Port Description | |
01
0z
03
04
05
0
07
08
09 =
10
11
12
13
14
15
16
17
18 } |
19
20

21(C)

21 (F)

" |

Medium Type SFP [Fiber]
1000BASE-T [Copper]
C RJ45 F

From Port/To Port
Medium Type SFP
[Fiber] 1000BASE-T [Copper]

Description
[Apply]
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3.2.6.3 Port Error Disabled

Configuration > Port Configuration > Port Error Disabled

Port Port State Connection Status Reason |

Port
Port State ( )

Connection ( )
Status
Reason (
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3.2.6.4 Port Media Type

Configuration > Port Configuration > Port Media Type

Port Media Type

Port Type

o1 100BASE-TX
0z 1000BASE-T
03 1000BASE-T
04 10008ASE-T
05 1000BASE-T
06 10008ASE-T
07 10008ASE-T
08 1000BASE-T
09 1000BASE-T
10 10008ASE-T
11 1000BASE-T
12 1000BASE-T
13 10008ASE-T
14 10008ASE-T
15 1000BASE-T
16 1000BASE-T
17 10008ASE-T
13 1000BASE-T
E 10008ASE-T
20 10008ASE-T
21 1000BASE-T
22 1000BASE-T
23 10008ASE-T
24 1000BASE-T

Port

Type

30/222



3.2.6.5 Port Green Mode Settings

Configuration > Port Configuration > Port Green Mode Settings

From Port To Port State
oo 01 - Enabled
((Refresh |
Fort State Cperation State
01 Enable Power Down
02 Enable Power Down
03 Enable Power Down
04 Enable Power Down
05 Enable Power Down
08 Enable Power Down
a7 Enable Power Down
08 Enable Power Down
09 Enable Power Down
10 Enable Power Down
11 Enable Power Down
12 Enable Power Down
13 Enable Power Down
14 Enahle Power Down
15 Enable Power Down
16 Enable Power Down
17 Enable Power Down
18 Enable Power Down
19 Enable Power Down
20 Enable Power Down
21 Enable Power Down
22 Enable Power Down
23 Enable Power Down
24 Enable Power Down

From Port/To Port
State /

[Apply]
[Refresh]
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3.2.7 Static ARP Settings
ARP IP TCP/IP ARP

ARP MAC

o

Configuration > Static ARP Settings

2ndm = #
Global Settings

ARP Aging Time (0-65535) [20 | min

Add Static ARP Entry

Delete All

Total Entries: 3
Interface

IP Address MAC Address

System 10.0.0.0 FF-FF-FF-FF-FF-FF LocallBroadcast Edit Delete
Systern 10.0.0.1 00-40-66-45-5E-78 Local [ Edit || Delete |
Systern 10.0.0.255 FF-FF-FF-FF-FF-FF LocaliBroadeast [ Edit || Delete |

ARP Aging Time ARP
(0-65535) ARP 0 65535
20
IP Address ARP IP
MAC Address ARP MAC
[Apply]
ARP IP MAC [Apply]
ARP [Delete All] ARP
[Apply] ARP
[Delete]
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3.2.8 User Accounts

Configuration > User Accounts :

Add User Accounts

Access Right Admin - Confirm Password |:| Apply

Hote: Password/User Mame should be less than 15 characters.

Total Entries : 0

Old Password MNew Password Confirm Password

User Name 15

Password

Access Right 2

Confirm
Password
[Apply]
[Edit]

~N
~
N
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3.2.9 System Log Configuration
3.2.9.1 System Log Settings

Configuration > System Log Configuration > System Log Settings

SystemLog (3 Disabled O Enahled

System Log Save Mode Settings

SaveMode | OnDemand v [ ming-essas

System Log
System Log Save
Mode Settings On Demand/Time Interval/Log Trigger
min (1-65535
[Apply]

3.2.9.2 System Log Server

Configuration > System Log Configuration > System Log Server

00 anso

Add System Log Server

Server D 1 w Severity Warning w

Server P Address [ Faility Local 0 v

UDP Port (514 o 6000-65535) Status Disabled
System Log Server List

Server [P Address Facility UDP Port
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Server ID (1-4)
Severity
Warning/ Information/All
Server IP IP
Address
Facility
16 23
0 12 NTP
1 13
2 14
3 15
4 / 16 0
(local0)
5 17 1
(locall)
18 2
(local2)
7 19 3
(local3)
8 uuce 20 4
(local4)
9 21 5
(localb)
10 / 22 6
(local6)
11 FTP 23 7
(local7)
UDP Port(514 or UDP
6000-65535) 514
Status
[Apply]
[Edit]
[Delete]

35/222



3.2.10 MAC Address Aging Time
MAC
10 1,000,000 300

Configuration > MAC Address Aging Time

MAC Address Aging Time (10-1000000) |300 |sec

Apply

MAC Address MAC address aging time 10 1,000,000
Aging Time 300

[Apply]

o FDB < se 2 < >1

3.2.11 Web Settings
Web GUI /
HTTP Web GUl
TCP 80

Configuration > Web Settings

WEB State Disabled @ Enabled

Port (1-65535)

WEB State Web GUI /

Port Web 1 65535
80

[Apply]
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3.2.12 Telnet Settings
Telnet Telnet
TCP 23

Configuration > Telnet Settings

Telnet State @ Enabled Disabled
Port (1-65535)

Apply

Telnet State Telnet /
Port Telnet 1 65535
23
[Apply]
3.2.13 CLI Paging Settings
CLI 1

CLI

Configuration > CLI Paging Settings

CLI Paging State Disabled @ Enabled

Apply

CLI Paging CLI /
State

[Apply]
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3.2.14 Firmware Information

Configuration > Firmware Information

Wwale ¥ AL
D Version Size (B) Update Time User
*1 1.11.00 3227400 0000/00/00 00:04:04 adpro(COMSOLE) Boot UP Delete
2 1.11.00 3227400 0000/00/00 00:07:07 adpro(CONSOLE) Boot UP Delete
‘*‘ . Boot up firmware
(SSH) . Firmware update through SSH
(WEB) : Firmware update through WEB
(SNMP) - Firmware update through SNMP
(TELNET) : Firmware update through TELNET
(COMNSOLE) : Firmware update through CONSOLE

Version

Size (B)

Update Time

User
[Anonymous] [Unknown]

[Boot UP]
[Delete]
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3.2.15 SNTP Settings
3.2.15.1 Time Settings
SNTP

Configuration > SNTP Settings > Time Settings

iIHHEIﬂﬂHHEEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII;I

Status

SNTF State @ Disabled O Enabled
Current Time 00/00/0 05:38:18

Time Source Systermn Clock

SNTP Settings

SNTP First Server [p.0.0.0 |
SNTF Second Server [0.0.00 |
SNTP Poll Interval In Seconds (30-99999) [720 |
Set Current Time

Date (DDMMATTT [ooioom |
Tirne (HH:MM:SS) [o5:38:18 |

Status
SNTP State SNTP /
Current Time

Time Source
SNTP Settings

SNTP First Server | SNTP IP
SNTP Second Server | SNTP IP
SNTP Poll Interval SNTP (

In Seconds

(30-99999)

Set Current Time
Date (DD/MM/YYYY
Time (HH:MM:SS)
[Apply]
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3.2.15.2 TimeZone Settings

SNTP
Configuration > SNTP Settings > TimeZone Settings
- & - - L
Daylight Saving Time State Dizsahled w
Daylight Saving Time Offset In Minutes A0 w
Time Zone Offsetfram TS In +-HH: MW + |09 |00 =

DST Repeating Settings
Frarm: Wyhich Week Of The Manth

Fram: Day Of Week

Frarm: Maonth

Frarm: Time In HH ki
Towvhich Week Of The Month
To: Day Of Week

To: Month

To: Time In HH hnd

DST Annual Settings
From: Manth

Fram: Day

Fram: Time In HH hihd
To: Month

Tao: Day

Ta: Time In HH hnd

Apply

Daylight
Saving Time
State
Daylight 30 60 90 120
Saving Time
Offset In
Minutes
Time Zone (UTC)
Offset:from
UTC In +/-HH:MM
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DST Repeating Settings

2 10
From: Which
Week Of The
Month

From: Day Of
Week

From: Month
From: Time In
HH MM

To:Which Week
Of The Month
To: Day Of Week
To: Month

To: Time In HH
MM

DST Annual Settings

10 14
From: Month
From: Day

From: Time In
HH MM

To: Month

To: Day

To: Time In HH
MM

[Apply]

41/222



3.2.16 SMTP Settings
SMTP

SMTP

SMTP

3.2.16.1 SMTP Service Settings
SMTP

Configuration > SMTP Settings > SMTP Service Settings

VITP Service Settings

SMTP Global Settings

SMTP State CEnabled @ Disabled

SMTF Server Address [0.0.00 |

SMTF Server Part (1-65535) o |

Self Mail Address | |(Max:64 characters)

SMTP Mail Receiver Address

Add A Mail Receiver |(Max:64 characters)

2 Delete
Celete
4 Celete
Celete
G Celete
Celete
8 Celete
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SMTP State SMTP

SMTP Server SMTP IP

Address

SMTP Server SMTP TCP SMTP
Port (1-65535) 25 1 65535

Self Mail Address

1 64
Add A Mail
Receiver [Add] 8
Mail Receiver Address
[Delete]
[Apply]

3.2.16.2 SMTP Service
SMTP

Configuration > SMTP Settings > SMTP Service

¥ - atild=

Subject: | |

Content:

Subject e-mail
Content e-mail
[Send]
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3.2.17 SNMP Settings

SNMP
SNMP

SNMP
SNMP
SNMP
)
SNMP
SNMP 3
SNMP 1
SNMP
SNMP 1
public - MIB
private - MIB
SNMP 3
SNMP
3
SNMP 1
SNMP 3
SNMP
SNMP

1 2c 3
SNMP
2
2C
SNMP
SNMP
SNMP
SNMP
MIB
SNMP
3
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Trap

0 SNMP

SNMP delete snmp
community delete snmp user
3.2.17.1 SNMP View Table
SNMP MIB
SNMP
SNMP Configuration > SNMP Settings > SNMP View Table
Yiew Narme | |
Subtree OID | |
Yiew Type Included s

Total Entries: 8

Wiew Name
restricted
restricted
restricted
restricted
restricted
Communityyiew
Communityyiew
Communityyiew

Subtree
1.3.6.1.2.1.1
1.3.6.1.2.1.11
1.3.6.1.6.3.10.2.1
1.3.6.1.6.3.11.2.1
1.3.6.1.6.3.15.1.1
1

1.3.6.1.6.3
1.3.6.1.6.3.1

Included
Included
Included
Included
Included
Included
Excluded
Included

[_Delete ]
(_Delete ]
[_Delete ]
(_Delete ]
[_Delete ]
(_Delete ]
[_Delete ]
[ Delete ]

View Name 32 View Name
SNMP
Subtree 0ID (0ID) 0ID SNMP
SNMP
(MIB )
View Type Included SNMP
Excluded
SNMP
[Apply] [Delete]
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3.2.17.2 SNMP Group Table
SNMP SNMP (SNMP
SNMP

Configuration > SNMP Settings > SNMP Group Table

Add Group

Group Mame

Read Yiew Name

Write View Name

Motify View Name
User-hased Security Model ShMPy w
serurty Love

Total Entries: 9

Group Narme ame LAl i [ Matify yt : ecurity Model Security Level

puhlic Community... Community... SMMPy MoAuthMoPriv
puhlic Community... Community... SMMPy2 MoAuthMoPriv
initial restricted restricted SMMPy3 MoAuthMoPriv
private Community... Community... Community... SMMPy1 MoAuthMoPriv
private Community... Community... Community... SMMPy2 MoAuthMoPriv
ReadGroup Community... Community... SMMPy1 MoAuthMoPriv
ReadGroup Community... Community... SMMPy2 MoAuthMoPriv
WiriteGraup Community... Community... Community... SMMPy1 MoAuthMoPriv
WiriteGraup Community... Community... Community... SMMPy2 MoAuthMoPriv

Group Name 32 Group Name SNMP
SNMP
Read View Name SNMP SNMP SNMP
Write View Name | SNMP SNMP SNMP
Notify View SNMP SNMP
Name SNMP
User-based SNMPv1 - SNMP
Security Model SNMPv2 - SNMP
SNMPv3 - SNMP 3
Security Level SNMPv3
NoAuthNoPriv - SNMP
AuthNoPriv - SNMP
AuthPriv - SNMP
[Apply]
SNMP [Delete]
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3.2.17.3 SNMP User Table
SNMP

Configuration > SNMP Settings > SNMP User Table

e

Add User
User Mame

Group Mame

SNMP Yersion

SNMP Y3 Encryption
Auth-Pratocol by Passward
Priv-Pratacol by Passward
Auth-Pratacol by Key
Priv-Pratacol by Key

Total Entries: 1

Group Name
initial initial

MNone v

FPassword

FPassword

Key

Key

SMNMP Yersion Auth-Protocal

Priv-Protocal

W3 MNone MNone

Apply

[ Delete |

User Name 32 User Name SNMP
Group Name Group Name SNMP
SNMP Version V1 - SNMP
V2 - SNMP
V3 - SNMP
SNMP V3 None - SNMPv3
Encryption Password - SNMPv3
Key - SNMPv3

Auth-Protocol
by Password

MD5 - HMAC-MD5-96
SHA - HMAC-SHA

Priv-Protocol

None -

by Password DES - CBC-DES(DES-56) DES 56-bit
Auth-Protocol MD5 - HMAC-MD5-96

by Key SHA - HMAC-SHA

Priv-Protocol None -

by Key DES - CBC-DES(DES-56) DES 56-bit
Password SNMPv3

Key SNMPv3

[Apply]

[Delete]
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3.2.17.4 SNMP Community Table

SNMP SNMP
SNMP
[€)) MIB MIB SNMP
(2) MIB / SNMP
Configuration > SNMP Settings > SNMP Community Table

Add Community

Community Name | |

Yiew Name | |

Access Right Read Only v

Total Entries: 2

Cammunity Name Wiew Mame Access Right
private Cormmunityiew read_witite
puhlic Communityview read_only

Community Name SNMP 32
SNMP SNMP
MIB
View Name SNMP MIB
32
SNMP
Access Right Read Only - SNMP
MIB
Read Write - SNMP
MIB /
[Apply]
[Delete]
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3.2.17.5 SNMP Host Table
SNMP SNMP

Configuration > SNMP Settings > SNMP Host Table

NIVIFE F0 dabie

Add Host Table
HostIP Address [ |
User-hased Security Model ShilPwl w

Security Level

Community String f SKMPv3 User Mame

Total Entries: 0

Host IP Address User-hased Security Model Security Level Community MamefSHMPy3 User Name

Host IP Address | SNMP 1P
User-based SNMPv1 - SNMP 1
Security Model SNMPV2c - SNMP 2

SNMPv3 - SNMP 3

Security Level NoAuthNoPriv - NoAuthNoPriv
AuthNoPriv - AuthNoPriv
AuthPriv - AuthPriv
Community SNMPv3
String / SNMPv3
User Name

[Apply]

3.2.17.6 SNMP Engine ID
ID SNMPv3
SNMP

Configuration > SNMP Settings > SNMP Engine ID

Engine IO 800001160300ae32002400
Apply
MNote: Engine ID length is 10-64, the accepted character is from O0to F.
Engine 1D SNMP ID
ID ID [Apply]
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3.2.17.7 SNMP Trap Configuration
SNMP /

Configuration > SNMP Settings > SNMP Trap Configuration

SNMP Trap [Enabied =]
SNMP Authentication Traps [Enabled =]
SNMP Link Ghange Traps [Enabled =]
SNMP Lagin Trap [Disabled =]
ShMP Logout Trap Im
SNMP Lagin Fail Trap [Disabled =]

Apply |

SHMP LinkChange Traps Port Settings
From Paort To Port State

01 =~ 01 2 IEnabIed 'l Apply |

Fort State =
1 Enahled
2 Enabled
3 Enahled
4 Enahled
] Enahled
4 Enahled
7 Enahled
g Enahled
9 Enahled
10 Enahled
11 Enahled
12 Enahled
13 Enahled
14 Enahled
14 Enahled
16 Enahled
17 Enahled =
18 Enahled hd
SNMP

SNMP Trap SNMP /

SNMP Authentication SNMP /

Traps

SNMP Link Change SNMP /
Traps

SNMP Login Trap SNMP /
SNMP Logout Trap SNMP /
SNMP Login Fail Trap | SNMP /
From Port/To Port SNMP

State SNMP /
[Apply]
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3.2.17.8 RMON
RMON /

Configuration > SNMP Settings > RMON :
s —

RMOM Status CEnabled & Disahled
RMON Status RMON /
[Apply]
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3.3 Command Logging
3.3.1 Command Logging Settings
Command Logging

Configuration > Command Logging Settings

Command Logging Settings
Command Logging State % Enabled © Disabled

Apply |

Command
Logging State

[Apply]

L

Web
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3.4 PoE
PoE(Power over Ethernet) TP
IEEE802.3at
PoE APLGM110GT-POE APLGM118GT-POE APLGM124GT-POE 3

3.4.1 PoE System Settings
PoE PoE

Configuration > PoE > PoE System Settings

=r Jyete = ]

Power Limit (20-375)
[ ] wats
Recover Mode
Auto - DelayTime (180-600)[  |sec [ aeply ][ Refresh |
PoE Manual Recovery
PoE System Information
Power Limit (Watts ) (?\f?tetsn; U PR RS I System Power Remained (Walts) Power Disconnection Method Recover Mode Environment Status
375.0 0.0 375.0 Deny Low Priority Port Auto(Delay:180 sec) Normal

Power Limit 20 375
APLGM110GTPOE APLGM118GTPOE APLGM124GTPOE

APLGM110GTPOE 20 125(W)
APLGM118GTPOE 20 250(W)
APLGM124GTPOE 20 375(W)
Recover Mode FAN / PoE
Auto(Delay:180 )
auto - PoE
Delay Time
manual - PoE PoE Manual

Recovery [Apply]

Delay Time Recover Mode auto

180 600( ) 180( )
PoE Manual Recover Mode manual
Recovery PoE Manual Recovery [Apply]
[Apply]
[Refresh]
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0 Deny Low Priority Port

c APLGM124GTPOE POE FAN
185\ FAN 155\ FAN
0 POE
(Ver.1.04) (User
Define Class Based PD )
(Ver.1.05)
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3.4.2 PoE Port Settings
PoE PoE

Configuration > PoE > PoE Port Settings

i ? i - 8
From Port To Port State Priority Power Limit
0 - g1 - Enabled = Critical - Class Based ~

[ Apply

PoE Port Information
Port  State Priority Power Limit (mW) Class Fower (mW) ‘oltage (Decivolt) Cument (mA) Status

1 Enabled Low -—-(Class based) i] 0 1] 0 OFF : Interim state. .
2 Enabled Low T770{User Defined) 0 5900 552 108 OM : 802 3af-compl...
3 Enabled Low —(Class based) ] i} 1] 0 OFF : Interim state
4 Enabled Low —(Class based) 0 0 0 0 OFF : Interim state...
a Enabled Low —(Class based) 1] 0 0 0 OFF : Interim state...
i1 Enabled Low —(Class based) 0 0 0 0 OFF : Interim state...
T Enabled Low -—-(Class based) i] 0 1] 0 OFF : Interim state_ .
a8 Enabled Low -—-(Class based) 0 0 1] 0 OFF : Interim staie .

From Port/To Port
State PoE (Enable)
(Disable) PD
Priority (Low)
Critical,High,Low Critical
Power Limit 31200(mW)
(User Define) 1000
31200(mw)
(Class Based) PD
Class 0: 16.2(W) 0.44 12.95(W)
Class 1: 4.2(W) 0.44 3.84(W)
Class 2: 7.400) 3.84 6.49(W)
Class 3: 16.2(W) 6.49 12.95(W)
Class 4: 31.2(W) 12.95 25.50(W)
[Apply]
[Refresh]
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o

0 (State,Priority,Power Limit)

0 user_define 200mwW
200mW

0 config ports (disable)

0

(Ver.1.04) (Class Based)
(Ver.1.05) (User Define : 31200mw)
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3.5 L2 Features
3.5.1 Jumbo Frame

9216 (1522

L2 Features > Jumbo Frame

Jumbo Frame O Disabled  ®© Enahled

Current Status: The maximum size of Jumba frame is 9216 bytes.

Apply

[Apply]

3.5.2 VLANs

IEEE 802.1p

IEEES02.1p
( )
IEEE802. 1p
( )
0 7 0 7
7
7( ) 7
0
4:1 7(
) 4 0 1
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VLAN

VLAN
VLAN VLAN
VLAN
IEEES02.1Q VLAN
802.1Q

default VLAN VID

IEEE 802.1Q VLAN

- 802.1Q VLAN
- 802.1Q VLAN

IEEE 802.1Q(

VLAN

IEEE 802.1Q
VLAN

VLAN VLAN

VLAN

VLAN VLAN

IEEE 802.1Q

VLAN

VLAN

default

VLAN

802.1Q VLAN
(

IEEE 802.1Q VLAN

IEEE 802.1Q VLAN

VLAN 802.1Q

VLAN
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IEEE 802.1Q
(@) VLAN

1802.1Q Packet Forwarding|

®
1

Packet
Transmitted

)

3) 1

Ingress Rules Egress Rules

(4) 802.1Q VLAN Applied ‘Applisd
®) 3 4 A

__ | Forwarding
Process

— || e

@ -1 VLAN - ) oo

" M Iy
:llw:lng v/ ]

Port State

(b - —

802.10 VLAN
802.1Q VLAN MAC 4
0x8100
0x8100 IEEE 802.1Q/802. 1p
2 3 (CFI -

) 1 VLAN ID(VID) 12
802.1p VID  VLAN 802.1Q VID
4094 VLAN

IEEE B02.1Q Tag

1 2 3 4
Destination Address (6 octets) |

Sowrce Address (6 octets)

|
|
EtherType = Ox8100 2 Tag Control Information !

MAC Length/Type | Begining of Data |

4 Octets
o
|
|
|
|
|
|
|

Cyelic Redundancy Check {4 octets) |

(Fuserpriority| cFz | VLANID (vID) (12 bits)

3 bits 1bit 12 bits
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VLAN ID
(
802.1Q
802.1Q VLAN
802.10Q
802.1Q VLAN

PVID

VLAN

PVID

PVID 1
PVID

VID
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VLAN ID  MAC Adding en TEEE 802,16 Tag —
Packt
/ Bast. | Src. | Lergth/Eryps ‘ Bt ‘ 2} ‘+_J
\‘\‘\NW
1 A Pocket
Ny
(CRO) m.at.m"rq|l.qﬂmm‘m au:‘
o
802.1Q VID ) 1 802.1Q
VLAN
(
MAC VLAN
VLAN VLAN ID PVID
PVID
PVID
PVID VLAN 2 VLAN
PVID VLAN
PVID 802.1Q
VLAN
VLAN
VLAN PVID
VID PVID
PVID VID
PVID VID
VID
2 VID
PVID VID
PVID 1 VLAN
VID



VLAN VLAN
802.10 VLAN VLAN
VLAN VID
VLAN
VLAN 802.10Q
VLAN
802.10Q
802.1Q VLAN
802.1Q VLAN (PVID
802.1Q
VLAN
VLAN )
VLAN
VLAN VLAN
802.1Q VLAN
802.1Q VLAN
802.1Q VLAN 802.1Q VLAN
VLAN PVID VID
(
VLAN( VID)
VLAN( VID) VID

VLAN
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VLAN

VID1 default VLAN
VLAN
VLAN
1
VLAN
VLAN NIC 802.1Q
NIC
VLAN
VLAN
VLAN 2 1
( )
( 10) VLAN 2 (VLAN 2 )
10 VLAN 2
10 VLAN 2 VLAN
VLAN 1 VLAN
2
VLAN VLAN
VLAN
VLAN 1 12 3 4 VLAN 2 15 6
7 1 2 VLAN 8 9 10 VLAN
8 9 10 VLAN
VLAN
VLAN 1D
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Q-in-Q VLAN

Q-in-Q VLAN( VLAN ) VLAN
VLAN VLAN VLAN
ISP L2
LAN
LAN
4000 VLAN VLAN 4000
VLAN VLAN
Q-in-Q VLAN SPVID IEEE802.1Q VLAN VLAN
VLAN TPID( ID) VLAN
16
VLAN VLAN
Q-in-Q VLAN
SPVLAN(TPID + 802.1Q CEVLAN
TPID +
VLAN VLAN
Q-in-Q VLAN
Q-in-Q VLAN
€D SPVLAN TPID TPID
@
(3) Q-in-Q VLAN SPVID
(4) Q-in-Q SPVLAN
SPVLAN UNI
User-Network Interface NNI Network-Network Interface
©)) Q-in-Q VLAN VLAN
VLAN Q-in-Q VLAN ACL
(6) Q-in-Q VLAN STP GVRP
@ CPU
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3.5.3 802.1Q Static VLAN
VLAN VLAN 1D VLAN

L2 Features > 802.1Q Static VLAN

802 1Q Static VLAN

VID WLAMN Name Advertisernent  Tagoed Ports Untagged Ports Forbidden Ports

802.1Q VLAN [Add/Edit VLAN]

VLAN
802.1Q VLAN VLAN [Edit]
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ol . a VILAN

VLAM List | Add/Edit VLAN I Find VLAM | VLAM Batch Settings l Total Entries: 1

VID |:| VLAN Name |:| (Name should be less than 32 characters) Apply

Advertisement | Disabled |=

SelectAlll 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Tagged e @ @ @ 9 @ @ @ @ 0 @ @ @ P P @ @ P O O @ @ OO
Untagged Al OO0 OO0 OCO 000000000000 O0C0O00000
Forbidden e @ @ @ 9 @ @ 9 P 0 @ 9 @ P P e P 0 0 e e @ 0 0
Mot Member Al (@ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @

Tagged Poris
Untagged Ports
Forbidden Ports

[802.1Q Static VLAN] [VLAN List]
802.1Q VLAN [Edit]
VLAN

VID VLAN  [Add/Edit VLAN] VLAN 1D VLAN  VLAN ID
VLAN  VID VLAN

VLAN Name [Add/Edit VLAN] VLAN VLAN
VLAN 32

Advertisement GVRP
VLAN

Port VLAN

Tagged 802.1Q

Untagged 802.1Q

Forbidden VLAN

Not Member VLAN

[Apply]
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VLAN [Find VLAN] VLAN 1D [Find]

VLAN List VLAN
WLAN List | Add/Edit VLAN | Find WLAN l WLAN Batch Settings | Total Entries: 1
E e |
VLAN [VLAN Batch Settings]

VLAN List | AGUEGIYLAN | Find vian | viLa Bateh Settings | Total Entries: 1

VID List (2 g.2-5) [ @ add O Delete O Config

Advertisement Disabled v

PotListies -8 [ ]
ST

VID List VLAN ID
(e.g.:2-5)
Advertisement GVRP
VLAN

Port List VLAN

(e.g.:1-5)
Tagged 802.1Q

Untagged 802.10Q

Forbidden VLAN
VLAN

[Apply]
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3.5.4 QinQ

3.5.4.1 QinQ Settings

QinQ

L2 Features> QinQ > QinQ Settings

CQngSeings ——

QinQ Global Settings () Enabled @) Disabled Apply
From FPort To Port Role Cuter TRID (hex : Ox1-0uxffff) VLAM Translation
01 |- 01 v NI - ox[saas | Disabled = apply |
Fort Role Quter TPID WLAM Translation
1 MII 0x88ag Disabled
2 MII 0x88ag Disabled
3 MINI 0x88as Disabled
4 M 0x88ag Disabled
5 M 0x88ag Disabled
g M 0x88ag Disabled
7 M 0x88ag Disabled
g M 0x88ag Disabled
9 M 0x88ag Disabled
10 M 0x88ag Disabled
A NI 0x88a8 Disabled
12 NI 0x88a8 Disabled
13 MM 0xB8as Disabled
14 MMI 0xB5a8 Disabled
15 MMI 0xB5a8 Disabled
16 MMI OxB5as Disabled
17 MMI 0xB8a8 Disabled
18 MMI 0xB8a8 Disabled
19 MMI 0xB8as Disabled
20 MMI 0x38a8 Dizabled
21 MMI 0x38a8 Dizabled
22 MM 0x38a8 Dizabled
23 MM 0x88a8 Disabled
24 M1 0x88a8 Disabled

QinQ Global
Settings

QinQ

From Port/To Port

QinQ

Role

VLAN

ID

UNI -
NNI - 2
Outer TPID (hex : TPID TPID
Ox1-0OxFfff) VLAN ID
VLAN Translation VLAN
VLAN ID

[Apply]
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3.5.4.2 VLAN Translation CVID Entry Settings

VLAN VLAN ID
VLAN 1D

L2 Features > QinQ > VLAN Translation CVID Entry Settings

Action CWID List(1-4094) SYID (1-4094)

[ Dstere AT

Total Entries: 0
CWID SYID Action

Action VLAN ID(SVID) Add( ) Replace(
)

CVID List(1-4094) VLAN 1D

SVID (1-4094) VLAN VLAN

[Apply]

[Delete All] VLAN
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3.5.5 802.1v Protocol VLAN
VLAN
802.1v Protocol Group Settings VLAN
802.1Q 802.1v
VLAN

3.5.5.1 802.1v Protocol Group Settings
802.1v

L2 Features > 802.1v Protocol VLAN > 802.1v Protocol Group
Settings

ol Vv FTortoco QLD - L

Add Protocol VLAN Group

Group 1D (1-16) [ ] Group Name | | [ Add [ Delete all_|

Note: Mame should be less than 32 characters .

Add Protocol for Protocol VLAN Group
® Group D O Group Mame Frotocol Protocol Walue (0-FFFF)

Total Entries: 0

Group Marme Frame Type Protocol Yalue

Group ID (1-16) ID 1 16
Group Name VLAN 32
Protocol
VLAN
Ethernet IEEE802.3 SNAP

IEEEB02.3_LLC

Protocol Value
(0-FFFF)

[Add]

[Delete All]
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3.5.5.2 802.1v Protocol VLAN Settings
VLAN

L2 Features > 802.1v Protocol VLAN > 802.1v Protocol VLAN Settings

ol Vv FTOTOCO!I VAN o L

Add New Protocol VLAN
@ Group 1D h @D (1-4094)
OWLAN Marme

L &P

O Group Mame
Fort List {e.q. 1-6)

Protocol VLAN Table
Search PortList | |

Total Entries: 0

YLAN Name

Group 1D

[ ]
I

802 .1p Priarity Mone w

Find J[[_showall  J[ Delete all

Group D 802.1p Priority

ID

Group Name

VID (1-4094)
VLAN

VID VLAN ID  VLAN

VLAN Name
VLAN

VLAN VLAN VLAN 1D

802.1p
Priority

CoS

802.1p
CoS

CoS

802.1p
QoS

Port List
(e.g.: 1-6)

All Ports

Search Port
List
[Find]

[Show ALI]
[Delete All]

[Add]

[Find]

[Show All]
[Delete All]
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3.5.6 GVRP Settings

GARP VLAN (GVRP) VLAN
PVID
PVID
L2 Features > GVRP Settings :
VR = 0

GVRP State Settings (@ Disabled | Enabled __Apply: |
From Port To Port PVID (1-4094) GVRP Ingress Checking Acceptable Frame Type

01 - 01 - Disabled | = Enabled | = All K Apply

]

0w O e Ry

GVRP State
Settings

Reassigned PVID

Ingress Checking Acceptable Frame Type

Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All
Disabled Enabled All

GVRP

From Port/To Port

VLAN

PVID (1-4094)

PVID 802.1Q
VLAN

VID 1 default VLAN

GVRP

VLAN (GVRP) VLAN

GVRP

Ingress Checking

Ingress
VLAN 1D VLAN ID

enable

Acceptable Frame
Type

Tagged

Only All

All

[Apply]
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3.5.7 Asymmetric VLAN Settings
VLAN VLAN 1 VLAN
2 VLAN 2 VLAN

L2 Features > Asymmetric VLAN Settings

Agymmetric VLAN State (0 Disabled O Enabled

Apply

Asymmetric asymmetric VLAN /
VLAN State

[Apply]

3.5.8 MAC-based VLAN Settings
MAC VLAN MAC
VLAN MAC VLAN
MAC VLAN
VLAN MAC VLAN

L2 Features > MAC-based VLAN Settings

MAC Address YLAN Name | | [ Find Il Add ]

Delete All

Total Entries: 0
MAC Address WLAMN D

MAC Address MAC

VLAN Name VLAN  VLAN
[Find]

[Add]

[Delete All]
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3.5.9 PVID Auto Assign Settings

PVID PVID
VLAN PVID

PVID VLAN PVID VLAN

PVID VLAN VLAN
PVID  VLAN PVID  VLAN
PVID VLAN PVID
PVID  PVID ( )

VLAN PVID

L2 Features > PVID Auto Assign Settings

PVID Auto Assign State * Enabled O Disabled

Apply

PVID Auto PVID auto assign /
Assign State

[Apply]

73/222



3.5.10 Link Aggregation(Port Trunking)

( )
8
2 8
GM
APLGM124GTSS/PoE 8

0
0 MAC Web

802.1X
GM ip_source
unicast Broadcast Multicast
8
( )
STP
802.1X

STP
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+ 2
ip_destination Unknown
2 8
VLAN
802.1p
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L2 Features > Link Aggregation Settings

L A 1, =
e atil L]

Algorithm ~ MAC Source - System Priority (1-65535)  [32768

Edit Link Aggregation Information

GrouplD(1-8) | |Type sStatic  ~ MasterPort 01 » State Disabled » [ Clearall /[ Add |

Total Entries : 0

Group 1D Type Master Port Member Ports Active Ports Flooding Ports
Note: Maximum 8 ports in a static or LACP group.

Algorithm
MAC Source/MAC Destination/MAC Source Destination/
IP Source/IP Destination/IP Source Destination
System Priority | LACP 1 65535
32768
Group 1D ID 1 8
ID
Type Static LACP( )
LACP
Master Port
State
Active Ports
Member Ports 1 8
Flooding Ports

[Apply]
[Clear All]
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3.5.11 LACP Port Settings
LACP

L2 Features > LACP Port Settings

- = = - u
From Port To Port Activity LACP Timeout Port Priority (1-65535)

01 * 01 + Passive ~  Shor - [ ]
P Activity LACP Timeout Port Priority
1 Passive Short 32768
2 Passive Short 32768
3 Passive Short 32768
4 Passive Short 32768
8 Passive Short 32768
i} Passive Short 32768
T Passive Short 32768
2 Passive Short 32768
9 Passive Short 32768
10 Passive Short 32768
11 Passive Short 32768
12 Passive Short 32768
13 Passive Short 32768
14 Passive Short 32768
15 Passive Short 32768
16 Passive Short 32768
Lré Passive Short 32768
13 Passive Short 32768

From Port/To Port
Activity Active - LACP LACP
LACP
LACP

Passive - LACP LACP

LACP Timeout LACP
short

short - LACP 3

long - LACP 90
Port LACP 1 65535
Priority(1-65535) 32768
[Apply]
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3.5.12 Traffic Segmentation
Traffic Segmentation
VLAN
VLAN CPU

[Apply]

L2 Features > Traffic Segmentation :

Traffic Segmentation Settings
From Fort 01 - ToPort 01 7

rd Partlist 1 2 : 4 L 7 g
|_Clear all | Select Al f i f i f i i i il ™

Forts 1,2,3,4,56,7,8,9,10,11,12,1

w
s
o
=

-
o
2
ra
=
(]
]
]
(]
A1
(]
-

Fo
1 1,2,3,4, 5, 6,7, 8,9, 10, 11,12, 13, 14,15, 16,17, 18, 19, 20, 21, 22, 23, 24
% 1,2,3,4,56,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
3 1,2,3,4,5 6,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
4 1,2,3,4,56,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
5 1,2,3,4,5 6,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
& 1,2,3,4,5 67,89 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
7 1,2,3,4,5 6,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
] 1,2,3,4,5 67,89 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
] 1,2,3,4,5 6,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
10 1,2,3,4,5 67,89 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24 |
11 1,2,3,4,5 6,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24 5
12 1,2,3,4,5 67,89 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
13 1,2,3,4,5 6,7,8 9 10, 11,12, 13,14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
14 1,2,3,4,56,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
15 1,2,3,4,5 6,7,8 9 10, 11,12, 13,14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
16 1,2,3,4,56,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
ki 1,2,3,4,5 6,7,8 9 10, 11,12, 13,14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
18 1,2,3,4,56,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
19 1,2,3,4,5 6,7,8 9 10, 11,12, 13,14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
20 1,2,3,4,56,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
21 1,2,3,4,5 6,7,8 9 10, 11,12, 13,14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24 )
22 1,2,3,4,56,7,8 9 10, 11,12, 13,14, 15, 16,17, 18, 19, 20, 21, 22, 23, 24
72 17 2T ARRT 20011 17 12 14 18 1R 17 12 10 20 21 97 32 94 ﬂ

From Port/To Port
Forward Portlist

From Port/To Port

[Clear All]
[Select All]

[Apply]
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3.5.13 BPDU Guard Settings
BPDU Guard

L2 Features > BPDU Guard Settings

BPDU Guard Se g
BPDU Guard Global State @ Enabled ) Disabled
Log Status Both -
Recovery Time (60-1000000) sec ] Infinite
From Port To Port State Mode
01 - n ~ Disabled  ~ Shutdown -~
Port State Mode Status o
1 Enabled Shutdown Mormal
2 Disabled Shutdown Mormal
3 Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Dizabled Shutdown Mormal L
6 Disabled Shutdown Narmal 3
7 Disabled Shutdown Marmal
8 Dizabled Shutdown Mormal
9 Disabled Shutdown Mormal
10 Disabled Shutdown Marmal
" Disabled Shutdown Mormal
12 Disabled Shutdown Mormal
13 Disabled Shutdown Mormal
14 Disabled Shutdown Marmal
15 Dizabled Shutdown Mormal
16 Disabled Shutdown Mormal
17 Disabled Shutdown Marmal il

BPDU Guard Global | BPDU

State

Log Status BPDU None Attack Detected

Attack Cleared Both Attack Detected BPDU

Attack Cleared BPDU
Both

Recovery Time BPDU 60

1,000,000 60 Infinite

From Port/To Port

State BPDU

Mode BPDU Shutdown mode

[Apply]

0 BPDU IEEES02. 1D

BPDU(STP/RSTP/MSTP)
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3.5.14 IGMP Snooping
1GMP L2 Features > IGMP
Snooping VLAN 1GMP
IGMP IGMP IGMP
IGMP
IGMP

3.5.14.1 IGMP Snooping Settings
IGMP

L2 Features > IGMP Snooping > IGMP Snooping Settings

vir DO0P ’ - ’

IGMP Snooping Global Settings

IGMP Shaoping State ® Disabled O Enabled

Total Entries: 1

WLAN Mame

1 default Disahled Wodify Router Port
[Apply]
[Edit]
[Edit]

1| DOP L - L

WLAN 1D 1 WLAN MName default

Guerier Expiry Time 0 sec Guerier IP 0.0.0.0

Max Response Time (1-25) sec Gluery Interval (1-B5535) sec

Last Listener Guery Interval {1-25) sec Robustness Yalue (1-255)

Querier State Disabled A Fast Done Disabled w

State Disabled v Querier Role Mon-Querier

Wersion 3 v

<=Back ][ Apply

VLAN ID VLAN ID  VLAN 1GMP VLAN

VLAN Name VLAN VLAN 1D 1GMP VLAN

Querier Expiry
Time
Querier 1P IGMP IP
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Max Response 1 25
Time (1-25) 10

Query Interval IGMP (1 65535 )
(1-65535) 125

Last Listener
Query Interval 1
(1-25
Robustness VLAN
Value (1-255)

1 255

Querier State IGMP
IGMP

Fast Done
1GMP

State 1GMP

Querier Role
IGMP
Non-Querier 1GMP

Version 1GMP 3
[<<Back]

[Apply]

80/222



1GMP [Modify Router Port]

P Snooping Router Ports Settings

VLAN 1D il VLAM Name default

Clear All Static Router Port:

| Select All

| Select All Clear All Forbidden Router Port:

<<Back Apply

Static Router

Port

Forbidden
Router Port

Dynamic Router
Port

Ports

[Select All]
[Clear All]
[Apply]
[<<Back]
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3.5.15 MLD Snooping Settings
MLD 1PV6

VLAN

MLD

MLD

VLAN ID

1Pv4

MLD
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1GMP

VLAN

MLD

MLD

1Pv6

1Pv6



MLD

MLD 1 3
3 I1CMPV6 (130 131 132
€D 1- IPv4 1GMPV2
1CMPV6 130
2 MLD
2 IPv6
) 1 - IGMPv2
ICMP 131
€)) - IGMPv2 ICMPV6
132
MLD 2 2
2 I1CMPVv6 (130 143
()) 2 - IPv4  IGMPv3
I1CMPV6 130
MLD
2 3 MLD
1)
0
2)
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3)

) 2 - I1GMPV3
ICMP 143

MLD MLD
MLD MLD
[Enabled] [Apply]

L2 Features > MLD Snooping Settings :

vILL) popIing oe Q

MLD Snooping Global Settings

MLD Snooping State O Enabled @) Disabled

Total Entries: 1

WLAN Name

1 default Disabled Modify Router Patt

MLD Snooping MLD Snooping Global Settings

State
[Apply]
[Edit]
[Edit]
viLD ooping e O
YLAM 1D 1 YLAN Name default
Guery Interval (1-B5535) sec Max Response Time (1-25) sec
Rohustness Value {1-255) Last Listener Query Interval (1-25) sec
FastDone Disabled A State Disabled w
Wersion 2 Querier Role Mon-Gluerier

<=Back ][ Apply
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VLAN ID

MLD VLAN 1D

VLAN Name

MLD VLAN

Query Interval
(1-65535)

MLD
(1 65535 ) 125

Max Response
Time (1-25)

@ 25 )
10

Robustness
Value (1-255)

VLAN

Last Listener
Query Interval
(1-25)

Fast Done

MLD

State

MLD

Version

MLD ( )

Querier Role

MLD
Non-Querier MLD

[Apply]

[MLD Snooping Router Ports Settings]

[<<Back] [MLD Snooping Settings]

[Modify Router Port]

D Snooping Router Ports Settings

VLAM 1D

il VLAM Mame default

| SelectAll |

Clear All

.| L) L)
Select all

Clear all

Static Router Port:

<<Back Apply

[<<Back]

[Apply]
[Clear All]
[MLD Snooping Settings]
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3.5.16 Port Mirror

RMON

L2 Features > Port Mirror

Mirror Port State @ pisanled O Enabled
Target Port 1 -
Source Port

Source Port Settings

Sniffer Mode 1

2 4 5§ 7 5 9 0 11 12 13 1 15 15 17 18 19 20 21 22 23
Tx elNellelNelelNel e Nellelel el el Nelel e e Neel el e e el e
Rx ® 0 © @ 0 o @ o 0o o @ 0 o o o o o0 o o o o o o
Bath ellelNelNelNeel el e e el e e elNel e e Nelel e e el el e,
MNane OO 0L OO0 O 0 0O 0 O 0L O 0O 0 Ol 0L O 0 O 08 O
Tx
Rx

Apply

@
@
©)

(4) [Apply]

0 e
0 VLAN

0 Target VLAN Target
VLAN VLAN
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3.5.17 Loopback Detection Settings

L2 Features > Loopback Detection Settings

Loopback Detection Global Settings

State (® Disabled () Enabled Interval (1-32767) sec
Mode FPortBased v Recover Time (0 or G0-1000000} G0 Sec
(oot ]

From Fort To Port State Method

0 v| 01 v|  Disabled v |Shutdown v
F Loophack Detection State Iethod Loop Status
i Disabled Shutdown Mormal
2 Disabled Shutdown Mormal
B Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Disabled Shutdown Mormal
6 Disabled Shutdown Mormal
¥ Disabled Shutdown Mormal
8 Disabled Shutdown Mormal
B Disabled Shutdown Mormal
10 Disabled Shutdown Marmal v

State(Global)
console LED
LED

Interval (CTP
(1-32767) Configuration Test Protocol) ()

1 32767 10
Mode
Recover Time ()

(0 or 60-1000000) [0]
Loop Port State Disabled ( )
Enabled ( )
60 1000000 60

From Port/To Port
State (Port)

Method shutdown(
) drop( )

[Apply]
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0 Tag VLAN

Tag Tag
Native VLAN

ver.1.00.00
ver.1.01.00
0 LED CONSOLE LED
LED
ver.1.02.00 CONSOLE LED
ver.1.03.00 CONSOLE LED

0 ( 60 )

© )
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3.5.18 Spanning Tree
STP RSTP MSTP

802.10-2005 MSTP

MSTP IEEE MSTP VLAN
MSTP
VLAN 3 (STP
RSTP  MSTP)
BPDU
VLAN MSTI ID
MSTP
(CIST) CIST MSTP
1 VLAN
VLAN
MSTP MSTP
3 :
D) 32 ( [MST Configuration
identification] )
@ ( [MST Configuration
identification] )
(3) 4094 ( [MST Configuration identification] VID
) 4094 VLAN
MSTP 3 :
D) MSTP (STP [STP Bridge Global Settings]
)
(2) nusTP ( MSTI ID
[MSTI Config Information] )
(€)) VLAN  MSTP 1D ( MSTI 1D [MST
Configuration ldentification] VID )

89/222



( ) MSTP  RSTP STP
( ) ( )
STP (
) RSTP/NSTP ( )

BPDU BPDU
Hello 1 BPDU
BPDU

MSTP RSTP STP

RSTP RSTP
RSTP

(P2P) )

BPDU
P2P

P2P P2P RSTP/MSTP
P2P
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STP/RSTP/MSTP

MSTP RSTP BPDU STP
STP MSTP RSTP
RSTP MSTP
STP 2
€Y
@

3.5.18.1 STP Bridge Global Settings

STP
L2 Features > Spanning Tree > STP Bridge Global Settings
D e U ]
STP Global Setting
STF State @ Disabled O Enabled
STP Yersion RETP v
Forwarding BPDLU Enabled
Bridge Max Age (6-40) 20 Jsec
Bridge Hella Time (1-2) 2 ser
Bridge Forward Delay (4-30) sec
Tt Hold Count (1-10) 6 Jtimes
Max Hops (B-40) fimes

STP State STP
STP Version STP
3
STP - STP
RSTP - RSTP
MSTP - MSTP
Forwarding BPDU BPDU

Bridge Max Age Max Age
(6-40)

LAN
BPDU
BPDU
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Bridge Hello Hello Time 1 2 Root Bridge

Time (1 - 2 Sec) 2 BPDU Global Bridge Hello
Time  STP/RSTP

Bridge Forward 4 30

Delay (4-30)

Tx Hold Count Hello (1 10)
(1-10) 6
Max Hops (6-40) BPDU
0
1 0 BPDU
6 40 20
[Apply]

g Hello

2 X -1
2 x Hello +1

vV IA
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3.5.18.2 STP Port Settings
STP

L2 Features > Spanning Tree > STP Port Settings

Frarm Part 01 w To Port

External Cost {0=Auta) D Migrate Bs Edge
P2F Port STP Enabled Restricted Role

HARRE
< <

Restricted TCN Forward BPDU | Enabled v
Fart | External Cost Edge P2FP Fort STP Restricted Rale Restricted TCM Forward BPDU | Hello Time |
1 Autos200000 Autoito Autoiyes Enahbled Falze Falze Enahled 202
2 AutosZ200000 Autoito Autoiyes Enabled Falze False Enahled 212
3 Autorz00000 Autaita Autarves Enahlad False False Enahled i
4 Autos200000 Autoito Autoiyes Enahbled Falze Falze Enahled 202
a Auto/200000 AutoiMo Altorves Enabled False False Enabled 212 L
fi Autorz00000 Autaita Autarves Enahlad False False Enahled i
7 Autos200000 Autoito Autoiyes Enahbled Falze Falze Enahled 2 K.

Port field : M=Trunk Master ; T= Trunk Member External Cost, Edge, P2P and Hello Time fields ©  Value1Value2 Malue1=Configured
value ; Value2=Actual value)

MST

From Port o hd To Port

|01 "l
External Cost (0=Auto) D Migrate IYes "l Edge IAuto "I
P2P Iﬁ.um vl FPort STP IEnabIed "l Restricted Role IFaIse "I
Restricted TCN [Faise =] Forward BPDU [Enabled =] HelloTime (1-2) [2 |sec
Apply |

Fort | External Cost Edge P2P Fort STP Restricted Role Restricted TCN Forward BPFDU | Hello Time | =
1 Autol200000 Auto/Mo AutolYes Enabled False False Enabled 212

2 Autol200000 Auto/Mo AutolYes Enabled False False Enabled 212

3 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 2/2

4 Auto/200000 Auto/MNo Auto/Yes Enabled False False Enabled 212

5 Autol200000 Auto/Mo AutolYes Enabled False False Enabled 212

G Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 212

i Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212

8 Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212 Ll

Port field : M=Trunk Master ; T= Trunk Member External Cost, Edge, P2P and Hello Time fields : Value1/Value2? (Value1=Configured
value ; Value2=Actual value)

STP
STP
STP VLAN
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From Port/To Port
External Cost External Cost -
(0=Auto)
0 (Auto)
0 (Auto) - 0
: 100 Mbps = 200000 = 20000
1 200,000,000
Migrate YES BPDU
STP RSTP
802.1D STP 802.1w RSTP

Edge True

BPDU

False
Auto BPDU

P2P True (P2P) P2P

P2P

P2P

RSTP False P2P
Auto P2P P2P
True
( ) P2P
P2P False
Auto
Port STP STP
Restricted Role False
Restricted TCN TCN False
Forward BPDU BPDU
Hello Time BPDU 1 2
2

[Apply]

o MAC Web 802.1X
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3.5.18.3 MST Configuration Identification

MST Configuration ldentification MSTI
1 CIST( )
CIST CIST  MSTI ID

L2 Features > Spanning Tree > MST Configuration ldentification

V ¥ guratio Le clll)

MST Configuration ldentification Settings
Configuration Marre [D0-40:66:45:5E:78 |

Revision Level {0-65535) |E| |

Instance ID Settings

eI -6 —

Type Add WID v

Total Entries: 1

MSTIID WID List
CIST 1-4094

Configuration MSTI
Name MSTP MAC

Revision Level MSTP 0 65535
(0-65535) 0

MSTI ID (1-4) MSTI ID

CIST MSTI CIST MSTI

Type MSTI 2

Add VID - VID VID MSTI 1D
Remove VID - VID VID MSTI ID
VID List MSTI VLAN 1D

(1-4094)
[Apply]
[Edit]
[Delete]
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3.5.18.4 STP Instance Settings
MSTI

L2 Features > Spanning Tree > STP Instance Settings

= = e e 0

STP Priority Settings

Total Entries: 1

Vhe Instance Status Instance Priarity
CIST Disahled 32768(Bridge Priority : 32768, SYS 1D Ext: 0)
STP Instance Operational Status
MSTP 1D - Designated Root Bridge
External Root Cost - Regional Root Bridge
Internal Root Cost - Designated Bridge
Root Paort - Max Age
Forward Delay - Remaining Hops
Last Topolagy Change - Topalogy Changes Count

MSTI 1D MSTI 1D 0 CIST( MSTI)

Priority 0 61440
[Apply]
[Edit]
[View]

3.5.18.5 MSTP Port Information
MSTP MSTI ID
MSTP

MSTP MAC

L2 Features > Spanning Tree > MSTP Port Information

F Fortintormation

Port 01 - Find

MSTP Port Setting

Instance 1D [ Internal Path Cost(1-200000000) [ 1 Py 0 - Apply

Port 1 Settings

Designated Bridge Internal Path Cost Priarity
0 8000/003e32002400 200000 128 Forwarding Designated Edit
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Port
Instance ID MSTI ID 0 CIST(

MSTI)

Internal Path STP
Cost
(1-200000000)
Priority 0 240

[Find]

[Apply]
[Edit]

3.5.19 Forwarding & Filtering
3.5.19.1 Unicast Forwarding Settings

L2 Features > Forwarding & Filtering > Unicast Forwarding Settings

VYLAN D (1-4094) [ ] MAC Address 00-00-00-00-00-00 Fart | 01 v

WLAM 1D YLAN Marme

[Add/Modify]

|
VLAN 1D MAC VLAN ID

(1-4094)

MAC Address FDB MAC

MAC
Port MAC
[Apply]
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3.5.19.2 Multicast Forwarding

Settings

Settings

L2 Features > Forwarding & Filtering > Multicast Forwarding

ulticast Forwarding settings

WLAMNID (1-4094)

Select All
Mone All

Egress All

Egress Forts

MAC Address [

| Clear All

Total Entries: 0
VLAN Name

WMAC Address

VLAN ID MAC VLAN ID
(1-4094)
MAC Address FDB MAC
MAC
Port Settings
None -
None
Egress -
[All] None Egress
[Clear All]

[Apply]
[Clear All]

[All]
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3.5.19.3 Multicast Filtering Mode

L2 Features > Forwarding & Filtering > Multicast Filtering Mode

] (= = > QU
From Port To Port Filtering Mode
01 - 01 > Forward Unregistered Groups | = Apply
st Filtering Mode

il Forward Unregistered Groups
2 Forward Unregistered Groups
a8 Forward Unregistered Groups
4 Forward Unregistered Groups
5 Forward Unregistered Groups
5] Forward Unregistered Groups
B Forward Unregistered Groups
8 Forward Unregistered Groups
2] Forward Unregistered Groups
10 Forward Unregistered Groups
hhl Forward Unregistered Groups
12 Forward Unregistered Groups
13 Forward Unregistered Groups
14 Forward Unregistered Groups
5 Forward Unregistered Groups
16 Forward Unregistered Groups
17 Forward Unregistered Groups
18 Forward Unregistered Groups
19 Forward Unregistered Groups
20 Forward Unregistered Groups
21 Forward Unregistered Groups
22 Forward Unregistered Groups
23 Forward Unregistered Groups
24 Forward Unregistered Groups

From Port/To Port
Filtering Mode

Forward Unregistered Groups -

Filter Unregistered Groups -

[Apply]
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3.5.20 LLDP
LLDP IEEE 802 LAN

1EEE 802 LAN
MIB
(NMS) SNMP
3.5.20.1 LLDP Global Settings
L2 Features > LLDP > LLDP Global Settings
LI UL ¢ = #
LLDP State &) Disabled ) Enahled
LLDP Forward Message & Disabled O Enabled
Message T Interval (5-32768) [20 | sec
Message Tx Hald Multipliar (2-10) |4 |
LLDP Reinit Delay (1-10) |2 |sec
LLDF Tx Delay {1-8192) 2 | sec
LLDP Motification Interval (5-3600) E | sec

Chassis ID Subtype
Chassiz D

Systerm Mame
Systermn Description
Systermn Capahilities

MAC Addrass
00-40-66-45-5E-78

Fast Ethernet Switch
Repeater, Bridge

LLDP System Information

LLDP State

LLDP

Message

LLDP Forward LLDP

VLAN

LLDP
IEEE 802 LAN

Message Tx
Interval
(5-32768)

(5 32768

Message Tx Hold
Multiplier
(2-10)

LLDP
LLDP

MIB

LLDP

Delay (1-10)

LLDP Reinit LLDP

LLDP

LLDP

(1-8192)

LLDP Tx Delay LLDP

LLDP MIB
LLDP

LLDP
(1 8192 )
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LLDP LLDP LLDP

Notification LLDP SNMP
Interval LLDP 5 3600

(5-3600)

[Apply]

3.5.20.2 LLDP Port Settings
L2 Features > LLDP > LLDP Port Settings

U =0 = U
From Port ToPort Motification Admin Status
il - 01 v Disabled = TrandRx =
Subtype Action Address
IPvd - Disabled | = Apply
MNote:The IPv4/IPvE Address should be the Switch's Address.
Motification Admin Status Subtype
1 Disabled Txand Rx IPvd
2 Disabled Txand Rx IPv4
3 Disabled Txand Rx IPvd
4 Disabled Txand Rx IPvd
5 Disabled Txand Rx IPvd
6 Disabled Txand Rx IPv4
7 Disabled Txand Rx IPvd
8 Disabled Txand Rx IPvd
g Dizabled Txand Rx IPvd
10 Disabled Txand Rx IPv4
1 Disabled Txand Rx IPvd
12 Disabled Txand Rx IPv4
i3 Disabled Txand Rx IPvd
14 Dizabled Txand Rx IPvd
15 Disabled Txand Rx IPvd
16 Disabled Txand Rx IPv4
17 Disabled Txand Rx IPvd
18 Disabled Txand Rx IPv4
18 Disabled Txand Rx 1Pvd
20 Disabled Txand Rx IPv4
21 Disabled Txand Rx IPvd
22 Disabled Txand Rx IPv4
23 Disabled Txand Rx IPvd
24 Disabled Txand Rx 1Pv4

From Port/To Port

Notification LLDP SNMP
SNMP
Admin Status LLDP LLDP
LLDP
Tx: LLDP
Rx: LLDP

Tx and Rx: LLDP
Disabled: LLDP

Tx and Rx
Subtype 1PvA(IP )
Action
Address IP
[Apply]
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3.5.20.3 LLDP Basic TLVs Settings

TLV
L2 Features > LLDP > LLDP Basic TLVs Settings :
DP Ba \ = .
From Port 01 - ToPort 01 -
Fort Description Disabled = System Name Disabled =
System Description Disabled = System Capahilities Disabled = Apply

em Name 2m O iptio tern Capabilities
1 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
3 Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled
6 Disabled Disabled Disabled Disabled
T Disabled Disabled Disabled Disabled
g Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled
10 Disabled Disabled Disabled Disabled
1 Disabled Disabled Disabled Disabled
12 Disabled Disabled Disabled Disabled
13 Disabled Disabled Disabled Disabled
14 Disabled Disabled Disabled Disabled
15 Disabled Disabled Disabled Disabled
16 Disabled Disabled Disabled Disabled
17 Disabled Disabled Disabled Disabled
15 Disabled Disabled Disabled Disabled
19 Disabled Disabled Disabled Disabled
20 Disabled Disabled Disabled Disabled
21 Disabled Disabled Disabled Disabled
22 Disabled Disabled Disabled Disabled
23 Disabled Disabled Disabled Disabled
24 Disabled Disabled Disabled Disabled

From Port/To Port
Port Description

System Name

System Description

System Capabilities
[Apply]
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3.5.20.4 LLDP Dotl TLVs Settings
LLDP Dotl TLV IEEE 802.1 TLV LLDP Dotl TLV
1 IEEE 802.1 VLAN ID TLV
LLDP

L2 Features > LLDP > LLDP Dotl TLVs Settings :

U Do ') = ]
From Port 01 7 ToPort 01 -
PVID Disabled | =
Protocal VLAN ID Disabled | = VLAN Name ]
VLAN Narme Disabled | = VLANName =[]
Frotocol [dentity Disabled | = EAPOL ki Apply

1 Port and Protoc VID an 1 col Identity

1 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
3 Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled
6 Disabled Disabled Disabled Disabled
T Disabled Disabled Disabled Disabled
8 Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled
10 Disabled Disabled Disabled Disabled
hhl Disabled Disabled Disabled Disabled
12 Disabled Disabled Disabled Disabled
i3 Disabled Disabled Disabled Disabled
14 Disabled Disabled Disabled Disabled
15 Disabled Disabled Disabled Disabled
16 Disabled Disabled Disabled Disabled
17 Disabled Disabled Disabled Disabled
18 Disabled Disabled Disabled Disabled
19 Disabled Disabled Disabled Disabled
20 Disabled Disabled Disabled Disabled
21 Disabled Disabled Disabled Disabled
22 Disabled Disabled Disabled Disabled
23 Disabled Disabled Disabled Disabled
24 Disabled Disabled Disabled Disabled

From Port/To Port

PVID PVID

Protocol VLAN ID VLAN ID
VLAN Name VLAN

Protocol ldentity

[Apply]
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3.5.20.5 LLDP Dot3 TLVs Settings
1 IEEE 802.3
TLV LLDP

L2 Features > LLDP > LLDP Dot3 TLVs Settings

DFP Do \/ = .
From Port 01 - To Port 01 -

MAC/PHY Configuration Status Disabled - FPower Via MDI Disabled -

Link Aggregation Dizabled - Maximum Frame Size Dizsabled - Apply
[Port________ MAC/PHY Configuration Stalus_____PowerViaMDI________ Link Aggregation ______Maximum Frame Size
1 Disabled Disabled Disabled Disabled

2 Disabled Disabled Disabled Disabled

3 Disabled Disabled Disabled Disabled

4 Disabled Disabled Disabled Disabled

5 Disabled Disabled Disabled Disabled

5] Disabled Disabled Disabled Disabled

7 Disabled Disabled Disabled Disabled

8 Disabled Disabled Disabled Disabled

9 Disabled Disabled Disabled Disabled

10 Disabled Disabled Disabled Disabled

11 Disabled Disabled Disabled Disabled

12 Disabled Disabled Disabled Disabled

12 Disabled Disabled Disabled Disabled

14 Disabled Disabled Disabled Disabled

15 Disabled Disabled Disabled Disabled

16 Disabled Disabled Disabled Disabled

17 Disabled Disabled Disabled Disabled

18 Disabled Disabled Disabled Disabled

19 Disabled Disabled Disabled Disabled

20 Disabled Disabled Disabled Disabled

21 Disabled Disabled Disabled Disabled

22 Disabled Disabled Disabled Disabled

23 Disabled Disabled Disabled Disabled

24 Disabled Disabled Disabled Disabled

From Port/To Port
MAC/PHY LLDP MAC/PHY TLV IEEE 802.3
Configuration 2
Status MAU
Link Aggregation LLDP Link Aggregation TLV
ID
Power Via MDI LLDP MDI TLV 3 IEEE 802.3 PMD 10BASE-T
100BASE-TX 1000BASE-T
MDI TLV
IEEE 802.3 LAN MDI

Maximum Frame Size | LLDP TLV
[Apply]
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3.6 QoS

802.1p QoS
QoS
QoS
Web
3
2
QoS
4
3
8
0 01
1 Q0
2 Q0
3 01
4 Q2
5 02
6 Q3
7 Q3
4

IEEE 802.1p

(8
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3.6.1 Bandwidth Control

QoS > Bandwidth Control

] LWl # #
Frarm Part To Paort Type Mo Limit Rate (64-1024000)
01 v|[ o1 v | Rx v|[Disabled v|[  |knibisec
Bandwidth Control Table
Port RFx Rate (kbit'sec) Tu Rate (khittsec) Effective R¥ (kbittsec) Effective TX (hitizec)
1 Ma Limit Mo Limit Mo Limit Ma Limit
2 Ma Limit Mo Limit Ma Limit Ma Limit
3 Ma Limit Mo Limit Mo Limit Ma Limit
4 Ma Lirnit Mo Lirnit Mo Lirnit Ma Lirnit
5 Ma Limit Mo Limit Mo Limit Ma Limit
4 Ma Lirnit Mo Lirnit Mo Lirnit Ma Lirnit
7 Ma Limit Mo Limit Mo Limit Ma Limit
g Ma Lirnit Mo Lirnit Mo Lirnit Ma Lirnit
4 Ma Limit Mo Limit Mo Limit Ma Limit
10 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit

From Port/To Port
Type Rx( ) Tx ( ) Both
No Limit
Rate (64-1024000) Kbits/
64 1,024,000
[Apply] [Bandwidth Control Table]
o 64-1024000Kbps 64Kbps
rx_rate forwarding rate
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3.6.2 Traffic Control

drop

Shutdown
countdown

(1)10

[Port Configuration]

drop

300

QoS > Traffic Control

shutdown

0 1800

@
[Configuration]

Traffic Control Settings
From Part I 01 'l To Port 01 b
Action [orer =] Count Down (0-1800) [0 se
Time Interval (5-30) [ Jsec Threshold (4-1000000) Khitrs
Recover Time {10-300} 300 et
Storm Control Type |None j Apply |
Part Starm Contral Type Action Threshald Count Down Interval Recaver Time
1 Broadcast Shutdown fid4 0 10 1]
Broadeast Shutdown G4 0 10 1]
i} Broadcast Shutdown h4 0 10 1]
4 Broadcast Shutdowen 64 1] 10 60
] Broadcast Shutdowen G4 1] 10 60
4 Broadcast Shutdowen G4 1] 10 60
7 Broadcast Shutdown iL) 1] 10 41
g Broadcast Shutdown f4 0 10 60
e} Broadeast Shutdown G4 0 10 1]
10 Broadcast Shutdown h4 0 10 1]
1 Broadcast Shutdowen 64 1] 10 60
12 Broadcast Shutdowen G4 1] 10 60
13 Mane Drap i) 1] ] 300
14 Mone Crop iL) 1] ] 300
15 Mane Cirop 64 1] a 300
16 MHane Cirop 64 1] 5 300
17 MNone Crop 64 1] ] 300
18 Mane Drap G4 1] 5 300

107/222



Traffic Control Settings
From Port/To Port
Action

drop shutdown
Drop -

Shutdown -

10 300

[Configuration] [Port Configuration]

Count Down
(0 to 1800)

0 1800 0

Time Interval
(5-30)

Threshold
(64- 1000000) Kbit/ packets/
64 1,000,000 64

Recover Time
(10-300) 10 300

300

Storm Control Type : Broadcast Multicast
Unknown Unicast

[Apply]
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300
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3.6.3 802.1p Default Priority
802.1p

QoS > 802.1p Default Priority

From Port To Port Priority

n v [~ [0

Settings

'U
o
=

Priority
0

o |02 [T | e O D =
o g e e e e e

-

802.1p
0 7 [Apply]

3.6.4 802.1p User Priority
802.1p

QoS > 802.1p User Priority

1} Class-1 w
1 Class-0  w
2 Class-0  w
3 Class-1 w»
4 Clags-2
5 Class-2  |»
1 Class-3 |»
7 Class-3 |»
(__feely |
802.1p 8
Class ID Class-0 3 ID
[Apply]
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3.6.5 QoS Scheduling Settings

QoS
QoS
QoS
QoS > QoS Scheduling Settings
L0 =L L - L
QoS Scheduling Mechanism Settings
Scheduling Mechanism Strict v

QoS Scheduling Weight Settings

Mechanism Weight (1-55)
Class-0 Strict h ]
Class-1 Strict 2
Class-2 Strict 4
Class-3 Strict g

Apply

Scheduling Strict Weight Fair Strict

Mechanism
Weight Fair

Weight (1-55) 1 55
[Apply]
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3.6.6 Priority Mapping

QoS > Priority Mapping :
L 0 —

From Fort ToPort Priarity Ethernet Priority IP Priarity
| 0 |'| 01 E 1 Mone b | | L Apaly |
Fort Ethernet Priarity IP Fricrity
1 802.1p off
2 g02.1p off
3 g021p Off
4 g021p Off
5 g02.1p Off
5 802.1p Off
7 g02.1p Off
g g02.1p Off
g 802.1p Off
10 802.1p Off
1 802.1p Off
12 8021p Off
13 g02.1p Off
14 g02.1p Off
15 g02.1p Off
16 g02.1p Off
17 g02.1p Off
18 g02.1p Off
19 g02.1p Off
20 g02.1p Off
21 g02.1p Off
22 g02.1p Off
23 g02.1p Off
24 302.1p Off

From Port/To Port
Priority [None]
IP
Ethernet Priority | [Ethernet Priority] 802.1p
IP Priority [IP Priority]
TOS DSCP
[Apply]

3.6.7 TOS Mapping
(T0S)
QoS > ToS Mapping

Class-0
Class-0
Class-0
Class-0
Class-0
Class-0
Class-0
Class-0

<=l = =l < .

Apply
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Class ID Class-0 3 ID
[Apply]

3.6.8 DSCP Mapping
DSCP

QoS > DSCP Mapping

) F Viapp

DSCP Value Class ID

1] A4 Class-0 Apply

DECP Class ID S
1] 1]

.
ololoojlooloo|lo|oo|oloo|lolo|o|loo|olo|o|lo|lo|o|lolo|o

DSCP Value 0 63 DSCP
DiffServ

Class ID Class-0 3 ID

[Apply]
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3.7 Security
3.7.1 Trusted Host
1P 1
Web GUI Telnet SNMP

IP [Add]

Security > Trusted Host

L] 20 Mo

Permitted Access IP | | Met Mask | |

Trusted Host Table

Permitted Access Met Mask
Note: Create a list of IP addresses that can access the switch. Your local host IP address must be one ofthe IP addresses to avoid disconnection.

Permitted IP
Access IP
Net Mask
[Add]
[Delete All]
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3.7.2 Port Security

( MAC )

3.7.2.1 Port Security Port Settings

MAC MAC
MAC Admin State

[Apply]

Security > Port Security > Port Security Port Settings

=0 ecurity Fo etings
From Port To Port Admin State Max Learning Address (0-64)  Lock Address Mode
|01 || 01 v| |Disabled | [0 | |Delete on Reset v |
Port Security Port Table
Fort Admin State Max Learning Address Lock Address Mode
1 Cizabled 1 CeletednTimeout
2 Disabled 1 DeleteOnTimeaut
3 Cigabled 1 CeletednTimeout
4 Disabled 1 CeletetnTimeaut
] Cizabled 1 Celete0nTimeout
G Disabled 1 DeleteOnTimeaout
7 Dizabled 1 CeletenTimeout
8 Disabled 1 DeleteOnTimeaout
] Dizabled 1 CeletenTimeout
10 Cisabled 1 CeletednTimeout
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From Port/To Port
Admin State

( MAC

Max. Learning MAC MAC

Address (0-64)
Lock Address Mode

MAC

DeleteOnTimeout - FDB

DeleteOnReset -
Permanent -

[Apply]

0 MAC Web 802.1X

3.7.2.2 Port Security FDB Entries
[Clear]

Security > Port Security > Port Security FDB Entries

~0 eCL \/ B=

Clear Locked Entries

Clear

Fram Port 01 A To Port 01 v

Total Entries: 0

WLAN MName MAC Address
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3.7.3 Authentication Setting

Security > Authentication Settings

Althentication Setiings

Configure Authorized Mode

From Port ToPort Authorized Mode

N 24 = Host-based | = L_Apphy |

Multiple Authentication Table
Fort Authorized Mode
1 Host-based

Host-based

3 Host-based
4 Host-based
5 Host-based
g Host-based
7 Host-based
g Host-based
9 Host-based
10 Host-based
1 Host-based
12 Host-based
13 Host-based
14 Host-based
15 Host-based
16 Host-based
17 Host-based
18 Host-based
19 Host-based
20 Host-based
2 Host-based
22 Host-based
23 Host-based
24 Host-based

From Port/To Port

Authorized Mode
Host-based -
Port-based -

Host-based

[Apply]
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3.7.4 802.1X

802.1X
RADIUS
VLAN
0 VLAN
64
VLAN

VLAN

MAC/Web/802. 1X

3.7.4.1 802.1X Settings

64
VLAN

Security > 802.1X > 802.1X Settings :

~

ol X = .
802.1X State ® Disabled O Enabled
Auth Mode Jone N
Auth Protocol RADIUS EAP v
st Fioer Pemit VLAN D —
802.1X Port Access Control
From Port 01 v To Port o1 v
QuietPeriod (0-65535) sec SuppTimeout (1-65535) sec
ServerTimeout (1-65535) sec MaxReq (1-10) times
TxPeriod (1-65535) sec ReAuthPeriod (1-65535) 3600 sec
ReAuthentication Disabled v Port Control [Auto v| [ Refresh
Capabilty Direction [Both v| [ apply
Port | AdmDir | PortControl | TxPeriod | QuietPeriod | Supp-Timeout ﬁfﬂ';ﬁ[n MaxReq ReAuth Period | ReAuthentication |  Capability
1 Both Auto 30 [ 30 30 F] 3600 Disabled None
2 Both Auto 30 0 30 30 2 3600 Disabled None
3 Both Auto 30 0 30 30 2 3600 Disabled None
4 Both Auto 30 0 30 30 2 3600 Disabled None
5 Both Auto 30 0 30 30 2 3600 Disabled None
6 Both Auto 30 &0 30 30 ] 3600 Disabled None
7 Both Auto 30 0 30 30 2 3600 Disabled None
] Both Auto 30 0 30 30 2 3600 Disabled None
g Both Auto 30 0 30 30 2 3600 Disabled None
10 Both Auto 30 0 30 30 2 3600 Disabled None
1 Both Auto 30 [ 30 30 F] 3600 Disabled None
12 Both Auto 30 0 30 30 2 3600 Disabled None
13 Both Auto 30 0 30 30 2 3600 Disabled None
14 Both Auto 30 0 30 30 2 3600 Disabled None
15 Both Auto 30 0 30 30 2 3600 Disabled None
16 Both Auto 30 [ 30 30 F] 3600 Disabled None
7 Both Auto 30 0 30 30 2 3600 Disabled None
18 Both Auto 30 0 30 30 2 3600 Disabled None
19 Both Auto 30 0 30 30 2 3600 Disabled None

11
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802.1X State 802.1X
Auth Mode [Port Based] [MAC Based]
Auth Failover RADIUS

enable - RADIUS
permit - RADIUS
local - RADIUS

disable - RADIUS

failover

failover

failover

Permit VLAN ID Auth Failover [Permit] VLAN 1D
Auth Protocol [Local] [RADIUS EAP]
From Port/To Port
QuietPeriod
(0-65535) 60
SuppTimeout EAP Request / ldentity EAP
(1-65535) 30
ServerTimeout RADIUS 30
(1-65535)
MaxReq (1-10) EAP Request/Ildentity
2

TxPeriod EAP Request/ldentity tx_period
(1-65535) EAP

Request/ldentity 30
ReAuthPeriod (1 65535 )
(1-65535) 3600
ReAuthentication
Port Control

[ForceAuthorized] 802.1X

[ForceUnauthorized] 802.1X

[Auto] 802.1X

EAPOL
EAPOL start
Auto

Capability 802.1X

[Authenticator]
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[None] 802.1X
Direction
[in]
[Both]
[Apply]
[Refresh]

0 (Permit)
0 (Permit)

RADIUS EAP-Success
EAP-Success
EAPOL-Start

0 RADIUS

RADIUS

0 RADIUS 30
15
0 802. 1X MD5
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3.7.4.2 802.1X User
802.1X
[Apply]
[Delete]

Security > 802.1X > 802.1X User :
S ———
802.1% User FPassword Confirm Password

| | | | | |

Note: Password/User Mame should be less than 15 characters.

802.1X User Table Total Entries: 0

802.1X User 802.1X
Password 802.1X
Confirm 802.1X
Password

[Apply]
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3.7.4.3 Authentication RADIUS Server
RADIUS

Security > 802.1X > Authentication RADIUS Server

Index 1 w
IF Address [0.0.00 |
Authentic Port (1-65535) [1812 |
Accounting Part (1-65535) [1a12 |
Timeout (1-255) 5 |secs
Retransmit (1-255) |2 |times

Key iMax 32 characters) | |

Caonfirm Key | |

Apply

RADIUS Server List
IP Address Auth-Poart Acct-Port Timeout Retransmit Key

Index RADIUS 3
RADIUS
RADIUS
IP Address RADIUS IP
Authentic Port RADIUS UDP 1812
(1-65535)
Accounting Port | RADIUS UDP 1813
(1-65535)
Timeout (1-255) (1 255 5
Retransmit (1 255 2
(1-255)
Key(Max. length | RADIUS
32 characters) 32
Confirm Key Key
[Apply]
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802.1X

[802.1X Settings] 802.1X

Security > 802.1X > Initialize Port(s)

[ ESS—————————————

From Fort 01 v| ToFor 01 v
Initialize Port Table
Fort Auth PAE State Backend_State Fort Status
[Apply]

MAC [802.1X Settings] 802.1X MAC
Security > 802.1X > Initialize Port(s)

From Port o1 v| ToPor o1 v|  MAC Address O |

MAC MAC MAC

[Apply]

From Port/To Port

Port

Auth PAE State PAE
[Initialize] [Disconnected] [Connecting]
[Authenticating] [Authenticated] [Aborting] [Hold]

[ForceAuth] [ForceUnauth] [N/A]

Backend_State . [Request]

[Response] [Success] [Fail] [Timeout] [1dle]
[Initialize] [N/A]
Port Status [Authorized] [Unauthorized]

[N/A]

MAC Address

MAC

[Apply]
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802.1X

[802.1X Settings] 802.1X

Security > 802.1X > Reauthenticate Port(s)

From Fort 01 v| ToFort 01 v
Reauthenticate Port Table
Fort Auth PAE State Backend_State Fort Status ‘
[Apply] [Apply]
MAC [802.1X Settings] 802.1X  MAC

Security > 802.1X > Reauthenticate Port(s)

From Port 01 b

[Apply]

To Port 01 v

Apply

MAC Address O |

MAC MAC
MAC

From Port/To Port

MAC Address

Auth PAE State PAE
[Initialize] [Disconnected] [Connecting]
[Authenticating] [Authenticated] [Aborting] [Hold]
[ForceAuth] [ForceUnauth] [N/A]
Backend_State . [Request]
[Response] [Success] [Fail] [Timeout] [1dle]
[Initialize] [N/A]
Port Status [Authorized] [Unauthorized]

[N/A]

[Apply]
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3.7.5 SSL Settings

ssL
(€H)
(DSA)
@
1)
2) CBC
€)
MD5
3
3

Rivest Shamir Adleman(RSA)

- 128

SHA 2

SSLv3  TLSv1
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DHE DSS Diffie-Hel Iman(DHE)

2
RC 4
(DES) 3DES EDE
1
TFTP

SSL



SSL TFTP

SSL
.der

SSL

SSL 3

SsL HTTP SsL Web GUI
Wieb ssL URL
https:// (  https://10.90.90.90)
Web GUI

Security > SSL Settings

55L Settings
S5L State ®) Disabled ) Enabled
Cache Timeout (60 - §6400) sec

Note: Web will be disabled if SSL is enabled.

S5L Ciphersuite Settings

RSA with RC4_128_MD5 ) Disabled ®) Enabled
RSA with 3DES EDE CEC SHA ) Disabled ® Enabled
DHE D35 with 3DES EDE CEC SHA () Disabled ® Enabled

S5L Certificate Download
Server P Address | |

Certificate File Mame [ |
Key File Name | |

Current Certificate Loaded with RSA Certificate!
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SSL

SSL Settings

[Apply]

SSL Status

SSL

Cache Timeout
(60-86400)

SSL
SSL
600

SSL Ciphersuite Settings

RSA with
RC4_128 MD5

RSA
MD5

RC4
128

RSA with 3DES
EDE CBC SHA

RSA CBC

SHA

DHE DSS with
3DES EDE CBC SHA

DSA Diffie Hellman
SHA

CBC
3DES_EDE

SSL Certificate Download

Server IP
Address

TFTP IP

Certificate
File Name

.der ( c:/cert.der

Key File Name

.der ( c:/pkey.der

[Download]
[Apply]

0

80)

L

SSL

SSL Web

Web URL

https://

8192
4096

127/222

3DES_EDE




3.7.6 SSH
SSH

SSH

)
(1) [Configuration] [User Accounts]

SSH

(2) [SSH User Authentication]

(3) [SSH Authmode and Algorithm Settings]

() [SSH Settings]

SSH

3.7.6.1 SSH Settings

wn

SH

PC(SSH

SSH
SSH

SSH

Security > SSH > SSH Settings

(SSH

SSH
SSH

SSH

PC

SSH Server State @ Disabled O Enabled

SSH Global Settings

Max. Session (1-8)
Connection Timeout {120-600) sec
Authfail Attempts (2-20) times
Rekey Timeout
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Apply



SSH Server State SSH
Max Session (1-8) 1 8

Connection 120 600
Timeout (120-600) 120

Authfail Attempts SSH SSH
(2-20)

Rekey Timeout
Never 10min 30min 60min

Never

[Apply]

129/222



3.7.6.2 SSH Authmode and Algorithm Settings

Security > SSH > SSH Authmode and Algorithm Settings

SSH Authentication Mode Settings

Fassword Fublic Key Host Based
Encryption Algoerithm

3DES-CRC AES128-CEC AES182-CBC AESZE6-CEC Cast! 28-CBC

ARCA Blow-fish-CAC Twofish128 Twofish1 82 Twofish256
Data Integrity Algorithm

HMAC-MD5 HMAC-SHAT
Public Key Algorithm

HMAC-REA HMAC-DEA

SSH Authentication Mode Settings
Password
Public Key SSH
Host-based

SSH Linux

SSH Linux

Encryption Algorithm
3DES-CBC 3DES
Blow-fish CBC Blow-fish
AES128-CBC AES128
AES192-CBC AES192
AES256-CBC AES-256
ARC4 ARC4
Cast128-CBC Cast128
Twofish128 Twofish128
Twofish192 Twofish192
Twofish256 Twofish256
Data Integrity Algorithm
HMAC-SHA1 SHAL
HMAC-MD5 MD5
Public Key Algorithm
HMAC-RSA RSA
HMAC-DSA DSA
[Apply]
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3.7.6.3 SSH User Authentication Lists
SSH

Security > SSH > SSH User Authentication Lists

Total Entries :1

Auth. Mode Host Mame
ots Password

Note: Maximum 8 entries and Host Mame should be less than 32 characters .

[Configuration] [User Accounts]
adpro SSH
SSH
[Edit]

H User Altne atlo

Total Entries :1

Auth. Mode Host Mame

Note: Maximurn 8 entries and Host Mame should be less than 32 characters .

User Name SSH 15
Auth. Mode
Host Based - SSH
SSH
Host Name - SSH 32
Host IP - SSH IP
Password -
Public Key - SSH
Host Name SSH 32
Host IP SSH IP
[Apply]
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3.7.7 Access Authentication Control
Access Authentication Control

TACACS/XTACACS/TACACS+/RADIUS

TACACS 3
TACACS
(1) TACACS - 1 TACACS UpP
(2) XTACACS - TACACS TACACS
UDP
(3) TACACS+ -
TACACS+
TACACS+
TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS (
TACACS/XTACACS/TACACS+/RADIUS 3
€y
@
(©))
4
XTACACS TACACS+ RADIUS
TACACS

TACACS

132/222
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TACACS/XTACACS/TACACS+/RADIUS

TACACS+

TACACS

TCP
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(TACACS/XTACACS/TACACS+/RADIUS/ /

TACACS/XTACACS/TACACS+/RADIUS

[Enable Admin]

3.7.7.1 Authentication Policy Settings

Security > Access Authentication Control > Authentication

Policy Settings

Authentication Policy Disahled
Response Timeout (0-255) SeC
User Attempts (1-265) E Jtimes

Enable Admin

Authentication policy is disabled !

Authentication
Policy

Response Timeout 0 255
(0-255) 30

User Attempts
(1-255)

60 Telnet
Web GUI 1
255 3

[Apply]
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3.7.7.2 Application Authentication Settings
[Login Method Lists]
( ) Telnet
SSH HTTP

Security > Access Authentication Control > Application

Authentication Set

tings

L

Application Login Method List Enahble Method List

Console default v default v
Telnet default w default v
S5H default » default v
HTTP default w default v

Apply

Application Telnet
SSH HTTP

Login Method Method List

List Method List

Method List
[Login Method Lists]
Enable Method Method List
List

Method List
[Enable Method Lists]

[Apply]
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3.7.7.3 Authentication Server Group

TACACS/XTACACS/TACACS+/RADIUS

Security > Access Authentication Control > Authentication Server

Group :
AUTRentication sever aroup
Sever Group List |EditSeverGr0up |
Group Mame (Max 15 characters) |:| ‘
Total Entries: 4
Group Name
radius
tacacs
tacacs+
Macacs
[Edit]

[Edit Server Group]

AUTRentication sever aroup

Sever Group List |EditSeverGr0up |
Group Mame (Max: 15 characters) |:|
Server Host
IP Address ] Protocol | TACACS v Add
Host List
IP Address Protocol

[Add]
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3.7.7.4 Authentication Server
TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS

16
Security > Access Authentication Control > Authentication Server
ALITNe atio erye
IF Address [ | Port(1-855385) [48 |
Protocol TACACS w Timeout {1-255) |5 |sec
Key (Masx: 254 characters) | | Retransmit (1-255) |2 |times

Total Entries: 0
IP Address Frotocol Timeout Key Retransmit

IP Address IP
Port (1-65535) 1 65535
TACACS/XTACACS/TACACS+ 49
RADIUS 1812

Protocol

TACACS - TACACS

XTACACS - XTACACS

TACACS+ - TACACS+

RADIUS - RADIUS
Timeout (1-255)

5
Key TACACS+ RADIUS
254

Retransmit
(1-255) 2
[Apply]
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3.7.7.5 Login Method Lists

TACACS XTACACS
TACACS
2 TACACS XTACACS
TACACS/XTACACS/TACACS+/RADIUS

[Enable Admin]

Security > Access Authentication Control > Login Method Lists

UL Ve UL

Method List Mame (Max 15 characters) |:|

Priarity 1: w Friority 2:
Friority 3 Friority 4

Apply

Total Entries: 1

Friarity 1 Friarity 2 Friarity 3 Priority 4

default logel = e s

Method List [Edit]

Method List Method List ( 15 )

Name

Priority 1, 2, Method List 4
3, 4 tacacs - TACACS

xtacacs - XTACACS
tacacs+ - TACACS+
radius - RADIUS
server_group -

local -

none -

[Apply]
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3.7.7.6 Enable Method Lists

Method List
(Admin 8
Method List 1 Method List
Method List

Security > Access Authentication Control > Enable Method Lists

gdible vie UL
Method List Mame (Max: 15 characters) I:I
Priority 1: v Friority 2:
Priority 3: Friority 4:

Apply

Total Entries: 1

B Priority 1 Priority 2 Priority 3 Priority 4
default local_enable -
Method List [Delete] Method List
[Edit]
Method List [Apply]

Method List Method List ( 15 )

Name

Priority Method List 4
1, 2, 3, 4 tacacs - TACACS

xtacacs - XTACACS
tacacs+ - TACACS+
radius - RADIUS
server_group -

local -

none -

[Apply]
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3.7.7.7 Local Enable Password Settings
[enable admin]
"local _enable"

Security > Access Authentication Control > Local Enable Password
Settings

Old Local Enable Password {Max 15 characters) |:|
MNew Local Enable Password |:|
Confirm Local Enable Password |:|

Apply

[Apply]

Old Local Enable
Password (Max: 15
characters)

New Local Enable

Password 15

Confirm Local
Enable Password

[Apply]
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3.7.8 MAC-based Access Control
MAC

RADIUS MAC
RADIUS MAC

0 Ver.1.05 MAC

o VLAN VLAN VLAN
ID Ingres checking
GVRP Settings

0 VLAN 64

64 MAC/Web/802. 1X VLAN
VLAN

MAC
MAC

FDB
GVRP MAC
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3.7.8.1 MAC-based Access Control Settings

MAC

Security > MAC-based Access Control > MAC-based Access Control

Settings :

VI~ el

MBA Global State OFEnabled @ Disabled

Method Password [default |

Authentication Failover Disabled Permit VLAN ID [ |

Authorization Network Dizabled Max User {1-128) |128 ||:| Mo Limit

FPassword Type Manual String W MAC Format Uppercase, None

Port Settings

From Port To Port State Aging Time {1-1440) Hold Time {1-300) Max User (1-128)

[0t v| [0t v| [Disabled v| 1440 |min [ Infinite sec [infinite sec [|No Limit

| Port State Mode Aging Time (Mins) Hold Time (Secs) Max User
1 Disabled Host Based 1440 300 128
2 Disabled Host Based 1440 300 128
3 Disabled Host Based 1440 300 128
4 Disabled Host Based 1440 300 128
5 Disabled Host Based 1440 300 125
] Disabled Host Based 1440 300 128
7 Disabled Host Based 1440 300 128
3 Disabled Host Based 1440 300 128
9 Disabled Host Based 1440 300 128
10 Disabled Host Based 1440 300 128
11 Disabled Host Based 1440 300 128
12 Disabled Host Based 1440 300 128
13 Disabled Host Based 1440 300 128
14 Disabled Host Based 1440 300 128
15 Disabled Host Based 1440 300 125
16 Disabled Host Based 1440 300 128
17 Disabled Host Based 1440 300 128
18 Disabled Host Based 1440 300 128
15 Disabled Host Based 1440 300 125
20 Disabled Host Based 1440 300 125
2 Disabled Host Based 1440 300 128
22 Disabled Host Based 1440 300 128
23 Disabled Host Based 1440 300 128
24 Disabled Host Based 1440 300 128

MBA Global MAC
State
Method MAC

Local - MAC

MAC MAC

MAC
RADIUS - RADIUS MAC
MAC RADIUS
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Password MAC RADIUS
default
Max User 1 128 128
(1-128) ( 128) No Limit
512

Authentication RADIUS
Failover failover

enable - RADIUS failover

permit - RADIUS

local - RADIUS

disable - RADIUS failover
Permit VLAN ID Auth Failover [Permit] VLAN 1D
Authorization RADUIS
Network (VLAN )
MAC Format MAC MAC

Uppercase, None -

Uppercase, Hyphen -

Lowercase, None -

Lowercase, Hyphen -
Password Type MAC

manual_string - RADIUS

client_mac_address - RADIUS MAC
From Port/ MAC
To Port
State MAC
Aging Time 1 1440 1440
(1-1440) Infinite
Hold Time 1 300 300
(1-300) Infinite
Max User 1 128 128
(1-128) ( 128) No Limit

512

[Apply]
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o (Permit)
0 RADIUS 30

15

3.7.8.2 MAC-based Access Control Local Settings
MAC VLAN
MAC VLAN
128 MAC

Security > MAC-based Access Control > MAC-based Access Control

Local Settings :
VIAC-based Access Control Cocal Settings

MaCAddress[ | wvianNameo[ | wwm o[ ]

[ Add | [ Delete By Mac | [Delete By vian] [ Find By MAC | | Find By vian | [ view all

Total Entries: 1

MAC Address YLAM Name VLAN ID

00-11-22-33-44-55 default 1 Edit By Name Edit By ID

[Add]

[Delete By MAC] MAC

[Delete By VLAN] VLAN ID
[Find By NAC] MAC

[Find By VLAN] VLAN ID
[View All]

[Edit By Name] VLAN
[Edit By ID] VLAN 1D
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3.7.9 Web Authentication
Web

RADIUS IPv6 Web

0 Ver.1.05 Web

0 VLAN VLAN VLAN
ID Ingres checking

GVRP Settings

0 Web 63
0 VLAN 64

64 MAC/Web/802. 1X VLAN
VLAN

3.7.9.1 Web Authentication Settings

Web
Web Security > Web Authentication > Web Authentication
Settings
State [Disabled w| Method Loca v
Authentication Failover | Disabled V Permit VLAN ID | ‘
Virtual IP 0.0.0.0 Port Number(1-65535) 30 ®HTTP (U HTTPS
RADIUS Authorization Enabled | Redirection Path |
Local Authorization Enabled V_
Apply |

State Web
Authentication | RADIUS
Failover failover
enable - RADIUS failover

permit - RADIUS
local - RADIUS
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disable - RADIUS failover
Permit VLAN ID | Auth Failover [Permit] VLAN ID
Virtual IP IP IP

IP "0.0.0.0" Web

RADIUS RADIUS RADIUS
Authorization
Method Web RADIUS RADIUS

Web Local Web
Port Number HTTP 80

HTTP - Web HTTP 80

TCP 443

HTTPS - Web HTTPS

443 TCP 80
Redirection URL URL
Path URL
Local
Authorization
[Apply]
0 (Permit)
0 RADIUS 30

15
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3.7.9.2 Web Authentication User Settings

Web
Web Security > Web Authentication > Web Authentication User
Settings
JvepD Al = ALIO USE = (]
Create User
User Name @ VLAN Mame ) VLAN ID{1-4094) Password Confirmation

|| || | | ” |[ Apply || Delete all |

Total Entries: 0

User Name YLAN Mame VID Password

User Name Web

VLAN Name Web VLAN
VLAN ID Web VLAN ID
Password Web

Confirmation Web

[Apply]

[Delete All]
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3.7.9.3 Web Authentication Port Settings

Web
Web Security > Web Authentication > Web Authentication Port
Settings
yWeER Al = - & = 2
Port Settings
From Port 01 - To Port 01 -

State Disabled = Aging Time (1-1440) [ | min#lmfinite
Block Time (0-300) b sec

P! Aging Time Block Time o
1 Disabled 1440 B0
2 Disabled 1440 &0
3 Disabled 1440 ] L
4 Disabled 1440 60 1
5 Disabled 1440 ]
B Disabled 1440 B0
7 Disabled 1440 B0
8 Disabled 1440 B0
a Disabled 1440 ]
10 Disabled 1440 B0
11 Disabled 1440 60
12 Disabled 1440 60
13 Disabled 1440 ] &2

From Port/To Port
State Web
Aging Time Infinite

Block Time block time
[Apply]

0 Web

IP IP TCP
ICMP,UDP

1Pv6
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3.7.9.4 Web Authentication Customize
Web

Web Security > Web Authentication >
Web Authentication Customize

Japanese w | Login

MR F—22: KL

We bsZaE 0 £ 12
I-—H—F
T

Each lire in hould ke

Customize Textbox

CHIRAES S L H I PR DI S L,

B manes
. RS T LR oo FO—EREY
.?Eﬁ%%: Netwark Manezer
O

.MAIL : network.manazer. abBapresiasysiens. com |

English/Japanese
Login/Logout

Customize 1 8

Textbox(1-8)
70 35

[Clear]

[Apply]
[Preview]
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Web

MR F 22 FB:0

NS« Com

Security > Web Authentication

> Web Authentication Customize

Japanese

v | Logout

v

We bSEaIED 47 -2
04 - /BRTh |
ZDD D ERL A, TRORALERL T TS,
nrrk

Each line |
Customize Textbox
CHIRFEESDDE L RIS FREASEE S L,

Bl menes

.?Eéi%%: Metwork Menezer
R

.MAIL : network. manager. abfapresiasystems. com |

|
|
Bl s = 5 Lok o - o - DERIE |
I
I
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English/Japanese
Login/Logout

Customize 1 8
Textbox(1-8)

70 35

[Clear]

[Apply]
[Preview]

WebsSal 4 12

04 R |
D (A ERAS S RO AL L TS,
aaFat
Thark wout

MAIL
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3.8 (ACL)

MAC
1P
3.8.1 ACL Configuration Wizard
ACL
ACL > ACL Configuration Wizard
L QL L vy *
General ACL Rules
Profile 1D {1-512) Access D (1-65538)
Il | O Auto Assign

From

Any w

To

Any w

Action

Fermit v

Optian

Rate Limiting v | (2.5 64-1024000

Ports v [ ie.g. 1,48

Mote: ACL Wizard will create the access profile and rule automatically.
For advanecd access profilefrule setting. you can manually configure it in Access Profile List.

Profile ID 1 256
(1-256)
Access ID 1 65535
(1-65535)
From/To From( ) To( )

[MAC Address] [IPv4 Address] [IPv6] [Any] [1PV6]
Action [Permit]

[Deny]

[Mirror]
Option [Rate Limiting] [1P Priority] [Replace DSCP]
Ports ACL
[Apply]
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3.8.2 Access Profile List

(MAC 1P

ACL > Access Profile Lists

| Add ACL Profile I | Delete All Total Used Rule Entries / Total Unused Rule Entries: 0 [ 256
Profile ID Profile Type Owner Type |
1 Ethernet ACL |_Show Details || Add/View Rules || Delete J
2 IP ACL |_Show Details || Add/View Rules || Delete |
3 IPvE ACL |__Show Details || Add/View Rules || Delete I
4 Packet Content ACL __Show Details || Add/View Rules | Delete J
ACL [Add ACL Profile]
Add A =
Select Profile ID
Select ACL Type
® Ethernet ACL O IPva ACL
OIPvB ACL O Packet Content ACL

You can select the field in the packet to create filtering mask

FPayLoad
MAC Address
[ source MAC Mask l:l
CDestination MAC Mask ||
802.1Q VLAN
[CwLan
VIANMask @-FFR) [ ]
802.1P
¥ soz.1p
Ethernet Type
[ Ethemet Type
[ <<Back ] [ Create |
4 Ethernet ACL/IPv4 ACL/IPv6
ACL/Packet Content ACL ID 1 256 (
1 ACL ( Ethernet ACL ) [Select]
ACL
( MAC Address 802.1Q VLAN 802.1P Ethernet Type [Create]
1 ( 802.1p [Access
Profile List] [<<Back]

152/222



Select ACL Type ACL

[Ethernet ACL] 2

[1Pv4 ACL] IPv4

[1Pv6 ACL] IPv6

[Packet Content ACL]
MAC Address [Source MAC Mask] MAC

[Destination MAC Mask] MAC

802.1Q VLAN VLAN - VLAN

VLAN Mask O-FFF - VLAN

VLAN

802.1p 802.1p

Ethernet Type

0 APLGM ACL 256
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[Add ACL Profile] [Create] [Access Profile List]

[Add ACL Profile]

[Delete] [Delete All]
[Show Details]

[Add/View Rules]

i —
| Add ACL Profile | Delete 2l | Total Used Rule Entries | Total Unused Rule Entries: 0/ 256
Profile ID Frofile Type Qwner Type |
1 Ethernet ACL Show Details || Add/View Rules || Delete |

[Show Details]

ACL Profile Details

Frofile ID 1

Frofile Type Ethernet
Owener Type ACL
802.1P Yes

Show all Profiles

[Access Profile List] [Show All Profiles]
[Add/View Rules]

Profile Type Action
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[Add Rule]

Acid A = =4i=

Profile 1D

Owner Type

Rule Detail

Access ID (1-65535)
802 1P (0-7)

Rule Action
Action

Priority (0-7)
Replace Priority

Counter
Ports

Profile Information

Replace DSCP (0-63)

1 Profile Type

ACL 802.1P

(Keep an input field as blank to treat the corresponding option as do not care)

[C] Auto Assign
[ ]

Permit -

[ 10
[ 10

Dizabled -
| | e.0.01,4-5.9)

Ethernet

Yes

m

I Previous page ] [ Apply ] <

F

Access ID
(1-65535)

Auto Assign -
ID

1 65535

VLAN Name

VLAN

VLAN 1D
(1-4094)

VLAN 1D

VLAN 1D

VLAN  VLAN ID

Source MAC
Address

MAC MAC

Source MAC Mask

MAC MAC

16

Destination MAC
Address

MAC MAC

Destination MAC
Mask

MAC MAC

16

802.1p (0-7)

802.1p
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Ethernet Type
(0-FFFF)

16 802.10Q

Action

[Permit]

[Deny]

[Mirror]

Priority (0-7)

802.1p (
) CoS

CoS 802.1p
QoS

Replace
Priority

CoS
802.1p (

802.1p

Replace DSCP
(0-63)

DSCP  ( )

Counter

Ports

[Access Rule List]

Frofile Type Actian
Ethernet Permit

Show Details Delete Rules

[Show Details] [Access

Rule Detail Information]

Frofile 1D
Access D
Frofile Type
Action
FPors
802.1P

Show All Rules

ACL Rule Details

1

1
Ethernet
Fermit

9

4]
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3.8.3 Access profile list-1Pv4 ACL
IPv4 ACL

[Access Profile List]

[Add ACL Profile]

1 512 ID [1Pv4 ACL]
[ICMP] [IGMP] [TCP] [UDP]
[Protocol 1D] [Select] (
[ICMP] [IGMP] [TCP] [UDP] [Protocol ID]
):
Select Profile ID
Select ACL Type
O Ethernet AGL @ Py ACL
O IPve ACL O Packet Content ACL

You can select the field in the packet to create filtering mask

L2 Header IPvd4 DSCP

802.1Q VLAN
Cvian

VLAN Mask(0-FFF) [ |
IPv4 DSCP
M pscr
IPv4 Address
[ gource IP Mask l:l
OoestinationPiask [ |
ICMP
[ icmp

ICHP Type ICMP Code

[Access Profile List]

[ <<Back

Create ]
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[<<Back]




VLAN VLAN
IPv4 DSCP DiffServ
IPv4 Address [Source IP Mask] [Destination IP Mask]
1Pv4 1Pv4
ICMP [1CVMP] 1CMP
[1CMP Type] ICMP
[1CMP Code] ICMP
1GMP [1GMP] 1GMP
[1GMP Type] 1GMP
TCP [TCP] TCP
[TCP]
[TCP]
Source Port Mask (O-FFFF) - TCP
16 (16 0x0-0xFFff)
Destination Port Mask (O-FFFF) - TCP
16 (16 0x0-0xffff)
TCP Flag Bits - [URG] [ACK]  [PSH] [RST] [SYN] [FIN] [Check
All]
Ubp [UDP] UbP
[UDP]
Source Port Mask - TCP
16 (16 0x0-0xFfff)
Destination Port Mask - TCP
16 (16 0x0-0xffff)
Protocol 1D [Protocol ID Mask]
ID
Protocol ID Mask (0-FF) - IP
[Apply]
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[Create] [Access Profile List]
[Add ACL Profile]
[Delete]
[Show Details]

[Add/View Rules]
e ————

L Add ACL Profile I Delete All Total Used Rule Entries / Total Unused Rule Entries: 0/ 256
Frofile ID Profile Tvpe owner Type |
1 Ethernet ACL Show Details || Add/View Rules || Delete
2 IP ACL Show Details || Add/View Rules|| Delete

[Show Details]

ACL Profile Details

Profile ID 2
Profile Type =]
Cravner Type ACL
DECP ¥es

Show All Profiles

[Access Profile List] [Show All Profiles]
[Add/View Rules] [Access Rule List]
[Add Rule]

Profile Information

Profile ID z Profile Type P

Owner Type ACL DSCP Yes

m

Rule Detail
(Keep an inputfield as blank to treatthe corresponding option as do not care)
Access 1D (1-65535) 1 [T Auto Assign

DSCP | e.g.(0-63)

Rule Action
Action Permit -

Priority (0-7) [ 1@

Replace Priority

Replace DSCP (0-63) [ 1@

Counter Disabled «

Darte - [ AAdd AR
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Access ID 1 65535
(1-65535)
VLAN Name VLAN
VLAN ID Mask _ (O-FFF) - VLAN ID
(1-4094)
Source IP 1P
Address
Source IP Mask 1P IP
Destination IP IP
Address
Destination IP 1P IP
Mask
DSCP DiffServ
ICMP ICMP ICMP
ICMP Type - ICMP
ICMP Code - ICMP
IGMP Type __ e.g. (0-255) - IGMP
TCP Source Port - TCP
Mask(0-FFFF) - TCP
Destination Port - TCP
Mask(0-FFFF) - TCP
Flag Bits -
TCP

URG/ACK/PSH/RST/SYN/EIN - [URG] [ACK] [PSH]  [RST] [SYN]  [FIN]

UDP Source Port - UDP

Mask(0-FFFF) - Ubp
Destination Port - UDP
Mask(O-FFFF) - UDP
Protocol 1D Protocol ID __ e.g.(0-255) -

Action [Permit]

[Deny]

[Mirror]
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Priority (0-7) 802.1p (
) CoS
Replace CoS
Priority Priority 802.1p (
)
802.1p

Replace DSCP DSCP  ( )

(0-63)

Counter

Ports

[Apply] [Access Rule List]
[ <<Back ] [ Add Rule ]
Frofile D Frofile Type Action
2 1 IP Permmit [ Show Details || Delete Rules |

[Show Details] [Access

Rule Detail Information]

RLUle Dels D atlo

ACL Rule Details

Frofile D 2
Access D 1
Frofile Type IP
Action Fermit
Forts 1
DSCP B3

Show all Rules
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3.8.4 Access profile list-1Pv6 ACL

IPv6 ACL [Access Profile List] [Add ACL Profile]
1 512 D [1Pv6 ACL]
(TcP UDP)
[Select] ( TCP UDP
):

Select Profile ID
Select ACL Type
O Ethemet ACL OlIpva AL
@ 1pvé ACL TCP v O Packet Cantent ACL

¥ou can select the field in the packet to create filtering mask

IPv6 Class
CIPv& Class

IPv6 Flow Label

I IPv& Flow Label

IPv6 Address

[ 1Pv6 Source Mask

TCP

O T1cp

Source PortMask (0-FFFF) |
Destination Port Mask (0-FFFF) [ |

[ <<Back ] [ Create ]

[Create]
[Access Profile List] [<<Back]
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IPv6

IPv6 Class
IPv6 Flow Label IPv6
( QoS UDP
IPv6 Address IPv6
TCP TCP
[TCP Source Port Mask] [TCP Destination Port Mask]
UDP UDP
[UDP Source Port Mask] [UDP Destination Port Mask]
[Apply]
[Create] [Access Profile List]
[Add ACL Profile]

[Delete]
[Delete All]

[Show Details]
[Add/View Rules]

= Profila
Add ACL Profile Delete All Total Used Rule Entries / Total Unused Rule Entries: 0/ 256
Profile 1D Frofile Type Owner Type
1 Ethernet ACL |__Show Details || Add/View Rules|| Delete
2 IP ACL |__Show Details || Add/View Rules|| Delete
3 IPvE ACL Show Details || Add/View Rules Delete
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[Show Details]

ACL Profile Details

Profile (D
Profile Type
Crwner Type
IPv6 Flow Lahbel

Show All Profiles

[Access Profile List]

3

IPvE
ACL
fes

[Show All Profiles]

[Add/View Rules] [Access Rule List]
[Add Rule]
& (10} & - - l - -
Profile Information
Profile 1D 3 Profile Type IPvE
Owner Type ACL IPvE Class Yes
Rule Detail

Access ID (1-65535)
Class

Rule Action
Action

Priority (0-7)

Replace Priority
Replace DSCP (0-63)
Counter

Ports

(Keep an input field as blank to treat the corresponding option as do not care)

[C] Auto Assign
[ lesesy

Permit -

I =
[ 1o

Disabled -
| | e.0.01,4-5.9)

| IES

F

[ Previous page ] [ Apply

Access ID 1 65535
(1-65535)

Auto Assign -

ID

Class 1Pv6
Flow Label IPv6 0-FFFFF
IPv6 Source 1Pv6 1Pv6
Address
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IPv6 Source I1Pv6 1Pv6
Mask 44 (LSB)
TCP Source Port - IPv6 L4 TCP
Destination Port - IPv6 L4 TCP
UDP Source Port - IPv6 L4 UDP
Destination Port - IPv6 L4 UDP
Action [Permit]
[Deny]
[Mirror]
Priority (0-7) 802.1p (
) CoS
Replace CoS
Priority Priority 802.1p (
)
802.1p
Replace DSCP DSCP  ( )
(0-63)
Counter
Ports
[Apply] [Access Rule List]

[ <<Pack |[ addrule |

Profile Type Action

P Fermit Show Details Delete Rules

[Show Details]

Rule Detail Information]

Frofile 1D
Access D
Frofile Type
Action

Forts

IPv6 Flow Label

Show All Rules

L dallO

ACL Rule Details

3

1

IPvG
Fermit

5
0x00006
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3.8.5 Access profile list-Packet content ACL

ACL [Access Profile List] [Add ACL
Profile] ID 1 256 [Packet
Content ACL] [Select]
Select Profile ID 4 >
Select ACL Type
O Ethernet ACL O 1Pv4 ACL
O1pvs acL (@) Packet Content ACL Select

You can select the field in the packet to create filtering mask

Packet Content

¥ offset1(2126)[2 | maskox0-Durim oo |
[ offset22-126) | maskio-odfm o |
Ol ofiset3z-126) | maskwo-0dfmmo] |
O ofiset42-126) | maskwo-0dmmmo] |

| <<Back | | Create

[Create]
[Access Profile List] [<<Back]

Packet Content 4

1 (2-126)

2 (2-126)

3 (2-126)

4 (2-126)
Packet Content ACL

ARP
Packet Content ACL

[Apply]

166/222



[Create] [Access Profile List]

[Add ACL Profile]
[Delete]
[Delete All]
[Show Details] [Add/View
Rules]
ACCeSs Frofie LIs
Add ACL Profile 11 Delete All Total Used Rule Entries / Total Unused Rule Entries: 0/ 256
Profile ID Frofile Type Owner Type |
1 Ethernet ACL Show Details || Add/View Rules || Delete J
2 IP ACL Show Details || Add/View Rules || Delete J
3 IPvG ACL Show Details || Add/View Rules || Delete J
4 Facket Content ACL Show Details || Add/View Rules || Delete J

[Show Details]

ACCESS FTotlie Uetall InTormation

CL Profile Details

Frofile 1D 4

Frofile Type Facket Content

Cwner Type ACL

Offset 1 Byte 2 Value: OxFFFFFFFF

| Show &ll Profiles |
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[Access Profile List] [Show ALl Profiles]
[Add/View Rules] [Add Rule]

“AddAccessRgle

Profile Information

Praofile 1D 4 Profile Type Packet Content
Owner Type ACL Offset 1 Byte 2 Value: 0xFFFFFFFF
Rule Detail
(Keep an input field as blank to treat the corresponding aption as do not care)
Access ID (1-65535) O Aute Assign
Offset 1 [ |eo(FFFFFFFF) Mask|  |eq.(FFFFFFFF)
Rule Action

Priority (0-7) |:| Bl

Replace Priarity

Replace DSCP (0-63) =]
Counter Disabled |v

Forts v | | e.0.014-6,9)

| Previous page | | Apply
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Access ID 1 65535
(1-65535)
Offset(1-4) UDF 4
n
4 128
2
4
2 6 10 14 18 22 26 30,34 126
Action [Permit]
[Deny]
[Mirror]
Priority(0-7) 802.1p (
) CoS
Replace DSCP DSCP
Counter ACL
Ports
[Apply] [Access Rule List]

[ <<PBack |[ addrdle |

Frofile Type

Access
4 1 Packet Content Permit Show Details Delete Rules

[Show Details]

ACCeSs RUle Detall Intormation

CL Rule Details

Frofile 1D 4

Access D 1

Frofile Type Facket Content

Action Fermit

Fors 1

Offset 1 Value: 0xFFFFFFFF Mask (0xFFFFFFFF)

Show All Rules
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3.8.6 ACL Finder
ACL

CPU) [Find]
[Delete]

ACL > ACL Finder
| AL Finger

ACL rule finder helps you identify any rule has been assigned to a specific port

Profile 1D | Any_ v Port

Profile IO Frofile Type Action

Profile ID ID
Port ACL

3.8.7 ACL Flow Meter
ACL ACL
64 kbps
ACL

ACL > ACL Flow Meter

ow Mele
View Al [ Delete al |

Total Entries:0
Frofile D Maodify Display

Profile ID ID

Access 1D ID
(1-65535)
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[Find]

[Modify]
[Delete] [Add]
oW guratio

@ Prafile ID 1 =

Access D (1-65535) [ |
Rate (Khps) (64-1024000)
Burst Size (Kbyte) (4-16384)

lode Rate =
Rate Exceed = pionkscker -
@ Remark DSCP (0-63)
<=Back L__Apply |

Profile ID

ID

Access ID
(1-65535)

ID 1 65535

Mode

Rate 64-1024000 Kbps - Kbps
64 1,024,000 Kbps
Burst Size 4-16384 Kbyte -
0 16,384 Kbyte
Rate Exceed Drop - ( )
Replace DSCP (0-63) - DSCP
[Apply] [<<Back] [ACL Flow Mete]
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3.9 Monitoring
3.9.1 Cable Diagnostics

Monitoring > Cable Diagnostics :

anle Diagnostics

From Port To Port
01 - 01 - Test

Link Status Test Result Cahle Length(M)
Fair1 Cpenat4 M
. Fair2 Cpenat4 M
B = LmsEE Paira Open at 4 1 .

Pair4 Openats M

The Cable Diagnostics is designed primarily for administrators or customer senvice representative to view tests on copper cables, it can rapidly determine where errors occurred in
the cable and the type of cable error which cccurred

Note:
The Cable Fault Distance is calculated from switch side.

[Test]

3.9.2 SFP General Information
SFP SFP

Monitoring > SFP > SFP General Information :

From Port To Port

Port 21

Vendor Mame Axcen Photonics

endor Part Number AXGD-1354-15N1
Serial Number AX1019R208042

Port 22

Vendor Mame
endor Part Number
Serial Number

Port 23

Vendor Mame
endor Part Number
Serial Number

Port 24

Vendor Mame
Vendor Part Number
Serial Number

From Port/To Port

[Apply] SFP
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3.9.3 SFP Diagnostic Monitoring

SFP SFP
dBm
Monitoring > SFP > SFP Diagnostic Monitoring

= LUag D! vID & *

From Port To Port

o - o -
Port TX Power (dBm) R¥ Power (dBm)
21 -10 40 -4.15
22
23
24

From Port/To Port

[Apply] SFP
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3.9.4 CPU Utilization Notify

CPU
Monitoring > Utilization Notify > CPU Utilization Notify settings
UL L) 0 W L]
CPLU Utilization MNotify Current Status MNORMAL
CPU Utilization Motify State  Disabled & Enabled
Threshold (20% ~100%) [1o0 s
Polling Interval 10 ~ 300) [0 sec
Trap State IDisahIed vl
Log State [Enanied =]
Apply |

[Apply]

CPU Utilization CPU
Notify State
Threshold CPU
(20-100) overloading normal
100%
Polling Interval | CPU CPU 5
(10-300) 60
Trap State CPU SNMP
Log State CPU
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3.9.5 CPU Utilization
CPU

Monitoring > Utilization Notify > CPU Utilization

FiUJ U atlo

Unit:(%)

Time Interval 1s - Record Mumber 200

ShowHide W Five Secs W One Min W Five Mins

[Clear]
[Apply]

CPU Gul
[Apply]

Time Interval 1 60 1
Record Number 20 200 200
Show/Hide [Five Secs] [One Min] [Five Mins]
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3.9.6 DRAM Utilization Notify

DRAM
Monitoring > Utilization Notify > DRAM Utilization Notify

settings

DRAN UTINZation NOUTY oe q

DRAM Utilization Motify Current Status MORMAL

DRAM Utilization Notify State © Disabled ) Enabled

Threshold (20% ~ 100%) o0 e

Palling Interval (10 ~ 300) B0 Jsec

Trap State Disabled -

Log State Disabled -

Apply

[Apply]

DRAM DRAM

Utilization

Notify State

Threshold DRAM

(20-100) overloading normal
100%

Polling DRAM

Interval 60

(10-300)

Trap State DRAM SNMP

Log State DRAM
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3.9.7 DRAM & FLASH Utilization
DRAM

Monitoring > Utilization Notify > DRAM & FLASH Utilization

DRAM Uitilization Refresh
Total DRAM 131072 KB
Uzed DRAM 66317 KB
Utilization : 50%
UtilizationiMas) A0%
Utilization{Min) : a0%
Clear

FLASH Utilization

Total FLASH 16384 KB

Used FLASH B3R5 KB

Utilization : 43%
[Refresh]
[Clear] DRAM

3.9.8 Port Utilization

Monitoring > Port Utilization

Port_Util

Unit:(%)

Time Interval 15 - Record Number 200 hd
ShowiHide ¥ Port_Util

GUI

Port

Time Interval 1 60 1
Record Number 20 200 200
Show/Hide
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3.9.9 Packet Size

GUI

Monitoring > Packet Size :

Port 01 v View Tahle [ mpply  J[ clear ]

1000

400

y
Time Interval |15 | Record Mumber |200 -

ShowiHide v 64 v 65127 v 123-255 v 256-511 W 512-1023 W 1024-1518
[Apply]
[Packet Size Table] View Table
e = Table
Port 01 v wiew Graphic [ mpply  J[ clear |

Frame Size Frame Counts Framesisec

64

B5-127

128-255

256-511

512-1023

1024-1518

[Apply]
[Clear]
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Port
Time Interval 1 60 1
Record Number 20 200 200
64 64 ( FCS
) (
65-127 65 127 ( FCS
(
128-255 128 255 ( FCS
(
256-511 256 511 ( FCS
) (
512-1023 512 1023 ( FCS
) (
1024-1518 1024 1518 ( FCS
) (
Show/Hide 64 65-127 128-255 256-511 512-1023 1024-1518
Clear
View Table
View Graphic
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3.9.10 Packets
3.9.10.1 Received (Rx)

Port 01 v

Timelnteral  [15 =]
Show/Hide v Bytes
[Apply]
[Clear]

[Received (Rx) Table]

v Packets

Monitoring > Packets > Received (Rx)

Yiew Tahle

Record MNumber

View Table

GUI

[

Apply

J

Clear

)

2[Ved( A =[] (=

Port 01 -

Rx Packets

Bytes

Packets

Rx Packets

Unicast

Multicast

Broadcast

Tx Packets

Bytes

Packets

[Apply]
[Clear]

View Graphic

0

0

0
0

0

0

0

0

0

0
0

0

0

0
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Port
Time Interval 1 60 1

Record Number 20 200 200
Bytes

Packets

Unicast
Multicast
Broadcast
Show/Hide
Clear

View Table
View Graphic
[Apply]
[Clear]

3.9.10.2 UMB_cast(Rx)

UMB_cast Rx
GUI
Monitoring > Packets > UMB_cast (Rx)
LUVIB )
Port 01 v View Tahle [ mpply  J[ clear ]

1000
900

200 Broadcast

600
500
400
300
200
100

Time Interval 15 - Record Mumber 200
ShowiHide W Unicast W Multicast ¥ Broadcast
[Apply]
[Clear]
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[UMB_cast (Rx) Table]

View Table

Rx Packets

Port 01

-

Bytes

Packets

Rx Packets

Unicast

Multicast

Broadcast

Tx Packets

Bytes

Packets

[Apply]
[Clear]

View Graphic

[ Apply ] [ Clear ]

Port

Time Interval

60

Record Number

20 200

200

Unicast

Multicast

Broadcast

Show/Hide

Clear

View Table

View Graphic
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3.9.10.3 Transmitted (Tx)

(™)

GUI

Monitoring > Packets > Transmitted (Tx)

Time Interval 15 -

ShowiHide W Bytes V¥ Packets
[Apply]
[Clear]

Wiew Tahle

Record Mumber

View Table

[Transmitted (Tx) Table]

Port 01 -

Rx Packets

Bytes

Packets

Rx Packets

Unicast

Multicast

Broadcast

Tx Packets

Bytes

Packets

[Apply]
[Clear]

View Graphic
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Port
Time Interval 1 60 1

Record Number 20 200 200
Bytes

Packets

Unicast
Multicast
Broadcast
Show/Hide
Clear

View Table
View Graphic

3.9.11 Errors
3.9.11.1 Received (RX)
GUI

Monitoring > Errors > Received (RX)

Recevedl(Rx

Port 01 v Wiew Table [ mpply  J[ clear ]

creEror [N

Drop

Time Interval |15 ~ | Record Mumber|200 -

ShowiHide W CRCEmor W UnderSize W OverSize ¥ Fragment ¥ Jahber ¥ Drop

[Apply]
[Clear]
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[Received (Rx) Table]

View Table

Rx Error

Wiew Graphic

CRCErrar

Undersize

OwerSize

Fragment

Jabbear

Crrop

[ apply

J

Clear

]

[Apply]
[Clear]

Port

Time Interval 1 60

Record Number 20 200 200
CRCError CRC

UnderSize 64 CRC
OverSize 1518 1536

Fragment CRC 64

Jabber 1518 1536

Drop C )

Show/Hide CRCError UnderSize OverSize Fragment Jabber Drop
Clear

View Table

View Graphic
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3.9.11.2 Transmitted (TX)

GUI
Monitoring > Errors > Transmitted (Tx) :
R
Port 01 v View Tahle [ mpply  J[ clear ]

1000
900
800
700
600

400

Unit:

Time Interval |15 ~ | Record Mumber|200 -

ShowiHide W ExDefer ¥ CRCEror W LateCaoll v ExCaoll ¥ SingCaoll ¥ Caollision
[Apply]
[Clear]

[Transmitted (Tx) Table] View Table

Port 01 v Wiew Graphic apply  J[ Clear

ExDefer

CRC Error

Latecall

ExColl

SingCall

Caollision

[Apply]
[Clear]

186/222



Port
Time Interval 1 60 1

Record Number 20 200 200
ExDefer

CRC Error CRC
LateColl 512

ExColl
SingColl 1

Collision
Show/Hide ExDefer CRCError LateColl ExColl SingColl Collision

Clear
View Table
View Graphic

3.9.12 Port Access Control
3.9.12.1 RADIUS Authentication
RADIUS RADIUS

Monitoring > Port Access Control > RADIUS Authentication

~ALNU ~AUne datlo

Clear

Serverindex Invalid=ServerAddr ldentifier AuthServerAddr | ServerPorthumber | RoundTripTime
0 APRES BIMS 0 0

APRES 0.000

[Clear]

[Clear]
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InvalidServerAddr RADIUS
Identifier RADIUS NAS
ServerlIndex RADIUS
AuthServerAddr RADIUS 1P
ServerPortNumber UDP
RoundTripTime / RADIUS
( 100

1
AccessRequests RADIUS RADIUS
AccessRetrans RADIUS RADIUS
AccessAccepts RADIUS RADIUS (

)
AccessRejects RADIUS RADIUS (

)
AccessChallenges RADIUS RADIUS (

)
AccessResponses RADIUS RADIUS
BadAuthenticators | RADIUS
RADIUS
PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS RADIUS
PacketsDropped RADIUS
( ) RADIUS
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3.9.12.2 RADIUS Account Client
RADIUS

Monitoring > Port Access Control > RADIUS Account Client

~ALNU _ U 2

Clear

[Clear]

[Clear]

Inval idServerAddr RADIUS
Identifier RADIUS NAS
ServerIndex RADIUS
ServerAddr RADIUS IP
ServerPortNumber RADIUS ubp
RoundTripTime RADIUS
Requests RADIUS
Retransmissions RADIUS RADIUS
Responses RADIUS RADIUS
MalformedResponses | RADIUS RADIUS
BadAuthenticators RADIUS

RADIUS
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PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS
RADIUS
PacketsDropped RADIUS
( ) RADIUS
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3.9.12.3 Authenticator State
802.1X

Monitoring > Port Access Control > Authenticator State

AUThenticalor staie

Authenticator State  Time |
Auth_PAE_State Backend_State PortStatus

Autharized

Authorized

Autharized

Authariz

Authoriz

Autharized

Autharized

Autharized

Autho

Autharized

Autharized

MAC [Authenticator State] Monitoring > Port Access Control
> Authenticator State :
T ——— ~

Show Authenticator State of Port 1 Time

MAC Address Auth PAE State Backend State Port Status

Index

o1 -
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MAC Address

MAC

Auth PAE State

(PAE State)
[Initialize]
[Disconnected]
[Connecting]
[Authenticating]
[Authenticated]
[Aborting]
[Held]
[Force_Auth]
[Force Unauth]
[N/A]

[N/A]

Backend State

[Request]
[Response]
[Success]
[Fail]
[Timeout]
[1dle]
[Initialize]
[N/A]

[N/A]

Port Status

[Authorized]

[Unauthorized]

[N/A]
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3.9.12.4 Authenticator Statistics
PAE

Monitoring > Port Access Control > Authenticator Statistics

AUTNeEnticator statistics A

Authenticator Statistics  Tims Intarval

[ por |
[ ]
IR
.
[ ¢ ]
[ 5 ]
[ 5 ]
[ ¢ ]
[ s ]
[ @ ]
[ ]
[ ]
[ 2]
[ v ]
TN
[ s ]
[ ]
[ 7]
[ 2]
[ s ]
R
21

Monitoring > Port Access Control > Authenticator Statistics

AUThenticalor Statistics &)
Port

Authenticator Statistics of Port 1 Time Interval

R star TreReds R RxReerld —
A A A A A A A A

1

01 L3
12

I~
v
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Port
Frames Rx EAPOL
Frames Tx EAPOL
Rx Start EAPOL
TxReqld EAPOL /1d
RxLogOff EAPOL
Tx Req EAPOL ( /1d )
Rx Respld EAPOL /1d
RXx Resp EAPOL ( /1d
)
Rx Invalid EAPOL
Rx Error EAPOL
Last Version EAPOL
Last Source EAPOL MAC
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3.9.12.5 Authenticator Session Statistics
PAE

Monitoring > Port Access Control > Authenticator Session

Statistics :
“AuThenficator Sesston Statises

Authenticator Session Statistics

o o o o

[ e
[ ]
[ ]
[ 2 ]
[ ¢ ]
[ 5 ]
[ s ]
[ 7]
[ s ]
[ 0 ]
TR
[ v ]
[ 2
[ ]
T
[ s ]
TR
[ v ]
[ e ]
[ s ]
[ » ]
21

Monitoring > Port Access Control > Authenticator Session
Statistics :

AULhenticator

k3

Apply

Port
12

i i i i i i
< B
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Port
Octets Rx
Octets Tx
Frames Rx
Frames Tx
ID 3 ASCI1
Authentic
Method
(1) Remote Authentic Server -
(2) Local Authentic Server -
Time (
Terminate Cause 8
@
@
©)
®
®)
Q)
Q)
3
UserName PAE
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3.9.12.6 Authenticator Diagnostics

Monitoring > Port Access Control > Authenticator Diagnostics

Authenticator Diagnostics A

Monitoring > Port Access Control > Authenticator Diagnostics

[E3

Authenticator Diagnostics

Port

Lo Ropy

Index Caonnect Enter Connect LogOff Auth Enter Auth Success Auth Timeout Auth Fail
i I

12
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Port

Connect Enter
Connect LogOff EAPOL

Auth Enter EAPOL /

Auth Success

Auth Timeout

Auth Fail

Auth Reauth

Auth Start EAPOL

Auth LogOff EAPOL

Authed Reauth

Authed Start EAPOL
Authed LogOff EAPOL
Responses (

AccessChallenges

OtherReqToSupp EAP ( )

EAP
NonNakRespFromSup EAP EAP-NAK

EAP

Bac Auth Success

Bac Auth Fail
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3.9.13 Browse ARP Table
ARP ARP
IP [Find] [Show Static]

ARP ARP [Clear
All]

Monitoring > Browse ARP Table .

prowse ARF Table
Show Static Clear All

Total Entries: 4

Interface MName IF Address > Address

System 10.0.0.0 FF-FF-FF-FF-FF-FF LocallBroadcast
System 10.20.80.80 00-40-56-49-EA-T2 Local

System 10.90.90.99 00-50-BA-DA-01-23 Dynamic
System 10.255.255.255 FF-FF-FF-FF-FF-FF LocalBroadcast
[Find]

[Show Static]
[Clear All]

3.9.14 Browse VLAN
VLAN VLAN

VID(VLAN 1D) [Find]

Monitoring > Browse VLAN :

vID L 1 Find

WLAN ID: 1

WLAM Mame: default
WLAM Type: Static
Advertisement: Enabled

Total Entries: 1

MNote: T: Tagged Port, U: Untagged Port, F: Forbidden Port,
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3.9.15 IGMP Snooping
3.9.15.1 Browse IGMP Router Port
Web

GUI
D F

VID(VLAN 1D) [Find]
VLAN 1GMP

Monitoring > IGMP Snooping > Browse IGMP Router Port

prowse Router Fo

VLAN ID: 1
VLAM Name: default

Total Entries: 1

MNote: 5:5tatic Router Port, D:Dynamic Router Port, F:Forbidden Router Port

3.9.15.2 IGMP Snooping Group

1GMP 1GMP

Monitoring > IGMP Snooping > IGMP Snooping Group

VIF o0oRING sllile

@ VLAN Name |

) VID List (e.q." 1,4-6) |

Wiew All

Group IP Address |

IGMP Snooping Group Table Total Entries: 0

EXpire  pier Mode

Member Router " )
Reports  Uptime —sin

VLAMN Name Source Group Ports Ports

! |
VLAN Name VLAN
VID List VLAN
Group IP Address IP
[Find] IGMP
[View All]
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3.9.15.3 IGMP Snooping Host
IGMP

Monitoring > IGMP Snooping > IGMP Snooping Host

VIP Shooping Hos

@) YLAN Name ]
O WLAN List (2. 1,4-6 |:|
O Port List (e.g.: 1,4-6) O

IGMP Snooping Host Table Total Entries: 0
Group Port Mo IGMP Host

WLAN ID

IGMP VLAN VLAN
[Find]

3.9.16 MLD Snooping
3.9.16.1 Browse MLD Router Port

1Pv6

Web GUI S

D F
VID(VLAN ID) [Find]
VLAN MLD

Monitoring > MLD Snooping > Browse MLD Router Port

crowse MLD Router Fo

VLAN ID: 1
WLAM Mame: default

Total Entries: 1

MNote: 5:5tatic Router Port, D:Dynamic Router Port, F:Forbidden Router Port
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3.9.16.2 MLD Snooping Group
MLD MLD IPv4  IGMP
IPv6 VLAN [Find]
VLAN

Monitoring > MLD Snooping > MLD Snooping Group

\/ » DO ] oLIp
© vLannare ]
O VAN Lt .16 —

View All

MLD Snooping Group Table Total Entries: 0

VLAMN Mame Source Group Member Part Filter Mode

VLAN Name VLAN
VID List VLAN 1D
Group IP Address IP
[Find] MLD

[View All]

3.9.17 LLDP

3.9.17.1 LLDP Statistics System

Monitoring > LLDP > LLDP Statistics System

LLDP Statistics
Last Change Time 1344
MNumber of Table Insert
MNumhber of Table Delete
Mumber of Table Drap
Murmber of Table Ageout

LLDP Statistics Ports

Total Tx Frames

Total Discarded Ry Frames

Rx Errors Frames

Total Rx Frames

Total Discarded Rx TLs

Total Unrecognized Rx TLYs

Total Aged out Meighbor Information

(=1

oo o

coooooo

Port
[Find]
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3.9.17.2 LLDP Local Port Information
Monitoring > LLDP > LLDP Local Port Information

LI gal Fu ¥ = [iL#
LLDP Local Port Brief Table
Port Port ID Subtype Port 1D Port Description
1 Local 11 al:ﬁl;spl:ﬂsifstems APLGM124GTSS A
2 Local i gl:ﬁl;%'.l;\rts;stems APLGM124GTSS
3 Local n gﬁlﬁl:ﬂ&;,astems APLGM124GTSS
4 Local 11 gﬁEsF!:ns;stems APLGM124GTSS
5 Local 15 .;I:ﬁES':'I:nSgstms APLGM124GTSS
6 Local 16 e
7 Local 17 }F’;I;’.F;tESPI:nS?}:Smms APLGM124GTSS
8 Local 18 alﬁﬁzxnsé.-stems APLGM124GTSS
9 Local 10 .;I:T;S;l:ﬂ%stems APLGM124GTSS
10 Local 110 gﬁﬁEigﬁ?EmmsAPLGM1zdeTss

[Show Normal]

LLDP Local Port Normal Table
Port | Find || Show Brief |
LLDP Normal Ports
Port 1D Subtype Local
Port 1D 1M
Port Description APRESIA Systems APLGM124GTSS R1.11 Port 1
Port PVID 1
Management Address Count Show Detail
PFVID Entries Show Detail
VLAN Entries Show Detail
Protocol Identity Entries Count Show Detail
MAC/PHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536
Port
[Find]
[Show Brief]
[Show Detaill ]
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3.9.17.3 LLDP Remote Port Information
Monitoring > LLDP > LLDP Remote Port Information

LLDP Remote Port Brief Table

Port 0 v Find | [ show Normal

Remote Entities Count 0
Chassis ID Subtype Chassis D Port ID Subtype PortID Fort Description

Port

[Find]
[Show Normal]

[Show Normal]

LLDP Remote Entity Information Table

Total Entries: 0
Entity Information

3.9.18 MBA Authentication State
Monitoring > MBA Authentication State

PoftList(eg.1510) | ( Find ][ Clear By Port

[ wiewallHosts ||  cClearallHosts |

MAC Address State VLAN 1D Aging Time / Block Time

Port List
[Find]
[Clear By Port]
MBA [View AIl Hosts]
MBA [Clear All Hosts]
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3.9.19 Web Authentication State
Web

Monitoring > Web Authentication State :

Find |

Pottlistesis1m] ]

PortListeg 1510 | M authenticated ™ Authenticating ™ Blocked

Clear By Port |

View All Hosts Clear All Hosts I

Total Authenticating Hosts: 0
Total Authenticated Hosts: 0
7 0

Al 1D ign WLAN 1D Aging TimelBlock Time

<<Back Nextsz

Mote: H: Host-Based, P:Port-Based

Port List
Authenticated
Authenticating
Blocked

[Find]
[Clear By Port]
[View All Hosts]
[Clear All Hosts]

3.9.20 Browse Session Table

Monitoring > Browse Session Table :

Srowse e D Al

Marme

Live Time Frarm
a 03:31:57.0 Serial Port 1 Anonymous
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3.9.21 MAC Address Table
MAC MAC

Monitoring > MAC Address Table

VIA ACldre able
Fort 01 v [ Find ] iClear Divnamic Entriess|
WLAR Mame | | [ Find ] [Clear Diynamic Entries]
MAC Address |00-00-00-00-00-00 |

[ View all Entry ][ Clear All Entry

Total Entries :0

YLAM Mame MAC Address
1 default 0D-40-6E-45-5E-T78 CPLU Self

Port
VLAN Name VLAN
MAC Address MAC
Find Port/VLAN Name/MAC Address

Clear Dynamic
Entries

View All Entry
Clear All Entry
[Find]

[Clear Dynamic Entries]
[View AIl Entry]

[Clear All Entry]
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3.9.22 System Log

veio 00

Date-Time

0000-00-00, 02:46:31
0000-00-00, 02:45:21
0000-00-00, 01:13:34
0000-00-00, 01:08:10
0000-00-00, 00:31:10
0000-00-00, 00:24:17
0000-00-00, 00:14:14
000o0-00-00, 00:01:02
0000-00-00, 00:00:47
0000-00-00, 00:00:47
0000-00-00, 00:00:44

[Clear log]

Index

Monitoring > System Log

Log Text

Successful login through Consale {Username: Anonymous)
Logout through Console (Username: Anonymous)
Successful login through Consale {Username: Anonymous)
Logout through Console (Username: Anonymous)
Successful login through Consale {Username: Anonymous)
Console session timed out (Username: Ananymaous)
Successful login through Consale {Username: Anonymous)
Fort 1 link up, 100Mbps FULL duplex

Systerm warm start

Systerm warm start

Successful login through Consale {Username: Anonymous)

[Next]

Index

Date-Time

Log Text

3.9.23 Self-Test

POE Test

APLGM110GTPOE APLGM118GTPOE APLGM124GTPOE

Self-Test

Monitoring > Self-Test

3

Self-Test Result

DRAM Test
FLASH Test
SWLSI Test
PHY Test
POE Test

Mo error
Mo error
Mo error
Mo error
Mo error
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3.9.24 Port LED Testing
Port LED Testing LED

Configuration > Port LED Testing

Port Led Testing Off -

Apply

Port LED LED
Testing Off - LED
green - LED
amber - LED
blink green - LED
blink amber - LED
[Apply]

0
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3.9.25 Peripheral
3.9.25.1 Device Environment

Device Environment APLGM110GTPOE APLGM118GTPOE APLGM124GTPOE 3
FAN
5
FAN APLGM110GTPOE(FAN1) APLGM118GTPOE/APLGM124GTPOE(FAN1/FAN2/FAN3)

Monitoring > Peripheral > Device Environment

items Data
System Temperature (Celsius) 32
Fan 1 Normal
Fan 2 Normal
Fan 3 MNormal
[Refresh]
0 (65 ) POE
APLGM118GTPOE APLGM124GTPOE FAN PoE
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3.10
3
(1)[Save Configuration]

(2)[Save Log]
(3)[Save All]

3.10.1 Save Configuration
GUI [ 1 [Save Configuration]

ave conriguration

Current Status:  Completed.

Program Firmware:

W[“E Flash Status (RsEVELR

Write Flash Status Saved

3.10.2 Save Log
GUI [ ] [Save Log]

ave Log

Current Status:  Completed

Program Firmware:

Write Flash Status |RSEVELN

Write Flash Status Saved

3.10.3 Save All
GUI L ] [Save All]

Current Status: Completed

Program Firmware:

Write Flash Status (eVED]

Write Flash Status Saved
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CPU utilization (OVERLOADING)

0 save CPU

3.10.4 Show Technical Support

GUI L ] [Show Technical Support]
Show :
Oy = . UDPO
o]
APLGMIZ2AGTSS Gigabit Ethernet Switch
Technical Information Report
[CPU Ut ilization 1483000ms]
CPU Utilization :
Five Seconds - 4 X One Minute - Five Minutes -
[Device Information 1483200ms]
Device Type I APLGMI24GTSS Gigabit Ethernet Switch
L Address I 00-40-EE-F3-93-4F
IP Addr ess A0.0.0. 1 CManual)
AN Hame o default
ubnet sk IEES.0.0.0
afault Gatewsy D 0000
oot PROM “ersion I Buwild 1.00.01
irnmar e Mersion D Build 1.11.00
ardwar e Version I A
ar ial number DO1TTER2 130002
panning Tres : Dizabled
I Disabled
| GHP Snooping D Disabled
21 I Disabled
ELHET : Enablad CTCP 23)
E : Enabled (TGP 807
MO : Dizabled
SH I Disabled
SL I Disabled
wslog Global Statel Disabled
ual Image I Suppor ted
W
[Cornection Session Status 1423400m=]
EEAEN 2z 34l5=]==[ | Gol

[Show]

211/222



3.11
3.11.1 Configuration File Upload & Download

GUI [ ] [Configuration
File Upload & Download]

onfiguration File'Upload & Download

ServerlP : | | ® 1Pvs

| | © i1pva
Interface MName | |
File : | |

Increment: []
Download ][ Upload
Mote: The Increment option use only for Download Configuration.
[1Pv4] [1Pv6] IP
[Download] [Upload]
o account
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3.11.2 Upload Log File

[1Pv4] [1Pv6] IP
[Upload]
GUI [ 1 [Upload Log
File] :
ServerIP: | | ® 1Pvs
| | © i1pva
Interface Name | |
File : | |

3.11.3 Upload Technical Support

IP
[Upload]
GUI [ 1 [Upload
Technical Support] :
Opload Technical Suppo
@ Upload technical support information To TFTP
TFTP Server P : | |
Drestination File : | |
o upload CPU CPU utilization (OVERLOADING)
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3.11.4 Reset

GUI [ ] [Reset System]
® Reset Froceed with systern reset except IP address, log, user account and hanner.
O Reset Config Switch will be reset to factory defaults.
() Reset Systern Switch will be reset to factory defaults and reboot.
Reset 1P
Reset Config IP
Reset System

0 reset system (1D1/1D2 )

3.11.5 Ping Test

GUI [ ] [Ping Test]

0] =

IPv4 Ping Test :

Enter the IP address ofthe device or station you want to ping, then click Start.

Target IP Address : 0.0.0.0
Repeat Pinging for: & Infinite tirnes
O[] t-2551mes)
Tirneout: (1-98 sec)
IPvG Ping Test :

Enter the IP address ofthe device or station you want to ping, then click Start.

Target IP Address : |

Interface Name: |:|

Repeat Finging for: ® Infinite tirmes
O[] u-255tmes)
Size: (1-6000]
Timeout (1-10 sec)
[infinite times] Ping [infinite times]
1 255 Ping [Start] Ping
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Target IP ping 1P
Address
Interface Name IPv6
Repeat Pinging ping 1 255
for
Size 1Pv6 1 6000 100
Timeout 1Pv4 ping 1
99 1Pv6 ping
1 10
IP ping
[Start] Ping
3.11.6 Download Firmware
2
ID 2
ID
ID 1
GUI [ [Download
Firmware]
Senver (P | | ® 1Pvs
| | © IPvs
Interface Mame : | |
File : | |
Image 1D | 1{Boot Up) v
(__Download ]
[1Pv4] [1Pv6] TFTP IP
TFTP / ID 1(
) 2 [Download]
CPU CPU utilization
(OVERLOADING)
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3.11.7 Reboot System
Repoo siem

Do you wantto save the settings 2 ®ves ONo

Ifyou do not save the settings, all changes made in this session will he lost.

[Yes] NV-RAM
[No]

[Reboot]

o ID

ID

1 ;
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€H) RS-232C
) source

Target
®3) VLAN ( )
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5.1 LED
AC
PWR  LED
(RJ-45)
LINK/ACT  LED NIC
MDI-X
SFP
CONSOLE LED
5.2
(9600bps) (8bit) (1bit)
Login (none) (none) RS ER (ON)
CONSOLE RS-232C
CONSOLE
POWER  LED
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5.3 HTTP

IP
ENABLE
HTTP ENABLE
HTTP
5.4
VLAN
ENABLE
100
100
5.5 VLAN
VID VID VLAN
VID
5.6 SFP
SFP SFP
SFP
SFP
SFP
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5.7 PoE

Status Enable

(RJ-45)

5.8
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No.

LAN

IEEE802.3
IEEEB02.3
IEEEB02.3
IEEE802.3
IEEEB02.3

10BASE-T
u  100BASE-TX
u  Auto-Negotiation
z  1000BASE-X
ab 1000BASE-T

ITU-T

V.24/V.28

RFC1157

RFC1901

RFC1905

RFC1908

RFC2570

RFC2575

Simple Network Management Protocol (SNMP)
Introduction to Community-based SNMPv2

Protocol Operations for Version 2 of the SimpleNetwork
Management Protocol

Coexistence between Version 1 and Version 2 of the
Internet-standard Network Management Framework
Introduction to Version 3 of the Internet-standard
Network Management Framework

View-based Access Control Model (VACM) for the Simple
Network Management Protocol (SNMP)

RFC1213
RFC1493
RFC2819
RFC2021
RFC2233

Internet MIB
Bridge MIB
RMON MIB 4
RMON2 MIB Probe config
itMIB
MIB

RFC793
RFC768
RFC1350
RFC783
RFC791
RFC792
RFC826
RFC854
RFC1769
RFC3164
RFC5321

TCP(Transmission Control Protocol)
UDP(User Datagram Protocol)

THE TFTP PROTOCOL (REVISION 2)

TFTP Client

IP(Internet Protocol)

ICMP(Internet Control Message Protocol)
ARP(Address Resolution Protocol)
TELNET

SNTP(Simple Network Time Protocol)
SYSLOG

SMTP(Simple Mail Transfer Protocol)

RFC951/RFC1541 BootP/DHCP Client

IGMP snooping

RFC1112
RFC2236
RFC3376

IGMPv1 (snooping only)
IGMPv2 (snooping only)
IGMPv3 (awareness only)
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No.

RFC2865
RFC1492

RADIUS (client only)
TACACS+ Authentication For the Management Access

RFC2138/RFC2139 RADIUS Auth. For Management Access

RFC2866
RFC4250
RFC4251
RFC4252
RFC4253
RFC4254
RFC4256

RADIUS Accounting (802.1x only)

The Secure Shell(SSH) Protocol Assigned Numbers
The Secure Shell (SSH) Protocol Architecture

The Secure Shell (SSH) Authentication Protocol

The Secure Shell(SSH) Transport Layer Protocol

The Secure Shell(SSH) Connection Protocol

Generic Message Exchange Authentication for the Secure
Shell Protocol (SSH)

VCCI Class A

IEEE802.3ad

IEEE802.1Q tag group VLAN,
QoS(IEEE802.1Q priority mapping/queuing)
IEEE802.1D STP/RSTP

IEEE802.1Q MSTP

IEEE802. 3x

IEEE802.1AB LLDP

IEEEB02.3at PoE Plus
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