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2017 4 14 .
e 1
* show alarm buzzer

 interface

e show interfaces utilization
e stack bandwidth

» stack preempt

« show stack

e terminal length

e terminal width

e login (Line)

e show environment

* show unit

e show arp

e show ipv6 interface
e duplex

* boot config

¢ boot image

» backup clone

e backup

* restore

e ais

« alarm-time

« cfm domain

« cfm linktrace

« cfm loopback test
e cfm ma

e cfm mep

« fault-alarm

e Ick

o mepid-list
* mip creation (MD)

e mip creation (MA)
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No.

sender-id (MD)
sender-id (MA)

show cfm linktrace
show cfm mepid

show cfm mep fault
show cfm mp-ltr-all
show cfm remote-mep
show cfm pkt-cnt interface
cfm mp-Itr-all
client-identifier
lease

option hex

show ip dhcp pool

ipv6 dhcp client pd
address-assignment

ipv6 dhcp server

service ipv6 dhcp

show snmp user

clear ip igmp snooping groups
ip igmp snooping

ip igmp snooping mrouter
channel-group

show channel-group

I1dp dotl-tlv-select

show Ildp local interface

show Ildp management-address
monitor session destination interface
clear ipv6 mld snooping groups

ipv6 mld snooping
ipv6 mld snooping mrouter

show ipv6 mld snooping statistics
show spanning-tree configuration interface

show storm-control

show traffic-segmentation forward
vlan mapping profile

show protocol-vlan

show ip route

mls gos map dscp-color

mls gos scheduler

police aggregate
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No.

rate-limit {input | output}
show mls gos queueing
permit | deny (expert access-list)

permit | deny (ip access-list)

permit | deny (ipv6 access-list)

permit | deny (mac access-list)

9.1 IEEE802.1X
access-defender
aaa-local-db user
access-defender deny
access-defender erase
access-defender logout
access-defender static mac

authentication interface

copy (AccessDefender)
logout clock

logout ping dst-ip
logout ping ttl

roaming enable interface
total-client

vlan mode
show access-defender rule-statistics
aaa accounting commands

aaa accounting exec

aaa accounting network

aaa accounting system

aaa authentication dotlx
aaa authentication login
aaa authentication mac-auth

aaa authentication web-auth
aaa new-model

ip radius source-interface
ipv6 radius source-interface
radius-server host
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No.

server (RADIUS)

server (TACACS+)

tacacs-server host
9.4 DHCP Snooping
clear mac-address-table

mac-authentication enable

9.7 SSL (SECURE SOCKETS LAYER)
9.8 Web
memory-error auto-recovery notify disable

memory-error fault-action shutdown-all

logging buffered
logging console
logging discriminator
logging server
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1

|
ApresiaNP2000
(CLD)
|
|
ApresiaNP2000-24T4X ApresiaNP2000-48T4X
|
SD LED SD
SD FAT16
SD SD
Ver. 1.01.01 Ver. 1.01.03 AccessDefender AND
| |
|
( )
(
)

|
Apresia APRESIA Systems
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AEQS APRESIA Systems

AccessDefender

Ethernet/
sFlow

APRESIA Systems

InMon Corp.

1.1

| 3 (n
1
{
1

[1]

Courier CLI
@
1.2
[ 1
command [parameterl]
parameterl
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{ }
1
command {parameterl | parameter2}
parameterl
parameter2
1
|
command [parameterl | parameter2 | parameter3]
3
» command parameterl
» command parameter2
» command parameter3
Delete
Backspace
Ctri+P
1
Ctri+N
Ctri+R
Enter .
a
CtrI+C Esc

1.3

RJ-45
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e RS-232
J DB-9 RJ-45
(Windows )
N DB-9
RS-232

. RJ-45 RJ-45

. (conL )

. 9600

. 8 1

[Properties] [Emulation mode] [VT100]
. ctrl Windows

Boot Procedure V1.00.00
MAC Address: 00-40-66-AF-F0-48
H/W Version: A
Power On Self Test: 100 %
Please Wait, Loading V1.01.01

Firmware: 100 %
UART iInit: 100 %

Starting firmware. ..

Device Discovery: 100 %
Configuration init: 100 %

Switch conO is now available

Press any key to login...

CLI

1.4 CLI

CLI

| Ethernet Switch ApresiaNP2000-24T4X
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Firmware: Build 1.01.01

>
CLI CLI
>
enable
> enable
#
configure terminal
# configure terminal
(confiQ)#
> # (configQ)#
13
LAN IP Telnet/SSH
Telnet 1
SSH 1
) telnet 192.168.1.10
(login:)
15
Administrator
1 Basic User
12 Operator CLI
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15 Administrator

CLI

» Basic User
 Operator Administrator

1.6

CLI
username
username
# configure terminal
(confiQ)#
* enable >
. configure terminal
# (configQ)#
username

(config)# username admin privilege 15 password passl1234
(config)#

e username admin privilege 15 password pass1234
15 passi234

aamin

(config)# line console
(config-line)# login local
(config-line)#

« line console
. login local
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logout

CLI

end

(config-line)# end
#

logout
CLI1

# logout
Switch conO is now available

Press any key to login...

Ethernet Switch ApresiaNP2000-24T4X
Firmware: Build 1.01.01

User Verification Access
Username:admin

Password; >t rx

#

15
CLI

1.7

CLI
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12
#
clear
15
12
(confFig)#
15
1/0/1
1 speed 1000
1Gbps
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# speed 1000
(config-if-port)#
1/0/1
. 1D/ 1D/ ID
ID ID
ID
ID ID
ID
0
ID
ID 1 0 1
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1.9 VLAN

VLAN VLAN VLAN

¢ VLAN vianX vlan10

X VLAN ID 1 4,094

VLAN10

# configure terminal
(config)# interface vlan 10
(config-if-vlan)#

1.10

Ambiguous command

Incomplete command

Invalid input detected at
“marker

Ambiguous command  ( )

# show v
Ambiguous command

Incomplete command  ( )

# show
Incomplete command

Invalid input... ( el)

# show verb

N

Invalid input detected at “marker

1.11

show
» begin FILTER-STRING -
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e include FILTER-STRING -
o exclude FILTER-STRING -

show begin FILTER-STRING

# show running-config | begin interface port 1/0/22
interface port 1/0/22
interface port 1/0/23
interface port 1/0/24
interface port 1/0/25
interface port 1/0/26

# IP

interface vlan 1
ip address 192.168.70.123/24

End of configuration file for ApresiaNP2000-24T4X

H

show include F/LTER-STRING

# show running-config | include ssh user
ssh user userl authentication-method password

show exclude F/LTER-STRING

# show running-config | exclude interface
Building configuration. ..

Current configuration : 2360 bytes

ApresiaNP2000-24T4X Gigabit Ethernet Switch
Configuration

Firmware: Build 1.01.01
Copyright(C) 2016 APRESIA Systems, Ltd. All rights reserved.

HHHFHHFHH

# Date: Wed Nov 09 10:37:00 2016

# STACK

## stacking config information

##  #Box Prio-

##  #ID Type Exist rity

H H——

#  # 1 ApresiaNP2000-24T4X exist 32
# # 2 ApresiaNP2000-24T4X no

## # 3 NOT_EXIST no

#t # 4 NOT_EXIST no

stack bandwidth 10G 2-port
no stack my box_ id

stack my box priority 32
no stack preempt

# BASIC

terminal speed 115200
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# LINE

line console
session-timeout O

# PORT

# 1P

ip address 192.168.70.123/24

End of configuration file for ApresiaNP2000-24T4X

B H# I

1.12

(cLD)

1.7
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2.1

(CL1)

alarm buzzer global
enable

alarm buzzer global enable
no alarm buzzer global enable

alarm buzzer duration

alarm buzzer duration {SECONDS | infinite}
no alarm buzzer duration

alarm buzzer state enable | alarm buzzer state enable

no alarm buzzer state enable

show alarm buzzer

show alarm buzzer [interface INTERFACE-ID [,]-11

debug alarm buzzer test debug alarm buzzer test

alarm buzzer global enable

no alarm buzzer global enable

alarm buzzer global enable
no alarm buzzer global enable

12

1.01.01

# configure terminal

(config)# alarm buzzer global enable

(config)#

alarm buzzer duration

buzzer duration

no alarm
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alarm buzzer duration

alarm buzzer duration {SECOMDS | infinite}
no alarm buzzer duration

SECONDS 1 60
infinite

60

12

show loop-detection

1.01.01

30

# configure terminal
(config)# alarm buzzer duration 30
(config)#

alarm buzzer state enable

no alarm buzzer state enable

alarm buzzer state enable
no alarm buzzer state enable

12

1.01.01

1/0/1

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# alarm buzzer state enable
(config-if-port)#
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show alarm buzzer

show alarm buzzer [interface /INTERFACE-ID [,]-11

interface /INTERFACE-1D ( )
* port
[.1-1 ( )
1,3,5
1-5

* port-channel

1.01.01

# show alarm buzzer

Buzzer Global State: Disabled ...(1)
Buzzer Alarm Duration: 60 ...(2)
Buzzer Alarm Time Left: 60 ...(3)
Buzzer Current Status: Inactive ...(4)

o) ®) @)

Interface State Result
Port1/0/1 Disabled Normal
Port1/0/2 Disabled Normal
Port1/0/3 Disabled Normal
Port1/0/4 Disabled Normal
Port1/0/5 Disabled Normal
Port1/0/6 Disabled Normal
Port1/0/7 Disabled Normal
Port1/0/8 Disabled Normal
Port1/0/9 Disabled Normal
Port1/0/10 Disabled Normal
Portl/0/11 Disabled Normal
Port1/0/12 Disabled Normal
Port1/0/13 Disabled Normal
Port1/0/14 Disabled Normal
Port1/0/15 Disabled Normal
Portl1/0/16 Disabled Normal
Portl1/0/17 Disabled Normal
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CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

€Y
@
©)
“)

Inactive

Ready

Warning
®)
®)
@

1/0/1 1/0/5
# show alarm buzzer interface port 1/0/1-5
@ @ (©)
Interface State Result
Port1/0/1 Enabled Normal
Port1/0/2 Enabled Loop
Port1/0/3 Enabled Normal
Port1/0/4 Enabled Normal
Port1/0/5 Enabled Normal
@
@
©)
1

# show alarm buzzer interface port-channel 1
@ @ (©)
Interface State Result
Port-channell Enabled Normal
€Y
@
©)

debug alarm buzzer test

debug alarm buzzer test
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debug alarm buzzer test

15

Warning

Ready

1.01.01

# configure terminal
(config)# debug alarm buzzer test

(config)#

2.2

(CLI)

clear counters

clear counters {all | interface INTERFACE-ID [,|-1}

description description STRING
no description
interface interface INTERFACE-ID

no interface INTERFACE-ID

interface range

interface range INTERFACE-ID [,|-]

show counters

show

counters [interface INTERFACE-ID [,]|-11

show interfaces

show

interfaces [INTERFACE-ID [,]-]1]

show interfaces counters | show interfaces [INTERFACE-ID [,]-]] counters [errors]
show interfaces status show interfaces [INTERFACE-ID [,]-]] status

show interfaces show interfaces [INTERFACE-ID [,]-]1] utilization
utilization

show interfaces gbic show interfaces [INTERFACE-ID [,]-]] gbic

show interfaces show interfaces [INTERFACE-ID [,]-]] description
description

show interfaces auto- show interfaces [INTERFACE-ID [,]-]1] auto-negotiation
negotiation

show interfaces show interfaces [INTERFACE-ID [,]-]] transceiver [detail]
transceiver

shutdown shutdown

no shutdown

22/688




clear counters

clear counters {all | interface /NTERFACE-1D [,]-1}

all

interface /INTERFACE-ID

* port
[.1-1 ( )

1-5

« mgmt

1,3,5

12

1.01.01

1/0/1

| # clear counters interface port 1/0/1

description

description STRING
no description

STRING 64

12

RFC 2233 MIB

ifAlias

1.01.01
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1/0/10 Physical Port 10

# configure terminal
(config)# interface

port 1/0/10

(config-if-port)# description Physical port 10

(config-if-port)#

interface

no interface

interface /INTERFACE-ID
no interface /INTERFACE-ID

INTERFACE-ID ID ID

* port

e vlan VLAN

* port-channel

o mgmt

¢ l2vlan 2 VLAN

12

3 interface vlan
3 VLAN
vlan 3
no interface vlan

channel-group
channel-group

no interface port-channel

2 VLAN 2
VLAN interface 12vlan
no
interface 12vlan

VLAN VLAN

1.01.01
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1/0/5

# configure terminal
(config)# interface port 1/0/5
(config-if-port)#

VLAN100

# configure terminal
(config)# interface vlan 100
(config-if-vlan)#

3

# configure terminal
(config)# interface port-channel 3
(config-if-port-channe)#

2 VLAN 2 VLAN

# configure terminal

(config)# interface 12vlan 1
(config-if-12vlan)# description control_vlan
(config-if-12vian)#

interface range

interface range /NTERFACE-ID [,]-]
INTERFACE-ID
* port
[.1-1 ( )
1,3,5
1-5
12
1.01.01
1/0/1 1/0/5
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# configure terminal

(config)# interface range port 1/0/1-5

(config-if-port-range)#

show counters

show counters [interface /NTERFACE-ID [,]|-1]
interface INTERFACE-1D ( )
* port
[.1-1 ( )
1,3,5
1-5
1
1.01.01
1/0/1

# show counters interface port 1/0/1

Port1/0/1 counters
rxHCTotalPkts
txHCTotalPkts
rxHCUnicastPkts
txHCUnicastPkts
rxHCMulticastPkts
txHCMul ticastPkts
rxHCBroadcastPkts
txHCBroadcastPkts
rxHCOctets

tXHCOctets
rxHCPkt640ctets
IXHCPkt65t01270ctets
xXHCPkt128to2550ctets
rxHCPkt256t05110ctets
rxHCPkt512t010230ctets
rxHCPkt1024t015180ctets
rxHCPkt1519t015220ctets
rxHCPkt1519t020470ctets
rxHCPkt2048t040950ctets
rxHCPkt4096t092160ctets
IrxHCPkt9217t0163830ctets
TtXHCPKkt640ctets
tHCPkt65t01270ctets

COPOO0P00PPE0E0000000000

)
e
6
-.(®
..(5)
..(6)
-.(®
)

..(10)
..
..(12)
..(13)
-.(1%
..(15)
..(16)
..(1D)
..(18)
-.(19)
..(20)
)
-.(22)
..(23)
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txXHCPkt128to2550ctets 0...(2%)
txXHCPkt256t05110ctets 0...(25)
txXHCPkt512t010230ctets 0...(26)
txHCPkt10241t015180ctets 0...(@2N»
tXHCPkt1519t015220ctets 0...(28)
tXHCPkt1519t020470ctets 0...(2
tXHCPKt2048t040950ctets 0...(30)
tXHCPKt4096t092160ctets 0-...(3D)
tXHCPkt92171t0163830ctets 0...(32)
rxCRCAlignErrors 0...(33)
rxUndersizedPkts 0...(3%)
rxOversizedPkts 0...(35)
rxFragmentPkts 0...(36)
rxJabbers 0...(37)
rxSymbolErrors 0...(38)
rxDropPkts 0-.-(39)
tCollisions 0...(40)
ifInErrors 0...(41D)
ifOutErrors 0...(42)
ifInDiscards 0...(43
ifInUnknownProtos 0...(4%
ifOutDiscards 0...(45)
txDelayExceededDiscards 0...(46)
t>CRC 0...(470)
dot3StatsAlignmentErrors 0...(48)
dot3StatsFCSErrors 0...(49)
dot3StatsSingleColFrames 0...(60)
dot3StatsMultiColFrames 0...(5D)
dot3StatsSQETestErrors 0...(52
dot3StatsDeferredTransmisions 0...(53)
dot3StatsLateCollisions 0...(»%)
dot3StatsExcessiveCol lisions . 0...(55)
dot3StatsinternalMacTransmitErrors : 0...(56)
dot3StatsCarrierSenseErrors : 0...(57)
dot3StatsFrameToolLongs 0...(58)
dot3StatsinternalMacReceiveErrors 0...(59)
linkChange 0...(60)
@

@

(©)]

*)

®)

(6)

)

®

(©)]

10)

(11) 64

(12) 65 127

(13) 128 255
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(14) 256 511

(15) 512 1,023
(16) 1,024 1,518
1n 1,519 1,522
(18) 1,519 2,047
(19) 2,048 4,095
(20) 4,006 9,216
1) 9,217 16,383
(22) 64

(23) 65 127

(24) 128 255

(25) 256 511

(26) 512 1,023
@7 1,024 1,518
(28) 1,519 1,522
(29) 1,519 2,047
(30) 2,048 4,095
(31) 4,006 9,216
(32) 9,217 16,383
(33) FCS

G4

(35)

(36)

@GN

(38)

39)

(40)

(41)

(42)

(43)

(44)

(45)

(46)

47 FCS

(48) FCS
(49) FCS
(50)
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1) |2

(52) PLS SQE TEST ERROR

(53)

(54)

(55)

(56) MAC

€1

(58)

(59) MAC

(60)

show interfaces

show interfaces [/NTERFACE-ID [,]-1]1
INTERFACE-1D ( )
» port
[1-1 ( )
1,3,5
1-5
1
1.01.01
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VLAN1  VLAN

# show interfaces vlanl

vlanl is enabled, link status is down...(1)
Interface type: VLAN...(2)
Interface description: VLAN 1 for MIS...(3)
MAC address: 00-40-66-AF-F0-48...(4)

(1) | VLAN

@

(©)

1)) MAC
1/0/1

# show interfaces port 1/0/1

Portl/0/1 is enabled, link status is up...(1)
Interface type: 1000BASE-T...(2)
Interface description:...(3)
MAC Address: 00-40-66-AF-F0-49...(4)
Auto-duplex, auto-speed, auto-mdix...(5)
Send Flow-control: off, receive flow-control: off...(6)

Send Flow-control oper: off, receive flow-control oper: off..

Full-duplex, 1Gb/s...(8)

Maximum transmit unit: 1536 bytes...(9)

RX rate: 293 bytes/sec, TX rate: O bytes/sec...(10)
RX bytes: 916, TX bytes: 0...(11)

RX rate: 3 packets/sec, TX rate: O packets/sec...(12)
RX packets: 10, TX packets: 0...(13)

RX multicast: 6, RX broadcast: 4...(14)

RX CRC error: 0, RX undersize: 0...(15)

RX oversize: 0, RX fragment: 0...(16)

RX jabber: 0, RX dropped Pkts: 3...(17)

RX MTU exceeded: 0...(18)

TX CRC error: 0, TX excessive deferral: 0...(19)

TX single collision: 0, TX excessive collision: 0...(20)
TX late collision: 0, TX collision: 0...(21)

-(M

@

(&)

(©)

4)

MAC

®)

MDIX

(©)

ON/OFF

@)

ON/OFF

®)

®

MTU

(10)

a1

12)

13)
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14)

(15) FCS

(16)

@an

(18)

MTU

(19) FCS

0) |1

(16

21

0

# show interfaces mgmt O

mgmt_ipif O is enabled, Link status is up...(1)

Interface type: Management port...(2)

Interface description:...(3)

Auto-duplex, auto-speed, auto-mdix...(4)

@

(&)

®

4)

MDIX

show interfaces counters

show interfaces [/NTERFACE-ID [,]|-]1] counters [errors]
INTERFACE-1D ( )
* port
L.1-1 ( )
1,3,5
1-5
errors (
1
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show interfaces counters

1.01.01
1/0/1 1/0/2
# show interfaces port 1/0/1-2 counters
@ @ ©)
Port InCctets / InMcastPkts /
InUcastPkts. ..(3) InBcastPkts. ..(5)
Port1/0/1 110664 413
0 402
Portl1/0/2 0 0
0 0
® ®
Port OutOctets / OutMcastPkts /
OutUcastPkts. .. (7) OutBcastPkts. .. (9)
Port1/0/1 0] 0
0 0
Port1/0/2 0 0
0 0
Total Entries: 2
@
@
(©)]
*)
®)
(6)
)
®
(©)]
1/0/1 1/0/2
# show interfaces port 1/0/1-2 counters errors
@ @ ©) Q) ®) ®) @
Port Align-Err Fcs-Err Rev-Err Undersize Xmit-Err OutDiscard
Port1/0/1 0] 0 0 0 0 0
Port1/0/2 0 0 0 0 0 0
® ©) (10) 1) a2 a3)
Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts
Port1/0/1 0 0 0 0 0 0
Port1/0/2 0 0 0 0 0 0
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Port

14
Giants

a5) (16)

an

€)) a9

Symbol-Err SQETest-Err DeferredTx IntMacTx  IntMacRx

Portl1/0/1
Port1/0/2

Total Entries: 2

0
0

0
0

@

¢))

FCS

®

FCS

)

®)

(©)

)

®

©®

(10)

(11

(12)

(13)

(14)

(15)

(16)

PLS

SQE TEST ERROR

an

(18)

MAC

(19

MAC

# show interfaces mgmt O counters errors
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rxFCSErrorPkts 0...QD
rxAlignmentErrorPkts 0...(®
rxCodeErrorPkts 0...(3
rxUndersizedPkts 0...(»
rxOversizedPkts 0...5
rxFragmentPkts 0...(6)
rxJabbers 0...(7)
rxDropPkts 0...(®
txExcessiveDeferralPkts 0...(9
tFCSErrorPkts 0...(10)
txLateCol lisionPkts : 0...(11D)
txExcessiveCollisionPkts : 0...(12)
tDropPkts ' 0...(13)
(D) FCS
@ FCS
(©)]
*)
®)
()
)
®
(©)]
(10) FCS
an
(12) (16 )
13)
show interfaces status
show interfaces [/NTERFACE-ID [,]-]] status
INTERFACE-1D ( )
e port
[.1-1 ( )
1,3,5
1-5
1
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show interfaces status

1.01.01

1/0/1 1/0/8
# show interfaces port 1/0/1-8 status
@O @ (©) &) o) ®)
Port Status VLAN Duplex Speed Type
Port1/0/1 connected 1 a-full a-1000 1000BASE-T
Portl1/0/2 not-connected 1 auto 1000BASE-T
Port1/0/3 not-connected 1 auto 1000BASE-T
Port1/0/4 not-connected 1 auto 1000BASE-T
Port1/0/5 not-connected 1 auto 1000BASE-T
Port1/0/6 not-connected 1 auto 1000BASE-T
Port1/0/7 not-connected 1 auto 1000BASE-T
Port1/0/8 not-connected 1 auto 1000BASE-T

Total Entries: 8

@

(&)

(3) | VLAN

4)

®)

(©)

show interfaces utilization

show interfaces [/NTERFACE-ID [,]-]1] utilization
INTERFACE-1D ( )
* port
[.1-1 ( )
1,3,5
1-5
1
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show interfaces utilization

1.01.01

1/0/1 1/0/10

# show interfaces port 1/0/1-10 utilization

@ &) ©) )
Port TX packets/sec RX packets/sec utilization

Port1/0/1 0 0
Portl1/0/2 1488057 0
Port1/0/3 1488057
Port1/0/4
Port1/0/5
Port1/0/6
Port1/0/7
Port1/0/8
Port1/0/9
Port1/0/10

[eNoNoNoNoNoNoNe]
[eNeoNeoNoNoNoNe]
OOOOOOO%%O

Total Entries: 10

@

(&)

@) |1

4)

show interfaces gbic

GBIC

show interfaces [/NTERFACE-ID [,]-]1] dbic

INTERFACE-1D ( ) GBIC

* port
[.1-1 ( )

1,3,5

1-5

GBIC
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show interfaces gbic

1.01.01

1/0/25 GBIC

# show interfaces port 1/0/25 gbic
Port1/0/25...(0)
Type: H-SR-SFP+...(2)

Vendor PN: FTLX8571D3BCL...(3)
Vendor SN: ARKI1CCO...(4)

@

(&)

A

4)

show interfaces description

show interfaces [/NTERFACE-ID [,]-]1] description
INTERFACE-1D ( )
* port
[.1-1 ( )
1,3,5
1-5
1
1.01.01

# show interfaces description
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@ &) ©) O]

Interface Status Administrative Description
Port1/0/1 up enabled Connection to core.
Port1/0/2 down enabled
Port1/0/3 down enabled
Port1/0/4 down enabled
Port1/0/5 down enabled
Portl1/0/6 down enabled
Port1/0/7 down enabled
Port1/0/8 down enabled
Port1/0/9 down enabled
Port1/0/10 down enabled
Portl1/0/11 down enabled
Port1/0/12 down enabled
Port1/0/13 down enabled
Port1/0/14 down enabled
Portl1/0/15 down enabled
Portl1/0/16 down enabled
Port1/0/17 down enabled
Port1/0/18 down enabled
Port1/0/19 down enabled
Portl1/0/20 down enabled
Portl1/0/21 down enabled

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

@
@
(©))
enabled
disabled
(©)

show interfaces auto-negotiation

show interfaces [/NTERFACE-ID [,]-]1] auto-negotiation
INTERFACE-1D ( )
e port
[.1-1 ( )
1,3,5
1-5
1
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show interfaces auto-negotiation

1.01.01

1/0/1 1/0/2

# show interfaces port 1/0/1-2 auto-negotiation

Port1/0/1...(0)
Auto Negotiation: Enabled...(2)

Speed auto downgrade: Disabled...(3)

Remote Signaling: Not detected...(4)

Configure Status: Complete...(6)

Capability Bits: 10M_Half, 10M Full, 100M_Hal¥, 100M Full, 1000M_Full...(6)
Capability Advertised Bits: 10M Half, 10M Full, 100M Half, 100M Full, 1000M Full...(7)
Capability Received Bits: 10M Half, 10M_Full, 100M Half, 100M_Full, 1000M Full...(8)
RemoteFaultAdvertised: Disabled...(9)

RemoteFaultReceived: NoError...(10)

Port1/0/2
Auto Negotiation: Enabled

Speed auto downgrade: Disabled

Remote Signaling: Not detected

Configure Status: Configuring

Capability Bits: 10M_Half, 10M Full, 100M_Half, 100M Full, 1000M_Full
Capability Advertised Bits: 10M Half, 10M_Full, 100M Hal¥, 100M Full, 1000M_Full
Capability Received Bits: -

RemoteFaultAdvertised: Disabled

RemoteFaultReceived: NoError

@

(&)

(3) | speed auto-downgrade

4)

®)

(6) duplex

) Capability Bits

®) Capability Bits

(©)

10)

show interfaces transceiver

SFP/SFP+
show interfaces [/NTERFACE-ID [,]-]] transceiver [detail]
INTERFACE-1D ( )
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show interfaces transceiver

* port
[1-1 ( )
1,3,5
1-5
detail ( )
1
1.01.01

# show interfaces transceiver

++ - high alarm, + : high warning, - : low warning, —— - low alam
mA: milliamperes, mW: milliwatts

@ @ ©) Q) ®)

Voltage Bias Current TX Power RX Power
port () mr) (mwW/dbm) (mW/dbm)
Port1/0/25 3.279 7.851 0.643 0.317
-1.915 -4.995

Total Entries: 1

@

&)

(€)]

*)

®)

# show interfaces transceiver detail

++ - high alarm, + : high warning, - : low warning, —— : low alarm

mA: milliamperes, mW: milliwatts
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A: The threshold is administratively configured.

Port1/0/25...(1)
Transceiver Monitoring is disabled...(2)
Transceiver Monitoring shutdown action: None...(3)

Q) ® ® Q) ®
Current High-Alarm  High-Warning Low-Warning Low-Alarm
Voltage(V) 3.279 3.700 3.600 3.000 2.900...09)
Bias Current(mA) 7.856 13.200 12.600 5.000 4.000...(10)
TX Power(mW) 0.643 1.000 0.794 0.316 0.251...(11)
(dbm) -1.915 0.000 -1.000 -5.000 -6.000...(12)
RX Power(mW) 0.318 1.000 0.794 0.016 0.010...(13)
(dbm) -4.979 0.000 -1.000 -18.013 -20.000...(14)
@
(&)
(©)
4)
®)
(©)
@)
(®)
©®
(10)
11) (mw )
(12) (dbm )
(13) (mw )
(14 (dbm )
shutdown

no shutdown

shutdown
no shutdown

12

VLAN
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shutdown

no shutdown

1.01.01

shutdown 1/0/1

# configure terminal
(config)# interface port 1/0/1
(config-if-port)# shutdown

2.3

(CLD)
stack bandwidth stack bandwidth 10G {2-port | 4-port}
no stack
stack renumber stack CURRENT-UNIT-ID renumber NEW-UNIT-ID
no stack CURRENT-UNIT-ID renumber
stack priority stack CURRENT-UNIT-ID priority NEW-PRIORITY-NUMBER
no stack CURRENT-UNIT-ID priority
stack preempt stack preempt
no stack preempt
show stack show stack

stack bandwidth

no stack
stack bandwidth 10G {2-port | 4-port}
no stack
106G SFP+ (10GBASE-R)
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stack bandwidth

2-port 2 ports
4-port 4 ports
12
2
1 1
01
01
01 02
ApresiaNP 10G 2-port 1/0/27 1/0/28
2000-24T4X | 10G 4-port 1/0/25 1/0/27
1/0/26 1/0/28
ApresiaNP 10G 2-port 1/0/51 1/0/52
2000-48T4X | 10G 4-port 1/0/49 1/0/51
1/0/50 1/0/52
01
02
2
stack preempt
MAC
MAC MAC
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stack bandwidth

no stack

1.01.01

4 ports

# stack bandwidth 10G 4-port
WARNING: The command does not take effect until the next reboot.

stack renumber

ID ID
no stack renumber

stack CURRENT-UNIT-1D renumber NEW-UNIT-1D
no stack CURRENT-UNIT-ID renumber
CURRENT-UNIT-1D ID D 1
4
NEW-UNIT-1D ID 1 4

ID

12

ID
ID
ID write memory
ID
ID
1.01.01
2 ID 3

# stack 2 renumber 3
WARNING: The command does not take effect until the next reboot.

stack priority

no
stack priority

stack CURRENT-UNIT-1D priority NEW-PRIORITY-NUMBER
no stack CURRENT-UNIT-ID priority

CURRENT-UNIT-1D ID 1 4
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stack priority

NEW-PRIORITY-NUMBER

32

12

1.01.01

2 10

# stack 2 priority 10

stack preempt

no stack preempt

stack preempt
no stack preempt

12
AccessDefender
1.01.01
| # stack preempt
show stack
show stack
1
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show stack

1.01.01

# show stack

Stacking Mode
Stack Preempt

- Enabled. ..(1)
- Disabled. ..(2)

Topology > Duplex Ring...(3)
My Box ID t1...(
Master ID :1...(5
BK Master ID :2...(6)
Box Count t2...(D
@ © 0 an @ a3 as as e
Box User Module Prio- Prom Runtime H/W
ID Set Name Exist rity MAC Version Version Version
1 Auto ApresiaNP2000-24T4X Exist O 00-40-66-AF-FO-48 1.00.00 1.01.01 A
2 Auto ApresiaNP2000-24T4X Exist 32 00-40-66-AF-F1-87 1.00.00 1.01.01 A
3 - NOT_EXIST No
4 - NOT_EXIST No
Stack Bandwidth:
@ an (18 19

Box User Set
1D Bandwidth

SI01 Active SI02 Active
Bandwidth Bandwidth

1 2-port(10G) 1-port 1-port
2 2-port(10G) 1-port 1-port
2
@
@
©)
Duplex_Chain
Duplex_Ring
@) ID
) ID
(6 ID
)
®) ID
€)) ID
Auto
User
(10)
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a1

12)

13)

MAC

14)

(15)

(16)

an

stack bandwidth

(18)

01

19)

02
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3.1

(CL1)

access-class access-class IP-ACL
no access-class I1P-ACL

banner login banner login cMESSAGEc
no banner login
prompt prompt STRING
no prompt
enable password enable password [level PRIVILEGE-LEVEL] [0 | 7] PASSWORD
no enable password [level PRIVILEGE-LEVEL]
ip telnet server ip telnet server
no ip telnet server
ip telnet service-port ip telnet service-port TCP-PORT
no ip telnet service-port
ip telnet source- ip telnet source-interface INTERFACE-ID
interface no ip telnet source-interface
line line {console | telnet | ssh}
show terminal show terminal
show users show users
telnet telnet {IP-ADDRESS | IPV6-ADDRESS} [TCP-PORT]
terminal length terminal length NUMBER

no terminal length

terminal length default terminal length default NUMBER
no terminal length default

terminal speed terminal speed BPS
no terminal speed

session-timeout session-timeout MINUTES
no session-timeout

terminal width terminal width NUMBER
no terminal width
terminal width default terminal width default NUMBER
no terminal width default
username username NAME [privilege LEVEL] [nopassword | password [0 | 7]
PASSWORD]
no username [NAME]
password password [0 | 7] PASSWORD

no password
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clear line clear line LINE-ID

show privilege show privilege

service user-account service user-account encryption
encryption no service user-account encryption

access-class

no access-class

access-class /P-ACL
no access-class /P-ACL

1P-ACL IP

15

no access-class

line console

show running-
config

1.01.01

IP Telnet
10.1.1.1

# configure terminal

(config)# ip access-list vty-filter
(config-ip-ach# permit 10.1.1.1 0.0.0.0
(config-ip-ach# exit

(config)# line telnet

(config-line)# access-class vty-filter
(config-line)#

banner login

no banner login
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banner login

banner login C MESSAGE C
no banner login
¢ )
MESSAGE
12

banner login 1 (

1

)
Enter

Enter

1.01.01

)

Enter

# configure terminal

(config)# banner login # Enter Command Line Interface#
(config)#

Q)

Enter

# configure terminal

(config)# banner login #

LINE c banner-text c, where "c" is a delimiting character
Enter Command Line Interface

#
(confiQ)#
prompt
CLI
no prompt
prompt S7TRING
no prompt
STRING 35
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prompt

15

o %h SNMP
o ks
o U% %

12

SNMP 15
15

1.01.01

Administrator BRANCH A

# configure terminal
(config)# prompt BRANCHY%SA
BRANCH A(conFig)#

enable password

enable password
no enable password
enable password [level PRIVILEGE-LEVEL] [0 | 7] PASSWORD
no enable password [level PRIVILEGE-LEVEL]
level PRIVILEGE-LEVEL ( ) 1 15
enable password no enable
password
15 ( )
0 ( )
7( )
PASSWORD 32
35
( )
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enable password

15

enable password
ap_recovery

1.01.01

15 MyEnablePassword enable password

# configure terminal

(config)# enable password MyEnablePassword
(config)# exit

# disable

> enable
Password:
Current privilege level is 15

ip telnet server

no ip telnet server

Telnet Telnet

ip telnet server
no ip telnet server

12

1.01.01

Telnet

# configure terminal
(config)# ip telnet server
(config)#

ip telnet service-port

Telnet
no ip telnet service-port

ip telnet service-port 7CP-PORT
no ip telnet service-port

TCP-PORT TCP 1 65535
TCP

23

Telnet

23
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ip telnet service-port

12

1.01.01

Telnet 3000

# configure terminal
(config)# ip telnet service-port 3000
(config)#

ip telnet source-interface

Tenlet
IP Telnet
no ip telnet source-interface
ip telnet source-interface /NTERFACE-ID
no ip telnet source-interface
INTERFACE-ID Telnet ID
ID
e vlan VLAN
o mgmt
IP
12
1.01.01
Telnet Telnet VLAN100

# configure terminal
(config)# ip telnet source-interface vlan 100
(confiQ)#

line

line {console | telnet | ssh}

console
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line
telnet Telnet
ssh SSH
12
1.01.01
SSH vty-filter

# configure terminal

(config)# line ssh

(config-line)# access-class vty-filter
(config-line)#

show terminal

show terminal

1
1.01.01
# show terminal
Terminal Settings:
Length: 24 lines
Width: 80 columns
Default Length: 24 lines
Default Width: 80 columns
Baud Rate: 9600 bps
show users
show users
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show users

1.01.01
# show users
ID Type User-Name Privilege Login-Time IP address
0 * console Anonymous 15 3v14s
Total Entries: 1
telnet
Telnet
telnet {/P-ADDRESS | IPV6-ADDRESSY [ TCP-PORT]
I1P-ADDRESS Telnet 1Pv4
IPV6-ADDRESS Telnet IPv6
TCP-PORT ( ) TCP 1 65535
Telnet TCP 23
1
Telnet Telnet
Telnet
1.01.01
TCP 23 IP 10.90.90.91 Telnet

# telnet 10.90.90.91

Ethernet Switch ApresiaNP2000-24T4X

Firmware: Build 1.01.01

Password required, but none set
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TCP 23

10.90.90.91 Telnet
TCP 3500

# telnet 10.90.90.91

# telnet 10.90.90.91

Firmware: Build 1.01

Username:

ERROR: Could not open a connection to host on server port 23.

3500

Ethernet Switch ApresiaNP2000-24T4X
.01

User Access Verification

terminal length

no
terminal length
terminal length MUMBER
no terminal length
NUMBER 0 512
0
50 50
24
1
Telnet  SSH
1
Ctrl+C q Esc
Enter
1.01.01
60
| # terminal length 60
terminal length default
no

terminal length default
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terminal length default

terminal length default MUWBER
no terminal length default

NUMBER 0 512 0

50 50
24

12
Telnet  SSH
1
ctri+C Esc
Enter 1
0
1.01.01
60

(config)# terminal length default 60

(config)#

terminal speed

speed

no terminal

terminal speed 5PS
no terminal speed

BPS (bps)

9600 bps

12

1.01.01
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115200 bps

# configure terminal
(config)# terminal speed 115200
(config)#

session-timeout

no session-timeout
session-timeout VIMUTES
no session-timeout
MINUTES 0 1439
3

12
1
1 1
3

1.01.01

# configure terminal

(config)# line console
(config-line)# session-timeout O
(config-line)#

terminal width

1
no terminal width
terminal width VUMBER
no terminal width
NUMBER 1 40 255
80
1
1.01.01
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terminal width 120

# show terminal
Terminal Settings:
Length: 24 lines
Width: 80 columns
Default Length: 24 lines
Default Width: 80 columns
Baud Rate: 9600 bps

# terminal width 120

# show terminal

Terminal Settings:
Length: 24 lines
Width: 120 columns
Default Length: 24 lines
Default Width: 80 columns
Baud Rate: 9600 bps

terminal width default

1
no terminal width default

terminal width default VMUMBER
no terminal width default

NUMBER 1 40 255

80

12

1.01.01

terminal width 120

# show terminal

Terminal Settings:
Length: O lines

Width: 255 columns
Default Length: 60 lines
Default Width: 120 columns
Baud Rate: 9600 bps

# configure terminal
(config)# terminal width default 120
(config)# exit
# show terminal
Terminal Settings:
Length: O lines
Width: 255 columns
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Default Length: 60 lines
Default Width: 120 columns

Baud Rate: 9600 bps

username

no username

username NAWE [privilege LEVEL]

PASSWORD]
no username [NVAVE]

[nopassword | password [0 | 7]

NAME

privilege LEVEL ( )

nopassword (

password

0 (

7 (

(

PASSWORD (

)

)

)

35

32

32

15

256

enable

15

no username

enable

username

ap_recovery

1.01.01
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admin mypassword

# configure terminal

(config)# username admin privilege 15 password 0 mypassword
(config)#

admin

# configure terminal
(config)# no username admin
(config)#

password

password

password [0 | 7] PASSWORD
no password

0 ( )

7 ( )

PASSWORD

35

32

15

password
ap_recovery

1.01.01

# configure terminal
(config)# line console
(config-line)# password 123
(config-line)#

clear line

clear line LINE-ID

LINE-1D
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clear line
15
ID
ID show users
clear line SSH Telnet
1.01.01

| # clear line 1

show privilege

show privilege

1.01.01

# show privilege

Current privilege level is 15

service user-account encryption

no service password-encryption

service user-account encryption
no service user-account encryption

15

running-config
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service user-account encryption

1.01.01

# configure terminal
(config)# service user-account encryption
(config)#

3.2 CLI

(CLD) CLI

help help
enable enable [PRIVILEGE-LEVEL]
disable disable [PRIVILEGE-LEVEL]
configure terminal configure terminal
login (EXEC) login
login (Line) login [local]

no login
logout logout
end end
exit exit
show history show history
show environment show environment [fan | memory | power | temperature]
show unit show unit [UNIT-1D]
show cpu utilization show cpu utilization
show version show version
command logging enable command logging enable

no command logging enable

help

help
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help

*

*)

Q)

1.01.01

help

# help

The switch CLI provides advanced help feature.

1. Help is available when you are ready to enter a command
argument (e.g- "show ?") and want to know each possible
available options.

2. Help is provided when an abbreviated argument is entered
and you want to know what arguments match the input(e.g. "show ve?".).
IT nothing matches, the help list will be empty and you must backup
until entering a "?" shows the available options.

3. For completing a partial command name could enter the abbreviated
command name immediately followed by a <Tab> key.

Note:

Since the character "?" is used for help purpose, to enter

the character "?" in a string argument, press ctri+v immediately
followed by the character "?-.

re
@
# re?
reboot rename reset restore
# re
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ip access-list

*

# configure terminal
(config)# ip access-list ?
WORD

extended

(config)# ip access-list

Access-list name(the first character must be a letter)
Extended Access List

enable
enable [PRIVILEGE-LEVEL]
PRIVILEGE-LEVEL ( ) 15
15
3
1.01.01
# enable 15
password:***
disable
disable [PRIVILEGE-LEVEL]
PRIVILEGE-LEVEL ( )
1
disable
1.01.01
12
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| # disable 12

configure terminal

configure terminal

12
1.01.01
# configure terminal
(config)#
login (EXEC)
CLI
login
1
Telnet
1
1
1 1
3
1.01.01

userl

# login
Username: userl
Password: xxxxxx
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login (Line)

no
login
login [local]
no login
local ( ) login local
login
no login ( )
Telnet login ( )
SSH login ( )
15
Telnet AAA AAA
AAA
. 1
. 1
password
username

SSH login

* AAA AAA

* AAA

1
username
1 password

1.01.01
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# configure terminal

(config)# line console
(config-line)# password loginpassword
(config-line)#

login

# configure terminal
(config)# line console
(config-line)# login
(config-line)#

login password

# login
Password - Ak

useraccount pass123

12

# configure terminal

(config)# username useraccount privilege 12 password passl23
(config)#

login local

# configure terminal
(config)# line console
(config-line)# login local
(config-line)#

logout

logout

1.01.01

# logout
Switch conO is now available

Press any key to login...
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end

CLI

end

1.01.01

# configure terminal
(config)# interface port 1/0/1
(config-if-port)# end

exit

exit

1.01.01

# configure terminal

(config) interface port 1/0/1
(config-if-port)# exit
(confiQ)#

show history

show history
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show history

20

1.01.01

# show history

en
help
show history

show environment

show environment [fan | memory | power | temperature]

fan ( )

memory ( )

power ( )

temperature ( )

1.01.01

# show environment

Detail Temperature Status:
@ @ ©)
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unit Status Current Temperature

1 Normal 28C
Detail Fan Status: ...(4)
unit 1:

Back Fan 1 (OK) Back Fan 2 (OK)

Detail Power Status:

@ &) ®)
unit Power Module Power Status
1 Power 1 in-operation

Detail Memory-Error Auto-Recovery Status:

Auto Recovery Mode : Enabled ...(7)
Auto Recovery Notification : Enabled ...(8)
Fault Action Configuration : - ...(9)
@ 10) a1 12
unit Status Recovery Count ECC Uncorrectable Error Count
1 Normal 0 0
D) ID
@
Normal
Abnormal
3
©)
Normal
Failure
(©)
(6
in-operation
failed
empty
™
®)
(9 | Sw-LSI
(10) LSI
Normal
Abnormal (
11)
12)
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# show environment

Detail Temperature Status:

@ @ ©)
Unit Status Current Temperature
1 Normal 28C
2 Normal 29C
Detail Fan Status: ...(4)
Unit 1:
Back Fan 1 (OK) Back Fan 2 (OK)
Unit 2:

Back Fan 1 (OK) Back Fan 2 (OK)

Detail Power Status:

@ ©) ®

Unit Power Module Power Status
1 Power 1 in-operation
2 Power 1 in-operation

Detail Memory-Error Auto-Recovery Status:

Auto Recovery Mode > Enabled ...(7)
Auto Recovery Notification : Enabled ...(8)
Fault Action Configuration : - ...(9)
@ (10) an a2
Unit Status Recovery Count ECC Uncorrectable Error Count
1 Normal 0 0
2 Normal 0 0
D) ID
@
Normal
Abnormal
3
@
Normal
Failure
©)
(6)
in-operation
failed
empty
™
3
(9) | Sw-LSI
(10) LSI
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Normal
Abnormal

11

12)

# show environment memory

Detail Memory-Error Auto-Recovery Status:

Auto Recovery Mode : Enabled ...(1)
Auto Recovery Notification : Enabled ...(2)
Fault Action Configuration : - ...(3)
“) ®) O] @)
unit Status Recovery Count ECC Uncorrectable Error Count
1 Normal 0 0
2 Normal 0 0
@
@
(3) | Sw-LSlI
4 ID
©) LSI
Normal
Abnormal (
(6
™
show unit
show unit [UNVIT-10]
UNIT-1D ( ) ID
1
1.01.01
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# show unit

@ &)
Unit Model Name
1 ApresiaNP2000-24T4X
2 ApresiaNP2000-24T4X
@ ©) @® )
unit Serial-Number Status Up Time
1 202410000029 ok ODT15H51M42S
2 202410000040 ok ODT15H51M37S
@ 6 Q) ® ®
unit Memory Total Used Free
1 DRAM 262144 K 83632 K 178512 K
1 FLASH 29937 K 21193 K 8744 K
2 DRAM 262144 K 83499 K 178645 K
2 FLASH 29937 K 19470 K 10467 K
(D) ID
(&)
(©)
4)
®)
(©)
@)
(®)
(©)

show cpu utilization

CPU

show cpu utilization

1.01.01

CPU
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# show cpu utilization

CPU Utilization

@O @) (©)

Five seconds - 4 % One minute - 5% Five minutes - 5 %
() |5 CPU

2 |1 CPU

3) |5 CPU

show version

show version

1.01.01

# show version

System MAC Address: 00-40-66-AF-F0-48 ...(2)

@ (©) )
Unit ID Module Name Versions
1 ApresiaNP2000-24T4X H/W:-A

Bootloader:1.00.00
Runtime:1.01.01
CPLD:FC

D) | MAC

©) ID

(©)

4)

command logging enable

no command logging enable

command logging enable
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command logging enable

no command logging enable

12

show logging
255

1.01.01

# configure terminal
(config)# command logging enable
(confiQ)#

3.3 1Pv4

(CLD) 1Pv4
arp arp IP-ADDRESS HARDWARE-ADDRESS
no arp IP-ADDRESS HARDWARE-ADDRESS
arp timeout arp timeout MINUTES
no arp timeout
clear arp-cache clear arp-cache {all | interface INTERFACE-ID | IP-ADDRESS}
ip address ip address {[IP-ADDRESS SUBNET-MASK | IP-ADDRESS/PREFIX-

LENGTH] [secondary] | dhcp}
no ip address {[IP-ADDRESS SUBNET-MASK | IP-ADDRESS/PREFIX-
LENGTH] | dhcp}

ip default-gateway ip default-gateway IP-ADDRESS

no ip default-gateway IP-ADDRESS
ip proxy-arp ip proxy-arp

no ip proxy-arp
ip local-proxy-arp ip local-proxy-arp

no ip local-proxy-arp
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show arp

show arp [ARP-TYPE | IP-ADDRESS [MASK] | interface INTERFACE-
ID | HARDWARE-ADDRESS]

show arp timeout

show arp timeout [interface Vlan VLAN-ID]

show ip interface

show ip interface [INTERFACE-ID] [brief]

arp

ARP

ARP
no arp

arp [/P-ADDRESS HARDWARE-ADDRESS
no arp /P-ADDRESS HARDWARE-ADDRESS

1P-ADDRESS IP
HARDWARE-ADDRESS MAC

ARP

12

FDB MAC

256

1.01.01

# configure terminal

(config)# arp 10.31.7.19 0800.0900.1834

arp timeout

ARP

ARP
no arp timeout

arp timeout WMINUTES
no arp timeout

MINUTES  ARP 0 65,535

240

12
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arp timeout

1.01.01

ARP 60

# configure terminal

(config)# interface vlan 1

(config-if-vlan)# arp timeout 60

clear arp-cache

ARP

clear arp-cache {all | interface /NTERFACE-ID | 1P-ADDRESS}

all

INTERFACE-1D ID
1P-ADDRESS 1P
12
1.01.01
ARP
| # clear arp-cache all
ip address
IP
DHCP 1P
1P DHCP

no ip address

ip address {[/P-ADDRESS SUBNET-MASK | [IP-ADDRESS/PREFIX-LENGTH]
[secondary] | dhcp}
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ip address
no ip address {[/P-ADDRESS SUBNET-MASK | [IP-ADDRESS/PREFIX-LENGTH]
| dhcp}
1P-ADDRESS SUBNET-MASK VLAN
1Pv4 (

192.168.0.100 255.255.255.0)

1P-ADDRESS/PREFIX-LENGTH 1Pv4 / CIDR
( 192.168.0.100/24)
secondary ( ) 1Pv4 IP
secondary 1Pv4
IP
dhcp DHCP IP
VLAN
VLAN1 1P 0.0.0.0/0
12
VLAN IP
IP

1 IP IP

SNMP SYSLOG IP
IP

1 IP
IP IPv6 VLAN

vlanl 64 VLAN IP 1Pv6

( )
1P 1P
64 1Pv6 IP 1Pv6
64
1.01.01
VLAN100 10.108.1.27 192.31.7.17 192.31.8.17

# configure terminal
(config)# interface vlan 100

(config-if-vlan)# ip address 10.108.1.27/24
(config-if-vlan)# ip address 192.31.7.17/24 secondary
(config-if-vlan)# ip address 192.31.8.17/24 secondary

(config-if-vlan)#

79/688




ip default-gateway

IP
IP no
ip default-gateway
ip default-gateway /P-ADDRESS
no ip default-gateway /P-ADDRESS
IP-ADDRESS IP
IP 0.0.0.0
12
1P IP
1.01.01
IP 10.20.30.40

# configure terminal
(config)# interface mgmt O

(config-if-mgmt)# ip default-gateway 10.20.30.40
(config-if-mgmt)#

ip proxy-arp
ARP
no ip proxy-arp
ip proxy-arp
no ip proxy-arp
12
1.01.01
VLAN100 ARP

# configure terminal

(config)# interface vlan 100
(config-if-vlan)# ip proxy-arp
(config-if-vlan)#
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ip local-proxy-arp

ARP
no ip local-proxy-arp

ip local-proxy-arp
no ip local-proxy-arp

12

VLAN VLAN VLAN

ip proxy-arp ip local-proxy-arp

1.01.01

VLAN100 ARP

# configure terminal

(config)# interface vlan 100
(config-if-vlan)# ip local-proxy-arp
(config-if-vlan)#

show arp

ARP

show arp [ARP-TYPE | IP-ADDRESS [MASK] | interface INTERFACE-ID |
HARDWARE-ADDRESS]

ARP-TYPE ( )
e dynamic

 static
1P-ADDRESS [MASK] ( )
IP
interface INTERFACE-1D ( )
ID ID
s mgmt

* vlan VLAN

HARDWARE-ADDRESS ( ) MAC
48 MAC MAC
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show arp
o XXXX . XXXX . XXXX
* XX=XX=XX=XX=XX=XX
o XXIXXIXXIXXIXXIXX
* XXXXXXXXXXXX
1
ARP-TYPE static
IP
1.01.01
ARP

# show arp

S - Static Entry...(1)

@ ©) Q) ®)

IP Address Hardware Addr IP Interface Age (min)
10.5.2.55 00-01-02-03-04-00 vlanl forever
10.5.2.77 00-20-06-70-04-00 vlanl 240

S 10.31.7.19 08-00-09-00-18-34 vlanl forever
192.31.7.17 00-01-02-03-04-00 vlanl forever
192.31.8.17 00-01-02-03-04-00 vlanl forever

Total Entries: 5

@

S - Static Entry
@ |1IP
(3) | MAC
4) ID
(5 | ARP

forever

show arp timeout

ARP

show arp timeout [interface Vlan VLAN-10]

Vlan VLAN-1D (
ID
VLAN

) ARP

1D
(ARP)
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show arp timeout

1.01.01

ARP

# show arp timeout

@ @

Interface Timeout (minutes)

vianl 240

Total Entries: 1

D ID

(2 |ArP

show ip interface

1P

show ip interface [/NTERFACE-1D] [brief]

INTERFACE-1D ( ) P

brief ( ) IP

1.01.01

IP

# show ip interface brief

@ @ (©)
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Interface IP Address Link Status
vianl 0.0.0.0 up
mgmt_ipif 0.0.0.0 down
Total Entries: 2
@
2 IP
3
VLAN1 IP
# show ip interface vlan 1
@ &)

Interface vlanl is enabled, Link status is up
IP address is 0.0.0.0/0 (Manual)...(3)
ARP timeout is 240 minutes...(4)
Proxy ARP is disabled...(5)
IP Local Proxy ARP is disabled...(6)
Gratuitous-send is disabled, interval is 0 seconds...(7)

@ ID

(&)

@3) | 1P

(@) |ArP

(5) ARP

(6) ARP

(7) | GARP

3.4 IPv6

L IPV6
clear ipv6 neighbors clear ipv6 neighbors {all | interface INTERFACE-ID}
ipv6 address ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-

BITS/PREFIX-LENGTH | IPV6-ADDRESS link-local}
no ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-
BITS/PREFIX-LENGTH | IPV6-ADDRESS link-local}

ipv6 address eui-64 ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64
no ipvé address IPV6-PREFIX/PREFIX-LENGTH eui-64
ipv6 address dhcp ipv6 address dhcp [rapid-commit]

no ipvé address dhcp
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ipv6 address autoconfig

ipv6 address autoconfig [default]
no ipv6 address autoconfig

ipv6 enable

ipvé enable
no ipv6 enable

ipv6 nd ns-interval

ipv6 nd ns-interval MILLI-SECONDS
no ipvé nd ns-interval

ipv6 neighbor

ipv6 neighbor IPV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipv6 neighbor IPV6-ADDRESS INTERFACE-ID

show ipv6 general-prefix

show ipv6 general-prefix [PREFIX-NAME]

show ipv6 interface

show ipv6 interface [INTERFACE-ID] [brief]

show ipv6 neighbors

show ipv6 neighbors [INTERFACE-ID] [IPV6-ADDRESS]

clear ipv6 neighbors

1Pv6
clear ipv6 neighbors {all | interface INTERFACE-ID}
all 1Pv6
interface /INTERFACE-1D 1Pv6
VLAN
interface VLAN ID
4094
12
1.01.01
VLAN1 1Pv6
| # clear ipv6 neighbors interface vilan 1
ipv6 address
IPV6
IPv6 no ipv6 address

ipv6 address {/PV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAWE SUB-
BITS/PREFIX-LENGTH | IPV6-ADDRESS link-local}
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ipv6 address

no ipv6 address {/PV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-
BITS/PREFIX-LENGTH | IPV6-ADDRESS Nink-local}

1PV6-ADDRESS VLAN
IPv6

PREFIX-LENGTH

PREFIX-NAME

SUB-BITS 1Pv6

link-local

IPv6

12

12

IPv6 1
1Pv6
1Pv6

1Pv6

IPv6
RA

IPv6
IP IPv6
vlanl 64

1Pv6
IP IPv6

VLAN
VLAN IP 1Pv6

64 IP
64

1.01.01

1Pv6

# configure terminal

(config)# interface vlan 2

(config-if-vlan)# ipv6 address 3ffe:22:33:44::55/64

1PVv6

# configure terminal

(config)# interface vlan 2

(config-if-vlan)# no ipv6 address 3ffe:22:33:44::55/64
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DHCPv6 General IPv6
DHCPV6 General

General 2001:2:3/48
1Pv6 2001:2:3:4:5::3/64

# configure terminal
(config)# interface vlan 2
(config-if-vlan)# ipv6 address dhcp-prefix 1:2:3:4:5::3/64

DHCPv6 IPv6

# configure terminal
(config)# interface vlan 2
(config-if-vlan)# no ipv6 address dhcp-prefix 0:0:0:2::3/64

ipv6 address eui-64

EUI-64 ID
IPv6 EUI-64 ID
1Pv6 no ipv6 address /Pl6-
PREFIX/PREFIX-LENGTH eui-64
ipv6 address /PV6-PREFIX/PREFIX-LENGTH eui-64
no ipv6 address [/PV6-PREFIX/PREFIX-LENGTH eui-64
1PV6-PREFIX IPV6 IPV6
PREFIX-LENGTH 64 IPv6
12
IP IPv6 VLAN
vlanl 64 VLAN 1P IPv6
( )
IPv6 64 IP

IP IPv6 64

1.01.01

1Pv6
# configure terminal
(config)# interface vlan 1
(config-if-vlan)# ipv6 address 3ffe:501:FFff:0::/64 eui-64
(config-if-vlan)#
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ipv6 address dhcp

no ipvé address autoconfig

DHCPv6 1Pv6
DHCPv6 IPv6 no ipv6

address dhcp

ipv6 address dhcp [rapid-commit]

no ipvé address dhcp

rapid-commit ( ) 2

12
rapid-commit
4 2 Solicit
rapid-commit
VLAN
IP IPv6 VLAN
vlanl 64 VLAN IP 1Pv6
( )
1Pv6 64 IP
IP 1Pv6 64
1.01.01
DHCPv6 1Pv6 VLAN1
# configure terminal
(config)# interface vlan 1
(config-if-vlan)# ipv6 address dhcp
(config-if-vlan)#
ipv6 address autoconfig
1Pv6
1Pv6

ipv6 address autoconfig [default]
no ipvé address autoconfig

default ( )

12

ID 1Pv6
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ipv6 address autoconfig

default

1Pv6

Stateless address autoconfiguration (SLAAC)

IP 1PV6 VLAN

vlanl 64 VLAN 1P IPv6

( )
1Pv6 64 IP
IP 1Pv6 64

1.01.01

1PVv6

# configure terminal

(config)# interface vlan 1
(config-if-vlan)# ipv6 address autoconfig
(config-if-vlan)#

ipv6 enable

1Pv6 1Pv6
1Pv6
IPv6 no ipvé enable

ipv6 enable
no ipvé enable

12

ipv6é enable 1Pv6
1Pv6

1.01.01

1Pv6 VLAN1 1Pv6

# configure terminal
(config)# interface vlan 1
(config-if-vlan)# ipv6 enable
(config-if-vlan)#
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ipv6é nd ns-interval

NS

no ipv6é nd ns-interval
ipv6 nd ns-interval WILLI-SECONDS
no ipvé nd ns-interval
MILLI-SECONDS NS 0 3,600,000
(1,000 )
RA 0

1000 @ )

12

RA

1.01.01

1Pv6 NS 6

# configure terminal

(config)# interface vlan 1
(config-if-vlan)# ipv6 nd ns-interval 6000
(config-if-vlan)#

ipv6 neighbor

1Pv6 1Pv6
no ipv6 neighbor

ipv6 neighbor [/PV6-ADDRESS INTERFACE-1D MAC-ADDRESS
no ipv6 neighbor /PV6-ADDRESS INTERFACE-1D

1PV6-ADDRESS 1Pv6 IPv6
INTERFACE-ID I1Pv6
MAC-ADDRESS IPv6 MAC
12
1Pv6
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ipv6 neighbor

1.01.01

IPv6

# configure terminal
(config)# ipv6 neighbor fe80::1 vlanl 00-01-80-11-22-99

(config)#

show ipv6 general-prefix

IPv6 General

show ipv6 general-prefix [PREFIX-NANE]

PREFIX-NAME ( ) General
12 General

General

1.01.01

IPv6 General

# show ipv6 general-prefix

IPv6 prefix yy
Acquired via DHCPv6 PD
vlanl: 200::/48
Valid lifetime 2592000, preferred lifetime 604800
Apply to interfaces
vlan2: :-:2/64

Total Entries: 1

show ipv6 interface

IPv6

show ipv6 interface [/NTERFACE-ID] [brief]
INTERFACE-1D ( ) IPv6

brief ( )
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show ipv6 interface

1.01.01

1Pv6
# show ipv6 interface
@ @

vlanl is up, Link status is up
IPV6 is enabled,...(3)
Link-local address: ...(4)
Te80: :240:66fFf:feaf: 26T
Global unicast address:...(5)
3ffe:501:FFfF:100:240:66Ff: feaf:T26f/64 (Stateless)
NS messages retransmit interval is O milliseconds

Total Entries: 1

D ID

(&)

(3) | 1Pv6

4)

®)

1Pv6

# show ipv6 iInterface brief

@ @

vlanl is up, Link status is up
fe80::201:1fF:fe02:304...(3)

vlan2 is up, Link status is down
fe80::201:1ffF:fe02:305
200::2

vlan3 is up, Link status is down
TeB80::201:1FF:fe02:306

Total Entries: 3

@ ID

(&)

(3) | IPve

show ipv6 neighbors

IPV6

show ipv6 neighbors [INTERFACE-ID] [ 1PV6-ADDRESS]
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show ipv6 neighbors

1PV6-ADDRESS ( ) IPv6
1Pv6
INTERFACE-1D ( ) IPv6
1
1.01.01
1Pv6
# show ipv6 neighbors
@ @ ©) @ G
IPv6 Address Link-Layer Addr Interface Type State
FeB80::200:11fF:fe22:3344 00-00-11-22-33-44 vilanl D REACH
Total Entries: 1
(1) | IPve
(2) | MAC
3
O]
D
S
®)
INCMP (Incomplete/ )
REACH (Reachable/ )
( ) (
STALE ( )
PROBE
DELAY
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3.5 IP

(cLD) 1P

ping

ping {[ip] IP-ADDRESS | [ipv6] IPV6-ADDRESS} [count TIMES]
[timeout SECONDS] [source {IP-ADDRESS | IPV6-ADDRESS}] [size
LENGTH] [interval SECONDS]

ping access-class

ping access-class IP-ACL
no ping access-class IP-ACL

traceroute

traceroute {[ip] IP-ADDRESS | [ipv6] IPV6-ADDRESS} [probe
NUMBER] [timeout SECONDS] [max-ttl TTL] [port DEST-PORT]

ping

ping {[ip] /P-ADDRESS | [ipv6] [PV6-ADDRESS} [count T/VES]
[timeout SECONDS) [source {/P-ADDRESS | 1PV6-ADDRESSY] [size
LENGTH] [interval SECONDS]

[ip] /P-ADDRESS 1Pv4
[ipv6] /PV6-ADDRESS IPV6 IPV6

1PV6-ADDRESSHINTERFACE-ID

count T/MES ( ) 1 255
ping
timeout SECOMDS ( ) 1 99
source {/P-ADDRESS | IPV6-ADDRESS}Y ( ) ping
1P (IPv4 IPV6)
IP IP
IP IP (1Pv4 IPv6)
size LENGTH ( ) 32 1500
interval SECONDS ( )
1 3600
count 5
timeout 1
size 1Pv4
32 IPv6 100
interval

94/688



ping
1
count timeout ping
Ctri+C
1.01.01
1P 172.50.71.123 ping

# ping 172.50.71.123

Reply from 172.50.71.123, bytes=32, time<lOms
Reply from 172.50.71.123, bytes=32, time<lOms
Reply from 172.50.71.123, bytes=32, time<lOms
Reply from 172.50.71.123, bytes=32, time<lOms

Ping Statistics for 172.50.71.123
Packets: Sent =4, Received =4, Lost =0

VLAN 110 1PV6

102::1 ping

# ping ipv6 ff02::1%vlan110 count 2

Reply to request 1 from fe80::240:66FF:fea8:cfa2, bytes=100, time<l0 ms
Reply to request 1 from fe80::201:2ffF:1e03:400, bytes=100, time<l0 ms
Request 1 received 2 replies.
Reply to request 2 from fe80::240:66Ff:fea8:cfa2, bytes=100, time<lO ms
Reply to request 2 from fe80::201:2FF:e03:400, bytes=100, time<l0 ms
Request 2 received 2 replies.

Ping Statistics for f02::1
Packets: Sent =2, Received =4, Lost =0

ping access-class

ping

no ping access-class

ping access-class /P-ACL
no ping access-class /P-ACL

1P-ACL IP

12

1P 2

1 1Pv4
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ping access-class

IPv6 IPv4d  IP 2
ping ICMP 1Pv4/1Pv6
IPv4/1PVv6
“any"
1P
ICMP
1.01.01
IP ping
10.1.1.1 ping

# configure terminal

(config)# ip access-list ping-filter
(config-ip-aclh)# permit 10.1.1.1 0.0.0.0

(config-ip-ach# exit

(config)# ping access-class ping-filter

(config)#

traceroute

1P

traceroute {[ip] /P-ADDRESS | [ipv6] [IPV6-ADDRESS} [probe NUMBER)

[timeout SECONDS] [max-ttl

T7L] [port DEST-PORT]

[ip] /P-ADDRESS
[ipv6] /PV6-ADDRESS
probe NMUMBER ( )

timeout SECONDS ( )
max-ttl 77L ( )
255

port DEST-PORT ( )

1 65535

traceroute

1Pv4
IPv6
1 1000

1 65535
UbP TTL 1

UDP
UDP

TL 1
TTL 30

40 UbP

UDP
TTL 3

33434
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traceroute

1

traceroute

T0S

Ctrl+C

traceroute

1.01.01

172.50.71.123  traceroute

# traceroute 172.50.71.123
<10 ms 172.50.71.123

Trace complete.

172.50.71.123 traceroute

# traceroute 172.50.71.123

* Request timed out.
* Request timed out.
* Request timed out.

172.50.71.123 traceroute

# traceroute 172.50.71.123

<10 ms Network Unreachable
<10 ms Network Unreachable
<10 ms Network Unreachable

1Pv6 2001:238:f8a:77:7c10:41c0:6ddd:ecab

traceroute

# traceroute 2001:238:fe8a:77:7c10:41c0:6ddd:ecab

<10 ms 2001:238:feBa:77:7c10:41c0:6ddd:ecab

Trace complete.
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3.6

(cLD)

cd cd [DIRECTORY-URL]

delete delete FILE-URL

dir dir [URL]

mkdir mkdir DIRECTORY-NAME

more more FILE-URL

rename rename FILE-URL1 FILE-URL2
rmdir rmdir DIRECTORY-NAME

show storage media-info

show storage media-info [unit UNIT-ID]

cd
cd [DIRECTORY-URL]
DIRECTORY-URL ( ) URL URL
1
1.01.01
c:/ log

# dir
Directory of /c:
1 d-- 0 Mar 01 2016 10:00:01 1log
2 -rw 7012816 Mar 01 2016 10:05:01 run.had
3 -rw 38912 Mar 01 2016 10:10:01 1
4  -rw 32768 Mar 01 2016 10:15:01 runtime.rom
5 -rw 7001340 Mar 01 2016 10:20:01 V1.01.01.0001.had
6 -rw 7006016 Mar 01 2016 10:25:01 V1.01.01.0002.had
7  -rw 2154 Mar 01 2016 10:30:01 config.cfg
8 d-—- 0 Mar 01 2016 10:35:01 system
62390272 bytes total (34281472 bytes free)
# cd log
# dir
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Directory of /c:/log
No files in directory
62390272 bytes total (34281472 bytes free)

# cd
Current directory is /c:/log ...(0)

@
ID 2
| # cd unit2:/c:/
delete
delete FILE-URL
FILE-URL URL
15
boot image boot
config
config.cfg
1.01.01
test.txt
# delete c:/test_txt
Delete test.txt? (y/n) [n] vy
File is deleted.
ID 2 testl

# delete unit2:/c:/testl
Delete unit2:/c:/testl? (y/n) [n] vy
File is deleted.

dir
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dir [URL]
URL ( ) URL

1
URL

(C:)
show storage

media-info
1.01.01

# dir /
Directory of /7 ...(D
GONE)) @ G ®
1 d-- 0 Mar 01 2016 17:49:36 c:
2 d-- 0 Mar 01 2016 18:42:53 d:
0 bytes total (0 bytes free) ...(7)
@
@
(©))

d

w
O]

0
©)
(6
™
ID 2 C:

# dir unit2:/c:/
Directory of /unit2:/c:/ ...(D)
GNE)) ) ®) ®
1 -rw 7014488 Jul 12 2015 14:28:48 xxx-had
2 -rw 6963396 Apr 15 2016 13:32:46 yyy.-had
3 -rw 6962572 Apr 15 2016 16:55:54 1.had
4  -rw 5783 Apr 15 2016 15:00:29 config.cfg
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5 d-- 0 Apr 19 2016 02:29:32 system

257425408 bytes total (234635264 bytes free) ...(7)

@

(&)

®

4

®)

(©)

@)

mkdir

mkdir DIRECTORY-NAME

DIRECTORY-NAME

15

1.01.01

newdir

| # mkdir newdir

ID 2 test dir

| # mkdir unit2:/c:/test dir

more

more F/LE-URL

FILE-URL URL

15
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more

1.01.01

config.cfg
# more /c:/config.cfg
@
#
# ApresiaNP2000-24T4X Gigabit Ethernet Switch
# Configuration
#
# Firmware: Build 1.01.01
# Copyright(C) 2016 APRESIA Systems, Ltd. All rights reserved.
.

# Date: Wed Feb 24 16:32:19 2016
# STACK

no stack

no stack my box_id
stack my box priority 32
no stack preempt

# PRIVMGMT
username 15 password 0 15

username 15 privilege 15
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

@
ID 2 config.cfg
# more unit2:/c:/config.cfg
@
#
# ApresiaNP2000-24T4X Gigabit Ethernet Switch
# Configuration
#
# Firmware: Build 1.01.01
# Copyright(C) 2016 APRESIA Systems, Ltd. All rights reserved.
.

# Date: Wed Feb 24 16:32:19 2016
# STACK
stack

stack my box priority 32
no stack preempt
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# PRIVMGMT

username 15 password 0 15
username 15 privilege 15

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

€Y

rename
rename FILE-URL1 FILE-URLZ
FILE-URL1 URL
FILE-URLZ URL

15

1.01.01

doc.1 test.txt

# rename /c:/doc.1 /c:/test.txt

Rename file doc.1 to text.txt? (y/n) [n] vy

ID 2 before after

# rename unit2:/c:/before unit2:/c:/after
Rename file unit2:/c:/before to unit2:/c:/after? (y/n) [n] y

rmdir

rmdir DIRECTORY-NAME

DIRECTORY-NAME

15

1.01.01
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newdir

# rmdir newdir
Remove directory newdir? (y/n) [n] vy
The directory is removed.

ID 2 test_dir

# rmdir unit2:/c:/test dir
Remove directory unit2:/c:/test dir? (y/n) [n] vy
The directory is removed.

show storage media-info

show storage media-info [unit UV/T7-10]
unit UNVIT-1D ( )

1
1.01.01

# show storage media-info

@ @ O Q) o) ®)
Unit Drive Media-Type Size FS-Type Label
1 c: Flash 29 MB FFS
€H) ID
@
(©))
Flash
SD Card
(©)
(©)
(6
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3.7

(CLD)
duplex duplex {full | half | auto}
no duplex
flowcontrol flowcontrol {on | off}
no flowcontrol
speed speed {10 | 100] 1000 [master | slave] | 10giga | auto [SPEED-

LIST] | auto-downgrade}
no speed [auto-downgrade]

speed_duplex speed_duplex {10 _half | 10_full | 100_half | 100_full | auto}
no speed_duplex

mdix mdix {auto | normal | cross}
no mdix

duplex

no duplex

duplex {full | half | auto}
no duplex

full
half

10BASE-T/100BASE-TX
auto

auto

12

SFP+
duplex full speed

1000BASE-SX 1000BASE-LX

1000BASE-T speed 1000 Mbps

speed 1000 Mbps
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duplex

1.01.01

1/0/10 100 Mbps

# configure terminal

(config)# interface port 1/0/10
(config-i1f-port)# speed 100
(config-if-port)# duplex auto
(config-if-port)#

flowcontrol

no flowcontrol

flowcontrol {on | off}
no flowcontrol

on PAUSE
off PAUSE

12

1.01.01

1/0/10

# configure terminal

(config)# interface port 1/0/10
(config-if-port)# flowcontrol on
(config-if-port)#

speed

no speed

speed {10 | 100] 1000 [master | slave] | 10giga | auto [SPEED-
LIST] | auto-downgrade}
no speed [auto-downgrade]

10 RJ-45 (10BASE-T/100BASE-TX/1000BASE-T) 10 Mbps
100 RJ-45 (10BASE-T/100BASE-TX/1000BASE-T) 100
Mbps
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speed

1000 RJ-45 (10BASE-T/100BASE-TX/1000BASE-T) SFP+
(10GBASE-R) 1,000 Mbps RJ-45

master slave

master ( ) RJ-45

slave ( ) RJ-45

10giga SFP+ (10GBASE-R)

auto SFP+ (10GBASE-R)

SPEED-LIST ( )

* 10 10 Mbps

* 100 100 Mbps
» 1000 1,000 Mbps

auto-downgrade

SFP+

10 Ghps

10,100,1000

RJ-45
SFP+

(10/100/1,000 Mbps)
(1/10 Gbps)

12

speed

1000BASE-SX 1000BASE-LX

duplex

1000 Mbps
1000 auto

1000BASE-T 1000 Mbps
10GBASE-T 10 Gbps (10giga)

1000 10giga

1000 10giga
auto-downgrade

downgrade

auto-
1000BASE-T

107/688



speed

1.01.01

1/0/24

# configure terminal

(config)# interface port 1/0/24
(config-if-port)# speed auto
(config-if-port)#

speed_duplex

no speed_duplex
speed_duplex {10_half | 10_full | 100_half | 100_full | auto}
no speed_duplex
10_half 10 Mbps
10 full 10 Mbps
100_half 100 Mbps
100_full 100 Mbps
auto
12
1.01.01
100 Mbps

# configure terminal

(config)# interface mgmt O
(config-if-mgmt)# speed duplex 100 full
(config-if-mgmt)#
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mdix
MDIX (Media-Dependent Interface Crossover)
no mdix
mdix {auto | normal | cross}
no mdix
auto MDIX  Auto-MDIX
normal MDIX
cross MDIX
MDIX  Auto-MDIX (auto)
12
1.01.01
MDIX  auto
# configure terminal
(config)# interface mgmt O
(config-if-mgmt)# mdix auto
(config-if-mgmt)#
(CLD)
boot config boot config URL [primary | secondary]
boot image boot image [check] URL [primary | secondary]
clear running-config clear running-config
reset system reset system
configure replace configure replace {{tftp: //location/filename | ftp:

//username:password@location:tcpport/filename} | flash:
FILENAME} [force]

copy copy SOURCE-URL DESTINATION-URL

copy SOURCE-URL {tftp: [//LOCATION/DESTINATION-URL] | ftp:
[//USER-NAME : PASSWORD@LOCAT 10N: TCP-PORT/DEST INATION-URL] }
copy {tftp: [//LOCATION/SOURCE-URL] | ftp: [//USER-

NAME : PASSWORD@LOCAT 10N : TCP-PORT/SOURCE-URL]} DESTINATION-URL

ip tftp source-interface ip tftp source-interface INTERFACE-ID
no ip tftp source-interface
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ip ftp source-interface

ip ftp source-interface INTERFACE-ID
no ip ftp source-interface

backup clone

backup clone

backup backup {tftp: [//LOCATION/DESTINATION-URL] | ftp: [//USER-
NAME : PASSWORD@LOCAT ION: TCP-PORT/DESTINATION-URL] | memory-
card:} prefix BASENAME

restore restore {tftp: [//LOCATION/DESTINATION-URL] | ftp: [//USER-
NAME : PASSWORD@LOCAT ION- TCP-PORT/DESTINATION-URL] | memory-
card:} prefix BASENAME

copy boot copy boot

erase boot erase boot

show boot show boot [unit UNIT-I1D]

show running-config

show running-config [effective | all] [interface INTERFACE-ID
| function [MODULE-TITLE]]

show startup-config

show startup-config

write

write [memory]

reboot

reboot [force_agree]

boot config

boot config URL [primary | secondary]
URL startup-config URL
e c/URL
c:/switch-config.cfg
e d:/URL SD
d:/switch-config.cfg
o UNIT-1D-/c:/URL
unit2:/c:/switch-config.cfg
primary ( )
secondary ( )
15
primary secondary
boot config
NVRAM startup-config
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boot config

(c2)
(c3) SD
SD
SD startup-config
1.01.01
startup-config switch-config.cfg

# configure terminal
(config)# boot config c:/switch-config.cfg
(config)#

switch-config.cfg

# configure terminal
(config)# boot config c:/switch-config.cfg primary
(config)#

SD switch-config.cfg

# configure terminal
(config)# boot config d:/switch-config.cfg primary
(config)#

ID 2 switch-config.cfg

# configure terminal
(config)# boot config unit2:/c:/switch-config.cfg primary

(config)#
boot image
boot image [check] URL [primary | secondary]
check ( )
URL URL
o Cc:/URL
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boot image

c:/switch-image.had
e d:/URL SD
d:/switch-image.had
o UNIT-1D-/c:/URL
unit2:/c:/switch-image.had
primary ( )
secondary ( )
15
primary secondary
check
boot image
NVRAM startup-config
(c)
1
(c:) SD
SD
SD
1.01.01

switch-image.had

# configure terminal
(config)# boot image c:/switch-image.had primary
(config)#
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SD switch-image.had

# configure terminal
(config)# boot image d:/switch-image-had primary
(config)#

ID 2 switch-image.had

# configure terminal
(config)# boot image unit2:/c:/switch-image.had primary
(confFiQ)#

c:/switch-image.had

# configure terminal
(config)# boot image check c:/switch-image.had

Image information

Version: 1.01.01
Description: APRESIA Systems, Ltd Gigabit Ethernet Switch

(confiQ)#

c:/switch-image.had

# configure terminal
(config)# boot image check c:/switch-image.had

ERROR: Invalid firmware image.

(config)#

clear running-config

running-config

clear running-config

15

1.01.01

running-config

| # clear running-config
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This command will clear the system®s configuration to the factory default settings,
including the IP address.
Clear running configuration? (y/n) [n] y

reset system

reset system

15

1.01.01

# reset system

This command will clear the system®s configuration to the factory default settings,
including the IP address and stacking settings.

Clear running configuration, save, reboot? (y/n) [n] y

Saving configurations and logs to NV-RAM...... Done

Please wait, the switch is rebooting...

configure replace

running-config

configure replace {{tftp: //location/filename | ftp:
/susername password@location: tcpport/filename} | flash: FILENAVE}
[force]

tftp: TFTP

//location/filename TFTP URL

ftp: FTP

//username :password@location: tcoport/filename FTP
URL

flash: NVRAM

FILENAME NVRAM
force ( )
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configure replace

15
running-config
SIZE (RFC 3659 ) FTP
1.01.01
TFTP config.cfg running-config config.cfy

# configure replace tftp: //10.0.0.66/config.cfg

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is
assumed to be a complete configuration, not a partial

configuration. [y/n]: vy

Accessing tftp://10.0.0.66/config.cfg...
Transmission start. ..

Transmission finished, file length 45422 bytes.
Executing script file config.cfg
Executing done

FTP config.cfg running-config config.cfg

# configure replace ftp: //User:123@10.0.0.66:80/config.cfg force

Accessing ftp: //10.0.0.66/config.cfg. ..
Transmission start. ..

Transmission finished, file length 45422 bytes.
Executing script file config.cfg
Executing done

NVRAM config.cfg running-config

# configure replace flash: config.cfg force

Executing script file config.cfg
Executing done

copy
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copy

copy SOURCE-URL DESTINATION-URL

copy SOURCE-URL {tftp: [//LOCATION/DESTINATION-URL] | Ftp:
[//USER-NAVE : PASSWORDAL OCAT ION - TCP-PORT/DESTINATION-URLT}
copy {tftp: [//LOCATION/SOURCE-URL] | Ftp: [//USER-
NAME : PASSWORDBLOCATION : TCP-PORT/SOURCE-URLYY DESTINATION-URL

SOURCE-URL URL
» startup-config startup-config (
* running-config running-config (

flash: [PATH-FILE-NAVE]

* log
» attack-log UNIT-1D
ID
DESTINATION-URL URL

e running-config running-config
» startup-config startup-config

NVRAM
boot config
o flash: [PATH-FILE-NAWE]
LOCATION TFTP/FTP 1Pv4 1Pv6
USER-NAME ~ FTP
PASSWORD
15
startup-config
flash
boot config
flash boot config

running-config
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copy
log
URL
TFTP tftp://
copy tftp://
TFTP
boot image
SIZE (RFC 3659 ) FTP
1.01.01
running-config TFTP 10.1.1.254

switch-config.cfg

# copy tftp: //10.1.1.254/switch-config.cfg running-config

Address of remote host []? 10.1.1.254
Source filename []? switch-config.cfg
Destination filename running-config? [y/n]: vy

Accessing tftp://10.1.1.254/switch-config.cfg. ..
Transmission start. ..

Transmission finished, file length 45421 bytes.
Executing script file switch-config.cfg
Executing done

running-config TFTP

# copy running-config tftp: //10.1.1.254/switch-config.cfg

Address of remote host []? 10.1.1.254
Destination filename []? switch-config.cfg
Accessing tftp://10.1.1.254/switch-config.cfg. ..
Transmission start. ..

Transmission finished, file length 45421 bytes.

running-config

# copy running-config startup-config

Destination filename startup-config? [y/n]: vy

Saving all configurations to NV-RAM.......... Done.

NVRAM switch-config.cfg

# copy flash: switch-config.cfg running-config

Source filename [switch-config.cfg]?
Destination filename running-config? [y/n]: vy

Executing script file switch-config.cfg
Executing done
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TFTP

# copy tftp: //10.1.1.254/image.had flash: image.had

Address of remote host [10.1.1.254]?

Source Ffilename [image.had]?

Destination filename [image.had]?

Accessing tftp://10.1.1.254/image.had. . .
Transmission start. ..

Transmission finished, file length 8315060 bytes.

Transmission to slave start. ................ Done.
Transmission to slave finished, file length 8315060 bytes.
Please wait, programming flash. ... ._...._.... Done.

Wait slave programming flash complete...

Done.

ip tftp source-interface

TFTP

no ip tftp source-interface

IP

no ip tftp source-interface

ip tftp source-interface /NTERFACE-ID

INTERFACE-ID TFTP
IP

« vlan VLAN
e mgmt

1D

12

1D

1.01.01

# configure terminal
(config)# ip tftp source-interface mgmtO
(config)#

ip ftp source-interface

FTP

ip ftp source-interface

IP

no

ip ftp source-interface /NTERFACE-1D
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ip ftp source-interface

no ip ftp source-interface

INTERFACE-ID FTP
1P ID

e vlan VLAN
e mgmt

12

ID

1.01.01

# configure terminal
(config)# ip ftp source-interface mgmtO
(config)#

backup clone

( )
SD
backup clone
15
SD
. apresia-loader.conf
. apresia-software.had
e startup-config apresia-startup-config.txt
. apresia-system-
name.txt
e SSHv2 RSA apresia-rsa-key
e SSHv2 DSA apresia-dsa-key
1
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backup clone

SD apresia-loader.conf
apresia-loader.conf
SD apresia-rsa-key apresia-dsa-
key SSH
RSA/DSA
1.01.01
SD
# backup clone
Uploading boot information (apresia-loader.conf).......... Done.
Uploading fimware image file (apresia-software.had).......... Done.
Uploading start-up configuration file (apresia-startup-config.txt).......... Done.
Uploading system name File (apresia-system-name.txt).......... Done.
Uploading SSH RSA key file (apresia-rsa-key).......... Fail.
Uploading SSH DSA key file (apresia-dsa-key).......... Done.
backup
TFTP/FTP SD
backup {tftp: [//LOCATION/ DESTINATION-URL]) | ftp: [//USER-
NAME: PASSWORDR LOCATION: TCP-PORTI DESTINATION-URL] | memory-card:}
prefix BASENAME
tftp: TFTP
e LOCATION ( ) TFTP IPv4/1Pv6
o DESTINATION-URL ( ) TFTP
URL
ftp: FTP
o USER-NAME ( ) FTP FTP
o PASSWORD ( ) FTP FTP
e LOCATION ( ) FTP 1Pv4/1Pv6
e TCP-PORT ( ) FTP TCP
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backup
o DESTINATION-URL ( ) FTP
URL
memory-card: SD
prefix BASENAME
13 ¥/ :*?2"<>|
15
. BASENAME-software _had
e startup-config BASENAME-startup-config.txt
e running-config BASENAME-running-config.txt
. BASENAME-system-
name. txt
e SSHv2 RSA BASENAME-rsa-key
e SSHv2 DSA BASENAME-dsa-key
1
1.01.01
backupl
SD
# backup memory-card: prefix backupl
Uploading firmware image file (backupl-software.had).......... Done.
Uploading start-up configuration file (backupl-startup-config.tx<t).......... Done.
Uploading running configuration file (backupl-running-config.txt)........_. Done.
Uploading system name file (backupl-system-name.txt).......... Done.
Uploading SSH RSA key file (backupl-rsa-key).......... Done.
Uploading SSH DSA key file (backupl-dsa-key).......... Done.
restore

TFTP/FTP SD

restore {tftp: [//LOCATION DESTINATION-URL] | Ftp: [//USER-
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restore

NAME: PASSWORDR LOCATION: TCP-PORTI DESTINATION-URL] | memory-card:}
prefix BASENAME

tftp:

ftp:

TFTP

LOCATION ( ) TFTP IPv4/1PV6
DESTINATION-URL ( ) TFTP

URL
FTP

USER-NAWE ( ) FTP FTP
PASSIWORD ( ) FTP FTP
LOCATION ( ) FTP IPv4/1PV6
TCP-PORT ( ) FTP TCP
DESTINATION-URL ( ) TFTP

URL

memory-card: SD

prefix BASENAME

13

¥/ :* 2" <>

15

BASENAME-software .had

startup-config BASENAME-startup-config.txt
running-config BASENAME-running-config.txt

name.txt
SSHv2 RSA BASENAME-rsa-key
SSHv2 DSA BASENAME-dsa-key

startup-config

BASENAME-system-
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restore

RSA/DSA

1.01.01

backupl SD

# restore memory-card: prefix backupl
Downloading firmware image file (backupl-software.had).......... Done.
Downloading configuration file (backupl-startup-config.-txt).......... Done.
Downloading system name file (backupl-system-name.txt).......... Done.
Downloading SSH RSA key file (backupl-rsa-key).......... Done.
Downloading SSH DSA key file (backupl-dsa-key).......... Done.

copy boot

SD

copy boot

15

d:/apresia-loader.conf
SD apresia-loader.conf
apresia-loader.conf

1.01.01
SD
# copy boot
Writing the boot information to SD card.......... Done.
erase boot
erase boot
15
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erase boot

SD erase boot
1.01.01
# erase boot
Erasing the boot information in FLASH.......... Done.
show boot
show boot [unit UNIT-10]
UNIT-1D ( ) ID
1
apresia-loader.conf SD
SD
1.01.01
apresia-loader.con SD
# show boot
Unit 1l ...QD
(Configured)

Primary boot image:/c:/imagel.had ...(2)

Primary boot config:/c:/configl.cfg ...(3)

Secondary boot image:No valid boot image. ...(4)
Secondary boot config:No valid boot config. ...(5)
*(SD Card)

Primary boot image:/d:/apresia-software.had ...(6)
Primary boot config:/d:/apresia-startup-config.txt ...(7)

Note:* indicates the used boot information.

D ID

(&)

®
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4)

©)
(6) |sD
(7 | sd

show running-config

running-config
show running-config [effective | all] [interface /INTERFACE-ID |
function [MODULE-TITLE]]
effective ( )
disable stp
effective
all ( )
all
interface INTERFACE-1D ( )
ID ID
* port
e port-channel
e vian VLAN
e mgmt MGMT
function ( )
MODULE-TITLE ( )
STACK
15

125/688




show running-config

1.01.01

running-config

# show running-config
Building configuration. ..

Current configuration : 2360 bytes ...(01)

€))

#

# ApresiaNP2000-24T4X Gigabit Ethernet Switch

# Configuration

#

# Firmware: Build 1.01.01

# Copyright(C) 2016 APRESIA Systems, Ltd. All rights reserved.
+H

# Date: Wed Nov 09 10:44:28 2016

# STACK

stacking config information
#Box Prio-
#1D Type Exist rity
H——
# 1 ApresiaNP2000-24T4X exist 32
# 2 ApresiaNP2000-24T4X no
# 3 NOT_EXIST no

RL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

TREREEE

q

(1) | running-config

(2) | running-config ( )

show startup-config

startup-config

show startup-config

15

1.01.01

startup-config
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# show startup-config

@

#

# ApresiaNP2000-24T4X Gigabit Ethernet Switch

# Configuration

#

# Firmware: Build 1.01.01

# Copyright(C) 2016 APRESIA Systems, Ltd. All rights reserved.
.

# Date: Wed Feb 24 16:32:19 2016
# STACK

no stack

no stack my box_id
stack my box priority 32
no stack preempt

# PRIVMGMT

username 15 password 0 15

username 15 privilege 15

line console

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

(1) | startup-config ( )
write
startup-config
write [memory]
memory ( )
15
1.01.01

running-config

# write memory
Destination filename startup-config? [y/n]: vy

Saving all configurations to NV-RAM_......... Done.
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reboot

reboot [force_agree]

force_agree ( )

15

1.01.01

# reboot

Are you sure you want to proceed with the system reboot?(y/n) y
Please wait, the switch is rebooting...

# reboot force agree

Please wait, the switch is rebooting...
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4.1 CFM (Connectivity Fault Management)

LD CFM

ais ais [period PERIOD] [level LEVEL]
no ais [period | level]

alarm-time alarm-time {delay CENTISECOND | reset CENTISECOND}
no alarm-time {delay | reset}

ccm enable ccm enable
no ccm enable

ccm interval ccm interval INTERVAL
no ccm interval

cfm domain cfm domain DOMAIN-NAME level LEVEL
no cfm domain DOMAIN-NAME

cfm global enable cfm global enable

no cfm global enable

cfm enable cfm enable
no cfm enable

cfm Ick start cfm Ick start mepid MEP-ID ma name MA-NAME domain DOMAIN-NAME
cfm Ick stop mepid MEP-ID ma name MA-NAME domain DOMAIN-NAME

cfm linktrace cfm linktrace MAC-ADDR mepid MEP-ID ma name MA-NAME domain
DOMAIN-NAME [ttl TTL] [pdu-priority COS-VALUE]

cfm loopback test cfm loopback test {MAC-ADDR | remote-mepid REMOTE-MEPID} mepid
MEP-ID ma name MA-NAME domain DOMAIN-NAME [num NUMBER] [length
LENGTH | pattern STRING] [pdu-priority COS-VALUE]

cfm ma cfm ma name MA-NAME [vlan VLAN-ID]
no cfm ma name MA-NAME

cfm mep cfm mep mepid MEP-ID ma name MA-NAME domain DOMAIN-NAME

[direction {up | down}]
no cfm mep mepid MEP-ID ma name MA-NAME domain DOMAIN-NAME

clear cfm counter ccm

clear cfm counter ccm

clear cfm linktrace

clear cfm linktrace {mepid MEP-ID ma name MA-NAME domain
DOMAIN-NAME | all}

clear cfm pkt-cnt
interface

clear cfm pkt-cnt interface {INTERFACE-ID [,|-]1 | all} [rx]
[tx]

fault-alarm

fault-alarm {none | all | mac-status | remote-ccm | error-ccm
| xcon-ccm}
no fault-alarm
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Ick

Ick [period PERIOD] [level LEVEL]
no Ick [period | level]

mepid-list

mepid-list {add | delete} MEPID-LIST

mip creation (MD)

mip creation {none | auto | explicit}
no mip creation

mip creation (MA)

mip creation {none | auto | explicit | defer}
no mip creation

mep enable

mep enable
no mep enable

pdu-priority

pdu-priority COS-VALUE
no pdu-priority

sender-id (MD)

sender-id {none | chassis | manage | chassis-manage}
no sender-id

sender-id (MA)

sender-id {none | chassis | manage | chassis-manage | defer}
no sender-id

show cfm show cfm

show cfm counter ccm show cfm counter ccm

show cfm domain show cfm domain DOMAIN-NAME

show cfm interface show cfm interface [INTERFACE-ID [,]-]1]

show cfm linktrace show cfm linktrace [mepid MEP-ID ma name MA-NAME domain
DOMAIN-NAME [trans-id 1D]]

show cfm ma show cfm ma name MA-NAME domain DOMAIN-NAME

show cfm mepid show cfm mepid MEP-ID ma name MA-NAME domain DOMAIN-NAME

show cfm mep fault show cfm mep fault

show cfm mip ccm show cfm mip ccm

show cfm mp-l1tr-all show cfm mp-1tr-all

show cfm remote-mep show cfm remote-mep mepid LOCAL-MEP-ID ma name MA-NAME domain
DOMAIN-NAME [remote-mepid REMOTE-MEPID]

show cfm pkt-cnt show cfm pkt-cnt interface [INTERFACE-ID [,|-11 [rx] [tx]

interface

cfm mp-1tr-all

cfm mp-Itr-all
no cfm mp-ltr-all

Alarm Indication Signal (AlS)

no ais

ais [period PERION] [level LEVEL]
no ais [period | level]

period PERIOD ( ) AIS Protocol Data Unit (AIS )
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als
lsec (1 ) Imin (1 )
level LEVEL ( ) MEG (MEP) ALS
0 7
MEG ( MIP) MEP

period 1sec (1 )

CFM MEP

12
AIS
MIP MEP
MD
MD
MD  MA
MEP ETH-AIS
MEP
ETH-AIS
( ) MEP ETH-AIS
( ) AIS
MEP MEP AIS
MIP MEP
AIS
1.01.01
AIS 5
# configure terminal

(config)# interface port 1/0/1

(config-if-port)# cfm mep mepid 1 ma name opl domain op-domain
(config-cfm-mep)# ais level 5
(config-ctfm-mep)#

alarm-time

no alarm-time

alarm-time {delay CENTISECOND | reset CENTISECOND}
no alarm-time {delay | reset}
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alarm-time
delay CENTISECOND MEP
250 1000 100
reset CENTISECOND MEP
250 1000
100 1
MEP 250
MEP 1000
CFM MEP
12
MEP MEP
MEP
MEP MEP
1.01.01
MEP MEP 250
# configure terminal

(config)# interface port 1/0/1

(config-if-port)# cfm mep mepid 1 ma name opl domain op-domain
(config-ctfm-mep)# alarm-time delay 250

(config-cfm-mep)#

MEP MEP 1000

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# cfm mep mepid 1 ma name opl domain op-domain
(config-cfm-mep)# alarm-time reset 1000

(config-ctfm-mep)#

ccm enable

MEP  Continuity Check Message (CCM)
no ccm enable

ccm enable
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ccm enable
no ccm enable
CFM MEP
12
1.01.01
MEP  CFM CCM

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# cfm mep mepid 1 ma name opl domain op-domain
(config-cfm-mep)# ccm enable

(config-ctfm-mep)#

ccm interval

( MA)  CCM

no ccm interval

ccm interval INTERVAL
no ccm interval

INTERVAL  CCM
e 100ms 100 CPU
CFM
e Isec 1
10sec 10
Imin 1
10min 10

CCM 10sec

CFM MA

12

1.01.01

MA  CCM

# configure terminal

(config)# cfm domain op-domain level 2
(config-cfm-md)# cfm ma name opl vlan 2
(config-cfm-ma)# ccm interval 10sec
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4

| (config-cfm-ma)#

cfm domain
MD
MD no cfm domain
cfm domain DOMAIN-NAME level LEVEL
no cfm domain DOMAIN-NAME
domain DOMAIN-NAME MD 22
level LEVEL 0 7
12
MD
MD
© 7
MD MD
MD MD
(ERPS)
ERPS MEL  ( )
1.01.01
2 op-domain MD

# configure terminal
(config)# cfm domain op-domain level 2
(config-cfm-md)#

cfm global enable

CFM
CFM no cfm global enable

cfm global enable
no cfm global enable

12
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cfm global enable

1.01.01

CFM

# configure terminal
(config)# cfim global enable
(confiQ)#

cfm enable

CFM
CFM no cfm enable

cfm enable
no cfm enable

12

1.01.01

CFM

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# cfm enable
(config-if-port)#

cfm Ick start

cfm Ick stop

cfm Ick start mepid W¥EP-ID ma name MA-NAME domain DOMAIN-NAME
cfm Ick stop mepid VEP-ID ma name MA-NAME domain DOMAIN-NAME

mepid MEP-ID MEP 1D
name MA-NAME MA
domain DOMAIN-NAME WD 22

12
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cfm Ick start

1.01.01

| # cfm Ick start mepid 1 ma name op-ma domain op-domain

cfm linktrace

Link Trace Message ( LTM)

cfm linktrace MAC-ADDR mepid MEP-ID ma name MA-NAME domain DOMAIN-
NAME [ttl T7L] [pdu-priority COS-VALUE]

MAC-ADDR MAC
mepid MEP-ID LTM MEP 1D
name MA-NAME LTM MA
domain DOMAIN-NAME ~LTM MD 22
ttl 772 ( ) LM TTL 2 255

64
pdu-priority COS-VALUE ( ) LTM IEEE
802.1p MEP
ceM

1
1.01.01

LT™ MAC

00-01-02-03-04-05

# cfm linktrace 00-01-02-03-04-05 mepid 1 ma name op-mal domain op-domainl

Transaction ID: 26

cfm loopback test

CFM

cfm loopback test {MAC-ADDR | remote-mepid REMOTE-MEPID} mepid
MEP-1D ma name MA-NAME domain DOMAIN-NAME [num NUMBER] [length
LENGTH | pattern STRING] [pdu-priority COS-VALUE]

MAC-ADDR MAC

remote-mepid REMOTE-MEPID MEP ID

mepid MEP-ID Loop Back Message ( LBM) MEP ID
name MA-NAME LBM MA
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cfm loopback test

domain DOMAIN-NAME ~LBM MD 22
num NUMBER ( ) LBM

length LENGTH ( ) LBM 0 1500
0
pattern STRING ( ) Data TLV
Data TLV 1500

pdu-priority COS-VALUE ( ) LBM IEEE
802.1p MEP
ceM

ctri+C MAC
MAC MEP MIP

MAC
MEP

MEP ID LBM MEP

1.01.01

LBM MAC 00-01-02-03-04-05

# cfm loopback test 00-01-02-03-04-05 mepid 1 ma name op-mal domain op-domainl

Request timed out.
Request timed out.
Request timed out.
Request timed out.
CFM loopback statistics for 00-01-02-03-04-05:
Packets: Sent=4, Received=0, Lost=4(100% loss).

# cfm loopback test remote-mepid 2 mepid 1 ma name op-mal domain op-domainl

Reply from 00-01-02-03-04-05: bytes=0 time=10ms

Reply from 00-01-02-03-04-05: bytes=0 time=10ms

Reply from 00-01-02-03-04-05: bytes=0 time=10ms

Reply from 00-01-02-03-04-05: bytes=0 time=10ms

CFM loopback statistics for 00-01-02-03-04-05:
Packets: Sent=4, Received=4, Lost=0(0% loss).

cfm ma

MA CFM MA
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cfm ma

MA no cfm ma

cfm ma name MA-NAME [vlan VLAN-10]
no cfm ma name WA-NAME

name MA-NAME MA

vlan VLAN-1D ( ) MA VLAN ID
CFM MD
12
MD MA MA MD MA
MA
MA VLAN 1D
VLAN 1D MAC  CFM MAC
MA MA
1.01.01
opl MA opl op-domain MD
# configure terminal
(config)# cfm domain op-domain level 2
(config-cfm-md)# cfm ma name opl vlan 2
(config-cfm-ma)#
cfm mep
MEG ( MEP) CFM MEP
MEP no dfm mep

cfm mep mepid VEP-1D ma name MA-NAWME domain DOMAIN-NAME [direction

{up | down}]
no cfm mep mepid VEP-/D ma name MA-NAME domain DOMAIN-NAME

mepid MEP-ID MEP ID 1 8191
name MA-NAME MA
domain DOMAIN-NAME MD 22
direction ( ) MEP
MEP MEP
MEP  CFM MEP
. up CFM
CFM
( MEP)
e down LAN CFM LAN CFM
( MEP
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cfm mep

12

MA MEP MEP 1D MEP
MEP ID MA MEP ID

1.01.01

MEP MEP  up

# configure terminal

(config)# cfm domain op-domain level 2

(config-cfm-md)# cfm ma name opl vlan 2

(config-cfm-ma)# mepid-list add 1-2

(config-cfm-ma)# exit

(config-cfm-md)# exit

(config)# interface port 1/0/1

(config-if-port)# cfm mep mepid 1 ma name opl domain op-domain direction up
(config-cfm-mep)#

clear cfm counter ccm

MEP  CCM

clear cfm counter ccm

12

1.01.01

MEP  CCM
| # clear cfm counter ccm
clear cfm linktrace

Link Trace Reply ( LTR)

clear cfm linktrace {mepid ¥EP-ID ma name MA-NAME domain DOMAIN-

NAME | all}

mepid MEP-ID Link Trace MEP 1D

name MA-NAME Link Trace MA
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clear cfm linktrace

domain DOMAIN-NAME Link Trace MD 22
all Link Trace

12
1.01.01

LTR

| # clear cfin linktrace mepid 1 ma name op-mal domain op-domainl

clear cfm pkt-cnt interface

CFM RX/TX

clear cfm pkt-cnt interface {/NTERFACE-ID [,]-] | all} [rx] [tx]

INTERFACE-ID

. port CFM
[1-1 ( )

1,3,5

1-5

all CFM

rx ( ) (RX )

x ( ) (TX )

12

RX
X RX/TX
RX

X

1.01.01
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1/0/1  TX

| # clear cfin pkt-cnt interface port 1/0/1 tx

fault-alarm

MEP
no fault-alarm

fault-alarm {none | all | mac-status | remote-ccm | error-ccm |
xcon-ccm}
no fault-alarm

none

all

mac-status DefMACstatus
remote-ccm DefRemoteCCl
error-ccm DefErrorCcM

Xcon-ccm DefXconCCM

CFM MEP

12

1. ( ) DefRpIccH MEP MEP RDI
CCM
2. DefMACstatus MEP MEP CCM
MEP MAC TLV
TLV
3. DefRemoteCCH MEP MEP CCM

4. DefErrorcch MEP CCM
5. ( ) DefXconCcM MEP MA CCM

1.01.01

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# cfm mep mepid 1 ma name opl domain op-domain
(config-ctfm-mep)# fault-alarm all

(config-cfm-mep)#
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Ick

no Ick

Ick [period PERION] [level LEVEL]
no Ick [period | level]

period PERIOD ( )

1sec Imin

level LEVEL ( ) MEP
0 7

lsec

period 1sec

CFM MEP

12

MIP MEP
MD
MD
MD  MA

MIP MEP

1.01.01

5

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# cfm mep mepid 1 ma name opl domain op-domain
(config-cfm-mep)# Ick level 5

(config-cfm-mep)#

mepid-list

MA MEP ID MEP ID
mepid-list add MEP 1D
mepid-list delete

mepid-list {add | delete} WVEPID-LIST

add MEP ID MA  MEP ID
delete MEP ID MA MEP ID

MEPID-LIST MA MEP ID 1 8191

MEP 1D

CFM MA
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mepid-list
12
MEP MEP ID MEP 1D
1.01.01
opl MA  MEP ID MEP ID1 2
# configure terminal

(config)# cfm domain op-domain level 2
(config-cfm-md)# cfm ma name opl vlan 2
(config-cfm-ma)# mepid-list add 1,2
(config-cfm-ma)#

mip creation (MD)

MD MIP

MIP no mip creation

mip creation {none | auto | explicit}
no mip creation

none MD MA MIP

auto MD MA

MIP

. MD
VLAN ID MA MEP
. MD MD
VLAN ID MA MEP

MD MD
VLAN ID MA MIP

MA MIP

MD

auto

explicit MD MA MIP
. MD
VLAN ID MA MEP
. MD MD
VLAN ID MA MEP

MD

CFM MD

12

MD MIP MIP
MEP MIP

MD MIP Half Function (MHF)
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mip creation (MD)

MD MA  MIP

CFM MA
mip creation

1.01.01

MIP auto

# configure terminal

(config)# cfm domain op-domain level 2
(config-cfm-md)# mip creation auto
(config-cfm-md)#

mip creation (MA)

MA MIP
MIP no mip creation

mip creation {none | auto | explicit | defer}
no mip creation

none MA MIP
auto MA MIP

. MD MD
VLAN ID MA MEP
. MD MD
VLAN ID MA MEP
MD MD
VLAN ID MA MIP
MA MIP auto

explicit MA MIP

. MD MD
VLAN ID MA MEP
o MD MD
VLAN ID MA MEP
defer MA MD MIP

defer

CFM MA

12

CFM MD mip creation
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mip creation (MA)

MIP
MA MIP MIP
MEP MIP
MA  MHF

1.01.01

MA  MIP auto

# configure terminal

(config)# cfm domain op-domain level 2
(config-cfm-md)# cfm ma name op-mal vlan 2
(config-cfm-ma)# mip creation auto
(config-ctfm-ma)#

mep enable

MEP

MEP no mep enable

mep enable
no mep enable

CFM MEP

12

1.01.01

MEP
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# cfm mep mepid 1 ma name opl domain op-domain
(config-cfm-mep)# mep enable
(config-ctfm-mep)#

pdu-priority

MEP ceM CFM IEEE
802.1p

no pdu-priority

pdu-priority COS-VALUE
no pdu-priority
COS-VALUE MEP CCM CFM IEEE

145/688




pdu-priority

802.1p 0 7

7

CFM MEP

12

1.01.01

MEP CCM LM IEEE 802.1p

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# cfm mep mepid 1 ma name opl domain op-domain
(config-cfm-mep)# pdu-priority 2

(config-ctfm-mep)#

sender-id (MD)

MD ID TLV
ID TLV no sender-id
sender-id {none | chassis | manage | chassis-manage}
no sender-id
none ID TLV
chassis ID TLV ID
manage ID TLV
chassis-manage ID TLV ID
CFM MD
12
MD ID TLV
ID
MD MA
ID TLV
CFM MA sender-id
1.01.01
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ID TLV

ID TLV ID

CFM MD

# configure terminal

(config)# cfm domain op-domain level 2
(config-cfm-md)# sender-id chassis

(config-cfm-md)#

sender-id (MA)

MA
ID TLV

ID TLV

no sender-id

sender-id {none | chassis | manage | chassis-manage | defer}

no sender-id

ID TLV
none
ID TLV

none
chassis
manage ID TLV

chassis-manage

defer MA MD

ID TLV

ID TLV

defer

CFM MA

12

CFM MD
ID TLV
MA

sender-id

ID TLV

1.01.01

ID TLV

ID TLV ID

CFM MA

# configure terminal

(config)# cfm domain op-domain level 2
(config-cfm-md)# cfm ma name op-mal vlan 2
(config-cfm-ma)# sender-id chassis

(config-cfm-ma)#

show cfm

CFM

show cfm
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show cfm

1.01.01

CFM

# show cfm

@
Domain Name: md5
Domain Name: md6

CFM State: Enabled ..

N6

(©)
Level: 5
Level: 2

(1) | cFm

@ |w

(©)

show cfm counter ccm

MEP

CFM CCM

show cfm counter ccm

1
1.01.01
MEP  CCM

# show cfm counter ccm
CCM counters:

@ @ ©) @ o

MEPID: 1 VID: 1000 Level: 2 Direction: Up Port: 1/0/1

® @) @

XCON :0 Error :0 Normal :0
Total:
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(©) (10) 11
XCON: O Error: O Normal: O
(1) | MEP ID
2 VLAN 1D
3
(©)
©)
(6) MA CCM
) CCM
€) CCM
©)) MA CCM
(10) CCM
(1) CCM
show cfm domain
CFM MD
show cfm domain DOMAIN-NAME
DOMAIN-NAME  MD 22
1
1.01.01

CFM MD

# show cfm domain op-domain

Domain Name: op-domain ...(1)
Domain Level: 2 ...(2)

MIP Creation: Auto ...(3)
SenderID TLV: Chassis ...(4)
MA Name: opl
MA Name: op-mal

...(3)

(1) | M

&)

() | MIP
Auto
Explicit MEP MIP
None MIP
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(0)) 1D
Chassis 1D
Chassis_manage ID
Manage
None ID

() | MD MA

show cfm interface

CFM
show cfm interface [/NTERFACE-ID [,]|-11
INTERFACE-1D ( ) CFM
* port
[1-1 ( )
1,3,5
1-5
1
CFM

1.01.01

1/0/49 CFM

# show cfm interface port 1/0/49

Port1/0/749 ...(1)
CFM is enabled ...(2)
MAC Address: 00-09-5A-B9-AC-1B ...(3)

Domain Name: md5 ...(4)
Level: 5 _...(5)

MA Name: ma5 ...(6)
VID: 10 ...(7)

MEPID: 2 ...(8)
Direction: Down ...(9)

Domain Name: md6
Level: 6

MA Name: ma6
VID: 10

MEPID: MIP
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@

(2 |CcFu

(3) | MAC

@ |w

©)

(6) | MA

) VLAN 1D
(8) |MEP ID

®

show cfm linktrace

LTR

show cfm linktrace [mepid WMEP-/D ma name MA-NAME domain DOMAIN-
NAME [trans-id /0]]

mepid MEP-ID ( ) MEP ID
MEP  LTR
name MA-NAME ( ) MA
domain DOMAIN-NAME ( ) MD 22
trans-id /0 ( ) ID
MEP

LTR 128

1.01.01

LTR

# show cfm linktrace mepid 1 ma name op-ma domain op-domain trans-id O

Transaction ID: 0 ...(D)

From MEPID 1 to 00-07-00-00-00-1C ...(2)

Start Time: 2016-06-15 11:35:11 ...(3)

Hop: 1 ...(4)
Ingress MAC Address: 00-00-00-00-00-00 ...(5)
Egress MAC Address: 00-09-5A-B9-AC-1B ...(6)

Q) ®
Forwarded: Yes Relay Action: FDB
Hop: 2

MEPID: 2 ...(9)

Ingress MAC Address: 00-07-00-00-00-1C
Egress MAC Address: 00-00-00-00-00-00
Forwarded: No Relay Action: Hit
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D) ID
(2 | LM MEP ID MEP ID
€) LTM™
(©)
(G) | L™ MAC
(6) | LTM MAC
Q)
Yes
No
®)
FDB
MPDB MIP  CCM
Hit LTM
(9) | MEP ID
show cfm ma
CFM MA
show cfm ma name MA-NAME domain DOMAIN-NAME
domain DOMAIN-NAME MD 22
name MA-NAME NMA
1
1.01.01
CFM MA

MA Name: mab
MA VID: 10 ..
MIP Creation:
CCM Interval:
SenderlID TLV:
MEPID List

MEPID: 1

# show cfm ma name ma5 domain md5

..

N

Auto ...(3)

10 seconds ...(4)
Chassis ...(5)

12 ...(6)

® ®
Port: 1/0/2 Direction: Up

@

MA

(&)

VLAN ID
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Q) | mIP
Auto
Explicit MEP MIP
None MIP
Defer MD

(4) |ccum

) ID
Chassis 1D
Chassis_manage ID
Manage
None ID
Defer MD

(6) | MEP ID

(7) | MEP ID

®

(©)]

show cfm mepid

MEP

show cfm mepid WVEP-/D ma name MA-NAME domain DOMAIN-NAME

mepid MEP-ID MEP ID 1 8191
name MA-NAME MA
domain DOMAIN-NAME WD 22

1.01.01

MEP

# show cfm mepid 2 ma name op-ma domain op-domain

MEPID: 2 ...(D

Port: 1/0/9 ...(2)

Direction: Up ...(3)

CFM Port Status: Enabled ...(4)

MAC Address: 00-40-66-20-24-0D ...(5)

MEP State: Enabled ...(6)

CCM State: Enabled ...(7)

PDU Priority: 7 ...(8)

Fault Alarm: None ...(9)

Alarm Time: 250 centisecond((1/100)s) ...(10)

Alarm Reset Time: 1000 centisecond((1/100)s) ...(11)
Highest Fault: Some Remote MEP MAC Status Error ...(12)
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AIS State: Disabled ...(13)

AIS Period: 1 Second ...(14)

AIS Client Level: Invalid ...(15)

AlS Status: Not Detected ...(16)

LCK State: Disabled ...(17)

LCK Period: 1 Second ...(18)

LCK Client Level: Invalid ...(19)

LCK Status: Not Detected ...(20)

LCK Action: Stop ...(21)
Out-of-Sequence CCMs Received: 0 ...(22)
Cross—connect CCMs Received: 0 ...(23)

(@Z)) (25)
Error CCMs Received: 0O Normal CCMs Received: 0O
(26) @n
Port Status CCMs Received: 0O IT Status CCMs Received: O
(28) 29
CCMs transmitted: 14813 In-order LBRs Received: O
(€)) (€1))
Out-of-order LBRs Received: O Next LTM Trans ID: 1
32 (€S))
Unexpected LTRs Received: 0 LBMs Transmitted: O
€D 35)
AIS PDUs Received: 0O AIS PDUs Transmitted: O
(36) €D))
LCK PDUs Received: O LCK PDUs Transmitted: O
(1) | MEP ID
@
©)
(4) | CFM
(5 | MAC
(6) | MEP
(7) |CcMm
(8) | CCM  IEEE 802.1p
(9 | MEP
All
MAC Status DefMACstatus
Remote CCM DefRemoteCCM
Error CCM DefErrorCCM
Xcon CCM DefXconCCM
None
(10)
11
(12) | MEP
None FNG_RESET
Some Remote MEP Defect Indication MEP
Some Remote MEP MAC Status Error MEP MAC
Some Remote MEP Down CCM MEP
Error CCM Received CCM
Cross-connect CCM Received MA CCM

154/688




(13) | AIS
(14) | AIS
(15) | AlS
Invalid
(16) | AIS
Not Detected
Detected
an
(18)
19)
(20)
Not Detected
Detected
(21)
Stop
Start
(22) CCM
(23) MA CceM
(24) CCM
(25) CCM
(26) CCM
27 CCM
(28) CCM
(29) LBR
(30) LBR
(31) | LM
(32) LTR
(33) LBM
(34) AIS
(35) AIS
(36)
(€1))
show cfm mep fault
MEP

show cfm mep fault

MEP
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show cfm mep fault

1.01.01

MEP

# show cfm mep fault

Domain Name: md5 ...(21)

MA Name: ma5 ...(2)

MEPID: 2 ...(3)

Status: Some Remote MEP Down ...(4)
AIS Status: Normal ...(5)

LCK Status: Normal ...(6)

Domain Name: md6

MA Name: mab

MEPID: 3

Status: Some Remote MEP Down
AlIS Status: Normal

LCK Status: Normal

@ |m

@ | VA

(3 |MEP ID

(4) | MEP

None FNG_RESET

Some Remote MEP Defect Indication
Some Remote MEP MAC Status Error
Some Remote MEP Down CCM

Error CCM Received CCM
Cross-connect CCM Received MA

MEP
MEP

MEP

CCM

MAC

(5) | AIS
AIS Received AIS
Normal AIS

()
LCK Received
Normal

show cfm mip ccm

MIP CCM

show cfm mip ccm
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show cfm mip ccm

1.01.01

MIP CCM

# show cfm mip ccm

VID: 10 ...(D)
MAC Address: 00-40-66-20-48-01 ...(2)
Port: 1/0/12 ...(3)

VID: 10
MAC Address: 00-40-66-20-48-0F
Port: 1/0/14

Total: 2 ...(4)

@ MEP  CCM VLAN 1D
(2) |MEP  NAC
3) MEP  CCM

@ |[Mmp  com

show cfm mp-Itr-all

LTR

show cfm mp-1tr-all

1.01.01

LTR

# show cfm mp-ltr-all

All MPs reply LTRs: Enabled ...(2)

D MEP  LTR
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show cfm remote-mep

MEP
show cfm remote-mep mepid LOCAL-MEP-ID ma name MA-NAME domain
DOMAIN-NAME [remote-mepid REMOTE-MEPID]
mepid LOCAL-MEP-I1D MEP MEP 1D
name MA-NAME MA
domain DOMAIN-NAME WMD 22
remote-mepid REMOTE-MEPID ( ) MEP ID 1 8191
MEP
1
1.01.01
MEP 1 MEP
# show cfm remote-mep mepid 1 ma name op-ma domain op-domain
Remote MEPID: 2 ...(1D)
MAC Address: 00-40-66-20-48-0F ...(2)
©) *)
Status: OK, RDI: Yes
® ®)
Port State: Blocked, Interface Status: Up
Last CCM Serial Number: 180 ...(7)
Sender Chassis ID: None ...(8)
Sender Management Address: None ...(9)
Detect Time: 2016-07-06 10:29:02 ...(10)
Remote MEPID: 3
MAC Address: FF-FF-FF-FF-FF-FF
Status: FAILED, RDI: No
Port State: No, Interface Status: No
Last CCM Serial Number: O
Sender Chassis ID: None
Sender Management Address: None
Detect Time: 2016-07-06 10:27:46
(D) MEP ID
) MAC
€©) MEP  CCM
IDLE CCM ( )
START CCM ( CCM
)
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FAILED CCM (
CCM
0K CCM (

1)) CCM  RDI ( MEP

Yes RDI (
No RDI

(5) MEP MAC

No CCM

Blocked
Up

(6) | com

2863 IF-MIB
No CCM

Up

Down

Testing

Unknown

Dormant (

Notpresent (
Lowerlayerdown

(
IETF RFC

Q) ceM

() MEP ID

) MEP

(10) ceM

MEP

# show cfm remote-mep mepid 1 ma name op-ma domain op-domain remote-mepid 2

Remote MEPID: 2 ...(1)
MAC Address: 00-40-66-20-48-OF ...(2)

©) )
Status: OK, RDI: Yes
® ®

Port State: Blocked, Interface Status: Up
Last CCM Serial Number: 182 ...(7)

Sender Chassis ID: None ...(8)

Sender Management Address: None ...(9)
Detect Time: 2016-07-06 10:29:23 ...(10)
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(€)) MEP 1D
(@) MAC
©)) MEP  CCM
IDLE CCM ( )
START CCM ( CCM
)
FAILED CCM (
CCM )
OK CCM ( CCM )
(@) CCM  RDI ( MEP )
Yes RDI ( )
No RDI CCM (
)
) MEP MAC
No CCM CCM™
Blocked
Up
(6) | CCM MEP (
) IETF RFC
2863 IF-MIB
No CCM CCM™
Up
Down
Testing
Unknown
Dormant ( )
Notpresent ( )
Lowerlayerdown (
)
) CCM
®) MEP ID
(©) MEP
(10) CCM
show cfm pkt-cnt interface
CFM RX/TX
show cfm pkt-cnt interface [/NTERFACE-ID [,]|-1]1 [rX] [

INTERFACE-1D ( )
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show cfm pkt-cnt interface

» port
L.1-1 ( )
1,3,5

1-5
rx ( ) (RX
tx ( ) (TX

1

RX/TX
RX X

1.01.01

1/0/1

# show cfm pkt-cnt interface port 1/0/1

Port1/0/1 ...(1)

CFM RX Statistics ...(2)
€©) @
AlIPkt:0 CCM:0
®) ®)
LBR:O LBM:0
@) ®)
LTR:0 LT™:0
® 10)
VidDrop:0 OpcoDrop:0

CFM TX Statistics ...(11)
AlIPKt:O CCM:0
LBR:0 LBM:0
LTR:0 LT™:0

@

@

€) CFM
(4) |CcMm

(5 |LBR

(6) | LBM
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(M | LR
@) | LM
() VLAN
(10)
(11)
1/0/1  RX

# show cfm pkt-cnt interface port 1/0/1 rx

Port1/0/1 ...(D)
CFM RX Statistics ...(2)

(€)) (C))
AlIPkt:0 CCM:0
o ®
LBR:O LBM:0
@) ®
LTR:0 LTM:0
© (10
VidDrop:0 OpcoDrop:0

(€))

@

€) CFM

(4) |CcMm

o) LBR

(6) LBM

) LTR

®) LT™

©)) VLAN

(10)
1/0/1  TX

# show cfm pkt-cnt interface port 1/0/1 tx

Port1/0/1 ...(D)
CFM TX Statistics ...(2)

(©) )
AIIPKE-0 CCM:0
®) ®
LBR:0 LBM:0
@) ®
LTR:0 LTM:0

€Y

@

) CFM

4 |com
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(5) | LBR
(6) | LBM
(M | LR
(8 |LTM

cfm mp-Itr-all

LTR

no cfm mp-Itr-all

cfm mp-Itr-all
no cfm mp-1tr-all

12

IEEE 802.1ag

LTM

1 LTR LM

LTR

1.01.01

LTR

# configure terminal
(config)# cfm mp-Itr-all
(config)#

4.2 DHCP Auto Configuration

(L)

DHCP Auto Configuration

autoconfig enable

autoconfig enable
no autoconfig enable

show autoconfig

show autoconfig

autoconfig enable

no autoconfig enable
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autoconfig enable

autoconfig enable
no autoconfig enable

12
DHCP
» DHCP TFTP IP
DHCP configure file path
TFTP 1P DHCP
. TFTP
TFTP

1.01.01

# configure terminal
(config)# autoconfig enable

WARNING: Autoconfig State enabled now, but won®"t take effect until reboot.

(config)#

show autoconfig

show autoconfig

1.01.01
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# show autoconfig

Autoconfig State: Disabled ...(1)

(1) | DHCP Auto Configuration

4.3 DHCP

(cLD) DHCP

ip dhcp client class-id

ip dhcp client class-id {STRING | hex HEX-STRING}
no ip dhcp client class-id

ip dhcp client client-id

ip dhcp client client-id INTERFACE-ID
no ip dhcp client client-id

ip dhcp client hostname

ip dhcp client hostname HOST-NAME
no ip dhcp client hostname

ip dhcp client lease

ip dhcp client lease DAYS [HOURS [MINUTES]]
no ip dhcp client lease

ip dhcp client class-id

DHCP DISCOVER 60

no ip dhcp client class-id

ip dhcp client class-id {STRING | hex HEX-STRING}
no ip dhcp client class-id

STRING 32
HEX-STRING 64 (16 )

1D

12

DHCP DISCOVER
DHCP DHCP
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ip dhcp client class-id

60
DISCOVER
1.01.01
DHCP VLAN
100 VOIP-Device
# configure terminal

(config)# interface vlan 100
(config-if-vlan)# ip address dhcp

(config-if-vlan)# ip dhcp client class-id VOIP-Device
(config-if-vlan)#

ip dhcp client client-id

DISCOVER ID 16

VLAN
no ip dhcp client client-id

MAC

ip dhcp client client-id /NTERFACE-1D
no ip dhcp client client-id

INTERFACE-ID VLAN ID
16 MAC DISCOVER
ID
VLAN  MAC ID
12
DHCP DISCOVER
DHCP DHCP
1P
1
1.01.01
1D VLAN 200 MAC

VLAN 100  DISCOVER

# configure terminal
(config)# interface vlan 100

(config-if-vlan)# ip dhcp client client-id vlan 200
(config-if-vian)#
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ip dhcp client hostname

DHCP DISCOVER

no ip dhcp client hostname

ip dhcp client hostname HOST-NAME
no ip dhcp client hostname

HOST-NAME 64
12
DHCP DISCOVER
DHCP DHCP
1P
12
1.01.01

Site-A-Switch

# configure terminal

(config)# interface vlan 100

(config-if-vlan)# ip dhcp client hostname Site-A-Switch
(config-if-vlan)#

ip dhcp client lease

DHCP IP
no ip dhcp client lease

ip dhcp client lease DAYS [HOURS [MINUTES]]
no ip dhcp client lease

DAYS 0 10000
HOURS ( ) 0 23
MINUTES ( ) 0 59
12
DHCP 1P
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ip dhcp client lease

1.01.01

IP 5

# configure terminal

(config-if-vian)#

(config)# interface vlan 100
(config-if-vlan)# ip address dhcp
(config-if-vlan)# ip dhcp client lease 5

4.4 DHCP

(cLD) DHCP

address range

address range START-IP-ADDRESS END-IP-ADDRESS
no address range START-IP-ADDRESS END-1P-ADDRESS

bootfile

bootfile URL
no bootfile

clear ip dhcp binding

clear ip dhcp {all | pool NAME} binding {* | IP-ADDRESS}

clear ip dhcp conflict

clear ip dhcp {all | pool NAME} conflict {* | IP-ADDRESS}

clear ip dhcp server
statistics

clear ip dhcp server statistics

class

class NAME
no class NAME

client-identifier

client-identifier IDENTIFIER
no client-identifier

default-router

default-router IP-ADDRESS [IP-ADDRESS2. .. IP-ADDRESSS]
no default-router IP-ADDRESS [IP-ADDRESS2...I1P-ADDRESS8]

domain-name

domain-name NAME
no domain-name

dns-server

dns-server IP-ADDRESS [IP-ADDRESS2...I1P-ADDRESS8]
no dns-server IP-ADDRESS [IP-ADDRESS2. .. IP-ADDRESSS]

hardware-address

hardware-address HARDWARE-ADDRESS
no hardware-address

host

host {IP-ADDRESS MASK | IP-ADDRESS/PREFIX-LENGTH}
no host

ip dhcp class

ip dhcp class NAME
no ip dhcp class NAME

ip dhcp excluded-address

ip dhcp excluded-address START-IP-ADDRESS END-1P-ADDRESS
no ip dhcp excluded-address START-IP-ADDRESS END-1P-ADDRESS
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ip dhcp ping packets

ip dhcp ping packets COUNT
no ip dhcp ping packets

ip dhcp ping timeout

ip dhcp ping timeout MILLI-SECONDS
no ip dhcp ping timeout

ip dhcp pool

ip dhcp pool NAME
no ip dhcp pool NAME

ip dhcp use class

ip dhcp use class
no ip dhcp use class

lease

lease {DAYS [HOURS [MINUTES] [SECONDS]] | infinite}
no lease

netbios-node-type

netbios-node-type {b-node | h-node | m-node | p-node}
no netbios-node-type

netbios-name-server

netbios-name-server IP-ADDRESS [IP-ADDRESS2...I1P-ADDRESS8]
no netbios-name-server IP-ADDRESS [IP-ADDRESS?2...I1P-ADDRESSS]

next-server

next-server IP-ADDRESS
no next-server

network network {NETWORK-ADDRESS MASK | NETWORK-ADDRESS/PREFIX-LENGTH}
no network

option option CODE {ascii STRING | hex {HEX-STRING | none} | ip IP-
ADDRESS [IP-ADDRESS2. .. 1P-ADDRESS8]}
no option CODE

option hex option CODE hex PATTERN [*] [bitmask MASK]

no option CODE hex PATTERN [*] [bitmask MASK]

service dhcp

service dhcp
no service dhcp

show ip dhcp binding

show ip dhcp binding [IP-ADDRESS]

show ip dhcp conflict

show ip dhcp conflict [IP-ADDRESS]

show ip dhcp pool

show ip dhcp pool [NAME]

show ip dhcp server

show ip dhcp server

show ip dhcp server
statistics

show ip dhcp server statistics

address range

DHCP IP
no address
range
address range START-1P-ADDRESS END-1P-ADDRESS
no address range S7ART-1P-ADDRESS END-IP-ADDRESS
START-1P-ADDRESS 1P 1P IP
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address range

END-IP-ADDRESS P IP
DHCP
12
IP
DHCP address range class

DHCP

ip dhcp use class

GIADDR (0 )
DHCP
no service dhcp DHCP
DHCP
1.01.01
DHCP Customer-A
DHCP pooll

# configure terminal

(config)# ip dhcp class Customer-A

(config-dhcp-class)# option 82 hex 1234 *
(config-dhcp-class)# exit

(config)# ip dhcp pool pooll

(config-dhcp-pool)# network 172.28.5.0/24

(config-dhcp-pool)# class Customer-A
(config-dhcp-pool-class)# address range 172.28.5.1 172.28.5.12
(config-dhcp-pool-class)#

bootfile

DHCP

no bootfile
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bootfile

bootfile URL
no bootfile

URL URL 64

DHCP

12

next-server

DHCP

no service dhcp DHCP
DHCP

1.01.01

DHCP 1 dhcpbootfile.bin

# configure terminal

(config)# ip dhcp pool pooll

(config-dhcp-pool)# bootfile \bootimage\dhcpbootfile.bin
(config-dhcp-pool)#

clear ip dhcp binding

DHCP
clear ip dhcp {all | pool NAME} binding {* | /P-ADDRESS}
all DHCP
pool NAWE DHCP
* DHCP
1P-ADDRESS 1P
12
IP *
all
IP
IP
1P
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clear ip dhcp binding

1P
1.01.01
DHCP 10.12.1.99
| # clear ip dhcp all binding 10.12.1.99
| # clear ip dhcp all binding *
pool2 10.13.2.99
| # clear ip dhcp pool pool2 binding 10.13.2.99
clear ip dhcp conflict
DHCP DHCP
clear ip dhcp {all | pool NAME} conflict {* | /P-ADDRESS}
all DHCP DHCP
pool NAWME DHCP DHCP
* DHCP DHCP
IP-ADDRESS DHCP 1P
12
DHCP ping IP
IP *
DHCP all IP
DHCP
DHCP IP
DHCP
1.01.01
DHCP 10.12.1.99
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| # clear ip dhcp all conflict 10.12.1.99

DHCP

| # clear ip dhcp all conflict *

pooll

| # clear ip dhcp pool pooll conflict *

pool?2

10.13.2.99

| # clear ip dhcp pool pool2 conflict 10.13.2.99

clear ip dhcp server statistics

DHCP

clear ip dhcp server statistics

12

1.01.01

DHCP 0

| # clear ip dhcp server statistics

class

DHCP IP

no class

DHCP

class VAME
no class NVAME

NAME ~ DHCP 32

DHCP

12

IP
DHCP address range

DHCP

ip dhcp use class

class

DHCP 10
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class

DHCP
no service dhcp DHCP
DHCP
1.01.01
2 DHCP Customer-A  Customer-B
DHCP srv-pooll

# configure terminal

(config)# ip dhcp class Customer-A

(config-dhcp-class)# option 82 hex 1234 *

(config-dhcp-class)# exit

(config)# ip dhcp class Customer-B

(config-dhcp-class)# option 82 hex 5678 *
(config-dhcp-class)# exit

(config)# ip dhcp pool srv-pooll

(config-dhcp-pool)# network 172.28.5.0/24

(config-dhcp-pool)# class Customer-A
(config-dhcp-pool-class)# address range 172.28.5.1 172.28.5.12
(config-dhcp-pool-class)# exit

(config-dhcp-pool)# class Customer-B

(config-dhcp-pool-class)# address range 172.28.5.18 172.28.5.32
(config-dhcp-pool-class)#

client-identifier

DHCP DHCP
ID
no client-identifier
client-identifier /DENTIFIER
no client-identifier
IDENTIFIER DHCP ID 16 ( 14 )
DHCP
12
DHCP
MAC
DHCP 1
1P
MAC
DHCP
client-identifier host
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client-identifier

DHCP
no service dhcp DHCP
DHCP
1.01.01
DHCP pooll
1P 10.1.2.3/24 ID 0x01524153203124

# configure terminal

(config)# ip dhcp pool pooll

(config-dhcp-pool)# client-identifier 01524153203124
(config-dhcp-pool)# host 10.1.2.3/24
(config-dhcp-pool)#

default-router

DHCP

no default-router

default-router /P-ADDRESS [1P-ADDRESSZ. . . IP-ADDRESSS]

no default-router [/P-ADDRESS [ IP-ADDRESSZ. .. IP-ADDRESSS]
1P-ADDRESS DHCP

1P

1P-ADDRESSZ. . . IP-ADDRESSS

1P 1P

DHCP

12

DHCP

no service dhcp DHCP
DHCP

1.01.01
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DHCP

IP

10.1.1.1

# configure terminal
(config)# ip dhcp pool pooll
(config-dhcp-pool)# default-router 10.1.1.1

domain-name

DHCP

no domain-name

domain-name NAME
no domain-name

NAWE 64

DHCP

12

DHCP

no service dhcp

DHCP

DHCP

1.01.01

DHCP

domain.com

# configure terminal

(config)# ip dhcp pool pooll
(config-dhcp-pool)# domain-name domain.com

dns-server

DHCP DNS
DNS

no dns-server

dns-server [P-ADDRESS [ IP-ADDRESSZ. . . IP-ADDRESSS]
no dns-server [P-ADDRESS [ IP-ADDRESSZ. . . IP-ADDRESSS]

1P-ADDRESS DHCP

1P-ADDRESSZ. . . IP-ADDRESSS
IP

DNS

DNS

DHCP

12

DNS
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dns-server
DNS DNS
DHCP
no service dhcp DHCP
DHCP
1.01.01
DHCP DNS IP 10.1.1.1
# configure terminal
(config)# ip dhcp pool pooll
(config-dhcp-pool)# dns-server 10.1.1.1
hardware-address
DHCP MAC
MAC
no hardware-address
hardware-address HARDWARE-ADDRESS
no hardware-address
HARDWARE-ADDRESS DHCP
MAC
DHCP
12
IP MAC
IP
DHCP 1
IP
MAC
DHCP
client-identifier host
MAC
hardware-address host
DHCP
no service dhcp DHCP
DHCP
1.01.01
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DHCP pooll
1P 10.1.2.100/24 MAC C2:F3:22:0A:12:F4

# configure terminal

(config)# ip dhcp pool pooll

(config-dhcp-pool)# hardware-address C2F3.220A.12F4
(config-dhcp-pool)# host 10.1.2.100/24
(config-dhcp-pool)#

host

DHCP IP

IP no host

host {/P-ADDRESS MASK | IP-ADDRESS/PREFIX-LENGTH}
no host

1P-ADDRESS 1P

MASK

PREFIX-LENGTH

DHCP
12
DHCP 1
IP
MAC
DHCP
no service dhcp DHCP
DHCP
1.01.01
DHCP pooll
IP 10.1.2.100/24 MAC C2:F3:22:0A:12:F4

# configure terminal

(config)# ip dhcp pool pooll

(config-dhcp-pool)# hardware-address C2:F3:22:0A:12:F4
(config-dhcp-pool)# host 10.1.2.100/24
(config-dhcp-pool)#
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ip dhcp class

DHCP DHCP
DHCP

no ip dhcp class

ip dhcp class NMAME
no ip dhcp class NVAME

NAME  DHCP 32
12
option hex
option hexadecimal
DHCP 10
DHCP
no service dhcp DHCP
1.01.01
DHCP Service-A DHCP 60 0x112233

# configure terminal

(config)# ip dhcp class Service-A
(config-dhcp-class)# option 60 hex 112233
(config-dhcp-class)#

ip dhcp excluded-address

1P

address

no ip dhcp excluded-

ip dhcp excluded-address S7ART-1P-ADDRESS END-1P-ADDRESS
no ip dhcp excluded-address START-1P-ADDRESS END-IP-ADDRESS

START-1P-ADDRESS IP
1P
END-1P-ADDRESS IP IP
12
DHCP DHCP DHCP
IP ip dhcp excluded-address
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ip dhcp excluded-address

IP 5
DHCP
no service dhcp DHCP
DHCP
1.01.01

10.1.1.1 10.1.1.255 10.2.1.1 10.2.1.255

# configure terminal

(config)# ip dhcp excluded-address 10.1.1.1 10.1.1.255
(config)# ip dhcp excluded-address 10.2.1.1 10.2.1.255
ip dhcp ping packets
DHCP ping
no ip dhcp ping packets
ip dhcp ping packets COUNT
no ip dhcp ping packets
COUNT DHCP ping 0 10
2
12
DHCP IP ping
IP
IP
ping
IP DHCP
0 ping
DHCP
no service dhcp DHCP
DHCP
1.01.01

ping 3

# configure terminal
(config)# ip dhcp ping packets 3
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| (config)#

ip dhcp ping timeout

DHCP ping
no ip dhcp ping timeout

ip dhcp ping timeout W/LLI-SECONDS
no ip dhcp ping timeout
MILLI-SECONDS DHCP ping 100 10000

10 ) 100
500 (0.5 )

12

IP
ping
IP DHCP
DHCP
no service dhcp DHCP
DHCP

1.01.01

ping

# configure terminal
(config)# ip dhcp ping timeout 800
(config)#

ip dhcp pool

DHCP DHCP DHCP

DHCP no ip dhcp pool

ip dhcp pool NAME
no ip dhcp pool NAWE

NAME ~ DHCP 32

12

DHCP DHCP

DHCP network
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ip dhcp pool

DHCP
client-identifier hardware-address
host
DHCP 32
64
DHCP
no service dhcp DHCP
DHCP
1.01.01
DHCP pooll
# configure terminal
(config)# ip dhcp pool pooll
(config-dhcp-pool)#
ip dhcp use class
DHCP DHCP
DHCP no ip dhcp use class
ip dhcp use class
no ip dhcp use class
12
DHCP
no service dhcp DHCP
DHCP
1.01.01
DHCP
# configure terminal
(config)# no ip dhcp use class
(config)#
lease
1P
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lease

no lease
lease {DAYS [HOURS [MINUTES] [SECONDS]] | infinite}
no lease
DAYS 0 365
HOURS ( ) 0 24
MINUTES ( ) 0 59
SECONDS ( ) 0 59
infinite
1
DHCP
12
DHCP
no service dhcp DHCP
DHCP
1.01.01
1.01.03 SECONDS
pooll 1
# configure terminal
(config)# ip dhcp pool pooll
(config-dhcp-pool)# lease 1
pooll 1
# configure terminal
(config)# ip dhcp pool pooll
(config-dhcp-pool)# lease 0 1
netbios-node-type
Microsoft DHCP NetBIOS

NetBI0S

no netbios-node-type

netbios-node-type {b-node | h-node | m-node | p-node}

no netbios-node-type

b-node NetBIOS
p-node NetBIOS
m-node NetBIOS
h-node NetBIOS
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netbios-node-type

DHCP
12
h-node ( )
NetBIOS
p
(WINS)
m
DHCP
no service dhcp DHCP
DHCP
1.01.01
NetBIOS h-node
# configure terminal
(config)# ip dhcp pool pooll
(config-dhcp-pool)# netbios-node-type h-node
(config-dhcp-pool)#
netbios-name-server
Microsoft DHCP WINS
WINS no netbios-name-server
netbios-name-server /P-ADDRESS [ IP-ADDRESSZ. . . IP-ADDRESSS]
no netbios-name-server /P-ADDRESS [ 1P-ADDRESSZ. . . IP-ADDRESSS]
1P-ADDRESS DHCP WINS IP
1P-ADDRESS2. . . IP-ADDRESSS WINS
1P IP 8
DHCP
12
8
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netbios-name-server

DHCP
no service dhcp DHCP
DHCP
1.01.01
pooll WINS 10.1.1.100 10.1.1.200
# configure terminal
(config)# ip dhcp pool pooll
(config-dhcp-pool)# netbios-name-server 10.1.1.100 10.1.1.200
(config-dhcp-pool)#
next-server
DHCP
no next-server
next-server /P-ADDRESS
no next-server
1P-ADDRESS DHCP
1P
DHCP
12
1
DHCP
no service dhcp DHCP
DHCP
1.01.01
pooll DHCP IP
10.1.1.1
# configure terminal
(config)# ip dhcp pool pooll
(config-dhcp-pool)# next-server 10.1.1.1
network
DHCP
no network
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network

network {NETWORK-ADDRESS MASK | NETWORK-ADDRESS/PREFIX-LENGTH}
no network

NETWORK-ADDRESS  DHCP

MASK

PREFIX-LENGTH

DHCP
12
DHCP
DHCP
IP
. DHCP
DISCOVER
GIADDR
DHCP
DHCP
DHCP
no service dhcp DHCP
DHCP
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network

1.01.01

DHCP pooll 10.1.0.0/16

# configure terminal

(config)# ip dhcp pool pooll
(config-dhcp-pool)# network 10.1.0.0/16
(config-dhcp-pool)# default-router 10.1.1.1

(config-dhcp-pool)#

option

DHCP
no option

option CODE {ascii STRING | hex {HEX-STRING | none} | ip /P-
ADDRESS [ 1P-ADDRESSZ. . . IP-ADDRESSS]}
no option CODE

CODE 10
ascil STRING ASCII ( 255 )
hex {HEX-STRING} 16 ( 254 )
none 0 16
ip /P-ADDRESS IP IP
8
DHCP
12

DHCP DHCP DHCP

default-router DHCP

DHCP
DHCP
DHCP DHCP
16 ( 001100 11223
) 1
DHCP
312
DHCP
option
. 1( Subnet Mask)
. 3 ( Router
Option)
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option

. 6 (DNS Domain Name
Server)

. 15 ( Domain Name)

. 44 (NetBIOS
NetBIOS Name Server)

. 46 (NetBIOS NetBIOS
Node Type)

. 51 ( IP Address Lease
Time)

. 58 ( Renewal (T1) Time
Value)

. 59 ( Rebinding (T2) Time
Value)

. 12 (Host Name )

. 50 (Requested Address )

. 53 (DHCP Message Type )

. 54 (Server ldentifier )

. 55 (Parameter Request List )

. 61 (Client Identifier )

. 82 (Relay Agent Information Option

)
DHCP
no service dhcp DHCP
DHCP
1.01.01
DHCP 69 (SMTP Server ) 16 16

c0as800fe (192.168.0.254)

# configure terminal
(config)# ip dhcp pool pooll
(config-dhcp-pool)# option 69 hex c0a800fe

DHCP 40 ( NIS ) ASCI

# configure terminal
(config)# ip dhcp pool pooll
(config-dhcp-pool)# option 40 ascii net.market

DHCP 72 (WW Server ) P 2
Www 172.19.10.1 172.19.10.100

# configure terminal
(config)# ip dhcp pool pooll
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4

| (config-dhcp-pool)# option 72 ip 172.19.10.1 172.19.10.100

option hex

DHCP DHCP
DHCP no option
option CODE hex PATTERN [*] [bitmask MASK]
no option CODE hex PATTERN [*] [bitmask MASK]
CODE
hex PATTERN 16
* ( )

*
bitmask MASK ( )

16
1
00
FF
DHCP
12
ip dhcp class DHCP
option hex DHCP DHCP
1 DHCP
DHCP
DHCP

. 60 (Vendor Class ldentifier)

. 61 (Client lIdentifier)

. 77 (User Class)

. 82 (Relay Agent Information Option) (DHCP

)
. 124 (Vendor-identifying Vendor Class)
. 125 (Vendor-identifying Vendor-specific
Information)
DHCP
no service dhcp DHCP
DHCP
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option hex
1.01.01
DHCP 60 0x112233  0x102030 DHCP Service-A
Service-B DHCP 60 0x5566*
0x5060*

# configure terminal

(config)# ip dhcp class Service-A
(config-dhcp-class)# option 60 hex 112233
(config-dhcp-class)# option 60 hex 102030
(config-dhcp-class)# exit

(config)# ip dhcp class Service-B
(config-dhcp-class)# option 60 hex 5566 *
(config-dhcp-class)# option 60 hex 5060 *
(config-dhcp-class)# exit

(config)# ip dhcp class Service-B
(config-dhcp-class)#

service dhcp

DHCP
DHCP no service dhcp

service dhcp
no service dhcp

12

DHCP
no service dhcp DHCP
DHCP

1.01.01

DHCP

# configure terminal
(config)# no service dhcp
(confiQ)#

show ip dhcp binding

DHCP

show ip dhcp binding [/P-ADDRESS]
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show ip dhcp binding

1P-ADDRESS ( )
1P IP
1
1P MAC
1.01.01
IP
# show ip dhcp binding
@ &) ) 4
IP address Client-ID/ Lease expiration Type
Hardware address
10.1.1.1 0100B810863212 Mar 10 2016 09:12 AM Automatic
10.1.9.1 0100B7443DC224 Mar 10 2016 10:12 AM Automatic
10.1.11.10 0100B22291226D Infinite Manual
(1) | DHCP IP
(2) | DHCP ID MAC
(©)]
(€Y) IP
Automatic
Manual
DHCP IP 10.1.1.1
# show ip dhcp binding 10.1.1.1
(€)) (&) ) (&)
IP address Client-I1D/ Lease expiration Type
Hardware address
10.1.1.1 0100B810863212 Mar 10 2016 09:12 AM Automatic
(1) | DHCP IP
(2) | DHCP ID MAC
3
@) 1P

191/688




Automatic
Manual

show ip dhcp conflict

DHCP 1P
1P
show ip dhcp conflict [/P-ADDRESS]
1P-ADDRESS ( ) DHCP IP
1P DHCP
DHCP
1
DHCP ping IP
1P
1.01.01
DHCP IP
# show ip dhcp conflict
@ @ ©)
IP address Detected Method Detection time
10.1.1.1 Ping Mar 01 2016 10:53 AM
(1) | DHCP 1P
@
Gratuitous ARP DHCP
Ping DHCP
(©)]
show ip dhcp pool
DHCP
show ip dhcp pool [NAME]
NAME ( ) DHCP DHCP
DHCP
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show ip dhcp pool

(NAME

1.01.01

DHCP

# show ip dhcp pool

Pool name: pooll ...(1)

Network: 192.168.0.0/24 ...(2)
Boot file: ...(3)

Default router:192.168.0.1 ...(4)
DNS server:192.168.0.11 ...(5)
NetBIOS server: ...(6)

Domain name: ...(7)

Lease: 1 days O hours O minutes O seconds ..

NetBIOS node type: ...(9)
Next server: 0.0.0.0 ...(10)

.(8)

Remaining unallocated address number: 254 .._.(11)

Number of leased addresses: 0 ...(12)

@

DHCP

(&)

(©)

4)

®)

DNS 1P

(©)

WINS 1P

@)

(®)

1P

(©))

NetBIOS

0

1P

(11) P

(12) 1P

show ip dhcp server

DHCP

show ip dhcp server
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show ip dhcp server

DHCP

1.01.01

DHCP

# show ip dhcp server

DHCP Service: Disabled ...(0D)
Ping packets number: 2 ...(2)
Ping timeout: 500 ms ...(3)
Excluded Addresses ...(4)
10.1.1.1 - 10.1.1.255
10.2.1.1 - 10.2.1.255

List of DHCP server configured address pool ...(5)
pooll pooll0 poolll pooll2

pool2 pool3 pool4 pool5s

pool6 pool7 pool8 pool9

(1) | DHcp

(2) | ping

(® | ping

(O)) IP

() DHCP

show ip dhcp server statistics

DHCP

show ip dhcp server statistics

1.01.01

DHCP

# show ip dhcp server statistics
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Address pools 3...(D
Automatic bindings 100 ...(@
Manual binding 2 ...
Malformed messages 0...(
Renew messages 0...05
Messages Received ...(6)
BOOTREQUEST 12
DHCPDISCOVER 200
DHCPREQUEST 178
DHCPDECL INE 0
DHCPRELEASE 0
DHCP INFORM 0
Messages Sent ...(7)
BOOTREPLY 12
DHCPOFFER 190
DHCPACK 172
DHCPNAK 6
(1) | DHCP
) 1P
€) IP
(4) | DHCP DHCP
©) IP DHCP
(6) DHCP DHCP
@) DHCP DHCP
(CLD DHCPv6

clear ipv6 dhcp client

ipv6 dhcp client pd

commit]
no ipvé dhcp client pd

show ipv6 dhcp

show ipv6 dhcp

clear ipv6 dhcp client INTERFACE-ID
ipvé dhcp client pd {PREFIX-NAME | hint IPV6-PREFIX} [rapid-

show ipv6 dhcp interface | show ipv6 dhcp interface [INTERFACE-ID]

clear ipv6 dhcp client

VLAN DHCPv6

clear ipv6 dhcp client /INTERFACE-ID
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clear ipv6 dhcp client

INTERFACE-1D DHCPV6 VLAN
1D

12

1.01.01

VLAN1  DHCPv6

| # clear ipv6 dhcp client vianl

ipv6é dhcp client pd

Dynamic Host Configuration Protocol (DHCP) IPv6
no ipvé dhcp client pd
ipv6 dhcp client pd {PREFIX-NAME | hint IPV6-PREFIX} [rapid-
commit]
no ipv6 dhcp client pd
PREFIX-NAME 1Pv6 General 12
hint /PV6-PREFIX IPV6
rapid-commit ( )
4 2
rapid-commit 2
12
VLAN
DHCP
General
IPv6 General
IPv6 General 1Pv6
1 DHCPV6 PD General
1 1 General
DHCPV6 PD
hint
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ipv6é dhcp client pd

1
rapid-commit
2 rapid-commit
DHCP (IPV6) 1
1.01.01
General dhcp-prefix VLAN2 IPv6
General dhcp-prefix rapid-commit VLAN1

DHCPv6

# configure terminal

(config)# interface vlan 2

(config-if-vlan)# ipv6 address dhcp-prefix 0:0:0:7272::72/64
(config-if-vlan)# exit

(config)# interface vlan 1

(config-if-vlan)# ipv6 dhcp client pd dhcp-prefix rapid-commit
(config-if-vlan)#

show ipv6 dhcp

DHCPv6 DUID

show ipv6 dhcp

1.01.01

DHCPv6 DUID

# show ipv6 dhcp

This device®s DUID is 00030006000205040608 - ..(1)
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(1) |DuID

show ipv6 dhcp interface

DHCPv6
show ipv6 dhcp interface [/NTERFACE-1D]
INTERFACE-1ID ( )  DHCPv6 VLAN
ID
1
ID DHCPv6
1.01.01
DHCPv6

# show ipv6 dhcp interface

vlanl is in client mode ...(0)
State is OPEN
List of known servers:
Reachable via address: fe80::200:11ff:fe22:3344 .._.(2)
Configuration parameters:
IAPD: IAID1, T1 40, T264 ...(3)
Prefix: 2000::/748 ...(4)
®) ®)
preferred lifetime 80, valid lifetime 100
Prefix name: yy ...(7)
Rapid-Commit: disabled ...(8)

(1) | <INTERFACE-ID> <INTERFACE-ID>
<INTERFACE-ID> is in client mode DHCPv6

@) DHCPv6

(3) | DHCPv6

(4) | IPv6

(5) | IPv6

(6) | IPv6

(7) | IPv6

€) 4 2
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4.6 DHCPv6

(cLD) DHCPV6

address prefix address prefix IPV6-PREFIX/PREFIX-LENGTH [lifetime VALID-
LIFETIME PREFERRED-LIFETIME]
no address prefix

address-assignment address-assignment IPV6-ADDRESS CLIENT-DUID [iaid IAID]
[lifetime VALID-LIFETIME PREFERRED-LIFETIME]
no address-assignment IPV6-ADDRESS CLIENT-DUID [iaid IAID]

clear ipv6 dhcp binding clear ipv6 dhcp binding {all | IPV6-ADDRESS}

domain-name domain-name DOMAIN-NAME
no domain-name

dns-server dns-server IPV6-ADDRESS

no dns-server IPV6-ADDRESS
ipv6 dhcp excluded- ipv6 dhcp excluded-address LOW-ADDRESS [HIGH-ADDRESS]
address no ipv6 dhcp excluded-address LOW-ADDRESS [HIGH-ADDRESS]
ipv6 dhcp pool ipv6 dhcp pool POOL-NAME

no ipvé dhcp pool POOL-NAME
ipv6 dhcp server ipv6 dhcp server POOL-NAME [rapid-commit] [preference VALUE]

[allow-hint]
no ipvé dhcp server

ipv6 local pool ipv6 local pool POOL-NAME 1PV6-PREFIX/PREFIX-LENGTH ASSIGNED-
LENGTH
no ipv6 local pool POOL-NAME

prefix-delegation prefix-delegation IPV6-PREFIX/PREFIX-LENGTH CLIENT-DUID [iaid

IAID] [lifetime VALID-LIFETIME PREFERRED-LIFETINE]
no prefix-delegation 1PV6-PREFIX/PREFIX-LENGTH CLIENT-DUID
[iaid 1AID]

prefix-delegation pool prefix-delegation pool POOL-NAME [lifetime VALID-LIFETIME
PREFERRED-LIFETIME]
no prefix-delegation pool POOL-NAME

service ipv6 dhcp service ipv6 dhcp
no service ipvé dhcp

show ipv6 dhcp interface | show ipv6 dhcp interface [INTERFACE-ID]

show ipv6 dhcp binding show ipv6 dhcp binding [IPV6-ADDRESS]
show ipv6 dhcp pool show ipv6 dhcp pool [POOL-NAME]

show ipv6 excluded- show ipv6 excluded-address

address

show ipv6 local pool show ipv6 local pool

show ipv6 dhcp operation | show ipv6 dhcp operation
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address prefix

no addre

ss prefix

address prefix /PV6-PREFIX/PREFIX-LENGTH [Nifetime VALID-LIFETINE

PREFERRED-L IFETIVE]
no address prefix

1PV6-PREFIX DHCPV6 IPv6
PREFIX-LENGTH 1Pv6
lifetime VALID-LIFETINE ( ) IPv6
0 4294967295 infinite ( )
2592000 (30 )
PREFERRED-LIFETIME ( ) IPv6
60 4294967295 infinite ( )
604800 @
)
DHCPv6
12
1 DHCPv6
IPv6 DHCP
IPv6 DHCP
1.01.01

IPv6 DHCP pooll

2001:0db8::0/64

# configure terminal

(config)# ipv6 dhcp pool pooll
(config-dhcp)# address prefix 2001:0db8::0/64 lifetime 200 100

(config-dhcp)#

address-assignment
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address-assignment

no address-assignment

address-assignment /PV6-ADDRESS CLIENT-DUID [iaid IA10] [lifetime
VALID-LIFETIME PREFERRED-LIFETINE]

no address-assignment /PV6-ADDRESS CLIENT-DUID [iaid 1A10]

1PV6-ADDRESS DHCPV6
CLIENT-DUID  1PV6 DHCPV6 DHCP
(DUID)
iaid 741D ( )  DHCPv6
(1AID) IAID
18 16 IAID
(1ANA)
lifetime VALID-LIFETIVE ( ) IPV6 60
4294967295
PREFERRED-LIFETIVE ( ) IPV6 60
4294967295
2592000 (30 )
604800 (7 )
DHCPV6
12
IPv6 DHCP
. IANA
« 1AID
. DUID  1AID
DUID
« 1AID
. DUID
IAID 16 16 (
001100 11223 )
IPv6 DHCP
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address-assignment

1.01.01
pooll IPv6 DHCP
IPv6 DHCP VLAN100

# configure terminal

(config)# ipv6 dhcp pool pooll

(config-dhcp)# address prefix 2001:0db8::0/64 lifetime 200 100
(config-dhcp)# address-assignment 2001:0db8::1:2 000300010506bbccddee
(config-dhcp)# exit

(config)# interface vlan 100

(config-if-vlan)# ipv6 dhcp server pooll

(config-if-vlan)#

pool2 IPv6 DHCP 1AID
IPv6 DHCP VLAN200

# configure terminal

(config)# ipv6 dhcp pool pool2

(config-dhcp)# address prefix 2001:aab8::0/64 lifetime 200 100

(config-dhcp)# address-assignment 2001:aab8::2:2 00030001050611223344 iaid 1234
(config-dhcp)# exit

(config)# interface vlan 200

(config-if-vlan)# ipv6 dhcp server pool2

(config-if-vlan)#

clear ipv6 dhcp binding

DHCPv6

clear ipv6 dhcp binding {all | /PV6-ADDRESS}

all IPv6

1PV6-ADDRESS DHCPv6 IPV6

12

IPv6
I1Pv6

1.01.01

DHCPv6

| # clear ipv6 dhcp binding all
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domain-name

DHCPv6

no domain-name

domain-name DOMAIN-NAME
no domain-name

DOMATN-NAME 253

DHCPv6

12

1.01.01

pooll DHCPv6

# configure terminal

(config)# ipv6 dhcp pool pooll
(config-dhcp)# domain-name v6domain
(config-dhcp)#

dns-server

IPv6

DNS
dns-server

DNS 1Pv6

no

dns-server [PV6-ADDRESS
no dns-server [/PV6-ADDRESS

1PV6-ADDRESS DHCPV6 DNS

I1Pv6

DHCPv6

12

1.01.01

pooll DHCPv6 DNS IPv6

# configure terminal
(config)# ipv6 dhcp pool pooll

(config-dhcp)# dns-server 2001:0db8:3000:3000: :42
(config-dhcp)#
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ipv6 dhcp excluded-address

DHCPv6 DHCP 1Pv6
1Pv6 IP
no ipvé dhcp excluded-address
ipv6 dhcp excluded-address LOW-ADDRESS [HIGH-ADDRESS]
no ipvé dhcp excluded-address LOW-ADDRESS [HIGH-ADDRESS]
LOW-ADDRESS 1Pv6 1Pv6
1Pv6
HIGH-ADDRESS ( ) IPVv6 IPV6
12
DHCPv6 1Pv6
ipvé dhcp excluded-address 1 1Pv6
1Pv6
1Pv6 1 4
64
1.01.01
1Pv6 3004:db8::1:10

# configure terminal
(config)# ipv6 dhcp excluded-address 3004:db8::1:10
(config)#

ipvé dhcp pool

DHCP IPv6 DHCP 1Pv6
DHCP no ipvé dhcp pool
ipv6 dhcp pool POOL-NAME
no ipvé dhcp pool POOL-NAME
POOL-NAME DHCPv6 12
12
ipvé dhcp server DHCP 1Pv6
DHCP IPv6 DHCP
IPv6 DHCP 16 DHCP
64
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ipv6 dhcp pool

1.01.01

pooll

# configure terminal

(config)# ipv6 dhcp pool pooll

(config-dhcp)#

ipv6 dhcp server

DHCP IPv6
DHCP 1Pv6
dhcp server

no ipv6

ipvé dhcp server POOL-NAME [rapid-commit] [preference VALUE]

[allow-hint]
no ipv6 dhcp server

POOL-NAME DHCPv6
rapid-commit ( ) 4 2
2
preference VALUE ( )
( ) 0 255 0
allow-hint ( )
12
IPv6 DHCP
1
IPv6 DHCP 1 DHCP (IPv6)
1
rapid-commit
rapid-commit
2
preference 0
0
allow-hint DHCP
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ipv6 dhcp server

1.01.01

DHCP pooll
pooll

VLAN100 DHCP 1Pv6

DHCP

# configure terminal

(config)# ipv6 dhcp pool pooll

(config-dhcp)# exit

(config)# interface vlan 100
(config-if-vlan)# ipv6 dhcp server pooll

(config-if-vlan)#

ipv6 local pool

IPv6
no ipv6 local pool

ipv6 local pool POOL-NAME IPV6-PREFIX/PREFIX-LENGTH ASSIGNED-

LENGTH
no ipv6é local pool POOL-NAME
POOL-NAME DHCPv6 12
1PV6-PREFIX DHCPv6 IPv6
PREFIX-LENGTH DHCPv6 1Pv6
ASSIGNED-LENGTH DHCPv6

12

IPv6

1Pv6 16
1.01.01
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clientprefix

IPv6

DHCP pooll

# configure terminal

(config)# ipv6 local pool clientprefix 3004:db8::/48 64
(config)# ipv6 dhcp pool pooll
(config-dhcp)# prefix-delegation pool clientprefix lifetime 300 200

(config-dhcp)#

prefix-delegation

no prefix-delegation

prefix-delegation [/PV6-PREFIX/PREFIX-LENGTH CLIENT-DUID [iaid

1AID0] [Nifetime VALID-LIFETIME PREFERRED-LIFETINE]
no prefix-delegation /PV6-PREFIX/PREFIX-LENGTH CLIENT-DUID [iaid

JA1D]

1PV6-PREFIX
IPV6

PREFIX-LENGTH 1PV6
CLIENT-DUID DHCPV6 ( )
DHCP (DUID)
iaid 7410 ( )
)
(1AID) 1 8 16 IAID
lifetime VALID-LIFETINE ( ) IPV6
60 4294967295 infinite (
2592000 (30 )
PREFERRED-L IFETIVE ( IPV6
60 4294967295 infinite (
@
)
DHCPV6
12
1 1APD
IPV6 DHCP
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prefix-delegation

« 1AID
. DUID  IAID
DUID
* 1AID
. DUID
DUID
. 1AID
« 1AID
. DuUID
1AID 16 16 (
001100 11223 ) 1Pv6
DHCP IPv6
1.01.01
pooll IPv6 DHCP
IPv6 DHCP VLAN100

# configure terminal

(config)# ipv6 dhcp pool pooll

(config-dhcp)# prefix-delegation 3004:db8::889/64 000300010506bbccddee
(config-dhcp)# exit

(config)# interface vlan 100

(confFig-if-vlan)# ipv6 dhcp server pooll

(config-if-vian)#

prefix-delegation pool

1Pv6
IPV6
no prefix-delegation pool

prefix-delegation pool POOL-NAME [lifetime VALID-LIFETINE
PREFERRED-L IFETIVE]
no prefix-delegation pool POOL-NAME

POOL-NAME DHCPV6 12
lifetime VALID-LIFETIVE ( ) IPV6
60 4294967295 infinite ( )
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prefix-delegation pool

2592000 (30 )
lifetime PREFERRED-LIFETIME ( ) IPv6
60 4294967295 infinite ( )
604800
@ )
DHCPV6
12
DHCP
IPv6 DHCP 1Pv6
1 IPv6 DHCP 1Pv6
1
IPv6 DHCP
1Pv6
DHCP 1Pv6
1.01.01
clientprefix 1Pv6 pooll
IPv6 DHCP IPv6 DHCP VLAN100
# configure terminal
(config)# ipv6 local pool clientprefix 3004:db8::/48 64
(config)# ipv6 dhcp pool pooll
(config-dhcp)# prefix-delegation pool clientprefix lifetime 300 200
(config-dhcp)# exit
(config)# interface vlan 100
(config-if-vlan)# ipv6 dhcp server pooll
(config-if-vlan)#
service ipv6 dhcp
1Pv6 DHCP 1Pv6 DHCP

no service ipv6 dhcp
service ipv6 dhcp

no service ipv6 dhcp
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service ipv6 dhcp

12
1.01.01
IPv6 DHCP
# configure terminal
(config)# service ipv6 dhcp
(confiQ)#
show ipv6 dhcp interface
DHCPv6
show ipv6 dhcp interface [/NTERFACE-ID)
INTERFACE-1D ( ) DHCPv6 VLAN
ID
1
ID DHCPv6
1.01.01
VLAN1  DHCPv6 VLAN1  DHCPv6

# show ipv6 dhcp interface vian 1

vlanl is in server mode ...(1)
IPv6 DHCP pool is pooll ...(2)
Preference value: 0 ...(3)
Hint from client: ignored ...(4)
Rapid-Commit is disabled ...(6)

€H) VLAN  DHCPv6
<INTERFACE-ID> is not in DHCPv6 mode DHCPv6
<INTERFACE-ID> is in server mode DHCPv6
(2) | DHCPv6
3 ( )
(4) | DHCP SOLICIT
allowed
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ignored

) 4 2

show ipv6 dhcp binding

1Pv6
show ipv6 dhcp binding [/PV6-ADDRESS]
1PV6-ADDRESS ( ) IPv6
1Pv6
1

1PV6-ADDRESS

1.01.01

1Pv6

# show ipv6 dhcp binding

Client DUID : 00030006000102030400 ...(1)
address: 2002:1234:5678::2:300 ...(2)
©) )
preferred lifetime 604800 ,valid lifetime 2592000

Client DUID : 00030006004066a8dcec
address: 2002:1234:5678::2:500
preferred lifetime 604800 ,valid lifetime 2592000

Total Entries: 2

(1) | DHCP DUID
(2) | IPve
(3) | IPvb
(4) | IPv6

show ipv6 dhcp pool

DHCPv6

show ipv6 dhcp pool [POOL-NAME]

POOL-NAME ( ) DHCPV6
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show ipv6 dhcp pool

1

POOL-NAME

1.01.01

DHCPv6

# show ipv6 dhcp pool

DHCPv6 pool: address-pool ...(2)
Static bindings:
Binding for client 00030006000102030400 ...(2)
IA NA: 1A ID not specified ...(3)
Address: 2002:1234:5678::2:300 ...(4)
® ®)
preferred lifetime 604800, valid lifetime 2592000
Binding for client 00030006004066a8dcec
IA NA: 1A 1D not specified
Address: 2002:1234:5678: :2:500
preferred lifetime 604800, valid lifetime 2592000
Address prefix: 2002:1234:5678::/64 ...(7)
® ©)
preferred lifetime 200, valid lifetime 250
DNS server: 2002:1234:5678::1 ...(10)
Domain name: v6édomain.com ...(11)
Active clients: 2 ...(12)

(1) | DHCPv6

@) 1Pv6 DHCPV6 DHCP (DUID)
(3) | DHCPv6

(@) 1Pv6

(5) IPv6

(6) IPv6

(7) | DHCPv6 IPV6 1Pv6
(8) | IPve

(9 | IPve

(10) | DNS 1Pv6

11)

(12) DHCPv6

show ipv6 excluded-address

IPV6

show ipv6 excluded-address
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show ipv6 excluded-address

1.01.01

# show ipv6 excluded-address

IPv6 excluded address: ...(1)
1. 3004:db8::1:10
2. 3004:db8::1:20 - 3004:db8::1:30

Total Entries: 2

@ IPV6 IPV6

show ipv6é local pool

IPv6

show ipv6 local pool

1
1.01.01
1Pv6
# show ipv6 local pool
@ @ @ @D
Pool Prefix Free In use
clientprefix 3004:db8::/48 65535 1

Total Entries: 1
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€H) DHCPV6

2 DHCPv6 1PVv6
@

€) DHCPv6 1Pv6
(€Y) DHCPv6 1Pv6

show ipv6 dhcp operation

DHCPv6

show ipv6 dhcp operation

1.01.01

DHCPv6

#show Ipv6 dhcp operation

DHCPv6 pool: pooll ...(D)
(&) ®
Prefix delegation pool: abc, prefix is 3000::/32 48
Static bindings:
Binding for client 00030001aabbcd000080 ...(4)
IA PD: 1A ID Ox0001 ...(5)
Prefix: 3000:0:300::/48 ...(6)
Q) ®
preferred lifetime 604800, valid lifetime 2592000
® (10)
preferred lifetime 604800, valid lifetime 2592000
DNS server: 2345::2 ...(11)
Domain name: pooll.com ...(12)

DHCPv6 pool: address-pool
Address prefix: 2002:1234:5678::/64 ...(13)
Static bindings:
Binding for client 00030006004066844399
1A NA: 1A ID not specified ...(14)
Address: 2002:1234:5678::2:300 ...(15)
@6) an
preferred lifetime 604800, valid lifetime 2592000
preferred lifetime 200, valid lifetime 250
DNS server: 2002:1234:5678::1
Domain name: v6domain.com
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(1) | DHCPv6

(2) | DHCPv6 DHCPV6

A3) DHCPV6 1Pv6
O] IPv6 DHCPV6 DHCP (DUID)
(5) | DHCPv6

(6) | IPv6

(7) | IPv6

(8) | IPv6

(9 | IPv6

(10) | IPv6

(11) | DNS IPv6

(12)

(13) | DHCPV6 IPv6 IPv6
(14) | DHCPv6

(15) 1Pv6

(16) IPv6

aan IPv6

4.7 EtherOAM

(CL1) EtherOAM

ethernet oam ethernet oam
no ethernet oam

ethernet oam mode ethernet oam mode {active | passive}
no ethernet oam mode

ethernet oam link-monitor | ethernet oam link-monitor error-symbol [threshold NUMBER]
error-symbol [window DECISECONDS]
no ethernet oam link-monitor error-symbol [threshold | window]

ethernet oam link-monitor | ethernet oam link-monitor error-frame [threshold NUMBER]
error-frame [window DECISECONDS]
no ethernet oam link-monitor error-frame [threshold | window]

ethernet oam link-monitor | ethernet oam link-monitor error-frame-seconds [threshold
error-frame-seconds NUMBER] [window DECISECONDS]

no ethernet oam link-monitor error-frame-seconds [threshold |
window]
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ethernet oam link-monitor
error-frame-period

ethernet oam link-monitor error-frame-period [threshold
NUMBER] [window NUMBER]

no ethernet oam link-monitor error-frame-period [threshold |
window]

ethernet oam remote-
failure critical-event

ethernet oam remote-failure critical-event
no ethernet oam remote-failure critical-event

ethernet oam remote-
loopback

ethernet oam remote-loopback {start | stop} interface
INTERFACE-ID [,]-]

ethernet oam received-
remote-loopback

ethernet oam received-remote-loopback {process | ignore}

show ethernet oam
configuration

show ethernet oam configuration [interface INTERFACE-ID [,]-1]

show ethernet oam status

show ethernet oam status [interface INTERFACE-ID [,]|-11

show ethernet oam
statistics

show ethernet oam statistics [interface INTERFACE-ID [,]-11

clear ethernet oam
statistics

clear ethernet oam statistics [interface INTERFACE-ID [,]-11

show ethernet oam event-
log

show ethernet oam event-log [interface INTERFACE-ID [,|-1]1

clear ethernet oam event-
log

clear ethernet oam event-log [interface INTERFACE-ID [,]-11

ethernet oam

EtherOAM
no ethernet oam

ethernet oam
no ethernet oam

12

EtherOAM

EtherOAM
EtherOAM
EtherOAM
EtherOAM

1.01.01
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1/0/1  EtherOAM

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# ethernet oam
(config-if-port)#

ethernet oam mode

EtherOAM
no ethernet oam mode
ethernet oam mode {active | passive}
no ethernet oam mode
active EtherOAM
passive EtherOAM
12
2
e EtherOAM
1.01.01

1/0/1  EtherOAM

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# ethernet oam mode active
(config-if-port)#

ethernet oam link-monitor error-symbol

no ethernet oam link-
monitor error-symbhol

ethernet oam link-monitor error-symbol [threshold MUMBER] [window

DECISECONDS]
no ethernet oam link-monitor error-symbol [threshold | window]
threshold MUMBER ( ) 0 4294967295

window
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ethernet oam link-monitor error-symbol

window DECISECONDS ( )
600

TLV

10

10

12

1.01.01

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# ethernet oam link-monitor error-symbol
(config-if-port)#

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# no ethernet oam link-monitor error-symbol
(config-if-port)#

1/0/1 100

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# ethernet oam link-monitor error-symbol threshold 100
(config-if-port)#

1/0/1 100

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# ethernet oam link-monitor error-symbol window 100
(config-if-port)#

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# no ethernet oam link-monitor error-symbol threshold
(config-if-port)#

ethernet oam link-monitor error-frame
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ethernet oam link-monitor error-frame

no ethernet-oam link-monitor error-frame
ethernet oam link-monitor error-frame [threshold NVUMBER] [window
DECISECONDS]
no ethernet oam link-monitor error-frame [threshold | window]
threshold MUMBER ( ) 0 4294967295

window

window DECISECONDS ( ) 10
600

TLV

1
10
12

1.01.01

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# ethernet oam link-monitor error-frame
(config-if-port)#

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# no ethernet oam link-monitor error-frame
(config-if-port)#

1/0/1 100

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# ethernet oam link-monitor error-frame threshold 100
(config-if-port)#

1/0/1 100

# configure terminal
(config)# interface port 1/0/1
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(config-if-port)# ethernet oam link-monitor error-frame window 100
(config-if-port)#

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# no ethernet oam link-monitor error-frame window
(config-if-port)#

ethernet oam link-monitor error-frame-seconds

no ethernet oam link-
monitor error-frame-seconds

ethernet oam link-monitor error-frame-seconds [threshold ANUMBER]
[window DECISECONDS]

no ethernet oam link-monitor error-frame-seconds [threshold |
window]

threshold VMUMBER ( ) 1 900
window

window WMILLISECONDS ( ) 100
9000

TLV

600

12

1.01.01

1/0/1

# configure terminal

(config)# interface port 1/0/1

(conFig-if-port)# ethernet oam link-monitor error-frame-seconds
(config-if-port)#

1/0/1

# configure terminal
(config)# interface port 1/0/1
(config-if-port)# no ethernet oam link-monitor error-frame-seconds
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(config-if-port)#

1/0/1 100

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# ethernet oam link-monitor error-frame-seconds threshold 100
(config-if-port)#

1/0/1 100

# configure terminal

(config)# interface port 1/0/1

(confFig-if-port)# ethernet oam link-monitor error-frame-seconds window 100
(config-if-port)#

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# no ethernet oam link-monitor error-frame-seconds threshold
(config-if-port)#

ethernet oam link-monitor error-frame-period

no ethernet oam link-
monitor error-frame-period

ethernet oam link-monitor error-frame-period [threshold MUMBER]
[window AMUMBER)
no ethernet oam link-monitor error-frame-period [threshold |

window]
threshold MUMBER ( ) 0 4294967295
window
window VMUMBER ( )
TLV
100
1
1
1

12
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ethernet oam link-monitor error-frame-period

1.01.01

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# ethernet oam link-monitor error-frame-period
(config-if-port)#

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# no ethernet oam link-monitor error-frame-period
(config-if-port)#

1/0/1 100

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# ethernet oam link-monitor error-frame-period threshold 100
(config-if-port)#

1/0/1 1488100

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# ethernet oam link-monitor error-frame-period window 1488100
(config-if-port)#

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# no ethernet oam link-monitor error-frame-period threshold
(config-if-port)#

ethernet oam remote-failure critical-event

no ethernet oam remote-failure
critical-event

ethernet oam remote-failure critical-event
no ethernet oam remote-failure critical-event

EtherOAM

12

EtherOAM
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ethernet oam remote-failure critical-event

1.01.01

1/0/1

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# ethernet oam remote-failure critical-event

(config-if-port)#

ethernet oam remote-loopback

ethernet oam remote-loopback {start | stop} interface /NTERFACE-ID

[.1-1]
start
stop ( )
interface INTERFACE-1D
ID
e port
[1-1 (C )
1,3,5
1-5
12
EtherOAM
ethernet oam remote-loopback start
EtherOAM
ethernet oam remote-loopback stop
EtherOAM
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ethernet oam remote-loopback

1.01.01

1/0/1  EtherOAM

| # ethernet oam remote-loopback start interface port 1/0/1

ethernet oam received-remote-loopback

ethernet oam received-remote-loopback {process | ignore}

process

ignore

EtherOAM

12

EtherOAM

1.01.01

1/0/1  EtherOAM

# configure terminal
(config)# interface port 1/0/1

(config-if-port)# ethernet oam received-remote-loopback process
(config-if-port)#

show ethernet oam configuration

EtherOAM
show ethernet oam configuration [interface /NTERFACE-1D [,|-1]
interface INTERFACE-1D ( )
» port
[.1-1 )
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show ethernet oam configuration

1-5

1,3,5

1.01.01

1/0/1  EtherOAM

# show ethernet oam configuration interface port 1/0/1

Port1/0/1 ...(1)

OAM

Mode

Dying Gasp
Critical Event

Remote Loopback OAMPDU

Symbol Error ...(7)
Notify State

: Disabled ...(2)

: Active ...(3)
: Enabled ...(4)
: Enabled ...(5)

= Not Processed ...(6)

> Enabled ...(8)

Window > 10 deciseconds ...(9)
Threshold : 1 Error Symbol .._(10)
Frame Error ...(11)
Notify State > Enabled
Window > 10 deciseconds
Threshold : 1 Error Frame
Frame Period Error ...(12)
Notify State > Enabled
Window = 1488100 Frames
Threshold : 1 Error Frame
Frame Seconds Error ...(13)
Notify State > Enabled
Window : 600 deciseconds
Threshold : 1 Error Seconds
@

(2) | EtherOAM

(3) | EtherOAM
Active
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Passive

(4) | Dying Gasp

®)

©)
Processed
Not Processed

@)

(®)

(©)

10)

a1

(12)

13)

show ethernet oam status

EtherOAM
show ethernet oam status [interface /NTERFACE-ID [,|-1]
interface INTERFACE-1D ( )
» port
[1-1 ( )
1,3,5
1-5
1
EtherOAM
1.01.01

1/0/1  EtherOAM

# show ethernet oam status interface port 1/0/1

Port1/0/1 ...(1)
Local client ...(2)

Admin state : Enabled ...(3)
Mode : Active ...(4)
Max OAMPDU size : 1518 bytes ...(5)
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Remote loopback
Unidirectional
Link monitoring
Variable request
PDU revision
Operation status
Loopback status

Remote client ...(13)

Mode

MAC address
Vendor (OUI)

Max OAMPDU size
Unidirection
Link monitoring
Variable request
PDU revision

- Supported ...(6)

= Not supported ...(7)
= Supported ...(8)

- Not supported ...(9)
0 ...(10)

: Operational ...(11)
> No loopback ...(12)

> Active

: 0040.66AA_56AC ...(1%)
= 004066 ...(15)

: 1518 bytes

: Not supported

> Supported

> Not supported

-0

@
@
(3) | EtherOAM
(4) | EtherOAM
Active
Passive
(5) | EtherOAM
EtherOAM
()
Supported
Not supported
a EtherOAM
Supported
Not supported
®
Supported
Not supported
(9) | Ethernet MIB
Supported
Not supported
(10) | EtherOAM
(1D EtherOAM

Disable EtherOAM
LinkFault
PassiveWait

ActiveSendLocal

EtherOAM
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SendLocalAndRemote ( )
SendLocal AndRemoteOk ( )
PeeringLocal lyRejected

PeeringRemotelyRejected

Operational EtherOAM (
)
NonOperHalfDuplex EtherOAM (
)

(12)
(13)
(14) | MAC
(15) | MAC

show ethernet oam statistics

EtherOAM
show ethernet oam statistics [interface NTERFACE-1D [,]-11
interface INTERFACE-1D ( )
* port
[.1-1 ( )
1,3,5
1-5
1
1.01.01

1/0/1  EtherOAM

# show ethernet oam statistics interface port 1/0/1

Port1/0/1 ...(1)

Information OAMPDU TX :0...®
Information OAMPDU RX :0...03®
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Unique Event Notification OAMPDU TX : 0 ...(4)
Unique Event Notification OAMPDU RX : 0 ...(5)
Duplicate Event Notification OAMPDU TX: 0 ...(6)
Duplicate Event Notification OAMPDU RX: 0 ...(7)
Loopback Control OAMPDU TX :0...(8®
Loopback Control OAMPDU RX :0...09
Variable Request OAMPDU TX :0 ...(10)
Variable Request OAMPDU RX 0 ...(1D
Variable Response OAMPDU TX :0...(12®
Variable Response OAMPDU RX 0 ...(13
Organization Specific OAMPDUs TX 0 ...(1%»
Organization Specific OAMPDUs RX 0 ...(15
Unsupported OAMPDU TX 0 ...(16)
Unsupported OAMPDU RX :0...(1D)
Frames Lost Due To OAM :0...(18
@
@
(©)]
*)
®)
(6)
)
®
(©)]
(10) | MIB
(11) | mIB
(12) | MIB
(13) | MIB
(14)
15)
(16)
an
(18) | EtherOAM
clear ethernet oam statistics
EtherOAM
clear ethernet oam statistics [interface INTERFACE-1D [,|-11
interface INTERFACE-1D ( )
e port
[.1-1 ( )
1,3,5
1-5
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clear ethernet oam statistics

12

1.01.01

1/0/1  EtherOAM

| # clear ethernet oam statistics interface port 1/0/1

show ethernet oam event-log

EtherOAM
show ethernet oam event-log [interface /NTERFACE-ID [,]-1]
interface /INTERFACE-1D ( )
* port
[.1-1 ( )
1,3,5

1-5

1
1.01.01

1/0/1  EtherOAM

# show ethernet oam event-log interface port 1/0/1

Port1/0/1 ...(0)
Local Faults: ...(2)
0 Link Fault records ...(3)
0 Dying Gasp records ...(4)
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0 Critical Event records ...(5)

Remote Faults: ...(6)

k Fault records

ng Gasp records
tical Event records

225

r

Local event logs: ...(7)

0 Errored Symbol records ...(8)
1 Errored Frame records ...(9)

Event index -1 ...(10)
Time stamp : 2024-01-16 10:30 ...(1D)
Error frame/symbol - 1 ...(12)
Window : 1000 (millisecond) ...(13)
Threshold 1 ...
Accumullated errors : 1 ...(15)
0O Errored Frame Period records ...(16)
1 Errored Frame Second records ...(17)
Event index t 2
Time stamp . 2024-01-16 10:30
Error frame/symbol : 1
Window Z 60000 (millisecond)
Threshold o1
Accumulated errors : 1
Remote event logs: ...(18)
0 Errored Symbol records
0 Errored Frame records
0 Errored Frame Period records
0 Errored Frame Second records
@
@
©)
(4) | Dying Gasp
®)
®)
)
®)
®
(10)
(11
(12)
(13) ( )
(€5))
(15) | EtherOAM
(16)
an
(18)
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clear ethernet oam event-log

EtherOAM
clear ethernet oam event-log [interface /NTERFACE-ID [,]|-1]
interface INTERFACE-1D ( )
* port
L.1-1 ( )
1,3,5
1-5
12
1.01.01
1/0/1  EtherOAM
| # clear ethernet oam event-log interface port 1/0/1
4.8 NTP (Network Time Protocol)
(CLD) NTP
ntp access-group ntp access-group {default | IP-ADDRESS [IP-MASK] | IPV6-

ADDRESS | IPV6-ADDRESS/PREFIX-LENGTH} [ignore] [nomodify]
[noquery] [nopeer] [noserve] [notrust] [version]

no ntp access-group {default | IP-ADDRESS [IP-MASK] | IPV6-
ADDRESS | IPV6-ADDRESS/PREFIX-LENGTH}

ntp authenticate ntp authenticate
no ntp authenticate
ntp authentication-key ntp authentication-key KEY-ID md5 VALUE

no ntp authentication-key KEY-ID

ntp control-key ntp control-key KEY-ID
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no ntp control-key

ntp disable

ntp disable
no ntp disable

ntp master

ntp master STRATUM
no ntp master

ntp max-associations

ntp max-associations NUMBER
no ntp max-associations

ntp peer

ntp peer {IP-ADDRESS | IPv6-ADDRESS} [version NUMBER] [key
KEY-ID] [prefer] [min-poll INTERVAL] [max-poll INTERVAL]
no ntp peer {IP-ADDRESS | IPv6-ADDRESS}

ntp request-key

ntp request-key KEY-ID
no ntp request-key

ntp server

ntp server {IP-ADDRESS | IPv6-ADDRESS} [version NUMBER] [key
KEY-ID] [prefer] [min-poll INTERVAL] [max-poll INTERVAL]
no ntp server {IP-ADDRESS | IPv6-ADDRESS}

ntp trusted-key

ntp trusted-key KEY-ID
no ntp trusted-key KEY-ID

ntp update-calendar

ntp update-calendar
no ntp update-calendar

service ntp

service ntp
no service ntp

show ntp associations

show ntp associations [detail]

show ntp status

show ntp status

ntp access-group

NTP
NTP no

ntp access-group {default | /P-ADDRESS [IP-MASK] | [PV6-ADDRESS |
1PV6-ADDRESS/PREFIX-LENGTH} [ignore] [nomodify] [noquery] [nopeer]
[noserve] [notrust] [version]

no ntp access-group {default | /P-ADDRESS [IP-MASK] | IPV6-ADDRESS
| 1PV6-ADDRESS/PREFIX-LENGTH}

default IPv4 (0.0.0.0/0.0.0.0) IPv6
(::/:2) 1P
1P-ADDRESS 1Pv4

1P-MASK ( ) IPv4

1PV6-ADDRESS IPv6

1PV6-ADDRESS/PREFIX-LENGTH 1Pv6
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ntp access-group

ignore ( )
nomodify ( ) NTP

noquery ( ) NTP

nopeer ( )

noserve ( ) NTP

notrust ( )
ntp authenticate

authenticate notrust
notrust

/
version ( ) NTP

ntp

12

NTP

1.01.01

192.43.244.18 128.175.0.0/16 128.4.1.0/24 ( )

# configure terminal

(config)# ntp access-group default nopeer

(config)# ntp access-group 128.175.0.0 255.255.0.0
(config)# ntp access-group 128.4.1.0 255.255.255.0 notrust
(config)# ntp access-group 192.43.244.18

(confiQ)#
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ntp authenticate

NTP
no ntp authenticate

ntp authenticate
no ntp authenticate

12

1.01.01

NTP

# configure terminal
(config)# ntp authenticate
(config)#

ntp authentication-key

NTP
no
ntp authentication-key AK£Y-/10 md5 VALUE
no ntp authentication-key AEY-1D
KEY-ID NTP ID 1 255
md5 MD5
VALUE 32
12
1.01.01
NTP 42

# configure terminal

(config)# ntp authenticate

(config)# ntp authentication-key 42 md5 aNiceKey
(config)# ntp trusted-key 42

(config)#

235/688



ntp control-key

NTP ID
no ntp control-key
ntp control-key KEY-1D
no ntp control-key
KEY-1D NTP ID 1 255
12
ntpq NTP
NTPv3
RFC1305 Appendix B NTP 6
NTPv4
NTPv4

raw pretty-printed ntpq

ntpq 1
NTP localhost
NTP
ntpq
NTP
localhost ntpq
ntpq NTP 6 NTP
NTP UbP
ntpq 1

1.01.01

# configure terminal
(config)# ntp control-key 42
(config)#
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ntp disable

NTP
no ntp disable

ntp disable
no ntp disable

no ntp disable

12
1.01.01
VLAN 1 IP NTP
# configure terminal
(config)# interface vlan 1
(config-if-vlan)# ntp disable
ntp master
NTP RTC NTP
no ntp master
ntp master STRATUM
no ntp master
STRATUM NTP Stratum 1 15
12
NTP
1.01.01
NTP

# configure terminal
(config)# ntp master 10
(config)#

237/688



ntp max-associations

no ntp max-associations
ntp max-associations VUMBER
no ntp max-associations
NUMBER NTP 1 64
32
12
NTP
NTP
1.01.01
20 NTP

# configure terminal
(config)# ntp max-associations 20

(config)#
ntp peer

no
ntp peer {/P-ADDRESS | IPV6-ADDRESS} [version NUMBER] [key KEY-ID]
[prefer] [min-poll /NTERVAL] [max-poll INTERVAL]
no ntp peer {/P-ADDRESS | IPv6-ADDRESS}
IP-ADDRESS 1Pv4
1Pv6-ADDRESS IPv6
version NVUMBER ( ) NTP 1 4

4

key KEY-1D ( ) ID 1 255
prefer ( )
min-poll /NTERVAL ( ) NTP

2

6
64 2 6 64)
3 16 6

max-poll INTERVAL ( ) NTP
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ntp peer
2
6
64 2 6 64)
4 17 10
12
NTP
NTP
1.01.01
IP 192.168.22.33
NTP 3
# configure terminal
(config)# ntp peer 192.168.22.33 version 3
(config)#
ntp request-key
ntpdc NTP 7
ID
no ntp request-key
ntp request-key AEY-1D
no ntp request-key
KEY-1D NTP ID 1 255
12
ntpdc
ntpdc
ntpd
ntpdc
ntpdc 1
NTP localhost
NTP
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ntp request-key

ntpdc
NTP
localhost
ntpdc
ntpdc NTP 7 NTP
NTP UDP
ntpdc
1.01.01
# configure terminal
(config)# ntp request-key 42
(confFiQ)#
ntp server
NTP

no

ntp server {/P-ADDRESS | IPv6-ADDRESS} [version NUMBER] [key KEY-
10] [prefer] [min-poll /NTERVAL] [max-poll INTERVAL]
no ntp server {/P-ADDRESS | IPv6-ADDRESS}

IP-ADDRESS NTP
IPV6-ADDRESS NTP
version VUMBER ( )

key KEY-1ID ( )
prefer ( )
min-poll /NTERVAL (
3 16

6
64)

max-poll INTERVAL (
4 17

64)

1Pv4
1Pv6
NTP 1 4
4
ID 1 255
) NTP
2
64 2
) NTP
2
64 2

10
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ntp server
12
NTP
prefer prefer
NTP
NTP NTP
NTP 3
NTP 3
1.01.01
1P 172.16.22.44
NTP 2
# configure terminal
(config)# ntp server 172.16.22.44 version 2
(config)#
ntp trusted-key
no
ntp trusted-key AEY-1D
no ntp trusted-key AEY-/D
KEY-1D ID 1 255
12
1 (ntp

authentication-key
NTP

1.01.01
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NTP 42

# configure terminal

(config)# ntp authenticate

(config)# ntp authentication-key 42 md5 aNiceKey
(config)# ntp trusted-key 42
(config)#

ntp update-calendar

NTP

no ntp update-calendar

ntp update-calendar
no ntp update-calendar

12

CLI

NTP
NTP

ntp update-calendar
NTP

NTP

1.01.01

NTP

# configure terminal

(config)# ntp update-calendar
(config)#

service ntp

NTP

no service ntp
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service ntp
service ntp
no service ntp
12
1.01.01
NTP
# configure terminal
(config)# service ntp
(config)#
show ntp associations
NTP
show ntp associations [detail]
detail ( ) NTP
1
1.01.01
NTP
# show ntp associations
DG ©) @»DGE G O ®) ®
Remote Local St Poll Reach Delay Offset Disp
=10::2 10::3120 16 64 0 0.00000 0-000000 0.00023
+10.0.0.1 10.0.31.20 16 64 0 0.00000 0.000000 0.00023
=10.0.0.2 10.0.31.20 16 64 0 0.00000 0.000000 0.00023
=172.18.50.1 172.18.63.76 4 64 377 0.00061 0.548907 0.12849
+ Symmetric active, - Symmetric passive, = Client, * System Peer

D NTP
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) 1P

©) IP

4 Stratum

®) ( )

(©)

@) ( )

®) ( )

(©)

NTP

# show ntp associations detail

@ @
Remote 10.91.36.200, Local 10.91.36.99

©)
Q)
an

O

Q)

®

Our mode
Leap 11,

PPoll 4,

client, Peer mode server, Stratum 16, Precision -8

® ©)) (¢[9))

RefID [INIT], RootDistance 0.00000, RootDispersion 0.00024
a2 a3) a4 a5)

HPoll 4, KeylID 1, Version 3, Association 8357

6) an s 9 0)
Reach 000, Unreach 12, Flash 0x1e20, Timer 1s, flags Config

Reference Timestamp : 00000000.00000000 Thu, Feb 7 2036 15:28:16.00000...(21)
Originate Timestamp : dc8743f9.7aeldfbe Thu, Mar 30 2017 17:44:41.00480...(22)
Receive Timestamp : dc8743FF.509290e3 Thu, Mar 30 2017 17:44:47.00314...(23)
Transmit Timestamp : dc8743ffF.4fbcc817 Thu, Mar 30 2017 17:44:47.00311...(24)

Filter Delay: 0.00000 0.00000 0.00000 0.00000...(25)
000000 0.00000 0.00000 0.00000
Filter Offset: 0.000000 0.000000 0.000000 0.000000...(26)
0.000000 0.000000 0.000000 0.000000
Filter Order: O 1 2 3...(27")
4 5 6 7
(28) (29 (€)) (€1))
Offset 0.000000, Delay 0.00000, Error Bound 3.99217, Filter Error 0.00000
(D) 1P
@) 1P
©)
active
passive
client
server
(O]
o) Stratum
6
@) 0 3
€) IP
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(©)

10

D

12)

(13) ID

(19) NTP

(15) ID

(16)

an

(18)

19 ( )

(20)

@1

(22)

(23)

(24)

(25) (

(26) (

@n

(28)

(29)

G0

G

show ntp status

NTP

show ntp status

1
1.01.01
NTP

# show ntp status
Leap Indicator: Synchronized. .. (1)
Stratum: 6...(@
Precision: -7...(3)
Root Distance: 0.09572 s...(4)
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Root Dispersion: 0.35197 s...(5)
Reference ID: [10.0.0.12]...(6)
Reference Time: déef4l7e.74ccec52 Tue, Mar 1 2016 3:48:14.00456...(7)
System Flags: Auth Monitor NTP Kernel Stats...(8)
Jitter: 0.007813 s...(9)
Stability: 0.000 ppm...(10)
Auth Delay: 0.000000 s..-(11)
@

Synchronized

Unsynchronized
2 Stratum
(©)
(©)
(©)
(6) IP
™
®)

Auth

Monitor

NTP

Kernel

Stats
®
(10) C ) (sfs)
1)

4.9 RMON (Remote network MONitoring)

(cLD) RMON

rmon collection stats

rmon collection stats INDEX [owner NAME]
no rmon collection stats INDEX

rmon collection history

rmon collection history INDEX [owner NAME] [buckets NUM]
[interval SECONDS]
no rmon collection history INDEX

rmon alarm rmon alarm INDEX VARIABLE INTERVAL {delta | absolute} rising-
threshold VALUE [RISING-EVENT-NUMBER] falling-threshold VALUE
[FALLING-EVENT-NUMBER] [owner STRING]
no rmon alarm INDEX

rmon event rmon event INDEX [log] [trap COMMUNITY] [owner NAME]
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[description TEXT]
no rmon event INDEX

show rmon alarm show rmon alarm

show rmon events show rmon events
show rmon history show rmon history
show rmon statistics show rmon statistics

snmp-server enable traps | snmp-server enable traps rmon [rising-alarm | falling-alarm]
rmon no snmp-server enable traps rmon [rising-alarm | falling-
alarm]

rmon collection stats

RMON RMON
no rmon collection stats

rmon collection stats /VDEX [owner NAME]
no rmon collection stats /AVDEX
INDEX (RMON ) 1

65535
owner MAME ( ) 127

12
RMON RMON
1.01.01
1/0/2 65 guest RMON

# configure terminal

(config)# interface port 1/0/2

(config-if-port)# rmon collection stats 65 owner guest
(config-if-port)#

rmon collection history

RMON
RMON no rmon collection
history

rmon collection history /VDEX [owner NVAWE] [buckets AUM] [interval
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rmon collection history

SECONDS]

no rmon collection history /NDEX

INDEX  RMON 1 65535

owner MAME ( ) 127

buckets AU ( )  RMON 1 65535
50

interval SECONDS ( ) 1 3600

1800
12
RMON RMON
1.01.01

1/0/8 RMON

# configure terminal

(config)# interface port 1/0/8

(config-if-port)# rmon collection history 101 owner it@domain.com interval 2000
(config-if-port)#

rmon alarm

no rmon alarm

rmon alarm /NDEX VARIABLE INTERVAL {delta | absolute} rising-
threshold VALUE [RISING-EVENT-NUMBER] falling-threshold VALUE
[FALL ING-EVENT-NUMBERY] [owner STRING]

no rmon alarm /NDEX

INDEX 1 65535
VARIABLE (0ID)
INTERVAL

( ) 1 2147483647
delta ( )
absolute
rising-threshold VALUE 0 2147483647
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rmon alarm
RISING-EVENT-NUMBER ( )
1 65535
falling-threshold VALUE 0 2147483647
FALLING-EVENT-NUMBER ( )
1 65535
owner STRING ( ) 127
12
1.01.01

# configure terminal

(config)# rmon alarm 783 1.3.6.1.2.1.2.2.1.12.6 30 delta rising-threshold 20 1 falling-
threshold 10 1 owner Name

(config)#
rmon event
no rmon event
rmon event /NDEX [log] [trap COMMUNITY] [owner NAME] [description
TEXT]
no rmon event /JNDEX
INDEX 1 65535
log ( )
trap COMMUNITY ( )  SNWP SNMP
127
owner MAME ( ) 127
description STRING ( ) RMON
127
12
log trap
log trap
SNMP
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rmon event

log trap
SNMP

1.01.01

13

# configure terminal

(config)# rmon event 13 log owner it@domain.com description iflnNUcastPkts is too much
(config)#

show rmon alarm

show rmon alarm

1.01.01

# show rmon alarm

@D €

Alarm Index 23, owned by IT

Monitors OID: 1.3.6.1.2.1.2.2.1.10.1 ...(3)
every 120 second(s) ..-(4)
® ®

Taking delta samples, last value was 2500
Q) ®

Rising threshold is 2000, assigned to event 12
® 10)

Falling threshold is 1100, assigned to event 12
On startup enable rising or falling alarm ...(11)

@

(&)

) 01D

4)
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®)
Taking absolute samples
Taking delta samples ( )

(©)

@)

(®)

(©)

(10)

(11

On startup enable rising or falling alarm

On startup enable rising alarm

On startup enable falling alarm

show rmon events

show rmon events

1.01.01

# show rmon events

@ @
Event 1, owned by managerl
Description is Errors ...(3)

Event trigger action: log & trap send to community manager ..

Last triggered time: 21:45:25, 0 ...(5)
Log: 1 ...(6)

Log Time: 0d, 21h:45m:25s ...(7)

Log Description: Errors ...(8)

Event 2, owned by manager2

Description is Errors

Event trigger action: log & trap send to community manager
Last triggered time: 0:0:0, O

-(®
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@

(&)

®

4)

®)

(©)

@)

(®)

show rmon history

RMON

show rmon history

1.01.01

RMON
# show rmon history
@ @ ©)

Index 1, owned by test, Data source is Portl1/0/2
Interval: 30 seconds ...(4)

® ®

Requested buckets: 50, Granted buckets: 50
Sample 1 ...(7)

@ ©
Received octets: 303595962, Received packets: 357568
a0 an

Broadcast packets: 3289, Multicast packets: 7287
Estimated utilization: 19 ...(12)

a3 a4

Undersized packets: 213, Oversized packets: 24
(15) (16)

Fragments: 2, Jabbers: 1

an (8)

CRC alignment errors: 0, Collisions: O

Drop events: 0 ...(19)
Sample 2

Received octets: 303596354, Received packets: 357898
Broadcast packets: 3329, Multicast packets: 7337
Estimated utilization: 19

Undersized packets: 213, Oversized packets: 24
Fragments: 2, Jabbers: 2

CRC alignment errors: 0, Collisions: 0

Drop events: O
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@

RMON

(&)

(©)

RMON

4)

®)

(©)

@)

®)

(©)

0

a1

12)

(&)

13)

64

14)

1,518

(15)

64

FCS (Frame Check Sequence)

(16)

1,518

FCS (Frame Check Sequence)

an

64 1,518

FCS (Frame Check Sequence)

(18)

(19)

show rmon statistics

RMON

show rmon statistics

1.01.01

RMON

# show rmon statistics

@

€)

©)

Index 1, owned by , Data source is Portl/0/1

(©)

®
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Receilved octets: 0, Received packets: 0

® Q)

Broadcast packets: 0, Multicast packets: O
® ®

Undersized packets: 0, Oversized packets: 0
(10) (@D

Fragments: 0, Jabbers: O

2 a3

CRC alignment errors: 0, Collisions: 0

Drop events: 0 ...(14)

as)

Packets in 64 octets: 0, Packets iIn 65-127 octets: 0O

Packets in 128-255 octets: 0, Packets in 256-511 octets: 0O
Packets in 512-1023 octets: 0, Packets in 1024-1518 octets: O

(1) | RVON

(&)

(3) | RVON

4)

®)

(©)

@)

(8) 64

) 1,518

(10) 64 FCS (Frame Check Sequence)

(1) 1,518 FCS (Frame Check Sequence)

(12) 64 1,518 FCS (Frame Check Sequence)

13)

(14) ( )

(15)

snmp-server enable traps rmon

SNMP

snmp-server enable traps rmon [rising-alarm | falling-alarm]
no snmp-server enable traps rmon [rising-alarm | falling-alarm]

rising-alarm ( ) (SNMP )
falling-alarm ( ) (SNMP )
12
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snmp-server enable traps rmon

1.01.01

SNMP

# configure terminal
(config)# snmp-server enable traps rmon
(config)#

4.10 SSH (Secure Shell)

(CLD) SSH

crypto key generate crypto key generate {rsa [modulus MODULUS-SIZE] | dsa}
crypto key zeroize crypto key zeroize {rsa | dsa}
ip ssh timeout ip ssh timeout SECONDS

no ip ssh timeout
ip ssh authentication- ip ssh authentication-retries NUMBER
retries no ip ssh authentication-retries
ip ssh server ip ssh server

no ip ssh server

ip ssh service-port ip ssh service-port TCP-PORT
no ip ssh service-port

show crypto key mypubkey | show crypto key mypubkey {rsa | dsa}

show ip ssh show ip ssh

show ssh show ssh

ssh user authentication- | ssh user NAME authentication-method {password | publickey URL

method | hostbased URL host-name HOSTNAME [IP-ADDRESS | IPV6-
ADDRESS]}

no ssh user NAME authentication-method

crypto key generate

RSA DSA
crypto key generate {rsa [modulus MODULUS-SIZE] | dsa}
rsa RSA
modullus MODULUS-SIZE ( )
RSA 360 512 768 1,024 2,048
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crypto key generate

dsa DSA DSA 1,024

15

1.01.01

RSA

# crypto key generate rsa

The RSA key pairs already existed.

Do you really want to replace them? (y/n)[n]: vy

Choose the size of the key modulus iIn the range of 360 to 2048.The process may take
a few minutes.

Number of bits in the modulus [768]: 768

Generating RSA key...Done

crypto key zeroize

RSA DSA

crypto key zeroize {rsa | dsa}

rsa RSA
dsa DSA

15

RSA DSA SSH

1.01.01

RSA

# crypto key zeroize rsa

Do you really want to remove the key? (y/n)[n]: vy

ip ssh timeout

SSH

no ip ssh timeout
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ip ssh timeout

ip ssh timeout SECONDS
no ip ssh timeout

SECONDS  SSH
) 30 600

(SSH

120

12

1.01.01

SSH 160

# configure terminal
(config)# ip ssh timeout 160
(config)#

ip ssh authentication-retries

SSH
no ip ssh authentication-retries

ip ssh authentication-retries MUWBER
no ip ssh authentication-retries
NUMBER ~ SSH 1 32
3

12
1.01.01

SSH 2

# configure terminal

(config)#

(config)# ip ssh authentication-retries 2
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ip ssh server

SSH
no ip ssh server

SSH

ip ssh server
no ip ssh server

12

1.01.01

SSH

# configure terminal
(confFig)# ip ssh server

(config)#

ip ssh service-port

SSH
no ip ssh service-port

22

ip ssh service-port 7CP-PORT
no ip ssh service-port

TCP-PORT SSH
1 65,535
TCP 22

SSH

TCP

22

12

1.01.01

3000

# configure terminal

(config)# ip ssh service-port 3000

(confiQ)#

show crypto key mypubkey

| RsA DSA
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show crypto key mypubkey

show crypto key mypubkey {rsa | dsa}

rsa RSA
dsa DSA

12

1.01.01

RSA

# show crypto key mypubkey rsa

% Key pair was generated at: 09:48:40, 2016-03-01...(2)

Key Size: 768 bits...(2)

Key Data:...(3)

AAAAB3NZz aClyc2EA AAADAQAB AAAAQWCN 6IRFHCBF jsHvYJQG iCLOp2kz 2v38ULC8
kAKra/zZe mG7IW3eC 8STcrkr5 s719H/bh jG/ogkwj SIUJSGOR e/sj6Ws=

(1) | RSA
(2) | RSA
(3) | RSA
show Ip ssh
SSH
show ip ssh
1
1.01.01
SSH

# show ip ssh
IP SSH server > Enabled...(1)
IP SSH service port 122...(2
SSH server mode Vv2...(3)
Authentication timeout : 120 secs...(4)
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Authentication retries : 3 times...(5)

@

SSH

(&)

SSH

®

SSH

4)

®)

show ssh

SSH

show ssh

1.01.01

SSH

1

V2 3des-cbc/shal-96 userl
V2 3des-cbc/hmac-shal user2

# show ssh

ONGME)) @)
SID Ver. Cipher Userid

®)
Client IP Address

Total Entries: 2

192.168.0.100
2000::243

(1) | SSH

(@) SSH

(3 |SSH Hashed Message
Authentication Code (HMAC)

*)

5) SSH IP

ssh user authentication-method

SSH

no ssh user MVAWE authentication-method

ssh user VAME authentication-method {password | publickey URL |
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ssh user authentication-method

hostbased UFL host-name HOSTNAME [ 1P-ADDRESS | 1PV6-ADDRESST}
no ssh user MWE authentication-method
user NAME 32
password SSH
publickey UFL SSH
URL
hostbased UFL SSH
SSH URL
host-name HOSTNAME 1 255
SSH

1P-ADDRESS ( ) SSH
1Pv4 SSH IPv4

SSH 1Pv4
1PV6-ADDRESS ( ) SSH
I1Pv6 SSH 1Pv6

SSH  IPv6
password

15
SSH

1 1
8KB
. ( base64
) base64
ssh-dss ssh-rsa

1.01.01

userl

# configure terminal
(config)# ssh user userl authentication-method publickey c:/userl.pub
(config)#
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4.11 sFlow

cLn sFlow

sflow receiver

stlow receiver INDEX [owner NAME] [expiry {SECONDS |
infinite}] [max-datagram-size SIZE] [host {IP-ADDRESS | IPV6-
ADDRESS}] [udp-port PORT]

no sflow receiver INDEX

sflow sampler

sflow sampler INSTANCE [receiver RECEIVER] [inbound |
outbound] [sampling-rate RATE] [max-header-size SIZE]
no sflow sampler INSTANCE

stlow poller

stlow poller INSTANCE [receiver RECEIVER] [interval SECONDS]
no sflow poller INSTANCE

show sflow

show sflow [agent | receiver | sampler | poller]

sflow receiver

sFlow
sFlow sFlow

1 no sflow receiver INDEX

sflow receiver /NDEX [owner NAME] [expiry {SECONDS | infinite}]
[max-datagram-size S/ZE] [host {/P-ADDRESS | IPV6-ADDRESS}Y] [udp-
port PORT]

no sflow receiver INDEX

INDEX 1 4
owner MNAME ( ) 32

expiry SECONDS ( ) 0 2000000

infinite ( )

max-datagram-size S/ZF ( ) 1 sFlow
700 1400
host /P-ADDRESS ( ) sFlow IPv4
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sflow receiver

host /PV6-ADDRESS ( ) sFlow 1Pv6
udp-port PORT ( ) sFlow UDP

1 65535 6343

0
1400

IP 0.0.0.0

UDP 6343
12

sFlow

no sflow receiver

1.01.01

collectorl 86400 1400 sFlow
10.1.1.2 UDP 6343 1

# configure terminal

(config)# sflow receiver 1 owner collectorl expiry 86400 max-datagram-size 1400 host
10.1.1.2 udp-port 6343

(config)#

sflow sampler

sFlow 1
no sflow sampler /INSTANCE

sflow sampler /NSTANCE [receiver RECEIVER] [inbound | outbound]
[sampling-rate RATE] [max-header-size S/ZF]
no sflow sampler /NSTANCE

INSTANCE 1
1 65535
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sflow sampler

receiver RECEIVER ( )

inbound ( )

outbound ( )

sampling-rate RATE ( ) 0
65536 0

max-header-size S/ZE ( )
18 256
128

12

inbound outbound
inbound

1.01.01

1 inbound 1024 128 1

# configure terminal
(config)# interface port 1/0/1

(config-if-port)# sflow sampler 1 receiver 1 inbound sampling-rate 1024 max-header-size
128

(config-if-port)#
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sflow poller

sFlow
no sflow poller /NSTANCE
sflow poller /NSTANCE [receiver RECEIVER] [interval SECONDS]
no sflow poller /NSTANCE
INSTANCE 1
1 65535
receiver RECEIVER ( )
0
interval SECONDS ( ) 0 120
0
0
12
0
1.01.01
1 20 1

# configure terminal
(config)# interface port 1/0/1

(config-if-port)# sflow poller 1 receiver 1 interval 20
(config-if-port)#

show sflow

sFlow

show sflow [agent | receiver | sampler | poller]

agent ( ) sFlow

receiver ( )

sampler ( )
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show sflow

poller ( )

1.01.01

sFlow

# show sflow

sFlow Agent Version
sFlow Agent Address
sFlow Agent IPv6 Address

Receivers Information
Index

Oowner

Expire Time

Current Countdown Time
Max Datagram Size
Address

Port

Datagram Version

Index

Owner

Expire Time

Current Countdown Time
Max Datagram Size
Address

Port

Datagram Version

. APRESIA Systems, Ltd Inc.;1.00 ..
: 10.5.2.200 ...(2)
: fe80::240:66FfF:fea2:10 ...(3)

1 ...
:...(®)
:0...(6)

0 ...("D
1400 ...(8)

: 0.0.0.0 ...(9
1 6343 ...(10)
:5 ...(1D

t 2

-0

-0

- 1400

: 0.0.0.0
I 6343
-5

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

RO

(1) | MIB

(2) | sFlow

(3) | sFlow IPv6

(4) | sFlow

®)

(6)

) )
@ |1 sFlow

(9) | sFlow IP IPv6

(10) | sFlow UDP
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(11) | sFlow

sFlow

sFlow MIB

1Pv4 IPv6

# show sflow agent

sFlow Agent Version
sFlow Agent Address

> APRESIA Systems, Ltd Inc.;1.00 ...(D)
1 10.90.90.90 ...(2)

sFlow Agent IPv6 Address : ...(3)
() | wmIB

(2) | sFlow IP

(3) | sFlow IPv6

4.12 SNMP (Simple  Network  Management

Protocol)

(LD SNMP

show snmp trap link-
status

show snmp trap link-status [interface INTERFACE-ID [,]-]11

show snmp-server

show snmp-server [traps]

show snmp-server trap-
sending

show snmp-server trap-sending [interface INTERFACE-ID [,]-11

snmp-server

snmp-server
no snmp-server

snmp-server contact

snmp-server contact TEXT
no snmp-server contact

snmp-server enable traps

snmp-server enable traps
no snmp-server enable traps

snmp-server enable traps
snmp

snmp-server enable traps snmp [authentication | linkup |
linkdown | coldstart | warmstart]

no snmp-server enable traps snmp [authentication | linkup |
linkdown | coldstart | warmstart]

snmp-server location

snmp-server location TEXT
no snmp-server location

snmp-server name

snmp-server name NAME
no snmp-server name

snmp-server trap-sending
disable

snmp-server trap-sending disable
no snmp-server trap-sending disable
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snmp-server service-port

snmp-server service-port PORT-NUMBER
no snmp-server service-port

shmp-server response
broadcast-request

snmp-server response broadcast-request
no snmp-server response broadcast-request

snmp trap link-status

snmp trap link-status
no snmp trap link-status

show snmp trap link-status

/ SNMP
show snmp trap link-status [interface /INTERFACE-ID [,]-1]1
interface /INTERFACE-ID ( )  SNMP

» port
[.1-1 ( )
1,3,5
1-5
1
SNMP
1.01.01
1/0/1 1/0/9 / SNMP

# show snmp trap link-status interface port 1/0/1-1/0/9

@ (@)

Port Trap state
Port1/0/1 Enabled
Port1/0/2 Enabled
Port1/0/3 Enabled
Port1/0/4 Enabled
Port1/0/5 Enabled
Port1/0/6 Enabled
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Port1/0/7 Enabled
Port1/0/8 Enabled
Port1/0/9 Enabled
@
@

show snmp-server

SNMP SNMP
show snmp-server [traps]
traps ( ) SNMP
1
1.01.01
SNMP
# show snmp-server
SNMP Server : Enabled ...(1)
Name : Switch ...(2)
Location N )]
Contact R ()]
SNMP UDP Port 161 ...(5)
SNMP Response Broadcast Request - Disabled ...(6)
(1) | SNMP
@
(€)]
“)
(5) | SNMP UDP
(6) | SNMP GetRequest

SNMP

# show snmp-server traps

Global Trap State : Disabled ..
Individual Trap State:
Authentication

Linkup
Linkdown

N

- Disabled ...(2)
- Disabled ...(3)
- Disabled ...(4)
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Coldstart
Warmstart

- Disabled ...(5)
- Disabled ...(6)

@

SNMP

(2 | s\p

®

4)

®)

(©)

show snmp-server trap-sending

SNMP
show snmp-server trap-sending [interface /INTERFACE-ID [,]-1]
interface /INTERFACE-ID ( )  SNMP
e port
[.1-1 ( )
1,3,5
1-5
1
SNMP
1.01.01
1/0/1 1/0/9  SNWP

# show snmp-server trap-sending interface port 1/0/1-1/0/9
@ @
Port Trap Sending
Port1/0/1 Enabled
Port1/0/2 Enabled
Port1/0/3 Enabled
Portl1/0/4 Disabled
Port1/0/5 Enabled
Portl1/0/6 Disabled
Port1/0/7 Enabled
Port1/0/8 Enabled

270/688




4

| Port1/0/9 Enabled
@
) SNMP
snmp-server
SNMP SNMP
no snmp-server
shmp-server
no snmp-server
12
SNMP SNMP SNMP SNMP
SNMP SNMP
SNMP SNMP
1.01.01
SNMP
# configure terminal
(config)# snmp-server
(config)#
shmp-server contact
no
snmp-server contact
snmp-server contact 7EXT
no snmp-server contact
contact T7EXT ( )
255
12

1.01.01

271/688




MIS Department 11

# configure terminal

(config)# snmp-server contact MIS Department 11
(confiQ)#

snmp-server enable traps

SNMP SNMP
no snmp-server enable traps

snmp-server enable traps
no snmp-server enable traps

12

SNMP shmp-server
enable traps

1.01.01

SNMP

# configure terminal
(config)# snmp-server enable traps
(confFiQ)#

snmp-server enable traps snmp

SNMP

SNMP no snmp-server
enable traps snmp
snmp-server enable traps snmp [authentication | linkup | linkdown
| coldstart | warmstart]
no snmp-server enable traps snmp [authentication | linkup |
linkdown | coldstart | warmstart]

authentication ( )  SNMP
SNMP
authenticationFailuretrap
SNMP SNMPv1
SNMPv2c
SNMPv3 SHA/MD5
linkup ( )
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snmp-server enable traps snmp

linkdown ( )
coldstart ( )
warmstart ( )
12
SNMP SNMP
1.01.01
public SNMP

10.9.18.100

# configure terminal

(config)# snmp-server enable traps

(config)# snmp-server enable traps snmp

(config)# snmp-server host 10.9.18.100 version 2c public
(config)#

SNMP

# configure terminal
(config)# snmp-server enable traps snmp authentication
(config)#

snmp-server location

no
snmp-server location

snmp-server location 7EXT
no snmp-server location

location 7EXT ( )
255

12
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snmp-server location

1.01.01

HQ 15F

# configure terminal
(config)# snmp-server location HQ 15F
(config)#

snmp-server name

name

no snmp-server

snmp-server name MNAME
no snmp-server name

NAVE ( )
10

64

Switch

12

1.01.01

SiteA-switch

# configure terminal
(config)# snmp-server name SiteA-switch
(confiQ)#

snmp-server trap-sending disable

SNMP
SNMP
trap-sending disable

no snmp-server

snmp-server trap-sending disable

no snmp-server trap-sending disable

12

SNMP
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snmp-server trap-sending disable

SNMP

1.01.01

1/0/8 SNMP

# configure terminal

(config)# interface port 1/0/8

(config-if-port)# snmp-server trap-sending disable
(config-if-port)#

snmp-server service-port

SNMP UDP UDP

no snmp-server service-port
snmp-server service-port PORT-NUMBER
no snmp-server service-port
PORT-NUMBER  UDP 1 65535
161

12

UDP SNMP

1.01.01

SNMP UDP

# configure terminal

(config)# snmp-server service-port 50000
(config)#

snmp-server response broadcast-request

SNMP GetRequest
SNMP GetRequest
no snmp-server response broadcast-request

snmp-server response broadcast-request
no snmp-server response broadcast-request
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snmp-server response broadcast-request

12
NMS SNMP
GetRequest NMS
SNMP  GetRequest
GetRequest
1.01.01

SNMP GetRequest
# configure terminal

(config)# snmp-server response broadcast-request
(config)#

snmp trap link-status

no snmp trap link-status

snmp trap link-status
no snmp trap link-status

12

1.01.01

1/0/1
# configure terminal
(config)# interface port 1/0/1

(config-if-port)# no snmp trap link-status
(config-if-port)#
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4.13 SNMPv3

(Simple

Network

Management

Protocol version 3)
cLn SNMPv3
show snmp show snmp {community | host | view | group | enginelD}

show snmp user

show snmp user [USER-NAME]

snmp-server community

snmp-server community [0 | 7] COMMUNITY-STRING [view VIEW-

NAME] [ro | rw] [access IP-ACL-NAME]

no snmp-server community [0 | 7] COMMUNITY-STRING

snmp-server enginelD
local

snmp-server enginelD local ENGINEID-STRING
no snmp-server enginelD local

snmp-server group

snmp-server group [0 | 7] GROUP-NAME {v1 | v2c | v3 {auth |
noauth | priv}} [read READ-VIEW] [write WRITE-VIEW] [notify

NOTIFY-VIEW] [access IP-ACL-NAME]

no snmp-server group [0 | 7] GROUP-NAME {v1 | v2c | v3 {auth |

noauth | priv}}

snmp-server host

snmp-server host {IP-ADDRESS | IPV6-ADDRESS} [version {1 | 2c
| 3 {auth | noauth | priv}}] COMMUNITY-STRING [port PORT-

NUMBER]

no snmp-server host {IP-ADDRESS | IPV6-ADDRESS}

snmp-server source-
interface traps

snmp-server source-interface traps INTERFACE-ID

no snmp-server source-interface traps

snmp-server user

snmp-server user USER-NAME GROUP-NAME {v1 | v2c | v3
[encrypted] [auth {md5 | sha} AUTH-PASSWORD [priv PRIV-

PASSWORD] ]} [access IP-ACL-NAME]

no snmp-server user USER-NAME GROUP-NAME {vl1 | v2c | v3}

snmp-server view

snmp-server view VIEW-NAME OID-TREE {included | excluded}

no snmp-server view VIEW-NAME

show snmp

SNMP

show snmp {community | host | view | group | enginelD}

community SNMP

host SNMP

view SNMP

group SNMP

enginelD SNMP ID
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show snmp

SNMP
SNMPv1

snmp-server user vi/v2c
SNMPv2c

1.01.01

SNMP

# show snmp community

Community : public ...(D
Access : read-only ...(2)
View = ConmunityView ...(3)

Community : private
Access : read-write
View - CommunityView

Total Entries: 2

(L) | sNup

2 |MmB

(3) | sNup SNMP
SNMP

# show snmp host

Host IP Address : 10.20.30.40 ...(0)

SNMP Version YA R ¢2))
Community Name : public ...(3)
UDP Port : 50001 ...(%)
Host IP Address : 10.10.10.1

SNMP Version > V3 noauthnopriv
SNMPv3 User Name : userl ...(5)
UDP Port - 50001

Host IPv6 Address: 1:12:123::100 ...(6)
SNMP Version > V3 noauthnopriv
SNMPv3 User Name : user2

UDP Port : 162

Total Entries: 3

(1) | sNup P
(2 | sNup SNMP
V1 SNMPv1
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V2C  SNMPv2c

V3 noauthnopriv SNMPv3 (
V3 authnopriv  SNMPv3 (
V3 authpriv SNMPv3 (

SNMP SNMP

®

(4) | uop

SNMP SNMP

®)

SNMP 1Pv6

(©)

SNMP

# show snmp view

@D @) ®
restricted(included) 1.3.6.1.2.1.1
restricted(included) 1.3.6.1.2.1.11
restricted(included) 1.3.6.1.6.3.10.
restricted(included) 1.3.6.1.6.3.11
restricted(included) 1.3.6.1.6.3.15
CommunityView(included) 1
CommunityView(excluded) 1.3.6.1.6
CommunityView(included) 1.3.6.1.6.3.1

Total Entries: 8

(1) | snwp

oID SNMP
included OID
excluded OID

@
SNMP
SNMP

(3) |oIp

SNMP

# show snmp group

@

GroupName: public
©)
ReadView
NotifyView
IP access control list:

: CommunityView
: CommunityView ..

-..(6)

.(5)

GroupName: public
ReadView : CommunityView
Notifyiew : CommunityView
IP access control list:

GroupName: initial
ReadView > restricted
Notifyiew : restricted
IP access control list:

GroupName: private
ReadView : CommunityView
Notifyiew : CommunityView

&)

SecurityModel :

©)

WriteView

SecurityModel :

WriteView

SecurityModel :

WriteView

SecurityModel :
: CommunityView

WriteView

vl

v3/noauth

vl
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ReadView
NotifyView

GroupName: private

: CommunityView
: CommunityView
IP access control list:

Total Entries: 5

IP access control list:

SecurityModel: v2c

WriteView

: CommunityView

(1) | snwp

¢))

vl SNMPv1

v2c SNMPv2c

v3/noauth SNMPv3 ( )
v3/auth SNMPv3 ( )
v3/priv SNMPv3 ( )

®)

SNMP

(read-view)

4)

SNMP

(write-view)

®)

SNMP

SNMP

(notify-view)

(©)

SNMP 1D

# show snmp enginelD

Local SNVMP enginelD: 800001160300406670450000 ..

D

(1) | SNwp

show snmp user

SNMP
show snmp user [USER-NANME]
USER-NAME ( )  SNMP

1

shmp-server community
show snmp user

1.01.01

SNMP

| # show snmp user userl
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User Name: userl ...(1)
Security Model: 3 ...(2)
Group Name: public ...(3)
Authentication Protocol: MD5 ...(4)
Privacy Protocol: None ...(5)
Engine 1D: 8000011603004066ab783800 -..(6)
IP access control list: ...(7)

Total Entries: 1

(1) | SNwp
@
1 SNMPv1
2 SNMPv2c
3 SNMPv3
(3) | sNp SNVP
(4) | SNWP

md5 HMAC-MD5-96
sha HMAC-SHA-96

®
(6) | SNWP ID
(M | SNWP IP

snmp-server community

SNMP
no snmp-server community
snmp-server community [0 | 7] COMWUNITY-STRING [view VIEW-NAWE]
[ro | rw] [access [/P-ACL-NAME]
no snmp-server community [0 | 71 COMMUNITY-STRING
0 ( )  SNMP
SNMP
7 ( )  SNMP
COMMUNITY-STRING 32
35
view VIEW-NANE ( )  SNWP
SNMP
ro ( ) MIB read-only
rw ( ) MIB read-write
access /P-ACL-NAME ( ) SNMP
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snmp-server community

SNMP
Source Address
SNMP
Private CommunityView Read/Write
Public CommunityView Read Only
12
SNMPv1 SNMPv2c
SNMPv1 SNMPv2c
snmp-server user
shmp-server community 2
SNMP 2 SNMP
SNMPv1 SNMPv2c
view
SNMP
SNMP
1.01.01
SNMP interfacesMibView interfacesMibView read-write
comaccess

# configure terminal

(config)# snmp-server view interfacesMibView 1.3.6.1.2.1.2 included
(config)# snmp-server community comaccess view interfacesMibView rw
(confFiQ)#

snmp-server enginelD local

SNMP ID SNMP ID
no snmp-server enginelD local

snmp-server enginelD local ENGINEID-STRING
no snmp-server enginelD local

ENGINEID-STRING ID 24 (16 )

SNMP ID

12
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snmp-server enginelD local

SNMP ID 16 16
24 16 24
0
1.01.01
SNMP ID 332200000000000000000000

# configure terminal
(config)# snmp-server enginelD local 3322
(config)#

snmp-server group

SNMP SNMP

no snmp-server group

snmp-server group [0 | 7] GROUP-NAME {v1 | v2c | v3 {auth | noauth
| priv}} [read READ-VIEN] [write WRITE-VIEN] [notify NOTIFY-VIEW]
[access /P-ACL-NAME]

no snmp-server group [0 | 7] GROUP-NAME {vl1 | v2c | v3 {auth |
noauth | priv}}

0( )

7 ( )

GROUP-NAME 32

35

vl SNMPv1l
v2c SNMPv2c
v3 SNMPv3
auth
noauth
priv
read READ-VIEW ( )
read-view
write WRITE-VIEW ( )
write-view
notify NOTIFY-VIEW ( ) SNMP
notify-view
access /P-ACL-NAME ( ) IP
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snmp-server group

Read Write Notify
View View View
Initial SNMPv3 Noauth Restric | None Restricted
ted
ReadGroup | SNMPv1 Noauth Communi | None CommunityV
tyView iew
ReadGroup | SNMPv2c Noauth Communi | None CommunityV
tyView iew
WriteGroup | SNMPv1 Noauth Communi | Communit | CommunityV
tyView | yView iew
WriteGroup | SNMPv2c Noauth Communi | Communit | CommunityV
tyView | yView iew
12
SNMP read-view write-
view nofity-view
SNMP SNMP

SNMPv1l  SNMPv2c  SNMPv3

SNMPV3 SNMPv3 Auth
SNMPv3 Priv
no snmp-server group
SNMP
SNMP

read-view MIB
write-view MIB

write-view MIB
notify-view SNMP

MIB SNMP
(
) notify-view

MIB
1.01.01
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SNMPv3

SNMPv2c SNMP

guestgroup

# configure terminal

(config)# snmp-server view interfacesMibView 1.3.6.1.2.1.2 included
(config)# snmp-server group guestgroup v3 auth read interfacesMibView
(config)# snmp-server group guestgroup v2c read CommunityView write CommunityView

(config)#

snmp-server host

SNMP
server host

no snmp-

snmp-server host {/P-ADDRESS | IPV6-ADDRESS} [version {1 | 2¢c | 3
{auth | noauth | priv}}] COMUNITY-STRING [port PORT-NUMBER]
no snmp-server host {/P-ADDRESS | 1PV6-ADDRESS}

IP-ADDRESS SNMP 1Pv4
1PV6-ADDRESS ~ SNMP 1Pv6
version ( ) SNMP SNMP
SNMPv1
1 SNMP SNMPv1
2c SNMP SNMPv2c
3 SNMP SNMPv3
auth
noauth
priv
COMMUNITY-STRING SNMP
SNMP SNMPv3
snmp-server user

port PORT-NUMBER ( ) UDP 1 65535

SNMP 162
SNMP 1

12
SNMP SNMP
SNMP snmp-server host
SNMP
SNMPv1
SNMPv2c SNMP
SNMPv3 SNMPv3 SNMPv2
SNMPv1 SNMPv2c SNMP
SNMP
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snmp-server host

SNMPv3 SNMP
SNMPv3
snmp-server user snmp-server user v3
SNMP
notify-view
SNMP notify-
view
1.01.01
SNMP 163.10.50.126 SNMPv3

comaccess

# configure terminal
(config)# snmp-server community comaccess rw

(config)# snmp-server host 163.10.50.126 version 3 auth comaccess
(config)#

SNMP 163.10.50.126 SNMPv3
comaccess UDP 50001

# configure terminal
(config)# snmp-server community comaccess rw

(config)# snmp-server host 163.10.50.126 version 3 auth comaccess port 50001
(config)#

snmp-server source-interface traps

SNMP IP
no snmp-server source-interface traps
snmp-server source-interface traps /NTERFACE-ID
no snmp-server source-interface traps
INTERFACE-ID SNMP
IP ID

e vlan VLAN

e mgmt

IP
12

1.01.01
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VLAN10O  SNMP

# configure terminal

(config)# snmp-server source-interface traps vlanl100

(config)#

snmp-server user

SNMP SNMP
server user

no snmp-

snmp-server user USER-NAME GROUP-NAME {v1 | v2c | v3 [encrypted]
[auth {md5 | sha} AUTH-PASSWORD [priv PRIV-PASSWORD]1} [access /P-

ACL-NAWE]

no snmp-server user USER-NAME GROUP-NAME {v1 | v2c | v3}
USER-NAME 32

GROUP-NAME

vl SNMPv1

v2c SNMPv2c

v3 SNMPv3
encrypted ( )
auth md5 ( )  HWMAC-MD5-96
auth sha ( )  HMAC-SHA-96
AUTH-PASSWORD HMAC-MD5-96
8 16

HMAC-SHA-96 8 20

encrypted MD5 16
SHA 20 16

priv PRIV-PASSWORD ( ) 8
16

encrypted 16

16 DES (Data
Encryption Standard)
access IP-ACL-NAME ( ) IP
initial
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snmp-server user

initial
12
MD5 SHA
16
O 9 (A P (@ o
SNMP SNMP
1.01.01
SNMPv3 public userl

# configure terminal
(config)# snmp-server user userl public v3 auth md5 authpassword priv privpassword
(confiQ)#

MD5

# configure terminal

(config)# snmp-server user userl public v3 encrypted auth md5
00112233445566778899AABBCCDDEEFF

(config)#

snmp-server view

SNMP SNMP

no snmp-server view
snmp-server view VIEW-NAME OID-TREE {included | excluded}
no snmp-server view V/EW-NAME
VIEW-NAME SNMP 1 32
OID-TREE SNMP oID

01D 1.3.6.2.4

included oID SNMP
excluded oID SNMP

VIEW-NAME OID-TREE SNMP
Restricted 1.3.6.1.2.1.1 Included
Restricted 1.3.6.1.2.1.11 Included
Restricted 1.3.6.1.6.3.10.2.1 Included
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shmp-server view

Restricted 1.3.6.1.6.3.11.2.1 Included
Restricted 1.3.6.1.6.3.15.1.1 Included
CommunityView 1 Included
CommunityView 1.3.6.1.6.3 Excluded
CommunityView 1.3.6.1.6.3.1 Included

12
MIB SNMP SNMP

snmp-server group  snmp-server community

1.01.01

interfacesMibView
SNMP guestgroup

SNMP interfacesMibView read view

# configure terminal

(config)# snmp-server view interfacesMibView 1.3.6.1.2.1.2 included
(config)# snmp-server group guestgroup v3 auth read interfacesMibView

(config)#

4.14

SNTP (Simple Network Time

Protocol)

Protocol)

(CLD) SNTP (Simple Network Time

clock set

clock set HH:MM:SS DAY MONTH YEAR

clock summer-time

clock summer-time recurring WEEK DAY MONTH HH:MM WEEK DAY
MONTH HH:MM [OFFSET]

clock summer-time date DATE MONTH YEAR HH:MM DATE MONTH YEAR
HH:-MM [OFFSET]

no clock summer-time

clock timezone

clock timezone {+ | -} HOURS-OFFSET [MINUTES-OFFSET]
no clock timezone

show clock

show clock

show sntp

show sntp

sntp server

sntp server {IP-ADDRESS | IPV6-ADDRESS}
no sntp server {IP-ADDRESS | IPV6-ADDRESS}

sntp enable

sntp enable

289/688



no sntp enable

sntp interval sntp interval SECONDS
no sntp interval

clock set
clock set HH:MN:SS DAY MONTH YEAR
HH:zM:SS (24 )
DAY « )
MONTH January Jan February Feb
YEAR ( )
12
SNTP
clock set clock timezone
clock set RTC (
)
SNTP
SNTP
1.01.01
2016 3 1 6:00
| # clock set 18:00:00 1 Mar 2016
clock summer-time
( )

no clock summer-time

clock summer-time recurring WEEK DAY MONTH HH:MW WEEK DAY MONTH
HH =MW [OFFSET]
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clock summer-time

clock summer-time date DATE MONTH YEAR HH:MW DATE MONTH YEAR HH:MM
[OFFSET]
no clock summer-time

recurring

date

WEEK 1 4 last)
DAY sun  mon

DATE 1 31

MONTH January
February

YEAR

HH M (24 )

OFFSET ( ) 30
60 90 120 60

12

clock summer-time 2 1 recurring
1 date

recurring date
2

1.01.01

4 1 2:00 10 2:00

# configure terminal
(config)# clock summer-time recurring 1 sun April 2:00 last sun October 2:00
(config)#

clock timezone

(UTC)
no clock timezone

clock timezone {+ | -} HOURS-OFFSET [MINUTES-OFFSET]
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clock timezone

no clock timezone

+ UTC
- UTC

HOURS-OFFSET  UTC
MINUTES-OFFSET ( ) UTC

UTC+09:00

12

UTc

1.01.01

uTC 8

(PST)

# configure terminal
(config)# clock timezone - 8
(config)#

show clock

show clock

SNTP

No Time Source

1.01.01

# show clock

Current Time Source
Current Time

Time Zone

Daylight Saving Time

: System Clock...(2)

: 12:27:51, 2016-03-01...(2)
: UTC +09:00...(3)

: Disabled...(4)

@

(&)
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(©)

4)

show sntp

SNTP

show sntp

1.01.01

SNTP

# show sntp

SNTP Status

SNTP Server Status:

©)
SNTP Server

> Enabled...(D)
SNTP Poll Interval : 720 seconds...(2)

@ ® ®

Stratum Version Last Receive

10.0.0.11
10.0.0.11

10::2
fe80::1111 vianl

8 4 00:02:02
7 4 00:01:02 Synced

Total Entries: 4

D SNTP

(2) | SNTP

) SNTP

1P

(4) | SNTP Stratum

(5) | SNTP

(©)

sntp server

SNTP

SNTP

no sntp server

sntp server {/P-ADDRESS | 1PV6-ADDRESS}
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sntp server
no sntp server {/P-ADDRESS | IPV6-ADDRESS}
1P-ADDRESS SNTP 1Pv4
1PV6-ADDRESS SNTP 1Pv6
12
SNTP NTP NTP
SNTP  NTP
SNTP 100
NTP
SNTP
NTP sntp server 1 sntp server
SNTP 1P SNTP
SNTP no sntp server
SNTP UTc
1.01.01
IP 192.168.22.44  SNTP

# configure terminal
(config)# sntp server 192.168.22.44
(config)#

sntp enable

SNTP SNTP
no sntp enable

sntp enable
no sntp enable

12
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sntp enable

1.01.01

SNTP

# configure terminal
(config)# sntp enable
(config)#

sntp interval

SNTP

sntp interval SECONDS
no sntp interval

SECONDS 30 99,999

720

12

1.01.01

100

# configure terminal
(config)# sntp interval 100
(config)#

4.15 (ULD)

(cLD) (ULD)

uld enable uld enable
no uld enable

uld action uld action shutdown
no uld action

uld discovery-time uld discovery-time SECONDS
no uld discovery-time
show uld show uld [interface INTERFACE-ID [,]-]1]

295/688



uld enable

EtherOAM

no uld enable

uld enable
no uld enable

12

(ULD) 802.3ah EtherOAM
EtherOAM

1.01.01

1/0/1 EtherOAM

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# uld enable
(config-if-port)#

uld action

no uld action

uld action shutdown
no uld action

shutdown

12

« errdisable recovery cause
(ULD)
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uld action

. shutdown no shutdown

1.01.01

1/0/1

# configure terminal
(config)# interface port 1/0/1

(config-if-port)# uld action shutdown
(config-if-port)#

uld discovery-time

uld discovery-time SECONDS
no uld discovery-time
SECONDS 5 65535
5
12
1.01.01
1/0/1 7
# configure terminal

(config)# interface port 1/0/1
(config-if-port)# uld discovery-time 7
(config-if-port)#

show uld

show uld [interface INTERFACE-ID [,]-11

interface INTERFACE-1D ( )

* port
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show uld

[.1-1 ( )
1,3,5

1-5

1.01.01

1/0/1

# show uld interface port 1/0/1

Portl/0/1 ...(L)

Admin State : Enabled ...(2)
Oper Status > Enabled ...(3)
Action : Shutdown ...(4)
Link Status : Bidirectional ...(5)
Discovery Time(Sec) :5...(6)
@
@
(©)]
©)
Shutdown
Normal
®)
Bidirectional
RX Fault
TX Fault
Link Down
Unknown
(6)
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5.1

(ERPS)

(CL1) (ERPS)

description

description DESCRIPTION
no description

ethernet ring g8032

ethernet ring g8032 RING-NAME
no ethernet ring g8032 RING-NAME

ethernet ring g8032
profile

ethernet ring g8032 profile PROFILE-NAME
no ethernet ring g8032 profile PROFILE-NAME

tcn-propagation

tcn-propagation
no tcn-propagation

r-aps channel-vlan

r-aps channel-vlan VLAN-ID
no r-aps channel-vlan

inclusion-list vlan-ids

inclusion-list vlan-ids VLAN-ID [,]-]
no inclusion-list vlan-ids VLAN-ID [,]-]

instance instance INSTANCE-ID
no instance INSTANCE-ID
level level MEL-VALUE
no level
sub-ring sub-ring SUB-RING-NAME
no sub-ring SUB-RING-NAME
profile profile PROFILE-NAME
no profile PROFILE-NAME
port0 port0 interface INTERFACE-ID
no port0
portl portl {interface INTERFACE-ID | none}
no portl
revertive revertive
no revertive
rpl rpl {port0 | portl} {owner}
no rpl
show ethernet ring g8032 | show ethernet ring g8032 {status | brief} [RING-NAME]
activate activate
no activate
timer timer {guard MILLI-SECONDS | hold-off SECONDS | wtr MINUTES}

no timer [guard | hold-off | wtr]

299/688



description

ERP

no description

description DESCRIPTION

no description

DESCRIPTION 64

ERPS

12

1.01.01

major-ring G.8032 ( ) ERP

# configure terminal

(config)# ethernet ring g8032 major-ring

(config-erps-ring)# instance 1

(config-erps-ring-instance)# description major-ring instance 1
(config-erps-ring-instance)#

ethernet ring g8032

ERPS
no ethernet ring g8032

ethernet ring g8032 RING-NAME
no ethernet ring g8032 RING-NAME

RING-NAME 32

12

14

1.01.01

major-ring

# configure terminal

(config)# ethernet ring g8032 major-ring
(config-erps-ring)#
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ethernet ring g8032 profile

G.8032 ( )

no ethernet ring g8032 profile

ethernet ring g8032 profile PROFILE-NAME
no ethernet ring g8032 profile PROFILE-NAME

PROFILE-NAME 32

12

1.01.01

campus

# configure terminal

(config)# ethernet ring g8032 profile campus
(config-erps-ring-profile)# timer guard 700
(config-erps-ring-profile)# timer hold-off 1
(config-erps-ring-profile)# timer wtr 1
(config-erps-ring-profile)#

tcn-propagation

ERP ERP

no tcn-propagation

tcn-propagation
no tcn-propagation

12

1.01.01

campus TCN

# configure terminal

(config)# ethernet ring g8032 profile campus
(config-erps-ring-profile)# tcn-propagation
(config-erps-ring-profile)#
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r-aps channel-vlan

ERP APS VLAN
no r-aps channel-vlan
r-aps channel-vlan VZAN-1D
no r-aps channel-vlan
VLAN-1D ERP APS VLAN  VLAN ID 1
4094
ERPS
12
ERP APS VLAN
ERP APS VLAN ERP
ERP APS VLAN
ERP APS VLAN
APS VLAN ERP
1.01.01
ERP 1 APS VLAN VLAN2

# configure terminal

(config)# ethernet ring g8032 ring2
(config-erps-ring)# exit

(config)# ethernet ring g8032 ringl
(config-erps-ring)# sub-ring ring2
(config-erps-ring)# exit

(config)# ethernet ring g8032 ring2
(config-erps-ring)# port0 interface port 1/0/1
(config-erps-ring)# portl none
(config-erps-ring)# instance 1
(config-erps-ring-instance)# r-aps channel-vlan 2
(config-erps-ring-instance)#

inclusion-list vlan-ids

(ERPS) LAN
(VLAN) 1D
VLAN 1D no inclusion-list vlan-ids

inclusion-list vlan-ids VLAN-1D [,]-]
no inclusion-list vlan-ids VLAN-1D0 [,]-]

VLAN-ID ERP VLAN VLAN 1D
1 4094
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inclusion-list vlian-ids

[.1-1 ¢ ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
ERPS
12
1.01.01
VLAN  ERP 1 100 200

# configure terminal

(config)# ethernet ring g8032 ring2
(config-erps-ring)# instance 1
(config-erps-ring-instance)# exit
(config-erps-ring)# exit

(config)# ethernet ring g8032 ringl
(config-erps-ring)# sub-ring ring2
(config-erps-ring)# exit

(config)# ethernet ring g8032 ring2
(config-erps-ring)# portO interface port 1/0/1
(config-erps-ring)# portl none

(config-erps-ring)# instance 1
(config-erps-ring-instance)# r-aps channel-vlan 20
(config-erps-ring-instance)# inclusion-list vlan-ids 100-200
(config-erps-ring-instance)#

instance
ERP ERPS
ERP nho instance
instance /NSTANCE-ID
no instance /NSTANCE-ID
INSTANCE-ID ERP 1 32
ERPS
12
1.01.01
major-ring ERP 1
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5 2

# configure terminal

(config)# ethernet ring g8032 major-ring
(config-erps-ring)# instance 1
(config-erps-ring-instance)#

level
ERP MEL  ( )
no level
level MEL-VALUE
no level
MEL-VALUE ERP MEL ( )
1
ERPS
12
ERP MEL
)
CFM (Connectivity Fault Management)
MEL ( ) CFM
1.01.01
ERP 1 MEL  ( ) 6

# configure terminal

(config)# ethernet ring g8032 ring2
(config-erps-ring)# exit

(config)# ethernet ring g8032 ringl
(config-erps-ring)# sub-ring ring2
(config-erps-ring)# exit

(config)# ethernet ring g8032 ring2
(config-erps-ring)# port0 interface port 1/0/1
(config-erps-ring)# portl none
(config-erps-ring)# instance 1
(config-erps-ring-instance)# level 6
(config-erps-ring-instance)#

sub-ring

no sub-ring

sub-ring SUB-RING-NAWE
no sub-ring SUB-RING-NAME

SUB-RING-NAME

ERPS

12
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sub-ring

1.01.01

ring2 ringl
# configure terminal

(config)# ethernet ring g8032 ring2
(config-erps-ring)# exit

(config)# ethernet ring g8032 ringl
(config-erps-ring)# sub-ring ring2
(config-erps-ring)#

profile

ERP

no profile

profile PROFILE-NAWE

no profile PROFILE-NAME

PROFILE-NAME  ERP

ERPS

12
ERP
ERP
VLAN 1 ERP
VLAN ERP VLAN
ERP

1.01.01

campus 700 1 WTR
1 ERP 1 ERP 2

# configure terminal

(config)# ethernet ring g8032 profile campus
(config-erps-ring-profile)# timer guard 700
(config-erps-ring-profile)# timer hold-off 1
(config-erps-ring-profile)# timer wtr 1
(config-erps-ring-profile)# exit

(config)# ethernet ring g8032 ringl
(config-erps-ring)# port0 interface port 1/0/1
(config-erps-ring)# portl interface port 1/0/2
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2

(config-erps-ring)# instance 1
(config-erps-ring-instance)# profile campus
(config-erps-ring-instance)# exit
(config-erps-ring)# exit

(config)# ethernet ring g8032 ring2
(confFig-erps-ring)# exit

(config)# ethernet ring g8032 ringl
(config-erps-ring)# sub-ring ring2
(config-erps-ring)# exit

(config)# ethernet ring g8032 ring2
(config-erps-ring)# port0 interface port 1/0/3
(config-erps-ring)# portl none
(config-erps-ring)# instance 2
(config-erps-ring-instance)# profile campus
(config-erps-ring-instance)#

port0

no port0

port0 interface /NTERFACE-ID
no porto0

INTERFACE-ID 1

1D
* port

¢ port-channel

ERPS

12

* ERPS

1.01.01

1/0/1 major-ring 1

# configure terminal

(config)# ethernet ring g8032 major-ring
(config-erps-ring)# port0 interface port 1/0/1
(config-erps-ring)#
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portl

no portl

portl {interface /NTERFACE-1D | none}
no portl

INTERFACE-ID 2

1D
 port

e port-channel

none 2
ERPS
12
portl none
» ERPS
1.01.01

ring2

# configure terminal

(config)# ethernet ring g8032 ringl
(config-erps-ring)# sub-ring ring2
(config-erps-ring)# exit

(config)# ethernet ring g8032 ring2
(config-erps-ring)# portl none
(config-erps-ring)#

revertive

RPL
revertive

no

revertive
no revertive
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revertive
12
WTR
WTR
RPL
RPL
(ERPS)
(ERPS)
2
1.01.01
campus
# configure terminal
(config)# ethernet ring g8032 profile campus
(config-erps-ring-profile)# no revertive
(config-erps-ring-profile)#
rpl

RPL RPL

RPL no rpl

rpl {port0 | portl} {owner}

no rpl

port0 1 (port0) RPL

portl 2 (portl) RPL

owner RPL

ERPS

12
ERP RPL
RPL
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rpl

1.01.01

RPL 1 (port0)  ERP 1 RPL

# configure terminal

(config)# ethernet ring g8032 major-ring
(config-erps-ring)# portO interface port 1/0/1
(config-erps-ring)# portl interface port 1/0/2
(config-erps-ring)# instance 1
(config-erps-ring-instance)# rpl portO owner
(config-erps-ring-instance)#

show ethernet ring g8032

ERP

show ethernet ring g8032 {status | brief} [RING-NAWE]

status ERP
brief ERP
RING-NANE ( ) ERP

1.01.01

ERP

# show ethernet ring g8032 status

ERPS Version: G.8032v1 ...(1)

Ethernet Ring ringl ...(2)
Admin PortO: Portl/0/1 ...(3)
Admin Portl: Portl/0/2 ...(3)

Instance : 1 ...(4)

Instance Status: Idle ...(5)

®) @

R-APS Channel : 2,Protected VLANs:1,3-4094
Port0: Portl/0/1, Blocking ...(8)

Portl: Portl/0/2, Forwarding ...(8)
Profile: ...(9)

Description - ...(10)
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Guard Timer: 500 milliseconds ...(11)

Hold-off Timer: O milliseconds ...(12)

WTR Timer: 5 minutes ...(13)

Revertive ...(14)

MEL: 1 ...(15)

RPL Role: Owner ...(16)

RPL Port: PortO ...(17)

Sub Ring Instance : 2, TC Propagation State: Enabled ...(18)

Ethernet Ring ring2
Admin PortO: Portl/0/3
Admin Portl: virtual channel

Instance : 2

Instance Status: ldle

R-APS Channel : 3,Protected VLANs:1-2,4-4094
PortO: Portl/0/3, Blocking

Portl: virtual channel, Forwarding
Profile: pl

Description :

Guard Timer: 500 milliseconds
Hold-off Timer: O milliseconds
WTR Timer: 5 minutes

Revertive

MEL: 1

RPL Rolle: None

RPL Port: -

Sub Ring Instance: none

€H) (ERPS)
@
€) (port0 portl)
4 ID
(5) |ERP
Deactivated
Idle
Protection
(6) | ERP APS VLAN
(7) | ERP VLAN
®) (port0 portl)
(port0 portl)
Forwarding
Blocked ( )
SF Blocked ( )
(9 |ERP
(10) | ERP
1)
12)
(13) | WTR
(14)
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Revertive
Non-revertive

(15) | ERP MEL  ( )
(16) (ERPS)
Owner RPL
None
(17) | RPL
(18)
none

TC Propagation State:Enabled
TC Propagation State:Disabled

(ERPS) ERP
# show ethernet ring g8032 brief
ERPS Version : G.8032v1 ...(1)
&) ©) Q) o)
Ring InstID Status Port-State
ringl 1 Idle pO:Portl/0/1,Blocking(RPL)
pl:Portl/0/2,Forwarding
ring2 2 idle p0:Portl/0/3,Forwarding

pl:-,Forwarding
Total Entries: 2

(€D) (ERPS)
@
(3) | ERP ID
(4) |ERP
Deactivated ERP
Idle ERP (RPL )
Protection (RPL )
©) RPL (port0 portl) ID
Blocked ( )
Blocked (RPL) ( )
SF Blocked ( )
SF Blocked (RPL) ( )
Forwarding
activate
ERP
ERP no activate
activate
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activate

no activate

ERPS
12
APS
ERP
. APS VLAN
. APS VLAN
3 VLAN RPL
ERP
1.01.01
1
# configure terminal
(config)# ethernet ring g8032 major-ring
(config-erps-ring)# instance 1
(config-erps-ring-instance)# profile campus
(config-erps-ring-instance)# activate
(config-erps-ring-instance)#
timer
ERP
no timer

timer {guard MILLI-SECONDS | hold-off SECONDS | wtr MINUTES}

no timer [guard | hold-off | wtr]

guard MILLI-SECONDS 10 2000
)
hold-off SECONDS 0 10
wtr MIMUTES WTR 1 12
500
0
WTR 5
12
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timer

1.01.01

campus 700 1 WTR
1

# configure terminal

(config)# ethernet ring g8032 profile campus
(config-erps-ring-profile)# timer guard 700
(config-erps-ring-profile)# timer hold-off 1
(config-erps-ring-profile)# timer wtr 1
(config-erps-ring-profile)#

5.2 Gratuitous ARP

cLn Gratuitous ARP

ip arp gratuitous ip arp gratuitous
no ip arp gratuitous

ip gratuitous-arps ip gratuitous-arps [dad-reply]
no ip gratuitous-arps [dad-reply]

arp gratuitous-send arp gratuitous-send interval SECONDS
no arp gratuitous-send

ip arp gratuitous

ARP Gratuitous ARP (GARP)

GARP no ip arp gratuitous

ip arp gratuitous
no ip arp gratuitous

12

1.01.01
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ARP

GARP

(config)#

# configure terminal
(config)# no ip arp gratuitous

ip gratuitous-arps

GARP
no
ip gratuitous-arps [dad-reply]
no ip gratuitous-arps [dad-reply]
dad-reply ( ) IP GARP
12
GARP IP IP
IP ARP
MAC
IP
IP /
IP GARP
dad-reply dad-reply
IP
IP IP
GARP
1.01.01

GARP

# configure terminal
(config)# ip gratuitous-arps dad-reply

(config)#

arp gratuitous-send

GARP

no arp gratuitous-send

arp gratuitous-send interval SECONDS
no arp gratuitous-send

SECONDS ~ GARP 1 3,600
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arp gratuitous-send

12

1.01.01

GARP

# configure terminal

(config-if-vlan)#

(config)# ip gratuitous-arps
(config)# interface vlan 100
(config-if-vlan)# arp gratuitous-send interval 1

5.3 IGMP

(LD 1GMP

clear ip igmp snooping
unknown-data

clear ip igmp snhooping unknown-data {all | vlan VLAN-ID |
group GROUP-ADDRESS}

clear ip igmp snooping
statistics

clear ip igmp snooping statistics {all | vlan VLAN-ID |
interface INTERFACE-ID}

clear ip igmp snooping
groups

clear ip igmp snooping groups {all | GROUP-ADDRESS [vlan VLAN-
ID]}

ip igmp snooping

ip igmp snooping
no ip igmp snooping

ip igmp snooping dyn-mr-
aging-time

ip igmp snooping dyn-mr-aging-time SECONDS
no ip igmp snooping dyn-mr-aging-time

ip igmp snooping fast-
leave

ip igmp snooping fast-leave
no ip igmp snooping fast-leave

ip igmp snooping ignore-
topology-change-
notification

ip igmp snooping ignore-topology-change-notification
no ip igmp snooping ignore-topology-change-notification

ip igmp snooping last-
member-query-interval

ip igmp snooping last-member-query-interval SECONDS
no ip igmp snooping last-member-query-interval

ip igmp snooping mrouter

ip igmp snooping mrouter [forbidden] interface INTERFACE-ID
[.1-1

no ip igmp snooping mrouter [forbidden] interface INTERFACE-ID
[.1-]
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ip igmp snooping proxy-
reporting

ip igmp snooping proxy-reporting [source IP-ADDRESS]
no ip igmp snooping proxy-reporting

ip igmp snooping querier

ip igmp snooping querier
no ip igmp snhooping querier

ip igmp snooping query-
interval

ip igmp snooping query-interval SECONDS
no ip igmp snooping query-interval

ip igmp snooping query-
max-response-time

ip igmp snooping query-max-response-time SECONDS
no ip igmp snhooping query-max-response-time

ip igmp snooping query-
version

ip igmp snooping query-version {1 | 2 | 3}
no ip igmp snooping query-version

ip igmp snooping report-
suppression

ip igmp snooping report-suppression
no ip igmp snooping report-suppression

ip igmp snooping
robustness-variable

ip igmp snooping robustness-variable VALUE
no ip igmp snooping robustness-variable

ip igmp snooping static-
group

ip igmp snooping static-group GROUP-ADDRESS interface
INTERFACE-ID [,]-]

no ip igmp snooping static-group GROUP-ADDRESS [interface
INTERFACE-ID [,|-1]

ip igmp snooping
suppression-time

ip igmp snooping suppression-time SECONDS
no ip igmp snooping suppression-time

ip igmp snooping minimum-
version

ip igmp snooping minimum-version {2 | 3}
no ip igmp snooping minimum-version

ip igmp snooping unknown-
data expiry-time

ip igmp snooping unknown-data expiry-time SECONDS
no ip igmp snooping unknown-data expiry-time

ip igmp snooping unknown-
data learn

ip igmp snooping unknown-data learn
no ip igmp snooping unknown-data learn

ip igmp snooping unknown-
data limit

ip igmp snooping unknown-data limit NUMBER
no ip igmp snooping unknown-data limit

show ip igmp snooping

show ip igmp snooping [vlan VLAN-ID [,]-11

show ip igmp snooping
groups

show ip igmp snooping groups [vlan VLAN-ID [,]-] | GROUP-
ADDRESS]

show ip igmp shooping
mrouter

show ip igmp snhooping mrouter [vlan VLAN-ID [,|-1]

show ip igmp snooping
statistics

show ip igmp snooping statistics {interface [INTERFACE-ID]
[.1-11 | vian [VLAN-ID]} [.]-11}

show ip igmp snooping
static-group

show ip igmp snooping static-group [GROUP-ADDRESS | vlan VLAN-
0] [.1-11

clear ip igmp snooping unknown-data

IGMP
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clear ip igmp snooping unknown-data

clear ip igmp snooping unknown-data {all | vlan VLAN-/D | group

GROUP-ADDRESS}
all VLAN

vlan VLAN-1D VLAN

group GROUP-ADDRESS

12

1.01.01

VLAN

| # clear ip igmp snooping unknown-data all

clear ip igmp snooping statistics

IGMP

clear ip igmp snooping statistics {all | vlan VLAVN-/D | interface
INTERFACE- 1D}

all VLAN I1GMP
vlan VLAN-ID 1GMP VLAN
interface /NTERFACE-1D 1GMP
ID
* port

* port-channel

12
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clear ip igmp snooping statistics

1.01.01

1GMP

# clear ip igmp snooping statistics all

clear ip igmp snhooping groups

1GMP

clear ip igmp snooping groups {all | GROUP-ADDRESS [vlan VLAN-101}

all IGMP

GROUP-ADDRESS IGMP
IP
vlan VLAN-1D ( ) IGMP
VLAN 1D
12
1.01.01

1GMP

| # clear ip igmp snooping groups all

ip igmp snooping

IGMP
no ip igmp snooping

ip igmp snooping
no ip igmp snooping

VLAN 1GMP
1GMP

12
1GMP MLD
VLAN
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ip igmp snooping

VLAN
1GMP MAC
224.1.2.3 225.1.2.3
MAC 01:00:5E:01:02:03
224.1.2.3 225.1.2.3
1.01.01
VLAN IGMP
# configure terminal
(config)# no ip igmp shooping
(config)#
VLAN IGMP

1GMP

# configure terminal
(config)# ip igmp snooping
(config)#

VLAN1 IGMP

# configure terminal

(config)# vlan 1

(config-vlan)# no ip igmp snooping
(config-vlan)#

ip igmp snooping dyn-mr-aging-time

1GMP

no ip igmp snooping dyn-mr-aging-time

ip igmp snooping dyn-mr-aging-time SECONDS
no ip igmp snooping dyn-mr-aging-time

SECONDS
65,535

10

300

12

1GMP

DVMRP

(PIM
1GMP
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ip igmp snooping dyn-mr-aging-time

1.01.01

100

# configure terminal
(config)# ip igmp snooping dyn-mr-aging-time 100
(config)#

ip igmp snooping fast-leave

1GMP
no ip igmp snooping fast-leave

ip igmp snooping fast-leave
no ip igmp snooping fast-leave

12

VLAN
IGMP
IGMP report
last member query interval * robustness value
MaxResponseTime (
GroupSpecificQuery ) * Robustness value
IGMP
1.01.01

VLAN1 IGMP

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping fast-leave
(config-vlan)#

ip igmp snooping ignore-topology-change-notification
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ip igmp snooping ignore-topology-change-notification

IGMP

1GMP
no ip igmp snooping ignore-topology-
change-notification

ip igmp snooping ignore-topology-change-notification
no ip igmp snooping ignore-topology-change-notification

12
IGMP
IGMP
VLAN
1.01.01
1GMP VLAN 1

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping ignore-topology-change-notification
(config-vlan)#

ip igmp snooping last-member-query-interval

IGMP IGMP

no ip igmp snooping last-member-query-
interval

ip igmp snooping last-member-query-interval SECONDS
no ip igmp snooping last-member-query-interval

SECONDS

12

1GMP 1GMP
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ip igmp snooping last-member-query-interval

VLAN

1.01.01

# configure terminal

(config)# vlan 1000

(config-vlan)# ip igmp snooping last-member-query-interval 3
(config-vlan)#

ip igmp snooping mrouter

no

ip igmp snooping mrouter [forbidden] interface /NTERFACE-ID [,]-]
no ip igmp snooping mrouter [forbidden] interface INTERFACE-ID

L.1-]

forbidden ( )
interface INTERFACE-ID
e port

[.1-1 ( )

1,3,5

1-5

* port-channel

IGMP

12

VLAN
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ip igmp snooping mrouter

1GMP 1GMP PIM

VLAN

1.01.01

1GMP VLAN1

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping mrouter interface port 1/0/1
(config-vlan)#

ip igmp snooping proxy-reporting

no ip igmp snooping proxy-reporting
ip igmp snooping proxy-reporting [source /P-ADDRESS]
no ip igmp snooping proxy-reporting
source /P-ADDRESS ( ) IP
0.0.0.0
12
source [/P-ADDRESS IP IP
1P
0.0.0.0 IP MAC
MAC VLAN IP
MAC
VLAN
1.01.01
VLAN1 1GMP
P 1.2.2.2

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping proxy-reporting source 1.2.2.2
(config-vlan)#

ip igmp snooping querier

| 16vP
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ip igmp snooping querier

no ip igmp snooping querier

ip igmp snooping querier
no ip igmp snooping querier

12

IGMP IGMP

IGMP 1P

VLAN

1.01.01

VLAN1 IGMP

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping querier
(config-vlan)#

ip igmp snooping query-interval

1GMP 1GMP

no ip igmp snooping query-interval

ip igmp snooping query-interval SECONDS
no ip igmp snooping query-interval

SECONDS  1GMP
1 31,744

125

12

VLAN

1.01.01
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VLAN 1000 IGMP 300

# configure terminal

(config)# vlan 1000

(config-vlan)# ip igmp snooping query-interval 300
(config-vlan)#

ip igmp snooping query-max-response-time

IGMP
no ip igmp snooping query-max-response-
time
ip igmp snooping query-max-response-time SECONDS
no ip igmp snooping query-max-response-time
SECONDS  1GMP 1
25
10
12
VLAN
1.01.01
20

# configure terminal

(config)# vlan 1000

(config-vlan)# ip igmp snooping query-max-response-time 20
(config-vlan)#

ip igmp snooping query-version

1GMP

no ip igmp snooping query-version

ip igmp snooping query-version {1 | 2 | 3}
no ip igmp snooping query-version

1 IGMP

1
2 IGMP

2
3 IGMP

3
3

12
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ip igmp snooping query-version

1 1GMP
IGMP
2 3 1GMPv2
1GMPv3 1GMP
1GMPv1 IGMP
VLAN
1.01.01
VLAN 1000 IGMP 2

# configure terminal

(config)# vlan 1000

(config-vlan)# ip igmp snooping query-version 2
(config-vlan)#

ip igmp snooping report-suppression

no ip igmp snooping report-suppression

ip igmp snooping report-suppression
no ip igmp snooping report-suppression

12

IGMPv1  IGMPv2

VLAN

1.01.01

VLAN 1

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping report-suppression
(config-vlan)#

ip igmp snooping robustness-variable

1GMP
no ip igmp snooping robustness-variable

ip igmp snooping robustness-variable VALUE
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ip igmp snooping robustness-variable

no ip igmp snooping robustness-variable

VALUE 17

2

12

IGMP

e Group member interval

. ( X ) + (1x
)

Other querier present interval

. ( x ) + (0.5%
)

Last member query count

Group-Specific
Query

VLAN

1.01.01

VLAN 1000 3

# configure terminal

(config)# vlan 1000

(config-vlan)# ip igmp snooping robustness-variable 3
(config-vlan)#

ip igmp snooping static-group

I1GMP

no
ip igmp snooping static-group GROUP-ADDRESS interface [INTERFACE-ID
[.1-1

no ip igmp snooping static-group GROUP-ADDRESS [interface
INTERFACE-ID [,]1-11

GROUP-ADDRESS 1P
interface INTERFACE-ID 1GMP
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ip igmp snooping static-group

 port
[1-1 ( )

1,3,5

1-5

* port-channel

12

VLAN
IGMP

VLAN

1.01.01

1GMP

# configure terminal

(config)# vlan 1
(config-vlan)# ip igmp snooping static-group 226.1.2.3 interface port 1/0/5

(config-vlan)#

ip igmp snooping suppression-time

1GMP

no ip igmp snooping suppression-time

ip igmp snooping suppression-time SECONDS
no ip igmp snooping suppression-time

SECONDS 1GMP 1 300

10

12

IGMP

VLAN
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ip igmp snooping suppression-time

1.01.01

VLAN 1000 125

# configure terminal

(config)# vlan 1000

(config-vlan)# ip igmp snooping suppression-time 125
(config-vlan)#

ip igmp snooping minimum-version

IGMP

no ip igmp snooping minimum-version

ip igmp snooping minimum-version {2 | 3}
no ip igmp snooping minimum-version

2 IGMPv1
3 IGMPV1 1GMPv2

12

IGMP

VLAN

1.01.01

1GMPv1

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping minimum-version 2
(config-vlan)#

1GMPv1 1GMPv2

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping minimum-version 3
(config-vlan)#

VLAN1

# configure terminal

(config)# vlan 1

(config-vlan)# no ip igmp snooping minimum-version
(config-vlan)#

ip igmp snooping unknown-data expiry-time

‘ 1GMP
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ip igmp snooping unknown-data expiry-time

no ip igmp snooping unknown-data expiry-time

ip igmp snooping unknown-data expiry-time SECONMDS
no ip igmp snooping unknown-data expiry-time

SECONDS 1 65535

12

VLAN

1.01.01

VLAN 1000

# configure terminal

(config)# vlan 1000

(config-vlan)# ip igmp snooping unknown-data expiry-time 300
(config-vlan)#

ip igmp snooping unknown-data learn

ip igmp snooping unknown-data learn

no

ip igmp snooping unknown-data learn
no ip igmp snooping unknown-data learn

12

VLAN
1GMP

1.01.01

330/688




VLAN 1000

# configure terminal

(config)# vlan 1000

(config-vlan)# ip igmp snooping unknown-data learn
(config-vlan)#

ip igmp snooping unknown-data limit

1GMP

igmp snooping unknown-data limit

no ip

ip igmp snooping unknown-data limit MUMBER
no ip igmp snooping unknown-data limit

NUMBER 1 128

128

12

1.01.01

100

# configure terminal
(config)# ip igmp snooping unknown-data limit 100
(config)#

show ip igmp snooping

1GMP
show ip igmp snooping [vlan VLAN-1D [,]-11
vlan VLAN-1D ( ) VLAN 1GMP
[.1-1 ( ) VLAN VLAN

VLAN 1,3,5

VLAN 1-5

1
VLAN 1GMP VLAN 1GMP
1.01.01
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1GMP

# show ip igmp snooping

IGMP snooping global state
Dynamic mrouter aging time
Unknown data limit

VLAN #1 configuration
IGMP snooping state
Minimum version
Fast leave
Report suppression
Suppression time
Querier state
Query version
Query interval
Max response time
Robustness value
Last member query interval
Proxy reporting
Ignore topology change

Total Entries: 1

: Enabled...(D)
- 300 seconds...(2)
:128...(3)
: Enabled...(4)
:v3...05
> Enabled (host-based)...(6)
> Enabled...(7)

- 10 seconds...(8)

: Enabled (Non-active)...(9)

1 v3...(10)

: 125 seconds...(11)

= 10 seconds...(12)

t2...(13)

: 1 seconds...(14)

. Enabled (Source 1.2.3.4)...(15)
: Disabled...(16)

1) | 16wP

)

®

(4) | VLAN 1GMP

®)

IGMP

() IGMP

Enabled (host-based)
Disabled (host-based)

)

(8) 1GMP
(9) | 16WP

(10) | 1GMP

(11) | 16MP

(12) | 16MP

(13) | 16MP

(14)

(15)

(16)
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show ip igmp snooping groups

1GMP
show ip igmp snooping groups [vlan VLAN-1D [,]-1 | GROUP-ADDRESS]
vlan VLAN-1D ( ) VLAN IGMP
[.1-1 ( ) VLAN VLAN
VLAN 1,3,5

VLAN 1-5
GROUP-ADDRESS ( ) IGWP

IP

1
VLAN 1GMP
VLAN IGMP
IP IGMP
1.01.01

1GMP

# show ip igmp snooping groups
IGMP Snooping Connected Group Membership:

@ @ ©) @@ G ®)
VLAN ID Group address Source address FM Exp(sec) Interface

1 239.255.255.250 * EX 382 1/0/7

Total Entries: 1

(1) | VLAN ID
@
(€) IP
4) | M
EX exclude
IN include
G) | I6MP
6
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show ip igmp snooping mrouter

1GMP
show ip igmp snooping mrouter [vlan VLAN-ID [,]-1]
vlan VLAN-1D ( )  VLAN 1GMP
[1-1 ( ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
1
VLAN 1GMP
VLAN 1GMP
1.01.01
1GMP
# show ip igmp snooping mrouter
@ @
VLAN Ports
1 1/0/4, 1/0/8 (static)

1/0/10 (forbidden)

1/0/12 (dynamic)
2 1/0/14 (static)

1/0/15 (dynamic)

Total Entries: 2

(1) | VLAN ID

(&)

show ip igmp snooping statistics

IGMP

show ip igmp snooping statistics {interface [/NTERFACE-ID [,]-1] |
vlan [VLAv-10 [L1-113

interface IGMP

INTERFACE-1D ( ) IGMP
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show ip igmp snooping statistics

L.1-1 ( )

1-5

. port 1GMP

1,3,5

» port-channel IGMP
vlan VLAN  IGMP
VLAN-1D ( ) VLAN  IGMP
[1-1 ( ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
1
1GMP
1.01.01
1GMP
# show ip igmp snooping statistics vlan 1
VLAN 1 Statistics:...(01)
IGMPv1 Rx: Report 1, Query O
IGMPv2 Rx: Report O, Query O, Leave O
IGMPv3 Rx: Report O, Query O
IGMPv1 Tx: Report O, Query O
IGMPv2 Tx: Report O, Query O, Leave O
IGMPv3 Tx: Report O, Query O
Total Entries: 1
(1) | VLAN 1GMP
show ip igmp snhooping static-group
1GMP
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show ip igmp snooping static-group

show ip igmp snooping static-group [GROUP-ADDRESS | vlan VLAN-1D
L.1-11

GROUP-ADDRESS ( ) IGMP
IP
vlan VLAN-1D ( ) VLAN 1GMP
L1-] ( ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
1
IP VLAN
1.01.01
1GMP
# show ip igmp snooping static-group
@ &) ©)
VLAN ID Group address Interface
1 235.1.1.0 1/0/1
Total Entries: 1
(1) | VLAN ID
@
(€)]
(CLD)

max-rcv-frame-size

max-rcv-frame-size BYTES
no max-rcv-frame-size
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max-rcv-frame-size

no max-rcv-frame-size
max-rcv-frame-size BYTES
no max-rcv-frame-size
BYTES 64 12,288
1536 bytes
12
1.01.01
1/0/1 6000 bytes

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# max-rcv-frame-size 6000
(config-if-port)#

9.5

(CLD)
channel-group channel-group CHANNEL-NO mode {on | active | passive}
no channel-group
lacp port-priority lacp port-priority PRIORITY
no lacp port-priority
lacp timeout lacp timeout {short | long}
no lacp timeout
lacp system-priority lacp system-priority PRIORITY
no lacp system-priority
port-channel load-balance | port-channel load-balance {dst-ip | dst-mac | src-dst-ip |
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src-dst-mac | src-ip | src-mac}
no port-channel load-balance

show channel-group

load-balance | sys-id]

show channel-group [channel [CHANNEL-NO] {detail | neighbor} |

channel-group

no channel-

group
channel-group CHAMVEL-NO mode {on | active | passive}
no channel-group
CHANNEL-NO ID 1 32
on
active LACP
passive LACP

12
on

LACP
LACP
no

no interface port-channel

ERPS

interface range port

interface port

1.01.01
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1/0/4 ID 3 LACP LACP

# configure terminal

(config)# interface port 1/0/4
(config-if-port)# channel-group 3 mode active
(config-if-port)#

lacp port-priority

no lacp port-priority
lacp port-priority PRIORITY
no lacp port-priority
PRIORITY 1 65,535
32768
12
1.01.01
1/0/4 1/0/5 20000

# configure terminal

(config)# interface range port 1/0/4-1/0/5
(config-if-port-range)# lacp port-priority 20000
(config-if-port-range)#

lacp timeout

LACP
no lacp timeout

lacp timeout {short | long}
no lacp timeout

short LACPDU 3
short LACPDU 1
long LACPDU 90
long LACPDU 30
long

12
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lacp timeout

1.01.01

1/0/1 LACP
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# lacp timeout short
(config-if-port)#

lacp system-priority

no lacp system-priority

lacp system-priority PRIORITY
no lacp system-priority

PRIORITY 1 65,535

32768

12

LACP

LACP

LACP ID (MAC) lacp
system-priority LACP

1.01.01

LACP 30000

# configure terminal
(config)# lacp system-priority 30000
(config)#

port-channel load-balance
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port-channel load-balance

no

port-channel load-balance {dst-ip | dst-mac | src-dst-ip | src-
dst-mac | src-ip | src-mac}
no port-channel load-balance

dst-ip IP
dst-mac MAC
src-dst-ip IP IP

src-dst-mac MAC MAC

src-ip 1P
src-mac MAC

src-dst-mac

12

1.01.01

src-ip

# configure terminal
(config)# port-channel load-balance src-ip
(config)#

show channel-group

show channel-group [channel [CHAMVEL-NO] {detail | neighbor} |
load-balance | sys-id]

channel ( )

CHANNEL-NO ( ) ID 1 32
 detail
* neighbor

load-balance ( )
sys-id ( ) LACP
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show channel-group

channel load-balance sys-id

1.01.01

# show channel-group channel detail

Flag:...(D)
S - Port is requesting Slow LACPDUs F - Port is requesting fast LACPDU
A - Port is In active mode P - Port is In passive mode
LACP state:...(2)
bndl : Port is attached to an aggregator and bundled with other ports.
hot-sby: Port is In a hot-standby state.
indep: Port is in an independent state(not bundled but able to switch data
traffic)
down: Port is down.

Channel Group 3...(3)
Member Ports: 2, Maxports = 8, Protocol: LACP...(4)

® ® O ® ®
LACP Port Port
Port Flags State Priority  Number
Port1/0/4 SA bndl 32768 4
Port1/0/5 SA bndl 32768 5
@
(2) | LACP
€) ID
“)
®)
(©)
(7) | LACP
®
(©)]
3
# show channel-group channel 3 neighbor
Flag:...(D)
S - Port is requesting Slow LACPDUs F - Port is requesting fast LACPDU
A - Port is In active mode P - Port is iIn passive mode

Channel Group 3...(2)
©) Q) ®) ® @
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Port

Partner Partner
System 1D PorthNo

Partner
Flags

Partner
Port Pri

Port1/0/4
Port1/0/5

32768,00-40-66-70-04-00 4
32768,00-40-66-70-04-00 5

SA
SA

32768
32768

@

(&)

1D

(©)

4)

®)

(©)

@)

# show channel-group load-balance

load-balance algorithm: src-ip...(0)

@

# show channel-group sys-id

System-1D: 32768 ,00-40-66-03-04-00. .. (1)

@

# show channel-group

load-balance algorithm: src-dst-mac...(1)
System-1D: 32768,00-40-66-03-04-00. . .(2)

©)

Group

®

Protocol

3

LACP

@

(&)

®

1D

4)
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5.6 LLDP (Link Layer Discovery Protocol)

(cLD) LLDP

clear 1ldp counters

clear 1ldp counters [all | interface INTERFACE-ID [,|-11

clear 1ldp table

clear lldp table {all | interface INTERFACE-ID [,]-]1}

11dp dotl-tlv-select

I1dp dotl-tlv-select {port-vlan | protocol-vlan VLAN-ID [,]-]
| vlan-name [VLAN-ID [,]-1]1 | protocol-identity [PROTOCOL-
NAME]}

no Ildp dotl-tlv-select {port-vlan | protocol-vlan [VLAN-ID
[.1-11 | vlan-name [VLAN-ID [,]-1] | protocol-identity
[PROTOCOL-NAME]}

11dp dot3-tlv-select

I1dp dot3-tlv-select [mac-phy-cfg | link-aggregation | max-
frame-size]

no Ildp dot3-tlv-select [mac-phy-cfg | link-aggregation | max-
frame-size]

I1dp fast-count

Ildp fast-count VALUE
no Ildp fast-count

I1dp hold-multiplier

I1dp hold-multiplier VALUE
no hold-multiplier

11dp management-address

I1dp management-address [IP-ADDRESS | IPV6-ADDRESS]
no Ildp management-address [IP-ADDRESS | 1PV6-ADDRESS]

11dp med-tlv-select

I1dp med-tlv-select [capabilities | inventory-management]
no Ildp med-tlv-select [capabilities | inventory-management]

Ildp receive

Ildp receive
no Ildp receive

Ildp reinit

Ildp reinit SECONDS
no Ildp reinit

Ildp run

I1dp run
no Ildp run

I1dp forward

I1dp forward
no Ildp forward

Ildp tlv-select

I1dp tlv-select [port-description | system-capabilities |
system-description | system-name]

no lldp tlv-select [port-description | system-capabilities |
system-description | system-name]

I1dp transmit

I1dp transmit
no Ildp transmit

1ldp tx-delay

I1dp tx-delay SECONDS
no Ildp tx-delay

Ildp tx-interval

I1dp tx-interval SECONDS
no Ildp tx-interval
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snmp-server enable traps
I1dp

snmp-server enable traps 1ldp [med]
no snmp-server enable traps Ildp [med]

I1dp notification enable

I1dp [med] notification enable
no lldp [med] notification enable

I1dp subtype port-id

I1dp subtype port-id {mac-address | local}

show 1ldp

show 1ldp

show Ildp interface

show Ildp interface INTERFACE-ID [,]-]

show Ildp local interface

show 1ldp local interface INTERFACE-ID [,]-] [brief | detail]

show Ildp management-
address

show Ildp management-address [IP-ADDRESS | IPV6-ADDRESS]

show 1ldp neighbors
interface

show 1ldp neighbors interface INTERFACE-ID [,]|-] [brief |

detail]

show Ildp traffic

show Ildp traffic

show Ildp traffic
interface

show Ildp traffic interface INTERFACE-ID [,]-]

clear Ildp counters

LLDP
clear 1ldp counters [all | interface /NTERFACE-1D [,]-11
all ( ) LLDP
LLDP
interface /INTERFACE-ID ( ) LLDP
» port
L.1-1 ( )
1,3,5
1-5
12
all LLDP
LLDP
LLDP
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clear 1ldp counters

1.01.01

LLDP
| # clear Ildp counters all

clear Ildp table

LLDP
clear 1ldp table {all | interface /NTERFACE-ID [,|-1}
all LLDP
interface /NTERFACE-ID LLDP

* port
[.1-1 ( )
1,3,5
1-5
12
1.01.01
| # clear 1ldp table all
I1dp dotl-tlv-select
IEEE 802.1 Organizationally Specific TLV Type-
length-value (TLV) LLDPDU
TLV no Ildp dotl-tlv-select

I1dp dotl-tlv-select {port-vlan | protocol-vian VLAN-ID [,]|-] |
vlan-name [VLAN-1D [,]-1] | protocol-identity [PROTOCOL-NAME]}

no 1ldp dotl-tlv-select {port-vlan | protocol-vlan [VLAN-1D [,]-1]
| vlan-name [VLAN-1D [,]-1] | protocol-identity [PROTOCOL-NAME]}
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I1dp dotl-tlv-select

port-vlan Port VLAN ID TLV Port VLAN
ID TLV TLV
VLAN
(PVID) VLAN
protocol-vlan VLAN-1D VLAN ID TLV
Port and Protocol VLAN ID (PPVID) TLV VLAN 1D 1 4094
PPVID TLV TLV
VLAN 1D
no VLAN 1D VLAN 1D
VLAN
PPVID TLV
VLAN 16
[.1-] ¢ ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
vlan-name VLAN Name TLV VLAN Name TLV
TLV IEEE 802.1Q-compatible IEEE
802 LAN VLAN
VLAN-1D ( )  VLAN Name TLV  VLAN ID 1 4094
VLAN no
VLAN 1D VLAN Name TLV
VLAN VLAN Name TLV
[.1-1 ¢ ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5

protocol-identity [PROTOCOL-NAME] Protocol ldentity TLV
PROTOCOL -NAME

» eapol Extensible Authentication Protocol (EAP) over LAN
e lacp Link Aggregation Control Protocol
* stp

no

Protocol ldentity TLV TLV
IEEE 802 LAN

IEEE 802.1 Organizationally Specific TLV
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I1dp dotl-tlv-select

12
TLV TLV  LLDPDU
VLAN ID VLAN
VLAN VLAN PPVID TLV
VLAN 1D
VLAN  VLAN Name TLV
1.01.01
Port VLAN ID TLV
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# lldp dotl-tlv-select port-vlan
(config-if-port)#
VLAN ID TLV VLAN 3

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# 1ldp dotl-tlv-select protocol-vlan 1-3
(config-if-port)#

vlanl vlan3 VLAN Name TLV

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# 1ldp dotl-tlv-select vlan-name 1-3
(config-if-port)#

LACP Protocol Identity TLV

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# lldp dotl-tlv-select protocol-identity lacp
(config-if-port)#

I1dp dot3-tlv-select

IEEE 802.3 Organizationally Specific TLV Set
value (TLV) LLDPDU

no Ildp dot3-tlv-select

Type-length-

size]

frame-size]

I1dp dot3-tlv-select [mac-phy-cfg | link-aggregation | max-frame-

no Ildp dot3-tlv-select [mac-phy-cfg | link-aggregation | max-

mac-phy-cfg ( )

TLV
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I1dp dot3-tlv-select

TLV TLV
(1) IEEE 802.3 LAN Node
(2) IEEE 802.3 LAN Node
link-aggregation ( ) Link Aggregation TLV

Link Aggregation TLV

ID Link Aggregation TLV
ID 0

max-frame-size ( )  Maximum Frame Size TLV
Maximum Frame Size TLV MAC

IEEE 802.3 Organizationally Specific TLV

12

1.01.01

TLV

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# lldp dot3-tlv-select mac-phy-cfg
(config-if-port)#

Ildp fast-count

LLDP-MED

no Ildp fast-count

I1dp fast-count VALUE
no Ildp fast-count

VALUE LLDP-MED 1 10

12

LLDP-MED Capabilities TLV
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Ildp fast-count

1.01.01

LLDP-MED

# configure terminal
(config)# 1ldp fast-count 10
(confiQ)#

Ildp hold-multiplier

LLDP
no hold-multiplier
11dp hold-multiplier VALUE
no hold-multiplier
VALUE LLDP TTL LLDP
2 10

4

12
LLDPDU TTL LLDPDU

TTL
MIB

1.01.01

LLDP 3

# configure terminal
(config)# 1ldp hold-multiplier 3
(config)#

I1dp management-address

no Ildp management-address

I11dp management-address [/P-ADDRESS | 1PV6-ADDRESS]
no Ildp management-address [/P-ADDRESS | IPV6-ADDRESS]

1P-ADDRESS ( ) TLV 1Pv4
1PV6-ADDRESS ( ) TLV 1PV6
LLDP ( TLV

12
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I1dp management-address

IP
VLAN 1D VLAN
1Pv4 1Pv6 1 I1Pv4/1Pv6
TLV
1Pv4 1Pv6
1Pv4 1Pv6
IPv4/1Pv6
Management Address
TLV
1.01.01
(IPvd) 1/0/1 1/0/2

# configure terminal
(config)# interface range port 1/0/1-1/0/2

(config-if-port-range)# lldp management-address 10.1.1.1
(config-if-port-range)#

(1PV6) 1/0/3 1/0/4

# configure terminal
(config)# interface range port 1/0/3-1/0/4

(config-if-port-range)# lldp management-address fe80: :250:a2ff:febf:a056
(config-if-port-range)#

1/0/1 1/0/2

10.1.1.1
10.1.1.1

Management Address TLV

# configure terminal
(config)# interface range port 1/0/1-1/0/2

(config-if-port-range)# no lldp management-address 10.1.1.1
(config-if-port-range)#

1/0/3 1/0/4 fe80::250:a2ff:febf:a056

# configure terminal
(config)# interface range port 1/0/3-1/0/4

(config-if-port-range)# no 1ldp management-address fe80::250:a2ff: febf:a056
(config-if-port-range)#

1/0/5 1/0/5 Management Address TLV

# configure terminal
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(config)# interface port 1/0/5
(config-if-port)# no 1ldp management-address

(config-if-port)#

Ildp med-tlv-select

LLDP-MED TLV LLDPDU
LLDP-MED TLV
no Ildp med-tlv-select

11dp med-tlv-select [capabilities | inventory-management]
no Ildp med-tlv-select [capabilities | inventory-management]

capabilities ( )  LLDP-MED Capabilities TLV (LLDP-MED

)
inventory-management ( ) LLDP-MED Inventory Management
TLV (LLDP-MED )

LLDP-MED TLV

12
Capabilities TLV LLDP-MED
LLDP-MED TLV LLDP-
MED TLV
LLDP-MED

LLDP LLDP

LLDP-MED
1.01.01

LLDP-MED TLV ~ LLDP-MED Capabilities TLV

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# 1ldp med-tlv-select capabilities

(config-if-port)#

I1dp receive

LLDP
no Ildp receive

I1dp receive
no Ildp receive

12

LLDP LLDP
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I1dp receive

1.01.01

LLDP

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# lldp receive
(config-if-port)#

Ildp reinit

no Ildp reinit
I1dp reinit SECONDS
no Ildp reinit
SECONDS LLDP 10
2
12
1.01.01

5

# configure terminal
(config)# 1ldp reinit 5

(confiQ)#
Ildp run
Link Layer Discovery Protocol (LLDP)
no Ildp run
I1dp run
no Ildp run
12
LLDP
LLDP
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Ildp run
LLDP
1.01.01
LLDP
# configure terminal
(config)# 1ldp run
(confiQ)#
Ildp forward
LLDP
no Ildp forward
I1dp forward
no Ildp forward
12
LLDP LLDP LLDPDU

1.01.01

LLDP

# configure terminal

(config)#

(config)# 1ldp forward

Ildp tlv-select

802.1AB Basic Management Set Type-Length-Value (TLVS)
LLDPDU TLV

no Ildp tlv-select

11dp tlv-select [port-description | system-capabilities | system-
description | system-name]

no Ildp tlv-select [port-description | system-capabilities |
system-description | system-name]

port-description ( ) Port Description TLV
Port Description TLV
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Ildp tlv-select

IEEE 802 LAN

system-capabilities ( ) System Capabilities TLV
system-description ( ) System Description TLV
system-name ( ) System Name TLV

802.1AB Basic Management TLV

12

1.01.01

802.1AB Basic Management TLV

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# lldp tlv-select
(config-if-port)#

system name TLV

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# 1ldp tlv-select system-name
(config-if-port)#

Ildp transmit

LLDP ( )
no Ildp transmit

I1dp transmit
no Ildp transmit

12

LLDP LLDP

1.01.01
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LLDP

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# 1ldp transmit
(config-if-port)#

Ildp tx-delay

MIB
LLDP

no Ildp tx-delay

I1dp tx-delay SECONDS
no lldp tx-delay

SECONDS LLDP
1 8192
4 1

12

1.01.01

8

# configure terminal
(config)# 1ldp tx-delay 8
(config)#

Ildp tx-interval

LLDPDU
no Ildp tx-interval

I1dp tx-interval SECONDS
no Ildp tx-interval

SECONDS LLDP
5 32768

30

12

LLDP 4
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Ildp tx-interval

1.01.01

LLDP 50

# configure terminal
(config)# 1ldp tx-interval 50
(config)#

snmp-server enable traps 1ldp

LLDP LLDP-MED SNMP
no snmp-server enable traps 1ldp
snmp-server enable traps 1ldp [med]
no snmp-server enable traps Ildp [med]
med ( )  LLDP-MED (SNVP )
12
1.01.01

LLDP-MED

# configure terminal
(config)# snmp-server enable traps lldp med
(config)#

I1dp notification enable

LLDP LLDP-MED
no Ildp [med] notification enable

I1dp [med] notification enable
no Ildp [med] notification enable

med ( )  LLDP-MED

12
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I1dp notification enable

1.01.01

1/0/1 LLDP-MED

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# 1ldp med notification enable
(config-if-port)#

I1dp subtype port-id

LLDP TLV ( )

I1dp subtype port-id {mac-address | local}

mac-address Port ID TLV (
) MAC Address (3) Port ID

MAC

local Port ID TLV ( )
Locally assigned (7) Port ID

Port ID TLV ( ) local

12

Port ID ( ) ID

1.01.01

Port ID TLV ( ) Mac-address

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# 1ldp subtype port-id mac-address
(config-if-port)#

show 1ldp

LLDP

show Ildp
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show 1ldp
1.01.01
LLDP
# show Ildp
LLDP System Information
Chassis ID Subtype : MAC Address ...(D)
Chassis ID : 00-40-66-AF-F0-48 ...(2)
System Name > Switch ...(3)
System Description - Gigabit Ethernet Switch .

System Capabilities Supported Repeater, Bridge . (5)
System Capabilities Enabled : Repeater, Bridge ---(6)

LLDP-MED System Information:

Device Class - Network Connectivity Device ...
Hardware Revision A ...
Firmware Revision ©1.00.00 ...9
Software Revision :1.01.01 ...(10)
Serial Number = 202410000029 ...(11)
Manufacturer Name - APRESIA Systems, Ltd ...(12)
Model Name = ApresiaNP2000-24T4X Gigabit Ethe ...
Asset ID R ¢ )
LLDP Configurations
LLDP State : Disabled ...(15)
LLDP Forward State : Disabled --(16)
Message TX Interval : (17)
Message TX Hold Multlpller 4 (18)
Relnit Delay (19
TX Delay : 2 ...(20)

LLDP-MED Configuration:

Fast Start Repeat Count : 4 .__.(21)

(€)) 10 ( )
O) 1D ( )
®

Q)

®)

(©)

(7) | LLDP-MED

(8) | LLDP-MED

(9) | LLDP-MED

(10) | LLDP-MED

(11) | LLDP-MED

(12) | LLDP-MED

(13) | LLDP-MED

(14) | LLDP-MED 1D
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(15) LLDP
(16) | LLDP

(17) | LLDP

(18) | LLDP

19)

(20) | LLDP

(21) | LLDP-MED

show 1ldp interface

LLDP
show Ildp interface INTERFACE-1D [,]-]
INTERFACE-1D LLDP
* port
[.1-1 ( )
1,3,5
1-5
1
1.01.01
1/0/1  LLDP
# show Ildp interface port 1/0/1
Port ID: Portl/0/1 ...(2)
Port ID :Portl/0/1 ...(2)
Admin Status X and RX ...(3)
Notification :Disabled ...(%)
Basic Management TLVs:
Port Description :Disabled ...(5)
System Name :Disabled ...(6)
System Description :Disabled ...(7)
System Capabilities :Disabled ...(8)
Enabled Management Address: ...(9)
(None)
IEEE 802.1 Organizationally Specific TLVs:
Port VLAN ID :Disabled ...(10)
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Enabled Port and Protocol VLAN ID ...(11)

(None)

Enabled VLAN Name ...(12)
(None)

Enabled Protocol ldentity ...(13)
(None)

IEEE 802.3 Organizationally Specific TLVs: ...(14)

MAC/PHY Configuration/Status :Disabled
Link Aggregation :Disabled
Maximum Frame Size :Disabled
LLDP-MED Organizationally Specific TLVs: ...(15)
LLDP-MED Capabilities TLV :Disabled
LLDP-MED Inventory TLV :Disabled
@
) ID
(3) | LLDP
TX and RX
TX Only
RX Only
Disabled
(4) | LLDP
Disabled
LLDP LLDP
LLDP-MED LLDP-MED
LLDP and LLDP-MED LLDP LLDP-MED
5) LLDP
(6) LLDP
@) LLDP
¢) LLDP
) LLDP
(10) VLAN 1D
Disabled
(¢hD) VLAN VLAN
(12) VLAN
13) ( 1D)
(14) | LLDP IEEE 802.3 Organizationally Specific
MAC/PHY Configuration/Status
Link Aggregation
Maximum Frame Size
Energy Efficient Ethernet PoE
(15) | LLDP LLDP-MED
LLDP-MED Capabilities TLV LLDP-MED
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LLDP-MED Inventory TLV LLDP-MED

show Ildp local interface

LLDP TLV
show Ildp local interface /NTERFACE-1D [,|-] [brief | detail]
INTERFACE-ID LLDP TLV
* port
L.1-1 ( )
1,3,5
1-5
brief ( )
detail ( )
1
1.01.01
1/0/1
# show Ildp local interface port 1/0/1 detail
Port ID: Portl/0/1 ...(0)
Port ID Subtype > Local ...(2)
Port 1D : Portl/o/1 ...(3)
Port Description = APRESIA Systems, Ltd ...(4)

ApresiaNP2000-24T4X HW A Firmware
1.01.01 Port 1 on Unit 1

Port PVID 1 ...(5
Management Address Count 1 ...(6)
Address 1 : (default)
Subtype 214 . (D)
IF Type : IfIndex ...(8)
oID ©1.3.6.1.4.1.278.1.42.3 ...(9)
PPVID Entries Count :0...(10
(None)
VLAN Name Entries Count 1 ...(1D
Entry 1 :
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VLAN 1D
VLAN Name

Protocol ldentity Entries Count
(None)

MAC/PHY Configuration/Status
Auto-Negotiation Support
Auto-Negotiation Enabled
Auto-Negotiation Advertised Capability :
Auto-Negotiation Operational MAU Type

Link Aggregation
Aggregation Capability
Aggregation Status

1...(12)
> default ._..(13)
:0...(1%

: Supported ...(15)

. Enabled ...(16)
6c01(hex) ...(17)
= 0000Chex) ..-(18)

: Aggregated ...(19)
: Not Currently in Aggregation ...(20)

Aggregation Port ID 0 ...(QD
Maximum Frame Size 1 1536 ...(22)
LLDP-MED Capabilities Support: ...(23)

Capabi lities =Support

Network Policy :Not Support

Location ldentification :Not Support

Extended Power Via MDI PSE :Not Support

Extended Power Via MDI PD :Not Support

Inventory -Support
@

&) ( )
Local ID
MAC Address MAC
€) ID
“)
o) VLAN 1D
()
Q)
IPv4d  IPv4
IPv6 IPV6
®
ITIndex
) 0ID
(10) VLAN 1D
(1) VLAN
(12) | VLAN ID
(13) | VLAN
a4 ( 1D)
1s)
(16)
an
(18) | Medium Attachment Unit (MAU)
19
(20)
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(21) ID
(22)
(23) | LLDP-MED
Capabilities LLDP-MED
Network Policy
Location identification
Extended power via MDI PSE PoE (PSE)
Extended power via MDI PD PoE (PD)
Inventory LLDP-MED
1/0/1
# show Ildp local interface port 1/0/1
Port ID: Portl/0/1 ...(0)
Port ID Subtype > Local ...(@

Port ID
Port Description

Port PVID

Management Address Count

PPVID Entries Count

VLAN Name Entries Count
Protocol ldentity Entries Count
MAC/PHY Configuration/Status
Link Aggregation

Maximum Frame Size

LLDP-MED capabilities

> Portl/o/1 ...(3)
- APRESIA Systems, Ltd ...(4)

ApresiaNP2000-24T4X HW A firmware
1.01.01 Port 1 on Unit 1

1 ...05
:1...(6)
:0...("»
1 ...(8
0 ...09

> (See Detail) ...(10)
: (See Detail) ...(1D)
: 1536 ...(12)

: (See Detail) ...(13)

@

@ (
Local ID
MAC Address MAC

3) ID

4)

®) VLAN

ID

(©)

) VLAN 1D

(8) VLAN

(©) ( 1D)

10)

a1

12)

(13) | LLDP-MED

1/0/1

# show Ildp local interface port 1/0/1 brief
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Port ID: Portl/0/1 ...(L)

Port ID Subtype > Local ...(@®
Port ID : Portl/o/1 ...(3)
Port Description - APRESIA Systems, Ltd ...(4)

ApresiaNP2000-24T4X HW A Firmware
1.01.01 Port 1 on Unit 1

@

@ ( )
Local ID
MAC Address MAC

€) ID

O]

show Ildp management-address

show Ildp management-address [/P-ADDRESS | 1PV6-ADDRESS]
1P-ADDRESS ( ) LLDP 1Pv4
1PV6-ADDRESS ( ) LLDP 1Pv6
LLDP ( TLV

1
1.01.01

# show 1ldp management-address

Address 1 : (default)

Subtype IPv4 . (D
Address : 10.5.2.77 ...(2
IF Type  IfIndex ...(3)
oID $1.3.6.1.4.1.278.1.42.3 ...(4)
Advertising Ports - ...
Address 2 :
Subtype : 1IPV4
Address : 10.5.2.77
IF Type o ITIndex
6] Ib) $1.3.6.1.4.1.278.1.42.3

Advertising Ports T -
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Total Entries: 2

€))
IPv4 IPv4
IPv6 IPV6
@
©)
IfIndex
“) IP 01D
®)

show Ildp neighbors interface

show Ildp neighbors interface INTERFACE-ID [,]-] [brief | detail]
INTERFACE-ID
* port
[.1-1 ( )
1,3,5
1-5

brief ( )
detail ( )

1
1.01.01

1/0/1 LLDP

# show Ildp neighbors interface port 1/0/1 detail

Port ID: Portl/0/1 ...(0)

Remote Entities Count : 1 ...(2)
Entity 1 ...(3)
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Chassis ID Subtype

Chassis ID

Port 1D Subtype

Port ID

Port Description

System Name

System Description

System Capabilities

Management Address Count
(None)

Port PVID
PPVID Entries Count
(None)

VLAN Name Entries Count
(None)

Protocol 1D Entries Count
(None)

MAC/PHY Configuration/Status
Power Via MDI
Link Aggregation

: MAC Address ...(4)

: 00-40-66-03-04-00 ...(5)
: Local ...(6)

: Portl/o/1 ...(7)
D ...(®

R (°)

D ...(10)

N G )]
:0...(1®

...(13)
.1

[eNe}

20 ...(15)

:0...(16)

> (None) ...(17N)
: (None) ...(18)
: (None) ...(19)

Maximum Frame Size 0 ...20)
Unknown TLVs Count 0 ...(2D
(None)
LLDP-MED Capabilities Enabled: ...(22)
Capabilities > Not Support
Network Policy > Not Support
Location ldentification - Not Support
Extended Power Via MDI - Not Support
Inventory = Not Support
Inventory Management: ...(23)
None
@
&)
(€)]
*) 1D ( )
®) 1D ( )
(6) ( )
Local ID
MAC Address MAC
@) ID
®
(©)]
(10)
11)
a2)
(13) VLAN ID
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(14 VLAN 1D
(15) VLAN
(16) ID)
an
(18) PoE
19
(20)
2y TLV
(22) LLDP-MED
LLDP-MED capabilities LLDP-MED
Network Policy
Location identification
Extended power via MDI PoE
Inventory LLDP-MED
(23) | LLDP-MED
1/0/1 LLDP

# show Ildp neighbors interface port 1/0/1

Port ID: Portl/0/1 ...(L)

Remote Entities Count : 1 ...(2)
Entity 1 ...(3)

Chassis ID Subtype
Chassis ID

Port 1D Subtype

Port ID

Port Description

System Name

System Description
System Capabilities
Management Address Count
Port PVID

PPVID Entries Count
VLAN Name Entries Count
Protocol ID Entries Count
MAC/PHY Configuration/Status
Power Via MDI

Link Aggregation

Maximum Frame Size
LLDP-MED capabilities
Extended power via MDI
Network policy

Inventory Management
Unknown TLVs Count

[eNoNoNeoNe)

: MAC Address ...(4)

: 00-40-66-03-04-00 ...(5)
: Local ...(6)

: Portl/o/1 ...(7)

R ¢2)

N ©)

D ...(10)

N G )]

-..(12)
-..(13)
.1
...(15)
...(16)

: (None) ...(17)

> (None) ...(18)

> (None) ...(19)

0 ...C20)

: (See Detail) ...(2D)
: (See Detail) ...(22)
: (See Detail) ...(23)
: (See Detail) ...(20
:0 ...(25)

@

(&)

®




4) 10 ( )

(5) 1D ( )

©) ( )
Local ID

MAC Address MAC

@ ID

(®)

(©)

10

a1

(12)

(13) VLAN 1D

(19) VLAN 1D

(15) VLAN

(16) ( ID)

an

(18) POE

19

(20)

(21) LLDP-MED

(22) POE

(23)

(24) LLDP-MED

(25) TLV

1/0/1 LLDP

# show Ildp neighbors interface port 1/0/1 brief

Port ID: Portl/0/1 ...(1)

Remote Entities Count - 1 ...(2)

Entity 1 ...(3)
Chassis ID Subtype : MAC Address ...(4)
Chassis ID 1 00-40-66-03-04-00 ...(5)
Port ID Subtype > Local ...(6)
Port ID > Portl/0/1 ...(7)
Port Description :...(®

@

@
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(©)

4) 10 ( )

5) 1D ( )

©) ( )
Local ID
MAC Address MAC

) ID

(®)

show Ildp traffic

LLDP
show Ildp traffic
1
1.01.01
LLDP

# show 1ldp traffic
Last Change Time : 1910843 ...(1)
Total Inserts :1...®
Total Deletes 0...(3®
Total Drops 0 ...
Total Ageouts :0...05
@ )
@
(€)]
*)
B) |TIL

show 1ldp traffic interface

LLDP

show 1ldp traffic interface /NTERFACE-ID [,]-]

INTERFACE-ID LLDP

* port
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show 1ldp traffic interface

[.1-1 ( )
1,3,5

1-5

1.01.01

1/0/1
# show Ildp traffic interface port 1/0/1
Port ID : Portl/0/1 ...(1)
Total Transmits 0 ...(®
Total Discards :0...(3
Total Errors :0 ...
Total Receives :0...5
Total TLV Discards 0 ...(6)
Total TLV Unknowns : 0 ...(7)
Total Ageouts :0...(8®
D) ID
) LLDP
€) LLDP
(€Y) LLDP
©) LLDP
6 (L)
) L)
(B8 |TTL
(CLD)
loop-detection global loop-detection global enable

371/688



enable no loop-detection global enable
loop-detection enable loop-detection enable
(Interface) no loop-detection enable
loop-detection mode loop-detection mode {port-based | vlan-based}
no loop-detection mode
loop-detection interval loop-detection interval SECONDS
no loop-detection interval
loop-detection vlan loop-detection vlan VLAN-LIST
no loop-detection vlan VLAN-LIST
show loop-detection show loop-detection [interface INTERFACE-ID [,]-11

loop-detection global enable

no loop-detection global enable

loop-detection global enable
no loop-detection global enable

12

1.01.01

# configure terminal
(config)# loop-detection global enable
(config)#

loop-detection enable (Interface)

no loop-detection enable

loop-detection enable
no loop-detection enable
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loop-detection enable (Interface)

12

1.01.01

1/0/1

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# loop-detection enable
(config-if-port)#

loop-detection mode

no
loop-detection mode
loop-detection mode {port-based | vlan-based}
no loop-detection mode
port-based
vlan-based VLAN
12
VLAN
VID=0
VLAN VLAN
VLAN
VLAN
VLAN VID=0
VLAN
VLAN
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loop-detection mode

. VLAN
VLAN
VLAN
. VLAN
VLAN VLAN
2
VLAN
2
VLAN
VLAN VLAN
VLAN VLAN
VLAN VID=0
2
» errdisable recovery cause loopback-detect
. shutdown no shutdown
VLAN 100
VLAN 1
100 100VLAN
VLAN
1.01.01

# configure terminal
(config)# loop-detection mode port-based
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5 2

| (config)#

loop-detection interval

no

loop-detection interval

loop-detection interval SECONDS

no loop-detection interval

interval SECONDS 1 32767

10

12

1.01.01

20
# configure terminal
(config)# loop-detection interval 20
(config)#

loop-detection vlan

VLAN
no loop-detection vlan

loop-detection vlan VLAN-LIST
no loop-detection vlan VLAN-LIST

VLAN-LIST VLAN VLAN

VLAN 1,3,5

VLAN 1-5

VLAN

12

VLAN 1D VLAN

VLAN VLAN
VLAN-LIST VLAN 1D
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loop-detection vlan

1 100

1.01.01

VLAN100 200

# configure terminal
(config)# loop-detection vlan 100-200
(config)#

show loop-detection

show loop-detection [interface INTERFACE-ID [,|-1]

interface /INTERFACE-1D ( )
* port
* range port
[.1-1 ( )
1,3,5
1-5

e port-channel

1
1.01.01
# show loop-detection

Loop Detection : Disabled ...(D

Detection Mode . port-based ...(2)

Enabled VLAN call VIANs ...(3)

Interval = 10 seconds ...(4)

® ® () ®
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Interface State Result Time Left (sec)
Port1/0/1 Disabled Normal -
Port1/0/2 Disabled Normal -
Port1/0/3 Disabled Normal -
Portl1/0/4 Disabled Normal -
Port1/0/5 Disabled Normal -
Port1/0/6 Disabled Normal -
Port1/0/7 Disabled Normal -
Port1/0/8 Disabled Normal -
Port1/0/9 Disabled Normal -
Port1/0/10 Disabled Normal -
Port1/0/11 Disabled Normal -
Portl1/0/12 Disabled Normal -
Port1/0/13 Disabled Normal -
Port1/0/14 Disabled Normal -
Port1/0/15 Disabled Normal -
Port1/0/16 Disabled Normal -

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

@

(&)

©)
all VLANs

VLAN
VLAN

4)

®)

(©)

@)

®

1/0/1

# show loop-detection interface port 1/0/1

@

Interface

@
State

(©)
Result

)
Time Left (sec)

Port1/0/1

Disabled

Normal

@

(&)

®

4

2

# show loop-detection interface port-channel 2

@

Interface

@
State

(©)
Result

)
Time Left (sec)
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2

Port-channel2

Disabled

Normal -

@

(&)

®

4

5.8

(CLI)

monitor session
destination interface

monitor session SESSION-NUMBER destination interface
INTERFACE-ID

no monitor session SESSION-NUMBER destination interface
INTERFACE-ID

monitor session
destination remote vlan

monitor session SESSION-NUMBER destination remote vlan VLAN-ID
interface INTERFACE-ID
no monitor session SESSION-NUMBER destination remote vlan

monitor session source
interface

monitor session SESSION-NUMBER source interface {INTERFACE-ID
[.1-]1 [both | rx | €] | cpu rx}

no monitor session SESSION-NUMBER source interface {INTERFACE-
ID [,]-] | cpu rx}

monitor session source
acl

monitor session SESSION-NUMBER source acl ACCESS-LIST-NAME
no monitor session SESSION-NUMBER source acl ACCESS-LIST-NAME

monitor session source
remote vlan

monitor session SESSION-NUMBER source remote vlan VLAN-ID
no monitor session SESSION-NUMBER source remote vlan

remote-span

remote-span
no remote-span

no monitor session

no monitor session SESSION-NUMBER

show monitor session

show monitor session [SESSION-NUMBER | remote | local]

monitor session destination interface

no monitor session destination interface
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monitor session destination interface

monitor session SESSION-NUMBER destination interface /INTERFACE-ID
no monitor session SESSION-NUMBER destination interface /NTERFACE-
1D
session SESSION-NUMBER
1 4
interface INTERFACE-ID
ID
e port
* port-channel
12
1
1
VLAN monitor session source remote vlan
VLAN
VLAN
1.01.01
1
1/0/1 3 ( 1/0/2 1/0/4)
# configure terminal
(config)# monitor session 1 destination interface port 1/0/1
(config)# monitor session 1 source interface port 1/0/2-4
(config)#
monitor session destination remote vlan
VLAN
VLAN VLAN
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monitor session destination remote vlan

VLAN no monitor session
destination remote vilan
monitor session SESSION-NUMBER destination remote vlan VLAN-1D
interface /INTERFACE-ID
no monitor session SESSION-NUMBER destination remote vlan
session SESSION-NUMBER 1 4
VLAN-1D
VLAN 2 4094
interface /INTERFACE-ID
ID
* port
¢ port-channel
12
1 1
VLAN
VLAN
VLAN
1.01.01
1/0/6 VLAN VLAN100 3 (

1/0/2 1/0/4)
# configure terminal
(config)# monitor session 2 source interface port 1/0/2-4

(config)# monitor session 2 destination remote vlan 100 interface port 1/0/6
(confiQ)#

monitor session source interface
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monitor session source interface

no monitor session source interface

monitor session SESSION-NUMBER source interface {/NTERFACE-ID [,]-
] [both | rx | ©] | cpu rx}
no monitor session SESSION-NUMBER source interface {/INTERFACE-ID

[.1-1 | cpu rx}
session SESSION-NUMBER
1 4

interface /INTERFACE-ID

* port

L[.1-1 C )

1,3,5

1-5

* port-channel

both ( )

rx ( )

x ( )

cpu rx CPU

12
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monitor session source interface

1.01.01
1/0/1
3 ( 1/0/2 1/0/4)
# configure terminal
(config)# monitor session 1 destination interface port 1/0/1
(config)# monitor session 1 source interface port 1/0/2-4
(config)#
monitor session source acl
no monitor
session source acl
monitor session SESSION-NUMBER source acl ACCESS-LIST-NAME
no monitor session SESSION-NUMBER source acl ACCESS-LIST-NAME
session SESSION-NUMBER
1 4
acl ACCESS-LIST-NAME
32
MAC
1P IPv6
12
1 1 1
VLAN
1.01.01

2
MAC-Monitored-Flow

MAC

# configure terminal

(config)# monitor session 2 destination interface port 1/0/1

(config)# monitor session 2 source acl MAC-Monitored-Flow
(config)#
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monitor session source remote vlan

VLAN
VLAN no monitor
session source remote vlan

monitor session SESSION-NUMBER source remote vlan VLAN-ID
no monitor session SESSION-NUMBER source remote vlan

session SESSION-NUMBER 1 4
vlan VLAN-1D
VLAN 2 4094

12

monitor session source remote vlan

VLAN
VLAN
VLAN (
) VLAN
switchport access vlan switchport
trunk allowed vlan
1.01.01
VLAN100
VLAN 1/0/4
1/0/1 1/0/4

# configure terminal

(config)# vlan 100

(config-vlan)# remote-span

(config-vlan)# exit

(config)# interface port 1/0/1

(confFig-if-port)# switchport mode trunk
(config-if-port)# switchport trunk allowed vlan 100
(config-if-port)# exit

(config)# interface port 1/0/4

(config-if-port)# switchport mode access
(config-if-port)# switchport access vlian 100
(config-if-port)# exit

(config)# monitor session 2 source remote vlan 100
(config)# monitor session 2 destination interface port 1/0/4
(config)#
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remote-span

VLAN VLAN
VLAN no remote-span

remote-span
no remote-span

VLAN
12
VLAN VLAN VLAN
VLAN VLAN
MAC VLAN
remote-span
VLAN
1.01.01
VLAN VLAN100
1/0/1 1/0/5

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# switchport mode trunk
(config-if-port)# switchport trunk allowed vlan 100
(config-if-port)# exit

(config)# interface port 1/0/5

(config-if-port)# switchport mode trunk
(config-if-port)# switchport trunk allowed vlan 100
(conFig-if-port)# exit

(config)# vlan 100

(config-vlan)# remote-span

(config-vlan)#

no monitor session

no monitor session SESSION-NUMBER

session SESSION-NUMBER
1 4

12
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no monitor session

1.01.01

1

# configure terminal

(config)# no monitor session 1
(confiQ)#

show monitor session

show monitor session [SESSION-NUMBER | remote | local]
SESSION-NUMBER ( )
remote ( )
local ( )
1
1.01.01

1

# show monitor session 1

Session 1 ...(D

Session Type: local session ...(2)
Destination Port: Portl/0/1 ...(3)
Source Ports: ...(4)
Both:
Portl1/0/2
Port1/0/3
Portl1/0/4

Total Entries: 1

(€))

¢))

local session

remote source session
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remote destination session

3

©)
RX
TX
Both

5.9 MLD

(cL) MLD

clear ipv6 mld snooping
statistics

clear ipv6 mld snooping statistics {all | vlan VLAN-ID |
interface INTERFACE-ID}

clear ipv6 mld snooping
groups

clear ipv6 mld snooping groups {all | IPV6-ADDRESS [vlan VLAN-
ID]}

clear ipv6 mld snooping
unknown-data

clear ipv6 mld snhooping unknown-data {all | vlan VLAN-ID |
group GROUP-ADDRESS}

ipv6 mld snooping

ipv6 mld snooping
no ipvé mld snooping

ipv6 mld snooping fast-
leave

ipv6 mld snooping fast-leave
no ipvé mld snooping fast-leave

ipv6 mld snooping last-
listener-query-interval

ipv6 mld snooping last-listener-query-interval SECONDS
no ipvé mld snooping last-listener-query-interval

ipv6 mld snooping mrouter

ipv6 mld snooping mrouter [forbidden] {interface INTERFACE-ID

L.1-13
no ipvé mld snooping mrouter [forbidden] {interface INTERFACE-

10 [LI-1}

ipv6 mld snooping ignore-
topology-change-
notification

ipv6 mld snooping ignore-topology-change-notification
no ipvé mld snooping ignore-topology-change-notification

ipvé mld snooping proxy-
reporting

ipv6 mld snooping proxy-reporting [source IPV6-ADDRESS]
no ipvé mld snooping proxy-reporting

ipv6 mld snooping querier

ipv6é mld snooping querier
no ipv6 mld snooping querier

ipv6 mld snooping query-
interval

ipv6 mld snooping query-interval SECONDS
no ipvé mld snooping query-interval

ipv6 mld snooping query-
max-response-time

ipv6é mld snooping query-max-response-time SECONDS
no ipvé mld snooping query-max-response-time

ipv6 mld snooping query-
version

ipv6é mld snooping query-version {1 | 2}
no ipvé mld snooping query-version
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ipv6 mld snooping report-
suppression

ipv6 mld snooping report-suppression
no ipvé mld snooping report-suppression

ipv6 mld snooping
robustness-variable

ipv6é mld snooping robustness-variable VALUE
no ipv6 mld snooping robustness-variable

ipv6 mld snooping static-
group

ipv6 mld snooping static-group IPV6-ADDRESS interface
INTERFACE-ID [,]-]

no ipvé mld snooping static-group IPV6-ADDRESS [interface
INTERFACE-ID [,]-1]

ipv6 mld snooping
suppression-time

ipvé mld snooping suppression-time SECONDS
no ipvé mld snooping suppression-time

ipvé mld snooping
minimum-version

ipv6 mld snooping minimum-version 2
no ipvé mld snooping minimum-version

ipv6 mld snooping
unknown-data expiry-time

ipv6é mld snooping unknown-data expiry-time SECONDS
no ipv6 mld snooping unknown-data expiry-time

ipv6 mld snooping
unknown-data learn

ipv6é mld snooping unknown-data learn
no ipvé mld snooping unknown-data learn

ipv6 mld snooping
unknown-data limit

ipv6 mld snooping unknown-data limit NUMBER
no ipv6 mld snooping unknown-data limit

show ipv6 mld snooping

show ipv6 mld snooping [vlan VLAN-ID [,]-1]1

show ipv6 mld snooping
groups

show ipv6 mld snooping groups [IPV6-ADDRESS | vlan VLAN-ID
[.1-11

show ipv6 mld snooping
mrouter

show ipv6 mld snooping mrouter [vlan VLAN-ID [,]-11

show ipv6 mld snooping
statistics

show ipv6 mld snooping statistics {interface [INTERFACE-ID
[.1-11 | vlan [VLAN-ID [,[-]1}

show ipv6 mld snooping
static-group

show ipv6 mld snooping static-group [IPv6-ADDRESS | vlan VLAN-
D [,]-1]

clear ipv6 mld snooping statistics

MLD

clear ipv6 mld snooping statistics {all | vlan VLAVN-/D | interface
INTERFACE- ID}

all

vlan VLAN-1D WLD
VLAN
interface INTERFACE-1D MLD

VLAN MLD

VLAN
VLAN

ID

* port
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clear ipv6 mld snooping statistics

* port-channel

12

1.01.01

MLD

# clear ipv6 mld snooping statistics all

clear ipv6 mld snooping groups

MLD

clear ipv6 mld snooping groups {all | /PV6-ADDRESS [vlan VLAN-101}

all MLD
1PV6-ADDRESS MLD
IPV6
vlan VLAN-1D ( ) MLD
VLAN 1D
12
1.01.01

# clear ipv6 mld snooping groups all

clear ipv6 mld snooping unknown-data

MLD

clear ipv6 mld snooping unknown-data {all | vlan VLAN-/D | group
GROUP-ADDRESS}

all VLAN
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clear ipv6 mld snooping unknown-data

vlan VLAN-1D

VLAN

group GROUP-ADDRESS

12

1.01.01

VLAN

# clear ipv6 mld snooping unknown-data all

ipv6 mld snooping

MLD

ipvé mld snooping

no ipv6 mld snooping

MLD
MLD

VLAN

12

IGMP
VLAN

MLD

MLD

ffle:222::102:304
33:33:01:02:03:04

ffle:222::

ffle:111::102:304

MAC
ffle:111::102:304
102:304

1.01.01

VLAN MLD

# configure terminal
(config)# no ipv6 mld snooping
(config)#
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MLD VLAN MLD
# configure terminal

(config)# ipv6 mld snooping
(config)#

VLAN1 MLD

# configure terminal

(config)# vlan 1

(config-vlan)# ipv6 mld snooping
(config-vlan)#

ipv6é mld snooping fast-leave

MLD

no ipvé mld snooping fast-leave
ipvé mld snooping fast-leave
no ipv6é mld snooping fast-leave

12

VLAN
1.01.01

VLAN1 MLD

# configure terminal

(config)# vlan 1

(config-vlan)# ipv6 mld snooping fast-leave
(config-vlan)#

ipv6 mld snooping last-listener-query-interval

MLD ( )
MLD
no ipv6é mld snooping last-listener-query-

interval

ipvé mld snooping last-listener-query-interval SECONDS
no ipvé mld snooping last-listener-query-interval

SECONDS

12
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ipv6é mld snooping last-listener-query-interval

MLD Done
MLD

VLAN
1.01.01

# configure terminal

(config)# vlan 1000

(config-vlan)# ipv6 mld snooping last-listener-query-interval 3
(config-vlan)#

ipvé mld snooping mrouter

VLAN IPv6
1Pv6
no ipvé mld snooping mrouter
ipvé mld snooping mrouter [forbidden] {interface /NTERFACE-ID [,]-
1}
no ipvé mld snooping mrouter [forbidden] {interface /NTERFACE-ID
L.1-1}
forbidden ( )
interface INTERFACE-ID 1Pv6
* port
[.1-1 ( )
1,3,5
1-5
* port-channel
IPv6 MLD
12
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ipv6 mld snooping mrouter

VLAN

MLD

MLD
MLD  PIM IPv6

VLAN

1.01.01

VLAN1 1/0/1  MLD
1/0/2  MLD

# configure terminal

(config)# vlan 1

(config-vlan)# ipv6 mld snooping mrouter interface port 1/0/1
(config-vlan)# ipv6 mld snooping mrouter forbidden interface port 1/0/2
(config-vlan)#

# configure terminal

(config)# vlan 4

(config-vlan)# no ipv6 mld snooping mrouter learn
(config-vlan)#

ipvé mld snooping ignore-topology-change-notification

MLD

MLD
no ipv6 mld snooping ignore-
topology-change-notification

ipv6 mld snooping ignore-topology-change-notification
no ipvé mld snooping ignore-topology-change-notification

12

MLD
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ipv6 mld snooping ignore-topology-change-notification

MLD

VLAN

1.01.01

MLD VLAN 1

# configure terminal

(config)# vlan 1

(config-vlan)# ipv6 mld snooping ignore-topology-change-notification
(config-vlan)#

ipv6é mld snooping proxy-reporting

no ipv6é mld snooping proxy-reporting

ipvé mld snooping proxy-reporting [source /PV6-ADDRESS]
no ipvé mld snooping proxy-reporting
source /PV6-ADDRESS ( )
1Pv6

12

MLDv1
source [/P-ADDRESS IP IP
IP IP
MAC

MAC VLAN IP

MAC
VLAN
1.01.01

VLAN1 MLD

# configure terminal

(config)# vlan 1

(config-vlan)# ipv6 mld snooping proxy-reporting
(config-vlan)#
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ipv6 mld snooping querier

MLD MLD

no ipv6 mld snooping querier

ipvé mld snooping querier
no ipvé mld snooping querier

12

MLD
MLD IPv6

VLAN

1.01.01

VLAN1 MLD

# configure terminal
(config)# vlan 1

(config-vlan)# ipv6 mld snooping querier

(config-vlan)#

ipv6é mld snooping query-interval

MLD

snooping query-interval

no ipvé mld

ipvé mld snooping query-interval SECONDS
no ipvé mld snooping query-interval

SECONDS  MLD

1 31,744
125

12
VLAN
1.01.01

VLAN 1000 MLD

300

# configure terminal
(config)# vlan 1000
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2

(config-vlan)# ipv6 mld snooping query-interval 300
(config-vlan)#

ipv6é mld snooping query-max-response-time

MLD

response-time

no ipvé mld snooping query-max-response-time

SECONDS  MLD
1 25

10

12

VLAN

1.01.01

20

# configure terminal

(config)# vlan 1000

(config-vlan)# ipv6 mld snooping query-max-response-time 20
(config-vlan)#

ipv6é mld snooping query-version

MLD

query-version

ipvé mld snooping query-version {1 | 2}
no ipvé mld snooping query-version

1 MLD
1

2 MLD
2

12

VLAN

1.01.01
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ipvé mld snooping query-max-response-time SECONDS

no ipv6é mld snooping



VLAN1000 1

# configure terminal

(config)# vlan 1000

(config-vlan)# ipv6 mld snooping query-version 1
(config-vlan)#

ipvé mld snooping report-suppression

VLAN MLD VLAN
no ipv6é mld snooping report-suppression

ipvé mld snooping report-suppression
no ipvé mld snooping report-suppression

12

MLDv1

VLAN

1.01.01

MLD

# configure terminal

(config)# vlan 100

(config-vlan)# ipv6 mld snooping report-suppression
(config-vlan)#

ipv6 mld snooping robustness-variable

MLD
no ipvé mld snooping robustness-variable

ipvé mld snooping robustness-variable VALUE
no ipvé mld snooping robustness-variable

VALUE 1 7

2

12

MLD

e Group member interval
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ipv6 mld snooping robustness-variable

-( X )+(1x
)

e Other querier present interval

° ( x ) + (0.5x
)
« Last listener query count
Group-Specific
Query

VLAN

1.01.01

VLAN1000 3

# configure terminal
(config)# vlan 1000

(config-vlan)# ipv6 mld snooping robustness-variable 3
(config-vlan)#

ipv6é mld snooping static-group

MLD

no
ipvé mld snooping static-group /PV6-ADDRESS interface INTERFACE-ID
[.1-1

no ipvé mld snooping static-group /PV6-ADDRESS [interface
INTERFACE-ID [,1-1]

1PV6-ADDRESS  1PV6
interface /NTERFACE-ID MLD

. port MLD
[.1-1 ( )
1,3,5
1-5
» port-channel MLD
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ipv6é mld snooping static-group

12

VLAN
MLD

VLAN

1.01.01

MLD

# configure terminal

(config)# vlan 1

(config-vlan)# ipv6 mld snooping static-group ff02::12:03 interface port 1/0/5
(config-vlan)#

ipv6 mld snooping suppression-time

MLD
no ipv6é mld snooping suppression-
time
ipvé mld snooping suppression-time SECONDS
no ipvé mld snooping suppression-time
SECONDS MLD 1 300
10
12
MLD
VLAN
1.01.01
VLAN 1000 125

# configure terminal

(config)# vlan 1000

(config-vlan)# ipv6 mld snooping suppression-time 125
(config-vlan)#
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ipv6 mld snooping minimum-version

MLD

no ipvé mld snooping
minimum-version

ipvé mld snooping minimum-version 2
no ipv6é mld snooping minimum-version

12

MLD

VLAN

1.01.01

MLDv1

# configure terminal

(config)# vlan 1

(config-vlan)# ipv6 mld snooping minimum-version 2
(config-vlan)#

ipv6 mld snooping unknown-data expiry-time

MLD

no ipvé mld snooping unknown-data expiry-time

ipvé mld snooping unknown-data expiry-time SECONDS
no ipvé mld snooping unknown-data expiry-time
SECONDS 1 65535

12

VLAN
1.01.01

VLAN 1000

# configure terminal

(config)# vlan 1000

(config-vlan)# ipv6 mld snooping unknown-data expiry-time 300
(config-vlan)#
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ipv6é mld snooping unknown-data learn

no
ipvé mld snooping unknown-data learn
ipvé mld snooping unknown-data learn
no ipvé mld snooping unknown-data learn
12
MLD
VLAN
1.01.01
VLAN 1000
# configure terminal
(config)# vlan 1000
(config-vlan)# ipv6 mld snhooping unknown-data learn
(config-vlan)#
ipvé mld snooping unknown-data limit
MLD
no
ipvé mld snooping unknown-data limit
ipvé mld snooping unknown-data limit AUMBER
no ipv6 mld snooping unknown-data limit
NUMBER 1 128
128
12
1.01.01
100

| # configure terminal
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(config)# ipv6 mld snooping unknown-data limit 100
(config)#

show ipv6 mld snooping

MLD
show ipv6 mld snooping [vlan VLAN-1D [,]-1]
vlan VLAN-1D ( ) VLAN  MLD
[.1-1 ( ) VLAN VLAN

VLAN 1,3,5

VLAN 1-5

1
VLAN MLD VLAN MLD
1.01.01

MLD

# show ipv6 mld snooping
MLD snooping global state: Enabled...(1)

VLAN #1 configuration

MLD snooping state : Enabled...(2)

Minimum version Vv2...(3)

Fast leave : Enabled (host-based)...(4)
Report suppression : Enabled...(5)

Suppression time : 10 seconds...(6)

Proxy reporting : Disabled (Source ::)...(7)
Mrouter port learning > Enabled...(8)

Querier state : Enabled (Non-active)...(9)
Query version D v2...(10)

Query interval : 125 seconds...(11)

Max response time : 10 seconds...(12)
Robustness value t2...(13)

Last listener query interval : 1 seconds...(14)

Ignore topology change : Disabled...(15)

Total Entries: 1

(1) | M

(2 | VLAN MLD

®) MLD
1)) MLD

Enabled (host-based)
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Disabled (host-based)
®)
(6) MLD
)
€) ipvé mld snooping mrouter learn
(9 | MLD
(10) | MLD
(11) | MLD MLD
(12) | MLD
(13) | MLD
¢
(15)

show ipv6 mld snooping groups

MLD
show ipv6 mld snooping groups [/PV6-ADDRESS | vlan VLAN-ID [,]1-1]
1PV6-ADDRESS ( ) MLD
1Pv6
vlan VLAN-1D ( )  VLAN
[.1-1 ( ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
1
1Pv6 MLD
VLAN VLAN MLD
1.01.01

MLD

# show ipv6 mld snooping groups

MLD Snooping Connected Group Membership:
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@ @ ©) QIO ®
VLAN ID Group address Source address FM Exp(sec) Interface
1 ffle:: * EX 258 1/0/7
1 ffle::3 * EX 258 1/0/7
1 ffle::4 3620:110:1::3a2b IN 258 1/0/7
Total Entries: 3
(1) |VLAN ID
) IPV6
(©) IP
4 |FM
EX exclude
IN include
(5) | MLD
(6)
show ipv6 mld snooping mrouter
MLD
MLD

show ipv6 mld snooping mrouter [vlan VZAN-1D [,]-11

vlan VLAN-1D ( ) VLAN  MLD

[.1-1 ( ) VLAN VLAN

VLAN 1,3,5
VLAN 1-5
1
VLAN VLAN MLD
1.01.01

MLD
# show ipv6 mld snooping mrouter
) @
VLAN Ports
1 1/0/4, 1/0/8 (static)

1/0/10 (forbidden)
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1/0/12 (dynamic)
3 1/0/14 (static)
1/0/15 (dynamic)

Total Entries: 2

(1) |VLAN ID

(&)

show ipv6 mld snooping statistics

MLD

show ipv6 mld snooping statistics {interface [/NTERFACE-ID [,]-1]
| vlan [VLAN-10 [L,1-11}

interface MLD
INTERFACE-1D ( )
* port MLD
[.1-1 ( )
1,3,5
1-5
* port-channel MLD

vlan VLAN  MLD

VLAN-1D ( )  VLAN VLAN
[.1-1 ¢ ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
1
MLD
VLAN VLAN  VLAN
1.01.01
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MLD

# show ipv6 mld snhooping statistics interface

Interface Portl/0/1...(0)
Rx: V1Report 1, v2Report 2, Query 1, vlleave 2
Tx: vlReport 1, v2Report 2, Query 1, vlleave 2

Interface Portl/0/3

Rx: VI1Report O, v2Report O, Query O, vililLeave 0O
Tx: vlReport O, vZ2Report O, Query O, vllLeave O
Interface Portl/0/4

Rx: VI1Report 3, v2Report O, Query 3, vilLeave O
Tx: VvlReport 2, v2Report 2, Query 1, vlleave 2
Total Entries: 3

# show ipv6 mld snooping statistics vian 1
VLAN 1 Statistics:...(2)

Rx: VI1Report 3, vZ2Report O, Query 3, vililLeave O
Tx: VvlReport 2, v2Report 2, Query 1, vlleave 2

Total Entries: 1

€Y MLD

(2) | VLAN MLD

show ipv6 mld snooping static-group

MLD
show ipv6 mld snooping static-group [/PV6-ADDRESS | vlan VLAN-1D
L.1-11
1PV6-ADDRESS ( ) MLD
IPv6
vlan VLAN-1D ( ) VLAN  MLD
[1-1 ( )
1,3,5
1-5
1
MLD
IPv6 VLAN 1D
MLD
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show ipv6 mld snooping static-group

1.01.01
MLD
# show ipv6 mld snooping static-group
@ @ ©)
VLAN ID Group address Interface
1 ffle::1 1/0/1,1/0/5

Total Entries: 1

(1) |VLAN ID

(&)

®)

5.10 VLAN

(cLD) VLAN

private-vlan private-vlan {community | isolated | primary}
no private-vlan {community | isolated | primary}

private-vlan association private-vlan association {add SECONDARY-VLAN-ID [,]-] | remove
SECONDARY-VLAN-ID [, ]-13}
no private-vlan association

private-vlan synchronize | private-vlan synchronize

switchport mode private- | switchport mode private-vlan {host | promiscuous}

vlan

switchport private-vlan switchport private-vlan host-association PRIMARY-VLAN-ID
host-association SECONDARY-VLAN-1D

no switchport private-vlan host-association

switchport private-vlan switchport private-vlan mapping PRIMARY-VLAN-ID {add
mapping SECONDARY-VLAN-ID [,]-] | remove SECONDARY-VLAN-ID [,]-1}
no switchport private-vlan mapping

show vlan private-vlan show vlan private-vlan
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private-vlan

VLAN VLAN VLAN
no private-vlan
private-vlan {community | isolated | primary}
no private-vlan {community | isolated | primary}
community VLAN VLAN
VLAN VLAN
2
isolated VLAN VLAN VLAN
VLAN
2 VLAN
primary VLAN VLAN VLAN
VLAN
12
VLAN 1 VLAN 1
VLAN VLAN
VLAN VLAN
1.01.01
VLAN VLAN VLAN1000
VLAN VLAN1001 VLAN VLAN1002 VLAN
# configure terminal
(config)# vlan 1000
(config-vlan)# private-vlan primary
(config-vlan)# exit
(config)# vlan 1001
(config-vlan)# private-vlan isolated
(config-vlan)# exit
(config)# vlan 1002
(config-vlan)# private-vlan community
(config-vlan)#
private-vlan association
VLAN VLAN
VLAN VLAN no private-

vlan association

private-vlan association {add SECONDARY-VLAN-1D [,]-] | remove
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private-vlan association

SECONDARY-VLAN-1D [, -1}
no private-vlan association

add SECONDARY-VLAN-1D VLAN VLAN
VLAN  VLAN ID 2 4094

[.1-] ¢ ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
remove SECONDARY-VLAN-1D VLAN VLAN

VLAN  VLAN ID 2 4094

[1-]1 ( ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
VLAN
12

VLAN 1 VLAN

1.01.01
VLAN1000 VLAN1001 VLAN1002

# configure terminal

(config)# vlan 1000

(config-vlan)# private-vlan association add 1001-1002
(config-vlan)#

private-vlan synchronize

VLAN MSTP 1D
VLAN

private-vlan synchronize

MSTP
12
VLAN VLAN
VLAN MSTP ID private-vlan
synchronize MSTP MSTP
ID running configuration
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private-vlan synchronize

MSTP

1.01.01

MSTP
# configure terminal
(config)# spanning-tree mst configuration
(config-mst)# instance 1 vlans 1-100
(config-mst)# instance 2 vlans 101-200

(config-mst)# private-vlan synchronize
(config-mst)#

MSTP

switchport mode private-vlan

VLAN
switchport
mode private-vlan
switchport mode private-vlan {host | promiscuous}
host VLAN (
)

promiscuous VAN ( )

VLAN

12

switchport mode private-vlan promiscuous

VLAN switchport mode trunk
switchport trunk allowed vlan
VLAN
1.01.01
VLAN 1/0/1
VLAN 1/0/2 VLAN

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# switchport mode private-vlan host
(config-if-port)# exit

(config)# interface port 1/0/2

(config-if-port)# switchport mode private-vlan promiscuous
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| (config-if-port)#

switchport private-vlan host-association

VLAN
no switchport private-vlan host-
association
switchport private-vlan host-association PRIMARY-VLAN-1D
SECONDARY-VLAN-1D
no switchport private-vlan host-association
PRIMARY-VLAN-1D VLAN VLAN ID 2 4094
SECONDARY-VLAN-ID VLAN  VLAN ID 2 4094
12
VLAN VLAN
VLAN
VLAN
VLAN VLAN
1.01.01
1/0/1 VLAN1000 VLAN1001

# configure terminal
(config)# interface port 1/0/1
(config-if-port)# switchport mode private-vlan host

(config-if-port)# switchport private-vlan host-association 1000 1001
(config-if-port)#

switchport private-vlan mapping

VLAN
no switchport private-vlan mapping

switchport private-vlan mapping PRIMARY-VLAN-ID {add SECONDARY-
VLAN-1D [,]|-] | remove SECONDARY-VLAN-1D [,|-1}
no switchport private-vlan mapping

PRIMARY-VLAN-1D VLAN  VLAN ID 2
4094
add SECONDARY-VLAN-1D VLAN
VLAN VLAN ID 2 4094
[.1-]1 ¢ ) VLAN VLAN
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switchport private-vlan mapping

VLAN 1,3,5
VLAN 1-5
remove SECONDARY-VLAN-ID VLAN
VLAN  VLAN ID
[1-1 ¢ ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
12
1.01.01
1/0/2 VLAN
VLAN VLAN
. VLAN1000
. VLAN1001
« VLAN1002

# configure terminal

(config)# interface port 1/0/2

(conFig-if-port)# switchport mode private-vlan promiscuous
(config-if-port)# switchport private-vlan mapping 1000 add 1001,1002
(config-if-port)#

show vlan private-vlan

VLAN

show vlan private-vlan

VLAN VLAN
VLAN VLAN
VLAN

1.01.01
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VLAN 2 VLAN
# show vlan private-vlan
@ @ ©) ©)
Primary VLAN Secondary VLAN  Type Interface
300 200 Isolated 1/0/9-1/0/16,1/0/24
300 100 Community 1/0/1-1/0/8,1/0/24

Total Entries: 2

(€)) VLAN
(@) VLAN
©))
Isolated
Community
*)

5.11

(CLI)

clear spanning-tree
detected-protocols

clear spanning-tree detected-protocols {all | interface
INTERFACE- 1D}

show spanning-tree

show spanning-tree [interface INTERFACE-ID [,]|-1]1

show spanning-tree
configuration interface

show spanning-tree configuration interface [INTERFACE-ID [,]-

1]

snmp-server enable traps
stp

snmp-server enable traps stp [new-root] [topology-chg]
no snmp-server enable traps stp [new-root] [topology-chg]

spanning-tree global
state

spanning-tree global state {enable | disable}
no spanning-tree global state

spanning-tree (timers)

spanning-tree {hello-time SECONDS | forward-time SECONDS |
max-age SECONDS}
no spanning-tree {hello-time | forward-time | max-age}

spanning-tree state

spanning-tree state {enable | disable}
no spanning-tree state

spanning-tree cost

spanning-tree cost COST
no spanning-tree cost

spanning-tree guard root

spanning-tree guard root
no spanning-tree guard root

spanning-tree link-type

spanning-tree link-type {point-to-point | shared}
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no spanning-tree link-type

spanning-tree mode spanning-tree mode {mstp | rstp |stp}
no spanning-tree mode
spanning-tree portfast spanning-tree portfast {disable | edge| network}
no spanning-tree portfast
spanning-tree port- spanning-tree port-priority PRIORITY
priority no spanning-tree port-priority
spanning-tree priority spanning-tree priority PRIORITY
no spanning-tree priority
spanning-tree tcnfilter spanning-tree tcnfilter
no spanning-tree tcnfilter
spanning-tree tx-hold- spanning-tree tx-hold-count VALUE
count no spanning-tree tx- hold-count
spanning-tree forward- spanning-tree forward-bpdu
bpdu no spanning-tree forward-bpdu
spanning-tree nni-bpdu- spanning-tree nni-bpdu-address {dotld | dotlad}
address no spanning-tree nni-bpdu-address
instance instance INSTANCE-ID vlans VLANID [,]-]
no instance INSTANCE-ID [vlans VLANID [,]-11
name name NAME

no name NAME

revision revision VERSION
no revision

show spanning-tree mst show spanning-tree mst [configuration [digest]]
show spanning-tree mst [instance INSTANCE-ID [,]-]] [interface
INTERFACE-ID [,]-]1] [detail]

spanning-tree mst spanning-tree mst INSTANCE-ID {cost COST | port-priority
PRIORITY}
no spanning-tree mst INSTANCE-ID {cost | port-priority}
spanning-tree mst spanning-tree mst configuration
configuration no spanning-tree mst configuration
spanning-tree mst max- spanning-tree mst max-hops HOP-COUNT
hops no spanning-tree mst max-hops
spanning-tree mst hello- | spanning-tree mst hello-time SECONDS
time no spanning-tree mst hello-time
spanning-tree mst spanning-tree mst INSTANCE-ID priority PRIORITY
priority no spanning-tree mst INSTANCE-ID priority

clear spanning-tree detected-protocols
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clear spanning-tree detected-protocols

clear spanning-tree detected-protocols {all | interface /NTERFACE-
10}

all
interface /INTERFACE-ID
ID
ID

* port

* port-channel

12

SEND_RSTP
LAN

LAN STP (RSTP
MSTP) STP
STP

1.01.01

# clear spanning-tree detected-protocols all
Clear spanning-tree detected-protocols? (y/n) [n] y

show spanning-tree

STP  RSTP

show spanning-tree [interface /NTERFACE-1D [,]-11

interface INTERFACE-1D ( )

* port

* LI-1( )

. 1,3,5

1-5
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show spanning-tree

* port-channel

1.01.01

STP

# show spanning-tree

Spanning Tree: Enabled ...(1)

Protocol Mode: RSTP ...(2)

Tx-hold-count: 6 ...(3)

NNI BPDU Address: dotld(01-80-C2-00-00-00) ...(4)
Root ID Priority: 32768 ...(5)

Address: 00-40-66-78-08-00 .. .(6)
Q) ® ®

Hello Time: 2 sec, Max Age: 20 sec, Forward Delay: 15 sec

Bridge ID Priority: 32768 (priority 32768 sys-id-ext 0) ...(10)

Address: 00-40-66-AA-51-89 ...(11)
a2 a3 4

Hello Time: 2 sec, Max Age: 20 sec, Forward Delay: 15 sec,

Topology Changes Count: O ...(15)

@6) an s a9 (20) @) @
Priority Link

Interface Role State Cost Port# Type Edge

Port1/0/1 designated forwarding 20000 128.1 p2p edge

Port1/0/2 root forwarding 2000 128.2 p2p non-edge

Port1/0/8 designated forwarding 20000 128.8 p2p edge

Port1/0/17 designated forwarding 20000 128.17 p2p edge

@

STP RSTP

(&)

®

4)

BPDU MAC

®)

(©)

MAC

@)

(®)

(©)

(10)

( sys-id-ext )

a1

MAC
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a2)
a3
as
15)
(16)
an
root
designated
alternate
backup
disabled
(18)
forwarding
blocking
listening
learning
discarding
disabled
19
(20) 1D ( )
(21)
p2p
shared
(22)
edge
non-edge

show spanning-tree configuration interface

show spanning-tree configuration interface [/NTERFACE-ID [,]-11

INTERFACE-1D ( )
« port
* L1-1 ( )
1,3,5
1-5

» port-channel
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show spanning-tree configuration interface

1.01.01

1/0/1

# show spanning-tree configuration interface port 1/0/1

Port1/0/1 ...(2)

Spanning tree state : Enabled ...(2)
Port path cost: 0 ...(3)

Port priority: 128 ...(4)

Port Identifier: 128.1 ...(5)

Link type: auto ...(6)

Port fast: auto ...(7)

Guard root: Disabled ...(8)

TCN filter : Disabled ...(9)

Bpdu forward: Disabled ...(10)

@
@
(©)]
*)
®) 1D ( )
(6)
auto (
)
p2p
shared
(7) | Port Fast
auto
edge
none-edge
®
(©)] (TCN)
(10) | VLAN BPDU

snmp-server enable traps stp

SNMP

SNMP

no snmp-server enable traps
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snmp-server enable traps stp

stp
snmp-server enable traps stp [new-root] [topology-chg]
no snmp-server enable traps stp [new-root] [topology-chg]
new-root ( )

(SNMP )
topology-chg ( ) (SNMP )

12
SNMP
1.01.01
SNMP 10.9.18.100

# configure terminal
(config)# snmp-server enable traps
(config)# snmp-server enable traps stp

(config)# snmp-server host 10.9.18.100 version 2c public
(config)#

spanning-tree global state

no spanning-tree global state

spanning-tree global state {enable | disable}
no spanning-tree global state

enable

disable

12

1.01.01
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# configure terminal

(config)# spanning-tree global state enable
(config)#

spanning-tree (timers)

no spanning-tree

spanning-tree {hello-time SECONDS | forward-time SECONDS | max-age
SECONDS}

no spanning-tree {hello-time | forward-time | max-age}

hello-time SECONDS

( ) 1 2
forward-time SECONDS

STP
( ) 4 30
max-age SECONDS BPDU ( )
6 40
2
15
20
12
1.01.01

# configure terminal

(config)# spanning-tree hello-time 1
(config)# spanning-tree forward-time 16
(config)# spanning-tree max-age 21
(config)#

spanning-tree state

no spanning-tree state

spanning-tree state {enable | disable}
no spanning-tree state

enable

disable
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spanning-tree state

12

BPDU
spanning-tree state
1.01.01
1/0/1
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# spanning-tree state enable
(config-if-port)#
spanning-tree cost
no spanning-
tree cost
spanning-tree cost COST
no spanning-tree cost
CcoST 1 200000000
12
RSTP STP
1
MSTP CIST
CIST
1.01.01
1/0/7 20000

# configure terminal

(config)# interface port 1/0/7
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(config-if-port)# spanning-tree cost 20000
(config-if-port)#

spanning-tree guard root

spanning-tree guard root

no

spanning-tree guard root
no spanning-tree guard root

12

BPDU

BPDU

BPDU

1.01.01

1/0/1

# configure terminal

(config)# interface port 1/0/1
(confFig-if-port)# spanning-tree guard root
(config-if-port)#

spanning-tree link-type

no spanning-tree link-type

spanning-tree link-type {point-to-point | shared}
no spanning-tree link-type

point-to-point

shared
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spanning-tree link-type

12

1.01.01

1/0/7

# configure terminal
(config)# interface port 1/0/7

(confFig-if-port)# spanning-tree link-type point-to-point

(config-if-port)#

spanning-tree mode

no spanning-tree mode

spanning-tree mode {mstp | rstp |stp}
no spanning-tree mode

mstp

rstp

stp

(MSTP)

(RSTP)

(IEEE 802.1D )

RSTP

12

STP RSTP

MSTP

1.01.01
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RSTP

# configure terminal
(config)# spanning-tree mode rstp
(config)#

spanning-tree portfast

Port Fast no
spanning-tree portfast

spanning-tree portfast {disable | edge| network}
no spanning-tree portfast

disable Port Fast
edge Port Fast
network Port Fast

network

12

3 Port Fast
» Edge mode

BPDU Non-port-

fast
» Disable mode Non-port-fast

e Network mode 3 Non-port-fast

BPDU port-fast

BPDU Non-port-fast

Network mode RSTP MSTP

spanning-tree portfast

1.01.01

1/0/7 Port-fast edge

# configure terminal

(config)# interface port 1/0/7
(confFig-if-port)# spanning-tree portfast edge
(config-if-port)#
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spanning-tree port-priority

RSTP  STP
no spanning-tree port-priority

spanning-tree port-priority PRIORITY

no spanning-tree port-priority

PRIORITY 0 240

128

12

1.01.01

0 1/0/7

# configure terminal

(config)# interface port 1/0/7
(config-if-port)# spanning-tree port-priority 0
(config-if-port)#

spanning-tree priority

RSTP  STP

no spanning-tree priority
spanning-tree priority PRIORITY
no spanning-tree priority
PRIORITY 0 61440

Spanning-Tree Bridge-1D
MAC
32768
12

Root Bridge 2
1 1 MAC

4096

"spanning-tree mst O priority

PRIORITY"
PRIORITY
1.01.01
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STP 4096
# configure terminal

(config)# spanning-tree priority 4096
(config)#

spanning-tree tcnfilter

(TCN)
TCN no
spanning-tree tcnfilter
spanning-tree tcnfilter
no spanning-tree tcnfilter
12

TCN TC
TCN
1.01.01

1/0/7 TCN
# configure terminal
(config)# interface port 1/0/7
(config-if-port)# spanning-tree tcnfilter
(config-if-port)#

spanning-tree tx-hold-count

1 BPDU
no spanning-tree tx-hold-count

spanning-tree tx-hold-count VALUE
no spanning-tree tx-hold-count
VALUE BPDU

12
hold BPDU

BPDU
BPDU

425/688




spanning-tree tx-hold-count

transmit hold 1

1.01.01

transmit hold 5

# configure terminal
(config)# spanning-tree tx-hold-count 5
(config)#

spanning-tree forward-bpdu

BPDU

BPDU no spanning-tree
forward-bpdu

spanning-tree forward-bpdu
no spanning-tree forward-bpdu

12

BPDU

64kbps

1.01.01

BPDU

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# spanning-tree forward-bpdu
(config-if-port)#

spanning-tree nni-bpdu-address

BPDU
no spanning-tree
nni-bpdu-address

spanning-tree nni-bpdu-address {dotld | dotlad}
no spanning-tree nni-bpdu-address

dotld BPDU
Customer Bridge Group Address (01-80-C2-00-00-00)

dotlad BPDU
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spanning-tree nni-bpdu-address

Provider Bridge Group Address (01-80-C2-00-00-08)

Customer Bridge Group Address

12
BPDU Customer
Bridge Group Address
NNI
1.01.01
VLAN dotlad BPDU
# configure terminal
(config)# spanning-tree nni-bpdu-address dotlad
(config)#
instance
1 VLAN VLAN MSTP
VLAN no instance
VLAN
VLAN no instance

instance /INSTANCE-ID vlans VLANID [, |-]
no instance INSTANCE-1D [vlans VLANID [,]-1]

INSTANCE-1D VLAN MSTP
1 4094
vlans VLANID VLAN
VLAN VLAN 1D 16
[L1-1 ( ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
MSTP
12
VLAN cIST
VLAN
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instance

VLAN

1.01.01

2

# configure terminal

(config)# spanning-tree mst configuration
(config-mst)# instance 2 vlans 1-100
(config-mst)#

name

MSTP

no name

name NAWE
no name NAME

NAME 32

MAC

MSTP

12

VLAN
MSTP MSTP

1.01.01

MSTP

MName

# configure terminal

(config)# spanning-tree mst configuration
(config-mst)# name MName

(config-mst)#

revision

MSTP
no revision

revision VERSION
no revision

VERSION MSTP

0

MSTP
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revision

12

1.01.01

MSTP 2

# configure terminal

(config)# spanning-tree mst configuration
(config-mst)# revision 2

(config-mst)#

show spanning-tree mst

MSTP
show spanning-tree mst [configuration [digest]]
show spanning-tree mst [instance /NSTANCE-ID [,]-]1] [interface
INTERFACE-1D [,]-11 [detail]
configuration ( ) MSTP VLAN
digest ( ) MSTP (MSTPCI)
MSTP MD5
instance INSTANCE-ID ( ) MSTP
MSTP 0 16
L1-] ( ) MSTP MSTP
MSTP 1,3,5
MSTP 1-5
interface /INTERFACE-ID ( ) MSTP
1D ID
» port
* LI-1( )
. 1,3,5
1-5
¢ port-channel
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show spanning-tree mst

detail ( )

MSTP
VLAN VLAN

configuration
MSTP

VLAN show spanning-tree mst

MSTP

1.01.01

MSTP

# show spanning-tree mst detail

@ @

Spanning tree: Enabled,protocol: MSTP

NNI BPDU Address: dotld(00-40-66-00-00-00) ...(3)
Number of MST instances: 3 ...(4)

O O)
>>>>\STO0 vlans mapped : 1-99,101-199,201-4094
Q) ®
Bridge Address: 00-40-66-70-04-00, Priority: 32768 (32768 sysid 0)
® (10)

Designated Root Address: 00-40-66-03-04-00, Priority: 32768 (32768 sysid 0)
CIST External Root Cost : 0 ...(11D)

12 a3

Regional Root Bridge Address: 00-40-66-03-04-00, Priority: 32768 (32768 sysid 0)
CIST Internal Root Cost : 2000 ...(14)

15) (16)

Designated Bridge Address: 00-40-66-03-04-00, Priority: 32768 (32768 sysid 0)
Topology Changes Count: 3 ...(17)

Portl/0/7 ...(18)
Port state: forwarding ...(19)
Port role: designated ...(20)

(@a)) 22 (23)
Port info : port ID 128.7, priority: 128, cost: 20000
(@Z)) @5
Designated root address: 00-40-66-03-04-00, priority: 32768
(26) @n
Regional Root address: 00-40-66-03-04-00, priority: 32768
23 29 (30)

Designated bridge address: 00-40-66-70-04-00, priority: 32768, port id: 128.7

Port1/0/21
Port state: blocking
Port role: alternate
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Port info : port ID 16.21, priority: 16, cost: 20000

Designated root address: 00-40-66-03-04-00, priority: 32768

Regional Root address: 00-40-66-03-04-00, priority: 32768

Designated bridge address: 00-40-66-03-04-00, priority: 32768, port id: 16.21

Port1/0/22
Port state: blocking
Port role: alternate
Port info : port ID 48.22, priority: 48, cost: 20000
Designated root address: 00-40-66-03-04-00, priority: 32768
Regional Root address: 00-40-66-03-04-00, priority: 32768
Designated bridge address: 00-40-66-03-04-00, priority: 32768, port id: 48.22

Port1/0/23
Port state: forwarding
Port role: root
Port info : port ID 128.47, priority: 128, cost: 2000
Designated root address: 00-40-66-03-04-00, priority: 32768
Regional Root address: 00-40-66-03-04-00, priority: 32768
Designated bridge address: 00-40-66-03-04-00, priority: 32768, port id: 128.49

>>>>MSTO1  vlans mapped : 100

Bridge Address: 00-40-66-70-04-00, Priority: 32769 (32768 sysid 1)

(31) (32)

Regional Root Address: 00-40-66-03-04-00, Priority: 32769 (32768 sysid 1)
MSTI Internal Root Cost : 20000 ...(33)

Designated Bridge Address: 00-40-66-03-04-00, Priority: 32769 (32768 sysid 1)
Topology Changes Count: 3

Port1/0/7
Port state: forwarding
Port role: designated
Port info : port ID 128.7, priority: 128, cost: 20000
Designated root address: 00-40-66-03-04-00, priority: 32769
Designated bridge address: 00-40-66-70-04-00, priority: 32769, port id: 128.7

Port1/0/21
Port state: blocking
Port role: alternate
Port info : port ID 32.21, priority: 32, cost: 20000
Designated root address: 00-40-66-03-04-00, priority: 32769
Designated bridge address: 00-40-66-03-04-00, priority: 32769, port i

-
o

1 32.21

Port1/0/22
Port state: forwarding
Port role: root
Port info : port ID 16.22, priority: 16, cost: 20000
Designated root address: 00-40-66-03-04-00, priority: 32769
Designated bridge address: 00-40-66-03-04-00, priority: 32769, port id: 16.22

Port1/0/23
Port state: disabled
Port role: disabled
Port info : port ID 128.47, priority: 128, cost: 2000
Designated root address: 00-00-00-00-00-00, priority: O
Designated bridge address: 00-00-00-00-00-00, priority: O, port id: 128.47

>>>>MST02  vlans mapped : 200

Bridge Address: 00-40-66-70-04-00, Priority: 32770 (32768 sysid 2)

Regional Root Address: 00-40-66-03-04-00, Priority: 32770 (32768 sysid 2)
MSTI Internal Root Cost : 20000

Designated Bridge Address: 00-40-66-03-04-00, Priority: 32770 (32768 sysid 2)
Topology Changes Count: 2
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Port1/0/7
Port state: disabled
Port role: disabled
Port info : port ID 128.7, priority: 128, cost: 20000
Designated root address: 00-00-00-00-00-00, priority: O
Designated bridge address: 00-00-00-00-00-00, priority: O, port id: 128.7
Port1/0/21
Port state: blocking
Port role: alternate
Port info : port ID 48.21, priority: 48, cost: 20000
Designated root address: 00-40-66-03-04-00, priority: 32770
Designated bridge address: 00-40-66-03-04-00, priority: 32770, port id: 48.21
Port1/0/22
Port state: forwarding
Port role: root
Port info : port ID 32.22, priority: 32, cost: 20000
Designated root address: 00-40-66-03-04-00, priority: 32770
Designated bridge address: 00-40-66-03-04-00, priority: 32770, port id: 32.22
Port1/0/23
Port state: disabled
Port role: disabled
Port info : port ID 128.47, priority: 128, cost: 2000
Designated root address: 00-00-00-00-00-00, priority: O
Designated bridge address: 00-00-00-00-00-00, priority: O, port id: 128.47
(1) | MSTP
@
(3) | BPDU MAC
(4) | MSTP
(5) | MSTP
(6) | MSTP VLAN
) MAC
®) ( sysid MSTP )
(9 | CIST MAC
(10) | CIsT ( sysid MSTP )
(1) CIST CIST
(12) | CIST MAC
(13) | CIsT ( sysid MSTP
(4 MSTP 0 (IST)
(15) MAC
(16) ( sysid MSTP )
an
1s8)
(19
forwarding
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blocking
listening
learning
discarding
disabled

(20)
root
designated
alternate
backup
disabled

(1) 1D ( )

(22)

(23)

(24) | CIST MAC

(25) | cIsT

(26) | CIST MAC

@7 | cist

(28) MAC

(29)

(30) 1D ( )

(31) | MSTP MAC

(32) | MSTP (
)

sysid MSTP

(33) MSTP

1/0/47  MSTP

# show spanning-tree mst interface port 1/0/47 detail

Port1/0/47 ...(1)

@ ©)

Configured link type: auto, operation status: point-to-point
Q) ®

Configured fast-forwarding: auto, operation status: non-edge
Bpdu statistic counter: sent: 4, received: 1535 ...(6)

@) ®
>>>>MST instance: 00, vlans mapped : 1-99,101-199,201-4094
Port state: forwarding ...(9)
Port role: root ...(10)
ayn a2 a3)
Port info : port ID 128.47, priority: 128, cost: 2000
(@) 5
Designated root address: 00-40-66-03-04-00, priority: 32768
(16) an
Regional Root address: 00-40-66-03-04-00, priority: 32768
(L)) 9

20)

Designated bridge address: 00-40-66-03-04-00, priority: 32768, port id: 128.49

>>>>\ST instance: 01, vlans mapped : 100
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Port state: disabled

Port role: disabled

Port info : port ID 128.47, priority: 128, cost: 2000

Designated root address: 00-00-00-00-00-00, priority: O

Designated bridge address: 00-00-00-00-00-00, priority: O, port id: 128.47

>>>>MST instance: 02, vlans mapped : 200

Port state: disabled

Port role: disabled

Port info : port ID 128.47, priority: 128, cost: 2000

Designated root address: 00-00-00-00-00-00, priority: O

Designated bridge address: 00-00-00-00-00-00, priority: O, port id: 128.47

@
@
auto (
)
p2p ( )
shared ( )
€)
point-to-point
shared
(4) | Port Fast
auto
edge
non-edge
(5) | Port Fast
edge
non-edge
(6) | BPDU
(7) | MSTP
(8) | MSTP VLAN
©
forwarding
blocking
listening
learning
discarding
disabled
(10)
root
designated
alternate
backup
disabled
dan 1D ( )
12)
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(13)

(14) | CIST MAC

(15) | CIST

(16) | CIST MAC

(17 | CIST

(18) MAC

19)

(20) 1D ( )
MSTP

# show spanning-tree mst

) @)

Spanning tree: Enabled,protocol: MSTP
NNI BPDU Address: dotld(00-40-66-00-00-00) ...(3)
Number of MST instances: 3 ...(4)

G 6
>>>>MSTO0 vlans mapped : 1-99,101-199,201-4094
Q) ®
Bridge Address: 00-40-66-70-04-00, Priority: 32768 (32768 sysid 0)
® (10)

Designated Root Address: 00-40-66-03-04-00, Priority: 32768 (32768 sysid 0)
CIST External Root Cost : 0 ...(11)

a2 [ €5))

Regional Root Bridge Address: 00-40-66-03-04-00, Priority: 32768 (32768 sysid 0)
CIST Internal Root Cost : 2000 ...(14)

(15) (16)

Designated Bridge Address: 00-40-66-03-04-00, Priority: 32768 (32768 sysid 0)
Topology Changes Count: 3 ...(17)

(€23)) 19 20) @D (€2 @) @&
Priority Link

Interface Role State Cost _Port# Type Edge

Port1/0/7 designated forwarding 20000 128.7 p2p edge

Port1/0/21 alternate blocking 20000 16.21 p2p non-edge

Port1/0/22 alternate blocking 20000 48.22 p2p non-edge

Port1/0/23 root forwarding 2000 128.47 p2p non-edge

>>>>MSTO1  vlans mapped : 100

Bridge Address: 00-40-66-70-04-00, Priority: 32769 (32768 sysid 1)

(25) (26)

Regional Root Address: 00-40-66-03-04-00, Priority: 32769 (32768 sysid 1)
MSTI Internal Root Cost : 20000 ...(27)

Designated Bridge Address: 00-40-66-03-04-00, Priority: 32769 (32768 sysid 1)
Topology Changes Count: 3

Priority Link

Interface Role State Cost Port# Type Edge
Port1/0/7 designated forwarding 20000 128.7 p2p edge
Port1/0/21 alternate blocking 20000 32.21 p2p non-edge
Port1/0/22 root forwarding 20000 16.22 p2p non-edge
Portl1/0/23 disabled disabled 2000 128.47 p2p non-edge

>>>>MSTO2  vlans mapped : 200
Bridge Address: 00-40-66-70-04-00, Priority: 32770 (32768 sysid 2)
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Regional Root Address: 00-40-66-03-04-00, Priority: 32770 (32768 sysid 2)
MST1 Internal Root Cost : 20000

Designated Bridge Address: 00-40-66-03-04-00, Priority: 32770 (32768 sysid 2)
Topology Changes Count: 2

Priority Link

Interface Role State Cost -Port# Type Edge
Portl1/0/7 disabled disabled 20000 128.7 p2p edge
Port1/0/21 alternate blocking 20000 48.21 p2p non-edge
Portl1/0/22 root forwarding 20000 32.22 p2p non-edge
Port1/0/23 disabled disabled 2000 128.47 p2p non-edge
(1) | MSTP
@
(3) | BPDU MAC
(4) | MSTP
(5) | MSTP
(6) | MSTP VLAN
@) MAC
®) ( sysid MSTP )
(9 | CIST MAC
(10) | CIST ( sysid MSTP )
(1D CIST CIST
(12) | CIST MAC
(13) | CIsT ( sysid MSTP
(14 MSTP 0 (IST)
(15) MAC
(16) ( sysid MSTP )
an
s8)
(19
root
designated
alternate
backup
disabled
(20)
forwarding
blocking
listening
learning
discarding
disabled
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(21)
(22) 1D ( )
(23)

p2p

shared
(24)

edge

non-edge
(25) | MSTP MAC
(26) | MSTP ( sysid MSTP

)
27 MSTP
1/0/1 1/0/10  MSTP

# show spanning-tree mst interface port 1/0/1-10

Port1/0/1 ...(1)

&) ©)
Configured link type: auto, operation status: point-to-point
©) ®)

Configured fast-forwarding: edge, operation status: edge
Bpdu statistic counter: sent: 1636, received: 0 ...(6)

a ® © o) an
Priority
Instance Role State Cost -Port#

MSTOO designated forwarding 20000 128.7
MSTO1 designated forwarding 20000 128.7
MSTO2 disabled disabled 20000 128.7

Port1/0/2

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: non-edge
Bpdu statistic counter: sent: 8, received: 1709

Priority
Instance Role State Cost -Port#
MSTOO alternate blocking 20000 16.21
MSTO1 alternate blocking 20000 32.21
MSTO2 alternate blocking 20000 48.21

Port1/0/8

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: non-edge
Bpdu statistic counter: sent: 5, received: 1703

Priority
Instance Role State Cost _Port#
MSTOO alternate blocking 20000 48.22
MSTO1 root forwarding 20000 16.22
MSTO2 root forwarding 20000 32.22

Port1/0/9
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Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: non-edge
Bpdu statistic counter: sent: 4, received: 1654

Priority
Instance Role -Port#
MSTOO root forwarding 2000 128.47
MSTO1 disabled 128.47
MSTO2 disabled 128.47
@
&)
auto
p2p )
shared
€)
point-to-point
shared
(4) | Port Fast
auto
edge
non-edge
(5) | Port Fast
edge
non-edge
(6) | BPDU
(7) | MSTP
®
root
designated
alternate
backup
disabled
€))
forwarding
blocking
listening
learning
discarding
disabled
(10)
(10 ID (
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MSTP 2 1/0/1 1/0/10  MSTP
# show spanning-tree mst instance 2 interface port 1/0/1-10
@ O
>>>>)\ST02 vlans mapped : 200
©) )
Bridge Address: 00-40-66-70-04-00, Priority: 32770 (32768 sysid 2)
®) ®)
Regional Root Address: 00-40-66-03-04-00, Priority: 32770 (32768 sysid 2)
MST1 Internal Root Cost : 20000 ...(7)
® ©)
Designated Bridge Address: 00-40-66-03-04-00, Priority: 32770 (32768 sysid 2)
Topology Changes Count: 2 ...(10)
v a2 a3 as @as) as) @
Priority Link
Interface Role State Cost Port# Type Edge
Port1/0/1 disabled disabled 20000 128.7 p2p edge
Port1/0/2 alternate blocking 20000 48.21 p2p non-edge
Port1/0/3 root forwarding 20000 32.22 p2p non-edge
Port1/0/8 disabled disabled 2000 128.47 p2p non-edge
(1) | MSTP
(2) | MSTP VLAN
(€) MAC
4 ( sysid MSTP )
(5) |CIST MAC
(6) |CIST ( sysid MSTP )
) MSTP
®) MAC
€)) ( sysid MSTP )
10)
an
12)
root
designated
alternate
backup
disabled
(13)
forwarding
blocking
listening
learning
discarding
disabled
a4
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(15) ID ( )
(16)
p2p
shared
an
edge
non-edge
MSTP
# show spanning-tree mst configuration
Name smstp ...QD
&) ©)
Revision : 100, Instances configured: 3
Q) ®

Instance Vlans

0 1-99,101-199,201-4094
1 100
2 200
@
@
(3) | MSTP
(4) | MSTP
(5) | MSTP VLAN
MSTP
# show spanning-tree mst configuration digest
Name Smstp ...QD
&) ©)

Revision : 100, Instances configured: 3
Digest : 6DA4B50CAFD587757EEF0356753605E1 .. .(4)

@

@

(3) | MSTP

(4 | NSTP MD5

spanning-tree mst

MSTP ( IDO CIST )

no spanning-tree mst

spanning-tree mst /NSTANCE-1D {cost COST | port-priority PRIORITY}
no spanning-tree mst /NSTANCE-ID {cost | port-priority}
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spanning-tree mst

INSTANCE-ID MSTP

cost COST MSTP 1 200000000

port-priority PRIORITY MSTP

0 240
16
(
MSTP )
128
12
1.01.01

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# spanning-tree mst 0 cost 17031970

(config-if-port)#
spanning-tree mst configuration

MSTP
no spanning-tree mst configuration
spanning-tree mst configuration
no spanning-tree mst configuration
12
1.01.01
MSTP
# configure terminal
(config)# spanning-tree mst configuration
(config-mst)#
spanning-tree mst max-hops
| usTP no
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spanning-tree mst max-hops

spanning-tree mst max-hops

spanning-tree mst max-hops HOP-COUNT
no spanning-tree mst max-hops

max-hops HOP-COUNT MSTP 6 40

20

12

1.01.01

MSTP

# configure terminal
(config)# spanning-tree mst max-hops 19
(config)#

spanning-tree mst hello-time

MSTP 1
no spanning-tree mst hello-time
spanning-tree mst hello-time SECONDS
no spanning-tree mst hello-time
SECONDS
( ) 1 2
2
12
MSTP MSTP
1.01.01
1/0/1 1

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# spanning-tree mst hello-time 1
(config-if-port)#

spanning-tree mst priority

| NSTP
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spanning-tree mst priority

no spanning-tree mst
spanning-tree mst /NSTANCE-ID priority PRIORITY
no spanning-tree mst /NSTANCE-ID priority
INSTANCE-ID  MSTP 0
CIST
PRIORITY 0 61440 4096
32768
12
MSTP STP
MSTP
MSTP
1.01.01

MSTP 2

# configure terminal
(config)# spanning-tree mst 2 priority 0
(config)#

5.12

(cLD)

storm-control storm-control {{broadcast | multicast | unicast} level {pps
PPS-RISE [PPS-LOW] | kbps KBPS-RISE [KBPS-LOW] | LEVEL-RISE
[LEVEL-LOW]}} | action {shutdown | drop | none}

no storm-control {broadcast | multicast | unicast | action}

storm-control polling storm-control polling {interval SECONDS | retries {NUMBER |
infinite}}
no storm-control polling {interval | retries}

show storm-control show storm-control interface INTERFACE-ID [,]-] [broadcast |
multicast | unicast]
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storm-control

DA

storm-control

no

storm-control {{broadcast | multicast | unicast} level {pps PPS-
RISE [PPS-LOW] | Kbps ABPS-RISE [KBPS-LOW| | LEVEL-RISE [LEVEL-

LOM}} | action {shutdown | drop | none}

no storm-control {broadcast | multicast | unicast | action}

broadcast
multicast
unicast
action

action

level pps PPS-RISE [PPS-LOW] PPS-RISE 1

( ) 0 2147483647 PPS-LOW (
) 1 ( ) 0 2147483647
PPS-LOW
PPS-RISE 80 %
level kbps ABPS-RISE [KBPS-LOW) KBPS-RISE 1
(Kbps ) 0 2147483647
64Kbps KBPS-LOW ( ) 1
(Kbps ) 0 2147483647
64Kbps KBPS-LOW
KBPS-RISE 80 %
level LEVEL-RISE [LEVEL-LOW) LEVEL-RISE
( ) 0 100
LEVEL-LOW ( )
( ) 0 100 LEVEL-LOW
LEVEL-RISE 80 %
action shutdown
action drop
action none
(OLF)

12
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storm-control

0
e action shutdown
e action drop
e action none
action drop
action shutdown
err-
disable
( kbps
pps) 1 1
1.01.01
1/0/1 1/0/2
shutdown action 1/0/1 500 drop action
1/0/2 70 % 60 %

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# storm-control broadcast level pps 500
(config-if-port)# storm-control action shutdown
(confFig-if-port)# exit

(config)# interface port 1/0/2

(config-if-port)# storm-control broadcast level 70 60
(config-if-port)# storm-control action drop
(config-if-port)#

storm-control polling

no storm-control polling
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storm-control polling

storm-control polling {interval SECONDS | retries {NUMBER |
infinite}}
no storm-control polling {interval | retries}

interval SECONDS

5 600
retries NUMBER
0 360 action shutdown
0
infinite
5
3

12

1.01.01

15

# configure terminal

(config)# storm-control polling interval 15
(config)#

show storm-control

show storm-control interface /NTERFACE-ID [,]|-] [broadcast |
multicast | unicast]

INTERFACE-1D

 port
 range port

L.1-1 ( )

1,3,5

1-5
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show storm-control

broadcast ( )
multicast ( )
unicast ( ) (OLF)
1
ID
1.01.01
1/0/1 1/0/6

# show storm-control interface range port 1/0/1-1/0/6 broadcast

@ @ ©) Q) ®)
Interface Action  Threshold Current State
Port1/0/1 Drop 500/300 pps 200 pps Forwarding
Port1/0/2 Drop 80/64 % 20 % Forwarding
Portl1/0/3 Drop 80/64 % 70 % Dropped
Port1/0/4 Shutdown 60/50 % 20 % Forwarding
Port1/0/5 None 60000/50000 kbps 2000 kbps Forwarding
Port1/0/6 None - - Inactive

Total Entries: 6

(€H) ID
2
Shutdown
Drop
None
®)
pps
kbps
%
(4)
®)
Forwarding (
Dropped
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Link Down
Error Disabled

Inactive
1/0/1 1/0/2
# show storm-control interface range port 1/0/1-2
@ @
Polling Interval : 5 sec Shutdown Retries : 3 times
® @ ® ® Q) ®
Interface  Storm Action  Threshold Current State
Portl/0/1 Broadcast Drop 80/64 % 50% Forwarding
Portl/0/1 Multicast Drop 80/64 % 50% Forwarding
Portl/0/1 Unicast Drop 80/64 % 50% Forwarding
Portl/0/2 Broadcast Shutdown 500/300 pps - Error Disabled
Portl/0/2 Multicast Shutdown 500/300 pps - Error Disabled
Portl/0/2 Unicast Shutdown 500/300 pps - Error Disabled

Total Entries: 6

@
@
3) ID
(©)
®)
Shutdown
Drop
None
()
pps
kbps
%
™
®
Forwarding (
Dropped
Link Down
Error Disabled
Inactive

448/688




5.13 (

(cLn (

show traffic-segmentation | show traffic-segmentation forward [interface INTERFACE-ID [,]-
forward 11

traffic-segmentation traffic-segmentation forward interface INTERFACE-ID [,]-]
forward no traffic-segmentation forward interface INTERFACE-ID [,]-]

show traffic-segmentation forward

show traffic-segmentation forward [interface /INTERFACE-ID [,]1-1]

interface INTERFACE-1D ( )
ID ID

* port
* range port

L.1-1 ( )

1,3,5

1-5

» port-channel

1.01.01

1/0/10

# show traffic-segmentation forward interface port 1/0/10
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@D @
Interface Forwarding Domain
Port1/0/10 Portl1/0/10-1/0/16

Total Entries: 1

(D ID

(&)

traffic-segmentation forward

no traffic-segmentation
forward interface

traffic-segmentation forward interface /NTERFACE-ID [,]-]
no traffic-segmentation forward interface /NTERFACE-ID [,]-]

INTERFACE-ID

* port
* range port

L.1-1 ( )

1,3,5

1-5

12

traffic-segmentation forward
INTERFACE-ID

no traffic-segmentation forward interface
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traffic-segmentation forward

1.01.01

1/0/1 1/0/6

1/0/1

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# traffic-segmentation forward interface range port 1/0/1-6

(config-if-port)#

5.14 VLAN

(LD VLAN

dotlqg inner ethertype

dotlq inner ethertype VALUE
no dotlg inner ethertype

dotlqg tunneling ethertype

dotlg tunneling ethertype VALUE
no dotlg tunneling ethertype

switchport mode dotlg-
tunnel

switchport mode dotlg-tunnel

switchport vlan mapping

switchport vlan mapping original-vlan ORIGINAL-VLAN [,]-]
{[ORIGINAL-INNER-VLAN] resultant-vlan RESULTANT-VLAN
[RESULTANT-INNER-VLAN] | dotlg-tunnel DOT1Q-TUNNEL-VLAN}
[priority COS-VALUE]

no switchport vlan mapping original-vlan ORIGINAL-VLAN [,]-]
[ORIGINAL-INNER-VLAN]

switchport vlan mapping
profile

switchport vlan mapping profile PROFILE-ID
no switchport vlan mapping profile PROFILE-ID

dotlg-tunnel insert
dotlg-tag

dotlg-tunnel insert dotlg-tag DOT1Q-VLAN
no dotlg-tunnel insert dotlg-tag

vlan mapping miss drop

vlan mapping miss drop
no vlan mapping miss drop

vlan mapping profile

vlan mapping profile ID [type {PROFILE-TYPE}]
no vlan mapping profile ID

vlan mapping rule

rule [SN] match [src-mac MAC-ADDRESS] [dst-mac MAC-ADDRESS]
[priority COS-VALUE] [inner-vid VLAN-ID] [ether-type VALUE]
[src-ip NETWORK-PREFIX] [dst-ip NETWORK-PREFIX] [src-ipv6
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IPV6-NETWORK-PREFIX/PREFIX-LENGTH] [dst-ipv6 IPV6-NETWORK-
PREFIX/PREFIX-LENGTH] [dscp VALUE] [src-port VALUE] [dst-port
VALUE] [ip-protocol VALUE] {dotlg-tunnel | translate} outer-
vid VLAN-ID [priority COS-VALUE] [inner-vid VLAN-ID]

no rule SN [,]-]

dotlg-tunnel trust inner- | dotlg-tunnel trust inner-priority

priority no dotlg-tunnel trust inner-priority

show dotlg ethertype show dotlg ethertype [INTERFACE-ID [,|-11

show dotlg-tunnel show dotlg-tunnel [interface INTERFACE-ID [,]-11
show vlan mapping show vlan mapping [interface INTERFACE-ID [,]-11

show vlan mapping profile | show vlan mapping profile [ID]

dotlq inner ethertype

VLAN TPID
no dotlq inner ethertype

dotlg inner ethertype VALUE
no dotlq inner ethertype

VALUE VLAN TPID Ox1 OxFFFF (16 )

0x8100

12

VLAN TPID C
VLAN TPID

1.01.01

VLAN TPID  0x9100

# configure terminal
(config)# dotlq inner ethertype 0x9100
(config)#

dotlq tunneling ethertype

VLAN VLAN TPID
no dotlq tunneling
ethertype

dotlq tunneling ethertype VALUE
no dotlq tunneling ethertype
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dotlq tunneling ethertype

VALUE VLAN TPID  0x1 OxFFFF (16 )

0x8100

12

VLAN UNI
VLAN VLAN

NNI

VLAN

802.1Q
VLAN
1.01.01
1/0/1 802.1Q TPID  0x88a8
# configure terminal

(config)# interface port 1/0/1
(config-if-port)# switchport mode trunk

(config-if-port)# dotlqg tunneling ethertype 0x88a8
(config-if-port)#

switchport mode dotlqg-tunnel

switchport mode dotlg-tunnel

12

1.01.01

# configure terminal
(config)# interface port 1/0/2
(config-if-port)# switchport mode dotlg-tunnel

(config-if-port)# switchport access vlan 100
(config-if-port)#
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switchport vlan mapping

VLAN
VLAN
VLAN VLAN
no switchport vlan mapping
switchport vlan mapping original-vlan ORIGINAL-VLAN [,]-]
{[ORIGINAL-INNER-VLAN] resultant-vlan RESULTANT-VLAN [RESULTANT-
INVER-VLAN] | dotlg-tunnel DOTIQ-TUMNEL-VLAN} [priority COS-VALUE]
no switchport vlan mapping original-vlan ORIGINAL-VLAN [,]-]
LORIGINAL-INNER-VLAN]
ORIGINAL-VLAN
VLAN VLAN 1D ( VLAN ID) 1 4094
L.1-1 ( ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
ORIGINAL-INNER-VLAN ( )
VLAN VLAN 1D 1 4094
resultant-vlan RESULTANT-VLAN VLAN
VLAN ID 1 4094 VLAN
VLAN
RESUL TANT-INVER-VLAN ( )
VLAN VLAN 1D
dotlg-tunnel DO071Q-TUNVEL-VLAN
VLAN VLAN D
priority COS-VALUE ( ) VLAN
VLAN 0
12
VLAN
VLAN VLAN mapping miss
drop
VLAN mapping miss drop VLAN
VLAN VLAN VLAN
VLAN
VLAN VLAN
VLAN
VLAN VLAN
VLAN 1,024
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switchport vlan mapping

1.01.01

VLAN

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# switchport mode trunk

(config-if-port)# switchport vlan mapping original-vlan 100 resultant-vlan 1100
(config-if-port)# switchport vlan mapping original-vlan 200 resultant-vlan 1200
(config-if-port)#

802.10Q VLAN

# configure terminal

(config)# interface port 1/0/2

(config-if-port)# switchport mode dotlg-tunnel

(config-if-port)# switchport vlan mapping original-vlan 600 resultant-vlan 1600
(config-if-port)# switchport vlan mapping original-vlan 700 dotlg-tunnel 1700
(config-if-port)# switchport access vlan 1600

(config-if-port)# switchport hybrid allow vlan add untagged 1700
(config-if-port)#

switchport vlan mapping profile

VLAN VLAN
no

switchport vlan mapping profile
switchport vlan mapping profile PROFILE-1D
no switchport vlan mapping profile PROFILE-ID
PROFILE-1D VLAN ID 1 1000

12
dotlq
VLAN

VLAN

VLAN VLAN

dotlg-tunnel VLAN
1.01.01
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VLAN 1
100.1.1.0/24 VLAN 100
200.1.1.0/24 VLAN 200

# configure terminal

(config)# vlan mapping profile 1 type ip

(config-vlan-map)# rule 10 match src-ip 100.1.1.0/24 dotlg-tunnel outer-vid 100
(config-vlan-map)# rule 20 match dst-ip 200.1.1.0/24 dotlg-tunnel outer-vid 200
(config-vlan-map)# exit

(config)# interface port 1/0/1

(config-if-port)# switchport vlan mapping profile 1

(config-if-port)#

dotlg-tunnel insert dotlq-tag

VLAN VLAN
no dotlg-tunnel insert dotlg-tag

dotlg-tunnel insert dotlq-tag DO71Q-VLAN
no dotlqg-tunnel insert dotlg-tag
DOTIQ-VLAN

VLAN VLAN 1D

12
1.01.01
1/0/1 VLAN VLAN10

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# switchport mode dotlg-tunnel
(config-if-port)# dotlg-tunnel insert dotlg-tag 10
(config-if-port)#

vlan mapping miss drop

VLAN VLAN

no vlan mapping miss
drop

vlan mapping miss drop
no vlan mapping miss drop

12

802.1Q
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vlan mapping miss drop

VLAN
VLAN

* VLAN VLAN

e VLAN VLAN

1.01.01

1/0/1 VLAN

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# switchport mode dotlg-tunnel
(config-if-port)# vlan mapping miss drop
(config-if-port)#

vlan mapping profile

VLAN VLAN

VLAN
no vlan mapping profile /0

vlan mapping profile /0 [type {PROFILE-TYPE}]
no vlan mapping profile /D

10 VLAN ID 1 1000
ID
type ( ) VLAN

PROFILE-TYPE

VLAN
» ethernet VLAN 2
« ip VLAN 3 IP
« ipv6 VLAN IPV6
12
VLAN VLAN

VLAN
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vlan mapping profile

type VLAN

VLAN ip ipv6

1.01.01

VLAN

# configure terminal
(config)# vlan mapping profile 1 type ethernet
(config-vlan-map)#

vlan mapping rule

VLAN VLAN
VLAN no rule

rule [SV] match [src-mac MAC-ADDRESS] [dst-mac MAC-ADDRESS]
[priority COS-VALUE] [inner-vid VLAN-10] [ether-type VALUE] [src-
ip NETWORK-PREFIX] [dst-ip NETWORK-PREFIX] [src-ipv6 [PV6-NETWORK-
PREFIX/PREFIX-LENGTH] [dst-ipv6 [IPV6-NETWORK-PREFIX/PREFIX-LENGTH]
[dscp VALUE] [src-port VALUE] [dst-port VALUE] [ip-protocol VALUE]
{dotlg-tunnel | translate} outer-vid VLAN-ID [priority COS-VALUE]
[inner-vid VLAN-10]

no rule SV [, -]

SN ( ) VLAN 1 10000
SN 10 10

src-mac MAC-ADDRESS ( ) MAC

dst-mac MAC-ADDRESS ( ) MAC

priority COS-VALUE ( ) VLAN

inner-vid VLAN-1D ( ) VLAN VLAN 1D

ether-type VALUE ( )

src-ip NETWORK-PREFIX ( ) 1Pv4

dst-ip NETWORK-PREFIX ( ) 1Pv4

src-ipv6 JPV6-NETWORK-PREFIX/PREFIX-LENGTH ( ) IPv6

dst-ipv6 /PVE6-NETWORK-PREFIX/PREFIX-LENGTH ( ) IPv6
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vlan mapping rule

dscp VALUE ( )
src-port VALUE (
dst-port VALUE (
ip-protocol VALUE (
dotlg-tunnel

translate
VLAN 1D
outer-vid VLAN-ID

priority COS-VALUE (

VLAN 0
inner-vid VLAN-1D (

DSCP
) TCP/UDP
) TCP/UDP

) 3
VLAN
VLAN

VLAN

) VLAN

VLAN

VLAN 1D

VLAN ID

VLAN

VLAN

VLAN

12

VLAN
VLAN
VLAN

TAG
VLAN

10
VLAN

VLAN
VLAN

VID

10

VLAN 1D

VLAN

ether-type

1.01.01

VLAN

1 VLAN

# configure terminal

(config)# vlan mapping profile 1 type ip
(config-vlan-map)# rule 10 match src-ip 100.1.1.0/24 dotlg-tunnel outer-vid 100
(config-vlan-map)# rule 20 match dst-ip 200.1.1.0/24 dotlg-tunnel outer-vid 200

(config-vlan-map)#
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dotlg-tunnel trust inner-priority

VLAN

no dotlg-tunnel trust inner-priority

dotlg-tunnel trust inner-priority
no dotlqg-tunnel trust inner-priority

12
VLAN
VLAN
VLAN
1.01.01
1/0/1
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# switchport mode dotlg-tunnel
(config-if-port)# dotlg-tunnel trust inner-priority
(config-if-port)#
show dotlq ethertype

TPID

show dotlq ethertype [/NTERFACE-ID [,|-1]

INTERFACE-1ID ( ) TPID ID

ID
* port
[.1-1 ( )
1,3,5
1-5
¢ port-channel
1
VLAN
TPID
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show dotlq ethertype

1.01.01

802.1Q TPID

# show dotlq ethertype

802.1q inner Ethernet Type is 0x8100 ...(1)
Port1/0/1

802.1qg tunneling Ethernet Type is 0x88a8 ...(2)
Port1/0/2

802.1q tunneling Ethernet Type is 0x88a8

) VLAN TPID

) VLAN TPID

show dotlq-tunnel

port-channel

dotlg VLAN
show dotlqg-tunnel [interface /NTERFACE-ID [,|-1]
interface INTERFACE-1D ( ) dotlg VLAN
ID ID

* port

* LI-1( )

. 1,3,5

1-5

1.01.01
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# show dotlg-tunnel

dotlg Tunnel Interface: Portl/0/1 ...(1)

Trust inner priority > Enabled ...(2)
VLAN mapping miss drop : Disabled ...(3)
VLAN mapping profiles :1,2,3...(
dotlqg Tunnel Interface: Portl/0/2
Trust inner priority . Disabled
VLAN mapping miss drop : Enabled
Insert dotlq tag DVLIAN 10 ...(B)
@
) VLAN VLAN
(3) | VLAN
4) VLAN
(5) VLAN
show vlan mapping
VLAN
show vlan mapping [interface /NTERFACE-ID [,|-1]
interface /INTERFACE-ID (
ID ID
* port
* LI-1( )
R 1,3,5
1-5

» port-channel

VLAN

1.01.01

VLAN
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2

# show vlan mapping

@ @ (6] Q) ®)
Interface Original VLAN Translated VLAN Priority Status
Port1/0/1 1 dotlg-tunnel 10 0 Active
Port1/0/1 2 dotlg-tunnel 11 5 Active
Port1/0/2 10 translate 100 0 Active
Port1/0/2 20 translate 200 0 Active
Port1/0/3 30/3 translate 300 0 Active
Port1/0/3 40/1 translate 400/2 2 Active
Total Entries: 6
@
2 VLAN  VLAN ID
3 VLAN  VLAN ID
dotlg-tunnel VLAN VLAN 1D
translate VLAN VLAN 1D
(4) | VLAN
)
show vlan mapping profile
VLAN
show vlan mapping profile [//]]
1D ( )  VLAN ID VLAN
ID VLAN
1
1.01.01
VLAN
# show vlan mapping profile
@ @
VLAN mapping profile:1 type:ip
©)
rule 10 match src-ip: 100.1.1.0/24,action dotlg-tunnel outer-vid 100 ,priority O
rule 20 match dst-ip: 200.1.1.0/24,action dotlg-tunnel outer-vid 200 ,priority 1
rule 30 match src-ip: 192.1.1.0/24,action dotlg-tunnel outer-vid 300 ,priority O

Total Entries: 3
VLAN mapping profile:2 type:ethernet

rule 10 match src-mac 00-00-00-00-00-01 ,action translate outer-vid 40 ,priority 2

rule 20 match inner-vid 5 ,action translate outer-vid 10 ,priority O
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5 2

Total Entries: 2

(1) | vLan ID
(2 | vLan
(3) | vLAN
5.15 VLAN
(cLD) VLAN

acceptable-frame

acceptable-frame {tagged-only | untagged-only | admit-all}
no acceptable-frame

ingress-checking

ingress-checking
no ingress-checking

protocol-vlan profile

protocol-vlan profile PROFILE-ID frame-type {ethernet2 | snap
| 1lc} ether-type TYPE-VALUE
no protocol-vlan profile PROFILE-ID

protocol-vlan profile
(interface)

protocol-vlan profile PROFILE-ID vlan VLAN-ID [priority COS-
VALUE]
no protocol-vlan profile PROFILE-ID

show protocol-vlan

show protocol-vlan {profile [PROFILE-ID [,]-1] | interface
[INTERFACE-ID [,|-11}

show vlan

show vlan [VLAN-ID [,]-] | interface [INTERFACE-ID [,]-11]

switchport access vlan

switchport access vlan VLAN-ID
no switchport access vlan

switchport hybrid allowed
vlan

switchport hybrid allowed vlan {[add] {tagged | untagged} |
remove} VLAN-ID [,]-]
no switchport hybrid allowed vlan

switchport hybrid native
vlan

switchport hybrid native vlan VLAN-ID
no switchport hybrid native vlan

switchport mode

switchport mode {access | hybrid | trunk | dotlg-tunnel}
no switchport mode

switchport trunk allowed
vlan

switchport trunk allowed vlan {all | [add | remove | except]
VLAN-1D [, ]-13
no switchport trunk allowed vlan

switchport trunk native

switchport trunk native vlan {VLAN-ID | tag}

vlan no switchport trunk native vlan [tag]
vlan vlan VLAN-ID [,]-]

no vlan VLAN-ID [,]-]
name name VLAN-NAME
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no name

acceptable-frame

no acceptable-frame

acceptable-frame {tagged-only | untagged-only | admit-all}

no acceptable-frame

tagged-only
untagged-only

admit-all
VLAN untagged-only
VLAN admit-all
12
1.01.01

1/0/1

tagged-only

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# acceptable-frame tagged-only

(config-if-port)#

ingress-checking

no ingress-checking

ingress-checking
no ingress-checking

12

VLAN
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ingress-checking

1.01.01

1/0/1

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# ingress-checking
(config-if-port)#

protocol-vlan profile

no protocol-vlan profile

protocol-vlan profile PROFILE-1D frame-type {ethernet2 | snap |
11c} ether-type TYPE-VALUE
no protocol-vlan profile PROFILE-ID

PROFILE-ID ID
ID 1 16

frame-type

ethernet2 ]

snap SNAP
Ilc LLC
ether-type TYPE-VALUE 2bytes 16

12

VLAN

1.01.01

1Pv6 ( ethernet2 0x86dd)

10

VLAN

ID

# configure terminal
(config)# protocol-vlan profile 10 frame-type ethernet2 ether-type 0x86dd
(config)#
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protocol-vlan profile (interface)

VLAN
VLAN
no protocol-vlan profile

protocol-vlan profile PROFILE-ID vlan VLAN-ID [priority COS-VALUE]

no protocol-vlan profile PROFILE-1D

PROFILE-1D ID
VLAN-1D VLAN  VLAN ID 1
1 VLAN 1D
priority COS-VALUE ( ) CoS
0
12
VLAN VLAN

1.01.01

10 VLAN 3000 1/0/1 VLAN

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# protocol-vlan profile 10 vlan 3000

(config-if-port)#

show protocol-vlan

VLAN

show protocol-vlan {profile [PROFILE-ID [,]-]1] | interface
LINTERFACE-1D [, |-11}

profile VLAN
PROFILE-ID ( ) VLAN
ID 1 16
[1-1 ( )
1,3,5
interface VLAN

1-5
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show protocol-vlan

INTERFACE-1D ( ) VLAN
* port
[.1-1 ( )
1,3,5
1-5

e port-channel

VLAN

1.01.01

1/0/1 1/0/3 VLAN

# show protocol-vlan interface port 1/0/1-3

@ &) e @D
Interface Protocol Group ID VLAN Priority
Portl/0/1 1 1 5
Portl1/0/2 10 3 0
11 2001 4
12 3002 1
Portl1/0/3 2 100 6
D) ID
) ID
(3) | VLAN ID
O]

# show protocol-vlan profile

@ @ (©)
Profile ID Frame-type Ether-type

1 Ethernet2  Ox86DD(IPV6)
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Ethernet2 0x0800(1P)
Ethernet2 0x0806(ARP)

@

(&)

®

show vlan

VLAN

1

VLAN

show vlan [VLAN-1D0 [,]-] | interface [/NTERFACE-ID [,]|-111

VLAN-1D ( ) VLAN
1 4094
L.1-1 ( ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
interface VLAN
INTERFACE-1D ( ) VLAN
ID ID
* port
* [1-1 ( )
° 1,3,5
1-5
* port-channel
1
VLAN VLAN
VLAN
1.01.01
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VLAN
# show vlan
VIAN 1 ...(D
Name : default ...(2)
Description : ...(3)

Tagged Member Ports

Untagged Member Ports :

VLAN 100
Name : VLANO10O
Description :
Tagged Member Ports

Untagged Member Ports :

VLAN 200
Name : VLANO200
Description :
Tagged Member Ports

e (®

1/0/1-1/0/2,1/0/17-1/0/54 ..

: 1/0/2,1/0/21-1/0/23

1/0/3-1/0/8

1 1/0/2,1/0/21-1/0/23

.(3)

Untagged Member Ports : 1/0/9-1/0/16

Total Entries: 3

(1) | VLAN ID

(2) | VLAN

(3) | VLAN

(4) | VLAN

(5) | VLAN

1/0/1 1/0/4 PVID

# show vlan interface port 1/0/1-1/0/4

Portl/0/1 ...(0D)
VLAN mode
Native VLAN
Hybrid untagged VLAN
Hybrid tagged VLAN
Ingress checking

Acceptable frame type :

Port1/0/2
VLAN mode
Native VLAN
Trunk allowed VLAN
Ingress checking

Acceptable frame type :

Port1/0/3
VLAN mode
Native VLAN
Hybrid untagged VLAN
Hybrid tagged VLAN
Ingress checking

Acceptable frame type :

Port1/0/4
VLAN mode
Native VLAN
Hybrid untagged VLAN

> Hybrid ...(2)
1 ...(3

1 ...(%
:...(®)

: Enabled ...(6)

Admit-All -..(7)

o Trunk

: 1 (Untagged)
: 14094 ...(8)
: Enabled

Admit-All

: Hybrid
- 100
- 100

- Enabled

Admit-All

> Hybrid
- 100
- 100

470/688




2

Hybrid tagged VLAN
Ingress checking
Acceptable frame type : Admit-All

- Enabled

€8) ID
@) VLAN
Trunk
Access
Hybrid
Dotlg-Tunnel
€) VLAN
4) VLAN
) VLAN
()
Q)
Tagged-Only
Untagged-Only
Admit-All
€) VLAN

switchport access vlan

VLAN
no switchport access vlan

switchport access vlan VLAN-1D
no switchport access vlan

VLAN-1D VLAN VLAN
ID VLAN VLAN
VLAN 1
12
dotlq
VLAN 1
1.01.01
1/0/1 VLAN 1000

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# switchport mode access
(config-if-port)# switchport access vlan 1000
(config-if-port)#
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switchport hybrid allowed vlan

VLAN
no switchport hybrid allowed vlan

switchport hybrid allowed vlan {[add] {tagged | untagged} |
remove} VLAN-1D [,]-]
no switchport hybrid allowed vlan

add ( ) VLAN
remove VLAN
tagged VLAN
untagged VLAN
VLAN-1D VLAN VLAN VLAN ID
VLAN VLAN ID VLAN 1D
VLAN VLAN
VLAN 1D VLAN

[1-1 ( ) VLAN VLAN

VLAN 1,3,5
VLAN 1-5
VLAN 1

12

VLAN VLAN 1D

VLAN VLAN
VLAN
VLAN VLAN
VLAN
VLAN interface range
port interface port

1.01.01
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1/0/1  VLAN1000 VLAN2000  VLAN3000

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# switchport mode hybrid

(config-if-port)# switchport hybrid allowed vlan add tagged 1000

(config-if-port)# switchport hybrid allowed vlan add untagged 2000,3000
(config-if-port)#

switchport hybrid native vlan

VLAN 1D VLAN
no switchport hybrid native vlan
switchport hybrid native vlan VLANV-1D
no switchport hybrid native vlan
VLAN-1D VLAN
VLAN ID  VLAN VLAN
VLAN 1
12
Hybrid Port Join VLAN
VLAN VLAN switchport hybrid allowed vlan
1.01.01
1/0/1 PVID 20

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# switchport mode hybrid

(config-if-port)# switchport hybrid allowed vlan add untagged 1000,20
(config-if-port)# switchport hybrid native vlan 20

(config-if-port)#

switchport mode

VLAN VLAN
no switchport mode

switchport mode {access | hybrid | trunk | dotlg-tunnel}
no switchport mode

access
hybrid
trunk
dotlg-tunnel
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switchport mode

access
12
VLAN
VLAN
VLAN VLAN
MAC VLAN
VLAN
VLAN
dotlq VLAN  UNI
Switch-port VLAN
VLAN VLAN
VLAN
interface range port
interface port
1.01.01
1/0/1
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# switchport mode trunk
(config-if-port)#
switchport trunk allowed vlan
VLAN no switchport trunk

allowed vlan

switchport trunk allowed vlan {all | [add | remove | except] VAN-

0 LI-13

no switchport trunk allowed vlan

all VLAN VLAN
add ( ) VLAN VLAN
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switchport trunk allowed vlan

remove ( ) VLAN VLAN
except ( ) VLAN VLAN
VLAN
VLAN-1D VLAN VLAN VLAN 1D
VLAN VLAN ID
add remove except VLAN
VLAN
[1-1 ( ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
VLAN
12
VLAN VLAN
all
VLAN
VLAN interface range
port interface port
1.01.01

1/0/1 VLAN 1000
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# switchport mode trunk

(config-if-port)# switchport trunk allowed vlan add 1000
(config-if-port)#

switchport trunk native vlan

VLAN 1D
VLAN 1D no interface

switchport trunk native vlan {//LANV-1D | tag}
no switchport trunk native vlan [tag]

VLAN-1D VLAN VLAN
ID  VLAN VLAN
tag VLAN

VLAN 1
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switchport trunk native vlan

12
VLAN
tagged-only
admit-all

. VLAN

. VLAN

. VLAN

VLAN
1.01.01

1/0/1 VLAN 20
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# switchport mode trunk
(config-if-port)# switchport trunk native vlan 20
(config-if-port)#
vian
VLAN VLAN VLAN
no vian
vlan VLAN-1D [, ]-]
no vlan VLAN-1D [,]-]
VLAN-1D VLAN  VLAN ID 1 4094
VLAN ID 1
L1-] ( ) VLAN VLAN
VLAN 1,3,5
VLAN 1-5
VLAN 1D 1 VLAN
12
VLAN vian VLAN 1D vian
VLAN VLAN
VLAN 1D VLAN VLAN
VLAN VLAN 1D
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vian
VLAN
VLAN VLAN
VLAN VLAN VLAN 1
VLAN
1.01.01
VLAN  VLAN ID 1000 1005 VLAN
# configure terminal
(config)# vlan 1000-1005
(config-vlan)#
name
VLAN VLAN no name
name VLAN-NAME
no name
VLAN-NAME  VLAN 32 VLAN
VLANX (X VLAN ID 4 0 ) )

VLAN

12

1.01.01

VLAN1000  VLAN

admin-vlan

# configure terminal
(config)# vlan 1000

(config-vlan)# name admin-vlan

(config-vlan)#
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6.1 IP

(1PNC)

(CL1) 1P (IPNC)

show ip mroute
forwarding-cache

show ip mroute forwarding-cache [group-addr GROUP-ADDRESS
[source-addr SOURCE-ADDRESS]]

show ip mroute forwarding-cache

1P

show ip mroute forwarding-cache [group-addr GROUP-ADDRESS [source-
addr SOURCE-ADDRESS]]

group-addr GROUP-ADDRESS ( )
source-addr SOURCE-ADDRESS ( )

IP

1
1P 1GMP
2,048
IPv6

1Pv6 1 2

show ipv6 mroute forwarding-cache

1.01.01

IP

# show ip mroute forwarding-cache

(10.1.1.1, 239.0.0.0) VLANOOGO. .. (1)
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6 3

Outgoing interface list: 1/0/1, port-channel2...(2)

(*,225.0.0.0) VLANOO70
Outgoing interface list: 1/0/1-1/0/2

(10.1.1.1, 239.0.0.1) VLANOOG60
Outgoing interface list: 1/0/1-1/0/2

Total Entries: 3

@
(&)

6.2 IP (IPMC) 1PV6

cLn IP (IPMC) 1IPV6
show ipv6 mroute show ipv6 mroute forwarding-cache [group-addr GROUP-ADDRESS
forwarding-cache [source-addr SOURCE-ADDRESS]]

show ipv6 mroute forwarding-cache

1Pv6
show ipv6 mroute forwarding-cache [group-addr GROUP-ADDRESS
[source-addr SOURCE-ADDRESS]]
group-addr GROUP-ADDRESS ( )
1Pv6
source-addr SOURCE-ADDRESS ( )
1Pv6
1
1Pv6 MLD
1Pv6
1,024 1Pv4
1Pv4 2 1

479/688



show ipv6 mroute forwarding-cache

show ip mroute forwarding-

cache

1.01.01

1Pv6

Total Entries: 2

# show ipv6 mroute forwarding-cache

(2000:60:1:1::10, ffOe::1:1:1) VLANOOEO...(1)
Outgoing interface list: 1/0/1, port-channel2...(2)

(2000:60:1:1::10, ffOe::1:1:2) VLANOOGO
Outgoing interface list: 1/0/1-1/0/2

@

(&)

6.3

(cLD)

ip route ip route {DST-NETWORK-PREFIX PREFIX-MASK | NETWORK-
ADDRESS/MASK-LENGTH} {IP-ADDRESS [primary | backup]}
no ip route {DST-NETWORK-PREFIX PREFIX-MASK | NETWORK-
ADDRESS/MASK-LENGTH} 1P-ADDRESS

ipv6 route ipv6 route {default | NETWORK-PREFIX/PREFIX-LENGTH}
{[INTERFACE-NAME] NEXT-HOP-ADDRESS [primary | backup]}
no ipv6 route {default | NETWORK-PREFIX/PREFIX-LENGTH}
{[INTERFACE-NAME] NEXT-HOP-ADDRESS}

show ip route show ip route [[IP-ADDRESS [MASK] | PROTOCOL] | hardware]

show ip route summary show ip route summary

show ipv6 route show ipv6 route [[IPV6-ADDRESS | NETWORK-PREFIX/PREFIX-LENGTH
[longer-prefixes] | interface INTERFACE-NAME | PROTOCOL]
[database] | hardware]

show ipv6 route summary show ipv6 route summary

480/688




ip route
no ip route
ip route {OST-NETWORK-PREFIX PREFIX-MASK | NETWORK-ADDRESS/MASK-
LENGTHY {IP-ADDRESS [primary | backup]}
no ip route {OST-NETWORK-PREFIX PREFIX-MASK | NETWORK-
ADDRESS/MASK-LENGTHY IP-ADDRESS
DST-NETWORK-PREFIX PREFIX-MASK
NETWORK-ADDRESS/MASK-LENGTH
CIDR ( : 192.168.0.0/24)
0.0.0.0/0
IP-ADDRESS
IP
primary ( )
backup ( )
12
2

primary backup
1Pv4 1

1
IPv6 1

2

1Pv4 1Pv6
256
1.01.01
10.1.1.254 20.0.0.0/8

# configure terminal

(config)# ip route 20.0.0.0/8 10.1.1.254

(config)#
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ipv6é route

IPv6 1Pv6
no

ipv6 route {default | NETWORK-PREFIX/PREFIX-LENGTHY {[INTERFACE-

NAME] NEXT-HOP-ADDRESS [primary | backup]}
no ipvé route {default | NETWORK-PREFIX/PREFIX-LENGTH}
{[ INTERFACE-NAME] NEXT-HOP-ADDRESS}

default
NETWORK-PREFIX/PREFIX-LENGTH

64
INTERFACE-NANE ( )
NEXT-HOP-ADDRESS
1Pv6 1Pv6
ID
primary
backup
12
2
primary backup
1Pv4 1
1
IPV6 1
2
1Pv4 1Pv6
256
1.01.01

# configure terminal

(config)# ipv6 route 2001:0101::/32 vlanl feB80::0000:00ff:1111:2233

(config)#
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show ip route

show ip route [[/P-ADDRESS [MASK] | PROTOCOL] | hardware]

1P-ADDRESS ( )
MASK ( )
PROTOCOL ( ) static

connected
hardware ( )

1.01.01

# show ip route
Code: C - connected, S - static

* — candidate default

Gateway of last resort is 10.2.2.2 to network 0.0.0.0...(0)

@ O3 @ © ®
S* 0.0.0.0/0 [1/1] via 10.2.2.2, vianl
C 10.0.0.0/8 is directly connected, vlanl

Total Entries: 2

@ IP

¢))
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®

@) AD

®)

(©)

show ip route summary

show ip route summary

1.01.01

# show ip route summary

@ @
Route Source Networks
Connected 1

Static 0

Total 1

€Y

@

show ipv6 route

show ipv6 route [[/PV6-ADDRESS | NETWORK-PREFIX/PREFIX-LENGTH
[longer-prefixes] | interface /NTERFACE-NAME | PROTOCOL]
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show ipv6 route

[database] | hardware]

1PV6-ADDRESS ( ) IPv6
IPv6

NETWORK-PREFIX ( )

PREFIX-LENGTH ( )

longer-prefixes ( )

interface INTERFACE-NAME ( )

PROTOCOL ( ) static

connected
database ( )
hardware ( )
1
1.01.01

1Pv6

# show ipv6 route

IPv6 Routing Table
Code: C - connected, S - static,
SLAAC - Stateless address auto-configuration

@ O @ @D ®)

C 2000:410:1::/64 [0/1] is directly connected, vlanl

S 2001:0101::/64 [1/1] via fe80::0000:00ffF:1111:2233, vianl
S 2001:0102::/64 [1/1] via Te80::0000:00ff:1111:2233, vlanl

Total Entries: 3 entries, 3 routes
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@

(&)

®3) AD

4)

®)

show ipv6 route summary

IPv6

show ipv6 route summary

1
IPv6
1.01.01
IPv6
# show ipv6 route summary
@ @
Route Source Networks
Connected 0
Static 0
SLAAC 0
Total 0

@

(&)
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7

(QoS)

(QoS)

7.1

(QoS)

cLn (Qo0S)

class

class NAME
no class NAME

class-map

class-map [match-all | match-any] NAME
no class-map NAME

match

match {access-group name ACCESS-LIST-NAME | cos [inner] COS-
LIST | [ip] dscp DSCP-LIST | [ip] precedence IP-PRECEDENCE-
LIST | protocol PROTOCOL-NAME | vlan [inner] VLAN-LIST}

no match {access-group name ACCESS-LIST-NAME | cos [inner]
COS-LIST | [ip] dscp DSCP-LIST | [ip] precedence IP-
PRECEDENCE-LIST | protocol PROTOCOL-NAME | vlan [inner] VLAN-
ID-LIST}

mls

qos

aggregate-policer

mls gos aggregate-policer NAME KBPS [BURST-NORMAL [BURST-MAX]]
[conform-action ACTION] exceed-action ACTION [violate-action
ACTION] [color-aware]

mls gos aggregate-policer NAME cir CIR [bc CONFORM-BURST] pir
PIR [be PEAK-BURST] [conform-action ACTION] [exceed-action
ACTION [violate-action ACTION]] [color-aware]

no mls gos aggregate-policer NAME

mls

qos

Ccos

mls qos cos {COS-VALUE | override}
no mls gos cos

mls

qos

dscp-mutation

mls gos dscp-mutation DSCP-MUTATION-TABLE-NAME
no mls gos dscp-mutation

mls

qos

map cos-color

mls qos map cos-color COS-LIST to {green | yellow | red}
no mls gos map cos-color

mls

qos

map dscp-color

mls gos map dscp-color DSCP-LIST to {green | yellow | red}
no mls gos map dscp-color DSCP-LIST

mls

qos

map dscp-cos

mls gos map dscp-cos DSCP-LIST to COS-VALUE
no mls gqos map dscp-cos DSCP-LIST

mls

qos

map dscp-mutation

mls gos map dscp-mutation MAP-NAME INPUT-DSCP-LIST to OUTPUT-
DSCP
no mls gos map dscp-mutation MAP-NAME

mls

qos

scheduler

mls qos scheduler {sp | rr | wrr | wdrr}
no mls gos scheduler

mls

qos

trust

mls gos trust {cos | dscp}
no mls gos trust
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police

police KBPS [BURST-NORMAL [BURST-MAX]] [conform-action ACTION]
exceed-action ACTION [violate-action ACTION] [color-aware]
no police

police aggregate

police aggregate NAME
no police

police cir police cir CIR [bc CONFORM-BURST] pir PIR [be PEAK-BURST]
[conform-action ACTION] [exceed-action ACTION [violate-action
ACTION]] [color-aware]
no police

policy-map policy-map NAME

no policy-map NAME

priority-queue cos-map

priority-queue cos-map QUEUE-ID COS1 [COS2 [COS3 [COS4 [COS5
[COS6 [COS7 [COss]11111]
no priority-queue cos-map

queue rate-limit

queue QUEUE-ID rate-limit {MIN-BANDWIDTH-KBPS | percent MIN-
PERCENTAGE} {MAX-BANDWIDTH-KBPS | percent MAX-PERCENTAGE}
no queue QUEUE-ID rate-limit

rate-limit {input |
output}

rate-limit {input | output} {NUMBER-KBPS | percent PERCENTAGE}
[BURST-SIZE]
no rate-limit {input | output}

service-policy

service-policy {input | output} NAME
no service-policy {input | output}

set

set {[ip] dscp DSCP | cos COS}
no set {[ip] dscp DSCP | cos COS}

show class-map

show class-map [NAME]

show mls gos aggregate-
policer

show mls qos aggregate-policer [NAME]

show mls gos interface

show mls gos interface [INTERFACE-ID [,]-]] {cos | scheduler |
trust | rate-limit | queue-rate-limit | dscp-mutation | map
{dscp-color | cos-color | dscp-cos}}

show mls gos map dscp-
mutation

show mls gos map dscp-mutation [MAP-NAME]

show mls gos queueing

show mls gos queueing [interface INTERFACE-ID [,]-]1]

show policy-map

show policy-map [POLICY-NAME | interface INTERFACE-ID]

wdrr-queue bandwidth

wdrr-queue bandwidth QUANTUMO. . .QUANTUM?
no wdrr-queue bandwidth

wrr-queue bandwidth

wrr-queue bandwidth WEIGHTO...WEIGHT7
no wrr-queue bandwidth

class
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(QoS)

class
no

class VAME
no class NAWME
NAME
class-default ( )

12

QoS set

255 class-default
class-
default
1.01.01
policyl class-dscp-red
DSCP 10 12 14 DSCP 10 1

# configure terminal

(config)# class-map class-dscp-red

(config-cmap)# match ip dscp 10,12,14

(config-cmap)# exit

(config)# policy-map policyl

(config-pmap)# class class-dscp-red

(config-pmap-c)# set ip dscp 10

(config-pmap-c)# police 1000000 16384 exceed-action set-dscp-transmit O
(config-pmap-c)#

class-map

no

class-map [match-all | match-any] NVAVE
no class-map NAME

match-all ( )
match AND
match-all match-any
match-any
match-any ( )

match OR
match-all match-any
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7 (QoS)

class-map

match-any
NAME 32

class-default ( )

12

match no match

match
AND OR match-all
match-any
class-default
255

1.01.01

class_home_user
class_home_user acl_home_user
1Pv6 match

# configure terminal

(config)# class-map match-all class_home_user
(config-cmap)# match access-group name acl_home_user
(config-cmap)# match protocol ipv6

(config-cmap)#

match

no

match {access-group name ACCESS-LIST-NAME | cos [inner] COS-LIST |
[ip] dscp DSCP-LIST | [ip] precedence /P-PRECEDENCE-LIST |
protocol PROTOCOL-NAME | vlan [inner] VLAN-LIST}

no match {access-group name ACCESS-LIST-NAME | cos [inner] COS-
LIST | [ip] dscp DSCP-LIST | [ip] precedence [P-PRECEDENCE-LIST |
protocol PROTOCOL-NAME | vlan [inner] VLAN-1D-LIST}

access-group name ACCESS-LIST-NAME

32
cos COS-LIST IEEE 802.1Q CoS 0 7
CoS
inner ( ) 2 Class of Service (CoS)
QinQ CoS
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match
ip ( ) IPv4 DSCP
1Pv4 1Pv6
dscp DSCP-LIST Differentiated Service Code Point
(DSCP) 0 63 DSCP
ip ( ) IPv4
IP IPV6
1PV6 1Pv6
3
precedence [/P-PRECEDENCE-LIST 0 7

protocol PROTOCOL-NAME

vlan VLAN-1D-LIST VLAN 1 4094
VLAN VLAN
inner ( )  IEEE 802.1Q VLAN 1D
12
match class-map

match protocol

e arp - IP (ARP)
* bgp - Border Gateway Protocol

e dhcp - Dynamic Host Configuration

e dns - Domain Name Server

. egp -

. ftp -

e ip - IP ( 4)

e ipv6 - IP ( 6)

e netbios - NetBIOS

e nfs -

e ntp -

e ospf - Open Shortest Path First

e pppoe - Point-to-Point Protocol over Ethernet
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7 (QoS)

match
orip_
e rtsp - Real-Time Streaming Protocol
* ssh - Secure Shell
* telnet - Telnet
» tftp - Trivial File Transfer Protocol (TFTP)
1.01.01
class-home-user acl-home-user

# configure terminal

(config)# class-map class-home-user

(config-cmap)# match access-group name acl-home-user
(config-cmap)#

cos CcS 1 2 3

# configure terminal

(config)# class-map cos
(config-cmap)# match cos 1,2,3
(config-cmap)#

voice video-n-data CoS
cos-based-treatment QoS (
QoS voice 1 video-n-data 2
) 1/0/1

# configure terminal

(config)# class-map voice

(config-cmap)# match cos 7

(config-cmap)# exit

(config)# class-map video-n-data

(config-cmap)# match cos 5

(config-cmap)# exit

(config)# policy-map cos-based-treatment

(config-pmap)# class voice

(config-pmap-c)# police 8000 1000 exceed-action drop
(config-pmap-c)# exit

(confFig-pmap)# class video-n-data

(config-pmap-c)# police cir 500000 bc 10000 pir 1000000 be 10000 exceed-action set-
dscp-transmit 2 violate-action drop

(config-pmap-c)# exit

(config-pmap)# exit

(config)# interface port 1/0/1

(config-if-port)# service-policy input cos-based-treatment
(config-if-port)#

mls qos aggregate-policer

no
mls qos aggregate-policer 1 mls gos aggregate-
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mls qos aggregate-policer

policer cir 2

mls qgos aggregate-policer NAME KBPS [BURST-NORMAL [BURST-MAX]]
[conform-action ACT/ON] exceed-action ACT/ON [violate-action

ACTION] [color-aware]

mls qos aggregate-policer NVAME cir CIR [bc CONFORM-BURST] pir PIR
[be PEAK-BURST] [conform-action ACT/ON] [exceed-action ACT/ION
[violate-action ACT/ON]] [color-aware]

no mls qos aggregate-policer NAWE

NAME 32
( )
KBPS 0 10000000 Kbps
BURST-NORMAL ( ) 0 16384
12
BURST-MAX ( )
12
confirm-action ACTION ( )
transmit
exceed-action ACTION ( ) (
)
2 drop
violate-action ACTION ( )
1
2 CIR PIR
1
1 2 2
exceed-action
ACTION ( DSCP )
« drop

o set-dscp-transmit VALUE
Point (DSCP)

« set-1p-transmit VALUE CoS
e transmit

color-aware ( )
1 3

IP Differentiated Services Code
IP DSCP

CoS
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mls qos aggregate-policer

CIR Kbps 2

bc CONFORM-BURST ( )

PIR Kbps 2
2

be PEAK-BURST ( )

police Kbps exceed-action action
Burst-normal
police Kbps burst-normal exceed-action action
Burst-normal
police Kbps exceed-action action violate-action action
Burst-normal Burst-max

police Kbps burst-normal burst-max exceed-action action violate-
action action

Burst-normal Burst-max
police Kbps burst-normal exceed-action action violate-action
action

Burst-normal Burst-max

police Kbps burst-normal burst-max exceed-action action

Burst-normal Burst-max
12
255
mls gos aggregate-policer mls gos aggregate-policer
cir
1.01.01
2 agg-policer5

# configure terminal
(config)# mls qos aggregate-policer agg-policer5 10 1000 exceed-action drop

(config)# policy-map policy?2

494/688




(QoS)

(config-pmap)# class classl

(config-pmap-c)# police aggregate agg-policer5
(config-pmap-c)# exit

(config-pmap)# class class2

(config-pmap-c)# police aggregate agg-policer5
(config-pmap-c)#

mls qos cos

Class of Service (CoS)

no mls qos cos

mls qos cos {COS-VALUE | override}
no mls qos cos

COS-VALUE CoS
CoS

override CoS
CoS

CoS

12

override CoS
CoS
CoS
override
CoS

override
DSCP CoS
CoS
gos cos CoS
CoS

CoS CoS
VLAN CoS

mls

1.01.01

1/0/1 CoS 3

# configure terminal
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(config)# interface port 1/0/1
(config-if-port)# mls qos cos 3
(config-if-port)#

mls gos dscp-mutation

Differentiated Services Code Point (DSCP)

DSCP
no mls qos dscp-mutation

mls qos dscp-mutation DSCP-MUTATION-TABLE-NAME
no mls qos dscp-mutation

DSCP-MUTATION-TABLE-NAME  DSCP 32

12

DSCP
DSCP QoS
DSCP

1.01.01

DSCP 30 DSCP 8 mutemap2 DSCP
1/0/1

# configure terminal

(config)# mls qos map dscp-mutation mutemap2 30 to 8
(config)# interface port 1/0/1

(config-if-port)# mls qos dscp-mutation mutemap?
(config-if-port)#

mls qos map cos-color

CoS

no mls qos map cos-color

mls gos map cos-color COS-LIST to {green | yellow | red}
no mls qos map cos-color

COS-LIST CoS 0 7
CoS

green
yellow
red

CoS
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mls qos map cos-color

12

DSCP
( DSCP ) CoS
( CoS

CoS

1.01.01

1/0/1 CoS 1 7 0

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# mls qos map cos-color 1-7 to red
(config-if-port)#

mls qos map dscp-color

DSCP
no mls qos map dscp-color
mls qgos map dscp-color DOSCP-LIST to {green | yellow | red}
no mls qos map dscp-color DOSCP-LIST
dscp DSCP-LIST DSCP 0 63
DSCP
green
yellow
red
DSCP
12
1.01.01
1/0/1 DSCP 61 63 IP
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# configure terminal

(config)# interface port 1/0/1

(config-if-port)# mls gos map dscp-color 61-63 to yellow
(config-if-port)#

mls qos map dscp-cos

Differentiated Services Code Point (DSCP)
(CoS)

Class of Service

no mls qos map dscp-cos

no mls qos map dscp-cos OSCP-LIST

mls qos map dscp-cos DSCP-LIST to COS-VALUE

DSCP-LIST CoS DSCP 0 63
DSCP
COS-VALUE CoS
CoS Value 0 1 2 3 4 5 6 7
DSCP Value 0 8 16 24 32 40 48 56
15 23 31 39 47 55 63

12
DSCP DSCP CoS DSCP
CoS CoS priority-queue cos-
map CoS CoS
1.01.01
1/0/6 DSCP CoS DSCP 12 16 18 CoS 1

# configure terminal

(config)# interface port 1/0/6

(config-if-port)# mls gos map dscp-cos 12,16,18 to 1
(config-if-port)#

mls qos map dscp-mutation

no

Differentiated Services Code Point (DSCP)

no mls qos map dscp-mutation MAP-NAWE

mls qos map dscp-mutation MAP-NAME INPUT-DSCP-LIST to OUTPUT-DSCP

MAP-NAME  DSCP 32
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mls qos map dscp-mutation

INPUT-DSCP-LIST DSCP 0 63
DSCP
OUTPUT-DSCP DSCP 0 63
DSCP DSCP
12
DSCP
QoS DSCP DSCP DSCP
DSCP
DSCP
. DSCP DSCP
. DSCP
DSCP CoS DSCP
DSCP
DSCP DSCP 255
1.01.01
mutemap?2 DSCP 30 DSCP 8 DSCP 20

DSCP 10

# configure terminal

(config)# mls qos map dscp-mutation mutemap2 30 to 8
(config)# mls qos map dscp-mutation mutemap2 20 to 10
(config)#

mls qos scheduler

no mls gos scheduler

mls gos scheduler {sp | rr | wrr | wdrr}
no mls qos scheduler

sp

rr

wrr

SP
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mls qos scheduler

wdrr
0 SP
wrr
12
CoS CoS
1.01.01
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# mls gos scheduler sp
(config-if-port)#
mls gos trust
QoS
CoS DSCP
no mls qos trust
mls gos trust {cos | dscp}
no mls qos trust
cos QoS CoS
dscp ToS/DSCP
ToS/DSCP IP
2 CoS
CoS
12
DSCP QoS
DSCP DSCP CoS
CoS
DSCP CoS mls qos map dscp-cos
CoS priority-queue cos-map
IP CoS
DSCP CoS CoS
CoS
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mls qos trust

CoS CoS CoS
CoS CoS
VLAN
VLAN
CoS VLAN CoS
CoS VLAN CoS mls qos cos
override mls qos cos
CoS CoS VLAN CoS
DSCP DSCP
CoS CoS VLAN CoS
DSCP mls gos map dscp-color
CoS mls gos map cos-color
1.01.01
DSCP 1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# mls qos trust dscp

(config-if-port)#

police
1
no police

police ABPS [BURST-NORMAL [BURST-MAX]] [conform-action ACT/ION]
exceed-action ACTION [violate-action ACT/ION] [color-aware]

no police
KBPS Kbps
BURST-NORMAL ( )
12
BURST-MAX ( )
12

confirm-action ACTION (

transmit
exceed-action ACTION (

violate-action ACTION (
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police

1 2
1 3

ACTION ( DSCP )

» drop

» set-dscp-transmit VALUE IP Differentiated Services Code

Point (DSCP) IP DSCP

« set-1p-transmit VALUE CoS CoS

* transmit
color-aware ( )

1 3

police Kbps exceed-action action
Burst-normal
police Kbps burst-normal exceed-action action
Burst-normal
police Kbps exceed-action action violate-action action
Burst-normal Burst-max

police Kbps burst-normal burst-max exceed-action action violate-
action action

Burst-normal Burst-max
police Kbps burst-normal exceed-action action violate-action
action

Burst-normal Burst-max

police Kbps burst-normal burst-max exceed-action action

Burst-normal Burst-max
12
(QoS)
1 police KBPS 2
police cir 1
2
e 1 2
e 1 3
police ABPS 3
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police
2
DSCP
DSCP
DSCP
CoS CoS
CoS
1 2
1 3 2 3
confirm-action
exceed-action violate-action
violate-action transmit (
exceed-action drop ( )
set
police police cir
police aggregate 1
1.01.01
service-policy
1/0/1
8Kbps 1

# configure terminal

(config)# class-map access-match
(config-cmap)# match access-group name acl _rd
(config-cmap)# exit

(config)# policy-map police-setting
(config-pmap)# class access-match
(config-pmap-c)# police 8 1 exceed-action drop
(config-pmap-c)# exit

(config-pmap)# exit

(config)# interface port 1/0/1
(config-if-port)# service-policy input police-setting
(config-if-port)#
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police aggregate

no police
police aggregate MNVAME
no police
NAME
12
4

police aggregate

¢ Layer2
» match access-group name ACCESS-LIST-NAWE (
)
» match cos [inner] COS-LIST
« match vlan [inner] VLAN-LIST
» match protocol arp
» match protocol pppoe
* IPV4
» match access-group name ACCESS-LIST-NAME (1P
)
- match [ip] dscp DSCP-LIST
« match ip precedence [/P-PRECEDENCE-LIST
« match ip
» match netbios
« IPV6
» match access-group name ACCESS-LIST-NAME (1Pv6
)
» match protocol ipv6
* expert

+ match access-group name ACCESS-LIST-NAME (

)
1P
IPv4 I1Pv6
police aggregate 1Pv4 IPv6
match-all IP/1Pv6

police aggregate

MAC
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police aggregate

» match
« match
« match
* match
« match
« match
* match
« match
« match
* match
« match
« match
* match
» match

police

protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
dscp

protocol
protocol
protocol
protocol

dns
egp
ftp
nfs
ntp
rip
ssh
dhcp

ospf
rtsp
tftp
telnet

precedence

police cir

1

police aggregate

1.01.01

agg_policerl

1

2 3

# configure terminal

(config)# mls qos aggregate-policer agg policerl 10000 16384 exceed-action drop

(config)# policy-map policy2
(config-pmap)# class classl

(config-pmap-c)# police aggregate agg policerl

(config-pmap-c)# exit
(config-pmap)# class class2

(config-pmap-c)# police aggregate agg policerl

(config-pmap-c)# exit
(config-pmap)# class class3

(conFig-pmap-c)# police aggregate agg_policerl

(config-pmap-c)#

police cir

(CIR)

(PIR)
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police cir

2 no police

police cir CIR [bc CONFORW-BURST] pir PIR [be PEAK-BURST]
[conform-action ACT/ON] [exceed-action ACTION [violate-action
ACTION]] [color-aware]

no police
CIR Kbps 2
bc CONFORM-BURST ( )
PIR Kbps 2

2
be PEAK-BURST ( )
confirm-action ACTION ( )
transmit
exceed-action ACTION ( ) (PIR

CIR )
drop
violate-action ACTION ( ) (CIR  PIR
)
exceed-action
ACTION ( DSCP )
drop
set-dscp-transmit VALUE IP Differentiated Services Code Point
(DSCP) IP DSCP
set-1p-transmit VALUE CoS CoS
transmit
color-aware ( )
2 3
12
DSCP CoS
DSCP
DSCP
CoS
CoS
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police cir

violate-action transmit exceed-action drop

set
1.01.01
police
500 kbps 1 Mbps policyl

1/0/3

# configure terminal

(config)# class-map police

(config-cmap)# match access-group name myAcll101
(config-cmap)# policy-map policyl
(config-pmap)# class police

(config-pmap-c)# police cir 500 bc 10 pir 1000 be 10 exceed-action set-dscp-transmit 2
violate-action drop

(config-pmap-c)# exit

(config-pmap)# exit

(config)# interface port 1/0/3
(config-if-port)# service-policy output policyl
(config-if-port)#

policy-map

no
policy-map NVAME

no policy-map NVAME

NAME 32

12
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policy-map
1
( ) match 1
255

1.01.01

policy 2

classl acl_rd
2 class-default

# configure terminal

(config)# class-map classl
(config-cmap)# match access-group name acl _rd
(config-cmap)# exit

(config)# policy-map policy
(config-pmap)# class classl
(config-pmap-c)# set ip dscp 46
(config-pmap-c)# exit
(config-pmap)# class class-default
(config-pmap-c)# set ip dscp 00
(config-pmap-c)#

priority-queue cos-map

Class of Service (CoS)
no priority-queue cos-map

priority-queue cos-map QUEUE-ID COS1 [COSZ [COS3 [COS4 [COS5 [COS6

[cos7 [coss111111]

no priority-queue cos-map

QUEUE-ID CoS ID

C0S1 CoS 0 7

C0S2. ..C0S8 ( ) CoS 0 7

(CoS) 0
2102 133445056677

12

CoS CoS CoS

CoS
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priority-queue cos-map

1.01.01

CoS 3 5 6

2

# configure terminal

(config)# priority-queue cos-map 2 3 5 6

(config)#

queue rate-limit

no

queue QUEUE-ID rate-Nimit {MIN-BANDWIDTH-KBPS | percent MIN-
PERCENTAGEY} {MAX-BANDWIDTH-KBPS | percent MAX-PERCENTAGE}

no queue QUEUE-ID rate-limit

QUEUE-1D

MIN-BANDWIDTH-KBPS

10,000,000 Kbps

percent MIN-PERCENTAGE

1 100 %

MAX-BANDWIDTH-KBPS

percent MAX-PERCENTAGE
1 100 %

1D

Kbps

64

12

MIN-BANDWIDTH-KBPS
1 kbps

75 %

MAX-BANDWIDTH-KBPS

64 kbps
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queue rate-limit

1.01.01

1/0/1 1 ( ) 100 Kbps 2000
Kbps 2 10 % 50 %

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# queue 1 rate-limit 100 2000
(config-if-port)# queue 2 rate-limit percent 10 percent 50
(config-if-port)#

rate-limit {input | output}

rate-limit

output

no
rate-limit {input | output} {NUMBER-KBPS | percent PERCENTAGE}
[BURST-S1ZE]
no rate-limit {input | output}
input
output
NUMBER-KBPS 64 10,000,000 Kbps

percent PERCENTAGE 1 100 %
BURST-SIZE ( ) 0 16,380

12

NUMBER-KBPS 1 kbps
64 kbps

1.01.01

1/0/5 2000 Kbps 4096 Kbytes
( )

# configure terminal
(config)# interface port 1/0/5
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(config-if-port)# rate-limit input 2000 4096
(config-if-port)#

service-policy

no

service-policy {input | output} NVAME
no service-policy {input | output}

input
output
NAME 31

12

1.01.01

(1) custl-classes (2) cust2-classes 2
custl-classes CoS 6 800 Kbps
CoS 5
2000 Kbps 1 CoS 0
8000 Kbps 1
custl-classes 1/0/1
1/0/2

# configure terminal

(config)# class-map match-all gold

(config-cmap)# match cos 6

(config-cmap)# exit

(config)# class-map match-all silver

(config-cmap)# match cos 5

(config-cmap)# exit

(config)# class-map match-all bronze

(config-cmap)# match cos 0

(config-cmap)# exit

(config)# policy-map custl-classes

(config-pmap)# class gold

(config-pmap-c)# police 800000 16384 exceed-action set-dscp-transmit O
(config-pmap-c)# exit

(config-pmap)# class silver

(config-pmap-c)# police 2000000 16384 exceed-action set-dscp-transmit O
(config-pmap-c)# exit

(config-pmap)# class bronze
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(config-pmap-c)# police 8000000 16384 exceed-action set-dscp-transmit O
(config-pmap-c)# exit

(confFig-pmap)# exit

(config)# interface port 1/0/1

(config-if-port)# service-policy input custl-classes

(confFig-if-port)# exit

(config)# interface port 1/0/2

(config-if-port)# service-policy input custl-classes

(config-if-port)#

cust2-classes 1/0/1

# configure terminal

(config)# policy-map cust2-classes

(config-pmap)# class gold

(config-pmap-c)# police 1600000 16384 exceed-action set-dscp-transmit O
(config-pmap-c)# exit

(config-pmap)# class silver

(config-pmap-c)# police 4000000 16384 exceed-action set-dscp-transmit O
(config-pmap-c)# exit

(config-pmap)# class bronze

(config-pmap-c)# police 1600000 16384 exceed-action set-dscp-transmit O
(config-pmap-c)# exit

(config-pmap)# exit

(config)# interface port 1/0/1

(config-if-port)# service-policy input cust2-classes

(config-if-port)#

set

DSCP CoS
CoS

set {[ip] dscp OSCP | cos COS}

no set {[ip] dscp OSCP | cos COS}

ip ( ) IPv4 DSCP

1Pv4 1Pv6 DSCP DSCP
CoS
dscp DSCP DSCP 0 63
cos COS CoS 0 7
CoS CoS
12

set set

set dscp CoS

police set

set
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set

1.01.01

classl policyl classl
DSCP 10 1 Mbps 1

# configure terminal

(config)# policy-map policyl

(config-pmap)# class classl

(config-pmap-c)# set ip dscp 10

(config-pmap-c)# police 1000000 16384 exceed-action set-dscp-transmit 10
(config-pmap-c)# exit

(config-pmap)#

show class-map

show class-map [VAVE]
NAME ( ) 31
1
1.01.01
2 acl_home_user
c3 1P c2

# show class-map

Class Map match-any class-default ...(1)
Match any ...(2)

Class Map match-all c2
Match protocol ip

Class Map match-all c3
Match access-group acl _home user

D) match

match-all AND
match-any OR

(&)
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show mls qos aggregate-policer

show mls qos aggregate-policer [NAME]

NAVE ( )

1.01.01

# show mls qos aggregate-policer

mls gos aggregate-policer agg-policer5 10 1000 conform-action transmit exceed-action
drop ...(D

mls gos aggregate-policer agg-policer5 cir 500 bc 10 pir 1000 be 10 conform-action
transmit exceed-action set-dscp-transmit 2 violate-action drop

@

show mls qos interface

QoS

show mls qos interface [/NTERFACE-1D [,]-]] {cos | scheduler |
trust | rate-limit | queue-rate-limit | dscp-mutation | map {dscp-
color | cos-color | dscp-cos}}

INTERFACE-1D ( ) QoS
* port
L.1-1 ( )
1,3,5
1-5
cos CoS
scheduler
trust
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show mls qos interface

rate-limit

queue-rate-limit

dscp-mutation DSCP
map dscp-color DSCP

map cos-color CoS

map dscp-cos DSCP CoS

1
1.01.01
1/0/2 1/0/5 CoS
# show mls gos interface port 1/0/2-5 cos
@ @ &
Interface CoS Override
Portl1/0/2 0 No
Port1/0/3 0 No
Portl1/0/4 0 No
Portl1/0/5 0 No
@
) CoS
€) QoS (CoS DSCP) CoS
Yes
No
1/0/2 1/0/5
# show mls gos interface port 1/0/2-1/0/5 trust
@ @

Interface Trust State

Port1/0/2 trust CoS
Port1/0/3 trust CoS
Port1/0/4 trust CoS
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| Portl/0/5 trust CoS
@
@) QoS (CoS DSCP)
1/0/1 1/0/2
# show mls qos interface port 1/0/1-1/0/2 scheduler
@ @
Interface  Scheduler Method
Portl/0/1 sp
Portl/0/2  wrr
@
&)
sp
rr
wrr
wdrr
1/0/1 1/0/2 DSCP
# show mls gos interface port 1/0/1-2 dscp-mutation
@ @
Interface DSCP Mutation Map
Portl/0/1 Mutate Map 1
Portl/0/2 Mutate Map 2
@
(2) | DSCP
1/0/1 1/0/4
# show mls qos interface port 1/0/1-4 rate-limit
@ @ ©) Q) ®)
Interface Rx Rate Tx Rate Rx Burst Tx Burst
Portl/0/1 1000 kbps No Limit 64 kbyte No Limit
Portl/0/2 No Limit 2000 kbps No Limit 2000 kbyte
Portl/0/3 10% 20% 64 kbyte 64 kbyte
Portl/0/4 2% 2000 kbps 64 kbyte 64 kbyte
@
@
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®)

4)

®)

1/0/1

1/0/2  CoS

# show mls qos interface port 1/0/1-2 queue-rate-limit

Portl/0/1 ...(L)

@ O Q)

QID Min Bandwidth Max Bandwidth

0] No Limit No Limit

1 16 kbps 10%

2 32 kbps No Limit

3 2% 50%

4 64 kbps No Limit

5 64 kbps No Limit

6 32 kbps No Limit

7 No Limit 128 kbps
Port1/0/2

QID Min Bandwidth Max Bandwidth

0 No Limit No Limit

1 16 kbps No Limit

2 32 kbps No Limit

3 32 kbps No Limit

4 64 kbps No Limit

5 64 kbps No Limit

6 32 kbps No Limit

7 No Limit 128 kbps
@
) ID
(©)]
O]

1/0/1 1/0/2 DSCP

# show mls gos interface port 1/0/1-2 map dscp-color

Portl/0/1 ...(L)

DSCP 0-7 are mapped to green .
DSCP 8-40 are mapped to red ...(3)

DSCP 41-63 are mapped to yellow ...(4)
Port1/0/2

DSCP 0-63 are mapped to green
@
) DSCP
€) DSCP
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1)) DSCP

1/0/3 1/0/4 CoS

# show mls qos interface port 1/0/3-4 map cos-collor

Port1/0/3 ...(D)
CoS 0-2,5,7 are mapped to green ...(2)
CoS 3-4 are mapped to yellow ...(3)
CoS 6 are mapped to red ...(4)
Port1/0/4
CoS 0-7 are mapped to green

(€))

0)) CoS
) CoS
0)) CoS

1/0/1 DSCP CoS

# show mls gos interface port 1/0/1 map dscp-cos

Port1/0/1 ...(1)
0123456728 9...0Q

00 00 00 00 00 00 00
10 01 01 01
20 02 02 03
30 03 0304 04 04 04
5 05

06

WwN O
cNeoNe)

oog
~N O WN P
WN P

40 05 05 05 O
50 06 06 06 O
60 07 07070

IRRRRS
OOEOOO
~N O

388000

@

(2) | DSCP CoS
DSCP 10 DSCP 1
CoS
DSCP O 7 CoS 0O DSCP8 15 CoS 1

show mls qos map dscp-mutation

QoS DSCP
show mls qos map dscp-mutation [/AP-NAME]
MAP-NAWE ( ) DSCP

1
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show mls qos map dscp-mutation

1.01.01

DSCP

# show mls gos map dscp-mutation

DSCP Mutation: mutemapl ...(1)

Attaching interface: ...(2)
Portl1/0/1

01234567 89...03

00 00 01 02 03 04 05 06 07 08 09
10 10 11 12 13 14 15 16 17 18 19
20 20 21 22 23 24 25 26 27 28 29
30 30 31 32 33 34 35 36 37 38 39
40 40 41 42 43 44 45 46 47 48 49
50 50 51 52 53 54 55 56 57 58 59
60 60 61 62 63
(1) | pscp
@
(3) | Dpscp
DSCP 10 DSCP 1
DSCP
DSCP

show mls qos queueing

QoS

show mls qos queueing [interface /INTERFACE-ID [,]-1]

interface INTERFACE-ID ( )
(WRR WDRR)
» port
[.1-1 ( )
1,3,5
1-5
1
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show mls qos queueing

QoS (CoS
ID )
mls gos scheduler

show mls gos
interface scheduler

1.01.01

QoS

# show mls gos queueing

CoS-queue map:
@O &
CoS QID

~N~Nouh~hWNEFO
N~NoOoOoh~hWRFRON

(1) | CoS

(2) | cos ID

1/0/3

# show mls gos queueing interface port 1/0/3

Interface: Portl/0/3 ...(0)
wrr bandwidth weights: ...(2)
QID Weights

NoOUBMWNRO
RPRRPRRRRRBR

wdrr bandwidth weights: ...(2)

DwNRO
RPRERRBE
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6 1
7 1

(€))

&) ( )

show policy-map

show policy-map [POLICY-NAME | interface INTERFACE-1D)
POLICY-NAME ( )
interface INTERFACE-1D ( )
ID
1
1.01.01
police policyl 2
2 500 kbps 1 Mbps

# configure terminal

(config)# class-map police

(config-cmap)# match access-group name acl _rd
(config-cmap)# policy-map policyl
(config-pmap)# class police

(config-pmap-c)# police cir 500 bc 10 pir 1000 be 10 exceed-action set-dscp-transmit 2
violate-action drop

(config-pmap-c)# exit

(config-pmap)# exit

(config)# interface port 1/0/1
(config-if-port)# service-policy output policyl
(config-if-port)#

policyl

# show policy-map policyl

Policy Map policyl ...(0)
Class Map police ...(2)
police cir 500 bc 10 pir 1000 be 10 conform-action transmit exceed-action set

-dscp-transmit 2 violate-action drop ...(3)
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@

(&)

®

1/0/1

# show policy-map interface port 1/0/1

Policy Map: policyl : output ...(D)
Class Map police ...(2)

police cir 500 bc 10 pir 1000 be 10 conform-action transmit exceed-action set
-dscp-transmit 2 violate-action drop ...(3)

€y (

(&)

®

wdrr-queue bandwidth

WDRR
no wdrr-queue bandwidth
wdrr-queue bandwidth QUANTUMO. . . QUANTUM7
no wdrr-queue bandwidth
QUANTUMO. . . QUANTUM7
( ) 0 127
1
12
WDRR
WDRR
mls qos scheduler wdrr
1.01.01
WDRR 0 1
2 3 4 5 6 7 1/0/1

1 2 3 45 6 7 8
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# mls qos scheduler wdrr
(config-if-port)# wdrr-queue bandwidth 1 23456 7 8
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| (config-if-port)#

wrr-queue bandwidth

WRR
no wrr-queue bandwidth
wrr-queue bandwidth WEIGHTO. . . WEIGHT7
no wrr-queue bandwidth
WEIGHTO. . .WEIGHT7
( ) 0 127
1
12
WRR
WRR
mls qos scheduler wrr
Expedited Forwarding (EF)
(PHB) EF
Differentiated Services
0
1.01.01
WRR 0 1 2
3 4 5 6 7 1/0/1 1 2 3
4 5 6 7 8

# configure terminal
(config)# interface port 1/0/1
(config-if-port)# mls qos scheduler wrr

(config-if-port)# wrr-queue bandwidth 1 2 3456 7 8
(config-if-port)#
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(ACL)

8.1

(ACL)

(CL1) (ACL)

access-list resequence

access-list resequence {NAME | NUMBER} STARTING-SEQUENCE-
NUMBER INCREMENT
no access-list resequence

acl-hardware-counter

acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-
LIST-NUMBER} | vlan-filter ACCESS-MAP-NAME}

no acl-hardware-counter {access-group {ACCESS-LIST-NAME |
ACCESS-LIST-NUMBER} | vlan-filter ACCESS-MAP-NAME}

action

action {forward | drop | redirect INTERFACE-ID}
no action

clear acl-hardware-
counter

clear acl-hardware-counter {access-group [ACCESS-LIST-NAME |
ACCESS-LIST-NUMBER] | vlan-filter [ACCESS-MAP-NAME]}

expert access-group

expert access-group {NAME | NUMBER} [in | out]
no expert access-group [NAME | NUMBER] [in | out]

expert access-list

expert access-list extended {NAME | NUMBER}
no expert access-list extended {NAME | NUMBER}

ip access-group

ip access-group {NAME | NUMBER} [in | out]
no ip access-group [NAME | NUMBER] [in | out]

ip access-list

ip access-list [extended] NAME [NUMBER]
no ip access-list [extended] {NAME | NUMBER}

ipv6 access-group

ipv6 access-group {NAME | NUMBER} [in | out]
no ipv6 access-group [NAME | NUMBER] [in | out]

ipv6 access-list

ipv6 access-list [extended] NAME [NUMBER]
no ipvé access-list [extended] {NAME | NUMBER}

list-remark

list-remark TEXT
no list-remark

mac access-group

mac access-group {NAME | NUMBER} [in | out]
no mac access-group [NAME | NUMBER] [in | out]

mac access-list

mac access-list extended NAME [NUMBER]
no mac access-list extended {NAME | NUMBER}

match ip address

match ip address {ACL-NAME | ACL-NUMBER}
no match ip address {ACL-NAME | ACL-NUMBER}

match ipv6 address

match ipv6 address {ACL-NAME | ACL-NUMBER}
no match ipv6 address {ACL-NAME | ACL-NUMBER}

match mac address

match mac address {ACL-NAME | ACL-NUMBER}
no match mac address {ACL-NAME | ACL-NUMBER}
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permit | deny (expert
access-list)

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
PROTOCOL {SRC-I1P-ADDR SRC-IP-WILDCARD | host SRC-1P-ADDR |
any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any}
{DST-1P-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-
MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [cos
OUTER-COS [inner INNER-COS]] [vlan OUTER-VLAN [inner INNER-
VLAN]] [fragments] [[precedence PRECEDENCE] [tos TOS] | dscp
DSCP] [class CLASS-I1D]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} tcp
{SRC-1P-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any} {SRC-
MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | It
| gt | neq} PORT | range MIN-PORT MAX-PORT] {DST-I1P-ADDR DST-
IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [{eq | 1t | gt | neq} PORT
| range MIN-PORT MAX-PORT] [TCP-FLAG] [cos OUTER-COS [inner
INNER-COS]] [vlan OUTER-VLAN [inner INNER-VLAN]] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP] [class CLASS-I1D]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} udp
{SRC-1P-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any} {SRC-
MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | It
| gt | neq} PORT | range MIN-PORT MAX-PORT] {DST-I1P-ADDR DST-
IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [{eq | It | gt | neq} PORT
| range MIN-PORT MAX-PORT] [cos OUTER-COS [inner INNER-COS]]
[vlan OUTER-VLAN [inner INNER-VLAN]] [[precedence PRECEDENCE]
[tos TOS] | dscp DSCP] [class CLASS-I1D]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{SRC-1P-ADDR SRC-IP-WILDCARD | host SRC-1P-ADDR | any} {SRC-
MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-IP-
ADDR DST-IP-WILDCARD | host DST-1P-ADDR | any} {DST-MAC-ADDR
DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [ICMP-TYPE [ICMP-
CODE] | ICMP-MESSAGE] [cos OUTER-COS [inner INNER-COS]] [vlan
OUTER-VLAN [inner INNER-VLAN]] [[precedence PRECEDENCE] [tos
TOS] | dscp DSCP] [class CLASS-ID]

no SEQUENCE-NUMBER

permit | deny (ip access-
list)

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} tcp
{any | host SRC-1P-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} [{eq |
It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host
DST-1P-ADDR | DST-I1P-ADDR DST-IP-WILDCARD} [{eq | 1t | gt |
neq} PORT | range MIN-PORT MAX-PORT] [TCP-FLAG] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP] [class CLASS-I1D]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} udp
{any | host SRC-I1P-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} [{eq |
It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host
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DST-1P-ADDR | DST-1P-ADDR DST-IP-WILDCARD} [{eq | 1t | gt |
neq} PORT | range MIN-PORT MAX-PORT] [[precedence PRECEDENCE]
[tos TOS] | dscp DSCP] [class CLASS-1D]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{any | host SRC-1P-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} {any |
host DST-1P-ADDR | DST-1P-ADDR DST-IP-WILDCARD} [ICMP-TYPE
[1ICMP-CODE] | ICMP-MESSAGE] [[precedence PRECEDENCE] [tos TOS]
| dscp DSCP] [class CLASS-I1D]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {gre
| esp | eigrp | igmp | ipinip | ospf | pcp | pim | vrrp |
protocol-id PROTOCOL-1D} {any | host SRC-1P-ADDR | SRC-1P-ADDR
SRC-IP-WILDCARD} {any | host DST-1P-ADDR | DST-I1P-ADDR DST-IP-
WILDCARD} [fragments] [[precedence PRECEDENCE] [tos TOS] |
dscp DSCP] [class CLASS-I1D]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any
| host SRC-1P-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} [any | host
DST-1P-ADDR | DST-I1P-ADDR DST-IP-WILDCARD] [fragments]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [class CLASS-
ID]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any
| host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} [any | host
DST-1P-ADDR | DST-I1P-ADDR DST-IP-WILDCARD] [class CLASS-ID]

no SEQUENCE-NUMBER

permit | deny (ipv6
access-list)

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} tcp
{any | host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [{eq
| 1t | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host
DST-1PV6-ADDR | DST-1PV6-ADDR/PREFIX-LENGTH} [{eq | 1t | gt |
neq} PORT | range MIN-PORT MAX-PORT] [TCP-FLAG] [dscp DSCP]
[flow-label FLOW-LABEL] [class CLASS-1D]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} udp
{any | host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [{eq
| 1t | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host
DST-1PV6-ADDR | DST-I1PV6-ADDR/PREFIX-LENGTH} [{eq | 1t | gt |
neq} PORT | range MIN-PORT MAX-PORT] [dscp DSCP] [flow-label
FLOW-LABEL] [class CLASS-1D]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{any | host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} {any
| host DST-1PV6-ADDR | DST-1PV6-ADDR/PREFIX-LENGTH} [ICMP-TYPE
[1CMP-CODE] | ICMP-MESSAGE] [dscp DSCP] [flow-label FLOW-
LABEL] [class CLASS-ID]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {esp
| pcp | sctp | protocol-id PROTOCOL-ID} {any | host SRC-IPV6-
ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} {any | host DST-1PV6-ADDR
| DST-1PV6-ADDR/PREFIX-LENGTH} [fragments] [dscp DSCP] [flow-
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label FLOW-LABEL] [class CLASS-ID]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any
| host SRC-IPV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [any |
host DST-1PV6-ADDR | DST-1PV6-ADDR/PREFIX-LENGTH] [fragments]
[dscp DSCP] [flow-label FLOW-LABEL] [class CLASS-ID]

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any
| host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [any |
host DST-1PV6-ADDR | DST-1PV6-ADDR/PREFIX-LENGTH] [class
CLASS-1D]

no SEQUENCE-NUMBER

permit | deny (mac
access-list)

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any
| host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-MAC-WILDCARD} {any |
host DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD} [ethernet-
type TYPE MASK] [cos OUTER-COS [inner INNER-COS]] [vlan VLAN-
ID [inner INNER-VLAN]] [class CLASS-ID]

no SEQUENCE-NUMBER

show access-group

show access-group [interface INTERFACE-ID]

show access-list

show access-list [ip [NAME | NUMBER] | mac [NAME | NUMBER] |
ipv6 [NAME ]| NUMBER] | expert [NAME | NUMBER]]

show vlan access-map

show vlan access-map [MAP-NAME]

show vlan filter

show vlan Filter [access-map MAP-NAME | vlan VLAN-1D]

vlan access-map

vlan access-map MAP-NAME [SEQUENCE-NUM]
no vlan access-map MAP-NAME [SEQUENCE-NUM]

vlan filter

vlan filter MAP-NAME vlan-list VLAN-ID-LIST
no vlan filter MAP-NAME vlan-list VLAN-ID-LIST

access-list resequence

no access-list resequence

access-list resequence {NAME | NUMBER} STARTING-SEQUENCE-NUMBER

INCREMENT

no access-list resequence

NAME 32
NUMBER 1 14999

STARTING-SEQUENCE-NUMBER

1 65535 10

INCREWENT ( ) 1 32

10 ( ) 5
20 25 30
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access-list resequence

35 40 ......

10
10

12

STARTING-SEQUENCE-NUMBER
INCREMENT

1.01.01

R&D 1P

# configure terminal
(config)# show access-list ip R&D

Extended IP access list R&D(ID: 3552)
10 permit tcp any 10.20.0.0 0.0.255.255
20 permit tcp any host 10.100.1.2
30 permit icmp any any

(config)# ip access-list extended R&D

(config-ip-ext-ach)# 5 permit tcp any 10.30.0.0 0.0.255.255
(config-ip-ext-ach# exit

(config)# show access-list ip R&D

Extended IP access list R&D(ID: 3552)
5 permit tcp any 10.30.0.0 0.0.255.255
10 permit tcp any 10.20.0.0 0.0.255.255
20 permit tcp any host 10.100.1.2
30 permit icmp any any

(config)# access-list resequence R&D 1 2
(config)# show access-list ip R&D

Extended IP access list R&D(ID: 3552)
1 permit tcp any 10.30.0.0 0.0.255.255
3 permit tcp any 10.20.0.0 0.0.255.255
5 pemit tcp any host 10.100.1.2
7 pemit icmp any any

acl-hardware-counter

VLAN VLAN

no acl-hardware-counter
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acl-hardware-counter

acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-
LIST-NUMBERY | vlan-Filter ACCESS-MAP-NAME}

no acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-
LIST-NUMBER} | vlan-Filter ACCESS-MAP-NANE}

access-group ACCESS-LIST-NAME 32

access-group ACCESS-LIST-NUMBER

vlan-filter ACCESS-MAP-NAME VLAN VLAN
VLAN

12

access-group

vlan-filter VLAN
VLAN
VLAN

1.01.01

# configure terminal
(config)# acl-hardware-counter access-group abc

(config)#
action
VLAN
no action
action {forward | drop | redirect INTERFACE-ID}
no action
forward
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action
drop
redirect /NTERFACE-ID
ID
VLAN
12
1 1
(
)
1.01.01

# show vlan access-map

VLAN access-map vlan-map 20
match mac access list: ext mac(ID: 6856)
action: forward

# configure terminal

(config)# vlan access-map vlan-map 20
(config-access-map)# action redirect port 1/0/5
(config-access-map)# end

# show vlan access-map

VLAN access-map vlan-map 20
match mac access list: ext mac(ID: 6856)
action: redirect port 1/0/5

clear acl-hardware-counter

clear acl-hardware-counter {access-group [ACCESS-LIST-NAME |
ACCESS-LIST-NUMBER] | vlan-Filter [ACCESS-MAP-NAME]}

access-group ACCESS-LIST-NAME

access-group ACCESS-L1ST-NUMBER

vlan-filter ACCESS-MAP-NAME VLAN VLAN
VLAN

530/688




8 (ACL)

clear acl-hardware-counter

12

VLAN
VLAN

1.01.01

| # clear acl-hardware-counter access-group abc

expert access-group

no expert access-group

expert access-group {VAME | NUMBER} [in | out]
no expert access-group [MAME | NUMBER] [in | out]

NAME
32
NUMBER
8000 9999
in ( )

in

out ( )

12

Ingress
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expert access-group

1792 Egress 512
Ingress 896 Egress 256
1.01.01
exp_acl 1/0/2

# configure terminal

(config)# interface port 1/0/2
(config-if-port)# expert access-group exp_acl in
(config-if-port)# end

# show access-group interface port 1/0/2

Port1/0/2:
Inbound expert access-list : exp acl(1D: 8999)

expert access-list

no expert access-list
extended
expert access-list extended NVAME [NUMBER]
no expert access-list extended {NVAVE | NUMBER}
NAWE 32
NUMBER ( )
8000 9999
12
( MAC
IP 1Pv6 ARP
)
1
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expert access-list

1.01.01

# configure terminal

(config)# expert access-list extended exp_acl
(config-exp-nach# end

# show access-list

Access-List-Name Type

exp_acl(ID: 9999) expert ext-acl

Total Entries: 1

Ip access-group

IP IP
no ip access-group
ip access-group {MAME | NUMBER} [in | out]
no ip access-group [NVAME | NUMBER] [in | out]
NAME IP 32
NUMBER IP 1 3999
in ( ) IP
in
out ( ) IP
12
IP
1
Ingress
1792 Egress 512
IP Ingress
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Ip access-group

898 Egress 512
gt It neq
14 range
(gt 1v)
1
1.01.01
1/0/2 1P 1P Strict-Control
# configure terminal
(config)# interface port 1/0/2
(config-if-port)# ip access-group Strict-Control
The remaining applicable IP related access entries are 1536
(config-if-port)#
ip access-list
IP IP

IP
no ip access-list

ip access-list [extended] NAME [NUMBER]
no ip access-list [extended] {NAME | NUMBER}

extended ( ) IP
extended IP
NAME 1P 32
NUMBER ( ) IP
1P 1 1999
2000 3999
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ip access-list

12

1.01.01

Strict-Control IP pim-srcfilter IP

# configure terminal

(config)# ip access-list extended Strict-Control
(config-ip-ext-ach)# permit tcp any 10.20.0.0 0.0.255.255
(config-ip-ext-ach# exit

(config)# ip access-list pim-srcfilter

(config-ip-ach)# permit host 172.16.65.193 any
(config-ip-ach#

ipv6 access-group

1Pv6 1Pv6
no ipv6 access-group

ipv6 access-group {NVAME | NMUMBER} [in | out]
no ipv6 access-group [NVAWE | NUMBER] [in | out]

NAME 1PV6 32
NUMBER IPv6 11000 14999
in ( ) IPv6
in
out ( ) IPv6
12
1
Ingress
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ipv6 access-group

1792 Egress 512
1Pv6 Ingress

384 Egress 128
gt It neq 14

range flow-label
1
1.01.01
1/0/3 IPv6 ip6-control

# configure terminal
(config)# interface port 1/0/3
(config-if-port)# ipv6 access-group ip6-control in

The remaining applicable IPv6 related access entries are 1536
(config-if-port)#

ipv6 access-list

1Pv6 1Pv6
1Pv6
no ipvé access-list

ipv6 access-list [extended] NVAME [NUMBER]
no ipv6 access-list [extended] {NAME | NUMBER}

extended ( ) IPv6
extended 1Pv6
NAME IPv6 32
NUMBER I1Pv6 IPv6
11000 12999 IPv6
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ipv6 access-list

13000 14999

12

1PV6 1Pv6

1.01.01

ip6-control IPv6

# configure terminal

(config)# ipv6 access-list extended ip6-control
(config-ipv6e-ext-ach# permit tcp any 2002:103::1/16
(config-ipve-ext-ach#

ip6-std-control 1Pv6

# configure terminal

(config)# ipv6 access-list ip6-std-control
(config-ipv6-ach)# permit any fe80::101:1/54
(config-ipv6-ach)#

list-remark

no list-remark
list-remark 7EXT
no list-remark
TEXT 256
12
MAC IP IPv6
1.01.01

# configure terminal
(config)# ip access-list extended R&D
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(config-ip-ext-ach# list-remark This access-list iIs use to match any IP packets from

host 10.2.2.1.

(config-ip-ext-ach)# end

# show access-list ip

Extended IP access list R&D(ID: 3999)
10 permit host 10.2.2.1 any
This access-list is use to match any IP packets from host 10.2.2.1.

mac access-group

MAC

access-group

no

mac

mac access-group {NVAME | NUMBER} [in | out]
no mac access-group [NVAME | NUMBER] [in | out]

NAME MAC 32
NUMBER MAC 6000 7999
in ( ) MAC
in
out ( ) MAC
12
MAC
MAC 1P
1
Ingress
1792 Egress 512
MAC
Ingress 1792 Egress 512
1

538/688




8 (ACL)

mac access-group

1.01.01

1/0/1 MAC daily-profile

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# mac access-group daily-profile in
The remaining applicable MAC access entries are 1536
(config-if-port)#

mac access-list

MAC
MAC MAC
no mac access-list extended
mac access-list extended NVAWE [NUMBER]
no mac access-list extended {NVAWE | NUMBER}
NAME MAC 32
NUMBER MAC 6000 7999
12
MAC
permit deny
MAC MAC
1.01.01
daily profile MAC MAC

# configure terminal

(config)# mac access-list extended daily-profile
(config-mac-ext-ach)#

match ip address
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match ip address

no match ip address
match ip address {ACL-NAME | ACL-NUMBER}
no match ip address {ACL-NAME | ACL-NUMBER}
ACL-NAME IP 32
ACL-NUMBER IP
VLAN
12
1 1P IPv6
MAC ) 1
IP IP
1792
vlan filter VLAN
1.01.01

# configure terminal

(config)# vlan access-map vlan-map 20
(config-access-map)# match ip address spl
(config-access-map)#

match ipv6 address

1Pv6

no match ipv6 address
match ipv6 address {ACL-NAWE | ACL-NUMBER}
no match ipv6 address {ACL-NAME | ACL-NUMBER}
ACL-NAME 1Pv6 32
ACL-NUMBER 1Pv6
VLAN

12
1 1P IPVv6
MAC ) 1
1Pv6 1Pv6
1792
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match ipv6 address

vlan filter VLAN

1.01.01

# configure terminal
(config)# vlan access-map vlan-map 20

(config-access-map)# match ipv6 address spl
(config-access-map)#

match mac address

MAC

no match mac address
match mac address {ACL-NAME | ACL-NUMBER}
no match mac address {ACL-NAWE | ACL-NUMBER}
ACL-NAME MAC 32
ACL-NUMBER MAC
VLAN

12
1 1P IPv6
MAC ) 1
MAC IP
1792
vlan filter VLAN

1.01.01

# configure terminal

(config)# vlan access-map vlan-map 30
(config-access-map)# match mac address ext mac
(config-access-map)#
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permit | deny (expert access-list)

permit () deny ()
no

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} PROTOCOL
{SRC-1P-ADDR SRC-IP-WILDCARD | host SRC-1P-ADDR | any} {SRC-MAC-
ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-1P-ADDR DST-
1P-WILDCARD | host DST-1P-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [cos OUTER-COS [inner [NNER-
COS11 [vlan OUTER-VLAN [inner INNER-VLAN]] [fragments]
[[precedence PRECEDENCE] [tos 70S] | dscp DSCP] [class CLASS-10]
[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} tcp
{SRC-1IP-ADDR SRC-1P-WILDCARD | host SRC-1P-ADDR | any} {SRC-MAC-
ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | 1t | gt |
neq} PORT | range MIN-PORT MAX-PORT] {DST-1P-ADDR DST-IP-WILDCARD
| host DST-1P-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host
DST-MAC-ADDR | any} [{eq | 1t | gt | neq} PORT | range MIN-PORT
MAX-PORT] [[TCP-FLAG]) [cos OUTER-COS [inner [INVER-COS]] [vlan
OUTER-VLAN [inner IMVER-VLAN]] [[precedence PRECEDENCE] [tos T70S]
| dscp DSCP] [class CLASS-10]

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} udp
{SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-1P-ADDR | any} {SRC-MAC-
ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | 1t | gt |
neq} PORT | range MIN-PORT MAX-PORT] {DST-1P-ADDR DST-1P-WILDCARD
| host DST-1P-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host
DST-MAC-ADDR | any} [{eq | 1t | gt | neq} PORT | range MIN-PORT
MAX-PORT] [cos OUTER-COS [inner [INNER-COS]] [vlan OUTER-VLAN
[inner IWNVER-VLAN]] [[precedence PRECEDENCE] [tos 70S] | dscp
DSCPY [class CLASS-10]

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-1P-ADDR | any} {SRC-MAC-
ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {OST-1P-ADDR DST-
IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [ICHP-TYPE [ICMP-CODEY | ICHP-
MESSAGE] [cos OUTER-COS [inner INNVER-COS]] [vlan OUTER-VLAN [inner
INWER-VLAN]] [[precedence PRECEDENCE] [tos 70S] | dscp DSCP]

no SEQUENCE-NUMBER [class CLASS-10]

SEQUENCE-NUMBER ( ) 1 65535

permit
authentication-bypass ( )
CPU

deny
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permit | deny (expert access-list)

PROTOCOL  IP ID eigrp esp gre igmp ipinip pcp
ospf pim vrrp
tcp TCP
udp UDP
icmp ICMP
SRC-IP-ADDR SRC-IP-WILDCARD
IP 1

host SRC-1P-ADDR 1P
any
SRC-MAC-ADDR SRC-MAC-WILDCAKD
MAC 1

host SRC-MAC-ADDR MAC
DST-1P-ADDR DST-1P-WILDCARD
1P 1

host OS7-1P-ADDR IP
DST-MAC-ADDR DST-MAC-WILDCARD
MAC 1

host DST-MAC-ADDR MAC
cos OUTER-COS ( ) CoS 0 7
inner /MVER-COS ( ) CoS 0 7

vlan OUTER-VLAN ( ) VLAN ID
inner IMVER-VLAN ( ) VLAN ID
fragments ( )

precedence PRECEDENCE ( ) precedence ( )
0 7
tos 705 ( ) 0 15

dscp DSCP ( ) IP DSCP 0 63

DSCP
afll - 001010, afl2 -001100, afl3 - 001110, af21 - 010010, af22 -
010100, af23 - 010110, af3l1 - 011010, af32 - 011100, af33 -
011110, af41 - 100010, af42 - 100100, af43 - 100110, csl - 001000,
cs2 - 010000, cs3 - 011000, cs4 - 100000, cs5 - 101000, cs6 -
110000, cs7 - 111000, default - 000000, ef - 101110
class CLASS-1ID ( ) ID 1 4,095
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permit | deny (expert access-list)

eq PORT ( )

It PORT ( )

gt PORT ( )

neq PORT ( )

range MIN-PORT MAX-PORT ( )

TCP-FLAG ( ) TCP TCP

ack (acknowledge) , Fin (finish) , psh (push) , rst
(reset) , syn (synchronize) , urg (urgent)

1CHP-TYPE ( ) ICwP 0 255
1CHP-CODE ( ) Icwp 0 255
ICHP-MESSAGE ( ) ICHP

beyond-scope, destination-unreachable, echo-reply, echo-request,
header, hop-limit, mld-query, mld-reduction, mld-report, nd-na,
nd-ns, next-header, no-admin, no-route, packet-too-big, parameter-
option, parameter-problem, port-unreachable, reassembly-timeout,
redirect, renum-command, renum-result, renum-seq-number, router-
advertisement, router-renumbering, router-solicitation, time-
exceeded, unreachable

12

5 10 20 3

25
access-list resequence
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permit | deny (expert access-list)

permit permit authentication-bypass

* permit

CPU
« permit authentication-bypass
CPU (
)
1.01.01
IP 192.168.4.12
MAC 00:13:00:49:82:72  TCP

# configure terminal

(config)# expert access-list extended exp_acl

(config-exp-nach)# deny tcp host 192.168.4.12 host 0013.0049.8272 any any
(config-exp-nach#

permit | deny (ip access-list)

permit ( ) deny ( )
no

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} tcp {any
| host SRC-1P-ADDR | SRC-1P-ADDR SRC-1P-WILDCARDY [{eq | 1t | gt |
neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-1P-ADDR |
DST-1P-ADDR DST-1P-WILDCARD} [{eq | It | gt | neq} PORT | range
MIN-PORT MAX-PORT] [7CP-FLAG] [[precedence PRECEDENCE] [tos 70S] |
dscp DSCP] [class CLASS-10]

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} udp {any
| host SRC-1P-ADDR | SRC-1P-ADDR SRC-1P-WILDCARDY [{eq | 1t | gt |
neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-1P-ADDR |
DST-1P-ADDR DST-1IP-WILDCARD} [{eq | It | gt | neq} PORT | range
MIN-PORT MAX-PORT] [[precedence PRECEDENCE] [tos 70S] | dscp DSCP]
[class CLASS-1D]

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{any | host SRC-IP-ADDR | SRC-1P-ADDR SRC-IP-WILDCARD} {any | host
DST-1P-ADDR | DST-1P-ADDR DST-1P-WILDCARDY [ ICHP-TYPE [ ICMP-CODE]
| 1CHP-MESSAGE] [[precedence PRECEDENCE] [tos 70S] | dscp DSCP]
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permit | deny (ip access-list)

[class CLASS-1D]

LSEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {gre |
esp | eigrp | igmp | ipinip | ospf | pcp | pim | vrrp | protocol-
id PROTOCOL-1D} {any | host SRC-1P-ADDR | SRC-1P-ADDR SRC-1P-
WILDCARDy {any | host DST-1P-ADDR | DST-1P-ADDR DST-IP-WILDCARD}

CLASS-10]
LSEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any |
host SRC-1P-ADDR | SRC-1P-ADDR SRC-IP-WILDCARDY [any | host DST-
1P-ADDR | DST-1P-ADDR DST-1P-WILDCARD] [fragments] [[precedence
PRECEDENCE] [tos 70S] | dscp OSCP] [class CLASS-10]

IP :
[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any |
host SRC-1P-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} [any | host DOST7-
1P-ADDR | DST-IP-ADDR DST-1P-WILDCARD] [class CLASS-10]
nNo SEQUENCE-NUMBER

[fragments] [[precedence PRECEDENCE] [tos 70S] | dscp DSCP] [class

SEQUENCE-NUMBER ( ) 1 65535

permit
authentication-bypass ( )
CPU

deny

vrrp 4
protocol-id PROTOCOL-ID ID 0 255

any IP IP

host SRC-1P-ADDR 1P
SKC-1P-ADDR SRC-1P-WILDCARD
IP 1

eq PORT ( )

» TCP
bgp (179) , chargen (19) , daytime (13) , discard (9)
domain (53) , echo (7) , rexec (rsh, 512) , finger (79)
ftp (21) , ftp-data (20) , gopher (70) , hostname (101)
ident (113) , irc (194) , klogin (543) , kshell (544)
login (rlogin,513) , Ipd (515) , nntp (119) , snpp (444)

tcp, udp, icmp, gre, esp, eigrp, igmp, ipinip, ospf, pcp, pim,
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permit | deny (ip access-list)

pop2 (109) , pop3 (110) , smtp (25) , sunrpc (111) , shell
(RemoteShell,rsh,remsh,514) , tacacs (49) , telnet (23) ,
time (37) , uucp (540) , whois (43) , http (80)
» UDP
biff (512) , bootpc (68) , bootps (67) , discard (9) , irc
(194) , domain (53) , echo (7) , isakmp (500) , mobile-ip
(434) , nameserver (42) , netbios-dgm (138) , netbios-ns
(137) , netbios-ss (139) , nat-t (4500) , ntp (123) , snpp
(444) , rip (520) , snmp (161) , snmptrap (162) , sunrpc
(111) , syslog (514) , tacacs (49) , talk (517) , tftp
(69) , time (37) , who (513) , xdmcp (177)
It PORT ( )
gt PORT ( )
neq PORT ( )
range MIN-PORT MAX-PORT ( )
host DST-1P-ADDR IP
DST-1P-ADDR DST-1P-WILDCARD
IP 1
0
TCP-FLAG ( ) TCP TCP
ack (acknowledge) , fin (finish) , psh (push) , rst
(reset) , syn (synchronize) , urg (urgent)
precedence PRECEDENCE ( ) precedence ( )
0 7
tos 705 ( ) 0 15
dscp DSCP ( ) IP DSCP 0 63
DSCP
afll - 001010, afl2 -001100, afl3 - 001110, af21 - 010010, af22 -
010100, af23 - 010110, af31 - 011010, af32 - 011100, af33 -
011110, af4l - 100010, af42 - 100100, af43 - 100110, csl - 001000,
cs2 - 010000, cs3 - 011000, cs4 - 100000, cs5 - 101000, cs6 -
110000, cs7 - 111000, default - 000000, ef - 101110
class CLASS-1D ( ) ID 1 4,09
1CYP-TYPE ( ) ICMP 0 255
1CMP-CODE ( ) ICMP 0 255

547/688



(ACL)

permit | deny (ip access-list)

1CYP-MESSAGE ( ) ICMP

administratively-prohibited, alternate-address, conversion-error,
host-prohibited, net-prohibited, echo, echo-reply, pointer-
indicates-error, host-isolated, host-precedence-violation, host-
redirect, host-tos-redirect, host-tos-unreachable, host-unknown,
host-unreachable, information-reply, information-request, mask-
reply, mask-request, mobile-redirect, net-redirect, net-tos-
redirect, net-tos-unreachable, net-unreachable, net-unknown, bad-
length, option-missing, packet-fragment, parameter-problem, port-
unreachable, precedence-cutoff, protocol-unreachable, reassembly-
timeout, redirect-message, router-advertisement, router-
solicitation, source-quench, source-route-failed, time-exceeded,
timestamp-reply,  timestamp-request, traceroute, ttl-expired,

unreachable
fragments ( )
IP
12
5 10 20 3
5 5 15
25
access-list resequence
permit permit authentication-bypass

e permit
CPU
« permit authentication-bypass
CPU (
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permit | deny (ip access-list)

1.01.01
Strict-Control IP 4
. 10.20.0.0 TCP
. 10.100.1.2 TCP
« TCP 80 TCP

. 1CMP

# configure terminal

(config)# ip access-list extended Strict-Control
(config-ip-ext-ach)# permit tcp any 10.20.0.0 0.0.255.255
(config-ip-ext-ach# permit tcp any host 10.100.1.2
(config-ip-ext-acl)# permit tcp any any eq 80
(config-ip-ext-ach)# permit icmp any any
(config-ip-ext-ach)#

std-ip IP 2
. 10.20.0.0 IP
. 10.100.1.2 IP

# configure terminal
(config)# ip access-list std-acl

(config-ip-ach# pemit any 10.20.0.0 0.0.255.255
(config-ip-ach# pemit any host 10.100.1.2
(config-ip-ach#
permit | deny (ipv6é access-list)
permit ( ) deny ( ) IPv6
1Pv6

no

1Pv6 :
[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} tcp {any
| host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [{eq | 1t | gt
| neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-1PV6-ADDR |
DST-1PV6-ADDR/PREFIX-LENGTH} [{eq | 1t | gt | neq} PORT | range
MIN-PORT MAX-PORT] [TCP-FLAG] [dscp DSCF] [flow-label FLOW-LABEL]
[class CLASS-1D]
[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} udp {any
| host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [{eq | It | gt
| neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-1PV6-ADDR |
DST-1PV6-ADDR/PREFIX-LENGTH} [{eq | 1t | gt | neq} PORT | range
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permit | deny (ipv6

access-list)

MIN-PORT MAX-PORT] [dscp DSCP] [flow-label FLOW-LABEL] [class
CLASS-10]
[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{any | host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} {any |
host DST-1PV6-ADDR | DST-1PV6-ADDR/PREFIX-LENGTHYy [ ICMP-TYPE
[1CHP-CODE] | ICMP-MESSAGE] [dscp DSCF] [flow-label FLOW-LABEL]
[class CLASS-1D]
LSEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {esp |
pcp | sctp | protocol-id PROTOCOL-ID0} {any | host SRC-1PV6-ADDR |
SRC-1PV6-ADDR/PREFIX-LENGTHY {any | host DST-1PV6-ADDR | DST-1PV6-
ADDR/PREFIX-LENGTH} [fragments] [dscp OSCP] [Flow-label FLOW-
LABEL] [class CLASS-10]
[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any |
host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [any | host DST-
1PV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [fragments] [dscp DSCA]
[Flow-label FLOW-LABEL] [class CLASS-10]

1Pv6 :
[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any |
host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH}Y [any | host DST7-
1PV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [class CLASS-10]
no SEQUENCE-NUMBER

SEQUENCE-NUMBER ( ) 1 65535

permit
authentication-bypass ( )
CPU

deny

tcp TCP

udp UDP

icmp ICMP

esp, pcp, sctp 4

protocol-id PROTOCOL-ID ID 0 255

any 1Pv6 1Pv6

host SRC-1PV6-ADDR IPv6

SRC-IPV6-ADDR/PREFIX-LENGTH 1Pv6
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permit | deny (ipv6

access-list)

eq PORT ( )

It PORT ( )

gt PORT ( )

neq PORT ( )

range MIN-PORT MAX-PORT ( )

host DST-1PV6-ADDR 1Pv6
DST-IPV6-ADDR/PREFIX-LENGTH 1Pv6

TCP-FLAG ( ) TCP TCP

ack (acknowledge) , fin (finish) , psh (push) , rst
(reset) , syn (synchronize) , urg (urgent)
dscp DSCP ( ) IPv6 0
63 DSCP

afll - 001010, afl2 -001100, afl3 - 001110, af21 - 010010, af22 -
010100, af23 - 010110, af3l1 - 011010, af32 - 011100, af33 -
011110, af41 - 100010, af42 - 100100, af43 - 100110, csl - 001000,
cs2 - 010000, cs3 - 011000, cs4 - 100000, cs5 - 101000, cs6 -
110000, cs7 - 111000, default - 000000, ef - 101110

flow-label FLOW-LABEL ( ) 0 1048575
class CLASS-1D ( ) ID 1 4,095
1CHP-TYPE ( ) Icwp 0 255
1CHP-CODE ( ) ICWP 0 255
ICHP-MESSAGE ( ) ICHP

beyond-scope, destination-unreachable, echo-reply, echo-request,
erroneous_header, hop-limit, multicast-listener-query, multicast-
listener-done, multicast-listener-report, nd-na, nd-ns, next-
header, no-admin, no-route, packet-too-big, parameter-option,
parameter-problem, port-unreachable, reassembly-timeout, redirect,
renum-command, renum-result, renum-seqg-number, router-
advertisement, router-renumbering, router-solicitation, time-
exceeded, unreachable

fragments ( )
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permit | deny (ipv6é access-list)

1Pv6
12
5 10 20 3
5 5 15
25
access-list resequence
permit permit authentication-bypass
e permit
CPU
« permit authentication-bypass
CPU (
)
1.01.01
ipv6-control IPv6 4
. £02::0:2/16 TCP
. 102::1:2 TCP
. 80 TCP

. 1CMP

# configure terminal

(config)# ipv6 access-list extended ipv6-control
(config-ipv6e-ext-ach# permit tcp any ff02::0:2/16
(config-ipv6e-ext-ac# permit tcp any host ff02::1:2
(config-ipve-ext-ach# permit tcp any any eq 80
(config-ipv6e-ext-ac)# permit icmp any any
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| (config-ipv6-ext-ach#

ipv6-std-control IPv6 2
. f02::0:2/16 TCP
. 102::1:2 TCP

# configure terminal

(config)# ipv6 access-list ipv6-std-control
(config-ipv6-ach)# permit any ff02::0:2/16
(conFig-ipv6-acl)# permit any host ff02::1:2
(config-ipve-acl)#

permit | deny (mac access-list)

no
[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any |
host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-MAC-WILDCARD} {any | host
DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD}y [ethernet-type TYPE
MASK] [cos OUTER-COS [inner INVER-COS]] [vlan VLAN-1D [inner
IMVER-VLAN] [class CLASS-10]
no SEQUENCE-NUMBER
SEQUENCE-NUMBER ( ) 1 65535
/
permit
authentication-bypass ( )
CPU
deny
any MAC MAC
host SRC-MAC-ADDR MAC
SRC-MAC-ADDR SRC-MAC-WILDCARD
MAC 1
0
host DST-MAC-ADDR MAC
DST-MAC-ADDR DST-MAC-WILDCARD
MAC 1
0
ethernet-type T7YPE MASK ( ) 0 FFFF
16 0
1
1536 (0x0600)
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permit | deny (mac access-list)

aarp, appletalk, decnet-iv, etype-6000, etype-8042, lat, lavc-sca,
mop-console, mop-dump, vines-echo, vines-ip, xns-idp, arp

cos OUTER-COS ( ) CoS 0 7
inner JMNER-COS ( ) CoS 0 7
vlan VLAN-1D ( ) VLAN 1D
inner JVNVER-VLAN ( ) VLAN 1D
class CLASS-1D ( ) ID 1 4,09
MAC
12
5 10 20 3
5 5 15
25

access-list resequence

permit deny
permit deny
permit permit authentication-bypass
* permit
CPU
« permit authentication-bypass
CPU (
)
1.01.01
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2 MAC MAC

profile
# configure terminal
(config)# mac access-list extended daily-profile
(config-mac-ext-acl)# permit 00:80:33:00:00:00 00:0
(config-mac-ext-ach)# permit 00:f4:57:00:00:00 00:0
(config-mac-ext-ach)#

daily-

0:0
0:0

show access-group

show access-group [interface /NTERFACE-1D)]
interface INTERFACE-1D ( )
ID
1
1.01.01
# show access-group
Port1/0/1: ...(1)
@ €©))
Inbound mac access-list - simple-mac-acl(ID: 7998)
Inbound ip access-list . simple-ip-acl(ID: 1998)
€H) ID
@
€) ID

show access-list

show access-list [ip [VAWE | NUMBER] | mac [NAME | NUMBER] | ipv6
[NVAWE | NUMBER] | expert [NAME | NUMBERI]

ip ( ) IP 1P
NAME ( ) IP

NUMBER ( ) IP

mac ( ) MAC
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show access-list

NAME ( ) MAC
NUMBER ( ) MAC
ipve ( ) 1Pv6 1Pv6
NAME ( ) 1Pv6
NUMBER ( ) IPv6
expert ( )
NAME ( )
NUMBER ( )
1
1.01.01
# show access-list
@ &)
Access-List-Name Type
rd-ip-acl(ID: 1998) ip acl
simple-ip-acl(ID: 3998) ip ext-acl
simple-rd-acl(ID: 3999) ip ext-acl
rd-mac-acl(ID: 6998) mac ext-acl
ip6-acl(1D: 14999) ipv6 ext-acl
Total Entries: 5
€H) ID
@
ip acl IP
ip ext-acl IP
ipv6 acl IPv6
ipv6 ext-acl IPv6
expert ext-acl
mac ext-acl MAC
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R&D 1P

# show access-list ip R&D

Standard IP access list R&D(ID:3996) ...(0)
@
10 permit tcp any 10.20.0.0 0.0.
20 permit tcp any host 10.100.1.
30 permit icmp any any

255.255
2

€Y ID

(&)

# show access-list ip simple-ip-acl

Extended IP access list simple-ip-acl(1D:3994) ...(1)
@) ©) Q)
10 permit tcp any 10.20.0.0 0.0.255.255 (Ing: 12410 packets Egr: 85201 packets)
20 permit tcp any host 10.100.1.2 (Ing: 6532 packets Egr: O packets)
30 permit icmp any any (Ing: 8758 packets Egr: 4214 packets)

Counter enable on following port(s): ...(5)
Ingress port(s): Portl/0/5-1/0/8
Egress port(s): Portl/0/3

D ID

(&)

®

)

®)

MAC

# show access-list mac

Extended MAC access list macAcl2(ID: 7998) ...(D)

@ ©) Q)
1 deny any any vlan 1 (Ing: O packets Egr: O packets)
65535 permit any any (Ing: O packets Egr: 0 packets)

Counter enable on following port(s): ...(5)

Extended MAC access list macAcl1(ID: 7999)
1 permit any any vlan 1 (Ing: O packets Egr: O packets)
65535 deny any any (Ing: O packets Egr: O packets)

Counter enable on following port(s):
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@ ID
@
(©))
O]
©)
show vlan access-map
VLAN
show vlan access-map [MAP-NAME]
MAP-NAME ( ) VLAN 32
1
1.01.01

VLAN

# show vlan access-map

VLAN access-map vlan-map 10 ...(1)
@
match ip access list: stp ipl(ID: 1888)
action: forward ...(4)

Counter enable on VLAN(S):1-2 ...(5)
match count:8541 packets ...(6)

VLAN access-map vlian-map 20
match mac access list: ext mac(ID: 6995)
action: redirect port 1/0/5
Counter enable on VLAN(S):1-2
match count:5647 packets

(©)

@

(VLAN

(&)

(©)

4)

®)

VLAN

(©)
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show vlan Filter

VLAN VLAN
show vlan filter [access-map MAP-NAME | vlan VLAN-10]
access-map MAP-NAME ( ) VLAN
VLAN VLAN
32
vlan VLAN-1D ( ) VLAN VLAN
VLAN ID
1
VLAN VLAN show
vlan filter access-map VLAN VLAN

show vlan filter vlan

1.01.01
VLAN
# show vlan filter
VLAN Map aa ...(0)
Configured on VLANs: 5-127,221-333 ...(2)
VLAN Map bb

VLAN ID 5 _..(3)

Configured on VLANs: 1111-1222

# show vlan filter vlan 5

VLAN Access Map: aa ...(4)
(1) | VLAN
(2) | VLAN VLAN 1D
(3) | VLAN ID
(4) | VLAN VLAN
vlan access-map
VLAN VLAN

VLAN
no vlan access-map

vlan access-map MAP-NAWE [ SEQUENCE-NUM)
no vlan access-map MAP-NAME [ SEQUENCE-NUM]

MAP-NAME VLAN 32
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vlan access-map

SEQUENCE-NUM ( ) 1 65535
12
1 (p 1Pv6
MAC )
10
10
(
)
no vlan access-map
VLAN
1.01.01
VLAN
# configure terminal
(config)# vlan access-map vlan-map 20
(config-access-map)#
vlan filter
VLAN VLAN VLAN VLAN

no vlan filter

vlan filter MAP-NAME vian-list VLAN-1D-LIST
no vlan Filter MAP-NAME vian-list VLAN-ID-LIST

MAP-NAME  VLAN
VLAN-1D-LIST VLAN 1D

12

1 VLAN VLAN

1.01.01
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VLANS VLAN vlan-map

# configure terminal
(config)# vlan filter vlan-map vlan-list 5
(config)#
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9.1 1EEE802.1X

(CL1) IEEE802. 1X

dotlx enable

dotlx enable
no dotlx enable

dotlx ignore-eapol-start
interface

dotlx ignore-eapol-start interface INTERFACE-ID [,]-]
no dotlx ignore-eapol-start interface INTERFACE-ID [,|-]

dotlx reauthentication
interface

dotlx reauthentication interface INTERFACE-ID [,]-]
no dotlx reauthentication interface INTERFACE-ID [,]-]

dotlx timeout quiet-
period

dotlx timeout quiet-period SECONDS interface INTERFACE-ID [,]-

1
no dotlx timeout quiet-period interface INTERFACE-ID [,]-]

dotlx timeout re-
authperiod

dotlx timeout re-authperiod SECONDS interface INTERFACE-ID

[.1-1
no dotlx timeout re-authperiod interface INTERFACE-ID [,]-]

dotlx timeout supp-
timeout

dotlx timeout supp-timeout SECONDS interface INTERFACE-ID [,]-

1
no dotlx timeout supp-timeout interface INTERFACE-ID [,]-]

dotlx timeout tx-period

dotlx timeout tx-period SECONDS interface INTERFACE-ID [,]-]
no dotlx timeout tx-period interface INTERFACE-ID [,|-]

dotlx initialize
interface

dotlx initialize interface INTERFACE-ID [,]-]

dotlx re-authenticate
interface

dotlx re-authenticate interface INTERFACE-ID [,]-]

show access-defender
dotlx

show access-defender dotlx [interface INTERFACE-ID [,]|-11

show access-defender
dotlx statistics

show access-defender dotlx statistics [interface INTERFACE-ID
[.1-11

dotlx enable

IEEE802.1X
no dotlx enable

IEEE802.1X

dotlx enable
no dotlx enable
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dotlx enable

15

IEEE802.1X total-client

64
64

VLAN VLAN

1.01.03

1EEE802.1X

# configure terminal

(config)# dotlx enable

(config)#

dotlx ignore-eapol-start interface

EAPOL-Start
no dotlx ignore-eapol-start interface

dotlx ignore-eapol-start interface /INTERFACE-ID [,]-]
no dotlx ignore-eapol-start interface /NTERFACE-1D [,]-]

interface /NTERFACE-ID EAPOL-Start

* port
[1-1 ( )

1,3,5

1-5

* port-channel

AccessDefender

15

EAPOL-Start EAP-Request

1.01.03
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1/0/1  EAPOL-Start

# configure terminal
(config)# access-defender

(config-a-def)# dotlx ignore-eapol-start interface port 1/0/1
(config-a-deb)#

1 EAPOL-Start

# configure terminal
(config)# access-defender

(config-a-deP)# dotlx ignore-eapol-start interface port-channel 1
(config-a-def)#

dotlx reauthentication interface

IEEE802.1X IEEES02.1X
no dotlx reauthentication interface

dotlx reauthentication interface /NTERFACE-ID [,]-]
no dotlx reauthentication interface /NTERFACE-ID [,]-]

interface INTERFACE-ID 1EEE802.1X
* port
[1-1 ( )

1,3,5

1-5

* port-channel

AccessDefender

15

1.01.03

1/0/1  1EEE802.1X

# configure terminal
(config)# access-defender

(config-a-def)# dotlx reauthentication interface port 1/0/1
(config-a-def)#

1 IEEE802.1X

# configure terminal
(config)# access-defender
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(config-a-deP)# dotlx reauthentication interface port-channel 1
(config-a-def)#

dotlx timeout quiet-period

no dotlx timeout quiet-period

dotlx timeout quiet-period SECONMDS interface INTERFACE-1D [,]-]
no dotlx timeout quiet-period interface /INTERFACE-ID [,]-]

SECONDS 0 5 65,535
0

interface /INTERFACE-ID
e port
[-1-1 ( )

1,3,5
1-5

* port-channel

60

AccessDefender

15

1.01.03

1/0/1 10

# configure terminal
(config)# access-defender

(config-a-def)# dotlx timeout quiet-period 10 interface port 1/0/1
(config-a-deH)#

1 10
# configure terminal

(config)# access-defender

(config-a-def)# dotlx timeout quiet-period 10 interface port-channel 1
(config-a-deb)#

dotlx timeout re-authperiod

no dotlx

timeout re-authperiod
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dotlx timeout re-authperiod

dotlx timeout re-authperiod SECONDS interface INTERFACE-ID [,]-]
no dotlx timeout re-authperiod interface /NTERFACE-ID [,]-]

SECONDS 5 2,147,483,647
interface /INTERFACE-ID

* port
[.1-1 ( )

1,3,5
1-5

* port-channel

3600

AccessDefender

15

1.01.03

1/0/1 7200

# configure terminal
(config)# access-defender

(config-a-def)# dotlx timeout re-authperiod 7200 interface port 1/0/1
(config-a-deb)#

1 7200

# configure terminal
(config)# access-defender

(config-a-def)# dotlx timeout re-authperiod 7200 interface port-channel 1
(config-a-def)#

dotlx timeout supp-timeout

RADIUS EAP
EAP-Request
no dotlx timeout supp-timeout

dotlx timeout supp-timeout SECONMDS interface INTERFACE-1D [,]-]
no dotlx timeout supp-timeout interface INTERFACE-ID [,]-]

SECONDS EAP-Request 5 65,535

interface INTERFACE-1D EAP-Request
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dotlx timeout supp-timeout

* port
[.1-1 ( )

1,3,5
1-5

¢ port-channel

30

AccessDefender

15

1.01.03

1/0/1  EAP-Request 60

# configure terminal
(config)# access-defender

(config-a-def)# dotlx timeout supp-timeout 60 interface port 1/0/1
(config-a-deH)#

1 EAP-Request 60

# configure terminal
(config)# access-defender

(config-a-def)# dotlx timeout supp-timeout 60 interface port-channel 1
(config-a-deb)#

dotlx timeout tx-period

EAP-Request/EAP-Identity
no dotlx timeout tx-period

dotlx timeout tx-period SECONMDS interface INTERFACE-ID [,]-]

no dotlx timeout tx-period interface /NTERFACE-ID [,]-]

SECONDS EAP-Request/EAP-ldentity 0
5 65,535 0 EAP-

Request/EAP-Identity

interface /NTERFACE-1D EAP-Request/EAP-Ildentity

* port
[.1-1 ( )

1,3,5
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dotlx timeout tx-period

1-5

* port-channel

30

AccessDefender

15

1.01.03

1/0/1 EAP-Request/EAP-Identity

60
# configure terminal
(config)# access-defender
(config-a-def)# dotlx timeout tx-period 60 interface port 1/0/1
(config-a-deH)#
1 EAP-Request/EAP-Ildentity 60
# configure terminal
(config)# access-defender
(config-a-def)# dotlx timeout tx-period 60 interface port-channel 1
(config-a-deH)#
dotlx initialize interface
IEEEB02.1X
dotlx initialize interface /INTERFACE-ID [,|-]
interface /NTERFACE-1D 1EEE802.1X
e port IEEEB02.1X
[1-1 ( )
1,3,5
1-5
* port-channel IEEE802.1X
AccessDefender
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dotlx initialize interface

15

1.01.03

1/0/1  1EEE802.1X

# configure terminal
(config)# access-defender

(config-a-def)# dotlx initialize interface port 1/0/1
(config-a-deH)#

1  1EEE802.1X

# configure terminal
(config)# access-defender

(config-a-deP)# dotlx initialize interface port-channel 1
(config-a-deb)#

dotlx re-authenticate interface

IEEE802.1X
dotlx re-authenticate interface /NTERFACE-1D [,]-]
interface /NTERFACE-ID 1EEE802.1X
e port IEEE802.1X
[.1-1 ( )
1,3,5
1-5
* port-channel IEEE802.1X
AccessDefender
15
1.01.03

1/0/1  1EEE802.1X
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# configure terminal

(config)# access-defender

(config-a-def)# dotlx re-authenticate interface port 1/0/1
(config-a-defH)#

1  IEEE802.1X

# configure terminal
(config)# access-defender

(config-a-def)# dotlx re-authenticate interface port-channel 1
(config-a-deb)#

show access-defender dotlx

IEEEB02.1X
show access-defender dotlx [interface /INTERFACE-ID [,]-11
interface /NTERFACE-1D ( )  IEEE802.1X
* port
[.1-1 ( )
1,3,5
1-5

* port-channel

1.01.03

1/0/1  1EEE802.1X

# show access-defender dotlx interface port 1/0/1

Interface > Portl/o/1 ...(1)
PAE . Authenticator ...(2)
Port Control :Auto ...(B)

Ignore EAPOL start : Disabled ...(4)
Quiet Period :60sec ...(5

Tx Period : 30 sec ...(6)

Supp Timeout :30sec ...(7")
Server Timeout 30 sec ...(8)
Max-req 2 times ...Q9)

570/688




Re-Authenticate : Disabled ...(10)

Re-Auth Period : 3600 sec ...(11)

@

(2) | Port Access Entity (PAE)

(€)]

(4) | EAPOL-Start

®)

(6) | EAP-Request/EAP-Ildentity

(7) | RADIUS EAP
EAP-Request

(8) | RADIUS

(9) | EAP-Request/EAP-Ildentity

(10) | IEEE802.1X

an

1  1EEE802.1X

# show access-defender dotlx interface port-channel 1

Interface : Port—channell ...(0)
PAE = Authenticator ...(2)
Port Control > Auto ...(3)
Ignore EAPOL start : Disabled ...(4)
Quiet Period :60sec ...(5
Tx Period : 30 sec ...(6)
Supp Timeout 30 sec ...(7)
Server Timeout 30 sec ...(8)
Max-req : 2 times ...(9)
Re-Authenticate : Disabled ...(10)
Re-Auth Period : 3600 sec ...(11)
@
(2) | Port Access Entity (PAE)
(©)]
(4) | EAPOL-Start
®)
(6) | EAP-Request/EAP-Identity
(7) | RADIUS EAP
EAP-Request

(8) | RADIUS
(9) | EAP-Request/EAP-Identity
(10) | IEEE802.1X
(€59

IEEEB02.1X (

# show access-defender dotlx
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802.1X Port-Based Authentication Enabled ...(0)
802.1X info for Port-channell ...(2)
Supplicant name: userl ...(3)
Supplicant address: 00-0C-29-8F-8F-2A ...(4)
® ®
portEnabled: true - portControl: Auto
portStatus: authorized - currentld: 1 ...(7)
protocol version: 2 ...(8)
reAuthenticate: Disabled ...(9)
reAuthPeriod: 3600 ...(10)
an 12
PAE: state: Authenticated - portMode: Auto
PAE: reAuthCount: 0 ...(13)
a4 @5 (16)
PAE: quietPeriod: 60 - reauthMax: 2 - txPeriod: 30
BE: state: Idle ...(17)

as) 19
BE: suppTimeout: 30 - serverTimeout: 30
20) D

CD: adminControl ledDirections: In - operControlledDirections: In
CD: bridgeDetected: false ...(22)
KR: rxKey: false ...(22)
(22) (22)
KT: keyAvailable: false - keyTxEnabled: false

(1) | IEEE802.1X

@ ID

©) )

) MAC

®)

true

©)
Auto

) )

(8) | IEEE802.1X /EAPOL

(©)

10

(11) Port Access Entity (PAE)
e Down

e Initialize

¢ Disconnecting

¢ Connecting

¢ Authenticating

¢ Aborting
* Held EAPoL-Fail
12) PAE
Auto
(13) request-1D
(14)
(15)
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2
(16)
an
e Invalid
¢ Request
* Response
e Success
e Fail
* Timeout
e Idle
e Initialize
(18)
(19) | RADIUS
(20)
In
(21)
In
(22)
false

show access-defender dotlx statistics

1EEE802.1X
show access-defender dotlx statistics [interface /INTERFACE-ID [,|-
1]
interface /INTERFACE-ID ( )  1EEE802.1X

» port

L.1-1 ( )
1,3,5
1-5

* port-channel
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show access-defender dotlx statistics

1.01.03

1/0/1  1EEE802.1X

# show access-defender dotlx statistics interface port 1/0/1

port 1/0/1 dotlx statistics |nformat|on

EAPOL Frames RX

EAPOL Frames TX
EAPOL-Start Frames RX
EAPOL-Reg/Id Frames TX
EAPOL-Logoff Frames RX
EAPOL-Req Frames TX
EAPOL-Resp/1d Frames RX
EAPOL-Resp Frames RX
Invalid EAPOL Frames RX
EAP-Length Error Frames RX

4
0
6
0
0
0.
0 ...(8
0
0
0 .
00-

-1 ...

e
®
e (®
-..(®
--.(6)
(D

-9
..(10)

Last EAPOL Frame Version (1D

Last EAPOL Frame Source 10 28-00-19-78 ...(12)

€H) EAPOL

@) EAPOL

€) EAPOL-Start

(O)) EAP-Request/EAP-Identify

5) EAPOL-Logoff

(6) EAP-Request

@) EAP-Response/EAP-ldentify

€) EAP-Response

©)) EAPOL

(10) EAP Length

(11) EAPOL

(12) EAPOL MAC
1 1EEE802.1X

# show access-defender dotlx statistics interface port-channel 1

Port-channell dotlx statistics |nfbrmat|on

EAPOL Frames RX

EAPOL Frames TX
EAPOL-Start Frames RX
EAPOL-Reg/Id Frames TX
EAPOL-Logoff Frames RX
EAPOL-Req Frames TX
EAPOL-Resp/1d Frames RX
EAPOL-Resp Frames RX
Invalid EAPOL Frames RX
EAP-Length Error Frames RX
Last EAPOL Frame Version
Last EAPOL Frame Source

SOOOOOOOOO-&H

D
.
.3
e (®
-..(®
-..(6)
(D
-..(®
. (9
..(10)
-(11)
~10-28-00-19-78 ...(12)
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(€)) EAPOL

(@) EAPOL

?3) EAPOL-Start

() EAP-Request/EAP-Identify
©) EAPOL-Logoff

(6) EAP-Request

@) EAP-Response/EAP-ldentify
€) EAP-Response

(©) EAPOL

(10) EAP Length
(12) EAPOL

(12) EAPOL MAC

9.2 AccessDefender

cLn AccessDefender

access-defender

access-defender

aaa-local-db user

aaa-local-db user USER-ID [password [0 | 7] PASSWORD] [vlan
VLAN-ID] [class CLASS-ID]
no aaa-local-db [user USER-ID]

access-defender deny

access-defender deny {ip {IP-ADDRESS | IPV6-ADDRESS} | mac
MAC-ADDRESS} timer MINUTES

no access-defender deny {ip {IP-ADDRESS | IPV6-ADDRESS} | mac
MAC-ADDRESS}

access-defender erase

access-defender erase [SYSTEM-FILE]

access-defender logout

access-defender logout {ip {IP-ADDRESS | IPV6-ADDRESS} | mac
MAC-ADDRESS | user USER-1D}

access-defender static
mac

access-defender static mac MAC-ADDRESS [vlan VLAN-ID] [class
CLASS-ID] interface INTERFACE-ID
no access-defender static mac MAC-ADDRESS

authentication interface

authentication interface INTERFACE-ID [,]-] {dotlx | mac | web
| gateway | static | web-mac | web-dotlx | dotlx-mac | web-
dotlx-mac}

no authentication interface INTERFACE-ID [, | -] {dotlx | mac
| web | gateway | static | web-mac | web-dotlx | dotlx-mac |
web-dotlx-mac}

authentication prefer-
attribute

authentication {web-mac | dotlx-mac | web-dotlx-mac} prefer-
attribute {web | dotlx | mac}
no authentication {web-mac | dotlx-mac | web-dotlx-mac}
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prefer-attribute

copy (AccessDefender)

copy {FILE-SYSTEM: /[DIRECTORY/]FILE-NAVME | tftp: //1P-
ADDRESS/[DIRECTORY/]FILENAME} SYSTEM-FILE

copy SYSTEM-FILE {FILE-SYSTEM: /[DIRECTORY/]JFILE-NAVME | tftp:
//1P-ADDRESS/[DIRECTORY/]FILENAME}

logout aging-time

logout aging-time SECONDS [MINUTES [HOURS [DAYS]]] {web |
gateway | mac | dotlx}
no logout aging-time [web | gateway | mac | dotlx]

logout clock

logout clock HH:MM {web | gateway | mac | dotlx}
no logout clock [web | gateway | mac | dotlx]

logout linkdown disable
interface

logout linkdown disable interface INTERFACE-ID [,]-]
no logout linkdown disable interface INTERFACE-ID [,]-]

logout linkdown time

logout linkdown time SECONDS
no logout linkdown time

logout linkdown time
enable interface

logout linkdown time enable interface INTERFACE-ID [,|-]
no logout linkdown time enable interface INTERFACE-ID [,]-]

logout ping dst-ip

logout ping dst-ip {IP-ADDRESS | IPV6-ADDRESS}
no logout ping dst-ip

logout ping ttl

logout ping ttl VALUE
no logout ping ttl

logout timeout

logout timeout SECONDS [MINUTES [HOURS [DAYS]]] {web | gateway
| mac | dotlx}
no logout timeout [web | gateway | mac | dotlx]

max-client interface

max-client NUMBER interface INTERFACE-ID [,]-]
no max-client interface INTERFACE-ID [,|-]

roaming enable interface

roaming enable interface INTERFACE-ID [,]-]
no roaming enable interface INTERFACE-ID [,]-]

total-client

total-client NUMBERL [deny-client NUMBERZ2]
no total-client

vlan mode

vlan mode {dynamic port-base | static}
no vlan mode

show access-defender aaa-
local-db

show access-defender aaa-local-db

show access-defender
client

show access-defender client [interface INTERFACE-ID [,|-1]
[type {dhcp-snooping | disc | dotlx | gateway | mac | static |
web}]

show access-defender deny

show access-defender deny

show access-defender
port-channel-
configuration

show access-defender port-channel-configuration

show access-defender
port-configuration

show access-defender port-configuration

show access-defender

show access-defender rule-statistics
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rule-statistics

show tech-support access- | show tech-support access-defender

defender

access-defender

AccessDefender

access-defender

15

1.01.01

AccessDefender

# configure terminal

(config)# access-defender

(config-a-deb)#

aaa-local-db user

ID VLAN 1D ID

AccessDefender
no aaa-local-db

aaa-local-db user USER-ID [password [0 | 7] PASSWORDY [vlan VLAN-

10] [class CLASS-1D]
no aaa-local-db [user USER-10]

USER-1D ID 63
password PASSWORD ( )

0 ( )

7 ( )

vlan VLAN-1D ( ) VLAN 1D

class CLASS-1D ( )

63

1 4,094

1 4,095
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aaa-local-db user

AccessDefender
15
ID no aaa-local-db
1.01.03
ID VLAN ID ID AccessDefender

# configure terminal
(config)# access-defender

(config-a-def)# aaa-local-db user apresia password apresia vlan 10 class 10
(config-a-deH)#

access-defender deny

no access-defender deny
access-defender deny {ip {/P-ADDRESS | IPV6-ADDRESS} | mac MAC-
ADDRESS} timer MINUTES
no access-defender deny {ip {/P-ADDRESS | 1PV6-ADDRESS} | mac MAC-
ADDRESS}
ip IPv4/1PV6
1P-ADDRESS IPv4
IPV6-ADDRESS 1Pv6
mac MAC-ADDRESS MAC
timer MINUTE 1
60
15
IPv4/1PVv6 MAC
access-defender deny
total-client deny-client
1.01.01
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1Pv4 10.0.0.1 10

| # access-defender deny ip 10.0.0.1 timer 10

1Pv6 2001::2001 10

| # access-defender deny ip 2001::2001 timer 10

access-defender erase

AccessDefender

access-defender erase [SYSTEN-FILE]

SYSTEW-FILE ( )

* login-page

« login-success-page

» login-failure-page

» logout-success-page

¢ logout-failure-page

» redirect-error-page

« aaa-local-db AccessDefender

» ssl-files SSL
15
AccessDefender
1.01.03
# access-defender erase login-success-page
Erasing Web authentication login-success-page in FLASH. . ... _.._. Done.
# access-defender erase
Erasing Web authentication login-page in FLASH.......... Done.
Erasing Web authentication login-success-page in FLASH. . ... ._..._. Done.
Erasing Web authentication login-failure-page in FLASH. ......... Done.
Erasing Web authentication logout-success-page in FLASH.......... Done.
Erasing Web authentication logout-failure-page in FLASH.......... Done.
Erasing Web authentication redirect-error-page in FLASH. ._........ Done.
Erasing Access Defender local database settings.......... Done.
Erasing SSL server certificate in FLASH. ......... Done.
Erasing SSL server private key in FLASH. ......... Done.

579/688



access-defender logout

ADDRESS | user USER-1D}

access-defender logout {ip {/P-ADDRESS | IPV6-ADDRESS}Y | mac MAC-

ip IPv4/1Pv6

1P-ADDRESS 1Pv4

1PV6-ADDRESS I1Pv6

mac MAC-ADDRESS MAC

user USER-ID ID 63
15

Discard

IPv4/1Pv6 AccessDefender 1P

MAC AccessDefender MAC

Discard MAC Discard
ID AccessDefender

ID

Discard ID Discard

show access-defender client
1.01.01
1Pv4 10.0.0.1

| # access-defender logout ip 10.0.0.1

1PV6 2001::2001

| # access-defender logout ip 2001::2001

MAC 00:00:00:10:00:77

| # access-defender logout mac 00:00:00:10:00:77

ID web-user

| # access-defender logout user web-user
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access-defender static mac

no access-defender static mac

access-defender static mac MAC-ADDRESS [vlan VLAN-10] [class
CLASS-10] interface INTERFACE-ID
no access-defender static mac MAC-ADDRESS

MAC-ADDRESS MAC
MAC
o XXXX . XXXX . XXXX
* XX=XX=XX=XX=XX-XX
* XXIXXIXXIXXIXXIXX
o XXXXXXXXXXXX

vlan VLAN-1D ( )
VLAN ID 1 4,094
class CLASS-1D ( )
ID 1 4,095

interface /INTERFACE-ID

» port
* port-channel

15

1 total-client
1
Discard
64
total-client
1.01.01
MAC 00:01:00:00:00:01 VLAN 1ID 10 ID 1 1/0/1

# configure terminal
(config)# access-defender static mac 00:01:00:00:00:01 vlan 10 class 1 interface port
1/0/1
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(config)#

authentication interface

no authentication interface

authentication interface INTERFACE-ID [,]-] {dotlx | mac | web |
gateway | static | web-mac | web-dotlx | dotlx-mac | web-dotlx-
mac}

no authentication interface NTERFACE-ID [, | -] {dotlx | mac |
web | gateway | static | web-mac | web-dotlx | dotlx-mac | web-
dotix-mac}

interface INTERFACE-1D ( )

* port

[.1-1 ( )
1,3,5
1-5

* port-channel
dotlx [IEEE802.1X
mac MAC
web Web
gateway
static
web-mac  Web/MAC (AND)
web-dotlx Web/1EEE802.1X (AND)

dotlx-mac IEEE802.1X/MAC (AND)

web-dotlx-mac Web/1EEE802.1X/MAC (AND)

AccessDefender

15

OR OR 1

web-mac AND
AND
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authentication interface

* web-mac Web/MAC

(AND) show
access-defender port-configuration show access-
defender port-channel-configuration Web/MAC
(AND)

MAC VID ID

Web
authentication prefer-attribute
web-dotilx
Web/1EEE802. 1X (AND)

show access-defender port-configuration
show access-defender port-channel-configuration

Web/1EEE802.. 1X (AND)
IEEE802. 1X Web
VID ID  Web

authentication prefer-attribute

dotlx-mac
IEEE802. 1X/MAC (AND)

show access-defender port-configuration
show access-defender port-channel-configuration
IEEE802. 1X/MAC (AND)

MAC
VID ID IEEE802.1X
authentication prefer-attribute

* web-dotlx-mac

Web/ 1EEE802. 1X/MAC (AND)
show access-defender port-configuration
show access-defender port-channel-configuration

Web/ 1EEE802. 1X/MAC (AND)
MAC IEEE802.1X Web
VID ID
Web authentication
prefer-attribute
 static
access-defender static mac
MAC VLAN 1D

VLAN
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authentication interface

IEEE802.1X/MAC

Web/MAC
(AND)

(AND)  Web/IEEE802. 1X (AND)
Web/ 1EEE802.. 1X/MAC (AND)

1EEE802.1X
Web

MAC

OR

DHCP Snooping

( AND )

dotlx

mac

web

dotlx, mac ( OR

dotlx, web ( OR

mac, web ( OR

)

dotlx, mac, web

C OR )

gateway

web-mac

web-dotlx

dotlx-mac

web-dotlx-mac

AND
Web

IEEE802.1X

IEEEB02.1X

1.01.01

1/0/10  Web

# configure terminal
(config)# access-defender

(config-a-def)# authentication interface port 1/0/1-10 web

(config-a-def)#

authentication prefer-attribute

no authentication prefer-attribute

authentication {web-mac | dotlx-mac | web-dotlx-mac} prefer-
attribute {web | dotlx | mac}
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authentication prefer-attribute

no authentication {web-mac | dotlx-mac | web-dotlx-mac} prefer-

attribute

web-mac Web MAC

dotlx-mac [1EEE802.1X MAC
web-dotlx-mac Web IEEE802.1X MAC

prefer-attribute

« web Web
* dotlx [IEEE802.1X
e mac MAC

AccessDefender

15
AND
1.01.01
Web/MAC (AND) MAC

# configure terminal

(config)# access-defender

(config-a-def)# authentication web-mac prefer-attribute mac
(config-a-deH)#

copy (AccessDefender)

TFTP SD AccessDefender

copy {FILE-SYSTEM: [[DIRECTORYINFILE-NANE | tftp: //1P-
ADDRESSI[DIRECTORYIFILENAME} SYSTEW-FILE

copy SYSTEW-FILE {FILE-SYSTEM: [[DIRECTORYI1FILE-NANE | tftp:
11 1P-ADDRESSI [ DIRECTORYI FILENANE}

FILE-SYSTEM

o tftp: TFTP
 flash: SD
DIRECTORY
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copy (AccessDefender)

FILE-NAME

tftp: TFTP

1P-ADDRESS TFTP 1P
SYSTEM-FILE

» login-page

 login-success-page

 login-failure-page

« logout-success-page

» logout-failure-page

» redirect-error-page

* aaa-local-db AccessDefender

» https-certificate SSL

» https-private-key SSL

15
Web Web AccessDefender
SSL SSL
Web Web
5KB (5,120 ) Web
access-defender erase
Web Web
Web
ID
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copy (AccessDefender)

AccessDefender
csv (userid, password,[vid],[classid][,*])
userid password 63
3,000 ( 24,560
1D VLAN 1D ID

temp01, tempO0l,10

temp02, temp02

temp03, temp03, ,30

00096b82c51e,1g2w3d,100,10

01010102, *@&Foe2zgl6pwJ i XjVeO+amVWAAAACHRzmF, 1002 ,1002 ,*

SSL
)
AccessDefender
* MAC MAC (12 16
) ID MAC
( a f )
. ID
e vid classid 3
G)
5
G
SSL

DES 3DES
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copy (AccessDefender)

access-defender erase ssl-files

& ¥ |*2~<>r O [1(3S
"4

1.01.03

IP 192.168.1.110  TFTP login-success-page.html

# copy tftp: //192.168.1.110/1ogin-success-page.-html login-success-page

Address of remote host [192.168.1.110]?
Source filename [login-success-page.html]?
Destination filename login-success-page? [y/n]: vy

Accessing tftp://192.168.1.110/1ogin-success-page.-html . ..
Transmission start. ..

Transmission finished, file length 1,336 bytes.
Please wait, programming flash..__._..__..__._. Done.

SD login-success-page.html

# copy flash: d:/login-success-page.-html login-success—-page

Source filename [d:/login-success-page.html]?
Destination filename login-success-page? [y/n]: vy

Copy In progress

1P 192.168.1.110 TFTP local-db.txt AccessDefender

# copy tftp: //192.168.1.110/l1ocal-db.txt aaa-local-db

Address of remote host [192.168.1.110]?
Source filename [local-db.txt]?
Destination filename aaa-local-db? [y/n]: vy

Accessing tftp://192.168.1.110/1ocal-db_txt. ..
Transmission start. ..

Transmission finished, file length 259,973 bytes.
Set aaa DB success.

SD local-db.txt AccessDefender

# copy flash: d:/local-db.txt aaa-local-db

Source filename [d:/local-db.txt]?
Destination filename aaa-local-db? [y/n]: vy
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Transmission start...
Transmission finished, file length 259,973 bytes.
Set aaa DB success.

IP 192.168.1.110  TFTP key.prv

# copy tftp: //192.168.1.110 key.prv https-private-key

Address of remote host [192.168.1.110]7
Source filename [key.prv]?
Destination filename https-privatekey? [y/n]: vy

% Importing private key PEM file...

Reading file from tftp://192.168.1.110/key.prv
Loading key.prv from 192.168.1.110 (via Portl1/0/24):!
[OK - 1675 bytes]

1P 192.168.1.110 TFTP cert.crt SSL

# copy tftp: //192.168.1.110/cert.crt https-certificate

Address of remote host [192.168.1.110]7
Source filename [cert.crt]?
Destination filename https-certificate? [y/n]: vy

% Importing certificate PEM File...

Reading file from tftp://192.168.1.110/cert.crt
Loading cert.crt from 192.168.1.110 (via Portl/0/24):!
[OK - 1403 bytes]

1P 192.168.1.110 TFTP aaa-local-db
local-db.txt

# copy aaa-local-db tftp: //192.168.1.110/local-db._txt

Address of remote host [192.168.1.110]?
Destination filename [local-db.txt]?

Uploading aaa-local-db to tftp://192.168.1.110/1ocal-db.txt. ..
Transmission start. ..
Transmission finished, file length 259,973 bytes.

logout aging-time

no logout aging-time

logout aging-time SECONDS [MINUTES [HOURS [DAYSI]] {web | gateway

| mac | dotlx}
no logout aging-time [web | gateway | mac | dotlx]
SECONDS
10 86,400
MINUTES ( )
0 59
HOURS ( )
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logout aging-time

DAYS ( )

web Web

gateway

mac MAC

dotlx IEEE802.1X

0 ( )

AccessDefender

15

40 2 0
160

1.01.01

Web 1,000

# configure terminal

(config)# access-defender

(config-a-def)# logout aging-time 1000 web
(config-a-deH)#

logout clock

AccessDefender
no logout clock

logout clock AH:my {web | gateway | mac | dotlx}
no logout clock [web | gateway | mac | dotlx]

HH:=m (24 )
web Web

gateway

mac MAC

dotlx IEEE802.1X
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logout clock

AccessDefender

15

1.01.01

AccessDefender

18:00

# configure terminal

(config)# access-defender
(config-a-def)# logout clock 18:00 web

(config-a-def)#

logout linkdown disable interface

no logout linkdown disable interface

logout linkdown disable interface /NTERFACE-1D [,]-]
no logout linkdown disable interface /NTERFACE-ID [,]-]

INTERFACE-1D

* port
[.1-1 ( )

1,3,5

1-5

¢ port-channel

AccessDefender

15

(roaming enable interface

1.01.01

1/0/1

1/0/10

591/688




# configure terminal
(config)# access-defender

(config-a-def)# logout linkdown disable interface port 1/0/1-10
(config-a-defH)#

# configure terminal
(config)# access-defender

(config-a-def)# logout linkdown disable interface port-channel 1
(config-a-deH)#

logout linkdown time

no logout
linkdown time

logout linkdown time SECOMDS
no logout linkdown time

SECONDS 1 300

AccessDefender

15

1.01.01

10

# configure terminal

(config)# access-defender
(config-a-def)# logout linkdown time 10
(config-a-deH)#

logout linkdown time enable interface

logout linkdown time

no logout linkdown time enable
interface

logout linkdown time enable interface /NTERFACE-1D [,]-]
no logout linkdown time enable interface /NTERFACE-ID [,]-]

INTERFACE-ID

* port

L.1-1 ( )
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logout linkdown time enable interface

1,3,5

1-5

e port-channel

AccessDefender

15

1.01.01

1/0/1 1/0/10

# configure terminal
(config)# access-defender

(config-a-def)# logout linkdown time enable interface port 1/0/1-10
(config-a-def)#

1

# configure terminal
(config)# access-defender

(config-a-def)# logout linkdown time enable interface port-channel 1
(config-a-deH)#

logout ping dst-ip

1Pv4/1Pv6 PING
no logout ping dst-ip

PING

logout ping dst-ip {/P-ADDRESS | IPV6-ADDRESS}
no logout ping dst-ip

IP-ADDRESS IPv4
1PV6-ADDRESS 1Pv6
AccessDefender

15
PING
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logout ping dst-ip

1Pv4/1Pv6 ICMP Request
Web
1Pv4/1Pv6 1Pv4 1Pv6 1
1Pv4 logout ping tti
2
1.01.03
1Pv4 192.168.1.254  PING

# configure terminal

(config)# access-defender

(config-a-def)# logout ping dst-ip 192.168.1.254
(config-a-deb)#

IPV6 2001::2001  PING

# configure terminal

(config)# access-defender

(config-a-def)# logout ping dst-ip 2001::2001
(config-a-def)#

logout ping ttl

PING TTL (Time To Live) TTL
no logout ping ttl
logout ping ttl VALUE
no logout ping ttl
VALUE PING TTL 1 255
AccessDefender
15
TTL ICMP Request
Web
TTL 1
logout ping dst-ip IPv4 ping
2
1.01.03
PING TTL 1
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# configure terminal

(config)# access-defender
(config-a-def)# logout ping ttl 1
(config-a-defH)#

logout timeout

no logout timeout

logout timeout SECONDS [MINUTES [HOURS [DAYS]]] {web | gateway |
mac | dotlx}
no logout timeout [web | gateway | mac | dotlx]

SECONDS 0 10 86,400

MINUTES ( ) 0 59

HOURS ( ) 0 23

DAYS ( ) 0 31
web Web

gateway

mac MAC

dotlx [IEEE802.1X

0 ( )
AccessDefender
15
40
2 0 160
1.01.01
Web 1,000

# configure terminal

(config)# access-defender
(config-a-de)# logout timeout 1000 web
(config-a-def)#
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max-client interface

no max-client interface

max-client MUMBER interface INTERFACE-1D [,]-]
no max-client interface /INTERFACE-ID [,]-]

INTERFACE-ID

 port

[.1-1 ( )

1,3,5

1-5

* port-channel

AccessDefender

15

1.01.01

1/0/1 500

# configure terminal
(config)# access-defender

(config-a-def)# max-client 500 interface port 1/0/1
(config-a-defH)#

1 500

# configure terminal
(config)# access-defender

(config-a-deP)# max-client 500 interface port-channel 1
(config-a-def)#

roaming enable interface

no roaming enable interface

roaming enable interface /INTERFACE-ID [,]-]
no roaming enable interface /NTERFACE-1D [,]-]

INTERFACE-ID
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roaming enable interface

 port
[1-1 ( )

1,3,5
1-5

* port-channel

AccessDefender

15

logout linkdown disable interface

roaming enable interface

roaming enable interface
logout linkdown disable interface

roaming enable interface

logout linkdown disable interface

show access-
defender client

@)

VLAN

VLAN

VLAN

VLAN ID
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roaming enable interface

1.01.01

1/0/1 1/0/10

# configure terminal

(config)# access-defender

(config-a-def)# roaming enable interface port 1/0/1-10
(config-a-deH)#

1

# configure terminal

(config)# access-defender

(config-a-def)# roaming enable interface port-channel 1
(config-a-deb)#

total-client

no total-client
total-client MUMBERI [deny-client NMUMBERZ]
no total-client
NUMBER1 1 768
deny-client NVUMBERZ ( )
1 128
total-client
deny-client
AccessDefender
15
deny-client
access-defender deny
AccessDefender
(Web MAC IEEE802.1X DHCP
Snooping) total-client
1.01.01

598/688




500
64

# configure terminal

(config)# access-defender

(config-a-def)# total-client 500 deny-client 64
(config-a-deb)#

vian mode

AccessDefender VLAN
no vlan mode

vlan mode {dynamic port-base | static}
no vlan mode

dynamic port-base AccessDefender  VLAN
VLAN
static AccessDefender VLAN VLAN

AccessDefender

15

VLAN 1

dynamic port-base
VLAN
MAC
MAC

VLAN VLAN

VLAN (
VLAN)

VLAN (

VLAN)

VLAN | VLAN

VLAN VLAN (
VLAN)

VLAN (

VLAN)

static
VLAN

1.01.01
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AccessDefender  VLAN static

# configure terminal

(config)# access-defender
(config-a-def)# vlan mode static
(config-a-def)#

show access-defender aaa-local-db

AccessDefender

show access-defender aaa-local-db

1.01.01

AccessDefender
# show access-defender aaa-local-db
O G S @
No. Username VID Class
1 userl 10
2 user2 20
3  user3 30
4  userd 40 40
5 user5 50
6 user6 60 60
@
2 ID
(3) | VLAN ID
@) ID

show access-defender client

Discard

show access-defender client [interface /NTERFACE-1D [,|-1] [type
{dhcp-snooping | disc | dotlx | gateway | mac | static | web}]

interface INTERFACE-1D ( )

* port
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show access-defender client

[.1-1 ( )
1,3,5
1-5
* port-channel
type ( )
dhcp-snooping ( )  DHCP Snooping
disc ( )
dotlx ( )  1EEE802.1X
gateway ( )
mac ( ) MAC
static ( )
web ( ) \Web
1
1.01.01
Discard
# show access-defender client
Total number of Clients : 4 ...(QD
Total number of Discarded Clients : 1...®
Codes: W = Web authentication, G = Gateway authentication,
M = MAC authentication, - = MAC authentication (discard),
X = IEEE802.1X, D(S) = DHCP snooping (static),
S = Static authentication.
Port: C = port-channel, * = roaming.
©ONO) ®) ® O &
T MAC address IP Port VID Cls
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® (10 (an
User Time Aging
-  00-17-Ad4-F6-D3-04 1/0/3

0017a4f6d304

WD 00-17-A4-D6-B3-A4 172.170.100.100
webuserol

W 00-17-A4-D6-F3-C4 172.170.1.1

0:00:21 0:00:00

1/0/1 4094 10
0:20:39 0:00:00

1/0/2 4094 10

webuser03 0:20:39 0:00:15
G N/A 2000:adb8:85a3:85a2:aba3:8a2e:a370:7334 1/0/5*4094 10
webuser02 5d1hr 0:00:24
D 00-17-29-7F-6F-2A 172.170.2.100 C/1
N/A 0:00:36 0:00:00
@
2 Discard
€))
AND

W Web

G

M MAC

- MAC

X 1EEE802.1X

D DHCP Snooping

S
(€Y) MAC DHCP Snooping
©) IP MAC IEEE802.1X
(6)
@) VLAN 1D

VLAN

®) ID

ID
©)
(10) Discard

10 ():(C):

) 10 (¢ Yd()hr

an ( )
10 ():(C): ) 10
()dC)hr
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show access-defender deny

show access-defender deny

1

1.01.01
# show access-defender deny
Total number of Denied Clients > 3...(»
@ ©) )
MAC address 1P Timer
00-00-11-11-22-22 - 0:29:04
- 100.100.100.100 0:29:04
- 1111:2222:3333:4444:5555:6666:7777-8888 0:29:05
@
) MAC
(©)] 1P
(€Y) Discard

show access-defender port-channel-configuration

AccessDefender

show access-defender port-channel-configuration

1.01.01

AccessDefender

# show access-defender port-channel-configuration
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AccessDefender Port-channel Configuration:
mac = mac-authentication, 802.1X = IEEE802.1X,
web = web-authentication, gateway = web-authentication gateway,
web/mac = web/mac authentication,
web/.1X = web/1EEE802.1X authentication,
-IX/mac = IEEE802.1X/mac authentication,
DHCPSNP = DHCP snooping,
linkdown = linkdown logout, TTL = web-authentication ttl filter,
Id time = logout linkdown time,
0 = enable, x = disable

@
Type C Port-channel 1D
1 89 16 17 24 25 32
R e i e — S i S — S S — +

mac 1 0O00000.. .ceccane cecmmece cmmenana
802.1X 1 o e e e
web 1 000000.. -cccemen cmmmeae memmnnnn
gateway 1 ... ... o iiiie aeeeie aeeaaaan
web/mac 1 ....... [
web/.1X 1 ...... (070 T
AX/mac 1 ... [
DHCPSNP 1 Lo iiieis i iiieee mimmmee mmcmeenn
roaming 1 ..o.ooin coiiian cieeaae cemeaana
Tinkdown 1 X00000K. & s e eemece cmmeee e
Id time 1 ... i eeeeie e
TTL 1 0O00000.. .cuceian ccemeee cmmenana
€D) AccessDefender

mac MAC

802.1X 1EEE802.1X

web Web

gateway

web/mac  Web/MAC (AND)

web/.1X Web/IEEE802.1X (AND)

.1X/mac 1EEE802.1X/MAC (AND)

DHCPSNP  DHCP Snooping

roaming

linkdown

Id time

TTL PING

show access-defender port-configuration

AccessDefender

show access-defender port-configuration
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show access-defender port-configuration

1.01.01

AccessDefender

# show access-defender port-configuration

AccessDefender Port Configuration:
mac = mac-authentication, 802.1X = IEEE802.1X,
web = web-authentication, gateway = web-authentication gateway,

web/mac = web/mac authentication,

web/.1X = web/I1EEE802.1X authentication,
.IX/mac = IEEE802.1X/mac authentication,

w/ .1X/m = web/I1EEE802.1X/mac authentication,
DHCPSNP = DHCP snooping,

linkdown = linkdown logout, TTL = web-authentication ttl filter,
Id time = logout linkdown time,
o0 = enable, x = disable

@
Type C Port
1 89 16 17 24 25 32 33 40 41 48 49
+ + + + + + + + + + + + -

mac 1 ..., 0000. ... O0O000000 - - cccce ccmmccen cmmmceen aen-
802.1X 1 ... ... 00000000 - o cccoce cmmmmeae mmmmmman aaaa
web 1 00000000 ........ (6707016760 o o 1NN
gateway 1 ... .. ... ooii. oia--- (0 07070 o 0 0o I
web/mac 1 ........ ...... 0
web/.1X 1 ........ .... (0 o o J
B 57 11~ T2 00 e cmmmeane meun
WZ . IX/M L e e e e e meaan memmmaae memmmman mmemmmnn aaaa
I3 0 N
roaming 1 ........ (67070700000 1
£ = 1 o T o2 (oo T
Linkdown 1 XX0000K XXOKOOKKK e e wmmmme mmmmccae memmmcee memmenane e
Idtime 1 ... .... co...... 00000000 00000000 - - - e ccee mmccccen amn-
TTL 1 0000000 OO0..ccue woccmace ccmmcccae scccccce ceceecee aee-
€H) AccessDefender

mac MAC

802.1X IEEE802.1X

web Web

gateway

web/mac  Web/MAC (AND)

web/.1X Web/1EEE802.1X (AND)

.1X/mac 1EEEB02.1X/MAC (AND)

w/.1X/m Web/IEEE802.1X/MAC (AND)

DHCPSNP  DHCP Snooping

roaming

static

linkdown

Id time
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TTL PING

show access-defender rule-statistics

AccessDefender

show access-defender rule-statistics

1.01.01

AccessDefender

# show access-defender rule-statistics

Total Rules : 512 ...(1)
Unused Rules : 512 ...(2)

Used Rules : 0...(®
@ o)
Rule Client
web-authentication 0 0
web-authentication gateway O 0
mac-authentication 0 0
static-authentication 0 0
1EEE802.1X 0 0
DHCP snooping 0 0
Total Discard Rules : 200 ...(6)
Unused Discard Rules : 200 ...(7)
Used Discard Rules : 0...(8®
(©)] 10
Rule Client
Discarded MAC address 0 0
@
@
©)
)
®)
()
@
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®
(9) | MAC Discard
(10) | MAC Discard

show tech-support access-defender

AccessDefender

show tech-support access-defender

1.01.01

AccessDefender

# show tech-support access-defender

There is AD techsupport ...(1)

Snooping : ENABLE
Mode: 1 (O:permit,l:deny)

Total : 3 (static 2, dynamic 1)

Binding Entry

lifetime:85958 , dhcp type:0, timer _start time:1513
BST Entry

IPSG-binding Entry

IPSG Static Entry
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

ip address:1.1.1.1, mac address:00-00-00-00-00-00, vlan id:0, interface
ip address:1.1.1.2, mac address:00-00-00-00-00-00, vlan id:0, interface
ip address:0.0.0.0, mac address:00-00-00-00-00-00, vlan id:0, interface
ip address:10.92.0.2, mac address:00-00-00-00-00-00, vlan id:1, interface_id

ip address:10.92.0.2, mac address:00-50-BA-6B-35-19, vlan id:1, interface_id:5,

5,

(1) | AccessDefender
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9.3

(AAA)

(CLD) (AAA)

aaa accounting commands

aaa accounting commands LEVEL {default | LIST-NAME} {none |
start-stop METHOD1 [METHOD2...]1}
no aaa accounting commands LEVEL {default | LIST-NAME}

aaa accounting exec

aaa accounting exec {default | LIST-NAME} {none | start-stop
METHOD1 [METHOD2...]}
no aaa accounting exec {default | LIST-NAME}

aaa accounting network

aaa accounting network default {none | start-stop METHOD1
[METHOD2...7}
no aaa accounting network default

aaa accounting system

aaa accounting system default {none | start-stop METHOD1
[METHOD2. ..7}
no aaa accounting system default

aaa authentication enable

aaa authentication enable default METHOD1 [METHOD2...]
no aaa authentication enable default

aaa authentication
control sufficient

aaa authentication control sufficient {web ID | mac | login}
no aaa authentication control sufficient {web ID | mac |

login}

aaa authentication dotlx

aaa authentication dotlx default METHOD1 [METHODZ2...]
no aaa authentication dotlx default

aaa authentication login

aaa authentication login {default | LIST-NAME} METHOD1
[METHOD2. ..]
no aaa authentication login {default | LIST-NAME}

aaa authentication mac-
auth

aaa authentication mac-auth default METHOD1 [METHOD2...]
no aaa authentication mac-auth default

aaa authentication web-
auth

aaa authentication web-auth ID default METHOD1 [METHODZ2...]
no aaa authentication web-auth ID default

aaa default class

aaa default class CLASS-ID
no aaa default class

aaa group server radius

aaa group server radius GROUP-NAME
no aaa group server radius GROUP-NAME

aaa group server tacacs+

aaa group server tacacs+ GROUP-NAME
no aaa group server tacacs+ GROUP-NAME

aaa new-model

aaa new-model
no aaa new-model

accounting commands

accounting commands LEVEL {default | METHOD-LIST}
no accounting commands LEVEL

accounting exec

accounting exec {default | METHOD-LIST}
no accounting exec
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ip radius source-
interface

ip radius source-interface INTERFACE-ID
no ip radius source-interface

ip tacacs source-
interface

ip tacacs source-interface INTERFACE-ID
no ip tacacs source-interface

ipv6 radius source-
interface

ipv6 radius source-interface INTERFACE-ID
no ipvé radius source-interface

login authentication

login authentication {default | METHOD-LIST}
no login authentication

radius-server deadtime

radius-server deadtime MINUTES
no radius-server deadtime

radius-server host

radius-server host {IP-ADDRESS | IPV6-ADDRESS} [auth-port
PORT-NUMBER] [acct-port PORT-NUMBER] [timeout SECONDS]
[retransmit COUNT] [0 | 7] key KEY-STRING

no radius-server host {IP-ADDRESS | IPV6-ADDRESS}

server (RADIUS)

server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS| IPV6-ADDRESS}

server (TACACSt)

server IP-ADDRESS
no server IP-ADDRESS

tacacs-server host

tacacs-server host IP-ADDRESS [port PORT] [timeout SECONDS]
key [0 | 7] KEY-STRING
no tacacs-server host IP-ADDRESS

clear aaa counters
Servers

clear aaa counters servers {all | radius {IP-ADDRESS | IPV6-
ADDRESS | all} | tacacs {IP-ADDRESS | all} | sg NAME}

show aaa

show aaa

show radius statistics

show radius statistics

show tacacs statistics

show tacacs statistics

aaa accounting commands

no aaa accounting commands

aaa accounting commands LEVEL {default | L/ST-NAME} {none | start-
stop METHODI [METHODZ.. .1}
no aaa accounting commands LEVEL {default | L/ST-NAME}

LEVEL 1 15

default

LIST-NAME
32

none
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aaa accounting commands

start-stop
METHODI [METHODZ. . .]
1
4
e group tacacs+ tacacs-server host
TACACS+
e group GROUP-NAME aaa group server tacacs+
TACACS+
AAA
15
TACACS+
aaa new-model AAA
1.01.01
TACACS+ 15

# configure terminal
(config)# aaa accounting commands 15 list-1 start-stop group tacacs+
(config)#

aaa accounting exec

EXEC
EXEC
no aaa accounting exec

aaa accounting exec {default | L/ST-NAWE} {none | start-stop
METHOD1 [METHODZ2...1}
no aaa accounting exec {default | L/ST-NAME}

default EXEC

LIST-NAWE

32
none
start-stop
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aaa accounting exec

METHODI [METHODZ. . .]
1
4
e group radius radius-server host
RADIUS
» group tacacs+ tacacs-server host
TACACS+
e group GKOUP-NAME aaa group server
AAA
15
aaa new-model AAA
1.01.01
EXEC RADIUS

# configure terminal
(config)# aaa accounting exec list-1 start-stop group radius
(config)#

aaa accounting network

no
aaa accounting network default

aaa accounting network default {none | start-stop METHODI
[METHODZ. . .1}
no aaa accounting network default

none
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aaa accounting network

start-stop
METHODI [METHODZ. . .]
1
4
e group radius radius-server host
RADIUS
* group tacacst tacacs-server host
TACACS+
e group GROUP-NAME aaa group server
AAA
15
IEEE802.1X MAC Web
aaa new-model AAA
1.01.01

RADIUS

# configure terminal
(config)# aaa accounting network default start-stop group radius
(confiQ)#

aaa accounting system

no aaa accounting system default

aaa accounting system default {none | start-stop METHOD1
[METHODZ. . .1}
no aaa accounting system default
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aaa accounting system

none
start-stop
METHOD1 [METHODZ. . .]
1
4
e group radius radius-server host
RADIUS
» group tacacs+ tacacs-server host
TACACS+
e group GROUP-NAME aaa group server
AAA
15
aaa new-model AAA
TACACS+ reboot
"reason=reboot"  STOP
1.01.01

RADIUS

# configure terminal
(config)# aaa accounting system default start-stop group radius
(confFiQ)#

aaa authentication enable

enable password

no aaa

613/688



aaa authentication enable

authentication enable default
aaa authentication enable default VETHODI [METHODZ...]
no aaa authentication enable default
METHODI [METHODZ. . .]
1
4
* enable enable password
e group radius radius-server host
RADIUS
* group tacacst tacacs-server host
TACACS+
e group GROUP-NAME aaa group server
* none
none
AAA
15
enable [privilege LEVEL]
RADIUS
"enablel2"” “enablel5" username
aaa new-model AAA
1.01.01
enable password group2

# configure terminal
(config)# aaa authentication enable default group group2
(config)#
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aaa authentication control sufficient

no aaa authentication control sufficient
aaa authentication control sufficient {web /0 | mac | login}
no aaa authentication control sufficient {web /0 | mac | login}
web /D \Web Web ID 1 4
mac MAC
login
15
( RADIUS RADIUS
) 1
aaa new-model AAA
1.01.01

Web ID 1

# configure terminal
(config)# aaa authentication control sufficient web 1
(config)#

aaa authentication dotlx

IEEE802.1X
ho aaa authentication dotlx

default

aaa authentication dotlx default VMETHODI [METHODZ...]
no aaa authentication dotlx default

METHODI [METHODZ. . .]

 local

group radius radius-server host
RADIUS

group GKOUP-NAME aaa group server

force [vlan VLAN-1D]
VLAN ID VLAN ID
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aaa authentication dotlx

1 4094
local
15
IEEE802.1X
TACACS+
aaa new-model AAA
1.01.03

1EEEB02.1X

# configure terminal
(config)# aaa authentication dotlx default group radius
(config)#

aaa authentication login

no aaa authentication login

aaa authentication login {default | L/ST-NAME} METHOD1
[mETHODZ. . ]
no aaa authentication login {default | L/ST-NAWE}

default

LIST-NAME
32
METHOD1 [METHODZ. . .]

« local

e group radius radius-server host
RADIUS

e group tacacs+ tacacs-server host
TACACS+

e group GKOUP-NAME aaa group server

* none
none
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aaa authentication login

local
15
default
username password
TACACS+
1
username
aaa new-model AAA

1.01.01

group?2

# configure terminal
(config)# aaa authentication login default group group2 local
(config)#

aaa authentication mac-auth

MAC

no aaa authentication mac-auth
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aaa authentication mac-auth

default
aaa authentication mac-auth default VETHODI [METHODZ...]
no aaa authentication mac-auth default
METHODI [METHODZ. . .]
1
4
e local
e group radius radius-server host
RADIUS
e group GROUP-NAME aaa group server
» force [vlan VLAN-1D]
VLAN 1D VLAN ID
1 4094
local
15
TACACS+
aaa new-model AAA

1.01.01

MAC

# configure terminal
(config)# aaa authentication mac-auth default group radius
(config)#

aaa authentication web-auth

Web
no aaa authentication web-auth

default

aaa authentication web-auth /0 default METHODI [METHODZ...]
no aaa authentication web-auth /0 default

10 Web ID 1 4
METHOD1 [METHODZ. . .]
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aaa authentication web-auth

e local

e group radius radius-server host
RADIUS

e group GROUP-NAME aaa group server

« force [vlan VLAN-10]
VLAN 1D
1 4094

VLAN

ID

local

15

TACACS+

aaa new-model

AAA

1.01.03

Web

(confFiQ)#

# configure terminal
(config)# aaa authentication web-auth 1 default group radius

aaa default class

RADIUS
ID
ID ID no aaa default
class
aaa default class CLASS-1D
no aaa default class
CLASS-1D ID 1 4095
ID 0
15
RADIUS ID
ID
aaa new-model AAA
1.01.01
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ID 100

# configure terminal
(config)# aaa default class 100
(confiQ)#

aaa group server radius

RADIUS RADIUS
RADIUS no aaa group
server radius
aaa group server radius GROUP-NAME
no aaa group server radius GROUP-NAME
GROUP-NAME 32
AAA
15
aaa authentication aaa
accounting
8
8 radius tacacs+
2
radius radius
RADIUS
RADIUS
server RADIUS RADIUS
aaa new-model AAA
1.01.01
RADIUS RADIUS RADIUS
# configure terminal
(config)# aaa group server radius groupl
(config-sg-radius)# server 172.19.10.100
(config-sg-radius)#
aaa group server tacacs+
TACACS+ TACACS+
TACACS+ no aaa

group server tacacs+

aaa group server tacacs+ GROUP-NAME
no aaa group server tacacs+ GROUP-NAME
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aaa group server tacacs+

GROUP-NAME 32
AAA
15
server TACACS+ TACACS+
aaa authentication aaa accounting
8 8
radius tacacs+ 2
tacacs+ tacacs+
TACACS+
aaa new-model AAA
1.01.01
TACACS+ TACACS+ TACACS+
# configure terminal
(config)# aaa group server tacacs+ groupl
(config-sg-tacacs+)# server 172.19.10.100
(config-sg-tacacs+)# server 172.19.11.20
(config-sg-tacacs+)#
aaa new-model
AAA
no aaa new-model
aaa new-model
no aaa new-model
15
AAA AAA
AAA
username
password enable
password
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aaa hew-model

username
1.01.01

AAA

# configure terminal
(config)# aaa new-model
(config)#

accounting commands

no accounting
commands

accounting commands LEVEL {default | METHOD-LIST}
no accounting commands LEVEL
LEVEL 1 15

METHOD-LIST

15
aaa accounting commands

aaa new-model AAA

1.01.01

15 cmd-15

# configure terminal

(config)# aaa accounting commands 15 cmd-15 start-stop group tacacs+
(config)# line console

(config-line)# accounting commands 15 cmd-15

(config-line)#

accounting exec

EXEC

EXEC
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accounting exec

no accounting exec

accounting exec {default | WMETHOD-LIST}
no accounting exec

default
METHOD-L IST

15

aaa accounting commands

aaa new-model AAA

1.01.01

RADIUS list-1 EXEC

EXEC

# configure terminal

(config)# aaa accounting exec list-1 start-stop group radius
(config)# line console

(config-line)# accounting exec list-1

(config-line)#

ip radius source-interface

RADIUS IP

no ip radius source-interface

ip radius source-interface /NTERFACE-ID
no ip radius source-interface

INTERFACE-ID RADIUS IP
« vlan VLAN
RADIUS IP
15
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ip radius source-interface

aaa new-model AAA

1.01.03

RADIUS 1P VLAN 100 IP

# configure terminal
(config)# ip radius source-interface vlan 100

(config)#

ip tacacs source-interface

TACACS IP
no ip tacacs source-interface
ip tacacs source-interface /NTERFACE-ID
no ip tacacs source-interface
INTERFACE-1D TACACS IP
e vlan VLAN
TACACS 1P
15
aaa new-model AAA
1.01.01
TACACS IP VLAN 100 IP

# configure terminal
(config)# ip tacacs source-interface vlan 100

(confiQ)#

ipv6 radius source-interface
RADIUS IPV6

no ip radius source-interface

ipv6 radius source-interface INTERFACE-ID
no ipv6 radius source-interface
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ipv6 radius source-interface

INTERFACE-ID RADIUS IPV6

e vlan VLAN
RADIUS IPV6
15
aaa new-model AAA

1.01.03

RADIUS IPV6 VLAN 100 IPv6

# configure terminal

(config)# ipv6 radius source-interface vlan 100

(config)#

login authentication

no login authentication

login authentication {default | METHOD-LIST}
no login authentication

default
METHOD-L IST

15

aaa authentication login

aaa new-model AAA

1.01.01
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CONSOLE-LINE-METHOD

# configure terminal

(config)# aaa authentication login CONSOLE-LINE-METHOD group group2 local
(config)# line console

(config-line)# login authentication CONSOLE-LINE-METHOD

(config-line)#

radius-server deadtime

RADIUS RADIUS
( )

no radius-server deadtime

radius-server deadtime MINUTES
no radius-server deadtime

MINUTES RADIUS 0 1,440 (24 )
0 RADIUS dead
0
15
RADIUS
1 1
aaa new-model AAA

1.01.01

10

# configure terminal

(config)# radius-server deadtime 10

(config)#

radius-server host

RADIUS IP RADIUS
no radius-server host

radius-server host {/P-ADDRESS | IPV6-ADDRESS} [auth-port PORT-
NUMBEKR] [acct-port PORT-NUMBER] [timeout SECONDS] [retransmit
COUNT] key [0 | 71 KEY-STRING

no radius-server host {/P-ADDRESS | IPV6-ADDRESS}
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radius-server host

1P-ADDRESS RADIUS 1P

1PV6-ADDRESS RADIUS IPV6

auth-port PORT-NUMBER ( ) UbP
1 65,535 1,812

acct-port PORT-NUMBER ( )
UDP 1 65,535
1,813
timeout SECOMDS ( ) (
) 1 255
0 5
retransmit COUNT ( )

key
0 ( ) 0 7

7 ( ) 0
7
key AEY-STRING
32
ASCII "

RADIUS

15

RADIUS server RADIUS

aaa new-model AAA

1.01.01

1P 2 RADIUS

# configure terminal

(config)# radius-server host 172.19.10.100 auth-port 1500 acct-port 1501 timeout 8
retransmit 3 key ABCDE

(config)# radius-server host 172.19.10.101 auth-port 1600 acct-port 1601 timeout 3
retransmit 1 key ABCDE

(config)#

server (RADIUS)

RADIUS RADIUS
RADIUS no server
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server (RADIUS)

server {/P-ADDRESS | 1PV6-ADDRESS}
no server {/P-ADDRESS] 1PV6-ADDRESS}Y
IP-ADDRESS RADIUS RADIUS IP
IPv6-ADDRESS RADIUS RADIUS
1Pv6
RADIUS RADIUS
RADIUS
15
aaa group server radius RADIUS
server RADIUS RADIUS
aaa

authentication aaa accounting

RADIUS

radius-server host RADIUS
RADIUS IP
1.01.01
1P 2 RADIUS

# configure terminal

(config)# radius-server host 172.19.10.100 auth-port 1500 timeout 8 retransmit 3 key
ABCDE

(config)# radius-server host 172.19.10.101 auth-port 1600 timeout 3 retransmit 1 key
ABCDE

(config)# aaa group server radius groupl

(config-sg-radius)# server 172.19.10.100

(config-sg-radius)# server 172.19.10.101

(config-sg-radius)#

server (TACACS+)

TACACS+ TACACS+
TACACS+ no server

server [/P-ADDRESS
no server /P-ADDRESS

IP-ADDRESS TACACS+ TACACS+ IP

TACACS+ TACACS+

TACACS+
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server (TACACS+)

15
aaa group server tacacs+ TACACS+
server TACACS+ TACACS+
aaa authentication aaa accounting
TACACS+
tacacs-server host TACACS+
TACACS+ 1P

1.01.01

2 RADIUS

# configure terminal

(config)# tacacs-server host 172.19.10.100 port 1500 timeout 8 key ABCDE
(config)# tacacs-server host 172.19.122.3 port 1600 timeout 3 key ABCDE
(config)# aaa group server tacacs+ group2

(config-sg-tacacs+)# server 172.19.10.100

(config-sg-tacacs+)# server 172.19.122.3

(config-sg-tacacs+)#

tacacs-server host

TACACS+ IP TACACS+
no tacacs-server host

tacacs-server host /P-ADDRESS [port PORT] [timeout SECONDS] key [0
| 71 KEY-STRING

no tacacs-server host /P-ADDRESS

IP-ADDRESS TACACS+ IP
port PORT ( ) TCP 1
65,535 0
49
timeout SECONDS ( ) (
) 1 255 5
key
0 ( )
7 ( )
key KEY-STRING
254
ASCII ?

344
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tacacs-server host

TACACS+
15
TACACS+ server TACACS+
aaa new-model AAA
1.01.01
IP 2 TACACS+

# configure terminal

(config)# tacacs-server host 172.19.10.100 port 1500 timeout 8 key ABCDE
(config)# tacacs-server host 172.19.122.3 port 1600 timeout 3 key ABCDE
(confiQ)#

clear aaa counters servers

(AAR)
clear aaa counters servers {all | radius {/P-ADDRESS | IPV6-
ADDRESS | all} | tacacs {/P-ADDRESS | all} | sg NAME}
all
radius /P-ADDRESS RADIUS 1Pv4
radius /PV6-ADDRESS RADIUS 1Pv6
radius all RADIUS
tacacs /P-ADDRESS TACACS+ 1Pv4
tacacs all TACACS+
sg NAME
15
1.01.01

AAA
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| # clear aaa counters servers all

server-farm

| # clear aaa counters servers sg server-fam

show aaa
AAA
show aaa
1
1.01.01
AAA
# show aaa

AAA is enabled...(1)

(1) | AAA

show radius statistics

RADIUS

show radius statistics

1.01.01

# show radius statistics

@

State is Up...(4)

@

©)

RADIUS Server: 172.19.192.80: Auth-Port 1645, Acct-Port 1646
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Auth. Acct

Round Trip Time: 10 10...(N)

Access Requests: 4 NA...(8)

Access Accepts: 0 NA...(9)

Access Rejects: 4 NA...(10)

Access Challenges: 0 NA...(11)

Acct Reguest: NA 3...(12

Acct Response: NA 3...(13)

Retransmissions: 0 0...(1%

Malformed Responses: 0 0...(15)

Bad Authenticators: 0 0...(16)

Pending Requests: 0 0...(1"»

Timeouts: 0 0...(18)

Unknown Types: 0 0...(19

Packets Dropped: 0 0...(20)

(1) | RADIUS IP

(2) | RADIUS

(3) | RADIUS

(4) | RADIUS

®)

()

(7) | RADIUS (100

)

® RADIUS

©)) RADIUS Access-Accept
(10) RADIUS Access-Reject
(1D RADIUS Access-Challenge
(12) RADIUS Accounting-Request
(13) RADIUS
(14) | RADIUS RADIUS

Acct-Delay
(15) RADIUS
Authenticator

(16) Authenticator
aan RADIUS
(18)
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(19) RADIUS

(20) RADIUS

show tacacs statistics

TACACS+

show tacacs statistics

TACACS+

1.01.01

# show tacacs statistics
@ @

TACACS+ Server: 172.19.192.80/49, State is Up
Socket Opens: 0...(3)

Socket Closes: 0...(4)

Total Packets Sent: 0...(5)

Total Packets Recv: 0...(6)

Reference Count: 0...(7)

(1) | TACACS+ P
(2) | TACACS+

(3) | TACACS+ TCP
4 |Tcp

(5) | TACACS+

(6) | TACACS+

(7) | TACACS+

9.4 DHCP Snooping

«cLn DHCP Snooping
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dhcp-snooping enable

dhcp-snooping enable
no dhcp-snooping enable

dhcp-snooping interface

dhcp-snooping interface INTERFACE-ID [,]-]
no dhcp-snooping interface INTERFACE-ID [,]-]

dhcp-snooping mode deny

dhcp-snooping mode deny
no dhcp-snooping mode deny

dhcp-snooping mode timer

dhcp-snooping mode timer SECONDS
no dhcp-snooping mode timer

dhcp-snooping mode mac-
authentication

dhcp-snooping mode mac-authentication
no dhcp-snooping mode mac-authentication

dhcp-snooping static-
entry

dhcp-snooping static-entry interface INTERFACE-ID IP-ADDRESS
no dhcp-snooping static-entry [interface INTERFACE-ID] [IP-
ADDRESS]

show access-defender
dhcp-snooping
configuration

show access-defender dhcp-snooping configuration

show access-defender
dhcp-snooping mode-status

show access-defender dhcp-snooping mode-status

show access-defender
dhcp-snooping status

show access-defender dhcp-snooping status

dhcp-snooping enable

DHCP Snooping DHCP Snooping
dhcp-snooping enable

no

dhcp-snooping enable
no dhcp-snooping enable

15

DHCP Snooping (

IPv4  ARP )

MAC Web
DHCP Snooping total-client
DHCP Snooping DHCP
DHCP Snooping
DHCP

DHCP Snooping
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dhcp-snooping enable

DHCP Snooping 400

1.01.03

DHCP Snooping
# configure terminal

(config)# dhcp-snooping enable
(config)#

dhcp-snooping interface

DHCP Snooping

DHCP Snooping no dhcp-snooping interface

dhcp-snooping interface INTERFACE-ID [,]-]
no dhcp-snooping interface /NTERFACE-1D [,]-]

INTERFACE-1D DHCP Snooping

* port
[.1-1 ( )

1,3,5

1-5

* port-channel

AccessDefender

15

1.01.03

1/0/1  DHCP Snooping
# configure terminal

(config)# access-defender

(config-a-def)# dhcp-shooping interface port 1/0/1
(config-a-deb)#

1 DHCP Snooping
| # configure terminal
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(config)# access-defender
(config-a-def)# dhcp-shooping interface port-channel 1
(config-a-def)#

dhcp-snooping mode deny

DHCP Snooping DENY
no dhcp-snooping mode deny

dhcp-snooping mode deny
no dhcp-snooping mode deny

AccessDefender

15

DENY

1.01.03

DHCP Snooping DENY

# configure terminal

(config)# access-defender
(config-a-def)# dhcp-snooping mode deny
(config-a-deb)#

dhcp-snooping mode timer

DHCP Snooping
no dhcp-shooping mode timer

dhcp-snooping mode timer SECONDS
no dhcp-snooping mode timer

SECONDS DHCP Snooping
30 604,800 0 PERMIT
(DENY

1800

AccessDefender

15

DHCP Snooping
PERMIT DENY

1.01.03
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DHCP Snooping 3,600

# configure terminal
(config)# access-defender

(config-a-def)# dhcp-shooping mode timer 3600
(config-a-deb)#

dhcp-snooping mode mac-authentication

DHCP Snooping MAC

no dhcp-snooping mode mac-authentication

dhcp-snooping mode mac-authentication
no dhcp-snooping mode mac-authentication

AccessDefender

15

DHCP Snooping MAC
DHCP Snooping MAC
DHCP
MAC DHCP Snooping DHCP

MAC

DHCP DHCP Snooping  DHCP

1.01.03

DHCP Snooping MAC

# configure terminal
(config)# access-defender

(config-a-deP)# dhcp-snooping mode mac-authentication
(config-a-def)#

dhcp-snooping static-entry

DHCP Snooping

no dhcp-snooping static-entry

no dhcp-snooping static-entry

dhcp-snooping static-entry interface /NTERFACE-1D 1P-ADDRESS

no dhcp-snooping static-entry [interface /NTERFACE-1D) [1P-
ADDRESS]

interface /NTERFACE-1D DHCP Snooping
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dhcp-snooping static-entry

* port
* port-channel
1P-ADDRESS DHCP Snooping IP

AccessDefender

15

DHCP Snooping

400

1.01.03

1/0/1 1P 192.168.1.10

# configure terminal
(config)# access-defender

(config-a-def)# dhcp-shooping static-entry interface port 1/0/1 192.168.1.10
(config-a-deH)#

1 IP 192.168.1.10

# configure terminal
(config)# access-defender

(config-a-def)# dhcp-shooping static-entry interface port-channel 1 192.168.1.10
(config-a-deb)#

show access-defender dhcp-snooping configuration

DHCP Snooping

show access-defender dhcp-snooping configuration

1.01.03
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DHCP Snooping

# show access-defender dhcp-snooping configuration

Port configuration (o: snooping ON) ...(1)

Snooping : ENABLE ...(2)
Mode : PERVIT ...(3)
Timer 11800 ...

Port-channel configuration (o: snooping ON) ...(5)
C Port-channel 1D

C Port
1 89 16 17 24 25 32 33 40 41 48 49
+ + + + + + + + + + + + +——
1 OOOO0000 - cecccen mocccace ccmmccas scccccee cecmecan aee-

1 89 16 17 24 25 32
+ + + + + + + +

Port-channel 0 T o

®)

Static Entry :

Port IP Address

Port-channell 192.168.2.2

Port1/0/1 192.168.255.255

(€D) DHCP Snooping

(2) | DHCP Snooping

(3) | DHCP Snooping

(4) | DHCP Snooping

o) DHCP Snooping

(©)

show access-defender dhcp-snooping mode-status

DHCP Snooping

show access-defender dhcp-snooping mode-status

1.01.03

DHCP Snooping

# show access-defender dhcp-snooping mode-status

@D &) ©)

Mode Timer Remaining time
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PERMIT 0:00:30:00 0:00:05:20
(1) | DHCP Snooping
(2) | DHCP Snooping

(3) | PERMIT DENY

show access-defender dhcp-snooping status

DHCP Snooping

show access-defender dhcp-snooping status

1.01.03

DHCP Snooping

# show access-defender dhcp-snooping status

Snooping : ENABLE ...(0)
Mode : DENY ...(2)
Total : 3 (static 1, dynamic 2) ...(3)
Q) ® ®) ),
Port IP Address MAC Address Lease Expiration
Port1/0/2 172.17.100.150 00-1D-09-D1-15-9F 0:4:12
Port-channell 172.17.100.155 00-21-70-70-7E-C5 1:1:11
Port1/0/5 191.168.1.1 -
(1) | DHCP Snooping
(2) | DHCP Snooping
(3) | DHCP Snooping (
(4) | DHCP Snooping
(5) | DHCP 1P
(6) | DHCP Snooping MAC
MAC

(7) | DHCP Snooping

DHCP 1

10 9:33:12 () C)H:(C)
10 3d5hr ( )d( ) hr
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9.5

(FDB)

(cLD (FDB)

clear mac-address-table

clear mac-address-table dynamic {all | address MAC-ADDR |
interface INTERFACE-ID | vlan VLAN-ID}

mac-address-table aging-
time

mac-address-table aging-time SECONDS
no mac-address-table aging-time

mac-address-table aging
destination-hit

mac-address-table aging destination-hit
no mac-address-table aging destination-hit

mac-address-table
learning

mac-address-table learning interface INTERFACE-ID [,]-]
no mac-address-table learning interface INTERFACE-ID [,]-]

mac-address-table static

mac-address-table static MAC-ADDR vlan VLAN-ID {interface
INTERFACE-ID [,]-] | drop}

no mac-address-table static {all | MAC-ADDR vlan VLAN-ID
[interface INTERFACE-ID] [,I-1}

multicast filtering-mode

multicast filtering-mode {forward-all | forward-unregistered |
filter-unregistered}
no multicast filtering-mode

show mac-address-table

show mac-address-table [dynamic | static] [address MAC-ADDR |
interface INTERFACE-ID | vlan VLAN-ID]

show mac-address-table
aging-time

show mac-address-table aging-time

show mac-address-table
learning

show mac-address-table learning [interface INTERFACE-ID [,]-11

show multicast filtering-
mode

show multicast filtering-mode [vlan VLAN-ID]

clear mac-address-table

MAC MAC

clear mac-address-table dynamic {all | address MAC-ADDR |
interface /NTERFACE-ID | vlan VLAN-10}

all MAC
address MAC-ADDR MAC
interface INTERFACE-ID MAC

ID ID
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clear mac-address-table

e port
* port-channel
vlan VLAN-1D MAC VLAN ID 1 4,094
12
MAC
MAC VLAN
MAC MAC
1.01.01
MAC MAC 00:08:00:70:00:07

| # clear mac-address-table dynamic address 00:08:00:70:00:07

mac-address-table aging-time

MAC
no mac-address-table aging-time

mac-address-table aging-time SECONDS
no mac-address-table aging-time
SECONDS 0 10 1,000,000

0
300

12
1.01.01

200

# configure terminal
(config)# mac-address-table aging-time 200
(config)#
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mac-address-table aging destination-hit

MAC
no mac-address-table aging destination-hit

mac-address-table aging destination-hit
no mac-address-table aging destination-hit

12

MAC MAC VLAN

MAC MAC
MAC

1.01.01

MAC

# configure terminal
(config)# mac-address-table aging destination-hit
(config)#

mac-address-table learning

MAC
no

mac-address-table learning interface /NTERFACE-1D [,]-]
no mac-address-table learning interface /INTERFACE-ID [,]-]

INTERFACE-ID MAC

* port
[.1-1 ( )

1,3,5

1-5

12
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mac-address-table learning

1.01.01

MAC

# configure terminal
(config)# mac-address-table learning interface port 1/0/5
(config)#

mac-address-table static

MAC
no
mac-address-table static #AC-ADDR vlan VLAN-1D {interface
INTERFACE-1D [,]-] | drop}
no mac-address-table static {all | #AC-ADDR vlan VLAN-1D
[interface INTERFACE-IO] [LI1-13}
MAC-ADDR MAC
MAC
VLAN
vlan VLAN-1D MAC VLAN 1D 1 4,094
interface /NTERFACE-1D
* port
[.1-1 ( )
1,3,5
1-5
* port-channel

drop VLAN MAC

12

MAC 1
MAC
MAC
ID
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mac-address-table static

MAC
ID
ID MAC
drop MAC
MAC 640
. MAC 256
» drop MAC 256
o MAC 128
1.01.01

00:40:66:0A:12:F4 MAC
MAC 00:40:66:0A:12:F4 VLAN 4
1/0/1

# configure terminal

(config)# mac-address-table static 0040.660A.12F4 vlan 4 interface port 1/0/1
(confFiQ)#

00:40:66:0A:22:33 MAC
MAC 00:40:66:0A:22:33 VLAN 4
2

# configure terminal

(config)# interface range port 1/0/5-6

(config-if-port-range)# channel-group 2 mode on

(config-if-port-range)# exit

(config)# mac-address-table static 0040.660A.2233 vlan 4 interface port-channel 2
(confiQ)#

multicast filtering-mode

VLAN
no multicast filtering-mode

multicast filtering-mode {forward-all | forward-unregistered |
filter-unregistered}
no multicast filtering-mode

forward-all

forward-unregistered MAC

MAC

filter-unregistered
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multicast filtering-mode

forward-unregistered

VLAN

12

1.01.01

VLAN 100

# configure terminal

(config)# vlan 100

(config-vlan)# multicast Filtering-mode filter-unregistered
(config-vlan)#

show mac-address-table

MAC

MAC /VLAN

show mac-address-table [dynamic | static] [address MAC-ADDR |
interface INTERFACE-1D | vlan VLAN-10]

dynamic ( ) MAC
static ( ) MAC
address MAC-ADDR ( ) MAC
48 MAC
interface INTERFACE-1D ( ) MAC
1D
* port

* port-channel

vlan VLAN-1D ( ) NAC
VLAN ID 1 4,094

ID
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show mac-address-table

MAC

1.01.01

MAC 00-40-66-AF-F0-48 MAC

# show mac-address-table address 0040.66AF.F048

@ © ©) Q)
VLAN MAC Address Type Ports

1 00-40-66-AF-F0-48 Static CPU

Total Entries: 1

(1) | VLAN ID
) MAC
©)

Static

dynamic
“)

MAC

# show mac-address-table static
O O (©) @
VLAN MAC Address Type Ports

1 00-40-66-AF-F0-48 Static CPU
4 00-40-66-0A-12-F4 Static Portl/0/1

Total Entries: 2

(1) | VLAN ID
(2) | MAC
©)
Static
dynamic
*)
VLAN 1 MAC

| # show mac-address-table vlan 1
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O @ (©) Q)
VLAN MAC Address Type Ports

1 00-40-66-BC-08-44 Dynamic Portl1/0/1
1 00-40-66-AF-F0-48 Static CPU
1 00-40-66-77-70-B8 Dynamic Portl/0/1

Total Entries: 3

(1) |VLAN ID
(2) | MAC
©))
Static
dynamic
*)

show mac-address-table aging-time

MAC

show mac-address-table aging-time

1.01.01

MAC

# show mac-address-table aging-time

Aging Time iIs 300 seconds....(1)

(D) | MAC

show mac-address-table learning

MAC
show mac-address-table learning [interface /NTERFACE-1D [,|-1]
interface INTERFACE-1D ( ) MAC

* port
[.1-1 ( )
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show mac-address-table learning

1,3,5
1-5
1
MAC
1.01.01
1/0/1 1/0/10 MAC

# show mac-address-table learning interface port 1/0/1-10
@ @
Port State
Port1/0/1 Enabled
Portl1/0/2 Enabled
Port1/0/3 Enabled
Port1/0/4 Enabled
Port1/0/5 Enabled
Port1/0/6 Enabled
Port1/0/7 Enabled
Port1/0/8 Enabled
Port1/0/9 Enabled
Port1/0/10 Enabled

(€))

(2 |MAC

show multicast filtering-mode

VLAN

show multicast filtering-mode [vlan VLAN-10]

vlan VLAN-ID
VLAN ID 1 4,094
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show multicast filtering-mode

1.01.01

VLAN
# show multicast filtering-mode
@ @
Interface Layer 2 Multicast Filtering Mode
default forward-unregistered
VLANOOO2 forward-unregistered

Total Entries: 2

@
@
forward-all
forward-unregistered MAC
filter-unregistered MAC
cLn MAC

mac-authentication enable

mac-authentication enable
no mac-authentication enable

mac-authentication
discard-time

mac-authentication discard-time SECONDS
no mac-authentication discard-time

mac-authentication
ignore-dhcp

mac-authentication ignore-dhcp
no mac-authentication ignore-dhcp

mac-authentication
password

mac-authentication password [0 | 7] PASSWORD {mac | web-mac |
dotlx-mac | web-dotlx-mac}

no mac-authentication password {mac | web-mac | dotlx-mac |
web-dotlx-mac}

mac-authentication
username mac-format

mac-authentication username mac-format case {lowercase |
uppercase} delimiter {{hyphen | colon | dot} number {1 | 2 |
5} | none}

no mac-authentication username mac-format
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mac-authentication enable

MAC MAC
authentication enable

no mac-

mac-authentication enable
no mac-authentication enable

15

MAC

VLAN RADIUS

MAC
MAC Discard

MAC Discard

access-defender logout
MAC ID

MAC

MAC total-client

MAC
Discard

permit authentication-bypass

)

Discard

VLAN

Discard MAC

200

VLAN

VLAN

1.01.01

MAC

# configure terminal
(config)# mac-authentication enable
(config)#

mac-authentication discard-time

MAC
mac-authentication discard-time

no
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mac-authentication discard-time

mac-authentication discard-time SECONDS
no mac-authentication discard-time

SECONDS  MAC 300 86,400

300

AccessDefender

15

MAC
MAC

MAC

1.01.01

MAC 600

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication discard-time 600
(config-a-deb)#

mac-authentication ignore-dhcp

MAC DHCP DHCPv6
(ICMPV6 NS)  MAC
no mac-authentication
ignore-dhcp

mac-authentication ignore-dhcp
no mac-authentication ignore-dhcp

AccessDefender
15
MAC UDP 67 (DHCP
) 547 (DHCPv6 ) 135 (ICMPv6 NS)
MAC
MAC MAC
MAC
1.01.01

652/688



(ICMPV6 NS)

UDP 67 (DHCP ) 547 (DHCPv6 ) 135
MAC

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication ignore-dhcp
(config-a-deb)#

mac-authentication password

MAC
no mac-authentication password

mac-authentication password [0 | 7] PASSWORD {mac | web-mac |
dotlx-mac | web-dotlx-mac}

no mac-authentication password {mac | web-mac | dotlx-mac | web-
dotlx-mac}

0 ( ) 63

7 ( ) 44
PASSWORD MAC

mac MAC MAC

RADIUS

web-mac Web MAC
MAC RADIUS

dotlx-mac IEEE802.1X MAC
MAC RADIUS

web-dotlx-mac Web IEEE802.1X MAC
MAC RADIUS

MAC MAC

AccessDefender

15

MAC

1.01.01

passwordl

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication password passwordl web-mac
(config-a-def)#
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mac-authentication username mac-format

RADIUS MAC
no mac-
authentication username mac-format

mac-authentication username mac-format case {lowercase |
uppercase} delimiter {{hyphen | colon | dot} number {1 | 2 | 5} |
none}

no mac-authentication username mac-format

case MAC

« lowercase MAC
( aabbccddeeff)
e uppercase MAC
(  AABBCCDDEEFF)
delimiter MAC

* hyphen ( AA-BB-CC-
DD-EE-FF)
e colon (
AA:BB:CC:DD:EE:FF)
e dot (
AA_BB.CC.DD.EE.FF)
* none (
AABBCCDDEEFF)
number
e 1 1 (  AABBCC:DDEEFF)
2 (  AABB:CCDD:EEFF)
. 5 ( AA:BB:CC:DD:EE:FF)
none (  AABBCCDDEEFF)

a N -

( aabbccddeeff)

AccessDefender

15

1.01.01

MAC 5

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication username mac-format case uppercase delimiter hyphen
number 5

(config-a-deH)#
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9.7 SSL (SECURE SOCKETS LAYER)

(CLD) SSL (SECURE SOCKETS LAYER)
show ssl https- show ssl https-certificate
certificate
show ssl https-private- show ssl https-private-key
key

show ssl https-certificate

SSL

show ssl https-certificate

SSL SSL
SSL
SSL

1.01.03

SSL

# show ssl https-certificate

Certificate Information:

Certificate Version :3 ...(D

Serial Number :00:80:2D:5E:A8:BD:8D:53:C3 ...(2)

Issuer Name  :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group.,
CN=Apresia, emailAddress=example@example.com ...(3)

Subject Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group.,
CN=Apresia, emailAddress=example@example.com ...(4)

Not Before :2017-02-16 06:54:58 ...(B)

Not After :2037-02-11 06:54:58 ...(6)

Public Key Alg:rsaEncryption ...(7)

Signed Using :RSA+SHA256 ...(8)

RSA Key Size :2048 bits ...(9)

655/688



@

(&)

®

4)

®)

(©)

@)

®)

(©) (RSA )

show ssl https-private-key

SSL

show ssl https-private-key

1
SSL SSL
SSL
SSL
1.01.03
SSL
# show ssl https-private-key
Private key is embedded in fimware. ...(0)
@
(cLn Web

web-authentication enable | web-authentication enable
no web-authentication enable
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web-authentication http-

ip

ADDRESS}
no web-authentication http-ip {ipv4 | ipv6}

web-authentication http-ip {ipv4 IP-ADDRESS | ipv6 IPV6-

web-authentication http- | web-authentication http-port TCP-PORT

port

no web-authentication http-port

web-authentication https- | web-authentication https-port TCP-PORT

port

no web-authentication https-port

web-authentication
logging web-access on

web-authentication logging web-access on
no web-authentication logging web-access on

web-authentication
redirect url

web-authentication redirect url URL
no web-authentication redirect url

web-authentication
redirect proxy-port

no web-authentication redirect proxy-port

web-authentication redirect proxy-port TCP-PORT

web-authentication ttl

web-authentication ttl VALUE interface INTERFACE-ID [,]-]
no web-authentication ttl [interface INTERFACE-ID [,]|-1]1

web-authentication enable

Web Web no web-
authentication enable
web-authentication enable
no web-authentication enable
15
permit authentication-bypass
Web
VLAN RADIUS
VLAN
Web
« web-authentication http-ip Web Web

IP
* total-client

Web Web

VLAN VLAN
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web-authentication enable

1.01.03

Web

# configure terminal

(config)#

(config)# web-authentication enable

web-authentication http-ip

Web Web 1Pv4 1Pv6
Web 1Pv4 1Pv6 no
web-authentication http-ip

web-authentication http-ip {ipv4 /P-ADDRESS | ipv6 [IPV6-ADDRESS}
no web-authentication http-ip {ipv4 | ipv6}

ipv4 /P-ADDRESS Web Web 1Pv4
ipv6 /PV6-ADDRESS Web Web IPv6
AccessDefender
15
Web Web IP Web
IP
1.01.03
Web Web 1Pv4 3.3.3.3

# configure terminal

(config-a-def)#

(config)# access-defender
(config-a-def)# web-authentication http-ip ipv4 3.3.3.3

Web Web

1PvV6 2016::2016

# configure terminal

(config-a-defH)#

(config)# access-defender
(config-a-def)# web-authentication http-ip ipv6 2016::2016

web-authentication http-port

Web Web HTTP TCP

no web-authentication
http-port
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web-authentication http-port

web-authentication http-port 7CP-PORT
no web-authentication http-port

TCP-PORT \Web Web HTTP TCP
1 65,535
80
AccessDefender
15
TCP TCP-PORT

e 21 (FTP protocol)

e 22 (SSH protocol)

e 23 (Telnet protocol)

e 443 (HTTPS protocol)

« ip telnet service-port

* ip ssh service-port

« web-authentication https-port

« web-authentication snooping proxy-port

1.01.03

Web Web HTTP TCP 8080

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication http-port 8080
(config-a-deH)#

web-authentication https-port

Web Web HTTPS TCP
no web-authentication
https-port

web-authentication https-port 7CP-PORT
no web-authentication https-port

TCP-PORT \Web Web HTTPS TCP
1 65,535
443
AccessDefender
15
TCP TCP-PORT

e 21 (FTP protocol)
e 22 (SSH protocol)
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web-authentication https-port

e 23 (Telnet protocol)

¢ 80 (HTTP protocol)

e ip telnet service-port

e ip ssh service-port

« web-authentication http-port

« web-authentication snooping proxy-port

1.01.03

Web Web HTTPS TCP 8081

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication https-port 8081
(config-a-deb)#

web-authentication logging web-access on

Web Web
no web-authentication logging web-access on

web-authentication logging web-access on
no web-authentication logging web-access on

15

Web Web

512

1.01.03

Web Web

# configure terminal
(config)# web-authentication logging web-access on
(config)#
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web-authentication redirect url

Web URL
no web-authentication redirect url
web-authentication redirect url URL
no web-authentication redirect url
URL URL 255
Web Web
AccessDefender
15
HTTTP (80)  HTTPS (443) URL
web-authentication snooping proxy-port
Web
Web Web IPv4 IPv6 web-
authentication http-ip
HTTP HTTP HTTPS HTTPS
Web Web IP
TCP
(""/www/AuthLogin_html™)
1.01.03
Web ( Web IP 3.3.3.3
HTTP  TCP 8080 )

# configure terminal
(config)# access-defender

(config-a-deP)# web-authentication redirect url http://3.3.3.3:8080/ww/AuthLogin.html
(config-a-def)#

URL http://website.com:8081
# configure terminal
(config)# access-defender

(config-a-def)# web-authentication redirect url http://website._com:8081
(config-a-def)#

web-authentication redirect proxy-port
Web

no web-authentication redirect proxy-port

web-authentication redirect proxy-port PROXY-PORT
no web-authentication redirect proxy-port
PROXY-PORT 1 65,535
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web-authentication

redirect proxy-port

AccessDefender

15

Web
Web
web-authentication redirect url

web-authentication
http-ip 1P

PROXY-PORT
e 21 (FTP protocol)
e 22 (SSH protocol)
e 23 (Telnet protocol)
e 80 (HTTP protocol)
e 443 (HTTPS protocol)
e ip telnet service-port
* ip ssh service-port
« web-authentication http-port
» web-authentication https-port

HTTPS

1.01.03

Web

8080

# configure terminal

(config)# access-defender
(config-a-def)# web-authentication redirect proxy-port 8080

(config-a-defH)#

web-authentication ttl

Time-To-Live (TTL) TTL
no web-authentication ttl

web-authentication ttl VALUE interface INTERFACE-ID [,]-]
no web-authentication ttl interface [/NTERFACE-ID [,]-1]

VALUE 1P TTL 1 255
INTERFACE-ID TTL

. port TTL

L.1-1 ( )

1,3,5
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web-authentication ttl

1-5
* port-channel TTL
AccessDefender
15
TTL 1P Web
1.01.03
1/0/1 TTL TTL 255
# configure terminal

(config)# access-defender

(config-a-def)# web-authentication ttl 255 interface port 1/0/1
(config-a-def)#
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10

10.1

(CLD)
debug reboot on-error debug reboot on-error
no debug reboot on-error
debug copy debug copy SOURCE-URL DESTINATION-URL

debug copy SOURCE-URL {tftp: //LOCATION/DESTINATION-URL | ftp:
//USER-NAME : PASSWORD@LOCAT 10N : TCP-PORT/DEST INAT ION-URL}

debug clear error-log debug clear error-log

debug show buffer debug show buffer [utilization]

debug show error-log debug show error-log

debug show tech-support debug show tech-support

debug show cpu debug show cpu utilization

utilization

debug show cpu port debug show cpu port [12 | 13 [unicast | multicast] | protocol
NAME]

debug clear cpu port debug clear cpu port

debug reboot on-error

no

debug reboot on-error
no debug reboot on-error

15

1.01.01

| # configure terminal
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(config)# debug reboot on-error
(config)#

debug copy

debug copy SOURCE-URL DESTINATION-URL
debug copy SOURCE-URL {tftp: //LOCATION/DESTINATION-URL | Ftp-
//USER-NAME : PASSWORDOLOCATION - TCP-PORT/DESTINATION-URLY

SOURCE-URL URL

» buffer
« error-log
» tech-support
FTP
DESTINATION-URL URL
LOCATION TFTP/FTP 1Pv4 1Pv6

USER-NAME  FTP
PASSWORD
TCP-PORT TCP

15

1.01.01

TFTP (10.90.90.99)

# debug copy error-log tftp: //10.90.90.99/abc.txt

Address of remote host [10.90.90.99]?
Destination filename [abc.txt]?
Accessing tftp://10.90.90.99/abc.txt. ..

Transmission starts. ..

Finished network upload(65739) bytes.

debug clear error-log

debug clear error-log

15
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debug clear error-log

1.01.01

| # debug clear error-log

debug show buffer

debug show buffer [utilization]
utilization ( )

15
1.01.01

# debug show buffer

Debug buffer is empty

# debug show buffer utilization

Allocate from - System memory pool
Total size :2.0MB
Utilization rate : 30%

debug show error-log

debug show error-log

15
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debug show error-log

1.01.01

# debug show error-log
# Persistent memory area

# Error level: DEBUG (2)

# Firnmware version: 1.01.01
# Clock: 10550 ms

# Characters lost: 0

H*

SOFTWARE FATAL ERROR
file=_/src/proj_led.c,1ine=1749, Invalid semaphore handle : 00000000

Current TASK : FAN_Pooling

TASK STACKTRACE
~>FFFFFFFD
~>60C966F4
->60B68780
~>FFFFFFFC
~>60C96720
~>60C8C178
~>60C8COF0

SOFTWARE FATAL ERROR
file=release, line=0, Invalid semaphore handle : 00000000

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

debug show tech-support

debug show tech-support

15

1.01.01

# debug show tech-support

ApresiaNP2000-24T4X Gigabit Ethernet Switch
Technical Support Information

HHHH
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Firmware: Build 1.01.01

#
#  Copyright(C) 2016 APRESIA Systems, Ltd. All rights reserved.
+H

*hKkk

*hK*k

EaRaT T

Basic System Information

[SYS 2016-6-30 09:39:37]

Boot Time
RTC Time

Boot PROM Version
Firmware Version
Hardware Version

Serial number
MAC Address

MAC Address Number

27 Jun 2016 10:01:29
2016/06/30 00:39:37
Build 1.00.00

Build 1.01.01

A

202410000029
00-40-66-AF-F0-48

29

[STACKING 2016-6-30 09:39:37]
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

EaRaT T

debug show cpu utilization

CPU CPU
debug show cpu utilization
15
1.01.01
CPU
# debug show cpu utilization
@O @ ©)
Five seconds - One minute - 5% Five minutes - 5 %
(O o) ®) ©;
Process Name 5Sec IMin 5Min
0S UTIL 95 % 95 % 95 %
bcmCNTR.O 0% 0 % 0%
NICRX 0% 0% 0%
bcmL2X.0 0 % 0% 0%
GBIC_Pooling 0% 0% 0%
HISR1 0% 0 % 0%
socdmadesc.0 0% 0% 0%
SYS Ctr 0% 0% 0%
bcmLINK.O 0% 0% 0%
MAUMIB_TASK 0% 0% 0%
FAN_Polling 0 % 0 % 0 %
8021xctrl 0 % 0% 0%
radius_reader 0 % 0% 0 %
ALARM_TASK 0 % 0 % 0%
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CNT_TASK 0 % 0 % 0 %
cpuprotect 0% 0% 0%
CLI 0% 0% 0 %
bcmRX 0 % 0 % 0 %
IP-Msg 0 % 0 % 0 %
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
() |5 CPU

2 |1 CPU

3) |5 CPU

*)

(B) |5 CPU

®) |1 CPU

(7 |5 CPU

debug show cpu port

CPU L2 L3
debug show cpu port [12 | I3 [unicast | multicast] | protocol
NAME]
12 ( ) L2
13 ( ) L3
unicast ( ) L3 L3
multicast ( ) L3
protocol NVAME ( )
15
CPU L2 L3
1.01.01
CPU L2 L3

# debug show cpu port

Type PPS Total Drop

LACP 0 0 0

802.1X 0 0 0
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Stacking
STP
CFM
LLDP
CTP
DHCPv6
ERPS
OAM
ARP
ICMP
NDP
ICMPV6
SNTP
TFTP
Telnet

eNoNojooloNoNoojoNooNoNeNe]

OO0 O0OO0OO0OWOOOOOOO0OOo

[eNoNoNoNolojcfolocfoloNoNoNoNe)

# debug show cpu port 12

Type PPS

Total

Drop

LACP
802.1X
Stacking
STP

CFM

LLDP

CTP

ERPS
OAM

[cNoNoNoNoloNoNoNel

[eNoloNololoNoNeNe)

[eNoNoNoNoNoNeoNeNal

debug clear cpu port

CPU

L2 L3

debug clear cpu port

15

1.01.01

# debug clear cpu port
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10.2

(cLD)

errdisable recovery errdisable recovery cause {all | storm-control | loop-
detection} [interval SECONDS]

no errdisable recovery cause {all | storm-control | loop-
detection} [interval]

show errdisable recovery | show errdisable recovery

errdisable recovery

no

errdisable recovery cause {all | storm-control | loop-detection}
[interval SECONDS]

no errdisable recovery cause {all | storm-control | loop-
detection} [interval]

all

storm-control err-
disable

loop-detection err-disable
interval SECONDS ( )

5 86400
300

12

err-disable
err-disable

1.01.01
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err-disable

200

# configure terminal

(config)#

(config)# errdisable recovery cause storm-control interval 200

show errdisable recovery

show errdisable recovery

1.01.01

# show errdisable recovery

@ @ ©)
ErrDisable Cause State Interval
Storm Control disabled 300 seconds
Loop Detection disabled 300 seconds

Interfaces that will be recovered at the next timeout:

@

(&)

®

10.3

(cLD)

memory-error auto-
recovery notify disable

memory-error auto-recovery notify disable
no memory-error auto-recovery notify disable

memory-error fault-action | memory-error fault-action shutdown-all

shutdown-all

no memory-error fault-action shutdown-all
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clear memory-error clear memory-error

memory-error auto-recovery notify disable

no memory-error auto-recovery notify disable

memory-error auto-recovery notify disable
no memory-error auto-recovery notify disable

15

1.01.01

# configure terminal
(config)# memory-error auto-recovery notify disable
(config)#

memory-error fault-action shutdown-all

SW-LSI

memory-error fault-action shutdown-all

no

memory-error fault-action shutdown-all
no memory-error fault-action shutdown-all

15

memory-error fault-action shutdown-all
SW-LSI

clear memory-error
no memory-error fault-action shutdown-all

673/688




10

memory-error fault-action shutdown-all

1.01.01

SW-LSI

# configure terminal

(config)# memory-error fault-action shutdown-all
(config)#

clear memory-error

clear memory-error

15

SW-LSI

1.01.01
| # clear memory-error

(CLD)
clear logging clear logging
logging on logging on
no logging on

logging buffered logging buffered [severity {SEVERITY-LEVEL | SEVERITY-NAME}]

[discriminator NAME] [write-delay {SECONDS | infinite}]
no logging buffered
default logging buffered

logging console logging console [severity {SEVERITY-LEVEL | SEVERITY-NAME}]
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[discriminator NAME]
no logging console

logging discriminator

logging discriminator NAME [facility {drops STRING | includes
STRING}] [severity {drops SEVERITY-LIST | includes SEVERITY-
LIST}]

no logging discriminator NAME

logging server

logging server {IP-ADDRESS | IPV6-ADDRESS} [severity
{SEVERITY-LEVEL | SEVERITY-NAME}] [facility {FACILITY-NUM |
FACILITY-NAME}] [discriminator NAME] [port UDP-PORT]

no logging server {IP-ADDRESS | IPV6-ADDRESS}

logging source-interface

logging source-interface INTERFACE-ID
no logging source-interface

show logging

show logging [all | [REF-SEQ] [+ NN | - NNJ]

show attack-logging

show attack-logging unit UNIT-ID [index INDEX]

clear attack-logging

clear attack-logging {unit UNIT-ID | all}

clear logging

clear logging

12
1.01.01
# clear logging
Clear logging? (y/n) [n] y
logging on
no logging on
logging on

no logging on
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logging on

12

syslog

logging buffered logging server
logging

logging on
logging on logging buffered

10,000

Syslog System
warm start Syslog

1.01.01

# configure terminal

(config)# logging on

WARNING: The command takes effect and the logging buffered is enabled at the same time.
(confFiQ)#

logging buffered

no
default logging buffered

logging buffered [severity {SEVERITY-LEVEL | SEVERITY-NAME}]
[discriminator VAME] [write-delay {SECONDS | infinite}]
default logging buffered

no logging buffered

severity ( )

SEVERITY-LEVEL
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logging buffered

(informational (6) )
SEVERITY-NAME

* emergencies

» alerts

e critical

e errors

* warnings

e notifications

¢ informational

 debugging
discriminator NVAVE (

discriminator
write-delay ( )
SECONDS )
infinite
(informational (6) )
300
12
RAM RAM

» emergencies (0) -
e alerts (1) -
e critical 2) -

RAM
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logging buffered

* errors (3) -

e warnings (4) -

« notifications (5) -
e informational (6) -
« debugging (7) -

1.01.01

errors

# configure terminal
(config)# logging buffered severity errors
(confiQ)#

logging console

no logging console

logging console [severity {SEVERITY-LEVEL | SEVERITY-NAWE}]
[discriminator NANME]
no logging console

SEVERITY-LEVEL ( )

(warning (4) )
SEVERITY-NAME ( )

« emergencies
e alerts
e critical
e errors
e warnings
« notifications
e informational
< debugging
discriminator NVAVE ( )
discriminator
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logging console

12

« emergencies (0) -

o alerts (1) -

e critical () -

* errors (3) -

e warnings (4) -

e notifications (5) -
e informational (6) -
« debugging (7) -

1.01.01

errors

# configure terminal
(config)# logging console severity errors
(confiQ)#

logging discriminator

SYSLOG
discriminator

logging discriminator VAME [facility {drops S7RING | includes
STRING}Y] [severity {drops SEVERITY-LIST | includes SEVERITY-LIST}]
no logging discriminator NVAVE

NANE
facility ( )

STRING
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logging discriminator

1
drops
includes
severity ( )
SEVERITY-LIST

12
logging

buffered logging server

1.01.01

buffer-filter

# configure terminal

(config)# logging discriminator buffer-filter facility includes STP severity includes

1-4,6
(config)#

logging server

SYSLOG
SYSLOG no

logging server {/P-ADDRESS | IPV6-ADDRESS} [severity {SEVERITY-
LEVEL | SEVERITY-NAMEY}] [Facility {FACILITY-NUM | FACILITY-NAME}]
[discriminator NVAME] [port UDP-PORT]

no logging server {/P-ADDRESS | IPV6-ADDRESS}

1P-ADDRESS  SYSLOG 1P
IPV6-ADDRESS  SYSLOG 1Pv6

SEVERITY-LEVEL ( )
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logging server

(warning (4) )
SEVERITY-NAME ( )

* emergencies
e alerts
e critical
e errors
e warnings
« notifications
¢ informational
« debugging
facility
FACILITY-NUM ( ) 0 23 10
23
(Local7)
FACILITY-NAME ( )
facility local7 (23)

discriminator NVAME ( )  SYSLOG
discriminator

port UDP-PORT ( )  SYSLOG UbP
514 (IANA
) 1024 65535
514

12

facility facility

* kern (0) -

e user (1) -

e mail (2) -

» daemon (3) -

e authl (4) - /
» syslog (5) - SYSLOG

e Ipr (6) -

* news (7) -

e uucp (8) - Uucp

e clockl (9) -
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logging server

e auth2 (10) - /
o ftp (11) - FTP
e ntp (12) - NTP
e logaudit (13) -
e logalert (14) -
e clock2 (15) - 2
e local0 (16) - 0 (local0)
e locall (17) - 1 (locall)
e local2 (18) - 2 (local2)
e local3 (19) - 3 (local3)
e local4 (20) - 4 (local4)
e local5 (21) - 5 (local5)
e local6 (22) - 6 (local6)
e local7 (23) - 7 (local7)
SYSLOG 4
1.01.01

warnings 20.3.3.3
# configure terminal
(config)# logging server 20.3.3.3 severity warnings
(confFiQ)#
logging source-interface
SYSLOG IP
no
logging source-interface
logging source-interface /NTERFACE-ID
no logging source-interface
INTERFACE-1D  SYSLOG IP
ID
e vlan VLAN
o mgmt
1P
12
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logging source-interface

1.01.01

SYSLOG VLAN 100

# configure terminal
(config)# logging source-interface vlan 100
(config)#

show logging

show logging [all | [REF-SEQ] [+ WV | - AM]
all ( )
REF-SEQ ( )
1 +
+ MV ( ) REF-SEQ
+

- M ( ) REF-SEQ

1

1
100000

1

1.01.01
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200

# show logging

Total number of buffered messages:6 ...(01)

@
#6 2016-03-03 14:49:36 INFO(6) "'exit'" executed by 15 from Console
#5 2016-03-03 14:49:35 INFO(6) '‘configure terminal' executed by 15 from Con
sole
H4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1
5)
#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)
#2 2016-03-03 14:49:27 INFO(6) "logout' executed by 15 from Console
#1 2016-03-03 14:49:22 INFO(6) "‘clear logging' executed by 15 from Console
@
@
REF-SEQ

# show logging 3

Total number of buffered messages:7 ...(0)

@)
#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)
#4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1
5)
#5 2016-03-03 14:49:35 INFO(6) "‘configure terminal' executed by 15 from Con
sole
H6 2016-03-03 14:49:36 INFO(6) "‘exit’” executed by 15 from Console
Hi 2016-03-03 14:49:40 INFO(6) "‘show logging” executed by 15 from Console
@
@
REF-SEQ + NN
2 4
2 5

# show logging 2 + 4

Total number of buffered messages:8 ...(1)

@
#2
#3
#4
5)
#5
sole

2016-03-03 14:49:27
2016-03-03 14:49:27
2016-03-03 14:49:29

2016-03-03 14:49:35

INFO(6) "logout'” executed by 15 from Console
INFO(6) Logout through Console (Username: 15)
INFO(6) Successful login through Console (Username: 1

INFO(6) "“configure terminal’ executed by 15 from Con
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@

(&)

REF-SEQ - NN

# show logging 4 - 3

Total number of buffered messages:9 ...(0)
@
#4
5)

#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)
#2 2016-03-03 14:49:27 INFO(6) "logout’” executed by 15 from Console

2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1

@
@
show attack-logging
show attack-logging unit UNVIT-1D [index /NDEX]
UNIT-1D
index JVDEX ( )
1
1

1.01.01

# show attack-logging unit 1 index 1

Attack log messages (total number:0)
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clear attack-logging

clear attack-logging {unit WIT7-10 | all}

UNIT-1D
all

12

1.01.01

| # clear attack-logging all
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11

11.1

PC

RAM

2.UserName ap_recovery Enter
3.

Ethernet Switch ApresiaNP2000-24T4X
Firmware: Build 1.01.01

UserName:ap_recovery

System will be reset, save and reboot!

Load Factory Default Configuration... Done.
Saving all configurations to NV-RAM... Done.
Please wait, the switch is rebooting...

. CLI

CLI

enable password
CLI
. enable
Password ap_recovery Enter

687/688
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Ethernet Switch ApresiaNP2000-24T4X
Firmware: Build 1.01.01

>enable
Password:ap_recovery

System will be reset, save and reboot!
Saving configurations and logs to NV-RAM. .. ... Done.
Please wait, the switch is rebooting...

. CLI

CLI

« clear logging

clear attack-logging all
debug clear error-log

e /C:/system/
» show boot

688/688

startup-config
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