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(8) emergencies |0 EMER(0) | ¥ RTFTLANFRERELGREICHE >l & ZRT,

alerts 1 ALER(1) | YRTLAZEERT BIeHICILEBICUBZIET HE
DHDEENFEELIZCEERT,

critical 2 CRIT(2) | YT A AINBARY MHRELIZCEERY,
errors 3 ERRO(3) | TZ—ANRY MO RELIEZEERT,
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2 74 ILF UV TR facility %

2 71 )ILF )V IJRAD facility £

logging discriminator IV Y REFRAT2E. OF VITDIRTLXYE—I%ZTAIIY UV ITT
BT ENTEFXT, logging discriminator Y Y ROFMICDOVWTIFANY RUT 7 LY XZSRL

TLrEEW,

logging discriminator ¥ > R® facility /NS X —% —THEET B facility &&. D facility 4l
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"ﬁMMy%€EELT74w9Uy7?ét\EEbthdMy%EﬁﬁUBﬂt?
NCDYAT LRy E=INT A IVFV Y ITENBDETEFRLTIEE L,

facility %
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o 4.4 PR —/\—TCOFIELK
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«4.11 AND FREE CDFREER K
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DOT1X

X|EEE 802.1X EHEE D5
« 4.1 AccessDefender @57‘4 2535
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2 74 ILF UV TR facility %

facility %

HAWTWBRIYRTAXYE—Y

« 9.8 BRIBEHRD 7 v TO— KKK

«9.9 0707w FO— R

«9.10 0707y FO— R&K

+9.11 AccessDefender BB&E 7 7 1 )LD T~ A— REIH
«9.12 771D TV O— REK

CFM

« T7CFM, EpOY
« 8 CFM Extension; EnDOY

CLI

« M0 Console; EnOY
+31.2SSH OJ4 VEIh
*31.4SSHOJ 79~
*31.5SSHEYv>Y 31 L7 DN
« 36 Telnet; EnOY

« OV Y ROF Y JH#EE (command logging enable) M EXMABZED IV Y

RETET

MGMTPORT
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« M2 DHCPv4 Relay, B0
« T3 DHCPv4 Server; EOY
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« 5 DHCPv6 Server; E@pOY
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«35.13 Y RFT LAIRREBIEE
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LAC

« 20 LACP; EBDOY
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« 22 LLDP; EBDOY
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- 123 )L—"&x, EoOY

MEAR

« RAXEV-IS—BEFHEHR E0OY

POE

- 26 PoE; EDOY

PD_Monitoring

- R7PDEZFUVY, BEOOY
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« 128 Port; EpAY

©32.7 RIVIR—bDIVOTY T

*328 RYYVIIR—ELDUVIT TV

*329 RYYVIR—ED T VI—/\—DEA
*32.10 R Y IR—bD SV —/)\—DikE

SNMP - 30 SNMP;, EpOY
SSH «31.1 SSH U —/\—DER/ E3h
*31.3SSHOJ1 vk
STACKING - B2R% vy EOOY %RY v 7iR— EEDOVRS
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2 74 ILF UV TR facility %

facility % METVWTWBRYRATLAXYE—Y

STORM_CTRL « 33 Storm Control; OV

STP e B34 ZXZv vy —=OK3)Ly E0QY

ULD - 38 8AMYYUi&E (ULD)y EOOY

VOICE_VLAN « 39 Voice VLAN; EnQOY

SAFEGUARD o 41 YRFLAXEY—FERAXER, E0AY

SYS 4.1 AccessDefender DAJ 1 VTN (DHCP AX—E>V T DiHE

* 4.3 AccessDefender DAY 1 VKRB (DHCP AX—E>V T DiFE
+ 4.5 AccessDefender DAY 7 & (DHCP AX—EV I DHE
« 4.7 DHCP AX—EVIIHEE—RBBYVDEI Y 1Y —DFHA
48 DHCP AX—EVIHEE— RODETE

+ 4.9 DHCP AX—EY YT MAC SRt E— RDER /EW

« T5ARP; EDOY
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- 42 CPU (EFXER, E0OY
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3 AAA

3 AAA

3.1 AAA BEBEDB ) /&R

Log AAA is enabled
AAA is disabled

Trap L

EEE Informational (6)

5t AAAEBED V7 O—/VLRENER. IFEMCEBSNLIEZEZTRLET,
Parameter | 7L

Version 1.01.01

Xt E
02 &kmnp)

INFO(6) AAA is enabled
INFO(6) AAA is disabled

3.2 AJ1 VikIh (AAA B8E)

Log Successful login through <exec-type> from <client-ip> authenticated by AAA
<aaa-method> <server-ip> (Username: <user-name>)
Trap TL
BEEE Informational (6)
B AAA BEREN B EEBADOJ A VICHINLIcC & ZRLET,
Parameter | <exec-type>: 2w < 3 V&Rl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDI514 7V D IP 7KL X
<aaa-method> : 25EA7% (local, server, none)
<server-ip>: AAAHY—/X\—D IP 7 KL X
<user-name>: 1—HY—&Z XOJA VRKIC I —-RZANTDILEDLZEWVRE/N
& —> DiFE(E Anonymous KRR
Version 1.01.01
X RE
mloE N

INFO(6) Successful login through Console authenticated by AAA none (Username: Anonymous)
INFO(6) Successful login through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username: example)
INFO(6) Successful login through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

3.3 A1 V4B (AAA BEEE)

Log Login failed through <exec-type> from <client-ip> authenticated by AAA <aaa-
method> <server-ip> (Username: <user-name>)

Trap TL

EEE Warning (4)

B AAA BEEN B EEBADOJ M VKB LI EZRLET,
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3 AAA

Parameter | <exec-type>: 2w < 3 V&Rl (Console, SSH, Telnet)

<client-ip>: SSH, Telnet v >3 >0 IS4 7V D IP 7KL X
<aaa-method> : F23E777% (local, server)
<server-ip>: AAAY—/X\—D IP 7L X
<user-name>: 1—H—& XOJA VRKIC I —-RZANTDIRLEDLZEWVRE/N
& —2 DiHE(F Anonymous &R

Version 1.01.01

PSR FEEAE. A—Y =%, IXRAT—RAELUVWMERL T EE L,
WEEAEND local DI/BE. O—HAIDT —IR—=—RCHIFDI-—TF—ERNELVHE
LTS W,
A ED server DIBE. AA A —N\—DI1—HY—FE&HKIT 7T ILHAELKEREINT
WD AL TLIEE W,

O RRHA

WARN (4) Login failed through Console authenticated by AAA local (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

3.4 AAA B —/\—

YALLTIMCKBZOT1VRK

Log Login failed through <exec-type> from <client-ip> due to AAA server <server-
ip>timeout (Username: <user-name>)
Trap A
EEE Warning (4)
A AAA BEENBERBANDOT A VKIS, AAAY—/I—DF1 LTI Kb OJA
VICKBUIECEZERLE T,
Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDI5147V D IP 7KL X
<server-ip>: AAAS—/\—D IP 7KL X
<user-name>: 1—HY—&Z XOJAVKICI— Y —RZANT DIREDLEWVERE/N
& —> DiFE(E Anonymous KRR
Version 1.01.01
X$ht AAA T —/IN\=HIEEL<LEFRENTLDN ELSEELTVWDHERL TS L,
O RRA

WARN (4) Login failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)

3.5 HERITE— FEB DTS

Log Successful enable privilege through <exec-type> from <client-ip> authenticated
by AAA <aaa-method> <server-ip> (Username: <user-name>)
Trap AN
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BEE Informational (6)
Bz AAA BEENBWIERE T, FHEETE— RDBBNRN LI EZRULET,
Parameter | <exec-type>: v < 3 &l (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDI5147V D IP 7KL X
<aaa-method> : 25EA7% (local, server, none)
<server-ip>: AAAH—/X\—D IP 7KL X
<user-name>: 1—H—& XOJA VRKIC I —-RZANTDILEDLZEWVERE/N
& —> DiFE(E Anonymous R
Version 1.01.01
XTIt RE
a7 &R=A
INFO(6) Successful enable privilege through Console authenticated by AAA local (Username: example)
INFO(6) Successful enable privilege through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:
example)
INFO(6) Successful enable privilege through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

3.6 FHERITE— FEBDKRK

Log Enable privilege failed through <exec-type> from <client-ip> authenticated by
AAA <aaa-method> <server-ip> (Username: <user-name>)

Trap TL

EEE Warning (4)

Bz AAA BEENBWIEERE T, FHEETE— RDBBNAKM LI EZRULET,

Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vD IS4 7V D IP 7KL X
<aaa-method> : 854 7% (local, server)
<server-ip>: AAAY—/X\—D IP 7 RL X
<user-name>: 1—H—&Z XOJA VRKIC I —-RZANTDIRLEDLZWVERE/N
& —2 DiHE(F Anonymous &R

Version 1.01.01

XIS FEEAE. enable /KRT—RAELUWHHERL TS L,
EEAED local DIZAE. enable /XA T — REREAIE UWARERL TS LY,
TEAEAED server DIFE. AA A —N—DI1—HY—F&HKI 71 ILHAELKEREINT
WaMERL TS IEE W,

O RRHA

WARN (4) Enable privilege failed through Console authenticated by AAA local (Username: example)
WARN (4) Enable privilege failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)
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3 AAA

3.7 AAA B —)\—=5 1 LT I FMC K BFERITE— FEBD KK

Log Enable privilege failed through <exec-type> from <client-ip> due to AAA server
<server-ip>timeout (Username: <user-name>)
Trap VAa )
EEE Warning (4)
St AAA BEENBEMREEB T, AAA Y —N—DF 1 L7 I ML DFIERTE— RADE
BHARB LI EZRLET,
Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDI3147>V D IP 7 KL X
<server-ip>: AA AT —/X\—D IP 7KL X
<user-name>: 1—HY—& XOJA VKICI—Y—ZZANT DDEDLEVNRE/N
& —> DiFE(E Anonymous KRR
Version 1.01.01
XIS AAA B —N—HAELLEHREINTNDH., ELEHLTVDIIERLTIZEL,
02 &kmnp)

WARN (4) Enable privilege failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Enable privilege failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Enable privilege failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username:

example)
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4 AccessDefender

4 AccessDefender

4.1 AccessDefender @O 1 > ETh

Log A-Def : <auth-type>: login succeeded : uid=<user-name> mac=<mac-address>
ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-vlan-id>
class=<class-id>

Trap TL

B Notification (5)

BiLE! RELHAN O VICHh LIcC &ZRLET,

Parameter | <auth-type> : FRiE7%E (mac, web, dot1x, gateway, static, dhcpsnooping)
uid=<user-name> : 1—H—% *dhcpsnooping DIFE(FFERT
mac=<mac-address> : F&EimAD MAC 77 RL X ¥gateway DIFE(FIERT
ip=<ip-address> : FRaEHAD IP 77 R L X ¥mac, dot1x, static DIZEIFIERT
<interface-id> : FRFFIHARD 1 V¥ —T = —R ID (il : port 1/0/1, port-channel 1)
vid=<vlan-id> : FBEEHAD VLAN ID. ¥+ = v VLAN ERK(ETTD VLAN ID
TN Xstatic DB EFIERR
new vid=<new-vlan-id>: ¥ 3Xv % VLAN ERKOFEIEHADH L L) VLAN ID
KR —BWICHICEID H TS VLAN ID BEFNLEVNEE(FIERT
class=<class-id> : FBEEHARD Y TR ID ¥M{RI—F—ERICH 5 X ID AAEFENLEWN
HaIIFERR

Version 1.01.01

XIS RE

mloE Nl

NOTI(5) A-Def: mac: login succeeded : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI(5) A-Def: web : login succeeded : uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3 vid=4000
new vid=10 class=1234

NOTI(5) A-Def: dot1x : login succeeded : uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI(5) A-Def: gateway : login succeeded : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10

NOTI(5) A-Def: static : login succeeded : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def: dhcpsnooping : login succeeded : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port 1/0/7 vid=10

FoaL B —/\—CDFBEERLTH

Log A-Def : <auth-method> <ip-address>: authentication succeeded : uid=<user-
name>

Trap VAa )

EEE Notification (5)

Bz FREICHI LIcC&ZRLEXT,

Parameter | <auth-method> : 85FA R (radius, local, force)

<ip-address>: RADIUS B —/\—®D IP 7 L X *local, force DB E(FFERT

<user-name> : 1—H'—%
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4 AccessDefender

Version 1.01.01

1.01.03 1 IP 7 L R&AGEMN
X I &
mEZE &N

NOTI(5) A-Def: local : authentication succeeded : uid=pc1
NOTI(5) A-Def: radius 10.1.2.3 : authentication succeeded : uid=pc1
NOTI(5) A-Def: force : authentication succeeded : uid=pc1

4.3 AccessDefender O 1 > &R

Log A-Def : <auth-type>: login failed (<reason>): uid=<user-name> mac=<mac-
address> ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-
vlan-id> class=<class-id>

Trap A

BEE Notification (5)

B WEALRARN O M VICKB L IcCeZRLE T,

Parameter | <auth-type> : %A% (mac, web, dot1x, gateway, dhcpsnooping)
<reason>: OJ4 VICKRMUIER

° auth fail. nlL:\nJ—.E‘k_giay L/Tk..

« dynamic port-base : AccessDefender @ VLAN E£— KA dynamic port-base
E—RICRESNTVT, 2 BBEUEORELRARN dynamic port-base E— K
([CKDHIRFHICY Y F LT

ttE<TTL> : TTL T 1 LY —HEEEIC K DHIRS N

« max per device : ZFEBDRAZEmA L Z B8

» max per interface : 1 V% —7 £ — XADRAFFEHA I Z i@

« dynamic vlan hash collision : SW-LSI MAC XR—Z®D VLAN T—7)LT/\v
2 ahMEZEL. BHR VLAN OEID Y TICERB UL

« auth fail due to the previous authentication not passed : AND FREEICH W
T. BIERDFVEETECTRREEICKRB L T D15

uid=<user-name>: 1—H—% ¥dhcpsnooping DBFEIFIERR
mac=<mac-address> : FBaEmAD MAC 77 KL X Xgateway DIHEIFIERT
ip=<ip-address> : FBFEmAD IP 7 KL X ¥mac, dot1x DHZ&EFIRT
<interface-id> : FBaEiwmAD > ¥—T T —X ID (ffl : port 1/0/1, port-channel 1)
vid=<vlan-id> : F5EHAD VLAN ID. ¥+ =v o VLAN ERK(ETTD VLAN ID
EIRIN
new vid= <new vlan-id>: ¥4+ X v o VLAN ERFOFEERARDH L L VLAN ID
MR- —1BRICHZICEID LTS VLAN ID AEFNHEWVEE(FIERT
class=<class-id> : FBEEHARD Y TR ID ¥M{NRKRI—F—ERICH 5 X ID AAEFENLEWN
HE(IFERR

Version 1.01.01

X RE
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4 AccessDefender

02 &bl

NOTI(5) A-Def: mac: login failed (auth fail): uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10
NOTI(5) A-Def: web : login failed (auth fail): uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3

vid=4000

NOTI(5) A-Def: dot1x : login failed (auth fail): uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10
NOTI(5) A-Def : gateway : login failed (auth fail): uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
NOTI(5) A-Def: dhcpsnooping : login failed (max per interface): mac=00-00-5E-00-53-22 ip=0.0.0.0 interface port 1/0/6

vid=10
4.4 FBEEY —/\— ORI LK
Log A-Def : <auth-method> <ip-address>: authentication failed : uid=<user-name>
Trap H U
EEE Notification (5)
B FEEICKRBM LI EZRLE T,
Parameter | <auth-method> : E2ZFA = (radius, local)
<ip-address>: RADIUS H—/\—0 IP 7 RL X ¥local DIFEIFIFERR
<user-name>: 1—H'—%
Version 1.01.01
1.01.03 1 IP 7 L R&AGEMN
POINg &
O &knpl
NOTI(5) A-Def: local : authentication failed : uid=pc1
NOTI(5) A-Def: radius 10.1.2.3 : authentication failed : uid=pc1

4.5 AccessDefender AT 7™ k

Log A-Def : <auth-type>: logout (<reason>) : uid=<user-name> mac=<mac-address>
ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-vlan-id>
class=<class-id> incoming interface <interface-id>

Trap TL

BEE Notification (5)

B WALIRANOI 7O B LIcCEZRLETD,

Parameter | <auth-type>: F8iE/5'% (mac, web, dot1x, gateway, static, dhcpsnooping)

<reason>: OJ7 7 NNEH
eweb : Web SREFO T4 UNR—ITATT7 I MRY VEET L
e link-down : RA VY —Tz—ANUVIF IV LI
caging : T—IYvJNOI 7 hERE (BEBBEDOFIDEAT 1 7Y SO EENIC
AJ7 70 ~32ETORME) NMEdEL

emaxtime : 1 A7 U NEE GREEEA IS4 7Y MABENICOI 7O T 2
FCTORME) M@ L7

clock : OJ7 0 MEERKIICAZ ST
« cli : access-defender logout AV¥Y RICKZO7 7T b
- config change : REZBICHSAT 7T b
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4 AccessDefender

- overwrite : REEFAIHAKRZEREDR— MMIER L. BRI LESSNLES

« logoff : 802X WEET. BTV HY hHHD EAPOL Logoff X vt —I%Z(E

- reauth failure : 802.1X FREAEDEHEFEEICKEL

« reauth failure supp-timeout : 802.1X FREEDBERIERFICH TU HY hH B D

ISENT A LT Db

« reauth vlan change : 802.1X FREED B IR (C VLAN A EE SN/

- reauth user name change : 802.1X REEDBRIAK(C I —Y —BNEES N

- reauth class change : 802.1X FRAEDBRARICT S X ID AEBES N

« port initialization : 802.1X n,bnftf 15 =7 1 —ARENTHA SN

erelease : DHCP AX—EVJ T, IP7RLANU U —-XENc

« expire : DHCP AX—EV I T, IP 7 FLRDY—XEABAE T L7

«ping : PINGOJ 7D bEREIC L DO 7T K
uid=<user-name> : 1—4 —% ¥dhcpsnooping DIFE(FIERT
mac=<mac-address> : FiEmAD MAC 7 RL X ¥gateway DFEIFIERR
ip=<ip-address> : FRaEImARD IP 77 K L X ¥mac, dot1x, static DIHFE(FIERTR
<interface-id> : FBEEHAD 1 >~ ¥—7 —X ID ( : port 1/0/1, port-channel 1)

vid=<vlan-id> : 885Fi%KD VLAN ID. ¥+ = v VLAN ERR(ETD VLAN ID
IR Xstatic DIHFEIFIERT

new vid=<new-vlan-id>: ¥4 += v VLAN ERROZEFHARDEFH L LY VLAN ID
HWRI—P—IBRICHZICEID YK TS VLAN ID A2 ENHZWVBSITIERT

class=<class-id> : FREFHARD Y SR |ID XW{RI—F—FRICTUV SR ID HAEENZWN
BEEIERR

incoming interface <interface-id> : FREEFAIRANREDR— MBI D &IC
K>TAIT7 IR UIIGED. Z0O%EXRDAVY—T—X D (6l : port 1/0/1,
port-channel 1) ¥<reason>7' overwrite DIHEDHFKRR

Version 1.01.01

1.01.03 : <reason>MDFER/F—> ( Tclocks ) B0
S E
029 &kmnp)

NOTI(5) A-Def: mac: logout (link-down) : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI(5) A-Def : web : logout (aging) : uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3 vid=4000 new
vid=10 class=1234

NOTI(5) A-Def: dot1x : logout (maxtime) : uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI(5) A-Def: gateway : logout (aging) : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10

NOTI(5) A-Def: static : logout (config change) : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def: dhcpsnooping : logout (release) : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port 1/0/7 vid=10

4.6 RADIUS Y —/I\—DF1 LTIk

Log A-Def : radius <ip-address>timeout : uid=<user-name>
Trap AN

EEE Warning (4)

Bz RADIUS H—/N\—NBIENEh >l & ZaRmLET,

23/138




4 AccessDefender

Parameter

<ip-address>: RADIUS —/\—D IP 7 RL X

<user-name>: 1—H'—%

Version 1.01.01
P RADIUS H—/\—& DBERREZHEZL TEEL,
mEE TN

WARN (4) A-Def: radius 10.1.2.3 timeout : uid=pc1

4.7 DHCP AX—EVJBEFE— FEEBTIDBZX Y 1Y —DFERA

Log A-Def : dhcpsnooping : Mode-Timer started

Trap VAe )

EEE Informational (6)

Bz DHCP AX—EVJDEMEE— REBTIDEZ YAV —HRESN. MASNICE

ZmRULET,

Parameter | 7L

Version 1.01.03

XSG &
mErE N

INFO(6) A-Def: dhcpsnooping : Mode-Timer started

4.8 DHCP AX—EVIJE{EE—RDER

Log A-Def : dhcpsnooping : mode changed to <status><method>
Trap TL

BT Informational (6)

B! DHCP AX—EVIDEMEE— RO B D> 1cC&ZRULET,
Parameter | <status>:DHCP XX —tE'>JDEMEE— R (PERMIT, DENY)

<method> : BIfEE— RDYIDEZ A% (automatically, manually)

Version 1.01.03

Xy &
mloE N

INFO(6) A-Def: dhcpsnooping : mode changed to DENY automatically

INFO(6) A-Def: dhcpsnooping : mode changed to DENY manually

INFO(6) A-Def: dhcpsnooping : mode changed to PERMIT manually

4.9 DHCP AX—FE> 4 MAC BEFE— ROEX/EM

Log A-Def : dhcpsnooping : mode changed to mac-authentication mode enable
A-Def : dhcpsnooping : mode changed to mac-authentication mode disable

Trap TL

BEE Informational (6)

A dhcp-snooping mode mac-authentication A¥ > R T, DHCP AX—E>J®D
MAC BEEE— ROEM. RFEDCEESNICEZRLET,
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4 AccessDefender

Parameter | ZL L

Version 1.01.03

ST RE

mEZE VNl

INFO(6) A-Def:dhcpsnooping : mode changed to mac-authentication mode enable

INFO(6) A-Def:dhcpsnooping: mode changed to mac-authentication mode disable

410 Web —/\—DF7o&xX07

Log A-Def : <ip-address>(<user-agent>) <http-method> <URL>

Trap A

BEEE Informational (6)

Btz Web FBEEF®D Web ¥ —/\—& /(3 HTTP/HTTPS 7OF*> UL LI hDT7 IR

NHofcl&ZamLET, CDAYIE. web-authentication logging web-access on
ONY RTZ 72RO EMICE > TVWBDHEDHEHNENET,

Parameter | <ip-address> : i#R®D IP 77 KL X

<user-agent>: iR HHD HTTP/HTTPS Xy bDI—H—I—I Vb
<http-method> : RN SD HTTP/HTTPS /X DXV w K (GET, POST)
<URL> : ImRHA 5D HTTP/HTTPS /X w bD URL 1B

Version 1.01.03

ST RE

mEZE VNl

INFO(6) A-Def:10.249.94.100(Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/99.0.4844.84 Safari/537.36) POST http://10.249.94.100/cgi-bin/adeflogin.cgi

4.11 AND FREETDBIERK

Log A-Def : previous authentication not finished : uid=<user-name>

Trap L

EEE Notification (5)

Bz AND FEECHEWNWT, BEEELDIEFR TRIANTHON T, REEICEKB LI EZTRL
=S I

Parameter | <user-name> : AN OT 0 VI BRICERLI-1I - —%

Version 1.02.01

BH. 1.03.01 UETEAROJEEASNTS. OJ1VKBAOTH Tauth fail due to
the previous authentication not passed; B THAEINET,

ST RE

mEZE VNl

NOTI(5) A-Def: previous authentication not finished : uid=pc1

4.12 SARFBAEIm AR DB
‘ Log | A-Def : authentication is not permitted (<reason>): mac=<mac-address> ip=<ip-
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4 AccessDefender

address> interface <interface-id> vid=<vlan-id>

Trap TL
BEEE Notification (5)
B RFBEERAREITE L TCRRET, ILVWRREEmRZRB Ll & Z2RL KT,
Parameter | <reason> : FEEAFF RIS NG H D /I
+ max per device : FEDRAFEEmA ZiBi1E
« max per interface : 1 V% —7 = — ADRKFILH R Z B8
mac=<mac-address> : FiEiHAD MAC 7 RL X %47 — b 1 BADHEFIERR
ip=<ip-address> : FEEHAD IP 77 KL X ¥MAC FBiE. Web FBEE. |EEE 802.1X &
SEDZBEFIERR. U — D M RADHBEICEKR
<interface-id> : FEimADA > ¥ —T = —2X ID (ffl : port 1/0/1, port-channel 1)
<vlan-id> : F&EwRARD VLAN ID
Version 1.03.01
K RE
mEoE N/l

NOTI(5) A-Def: authentication is not permitted (max per interface): mac=00-00-5E-00-53-33 interface port 1/0/1 vid=10
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5 ARP

5.1 IP 7 FL AE®RA

Log Conflict IP was detected with this device (IP: <ip-address>, MAC: <mac-
address>, Port<port>, Interface: <if-name>)

Trap L

BEE Warning (4)

StEA RAKEBEEEIDIPVRLANMSDARPUI I AN ERELIECEERLET,
AOJEHEALTHS 1 9HEIF. BEZOEEIPZRLANSD ARP UV TR %=
SZELTEOJEHEAEINEBA, 1 MRERICZREITDEEBEOINEAEINET,
ZFDlzH, EEIP 7 RLANSD ARPUIVIR M ZEREUKEITTLWDIRATIE. &0
F1HlElCHBASINET,

Parameter | <ip-address>: ARBECE®I D IP 7KL X
<mac-address> : REBE IP 7 RLANEETDEBED MAC 7 RL X
<port>: EEZRAMULICR— hEFES %1.04.01 LIETIE, YR—IAY hR— T
MU 7% A Port<port> DO D (C mgmt_port &F&RR
<if-name>: EEERAMULIC IP1 VY —TJ 2 —ADEARE] %1.04.01 UETIEZ. ¥%—
I XY MR— b TRA L72BE(E mgmt_ipif &FRR

Version 1.01.01

X IP 7 RLADEERIKARZEEL TS,

mEZE G

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, Port1/0/1, Interface:

vlan10)

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, mgmt_port, Interface:

mgmt_ipif)
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6 7— hER

67—

MEE&k

6.1 75AR)—T—hAX—IT 71 )L TiEH

Log Booted from primary firmware <URL>

Trap VAe )

BEE Notification (5)

B2 To2AR)—T =M XA—ITEENRE LI EERLET, SD H—RT—KTi2
g L7cHBA(E. <URL>IZ /d:/apresia-software.had & RRENET,

Parameter | <URL>: 754 YY—T—hAX=IT71)LDIKX

Version 1.01.01

it i &

02 &kmnp)

NOTI(5) Booted from primary firmware /c:/AEOS-NPXXXX_RXXXXX.had

NOTI(5) Booted from primary firmware /d:/apresia-software.had

6.2 EHVF )—T—hAX—IT71)LTiEH

Log Booted from secondary firmware <URL>

Trap VAl

EEE Warning (4)

Bk 2 tHYF )T - XA—=ITEBNEE LI EZRUET,
Parameter | <URL>: €AV IYU—-T—hAX=IT71)LDIKX

Version 1.01.01

it &
mE7E Nl

WARN (4) Booted from secondary firmware /c:/AEOS-NPXXXX_RXXXXX.had

6.3 ZDMHMDT — M AXA—I T 71 )L TiEEl

Log Booted from firmware <URL>
Trap VAe )
EEE Warning (4)
B! T53ARV—=T = X=I, BXOECHVFI—T = A=IHQERTEIT. ZOD
DT — A X=IT 71 HFRHAFENTEENRB L EZRULET,

Parameter | <URL>: 7 — A X—=IT71)LD/LR
Version 1.01.01
XS &
mE7E N/l

WARN (4) Booted from firmware /c:/AEOS-NPXXXX_RXXXXX.had

6.4 751X Y —BRIFHRT 7 1)L TEE

Log

Booted with primary configuration <URL>

28/138




6 7— hER

Trap TU

BEE Notification (5)

B T4V —BRIBERCEENEEH LI EERLET, SD A—RT—-hTRRELi
BE(F. <URL>IZ /d:/apresia-startup-config.txt ERRSNEKT,

Parameter | <URL>: 751 < U —ERIGEHRT 71 ILD/CR

Version 1.01.01

SR RE

AT &R~

NOTI(5) Booted with primary configuration /c:/primary.cfg
NOTI(5) Booted with primary configuration /d:/apresia-startup-config.txt

6.5 tHVY YU —BEEBEHRT 7 1)L CEEH

Log Booted with secondary configuration <URL>
Trap A
EEE Warning (4)
Bz ThY T —BEERCERENES LI EERULET,
Parameter | <URL>: €AV FY —BRIGHRT 7 1 ILDIKX
Version 1.01.01
Xt E
mEZE &N
WARN (4) Booted with secondary configuration /c:/secondary.cfg

6.6 ZDMODEBREBERT 7 1 )L TS

Log Booted with configuration <URL>

Trap H U

EEE Warning (4)

B T4 —EBRIER. BLXOCAVYU—BRERIMEFATEYD .. ZDMOERIER

T77 1D SEHARAENTERENRE L EZRUET,

Parameter | <URL> : BRIE=HR 7 71 ILD/VR

Version 1.01.01

Xt &
mEZE &N

WARN (4) Booted with configuration /c:/XXXXX.cfg

6.7 T 7 # ) MBRIEE TS

Log Booted with default configuration

Trap A

BEEE Alert (1)

B TSR —BHER. €HY YU —BRER BXOZOMOERERT 7 1 ILHE
FATEY. TIANPERETEENRBILILCEZRLETD, S, AOTAEAEN

29/138




6 7— hER

TT 7 A BRETEBNEE I DT, £2/R— b shutdown FRETEEIL XI5

Parameter | 7 L

Version 1.01.01

PSI RE

mEZE VNl

ALER(1) Booted with default configuration
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7 CFM

/ CFM

7.1 CFM 4] : Cross-connect CCM Received

Log CFM cross-connect. VLAN:<vlan-id>, Local(MD Level:<md-level>,
Interface:<interface-id>, Direction:<mep-direction>) Remote (MEPID:<mep-id>,
MAC:<mac-address>)

Trap dotTagCfmFaultAlarm

EEE Critical (2)

B! JAOXIRT hMRAESNIcCEZERLETD,

Parameter | <vlan-id>: MEP @ VLAN ID
<md-level>: MEP ® MD LX)l
<interface-id>: MEP O >4 —7 1 —R&E=
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP ® MEPID. fEA' 0 DIFE(FFRBEL MEPID ZRKT %
<mac-address>: MEP @ MAC 77 RL X, BN RT 0 DIFEIFARIALZ MAC 7 kL
A ZEBH®T D

Version 1.01.01

XIS CFM #peZ R EL TLDIR— hDER. PLUARBEEBMERBOREZMERL T
20,

a7 &R=A

CRIT(2) CFM cross-connect. VLAN:10, Local(MD Level:5, Interface:Port1/0/1, Direction:outward) Remote (MEPID:1,
MAC:00-40-66-A8-CC-54)

7.2 CFM #4% : Error CCM Received

Log CFM error ccm. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Remote (MEPID:<mep-id>, MAC:<mac-address>)

Trap dotTagCfmFaultAlarm

EEE Warning (4)

B IT5—0DCFM CCM /Ty hgRFIESNcCEZRLE D,

Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&H=
<mep-direction>: MEP DEEZ M. inward &7z(3 outward &R
<mep-id>: MEP ® MEPID. fEA' 0 DiFEIFFEA%L MEPID ZEKT %
<mac-address>: MEP ® MAC 77 RL X, fEA'TRT 0 DIHFE(FAREAL MACT KL
AZEBHRT D

Version 1.01.01

X BEERED CFM BBEDRTE. BIUREBZHEZL TS,
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7 CFM

mErE S

WARN (4) CFM error ccm. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward) Remote (MEPID:1002,
MAC:FC-6D-D1-05-E9-B4)

7.3 CFM ¥4 : Some Remote MEP Down

Log CFM remote down. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Trap dotTagCfmFaultAlarm
EEE Warning (4)
B UE—KMEP®D CCM /Wy hZERETERBNWCEZRLET,
Parameter | <md-level>: MEP ® MD LX)l
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&H=
<mep-direction>: MEP DEEZ M. inward &7z(3 outward &R
Version 1.01.01
XIS BEERED CFM HEEDRTE. BIOREBZHERL TS,
O RRHA

WARN (4) CFM remote down. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)

7.4 CFM #&4% : Some Remote MEP MAC Status Error

Log CFM remote MAC error. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Trap dotTagCfmFaultAlarm
EEE Warning (4)
B UE—HMEP TMACT7 FLRADIS —REBZERAMUIcCEZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1V % —TJ 1 —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
Version 1.01.01
XIS BEERED CFM HEEDRTE. BIOREBZHERL TS,
O RRHA

WARN (4) CFM remote MAC error. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)

7.5 CFM %41 : Some Remote MEP Defect Indication

Log CFM remote detects a defect. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)

Trap dotTagCfmFaultAlarm

BEEE Informational (6)
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7 CFM

UE—b MEP T CFM ORMfeZRAMLIcC &% RLET,

B!
Parameter | <md-level>: MEP ® MD L X)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V4% —TJ =t —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
Version 1.01.01
XA BEERED CFM BEEDRTE. BIUREBZHEZL TS,
O &knpl
INFO(6) CFM remote detects a defect. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)
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8 CFM Extension

8 CFM Extension

8.1 CFM #8ED AlS R4

Log AlS condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap TL
BEEE Notification (5)
B AlSIREMBRIIENIcCEZRLET,
Parameter | <md-level>: MEP ® MD LX)l
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&H=
<mep-direction>: MEP DECEZ A, inward K7z& outward R
<mep-id>: MEP ® MEPID
Version 1.01.01
XEI BHEREDRREBERERL TS,
O RRHA

NOTI(5) AlS condition detected. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)

8.2 CFM #8ED AlS fEER

Log AlS condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap TL
EEE Notification (5)
Bz AlIS RENMBHEESNIEZ EZRLE T,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1V % —TJ 1 —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP ® MEPID
Version 1.01.01
X3RS ~E
O RRA

NOTI(5) AlS condition cleared. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)

8.3 CFM #BED LCK #&RAI

Log LCK condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)

Trap A

EEE Notification (5)
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Lz LCKREMRA SN/ EZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&H=
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP @ MEPID
Version 1.01.01
XIS CFM #REZREL CVLWDIR— D, BLUARBEMERBEOREZMRAL T
ZEL
mEoE N

NOTI(5) LCK condition detected. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward, MEPID:1)

8.4 CFM #8ED LCK fEER

Log LCK condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)

Trap H U

EEE Notification (5)

B LCKREAEEEIN/IcCEZERLUED,

Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP O V45 —7 1 —R&HS
<mep-direction>: MEP DEEZ M. inward &7z(3 outward &R
<mep-id>: MEP ® MEPID

Version 1.01.01

XS &

02 &kmnp)

NOTI(5) LCK condition cleared. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)
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9 Configuration / Firmware

91 77 —LDxF7DF v TTL— R

Log

WERY Vv IKE
Firmware upgraded by <session> successfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

B X5y UK
Unit <unit-id>, Firmware upgraded by <session> successfully (Username: <user-

name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

AN

Informational (6)

B!

T77—LDT7HERBICTYTIL—RENicl&ZRLET,

Parameter

<unit-id>: IRy I X ID ¥ R¥ v U RKERRISIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet twv >3 >0 IS4 7V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rOMACT KL A XTS147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 Rk

<server-ip>: TFTP/FTP H—/\—=D IP 7 FL X
<filename>: =7 7 1)L

Version

1.01.01

XIS

I E

02 &bl

INFO(6) Firmware upgraded by console successfully (Username: example, Server 1P: 10.1.2.3, File Name: AEOS-
NPXXXX_RXXXXX.had)

INFO(6) Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

INFO(6) Firmware upgraded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

INFO(6) Unit 1, Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

9.2 77 —LD0xTFDT Y TTL—REK

Log W3EXSY Y OEE
Firmware upgraded by <session> unsuccessfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)
B XYy UK
Unit <unit-id>, Firmware upgraded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

Trap A
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EEE

Warning (4)

B!

T77—L0x7DT7yvTIL—RhRBLIECEZRULET,

Parameter

<unit-id> 1 IRy I X 1D ¥ X% v U RERKIIIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet twv>3>D o517V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rOMACT7 KL A XTS5147
v RAYRIR Y KD —2Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: Q-7 7 1)L

Version

1.01.01

X I

BEULLIP7 RLANELWA, BEFTRERIRENMERL TS,
BELILT 7AILEDNELVWHERL TSIZE L,
BELILT7AIVHERLT 71 ILHESRL TS L,

02 &bl

WARN (4) Firmware upgraded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: AEOS-
NPXXXX_RXXXXX.had)

WARN (4) Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

WARN (4) Firmware upgraded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

WARN (4) Unit 1, Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

9.3 77—ADT7DF7vO—REKIh

Log WEXY Y UEE
Firmware uploaded by <session> successfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)
B X5y IR
Unit <unit-id>, Firmware uploaded by <session> successfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

Trap HU

BEEE Informational (6)

Bz J7—=LADI7HEECTyTO—RENZEERLET,

Parameter | <unit-id>: /Rw I X ID X A& v I KFERARFSIERTR

<session>: w3 VEHl (console, SSH, telnet)
<user-name> : 1—H'—%
<client-ip>: SSH, Telnet twv>3>D o517V D IP 7 L X

>
<client-mac>: SSH, Telnet twv> 3> DISA4 7>V rOMACT RLA XTS5 147
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Y hHRIR Y T =2 D%HE(F 00-00-00-00-00-00 &£
<server-ip>: TFTP/FTP H—/\—=D IP 7 FL X
<filename>: AE—%T7 7 1)L

Version 1.01.01
PNy =
mEE TN

INFO(6) Firmware uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-

firmware.had)

INFO(6) Firmware uploaded by SSH successfully (Username: example, 1P: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-firmware.had)

INFO(6) Firmware uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-firmware.had)

INFO(6) Unit 1, Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-firmware.had)

0.4 J7—LDT7D7yvTO— REK

Log WEXY Y UEE
Firmware uploaded by <session> unsuccessfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)
B X5 UK
Unit <unit-id>, Firmware uploaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

Trap Y

EEE Warning (4)

tER TJ77—LAOx 707y IO-RHERBLIECEEZRLUED,

Parameter | <unit-id>: 7/RY 2 X ID X A% v I RERRIZIERR
<session>: v > 3 V&Rl (console, SSH, telnet)
<user-name> : 1—H'—%
<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7L X
<client-mac>: SSH, Telnet v > 3> D IS4 7> O MACT RLA XTS5147
v KHRIRY KT =2 Di5E(E 00-00-00-00-00-00 R
<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: JE—%&T7 71 IL%

Version 1.01.01

X I BELLIPZ RLANELWA, BETTEELRENERL T IEEL,
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02 &bl

WARN (4) Firmware uploaded by console unsuccessfully (Username: example, Server I1P: 10.1.2.3, File Name: test-
firmware.had)

WARN (4) Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-firmware.had)

WARN (4) Firmware uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-firmware.had)

WARN (4) Unit 1, Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-firmware.had)

9.5 BEUIE®WD Y UV O— RATH

Log WERY v IKE

Configuration downloaded by <session> successfully (Username: <user-name>,
IP: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B X5y UK
Unit <unit-id>, Configuration downloaded by <session> successfully

(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

Trap UL
BEE Informational (6)
StER BRBEBRIAESCY I YO—RENizCEERLET,

Parameter | <unit-id>: /Rw U X ID X A& v I KFERKFIIERR

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3a>DIZ17V D IP 7 L X

<client-mac>: SSH, Telnet v >3 >D IS4 7> rO MACT RLA XTOS5147
v KHRIRY KT =2 Di5E(E 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: Q-7 7 1)L

Version 1.01.01

ST RE

mEZE VNl

INFO(6) Configuration downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-
config.cfg)

INFO(6) Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Configuration downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Unit 1, Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)
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9.6 BEIEWDY UV O— XK

Log

W3EXY Y OEE

Configuration downloaded by <session> unsuccessfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B X5y IEH
Unit <unit-id>, Configuration downloaded by <session> unsuccessfully

(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

AN

Warning (4)

B!

BRBEROY Vv O— RPRRLIcCEZRLET,

Parameter

<unit-id>: IRy I X ID ¥ RF v U RKERKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3a>D o217V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> cO MACT RLA XTS5147
v RHRIRY KT =2 Di5AEE 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: Q-7 7 1)L %

Version

1.01.01

X I

EBELLIP 7 RLAAELWA, BIEFRELRENHETE L TIES L,
BELILT7AIEANELWHERL TIEE W,
BELET 7AIVDEBLT 71 LR LTS IZE L,

mEZE VNl

WARN (4) Configuration downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-

config.cfg)

WARN (4) Configuration downloaded by SSH unsuccessfully (Username: example, |P: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Configuration downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server I1P:10.1.2.3, File Name: test-config.cfg)

WARN (4) Unit 1, Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server |P: 10.1.2.3, File Name: test-config.cfg)

9.7 BEREBEHRDT v TO— KRS

Log

WERY Y IRE
Configuration uploaded by <session> successfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

B X5 I
Unit <unit-id>, Configuration uploaded by <session> successfully (Username:

<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)
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Trap TU

BEE Informational (6)

B BEBERENESCTYYy TO—Reanicl&ezRLET,

Parameter | <unit-id>: /R I X ID XX ¥ v U KERAKIFIERT
<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—YH'—%
<client-ip>: SSH, Telnet twv>3>D IS4 7V D IP 7 L X
<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS147
v hHBIR Y KT —2 DiFE(F 00-00-00-00-00-00 R
<server-ip>: TFTP/FTP H—/\—=D IP 7 FL X
<filename>: AE—=%&T7 71 IL%&

Version 1.01.01

St RE

mEoE N/l

config.cfg)

INFO(6) Configuration uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-

INFO(6) Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Configuration uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Unit 1, Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

9.8 BEBHRDT v TO— REK

Log

WERY v IKE

Configuration uploaded by <session> unsuccessfully (Username: <user-name>,
IP: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B X5y UERK

Unit <unit-id>, Configuration uploaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

ANV

Warning (4)

B

BRBEROY Yy JO— KK LIcCEZERLETD,

Parameter

<unit-id>: IRy I X ID ¥ RF v U RKERKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rO MACT RLA XTS5147
v KHRIRY KT =2 Di5EE 00-00-00-00-00-00 R
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<server-ip>: TFTP/FTP H—/\—D IP 7 kL X
<filename>: AE—%7 71 I)L%

Version 1.01.01
Xy BELE IP 7 RLAAELWA, BIEFTRERIRENERL TS,
mEZE VNl

WARN (4) Configuration uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-

config.cfg)

WARN (4) Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Configuration uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Unit 1, Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

9.9 OJ D7 v 70— REEh

Log

WERY Y IKE
Log message uploaded by <session> successfully. (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

B X5 v I
Unit <unit-id>, Log message uploaded by <session> successfully. (Username:

<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

Trap

ANV

EEE

Informational (6)

B

OJXyE—IAERECTYyTO—- RN EZRLET,

Parameter

<unit-id>: IRy I X ID ¥ RF v U RKERKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3a>D o217V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> O MACT RLA XTS5147
v RAYRIR Y KD —2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/\—D IP 7 FL X
<filename>: JE—%£T7 71L&

Version

1.01.01

X I

RE
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02 &bl

INFO(6) Log message uploaded by console successfully. (Username: example, Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Log message uploaded by SSH successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Log message uploaded by telnet successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Unit 1, Log message uploaded by SSH successfully. (Username: example, 1P: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-log.txt)

9.0 A7 v O— K&K

Log W3EXY Y OEE

Log message uploaded by <session> unsuccessfully. (Username: <user-name>,
IP: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B X5y IR

Unit <unit-id>, Log message uploaded by <session> unsuccessfully. (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

Trap AN
EEE Warning (4)
SEA OXyE—I07y 7O—-—RMKRKLIECEZRLUET,

Parameter | <unit-id>: /Rw U X ID X A& v I KFERKFIIERR

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rO MACT RLA XTS5147
v SHRIRY KT =2 Di5AE 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: AE—5%T7 7 1)L

Version 1.01.01

XIS BELLIP 7 RLRAELWA, BIEFRELRENHETE L TIES L,

mEZE VNl

WARN (4) Log message uploaded by console unsuccessfully. (Username: example, Server IP: 10.1.2.3, File Name: test-
log.txt)

WARN (4) Log message uploaded by SSH unsuccessfully. (Username: example, I1P: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

WARN (4) Log message uploaded by telnet unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-log.txt)

WARN (4) Unit 1, Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-log.txt)

9.11 AccessDefender BE7 71 LD > > O— RETh

Log W3EXSY Y OEE
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AccessDefender Web page downloaded by <session> successfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

B XYy UK
Unit <unit-id>, AccessDefender Web page downloaded by <session>

successfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |IP: <server-ip>, File Name: <filename>)

Trap UL

BEE Informational (6)

SteA AccessDefender #8ETERAT 2 HTML 7 7 1)L - BIR T 71 )LD TV O— RITH
ufceCc&E=mRUEY,

Parameter | <unit-id>: /Rw U X ID X A& v I KFERKFIIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> O MACT RLA XTS5147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP H—/\—®D IP 7KL X
<filename>: JE—TTI7 71 IL%&

Version 1.01.01

ST RE

mEZE VNl

INFO(6) AccessDefender Web page downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File
Name: test.html)

INFO(6) AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test.ntml)

INFO(6) AccessDefender Web page downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) Unit 1, AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server |P: 10.1.2.3, File Name: test.html)

9.12 771 ILDF I O— KKK

Log WERY Y IKE
Downloaded by <session> unsuccessfully (Username: <user-name>, IP: <client-
ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name: <filename>)

B X5y I
Unit <unit-id>, Downloaded by <session> unsuccessfully (Username: <user-

name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

Trap TU
BEE Warning (4)
B KHAODYATDT7AIDY IV O— RAKRBLIECEERLETD,
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9 Configuration / Firmware

Parameter | <unit-id>: /R I X ID XX ¥ v U KERAKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—YH'—%

<client-ip>: SSH, Telnet twv>3>D IS4 7V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP 4 —/\—D IP 7 kL X
<filename>: -7 7 1 I/L4

Version 1.01.01

XIS BEULIP7 RLANELWA, BEFTRELRENMERL TEE L,
BELILT 7AILEDELVWHMERL TSIZE L,
BELILT7AIVHERLT 71 ILHKESRL TS L,

02 &bl

WARN (4) Downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-file)

WARN (4) Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server |P:
10.1.2.3, File Name: test-file)

WARN (4) Downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-file)

WARN (4) Unit 1, Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-file)

9.13 BHIRHDRT

Log W3EXSY Y UEE
Configuration saved to flash by console (Username: <user-name>)
Configuration saved to flash (Username: <user-name>, IP: <client-ip>)

B XYy IEK
Unit <unit-id>, Configuration saved to flash by console (Username: <user-
name>)

Unit <unit-id>, Configuration saved to flash (Username: <user-name>, |P:
<client-ip>)

Trap L

BEE Informational (6)

59 BAIEEN 75y Y a RSN EERLET,

Parameter | <unit-id>: /RY I X ID X A% v IKERRIZIERT
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet v > 3>DIZ14 7>V D IP 7L X

Version 1.03.01

SIS RE
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9 Configuration / Firmware

mErE S

INFO(6) Configuration saved to flash by console (Username: example)
INFO(6) Configuration saved to flash (Username: example, IP: 192.0.2.100)
INFO(6) Unit 1, Configuration saved to flash (Username: example, IP: 192.0.2.100)
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10 Console

10 Console

10.1 Console O > ETh

Log Successful login through Console (Username: <user-name>)

Trap AN

BEEE Informational (6)

B AAA BRENMEZN IS ED. VY —ILREOOJI VICHSI LI EZERLE T,
AAA BEENBMEIHBEDOT 1 VIO T(F AAABEZSRL T IZS L,

Parameter | <user-name>: 1—H—& XOJA VK1Y —ZZANT DHEDETVERE/N
& —>DHBE(E Anonymous FRiR

Version 1.01.01

XIS RE

O RRHA

INFO(6) Successful login through Console (Username: example)

10.2 Console O 1 V&K

Log Login failed through Console (Username: <user-name>)

Trap TL

EEE Warning (4)

B AAA BRENMEZN IS ED. VY —ILREOOJI VICKB LI EZERLE T,
AAA BEEN BRI EDOT 1V ABOV (3 AAA BEZSRL TS,

Parameter | <user-name>: 1—H—& XOJA VRICI—HY—ZZANT DHEDTVKRE/N
& —>DHBE(E Anonymous FRiR

Version 1.01.01

XIS A—Y—%& KRT—RPMELWLWHAEREL TS,

AJRRPGl

WARN (4) Login failed through Console (Username: example)

10.3 Console A7

Log Logout through Console (Username: <user-name>)

Trap VAa )

EEE Informational (6)

B VY —=IBAOE Y3 vhAAd 7oLl EZRLET,

Parameter | <user-name>: 1—HY—%& XOJA VEICI—T—-RZANTDRLEDETVNERE/N

& —> DFE(E Anonymous FR

Version 1.01.01

XIS &
02 &kmnp)

INFO(6) Logout through Console (Username: example)

47/138




10 Console

10.4 Console v a1 LTIk

Log Console session timed out (Username: <user-name>)

Trap VAl

BEE Informational (6)

B! AVYV—=IBADEY a3V LT DL EERLET,

Parameter | <user-name>: 1—H—& XOJ4 VEIC1I-—H - ANTDIHREDEZNERE/N
& —>DHBE(E Anonymous KR

Version 1.01.01

PSI RE

mErE SR

INFO(6) Console session timed out (Username: example)
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11 Counter

11 Counter

1M1 YR—=IAY MIR— DTS —HIT VY —1&RA

Log Detected <counter> <error-counter-name>on mgmtO0

Trap AN

BEE Notification (5)

B NARZ—=—IAYIR=bDIS—HAIVI—DHOY hERALIECEZRULET,

Parameter | <counter>: H7Y

<error-counter-name> : TS —HT V¥ —DEH]
» rxFCSErrorPkts
 rxAlignmentErrorPkts
 rxCodeErrorPkts
 rxUndersizedPkts
* rxOversizedPkts
« rxFragmentPkts
* rxJabbers
« rxDropPkts
« txExcessiveDeferralPkts
« txFCSErrorPkts
- txLateCollisionPkts
« txExcessiveCollisionPkts

« txDropPkts
Version 1.01.01
PSI T=TIWOBKRICEDHEE. ¥_EBECEAT DHERENIEAETT, AOTNE
FICHETDHE(F. BERECARE., GERICOVWTERKE., BRURTEZER
Le<L<7iZE,

02 &bl

NOTI(5) Detected 2 rxFCSErrorPkts on mgmt0
NOTI(5) Detected 1 rxAlignmentErrorPkts on mgmt0
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12 DHCPv4 Relay

12 DHCPv4 Relay

12.1 /%0y bXERK

Log Cannot send packet

Trap AN

BEE Error (3)

Bz DHCPv4 UL —h /Ty hERETEBRWC EZRLET,

Parameter | ZL L

Version 1.08.01

K KBEORE. FFERICEENHKELTCVDAREENSDXRIDT, UTZEHERLT
<7fEZEW,

< KEDRERRE

- Blig. BXUERR— FORERE

mEZE Nl

ERRO(3) Cannot send packet
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13 DHCPv4 Server

13D

HCPv4 Server

13.1 DHCP ¥ —/\—&E&)

Log DHCP server

Trap AN

BEE Informational (6)

EER DHCPv4 H—/N\—h'FafbenicC & ZRLUET,
Parameter | 7% L

Version 1.01.01

X &

O &knpl

INFO(6) DHCP server

13.2 DHCP DISCOVER /X7 v 315

(REXY D=2 TAVK)

Log DHCPDISCOVER from <mac-address> via <vlan-name | giaddr>:unknown
network segment
Trap L
BEEE Informational (6)
Bz DHCP U —/\—#&8E&K (3 DHCP U L —#BEICH W T, FARY RD—J I XV b
H 5D DHCP DISCOVER /Xy hZEZRELIECEZRULET,
Parameter | <mac-address>: DHCP 25147~ h®dD MAC 7 KL X
<vlan-name>: DHCP DISCOVER /{4 hZ&EZ{E L7z VLAN £
<giaddr>: /\Z7v A BERELIEYL—I—-Iz VK IP7RLR
Version 1.01.01
XSG DHCP & —/\—#&8EX7/z(F DHCP U L —#EEICEAT 2R EAR TR L TS L,
02 &kmnp)
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via VLAN0020:unknown network segment
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via 172.16.100.100:unknown network segment

13.3 XETY TRy SO

Log Packet from unknown subnet: <ip-address>
Trap VAa )
BEEE Informational (6)
Bz INTY BDOXEETZE#HANTELANWC EZRLET,
Parameter | <ip-address>: KH®D IP 7 KL X
Version 1.01.01
X I &
mEZE &N

INFO(6) Packet from unknown subnet: 192.168.1.100
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13 DHCPv4 Server

13.4 DHCP REQUEST /\oJ v h5&(E

(ERZNIFAH)

Log DHCPREQUEST for <client-ip> (<server-ip>) from <mac-address> (<host-
name>) via <vlan-name | giaddr>: lease <client-ip> unavailable
Trap TL
EEE Informational (6)
A DHCPV4 H—/\—[CHEVWTEIDHETOEND IP 7 RLANMEWC EZRLET,
Parameter | <client-ip>: DHCP 54 7Y hAEKLIIP 7 RL X
<server-ip>: DHCPv4 5 —/X\—D IP 7 RFL X
<mac-address>: DHCP 517> h®D MAC 7 kL X
<host-name>: DHCP 7 514 7Y hDKRR h 4
<vlan-name> : DHCPv4 H—/\—h"E#{b TN/ VLAN £
<giaddr>: /Ty hhSEEBLEYL—I—I VM IP7RLR
Version 1.01.01
XTIt RE
O &knpl

INFO(6) DHCPREQUEST for 192.0.2.1 (192.168.20.254) from 00-00-5E-11-11-11 (C13772) via VLANOQOQ20: lease
192.0.2.1 unavailable

13.5 /W7y haXfEXRM

Log Cannot send packet
Trap A
BEE Error (3)
B! DHCPv4 B —/\—=Hry R EXETELRVWC EZRLET,
Parameter | 7L
Version 1.01.01
ISV LBEDHRE. FLIEFOHRICEENEELTCVWDABEUENHDEITDT, UTZHERELT
<FEEL,
< KEDREIRRE
cBfR. BLUERRK—NOREFE
mErE N
ERRO(3) Cannot send packet
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14 DHCPv6 Client

14 D

HCPv6 Client

14.1 DH

CPV6 V517>V hDBER /B3

Log

DHCPv6 client on interface <if-name> changed state to enabled
DHCPv6 client on interface <if-name> changed state to disabled

Trap L
EEE Informational (6)
Bl MR VLAN 125 —T 2 —RICEWT, ipv6 address dhcp A¥ > KT DHCPv6 75
A7V D ER. FEFENDCHRESNCIEZRUET,
Parameter | <if-name>: DHCPV6 V541 7Y b V5 —T T —ADEAH]
Version 1.01.01
XS &
mEoE N/l

INFO(6) DHCPv6 client on interface vlan10 changed state to enabled
INFO(6) DHCPv6 client on interface vlan10 changed state to disabled

14.2 IPv6 7 FL ZADEHS

Log DHCPv6 client obtains an IPv6 address <ipv6-address> on interface <if-name>

Trap H U

EEE Informational (6)

SR DHCPV6 75414 7> . DHCPv6 B —/\—H'5 IPv6 7 RLAZERR LI & &R
LET,

Parameter | <ipv6-address>: DHCPv6 U —/\—H 0BG L7z IPv6 7 R L X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI

Version 1.01.01

XSG &

O &kmnp)

INFO(6) DHCPv6 client obtains an ipv6 address 2001:db8:10::2 on interface vlan10

14.3 IPv6 7 F L ADEF %

Log The IPv6 address <ipv6-address> on interface <if-name> starts renewing
Trap Vil
BEEE Informational (6)
Bz DHCPv6 H—/\—hBBUE L/ IPv6 7 RL ADEFHZHB LI CEZRULET,
Parameter | <ipv6-address>: DHCPv6 ' —/\—HBEBE L/ IPv6 7 KL X
<if-name>: DHCPV6 51 7Y R V5 —T 1 —ADEHI
Version 1.01.01
X I &
mEZE &N

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 starts renewing
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14 DHCPv6 Client

14.4 |IPv6 7 L ADEFTEIN

Log The IPv6 address <ipv6-address> on interface <if-name> renews success
Trap VAl
BEE Informational (6)
SRR DHCPv6 U —/\—HBEE LTz IPv6 7 RL RIE, ERBICEHRSNILCIEZRLET,
Parameter | <ipv6-address>: DHCPv6 ' —/\—HBEBE L7/ IPv6 7 KL X
<if-name>: DHCPv6 V51 7> b V5 —T T —ADEH]
Version 1.01.01
XIS &
O &kmnfp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 renews success

14.51Pv6 7 RLADUNRA VT« VTR

Log The IPv6 address <ipv6-address> on interface <if-name> starts rebinding

Trap L

BEEE Informational (6)

Bz DHCPv6 B—/\—H BB LI IPVv6 7 RLZADUNA VT 1« VD &RHB LI E%ER
LET,

Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7 IPv6 77 R L X
<if-name>: DHCPV6 517V b V5 —T 1 —ADAH]

Version 1.01.01

X I &

02 &kmnp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 starts rebinding

14.6 IPV6 7 RLZADUNA VT 1 > TN

Log The IPv6 address <ipv6-address> on interface <if-name> rebinds success
Trap VAe )
EEE Informational (6)
Bz DHCPv6 B —/\—H BB L IPv6 7 RLR(E. EBICUNAI VYT IdEanike
ZRUET,
Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7z IPv6 7 R L X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI
Version 1.01.01
X I &
mEoE N
INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 rebinds success
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14 DHCPv6 Client

14.7 IPv6 7 E L XD

Log The IPv6 address <ipv6-address> on interface <if-name> was deleted

Trap VAl

BEE Informational (6)

B! DHCPv6 B —/\—D BB LT IPv6 7 RL ADHIBRENC EZRLE T,

Parameter | <ipv6-address>: DHCPv6 H—/\—H'BEUS L7z IPv6 7 KL X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI

Version 1.01.01

XIS E

02 &kmnp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 was deleted

14.8 DHCPV6-PD V5S4 7 > hDES /E%h

Log DHCPv6 client PD on interface <if-name> changed state to enabled
DHCPv6 client PD on interface <if-name> changed state to disabled
Trap A
BEE Informational (6)
A MR VLAN V& =T —XIZHEWNWT, ipv6 dhep client pd A¥ > KT DHCPv6-
PDUSA 7Y SO ER. FFEBCHRESNLCEERLET,
Parameter | <if-name>: DHCPv6 75414 7> K PD A V5 —7 1 —RADEH]
Version 1.01.01
XSG &
02 &kmnp)
INFO(6) DHCPv6 client PD on interface vlan10 changed state to enabled
INFO(6) DHCPv6 client PD on interface vlan10 changed state to disabled

14.9 IPv6 LT 1 v U ADEE

Log DHCPv6 client PD obtains an IPv6 prefix <ipv6-prefix> on interface <if-name>
Trap VAa )
BEE Informational (6)
B2 DHCPv6 V547> K PD(d. ZEIL—Y—NDBIPV6 TLT1 v IRZEBRBLIECE
ZRULET,
Parameter | <ipv6-prefix>: ZEIL—F—HD OB L IPv6 FL 71 v IR
<if-name>: DHCPV6 V5117V K~ PD A V& —T T —RAD4AHI
Version 1.01.01
X3 ~E
mEoE N
INFO(6) DHCPv6 client PD obtains an ipvé prefix 2001:db8:aaaa:bbbb:: on interface vlan10
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14 DHCPv6 Client

14.10 IPv6 7L T 1 v U ADEH B

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> starts renewing
Trap A
BEE Informational (6)
Btz REIN—Y—HDOEE LI IPV6 LT v I ROBHFHZRB LI EZRULET,
Parameter | <ipv6-prefix> : ZEIL—F—HBEUS LI IPv6 TLT 1 v I X
<if-name>: DHCPv6 517> Kk PD 1V 4¥—7 = —XDAH]
Version 1.01.01
X E
O RRHA

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 starts renewing

1411 IPv6 LT« v U ADEFHIH

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> renews success
Trap TL
BEEE Informational (6)
B ZEIL—I—HDOEELIIPV6 TL T v VRN ERICEHRENLCEZRULET,
Parameter | <ipv6-prefix>: £EFEI—F—NOBUS L IPv6 TLT 1 v IR
<if-name>: DHCPV6 V517>V K PD 1V ¥—TJ T —ADEAH]
Version 1.01.01
X RE
mloE N

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 renews success

1412 IPv6 LT v I RADINA VT« VTR

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> starts rebinding

Trap A

BEEE Informational (6)

B B —HDOEELEIPV6 LT v IRODIUINA VT VT ZRRLIcC &%
~UET,

Parameter | <ipv6-prefix>: ZE/L—F—HD OB L IPv6 FL T 1 v IR
<if-name>: DHCPV6 547>V Kk PD A V¥ —7J 1 —AD&H]

Version 1.01.01

X3 RE

O RRA

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 starts rebinding

1413 IPv6 LT v I RADINA VT 1 >V TN

Log

The IPv6 prefix <ipv6-prefix> on interface <if-name> rebinds success
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14 DHCPv6 Client

Trap TU

BEE Informational (6)

B FEN—F—HOBEBLIEIPV6 TL T v IRZERICUINAM VYT 1T LIl e
~UERT,

Parameter | <ipv6-prefix>: ZFE/IL—F —HOEUS L IPv6 TLT 1 v IR
<if-name>: DHCPv6 V217> Kk PD 1 V¥ —7 = —XDEAH

Version 1.01.01

X iy 03

02 &kmnp)

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 rebinds success

14.14 IPv6 7L T 1 v U ADEWR

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> was deleted

Trap TL

EEE Informational (6)

B REI—Y—HDOEE LI IPV6 LT v v I RDBIREN/ZEZRUET,
Parameter | <ipv6-prefix>: ZEIL—F—HBEUS LI IPv6 TLT 1 v I X

<if-name>: DHCPv6 517> Kk PD 1V 4¥—7 = —XDAH]

Version 1.01.01

X RE
O &knpl

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 was deleted
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15 DHCPvé6 Server

15D

HCPv6 Server

15.1 DHCPv6 B —/X\—F— )LD IPv6 7 RL XD LR

Log The address of the DHCPv6 Server pool <pool-name> is used up

Trap AN

BEEE Informational (6)

B DHCPv6 H—/\—T—=)LD7 RL X ZEWNW >l &ZRLET,

Parameter | <pool-name>: DHCPv6 & —/\—7— )LD

Version 1.01.01

X DHCPV6 B—/\—=T—JLICEWVWTEID Y THELEY RLABDREZREL TKEE

LYo
O RRHA

INFO(6) The address of the DHCPv6 Server pool v10-pool is used up

15.2 E|D Y4 TH[HE IPv6 7 RL A D LR

Log The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to
448
Trap L
BEEE Informational (6)
Bz B|DYTHEH IPv6 7 RLRAEA 448 [CEo7cl&ZEmULET,
Parameter | 7L
Version 1.01.01
X3RS DHCPV6 547> hH LR (448) ZBZIEWVWELSICLTLIZE W,

O RRHA

INFO(6) The number of allocated ipvé addresses of the DHCPv6 Server pool is equal to 448

15.3 DHCPv6 B —/\— =&l

Log DHCPv6 server

Trap L

BEEE Informational (6)

B! DHCPv6 —N\—hH bl e ZRLET,
Parameter | 7L

Version 1.01.01

Xy &
mErE N

INFO(6) DHCPv6 server

15.4 XETY TRy NHRE

Log

No subnet found for link-addr: <ipv6-address>

Trap

AN
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15 DHCPvé6 Server

BEE Informational (6)
e DHCPV6 H—/\—(ZHBWT. DHCPV6 UL —/ ¢y hEZELA. SR Y b
D—=0DY TRy MEBIFELBENWCEZRLET,
Parameter | <ipv6-address>: UL —aN/c/\Ty hHASEIBLE IPV6 UV IT7 KL R
Version 1.01.01
it i DHCP O T7xvw hEREZRELTIIZE,
a7 &R=A

INFO(6) No subnet found for link-addr: fd00:192:168:20::100

15.5 DHCP REQUEST /& v &5 (BEXZ[(FAT)

Log <dhcpvé6-type> from <client-duid> via <vlan-name> not leased
status=NoAddrsAvail
Trap TL
B Informational (6)
B DHCPV6 H—/\—([CEWVWTEIDHETHND IPv6 7 RLANEWC & ZRLET,
Parameter | <dhcpv6-type>: DHCPv6 Xwvt&—3I 441
<client-duid> : DHCPv6 7217~ b® DUID
<vlan-name>: Z{F L7/ Y bHBEUS L7z VLAN £
Version 1.01.01
XFIE ZOHTDIPV6 7 RLRADEHEZREL TS,
O RRHA

INFO(6) SOLICIT from 00:01:00:01:29:¢c1:d7:73:00:00:5e:22:22:22 via VLAN0O10 not leased status=NoAddrsAvail

15.6 /N0y hXERK

Log Cannot send packet6
Trap H U
EEE Error (3)
B DHCPv6 O —/\—=m /Ty R EXETELRVWCEZRLET,
Parameter | 7L
Version 1.01.01
PSR LEDHRE. FLEFEHRICEEDNRELTVWDAREENAHDXFI DT, LUTZHERLT
<FEEL,
« HEDRTEIRRE
- [BiR. BIUEHRR—DOREFE
mEZE &N

ERRO(3) Cannot send packet6

15.7 DHCPv6 7O REE

Log

A problem was encountered with the process

Trap

AN
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15 DHCPv6 Server

BEEE Informational (6)

Bt DHCPV6 —/N\—TOE AN BETHD & &ERLET,

Parameter | ZL L

Version 1.01.01

X$ht clear ipv6 dhcp binding AV Y RZE{TUTEBESETILEE W,

mEZE VNl

INFO(6) A problem was encountered with the process
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16 ERPS

16 ERPS

16.1 ERPS EE&RA

Log Signal fail detected on node (MAC: <mac-address>, instance <erps-instance>)
Trap AN
EEE Warning (4)
B 120UV T /- R TCESEEEZRMLIECEZRLET,
Parameter | <mac-address>: ./ —RDYRXFTLAMACT KL X
<erps-instance>: /—RDA1 VAV R ID
Version 1.01.01
X3 ERPS UV T LDy b — U BEBRRIIIEEBICEENFKE LICAIREENH D XTI,
XY hI—UDREEEEIBSE TS0,
mlrE N

WARN (4) Signal fail detected on node (MAC: 00-40-66-A8-CC-36, instance 1)

16.2 ERPS [EEEIH

Log Signal fail cleared on node (MAC: <mac-address>, instance <erps-instance>)
Trap VAa )
EEE Warning (4)
Bz 120UV T/ —ROESEENMEEESNICEZRULET,
Parameter | <mac-address>: /— kDI RXT LA MACT7 KL X
<erps-instance>: /—RDAYRXY VR ID
Version 1.01.01
X I &
02 &kmnp)

WARN (4) Signal fail cleared on node (MAC: 00-40-66-A8-CC-36, instance 1)

16.3 RPL A —F—DEHERA

Log RPL owner conflict on the node (MAC: <mac-address>, instance <erps-
instance>)
Trap Vil
EEE Warning (4)
tEA YO RPLA—F—/—RTHIDO RPLA—F—/—RZEBRALICEZRULET,
Parameter | <mac-address>: /— kDI AT LA MACT7 KL X
<erps-instance>: /—RDA1YRXY VX ID
Version 1.01.01
PSR AEE., BLUR—YYITADEED ERPS BREZREL TS,
mEoE N/l
WARN (4) RPL owner conflicted on the node (MAC: 00-40-66-AC-2C-90, instance 1)
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17 Fan

17 Fan

171 72 7 VEERE

Log Unit <unit-id> Back Fan <fan-id> failed

Trap npFanFault

EEE Critical (2)

B TJ7VNRETHDEZRUED,

Parameter | <unit-id>: /Rwv 2 X ID
<fan-id>: 77> ID

Version 1.01.01. Trap (& 1.03.01

it s show unit Y R, KU show environment I¥ > R TR ERETZEZ. show
tech-support ¥V Y RTREBHRZIE L. BRENHNIIEERMRZ RIS
LYo

mE7E N/l

CRIT(2) Unit 1 Back Fan 1 failed

17.2 7 7 VEEEIH

Log Unit <unit-id> Back Fan <fan-id> back to normal
Trap npFanRecovery

BEE Informational (6)

B Jr7VHEHLULIECEERUED,

Parameter | <unit-id>: Rw 2 X ID

<fan-id>: 77> ID

Version 1.01.01. Trap (& 1.03.01

XIS &
02 &kmnp)

INFO(6) Unit 1 Back Fan 1 back to normal
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18 771V AT L

18 771 IV AT L

18.1SD H—RDF7 IV REKK

Log BERYYIORE
SD Card access failed
W X5y IR
Unit <unit-id>, SD Card access failed

Trap UL

BEE Error (3)

SER SDAXAEY—H—R\D7 IR CEKRLIECEZRLULED,

Parameter | <unit-id>: /Rw T X |D %X ¥ v U RKERKIZIERT

Version 1.09.01

XIS SDXEYU—H—RD LOCK AARESNTVWEWC E=FERD L. SDXEU—H—R
ZEUELT, OVY RZEBEITLTLIEEY, ZOREARAOINE NI BDIHEEIF.
SDXEYU—H—RERBELTLEEL,

mEZE VNl

ERRO(3) SD Card access failed
ERRO(3) Unit 1, SD Card access failed

182 A—AINTISv2aDT7IEZAKK
Log BERY Y IORE
flash access failed
B X5y IR
Unit <unit-id>, flash access failed
Trap A
BEE Error (3)
B! A—HIT72v2aNDr7I7ERACKRBRLUIEZEZRLET,
Parameter | <unit-id>: R 7 R ID %X ¥ v I KERAKIFIERT
Version 1.09.01
PSR EBODIIYYVaXTY-—NIBELTVWDHEENSDET, HR— R MEBRBROETH
FEE<EEL,
02 &kmnp)

ERRO(3) flash access failed
ERRO(3) Unit 1, flash access failed
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1913 TV RY—

19L3 TV KU —

190 L3 TV RY—D/\v > aEE

Log L3 host <ip-address> could not be added to the cache table

Trap VAe )

EEE Warning (4)

Bz I3ZVRY—D/N\YVaBRETIY RN —BERTEBRNCEZRLED,

Parameter | <ip-address>: L3 TV hU—N/\v I aEBRTIY ) —F{HETELWIP ZRLX

Version 1.07.01

PSI RE

mErE &R

WARN (4) L3 host 192.0.2.100 could not be added to the cache table
WARN (4) L3 host 2001:db8::5 could not be added to the cache table
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20 LACP

20 LACP

201 R—bFv¥RILOT v S
Log Link Aggregation Group <group-id> link up
Trap linkUp
BEE Warning (4)
B R=bFvRIVIIN—THNI o7y Tl &ZRLED,
Parameter | <group-id>: UV o7 v FUIR—bFr¥RILDTIL—TFID
Version 1.01.01
X RE
O &knpl

WARN (4) Link Aggregation Group 5 link up

202 IR— b F¥RILDT TV
Log Link Aggregation Group <group-id> link down
Trap linkDown
BEEE Error (3)
B R=hFvRIVIN—=THNV o5V LIl &ZmRULET,
Parameter | <group-id>: YUY LIciR—bhF v RILOTIL—T 1D
Version 1.01.01
X BRWNERD Y OF TV THNIIHIGIEARETT,
LACP DWW ITNADIR— A Up THNIFBEFIRETI N Ry hT—THeR. &
I IMEEBICEENRELLARENSHD XTI, Xy hT—JDBEEZERSE T
=LY,
O &knpl
ERRO(3) Link Aggregation Group 5 link down

20.3 XV /\—R— b DFr&

Log <ifname> attach to Link Aggregation Group <group-id>

Trap A

BEEE Notification (5)

B AV IN=IR—= hHR— b FrRIVITI—TICREBLIECEZRLET,
Parameter | <ifname>: /R— b F v RILICFAB T DR— DAV 5—-T -4

<group-id> : IR— b DFABSER— b F v RILDJIL—TID

Version 1.01.01

X3 RE
O RRHA

NOTI(5) Port1/0/1 attach to Link Aggregation Group 5
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20 LACP

20.4 X2 )\—R— b DORERE

Log <ifname> detach from Link Aggregation Group <group-id>

Trap A

BEEE Error (3)

Btz AV IN=IR—= DR —= b FrRIVITIN—ThodlLicC&ZRmULET,

Parameter | <ifname> ! IR— b F v XILN OB T DIR— D1V 5 —T -4
<group-id> : IR— b Z&ft 3 2/R— b F v RILDTIL—TF 1D

Version 1.01.01

X$ht BN YO0V THENIEHIBIERETT,
LACP DfsDW\TNADR— A Up THNIFBERRETI N Ry hD—TUHgR. &
I IEEBCEENRELLTRENHDET, Xy hNT—JDBEEZEIRSE T
S

O RRHA

ERRO(3) Port1/0/1 detach from Link Aggregation Group 5

20.5 F— LACP ECTEEO T /)\1 A#EHZRH

Log LACP: LAG <group-id> detected multiple system-id on <ifname>
Trap H U
BEEE Error (3)
B E— LACP L CEHEOMEEBNMERSNIcCEZRLET,
CDIREEDRE L. lacp timeout FREN long FBE (T 7 AL M) DIFEIFH 30 W&
(2. short FREDHBEIFN 1 W& ICAROATNHEASNFITET,
Parameter | <group-id>: /R—cFv¥RJLDIIL—TFID
<ifname> ! IR—bhD1 V5 —-T 1 —X%
Version 1.01.01
PSR B—R—bF v RIVICEHROELZDZHNAEBNMERSN TS AREENH DD, XA
HEBEDERZEERL TIEE,
mEoF N
ERRO(3) LACP: LAG 5 detected multiple system-id on Port1/0/2

20.6 LACP 1 L7 7 FREDA—E

Log LACP: LAG <group-id> detected timeout mismatch on <ifname>

Trap A

BEEE Error (3)

B BERBENMEKE T, LACPYT LAY I RRENELDCEERLETD,
C DIREEDRE L. lacp timeout FREN long FBE (T 7 AL M) DIFEIFH 30 W&
(2. short REDZEFHN 1 M &(CAROTAEDEIN®ITET,

Parameter | <group-id>: /R—cFvRILDTIL—T ID
<ifname> ! IR— kDA VF—-T 1 —R%
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20 LACP

Version 1.01.01
XS BEBXR/ENMEEED LACP Y I AT I RREZRELT. LACPH A1 LTI NEE
ZEMZTIZE W,
mEZE &N
ERRO(3) LACP: LAG 5 detected timeout mismatch on Port1/0/2
20.7 LACPDU ZEF 1T LTV
Log LACP: LAG <group-id> LACPDU receive timer expired on <ifname>
Trap TU
BEE Error (3)
Bz LACP ¥4/ —hET LicC&ZERLUET,
Parameter | <group-id>: /R—cFvRILDTIL—T ID
<ifname>: R— kDI VH—-T -4
Version 1.01.01
SV M=K UVIFOY LTVNDEE. JIBIEFRETT,
R=bNUYOT7yvTLTVWBDEE. BERLTVDIHNHEED/R— MA LACP /R— ~
THOWD B UL IIMEEBICEENFEELLIREENH D T, MREBEDR— &
. BROGERZEERL TSN,
mErE SN

ERRO(3) LACP: LAG 5 LACPDU receive timer expired on Port1/0/2
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21 IR— KU VIV

21 R—kUSFVFV

21.1 Secondary /R— A Active RREICER

Log Redundant <group-id>: Active interface has been changed to secondary <port-
num>
Trap Vil
EEE Warning (4)
e FOTA4TR—bQ TSI —DotAhAVI - ED >l EERLETD,
Parameter | <group-id>: R—hUFVEFY ~TIL—TDIIL—T 1D
<port-num>: €AY Y'Y —R— bDR— h&HFS
Version 1.04.02
PSR FENEY Y OFOUN. EULLIEREZEENH > LHZEIF. NIBERETT,
R—=hUFVIY MEBEIC K DBEIFIREARETI N, Ry T —U#8RHDWVIHE
ERICEENREULCAREENDDET, Ry N IT—JDEEZEIRSE TS,
02 &kmnp)

WARN (4) Redundant 1: Active interface has been changed to secondary Port1/0/2

21.2 Primary 7R— k¥ Active IR ICER

Log Redundant <group-id>: Active interface has been changed to primary <port-
num:>
Trap VAl
EEE Warning (4)
B! TOTATR=bDEAVIY-—DETSAVYI—ICYIDRES>TeC&EZRUET,
Parameter | <group-id>: /R—KUSVEF Y NTIL—TDI)I—TF 1D
<port-num>: 51X —R— hDR— h&ES
Version 1.04.02
XIS &
mErE &N
WARN (4) Redundant 1: Active interface has been changed to primary Port1/0/1

21.3 INTDAYN=R—=—kDYVIFTIY

Log Redundant <group-id>: All interfaces go down

Trap TU

EEE Warning (4)

B R—hUFT VI RDRAVN=IR=hH INRTUVITIY LIclEZRLET,

Parameter | <group-id>: R—hUFVEFY vTIL—TDIIL—T 1D

Version 1.05.01

XFIE Ry hD—OHED D VWIEERICEENRE LICAREDNSHDET, XY FT—0D
fEEEEIHSETIES L,
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21 IR— KU VIV

02 &bl

WARN (4) Redundant 1: All interfaces go down

214 IR— R USFVSY VKD FDB 75wV ¥a

Log Redundant: All FDB entries have been deleted by receiving FDB Flush frame
Trap A

EEE Warning (4)

Bz KBHNFDBI7Sv2aJL—LAZZEL. MACZ RLRAT—=TILOIRTOIY ~

V-7 Llcl&&ErmUET,

Parameter | 7 0L

Version 1.04.02

PSI RE

02 &bl

WARN (4) Redundant: All FDB entries have been deleted by receiving FDB Flush frame
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22 LLDP

22 LLDP

22.1 LLDP-MED h/ROY—0DZERE

Log

LLDP-MED topology change detected on port <port-num>. (chassis id: <chassis-
type>, <chassis-id>, port id: <port-type>, <port-id>, device class: <device-class>)

Trap

(ldpXMedTopologyChangeDetected

EEE

Notification (5)

Bl

LLDP-MED MROY—DEENRA SN EZRLET,

Parameter

<port-num> : R— ~&HS

<chassis-type>: v —> IDYTH1 T
» chassisComponent (1)
« interfaceAlias (2)
« portComponent (3)
» macAddress (4)
 networkAddress (5)
« interfaceName (6)
« local (7)
<chassis-id>: >+ —=/ 1D
<port-type>: IR— K ID YT 51~
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
- agentCircuitld (6)
* local (7)

<port-id>: /R—k ID
<device-class> : LLDP-MED &% 1~

Version

1.01.01

XIS

I E

02 &bl

NOTI(5) LLDP-MED Topology change detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100, port id:
MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class I11)

22.2 LLDP-MED B 1 7OAR—3

Log Conflict LLDP-MED device type detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>, device class:
<device-class>)

Trap A

BEE Notification (5)

Bz LLDP-MED £EB% 1 TOR—BHIRA SN/ & ZRLE T,
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22 LLDP

Parameter

<port-num> : IR— b HF=

<chassis-type>: v —> IDY 751~
« chassisComponent (1)
« interfaceAlias (2)
« portComponent (3)
» macAddress (4)
» networkAddress (5)
« interfaceName (6)
* local (7)
<chassis-id>: >v¥—2/ 1D
<port-type>: ;IR—hk ID BT 51T
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
« agentCircuitld (6)
* local (7)

<port-id>: /R—k ID
<device-class> : LLDP-MED &% 1~

Version 1.01.01
P BEIESEED LLDP REZHEZR L TS L,
mEZE VNl

NOTI(5) Conflict LLDP-MED device type detected on port Port1/0/1. (chassis id: MAC Address, 00-40-66-AC-31-E9, port

id: Local, Port1/0/1, device class: Network Connectivity Device)

22.3 D7\ LLDP-MED TLV v DA

Log Incompatible LLDP-MED TLV set detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>, device class:
<device-class>)

Trap A

BEEE Notification (5)

Bz @70 LLDP-MED TLV £y hAHIE N & ZRLE T,

Parameter | <port-num>: /Rh—r&ES

<chassis-type>: v —> IDYT51 T
» chassisComponent (1)
« interfaceAlias (2)
- portComponent (3)
» macAddress (4)
 networkAddress (5)
« interfaceName (6)
« local (7)
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22 LLDP

<chassis-id>: > v—> 1D

<port-type>: ;R— bk ID YT 51T
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
» networkAddress (4)
« interfaceName (5)
- agentCircuitld (6)

« local (7)
<port-id>: R— K ID
<device-class> : LLDP-MED B4 1
Version 1.01.01
PSR BEEERIED LLDP BREZHEZ L TIES L,
mEoE N/l

NOTI(5) Incompatible LLDP-MED TLV set detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100, port id:
MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class I11)

22.4 LLDP Bl v o F D VRREICER

Log LLDP disabled port <port-num> by error

Trap A

BT Error (3)

B! ST VDT T UBBEIC K > TR VO I VIREANBR LI ZRULET,
Parameter | <port-num>: /R—~&ES

Version 1.03.01

SIS BERBOBEICESENIFEELTVDIREENH D FT, X SFP/SFP+R— k.

PLURBREZHERL CBEREEZEIHSE TS,
O RRHA
ERRO(3) LLDP disabled port 1/0/3 by error

22.5 LLDP IV O T IVREDDBY VI 7 v THRENEIH

Log LLDP reset port <port-num>

Trap L

EEE Notification (5)

Bz TV OTIOVREND ) VI T Yy TREANBR LI EZRLET,
Parameter | <port-num>: /R— h&HS

Version 1.03.01

Xt &
mErE N

NOTI(5) LLDP reset port 1/0/3
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23 )L—T&H

23 )L—TRAl

23.1 =& (R— hkR—XE—R)
Log <interface-id> loop occurred
Trap npLoopDetectionPortDetected
ETE Critical (2)
Bz AV —T 1 —ATI—TZRALIECEZERLET,
Parameter | <interface-id>: JL—7HRAENTVND 15 —T—XID
Version 1.01.01. Trap (£ 1.02.01
s9i5 RALIAYH—T =2 (R— b, R—hFrRIL) TRY RT—2)L—THFEEL
TWDAREEN S D ET, Ry hT—IANDEMROERLEEZER L. L—TDREZ
EOERNTLZE L,
HEEIHERE (errdisable recovery cause loop-detection AV R) DIFE (L.
vy hF IV (err-disabled RREEICEE) sNTHLRELIKRENMNRBETDE, 1
VEH—7 1 —RAOMEFBENICEIRSINETD,
vy I (err-disabled REEICEE) sNicA vy —TJ 1 —XZEFEHTEIHSE
3% a(d. shutdown AYY RT—ERAZELTH, S, no shutdown AY¥Y RTA1 YV
=T —ADRAEZEMIRL T ZE L,
mEoE N/l

CRIT(2) Port1/0/2 loop occurred

23.2 )b— A (VLAN R—XE—R)
Log <interface-id> VLAN <vlan-id> loop occurred
Trap npLoopDetectionVlanDetected
- Critical (2)
B! AV —T T —ADRE VLAN TIL—TZEEAMLIcC & ZRUET,
Parameter | <interface-id>: JL—T7HRAENTND 15 —Tz—XID
<vlan-id> : JL—7HRMESN TS VLAN
Version 1.01.01. Trap (& 1.02.01
XIS BAILIEA VY =T —X (IR—b. IR—=bFvRIL) OFE VLAN TRY kD=7
W=TOHEELTVWDRAREMENH D F T, Ry NT— I NDEROERE E ZHER L.
IW—TDREAZWMOERNTLEE W,
HEEIRETE (errdisable recovery cause loop-detection IY Y R) DBEH(F. HWR
VLAN MEZERTREICEESNTH ORE LICRENMERT D& ERERRE
FEEBICEIBEINET,
EZERIMREICEFEIN/IWNR VLAN ZFEBTEIHESEDHE(E. RV —
7 £ —RA% shutdown IYY RT—ERZELTAH S, noshutdown ANXY FTT YV
Y- 1 —ADORABEZMRLTLIEET WV, WRA VY —T 1 —RE—EHET D25,
ZFDAVET—TT—ADINTD VLAN DBEFEICHET D EITERL TS,
mloE Nl

CRIT(2) Port1/0/4 VLAN 20 loop occurred
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23 )L—T&H

23.3 L—RADEE®EIA (R— hR—XE—R)
Log <interface-id> recovers from Loopback Detection err-disabled state
automatically
Trap npLoopDetectionPortRecovered
BEE Warning (4)
Bz AV =T —RATRAMLIIL—TH. BEMEIERRTE (errdisable recovery cause
loop-detection ANX Y R) [CK>TEIALIZEZERLE T,
Parameter | <interface-id>:#&BL/1 V¥ —7Jxz—XID
Version 1.02.01
paing BRHALIEA VY =T —R ((R—b, R=KEFv¥RI) TRY RNT—=TIL—TFTHEEL
TWEATBEMEN B D £, Ry NI —JHNDEEPERLEEEZEZ L. IL—TORAD
KO CWBHBIFBODBRVNTLEE L,
mErE TNl

WARN (4) Port1/0/2 recovers from Loopback Detection err-disabled state automatically

23.4 JL—TRADFEEIRD (R— hAR—RXE—R)

Log <interface-id> recovers from Loopback Detection err-disabled state manually
Trap npLoopDetectionPortRecovered

EEE Warning (4)

e AV =T T —RATRALII—T%Z, F8EIRAE (shutdown Y RTEAZEL.

no shutdown OY Y R CEAZERIR) CTEIBSE/I.CEZRLED,

Parameter | <interface-id>:EHL/1>%—7x—X ID

Version 1.02.01

XIS &
02 &kmnp)

WARN (4) Port1/0/2 recovers from Loopback Detection err-disabled state manually

23.5 L—RAMDEEIEIA (VLAN R—XE—R)
Log <interface-id> VLAN <vlan-id> recovers from Loopback Detection err-disabled
state automatically
Trap npLoopDetectionVlanRecovered
EEE Warning (4)
e AV —7 T —RADFE VLAN TRELZ)L—TH. BEIEIHRE (errdisable
recovery cause loop-detection IAN¥YV R) [CK>TEIHL/C &ZRLET,
Parameter | <interface-id>:{&IHL/c1>%—7x—XID
<vlan-id>: f€IHL7 VLAN
Version 1.02.01
XSG BALIcA Yy =Tz —RX (IR—b, IR—bFvxRIL) OFE VLAN TRY kD=2

W—THFEELTWEAREDNSH D XTI, Ry bT—INOEROE R E ZHER L.
IW—TDRENE > TOBIHBAFED RV T EE L,
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23 )L—T&H

02 &bl

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err-disabled state automatically

23.6 )L—TRADFEEIR (VLAN XR—XE—R)
Log <interface-id> VLAN <vlan-id> recovers from Loopback Detection err-disabled
state manually
Trap npLoopDetectionVlanRecovered
EEE Warning (4)
Bz AV =7 T —ADFE VLAN TRAILC)L—T%Z. FEEIRAE (shutdown O
>~ RTBEZEL. noshutdown O R THZEMBIR) TEIHS B/ EZRLETD,
Parameter | <interface-id>:#&HL/fcT1>5—-TJx—X ID
<vlan-id>: {€IH L7z VLAN
Version 1.02.01
X RE
mloE N

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err-disabled state manually

23.7 )b—TRAD LR (VLAN R—XE—R)
Log Loop VLAN numbers overflow
Trap VAa )
BEE Critical (2)
Bz IW—TZ&&A U7z VLAN #HY)L— TRA AT e R A (RESATHRA 100 ) =i
Afcl&ZRULEXT,
Parameter | 7L
Version 1.01.01
X I =T & &H U7z VLAN 80NV — TR AR Re R i R B X IoIREE T lE. 2N E
W—TEZRHATEFZBA, ZD/H. IL—FTRMOITHHEAETNTUVEL VLAN TH
FY RT=T ) —THEELTVWDHBEENHDFT, *Y hDT—IRNDERPERE
EEER L. IL—TDREANE D TOWBBEFBDBRNTLSEE N,
02 &kmnp)
CRIT(2) Loop VLAN numbers overflow
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24 XEU—-ITS—BEEA

24 XEU—-ITS—BHEEIR

24.1 SW-LSI DX EY—IS5—RAICEBIR— vy b T UHEE

Log Detected system-abnormal (Unit <unit-id>, memory-error, action=shutdown)

Trap npSystemStatusFaultActionShutdownAll

BEE Emergency (0)

StER SW-LSI DXEY —IT5—ZRM LU TEIRTELWNERIC. INTOR— D EEMIC
vy hYIVENEZEZRULED,

Parameter | <unit-id>: /Rwv 2 X ID

Version 1.01.01. Trap (£ 1.03.01

X vy IOV ENCR—NZEIBT BICIE. clear memory-error ANXY R, £/l
no memory-error fault-action shutdown-all A¥ > RZFEALF T,
BH(E clear memory-error XY RICKDEIBZETUTCEERNBEHKIT 2EEV.
FEHLE CEERNERITDEEIE. SW-LSIODXEY —EEDFREENHDET,
HERME RS L,

a7 &R=A

EMER(0) Detected system-abnormal (Unit 1, memory-error, action=shutdown)

242 XEY—-I>—HHEH

Log Memory error of switch LS| was recovered automatically (Unit <unit-id>)

Trap npSystemStatusMemoryErrorAutoRecovery

EEE Warning (4)

B! XEY—I5—EEEIB#EEET SW-LSI XEY -0/ T+ —IT 5 —HBEEIEESNL

C&. FRIESW-LSI XEU—D ECC TS —HBEEEFTESN/cCEZERULET,

Parameter | <unit-id>: /Rv 2 X ID

Version 1.01.01. Trap (£ 1.03.01

XIS RE
mEZE &N

WARN (4) Memory error of switch LS| was recovered automatically (Unit 1)

24.3 SW-LSI /\—=F Iz 7T 5 —DRA

Log Hardware error was detected on switch LSI
Trap npSystemStatusLsiHardwareErrorDetected
5EE Alert (1)
A BLLIFDESE SW-LSI/N\N—=RIT 7T 5—HRAEND EBHANEEENET,
* SW-LSI DEIUXEY —EIRT. XTEUY—IZ—DHRESIKUOEBHE7Z V3N
10 B EEMEL T, BERNRMNTE D ICIHE,
* SW-LSI| DEBEFELEXE) -5 —IREEN/HEE,
Parameter | ZL L
Version 1.01.01. Trap (& 1.03.01
XSG SW-LSI DX EY —EEDAREMNH D F T, BKEREZE CIRI<IEE L,
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24 XEU—-ITS—BEEA

02 &bl

ALER(1) Hardware error was detected on switch LSl

24.4 SW-LSI/\— Rz 7IT5—0DEIA

Log Hardware errors were fixed on switch LSI

Trap npSystemStatusLsiHardwareErrorFixed

BEE Notification (5)

B2 TSW-LSI DRIUXEY -8B T, XEV-—I5—DBRHEBKITGEIEBT >3 0H 10
B EBEL T, EERNRNCIEO/IREE) T clear memory-error AV Y R Z2%EIT
L. XEU-IS—BEERKEZY X7 LIBEICEBHIANEESNET,
BH. TSW-LSI DEIRFELSAEY —I5—%EE L TVNDIRE, Tld. clear
memory-error XY RZRTLTEJY R T ENE A,

Parameter | 7L

Version 1.01.01. Trap (£ 1.03.01

X3 RE

mErE N

NOTI(5) Hardware errors were fixed on switch LSI

24.5 SW-LSI XU F ¢ —IT5—0DKRA

Log Parity error was detected on Unit <unit-id>, <memory-name>, <index>

Trap npSystemStatusLsiParityErrorDetected

EEE Warning (4)

A SW-LSIXEYU—I5— (WU T 1 —I5—FLBFECCIS—) MRESNICEZER
LEI,

Parameter | <unit-id>:MRv 27X ID
<memory-name>: /N\UF 4 =I5 —MRESNIXE) —%
<index>: NUF 4 —Io—HRBREHEINIEAXEY—TVT VIR

Version 1.03.01

XTI XEY—-IS—HEEIREETEHERL TVWEWESE(E. SW-LSIOXEY—T/KY
TA—I5—HDEELTW\WDAREMENHD XTI, clear memory-error AN¥ Y R&EE1T
LTERNMEIBT 2N ESHCHERLLIZE W,
clear memory-error AN¥ Y RTERMEIBLIEEIE. ZOFRFMEL CTHEALE
&L\, EHE clear memory-error XY RICKDEIRZEITLUTCTEERNIBRIT 245
BlF. EEERE CERNMEIET DN ESHTHERIZE L,
KRERECHREERNBERITDEE(E. KERBZ CRI<IEEL,

mEoE N/l

WARN (4) Parity error was detected on Unit 1, EP_INITBUF_DBEf, 0

24.6 SW-LSI XUF 1+ —T5—0DEIH

Log

Parity error on switch LS| was recovered
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24 XEU—-ITS—BEEA

Trap npSystemStatusLsiParityErrorFixed
BEE Notification (5)
B SW-LSI XEU—DNNUT 1« —IT5—HFEHTEREEINLCEZRLET,

Parameter | ZL L

Version 1.03.01

ST RE

mErE &N

NOTI(5) Parity error on switch LSI was recovered
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25 MMRP-Plus

25 MMRP-Plus

251 YV IR—bDUVITIY

Log MMRP-Plus ring <RINGID> <interface-id> goes DOWN status
Trap npMmrpPlusPortDown
BEEE Error (3)
Bz MMRP-Plus @) > J7R— b ' Down REEICEB LIC & ERLET,
Parameter | <RINGID>: MMRP-Plus DY > % ID
<interface-id> : MMRP-Plus ®'J Y IR~k (R— b, R—K~FvxIL)
Version 1.03.01. Trap (& 1.04.01
X3 STENAY Y I F I THNIIHIGIEARETT,
MMRP-Plus #8E(IC K DBEFPIREERETI N Ry T — T3R5 D LIIEEEEIC
EENRELULARRENSDET, Ry hI—JDEEZEIHSETI LS L,
O RRHA

ERRO(3) MMRP-Plus ring 1 Port 1/0/1 goes DOWN status

25.2 U JR— b Listening REE(CEH

Log MMRP-Plus ring <RINGID> <interface-id> goes LISTENING status
Trap npMmrpPlusPortListening
EEE Warning (4)
St MMRP-Plus @' > J7R— kA Listening JREEICBE LI-C & ZERLETD,
Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus ®'J Y IR~k ((R— b, R—KrFvxIL)
Version 1.03.01. Trap (& 1.04.01
X3RS MMRP-Plus EEDREEBB A HKAE LI EE, BERETAOIHNEAEINE T, O
IADHBIFFRETIT A, FIEOOITANDMILZIT>TIIEE L,
mErE S

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes LISTENING status

25.3 Listening RED Y1 A7 D k

Log MMRP-Plus ring <RINGID> <interface-id> Listening Time out

Trap npMmrpPlusPortListeningTimeout

EEE Warning (4)

Bl MMRP-Plus @) > J7R— kA Listening RREICEZ L. VAV IIAN—DETIC
Bofcl&ERLET,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus ®J ¥ J7R—k ((R— bk, R—rFvR/L)

Version 1.03.01. Trap (& 1.04.01

XIS BENMRELL) VI ZERSELEECAOTNHASNIGEF. BEIEGFLT
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25 MMRP-Plus

WBREEMEN DD ERT, UV ITDREBZRETEL TS L,

02 &bl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Listening Time out

25.4 U JR—bH Forwarding RREEICER

Log MMRP-Plus ring <RINGID> <interface-id> goes FORWARDING status

Trap npMmrpPlusPortForwarding

EEE Warning (4)

Bz MMRP-Plus @) > JR— k¥ Forwarding SREEICBRE LI & ERLET

Parameter | <RINGID>: MMRP-Plus ®J > %' ID
<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— cF ¥ =xIL)

Version 1.03.01. Trap (& 1.04.01

X3 NRE—THROTHNEASNIEZRIF. XY hT— I8R5 2 VI EEEICEENFKE
U7crAIRElEN B D FF. Ry hT—UDREFEZEIRSETIZE L,
7O L7 TAROTHEASNIGEEF. WBARETT,

O RRHA

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FORWARDING status

25.5 U JR— hH* Blocking SRREICER

Log MMRP-Plus ring <RINGID> <interface-id> goes BLOCKING status
Trap npMmrpPlusPortBlocking

EEE Notification (5)

A MMRP-Plus ®'J > JR— kA Blocking REEICBB LI & &ERLETD,
Parameter | <RINGID>: MMRP-Plus ®J > %' ID

<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— cFv¥=xIL)

Version 1.03.01. Trap (& 1.04.01

S RE
mloE N

NOTI(5) MMRP-Plus ring 1 Port 1/0/1 goes BLOCKING status

25.6 U JR—hH FailureUp IRREICEBE

Log MMRP-Plus ring <RINGID> <interface-id> goes FAILURE UP status
Trap npMmrpPlusPortDisable
BEE Warning (4)
Bz MMRP-Plus @) > JR— kh FailureUp REEICBRE LI & ZERLE D,
Parameter | <RINGID>: MMRP-Plus U > % ID
<interface-id>: MMRP-Plus ®J VI R— bk ((KR— bk, R—bF ¥ RI)
Version 1.03.01. Trap (£ 1.04.01
X FailureUp REN S DYIDED FTEDREICK D UTOEEOIIGL TS IEE W,

80/138




25 MMRP-Plus

cHBYIDREDZREL TVWDHEIR. YIDERDIAY—RBERIC) Y IEIRLE
HREBENE I,

cFE}YOREDZHREL TVDHEE(F. clear mmrp-plus failure ring ANY Y Rz
ETL. UV IEIRMBZERBL T IEE L,

mEZE Nl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FAILURE UP status

25.7 Revertive # 1 ¥ —i T [C & D Listening IRENER

Log MMRP-Plus ring <RINGID> <interface-id> Revertive Time out

Trap npMmrpPlusPortDisableTimeout

EEE Warning (4)

Bz MMRP-Plus @) > JR— kA FailureUp SREEICEFE L. Revertive ¥ 1Y —hH%i T
LicCE&ZRLET,

Parameter | <RINGID>: MMRP-Plus ®Y > ID
<interface-id> : MMRP-Plus ®'J ¥ JR— bk ((R— b, R—bFvx/L)

Version 1.03.01. Trap (£ 1.04.01

XIS RE

mEZE &N

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Revertive Time out

25.8 2 TCOF7 YTV IR—RDBUVITIY

Log MMRP-Plus ring <RINGID> All uplink port goes down
Trap npMmrpPlusAllUplinkDown
BEE Error (3)
tEA MMRP-Plus D) VI DTy FUVIR— NI VO TIY LIcC&ERLET,
Parameter | <RINGID> : MMRP-Plus ®'J > ID
Version 1.07.01
K MMRP-Plus HEEIC K > TBEZRR CES A VRREICE > TVWET,
DN RAY —EE. FEEDHAL—TEEHNSGHA LGS
TV TIVVIRNDRS Ty o(d, Yo7y TULTWBEBRICEFL TV
DIRRETY,
DBNARAY—EEB, BLUODMHAL —TEEODWMEENOHALILES -
Ty UV ORIE DBENEEZ ICIRETT .
cA\O=TL—LADKEMELESNREE LD MMRP-Plus HHEIC X 2BEZ
R CERWRETY,
WINDHBEE. 7Y TV IR—RDYVITIVESE, £lld7yFUVIR—b
[CEFRUICHRERBEDOREEDIRENSDET, CNODEEZEBLTIIZEN,
02 &kmnp)
ERRO(3) MMRP-Plus ring 5 All uplink port goes down
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25.9 MMRP-Plus IC&% FDB 72 v>a

Log MMRP-Plus ring <RINGID> FDB Flush

Trap npMmrpPlusFdbFlush

EERE Notification (5)

B MMRP-Plus [C&D FDB IV hYU—ASEESNCEZRLE T,

Parameter | <RINGID>: MMRP-Plus DY > % ID

Version 1.03.01. Trap (& 1.04.01

X MMRP-Plus #EEDRREBHEHHKE LI EE. BEREBTAOINEASINE T, RO
INDORIGEFRETIN FIEROOTANDMHZET D> TS,

mloE N

NOTI(5) MMRP-Plus ring 1 FDB Flush

25.10 7 F L AFBEIERHEER

Log MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated
Trap AN
EEE Notification (5)
B8 FDB 75w aA Ry hERHEL. MACT RLZADFEZFILET DRENEHI N
CE&ZERLET,
Parameter | <RINGID> : MMRP-Plus ®YU > % ID
Version 1.03.01
475 MMRP-Plus E5IC & DBISFAAARETE A R T — ISR 3 EX(C
ENRELCARENSHDET, Ry MU DEEZEIBS BT LT,
O &knpl
NOTI(5) MMRP-Plus ring 1 FDB Forwarding Timer Updated

25.11 Hello 7 L —LXRZERA

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello down detect
MMRP-Plus ring <RINGID> Slave <interface-id> Hello down detect
Trap H U
EEE Warning (4)
B NAO—T L —LADRZEZRM UL EZRLEXT,
Parameter | <RINGID> : MMRP-Plus ®'J > ID
<interface-id> : MMRP-Plus ®J > J7R—k ((R— b, R—bF v xJL)
Version 1.03.01
XS &
mEoE N/l
WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello down detect
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello down detect
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25.12 Hello 7 L —LBRERA

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello detect
MMRP-Plus ring <RINGID> Slave <interface-id> Hello detect
Trap TU
BT Notification (5)
B NO—=TL—LDBREERMLILCEZRLEXT,
Parameter | <RINGID>: MMRP-Plus U > % ID
<interface-id>: MMRP-Plus ®'J Y J7R—k ((R— k. R—kFvR/)L)
Version 1.03.01
X RE
02 &bl

NOTI(5) MMRP-Plus ring 1 Master Port 1/0/1 Hello detect
NOTI(5) MMRP-Plus ring 1 Slave Port 1/0/2 Hello detect

25.13 Hello 7L —AZREFI LT Tk

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello Time out
MMRP-Plus ring <RINGID> Slave <interface-id> Hello Time out
Trap Vil
EEE Warning (4)
Bz NA—=T L —LDZEZA L7 D NREMEBLIECEZRLUED,
Parameter | <RINGID> : MMRP-Plus ®U > % ID
<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R—cFv¥=xJL)
Version 1.03.01
X I MMRP-Plus #8E(C K DBETREIREETI N, Ry T —I#EBR T I ERICES
NREELIH. BIBUIZARENHDET, Ry b —UDREBZEERLTLEE W,
a7 &R=A

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello Time out
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello Time out

25,14 R— U RS —PEEEICKD YV IR—bDYRXY— K

Log MMRP-Plus ring <RINGID> <interface-id> was restarted
Trap VAa )
EEE Warning (4)
Bz MR—KURS—REBEICED U Y I EBRIT LI EZRUET,
Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus DU Y IR— bk (R— bk, R—K~F v =RIL)
Version 1.07.01
X I MMRP-Plus #8E(C K DBETREIREETI N, Ry MU — IR T I EBOES

HFEELIH BIRLUEARENSDERT ., Ry T DRBZRERL TS W,
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02 &bl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 was restarted
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26 PoE

26 PoE

26.1 PoE #&®h
Log Port <port> disabled PoE
Trap AN
MIGEHR— N TEHHEIEDEMELTE (poe power-inline never) ZE M L /z155
PDEZ¥ YUYV IHEEIC K DEBEAFIEHIME LS NIIZRE LTI
npPoePortAdminDisable k5w IAHASNE T, BHB. PD MERSNTH O IHE
B L CWELWR— N TEHRIGDEMERTE (poe power-inline never) ZEfE L o585
(&, npPoePortAdminDisable k5w FldHAEINE Ao
BEE Informational (6)
Bl R— b D POE #EENEMICHE el & ZERLET,
Parameter | <port>: /R— hHFS
Version 1.05.01
XIS RE
mEoE N

INFO(6) Port1/0/4 disabled PoE

26.2 \aERR

Log Port <port> started delivering power, Class <class>
Trap pethPsePortOnOffNotification

BEE Informational (6)

B! R—hOBAHENFHEBLIECEZRLED,
Parameter | <port>: /R— hHFS

<class>: BEBHI SR

Version 1.05.01

XIS &

O &kmnp)

INFO(6) Port1/0/3 started delivering power, Class 0

263 EXHEREBEDRRENREERICLDHEERDEL

Log Port <port> stopped delivering power due to power limit, requested class
<class>

Trap npPoePortStopDeliveringPower

EEE Warning (4)

Bz BRSNICBHI AN, M= CRESNICRAREHEBZ /e, IR— bDEHH
fezEiES LicCEZERLET,

Parameter | <port>: /R— &S
<class>: PD 'O BXRENIZBHNI TR

Version 1.05.01
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X I

RRBENZEBZBVKLDITIR—b, BKXU PD DEHRREZRELTLES L,

mEZE VNl

WARN (4) Port1/0/3 stopped delivering power due to power limit, requested class O

26.4 IHEBEXRDEIL
Log Port <port> PD stopped power request due to MPS absent
Trap npPoePortStopDeliveringPower
EEE Warning (4)
BrkZ MPS (BAMRFY JRF v) ZRETERWNH. PDNOEBEAHIGZEELELICEZE
TUXRT,
Parameter | <port>: /R— hHFS
Version 1.05.01
HHIS PD [CEBENEVHCHERESIEE VN IR— b D PoE BEENARIICH > TS & =R
LTL7IEE N,
mEZE Nl

WARN (4) Port1/0/3 PD stopped power request due to MPS absent

26.5 \BAREENARICKDHEBEKRDEL

Log Port <port> PD stopped power request due to Power Denied

Trap npPoePortStopDeliveringPower

EEE Warning (4)

Bz BERSNICBHDOEHMENREIREENZBZ /. BARBEELEDENR—FD
WBEZELELElEZRLET,

Parameter | <port>: R— &S

Version 1.05.01

XEI RABEHEBIBEWVWEDICPD DEHMEZEEL TS,

O RRHA

WARN (4) Port1/0/3 PD stopped power request due to Power Denied

26.6 HABHBAIC L DREFEL

Log Port <port> stopped delivering power due to Over Load

Trap npPoePortStopDeliveringPower

EEE Warning (4)

BrkZ BEADRS. BARGEFELLICCEZRULET,

Parameter | <port>: R— h&ES

Version 1.05.01

K YWR— MCEERS N PD OEBEAN. /R—hDEHY S REE Class. Fcldx
REAHEEREZBI TLWVEWHECHERS LSV, RRBEHZBIEWVELSIC PD
DiEmZERELTIEE N,
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02 &bl

WARN (4) Port1/0/3 stopped delivering power due to Over Load

26.7 MEIEREEFICL SIRERFL

Log Port <port> stopped delivering power due to Power Short
Trap npPoePortStopDeliveringPower
EEE Warning (4)
Bz TIRREMEICKDBAMRBEFLELICCEERLET,
Parameter | <port>: /R— hHFS
Version 1.05.01
XIS B, PD. #HRT —TILICEBNBVDCHERIZS L,
mloE N

WARN (4) Port1/0/3 stopped delivering power due to Power Short

26.8 ZDMRHEIC L DHEFL

Log Port <port> stopped delivering power due to Other fault
Trap npPoePortStopDeliveringPower
EEE Warning (4)
Bz ZOMODEBNRELUID, BEOMEEFELLICEERLET,
Parameter | <port>: /R— hHFS
Version 1.05.01
XFIE FB. PD. #EHRT —TIVCEBNLBEVWNTHERIES L,
mEZE Nl
WARN (4) Port1/0/3 stopped delivering power due to Other fault

26.9 HEERERE

Log Unit <unit-id> usage threshold <percentage> is exceeded
Trap pethMainPowerUsageOnNotification

EEE Warning (4)

Bz WEHERENRELLLEVEZBR I EERLET,
Parameter | <unit-id>: /Rwv 2 X ID

<percentage> : MENERED L EVVE(%)

Version 1.05.01

PSR PD DX/ IILEWMEREZREL TS,

e ZR]

WARN (4) Unit 1 usage threshold 90 is exceeded

26.10 #aEXREMELT

Log

Unit <unit-id> usage threshold <percentage> is recovered
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Trap pethMainPowerUsageOffNotification
BEE Warning (4)
Bz WEAFEAENRELIELEWVMEZ TE >/ EZRULET,
Parameter | <unit-id>: 7/Rv 2 X ID
<percentage> : MENERED L EVVE(%)
Version 1.05.01
XIS RE
O RRHA

WARN (4) Unit 1 usage threshold 90 is recovered

26.11 PoE FEIRES DRA]

Log Fail PoE System Block <unit-id>
Trap npPoeSystemFault
EEE Critical (2)
B POE HEBEICREENRELICC EZERLET,
Parameter | <unit-id>: 7Rw 2 X ID
Version 1.05.01
XIS KRS EICHIDAEED RT, RRICHUIcHBZEREL TIES L,

(A) CPU BB EB N RERDEGE

show tech-support unit ¥ > RERRNO. Ry D —2)L—THRERIC CPU £A

KN 100%ICEBDCETAROTZEHNT D ENHDFRIN. ZDHEEHEARET

ED

(B) LA DIHZE

KEWEOTRENHDET, UTOOIZEE L. REERZ OFF [CLT. YR—

PGB OTTERVEDELIEE W,
 show tech-support

ERARY Y —13E(C&D show tech-support DEEAE# L WBE(E. UTOJ %S

LTTEMLSIES L,
« show environment
« show unit
« show logging all
« debug show cpu utilization
« debug show error-log
« show tech-support poe

mEZE TN

CRIT(2) Fail PoE System Block Unit 1
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27 PDEZHUVD

27 PDEZ=ZHVU VT

27.1 PD =% YV JHtA

Log <port> pd-monitoring [<mode>] start
Trap AN
BEEE Informational (6)
Btz PDERZHRALICEZRLET,
Parameter | <port>: /R— hHFS
<mode>: PD E=F UV IDE—FK (ACL-mode. £ L <& ICMP-mode)
Version 1.05.01
TS RE
O RRHA

INFO(6) 1/0/1 pd-monitoring [ACL-mode] start
INFO(6) 1/0/1 pd-monitoring [ICMP-mode] start

272 PD EZY VUV TIC LB EBRHtIEDO—KEL

Log <port> pd-monitoring [<mode>] [restart-poe] detected pd-down, restart PoE
Trap A
EEE Warning (4)
B PD DY %ERIHL. PoE HEEDEREHGD—KHELLICKD PD ZBEFHSEIC &
ERLERT,
Parameter | <port>: /R— &S
<mode>: PD €E=Z% UV JDE—F (ACL-mode. &L <I[F ICMP-mode)
Version 1.05.01
XIS OJEA. KU PD OBEEFHEDIRENDHE. PDHAEBREBOAIREENH D X
To BEICIHEUT PD DREZEHEE L TIEE W,
O RRHA

WARN (4) 1/0/1 pd-monitoring [ACL-mode] [restart-poe] detected pd-down, restart PoE
WARN (4) 1/0/1 pd-monitoring [ICMP-mode] [restart-poe] detected pd-down, restart PoE

27.3 PD U U&RAl

Log <port> pd-monitoring [<mode>] [notify-only] detected pd-down
Trap A
EEE Warning (4)
Bz notify-only [CE&ELR— KT, PD DY IV ERELIECEZRLETD,
Parameter | <port>: /R— hHFS
<mode>: PD EZ¥# UV JDE—F (ACL-mode. &L <[& ICMP-mode)
Version 1.05.01
Xtits OMRDRUENESNDIEE. PD HAEBREDOIREENSHDE T, BEICHLT

PD DIRREZHERBL TS LN,
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02 &bl

WARN (4) 1/0/1 pd-monitoring [ACL-mode] [notify-only] detected pd-down
WARN (4) 1/0/1 pd-monitoring [ICMP-mode] [notify-only] detected pd-down

27.4 Y b1 OEEBAIC LD EREtEDEL

Log <port> pd-monitoring [<mode>] retry times is expired, stop PoE
Trap TL
BT Error (3)
BrkZ PD B5fROBESY bS5 [MMEBZ /c/cé. PoE HEEENEM(CH D EBREHEZELL
el E&ZERULET,
Parameter | <port>: /R— hHFS
<mode>: PD E=Z% UV IDE—K (ACL-mode. £ L <& ICMP-mode)
Version 1.05.01
ISV PD MEBRREOAREUENSDET, BECHUT PD DIREBZERL TS,
O RRHA

ERRO(3) 1/0/1 pd-monitoring [ACL-mode] retry times is expired, stop PoE
ERRO(3) 1/0/1 pd-monitoring [ICMP-mode] retry times is expired, stop PoE

27.5 PD EZF VUV IJIC KB ERtIGEFELOBHER

Log <port> pd-monitoring [<mode>] auto-recovery time expired, restart PoE
Trap A
BEE Informational (6)
B BiEcE ) b S E¥ZEELZ T PoE HEEZEMIC LICREN 5. BEMEIREEAEEL
T PoE BéEENBMIC Ao 7cC & ERLE T,
Parameter | <port>: R— &S
<mode>: PD EZ% UV IDE—K (ACL-mode, £ L <[& ICMP-mode)
Version 1.05.01
X3 RE
mloE N

INFO(6) 1/0/1 pd-monitoring [ACL-mode] auto-recovery time expired, restart PoE

INFO(6) 1/0/1 pd-monitoring [ICMP-mode] auto-recovery time expired, restart PoE

27.6 PD EZH UV JIC KB ERHIGELDOFEEIR

Log <port> pd-monitoring [<mode>] restart POE manually

Trap TL

EEE Informational (6)

B FHIcE Y b5 7 OEBR T PoE HEEZE MM (C LICIKEN 5. OX Y RIZKD PoE #
EZEMC LIl EZRLEXT,

Parameter | <port>: /R— hHFS

<mode>: PD EZ# YUV IDE—R (ACL-mode. L <IZ ICMP-mode)
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Version 1.05.01
X =
mEZE VNl

INFO(6) 1/0/1 pd-monitoring [ACL-mode] restart PoE manually
INFO(6) 1/0/1 pd-monitoring [ICMP-mode] restart PoE manually
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28 Port

28.1 A—Y—R—bDUVIT7VT

Log Port<port> link up, <nway>
Trap linkUp
EEE Warning (4)
B R=bWI Yo7y Tl EZRLETD,
Parameter | <port>: /R— h&S (6] :1/0/1)
<nway>: UVIREET 1LY IIXE—R
Version 1.01.01
X3 RE
O RRHA

WARN (4) Port1/0/1 link up, 1000Mbps FULL duplex

282 A—Y—R—bDUVIT IV

Log Port<port> link down
Trap linkDown
BEEE Error (3)
B M= UV IOV LIl &ERUET,
Parameter | <port>: /R—~&ES (6 :1/0/1)
Version 1.01.01
Xt &
O RRHA

ERRO(3) Port1/0/1 link down

28.3 SFP/SFP+b S > —)\—DiEA

Log Unit <unit-id>, Port <port-num> <tr-type> has been inserted

Trap npSfpModuleAttached

BEEE Informational (6)

B SFP/SFP+/R— Z SFP/SFP+ RSV Yy —N—pBAESNLCEZRLET,

Parameter | <unit-id>: /Rv 2 X ID
<port-num>: ;R— K~ ID
<tr-type>: kS VI—/N\—=5AF

Version 1.01.01. Trap (£ 1.09.01

X3RS ApresiaNP ') — X THRYR— X SFP b5 > 2 —/N—#EAKF(E. T000BASE_X %
ROBBAOIHEAHENET, ZNE&(FAHIIC TOOOBASE_SX FRR° 1000BASE_LX &
TEEDHEAOAINENENDCEEHD XD,
rZ Y2 —/\—[F ApresiaNP ) =X THR—~LTWD SV —/\—ZFERALT
<FEEWV, TV —N—RICDNTIF, REBOZEAKEP. ApresiaNP
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U= N=RITT7NZaT7)ID WEhIYy—N\—; BEISRILEES L,

02 &bl

INFO(6) Unit 1, Port 25 H-SFP+AOCTM has been inserted

28.4 SFP/SFP+ 5> —)\—DiRE

Log Unit <unit-id>, Port <port-num> transceiver has been removed
Trap npSfpModuleDetached
BEE Informational (6)
e SFP/SFP+/R— hH'5 SFP/SFP+ h S vy —/N\—HED A SN & ERLETD,
Parameter | <unit-id>: /Rwv 2 X ID
<port-num>: 7R—k ID
Version 1.01.01. Trap (& 1.09.01
XIS &
O &kmnfp)

INFO(6) Unit 1, Port 25 transceiver has been removed

28.5 SFP/SFP+ k5> 2 —)X\—m Tx fault &A1

Log Unit <unit-id>, Port <port-num> <tr-type> TX fault was asserted

Trap npSfpModuleTxFaultDetect

BT Error (3)

A SFP/SFP+ RSV o —N\—DFEERENFHELLCEERLET,

Parameter | <unit-id>: 7/Rv 2 X ID
<port-num>: ;R— K~ ID
<tr-type>: kI V=541

Version 1.09.01

X$ht oYY —N—BARCAOIHEETHASNDCEAH D HRITH. FARDHZE(F
EETEBEWcHHUARETT, FIC ZR-SFP+rT Y2 —/\—, ER-SFP+hS V> —
N—DBREF. BARICEERTEROITHNEASINET,
ZNUADOERTOIHRET DHEPL. I VY- /N—FBAREEROITNEHEND
BElE. bIYY—N\—DORENMEESND/. SFP/SFP+hZ Y —/)\—Z3HL
TLEEW,
RSV —N\—MEBEESISHERATNHKET 255(F. KERAICHENHDCEE
EZoNFET, ZOBREYTR— bRHERBOETEBEELLEE W,

mloE Nl

ERRO(3) Unit 1, Port 25 H-SFP+AOCTM TX fault was asserted
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29 Power

29 Power

29.1 BEIREEHRE

Log Unit <unit-id>, Power <power-id> failed

Trap npPowerFault

BEE Critical (2)

Bz BREENEECTHDEERLET,

Parameter | <unit-id>: 7/Rv 2 X ID
<power-id> : BIR1=w  ID. ApresiaNP2000 ¥ —XDFE(F 1

Version 1.01.01. Trap (& 1.03.01

X$ht show unit ¥ R BKU show environment IV > R TR ZHERE. show
tech-support ¥V Y RTREBHRZIE L. BRENHNIIEERMRZ RIS
LYo

mEoE N

CRIT(2) Unit 1, Power 1 failed

29.2 BIREEEIH

Log Unit <unit-id>, Power <power-id> back to normal

Trap npPowerRecovery

BEE Informational (6)

B BREENEEREBANEBLLCEZRLET,

Parameter | <unit-id>: Rw 2 X ID

<power-id>: BIR1 = k ID. ApresiaNP2000 U —XDFE(E 1

Version 1.01.01. Trap (& 1.03.01

XIS &
02 &kmnp)

INFO(6) Unit 1, Power 1 back to normal

94/138




30 SNMP

30 SNMP

30.1 SNMP X2 =5« —&DRIEXK

Log SNMP request received from <ip-address> with invalid community string

Trap authenticationFailure

EEE Warning (4)

B SNMP &E3k&, #2171 —XFITRELIECEZRLET,

Parameter | <ip-address>: P 77 L X

Version 1.01.01

K <ip-address>hEIETHDHE. Ry M-I EBRBEDREZHERL. FIALTL
5 SNMP D/X\—2 3V (CEU T BR]E (A2 =71 —%, RBAE/N\RT—R J
W=7 VX)) NMELWHHERLTIZE L,
<ip-address>NW"RIETHDHE. FEBRT ILADHEENSGDET, Ry ~hT—7
EERED IP 7 RLRAZERET D, £EFBLTLD SNMP O/X—-J 3 VICIHL
T, ERE (AZa=7 0% FBRT—R, II—TOF U RHE) ZEET D
CET. RBICNTDRELRT I RZEHSZENTEXT,

mloE N

WARN (4) SNMP request received from 192.0.2.100 with invalid community string
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31 SSH

31 SSH

31.1 SSH Y —/\—DBER/ &3

Log SSH server is enabled
SSH server is disabled
Trap H U
EEE Informational (6)
Bz SSH B —/N\—N"E%. Fr@BEMCEEINLCEZRLET,
Parameter | 7L
Version 1.01.01
XSG E
02 &kmnp)

INFO(6) SSH server is enabled
INFO(6) SSH server is disabled

31.2 SSH OJ1 >V E&Th

Log Successful login through SSH (Username: <user-name>, |P: <client-ip>)

Trap TL

BEEE Informational (6)

B AAA BEENEZNITIBED. SSH TOATA VICHIMLIcC EZRULET . AAA i
NEWEHZBEDOTAVEIAT(E AAAEZSRL TS L,

Parameter | <user-name>: 1—H—%
<client-ip>: 95147V D IP7 LR

Version 1.01.01

X RE

O &knpl

INFO(6) Successful login through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Successful login through SSH (Username: example, |P: 2001:db8:10::100)

31.3SSH OJ1 V&K

Log Login failed through SSH (Username: <user-name>, IP: <client-ip>)

Trap TL

BEE Warning (4)

Bz AAA BERENBEZNZIZE D, SSH TOOJ A VICKRKR LI EZRUE T, AAA HEE
NEMEIHZEDOOJ1 VAKAOT(E AAAEZSR LTS L,

Parameter | <user-name>: 1—H—%
<client-ip>: 92547V rDIP7 KL X

Version 1.01.01

XIS JE. I—Y—%. NXT—RHAELVHIERLTLIZE L,
access-class ANXY RZEERATDE. V517V RDIPT7 RLRICKD TV XHFIR
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31 SSH

AEEECT,

02 &bl

WARN (4) Login failed through SSH (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through SSH (Username: example, IP: 2001:db8:10::100)

31.4SSHOJ77 k

Log Logout through SSH (Username: <user-name>, |P: <client-ip>)
Trap L

EERE Informational (6)

B SSHEv>avhoOdd7ohLiclEZRULET,

Parameter | <user-name>: 1—HY—%

<client-ip>: 9547V D IP7 LR

Version 1.01.01

X RE
e ZR]

INFO(6) Logout through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Logout through SSH (Username: example, IP: 2001:db8:10::100)

31.5SSHEY Y3y 1 L7 DTk

Log SSH session timed out (Username: <user-name>, |P: <client-ip>)
Trap A
BEE Informational (6)
Bz SSHEY>avh g1 A7 O ML EZERLET,
Parameter | <user-name>: 1—H%—%
<client-ip>: 95147V D IP7 LR
Version 1.09.09
X3R5 RE
O RRHA

INFO(6) SSH session timed out (Username: example, IP: 192.0.2.100)
INFO(6) SSH session timed out (Username: example, IP: 2001:db8:10::100)
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32 RYw Y

32 AYvYY

321 RFw I XV /)\—DEDAH

Log Unit <unit-id>, MAC: <mac-address> Hot insertion
Trap npStackGenerallnsert
ETE Warning (4)
B! Ry b YY—2 3% RULET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 KL X
Version 1.01.01. Trap (& 1.03.01
K BEEMICT>TLWEWNSEEIE. UTZERER LTS W,
« XTI XV \—DIREE
« AV IIR— kD> TIREE
a7 &R=A

WARN (4) Unit 3, MAC: 00-40-66-11-22-33 Hot insertion

322 R IOAXYIN—DEO AL

Log Unit <unit-id>, MAC: <mac-address> Hot removal
Trap npStackGeneralRemove
EEE Warning (4)
B! Ry bU L=/ LERULET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 L X
Version 1.01.01. Trap (£ 1.03.01
PSR BERIMICIT> TLWEWEEIF. LUTZHERL TS L,
¢ AT W I AV )\—DIKRE
« AF YU IR— kD> TIREE
02 &kmnp)
WARN (4) Unit 3, MAC: 00-40-66-11-22-33 Hot removal

323 A&y MROY—DEE

Log Stacking topology is <stack-tp-type>. Master(Unit <unit-id>, MAC: <mac-
address>)

Trap npStackTopologyChangeChainToRing
npStackTopologyChangeRingToChain

EEE Warning (4)

A Ry MROY—-DEEZRLET,

Parameter | <stack-tp-type>:X%¥ v hROY—%1 7 (Ring, Chain)
<unit-id>: Ry 2 X 1D
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32 RYw Y

<mac-address>: MAC 7 KL X
Version 1.01.01. Trap (£ 1.03.01
PSR ENMIC MRAOY—ZZEELTOWEWSESF. UTEERLTIZE W,
¢ AT YT AV )\—DIKRE
«c AV UIR— kD) > JIRRE
02 &kmnp)

WARN (4) Stacking topology is Ring. Master (Unit 1, MAC: 00-40-66-AA-BB-CQ)
WARN (4) Stacking topology is Chain. Master (Unit 1, MAC: 00-40-66-AA-BB-CC)

324N\ I F Y IIY AT -V RY—([CBH

Log Backup master changed to master. Master (Unit <unit-id>)
Trap npStackRoleChangeBackupToMaster
EEE Warning (4)
B NV IT Y ITIRI =N RY—[CED DI EZERLETD,
Parameter | <unit-id>: /Rv 2 X ID
Version 1.01.01. Trap (£ 1.03.01
XA ERNGREBB THEWGSIE. UTZEERL TS,
s N RY—DIRRE
« ATV IR—bDYU Y IIREE
O RRHA

WARN (4) Backup master changed to master. Master (Unit: 2)

325 AL—THMN Ry —[CE®

Log Slave changed to master. Master (Unit <unit-id>)

Trap npStackRoleChangeSlaveToMaster

EEE Warning (4)

B AL—=THMNRI—[CED>/cl&ZRLET,

Parameter | <unit-id>: 7/Rwv 2 X ID

Version 1.01.01. Trap (£ 1.03.01

PSR EREREBZ THWERE. UTZER LTSV,
XN AY —DIRRE
« AF YU IR— D)V TIREE

02 &kmnp)

WARN (4) Slave changed to master. Master (Unit: 3)

32.6 Ry U X ID OHEEKRA

Log Hot insert failed, box ID conflict: Unit <unit-id>, conflict (MAC: <mac-address>
and MAC: <mac-address>)

Trap npStackGeneralFailure

EEE Critical (2)
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32 RYw Y

B My XD DA—HZRULET,

Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: EELTWVWDEED MAC 7 KL X

Version 1.01.01. Trap (£ 1.03.01

ESIn Ry U R ID ZBBEDHTICYDOEZ DN, Ry IX IDHAEELBVKSICHREL
T<IZEW,

02 &kmnp)

CRIT(2) Hot insert failed, box ID conflict: Unit 1 conflict (MAC: 00-40-66-B4-97-1F and MAC: 00-40-66-B4-96-B5)

32.7 A9V IOR—bDVUVOTYS

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link up, <nway>
Trap npStackPortLinkUp
EEE Warning (4)
A RYYIR—bNIVO7y Tl &ERLET,
Parameter | <unit-id>: /Rv 2 X ID
<mac-address>: MAC 7 kL X
<port-num>: ;R— K~ ID
<nway>: UV IDEMEREET 2 T7L v IR
Version 1.01.01. Trap (£ 1.07.01
XIS BRNGZUY 7y TTHEWNGEIF, UTEERL TS,
« AF W I AV IN\—DIREE
ATV IR—bDYU Y IREE
O RRHA
WARN (4) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 27 link up, 10Gbps FULL duplex

328 RV IR—bDUVITIY

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link down
Trap npStackPortLinkDown
BEEE Error (3)
e ATV IR=b NIV IIT TV LIl EZRLET,
Parameter | <unit-id>: 7/Rwv 2 X ID
<mac-address>: MAC 7 kL X
<port-num> : ;R— K~ ID
Version 1.01.01. Trap (£ 1.07.01
PSR BRWERD Y OF IV THRWNESF. UTZHERL TS,
¢ AT YT A )\—DIKRE
« AF YU IR— kD> TIREE
02 &kmnp)
ERRO(3) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 27 link down
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32 RYw Y

329 R Y IR—bD RSV I—/\—DFEA

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> <tr-type> has been
inserted
Trap H U
BEBE Informational (6)
B Ry IR— MIERE LTz SFP/SFPHR—KC SFP+ RSy —/N—PMEASNIzC &
EZRULET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 KL X
<port-num> : 7;R—k ID
<tr-type>: kI V==
Version 1.01.01
XS &
mEoE N/l

INFO(6) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 27 H-SFP+AOCTM has been inserted

3210 R v IIR— kD LSV —/)\—DikE

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> transceiver has been
removed
Trap H U
BEEE Informational (6)
e AE YO R—=IEE LTz SFP/SFPHIR— hAS SFP+ RSV Y —/N—AED A
CEZERLET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 KL X
<port-num> : 7R—k ID
Version 1.01.01
XSG &
mEoE N/l
INFO(6) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 27 transceiver has been removed

3211 A&y o2/)\O—T L —LADREFI LTI b

Log Hello timeout occurs: Unit <unit-id> Stackport <port-num>
Trap TL
ERE Error (3)
Bz NA—=TL—LDREZA LT O MEEMBB LI EZERLET,
Parameter | <unit-id>: 7/Rv 2 X ID

<port-num> : ;R— K~ ID
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32 RYw Y

Version 1.03.06
XTI ATV IAX Y )\—DIRREEZEFER L T IEE L,
mEZE VNl

ERRO(3) Hello timeout occurs: Unit 1 Stackport 27

3212 Ry I X v E£—I DXELK

Log Unit <unit-id> fails to send a stacking message. (Type: <msg-type>, Sub type:
<sub-type>)

Trap TU

BEE Debugging (7)

e AT IRy E—IDEEICKRB LI EZRULET,

Parameter | <unit-id>: /Rv 2 X ID
<msg-type>: RFvIXyvE—I51T
Sub type: <sub-type>: A& v I Xy —IDYTHA T XY TH 1 THEE LML
BE (IR

Version 1.03.06
1.04.01 : /XS X —% —<sub-type>EN

S5 COOE. X—N—CORFERET B7=HD Debugging LANLDX vt —IT
9, ZERFK., BERNGRAY Y VREOEER, XEIIEAPICHENICHENAEIND
BRIENIGIETI,
RAE Y IBEOEREN CPU SBREICH S IBECERAOTNEHSNDZ ENH
DERIH. ZORRICIE CPU SEFTREDRAZHEZEL TIES L,

O RRHA

DEBG(7) Unit 1 fails to send a stacking message. (Type: EVENT_SLOG, Sub type: 4)

32.13 BB O RS
Log Stacking starts to configure new units. Master (Unit <unit-id>, MAC: <mac-
address>)
Trap L
EEE Warning (4)
Bz Ay I AV N\—ETOBRBERORPIENFHIAS NI EERLED,
Parameter | <unit-id>: Y X&¥—DRv I X ID
<mac-address>: Y X¥—D MAC 7 kL X
Version 1.03.06
X I &
mEZE &N

WARN (4) Stacking starts to configure new units. Master (Unit 1, MAC: 00-40-66-AA-BB-CC)

3214 Ffcm1=y bMEA

Log

Stacking detects new units. (MAC: <mac-address>)
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32 RYw Y

Trap VAe )

EEE Warning (4)

Bz FLWRE Y IX Y N—Z @A LIl &Z2RLET,

Parameter | <mac-address>: FTL <EBMEINRF Y I XV /)\—D MACT7 RL R
Version 1.03.06

IS RE
mE7E Nl

WARN (4) Stacking detects new units. (MAC: 00-40-66-11-22-33)

3215 R v I REIDEE

Log Stacking role changed to <role>. (MAC: <mac-address>)
Trap AN

EEE Warning (4)

B AE VI DERENEELIcCEZRLET,

Parameter | <role>: ZE#HDKE|

<mac-address>: MAC 7 L X

Version 1.04.01

X RE
AJRRHGl

WARN (4) Stacking role changed to Master. (MAC: 00-40-66-11-22-33)
WARN (4) Stacking role changed to Backup master. (MAC: 00-40-66-11-22-33)
WARN (4) Stacking role changed to Slave. (MAC: 00-40-66-11-22-33)

32.16 BRIEHORBAETY I LT D L

Log Stacking configure stage timeout occured. Restart election.
Trap TU
BEE Error (3)
Bz AZ v DEBIERORBANIBTY A L7 I RHREL. XY v T DRENERIRREIC
RolCEZERLET,
Parameter | &L
Version 1.04.01
K BRIV OV TREWGEEIE, UTZHELTIES L,
« ATV IRV )\—DIREE
« RYYIIR—bDU Y IREE
e ZR]

ERRO(3) Stacking configure stage timeout occured. Restart election.

3217 Ry OR— FREORAEEB NS

Log

Stacking detects abnormal link status and try to recover: Unit <unit-id>
Stackport <port-num>
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32 RYw Y

Trap VAe )
EEE Error (3)
B EREGVUVOREZERAMUIICH, BHLEISELTWSZEZERULETD,
Parameter | <unit-id>: /Rwv 2 X ID
<port-num>: 7R—k ID

Version 1.04.01
bR BT ZziER LTS,

¢ AT YT AV )\—DIKRE

« AFYIIR— kD> TIREE
02 &kmnp)

ERRO(3) Stacking detects abnormal link status and try to recover: Unit 1 Stackport 27

3218 RY W IRV N\—KREZEDRA]

Log Unit <unit-id>: Stacking health status goes unstable
Trap L
EEE Warning (4)
B! A IRXVNN—DRENEEDDARLEICHE 2/ EZRLET,
Parameter | <unit-id>:MRwv 27X ID
Version 1.09.10
IR T 2R L TS W,
« RF VI AV I\—DIREE
« AF Y UR— kDY TIREE
mEZE Nl

WARN (4) Unit 3: Stacking health status goes unstable

3219 R Y IRV N—FRREDEIR

Log Unit <unit-id>: Stacking health status goes stable

Trap AN

BEE Notification (5)

B! ATV IAYNN—DIRENTRLENDREICH >/ EZRUET,
Parameter | <unit-id>: /Rwv 2 X ID

Version 1.09.10

XS &
mEoE N

NOTI(5) Unit 3: Stacking health status goes stable

3220 R Y IAVN—RLEDKRA XAOT

Log

Unit <unit-id>: Stacking health status goes Abnormal

Trap

AN
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32 RYw Y

BEE Error (3)
B AT Y IRAYNN—DIREBHALREN OARLEICH >l EZRULET,
Parameter | <unit-id>: /Rwv 2 X ID
Version 1.09.01
BH. 1.09.10 LIETEAOZEFENENEE A,

PSR ITZERL TS,

« XTI XV J\—DIREE

« AF Y IIR— kD> TIREE
02 &kmnp)

ERRO(3) Unit 3: Stacking health status goes Abnormal

3221 R IAVN—-RLEDEIA XAOT

Log Unit <unit-id>: Stacking health status goes Normal
Trap H U
BEE Notification (5)
B! ATV IAYNN—DIRENTRLENDREICH >/ EZRUET,
Parameter | <unit-id>: /Rwv 2 X ID
Version 1.09.01
BH. 1.09.10 UETEAROVFHASNE R Ao
IR &
02 &kmnp)
NOTI(5) Unit 3: Stacking health status goes Normal
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33 Storm Control

33 Storm Control

33.1 Ab—LDKRA

Log

Broadcast storm is occurring on <interface-id> (port-channel <group-id>)
Multicast storm is occurring on <interface-id> (port-channel <group-id>)
Unicast storm is occurring on <interface-id> (port-channel <group-id>)

npStormControlDetected

Critical (2)

Ah—LAZEBRAULIECEERLUET,
« Broadcast storm : 7O—RF v AR/ Y MZEKDAR—LA
* Multicast storm : ¥ILFF v AK/TY RMIEKDAM—A

s Unicast storm : Z=F v XA ~/\T vy ~ BBEEEEFEH. HKXU Unknown 1=
FrAR) [CKBDRAB—L, 2L, 723 v(Cdrop HEULLIE none Z1EE
LB EIE. A ZF v AT Y MMIEKBDAM—LAD0OZIFHASNEH A

LEWMEZ kbps RclZ/N\—t Y T—ITRELIIHZEE. AOTFEASNEE A,

Parameter

<interface-id>: A —LNRELTWVNBT VY —T—XID

(port-channel <group-id>) : IR— b F ¥ X)L TA =AY bO-IZHRE LGS
(C. AR—LDEELTVBAYN—R—DFABF v RILJIL—T D ZRR XYIE
R— b THRE LIBEFHERT

Version

1.01.01. Trap (£ 1.09.01
1.09.01 : IR— b Fv¥ R TORX b=ATY bAO—)LEYR— K

X I

BALIEA VY =T —ATRY D= )L—THEELT\DFIREENHD FT,
Ry b= AOEHRCERZEZHERAL. L—TOREZERDRVTZEE 0,

mEZE VNl

CRIT(2) Broadcast storm is occurring on Port1/0/1

CRIT(2) Multicast storm is occurring on Port1/0/1

CRIT(2) Unicast storm is occurring on Port1/0/1

CRIT(2) Broadcast storm is occurring on Port1/0/1 (port-channel 5)

33.2 A—AODEIH

Log Broadcast storm is cleared on <interface-id> (port-channel <group-id>)
Multicast storm is cleared on <interface-id> (port-channel <group-id>)
Unicast storm is cleared on <interface-id> (port-channel <group-id>)

Trap npStormControlCleared

BEE Informational (6)

Bz Ab—=LMEIRLIEC EZRUET,

« Broadcast storm : 7O—RF ¥ XA~/ Y MZEKBAR—A
« Multicast storm : ¥ILFF ¥ AR/\T Y MIKDRA =LA

s Unicast storm : Z=F v XA b/\T vy b BBEEFEEH. HKXU Unknown 1=
FYAR) [CKBDAM—L, 2L, 73T drop HULLIE none ZIEE
LeBElE. IZ2Fv AN Y MIELBDA M —L0O7FEASNE AN

LEWMEZE kbps Rcl3/N\—t Y T—ITRELIIHZEIE. AOTFEASNEE A,
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33 Storm Control

Parameter

<interface-id>: A h—ANEESN/A V5 —Tz—X D

(port-channel <group-id>) : R— b F v RV TR —AOY FO—-ILERELLEE
(C. AR=LNEIBULIEAVIN—R—OMEF v RILTIL—T ID ZRR XYER—
N CRE LB AIFFERR

Version 1.01.01. Trap (£ 1.09.01

1.09.01 : IR—hFr¥ R TORX b=ATY bAO—)LEYR— K
XIS RE
mErE N

INFO(6) Broadcast storm is cleared on Port1/0/1

INFO(6) Multicast storm is cleared on Port1/0/1

INFO(6) Unicast storm is cleared on Port1/0/1

INFO(6) Broadcast storm is cleared on Port1/0/1 (port-channel 5)

333 A=A bO-NICEKBDR—F vy IOV

Log

<interface-id> (port-channel <group-id>) is currently shut down due to the
Broadcast storm

<interface-id> (port-channel <group-id>) is currently shut down due to the
Multicast storm

<interface-id> (port-channel <group-id>) is currently shut down due to the
Unicast storm

npStormControlShutdown

Critical (2)

AVI—T T —APAR=ALICE2TI vy ¥ T (err-disabled JREEZEFE) TN
el &= RULED,

« Broadcast storm : 7O—RF v A~/ Y MIEKBDAM—A

s Multicast storm : ¥ILFF v AK/\T Y MMIEKDA =LA

s Unicaststorm : ZZ=F v XA ~/\T v b BBEEEEFEH. HKXU Unknown 1=
FvYRAN) ICKDRN—A

Parameter

<interface-id>: Ah—AICK2>2TYv v h¥ IV (err-disabled JREEICEFE) SNfc
A5 —TJx—XID

(port-channel <group-id>) : R— b F v RV TR —AOY FO—-ILERELLEE

[C. AR—=AICE>TY v v r¥F Y (err-disabled JREEICEE) SN/ XV /\—iR—
NOFRBTF ¥ RILTIL—TF ID BRI X¥ER— M TRELLIBEIIIERT

Version

1.01.01. Trap (£ 1.09.01
1.09.01 : IR— b Fr¥ R TORX b—=ATY bAO—)LEYR— K

X I

BRALICA VYT —RATRY RT =T )b—THHELTWDREEENH D £T,
Ry b —OAOEHRCERZEZHERAL. L—TOREZERDRVTZEE 0,

HENEIRETE (errdisable recovery cause storm-control AY¥ > R) DF&EIE. v v
K55 (err-disabled JREEICEE) SNTHHRELIEHENMRBETDE, 1TV 5 —
71— ADREIBEBNICEIHENE T,

vy hY DV (err-disabled JREEICERE) SNfcA vy —TJ 1 —A=FETEIASE
515513, shutdown AY Y RT—EBFAZELTHS. noshutdown ANV RTA YV
Y—J 1 —ADHAEBEEMRBRL T IEE L,
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33 Storm Control

02 &bl

CRIT(2) Port1/0/1 is currently shut down due to the Broadcast storm

CRIT(2) Port1/0/1 is currently shut down due to the Multicast storm

CRIT(2) Port1/0/1 is currently shut down due to the Unicast storm

CRIT(2) Port1/0/1 (port-channel 5) is currently shut down due to the Broadcast storm

334 A=Ay bO-NVICEBIR—b>vyy ROV OBEEIEIR

Log <interface-id> (port-channel <group-id>) recovers from storm err-disabled state
automatically
Trap npStormControlShutdownAutoRecovered
BEE Warning (4)
SteA Abh=ALay rO-NMICEDY vy YT (err-disabled KRREICEE) snfc1 Y
Y—Tx—RN. BEWICEIBLIZZEZRLETD,
Parameter | <interface-id>:#&HLfcT1>Y5—-TJx—X ID
(port-channel <group-id>) : IR— b F ¥ X)L TA =AY FO-IZHRELIHE
(C. BHUIXYNN=R=bDOFAEF v RILIIL—T ID ZFRR XYER— S TREL
1B I3IERT
Version 1.09.01
XFIE BALICA VY =T —ATRY 8T =D )L—THFEEL TWICAREENH D £,
Ry hI = NDOREPERAEZER L. IL—TORENE > TLDIHEIFED R
TLEEW,
O RRHA

WARN (4) Port1/0/1 recovers from storm err-disabled state automatically
WARN (4) Port1/0/1 (port-channel 5) recovers from storm err-disabled state automatically

335 A=Ay bO-NIC&BDR—F2vy MOV DOFEHER

Log <interface-id> (port-channel <group-id>) recovers from storm err-disabled state
manually

Trap npStormControlShutdownManualRecovered

EEE Warning (4)

SteA Abh=ALaY rO-NMICEDY vy T (err-disabled KRREICEE) sV
Y—T1I—AN, FETERLILIEZRLED,

Parameter | <interface-id>:#&HL/fc1>5—-TJx—X ID
(port-channel <group-id>) : R— b F v RV TR b—AOY FO—-ILERELILEE
(C. BHUIXYNN—R=bDOFAEF v RILIIL—7 ID ZFRR XYER— S TREL
1o BIEIERT

Version 1.09.01

X3 RE

mloE N

WARN (4) Port1/0/1 recovers from storm err-disabled state manually

WARN (4) Port1/0/1 (port-channel 5) recovers from storm err-disabled state manually
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34 2=y oY) =7Oralb

34 2)\=_>Jv)—=JOc3)

34.1 ANV TV —REEDER /X

Log Spanning Tree Protocol is enabled
Spanning Tree Protocol is disabled

Trap L

BT Informational (6)

B ANZ2 YU =TJORIHER. KICFEBCEESNILCEERLET,
Parameter | &L

Version 1.01.01

SN RE
AJRRPGl

INFO(6) Spanning Tree Protocol is enabled
INFO(6) Spanning Tree Protocol is disabled

342 ROV —Fzz VY

Log B STP/RSTP/MSTP E— R
Topology changed (Instance:<instance-id>, <interface-id>, MAC:<mac-
address>)
B RPVST+E— K
Topology changed (VLAN:<vlan-id>, <interface-id>, MAC:<mac-address>)
Trap topologyChange
EEE Warning (4)
B ANZ TV Y—=KSTP)D MROY—AELIcCEZRLET,
Parameter | <instance-id>: MSTP E— RICHIFD AV RY VX ID XAV RAIV X0 EFT 74
MY X& > ZRED CIST
<vlan-id>: R/ Z> WYY —=7FORJIHEMICE S TS VLAN ID
<interface-id>: MROY —EEBERERAE/(IRET 2/R— hES
<mac-address>: 77U v I D MACY RL X
Version 1.01.01
X EIHRRREEZRER L TS L,
O RRA

WARN (4) Topology changed (Instance:0, Port1/0/1, MAC:00-40-66-AA-BB-CQ)
WARN (4) Topology changed (Instance:1, Port1/0/1, MAC:00-40-66-AA-BB-CC)
WARN (4) Topology changed (VLAN:10, Port1/0/1, MAC:00-40-66-AA-BB-CC)

34.3 New Root 7V w3

Log

B STP/RSTP E— kK
New Root bridge selected (MAC:<mac-address>, Priority:<priority>)

B MSTP E—FK
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34 2=y oY) =7Oralb

CIST New Root bridge selected (MAC:<mac-address>, Priority:<priority>)
CIST Regional New Root bridge selected (MAC:<mac-address>,
Priority:<priority>)

MSTI Regional New Root bridge selected (Instance:<instance-id>, MAC:<mac-
address>, Priority:<priority>)

B RPVST+E—R

New Root bridge selected (VLAN:<vlan-id>, MAC:<mac-address>,
Priority:<priority>)

Trap newRoot

BEE Informational (6)

e iclCIL— TV IMBBHEN L EZRLET,

Parameter | <instance-id>: MSTP E— RIZHIFBDAIVRIV R ID XAV RIYV R0 (FTTAI
NV X5V AED CIST
<vlan-id>: R/XZy YU —=OR2IHE#MITHE>TWLWS VLAN ID
<mac-address>: 7w I D MACT7 RL X
<priority>: U w IBRE

Version 1.01.01

FST RE

AT &R~

INFO(6) New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST Region New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) MSTI Region New Root bridge selected (Instance:1, MAC:00-40-66-11-22-33, Priority:8193)
INFO(6) New Root bridge selected (VLAN:10, MAC:00-40-66-11-22-33, Priority:8202)

34.4 New Root 7R— b~

Log B STP/RSTP/MSTP £— R
New root port selected (Instance:<instance-id>, <interface-id>)
B RPVST+E— R
New root port selected (VLAN:<vlan-id>, <interface-id>)
Trap UL
EEE Notification (5)
B2 FclC)b— bR— hhBHENALCEZRLE T,
Parameter | <instance-id>: MSTP E— RIZHIFBDATVRIV R ID XAV RIYV R0 (FT T4
NV AY 2 ZAED CIST
<vlan-id>: R/XZ YU =0 RILHAEICIE>TLWS VLAN ID
<interface-id>: hROY —ZEEBRERME/C(IZET DR— hES
Version 1.01.01
S RE
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mErE S

NOTI(5) New root port selected (Instance:0, Port1/0/2)
NOTI(5) New root port selected (Instance:1, Port1/0/2)
NOTI(5) New root port selected (VLAN:10, Port1/0/2)

34.5 R— MREDER

Log W STP/RSTP/MSTP £— R
Spanning Tree port status change (Instance:<instance-id>, <interface-id>) <old-
status>-><new-status>
MW RPVST+E—R
Spanning Tree port status change (VLAN:<vlan-id>, <interface-id>) <old-
status>-><new-status>

Trap L

EEE Warning (4)

e A=V TV 1) —(XSTP) DIR— MREEICEENREE LI EZRULET,

Parameter | <instance-id>: MSTP E—RICHIFBDAVAIVAID XAV RY VA 0IET T4
NV RXYVZAED CIST
<vlan-id>: Z/\Zv oYU —=OJ)LAERICHE > TS VLAN ID
<interface-id>: FROY —ZEFEFERZEZRMEFCIEFET DR— ~ES
<old-status> : ZHRIDR— MNKAEE
<new-status> : ZEHDR— MNREE
¥7R— KRB | Disable, Discarding, Learning, Forwarding

Version 1.01.01

XIS EIRRREZER L TEE L,

a7 &RRHA

WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Discarding->Learning
WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Learning->Forwarding
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Discarding->Learning
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Learning->Forwarding

34.6 R— hMEEIDER
Log W STP/RSTP/MSTP £— I
Spanning Tree port role change (Instance:<instance-id>, <interface-id>) <old-
role>-><new-role>
B RPVST+E—
Spanning Tree port role change (VLAN:<vlan-id>, <interface-id>) <old-role>-
><new-role>
Trap AN
EEE Warning (4)
B A=Y TYV1)—(XSTP) DIR— hRENCEEANFREE L/ CEZRLET,
Parameter | <instance-id>: MSTP £E— RICHBIFB2AVRIVXID XA VRAIVX0FT 7 A
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NV X5V ZED CIST

<vlan-id>: R/XZ> YU —=7ORJIHEMICIE S TS VLAN ID
<interface-id>: hROY —EEBFRERAEXEIRET 2/R— hES
<old-role> : ZERIDR— ~&E|

<new-role> : ZEHDR— ~&E

¥7R— b 1&El : Disable, Alternate, Backup, Root, Designated, Master

Version 1.01.01
Xy EfRIRREZRER L T EE L,
mEZE VNl

WARN (4) Spanning Tree port role change (Instance:0, Port1/0/1) DisabledPort->DesignatedPort
WARN (4) Spanning Tree port role change (Instance:0, Port1/0/1) DesignatedPort->RootPort
WARN (4) Spanning Tree port role change (VLAN:10, Port1/0/1) DisabledPort->DesignatedPort
WARN (4) Spanning Tree port role change (VLAN:10, Port1/0/1) DesignatedPort->RootPort

3.7 ARV ITYU—F—RDEE

Log Spanning Tree version change (new version:<new-version>)
Trap TU

BEEE Informational (6)

B ANRZy YU =7ORINDE- R EESNcCEERLET,
Parameter | <new-version>: EfTHROR/XZv IV —=FOKIL

Version 1.01.01

K RE
AJRRPGl

INFO(6) Spanning Tree version change (new version:STP compatible)

INFO(6) Spanning Tree version change (new version:RSTP)

INFO(6) Spanning Tree version change (new version:MSTP)

INFO(6) Spanning Tree version change (new version:RPVST+)

348 MSTP U= 34, VEY I VESDEE

Log B MSTPE—R
Spanning Tree MST configuration ID name and revision level change
(name:<name> revision level: <revision-level>)
Trap H U
BEEE Informational (6)
Bk MSTP OV 7«4 JT, U—=yavaEleEIya VNI EREENLCEZRULET,
Parameter | <name>: U —y 3%
<revision-level>: UEI 3> LN
Version 1.01.01
it &
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mErE S

INFO(6) Spanning Tree MST configuration ID name and revision level change (name:TEST revision level:1)

349 MSTP 1 YV RY > ADETM

Log B MSTP E—k

Spanning Tree instance created (Instance:<instance-id>)
Trap L
BEE Informational (6)
B MSTP 1 VY RF UV ZANEMENIcCEZERLET,
Parameter | <instance-id> ! BMEN/c MSTP 1Y XF VX ID
Version 1.01.01
PN RE
AJRRHGl

INFO(6) Spanning Tree instance created (Instance:2)

34.10 MSTP 1V R &> ADHIER

Log B MSTP E—R
Spanning Tree instance deleted (Instance:<instance-id>)

Trap A

BEEE Informational (6)

B! MSTP A Y XFZ YV ANEIBREN/cCEZTRLET,

Parameter | <instance-id>: BlIfREMN7/c MSTP 1> X5 >V X ID

Version 1.01.01

X RE

O &knpl

INFO(6) Spanning Tree instance deleted (Instance:2)

34.11 MSTP 1V X5 > AM VLAN EN

Log B MSTP E—FK
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> add vlan:<vlan-ids>)

Trap VAa )

BEE Informational (6)

B MSTP 1~ X% > R[Z VLAN Bl EN/fcC & ZERUEY,

Parameter | <instance-id>: MSTP A VXYV R ID XAV ARIVA0IETIAILMA VATV R
Ao CIST
<vlan-ids> : iEEpIE M7z VLAN ID

Version 1.01.01

it &
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02 &bl

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 add vlan:10)
INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 add vlan:21-25,29)

3412 MSTP 1V RV XD VLAN HIER

Log B MSTPE—F
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> delete vlan:<vlan-ids>)
Trap H U
EEE Informational (6)
B MSTP 1V X% > RCBEMF o N/ VLAN AEIBRE N/ & Z2RULET,
Parameter | <instance-id>: MSTP A VXY VR IDXAVRAYVA0ET IAI MM VRIVR
F®d CIST
<vlan-ids> : HIfRE M7z VLAN ID
Version 1.01.01
XSG &
02 &kmnp)

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 delete vlan:10)
INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 delete vlan:21-25,29)

34.13 RPVST+%& {9 % VLAN DEM

Log B RPVST+E—F
Spanning Tree VLAN created (VLAN:<vlan-id>)

Trap L

EEE Informational (6)

S50 RPVST+E(EM T2 VLAN MBME N & RLET,
Parameter | <vlan-id>: EflSt7z VLAN ID

Version 1.01.01

X iy 03
mErE N

INFO(6) Spanning Tree VLAN created (VLAN:20)

34.14 RPVST+%Z 3 % VLAN DHIER

Log MW RPVST+E—R
Spanning Tree VLAN deleted (VLAN:<vlan-id>)
Trap VAa )
BEEE Informational (6)
tER RPVST+Z{EHYT 2 VLAN HBlfReNzC & ZRLEF T,
Parameter | <vlan-id> : HlIfRE 7z VLAN ID
Version 1.01.01
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X I

RE

mEZE VNl

INFO(6) Spanning Tree VLAN deleted (VLAN:20)

3415 b— b H—RIC X 2ER

Log MW STP/RSTP/MSTP £— R
Spanning Tree port role change (Instance:<instance-id>, <interface-id>) to
alternate port due to the guard root
B RPVST+E— b
Spanning Tree port role change (VLAN:<vlan-id>, <interface-id>) to alternate
port due to the guard root

Trap AN

BEE Informational (6)

SieA I—bhAH=RIZKD, R—~EEIA alternate (CEFEN&ZRLET,

Parameter | <instance-id>: MSTP E— RICHIFB2AVRY VX ID XA VATV X0 EFT T4
bV X5VARAD CIST
<vlan-id>: A= YU =70~ J)LAERICIE > TS VLAN ID
<interface-id>: A XY hZ&A Lo R— hES

Version 1.01.01

X3R5 RE

02 &bl

INFO(6) Spanning Tree port role change (Instance:0, Port1/0/1) to alternate port due to the guard root

INFO(6) Spanning Tree port role change (Instance:2, Port1/0/1) to alternate port due to the guard root
INFO(6) Spanning Tree port role change (VLAN:20, Port1/0/1) to alternate port due to the guard root

34.16 &~1E BPDU D%AE

Log Invalid BPDU received on <interface-id>

Trap UL

EEE Warning (4)

Bz |75 BPDU ZRfE L& &ERULET,

Parameter | <interface-id>: /Y hERFMLIER— hES

Version 1.01.01

IR AEE, BIUBEEBEDR/INZ VIV —([CEATRIREERZLTEEL,

Ty hFv TF v —FTH(E BPDU ZHERL T ZE L,

mEoE N/l

WARN (4) Invalid BPDU received on Port1/0/1
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35.1 RIEREH

Log W3ERY Y IEE
System started up
B X5y I
Unit <unit-id>, System started up
Trap A
EEE Critical (2)
B KBENEE. FEBEELIEZERLET,
Parameter | <unit-id>: R 7R ID ¥ X¥ v I KERAKIFIERT
Version 1.04.01
Xt &
mEZE &N

CRIT(2) System started up
CRIT(2) Unit 1, System started up

35.2 U —LRAY— K (CONSOLE)

Log HERY Y IOKRE
System warm start (CONSOLE)
B X5y IER
Unit <unit-id>, System warm start (CONSOLE)
Trap warmStart
EEE Critical (2)
B VY —)LZN LR Y RRECKDEBHBE LIt & ZRLE T,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKERRKFIZIERR
Version 1.01.03
it &
02 &kmnp)

CRIT(2) System warm start (CONSOLE)
CRIT(2) Unit 1, System warm start (CONSOLE)

35.3 A —LRAY—k(TELNET)

Log WERY Y ORE
System warm start (TELNET)
B X5y I
Unit <unit-id>, System warm start (TELNET)
Trap warmStart
EEE Critical (2)
Bz Telnet ZMH L7z XY RREICE D EBENBRELICCEZRLET,
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Parameter | <unit-id>: R 7R ID %X ¥ v I KERAKIFIERT
Version 1.01.03

XS &
mErE N

CRIT(2) System warm start (TELNET)
CRIT(2) Unit 1, System warm start (TELNET)

35.4 94— LAY — K (SSH)

Log BERYYIORE
System warm start (SSH)
B X5y IER
Unit <unit-id>, System warm start (SSH)
Trap warmStart
EEE Critical (2)
5t SSHZNMULINY RRMECKDEENBEFH LI EZRLET,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKERRKFIZIERR
Version 1.01.03
it RE
mE7E N/l

CRIT(2) System warm start (SSH)
CRIT(2) Unit 1, System warm start (SSH)

35.5 A —LRY—E(SNMP)

Log HERY Y IOKRE
System warm start (SNMP)
B X5y U
Unit <unit-id>, System warm start (SNMP)
Trap warmStart
EEE Critical (2)
A probeResetControl A7 3 =& k7% warmBoot (2) [CEXET D SNMP #BEIC K D%
BErBEEH LI EERLET,
Parameter | <unit-id>: R IR ID %X v I KERAKIFIERT
Version 1.01.03
IS RE
mE7E N/l

CRIT(2) System warm start (SNMP)
CRIT(2) Unit 1, System warm start (SNMP)

35.6 A—JLFRRY—b

Log

BIERY v IRE
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System cold start

B X5y IR
Unit <unit-id>, System cold start
Trap coldStart
EEE Critical (2)
B BEREISDORBICK2EERE. £/l coldA T3 raEEBELT reboot AV Y R
ERITUERBNEE LI EZERLET,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKFERRKFIIIERR
Version 1.01.03
XIS &
a7 &R=A

CRIT(2) System cold start
CRIT(2) Unit 1, System cold start

35.7 =)L X5 — K (SNMP)

Log System cold start (SNMP)
Trap 2L XSNMP [2£ D)L KRRy — hERERFE. BRIEERMNERLESND /. &E
#BIC~Ty THART]
EEE Critical (2)
Bz probeResetControl #73 = & h% coldBoot (3) ICFRET D SNMP BEICKDEE
NERE L EZRULED,
Parameter | 7L
Version 1.01.03
S PN
02 &kmnp)

CRIT(2) System cold start (SNMP)

35.8 CPU IS C K D BEEE

Log W3EXSY Y OEE

System re-start reason: CPU Exception

B X5y IR

Unit <unit-id>, System re-start reason: CPU Exception
Trap warmStart
BEE Emergency (0)
Bl CPU IS\ zi&F LTz fzé. BEBZIT o0/l &Z2RLEXT,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKFERRKFIZIERR
Version 1.01.03
Xt UToOJZEE L. YR— bRIGEROFXF TEM<SZE L,

« show environment
« show unit
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« show logging all

« debug show cpu utilization
« debug show error-log

* show tech-support

02 &bl

EMER(0) System re-start reason: CPU Exception
EMER(0) Unit 1 System re-start reason: CPU Exception

359 VI Yz 7EERERAIC KD HES

Log WEXY Y IEE
System re-start reason: System Fatal Error
B X5y UK
Unit <unit-id>, System re-start reason: System Fatal Error
Trap warmStart
BT Emergency (0)
Bz VIRIzT7EBEOEEZRA LIz, BREBZT>IcCEZaRULET,
Parameter | <unit-id>: R IR ID %X ¥ v I KERAKIFIERT
Version 1.01.03
XIS UTDOJ%ZEEL. PR— MRISEOXRTEMSIZE L,
* show environment
« show unit
« show logging all
« debug show cpu utilization
« debug show error-log
« show tech-support
O RRHA

EMER(0) System re-start reason: System Fatal Error

EMER(0) Unit 1 System re-start reason: System Fatal Error

35.10 X1 v F LS| OEBREMGERAIC KX 5FHES

Log WEXY Y UEE
System re-start reason: System tscmod-down
B X5y I
Unit <unit-id>, System re-start reason: System tscmod-down
Trap warmStart
BEE Critical (2)
B A1y F LS| DEEREBIMMGELIC EERAMUICIZH. BREESZT o>/l EZRUE
EP
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKERRKFIZIERR
Version 1.09.03
PSR UTDOJZEE L. R— bRISEOFT TEMIZE L,
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« show environment

« show unit

« show logging all

« debug show cpu utilization
« debug show error-log
 show tech-support

mEZE Nl

CRIT(2) System re-start reason: System tscmod-down

CRIT(2) Unit 1, System re-start reason: System tscmod-down

3511 DAYy F Ry IHYAINV—ICKBBELES

Log BERYYIRE
System re-start reason: Watch Dog
B XYy T
Unit <unit-id>, System re-start reason: Watch Dog
Trap warmStart
BEE Critical (2)
Bz TDAYVF Ry TN —HBECLDEBNBESLIcCEERLET,
Parameter | <unit-id>: /R Z X ID ¥R & v I REAR(EIERT
Version 1.01.03
X35 UTOAOJZEE L. TR— bREREBOX TEMSZE L,
« show environment
« show unit
« show logging all
« debug show cpu utilization
- debug show error-log
« debug show wd-error-log
« show tech-support
O RRHA

CRIT(2) System re-start reason: Watch Dog
CRIT(2) Unit 1, System re-start reason: Watch Dog

35.12 Y RATLXEY —EHRBEIC K DBES

Log BERYYIORE
System re-start reason: CPU Protect
B X5 IEH
Unit <unit-id>, System re-start reason: CPU Protect
Trap warmStart
BEE Critical (2)
B2 AEOS-NP2000 Ver. 1.09.05 UBETIE. Y RTALXEV—ZEIDYETEHEHTER

WIREEDY 1 DWW cCEZRALIcC KD, BENBEEGLLCEZRLET,

120/138




AEOS-NP2000 Ver. 1.09.05 & D aID/\—2) 3> TlF. cpu-protect system-
memory limit-check fault-action reboot Y Y RD#REIC K D, EENBRE L/
C&ZERLET,

Parameter

<unit-id>: Ry U R ID ¥ X& v I KERRITIERT

Version

1.05.01

X I

UToOJZEL. YiR— bREEOXRTEMSES W,
« show environment
« show unit
« show logging all
« debug show cpu utilization
« debug show error-log
 show tech-support

mErE &N

CRIT(2) System re-start reason: CPU Protect
CRIT(2) Unit 1, System re-start reason: CPU Protect

35.13 Y AT LIRREIEERE

Log System status goes normal.

Trap npSystemStatusNormal

EEE Notification (5)

Bz JRTLARENEREICR IS EZERLET,
Parameter | 7L

Version 1.03.01

SIS RE
AJRRPGl

NOTI(5) System status goes normal.

35.14 Y AT LRERE

Log System status goes abnormal.

Trap npSystemStatusAbnormal

BT Emergency (0)

Btz AT LWREICEENRE LI CEERLETD,
Parameter | 7L

Version 1.03.01

XIS BRESNEED— RCIHELC THR<ES L,
AJRRHGl

EMER(0) System status goes abnormal.

35.15 Y A7 LRREDEAL

Log

Unit:<unit-id> System Status Code is changed (<failure-code>-<failure-code>)
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npSystemStatusCodeChange

Warning (4)

KECL>TRESNIEEI - R EBESNLCEZERLE T,

Parameter

<unit-id>: Rwv o2 X ID

<failure-code> : ZEIC K> THRIESN/EEI—R
« IARTO bit=0 (0x00000) : IEEFEIREE
« bit[8]=1 (0x00100) : BRDEE
«bit[10]=1 (0x00400) : 7 7 DE=E
« bit[11]=1 (0x00800) : BERH
« bit[14]=1 (0x04000) : SW-LSI DX EU—IT5—
+ bit[15]=1 (0x08000) : SW-LS| DEIFRELZXEY —T5—
« bit[16]=1 (0x10000) : SW-LSI DXEJU—TS5— (J\—RIZ—)
« bit[17]=1 (0x20000) : SW-LSI| DEIBFRELAEY —IT5— (J\—RI>—)

Version

1.03.01

X I

BR. 77V, SEEFRECEENMRELSGE. BR KBV 7 VOBENEZ SN
F9, BEROMSRELEERR. 77 Y OEERRZHERER. EENONETR—H
MEBOALCEENEDELIEE L,

THEINTLWEWLWEEI - RAEASNEE, \— RO 7EEDREEN G DT
. HR—bREROCEBEVEDELIET L,

02 &bl

WARN (4) Unit:1 System Status Code is changed (0x00000-0x20000)

35.16 7Y —& SFP/SFP+ SV —N\—%Z#IfHT S IC Fv TOEEEIR

Log W3EXSY Y OEE
Attempted buzzer and SFP-TX recovery operations
B XYy UK
Unit <unit-id>, Attempted buzzer and SFP-TX recovery operations
Trap A
BEEE Notification (5)
B TH—& SFP/SFP+ RSV —N\—Z#lHg 5 ICF v JCEEBIRESN. BBEIR
NERITSNIcCEZERLETD,
Parameter | <unit-id>: /Rw U X ID X A& v I KFERKFIIERT
Version 1.09.06
SV TH—NIBEN LI X FDIFEE SFP/SFPHR— AUV OOV LicFEDHEF. XU

TOEEZEML T EEW,
« show tech-support DOJZEE L. YIR— hRRBORTEM LTS LS
LYo
cRBEEEFHL CILE VN, EERSRERKOIERCEDGRITERONCERE
AT TEBEZRBEL TS,

T —DIBEHEES N, SFP/SFPHR—bEU Y IT7 v TREICES TL2HEIFX
JSARETT,
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mErE S

NOTI(5) Attempted buzzer and SFP-TX recovery operations
NOTI(5) Unit 1, Attempted buzzer and SFP-TX recovery operations
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36 Telnet

36 Telnet

36.1 Telnet O > EZh

Log Successful login through Telnet (Username: <user-name>, |P: <client-ip>)

Trap AN

BEE Notification (5)

Bl AAA BEBEN BN ITIZEE D, Telnet TOOATA VICHIILIEZ EERLEFT, AAA B
ENBEWEHEOOT 1 VRO AAAEZSRLTIEE L,

Parameter | <user-name>: 1—H—& XOJA VK1Y —ZZANT DHEDETVERE/N
& —> D¥HE(E Anonymous FRiR
<client-ip>: 9547V D IP7 LR

Version 1.01.01

X RE

mloE N

NOTI(5) Successful login through Telnet (Username: example, IP: 192.0.2.100)
NOTI(5) Successful login through Telnet (Username: example, IP: 2001:db8:10::100)

36.2 Telnet OJ' 1 V&K

Log Login failed through Telnet (Username: <user-name>, |P: <client-ip>)

Trap AN

EEE Warning (4)

Bz AAA BEREN BN ZIZE D, Telnet TOOTA VICKKULIcZEZRLET ., AAA K
BENBEMEIZEDOO7 1 VRO T(E AAA EZSR LTS,

Parameter | <user-name>: 1—H—& XOJA VKICI—Y—RZANIT D2DEDLEVERE/N
& —>DHBE(E Anonymous KR
<client-ip>: 92472V rDIP7 KL X

Version 1.01.01

XIS RE, - —&, NXT—FHAELVHIERLTSIES L,
access-class ANVY RZ2ERATDE. 517V EDIPT7 RLRICKDT 7 XHFIR
HFIEETY,

e ZR]

WARN (4) Login failed through Telnet (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through Telnet (Username: example, |P: 2001:db8:10::100)

36.3 TelnetOJ 7o

Log Logout through Telnet (Username: <user-name>, |P: <client-ip>)

Trap TU

BEE Informational (6)

B TelnetEvrarvpoOd7IhLiclEZRLET,

Parameter | <user-name>:! 1—H—& XOJAVKICI—Y-—RZANIT DDEDLVERE/N
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36 Telnet

& —>DHBE(E Anonymous FRiR
<client-ip>: 925472V rDIP7 KL X

Version 1.01.01
X P =
mEZE VNl

INFO(6) Logout through Telnet (Username: example, IP: 192.0.2.100)
INFO(6) Logout through Telnet (Username: example, IP: 2001:db8:10::100)

36.4 Telnettwv>a>vy1 L7 Ik

Log Telnet session timed out (Username: <user-name>, |P: <client-ip>)

Trap H U

BEEE Informational (6)

B Telnet Ly > a vy A1 LTI LIECEZRLET,

Parameter | <user-name>: 1—H—& XOJAVKICI—Y—RZANIT D2DEDLZVERE/N
& —>DZE(F Anonymous &R
<client-ip>: 9547V D IP7 KL R

Version 1.01.01

X I &

mEZE &N

INFO(6) Telnet session timed out (Username: example, IP: 192.0.2.100)
INFO(6) Telnet session timed out (Username: example, IP: 2001:db8:10::100)

125/138




37 Temperature

37 Temperature

37.1 BREEERA

Log Unit <unit-id>, Sensor: <sensor-id> detects abnormal temperature <degree>C
Trap npTemperatureWarning
EEE Critical (2)
B! ASURED. REOHERAFRED LRZEUKBR I EZERLETD,
Parameter | <unit-id>: /Rwv 2 X ID
<sensor-id>: % —ID
<degree>: REDRE
Version 1.01.01. Trap (£ 1.03.01
PSR RERVORELE ZERL T, AREZEERIEIRE (GE PoE #f& : 0~50°C.
PoE #1& : 0~45°C) D#EEAICTHEL TIIZE W,
02 &kmnp)

CRIT(2) Unit 1, Sensor: 2 detects abnormal temperature 55C

37.2 mERE¥DEIH

Log Unit <unit-id>, Sensor: <sensor-id>temperature back to normal
Trap npTemperatureNormal

EEE Critical (2)

B BELVU-HAERRENOEHZRAMLICEZRULET,
Parameter | <unit-id>: /Rw 2 X ID

<sensor-id>: >t —ID

Version 1.01.01. Trap (& 1.03.01

XIS &
mEoE N

CRIT(2) Unit 1, Sensor: 2 temperature back to normal
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38 BAMm Y U&HE (ULD)

38 BAmYU Y O#%H (ULD)

38.1 ULD BeEICKDEHMEY ¥ IRl

Log ULD <interface-id> is detected as unidirectional link

Trap VAe )

EEE Warning (4)

SieA AV —T—RATHEAMI Y IMREESNCEERLET,

Parameter | <interface-id>: BAM VY IHMRANEINTNETI VY —T T —R

Version 1.01.01

XIS MNEEBEDIR— FRE. RT—F R, BLOEEBEERL TS0,

02 &bl

WARN (4) ULD Port1/0/1 is detected as unidirectional link
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39 Voice VLAN

39 Voice VLAN

39.1 Voice VLAN EkRD&A]

Log New voice device detected (<interface-id>, MAC:<mac-address>)
Trap AN

BEE Informational (6)

B! Voice VLAN iR E UL (F LLDP-MED Im R Zt @M ULl & am UKD,
Parameter | <interface-id>: ImKRZRMLIc1VF—T—X

<mac-address> : A L 7zimARD MAC 7 RL X

Version 1.08.02

XIS &
02 &kmnp)

INFO(6) New voice device detected (Port1/0/1, MAC:00-40-66-33-33-33)

39.2 Voice VLAN MDiEMN

Log <interface-id> add into voice VLAN <vlan-id>

Trap L

EEE Informational (6)

B Voice VLAN DEMEE— RABBIE— R TRAUIICIHARNERSNILIH, 15—
7 £ —RXIZ Voice VLAN gD HTHNICEERLET,

Parameter | <interface-id>: Voice VLAN AEID ¥ ToNFKA VI —T 1 —X
<vlan-id>: Voice VLAN @ VLAN ID

Version 1.08.02

it &

02 &kmnp)

INFO(6) Port1/0/1 add into voice VLAN 10

39.3 Voice VLAN DYl

Log <interface-id> remove from voice VLAN <vlan-id>
Trap VAa )
EEE Informational (6)
Bl Voice VLAN DEHEE— RA BB E— RTINTDImADHIBRE N/, EIDHT
5N Voice VLAN DEIBREN/c & ZRLE T,
Parameter | <interface-id>: Voice VLAN A HIfREN/cA V5 —T 1 —X
<vlan-id>: Voice VLAN @ VLAN ID
Version 1.08.02
FSIR RE
mE7E N/l

INFO(6) Port1/0/1 remove from voice VLAN 10
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40 ZTP (Zero Touch Provisioning)

40 ZTP (Zero Touch Provisioning)

40.1 ZTP 7Ot A DFA%A

Log ZTP: ZTP processing started

Trap AN

BEE Informational (6)

Bz ZTP WEBARB LI EZERLET,
Parameter | 7L

Version 1.07.01

X &
O &knpl

INFO(6) ZTP: ZTP processing started

40.2 ZTP : DHCP Y —/\—#=f kB

Log ZTP : DHCP connection timeout

Trap VAl

BEE Warning (4)

B DHCP —/N\—#EEICRB LI & ZRLEFT,

Parameter | 7L

Version 1.07.01

POINg DHCP —/\—HEELLEHRSNTVNDIN, FFELLLEEHLTWIMERLTL
S0,

02 &kmnp)

WARN (4) ZTP : DHCP connection timeout

40.3 ZTP : TFTP b —/N\—1BHR OB LK

Log ZTP: TFTP Server information was not found

Trap A

EEE Warning (4)

ELLE! TFTP b —N\—DBEHNEE CELRN >TcC & ZRLET,
Parameter | 7 L

Version 1.07.01

Xt DHCP B —/\— DR EZHEZL TIES L,
O &knpl

WARN (4) ZTP : TFTP Server information was not found

404 ZTP: 5—box1 IP 7 RLAKEUS

Log

ZTP: DHCP no gateway IP address

Trap

AN
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40 ZTP (Zero Touch Provisioning)

EEE Warning (4)

Bk =! BESNLTFTPY—/IN\—D IP 7 RLRICHIHTDT —bTxa IPT7 RLADERA
BENTVWEWC EZRLET, BH. A—PTRY MTTFTP U —/N\—H"EET 5%
A, CoOJFRRENEzE A,

Parameter | 7L

Version 1.07.01

P DHCP B —/\—DXEZHEZL TLEEL,

mEZE TGNl

WARN (4) ZTP : DHCP no gateway IP address

40.5 ZTP : ARP ko &

Log ZTP : TFTP <ip-address> ARP no reply
Trap H U
BEE Warning (4)
B2 TFTP H—/\—H"5 ARP IGEN BN 27l &ZRLE T, TFTP B—/\—DRlOY T
XY BRDIPT RLRADZE, BT - DI AIC ARPERZXREFELEXT, ¥—h
DA A ARP B LEWES. <ip-address>ICIET— kT 1D IP 7 RLAZEERR
LEI,
Parameter | <ip-address>: TFTP 5 —/{\—®D IP 7 kL X
Version 1.07.01
X3 TFTP O —/\—DIRREZHER L TLIZE W\, DHCP H—/N\—DREZEZL TS
Lo
mErE SN

WARN (4) ZTP: TFTP 192.168.0.10 ARP no reply

40.6 ZTP : 771 )LF o> O— ROBK

Log ZTP: TFTP <ip-address>: <filename> download started

Trap npZtplmageDownloadStarted
npZtpConfigDownloadStarted
npZtpOtherDownloadStarted

BEEE Informational (6)

A T=hAA=IT7A)b. BRIEWT 7). REARET 7 MIILBEDY I VO— %
B LIcCEZRLET,

Parameter | <ip-address>: TFTP 5 —/{\—®D IP 7 kL X
<filename>: 7 71 L%

Version 1.07.01. Trap (& 1.09.01
1.09.01 THFEEEHET 7 1 )L EXNRITIENN

X3RS RE
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40 ZTP (Zero Touch Provisioning)

mErE S

INFO(6) ZTP: TFTP 192.168.0.100 : apresia-software.had download started
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg download started
INFO(6) ZTP:TFTP 192.168.0.100 : DL-list05.txt download started

40.7 ZTP : 770 )ILF D> 0O— RDEIH

Log ZTP: TFTP <ip-address>: <filename> download succeeded

Trap VAa )

BEEE Informational (6)

Bz T—RAAX=IT 710, BRIBRT 7). RIAEET 7 1ILEEDY TV O—R(C
BIhLicCE&EZRULET,

Parameter | <ip-address>: TFTP H#—/{\—D IP 7 L X
<filename>: 7 7 1)L £

Version 1.07.01
1.09.01 CTRREEREET 7 1 )L7&E R RIZED

XIS RE

mEZE VNl

INFO(6) ZTP: TFTP 192.168.0.100 : apresia-software.had download succeeded
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg download succeeded
INFO(6) ZTP: TFTP 192.168.0.100 : DL-list05.txt download succeeded

40.8 ZTP : T— M X—=IT 71 ILDF IV O— KKK

Log ZTP: IMAGE <filename> <reason>

Trap npZtplmageDownloadFailure

EEE Warning (4)

Bz T—hAXA=IT7NDFIVO-RICKKRLIECEZRLULET,

Parameter | <filename>: J—hAX—=I T 71)LE

<reason> : KHIEH
« file name size over : 77 1L &Y XA —/\—
« TFTP connection failed : TFTP B —/\—[Z#E#HRKEK
s file not found : 7 7 ’r)l/b\%jb\bfdb\
s fileaccesserror: 77 MW7 IO AITS—
« TFTP timeout : TFTP Y1 LT7 Tk
e invalid file : RIEZT7 71 )L
« disk full or allocation exceeded : T+ AUV EERER L. XEIIBERR
s flash accesserror: 72w a7 AT5—

Version 1.07.01. Trap (£ 1.09.01

K REGER(CHV. TFTP U —/\—DEHURE. FUV0O— RRROT 7 1)L DREZHE
AWLTLEES L,

mErE SR

WARN (4) ZTP : IMAGE apresia-software.had file not found
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40 ZTP (Zero Touch Provisioning)

40.9 ZTP : BEBH 7 71 )ILDF o O— REK
Log ZTP : CONFIG <filename> <reason>
Trap npZtpConfigDownloadFailure
EEE Warning (4)
Bl BRIBRT 7 1ILDYIvO—RICKELIEZEERLED,
Parameter | <filename> : BRIBHR T 7 1 )L 4
<reason> : KEIEH
- file name size over : 7 7 1 JLEA YA XA —/\—
« TFTP connection failed : TFTP B —/\— (&L
- file not found : 77 1 ILAARDHA S
- fileaccesserror: 77 AW 7O AITS—
*TFTPtimeout : TFTP Y1 A7 D b
«invalid file : RIEZZT7 71 )L
« disk full or allocation exceeded : T+ AUV ZBZRER L. FHIIBERRE
- flash accesserror: 72V a7 0 AITo—
Version 1.07.01. Trap (£ 1.09.01
XIS KBEBHICHEL. TFTP Y —/\—DEFRE, YOV 00— RERD T 71 )LDIREZHE
LTS,
mE7E Nl
WARN (4) ZTP : CONFIG config.cfg file not found

40.10 ZTP : FBREEEE T 7 1 VDY UV O— REKK
Log ZTP : OTHER <filename> <reason>
Trap npZtpOtherDownloadFailure
BEEE Warning (4)
SteA REERET 7 MIILDY OV O—RICEKKLUIECEZERUET,
Parameter | <filename> : FREEEET 7 1 )LD T 7 1 )L#
<reason> : kEIEH
- file name size over : 7 7 1 LAY A XA —/\—
« TFTP connection failed : TFTP B —/\— (&L
- file not found : 77 1 ILAAR DA S
- fileaccesserror: 77 M)W 7O AITS—
*TFTPtimeout : TFTP Y1 A7 D b
e invalid file : RIEXZT7 71 )L
« disk full or allocation exceeded : T+ AUV ZBEZREL L. FHIIBERRE
s flash accesserror: 72w 22170 AT5—
Version 1.09.01
XA KBEBHICHEL. TFTP Y —/\—DEFRE, YOV 00— RERD T 71 )LDIREZHE
LTS,
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40 ZTP (Zero Touch Provisioning)

mErE S

WARN (4) ZTP: OTHER APRESIA-webpage-image03.html file not found

40.11 ZTP : 7v 75— MNLE DR

Log ZTP: TFTP <ip-address>: update started
Trap VAl
BEE Informational (6)
B ZTP D7 v 75— hABZRB LI EZRLETD,
Parameter | <ip-address>: TFTP B —/\—®D IP 7 kL X
Version 1.07.01
it &
mEoF N
INFO(6) ZTP: TFTP 192.168.0.100 : update started
40.12 ZTP : 7 71 L EF DA
Log ZTP: TFTP <ip-address> : <filename> update started
Trap A
BEE Informational (6)
Bk 2 771V OEFHERBLICCEZRULET,
Parameter | <ip-address>: TFTP B —/\—®D IP 7 kL X
<filename>: 7 7 1 L%
Version 1.07.01
it &
mErE &N
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg update started

40.13 ZTP : 7 71 ILEFHDETH

Log ZTP: TFTP <ip-address>: <filename> update succeeded
Trap VAe )

EEE Informational (6)

B2 77 1IDBEFHICHINLIECEZRLET,

Parameter | <ip-address>: TFTP 5 —/{\—®D IP 7 kL X

<filename>: 7 7 1)L %

Version 1.07.01

X iy 03
mErE N

INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg update succeeded
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40 ZTP (Zero Touch Provisioning)

40.14 ZTP [C K 2 BB DXIE

Log ZTP: rebooting started by ZTP
Trap npZtpCompleteSystemRebooted
BEE Informational (6)
5t ZTP [CXBBESHNHEBINICEZERLET,
Parameter | 7L
Version 1.07.01. Trap (£ 1.09.01
X I &
mEZE &N
INFO(6) ZTP: rebooting started by ZTP
40.15 ZTP [C K 2 BEEIDKRENE
Log ZTP : Passed processing because <filename> is the same
Trap A
BEE Warning (4)
B TFTPH—/NN—HST—hM X=IT71)DBEREZTEL. ALT 71>/ &
ZmRULET,
Parameter | <filename>: 7 — kA X—=IT 7 1)L %
Version 1.07.01
X I &
mEZE &N
WARN (4) ZTP : Passed processing because apresia-software.had is the same

40.16 ZTP Ot ZAD ki

Log ZTP :interrupted ZTP processing from console

Trap npZtplnterruptionFromUser

EEE Warning (4)

BrkZ VY =5 ZTP B ZR (I TS &ZRLE T,
Parameter | 7L

Version 1.07.01. Trap (£ 1.09.01

X35 RE
mEZE -GNl

WARN (4) ZTP: interrupted ZTP processing from console

40.17 ZTP : SNMP k5w F3EEDLRK

Log ZTP : SNMP-Trap <type> to <ip-address> transmission failed <reason>
Trap A

EEE Warning (4)

Bz hSy TEEICKBLIEC EZRULET,
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40 ZTP (Zero Touch Provisioning)

Parameter | <type>: hTv D& 1S
<ip-address>: SNMP 4 —/{\—D IP 7 kL X
<reason> : KHKIEH
« invalid SNMP address : DHCP B —/\—H"&%7%k SNMP B —/{—IP 7 RL R
ZIEE
« incorrect SNMP community name : DHCP #—/{—A%8 >/ SNMP 0= 2
—Tq —RIERE
« incorrect SNMP version : DHCP H—/\—"58 o7z SNMP /A=Y 3 V%I TE
«ARPnoreply : ARPIC&D 7 KL BRI
Version 1.09.01
XIIE KBEBAICHEL. DHCP B —/\—DREREERR L TIEE W,
mEk N7l

WARN (4) ZTP : SNMP-Trap npZtplmageDownloadStarted to 192.168.0.101 transmission failed ARP no reply
WARN (4) ZTP : SNMP-Trap npZtpConfigDownloadStarted to 192.168.0.101 transmission failed ARP no reply
WARN (4) ZTP : SNMP-Trap npZtpOtherDownloadStarted to 192.168.0.101 transmission failed ARP no reply
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41 Y RT LXEY —ERAKRER

41 D XAT LXEY —ERAKER

4.0 2RATLAEY —FEREOLEWVEEE

Log AEOS-NP2000 Ver. 1.09.05 L&
Unit <unit-id> Memory pool <name> utilization exceeded <percentage>
AEOS-NP2000 Ver. 1.09.05 &£ ORID/N—2 3>
Unit <unit-id> System memory <code> utilization exceeded <percentage>
Trap npMemoryUtilizationRising
EEE Warning (4)
B VAT LXEY—FEHEEA. cpu-protect system-memory limit-check threshold 1
NYRTRELIELEWVEZBRIcCEERLET,
Parameter | <unit-id>: 7/Rv 2 X ID
<name> ! WRDI AT LAXEY -4
<code> ! HEICK > TREHSNAEEI—R
+ bitd (0x001) : SYS_MEM
« bit1 (0x002) : SYS_HUGE
- bit2 (0x004) : SEC_MEM
<percentage>: ¥ XT LAXEJ —DERAED L EWVE (%)
Version 1.05.01
1.09.05 : AJDEX. H&U<code>/\T X =¥ —%Z<name>/\TX—5—([CEFE
X35 RE
mEZE Nl

AEOS-NP2000 Ver. 1.09.05 L&
WARN (4) Unit 1 Memory pool ssl_lib utilization exceeded 95%

AEOS-NP2000 Ver. 1.09.05 & DRID/N— 3>
WARN (4) Unit 1 System memory 0x2 utilization exceeded 90%

41.2 AT LXE) —EEHRMEEIC XS BER

Log AEOS-NP2000 Ver. 1.09.05 (&
Unit <unit-id> System restart due to memory allocation failure <name>
AEOS-NP2000 Ver. 1.09.05 &b eID/N—2 3V
Unit <unit-id> System restart due to memory allocation failure <code>

Trap H U

BT Emergency (0)

B AEOS-NP2000 Ver. 1.09.05 L TIF. Y AT ALAXEY—ZEDLETHENTER

WIREEDY 1 R VSIBRIC, ZENBESLILCEZRLET,

AEOS-NP2000 Ver. 1.09.05 & D EID/\—2) 3~ TlF. cpu-protect system-
memory limit-check fault-action reboot A > RD#EREIC KD, EENBIELEI LT
CEERLED,
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41 Y RT LXEY —ERAKRER

Parameter | <unit-id>:7/RvZ X ID
<name> ! WRODIV AT LAXEU—%

<code>: HEICK>THESNIEEI—R
+ bit0 (0x001) : SYS_MEM
+ bit1 (0x002) : SYS_HUGE
* bit2 (0x004) : SEC_MEM

Version 1.05.01

1.09.05 : <code>/VS X —% —%&<name>/\Z X —% —[CZ&E. cpu-protect system-
memory limit-check fault-action reboot O~ > REIBRIC S EIE

X I UToOJ=BE 0. YR— bEISEOXE TEMLIEE U,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log
 show tech-support

mEZE VNl

AEOS-NP2000 Ver. 1.09.05 &
EMER(0) Unit 1 System restart due to memory allocation failure SYS_HUGE

AEQS-NP2000 Ver. 1.09.05 &K DEiD/—=> 3>
EMER(0) Unit 1 System restart due to memory allocation failure 0x2
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42 CPU fERZREIR

42 CPU fERERER

42.1 CPU ERAE®D L ELVEREB

Log CPU utilization has exceeded the threshold (before <before-value>, current
<current-value>)
Trap npCpuUtilizationRising
BEE Warning (4)
e CPU EREMEE L/ LEWMEZ LRI /cCEERLETD,
Parameter | <before-value> : BIRIDER Y 1 = TD CPU fERHE (%)
<current-value> : SEIDERY 1 =2 JTD CPU ERAZE(%)
Version 1.08.01
XIS &
a7 &R=A

WARN (4) CPU utilization has exceeded the threshold (before 99%, current 100%)

42.2 CPU R DEIA

Log CPU utilization has become less than the threshold
Trap npCpuUtilizationFalling

EEE Informational (6)

Bz CPU EREMEELELEWMEZ TEI >/ &ZRULET,
Parameter | 7L

Version 1.08.01

XSG E
mEZE &N

INFO(6) CPU utilization has become less than the threshold
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