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2 AAA

2 AAA

2.1 AAA BEED B RN/ &3

Log AAA is enabled
AAA is disabled

Trap L

EEE Informational (6)

SteA AAAEBED T O—/VLERENER. FFEMCEBFENLIEZEZRLETD,
Parameter | 7% 0L

Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 L&

X RE
mEr N

INFO(6) AAA is enabled
INFO(6) AAA is disabled

2.2 OJ1 VEIh (AAA BEEE)

Log Successful login through <exec-type> from <client-ip> authenticated by AAA
<aaa-method> <server-ip> (Username: <user-name>)
Trap U
EEE Informational (6)
Bl AAA BEEEN BB EBADOT A VICHH LIcZ EZRLULET,
Parameter | <exec-type>: 2w 3 V#&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet twv> 3> Do 2147V D IP 7 KL X
<aaa-method> : 2iEA57% (local, server, none)
<server-ip>: AAAH—/\—D IP 7 RL X
<user-name>: 1—HY—Z XOJA VRKICI—Y—ZZANTDIHLEDBVEE/N
& —>DFE(E Anonymous Rk
Version AEOS-NP2000 1.09.02 X[, AEOS-NP2100 1.10.01 L&
P e
mErE N
INFO(6) Successful login through Console authenticated by AAA none (Username: Anonymous)
INFO(6) Successful login through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username: example)
INFO(6) Successful login through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.3 OJ1 VKB (AAA BEE)

Log Login failed through <exec-type> from <client-ip> authenticated by AAA <aaa-
method> <server-ip> (Username: <user-name>)

Trap HL

EEE Warning (4)

B AAA BEENBRIERBENDOT T VTR LI EZRLET,
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2 AAA

Parameter | <exec-type>: 2w > 3 Vi&EHl (Console, SSH, Telnet)

<client-ip>: SSH, Telnet twv> 3> Do >4 7>V D IP 7 KL X
<aaa-method> : &A% (local, server)
<server-ip>: AAAH—/\—D IP 7 RL X
<user-name>: 1—H—& XOJA VKIC I —-RZANTDIRLEDLEWVERE/N
¥ —>2 D% E(E Anonymous KRR

Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB

XFIE WEAEAE. - -4, KR T—=RAELWHERL T IZES W,
FEEAEND local DIBEE. A—HIDT—INR-RICHEFZ2 1T —-FHRINELVIEE
AL TLIES L,
TEEAED server DIHFE. AA AT —N—DI1—TF—-EFRI 7 MILAELSEREINT
WBNMERL TSIEE LY,

A RRA

WARN (4) Login failed through Console authenticated by AAA local (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.4 AAA B —)\—

YALLTINCEKBIOT1 VKK

Log Login failed through <exec-type>from <client-ip> due to AAA server <server-
ip>timeout (Username: <user-name>)
Trap VAN
EEE Warning (4)
B AAA BEBENBIREBADOT 1 VRKEIC, AA A Y —/\—DF¥1 LAF7DRZKbOTdA
VICKRBUILZCEZRLULET,
Parameter | <exec-type>: 2w 3 V#&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet twv> 3> Do >4 7>V D IP 7 KL X
<server-ip>: AAAS—/\—D IP 7KL X
<user-name>: 1—H—& XOJA VKICI—S—ZZANTDIHEDLEWVEE/N
& —> DHEF Anonymous ERR
Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.07 LB
St AAA H—/)\—HAEU<KEREINTLDH. ELSEBLTOWDIHHERL TS,
mEvk . -ZNl

WARN (4) Login failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)

2.5 FEXRTE— FERDETD)

Log Successful enable privilege through <exec-type> from <client-ip> authenticated
by AAA <aaa-method> <server-ip> (Username: <user-name>)
Trap TUL
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2 AAA

EEE Informational (6)
St AAA BEENBMREE T, FHEEITE— RADOBBI/RNULI-CEERLED,
Parameter | <exec-type>: v 3 &}l (Console, SSH, Telnet)

<client-ip>: SSH, Telnet twv>3a>D o517V D IP 7 KL X
<aaa-method> : 85E A% (local, server, none)
<server-ip>: AAAHS—/\—D IP 7 RL X
<user-name>: 1—HY—Z XOJA VKICI—T—ZZANTDDEDLENERE/N
¥ —2DHBE(E Anonymous KRR

Version AEOS-NP2000 1.09.02 Lg%, AEOS-NP2100 1.10.07 R

SR RE

A %Rl

example)

INFO(6) Successful enable privilege through Console authenticated by AAA local (Username: example)
INFO(6) Successful enable privilege through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

INFO(6) Successful enable privilege through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.6 FERTE— FEBDXK

Log Enable privilege failed through <exec-type> from <client-ip> authenticated by
AAA <aaa-method> <server-ip> (Username: <user-name>)
Trap L
EEE Warning (4)
B AAA BEEENBWEEEB T, FHERTE— RN\DBBAKRK LI EZRLET,
Parameter | <exec-type>: v 3 &}l (Console, SSH, Telnet)
<client-ip>: SSH, Telnet twv>3a>Do>14 7>V D IP 7 KL X
<aaa-method> : FB&E7% (local, server)
<server-ip>: AAAHS—/\—D IP 7 RL X
<user-name>: 1—H—& XOJA VKIC I —RZANTDIRLEDLZWVERE/N
& —> DizElE Anonymous KRR
Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB
XEIE EEAE. enable /KRT—RAEUWHHERL TS L,
FEEAED local DIFEA. enable /NX T — RERENEL VWHERL T IEE L,
FEEAED server DIHFE. AAAY—N—DI1—F—-EEIT 71ILAELKEREINT
L\éb\ﬁﬁ?’ub‘C<t“éL\o
mEZE S]]

WARN (4) Enable privilege failed through Console authenticated by AAA local (Username: example)
WARN (4) Enable privilege failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)
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2 AAA

2.7 AAA B —)\—5 1 LTI MCLBFHERTE— FEBDERK

Log Enable privilege failed through <exec-type> from <client-ip> due to AAA server
<server-ip>timeout (Username: <user-name>)
Trap TUL
EEE Warning (4)
B AAA BEENBRIEERE T, AAAY—/\—DF 1 LTI MILDFERTE— RADE
BHARKMLIECEZERLET,
Parameter | <exec-type>: 2w < 3 >i&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet twv> 3> Do >4 7>V D IP 7KL X
<server-ip>: AAAS—/\—D IP 7KL X
<user-name>: 1—H—& XOJA VKICI—S—ZZANTDIHEDLZWVEE/N
Y —>DHBE(E Anonymous R
Version AEOS-NP2000 1.09.02 B{FE. AEOS-NP2100 1.10.07 BB
SIS AAA B —IN\=HIELLEHRENTNDIN ELSEELTOWDIHERL TSV,
A I RRB

WARN (4) Enable privilege failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Enable privilege failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Enable privilege failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username:

example)
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3 AccessDefender

3 AccessDefender

3.1 AccessDefender @O 1 > Th

Log

A-Def : <auth-type>: login succeeded : uid=<user-name> mac=<mac-address>
ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-vlan-id>
class=<class-id> time=<time>

AN

Notification (5)

WELmAN O VIR LIEC EZERLE T,

Parameter

<auth-type>: §8&EA7% (mac, web, dot1x, gateway, static, dhcpsnooping)
uid=<user-name>: 1—H—% Xdhcpsnooping DHEIFIERT
mac=<mac-address> : FiFmARD MAC 7 KL X ¥gateway DIFEIFIHFERR

ip=<ip-address> : FEEmAD IP 77 KL X ¥mac, dot1x, static DB E(FIERR
« AEOS-NP2100 Ver. 1.10.03 BT, TARP RAX—EV T, T7ZhHIOVF1 Y
JEIERRE (aaa accounting delay-start) s TAccessDefender D7 AUV F «
> %7 (aaa accounting network) 1 Z#AL TW2HEE(E. ARP AX—KEVJT
IP 7 RLRIEHRZES TENIE. MACFREE. |EEE 802.1X F85E. |EEE
802.1X/MAC FBEE(AND) THEHASND K SICHED FT,

<interface-id> : FEEmAD 1> ¥ —T = —X ID (f : port 1/0/1, port-channel 1)

vid=<vlan-id> : 88iFi%*k®D VLAN ID. ¥+ =v & VLAN {EREIZTTD VLAN ID
R XKstatic DIHJEIFIERT

new vid=<new-vlan-id>: ¥ +=wv 2 VLAN EREBDTIFHADEH LWL VLAN ID
MW RI—Y—IBFRICH/ICEID K TS VLAN ID i EFENEVNEE(FIERT

class=<class-id> : FREFIHARD I SR ID ¥WRI—F—1BRICT S X ID HAEENLTL
BEFIERT

time=<time>: OJ 41 VICEINUIcREZRLET, AEOS-NP2100 Ver. 1.10.03 X
BT, TARPRX—EVYT) "FHOVT Y JEERTE (aaa accounting delay-
start) rAccessDefender D7 1> T« 7% (aaa accounting network) 1 Z#F
LTWBIHBEIC, MACEREE. |EEE 802.1X §28E. IEEE 802.1X/MAC 83E(AND) T
Hhsnxd,

Version

AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
AEOS-NP2100 1.10.03 : ip=<ip-address>D Rk ZZLE. time=<time>ZiE/N

X I

RE

QIR

NOTI(5) A-Def: mac: login succeeded : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI (5) A-Def: web : login succeeded : uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3 vid=4000
new vid=10 class=1234

NOTI(5) A-Def: dot1x: login succeeded : uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI(5) A-Def: gateway : login succeeded : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10

NOTI(5) A-Def: static : login succeeded : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI (5) A-Def: dhcpsnooping : login succeeded : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port 1/0/7 vid=10

16/140




3 AccessDefender

2 FEEY —/\—CODFREERNTH
Log A-Def : <auth-method> <ip-address>: authentication succeeded : uid=<user-
name>
Trap VAN
EEE Notification (5)
B FREICAINLIcC &R LE T,
Parameter | <auth-method> : 255 = (radius, local, force)
<ip-address>: RADIUS B —/\—® IP 77 KL X ¥local, force DIFE(FIERT
<user-name>: 1—H—%
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R
XS E
mEvk . -ZN!

NOTI(5) A-Def: local : authentication succeeded : uid=pc1
NOTI(5) A-Def: radius 10.1.2.3 : authentication succeeded : uid=pc1
NOTI(5) A-Def: force : authentication succeeded : uid=pc

3.3 AccessDefender O V&

Log A-Def : <auth-type>: login failed (<reason>): uid=<user-name> mac=<mac-
address> ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-
vlan-id> class=<class-id>

Trap UL

EEE Notification (5)

B2 FEALRAND AT A VR U & ZRUKR T,

Parameter | <auth-type>: FREEA7% (mac, web, dot1x, gateway, dhcpsnooping)

<reason>: OJ4A VICKREUIER

« quth fail : FREEICKRE L 72

- dynamic port-base : AccessDefender @ VLAN E— RF#h' dynamic port-base
T RICRESNTVT. 2 BEUBEODOREHAKN dynamic port-base €— K
([CKBHREMICTY F LI

ctt=<TTL> : TTL 70 LY —HEEICKDFIRE N/

- max per device : FE DR AR Z 818

- max per interface : ¥ V¥ —7 £ — ADRADIIH R = B8

« dynamic vlan hash collision : SW-LSI MAC X—2XZ®D VLAN =)L T/\v
2 ahMEEL. B VLAN OEID ¥ TITRE LT

. auth fail due to the previous authentication not passed : AND FZREICEH LY

T, HIERDFBIATECTHEALCKB LTSS

uid=<user-name>: 1—H—% Xdhcpsnooping DHZEIFFERT
mac=<mac-address> : FEmARD MAC 7 KL X ¥gateway DHFEIFIHFRR
ip=<ip-address> : FEEIRAD IP 7 RL X ¥mac, dot1x DFBHIFIERT

<interface-id> : FEEHmAD 1 > ¥—T = —X ID (I : port 1/0/1, port-channel 1)

REEHAD VLAN ID. ¥1F = v VLAN ERAKIEITD VLAN ID

vid=<vlan-id>:
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3 AccessDefender

RN
new vid=<new-vlan-id>: 43+ =v & VLAN {EREDZFHARDE L LY VLAN ID

MEWRI—P—1BIRICHZICEID K TS VLAN ID BEENLENEE(EIERTR
class=<class-id> : FRFEHAD T T X ID X J{WRI—P—1EHRICU Z R ID AAEFNEWN
BEIFFERR

Version AEOS-NP2000 1.09.02 ([, AEOS-NP2100 1.10.07 LURE

S PN

mE7E Nl

NOTI(5) A-Def: mac: login failed (auth fail): uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI(5) A-Def: web : login failed (auth fail): uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3
vid=4000

NOTI(5) A-Def: dot1x: login failed (auth fail): uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10
NOTI(5) A-Def: gateway : login failed (auth fail): uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
NOTI(5) A-Def: dhcpsnooping : login failed (max per interface): mac=00-00-5E-00-53-22 ip=0.0.0.0 interface port 1/0/6

vid=10

B —/\—

TODFBIERK

Log A-Def : <auth-method> <ip-address>: authentication failed : uid=<user-name>

Trap L

BEEE Notification (5)

Bz FAREICKB LIl &R ULEXRT,

Parameter | <auth-method> : F8ZEA = (radius, local)
<ip-address>: RADIUS H—/\—0D IP 7 R L X ¥local DIZEIFFHEERR
<user-name>: 1—H—%

Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB

X I E

mirE TN

NOTI(5) A-Def: local : authentication failed : uid=pc1
NOTI(5) A-Def: radius 10.1.2.3 : authentication failed : uid=pc1

3.5 AccessDefender O 7 ~

Log A-Def : <auth-type>: logout (<reason>) : uid=<user-name> mac=<mac-address>
ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-vlan-id>
class=<class-id> incoming interface <interface-id>

Trap L

EEE Notification (5)

B TEAERAN AT T IR LIl &ZRUET,

Parameter | <auth-type>: F8iE/7% (mac, web, dot1x, gateway, static, dhcpsnooping)
<reason>: O77 U ~EH

«web : Web REEAV A YR—ITAJT7 IRV EHT UK
e link-down : KA VS —-—Tz—ANUVIFTIV LI
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3 AccessDefender

caging : T—I VIO 77 MR (BEEDFIEAEHT 517> SHABEENIC
OJ7 79 hd2ETOER) MiRd L7

s maxtime : 1 A7 NEE GREEEH IS4 7Y MABENICOI T IS
FTORME) NMERAELT

e clock : A7 MEERZIC/E o7

- cli : access-defender logout AY Y RIC&2O77 7 &

- config change : REZECHSOATI 7T bk

- overwrite : REEFAIHARZREDR— MIERL. BRI LESSNHE

- logoff : 802X FBEET. B TUAY RHHD EAPOL Logoff X vtz —3I%%(E

- reauth failure : 802.1X FRAEDEREEIC KB

- reauth failure supp-timeout : 802.1X FREEDBRIEKRICT TU HY bHBD
INEDNT A LT D

- reauth vlan change : 802.1X FREED BRI (C VLAN AAEE SN/

- reauth user name change : 802.1X AV BRI C I —Y —ZHNEESN/C

- reauth class change : 802.1X REEDHBRIRFICTI S X ID hEES N
- port initialization : 802.1X .:WET 15 =7 1 —ARENYH LS N

s release : DHCP AX—KEYJ T, IP7RLANU Y —-XEsNc

- expire : DHCP ZX—E>VJ T, IP 7 RLRDYU—XEEAHET L7

+ping : PING AJ 7D hEREICK 20T 7D ~

uid=<user-name>: 1—1'—% ¥dhcpsnooping DIHZEIFIERT
mac=<mac-address> : FEEHmARD MAC 77 RL X ¥gateway DIFEIEIFERR

ip=<ip-address> : FEEmAD IP 77 KL X ¥mac, dot1x, static DB EFIERT

« AEOS-NP2100 Ver. 1.10.03 LIfET, TARP AX—EVJ, TFHOIVFT1V
2 ERERRTE (aaa accounting delay-start) s TAccessDefender D7 HD YV F «
> % (aaa accounting network) ; Z#F LTW3Balc, Elﬁ\'f VEEIC IP T
RLABHR=EEUF TETLNIL. MACZBEE. |EEE 802.1X 2EE. |EEE
802.1X/MAC ubnE(AND)'CEHjjj?SﬂéctD(«_7&‘9?3}
« &7z. AEOS- NP21OO Ver.1.10.03 LIET TDHCP A X—EV Y, =#HALT
WBZE(IE. MACFREE. |EEE 802X RBEECEHAETND L SICHEDFT,

<interface-id> : FFEHADA 5 —T —X ID (#l : port 1/0/1, port-channel 1)

vid=<vlan-id> : 885Fi%*k®D VLAN ID. ¥+ =v 2 VLAN EREIZTTD VLAN ID
ZERR Kstatic DIBEIFIERT

new vid=<new-vlan-id>: ¥ >=wv 2 VLAN {ERBDEFEARDEHF L L) VLAN ID
XNRI—P—BERICH(CEID Y TD VLAN ID iAEFENEVBESITIERT

class=<class-id> : FEEHARD Y T X ID ¥M{RI—P—1ERICT S X ID AAEFNEL
BEEFERT
incoming interface <interface-id> : BEIEAMHANRLDR— MMIEHRI D &I

KO TCATT7IRUIEED. ZDBEEDA VY —T—XID (B : port 1/0/1,
port-channel 1) <reason>7%" overwrite DIHEDHEKR

Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
AEOS-NP2100 1.10.03 : ip=<ip-address>DERREHKZZEE
KT E
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3 AccessDefender

mErE Nl

NOTI(5) A-Def: mac: logout (link-down) : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI(5) A-Def: web : logout (aging) : uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3 vid=4000 new
vid=10 class=1234

NOTI(5) A-Def: dot1x : logout (maxtime) : uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI(5) A-Def: gateway : logout (aging) : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10

NOTI(5) A-Def: static : logout (config change) : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def : dhcpsnooping : logout (release) : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port 1/0/7 vid=10

3.6 RADIUS U—/\—DH 1 LT D bk

Log A-Def : radius <ip-address> timeout : uid=<user-name>

Trap TUL

BEE Warning (4)

B2 RADIUS B —/\—hBIGEN LGN 2/ & ZRLET,

Parameter | <ip-address>: RADIUS —/\—D IP 7 RL X
<user-name>: 1—H'—%

Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L{F#

it s RADIUS U —/N\— & DBEREZEHERBL TS,

mEoF N

WARN (4) A-Def: radius 10.1.2.3 timeout : uid=pc1

3.7 DHCP RAX—EVJEIEFE— REEVIDEX ¥ 1 Y — DA

Log A-Def : dhcpsnooping : Mode-Timer started

Trap HL

EEE Informational (6)

B DHCP AX—EVIDEMEE— REBIVIDBZ YA N —HEESN. BEASNECE

EmRLET,

Parameter | 7x L

Version AEOS-NP2000 1.09.02 L{f%, AEOS-NP2100 1.10.07 LB

Xt &
mErf TN

INFO(6) A-Def: dhcpsnooping : Mode-Timer started

3.8 DHCP AX—EVIJEHEE— RODERE

Log A-Def : dhcpsnooping : mode changed to <status><method>

Trap T

ETE Informational (6)

B2 DHCP AX—EV I DOEEE— RAYIDB D> &ZRLET,

Parameter | <status>: DHCP AX—E>VJOEEE— K (PERMIT, DENY)
<method> : BIfEE— RDYIDOEZX A% (automatically, manually)
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3 AccessDefender

Version AEOS-NP2000 1.09.02 IXF%. AEOS-NP2100 1.10.01 Uk
X I =2
mEE N

INFO(6) A-Def: dhcpsnooping : mode changed to DENY automatically
INFO(6) A-Def: dhcpsnooping : mode changed to DENY manually
INFO(6) A-Def: dhcpsnooping : mode changed to PERMIT manually

3.9 DHCP AX—EVJ MAC RBEEE— ROBER /&%

Log A-Def : dhcpsnooping : mode changed to mac-authentication mode enable
A-Def : dhcpsnooping : mode changed to mac-authentication mode disable
Trap VAe )
EEE Informational (6)
A dhcp-snooping mode mac-authentication ¥ > R T, DHCP AX—EY T D
MAC FFEEE— RO B, @ EMCEEFSNEZRUET,
Parameter | 7Zx L
Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L
Xt &
mEre ZN
INFO(6) A-Def:dhcpsnooping : mode changed to mac-authentication mode enable
INFO(6) A-Def:dhcpsnooping : mode changed to mac-authentication mode disable

3.10 Web b —/\—D7 o075

Log A-Def : <ip-address>(<user-agent>) <http-method> <URL>
Trap TUL
BEE Informational (6)
A Web FBEERA®D Web H —/\—F 7z (& HTTP/HTTPS 7OF 2 USFAL I D7 IR
NHofcl&ZzRLET, CDAYIE. web-authentication logging web-access on
AR Y RTT I AOTHEHICHE > TVDHBEDHHASNET,
Parameter | <ip-address>: #iwR®D IP 7 FL X
<user-agent>: WARMNSD HTTP/HTTPS /Xy hDIA—H—I—I vk
<http-method> : B#RN 5D HTTP/HTTPS /¢ w hD XYV w R (GET, POST)
<URL> : ImRNH®D HTTP/HTTPS /7w bdD URL B
Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB
XIS RE
A RRA
INFO(6) A-Def:10.249.94.100 (Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/99.0.4844.84 Safari/537.36) POST http://10.249.94.100/cgi-bin/adeflogin.cgi

3.11 KB AR B DB

| Log

| A-Def : authentication is not permitted (<reason>): mac=<mac-address> ip=<ip-
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3 AccessDefender

address> interface <interface-id> vid=<vlan-id>

Trap UL

BEE Notification (5)

SieA RAREHRARRITE L /CRET. HILLRIHRRZRH LU/ EZERLET,
Parameter | <reason>: FEEAFF RIS NG H D 7o HBE

 max per device ! FRE DR ALK % 8@

- max per interface : 1>V 4¥ —7 £ — XADRARDAIH AR Z BB
mac=<mac-address> : BiEiHARD MAC 77 RL X X5 — b D 21 REDHE(FFERT
ip=<ip-address> : E8aElwARD IP 77 KL X %MAC F5E. Web 83E. IEEE 802.1X &
EDZRIFIFHERR. U — I A FIADBEICKRT
<interface-id> : REEHAD > 5—T = —X ID (#I : port 1/0/1, port-channel 1)
<vlan-id> : F¥&EIHARD VLAN ID

Version AEOS-NP2000 1.09.02 B{f%. AEOS-NP2100 1.10.07 BB
K &
O J&mpAl

NOTI(5) A-Def : authentication is not permitted (max per interface): mac=00-00-5E-00-53-33 interface port 1/0/1 vid=10
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4 ARP

4 ARP

4.1 1P 7 R L AEERA

Log Conflict IP was detected with this device (IP: <ip-address>, MAC: <mac-
address>, Port<port>, Interface: <if-name>)

Trap UL

EEE Warning (4)

StEA RKEBEEEHIDIPVRLANMSODARPU VIR M ZERELIECEERLET,
AXOJ=ZHBEALTHS 1 7. BEZDEEIP7Z7RLANMSGDARPY I IR %
SELTEOJEHEIEINEBA, 1 DRERICRETDIEHEEOINEASNET,
FDieHh. EEIP 7 RLADNSBD ARP UV I XA M ERELUFKIFTLBIRETIE. &0
JIE 1 HlElCHASNES,

Parameter | <ip-address>: AEBEEHIDIP7 KL R
<mac-address> : REBEE IP 7 RLADNEEITDEED MAC 7 RL X
<port>: BEEAERMLUIEAR— MBS XYR—I XY MR- NTRALIEESE
Port<port> @O D (C mgmt_port &R
<if-name>: EEERHMULIZ IPA VY —T 1 —ADEZR] ¥XIYR—I XY MR— TR
HMUTHEF mgmt_ipif &&x

Version AEOS-NP2000 1.09.02 X[, AEOS-NP2100 1.10.01 LIk

Xt IP7 RLADEEBRRZFEE L TS,

e G

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, Port1/0/1, Interface:

vlan10)

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, mgmt_port, Interface:

mgmt_ipif)
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57— hER

5 77—

MEE

51 754X Y—T—h X=IT 7L TiLE

Log Booted from primary firmware <URL>

Trap TUL

ETE Notification (5)

B2 T2AX )T —hAA—-—ITEBNMEE LI EZRULET, SDH—RT—-KTi2

EL7/mE(E. <URL>(Z /d:/apresia-software.had & FRRESNEKT,

Parameter | <URL>: FS5AYU—T—hAX—=IT71)LD/XX

Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.07 LB

SIS ~E

0% mHBl

NOTI(5) Booted from primary firmware /c:/AEOS-NPXXXX_RXXXXX.had

NOTI(5) Booted from primary firmware /d:/apresia-software.had

52 hAVIY—T - AX=IT 71 )L TiCE

Log Booted from secondary firmware <URL>

Trap TUL

EEE Warning (4)

R tHYFY—T - A-—ITERENEEILILCEZRLET,
Parameter | <URL>: € HVF ) —T—hAXA=IT71)LD/\X

Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
Xy &

mlrE Nl

WARN (4) Booted from secondary firmware /c:/AEOS-NPXXXX_RXXXXX.had

5.3 ZDMDT — b XA—I 7 71 )L TicEh

Log Booted from firmware <URL>

Trap L

EEE Warning (4)

Bz TI53ARYV =T = X=I, BKOCECAVI )T =AM XA=IPERTET. 2D
DT — b A AX=I T 7D HRAAENTEENRE LI EERLET,

Parameter | <URL>: 7 —hAX—=3IT 741 )LD/\X

Version AEOS-NP2000 1.09.02 Lg%, AEOS-NP2100 1.10.07 R

St &

mEvk . -ZNl

WARN (4) Booted from firmware /c:/AEOS-NPXXXX_RXXXXX.had

54 754U —BEIEHRT 7 1)L TEE
Log Booted with primary configuration <URL>
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57— hER

Trap L
BEE Notification (5)
St TS5AT)—BRERCEBENRE LI ERLET, SDA—RT—~TEEL:
®BE(E. <URL>IZ /d:/apresia-startup-config.txt ER/RRENET,
Parameter | <URL>: PS4 YU —#BHIEHRT 7 7LD/
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R
St &
mEvk . -ZNl

NOTI(5) Booted with primary configuration /c:/primary.cfg
NOTI(5) Booted with primary configuration /d:/apresia-startup-config.txt

55 AV ) —EEIERT 7 1)L CEEE

Log Booted with secondary configuration <URL>

Trap L

EEE Warning (4)

A ThHYTU —BEER CERENREE L/IcCEERULET,
Parameter | <URL>: € hHV¥ U —BRIEHRT 7 1 ILD/(X

Version AEOS-NP2000 1.09.02 L{fE, AEOS-NP2100 1.10.07 LB
Xy &
mioF Nl

WARN (4) Booted with secondary configuration /c:/secondary.cfg

5.6 ZDMODBRIEERT 7 1)L TS

Log Booted with configuration <URL>
Trap L
BEE Warning (4)
5158 TSR —BRIEE. HEOENVY U —BRESNERTET. ZOMOBRIES
T77 1D HEARAENTEREN BB L EZRLET,

Parameter | <URL> : #RUE®WR T 7 1 ILD/LR
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.071 LB
XEit RE
mErf TN

WARN (4) Booted with configuration /c:/XXXXX.cfg

5.7 77 # )L MEEUE R CEE

Log Booted with default configuration

Trap TUL

BEE Alert (1)

Bz TS5AX)—EBHER. tHYY Y —BEIER SIUCZOMOBRIERT 71 ILHME
FATEY. 774 RECEENEESLILCEEZRLET.,. BB, AOJTHEASN
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57— hER

TT 7 A BRETEBNEE T DHIF. £/R— b shutdown FRETEEIL XTI,

Parameter | 75

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 L{EE

S e

Ao RxRpGl

ALER(1) Booted with default configuration
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6 CFM

6 CFM

6.1 CFM 41 : Cross-connect CCM Received

Log CFM cross-connect. VLAN:<vlan-id>, Local(MD Level:<md-level>,
Interface:<interface-id>, Direction:<mep-direction>) Remote (MEPID:<mep-id>,
MAC:<mac-address>)

Trap dotTagCfmFaultAlarm

EEE Critical (2)

B2 JOXARY bRAENcCEZRLE D,

Parameter | <vlan-id>: MEP @ VLAN ID
<md-level>: MEP ® MD L)L
<interface-id>: MEP D1 V¥ —TJ 1 —X&ES
<mep-direction>: MEP OEEZ M. inward &7zl outward FRiR
<mep-id>: MEP @ MEPID. f&h' 0 DIFEIFAREEIE MEPID ZEKT %
<mac-address>: MEP ® MAC 77 kL X, fEA I NT 0 DIFEFRILZ MAC 7 KL

ZEREKIT D

Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB

it s CFM #BEZREL CTLWDIR— DR, BLUARBEMERBEOREZERL T
ZEW,

mEoF N

CRIT(2) CFM cross-connect. VLAN:10, Local (MD Level:5, Interface:Port1/0/1, Direction:outward) Remote (MEPID:1,
MAC:00-40-66-A8-CC-54)

6.2 CFM #4%] : Error CCM Received

Log CFM error ccm. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Remote (MEPID:<mep-id>, MAC:<mac-address>)

Trap dotTagCfmFaultAlarm

EEE Warning (4)

B I5—0O CFM CCM )\ y hMRFIENcC & ZRLE T,

Parameter | <md-level>: MEP @ MD L \)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP O V4% —7 1 —X&E=
<mep-direction>: MEP OEEZ . inward &7z(3 outward &K
<mep-id>: MEP M MEPID. {EH' 0 DIFE(FAEE/E MEPID ZEKT
<mac-address>: MEP ® MAC 7 RL X, fEA'ITNT 0 DHEIFRIALZ MAC 7 RL

ZEKT D
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R
I BEERED CFM HEEDRTE. BRUORBERERL TIIZE W,
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6 CFM

mErE Nl

WARN (4) CFM error ccm. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward) Remote (MEPID:1002,
MAC:FC-6D-D1-05-E9-B4)

6.3 CFM #41 : Some Remote MEP Down

Log CFM remote down. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Trap dotlagCfmFaultAlarm
EEE Warning (4)
A JE—HKMMEPD CCM /T Y b ZERETELVWCEZRLET,
Parameter | <md-level>: MEP ® MD LX)l
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V% —7 1 —R&HS
<mep-direction>: MEP DECEA M. inward &7z(d outward &R
Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L
XIIE BERERB D CFM HREDRTE. BIUREBZHERL TS L,
mEoF N

WARN (4) CFM remote down. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)

6.4 CFM %41 : Some Remote MEP MAC Status Error

Log CFM remote MAC error. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Trap dotlagCfmFaultAlarm
EEE Warning (4)
StEA JE—FMMEP TMACZ7 RLADIS—REZRILICCEZRLULET,
Parameter | <md-level>: MEP ® MD L \)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP O > 4% —7 1 —RXR&ES
<mep-direction>: MEP OEEZ A, inward K7c(3 outward &K
Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.071 LB
XA BEEEEEB D CFM BEEDRTE. BLURBERERL TIZEL,
Ao Rxrpbl

WARN (4) CFM remote MAC error. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)

6.5 CFM =41 : Some Remote MEP Defect Indication

Log CFM remote detects a defect. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)

Trap dotTagCfmFaultAlarm

EEE Informational (6)

28/140




6 CFM

A UE—h MEP T CFM DMz RA L7 C & ZRUE T,

Parameter | <md-level>: MEP ® MD L)L

<vlan-id>: MEP @ VLAN ID

<interface-id>: MEP D1 V% —TJ 1 —X&S

<mep-direction>: MEP OEEZ M. inward &7zl outward FRiR

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 B{E#

PSR BERERED CFM BBEEDRTE. BLURBZRERE L TS W,

Ao RRpGl

INFO(6) CFM remote detects a defect. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)
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7 CFM Extension

/ CFM Extension

7.1 CFM #8ED AlS B4

Log AlS condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap UL
BEE Notification (5)
B2 AlS REM RSN/ EZRLET,
Parameter | <md-level>: MEP ® MD LX)l
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 > 4% —7 1 —R&HS
<mep-direction>: MEP DECEA M. inward &7z(d outward &R
<mep-id>: MEP ® MEPID
Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 L{EE
XIS BHERBEDRREBZRET L T</IES L,
mEZE S]]

NOTI(5) AIS condition detected. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)

7.2 CFM #8ED AlS BEBR

Log AIlS condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap TUL
EEE Notification (5)
Bz AlIS RENBHSNACEZRULET,
Parameter | <md-level>: MEP ® MD LX)l
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —X&ES
<mep-direction>: MEP OEEZ . inward &7z(3 outward &R
<mep-id>: MEP ® MEPID
Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA
X RE
A RRA

NOTI(5) AIS condition cleared. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)

7.3 CFM #8ED LCK R4l

Log LCK condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)

Trap U

BEEE Notification (5)
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7 CFM Extension

Bz LCK REMMMRA SN/ & ZERLETD,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP O V% —7 1 —R&ES
<mep-direction>: MEP OEEZ M. inward &7zl outward FRiR
<mep-id>: MEP ® MEPID
Version AEOS-NP2000 1.09.02 L{f#, AEOS-NP2100 1.10.07 LB
SIS CFM #peZ REL TLDIR— b DR, PLUAKRBEBEEBEDREZRERL TL
2,
mEoF o

NOTI(5) LCK condition detected. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)

7.4 CFM #8ED LCK #ER

Log LCK condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap TUL
BEE Notification (5)
B LCK KA EBHESNIC & ZERLET,
Parameter | <md-level>: MEP ® MD LX)l
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V¥ —J 1 —X&ES
<mep-direction>: MEP DECEA M. inward &7z(d outward &R
<mep-id>: MEP ® MEPID
Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#
XIS E
mEZE S]]

NOTI(5) LCK condition cleared. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward, MEPID:1)
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8 Configuration / Firmware

8 Configuration / Firmware

81 77—LDxTF7D7vTIL—REIh

Log

WIERY Y IORE
Firmware upgraded by <session> successfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

W XYy IR
Unit <unit-id>, Firmware upgraded by <session> successfully (Username: <user-

name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

AN

Informational (6)

558

T7—LDTT7HEBICTYTIL—RENicCEZRLETD,

Parameter

<unit-id> : IRy I X |D % RY v U KERRFFIERT

<session>: v < 3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv> 3> Do 5A4 7V D IP 7 KL X

<client-mac>: SSH, Telnet twv>a>DIS14 7V DO MACT7 RLRA XTZ147
v hAEIRY KD =2 DiHAE I 00-00-00-00-00-00 KR

<server-ip>: TFTP/FTP H—/\—=D IP 7 RL X
<filename>: A= 7 71 IL%

Version

AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

X I

RE

Ao RxRpGl

INFO(6) Firmware upgraded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: AEOS-
NPXXXX_RXXXXX.had)

INFO(6) Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

INFO(6) Firmware upgraded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP:10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

INFO(6) Unit 1, Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

82 77—LADxF7DFYvFIL—REK

Log HEXYYIRE
Firmware upgraded by <session> unsuccessfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)
B X5y IR
Unit <unit-id>, Firmware upgraded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

Trap UL
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EEE Warning (4)
B T77—LATxT7DF7YTITL—RHARBULIECEZRLET,
Parameter | <unit-id>: Ry 7 X ID ¥ X% v U KERRIEIERT
<session>: v < 3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%
<client-ip>: SSH, Telnet twv> 3> Do SA4 7V D IP 7 KL X
<client-mac>: SSH, Telnet twv>a>D IS4 7V DO MACTZ RLRA XTZ147
Y hHRIRY D=2 DiFE(F 00-00-00-00-00-00 FRK
<server-ip>: TFTP/FTP H—/\—D IP 7 RL X
<filename>: A= 7 71 IL%
Version AEOS-NP2000 1.09.02 Lif%, AEOS-NP2100 1.10.071 LB
XEI BELLIPZ RLANELWLWA, BERREERENMERL TIZE W,
BELIEI7MILANDNELVWAERL T IZE W,
BELEIZ7AIVHERE T 7 A ILHERL TS L,
mEvk -mNl!

WARN (4) Firmware upgraded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: AEOS-
NPXXXX_RXXXXX.had)

WARN (4) Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

WARN (4) Firmware upgraded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

WARN (4) Unit 1, Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

8377—ATTF7DF7 vy 7O— REI

Log HEXYYIRE
Firmware uploaded by <session> successfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)
B X5y IR
Unit <unit-id>, Firmware uploaded by <session> successfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

Trap U

BEEE Informational (6)

StEA J7—ALADI7HEECTyIO—-RENCEERLED,

Parameter | <unit-id>: /Rw X |D ¥ RX¥ v U REARKIFIERR

<session>: v < 3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%
<client-ip>: SSH, Telnet twv> 3> Do 247>V D IP 7 KL X
4
J

>
<client-mac>: SSH, Telnet v 3a>Do>1
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Y hHRIR Y D=2 DiFE(F 00-00-00-00-00-00 R
<server-ip>: TFTP/FTP —/\—D IP 7 RL X
<filename>: AE—5%T7 7 1)L

Version AEOS-NP2000 1.09.02 B, AEOS-NP2100 1.10.01 LUk
7 e
mEZEGN]

INFO(6) Firmware uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-

firmware.had)

INFO(6) Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-firmware.had)

INFO(6) Firmware uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-firmware.had)

INFO(6) Unit 1, Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-firmware.had)

847 7—LADzFDF7 vy TO—REK

Log

HEXYYIRE
Firmware uploaded by <session> unsuccessfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

W XYy IR
Unit <unit-id>, Firmware uploaded by <session> unsuccessfully (Username:

<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

ANV

Warning (4)

T77—=ALADz7D7 Yy FO-RRRBLICEERLETD,

Parameter

<unit-id> 1 ARy I R ID ¥ R% v I K ERRKISIERR

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv>3>DIZ1 7>V D IP 7 FL R

<client-mac>: SSH, Telnet v > 3> DIS14 7>V DO MACT RLA XT5147
v RSB Y KD =2 Di5E(E 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/\—D IP 7 RL X
<filename>: AE—%&T7 7 1IL%

Version

AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

XIS

EBELRIPZ RLANMELWA, BEARARENMERL TIIES L,
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mErE Nl

WARN (4) Firmware uploaded by console unsuccessfully (Username: example, Server [P: 10.1.2.3, File Name: test-
firmware.had)

WARN (4) Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-firmware.had)

WARN (4) Firmware uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-firmware.had)

WARN (4) Unit 1, Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-firmware.had)

8.5 BHIB|WDY UV O— RATH

Log BERY v IRE

Configuration downloaded by <session> successfully (Username: <user-name>,
IP: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

WYy UK
Unit <unit-id>, Configuration downloaded by <session> successfully

(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

Trap UL
SERE Informational (6)
B8 BRBERNERCY YO RENLIEERLET,

Parameter | <unit-id>: /Rw I X ID XX ¥ v U KFERAKITIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv> 3> DI >4 7>V bDIP 7 FL X

<client-mac>: SSH, Telnet v > 3> DI04 7> DO MACT RLA XT5147
v RSB Y RO =2 Di5E(E 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/\—D IP 7 RL X
<filename>: A= 7 71 IL%

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 L{EE

7 e

Ao RxRpGl

INFO(6) Configuration downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-
config.cfg)

INFO(6) Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Configuration downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Unit 1, Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)
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8.6 BEB|WDY UV O— REK

Log

HERYYIRE

Configuration downloaded by <session> unsuccessfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B XYy IR
Unit <unit-id>, Configuration downloaded by <session> unsuccessfully

(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

ANV

Warning (4)

B!

BREROY O YO— RARBULICEERLED,

Parameter

<unit-id> 1 ARy I R ID ¥ R% v I K ERRKISIERR

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv> 3> DI >4 7>V bDIP 7 LR

<client-mac>: SSH, Telnet v > 3a>DIS14 7V DO MACT RLA XT5147
v RSB Y RO —2 Di5E(E 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP —/\—=D IP 7 RL X
<filename>: JE—T7 7 1L %

Version

AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

XIS

EBELRIPZ RLANMELWA, BEFRARENMERL TIIES L,
BELEI7AIVADNELVWHMERLTIEE W,
BELLIT 7V ERERT 71 IVHERL TIZE L,

mEE N

WARN (4) Configuration downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-

config.cfg)

WARN (4) Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Configuration downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Unit 1, Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

8.7 BHIE|WD Y v 7 O0— RETH

Log

WM3ERY v OB
Configuration uploaded by <session> successfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

SRRl - 151
Unit <unit-id>, Configuration uploaded by <session> successfully (Username:

<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)
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Trap L

ETE Informational (6)

Bz BERBEERNERCT Yy TO—REnNkl&ZzRLET,

Parameter | <unit-id>: Ry 7 X ID ¥ X% v U KERRIEIERT
<session>: v 3 V&5l (console, SSH, telnet)
<user-name>: 1—H'—%
<client-ip>: SSH, Telnet twv> 3> Do 247>V D IP 7 KL X
<client-mac>: SSH, Telnet twv>a>D IS4 7V DO MACTPZ RLRA XTZ147
v bHYRIRY T —2U Di5E(F 00-00-00-00-00-00 TR
<server-ip>: TFTP/FTP H—/\—=D IP 7 RL X
<filename>: AE—%&T7 71 IL%

Version AEOS-NP2000 1.09.02 L{f%, AEOS-NP2100 1.10.071 LB

bST REE

mEvk . -ZNl

INFO(6) Configuration uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-

config.cfg)

INFO(6) Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP:10.1.2.3, File Name: test-config.cfg)

INFO(6) Configuration uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Unit 1, Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

8.8 BEUE®RD Y v 70— KKK

Log HEXYYIRE
Configuration uploaded by <session> unsuccessfully (Username: <user-name>,
IP: <client-ip>, MAC: <client-mac>, Server |IP: <server-ip>, File Name:
<filename>)
B X5 UERK
Unit <unit-id>, Configuration uploaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

Trap UL

EEE Warning (4)

BT BRIERDT7 Y 70— RHARB LI EERLUET,

Parameter | <unit-id>: /Ry 2 X ID XX ¥ v I KERRIFIERT

<session>: v ¥ 3 V&5l (console, SSH, telnet)
<user-name>: 1—H'—%
<client-ip>: SSH, Telnet v >3>DIZ17>V D IP 7L X

<client-mac>: SSH, Telnet v > 3a>DIS14 7> O MACT7 RLA X054 7
v RHRIR Y D=2 DiFEZ 00-00-00-00-00-00 R
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<server-ip>: TFTP/FTP Y4 —/\—D IP 7 RL X
<filename>: JE—%£T7 7 1)L

Version AEOS-NP2000 1.09.02 (&, AEOS-NP2100 1.10.01 LU
X I BELREIP 7 RLAAELWD., BIERRELRENMER L TEEL,
mEE N

WARN (4) Configuration uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-

config.cfg)

WARN (4) Configuration uploaded by SSH unsuccessfully (Username: example, 1P: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Configuration uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server |P: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Unit 1, Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

8.9 OJ D7 v FO— RETh

Log

BIERY Y IRE
Log message uploaded by <session> successfully. (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

WS ARL 151
Unit <unit-id>, Log message uploaded by <session> successfully. (Username:

<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

ANV

Informational (6)

A

O XyvE—INQEFCTY TAO—RENIEZRLETD,

Parameter

<unit-id> : IRy U X ID ¥ RY v I REARFIIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H—%

<client-ip>: SSH, Telnet v > 3>DIZ1 7>V rDIP 7L X

<client-mac>: SSH, Telnet v > 3a>DISA14 7> O MACT7 RLA X054 7
v RHRIR Y D=2 DiFEZ 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP 4 —/\—D IP 7 RL X
<filename>: JE—%£T7 7 1)L

Version

AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

XS I

RE
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mErE Nl

INFO(6) Log message uploaded by console successfully. (Username: example, Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Log message uploaded by SSH successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Log message uploaded by telnet successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Unit 1, Log message uploaded by SSH successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server |P: 10.1.2.3, File Name: test-log.txt)

8.10 OJ D7 v 7O—R&K

Log BERY v IRE

Log message uploaded by <session> unsuccessfully. (Username: <user-name>,
IP: <client-ip>, MAC: <client-mac>, Server |IP: <server-ip>, File Name:
<filename>)

B X5y I

Unit <unit-id>, Log message uploaded by <session> unsuccessfully. (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

Trap T
BEEE Warning (4)
8 OJXvtE—I07y FO— KKK LI EERLET,

Parameter | <unit-id>: /Rw I X ID XX ¥ v U KFERAKITIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv>3>DIZ14 7>V bDIP 7 FL R

<client-mac>: SSH, Telnet v > 3> DI04 7> DO MACT RLA XT5147
v RHRIR Y KD —2 Di5E(E 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/\—D IP 7 RL X
<filename>: AE—=%&T7 7 1IL%

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 L{EE

XIS EBELIPZ RLANMELWA, BEMRERENMERL TILZS L,

Ao RxRpGl

WARN (4) Log message uploaded by console unsuccessfully. (Username: example, Server IP: 10.1.2.3, File Name: test-
log.txt)

WARN (4) Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP:10.1.2.3, File Name: test-log.txt)

WARN (4) Log message uploaded by telnet unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-log.txt)

WARN (4) Unit 1, Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-log.txt)

8.11 AccessDefender BE 7 71 ILDYF o> O— KT

Log WM3ERY v IEE
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AccessDefender Web page downloaded by <session> successfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File

Name: <filename>)

W XYY IR

Unit <unit-id>, AccessDefender Web page downloaded by <session>
successfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,

Server |P: <server-ip>, File Name: <filename>)

ANV

Informational (6)

BTD3ON Y RT AccessDefender #gE THER I D HTML 7 77 )L - BIRT 71 )LD

FOVO—RICHLIECEZRLETD,

« copy tftp:
- copy tftp:
- copy tftp:
« copy tftp:
« copy tftp:
- copy tftp:
« copy tftp:
« copy tftp:
- copy tftp:
« copy tftp:
« copy tftp:
- copy tftp:
« copy tftp:
« copy tftp:

login-page

login-success-page

login-failure-page
logout-success-page
logout-failure-page
redirect-error-page
webpage-imageXX

webpages <1-30> login-page
webpages <1-30> login-success-page
webpages <1-30> login-failure-page
webpages <1-30> logout-success-page
webpages <1-30> logout-failure-page
webpages <1-30> redirect-error-page
web-access-deny-page

Parameter

<unit-id>: Ry I X |ID ¥ XY v UK EREIZIERT

<session>: v < 3 V#&Hl (console, SSH, telnet)

<user-name> : 1—H'—%

<client-ip>: SSH, Telnet twv> 3> DI 2A4 7>V D IP 7 KL X
<client-mac>: SSH, Telnet twv>a>DISA4 7V DO MACTPZ RLRA XTZ147

v hHYREIRY KD —2DFE(E 00-00-00-00-00-00 Fx
<server-ip>: TFTP U —/\—=D IP 7KL X
<filename>: A—TI7 71 IL%&

Version

AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

X I

RE
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HI xR

INFO(6) AccessDefender Web page downloaded by console successfully (Username: example, Server |P: 10.1.2.3, File
Name: test.html)

INFO(6) AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test.nhtml)

INFO(6) AccessDefender Web page downloaded by telnet successfully (Username: example, 1P: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server |P: 10.1.2.3, File Name: test.html)

INFO(6) Unit 1, AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

8.12 AccessDefender &7 7 1T ILDF TV O— REK
Log BERY v IRE
AccessDefender Web page downloaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)
W XYy IR
Unit <unit-id>, AccessDefender Web page downloaded by <session>
unsuccessfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |P: <server-ip>, File Name: <filename>)
Trap UL
EEE Warning (4)
SieA MUTDINY RT AccessDefender #BETEAI D HTML 7 7 M )LZ¥ o> O— KL
FEBEIC. HRDT 71 )LH AccessDefender #BETERT D HTML 7 7 1 JLDHHR
FRY A X(5KB) ZBBL TWD/ceh, YU rO—RICKBLIEZEERLET,
- copy tftp: login-page
« copy tftp: login-success-page
- copy tftp: login-failure-page
- copy tftp: logout-success-page
« copy tftp: logout-failure-page
« copy tftp: redirect-error-page
- copy tftp: webpages <1-30> login-page
« copy tftp: webpages <1-30> login-success-page
- copy tftp: webpages <1-30> login-failure-page
- copy tftp: webpages <1-30> logout-success-page
« copy tftp: webpages <1-30> logout-failure-page
« copy tftp: webpages <1-30> redirect-error-page
« copy tftp: web-access-deny-page
Parameter | <unit-id>: /Rw U X ID X A& v U KERARFEIERR
<session>: v 3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H—%
<client-ip>: SSH, Telnet v >3>DIZ1 7>V D IP 7L X
<client-mac>: SSH, Telnet v > 3> DISA4 7> RO MACTZ RLA X054 7
Y hAYRIR Y R D=2 Di%E(E 00-00-00-00-00-00 &R
<server-ip>: TFTP 4 —/\—D IP 7KL X
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<filename>: -7 71 ILE

Version AEOS-NP2100 1.10.03 LB
XIS BEULIT7AINDERLT 7 A IUHHERL TS W,
ik Nl

WARN (4) AccessDefender Web page downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File
Name: test.html)

WARN (4) AccessDefender Web page downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-
00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

WARN (4) AccessDefender Web page downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

WARN (4) Unit 1, AccessDefender Web page downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100,
MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

8.13 771 ILDF UV O— RETh

Log HEXYYIRE
File downloaded by <session> successfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)
B X5y I
Unit <unit-id>, File downloaded by <session> successfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

Trap U

BEEE Informational (6)

Bl LTFoIAYY RT, "B#8ERD 7 7—LDx 7771 "TESEROEBRIERY 7
TIby BANDT 74D F o> O—-RICEHLIECEZERULET,

- copy {tftp: | ftp:} flash:

Parameter | <unit-id>: /Rw X |D ¥ RX¥ v U REARKIFIERR
<session>: v < 3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%
<client-ip>: SSH, Telnet twv> 3> Do 5A4 7>V D IP 7 KL X
<client-mac>: SSH, Telnet twv>a>DISA4 7V DO MACTPZ RLRA XTZ147
v RSB Y D=2 DiFE(E 00-00-00-00-00-00 R
<server-ip>: TFTP/FTP H—/\—D IP 7 RL X
<filename>: J—TTI7 71 IL%

Version AEOS-NP2100 1.10.03 LUk

Xt S
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HI xR

INFO(6) File downloaded by console successfully (Username: example, Server [P: 10.1.2.3, File Name: test-file)

INFO(6) File downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server IP:
10.1.2.3, File Name: test-file)

INFO(6) File downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server |P:
10.1.2.3, File Name: test-file)

INFO(6) Unit 1, File downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-file)

8.14 771 ILDF IV O— REK

Log BRIy IRE
Downloaded by <session> unsuccessfully (Username: <user-name>, |P: <client-
ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

B X5y I
Unit <unit-id>, Downloaded by <session> unsuccessfully (Username: <user-

name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

Trap U
EEE Warning (4)
Bk KHDYA TOT7AIDY o vO— RO LIECEERLULET,

Parameter | <unit-id>: /Rw I X ID XX ¥ v U KFERAKITIERT

<session>: v < 3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv> 3> Do 2A4 7V D IP 7 KL X

<client-mac>: SSH, Telnet twv > 3> DISA4 7V RO MACTZ RLA X054 7
v cHYRIR Y D=2 DiFEZ 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/\—D IP 7 RL X
<filename>: A—TI7 71 IL%&

Version AEOS-NP2000 1.09.02 L{B%. AEOS-NP2100 1.10.07 B{B#

XIS BEULLIP7 RLANELWVWA. BEFRELREMERL TS,
BELILT 7AIEDNELVWHERL TSIZE L,
BEULIT7AINDERLT 7 A IUHHERL TS W,

HI xR

WARN (4) Downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-file)

WARN (4) Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server |P:
10.1.2.3, File Name: test-file)

WARN (4) Downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-file)

WARN (4) Unit 1, Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-file)
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8.15 BHBEWDRT

Log HERYYIRE
Configuration saved to flash by console (Username: <user-name>)
Configuration saved to flash (Username: <user-name>, |P: <client-ip>)
WAL - 151
Unit <unit-id>, Configuration saved to flash by console (Username: <user-
name>)
Unit <unit-id>, Configuration saved to flash (Username: <user-name>, |P:
<client-ip>)

Trap L

EEE Informational (6)

BrkZ BRBEBN TSy allRESNICEERLET,

Parameter | <unit-id>: /R 7 X ID ¥ X v U KERAKIEIERT
<user-name>: 1—H—%
<client-ip>: SSH, Telnet v >3>DIZ1 7>V rDIP 7L X

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

X3RS RE

e ]l

INFO(6) Configuration saved to flash by console (Username: example)
INFO(6) Configuration saved to flash (Username: example, IP: 192.0.2.100)
INFO(6) Unit 1, Configuration saved to flash (Username: example, IP: 192.0.2.100)

44/140




9 Console

9 Console

9.1 Console O 1 Y ETh

Log Successful login through Console (Username: <user-name>)
Trap TUL
ETE Informational (6)
A AAA BEENEZNEIZED. IV Y —UEBOOT 1 VICHI LI EZERLET,
AAA BEENBRZIZE DO T 1 VIO T (3 AAAEZSRL TS ES L,
Parameter | <user-name>: 1—H—%& XOJA VKCI—Y—ZZANT DHEDTVERE/N
&Y —>DHZBEE Anonymous R
Version AEOS-NP2000 1.09.02 {B%. AEOS-NP2100 1.10.07 LA
XIS RE
mEre ZN

INFO(6) Successful login through Console (Username: example)

9.2 Console O 1 > kB

Log Login failed through Console (Username: <user-name>)
Trap UL
EEE Warning (4)
B AAA BEENMEZNEIZE D, AV Y —)LRBADOT 1 VICKRK LI EZERLEY,
AAA BEENBBIZEADOOT 1 Y RBOJ [ AAABESRLTIEE L,
Parameter | <user-name>: 1—Y—% XOJA VKICI—Y—RZZANTDHEDETNEE/N
& —> DizElE Anonymous KRR
Version AEOS-NP2000 1.09.02 (%, AEOS-NP2100 1.10.07 L&
XIS dA—Y—%. IRT=RAEULWLWHERL T ZE L,
mEZE S

WARN (4) Login failed through Console (Username: example)

9.3 Console O 7

Log Logout through Console (Username: <user-name>)

Trap VAN

BEE Informational (6)

Bk VY= )ILBEDEyYavhoOIdr7o L EZEZRLET,

Parameter | <user-name>: 1—HY—& XOJ4 VKRKICI—Y—ZZANITDIHEDEVERE/N

& —> DHEIF Anonymous ERR

Version AEOS-NP2000 1.09.02 L{B%, AEOS-NP2100 1.10.071 LB

X I E
Ao Rxrpbl

INFO(6) Logout through Console (Username: example)
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9 Console

9.4 Consoletw>av¥1 L7 Tk

Log Console session timed out (Username: <user-name>)

Trap T L

BEE Informational (6)

Bz IVY—IRBEOEY Y3 YN A LTI EZERLULED,

Parameter | <user-name>: 1—H—& ¥XOJ4 VEIC1I—H—-&Z%Z ANTBDHEDBZNEE/N
& —> DizElE Anonymous KRR

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

i RE

0 I RRHBl

INFO(6) Console session timed out (Username: example)
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10 Counter

10 Counter

10.1 NR—IAXY R—bMDIS—HDOV5—1&RA

Log Detected <counter> <error-counter-name>on mgmtO0

Trap TUL

BT Notification (5)

B NEZ=IAYRR=bDIS—AIVI—DHIY BRI EZERLET,

Parameter | <counter>: HY M

<error-counter-name> : TS —hHO V¥ —DEAH]
« rxFCSErrorPkts
« rxAlignmentErrorPkts
 rxCodeErrorPkts
« rxUndersizedPkts
« rxOversizedPkts
« rxFragmentPkts
s rxJabbers
« rxDropPkts
« txExcessiveDeferralPkts
« txFCSErrorPkts
- txLateCollisionPkts
- txExcessiveCollisionPkts

« txDropPkts
Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#
I T=TILDERICLDHEE., ¥_EBEICREET 2HBEEWNEAETT ., KOTNE
HICRET2HAIE. BERBEAEE, GEBCDVWTERRE., SXUREZER
LTL7EE W,

QIR

NOTI(5) Detected 2 rxFCSErrorPkts on mgmtO
NOTI(5) Detected 1 rxAlignmentErrorPkts on mgmt0
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11 DHCPv4 Relay

11D

HCPv4 Relay

11.1 )Ny R EERK

Log Cannot send packet
Trap TUL
EEE Error (3)
B! DHCPv4 UL —H/\Ty hEEETEBRNCEZRLED,
Parameter | 7x L
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.071 LB
XEIE REDHE. FLEEHRICEEBNMEELTVWDHRENHDEIDT, UATZEERLT
<FEEL,
- EBORERRE
- BliR. BLUEHN—NOEREFE
mEre ZN

ERRO(3) Cannot send packet
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12 DHCPv4 Server

12 D

HCPv4 Server

12.1 DHCP ¥ —/\—&E&)

Log DHCP server

Trap TUL

BEE Informational (6)

StER DHCPv4 —N\—HmBMbENCEERLET,
Parameter | 7x L

Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.071 LB
i RE

mErf TN

INFO(6) DHCP server

12.2 DHCP DISCOVER /X7 v %18

(REARY KD —J€2TXV k)

Log DHCPDISCOVER from <mac-address> via <vlan-name | giaddr>:unknown
network segment
Trap VAN
EEE Informational (6)
B! DHCP U —/\—#%8E&X7(3 DHCP U L —#BECHBWVWT. RARY hD—J€T XV b
NH5®dD DHCP DISCOVER /\Tw hEZRELICEZRLET,
Parameter | <mac-address>: DHCP 7247 bD MAC 7 KL R
<vlan-name>: DHCP DISCOVER /W7 h&EZ{E L7z VLAN £
<giaddr>: /\T7v b BEELIEYL—I—-Yz VK IPF7RLR
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 LB
SIS DHCP & —/\—t¥REEX /(3 DHCP U L —HEEICBI T 2 REABZMER L T<ZE L,
A I RRB
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via VLAN0020:unknown network segment
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via 172.16.100.100:unknown network segment

12.3 EETY TR Y SO

Log Packet from unknown subnet: <ip-address>

Trap TUL

EEE Informational (6)

B! INTY BDOXRETZHA TERTNWCEZRLET,

Parameter | <ip-address>: RHM®D IP 7 FL X

Version AEOS-NP2000 1.09.02 B{f%, AEOS-NP2100 1.10.07 BB
XIS RE
mEZE S]]

INFO(6) Packet from unknown subnet: 192.168.1.100
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12 DHCPv4 Server

12.4 DHCP REQUEST /Wy h2{E (BEXZ M FART)

Log DHCPREQUEST for <client-ip> (<server-ip>) from <mac-address> (<host-
name>) via <vlan-name | giaddr>: lease <client-ip> unavailable

Trap UL

BEE Informational (6)

B2 DHCPV4 B —/N\—[CBWVWTEIDYETOHND IP 7 RLAA VWS EZERLETD,

Parameter | <client-ip>: DHCP 254 7Y hAEKRLIZIP7RLX
<server-ip>: DHCPv4 —/\—D IP 7 KL X
<mac-address>: DHCP 217> ~® MAC7 RL X
<host-name>: DHCP /547> hDIRA b
<vlan-name>: DHCPv4 B —/\—H"E#{bE N7/ VLAN &
<giaddr>: /)\Ty bABGEEBLIEVL—I—-IzVKIPT7RLX

Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB

X3 RE

mEoF &N

INFO(6) DHCPREQUEST for 192.0.2.1 (192.168.20.254) from 00-00-5E-11-11-11 (C13772) via VLANOQO20: lease
192.0.2.1 unavailable

12.5 )\ RXELK

Log Cannot send packet
Trap L
BEE Error (3)
Bz DHCPv4 B —/N\—H/)Ty RERETERVWC EZRULED,
Parameter | 7% L
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 LB
ISV KBEDOHRE. FLEERICEEDNERELTVWDIEENSHDEFI DT, LUTZEERLT
<FEEW
« REDRTIRAE
- Elif. BLOEHRR—FORERE
Ao Rxrpbl

ERRO(3) Cannot send packet
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13 DHCPv6 Client

13D

HCPv6 Client

13.1 DH

CPv6 95147 bDBER/ &S

Log

DHCPv6 client on interface <if-name> changed state to enabled
DHCPv6 client on interface <if-name> changed state to disabled

Trap L

EEE Informational (6)

B2 R VLAN 15— 2 —XRICHWT. ipv6 address dhcp AN¥ > RT DHCPv6 75

17V D ER. FEEFEDCRESNILCEZRLEFT,

Parameter | <if-name>: DHCPV6 V517V b V¥ —7 1 —RADEAH]

Version AEOS-NP2000 1.09.02 L{fE. AEOS-NP2100 1.10.07 R

SR RE
A %=nRH5l

INFO(6) DHCPv6 client on interface vlan10 changed state to enabled
INFO(6) DHCPv6 client on interface vlan10 changed state to disabled

13.2 IPv6 7 RL RO EE

Log DHCPv6 client obtains an IPv6 address <ipv6-address> on interface <if-name>

Trap L

EEE Informational (6)

Bz DHCPv6 751 7> b, DHCPv6 B—/\—H'5 IPv6 7 RL RZEEB LicC & =R
LET,

Parameter | <ipv6-address>: DHCPv6 B —/\—H'BE{S L7z IPv6 7 RL R
<if-name>: DHCPV6 9517V h V5 —T T —ADEHE]

Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB

X I E

mirE TN

INFO(6) DHCPv6 client obtains an ipvé6 address 2001:db8:10::2 on interface vlan10

13.3 IPv6 7 F L ADEHFH

Log The IPv6 address <ipv6-address> on interface <if-name> starts renewing
Trap UL

BEE Informational (6)

B DHCPV6 B —/\—HmEBGE L7 IPv6 7 RL ADEFHZRB LI EZRLET,
Parameter | <ipv6-address>: DHCPv6 B —/\—H BB L7 IPv6 7 RL X

<if-name>: DHCPV6 547> b V%5 —T T —AD%FEI

Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB

XIS RE
e ]l

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 starts renewing
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13 DHCPv6 Client

13.4 IPv6 7 L ADEHFALIH

Log The IPv6 address <ipv6-address> on interface <if-name> renews success
Trap VAN
ETE Informational (6)
B2 DHCPv6 —/\—D'BEUG L7 IPv6 7 RL X(E. EBICEFSNALCEZRLET,
Parameter | <ipv6-address>: DHCPv6 B —/\—H'BE{S L7z IPv6 7 RL R
<if-name>: DHCPV6 V5147V b V5 —T T —AD%HE]
Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.071 LB
XIIE RE
A I RRB

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 renews success

13.51IPv6 ZRLADIUINA VT4 > JBth

Log The IPv6 address <ipv6-address> on interface <if-name> starts rebinding
Trap U
EEE Informational (6)
Bz DHCPv6 H—/\—D BB LI IPV6 P RLADUNA VT« VI &ZRBLIEC EZR
LEXT,
Parameter | <ipv6-address>: DHCPv6 B —/\—HBES L7z IPv6 7 RL X
<if-name>: DHCPV6 V54 7Y hA V5 —T = —AD%H]
Version AEOS-NP2000 1.09.02 B{f%, AEOS-NP2100 1.10.07 BB
XIS E
mEZE Nl
INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 starts rebinding

13.6 IPV6 7 RLADUNA VT 1 >V TEIN

Log The IPv6 address <ipv6-address> on interface <if-name> rebinds success
Trap VAN
EEE Informational (6)
Bl DHCPv6 BH—/N\—HDSEBE LI IPv6 7 RLR(F. EEICUNA VYT v dEnzC&
EmULEIT,
Parameter | <ipv6-address>: DHCPv6 H—/\—HBEHF L7 IPv6 7 RL X
<if-name>: DHCPV6 V517V b V5 —T T —AD%HEI
Version AEOS-NP2000 1.09.02 B{f%. AEOS-NP2100 1.10.07 BB
PSS &
mErf TN
INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 rebinds success
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13 DHCPv6 Client

13.7 IPv6 7 B L A DRK

Log The IPv6 address <ipv6-address> on interface <if-name> was deleted

Trap T L

BEE Informational (6)

B DHCPv6 H—/\—D'5EBE LT IPv6 7 RL ADHIBRENC EZERLET,

Parameter | <ipv6-address>: DHCPv6 B —/\—H'BE{S L7z IPv6 7 RL R
<if-name>: DHCPV6 5147V h V5 —T T —ADEHE]

Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.07 LB

XS E

mirE TN

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 was deleted

13.8 DHCPV6-PD 517> DB/ XD

Log DHCPv6 client PD on interface <if-name> changed state to enabled
DHCPv6 client PD on interface <if-name> changed state to disabled
Trap UL
BEE Informational (6)
B WRVLAN 15 —T 2 —XICHWT, ipv6 dhep client pd I¥ > KT DHCPv6-
PDUSA 7Y MO EN. FEFEDCERESNLCEERLET,
Parameter | <if-name>: DHCPv6 7514 7Y~ PD A5 —7 —RADEH]
Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB
X I E
mErE TNl
INFO(6) DHCPv6 client PD on interface vlan10 changed state to enabled
INFO(6) DHCPv6 client PD on interface vlan10 changed state to disabled

13.91Pv6 LT 1 v U ADEE

Log DHCPv6 client PD obtains an IPv6 prefix <ipv6-prefix> on interface <if-name>
Trap VAN
BEE Informational (6)
Bz DHCPv6 V517> K PD (F. ZEIL—FY—NDIPv6 TL T v I RZEBRBLIECE
N UENCIR
Parameter | <ipv6-prefix>: ZEIL—F—NHSEEB LI IPV6 TLTr v I X
<if-name>: DHCPv6 V517>V K PD A V¥ —T T —RADEAH]
Version AEOS-NP2000 1.09.02 L{f#, AEOS-NP2100 1.10.07 LB
XSG &
mEZE ZI]]
INFO(6) DHCPv6 client PD obtains an ipv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10
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13 DHCPv6 Client

13.10 IPv6 7L 7 1 v U ADOEHBLH

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> starts renewing
Trap TUL
ETE Informational (6)
B B/ —Y—HDOEELEIPVE6 LT v I ROEHZRIRLIcCEERLED,
Parameter | <ipv6-prefix>: ZEI—F—HDOSEB LI IPV6 TL T v IR
<if-name>: DHCPV6 ¥ 517V K PD 1 V¥ —TJ = —ADEHEI
Version AEOS-NP2000 1.09.02 B{FE. AEOS-NP2100 1.10.07 BB
X RE
A RRA

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 starts renewing

13.11 IPv6 LT 1 v I ADEFHHIN

Log The IPv6 prefix <ipvé-prefix> on interface <if-name> renews success
Trap UL
BEE Informational (6)
B ZEIN—Y—HOBBULIIPV6 TL T4 v I AN EBICEHFEINIEERLET,
Parameter | <ipv6-prefix>: ZEIL—F—NSEEB LI IPV6 TLTr v I X
<if-name>: DHCPV6 V517>V Kk PD 1 V¥ —TJ = —XDEREI
Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB
X3 RE
mEre ZN

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 renews success

1312 IPV6 LT 4w O RDINA VT« VTRt

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> starts rebinding
Trap L
EEE Informational (6)
B FBIN—F—HDOBBLIEIPV6E TLT v IRDUNA VT« VI ZRARLIECE
~LET,
Parameter | <ipv6-prefix>: ZEI—F—HDOSEEB LI IPV6 TL T v IR
<if-name>: DHCPV6 Y 5147V K PD A V5 —T T —ADEAH]
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 L&
X I E
A I RRB
INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 starts rebinding

13.13IPV6 LT 1w O ADYNA VT« VI RTh

Log

The IPv6 prefix <ipv6-prefix> on interface <if-name> rebinds success
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13 DHCPv6 Client

Trap L

BEE Informational (6)

e FEBN—F—HOBBLIEIPV6E TLTr v IRZERICUNA VT 1w vl &%
~UET,

Parameter | <ipv6-prefix>: ZFE/IL —F—HBEE L IPV6 TLT 1 v IR
<if-name>: DHCPv6 V517V K PD A V¥ —7J T —RADEH]

Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.071 LB

FSIT RE

mEvE Nl

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 rebinds success

13.14 IPv6 7L T 1 v U ADRK

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> was deleted

Trap UL

EEE Informational (6)

B REI—F—HOEELE IPV6 TL T 1 v I ANHEIBRESNIcCEZERLED,
Parameter | <ipv6-prefix>: ZEIL—F—NHSEE LI IPv6 TLTr v I X

<if-name>: DHCPv6 517>V K PD A V¥ —7J T —ADEH]

Version AEOS-NP2000 1.09.02 B{f%, AEOS-NP2100 1.10.07 BB

X RE
mErf TN

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 was deleted
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14 DHCPv6 Server

14 D

HCPv6 Server

14.1 DHCPv6 B —/\—T—JL®D IPv6 7 KL XD LR

Log The address of the DHCPv6 Server pool <pool-name> is used up

Trap VAN

ETE Informational (6)

StER DHCPv6 B —/N\—TF—=)LD7 RL RZEEWI >/ &%= RLET,

Parameter | <pool-name>: DHCPv6 ¥ —/\—7—)LD&H

Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB

SIS DHCPV6 H—/\—T—LICEWVWTEID Y THRELT RLABDZREZRBEL T LS

LYo

0% mHBl

INFO(6) The address of the DHCPv6 Server pool v10-pool is used up

14.2 EIDHTHA[RE IPv6 7 L AD LR

Log The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to
448

Trap U

EEE Informational (6)

B BIDYUTHEHM IPv6 7 RLAHA 448 [CHEo7cl&ZaRULET,

Parameter | 75

Version AEOS-NP2000 1.09.02 {F&. AEOS-NP2100 1.10.07 L

XIS DHCPV6 517> hA LR (448) ZBRBEWVWKDICLTLIZE W,
WEZE Nl

INFO(6) The number of allocated ipvé6 addresses of the DHCPv6 Server pool is equal to 448

14.3 DHCPv6 U —/\—iCEl
Log DHCPv6 server
Trap U
BEEE Informational (6)
B! DHCPv6 H—N\—hE#beNicl&ZRLET,
Parameter | 75 L
Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB
ISV E
mirE TN

INFO(6) DHCPvV6 server

14.4 ZETY TR Y RO

Log

No subnet found for link-addr: <ipv6-address>

Trap

ANV,
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14 DHCPv6 Server

EEE Informational (6)

A DHCPv6 H—/X\—[CHWT. DHCPv6 UL —/)Wry hEZELH. Rty b
D=0 TRy MEBIFELLEVWC EZRLETD,

Parameter | <ipv6-address>: UL —&N/c/\T Y ARG LI IPV6 UV I T7 KL X

Version AEOS-NP2000 1.09.02 L{f%, AEOS-NP2100 1.10.071 LB

XEit DHCP 7%y hEHEZREL TS,

mlrE Nl

INFO(6) No subnet found for link-addr: f{d00:192:168:20::100

14.5 DHCP REQUEST /Wy h2{E (BEXZHMFART)

Log <dhcpvé-type> from <client-duid> via <vlan-name> not leased
status=NoAddrsAvail
Trap VAN
EEE Informational (6)
Bl DHCPv6 H—/N\—[CHEVTEIDHTHND IPv6 7 RL AN EZRLE T,
Parameter | <dhcpv6-type>: DHCPv6 Xwvt&—I 441
<client-duid>: DHCPv6 221 7> b®d DUID
<vlan-name>: ZE L7/ y A BEUS L7z VLAN £
Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.07 LB
XA DL TDIPV6 7 RLADEEZREL TIZE L,
mEvk . -ZNl

INFO(6) SOLICIT from 00:01:00:01:29:¢c1:d7:73:00:00:5e:22:22:22 via VLANOO10 not leased status=NoAddrsAvail

14.6 )\ v hXERK

Log Cannot send packet6
Trap VAN
EEE Error (3)
B DHCPV6 O —/\—H/)\Ty RERFRETERNWC EZRULETD,
Parameter | 75 L
Version AEOS-NP2000 1.09.02 B{f%, AEOS-NP2100 1.10.07 BB
PSR LEDHRE. FLEFEHRICEENEELTVWDIEENAHDFI DT, UTZEHERLT
<FEEL,
« FEDRTINGE
c[EfR. BLUEHRR—FOEREER
mEZE SNl

ERRO(3) Cannot send packet6

14.7 DHCPv6 7Ot XEE

Log

A problem was encountered with the process

Trap

ANV
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14 DHCPv6 Server

BEE Informational (6)

5t DHCPV6 B —N\—TOE RNERETHDEERLET,

Parameter | ZZ L

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

X$ht clear ipv6 dhcp binding A¥ > FZETUTEIRSETIEZE W,

mEZE Nl

INFO(6) A problem was encountered with the process
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15 ERPS

15 ERPS

15.1 ERPS BEE&A

Log Signal fail detected on node (MAC: <mac-address>, instance <erps-instance>)
Trap TUL
EEE Warning (4)
B! 120UV T /) — R CIESREERAMLICCEZRULET,
Parameter | <mac-address>: /— kDY AT LA MACT FL X
<erps-instance>: /—RDAYXY>V X ID
Version AEOS-NP2000 1.09.02 LiBE, AEOS-NP2100 1.10.071 LB
X ERPS UV T EDxRY hD— BRI (JME B CREENFKE LICAIRENH D T,
Ry hI)—ODEEZEBSETILEE L,
mEvE Nl

WARN (4) Signal fail detected on node (MAC: 00-40-66-A8-CC-36, instance 1)

15.2 ERPS EEEIH

Log Signal fail cleared on node (MAC: <mac-address>, instance <erps-instance>)
Trap HL
EEE Warning (4)
Bz 120UV /) —ROESEENMEESNCEZRUET,
Parameter | <mac-address>: /— kDY AT LA MAC 7 FL X
<erps-instance>: /—RDAYXY>V X ID
Version AEOS-NP2000 1.09.02 Lg%, AEOS-NP2100 1.10.07 R
X I E
mEvk . -ZNl

WARN (4) Signal fail cleared on node (MAC: 00-40-66-A8-CC-36, instance 1)

15.3 RPL A —3F—DEHERA

Log RPL owner conflict on the node (MAC: <mac-address>, instance <erps-
instance>)

Trap U

EEE Warning (4)

B UV RPLA—F—/—RTHODORPLA—F—/—RZEBRA LI EZERLET,

Parameter | <mac-address>: ./ —kDY AT L MACT KL X

<erps-instance>: /—R®DA VXYV X ID

Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB

PSR TEE., BLUA—JVYITADEED ERPS REZREBEL TS L,

mEvk -mNl

WARN (4) RPL owner conflicted on the node (MAC: 00-40-66-AC-2C-90, instance 1)
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16 Fan

16 Fan

16.1 7 7 VEERE

Log Unit <unit-id> Back Fan <fan-id> failed

Trap npFanFault

BEE Critical (2)

5t T7 VN RETHBEERLET,

Parameter | <unit-id>:RvZ X ID
<fan-id>: 77> ID

Version AEOS-NP2000 1.09.02 L{BE. AEOS-NP2100 1.10.07 B

it s show unit AY > R, H&U show environment Y Y R TR R Z=HEZEE. show
tech-support ¥V Y RTREBEHRZIE L. BRENHNIIEER R Z RIS
LYo

mEvk . -ZNl

CRIT(2) Unit 1 Back Fan 1 failed

16.2 7 7 VEEEIH

Log Unit <unit-id> Back Fan <fan-id> back to normal
Trap npFanRecovery
BEE Informational (6)
SieA J7hERLIECEERLUED,
Parameter | <unit-id>:RvZ X ID
<fan-id>: 77> ID

Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 LB
XIS E

mirE TN

INFO(6) Unit 1 Back Fan 1 back to normal
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17 774NV AT A

17 771IV2 AT A

17.1SD A— D7 I EAKK

Log HEXYYIRE
SD Card access failed
| SR 154
Unit <unit-id>, SD Card access failed
Trap L
EZE Error (3)
B SDXEU—H—FR\DT7 I RAICEKBLIECEZRLET,
Parameter | <unit-id>: /Rw I X ID XX ¥ v U KFEAKITIERR
Version AEOS-NP2000 1.09.02 L{fE. AEOS-NP2100 1.10.07 R
XIS SDXEYU—H—KR®D LOCK AMFZRESNTLWVENWC EZERD E. SDXEY—-H—R
ZBEUBLT, ONVY RZBEETLTKEETVN, Z0®EAOTNEANTDEE(E.
SDAXAEY—H—PRZxHL TS,
mirE TN

ERRO(3) SD Card access failed
ERRO(3) Unit 1, SD Card access failed

17.2A8—ANTSv2a1DF7IZAKK
Log HEXYYIRE
flash access failed
| SRR 154
Unit <unit-id>, flash access failed
Trap TUL
EZE Error (3)
B A—AIT7SY a7 IERCKB LI EZRULEXRT,
Parameter | <unit-id>: 7Rw U X ID X A& v U KREAKFIIIERT
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
IR EBOISYIVaXE)-—NTBELTVWDIAREENHDFET, YR—MFIOEBOFXTSH
Ei=nch @AW
mEvk . -ZNl

ERRO(3) flash access failed
ERRO(3) Unit 1, flash access failed
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18L3 TV KRU—

18L3 TV KU —

181 L3IV RY—D/I\Y > a1EE

Log L3 host <ip-address> could not be added to the cache table

Trap VAN

EEE Warning (4)

B! I3TVRY—HA/N\YIaBHETIV R —FEFZTELBNCEZRLET,

Parameter | <ip-address>: L3 TV hU—ND/N\vZaBRETIY MY —F{HE TEXWVWIPZRLR

Version AEOS-NP2000 1.09.02 L{B%. AEOS-NP2100 1.10.07 B{F#

I RE

HI xR

WARN (4) L3 host 192.0.2.100 could not be added to the cache table
WARN (4) L3 host 2001:db8::5 could not be added to the cache table
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19 LACP

19 LACP

19.1 R—bFv¥RILDT v T

Log Link Aggregation Group <group-id> link up

Trap linkUp

EEE Warning (4)

B R=bFvRIWVIN—THNI o7y Tl EZERLET,
Parameter | <group-id>: Uo7y FUIR—cFvRILDTIL—TID
Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB
X RE

mErf TN

WARN (4) Link Aggregation Group 5 link up

19.2 R—bFv¥RILDITIV
Log Link Aggregation Group <group-id> link down
Trap linkDown
EEE Error (3)
A R=bFrRIVIN—THI Vo Fo0 LiclemRLETD,
Parameter | <group-id>: YUY F TV LiciR—hFvRILDIIL—T 1D
Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 L&
PN BRKEY YO0 THNIHBIFRETT,
LACP DD WVWITNADR— bA Up THNITBERRETI N Ry hT—IHER. &
IR (CEENFKELCARENHDET, XY T —JDREEZEIHSETLE
YA
mErE N

ERRO(3) Link Aggregation Group 5 link down

19.3 XV )\—R— N DFE

Log <ifname> attach to Link Aggregation Group <group-id>

Trap T

BT Notification (5)

B AV NN=R—=hHPR— b FrvRXIVITI—TICREBLIECEZRUET,
Parameter | <ifname>: IR— b F ¥ RIVLICFAB T 2R— DAV —T -4

<group-id>: ;IR— b DFIBHER— b F v RILDIIL—TID

Version AEOS-NP2000 1.09.02 B{FE. AEOS-NP2100 1.10.07 BB

XTI RE
A RRA

NOTI(5) Port1/0/1 attach to Link Aggregation Group 5
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19 LACP

19.4 XV )\—R— ~ DR

Log <ifname> detach from Link Aggregation Group <group-id>

Trap TU

EEE Error (3)

e AYN=R=hPIR— b FrRIVITN—Th ol lIcCEERLET,

Parameter | <ifname>: R— b F ¥ RN OSBRI T Z2R— D1 V5 —T 1 —X%
<group-id> : IR— b Zgl I dR— b F v XILDIIL—T 1D

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 L{EE

pS BENEU Y IY I THNIEHISIIRETT,
LACP DD WVWITNADR— bAY Up THNISBIEFBETI A Ry hT— TR, &
FeHMEEBEICRENRELULARBENSDET, XY hT—JDREZEBSETE
SIAN

AJ KRRl

ERRO(3) Port1/0/1 detach from Link Aggregation Group 5

19.5 F— LACP ECTEE DT /\1 AR ZR TN

Log LACP: LAG <group-id> detected multiple system-id on <ifname>
Trap HL
BEE Error (3)
B F— LACP L CEHBONMEBENMERSNICCEZRLEY,
CDIREEDRE IS, lacp timeout FREN long FBE(T 7 AL N DFEIFHW 30 H &
(2. short FREDHZEIFHN 1 T &ICAROTANHASNIEITERT,
Parameter | <group-id>: /R—~rFv¥RILDIIL—T ID
<ifname>: R—hDA V& —T T —R%
Version AEOS-NP2000 1.09.02 LifE. AEOS-NP2100 1.10.07 R
it B—R—bF v RIVCEROELZDHNAEBENMERSN TVDAREENHD/H. NMAE
EECDERZRRL TS,
mEvk . -ZNl
ERRO(3) LACP: LAG 5 detected multiple system-id on Port1/0/2

19.6 LACP 1 L7 7 hREDFR—E

Log LACP: LAG <group-id> detected timeout mismatch on <ifname>

Trap TUL

BEE Error (3)

B BEBEWNMEET. LACPY A AT I RRENERDCEERLET,
CDREDMEIF. lacp timeout FREN long FRE (T 7 4/ B) DHEEFHW 30T &
(Z. short BEDBEFH 1 HTEICAROATHEAINSGITED,

Parameter | <group-id>: /R— b~ F ¥ RILDIIL—T ID
<ifname> ! IR—hDIVH—T -4
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19 LACP

Version AEOS-NP2000 1.09.02 LIp&. AEOS-NP2100 1.10.01 LU

PNy BEEXIIHEEEBD LACPYITLTY IREREZRELT. LACPYA1 LTI EE
ERIZTLIEE L,

04 &kRf

ERRO(3) LACP: LAG 5 detected timeout mismatch on Port1/0/2

19.7 LACPDU ¥ 1 A7 D k

Log LACP: LAG <group-id> LACPDU receive timer expired on <ifname>

Trap L

BEE Error (3)

St LACP # AN —ha7T LicCEZxRLET,

Parameter | <group-id>: /R—~FvRILDIIL—TID
<ifname>: R—hDA V¥ —T 1 —R%

Version AEOS-NP2000 1.09.02 Lif%, AEOS-NP2100 1.10.071 LB

PSR R=EWIYTIFTY LTVNBREE. WMRIEFARETT,
R=bNUYIT7vTLTWBEHE. BRLTVDIHMEBEDR— A LACP /R—
THWLWH B ULKIFMEEBICEENEELLITREEN DD FT, HHEBEDR— ~&
T BROEEREZHEZRLTEE L,

OJRxpbl

ERRO(3) LACP: LAG 5 LACPDU receive timer expired on Port1/0/2
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200075y IhlE

20 U0 75w JBAIE

20.1 PEBR— DUV I TS5y TiRA

Log Port<port> linkflap detected

Trap npLinkFlapPreventionDetected

ETE Critical (2)

Bz MEBR—KTYY OISy TEBHMUIECEZRUED,

Parameter | <port>:/R— &S (fl : 1/0/1)

Version AEOS-NP2100 1.13.01 LipF

XTI T—TIVDEMREC RS VY — /N —DBANREBLEEZHERL. BEENTVWHEZER
TLZE W,
BEEIHERE (errdisable recovery cause linkflap-prevention XYY R) OiF&(E.
vy hF T (err-disabled RREICEE) SNTHORE LILKENEBET 2. ¥
BR—- ~OMERFEBNICERSINED,
vy hF DY (err-disabled RREEICEE) SN/cWIBER— hEFETEIBSE25E
(F. shutdown Y'Y RT—EMZEL TN 5. noshutdown IAX Y R TEAZEZMERL
TLEE L,

mEvE Nl

CRIT(2) Port1/0/1 linkflap detected

20.2 YER—bDUY I TS5y TRILRREOEENIEIH

Log Port<port>recovers from Link flap Prevention err-disabled state automatically
Trap npLinkFlapPreventionRecovered

EEE Warning (4)

Bl Y072y THIEEREICE > T vy YUY (err-disabled KREEICERE) sN/ic®

ER— A BEIWICEBLAECEZERLET,

Parameter | <port>: /R—t&ES (B :1/0/1)

Version AEOS-NP2100 1.13.07 L&

XIS RE
mEE ]l

WARN (4) Port1/0/1 recovers from Link flap Prevention err-disabled state automatically

203 YER— DUV I TS5y TREIEREDFENEIH

Log Port<port> recovers from Link flap Prevention err-disabled state manually

Trap npLinkFlapPreventionRecovered

EEE Warning (4)

=T DYoo 75y THIEEEEIC L > T v v YTV (err-disabled JREEICETE) SN/
BR— D FETEBLILECEZRLET,

Parameter | <port>: /R— &S (1 1/0/1)

Version AEOS-NP2100 1.13.07 (&
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200075y IhlE

S e

mEE N

WARN (4) Port1/0/1 recovers from Link flap Prevention err-disabled state manually

67/140



21 IR—KUSF VTV

21 IR—KUSFVFV b

21.1 Secondary /R— kA Active IREEIC BB

Log Redundant <group-id>: Active interface has been changed to secondary <port-
num:>
Trap UL
EEE Warning (4)
B TOTATR=bD TSI —hothvdU—(CUbBE D>l EaERUET,
Parameter | <group-id>: R— KUYV ~NIIL—TDT)L—F 1D
<port-num>: £HVF U —R— bDR—- &HES
Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB
X3 HENEYYITOUN. EULKEREEEN D 2 IHBEF. WRIFARETT,
R—KUFVEITY MERICKDBERFREARETIN. Ry T —U#ERHD VIS
ERRICEENFRELUCARENDDET, Xy b I—JDBEZEIBSE TS,
mioF Nl

WARN (4) Redundant 1: Active interface has been changed to secondary Port1/0/2

21.2 Primary /R— kH* Active RREICER

Log Redundant <group-id>: Active interface has been changed to primary <port-
num>

Trap VAN

EEE Warning (4)

B TOTATR=bDehVFT ) —HhoTZAIYY—-ICYDR>IcCEZERLET,

Parameter | <group-id>: /R—KUSV Y 8 TIL—-TFDT)L—TID
<port-num>: 751 YU—R—hDR—h&ES

Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB

POINg E

mirE TN

WARN (4) Redundant 1: Active interface has been changed to primary Port1/0/1

213 IRTOAXAYN—R— kDU ITTY

Log Redundant <group-id>: All interfaces go down

Trap TU

EEE Warning (4)

Bz NR—KUIVIY DAV NN=IR—hB INTUVIIIV LIcCEERLET,

Parameter | <group-id>:R— KUV TV cITIL—TDIIL—T D

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

XIS Y T —UHBRHDVIMEEECEENHKELICARENHDET, RY RT—00D
fEEZEESETIZE L,
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21 IR—KUSF VTV

HI xR

WARN (4) Redundant 1: All interfaces go down

21.4 R—NUSF VSV RDFDB 75y
Log Redundant: All FDB entries have been deleted by receiving FDB Flush frame
Trap L
EEE Warning (4)
B! EEBNFDBI75v2a7L—LZZEL. MACZRLRAT—TILOINTDIV ~
V-0 )7Ll E&ZRLET,
Parameter | 75 L
Version AEOS-NP2000 1.09.02 B{f%, AEOS-NP2100 1.10.07 BB
XEit RE
O J&mpAl
WARN (4) Redundant: All FDB entries have been deleted by receiving FDB Flush frame
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22 LLDP

22 LLDP

22.1 LLDP-MED b/ROY—DEHR

Log

LLDP-MED topology change detected on port <port-num>. (chassis id: <chassis-
type>, <chassis-id>, port id: <port-type>, <port-id>, device class: <device-class>)

Trap

(ldpXMedTopologyChangeDetected

EEE

Notification (5)

Bl

LLDP-MED MROY—DEEANRA SN EZRLET,

Parameter

<port-num>: R— hHES

<chassis-type>: v — IDYT&H1 T
« chassisComponent (1)
« interfaceAlias (2)
- portComponent (3)
« macAddress (4)
 networkAddress (5)
« interfaceName (6)
* local (7)
<chassis-id>: >v¥—2/ 1D
<port-type>: ;R—hk ID B TH AT
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
« networkAddress (4)
« interfaceName (5)
- agentCircuitld (6)
* local (7)

<port-id>: /R— K~ ID
<device-class>: LLDP-MED &% 1~

Version

AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

X I

RE

Ao RRpGl

NOTI(5) LLDP-MED Topology change detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100, port id:
MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class I11)

22.2 LLDP-MED £E% 1 7OF—&

Log Conflict LLDP-MED device type detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>, device class:
<device-class>)

Trap L

EEE Notification (5)

B LLDP-MED £E&% 1 JOAR—HM RSN/ CEERLE T,
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22 LLDP

Parameter

<port-num>: ;R— hHES

<chassis-type>: v —> IDYBT51 T
« chassisComponent (1)
« interfaceAlias (2)
- portComponent (3)
» macAddress (4)
« networkAddress (5)
+ interfaceName (6)
« local (7)
<chassis-id>: ¥ —2/ 1D
<port-type>: /R— K ID YT 51
« interfaceAlias (1)
- portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
- agentCircuitld (6)
* local (7)

<port-id>: R— K~ ID
<device-class>: LLDP-MED &% 1~

Version

AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

XIS

BEERED LLDP REZMR L TIEE W,

mEE N

NOTI(5) Conflict LLDP-MED device type detected on port Port1/0/1. (chassis id: MAC Address, 00-40-66-AC-31-E9, port
id: Local, Port1/0/1, device class: Network Connectivity Device)

22.3 iDL LLDP-MED TLV 2v hDIRA]

Log Incompatible LLDP-MED TLV set detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>, device class:
<device-class>)

Trap T

ETE Notification (5)

B EfHED ) LLDP-MED TLV v MARIIENAC L ERLET,

Parameter | <port-num>: /R— h&HS

<chassis-type>: v —> IDY T4
- chassisComponent (1)
- interfaceAlias (2)
« portComponent (3)
» macAddress (4)
« networkAddress (5)
« interfaceName (6)
* local (7)
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22 LLDP

<chassis-id>: >v¥—> 1D

<port-type>: ;R—hk ID YT 51T

- interfaceAlias (1)

- portComponent (2)
» macAddress (3)

- networkAddress (4)
« interfaceName (5)
- agentCircuitld (6)

« local (7)

<port-id>: /R— K~ ID
<device-class>: LLDP-MED &% 1~

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#
XIS BHERBED LLDP REZHER L TS,
0 I RRHB

NOTI(5) Incompatible LLDP-MED TLV set detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100, port id:
MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class I11)

224 LLDP &Y Vo5 IV IRREICER

Log LLDP disabled port <port-num> by error

Trap VAN

EEE Error (3)

B! SRR VOO UBBEC K > TR VOO VIREABRB LICEERUED,
Parameter | <port-num> : /R— h &S

Version AEOS-NP2000 1.09.02 L{f%, AEOS-NP2100 1.10.071 LB

PSR WEREOBEICESNFEEL TVDAREENH D FT, X, SFP/SFP+R— K,

BRUEKBREZER L CBERSZEIHSE TS L,

A I RRB

ERRO(3) LLDP disabled port 1/0/3 by error

22.5 LLDP IV O T I VREHB YUY I 7 v TRENEIR

Log LLDP reset port <port-num>

Trap UL

EEE Notification (5)

B! SR VO T I REND D VI Ty TIREANBB LI EERLET,
Parameter | <port-num>: R— &S

Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB

Xt E
A I RRB

NOTI(5) LLDP reset port 1/0/3
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23 )L—T&A

23 )L—T KA

23.1 b—78H (R— kR—XE—R)
Log <interface-id> loop occurred
Trap npLoopDetectionPortDetected
BEE Critical (2)
StER AV —T 1 —RATI—TEBRAMLIECEZEZRLE T,
Parameter | <interface-id>: )L—HBRFETNTWVND1I VY —Tz—X D
Version AEOS-NP2000 1.09.02 DB, AEOS-NP2100 1.10.07 U
X hE WAL VY —Tz—RX GR—b, R—bFvXRI) TRY NT—=TIL—THRLEL
TWAHBEEDHDET, Ry NI —UNDEEVERS E R L. IL—TDRE%E
EOBRNTLZE 0,
HEEIHRE (errdisable recovery cause loop-detection AY > R) DIFEIL.
vy YD (err-disabled IRREIZEE) SNTHOHRELLHFENRET D&, 1
VI —TJ 1 —ADOHAEIFEENICEIHEINXT,
vy Yo (err-disabled SREEICEE) SNfcA V5 —T 1 —R%=FEFHTEIHESE
515513, shutdown OAY Y RT—ERZELTHS. noshutdown ANV RTA YV
=T 1 —ADHABEHERL TLEE L,
mEZE TNl

CRIT(2) Port1/0/2 loop occurred

23.2 )L—7#&H (VLAN R—ZXE—R)
Log <interface-id> VLAN <vlan-id> loop occurred
Trap npLoopDetectionVlanDetected
SERE Critical (2)
SR AV =TT —ADEE VLAN TIL—TZ=RAMULICEE=RUET,
Parameter | <interface-id>: )L—HBRFETNTWVNBDI VY —Txz—X D
<vlan-id> : JL—=FHRAMENTUWNS VLAN
Version AEOS-NP2000 1.09.02 X{B&. AEOS-NP2100 1.10.07 LU
XIS BHAILIeA VY —T 2 —R (R—b. R=bFvxI) OFE VLAN TRY KT —2
IW—THREELTVWDHBEEEDNHDEFT, RV NT—UNDEROERLEE 2R L.
IW—TDRAEAZEDERNTLIEE L,
HEEIHELTE (errdisable recovery cause loop-detection IY > R) DFHIE. IR
VLAN "EZERTTREICEBFINTHORE LCHENRET D&, EZENTIREE
FEENICEIBENET,
EZERTPREICEBEINILNR VLAN ZFEFTEIRSEZBE(F. JNR1Vy—
7 £ —R% shutdown OANY Y RT—ERZELTHHS. noshutdown ANV RTA1 Y
=T 11— ADHABRZERIRLTLEES VY, IRA VY —T 1 —R%&E—EFHAET B/,
ZDAVI—TT—ADINTD VLAN DBEFEICHETDCEITEFREL TS,
O &z RA

CRIT(2) Port1/0/4 VLAN 20 loop occurred
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23 )L—T&A

23.3 L—TRAOBEEEIE (R— hR—ZXE—F)
Log <interface-id> recovers from Loopback Detection err-disabled state
automatically
Trap npLoopDetectionPortRecovered
ETE Warning (4)
St A5 =TT —RATRALII—TH. BEEIRRE (errdisable recovery cause
loop-detection AN¥Y R) [CK>TEIBLIEZCEZRLET,
Parameter | <interface-id>:fEIHUL/c1>¥—Tx—XID
Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L
it s BALIcA VY =Tz —R (R=b{ IR=hFvRIV) TRY RT—=T)L—THHEEL
TWEHRENSDET, Ry NI —JADERCERZEZRR L. L—TORAN
DO TCWVWBHBAIFEDERVLTLSIZE L,
O J&mpAl

WARN (4) Port1/0/2 recovers from Loopback Detection err-disabled state automatically

234 V—THRADFEIEIR (R— R—XE—R)

Log <interface-id> recovers from Loopback Detection err-disabled state manually
Trap npLoopDetectionPortRecovered

ERE Warning (4)

e AV =TT —RATHRALII—TZ, FBEIEAE (shutdown AY Y RTEHZEL.

no shutdown OY Y R THIZEMERR) TEIRSEILCEERLET,

Parameter | <interface-id>:{#&IHL71>5¥—7x—XID

Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.071 LB

X RE
A I RRB

WARN (4) Port1/0/2 recovers from Loopback Detection err-disabled state manually

23.5 )L—RADE&HEIA (VLAN R—XE—R)
Log <interface-id> VLAN <vlan-id> recovers from Loopback Detection err-disabled
state automatically
Trap npLoopDetectionVlanRecovered
EEE Warning (4)
Bl 15 —T x—ADFE VLAN TERAMLIC)L—TH. BEIEIHRE (errdisable
recovery cause loop-detection A¥ >V R) [C&>TEIHLIECEZERLEFT,
Parameter | <interface-id>:#&IBHLfc1>5—-TJx—XID
<vlan-id>: &IH L7 VLAN
Version AEOS-NP2000 1.09.02 {B%. AEOS-NP2100 1.10.07 LA
pSIN BRELIcA VI =T 12— (R—b. IR—bF v RIL) OFE VLAN TRY hT—2

W—THFEELTVWHRENHDERT . *v bT—INDEHROERE EEHR L.
W—TDRERANE S TVWBHHIFEDBRVNTLEE W,
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23 )L—T&A

HI xR

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err-disabled state automatically

23.6 L—TRADFEHEIR (VLAN R—XE—R)
Log <interface-id> VLAN <vlan-id> recovers from Loopback Detection err-disabled
state manually
Trap npLoopDetectionVlanRecovered
EEE Warning (4)
e A1V —T 1 —XDFE VLAN THRAEIL7c)L—T %=, FEEIRAE (shutdown O¥
> RTEZEL. noshutdown OV Y RTCHZERER) CTEIHSELCEZRULETD,
Parameter | <interface-id>:{EHUL/1>%—7x—XID
<vlan-id>: #€IH L7 VLAN
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
XIS &
mEvk -mNl!

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err-disabled state manually

23.7 W—&AD LR (VLAN R—ZXE—R)
Log Loop VLAN numbers overflow
Trap i
BEEE Critical (2)
StEA IW—TEBRHM U7 VLAN 8D — TRA T REL R A (RELAETRKAX 100 @) =i
Afcl&EZRLET,
Parameter | 75
Version AEOS-NP2000 1.09.02 X%, AEOS-NP2100 1.10.01 LUk
FSI W—TEBRAM U VLAN 8D — THRA e R A B IIRETIE. ZNE
IW—TERANTEE . ZTDH. IL—THRMOITHAHEAENTVEWN VLAN TH
XY RT=OI—THERELTWBHAEENHD £, RY bT—INDOEROERZ
EEEZR L. IL—TOREANE > TLWBDHEFEDBRNTLIZEL,
mEE NGl
CRIT(2) Loop VLAN numbers overflow
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24 XEU—ITS—HEIEH

24 XEYU—-ITS—HEIEIH

24.1 SW-LSI DAXAEY—I5—RAICKBIR—br> vy NFTIUHKEE

Log Detected system-abnormal (Unit <unit-id>, memory-error, action=shutdown)

Trap npSystemStatusFaultActionShutdownAll

ETE Emergency (0)

Bz SW-LSI DXEY—I5—ZRAMU TEIETELRWNERIC. IRNTDR— A BEEIMIC
vy hYOVENLIEERLET,

Parameter | <unit-id>: /Rwv 2 X ID

Version AEOS-NP2000 1.09.02 L{BE. AEOS-NP2100 1.10.07 B

bR vy MO vENER— NZEIBT B(C(F. clear memory-error XY R, F7z(F
no memory-error fault-action shutdown-all A¥ > RZERL XTI,
EH(o] clear memory-error AV Y RICKDEIRERTLUTEERNBHRLILD., KE
HEE CTEERNBERITDHEIE. SW-LSI ODXEY —[EEDAREMNH D FT, KE
R CRRET<IZE LY,

mEvE Nl

EMER(0) Detected system-abnormal (Unit 1, memory-error, action=shutdown)

242 XEV—-IS>—BH#EH

Log Memory error of switch LS| was recovered automatically (Unit <unit-id>)

Trap npSystemStatusMemoryErrorAutoRecovery

EEE Warning (4)

A XEY—IS—BFHEIAEEET SW-LSI XEV—DN\UTFT 1 —IT5—HBEFEIHEINC

C&. FEFSW-LSI XEY—-D ECCIS—HAEBEIESNCCEZRLED,

Parameter | <unit-id>:RvZ X ID

Version AEOS-NP2000 1.09.02 B{f%, AEOS-NP2100 1.10.07 BB

XIS RE
mEZE SNl

WARN (4) Memory error of switch LS| was recovered automatically (Unit 1)

24.3 SW-LSI \— Rz 7 TS5 —DRA

Log Hardware error was detected on switch LSl
Trap npSystemStatusLsiHardwareErrorDetected
BT Alert (1)
Bz LITFTDKS%E SW-LSI /\—=RI T 7 IS —HERHMEND EBANEESINET,
« SW-LSI DEIUCXEY—BIET. XEJV-—IZ—DRESKIVOEB7Z7Zavn
10 B EBEL T, BERNRAICE S /IHE,
« SW-LSI DEEEFREEBRAE) —IT - EEINHEE,
Parameter | 7% 0L
Version AEOS-NP2000 1.09.02 L{B%, AEOS-NP2100 1.10.071 LLB#
X I SW-LSI DXEY —[EEDAREMNH D FT, BERMEZE CRET<IEE,
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24 XEY—-—I S —BEEIH

HI xR

ALER(1) Hardware error was detected on switch LSI

24.4 SW-LSI)\— ROz 7IT5—0DEIA

Log Hardware errors were fixed on switch LSI

Trap npSystemStatusLsiHardwareErrorFixed

SERE Notification (5)

B TSW-LSI DEICXEY —88IET. XTY—I7—0BRESKIUVUEIRT7Z>3 VA 10
BN EBEL T, BERNRICE o /IRRE) T clear memory-error AN Y R&EET
L. XBEY-—IS—B&EIHEEEZY A N7 LIEBARICBRAIEESNE T,
TH. TSW-LSI OERTFELZXEY —I5—EBRBLTWLWDIREE, TlE. clear
memory-error AN¥Y RZEITLTEJY R T ENE A,

Parameter | 75

Version AEOS-NP2000 1.09.02 X%, AEOS-NP2100 1.10.01 k&

OIS &

mEZEGN]

NOTI(5) Hardware errors were fixed on switch LSI

24.5 SW-LSINNUFT 1 —IT5— DA

Log Parity error was detected on Unit <unit-id>, <memory-name>, <index>

Trap npSystemStatusLsiParityErrorDetected

EEE Warning (4)

B SW-LSI XEU—-I5— (NUT1r—I5—FFECCIS—) MeHESNcC&ZR
L&,

Parameter | <unit-id>: /Rwv 2 X ID
<memory-name>: /XU F 4 —IT5—MEEESNXE) —%
<index>: N\UF 4 —I5—HMRESNIEAXAEY VT VIR

Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L

XIS XEU-IS—BEHEAEETEHERLTVLWAEWSGEIE. SW-LSIDOXEY -/
TA—I5—HDRELTVNDAREENHD XTI, clear memory-error AN Y RZET
LTERNMEIHT 2N ESHTHERSIEE L,
clear memory-error A¥ Y RTERMNMEIBLIZHBEF. ZOFERFMEL TTHERLE
&L\, E#E clear memory-error AV Y RICKDEIBZEITLUTCEERNIBRIT 2145
B3, KEFEES TERNMEIBT DN ESHERIZS L,
KEHEBHREERNBHIDHEEF. EERMMZ TR IZS L,

mEE ]l

WARN (4) Parity error was detected on Unit 1, EP_INITBUF_DBEf, 0

24.6 SW-LSI XUF+—T5—DEIH

Log

Parity error on switch LS| was recovered
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24 XEY—-—I S —BEEIH

Trap npSystemStatusLsiParityErrorFixed
ETE Notification (5)
B SW-LSI XEY =D/ T 4 =I5 —HFETEBESNZEERLET,

Parameter | ZZ L

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 B{E#

PSI RE

QIR

NOTI(5) Parity error on switch LSI was recovered
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25 MMRP-Plus

25 MMRP-Plus

251 UV IR—bDIVOFTIY

Log MMRP-Plus ring <RINGID> <interface-id> goes DOWN status
Trap npMmrpPlusPortDown
BEBE Error (3)
Bz MMRP-Plus ®J > J7R— ~H Down REEICBR LI & &ERLET,
Parameter | <RINGID>: MMRP-Plus U > % ID
<interface-id> : MMRP-Plus ®J > J7R— bk ((R—b. R—bFvRIL)
Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB
XEIG STENEY Y O F 0V THNIEHIGERETT,
MMRP-Plus #8E(C K DBEFAIREIRRETI N, Ry b — I8R5 D L IIMmEEEIC
FEENKELLCARENSHDET, XY NI —UDEEZEHSETIIZE W,
0% mHBl

ERRO(3) MMRP-Plus ring 1 Port 1/0/1 goes DOWN status

25.2 UV JR— kA Listening REE(CBR

Log MMRP-Plus ring <RINGID> <interface-id> goes LISTENING status

Trap npMmrpPlusPortListening

EEE Warning (4)

e MMRP-Plus @) > FR— kA Listening IREEICEBB LI & &HRULET,

Parameter | <RINGID>: MMRP-Plus ®Y > 2 ID
<interface-id> : MMRP-Plus ®'J v JR—k (R— bk, R—bF v RIL)

Version AEOS-NP2000 1.09.02 L{fE, AEOS-NP2100 1.10.07 LB

X$ht MMRP-Plus #EEDREBBE A RE LIS, BERETAOIANEASNE T, AO
IN\DMIGEFFRETITN. FIEOOITNDHNEZETD> TIZE W,

mErf TN

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes LISTENING status

25.3 Listening REDY 1 L7 T b

Log MMRP-Plus ring <RINGID> <interface-id> Listening Time out

Trap npMmrpPlusPortListeningTimeout

EEE Warning (4)

Bz MMRP-Plus @) > J7R— kA Listening KREEICEB L. URXZVIFAIN—HHETIC
BolclE&&ERLET,

Parameter | <RINGID>: MMRP-Plus ®Y > 2 ID
<interface-id> : MMRP-Plus DY JR—k (R—b. R—~FvFRIL)

Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB

X3 BENMRELLY VI ZERSELEECAOTNHASNLGEF. BENEEFLT
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25 MMRP-Plus

WBFIREMENHDET, UV T DREBERERL TS,

mErE Nl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Listening Time out

25.4 U JR— b H Forwarding IREEICER

Log MMRP-Plus ring <RINGID> <interface-id> goes FORWARDING status
Trap npMmrpPlusPortForwarding
EEE Warning (4)
Bz MMRP-Plus @) > JR— ~H* Forwarding JREEICBBE L/IzC & ERLETD,
Parameter | <RINGID>: MMRP-Plus ®'J > % ID
<interface-id> : MMRP-Plus ®J > J7R— bk ((R—b. R—bFvRIL)
Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB
ISV NRY—TAROTHEASNIEZRIE. Ry hT— I8R5 2 VIR EICEEN KA
L7cPIReEN' B D ET, Ry hI—JDEEZERSETILEE W,
7O 7 TCAROIHEASNIGEE. HIGARETT,
0% Bl
WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FORWARDING status

25.5 UV JR— A Blocking IREEICER
Log MMRP-Plus ring <RINGID> <interface-id> goes BLOCKING status
Trap npMmrpPlusPortBlocking
BEEE Notification (5)
B2 MMRP-Plus @) > J'R— kA Blocking JREEICBB LIC & ZRLED,
Parameter | <RINGID>: MMRP-Plus ®'J > 2 ID
<interface-id> : MMRP-Plus ®J VI R—k ((R— b, IR— cF ¥ 2%JL)
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 LB
XIS &
mE7E Nl
NOTI(5) MMRP-Plus ring 1 Port 1/0/1 goes BLOCKING status

25.6 U JR— kA Failure Up REEICER

Log MMRP-Plus ring <RINGID> <interface-id> goes FAILURE UP status
Trap npMmrpPlusPortDisable
EEE Warning (4)
B MMRP-Plus @ > IR— hH Failure IREE(CBB LI & ERLET,
Parameter | <RINGID>: MMRP-Plus DU > %' ID
<interface-id>: MMRP-Plus DY >V JR— bk (IR—k. R—KFvxIL)
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R
FST Failure RENSDUIDRD AEDHREICLID, LTOEEOHIIGLTIZE L,
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25 MMRP-Plus

cBEUIDRDZREL TVDIHEEF. YIDRED Y Y —E@R(C) v JEIRNIE
HFEBRENET,

c FEWIDRED ZHRE L TWBEEIE. clear mmrp-plus failure ring Y > R%&
K7L, VY IEIBLEBZRIBL TS0,

mEE N

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FAILURE UP status

25.7 Revertive ¥ 1 ¥ —i T IC & D Listening IREENER

Log MMRP-Plus ring <RINGID> <interface-id> Revertive Time out

Trap npMmrpPlusPortDisableTimeout

EEE Warning (4)

Btz MMRP-Plus ®'J > FR— kA Failure IREEICEBE L. Revertive ¥ 1 ¥ —hE T L7c
CE&ZERLET,

Parameter | <RINGID>: MMRP-Plus U > % ID
<interface-id>: MMRP-Plus ®J > J7R— bk ((R—b. R—bFvR/L)

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

XIS RE

mEZE S]]

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Revertive Time out

25.8 2 TCTOT7 VYTV IR—RDUVITHY

Log MMRP-Plus ring <RINGID> All uplink port goes down
Trap npMmrpPlusAllUplinkDown
EEE Error (3)
B! MMRP-Plus DA VI DTy FTUVIOR—EDNI VOV LIcCEERULET,
Parameter | <RINGID>: MMRP-Plus DY > ID
Version AEOS-NP2000 1.09.02 Lif%, AEOS-NP2100 1.10.07 LB
PR MMRP-Plus #8EIC & > TEEZFRH CE R WVWRREBICE > TLERT,
PEHNRAY KB, £LEDPBAL—TEBENOHALILES !
TV TIVIRND RS T4y old. Uo7y TUTWAEREBRICEFLTL
DIRRETT,
NN RY —EB, BLXUDMHAL —TEEOMEEHNSHALILES !
« 7w TV VORI DBENERMER TTIRETT,
«N\NO=TL—LDZEEMEESNICREE D, MMRP-Plus EEIC K DBEZ
R CERWRRETT,
WINDHBEE. 7Y TV IR—RDUVIITIVEE, £RETZ Y TIVIR—K
(SR UICBRERBEDREEDIREENSHDET, CNODEEZEBLTIZE N,
Ao Rxrpbl
ERRO(3) MMRP-Plus ring 5 All uplink port goes down
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25 MMRP-Plus

25.9 MMRP-Plus C&KD FDB 75 v>a

Log MMRP-Plus ring <RINGID> FDB Flush

Trap npMmrpPlusFdbFlush

BEE Notification (5)

B MMRP-Plus [C&D FDB TV R —AEERENcCEZRLUET,

Parameter | <RINGID>: MMRP-Plus DY > ID

Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB

XIS MMRP-Plus #EEDIREBBEANRE L &, @FERETAOINEAESNET ., A0
IANDHBIEFAETT A, BIEOAT NI ZET>TIEE W,

mEvk . -ZN!

NOTI(5) MMRP-Plus ring 1 FDB Flush

25.10 7 F L A BEILKEEHR

Log MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated
Trap TUL
BEE Notification (5)
Lz FDB 73w ¥aARY hZiRH L. MACTZ RLZDZBZEIET DRENEIHR SN
CCZERLET,
Parameter | <RINGID>: MMRP-Plus ®'J %' ID
Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 L{EE
XIS MMRP-Plus #8E(C &K DBEFAIRARETT AN Ry b — IR T (IMEXEICE
ENRELUICARENHDET, XY N IT—JDEEZEIHSE TS,
mEZE ZI]]
NOTI(5) MMRP-Plus ring 1 FDB Forwarding Timer Updated

25.11 Hello 7 L — AXZ{ERA

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello down detect
MMRP-Plus ring <RINGID> Slave <interface-id> Hello down detect
Trap HL
EEE Warning (4)
B NAO—TL—LADKRZEZRMLUICEZRULET,
Parameter | <RINGID>: MMRP-Plus ®YU > %' ID
<interface-id> : MMRP-Plus ®J > JR— bk ((R— k. IR—~F ¥ xJL)
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.071 LB
XSG &
mEvk -mNl
WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello down detect
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello down detect

82/140




25 MMRP-Plus

25.12 Hello 7 L — LAB={E®RA

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello detect
MMRP-Plus ring <RINGID> Slave <interface-id> Hello detect

Trap HL

EEE Notification (5)

Bz NO=TL—LADBREZRALICEZRLETD,

Parameter | <RINGID>: MMRP-Plus ®YU > %' ID
<interface-id> : MMRP-Plus ®J > ZR— bk ((R— k. IR—~F ¥ xJL)

Version AEOS-NP2000 1.09.02 L{f%, AEOS-NP2100 1.10.071 LB

XS I &

mEvk -mNl!

NOTI(5) MMRP-Plus ring 1 Master Port 1/0/1 Hello detect
NOTI(5) MMRP-Plus ring 1 Slave Port 1/0/2 Hello detect

25.13 Hello 7L —AZREIIT LTI

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello Time out
MMRP-Plus ring <RINGID> Slave <interface-id> Hello Time out
Trap VAN
EEE Warning (4)
B INA—=TL—LADREYA LTI NREEMBELICEZRLET,
Parameter | <RINGID>: MMRP-Plus ®'J > 2 ID
<interface-id>: MMRP-Plus ®'J Y J7R—k (R— bk, R—btFv¥x/L)
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
XIS MMRP-Plus ##E(C K DBEFREGTIRETI N, R T — IR T/ IEERICES
NEELUIH. BIHULARENHDET, Ry hT—IDREBZEEZL T ZE L,
mEZE S]]

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello Time out
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello Time out

2514 R— U RS —PEREICKDIYVYIR—BbDURXY— K

Log MMRP-Plus ring <RINGID> <interface-id> was restarted

Trap L

EEE Warning (4)

B MR—KUREY— R EBEICKDY VO ZBRRILIcC & ZERLE T,

Parameter | <RINGID>: MMRP-Plus DU > %' ID
<interface-id> : MMRP-Plus ®'J VI R— bk (R— bk, R—btFvxIL)

Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R

XS MMRP-Plus ##E(C K DBEFRETIRETI N, XY M — IR T/ IEEBOES
MNEELULH, BIHULAREENHDET, Ry hT—TDREBZEEZL T ZE L,
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25 MMRP-Plus

HI xR

WARN (4) MMRP-Plus ring 1 Port 1/0/1 was restarted
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26 PoE

26 PoE

26.1 PoE &%
Log Port <port> disabled PoE
Trap TUL
XIGERNR— b TEHHHIGDEMRTE (poe power-inline never) ZXE L 1ciHE
PDEZY UV IHREICKDBEAREIELSN/IIHEE LTI,
npPoePortAdminDisable k5w IAAENE T, BH. PD MERSNTH ST
B L TOLWERLWKR— h TEAEIEDOEENERTE (poe power-inline never) ZEME L7156
(&, npPoePortAdminDisable k5w FIFHAETNEE Ao
ETE Informational (6)
Bz R— @ PoE #RENEMICH > TcC & ZERLET,
Parameter | <port>: R— &S
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
K E
mEoF o

INFO(6) Port1/0/4 disabled PoE

26.2 o BRH%
Log Port <port> started delivering power, Class <class>
Trap pethPsePortOnOffNotification
BEE Informational (6)
St R—DOBAGEIFEBR LI EZERLET,
Parameter | <port>: R— ~&S
<class>: BEHIZX
Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.07 LB
SIS E
A JRRBl
INFO(6) Port1/0/3 started delivering power, Class O

263 ERINEREDRAENRERBBICLIHREBEERDEFL

Log Port <port> stopped delivering power due to power limit, requested class
<class>

Trap npPoePortStopDeliveringPower

BEEE Warning (4)

BrkZ BRSNLBEANI AN R—CRESNIERABNZBR ). R— ~DOEHH
fazElElLicCEeZRLET,

Parameter | <port>: R— ~&S
<class>: PD "H6ERSNICBHI SR

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA
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26 PoE

X I

RABHZBZBVKIICR—b, BXUPD ODEHRZREZREL TS,

mEE N

WARN (4) Port1/0/3 stopped delivering power due to power limit, requested class 0

26.4 FRBERDEILE
Log Port <port> PD stopped power request due to MPS absent
Trap npPoePortStopDeliveringPower
EEE Warning (4)
Bz MPS (BHYTxFv) MRETER W, PDHABHEREEILLILZEZRLE
ER
Parameter | <port>: /R— h&HES
Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA
IS PD [CEENEVWACHERSIEE N R— b D PoE #EENARICH > TS & =HER
Le<iEE,
e ZR]

WARN (4) Port1/0/3 PD stopped power request due to MPS absent

26.5 BAREBENFTRICLKDRBEKRDEL

Log Port <port> PD stopped power request due to Power Denied
Trap npPoePortStopDeliveringPower
EEE Warning (4)
B2 PD AEBEKRULICBANES SN/, PDHEBHEKRZEFIELIECEZEZRLULET,
Parameter | <port>: R— &S
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
XFIE BN PDDBEHIFZRICHIGLTVWINCHERSIEETWN, RAEAZBIHEWNLSIC
PD O#fce REL T/ZE L,
0% Bl
WARN (4) Port1/0/3 PD stopped power request due to Power Denied

26.6 HANEBNDBAIC L DIREFL

Log Port <port> stopped delivering power due to Over Load

Trap npPoePortStopDeliveringPower

BEE Warning (4)

Bz BEFEORSH, BEOtieaELLcleZRLET,

Parameter | <port>: /R— ~&ES

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 B{E#

X3R5 YUR— MCEERESN/C PD OEBEAN. R—bOEHY S RHEE Class. F£icl3x
REAMMEEREZBA TVWEWDECHERS LSV, RRENZEBZIILEWVLSIC PD
DEHmZEREL TS,

86/140




26 PoE

mErE Nl

WARN (4) Port1/0/3 stopped delivering power due to Over Load

26.7 EBRDERTREICKDIGEREL

Log Port <port> stopped delivering power due to Power Short

Trap npPoePortStopDeliveringPower

EEE Warning (4)

B BHYa—bHRELIIH. BEAREZEEILELICCEZEZRLED,
Parameter | <port>: /R— h&HES

Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB

XIS LWER— NCEREN/Z PD DEBENZ CHERIEE L,
mEZE ZI]]

WARN (4) Port1/0/3 stopped delivering power due to Power Short

26.8 ZDHREIC L BIFEFL

Log Port <port> stopped delivering power due to Other fault

Trap npPoePortStopDeliveringPower

EEE Warning (4)

B ZOMOERENREE LI/, BEARIEZEFEILELICCEZERLED,
Parameter | <port>: /R— h&HES

Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L

XFIE KB, FI PDICEBNEVWNDTHERLLEES L,

mEoF &N

WARN (4) Port1/0/3 stopped delivering power due to Other fault

26.9 1A EXREEEE

Log Unit <unit-id> usage threshold <percentage> is exceeded
Trap pethMainPowerUsageOnNotification

EEE Warning (4)

Bz MEANEAEN LS MBEZBRcCEZERLET,

Parameter | <unit-id>:7/RvZ X ID

<percentage> : BENEAED L ELME(%)

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

K WENFEHAENBIEVNELSIC PD DEHRZEBELTZE L,
mEZE S

WARN (4) Unit 1 usage threshold 90 is exceeded

26.10 #EXREELT

Log

Unit <unit-id> usage threshold <percentage> is recovered
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Trap pethMainPowerUsageOffNotification
ETE Warning (4)
e WENEREN LEWVMEZ TE S /cCEZERLETD,
Parameter | <unit-id>:7/RwvZ X ID
<percentage> : BENEAED L ELME(%)
Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB
XTIt RE
0% mHBl

WARN (4) Unit 1 usage threshold 90 is recovered

26.11 PoE AEIRES DA

Log

Fail PoE System Block <unit-id>

Trap

npPoeSystemFault

Critical (2)

PoE #égEICEENRKELICEZE=RUETD,

Parameter

<unit-id>: Ry 2 X ID

Version

AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

XIS

RREEICHBARED FT, RRICHUNBERBEL TS,

(A) CPU BT EH I ENRADEZE

show tech-support unit ¥ RERBR®O. Ry DT —2)L—THERIC CPU EA
KN 100%(CDETERATZEANT D ENHDFITN. ZOHEEHBAET
9o

(B) LEEUADHZE
KEMEDOTRENHDDFT, ATOOTZEEL. ZEERZ OFF CLT. YR—
PEAOX TERANGHhELIEE W,

« show tech-support
EBRRY Y—1E(CLD show tech-support DEUENE L WNSE (X, UTOJEERE
LTTEMLSIEE L,

« show environment

« show unit

« show logging all

« debug show cpu utilization

« debug show error-log

+ show tech-support poe

QIR

CRIT(2) Fail PoE System Block Unit 1
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27PDEZHUVD

27 PDEZ=ZHVUVT

27.1 PDEZ=Z% VYV JHA

Log <port> pd-monitoring [<mode>] start
Trap VAN
BEE Informational (6)
Bz PD EERZRB LI EZERLET,
Parameter | <port>: R— &S
<mode>: PD EZ¥# YUY JDE— K (ACL-mode. L <[& ICMP-mode)
Version AEOS-NP2000 1.09.02 L{BE. AEOS-NP2100 1.10.07 B
XIS REE
A JRRB

INFO(6) 1/0/1 pd-monitoring [ACL-mode] start
INFO(6) 1/0/1 pd-monitoring [ICMP-mode] start

27.2 PD EZH VUV IJIC KB ERMtIED—KELE

Log <port> pd-monitoring [<mode>] [restart-poe] detected pd-down, restart PoE
Trap TUL
EEE Warning (4)
B PD 0¥ Ut L. PoE #EEDERBIEO—FH{FLLICEKD PD ZHBEEE S LI &
EmRULET,
Parameter | <port>:R— &S
<mode>: PD EZ&# UV JDE—F (ACL-mode. &L <& ICMP-mode)
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
Xt OJHA. $KU PD OBEEEHNEDIRENDHE. PD HEEREOAEMEN B D
o BEICIHUT PD DREZHERL TS,
mErf N
WARN (4) 1/0/1 pd-monitoring [ACL-mode] [restart-poe] detected pd-down, restart PoE
WARN (4) 1/0/1 pd-monitoring [ICMP-mode] [restart-poe] detected pd-down, restart PoE

27.3 PD oV &RAl

Log <port> pd-monitoring [<mode>] [notify-only] detected pd-down
Trap L
EEE Warning (4)
Bz notify-only (CERELR— KT, PD DY IV ERELIECEZRULETD,
Parameter | <port>: /R— h&ES
<mode>: PD EZH UV IJDE—F (ACL-mode. £ L <I[& ICMP-mode)
Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.07 LB
XTI OJHEDRUENSNDIHEE. PD HAEBREOTIREENSDE T, BEICKHLT
PD DREEZFERL T IEE W,
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27PDEZHUVD

HI xR

WARN (4) 1/0/1 pd-monitoring [ACL-mode] [notify-only] detected pd-down
WARN (4) 1/0/1 pd-monitoring [ICMP-mode] [notify-only] detected pd-down

274V S EEBEIC LB ERMHEOEFEL

Log <port> pd-monitoring [<mode>] retry times is expired, stop PoE

Trap UL

BEE Error (3)

BrkZ PD B5fRDBES Y b S [MMEBZ /c/cé. PoE HEENER (LA D EBREHEZFLL
el EZERLET,

Parameter | <port>: /R— h&HES

<mode>: PD EZ&# UV JDE—F (ACL-mode. &L <[E ICMP-mode)

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LAEE

X3R5 PD MEBRREBOAREUENSDET . BECHUT PD DREBZERL TS W,

mEZE SR

ERRO(3) 1/0/1 pd-monitoring [ACL-mode] retry times is expired, stop PoE
ERRO(3) 1/0/1 pd-monitoring [ICMP-mode] retry times is expired, stop PoE

27.5PD EZF VUV IC LB BREtBREFELOBEIEIR

Log <port> pd-monitoring [<mode>] auto-recovery time expired, restart PoE

Trap VAN

BEE Informational (6)

B2 B b S E#MEBZ T PoE #EEZEMIC LIcREN O, BENMEIHRFEAREL
T POE #EEN BT /e & ERLETD,

Parameter | <port>: /R— ~&ES
<mode>: PD EZ¥ UV IJDE—F (ACL-mode. £ UL <I[& ICMP-mode)

Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L

X3 RE

mEoF &N

INFO(6) 1/0/1 pd-monitoring [ACL-mode] auto-recovery time expired, restart PoE
INFO(6) 1/0/1 pd-monitoring [ICMP-mode] auto-recovery time expired, restart PoE

27.6 PD E=¥ )V JIC LB ERMBEFELOFHER

Log <port> pd-monitoring [<mode>] restart POE manually

Trap TUL

BB Informational (6)

Bz BiEg ) b5 1B EBZ T PoE #EZEMICLISREN S, AN Y RICKD PoE #
EZAMCLIcCEERLET,

Parameter | <port>: /R— h&HES
<mode>:PD EZ& UV I DE— K (ACL-mode. €L <& ICMP-mode)
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27PDEZHUVD

Version AEOS-NP2000 1.09.02 IXF%. AEOS-NP2100 1.10.01 Uk
XTI =2
mEE N

INFO(6) 1/0/1 pd-monitoring [ACL-mode] restart PoE manually
INFO(6) 1/0/1 pd-monitoring [ICMP-mode] restart POE manually
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28 Port

28 Port

28.1 A—Y—R—bDIVVITVT

Log Port<port> link up, <nway>
Trap linkUp
EEE Warning (4)
Bk R—=hWUYOTy LIl EERLET,
Parameter | <port>: R—~&S (B :1/0/1)
<nway>: UV IREET1TILYIRXE—R

Version AEOS-NP2000 1.09.02 LiBE, AEOS-NP2100 1.10.071 LB
it s E
A JRRB

WARN (4) Port1/0/1 link up, T000Mbps FULL duplex

282 A—HY—R—-bDYVITIY

Log Port<port> link down
Trap linkDown
BB Error (3)
Bl M= UV IO LIl EERLETD,
Parameter | <port>: /R— &S (fl :1/0/1)
Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB
POINg E
A RRA

ERRO(3) Port1/0/1 link down

283 XR—IAVBR—=—bDIVOTFYT

Log Management port link up, <nway> Unit <unit-id>

Trap linkUp

EEE Warning (4)

B NEX—IRXYBR=bHUVIT7y FLIEZEERLETD,
AE v IBRDZE. Mg DFE linkUp bZ v Tl NRY—KBOIYR—IAY
rR—bhDBEDOHEHENET,

Parameter | <nway>: JYVIEEET 1LY IXE—R
<unit-id>: Ry X 1D

Version AEOS-NP2100 1.10.07 (&

XIS RE

e ]l

WARN (4) Management port link up, T00Mbps FULL duplex Unit 1
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28 Port

28ANR—IAYBR—KkDUVITIY

Log Management port link down, Unit <unit-id>

Trap linkDown

BEBE Error (3)

St NR=—IAYRR=—bMNUVIF I LIcC&ZERLET,
ATy OBRDEBE. XIHd DIZX linkDown S v FlE, YRY—EBDIYR—Y
XY MIR—hDBEDHENENET,

Parameter | <unit-id>: 7Rwv 2 X ID

Version AEOS-NP2100 1.10.07 LAp#

XSG &

mErE Nl

ERRO(3) Management port link down, Unit 1

28.5 SFP/SFP+ S>>y —)\—DEA

Log Unit <unit-id>, Port <port-num> <tr-type> has been inserted
Trap npSfpModuleAttached
EEE Informational (6)
B SFP/SFP+/R— KZ SFP/SFP+ RSV Y —N\—HpBASNZ & ZRLET,
Parameter | <unit-id>:7/RwvZ X ID
<port-num>:7/R—k ID
<tr-type>: hSVI—/N\—=51F
Version AEOS-NP2000 1.09.02 {B%. AEOS-NP2100 1.10.07 LA
XEIE RE
mEre TN
INFO(6) Unit 1, Port 25 H-SFP+AOC1TM has been inserted

28.6 SFP/SFP+ 5> Y —)\—DIRE

Log Unit <unit-id>, Port <port-num> transceiver has been removed

Trap npSfpModuleDetached

EEE Informational (6)

B! SFP/SFP+IR— M5 SFP/SFP+ RSV —N\—HDEIDA SN EZERLUET,

Parameter | <unit-id>:/RwZ X ID
<port-num>: 7R— K~ ID

Version AEOS-NP2000 1.09.02 L{f%, AEOS-NP2100 1.10.071 LB

XEit RE

mErf TN

INFO(6) Unit 1, Port 25 transceiver has been removed
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28.7 SFP/SFP+ k2> 2 —)\—0D Tx fault £&4]

Log Unit <unit-id>, Port <port-num> <tr-type> TX fault was asserted

Trap npSfpModuleTxFaultDetect

BEBE Error (3)

St SFP/SFP+h Sy —N\—DEEBENFEELLCEZERLET,

Parameter | <unit-id>: Rw 2 X 1D
<port-num>: ;R— K ID
<tr-type>: S VI—N\—=51F

Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB

X3 ZR-SFP+h SV Y —N\—DBARICAOINREET D EHHDFRIN. BETIEH
DEBA. CNEADOERTAOINEET DHEIF. SFP/SFP+ETS Y Y —/)\—Z ik
LTSV, ZORESISHESAOINEET 2HEF. KEQCHENHDCEE
EZOoNEFT, ZOKIF. YR— MERBOXTHEEGEIZE L,

mEoF o

ERRO(3) Unit 1, Port 25 H-SFP+AOCTM TX fault was asserted
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29 R—hEFaUTr—

29 R—htE*a2VUFT1—

29.1 IR— ST E DRRBUBBEZRA]

Log MAC address <mac-address> causes port security violation on Port<port>

Trap VAN

EEE Warning (4)

Bikz MR—bhEFa2UTr—#EET. R—FZEDRAEETIV NI —HPEFINTLDIRK
BT, I MAC 7 RLADSDBEERMLIH. R—hTEDORAKZBERT D
fcHBEHRSNAGBN >l EZRLET,

BH. 2oOJdzHALTH LM 1 2AEE. Fel@alcsOJidEhsnEztA,

Parameter | <mac-address>: IR— b T DRAZRBIB L TEFEINEH > MACT RLX
<port>: /R—t&EFS (61 :1/0/1)

Version AEOS-NP2100 1.11.07 LB

X I R—hCEDRABMODFEMBHIRROFERRECEL TOLWVEWEE(E. REEZREL
TLEEW,

mEoF o

WARN (4) MAC address 00-00-5E-00-53-AE causes port security violation on Port1/0/2

29.2 REEEFDRALHEB Z R

Log Limit on system entry number has been exceeded

Trap TUL

BEEE Warning (4)

B R—bEF2UT v —HET, KELBDRABETIY M —HEFESNTNDIRE
T. FlcE MAC Y RL AN S DBEZRMULIEN. REEAFDORABZBIBT D78
BRSNBH >/ EZRLEXT,

BHE, CoOJEHEALTHS—EIY b —BNMEBLADRABKL D AEVNVREIC
BBHERTIE. FCBBELTEATEEATSNE B A,

Parameter | 750

Version AEOS-NP2100 1.11.07 LB

K KE2RORRBOREENRROEARECEL TLWEWNEHEF, REBEZERELT
<7fZEby,

mioF Nl
WARN (4) Limit on system entry number has been exceeded
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30 Power

30 Power

30.1 BIREERE

Log Unit <unit-id>, Power <power-id> failed

Trap npPowerFault

BEE Critical (2)

e BREENEE CTHD_EERLET,

Parameter | <unit-id>:RvZ X ID
<power-id>: BJR1=w k ID. ApresiaNP2100 >'J —XDiFE(F 1

Version AEOS-NP2000 1.09.02 L{BE. AEOS-NP2100 1.10.07 B

it s show unit AY > R, H&U show environment Y Y R TR R ZHEZEE. show
tech-support ¥V Y RTREBEHRZIE L. BRENHNIIEER R Z RIS
LYo

Ao %=nrfl

CRIT(2) Unit 1, Power 1 failed

30.2 BIREEEIR

Log Unit <unit-id>, Power <power-id> back to normal

Trap npPowerRecovery

BEE Informational (6)

B! BREENEEREBANEBLILCEZRLET,

Parameter | <unit-id>:RvZ X ID

<power-id>: BJR1=w k ID. ApresiaNP2100 >'J —XDiFE(F 1

Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 LB

XIS E
mirE TN

INFO(6) Unit 1, Power 1 back to normal
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37 SNMP

31 SNMP

31.1SNMP X2 =5« —&DREERK

Log SNMP request received from <ip-address> with invalid community string

Trap authenticationFailure

BEEE Warning (4)

B2 SNMP ExXk%Z, BWE 1171 —XFITRELICEERLETD,

Parameter | <ip-address>: P 7 FL X

Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB

XTI <ip-address>WMBEIETHDHEE. =Y NI —UBEBEBOREZREZ L. FIALTWV
% SNMP DN\—=I3V[CHLT. BRE (X227 1 —%&. RA/RT—KR T
W= D70 ZHE) NMELWVWHRERL T ZE L,
<ip-address>NRIETHDEE. FNELT IV ADAREENHDET, RY hT—2
BIEBED IP 7 RLAZIBET D, FEIFFBALTWD SNMP O/NXN—=T 3V ([CiH0
T E&ERE (QAZaZ70—%. BEAE/NRDT—R, II—TDT7 VLX) 2XEITD
CET. HEICHTDARERT I RZBSENTEET,

0 J&mpAl

WARN (4) SNMP request received from 192.0.2.100 with invalid community string
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32 SSH

32 SSH

32.1 SSH 3 —/\— DB /%)

Log SSH server is enabled
SSH server is disabled

Trap L

EEE Informational (6)

Bz SSH B —N\—1"E%. F@FEMCEEINLIEZRLET,
Parameter | 7% 0L

Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 L&
ISV E
mEvE Nl

INFO(6) SSH server is enabled
INFO(6) SSH server is disabled

32.2 SSH OJ1 VETh

Log Successful login through SSH (Username: <user-name>, |P: <client-ip>)

Trap TUL

BEE Informational (6)

Bz AAA BEENEZNAIBED. SSH TOOJA VICHN LI EZERLET. AAA #EE
NEMEBEDOOTA VIO (F AAAEZSRL T IZE W,

Parameter | <user-name>: 1—H—%
<client-ip>: 92147V ~DIP7 L X

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

X3RS RE

mEE ]l

INFO(6) Successful login through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Successful login through SSH (Username: example, IP: 2001:db8:10::100)

32.3SSHOJ1 V&K

Log Login failed through SSH (Username: <user-name>, IP: <client-ip>)

Trap L

EEE Warning (4)

Bz AAA BEENERNEIZED. SSH TOOTA VTR LI EZERLET . AAA HEE
NEWFIZEDOOT1 VREOJ(F AAAEZSRLTIZEL,

Parameter | <user-name>: 1—H—%
<client-ip>: 247> D IP7RL R

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 L{EE

X RE. A—Y—%, KRAT—=RAELWLWHERLTIZE W,
access-class ANV RZERATDE. 517V EDIPT7 RLRICEKD T I XHIR
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32 SSH

AAIBETY,

HI xR

WARN (4) Login failed through SSH (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through SSH (Username: example, IP: 2001:db8:10::100)

324SSHOJ7v bk

Log Logout through SSH (Username: <user-name>, |P: <client-ip>)
Trap T
BEE Informational (6)
B SSHEv>avhoOd7ohLicleZzRmLET,
Parameter | <user-name>: 1—H%—%
<client-ip>: 95147V D IP7 L X
Version AEOS-NP2000 1.09.02 (%, AEOS-NP2100 1.10.07 L&
X RE
ik ol

INFO(6) Logout through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Logout through SSH (Username: example, IP: 2001:db8:10::100)

325 SSHEv >3y o1 LT7Dk

Log SSH session timed out (Username: <user-name>, |P: <client-ip>)
Trap L

EEE Informational (6)

B! SSHEYYavhd1 A7 DL EERLET,
Parameter | <user-name>: 11—t —%

<client-ip>: 95147V D IP7 L X

Version AEOS-NP2100 1.10.03 LB

Xt E
0% Bl

INFO(6) SSH session timed out (Username: example, 1P: 192.0.2.100)

INFO(6) SSH session timed out (Username: example, |P: 2001:db8:10::100)
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33 R5wY

33 AYwvY

33.1 Y I XV )\—DEDAH

Log Unit <unit-id>, MAC: <mac-address> Hot insertion
Trap npStackGenerallnsert
EEE Warning (4)
B! Ry b —23 V% RULET,
Parameter | <unit-id>:RvZ X ID
<mac-address>: MAC 7 kL X
Version AEOS-NP2000 1.09.02 LiBE, AEOS-NP2100 1.10.071 LB
XIIS BEMICT>TOWEWESIE. UTZERL TS L,
« R YT KX )\—DIREE
« AT Y IR— DUV IIKRE
mEvE Nl
WARN (4) Unit 3, MAC: FC-6D-D1-11-22-33 Hot insertion

332 RF W IXV)\—DED AL

Log Unit <unit-id>, MAC: <mac-address> Hot removal
Trap npStackGeneralRemove
BEEE Warning (4)
B Ry YU LA—=/NILZERUET,
Parameter | <unit-id>: 7RwvZ X ID
<mac-address>: MAC 7 kL R
Version | AEOS-NP2000 1.09.02 L{F#, AEOS-NP2100 1.10.01 LiF%
PSR BRICIT>TLWEWES[F. UTZERERL TSN,
« RV IRV I\—DIREE
« RZYIR—bDUVIIREE
Ao Rxrpbl
WARN (4) Unit 3, MAC: FC-6D-D1-11-22-33 Hot removal

33.3 2% v hROY—DEE

Log Stacking topology is <stack-tp-type>. Master (Unit <unit-id>, MAC: <mac-
address>)

Trap npStackTopologyChangeChainToRing
npStackTopologyChangeRingToChain

EEE Warning (4)

A REZYIRROY—-DEBEERLETD,

Parameter | <stack-tp-type>: X% v hIROY—% 4 7 (Ring, Chain)
<unit-id>: /Rw 2 X ID
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33 R5wY

<mac-address>: MAC 7 kL R
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R
PSR ENWICMRAOY—ZZBELTOWEWESIE, UTZBRELTLEE L,
e A5 W I XV )\—DIKRE
« AFYIR—bDU Y IIREE
mirE TN

WARN (4) Stacking topology is Ring. Master (Unit 1, MAC: FC-6D-D1-AA-BB-CQ)
WARN (4) Stacking topology is Chain. Master (Unit 1, MAC: FC-6D-D1-AA-BB-CQ)

334NV IT7YIIRY—HVYRY—[CEBE

Log Backup master changed to master. Master (Unit <unit-id>)

Trap npStackRoleChangeBackupToMaster

EEE Warning (4)

Bz NV ITYTIRRAY =N RY —[CED > EZERLETD,

Parameter | <unit-id>: 7/Rv 2 X ID

Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB

XEIE ERNGREBBETLEWGSE. UATZEERLTIZEL,
« N AY —DIRFE
« AF Yy IR—bDJ Y IIRRE

0% Bl

WARN (4) Backup master changed to master. Master (Unit: 2)

33.5 AL—THNNRY—[CER

Log Slave changed to master. Master (Unit <unit-id>)

Trap npStackRoleChangeSlaveToMaster

EEE Warning (4)

B2 AL=—TMNRIY—(CED>lcC&ZERLET,

Parameter | <unit-id>: 7/Rw 2 X ID

Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R

PSR BENHGREBRTLEVWGSE. UATZERERLTIZEL,
« VAT —DIREE
« RZYIR—bDUVIIREE

Ao Rxrpbl

WARN (4) Slave changed to master. Master (Unit: 3)

33.6 Rhw o X ID OHEEERA

Log Hot insert failed, box ID conflict: Unit <unit-id>, conflict (MAC: <mac-address>
and MAC: <mac-address>)

Trap npStackGeneralFailure

BEE Critical (2)
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33 R5wY

tEA My I XD DA—BZRLET,

Parameter | <unit-id>: 7/Rhwv o X ID
<mac-address>: EEELTWVWDERED MAC 7 KL X

Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R

St My IR IDZBEBEIDLTICYIDEZ DN, Ry IXIDAEELEBEVWKSICEEL
TLEE L,

Ao Rxpbl

CRIT(2) Hot insert failed, box ID conflict: Unit 1 conflict (MAC: 00-40-66-B4-97-1F and MAC: 00-40-66-B4-96-B5)

33.7 RV IMR—bDIYVIT VT

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link up, <nway>
Trap npStackPortLinkUp
EEE Warning (4)
Bz ATy IR—bNI Y OTy Tl &ERLED,
Parameter | <unit-id>: Rwv 27X ID
<mac-address>: MAC 77 RL X
<port-num>: ;R— K ID
<nway>: UV I DEMHEREET 2 LY IR
Version AEOS-NP2000 1.09.02 B{B%. AEOS-NP2100 1.10.07 BB
XFIE BRNEY Yo7y TTHEWERIF, UTZERL TS W,
« YT X )\—DIREE
« AF Y IR—bDU Y IIRE
OJRnRA
WARN (4) Unit 1, MAC: FC-6D-D1-AA-BB-CC Stackport 27 link up, 10Gbps FULL duplex

33.8 RFYvIIR—bDUVIITTY

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link down
Trap npStackPortLinkDown
EEE Error (3)
5t ATV IR=b NIV II IV LIl EZERLET,
Parameter | <unit-id>: 7Rwv 2 X ID
<mac-address>: MAC 7 kL X
<port-num>: ;R— K~ ID
Version AEOS-NP2000 1.09.02 L{f%, AEOS-NP2100 1.10.071 LB
XEIE BENAZU YOIV TRWGSE. UATZRERL TSV,
e A5 W I X )\—DIKRE
« ATV IR—bDUVIIREE
A I RRB
ERRO(3) Unit 1, MAC: FC-6D-D1-AA-BB-CC Stackport 27 link down
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33 R5wY

339 RV IIR— DSV Y—/)\—DEFEA

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> <tr-type> has been
inserted

Trap UL

BEE Informational (6)

B A5 IR— NIEEE LTz SFP/SFP+IR— KNI SFP+ RS Yy —/N—=ABASN/C &
EmRLEIT,

Parameter | <unit-id>: 7RwvZ X ID
<mac-address>: MAC 7 kL R
<port-num>: 7;R—k ID
<tr-type>: kS VI—/N\—54147

Version AEOS-NP2000 1.09.02 Lif%, AEOS-NP2100 1.10.07 LB

SIS RE

O J&mpAl

INFO(6) Unit 1, MAC: FC-6D-D1-AA-BB-CC Stackport 27 H-SFP+AOCTM has been inserted

33.10 R Y IIR— kD RSV —/)\—0DikE

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> transceiver has been
removed

Trap U

BEEE Informational (6)

B A&y I R— NMIF&E LTz SFP/SFP+HR— RS SFP+ RSV Y —/)\—H D AAE N
CEZERLET,

Parameter | <unit-id>: /Rw 2 X ID
<mac-address>: MAC 7 kL R
<port-num>: 7;R—k ID

Version AEOS-NP2000 1.09.02 L{f#, AEOS-NP2100 1.10.07 LB

XIS &

mEoF &N

INFO(6) Unit 1, MAC: FC-6D-D1-AA-BB-CC Stackport 27 transceiver has been removed

33.11 XR& vy oZ/\O—TL—LADREFITLF I

Log Hello timeout occurs: Unit <unit-id> Stackport <port-num>
Trap L
BEE Error (3)
A NA—TL—LDRETA LTV NEEMEBLICEERLED,
Parameter | <unit-id>:/KRvZ X ID

<port-num>: ;R— K ID
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33 R5wY

Version AEOS-NP2000 1.09.02 IXF%. AEOS-NP2100 1.10.01 Uk
X I ATV IR I\—DIREZERER L TLIEE W,
mEE N

ERRO(3) Hello timeout occurs: Unit 1 Stackport 27

33.12 A9 v IO X v tE—IDEELK

Log Unit <unit-id> fails to send a stacking message. (Type: <msg-type>, Sub type:
<sub-type>)
Trap L
BEE Debugging (7)
AR AV IAYE—IDEEICKRR LI EZRLET,
Parameter | <unit-id>:7/RwvZ X ID
<msg-type>: XAFVIAXvE—I51F
Sub type: <sub-type>: X& v IX vt —IDYT YA T XBTH+1 THEELEZL
BE(FIERR
Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#
XIS COOTE. A—H—TOREMZ#BEIT 57D Debugging LNILDAXyEZ—IT
I, KELEK. BERNGERAY Yy VREOEER., FIc(TERPICEHENCEASIND
BRI ARETI,
AE Y IBHDEREN CPU SBREICH S /BECEARAOINENSNDZEND
DEINMN ZOERICIE CPU SERMREBOFRAZRER L TIEE W,
A RRA

DEBG(7) Unit 1 fails to send a stacking message. (Type: EVENT_SLOG, Sub type: 4)

33.13 BRIERORBRR
Log Stacking starts to configure new units. Master (Unit <unit-id>, MAC: <mac-
address>)
Trap L
EEE Warning (4)
Bz RE Y I X N\—HTOBRBROBPLBN RSN EZERLET,
Parameter | <unit-id>: Y XY —DRvy I X ID
<mac-address>: Y RAY—D MAC 7 L X
Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 LAEE
X35 RE
mEZE SN

WARN (4) Stacking starts to configure new units. Master (Unit 1, MAC: FC-6D-D1-AA-BB-CC)

33.14 FfcBZ1Z v FRA

Log

Stacking detects new units. (MAC: <mac-address>)

Trap

ANV
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33 R5wY

EEE Warning (4)

Bz FLWREY Y IAX Y N—ZE @Al EZRULET,

Parameter | <mac-address>: L <EBMEINICXY Y IAV/)\—=D MACT7 KL R
Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.07 LLB#

X iy 0
mEvE Nl

WARN (4) Stacking detects new units. (MAC: FC-6D-D1-11-22-33)

33.15 Ry I REIDEE

Log Stacking role changed to <role>. (MAC: <mac-address>)
Trap T

BEEE Warning (4)

A ATy IDRENEE LI EERLET,

Parameter | <role>: ZERDEE|

<mac-address>: MAC 7 RL- X

Version AEOS-NP2000 1.09.02 B{f%, AEOS-NP2100 1.10.01 BB
PS RE
Ao RxRpGl

WARN (4) Stacking role changed to Master. (MAC: FC-6D-D1-11-22-33)
WARN (4) Stacking role changed to Backup master. (MAC: FC-6D-D1-11-22-33)
WARN (4) Stacking role changed to Slave. (MAC: FC-6D-D1-11-22-33)

33.16 BRIBEHRORPLE T LT T K

Log Stacking configure stage timeout occured. Restart election.
Trap U
BEEE Error (3)
Bl AT DERBRORIPLIBTY A LT I RDNREEL. XY v I DREEIRIRREIC
Roficl&Z=RLET,
Parameter | 7Zx L
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 LB
IR BENEY VOOV THEWNGEEF. UTEERLTIIEE W,
« RV I AX)N—DIREE
« AV IR—bDY VUK
mErf TN
ERRO(3) Stacking configure stage timeout occured. Restart election.

33.17 A v UIR— FREORFMEEBRB NS

Log Stacking detects abnormal link status and try to recover: Unit <unit-id>
Stackport <port-num>
Trap TUL

105/140




33 R5wY

EEE Error (3)
Bk EER IV IOREZERMULICH, BIHLEKSELTWBHZ EZRLET,
Parameter | <unit-id>: 7RwvZ X ID
<port-num>: 7R— K ID

Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R
SR UTZEERLTIZS W,

« AT X )\—DIREE

« RZYIR—bDUVIIREE
mirE TN

ERRO(3) Stacking detects abnormal link status and try to recover: Unit 1 Stackport 27

33.18 R Y I XV NN —REEDKRAI

Log Unit <unit-id>: Stacking health status goes unstable
Trap UL
EEE Warning (4)
B AE Y IAVINN—DRENLENOARREICHE >l &ZRLET,
Parameter | <unit-id>:/RwvZ X ID
Version AEOS-NP2000 1.09.10 L{f%. AEOS-NP2100 1.12.07 L
X3RS TR L TIEE W,
« AT I RXRV)\—DIREE
« AV IR—bDY Y UREE
mEre ZN
WARN (4) Unit 3: Stacking health status goes unstable

3319 R Y IRV NN—KRLEDEIH

Log Unit <unit-id>: Stacking health status goes stable

Trap L

EEE Notification (5)

Bz ATy IAVNN—DREDNFRRENORECH > EZERLET,
Parameter | <unit-id>: 7Rwv 2 X ID

Version AEOS-NP2000 1.09.10 LLB#. AEOS-NP2100 1.12.07 L&

Xy &
mioF Nl

NOTI(5) Unit 3: Stacking health status goes stable

33.20 EBZ/N—=Ia VDRIV IXV\—ZKRA

Log OS version mismatch detected between slave (Unit <unit-id>) and master (Unit
<unit-id>)

Trap UL

EEE Warning (4)
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Bz A IAVN=DN\—2 3V F oy IBEERT DEEEZEMCLTVDIRET,
BHBZN\=I3 VDRIV IXN—ERMLIcC&ERULETD,

Parameter | <unit-id>: 7/Rwv 2 X ID

Version AEOS-NP2100 1.13.01 LUk

FST RE

mEZE Nl

WARN (4) OS version mismatch detected between slave (Unit 3) and master (Unit 1)

33.21 Ay I XV N—AREDRHA XIBO T

Log Unit <unit-id>: Stacking health status goes Abnormal
Trap VAN
BEBE Error (3)
e AI Y IRV NN—DIRENLENSARLEICH >l EZERLET,
Parameter | <unit-id>:RvZ X ID
Version AEOS-NP2000 1.09.02 L{fE. AEOS-NP2100 1.10.07 R
75$. AEOS-NP2000 1.09.10 LLFE. AEOS-NP2100 1.12.01 LIETEARO T (EH S
SNFEAo
it s T ZERL TS,
« AW I X )\—DIRRE
« AV IIR—bDY Y JIREE
mEvk . -ZNl
ERRO(3) Unit 3: Stacking health status goes Abnormal

33.22 R Y IRXVNN—RLZEDEIR XIBOT

Log Unit <unit-id>: Stacking health status goes Normal

Trap VAN

EEE Notification (5)

5t 2T Y IAYN—DREDNRRENORECH > IZEZRLET,

Parameter | <unit-id>: 7Rwv 2 X ID

Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R
758, AEOS-NP2000 1.09.10 X[, AEOS-NP2100 1.12.01 UETIFAOTIEH A
SNEtEAo

XIS &

mEvk . -ZNl

NOTI(5) Unit 3: Stacking health status goes Normal

107/140




34 Storm Control

34 Storm Control

34.1 A b—LDKA

Log

Broadcast storm is occurring on <interface-id> (port-channel <group-id>)
Multicast storm is occurring on <interface-id> (port-channel <group-id>)
Unicast storm is occurring on <interface-id> (port-channel <group-id>)

Trap

npStormControlDetected

EEE

Critical (2)

558

Abh—AZBRIMLIcCEZERLET,
« Broadcast storm : 70— RF v AKXy MM EKDRAM—LA
» Multicast storm : ¥ILFF v AN/ Y MMTEKBAR—LA

« Unicast storm : Z=ZF v XA /WU w b (BBEEFEH. $EKU Unknown 1=
FYAR) ICEDAN=Lo 272U, 7o ¥ avI(Tdrop BELL I none ZIBE
LB EIE. A ZF v ANy MIEB R M—LA0O7FEASNE A,

LEWMEZ kbps Rcl3/N\—E VT —ITRELILHBEIE. AOTEHASNEE A,

Parameter

<interface-id>: A h—LNMERELTWVWBT VY —Tx—XID

(port-channel <group-id>) : R— b F ¥ X)L TA =AY bO-IZHRE LGS
(Z. AR—LDREELTVWDXY/IN—IR— DFABF v RILIIL—T ID ZRR XYE
R— hTHRE LIHE(FIERT

Version

AEOS-NP2000 1.09.02 {B%. AEOS-NP2100 1.10.07 LA

XS I

BRALICA VY =T —ATRY D= )L—THEELTVDHREEN S DX,
Ry RT—IROEHEOEREEZER L. L—TOREZIMOBRVNTIEE W,

HI xR

CRIT(2) Broadcast storm is occurring on Port1/0/1

CRIT(2) Multicast storm is occurring on Port1/0/1

CRIT(2) Unicast storm is occurring on Port1/0/1

CRIT(2) Broadcast storm is occurring on Port1/0/1 (port-channel 5)

34.2 A b—LDEIH

Log

Broadcast storm is cleared on <interface-id> (port-channel <group-id>)
Multicast storm is cleared on <interface-id> (port-channel <group-id>)
Unicast storm is cleared on <interface-id> (port-channel <group-id>)

npStormControlCleared

Informational (6)

Ah—LAPERHLEECEEZRLET,
« Broadcast storm : 70— RF v AKXy MM EKDRAM—LA
* Multicast storm : ¥ILFFv ANV MMTIEKBAR—LA

« Unicast storm : Z=ZF v XA /WU w b (BBEEBFEH. $EKU Unknown 1=
FYARN) ICKBDRAN—L, =72, 72U >3 vICdrop UL (& none ZI5E
LB EIE. I ZF v ANy MIE&B A M—LA0O7FEASNE A,

LEWMEZ kbps Rcl3/N\—E VT —ITRELIHBEIE. ROTEHASNEE A,

Parameter

<interface-id>: A h—LNEEEIN/A VY —T T —X ID
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34 Storm Control

(port-channel <group-id>) : R— b F ¥ X)L TA =AY bO-IZHRE LGS
(C. AR=—LNMEIRLIEX Y IN\—IR—DFEF ¥ *ILIIL—T ID ZRR X¥IE/R—
R TEELBBITHERT

Version | AEOS-NP2000 1.09.02 b{F&. AEOS-NP2100 1.10.01 L&
ST RE
0% R6)

INFO(6) Broadcast storm is cleared on Port1/0/1

INFO(6) Multicast storm is cleared on Port1/0/1

INFO(6) Unicast storm is cleared on Port1/0/1

INFO(6) Broadcast storm is cleared on Port1/0/1 (port-channel 5)

343 A=AV bO-NICLBDIR—b>vry RFIY

Log

<interface-id> (port-channel <group-id>) is currently shut down due to the
Broadcast storm

<interface-id> (port-channel <group-id>) is currently shut down due to the
Multicast storm

<interface-id> (port-channel <group-id>) is currently shut down due to the
Unicast storm

npStormControlShutdown

Critical (2)

AVI—T T —ADA=LICE>2TIv v ¥ (err-disabled SREE(CEE) &N
fcCEZ=RULET,

« Broadcast storm : 7O—RFv A~/ y MMZEKDRA =LA

« Multicast storm : ¥ILFFv¥ A K/N\TY RMTKDIAS—A

« Unicast storm : Z=ZF v XA /WU w b (BBEFEFEH. $EKU Unknown 1=
Fv AN ICEBRM—LA

Parameter

<interface-id>: A h—AICE 2T v v h¥ T (err-disabled JREEICEFE) =Nz
A5 —Jx—RXID

(port-channel <group-id>) : IR— b F ¥ RV TR =AY FO—ILERE LIHS
[Z. AR—AICE>TY v v ¥V (err-disabled JREEICEFE) SNz XV /\—TR—
NOFRBTF v RILTIL—T 1D BFRR ¥¥ER— M THRELEBEIZERT

Version

AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 B{E#

X I

BALIEA VY =T —ATRY NIT—=D)L—THEELTVDIREENHDET,
Ry b= ROEHROEREEZEE L. L—TOREZIMOBRNTIES W,

BEEIHERTE (errdisable recovery cause storm-control AN¥ Y R) OF&EIF. Vv v
h5 o> (err-disabled IREEICEE) SNTHHRELCHEANMRBET DL, 1TV5—
71— ADREFIBEFNICEIRENE I,

vy hY Y (err-disabled JREEICEE) SNfcA/ vy —TJ 1 —A%=FETEHSE
Bi5E(E. shutdown OAY Y RT—EMRZELTH S, no shutdown IN¥ Y RTT YV
=T 11— ADHABZERKRL TEEL),

109/140




34 Storm Control

mErE Nl

CRIT(2) Port1/0/1 is currently shut down due to the Broadcast storm

CRIT(2) Port1/0/1 is currently shut down due to the Multicast storm

CRIT(2) Port1/0/1 is currently shut down due to the Unicast storm

CRIT(2) Port1/0/1 (port-channel 5) is currently shut down due to the Broadcast storm

344 A =AY bO-NICEBIR—b> vy cFOVDEEEIR

Log <interface-id> (port-channel <group-id>) recovers from storm err-disabled state
automatically
Trap npStormControlShutdownAutoRecovered
EEE Warning (4)
BzE Ah—Adv kO-ICEDY vy hF T (err-disabled JREEICEE) SNnfc1 YV
Y—TJx—APY. BFWICEBHLEECEERLE T,
Parameter | <interface-id>:#&BHU/1>5¥—7xz—X ID
(port-channel <group-id>) : R— b F ¥ X)L TA =AY bO-IZHRE LGS
2. BIHUIEXAYIN—R— DB F v RILTIL—T ID ZRR XYEBR— NTEREL
B RIFIERT
Version AEOS-NP2000 1.09.02 (&, AEOS-NP2100 1.10.01 LU
X BHEILIcA VY —T T —ATHRY N D=0 )L—THFEEL TWERREENH D £,
2V RT—UHNDEEPIERLZEEER L. IL—TDRERENEZ > TLDIBEIZEDERL
TLZEW,
mEZEGN]

WARN (4) Port1/0/1 recovers from storm err-disabled state automatically
WARN (4) Port1/0/1 (port-channel 5) recovers from storm err-disabled state automatically

345 A=AV bO—-IICEBIR—b> vy NFOVDFEEIR

Log <interface-id> (port-channel <group-id>) recovers from storm err-disabled state
manually
Trap npStormControlShutdownManualRecovered
EEE Warning (4)
e Abh=ATvbO-=ICEDY vy 5T (err-disabled IREEICEE) sNifz1 YV
Y—T =N, FETERLEZEZRLED,
Parameter | <interface-id>:#&BU/1>5¥—7xz—XID
(port-channel <group-id>) : R— b F ¥ X)L TA =AY bO-IZHRE LGS
2. BIHUIEXAYIN—R— DB F v RILTIL—T ID ZRR XYEBR— N TEREL
B RIFIERT
Version AEOS-NP2000 1.09.02 (&, AEOS-NP2100 1.10.01 LU
XIS =S
mErE NG

WARN (4) Port1/0/1 recovers from storm err-disabled state manually

WARN (4) Port1/0/1 (port-channel 5) recovers from storm err-disabled state manually
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35 /N> oyVU—=7aOr3al

35.1 /)= TV —EBEDBFX /X

Log Spanning Tree Protocol is enabled
Spanning Tree Protocol is disabled

Trap L

EEE Informational (6)

BrkZ ZANRZ V) =7ORLHEN. FlBFEHCEESNLIEZRLET,
Parameter | L

Version AEOS-NP2000 1.09.02 {B%. AEOS-NP2100 1.10.07 LA

XIS RE
NPET]

INFO(6) Spanning Tree Protocol is enabled
INFO(6) Spanning Tree Protocol is disabled

35.2 hAROY—F VY

Log W STP/RSTP/MSTP £— R
Topology changed (Instance:<instance-id>, <interface-id>, MAC:<mac-
address>)
B RPVST+E— R
Topology changed (VLAN:<vlan-id>, <interface-id>, MAC:<mac-address>)
Trap topologyChange
EEE Warning (4)
Bz RANZ2TYYU—=KSTP)D MROY—HAELIcCEZRLET,
Parameter | <instance-id>: MSTP E— RICHBIFDTVRIVXID XAV RAFV R0 EFT T A
b YRV ZAABD CIST
<vlan-id>: R/XZ> YU —-FORJILHBEMICE > TS VLAN ID
<interface-id>: hROY —ZEBEBRERAEXZIRET 2/R— hES
<mac-address>: 77U v I D MAC Y7 KL X
Version AEOS-NP2000 1.09.02 B{f%. AEOS-NP2100 1.10.07 BB
K EIFRIRREZHERR L CT<7EE LYo
Ao RxRpGl

WARN (4) Topology changed (Instance:0, Port1/0/1, MAC:00-40-66-AA-BB-CC)
WARN (4) Topology changed (Instance:1, Port1/0/1, MAC:00-40-66-AA-BB-CC)
WARN (4) Topology changed (VLAN:10, Port1/0/1, MAC:00-40-66-AA-BB-CC)

35.3 New Root 7V w3y

Log

B STP/RSTP £E—F
New Root bridge selected (MAC:<mac-address>, Priority:<priority>)

B MSTPE—+
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CIST New Root bridge selected (MAC:<mac-address>, Priority:<priority>)
CIST Regional New Root bridge selected (MAC:<mac-address>,
Priority:<priority>)

MSTI Regional New Root bridge selected (Instance:<instance-id>, MAC:<mac-
address>, Priority:<priority>)

B RPVST+E—F

New Root bridge selected (VLAN:<vlan-id>, MAC:<mac-address>,
Priority:<priority>)

Trap newRoot
BEE Informational (6)
Bz HlZICI— R TV INBHEINCEEZRUET,

Parameter | <instance-id>: MSTP E— RICHIFBRDATVRAIVAID XA VRAYVR0ET T4
N YRAYVZAED CIST

<vlan-id>: R/ =V y —ORJILHAEMICHE > TWLWD VLAN ID
<mac-address>: 7UwI D MACTF7 RL X
<priority>: 7w IBEE

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 B{E#

ST RE

QIR

INFO(6) New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST Region New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) MSTI Region New Root bridge selected (Instance:1, MAC:00-40-66-11-22-33, Priority:8193)
INFO(6) New Root bridge selected (VLAN:10, MAC:00-40-66-11-22-33, Priority:8202)

35.4 New Root R— k

Log M STP/RSTP/MSTP £— I
New root port selected (Instance:<instance-id>, <interface-id>)

B RPVST+E—
New root port selected (VLAN:<vlan-id>, <interface-id>)

Trap UL
BEEE Notification (5)
518 IS — MR— MBS NS EERLET,

Parameter | <instance-id>: MSTP E—RICHIFDATVRIVAID XA VAT VR0 ET T4
N RYZEAD CIST

<vlan-id>: X/Zv VY —ORJILHAERICIE > TWLWD VLAN ID
<interface-id>: FROY —ZEBBRZRMNEZ(IZET DHR—MES

Version AEOS-NP2000 1.09.02 {B%. AEOS-NP2100 1.10.07 LA

S5 RE

112/140



35 ANz oy —=7aRal

mErE Nl

NOTI(5) New root port selected (Instance:0, Port1/0/2)
NOTI(5) New root port selected (Instance:1, Port1/0/2)
NOTI(5) New root port selected (VLAN:10, Port1/0/2)

35.5 IR— MREEDER

Log B STP/RSTP/MSTP £— R
Spanning Tree port status change (Instance:<instance-id>, <interface-id>) <old-
status>-><new-status>
B RPVST+E—k
Spanning Tree port status change (VLAN:<vlan-id>, <interface-id>) <old-
status>-><new-status>

Trap L

BEEE Warning (4)

B ANZ YU —(XSTP) DIR— MREICEBANRE L/ CEZERUET,

Parameter | <instance-id>: MSTP E— RICHBIFD I VRIVXID XAV RAFIV R0 EFT T A
NV RV XD CIST
<vlan-id>: R/XZ2JY ) —=TORI)LAERICTE>TLS VLAN ID
<interface-id>: hROY —ZEEBRERAEXCEIRET 2/R— hES
<old-status> : ZEFIDR— MREE
<new-status>: ZEEDR— MRRE
%7R— KRR © Disable, Discarding, Learning, Forwarding

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 L{EE

XIS BRI ZHERR L CT<7EE LY,

A RRA

WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Discarding->Learning
WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Learning->Forwarding
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Discarding->Learning
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Learning->Forwarding

35.6 'IR— hREIDER

Log B STP/RSTP/MSTP £E— R
Spanning Tree port role change (Instance:<instance-id>, <interface-id>) <old-
role>-><new-role>
B RPVST+E— R
Spanning Tree port role change (VLAN:<vlan-id>, <interface-id>) <old-role>-
><new-role>

Trap TUL

EEE Warning (4)

Bz ANZV YU —(XSTP) DIR— hREICEENFRE L CEZERLET,

Parameter | <instance-id>: MSTP £E— RICHIFBAVRIVXID XA VATV 0FT 74
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NV RV XD CIST

<vlan-id>: R/X\Z> VYU -=JFORJILHBEMICHE>TWVNS VLAN ID
<interface-id>: hMROY —ZEEBRERMNEICEIRZET DR— ES
<old-role> : ZERIDR— ~&E

<new-role> : ZEHDKR— ~&E

¥7R— R&E| : Disable, Alternate, Backup, Root, Designated, Master

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA
X I El#RIRREZHER L CT<7EE LY,
mEZE Nl

WARN (4) Spanning Tree port role change (Instance:0, Port1/0/1) DisabledPort->DesignatedPort
WARN (4) Spanning Tree port role change (Instance:0, Port1/0/1) DesignatedPort->RootPort
WARN (4) Spanning Tree port role change (VLAN:10, Port1/0/1) DisabledPort->DesignatedPort
WARN (4) Spanning Tree port role change (VLAN:10, Port1/0/1) DesignatedPort->RootPort

35.7 A=V ITYIY—FE—RDEE

Log Spanning Tree version change (new version:<new-version>)
Trap T

BEE Informational (6)

Bz ARz IV )=7ORNVDE-RHAEESNCEZRLET,
Parameter | <new-version>: R{THOX/\Z=> YU —-TOK3I)L

Version AEOS-NP2000 1.09.02 B, AEOS-NP2100 1.10.01 X

XIS RE

OJRRA

INFO(6) Spanning Tree version change (new version:STP compatible)
INFO(6) Spanning Tree version change (new version:RSTP)

INFO(6) Spanning Tree version change (new version:MSTP)

INFO(6) Spanning Tree version change (new version:RPVST+)

35,8 MSTP U=y 3>v4&,. VEYIVESDEE

Log B MSTP E—k
Spanning Tree MST configuration ID name and revision level change
(name:<name> revision level: <revision-level>)
Trap U
EEE Informational (6)
B2 MSTP AV 74T, U= avgEVEI I VINIHLEREEINCEERULETD,
Parameter | <name>: J—3I 3%
<revision-level>: UEY 3>V L)L
Version AEOS-NP2000 1.09.02 Lif%, AEOS-NP2100 1.10.07 LB
XIS &
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mErE Nl

INFO(6) Spanning Tree MST configuration D name and revision level change (name:TEST revision level:1)

359 MSTP 1V X5V ADEM

Log B MSTPE—+hH
Spanning Tree instance created (Instance:<instance-id>)

Trap T

BEEE Informational (6)

Bz MSTP A Y RE Y AW BIIEN/cC & ZERLET,

Parameter | <instance-id>:E&MEN/fc MSTP 1V RXF VX ID

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

XIS RE

AU KRRl

INFO(6) Spanning Tree instance created (Instance:2)

35.10 MSTP 1 >~ X5 > ADHIBR

Log W MSTP E—R
Spanning Tree instance deleted (Instance:<instance-id>)
Trap UL
BEE Informational (6)
B! MSTP A Y XFZ YV ANHBIBREN/cCEZRLET,
Parameter | <instance-id>: BlIfREMN7c MSTP 1> X5V X ID
Version AEOS-NP2000 1.09.02 B{f%. AEOS-NP2100 1.10.07 BB
X RE
mErf TN

INFO(6) Spanning Tree instance deleted (Instance:2)

35.11 MSTP 1V X5 2 XD VLAN E]N

Log B MSTP E—R
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> add vlan:<vlan-ids>)

Trap VAN

BEE Informational (6)

B MSTP > X% > Z[Z VLAN BSBilEN/zC & ZRLUET,

Parameter | <instance-id>: MSTP 1Y RXF VX ID XAV AYVRAOEETIAI KA VATV
H®D CIST
<vlan-ids> : JBfiS M7z VLAN ID

Version AEOS-NP2000 1.09.02 L{fE. AEOS-NP2100 1.10.07 R

S RE

115/140




35 ANz oy —=7aRal

HI xR

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 add vlan:10)
INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 add vlan:21-25,29)

35.12 MSTP 1~ X5 > A®d VLAN HIBR

Log B MSTP E—R
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> delete vlan:<vlan-ids>)

Trap HL

EEE Informational (6)

B MSTP 1V R% > RCEEM T 5N VLAN B EIBREN/C & ERUET,

Parameter | <instance-id>: MSTP AV XY VX ID XA VATV A0ET IAILMAVRIVR
FR® CIST
<vlan-ids> : HlIfR=t7z VLAN ID

Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB

XIS E

mEZE S]]

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 delete vlan:10)
INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 delete vlan:21-25,29)

35.13 RPVST+%&{ERAY % VLAN D3ENN

Log B RPVST+E—R
Spanning Tree VLAN created (VLAN:<vlan-id>)

Trap T

BEE Informational (6)

A RPVST+ZERAT 2 VLAN BNEMEN/cCEZRLET,
Parameter | <vlan-id>: Bt/ VLAN ID

Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L
XIS RE
AU KRRl

INFO(6) Spanning Tree VLAN created (VLAN:20)

35.14 RPVST+% {3 % VLAN DHIBR

Log B RPVST+E—K
Spanning Tree VLAN deleted (VLAN:<vlan-id>)
Trap VAN
EEE Informational (6)
B RPVST+Z{ERT 2 VLAN A ElBREN/cC&ZRULET,
Parameter | <vlan-id> : HlfRE N7z VLAN ID
Version AEOS-NP2000 1.09.02 L{BE, AEOS-NP2100 1.10.07 R
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35 ANz oy —=7aRal

X I

RE

mEE N

INFO(6) Spanning Tree VLAN deleted (VLAN:20)

35.15 )b— b H—FRIC L 2E®

Log B STP/RSTP/MSTP E— K
Spanning Tree port role change (Instance:<instance-id>, <interface-id>) to
alternate port due to the guard root
B RPVST+E—F
Spanning Tree port role change (VLAN:<vlan-id>, <interface-id>) to alternate
port due to the guard root
Trap L
BT Informational (6)
SteA I—hA=RIZKD, R—r&EEIA alternate ICEFENZ & ERLET,
Parameter | <instance-id>: MSTP E— RICHIFB AV RY VX ID XA VATV A0 ET T4
NV REYVZXAED CIST
<vlan-id>: RNXZ> YU -=JORJIHBEMHICHE>TWNS VLAN ID
<interface-id>: A XY hERHM L c/R— hES
Version AEOS-NP2000 1.09.02 B{f%. AEOS-NP2100 1.10.01 BB
SIS RE
Ao RRpGl

INFO(6) Spanning Tree port role change (Instance:0, Port1/0/1) to alternate port due to the guard root

INFO(6) Spanning Tree port role change (Instance:2, Port1/0/1) to alternate port due to the guard root
INFO(6) Spanning Tree port role change (VLAN:20, Port1/0/1) to alternate port due to the guard root

35.16 &<IE BPDU D3%{§

Log Invalid BPDU received on <interface-id>

Trap L

EEE Warning (4)

B |73 BPDU ZRELIcC &2 RLET,

Parameter | <interface-id>: ANV hERHMLIZR— NES

Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB

XA AEE, BLUBEEBEDR/NNZV IV —([CEATRIREERZLTIEEL,

Ty hF v TF v —FTE(E BPDU ZHERL T IZE L,

mEZE SNl

WARN (4) Invalid BPDU received on Port1/0/1
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36 AT A

36 AT L

36.1 RERE
Log HEXYYIRE
System started up
| SR 154
Unit <unit-id>, System started up
Trap L
BEE Critical (2)
B KBENEE. FEBEESLILCEZERULET,
Parameter | <unit-id>: /Rw I X ID XX ¥ v U KFEAKIFIERTR
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.071 LB
XIS &
mEvE Nl

CRIT(2) System started up
CRIT(2) Unit 1, System started up

36.2 VA —ALRY— K (CONSOLE)

Log HERY Y IOKRE
System warm start (CONSOLE)
B XY IR
Unit <unit-id>, System warm start (CONSOLE)
Trap warmStart
ETE Critical (2)
Lz AVY—=)ZENUEINY RBECKDEENBES Ll EZRLET,
Parameter | <unit-id>: /Rw U X ID X A& v U KERARFEIERR
Version AEOS-NP2000 1.09.02 Lif%, AEOS-NP2100 1.10.071 LB
SR RE
mEvk . -ZN!

CRIT(2) System warm start (CONSOLE)
CRIT(2) Unit 1, System warm start (CONSOLE)

36.3 UA—LRXY—K(TELNET)

Log BERYYIRE
System warm start (TELNET)
| SR 154
Unit <unit-id>, System warm start (TELNET)
Trap warmStart
EEE Critical (2)
e Telnet ZN L7V Y RBREICKDEENBEES LI EZRLET,
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36 AT A

Parameter | <unit-id>: /Rw U R ID X A& v I KFERARFLIERR
Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.07 LLB#
it E
A RRA

CRIT(2) System warm start (TELNET)
CRIT(2) Unit 1, System warm start (TELNET)

36.4 VA —LRY—K(SSH)

Log HEXYYIRE

System warm start (SSH)

| SBA -1

Unit <unit-id>, System warm start (SSH)
Trap warmStart
BEE Critical (2)
5t SSHZN LN Y MMECKDEENBES LI EERLET,
Parameter | <unit-id>: /Rw I X ID XX v U KFERAKITIERT
Version AEOS-NP2000 1.09.02 LifE. AEOS-NP2100 1.10.07 YR
bST REE
mEoF o

CRIT(2) System warm start (SSH)
CRIT(2) Unit 1, System warm start (SSH)

36.5 VA —LRY— K (SNMP)

Log W3ERY v OB
System warm start (SNMP)
B XYy IR
Unit <unit-id>, System warm start (SNMP)
Trap warmStart
BEE Critical (2)
e probeResetControl A 73 =¥ b% warmBoot (2) ICFXET D SNMP #BEIC K D%
BhrEEHLICEZRUED,
Parameter | <unit-id>: /R 7 X ID ¥ X% v U KERAKIEIERT
Version AEOS-NP2000 1.09.02 L{f#, AEOS-NP2100 1.10.07 L&
IS rE
mioF Nl
CRIT(2) System warm start (SNMP)
CRIT(2) Unit 1, System warm start (SNMP)

36.6 VA —LRAY—K(REBOOT TIME)

Log

WYy IEE
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36 AT A

System warm start (REBOOT TIME)

| SR 154
Unit <unit-id>, System warm start (REBOOT TIME)

Trap warmStart

EEE Critical (2)

Bz BEEEEHCKDEBENBEREE LI EZRUET,

Parameter | <unit-id>: /Rw I X ID XX ¥ v U KFEAKITIERR

Version AEOS-NP2100 1.12.07 LIp&

X iy 0

mEvE Nl

CRIT(2) System warm start (REBOOT TIME)
CRIT(2) Unit 1, System warm start (REBOOT TIME)

36.7 A—JLRRY—K

Log HERY Y IORE
System cold start
B X5 IR
Unit <unit-id>, System cold start
Trap coldStart
EEE Critical (2)
e BREHEDRRIC K 2EBRE. F/z(dcold A T3 %EIBEL T reboot AY Y R
ERTURBNMEBLILCEZTRULET,
Parameter | <unit-id>: /Rw I X ID XX ¥ v U KEAKIFIERT
Version AEOS-NP2000 1.09.02 LiB%, AEOS-NP2100 1.10.07 LB
XIS E
A I RRB

CRIT(2) System cold start
CRIT(2) Unit 1, System cold start

36.8 d—JLERY— K (SNMP)

Log System cold start (SNMP)

Trap 75U XSNMP [CK2O— )L KRS — hERERIE. BRIBRAEtE NS/, #E
BICK Sy THART]

BEE Critical (2)

B probeResetControl #7727 h% coldBoot (3) [CEXE T D SNMP #BEIC K DEE
NEERELICCEZRULED,

Parameter | 7Zx L

Version AEOS-NP2000 1.09.02 L{B#, AEOS-NP2100 1.10.07 L&

IS rE
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36 AT A

mErE Nl

CRIT(2) System cold start (SNMP)

36.9 CPU BINC KD HitE

Log BIERY Y IORE
System re-start reason: CPU Exception
| SR 154
Unit <unit-id>, System re-start reason: CPU Exception
Trap warmStart
EEE Emergency (0)
B2 CPU IS\ =i LTc7z6. BEFZIT>/cC&ZERLET,

Parameter | <unit-id>: /Rwv o X ID ¥X¥ v IKERARIFIERT

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

X LUTFoOd=BE L. YR— MR ROXFTEMSZET L,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log

« show tech-support

QIR

EMER(0) System re-start reason: CPU Exception
EMER(0) Unit 1 System re-start reason: CPU Exception

36.10 VI bz PEMERERAIC K SHES

Log WXy Y IOKRE
System re-start reason: System Fatal Error
B X5y IR
Unit <unit-id>, System re-start reason: System Fatal Error
Trap warmStart
BEE Emergency (0)
B VINIIT7HEOERBEERA LI/, BERESZET o/l EERLET,

Parameter | <unit-id>: /Rv 2 X ID ¥X¥ v I KERARKIFZIERT

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAEE

X LUToOJ#RE L. YR— MRIEROX TEMLZE U,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log

« show tech-support
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36 AT A

mErE Nl

EMER(0) System re-start reason: System Fatal Error
EMER(0) Unit 1 System re-start reason: System Fatal Error

36.11 21 v F LS| OEBEREMERAIC & DHLE

Log HERY Y IOKRE
System re-start reason: System tscmod-down
W Yy UK
Unit <unit-id>, System re-start reason: System tscmod-down
Trap warmStart
BEE Critical (2)
Bl A1y F LS| ORBREMEE L ZRA LIz, BREZETo>/l&ZRLE
ER

Parameter | <unit-id>: /Rwv o X ID ¥X¥ v IKERARIFIERT

Version AEOS-NP2000 1.09.03 {B%. AEOS-NP2100 1.10.07 LA

X LUTFoOd=BE L. YiR— MEIRROXTEMSZE L,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log

« show tech-support

QIR

CRIT(2) System re-start reason: System tscmod-down

CRIT(2) Unit 1, System re-start reason: System tscmod-down

36,12 9AavYFRYIFIIY—IC L DEREE

Log HERY Y OKRE
System re-start reason: Watch Dog
| S 154
Unit <unit-id>, System re-start reason: Watch Dog
Trap warmStart
EEE Critical (2)
Bz DAYVFRY TN —HEICKDRENBEE LI EZRLET,

Parameter | <unit-id>: /Rv 2 X ID ¥X¥ v I KERARKIFIERT

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

X LUToOJ#RE L. YR— MRIEROX TEMLZE U,
« show environment
« show unit

« show logging all
« debug show cpu utilization
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36 AT A

« debug show error-log
« debug show wd-error-log
« show tech-support

mEE N

CRIT(2) System re-start reason: Watch Dog
CRIT(2) Unit 1, System re-start reason: Watch Dog

36.13 Y AT LXEY —ERBEIC K5 BEE

Log HEXYYIRE
System re-start reason: CPU Protect
| SR 154
Unit <unit-id>, System re-start reason: CPU Protect

Trap warmStart

BEE Critical (2)

R AEOS-NP2000 Ver. 1.09.05 X[, KU AEOS-NP2100 Ver. 1.10.01 {ETIE. &
AT LAXEY— (SYS_MEM, SYS_HUGE. SEC_ MEM, ZDMHERMRDAXAE —)
ZEDYTDCENTELEVWREDN 1 HEFELcCEZRAMLIECECKD. £BENE
EE LIl EERLET,

AEOS-NP2000 Ver. 1.09.05 & DEID/\—2) 3>~ Tld. cpu-protect system-
memory limit-check fault-action reboot Y > RDHEHREIC K D, KEH BEEE L7
CE&ZERLET,
Parameter | <unit-id>: /Rw I X ID XX ¥ v U KFERAKITIERT
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
PSR UTDAOJ%ZREL. PR— bRIEBROFTEMIZE L,
« show environment
« show unit
« show logging all
« debug show cpu utilization
« debug show error-log
* show tech-support
mEZE SNl
CRIT(2) System re-start reason: CPU Protect
CRIT(2) Unit 1, System re-start reason: CPU Protect

36.14 ¥ A7 LIRREIERE

Log System status goes normal.

Trap npSystemStatusNormal

EBE Notification (5)

Bz AT LRENERCR> el EZERLET,

Parameter | 75 L

Version AEOS-NP2000 1.09.02 L. AEOS-NP2100 1.710.01 LU
SN RE
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36 AT A

HI xR

NOTI(5) System status goes normal.

36.15 Y AT LIREEE

Log System status goes abnormal.

Trap npSystemStatusAbnormal

ETE Emergency (0)

A D RT LREICEENRELLCEZRUET,

Parameter | 7% 0L

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 L&
XIS BRESNAEEI— R TR ES L,
i N0

EMER(0) System status goes abnormal.

36.16 Y AT LIRRBDEAL

Log Unit:<unit-id> System Status Code is changed (<failure-code>-<failure-code>)
Trap npSystemStatusCodeChange
BEEE Warning (4)
B KECE > TREENEEI - "M EESNIEERLET,
Parameter | <unit-id>: Ry 27X ID
<failure-code>: EEC L > THRHSINIEEI—F
« IANTOD bit=0 (0x00000) : EFIREE
- bit[8]=1 (0x00100) : BRDIEE
« bit[10]=1 (0x00400) : 7 7 v DEE
- bit[11]=1 (0x00800) : BREEE
- bit[14]=1 (0x04000) : SW-LSI DXEU—IT5—
« bit[15]=1 (0x08000) : SW-LSI DEIBREELEAXE ) —IT5—
- bit[16]=1 (0x10000) : SW-LSI DXEYU—-ITF5— (/\=RI>5—)
- bit[17]=1 (0x20000) : SW-LSI| DEBFRELAEI—IT5— J\—RFRI5—-)
Version AEOS-NP2000 1.09.02 {B%. AEOS-NP2100 1.10.07 LA
X I BR. 77V, FLFPBRECEENRELLEZES. BR KBV 7 VOBENEZ SN
F9, BROFIEREBLEERR. 77 v OEERKEZHERR. EENHNIETR—K
MSEAICHBENEDELSZE 0,
EESNTOWVEWEEID - RAEASNIEE, /\— RO PEEDRENENH DT
. BR—rRBROLCHENEDELSEE L,
mlrE Nl
WARN (4) Unit:1 System Status Code is changed (0x00000-0x20000)

36.17 75 —& SFP/SFP+r3 VY

—N\—%ZHlHlgsd ICFy TOREEIR

Log

WIERY Y IRE
Attempted buzzer and SFP-TX recovery operations
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36 AT A

B Ry UK
Unit <unit-id>, Attempted buzzer and SFP-TX recovery operations

Trap UL

BEE Notification (5)

B! TH—& SFP/SFP+ RS Yy —N\—%#IfHT D ICF v FICEEHRESIN. BEHEIR
NETFENLEZEERLET,

5B, AOF(F AEOS-NP2100 Ver. 1.10.01 L& ~ 1.10.05 KD RID/N—I 3 >V Tl
L TOERE Ao

Parameter | <unit-id>:7/Rwv I X ID XY v I RKERAEIZIERT

Version AEOS-NP2000 1.09.06 L{f%. AEOS-NP2100 1.10.05 BAFE

XIS TH—HBE L/I=FKFDHEEY SFP/SFPHR— KB U VISV LI EDHE(E. B
ToOEEEEBLTIZE W,
« show tech-support ®OJZEWG L. YR— hRREOXTEM L TLIZE
(A

c KBEBEE LTSV, RERBREBAKRDIERICADGEIIRPHCERE
ATUCEBEZRIEL TS,
T —DRBHEES N, SFP/SFPHR—hEU VI 7y TREICE> TLWDHE(EX
JEARE T,

mEE N

NOTI(5) Attempted buzzer and SFP-TX recovery operations
NOTI(5) Unit 1, Attempted buzzer and SFP-TX recovery operations

3618 Y RVDAY Y I A—)\—T0O—

Log Task Stack Over flow: Unit <unit-id>.Task: <task-name>
Trap T L

BT Alert (1)

Bz HRAIDARY Y IA—=N—=TAO—HWRELIZEERLET,

Parameter | <unit-id>:7/Rwv 2 X ID
<task-name>: A—/\—T7O—UL7=¥ XU %

Version AEOS-NP2100 1.10.01 B

It LUToOd=BE L. YiR— RO XTEMSZE 0,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log

« show tech-support

mEE N

ALER (1) Task Stack Over flow: Unit 1.Task: SYS_Ctr
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37 Telnet

37 Telnet

37.1 Telnet OJ 1 VEiTh

Log Successful login through Telnet (Username: <user-name>, |P: <client-ip>)

Trap TUL

BEEE Notification (5)

B AAA BEENEZNEIHE D, Telnet TOOTA VICHH LI EZERLET . AAAE
ENEWEIHZEDOT 1 VAT (3 AAABEZSRL TS,

Parameter | <user-name>: 1—H—& XOJ1 VRICI-—Y—-ZZANTD2RLEDZNRE/N
¥ —>DHEIF Anonymous &R
<client-ip>: 95147V D IP7 L X

Version AEOS-NP2000 1.09.02 B{f%, AEOS-NP2100 1.10.01 BB

X RE

Ao RxRpGl

NOTI(5) Successful login through Telnet (Username: example, IP: 192.0.2.100)
NOTI(5) Successful login through Telnet (Username: example, |P: 2001:db8:10::100)

37.2 Telnet OJ 1 VKK

Log Login failed through Telnet (Username: <user-name>, |P: <client-ip>)

Trap L

EEE Warning (4)

A AAA BEENENITIBE D, Telnet TOAT A VICKB U EZRULET, AAA
ENEWEIZEDAT 1 VEAKOT(F AAAEZSRL TS,

Parameter | <user-name>: 1—H—& XOJA VRCI—HY—ZEZANT DHEDBZEVKRE/N
¥ —>DHBE(E Anonymous R
<client-ip>: 92147V D IP7 L X

Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB

XIS /E. A—Y—%. KXT—RAELWHERL TS W,
access-class ANY RZEFERTDE. I51T7VRDIPT7 RLRAICEDT 7t RHIR
MHARETY,

mioF Nl

WARN (4) Login failed through Telnet (Username: example, |P: 192.0.2.100)
WARN (4) Login failed through Telnet (Username: example, IP: 2001:db8:10::100)

37.3 Telnet OZ 7

Log Logout through Telnet (Username: <user-name>, |P: <client-ip>)

Trap TUL

BEE Informational (6)

B Telnetty>avhoOdd7IbLiclEZaRmLET,

Parameter | <user-name>: 1—H—% XOJAVECI—HY—RZANIT DBEDETVERE/N
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37 Telnet

& —> DizElE Anonymous KRR

<client-ip>: 247>V D IP7 LR

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

ST RE

mEZE Nl

INFO(6) Logout through Telnet (Username: example, IP: 192.0.2.100)
INFO(6) Logout through Telnet (Username: example, IP: 2001:db8:10::100)

37.4 Telnet v >a>vy14 L7k

Log Telnet session timed out (Username: <user-name>, |P: <client-ip>)
Trap UL

BEE Informational (6)

A Telnet £y > avh s 1 A7 I LIcCEZRLET,

¥ —>DHEIF Anonymous &R

<client-ip>: 95147V D IP7 L X

Parameter | <user-name>: 1—HY—& %O VEIC1I—Y—-&Z%EZANTDIHEDEZNEE/N

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

S RE

Ao RRpGl

INFO(6) Telnet session timed out (Username: example, IP: 192.0.2.100)
INFO(6) Telnet session timed out (Username: example, |P: 2001:db8:10::100)
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38 Temperature

38 Temperature

38.1 BEEERA

Log Unit <unit-id>, Sensor: <sensor-id> detects abnormal temperature <degree>C
Trap npTemperatureWarning
BEE Critical (2)
B! ABREN. EEOHERABRED LRZE LU BRTIEZRLED,
Parameter | <unit-id>:RvZ X ID
<sensor-id>: % —ID
<degree> : IREDRE
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
bSITR REBERIORELEZHERL T, ARBEZEEABRE (3E PoE #1& : 0~50°C.
PoE #7& : 0~45°C) OEHEANICHEL TIES,
mEvE . -ZN!

CRIT(2) Unit 1, Sensor: 2 detects abnormal temperature 55C

38.2 mEREDHER
Log Unit <unit-id>, Sensor: <sensor-id> temperature back to normal
Trap npTemperatureNormal
BEE Critical (2)
Bz BECYY—HAEERENOEBZRMLUICCEZRLED,
Parameter | <unit-id>: Ry 2R ID
<sensor-id>: > —ID
Version AEOS-NP2000 1.09.02 {B%. AEOS-NP2100 1.10.07 LA
X3RS RE
e ]l
CRIT(2) Unit 1, Sensor: 2 temperature back to normal
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39 BAmY) Yot (ULD)

39 BAmAY Y I%H (ULD)

39.1 ULD EEIC KD EFM > I R4l

Log ULD <interface-id> is detected as unidirectional link

Trap T L

EEE Warning (4)

Bz 1V —T—ATEARY VY IPBEENCEZERLUET,

Parameter | <interface-id>: BAmY YV IHIRIMEINTVNDTI VY —T T —X

Version AEOS-NP2000 1.09.02 L{B%. AEOS-NP2100 1.10.07 B{F#

XIS WNEEBDIR— FERE. RT—F R BIOEEBREERL TS0,

HI xR

WARN (4) ULD Port1/0/1 is detected as unidirectional link

129/140



40 Voice VLAN

40 Voice VLAN

40.1 Voice VLAN iR DA

Log New voice device detected (<interface-id>, MAC:<mac-address>)
Trap TUL

BEE Informational (6)

599 Voice VLAN %%t U< (& LLDP-MED lk #RRE LicZ &R LET,
Parameter | <interface-id>: ImRZRMLIc1VF—T T —R

<mac-address> : BHIL7cimARD MAC 7 RL X

Version AEOS-NP2000 1.09.02 LiBE, AEOS-NP2100 1.10.071 LB

IS N
mirE TN

INFO(6) New voice device detected (Port1/0/1, MAC:00-40-66-33-33-33)

40.2 Voice VLAN DEHN

Log <interface-id> add into voice VLAN <vlan-id>
Trap L
EEE Informational (6)
Bz Voice VLAN OEIMEE— RABEIE— RTRAICIHERD BRSNS /), 15—
7 x—XIZ Voice VLAN B gD ¥ ToHoNZ&ZERLET,
Parameter | <interface-id>: Voice VLAN gD ¥ THNFA VI —T 11—
<vlan-id>: Voice VLAN @ VLAN ID
Version AEOS-NP2000 1.09.02 Lg%, AEOS-NP2100 1.10.07 R
it &
mEvk . -ZNl
INFO(6) Port1/0/1 add into voice VLAN 10

40.3 Voice VLAN D H4lBx

Log <interface-id> remove from voice VLAN <vlan-id>
Trap VAN
EEE Informational (6)
B Voice VLAN OEIEE— RAEENE— RTINTDIRARNHIBRE N/, EIDHT
5N Voice VLAN DBlIlREN/cC & ZRULET,
Parameter | <interface-id>: Voice VLAN D HIfgREN/z1 vy —TJx—X
<vlan-id>: Voice VLAN @ VLAN ID
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
XS I &
mEoF o
INFO(6) Port1/0/1 remove from voice VLAN 10

130/140




41 ZTP (Zero Touch Provisioning)

41 ZTP (Zero Touch Provisioning)

41.1 ZTP 7Ot RD Rk

Log ZTP: ZTP processing started

Trap TUL

ETE Informational (6)

Btz ZTP BN FB LI EZRLET,

Parameter | 2L

Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.071 LB
XEit RE
mErf TN

INFO(6) ZTP: ZTP processing started

41.2 ZTP : DHCP B —/\—##HmK K

Log ZTP : DHCP connection timeout

Trap TUL

EEE Warning (4)

Bz DHCP H—/\—#&HIC R L7cC & ZERLE Y,

Parameter | 2L

Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB

XIS DHCP —/\—AEEULKE RSN TLDIN, REIFELLEELTWSHERLTL

2,

0 J&mpAl

WARN (4) ZTP : DHCP connection timeout

41.3ZTP: TFTP Y —/\—BHROEE LK

Log ZTP: TFTP Server information was not found

Trap TUL

EEE Warning (4)

StER TFTP U —N\—DEBHIEE CEEN >lcC&ZaRULET,
Parameter | 75 L

Version AEOS-NP2000 1.09.02 L{f%, AEOS-NP2100 1.10.01 LB
X DHCP B —/\—DFREZHEZRL TS,
0 J&mpAl

WARN (4) ZTP: TFTP Server information was not found

AMAZTP: 5—box1 IP7 RLAKREUS

Log

ZTP: DHCP no gateway IP address

Trap

ANV
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41 ZTP (Zero Touch Provisioning)

EEE Warning (4)

B BESNIETFTPHY—/\—D IP 7 RLRICHIET DT —bT 1 IPT7 RLADIERH,
BENTVWEWNWCEZRLET, BB, A—HYTRY M TFTP B —N\—NEFET D5
B, COOZEFRREINEE A,

Parameter | 75 L

Version AEOS-NP2000 1.09.02 (%, AEOS-NP2100 1.10.01 LI

S DHCP U —/\—DREZHERL TIZE L,

mEvE Nl

WARN (4) ZTP

: DHCP no gateway IP address

41.5 ZTP : ARP KRIin&
Log ZTP:TFTP <ip-address> ARP no reply
Trap UL
EEE Warning (4)
Bz TFTP H—/\—=H5 ARP BN EN olc & ZRULET, TFTP U —/{\—=ARlDT T
ZY LD IPTRLADZE, KEFT— I (C ARPEREZ®EEFELET., ¥ —b
DA ARP BELIEWEA. <ip-address>(Z(ZT— Rz A D IP 7 RL RERR
LET,
Parameter | <ip-address>: TFTP B —/\—®D IP 7 kL X
Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA
X35 TFTP H—N\—DREZHERL TSV, DHCP U —/N\—DHREZEZ L TEE
LYo
e ]l

WARN(4) ZTP

: TFTP 192.168.0.10 ARP no reply

41.6 ZTP: 771 ¥ o> O— RO
Log ZTP: TFTP <ip-address>: <filename> download started
Trap npZtplmageDownloadStarted
npZtpConfigDownloadStarted
npZtpOtherDownloadStarted
BEE Informational (6)
Bz T—hAX=IT 7). BRERT 7 1)L, BAEET 7 MILBEDOY IO R%E
il EZERLET,
Parameter | <ip-address>: TFTP 5 —/\—®D IP 7 kL X
<filename>: 7 7 1)L 4
Version AEOS-NP2000 1.09.02 L{f#, AEOS-NP2100 1.10.07 LB
XSG &
mioF Nl
INFO(6) ZTP: TFTP 192.168.0.100 : apresia-software.had download started
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg download started
INFO(6) ZTP:TFTP 192.168.0.100 : DL-list05.txt download started
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41.7 ZTP: 771 )LF o> 0O— RDOEIH
Log ZTP: TFTP <ip-address>: <filename> download succeeded
Trap TUL
BT Informational (6)
B! T—hAX=IT 710, BRIBRT 7). RIAEET 7 IILEEDSY TV O—RIC
Bl E&EZRLET,
Parameter | <ip-address>: TFTP 5 —/{\—®D IP 7 kL X
<filename>: 7 7 1)L
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.07 LB
Xy &
mEre TN
INFO(6) ZTP: TFTP 192.168.0.100 : apresia-software.had download succeeded
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg download succeeded
INFO(6) ZTP:TFTP 192.168.0.100 : DL-list05.txt download succeeded

A8ZTP: JT—M A=Y T 71 )LDF IV O— REK

Log ZTP : IMAGE <filename> <reason>
Trap npZtplmageDownloadFailure
EEE Warning (4)
B! T—bX=IT74I)ILDYIVO—-RICKBLIECEZRUETD,
Parameter | <filename>: J— b X=I T 71 )L %
<reason> : KEIEH
- file name size over : 7 7 1 IL& Y1 XA —/\—
« TFTP connection failed : TFTP Y —/\—[C#EHE L
« file not found : 7 7 1 ILAARDH B4
- file accesserror: 771 )IL7 ORI o —
* TFTPtimeout : TFTP %1 A7 D b
«invalid file : RIEZT 71 )L
« disk full or allocation exceeded : 71 AU ZBERER L. £LEBERRE
- flash accesserror: 75wV a2 70 AT 5 —
Version AEOS-NP2000 1.09.02 ([, AEOS-NP2100 1.10.07 LURE
S KEBEBA(CHEV. TFTP B —/N\—0DEFHRE. Y0V O0—RERDT 71 ILDIRE=RE
BLTLEEL,
Ao %=nrfl
WARN (4) ZTP : IMAGE apresia-software.had file not found

A19ZTP: BRBHR I 71 ILDF oV O— R&EK

Log ZTP: CONFIG <filename> <reason>
Trap npZtpConfigDownloadFailure
EEE Warning (4)
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Bz BRIBRI 7 ILDY IV O— RICKBUICEZERLETD,

Parameter | <filename> : #IEH T 7 1L 4

<reason> : KEIEH

- file name size over : 7 7 1 L&Y 1 XA —/\—

« TFTP connection failed : TFTP B —/\—[Ci#Ef kLB

s file not found : 771 ILAARDH B

- file accesserror: 72717 ORI —

*« TFTP timeout : TFTP ¥ 1 A7 U k&
«invalid file : RIEEG T 7 1)L

« disk full or allocation exceeded : T+ R ZBEZRER L. £LEBRERE
- flash accesserror: 75V 170 AT 55—

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 LAEE

pSI REEBAHICREL. TFTP Y —/\—DEHIRE. ¥V O— RO T 7 1 ILDIREZHE
AL TLIES L,

QIR

WARN (4) ZTP : CONFIG config.cfg file not found

41.10 ZTP : RIABET 7 1 ILDF UV O— RKK

Log ZTP : OTHER <filename> <reason>

Trap npZtpOtherDownloadFailure

BEEE Warning (4)

B REEET 7 ILDY O O—RCEKKUICEERUET,
Parameter | <filename> : FREEREET 7 1T ILDT 7 1)L 4

<reason> : KEIEH

- file name size over : 7 7 1 L&Y 1 XA —/\—

« TFTP connection failed : TFTP H—/\—(Z#EfEAK
« file not found : 7 7 /l’)lzb‘%’)b‘lo?‘db\

- file accesserror: 72717 ORI —

« TFTP timeout : TFTP Y1 LT7 Db
«invalid file : RIEEG T 7 1)L

« disk full or allocation exceeded : T+ R ZBERER L. £LEBERE
- flash accesserror: 75w 170 ATo—

Version AEOS-NP2000 1.09.02 {f%. AEOS-NP2100 1.10.07 LA

XTI REEBHICREL. TFTP B —/\—DEHIRE. ¥V O— RNRO T 7 1 )L DIREZHE
FBLTLIES L,

HI xR

WARN (4) ZTP: OTHER APRESIA-webpage-image03.html file not found

4111 ZTP : 7 v 75— MLE DR

Log ZTP:TFTP <ip-address>: update started

Trap U
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EEE Informational (6)
B2 ZTPO7 v 75— huBZERB LI EZERLED,
Parameter | <ip-address>: TFTP #—/\—0D IP 7 kL X
Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L%
X3 RE
mEog &N
INFO(6) ZTP: TFTP 192.168.0.100 : update started
4112 ZTP : 7 71 IVEF D%
Log ZTP: TFTP <ip-address>: <filename> update started
Trap L
EEE Informational (6)
B2 771 IVDOEHERBLICCEZRULET,
Parameter | <ip-address>: TFTP #—/\—0D IP 7 kL X
<filename>: 7 71 L%
Version AEOS-NP2000 1.09.02 Lif%, AEOS-NP2100 1.10.07 LB
SIS RE
O J&mpBl
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg update started
4113 ZTP : 7 71 JVEFH DBLIH
Log ZTP: TFTP <ip-address>: <filename> update succeeded
Trap TUL
BEE Informational (6)
B2 T771IDEFHICHINL IS EZRLE T,
Parameter | <ip-address>: TFTP H—/\—OD IP 7 kL X
<filename>: 7 71 JL£
Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L
X I RE
A I RRB
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg update succeeded
41.14 ZTP IC K 2 BEEIDXTE
Log ZTP: rebooting started by ZTP
Trap npZtpCompleteSystemRebooted
EEE Informational (6)
Bz ZTP L& 2BEFN RSN EERLET,
Parameter | 75 L
Version AEOS-NP2000 1.09.02 {f&. AEOS-NP2100 1.10.07 L
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X I

RE

mEE N

INFO(6) ZTP: rebooting started by ZTP

41.15 ZTP [C K 2 BES DKREHE

Log ZTP: Passed processing because <filename> is the same

Trap VAN

EEE Warning (4)

Bl TFTPH—N—NDBT—h M X=IT 71 )IDEHRZIREBL. ALTF7rIiEo>7kclE

EmRLEIT,

Parameter | <filename>: 77—~ X—IT 71L&

Version AEOS-NP2000 1.09.02 L{fE, AEOS-NP2100 1.10.07 LB

S5 B

mEre ZN

WARN (4) ZTP : Passed processing because apresia-software.had is the same

41.16 ZTP 7Ot XD

Log ZTP :interrupted ZTP processing from console

Trap npZtplnterruptionFromUser

EEE Warning (4)

A AVY—=ILh5 ZTP B ZER(IFM Tl EER LK T,
Parameter | 75 L

Version AEOS-NP2000 1.09.02 {B%. AEOS-NP2100 1.10.07 LA
S5 B
A RRA

WARN (4) ZTP :interrupted ZTP processing from console

41.17 ZTP : SNMP b5 v JXED KK

Log ZTP : SNMP-Trap <type> to <ip-address>transmission failed <reason>
Trap UL

BEE Warning (4)

B hSw TRECKB LI EZERLET,

Parameter | <type>: hSv D& 1S

<ip-address>: SNMP 4 —/\—®D IP 7 L X

<reason> : KKIEH
- invalid SNMP address : DHCP H—/\—H"E#h7E SNMP 5 —/{—IP 7 RL X
ZIETE
- incorrect SNMP community name : DHCP #—/{—A%8>/- SNMP 01X 2
T —RMEEE
« incorrect SNMP version : DHCP H—/\—H%8 57 SNMP /\—=3I 3 V% IEE
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« ARPnoreply : ARPIC&D 7 RL REERIK

Version AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 BAE#

XIS KBORA(CHEL. DHCP U —/N\—DREZERL TS,

Ao RRpGl

WARN (4) ZTP : SNMP-Trap npZtpImageDownloadStarted to 192.168.0.101 transmission failed ARP no reply
WARN (4) ZTP : SNMP-Trap npZtpConfigDownloadStarted to 192.168.0.101 transmission failed ARP no reply
WARN (4) ZTP : SNMP-Trap npZtpOtherDownloadStarted to 192.168.0.101 transmission failed ARP no reply
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42 VAT LR T —(ERKRER

42 D XAT LXEY —FERAKER

42.1 D ATLXE) —ERARD L EWVEBR

Log AEOS-NP2000 Ver. 1.09.05 M. H&TU AEOS-NP2100 Ver. 1.10.07 LUk
Unit <unit-id> Memory pool <name> utilization exceeded <percentage>
AEOS-NP2000 Ver. 1.09.05 KO RID/N—= 3>
Unit <unit-id> System memory <code> utilization exceeded <percentage>
Trap npMemoryUtilizationRising
EEE Warning (4)
Bz VAT LAXEY—ERAEKN, cpu-protect system-memory limit-check threshold 1
NYRCTHRELICLEWMEZBR cC&ZRLET,
Parameter | <unit-id>: Rw 2 X 1D
<name> ! ROV RATLXEY —%
<code>:! EKEICL > TREINLEEI—R
- bit0 (0x001) : SYS_MEM
- bit1 (0x002) : SYS_HUGE
- bit2 (0x004) : SEC_MEM
<percentage>: ¥ AT LAXEY —DFERED L EWE (%)
Version AEOS-NP2000 1.09.02 B{FE, AEOS-NP2100 1.10.07 BB
AEOS-NP2000 1.09.05. AEOS-NP2100 1.10.01 : AJ DEX. H&U<code>/t5
X =& —%&<name>/\SX—5—(CEE
XIS RE
A RRA

AEOS-NP2000 Ver. 1.09.05 L&, & K0 AEOS-NP2100 Ver. 1.10.01 L&
WARN (4) Unit 1 Memory pool ssl_lib utilization exceeded 95%

AEOS-NP2000 Ver. 1.09.05 & O #D/N\—T 3>
WARN (4) Unit 1 System memory 0x2 utilization exceeded 90%

42.2 D AT LAXTE) —ERBEIC K SBEER

Log AEOS-NP2000 Ver. 1.09.05 MU, HKTU AEOS-NP2100 Ver. 1.10.01 Uk
Unit <unit-id> System restart due to memory allocation failure <name>
AEOS-NP2000 Ver. 1.09.05 &K DaiD/N\—- 3>
Unit <unit-id> System restart due to memory allocation failure <code>

Trap L

EEE Emergency (0)

B! AEOS-NP2000 Ver. 1.09.05 LI, &K U AEOS-NP2100 Ver. 1.10.01 LIETIE, &

2FLAXEY— (SYS_MEM. SYS HUGE. SEC MEM., ZODMEERTRDXE —)
HEEIDYU TR ENTELQVREN 1 2BEKWEISEIC. EBENBREFLIECEZRL
x9,
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42 VAT LR T —(ERKRER

AEOS-NP2000 Ver. 1.09.05 £ DEID/\—2 3> Tl cpu-protect system-
memory limit-check fault-action reboot A¥ Y RD#EEIC KD, EHEH BRI L/
CE'ERLET,

Parameter

<unit-id>: Rwv o X 1D

<pame> ! WROV AT LAAXETU—%

<code>: EEB(CX>THHINIEEO—-R
« bit0 (0x001) : SYS_MEM

- bit1 (0x002) : SYS_HUGE
- bit2 (0x004) : SEC_MEM

Version

AEOS-NP2000 1.09.02 L{f%. AEOS-NP2100 1.10.07 B{F#

AEOS-NP2000 1.09.05. AEOS-NP2100 1.10.01 : <code>/\Z X —% —%&<name>
INTG A =5 —(ZEHE, cpu-protect system-memory limit-check fault-action reboot
OV Y RHIBRICHSIELE

X I

UTOAOTZEEL. BIR— bRREORTEMZE L,
« show environment
« show unit
« show logging all
« debug show cpu utilization
« debug show error-log
« show tech-support

Ao RxRpGl

AEOS-NP2000 Ver. 1.09.05 W&, $&T AEOS-NP2100 Ver. 1.10.01 L{EE
EMER(0) Unit 1 System restart due to memory allocation failure SYS_HUGE

AEOS-NP2000 Ver. 1.09.05 £ DFID/N—3 >
EMER(0) Unit 1 System restart due to memory allocation failure 0x2
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43 CPU (£ FHRER

43 CPU fEFREI 1R

43.1 CPU EHED L EWMEREE

Log CPU utilization has exceeded the threshold (before <before-value>, current
<current-value>)
Trap npCpuUtilizationRising
BB Warning (4)
e CPU BAEMEELILLEWMEZ LB >/ & ZRLET,
Parameter | <before-value> : BIEIDERY 1 =~ THD CPU EREZE (%)
<current-value> : SEIDERY 1 = JTO CPU EAZE(%)
Version AEOS-NP2000 1.09.02 L{f&, AEOS-NP2100 1.10.071 LB
XIS &
mEvE Nl

WARN (4) CPU utilization has exceeded the threshold (before 99%, current 100%)

43.2 CPU EREDEIR

Log CPU utilization has become less than the threshold

Trap npCpuUtilizationFalling

EEE Informational (6)

A CPU EREMEE LI LEWMEZ TR >/ & ZRULET,
Parameter | 7% 0L

Version AEOS-NP2000 1.09.02 L{fE, AEOS-NP2100 1.10.07 LB
XSG &
mEvE Nl

INFO(6) CPU utilization has become less than the threshold

43.3 CPUZBT/\7 v bDREL — PHIDET

Log CPU dynamic receive rate suppression finish (start time:<date-time>, minimum
rate:<rate>pps)

Trap VAN

ETE Debugging (7)

B BRE LI ERBEREDIY CPU ERAEN 99% U EICHE>7c/zé. CPUET/\T Y ~D
ZEL—MIFIATONTOW S EZRLET, BB, COAJIEFE CPU FERAEKN
Q4% U TICIHEDREL — MIFIAE T LIcRR CHASNE D,

Parameter | <date-time>: CPU 3BT/ v hDZEL — MIFIAFEB S N’
<rate> ! FRESNTRNZEL— b

Version AEOS-NP2100 1.10.07 LB

PSS &

mEZE Nl
DEBG(7) CPU dynamic receive rate suppression finish (start time:2022-03-12 23:26:18, minimum rate:2000pps)
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