NPRESIN. roet0t7

APRESIA Systems Bk &4t



HIE - KEIRER

No. £ A H A N
2025 & « TD61-8773B AEOS-NP3000 Ver. 1.11 Y XFT AOTNIE—E &K D 1ERL
1MB28H |+2EZWRICERTF - BT - BAH=BIE

« NFUBIC) =IELE
« RT74)FUYIED facility 41 ZEM
« 33 Porty ={EIE

1/161




] D [ TP 1
= T 11
LI R Y= =TT 12
WA O 1V s N R == 17D Yl 1 <P 13
o A 16
3.7 AAA BEBE DR/ A ettt e e e b e e s e e nen s 16
3.2 AT A BRI (AAABEEE) o ss e sssssssss s sssss st sssesssasssssassssssssssssssssssssssesasns 16
B3 T A VERET (AAABEEE) o sseses s sssssssssssssssss st st sssssasasssassssssssssssssasssasesesanas 16
BN VAV ey At (VN Ao I N (il - Y W B (0 TP 17
RIS S el I 7 070 ) 2 OO 17
RO S S el I 7 21D B GO 18
3.7AAA S —IN—=F A LTI MK DFERITE— R DR e 19
el =] B <] =] Ve =T P 20
4.7 AccessDefender MO A Y/ B ueeeeeereessssessssssssssesssssssssssssssssssssssssssssssssasssssssssassesasanen 20
| e A AN VD 1 7 SOOI 20
4.3 AccessDefender DI T A 2/ KRB ettt ssases s e se s s as s sneen 21
| A AN VD |7 =3 P TT T T 22
4.5 AccessDefender M 77 7T B et se s s s s e s s s s as s es s ssen 22
4.6 RADIUS T —/N—DF A IAT 7T B ettt essss e sssss s e e s s e sessssssssssssssssssenssasansen 23
47 DHCP AX—EVIHEE— REEVIDBR T AN — DRI e eseessenaens 24
4.8 DHCP AX —E Y DB ET = RODZETE ettt sesssss st sssasssssssssssssssssssssss s s s s sesns 24
49 DHCP AX—EYV T MAC BT — RDBER,/ FER oot sesssssesanes 24
A KO RV o Ty Ay AN () s A K A 25
O I I =~ N o S (D 2 OO 25
3 N 2 S 27
5.1 TP 77 R L REEIEIR A c.eeeetereeieeeeeeseeseeesss e sessssse e e s s e e s sas e e st ssess st s sase et ssssesesssssssssnsnsssssensnssansens 27
LRl A =1 SO OO OO OO PO 28
6.1 TTZAN ) =T =B AR =TT 7 AU THRE ettt esss s s sessssssssssenans 28
6.2 CHAVT ) =T =B AKX =TT 7 AU TIRED ettt esss s ssss s sssssssesans 28
6.3 FDMDT = BA KX =TT 7 A )L THE oot eteee e sssesses e ses st es s s sneen 28
XA e AR 458 0 e (1 U 1 IO 28
6.5 TNV —RBEIBIR T 7 A JU CRBH ettt tesee s ses s s s snees 29
6.6 ZDMDIERLIBIR T 7 1 JUTREED cueeeeeeeeeeeereeereeee e eseessseesssssssssesssssessssssssessssssssssssssssssssassssasses 29
A BV O 45 = A o1 11 O 29
7 G 31
7.1 CFM #8H] : Cross-connect CCM RECEIVEA ..virrerrrereceeereeess s sss s e s seesesssse e sesesesesssssenen 31
7.2 CFM EH]  Error CCM RECEIVEM...ucuiuieeeceereeeeeeceessseesee s ssssess s s ssses s sssssssesssnssssssssssnsasannns 31
7.3 CFM A : Some ReMOtE MEP DOWN ..ot teeeec e ssseee s ssseesessssssssessesssssssssssasanans 32
7.4 CFM #8H] : Some Remote MEP MAC Status ErTOr .o eeeeeeeeeeeseesesesesesesesesesesesesesenes 32
7.5 CFM #&#] : Some Remote MEP Defect INdication .. eeeceeeeeceeeeeesese e seseseseseseeees 32

2/161



R G Y B o =Y A 1T o ] o TR 34

8.1 CFM HEBED ALS TRA .oveeeeeeteeeeeresseeseees e e sessesssesesssasss s sessssessessssssessssasassesssssssensssssnssnsnssssssnenssns 34
8.2 CFM HEEED AlS FEBR oueeeeeeeeeeeeeeeeeereeeseessssssssse et s e as s s s s s sssssesssssnen 34
8.3 CFM HEBED LCK BB cveueieeereeeeereeseeseeesseesessssssesessssssssesessssssssessssssessssssssssensssssssensssessssnsssssssnsnsssns 34
8.4 CFM HEBED LOK FEBR . .ooveeeeeeeeeeeeeeeeresesessssssssssssessss s s ss e ss s s e s s sssssssnsssnsnsnsssssssssnes 35
O CONFIGUIALION / FIMMWAIE w.cceeiereeceieecser et ss e 36
0N T 7 =L TIZTDT Y T L= R et reesssssss st ssssssssssssssssssssssssssssssssssssessssanes 36
02T F—LTITT DT Y T L REB ettt sss e seess s ssss s seesnsnans 36
IR N I () B A A Ll - 1 37
R N I () B A Ll O 38
0.5 BEARIBIRMD T T 2/ 0= R LT cueueeeeeeeeeeeeeseeeeesssssessesessssssssssssssssssssessnssssssssssnsasassssssssnsasassssnsessans 39
R 1A = R A W e S N OO 40
0.7 TERRIBTRD 77 Y T R BT eeeeeeereeeeeeeeteeeescs e sssssess s s sssssss s ssssesessassssessssnsasssssssssnsasssssssnen 41
R 1 = O S A W e N TP 42
R B ) B R A i Rl = 3 42
I B ) A e O < T 43
9.11 AccessDefender BEET 7 A )LD T 2 = REZH cuoereeereeeeeereeeese e ssssssssssssesssssssenes 44
D B e @1V i A el - 45
0.1 3 BB I B IR DI RTT v oreeeerrrreereresss e et sss e et s ss et as s e e e s e et s b e se s e e s e be et eesae e e s e aese e s esnaenenssenannnnnrses 46
LI T 0 0 =S 47
10.7 CONSOLE MO A I/ BRI curtreeeereeeeeeeesseessssssssses s s ssessssssssssssssssessssssssassssassssnsassssassssnsassnsassssnsasens 47
10.2 CONSOLE AT A/ RB ettt s e a s s e s st st b s e b sens 47
10.3 CONSOLE T T T B ettt s s et esasesss s et st ee s s s sesnns 47
LN R o] o 1Yo (i A A= I s e (AN o N TR 48
B0 1 U = S 49
INRESE SIS OVE N (el N s By v BVE Ay 5 S T 49
T2 DHECPVA RELAY cueeiiriririreririririresis e sas st ne e ne bbbt b b e nsnsnsnnnnas 50
L A A v =N OO 50
LT L L N T V= RSSO 51
13.T DHCP B/ B E e sss s s s st st s se s sasssssassssssssnsnsesnsssasesesanes 51
13.2 DHCP DISCOVER /XT Yy hZAE (REARY R T =T R T XU BR) e 51
133 BEIETTH TR BRI ARBA ettt ettt bbb s e 51
13.4 DHCP REQUEST /XT W hRME (BRZMITART) rreeerercreerrerereresssssssesesesssssssesesssssssssesesans 52
135 I RIRIEZRBI ettt st et s s e s s ettt ettt e s st snas 52
T4 DHCPVE CLENT ettt sae e e e e e eaeeaesae st s e e seeaeesessesae s eseesseseeseesesseseseesessesneennnns 53
14T DHCPVO T A T Y BDBERN ZET oottt ssasasasaes 53
T4.2 IPVE 77 R L R MDENIR .ottt e ssss s e s e e e essss e sssssae et easse e s s ssesssessssssssnsssnsssensnsssnsens 53
T4.3 IPVE 77 R L A DEEFTFIIE «ooveverererererereeseesseesesesasseesssssssssssssssssessssssssssssssssssssssssssssssssssssssensssssasas 53
T4.4 1PVE 77 R L R DEEFTELIN weeeverereeeereeeeseesseesessssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssensssssnens 54
T4.51PVE 7 RLZAD U JINA VT A Y TR ettt sassasaen 54
T14.6 IPV6 7 RLZAD U JINA VT A Y T eeeeeeeeeeeeeeesseeseessssssssesesssssssssssssssssssssssssnsssssssssssasssans 54
T4.7 IPVE 77 R L R MDEET c.vevereeieeeesesesesesssssesessssssssessssssssssssssssssssssssssssssesssesesssssssssenssssssssnsesssessnsnssassens 55



14.8 DHCPV6-PD I 5 A 72 SDBER/ FERI ceoeeeeeereereeereeresesessesessssesessssessessssessssssessssssesssssssenssns 55

14.9 IPVE LT A W 7 R BN ettt eees e sessssses s sss s s sss s as s s s s s sesassnssanans 55
1470 IPV6 LT AW RADEFHTFAIR ettt see s s sssss s ses s sess s s sess s sesssnsesans 56
14771 IPV6 TL T A Y T RADFEFTLT ceuruereeereeeeereessseeseissesssssssssssesssssssssssssssesssssssssssssssssssssssssssssans 56
1402 1PV6 TL T A YT RADINA VT A Y TBIR coerererererenesesessessesssssessessesssssessessessessessesssssens 56
1403 1PV TL T A YT RAD ) INA VT A VT EEH ctrrrrererereneesessssessessessessessessessessessessessessessessens 56
1474 IPVE LT A Y D RADBRIL coeereeeeeeeeseteeeeseseessseesesssessssssssassssssssssssssssssssessssssssssssssssesssssesnsssssans 57
15 DHCPVO RELAY it sa s snsnsnnn s 58
15.1 DHCPVO U L — DB R, R et seeseee e tesss s e tssses s e sssss s s sessssssssssssesssnsassenns 58
LTV Ao B v = < PRSP 58
BC T L L VT T T V=] 59
16.1 DHCPV6 B —/\—="F— )LD IPV6 7 R L ZAD EBR et sssss s eessssessseeas 59
16.2 BID L THTAE IPVO 77 B L AMD EBR ettt nenes 59
T6.3 DHCPVO T —/N—REE] . eeeeeee e seessssssssssssssssssssssssssssssssssssssssssssssssesesssssssesenns 59
L e Ervn s S O 2 7 N = OO 59
16.5 DHCP REQUEST /X7 bRME (ZERZATARDI) wrerireererreererresreeressesseseessessessessessessessessessesnens 60
T6.6 /X RIRIEZRET e s e e et e et se e e s s s e s eaessan s seseaesesaseaanas 60
16.7 DHCPVO T REE ottt sees s sss st et s ettt 60
I =3 TSROSO 62
T7.7T ERPS BEEE IR ...veveeeeeeeeeeeerte et e s s s e se s se e e se e e et es st st ne e sssassssssssnsnsnsnsnsnsnsnsnsns 62
17.2 ERPS BEEETEIH oot s st s et ss st saessssssasssesnanansnsnsnsas 62
17.3 RPL A= — DEIEIRA c.ecueeeeeeeeesese e e sesesesesesesssssssssssssssssssssssssassssssssssssssssssssssesssssssesesenes 62
LR = OO 63
LTIy == = P 63
18.2 T 7 U BEEETEIH oot s s e e e e e e e s s s s s s s s aeanaeaanas 63
LR TS T BtV S/ T -3 PR 64
18.4 T 7 2/ L B OIRZE st s e e se e s e e et es et st ee e e e s s e s s asasan s s e s nanananseanaas 64
185 77 VA2 FOIRBER AEAR—EIDIRA. cc.ccveereereereereeressee st ses s sessens 64
18.6 77 VAW FDIRBER AR —FID BRI o eereereereereereereese st sss s sens 65
LRIV )i R D B B = = 65
188 BRI Y R T 7 YV BEETEIH ettt e e e en 65
LR 0 S i O N1 2 3=yl [=1 I N (D i 66
1810 BRI Y M DIRBER TR —BUDEETE oot se s s ssssssnes 66
19IPT ALITY RTEA=RF U ZAD ettt ettt snanns 67
IR ETTRYRETIPTALITY RTO—RFEFYZARDEL = b e 67
192IPT AL ITY RTO=RF T RARDEL = D et eses s 67
O i O L OO 68
DA O G o (Y AN I =T 68
N G TSRS 69
210 TREIRTF U TRIVD T WY T ettt sees s see s st ees st as e s s snessnssans 69
212 TR F U TRIVD BT T I et esss st esss s ses st es s s snas 69
271.3 XU JN—TR NPT oottt see st ee s s s s st s s b as s s e s s s snas 69



D A Kl VY1 T 70

21.5 [E— LACP ETHEED T /\A ZIEETZIEE oottt ses s sssss s sesss s snas 70
21.6 LACP T A A7 T BERTE DR cerureeeeereeeeeessssssssesesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssanas 70
21.7 LACPDU BZAE T T IAT T B eeeeertrtrtrtrtststsssssssss s s e s s s s s s s s s s s s s s s seessssssssssssssnssesenensnenen 71
PAR IS NS RZA7L - =1 tul T B v N - 71
21.9 SR ALYV IHBEEIC K DT IV REEDEEER oot sssessse s sssessessnens 71
22 TR U B U B U ettt ettt st s sttt st aen 73
22.1 Secondary R— R 7hY ACtiVe JREBITIBID ...ttt ettt snssnens 73
22.2 Primary 7R— R h% ACtiVE JREEITIBID ...ttt sttt 73
223 TNTDAXYIN=TR= DU T T H T et tesss s sesss s ssssessssss s ssssasssans 73
22A4TR—=RUST VY ND FDB T T W T et etesesssssssssssssssssssssssssssssssssssenssassssnsen 74
2 I 0 75
23.1 LLDP-MED RIRET D ZETE....oeeeeeeteeeeeeee e sesseessssessssssssasssssssssssssssssssssnsasassssssssnsassssssnsssnsans 75
23.2 LLDP-MED ZEEB Y A T DA e eeeeeereeeeeeeseetseeessesesesessssssssssssssessssssssssasssssssssnsasassssssssnsans 75
23.3 BIEMEDIELN LLDP-MED TLV 2 DDA .ceereeerererereeerereseseseasesesssessssssessssessssesesssessasssenss 76
23.4 LLDP SR 2 T T I IREEITIBID .ottt seese e tees st ess s s ssssansens 77
23.5 LLDP 5L VO F I RS U U T Ty TIREATEIR o 77
24 U= TIRHEL oottt ettt a et s et e s AR bR e At ee A et ee s n s e aen 78
241 JU—THEH] (TR= B’AR=ZF = R) s ssssssssssssssssssssssssssssssssssssssssssssaness 78
242 )U—TIRH] (VLAN R=ZTF = R) ¢ reseetreeetrereesresetesses e sesssssesss s sesssssssssssssssessssesssassssasans 78
243 )—TRADBEBEIR (R— BAN=ZF = B) ettt sssessans 79
244 )V—TRADFEEIR (R— EN=ZF = B) ettt sssessans 79
245 )V—TRADBEEEIR (VLAN R=RE = B) ettt sssss s sssssssessans 79
24.6 —TRADFEEIR (VLAN R=RE = B) sttt sssssssessans 80
24.7 o—THEHID LR (VLAN R—=ZTF = R) cooterrerrereerssemssessssesssssesssesssessssssssssssssesssssssssssssessens 80
DI R e By = = | 81
25.1 SW-LSI DX EY =I5 —RBRACKDR—bT v Y R TUBEBE oo, 81
DI o R e = ¥ 1= | PP 81
TR YA Y AN S e s w7 L <~ I T 81
D VAV I I AN S e i w7 L = | O 82
25.5 SW-LSI /XU T o4 — LT —DEBHET coeeerereeeeeeeeee e re e e e e e e s e e ssssssssssssesssssssssssssssssssssnen 82
25.6 SW-LSI /XU T 4 =L T —DIEIH oo ee s s esss s s s s s s sassssnes 82
26 IMIMRP-PLUS vt ete et s sae e ae s ae e se e eas e ese e ese e sae e ese e sae e eae e e ae e sae e ese s eae e ese e eae s eae e esenssanasennnsenen 84
261 UV DTRA DU U D E I eeeeeeeeeeeereeesseensssssess s sssssssessssssssssesssssesssesasssenssnssssnensansnes 84
26.2 )V IR— RH Listening SREEITIBIZ . cureeeereeeeeeeereetreesseesseesseesessesssessesssesssssssessss s sesssssnees 84
26.3 LiSteniNg RBED T A1 LnT T B ettt 84
26.4 UV IR— D Forwarding tREEITEBID ..ot sssesse s 85
26.5 UV TR— BN Blocking JREEITIEBIS ..ot sseas 85
26.6 ) IR— A FAIlUreUp JREEITTBIS ...ttt s ssss st sssssssssssssnens 85
26.7 Revertive ¥ 1 X —ii T [CK D Listening IREENBE ... 86
268 2TDT Y TV UTR=ERIU D DI T s ssessesssens 86
26.9 MMRP-PLUS [TK D FDB T T W 2/ T srsteeereertreres e sssesasesasesassesassessssesssssssssenssnessssessnasssnanns 87



26.10 7 R L R BB B L BRF BT BRI o ev e ses et ses s ses s 87

26.17 HEello T L — ARFRZIEIRH c.eeerereeceeeeteeseseessse e sesssssssstsessssesesssassssssssssssssssssssssesenssssssssnsssssensnsessans 87
26.12 Hello T L — AFFRIEIRA c.coeeeeeeeeeetee e stessse e e stess et sesssse e s eassssesssssss s s ssssssesenssssssssnssssessasssnans 88
2613 HElO T L —AR E T M AT T B ettt sas s ss e s s n s eaen s 88
2614 IR— KU RY — PEBEC KDV IR=ERDU RET =B s sesesss e 88
PR N 2\ AVl AN S = i 1 [ 89
L RN B\ A AN Y= E = i3 S 1 89
2617 DFM TL—LADRIET A IAT T D ettt et esesss e ssssssssssssssssssssssssssssnsssssssen 90
26.18 BKP Check M7 L — AATRBZIETEE .o es s e s s e ss s s s s sn s sn s ss s nsnnas 90
26.19 BKP Check M7 L — IAEBRRIETEE .ot s s ss s s e s s s ss s s s sn s ss s s sneas 90
26.20 BKP Check T L —ADMZRIET A AT T D eeeeeeeeeeeeeeetesees s seesssessssessssessssesssssssssesssssssssens 91
B A O 1] = T 92
DA O Y o Vo A= G Ay N =10 1 | 92
PN O 2 BV A Rl A a1 L | A 92
B O Yt m Vo Y ol s o K¢ D L 93
27.4 OSPFV2 E/NT W RDTF T W T A D st ss s ss s ss s 93
27.5 OSPFV2 ZHS /T Y BDFBEEYT A T A ettt s s assssss s sses 94
27.6 OSPFV2 FE/NT W R D RREE L T it ss e s s s s s s s s nsaensaas 94
27.7 OSPFV2 ST W R D MD5 SREE T D .t sess s s s s sns s sns s ssnasens 95
27.8 OSPFV2 T/\w AT : A VHF =T T —ZIREEDZAE et eees e senans 95
279 OSPFV2 T/\w IO : AV =T T —AERTEDZET ...oeeeeeeeeerererrrsrssssssssssssss s sssens 95
2710 OSPFV2 T/NY T i TU T ID DZETE et eseesesssssssesssssssssssssssssssssssssssssassssssees 96
2711 OSPRV2 /Xy J 07 + ZAJN—4REEDZAL (FULD ettt 96
27.12 OSPRV2 T\ J 07 + ZAJN—4REEDZAL (DOWN) weeeeeeeeereeeereeeesseeseesssseeeseesssesssssenans 97
2713 OSPFV2 T/\w O : ZA)\—D dead tiMer T cececesseeesesesssssssssessssssssssssssssssses 97
27.14 OSPFV2 7/\w o070 : IN=F v )L 2 T DIREEZ AL (FULL) et 98
27.15 OSPFV2 T/\w 707 - IX\—=F v LU > T DIREEZAL (DOWN) cerreeeeerreerrerreereesenssessnessseees 98
27.16 OSPFV2 T/XY IO 1 JU—5 — 1D DZTE ..eeeeeeereeeerssressssssessssssesssssssssssssssssssssssssessssanes 98
27.17 OSPFV2 /X T2 : OSPFV2 BETE DZETE c.eeeeserresessseessssssessssssssssssssssssssssssssssssssssssssanes 99
2 T 1 o Y22 T 100
D O Y BV I @ Ay N - =1 L2 | 100
28.2 OSPFV3 A U =T T = RIRRED ZE L ettt s s s s s s s s ss s s s sn s s snnas 100
28.3 OSPFV3 SPF ETEIDTE T coeeereerresreesessssesessssssssessssssssessssssssssssssssssesssssssssssssssssasssssssessasssssssensasns 101
A N ANy Q) [ e gy A (21 = R 102
29.T ICMP FESEEEARTTERD T %Y TR coeeeeeeeeeeeee e e s s e e e s s e s s s ssas s sas s s s ssesssesesesessesesesesenenenes 102
29.2 ICMP FESEEEARTTER DY 7T L/ BRA oottt s s s s s s s s s s s snsnsesesees 102
LT 1 L 103
LRI AV 1= =100 - T 103
O A = AN <5~ U 103
30.3 PIM ZRA XD EUBR eeeeereeeeeerreseeesesassessesssssssssessssssesssssssesssssssssesssssssssessssssssssssssensssssssssnssssnssssssnns 103
B I VT TN o 1A T Y/ U 104
3T.7 IPVE PIM BEBEDBHIR ..eeeveeeeeeeteeceeeete s e e s as s e s eas e sas e ss e sss e ess e sassesssssesssessensnsnnes 104



37.2 IPVE PIM ZRA I XN DABH ouerereerereeereressestesseses e s sses s st s st sss st s s sesssnens 104

37.3 IPVE PIM ZRA /XD HUBR ceererrereeeeerseresesesssessssssesessssssesesssssssssssssnsssssssssssssssssssssesasssssssssssans 104
B2 PD BT U U ettt s aee 105
32,1 PD BT D U U TR oot eens e ee s sesse s bes s s s s s s s s s ses s st es s s ses s sesassnsns 105
32.2 PD F I UIRED (ACL B R) oot ss e sssssssse st ss s ses st as s sessssssssssesssansns 105
32.3 PD F I UIRE (ICMP B R) ettt teeee e seeesses s sessssss s ssssess st ssassesss s sesassnsnsans 105
S 15 T o ] o OSSR 107
331 D= TR B D U T T T T ettt ssss sttt ansnans 107
EE Tl Ry e Kol SNV O U R A TP 107
333 VWR—IAY RIR=IDU YU DT Y T et sssessss s sssssssssssssssssaseens 107
334 WR=I XY RIRAID U U T E T et ssssenese s sssnsns s sssnsnensanans 108
33.5 SFP/SFP+/SFP28 RT3/ —/X—MFEA oot s s s sssssssens 108
33.6 SFP/SFP+/SFP28 RT3/ —)X—MDIRZE oo nnees 108
33.7SFP28 RT3 —)X—D TX AUt BRET coveeeeeeeeeeeeeeetee e ees 109
33.8 U T T U EIRDBAIR oottt se e s s e s s e s s e a s e snsnnrans 109
33.9 UV DT THIEID A DB oot teesieaee s s sesss s sess s sesssssnans 109
33.10 U DT THIHD A R DT T ceeeeeeeeeeeereeseeeeeseseesesesssssssssssesssssssssssssssssssssssssssssesassesssssesas 110
S o 111 SRS 111
O B Y= 1 = PSPPSR 111
R Y= 1= = | PP 111
G == - Ry 3 1 TR 111
34,4 BRI B ODIRZE et sessteess st s st s s s s s s ss s s s as s st ee s s s s s s anansnans 112
34.5 K R— REBIRI Y NOIBIEIRE v reeeeereeeseesreesseessesseseessesssesssesssesssesssesssssesssesssesssssssssaseens 112
34.6 KUTR—BEIRIL Y D OTEBTEBRIH oottt eteaeee e sesssses st sses s s sesess s ssssnnsasans 112
5 1 T 2 OO 114
35.T RIP FZEEDDHUBR woveueeeueeeeseeeseeeeesesssssssssssssesssesssessssssssssssssssssssssssssssssssssessssssssssssssssssssssssasssnes 114
BRI S N A B A A D0 L~ = 114
BT I RN o A A O i W 114
TS TN R 0= RO 116
36T RIPNG AV H =T T —RRETEDZETE covereererreereeneesessesssssssssssessssssssssssssssssssesssssssssssesssssessessessessenns 116
36.2 RIPNG FREE D HUBR...curereeurereeereresreressseessasessseseasssessssesessssesssesessssesssssessssesssssseasssenssssseassssnsssssans 116
7 1N OO P 117
37.TSNMP O= 2 2T A — B DFREER B e e es 117
S 1 T RSP 118
R T I ey AN DT = | O 118
Y I i 7 7 PP 118
38.3 SSH M7 A U/ ZRBI ettt a st st s et s s e ae s s e s s anans 118
38.4 SSH LI T T B ettt tess s s s s s bbb s bt en s annanans 119
RIS I o e A I I s (AN L A OO S 119
L B s R 120
39.1 RE YT KXV JN—DEUD AR ceeeeererrerereissessssssesssssssssesssssssssssssssssssssssssssssssssssssssssssssssasssassns 120
39.2 RE YT KU JN=DEUD FLL et se e s sssass s ssase s ss s sss e s s ssssssssasanans 120



39.3 ZAF YT RIRET —DZETE ..eeeeeeireereessssessssssssssssssssssssssssssssssssssssssssssssesssssessessessessessessessessensenns 120

39.4 JX\Y DT Y TRRAET =IIN AL —[TIBIE et se et ss s sssssns s sssssssnsssssnsnsnsnsanans 121
39.5 AL =T DIR A —[TIBIB ettt ssess s ssssss s sssss s s ssssssssnsssssssnsasassssssnsnsans 121
39.6 TRY 7 R D DFEEIRE c.eueeeeeeereeeeeeeseseseesesssssssssssssssssssssssssssssssssssassssssssssnsssssssssssssassssssessssans 121
39.7 RE Y DTRAIND U T TN T eeeeeeeeseeessenesesessssss s ssssnes s ssssssssssssssssessssssssssssnsasasans 122
39.8 AL YW ITRAID U I T H I et sessssseess s sees s sses s seesassnsans 122
BRI S AR el NN S Ay A1) 1 N 123
39,10 RI Y ITR=BRD BT U —)UmDIRE ettt ses s s s senans 123
LR NI AR VAN S By A R N &= =7 (N0 A O 123
3912 AT YT A YT =TI DIEIE R ettt tease e sss st st es s s sesessasanans 124
39.13 TERLIBERDIEIEABHIA .oeeeeeeeeee e se e e e s s s s s s st s s st s sa s e s s sesesesesesssesesesesasenns 124
L IR < R O < < 1 T 124
3015 R Y DIZENDZEEE ..coeeeeeeeeeeeteeeessesesesssseessessssessssesssssssssesssse s ssessssesssssasessssensssesssenssssnsssenes 125
39.16 TBRIBIRDEIEASLIE T A LAT7 T B et en s 125
3917 AT Y IR—FEBEDRIETEIA R T e sssssssssssssssssssnns 125
3918 R Y TRV JN—REZTEDIRA c.veeeeerrreiereerereeseseesssesesssssssssssssssssssssssssssssssssssssssssssesssssssssessnns 126
B R L QAN R O A =L/ D L = | = 126
3920 /\A—TL—ARETALT T MEFRED T T 2 T eeerreeeeeseeesessssssssssessssssssssssssssaens 126
B AN YA Y A OW SRR D ) Ak = <5 < P 127
39.22 AT Y I XV )N=FRLZTEDIRHE FIHD D e ssssssssssssssssssssssees 127
39.23 AT Y I XV IN=FRLZTEDEIH KA e sssssssssssssssssssssssssns 128
40 STOIM CONTIOLuritiitiieicietertecte et e e sae et e e e e ssessesas e st e sesaessesae s e e esesaeesessesaeseesesseeaessessensessnnesannnen 129
O Rt I AN/ L <5 T 129
O AN /) L~ | [T 129
403 A=AV PA—IUZEBDR=BI T Y BT T s 130
404 A =AY bAO=NICKBR=—E2vY RITVDEIEI o 131
405 A =AY bAO=NICKBR=—EIvY RITVDFHEI v 131
v/ W /ANy A A Bty N 1 T 132
41,1 IRV YY) — BB DB/ A ettt n s e nee 132
i B N NI B ol T 132
A71.3 NEW ROOE T W I ettt tees s s see s s es s sses s sssses st s s snssenssssnsassnsnsanen 132
N LT =T Yo} N 133
N ROl O 7y =17 7 =2 134
i R ROl N =00 D7 =2 134
VN A QAN e A A R e N = T 135
418 MSTP U =33 V&, UE Y IUBEBDET e sssases 135
4T.9 MSTP A 2 AT 2 ADIBeeeeteeeeeeeeeseesessesseseseessessssssssssssssssssessssssssssssssssssssssssssssessssssssssnssns 136
AT T0OMSTP A2 AL Y ZDHIBR coeeeeeeeeeeeee et sestess e sesssssssssessssssesssssssssssssssssssssssssssessnsessssssnsnns 136
4111 MSTP AV AT 2 ZAMD VLAN IBI coeeeeieeeeeeeeeeeeeeesessseeesessse e sessssssssssssssssssssssssssensssssssssssesns 136
ATN2MSTP AV AT 2 ZM VLAN BUBR oottt sesssss s sssss e ss s s s e s s sasssssnnnns 137
4713 RPVSTHZ(ERT D VLAN DB coeeueeeeeeeeeeeeeeseeeesesessssssssssssssssssssssssssssssssssssssssssssssssesens 137
471.14 RPVSTHZfERIT D VLAN DHUBR ..ecoeereeeeeeetreere et seseess e e s sesssse e sassssesssssassnaes 137



T 1 Rl Yt B TP 138

T T = o I 1O I = = 138
L A S 139
= v 1 S 139
422 DA —INAE — N (CONSOLE) ettt sastse s ssssss e e ssssssss e s s s s sssssss s ssassnseseasas 139
423 DA —INARE = N (TELNET) ettt seeee e sesse s es et es s et es s s 139
424 7T H —INRE I (SSH) ettt s s et ee s e e e n e ane 140
42.5 0 H —INRL = I (SNIMP) ettt tes s s st s s s s s e nn e e 140
Y R | s SR 140
42.7 D=0 R RE = (SNIMP) ettt seses s e s et ss s s s e s s e s 141
42.8 CPU UM R DEERLE] ..ttt ettt s e s s s s s e sa s e se s sas e e e s s e ennas 141
429V T NI VP EEERBIRFIC K DERCE] oottt n 142
210 TAYF RY T I AT (TR DERLED .eeereereeeeereereereeseeseessesseesessesssessessessessessssssesssssssssessesans 142
42071 VAT AR T — B B (C K D FRLE] oottt e 143
42712 2 AT I REBIE TR oottt ettt a e et a s e ea A nea e e e aeae e ennas 143
i I T G N N - =X PP 144
I T Gl N N = =100 | <P 144
i R oA DI S A ot AN I 144
e I 11 = T 146
e B Y=L QN R 0 2.2 TP 146
43.2 TeINEt E1 A Y/ ARE ettt ase s st s st es e s st s e as s ts s 146
43.3 TEINEE 1T T T I ettt s s s s n s aen 146
i I WY V= e AN A 0™ g (AN i L OO 147
T T3 a0 L=y = U < 148
447 JRFEEREEIRH oottt et E e e e e e e R e e s st etesebeteseaesesenenne 148
Yoot = (DL = PP 148
A5 BAATE]Y Y DHRH (ULD) woteeeecceteeeeeece e resesec e ssssess s e s sesesss s s e sess s s s sssssssssssssesssnsassssesesnsnsnsansns 149
S IRDR - - =1 bl === by =1 K 0 <1 149
I L SRS 150
46.1 VRRPV2 MaSTEI [CIBHZ cuerurererrreresresesssessssssesssessssssesssssssssssessssssssssssssssssssssesssssssssssssnssssssssssssanes 150
46.2 VRRPV2 BACKUP [TEBIB ... se e sese e sese e sasassssssssssssssnsssnssssssssasssasanas 150
46.3 VRRPV2 Z{E/XT W BDF T W T T AT T vttt ssssss s 150
Y A B 2 Y 1 S 151
47.1T VRRPV3(IPV4) MaSEEI [TIBR ..ttt teaes s ssssses s ssssse s e ssss s s snen 151
47.2 VRRPV3 (IPV4) BACKUP [THBFE ...ttt s st s st as s sssssnsssanns 151
47.3 VRRPV3(IPV4) ZME/NT Y RDF TV T AL T — et ssssessssssesssessses 151
47.4 VRRPV3 (IPV6) MaASter [TIBF ..oovrreererrererresesessesesessessssssessssessesssssssesssssssesssssssessssssessssssssssnes 152
47.5 VRRPV3 (IPV6) BACKUP [TIBFS ....eeeeereeeereereeseesessesssssessesssssessessesssssessessessessessessessessessessesseaseanes 152
47.6 VRRPV3(IPVE) ZAE/NT Y RDF T W T AL T — et ssessssseanes 152
48 ZTP (Zero TOUCH ProVISIONINE) cucurecercereurereureuseressesesessesesessessssessessssessessssesssssssessssessessssessenssssasenss 153
48.1 ZTP T R DB .ceoeeeeeereeeeereee et ees st s s s s sea s ses st es s s es s s s s s s s anes 153
48.2 ZTP i DHCP B — /N IR B ettt es st ns s 153



48.3ZTP I TFTP H — /N —1BERDEUT KB ..ot 153
VAl I S Al e s L S Y D N1 G P 153
A8.5 ZTP I ARP ZRITIE coueeeurereereureeesessesessessessssessessssessesss s eess et sessesessessesssseasesssstasbsss et asbassanassasssas 154
48.6 ZTP 1 T 7 A I T = RDFIIA oottt setsss s sssssssssssesssssessssssssssssssesssssesssssesnes 154
48.7ZTP : T F A ILE T T RDBII covvereereereersereeressesseinesssesssssssssssssssssssssssssessssssssesssssesssssessessesnes 154
488 ZTP : T—=hAX=IT7AIDYT T = RRE e ssesseenas 155
ZRRWA N 15 e @0 b W Ll S G 155
48.10 ZTP : P TT — NLIEDBHIR oeeeeerereereereeseeseessssssssssssssssssssssssssssssssssssssssessssssssssssssssssssssssssesees 156
48171 ZTP 1 T 7 A JUBEET DRI .eeeeeereeeereerrereeereessesessssesss e tssse s s s ss s saes 156
4812 ZTP 1 T 7 A JUBERET DD BT c.euereeneereeueeseusereesseseusssessseseas st sse s ss s ssssesanen 156
T e A I S i N Y= [0 S TP 157
48. T4 ZTP (TR D FERCEIIDI IR T ..vvvrereecueerererereesesssseseseessssssse s se et s st sssse s 157
48.15 ZTP TE A D HIB ceveeererereereeereesesaseasesesessesssessessssessessssessessssessessssessesssesssssssesssssssesssssssensens 157
49 D AT IA T — (AR EE R oottt 159
49.1 VAT LAAEY —fEAZRD U E UVMERBIR ..o sessesssessesss s ssssssassens 159
49.2 VAT AXRTE) —EEARIEAEIC K DFIRCED oot 159
50 CPU R EE TR ettt E s bbb A ne s 161
50.7 CPU fEFAZED L E UMBERBIA. ...cecereeerereeereesseseessesessssesssesesss s ssessssessssssssssssssssssesssssssasssssssssssass 161
50.2 CPU fEFAZR MBI ettt s s bbb ss e 161

10/161



=9 0%:] tw

XU&HIC

B ESEE W/ —Y 3 v

SRR MIS/N—2 3>

ApresiaNP3000-24T8X4Q AEOS-NP3000 Ver. 1.06.01~
ApresiaNP3000-24X4Q AEOS-NP3000 Ver. 1.09.01~
ApresiaNP3000-48T4X AEOS-NP3000 Ver. 1.11.01~
ApresiaNP3000-24T8X4Q-DC24V AEOS-NP3000 Ver. 1.11.03~
ApresiaNP3000-24T8X4Q-DC48V AEOS-NP3000 Ver. 1.11.03~
ApresiaNP3000-24T8X4Q-DC110V AEOS-NP3000 Ver. 1.11.03~

0 EE DC BIRD 3 ##& (ApresiaNP3000-24T8X4Q-DC24V, ApresiaNP3000-
24T8X4Q-DC48V, ApresiaNP3000-24T8X4Q-DC110V) (F. =D 3 EETDH
ATy IERZEYR—KNUET, fthd ApresiaNP3000 ¥ —X&ER5 v U =R
B EIEERYR— KT,

B HETIBROTER

AEROAERNZH L. X/cEBRLEITRICE. BRELZSUICEEEISEREINSES. Rl
RWRELZFHRE ZHHED <72E W,

CARBLGRANCSVE LS, RFE/E, XEEFHEOEXEBLHCHEBVEHELLZS L,

B FERXGEREEE
A—HY—(F, FAYUREFERITZEICED. FN—ROTFRBTE}ET DI —FT1VIVILIT
TEECINTOVIbTT7 UT. RXYIT Tz T7EVWNETD) ([CEALT. UTOEEEICEAZL
lceEDEWELET,

AKYIT I 7DFERICERTSD. £/E3ARY I Tz 7 DEBREICE > TELUTZEVLWH D EIEERN.
FoIIEENLEK - BEE (AD4EM - BIRCH T DHE. BEOHFM. BEBROBL. £ilFZ
DHDEENEBEEZESH. CNUTRESNEZW) [CDWVWTIE, ZOBEZEHHBEVEDE LET,

AV I RNz FAEHEAVINA I, YN—RIVIZFYVT, 7V TITBEIETESX
Ao

ARV ITRITT7HERIN—RITTHOREIT B E. FldE/N—RI 7 ([CTHMAENTZR
BEUNTAY I NIz 7 FERTZCE. £IEARN—RI T 7 TCOEREZEBNEEITERY 7
ROT7EBETDEIETTEZ A

ARV IR T7TIE. AERICEHLTWBAODAEYR—KLTWETD,

B BEER

APRESIA £, APRESIA Systems Rt aHtDEFEIETT,

AEOS (&, APRESIA Systems kXSt DEHXEIZE T,

MMRP (. APRESIA Systems kXt DEHREGIETI,

AccessDefender [&. APRESIA Systems #kX S DEFHEIE T,

Ethernet BXKUM —H Ry M. BEXTAMIVAEIRZA I/ R—2 3 VHRARHEDEFEIZETY .
ZOMT SV RAIE. BEAIEEDEES L IEFEIETT,

11/161



1AJDEEE

1O00EEE

OJDEZEEZUTICRLET . (BB EXMIETDLRILTY,

BEE LAV | EBOY | OJDORA
TORR

(8) emergencies |0 EMER(0) | ¥ RTFTLANFRERELGREICHE >l & ZRT,

alerts 1 ALER(1) | YRTLAZEERT BIeHICILEBICUBZIET HE
DHDEENFEELIZCEERT,

critical 2 CRIT(2) | YT A AINBARY MHRELIZCEERY,
errors 3 ERRO(3) | TZ—ANRY MO RELIEZEERT,
warnings 4 WARN(4) | EEANRY MORELILCEZTRT,
notifications |5 NOTI(5) | IEE/IEH. BEEBANRY MHRELIEZEERTD,
informational | 6 INFO(6) | BEHRXYtE—3,

({&) debugging 7 DEBG(7) | TN\vIXvt—3,

12/161




2 74 ILF UV TR facility %

2 71 )ILF )V IJRAD facility £

logging discriminator IV Y REFRAT2E. OF VITDIRTLXYE—I%ZTAIIY UV ITT
BT ENTEFXT, logging discriminator Y Y ROFMICDOVWTIFANY RUT 7 LY XZSRL

TLrEEW,

logging discriminator ¥ > R® facility /NS X —% —THEET B facility &&. D facility 4l
BEFFONTVND Y AT AXYE—IZLTICRUET,

"ﬁMMy%§EEb?74w9Uy7?ét\EEbthdMy%EﬁﬁUBﬂt?
NCDYRT LAY E—=INTAIWIIVITENBIETERLTLIEE W,

facility %

HAWTWBRIYRTAXYyE—Y

AAA

« T3AAA; E0OY
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*9.12 771 ILDF T O— RKK
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+38.3SSH OJ1 VKK
STACKING « B9 R&vU, EOAOY XAY v IR—EEDOVERL
STORM_CTRL « 40 Storm Controly QO
STP s "M ZNNZVoVvYU=OR3); EOOY
ULD . T45 BAHEY v o&%E (ULD)) EpQY
VRRP « T46 VRRPv2; EDOY
« T47 VRRPV3, E0OY
SAFEGUARD o 149 I RF AXEY—FEAXER, E0AY
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3 AAA

3 AAA

3.1 AAA BEBEDB ) /&R

Log AAA is enabled
AAA is disabled

Trap L

EEE Informational (6)

5t AAAEBED V7 O—/VLRENER. IFEMCEBSNLIEZEZTRLET,
Parameter | 7L

Version 1.06.01

Xt E
02 &kmnp)

INFO(6) AAA is enabled
INFO(6) AAA is disabled

3.2 AJ1 VikIh (AAA B8E)

Log Successful login through <exec-type> from <client-ip> authenticated by AAA
<aaa-method> <server-ip> (Username: <user-name>)
Trap TL
BEEE Informational (6)
B AAA BEREN B EEBADOJ A VICHINLIcC & ZRLET,
Parameter | <exec-type>: 2w < 3 V&Rl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >0 IS4 7V D IP7 KL X
<aaa-method> : 25EA7% (local, server, none)
<server-ip>: AAAY—/X\—D IP 7KL X
<user-name>: 1—H—&Z XOJA VKIC I —-RZANTDILEDLZEWVERE/N
& —> DiFE(E Anonymous KRR
Version 1.06.01
X RE
mloE N

INFO(6) Successful login through Console authenticated by AAA none (Username: Anonymous)
INFO(6) Successful login through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username: example)
INFO(6) Successful login through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

3.3 A1 V4B (AAA BEEE)

Log Login failed through <exec-type> from <client-ip> authenticated by AAA <aaa-
method> <server-ip> (Username: <user-name>)

Trap TL

EEE Warning (4)

B AAA BEEN B EEBADOJ M VKB LI EZRLET,
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3 AAA

Parameter | <exec-type>: 2w < 3 V&Rl (Console, SSH, Telnet)

<client-ip>: SSH, Telnet v > 3> IS4 7V D IP 7KL X
<aaa-method> : F23E777% (local, server)
<server-ip>: AAAY—/X\—D IP 7 RL X
<user-name>: 1—H—Z XOJA VRKIC I —-RZANTDIRLEDLZEWVEE/N
& —2 DiHE(F Anonymous &R

Version 1.06.01

PSR FEEAE. A—Y =%, IXRAT—RAELUVWMERL T EE L,
WEEAEND local DI/BE. O—HAIDT —IR—=—RCHIFDI-—TF—ERNELVHE
LTS W,
A ED server DIBE. AA A —N\—DI1—HY—FE&HKIT 7T ILHAELKEREINT
WD AL TLIEE W,

O RRHA

WARN (4) Login failed through Console authenticated by AAA local (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

3.4 AAA B —/\—

YALLTIMCKBZOT1VRK

Log Login failed through <exec-type> from <client-ip> due to AAA server <server-
ip>timeout (Username: <user-name>)
Trap A
EEE Warning (4)
A AAA BEENBERBANDOT A VKIS, AAAY—/I—DF1 LTI Kb OJA
VICKBUIECEZERLE T,
Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDI5147V D IP 7KL X
<server-ip>: AA A —/N—D IP 7KL X
<user-name>: 1—Y—Z XOJAVKICI—Y—RZANTDIRHEDLZWVERE/N
& —> DiFE(E Anonymous KRR
Version 1.06.01
X$ht AAA T —/IN\=HIEEL<LEFRENTLDN ELSEELTVWDHERL TS L,
O RRA

WARN (4) Login failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)

3.5 HERITE— FEB DTS

Log Successful enable privilege through <exec-type> from <client-ip> authenticated
by AAA <aaa-method> <server-ip> (Username: <user-name>)
Trap AN
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BEE Informational (6)
Bz AAA BEENBWIERE T, FHEETE— RDBBNRN LI EZRULET,
Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDIZ3147V D IP 7 KL X
<aaa-method> : 83F47% (local, server, none)
<server-ip>: AAAH—/\—D IP 7 RL X
<user-name>: 1—H—&Z XOJA VKIC I —-RZANTDIRLEDLZEWVERE/N
& —2 DiHE(F Anonymous KRR
Version 1.06.01
XTIt RE
a7 &R=A
INFO(6) Successful enable privilege through Console authenticated by AAA local (Username: example)
INFO(6) Successful enable privilege through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:
example)
INFO(6) Successful enable privilege through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

3.6 FHERITE— FEBDKRK

Log Enable privilege failed through <exec-type> from <client-ip> authenticated by
AAA <aaa-method> <server-ip> (Username: <user-name>)

Trap TL

EEE Warning (4)

B AAA BEENBWIEERE T, FHEETE— RDBBNAKM LI EZRULET,

Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDI3147V D IP7 KL X
<aaa-method> : F23E777% (local, server)
<server-ip>: AAAHY—/\—D IP 7 KL X
<user-name>: 1—H—& XOJA VRKIC I —-RZANTDILEDLZWVRE/N
& —> DiFE(E Anonymous KRR

Version 1.06.01

XIIE FEEAE. enable /KRT—RAELUWHHERL TS L,
EEAED local DIZAE. enable /XA T — REREAIE UWARERL TS LY,
TEAEAED server DIFE. AA A —N—DI1—HY—F&HKI 71 ILHAELKEREINT
WaMERL TS IEE W,

O RRHA

WARN (4) Enable privilege failed through Console authenticated by AAA local (Username: example)
WARN (4) Enable privilege failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)
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3 AAA

3.7 AAA B —)\—=5 1 LT I FMC K BFERITE— FEBD KK

Log Enable privilege failed through <exec-type> from <client-ip> due to AAA server
<server-ip>timeout (Username: <user-name>)
Trap VAa )
EEE Warning (4)
St AAA BEENBEMREEB T, AAA Y —N—DF 1 L7 I ML DFIERTE— RADE
BHARB LI EZRLET,
Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet t v >3 >vDI3147V D IP 7KL X
<server-ip>: AA A —/X\—D IP 7KL X
<user-name>: 1—HY—& XOJA VKICI—Y—ZZANT DDEDLEVERE/N
& —> DiFE(E Anonymous KRR
Version 1.06.01
XIS AAA B —N—HAELLEHREINTNDH., ELEHLTVDIIERLTIZEL,
02 &kmnp)

WARN (4) Enable privilege failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Enable privilege failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Enable privilege failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username:

example)
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4 AccessDefender

4 AccessDefender

4.1 AccessDefender @O 1 > ETh

Log A-Def : <auth-type>: login succeeded : uid=<user-name> mac=<mac-address>
ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-vlan-id>
class=<class-id>

Trap TL

B Notification (5)

BiLE! RELHAN O VICHh LIcC &ZRLET,

Parameter | <auth-type> : FRFE7%E (mac, web, dot1x, gateway, static, dhcpsnooping)
uid=<user-name> : 1—H—% X dhcpsnooping DiFE(FFERT
mac=<mac-address> : FaEimAD MAC 7 RL X ¥gateway DIFE(FIERT
ip=<ip-address> : §8&EimAD IP 77 KL X ¥mac, dot1x, static DIHE(FIERT
<interface-id> : FRFEIHARD 1 V¥ —T —R ID (il : port 1/0/1, port-channel 1)
vid=<vlan-id> : FBEEHAD VLAN ID. ¥+ = v VLAN ERK(ETTD VLAN ID
& FN Xstatic DB EIFIERR
new vid=<new-vlan-id>: #-13X v VLAN ERKOFEIEHADH L L) VLAN ID
KR —BWMICHICEID H TS VLAN ID BEFNEWVNEE(FIERT
class=<class-id> : FBEEHARD Y 5 R ID ¥M{RKRI—F—ERICH 5 X ID AAEFENLEWN
HaIIFERR

Version 1.06.01

XIS RE

mloE Nl

NOTI(5) A-Def: mac: login succeeded : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI(5) A-Def: web : login succeeded : uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3 vid=4000
new vid=10 class=1234

NOTI(5) A-Def: dot1x : login succeeded : uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI(5) A-Def: gateway : login succeeded : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10

NOTI(5) A-Def: static : login succeeded : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def: dhcpsnooping : login succeeded : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port 1/0/7 vid=10

FoaL B —/\—CDFBEERLTH

Log A-Def : <auth-method> <ip-address>: authentication succeeded : uid=<user-
name>

Trap VAa )

EEE Notification (5)

Bz FREICHI LIcC&ZRLEXT,

Parameter | <auth-method> : 885FA R (radius, local, force)

<ip-address>: RADIUS Y —/\—® IP 77 kL X Xlocal, force DIHE(FIEFRR

<user-name> : 1—H'—%
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4 AccessDefender

Version 1.06.01
XTI =
mEZE VNl

NOTI(5) A-Def: local : authentication succeeded : uid=pc1
NOTI(5) A-Def: radius 10.1.2.3 : authentication succeeded : uid=pc1
NOTI(5) A-Def: force : authentication succeeded : uid=pc1

4.3 AccessDefender A1 > &R

Log

A-Def : <auth-type>: login failed (<reason>): uid=<user-name> mac=<mac-
address> ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-
vlan-id> class=<class-id>

AN

Notification (5)

WEEHAN O T 1 U [CRB LI EZRLE T,

Parameter

<auth-type>: F8E/7% (mac, web, dot1x, gateway, dhcpsnooping)

<reason>: OJ4 VICKRMUIER

« auth fail : FBEEICKB LT

« dynamic port-base : AccessDefender @ VLAN E£— KA dynamic port-base
E—-RICRESNTVWT, 2 BBUBEDOFEIHAKD dynamic port-base €—
([CKDHRFHICT v F LI

ttE<TTL> t TTL T 1 LY —HEEEIC K DHIRS N

« max per device : EBDRARIIHREZ 28

« max per interface : 1 V% —7 1 —ADRKFILH R Z B8

+ dynamic vlan hash collision : SW-LSI MAC X—Z®D VLAN T—)LT/\v
> ahEREL. B VLAN OEID H TR LT

« auth fail due to the previous authentication not passed : AND FBREICEH L)
T, HIRDFBALAECREEICRBR L TWDIEE

uid=<user-name> : 1—1—% ¥dhcpsnooping DIFE(FFERT
mac=<mac-address> : F&EimAD MAC 7 RL X ¥gateway DIFE(FIERT
ip=<ip-address> : FREEHARD IP 7 RL X ¥mac, dot1x DFEILFERT
<interface-id> : FEEHAD T >~y —T = —X ID (fl : port 1/0/1, port-channel 1)

vid=<vlan-id> : AR D VLAN ID. ¥+ = v VLAN EAERFEITTD VLAN ID
EFRIN

new vid= <new vlan-id>: ¥ 3=v o VLAN ERRFDOFREEHRADFT L LY VLAN ID
KR - —IBFRICHZICTEID K TS VLAN ID BAEENLHWNEESITIERT
class=<class-id> : SREFHARD Y SR |ID XW{RI—F—FRICUV S X ID AAEENZWN
BEIEIERR

Version

1.06.01

X I

RE
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4 AccessDefender

02 &bl

vid=4000

NOTI(5) A-Def: mac: login failed (auth fail): uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10
NOTI(5) A-Def: web : login failed (auth fail): uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3

NOTI(5) A-Def: dot1x : login failed (auth fail): uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10
NOTI(5) A-Def : gateway : login failed (auth fail): uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
NOTI(5) A-Def: dhcpsnooping : login failed (max per interface): mac=00-00-5E-00-53-22 ip=0.0.0.0 interface port 1/0/6

vid=10
4.4 FBEEY —/\— ORI LK
Log A-Def : <auth-method> <ip-address>: authentication failed : uid=<user-name>
Trap H U
EEE Notification (5)
B FEEICKRBM LI EZRLE T,
Parameter | <auth-method> : Z2ZFA = (radius, local)
<ip-address>: RADIUS H—/\—0 IP 7 RL X ¥local DIFEIFIFRR
<user-name>: 1—H'—%
Version 1.06.01
Xt E
mErE N
NOTI(5) A-Def: local : authentication failed : uid=pc1
NOTI(5) A-Def: radius 10.1.2.3 : authentication failed : uid=pc1

4.5 AccessDefender O 7

Log A-Def : <auth-type>: logout (<reason>) : uid=<user-name> mac=<mac-address>
ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-vlan-id>
class=<class-id> incoming interface <interface-id>

Trap AN

BEEE Notification (5)

Bz REAERAN O 7O UIcCEZRLETD,

Parameter | <auth-type>: F38FA7% (mac, web, dot1x, gateway, static, dhcpsnooping)

<reason>: 0777 ~NEH

*web : Web ROV Y R—ITOJ T I MRV ZRT U

e link-down : WRAVF—T =NV IFIV LI

caging : T—YVJNOI7 7 hERE (EBBEDFIDEAT 1 7Y A EENIC
OJ7 70 I 25X TORM) M@l

e maxtime : 1 L7 D LEE REEEHI S 7Y SABBNICOI 7O RIS
X TORME) M@ L7

e clock : A7 U MEERKICE o7

« cli : access-defender logout ANYY RICKZO77 Dk

- config change : REZBICHSAT 7 b

« overwrite : REEAAImAZ R DR— MMIERL. BRALESSNLIBE
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4 AccessDefender

« logoff : 802X FBEET. B 7 AV hHBD EAPOL-Logoff X v —I%%(E
- reauth failure : 802.1X FREAFDHFEEIC KK
« reauth failure supp-timeout : 802.1X FREEDBRIRFICH TU LY hHBD
INENT A LTI~
- reauth vlan change : 802.1X FREED BRI (C VLAN AEE SN/
- reauth user name change : 802.1X AL BFRARF IC 1 — Y —ZHAEBES N/
- reauth class change : 802.1X FRAEDBRIAKRICTI S X ID HAEES N
« port initialization : 802.1X n,bnftf 15 =7 1 —ARENEAL SN
s release : DHCP XX —EVJT, IP7RLANU U —-IENTS
. expire : DHCP AX—E>VJ T, IP 7 RLRDYU—REABAE T L7z
«ping : PING OJ 7D MEREICK 20770

uid=<user-name> : 1—1—% ¥dhcpsnooping DIFE(FIERT
mac=<mac-address> : FREEmAD MAC 77 KL X ¥gateway DHEIFIERR
ip=<ip-address> : FEE®HAD IP 77 KL X ¥mac, dot1x, static DB E(FIERR
<interface-id> : FaEHAD1 > 5 —T = —X ID (B : port 1/0/1, port-channel 1)

vid=<vlan-id> : 8:iFiAkD VLAN ID. ¥+ = v VLAN EREIZTTD VLAN ID
AR XKstatic DIZFBIFIERR

new vid= <new vlan-id>: #13+=v o VLAN ERREDFREEH ADH LU VLAN ID
M RI——IBRICHICEID K TS VLAN ID "EFNHEVESIFIERT

class=<class-id> : FBEEHARD Y TR ID ¥MNRKRI—F—ERICH 5 X ID AAEFENLEWN
BaEIERT
incoming interface <interface-id> : FEAEAMHmANRAEDNR— MMIEHKI D &(C

KoTATT7IRLIBED. ZOBEFEDAF—T—X 1D (B : port 1/0/1,
port-channel 1) ¥<reason>7%' overwrite DiFEDHFEKR

Version 1.06.01

PSI RE

02 &bl

NOTI(5) A-Def: mac: logout (link-down) : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI(5) A-Def: web : logout (aging) : uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3 vid=4000 new
vid=10 class=1234

NOTI(5) A-Def: dot1x: logout (maxtime) : uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI(5) A-Def : gateway : logout (aging) : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10

NOTI(5) A-Def: static : logout (config change) : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def: dhcpsnooping : logout (release) : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port 1/0/7 vid=10

4.6 RADIUS Y —/\—DH¥ 1 LTI b

Log A-Def : radius <ip-address>timeout : uid=<user-name>
Trap Vil

BEE Warning (4)

B RADIUS U —/N\—hBInENEN >flcC & ZaRLET,
Parameter | <ip-address>: RADIUS —/\—®D IP 7 RL X
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4 AccessDefender

<user-name>: 1—H'—%

Version 1.06.01
PNy RADIUS O —/\—& DBEEIREZHEZL TEEL),
mErEGNl

WARN (4) A-Def: radius 10.1.2.3 timeout : uid=pc1

4.7 DHCP AX—EVJBEFE— FEEBTIDBZX Y 1Y —DFERA

Log A-Def : dhcpsnooping : Mode-Timer started

Trap TU

BEE Informational (6)

Bz DHCP RAX—EVJDEMEE— REBTIDEZ YAV —HRESN. MASNICE

ZRLET,

Parameter | 7L

Version 1.06.01

XSG &
mErE N

INFO(6) A-Def: dhcpsnooping : Mode-Timer started

4.8 DHCP AX—EVIJE{EE—RDER

Log A-Def : dhcpsnooping : mode changed to <status><method>
Trap H U

EEE Informational (6)

tEA DHCP AX—EVJDEMEE—RAIUIDBE D>/ &ZRULET,
Parameter | <status>: DHCP AX—E>VJDOEEE— K (PERMIT, DENY)

<method> : BIfEE— RDYIDEZX A% (automatically, manually)

Version 1.06.01

IS RE
mEoE N/l

INFO(6) A-Def: dhcpsnooping : mode changed to DENY automatically
INFO(6) A-Def: dhcpsnooping : mode changed to DENY manually
INFO(6) A-Def: dhcpsnooping : mode changed to PERMIT manually

4.9 DHCP AX—FE> 4 MAC BEFE— ROEX/EM

Log A-Def : dhcpsnooping : mode changed to mac-authentication mode enable
A-Def : dhcpsnooping : mode changed to mac-authentication mode disable

Trap TL

BEEE Informational (6)

A dhcp-snooping mode mac-authentication A¥ > R T, DHCP AX—E>J®D
MAC BEEE— ROEM. RFEDCEESNICEZRLET,

Parameter | 75 L
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4 AccessDefender

Version 1.06.01
XTI =
mEZE VNl

INFO(6) A-Def:dhcpsnooping : mode changed to mac-authentication mode enable

INFO(6) A-Def:dhcpsnooping : mode changed to mac-authentication mode disable

410 Web b—N—D7 o075
Log A-Def : <ip-address>(<user-agent>) <http-method> <URL>
Trap A
BEEE Informational (6)
A Web FBEEF®D Web ¥ —/\—& /(3 HTTP/HTTPS 7OF*> UL LI hDT7 IR
NHofcl&ZarmLET, CDAYIE. web-authentication logging web-access on
ONY RTZ 72RO EMICE > TVWBHBEDHEHNENET,
Parameter | <ip-address>: i R®D IP 77 KL X
<user-agent>: RN SD HTTP/HTTPS /Xy hOI—HF—T—Iz Vb
<http-method> : RN SD HTTP/HTTPS /X DXV w K (GET, POST)
<URL> : ImRND 5D HTTP/HTTPS /X w bD URL 1B
Version 1.06.01
XTIt RE
O RRHA

INFO(6) A-Def:10.249.94.100(Mozilla/5.0 (Windows NT 10.0; Win6é4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/99.0.4844.84 Safari/537.36) POST http://10.249.94.100/cgi-bin/adeflogin.cgi

4.11 RKXFR AL AR DE@

Log A-Def : authentication is not permitted (<reason>): mac=<mac-address> ip=<ip-
address> interface <interface-id> vid=<vlan-id>
Trap L
EEE Notification (5)
B BRAFIEHARELUIRET, FTULWRIERRZRE LUl & 2R UERT,
Parameter | <reason>: muEb‘an—_f?SﬂEb‘othEE
« max per device : EEBDRARIIHREZ B8
« max per interface : 1 V% —7 = — ADRKFILH R Z B8
mac=<mac-address> : FREFiHARD MAC 7 RL X %45 — D 1 RADIFEIZIERT
ip=<ip-address> : FBsEmAD IP 7 RL X ¥MAC F5F. Web FBiE. |EEE 802.1X &%
EIE@i (33'543_%/1'\\ /]_ '\'jI/rnlL,\n.[E@i (:i%/—_r\
<interface-id> : REEEARD 1 >V 5—7 T —X ID (i : port 1/0/1, port-channel 1)
<vlan-id> : F&EiwAKD VLAN ID
Version 1.06.01
FSi 03
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4 AccessDefender

02 &bl

NOTI(5) A-Def: authentication is not permitted (max per interface): mac=00-00-5E-00-53-33 interface port 1/0/1 vid=10
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5ARP

5 ARP

5.1 IP 7 FL AE®RA

Log [VRF <name>] Conflict IP was detected with this device (IP: <ip-address>, MAC:
<mac-address>, Port<port>, Interface: <if-name>)

Trap TL

BEE Warning (4)

Bz AERBEERIDIP7RLANSODARP UV IR ZERELIECEEZRLET,
AOJEEALTHS 1 2EIE. BEZDEEIP7RLANSDARP U I IR %
RELTEAOJFHASNEEA. 1 2RBERICREITDIEBEOAINHISINET,
ZDIcH. EEIP 7 RLANSBD ARP VI IR M ZZEUKEIFTLDIRIATIE, &0
JE 1A ElCHAEINET,

Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKRIIIERR
<ip-address> : KEECEHID IP 7 KL X
<mac-address>: R&EEE IP 7 RLANEET DHED MACT7 KL X
<port>: BEZBRMUICR— hES XYR—I XY MR— N THRAILIZBE(E
Port<port> @1 D (C mgmt_port & KR
<if-name>: EEZRHMULIZ IPAVF—T T —RDERF XY R—I XV hR— T
MUHBEIE mgmt_ipif &RR

Version 1.06.01

XIS IP7 RLRADEEIRAZEHEEL TIEE W,

O RRHA

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, Port1/0/1, Interface:

vlan10)

WARN (4) Conflict IP was detected with this device (1P: 192.0.2.100, MAC: 00-00-5E-00-53-01, mgmt_port, Interface:

mgmt_ipif)
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6 7— hER

67—

MEE&k

6.1 75AR)—T—hAX—IT 71 )L TiEH

Log Booted from primary firmware <URL>

Trap VAe )

BEE Notification (5)

B To2AR)—T =M XA—ITEENRE LI EERLET, SD H—RT—KTi2
g L7cHBA(E. <URL>IZ /d:/apresia-software.had & RRENET,

Parameter | <URL>: 754 YY—T—hAX=IT71)LDIKX

Version 1.06.01

bR RE

02 &kmnp)

NOTI(5) Booted from primary firmware /c:/AEOS-NPXXXX_RXXXXX.had

NOTI(5) Booted from primary firmware /d:/apresia-software.had

6.2 EHVF )—T—hAX—IT71)LTiEH

Log Booted from secondary firmware <URL>

Trap VAl

EEE Warning (4)

Bk 2 tHYF )T - XA—=ITEBNEE LI EZRUET,
Parameter | <URL>: €AV IYU—-T—hAX=IT71)LDIKX

Version 1.06.01

it &
mE7E Nl

WARN (4) Booted from secondary firmware /c:/AEOS-NPXXXX_RXXXXX.had

6.3 ZDMHMDT — M AXA—I T 71 )L TiEEl

Log Booted from firmware <URL>

Trap VAe )

EEE Warning (4)

Bz T53ARV—=T = X=I, BXOECHVFI—T = A=IHQERTEIT. ZOD
DT — A X=IT 71 HFRHAFENTEENRB L EZRULET,

Parameter | <URL>: J—hAX—=IT 71 )LD/VR

Version 1.06.01

X I &

mEZE &N

WARN (4) Booted from firmware /c:/AEOS-NPXXXX_RXXXXX.had

6.4 751X Y —BRIFHRT 7 1)L TEE

Log

Booted with primary configuration <URL>
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6 7— hER

Trap TU

BEE Notification (5)

B T4V —BRIBERCEENEEH LI EERLET, SD A—RT—-hTRRELi
BE(F. <URL>IZ /d:/apresia-startup-config.txt ERRSNEKT,

Parameter | <URL>: 751 < U —ERIGEHRT 71 ILD/CR

Version 1.06.01

SR RE

AT &R~

NOTI(5) Booted with primary configuration /c:/primary.cfg
NOTI(5) Booted with primary configuration /d:/apresia-startup-config.txt

6.5 tHVY YU —BEEBEHRT 7 1)L CEEH

Log Booted with secondary configuration <URL>

Trap A

EEE Warning (4)

Bz ThY T —BEERCERENES LI EERULET,
Parameter | <URL>: €AV FY —BRIGHRT 7 1 ILDIKX

Version 1.06.01

Xt E
mEZE &N

WARN (4) Booted with secondary configuration /c:/secondary.cfg

6.6 ZDMODEBREBERT 7 1 )L TS

Log Booted with configuration <URL>

Trap TL

EEE Warning (4)

Bz TI2AXY—EBHRER. BLOEHVY ) —BERERINMERATET. ZOMOBRIER

T77 1D SEHARAENTERENRE L EZRUET,

Parameter | <URL> : BRIE=HR 7 71 ILD/VR

Version 1.06.01

St RE
mloE N

WARN (4) Booted with configuration /c:/XXXXX.cfg

6.7 T 7 # ) MBRIEE TS

Log Booted with default configuration

Trap A

BEEE Alert (1)

B TSR —BHER. €HY YU —BRER BXOZOMOERERT 7 1 ILHE
FATEY. TIANPERETEENRBILILCEZRLETD, S, AOTAEAEN
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6 7— hER

TT 7 A BRETEBNEE I DT, £2/R— b shutdown FRETEEIL XI5

Parameter | 7 L

Version 1.06.01

PSI RE

mEZE VNl

ALER(1) Booted with default configuration
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7 CFM

/ CFM

7.1 CFM 4] : Cross-connect CCM Received

Log CFM cross-connect. VLAN:<vlan-id>, Local(MD Level:<md-level>,
Interface:<interface-id>, Direction:<mep-direction>) Remote (MEPID:<mep-id>,
MAC:<mac-address>)

Trap dotTagCfmFaultAlarm

EEE Critical (2)

B! JAOXIRT MMRAESNIcCEZERLETD,

Parameter | <vlan-id>: MEP @ VLAN ID
<md-level>: MEP ® MD LX)l
<interface-id>: MEP O >4 —7 1 —XR&E=
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP ® MEPID. fEA' 0 DIFE(IFFRBEL MEPID ZREKT %
<mac-address>: MEP @O MAC 77 RL X, fBASRNT 0 DIFEIFAREALZ MAC 7 KL
AZEBH®T D

Version 1.06.01

XIS CFM #peZ R EL TLDIR— hDER. PLUARBEEBMERBOREZMERL T
20,

a7 &R=A

CRIT(2) CFM cross-connect. VLAN:10, Local(MD Level:5, Interface:Port1/0/1, Direction:outward) Remote (MEPID:1,
MAC:00-40-66-A8-CC-54)

7.2 CFM #4% : Error CCM Received

Log CFM error ccm. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Remote (MEPID:<mep-id>, MAC:<mac-address>)

Trap dotTagCfmFaultAlarm

EEE Warning (4)

B2 IT5—0DCFM CCM /Ty hRFIESNcCEZRLETD,

Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&H=
<mep-direction>: MEP OEEZ M. inward &7z(3 outward &R
<mep-id>: MEP ® MEPID. fEA' 0 DiFEIFFEAZ MEPID ZEKT %
<mac-address>: MEP ® MAC 77 RL X, fENA'IRT 0 DIHFE(FAREAL MACT KL
AEBKRIT D

Version 1.06.01

SIS BEERED CFM BEEDRTE. BIUREBZHEZL TS,
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7 CFM

mErE S

WARN (4) CFM error ccm. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward) Remote (MEPID:1002,
MAC:FC-6D-D1-05-E9-B4)

7.3 CFM ¥4 : Some Remote MEP Down

Log CFM remote down. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Trap dotTagCfmFaultAlarm
EEE Warning (4)
B UE—KMEPD CCM N\T Y hZERETERVWCEZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&ES
<mep-direction>: MEP OEEZ M. inward &7z(3 outward &R
Version 1.06.01
IR BRERED CFM HSREDRTE. BLURBZRERL TS,
02 &kmnp)

WARN (4) CFM remote down. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)

7.4 CFM #&4% : Some Remote MEP MAC Status Error

Log CFM remote MAC error. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Trap dotTagCfmFaultAlarm
EEE Warning (4)
B UE—HMEP TMACT7 FLRADIS —REBZERAMUIcCEZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1V %—TJ 1 —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
Version 1.06.01
XIS BEERED CFM HEEDRTE. BIOREBZHERL TS,
O RRHA

WARN (4) CFM remote MAC error. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)

7.5 CFM %41 : Some Remote MEP Defect Indication

Log CFM remote detects a defect. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)

Trap dotTagCfmFaultAlarm

BEEE Informational (6)
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UE—b MEP T CFM DRz RAMLIcC &% RLET,

B!
Parameter | <md-level>: MEP ® MD L X)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V% —7J =t —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
Version 1.06.01
XA BEERED CFM BEEDRTE. BIUREBZHEZL TS,
O &knpl
INFO(6) CFM remote detects a defect. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)
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8 CFM Extension

8.1 CFM #8ED AlS R4

Log AlS condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap TL
BEEE Notification (5)
B AlSIREIMRIIENICEZRLET,
Parameter | <md-level>: MEP ® MD LX)l
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&H=
<mep-direction>: MEP DECEZ A, inward K7z& outward KRR
<mep-id>: MEP ® MEPID
Version 1.06.01
XEI BHEREDRREBERERL TS,
O RRHA

NOTI(5) AlS condition detected. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)

8.2 CFM #8ED AlS fEER

Log AIS condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap TL
EEE Notification (5)
Bz AlIS RENMBHEESNIEC EZRLE T,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1V %—TJ 1 —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP ® MEPID
Version 1.06.01
X3RS ~E
O RRA

NOTI(5) AlS condition cleared. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)

8.3 CFM #BED LCK #&RAI

Log LCK condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)

Trap A

EEE Notification (5)
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Lz LCKREMRA SN/ EZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V¥ —TJ = —R&E=
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP @ MEPID
Version 1.06.01
XIS CFM #REZREL CVLWDIR— D, BLUARBEMERBEOREZMRAL T
ZEL
mEoE N

NOTI(5) LCK condition detected. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward, MEPID:1)

8.4 CFM #8ED LCK fEER

Log LCK condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap H U
EEE Notification (5)
B LCKREAEEEINICEZERLUED,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V45 —7 1 —RXR&H=
<mep-direction>: MEP OEEZ M. inward &7z(3 outward &R
<mep-id>: MEP ® MEPID
Version 1.06.01
XS &
02 &kmnp)
NOTI(5) LCK condition cleared. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)
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91 77 —LDxF7DF v TTL— R

Log WEXY Y UEE
[VRF <name>] Firmware upgraded by <session> successfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)
B X5 UK
[VRF <name>] Unit <unit-id>, Firmware upgraded by <session> successfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

Trap HU

EEE Informational (6)

StEA T77—LADTT7HEECTYTIL—RENfcC&EEZRUET,

Parameter | [VRF <name>] : VRF 1V X% > X% ¥VRF R{EBEIXIERT
<unit-id> : Ry I X ID ¥ RY v UK ERRKFIZIERR
<session>: v > 3 V&Rl (console, SSH, telnet)
<user-name> : 1—H'—%
<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7L X
<client-mac>: SSH, Telnet v > 3> D IS4 7> rO MACT RLA XTS5147
v RAYRIRY KT =2 Di5AEE 00-00-00-00-00-00 R
<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: JE—TTI7 71 IL%

Version 1.06.01

S 2

mEZE Nl

INFO(6) Firmware upgraded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: AEOS-
NPXXXX_RXXXXX.had)

INFO(6) Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

INFO(6) Firmware upgraded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

INFO(6) Unit 1, Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

9.2 77 —LD0xTFDT Y TTL—REK

Log

BERY Y IKE

[VRF <name>] Firmware upgraded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

B X5y UK

[VRF <name>] Unit <unit-id>, Firmware upgraded by <session> unsuccessfully
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(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

AN

Warning (4)

B!

T77—L0x7DT7yvTIL—RhRBLIECEZRLET,

Parameter

[VRF <name>] : VRF 1 >~ R& ¥ X% %VRF KfEARILIERT
<unit-id>: IRy I X ID ¥ RF v U RKERRKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >a3a>D o217V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> O MACT RLA XTS5 147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTPHY—/\—D IP 7 RL X
<filename>: A—TI7 71 IL%

Version

1.06.01

X I

BELE IPTY RLANELWA, BERREZIRED
BELILT7AIEANELWHERL TS,
BELET 7AIVDEBLT 71 LR L TIZE L,

LTS LY,

mEZE VNl

WARN (4) Firmware upgraded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: AEOS-
NPXXXX_RXXXXX.had)

WARN (4) Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

WARN (4) Firmware upgraded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

WARN (4) Unit 1, Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

93 77—ALDxF7DO7 v 0O—REIh

Log W3ERY v IRKE
[VRF <name>] Firmware uploaded by <session> successfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)
W X5y UERK
[VRF <name>] Unit <unit-id>, Firmware uploaded by <session> successfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

Trap HU

BEEE Informational (6)

StEA J7—=LAD I 7HEECTyTO—RENZEERLET,

Parameter | [VRF <name>] : VRF 1 > X% >V X% ¥ VRF KEBKRIIIERR
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<unit-id>: IRy I X ID ¥ RF v U RKERKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v > 3>DIZ14 7>V D IP 7L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> O MACT RLA XTS5147
v KAYRIRY KT =2 DA E 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: AE—5%T7 7 1 IL%

Version 1.06.01

XIS RE

mEZE VNl

INFO(6) Firmware uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-
firmware.had)

INFO(6) Firmware uploaded by SSH successfully (Username: example, 1P: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-firmware.had)

INFO(6) Firmware uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-firmware.had)

INFO(6) Unit 1, Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-firmware.had)

0.4 J7—LDT7D7yvTO— REK

Log BRIV IRE

[VRF <name>] Firmware uploaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

B X5y I

[VRF <name>] Unit <unit-id>, Firmware uploaded by <session> unsuccessfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

Trap L
EEE Warning (4)
BT J7—ALDx 707y TO—RHBKRELIECEEZRLULETD,

Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKIIIERR
<unit-id>: IRy I X ID ¥ RF v U RKERRKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3a>DIZ17V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> DI04 7> cO MACT RLA XTS5147
v RHRIRY KD =2 Di5A(E 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 RL X
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<filename>: AE—%£T7 71 I)LE

Version 1.06.01
X BELEIP 7 RLAAELWH, BERREHIRENERL TIZE L,
mErEGNl

WARN (4) Firmware uploaded by console unsuccessfully (Username: example, Server I1P: 10.1.2.3, File Name: test-

firmware.had)

WARN (4) Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-firmware.had)

WARN (4) Firmware uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-firmware.had)

WARN (4) Unit 1, Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-firmware.had)

9.5 EEE®DSY V>V O— RATH

Log

W3EXSY Y UEE

[VRF <name>] Configuration downloaded by <session> successfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

B X5y IERK

[VRF <name>] Unit <unit-id>, Configuration downloaded by <session>
successfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |P: <server-ip>, File Name: <filename>)

Trap

AN

EEE

Informational (6)

B

BRERNEBCY I YO-RENcleZRLET,

Parameter

[VRF <name>] : VRF 1> X% > R4 ¥VRF RERAKFFIERT
<unit-id>: IRy I X ID ¥ R¥ v U RKERRISIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet twv >3 >0 IZ17V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> DO MACT KL A XTS5147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: Q-7 7 1)L

Version

1.06.01

XIS

I E
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02 &bl

INFO(6) Configuration downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-
config.cfg)

INFO(6) Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Configuration downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Unit 1, Configuration downloaded by SSH successfully (Username: example, 1P: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server 1P: 10.1.2.3, File Name: test-config.cfg)

9.6 BEIEWDY UV O— XK

Log W3ERY Y IEE

[VRF <name>] Configuration downloaded by <session> unsuccessfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

B X5y TN

[VRF <name>] Unit <unit-id>, Configuration downloaded by <session>
unsuccessfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server IP: <server-ip>, File Name: <filename>)

Trap A
EEE Warning (4)
e BREHROY 7Y O—RAKRK LI EZRUED,

Parameter | [VRF <name>] : VRF /> X ¥ >V X% XVRF KEAKFIZIERTR
<unit-id>: IRy I X ID ¥ R¥ v U KERRIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet twv >3 >0 IS4 7V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS147
v RARIRY KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/\—D IP 7 FL X
<filename>: -7 7 1 IL4

Version 1.06.01

XIS BEULIP7 RLANELWA, BEFTRERIRENMERL TEE L,
BELILT 7B ELVWHERL TSIZE L,
BELILT7AIVHERLT 71 ILHREREL TS L,
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02 &bl

WARN (4) Configuration downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-
config.cfg)

WARN (4) Configuration downloaded by SSH unsuccessfully (Username: example, |P: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Configuration downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Unit 1, Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server |P: 10.1.2.3, File Name: test-config.cfg)

9.7 BEIBHD 7 v 70— RELTH

Log W3ERY Y IEE

[VRF <name>] Configuration uploaded by <session> successfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

B X5y UK
[VRF <name>] Unit <unit-id>, Configuration uploaded by <session>

successfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |P: <server-ip>, File Name: <filename>))

Trap UL
BEE Informational (6)
Bz BRIBHRMNESICT Yy TO— RSNz ExERLET,

Parameter | [VRF <name>] : VRF /> X ¥ >V X% XVRF KEAKFIZIERTR
<unit-id>: IRy I X ID ¥ R¥ v U KERRIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet twv >3 >0 IS4 7V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS147
v RARIRY KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/\—D IP 7 FL X
<filename>: JE—%£T7 7 1)L

Version 1.06.01

PSI RE

02 &bl

INFO(6) Configuration uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-
config.cfg)

INFO(6) Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Configuration uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Unit 1, Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)
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9.8 BEIBEHD 7 v 70— XK

Log

W3ERY Y IEE

[VRF <name>] Configuration uploaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

B X5 UK
[VRF <name>] Unit <unit-id>, Configuration uploaded by <session>

unsuccessfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |P: <server-ip>, File Name: <filename>)

AN

Warning (4)

B!

BRBROY v 7O— KRR LIS EZRULET,

Parameter

[VRF <name>] : VRF ¥ > X% > R4 ¥VRF RERAKFFIERT
<unit-id>: IRy I X ID ¥ R¥ v U RKERRIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet v >3 >0 IZ17V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> RO MACT KL A XTS147
v RARIRY KD —2Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/\—D IP 7 FL X
<filename>: JE—%£T7 7 1)L

Version

1.06.01

XIS

BEULLIP7 RLANELWA, BEFTREERIRENMERL TEE L,

02 &bl

WARN (4) Configuration uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-

config.cfg)

WARN (4) Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Configuration uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Unit 1, Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

9.9 OJ D7 v 70— REEh

Log

W3EXSY Y OEE

[VRF <name>] Log message uploaded by <session> successfully. (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

B XYy UK
[VRF <name>] Unit <unit-id>, Log message uploaded by <session> successfully.

(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)
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Trap TU

BEE Informational (6)

B OJXytE—IHERECT Yy TO-— RSN EZRUET,

Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKRIIIERR
<unit-id>: IRy I X ID ¥ RF v U RKERKIFFERT
<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%
<client-ip>: SSH, Telnet v >a3a>D o217V D IP 7 L X
<client-mac>: SSH, Telnet v > 3a>D IS4 7> O MACT RLA XTS5 147
v hHYRIRY KD —2 DA 00-00-00-00-00-00 TR~
<server-ip>: TFTP/FTP H—/\—D IP 7 L X
<filename>: AE—%7 7 1 IL%

Version 1.06.01

Xy E

mErE N

INFO(6) Log message uploaded by console successfully. (Username: example, Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Log message uploaded by SSH successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Log message uploaded by telnet successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Unit 1, Log message uploaded by SSH successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-log.txt)

9.0 A7 v O— K&K

Log WEXY Y IEE
[VRF <name>] Log message uploaded by <session> unsuccessfully. (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)
B X5 I
[VRF <name>] Unit <unit-id>, Log message uploaded by <session>
unsuccessfully. (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |P: <server-ip>, File Name: <filename>)

Trap HU

EEE Warning (4)

e OJXvytE—ID7y 7O—RHAKRBLIECEZEZRUETD,

Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKIIIERR
<unit-id> : IRy I X |D ¥ RX¥ v U KERRITIERR
<session>: v 3 3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H—%
<client-ip>: SSH, Telnet v >a3a>D I >4 7V D IP 7 L X
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<client-mac>: SSH, Telnet v >3 >D IS4 7> rO MACT7 RLA XT5147
v hHYBlIRY KD —2 DAL 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: AE—%T7 7 1 IL%

Version 1.06.01
Xy BELE IP 7 RLAAELWVWA, BIEFTRERIRENERL TS,
mEZE TGNl

WARN (4) Log message uploaded by console unsuccessfully. (Username: example, Server IP: 10.1.2.3, File Name: test-

log.txt)

WARN (4) Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

WARN (4) Log message uploaded by telnet unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-log.txt)

WARN (4) Unit 1, Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-log.txt)

9.11 AccessDefender BE7 71 LD > > O— RETh

Log

WERY Y IRE

AccessDefender Web page downloaded by <session> successfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

B X5y U
Unit <unit-id>, AccessDefender Web page downloaded by <session>

successfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |P: <server-ip>, File Name: <filename>)

Trap

AN

EEE

Informational (6)

B

AccessDefender #BETERIT D HTML 7 71J)L - BIfR 7 71 ILDOY OV O— RITAL
hifcCEexERLUET,

Parameter

<unit-id>: IRy I X ID ¥ R¥ v U RKERRISIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet twv>3>DIZ17>V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT KL A XTS147
v RAYRIRY KD =2 Di5AE 00-00-00-00-00-00 R

<server-ip>: TFTP 5 —/\—D IP 7 kL X
<filename>: AE—TT 7 1)L 4

Version

1.06.01

XIS

I E
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02 &bl

INFO(6) AccessDefender Web page downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File
Name: test.html)

INFO(6) AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test.ntml)

INFO(6) AccessDefender Web page downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) Unit 1, AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

9.12 771 ILDF I O— KKK

Log

W3ERY Y IEE

[VRF <name>] Downloaded by <session> unsuccessfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B X5y UK
[VRF <name>] Unit <unit-id>, Downloaded by <session> unsuccessfully

(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

AN

Warning (4)

B!

KADEZATDT 7AIDYIAO—RHAKRRLIEZEERLET,

Parameter

[VRF <name>] : VRF ¥ > X% > R4 ¥VRF RERAKFFIERT
<unit-id>: IRy I X ID ¥ R¥ v U KERRIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet twv >3 >0 IS4 7V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS147
v RARIRY KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/\—D IP 7 FL X
<filename>: -7 7 1 IL4

Version

1.06.01

XIS

BEULIP7 RLANELWA, BEFTRERIRENMERL TEE L,
BELILT 7B ELVWHERL TSIZE L,
BELILT7AIVHERLT 71 ILHREREL TS L,
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02 &bl

WARN (4) Downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-file)

WARN (4) Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server |P:
10.1.2.3, File Name: test-file)

WARN (4) Downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-file)

WARN (4) Unit 1, Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-file)

9.13 BHIRHDRT

Log W3EXY Y OEE
Configuration saved to flash by console (Username: <user-name>)
Configuration saved to flash (Username: <user-name>, IP: <client-ip>)

B XYy IEK
Unit <unit-id>, Configuration saved to flash by console (Username: <user-
name>)

Unit <unit-id>, Configuration saved to flash (Username: <user-name>, |P:
<client-ip>)

Trap L

BEEE Informational (6)

5 BREERN 75y Y1 ICRES NS EERLET.

Parameter | <unit-id>: /Rw I R |D ¥RX& v U KEARKIZIERT
<user-name> : 1—H'—%

<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7 L X

Version 1.06.01

ST RE

mEZE VNl

INFO(6) Configuration saved to flash by console (Username: example)
INFO(6) Configuration saved to flash (Username: example, IP: 192.0.2.100)
INFO(6) Unit 1, Configuration saved to flash (Username: example, IP: 192.0.2.100)
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10 Console

10.1 Console O > ETh

Log Successful login through Console (Username: <user-name>)

Trap AN

BEEE Informational (6)

B AAA BRENMEZN IS ED. VY —ILREOOJI VICHSI LI EZERLE T,
AAA BEENBMEIHBEDOT 1 VIO T(F AAABEZSRL T IZS L,

Parameter | <user-name>: 1—H—& XOJA VK1Y —ZZANT DHEDETVERE/N
& —>DHBE(E Anonymous FRiR

Version 1.06.01

XIS RE

O RRHA

INFO(6) Successful login through Console (Username: example)

10.2 Console O 1 V&K

Log Login failed through Console (Username: <user-name>)

Trap TL

EEE Warning (4)

B AAA BRENMEZN IS ED. VY —ILREOOJI VICKB LI EZERLE T,
AAA BEEN BRI EDOT 1V ABOV (3 AAA BEZSRL TS,

Parameter | <user-name>: 1—H—& XOJA VRICI—Y—ZZANT DHEDTVKRE/N
& —>DHBE(E Anonymous FRiR

Version 1.06.01

XIS A—Y—%& KRT—RPMELWLWHAEREL TS,

AJRRPGl

WARN (4) Login failed through Console (Username: example)

10.3 Console A7

Log Logout through Console (Username: <user-name>)
Trap VAa )
EEE Informational (6)
B VY —=IBAOE Y3 vhAAd 7oLl EZRLET,
Parameter | <user-name>: 1—HY—% XOJA VKICI—Y—-RZANTDRLEDETVNEE/N
& —>DHBE(E Anonymous FRiR
Version 1.06.01
XIS &
mErE N
INFO(6) Logout through Console (Username: example)
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10.4 Console v a1 LTIk

Log Console session timed out (Username: <user-name>)

Trap VAl

BEE Informational (6)

B! AVYV—=IBADEY a3V LT DL EERLET,

Parameter | <user-name>: 1—HY—& XOJ4 VEIC1I-—H—-&ZZANTDIHEDEZNERE/N
& —>DHBE(E Anonymous KR

Version 1.06.01

PSI RE

mErE SR

INFO(6) Console session timed out (Username: example)
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11 Counter

1M1 YR—=IAY MIR— DTS —HIT VY —1&RA

Log Detected <counter> <error-counter-name>on mgmtO0

Trap AN

BEE Notification (5)

B NARZ—=—IAYIR=bDIS—HAIVI—DHOY hERALIECEZRULET,

Parameter | <counter>: H Y &

<error-counter-name> : TS —HT VY —DEH]
» rxFCSErrorPkts
 rxAlignmentErrorPkts
 rxCodeErrorPkts
 rxUndersizedPkts
* rxOversizedPkts
« rxFragmentPkts
* rxJabbers
« rxDropPkts
« txExcessiveDeferralPkts
« txFCSErrorPkts
- txLateCollisionPkts
« txExcessiveCollisionPkts

« txDropPkts
Version 1.06.01
PSI T=TIWOBKRICEDHEE. ¥_EBECEAT DHERENIEAETT, AOTNE
FICHETDHE(F. BERECARE., GERICOVWTERKE., BRURTEZER
Le<L<7iZE,

02 &bl

NOTI(5) Detected 2 rxFCSErrorPkts on mgmt0
NOTI(5) Detected 1 rxAlignmentErrorPkts on mgmt0
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12 D

HCPv4 Relay

12.1 /%0y bXERK

Log Cannot send packet
Trap VAe )
BEE Error (3)
Bz DHCPv4 UL —h/\Ty hERFRETELWT EZRULET,
Parameter | 7% L
Version 1.06.01
PSR LEDHRE. FLFEHRICEENRELTVWDAREEAHDXFI DT, LUTZHERLT
<FEEL,
« REDRTEIRRE
B, BLUERRN— NORERE
02 &kmnp)

ERRO(3) Cannot send packet
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13 DHCPv4 Server

13D

HCPv4 Server

13.1 DHCP Y —/\— &l

Log DHCP server

Trap AN

BEE Informational (6)

B! DHCPv4 —/\—DBfbeNicC & ZRLET,
Parameter | 7% L

Version 1.06.01

XTIt RE

O &knpl

INFO(6) DHCP server

13.2 DHCP DISCOVER /X7 v 315

(REXY D=2 TAVK)

Log DHCPDISCOVER from <mac-address> via <vlan-name | giaddr>:unknown
network segment
Trap L
BEEE Informational (6)
Bz DHCP U —/\—#%gE&K /(3 DHCP U L —#BEICHWT. FBARY RD—J €I XV bk
H 5D DHCP DISCOVER /Xy hZERELIECEZRLETD,
Parameter | <mac-address>: DHCP 25147~ h®dD MAC 7 KL X
<vlan-name>: DHCP DISCOVER /{4 hZ&EZ{E L7z VLAN £
<giaddr>: /\Z7v A BERELIEYL—I—-Iz VK IP7RLR
Version 1.06.01
XSG DHCP & —/\—#&8EX7/z(3 DHCP U L —#EEICEAT 2R EAR TR L TS L,
02 &kmnp)
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via VLAN0020:unknown network segment
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via 172.16.100.100:unknown network segment

13.3 XETY TRy SO

Log Packet from unknown subnet: <ip-address>
Trap VAa )
BEEE Informational (6)
Bz INTY EDOXEETZE#HANTELVWC EZRULET,
Parameter | <ip-address>: KH®D IP 7 KL X
Version 1.06.01
X I &
mEZE &N

INFO(6) Packet from unknown subnet: 192.168.1.100
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13.4 DHCP REQUEST /\oJ v h5&(E

(ERZNIFAH)

Log DHCPREQUEST for <client-ip> (<server-ip>) from <mac-address> (<host-
name>) via <vlan-name | giaddr>: lease <client-ip> unavailable
Trap TL
EEE Informational (6)
A DHCPV4 H—/\—[CHEVWTEIDETOEND IP 7 RLANMEWC EZRLET,
Parameter | <client-ip>: DHCP 54 7Y hAEKLIIP 7 RL X
<server-ip>: DHCPv4 5 —/X\—D IP 7 RFL X
<mac-address>: DHCP 517> h®D MAC 7 kL X
<host-name>: DHCP 7 514 7Y hDKRR h 4
<vlan-name> : DHCPv4 H—/\—h"E#{b TN/ VLAN £
<giaddr>: /Ty hhSEEBLEYL—I—I VM IP7RLR
Version 1.06.01
XTIt RE
O &knpl

INFO(6) DHCPREQUEST for 192.0.2.1 (192.168.20.254) from 00-00-5E-11-11-11 (C13772) via VLANOQOQ20: lease
192.0.2.1 unavailable

13.5 /W7y haXfEXRM

Log Cannot send packet
Trap A
BEE Error (3)
B! DHCPv4 B —/\—=Hry R EXETELVWC EZRLET,
Parameter | 7L
Version 1.06.01
ISV LEBEDHRE. FEIEFOHRICEENEELTCVWDABEUENHDEITDT, UTZHERELT
<FEEL,
< KEDREIRRE
B, BLUERRK—NOREFE
mErE N
ERRO(3) Cannot send packet
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14 D

HCPv6 Client

14.1 DH

CPV6 V517>V hDBER /B3

Log

DHCPv6 client on interface <if-name> changed state to enabled
DHCPv6 client on interface <if-name> changed state to disabled

Trap L
EEE Informational (6)
AieA MR VLAN 125 =T 2 —XICHE VT, ipv6 address dhcp AN R T DHCPV6 5
A7V D ER. FEFENDCHRESNCIEZRUET,
Parameter | <if-name>: DHCPV6 V541 7Y b V5 —T T —ADEAH]
Version 1.06.01
FSIR RE
AT &R~

INFO(6) DHCPv6 client on interface vlan10 changed state to enabled
INFO(6) DHCPv6 client on interface vlan10 changed state to disabled

14.2 IPv6 7 FL ZADEHS

Log DHCPv6 client obtains an IPvé6 address <ipv6-address> on interface <if-name>

Trap H U

EEE Informational (6)

SR DHCPV6 75414 7> . DHCPv6 B —/\—H'5 IPv6 7 RLAZERR LI & &R
LET,

Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7 IPv6 77 R L X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI

Version 1.06.01

XSG &

O &kmnp)

INFO(6) DHCPv6 client obtains an ipv6 address 2001:db8:10::2 on interface vlan10

14.3 IPv6 7 F L ADEF %

Log The IPv6 address <ipv6-address> on interface <if-name> starts renewing
Trap Vil
BEEE Informational (6)
Bz DHCPv6 H—/\—hBBUE L/ IPVv6 7 RL ADEFHZHB LI CEZRULE T,
Parameter | <ipv6-address>: DHCPv6 ' —/\—HBEBE L/ IPv6 7 RL X
<if-name>: DHCPV6 51 7Y R V5 —T 1 —ADEHI
Version 1.06.01
X I &
mEZE &N

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 starts renewing
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14.4 |IPv6 7 L ADEFTEIN

Log The IPv6 address <ipv6-address> on interface <if-name> renews success
Trap VAl
BEE Informational (6)
SRR DHCPv6 U —/\—HBEE LTz IPv6 7 RL RIE, ERBICEHRSNILCIEZRLET,
Parameter | <ipv6-address>: DHCPv6 ' —/\—HBEBE L/ IPv6 7 KL X
<if-name>: DHCPv6 V51 7> b V5 —T T —ADEH]
Version 1.06.01
XIS &
O &kmnfp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 renews success

14.51Pv6 7 RLADUNRA VT« VTR

Log The IPv6 address <ipv6-address> on interface <if-name> starts rebinding

Trap L

BEEE Informational (6)

Bz DHCPv6 B—/\—H BB L IPVv6 7 RLZADUNA VT 1« VD &R LI E%ER
LET,

Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7 IPv6 77 R L X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI

Version 1.06.01

X I &

02 &kmnp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 starts rebinding

14.6 IPV6 7 RLZADUNA VT 1 > TN

Log The IPv6 address <ipv6-address> on interface <if-name> rebinds success
Trap VAe )
EEE Informational (6)
Bz DHCPv6 B—/\—H BB L IPv6 7 RLR(E. EBICUNAI VYT IdEanikle
ZRUET,
Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7z IPv6 77 R L X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI
Version 1.06.01
X I &
mEoE N
INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 rebinds success
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14 DHCPv6 Client

14.7 IPv6 7 E L XD

Log The IPv6 address <ipv6-address> on interface <if-name> was deleted

Trap VAl

BEE Informational (6)

B! DHCPv6 B —/\—D BB L7 IPv6 7 RL ADHIBRENC EZRLE T,

Parameter | <ipv6-address>: DHCPv6 H—/\—H'BEUS L7z IPv6 7 KL X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI

Version 1.06.01

XIS E

02 &kmnp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 was deleted

14.8 DHCPV6-PD V5S4 7 > hDES /E%h

Log DHCPv6 client PD on interface <if-name> changed state to enabled
DHCPv6 client PD on interface <if-name> changed state to disabled
Trap VAa )
BEE Informational (6)
A MR VLAN V& =T —XIZHEWNWT, ipv6 dhep client pd A¥ > KT DHCPv6-
PDUSA 7Y SO ER. FFEBCHRESNLCEERLET,
Parameter | <if-name>: DHCPv6 75414 7> K PD A V5 —7 1 —RADEH]
Version 1.06.01
XSG &
02 &kmnp)
INFO(6) DHCPv6 client PD on interface vlan10 changed state to enabled
INFO(6) DHCPv6 client PD on interface vlan10 changed state to disabled

14.9 IPv6 LT 1 v U ADEE

Log DHCPv6 client PD obtains an IPv6 prefix <ipv6-prefix> on interface <if-name>
Trap VAa )
BEE Informational (6)
B2 DHCPv6 V547> K PD(d. ZEIL—Y—NDBIPV6 TLT1 v IRZEBRBLIECE
ZRULET,
Parameter | <ipv6-prefix>: ZEIL—F—HD OB L IPv6 FL 71 v IR
<if-name>: DHCPV6 V5117V K~ PD A V& —T T —RAD4AHI
Version 1.06.01
X3 ~E
mEoE N
INFO(6) DHCPv6 client PD obtains an ipvé prefix 2001:db8:aaaa:bbbb:: on interface vlan10
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14 DHCPv6 Client

14.10 IPv6 7L T 1 v U ADEH B

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> starts renewing
Trap A
BEE Informational (6)
Btz REI—Y—HDOEE LI IPV6 LT v I ROBHFHZRB LI EZRULET,
Parameter | <ipv6-prefix> : ZEIL—F—HBEUS LI IPv6 TLT 1 v I X
<if-name>: DHCPv6 517> Kk PD 1V 4¥—7 = —XDAH]
Version 1.06.01
X E
O RRHA

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 starts renewing

1411 IPv6 LT« v U ADEFHIH

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> renews success
Trap TL
BEEE Informational (6)
B ZEIL—I—HDOBELIIPV6 TL T v VRN ERICEHRENLCEZRULET,
Parameter | <ipv6-prefix>: £EFEI—F—NOBUS L IPv6 TLT 1 v IR
<if-name>: DHCPV6 V517>V K PD 1V ¥—TJ T —ADEAH]
Version 1.06.01
X RE
mloE N

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 renews success

1412 IPv6 LT v I RADINA VT« VTR

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> starts rebinding

Trap A

BEEE Informational (6)

B REI—Y—HDOEELEIPV6E LT v IRODIUINA VT VT ZRRLIcC &%
~UET,

Parameter | <ipv6-prefix>: ZE/L—F—HD OB L IPv6 FL T 1 v IR
<if-name>: DHCPV6 547>V Kk PD A V¥ —7J 1 —AD&H]

Version 1.06.01

X3 RE

O RRA

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 starts rebinding

1413 IPv6 LT v I RADINA VT 1 >V TN

Log

The IPv6 prefix <ipv6-prefix> on interface <if-name> rebinds success
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14 DHCPv6 Client

Trap TU

BEE Informational (6)

B FEN—F—HOBEBLIEIPV6 TL T v IRZEERICUINAM VT 1T LIl e
~UERT,

Parameter | <ipv6-prefix>: ZFE/IL—F —HOEUS L IPv6 TLT 1 v IR
<if-name>: DHCPv6 V217> Kk PD 1 V¥ —7 = —XDEAH

Version 1.06.01

X iy 03

02 &kmnp)

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 rebinds success

14.14 IPv6 7L T 1 v U ADEWR

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> was deleted

Trap TL

EEE Informational (6)

B REI—Y—HDOEE LI IPV6 LT v v I RANBIREN/ZEZRUET,
Parameter | <ipv6-prefix>: ZEIL—F—HBEUS LI IPv6 TLT 1 v I X

<if-name>: DHCPv6 517> Kk PD 1V 4¥—7 = —XDAH]

Version 1.06.01

X RE
O &knpl

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 was deleted
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15 DHCPv6 Relay

15 DHCPv6 Relay

15.1 DHCPv6 U L —DE%h,/ %D

Log DHCPvV6 relay on interface <if-name> changed state to enabled
DHCPv6 relay on interface <if-name> changed state to disabled

Trap L

BERE Informational (6)

A MR VLAN V& —T 1 —XIZHEWT, ipv6 dhep relay destination IY¥ Y KT
DHCPv6 UL —N"ER. RICBFEMCRESNLCEZRLET WRVLAN TV
=T 1 —ATERAD 1 DARESNLBRICEMOINEASN, 1 DERENEL
BoBRICENOINEAESNE T,

Parameter | <if-name>: DHCPV6 UL —I—I TV AT —T T —ADEH

Version 1.06.01

SIS RE

mEZE VNl

INFO(6) DHCPv6 relay on interface vlan10 changed state to enabled
INFO(6) DHCPv6 relay on interface vlan10 changed state to disabled

15.2 /X w REELK

Log Cannot send packet6

Trap TL

BT Error (3)

BrkZ DHCPv6 UL —h /Ty hEREETEBRWC EZRLET,

Parameter | 75 L

Version 1.06.01

K KBEORE. FFERICEENHKELTCVDAREENSDXRIDT, UTZEHERLT
<72EW,

« KB DRERE

- Blig. BXUERR— FORERE

02 &bl

ERRO(3) Cannot send packet6
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16 DHCPv6 Server

16 D

HCPv6 Server

16.1 DHCPv6 B —/X\—F— )LD IPv6 7 RL XD LR

Log The address of the DHCPv6 Server pool <pool-name> is used up

Trap AN

BEEE Informational (6)

Bz DHCPv6 —/\—T—=)LD7 RL R ZFEWNW >l &ZRLET,

Parameter | <pool-name>: DHCPv6 & —/\—7— )LD %A

Version 1.06.01

X DHCPV6 B—/\—=T—JLICEWVWTEID Y THELEY RLABDREZREL TKEE

LYo
O RRHA

INFO(6) The address of the DHCPv6 Server pool v10-pool is used up

16.2 E|D X4 TH[HE IPv6 7 KL XD LR

Log The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to
4096

Trap L

BEEE Informational (6)

Bz B|D Y THEH IPv6 7 RLRAEA 4096 (Lol EZRLET,

Parameter | 7L

Version 1.06.01

X3RS DHCPV6 75147 R LR (4096) ZBRIENELSICLTLIZE W,
O RRHA

INFO(6) The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to 4096

16.3 DHCPv6 B —/\— =&l

Log DHCPv6 server

Trap L

BEEE Informational (6)

B! DHCPv6 —N\—HFfbenicC e ZRLET,
Parameter | 7L

Version 1.06.01

Xy &
mErE N

INFO(6) DHCPv6 server

16.4 XETTY TRy MO

Log

No subnet found for link-addr: <ipv6-address>

Trap

AN
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16 DHCPv6 Server

BEE Informational (6)
36 DHCPV6 H—/\—[CHWT. DHCPV6 UL —/Wry hEZE LA, TR Y b
D—=0DY TRy MEBIFELBEVWCEZRLET,
Parameter | <ipv6-address>: UL —aN/c/\Ty hHASEIBLE IPV6 UV IT7 KL R
Version 1.06.01
it i DHCP O T7xvw hEREZRELTIIZE,
a7 &R=A

INFO(6) No subnet found for link-addr: fd00:192:168:20::100

16.5 DHCP REQUEST /X7 v h%A{F

(ERZNIFAH)

Log <dhcpvé6-type> from <client-duid> via <vlan-name> not leased
status=NoAddrsAvail
Trap TL
B Informational (6)
B DHCPV6 H—/\—[CEWVWTEIDHETHND IPv6 7 RLANEWC & ZRLET,
Parameter | <dhcpv6-type>: DHCPv6 Xwvt&—3I 441~
<client-duid>: DHCPv6 7217~ b® DUID
<vlan-name>: Z{F L7/ Y bHBEUS L7z VLAN £
Version 1.06.01
XFIE ZOHTDIPV6 7 RLRADEHEZREL TS,
O RRHA

INFO(6) SOLICIT from 00:01:00:01:29:¢c1:d7:73:00:00:5e:22:22:22 via VLAN0O10 not leased status=NoAddrsAvail

16.6 /X v REERK

Log Cannot send packet6
Trap TL
BT Error (3)
B! DHCPv6 O —/\—=m /Ty R EXETELRVWCEZRLET,
Parameter | 7L
Version 1.06.01
XA RBEDHRE. FEFERICEBNMREELTCVDIAREENSDERI DT, UTEERLT
<7ZEW,
« KEDREIRRE
- [BiR. BIUEHRR—OREFE
mloE N

ERRO(3) Cannot send packet6

16.7 DHCPv6 7Ot REE

Log

A problem was encountered with the process

Trap

AN
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16 DHCPv6 Server

BEEE Informational (6)

Bt DHCPV6 —N\—TOE AN BETHD & &ERLET,

Parameter | ZL L

Version 1.06.01

X$ht clear ipv6 dhcp binding AV Y RZE{TUTEBESETILEE W,

mEZE VNl

INFO(6) A problem was encountered with the process
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17 ERPS

17 ERPS

17.1 ERPS EE&RA

Log Signal fail detected on node (MAC: <mac-address>, instance <erps-instance>)
Trap AN
EEE Warning (4)
B 120UV T /- R TCESEEEZRMLILCEZRLET,
Parameter | <mac-address>: ./ —RDYRXFTLAMACT KL X
<erps-instance>: /— D1V A VR ID
Version 1.06.01
X3 ERPS UV T LDy b — U BEBRRIIIEEBICEENFKE LICAIREENH D XTI,
XY hI—UDREEEEIBSE TS0,
mlrE N

WARN (4) Signal fail detected on node (MAC: 00-40-66-A8-CC-36, instance 1)

17.2 ERPS EEE&IH

Log Signal fail cleared on node (MAC: <mac-address>, instance <erps-instance>)
Trap VAa )
EEE Warning (4)
Bz 120UV T/ —ROESEENMEEESNIEZRULET,
Parameter | <mac-address>: /— kDI RXT LA MACT7 KL X
<erps-instance>: /—RDAYRXY VR ID
Version 1.06.01
X I &
02 &kmnp)

WARN (4) Signal fail cleared on node (MAC: 00-40-66-A8-CC-36, instance 1)

17.3 RPL A —F—DEHERA]

Log RPL owner conflict on the node (MAC: <mac-address>, instance <erps-
instance>)
Trap Vil
EEE Warning (4)
tEA YO RPLA—F—/—RTHIDO RPLA—F—/—RZEBRALIZCEZRULET,
Parameter | <mac-address>: /— kDI AT LA MACT7 KL X
<erps-instance>: /—RDA1YRXY VX ID
Version 1.06.01
PSR AEE., BLUR—YYITADEED ERPS BREZREL TS,
mEoE N/l
WARN (4) RPL owner conflicted on the node (MAC: 00-40-66-AC-2C-90, instance 1)
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18 Fan

18 Fan

18.1 7 7 VEEERE

Log BEET 751 7D5EE (ApresiaNP3000-24T8X4Q (EE DC BREES D))
Unit <unit-id> Back Fan <fan-id> failed
BO7V1=y 51 TD5EE (ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X)
Unit <unit-id>, Fan module <fan-module-id> failed
Trap npFanFault
EEE Critical (2)
B TJ7Y, FET77V1Zy hHEETHDCEZRLET,
AEOS-NP3000 Ver. 1.10.01 L ETI(E. UTDHBEBHENENEKT,
cEBBEFTOT Iy hERELICES
EBRERICHEREROT 71y b FET7 712y RREBADZEE
Z7AOY AT ETEHDHEE
Parameter | <unit-id>: /Rwv 2 X ID
<fan-id>: 77> ID
<fan-module-id>: 77> ®DEYa2—/JL ID
Version 1.06.01
SR show unit ¥ R, 8K show environment AV Y R TR ERERE. show
tech-support IV Y RTEERBRZIE L. DENHNEERERRE BET 751
N FRET7VIAZY IR (T7YA2y hYA ) ZTREKEE W,
02 &kmnp)

CRIT(2) Unit 1 Back Fan 1 failed
CRIT(2) Unit 1, Fan module 1 failed

18.2 7 7 VEEENH

Log BEET 751 7D5EE (ApresiaNP3000-24T8X4Q (EE DC BREESD))
Unit <unit-id> Back Fan <fan-id> back to normal
BO7Y1=y b1 TD5E (ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X)
Unit <unit-id>, Fan module <fan-module-id> back to normal
Trap npFanRecovery
BEE Informational (6)
B J7Y, FrlFT7r7vIZy bAMEIRLIECEZRLE T,
AEOS-NP3000 Ver. 1.10.01 XETIE. U TOHBEEHASNET,
cEBEBHEPIC. ZETFVRAOAYMIT 7Yy bZEEALLCES
Parameter | <unit-id>: 7Rwv 2 X ID
<fan-id>: 77> ID
<fan-module-id>: 77> DEJa2—JLID
Version 1.06.01
XS &
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18 Fan

02 &bl

INFO(6) Unit 1 Back Fan 1 back to normal
INFO(6) Unit 1, Fan module 1 back to normal

183 771w cDEA

Log Unit <unit-id>, Attached fan module <fan-module-id>

Trap npFanAttached

EEE Informational (6)

B 771y b1 F(ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X) (CH L
T KEBICT77yA=y hHpERORIFoNcCEZRLET,

Parameter | <unit-id>: /Rwv 2 X ID
<fan-module-id>: 7 7 @€ a—JL ID

Version 1.06.01. Trap (£ 1.10.01

SRS RE

02 &kmnp)

INFO(6) Unit 1, Attached fan module 2

18.4 771w hDIRE

Log Unit <unit-id>, Detached fan module <fan-module-id>
Trap npFanDetached
EEE Critical (2)
B 771wy b1 F(ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X) (CH L
T KBNS T 7VIAZy hHARDASNZEZRLET,
Parameter | <unit-id>: /Rwv 2 X ID
<fan-module-id>: 77> DEJa2—JLID
Version 1.06.01. Trap (£ 1.10.01
it &
mEZE Nl
CRIT(2) Unit 1, Detached fan module 2

18.5 77> 1Z vy ORI T RAF—BEDRA]

Log Unit <unit-id>, Fan module <fan-module-id> detect abnormal <airflow-type>
airflow

Trap L

BEEE Critical (2)

B 771w b1 F(ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X) (CH LN
T, 7773y bR ARAARA—R R LI CEZERUET,

Parameter | <unit-id>: /Rv 2 X ID
<fan-module-id>: 7 7 @€ a—JL ID
<airflow-type> : =@M L7 7> 1=y bORFER AR
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18 Fan

Version 1.06.01

XIS ApresiaNP3000 ') —XTld. EHERSHEFEIDOTI 71y b/ BRIZY M3
HR—KkLTWEWEZH, KUY R—rDT7 712y N /BRIZY bZEEOALTL
20\

mEE Nl

CRIT(2) Unit 1, Fan module 2 detect abnormal intake airflow
CRIT(2) Unit 2, Fan module 2 detect abnormal exhaust airflow

18.6 77 1= v hORBFX A EFR—BDHEH

Log Unit <unit-id>, Fan module <fan-module-id> airflow back to normal

Trap VAe )

EEE Informational (6)

e 771w by 4 F(ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X)(CH L
T, 7732y bOBREERARARA—BAE LI EZRLETD,

Parameter | <unit-id>: 7/Rwv 2 X ID
<fan-module-id>: 7 7 @€ a1—)L ID

Version 1.06.01

ST RE

02 &kmnp)

INFO(6) Unit 1, Fan module 2 airflow back to normal

18.7 BR1=-w hDT 7 VEERLE

Log Unit <unit-id>, Power <power-id> fan failed

Trap H U

EEE Critical (2)

Bl BR1-v b5 7 (ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X)IZH T,
BRIZY DT 7UNERETHD_EZRLET,

Parameter | <unit-id>: /Rwv 2 X ID
<power-id>: BIR1=v ~ ID

Version 1.06.01

it show unit Y R, KU show environment I¥ > R TR ERETZEZ. show
tech-support I¥VY RTRERBHRZIEL. RENHNEERI=- Y bORMWZE K
<IEEL,

AT &R~

CRIT(2) Unit 1, Power 1 fan failed

18.8 BR1=-v b7 7 VEEEIR

Log Unit <unit-id>, Power <power-id> fan back to normal
Trap Y
BEE Informational (6)
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18 Fan

B BR1=v %1 7 (ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X) ICH T,
BRI1IZY hDT77UNMEHLEZEZRULETD,

Parameter | <unit-id>:MRv 27X ID
<power-id>: BIR1=v ~ ID

Version 1.06.01

Xy &

mErE N

INFO(6) Unit 1, Power 1 fan back to normal

18.9 BRI = v DR EAR—EDORA]

Log Unit <unit-id>, detecting abnormal air flow

Trap L

BT Critical (2)

Bl BR1-v b5 7 (ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X)IZH T,
BRIZY FOREKARARA—BZRAM LI EZRLED,

Parameter | <unit-id>: 7/Rv 2 X ID

Version 1.06.01

K ApresiaNP3000 U —XTl3, BEHRIBIEFRDI 71y b/ BRIZY b
PR—ELTWEWES, KRYR—bDT7 71y b /BRIZY hZEDOALTL
ZEL

O RRHA

CRIT(2) Unit 1, detecting abnormal air flow

18.10 BIR1=v ~DORHER T AAR—HDEN

Log Unit <unit-id>, abnormal air flow back to normal
Trap L
EEE Informational (6)
B BRIy 51 7 (ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X)([CH T,
BRIZY FOREKABRFA—BHBELICEZRLED,

Parameter | <unit-id>: /Rv 2 X ID
Version 1.06.01
XIS &
02 &kmnp)

INFO(6) Unit 1, abnormal air flow back to normal
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19IPT« LUFy RTO—REv 2+

19IPTF«LOTy R7O0—RF¥ R b

191 BHEYTRXY METIPTALITY RTO-RFrvARHEL—H

Log IP Directed Broadcast packet rate is high on subnet (IP: <ip-address>)

Trap AN

BEEE Informational (6)

B IPTaLITy RTJO—-—RFvADL—bA HFEOT TRy b ET1#HHEIC 50/
Ty bhEBAIcCEERULET,

Parameter | <ip-address>:IP T« L7y RTO—RFv X DL IP 7 KL X

Version 1.06.01

X IPF« L7y RTO—-RF v ADEETHRNOAREL IPT LTy RT0O—
By A RNT Y hZXELTOWEWHERL TIZE LY,

O RRHA

INFO(6) IP Directed Broadcast packet rate is high on subnet (IP: 192.168.20.255)

19.2IPFs L o7y RTJO—-RFv XA HEL—F

Log IP Directed Broadcast rate is high

Trap TL

BEEE Informational (6)

B! IPT4LITy RTJO—RFrIALDL—KA 1#EICT100 /W0y hZEBRX &
ZmLET,

Parameter | 7L

Version 1.06.01

Xt IPT«LYTy RTJO-RFv ANDEETHANOAERIPTAL YTy RT7O—
RFv ARy hZEEELTOVELWAMERL TSV,

O RRHA

INFO(6) IP Directed Broadcast rate is high
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203 TV hU—

203 T RY—

201 L3 TV MY —D/\v > aEE

Log L3 host <ip-address> could not be added to the cache table

Trap VAe )

EEE Warning (4)

Bz I3ZVRY—D/N\YVaBRTIY RN —BERTEBRNCEZRLED,

Parameter | <ip-address>: L3 TV hU—N/\v I aEBRTIY ) —F{HETELWIP ZRLX

Version 1.06.01

PSI RE

mErE &R

WARN (4) L3 host 192.0.2.100 could not be added to the cache table
WARN (4) L3 host 2001:db8::5 could not be added to the cache table
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21 LACP

21 LACP

211 R— b FvyRILDT7 Y
Log Link Aggregation Group <group-id> link up
Trap linkUp
BEE Warning (4)
B R=bFvRIVIIN—THNI o7y Tl &ZRLED,
Parameter | <group-id>: UV o7 v FUIR—bFv¥RILDITIL—TF 1D
Version 1.06.01
X RE
O &knpl

WARN (4) Link Aggregation Group 5 link up

212 IR— b F ¥ RILDT TV
Log Link Aggregation Group <group-id> link down
Trap linkDown
BEEE Error (3)
B R=hFvRIVIN—=THNV o5V LIl &ZmRULET,
Parameter | <group-id>: Y50 LIciR—bF v RILOIIL—T 1D
Version 1.06.01
X BRWNERD Y OF TV THNIIHIGIEARETT,
LACP DWW ITNADIR— A Up THNIFBEFIRETI N Ry hT—THeR. &
I IMEEBICEENRELLARENSHD XTI, Xy hT—JDBEEZERSE T
AN
O &knpl
ERRO(3) Link Aggregation Group 5 link down

21.3 XV /)\—R— b DFr&

Log <ifname> attach to Link Aggregation Group <group-id>

Trap A

BEEE Notification (5)

B AV IN=IR—= hHR— b FrRIVITI—TICREBLIECEZRLET,
Parameter | <ifname>: /R— ~hF v RILICFAB T DR—bDA V5 —-T -4

<group-id> : IR— b DFABSER— b F v RILDJIL—TID

Version 1.06.01

X3 RE
O RRHA

NOTI(5) Port1/0/1 attach to Link Aggregation Group 5

69/161




21 LACP

21.4 X2 )\—R— b ORERE

Log <ifname> detach from Link Aggregation Group <group-id>

Trap A

BEEE Error (3)

Btz AV IN=IR—= DR —= b FrRIVITIN—ThodlLicC&ZRmULET,

Parameter | <ifname> ! IR— b F v RILN GBI DIR— D1V 5 —T -4
<group-id>: IR— b Z& 3 2/R— b F v RILDTIL—TF 1D

Version 1.06.01

X$ht BN YO0V THENIEHIBIERETT,
LACP DfsDW\TNADR— A Up THNIFBERRETI N Ry hD—TUHgR. &
I IEEBCEENRELLTRENHDET, Xy hNT—JDBEEZEIRSE T
S

O RRHA

ERRO(3) Port1/0/1 detach from Link Aggregation Group 5

21.5 FA— LACP ECTEEO T /)\1 ALEHZRH

Log LACP: LAG <group-id> detected multiple system-id on <ifname>
Trap H U
BEEE Error (3)
B E— LACP L CEHEOMEEBNMERSNIcCEZRLET,
CDIREEDRE L. lacp timeout FREN long FBE (T 7 AL M) DIFEIFH 30 W&
(2. short FREDHBEIFN 1 W& ICAROATNHEASNFITET,
Parameter | <group-id>: /R—cF¥RJLDIIL—TFID
<ifname> ! IR—bhD1 V5 —-T 1 —X%
Version 1.06.01
PSR B—R—bF v RIVICEHROELZDZHNAEBNMERSN TS AREENH DD, XA
HEBEDERZEERL TIEE,
mEoF N
ERRO(3) LACP: LAG 5 detected multiple system-id on Port1/0/2

21.6 LACP 1 L7 7 FREDA—E

Log LACP: LAG <group-id> detected timeout mismatch on <ifname>

Trap A

BEEE Error (3)

B BERBENMEKE T, LACPYT LAY I RRENELDCEERLETD,
C DIREEDRE L. lacp timeout FREN long FBE (T 7 AL M) DIFEIFH 30 W&
(2. short REDZEFHN 1 M &(CAROTAEDEIN®ITET,

Parameter | <group-id>: /R—cFvRILDTIL—T ID
<ifname> ! IR— kDA VF—-T 1 —R%
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21 LACP

Version 1.06.01

SIS BEBEXIITHMEED LACP YT AT IREREZREL T, LACP Y1 AT I NRE
TR TLSIEELY,

mErEGNl

ERRO(3) LACP: LAG 5 detected timeout mismatch on Port1/0/2

21.7 LACPDU ZE¥ 1 L7 D &

Log LACP: LAG <group-id> LACPDU receive timer expired on <ifname>

Trap TU

BEE Error (3)

Bz LACP ¥4/ —hET LicC&ZERLUET,

Parameter | <group-id>: /R—cFvRILDTIL—T ID
<ifname>: R—bDAVH¥—T 1 —R%

Version 1.06.01

SV M=K UVIFOY LTVNDEE. JIBIEFRETT,
R=bNUYOT7yvTLTVWBDEE. BERLTVDIHNHEED/R— MA LACP /R— ~
THOWD B UL IIMEEBICEENFEELLIREENH D T, MREBEDR— &
E. BPLOEEBEREZRLTIZEL,

mErE SN

ERRO(3) LACP: LAG 5 LACPDU receive timer expired on Port1/0/2

21.8 SV LAYV IBRBEIC K DI TV RE

Log Link Aggregation Group <group-id>: <ifname> Shrink by less minimum link
port.

Trap L

EEE Warning (4)

Bz AITA4YvIE—ROR—=bFvRILICENT, 7y TRED XV /\—R— FEHFIE
Uy OBED VBB oIleth. "EINAV VY IBRIC KDY O VREE ([CEBEESN
fcl&EZRLET,

Parameter | <group-id>: /R—rF¥R)LDIIL—TFID
<ifname>: R— DA V¥ —T T —R%

Version 1.10.01

PSR BERMRRECKDEATHNEHBIFARETT, 22 THVEEIF. XY hD—T#
2. FRIMMCEBCESENRELLARENHDFT, RV NT—JDEEZEIESE
TLEEL,

02 &kmnp)

WARN (4) Link Aggregation Group 3 : Port1/0/1 Shrink by less minimum link port.

21.9 SR LYYV IRBBEIC L DY IV IRRBOREER

Log

Link Aggregation Group <group-id>: <ifname> Clear minimum link down
mode.
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21 LACP

Trap A
EEE Warning (4)
StER AITAVIE—RDIR—F v RIVICBEWT, 7Y TREICHDCENTEDAY

N=IR—= MO RIEY Y VB E[CHE S fcfesh. TEINRAY YV IBERICK DY IR
B MRS NIcCEZRLETD,

Parameter | <group-id>: /R—cFv¥RJLDIIL—TFID
<ifname> : R— DA VY —-T 1 —RA%

Version 1.70.01

45 I E

02 &bl

WARN (4) Link Aggregation Group 3 : Port1/0/1 Clear minimum link down mode.
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22R—KUFVEFV

22 R—kUFVFV

22.1 Secondary /R— hA' Active RREICER

Log Redundant <group-id>: Active interface has been changed to secondary <port-
num>
Trap Vil
EEE Warning (4)
e FOTA4TR—bQ TSI —DotAhAVI - ED >l EERLETD,
Parameter | <group-id>: R—hUFVEFY ~TIL—TDIIL—T 1D
<port-num>: €AY Y'Y —R— bDR— h&HFS
Version 1.06.01
PSR FENEY Y OFOUN. EULLIEREZEENH > LHZEIF. NIBERETT,
R—=hUFVIY MEBEIC K DBEIFIREARETI N, Ry T —U#8RHDWVIHE
ERICEENREULCAREENDDET, Ry N IT—JDEEZEIRSE TS,
02 &kmnp)

WARN (4) Redundant 1: Active interface has been changed to secondary Port1/0/2

22.2 Primary 7R— k¥ Active IR ICER

Log Redundant <group-id>: Active interface has been changed to primary <port-
num:>
Trap VAl
EEE Warning (4)
B! TOTATR=bDEAVIY-—DETSAVYI—ICYIDRES>TeC&EZRUET,
Parameter | <group-id>: /R—KUSVEF Y NTIL—TDI)I—TF 1D
<port-num>: 51X —R— hDR— h&ES
Version 1.06.01
XIS &
mErE &N
WARN (4) Redundant 1: Active interface has been changed to primary Port1/0/1

223 INTDAYN=R=—kDYVIFTIY

Log Redundant <group-id>: All interfaces go down

Trap TU

EEE Warning (4)

B R—hUFT VI RDRAVN=IR=hH INRTUVITIY LIclEZRLET,

Parameter | <group-id>: R—hUFVEFY vTIL—TDIIL—T 1D

Version 1.06.01

XFIE Ry hD—OHED D VWIEERICEENRE LICAREDNSHDET, XY FT—0D
fEEEEIHSETIES L,
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22R—KUFVEFV

02 &bl

WARN (4) Redundant 1: All interfaces go down

224 R— USSPV ERDFDB 75w a
Log Redundant: All FDB entries have been deleted by receiving FDB Flush frame
Trap A
EEE Warning (4)
B KBHNFDBI7Sv2aJL—LAZZEL. MACZ RLRAT—=TILOIRTOIY ~
V=07 LIl E%ZERLET,
Parameter | 7 0L
Version 1.06.01
XTIt RE
mloE N
WARN (4) Redundant: All FDB entries have been deleted by receiving FDB Flush frame
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23 LLDP

23 LLDP

23.1 LLDP-MED h/ROY—0DZERE

Log

LLDP-MED topology change detected on port <port-num>. (chassis id: <chassis-
type>, <chassis-id>, port id: <port-type>, <port-id>, device class: <device-class>)

Trap

(ldpXMedTopologyChangeDetected

EEE

Notification (5)

Bl

LLDP-MED MROY—DEEANRA SN EZERLET,

Parameter

<port-num> : R— ~&HS

<chassis-type>: v —> IDYTH1 T
» chassisComponent (1)
« interfaceAlias (2)
« portComponent (3)
» macAddress (4)
 networkAddress (5)
« interfaceName (6)
« local (7)
<chassis-id>: >+ —=/ 1D
<port-type>: IR— K ID YT 51~
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
- agentCircuitld (6)
* local (7)

<port-id>: /R—k ID
<device-class> : LLDP-MED &% 1~

Version

1.06.01

XIS

I E

02 &bl

NOTI(5) LLDP-MED Topology change detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100, port id:
MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class I11)

23.2 LLDP-MED ¥EBY 1 7OAR—3

Log Conflict LLDP-MED device type detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>, device class:
<device-class>)

Trap A

BEE Notification (5)

Bz LLDP-MED £EB% 1 JOR—HBHIRA SN/ & ZRLET,
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23 LLDP

Parameter

<port-num> : IR— b HF=

<chassis-type>: v —> IDY 751~
« chassisComponent (1)
« interfaceAlias (2)
« portComponent (3)
» macAddress (4)
» networkAddress (5)
« interfaceName (6)
* local (7)
<chassis-id>: >v¥—2/ 1D
<port-type>: ;IR—hk ID BT 51T
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
« agentCircuitld (6)
« local (7)

<port-id>: /R—k ID
<device-class> : LLDP-MED &% 1~

Version 1.06.01
SIS BEESEED LLDP REZHEZR L TS L,
mEZE TGNl

NOTI(5) Conflict LLDP-MED device type detected on port Port1/0/1. (chassis id: MAC Address, 00-40-66-AC-31-E9, port

id: Local, Port1/0/1, device class: Network Connectivity Device)

23.3 D7\, LLDP-MED TLV v DA

Log Incompatible LLDP-MED TLV set detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>, device class:
<device-class>)

Trap A

BEEE Notification (5)

Bz @70 LLDP-MED TLV £y hAHIE N & ZRLE T,

Parameter | <port-num>: /Rh—r&ES

<chassis-type>: v —> IDYT51 T
» chassisComponent (1)
« interfaceAlias (2)
- portComponent (3)
» macAddress (4)
 networkAddress (5)
« interfaceName (6)
« local (7)
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23 LLDP

<chassis-id>: > v—> 1D

<port-type>: ;R— bk ID YT 51T
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
- agentCircuitld (6)

« local (7)
<port-id>: R— K ID
<device-class> : LLDP-MED B4 1
Version 1.06.01
PSR BEEERIED LLDP BREZHEZ L TIES L,
mEoE N/l

NOTI(5) Incompatible LLDP-MED TLV set detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100, port id:
MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class I11)

23.4 LLDP Bl v o F D VRREICER

Log LLDP disabled port <port-num> by error

Trap A

BT Error (3)

B! ST DT T UBBEIC K > TR VO I VIREANBR LICEZRULET,
Parameter | <port-num>: /R—~&ES

Version 1.06.01

SIS BERBOBEICESENIFEELTVDIREENH D FT, X SFP/SFP+R— K.

PLURBREZHERL CBEREZEIHSETI LS,
O RRHA
ERRO(3) LLDP disabled port 1/0/3 by error

23.5 LLDP BEUU Y I FIVREDDBY VI 7 v THRENEIH

Log LLDP reset port <port-num>

Trap L

EEE Notification (5)

Bz TV OTIOVREND ) VI T Yy TREANBR LI EZRLET,
Parameter | <port-num>: /R— h&HS

Version 1.06.01

Xt &
mErE N

NOTI(5) LLDP reset port 1/0/3
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24 )V—THEH

24 )V—TRA

241 )L—7&HA (R— hkR—XE—R)
Log <interface-id> loop occurred
Trap npLoopDetectionPortDetected
ETE Critical (2)
Bz AV —T 1 —ATI—TZRALIECEZERLET,
Parameter | <interface-id>: )L—7HEHMENTNDI>V5¥—T—X ID
Version 1.06.01
s9i5 BRALIA YT —TT—R (R— b, K= hFvRIL) TRY RNT—2)L— THREL
TWDAREEN S D ET, Ry hT—IANDEMROERLEEZER L. L—TDREZ
EOERNTLZE L,
HEEIHERE (errdisable recovery cause loop-detection AV R) DIFE (L.
vy hF IV (err-disabled RREEICEE) sNTHLRELIKRENMNRBETDE, 1
VEH—7 1 —RAOMEFBENICEIRSINETD,
vy I (err-disabled REEICEE) sNicA vy —TJ 1 —XZEFEHTEIHSE
3% a(d. shutdown AYY RT—ERAZELTH, S, no shutdown AY¥Y RTA1 YV
=T —ADRAEZEMIRL T ZE L,
mEoE N/l

CRIT(2) Port1/0/2 loop occurred

24.2 )b— A (VLAN R—XE—R)
Log <interface-id> VLAN <vlan-id> loop occurred
Trap npLoopDetectionVlanDetected
- Critical (2)
Bl AV —T T —ADRE VLAN TIL—TZEEAMLIcC & ZRUET,
Parameter | <interface-id>: )L—7HEHMENTND V5 —T—X ID
<vlan-id> : L—FHIRAEIN TS VLAN
Version 1.06.01
X$ht BAILIEA VY =T —X (IR—b. IR—=bFvRIL) OFE VLAN TRY kD=7
W=TOHEELTVWDRAREMENH D F T, Ry NT— I NDEROERE E ZHER L.
IW—TDREAZWMOERNTLEE W,
HEEIRETE (errdisable recovery cause loop-detection IY Y R) DBEH(F. HWR
VLAN MEZERTREICEESNTH ORE LICRENMERT D& ERERRE
FEEBICEIBEINET,
EZERNTREBICEESNLCHTR VLAN ZFHTEIHSEDEEE. WIRAV I —
7 x—R% shutdown AY Y R T—ERAZELTHNS. no shutdown AXY RTTYV
Y- 1 —ADORABEZMRLTLIEET WV, WRA VY —T 1 —RE—EHET D25,
ZDAVET =TT —ADINTD VLAN DBEICHET D E(TERLTIES W,
mloE Nl

CRIT(2) Port1/0/4 VLAN 20 loop occurred
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24 )V—THEH

243 V—TRADESHEIBE (R— NR—XE—F)
Log <interface-id> recovers from Loopback Detection err-disabled state
automatically
Trap npLoopDetectionPortRecovered
BEE Warning (4)
Bz AV =T —RATRAMLIIL—TH. BEMEIERRTE (errdisable recovery cause
loop-detection ANX Y R) [CK>TEIALIZEZERLE T,
Parameter | <interface-id>:{&IHL71>5¥—7x—XID
Version 1.06.01
X3 BALIcA VY —T 2 —X (IR—=b, R—=bFvIRI) TRY 8T—=T)IL—THEEL
TWEABEEN DD ET, Ry DT —JANDEBRPERLEEZER L. IL—TOERN
BEo CLBHRIFED RV T IZE L,
mEoE N

WARN (4) Port1/0/2 recovers from Loopback Detection err-disabled state automatically

24.4 )—TRADFEEID (R— hAR—RE—R)

Log <interface-id> recovers from Loopback Detection err-disabled state manually
Trap npLoopDetectionPortRecovered

EEE Warning (4)

e AV =T T —RATRALII—T%Z, F8EIRAE (shutdown Y RTEAZEL.

no shutdown OY Y R CEAZERIR) CTEIBSE/I.CEZRLED,

Parameter | <interface-id>:EHL/1>5¥—7x—X ID

Version 1.06.01

XIS &
02 &kmnp)

WARN (4) Port1/0/2 recovers from Loopback Detection err-disabled state manually

24.5 )L—TRAMDEEIEIA (VLAN R—XE—R)
Log <interface-id> VLAN <vlan-id> recovers from Loopback Detection err-disabled
state automatically
Trap npLoopDetectionVlanRecovered
EEE Warning (4)
e AV —7 T —RADFE VLAN TRELZ)L—TH. BEIEIHRE (errdisable
recovery cause loop-detection IAN¥YV R) [CK>TEIHL/C &ZRLET,
Parameter | <interface-id>:{&IHL/1>%—7 T —XID
<vlan-id>: {€IHL7z VLAN
Version 1.06.01
XSG BALIcA Yy =Tz —RX (IR—b, IR—bFvxRIL) OFE VLAN TRY kD=2

W—THFEELTWEAREDNSH D XTI, Ry bT—INOEROE R E ZHER L.
IW—TDRENE > TOBIHBAFED RV T EE L,
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24 )V—THEH

02 &bl

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err-disabled state automatically

24.6 )V—TRADFEEIR (VLAN XR—XE—R)
Log <interface-id> VLAN <vlan-id> recovers from Loopback Detection err-disabled
state manually
Trap npLoopDetectionVlanRecovered
EEE Warning (4)
Bz AV =7 T —ADFE VLAN TRAILC)L—T%Z. FEEIRAE (shutdown O
>~ RTBEZEL. noshutdown O R THZEMBIR) TEIHS B/ EZRLETD,
Parameter | <interface-id>:#&HLfcT1>Y5—-TJx—X ID
<vlan-id>: {€IH L7z VLAN
Version 1.06.01
X RE
mloE N

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err-disabled state manually

24.7 L—TRAID ER (VLAN R—ZXE—R)
Log Loop VLAN numbers overflow
Trap A
ETE Critical (2)
B2 W—TZ A U7z VLAN 0L — TRA e m A (RELACTRA 100 #) =i
Afcl&ZRULEXT,
Parameter | 7L
Version 1.06.01
St == U7z VLAN 80— THRA A Rea R AR EB R ICRRETE. 2Nk
W—TEZRHATEFZBA, ZD/H. IL—FTRMOITHHEAETNTUVEL VLAN TH
FY RT=T ) —THEELTVWDHBEENHDFT, *Y hDT—IRNDERPERE
EZERL. IL—TDERNE > TVDHBEFEDERNTZE L,
mErE N
CRIT(2) Loop VLAN numbers overflow
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25 XEYU—-IS—BHER

25 XEU—-IS—BHEEIR

25.1 SW-LSI DX EY —I5—RHAICKDBIR—bFcI vy b T BEE

Log Detected system-abnormal (Unit <unit-id>, memory-error, action=shutdown)

Trap npSystemStatusFaultActionShutdownAll

BEE Emergency (0)

StER SW-LSI DXEY —IT5—ZRM LU TEIRTELWNERIC. INTOR— D EEMIC
vy hYIVENEZEZRULED,

Parameter | <unit-id>: /Rwv 2 X ID

Version 1.06.01

X vy IOV ENCR—NZEIBT BICIE. clear memory-error ANXY R, £/l
no memory-error fault-action shutdown-all A¥ > RZFEALF T,
BH(E clear memory-error XY RICKDEIBZETUTCEERNBEHKIT 2EEV.
FEHLE CEERNERITDEEIE. SW-LSIODXEY —EEDFREENHDET,
HERME RS L,

a7 &R=A

EMER(0) Detected system-abnormal (Unit 1, memory-error, action=shutdown)

252 XEY—-IS>—H#EMH

Log Memory error of switch LS| was recovered automatically (Unit <unit-id>)

Trap npSystemStatusMemoryErrorAutoRecovery

EEE Warning (4)

B! XEY—I5—EEEIB#EEET SW-LSI XEY -0/ T+ —IT 5 —HBEEIEESNL

C&. FEFESW-LSI XEV—D ECCIZ—NEEFTESNcCEERUET,

Parameter | <unit-id>: /Rv 2 X ID

Version 1.06.01

XIS RE
mEZE &N

WARN (4) Memory error of switch LS| was recovered automatically (Unit 1)

25.3 SW-LSI/\= Rz 7T 5 —DRA

Log Hardware error was detected on switch LSI
Trap npSystemStatusLsiHardwareErrorDetected
5EE Alert (1)
A BLLIFDESE SW-LSI/N\N—=RIT 7T 5—HRAEND EBHANEEENET,
* SW-LSI DREIUXEY -8 T, XEU—IZ—DHRESLOEER7Z I avh
10 B EEMEL T, BERNRMNTE D ICIHE,
« SW-LS| DEIBTREBZAEY —IT 5 —HIEHEINEES,
Parameter | ZL L
Version 1.06.01
XSG SW-LSI DX EY —EEDAREMNH D F T, BKEREZE CIRI<IEE L,
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25 XEYU—-IS—BHER

02 &bl

ALER(1) Hardware error was detected on switch LSl

25.4 SW-LSI/\—RFJxz7I5—0DEIA

Log Hardware errors were fixed on switch LSl

Trap npSystemStatusLsiHardwareErrorFixed

EEE Notification (5)

B2 TSW-LSI DRIUXEY =BT, XEY—-I>—DORESLUEIRT2>avh 10
B EBEL T, EERNRNCIEO/IREE) T clear memory-error AV Y R Z2%EIT
L. XEU-IS—BEERKEZY X7 LIBEICEBHIANEESNET,
BH. TSW-LSI DEIRFELSAEY —I5—%EE L TVNDIRE, Tld. clear
memory-error XY RZRTLTEJY R T ENE A,

Parameter | 7L

Version 1.06.01

X3 RE

mErE N

NOTI(5) Hardware errors were fixed on switch LSI

25.5 SW-LSI XU F ¢ —IT5—0D&RA

Log Parity error was detected on Unit <unit-id>, <memory-name>, <index>

Trap npSystemStatusLsiParityErrorDetected

EEE Warning (4)

Bz SW-LSI XEU—I5— (J\UF 1 —I5—FLFECCIS—) MREESNEIEZR
LEI,

Parameter | <unit-id>:MRv 27X ID
<memory-name>: /N\UF 4 =I5 —MRESNIXE) —%
<index>: NUF 4 —Io—HRBREHEINIEAXEY—TVT VIR

Version 1.06.01

XTI XEY—-IS—HEEIREETEHERL TVWEWESE(E. SW-LSIOXEY—T/KY
TA—I5—HDEELTW\WDAREMENHD XTI, clear memory-error AN¥ Y R&EE1T
LTERNMEIBT DO ESNCHERSIZE W,
clear memory-error AN¥ Y RTERMEIBLIEEIE. ZOFRFMEL CTHEALE
&L\, EHE clear memory-error XY RICKDEIRZEITLUTCTEERNIBRIT 245
BlF. EEERE CERNMEIET DN ESHTHERIZE L,
RERERREERNBRIDGEE. RERME RIS,

mEoE N/l

WARN (4) Parity error was detected on Unit 1, EP_INITBUF_DBEf, 0

25.6 SW-LSI XU T+ —T5—0DEIH

Log

Parity error on switch LS| was recovered
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25 XEU—-ITS5—BEEA

Trap npSystemStatusLsiParityErrorFixed
BEE Notification (5)
B SW-LSI XEU—DNNUT 1« —IT5—HFEHTEREEINLCEZRLET,

Parameter | ZL L

Version 1.06.01

ST RE

mErE &N

NOTI(5) Parity error on switch LSI was recovered
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26 MMRP-Plus

26 MMRP-Plus

26.1 VY IR—bDUVITIY

Log MMRP-Plus ring <RINGID> <interface-id> goes DOWN status

Trap npMmrpPlusPortDown

BEEE Error (3)

Bz MMRP-Plus @) > J7R— b ' Down REEICEB LIC & ERLET,
&7z« MMRP-Plus DFM #BEDFEIBE#EERTR— b (BKP-MS 7R— b BKP-A 7R— )
A Down REEICBR LI EZRULET,

Parameter | <RINGID>: MMRP-Plus DY > % ID

<interface-id> : MMRP-Plus DUV IR—bk GR— b, R—hFv¥x)L), FEEER
R— b (BKP-MS /R— . BKP-AR—h)

Version 1.06.01

X3 STENAY Y I F T THNIIHIGIEARETT,
MMRP-Plus ##E(IC K DBEFFIREERETI N Ry hT— T3R5 D L IIEEEEIC
EENRELULARRENSD XTI, Ry hI—UJDEEZEIHS BT LS L,

O RRHA

ERRO(3) MMRP-Plus ring 1 Port 1/0/1 goes DOWN status

26.2 UV JR— K Listening RRE(CER

Log MMRP-Plus ring <RINGID> <interface-id> goes LISTENING status
Trap npMmrpPlusPortListening
EEE Warning (4)
FieA MMRP-Plus @' > J7R— kA Listening JREEICBE LI-C & ZERLETD,
Parameter | <RINGID>: MMRP-Plus ®J > %' ID
<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— cFv¥=xJL)
Version 1.06.01
X MMRP-Plus #EEDRREBBEHHKE LI EE. BEREBTAOINEASINE T, RO
INDORIGEFRETIN. FIEROAOTANDMHZET D> TS,
O RRHA
WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes LISTENING status

26.3 Listening REED Y1 L7 k

Log MMRP-Plus ring <RINGID> <interface-id> Listening Time out

Trap npMmrpPlusPortListeningTimeout

EEE Warning (4)

Btz MMRP-Plus ®'J > JR— kA Listening IREICEBB L. VAV IFANY—AETIC
Bofcl&ERLET,

Parameter | <RINGID>: MMRP-Plus DY > % ID
<interface-id> : MMRP-Plus ®'J Y IR~k (R— b, R—K~FvxIL)
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26 MMRP-Plus

Version 1.06.01

X BEANRELEY VI ZEHS /S ICROINEASINESEESE. BENERELT
WBRREED D ET, UV T DREEERL TLES W\,

mErEGNl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Listening Time out

26.4 ) > JR—KLH Forwarding JREE(CEBE

Log MMRP-Plus ring <RINGID> <interface-id> goes FORWARDING status

Trap npMmrpPlusPortForwarding

EEE Warning (4)

Bz MMRP-Plus @) > JR— k#¥ Forwarding SREEICBRE LI & ERLET
F7c. MMRP-Plus DFM #BEDFEIBE#EERTR— b (BKP-MS 7R— b BKP-A 7R— )
M Forwarding REEICEB LI & ZERLEXT,

Parameter | <RINGID>: MMRP-Plus DY > % ID
<interface-id> : MMRP-Plus ®'J > J7R—k (R— b R—bF v V). EOEKESR
R— b (BKP-MS R— k. BKP-AR—h)

Version 1.06.01

X3 NRY—TEROTHNHASNHZRF. Ry bT—U#E8EH 2 W IHERICEENFKE
U7crAIREEN B D FF. Ry hT—JDREEZEIRSETIZE L,
7O L7 TAROTHEANSNIGRF. HRARETY,

O RRHA

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FORWARDING status

26.5 U JR— kAt Blocking REEICER

Log MMRP-Plus ring <RINGID> <interface-id> goes BLOCKING status
Trap npMmrpPlusPortBlocking
B Notification (5)
A MMRP-Plus ®'J > JR— kA Blocking REEICBB LI & ZERLETD,
&7fc. MMRP-Plus DFM #8EDTEIEE B R— b (BKP-MS /R— k) 5* Blocking Ik
RBICEBULILCEZRLED,
Parameter | <RINGID>: MMRP-Plus ®J > %' ID
<interface-id> : MMRP-Plus @) > J7R— b (R— b, R—bFvxIL). EOREER
R— bk (BKP-MS 7/R— )
Version 1.06.01
XTIt RE
mloE Nl
NOTI(5) MMRP-Plus ring 1 Port 1/0/1 goes BLOCKING status

26.6 U JR— K FailureUp IRREICEBR

Log

MMRP-Plus ring <RINGID> <interface-id> goes FAILURE UP status
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26 MMRP-Plus

Trap npMmrpPlusPortDisable

EEE Warning (4)

Bz MMRP-Plus @) > JR— hh FailureUp REEICBRE LI & ZERLE D,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID

<interface-id>: MMRP-Plus ®J VI R— bk ((KR— bk, R—bF ¥ 2RIL)

Version 1.06.01

XTIt FailureUp REN S DYIDED FTEDREICK D UTOEEOIIGL TS IEE W,
cBEWIDEDZHRELTCVNDHEIE. UIDRD I V—EBRICY v JEIRLE
HREBENE I,
c FEWIDRED ZH/REL CWLWDIFE(F. clear mmrp-plus failure ring AV¥ > b %
ETL. YV IEIRLEBZRHBLTIZE W,

O RRHA

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FAILURE UP status

26.7 Revertive ¥ 1~

—# T IC & D Listening RRENER

Log MMRP-Plus ring <RINGID> <interface-id> Revertive Time out

Trap npMmrpPlusPortDisableTimeout

EEE Warning (4)

Bz MMRP-Plus D) > J7R— b A FailureUp SREEICERE L. Revertive ¥ 1N —HE T
LicC&ZmRrLET,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus DU Y JR—k (R—b. R—K~FvRIL)

Version 1.06.01

XS &

mEoE N

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Revertive Time out

268 2 TOF7 Y TUYVIR—R NIV ITIY

Log MMRP-Plus ring <RINGID> All uplink port goes down

Trap npMmrpPlusAllUplinkDown

BEEE Error (3)

Bz MMRP-Plus DAE) > I DTy FIVIR=—bHNU VIOV LIl E&ZERULET,
Parameter | <RINGID>: MMRP-Plus ®J > %' ID

Version 1.06.01

S MMRP-Plus #EE(C & > TEEZ R CEEVWREICE O TVWE T,

KB, FEPBAL—TEENOHALBE !
U207y TUTVWBIERBRICEFRLTL

DN AY —
T TIVIRND ST T 1 v IR,
BDIREETT,
DENRAY—EKEBE., BLUOPBAL—TEBEOWMEEHN OHI UTcE
7Y TV VORI DBENRIEZIIRRETT,
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26 MMRP-Plus

cJ\O—T L —LDEEMBLEEIN/REE LD, MMRP-Plus #EE(C K2 BE%=
B TERZWRETT,
WITNDEBEEE. 7Y TUVIR—RDY VI IVEE, g7y UV oR—k
[CHERUTCBEEBEDBEDRREEN DD EFT, CNOHDEEEEIHLTLEEL,

02 &bl

ERRO(3) MMRP-Plus ring 5 All uplink port goes down

26.9 MMRP-Plus [C&d FDB 75w

Log MMRP-Plus ring <RINGID> FDB Flush
Trap npMmrpPlusFdbFlush
EEE Notification (5)
B MMRP-Plus [CKD FDB Y b —MEEESNcCEZRLET,
Parameter | <RINGID> : MMRP-Plus ®'J > ID
Version 1.06.01
FSIR MMRP-Plus #BEDIREBBENREAE LI &, BEREBTAOINEDENTT, A0
INDORIGEFRETITA, FIROATANDMHZET> TIIZE L,
mErE N

NOTI(5) MMRP-Plus ring 1 FDB Flush

26.10 7 KL AZF B E LR EER

Log MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated

Trap TU

BEE Notification (5)

Bt FDB 75w aA ARy hERHEL. MACT RLZADFEZFILT DRENEHI N
CEZERLET,

Parameter | <RINGID>: MMRP-Plus U > % ID

Version 1.06.01

SIS MMRP-Plus #8E(C & DIBIS I FIRETRREE T AN Ry b D — BB R/cIEEEICIE
ENRELLARENDD XS, XY b —JDREEERSETILEE L,

e ZR]

NOTI(5) MMRP-Plus ring 1 FDB Forwarding Timer Updated

26.11 Hello 7 L — AXZ{ERA]

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello down detect
MMRP-Plus ring <RINGID> Slave <interface-id> Hello down detect
Trap TU
EEE Warning (4)
A NA=TL—LDRREZERMUICEERLET,
Parameter | <RINGID>: MMRP-Plus U > % ID
<interface-id> : MMRP-Plus @) > J7R—k (R— k. R—bFvRI)
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26 MMRP-Plus

Version 1.06.01
XTI =
mEZE VNl

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello down detect
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello down detect

26.12 Hello 7 L — LA BXR{E®RA

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello detect
MMRP-Plus ring <RINGID> Slave <interface-id> Hello detect

Trap TU

BEE Notification (5)

Bz NO=TL—LDBREZRMUICCEZRLET,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus DY JR—k (R—b. R—K~FvRIL)

Version 1.06.01

X I &

02 &kmnp)

NOTI(5) MMRP-Plus ring 1 Master Port 1/0/1 Hello detect
NOTI(5) MMRP-Plus ring 1 Slave Port 1/0/2 Hello detect

26.13 Hello 7L —LAREY LTI+

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello Time out
MMRP-Plus ring <RINGID> Slave <interface-id> Hello Time out
Trap L
EEE Warning (4)
Bz NA—=T L —LADZEZYA L7 D NREMEBLIECEZRLUED,
Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus DY JR—k (R—b. R—K~F v RIL)
Version 1.06.01
X I MMRP-Plus #8E(C K DBETRERIRRETI N, Ry T — IR T I ERICES
MNFEELUIH. BIHULRENHD T, Ry T —IDREBEHERL TS,
02 &kmnp)

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello Time out
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello Time out

26.14 R— U RS — P HEEIC KDYV IR— DY RS-k

Log MMRP-Plus ring <RINGID> <interface-id> was restarted
Trap VAa )

EEE Warning (4)

Bz MR—KURS—RBECED DY I EBRIT LI EZRUET,
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26 MMRP-Plus

Parameter

<RINGID> : MMRP-Plus ®'J > %' ID
<interface-id>: MMRP-Plus ®J VI R— bk ((KR— bk, R—bF ¥ 2RIL)

Version 1.06.01
PNy MMRP-Plus #8EIC &K DBEFTREAIRRETI A, Ry N — B X (IEEBDOESE
WRERELLED, EIRUEFREESHDDET, RV NT—UDREEERL TS,
mEZE TGNl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 was restarted

26.15 DFM 7 L — ADXKRZERA

Log MMRP-Plus ring <RINGID> BKP-MS <interface-id> DFM from Master-Port down
detect
MMRP-Plus ring <RINGID> BKP-MS <interface-id> DFM from Slave-Port down
detect
Trap L
EEE Warning (4)
SRR BKP-MS /R— R T, DN AT —R— D SEESN/Z DFM 2 7L —LADKZEER
MUllcCE&EzRULET,
BKP-MS iR— KT, #BIRL —TR—EDSRESN/ZDFM 1 7L —LDKZEER
MULlcCE&EZxRULET,
Parameter | <RINGID>: MMRP-Plus ®'J > ID
<interface-id> : MMRP-Plus @ BKP-MS 7R— ~
Version 1.11.01
X I £
mEZE TGNl

WARN (4) MMRP-Plus ring 1 BKP-MS Port 1/0/1 DFM from Master-Port down detect
WARN (4) MMRP-Plus ring 1 BKP-MS Port 1/0/1 DFM from Slave-Port down detect

26.16 DFM 7 L — LADBR{ERA

Log MMRP-Plus ring <RINGID> BKP-MS <interface-id> DFM from Master-Port
detect
MMRP-Plus ring <RINGID> BKP-MS <interface-id> DFM from Slave-Port detect

Trap AN

BEE Notification (5)

A BKP-MS /R— kT BN XY —IR— D OEEFESNZ DFM 2 7L —LDBREZR
MULIcCEZRLET,
BKP-MS /R— h T BRAL —T/IR— D OEEFESN/ DFM1 JL—LADBREZR
MULIcCEZERLET,

Parameter | <RINGID>: MMRP-Plus DY > ID
<interface-id> : MMRP-Plus ® BKP-MS /R— k

Version 1.11.01

XTI RE
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02 &bl

NOTI(5) MMRP-Plus ring 1 BKP-MS Port 1/0/1 DFM from Master-Port detect
NOTI(5) MMRP-Plus ring 1 BKP-MS Port 1/0/1 DFM from Slave-Port detect

26.17 DFM 7 L—LDREF1T LTV

Log MMRP-Plus ring <RINGID> BKP-MS <interface-id> DFM Time out
Trap Vil
BEE Warning (4)
B BKP-MS /R— KT, DFM1 7L —A& DFM 2 7L — ADWA DERZESIREEH ST
L. DFM 7L —LADZES A L7 D hMREMBELIECEZRUET,
Parameter | <RINGID> : MMRP-Plus ®YU > % ID
<interface-id> : MMRP-Plus ® BKP-MS 7R—
Version 1.11.01
Xt WRUVITYU VIR ZEREENRELLCABEENHDET, TRV ITDRY KT —
I DIREZHERL TS,
02 &kmnp)

WARN (4) MMRP-Plus ring 1 BKP-MS Port 1/0/1 DFM Time out

26.18 BKP Check @7 L — AXRZ{ERA

Log MMRP-Plus ring <RINGID> BKP-MS <interface-id> BKP Check down detect
MMRP-Plus ring <RINGID> BKP-A <interface-id> BKP Check down detect
Trap H U
EEE Warning (4)
Bz BKP-MS /R— kT, BKP-A /R— bhBFEE N7z BKP Check 2 7L —ADKRZEZ
AL EZRULET,
BKP-A 7{— N T. BKP-MS /R— hhS&(EE N7z BKP Check 1 7L —LDKZ(E%
BHILICEZRULET,
Parameter | <RINGID> : MMRP-Plus ®'J > ID
<interface-id> : MMRP-Plus ® BKP-MS /R— ., F7[ld BKP-AR—k
Version 1.11.01
X I &
mEoE N/l

WARN (4) MMRP-Plus ring 1 BKP-MS Port 1/0/1 BKP Check down detect
WARN (4) MMRP-Plus ring 1 BKP-A Port 1/0/1 BKP Check down detect

26.19 BKP Check 7 L — ABR{ERA]

Log MMRP-Plus ring <RINGID> BKP-MS <interface-id> BKP Check detect
MMRP-Plus ring <RINGID> BKP-A <interface-id> BKP Check detect

Trap VAa )

EEE Notification (5)
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Bz BKP-MS /R— kT, BKP-A /R— hHBXEES N7 BKP Check2 7L —ADBREZ
WAL EZRUET,
BKP-A /R— kT, BKP-MS /R— b 5*FEE N7z BKP Check 1 7L —ADBZEZ
WAL EZRUET,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus @

Version 1.11.01

X I &

02 &kmnp)

NOTI(5) MMRP-Plus ring 1 BKP-MS Port 1/0/1 BKP Check detect
NOTI(5) MMRP-Plus ring 1 BKP-A Port 1/0/1 BKP Check detect

26.20 BKP Check 7L —LADREY 1 LT T b

Log MMRP-Plus ring <RINGID> BKP-MS <interface-id> BKP Check Time out

Trap AN

EEE Warning (4)

B BKP-MS 7R— kT, BKP Check 2 7L —ADKZEREH #H L. BKP Check 7
L—LADRETA LTV RRENMRBELICEZRULET,

Parameter | <RINGID> : MMRP-Plus ®U > % ID
<interface-id> : MMRP-Plus @ BKP-MS /R— k

Version 1.11.01

SN WROIEFETEENRE UCATRENEN B D T T, TLEEOREBERERL TS,

mE7E N/l

WARN (4) MMRP-Plus ring 1 BKP-MS Port 1/0/1 BKP Check Time out
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27 OSPFv2

27.1 OSPFv2 XA /I\—REDZEL

Log [VRF <name>] OSPF NFSM[<if-name>:<addr>-<router-id>]: Status change
<state> -> <state>(event <event>)
Trap H U
BEE Informational (6). &7z(3 Debugging (7)
Bz OSPF XA N—DRRENEE SN CEZRLET,
Parameter | [VRF <name>] : VRF 1> X ¥ >V X% XVRF KEAKFIZIERR
<if-name>: OSPF 1 V¥ —7 T — XD
<addr> 1 1Yy —TJx—RDIP7 LR
<router-id>: OSPF JL—%—ID
<state>: OSPF -1 /\—DIRkE
<event>: OSPF /XY ~
Version 1.06.01
K ANRY h<event>DARICK DI ZUTICRLETD,
* KillNbr : ZREEDA V5 —T 2 —RAD )V REBZEHER L TIEE L),
« InactivityTimer : KEE, BIXUNEEREDT VY —T T —AD ")V TREE,
AEBEMMAEED OSPF. BLUA VY —T 1 —RDUVII(CET DREEE
ALTLES W,
+ 1-WayReceived : MAEBDT VY —T 1 —ADY YV ITREBEERL TS
A
+ BadLSReq. SegNumberMismatch : XFZEBDREZRERL T EE L,
s FEEUADBEEFRIGAETT,
mEoE N/l

or detached)

INFO(6) OSPF NFSM[vlan10:192.168.10.252-1.1.1.1]: Status change Init -> 2-Way (event 2-WayReceived)
INFO(6) OSPF NFSM[vlan10:192.168.10.252-1.1.1.1]: Status change Loading -> Full(event LoadingDone)
INFO(6) OSPF NFSM[vlan10:192.168.10.252-1.1.1.1]: Status change Full -> Down (event Neighbor Down: Interface down

INFO(6) OSPF NFSM[vlan10:192.168.10.252-1.1.1.1]: Status change Full -> Down (event Inactivity Timer)
INFO(6) OSPF NFSM[VLINK:2.2.2.2]: Status change Loading -> Full(event LoadingDone)
INFO(6) OSPF NFSM[VLINK:2.2.2.2]: Status change Full -> Down (event Neighbor Down: Interface down or detached)

27.2 OSPFv2 1 5 —TJ 1 —ARRERDZE1L

Log [VRF <name>] OSPF IFSM[<if-name>:<addr>]: Status change <state> -> <state>
Trap L

EEE Informational (6)

B OSPF A5 —TJ 1 —ADREHAZEESNICEZRLET,

Parameter | [VRF <name>] : VRF 1> X ¥V X% XVRF KMEAKFIZIERR

<if-name>: OSPF ¥ Y% —J T —XADEH]
<addr> i A5 —Tx—ADIP7 KL X
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<state>: OSPF 1% —7J = —XDIREE

Version 1.06.01

XIS L W\<state>h* Down DIFE(E. REEDAI VY —T 1 —XADJ VU IREERERLT
<EZEV, ZNUADFZEE. WIEARETY,

mEZE Nl

INFO(6) OSPF IFSM[vlan10:192.168.10.252]: Status change Down -> Waiting
INFO(6) OSPF IFSM[vlan10:192.168.10.254]: Status change Waiting -> DROther
INFO(6) OSPF IFSM[vlan10:192.168.10.254]: Status change DROther -> Backup
INFO(6) OSPF IFSM[vlan10:192.168.10.252]: Status change Waiting -> DR
INFO(6) OSPF IFSM[vlan10:192.168.10.252]: Status change DR -> Down
INFO(6) OSPF IFSM[VLINK:2.2.2.2]: Status change Down -> Point-To-Point
INFO(6) OSPF IFSM[VLINK:2.2.2.2]: Status change Point-To-Point -> Down

27.3 OSPFVv2 SPF 5t EDRET

Log [VRF <name>] OSPF SPF: Calculation finished

Trap Vil

BEEE Informational (6)

e OSPF @ SPF SHEMRT LIcC&ZERLET,

Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KMEAKFIZIERR
Version 1.06.01

X iy 03
02 &kmnp)

INFO(6) OSPF SPF: Calculation finished

27.4 OSPFV2 ZE/N\TY bDF v IY LIS —

Log [VRF <name>] RECV[<type>]: From <router-id> via <if-name>:<addr>: OSPF
checksum error <valid-sum>/<invalid-sum>
Trap H U
EEE Warning (4)
B Frv I AEICEDNHD OSPF Ty hEZRELICEZRULET,
Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKIIIERR
<type>: OSPF /X\7v hDH 1
<router-id>: OSPF JL—% —ID
<if-name>: OSPF 1> % —7 = —XD%HI
<addr> : ZE L7 OSPF /Xy hDZFEETT IP 7 RL X
<valid-sum> : Z{EL OSPF /Ty hOBEMLEF v Y AfE
<invalid-sum> : {5 L7z OSPF /X7 hDEREF = v I AfE
Version 1.06.01
X Ty hFv TFv—FETEE OSPFV2 /Wy hZRERL TS L,
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mErE S

WARN (4) RECV[Hello]: From 3.3.3.3 via vlan10:192.168.10.200: OSPF checksum error 0x5d47/0xaabb

27.5 OSPFV2 Z{E/\7 Y FOREAEY 1 TA—H

Log [VRF <name>] RECV [<type>]: From <router-id> via <if-name>:<addr>:
Authentication type mismatch
Trap A
EEE Warning (4)
A REEY A THA—BUE OSPF )\ w hEZELIC & ZERULET,
Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KMEAKFIZIERR
<type>: OSPF /\7y hD&F 1T
<router-id>: OSPF JL—%—ID
<if-name>: OSPF 1 V& — 7 = — XD 4HI
<addr>: ZfE L7 OSPF /T hDZEETT IP 7 KL X
Version 1.06.01
XIS AEE., BIRUNMEED OSPF HEDRICHE T DREZMRBL TILE L,
INT Y hF v TF v —FTRE OSPFV2 /Ty hZEERL T IZE L,
O RRHA

WARN (4) RECV[Hellol: From 1.1.1.7 via vlan10:192.168.10.253: Authentication type mismatch

27.6 OSPFV2 /X0y FDFREELT S —

Log [VRF <name>] RECV [<type>]: From <router-id> via <if-name>:<addr>:
Authentication error
Trap A
EEE Warning (4)
B2 Z{& L7 OSPF /\Tw b OSPF FAEICKEMLIcC &2 RLE T,
Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKIIIERR
<type>: OSPF /X\7v hDH 1
<router-id>: OSPF JL—% —ID
<if-name>: OSPF 1> % —7 = —XD%HI
<addr> : Z{EL7 OSPF /\Tw hDEEFETT IP 7 FL X
Version 1.06.01
I AEE., BIUNMEED OSPF HEDRICEIT DREZMRBL T LS,
Ty hF v TFv—FETEE OSPFV2 /Wy haRERL TS L,
mErE N

WARN (4) RECV[Hello]: From 1.1.1.1 via vlan10:192.168.10.253: Authentication error
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27.7 OSPFv2 2{F/\7y b®D MD5 F8sET 5 —

Log [VRF <name>] RECV [<type>]: From <router-id> via <if-name>:<addr>: MD5
authentication error
Trap VAa )
EEE Warning (4)
Bz Z{& L7 OSPF /X7 b MD5 BEECKK LI C & ZRULET,
Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KEAKIZIERR
<type>: OSPF /\Ty hD&F 1T
<router-id>: OSPF JL—%—ID
<if-name>: OSPF 1 V¥ —7 = —ADEAH]
<addr> : Z{EL7 OSPF /Wy RDFETTT IP 7 RL X
Version 1.06.01
I YA VI —T T —RADE OSPFHERENEEL TL\DERED OSPF HEEDFRAE AR
Y. MD5 F 1YV AMF—H—HLTVWINMERLTIIZE W,
02 &kmnp)

WARN (4) RECV[Hello]: From 1.1.1.1 via vlan10:192.168.10.253: MD5 authentication error

27.8 OSPFV2 F/)\wJ0OT : 415 —TJ = —AREBODEL

Log [VRF <name>] OSPF-4-INTFSTATECHANGE: OSPF interface <if-name>
changed state to Up
[VRF <name>] OSPF-4-INTFSTATECHANGE: OSPF interface <if-name>
changed state to Down
Trap UL
EEE Warning (4)
Bz AOTIET 7 A MRETIEHAESNE R AL debugip ospf log A¥ > KT OSPF &
ATFALAOQTDOT I\ I =AU ICUIEBEICHASNE T,
OSPFA V=T x1—AD UV IRENEEEINC&EZERLET,
Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF KEBKIIIERR
<if-name>: OSPF 1 V¥ —J T — XD &HI
Version 1.06.01
X ZUA VY —T T —ANBHET T IV LIEBEIE. Ry NT—IJRDER. ik
EEBERUTRRZERDBRNTLZE L,
mEZE TGNl

WARN (4) OSPF-4-INTFSTATECHANGE: OSPF interface vlan10 changed state to Up
WARN (4) OSPF-4-INTFSTATECHANGE: OSPF interface vlan10 changed state to Down

279 OSPFV2 T N\w 007 1 AV —T 1 —AREDEE

Log

[VRF <name>] OSPF-6-INTFADMINCHANGE: OSPF protocol on interface <if-
name> changed state to Enabled

[VRF <name>] OSPF-6-INTFADMINCHANGE: OSPF protocol on interface <if-
name> changed state to Disabled

95/161




27 OSPFv2

Trap TU

BEE Informational (6)

SteA AOTIET T ) MRETEHASNEE A, debugip ospflog A¥ > KT OSPF &
AT LAATDTINY T ZAVICUIEBRICHASNE T,
AY5—=T1—RD OSPF 7O R JVIREANEESN/IcCEERLET,

Parameter | [VRF <name>] : VRF 1 > X%~ X% ¥ VRF KEBKRIIIERR
<if-name>: OSPF 1 >4 —7 = —XAD%Hl

Version 1.06.01

SR RE

AT &R~

INFO(6) OSPF-6-INTFADMINCHANGE: OSPF protocol on interface loopback1 changed state to Enabled
INFO(6) OSPF-6-INTFADMINCHANGE: OSPF protocol on interface loopbackl changed state to Disabled

2710 OSPFV2 7/\v 204 : TUY7 ID DEE

Log [VRF <name>] OSPF-6-INTFAREACHANGE: OSPF interface <if-name> changed
from area <area-id>to area <area-id>

Trap VAl

EEE Informational (6)

Bz AOJIET 7 A4 MRETIFHASNE B AL debugip ospf log A¥ > KT OSPF &
ATFLAATDTN\Yy T A VICUIEHBRICHASNE D,
AVE—Tz—ZADTVUTH, BTV FPICEEENZEZRLET,

Parameter | [VRF <name>] : VRF 1 > X% >V X% ¥ VRF KEBKIIIERR
<if-name>: OSPF 1 > % —7 = —XAD%Hl
<area-id>: OSPF U ID

Version 1.06.01

XS &

AT &R~

INFO(6) OSPF-6-INTFAREACHANGE: OSPF interface loopback1 changed from area 0.0.0.0 to area 0.0.0.30

27.11 OSPFv2 F/\wv 07 : RA/)IN—REBDZE{L (Full)

Log [VRF <name>] OSPF-5-NBRLOADINGTOFULL: OSPF nbr <nbr-id> on interface
<if-name> changed state from Loading to Full

Trap A

EEE Notification (5)

Bz AOJIET 7 A4 MRETIFHASNEFE B AL debugip ospflog A¥ > KT OSPF &
AT AATDTINY F&EAVICUIBEICHAEINET,
OSPF R /\—{REEH' Loading B Full ICED >/l &ZERLE T,

Parameter | [VRF <name>] : VRF /> X ¥ >V X% XVRF KEAKFIZIERTR

<nbr-id> : B&E)IL—%5—1D
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<if-name>: OSPF 1> % —7J = —XAD%&HI

Version 1.06.01
OIS =
mErEGNl

NOTI(5) OSPF-5-NBRLOADINGTOFULL: OSPF nbr 1.1.1.1 on interface vlan10 changed state from Loading to Full

27.12 OSPFv2 F/\w o4 : X1 I\—REDZ{L (Down)

Log [VRF <name>] OSPF-5-NBRFULLTODOWN: OSPF nbr <nbr-id> on interface <if-
name> changed state from Full to Down

Trap H U

EEE Notification (5)

Bl AOJEFT 7 AL MRETIEHAESNE B AL debugip ospflog ¥ KT OSPF &
ATFLAATDTN\Yy I A VICUIEHBRICHASNE D,
OSPF A J\—JREN'. Full 15 Down [CED >/ &ERLET,

Parameter | [VRF <name>] : VRF 1> X ¥V X% XVRF KMEAKFIZIERTR
<nbr-id> : B&E)L—% —ID
<if-name>: OSPF 1 >4 —7J = —XAD%Hl

Version 1.06.01

XEI YA VI —T T —RTHRA/N—ERIVIMTS NN B D FT, Ry hT—UR
DECHR. B =R L TIES L,

02 &kmnp)

NOTI(5) OSPF-5-NBRFULLTODOWN: OSPF nbr 1.1.1.7 on interface vlan10 changed state from Full to Down

27.13 OSPFv2 7/\wv o047 : 214 )\—®0 dead timer 7T

Log [VRF <name>] OSPF-5-DTIMEXPIRED: OSPF nbr <nbr-id> on interface <if-
name> dead timer expired

Trap A

BEE Notification (5)

e AOJEFT 7 A NMRETIIHAENE B AL debugip ospflog ¥ KT OSPF &
AT LAATDTINNY T ZAVICUIEBRICHASNE T,
OSPF XA /N—REDT Y RYAY—NUNIECEERLET,

Parameter | [VRF <name>] : VRF 1 > X%~ X% ¥ VRF KEBKRIIIERR
<nbr-id>: )L —5 —ID
<if-name>: OSPF 1 V¥ —7 1 — XD &H

Version 1.06.01

it FAN—BERDVBIESNFTREMN B DT T, HERM/\—DHRE. BXURY hDT—
JHNDEARR. ERAEZERL TS0,

AT &R~

NOTI(5) OSPF-5-DTIMEXPIRED: OSPF nbr 1.1.1.7 on interface vlan10 dead timer expired
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27.14 OSPFV2 F/\v o007 : IN—=F ¥ )L >V I DREZEAL (Full)

Log [VRF <name>] OSPF-5-VNBRLOADINGTOFULL: OSPF nbr <nbr-id> on virtual
link changed state from Loading to Full

Trap VAa )

EEE Notification (5)

Bz AOJIET 7 A4 MRETIFHASNE B A, debugip ospflog A¥ > KT OSPF &
ATFLAATDTN\Yy T EAVICUIEHBRICHASNE D,
OSPF {RI8=R1/\—4REEA'. Loading B Full CE D> &ZERLET,

Parameter | [VRF <name>] : VRF 1> X ¥V X% XVRF KMEAKIZIERR
<nbr-id> : B&E)L—% —ID

Version 1.06.01

XIS &

02 &kmnp)

NOTI (5) OSPF-5-VNBRLOADINGTOFULL: OSPF nbr 2.2.2.2 on virtual link changed state from Loading to Full

27.15 OSPFv2 F\w 'O : N\—=F ¥ LY VU DREZE{L (Down)

Log [VRF <name>] OSPF-5-VNBRFULLTODOWN: OSPF nbr <nbr-id> on virtual link
changed state from Full to Down
Trap U
BEE Notification (5)
At AOATRET I AN NRETEEASNEE A, debug ip ospf log IVY > KT OSPF &
AT LAODT/I\y DA VICUIBRICHAEINET,
OSPF {RA8R1 /J\—4REEN'. Full »5 Down [CED >/l &EZERLET,
Parameter | [VRF <name>] : VRF 1 > X% >V X% ¥ VRF KEBKIIIERR
<nbr-id> : EEEIIL—5 —ID
Version 1.06.01
PSR LERAN—EDREBY VIS NN H D FT . & OSPF #eeh antEL
TWREBDREYVIDERE. BLURY NT—TJADEHR. FEHRLEEZERLTL
AR
AT &R~
NOTI(5) OSPF-5-VNBRFULLTODOWN: OSPF nbr 2.2.2.2 on virtual link changed state from Full to Down

27.16 OSPFv2 F/\v 707 : JL—¥—ID DEE

Log [VRF <name>] OSPF-4-RIDCHANGE: OSPF router ID changed to <router-id>
Trap VAa )
EEE Warning (4)
Bz AOTIET 7 A MRETIEHASESNEEA. debugip ospf log A¥ > KT OSPF &
AT LAATDTINY T ZAVICUIEBRICHASNE T,
OSPFIL—4—ID A"EBEEN/cCE&ZERLET,
Parameter | [VRF <name>] : VRF 1 > X% >V X% ¥ VRF KEBKRIIIERR
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<router-id>: OSPF JL—%—ID

Version 1.06.01

PSI RE

02 &bl

WARN (4) OSPF-4-RIDCHANGE: OSPF router ID changed to 5.5.5.5

27.17 OSPFv2 F/\wv 07 : OSPFV2 REDER

Log [VRF <name>] OSPF-6-STATECHANGE: OSPF state changed to Enabled
[VRF <name>] OSPF-6-STATECHANGE: OSPF state changed to Disabled
Trap TL
BEEE Informational (6)
Bz AOTIET 7 A MRETIEHAESNEEA. debugip ospf log A¥ > KT OSPF &

AT LO7DT /Ny FZAVICUIHBEICHASNET,
OSPFRREMEESN & ZRLET,

Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKRIIIERR

Version 1.06.01

ST RE

mEZE VNl

INFO(6) OSPF-6-STATECHANGE: OSPF state changed to Enabled
INFO(6) OSPF-6-STATECHANGE: OSPF state changed to Disabled

99/161



28 OSPFv3

28 OSPFv3

28.1 OSPFv3 &1 /\—

REDEL

Log OSPFv3 NFSM[<if-name>:<router-id>]: Status change <state> -> <state>(event
<event>)
Trap TL
BEE Informational (6). &7z(3 Debugging (7)
Bz OSPFV3 XA N—DRENEESN & ZRLET,
Parameter | <if-name>: OSPF 1 >4 —7J £ —ADEH]
<router-id>: OSPF JL—% —ID
<state>: OSPF X /\—DikEE
<event>: OSPF /XY k
Version 1.06.01
XIS AR b<event>RABICKDHBEUATICRUET,
« KilINbr : REBDA V5 —T 1 —RADJ Y IREBZEERL TES L,
« InactivityTimer : KB, BIXUNEEEDI VI —T T —ADU Y VIRE
FERBEEHPEBED OSPF, B Vy—T—RADYVUICEAT 35 E%Eﬁﬁ
LTSS L,
+ 1-WayReceived : MAEBDT VY —T 1 —ADY YV IREBEERL TS
LYo
+ BadLSReq. SegNumberMismatch : XFZEBDREZRERL T EE L,
FERMNDZBEEHIEAETT,
mEoE N/l

INFO(6) OSPFv3 NFSM[vlan10:1.1.1.1]: Status change Init -> 2-Way (event 2-WayReceived)
INFO(6) OSPFv3 NFSM[vlan10:1.1.1.1]: Status change Loading -> Full(event LoadingDone)
INFO(6) OSPFv3 NFSM[vlan10:1.1.1.1]: Status change Full -> Down (event KillNbr)

28.2 OSPFV3 15 —TJ 1 —ARRERDZE1L

Log OSPFv3 IFSM[<if-name>]: Status change <state> -> <state>

Trap Vil

BEEE Informational (6)

B OSPFV3 1 V5 —TJ 1 —ADREHAEEEINILCEERLET,

Parameter | <if-name>: OSPF 1>V % —7J = —XAD%HE]
<state>: OSPF 1 & —7 = — ADIREE

Version 1.06.01

bSIR #1L L <state>h* Down DBE(F. AEBDT VY —T Tz —XDY Y IRE=EHEZL
<2V ZNUUADBZEIF. WIGARETT,
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mErE S

INFO(6) OSPFv3 IFSM[vlan10]: Status change Down ->Waiting
INFO(6) OSPFv3 IFSM[vlan10]: Status change Waiting -> DROther
INFO(6) OSPFv3 IFSM[vlan10]: Status change DROther -> Backup
INFO(6) OSPFv3 IFSMIlvlan10]: Status change Waiting -> DR
INFO(6) OSPFv3 IFSM[vlan10]: Status change DR -> Down

28.3 OSPFV3 SPF &tHOD%ET

Log OSPFv3 SPF[<area-id>]: Calculation finished
Trap L

BEEE Informational (6)

e OSPFV3 O SPF EHEMR T LIcC & &ERL KR,
Parameter | <area-id>: OSPF T U7 ID
Version 1.06.01

X iy 03

02 &kmnp)

INFO(6) OSPFv3 SPF[0.0.0.0]: Calculation finished
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29 IRU Y —~R—XJ)L—F 1 % (PBR)

29 IR 2 —~R—=J)VL—F 1> (PBR)

29.1 ICMP FESEERNRD T v THR4Al

Log Tracking status changed to up, switched to policy-based route. (nexthop: <ip-
address>, tracking: <ip-address>)

Trap npPbrTrackingChangeUp

EEE Warning (4)

Bt8 ICMP SBSEESRE BT LT IPV4 R ¥ —R—R)L—F ¢ V THEECH VT, EiEN
ROT7 Y TEEAM LI EZRULET,

Parameter | nexthop: <ip-address>: XRI XA KRy 7D IP 7 RL X
tracking: <ip-address> : BEfRXRD IP 7 KL X

Version 1.11.03

X RE

mloE N

WARN (4) Tracking status changed to up, switched to policy-based route. (nexthop: 192.168.1.1, tracking: 192.0.2.100)

29.2 ICMP SERERNRD T U VR4l

Log Tracking status changed to down, switched to ip-based route. (nexthop: <ip-
address>, tracking: <ip-address>)

Trap npPbrTrackingChangeDown

BEE Warning (4)

Bl ICMP FEBERZBMC U IPVA R —R—=)b—TF 1 Y IHBEICEWNWT. BERN
ROYOVEBRHMUICEERLET,

Parameter | nexthop: <ip-address>: R XKy TD IP 7 RL X
tracking: <ip-address> : BEfRXRD IP 7 KL X

Version 1.11.03

X RE

O RRHA

WARN (4) Tracking status changed to down, switched to ip-based route. (nexthop: 192.168.1.1, tracking: 192.0.2.100)
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30 PIM-SM

30 PIM-SM

30.1 PIM #8200 R

Log PIM vif starts interface <if-name>

Trap AN

BEE Informational (6)

Bk P15 —T 1 —XTPIM-SM RSN & ZRLET,
Parameter | <if-name>: |P 1Y% —7 x—AD%HE]

Version 1.06.01

it i &

mE7E N/l

INFO(6) PIM vif starts interface vlan10

30.2 PIM XA /\—DRA]

Log Found PIM neighbor IP <ip-address> on interface <if-name>

Trap A

BEE Informational (6)

B! IPA>%—7 2 —RXTPIM-SMHARAN—ZRRB LI EZRLET,
Parameter | <ip-address>: XA /\—DIP 7KL X

<if-name>: IP > 4¥—7 = — ADEH]

Version 1.06.01

XIS &

029 &kmnp)

INFO(6) Found PIM neighbor IP 192.168.10.254 on interface vlan10

30.3 PIM %1 /\—DHIER

Log Delete PIM neighbor IP <ip-address> on interface <if-name>

Trap L

BEEE Informational (6)

B IPA>5 =T —XTPIM-SMHORA/N—ZHIBRLICEZRLULET,

Parameter | <ip-address>: R-1/\—D IP 7 KL X
<if-name>: IP 1Y% —7 1 —AD%HE]

Version 1.06.01

SV AEE, BPLUHEEBDTN VY —T 1 —ADY VY IIREEERL TLIEE L,
AEE, WAEKED PIM-SM, BXUAMVI—T—ADYVII(CEAT BEREERER
LTL7IEE W,

02 &kmnp)

INFO(6) Delete PIM neighbor IP 192.168.10.254 on interface vlan10
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31 IPv6 PIM-SM

31 IPv6 PIM-SM

31.1 IPv6 PIM #BEDFHR

Log PIMvé vif6 starts interface <if-name>
Trap AN
BEE Informational (6)
Bk IPv6 >4 —7 £ —XT PIM-SM ARSI/ & ZERLE T,
Parameter | <if-name>: |Pv6 1 V¥ —7 T —XADEHI
Version 1.06.01
it i &
mE7E N/l

INFO(6) PIMV6 vif6 starts interface vlan10

31.2 IPv6 PIM A1 /)\—DKH]

Log Found PIMv6 neighbor IP <IPV6-ADDRESS> on interface <if-name>
Trap A

BEE Informational (6)

B! IPv6 15— 2 —XTPIM-SMHARAN—ZHKB LI EERLET,
Parameter | <|PV6-ADDRESS> : R4 /X\—®D IPv6 77 RL X

<if-name>: IPv6 1 V& —7 = —XD%HI

Version 1.06.01

Xy &
mErE SN

INFO(6) Found PIMv6 neighbor IP fe80::240:66ff:fea8:cc36 on interface vlan10

31.3 IPv6 PIM &A1 /)\—DHIER

Log Delete PIMv6 neighbor IP <IPV6-ADDRESS> on interface <if-name>

Trap H U

BEEE Informational (6)

B! IPv6 >4 —7 £ —XT PIM-SM B RAN\—ZHIBRLcC & ZRLEFT,

Parameter | <|PV6-ADDRESS> : X1 /\—®D IPv6 7 KL X
<if-name>: IPv6 ¥ V& —7J T —ADEH]

Version 1.06.01

PSR AEE, BPLUHEEBDTN VY —T 1 —ADY VY IIREEERL TLIEE L,
AEE., WAEKED PIM-SM, XU VIY—Txz—ADYVIICEATIREZTHER
LTL7IEE W,

mErE N

INFO(6) Delete PIMv6 neighbor IP fe80::240:66ff:fea8:cc36 on interface vlan10
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32PDEZHUVY

32PDE=ZHVUVT

32.1 PD EZ=#% YV JHtk

Log <port> pd-monitoring [<mode>] start

Trap VAe )

BEE Informational (6)

Bk PDERZMRAMKLICEZERLET,

Parameter | <port>: /R— hHFS

<mode>: PD EZ¥ UV JDE—FK (ACL-mode. £ L <I[& ICMP-mode)

Version 1.06.01

TS RE
02 &kmnp)

INFO(6) 1/0/1 pd-monitoring [ACL-mode] start
INFO(6) 1/0/1 pd-monitoring [ICMP-mode] start

32.2 PD oA (ACLE—R)

Log <port> pd-monitoring [ACL-mode] [notify-only] detected pd-down, rule: <acl-
rule>
Trap L
EEE Warning (4)
B! ACLE—RTPDODFIVZERHLIECEZRLED,
Parameter | <port>: R— ~&ES
<acl-rule>: PD QY OV ERE UL T V2R A SDIL—ILERTE
Version 1.06.01
XIS OMRDRUENSNDIHZEE. PD HAEBREOIEENS DX T, BEICHLT
PD OREZERERL TIEE L,
O RRHA

WARN (4) 1/0/1 pd-monitoring [ACL-mode] [notify-only] detected pd-down, rule: permit host 192.0.2.100 any

32.3 PD ¥ v&A (ICMP €E—R)

Log <port> pd-monitoring [ICMP-mode] [notify-only] detected pd-down, IP: <ip-
address>

Trap H U

EEE Warning (4)

tEA ICMPE—RPD DY IV ZERH LI EERLETD,

Parameter | <port>: /R— hHFS
<ip-address>: ¥ UV ZERH LI PD D IP 7 RL X

Version 1.06.01

bST OO0 RLEAESNDIZEE. PD AEBREBOFREENSHDXT, BHEICIHLT
PD OREEZERERL T7ZS LY,
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32PDEZHUVY

02 &bl

WARN (4) 1/0/1 pd-monitoring [ICMP-mode] [notify-only] detected pd-down, IP: 192.0.2.100
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33 Port

33 Port

33.1 A—Y—R—bDUVIT7VT

Log Port<port> link up, <nway>
Trap linkUp
EEE Warning (4)
B R=bWI Yo7y TUIcCEZERLETD,
Parameter | <port>: /R— h&S (6] :1/0/1)
<nway>: UVIREET 1LY IRXE—R
Version 1.06.01
X3 RE
O RRHA

WARN (4) Port1/0/1 link up, 1000Mbps FULL duplex

33.2 A—H—R—rDUVIFDIY

Log Port<port> link down

Trap linkDown

BEEE Error (3)

B M= UV IO LIl &ERUET,
Parameter | <port>: /R— ~&ES (6 :1/0/1)

Version 1.06.01

Xt &
O RRHA

ERRO(3) Port1/0/1 link down

3BI3NR—IAYBR=—bDIVIOT7YT

Log Management port link up, <nway> Unit <unit-id>

Trap linkUp

EEE Warning (4)

Bz RR=—IRAYR=bPNIVIT7y FLieleERLET,
Ay IBEDGZE. WIHd DEE linkUp bS5 v FlE YRI—FKBOYR—I XY
RR—EDBEDHENENET,

Parameter | <nway>: UV IEREET 1L VI RE—R
<unit-id>: Ry I X 1D

Version 1.12.01

S RE

mErE N

WARN (4) Management port link up, 700Mbps FULL duplex Unit 1
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33 Port

334X R—IAYBR—bDUVITIY

Log Management port link down, Unit <unit-id>

Trap linkDown

BEE Error (3)

Bk 2 VR —=IXY MR=BEDPNUVIF I LIl EZERULET,
ATy OBRDEBE. XI5 DIZXE linkDown v FlE, YRY—EBDIYR—Y
XY hiR— DB EDHEHENKT,

Parameter | <unit-id>: /Rwv 2 X ID

Version 1.12.01

X iy 03

02 &kmnp)

ERRO(3) Management port link down, Unit 1

33.5 SFP/SFP+/SFP28 b5V —/\—DiEA

Log Unit <unit-id>, Port <port-num> <tr-type> has been inserted

Trap L

BEEE Informational (6)

B! SFP/SFP+R— NZ SFP/SFP+ TV —/)\—DBASNCZ &, F/(F SFP28 /R—
MZSFP28 RSV —N—PEASNIZEZERLE T,

Parameter | <unit-id>: /Rv 2 X ID
<port-num>: /R— K ID
<tr-type>: SV

Version 1.06.01

Xt ApresiaNP ) — X THRYR— KK SFP SV —/\—EAKIL. 1000BASE_X
TOBBAOIHAEAESNET, ZNEIFHIIC TO00BASE_SX FR¥ T000BASE_LX &
TEEDHEAOATINEAENDCEEHDET,
hS> 2 —/\—[F ApresiaNP ) =X THR—ELTWD rS VY —/\—ZFERLT
<F2&EW, HR—KLTWB SV Y—/—[CDWNTIE TApresiaNP U —X /\—R
DT FPNZa7)bs ¥ TAPRESIA Systems X1 v F #BE RS VY —/\—MbFk &
ZRL TSN,

O &knpl

INFO(6) Unit 1, Port 25 H-SFP+AOCTM has been inserted

33.6 SFP/SFP+/SFP28 hS V> —)\—DikE

Log Unit <unit-id>, Port <port-num> transceiver has been removed

Trap VAa )

BEE Informational (6)

B SFP/SFP+R— KH'5 SFP/SFP+ TV —/\—DEID AN SN/ &, F7=(3 SFP28
R—BED5 SFP28 RSV Y —N—DEDASNECEERLETD,

Parameter | <unit-id>: /Rw 2 X ID
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33 Port

<port-num>: ;R— K~ ID

Version 1.06.01
OIS =
mErEGNl

INFO(6) Unit 1, Port 25 transceiver has been removed

33.7 SFP28 kT —)\—D Tx fault B4

Log Unit <unit-id>, Port <port-num> Lane <lane> TX fault was asserted

Trap VAe )

BEE Error (3)

SRR SFP28 bV —N\—DREEEENKELICEEZRLED,

Parameter | <unit-id>: /Rwv 2 X ID
<port-num>: ;R— K~ ID
<lane>: SFP28 O F v %L

Version 1.06.01

XS SFP28 hS VY —/N\—ZBEBALBLTLIZEV, ZORESIESHEIAOITNEE
925E(3. SFP28 SV Y —/N\—ZRML TS, SFP28 TV ¥ —/\—Xik
BESISHMSAOIHRET 2H5EF. KERCHEN G EEEZONKT, Z0D
BRlE. REORMEZ CREI<IZE L,

mEoE N

ERRO(3) Unit 1, Port 33 Lane 1 TX fault was asserted

33.8 YV U IVREADREA

Log Port<port> link down ignore.

Trap npLinklgnoreDown

BEE Warning (4)

Bz Uy OOV BREEERMCUIR—RT, VYISOV DERMHABSNCEZ
~LET,

Parameter | <port>: /R— ~&ES (6 :1/0/1)

Version 1.11.03

X I &

mErE N

WARN (4) Port1/0/1 link down ignore.

33.9 V07 v TH#HY 1Y — DR

Log Port<port> linkup-delay timer started.

Trap A

EEE Notification (5)

BrkZ Uo7y TR EEMC LIR— T, UV o 7y TS 1< —hBms Nt
c&ERLET,
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33 Port

Parameter | <port>: /R— &S (6] :1/0/1)

Version 1.11.03

PSI RE

mEZE VNl

NOTI(5) Port1/0/1 linkup-delay timer started.

3310 Uo7y TMEISAI—DET

Log Port<port> linkup-delay timer expired.

Trap TL

EEE Notification (5)

e Uo7y TIHEIEREZRNICLIR—hT, Yo7y TIHES AN —hET LicC
EERLET,

Parameter | <port>: /R— k&S (6] :1/0/1)

Version 1.11.03

PSI RE

mErE S

NOTI(5) Port1/0/1 linkup-delay timer expired.

110/161



34 Power

34 Power

34.1 BEIRESHRE

Log Unit <unit-id>, Power <power-id> failed

Trap npPowerFault

EEE Critical (2)

B BREENEETHDCE. £LEFEBRIZY M EHZEELELIECEERLET,

Parameter | <unit-id>: /Rwv 2 X ID
<power-id>: BIR1=v ~ ID

Version 1.06.01

it s show unit Y R, KU show environment I¥ > R TR ERETZEZ. show
tech-support A¥VY RTREBHRZIEL. RENHNIIEERR (BEEBRY 1 )
FRIEIBRIZ Y b (BRI Y Y1) ZTREKIEE N,

mE7E N/l

CRIT(2) Unit 1, Power 1 failed

34.2 BIREEEIH

Log Unit <unit-id>, Power <power-id> back to normal

Trap npPowerRecovery

BEE Informational (6)

A BREENEEREBNEBLIECE, FLEFERIZY FOHANERICEIBLECE
ZnRULET,

Parameter | <unit-id>: /Rwv 2 X ID
<power-id>: BIRI1=v ~ ID

Version 1.06.01

it &

mEoF N

INFO(6) Unit 1, Power 1 back to normal

343 BR1Zvy hDEA

Log Unit <unit-id>, Attached PSU to slot <slot-id>

Trap npPowerAttached

BEE Informational (6)

Bz BR1=v %1 7 (ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X)ICH T,
KBICERIZY hbhERINILCEZRLET,

Parameter | <unit-id>: /Rw 2 X ID
<slot-id>: ERI1I=-v hOXOvY ~ ID

Version 1.06.01. Trap (& 1.70.01

X iy 03
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34 Power

02 &bl

INFO(6) Unit 1, Attached PSU to slot 2

344 BR1=v bDKE

Log Unit <unit-id>, Detached PSU from slot <slot-id>

Trap npPowerDetached

BEE Critical (2)

Bz BR1=v %1 7 (ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X) ICH T,
EENSGBRIZY MEIDASNCEZEZRULET,

Parameter | <unit-id>: /Rwv 2 X ID
<slot-id>: BRI1=—v b®OXOv ~ID

Version 1.06.01. Trap (& 1.710.01

ST RE

02 &kmnp)

CRIT(2) Unit 1, Detached PSU from slot 2

34.5 KUY R— FERIZ v FDRERA

Log Unit <unit-id>, Attached non-support PSU model combination

Trap npPowerFault

B Critical (2)

e BRI1=vY %1 7 (ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X)ICHWNT.
PIR—hERIZY b /FEYR—FERIZY bABELTVWBZEZERLE T, Y
R—hERIZY hZEEL THORIREZIRNT DX TICIFH 20~30 BEENH
DFEI,

BH. AOJCHIGELTHEAEND SNMP k> v 7 npPowerFault (CHWTIE.
npPowerlndex DEIFEIC 1 ZRLEXT,

Parameter | <unit-id>: /Rw 2 X ID

Version 1.09.01

X ApresiaNP3000 &) — X TlFRYR— bDERI= v b TPWR-460-ACF;  TPWR-
460-ACR; ZEXDALTLEE W,

mloE N
CRIT(2) Unit 1, Attached non-support PSU model combination

34.6 KU R— FERIZ=v FDBERHE

Log Unit <unit-id>, Non-support PSU model combination back to normal

Trap npPowerRecovery

BEE Informational (6)

Bz BRI1=vY h% 1 7 (ApresiaNP3000-24X4Q. ApresiaNP3000-48T4X)ICHWNT.

PIR—hERIZY b /FEYR—FERIZY FORBEREIBESN/CEZRLE
Jo FYNR—KERIZY FEROBRVTH SREREBOBEEZRAIT DX TICIIK
20~30 WEEAND XY,
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34 Power

BH. AOJTHIGEL THAETNS SNMP k3w 7 npPowerRecovery [CH LTI,
npPowerindex DEIFEIC 1 ZRLET,

Parameter | <unit-id>: /Rw 2 X ID
Version 1.09.01

XS &

mErE N

INFO(6) Unit 1, Non-support PSU model combination back to normal
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35RIP

35 RIP

35.1 RIP #EEEDHIBR

Log [VRF <name>] RIP: IPv4 Route <network-addr>/<prefix-len> delete

Trap AN

BEEE Informational (6)

Btz RIP TEE LIBEMEIBRESNIcCEZRLETD,

Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF KEBKIIIERR
<network-addr>: xv kT =07 KL X
<prefix-len>: 7L 7«1 v I AR

Version 1.06.01

XTIt AEB, PLUNAEBEDT VY —Tz—XD) Y 7REBZEEZEL T ZE W,
AEE, WHEED RIP, BLUAVI—T ROV VI(CHETIHREEERLTL
ZE W

a7 &R=A

INFO(6) RIP: IPv4 Route 192.0.2.0/24 delete

35.2 RIP R L/NT Y FDZ(E
Log [VRF <name>] RECV[<if-name>]: Drop RIPv2 from <ip-address> (No auth in
packet)
Trap A
EEE Warning (4)
tER RIPV2 DFEEN B LEN/cA V5 —T = —X T, RIPV2 /W0y MMIERET + —IUR
NEELBWVWCENERETRIPV2 Wy hMEZEE NI EZRLEFT,
Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KMEAKIZIERR
<if-name>: AV ¥—7 T —XDEAH]
<ip-address> : Z{E L RIP /X7y hDZEET IP 7 KL R
Version 1.06.01
it s AEE., BLUNMAEKED RIP OREEICEAT 2R EZERL TZE L,
INTY hFv TF v —FTEERIPV2 /Wy REERLTLIZE L,
mEoE N/l
WARN (4) RECV [vlan10]: Drop RIPv2 from 192.168.10.253 (No auth in packet)

35.3 RIP ZE/\7 vy FORBET S —

Log [VRF <name>] RECV[<if-name>]: Drop RIPv2 from <ip-address> (Simple auth
failed)

Trap A

EEE Warning (4)

ELLE RIPv2 ZBEED/NRX D — RICED N HB7/6b. RIPV2 /Ty hAEEES NI EZERL
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35RIP

£,

Parameter | [VRF <name>] : VRF > X ¥V X% XVRF KMEAKFIZIERR
<if-name>: 1 V¥—7J 1 —AD4HE]
<ip-address> : Z{E L RIP /X7y hDZEET IP 7 KL R

Version 1.06.01

K AEE. BLUNAEED RIP OFFIEICET 2REECHEDL TS,
Ty hFv TF v —FTRERIPV2 Ty hZHER LTS,

02 &bl

WARN (4) RECV[vlan10]: Drop RIPv2 from 192.168.10.253 (Simple auth failed)
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36 RIPng

36 RIPng

36.1 RIPNg Y ¥ —7 1 —AREDEE

Log RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface <if-name> changed
state to enabled
RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface <if-name> changed
state to disabled

Trap TL

BEEE Informational (6)

e MR VLAN AV =T —XICHWT. ipv6 rip enable I¥ > RT RIPng A" E%h.
KICFEYICHRESNIIEZTRULET,

Parameter | <if-name>: V¥ —7J 1 —RD%H]

Version 1.06.01

S E

O RRHA

INFO(6) RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface vlan10 changed state to enabled
INFO(6) RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface vlan10 changed state to disabled

36.2 RIPng REEDHIR

Log RIPng: IPv6 Route <network-addr>/<prefix-len> delete
Trap TL
BEEE Informational (6)
e RIPng THEE L7z IPv6 BEHBIFREN/cC & Z2RLET,
Parameter | <network-addr>: Ry kT =07 KL X
<prefix-len>: 7L 7«1 v I AR
Version 1.06.01
XFIE AEE, BLUNAEBDAN VY —T—ADY YV IREBEERL T IEE L,
AEE, WHAKED RIPNg. BLUAVYIY—Tz—ROUVIICEHT DREEHERL
T<7ZE W,
O RRA
INFO(6) RIPng: IPv6 Route 2001:DB8:10::/64 delete

116/161




37 SNMP

37 SNMP

37.1 SNMP =X a2 =51 —&DFEIEK

Log SNMP request received from <ip-address> with invalid community string

Trap authenticationFailure

EEE Warning (4)

B SNMP &E3k&, #2171 —XFITRELIECEZRLET,

Parameter | <ip-address>: P 77 L X

Version 1.06.01

XIS <ip-address>HhEIETHDHBE. XY NI —IEBKBOREZEZR L. FIALTWV
5 SNMP D/X\—2 3V (CEUT, BRE (A2 71—, B/ RT—R
W—=TD7 X)) NELWHHERLTLIZE L,
<ip-address>NWARIETHDHBE. FEXT I ELADHEENSGDERT, Ry ~hT—7
EEERED IP7 RLAZEET D, £EFIBLTLD SNMP O/X—J 3 VICIHL
T, ERE (AZa=7 0 —4 FBRT—R IV—TOF7 U RH#E) ZEET D
CET, HBICNTDRELRT VL RAZEHSZENTEEXT,

mloE N

WARN (4) SNMP request received from 192.0.2.100 with invalid community string
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38 SSH

38 SSH

38.1 SSH Y —/\—DBER/ &3

Log SSH server is enabled
SSH server is disabled

Trap H U

EEE Informational (6)

Bz SSH B —/N\—N"E%. Fr@BEMCEEINLCEZRLET,
Parameter | 7L

Version 1.06.01

XSG E
02 &kmnp)

INFO(6) SSH server is enabled
INFO(6) SSH server is disabled

38.2 SSH OJ v E&Th

Log [VRF <name>] Successful login through SSH (Username: <user-name>, |P:
<client-ip>)

Trap L

EEE Informational (6)

5t AAA BERENEZNRIZED. SSH TOOJA VICHH LIz &EZRLET . AAA #EEE
NEMEZEEDOATA VERIIOT(E AA AEZSRLU TEEL,

Parameter | [VRF <name>] : VRF 1 > X% >V X% ¥ VRF KEBKIIIERR
<user-name>: 1—H'—%
<client-ip>: 92472V ~rDIP7 KL X

Version 1.06.01

SR RE

mEZE Nl

INFO(6) Successful login through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Successful login through SSH (Username: example, |P: 2001:db8:10::100)

38.3 SSH OJ1 V&K

Log [VRF <name>] Login failed through SSH (Username: <user-name>, IP: <client-
ip>)

Trap AN

EEE Warning (4)

B2 AAA BERENBEZNZIZE D, SSH TOOJ A VICKRKR LI EZRUE T, AAA #EE
NEMEIHZEDOOJ1 VAKAOT(E AAAEZSR LTS L,

Parameter | [VRF <name>] : VRF /> X ¥ >V X% XVRF KEAKIZIERTR

<user-name> : 1—H'—%
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38 SSH

<client-ip>: 95147V rDIP7 LR

Version 1.06.01

PSR BE. Y —%&, KRXDT—=—RAELVWHEZRLTIZEL,
access-class AN Y RZzfERATDE. 947V RDIP 7 RLRICKD 772 RHR
M EJEET T,

AT &R~

WARN (4) Login failed through SSH (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through SSH (Username: example, IP: 2001:db8:10::100)

38.4SSHOJ77 k

Log [VRF <name>] Logout through SSH (Username: <user-name>, |P: <client-ip>)
Trap TL
BT Informational (6)
BrkZ SSHEv>avhoOdld7ohLiclEEmULET,
Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKRIIIERR
<user-name>: 1—H—%
<client-ip>: 92472V ~DIP7 KL X
Version 1.06.01
X3RS RE
AJRRHGl

INFO(6) Logout through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Logout through SSH (Username: example, IP: 2001:db8:10::100)

385SSHEY>3Y¥1L7Dk

Log [VRF <name>] SSH session timed out (Username: <user-name>, IP: <client-ip>)
Trap AN
BEE Informational (6)
B2 SSHEY a9 A1 L7 D LIcCEZRLED,
Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KEAKFIZIERTR
<user-name> : 1—H'—%
<client-ip>: 9547V D IP7 LR
Version 1.06.02
it RE
AT &R~

INFO(6) SSH session timed out (Username: example, IP: 192.0.2.100)
INFO(6) SSH session timed out (Username: example, IP: 2001:db8:10::100)
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39 Ry YD

39 XYY YD

39.1 Ry I XV /)\—DEDAH

Log Unit <unit-id>, MAC: <mac-address> Hot insertion
Trap npStackGenerallnsert
EEE Warning (4)
B! Ry b YY—2 3% RULET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 KL X
Version 1.06.01
K BEEMICT>TLWEWNSEEIE. UTZERER LTS W,
« T YT XV \—DIREE
« AFYIIR— kD> TIREE
a7 &R=A

WARN (4) Unit 3, MAC: FC-6D-D1-11-22-33 Hot insertion

392 RV IAXYVN\—DEDO AL

Log Unit <unit-id>, MAC: <mac-address> Hot removal
Trap npStackGeneralRemove
EEE Warning (4)
B! Ry bU L=/ LERULET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 L X
Version 1.06.01
PSR BERIMICIT> TLWEWEEIF. LUTZHERL TS L,
¢ AT YT XV )\—DIKRE
« AFYIIR— kD> TIREE
02 &kmnp)
WARN (4) Unit 3, MAC: FC-6D-D1-11-22-33 Hot removal

39.3 RF v U MROY—-DEE

Log Stacking topology is <stack-tp-type>. Master(Unit <unit-id>, MAC: <mac-
address>)

Trap npStackTopologyChangeChainToRing
npStackTopologyChangeRingToChain

EEE Warning (4)

A Ry MROY—-DEEZRLET,

Parameter | <stack-tp-type>:X%¥ v hROY—%1 7 (Ring, Chain)
<unit-id>: Ry 2 X 1D
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39 Ry YD

<mac-address>: MAC 7 KL X
Version 1.06.01
PSR ENMIC MRAOY—ZZEELTOWEWSESF. UTEERLTIZE W,
¢ AT YT AV )\—DIKRE
« AF Y UIR— kD) > JIRRE
02 &kmnp)

WARN (4) Stacking topology is Ring. Master (Unit 1, MAC: FC-6D-D1-AA-BB-CC)
WARN (4) Stacking topology is Chain. Master (Unit 1, MAC: FC-6D-D1-AA-BB-CC)

30, I\ I TV IIYARYT—HTYRY—(CEBH

Log Backup master changed to master. Master (Unit <unit-id>)
Trap npStackRoleChangeBackupToMaster
EEE Warning (4)
B NV IT Y ITIRI =N RY—([CED DI EZERLETD,
Parameter | <unit-id>: /Rv 2 X ID
Version 1.06.01
XA ERNGREBB THEWGSIE. UTZEERL TS,
s N RY—DIRRE
« ATV IR—bDYU Y IIREE
O RRHA

WARN (4) Backup master changed to master. Master (Unit: 2)

39.5 AL—THMN Ry —[CE®

Log Slave changed to master. Master (Unit <unit-id>)
Trap npStackRoleChangeSlaveToMaster
EEE Warning (4)
B AL—TMNNRY—ICED>/lE&ZRLEFET,
Parameter | <unit-id>: 7/Rwv 2 X ID
Version 1.06.01
PSR EREREBZ THWERE. UTZER LTSV,
XN AY —DIRRE
« AF YV IIR— kD> TIREE
02 &kmnp)
WARN (4) Slave changed to master. Master (Unit: 3)

39.6 Ry U X ID OHEEKRA

Log Hot insert failed, box ID conflict: Unit <unit-id>, conflict (MAC: <mac-address>
and MAC: <mac-address>)

Trap npStackGeneralFailure

EEE Critical (2)
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B My XD DA—HZRULET,

Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: EELTWVWDEED MAC 7 KL X

Version 1.06.01

ESIn Ry U R ID ZBBEDHTICYDOEZ DN, Ry IX IDHAEELBVKSICHREL
T<IZEW,

02 &kmnp)

CRIT(2) Hot insert failed, box ID conflict: Unit 1 conflict (MAC: 00-40-66-B4-97-1F and MAC: 00-40-66-B4-96-B5)

30.7 AV IR—bDVUVIOTYS

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link up, <nway>
Trap npStackPortLinkUp
EEE Warning (4)
A RYYIR—bNI Y OT7y Tl &ZERLET,
Parameter | <unit-id>: 7Rwv 2 X ID
<mac-address>: MAC 7 kL X
<port-num> : ;R— K~ ID
<nway>: UV IDEMEREET 2 T7L v IR
Version 1.06.01
XEI BRNGZUY 7y TTHEWNGEIF, UTEERL TS,
« AF W I AV IN\—DIKEE
« ATV IR—bDYU Y IIREE
O RRHA
WARN (4) Unit 1, MAC: FC-6D-D1-AA-BB-CC Stackport 31 link up, 10Gbps FULL duplex

39.8 R¥YIR—bDUVITIY

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link down
Trap npStackPortLinkDown
BEEE Error (3)
e AV IR=bNUVIIT TV LIl EZRLET,
Parameter | <unit-id>: 7/Rwv 2 X ID
<mac-address>: MAC 7 kL X
<port-num> : ;R— K~ ID
Version 1.06.01
PSR BRWERD Y OF IV THRWNESF. UTZHERL TS,
¢ AT YT RX)\—DIKRE
« AFYIIR— kD) TIREE
02 &kmnp)
ERRO(3) Unit 1, MAC: FC-6D-D1-AA-BB-CC Stackport 31 link down
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39.9 R Y IR—bD LSV Y—/\—DFEA

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> <tr-type> has been
inserted

Trap TL

EEE Informational (6)

B AE v I R—=KCEE LT SFP/SFPHIR— KT SFP+E SV Y —/)N\—HpEASN/cC &
ERULET, Fld. XYY IIR—BIEEL SFP28 /R— I SFP28 SV —
N—HEASNcCEZRLETD,

Parameter | <unit-id>: /Rv 2 X ID
<mac-address>: MAC 7 kL X
<port-num>: ;R— K~ ID
<tr-type>: S VI—/\—=5A7

Version 1.06.01

X3 RE

O RRA

INFO(6) Unit 1, MAC: FC-6D-D1-AA-BB-CC Stackport 31 H-SFP+AOCTM has been inserted

39.10 R Y IR— DSV —/)\—DikE

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> transceiver has been
removed

Trap VAl

BEE Informational (6)

A RYw IR— NIEEE Uz SFP/SFP+R— RAVS SFP+ RSV Y —/\—HAED A E N7
CEERULEYD, F£ld. RV IR—NIERE LR SFP28 /R— ~H S SFP28 RS
—\—pEBbAENCEZRLET,

Parameter | <unit-id>: 7Rw 2 X ID
<mac-address>: MAC 7 kL X
<port-num>: ;R— K~ ID

Version 1.06.01

XIS &

02 &kmnp)
INFO(6) Unit 1, MAC: FC-6D-D1-AA-BB-CC Stackport 31 transceiver has been removed

39.11 Ry IJ/)\O—T L —LDREFIT LTI+

Log Hello timeout occurs: Unit <unit-id> Stackport <port-num>
Trap TL

BEEE Error (3)

B NO—=TL—LDREZA LTI MEENMEBELICEZRLETD,
Parameter | <unit-id>: /Rv 2 X ID
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39 Ry YD

<port-num> : ;R— K~ ID

Version 1.06.01
OIS ATV IRV )IN—DIRREEZREZL T EELY,
mErEGNl

ERRO(3) Hello timeout occurs: Unit 1 Stackport 31

3912 RV I Xy E—I DEEFERK

Log Unit <unit-id> fails to send a stacking message. (Type: <msg-type>, Sub type:
<sub-type>)

Trap TL

BT Debugging (7)

B AV IAXyE—IDEEFICKB LI EZRLET,

Parameter | <unit-id>: 7/Rv 2 X ID
<msg-type>: A¥ YV IXwvE—I 5414
Sub type: <sub-type>: XF v I Xyt —IDYT YT XBTHA1 THEELEZL
HE (IR

Version 1.06.01

X3 COOJ(F. X—H—TORTZRBENIT B726HD Debugging LRXILDX Yy EZ—IT
Y. RERHK. BEMNBRY Y JREOEER. RIEERPICHENICHASIND
BRIENIGIETI,
AY Y IBERDEREN CPU SBREICH /B EICERAOTNEHSNDZ ENH
DERIH. ZORRICIE CPU SEFTREDRAZHEZEL TIES L,

mlrE Nl

DEBG(7) Unit 1 fails to send a stacking message. (Type: EVENT_SLOG, Sub type: 4)

39.13 BRI HR D R HRE%
Log Stacking starts to configure new units. Master (Unit <unit-id>, MAC: <mac-
address>)
Trap TL
EEE Warning (4)
BrkZ AZ Y I XVN\—BETOBRERDOEIENFHR SN CEZERLET,
Parameter | <unit-id>: Y R¥—DRv I X ID
<mac-address>: Y A& —0O MAC 7 kL X
Version 1.06.01
X3R5 RE
mEZE Nl

WARN (4) Stacking starts to configure new units. Master (Unit 1, MAC: FC-6D-D1-AA-BB-CC)

39.14 #Ffcix 1= v MRA

Log

Stacking detects new units. (MAC: <mac-address>)
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Trap VAe )

EEE Warning (4)

Bz FLWRE Y IX Y N—Z @A LIl &EZaRLET,

Parameter | <mac-address>: FTL<EBMESNTRT Y I XV /)\—D MAC 7 KL R
Version 1.06.01

S RE

mE7E Nl

WARN (4) Stacking detects new units. (MAC: FC-6D-D1-11-22-33)

39.15 Ry v U REIDEE

Log Stacking role changed to <role>. (MAC: <mac-address>)
Trap AN

EEE Warning (4)

B AE VI DERENEELIcCEZRLET,

Parameter | <role>: ZE#HDKE

<mac-address>: MAC 7 L X

Version 1.06.01

X RE
AJRRHGl

WARN (4) Stacking role changed to Master. (MAC: FC-6D-D1-11-22-33)
WARN (4) Stacking role changed to Backup master. (MAC: FC-6D-D1-11-22-33)
WARN (4) Stacking role changed to Slave. (MAC: FC-6D-D1-11-22-33)

39.16 BHIEHORBAETY I LT D L

Log Stacking configure stage timeout occured. Restart election.
Trap TU
BEE Error (3)
Bz AZ v DEBIERORBANIBTY A L7 I RHREL. XY v T DRENERIRREIC
RolCEZERLET,
Parameter | &L
Version 1.06.01
K BRIV OV TREWGEEIE, UTZHELTIES L,
« XTI RV )\—DIREE
« RYYIIR—bDU Y IREE
e ZR]

ERRO(3) Stacking configure stage timeout occured. Restart election.

39.17 Ry IR— FREORFAEEB NS

Log

Stacking detects abnormal link status and try to recover: Unit <unit-id>
Stackport <port-num>
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Trap VAe )
EEE Error (3)
B EREGVUVOREZERAMUIICH, BHLEISELTWSZEZERULETD,
Parameter | <unit-id>: /Rwv 2 X ID
<port-num>: 7R—k ID

Version 1.06.01
bR BT ZziER LTS,

¢ AT YT A )\—DIKRE

« AF YU IR— kD> TIREE
02 &kmnp)

ERRO(3) Stacking detects abnormal link status and try to recover: Unit 1 Stackport 31

39.18 RF Y I XV NN—FRREDKRA

Log Unit <unit-id>: Stacking health status goes unstable
Trap L
EEE Warning (4)
Bz A IRXVNN—DRENEEDDARLEICHE 2/ EZRLET,
Parameter | <unit-id>:MRwv 27X ID
Version 1.10.01
IR T 2R L TS W,
« RF VI AV I\—DIREE
ATV IR—bDU Y TIREE
mEZE Nl

WARN (4) Unit 3: Stacking health status goes unstable

39.19 R Y I XV N—FREDEIR

Log Unit <unit-id>: Stacking health status goes stable

Trap AN

BEE Notification (5)

B! ATV IAYNN—DIRENTRLENDREICH >/ EZRUET,
Parameter | <unit-id>: /Rwv 2 X ID

Version 1.10.01

XS &
mEoE N

NOTI(5) Unit 3: Stacking health status goes stable

39.20 /\A—JL—LREBEIM LTV NRAKDODT7Z O3>

Log Recovering from loss of stacking message: Unit <unit-id> Stackport <port-num>
Trials <number>
Trap AN
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BEE Error (3)
B INO—TL—ABEDZEYA LTI NIESEIREBENTONIECEERLET,
Parameter | <unit-id>:/RvZ X ID
<port-num> : 7;R—k ID
<number> : FfTEIE (B : 1st, 2nd)
Version 1.06.01
FSI AIYIR—EDRTI VY —/\—FI21-IELOT—TILOERIREEER L T
SV, ERICEENMEWVNCHEREHOSITAROINZEZHRT Bi5E(E. bTVI—/\—F
J1-IELT—TINEREL TS,
RSV —NN—FIa1-IELCT—TINKBEEIISHEEAOITNRET DHEIT.
EBRICHENHDCEEEZIONET, TORIE. BEBEORIEZ CREF<IZEE L,
e GNG

Recovering from loss of stacking message: Unit 1 Stackport 31 Trials 1st

39.21 ER2/N\—IaVDRAY Y I AV N\—%&RA

Log OS version mismatch detected between slave (Unit <unit-id>) and master (Unit
<unit-id>)

Trap UL

EEE Warning (4)

B RV IAVNN—DN\N—=I 3V F v IIB=EET DHEEZTEMC L TLDIRRET.
BRZN\—=I3 VDRIV IR N—ERM LI EZRULET,

Parameter | <unit-id>: /Rwv 2 X ID

Version 1.11.01

SR RE

mE7E N/l

WARN (4) OS version mismatch detected between slave (Unit 3) and master (Unit 1)

39.22 RF Y IAVN—RLEDKRA XIAOT

Log Unit <unit-id>: Stacking health status goes Abnormal
Trap A
BEE Error (3)
B! ATV IAYVNN—DIREHNLED ODRREICH I & ZRUET,
Parameter | <unit-id>:MRv 27X ID
Version 1.06.01
mH. 1.10.01 UETEAROZFHASNE R Ao
IR TR L TS,
« R W I AV )\~ DIREE
« AF Y UR— kDY TIREE
mEZE Nl

ERRO(3) Unit 3: Stacking health status goes Abnormal
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39.23 R Y IAVNN—RREDEIR XIAOT

Log Unit <unit-id>: Stacking health status goes Normal

Trap A

BEEE Notification (5)

Bz A IRXVNN—DRENRLENOLEICHE /I EZERLETD,

Parameter | <unit-id>:/Rwv 2 X ID

Version 1.06.01
AH. 1.10.01 LETIEROVEHEATNEE Ao

XIS RE

mEZE VNl

NOTI(5) Unit 3: Stacking health status goes Normal
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40 Storm Control

40 Storm Control

40.1 A h—LDRA

Log

Broadcast storm is occurring on <interface-id> (port-channel <group-id>)
Multicast storm is occurring on <interface-id> (port-channel <group-id>)
Unicast storm is occurring on <interface-id> (port-channel <group-id>)

npStormControlDetected

Critical (2)

Ah—LAZEBRAULIECEERLUET,
« Broadcast storm : 7O—RF v AR/ Y MZEKDAR—LA
* Multicast storm : ¥ILFF v AK/TY RMIEKDAM—A

s Unicast storm : Z=F v X ~/\T v ~ BBEEFEEFEH. HKXU Unknown 1=
FrAR) [CKBDRAB—L, 2L, 723 v(Cdrop HEULLIE none Z1EE
LB EIE. A ZF v AT Y MMIEKBDAM—LAD0OZIFHASNEH A

LEWMEZ kbps RclZ/N\—t Y T—ITRELIIHZEE. AOTFEASNEE A,

Parameter

<interface-id>: A —LNRELTWVNBT VY —T—XID

(port-channel <group-id>) : IR— b F ¥ X)L TA =AY bO-IZHRE LGS
(C. AR—LDEELTVBAYN—R—DFABF v RILJIL—T D ZRR XYIE
R— b THRE LIBEFHERT

Version

1.06.01. Trap (£ 1.11.03

X I

BRALICA VYT —RATRY RT =T )b—THHELTWDREEENH D £T,
Ry b —OAOEHRCERZEZHERAL. L—TOREZERDBRVTZE 0,

02 &bl

CRIT(2) Broadcast storm is occurring on Port1/0/1

CRIT(2) Multicast storm is occurring on Port1/0/1

CRIT(2) Unicast storm is occurring on Port1/0/1

CRIT(2) Broadcast storm is occurring on Port1/0/1 (port-channel 5)

40.2 A h—LDEIR

Log

Broadcast storm is cleared on <interface-id> (port-channel <group-id>)
Multicast storm is cleared on <interface-id> (port-channel <group-id>)
Unicast storm is cleared on <interface-id> (port-channel <group-id>)

npStormControlCleared

Informational (6)

AR—ANEHRHLIECEERLUET,
« Broadcast storm : 7O—RF v AR/ Y MZEKBDAR—LA
e Multicast storm : ¥ILFF v AK/TY RMTEKDAM—A

s Unicast storm : Z=F v XA b/\T vy ~ BBEEFEEFEH. HKXU Unknown 1=
FrYAR) [CKDRAB—L, 2L, 723 v(Cdrop HEULLKIE none Z1EE
L7EBEIE. AZF v AN Y MMIEKBDAM—LAD0OZIFHASNEH A

LEWMEZ kbps RclZ/N\—t Y T—ITRELIIHZEIE. AOTFEASNEE A,

Parameter

<interface-id>: A h—LANEEEIN/T VY —T—X ID
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40 Storm Control

(port-channel <group-id>) : R— b F v RV TR —AOY FO—-ILERELLEE
(C. AR=LNEIBULIEXAVIN—R—OMEF v RILIIL—T ID ZRR XYER—
N CRE LB AIFFERR

Version 1.06.01. Trap (£ 1.11.03
SN RE
mEE sl

INFO(6) Broadcast storm is cleared on Port1/0/1

INFO(6) Multicast storm is cleared on Port1/0/1

INFO(6) Unicast storm is cleared on Port1/0/1

INFO(6) Broadcast storm is cleared on Port1/0/1 (port-channel 5)

403 A =LY MO—NVICEDIR—E2vy RTDOY

Log

<interface-id> (port-channel <group-id>) is currently shut down due to the
Broadcast storm

<interface-id> (port-channel <group-id>) is currently shut down due to the
Multicast storm

<interface-id> (port-channel <group-id>) is currently shut down due to the
Unicast storm

npStormControlShutdown

Critical (2)

AVI—T 1 —APAR=ALICE>TI vy ¥ TV (err-disabled JREEZEFE) aNn
feC&EmRLED,

« Broadcast storm : 7O—RF v XA /Ty MIEKBD A=A

s Multicast storm : ¥ILFF v AK/T Y MMIEKDA—LA

s Unicast storm : Z=F v XA ~/\T v b~ BBEEFEEFEH. HKXU Unknown 1=
FvY AN ICKBDRN—A

Parameter

<interface-id>: A h—AICE>T¥ v v ¥ (err-disabled JREEICEFE) <Nz
A5 —Tx—XID

(port-channel <group-id>) : IR— b F ¥ XV TA =AY bO-IZHRE LGS

[C. AR—AIC&E>TYv v r¥ Y (err-disabled JREEICEE) SN/ XV /\—K—
ROFIBTF v RILTIL—TF |ID #RE XYER— b THRELEBEIEIERT

Version

1.06.01. Trap (& 1.11.03

XIS

BALIEA VY =T —ATRY D= I)L—THEELTVDTIREENHD XTI,
Ry b= AOEHRCERZEZHERAL. L—TOREZERDRVTZEE 0,

HEEIHRE (errdisable recovery cause storm-control AY > R) DiFHIF. Vv v
h5 Y (err-disabled IREEICEE) sSNTHORELICHREANRBET DL, 15—
71— AOREIEBNICERSNET,

vy YO (err-disabled SREEICEE) SNfcr VY —TJ 1 —RAEFHTEBESHE
15513, shutdown AY Y RT—EBRZEL THS. noshutdown IX¥Y RTHA YV
Y—TJ T —ADHABEMREBEL T IEE LY,
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40 Storm Control

02 &bl

CRIT(2) Port1/0/1 is currently shut down due to the Broadcast storm

CRIT(2) Port1/0/1 is currently shut down due to the Multicast storm

CRIT(2) Port1/0/1 is currently shut down due to the Unicast storm

CRIT(2) Port1/0/1 (port-channel 5) is currently shut down due to the Broadcast storm

40.4 A=A bO-NICKBZR—r2 vy MOV DOBEEEIH

Log <interface-id> (port-channel <group-id>) recovers from storm err-disabled state
automatically

Trap npStormControlShutdownAutoRecovered

BEE Warning (4)

SteA Abh=ALay rO-NMICEDY vy YT (err-disabled KRREICEE) snfc1 Y
Y—Tx—RN. BEWICEIBLIZZEZRLETD,

Parameter | <interface-id>:#&HLfcT1>Y5—-TJx—X ID
(port-channel <group-id>) : IR— hF ¥RV TA =AY FO-ILZHRE LGS
(C. BHUIXYNN=R=bDOFAEF v RILIIL—T ID ZFRR XYER— S TREL
1B I3IERT

Version 1.11.03

XFIE BALICA VY =T —ATRY 8T =D )L—THFEEL TWICAREENH D £,
Ry hI = NDOREPERAEZER L. IL—TORENE > TLDIHEIFED R
TLEEW,

O RRHA

WARN (4) Port1/0/1 recovers from storm err-disabled state automatically
WARN (4) Port1/0/1 (port-channel 5) recovers from storm err-disabled state automatically

40.5 A=Ay bO-)ICKBR—bvy RO VDOFENIEIH

Log <interface-id> (port-channel <group-id>) recovers from storm err-disabled state
manually
Trap npStormControlShutdownManualRecovered
EEE Warning (4)
SteA Abh=ALaY rO-NMICEDY vy T (err-disabled KRREICEE) sV
Y—T1I—AN, FETERLILIEZRLED,
Parameter | <interface-id>:#&HL/fcT1>5—-TJxx—X ID
(port-channel <group-id>) : R— b F v RV TR =AY FO—-ILEZRELIHBE
(C. BHUIXYNN—R=bDOFAEF v RILIIL—7 ID ZFRR XYER— S TREL
1o BIEIERT
Version 1.11.03
X3 RE
mloE N

WARN (4) Port1/0/1 recovers from storm err-disabled state manually

WARN (4) Port1/0/1 (port-channel 5) recovers from storm err-disabled state manually
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41 Z)Zv vy —=JOL3al

41 Z)Z>ov)—=7JOK3al

411 ZANRZV TV —BEDBR) /&R

Log Spanning Tree Protocol is enabled
Spanning Tree Protocol is disabled

Trap L

BT Informational (6)

B ANZ2 YU =TJORIHER. KICFEBCEESNILCEERLET,
Parameter | &L

Version 1.06.01

SN RE
AJRRPGl

INFO(6) Spanning Tree Protocol is enabled
INFO(6) Spanning Tree Protocol is disabled

41.2 ROY—F VY

Log B STP/RSTP/MSTP E— R
Topology changed (Instance:<instance-id>, <interface-id>, MAC:<mac-
address>)
B RPVST+E—R
Topology changed (VLAN:<vlan-id>, <interface-id>, MAC:<mac-address>)
Trap topologyChange
EEE Warning (4)
B ANZ TV Y—=KSTP)D MROY—AELIcCEZRLET,
Parameter | <instance-id>: MSTP E— RICHIFD AV RY VX ID XAV RAIV X0 EFT 74
MY X& > ZRED CIST
<vlan-id>: R/ Z> WYY —=7FORJIHEMICE S TS VLAN ID
<interface-id>: MROY —EEBERERAE/(IRET 2/R— hES
<mac-address>: 77U v I D MACY RL X
Version 1.06.01
X EIHRRREEZRER L TS L,
O RRA

WARN (4) Topology changed (Instance:0, Port1/0/1, MAC:00-40-66-AA-BB-CQ)
WARN (4) Topology changed (Instance:1, Port1/0/1, MAC:00-40-66-AA-BB-CC)
WARN (4) Topology changed (VLAN:10, Port1/0/1, MAC:00-40-66-AA-BB-CC)

41.3 New Root 77U w3y

Log

B STP/RSTP E— kK
New Root bridge selected (MAC:<mac-address>, Priority:<priority>)

B MSTP E—FK
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41 Z)Zv vy —=JOL3al

CIST New Root bridge selected (MAC:<mac-address>, Priority:<priority>)
CIST Regional New Root bridge selected (MAC:<mac-address>,
Priority:<priority>)

MSTI Regional New Root bridge selected (Instance:<instance-id>, MAC:<mac-
address>, Priority:<priority>)

B RPVST+E—R

New Root bridge selected (VLAN:<vlan-id>, MAC:<mac-address>,
Priority:<priority>)

Trap newRoot

BEE Informational (6)

e iclCIL— TV IMBBHEN L EZRLET,

Parameter | <instance-id>: MSTP E— RIZHIFBDAIVRIV R ID XAV RIYV R0 (FTTAI
NV X5V AED CIST
<vlan-id>: R/XZy YU —=OR2IHE#MITHE>TWLWS VLAN ID
<mac-address>: 7w I D MACT7 RL X
<priority>: U w IBRE

Version 1.06.01

FST RE

AT &R~

INFO(6) New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST Region New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) MSTI Region New Root bridge selected (Instance:1, MAC:00-40-66-11-22-33, Priority:8193)
INFO(6) New Root bridge selected (VLAN:10, MAC:00-40-66-11-22-33, Priority:8202)

41.4 New Root 1R—

Log B STP/RSTP/MSTP £— R
New root port selected (Instance:<instance-id>, <interface-id>)
B RPVST+E— R
New root port selected (VLAN:<vlan-id>, <interface-id>)
Trap UL
EEE Notification (5)
B2 FclC)b— bR— hhBHENALCEZRLE T,
Parameter | <instance-id>: MSTP E— RIZHIFBDATVRIV R ID XAV RIYV R0 (FT T4
NV AY 2 ZAED CIST
<vlan-id>: R/XZ YU =0 RILHAEICIE>TLWS VLAN ID
<interface-id>: hROY —ZEEBRERMNE/C(IZET DR— hES
Version 1.06.01
S RE
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41 Z)Zv vy —=JOL3al

mErE S

NOTI(5) New root port selected (Instance:0, Port1/0/2)
NOTI(5) New root port selected (Instance:1, Port1/0/2)
NOTI(5) New root port selected (VLAN:10, Port1/0/2)

41.5 IR— MREDER

Log W STP/RSTP/MSTP £— R
Spanning Tree port status change (Instance:<instance-id>, <interface-id>) <old-
status>-><new-status>
MW RPVST+E—R
Spanning Tree port status change (VLAN:<vlan-id>, <interface-id>) <old-
status>-><new-status>

Trap L

EEE Warning (4)

e A=V TV 1) —(XSTP) DIR— MREEICEENREE LI EZRULET,

Parameter | <instance-id>: MSTP E—RICHIFBDAVAIVAID XAV RY VA 0IET T4
NV RXYVZAED CIST
<vlan-id>: Z/\Zv oYU —=OJ)LAERICHE > TS VLAN ID
<interface-id>: FROY —ZEFERZRMEZCIEZET DR— ~ES
<old-status> : ZHEIDR— MKAEE
<new-status> : ZEHDR— MNREE
¥7R— RIREE | Disable, Discarding, Learning, Forwarding

Version 1.06.01

XIS EIRRREZER L TEE L,

a7 &RRHA

WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Discarding->Learning
WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Learning->Forwarding
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Discarding->Learning
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Learning->Forwarding

41.6 IR— hREIDER

Log W STP/RSTP/MSTP £— I
Spanning Tree port role change (Instance:<instance-id>, <interface-id>) <old-
role>-><new-role>
B RPVST+E—
Spanning Tree port role change (VLAN:<vlan-id>, <interface-id>) <old-role>-
><new-role>

Trap AN

EEE Warning (4)

B A=Y TYV1)—(XSTP) DIR— hRENCEEANREE L/ CEZRLET,

Parameter | <instance-id>: MSTP £E— RICHBIFB2AVRIVXID XA VRAIVX0FT 7 A
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41 Z)Zv vy —=JOL3al

NV X5V ZED CIST

<vlan-id>: R/XZ> YU —=7ORJIHEMICIE S TS VLAN ID
<interface-id>: hROY —EEBFRERAEXEIRET 2/R— hES
<old-role> : ZERIDR— ~&E

<new-role> : ZEHDR— ~EE

¥7R— R 1&El : Disable, Alternate, Backup, Root, Designated, Master

Version 1.06.01
Xy EfRIRREZRER L T EE L,
mEZE VNl

WARN (4) Spanning Tree port role change (Instance:0, Port1/0/1) DisabledPort->DesignatedPort
WARN (4) Spanning Tree port role change (Instance:0, Port1/0/1) DesignatedPort->RootPort
WARN (4) Spanning Tree port role change (VLAN:10, Port1/0/1) DisabledPort->DesignatedPort
WARN (4) Spanning Tree port role change (VLAN:10, Port1/0/1) DesignatedPort->RootPort

41.7 A=V IV ) —FE—RFOEE

Log Spanning Tree version change (new version:<new-version>)
Trap TU

BEEE Informational (6)

B ANRZy YU =7ORINDE- R EESNcCEERLET,
Parameter | <new-version>: EfTHRODR/XZV IV —=FOKIL

Version 1.06.01

K RE
AJRRPGl

INFO(6) Spanning Tree version change (new version:STP compatible)

INFO(6) Spanning Tree version change (new version:RSTP)

INFO(6) Spanning Tree version change (new version:MSTP)

INFO(6) Spanning Tree version change (new version:RPVST+)

41.8 MSTPU -3 34, VEYa VESDEE

Log B MSTPE—R
Spanning Tree MST configuration ID name and revision level change
(name:<name> revision level: <revision-level>)
Trap H U
BEEE Informational (6)
Bk MSTP OV 7«4 JT, U—=yavaEleEIya VNI EREENLCEZRULET,
Parameter | <name>: U —y 3%
<revision-level>: UEI 3> LN
Version 1.06.01
it &
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41 Z)Zv vy —=JOL3al

mErE S

INFO(6) Spanning Tree MST configuration ID name and revision level change (name:TEST revision level:1)

41.9 MSTP 1V A& > AM:ETN

Log B MSTP E—k

Spanning Tree instance created (Instance:<instance-id>)
Trap L
BEE Informational (6)
B MSTP 1 VY RF UV ZANEMENIcCEZERLET,
Parameter | <instance-id> ! BMEN/c MSTP 1Y XF VX ID
Version 1.06.01
PN RE
AJRRHGl

INFO(6) Spanning Tree instance created (Instance:2)

41.10 MSTP 1>V A& > XDHIR

Log B MSTP E—R
Spanning Tree instance deleted (Instance:<instance-id>)

Trap A

BEEE Informational (6)

B! MSTP A Y XFZ YV ANEIBREN/cCEZTRLET,

Parameter | <instance-id>: BlIfREN7/7c MSTP 1 X5V X ID

Version 1.06.01

X RE

O &knpl

INFO(6) Spanning Tree instance deleted (Instance:2)

41.11 MSTP 12 A& > A®D VLAN &N

Log B MSTP E—FK
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> add vlan:<vlan-ids>)

Trap VAa )

BEE Informational (6)

B MSTP 1~ X% > R[Z VLAN Bl EN/fcC & ZERUEY,

Parameter | <instance-id>: MSTP A VXYV R ID XAV ARIVA0IETIAILMA VATV R
Ao CIST
<vlan-ids> : iEEpIE M7z VLAN ID

Version 1.06.01

it &
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41 Z)Zv vy —=JOL3al

02 &bl

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 add vlan:10)
INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 add vlan:21-25,29)

4112 MSTP 1> A& > XM VLAN HIx

Log B MSTP E—F
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> delete vlan:<vlan-ids>)
Trap H U
EEE Informational (6)
B MSTP 1V X5 X(CE&ERF o/ VLAN DElBREN/cC & ZRLET
Parameter | <instance-id>: MSTP A Y XF VR ID XAV RY VA0 BFTITAIMA YV RY VR
Ao CIST
<vlan-ids> : HIR=#7 VLAN ID
Version 1.06.01
ST RE
mErE N

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 delete vlan:10)
INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 delete vlan:21-25,29)

41.13 RPVST+%ZfEAT %5 VLAN DiENN

Log B RPVST+E—F
Spanning Tree VLAN created (VLAN:<vlan-id>)

Trap L

EEE Informational (6)

S50 RPVST+E(EM T2 VLAN MBME N & RLET,
Parameter | <vlan-id>: EflSt7z VLAN ID

Version 1.06.01

X iy 03
mErE N

INFO(6) Spanning Tree VLAN created (VLAN:20)

41.14 RPVST+7%fEFAT 2 VLAN DHIER

Log MW RPVST+E—R
Spanning Tree VLAN deleted (VLAN:<vlan-id>)
Trap VAa )
BEEE Informational (6)
tER RPVST+%Z{ERd 5 VLAN DHIfREN/ZC & ZRLE D,
Parameter | <vlan-id> : HlIfr= 117 VLAN ID
Version 1.06.01
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41 Z)Zv vy —=JOL3al

X I

RE

mEZE VNl

INFO(6) Spanning Tree VLAN deleted (VLAN:20)

4115 b— b H—RIC KB E®

Log MW STP/RSTP/MSTP £— R
Spanning Tree port role change (Instance:<instance-id>, <interface-id>) to
alternate port due to the guard root
B RPVST+E— b
Spanning Tree port role change (VLAN:<vlan-id>, <interface-id>) to alternate
port due to the guard root

Trap AN

BEE Informational (6)

SieA I—bAH=RIZKD, R—KEEIA alternate (CEFEN/&ZRLET,

Parameter | <instance-id>: MSTP E— RICHIFB2AVRY VX ID XA VATV X0 EFT T4
bV X5VARAD CIST
<vlan-id>: A= YU =70~ J)LAERICIE > TS VLAN ID
<interface-id>: ARy hZ&A Lo R— hES

Version 1.06.01

X3R5 RE

mlrE Nl

INFO(6) Spanning Tree port role change (Instance:0, Port1/0/1) to alternate port due to the guard root
INFO(6) Spanning Tree port role change (Instance:2, Port1/0/1) to alternate port due to the guard root
INFO(6) Spanning Tree port role change (VLAN:20, Port1/0/1) to alternate port due to the guard root

41.16 ~1IE BPDU OX{E

Log Invalid BPDU received on <interface-id>

Trap UL

EEE Warning (4)

B2 |75 BPDU ZRfE L& &ERULET,

Parameter | <interface-id>: /Y hERHMLIER— hES

Version 1.06.01

IR AEE, BIUBEEBEDR/INZ VIV —([CEATRIREERZLTEEL,

Ty hFv TF v —FTH(E BPDU ZHERL T ZE L,

AT &R~

WARN (4) Invalid BPDU received on Port1/0/1
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42 2 AT L

42,1 RiEFRE

Log W3ERY Y IEE
System started up
B X5y I
Unit <unit-id>, System started up
Trap A
EEE Critical (2)
B KBENEE. FEBEELIEZERLET,
Parameter | <unit-id>: R 7R ID ¥ X¥ v I KERAKIFIERT
Version 1.06.01
Xt &
mEZE &N

CRIT(2) System started up
CRIT(2) Unit 1, System started up

42.2 A — LAY — (CONSOLE)

Log HERY Y IOKRE
System warm start (CONSOLE)
B X5y IER
Unit <unit-id>, System warm start (CONSOLE)
Trap warmStart
EEE Critical (2)
B VY —)LZN LR Y RRECKDEBHBE LIt & ZRLE T,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKFERRKFIZIERR
Version 1.06.01
it &
02 &kmnp)

CRIT(2) System warm start (CONSOLE)
CRIT(2) Unit 1, System warm start (CONSOLE)

42.3 DA —L RS — K (TELNET)

Log W3EXSY Y OEE
System warm start (TELNET)
B X5 v IEH
Unit <unit-id>, System warm start (TELNET)
Trap warmStart
BEE Critical (2)
Bz Telnet ZN L7V Y RBREICKDEBNBEBLICCEZRLET,
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42 VAT A

Parameter | <unit-id>: R J R ID %X ¥ v I KERAKIFIERT
Version 1.06.01

XS &
mErE N

CRIT(2) System warm start (TELNET)
CRIT(2) Unit 1, System warm start (TELNET)

42.4 9 A — LAY — K (SSH)

Log BERYYIORE
System warm start (SSH)
B X5y IER
Unit <unit-id>, System warm start (SSH)
Trap warmStart
EEE Critical (2)
5t SSHZNMULINY RRMECKDEENBEFH LI EZRLET,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKFERRKFIIIERR
Version 1.06.01
it RE
mE7E N/l

CRIT(2) System warm start (SSH)
CRIT(2) Unit 1, System warm start (SSH)

42.5 DA —LRY— kK (SNMP)

Log HERY Y IOKRE
System warm start (SNMP)
B X5y U
Unit <unit-id>, System warm start (SNMP)
Trap warmStart
EEE Critical (2)
A probeResetControl A7 3 =& k7% warmBoot (2) [CEXET D SNMP #BEIC K D%
BErBEEH LI EERLET,
Parameter | <unit-id>: R Z R ID ¥ X¥ v I KERAKIFIERT
Version 1.06.01
IS RE
mE7E N/l

CRIT(2) System warm start (SNMP)
CRIT(2) Unit 1, System warm start (SNMP)

42.6 A—J)IL XY —k

Log

BIERY v IRE
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System cold start

B 25y B
Unit <unit-id>, System cold start

Trap coldStart

BEE Critical (2)

Bz BRHBORBICEIDERENEES LI ZRULET,

Parameter | <unit-id>: /R 7 X ID ¥R v U RERAFFIEIERT

Version 1.06.01

X35 ~E

O RRHA

CRIT(2) System cold start
CRIT(2) Unit 1, System cold start

42.7 =)L RRX&Y— K (SNMP)

Log System cold start (SNMP)
Trap U ¥SNMP [CKDO—)L RRY — bERERE. BERIBBRANEEEIND /. LE
BIC Ty THAORT
EEE Critical (2)
Bz probeResetControl #73 = ¥ h% coldBoot (3) ICFRET D SNMP BEICKDEE
NEREgLECEERULED,
Parameter | 75 L
Version 1.06.01
SV E
AJ &R

CRIT(2) System cold start (SNMP)

42.8 CPU BINC K2 HiZE

Log BERYYIORE

System re-start reason: CPU Exception

B X5 v IEH

Unit <unit-id>, System re-start reason: CPU Exception
Trap warmStart
BEE Emergency (0)
B CPU PN ERIM LTl th. BEEET o>/ EZERLET,
Parameter | <unit-id>: /R 7 X ID ¥R v U RERAFFIEIERT
Version 1.06.01
XIS UTOOJ%ZEEL. PIR— MRISEOXRTEMSIZE L,

« show environment
« show unit
« show logging all

141/161




« debug show cpu utilization
« debug show error-log
» show tech-support

mEZE Nl

EMER(0) System re-start reason: CPU Exception
EMER(0) Unit 1 System re-start reason: CPU Exception

42.9 V7 bz 7EEEERAIC K S HES

Log BERY Y IORE
System re-start reason: System Fatal Error
B X5 v IEH
Unit <unit-id>, System re-start reason: System Fatal Error
Trap warmStart
BEE Emergency (0)
Bz VIEII7EBEOEEERAMUICIZH. BEHZETOILCEZERLET,
Parameter | <unit-id>: /R 7 X ID ¥R v U RERAFFIEIERT
Version 1.06.01
X35 UToOJZREL. YiR— MREEOR TEM S W,
« show environment
« show unit
« show logging all
« debug show cpu utilization
« debug show error-log
« show tech-support
mEZE -GNl

EMER(0) System re-start reason: System Fatal Error

EMER(0) Unit 1 System re-start reason: System Fatal Error

4210 DA YVF RV TSN —(C K DBED

Log BRIV IORE
System re-start reason: Watch Dog
SRR 154
Unit <unit-id>, System re-start reason: Watch Dog
Trap warmStart
EEE Critical (2)
e DAYVF Ry ITIAIY—HBEICLDEBIBESLICEERLETD,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKERRKFIIIERR
Version 1.06.01
X I UToOJZEE L. YR— bRIGEROF TEM<SZE L,

« show environment
« show unit
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« show logging all

« debug show cpu utilization
« debug show error-log

« debug show wd-error-log

« show tech-support

mEZE VNl

CRIT(2) System re-start reason: Watch Dog
CRIT(2) Unit 1, System re-start reason: Watch Dog

4211 AT LA EY —ERKREIC K BEE

Log WERY Y IRE
System re-start reason: CPU Protect
B XYy UK
Unit <unit-id>, System re-start reason: CPU Protect
Trap warmStart
EEE Critical (2)
BrkZ AEOS-NP3000 Ver. 1.11.03 UBETIF. YRTAXEY—ZEIDLBTHEHNTER
VVREEDY 1 LV cC &AL C TR D, ZBNBRE LI EZERLET,
AEOS-NP3000 Ver. 1.11.03 KD aID/\—3/ 3~ TlF. cpu-protect system-
memory limit-check fault-action reboot INY Y RD#REIC KD, EENBERE L/
c&ERLET,
Parameter | <unit-id>: /R 7 X ID ¥R v U RERAFFIEIERT
Version 1.06.01
XFIE UTOOJ%ZEEL. PIR— MRISEOXRTEMSIZE L,
» show environment
» show unit
« show logging all
« debug show cpu utilization
« debug show error-log
 show tech-support

O RRHA

CRIT(2) System re-start reason: CPU Protect
CRIT(2) Unit 1, System re-start reason: CPU Protect

42,12 AT LRREIEE

Log System status goes normal.

Trap npSystemStatusNormal

BT Notification (5)

Btz JRTLARENERICR O IcCEZERLET,
Parameter | 75 L

Version 1.06.01
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X I

RE

mEZE VNl

NOTI(5) System status goes normal.

4213 AT LREEE

Log System status goes abnormal.
Trap npSystemStatusAbnormal
BT Emergency (0)
Bz AT LMREICEENRE LI EERLETD,
Parameter | 7L
Version 1.06.01
XIS BREHSNIEEEI— RIS U TR IEE W,
AJRRHGl

EMER(0) System status goes abnormal.

42.14 2 AT LREDEAL

Log Unit:<unit-id> System Status Code is changed (<failure-code>-<failure-code>)
Trap npSystemStatusCodeChange
BEEE Warning (4)
Bl KECLK > TRESNEEI - EESNcCEZRLET,
Parameter | <unit-id>: Rw 2 X ID
<failure-code> ! REIC L > TRESNIEZEI—R
« IARTD bit=0 (0x00000) : IEFEIRRE
+ bit[8]=1 (0x00100) : BRDEE
« bit[10]=1 (0x00400) : 7 7 VDEE
« bit[11]=1 (0x00800) : BEEE
+ bit[14]=1 (0x04000) : SW-LSI DXEY—IT 55—
« bit[15]=1 (0x08000) : SW-LSI| OEIBREEEXEY —IT5—
« bit[16]=1 (0x10000) : SW-LSI DXEY—-IT5— (J\—RIF—)
« bit[17]=1 (0x20000) : SW-LS| OEIBFREEEXEI—IT5— (J\—RIZ—)
Version 1.06.01
XS BR. 77V, FLEBECEENRELICES. BR. RET 7 VOBENEZ LN
F9, BEROEEIREBLEERR. 77 VOEER I EEREZ. EEI’HNITYR—K
MEBACHEVNEDELLIZS L,
SN TVWEWEEID - RAEASNES. /\— RO 7EEOAREENH D/
. PR—bRHBRBALCHSEVEDELIZE L,
O J&mBl
WARN (4) Unit:1 System Status Code is changed (0x00000-0x20000)

4215 FAIVDRY Y A —/)\—T0O—

Log

Task Stack Over flow: Unit <unit-id>.Task: <task-name>
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Trap AN}
5EE Alert (1)
SteR FRAIDAIY DA —=N\N—=TO—DRELIECEEZRULET,

Parameter | <unit-id>: Rwv 2 X ID

<task-name>: A—/N\—TJO—-ULiYRXI%

Version 1.06.01

X LUToOJ=BRE 0. YR— bRISEROX TEM LT,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log

» show tech-support

mEZE VNl

ALER(1) Task Stack Over flow: Unit 1.Task: SYS_Ctr
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43 Telnet

43 Telnet

43.1 Telnet OJ 1 >V ETh

Log [VRF <name>] Successful login through Telnet (Username: <user-name>, |P:
<client-ip>)
Trap TL
BT Notification (5)
B AAA BEENEZNZIHED. Telnet TOOTA VICHH LI EZERLET . AAA
ENBEWEHEOOT 1 VRO AAAEZSRLTIEE W,
Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF KEBKRIIIERR
<user-name>: 1—H—& XOJA VRICI-—Y—-ZZANTDLEDLZNRE/N
& —>DHBE(E Anonymous FRiR
<client-ip>: 92472V ~rDIP7 KL X
Version 1.06.01
XIS RE
mloE N

NOTI(5) Successful login through Telnet (Username: example, IP: 192.0.2.100)
NOTI(5) Successful login through Telnet (Username: example, IP: 2001:db8:10::100)

43.2 Telnet OJ 1 VK

Log [VRF <name>] Login failed through Telnet (Username: <user-name>, |P:
<client-ip>)
Trap A
EEE Warning (4)
SieA AAA BEBEN B ITIZE D, Telnet TOOATA VICKRB LI EERLEFT, AAA K
ENBEWEHEOOT 1 VRO AAAEZSRLTIEE L,
Parameter | [VRF <name>] : VRF /> X ¥ >V X% XVRF KEAKFIZIERTR
<user-name>: 1—H—& XOJA VEIC I —ZZANT DHEDLENERE/N
& —>DiZE(F Anonymous &R
<client-ip>: 92472V ~rDIP7 KL X
Version 1.06.01
XIS JE. I—Y—%. NXT—RHAELVHIERLTSIZE L,
access-class ANY RZEFERATDE. V717V RDIP 7 RLRIZED T 71 RHIR
M AIRET T,
O RRHA

WARN (4) Login failed through Telnet (Username: example, |P: 192.0.2.100)
WARN (4) Login failed through Telnet (Username: example, IP: 2001:db8:10::100)

43.3 TelnetOJ 7o b

Log

[VRF <name>] Logout through Telnet (Username: <user-name>, |P: <client-
ip>)
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43 Telnet

Trap VAe )

BEE Informational (6)

B Telnet Ly >¥avnoOd 7oL EZEZRLET,

Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKRIIIERR
<user-name>: 1—HY—& XOJA VKICI—Y—ZZANT DDEDLEVNRE/N
& —>DHBE(E Anonymous FRiR
<client-ip>: 9547V D IP7 LR

Version 1.06.01

SR RE

mE7E VNl

INFO(6) Logout through Telnet (Username: example, 1P: 192.0.2.100)
INFO(6) Logout through Telnet (Username: example, IP: 2001:db8:10::100)

43.4 Telnet v >a>Vy1 L7 Ik

Log [VRF <name>] Telnet session timed out (Username: <user-name>, |P: <client-
ip>)
Trap VAl
BEE Informational (6)
B Telnetty a1 L7 O LIECEZERLED,
Parameter | [VRF <name>] : VRF 1> X ¥V X% XVRF KEAKFIZIERR
<user-name>: 1—H—& XOJA VKICI—Y—RZANT DREDLTNRE/N
& —>DiZE(F Anonymous &R
<client-ip>: 9547V D IP 7KL R
Version 1.06.01
XIS &
029 &kmnp)

INFO(6) Telnet session timed out (Username: example, IP: 192.0.2.100)
INFO(6) Telnet session timed out (Username: example, IP: 2001:db8:10::100)
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44 Temperature

44 Temperature

44.1 REEERA

Log Unit <unit-id>, Sensor: <sensor-id> detects abnormal temperature <degree>C
Trap npTemperatureWarning
EEE Critical (2)
Bz ASURED. REOHERAFRED LRZEUKBR I EZERLETD,
Parameter | <unit-id>: /Rwv 2 X ID
<sensor-id>: > —ID
<degree> : IRTEDRE
Version 1.06.01
PSR KRERIDOREL EZHERL T, ARBREZEMERRRE (0~50°C) DHEHERICHAE
LTS,
02 &kmnp)
CRIT(2) Unit 1, Sensor: 1 detects abnormal temperature 56C

44.2 mER¥ DEIH

Log Unit <unit-id>, Sensor: <sensor-id>temperature back to normal
Trap npTemperatureNormal
EEE Critical (2)
B BELVU-HAERRENOEHZRAMLICEZRULET,
Parameter | <unit-id>: 7/Rwv 2 X ID
<sensor-id>: >t —ID

Version 1.06.01

XIS &

mEoE N

CRIT(2) Unit 1, Sensor: 1 temperature back to normal

148/161




45 BAmEY v o%E (ULD)

45 BRI (ULD)

45.1 ULD BeEIC KB BEAMEY > JRAl

Log ULD <interface-id> is detected as unidirectional link

Trap VAe )

EEE Warning (4)

SieA AV —T—RATHEAMI Y IMREESNCEERLET,

Parameter | <interface-id>: BAM VY IHMRANEINTNETI VY —T T —R

Version 1.06.01

XIS MNEEBEDIR— FRE. RT—F R BLOGEBREERL TS,

02 &bl

WARN (4) ULD Port1/0/1 is detected as unidirectional link
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46 VRRPv2

46 VRRPv2

46.1 VRRPv2 Master [CER

Log VRRP: vrid <vr-id> state change to master on vlan <vlan-id>
Trap vrrpTrapNewMaster
BEEE Warning (4)
Bz RIEIL—5 —DIREH, YRY—ICED>/cZ&ZRULET,
Parameter | <vr-id>: {R¥E/L—%—ID
<vlan-id>: VLAN ID
Version 1.06.01
X3S RE
O RRHA

WARN (4) VRRP: vrid 1 state change to master on vlan 10

46.2 VRRPv2 Backup [CE®

Log VRRP: vrid <vr-id> state change to backup on vlan <vlan-id>
Trap TL

EEE Warning (4)

B! R —5—DIREEN, I\ I TPy FICED>/=C&%ERLET,
Parameter | <vr-id>: {k#&/L—%—ID

<vlan-id>: VLAN ID

Version 1.06.01

Xt &
O &knpl

WARN (4) VRRP: vrid 1 state change to backup on vlan 10

46.3 VRRPV2 ZE/\T Yy hDF v IY LIS —

Log VRRP RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-id>)
Trap A
EEE Warning (4)
B! FREUETRNIAMZAAX Y M XyE—IDF v IP AT T —%ERULET,
Parameter | <vr-id>: {R78)L—%—ID
<vlan-id>: VLAN ID
Version 1.06.01
IR AEE., BLUNMAZEED VRRP #EECRETREZMRL TIEE W,
INTY R Fv TF v —FTFE VRRPV2 /Wy hERERL T EE L,
mEoE N/l
WARN (4) VRRP RECV[Hello]: Dropped - bad checksum (1/vlan 10)
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47 VRRPv3

47 VRRPvV3

47.1 VRRPv3(IPv4) Master [CE®

Log VRRPv3 IPv4: vrid <vr-id> state change to master on vlan <vlan-id>
Trap AN )
ETE Warning (4)
Bz {78 1Pv4 VRRPV3 JL—% —DREN, YRXY—[CED>ZEZERLET,
Parameter | <vr-id>: VRRPv3 {x#8)L—% —ID
<vlan-id>: VLAN ID
Version 1.06.01
X3S RE
O RRHA

WARN (4) VRRPv3 IPv4: vrid 1 state change to master on vlan 10

47.2 VRRPv3(IPv4) Backup [CE®

Log VRRPvV3 IPv4: vrid <vr-id> state change to backup on vlan <vlan-id>
Trap Vil
EEE Warning (4)
Bz %48 IPv4 VRRPV3 JL—% —DIREEN, N\w o7y FICEDo il &ZERLET,
Parameter | <vr-id>: VRRPv3 {R8/L—% —ID
<vlan-id>: VLAN ID
Version 1.06.01
X I &
mEZE &N

WARN (4) VRRPv3 |Pv4: vrid 1 state change to backup on vlan 10

47.3 VRRPvV3(IPv4) ZEN\TY FODF v IY LTS —

Log VRRPv3 IPv4 RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-id>)
Trap A
EEE Warning (4)
Bz FREUETRNIAMZAAX Y M XyE—IDF v IP AT T —%ERULET,
Parameter | <vr-id>: VRRPv3 {x#8)L—% —ID
<vlan-id>: VLAN ID
Version 1.06.01
IR AEB, PLUNMAEKED VRRPV3 HEEICFATHREZERL TS L,
INTY R Fv TF v —FTHE VRRPV3 /Wy hERERL T EE L,
mEZE &N
WARN (4) VRRPv3 IPv4 RECV[Hello]: Dropped - bad checksum (1/vlan 10)
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47 VRRPv3

47.4 VRRPv3 (IPv6) Master (CER

Log VRRPv3 IPv6: vrid <vr-id> state change to master on vlan <vlan-id>
Trap A
EEE Warning (4)
Bz {78 IPv6 VRRPV3 JL—% —DREN, Y RY—[CEDD/cCEZERLET,
Parameter | <vr-id>: VRRPv3 {x#8)L—% —ID
<vlan-id>: VLAN ID
Version 1.06.01
X3RS RE
O RRHA

WARN (4) VRRPv3 IPvé6: vrid 61 state change to master on vlan 10

47.5 VRRPv3 (IPv6) Backup ICE%

Log VRRPvV3 IPv6: vrid <vr-id> state change to backup on vlan <vlan-id>

Trap H U

EEE Warning (4)

Bz {x#8 IPv6 VRRPV3 JL—% —DREN, Nw o T v FICED> I EZERLET,
Parameter | <vr-id>: VRRPv3 {R8/L—%—ID

<vlan-id>: VLAN ID

Version 1.06.01

Xt &
mEZE &N

WARN (4) VRRPv3 IPvé6: vrid 61 state change to backup on vlan 10

47.6 VRRPV3(IPv6) ZE/N\TY FODF T v IY LTS —

Log VRRPv3 IPv6 RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-id>)

Trap A

EEE Warning (4)

Bz FREUVETRNIAZAAX Y M XyE—IDF v IP AT T —%ERULET,

Parameter | <vr-id>: VRRPv3 {x#8)L—% —ID
<vlan-id>: VLAN ID

Version 1.06.01

PSR AEB, PLUNMAEEBED VRRPV3 HEEICFATDREZRRL TEE L,
INTY hFv TF v —FTEE VRRPV3 /Wy hZ2RERL TS L,

mEZE &N

WARN (4) VRRPv3 IPv6 RECV[Hello]: Dropped - bad checksum (61/vlan 10)
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48 ZTP (Zero Touch Provisioning)

48 ZTP (Zero Touch Provisioning)

48.1 ZTP 7Ot A DF%A

Log ZTP: ZTP processing started

Trap VAe )

BEE Informational (6)

5t ZTP WA BB LI C & ZERLED,
Parameter | 7% L

Version 1.11.01

X I &
mEZE Nl

INFO(6) ZTP: ZTP processing started

48.2 ZTP : DHCP Y —/\—#=f kB

Log ZTP : DHCP connection timeout

Trap VAl

BEE Warning (4)

B DHCP —/N\—#EEICRB LI & ZRLEFT,

Parameter | 7L

Version 1.11.01

POINg DHCP —/\—HEELLEHRSNTVNDIN, FFELLLEEHLTWIMERLTL
S0,

02 &kmnp)

WARN (4) ZTP : DHCP connection timeout

48.3 ZTP : TFTP b —/\—1BHR OB LK

Log ZTP: TFTP Server information was not found

Trap A

EEE Warning (4)

B TFTP b —N\—DBEHNEE CELRN >TcC & ZRLET,
Parameter | 7 L

Version 1.11.01

Xt DHCP B —/\— DR EZHEZL TIES L,
O &knpl

WARN (4) ZTP : TFTP Server information was not found

484 ZTP: 5—box1 IP 7 RLAKEUS

Log

ZTP: DHCP no gateway IP address

Trap

AN
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48 ZTP (Zero Touch Provisioning)

EEE Warning (4)

B BESNLTFTPY—/IN\—D IP 7 RLRICHIHTDT —bTxa IPT7 RLADERA
SEENTVWENWCEZRLET, b, A—Y TRy M TFTP H—/N\—H"HFET D15
A, ZoOJFRR"ENEF Ao

Parameter | 7L

Version 1.11.01

P DHCP B —/\—DXEZHEZL TLEEL,

mEZE Nl

WARN (4) ZTP : DHCP no gateway IP address

48.5 ZTP : ARP KRIGE

Log ZTP : TFTP <ip-address> ARP no reply

Trap H U

EEE Warning (4)

Bz TFTP O —/\—=H'5 ARP BN LGN el &ZERLET, TFTP H—/\—HRIDH T
XY BRDIPT RLRADZE, BT - DI AIC ARPERZXREFELEXT, ¥—h
DA A ARP B LEWES. <ip-address>ICIET— kT 1D IP 7 RLAZEERR
LEI,

Parameter | <ip-address>: TFTP 5 —/{\—®D IP 7 kL X

Version 1.11.01

XIS TFTP O —/\—DIRREZHER L TLIZE W\, DHCP H—/N\—DREZEZL TS
LYo

mErE SN

WARN (4) ZTP: TFTP 192.168.0.10 ARP no reply

48.6 ZTP : 771 )LF > O— RORK

Log ZTP: TFTP <ip-address>: <filename> download started
Trap L
EEE Informational (6)
5t T7AIMVDFOyO— Rl EZEZRLET,
Parameter | <ip-address>: TFTP 4 —/{\—D IP 7 L X
<filename>: 7 71 L%

Version 1.11.01
XS &

mEoE N/l
INFO(6) ZTP: TFTP 192.168.0.100 : apresia-software.had download started
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg download started

48.7 ZTP : 774 )LF UV O— RDETH

Log

ZTP: TFTP <ip-address> : <filename> download succeeded
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48 ZTP (Zero Touch Provisioning)

Trap VAe )

BEE Informational (6)

5t TJ7AIWDYIO—RICEINLIECEZEZRLUET,

Parameter | <ip-address>: TFTP H#—/{\—D IP 7 L X
<filename>: 7 71 )L%

Version 1.11.01

it i &

02 &kmnp)

INFO(6) ZTP: TFTP 192.168.0.100 : apresia-software.had download succeeded
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg download succeeded

488 ZTP: J— R A=Y T 71 )LDF I O— REK

Log ZTP : IMAGE <filename> <reason>
Trap U
EEE Warning (4)
B2 T—hAX=IT74)IDYIVO—-RICKK LI EERLED,
Parameter | <filename>: J—hA X=I T 7 1)L %
<reason> : KHIEH
« file name size over : 77 1)L &Y A XA —/\—
« TFTP connection failed : TFTP B —/\— (&L
« file not found : Z 7 1ILAAR DA BN
s fileaccesserror: 77 MW7 IO AT —
*TFTPtimeout : TFTP Y1 A7 D b
e invalid file : RIEZT7 71 )L
« disk full or allocation exceeded : T+ AUV EERER L. XEIIBERR
s flash accesserror: 72w a7 AT5—
Version 1.11.01
SV KEBEBAICHEL. TFTP B —/N\—DEFRE. Y7V 0O— RRROT 7 1 ILDREZHE
LTS,
mErE TNl
WARN (4) ZTP : IMAGE apresia-software.had file not found

48.9 ZTP : BEBH 7 71 )ILDF oY O— REKK
Log ZTP : CONFIG <filename> <reason>
Trap VAa )
EEE Warning (4)
Bl BREERT 7 1ILOY IV O—RICKBLIEZEZRULET,
Parameter | <filename> : BIEHR T 7 1)L 4
<reason> : kEIEH
- file name size over : 7 7 1 JL&Y A XA —/\—
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48 ZTP (Zero Touch Provisioning)

« TFTP connection failed : TFTP B —/\—(Ci#Efrk B

« file not found : 77 1 ILAARDH S

- fileaccesserror: 77 M)W 7O AITS—

* TFTP timeout : TFTP Y1 A7 T k&

«invalid file : RIE%& 7 7 1)L

« disk full or allocation exceeded : T+ AUV ZBZRER L. FLIIBERRE
- flash accesserror: 72w a7 o0 AT5—

Version 1.11.01

PNy KEIERICHREL, TFTP H—/\—DEFIRE., YUV O—RTRO T 71 ILDIRREEHE
BLTLEEE LY,

mEZE VNl

WARN (4) ZTP

: CONFIG config.cfg file not found

48.10 ZTP : 7 v 75— MNLE DA

Log ZTP : TFTP <ip-address>: update started
Trap TL
EEE Informational (6)
B ZTP D7 v 75— MLUBZERBLICCEERLED,
Parameter | <ip-address>: TFTP B —/\—®D IP 7 kL X
Version 1.11.01
S RE
O RRA
INFO(6) ZTP: TFTP 192.168.0.100 : update started
48.11 ZTP : 7 71 VEFH DR
Log ZTP: TFTP <ip-address> : <filename> update started
Trap TL
BEEE Informational (6)
B 77 1IVDEFHERBLIECEERLET,
Parameter | <ip-address>: TFTP 5 —/{\—®D IP 7 kL X
<filename>: 7 7 1)L
Version 1.11.01
X RE
mloE N
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg update started

4812 ZTP : 7 71 JVEHFH DA

Log ZTP: TFTP <ip-address>: <filename> update succeeded
Trap A
BEE Informational (6)
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48 ZTP (Zero Touch Provisioning)

Bz 771 IVDEFHICKI LI EZERLET,
Parameter | <ip-address>: TFTP B —/\—®D IP 7 kL X
<filename>: 7 7 1)L %
Version 1.11.01
X I &
mEZE &N
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg update succeeded
48.13 ZTP [C K2 BEEDERE
Log ZTP: rebooting started by ZTP
Trap VAl
BEE Informational (6)
Bz ZTP [CK2BEEEI RSN CEZERLET,
Parameter | 7L
Version 1.11.01
X I &
mEZE &N
INFO(6) ZTP: rebooting started by ZTP
48.14 ZTP [C K 2 BEEIDKRENE
Log ZTP : Passed processing because <filename> is the same
Trap VAl
EEE Warning (4)
B TFTPH—N—HST—hM X=IT 71 )DBEHREZTEL. ALT7 7L/ &
ZRUET,
Parameter | <filename>: 7 —hA X—=I T 71 )L%
Version 1.11.01
XSG &
02 &kmnp)
WARN (4) ZTP : Passed processing because apresia-software.had is the same

48.15 ZTP Ot ZAD kK

Log ZTP :interrupted ZTP processing from console

Trap TL

EEE Warning (4)

BrkZ VY =6 ZTP BRI ZZ (I TS &ZRLE T,
Parameter | 7L

Version 1.11.01

X35 RE
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48 ZTP (Zero Touch Provisioning)

02 &bl

WARN (4) ZTP: interrupted ZTP processing from console
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49 Y RT LXEY —ERAKRER

49 Y RAT LXEY —FERAKER

49.1 D AT LAEV —FERXDOLEWVEERE

Log AEOS-NP3000 Ver. 1.11.03 (&
Unit <unit-id> Memory pool <name> utilization exceeded <percentage>
AEOS-NP3000 Ver. 1.11.03 &b EID/N\—=2 3V
Unit <unit-id> System memory <code> utilization exceeded <percentage>
Trap npMemoryUtilizationRising
EEE Warning (4)
B VAT LXEY—FEHEEA. cpu-protect system-memory limit-check threshold 1
NYRTRELIELEWVEZBRIcCEERLET,
Parameter | <unit-id>: 7/Rv 2 X ID
<name> ! ROV AT LXEY—%
<code>: EE[CX>TRHENLEEI— R
+ bitd (0x001) : SYS_MEM
« bit1 (0x002) : SYS_HUGE
- bit2 (0x004) : SEC_MEM
<percentage>: ¥ XT LAXEJ —DERAED L EWVE (%)
Version 1.06.01
1.11.03 : A DEX. B & U<code>/\T X = —%Z<name>/\TX—5 —([CEFE
X35 RE
e ZR]

AEOS-NP3000 Ver. 1.11.03 L&
WARN (4) Unit 1 Memory pool ssl_lib utilization exceeded 95%

AEOS-NP3000 Ver. 1.11.03 & D#ID/\—T 3>
WARN (4) Unit 1 System memory Ox2 utilization exceeded 90%

49.2 AT LXE) —ESHRMEEIC X S BEE

Log AEOS-NP3000 Ver. 1.11.03 L&
Unit <unit-id> System restart due to memory allocation failure <name>
AEOS-NP3000 Ver. 1.11.03 K DgID/\—=T 3V
Unit <unit-id> System restart due to memory allocation failure <code>

Trap H U

BT Emergency (0)

B AEOS-NP3000 Ver. 1.11.03 I TIF. Y RATALAXEY—ZEDYETHCENTER

WIREEDY 1 2RV RIC, EENBEFSLICCEZRULET, BH. AEOS-
NP3000 Ver. 1.11.03 UBETFERWTRHA S SYS_HUGE HEIBRSNTNETD,

AEOS-NP3000 Ver. 1.11.03 KD ajD/\—3/ 3~ TlF. cpu-protect system-
memory limit-check fault-action reboot XYY RO#EEIC LD, KENBIEE L
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49 Y RT LXEY —ERAKRER

CEZERLET,

Parameter | <unit-id>: Rw 2 Z ID
<name>: WROIV AT LXEY—4£

<code>: HEI[CK>THRHENEEI—R
+ bit0 (0x001) : SYS_MEM
+ bit1 (0x002) : SYS_HUGE
* bit2 (0x004) : SEC_MEM

Version 1.06.01

1.11.03 : <code>/VS X —% —%Z&<name>/\Z X —% —[CZEFE. cpu-protect system-
memory limit-check fault-action reboot ¥ > RHIBRICHSIEIE

X LUToOJ=BRE 0. YR— bRISEROX TEM LT,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log

» show tech-support

mEZE VNl

AEOS-NP3000 Ver. 1.11.03 &
EMER(0) Unit 1 System restart due to memory allocation failure SYS_HUGE

AEOS-NP3000 Ver. 1.11.03 & DFID/t—Y 5
EMER(0) Unit 1 System restart due to memory allocation failure Ox2
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50 CPU fEFEREHR

50 CPU fERXER

50.1 CPU fERERD L E WMEEE

Log CPU utilization has exceeded the threshold (before <before-value>, current
<current-value>)

Trap npCpuUtilizationRising

BEE Warning (4)

e CPU EREMEE L/ LEWMEZ LRI /cCEERLETD,

Parameter | <before-value> : BIRIDER Y 1 = TD CPU fERHE (%)
<current-value> : SEIDERY 1 =2 JTD CPU ERAZE(%)

Version 1.06.01

XIS &

a7 &R=A

WARN (4) CPU utilization has exceeded the threshold (before 99%, current 100%)

50.2 CPU EREODEIA

Log CPU utilization has become less than the threshold
Trap npCpuUtilizationFalling

EEE Informational (6)

Bz CPU EREMEELELEWMEZ TEI >/ &ZRULET,
Parameter | 7L

Version 1.06.01

XSG E
mEZE &N

INFO(6) CPU utilization has become less than the threshold
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