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2 AAA

2 AAA

2.1 AAA BEEDB R /&R

Log AAA is enabled
AAA is disabled

Trap L

EEE Informational (6)

5t AAAEBED V7 O—/VLRENER. IFEMCEBSNLIEZEZTRLET,
Parameter | 7L

Version 1.01.01

Xt E
02 &kmnp)

INFO(6) AAA is enabled
INFO(6) AAA is disabled

2.2 AJ1 VRkIh (AAA B8E)

Log Successful login through <exec-type> from <client-ip> authenticated by AAA
<aaa-method> <server-ip> (Username: <user-name>)

Trap TL

BEEE Informational (6)

B AAA BEREN B EEBADOJ A VICHINLIcC & ZRLET,

Parameter | <exec-type>: 2w < 3 V&Rl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDI514 7V D IP 7KL X
<aaa-method> : 25EA7% (local, server, none)
<server-ip>: AAAHY—/X\—D IP 7 KL X
<user-name>: 1—HY—& XOJA VKIC I —-RZANTDILEDLZEWVERE/N
& —> DiFE(E Anonymous R

Version 1.01.01

X RE

mloE N

INFO(6) Successful login through Console authenticated by AAA none (Username: Anonymous)
INFO(6) Successful login through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username: example)
INFO(6) Successful login through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.3 A1 VB (AAA BEEE)

Log Login failed through <exec-type> from <client-ip> authenticated by AAA <aaa-
method> <server-ip> (Username: <user-name>)

Trap TL

EEE Warning (4)

B AAA BEEN B EEBADOJ M VKB LI EZRLET,
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2 AAA

Parameter | <exec-type>: 2w < 3 V&Rl (Console, SSH, Telnet)

<client-ip>: SSH, Telnet v >3 >0 IS4 7V D IP 7KL X
<aaa-method> : F23E777% (local, server)
<server-ip>: AAAY—/X\—D IP 7L X
<user-name>: 1—H—& XOJA VRKIC I —-RZANTDIRLEDLZEWVERE/N
& —> DiFE(E Anonymous KRR

Version 1.01.01

PSR FEEAE. A—Y =%, IXRAT—RAELUVWMERL T EE L,
WEEAEND local DI/BE. O—HAIDT —IR—=—RCHIFDI-—TF—ERNELVHE
AL TLES L,
A ED server DIBE. AA A —N\—DI1—HY—FE&HKIT 7T ILHAELKEREINT
WD AL TLIEE W,

O RRHA

WARN (4) Login failed through Console authenticated by AAA local (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.4 AAA H—/\—

YALLTIMCKBZOT1VRK

Log Login failed through <exec-type> from <client-ip> due to AAA server <server-
ip>timeout (Username: <user-name>)
Trap A
EEE Warning (4)
A AAA BEENBERBANDOT A VKIS, AAAY—/I—DF1 LTI Kb OJA
VICKBUIECEZERLE T,
Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDI5147V D IP 7KL X
<server-ip>: AAAS—/\—D IP 7KL X
<user-name>: 1—HY—& XOJAVKICI— Y —-RZANTDIBHEDLZWVERE/N
& —> DiFE(E Anonymous KRR
Version 1.01.01
X$ht AAA T —/IN\=HIEEL<LEFRENTLDN ELSEELTVWDHERL TS L,
O RRA

WARN (4) Login failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)

2.5 FHERTE— FERBDETh

Log Successful enable privilege through <exec-type> from <client-ip> authenticated
by AAA <aaa-method> <server-ip> (Username: <user-name>)
Trap AN
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BEE Informational (6)
Bz AAA BEENBWIERE T, FHEETE— RDBBNRN LI EZRULET,
Parameter | <exec-type>: v < 3 &l (Console, SSH, Telnet)
<client-ip>: SSH, Telnet £ v >3 >vDI5147V D IP 7KL X
<aaa-method> : 25EA7% (local, server, none)
<server-ip>: AAAHY—/X\—D IP 7KL X
<user-name>: 1—H—&Z XOJA VKIC I —-RZANTDIRLEDLZEWVERE/N
& —2 DiHE(F Anonymous KRR
Version 1.01.01
XTIt RE
a7 &R=A
INFO(6) Successful enable privilege through Console authenticated by AAA local (Username: example)
INFO(6) Successful enable privilege through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:
example)
INFO(6) Successful enable privilege through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.6 FHERITE— FEBDKRK

Log Enable privilege failed through <exec-type> from <client-ip> authenticated by
AAA <aaa-method> <server-ip> (Username: <user-name>)

Trap TL

EEE Warning (4)

Bz AAA BEENBWIEERE T, FHEETE— RDBBNAKM LI EZRULET,

Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vD IS4 7V D IP 7KL X
<aaa-method> : F23E777% (local, server)
<server-ip>: AAAY—/X\—D IP 7 RL X
<user-name>: 1—H—Z XOJA VRKIC I —-RZANTDILEDLZEWVERE/N
& —> DiFE(E Anonymous KRR

Version 1.01.01

XIIE FEEAE. enable /KRT—RAELUWHHERL TS L,
EEAED local DIZAE. enable /XA T — REREAIE UWARERL TS LY,
TEAEAED server DIFE. AA A —N—DI1—HY—F&HKI 71 ILHAELKEREINT
WaMERL TS IEE W,

O RRHA

WARN (4) Enable privilege failed through Console authenticated by AAA local (Username: example)
WARN (4) Enable privilege failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)
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2 AAA

2.7 AAA Y —)\—=5 1 L7 7 FCKBHFERITE— FEBDKRK

Log Enable privilege failed through <exec-type> from <client-ip> due to AAA server
<server-ip>timeout (Username: <user-name>)
Trap VAa )
EEE Warning (4)
St AAA BEENBEMREEB T, AAA Y —N—DF 1 L7 I ML DFIERTE— RADE
BHARB LI EZRLET,
Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet £ v >3 >0 IS4 7V D IP 7KL X
<server-ip>: AA A —/N—D IP 7KL X
<user-name>: 1—HY—& XOJA VKICI—Y—ZZANT DDEDLEVNRE/N
& —> DiFE(E Anonymous KRR
Version 1.01.01
XIS AAA B —N—HAELLEHREINTNDH., ELEHLTVDIIERLTIZEL,
02 &kmnp)

WARN (4) Enable privilege failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Enable privilege failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Enable privilege failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username:

example)
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3 AccessDefender

3 AccessDefender

3.1 AccessDefender @O 71 >~ ERIh

Log A-Def : <auth-type>: login succeeded : uid=<user-name> mac=<mac-address>
ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-vlan-id>
class=<class-id>

Trap TL

B Notification (5)

BiLE! RELHAN O VICHh LIcC &ZRLET,

Parameter | <auth-type> : FRFE7%E (mac, web, dot1x, gateway, static, dhcpsnooping)
uid=<user-name> : 1—H—% X dhcpsnooping DiFE(FFERT
mac=<mac-address> : FaEimAD MAC 7 RL X ¥gateway DIFE(FIERT
ip=<ip-address> : §8&EimAD IP 77 KL X ¥mac, dot1x, static DIHE(FIERT
<interface-id> : FRFEIHARD 1 V¥ —T —R ID (il : port 1/0/1, port-channel 1)
vid=<vlan-id> : FBEEHAD VLAN ID. ¥+ = v VLAN ERK(ETTD VLAN ID
& FN Xstatic DB EIFIERR
new vid=<new-vlan-id>: #-13X v VLAN ERKOFEIEHADH L L) VLAN ID
KR —BWMICHICEID H TS VLAN ID BEFNEWVNEE(FIERT
class=<class-id> : FBEEHARD Y 5 R ID ¥M{RKRI—F—ERICH 5 X ID AAEFENLEWN
HaIIFERR

Version 1.02.01

XIS RE

mloE Nl

NOTI(5) A-Def: mac: login succeeded : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI(5) A-Def: web : login succeeded : uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3 vid=4000
new vid=10 class=1234

NOTI(5) A-Def: dot1x : login succeeded : uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI(5) A-Def: gateway : login succeeded : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10

NOTI(5) A-Def: static : login succeeded : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def: dhcpsnooping : login succeeded : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port 1/0/7 vid=10

FoaL B —/\—CDFBEERLTH

Log A-Def : <auth-method> <ip-address>: authentication succeeded : uid=<user-
name>

Trap VAa )

EEE Notification (5)

Bz FREICHI LIcC&ZRLEXT,

Parameter | <auth-method> : 885FA R (radius, local, force)

<ip-address>: RADIUS Y —/\—® IP 77 kL X Xlocal, force DIHE(FIEFRR

<user-name> : 1—H'—%
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3 AccessDefender

Version 1.02.01
XTI =
mEZE VNl

NOTI(5) A-Def: local : authentication succeeded : uid=pc1
NOTI(5) A-Def: radius 10.1.2.3 : authentication succeeded : uid=pc1
NOTI(5) A-Def: force : authentication succeeded : uid=pc1

3.3 AccessDefender O 71 > kB

Log

A-Def : <auth-type>: login failed (<reason>): uid=<user-name> mac=<mac-
address> ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-
vlan-id> class=<class-id>

AN

Notification (5)

WEEHAN O T 1 U [CRB LI EZRLE T,

Parameter

<auth-type> : F88E/7% (mac, web, dot1x, gateway, dhcpsnooping)

<reason>: O74 VICKRMUIER

« auth fail : FBEEICKB LT

« dynamic port-base : AccessDefender M@ VLAN E£— KA dynamic port-base
T RICRESNTVWT, 2 BBUEOREERARN dynamic port-base €— K
([CKDHRFHICT v F LI

tt=<TTL>  TTL 71 LY —HEEIC K D HIRS N

« max per device : FEDRAFELmA B8

« max per interface : 1 V% —7 = — ADRKFILH R Z B8

« dynamic vlan hash collision : SW-LSI MAC X—Z®D VLAN T—7)LT/\v
> ahEREL. B VLAN OEID H TR LT

« auth fail due to the previous authentication not passed : AND FBREICEH L)
T, HIRDFBAEAECREEICRBM L TWDIHE

uid=<user-name> : 1—1—% ¥dhcpsnooping DIFE(FFERT
mac=<mac-address> : F&EimAD MAC 7 RL X ¥gateway DIFE(FIERT
ip=<ip-address> : FREEHARD IP 7 RL X ¥mac, dot1x DFEILFERT
<interface-id> : FEEHAD T >~y —T = —X ID (fl : port 1/0/1, port-channel 1)

vid=<vlan-id> : AR D VLAN ID. ¥+ = v VLAN EAERFEITTD VLAN ID
EFRIN

new vid= <new vlan-id>: ¥ 3=v o VLAN ERRFDOFREEHRADFT L LY VLAN ID
KR - —IBFRICHZICTEID K TS VLAN ID BAEENLHWNEESITIERT
class=<class-id> : SREFHARD Y SR |ID XW{RI—F—FRICUV S X ID AAEENZWN
BEIEIERR

Version

1.02.01

X I

RE

17/125




3 AccessDefender

02 &bl

NOTI(5) A-Def: mac: login failed (auth fail): uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10
NOTI(5) A-Def: web : login failed (auth fail): uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3

vid=4000

NOTI(5) A-Def: dot1x : login failed (auth fail): uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10
NOTI(5) A-Def : gateway : login failed (auth fail): uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
NOTI(5) A-Def: dhcpsnooping : login failed (max per interface): mac=00-00-5E-00-53-22 ip=0.0.0.0 interface port 1/0/6

vid=10
3.4 BEEY —/\—TOFIALK
Log A-Def : <auth-method> <ip-address>: authentication failed : uid=<user-name>
Trap H U
BEEE Notification (5)
Bz FREICKRBM U IcC&EZRLEKT,
Parameter | <auth-method> : 885F A= (radius, local)
<ip-address>: RADIUS —/\—D IP 7 RL X ¥local DIHFEIFIERT
<user-name>: 1—H—%
Version 1.02.01
X iy 03
02 &kmnp)

NOTI(5) A-Def: local : authentication failed : uid=pc1
NOTI(5) A-Def: radius 10.1.2.3 : authentication failed : uid=pc1

3.5 AccessDefender O J 7 I

Log A-Def : <auth-type>: logout (<reason>) : uid=<user-name> mac=<mac-address>
ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-vlan-id>
class=<class-id> incoming interface <interface-id>

Trap AN

BEEE Notification (5)

Bz REAERAN O 7O UIcCEZRLETD,

Parameter | <auth-type> : F38FA7% (mac, web, dot1x, gateway, static, dhcpsnooping)

<reason>: 0777 ~NEH

*web : Web ROV Y NR—ITOJ T I MRV ZRT U

e link-down : WRAVF—T =NV IFIV LI

caging : T—YVJNOI7 7 hERE (EBBEDFIDEAT 1 7Y A EENIC
OJ7 70 I 25X TORM) M@l

e maxtime : 1 L7 D LEE REEEHI S 7Y SABBNICOI 7O RIS
X TORME) M@ L7

e clock : A7 U MEERKICE o7

« cli : access-defender logout ANYY RICKZO77 Dk

- config change : REZBICHSAT 7 b

« overwrite : REEAAImAZ R DR— MMIERL. BRALESSNLIBE
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3 AccessDefender

« logoff : 802X FBEET. B 7 AV hHBD EAPOL-Logoff X v —I%%(E
- reauth failure : 802.1X FREAFDHFEEIC KK
« reauth failure supp-timeout : 802.1X FREEDBRIRFICH TU LY hHBD
INENT A LTI~
- reauth vlan change : 802.1X FREED BRI (C VLAN AEE SN/
- reauth user name change : 802.1X AL BFRARF IC 1 — Y —ZHAEBES N/
- reauth class change : 802.1X FRAEDBRIAKRICTI S X ID HAEES N
« port initialization : 802.1X n,bnftf 15 =7 1 —ARENEAL SN
s release : DHCP XX —EVJT, IP7RLANU U —-IENTS
. expire : DHCP AX—E>VJ T, IP 7 RLRDYU—REABAE T L7z
«ping : PING OJ 7D MEREICK 20770 ~

uid=<user-name> : 1—1—% ¥dhcpsnooping DIFE(FIERT
mac=<mac-address> : FREEmAD MAC 77 KL X ¥gateway DHEIFIERR
ip=<ip-address> : FEE®HAD IP 77 KL X ¥mac, dot1x, static DB E(FIERR
<interface-id> : FaEHAD1 > 5 —T = —X ID (B : port 1/0/1, port-channel 1)

vid=<vlan-id> : 8:iFiAkD VLAN ID. ¥+ = v VLAN EREIZTTD VLAN ID
AR XKstatic DIZFBIFIERR

new vid= <new vlan-id>: #13+=v o VLAN ERREDFREEH ADH LU VLAN ID
M RI——IBRICHICEID K TS VLAN ID "EFNHEVESIFIERT

class=<class-id> : FBEEHARD Y TR ID ¥MNRKRI—F—ERICH 5 X ID AAEFENLEWN
BaEIERT
incoming interface <interface-id> : FREAEAMHHmANRAEDNR— MMIEHKI D &(C

KoTATT7IRLIBED. ZOBEFEDAVF—T—X D (B : port 1/0/1,
port-channel 1) ¥<reason>7%' overwrite DiFEDHFEKR

Version 1.02.01

PSI RE

02 &bl

NOTI(5) A-Def: mac: logout (link-down) : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI(5) A-Def: web : logout (aging) : uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3 vid=4000 new
vid=10 class=1234

NOTI(5) A-Def: dot1x: logout (maxtime) : uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI(5) A-Def : gateway : logout (aging) : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10

NOTI(5) A-Def: static : logout (config change) : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def: dhcpsnooping : logout (release) : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port 1/0/7 vid=10

3.6 RADIUS B—/\—DF 1 L7 T k

Log A-Def : radius <ip-address>timeout : uid=<user-name>
Trap Vil

BEE Warning (4)

B RADIUS U —/N\—hBInENEN >flcC & ZaRLET,
Parameter | <ip-address>: RADIUS —/\—®D IP 7 RL X
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3 AccessDefender

<user-name>: 1—H'—%

Version 1.02.01
PNy RADIUS O —/\—& DBEEIREZHEZL TEEL),
mErEGNl

WARN (4) A-Def: radius 10.1.2.3 timeout : uid=pc1

3.7 DHCP AX—EVJBEE—FEEBYIDBEX Y1V — DR

Log A-Def : dhcpsnooping : Mode-Timer started

Trap TU

BEE Informational (6)

Bz DHCP RAX—EVJDEMEE— REBTIDEZ YAV —HRESN. MASNICE

ZRLET,

Parameter | 7L

Version 1.02.01

XSG &
mErE N

INFO(6) A-Def: dhcpsnooping : Mode-Timer started

3.8 DHCP AX—EVI&#HEE— RODEE

Log A-Def : dhcpsnooping : mode changed to <status><method>
Trap H U

EEE Informational (6)

tEA DHCP AX—EVJDEMEE—RAUIDBE DO >/cC&ZRULET,
Parameter | <status>: DHCP AX—E>VJDOEEE— K (PERMIT, DENY)

<method> : BIfEE— RDYIDEZX A% (automatically, manually)

Version 1.02.01

IS RE
mEoE N/l

INFO(6) A-Def: dhcpsnooping : mode changed to DENY automatically

INFO(6) A-Def: dhcpsnooping : mode changed to DENY manually
INFO(6) A-Def: dhcpsnooping : mode changed to PERMIT manually

3.9 DHCP AX—EV 4 MAC ZEFE— ROER /ESH

Log A-Def : dhcpsnooping : mode changed to mac-authentication mode enable
A-Def : dhcpsnooping : mode changed to mac-authentication mode disable

Trap TL

BEEE Informational (6)

A dhcp-snooping mode mac-authentication A¥ > R T, DHCP AX—E>J®D
MAC BEEE— ROEM. RFEDCEESNICEZRLET,

Parameter | 75 L
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3 AccessDefender

Version 1.02.01
XTI =
mEZE VNl

INFO(6) A-Def:dhcpsnooping : mode changed to mac-authentication mode enable

INFO(6) A-Def:dhcpsnooping : mode changed to mac-authentication mode disable

3.10 Web b—/\—7otAx0O07
Log A-Def : <ip-address>(<user-agent>) <http-method> <URL>
Trap A
BEEE Informational (6)
A Web FBEEF®D Web ¥ —/\—& /(3 HTTP/HTTPS 7OF*> UL LI hDT7 IR
NHofcl&ZarmLET, CDAYIE. web-authentication logging web-access on
ONY RTZ 72RO EMICE > TVWBHBEDHEHNENET,
Parameter | <ip-address>: i R®D IP 77 KL X
<user-agent>: RN SD HTTP/HTTPS /Xy hOI—HF—T—Iz Vb
<http-method> : RN SD HTTP/HTTPS /X DXV w K (GET, POST)
<URL> : ImRND 5D HTTP/HTTPS /X bD URL 1B
Version 1.02.01
XTIt RE
O RRHA

INFO(6) A-Def:10.249.94.100(Mozilla/5.0 (Windows NT 10.0; Win6é4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/99.0.4844.84 Safari/537.36) POST http://10.249.94.100/cgi-bin/adeflogin.cgi

3.11 &R EERAR D8R

Log A-Def : authentication is not permitted (<reason>): mac=<mac-address> ip=<ip-
address> interface <interface-id> vid=<vlan-id>
Trap L
EEE Notification (5)
Bz RAFIERARBISZELRET, FHILLWRIERRZRE L EZRLET,
Parameter | <reason> : FEEAFF RIS NG H D /I
+ max per device : FEDRAFEmA N ZBi1E
« max per interface : 1 V% —7 = — ADRKFILH R Z B8
mac=<mac-address> : FaEHAD MAC 7 RL X %7 — b D 1 FEDHEFIERT
ip=<ip-address> : FBEEHARD IP 77 KL X ¥MAC F33E. Web F33E. IEEE 802.1X &%
DB EIFFHERR. ¥ — b A REEDHBEICERT
<interface-id> : FEiwmAD > ¥ —T T —X ID (ffl : port 1/0/1, port-channel 1)
<vlan-id> : FBEEEmAK®D VLAN 1D
Version 1.02.01
XTIt REE

21/125




3 AccessDefender

02 &bl

NOTI(5) A-Def: authentication is not permitted (max per interface): mac=00-00-5E-00-53-33 interface port 1/0/1 vid=10
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4 ARP

4 ARP

4.1 1P 7 RL AEHEKRA

Log Conflict IP was detected with this device (IP: <ip-address>, MAC: <mac-
address>, Port<port>, Interface: <if-name>)

Trap L

BEE Warning (4)

StEA RAKEBEEEIDIPVRLANMSDARPUI I AN ERELIECEERLET,
AOJEHEALTHS 1 9HEIF. BEZOEEIPZRLANSD ARP UV TR %=
SZELTEOJEHEAEINEBA, 1 MRERICZREITDEEBEOINEAEINET,
ZFDlzH, EEIP 7 RLANSD ARPUIVIR M ZEREUKEITTLWDIRATIE. &0
F1HlElCHBASINET,

Parameter | <ip-address>: ARBECE®I D IP 7L X
<mac-address> : REBE IP 7 RLANEETDEBED MAC 7 RL X
<port>: EEZRMULIR— hES %1.02.01 UETIE. YR—I AV MR—KTH
MU 735513 Port<port> DD D [C mgmt_port &FRR
<if-name>: EEERMULIZ IPT1 VY —T T —ADEH] %1.02.01 UETIZ. ¥YR—
I XY hR— b THRA LB EIE mgmt_ipif E&RR

Version 1.01.01

X IP 7 RLADEERIKARZEEL TS,

mEZE G

vlan10)

mgmt_ipif)

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, Port1/0/1, Interface:

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, mgmt_port, Interface:
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57— hER

5 77—

MEE&k

51 754XV —T—h A X—IT 71 )L TiEH

Log Booted from primary firmware <URL>

Trap VAe )

BEE Notification (5)

B2 To2AR)—T =M XA—ITEENRE LI EERLET, SD H—RT—KTi2
g L7cHBA(E. <URL>IZ /d:/apresia-software.had & RRENET,

Parameter | <URL>: 754X Y—T—hAX=IT71)LDIKX

Version 1.01.01

it i &

02 &kmnp)

NOTI(5) Booted from primary firmware /c:/AEOS-NPXXXX_RXXXXX.had
NOTI(5) Booted from primary firmware /d:/apresia-software.had

52NV F)—T—hAX—IT 71 )L TiEH

Log Booted from secondary firmware <URL>

Trap VAl

EEE Warning (4)

Bk 2 tHYF )T - XA—=ITEBNEE LI EZRUET,
Parameter | <URL>: €AV IYU—-T—hAX=IT71)LDIKX

Version 1.01.01

it &
mE7E Nl

WARN (4) Booted from secondary firmware /c:/AEOS-NPXXXX_RXXXXX.had

53 ZDMDT— A X—=IT 71 )L TELHE

Log Booted from firmware <URL>
Trap VAe )
EEE Warning (4)
B! T53ARV—=T = X=I, BXOECHVFI—T = A=IHQERTEIT. ZOD
DT — A X=IT 71 HFRHAFENTEENRB L EZRULET,

Parameter | <URL>: 7T — A X—=IT71)LD/LR
Version 1.01.01
XS &
mE7E N/l

WARN (4) Booted from firmware /c:/AEOS-NPXXXX_RXXXXX.had

54 754X —BRIEHRT 7 1)L TiEE

Log

Booted with primary configuration <URL>
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57— hER

Trap TU

BEE Notification (5)

B T4V —BRIBERCEENEEH LI EERLET, SD A—RT—-hTRRELi
BE(F. <URL>IZ /d:/apresia-startup-config.txt ERRSNEKT,

Parameter | <URL>: 751 < U —ERIGHRT 71 ILD/CR

Version 1.01.01

SR RE

AT &R~

NOTI(5) Booted with primary configuration /c:/primary.cfg

NOTI(5) Booted with primary configuration /d:/apresia-startup-config.txt

5.5 AV —EEIERT 7 1)L CEEE

Log Booted with secondary configuration <URL>
Trap A
EEE Warning (4)
Bz ThY T —BEERCERENES LI EERULET,
Parameter | <URL>: €AV FY —BRIGHRT 7 1 ILDIKX
Version 1.01.01
Xt E
mEZE &N
WARN (4) Booted with secondary configuration /c:/secondary.cfg

5.6 ZDMDBAIER T 7 1 )L T

Log Booted with configuration <URL>

Trap H U

EEE Warning (4)

B T4 —EBRIER. BLXOCAVYU—BRERIMEFATEYD .. ZDMOERIER

T77 1D SEHARAENTERENRE L EZRUET,

Parameter | <URL> : BRIE=HR 7 71 ILD/VR

Version 1.01.01

Xt &
mEZE &N

WARN (4) Booted with configuration /c:/XXXXX.cfg

5.7 T 7 # )L MEEIEER CEE

Log Booted with default configuration

Trap A

BEEE Alert (1)

B TSR —BHER. €HY YU —BRER BXOZOMOERERT 7 1 ILHE
FATEY. TIANPERETEENREBILALCEZRLETD, BH. AOTAEAETN
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57— hER

TT 7 A BRETEBNEE I DT, £2/R— b shutdown FRETEEIL XI5

Parameter | 7 L

Version 1.01.01

PSI RE

mEZE VNl

ALER(1) Booted with default configuration
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6 CFM

6.1 CFM ¥4l : Cross-connect CCM Received

Log CFM cross-connect. VLAN:<vlan-id>, Local(MD Level:<md-level>,
Interface:<interface-id>, Direction:<mep-direction>) Remote (MEPID:<mep-id>,
MAC:<mac-address>)

Trap dotTagCfmFaultAlarm

EEE Critical (2)

B! JAOXIRT hMRAESNIcCEZERLETD,

Parameter | <vlan-id>: MEP @ VLAN ID
<md-level>: MEP ® MD LX)l
<interface-id>: MEP D1 >4 —7 1 —R&E=
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP ® MEPID. fEA' 0 DIFE(FFRBEL MEPID ZRKT %
<mac-address>: MEP @ MAC 77 RL X, EASRNT 0 DIZFEIFFRIALZ MAC 7 KL
A ZEBH®T D

Version 1.01.01

XIS CFM #peZ R EL TLDIR— hDER. PLUARBEEBMERBOREZMERL T
20,

a7 &R=A

CRIT(2) CFM cross-connect. VLAN:10, Local(MD Level:5, Interface:Port1/0/1, Direction:outward) Remote (MEPID:1,
MAC:00-40-66-A8-CC-54)

6.2 CFM ¥4 : Error CCM Received

Log CFM error ccm. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Remote (MEPID:<mep-id>, MAC:<mac-address>)

Trap dotTagCfmFaultAlarm

EEE Warning (4)

B2 IT5—0DCFM CCM /Ty hgRFIESNcCEZRLE D,

Parameter | <md-level>: MEP ® MD LX)l
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V&5 —7 1 —R&HS
<mep-direction>: MEP DEEZ M. inward &7z(3 outward &R
<mep-id>: MEP MO MEPID. {&H' 0 DIFE(FAREA/ MEPID ZEKT 5
<mac-address>: MEP ® MAC 7 RL X, EA T NT 0 DIHFEIFFREL MAC TP KL
AEBKRIT D

Version 1.01.01

SIS BHEREBED CFMBREDHRTE. BLUREBZERL TS,
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6 CFM

mErE S

WARN (4) CFM error ccm. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward) Remote (MEPID:1002,
MAC:FC-6D-D1-05-E9-B4)

6.3 CFM %41 : Some Remote MEP Down

Log CFM remote down. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Trap dotTagCfmFaultAlarm
EEE Warning (4)
B2 UE—KMEPD CCM N\T Y hZERETERVWCEZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&ES
<mep-direction>: MEP DEEZ M. inward &7z(3 outward &R
Version 1.01.01
IR BRERED CFM SREDRTE. BLURBZRERL TS,
02 &kmnp)
WARN (4) CFM remote down. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)

6.4 CFM ¥4 : Some Remote MEP MAC Status Error

Log CFM remote MAC error. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Trap dotTagCfmFaultAlarm
EEE Warning (4)
B UE—HMEP TMACT7 FLRADIS —REBZERAMUIcCEZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1V % —7J =t —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
Version 1.01.01
XIS BEERED CFM HEEDRTE. BIOREBZHERL TS,
O RRHA

WARN (4) CFM remote MAC error. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)

6.5 CFM #&41 : Some Remote MEP Defect Indication

Log CFM remote detects a defect. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)

Trap dotTagCfmFaultAlarm

BEEE Informational (6)
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6 CFM

UE—b MEP T CFM ORMfeZRAMLIcC &% RLET,

B!
Parameter | <md-level>: MEP ® MD L X)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V% —7J =t —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
Version 1.01.01
XA BEERED CFM BEEDRTE. BIUREBZHEZL TS,
O &knpl
INFO(6) CFM remote detects a defect. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)
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7 CFM Extension

/ CFM Extension

7.1 CFM #8ED AlS R4

Log AlS condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap TL
BEEE Notification (5)
B AlSIREMBRIIENIcCEZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&H=
<mep-direction> : MEP DECEZ A, inward K7z& outward KRR
<mep-id>: MEP ® MEPID
Version 1.01.01
XEI BHEREDRREBERERL TS,
O RRHA

NOTI(5) AlS condition detected. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)

7.2 CFM #8ED AlS fEER

Log AIS condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap TL
EEE Notification (5)
Bz AlIS RENMBHEESNIEZ EZRLE T,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V% —TJ =t —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP ® MEPID
Version 1.01.01
X3RS ~E
O RRA

NOTI(5) AlS condition cleared. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)

7.3 CFM #BED LCK #RA]

Log LCK condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)

Trap A

EEE Notification (5)
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7 CFM Extension

Lz LCKREMRA SN/ EZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V¥ —TJ = —R&H=
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP @ MEPID
Version 1.01.01
XIS CFM #REZREL CVLWDIR— D, BLUARBEMERBEOREZMRAL T
ZEL
mEoE N

NOTI(5) LCK condition detected. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward, MEPID:1)

7.4 CFM #8ED LCK fEER

Log LCK condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap TL
B Notification (5)
B LCKREEMESNIcCEZRLE T,
Parameter | <md-level>: MEP ® MD LX)l
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1V ¥—TJ 1 —R&H=
<mep-direction>: MEP DEEZ M. inward &7z(3 outward &R
<mep-id>: MEP ® MEPID
Version 1.01.01
X RE
O RRHA

NOTI(5) LCK condition cleared. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)
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8 Configuration / Firmware

81 77—LDxF7DF7vTIL— KRB

Log

WERY Vv IKE
Firmware upgraded by <session> successfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

B X5y UK
Unit <unit-id>, Firmware upgraded by <session> successfully (Username: <user-

name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

AN

Informational (6)

B!

T77—LDT7HERBICTYTIL—RENicl&ZRLET,

Parameter

<unit-id>: IRy I X ID ¥ R¥ v U RKERRISIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet twv >3 >0 IS4 7V D IP 7 L X

<client-mac>: SSH, Telnet v > 3>D IS4 7> rO MACT7 KL A XTI S147
v RARIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/\—=D IP 7 FL X
<filename>: JE—TT7 7 1)L 4

Version

1.01.01

XIS

I E

02 &bl

INFO(6) Firmware upgraded by console successfully (Username: example, Server 1P: 10.1.2.3, File Name: AEOS-
NPXXXX_RXXXXX.had)

INFO(6) Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

INFO(6) Firmware upgraded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

INFO(6) Unit 1, Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

82 77—LADUTF7DTyvTIL—REK

Log W3EXSY Y OEE
Firmware upgraded by <session> unsuccessfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)
B XYy UK
Unit <unit-id>, Firmware upgraded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

Trap A
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EEE

Warning (4)

B!

T77—L0x7DT7yvTIL—RhRBLIECEZRULET,

Parameter

<unit-id> 1 IRy I X 1D ¥ X ¥ v U RKERKIIIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet twv>3>D o517V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 RLA XTS147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: Q-7 7 1)L %

Version

1.01.01

X I

BEULLIP7 RLANELWA, BEFTRERIRENMERL TS,
BELILT 7AILEDNELVWHERL TSIZE L,
BELILT7AIVHERLT 71 ILHESRL TS L,

02 &bl

WARN (4) Firmware upgraded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: AEOS-
NPXXXX_RXXXXX.had)

WARN (4) Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

WARN (4) Firmware upgraded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

WARN (4) Unit 1, Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

83 77—ATFD7 v 70O— I

Log WEXY Y UEE
Firmware uploaded by <session> successfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)
B X5y IR
Unit <unit-id>, Firmware uploaded by <session> successfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

Trap HU

BEEE Informational (6)

Bz J7—=LADI7HEECTyTO—RENZEERLET,

Parameter | <unit-id>: /Rw I X ID X A& v I KFERARFLIERTR

<session>: w3 V#EHl (console, SSH, telnet)
<user-name> : 1—H'—%
<client-ip>: SSH, Telnet twv >3 >0 IS4 7V D IP 7 L X

>
<client-mac>: SSH, Telnet twv> 3> DISA4 7>V rOMACT RLA XTS5 147
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Y hHRIR Y T =2 D%HE(F 00-00-00-00-00-00 &£
<server-ip>: TFTP/FTP H—/\—=D IP 7 FL X
<filename>: AE—%T7 7 1)L

Version 1.01.01
PNy =
mEE TN

INFO(6) Firmware uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-

firmware.had)

INFO(6) Firmware uploaded by SSH successfully (Username: example, 1P: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-firmware.had)

INFO(6) Firmware uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-firmware.had)

INFO(6) Unit 1, Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-firmware.had)

8.4 77—LATTFDT7 v TO—REK

Log WEXY Y UEE
Firmware uploaded by <session> unsuccessfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)
B X5 UK
Unit <unit-id>, Firmware uploaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

Trap Y

EEE Warning (4)

tER TJ77—LAOx 707y IO-RHERBLIECEEZRLUED,

Parameter | <unit-id>: 7/RY 2 X ID X A% v I RERRIZIERR
<session>: v > 3 V&Rl (console, SSH, telnet)
<user-name> : 1—H'—%
<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7L X
<client-mac>: SSH, Telnet v > 3> D IS4 7> O MACT RLA XTS5147
v KHRIRY KT =2 Di5E(E 00-00-00-00-00-00 R
<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: JE—%&T7 71 IL%

Version 1.01.01

X I BELLIPZ RLANELWA, BETTEELRENERL T IEEL,
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02 &bl

WARN (4) Firmware uploaded by console unsuccessfully (Username: example, Server I1P: 10.1.2.3, File Name: test-
firmware.had)

WARN (4) Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-firmware.had)

WARN (4) Firmware uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-firmware.had)

WARN (4) Unit 1, Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-firmware.had)

8.5 BAEB|RDY UV O— RATH

Log WERY v IKE

Configuration downloaded by <session> successfully (Username: <user-name>,
IP: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B X5y UK
Unit <unit-id>, Configuration downloaded by <session> successfully

(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

Trap UL
BEE Informational (6)
StER BRBEBRIAESCY I YO—RENizCEERLET,

Parameter | <unit-id>: /Rw U X ID X A& v I KFERKFIIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >a3a>D o217V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> FO MACT RLA XTS5147
v RHRIRY KT =2 DA (E 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: Q-7 7 1 IL%

Version 1.01.01

ST RE

mEZE VNl

INFO(6) Configuration downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-
config.cfg)

INFO(6) Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Configuration downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Unit 1, Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

35/125



8 Configuration / Firmware

8.6 BEE®RDY UV O— KK

Log

W3EXY Y OEE

Configuration downloaded by <session> unsuccessfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B X5y IEH
Unit <unit-id>, Configuration downloaded by <session> unsuccessfully

(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

AN

Warning (4)

B!

BRBEROY Vv O— RPRRLIcCEZRLET,

Parameter

<unit-id>: IRy I X ID ¥ RF v U RKERKIFIERT

<session>: w3 V#&EHl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >a3a>D o217V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rO MACT RLA XTS5147
v KHRIRY KT =2 Di5AEE 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: Q-7 7 1)L

Version

1.01.01

X I

EBELLIP 7 RLAAELWA, BIEFRELRENHETE L TIES L,
BELILT7AIEANELWHERL TIEE W,
BELET 7AIVDEBLT 71 LR LTS IZE L,

mEZE VNl

WARN (4) Configuration downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-

config.cfg)

WARN (4) Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Configuration downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server I1P:10.1.2.3, File Name: test-config.cfg)

WARN (4) Unit 1, Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server |P: 10.1.2.3, File Name: test-config.cfg)

8.7 BEUE®RD Y v 70— RETh

Log

WERY Y IRE
Configuration uploaded by <session> successfully (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

B X5 I
Unit <unit-id>, Configuration uploaded by <session> successfully (Username:

<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)
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Trap A
BEE Informational (6)
SitEA BRERNEECTY TO— RN ex=RUET,

Parameter | <unit-id>: R I X ID XX ¥ v U KERKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—YH'—%

<client-ip>: SSH, Telnet twv>3>DIZ1 7V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/\—=D IP 7 FL X
<filename>: JE—%&T 71L&

Version 1.01.01

PSI RE

02 &bl

INFO(6) Configuration uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-
config.cfg)

INFO(6) Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Configuration uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Unit 1, Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

8.8 BEUERMD Y v JO— KKK

Log WERY v IKE

Configuration uploaded by <session> unsuccessfully (Username: <user-name>,
IP: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B X5y UERK

Unit <unit-id>, Configuration uploaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

Trap TU
BEE Warning (4)
A BRBEROY Yy JO— KK LIcCEZERLETD,

Parameter | <unit-id>: /Rw U X ID X A& v I KFERRFIIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7L X

<client-mac>: SSH, Telnet v > 3> DISA4 7> rO MACT RLA XTS5147
v RHRIRY KT =2 Di5EE 00-00-00-00-00-00 R
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<server-ip>: TFTP/FTP H—/\—D IP 7 kL X
<filename>: AE—%7 7 1)L

Version 1.01.01
Xy BELE IP 7 RLAAELWA, BIEFTRERIRENERL TS,
mEZE VNl

WARN (4) Configuration uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-

config.cfg)

WARN (4) Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Configuration uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Unit 1, Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

8.9 O0J D7 v JO— RATH

Log

WERY Y IKE
Log message uploaded by <session> successfully. (Username: <user-name>, |P:
<client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name: <filename>)

B X5y IER

Unit <unit-id>, Log message uploaded by <session> successfully. (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

Trap

ANV

EEE

Informational (6)

B

OJXyE—IAERECTYyTO—- RN EZRLET,

Parameter

<unit-id>: IRy I X ID ¥ RF v U RKERKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >a3a>D o217V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rO MACT7 RLA XT5147
v RARIR Y KD —2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/\—D IP 7 FL X
<filename>: JE—%£T7 71L&

Version

1.01.01

X I

RE
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02 &bl

INFO(6) Log message uploaded by console successfully. (Username: example, Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Log message uploaded by SSH successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Log message uploaded by telnet successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Unit 1, Log message uploaded by SSH successfully. (Username: example, 1P: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-log.txt)

8.10 OJn7yvO— REM

Log W3EXY Y OEE

Log message uploaded by <session> unsuccessfully. (Username: <user-name>,
IP: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B X5y IR

Unit <unit-id>, Log message uploaded by <session> unsuccessfully. (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

Trap AN
EEE Warning (4)
SEA OXyE—I07y 7O—-—RMKRKLIECEZRLUET,

Parameter | <unit-id>: /Rw U X ID X A& v I KFERKFIIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> FO MACT RLA XTS5147
v RHRIRY KT =2 DA (E 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: AE—%T7 7 1)L

Version 1.01.01

XIS BELLIP 7 RLRAELWA, BIEFRELRENHETE L TIES L,

mEZE VNl

WARN (4) Log message uploaded by console unsuccessfully. (Username: example, Server IP: 10.1.2.3, File Name: test-
log.txt)

WARN (4) Log message uploaded by SSH unsuccessfully. (Username: example, I1P: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

WARN (4) Log message uploaded by telnet unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-log.txt)

WARN (4) Unit 1, Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-log.txt)

8.11 AccessDefender B8E 7 71 JLDY o> O— RALTH

Log W3EXSY Y OEE
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AccessDefender Web page downloaded by <session> successfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

B XYy UK
Unit <unit-id>, AccessDefender Web page downloaded by <session>

successfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |IP: <server-ip>, File Name: <filename>)

Trap UL

BEE Informational (6)

SteA AccessDefender #8ETERAT 2 HTML 7 7 1)L - BIR T 71 )LD TV O— RITH
ufceCc&E=mRUEY,

Parameter | <unit-id>: /Rw U X ID X A& v I KFERKFIIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> O MACT RLA XTS5147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP H—/\—®D IP 7KL X
<filename>: JE—TTI7 71 IL%&

Version 1.02.01

ST RE

mEZE VNl

INFO(6) AccessDefender Web page downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File
Name: test.html)

INFO(6) AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test.ntml)

INFO(6) AccessDefender Web page downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) Unit 1, AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server |P: 10.1.2.3, File Name: test.html)

8.12 771 ILDF o O— REK

Log WERY Y IKE
Downloaded by <session> unsuccessfully (Username: <user-name>, IP: <client-
ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name: <filename>)

B X5y I
Unit <unit-id>, Downloaded by <session> unsuccessfully (Username: <user-

name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

Trap TU
BEE Warning (4)
B KHAODYATDT7AIDY IV O— RAKRBLIECEERLETD,
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Parameter | <unit-id>: R I X ID XX ¥ v U KERKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—YH'—%

<client-ip>: SSH, Telnet twv>3>DIZ1 7V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP 4 —/\—D IP 7 kL X
<filename>: JE—TT7 7 1 IL4

Version 1.01.01

XIS BEULIP7 RLANELWA, BEFTRELRENMERL TEE L,
BELILT 7AILEDELVWHMERL TSIZE L,
BELILT7AIVHERLT 71 ILHKESRL TS L,

02 &bl

WARN (4) Downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-file)

WARN (4) Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server |P:
10.1.2.3, File Name: test-file)

WARN (4) Downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-file)

WARN (4) Unit 1, Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-file)

8.13 BHIRHRD KR

Log W3EXSY Y UEE
Configuration saved to flash by console (Username: <user-name>)
Configuration saved to flash (Username: <user-name>, IP: <client-ip>)

B XYy IEK
Unit <unit-id>, Configuration saved to flash by console (Username: <user-
name>)

Unit <unit-id>, Configuration saved to flash (Username: <user-name>, |P:
<client-ip>)

Trap L

BEE Informational (6)

59 BAIEEN 75y Y a RSN EERLET,

Parameter | <unit-id>: 7/Rv I X ID X X% v IKRERRIZIERT
<user-name> : 1—H'—%

<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7L X

Version 1.01.01

SIS RE
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mErE S

INFO(6) Configuration saved to flash by console (Username: example)
INFO(6) Configuration saved to flash (Username: example, IP: 192.0.2.100)
INFO(6) Unit 1, Configuration saved to flash (Username: example, IP: 192.0.2.100)
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9 Console

9.1 Console O > ETh

Log Successful login through Console (Username: <user-name>)

Trap AN

BEEE Informational (6)

B AAA BRENMEZN IS ED. VY —ILREOOJI VICHSI LI EZERLE T,
AAA BEENBMEIHBEDOT 1 VIO T(F AAABEZSRL T IZS L,

Parameter | <user-name>: 1—H—& XOJA VK1Y —ZZANT DHEDTVERE/N
& —>DHBE(E Anonymous FRiR

Version 1.01.01

XIS RE

O RRHA

INFO(6) Successful login through Console (Username: example)

9.2 Console O 1 > &kB

Log Login failed through Console (Username: <user-name>)

Trap TL

EEE Warning (4)

B AAA BRENMEZN IS ED. VY —ILREOOJI VICKB LI EZERLE T,
AAA BEEN BRI EDOT 1V ABOV (3 AAA BEZSRL TS,

Parameter | <user-name>: 1—H—& XOJA VRICI—Y—ZZANT DHEDZVKRE/N

& —>DHBE(E Anonymous FRiR

Version 1.01.01

X A—Y—%& KRT—RPMELWLWHAEREL TS,

AJRRPGl

WARN (4) Login failed through Console (Username: example)

9.3 Console O 77

Log Logout through Console (Username: <user-name>)

Trap A

EEE Informational (6)

B IVV—IUREDOEY>avhoOId 7o hLIcCEERLETD,

Parameter | <user-name>: 1—H—& XOJA VK1Y —ZZANT DHEDETVERE/N
& —> D¥HE(F Anonymous ERiR

Version 1.01.01

X3 RE

O RRHA

INFO(6) Logout through Console (Username: example)
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9.4 Console w31 LTIk

Log Console session timed out (Username: <user-name>)

Trap VAl

BEE Informational (6)

B! AVYV—=IBADEY a3V LT DL EERLET,

Parameter | <user-name>: 1—HY—& XOJ1 VEIC1I-—H - ANTDIHREDEZNERE/N
& —>DHBE(E Anonymous KR

Version 1.01.01

PSI RE

mErE SR

INFO(6) Console session timed out (Username: example)
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10 Counter

10.1 ¥R—IAY MIR— DTS —HI VY —1&RAl

Log Detected <counter> <error-counter-name> on mgmtO0

Trap AN

BEE Notification (5)

B NAR=—IAYIR=bDIS—HAIVI—DHOY hERALIECEZRULET,

Parameter | <counter>: H7Y

<error-counter-name> : TS —HT VY —DEH]
» rxFCSErrorPkts
 rxAlignmentErrorPkts
 rxCodeErrorPkts
 rxUndersizedPkts
* rxOversizedPkts
« rxFragmentPkts
* rxJabbers
« rxDropPkts
« txExcessiveDeferralPkts
« txFCSErrorPkts
- txLateCollisionPkts
« txExcessiveCollisionPkts

« txDropPkts
Version 1.01.01
PSI T=TIWOBKRICEDHEE. ¥_EBECEAT DHERENIEAETT, AOTNE
FICHETDHE(F. BERECARE., GERICOVWTERKE., BRURTEZER
Le<L<7iZE,

02 &bl

NOTI(5) Detected 2 rxFCSErrorPkts on mgmt0
NOTI(5) Detected 1 rxAlignmentErrorPkts on mgmt0
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11D

HCPv4 Relay

11.1 /%y bEERK

Log Cannot send packet
Trap AN
BEE Error (3)
StER DHCPv4 UL —h/\Ty hERFETELWC EZRULET,
Parameter | 7L
Version 1.03.01
XA REDHRE. FLFLHRICEENEELTCVDAREENHDERITDT, UTZHEZRLT
<FEEL,
- EBORERE
- [BiR. BIUEHRR— OREFE
mErE N

ERRO(3) Cannot send packet
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12 D

HCPv4 Server

12.1 DHCP ¥ —/\—&E&)

Log DHCP server

Trap AN

BEE Informational (6)

EER DHCPv4 H—/N\—h'FafbenicC & ZRLUET,
Parameter | 7% L

Version 1.01.01

X &

O &knpl

INFO(6) DHCP server

12.2 DHCP DISCOVER /\7Tv 315

(REXY D=2 TAVK)

Log DHCPDISCOVER from <mac-address> via <vlan-name | giaddr>:unknown
network segment
Trap L
BEEE Informational (6)
Bz DHCP U —/\—#&8E&K (3 DHCP U L —#BEICH W T, FARY RD—J I XV b
H 5D DHCP DISCOVER /Xy hZEZRELIECEZRULET,
Parameter | <mac-address>: DHCP 25147~ h®dD MAC 7 KL X
<vlan-name>: DHCP DISCOVER /7w hZ&EZ{E L7z VLAN £
<giaddr>: /\T7v hHBERLIEYL—I—-Iz VK IP7RLR
Version 1.01.01
XSG DHCP & —/\—t&8EX7/=(3 DHCP U L —#EEICEAT 2R EAR TR L TS L,
02 &kmnp)
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via VLAN0020:unknown network segment
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via 172.16.100.100:unknown network segment

12.3 XETY TRy O

Log Packet from unknown subnet: <ip-address>
Trap VAa )
BEEE Informational (6)
Bz INTY BDOXEETZE#HANTELANWC EZRLET,
Parameter | <ip-address>: KH®D IP 7 KL X
Version 1.01.01
X I &
mEZE &N

INFO(6) Packet from unknown subnet: 192.168.1.100
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12.4 DHCP REQUEST /\T v h5&(E

(ERZNIFAH)

Log DHCPREQUEST for <client-ip> (<server-ip>) from <mac-address> (<host-
name>) via <vlan-name | giaddr>: lease <client-ip> unavailable
Trap TL
EEE Informational (6)
A DHCPV4 H—/\—[CHEVWTEIDHETOEND IP 7 RLANMEWC EZRLET,
Parameter | <client-ip>: DHCP 54 7Y hAEKLIIP 7 RL X
<server-ip>: DHCPv4 5 —/X\—D IP 7 RFL X
<mac-address>: DHCP 517> h®D MAC 7 L X
<host-name>: DHCP 7/ 517> hDRRA h 4
<vlan-name> : DHCPv4 Y —/\—h"E#{bEN7 VLAN £
<giaddr>: /Ty b BEEBLEYL—I—I VM IPF7RLR
Version 1.01.01
XTIt RE
O &knpl

INFO(6) DHCPREQUEST for 192.0.2.1 (192.168.20.254) from 00-00-5E-11-11-11 (C13772) via VLANOQOQ20: lease
192.0.2.1 unavailable

12.5 /N0y hXERK

Log Cannot send packet
Trap A
BEE Error (3)
B! DHCPv4 B —/\—=Hry R EXETELRVWC EZRLET,
Parameter | 7L
Version 1.01.01
ISV LBEDHRE. FLIEFOHRICEENEELTCVWDABEUENHDEITDT, UTZHERELT
<FEEL,
< KEDREIRRE
cBfR. BLUERRK—NOREFE
mErE N
ERRO(3) Cannot send packet
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13D

HCPv6 Client

13.1 DH

CPV6 V517>V hDBER /B3

Log

DHCPv6 client on interface <if-name> changed state to enabled
DHCPv6 client on interface <if-name> changed state to disabled

Trap L
EEE Informational (6)
Bl MR VLAN 125 —T 2 —RICEWT, ipv6 address dhcp A¥ > KT DHCPv6 75
A7V D ER. FEFENDCHRESNCIEZRUET,
Parameter | <if-name>: DHCPV6 V541 7Y b V5 —T T —ADEAH]
Version 1.01.01
XS &
mEoE N/l

INFO(6) DHCPv6 client on interface vlan10 changed state to enabled
INFO(6) DHCPv6 client on interface vlan10 changed state to disabled

13.2 IPv6 7 FL ZDES

Log DHCPv6 client obtains an IPv6 address <ipv6-address> on interface <if-name>

Trap H U

EEE Informational (6)

SR DHCPV6 75414 7> . DHCPv6 B —/\—H'5 IPv6 7 RLAZERR LI & &R
LET,

Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7z IPv6 7 R L X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI

Version 1.01.01

XSG &

O &kmnp)

INFO(6) DHCPv6 client obtains an ipv6 address 2001:db8:10::2 on interface vlan10

13.3 IPv6 7 FL ADEF %

Log The IPv6 address <ipv6-address> on interface <if-name> starts renewing
Trap Vil
BEEE Informational (6)
Bz DHCPv6 H—/\—hBBUE L/ IPv6 7 RL ADEFHZHB LI CEZRULET,
Parameter | <ipv6-address>: DHCPv6 U —/\—H5EF L7z IPv6 7 R L X
<if-name>: DHCPv6 V51 7Y b V5 —T T —ADEH]
Version 1.01.01
X I &
mEZE &N

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 starts renewing
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13 DHCPv6 Client

13.4 IPv6 7 F L ADEFTEIN

Log The IPv6 address <ipv6-address> on interface <if-name> renews success
Trap VAl
BEE Informational (6)
SRR DHCPv6 U —/\—HBEE LTz IPv6 7 RL RIE, ERBICEHRSNILCIEZRLET,
Parameter | <ipv6-address>: DHCPv6 ' —/\—HBEBE L/ IPv6 7 RL X
<if-name>: DHCPv6 V51 7Y b V& —T T —RADEH]
Version 1.01.01
XIS &
O &kmnfp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 renews success

13.5IPV6 7 RLRADUNRA VT« Y TRk

Log The IPv6 address <ipv6-address> on interface <if-name> starts rebinding

Trap L

BEEE Informational (6)

Bz DHCPv6 B—/\—H BB LI IPVv6 7 RLZADUNA VT 1« VD &RHB LI E%ER
LET,

Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7z IPv6 77 R L X
<if-name>: DHCPV6 517V b V5 =T 1 —ADAH]

Version 1.01.01

X I &

02 &kmnp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 starts rebinding

13.6 IPV6 7 RLZADUNA VT 1 > TN

Log The IPv6 address <ipv6-address> on interface <if-name> rebinds success
Trap VAe )
EEE Informational (6)
Bz DHCPv6 B —/\—H BB L IPv6 7 RLR(E. EBICUNAI VYT IdEanike
ZRUET,
Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7 IPv6 77 R L X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI
Version 1.01.01
X I &
mEoE N
INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 rebinds success
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13 DHCPv6 Client

13.7 IPv6 7 E L XD

Log The IPv6 address <ipv6-address> on interface <if-name> was deleted

Trap VAl

BEE Informational (6)

B! DHCPv6 B —/\—D BB LT IPv6 7 RL ADHIBRENC EZRLE T,

Parameter | <ipv6-address>: DHCPv6 U —/\—H 0BG L7z IPv6 7 R L X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI

Version 1.01.01

XIS E

02 &kmnp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 was deleted

13.8 DHCPV6-PD /S 17> hDESX /E%h

Log DHCPv6 client PD on interface <if-name> changed state to enabled
DHCPv6 client PD on interface <if-name> changed state to disabled
Trap A
BEE Informational (6)
A MR VLAN V& =T —XIZHEWNWT, ipv6 dhep client pd A¥ > KT DHCPv6-
PDUSA 7Y SO ER. FFEBCHRESNLCEERLET,
Parameter | <if-name>: DHCPv6 754147 K PD A V5 —T 1 —RADEHI
Version 1.01.01
XSG &
02 &kmnp)
INFO(6) DHCPv6 client PD on interface vlan10 changed state to enabled
INFO(6) DHCPv6 client PD on interface vlan10 changed state to disabled

13.91Pv6 LT« v U ADEE

Log DHCPv6 client PD obtains an IPv6 prefix <ipv6-prefix> on interface <if-name>
Trap VAa )
BEE Informational (6)
B2 DHCPv6 V547> K PD (d. ZEIL—Y—NDBIPV6 TLT1 v IRZEBRBLIECE
ZRULET,
Parameter | <ipv6-prefix>: ZE/L—F—HD OB L IPv6 FL T 1 v IR
<if-name>: DHCPV6 547>V Kk PD A V¥ —7J 1 —AD&H]
Version 1.01.01
X3 ~E
mEoE N
INFO(6) DHCPv6 client PD obtains an ipvé prefix 2001:db8:aaaa:bbbb:: on interface vlan10

51/125




13 DHCPv6 Client

13.10 IPv6 L T 1 v U ADOEH B

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> starts renewing
Trap A
BEE Informational (6)
Btz REIN—Y—HDOEE LI IPV6 LT v I ROBHFHZRB LI EZRULET,
Parameter | <ipv6-prefix>: ZEIL—F —HBEUS LI IPv6 TL T 1 v I X
<if-name>: DHCPv6 517> Kk PD 1V 4¥—7 = —XDAH]
Version 1.01.01
X E
O RRHA

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 starts renewing

13.11 IPv6 LT« v U ADEFHIH

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> renews success
Trap TL
BEEE Informational (6)
B ZEIL—I—HDOEELIIPV6 TL T v VRN ERICEHRENLCEZRULET,
Parameter | <ipv6-prefix> ! FEIL—F—HDOSEE LI IPV6 TLT1r v I X
<if-name>: DHCPV6 V517>V K PD 1V ¥—TJ T —ADEAH]
Version 1.01.01
X RE
mloE N

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 renews success

1312 IPv6 LT v I RDINA VT« VTR

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> starts rebinding

Trap A

BEEE Informational (6)

B B —HDOEELEIPV6 LT v IRODIUINA VT VT ZRRLIcC &%
~UET,

Parameter | <ipv6-prefix>: ZE/L—F—HD OB L IPv6 FL 71 v IR
<if-name>: DHCPV6 547>V Kk PD A V¥ —7 1 —ADHH]

Version 1.01.01

X3 RE

O RRA

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 starts rebinding

13.13IPv6 LTI RADINA VT« >V TN

Log

The IPv6 prefix <ipv6-prefix> on interface <if-name> rebinds success
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13 DHCPv6 Client

Trap TU

BEE Informational (6)

B FEN—F—HOBEBLIEIPV6 TL T v IRZERICUINAM VYT 1T LIl e
~UERT,

Parameter | <ipv6-prefix>: ZFE/IL—F —HOEUS L IPv6 TLT 1 v IR
<if-name>: DHCPv6 V217> K PD 1V ¥—7 x—XDEAH

Version 1.01.01

X iy 03

02 &kmnp)

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 rebinds success

13.14 IPv6 7L T 1 v U ADEK

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> was deleted

Trap TL

EEE Informational (6)

B REI—Y—HDOEE LI IPV6 LT v v I RDBIREN/ZEZRUET,
Parameter | <ipv6-prefix> : ZEIL—F—HBEUS LI IPv6 TLT 1 v I X

<if-name>: DHCPv6 517> Kk PD 1V 4¥—7 1 —XD4AH]

Version 1.01.01

X RE
O &knpl

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 was deleted
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14 DHCPv6 Server

14 D

HCPv6 Server

14.1 DHCPv6 B —/X\—TF— )LD IPv6 7 RL XD LR

Log The address of the DHCPv6 Server pool <pool-name> is used up

Trap AN

BEEE Informational (6)

B DHCPv6 H—/\—T—=)LD7 RL X ZEWNW >l &ZRLET,

Parameter | <pool-name>: DHCPv6 & —/\—7— )LD

Version 1.01.01

X DHCPV6 B—/\—=T—JLICEWVWTEID Y THELEY RLABDREZREL TKEE

LYo
O RRHA

INFO(6) The address of the DHCPv6 Server pool v10-pool is used up

14.2 E|D Y4 THO[EE IPv6 7 RL XD LR

Log The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to
448
Trap L
BEEE Informational (6)
Bz B|DYTHEH IPv6 7 RLRAEA 448 [CEo7cl&ZEmULET,
Parameter | 7L
Version 1.01.01
X3RS DHCPV6 547> hH LR (448) ZBZIEWVWELSICLTLIZE W,

O RRHA

INFO(6) The number of allocated ipvé6 addresses of the DHCPv6 Server pool is equal to 448

14.3 DHCPv6 B —/\—i2El

Log DHCPv6 server

Trap L

BEEE Informational (6)

B! DHCPv6 —N\—hH bl e ZRLET,
Parameter | 7L

Version 1.01.01

Xy &
mErE N

INFO(6) DHCPv6 server

14.4 XETYTRY NHRE

Log

No subnet found for link-addr: <ipv6-address>

Trap

AN
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14 DHCPv6 Server

BEE Informational (6)
e DHCPV6 H—/\—(ZHBWT. DHCPV6 UL —/ ¢y hEZELA. SR Y b
D—=0DY TRy MEBIFELBENWCEZRLET,
Parameter | <ipv6-address>: UL —aN/c/\Ty hHASEELE IPV6 UV IT7 KL R
Version 1.01.01
it i DHCP O T7xvw hEREZRELTIIZE,
a7 &R=A

INFO(6) No subnet found for link-addr: fd00:192:168:20::100

14.5 DHCP REQUEST /& v &5 (BEXZ[(FAT)

Log <dhcpvé6-type> from <client-duid> via <vlan-name> not leased
status=NoAddrsAvail
Trap TL
B Informational (6)
B DHCPV6 H—/\—([CEWVWTEIDHETHND IPv6 7 RLANEWC & ZRLET,
Parameter | <dhcpv6-type>: DHCPv6 Xwvt&—3I 441
<client-duid> : DHCPv6 7217~ b® DUID
<vlan-name>: Z{F L7/ Y bHBEUS L7z VLAN £
Version 1.01.01
XFIE ZOHTDIPV6 7 RLRADEHEZREL TS,
O RRHA

INFO(6) SOLICIT from 00:01:00:01:29:¢c1:d7:73:00:00:5e:22:22:22 via VLAN0O10 not leased status=NoAddrsAvail

14.6 I\ v REELK

Log Cannot send packet6
Trap H U
EEE Error (3)
B DHCPv6 O —/\—=m /Ty R EXETELRVWCEZRLET,
Parameter | 7L
Version 1.01.01
PSR LEDHRE. FLEFEHRICEEDNRELTVWDAREENAHDXFI DT, LUTZHERLT
<FEEL,
« HEDRTEIRRE
- [BiR. BIUEHRR—OREFE
mEZE &N

ERRO(3) Cannot send packet6

14.7 DHCPv6 7Ot REE

Log

A problem was encountered with the process

Trap

AN
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14 DHCPv6 Server

BEEE Informational (6)

Bt DHCPV6 —/N\—TOE AN BETHD & &ERLET,

Parameter | ZL L

Version 1.01.01

X$ht clear ipv6 dhcp binding AV Y RZE{TUTEBESETILEE W,

mEZE VNl

INFO(6) A problem was encountered with the process
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15 ERPS

15 ERPS

15.1 ERPS EE&RA

Log Signal fail detected on node (MAC: <mac-address>, instance <erps-instance>)
Trap AN
EEE Warning (4)
B 120UV T /- R TCESEEEZRMLIECEZRLET,
Parameter | <mac-address>: /—RDYRXFTAMACT KL X
<erps-instance>: /— D1V XY VR ID
Version 1.01.01
X3 ERPS UV T LDy b — U BEBRRIIIEEBICEENFKE LICAIREENH D XTI,
XY hI—UDREEEEIBSE TS0,
mlrE N

WARN (4) Signal fail detected on node (MAC: 00-40-66-A8-CC-36, instance 1)

15.2 ERPS EEE&IH

Log Signal fail cleared on node (MAC: <mac-address>, instance <erps-instance>)
Trap VAa )
EEE Warning (4)
Bz 120UV T/ —ROESEENMEEESNICEZRULET,
Parameter | <mac-address>: /— kDI RXAT LA MACT7 KL X
<erps-instance>: /—RDA1Y XYV X ID
Version 1.01.01
X I &
02 &kmnp)

WARN (4) Signal fail cleared on node (MAC: 00-40-66-A8-CC-36, instance 1)

15.3 RPL A —F—DEHERA]

Log RPL owner conflict on the node (MAC: <mac-address>, instance <erps-
instance>)
Trap Vil
EEE Warning (4)
tEA YO RPLA—F—/—RTHIDO RPLA—F—/—RZEBRALICEZRULET,
Parameter | <mac-address>: /— kDI AT LA MACT7 KL X
<erps-instance>: /— D1V AFY VR ID
Version 1.01.01
PSR AEE., BLUR—YYITADEED ERPS BREZREL TS,
mEoE N/l
WARN (4) RPL owner conflicted on the node (MAC: 00-40-66-AC-2C-90, instance 1)
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16 Fan

16 Fan

16.1 7 7 VEER4LE

Log Unit <unit-id> Back Fan <fan-id> failed

Trap npFanFault

EEE Critical (2)

B TJ7VNRETHDEZRUED,

Parameter | <unit-id>: /Rwv 2 X ID
<fan-id>: 77> ID

Version 1.01.01

it s show unit Y R, KU show environment I¥ > R TR ERETZEZ. show
tech-support AV Y RTEBEERZEE L. BRENHNIFERERMZ R ES
LYo

mE7E N/l

CRIT(2) Unit 1 Back Fan 1 failed

16.2 7 7 VEEEIH

Log Unit <unit-id> Back Fan <fan-id> back to normal
Trap npFanRecovery

BEE Informational (6)

B Jr7VHEHLULIECEERUED,

Parameter | <unit-id>: Rw 2 X ID

<fan-id>: 77> ID

Version 1.01.01

XIS &
02 &kmnp)

INFO(6) Unit 1 Back Fan 1 back to normal
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17 7742 AT L

17 771IV2 AT L

171 SD A—RDF7 V2 RAKK

Log BERYYIORE
SD Card access failed
W X5y IR
Unit <unit-id>, SD Card access failed

Trap UL

EEE Error (3)

SER SDAXAEY—H—R\D7 IR CEKRLIECEZRLULED,

Parameter | <unit-id>: /Rw T X |ID %X ¥ v U RKERKIZIERT

Version 1.03.01

XIS SDXEYU—H—RD LOCK AARESNTVWEWC E=FERD L. SDXEU—H—R
ZEUELT, OVY RZEBEITLTLIEEY, ZOREARAOINE NI BDIHEEIF.
SDXEYU—H—RERBELTLEEL,

mEZE VNl

ERRO(3) SD Card access failed
ERRO(3) Unit 1, SD Card access failed

172 0—HAIWT7753v2a1DT7IZRAKK
Log BERY Y IORE
flash access failed
B X5y IR
Unit <unit-id>, flash access failed
Trap A
BEE Error (3)
B! A—HIT72v2aNDr7I7ERACKRBRLUIEZEZRLET,
Parameter | <unit-id>: R 7 R ID %X ¥ v I KERAKIFIERT
Version 1.03.01
PSR EBODIIYYVaXTY-—NIBELTVWDHEENSDET, HR— R MEBRBROETH
FEE<EEL,
02 &kmnp)

ERRO(3) flash access failed
ERRO(3) Unit 1, flash access failed
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18L3 TV RY—

18L3 TV KU —

181 L3IV RY—D/\v>aEE

Log L3 host <ip-address> could not be added to the cache table

Trap VAe )

EEE Warning (4)

Bz I3ZVRY—D/N\YVaBRETIY RN —BERTEBRNCEZRLED,

Parameter | <ip-address>: L3 TV hU—N/\v I aEBRTIY ) —F{HETELWIP ZRLX

Version 1.03.01

PSI RE

mErE &R

WARN (4) L3 host 192.0.2.100 could not be added to the cache table
WARN (4) L3 host 2001:db8::5 could not be added to the cache table
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19 LACP

19 LACP

191 R—bFvyRILDT VT

Log Link Aggregation Group <group-id> link up

Trap linkUp

BEE Warning (4)

B R=bFvRIVIIN—THNI o7y Tl &ZRLED,
Parameter | <group-id>: UV o7y FUIR—bFv¥RILDITIL—TF 1D
Version 1.01.01

X RE

O &knpl

WARN (4) Link Aggregation Group 5 link up

19.2 IR—bF vy RILDT TV
Log Link Aggregation Group <group-id> link down
Trap linkDown
BEEE Error (3)
B R=bFvRIVIIN—THNI Vo0V LicCE&ZERLETD,
Parameter | <group-id>: YUY LIciR—bF v RILDIIL—T 1D
Version 1.01.01
X BRWNERD Y OF TV THNIIHIGIEARETT,
LACP DWW ITNADIR— A Up THNIFBEFIRETI N Ry hT—THeR. &
I IMEEBICEENRELLARENSHD XTI, Xy hT—JDBEEZERSE T
=LY,
O &knpl

ERRO(3) Link Aggregation Group 5 link down

19.3 XV /\—R— F DR

Log <ifname> attach to Link Aggregation Group <group-id>

Trap A

BEEE Notification (5)

B AV IN=IR—= hHR— b FrRIVITI—TICREBLIECEZRLET,

Parameter | <ifname>: /R—hF v RILICFAB T DR— DAV 5—-T -4
<group-id> : IR— b DFIBSER— b F v RILDJIL—TID

Version 1.01.01

X3 RE

O RRHA

NOTI(5) Port1/0/1 attach to Link Aggregation Group 5
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19 LACP

19.4 X )\—7R— kDR

Log <ifname> detach from Link Aggregation Group <group-id>

Trap A

BEEE Error (3)

Btz AV IN=IR—= DR —= b FrRIVITIN—ThodlLicC&ZRmULET,

Parameter | <ifname> ! IR— b F v RILD GBI DIR— D1V 5 —T -4
<group-id> : IR— b Z&Mt 3 2/R— b F v RILDTIL—TF 1D

Version 1.01.01

X$ht BN YO0V THENIEHIBIERETT,
LACP DfsDW\TNADR— A Up THNIFBERRETI N Ry hD—TUHgR. &
I IEEBCEENRELLTRENHDET, Xy hNT—JDBEEZEIRSE T
S

O RRHA

ERRO(3) Port1/0/1 detach from Link Aggregation Group 5

19.5 [@— LACP ETEEO T /\1 AfEHZREH

Log LACP: LAG <group-id> detected multiple system-id on <ifname>
Trap H U
BEEE Error (3)
B E— LACP L CEHEOMEEBNMERSNIcCEZRLET,
CDIREEDRE L. lacp timeout FREN long FBE (T 7 AL M) DIFEIFH 30 W&
(2. short FREDHBEIFN 1 W& ICAROATNHEASNFITET,
Parameter | <group-id>: /R—rFv¥RJLDIIL—TFID
<ifname> ! IR—bhD1 V5 —-T 1 —X%
Version 1.01.01
PSR B—R—bF v RIVICEHROELZDZHNAEBNMERSN TS AREENH DD, XA
HEBEDERZEERL TIEE,
mEoF N
ERRO(3) LACP: LAG 5 detected multiple system-id on Port1/0/2

19.6 LACP 1 L7 7 FREDA—E

Log LACP: LAG <group-id> detected timeout mismatch on <ifname>

Trap A

BEEE Error (3)

B BERBENMEKE T, LACPYT LAY I RRENELDCEERLETD,
C DIREEDRE L. lacp timeout FREN long FBE (T 7 AL M) DIFEIFH 30 W&
(2. short REDZEFHN 1 M &(CAROTAEDEIN®ITET,

Parameter | <group-id>: /R—cFvRILDTIL—T ID
<ifname> ! IR— kDA V5 —-T 1 —R%
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19 LACP

Version 1.01.01
XS BEBXR/ENMEEED LACP Y I AT I RREZRELT. LACPH A1 LTI NEE
ZEMZTIZE W,
mEZE &N
ERRO(3) LACP: LAG 5 detected timeout mismatch on Port1/0/2
19.7 LACPDU ZEF¥1T LTI b
Log LACP: LAG <group-id> LACPDU receive timer expired on <ifname>
Trap TU
BEE Error (3)
Bz LACP ¥4/ —hET LicC&ZERLUET,
Parameter | <group-id>: /R—cFvRILDTIL—T ID
<ifname> ! IR— kDA VEH—-T 1 —R%
Version 1.01.01
SV M=K UVIFOY LTVNDEE. JIBIEFRETT,
R=bNUYOT7yvTLTVWBDEE. BERLTVDIHNHEED/R— MA LACP /R— ~
THOWD B UL IIMEEBICEENFEELLIREENH D T, MREBEDR— &
. BROGERZEERL TSN,
mErE SN

ERRO(3) LACP: LAG 5 LACPDU receive timer expired on Port1/0/2
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20IR—hUSF VTV

20 R—hkUSFVHFV

20.1 Secondary /R— A Active RREICER

Log Redundant <group-id>: Active interface has been changed to secondary <port-
num>
Trap Vil
EEE Warning (4)
e FOTA4TR—bQ TSI —DotAhAVI - ED >l EERLETD,
Parameter | <group-id>: R—hUFVEFY ~TIL—TDIIL—T 1D
<port-num>: €AY Y'Y —R— hDR— h&HS
Version 1.02.01
PSR FENEY Y OFOUN. EULLIEREZEENH > LHZEIF. NIGEFRETT,
R=hUFVIY MEBEIC K DBEIFIREARETI N, Ry M —I#8RH DV IHE
KRR ICEENREULCAREENDDET, Xy M IT—JDEEZEIRSE TS L,
02 &kmnp)

WARN (4) Redundant 1: Active interface has been changed to secondary Port1/0/2

20.2 Primary 7R— k¥ Active IR ICER

Log Redundant <group-id>: Active interface has been changed to primary <port-
num:>
Trap VAl
EEE Warning (4)
B! TOTATR=bDEAVIY-—DETSAVYI—ICYIDRES>TeC&EZRUET,
Parameter | <group-id>: /R— US>V EF>Y NTIL—TDT)IL—TF D
<port-num>: FS 1YY —R— bDR—-h&HS
Version 1.02.01
XIS &
mErE &N
WARN (4) Redundant 1: Active interface has been changed to primary Port1/0/1

203 INTDAYN=R—=—kDYVIFTIY

Log Redundant <group-id>: All interfaces go down

Trap TU

EEE Warning (4)

B R—hUFT VIV RDRAVN=IR=hH, IRTUVITIY LiclEZERLET,

Parameter | <group-id>: R—hUFVEFY ~TIL—TDTIL—T 1D

Version 1.02.01

XFIE Ry hD—OHED D VWIEERICEENRE LICAREDNSHDET, XY FT—0D
fEEEEIHSETIES L,
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20IR—hUSF VTV

02 &bl

WARN (4) Redundant 1: All interfaces go down

204 R—USFVYSYVRDFDB 75wV ¥a

Log Redundant: All FDB entries have been deleted by receiving FDB Flush frame
Trap A

EEE Warning (4)

Bz KBHNFDBI7Sv2aJL—LAZZEL. MACZ RLRAT—=TILOIRTOIY ~

V-7 Llcl&&ErmUET,

Parameter | 7 0L

Version 1.02.01

PSI RE

02 &bl

WARN (4) Redundant: All FDB entries have been deleted by receiving FDB Flush frame
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21 LLDP

21 LLDP

21.1 LLDP-MED h/ROY—0DZERE

Log

LLDP-MED topology change detected on port <port-num>. (chassis id: <chassis-
type>, <chassis-id>, port id: <port-type>, <port-id>, device class: <device-class>)

Trap

(ldpXMedTopologyChangeDetected

EEE

Notification (5)

Bl

LLDP-MED MROY—DEENRA SN EZRLET,

Parameter

<port-num> : R— ~&HS

<chassis-type>: v —> IDY 751~
» chassisComponent (1)
« interfaceAlias (2)
« portComponent (3)
» macAddress (4)
 networkAddress (5)
« interfaceName (6)
« local (7)
<chassis-id>: >+ —=/ 1D
<port-type>: IR— K ID YT 51
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
- agentCircuitld (6)
* local (7)

<port-id>: /R—k ID
<device-class> : LLDP-MED &% 1~

Version

1.01.01

XIS

I E

02 &bl

NOTI(5) LLDP-MED Topology change detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100, port id:
MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class I11)

21.2 LLDP-MED ¥EB% 1 7OAR—3

Log Conflict LLDP-MED device type detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>, device class:
<device-class>)

Trap A

BEE Notification (5)

Bz LLDP-MED £EB% 1 TOR—BHIRA SN/ & ZRLE T,
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21 LLDP

Parameter

<port-num> : IR— b HF=

<chassis-type>: v —> IDY 751~
« chassisComponent (1)
« interfaceAlias (2)
« portComponent (3)
» macAddress (4)
 networkAddress (5)
« interfaceName (6)
s local (7)
<chassis-id>: >v¥—2 1D
<port-type>: ;R—hk ID BT 51T
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
« agentCircuitld (6)
* local (7)

<port-id>: /R—k ID
<device-class> : LLDP-MED &% 1~

Version 1.01.01
P BEIESEED LLDP REZHEZR L TS L,
mEZE VNl

NOTI(5) Conflict LLDP-MED device type detected on port Port1/0/1. (chassis id: MAC Address, 00-40-66-AC-31-E9, port

id: Local, Port1/0/1, device class: Network Connectivity Device)

21.3 FED7x L LLDP-MED TLV v DA

Log Incompatible LLDP-MED TLV set detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>, device class:
<device-class>)

Trap A

BEEE Notification (5)

Bz @70 LLDP-MED TLV £y hAHIE N & ZRLE T,

Parameter | <port-num>: /Rh—r&ES

<chassis-type>: v —> IDY 751
« chassisComponent (1)
s interfaceAlias (2)
- portComponent (3)
» macAddress (4)
 networkAddress (5)
« interfaceName (6)
* local (7)
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21 LLDP

<chassis-id>: ¥ —2/ 1D
<port-type>: ;R— bk ID YT 51T

« interfaceAlias (1)

« portComponent (2)

» macAddress (3)

» networkAddress (4)

« interfaceName (5)

- agentCircuitld (6)

* local (7)

R— K ID
LLDP-MED B4 1~

<port-id>:

<device-class> :

Version 1.01.01
P BEEESEED LLDP SREZEZR L TEE L,
mEZE G

NOTI(5) Incompatible LLDP-MED TLV set detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100, port id:
MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class I11)

21.4 LLDP Bl v o F D VRREICER

Log LLDP disabled port <port-num> by error

Trap A

BT Error (3)

B! ST VDT T UBBEIC K > TR VO I VIREANBR LI ZRULET,
Parameter | <port-num>: /R—~&ES

Version 1.01.01

SIS BERBOBEICESENIFEELTVDIREENH D FT, X SFP/SFP+R— k.

PLURBREZHERL CBEREEZEIHSE TS,
O RRHA
ERRO(3) LLDP disabled port 1/0/3 by error

21.5 LLDP UV I T IVRELDB YV I 7 v THRENEIH

Log LLDP reset port <port-num>

Trap L

EEE Notification (5)

Bz TV OTIOVREND ) VI T Yy TREANBR LI EZRLET,
Parameter | <port-num>: /R— h&HS

Version 1.01.01

Xt &
mErE N

NOTI(5) LLDP reset port 1/0/3
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22 )b—THEH

22 )U—TRAl

22.1 =& (R— hkR—XE—R)
Log <interface-id> loop occurred
Trap npLoopDetectionPortDetected
ETE Critical (2)
Bz AV —T 1 —ATI—TZRALIECEZERLET,
Parameter | <interface-id>: )L—7HEHMENTND V5 —T—X ID
Version 1.01.01
s9i5 BRALIA YT —TT—R (R— b, K= hFvRIL) TRY RNT—2)L— THREL
TWDAREEN S D ET, Ry hT—IANDEMROERLEEZER L. L—TDREZ
EOERNTLZE L,
HEEIHERE (errdisable recovery cause loop-detection AV R) DIFE (L.
vy hF IV (err-disabled RREEICEE) sNTHLRELIKRENMNRBETDE, 1
VEH—7 1 —RAOMEFBENICEIRSINETD,
vy I (err-disabled REEICEE) sNicA vy —TJ 1 —XZEFEHTEIHSE
3% a(d. shutdown AYY RT—ERAZELTH, S, no shutdown AY¥Y RTA1 YV
=T —ADRAEZEMIRL T ZE L,
mEoE N/l

CRIT(2) Port1/0/2 loop occurred

22.2 )L—7#H (VLAN R—RXE—R)
Log <interface-id> VLAN <vlan-id> loop occurred
Trap npLoopDetectionVlanDetected
ETE Critical (2)
B! AV —T T —ADRE VLAN TIL—TZEEAMLIcC & ZRUET,
Parameter | <interface-id>: JL—T7HRAENTND 15 —Tz—XID
<vlan-id> : L—FHIRAEIN TS VLAN
Version 1.01.01
X$ht BAILIEA VY =T —X (IR—b. IR—=bFvRIL) OFE VLAN TRY kD=7
W=TOHEELTVWDRAREMENH D F T, Ry NT— I NDEROERE E ZHER L.
IW—TDREAZWMOERNTLEE W,
HEEIRETE (errdisable recovery cause loop-detection IY Y R) DBEH(F. HWR
VLAN MEZERTREICEESNTH ORE LICRENMERT D& ERERRE
FEEBICEIBEINET,
EZEATREICEFEINITR VLAN ZFETEIHESE2HE1E. RT1TV Y —
7 x—R% shutdown AY Y R T—ERAZELTHNS. no shutdown AXY RTTYV
Y- 1 —ADORABEZMRLTLIEET WV, WRA VY —T 1 —RE—EHET D25,
ZDAVET =TT —ADINTD VLAN DBEEICHET D E(TERLTIES W,
mloE Nl

CRIT(2) Port1/0/4 VLAN 20 loop occurred
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22 )b—THEH

223 )L—TBRADEHEIR (R— bAR—XE—R)
Log <interface-id> recovers from Loopback Detection err-disabled state
automatically
Trap npLoopDetectionPortRecovered
EEE Warning (4)
Bz AV =T —RATRAMLIIL—TH. BEMEIERTE (errdisable recovery cause
loop-detection ANX Y R) [CK>TEIALIZEZERLE T,
Parameter | <interface-id>:EHL/1>%—7x—X ID
Version 1.01.01
XIS BALEA VY -T2 —R (R—=bk, IR—EFvRI) TRY NT—=T)L—THELEL
TWEABEEN DD ET, Ry DT —JANDEBRPERLEEZER L. IL—TOERN
EBO TWBHARIFEDBRVNTLIZE L,
mE7E N/l
WARN (4) Port1/0/2 recovers from Loopback Detection err-disabled state automatically

22.4 )L—TRADFEEIR (R— hAR—RE—R)

Log <interface-id> recovers from Loopback Detection err-disabled state manually
Trap npLoopDetectionPortRecovered

EEE Warning (4)

e AV =TT —RATRALII—T%Z, FEEIRAE (shutdown Y RTEAZEL.

no shutdown OY Y RCERZEMRER) TEIBSE/ICEZRLED,

Parameter | <interface-id>:EHL/1>%—7x—X ID

Version 1.01.01

XIS &
02 &kmnp)

WARN (4) Port1/0/2 recovers from Loopback Detection err-disabled state manually

22.5 L—TRAMDEEIEIA (VLAN R—XE—R)
Log <interface-id> VLAN <vlan-id> recovers from Loopback Detection err-disabled
state automatically
Trap npLoopDetectionVlanRecovered
EEE Warning (4)
e AV —7 T —ADFE VLAN TRELZ)L—TH. BEIEIHRE (errdisable
recovery cause loop-detection IAN¥YV R) [CK>TEIHL/C &ZRLET,
Parameter | <interface-id>:{&IHL/c1>%—7x—XID
<vlan-id>: {€IHL7z VLAN
Version 1.01.01
XSG BALIcA Yy =Tz —RX (IR—b, IR—bFvxRIL) OFE VLAN TRY kD=2

W—THFEELTWEAREDNSH D XTI, Ry bT—INOEROE R E ZHER L.
IW—TDRENE > TOBIHBAFED RV T EE L,

70/125




22 )b—THEH

02 &bl

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err-disabled state automatically

22.6 )V—TRADFEEIR (VLAN XR—XE—R)
Log <interface-id> VLAN <vlan-id> recovers from Loopback Detection err-disabled
state manually
Trap npLoopDetectionVlanRecovered
EEE Warning (4)
Bz AV —7 x—ADFE VLAN TRAILC)L—T%Z. FEEIHAE (shutdown O
>~ RTBEZEL. noshutdown O R THZEMBIR) CTEIHS B/ EZRLETD,
Parameter | <interface-id>:#&HL/fcT1>5—-TJx—X ID
<vlan-id>: {€IH L7z VLAN
Version 1.01.01
X RE
mloE N

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err-disabled state manually

22.7 b—TBAD LR (VLAN R—XE—R)
Log Loop VLAN numbers overflow
Trap VAa )
BEE Critical (2)
Bz IW—TZ&&A U7z VLAN #HY)L— TRA AT e R A (RESATHRA 100 ) =i
Afcl&ZRULEXT,
Parameter | 7L
Version 1.01.01
X I =T & &H U7z VLAN 80NV — TR AR Re R i R B X IoIREE T lE. 2N E
W—TEZRHATEFZBA, ZD/H. IL—FTRMOITHHEAETNTUVEL VLAN TH
FY RT=T ) —THEELTVWDHBEENHDFT, *Y hDT—IRNDERPERE
EEER L. IL—TDREANE D TOWBBEFBDBRNTLSEE N,
02 &kmnp)
CRIT(2) Loop VLAN numbers overflow
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23 XEY—-IS—HBHHER

23 XEU—-IS—BHEEIR

23.1 SW-LSI DX EY—-IS5—RAICEBR— vy bF I UHEE

Log Detected system-abnormal (Unit <unit-id>, memory-error, action=shutdown)

Trap npSystemStatusFaultActionShutdownAll

BEE Emergency (0)

B2 SW-LSI DX EY —I5—Z&AML TEIBTELRWVGEIC. IRTODR—SABEEMIC
vy hYIVENEZEZRULED,

Parameter | <unit-id>: /Rwv 2 X ID

Version 1.01.01

X vy IOV ENCR—NZEIBT BICIE. clear memory-error ANXY R, £/l
no memory-error fault-action shutdown-all A¥ > RZFEALF T,
BH(E clear memory-error XY RICKDEIBZETUTCEERNBEHKIT 2EEV.
FEHLE CEERNERITDEEIE. SW-LSIODXEY —EEDFREENHDET,
HERME RS L,

a7 &R=A

EMER(0) Detected system-abnormal (Unit 1, memory-error, action=shutdown)

23.2 XEVY—-IS>—H#EMH

Log Memory error of switch LS| was recovered automatically (Unit <unit-id>)

Trap npSystemStatusMemoryErrorAutoRecovery

EEE Warning (4)

B XEY—I5—EEEIB#EEET SW-LSI XEY -0/ T+ —IT 5 —HBEEIEESNL

C&. FEFESW-LSI XEV—D ECCIZ—NEEFTESNcCEERUET,

Parameter | <unit-id>: Rv 2 X ID

Version 1.01.01

XIS RE
mEZE &N

WARN (4) Memory error of switch LS| was recovered automatically (Unit 1)

23.3 SW-LSI/\—=FJ 7T 5 —DRA

Log Hardware error was detected on switch LSI
Trap npSystemStatusLsiHardwareErrorDetected
5EE Alert (1)
A BLLIFDESE SW-LSI/N\N—=RIT 7T 5—HRAEND EBHANEEENET,
* SW-LSI DREIUXEY -8 T, XEU—IZ—DHRESLOEER7Z I avh
10 B EEMEL T, BERNRMNTE D ICIHE,
« SW-LS| DEIBTREZAXAEY —I 5 —HIEHEINEES,
Parameter | ZL L
Version 1.01.01
XSG SW-LSI DX EY —EEDAREMNH D F T, BKEREZE CIRI<IEE L,
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23 XEY—-IS—HBHHER

02 &bl

ALER(1) Hardware error was detected on switch LSl

23.4 SW-LSI/\—RFJxz7I5—0DEIA

Log Hardware errors were fixed on switch LSl

Trap npSystemStatusLsiHardwareErrorFixed

EEE Notification (5)

B2 TSW-LSI DRIUXEY =BT, XEY—-I>—DORESLUEIRT2>avh 10
B EBEL T, EERNRNCIEO/IREE) T clear memory-error AV Y R Z2%EIT
L. XEU-IS—BEERKEZY X7 LIBEICEBHIANEESNET,
BH. TSW-LSI DEIRFELSAEY —I5—%EE L TVNDIRE, Tld. clear
memory-error XY RZRTLTEJY R T ENE A,

Parameter | 7L

Version 1.01.01

X3 RE

mErE N

NOTI(5) Hardware errors were fixed on switch LSI

23.5 SW-LSI XU F ¢ —IT5—0DKRA

Log Parity error was detected on Unit <unit-id>, <memory-name>, <index>

Trap npSystemStatusLsiParityErrorDetected

EEE Warning (4)

A SW-LSIXEYU—I5— (WU T 1 —I5—FLBFECCIS—) MRESNICEZER
LEI,

Parameter | <unit-id>:MRv 27X ID
<memory-name>: J\UF 4 —IT5—MRESNIcXED —%
<index>: NUFT 4 —Io5—HRBREHEINIEAXEY—TVT VIR

Version 1.01.01

XTI XEY-—IS—HEEIREETEHERL TOWEWESEE. SW-LSIOXEY —T/KU
TA—I5—HDEELTW\WDAREMENHD XTI, clear memory-error AN Y REE1T
LTERNMEIBT DD EDINCHERSIZE W,
clear memory-error AN¥ Y RTERMEIBLIEEIE. ZOFRFMEL CTHEALE
&L\, EHE clear memory-error XY RICKDEIBZEITLUTCTEERNIBRIT 2145
BlF. EEERE CERNMEIET DN ESHTHERIZE L,
AEREBREERNBRIDGEF. RERME RIS,

mEoE N/l

WARN (4) Parity error was detected on Unit 1, EP_INITBUF_DBEf, 0

23.6 SW-LSI XU Fr—T5—0DEIH

Log

Parity error on switch LS| was recovered
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23 XEU—ITS—BEEH

Trap npSystemStatusLsiParityErrorFixed
BEE Notification (5)
B SW-LSI XEU—DNNUT 1« —IT5—HFEHTEREEINLCEZRLET,

Parameter | ZL L

Version 1.01.01

ST RE

mErE &N

NOTI(5) Parity error on switch LSI was recovered
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24 MMRP-Plus

24 MMRP-Plus

241 YV IR—bDUVOTIY

Log MMRP-Plus ring <RINGID> <interface-id> goes DOWN status
Trap npMmrpPlusPortDown
BEEE Error (3)
Bz MMRP-Plus D> IR— tH Down JREEICBR L/I=C & ERLETD,
Parameter | <RINGID>: MMRP-Plus DY > % ID
<interface-id> : MMRP-Plus ®'J Y IR~k (R— b, R—K~FvxIL)
Version 1.01.01
X3 SENEY Y IOV THENIEHIBIERETT,
MMRP-Plus #8E(IC K DBEFPIREERETI N Ry T — T3R5 D LIIEEEEIC
EENKELULARENDDET, Ry hIT—JDBEZEIHSE TS,
O RRHA

ERRO(3) MMRP-Plus ring 1 Port 1/0/1 goes DOWN status

24.2 Y JR— R Listening REE(CER

Log MMRP-Plus ring <RINGID> <interface-id> goes LISTENING status

Trap npMmrpPlusPortListening

EEE Warning (4)

St MMRP-Plus @' > J7R— kA Listening JREEICBE LI-C & ZERLETD,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus ®'J Y IR~k ((R— b, R—K~FvFxIL)

Version 1.01.01

X3RS MMRP-Plus EEDREEBB A HKAE LI EE, BERETAOIHNEAEINE T, O
IADHBIFFRETIT A, FIEOOITANDMILZIT>TIIEE L,

O &knpl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes LISTENING status

24.3 Listening RO Y1 LAT7 D k

Log MMRP-Plus ring <RINGID> <interface-id> Listening Time out

Trap npMmrpPlusPortListeningTimeout

EEE Warning (4)

Bl MMRP-Plus @) > J7R— kA Listening RREICEZ L. VAV IIAN—DETIC
Bofcl&ERLET,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus ®J ¥ J7R—k ((R— bk, R—brFvR/L)

Version 1.01.01

XIS BENMRELL) VI ZERSELEECAOTNHASNIGEF. BEIEGFLT
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24 MMRP-Plus

WBREEMEN DD ERT, UV ITDREBZRETEL TS L,

02 &bl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Listening Time out

24.4 VY JR—bH Forwarding RREEICER

Log MMRP-Plus ring <RINGID> <interface-id> goes FORWARDING status
Trap npMmrpPlusPortForwarding
EEE Warning (4)
Bz MMRP-Plus @) > JR— k¥ Forwarding SREEICBRE LI & ERLET
Parameter | <RINGID>: MMRP-Plus ®J > %' ID
<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— cFv¥=xJL)
Version 1.01.01
X3 NRE—THROTHNEASNIEZRIF. XY hT— I8R5 2 VI EEEICEENFKE
L7cageEN'd D Fd, Ry D —UDEEZBIHS BT ZE W,
7O L7 TAROTHEASNIGEEF. WBARETT,
O RRHA
WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FORWARDING status

24.5 U7 R— hht Blocking SREEICER

Log MMRP-Plus ring <RINGID> <interface-id> goes BLOCKING status
Trap npMmrpPlusPortBlocking

EEE Notification (5)

B MMRP-Plus ®'J > JR— kA Blocking REEICBB LI & &ERLETD,
Parameter | <RINGID> : MMRP-Plus ®'J > ID

<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— cFv¥=xJL)

Version 1.01.01

S RE
mEoE N/l

NOTI(5) MMRP-Plus ring 1 Port 1/0/1 goes BLOCKING status

24.6 U > JR—KH Failure Up REEICER

Log MMRP-Plus ring <RINGID> <interface-id> goes FAILURE UP status
Trap npMmrpPlusPortDisable
EEE Warning (4)
Bz MMRP-Plus @) > J7R— b A Failure JREEICBR LI=C & ZRLETD,
Parameter | <RINGID>: MMRP-Plus DY > % ID
<interface-id> : MMRP-Plus ®'J Y IR~k (R— b, R—K~FvxIL)
Version 1.01.01
PSI Failure REEND S DYIDED FEDREICE D, UTOEEOIIGLTLLIEE W,
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cHBYIDREDZREL TVWDHEIR. YIDERDIAY—RBERIC) Y IEIRLE
HREBENE I,

cFE}YOREDZHREL TVDHEE(F. clear mmrp-plus failure ring ANY Y Rz
ETL. UV IEIRMBZERBL T IEE L,

mEZE Nl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FAILURE UP status

24.7 Revertive ¥ 1 ¥ —i T [C & D Listening IRENER

Log MMRP-Plus ring <RINGID> <interface-id> Revertive Time out

Trap npMmrpPlusPortDisableTimeout

EEE Warning (4)

Bl MMRP-Plus D) > J7R— b A Failure JREEICEFE L. Revertive ¥ 1N —hVET L7z
CEZERLET,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus DY JR—k (R—b. R—K~FvRIL)

Version 1.01.01

X I &

mEZE &N

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Revertive Time out

248 2 TCTODTF7 YTV IR—RDBUVITIY

Log MMRP-Plus ring <RINGID> All uplink port goes down
Trap npMmrpPlusAllUplinkDown
BEE Error (3)
tEA MMRP-Plus D) VI DTy FUVIR— NI VO TIY LIcC&ERLET,
Parameter | <RINGID> : MMRP-Plus ®'J > ID
Version 1.03.01
K MMRP-Plus HEEIC K > TBEZRR CES A VRREICE > TVWET,
DN RAY —EE. FEEDHAL—TEEHNSGHA LGS
TV TIVVIRNDRS Ty o(d, Yo7y TULTWBEBRICEFL TV
DIRRETY,
DBNARAY—EEB, BLUODMHAL —TEEODWMEENOHALILES -
Ty TUVORIE DBENFEZ ICIRETT .
cA\O=TL—LADKEMELESNREE LD, MMRP-Plus HHEIC X 2BEZ
R CE R WRETY,
WINDHBEE. 7Y TV IR—RDYVITIVESE, £ld7yFTUVIR—b
[CEGRUICHRERBEDOREEDARENSDET, CNODEEZEBLTIIZEN,
02 &kmnp)
ERRO(3) MMRP-Plus ring 5 All uplink port goes down
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24.9 MMRP-Plus IC&%d FDB 72 v>a

Log MMRP-Plus ring <RINGID> FDB Flush

Trap npMmrpPlusFdbFlush

EEE Notification (5)

B! MMRP-Plus [C&D FDB TV R —MEEREN/cCEZEZRLET,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID

Version 1.01.01

XS MMRP-Plus #BEDIREBBENREAE LI &, BEREBTAOINEDENTT, A0
TN\DMIHEFFARETIT A, FIROOTANDOXNHZEIT> TS,

mEoE N/l

NOTI(5) MMRP-Plus ring 1 FDB Flush

24.10 7 F L AFBEIERHEER

Log MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated
Trap AN
EEE Notification (5)
B8 FDB 75w aA Ry hERHEL. MACT RLZADFEZFILET DRENEHI N
CE&ZERLET,
Parameter | <RINGID> : MMRP-Plus ®YU > % ID
Version 1.01.01
475 MMRP-Plus E5IC & DBISFAAARETE A R T — ISR 3 EX(C
ENRELCARENSHDET, Ry MU DEEZEIBS BT LT,
O &knpl
NOTI(5) MMRP-Plus ring 1 FDB Forwarding Timer Updated

24.11 Hello 7 L —ALXRZERA

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello down detect
MMRP-Plus ring <RINGID> Slave <interface-id> Hello down detect
Trap H U
EEE Warning (4)
B NAO—T L —LADRZEZRM UL EZRLEXT,
Parameter | <RINGID> : MMRP-Plus ®'J > ID
<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— ~Fv¥XxJL)
Version 1.01.01
XS &
mEoE N/l
WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello down detect
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello down detect
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24 MMRP-Plus

24.12 Hello 7 L —LBRERA

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello detect
MMRP-Plus ring <RINGID> Slave <interface-id> Hello detect
Trap TU
BT Notification (5)
B NO—=TL—LDBREERMLILCEZRLEXT,
Parameter | <RINGID>: MMRP-Plus U > % ID
<interface-id>: MMRP-Plus ®'J Y J7R—k ((R— k. R—kFvR/)L)
Version 1.01.01
X RE
e ZR]

NOTI(5) MMRP-Plus ring 1 Master Port 1/0/1 Hello detect
NOTI(5) MMRP-Plus ring 1 Slave Port 1/0/2 Hello detect

2413 Hello 7L—LREBEIILTD bk

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello Time out
MMRP-Plus ring <RINGID> Slave <interface-id> Hello Time out
Trap Vil
EEE Warning (4)
Bz NA—=T L —LDZEZA L7 D NREMEBLIECEZRLUED,
Parameter | <RINGID> : MMRP-Plus ®U > % ID
<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— ~Fv¥xJL)
Version 1.01.01
X I MMRP-Plus #8E(C K DBETREIREETI N, Ry T —I#EBR T I ERICES
NREELIH. BIBUIZARENHDET, Ry b —UDREBZEERLTLEE W,
a7 &R=A

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello Time out
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello Time out

2414 R— KU RS —PEEEICKD YV IR—bDYRSY— K

Log MMRP-Plus ring <RINGID> <interface-id> was restarted
Trap VAa )
EEE Warning (4)
Bz MR—KURS—REBEICED U Y I EBRIT LI EZRUET,
Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus DU Y IR— bk (R— bk, R—K~F v =RIL)
Version 1.03.01
X I MMRP-Plus #8E(C K DBETREIREETI N, Ry MU — IR T I EBOES

HFEELIH BIRLUEARENSDERT ., Ry T DRBZRERL TS W,
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24 MMRP-Plus

02 &bl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 was restarted
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25PDEZH UV

25PDEZ=ZHVUVT

25.1 PD =% Y Y JHtk

Log <port> pd-monitoring [<mode>] start

Trap VAe )

BEE Informational (6)

Bk PDERZMRAMKLICEZERLET,

Parameter | <port>: /R— hHFS

<mode>: PD EZ¥ UV JDE—FK (ACL-mode. £ L <I[& ICMP-mode)

Version 1.03.01

TS RE
02 &kmnp)

INFO(6) 1/0/1 pd-monitoring [ACL-mode] start
INFO(6) 1/0/1 pd-monitoring [ICMP-mode] start

25.2 PD ¥ oA (ACLE—R)

Log <port> pd-monitoring [ACL-mode] [notify-only] detected pd-down, rule: <acl-
rule>
Trap L
EEE Warning (4)
B! ACLE—RTPDODFIVZERHLIECEZRLED,
Parameter | <port>: R— ~&ES
<acl-rule>: PD QY OV ERE UL T V2R A SDIL—ILERTE
Version 1.03.01
XIS OMRDRUENSNDIHZEE. PD HAEBREOIEENS DX T, BEICHLT
PD OREZERERL TIEE L,
O RRHA

WARN (4) 1/0/1 pd-monitoring [ACL-mode] [notify-only] detected pd-down, rule: permit host 192.0.2.100 any

25.3 PD ¥ oA (ICMP €—R)

Log <port> pd-monitoring [ICMP-mode] [notify-only] detected pd-down, IP: <ip-
address>

Trap H U

EEE Warning (4)

tEA ICMPE—RPD DY IV ZERH LI EERLETD,

Parameter | <port>: /R— hHFS
<ip-address>: ¥ UV ZERH LI PD D IP 7 RL X

Version 1.03.01

bST OO0 RLEAESNDIZEE. PD AEBREBOFREENSHDXT, BHEICIHLT
PD OREEZERERL T7ZS LY,
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25PDEZH UV

02 &bl

WARN (4) 1/0/1 pd-monitoring [ICMP-mode] [notify-only] detected pd-down, IP: 192.0.2.100
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26 Port

26 Port

26,1 1—8—R—brDVUVOT7YS

Log Port<port> link up, <nway>
Trap linkUp
EEE Warning (4)
B R=bWI Yo7y Tl EZRLETD,
Parameter | <port>: /R— h&S (6] :1/0/1)
<nway>: UVIREET 1LY IIXE—R
Version 1.01.01
X3 RE
O RRHA

WARN (4) Port1/0/1 link up, 1000Mbps FULL duplex

26.2 1—H—R—rDUVIF DY

Log Port<port> link down

Trap linkDown

BEEE Error (3)

B M= UV IOV LIl &ERUET,
Parameter | <port>: /R—~&ES (6 :1/0/1)

Version 1.01.01

Xt &
O RRHA

ERRO(3) Port1/0/1 link down

26.3 SFP/SFP+t S>> —)\—DiEA

Log Unit <unit-id>, Port <port-num> <tr-type> has been inserted
Trap npSfpModuleAttached
EEE Informational (6)
B SFP/SFP+/R— Z SFP/SFP+ RSV Yy —N—pBAESNLCEZRLET,
Parameter | <unit-id>: 7Rw 2 X ID
<port-num>: 7R—k ID
<trtype>: hSVI—N\—51T
Version 1.01.01. Trap (£ 1.03.01
X3 RE
O RRA
INFO(6) Unit 1, Port 21 H-SFP+AOC1TM has been inserted
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26 Port

26.4 SFP/SFP+ k5> ¥ —/N\—0DKkE

Log Unit <unit-id>, Port <port-num> transceiver has been removed
Trap npSfpModuleDetached
BEE Informational (6)
B! SFP/SFP+iR— D5 SFP/SFP+ TV — /=B AN ENC & ZERUET,
Parameter | <unit-id>: /Rwv 2 X ID
<port-num>: 7R—k ID
Version 1.01.01. Trap (£ 1.03.01
XIS E
02 &kmnp)

INFO(6) Unit 1, Port 21 transceiver has been removed
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27 Power

27 Power

27.1 BRESEHRE

Log Unit <unit-id>, Power <power-id> failed

Trap npPowerFault

EEE Critical (2)

B BREENEECTHD_EERLET,

Parameter | <unit-id>: /Rwv 2 X ID
<power-id>: BIR1=v b ID *ApresiaNP4000 > ') —XDHE(EHIC 1

Version 1.01.01

it s show unit Y R, KU show environment I¥ > R TR ERETZEZ. show
tech-support V¥V Y RTREBHRZIE L. BRENHNITEERMRZ RIS
LYo

mE7E N/l

CRIT(2) Unit 1, Power 1 failed

27.2 BIREEEIH

Log Unit <unit-id>, Power <power-id> back to normal

Trap npPowerRecovery

BEE Informational (6)

B BREENEEREBANEBLLCEZRLET,

Parameter | <unit-id>: Rw 2 X ID

<power-id> : BRI = I ID ¥ApresiaNP4000 >') —XDHE(FEIC T

Version 1.01.01

XIS &
02 &kmnp)

INFO(6) Unit 1, Power 1 back to normal
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28 SNMP

28 SNMP

28.1 SNMP O a2 =5« —&DRIEXK

Log SNMP request received from <ip-address> with invalid community string

Trap authenticationFailure

EEE Warning (4)

B SNMP &E3k&, #2171 —XFITRELIECEZRLET,

Parameter | <ip-address>: P 77 L X

Version 1.01.01

XIS <ip-address>HhEIETHDHBE. RV NI —IEBKBOREZEZR L. FIALTWV
5 SNMP D/X\—2 3V ([CEU T, &BBE (A2 =71 —%&, B/ RT—R J
W=7 X)) NELWVWHHERLTIZE L,
<ip-address>NRIETHDHBE. REBRT I ELADHEENSGDERT, Ry ~hT—7
EERED IP 7 RLAZEET D, £EFIBLTVLD SNMP O/X—=J 3 VICIHU
T, ERE (AZa2=7 04 FBRT—R IIV—TOF U2 RH#E) ZEET D
CET. HBICNITDRELRT VL RZEHSZENTEXT,

mloE N

WARN (4) SNMP request received from 192.0.2.100 with invalid community string
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29 SSH

29 SSH

29.1 SSH Y —/\—DBER/ &3

Log SSH server is enabled
SSH server is disabled

Trap H U

EEE Informational (6)

Bz SSH B —/N\—N"E%. Fr@BEMCEEINLCEZRLET,
Parameter | 7L

Version 1.01.01

XSG E
02 &kmnp)

INFO(6) SSH server is enabled
INFO(6) SSH server is disabled

29.2 SSH OJ1 >V E&Th

Log Successful login through SSH (Username: <user-name>, |P: <client-ip>)

Trap TL

BEEE Informational (6)

B AAA BEENEZNITIBED. SSH TOATA VICHIMLIcC EZRULET . AAA i
NEWEHZBEDOTAVEIAT(E AAAEZSRL TS L,

Parameter | <user-name>: 1—H—%
<client-ip>: 95147V D IP7 LR

Version 1.01.01

X RE

O &knpl

INFO(6) Successful login through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Successful login through SSH (Username: example, |P: 2001:db8:10::100)

29.3 SSH OJ1 V&K

Log Login failed through SSH (Username: <user-name>, |P: <client-ip>)

Trap TL

BEE Warning (4)

Bz AAA BERENBEZNZIZE D, SSH TOOJ A VICKRKR LI EZRUE T, AAA HEE
NEMEIHZEDOOJ1 VAKAOT(E AAAEZSR LTS L,

Parameter | <user-name>: 1—H—%
<client-ip>: 92547V rDIP7 KL X

Version 1.01.01

XIS JE. I—Y—%. NXT—RHAELVHIERLTLIZE L,
access-class ANXY RZEERATDE. V517V RDIPT7 RLRICKD TV XHFIR
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29 SSH

AEEECT,

02 &bl

WARN (4) Login failed through SSH (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through SSH (Username: example, IP: 2001:db8:10::100)

29.4SSHOJ77J k

Log Logout through SSH (Username: <user-name>, |P: <client-ip>)
Trap L

EERE Informational (6)

B SSHEv>avhoOdd7ohLiclEZRULET,

Parameter | <user-name>: 1—HY—%

<client-ip>: 9547V D IP7 LR

Version 1.01.01

X RE
e ZR]

INFO(6) Logout through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Logout through SSH (Username: example, IP: 2001:db8:10::100)

29.5SSHEY Y31 L7k

Log SSH session timed out (Username: <user-name>, |P: <client-ip>)
Trap A
BEE Informational (6)
Bz SSHEY>avh g1 A7 O ML EZERLET,
Parameter | <user-name>: 1—H—%
<client-ip>: 95147V D IP7 LR
Version 1.03.02
X3R5 RE
O RRHA

INFO(6) SSH session timed out (Username: example, IP: 192.0.2.100)
INFO(6) SSH session timed out (Username: example, IP: 2001:db8:10::100)
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30 R v U

30 RYwvY

30.1 Ry I XV /)\—DEDAH

Log Unit <unit-id>, MAC: <mac-address> Hot insertion
Trap npStackGenerallnsert
EEE Warning (4)
B! Ry b YY—2 3% RULET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 KL X
Version 1.01.01
K BEEMICT>TLWEWNSEEIE. UTZERER LTS W,
« T YT XV \—DIREE
« AFYIIR— kD> TIREE
a7 &R=A

WARN (4) Unit 3, MAC: 00-40-66-11-22-33 Hot insertion

302 RV IAXYVIN\—DEDO AL

Log Unit <unit-id>, MAC: <mac-address> Hot removal
Trap npStackGeneralRemove
EEE Warning (4)
B! Ry bU L=/ LERULET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 L X
Version 1.01.01
PSR BERIMICIT> TLWEWEEIF. LUTZHERL TS L,
¢ AT YT XV )\—DIKRE
« AF Y IIR— kD> TIREE
02 &kmnp)
WARN (4) Unit 3, MAC: 00-40-66-11-22-33 Hot removal

303 RF vy I MROY—-DEE

Log Stacking topology is <stack-tp-type>. Master(Unit <unit-id>, MAC: <mac-
address>)

Trap npStackTopologyChangeChainToRing
npStackTopologyChangeRingToChain

EEE Warning (4)

A Ry MROY—-DEEZRLET,

Parameter | <stack-tp-type>:X%¥ v hROY—%1 7 (Ring, Chain)
<unit-id>: Ry 2 X 1D
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30 R v U

<mac-address>: MAC 7 KL X
Version 1.01.01
PSR ENMIC MRAOY—ZZEELTOWEWSESF. UTEERLTIZE W,
¢ AT YT RXV)\—DIKRE
« AV UIIR— kD) > JIRRE
02 &kmnp)

WARN (4) Stacking topology is Ring. Master (Unit 1, MAC: 00-40-66-AA-BB-CQ)
WARN (4) Stacking topology is Chain. Master (Unit 1, MAC: 00-40-66-AA-BB-CC)

304\ I F Y IIYARY—HIYRY—(CBH

Log Backup master changed to master. Master (Unit <unit-id>)
Trap npStackRoleChangeBackupToMaster
EEE Warning (4)
B NV IT Y ITIRI =N RY—[CED DI EZERLETD,
Parameter | <unit-id>: /Rv 2 X ID
Version 1.01.01
XA ERNGREBB THEWGSIE. UTZEERL TS,
s N RY—DIRRE
« AT YVIR—bDYU Y IREE
O RRHA

WARN (4) Backup master changed to master. Master (Unit: 2)

30.5 AL—T MWV Ry —CE®

Log Slave changed to master. Master (Unit <unit-id>)

Trap npStackRoleChangeSlaveToMaster

EEE Warning (4)

B AL—TMNNRY—ICED>/lE&ZRLET,

Parameter | <unit-id>: /Rw 2 X ID

Version 1.01.01

PSR EREREBZ THWERE. UTZER LTSV,
XN AY —DIRRE
« AF VI IR— kD> TIREE

02 &kmnp)

WARN (4) Slave changed to master. Master (Unit: 3)

30.6 Ry U X ID OHEEKRA

Log Hot insert failed, box ID conflict: Unit <unit-id>, conflict (MAC: <mac-address>
and MAC: <mac-address>)

Trap npStackGeneralFailure

EEE Critical (2)
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30 R v U

B My XD DA—HZRULET,

Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: EELTWVWDEED MAC 7 KL X

Version 1.01.01

ESIn Ry U R ID ZBBEDHTICYDOEZ DN, Ry IX IDHAEELBVKSICHREL
T<IZEW,

02 &kmnp)

CRIT(2) Hot insert failed, box ID conflict: Unit 1 conflict (MAC: 00-40-66-B4-97-1F and MAC: 00-40-66-B4-96-B5)

30.7 RV IOR—bDVUVOTYS

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link up, <nway>
Trap npStackPortLinkUp
EEE Warning (4)
A RYYIR—bNIVO7y Tl &ERLET,
Parameter | <unit-id>: /Rv 2 X ID
<mac-address>: MAC 7 kL X
<port-num>: ;R— K~ ID
<nway>: UV IDEBMEEREET 2 T7L vy IR
Version 1.01.01. Trap (£ 1.03.01
XIS BRNGZUY 7y TTHEWNGEIF, UTEERL TS,
« AF W I AV IN\—DIREE
ATV IR—bDYU Y IREE
O RRHA
WARN (4) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 23 link up, 10Gbps FULL duplex

30,8 RYYIR—bDUVITIY

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link down
Trap npStackPortLinkDown
BEEE Error (3)
e ATV IR=b NIV IIT TV LIl EZRLET,
Parameter | <unit-id>: 7/Rwv 2 X ID
<mac-address>: MAC 7 kL X
<port-num>: ;R— K~ ID
Version 1.01.01. Trap (£ 1.03.01
PSR BRWERD Y OF IV THRWNESF. UTZHERL TS,
¢ AT YT A )\—DIKRE
« AF YU IR— kD> TIREE
02 &kmnp)
ERRO(3) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 23 link down
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30 R v U

309 R Y IR—bD RSV Y—/\—DFEA

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> <tr-type> has been
inserted
Trap H U
BEBE Informational (6)
B Ry IR— MIERE LTz SFP/SFPHR—KC SFP+ RSy —/N—PMEASNIzC &
EZRULET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 KL X
<port-num>: 7;R—k ID
<tr-type>: kS VI—/N\—=54A4
Version 1.01.01
XS &
mEoE N/l

INFO(6) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 23 H-SFP+AOCTM has been inserted

30.10 RF v IIR— kD LSV —/)\—DikE

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> transceiver has been
removed
Trap H U
BEEE Informational (6)
e AE YO R—=IEE LTz SFP/SFPHIR— hAS SFP+ RSV Y —/N—AED A
CEZERLET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 KL X
<port-num>: ;R— K~ ID
Version 1.01.01
XSG &
mEoE N/l
INFO(6) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 23 transceiver has been removed

3011 Ry I/)\O—T L —LDREFIT LTI b

Log Hello timeout occurs: Unit <unit-id> Stackport <port-num>
Trap TL
ERE Error (3)
Bz NA—=TL—LDRETA LT O MEEMBB LI EZRLET,
Parameter | <unit-id>: 7/Rv 2 X ID

<port-num> : ;R— K~ ID
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30 R v U

Version 1.02.01
SIS ATV IAXA Y )\—DIREEZFERL T IEE L,
mEZE VNl

ERRO(3) Hello timeout occurs: Unit 1 Stackport 23

30.12 Ry I X v E—I DXEXK

Log Unit <unit-id> fails to send a stacking message. (Type: <msg-type>, Sub type:
<sub-type>)
Trap TU
BEE Debugging (7)
Bz AT IRy E—IDEEICKRB LI EZRULET,
Parameter | <unit-id>: /Rv 2 X ID
<msg-type>: AFvIA Y E—I5AT
Sub type: <sub-type>: RF Y IRyt —IDYT Y1 T XY TH1 THEELEWN
HE (IR
Version 1.02.01
XIS CDOTE. X—H—TORITZRBIT D7D Debugging LNILDAvEZ—IT
9. EERHE. BERMNBRY Y JREBOEER., RIIFERPICHENICHASIND
BRIENIGRETI,
RAY Y IBEOEREN CPU MBREICH S IBEICERAOTNEHSNDEZ ENH
DEIN ZOKRICIE CPU SEFMREBORAZRER L TIES W,
O RRHA

DEBG(7) Unit 1 fails to send a stacking message. (Type: EVENT_SLOG, Sub type: 4)

30.13 BEEB DO R RA%
Log Stacking starts to configure new units. Master (Unit <unit-id>, MAC: <mac-
address>)
Trap VAe )
EEE Warning (4)
Bz Ay I AV N\—ETOBRIERORFLIENFEIRS NI EZERLETD,
Parameter | <unit-id>: Y X&¥—DRv I X ID
<mac-address>: Y X¥—0O MAC 7 kL X
Version 1.02.01
XSG &
02 &kmnp)

WARN (4) Stacking starts to configure new units. Master (Unit 1, MAC: 00-40-66-AA-BB-CC)

30.14 7o 1= v MMRA

Log

Stacking detects new units. (MAC: <mac-address>)

Trap

5L
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30 R v U

EEE Warning (4)

Bz FLWRE Y IR N\—Z @A LIl &ZaRLET,

Parameter | <mac-address>: L <EBMESNRF Vv I XV /)\—D MAC 7 KL X
Version 1.02.01

S RE

02 &kmnp)

WARN (4) Stacking detects new units. (MAC: 00-40-66-11-22-33)

30.15 Ry v U REIDEE

Log Stacking role changed to <role>. (MAC: <mac-address>)
Trap TU

EEE Warning (4)

B AE VI DERENEELIcCEZRLET,

Parameter | <role>: ZE#HDKE|

<mac-address>: MAC 7 L X

Version 1.02.01

X RE
e ZR]

WARN (4) Stacking role changed to Master. (MAC: 00-40-66-11-22-33)
WARN (4) Stacking role changed to Backup master. (MAC: 00-40-66-11-22-33)
WARN (4) Stacking role changed to Slave. (MAC: 00-40-66-11-22-33)

30.16 BHIEHORBAETY I LT D L

Log Stacking configure stage timeout occured. Restart election.
Trap TL
BEEE Error (3)
BrkZ AE YU DERIEROBILETSE M A7 I SHEEL. XY v I DEEERIKEIC
RO EZERLET,
Parameter | 7L
Version 1.02.01
XFIE BEMNGAY Y OF IV TREWESF. UTZHERL TS,
« RF VI AV I\—DIREE
« ATV IR—bDYU Y IIREE
mloE Nl
ERRO(3) Stacking configure stage timeout occured. Restart election.

3017 Ry IOR— FREORAEEB NS

Log Stacking detects abnormal link status and try to recover: Unit <unit-id>
Stackport <port-num>
Trap TL
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30 R v U

EEE Error (3)
i BERZ Y IREBERMUCIZH, BIALESEL TSI EZERLET,
Parameter | <unit-id>: /Rwv 2 X ID
<port-num>: 7R—k ID

Version 1.02.01
bST BT ZzER LTS,

¢ AT YT A )\—DIKRE

« AFYIIR— kD> TIREE
02 &kmnp)

ERRO(3) Stacking detects abnormal link status and try to recover: Unit 1 Stackport 23

30.18 RF Y I XV N—FRREDKRA

Log Unit <unit-id>: Stacking health status goes unstable

Trap L

EEE Warning (4)

B AT Y IAYN—DRENRED SRR EICHE >fclEZERLET,

Parameter | <unit-id>: /Rwv 2 X ID

Version 1.03.03

ISV BT 7ZER L TS,
« XTI XV \—DIREE
« AV IIR— kD> TIREE

mEoE N

WARN (4) Unit 3: Stacking health status goes unstable

3019 R Y I XV N—FREDEIR

Log Unit <unit-id>: Stacking health status goes stable

Trap A

BEE Notification (5)

B! ATV IAYNN—DIRENTRLENDREICH >/ EZRUET,
Parameter | <unit-id>: /Rwv 2 X ID

Version 1.03.03

XIS &
mEoE N

NOTI(5) Unit 3: Stacking health status goes stable

30,20 /\A—J L—LREBIM LTV NRAIKDOT7 O3>

Log Recovering from loss of stacking message: Unit <unit-id> Stackport <port-num>
Trials <number>

Trap AN

BEE Error (3)
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30 R v U

SR INO—TL—ALBEDREYA LTI NIESEIREBENTONIECEERLET,

Parameter | <unit-id>:/RvZ X ID
<port-num> : 7;R—k ID
<number> : FR{TEIEL (fl : 1st, 2nd)

Version 1.03.01

FSI AIYIR—EDRTI VY —/\—FI21-IELOT—TILOERIREEER L T
SV, ERICEENMEWCHEREHOSITAROINSEZHRT Bi5E(E. bTVI—/\—F
J1-IELOT—TIIEREL TS,
RSV —N—FIJa1-IEXOT—TIRIBEBESHSAOINEET DHE(L.
EBRICHENHDCEEEZIONET, TORIE. BEBEORIEZ CREF<IEE L,

e TN

Recovering from loss of stacking message: Unit 1 Stackport 23 Trials 1st

30.21 RY Y IAVNN—RREDRA XIAOT

Log Unit <unit-id>: Stacking health status goes Abnormal
Trap VAl
BEE Error (3)
Bz AT Y IAYN—DRENRED SRR EICHE >fclEZRLET,
Parameter | <unit-id>: Rw 2 X ID
Version 1.03.01
P, 1.03.03 UETEFAOTFHAETNE R Ao
XSG BT 7ZER L TS,
« R W I RA )\~ DIREE
« AV UIR— kD) > JiRRE
mEoE N

ERRO(3) Unit 3: Stacking health status goes Abnormal

30.22 R Y IAVNN—RREDEIR XIAOT

Log Unit <unit-id>: Stacking health status goes Normal

Trap A

BEEE Notification (5)

B A IRXVNN—DRENRLENOLEICHE 2T EZERLETD,
Parameter | <unit-id>: 7/Rwv 2 X ID

Version 1.03.01

BmH. 1.03.03 UETEAROTIEASNEE A

X3 ~E
O RRHA

NOTI(5) Unit 3: Stacking health status goes Normal
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31 Storm Control

31 Storm Control

31.1 A b—LDKRA

Log

Broadcast storm is occurring on <interface-id> (port-channel <group-id>)
Multicast storm is occurring on <interface-id> (port-channel <group-id>)
Unicast storm is occurring on <interface-id> (port-channel <group-id>)

npStormControlDetected

Critical (2)

Ah—LAZEBRAULIECEERLUET,
« Broadcast storm : 7O—RF v AR/ Y MZEKDAR—LA
* Multicast storm : ¥ILFF v AK/TY RMIEKDAM—A

s Unicast storm : Z=F v X b/\T vy ~ BBEEFEEFEH. HKXU Unknown 1=
FrAR) [CKBDRAB—L, 2L, 723 v(Cdrop HEULLIE none Z1EE
LB EIE. A ZF v AT Y MMIEKBDAM—LAD0OZIFHASNEH A

LEWMEZ kbps RclZ/N\—t Y T—ITRELIIHZEE. AOTFEASNEE A,

Parameter

<interface-id>: A —LNRELTWVNBT VY —T—XID

(port-channel <group-id>) : IR— b F ¥ XV TA =AY bO-IVZERE LGS
(C. AR—LDEELTVBAYN—R—DFABF v RILJIL—T D ZRR XYIE
R— b THRE LIBEFHERT

Version

1.01.01. Trap (£ 1.03.01
1.03.01 : IR— b F¥ R TORX b=ATY bAO—)LEYR— K

X I

BALIEA VY =T —ATRY D= )L—THEELT\DFIREENHD FT,
Ry b= AOEHRCERZEZHERAL. L—TOREZERDRVTZEE 0,

mEZE VNl

CRIT(2) Broadcast storm is occurring on Port1/0/1

CRIT(2) Multicast storm is occurring on Port1/0/1

CRIT(2) Unicast storm is occurring on Port1/0/1

CRIT(2) Broadcast storm is occurring on Port1/0/1 (port-channel 5)

31.2 A A—LAODEIH

Log Broadcast storm is cleared on <interface-id> (port-channel <group-id>)
Multicast storm is cleared on <interface-id> (port-channel <group-id>)
Unicast storm is cleared on <interface-id> (port-channel <group-id>)

Trap npStormControlCleared

BEE Informational (6)

Bz Ab—=LMEIRLIEC EZRUET,

« Broadcast storm : 7O—RF ¥ AR/ Y MZEKBAR—A
« Multicast storm : ¥ILFF ¥ AR/\T Y MIKDRA =LA

s Unicast storm : Z=F v XA b/\T vy b~ BBEEFEEFEH. HKXU Unknown 1=
FYAR) [CKBDAM—L, 2L, 73T drop HULLIE none ZIEE
LeBElE. IZ2Fv AN Y MIELBDA M —L0O7FEASNE AN

LEWMEZE kbps Rcl3/N\—t Y T—ITRELIIHZEIE. AOTFEASNEE A,
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31 Storm Control

Parameter

<interface-id>: A h—ANEESN/A V5 —Tz—X D

(port-channel <group-id>) : R— b F v RV TR =AY FO—-LERELIHE
(C. AR=LNEIBULIEAVIN—R—OMEF v RILTIL—T ID ZRR XYER—
N CRE LB AIFFERR

Version 1.01.01. Trap (£ 1.03.01

1.03.01 : IR— b Fr¥ R TORX b=ATY bAO—)LEYR— K
XIS RE
mErE N

INFO(6) Broadcast storm is cleared on Port1/0/1

INFO(6) Multicast storm is cleared on Port1/0/1

INFO(6) Unicast storm is cleared on Port1/0/1

INFO(6) Broadcast storm is cleared on Port1/0/1 (port-channel 5)

313 A=A bO-NICEKBDR—Fvy RFTY

Log

<interface-id> (port-channel <group-id>) is currently shut down due to the
Broadcast storm

<interface-id> (port-channel <group-id>) is currently shut down due to the
Multicast storm

<interface-id> (port-channel <group-id>) is currently shut down due to the
Unicast storm

npStormControlShutdown

Critical (2)

AVI—T T —APAR=ALICE2TI vy ¥ T (err-disabled JREEZEFE) TN
el &= RULED,

« Broadcast storm : 7O—RF v A~/ Y MMIEKBDAM—A

s Multicast storm : ¥ILFF v AK/\T Y MMIEKDA =LA

s Unicast storm : Z=F v XA ~/\T v b~ BBEEFEEFEH. HKXU Unknown 1=
FvYRAN) ICKDBDRM—A

Parameter

<interface-id>: Ah—AICK2>2TYv v h¥ IV (err-disabled JREEICEFE) SNfc
A5 —TJx—XID

(port-channel <group-id>) : R— b F v RV TR —AOY FO—-ILERELLEE

[C. AR—=AICE>TY v v r¥F Y (err-disabled JREEICEE) SN/ XV /\—iR—
NOFRBTF ¥ RILTIL—TF ID BRI X¥ER— M TRELLIBEIIIERT

Version

1.01.01. Trap (£ 1.03.01
1.03.01 : IR— b Fr¥ R TORX b=ATY bAO—)LEYR— K

X I

BRALICA VYT —RATRY RT =T )b—THHELTWDREEENH D £T,
Ry b —OAOEHRCERZEZHERAL. L—TOREZERDRVTZEE 0,

HENEIRETE (errdisable recovery cause storm-control AY¥ > R) DF&EIE. v v
K55 (err-disabled JREEICEE) SNTHHRELIEHENMRBETDE, 1TV 5 —
71— ADREIBEBNICEIHENE T,

vy hY DV (err-disabled JREEICERE) SNfcA vy —TJ 1 —A=FETEIASE
515513, shutdown AY Y RT—EBFAZELTHS. noshutdown ANV RTA YV
Y—J 1 —ADHAEBEEMRBRL T IEE L,
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31 Storm Control

02 &bl

CRIT(2) Port1/0/1 is currently shut down due to the Broadcast storm

CRIT(2) Port1/0/1 is currently shut down due to the Multicast storm

CRIT(2) Port1/0/1 is currently shut down due to the Unicast storm

CRIT(2) Port1/0/1 (port-channel 5) is currently shut down due to the Broadcast storm

31.4 A=Ay bO-NICEBIR—b> vy ROV OBEEIEIR

Log <interface-id> (port-channel <group-id>) recovers from storm err-disabled state
automatically
Trap npStormControlShutdownAutoRecovered
BEE Warning (4)
SteA Abh=ALay rO-NMICEDY vy YT (err-disabled KRREICEE) snfc1 Y
Y—Tx—RN. BEWICEIBLIZZEZRLETD,
Parameter | <interface-id>:#&HLfcT1>Y5—-TJx—X ID
(port-channel <group-id>) : IR— b F ¥ X)L TA =AY FO-IZHRELIHE
(C. BHUIXYNN=R=bDOFAEF v RILIIL—T ID ZFRR XYER— S TREL
1B I3IERT
Version 1.03.01
XFIE BALICA VY =T —ATRY 8T =D )L—THFEEL TWICAREENH D £,
Ry hI = NDOREPERAEZER L. IL—TORENE > TLDIHEIFED R
TLEEW,
O RRHA

WARN (4) Port1/0/1 recovers from storm err-disabled state automatically
WARN (4) Port1/0/1 (port-channel 5) recovers from storm err-disabled state automatically

31.5 A=Ay bO-NICEBDR—F2vy MOV OFEHER

Log <interface-id> (port-channel <group-id>) recovers from storm err-disabled state
manually

Trap npStormControlShutdownManualRecovered

EEE Warning (4)

SteA Abh=ALaY rO-NMICEDY vy T (err-disabled KRREICEE) sV
Y—T1I—AN, FETERLILIEZRLED,

Parameter | <interface-id>:#&HL/fc1>5—-TJx—X ID
(port-channel <group-id>) : R— b F v RV TR b—AOY FO—-ILERELILEE
(C. BHUIXYNN—R=bDOFAEF v RILIIL—7 ID ZFRR XYER— S TREL
1o BIEIERT

Version 1.03.01

X3 RE

mloE N

WARN (4) Port1/0/1 recovers from storm err-disabled state manually

WARN (4) Port1/0/1 (port-channel 5) recovers from storm err-disabled state manually
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32 A/)\=>Jvu—=JaOk3al

32.1 RANZVTYY —REEDER /&%

Log Spanning Tree Protocol is enabled
Spanning Tree Protocol is disabled

Trap L

BT Informational (6)

B ANZ2 YU =TJORIHER. KICFEBCEESNILCEERLET,
Parameter | &L

Version 1.01.01

SN RE
AJRRPGl

INFO(6) Spanning Tree Protocol is enabled
INFO(6) Spanning Tree Protocol is disabled

32.2 bROY—Fzz VY

Log B STP/RSTP/MSTP E— R
Topology changed (Instance:<instance-id>, <interface-id>, MAC:<mac-
address>)
B RPVST+E— K
Topology changed (VLAN:<vlan-id>, <interface-id>, MAC:<mac-address>)
Trap topologyChange
EEE Warning (4)
B ANZ TV Y—=KSTP)D MROY—AELIcCEZRLET,
Parameter | <instance-id>: MSTP €E— RICHIFD AV RY VX ID XAV RAIV X0 EFT 74
MY X5 ZRED CIST
<vlan-id>: R/XZ> YU —=7FORJIHEMICIE S TWD VLAN ID
<interface-id>: MROY —EEBFERERAKX/(IRET 2/R— hES
<mac-address>: 7Uv I D MACY RL X
Version 1.01.01
X EIHRRREEZRER L TS L,
O RRA

WARN (4) Topology changed (Instance:0, Port1/0/1, MAC:00-40-66-AA-BB-CQ)
WARN (4) Topology changed (Instance:1, Port1/0/1, MAC:00-40-66-AA-BB-CC)
WARN (4) Topology changed (VLAN:10, Port1/0/1, MAC:00-40-66-AA-BB-CC)

32.3 New Root 7V w3

Log

B STP/RSTP E— kK
New Root bridge selected (MAC:<mac-address>, Priority:<priority>)

B MSTP E—FK
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CIST New Root bridge selected (MAC:<mac-address>, Priority:<priority>)
CIST Regional New Root bridge selected (MAC:<mac-address>,
Priority:<priority>)

MSTI Regional New Root bridge selected (Instance:<instance-id>, MAC:<mac-
address>, Priority:<priority>)

B RPVST+E—R

New Root bridge selected (VLAN:<vlan-id>, MAC:<mac-address>,
Priority:<priority>)

Trap newRoot

BEE Informational (6)

e iclCIL— TV IMBBHEN L EZRLET,

Parameter | <instance-id>: MSTP E— RIZHIFBDAIVRIV R ID XAV RIYV R0 FTTAI
NV A5V AED CIST
<vlan-id>: R/XZV oYU —=O 2D E#MITHE>TWLWS VLAN ID
<mac-address>: 7 Jwv I D MACT7 RL X
<priority>: U w IBRE

Version 1.01.01

FST RE

AT &R~

INFO(6) New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST Region New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) MSTI Region New Root bridge selected (Instance:1, MAC:00-40-66-11-22-33, Priority:8193)
INFO(6) New Root bridge selected (VLAN:10, MAC:00-40-66-11-22-33, Priority:8202)

32.4 New Root 7R—

Log B STP/RSTP/MSTP £— R
New root port selected (Instance:<instance-id>, <interface-id>)
B RPVST+E— R
New root port selected (VLAN:<vlan-id>, <interface-id>)
Trap UL
EEE Notification (5)
B2 FclC)b— bR— hhBHENALCEZRLE T,
Parameter | <instance-id>: MSTP E— RIZHIFBDAMVRIV R ID XAV RIYV R0 FT T4
NV AY 2 ZAED CIST
<vlan-id>: R/XZ YU =0 RILHAEICIE>TLWS VLAN ID
<interface-id>: hROY —ZEEBRERMNE/C(IZET DR— hES
Version 1.01.01
S RE
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32 2=y =7Oralb

mErE S

NOTI(5) New root port selected (Instance:0, Port1/0/2)
NOTI(5) New root port selected (Instance:1, Port1/0/2)
NOTI(5) New root port selected (VLAN:10, Port1/0/2)

32.5 R— MREDER

Log W STP/RSTP/MSTP £— R
Spanning Tree port status change (Instance:<instance-id>, <interface-id>) <old-
status>-><new-status>
MW RPVST+E—R
Spanning Tree port status change (VLAN:<vlan-id>, <interface-id>) <old-
status>-><new-status>

Trap L

EEE Warning (4)

e A=V TV 1) —(XSTP) DIR— MREEICEENREE LI EZRULET,

Parameter | <instance-id>: MSTP E—RICHIFBDAVAIVAID XAV RY VA 0IET T4
NV RXZVAED CIST
<vlan-id>: Z/\Zv oYU —=OJ)LAERICE > TS VLAN ID
<interface-id>: FROY —ZEFERZRMNEZCIEIZET DR— ~ES
<old-status> : ZHEIDR— MNREE
<new-status> : ZEHDR— MNREE
¥7R— NREE | Disable, Discarding, Learning, Forwarding

Version 1.01.01

XIS EIRRREZER L TEE L,

a7 &RRHA

WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Discarding->Learning
WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Learning->Forwarding
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Discarding->Learning
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Learning->Forwarding

32.6 R— hMEEIDER
Log W STP/RSTP/MSTP £— I
Spanning Tree port role change (Instance:<instance-id>, <interface-id>) <old-
role>-><new-role>
B RPVST+E—
Spanning Tree port role change (VLAN:<vlan-id>, <interface-id>) <old-role>-
><new-role>
Trap AN
EEE Warning (4)
B A=Y TYV1)—(XSTP) DIR— hRENCEEANFREE L/ CEZRLET,
Parameter | <instance-id>: MSTP £E— RICHBIFB2AVRIVXID XA VRIVX0FT 7 A
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NV X5V ZED CIST

<vlan-id>: R/XZ> WYY —=7ORJIHEMICE S TS VLAN ID
<interface-id>: hROY —EEBFERERAEXERET 2/R— hES
<old-role> : ZERIDR— ~ZE

<new-role> : ZEHDR— ~&E

¥7R— R 1&El : Disable, Alternate, Backup, Root, Designated, Master

Version 1.01.01
Xy EfRIRREZRER L T EE L,
mEZE VNl

WARN (4) Spanning Tree port role change (Instance:0, Port1/0/1) DisabledPort->DesignatedPort
WARN (4) Spanning Tree port role change (Instance:0, Port1/0/1) DesignatedPort->RootPort
WARN (4) Spanning Tree port role change (VLAN:10, Port1/0/1) DisabledPort->DesignatedPort
WARN (4) Spanning Tree port role change (VLAN:10, Port1/0/1) DesignatedPort->RootPort

327 A=V IYU—F—RDEE

Log Spanning Tree version change (new version:<new-version>)
Trap TU

BEEE Informational (6)

B ANRZy YU =7ORINDE- R EESNcCEERLET,
Parameter | <new-version>: EfTHROR/XZv IV —=FOKIL

Version 1.01.01

K RE
AJRRPGl

INFO(6) Spanning Tree version change (new version:STP compatible)

INFO(6) Spanning Tree version change (new version:RSTP)

INFO(6) Spanning Tree version change (new version:MSTP)

INFO(6) Spanning Tree version change (new version:RPVST+)

328 MSTP U= 34, VEY 3 VESDEE

Log B MSTPE—R
Spanning Tree MST configuration ID name and revision level change
(name:<name> revision level: <revision-level>)
Trap H U
BEEE Informational (6)
Bk MSTP OV 7«4 JT, U—=yavaEleEIya VNI EREENLCEZRULET,
Parameter | <name>: U —y 3%
<revision-level>: UEI 3> LN
Version 1.01.01
it &
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mErE S

INFO(6) Spanning Tree MST configuration ID name and revision level change (name:TEST revision level:1)

329 MSTP 1V RY Y ADETM

Log B MSTP E—k

Spanning Tree instance created (Instance:<instance-id>)
Trap L
BEE Informational (6)
B MSTP 1 VY RF UV ZANEMENIcCEZERLET,
Parameter | <instance-id> ! BMEN/c MSTP 1Y XF VX ID
Version 1.01.01
PN RE
AJRRHGl

INFO(6) Spanning Tree instance created (Instance:2)

32.10 MSTP 1 VY R & > XD HIER

Log B MSTP E—R
Spanning Tree instance deleted (Instance:<instance-id>)

Trap A

BEEE Informational (6)

B! MSTP A Y XFZ YV ANEIBREN/cCEZTRLET,

Parameter | <instance-id>: BlIfREMN7/7c MSTP 1> X5 >V X ID

Version 1.01.01

X RE

O &knpl

INFO(6) Spanning Tree instance deleted (Instance:2)

3211 MSTP 1V X5 > AM VLAN EN

Log B MSTP E—FK
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> add vlan:<vlan-ids>)

Trap VAa )

BEE Informational (6)

B MSTP 1~ X% > R[Z VLAN Bl EN/fcC & ZERUEY,

Parameter | <instance-id>: MSTP A VXYV R ID XAV ARIVA0IETIAILMA VATV R
Ao CIST
<vlan-ids> : iEEpIE M7z VLAN ID

Version 1.01.01

it &
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02 &bl

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 add vlan:10)
INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 add vlan:21-25,29)

3212 MSTP 1V RV XD VLAN HIER

Log B MSTPE—F
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> delete vlan:<vlan-ids>)
Trap H U
EEE Informational (6)
B MSTP 1V X% > RCBEMF o N/ VLAN AEIBRE N/ & Z2RULET,
Parameter | <instance-id>: MSTP A VXY VR IDXAVRAYVA0ET IAI MM VRIVR
F®d CIST
<vlan-ids> : HIfRE M7z VLAN ID
Version 1.01.01
XSG &
02 &kmnp)

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 delete vlan:10)
INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 delete vlan:21-25,29)

32.13 RPVST+%& Y % VLAN DEM

Log B RPVST+E—F
Spanning Tree VLAN created (VLAN:<vlan-id>)

Trap L

EEE Informational (6)

S50 RPVST+E(EM T2 VLAN MBME N & RLET,
Parameter | <vlan-id>: EflSt7z VLAN ID

Version 1.01.01

X iy 03
mErE N

INFO(6) Spanning Tree VLAN created (VLAN:20)

32.14 RPVST+%Z 3 % VLAN DHIER

Log MW RPVST+E—R
Spanning Tree VLAN deleted (VLAN:<vlan-id>)
Trap VAa )
BEEE Informational (6)
tER RPVST+Z{EHYT 2 VLAN HBlfReNzC & ZRLEF T,
Parameter | <vlan-id> : HlIfRE 7z VLAN ID
Version 1.01.01
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X I

RE

mEZE VNl

INFO(6) Spanning Tree VLAN deleted (VLAN:20)

3215 b— b H—RIC L 2ER

Log MW STP/RSTP/MSTP £— R
Spanning Tree port role change (Instance:<instance-id>, <interface-id>) to
alternate port due to the guard root
B RPVST+E— b
Spanning Tree port role change (VLAN:<vlan-id>, <interface-id>) to alternate
port due to the guard root

Trap AN

BEE Informational (6)

SieA I—bhAH=RIZKD, R—~EEIA alternate (CEFEN&ZRLET,

Parameter | <instance-id>: MSTP E— RICHBIFB2AVRY VX ID XA VATV X0 EFT 74
bV X5V ARAD CIST
<vlan-id>: ZNXZ YU =70~ J)LAERICIE > TS VLAN ID
<interface-id>: ARy hZ®A Lo R— hES

Version 1.01.01

X3R5 RE

02 &bl

INFO(6) Spanning Tree port role change (Instance:0, Port1/0/1) to alternate port due to the guard root

INFO(6) Spanning Tree port role change (Instance:2, Port1/0/1) to alternate port due to the guard root
INFO(6) Spanning Tree port role change (VLAN:20, Port1/0/1) to alternate port due to the guard root

32.16 4&~1E BPDU D%AE

Log Invalid BPDU received on <interface-id>

Trap UL

EEE Warning (4)

Bz |75 BPDU ZRfE L& &ERULET,

Parameter | <interface-id>: /Y hERFMLIER— hES

Version 1.01.01

IR AEE, BIUBEEBEDR/INZ VIV —([CEATRIREERZLTEEL,

Ty hFv TF v —FTH(E BPDU ZHERL T ZE L,

mEoE N/l

WARN (4) Invalid BPDU received on Port1/0/1
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33.1 REES

Log W3ERY Y IEE
System started up
B X5y I
Unit <unit-id>, System started up
Trap A
EEE Critical (2)
B KBENEE. FEBEELIEZERLET,
Parameter | <unit-id>: R Z R ID %X ¥ v I KERAKIFIERT
Version 1.01.01
Xt &
mEZE &N

CRIT(2) System started up
CRIT(2) Unit 1, System started up

33.2 U —LRAY— K (CONSOLE)

Log HERY Y IOKRE
System warm start (CONSOLE)
B X5y IER
Unit <unit-id>, System warm start (CONSOLE)
Trap warmStart
EEE Critical (2)
B VY —)LZN LR Y RRECKDEBHBE LIt & ZRLE T,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKFERRKFIIIERR
Version 1.01.01
it &
02 &kmnp)

CRIT(2) System warm start (CONSOLE)
CRIT(2) Unit 1, System warm start (CONSOLE)

33.3 A —LRXY—K(TELNET)

Log WERY Y ORE
System warm start (TELNET)
B X5y I
Unit <unit-id>, System warm start (TELNET)
Trap warmStart
EEE Critical (2)
Bz Telnet ZMH L7z XY RREICE D EBENBRELICCEZRLET,
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Parameter | <unit-id>: R Z R ID %X ¥ v I KERAKIFIERT
Version 1.01.01

XS &
mErE N

CRIT(2) System warm start (TELNET)
CRIT(2) Unit 1, System warm start (TELNET)

334 94 —LRY—K(SSH)

Log BERYYIORE
System warm start (SSH)
B X5y IER
Unit <unit-id>, System warm start (SSH)
Trap warmStart
EEE Critical (2)
5t SSHZNMULINY RRMECKDEENBEFH LI EZRLET,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKFERRKFIZIERR
Version 1.01.01
it &
mE7E N/l

CRIT(2) System warm start (SSH)
CRIT(2) Unit 1, System warm start (SSH)

33.5 A —LRY—E(SNMP)

Log HERY Y IOKRE
System warm start (SNMP)
B X5y U
Unit <unit-id>, System warm start (SNMP)
Trap warmStart
EEE Critical (2)
A probeResetControl A7 3 =& k7% warmBoot (2) [CEXET D SNMP #BEIC K D%
BErBEEH LI EERLET,
Parameter | <unit-id>: R J R ID %X ¥ v I KERAKIFIERT
Version 1.01.01
IS RE
mE7E N/l

CRIT(2) System warm start (SNMP)
CRIT(2) Unit 1, System warm start (SNMP)

33.6 A—JLFRRY—b

Log

BIERY v IRE
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System cold start

B 25y B
Unit <unit-id>, System cold start

Trap coldStart

BEE Critical (2)

Bz BRHBORBICEIDERENEES LI ZRULET,

Parameter | <unit-id>: /R 7 X ID ¥ X v U RERAFFIEIERT

Version 1.01.01

X35 ~E

O RRHA

CRIT(2) System cold start
CRIT(2) Unit 1, System cold start

33.7 A—)ILRRX&— K (SNMP)

Log System cold start (SNMP)
Trap U ¥SNMP KD O—)L RRY — bERERE. BRIBHRANIEREEIND /. LE
BIC Ty THAORT
EEE Critical (2)
Bz probeResetControl #73 = ¥ h% coldBoot (3) ICFRET D SNMP BEICKDEE
NEREgLECEERULED,
Parameter | 75 L
Version 1.01.01
SV E
AJ &R

CRIT(2) System cold start (SNMP)

33.8 CPU I C K DR

Log BERYYIORE

System re-start reason: CPU Exception

B X5 v IEH

Unit <unit-id>, System re-start reason: CPU Exception
Trap warmStart
BEE Emergency (0)
B CPU PN ERIM LIl th., BEE&ET o>/l EZERLET,
Parameter | <unit-id>: /R 7 X ID ¥R v U RERAFFIEIERT
Version 1.01.01
XIS UTOOJ%ZEEL. PIR— MRISEOXRTEMSIZE L,

« show environment
« show unit
« show logging all
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« debug show cpu utilization
« debug show error-log
» show tech-support

mEZE Nl

EMER(0) System re-start reason: CPU Exception
EMER(0) Unit 1 System re-start reason: CPU Exception

33.9 VT bz 7EHERERAIC K SHIEE

Log BERY Y IORE
System re-start reason: System Fatal Error
B X5 v IEH
Unit <unit-id>, System re-start reason: System Fatal Error
Trap warmStart
BEE Emergency (0)
Bz VIEII7EBEOEEERAMUICIZH. BEHZETOILCEZERLET,
Parameter | <unit-id>: /R 7 X ID ¥R v U RERAFFIEIERT
Version 1.01.01
X35 UToOJZREL. YiR— MREEOR TEM S W,
« show environment
« show unit
« show logging all
« debug show cpu utilization
« debug show error-log
« show tech-support
mEZE -GNl

EMER(0) System re-start reason: System Fatal Error

EMER(0) Unit 1 System re-start reason: System Fatal Error

3310 DAY F Ry IYAINY—C &L DHBLEH

Log BRIV IORE
System re-start reason: Watch Dog
SRR 154
Unit <unit-id>, System re-start reason: Watch Dog
Trap warmStart
EEE Critical (2)
e DAYVF Ry ITIAIY—HBEICLDEBIBESLICEERLETD,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKERRKFIZIERR
Version 1.01.01
Xt UToOJZEE L. YR— bRIGEROF TEM<SZE L,

« show environment
« show unit
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« show logging all

« debug show cpu utilization
« debug show error-log

« debug show wd-error-log

« show tech-support

mEZE VNl

CRIT(2) System re-start reason: Watch Dog
CRIT(2) Unit 1, System re-start reason: Watch Dog

33.11 AT LXEY —ERKEC KD EES

Log BERYYIORE
System re-start reason: CPU Protect
B X5y IR
Unit <unit-id>, System re-start reason: CPU Protect
Trap warmStart
EEE Critical (2)
B VAT LXEY— (SYS_MEM. SYS_HUGE. SEC_MEM. ZDMEIZTIRD KX E
U—) ZEID Y TR ENTELGVWREN 1 DIV cCEZRAM LIz EITED, &
BENBEEH Ll EERLET,
Parameter | <unit-id>: Rw 7R ID %X v I KERAKIFIERT
Version 1.03.01
XIS UTDOJZEE L. R— bRISEOFT TEMIZE L,
« show environment
» show unit
« show logging all
« debug show cpu utilization
- debug show error-log
* show tech-support
mEZE &N

CRIT(2) System re-start reason: CPU Protect
CRIT(2) Unit 1, System re-start reason: CPU Protect

33.12 Y AT LAIRREIEERE

Log System status goes normal.

Trap npSystemStatusNormal

EEE Notification (5)

Btz JRATLARENERICR IS EZERLET,
Parameter | 75 L

Version 1.01.01

SIS RE
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mErE S

NOTI(5) System status goes normal.

33.13 AT LIRREEE

Log System status goes abnormal.

Trap npSystemStatusAbnormal

BEE Emergency (0)

A AT LMREICEENFKE LI CEERLET,
Parameter | &L

Version 1.01.01

X BREHSNZZEEI— RCHCTHIBIEE L,
mErE S

EMER(0) System status goes abnormal.

33.14 Y RAT LAIRREDEAL

Log Unit:<unit-id> System Status Code is changed (<failure-code>-<failure-code>)
Trap npSystemStatusCodeChange
EEE Warning (4)
Bz KBICE > TRESNICEEI - RAEESNIcCEERLETD,
Parameter | <unit-id>: 7/Rwv 2 X ID
<failure-code> : £EIC &> TRESNICEEI— R
« IARTD bit=0 (0x00000) : IEFHIKEE
« bit[8]=1 (0x00100) : BRDIEE
« bit[10]=1 (0x00400) : 7 7 VDIEE
« bit[11]=1 (0x00800) : ‘BREEH
- bit[14]=1 (0x04000) : SW-LSI DXEJ—-T 35—
« bit[15]=1 (0x08000) : SW-LS| OEIBFREERXEY —T5—
« bit[16]=1 (0x10000) : SW-LSI DXEY—-IT5— (J\—=RIF—)
« bit[17]=1 (0x20000) : SW-LSI DEIEFRELAEI—IT5— (J\—FI>-)
Version 1.01.01
ISV BR. 77V, FLIFRECEENRELICEGE. BR KEV 7 VOBENEZ 5N
£9, BROMIBREOLEERRR. 77 v OEIRKRZHERE. EENHNIEYR—K
MILBACHBBENEDELIEE L,
LEHESNTVWEWEEID - RAEAEINEES. N\— RO 7EEOAREENH D7
. YR—ErHIEROCHEVNEDELSEE L,
mEoE N
WARN (4) Unit:1 System Status Code is changed (0x00000-0x20000)
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34 Telnet

34 Telnet

34.1 Telnet O > EZh

Log Successful login through Telnet (Username: <user-name>, |P: <client-ip>)
Trap AN
BEE Notification (5)
Bl AAA BEBEN BN ITIZEE D, Telnet TOOATA VICHIILIEZ EERLEFT, AAA B
ENBEWEHEOOT 1 VRO AAAEZSRLTIEE L,
Parameter | <user-name>: 1—H—& XOJA VK1Y —ZZANT DHEDTVERE/N
& —> D¥HE(E Anonymous FRiR
<client-ip>: 9547V D IP7 LR
Version 1.01.01
X RE
mloE N

NOTI(5) Successful login through Telnet (Username: example, IP: 192.0.2.100)
NOTI(5) Successful login through Telnet (Username: example, IP: 2001:db8:10::100)

34.2 Telnet OJ' 1 V&K

Log Login failed through Telnet (Username: <user-name>, |P: <client-ip>)

Trap AN

EEE Warning (4)

Bz AAA BEREN BN ZIZE D, Telnet TOOTA VICKKULIcZEZRLET ., AAA K
BENBEMEIZEDOO7 1 VRO T(E AAA EZSR LTS,

Parameter | <user-name>: 1—H—& XOJA VKICI—Y—RZANIT D2DEDLZVERE/N
& —>DHBE(E Anonymous KR
<client-ip>: 92472V rDIP7 KL X

Version 1.01.01

XIS RE, - —&, NXT—FHAELVHIERLTSIES L,
access-class ANVY RZ2ERATDE. 517V EDIPT7 RLRICKDT 7 XHFIR
HFIEETY,

e ZR]

WARN (4) Login failed through Telnet (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through Telnet (Username: example, |P: 2001:db8:10::100)

343 Telnet O 7o

Log Logout through Telnet (Username: <user-name>, |P: <client-ip>)

Trap TU

BEE Informational (6)

B TelnetEvrarvpoOd7IhLiclEZRLET,

Parameter | <user-name>:! 1—H—& XOJAVKICI—Y-—RZANIT DDEDLVERE/N
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34 Telnet

& —>DHBE(E Anonymous FRiR
<client-ip>: 925472V rDIP7 KL X

Version 1.01.01
X P =
mEZE VNl

INFO(6) Logout through Telnet (Username: example, IP: 192.0.2.100)
INFO(6) Logout through Telnet (Username: example, IP: 2001:db8:10::100)

344 Telnettwv>a>vy1 L7 Ik

Log Telnet session timed out (Username: <user-name>, |P: <client-ip>)

Trap H U

BEEE Informational (6)

B Telnet Ly > a vy A1 LTI LIECEZRLET,

Parameter | <user-name>: 1—H—& XOJA VKICI—Y—RZANIT D2DEDLZVERE/N
& —>DZE(F Anonymous &R
<client-ip>: 9547V D IP7 KL R

Version 1.01.01

X I &

mEZE &N

INFO(6) Telnet session timed out (Username: example, 1P: 192.0.2.100)
INFO(6) Telnet session timed out (Username: example, IP: 2001:db8:10::100)
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35 Temperature

35 Temperature

35.1 REEERA

Log Unit <unit-id>, Sensor: <sensor-id> detects abnormal temperature <degree>C
Trap npTemperatureWarning
EEE Critical (2)
Bz ASURED. REOHERAFRED LRZEUKBR I EZERLETD,
Parameter | <unit-id>: /Rwv 2 X ID
<sensor-id>: % —ID
<degree> : IRTEDRE
Version 1.01.01
PSR KRERIDOREL EZHERL T, ARBREZEMERRRE (0~50°C) DHEHERICHAE
LTS,
02 &kmnp)

CRIT(2) Unit 1, Sensor: 1 detects abnormal temperature 56C

35.2 mERE¥DEIH

Log Unit <unit-id>, Sensor: <sensor-id>temperature back to normal
Trap npTemperatureNormal
EEE Critical (2)
B BELVU-HAERRENOEHZRAMLICEZRULET,
Parameter | <unit-id>: 7/Rwv 2 X ID
<sensor-id>: >t —ID
Version 1.01.01
XIS &
mEoE N
CRIT(2) Unit 1, Sensor: 1 temperature back to normal
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36 BEAMEY Y I&HE (ULD)

36 BAmYU Y O#%H (ULD)

36.1 ULD BEEICKDEHEY ¥ I RAl

Log ULD <interface-id> is detected as unidirectional link

Trap VAe )

EEE Warning (4)

SieA AV —T—RATHEAMI Y IMREESNCEERLET,

Parameter | <interface-id>: BAM VY IHMRANEINTNETI VY —T T —R

Version 1.01.01

XIS MNEEBEDIR— FRE. RT—F R, BLOEEBEERL TS0,

02 &bl

WARN (4) ULD Port1/0/1 is detected as unidirectional link
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37 ZTP (Zero Touch Provisioning)

37 ZTP (Zero Touch Provisioning)

37.1 ZTP 7O+t RDFA

Log ZTP: ZTP processing started
Trap AN
BEE Informational (6)
Bz ZTP WEBARB LI EZERLET,
Parameter | 7L
Version 1.03.01
X &
O &knpl
INFO(6) ZTP: ZTP processing started

37.2 ZTP : DHCP H—/\—EHLK

Log ZTP : DHCP connection timeout

Trap VAl

BEE Warning (4)

B DHCP —/N\—#EEICRB LI & ZRLEFT,

Parameter | 7L

Version 1.03.01

POINg DHCP —/\—HEELLEHRSNTVNDIN, FFELLLEEHLTWIMERLTL
S0,

02 &kmnp)

WARN (4) ZTP : DHCP connection timeout

37.3ZTP: TFTP Y —/\— 18R DEE LK

Log ZTP: TFTP Server information was not found

Trap VAa )

BEE Warning (4)

B TFTP b —N\—DBEHNEE CELRN >TcC & ZRLET,
Parameter | ZL L

Version 1.03.01

PRI DHCP B —/\—DREZHERL TS,
mE7E N/l

WARN (4) ZTP : TFTP Server information was not found

37.4ZTP: 5= KT x4 IP 7 RLAKEE

Log

ZTP: DHCP no gateway IP address

Trap

AN
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37 ZTP (Zero Touch Provisioning)

EEE Warning (4)

Bk =! BESNLTFTPY—/IN\—D IP 7 RLRICHIHTDT —bTxa IPT7 RLADERA
BENTVWEWC EZRLET, BH. A—PTRY MTTFTP U —/N\—H"EET 5%
A, CoOJFRRENEzE A,

Parameter | 7L

Version 1.03.01

P DHCP B —/\—DXEZHEZL TLEEL,

mEZE TGNl

WARN (4) ZTP : DHCP no gateway IP address

37.5ZTP : ARP XRIb&

Log ZTP : TFTP <ip-address> ARP no reply

Trap H U

BEE Warning (4)

B2 TFTP H—/\—H"5 ARP IGEN BN 27l &ZRLE T, TFTP B—/\—DRlOY T
XY BRDIPT RLRADZE, BT - DI AIC ARPERZXREFELEXT, ¥—h
DA A ARP B LEWES. <ip-address>ICIET— kT 1D IP 7 RLAZEERR
LEI,

Parameter | <ip-address>: TFTP 5 —/{\—®D IP 7 kL X

Version 1.03.01

X3 TFTP O —/\—DIRREZHER L TLIZE W\, DHCP H—/N\—DREZEZL TS
LYo

mErE SN

WARN (4) ZTP: TFTP 192.168.0.10 ARP no reply

37.6 ZTP : 771 IL¥ O O— RO

Log ZTP: TFTP <ip-address>: <filename> download started
Trap npZtplmageDownloadStarted
npZtpConfigDownloadStarted
npZtpOtherDownloadStarted
BEE Informational (6)
Bz T—bhAA=IT71)L. BRIERT 71)b. RIAEET 7 AIEEDY IV O—R%E
MmLIcCEZaRULET,
Parameter | <ip-address>: TFTP 5 —/{\—®D IP 7 kL X
<filename>: 7 71 L4
Version 1.03.01
XIS &
mEoE N/l
INFO(6) ZTP: TFTP 192.168.0.100 : apresia-software.had download started
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg download started
INFO(6) ZTP:TFTP 192.168.0.100 : DL-list05.txt download started
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37 ZTP (Zero Touch Provisioning)

37.7ZTP: 771 )LF o> 0O— RDAIL
Log ZTP: TFTP <ip-address>: <filename> download succeeded
Trap A
BEE Informational (6)
Bz T—=bhARX=IT7A)b. BERIERT 71 )b, BEAEET 7 MILZEDF I O— RIS
BIhLicCE&EZRULET,
Parameter | <ip-address>: TFTP 5 —/{\—®D IP 7 kL X
<filename>: 7 7 1)L
Version 1.03.01
Xt &
O &knpl
INFO(6) ZTP: TFTP 192.168.0.100 : apresia-software.had download succeeded
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg download succeeded
INFO(6) ZTP: TFTP 192.168.0.100 : DL-list05.txt download succeeded

37.8ZTP: =M X=IT7AIDF o >O— RKRK

Log ZTP : IMAGE <filename> <reason>
Trap npZtplmageDownloadFailure
EEE Warning (4)
SteA T—hMA=IT 710D IAO—-RICKBLIECEEZRLUED,
Parameter | <filename>: J—hA X—=I T 71 )%
<reason> : kEIEH
- file name size over : 7 7 1 JLEA YA XA —/\—
« TFTP connection failed : TFTP B —/\— (&L
- file not found : 77 1 ILAARDHA S
«fileaccesserror: 77 M)W 7O AITS—
*TFTPtimeout : TFTP Y1 A7 D b
e invalid file : RIEZZT7 71 )L
« disk full or allocation exceeded : T+ AUV ZBEZRER L. FHIIBERRE
- flash accesserror: 72V a7 02 AITo—
Version 1.03.01
XIS KBEBHICHEL. TFTP H—/N\—DEFRE. YU V0O— RERD T 71 )LDIREZHE
LTS,
O J&mBl
WARN (4) ZTP : IMAGE apresia-software.had file not found

379 ZTP : BEBEHB 7 7 1 )LDF IV O— RKRK

Log ZTP : CONFIG <filename> <reason>
Trap npZtpConfigDownloadFailure
BT Warning (4)
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37 ZTP (Zero Touch Provisioning)

Bz BRIBRT 7 1ILDYIvO—RICKELIEZEERLED,
Parameter | <filename> : BRIBHR T 7 1)L %
<reason> : KHIEH
« file name size over : 77 1L &Y XA —/\—
« TFTP connection failed : TFTP B —/\— (kB
« file not found : Z 71 ILAAR DA S
- file accesserror: 77 MW7 IO AITS—
* TFTPtimeout : TFTP¥1 A7 Dk
«invalid file : RIE%Z7 71)L
« disk full or allocation exceeded : T+ AUV EERER L. XEIIBERRE
- flash accesserror: 72w a7 0 AT5—
Version 1.03.01
X KEBEBAICHEL. TFTP B —/N\—DEFRE. Y7V 0O— RRROT 7 1 ILDOREZHE
FLTLIEEL,
mEE Nl
WARN (4) ZTP : CONFIG config.cfg file not found

37.10 ZTP : RABRET 71 ILDF UV O— RKRK

Log ZTP : OTHER <filename> <reason>
Trap npZtpOtherDownloadFailure
EEE Warning (4)
B! REFEE T 7 IILDY O O—RCEKKUICEERULET,
Parameter | <filename> : FREEEET 7 1 )LD T 71 )L£&
<reason> : KHIEH
- file name size over : 7 7 1 JLEZA YA XA —/\—
« TFTP connection failed : TFTP B —/\— (kB
« file not found : Z 7 1ILAAR DA BN
- fileaccesserror : 77 M)V 7 AT Z—
* TFTPtimeout : TFTP %1 A7 Dk
e invalid file : RIEZ T 71 )L
« disk full or allocation exceeded : T+ AV EERER L. XIIBERRE
- flash accesserror: 72w a7 o0 AT5—
Version 1.03.01
S KBEBEHICHEL. TFTP B —/N\—0DEFRE. FOV0O— REROD T 7 1 )LDREZHE
LTS,
AT &R~
WARN (4) ZTP: OTHER APRESIA-webpage-image03.html file not found
37.11 ZTP : 7 v 75— NLE DA
Log ZTP: TFTP <ip-address>: update started
Trap A
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37 ZTP (Zero Touch Provisioning)

BEE Informational (6)
StAA ZTP D7 v 75— hUBZERB LI EZRLETD,
Parameter | <ip-address>: TFTP B —/\—®D IP 7 kL X
Version 1.03.01
X iy 03
mErE N
INFO(6) ZTP:TFTP 192.168.0.100 : update started
3712 ZTP : 7 71 JVEF D%
Log ZTP: TFTP <ip-address> : <filename> update started
Trap H U
BEE Informational (6)
Bk 771V DOBEFHERBLICCEZRULET,
Parameter | <ip-address>: TFTP B —/\—®D IP 7 kL X
<filename>: 7 7 1 L%
Version 1.03.01
it i &
mEoF N
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg update started
3713 ZTP : 7 71 ILEFH D AT
Log ZTP: TFTP <ip-address>: <filename> update succeeded
Trap VAa )
BEEE Informational (6)
Bk T771IDEFHICHINL IS EZRLET,
Parameter | <ip-address>: TFTP 5 —/\—®D IP 7 kL X
<filename>: 7 7 1)L
Version 1.03.01
X iy 03
mErE N
INFO(6) ZTP: TFTP 192.168.0.100 : config.cfg update succeeded

37.14 ZTP [C K 5 BEEID R

Log ZTP: rebooting started by ZTP

Trap npZtpCompleteSystemRebooted

BEEE Informational (6)

B ZTP [C X BBEEEgIHAAS NI EZRLET,
Parameter | 7L

Version 1.03.01
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37 ZTP (Zero Touch Provisioning)

X I

RE

mEZE VNl

INFO(6) ZTP: rebooting started by ZTP

3715 ZTP [C K B EBEEIDRER

Log ZTP : Passed processing because <filename> is the same

Trap Vil

EEE Warning (4)

B TFTP Y —N\—DBT—b M X=IT71IDBERZBEL. BCT 7>z &

ZRUET,

Parameter | <filename>: 7 —hA X—I T 71 )L%

Version 1.03.01

XSG &

02 &kmnp)

WARN (4) ZTP : Passed processing because apresia-software.had is the same

37.16 ZTP 7O+ XD

Log ZTP :interrupted ZTP processing from console

Trap npZtplnterruptionFromUser

BEE Warning (4)

B VY —=)UD5 ZTP BRI ZR (T C & ZRLET,
Parameter | 7L

Version 1.03.01

XIS RE
O RRHA

WARN (4) ZTP :interrupted ZTP processing from console

37.17 ZTP : SNMP b5 v 7FXfEDERK

Log ZTP : SNMP-Trap <type> to <ip-address> transmission failed <reason>
Trap TL

BEE Warning (4)

A hZw TRECKBLILIEZEZRLET,

Parameter | <type>: kv FD&¥A T

<ip-address>: SNMP 4 —/{\—D IP 7 kL X

<reason> : KEIEH
« invalid SNMP address : DHCP B —/\—=H" 37 SNMP H—/X\—IP 7 RL X
ZI8TE
« incorrect SNMP community name : DHCP H—/{—A%8 >/ SNMP 0= 2
T4 —RMEEE
« incorrect SNMP version : DHCP 3 —/\—=H%8>7= SNMP /\—=Y 3 v Z3EE

122/125




37 ZTP (Zero Touch Provisioning)

«ARPnoreply : ARP[C&D 7 RL XERKH

Version 1.03.01

K KEBOBEA(CHEL. DHCP Y —N\—DREZEZL TLEE W,

02 &bl

WARN (4) ZTP : SNMP-Trap npZtplmageDownloadStarted to 192.168.0.101 transmission failed ARP no reply
WARN (4) ZTP : SNMP-Trap npZtpConfigDownloadStarted to 192.168.0.101 transmission failed ARP no reply
WARN (4) ZTP : SNMP-Trap npZtpOtherDownloadStarted to 192.168.0.101 transmission failed ARP no reply
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38 Y RT LXEY —(ERXKRER

38 VAT LXE) —EHARER

38.1 Y AT LXEY—ERERD L EWERBB

Log Unit <unit-id> Memory pool <name> utilization exceeded <percentage>
Trap npMemoryUtilizationRising
EEE Warning (4)
B2 VRTLXEY—ERZEH. cpu-protect system-memory limit-check threshold 1
NYRTRELIELEWVEZBRIcCEERLET,
Parameter | <unit-id>: /Rw 2 X ID
<name> ! WRDI AT LXEY —%
<percentage>: ¥ XT LAXEJ —DERAED L EWVE (%)
Version 1.03.01
X RE
AJRRPGl

WARN (4) Unit 1 Memory pool ssL lib utilization exceeded 95%

38.2 VAT LAEY —ERBEIC LD EEE

Log Unit <unit-id> System restart due to memory allocation failure <name>
Trap H U
BT Emergency (0)
B VAT LXEY— (SYS_MEM. SYS_HUGE. SEC_MEM. ZDMEIZTIRD KX E
J—) ZEID YU TR ENTELVREN 1 DEHEVCESIC. ZENBRES LI E
ZmRULET,
Parameter | <unit-id>: Rwv o X ID
<name>: {WROI AT LXE) -4
Version 1.03.01
XIS UToOJZBE L. YR—bRIGEOX TEM <SS,
* show environment
« show unit
« show logging all
« debug show cpu utilization
« debug show error-log
» show tech-support
mErE N
EMER(0) Unit 1 System restart due to memory allocation failure SYS_HUGE
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39 CPU £ HRER

39 CPU fEERXER

39.1 CPU EARD L & L MEEE

Log CPU utilization has exceeded the threshold (before <before-value>, current
<current-value>)

Trap npCpuUtilizationRising

BEE Warning (4)

e CPU EREMEE L/ LEWMEZ LRI /cCEERLETD,

Parameter | <before-value> : BIRIDER Y 1 = TD CPU fERHE (%)
<current-value> : SEIDERY 1 =2 JTD CPU ERAZE(%)

Version 1.03.01

XIS &

a7 &R=A

WARN (4) CPU utilization has exceeded the threshold (before 99%, current 100%)

39.2 CPU EARDEIA

Log CPU utilization has become less than the threshold
Trap npCpuUtilizationFalling

EEE Informational (6)

Bz CPU EREMEELELEWMEZ TEI >/ &ZRULET,
Parameter | 7L

Version 1.03.01

XSG E
mEZE &N

INFO(6) CPU utilization has become less than the threshold
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