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34V —TJx—REYVa1-)b

34— x—AEIa-—)

3. 1YY —TJ1x—RX1=vw F(NP5K-2L) DIEA

Log Unit <unit-id>, Attached 40G module to the device

Trap VAe )

EEE Critical (2)

B! KECAVY—T—REVa—- RSN EZEZRULET,
Parameter | <unit-id>: /Rwv 2 X ID

Version 1.01.01

XS &
mEoE N

CRIT(2) Unit 1, Attached 40G module to the device

32449 —7x—R1=w b (NP5K-2L) DRFHETH

Log Unit <unit-id>, Install 40G module successfully

Trap VAl

BEE Notification (5)

B EBNDA VY —T1—RAEIa—=ILDIVAN=ILHEIHLIECEZERULED,
Parameter | <unit-id>: /Rwv 2 X ID

Version 1.02.01

it &
mE7E Nl

NOTI(5) Unit 1, Install 40G module successfully

3349 —T7x—RXA=w h(NP5K-2L) DReEL B

Log Unit <unit-id>, Install 40G module failed

Trap VAe )

EEE Warning (4)

B EBNDA VY —T1—RAEIa—-ILDIVAN=ILHKkELIECEERLED,

Parameter | <unit-id>: /Rwv 2 X ID

Version 1.02.01

PSR HE, AVYy—Jx—XREVa1-)ZHEHREUEL TSV, ZNTEHERLEVES
. AV —T 1 —REI1—-I)LORMZE CHREF<IEEL,

mE7E N/l

WARN (4) Unit 1, Install 40G module failed

3145 —7x—RX1=vw r(NP5K-2L) DikE

Log

Unit <unit-id>, Detached 40G module from the device

Trap

AN
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34V —TJx—REYVa1-)b

BEE Critical (2)

5 EBNSI VI —T1—REI 21— PO ASNCEERLET,

Parameter | <unit-id>:/RvZ X ID

Version 1.01.01

XIS RE

mEZE VNl

CRIT(2) Unit 1, Detached 40G module from the device
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4 AAA

4 AAA

4.1 AAA BBEDBR /BN

Log AAA is enabled
AAA is disabled

Trap L

EEE Informational (6)

5t AAAEBED V7 O—/VLRENER. IFEMCEBSNLIEZEZTRLET,
Parameter | 7L

Version 1.01.01

Xt E
02 &kmnp)

INFO(6) AAA is enabled
INFO(6) AAA is disabled

4.2 OJ41 VEh (AAA #8E)

Log Successful login through <exec-type> from <client-ip> authenticated by AAA
<aaa-method> <server-ip> (Username: <user-name>)
Trap TL
BEEE Informational (6)
B AAA BEREN B EEBADOJ A VICHINLIcC & ZRLET,
Parameter | <exec-type>: 2w < 3 V&Rl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >0 IS4 7V D IP7 KL X
<aaa-method> : 25EA7% (local, server, none)
<server-ip>: AAAY—/X\—D IP 7KL X
<user-name>: 1—H—&Z XOJA VKIC I —-RZANTDILEDLZEWVERE/N
& —> DiFE(E Anonymous KRR
Version 1.01.01
X RE
mloE N

INFO(6) Successful login through Console authenticated by AAA none (Username: Anonymous)
INFO(6) Successful login through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username: example)
INFO(6) Successful login through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

4.3 O7 41 V&M (AAA BgE)

Log Login failed through <exec-type> from <client-ip> authenticated by AAA <aaa-
method> <server-ip> (Username: <user-name>)

Trap TL

EEE Warning (4)

B AAA BEEN B EEBADOJ M VKB LI EZRLET,
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4 AAA

Parameter | <exec-type>: 2w < 3 V&Rl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v > 3> IS4 7V D IP 7KL X
<aaa-method> : F23E777% (local, server)
<server-ip>: AAAY—/X\—D IP 7 RL X
<user-name>: 1—H—Z XOJA VRKIC I —-RZANTDIRLEDLZEWVEE/N
& —2 DiHE(F Anonymous &R
Version 1.01.01
XIS FEEAE. A—Y =%, IXRAT—RAELUVWMERL T EE L,
By quj_/fb‘ local ®FE. A—HAILDT—IR—-X(ZHEFDI—F—FEENELLNEE
LT IEE W,
A ED server DIBE. AA A —N\—DI1—HY—FE&HKIT 7T ILHAELKEREINT
WD OEEEL TSIEE LY
O RRHA
WARN (4) Login failed through Console authenticated by AAA local (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

4.4 AAA B —)\—

YALLTIMCKBZOT1VRK

Log Login failed through <exec-type> from <client-ip> due to AAA server <server-
ip>timeout (Username: <user-name>)
Trap A
EEE Warning (4)
A AAA BEENBERBANDOT A VKIS, AAAY—/I—DF1 LTI Kb OJA
VICKBUIECEZERLE T,
Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDI5147V D IP 7KL X
<server-ip>: AAAS—/\—D IP 7KL X
<user-name>: 1—Y—Z XOJAVKICI—Y—RZANTDIRHEDLZWVERE/N
& —> DiFE(E Anonymous KRR
Version 1.01.01
X$ht AAA T —/IN\=HIEEL<LEFRENTLDN ELSEELTVWDHERL TS L,
O RRA

WARN (4) Login failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)

4.5 FERTE— FEB DT

Log Successful enable privilege through <exec-type> from <client-ip> authenticated
by AAA <aaa-method> <server-ip> (Username: <user-name>)
Trap AN
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BEE Informational (6)
Bz AAA BEENBWIERE T, FHEETE— RDBBNRN LI EZRULET,
Parameter | <exec-type>: 2w < 3 V&Rl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDIZ5147V D IP 7KL X
<aaa-method> : 83EA7% (local, server, none)
<server-ip>: AAAH—/\—D IP 7KL X
<user-name>: 1—H—& XOJA VKIC I —-RZANTDILEDLZEWVRE/N
& —2 DiHE(F Anonymous &R
Version 1.01.01
XTIt RE
a7 &R=A
INFO(6) Successful enable privilege through Console authenticated by AAA local (Username: example)
INFO(6) Successful enable privilege through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:
example)
INFO(6) Successful enable privilege through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

4.6 FIERITE— REBDERK

Log Enable privilege failed through <exec-type> from <client-ip> authenticated by
AAA <aaa-method> <server-ip> (Username: <user-name>)

Trap TL

EEE Warning (4)

Bz AAA BEENBWIEERE T, FHEETE— RDBBNAKM LI EZRULET,

Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDIZ147>V D IP 7 KL X
<aaa-method> : F23E777% (local, server)
<server-ip>: AAAY—/\—D IP 7 RL X
<user-name>: 1—H—&Z XOJA VKIC I —-RZANTDILEDLZEWVRE/N
& —> DiFE(E Anonymous KRR

Version 1.01.01

XIIE FEEAE. enable /KRT—RAELUWHHERL TS L,
EEAED local DIZAE. enable /XA T — REREAIE UWARERL TS LY,
TEAEAED server DIFE. AA A —N—DI1—HY—F&HKI 71 ILHAELKEREINT
WaMERL TS IEE W,

O RRHA

WARN (4) Enable privilege failed through Console authenticated by AAA local (Username: example)
WARN (4) Enable privilege failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)
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4 AAA

4.7 AAA Y —N\—=F 1 LAT7 I CELDBHERTE—FEBDORK

Log Enable privilege failed through <exec-type> from <client-ip> due to AAA server
<server-ip>timeout (Username: <user-name>)
Trap VAa )
EEE Warning (4)
St AAA BEENBEMREEB T, AAA Y —N—DF 1 L7 I ML DFIERTE— RADE
BHARB LI EZRLET,
Parameter | <exec-type>: tzw < 3 Vi&EHl (Console, SSH, Telnet)
<client-ip>: SSH, Telnet v >3 >vDI3147>V D IP 7 KL X
<server-ip>: AA AT —/X\—D IP 7KL X
<user-name>: 1—HY—& XOJA VKICI—Y—ZZANT DDEDLEVERE/N
& —> DiFE(E Anonymous KRR
Version 1.01.01
XIS AAA B —N—HAELLEHREINTNDH., ELEHLTVDIIERLTIZEL,
02 &kmnp)

WARN (4) Enable privilege failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Enable privilege failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Enable privilege failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username:

example)
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5 AccessDefender

5 AccessDefender

5.1 AccessDefender @O >~ ERIh

Log A-Def : <auth-type>: login succeeded : uid=<user-name> mac=<mac-address>
ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-vlan-id>
class=<class-id>

Trap TL

B Notification (5)

BiLE! RELHAN O VICHh LIcC &ZRLET,

Parameter | <auth-type> : FRiE7%E (mac, web, dot1x, gateway, static, dhcpsnooping)
uid=<user-name> : 1—H—% *dhcpsnooping DIFE(FFERT
mac=<mac-address> : FaEimAD MAC 77 RL X ¥gateway DIFE(FIERT
ip=<ip-address> : FREEIHAD IP 77 R L X ¥mac, dot1x, static DIHZEIFIERT
<interface-id> : FRFFIHARD 1 V¥ —T = —R ID (il : port 1/0/1, port-channel 1)
vid=<vlan-id> : &BiH®RAKD VLAN ID. ¥ F=v 2 VLAN ERAKIZITTD VLAN ID
% FIN Xstatic DB EFIERR
new vid=<new-vlan-id>: #-17Xv < VLAN ERROFIEHADH L L) VLAN ID
KR - —BWICHICEID H TS VLAN ID BEFNEVNEE(FIERT
class=<class-id> : FBEEHARD Y TR ID ¥M{RI—F—ERICH 5 X ID AAEFENEWN
HEIIFERR

Version 1.03.01

XIS RE

mloE Nl

NOTI(5) A-Def: mac: login succeeded : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI(5) A-Def: web : login succeeded : uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3 vid=4000
new vid=10 class=1234

NOTI(5) A-Def: dot1x : login succeeded : uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI(5) A-Def: gateway : login succeeded : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10

NOTI(5) A-Def: static : login succeeded : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def: dhcpsnooping : login succeeded : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port 1/0/7 vid=10

FoaL B —/\—CDFBEERLTH

Log A-Def : <auth-method> <ip-address>: authentication succeeded : uid=<user-
name>

Trap VAa )

EEE Notification (5)

Bz FREICHI LIcC&ZRLEXT,

Parameter | <auth-method> : 85FA R (radius, local, force)

<ip-address>: RADIUS B —/\—®D IP 7 kL X *local, force DIFE(FIERT

<user-name> : 1—H'—%
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5 AccessDefender

Version 1.03.01
XTI =
mEZE VNl

NOTI(5) A-Def: local : authentication succeeded : uid=pc1
NOTI(5) A-Def: radius 10.1.2.3 : authentication succeeded : uid=pc1
NOTI(5) A-Def: force : authentication succeeded : uid=pc1

5.3 AccessDefender O V&

Log A-Def : <auth-type>: login failed (<reason>): uid=<user-name> mac=<mac-
address> ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-
vlan-id> class=<class-id>

Trap TL

B Notification (5)

A WAL ARN O M VICKB L IcCeZRLE T,

Parameter | <auth-type> : F%iEA% (mac, web, dot1x, gateway, dhcpsnooping)
<reason>: O74 VICKRMUIER

° auth fail. nlL:\nJ—.E‘k_giﬁy L/Tk..
« dynamic port-base : AccessDefender M@ VLAN E£— KA dynamic port-base
T RICRESNTVWT, 2 BBUEOREERARN dynamic port-base €— K
([CKDHIREHICT Y F LT
tt=<TTL>  TTL 71 LY —HEEIC K D HIRS N
« max per device : FEDRAFELmA B8
« max per interface : 1 V% —7 = — ADRKFILH R Z B8
« dynamic vlan hash collision : SW-LSI MAC X—Z®D VLAN T—7)LT/\v
> ahEREL. B VLAN OEID H TR LT
« auth fail due to the previous authentication not passed : AND FBREICEH L)
t\ _H\-IIJ‘EQODFI’LI DIEﬁ/ftnlL: DIE(‘—%HQ L/t L\éiﬁA
uid=<user-name> : 1—%—% ¥dhcpsnooping DIFE(FFERT
mac=<mac-address> : FaEimAD MAC 7 RL X ¥gateway DIFE(FIERT
ip=<ip-address> : FBFEHAD IP 7 KL X ¥mac, dot1x DHBE(FIERR
<interface-id> : F&FEHAD1 > Y —T T —X ID (B : port 1/0/1, port-channel 1)
vid=<vlan-id> : BEEmAD VLAN ID. ¥+ =wv o VLAN ERK(ETTD VLAN ID
R
new vid=<new-vlan-id>: ¥ 3+Xwv 4 VLAN {ERRKDORIEHADH L L) VLAN ID
KR —BWICH(CEID H TS VLAN ID AEFNLEVNEE(FIERT
class=<class-id> : FBEEHARD Y Z R ID ¥MWRI—F—BEWICH S X ID AEENEWN
BRIFIERR
Version 1.03.01
p S RE
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5 AccessDefender

02 &bl

NOTI(5) A-Def: mac: login failed (auth fail): uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10
NOTI(5) A-Def: web : login failed (auth fail): uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3

vid=4000

NOTI(5) A-Def: dot1x : login failed (auth fail): uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10
NOTI(5) A-Def : gateway : login failed (auth fail): uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
NOTI(5) A-Def: dhcpsnooping : login failed (max per interface): mac=00-00-5E-00-53-22 ip=0.0.0.0 interface port 1/0/6

vid=10
5.4 FBEE Y —/\—TODRI LW
Log A-Def : <auth-method> <ip-address>: authentication failed : uid=<user-name>
Trap H U
BEEE Notification (5)
Bz FREICKRBM U IcC&EZRLEKT,
Parameter | <auth-method> : 825F A= (radius, local)
<ip-address>: RADIUS —/\—D IP 7 RL X ¥local DIFEIFIERT
<user-name>: 1—H'—%
Version 1.03.01
X iy 03
02 &kmnp)

NOTI(5) A-Def: local : authentication failed : uid=pc1
NOTI(5) A-Def: radius 10.1.2.3 : authentication failed : uid=pc1

5.5 AccessDefender O 7 ~

Log A-Def : <auth-type>: logout (<reason>) : uid=<user-name> mac=<mac-address>
ip=<ip-address> interface <interface-id> vid=<vlan-id> new vid=<new-vlan-id>
class=<class-id> incoming interface <interface-id>

Trap AN

BEEE Notification (5)

Bz REAERAN O 7O UIcCEZRLETD,

Parameter | <auth-type> : F3&EA7% (mac, web, dot1x, gateway, static, dhcpsnooping)

<reason>: OJ 77U N
*web : Web ROV Y R—ITOJ 7T MRV EBRT U
e link-down : WRAVF—T -V IFIV LI
caging : T—2v o077 7 b (BBEDREEHT Z1 7Y MHABENIC
07770 32X TORRE) MEaLr
s maxtime : 1 A7 hRE REEEH TV 17> MABBNICOI 7O RT3
X TORME) MiEE L7
e clock : A7 U MEERZICAZ o7
« cli : access-defender logout ANYY RICKBO77 Dk
- config change : REZBICHSAT 7T b
REEA MR = BIRDR— MR L

. overwrite : BN LETINEE
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5 AccessDefender

« logoff : 802X FBEET. B 7 AV hHBD EAPOL-Logoff X v —I%%(E
- reauth failure : 802.1X FREAFDHFEEIC KK
« reauth failure supp-timeout : 802.1X FREEDBRIRFICH TU LY hHBD
INENT A LTI~
- reauth vlan change : 802.1X FREED BRI (C VLAN AEE SN/
- reauth user name change : 802.1X AL BFRARF IC 1 — Y —ZHAEBES N/
- reauth class change : 802.1X FRAEDBRIAKRICTI S X ID HAEES N
« port initialization : 802.1X n,bnftf 15 =7 1 —ARENEAL SN
s release : DHCP XX —EVJT, IP7RLANU U —-IENTS
. expire : DHCP AX—E>VJ T, IP 7 RLRDYU—REABAE T L7z
«ping : PING OJ 7D MEREICK 20770 k

uid=<user-name> : 1—H —% ¥dhcpsnooping DIFE(FIERT
mac=<mac-address> : FREEmAD MAC 77 KL X ¥gateway DHEIFIERT
ip=<ip-address> : F8aEmARD IP 77 kL X *mac, dot1x, static DIH&E(FIERT
<interface-id> : F&EHAD1 > 5 —T = —X ID (B : port 1/0/1, port-channel 1)

vid=<vlan-id> : 8:Fi%Ak®D VLAN ID. ¥+ = v VLAN EREIZTTD VLAN ID
AR XKstatic DIZFBIFIERR

new vid= <new vlan-id>: #13+=v o VLAN ERREDFREEH ADH LU VLAN ID
M RI——IBRICHICEID K TS VLAN ID "EFNHEVESIFIERT

class=<class-id> : FBEEHARD Y TR ID ¥M{RI—F—ERICH 5 X ID AAEFENLEWN
BaEIERT
incoming interface <interface-id> : FEAEAMHmANRAEDNR— MMIEHKI D &(C

KoTATT7IRLIBED. ZOBEFEDAF—T—X 1D (B : port 1/0/1,
port-channel 1) ¥<reason>7%' overwrite DiFEDHFEKR

Version 1.03.01

PSI RE

02 &bl

NOTI(5) A-Def: mac: logout (link-down) : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2 vid=10

NOTI(5) A-Def: web : logout (aging) : uid=pc1 mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3 vid=4000 new
vid=10 class=1234

NOTI(5) A-Def: dot1x: logout (maxtime) : uid=pc1 mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI(5) A-Def : gateway : logout (aging) : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10

NOTI(5) A-Def: static : logout (config change) : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def: dhcpsnooping : logout (release) : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port 1/0/7 vid=10

5.6 RADIUS H—/\—DF 1 A7 D b

Log A-Def : radius <ip-address>timeout : uid=<user-name>
Trap Vil

BEE Warning (4)

B RADIUS U —/N\—hBInENEN >flcC & ZaRLET,
Parameter | <ip-address>: RADIUS —/\—®D IP 7 RL X
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5 AccessDefender

<user-name>: 1—H'—%

Version 1.03.01
PNy RADIUS O —/\—& DBEEIREZHEZL TEEL),
mErEGNl

WARN (4) A-Def: radius 10.1.2.3 timeout : uid=pc1

5.7 DHCP AX—EVIJBEE—FEEBYIDBX Y1V —DEK

Log A-Def : dhcpsnooping : Mode-Timer started

Trap TU

BEE Informational (6)

Bz DHCP AX—EVJDEMEE— REBTIDEZ YAV —HRESN. MASNICE

ZmRULET,

Parameter | 7L

Version 1.03.01

XSG &
mErE N

INFO(6) A-Def: dhcpsnooping : Mode-Timer started

5.8 DHCP AX—EVIJ#EE— RODEE

Log A-Def : dhcpsnooping : mode changed to <status><method>
Trap H U

EEE Informational (6)

tEA DHCP AX—EVJDEMEE—RAUIDBE DO >/cC&ZRULET,
Parameter | <status>: DHCP AX—E>VJDOEEE— K (PERMIT, DENY)

<method> : BIfEE— RDYIDEZX A% (automatically, manually)

Version 1.03.01

IS RE
mEoE N/l

INFO(6) A-Def: dhcpsnooping : mode changed to DENY automatically

INFO(6) A-Def: dhcpsnooping : mode changed to DENY manually
INFO(6) A-Def: dhcpsnooping : mode changed to PERMIT manually

5.9 DHCP AX—E>v 4 MAC EFE— ROER /&%)

Log A-Def : dhcpsnooping : mode changed to mac-authentication mode enable
A-Def : dhcpsnooping : mode changed to mac-authentication mode disable

Trap TL

BEEE Informational (6)

A dhcp-snooping mode mac-authentication A¥ > R T, DHCP AX—E>J®D
MAC BEEE— ROEM. RFEDCEESNICEZRLET,

Parameter | 75 L
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5 AccessDefender

Version 1.03.01
XTI =
mEZE VNl

INFO(6) A-Def:dhcpsnooping : mode changed to mac-authentication mode enable

INFO(6) A-Def:dhcpsnooping : mode changed to mac-authentication mode disable

5.10 Web Y—/\—D 7o tAx0O07
Log A-Def : <ip-address>(<user-agent>) <http-method> <URL>
Trap A
BEEE Informational (6)
A Web FBEEF®D Web ¥ —/\—& /(3 HTTP/HTTPS 7OF*> UL LI hDT7 IR
NHofcl&ZarmLET, CDAYIE. web-authentication logging web-access on
ONY RTZ 72RO EMICE > TVWBHBEDHEHNENET,
Parameter | <ip-address>: i R®D IP 77 KL X
<user-agent>: RN SD HTTP/HTTPS /Xy hOI—HF—T—Iz Vb
<http-method> : RN SD HTTP/HTTPS /X DXV w K (GET, POST)
<URL> : ImRND 5D HTTP/HTTPS /X w bD URL 1B
Version 1.03.01
XTIt RE
O RRHA

INFO(6) A-Def:10.249.94.100(Mozilla/5.0 (Windows NT 10.0; Win6é4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/99.0.4844.84 Safari/537.36) POST http://10.249.94.100/cgi-bin/adeflogin.cgi

5.11 &AL AR B DEE

Log A-Def : authentication is not permitted (<reason>): mac=<mac-address> ip=<ip-
address> interface <interface-id> vid=<vlan-id>
Trap L
EEE Notification (5)
B! BRAFIEHARELUIRET, FTILWRIERRZRE LUl & ZRUET,
Parameter | <reason> : FIENFFAI S NEN > /-
+ max per device : FEDRAFEmA N ZBi1E
« max per interface : 1 V% —7 = — ADRKFILH R Z B8
mac=<mac-address> : FaEmAD MAC 7 RL X %7 — b 1 FEDHEFIERT
ip=<ip-address> : FBsEmAD IP 7 RL X ¥MAC F5F. Web BiE. |EEE 802.1X &%
SEDIZEFIERTI. U — U oA REEDHBEICKT
<interface-id> : FBEEHARD 1> ¥ —T = —X ID (i : port 1/0/1, port-channel 1)
<vlan-id> : SBsEHFRD VLAN 1D
Version 1.03.02
FSi 03
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5 AccessDefender

02 &bl

NOTI(5) A-Def: authentication is not permitted (max per interface): mac=00-00-5E-00-53-33 interface port 1/0/1 vid=10
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6 ARP

6 ARP

6.1 IP 7 FL AEHEKRA

Log

[VRF <name>] Conflict IP was detected with this device (IP: <ip-address>, MAC:
<mac-address>, Port<port>, Interface: <if-name>)

5L

Warning (4)

AEBCEEIDIPTRLANSOD ARP UV I X b ZRELILCEERLET,

AOJZEALTHS 1 2RI BEZOERIP7RLANSDARP UV IR &
RELTEOJRENSNEEA, 1 2RBRICRETDEBEOINEIINET,
ZDh. EEIP TV RLANSD ARP VI TR M ZERELKIFTVWDIRATIE. &RO
JF1alElCHhEsnED,

Parameter

[VRF <name>] : VRF 1>V X% > X% %VRF R EARKIIIERT
<ip-address> : KEECEHID IP 7 KL X
<mac-address> : REEE IP 7 RLANEEITDEED MAC 7 RL X

<port>: EEZBALIR— NES %1.04.01 LETE, YR—I XY MR—NTHR
MU 7c3mE (3 Port<port> DD D [C mgmt_port &FRR

<if-name>: BEEERHMLIC IPT1T VY —TJ 1 —ADAR] %1.04.01 UIETIEZ. ¥xR—
I XY FR— b THERA LB EIE mgmt_ipif &R

Version

1.01.01
1.06.01 : VRF {£ERK®D VRF 1 >V &5 >V A% %ZEh0

XIS

IP7 RLRADEEINRZEFEHE L TIEE W,

02 &bl

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, Port1/0/1, Interface:

vlan10)

WARN (4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, mgmt_port, Interface:

mgmt_ipif)
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7 7—hER

7 7—

MEE&k

71 754X ) =T — A X—IT 71 )L TiEH

Log Booted from primary firmware <URL>

Trap VAe )

BEE Notification (5)

B To2AR)—T =M XA—ITEENRE LI EERLET, SD H—RT—KTi2
g L7cHBA(E. <URL>IZ /d:/apresia-software.had & RRENET,

Parameter | <URL>: 754 YY—T—hAX=IT71)LDIKX

Version 1.02.01

bR RE

02 &kmnp)

NOTI(5) Booted from primary firmware /c:/AEOS-NPXXXX_RXXXXX.had
NOTI(5) Booted from primary firmware /d:/apresia-software.had

72 €7V )—T—h A X—IT 71 )L TiEH

Log Booted from secondary firmware <URL>

Trap VAl

EEE Warning (4)

Bk 2 tHYF )T - XA—=ITEBNEE LI EZRUET,
Parameter | <URL>: €AV IYU—-T—hAX=IT71)LDIKX

Version 1.02.01

it &
mE7E Nl

WARN (4) Booted from secondary firmware /c:/AEOS-NPXXXX_RXXXXX.had

73 ZOMDT — A AX—=IT 71 )L TELHE

Log Booted from firmware <URL>

Trap VAe )

EEE Warning (4)

Bz T53ARV—=T = X=I, BXOECHVFI—T = A=IHQERTEIT. ZOD
DT — A X=IT 71 HFRHAFENTEENRB L EZRULET,

Parameter | <URL>: J—hAX—=IT 71 )LD/VR

Version 1.02.01

X I &

mEZE &N

WARN (4) Booted from firmware /c:/AEOS-NPXXXX_RXXXXX.had

7.4 754X —BHRIEHRT 7 1)L TEE

Log

Booted with primary configuration <URL>
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7 7—hER

Trap TU

BEE Notification (5)

B T4V —BRIBERCEENEEH LI EERLET, SD A—RT—-hTRRELi
BE(F. <URL>IZ /d:/apresia-startup-config.txt ERRSNEKT,

Parameter | <URL>: 751 < U —ERIGEHRT 71 ILD/CR

Version 1.02.01

SR RE

AT &R~

NOTI(5) Booted with primary configuration /c:/primary.cfg
NOTI(5) Booted with primary configuration /d:/apresia-startup-config.txt

7.5 HAVET ) —EEIERT 71 )L CEEE

Log Booted with secondary configuration <URL>

Trap A

EEE Warning (4)

Bz ThY T —BEERCERENES LI EERULET,
Parameter | <URL>: €AV FY —BRIGHRT 7 1 ILDIKX

Version 1.02.01

Xt E
mEZE &N

WARN (4) Booted with secondary configuration /c:/secondary.cfg

7.6 ZDMDBAIEHR T 7 1 )L T

Log Booted with configuration <URL>

Trap TL

EEE Warning (4)

Bz TI2AXY—EBHRER. BLOEHVY ) —BERERINMERATET. ZOMOBRIER

T77 1D SEHARAENTERENRE L EZRUET,

Parameter | <URL> : BRIE=HR 7 71 ILD/VR

Version 1.02.01

St RE
mloE N

WARN (4) Booted with configuration /c:/XXXXX.cfg

7.7 77 # )L MEEIEER CEE

Log Booted with default configuration

Trap A

BEEE Alert (1)

B TSR —BHER. €HY YU —BRER BXOZOMOERERT 7 1 ILHE
FATEY. TIANPERETEENREBILALCEZRLETD, BH. AOTAEAETN
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7 7—hER

TT 7 A BRETEBNEE I DT, £2/R— b shutdown FRETEEIL XI5

Parameter | 7 L

Version 1.02.01

PSI RE

mEZE VNl

ALER(1) Booted with default configuration
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8 CFM

8 CFM

8.1 CFM 4] : Cross-connect CCM Received

Log CFM cross-connect. VLAN:<vlan-id>, Local(MD Level:<md-level>,
Interface:<interface-id>, Direction:<mep-direction>) Remote (MEPID:<mep-id>,
MAC:<mac-address>)

Trap dotTagCfmFaultAlarm

EEE Critical (2)

B! JAOXIRT hMRAESNIcCEZERLETD,

Parameter | <vlan-id>: MEP @ VLAN ID
<md-level>: MEP ® MD LX)l
<interface-id>: MEP O >4 —7 1 —XR&E=
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP ® MEPID. fEA' 0 DIFE(IFFRBEL MEPID ZREKT %
<mac-address>: MEP @O MAC 77 RL X, fBASRNT 0 DIFEIFAREALZ MAC 7 KL
AZEBH®T D

Version 1.01.01

XIS CFM #peZ R EL TLDIR— hDER. PLUARBEEBMERBOREZMERL T
20,

a7 &R=A

CRIT(2) CFM cross-connect. VLAN:10, Local(MD Level:5, Interface:Port1/0/1, Direction:outward) Remote (MEPID:1,
MAC:00-40-66-A8-CC-54)

8.2 CFM ¥4l : Error CCM Received

Log CFM error ccm. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Remote (MEPID:<mep-id>, MAC:<mac-address>)

Trap dotTagCfmFaultAlarm

EEE Warning (4)

B IT5—0DCFM CCM /Ty hgRFIESNcCEZRLE D,

Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&H=
<mep-direction>: MEP OEEZ M. inward &7z(3 outward &R
<mep-id>: MEP ® MEPID. fEA' 0 DiFEIFFEAZ MEPID ZEKT %
<mac-address>: MEP ® MAC 77 RL X, fENA'IRT 0 DIHFE(FAREAL MACT KL
AZEBHRIT D

Version 1.01.01

X BEERED CFM BBEDRTE. BIUREBZHEZL TS,

34/161




8 CFM

mErE S

WARN (4) CFM error ccm. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward) Remote (MEPID:1002,
MAC:FC-6D-D1-05-E9-B4)

8.3 CFM ¥4 : Some Remote MEP Down

Log CFM remote down. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Trap dotTagCfmFaultAlarm
EEE Warning (4)
B UE—KMEP®D CCM /Wy hZERETERBNWCEZRLET,
Parameter | <md-level>: MEP ® MD LX)l
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V¥ —TJ 1 —R&HS
<mep-direction>: MEP OEEZ M. inward &7z(3 outward &R
Version 1.01.01
XIS BEERED CFM HEEDRTE. BIOREBZHERL TS,
O RRHA

WARN (4) CFM remote down. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)

8.4 CFM ¥4 : Some Remote MEP MAC Status Error

Log CFM remote MAC error. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)
Trap dotTagCfmFaultAlarm
EEE Warning (4)
B UE—HMEP TMACT7 FLRADIS —REBZERAMUIcCEZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1V %—TJ 1 —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
Version 1.01.01
XIS BEERED CFM HEEDRTE. BIOREBZHERL TS,
O RRHA

WARN (4) CFM remote MAC error. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)

8.5 CFM #4l1 : Some Remote MEP Defect Indication

Log CFM remote detects a defect. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>)

Trap dotTagCfmFaultAlarm

BEEE Informational (6)
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UE—b MEP T CFM ORMfeZRAMLIcC &% RLET,

B!
Parameter | <md-level>: MEP ® MD L X)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V% —7J =t —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
Version 1.01.01
XA BEERED CFM BEEDRTE. BIUREBZHEZL TS,
O &knpl
INFO(6) CFM remote detects a defect. MD Level:5, VLAN:10, Local(Interface:Port1/0/1, Direction:outward)
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9 CFM Extension

9.1 CFM #8ED AlS R4

Log AlS condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap H U
EEE Notification (5)
B AIS REN BRI SN/ EZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V45 —7 1 —RXR&HS
<mep-direction>: MEP OEEZ M. inward &7z(3 outward &R
<mep-id>: MEP ® MEPID
Version 1.01.01
XIS BHERBEDRREBZER L TS,
02 &kmnp)
NOTI(5) AlS condition detected. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward, MEPID:1)

9.2 CFM #8ED AlS R

Log AlS condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)
Trap TL
EEE Notification (5)
Bz AlIS RENMBHEESNIEZ EZRLE T,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1V %—TJ 1 —X&S
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP ® MEPID
Version 1.01.01
X3RS ~E
O RRA

NOTI(5) AlS condition cleared. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)

9.3 CFM #$EED LCK #RAl

Log LCK condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)

Trap A

EEE Notification (5)
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Lz LCKREMRA SN/ EZRLET,
Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP @ VLAN ID
<interface-id>: MEP D1 V¥ —TJ = —R&E=
<mep-direction>: MEP DECEZ M. inward F7(3 outward &R
<mep-id>: MEP @ MEPID
Version 1.01.01
XIS CFM #REZREL CVLWDIR— D, BLUARBEMERBEOREZMRAL T
ZEL
mEoE N

NOTI(5) LCK condition detected. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward, MEPID:1)

9.4 CFM #8ED LCK f#ER

Log LCK condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local(Interface:<interface-id>, Direction:<mep-direction>, MEPID:<mep-id>)

Trap H U

EEE Notification (5)

B LCKREAEEEIN/IcCEZERLUED,

Parameter | <md-level>: MEP ® MD L)L
<vlan-id>: MEP ® VLAN ID
<interface-id>: MEP D1 V45 —7 1 —RXR&H=
<mep-direction>: MEP OEEZ M. inward &7z(3 outward &R
<mep-id>: MEP ® MEPID

Version 1.01.01

XS &

02 &kmnp)

NOTI(5) LCK condition cleared. MD Level:6, VLAN:10, Local(Interface:Port1/0/1, Direction:outward, MEPID:1)
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10 Configuration / Firmware

101 27—LDzF7DF7vTIL—REIh

Log

WEXY Y UEE

[VRF <name>] Firmware upgraded by <session> successfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B 5y UK
[VRF <name>] Unit <unit-id>, Firmware upgraded by <session> successfully

(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

Trap

AN

EEE

Informational (6)

B

T7—=LATzT7HEBICTYFIL—ReniclezRmLET,

Parameter

[VRF <name>] : VRF 1> X% > X% ¥VRF RERAKFFIERT
<unit-id>: IRy I X ID ¥ R¥ v U RKERRISIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—YH'—%

<client-ip>: SSH, Telnet twv >3 >0 o517V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS147
v RARIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP 4 —/\—D IP 7 FL X
<filename>: =TT 7 1)L

Version

1.01.01
1.06.01 : VRF KD VRF 1V X5 > X% %6

X I

RE

mEZE VNl

INFO(6) Firmware upgraded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: AEOS-
NPXXXX_RXXXXX.had)

INFO(6) Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

INFO(6) Firmware upgraded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP:10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

INFO(6) Unit 1, Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

102 77 —LDxT7DT7vTIL— KKK

Log

W3ERY v IRKE

[VRF <name>] Firmware upgraded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

B X5y U
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[VRF <name>] Unit <unit-id>, Firmware upgraded by <session> unsuccessfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

Trap

AN

EEE

Warning (4)

Bl

T7—=L0xT7DT7YyTIL—RHRBRLIcCEZERLETD,

Parameter

[VRF <name>] : VRF 1> X% > X% ¥VRF RERAKFFIERT
<unit-id>: IRy I X ID ¥ R¥ v U RKERRIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv >3 >0 o517V D IP 7 L X

<client-mac>: SSH, Telnet twv> 3> DIS14 7> rDO MACT7 KL A XTS14 7
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: Q-7 7 1)L

Version

1.01.01
1.06.01 : VRF ERAKFD VRF 1V X5 > X% %6

X I

EELLIP 7 RLAAELWA, BIEFRERRENHETE L TIES L,
BELILT7AIEANELWHERL TS,
BELET 7AIVDEBLT 71 LR L TIZE L,

mEZE VNl

WARN (4) Firmware upgraded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: AEOS-
NPXXXX_RXXXXX.had)

WARN (4) Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

WARN (4) Firmware upgraded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

WARN (4) Unit 1, Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX.had)

103 77—ADx 707w JO— R

Log W3ERY v IRKE
[VRF <name>] Firmware uploaded by <session> successfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)
W X5y UERK
[VRF <name>] Unit <unit-id>, Firmware uploaded by <session> successfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

Trap HU

BEEE Informational (6)

StEA J7—=LADI7HEECTyTO—RENZEERLET,
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Parameter

[VRF <name>] : VRF 1 >~ R& >~ R4 %VRF KfEARILIERT
<unit-id>: IRy I X ID ¥ RF v U RKERRIFFERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H%—%

<client-ip>: SSH, Telnet v >3a>D o217V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> O MACT RLA XTS5147
v KHYRIRY KT =2 Di5EE 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 RL X
<filename>: AE—5%T7 7 1)L

Version

1.01.01
1.06.01 : VRF ERAKFD VRF 1V X5 > X% %6

X I

I E

02 &bl

INFO(6) Firmware uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-

firmware.had)

INFO(6) Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-firmware.had)

INFO(6) Firmware uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-firmware.had)

INFO(6) Unit 1, Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-firmware.had)

10,4 77—LDx7D7YTO—REKK
Log W3EXY Y OEE
[VRF <name>] Firmware uploaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)
B X5 IERK
[VRF <name>] Unit <unit-id>, Firmware uploaded by <session> unsuccessfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)
Trap Y
EEE Warning (4)
BT T77—ALADx7O7yvTO—-RIKKLIECEERLED,
Parameter | [VRF <name>] : VRF /> X ¥ >V X% XVRF KEAKFIZIERTR

<unit-id>: IRy I X ID ¥ R¥ v U RKERRIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—YH'—%

<client-ip>: SSH, Telnet twv >3 >0 o517V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS5 147
v hAYRIRY KD —2 Di5AEZ 00-00-00-00-00-00 R~
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<server-ip>: TFTP/FTP H—/\—D IP 7 kL X
<filename>: AE—%7 71 I)L%

Version 1.01.01
1.06.01 : VRF{ERRKED VRF 1>V XYV A& 7%=EM

K BEULLIP7 RLANELWA, BEFTRERIRENMERL TEE L,

02 &bl

WARN (4) Firmware uploaded by console unsuccessfully (Username: example, Server I1P: 10.1.2.3, File Name: test-
firmware.had)

WARN (4) Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-firmware.had)

WARN (4) Firmware uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-firmware.had)

WARN (4) Unit 1, Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-firmware.had)

10.5 BEIERDO Y D> O— RETH

Log WERY Y ORE

[VRF <name>] Configuration downloaded by <session> successfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

B X5y U
[VRF <name>] Unit <unit-id>, Configuration downloaded by <session>

successfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |IP: <server-ip>, File Name: <filename>)

Trap L
EEE Informational (6)
SitER BREHRNEECY O VyO—RENfCE&EERLULET,

Parameter | [VRF <name>] : VRF 1> X ¥ >V X% XVRF KEAKFIZIERR
<unit-id>: IRy I X ID ¥ R¥ v U RKERRISIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—YH'—%

<client-ip>: SSH, Telnet v >3 >0 o517V D IP 7 L X

<client-mac>: SSH, Telnet twv>3>D IS4 7> rDO MACT7 KL A XTS14 7
v RHYRIRY KT =2 Di5AE 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: Q-7 7 1)L

Version 1.01.01
1.06.01 : VRF EHRED VRF 1 >V X5 v A& %ZBN

PSI RE
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02 &bl

INFO(6) Configuration downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-

config.cfg)

INFO(6) Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Configuration downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Unit 1, Configuration downloaded by SSH successfully (Username: example, 1P: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server 1P: 10.1.2.3, File Name: test-config.cfg)

10.6 BAEEBDY OV O— FKRK

Log

W3ERY Y IEE

[VRF <name>] Configuration downloaded by <session> unsuccessfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

B XYy IEK
[VRF <name>] Unit <unit-id>, Configuration downloaded by <session>

unsuccessfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server IP: <server-ip>, File Name: <filename>)

AN

Warning (4)

BRBEROY I O— RPRRLIcCEZRLET,

Parameter

[VRF <name>] : VRF ¥ > X% > R4 ¥VRF RERAKFFIERT
<unit-id>: IRy I X ID ¥ R¥ v U KERRIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv >3 >0 o517V D IP7 L X

<client-mac>: SSH, Telnet tv> 3> D IS4 7> rDO MACT7 KL A XTS147
v RAYRIR Y KD —2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP 4 —/\—D IP 7 kL X
<filename>: JE—T7 7 1 IL4

Version

1.01.01
1.06.01 : VRF {£RK®D VRF 1~V R& >V X% %ZEh0

X I

EELLIP 7 RLRAELWA, BEFRELRENHEE L TIES L,
BELILT7AIEANELWHERL TIEE W,
BELET 7AIDEBLT 71 LR L TIZE L,
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mErE S

WARN (4) Configuration downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-
config.cfg)

WARN (4) Configuration downloaded by SSH unsuccessfully (Username: example, |P: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Configuration downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Unit 1, Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server |P: 10.1.2.3, File Name: test-config.cfg)

10.7 BEUERD 7 v 70— RETH

Log W3ERY Y IEE

[VRF <name>] Configuration uploaded by <session> successfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

B X5y UK
[VRF <name>] Unit <unit-id>, Configuration uploaded by <session>

successfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |P: <server-ip>, File Name: <filename>))

Trap UL
BEE Informational (6)
Bz BRIBHRMNESICTY Yy PO— RSN EERLET,

Parameter | [VRF <name>] : VRF /> X ¥ >V X% XVRF KEAKFIZIERTR
<unit-id>: IRy I X ID ¥ R¥ v U KERRIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv>3>D o517V D IP 7 L X

<client-mac>: SSH, Telnet tv> 3> D IS4 7> rDO MACT7 KL A XTS147
v RAYRIR Y KD —2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP 4 —/\—D IP 7 kL X
<filename>: JE—%£T7 71L&

Version 1.01.01
1.06.01 : VRF{ERRKED VRF 1>V XYV A& 7%=EM

ST RE

mEZE VNl

INFO(6) Configuration uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-
config.cfg)

INFO(6) Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Configuration uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

INFO(6) Unit 1, Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server 1P: 10.1.2.3, File Name: test-config.cfg)
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10.8 BEBEHD 7 v 70— REK

Log

WEXY Y OEE

[VRF <name>] Configuration uploaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

B X5y UK
[VRF <name>] Unit <unit-id>, Configuration uploaded by <session>

unsuccessfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |P: <server-ip>, File Name: <filename>)

AN

Warning (4)

e

BRBEROY Yy JO— KK LIcCEZERLETD,

Parameter

[VRF <name>] : VRF 1> X% > R4 ¥VRF RERAKFFIERT
<unit-id>: IRy I X ID ¥ R¥ v U RKERRISIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv >3 >0 o517V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: AE—%T7 7 1 IL%

Version

1.01.01
1.06.01 : VRF ERAKFD VRF 1V X5 > X% %6

X I

EELLIP 7 RLAAELWA, BIEFRERRENHETE L TIES L,

mEZE VNl

WARN (4) Configuration uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-

config.cfg)

WARN (4) Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Configuration uploaded by telnet unsuccessfully (Username: example, |P: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-config.cfg)

WARN (4) Unit 1, Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-config.cfg)

10.9 OJ D7 v 70— RETh

Log

BERY Y IRE

[VRF <name>] Log message uploaded by <session> successfully. (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File
Name: <filename>)

B XYy UK

[VRF <name>] Unit <unit-id>, Log message uploaded by <session> successfully.
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(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

Trap A

BEE Informational (6)

Bz O XyE—IHERICTY TO—-—RENicZ&ZRULET,

Parameter | [VRF <name>] : VRF 1 > X%~ X% ¥ VRF KEBKRIIIERR
<unit-id>: IRy I X ID ¥ RF v U RKERRKIFIERT
<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H—%
<client-ip>: SSH, Telnet v >a3a>D o217V D IP 7 L X
<client-mac>: SSH, Telnet v > 3> DoIS14 7> rO MACT RLA XTS5147
v hHRIR Y KT —2 DiFE(F 00-00-00-00-00-00 R
<server-ip>: TFTP/FTP H—/\—=D IP 7 KL X
<filename>: AE—%7 7 1 IL%

Version 1.01.01
1.06.01 : VRF ERKFD VRF 1 > X5 > X% 38100

Xy E

mErE N

INFO(6) Log message uploaded by console successfully. (Username: example, Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Log message uploaded by SSH successfully. (Username: example, 1P: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Log message uploaded by telnet successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

INFO(6) Unit 1, Log message uploaded by SSH successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test-log.txt)

10.10 AJ D7 v 7O— REK

Log WERY Y IKE
[VRF <name>] Log message uploaded by <session> unsuccessfully. (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)
B X5y I
[VRF <name>] Unit <unit-id>, Log message uploaded by <session>
unsuccessfully. (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |P: <server-ip>, File Name: <filename>)

Trap TL

EEE Warning (4)

BrkZ O XyvE—I07y 7O—RAMKRKLIEZEERLET,

Parameter | [VRF <name>] : VRF 1 > X% >V X% ¥ VRF KEBKIIIERR

<unit-id>: Ry U X ID ¥ R& v IR ERRIFIERT

<session>: w3 V&Hl (console, SSH, telnet)
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<user-name>: 1—H'—%
<client-ip>: SSH, Telnet v > 3>DIZ14 7>V D IP 7L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> O MACT RLA XTS5147
v RHRIRY KT =2 DA E 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: AE—5%T7 7 1)L

Version 1.01.01

1.06.01 : VRF EAKFD VRF 1V X5 > X% E00
PSR EBELURIPZ RLAAELWD, BEFREARENMERL TS,
O &knpl

WARN (4) Log message uploaded by console unsuccessfully. (Username: example, Server IP: 10.1.2.3, File Name: test-

log.txt)

WARN (4) Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test-log.txt)

WARN (4) Log message uploaded by telnet unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server 1P: 10.1.2.3, File Name: test-log.txt)

WARN (4) Unit 1, Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-log.txt)

10.11 AccessDefender &7 71 ILDF o> O— RkTh

Log

BERY v IKE

AccessDefender Web page downloaded by <session> successfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

B X5y UK
Unit <unit-id>, AccessDefender Web page downloaded by <session>

successfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |IP: <server-ip>, File Name: <filename>)

AN

Informational (6)

WTFDANYY KT AccessDefender HBETHEERAT 2 HTML 7 7 1)L - EHRT 7 1 )LD
Y IVO—RICHINLIcCEZRLED,

- copy tftp: login-page

- copy tftp: login-success-page

« copy tftp: login-failure-page

- copy tftp: logout-success-page

- copy tftp: logout-failure-page

« copy tftp: redirect-error-page

- copy tftp: webpage-imageXX

Parameter

<unit-id> : Ry I X ID X RAY v I RERAEITIERT
<session>: w3 V&Hl (console, SSH, telnet)

<user-name> : 1—H'—%
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<client-ip>: SSH, Telnet £ v >3 >vDIZ5147V D IP 7KL X

<client-mac>: SSH, Telnet twv> 3> IS4 7> rO MACT RLA XU 5147
v RHYEIRY RO =2 Di54E (L 00-00-00-00-00-00 R

<server-ip>: TFTP H—/\—D IP 7 L X
<filename>: -7 7 1 IL4

Version 1.03.01
OIS =
mErE -GNl

INFO(6) AccessDefender Web page downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File
Name: test.html)

INFO(6) AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) AccessDefender Web page downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) Unit 1, AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

10.12 AccessDefender BBE7 71 JLDY OV O— KKK

Log WEXY Y OEE
AccessDefender Web page downloaded by <session> unsuccessfully (Username:
<user-name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File
Name: <filename>)

B XYy UK

Unit <unit-id>, AccessDefender Web page downloaded by <session>
unsuccessfully (Username: <user-name>, |P: <client-ip>, MAC: <client-mac>,
Server |P: <server-ip>, File Name: <filename>)

Trap AN

EEE Warning (4)

SieA MUT?DANY Y RT AccessDefender #BETHEMAI D HTML 7 7 1)L o> O— KL
FoBAEIC. WERDT 71 )LH AccessDefender #8E TERT 2 HTML 7 7 1 JLDH#R
ERYAX(5KB)Z@B@L TWDcth, FUvO—RICKBLIcCEERLET,

- copy tftp: login-page
- copy tftp: login-success-page
« copy tftp: login-failure-page
« copy tftp: logout-success-page
- copy tftp: logout-failure-page
« copy tftp: redirect-error-page
Parameter | <unit-id>: R 7R ID %X ¥ v I KERAKIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)

<user-name>: 1—Y'—%

<client-ip>: SSH, Telnet twv>3>DIZ1 7V D IP 7 L X

<client-mac>: SSH, Telnet twv>a>Do514 7>V rDO MACT7Z RLRA XTI Z5147
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v hHYRIR Y N T —2 DiFE(F 00-00-00-00-00-00 R
<server-ip>: TFTP H—/\—D IP 7 ~RL X
<filename>: Q-7 71L&

Version 1.70.01
X BELETZ7IILDEEL T 71 IUHMER L TLEE L\,
mEE TN

WARN (4) AccessDefender Web page downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File
Name: test.html)

WARN (4) AccessDefender Web page downloaded by SSH unsuccessfully (Username: example, I1P: 192.0.2.100, MAC: 00-
00-5E-00-53-66, Server |P: 10.1.2.3, File Name: test.html)

WARN (4) AccessDefender Web page downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

WARN (4) Unit 1, AccessDefender Web page downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100,
MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

10.13 771 )LD o> O— REIH

Log

WERY Y ORE

[VRF <name>] File downloaded by <session> successfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server IP: <server-ip>, File Name:
<filename>)

B X5y UERK

[VRF <name>] Unit <unit-id>, File downloaded by <session> successfully
(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

5L

Informational (6)

ULTDINYY KT, "TBRERDOI7—LADz7T771)L) "BHREROEBARIERT 7
Iy BADT 7L DF I O—-RICHEILIEZ EZRULET,
- copy {tftp: | ftp:} flash:

Parameter

[VRF <name>] : VRF 1> X% > R4 ¥VRF RERAKFFIERT
<unit-id>: IRy I X ID ¥ R¥ v U RKERRISIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—YH'—%

<client-ip>: SSH, Telnet twv >3 >0 o517V D IP 7 L X

<client-mac>: SSH, Telnet v > 3> D IS4 7> rDO MACT7 KL A XTS147
v RHYRIRY KD =2 Di5AE 00-00-00-00-00-00 R

<server-ip>: TFTP/FTP H—/{\—D IP 7 FL X
<filename>: Q-7 7 1)L

Version

1.10.01

XIS

I E
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02 &bl

INFO(6) File downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name: test-file)

INFO(6) File downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server |P:
10.1.2.3, File Name: test-file)

INFO(6) File downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server IP:
10.1.2.3, File Name: test-file)

INFO(6) Unit 1, File downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-file)

10.14 771 )LOF o> O— RKRK

Log

W3ERY Y IEE

[VRF <name>] Downloaded by <session> unsuccessfully (Username: <user-
name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-ip>, File Name:
<filename>)

B X5 UK
[VRF <name>] Unit <unit-id>, Downloaded by <session> unsuccessfully

(Username: <user-name>, |P: <client-ip>, MAC: <client-mac>, Server |P: <server-
ip>, File Name: <filename>)

AN

Warning (4)

KADEZATDT7AIDYIAO—RHAKRRLIEZEZERULET,

Parameter

[VRF <name>] : VRF ¥ > X% > R4 ¥VRF RERAKFFIERT
<unit-id>: IRy I X ID ¥ R¥ v U KERRIFIERT

<session>: w3 V#&Hl (console, SSH, telnet)
<user-name>: 1—H'—%

<client-ip>: SSH, Telnet twv>3>D o517V D IP 7 L X

<client-mac>: SSH, Telnet tv> 3> D IS4 7> rDO MACT7 KL A XTS147
v RAYRIR Y KD =2 Di5AEZ 00-00-00-00-00-00 R~

<server-ip>: TFTP/FTP 4 —/\—D IP 7 kL X
<filename>: JE—T7 7 1 IL4

Version

1.01.01
1.06.01 : VRF {£RK®D VRF 1~V R& >V X% %ZEh0

X I

BELLIP 7 RLRAELWA, BEFRELRENHEE L TIES L,
BELILT7AINBANELWHERL TIEE W,
BELET 7AIDEBLT 71 LR L TIZE L,
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02 &bl

WARN (4) Downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-file)

WARN (4) Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server |P:
10.1.2.3, File Name: test-file)

WARN (4) Downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66, Server
IP: 10.1.2.3, File Name: test-file)

WARN (4) Unit 1, Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server |P: 10.1.2.3, File Name: test-file)

10.15 BRIEHRORE

Log W3EXY Y OEE
Configuration saved to flash by console (Username: <user-name>)
Configuration saved to flash (Username: <user-name>, IP: <client-ip>)

B XYy IEK
Unit <unit-id>, Configuration saved to flash by console (Username: <user-
name>)

Unit <unit-id>, Configuration saved to flash (Username: <user-name>, |P:
<client-ip>)

Trap L

BEEE Informational (6)

5 BRESRN 75y Y1 ICRES N EERLET.

Parameter | <unit-id>: /Rw IR |D ¥RX& v U KEARKIZIERT
<user-name> : 1—H'—%

<client-ip>: SSH, Telnet v >3>DIZ14 7>V D IP 7 L X

Version 1.03.01

ST RE

mEZE VNl

INFO(6) Configuration saved to flash by console (Username: example)
INFO(6) Configuration saved to flash (Username: example, IP: 192.0.2.100)
INFO(6) Unit 1, Configuration saved to flash (Username: example, IP: 192.0.2.100)

51/161




11 Console

11 Console

11.1 Console O > ETh

Log Successful login through Console (Username: <user-name>)

Trap AN

BEEE Informational (6)

B AAA BRENMEZN IS ED. VY —ILREOOJI VICHSI LI EZERLE T,
AAA BEENBMEIHBEDOT 1 VIO T(F AAABEZSRL T IZS L,

Parameter | <user-name>: 1—H—& XOJA VK1Y —ZZANT DHEDETVERE/N
& —>DHBE(E Anonymous FRiR

Version 1.01.01

XIS RE

O RRHA

INFO(6) Successful login through Console (Username: example)

11.2 Console O 1 V&K

Log Login failed through Console (Username: <user-name>)

Trap TL

EEE Warning (4)

B AAA BRENMEZN IS ED. VY —ILREOOJI VICKB LI EZERLE T,
AAA BEEN BRI EDOT 1V ABOV (3 AAA BEZSRL TS,

Parameter | <user-name>: 1—H—& XOJA VRICI—Y—ZZANT DHEDTVKRE/N
& —>DHBE(E Anonymous FRiR

Version 1.01.01

XIS A—Y—%& KRT—RPMELWLWHAEREL TS,

AJRRPGl

WARN (4) Login failed through Console (Username: example)

11.3 Console A7

Log Logout through Console (Username: <user-name>)

Trap VAa )

EEE Informational (6)

B VY —=IBAOE Y3 vhAAd 7oLl EZRLET,

Parameter | <user-name>: 1—HY—% XOJA VKICI—Y—-RZANTDRLEDETVNEE/N

& —>DHBE(E Anonymous FRiR

Version 1.01.01

XIS &
mErE N

INFO(6) Logout through Console (Username: example)
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11.4 Console v a1 L7 Ik

Log Console session timed out (Username: <user-name>)

Trap VAl

BEE Informational (6)

B! AVYV—=IBADEY a3V LT DL EERLET,

Parameter | <user-name>: 1—HY—& XOJ4 VEIC1I-—H—-&ZZANTDIHEDEZNERE/N
& —>DHBE(E Anonymous KR

Version 1.01.01

PSI RE

mErE SR

INFO(6) Console session timed out (Username: example)
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12 Counter

121 YR—IAY RMIR— DTS —HI VY —1&RAl

Log Detected <counter> <error-counter-name> on mgmtO0

Trap AN

BEE Notification (5)

B NARZ—=—IAYIR=bDIS—HAIVI—DHOY hERALIECEZRULET,

Parameter | <counter>: H7Y

<error-counter-name> : TS —HT VY —DEH]
» rxFCSErrorPkts
 rxAlignmentErrorPkts
 rxCodeErrorPkts
 rxUndersizedPkts
* rxOversizedPkts
« rxFragmentPkts
* rxJabbers
« rxDropPkts
« txExcessiveDeferralPkts
« txFCSErrorPkts
- txLateCollisionPkts
« txExcessiveCollisionPkts

« txDropPkts
Version 1.01.01
PSI T=TIWOBKRICEDHEE. ¥_EBECEAT DHERENIEAETT, AOTNE
FICHETDHE(F. BERECARE., GERICOVWTERKE., BRURTEZER
Le<L<7iZE,

02 &bl

NOTI(5) Detected 2 rxFCSErrorPkts on mgmt0
NOTI(5) Detected 1 rxAlignmentErrorPkts on mgmt0
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13D

HCPv4 Relay

13.1 /%0y bXERK

Log Cannot send packet
Trap VAe )
BEE Error (3)
B DHCPv4 UL —h/\Ty hEFRETELWC EZRULET,
Parameter | 7% L
Version 1.01.01
PSR LEDHRE. FLEFEHRICEEDNRELTVWDAREEAHDXFI DT, LUTZHERLT
<FEEL,
 FEDREIRRE
B, BLUERRN— NORERE
02 &kmnp)

ERRO(3) Cannot send packet
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14 D

HCPv4 Server

14.1 DHCP Y —/\—&E&)

Log DHCP server

Trap AN

BEE Informational (6)

EER DHCPv4 H—/N\—h'FafbenicC & ZRLUET,
Parameter | 7% L

Version 1.01.01

X &

O &knpl

INFO(6) DHCP server

14.2 DHCP DISCOVER /X7 v 315

(REXY D=2 TAVK)

Log DHCPDISCOVER from <mac-address> via <vlan-name | giaddr>:unknown
network segment
Trap L
BEEE Informational (6)
Bz DHCP U —/\—#&8E&K (3 DHCP U L —#BEICH W T, FARY RD—J I XV b
H 5D DHCP DISCOVER /Xy hZEZRELIECEZRULET,
Parameter | <mac-address>: DHCP 25147~ h®dD MAC 7 KL X
<vlan-name>: DHCP DISCOVER /{4 hZ&EZ{E L7z VLAN £
<giaddr>: /\Z7v A BERELIEYL—I—-Iz VK IP7RLR
Version 1.01.01
XSG DHCP & —/\—#&8EX7/z(F DHCP U L —#EEICEAT 2R EAR TR L TS L,
02 &kmnp)
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via VLAN0020:unknown network segment
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via 172.16.100.100:unknown network segment

14.3 XETY TRy SO

Log Packet from unknown subnet: <ip-address>
Trap VAa )
BEEE Informational (6)
Bz INTY BDOXEETZE#HANTELANWC EZRLET,
Parameter | <ip-address>: KH®D IP 7 KL X
Version 1.01.01
X I &
mEZE &N

INFO(6) Packet from unknown subnet: 192.168.1.100
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14.4 DHCP REQUEST /\T v hE&(E

(ERZNIFAH)

Log DHCPREQUEST for <client-ip> (<server-ip>) from <mac-address> (<host-
name>) via <vlan-name | giaddr>: lease <client-ip> unavailable
Trap TL
EEE Informational (6)
A DHCPV4 H—/\—[CHEVWTEIDHETOEND IP 7 RLANMEWC EZRLET,
Parameter | <client-ip>: DHCP 54 7Y hAEKLIIP 7 RL X
<server-ip>: DHCPv4 —/X\—D IP 7 L X
<mac-address>: DHCP 517> h®D MAC 7 L X
<host-name>: DHCP 7 517> hDKRR h 4
<vlan-name> : DHCPv4 Y —/\—h"E#{bE N7/ VLAN £
<giaddr>: /Ty hhLEEBLEYL—I—I VM IPF7RLR
Version 1.01.01
XTIt RE
O &knpl

INFO(6) DHCPREQUEST for 192.0.2.1 (192.168.20.254) from 00-00-5E-11-11-11 (C13772) via VLANOQOQ20: lease
192.0.2.1 unavailable

14.5 )Ny RXERK

Log Cannot send packet
Trap A
BEE Error (3)
B! DHCPv4 B —/\—=Hry R EXETELRVWC EZRLET,
Parameter | 7L
Version 1.01.01
ISV LBEDHRE. FLIEFOHRICEENEELTCVWDABEUENHDEITDT, UTZHERELT
<FEEL,
< KEDREIRRE
cBfR. BLUERRK—NOREFE
mErE N
ERRO(3) Cannot send packet
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15D

HCPv6 Client

15.1 DH

CPV6 V517>V hDBER /B3

Log

DHCPv6 client on interface <if-name> changed state to enabled
DHCPv6 client on interface <if-name> changed state to disabled

Trap L
EEE Informational (6)
Bl MR VLAN 125 —T 2 —RICEWT, ipv6 address dhcp A¥ > KT DHCPv6 75
A7V D ER. FEFENDCHRESNCIEZRUET,
Parameter | <if-name>: DHCPV6 V541 7Y b V5 —T T —ADEAH]
Version 1.01.01
XS &
mEoE N/l

INFO(6) DHCPv6 client on interface vlan10 changed state to enabled
INFO(6) DHCPv6 client on interface vlan10 changed state to disabled

15.2 IPv6 7 FL ZDES

Log DHCPv6 client obtains an IPv6 address <ipv6-address> on interface <if-name>

Trap H U

EEE Informational (6)

SR DHCPV6 75414 7> . DHCPv6 B —/\—H'5 IPv6 7 RLAZERR LI & &R
LET,

Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7 IPv6 77 R L X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI

Version 1.01.01

XSG &

O &kmnp)

INFO(6) DHCPv6 client obtains an ipv6 address 2001:db8:10::2 on interface vlan10

15.3 IPv6 7 FL ADEF %

Log The IPv6 address <ipv6-address> on interface <if-name> starts renewing
Trap Vil
BEEE Informational (6)
Bz DHCPv6 H—/\—hBBUE L/ IPv6 7 RL ADEFHZHB LI CEZRULET,
Parameter | <ipv6-address>: DHCPv6 ' —/\—HBEBE L/ IPv6 7 RL X
<if-name>: DHCPV6 51 7Y R V5 —T 1 —ADEHI
Version 1.01.01
X I &
mEZE &N

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 starts renewing
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15.4 IPv6 7 L ADEFTEIN

Log The IPv6 address <ipv6-address> on interface <if-name> renews success
Trap VAl
BEE Informational (6)
SRR DHCPv6 U —/\—HBEE LTz IPv6 7 RL RIE, ERBICEHRSNILCIEZRLET,
Parameter | <ipv6-address>: DHCPv6 ' —/\—HBEBE L/ IPv6 7 KL X
<if-name>: DHCPv6 V51 7> b V5 —T T —ADEH]
Version 1.01.01
XIS &
O &kmnfp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 renews success

15.5I1Pv6 7 RLADUNRAL VT« Y TRk

Log The IPv6 address <ipv6-address> on interface <if-name> starts rebinding

Trap L

BEEE Informational (6)

Bz DHCPv6 B—/\—H BB LI IPVv6 7 RLZADUNA VT 1« VD &RHB LI E%ER
LET,

Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7 IPv6 77 R L X
<if-name>: DHCPV6 517V b V5 —T 1 —ADAH]

Version 1.01.01

X I &

02 &kmnp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 starts rebinding

15.6 IPV6 7 RLZADUNA VT 1 > TIh

Log The IPv6 address <ipv6-address> on interface <if-name> rebinds success
Trap VAe )
EEE Informational (6)
Bz DHCPv6 B —/\—H BB L IPv6 7 RLR(E. EBICUNAI VYT IdEanike
ZRUET,
Parameter | <ipv6-address>: DHCPv6 U —/\—H' 0BG L7z IPv6 77 R L X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI
Version 1.01.01
X I &
mEoE N
INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 rebinds success
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15 DHCPv6 Client

15.7 IPv6 7 E L XD

Log The IPv6 address <ipv6-address> on interface <if-name> was deleted

Trap VAl

BEE Informational (6)

B! DHCPv6 B —/\—D BB LT IPv6 7 RL ADHIBRENC EZRLE T,

Parameter | <ipv6-address>: DHCPv6 H—/\—H'BEUS L7z IPv6 7 KL X
<if-name>: DHCPV6 V517> b V5 —T 2 —ADEHI

Version 1.01.01

XIS E

02 &kmnp)

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlan10 was deleted

15.8 DHCPV6-PD /S 17> hDES /E%h

Log DHCPv6 client PD on interface <if-name> changed state to enabled
DHCPv6 client PD on interface <if-name> changed state to disabled
Trap A
BEE Informational (6)
A MR VLAN V& =T —XIZHEWNWT, ipv6 dhep client pd A¥ > KT DHCPv6-
PDUSA 7Y SO ER. FFEBCHRESNLCEERLET,
Parameter | <if-name>: DHCPv6 75414 7> K PD A V5 —7 1 —RADEH]
Version 1.01.01
XSG &
02 &kmnp)
INFO(6) DHCPv6 client PD on interface vlan10 changed state to enabled
INFO(6) DHCPv6 client PD on interface vlan10 changed state to disabled

15.9 IPv6 LT 1 v U ADEE

Log DHCPv6 client PD obtains an IPv6 prefix <ipv6-prefix> on interface <if-name>
Trap VAa )
BEE Informational (6)
B2 DHCPv6 V547> K PD (d. ZEIL—Y—NDBIPV6 TLT1 v IRZEBRBLIECE
ZRULET,
Parameter | <ipv6-prefix>: ZE/L—F—HD OB L IPv6 FL T 1 v IR
<if-name>: DHCPV6 547>V Kk PD A V¥ —7 1 —AD&H]
Version 1.01.01
X3 ~E
mEoE N
INFO(6) DHCPv6 client PD obtains an ipvé prefix 2001:db8:aaaa:bbbb:: on interface vlan10
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15 DHCPv6 Client

15.10 IPv6 7L T 1 v U ADEH B

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> starts renewing
Trap A
BEE Informational (6)
Btz REIN—Y—HDOEE LI IPV6 LT v I ROBHFHZRB LI EZRULET,
Parameter | <ipv6-prefix>: ZEIL—F —HBEUS LI IPv6 TL T 1 v I X
<if-name>: DHCPv6 517> Kk PD 14 —7 = —XDAH]
Version 1.01.01
X E
O RRHA

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 starts renewing

15.11 IPv6 LT« v U ADOEFHIH

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> renews success
Trap TL
BEEE Informational (6)
B ZEIL—I—HDOEELIIPV6 TL T v VRN ERICEHRENLCEZRULET,
Parameter | <ipv6-prefix> ! FEIL—F—HDOSEE LI IPV6 TLT1r v I X
<if-name>: DHCPV6 V517>V K PD 1V ¥—TJ T —ADEAH]
Version 1.01.01
X RE
mloE N

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 renews success

15.12 IPVv6 FL 74 v O RDUNA VT 1 V%

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> starts rebinding

Trap A

BEEE Informational (6)

B B —HDOEELEIPV6 LT v IRODIUINA VT VT ZRRLIcC &%
~UET,

Parameter | <ipv6-prefix>: ZE/L—F—HD OB L IPv6 FL 71 v IR
<if-name>: DHCPV6 547>V Kk PD A V¥ —7 1 —ADHH]

Version 1.01.01

X3 RE

O RRA

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 starts rebinding

1513 IPv6 LTI RADINA VT« >V TN

Log

The IPv6 prefix <ipv6-prefix> on interface <if-name> rebinds success
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15 DHCPv6 Client

Trap TU

BEE Informational (6)

B FEN—F—HOBEBLIEIPV6 TL T v IRZERICUINAM VYT 1T LIl e
~UERT,

Parameter | <ipv6-prefix>: ZFE/IL—F —HOEUS L IPv6 TLT 1 v IR
<if-name>: DHCPv6 V217> Kk PD 1V ¥—7 — XD

Version 1.01.01

X iy 03

02 &kmnp)

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 rebinds success

15.14 IPv6 7L T 1 v U ADEW

Log The IPv6 prefix <ipv6-prefix> on interface <if-name> was deleted

Trap TL

EEE Informational (6)

B REI—Y—HDOEE LI IPV6 LT v v I RDBIREN/ZEZRUET,
Parameter | <ipv6-prefix> : ZEIL—F—HBEUS LI IPv6 TLT 1 v I X

<if-name>: DHCPv6 517> Kk PD 1>V 4¥—7 = —XDAH]

Version 1.01.01

X RE
O &knpl

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlan10 was deleted
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16 DHCPV6 Relay

16 DHCPv6 Relay

16.1 DHCPv6 U L —DE%h,/ %D

Log DHCPvV6 relay on interface <if-name> changed state to enabled
DHCPv6 relay on interface <if-name> changed state to disabled

Trap L

BERE Informational (6)

A MR VLAN V& —T 1 —XIZHEWT, ipv6 dhep relay destination IY¥Y KT
DHCPv6 UL —N"ER. RICBFEMCRESNLCEZRLET WRVLAN TV
=T 1 —ATERAD 1 DARESNLBRICEMOINEASN, 1 DERENEL
BoBRICENOINEAESNE T,

Parameter | <if-name>: DHCPV6 UL —I—I TV AT —T T —ADEH

Version 1.01.01

SIS RE

mEZE VNl

INFO(6) DHCPv6 relay on interface vlan10 changed state to enabled
INFO(6) DHCPv6 relay on interface vlan10 changed state to disabled

16.2 /X w REELK

Log Cannot send packet6

Trap TL

BT Error (3)

BrkZ DHCPv6 UL —h /Ty hEREETEBRWC EZRLET,

Parameter | 75 L

Version 1.01.01

K KBEORE. FFERICEENHKELTCVDABREENSDXRIDT, UTZEHERLT
<72EW,

« KB DRERE

- Blig. BXUERR— FORERE

02 &bl

ERRO(3) Cannot send packet6
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17 DHCPvé6 Server

17D

HCPv6 Server

17.1 DHCPv6 B —/X\—TF— )LD IPv6 7 RL XD LR

Log The address of the DHCPv6 Server pool <pool-name> is used up

Trap AN

BEEE Informational (6)

B DHCPv6 H—/\—T—=)LD7 RL X ZEWNW >l &ZRLET,

Parameter | <pool-name>: DHCPv6 & —/\—7— )LD

Version 1.01.01

X DHCPV6 B—/\—=T—JLICEWVWTEID Y THELEY RLABDREZREL TKEE

LYo
O RRHA

INFO(6) The address of the DHCPv6 Server pool v10-pool is used up

17.2 E|D Y4 THO[EE IPv6 7 KL XD LR

Log The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to
4096

Trap L

BEEE Informational (6)

Bz B|D Y THEH IPv6 7 RLRAEA 4096 (Lol EZRLET,

Parameter | 7L

Version 1.01.01

X3RS DHCPV6 75147 R LR (4096) ZBRIENELSICLTLIZE W,
O RRHA

INFO(6) The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to 4096

17.3 DHCPv6 B —/\—2El

Log DHCPv6 server

Trap L

BEEE Informational (6)

B! DHCPv6 —N\—hH bl e ZRLET,
Parameter | 7L

Version 1.01.01

Xy &
mErE N

INFO(6) DHCPv6 server

17.4 XETYTRY NHRE

Log

No subnet found for link-addr: <ipv6-address>

Trap

AN
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17 DHCPvé6 Server

BEE Informational (6)
e DHCPV6 H—/\—(ZHBWT. DHCPV6 UL —/ ¢y hEZELA. SR Y b
D—=0DY TRy MEBIFELBENWCEZRLET,
Parameter | <ipv6-address>: UL —aN/c/\Ty hHASEIBLE IPV6 UV IT7 KL R
Version 1.01.01
it i DHCP O T7xvw hEREZRELTIIZE,
a7 &R=A

INFO(6) No subnet found for link-addr: fd00:192:168:20::100

17.5 DHCP REQUEST /& v &5 (BEXZ[FAT)

Log <dhcpvé6-type> from <client-duid> via <vlan-name> not leased
status=NoAddrsAvail
Trap TL
B Informational (6)
B DHCPV6 H—/\—([CEWVWTEIDHETHND IPv6 7 RLANEWC & ZRLET,
Parameter | <dhcpv6-type>: DHCPv6 Xwvt&—3I 441
<client-duid> : DHCPv6 7217~ b® DUID
<vlan-name>: Z{F L7/ Y bHBEUS L7z VLAN £
Version 1.01.01
XFIE ZOHTDIPV6 7 RLRADEHEZREL TS,
O RRHA

INFO(6) SOLICIT from 00:01:00:01:29:¢c1:d7:73:00:00:5e:22:22:22 via VLAN0O10 not leased status=NoAddrsAvail

17.6 I\ v REELK

Log Cannot send packet6
Trap H U
EEE Error (3)
B DHCPv6 O —/\—=m /Ty R EXETELRVWCEZRLET,
Parameter | 7L
Version 1.01.01
PSR LEDHRE. FLEFEHRICEEDNRELTVWDAREENAHDXFI DT, LUTZHERLT
<FEEL,
 HEDRTEIRRE
- [BiR. BIUEHRR—OREFE
mEZE &N

ERRO(3) Cannot send packet6

17.7 DHCPv6 7O REH

Log

A problem was encountered with the process

Trap

AN
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17 DHCPv6 Server

BEEE Informational (6)

Bt DHCPV6 —/N\—TOE AN BETHD & &ERLET,

Parameter | ZL L

Version 1.01.01

X$ht clear ipv6 dhcp binding AV Y RZE{TUTEBESETILEE W,

mEZE VNl

INFO(6) A problem was encountered with the process
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18 ERPS

18 ERPS

18.1 ERPS EE&RA

Log Signal fail detected on node (MAC: <mac-address>, instance <erps-instance>)
Trap AN
EEE Warning (4)
B 120UV T /- R TCESEEEZRMLIECEZRLET,
Parameter | <mac-address>: ./ —RDYRXFTLAMACT KL X
<erps-instance>: /—RDA1 VAV R ID
Version 1.01.01
X3 ERPS UV T LDy b — U BEBRRIIIEEBICEENFKE LICAIREENH D XTI,
XY hI—UDREEEEIBSE TS0,
mlrE N

WARN (4) Signal fail detected on node (MAC: 00-40-66-A8-CC-36, instance 1)

18.2 ERPS EE&IH

Log Signal fail cleared on node (MAC: <mac-address>, instance <erps-instance>)
Trap VAa )
EEE Warning (4)
Bz 120UV T/ —ROESEENMEEESNICEZRULET,
Parameter | <mac-address>: /— kDI RXT LA MACT7 KL X
<erps-instance>: /—RDAYRXY VR ID
Version 1.01.01
X I &
02 &kmnp)

WARN (4) Signal fail cleared on node (MAC: 00-40-66-A8-CC-36, instance 1)

18.3 RPL A —F—DEHERA]

Log RPL owner conflict on the node (MAC: <mac-address>, instance <erps-
instance>)
Trap Vil
EEE Warning (4)
tEA YO RPLA—F—/—RTHIDO RPLA—F—/—RZEBRALICEZRULET,
Parameter | <mac-address>: /— kDI AT LA MACT7 KL X
<erps-instance>: /—RDA1YRXY VX ID
Version 1.01.01
PSR AEE., BLUR—YYITADEED ERPS BREZREL TS,
mEoE N/l
WARN (4) RPL owner conflicted on the node (MAC: 00-40-66-AC-2C-90, instance 1)
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19 Fan

19 Fan

19.1 7 7 VEER4LE

Log Unit <unit-id>, Fan module <fan-module-id> failed
Trap npFanFault

EEE Critical (2)

B J7VIZY RANERETHDEZRLETD,

AEOS-NP5000 Ver. 1.10.01 U ETI(E. UTDHBEBHENENEKT,
cEBBEFPOTFVIAZY hERELCES
 HBEEBRICHERED T 712y b FREFT77VI1Zy RRBADEE

Z7YAOY AT ETEHDHEE
Parameter | <unit-id>: /Rw 2 X ID
<fan-module-id>: 77>V ®DEa2—JL ID
Version 1.01.01. Trap (& 1.03.01
it show unit Y R, KU show environment I¥ > R TR EREZEZ. show
tech-support AV Y RTHREBRZEE L. RENGNET 7012y FORBET
BE<IEE L,
02 &kmnp)

CRIT(2) Unit 1, Fan module 1 failed

19.2 7 7 VEEEIH

Log Unit <unit-id>, Fan module <fan-module-id> back to normal

Trap npFanRecovery

BEEE Informational (6)

B2 771y hMEIRHLIECEZRLUES,
AEOS-NP5000 Ver. 1.10.01 L{ETIE. UTOHBEBHIEINET,

cEBBHEPIC. ZETFVAOY MIT 7Yy hEBALUEE

Parameter | <unit-id>: /Rw 2 X ID
<fan-module-id>: 77> ®DEYa1—JL ID

Version 1.01.01. Trap (£ 1.03.01

it &

mE7E N/l

INFO(6) Unit 1, Fan module 1 back to normal

193771y bDEA

Log Unit <unit-id>, Attached fan module <fan-module-id>
Trap npFanAttached

BEE Informational (6)

Bz KBICT 71y hHEBDRIFONCEZRLETD,
Parameter | <unit-id>: /Rwv 2 X ID
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19 Fan

<fan-module-id>: 77 >®DEYa2—JL ID

Version 1.01.01. Trap (£ 1.10.01
X3R5 RE
e ZR]

INFO(6) Unit 1, Attached fan module 4

19.4 771w hDIRE

Log Unit <unit-id>, Detached fan module <fan-module-id>
Trap npFanDetached
EEE Critical (2)
Bikz KBNS TI7VIAZy MOBIDASNZEZRUET,
Parameter | <unit-id>: Rw 2 X ID
<fan-module-id>: 77> ®DEYa1—JL ID
Version 1.01.01. Trap (& 1.70.01
S RE
02 &kmnp)

CRIT(2) Unit 1, Detached fan module 4

19.5 77231Z vy hOBRHFIAEAR—HDRA

Log Unit <unit-id>, Fan module <fan-module-id> detect abnormal <airflow-type>
airflow
Trap U
EEE Critical (2)
Bl 7Yy bOBRBERABA—BERM LI EZRLE T,
Parameter | <unit-id>: Rw o X ID
<fan-module-id>: 77> DEYa2—JLID
<airflow-type> : =&AL 7 71y bORFER AR
Version 1.01.01
S show unit A< R, &V show environment Y RTR A ZHEEE. show
tech-support ¥V Y RTREBHRZNEL. RENHNET 71y bORMRET
BRET</ZE L,
O J&mBl
CRIT(2) Unit 1, Fan module 4 detect abnormal intake airflow
CRIT(2) Unit 2, Fan module 3 detect abnormal exhaust airflow

19.6 77 >1= vy ORI T RAF—BEDEFH

Log Unit <unit-id>, Fan module <fan-module-id> airflow back to normal
Trap UL
BEE Informational (6)
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19 Fan

B 771y bORFEKABAR—BHIBELICCEZRLET,
Parameter | <unit-id>: /Rwv 2 X ID
<fan-module-id>: 77> DEJa2—JLID
Version 1.01.01
SR RE
mE7E VNl

INFO(6) Unit 1, Fan module 4 airflow back to normal

19.7 BR1IZ-Y bDT 7 VEERE

Log Unit <unit-id>, Power <power-id> fan failed

Trap VAl

EEE Critical (2)

B BRIZY DT 7UNEBTHDEZERULET,

Parameter | <unit-id>: Rw 2 X ID
<power-id>: BR1=v ~ ID

Version 1.01.01

it s show unit Y R, KU show environment I¥ > R TR ERETZEZ. show
tech-support ¥V Y RTREBHRZIEL. RENHNEERI=- Y hORWZE K
<IEEL,

02 &kmnp)

CRIT(2) Unit 1, Power 1 fan failed

19.8 BR1=-v b7 7 VEEEIR

Log Unit <unit-id>, Power <power-id> fan back to normal
Trap VAa )

BEEE Informational (6)

B2 BRIZYy DT 7VAMEHLIECEZRLED,
Parameter | <unit-id>: /Rw 2 X ID

<power-id>: BIRI1=v ~ ID

Version 1.01.01

X iy 03
02 &kmnp)

INFO(6) Unit 1, Power 1 fan back to normal

19.9 BR1Z v DRI EAR—EORA]

Log Unit <unit-id>, detecting abnormal air flow

Trap TU

BT Critical (2)

Bz BRIZY FORBERARAARA—HERM UL EZRLET,
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19 Fan

Parameter | <unit-id>:7/RvZ X ID
Version 1.01.01
XIS show unit Y Y R, KLU show environment AY Y RTRRAEEZRE. show
tech-support AV Y RTEEBERZEE L. RENSGNEERIZY bORBZECIR
S<IEE L,
e TN

CRIT(2) Unit 1, detecting abnormal air flow

19.10 BIR1= v ~ORBER T AAR—HDEH

Log Unit <unit-id>, abnormal air flow back to normal

Trap VAa )

BEEE Informational (6)

B! BRIZY FORERAMA—HNBELIcCEZRUET,
Parameter | <unit-id>: /Rwv 2 X ID

Version 1.01.01

XIS &
mEoF N

INFO(6) Unit 1, abnormal air flow back to normal
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20 771 RT I

20 7 71 AT A

20.1SD H—FDF7 V2 AKK

Log BERYYIORE
SD Card access failed
W X5y IR
Unit <unit-id>, SD Card access failed

Trap UL

EEE Error (3)

SER SDAXAEY—H—R\D7 IR CEKRLIECEZRLULED,

Parameter | <unit-id>: /Rw T X |D %X ¥ v U RKERKIZIERT

Version 1.08.01

XIS SDXEYU—H—RD LOCK AARESNTVWEWC E=FERD L. SDXEU—H—R
ZEUELT, OVY RZEBEITLTLIEEY, ZOREARAOINE NI BDIHEEIF.
SDXEYU—H—RERBELTLEEL,

mEZE VNl

ERRO(3) SD Card access failed
ERRO(3) Unit 1, SD Card access failed

202 A—HIWT SV aDT7 It AKK
Log BERY Y IORE
flash access failed
B X5y IR
Unit <unit-id>, flash access failed
Trap A
BEE Error (3)
B! A—HIT72v2aNDr7I7ERACKRBRLUIEZEZRLET,
Parameter | <unit-id>: R 7 R ID %X ¥ v I KERAKIFIERT
Version 1.08.01
PSR EBODIIYYVaXTY-—NIBELTVWDHEENSDET, HR— R MEBRBROETH
FEE<EEL,
02 &kmnp)

ERRO(3) flash access failed
ERRO(3) Unit 1, flash access failed
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21IPF 1 LUTy RTO— RFvr X b

21IPF4 LTy R7O—RFv¥ R b

Q1.1 BEYTRXY RETIPTsLITYy RT7O-RF v ARHEL—bH

Log |P Directed Broadcast packet rate is high on subnet (IP: <ip-address>)

Trap AN

BEEE Informational (6)

B IPTaLITy RTJO—-—RFvADL—bA HFEOT TRy b ET1#HHEIC 50/
Ty bhEBAIcCEERULET,

Parameter | <ip-address>:IP T« L7y RTO—RFv X DL IP 7 KL X

Version 1.01.01

X IPF« L7y RTO—-RF v ADEETHRNOAREL IPT LTy RT0O—
By A RNT Y hZXELTOWEWHERL TIZE LY,

O RRHA

INFO(6) IP Directed Broadcast packet rate is high on subnet (IP: 192.168.20.255)

212 IPTo L7y RTJO—-RF¥ XA HEL—F

Log IP Directed Broadcast rate is high

Trap H U

BEEE Informational (6)

B IPT4LITy RTJO—RFrIALDL—KA 1#EICT100 /W0y hZEBRX &
EmRLET,

Parameter | 7L

Version 1.01.01

Xt IPT«LYTy RTJO-RFv ANDEETHANOAERIPTAL YTy RT7O—
RFv ARy hZEEELTOVELWAMERL TSV,

02 &kmnp)

INFO(6) IP Directed Broadcast rate is high
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22 13TV kY-

22 13TV kY —

221 L3 TV MY —D/\y > aEE

Log L3 host <ip-address> could not be added to the cache table

Trap VAe )

EEE Warning (4)

Bz I3ZVRY—D/N\YVaBRTIY RN —BERTEBRNCEZRLED,

Parameter | <ip-address>: L3 TV hU—N/\v I aEBRTIY ) —F{HETELWIP ZRLX

Version 1.04.01

PSI RE

mErE &R

WARN (4) L3 host 192.0.2.100 could not be added to the cache table
WARN (4) L3 host 2001:db8::5 could not be added to the cache table
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23 LACP

23 LACP

231 R—bF¥RILOT7 VS
Log Link Aggregation Group <group-id> link up
Trap linkUp
BEE Warning (4)
B R=bFvRIVIIN—THNI o7y Tl &ZRLED,
Parameter | <group-id>: UV o7 v FUIR—bFv¥RILDITIL—TF 1D
Version 1.01.01
X RE
O &knpl

WARN (4) Link Aggregation Group 5 link up

232 IR— b FYRILDT TV
Log Link Aggregation Group <group-id> link down
Trap linkDown
BEEE Error (3)
B R=hFvRIVIN—=THNV o5V LIl &ZmRULET,
Parameter | <group-id>: Y50 LIciR—bF v RILOIIL—T 1D
Version 1.01.01
X BRWNERD Y OF TV THNIIHIGIEARETT,
LACP DWW ITNADIR— A Up THNIFBEFIRETI N Ry hT—THeR. &
I IMEEBICEENRELLARENSHD XTI, Xy hT—JDBEEZERSE T
=LY,
O &knpl
ERRO(3) Link Aggregation Group 5 link down

23.3 XV /)\—R— b DFr&

Log <ifname> attach to Link Aggregation Group <group-id>

Trap A

BEEE Notification (5)

B AV IN=IR—= hHR— b FrRIVITI—TICREBLIECEZRLET,
Parameter | <ifname>: /R— ~hF v RILICFAB T DR— DAV 5—-T -4

<group-id> : IR— b DFIBSER— b F v RILDJIL—TID

Version 1.01.01

X3 RE
O RRHA

NOTI(5) Port1/0/1 attach to Link Aggregation Group 5
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23 LACP

23.4 X )\—R— b DORERE

Log <ifname> detach from Link Aggregation Group <group-id>

Trap A

BEEE Error (3)

Btz AV IN=IR—= DR —= b FrRIVITIN—ThodlLicC&ZRmULET,

Parameter | <ifname> ! IR— b F v RILN OB T DIR— D1V 5 —T -4
<group-id> : IR— b Z&Mt 3 2/R— b F v RILDTIL—T 1D

Version 1.01.01

X$ht BN YO0V THENIEHIBIERETT,
LACP DfsDW\TNADR— A Up THNIFBERRETI N Ry hD—TUHgR. &
I IEEBCEENRELLTRENHDET, Xy hNT—JDBEEZEIRSE T
S

O RRHA

ERRO(3) Port1/0/1 detach from Link Aggregation Group 5

23.5 F— LACP ECTEEO T /)\1 ALEHZRH

Log LACP: LAG <group-id> detected multiple system-id on <ifname>
Trap H U
BEEE Error (3)
B E— LACP L CEHEOMEEBNMERSNIcCEZRLET,
CDIREEDRE L. lacp timeout FREN long FBE(T 7 AL N DIFEFH 30 W&
(2. short FREDHZEIFHN 1 W& ICAROATNHASNFITET,
Parameter | <group-id>: /R—cF¥RJLDIIL—TFID
<ifname>: R— DAYy —T T —R4
Version 1.01.01
PSR B—R—bF v RIVICEHROELZDZHNAEBNMERSN TS AREENH DD, XA
HEBEDERZEERL TIEE,
mEoF N
ERRO(3) LACP: LAG 5 detected multiple system-id on Port1/0/2

23.6 LACP 1 L7 J FREDA—E

Log LACP: LAG <group-id> detected timeout mismatch on <ifname>

Trap A

BEEE Error (3)

B BERBENMEKE T, LACPYT LAY I RRENELDCEERLETD,
C DIREEDRE L. lacp timeout FREN long FBE (T 7 AL M) DIFEIFH 30 W&
(2. short REDZEFHN 1 M &(CAROTAEDEIN®ITET,

Parameter | <group-id>: /R—cFvRILDTIL—T ID
<ifname> ! IR— kDA VF—-T 1 —R%
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23 LACP

Version 1.01.01

SIS BEBEXIITHMEED LACP YT AT IREREZREL T, LACP Y1 AT I NRE
TR TLSIEELY,

mErEGNl

ERRO(3) LACP: LAG 5 detected timeout mismatch on Port1/0/2

23.7 LACPDU ZE¥ 1 L7 &

Log LACP: LAG <group-id> LACPDU receive timer expired on <ifname>

Trap TU

BEE Error (3)

B LACP ¥4/ —hET LicC&ZERLUET,

Parameter | <group-id>: /R—cFvRILDTIL—T ID
<ifname>: R—bDAVH¥—T 1 —R%

Version 1.01.01

SV M=K UVIFOY LTVNDEE. JIBIEFRETT,
R=bNUYOT7yvTLTVWBDEE. BERLTVDIHNHEED/R— MA LACP /R— ~
THOWD B UL IIMEEBICEENFEELLIREENH D T, MREBEDR— &
E. BPLOEEBEREZRLTIZEL,

mErE SN

ERRO(3) LACP: LAG 5 LACPDU receive timer expired on Port1/0/2

23.8 SN ALYV IBREICKDI I VIRE

Log Link Aggregation Group <group-id>: <ifname> Shrink by less minimum link
port.

Trap L

EEE Warning (4)

Bz AITA4YvIE—ROR—=bFvRILICENT, 7y TRED XV /\—R— FEHFIE
Uy OBED VBB oIleth. "EINAV VY IBRIC KDY O VREE ([CEBEESN
fcl&EZRLET,

Parameter | <group-id>: /R—rF¥R)LDIIL—TFID
<ifname>: R— DA V¥ —T T —R%

Version 1.09.01

PSR BERMRRECKDEATHNEHBIFARETT, 22 THVEEIF. XY hD—T#
2. FRIMMCEBCESENRELLARENHDFT, RV NT—JDEEZEIESE
TLEEL,

02 &kmnp)

WARN (4) Link Aggregation Group 3 : Port1/0/1 Shrink by less minimum link port.

239 SN LYYV IRBBICE DT IV IRRBOREER

Log

Link Aggregation Group <group-id>: <ifname> Clear minimum link down
mode.
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23 LACP

Trap A
EEE Warning (4)
StER AITAVIE—RDIR—F v RIVICBEWT, 7Y TREICHDCENTEDAY

N=IR—= MO RIEY Y VB E[CHE S fcfesh. TEINRAY YV IBERICK DY IR
B MRS NIcCEZRLETD,

Parameter | <group-id>: /R—cFv¥RJLDIIL—TFID
<ifname> : R— DA VY —-T 1 —RA%

Version 1.09.01

45 I E

02 &bl

WARN (4) Link Aggregation Group 3 : Port1/0/1 Clear minimum link down mode.
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24 V0 T35y IRhILE

24 V075w TRA1E

24.1 YER— DYV I TS5y THRA

Log Port<port> linkflap detected

Trap npLinkFlapPreventionDetected

ETE Critical (2)

Bz YIER—hTUY OISy TE@ALIcCEZRLET,

Parameter | <port>: /R— h&ES (f : 1/0/49)

Version 1.09.01

PSIIw T=TIOEMIRED S SV Y —N\—-DBAREREZER L. RENGONZHERL
TLIEE L,
BHEEIRERTE (errdisable recovery cause linkflap-prevention Y > ) DF&(.
vy hF DY (err-disabled RREEICEFE) SNTHORE LKA RBIDE. B
ER— hORAEEFBEEICEIHESNE D,
vy hY DY (err-disabled KREEICERE) SN/YEBR— M EFHTEIBSEZHE
(¥, shutdown Y'Y RT—ERZELTH, 5. no shutdown IA¥ > R CTHAZEZMIRL
TLEEL,

O RRHA

CRIT(2) Port1/0/49 linkflap detected

242 MER— DYV I TS5y TRHILRRBOEENIEIR

Log Port<port>recovers from Link flap Prevention err-disabled state automatically
Trap npLinkFlapPreventionRecovered

EEE Warning (4)

Bl YO 72y TRHILEREICE > T vy YT (err-disabled KREEICERE) SN/ic¥

BR—hA, BEINICERLIECEZRLET,

Parameter | <port>: R— &S (fl : 1/0/49)

Version 1.09.01

PSI RE
mErE S

WARN (4) Port1/0/49 recovers from Link flap Prevention err-disabled state automatically

243 YMER— DYV I TS5y TRHILRRBOFEIEIR

Log Port<port> recovers from Link flap Prevention err-disabled state manually

Trap npLinkFlapPreventionRecovered

EEE Warning (4)

SieA YO 72y TRHIEEREICE > T vy YT (err-disabled KREEICERE) SN/c¥
BR—hD FETEBLIECEZRLED,

Parameter | <port>: /R—c&FS (# : 1/0/49)

Version 1.09.01
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24 V0 T35y IRhILE

ST RE

mEZE VNl

WARN (4) Port1/0/49 recovers from Link flap Prevention err-disabled state manually
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25 R—hUSFVEFV

25 R—hkUSFVHV

25.1 Secondary 7R— hA' Active RREICER

Log Redundant <group-id>: Active interface has been changed to secondary <port-
num>
Trap Vil
EEE Warning (4)
e FOTA4TR—bQ TSI —DotAhAVI - ED >l EERLETD,
Parameter | <group-id>: R—hUFVEFY ~TIL—TDIIL—T 1D
<port-num>: €AY Y'Y —R— bDR— h&HFS
Version 1.04.01
PSR FENEY Y OFOUN. EULLIEREZEENH > LHZEIF. NIBERETT,
R—=hUFVIY MEBEIC K DBEIFIREARETI N, Ry T —U#8RHDWVIHE
ERICEENREULCAREENDDET, Ry N IT—JDEEZEIRSE TS,
02 &kmnp)

WARN (4) Redundant 1: Active interface has been changed to secondary Port1/0/2

25.2 Primary 7R— k4% Active IR ICER

Log Redundant <group-id>: Active interface has been changed to primary <port-
num:>
Trap VAl
EEE Warning (4)
B! TOTATR=bDEAVIY-—DETSAVYI—ICYIDRES>TeC&EZRUET,
Parameter | <group-id>: /R—KUSVEF Y NTIL—TDI)I—TF 1D
<port-num>: 51X —R— hDR— h&ES
Version 1.04.01
XIS &
mErE &N
WARN (4) Redundant 1: Active interface has been changed to primary Port1/0/1

253 INTDAYN=R—=—kDYVIFTIY

Log Redundant <group-id>: All interfaces go down

Trap TU

EEE Warning (4)

B R—hUFT VI RDRAVN=IR=hH INRTUVITIY LIclEZRLET,

Parameter | <group-id>: R—hUFVEFY vTIL—TDIIL—T 1D

Version 1.04.01

XFIE Ry hD—OHED D VWIEERICEENRE LICAREDNSHDET, XY FT—0D
fEEEEIHSETIES L,
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25 R—hUSFVEFV

02 &bl

WARN (4) Redundant 1: All interfaces go down

254 R—bUS VIV RDFDB 75w a
Log Redundant: All FDB entries have been deleted by receiving FDB Flush frame
Trap A
EEE Warning (4)
B KBHNFDBI7Sv2aJL—LAZZEL. MACZ RLRAT—=TILOIRTOIY ~
V=07 LIl E%ZERLET,
Parameter | 7 0L
Version 1.04.01
XTIt RE
mloE N
WARN (4) Redundant: All FDB entries have been deleted by receiving FDB Flush frame
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26 LLDP

26 LLDP

26.1 LLDP-MED h/ROY—0DZEE

Log

LLDP-MED topology change detected on port <port-num>. (chassis id: <chassis-
type>, <chassis-id>, port id: <port-type>, <port-id>, device class: <device-class>)

Trap

(ldpXMedTopologyChangeDetected

EEE

Notification (5)

Bl

LLDP-MED MROY—DEENRA SN EZRLET,

Parameter

<port-num> : R— ~&HS

<chassis-type>: v —> IDYTH1 T
» chassisComponent (1)
« interfaceAlias (2)
« portComponent (3)
» macAddress (4)
 networkAddress (5)
« interfaceName (6)
« local (7)
<chassis-id>: >+ —2/ 1D
<port-type>: IR— K ID YT 51
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
- agentCircuitld (6)
* local (7)

<port-id>: /R—k ID
<device-class> : LLDP-MED &% 1~

Version

1.01.01

XIS

I E

02 &bl

NOTI(5) LLDP-MED Topology change detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100, port id:
MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class I11)

26.2 LLDP-MED ¥EBY 1 7OAR—3

Log Conflict LLDP-MED device type detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>, device class:
<device-class>)

Trap A

BEE Notification (5)

Bz LLDP-MED £EB% 1 TOR—BHIRA SN/ & ZRLE T,
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26 LLDP

Parameter

<port-num> : IR— b HF=

<chassis-type>: v —> IDY 751~
« chassisComponent (1)
« interfaceAlias (2)
« portComponent (3)
» macAddress (4)
» networkAddress (5)
« interfaceName (6)
* local (7)
<chassis-id>: >v¥—2/ 1D
<port-type>: ;IR—hk ID BT 51T
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
« agentCircuitld (6)
« local (7)

<port-id>: /R—k ID
<device-class> : LLDP-MED &% 1~

Version 1.01.01
P BEIESEED LLDP REZHEZR L TS L,
mEZE VNl

NOTI(5) Conflict LLDP-MED device type detected on port Port1/0/1. (chassis id: MAC Address, 00-40-66-AC-31-E9, port

id: Local, Port1/0/1, device class: Network Connectivity Device)

26.3 D x L LLDP-MED TLV v DA

Log Incompatible LLDP-MED TLV set detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>, device class:
<device-class>)

Trap A

BEEE Notification (5)

Bz @70 LLDP-MED TLV £y hAHIE N & ZRLE T,

Parameter | <port-num>: /Rh—r&ES

<chassis-type>: v —> IDYT51 T
» chassisComponent (1)
« interfaceAlias (2)
- portComponent (3)
» macAddress (4)
 networkAddress (5)
« interfaceName (6)
* local (7)
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26 LLDP

<chassis-id>: > v—> 1D

<port-type>: ;R— bk ID YT 51T
« interfaceAlias (1)
« portComponent (2)
» macAddress (3)
 networkAddress (4)
« interfaceName (5)
- agentCircuitld (6)

« local (7)
<port-id>: R— K ID
<device-class> : LLDP-MED B4 1
Version 1.01.01
PSR BEEERIED LLDP BREZHEZ L TIES L,
mEoE N/l

NOTI(5) Incompatible LLDP-MED TLV set detected on port Port1/0/1. (chassis id: Network Address, 192.0.2.100, port id:
MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class I11)

26.4 LLDP Bl v o 5O VRREICER

Log LLDP disabled port <port-num> by error

Trap A

BT Error (3)

B! ST DT T UBBEIC K > TR VO I VIREANBR LICEZRULET,
Parameter | <port-num>: /R—~&ES

Version 1.03.01

SIS BERBOBEICESENIFEELTVDIREENH D FT, X SFP/SFP+R— k.

PLURBREZHERL CBEREEZEIHSE TS,
O RRHA
ERRO(3) LLDP disabled port 1/0/3 by error

26.5 LLDP BE#UU Y O T IVREDDBY VI 7 v THRENEIH

Log LLDP reset port <port-num>

Trap L

EEE Notification (5)

Bz TV OTIOVREND ) VI T Yy TREANBR LI EZRLET,
Parameter | <port-num>: /R— h&HS

Version 1.03.01

Xt &
mErE N

NOTI(5) LLDP reset port 1/0/3
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27 )V—TH&H

27 JL— Al

271 —7&HA (R— hkR—XE—R)
Log <interface-id> loop occurred
Trap npLoopDetectionPortDetected
ETE Critical (2)
Bz AV —T 1 —ATI—TZRALIECEZERLET,
Parameter | <interface-id>: JL—7HRAENTVND 15 —T—XID
Version 1.01.01. Trap (£ 1.03.01
s9i5 RALIAYH—T =2 (R— b, R—hFrRIL) TRY RT—2)L—THFEEL
TWDAREEN S D ET, Ry hT—IANDEMROERLEEZER L. L—TDREZ
EOERNTLZE L,
HEEIHERE (errdisable recovery cause loop-detection Y R) DIFEIL.
vy YT (err-disabled RREEICEE) sNTHOLRELIRENMRBTDE, 1
VEH—7 1 —RAOMEFBENICEIRSINET,
vy b (err-disabled REEICEE) SNicA V5 —TJ 1 —XEFEHTEIHSE
2%a(d. shutdown AYY RT—ERAZELTH, S, no shutdown AY¥Y RTA1 YV
=T —ADRAEZMIRL T ZE L,
mEoE N/l

CRIT(2) Port1/0/2 loop occurred

27.2 )b— A (VLAN R—XE—R)
Log <interface-id> VLAN <vlan-id> loop occurred
Trap npLoopDetectionVlanDetected
- Critical (2)
B! AV —T T —ADRE VLAN TIL—TZEEAMLIcC & ZRUET,
Parameter | <interface-id>: JL—T7HRAENTND 15 —Tz—XID
<vlan-id> : JL—7HRMESN TS VLAN
Version 1.01.01. Trap (& 1.03.01
XIS BAILIEA VY =T —X (IR—b. IR—=bFvRIL) OFE VLAN TRY kD=7
W=TOHEELTVWDRAREMENH D F T, Ry NT— I NDEROERE E ZHER L.
IW—TDREAZWMOERNTLEE W,
HEEIRETE (errdisable recovery cause loop-detection IY Y R) DBEH(F. HWR
VLAN MEZERTREICEESNTH ORE LICRENMERT D& ERERRE
FEEBICEIBEINET,
EZEATREICEFEINITR VLAN ZFETEIHESE2HE1E. RT1TV Y —
7 £ —RA% shutdown IYY RT—ERZELTAH S, noshutdown ANXY FTT YV
Y- 1 —ADORABEZMRLTLIEET WV, WRA VY —T 1 —RE—EHET D25,
ZFDAVET—TT—ADINTD VLAN DBEFEICHET D EITERL TS,
mloE Nl

CRIT(2) Port1/0/4 VLAN 20 loop occurred

86/161




27 )V—TH&H

27.3 L—RADEE®EIA (R— hR—XE—R)
Log <interface-id> recovers from Loopback Detection err-disabled state
automatically
Trap npLoopDetectionPortRecovered
BEE Warning (4)
Bz AV =T —RATRALIIL—TH. BEMEIERTE (errdisable recovery cause
loop-detection ANX Y R) [CK>TEIALIZEZERLE T,
Parameter | <interface-id>:#&BL/&1 V¥ —7xz—XID
Version 1.04.01
paing BRHALIEA VY =T —R ((R—b, R=KEFv¥RI) TRY RNT—=TIL—TFTHEEL
TWEATBEMEN B D £, Ry NI —JHNDEEPERLEEEZEZ L. IL—TORAD
KO CWBHBIFBODBRVNTLEE L,
mErE TNl

WARN (4) Port1/0/2 recovers from Loopback Detection err-disabled state automatically

27.4 )—TRADFEEIRD (R— hAR—RE—R)

Log <interface-id> recovers from Loopback Detection err-disabled state manually
Trap npLoopDetectionPortRecovered

EEE Warning (4)

e AV =T T —RATRALII—T%Z, F8EIRAE (shutdown Y RTEAZEL.

no shutdown OY Y R CEAZERIR) CTEIBSE/I.CEZRLED,

Parameter | <interface-id>:EHL/1>5—7x—X ID

Version 1.04.01

XIS &
02 &kmnp)

WARN (4) Port1/0/2 recovers from Loopback Detection err-disabled state manually

27.5 L—TRAMDEEIEIA (VLAN R—XE—R)
Log <interface-id> VLAN <vlan-id> recovers from Loopback Detection err-disabled
state automatically
Trap npLoopDetectionVlanRecovered
EEE Warning (4)
e AV —7 T —RADFE VLAN TRELZ)L—TH. BEIEIHRE (errdisable
recovery cause loop-detection IAN¥YV R) [CK>TEIHL/C &ZRLET,
Parameter | <interface-id>:{&IHL/c1>%—7x—XID
<vlan-id>: {€IHL7z VLAN
Version 1.04.01
XSG BALIcA Yy =Tz —RX (IR—b, IR—bFvxRIL) OFE VLAN TRY kD=2

W—THFEELTWEAREDNSH D XTI, Ry bT—INOEROE R E ZHER L.
IW—TDRENE > TOBIHBAFED RV T EE L,
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27 )V—TH&H

02 &bl

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err-disabled state automatically

27.6 )V—TRADFEEIR (VLAN XR—XE—R)
Log <interface-id> VLAN <vlan-id> recovers from Loopback Detection err-disabled
state manually
Trap npLoopDetectionVlanRecovered
EEE Warning (4)
Bz AV =7 T —ADFE VLAN TRAILC)L—T%Z. FEEIRAE (shutdown O
>~ RTBEZEL. noshutdown O R THZEMBIR) TEIHS B/ EZRLETD,
Parameter | <interface-id>:#&HL/fcT1>5—-TJx—X ID
<vlan-id>: {€IH L7z VLAN
Version 1.04.01
X RE
mloE N

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err-disabled state manually

27.7 —TRADER (VLAN R—RXE—R)
Log Loop VLAN numbers overflow
Trap UL
BEEE Critical (2)
SRR =T 7= U7z VLAN 80Y)L— TR R A (EELSAETHRA 100 #) =i
RAlcCExERUET,
Parameter | 7L
Version 1.01.01
Xy I—T7Z= & U7z VLAN DY) — TR R R =B R IIRETIZ. TN E
=T =R TEE o ZFDI2H. IL—THRMOITHHEAETNTLEWN VLAN TH
XY RT=U ) —THEELTWBAREENH D ET, Ry NT—IRDEIR PR
EEEZ L. IL—TORERNIE S TOWDHBEFEDEBRNTLZE L,
mEZE TGNl

CRIT(2) Loop VLAN numbers overflow

27.8 L—TRHDER (R— kR-XE—FK) X[HOY

Log <interface-id> loop recovered

Trap npLoopDetectionPortRecovered

BT Warning (4)

Btz AV —Tx—ROI—THMEIRLIECEZRLET,

Parameter | <interface-id>:#&HLfcT1>Y5—TJxz—XID

Version 1.01.01. Trap (£ 1.03.01

BH. 1.04.01 LETEAROTIHAOSNEE A,
X BALIEA VY =Tz —X (R=h{ IR=bF¥ X)) TRY RT=TIL—THEEL
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27 )V—TH&H

TWEAIREMA S D £ T Ry T —IRNDORRPERLZEZHER L. IL—TDRAN
O TWBIHRIFED RN TS L,

mEZE VNl

WARN (4) Port1/0/2 loop recovered

27.9 L—RADEIR (VLAN R—RE—R) X[HOY

Log <interface-id> VLAN <vlan-id> loop recovered

Trap npLoopDetectionVlanRecovered

EEE Warning (4)

Bz AV =TT —ADFE VLAN TRALICIL—THEIBLIEC & ZERLETD,

Parameter | <interface-id>: EIHL/c1 V5 —T7xz—X ID
<vlan-id>: IH L7z VLAN

Version 1.01.01. Trap (& 1.03.01
BH. 1.04.01 UETEAOTIHEASNEE A,

XTI BAILIcA VY —T 2 —RX OR— b, IR—bFv¥XIL) OFE VLAN TRY hDT—2
W—THFEELTWCARENSH D XTI, Ry bT—INOEROE R E ZHER L.
IW—TDRENE > TOBIHBAFED RV T EE L,

mErE &N

WARN (4) Port1/0/4 VLAN 10 loop recovered
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28 XEU—IS—BEEH

28 XE—-ITS>—HE)EIH

28.1 SW-LSI DX EY—IS5—RAICEBIR— vy hT T UHEE

Log Detected system-abnormal (Unit <unit-id>, memory-error, action=shutdown)

Trap npSystemStatusFaultActionShutdownAll

BEE Emergency (0)

StER SW-LSI DXEY —IT5—ZRM LU TEIRTELWNERIC. INTOR— D EEMIC
vy hYIVENEZEZRULED,

Parameter | <unit-id>: /Rwv 2 X ID

Version 1.03.01. Trap (£ 1.04.01

X vy IOV ENCR—NZEIBT BICIE. clear memory-error ANXY R, £/l
no memory-error fault-action shutdown-all A¥ > RZFEALF T,
BH(E clear memory-error XY RICKDEIBZETUTCEERNBEHKIT 2EEV.
FEHLE CEERNERITDEEIE. SW-LSIODXEY —EEDFREENHDET,
HERME RS L,

a7 &R=A

EMER(0) Detected system-abnormal (Unit 1, memory-error, action=shutdown)

282 XEY—-IS>—HHEMH

Log Memory error of switch LS| was recovered automatically (Unit <unit-id>)

Trap npSystemStatusMemoryErrorAutoRecovery

EEE Warning (4)

B! XEY—I5—EEEIB#EEET SW-LSI XEY -0/ T+ —IT 5 —HBEEIEESNL

C&. FEFESW-LSI XEV—D ECCIZ—NEEFTESNcCEERUET,

Parameter | <unit-id>: /Rv 2 X ID

Version 1.03.01

XIS RE
mEZE &N

WARN (4) Memory error of switch LS| was recovered automatically (Unit 1)

28.3 SW-LSI /\—= Rz 75 —DRA

Log Hardware error was detected on switch LSI
Trap npSystemStatusLsiHardwareErrorDetected
5EE Alert (1)
A BLLIFDESE SW-LSI/N\N—=RIT 7T 5—HRAEND EBHANEEENET,
* SW-LSI DREIUXEY -8 T, XEU—IZ—DHRESLOEER7ZIa VD
10 BIM EEMEL T, BERNRMNTE D I2IHE,
« SW-LS| DEIBTREBZAEY —IT 5 —HIEHEINEES,
Parameter | ZL L
Version 1.03.01
XSG SW-LSI DX EY —EEDAREMNH D F T, BKEREZE CIRI<IEE L,
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28 XEU—IS—BEEH

02 &bl

ALER(1) Hardware error was detected on switch LSl

28.4 SW-LSI/\—RJxz7IT5—0DEIA

Log Hardware errors were fixed on switch LSl

Trap npSystemStatusLsiHardwareErrorFixed

EEE Notification (5)

B2 TSW-LSI DRIUXEY =BT, XEY—-I>—DORESLUEIRT2>avh 10
B EBEL T, EERNRNCIEO/IREE) T clear memory-error AV Y R Z2%EIT
L. XEU-IS—BEERKEZY X7 LIBEICEBHIANEESNET,
BH. TSW-LSI DEIRFELSAEY —I5—%EE L TVNDIRE, Tld. clear
memory-error XY RZRTLTEJY R T ENE A,

Parameter | 7L

Version 1.03.01

X3 RE

mErE N

NOTI(5) Hardware errors were fixed on switch LSI

28.5 SW-LSI XU F ¢ —IT5—0DKRA

Log Parity error was detected on Unit <unit-id>, <memory-name>, <index>

Trap npSystemStatusLsiParityErrorDetected

EEE Warning (4)

A SW-LSIXEYU—I5— (WU T 1 —I5—FLBFECCIS—) MRESNICEZER
LEI,

Parameter | <unit-id>:MRv 27X ID
<memory-name>: /N\UF 4 =I5 —MRESNIXE) —%
<index>: NUF 4 —Io—HRBREHEINIEAXEY—TVT VIR

Version 1.03.01

XTI XEY—-IS—HEEIREETEHERL TVWEWESE(E. SW-LSIOXEY—T/KY
TA—I5—HDEELTW\WDAREMENHD XTI, clear memory-error AN¥ Y R&EE1T
LTERNMEIBT 2N ESHCHERLLIZE W,
clear memory-error AN¥ Y RTERMEIBLIEEIE. ZOFRFMEL CTHEALE
&L\, EHE clear memory-error XY RICKDEIRZEITLUTCTEERNIBRIT 245
BlF. EEERE CERNMEIET DN ESHTHERIZE L,
KRERECHREERNBERITDEE(E. KERBZ CRI<IEEL,

mEoE N/l

WARN (4) Parity error was detected on Unit 1, EP_INITBUF_DBEf, 0

28.6 SW-LSI XU F+—T5—0DEIH

Log

Parity error on switch LS| was recovered
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28 XEU—IS—BEEH

Trap npSystemStatusLsiParityErrorFixed
BEE Notification (5)
B SW-LSI XEU—DNNUT 1« —IT5—HFEHTEREEINLCEZRLET,

Parameter | ZL L

Version 1.03.01

ST RE

mErE &N

NOTI(5) Parity error on switch LSI was recovered
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29 MMRP-Plus

29 MMRP-Plus

291 YV IR—bDUVITIY

Log MMRP-Plus ring <RINGID> <interface-id> goes DOWN status
Trap npMmrpPlusPortDown
BEEE Error (3)
Bz MMRP-Plus @) > J7R— b ' Down REEICEB LIC & ERLET,
Parameter | <RINGID>: MMRP-Plus DY > % ID
<interface-id> : MMRP-Plus ®'J Y IR~k (R— b, R—K~FvxIL)
Version 1.03.01. Trap (& 1.04.01
X3 STENAY Y I F I THNIIHIGIEARETT,
MMRP-Plus #8E(IC K DBEFPIREERETI N Ry T — T3R5 D LIIEEEEIC
EENRELULARRENSDET, Ry hI—JDEEZEIHSETI LS L,
O RRHA

ERRO(3) MMRP-Plus ring 1 Port 1/0/1 goes DOWN status

29.2 Uy JiR— A Listening REE(CER

Log MMRP-Plus ring <RINGID> <interface-id> goes LISTENING status
Trap npMmrpPlusPortListening
EEE Warning (4)
St MMRP-Plus @' > J7R— kA Listening JREEICBE LI-C & ZERLETD,
Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus ®J ¥ J7R—k ((R— bk, R—brFvR/L)
Version 1.03.01. Trap (& 1.04.01
X3RS MMRP-Plus EEDREEBB A HKAE LI EE, BERETAOIHNEAEINE T, O
INDORMIGEFFRETIN FIEROAOTANDMHZET > TS,
O &knpl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes LISTENING status

29.3 Listening REED Y 1 LT ™ k

Log MMRP-Plus ring <RINGID> <interface-id> Listening Time out

Trap npMmrpPlusPortListeningTimeout

EEE Warning (4)

Bz MMRP-Plus D) > FR— kA Listening REICEB L. URZVIZAI—DETIC
Bofcl&ERLET,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus ®J ¥ J7R—k ((R— bk, R—brFvR/L)

Version 1.03.01. Trap (& 1.04.01

XIS BENMRELL) VI ZERSELEECAOTNHASNIGEF. BEIEGFLT
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WBREEMEN DD ERT, UV ITDREBZRETEL TS L,

02 &bl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Listening Time out

29.4 U JR— b H Forwarding RREEICER

Log MMRP-Plus ring <RINGID> <interface-id> goes FORWARDING status

Trap npMmrpPlusPortForwarding

EEE Warning (4)

Bz MMRP-Plus @) > JR— k¥ Forwarding SREEICBRE LI & ERLET

Parameter | <RINGID>: MMRP-Plus ®J > %' ID
<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— cFv¥=xJL)

Version 1.03.01. Trap (& 1.04.01

X3 NRE—THROTHNEASNIEZRIF. XY hT— I8R5 2 VI EEEICEENFKE
U7crAIRElEN B D FF. Ry hT—UDREFEZEIRSETIZE L,
7O L7 TAROTHEASNIGEEF. WBARETT,

O RRHA

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FORWARDING status

29.5 U v JR— kAt Blocking REEICER

Log MMRP-Plus ring <RINGID> <interface-id> goes BLOCKING status
Trap npMmrpPlusPortBlocking

EEE Notification (5)

A MMRP-Plus ®'J > JR— kA Blocking REEICBB LI & &ERLETD,
Parameter | <RINGID>: MMRP-Plus ®J > %' ID

<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— cFv¥=xJL)

Version 1.03.01. Trap (& 1.04.01

S RE
mloE N

NOTI(5) MMRP-Plus ring 1 Port 1/0/1 goes BLOCKING status

29.6 U JR—hH FailureUp IREICEBR

Log MMRP-Plus ring <RINGID> <interface-id> goes FAILURE UP status
Trap npMmrpPlusPortDisable
BEE Warning (4)
Bz MMRP-Plus @) > JR— hh FailureUp REEICBRE LI & ZERLE D,
Parameter | <RINGID>: MMRP-Plus U > % ID
<interface-id>: MMRP-Plus ®J VI R— bk ((KR— bk, R—bF ¥ RIL)
Version 1.03.01. Trap (£ 1.04.01
X FailureUp REN S DYIDED FTEDREICL D UTOEEOIIGL TS IEE W,
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cHBYIDREDZREL TVWDHEIR. YIDERDIAY—RBERIC) Y IEIRLE
HREBENE I,

cFE}YOREDZHREL TVDHEE(F. clear mmrp-plus failure ring ANY Y Rz
ETL. UV IEIRMBZERBL T IEE L,

mEZE Nl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FAILURE UP status

29.7 Revertive ¥ 1 ¥ —i T [C & D Listening IRENER

Log MMRP-Plus ring <RINGID> <interface-id> Revertive Time out

Trap npMmrpPlusPortDisableTimeout

EEE Warning (4)

Bz MMRP-Plus @) > JR— kA FailureUp SREEICEFE L. Revertive ¥ 1Y —hH%i T
LicC&ZmRmLET,

Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus DY JR—k (R—b. R—K~FvRIL)

Version 1.03.01. Trap (£ 1.04.01

X I &

mEZE &N

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Revertive Time out

29.8 2TOF7 Y TUVIR—R NIV ITITY

Log MMRP-Plus ring <RINGID> All uplink port goes down
Trap npMmrpPlusAllUplinkDown
BEE Error (3)
tEA MMRP-Plus D) VI DTy FUVIR— NI VO TIY LIcC&ERLET,
Parameter | <RINGID> : MMRP-Plus ®'J > ID
Version 1.05.01
K MMRP-Plus HEEIC K > TBEZRR CES A VRREICE > TVWET,
DN RAY —EE. FREDHAL—TEEHNSGHA LGS
TV TIVVIRNDRS T v o(d, Yo7y TLTWBEBRICEFLTW
DIRRETY,
PBNARY—EEB, BLXUODMHAL —TEEOMEENOHALILES !
Ty TUVORIE DBENEEZ ICIRETT .
c\O=TL—LADKEMELESNREE LD MMRP-Plus #HEEIC X 2BEZE
R CE R WRETY,
WINDHBEE. 7Y TV VIR—RDYVITIVESE, £d7yTUVIR—b
([CEHRUICBERBDEEDIRMENHDET, CNODEEZEIHL TIEEL),
02 &kmnp)
ERRO(3) MMRP-Plus ring 5 All uplink port goes down
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29.9 MMRP-Plus IC&% FDB 72 v>a

Log MMRP-Plus ring <RINGID> FDB Flush

Trap npMmrpPlusFdbFlush

EERE Notification (5)

B MMRP-Plus [C&D FDB IV hYU—ASEESNCEZRLE T,

Parameter | <RINGID>: MMRP-Plus DY > % ID

Version 1.03.01. Trap (& 1.04.01

X MMRP-Plus #EEDRREBHEHHKE LI EE. BEREBTAOINEASINE T, RO
INDORIGEFRETIN FIEROOTANDMHZET D> TS,

mloE N

NOTI(5) MMRP-Plus ring 1 FDB Flush

29.10 7 F L AFBEIERHEER

Log MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated
Trap AN
EEE Notification (5)
B8 FDB 75w aA Ry hERHEL. MACT RLZADFEZFILET DRENEHI N
CE&ZERLET,
Parameter | <RINGID> : MMRP-Plus ®YU > % ID
Version 1.03.01
475 MMRP-Plus E5IC & DBISFAAARETE A R T — ISR 3 EX(C
ENRELCARENSHDET, Ry MU DEEZEIBS BT LT,
O &knpl
NOTI(5) MMRP-Plus ring 1 FDB Forwarding Timer Updated

29.11 Hello 7 L —LAXRZERA

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello down detect
MMRP-Plus ring <RINGID> Slave <interface-id> Hello down detect
Trap H U
EEE Warning (4)
B NAO—T L —LADRZEZRM UL EZRLEXT,
Parameter | <RINGID> : MMRP-Plus ®'J > ID
<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— ~Fv¥XxJL)
Version 1.03.01
XS &
mEoE N/l
WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello down detect
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello down detect
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29.12 Hello 7 L — ABZERA

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello detect
MMRP-Plus ring <RINGID> Slave <interface-id> Hello detect
Trap TU
BT Notification (5)
B NO—=TL—LDBREERMLILCEZRLEXT,
Parameter | <RINGID>: MMRP-Plus U > % ID
<interface-id>: MMRP-Plus ®'J Y J7R—k ((R— k. R—kFvR/)L)
Version 1.03.01
X RE
02 &bl

NOTI(5) MMRP-Plus ring 1 Master Port 1/0/1 Hello detect
NOTI(5) MMRP-Plus ring 1 Slave Port 1/0/2 Hello detect

29.13 Hello 7L —LREBEI1LTD bk

Log MMRP-Plus ring <RINGID> Master <interface-id> Hello Time out
MMRP-Plus ring <RINGID> Slave <interface-id> Hello Time out
Trap Vil
EEE Warning (4)
Bz NA—=T L —LDZEZA L7 D NREMEBLIECEZRLUED,
Parameter | <RINGID> : MMRP-Plus ®U > % ID
<interface-id> : MMRP-Plus ®U >V JR—k ((R— k. ;R— ~Fv¥xJL)
Version 1.03.01
X I MMRP-Plus #8E(C K DBETRERIRRETI N, Ry T — IR T I ERICES
NEELIH. BIBUIZARENHDFET, Ry T DREBZEERLTILEE L,
a7 &R=A

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello Time out
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello Time out

29.14 R— U RS —PEEEICKD YV IR—bDYRY— K

Log MMRP-Plus ring <RINGID> <interface-id> was restarted
Trap VAa )
EEE Warning (4)
Bz MR—KURS—REBEICED U Y I EBRIT LI EZRUET,
Parameter | <RINGID> : MMRP-Plus ®Y > % ID
<interface-id> : MMRP-Plus DU Y IR— bk (R— bk, R—K~F v =RIL)
Version 1.06.01
X I MMRP-Plus #8E(C K DBETREIRRETI N, Ry MU — IR T I EBOES

HFEELIH, BIRLUEARENSDERT ., Ry T —JDREBZRERL TS W,
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02 &bl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 was restarted
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30 OSPFv2

30.1 OSPFv2 %A1 /\—

REDEL

Log [VRF <name>] OSPF NFSM[<if-name>:<addr>-<router-id>]: Status change
<state> -> <state>(event <event>)
Trap TL
EEE Informational (6). &7zl Debugging (7)
Bz OSPF XA N—DRENEESN & ZRLET,
Parameter | [VRF <name>] : VRF 1> X ¥ >V X% XVRF KEAKFIZIERR
<if-name>: OSPF 1 V% —7 = — RAD&H
<ddr>: MYy —TJx—ADIP7 KL R
<router-id>: OSPF JL—% —ID
<state>: OSPF R /\—DiR%E
<event>: OSPF /XY k
Version 1.01.01
1.06.01 : VRF ERKD VRF 1 > X5 > X4 %3810
XIS AR h<event>DRABIC K DB EUATICRLUET,
« KilINbr : REBDA V5 —T 1 —RADJ Y IREBZEERL TLEESL,
« InactivityTimer : ZEE, BIXUNEEEDI VI —T 1 —ADU Y VIRE
ZIK KB ENMAEED OSPF. BKUTrYy—TJx—XDY JGL_EEE“Z)EQE%TJE
mlT<IEE,
-1 -WayReceived : WAZKBDA VY —T 1 —RDOYU VY IREBZERL TS
Lo
. BadLSReq SeqNumberMismatch : AFEEDREZHERL TS L,
LFERUADHZEEFRIGRETT,
a7 &R=A

INFO(6) OSPF NFSM[vlan10:192.168.10.252-1.1.1.1]: Status change Init -> 2-Way (event 2-WayReceived)
INFO(6) OSPF NFSM[vlan10:192.168.10.252-1.1.1.1]: Status change Loading -> Full(event LoadingDone)
INFO(6) OSPF NFSM[vlan10:192.168.10.252-1.1.1.1]: Status change Full -> Down (event Neighbor Down: Interface down

or detached)

INFO(6) OSPF NFSM[vlan10:192.168.10.252-1.1.1.1]: Status change Full -> Down (event InactivityTimer)
INFO(6) OSPF NFSM[VLINK:2.2.2.2]: Status change Loading -> Full(event LoadingDone)
INFO(6) OSPF NFSM[VLINK:2.2.2.2]: Status change Full -> Down (event Neighbor Down: Interface down or detached)

30.2 OSPFV2 1 5 —J x —RAREDE1L

Log [VRF <name>] OSPF IFSM[<if-name>:<addr>]: Status change <state> -> <state>
Trap A

BEE Informational (6)

A OSPF A Y5 —J 1 —RDREHNEESNEZRLET,

Parameter | [VRF <name>] : VRF /> X ¥ >V X% XVRF KEAKFIZIERTR

<if-name>: OSPF 1 V% —7J T —XAD%H(]
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AV —T I —RADIPF7RLRA
<state>: OSPF 1> & —7J 1 —XDIREE

<addr>

Version 1.01.01
1.06.01 : VRF fERRFD VRF 1V XY > A& 7B

X #F LW <state>H' Down DHFEIF. REBDA VY —T—ADJ VU IIREZHERL T
<7IZEV, ZNUADHZEIE. HIGARETT,

02 &kmnp)

INFO(6) OSPF IFSM[vlan10:192.168.10.252]: Status change Down -> Waiting
INFO(6) OSPF IFSM[vlan10:192.168.10.254]: Status change Waiting -> DROther
INFO(6) OSPF IFSM[vlan10:192.168.10.254]: Status change DROther -> Backup
INFO(6) OSPF IFSM[vlan10:192.168.10.252]: Status change Waiting -> DR
INFO(6) OSPF IFSM[vlan10:192.168.10.252]: Status change DR -> Down
INFO(6) OSPF IFSM[VLINK:2.2.2.2]: Status change Down -> Point-To-Point
INFO(6) OSPF IFSM[VLINK:2.2.2.2]: Status change Point-To-Point -> Down

30.3 OSPFv2 SPFEtE®D=ET

Log [VRF <name>] OSPF SPF: Calculation finished

Trap UL

BEEE Informational (6)

e OSPF @ SPF SHEMRT LIcC&ZERLET,

Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKIIIERR
Version 1.01.01

1.06.01 : VRF fERRFD VRF 1V XY > A& 7B
it &
mEZE N

INFO(6) OSPF SPF: Calculation finished

30.4 OSPFV2 ZE/N\TY bDF v IY LIS —

Log [VRF <name>] RECV [<type>]: From <router-id> via <if-name>:<addr>: OSPF
checksum error <valid-sum>/<invalid-sum>

Trap H U

EEE Warning (4)

B2 FryvIYABICERDNH D OSPF /XNy hEZELIECEZRLED,

Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KEAKIZIERR

<type>: OSPF /\Ty hDF 1T

<router-id>: OSPF JL—%—ID

<if-name>: OSPF 1 V& — 7 = — XD 4HI

<addr>: ZfE L7 OSPF /X hDZEETT IP 7 KL X
<valid-sum>: Z{E L7z OSPF /\7y RDBMWEF = v I LfE
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<invalid-sum> : {5 L7z OSPF /Xy RDEFNEF v I AME

Version 1.01.01

1.06.01 : VRF EAKFD VRF 1V X5 > X4 7B
Xt INTY hFv TF v —FTEE OSPFV2 )\Ty hZEHERLTEE L,
02 &kmnp)

WARN (4) RECV[Hello]: From 3.3.3.3 via vlan10:192.168.10.200: OSPF checksum error 0x5d47/0xaabb

30.5 OSPFV2 2/ Y FOREAEY 1 TA—H

Log [VRF <name>] RECV [<type>]: From <router-id> via <if-name>:<addr>:
Authentication type mismatch
Trap TU
EEE Warning (4)
Bz EEY A THIAR—2UE OSPF /Wy hZ2ZELICEZERLET,
Parameter | [VRF <name>] : VRF 1> X ¥ >V X% XVRF KEAKFIZIERR
<type>: OSPF /\7y hDF 1T
<router-id>: OSPF JL—%—ID
<if-name>: OSPF 1 V% —7 = — RAD&H
<addr> : Z{EL OSPF /XTw hDZEETT IP 7 RL X
Version 1.01.01
1.06.01 : VRF EAKFD VRF 1V X5 > X4 7% E0
XIS AEE, BLUNMPEED OSPF HBEEDRIEICE I DREZERL TIES L,
Ty hF v TF v —FTEE OSPFV2 /Wy R ZEHERL T IZE L,
mlrE Nl

WARN (4) RECV[Hello]: From 1.1.1.1 via vlan10:192.168.10.253: Authentication type mismatch

30.6 OSPFVv2 Z{F/\T vy hDRBEEL S —

Log [VRF <name>] RECV [<type>]: From <router-id> via <if-name>:<addr>:
Authentication error
Trap H U
EEE Warning (4)
B {5 L7 OSPF /N kD OSPF FRIEICKM LIz &ZERULET,
Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KEAKIZIERR
<type>: OSPF /\Ty hDF 1T
<router-id>: OSPF JL—%—ID
<if-name>: OSPF 1 V& — 7 = — AD4HE]
<addr>: ZfE L7 OSPF /T hDZEETT IP 7 KL X
Version 1.01.01

1.06.01 : VRF {ERK®D VRF 1 >V R&5 > X% %ZEh0
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X I

REE. BIUONMEED OSPF HEDRIEICHI DREZMBL T LS,
Ty hF v TF v —FTEE OSPFV2 /Wy R ZEHERL T IZE L,

02 &bl

WARN (4) RECV[Hello]: From 1.1.1.1 via vlan10:192.168.10.253: Authentication error

30.7 OSPFv2 2{F/\J v kD MD5 FBEET 5 —

Log [VRF <name>] RECV [<type>]: From <router-id> via <if-name>:<addr>: MD5
authentication error
Trap A
EEE Warning (4)
B2 Z{& L7 OSPF /X7 b MD5 BEECKK LI C & ZRULET,
Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KEAKFIZIERTR
<type>: OSPF /\7y hD&F 1T
<router-id>: OSPF JL—%—ID
<if-name>: OSPF 1 V¥ —7 T —ADEAH]
<addr> : UL/ OSPF /Xy RDXFETT IP 7 KL X
Version 1.01.01
1.06.01 : VRF KD VRF 1 >V X5 > R %7800
PRI YA VI —T T —RADE OSPF EEENENEL TLDEEED OSPF #BEDRIEA
P, MD5 1Y T AMF—N—BLTVWBIHERLTIEEL,
a7 &R=A

WARN (4) RECV[Hello]: From 1.1.1.1 via vlan10:192.168.10.253: MD5 authentication error

30.8 OSPFV2 T /\w 707 : 15 —TJ 1 —AREDE(L

Log [VRF <name>] OSPF-4-INTFSTATECHANGE: OSPF interface <if-name>
changed state to Up
[VRF <name>] OSPF-4-INTFSTATECHANGE: OSPF interface <if-name>
changed state to Down

Trap H U

BEEE Warning (4)

A AATET 7 AN MRETEHEASNEE A, debug ip ospf log IV KT OSPF &
AT LOTDT Ny I ZEAVICUIBRICHAEINET,
OSPFA V=T —RADJVIREBHIEBEEINLCEZRLET,

Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KEAKIZIERR
<if-name>: OSPF 1 V¥ —7 T — XD A

Version 1.01.01
1.06.01 : VRF ERKFD VRF 1 > X5 > X4 %3810

XSG FZUA VYT —ANBERETICY IV UIBEEEF. Ry 8T —TJRDEKR. HHiA

EEHER LU TREZIMOBRNTIZS W,
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mErE S

WARN (4) OSPF-4-INTFSTATECHANGE: OSPF interface vlan10 changed state to Up
WARN (4) OSPF-4-INTFSTATECHANGE: OSPF interface vlan10 changed state to Down

30,9 OSPFV2 F/\wJOY : 41V 5 —T 1 —ABREDEE

Log [VRF <name>] OSPF-6-INTFADMINCHANGE: OSPF protocol on interface <if-
name> changed state to Enabled
[VRF <name>] OSPF-6-INTFADMINCHANGE: OSPF protocol on interface <if-
name> changed state to Disabled

Trap A

BEE Informational (6)

At RATRET I AN NRETEEASNEE A, debug ip ospf log IVY > KT OSPF &
AT LATDTINY TEAVICUIBRICHAETNET,
A5 =T —2D OSPF O M JVRENEES NI EZRLET,

Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF KEBKIIIERR
<if-name>: OSPF 1> % —7 = —XD%HI

Version 1.01.01
1.06.01 : VRF EAKFD VRF 1V X5 > X4 7B

X RE

O &knpl

INFO(6) OSPF-6-INTFADMINCHANGE: OSPF protocol on interface loopback1 changed state to Enabled
INFO(6) OSPF-6-INTFADMINCHANGE: OSPF protocol on interface loopbackl changed state to Disabled

30.10 OSPFV2 F/\vJ 047 : TU7 ID DEHE

Log [VRF <name>] OSPF-6-INTFAREACHANGE: OSPF interface <if-name> changed
from area <area-id> to area <area-id>

Trap A

BEE Informational (6)

Bz AOTIET 7 4 MRETIEHASNEEA. debugip ospf log A¥ > KT OSPF &
AT LAATDTINY T ZAVICUIEBRICHASNE T,
AVE—Tz—ZADTVUTH, AT FPICEEENZEZRLET,

Parameter | [VRF <name>] : VRF 1 > X% > X% ¥ VRF KEBKIIIERR
<if-name>: OSPF 1 > ¥ —7J = —XD%HI
<area-id>: OSPF U ID

Version 1.01.01
1.06.01 : VRF fERRFD VRF 1V XY > A& 7B

XS &

02 &kmnp)

INFO(6) OSPF-6-INTFAREACHANGE: OSPF interface loopback1 changed from area 0.0.0.0 to area 0.0.0.30
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30.11 OSPFv2 F/\wv o007 : RA/)IN\—REBDZE{L (Full)

Log [VRF <name>] OSPF-5-NBRLOADINGTOFULL: OSPF nbr <nbr-id> on interface
<if-name> changed state from Loading to Full
Trap AN
BEEE Notification (5)
Bl AOJEFT 7 A MRETEHASNEEA. debugip ospflog A¥ > FT OSPF &
ATFLAATDTN\Yy T EAVICUIEHBRICHASNE D,
OSPF A1 /)X\—4REEA. Loading 'S FullCZEDH>7cC&ZRLET,
Parameter | [VRF <name>] : VRF 1> X ¥V X% XVRF KMEAKIZIERR
<nbr-id> : B&E)L—% —ID
<if-name>: OSPF 1 > % —7 = —XAD%Hl
Version 1.01.01
1.06.01 : VRF KD VRF 1 > X5 > R %7800
X iy 03
02 &kmnp)

NOTI(5) OSPF-5-NBRLOADINGTOFULL: OSPF nbr 1.1.1.1 on interface vlan10 changed state from Loading to Full

30.12 OSPFv2 F/\wJ O : X1 I\N\—REDZEIL (Down)

Log [VRF <name>] OSPF-5-NBRFULLTODOWN: OSPF nbr <nbr-id> on interface <if-
name> changed state from Full to Down

Trap VAa )

BEE Notification (5)

Bz AOTIET 7 A MRETIEHASESNEE A, debugip ospflog A¥ > KT OSPF &
AT LAATDT Ny JZAVICUIEBEICHASNEK T,
OSPF A /\—=4kREHA. Full iS5 Down [CEDH >/l &ZERLET,

Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF KEBKRIIIERR
<nbr-id>: )L —5 —ID
<if-name>: OSPF A >4 — 7 = — XD 4&H

Version 1.01.01
1.06.01 : VRF fERRFD VRF 1V XY > A&7 B0

it YA VY —T 2 —RATHRA/N—BERIVIMTES NN B D FT, Ry hT—UR
DECHR. B =R L TIZS L,

mEoE N/l

NOTI(5) OSPF-5-NBRFULLTODOWN: OSPF nbr 1.1.1.1 on interface vlan10 changed state from Full to Down

30.13 OSPFv2 7/\wv o047 : X214 )\—®0 dead timer 7T

Log [VRF <name>] OSPF-5-DTIMEXPIRED: OSPF nbr <nbr-id> on interface <if-
name> dead timer expired

Trap UL

EEE Notification (5)
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Bl AOJEFT 7)) MRETEEASNE R A, debugip ospflog AN KT OSPF &
AFLAOTDOTINy T =AY UIEBRICHASNE T,
OSPF XA /IN\—RREDT vV RV —HTUINcC&ZEZRULET,

Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KMEAKFIZIERR
<nbr-id>: B/ —5—ID
<if-name>: OSPF 1> % —7J = —XAD%Hi

Version 1.01.01
1.06.01 : VRF{ERRKED VRF 1>V XYV A& 7%=EM

PO RAN—BERIVTESNI-AEEN DD £, UZRT/N\—DRE. BXUORY NT—
IHNDEHR. FERAEZEERLTLIEE W,

mEZE VNl

NOTI(5) OSPF-5-DTIMEXPIRED: OSPF nbr 1.1.1.1 on interface vlan10 dead timer expired

30.14 OSPFv2 F/\wv o007 : IX\—=F ¥ )L >V I DREZEAL (Full)

Log [VRF <name>] OSPF-5-VNBRLOADINGTOFULL: OSPF nbr <nbr-id> on virtual
link changed state from Loading to Full
Trap VAa )
EEE Notification (5)
Bl AOJEFT 7 AL NMRETIIHAESNE B AL debugip ospflog ¥ KT OSPF &
AT LAATDTINY T ZAVICUIEBEICHASNE T,
OSPF {RI8=R1/\—4REEA'. Loading B Full CE D> &ZERLET,
Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF KEBKRIIIERR
<nbr-id>: )L —5 —ID
Version 1.01.01
1.06.01 : VRF KD VRF 1 > X5 > X% 800
S RE
mEZE Nl
NOTI(5) OSPF-5-VNBRLOADINGTOFULL: OSPF nbr 2.2.2.2 on virtual link changed state from Loading to Full

30.15 OSPFv2 F/\wv 07 : N—=F ¥ )LU > U DIREZE{L (Down)

Log [VRF <name>] OSPF-5-VNBRFULLTODOWN: OSPF nbr <nbr-id> on virtual link
changed state from Full to Down

Trap VAa )

EEE Notification (5)

Bz AOTIET 7 4 MRETIEHASESNEE AL debugip ospf log A¥ > KT OSPF &
AT LAATDT NNy JZAVICUIEBEICHASNE T,
OSPF {RABR1 /\—4REEN', Full »5 Down [CED>/cl&EZERLET,

Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF KEBKIIIERR
<nbr-id>: EEIL—5—ID

Version 1.01.01
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30 OSPFv2

1.06.01 : VRF {ERK®D VRF 1 >V &5 >V X% %ZEh0

X EERTMN—EDREY Y IHIMTSNICRIREMENH D £, & OSPF HBEENEIMEL
TWBIERBDREYVIDHRE. BXURY NT—IJADERK. EhidEzERLT<
ZE0

02 &bl

NOTI(5) OSPF-5-VNBRFULLTODOWN: OSPF nbr 2.2.2.2 on virtual link changed state from Full to Down

30.16 OSPFv2 7/\vJ0O%Y : )L—%—ID OEE

Log [VRF <name>] OSPF-4-RIDCHANGE: OSPF router ID changed to <router-id>
Trap VAe )
EEE Warning (4)
Bl AOJEFT 7 AL MRETIIHAESNE B AL debugip ospflog ¥ KT OSPF &
AT LAATDTINY T ZAVICUIEBRICHASNE T,
OSPFIL—4—ID A"EBEEN/cCE&ZRLET,
Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF REBKRIIIERR
<router-id>: OSPF JL—%—ID
Version 1.01.01
1.06.01 : VRF KD VRF 1 > X5 > X% 7800
X iy 03
AT &R~
WARN (4) OSPF-4-RIDCHANGE: OSPF router ID changed to 5.5.5.5

30.17 OSPFv2 7/\vZJ0O% : OSPFv2 REDEE

Log [VRF <name>] OSPF-6-STATECHANGE: OSPF state changed to Enabled
[VRF <name>] OSPF-6-STATECHANGE: OSPF state changed to Disabled

Trap H U

EEE Informational (6)

Bl AOJEFT 7 A MRETIEHASNE B A, debugip ospflog ¥ KT OSPF &
ATFLAATDTN\Y I &EAVICUIEHBRICHASNE D,
OSPFRRENEEEIN/ICEZRLET,

Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KEAKIZIERR

Version 1.01.01
1.06.01 : VRF KD VRF 1 > X5 > R %7800

it &

AT &R~
INFO(6) OSPF-6-STATECHANGE: OSPF state changed to Enabled
INFO(6) OSPF-6-STATECHANGE: OSPF state changed to Disabled
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31 OSPFv3

31 OSPFv3

31.1 OSPFv3 &A1 /\—

REDEL

Log OSPFv3 NFSM[<if-name>:<router-id>]: Status change <state> -> <state>(event
<event>)
Trap TL
BEE Informational (6). &7z(3 Debugging (7)
Bz OSPFV3 XA N—DRENEESN & ZRLET,
Parameter | <if-name>: OSPF 1 >4 —7J £ —ADEH]
<router-id>: OSPF JL—% —ID
<state>: OSPF X /\—DikEE
<event>: OSPF /XY k
Version 1.01.01
XIS AR b<event>RABICKDHBEUATICRUET,
« KilINbr : REBDA V5 —T 1 —ADJ Y IREBZEERL TES L,
« InactivityTimer : ZEE, BXUNEEEDI VI —T T —ADU Y VIRE
FERBEEHPEBED OSPF, B Vy—T—RADYVUICEAT 35 E%Eﬁﬁ
LTSS L,
+ 1-WayReceived : MAEBDT VY —T 1 —ADY YV IREBEERL TS
LYo
+ BadLSReq. SegNumberMismatch : XFZEBDREZRERL T EE L,
FERMNDBZBEEHIEAETT,
mEoE N/l

INFO(6) OSPFv3 NFSM[vlan10:1.1.1.1]: Status change Init -> 2-Way (event 2-WayReceived)
INFO(6) OSPFv3 NFSM[vlan10:1.1.1.1]: Status change Loading -> Full(event LoadingDone)
INFO(6) OSPFv3 NFSM[vlan10:1.1.1.1]: Status change Full -> Down (event KillNbr)

31.2 OSPFV3 15 —TJ 1 —ARRERDZE1L

Log OSPFv3 IFSM[<if-name>]: Status change <state> -> <state>

Trap Vil

BEEE Informational (6)

B OSPFV3 1 V5 —TJ 1 —ADREHAEEEINILCEERLET,

Parameter | <if-name>: OSPF 1> % —7J = —XD&HRE]
<state>: OSPF 1 & —7 = — ADIREE

Version 1.01.01

ESIT #F LW <state>H' Down DHFEIF. REBDI VY —T—RDJ VY IIREZHERL
<2V ZNUUADBZEIF. WIGARETT,
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31 OSPFv3

mErE S

INFO(6) OSPFv3 IFSM[vlan10]: Status change Down ->Waiting
INFO(6) OSPFv3 IFSM[vlan10]: Status change Waiting -> DROther
INFO(6) OSPFv3 IFSM[vlan10]: Status change DROther -> Backup
INFO(6) OSPFv3 IFSMIlvlan10]: Status change Waiting -> DR
INFO(6) OSPFv3 IFSM[vlan10]: Status change DR -> Down

31.3 OSPFV3 SPF &tEOD%ET

Log OSPFv3 SPF[<area-id>]: Calculation finished
Trap L

BEEE Informational (6)

e OSPFV3 O SPF EHEMR T LIcC & &ERL KR,
Parameter | <area-id>: OSPF U7 ID
Version 1.01.01

X iy 03

02 &kmnp)

INFO(6) OSPFv3 SPF[0.0.0.0]: Calculation finished
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32 PIM-SM

32 PIM-SM

32.1 PIM 82D R

Log PIM vif starts interface <if-name>

Trap AN

BEE Informational (6)

Bk P15 —T 1 —XTPIM-SM RSN & ZRLET,
Parameter | <if-name>: |P 1Y% —7 x—AD%HE]

Version 1.01.01

it i &

mE7E N/l

INFO(6) PIM vif starts interface vlan10

32.2 PIM XA /\—DRA]

Log Found PIM neighbor IP <ip-address> on interface <if-name>

Trap A

BEE Informational (6)

B! IPA>%—7 2 —RXTPIM-SMHARAN—ZRRB LI EZRLET,
Parameter | <ip-address>: XA /\—DIP 7KL X

<if-name>: IP > 4¥—7 = — ADEH]

Version 1.01.01

XIS &

029 &kmnp)

INFO(6) Found PIM neighbor IP 192.168.10.254 on interface vlan10

32.3 PIM %1 /\—DHIER

Log Delete PIM neighbor IP <ip-address> on interface <if-name>

Trap L

BEEE Informational (6)

B IPA>5 =T —XTPIM-SMHORA/N—ZHIBRLICEZRLULET,

Parameter | <ip-address>: R-1/\—D IP 7 KL X
<if-name>: IP 1Y% —7 1 —AD%HE]

Version 1.01.01

SV AEE, BPLUHEEBDTN VY —T 1 —ADY VY IIREEERL TLIEE L,
AEE, WAEKED PIM-SM, BXUAMVI—T—ADYVII(CEAT BEREERER
LTL7IEE W,

02 &kmnp)

INFO(6) Delete PIM neighbor IP 192.168.10.254 on interface vlan10
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33 IPv6 PIM-SM

33 IPv6 PIM-SM

33.1 IPv6 PIM #BEDFHR

Log PIMvé vif6 starts interface <if-name>

Trap AN

BEE Informational (6)

Bk IPv6 >4 —7 £ —XT PIM-SM ARSI/ & ZERLE T,
Parameter | <if-name>: |Pv6 1 V¥ —7 T —XADEHI

Version 1.01.01

it i &

mE7E N/l

INFO(6) PIMV6 vif6 starts interface vlan10

33.2 IPv6 PIM X1 /\—DKH]

Log Found PIMv6 neighbor IP <IPV6-ADDRESS> on interface <if-name>
Trap A

BEE Informational (6)

B! IPv6 15— 2 —XTPIM-SMHARAN—ZHKB LI EERLET,
Parameter | <|PV6-ADDRESS> : XA /X\—®D IPv6 77 RL X

<if-name>: IPv6 1 V& —7 = —XD%HI

Version 1.01.01

Xy &
mErE SN

INFO(6) Found PIMv6 neighbor IP fe80::240:66ff:fea8:cc36 on interface vlan10

33.3 IPv6 PIM &A1 /)\—DHIER

Log Delete PIMv6 neighbor IP <IPV6-ADDRESS> on interface <if-name>

Trap H U

BEEE Informational (6)

B! IPv6 >4 —7 £ —XT PIM-SM B RAN\—ZHIBRLcC & ZRLEFT,

Parameter | <IPV6-ADDRESS> : X1 /\—®D IPv6 7 KL X
<if-name>: IPv6 ¥ V& —7J T —ADEH]

Version 1.01.01

PSR AEE, BPLUHEEBDTN VY —T 1 —ADY VY IIREEERL TLIEE L,
AEE., WAEKED PIM-SM, XU VIY—Txz—ADYVIICEATIREZTHER
LTL7IEE W,

mErE N

INFO(6) Delete PIMv6 neighbor IP fe80::240:66ff:fea8:cc36 on interface vlan10
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34PDEZHVUVY

34PDEZ=HVVT

341 PD =% Y Y JHtA

Log <port> pd-monitoring [<mode>] start

Trap VAe )

BEE Informational (6)

Bk PDERZMRAMKLICEZERLET,

Parameter | <port>: /R— hHFS

<mode>: PD EZ¥ UV JDE—FK (ACL-mode. £ L <I[& ICMP-mode)

Version 1.06.01

TS RE
02 &kmnp)

INFO(6) 1/0/1 pd-monitoring [ACL-mode] start
INFO(6) 1/0/1 pd-monitoring [ICMP-mode] start

34.2 PD ¥ oA (ACLE—R)

Log <port> pd-monitoring [ACL-mode] [notify-only] detected pd-down, rule: <acl-
rule>
Trap L
EEE Warning (4)
B! ACLE—RTPDODFIVZERHLIECEZRLED,
Parameter | <port>: R— ~&ES
<acl-rule>: PD QY OV ERE UL T V2R A SDIL—ILERTE
Version 1.06.01
XIS OMRDRUENSNDIHZEE. PD HAEBREOIEENS DX T, BEICHLT
PD OREZERERL TIEE L,
O RRHA

WARN (4) 1/0/1 pd-monitoring [ACL-mode] [notify-only] detected pd-down, rule: permit host 192.0.2.100 any

34.3 PD ¥ oA (ICMP €—R)

Log <port> pd-monitoring [ICMP-mode] [notify-only] detected pd-down, IP: <ip-
address>

Trap H U

EEE Warning (4)

tEA ICMPE—RPD DY IV ZERH LI EERLETD,

Parameter | <port>: /R— hHFS
<ip-address>: ¥ UV ZERH LI PD D IP 7 RL X

Version 1.06.01

bST OO0 RLEAESNDIZEE. PD AEBREBOFREENSHDXT, BHEICIHLT
PD OREEZERERL T7ZS LY,
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34PDEZHVUVY

02 &bl

WARN (4) 1/0/1 pd-monitoring [ICMP-mode] [notify-only] detected pd-down, IP: 192.0.2.100
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35 Port

35 Port

35.1 A—Y—R—bDUYIT7vT

Log Port<port> link up, <nway>
Trap linkUp
EEE Warning (4)
B R=bWI Yo7y Tl EZRLETD,
Parameter | <port>: /R— h&S (6] :1/0/1)
<nway>: UVIREET 1LY IIXE—R
Version 1.01.01
X3 RE
O RRHA

WARN (4) Port1/0/1 link up, 1000Mbps FULL duplex

35.2 1—H—R—rDUVIF DY

Log Port<port> link down

Trap linkDown

BEEE Error (3)

B M= UV IOV LIl &ERUET,
Parameter | <port>: /R—~&ES (6 :1/0/1)

Version 1.01.01

Xt &
O RRHA

ERRO(3) Port1/0/1 link down

353V R—IAYBR=—bDIVIT7YT

Log Management port link up, <nway> Unit <unit-id>

Trap linkUp

EEE Warning (4)

Bz RR=—IRAYR=bPNIVIT7y FLieleERLET,
Ay IBEDGZE. WIHd DEE linkUp bS5 v FlE YRI—FKBOYR—I XY
RR—EDBEDHENENET,

Parameter | <nway>: UV IEREET 1L VI RE—R
<unit-id>: Ry I X 1D

Version 1.06.01

S RE

mErE N

WARN (4) Management port link up, 700Mbps FULL duplex Unit 1
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35 Port

35 RR—IAY RIR—bDUVITIY

Log Management port link down, Unit <unit-id>

Trap linkDown

BEE Error (3)

Bk 2 VR —=IXY MR=BEDPNUVIF I LIl EZERULET,
RYy IEBRDBE. WIiHd DIZE linkDown cZ vy FlF, YRY—EBOIYR—Y
XY RR=bDBEDHHENENET,

Parameter | <unit-id>: /Rwv 2 X ID

Version 1.06.01

X iy 03

02 &kmnp)

ERRO(3) Management port link down, Unit 1

35.5 SFP/SFP+/QSFP+ S>> —/)\—DEA

Log Unit <unit-id>, Port <port-num> <tr-type> has been inserted

Trap npSfpModuleAttached

BEEE Informational (6)

B! SFP/SFP+/R— T SFP/SFP+ RSV ¥ —\—MBAESNIC &, £l QSFP+HR—
ME QSFPHEZY Y —N—PEAESNZEZRLE T,

Parameter | <unit-id>: /Rv 2 X ID
<port-num>: ;R— K~ ID
<tr-type>: SV

Version 1.01.01. Trap (£ 1.08.01

Xt ApresiaNP ) — X THRYR— KK SFP SV —/\—EAKIL. 1000BASE_X
TOBBAOIHAEAESNET, ZNEIFHIIC TO00BASE_SX FR¥ T000BASE_LX &
TEEDHEAOATINEAENDCEEHDET,
hS> 2 —/\—[F ApresiaNP ) =X THR—ELTWD rS VY —/\—ZFERLT
<FTZEWe MIGhZY Y —/N\—FERIICDNTIF. BEEOEELFKEP. ApresiaNP
U= N=RII7RZaT7ID WSk Z V== BEZISRIES W,

mloE Nl

INFO(6) Unit 1, Port 49 H-SFP+AOCTM has been inserted

35.6 SFP/SFP+/QSFP+ S Yy —N\—0DikE

Log Unit <unit-id>, Port <port-num> transceiver has been removed

Trap npSfpModuleDetached

BEEE Informational (6)

Bz SFP/SFP+iR— hH'5 SFP/SFP+ SV —/)\—AED S N/cC &, F72lF QSFP+
R—EH5 QSFP+ SV Y —/\—HAEIDA SN EZRLET,

Parameter | <unit-id>: /Rv 2 X ID
<port-num>: 7R—k ID
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35 Port

Version 1.01.01. Trap (& 1.08.01
X RE
mEE sl

INFO(6) Unit 1, Port 49 transceiver has been removed

35.7 SFP/SFP+/QSFP+~ S>> —/\—D Tx fault R4

Log Unit <unit-id>, Port <port-num> Lane <lane> <tr-type> TX fault was asserted
Trap npSfpModuleTxFaultDetect
BT Error (3)
A SFP/SFP+/QSFP+h Sy —N\—DXERENRELCEERLET,
Parameter | <unit-id>: /Rv 2 X ID
<port-num>: ;R— K~ ID
Lane <lane>: QSFP+h T —/\—-DIHBEIC QSFP+DF v R )LZEFR XSFP/SFP+
NSV —N\—DHEIFIERT
<tr-type>: SFP/SFP+IR— hDFZHIC KTV Y —/\—5 A TZFKR ¥QSFP+R— KT
(FIEFRR
Version 1.01.01. Trap (& 1.08.01
1.08.01 : tr-type /NS X —% —7&3BH0
X35 oYY —N—BARKCAOIHERTHASNDCEAH D XITH. BEAKDHZSE
EBTEBEVWHRUARETY, FIC ZR-SFP+hZ > > —/)\— ER-SFP+hS VP —
N—DHREF. BARICEEXRTAROIHNEASNET,
ZNUADERTOVHREET DHEPL. IV Y—/N—FBAREEROINEHEND
BRE. hSYY—N—DOBENEESND/H. SFP/SFP+/QSFP+hS > —/(—
ERML TS IEE W,
RSV —N\—MEEISHERAITNHKET 255(F. KEAICHENHDCEE
EZZoNET, ZORIITR—MRISEOTTBHEGELES L,
mloE N

ERRO(3) Unit 1, Port 49 H-SFP+AOCTM TX fault was asserted
ERRO(3) Unit 1, Port 53 Lane 4 TX fault was asserted

35.8 UV o5V ESEORR

Log Port<port> link down ignore.
Trap npLinkignoreDown
EEE Warning (4)
Bt Uy 050V EREREZBMICLIR—hT. UV IO VDERI’RASNICE%E
RUET,
Parameter | <port>: /R— k&S (6] : 1/0/1)
Version 1.11.06
X RE
e ZR]

WARN (4) Port1/0/1 link down ignore.
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35 Port

359 UV o7y 7MEly 14N — DRk

Log Port<port> linkup-delay timer started.

Trap A

BEE Notification (5)

Bz Uo7y TG ZBMC UIcR— KT, UV o7y Tifly 14N —h RSNz

CE&ZERLET,

Parameter | <port>: /R—~&ES (6 :1/0/1)

Version 1.12.01

XSG &

O &kmnp)

NOTI(5) Port1/0/1 linkup-delay timer started.

3510 YV O 7y TGS AN —DiE T

Log Port<port> linkup-delay timer expired.
Trap L
EEE Notification (5)
BrkZ Uo7y TR E TN LIR— R T, YV o 7y THS A< —NET LI
EZERLET,
Parameter | <port>: /R— h&S (6] :1/0/1)
Version 1.12.01
X3RS RE
O RRHA

NOTI(5) Port1/0/1 linkup-delay timer expired.
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36 R—

hMeFaUTa—

36 R—htEF*xalUFTas—

36.1 IR— k CE DBRABHEIB ZRA

Log MAC address <mac-address> causes port security violation on Port<port>

Trap AN

EEE Warning (4)

Bz R—bhEFaUTr—#aET. R— FCt@wﬁﬁitI/FU—ﬁﬁﬁéﬂTMé%
BT, #FITE MAC T RL AW L DBEZRAM LA, R—hZTEDRAREZBBT D
TeHEBEJRSNLEH 2/ EZRLET,

BH, CoOJdEHALTHLH 1 2EE. FHel@BalceOdEFHASNEEA.

Parameter | <mac-address>: IR— T & DHRABEBB L CEFSNEN > MACT RLX
<port>: R—ht&FS (B :1/0/1)

Version 1.70.01

XFIE R— hCEDRABOFZEMBENRROEAREICEL TWEWNGEE, REEBZREL
TLEEW,

mloE N

WARN (4) MAC address 00-00-5E-00-53-AE causes port security violation on Port1/0/2

36.2 RIE2HDRKEGERZRA

Log Limit on system entry number has been exceeded

Trap VAl

EEE Warning (4)

Bikz R—bhEFa21UTr—HET. KELADRABMETIY M —DEFEINTLDIRE
T, #FTCE MAC T RLAD o DBEZRAMUICH. EEESHRORAMZEBET D7/
BEFRSNED > CEZRLET,

BHE. COAJZEALTHL—EIY M) —HEHERESBEDRAREEL D DR VVIREEIC
BBETE, FHCBBLTEOJIEHAESNEE Ao

Parameter | 7L

Version 1.10.01

IR KE2ARDORABOREENRROFERARECEL TWEWESIE. REBZRELT
<FEEL,

mEoE N/l

WARN (4) Limit on system entry number has been exceeded
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37 Power

37 Power

37.1 BERESHRE

Log Unit <unit-id>, Power <power-id> failed

Trap npPowerFault

EEE Critical (2)

Bz BRIZY MHEANZEEIELECEERLE T,

Parameter | <unit-id>:MRv 27X ID
<power-id>: BIR1=v ~ ID

Version 1.01.01. Trap (& 1.03.01

pSIIR show unit ¥ > R, KU show environment AY Y R TR EHERE. show
tech-support AV Y RTEEBERZEE L. RENSGNEERIZY bORBZCR
<IEEL,

mEoE N

CRIT(2) Unit 1, Power 1 failed

37.2 BIREEEIH

Log Unit <unit-id>, Power <power-id> back to normal
Trap npPowerRecovery

BEE Informational (6)

B BRIZY FOEANERICEBELECEZRLET,
Parameter | <unit-id>: /Rwv 2 X ID

<power-id>: BIRI1=v ~ ID

Version 1.01.01. Trap (& 1.03.01

XIS &
02 &kmnp)

INFO(6) Unit 1, Power 1 back to normal

37.3 BR1Zvy hDEA

Log Unit <unit-id>, Attached PSU to slot <slot-id>
Trap npPowerAttached

EEE Informational (6)

Bz KECERIZY bAEHRINCCEZRULET,
Parameter | <unit-id>: /Rwv 2 X ID

<slot-id>: BRI1=-v bDOXOY K~ ID

Version 1.01.01. Trap (£ 1.10.01

it RE
mE7E N/l

INFO(6) Unit 1, Attached PSU to slot 2
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37 Power

37.4 BR1Zv bDiRE

Log Unit <unit-id>, Detached PSU from slot <slot-id>
Trap npPowerDetached

EEE Critical (2)

Bz KBHNOBRIZY MABDASNIEEZRLET,

Parameter | <unit-id>:/Rwv 2 X ID
<slot-id>: BREIZ=Zwv b AOY k ID

Version 1.01.01. Trap (& 1.70.01

ST RE

mEZE VNl

CRIT(2) Unit 1, Detached PSU from slot 2

119/161



38 RIP

38 RIP

38.1 RIP ZEEEDHIER

Log [VRF <name>] RIP: IPv4 Route <network-addr>/<prefix-len> delete

Trap VAe )

BEE Informational (6)

Bk RIP THE LIREAEIBRENAC & ZRLET,

Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF KEBKIIIERR
<network-addr>: Xy b =207 kL X
<prefix-len>: 7L 7«1 v I AR

Version 1.01.01
1.06.01 : VRF KD VRF 1 >V XY > X% 7800

ISV AEE, BLUOHAKEDI VI —T—ADYU Y IREERZ L TZEL,
AEB, WAEEBD RIP, BRUOAVIY—T—RDYVIICETDIREZERL T
S0,

O &kmnp)

INFO(6) RIP: IPv4 Route 192.0.2.0/24 delete

38.2 RIP FBEEA L/\T Yy FDR(E
Log [VRF <name>] RECV[<if-name>]: Drop RIPv2 from <ip-address> (No auth in
packet)
Trap AN
BEEE Warning (4)
StER RIPV2 DN B EEN/TcA V5 —T = —RX T, RIPV2 /N0y MMIEREET + — LR
NEELLEVWC ENREREATRIPV2 /Wy hAMEEESNC & ZRUET,
Parameter | [VRF <name>] : VRF 1> X ¥V X% XVRF KMEAKFIZIERTR
<if-name>: A V% —7 1 —XD%HAEI
<ip-address> : Z{E L RIP /X7y hDZEET IP 7 KL R
Version 1.01.01
1.06.01 : VRF {EFKD VRF 1> RE5 >V A& %&Eh
Xy AEE., BLUNMAEKED RIP OREEICEAT 2R EZERL TZS L,
Ty hFv TF v —FTEERIPV2 NIy hZHER LTS,
O RRA

WARN (4) RECV[vlan10]: Drop RIPv2 from 192.168.10.253 (No auth in packet)

38.3 RIP Z{F/\7 vy FDREET S —

Log [VRF <name>] RECV[<if-name>]: Drop RIPv2 from <ip-address> (Simple auth
failed)
Trap TL
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BEEE Warning (4)
e RIPV2 SBEED/VR T — RICERD A B B7=sd. RIPV2 /Ty hHEES N/ EZERL
£9,
Parameter | [VRF <name>] : VRF 1> X ¥ >V X% XVRF KEAKFIZIERR
<if-name>: 4V ¥—7 T —XDEAH]
<ip-address> : Z{E L RIP /X7y hDZEET IP 7 KL R
Version 1.01.01
1.06.01 : VRF EARFD VRF 1> XY > A& 7B
XIS AEBE, PLUNMAEKED RIP OFRFECETREZHERL TIIEE W,
INTY hFv TF v —FTRERIPV2 /W0y hZEHERLTLEE L,
mE7E N/l

WARN (4) RECV[vlan10]: Drop RIPv2 from 192.168.10.253 (Simple auth failed)
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39 RIPng

39 RIPng

39.1 RIPNg F Y ¥ —T 1 — AREDEE

Log RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface <if-name> changed
state to enabled
RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface <if-name> changed
state to disabled

Trap L

BT Informational (6)

e MR VLAN V5 —T 2 —XIZHWLT. ipv6 rip enable ¥ > RT RIPng A" &R
KICFEYICHRESNIIEZTRULET,

Parameter | <if-name>: V¥ —7J 1 —RD%H]

Version 1.01.01

S E

O RRHA

INFO(6) RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface vlan10 changed state to enabled
INFO(6) RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface vlan10 changed state to disabled

39.2 RIPng RERDHIER

Log RIPng: IPv6 Route <network-addr>/<prefix-len> delete
Trap TL
BEEE Informational (6)
e RIPng THEE L7z IPv6 BEHBIFREN/cC & Z2RLET,
Parameter | <network-addr>: Ry kT =07 KL X
<prefix-len>: 7L 7«1 v I AR
Version 1.01.01
XFIE AEE, BLUNAEBDAN VY —T—ADY YV IREBEERL T IEE L,
AEE, WHAKED RIPNg. BLUAVYIY—Tz—ROUVIICEHT DREEHERL
T<7ZE W,
O RRA
INFO(6) RIPng: IPv6 Route 2001:DB8:10::/64 delete
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40 SNMP

40 SNMP

40.1 SNMP X a2 =7 r —ADFIEELK

Log SNMP request received from <ip-address> with invalid community string

Trap authenticationFailure

EEE Warning (4)

B SNMP &E3k&, #2171 —XFITRELIECEZRLET,

Parameter | <ip-address>: P 77 L X

Version 1.01.01

XIS <ip-address>HhEIETHDHBE. XY NI —IEBKBOREZEZR L. FIALTWV
5 SNMP D/X\—2 3V (CEUT, BRE (A2 71—, B/ RT—R
W—=TD7 X)) NELWHHERLTLIZE L,
<ip-address>NWARIETHDHBE. FEXT I ELADHEENSGDERT, Ry ~hT—7
EEERED IP7 RLAZEET D, £EFIBLTLD SNMP O/X—J 3 VICIHL
T, ERE (AZa=7 0 —4 FBRT—R IV—TOF7 U RH#E) ZEET D
CET, HBICNTDRELRT VL RAZEHSZENTEEXT,

mloE N

WARN (4) SNMP request received from 192.0.2.100 with invalid community string
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41 SSH

471 SSH

41.1 SSH Y —/)\—DBER /&3

Log SSH server is enabled
SSH server is disabled

Trap L

EEE Informational (6)

Bz SSH B —/N\—N"E%. Fr@BEMCEEINLCEZRLET,
Parameter | 7L

Version 1.01.01

XSG E
02 &kmnp)

INFO(6) SSH server is enabled
INFO(6) SSH server is disabled

41.2 SSH OJ1 >V EIh

Log [VRF <name>] Successful login through SSH (Username: <user-name>, |P:
<client-ip>)
Trap L
EEE Informational (6)
5t AAA BERENEZNRIZED. SSH TOOJA VICHH LIz &EZRLET . AAA #EEE
NEMFEZEDOTC VENIOJ(E AAAEZEZSRL TS,
Parameter | [VRF <name>] : VRF 1> X% > X% %VRF RERARIZIERT
<user-name>: 1—H—%
<client-ip>: 95147V D IP7 KL XA
Version 1.01.01
1.06.01 : VRF KD VRF 1 > X5 > X% 7800
IS RE
02 &kmnp)

INFO(6) Successful login through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Successful login through SSH (Username: example, |P: 2001:db8:10::100)

41.3 SSH OJA1 VR

Log [VRF <name>] Login failed through SSH (Username: <user-name>, |P: <client-
ip>)

Trap TL

EEE Warning (4)

A AAA BEENEZNITIBE D, SSH TOAT A VKU EZRULET . AAA i
NEWEHZEDOTA VRBOT(F AAAEZSRL TS,

Parameter | [VRF <name>] : VRF 1> X% > X% %VRF RERAKIZIERT
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41 SSH

<user-name>: 1—H'—%

<client-ip>: 92472V rDIP7 KL X

Version 1.01.01
1.06.01 : VRF fERRFD VRF 1V XY > A& 7B

PSR BE. Y —%&, NKRXT—RAELVWHEZRLTIZEL,
access-class AN Y RZzfERATDE. VA7V RDIP 7 RLRICKD 772 RHR
M E[RET T,

mE7E Nl

WARN (4) Login failed through SSH (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through SSH (Username: example, IP: 2001:db8:10::100)

41.4SSHOJ7J k

Log [VRF <name>] Logout through SSH (Username: <user-name>, |P: <client-ip>)
Trap TL
BEEE Informational (6)
Bz SSHEv>avhoOdr7ohLiclezarmLET,
Parameter | [VRF <name>] : VRF 1 > X% >V X% ¥ VRF KEBKIIIERR
<user-name>: 1—H—%
<client-ip>: 92472V ~rDIP7 KL X
Version 1.01.01
1.06.01 : VRF {£ERK®D VRF 1 > & >V X% %ZEh0
X3RS RE
O RRHA

INFO(6) Logout through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Logout through SSH (Username: example, IP: 2001:db8:10::100)

41.5SSHEY>avyy1 L7 Ik

Log [VRF <name>] SSH session timed out (Username: <user-name>, IP: <client-ip>)
Trap A
BEE Informational (6)
Bz SSHEwY>avhd1 A7 DL EZERLET,
Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF KEBKIIIERR
<user-name>: 1—H%—%
<client-ip>: 9247V D IP7 KL X
Version 1.09.01
X I &
mEZE &N
INFO(6) SSH session timed out (Username: example, IP: 192.0.2.100)
INFO(6) SSH session timed out (Username: example, IP: 2001:db8:10::100)
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42 R

42 A v

42,1 A5 Y I XV )\—DHD A H

Log Unit <unit-id>, MAC: <mac-address> Hot insertion
Trap npStackGenerallnsert
EEE Warning (4)
B! Ry b YY—2 3% RULET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 KL X
Version 1.01.01. Trap (& 1.03.01
K BEEMICT>TLWEWNSEEIE. UTZERER LTS W,
« T YT XV J\—DIREE
« AF Y IIR— kD> TIREE
a7 &R=A
WARN (4) Unit 3, MAC: 00-40-66-11-22-33 Hot insertion

42.2 AV I AV )\—DEDOAL

Log Unit <unit-id>, MAC: <mac-address> Hot removal
Trap npStackGeneralRemove
EEE Warning (4)
B! Ry bU L=/ LERULET,
Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: MAC 7 L X
Version 1.01.01. Trap (£ 1.03.01
PSR BERIMICIT> TLWEWEEIF. LUTZHERL TS L,
¢ AT W TRXV)\—DIKRE
« AF YU IR— kD> TIREE
02 &kmnp)
WARN (4) Unit 3, MAC: 00-40-66-11-22-33 Hot removal

423 AFv I ROV —DEE

Log Stacking topology is <stack-tp-type>. Master(Unit <unit-id>, MAC: <mac-
address>)

Trap npStackTopologyChangeChainToRing
npStackTopologyChangeRingToChain

EEE Warning (4)

A Ry MROY—-DEEZRLET,

Parameter | <stack-tp-type>:X%¥ v hROY—%1 7 (Ring, Chain)
<unit-id>: Ry 2 X 1D
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42 R

<mac-address>: MAC 7 KL X
Version 1.01.01. Trap (£ 1.03.01
PSR ENMIC MRAOY—ZZEELTOWEWSESF. UTEERLTIZE W,
¢ AT YT AV )\—DIKRE
« AF YU IR— kD) > JIRRE
02 &kmnp)

WARN (4) Stacking topology is Ring. Master (Unit 1, MAC: 00-40-66-AA-BB-CQ)
WARN (4) Stacking topology is Chain. Master (Unit 1, MAC: 00-40-66-AA-BB-CC)

424 )]\ DTV TIIRY —hHY AT —ICEE

Log Backup master changed to master. Master (Unit <unit-id>)

Trap npStackRoleChangeBackupToMaster

EEE Warning (4)

B N ITYIRRAI—HINRY—ICED >l &ZERUET,

Parameter | <unit-id>: /Rv 2 X ID

Version 1.01.01. Trap (£ 1.03.01

XA ERNGREBB THEWGSIE. UTZEERL TS,
s N RY—DIRRE
« ATV IR—bDYU Y IIREE

O RRHA

WARN (4) Backup master changed to master. Master (Unit: 2)

42.5 AL—T WMV Ry —I[CE®

Log Slave changed to master. Master (Unit <unit-id>)

Trap npStackRoleChangeSlaveToMaster

EEE Warning (4)

B AL—=THMNRI—[CED>/cl&ZRLET,

Parameter | <unit-id>: 7/Rwv 2 X ID

Version 1.01.01. Trap (£ 1.03.01

PSR EREREBZ THWERE. UTZER LTSV,
XN AY —DIRRE
« AF YU IR— kD> TIREE

02 &kmnp)

WARN (4) Slave changed to master. Master (Unit: 3)

42.6 Ny U R |D OHERA]

Log Hot insert failed, box ID conflict: Unit <unit-id>, conflict (MAC: <mac-address>
and MAC: <mac-address>)

Trap npStackGeneralFailure

EEE Critical (2)
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42 R

B My XD DA—HZRULET,

Parameter | <unit-id>: /Rwv 2 X ID
<mac-address>: EELTWVWDEED MAC 7 KL X

Version 1.01.01. Trap (£ 1.03.01

ESIn Ry U R ID ZBBEDHTICYDOEZ DN, Ry IX IDHAEELBVKSICHREL
T<IZEW,

02 &kmnp)

CRIT(2) Hot insert failed, box ID conflict: Unit 1 conflict (MAC: 00-40-66-B4-97-1F and MAC: 00-40-66-B4-96-B5)

42.7 AV IR—bkDOUVOTYVT

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link up, <nway>
Trap npStackPortLinkUp
EEE Warning (4)
A RYYIR—bNIVO7y Tl &ERLET,
Parameter | <unit-id>: /Rv 2 X ID
<mac-address>: MAC 7 kL X
<port-num> : ;R— K~ ID
<nway>: UV IDEMEREET 2 T7L v IR
Version 1.01.01. Trap (£ 1.06.01
XIS BRNGZUY 7y TTHEWNGEIF, UTEERL TS,
« AF W I AV IN\—DIKEE
« ATV IR—bDYU Y IREE
O RRHA
WARN (4) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 51 link up, 10Gbps FULL duplex

428 RV IR—bDIUVITIY

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link down
Trap npStackPortLinkDown
BEEE Error (3)
e ATV IR=b NIV IIT TV LIl EZRLET,
Parameter | <unit-id>: 7/Rwv 2 X ID
<mac-address>: MAC 7 kL X
<port-num> : ;R— K~ ID
Version 1.01.01. Trap (£ 1.06.01
PSR BRWERD Y OF IV THRWNESF. UTZHERL TS,
¢ AT YT A )\—DIKRE
« AFYIIR— kD> TIREE
02 &kmnp)
ERRO(3) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 51 link down
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42 R

429 RV IR—bD LSV —N\—DEA

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> <tr-type> has been
inserted

Trap TL

EEE Informational (6)

B AE v I R—=KCEE LT SFP/SFPHIR— KT SFP+E SV Y —/)N\—HpEASN/cC &
ERULET, Feld. XF Y IR—KIHRELIC QSFPHR— K QSFP+HRS Yy —
N—HEASNcCEZRLETD,

Parameter | <unit-id>: /Rv 2 X ID
<mac-address>: MAC 7 kL X
<port-num>: ;R— K~ ID
<tr-type>: S VI—/\—=5A7

Version 1.01.01

X3 RE

O RRA

INFO(6) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 51 H-SFP+AOCTM has been inserted

4210 R IIR—bD RSV 2Y—\—DKRE

Log Unit <unit-id>, MAC: <mac-address> Stackport <port-num> transceiver has been
removed

Trap VAl

BEE Informational (6)

A RYw IR— NIEEE Uz SFP/SFP+R— RAVS SFP+ RSV Y —/\—HAED A E N7
CEERULEYD, £l RV IR—KNIERE LR QSFP+HR— DS QSFP+RZ Y
V—\—pEBbAENCEZRLET,

Parameter | <unit-id>: 7Rw 2 X ID
<mac-address>: MAC 7 kL X
<port-num>: ;R— K~ ID

Version 1.01.01

XIS &

02 &kmnp)
INFO(6) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 51 transceiver has been removed

4211 Ry I/)\A—T L—LDREFEFA LTI b

Log Hello timeout occurs: Unit <unit-id> Stackport <port-num>
Trap TL

BEEE Error (3)

B NO—=TL—LDREZA LTI MEENMEBELICEZRLETD,
Parameter | <unit-id>: /Rv 2 X ID
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42 R

<port-num> : ;R— K~ ID

Version 1.04.01
OIS ATV IRV )IN—DIRREEZREZL T EELY,
mErEGNl

ERRO(3) Hello timeout occurs: Unit 1 Stackport 51

4212 ATV I AV E—IDEEFERK

Log Unit <unit-id> fails to send a stacking message. (Type: <msg-type>, Sub type:
<sub-type>)

Trap TL

BT Debugging (7)

B AV IAXyE—IDEEFICKB LI EZRLET,

Parameter | <unit-id>: 7/Rv 2 X ID
<msg-type>: A¥ YV IXwvE—I 5414
Sub type: <sub-type>: X& v I Xyt —IDYT YT XBTHA1 THEELEZL
HE (IR

Version 1.04.01

X3 COOJ(F. X—H—TORTZRBENIT B726HD Debugging LRXILDX Yy EZ—IT
Y. RERHK. BEMNBRY Y JREOEER. RIEERPICHENICHASIND
BRIENIGIETI,
AY Y IBERDEREN CPU SBREICH /B EICERAOTNEHSNDZ ENH
DERIH. ZORRICIE CPU SEFTREDRAZHEZEL TIES L,

mlrE Nl

DEBG(7) Unit 1 fails to send a stacking message. (Type: EVENT_SLOG, Sub type: 4)

42.13 BEEHR O RIS
Log Stacking starts to configure new units. Master (Unit <unit-id>, MAC: <mac-
address>)
Trap UL
EEE Warning (4)
Bz Ay I AV N\—ETOBRBERORPLENFHIAS NI EERLETD,
Parameter | <unit-id>: Y X&¥—DRv o X ID
<mac-address>: Y XY —D MAC 7 kL X
Version 1.04.01
X I &
mEoE N/l
WARN (4) Stacking starts to configure new units. Master (Unit 1, MAC: 00-40-66-AA-BB-CC)

4214 Frl=ix1=v MEA

Log

Stacking detects new units. (MAC: <mac-address>)
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42 R

Trap VAe )

EEE Warning (4)

Bz FLWRE Y IX Y N—Z @A LIl &EZaRLET,

Parameter | <mac-address>: FTL<EBMESNTRT Y I XV /)\—D MAC 7 KL R
Version 1.04.01

S RE
mE7E Nl

WARN (4) Stacking detects new units. (MAC: 00-40-66-11-22-33)

42.15 R v I KEIDEE

Log Stacking role changed to <role>. (MAC: <mac-address>)
Trap AN

EEE Warning (4)

B AE VI DERENEELIcCEZRLET,

Parameter | <role>: ZE#HDKE

<mac-address>: MAC 7 L X

Version 1.04.01

X RE
AJRRHGl

WARN (4) Stacking role changed to Master. (MAC: 00-40-66-11-22-33)
WARN (4) Stacking role changed to Backup master. (MAC: 00-40-66-11-22-33)
WARN (4) Stacking role changed to Slave. (MAC: 00-40-66-11-22-33)

42.16 BB BORBULETY I LTI b

Log Stacking configure stage timeout occured. Restart election.
Trap L
BEEE Error (3)
B AE YU DERIEROBILETSE M A7 I HEEL. XY v I DEEERIKE(IC
RO EZERULET,
Parameter | 7L
Version 1.04.01
PSR BRMERD Y OF IV TRWESF. UTZHERL TS,
« AT YT XV I\—DIREE
« AF v IR—bDYU Y TIREE
O &knpl
ERRO(3) Stacking configure stage timeout occured. Restart election.

4217 RV IR— hEEORAMEEBIBNS A

Log

Stacking detects abnormal link status and try to recover: Unit <unit-id>
Stackport <port-num>
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42 R

Trap VAe )
EEE Error (3)
B EREGVUVOREZERAMUIICH, BHLEISELTWSZEZERULETD,
Parameter | <unit-id>: /Rwv 2 X ID
<port-num>: 7R—k ID

Version 1.04.01
bR BT ZziER LTS,

¢ AT YT A )\—DIKRE

« AFYIIR— kD) > JIREE
02 &kmnp)

ERRO(3) Stacking detects abnormal link status and try to recover: Unit 1 Stackport 51

4218 AT Y I XV IN—ARREDKRA

Log Unit <unit-id>: Stacking health status goes unstable
Trap L
EEE Warning (4)
B! ATV IAYVNN—DIREHNLED ODRREICH I & ZRUET,
Parameter | <unit-id>: /Rwv 2 X ID
Version 1.10.02
ISV TR L TS,
« R W I A\~ DIREE
« AF Y IIR— kD> TIREE
mEoF N
WARN (4) Unit 3: Stacking health status goes unstable

4219 RV IAX Y NN—RLEDEIH

Log Unit <unit-id>: Stacking health status goes stable

Trap AN

BEE Notification (5)

B! ATV IAYNN—DIRENTRLENDREICH >/ EZRUET,
Parameter | <unit-id>: /Rwv 2 X ID

Version 1.10.02

XS &
mEoE N

NOTI(5) Unit 3: Stacking health status goes stable

4220 ) \O—T L —LZEI1 LTI MRAKGOT7Z O > a Y

Log Recovering from loss of stacking message: Unit <unit-id> Stackport <port-num>
Trials <number>
Trap AN
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42 R

BEE Error (3)
B INO—TL—ABEDZEYA LTI NIESEIREBENTONIECEERLET,
Parameter | <unit-id>:/RvZ X ID
<port-num> : 7;R—k ID
<number> : FfTEIE (B : 1st, 2nd)
Version 1.06.01
FSI AIYIR—EDRTI VY —/\—FI21-IELOT—TILOERIREEER L T
SV, ERICEENMEWCHEREHOSITAROINEZHT Bi5E8(F. bTVI—/\—F
J1-IELOT—TINEREL TS,
RSV —NN—FIa1-IELCT—TINKBEBEEIISHEEAOITNRET DHEIT.
EBRICHENHDCEEEZIONET, TORIE. BEBEORIEZ CREF<IZEE L,
e GNG

Recovering from loss of stacking message: Unit 1 Stackport 51 Trials 1st

4221 BIZB/N\N—I3 VDAY Y I XV )\—ZRA

Log OS version mismatch detected between slave (Unit <unit-id>) and master (Unit
<unit-id>)

Trap UL

EEE Warning (4)

B RV IAVNN—DN\N—=I 3V F v IIB=EET DHEEZTEMC L TLDIRRET.
BRZN\—=I3 VDRIV IR N—ERM LI EZRULET,

Parameter | <unit-id>: /Rwv 2 X ID

Version 1.11.01

SR RE

mE7E N/l

WARN (4) OS version mismatch detected between slave (Unit 3) and master (Unit 1)

42.22 R Y I XY N—ARREDRA X[HOY

Log Unit <unit-id>: Stacking health status goes Abnormal
Trap VAa )
BEE Error (3)
Bk ATV IAYVNN—DIREHNLED ODRREICH I & ZRUET,
Parameter | <unit-id>: /Rwv 2 X ID
Version 1.05.01
BmH. 1.10.02 UETEAROZFHASNE R Ao
ISV TR L TS,
« XTI X\~ DIREE
« AV IIR— kD> TIREE
mE7E N/l
ERRO(3) Unit 3: Stacking health status goes Abnormal
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42,23 R Y IAVN—AREDEIA XHOY

Log Unit <unit-id>: Stacking health status goes Normal

Trap A

BEEE Notification (5)

Bz A IRXVNN—DRENRLENOLEICHE /I EZERLETD,

Parameter | <unit-id>:/Rwv 2 X ID

Version 1.05.01
AH. 1.10.02 METIEROVGHEATNEE Ao

XIS RE

mEZE VNl

NOTI(5) Unit 3: Stacking health status goes Normal
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43 Storm Control

43 Storm Control

43.1 A h—LDRA

Log

Broadcast storm is occurring on <interface-id> (port-channel <group-id>)
Multicast storm is occurring on <interface-id> (port-channel <group-id>)
Unicast storm is occurring on <interface-id> (port-channel <group-id>)

npStormControlDetected

Critical (2)

Ah—LAZEBRAULIECEERLUET,
« Broadcast storm : 7O—RF v AR/ Y MZEKDAR—LA
* Multicast storm : ¥ILFF v AK/TY RMIEKDAM—A

s Unicast storm : Z=F v X ~/\T v ~ BBEEFEEFEH. HKXU Unknown 1=
FrAR) [CKBDRAB—L, 2L, 723 v(Cdrop HEULLIE none Z1EE
LB EIE. A ZF v AT Y MMIEKBDAM—LAD0OZIFHASNEH A

LEWMEZ kbps RclZ/N\—t Y T—ITRELIIHZEE. AOTFEASNEE A,

Parameter

<interface-id>: A —LNRELTWVNBT VY —T—XID

(port-channel <group-id>) : IR— b F ¥ XV TA =AY bO-IVZERE LGS
(C. AR—LDEELTVBAYN—R—DFABF v RILJIL—T D ZRR XYIE
R— b THRE LIBEFHERT

Version

1.01.01. Trap (X 1.08.01
1.03.03 : IR— b Fv¥ R TORX b=ATJY bAO—)LEYR— K

X I

BALIEA VY =T —ATRY D= )L—THEELT\DFIREENHD FT,
Ry b= AOEHRCERZEZHERAL. L—TOREZERDRVTZEE 0,

mEZE VNl

CRIT(2) Broadcast storm is occurring on Port1/0/1

CRIT(2) Multicast storm is occurring on Port1/0/1

CRIT(2) Unicast storm is occurring on Port1/0/1

CRIT(2) Broadcast storm is occurring on Port1/0/1 (port-channel 5)

43.2 A b—LDEIA

Log Broadcast storm is cleared on <interface-id> (port-channel <group-id>)
Multicast storm is cleared on <interface-id> (port-channel <group-id>)
Unicast storm is cleared on <interface-id> (port-channel <group-id>)

Trap npStormControlCleared

BEE Informational (6)

Bz Ab—=LMEIRLIEC EZRUET,

« Broadcast storm : 7O—RF ¥ XA~/ Y MTEKBAKR—A
« Multicast storm : ¥ILFF ¥ AR/\T Y MIKDRA =LA

s Unicast storm : Z=F v XA b/\T vy b~ BBEEFEEFEH. HKXU Unknown 1=
FYAR) [CKBDAR—L, 72U, 73T drop HULLIE none ZIEE
LeBElE. IZ2Fv AN Y MIELBDA M —L0O7FEASNE AN

LEWMEZE kbps Rcl3/N\—t Y T—ITRELIIHZEIE. AOTFEASNEE A,
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43 Storm Control

Parameter

<interface-id>: A h—ANEESN/A V5 —Tz—X D

(port-channel <group-id>) : R— b F v RV TR =AY FO—-LERELIHE
(C. AR=LNEIBULIEAVIN—R—OMEF v RILTIL—T ID ZRR XYER—
N CRE LB AIFFERR

Version 1.01.01. Trap (X 1.08.01

1.03.03 : IR—hFr¥ R TORX b=ATY bAO—)LEYR— K
XIS RE
mErE N

INFO(6) Broadcast storm is cleared on Port1/0/1

INFO(6) Multicast storm is cleared on Port1/0/1

INFO(6) Unicast storm is cleared on Port1/0/1

INFO(6) Broadcast storm is cleared on Port1/0/1 (port-channel 5)

433 A=A bO-NICKBDR—bvy ROV

Log

<interface-id> (port-channel <group-id>) is currently shut down due to the
Broadcast storm

<interface-id> (port-channel <group-id>) is currently shut down due to the
Multicast storm

<interface-id> (port-channel <group-id>) is currently shut down due to the
Unicast storm

npStormControlShutdown

Critical (2)

AVI—T T —APAR=ALICE2TI vy ¥ T (err-disabled JREEZEFE) TN
el &= RULED,

« Broadcast storm : 7O—RF v A~/ Y MMIEKBDAM—A

s Multicast storm : ¥ILFF v AK/\T Y MMIEKDA =LA

s Unicast storm : Z=F v XA ~/\T v b~ BBEEFEEFEH. HKXU Unknown 1=
FvYRAN) ICKDBDRN—LA

Parameter

<interface-id>: Ah—AICK2>2TYv v h¥ IV (err-disabled JREEICEFE) SNfc
A5 —TJx—XID

(port-channel <group-id>) : R— b F v RV TR =AY FO—-LERELIHE
(C. AR—=AILE>TY vy h¥ TV (err-disabled REEICERE) SN X > /\—R—
ROFIBF v RV IL—T ID ZRR XYIBR— b THRE LIHRFFRR

Version

1.01.01. Trap (X 1.08.01
1.03.03 : IR—hF ¥R TORX b=ATY bAO—)LEYR— K

X I

BRALICA VYT —RATRY RT =T )b—THHELTWDREEENH D £T,
Ry b —OAOEHRCERZEZHERAL. L—TOREZERDRVTZEE 0,

HENEIRETE (errdisable recovery cause storm-control AY¥ > R) DF&EIE. v v
K55 (err-disabled JREEICEE) SNTHHRELIEHENMRBETDE, 1TV 5 —
71— ADREIBEBNICEIHENE T,

vy hY DV (err-disabled JREEICERE) SNfcA vy —TJ 1 —A=FETEIASE
515513, shutdown AY Y RT—EBFAZELTHS. noshutdown ANV RTA YV
Y—J 1 —ADHAEBEEMRBRL T IEE L,
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43 Storm Control

02 &bl

CRIT(2) Port1/0/1 is currently shut down due to the Broadcast storm

CRIT(2) Port1/0/1 is currently shut down due to the Multicast storm

CRIT(2) Port1/0/1 is currently shut down due to the Unicast storm

CRIT(2) Port1/0/1 (port-channel 5) is currently shut down due to the Broadcast storm

434 A=A bO-NICKBZR—r2 vy MOV DOBEEEIH

Log <interface-id> (port-channel <group-id>) recovers from storm err-disabled state
automatically

Trap npStormControlShutdownAutoRecovered

BEE Warning (4)

SteA Abh=ALay rO-NMICEDY vy YT (err-disabled KRREICEE) snfc1 Y
Y—Tx—RN. BEWICEIBLIZZEZRLETD,

Parameter | <interface-id>:#&HL/fcT1>5—-TJx—X ID
(port-channel <group-id>) : IR— hF ¥RV TA =AY FO-ILZHRE LGS
(C. BHUIXYNN=R=bDOFAEF v RILIIL—T ID ZFRR XYER— S TREL
1B I3IERT

Version 1.08.01

XFIE BALICA VY =T —ATRY 8T =D )L—THFEEL TWICAREENH D £,
Ry hI = NDOREPERAEZER L. IL—TORENE > TLDIHEIFED R
TLEEW,

O RRHA

WARN (4) Port1/0/1 recovers from storm err-disabled state automatically
WARN (4) Port1/0/1 (port-channel 5) recovers from storm err-disabled state automatically

435 A=Ay btO-)ICKBR—bvy RO VDOFENIEIR

Log <interface-id> (port-channel <group-id>) recovers from storm err-disabled state
manually
Trap npStormControlShutdownManualRecovered
EEE Warning (4)
SteA Abh=ALaY rO-NMICEDY vy T (err-disabled KRREICEE) sV
Y—T1I—AN, FETERLILIEZRLED,
Parameter | <interface-id>:#&HL/fcT1>5—-TJx—X ID
(port-channel <group-id>) : R— b F v RV TR =AY FO—-ILEZRELIHBE
(C. BHUIXYNN—R=bDOFAEF v RILIIL—7 ID ZFRR XYER— S TREL
1o BIEIERT
Version 1.08.01
X3 RE
mloE N

WARN (4) Port1/0/1 recovers from storm err-disabled state manually

WARN (4) Port1/0/1 (port-channel 5) recovers from storm err-disabled state manually
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44 Z)XZv vy —=JOR3)

44 Z)\Z_> oY) —=7OK3l

441 ZNNZVTV) —BEEDBR) /&R

Log Spanning Tree Protocol is enabled
Spanning Tree Protocol is disabled

Trap L

BT Informational (6)

B ANZ2 YU =TJORIHER. KICFEBCEESNILCEERLET,
Parameter | &L

Version 1.01.01

SN RE
AJRRPGl

INFO(6) Spanning Tree Protocol is enabled
INFO(6) Spanning Tree Protocol is disabled

442 MROY—F VY

Log B STP/RSTP/MSTP E— R
Topology changed (Instance:<instance-id>, <interface-id>, MAC:<mac-
address>)
B RPVST+E— K
Topology changed (VLAN:<vlan-id>, <interface-id>, MAC:<mac-address>)
Trap topologyChange
EEE Warning (4)
B ANZ TV Y—=KSTP)D MROY—AELIcCEZRLET,
Parameter | <instance-id>: MSTP E— RICHIFD AV RY VX ID XAV RAIV X0 EFT 74
MY X& > ZRED CIST
<vlan-id>: R/ Z> WYY —=7FORJIHEMICE S TS VLAN ID
<interface-id>: MROY —EEBERERAE/(IRET 2/R— hES
<mac-address>: 77U v I D MACY RL X
Version 1.01.01
X EIHRRREEZRER L TS L,
O RRA

WARN (4) Topology changed (Instance:0, Port1/0/1, MAC:00-40-66-AA-BB-CQ)
WARN (4) Topology changed (Instance:1, Port1/0/1, MAC:00-40-66-AA-BB-CC)
WARN (4) Topology changed (VLAN:10, Port1/0/1, MAC:00-40-66-AA-BB-CC)

44.3 New Root 7V v

Log

B STP/RSTP E— kK
New Root bridge selected (MAC:<mac-address>, Priority:<priority>)

B MSTP E—FK
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44 Z)XZv vy —=JOR3)

CIST New Root bridge selected (MAC:<mac-address>, Priority:<priority>)
CIST Regional New Root bridge selected (MAC:<mac-address>,
Priority:<priority>)

MSTI Regional New Root bridge selected (Instance:<instance-id>, MAC:<mac-
address>, Priority:<priority>)

B RPVST+E—R

New Root bridge selected (VLAN:<vlan-id>, MAC:<mac-address>,
Priority:<priority>)

Trap newRoot

BEE Informational (6)

e iclCIL— TV IMBBHEN L EZRLET,

Parameter | <instance-id>: MSTP E— RIZHIFBDAIVRIV R ID XAV RIYV R0 (FTTAI
NV X5V AED CIST
<vlan-id>: R/XZy YU —=OR2IHE#MITHE>TWLWS VLAN ID
<mac-address>: 7w I D MACT7 RL X
<priority>: U w IBRE

Version 1.01.01

FST RE

AT &R~

INFO(6) New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST Region New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) MSTI Region New Root bridge selected (Instance:1, MAC:00-40-66-11-22-33, Priority:8193)
INFO(6) New Root bridge selected (VLAN:10, MAC:00-40-66-11-22-33, Priority:8202)

44.4 New Root 1R— <

Log B STP/RSTP/MSTP £— R
New root port selected (Instance:<instance-id>, <interface-id>)
B RPVST+E— R
New root port selected (VLAN:<vlan-id>, <interface-id>)
Trap UL
EEE Notification (5)
B2 FclC)b— bR— hhBHENALCEZRLE T,
Parameter | <instance-id>: MSTP E— RIZHIFBDATVRIV R ID XAV RIYV R0 (FT T4
NV AY 2 ZAED CIST
<vlan-id>: R/XZ YU =0 RILHAEICIE>TLWS VLAN ID
<interface-id>: hROY —ZEEBRERMNE/C(IZET DR— hES
Version 1.01.01
S RE
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44 Z)XZv vy —=JOR3)

mErE S

NOTI(5) New root port selected (Instance:0, Port1/0/2)
NOTI(5) New root port selected (Instance:1, Port1/0/2)
NOTI(5) New root port selected (VLAN:10, Port1/0/2)

44.5 ;IR— MREDER

Log W STP/RSTP/MSTP £— R
Spanning Tree port status change (Instance:<instance-id>, <interface-id>) <old-
status>-><new-status>
MW RPVST+E—R
Spanning Tree port status change (VLAN:<vlan-id>, <interface-id>) <old-
status>-><new-status>

Trap L

EEE Warning (4)

e A=Y 1) —(XSTP) DIR— MREEICEENREE LI EZRULET,

Parameter | <instance-id>: MSTP E—RICHIFBDAVAIVAID XAV RY VA 0IET T4
NV RXYVZAED CIST
<vlan-id>: Z/\Zv oYU —=OJ)LAERICHE > TS VLAN ID
<interface-id>: FROY —ZEFERZRMEZCIEZET DR— ~ES
<old-status> : ZHEIDR— MKAEE
<new-status> : ZEHDR— MNREE
¥7R— RIREE | Disable, Discarding, Learning, Forwarding

Version 1.01.01

XIS EIRRREZER L TEE L,

a7 &RRHA

WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Discarding->Learning
WARN (4) Spanning Tree port status change (Instance:0, Port1/0/1) Learning->Forwarding
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Discarding->Learning
WARN (4) Spanning Tree port status change (VLAN:10, Port1/0/1) Learning->Forwarding

44.6 IR— hREIDER

Log W STP/RSTP/MSTP £— I
Spanning Tree port role change (Instance:<instance-id>, <interface-id>) <old-
role>-><new-role>
B RPVST+E—
Spanning Tree port role change (VLAN:<vlan-id>, <interface-id>) <old-role>-
><new-role>

Trap AN

EEE Warning (4)

B A=Y TYV1)—(XSTP) DIR— hRENCEEANREE L/ CEZRLET,

Parameter | <instance-id>: MSTP £E— RICHBIFB2AVRIVXID XA VRAIVX0FT 7 A
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44 Z)XZv vy —=JOR3)

NV X5V ZED CIST

<vlan-id>: R/XZ> YU —=7ORJIHEMICIE S TS VLAN ID
<interface-id>: hROY —EEBFRERAEXEIRET 2/R— hES
<old-role> : ZERIDR— ~&E

<new-role> : ZEHDR— ~EE

¥7R— R 1&El : Disable, Alternate, Backup, Root, Designated, Master

Version 1.01.01
Xy EfRIRREZRER L T EE L,
mEZE VNl

WARN (4) Spanning Tree port role change (Instance:0, Port1/0/1) DisabledPort->DesignatedPort
WARN (4) Spanning Tree port role change (Instance:0, Port1/0/1) DesignatedPort->RootPort
WARN (4) Spanning Tree port role change (VLAN:10, Port1/0/1) DisabledPort->DesignatedPort
WARN (4) Spanning Tree port role change (VLAN:10, Port1/0/1) DesignatedPort->RootPort

44.7 ANV IV ) —FE—FDEE

Log Spanning Tree version change (new version:<new-version>)
Trap TU

BEEE Informational (6)

B ANRZy YU =7ORINDE- R EESNcCEERLET,
Parameter | <new-version>: EfTHROR/XZv IV —=FOKIL

Version 1.01.01

K RE
AJRRPGl

INFO(6) Spanning Tree version change (new version:STP compatible)

INFO(6) Spanning Tree version change (new version:RSTP)

INFO(6) Spanning Tree version change (new version:MSTP)

INFO(6) Spanning Tree version change (new version:RPVST+)

448 MSTP U—Y3v8, YVEIIVESDEE

Log B MSTPE—R
Spanning Tree MST configuration ID name and revision level change
(name:<name> revision level: <revision-level>)
Trap H U
BEEE Informational (6)
Bk MSTP OV 7«4 JT, U—=yavaEleEIya VNI EREENLCEZRULET,
Parameter | <name>: U —y 3%
<revision-level>: UEI 3> LN
Version 1.01.01
it &
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44 Z)XZv vy —=JOR3)

mErE S

INFO(6) Spanning Tree MST configuration ID name and revision level change (name:TEST revision level:1)

44.9 MSTP 1V A& > AM3ETN

Log B MSTP E—k

Spanning Tree instance created (Instance:<instance-id>)
Trap L
BEE Informational (6)
B MSTP 1 VY RF UV ZANEMENIcCEZERLET,
Parameter | <instance-id> ! BMEN/c MSTP 1Y XF VX ID
Version 1.01.01
PN RE
AJRRHGl

INFO(6) Spanning Tree instance created (Instance:2)

4410 MSTP 1>V A& > ZDHIR

Log B MSTP E—R
Spanning Tree instance deleted (Instance:<instance-id>)

Trap A

BEEE Informational (6)

B! MSTP A Y XFZ YV ANEIBREN/cCEZTRLET,

Parameter | <instance-id>: BlIfREMN7/c MSTP 1> X5 >V X ID

Version 1.01.01

X RE

O &knpl

INFO(6) Spanning Tree instance deleted (Instance:2)

4411 MSTP 12 A& > A®D VLAN &N

Log B MSTP E—FK
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> add vlan:<vlan-ids>)

Trap VAa )

BEE Informational (6)

B MSTP 1~ X% > R[Z VLAN Bl EN/fcC & ZERUEY,

Parameter | <instance-id>: MSTP A VXYV R ID XAV ARIVA0IETIAILMA VATV R
Ao CIST
<vlan-ids> : iEEpIE M7z VLAN ID

Version 1.01.01

it &
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44 Z)XZv vy —=JOR3)

02 &bl

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 add vlan:10)
INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 add vlan:21-25,29)

4412 MSTP 1> A& > XM VLAN HIx

Log B MSTPE—F
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> delete vlan:<vlan-ids>)
Trap H U
EEE Informational (6)
B MSTP 1V X% > RCBEMF o N/ VLAN AEIBRE N/ & Z2RULET,
Parameter | <instance-id>: MSTP A VXY VR IDXAVRAYVA0ET IAI MM VRIVR
F®d CIST
<vlan-ids> : HIfRE M7z VLAN ID
Version 1.01.01
XSG &
02 &kmnp)

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 delete vlan:10)
INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 delete vlan:21-25,29)

44,13 RPVST+%ZfERAT %S VLAN DiENN

Log B RPVST+E—F
Spanning Tree VLAN created (VLAN:<vlan-id>)

Trap L

EEE Informational (6)

S50 RPVST+E(EM T2 VLAN MBME N & RLET,
Parameter | <vlan-id>: EflSt7z VLAN ID

Version 1.01.01

X iy 03
mErE N

INFO(6) Spanning Tree VLAN created (VLAN:20)

44,14 RPVST+%fEFAT 2 VLAN DHIER

Log MW RPVST+E—R
Spanning Tree VLAN deleted (VLAN:<vlan-id>)
Trap VAa )
BEEE Informational (6)
tER RPVST+Z{EHYT 2 VLAN HBlfReNzC & ZRLEF T,
Parameter | <vlan-id> : HlIfRE 7z VLAN ID
Version 1.01.01
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44 Z)XZv vy —=JOR3)

X I

RE

mEZE VNl

INFO(6) Spanning Tree VLAN deleted (VLAN:20)

4415 — b H—RIC KB E®

Log MW STP/RSTP/MSTP £— R
Spanning Tree port role change (Instance:<instance-id>, <interface-id>) to
alternate port due to the guard root
B RPVST+E— b
Spanning Tree port role change (VLAN:<vlan-id>, <interface-id>) to alternate
port due to the guard root

Trap AN

BEE Informational (6)

SieA I—bhAH=RIZKD, R—~EEIA alternate (CEFEN&ZRLET,

Parameter | <instance-id>: MSTP E— RICHIFB2AVRY VX ID XA VATV X0 EFT T4
bV X5VARAD CIST
<vlan-id>: A= YU =70~ J)LAERICIE > TS VLAN ID
<interface-id>: ARV hZ®RA Lo R— hES

Version 1.01.01

X3R5 RE

02 &bl

INFO(6) Spanning Tree port role change (Instance:0, Port1/0/1) to alternate port due to the guard root
INFO(6) Spanning Tree port role change (Instance:2, Port1/0/1) to alternate port due to the guard root
INFO(6) Spanning Tree port role change (VLAN:20, Port1/0/1) to alternate port due to the guard root

44.16 N1IE BPDU OX{E

Log Invalid BPDU received on <interface-id>

Trap UL

EEE Warning (4)

B2 |75 BPDU ZRfE L& &ERULET,

Parameter | <interface-id>: /Y hERFMLIER— hES

Version 1.01.01

IR AEE, BIUBEEBEDR/INZ VIV —([CEATRIREERZLTEEL,

Ty hFv TF v —FTH(E BPDU ZHERL T ZE L,

AT &R~

WARN (4) Invalid BPDU received on Port1/0/1
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45 2 AT L

45.1 ZRELE

Log W3ERY Y IEE
System started up
B X5y I
Unit <unit-id>, System started up
Trap A
EEE Critical (2)
B KBENEE. FEBEELIEZERLET,
Parameter | <unit-id>: R 7R ID ¥ X¥ v I KERAKIFIERT
Version 1.04.01
Xt &
mEZE &N

CRIT(2) System started up
CRIT(2) Unit 1, System started up

45.2 94— LAY — K (CONSOLE)

Log HERY Y IOKRE
System warm start (CONSOLE)
B X5y IER
Unit <unit-id>, System warm start (CONSOLE)
Trap warmStart
EEE Critical (2)
B VY —)LZN LR Y RRECKDEBHBE LIt & ZRLE T,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKERRKFIZIERR
Version 1.04.01
it &
02 &kmnp)

CRIT(2) System warm start (CONSOLE)
CRIT(2) Unit 1, System warm start (CONSOLE)

45.3 DA —LRY— K (TELNET)

Log W3EXSY Y OEE
System warm start (TELNET)
B X5 v IEH
Unit <unit-id>, System warm start (TELNET)
Trap warmStart
BEE Critical (2)
Bz Telnet ZN L7V Y RBREICKDEBNBEBLICCEZRLET,
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45 VA7 A

Parameter | <unit-id>: R 7R ID %X ¥ v I KERAKIFIERT
Version 1.04.01

XS &
mErE N

CRIT(2) System warm start (TELNET)
CRIT(2) Unit 1, System warm start (TELNET)

45.4 DA — LAY — k(SSH)

Log BERYYIORE
System warm start (SSH)
B X5y IER
Unit <unit-id>, System warm start (SSH)
Trap warmStart
EEE Critical (2)
5t SSHZNMULINY RRMECKDEENBEFH LI EZRLET,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKERRKFIZIERR
Version 1.04.01
it RE
mE7E N/l

CRIT(2) System warm start (SSH)
CRIT(2) Unit 1, System warm start (SSH)

45.5 DA — L XY — kK (SNMP)

Log HERY Y IOKRE
System warm start (SNMP)
B X5y IR
Unit <unit-id>, System warm start (SNMP)
Trap warmStart
EEE Critical (2)
A probeResetControl # 73 =& k7% warmBoot (2) [CERET D SNMP #BE[C K D%
BErBEEH LI EERLET,
Parameter | <unit-id>: R IR ID %X v I KERAKIFIERT
Version 1.04.01
IS RE
mE7E N/l

CRIT(2) System warm start (SNMP)
CRIT(2) Unit 1, System warm start (SNMP)

45.6 DA —L XY — K~ (REBOOT TIME)

Log

BIERY v IRE
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System warm start (REBOOT TIME)

B 25 I
Unit <unit-id>, System warm start (REBOOT TIME)

Trap warmStart

BEE Critical (2)

e BEBESCLDEBENBESLICEERLET,

Parameter | <unit-id>: /R 7 X ID ¥ X v U RERAFFIEIERT

Version 1.10.01

Xy &

O RRHA

CRIT(2) System warm start (REBOOT TIME)
CRIT(2) Unit 1, System warm start (REBOOT TIME)

45.7 A—JVLRR&—k

Log WEXY Y IEE
System cold start
B X5y IR
Unit <unit-id>, System cold start
Trap coldStart
EEE Critical (2)
e BIREHEORRICEDEBEN RS L EZRLE T,
Parameter | <unit-id>: /Rw I X ID ¥ RX¥ v U RKERRKFIIIERR
Version 1.03.01
XIS &
mEoF N

CRIT(2) System cold start
CRIT(2) Unit 1, System cold start

45.8 1—JL KXY — kK (SNMP)

Log System cold start (SNMP)
Trap U %SNMP ([C&20—)L R RS — hRIEK (S, BRIBRINIBESND /oo, EE
®ICKS Y THATRH
EEE Critical (2)
Bk probeResetControl #7'2) =¥ k7% coldBoot (3) [CERET D SNMP BEICKDEE
HBESHLECEZERLET,
Parameter | 75 L
Version 1.04.01
X I RE
A7 &R HBl

CRIT(2) System cold start (SNMP)
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45 VA7 A

45.9 CPU BINC K S HBEEE
Log WEXY Y OEE
System re-start reason: CPU Exception
B X5y UK
Unit <unit-id>, System re-start reason: CPU Exception
Trap warmStart
BEE Emergency (0)
B CPU PN ERIM LTl th. BEEET o>/ EZERLET,

Parameter | <unit-id>: Ry Z X ID ¥ X% v I RERAKIIIEERT

Version 1.03.01

X LUToOJ=BRE 0. YR— bRISEROFX TEM<IEE L,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log

* show tech-support

02 &bl

EMER(0) System re-start reason: CPU Exception
EMER(0) Unit 1 System re-start reason: CPU Exception

4510 V7 bz 7EMERERAC XS HEH

Log WERY Y IKE
System re-start reason: System Fatal Error
B X5y IR
Unit <unit-id>, System re-start reason: System Fatal Error
Trap warmStart
BT Emergency (0)
B VIRI7EBEOEEZRA LIz, BREBZT>IcCEZRULET,

Parameter | <unit-id>: Rw 2 X ID ¥ X ¥ v IKERARIZIERT

Version 1.03.01

X LUToOJ=BmE 0. YR— bRISEROFX TEM LT,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log

» show tech-support
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45 VA7 A

02 &bl

EMER(0) System re-start reason: System Fatal Error

EMER(0) Unit 1 System re-start reason: System Fatal Error

4511 DA YVFRYIHAMNY—(C K DBED

Log BRIV IRE
System re-start reason: Watch Dog
B X5y IER
Unit <unit-id>, System re-start reason: Watch Dog
Trap warmStart
EEE Critical (2)
e DAYVF Ry ITIAIY—HBEICLDEBIBESLICEERLETD,

Parameter | <unit-id>: Rw 2 X ID ¥ X5 v IKERARIZIERT

Version 1.04.01

X P UToOJ=BE 0. YR— bMRHISEOXTEMLIEE U,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log

« debug show wd-error-log

» show tech-support

02 &bl

CRIT(2) System re-start reason: Watch Dog
CRIT(2) Unit 1, System re-start reason: Watch Dog

4512 AT LA EY —BEREEIC LD BER

Log BERYYIORE
System re-start reason: CPU Protect
B X5y IER
Unit <unit-id>, System re-start reason: CPU Protect
Trap warmStart
EEE Critical (2)
R AEOS-NP5000 Ver. 1.08.01 LIETIE, Y RTAXEY—ZEDHTDIENTER

VVREEN 1 W= & =RAMLI=CEIC Kb, EBENBRELI-CEERLET,

AEOS-NP5000 Ver. 1.08.01 KD EID/\—2) 3> TlF. cpu-protect system-
memory limit-check fault-action reboot A > RD#EREIC KD, EENBIELEI LT
CEERLED,

Parameter | <unit-id>: RY X ID XRAX¥ v IKRERRIZIERT

Version 1.05.01

K UTOAOJZEE L. TR— bREREBOX TEMSZE L,
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« show environment

« show unit

« show logging all

« debug show cpu utilization
« debug show error-log
 show tech-support

mEZE Nl

CRIT(2) System re-start reason: CPU Protect
CRIT(2) Unit 1, System re-start reason: CPU Protect

45.13 AT LIREIERE

Log System status goes normal.

Trap npSystemStatusNormal

BEE Notification (5)

SRR AT MREANERBICR e &EZRUED,
Parameter | Z& L

Version 1.04.01

XS &
mEoE N

NOTI(5) System status goes normal.

45.14 > AT LIRERE

Log System status goes abnormal.
Trap npSystemStatusAbnormal
BEE Emergency (0)
A AT LMREICEENFKE LI CEERLET,
Parameter | &L
Version 1.04.01
X BREHSNZEEI— RCHCTHIBIEE L,
mErE SR

EMER(0) System status goes abnormal.

45.15 Y AT LIREDEIL

Log Unit:<unit-id> System Status Code is changed (<failure-code>-<failure-code>)
Trap npSystemStatusCodeChange
EEE Warning (4)
B! HECK>THREESNEEEI—RIEEENICEZEZRLET,
Parameter | <unit-id>: /Rwv 2 X ID
<failure-code> : HE(C K> TIRHSN/ZEEI— R
« IARTD bit=0 (0x00000) : IEFHIREE
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« bit[8]=1 (0x00100) : BRDEE

« bit[10]=1 (0x00400) : 7 7 > DfE=E

+bit[11]=1 (0x00800) : EEEE

« bit[14]=1 (0x04000) : SW-LSI ODXEJU—IT5—

« bit[15]=1 (0x08000) : SW-LS| DERTRELXE) —T5—

« bit[16]=1 (0x10000) : SW-LSI DXEJ—TS5— (J\—RIZ—)

« bit[17]=1 (0x20000) : SW-LSI| DEIBFRELAXEY —ITF— (J\—RI>—)

Version 1.04.01

X BR. 77V, FRIZEECEENRELICEE. BR. XBET7 7 VOWEHNEZ SN
9, BROMEBIREDESZINR. 77 VORI EERE. EENHNIETR—
FIEROCHENEDELEEL),
THINTOWEWEED-RAMEASINZEE. /\— RO 7EZEDREEENH DT
. YR— hEIEROCHEVNEDELEE,

mEZE Nl

WARN (4) Unit:1 System Status Code is changed (0x00000-0x20000)

4516 FAIVDRY Y A —/)\—T0O—

Log Task Stack Over flow: Unit <unit-id>.Task: <task-name>
Trap Vil
5EE Alert (1)
Bz FRAIDAIY DA —=\—=TO—DRELIECEEZRULETD,
Parameter | <unit-id>: /Rv 2 X ID
<task-name>: A—/N\—TO—-UL7HYRI%Z
Version 1.06.01
Xt UToOJZERE L. YR— bRIGEROFXF TEM<SZE L,
* show environment
* show unit
« show logging all
« debug show cpu utilization
« debug show error-log
» show tech-support
mEZE HNl

ALER(1) Task Stack Over flow: Unit 1.Task: SYS_Ctr
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46 Telnet

46 Telnet

46.1 Telnet OJ 1 >V EZTh

Log [VRF <name>] Successful login through Telnet (Username: <user-name>, |P:
<client-ip>)
Trap H U
EEE Notification (5)
Bz AAA EERENMEZNZIZE D, Telnet TOOJ A VICHINLIEZEZERLET, AAAKE
EANEMEZEEDOOT1 VIO (F AAAEZSRL T IZEL,
Parameter | [VRF <name>] : VRF 1 > X% >~ X% ¥ VRF KEBKRIIIERR
<user-name>: 1—HY—& XOJA VKICI—Y—ZZANT DDEDLEVNRE/N
& —>DHBE(E Anonymous FRiR
<client-ip>: 92472V ~rDIP7 KL X
Version 1.01.01
1.06.01 : VRF KD VRF 1 > X5 > X% 7800
XIS E
02 &kmnp)
NOTI(5) Successful login through Telnet (Username: example, IP: 192.0.2.100)
NOTI(5) Successful login through Telnet (Username: example, 1P: 2001:db8:10::100)

46.2 Telnet O 1 V&l

Log [VRF <name>] Login failed through Telnet (Username: <user-name>, |P:
<client-ip>)
Trap H U
EEE Warning (4)
Bl AAA HEEEN N IZIB A D, Telnet TOOT A VICKBUI=CEZRLET, AAA H#
ENBEWEIHZEOOT 1 VRO (E AAAEZSRLTZE L,
Parameter | [VRF <name>] : VRF 1 > X% >V X% ¥ VRF KEBKIIIERR
<user-name>: 1—HY—Z XOJAVKIC I —RZANTDIBHEDLZWVERE/N
& —>DiFE(F Anonymous R
<client-ip>: 95147V D IP7 LR
Version 1.01.01
1.06.01 : VRF EAKFD VRF 1V X5 > X% E00
XA RE. Y- NXAT=RAELWLWHERL TS,
access-class ANY RZEFERATDE. 517V RDIP7 RLRICEDT 7t RHIR
M EIRET T,
mEoE N/l

WARN (4) Login failed through Telnet (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through Telnet (Username: example, |P: 2001:db8:10::100)
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46 Telnet

46.3 Telnet Ao 7

Log [VRF <name>] Logout through Telnet (Username: <user-name>, |P: <client-
ip>)
Trap AN
BEEE Informational (6)
B Telnet Ly avhoOd 7o bLIcCEZRLET,
Parameter | [VRF <name>] : VRF /> X ¥V X% XVRF KEAKIZIERR
<user-name>: 1—HY—&Z XOJA VKICI-—Y—EZZANTDIRLEDBNRE/N
& —>DiZE(F Anonymous &R
<client-ip>: 921472V bDIPT7 KL X
Version 1.01.01
1.06.01 : VRF fERRFD VRF 1V XY > A& 7B
FSIR RE
AT &R~

INFO(6) Logout through Telnet (Username: example, IP: 192.0.2.100)
INFO(6) Logout through Telnet (Username: example, IP: 2001:db8:10::100)

46.4 Telnet v >a>Vy1 L7 I+

Log [VRF <name>] Telnet session timed out (Username: <user-name>, |P: <client-
ip>)
Trap A
BEEE Informational (6)
B Telnet vy a QA L7 O LIECEZERLED,
Parameter | [VRF <name>] : VRF 1> X ¥V X% XVRF KMEAKFIZIERR
<user-name>: 1—H—& XOJA VKICI—Y—RZZANT DREDLTNRE/N
& —> DiZE(F Anonymous &R
<client-ip>: 921472V bDIPT7 KL X
Version 1.01.01
1.06.01 : VRF ERRFD VRF 1V XY > A& 7B
FSIR RE
AT &R~

INFO(6) Telnet session timed out (Username: example, IP: 192.0.2.100)
INFO(6) Telnet session timed out (Username: example, IP: 2001:db8:10::100)
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47 Temperature

47 Temperature

47.1 REEERA

Log Unit <unit-id>, Sensor: <sensor-id> detects abnormal temperature <degree>C
Trap npTemperatureWarning
EEE Critical (2)
Bz ASURED. REOHERAFRED LRZEUKBR I EZERLETD,
Parameter | <unit-id>: /Rwv 2 X ID
<sensor-id>: > —ID
<degree> : IRTEDRE
Version 1.01.01. Trap (£ 1.03.01
PSR KERIORELEZHERL T, ARBREZEMERRRE (0~45°C) DHEERNICHAE
LTSN,
02 &kmnp)
CRIT(2) Unit 1, Sensor: 1 detects abnormal temperature 56C

47.2 mER¥ DEIH

Log Unit <unit-id>, Sensor: <sensor-id>temperature back to normal
Trap npTemperatureNormal

EEE Critical (2)

B BELVU-HAERRENOEHZRAMLICEZRULET,
Parameter | <unit-id>: /Rw 2 X ID

<sensor-id>: >t —ID

Version 1.01.01. Trap (& 1.03.01

XIS &
mEoE N

CRIT(2) Unit 1, Sensor: 1 temperature back to normal
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48 BAmEY v o%E (ULD)

48 BEamY > ot (ULD)

48.1 ULD BEEICK D EFMEY VU RA

Log ULD <interface-id> is detected as unidirectional link

Trap VAe )

EEE Warning (4)

SieA AV —T—RATHEAMI Y IMREESNCEERLET,

Parameter | <interface-id>: BAM VY IHMRANEINTNETI VY —T T —R

Version 1.01.01

XIS MNEEBEDIR— FRE. RT—F R, BLOEEBEERL TS,

02 &bl

WARN (4) ULD Port1/0/1 is detected as unidirectional link
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49 VRRPv2

49 VRRPv2

49.1 VRRPv2 Master [CE%

Log VRRP: vrid <vr-id> state change to master on vlan <vlan-id>

Trap vrrpTrapNewMaster

BEEE Warning (4)

Bz RIEIL—5 —DIREH, YRY—ICED>/cCE&ZRULET,

Parameter | <vr-id>: {R¥E/L—%—ID
<vlan-id>: VLAN ID

Version 1.01.01

X3S RE

O RRHA

WARN (4) VRRP: vrid 1 state change to master on vlan 10

49.2 VRRPv2 Backup [CB®

Log VRRP: vrid <vr-id> state change to backup on vlan <vlan-id>
Trap Vil

EEE Warning (4)

Bz R —5—DIREEN, I\ I 7wy FICED>/C&%ERLED,
Parameter | <vr-id>: {k?8JL—%—ID

<vlan-id>: VLAN ID

Version 1.01.01

X I &
mEZE &N

WARN (4) VRRP: vrid 1 state change to backup on vlan 10

49.3 VRRPV2 ZE/\TY hDF v I LTS —

Log VRRP RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-id>)
Trap VAa )
EEE Warning (4)
Bk FREUETRNIAMZAAX Y M XYyE—IDF v IP AT T —%ERULET,
Parameter | <vr-id>: {R78/L—%—ID
<vlan-id>: VLAN ID
Version 1.01.01
IR AEE., BLUNMAZEED VRRP #EECRETREZMRL TIEE W,
INTY R Fv TF v —FTFE VRRPV2 /Wy hERERL T EE L,
mEoE N/l
WARN (4) VRRP RECV[Hello]: Dropped - bad checksum (1/vlan 10)
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50 VRRPv3

50 VRRPvV3

50.1 VRRPv3 (IPv4) Master (&%

Log VRRPv3 IPv4: vrid <vr-id> state change to master on vlan <vlan-id>
Trap AN )
ETE Warning (4)
Bz {48 1Pv4 VRRPV3 JL—% —DREN, YRXY—[CED > EZERLET,
Parameter | <vr-id>: VRRPv3 {x#8)L—% —ID
<vlan-id>: VLAN ID
Version 1.01.01
X3S RE
O RRHA

WARN (4) VRRPv3 IPv4: vrid 1 state change to master on vlan 10

50.2 VRRPv3(IPv4) Backup [CE®

Log VRRPvV3 IPv4: vrid <vr-id> state change to backup on vlan <vlan-id>
Trap Vil
EEE Warning (4)
B %48 IPv4 VRRPV3 JL—% —DIREEN, N\w o7y FICEDo il &ZERLET,
Parameter | <vr-id>: VRRPv3 {R8/L—% —ID
<vlan-id>: VLAN ID
Version 1.01.01
Xt &
mEZE &N

WARN (4) VRRPv3 |Pv4: vrid 1 state change to backup on vlan 10

50.3 VRRPV3(IPv4) ZENXTY bDF v IV LIS —

Log VRRPv3 IPv4 RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-id>)
Trap A
EEE Warning (4)
Btz RELET RNIAIXY M Ay E—IDF Vv I LIS —ZRULET,
Parameter | <vr-id>: VRRPv3 {k#8/L—% —ID
<vlan-id>: VLAN ID
Version 1.01.01
XIS AEE, BLUNMEED VRRPV3 HEEICEITDREZTRERL TS W,
Ty hFv TF v —FTEE VRRPV3 /Wy R ZERERL T ZE W,
mloE Nl

WARN (4) VRRPv3 IPv4 RECV[Hello]: Dropped - bad checksum (1/vlan 10)
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50 VRRPv3

50.4 VRRPv3 (IPv6) Master (B

Log VRRPv3 IPv6: vrid <vr-id> state change to master on vlan <vlan-id>
Trap A
EEE Warning (4)
Bz {78 IPv6 VRRPV3 JL—% —DREN, Y RY—[CEDO/cCEZERLET,
Parameter | <vr-id>: VRRPv3 {k#8)L—% —ID
<vlan-id>: VLAN ID
Version 1.01.01
X3RS RE
O RRHA

WARN (4) VRRPv3 IPvé6: vrid 61 state change to master on vlan 10

50.5 VRRPv3(IPv6) Backup [CE#E

Log VRRPvV3 IPv6: vrid <vr-id> state change to backup on vlan <vlan-id>
Trap Vil
EEE Warning (4)
Bz {x48 IPv6 VRRPV3 JL—& —DREEN, Ny I Ty FICED> el &ZRLET,
Parameter | <vr-id>: VRRPv3 {k8/L—% —ID
<vlan-id>: VLAN ID
Version 1.01.01
X I &
mEZE &N

WARN (4) VRRPv3 IPvé6: vrid 61 state change to backup on vlan 10

50.6 VRRPV3(IPv6) ZE/NTY bDF v IV LIS —

Log VRRPv3 IPv6 RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-id>)
Trap VAa )
EEE Warning (4)
Bk FREUVETRNIAZAAX Y M XyE—IDF v IP AT T —%ERULET,
Parameter | <vr-id>: VRRPv3 {x#8)L—% —ID
<vlan-id>: VLAN ID
Version 1.01.01
PSR AEB, PLUNMAEEBED VRRPV3 HEEICFATDREZRRL TEE L,
INTY hFv TF v —FTEE VRRPV3 /Wy hZ2RERL TS L,
AT &R~
WARN (4) VRRPv3 IPv6 RECV[Hello]: Dropped - bad checksum (61/vlan 10)
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51 Y RT LXEY —(ERKRER

51 Y XATLXE) —EHARER

511 Y AT LXEY—EREROD L EWEBB

Log AEOS-NP5000 Ver. 1.08.01 ([
Unit <unit-id> Memory pool <name> utilization exceeded <percentage>
AEOS-NP5000 Ver. 1.08.01 Kb eID/N\—2 3V
Unit <unit-id> System memory <code> utilization exceeded <percentage>
Trap npMemoryUtilizationRising
EEE Warning (4)
B VAT LXEY—FEHEEA. cpu-protect system-memory limit-check threshold 1
NYRTRELIELEWVEZBRIcCEERLET,
Parameter | <unit-id>: 7/Rv 2 X ID
<name> ! ROV AT LXEY —%
<code>: EE[CX>TRHENLEEI— R
+ bitd (0x001) : SYS_MEM
« bit1 (0x002) : SYS_HUGE
- bit2 (0x004) : SEC_MEM
<percentage>: ¥ XT LAXEJ —DERAED L EWVE (%)
Version 1.05.01
1.08.01 : AJDEX. H&U<code>/\TX =% —%Z<name>/\TX—5—(CEFE
X35 RE
e ZR]

AEOS-NP5000 Ver. 1.08.01 L&
WARN (4) Unit 1 Memory pool ssl_lib utilization exceeded 95%

AEOS-NP5000 Ver. 1.08.01 & DD/ \—/ 3>
WARN (4) Unit 1 System memory Ox2 utilization exceeded 90%

51.2 VAT LA EY —BERMEEIC XD HIEE

Log AEOS-NP5000 Ver. 1.08.01 (&
Unit <unit-id> System restart due to memory allocation failure <name>
AEOS-NP5000 Ver. 1.08.01 KDaID/\—=T 3>
Unit <unit-id> System restart due to memory allocation failure <code>

Trap H U

BT Emergency (0)

B AEOS-NP5000 Ver. 1.08.01 U TIE. Y AT AXEY—ZEDYETHCENTER

WIREEDY 1 2RV RIC, EENBEFSLICCEZRULET, BH. AEOS-
NP5000 Ver. 1.09.01 UETIFERWTRHA S SYS_HUGE HEIBRSNTNET,

AEOS-NP5000 Ver. 1.08.01 KD ajD/\—3/ 3> TlF. cpu-protect system-
memory limit-check fault-action reboot XYY RO#EEIC LD, KENBIEE L
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51 Y RT LXEY —(ERKRER

CEZERLET,

Parameter | <unit-id>: Rw 2 Z ID
<name>: WRODIV AT LXEY—4£

<code>: HEI[CK>THRHENEEI—R
+ bit0 (0x001) : SYS_MEM
+ bit1 (0x002) : SYS_HUGE
* bit2 (0x004) : SEC_MEM

Version 1.05.01

1.08.01 : <code>/\S X —% —%&<name>/\Z X —% —[CZEF. cpu-protect system-
memory limit-check fault-action reboot O~ > REIBRIC S EIE

X LUToOJ=BRE 0. YR— bRISEROX TEM LT,
« show environment
« show unit

« show logging all

« debug show cpu utilization
« debug show error-log

» show tech-support

mEZE VNl

AEOS-NP5000 Ver. 1.08.01 %
EMER(0) Unit 1 System restart due to memory allocation failure SYS_HUGE

AEOS-NP5000 Ver. 1.08.01 & DFID/t— 5
EMER(0) Unit 1 System restart due to memory allocation failure Ox2
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52 CPU fEREREHR

52 CPU fERXER

52.1 CPU EAEERD L E WMEEE

Log CPU utilization has exceeded the threshold (before <before-value>, current
<current-value>)

Trap npCpuUtilizationRising

BEE Warning (4)

e CPU EREMEE L/ LEWMEZ LRI /cCEERLETD,

Parameter | <before-value> : BIRIDER Y 1 = TD CPU fERHE (%)
<current-value> : SEIDERY 1 =2 JTD CPU ERAZE(%)

Version 1.06.01

XIS &

a7 &R=A

WARN (4) CPU utilization has exceeded the threshold (before 99%, current 100%)

52.2 CPU EREXDEIA

Log CPU utilization has become less than the threshold
Trap npCpuUtilizationFalling

EEE Informational (6)

Bz CPU EREMEELELEWMEZ TEI >/ &ZRULET,
Parameter | 7L

Version 1.06.01

XSG E
mEZE &N

INFO(6) CPU utilization has become less than the threshold

523 CPUZBT/\T Y hDOREL— hIFIDET

Log CPU dynamic receive rate suppression finish (start time:<date-time>, minimum
rate:<rate>pps)
Trap A
ETE Debugging (7)
Btz =E L BERERODII CPU BRAEN 99%U EIC/E>7z/zé. CPUS T/ Y bD
REL— MIFIAMTON TV EZRLE T, BH. COOTEFI CPU ERED
Q4% UTICHEOREL — MMIFINKR T LIl CTHASTNET,
Parameter | <date-time>: CPU 58 C/\T v hDZEL — MIHIN AR S N/
<rate>: RESNLR/NZEL— b
Version 1.07.01
XTIt RE
mloE N
DEBG(7) CPU dynamic receive rate suppression finish (start time:2022-03-12 23:26:18, minimum rate:2000pps)
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