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1.1 AAA

AAA is <status>

Informational

AAA

status
AAA

1.01.01

Successful login through <exec-type> from <client-ip> authenticated

by AAA <aaa-method> <server-ip> (Username:<username>)

Informational

exec-type

e Console
e Telnet
e SSH
client-ip
IP

aaa-method

* none
¢ local
e server
server-ip
AAA

username

IP

1.01.01
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Login failed through <exec-type> from <client-ip> authenticated by
AAA <aaa-method> <server-ip> (Username:<username>)

Warning

exec-type

« Console

¢ Telnet

e SSH

client-ip

IP 1P

aaa-method
local server
server-ip
AAA IP

username

1.01.01

local

server AAA
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Login failed through <exec-type> from <client-ip> due to AAA server
<server-ip> timeout (Username:<username>)

Warning

exec-type
( Console Telnet SSH)
client-ip
IP 1P

server-ip
AAA IP
username

1.01.01

Successful enable privilege through <exec-type> from <client-ip>
authenticated by AAA <aaa-method> <server-ip> (Username:<username>)

Informational

exec-type
( Console Telnet SSH)
client-ip
IP 1P

aaa-method
( none local server)
server-ip
AAA IP

username

1.01.01
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Enable privilege failed through <exec-type> from <client-ip>
authenticated by AAA <aaa-method> <server-ip> (Username:<username>)

Warning

exec-type
( Console Telnet SSH)
client-ip
IP 1P

aaa-method
( local server)
server-ip
AAA IP

username

1.01.01

local

server AAA

Enable privilege failed through <exec-type> from <client-ip> due to
AAA server <server-ip> timeout (Username:<username>)

Warning

enable password

exec-type
( Console Telnet SSH)
client-ip
IP 1P

server-ip
AAA IP
username

1.01.01
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1.2 ARP

Conflict IP was detected with this device (IP:<ipaddr>,
MAC:<macaddr>, Port <[unitlD:]portNum>, Interface:<ipif-name>)

Warning

Gratuitous ARP IP

ipaddr
IP

macaddr

IP MAC
unitlD
1. 2. ID
portNum
1. 2.
ipif-name

IP

1.01.01

1P
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1.3 CFM

CFM cross-connect.VLAN:<vlanid>, Local(MD Level:<mdlevel>,
Interface:<interface-id>, Direction:<mepdirection>)

Remote(MEPID:<mepid>, MAC:<macaddr>)

Critical

vlanid

MEP  VLAN ID

mdlevel

MEP  MD

interface-id

MEP

mepdirection
inward outward

mepid

MEP  MEPID

macaddr

MEP  MAC

MEPID

MAC

1.01.01

CFM
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CFM error ccm.MD Level:<mdlevel>, VLAN:<vlanid>,
Local (Interface:<interface-id>, Direction:<mepdirection>)

Remote(MEPID:<mepid>, MAC:<macaddr>)

Warning

CFM CCM

mdlevel
MEP  MD
vlanid
MEP  VLAN ID
interface-id
MEP
mepdirection
inward outward
mepid
MEP  MEPID 0
macaddr
MEP  MAC

MEPID

MAC

1.01.01

CFM

CFM remote down.MD Level:<mdlevel>, VLAN:<vlanid>,
Local (Interface:<interface-id>, Direction:<mepdirection>)

Warning
MEP  CCM

mdlevel
MEP  MD
vlanid
MEP  VLAN ID
interface-id
MEP
mepdirection
MEP inward outward
1.01.01

CFM
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CFM remote MAC error_.MD Level:<mdlevel>, VLAN:<vlanid>,
Local (Interface:<interface-id>, Direction:<mepdirection>)

Warning
MEP  MAC

mdlevel
MEP  MD
vlanid
MEP  VLAN ID
interface-id
MEP
mepdirection
MEP inward outward
1.01.01

CFM

CFM remote detects a defect.MD Level:<mdlevel>, VLAN:<vlanid>,
Local (Interface:<interface-id>, Direction:<mepdirection>)

Informational

MEP  CFM

mdlevel

MEP  MD

vlanid

MEP  VLAN ID

interface-id

MEP

mepdirection

MEP inward outward

1.01.01

CFM
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1.4 CFM Extension

AlIS condition detected.MD Level:<mdlevel>, VLAN:<vlanid>,
Local (Interface:<interface-id>, Direction:<mepdirection>,
MEPID:<mepid>)

Notice

AIS

mdlevel

MEP  MD

vlanid

MEP  VLAN ID

interface-id

MEP

mepdirection

MEP inward outward

mepid
MEP  MEPID

1.01.01

AIS condition cleared.MD Level:<mdlevel>, VLAN:<vlanid>,
Local (Interface:<interface-id>, Direction:<mepdirection>,
MEPID:<mepid>)

Notice

AIS

mdlevel

MEP  MD

vlanid

MEP  VLAN ID

interface-id

MEP

mepdirection

MEP inward outward

mepid
MEP  MEPID

1.01.01
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LCK condition detected.MD Level:<mdlevel>, VLAN:<vlanid>,
Local (Interface:<interface-id>, Direction:<mepdirection>,
MEPID:<mepid>)

Notice

LCK

mdlevel

MEP  MD
vlanid

MEP  VLAN ID
interface-id
MEP
mepdirection
MEP inward outward
mepid

MEP  MEPID
1.01.01

CFM

LCK condition cleared.MD Level:<mdlevel>, VLAN:<vlanid>,
Local (Interface:<interface-id>, Direction:<mepdirection>,
MEPID:<mepid>)

Notice

LCK

mdlevel

MEP  MD

vlanid

MEP  VLAN ID

interface-id

MEP

mepdirection

MEP inward outward

mepid
MEP  MEPID

1.01.01
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1.5 Configuration / Firmware

[Unit <unitlD>, JFirmware upgraded by <session> successfully
(Username: <username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP:
<server-ipaddr>, File Name: <filename>)

Informational

unitlD
ID
session

username

ipaddr
IP
macaddr
MAC
server-ipaddr
IP
filename

1.01.01
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[Unit <unitlD>, JFirmware upgraded by <session> unsuccessfully
(Username: <username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP:
<server-ipaddr>, File Name: <filename>)

Warning

unitlD
ID
session

username

ipaddr
1P
macaddr
MAC
server-ipaddr
IP
filename

1.01.01
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[Unit <unitlD>, JFirmware uploaded by <session> successfully
(Username: <username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP:
<server-ipaddr>, File Name: <filename>)

Informational

unitlD
ID
session

username

ipaddr
1P
macaddr
MAC
server-ipaddr
IP
filename

1.01.01
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[Unit <unitlD>, JFirmware uploaded by <session> unsuccessfully
(Username: <username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP:
<server-ipaddr>, File Name: <filename>)

Warning

unitlD
ID
session

username

ipaddr
1P
macaddr
MAC
server-ipaddr
IP
filename

1.01.01
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[Unit <unitlD>, JConfiguration downloaded by <session> successfully.

(Username: <username>[, IP: <ipaddr>, MAC:

<server-ipaddr>, File Name: <filename>)

<macaddr>], Server IP:

Informational

unitlD
ID
session

username

ipaddr
1P
macaddr
MAC
server-ipaddr
IP
filename

1.01.01
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[Unit <unitlD>,]Configuration downloaded by <session>
unsuccessfully. (Username: <username>[, IP: <ipaddr>, MAC:
<macaddr>], Server IP: <server-ipaddr>, File Name: <filename>)

Warning

unitlD
ID
session

username

ipaddr
1P
macaddr
MAC
server-ipaddr
IP
filename

1.01.01
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[Unit <unitlD>, JConfiguration uploaded by <session> successfully.
(Username: <username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP:
<server-ipaddr>, File Name: <filename>)

Informational

unitlD
ID
session

username

ipaddr
1P
macaddr
MAC
server-ipaddr
IP
filename

1.01.01
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[Unit <unitlD>, JConfiguration uploaded by <session> unsuccessfully.
(Username: <username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP:
<server-ipaddr>, File Name: <filename>)

Warning

unitlD
ID
session

username

ipaddr
1P
macaddr
MAC
server-ipaddr
IP
filename

1.01.01
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[Unit <unitlD>, JLog message uploaded by <session> successfully.
(Username: <username>[, IP: <ipaddr>, MAC: <macaddr>, Server IP:
<server-ipaddr>, File Name: <filename>])

Warning

unitlD
ID
session

username

ipaddr
1P
macaddr
MAC
server-ipaddr
IP
filename

1.01.01
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[Unit <unitlD>, JLog message uploaded by <session> unsuccessfully.
(Username: <username>[, IP: <ipaddr>, MAC: <macaddr>, Server IP:
<server-ipaddr>, File Name: <filename>])

Warning

unitlD
ID
session

username

ipaddr
1P
macaddr
MAC
server-ipaddr
IP
filename

1.01.01

[Unit <unitID>, JAttack log message uploaded by <session>
successfully. (Username: <username>[, IP: <ipaddr>, MAC: <macaddr>])

Warning

unitlD

ID
session
username

ipaddr

macaddr
MAC

1.01.01
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[Unit <unitlD>, JAttack log message uploaded by <session>
unsuccessfully. (Username: <username>[, IP: <ipaddr>, MAC:
<macaddr>])

Warning

unitlD

ID
session
username

ipaddr

macaddr
MAC

1.01.01
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[Unit <unitlD>, JDownloaded by <session> unsuccessfully (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>, Server IP: <server-
ipaddr>, File Name: <filename>])

Warning

unitlD
ID
session

username

ipaddr
1P
macaddr
MAC
server-ipaddr
IP
filename

1.01.01

1.6 Console

Successful login through Console (Username: <username>)

Informational

username

1.01.01
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Login failed through Console (Username: <username>)

Warning

username

1.01.01

Logout through Console (Username: <username>)

Informational

username

1.01.01

Console session timed out (Username: <username>)

Informational

username

1.01.01
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1.7 Counter

Detected <counter> <error-counter-name> on <interface-id>

Notice

counter

error-counter-name

rxFCSErrorPkts
rxAlignmentErrorPkts
rxCodeErrorPkts
rxUndersizedPkts
rxOversizedPkts
rxFragmentPkts
rxJabbers

rxDropPkts
txExcessiveDeferralPkts
tXFCSErrorPkts
txLateCollisionPkts
txExcessiveCol lisionPkts
txDropPkts

interface-id

1.01.01

28/87




1.8 DHCPv4

Relay

Cannot send packet

Error

DHCPv4

1.01.01

1.9 DHCPv4

Server

DHCP server

Informational

DHCPv4

1.01.01

No subnet declaration for <vlan-name> (<ipaddress>)

Error

DHCPv4 VLAN

vlan-name

DHCPv4 VLAN
ipaddress

VLAN IP

1.01.01

<vlan-name> VLAN  DHCP
DHCP
DHCP IP DHCP
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DHCPDISCOVER from <macaddr> via <vlan-name | giaddr>:unknown network

segment

Informational

DHCP
DISCOVER

DHCP

macaddr
DHCP
vlan-name
DHCPv4
giaddr

MAC

VLAN

1.01.01

DHCP

Packet from unknown subnet: <ipaddress>

Informational

ipaddress
IP

1.01.01
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DHCPREQUEST for <client-ipaddr> (<server-ipaddr>) from <macaddr>
(<host-name>) via <vlan-name | giaddr>: lease <client-ipaddr>
unavailable

Informational

DHCPv4 1P

client-ipaddr

DHCP IP
server-ipaddr

DHCPv4 IP

macaddr

DHCP MAC
host-name

DHCP

vlan-name

DHCPv4 VLAN
giaddr

1.01.01

Cannot send packet

Error

DHCPv4

1.01.01
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1.10 DHCPv6 Client

DHCPv6 client on interface <ipif-name> changed state to <status>

Informational

DHCPv6

ipif-name
DHCPv6
status

DHCPV6
enabled disabled

1.01.01

DHCPv6 client obtains an IPv6 address <ipv6address> on interface
<ipif-name>

Informational

DHCPv6 DHCPv6 IPV6

ipv6address

DHCPv6 1Pv6
ipif-name

DHCPV6

1.01.01

The IPv6 address <ipv6address> on interface <ipif-name> starts
renewing

Informational

DHCPv6 IPv6

ipv6address

DHCPv6 IPv6
ipif-name

DHCPv6

1.01.01
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The IPv6 address
success

<ipv6address> on interface <ipif-name> renews

Informational

DHCPv6

IPv6

ipv6address
DHCPv6
ipif-name
DHCPv6

IPv6

1.01.01

The IPv6 address
rebinding

<ipv6address> on interface <ipif-name> starts

Informational

DHCPVvG

IPv6

ipv6address
DHCPv6
ipif-name
DHCPV6

IPv6

1.01.01

The IPv6 address
success

<ipv6address> on interface <ipif-name> rebinds

Informational

DHCPVvG

IPv6

ipv6address
DHCPv6
ipif-name
DHCPv6

IPv6

1.01.01
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The IPv6 address <ipv6address> on interface <ipif-name> was deleted

Informational

DHCPVvG 1Pv6

ipv6address

DHCPv6 1Pv6
ipif-name

DHCPV6

1.01.01

DHCPv6 client PD on interface <intf-name> changed state to [enabled
| disabled]

Informational

DHCPV6 PD
intf-name

DHCPV6 PD

enabled | disabled

1.01.01

DHCPv6 client PD obtains an IPv6 prefix <ipvbnetworkaddr> on
interface <intf-name>

Informational

DHCPv6 PD IPv6

ipv6networkaddr

ipv6
intf-name
DHCPv6 PD

1.01.01
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The IPv6 prefix <ipvbnetworkaddr> on interface <intf-name> starts
renewing

Informational

1Pv6
ipv6networkaddr

1Pv6
intf-name
DHCPVv6 PD
1.01.01

The IPv6 prefix <ipvénetworkaddr> on interface <intf-name> renews
success

Informational

1Pv6
ipv6networkaddr

1Pv6
intf-name
DHCPV6 PD
1.01.01

The IPv6 prefix <ipvénetworkaddr> on interface <intf-name> starts
rebinding

Informational

1Pv6
ipv6networkaddr

1Pv6
intf-name
DHCPv6 PD
1.01.01
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The IPv6 prefix <ipvbnetworkaddr> on interface <intf-name> rebinds
success

Informational

IPv6

ipv6networkaddr

1Pv6
intf-name
DHCPv6 PD

1.01.01

The IPv6 prefix <ipvénetworkaddr> on interface <intf-name> was
deleted

Informational

IPv6

ipv6networkaddr

1Pv6
intf-name
DHCPv6 PD

1.01.01

'1.11 DHCPv6 Relay

DHCPv6 relay on interface <ipif-name> changed state to [enabled |
disabled]

Informational

DHCPV6

ipif-name
DHCPV6
enabled | disabled

1.01.01
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Cannot send packet6

Error

DHCPVvG

1.01.01

1.12 DHCPv6 Server

The address of the DHCPv6 Server pool <pool-name> is used up

Informational

DHCPv6

pool-name
DHCPv6

1.01.01

DHCPV6 (4096)

The number of allocated IPv6 addresses of the DHCPv6 Server pool is
equal to 4096

Informational

1Pv6 4096
1.01.01
DHCPv6 (4096)

DHCPv6 server

Informational

DHCPv6

1.01.01
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No subnet6 declaration for <vlan-name> (<ipv6address>)

Error

DHCPV6 VLAN
IPv6

vlan-name

DHCPv6 VLAN
ipv6address

VLAN IPv6

1.01.01

<vlan-name> VLAN  DHCPv6
DHCPv6
DHCPv6 1Pv6 DHCPv6

No subnet found for link-addr: <ipv6address>

Informational

DHCPv6 DHCPv6

ipv6address
IPv6

1.01.01

DHCP

<dhcpv6-type> from <client-duid> via <vlan-name> not leased
status=NoAddrsAvail

Informational

DHCPVvG 1Pv6

dhcpv6-type
DHCPv6
client-duid
DHCPv6 DuID
vlan-name
VLAN

1.01.01

IPv6
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Cannot send packet6

Error

DHCPVvG

1.01.01

A problem was encountered with the process

Informational

DHCPv6

1.01.01

"clear ipv6 dhcp binding"

1.13 ERPS

Signal fail detected on node (MAC:<macaddr>, instance <instance_id>)

Warning

1

macaddr
MAC
instance_id
ID

1.01.01

ERPS
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Signal fail cleared on node (MAC:<macaddr>, instance <instance_id>)

Warning

1

macaddr
MAC
instance_id
ID

1.01.01

RPL owner conflict on the node (MAC:<macaddr>, instance
<instance_id>)

Warning

RPL RPL

macaddr
MAC
instance_id
ID

1.01.01

ERPS

1.14 Fan

Unit <unit-id>, Fan module <fan-module-id> back to normal

Informational

unit-id
ID
fan-module-id

1.01.01
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Unit <unit-id>, Fan module <fan-module-id> failed

Critical

unit-id
ID
fan-module-id

1.01.01

"'show unit" "'show environment"
"debug show tech-support"

Unit <unit-id>, Attached fan module <fan-module-id>

Informational

unit-id
ID
fan-module-id

1.01.01

Unit <unit-id>, Detached fan module <fan-module-id>

Critical

unit-id
ID
fan-module-id

1.01.01
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Unit <unit-id>, Fan module <fan-module-id> airflow back to normal

Informational

unit-id
ID
fan-module-id

1.01.01

Unit <unit-id>, Fan module <fan-module-id> detect abnormal
<airflow_type> airflow

Critical

unit-id
ID
fan-module-id

airflow_type

1.01.01

"show unit" "show environment"
"debug show tech-support”

Unit <unit-id>, Power <power-id> fan back to normal

Informational

unit-id
ID
power-id
ID

1.01.01
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Unit <unit-id>, Power <power-id> fan failed

Critical

unit-id
ID
power-id
ID

1.01.01

"'show unit" "'show environment"
"debug show tech-support"

Unit <unit-id>, abnormal air flow back to normal

Informational
unit-id

ID
1.01.01

Unit <unit-id>, detecting abnormal air flow

Critical

unit-id

1.01.01

"'show unit" "'show environment"
"debug show tech-support”
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1.15 IP

IP Directed Broadcast packet rate is high on subnet (IP: <ipaddr>)

Informational

1P
50

ipaddr
IP

IP

1.01.01

IP

IP

IP Directed Broadcast rate is high

Informational

IP

100

1.01.01

1P

[1.16 LACP

Link Aggregation Group <group_id> link up

Warning

group_id

1.01.01
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Link Aggregation Group <group_id> link down

Error

group_id

1.01.01

LACP Up

<ifname> attach to Link Aggregation Group <group_id>

Notice

ifname

group_id
ID

1.01.01

<ifname> detach from Link Aggregation Group <group_id>

Error

ifname

group_id

1.01.01

LACP Up
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LACP: LAG <group_id> detected multiple system-id on <ifname>

Error
LACP
group_id
ID
ifname
1.01.01
<group_id>
ID
<group_id>
LACP

LACP: LAG <group_id> detected timeout mismatch on <ifname>

Error

LACP

group_id
ID
ifname

1.01.01

LACP
LACP

LACP: LAG <group_id> LACPDU receive timer expired on <ifname>

Error

LACP

group_id
ID
ifhame

1.01.01

LACP
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1.17 LLDP

LLDP-MED topology change detected on port <portNum>. (chassis id:
<chassisType>, <chassislID>, port id: <portType>, <portlD>, device
class: <deviceClass>)

Notice

LLDP-MED

portNum

chassisType
ID

. chassisComponent (1)
interfaceAlias (2)
. portComponent (3)
. macAddress (4)
. networkAddress (5)
. interfaceName (6)
. local (7)
D
ID
portType

ID

A~ w DN

- ~l O O1

chassis

interfaceAlias (1)
. portComponent (2)

. macAddress (3)

. networkAddress (4)
. interfaceName (5)

. agentCircuitld (6)
. local (7)

~N O O A W DN -

portID

ID
deviceClass
LLDP-MED

1.01.01
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Conflict LLDP-MED device type detected on port <portNum>, (chassis
id: <chassisType>, <chassisID>, port id: <portType>, <portiD>,
device class: <deviceClass>)

Notice

LLDP-MED

portNum

chassisType
ID

. chassisComponent (1)
interfaceAlias (2)
. portComponent (3)
. macAddress (4)
. networkAddress (5)
. interfaceName (6)
. local (7)
D
ID
portType

ID

g b~ W DN -

-~ O

chassis

interfaceAlias (1)
. portComponent (2)
. macAddress (3)

. networkAddress (4)
interfaceName (5)
. agentCircuitld (6)
local (7)

~N O O A W DN -

portlD

ID
deviceClass
LLDP-MED

1.01.01

LLDP
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Incompatible LLDP-MED TLV set detected on port <portNum>, (chassis
id: <chassisType>, <chassisID>, port id: <portType>, <portiD>,
device class: <deviceClass>)

Notice

LLDP-MED TLV

portNum

chassisType
ID

. chassisComponent (1)
interfaceAlias (2)
. portComponent (3)
. macAddress (4)
. networkAddress (5)
. interfaceName (6)
. local (7)
D
ID
portType

ID

g b~ W DN -

-~ O

chassis

interfaceAlias (1)
. portComponent (2)

. macAddress (3)

. networkAddress (4)
. interfaceName (5)

. agentCircuitld (6)
. local (7)

~N O O A W DN -

portlD

ID
deviceClass
LLDP-MED

1.01.01

LLDP
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1.18

<interface-id> loop occurred

Critical

interface-id

1.01.01

"no shutdown"

<interface-id> VLAN <vlan-id> loop occurred

Critical

interface-id

vlan-id
VLAN

1.01.01

VLAN

"no shutdown"

<interface-id> loop recovered

Warning

interface-id

1.01.01
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<interface-id> VLAN <vlan-id> loop recovered

Warning

interface-id

vlan-id
VLAN

1.01.01

VLAN

Loop VLAN numbers overflow

Critical

VLAN

1.01.01

VLAN

1.19 OSPFv2

OSPF-4-INTFSTATECHANGE: OSPF interface <intf-name> changed state to
[Up | Down]

Warning

OSPF

intf-name
OSPF

1.01.01
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OSPF-6- INTFADMINCHANGE: OSPF protocol on interface <intf-name>
changed state to [Enabled | Disabled]

Informational

OSPF

intf-name
OSPF
Enabled | Disabled

1.01.01

OSPF-6- INTFAREACHANGE: OSPF interface <intf-name> changed from area
<area-id> to area <area-id>

Informational

intf-name
OSPF

area-id

OSPF ID

1.01.01

OSPF-5-NBRLOADINGTOFULL: OSPF nbr <nbr-id> on interface <intf-name>
changed state from Loading to Full

Notice

OSPF Loading Full

nbr-id

ID
intf-name
OSPF

1.01.01
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OSPF-5-NBRFULLTODOWN: OSPF nbr <nbr-id> on interface <intf-name>
changed state from Full to Down

Notice

OSPF Full Down

nbr-id

ID
intf-name
OSPF

1.01.01

OSPF-5-DTIMEXPIRED: OSPF nbr <nbr-id> on interface <intf-name> dead
timer expired

Notice

OSPF

nbr-id

ID
intf-name
OSPF

1.01.01

OSPF-5-VNBRLOADINGTOFULL: OSPF nbr <nbr-id> on virtual link changed
state from Loading to Full

Notice

OSPF Loading Full

nbr-id
ID

1.01.01
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OSPF-5-VNBRFULLTODOWN: OSPF nbr <nbr-id> on virtual link changed
state from Full to Down

Notice

OSPF Full Down

nbr-id
ID

1.01.01

OSPF

OSPF-4-RIDCHANGE: OSPF router ID changed to <router-id>

Warning

OSPF 1D
router-id

OSPF ID
1.01.01

OSPF-6-STATECHANGE: OSPF state changed to [Enabled | Disabled]

Informational

OSPF

Enabled | Disabled
OSPF

1.01.01
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OSPF NFSM[<intf-name>:<addr>-<router-id>]: Status change <state> ->
<state>(event <event>)

Informational Debugging

OSPF

intf-name
OSPF
addr

router-id

OSPF ID
state

OSPF

event

OSPF

1.01.01

<event>
KilINbr
InactivityTimer

OSPF

e 1-WayReceived

BadLSReq SegNumberMismatch

OSPF IFSM[<intf-name>:<addr>]: Status change <state> -> <state>

Informational

OSPF

intf-name
OSPF
addr

state
OSPF

1.01.01

<state> Down
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OSPF SPF: Calculation finished

Informational

OSPF  SPF

1.01.01

RECV[<type>]: From <router-id> via <intf-name>:<addr>: OSPF checksum
error <valid_sum>/<invalid_sum>

Warning

OSPF

type
OSPF
router-id
OSPF ID
intf-name
OSPF
addr
OSPF IP
valid_sum
OSPF
invalid_sum
OSPF

1.01.01

OSPF

OSPF
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RECV[<type>]: From <router-id> via <intf-name>:<addr>:
Authentication type mismatch

Warning

OSPF OSPF

type

OSPF

router-id

OSPF ID
intf-name

OSPF

addr

OSPF IP

1.01.01

OSPF

OSPF

RECV[<type>]: From <router-id> via <intf-name>:<addr>:
Authentication error

Warning

OSPF OSPF

type

OSPF

router-id

OSPF ID
intf-name

OSPF

addr

OSPF IP

1.01.01

OSPF

OSPF
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RECV[<type>]: From <router-id> via <intf-name>:<addr>: MD5

authentication error

Warning
OSPF MD5
type
OSPF
router-id
OSPF ID
intf-name
OSPF
addr
OSPF IP
1.01.01
OSPF OSPF
MD5
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1.20 OSPFv3

OSPFv3 NFSM[<intf-name>:<router-id>]: Status change <state> ->
<state>(event <event>)

Informational Debugging
OSPFv3
intf-name
OSPF
router-id
OSPF ID
state
OSPF
event
OSPF
1.01.01

<event>
o KillINbr
e InactivityTimer

OSPF

e 1-WayReceived

BadLSReq SegNumberMismatch

OSPFv3 IFSM[<intf-name>]: Status change <state> -> <state>

Informational

OSPFv3

intf-name
OSPF
state
OSPF

1.01.01

<state> Down

59/87



OSPFv3 SPF[<area-id>]: Calculation finished

Informational

OSPFv3  SPF

area-id
OSPF ID

1.01.01

1.21 PIM-SM

PIM vif starts interface <ipif_name>

Informational

IP PIM-SM

ipif_name
IP

1.01.01

Found PIM neighbor IP <ipaddr> on interface <ipif_name>

Informational
IP PIM-SM
ipaddr
1P
ipif_name
IP
1.01.01
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Delete PIM neighbor IP <ipaddr> on interface <ipif_name>

Informational
IP PIM-SM
ipaddr
IP
ipif_name
IP
1.01.01

PIM-SM

1.22 PIM-SM 1Pv6

PIMv6 vif6 starts interface <ipif_name>

Informational

IPv6 PIM-SM 1Pv6

ipif_name
1Pv6

1.01.01

Found PIMv6 neighbor IP <IPV6-ADDRESS> on interface <ipif_name>

Informational

1Pv6 PIM-SM 1Pv6

IPV6-ADDRESS
1Pv6

ipif_name

1Pv6

1.01.01
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Delete PIMv6 neighbor IP <IPV6-ADDRESS> on interface <ipif_name>

Informational

1Pv6 PIM-SM 1Pv6

IPV6-ADDRESS
1Pv6

ipif_name

1Pv6

1.01.01

PIM-SM IPv6

1.23 Port

Port <port> link up, <nway>

Warning

port

nway

1.01.01

Port <port> link down

Error

port

1.01.01
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Unit <unit-id>, Port <portNum> <tr_type> has been inserted

Informational

SFP/QSFP+ SFP/SFP+/QSFP+

unit-id

portNum

tr_type

1.01.01

Unit <unit-id>, Port <portNum> transceiver has been removed

Informational

SFP/QSFP+ SFP/SFP+/QSFP+

unit-id
ID
portNum

1.01.01

Unit <unit-id>, Port <portNum> Lane <lane> TX fault was asserted

Error

QSFP+

unit-id
ID
portNum

lane
QSFP+

1.01.01
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1.24 Power

Unit <unit-id>, <power-descr> failed

Critical

unit-id
ID
power-descr
ID

1.01.01

"show unit" "show environment™
"debug show tech-support”

Unit <unit-id>, <power-descr> back to normal

Critical

unit-id
ID
power-descr
ID

1.01.01

Unit <unit-id>, Attached PSU to slot <slot_id>

Informational
unit-id
ID
slot_id
ID
1.01.01
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Unit <unit-id>, Detached PSU from slot <slot_id>

Critical

unit-id
ID
slot_id
ID

1.01.01

1.25 RIP

RIP: IPv4 Route <network_addr>/<prefix_len> delete

Informational

RIP

network_addr

prefix_len

1.01.01

RIP

RECV[<intf-name>]: Drop RIPv2 from <ipaddr> (No auth in packet)

Warning
RIPV2 RIPV2
RIPV2

intf-name
ipaddr

RIP IP
1.01.01

RIP
RIP
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RECV[<intf-name>]: Drop RIPv2 from <ipaddr> (Simple auth failed)

Warning
RIPv2 RIPv2
intf-name
ipaddr

RIP 1P
1.01.01

RIP
RIP

'1.26 RIPNg

RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface <intf-name>
changed state to [enabled | disabled]

Informational

RIPng

intf-name

enabled | disabled
RIPng

1.01.01

RIPng: IPv6 Route <network addr>/<prefix_len> delete

Informational

RIPng 1Pv6

network_addr

prefix_len

1.01.01

RIPng

66/87




1.27 SD

Booted from primary firmware <URL>

Notice

URL

1.02.01

Booted from secondary firmware <URL>

Warning

URL

1.02.01

Booted from firmware <URL>

Warning

URL

1.02.01

Booted with primary configuration <URL>

Notice

URL

1.02.01
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Booted with secondary configuration <URL>

Warning

URL

1.02.01

Booted with configuration <URL>

Warning

URL

1.02.01

Booted with default configuration

Alert

1.02.01
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1.28 SNMP

SNMP request received from <ipaddr> with invalid community string

Warning

SNMP

ipaddr
IP

1.01.01

<ipaddr>
SNMP (

<ipaddr>
IP SNMP

1.29 SSH

SSH server is enabled

Information

SSH

1.01.01

SSH server is disabled

Information

SSH

1.01.01
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Login failed through SSH (Username:<username>, IP:<ipaddr |
ipv6address>)

Warning

SSH

username

ipaddr

1P
ipv6address

1Pv6

1.01.01

e SSH

Successful login through SSH (Username: <username>, IP: <ipaddr |
ipv6address>)

Informational

SSH

username
SSH
ipaddr
1P
ipv6address
1Pv6

1.01.01
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Logout through SSH (Username: <username>, IP:

ipv6address>)

<ipaddr |

Informational

SSH

username
SSH
ipaddr

ipv6address

1P

1Pv6

1.01.01

1.30

Unit <unitlD>, MAC:<macaddr> Hot insertion

Warning

unitlD

ID
macaddr
MAC

1.01.01
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Unit <unitlD>, MAC:<macaddr> Hot removal

Warning

unitlD

ID
macaddr
MAC

1.01.01

Stacking topology is <Stack TP_TYPE>.Master(Unit <unitlD>,
MAC:<macaddr>)

Warning

Stack_TP_TYPE

1.Ring
2.Chain
unitlD
ID
macaddr
MAC

1.01.01

Backup master changed to master.Master (Unit <unitlD>)

Warning

unitlD

1.01.01
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Slave changed to master_Master (Unit <unitlD>)

Warning

unitlD

1.01.01

Hot insert failed, box ID conflict:Unit <unitlD>, conflict
(MAC:<macaddr> and MAC:<macaddr>)

Critical

ID
unitlD

ID
macaddr

MAC

1.01.01

ID ID

Unit <unit-id>, MAC: <macaddr> Stackport <port> link up, <nway>

Warning

unit-id

ID
macaddr
MAC
port

nway

1.01.01
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Unit <unit-id>, MAC: <macaddr> Stackport <port> link down

Error

unit-id

ID
macaddr
MAC
port

1.01.01

Unit <unit-id>, MAC: <macaddr> Stackport <portNum> <tr_type> has
been inserted

Informational

SFP/QSFP+ SFP/SFP+/QSFP+

unit-id

ID
macaddr
MAC
portNum

tr_type

1.01.01
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Unit <unit-id>, MAC: <macaddr> Stackport <portNum> transceiver has
been removed

Informational

SFP/QSFP+ SFP/SFP+/QSFP+

unit-id

macaddr
MAC
portNum

1.01.01

1.31 Storm

Control

<Broadcast | Multicast | Unicast> storm is occurring on <interface-
id>

Critical
Broadcast
(DA = FF:FF:FF:FF:FF:FF)
Multicast
L2 L2 IP
IP
Unicast

interface-id

1.01.01
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<Broadcast | Multicast | Unicast> storm is cleared on <interface-id>

Information

Broadcast

Multicast

Unicast

interface-id
ID

1.01.01

<interface-id> is currently shut down due to the <Broadcast |
Multicast | Unicast> storm

Critical

interface-id

error-disabled ID

Broadcast

Multicast

Unicast

(
)
1.01.01
"shutdown" "no shutdown"
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1.32

Spanning Tree Protocol is enabled

Informational

1.01.01

Spanning Tree Protocol is disabled

Informational

1.01.01

Topology changed (Instance:<instance-id>, <interface id>,
MAC:<macaddr>)

Warning

MSTP

instance-id

MSTP ID 0
CIST

interface_id

macaddr
MAC

1.01.01
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[CIST | CIST Regional | MSTI Regional] New Root bridge selected
([Instance:<instance-id>,] MAC:<macaddr>, Priority:<priority>)

Informational

instance-id

MSTP ID 0
CIST
macaddr
MAC
priority
4096
1.01.01

New root port selected (Instance:<instance-id>, <interface id>)

Notice

instance-id

MSTP ID 0
CIST

interface_id

1.01.01
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Spanning Tree port status change (Instance:<instance-id>,
<interface_id>) <old_status> -> <new_status>

Warning

MSTP

instance-id

MSTP ID 0
CIST

interface_id

old_status
new_status
(STP)
Disable Discarding Learning Forwarding
1.01.01

Spanning Tree port role change (Instance:<instance-id>,
<interface_id>) <old_role> -> <new_role>

Warning

MSTP

instance-id

MSTP ID 0
CIST

interface_id

old_role

new_role

STP Disable Alternate Backup Root
Designated

1.01.01
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Spanning Tree instance created (Instance:<instance-id>)

Informational

MSTP

instance-id

MSTP ID 0
CIST

1.01.01

Spanning Tree instance deleted (Instance:<instance-id>)

Informational

MSTP

instance-id

MSTP ID 0
CIST

1.01.01

Spanning Tree version change (new version:<new_version>)

Informational

new_version
(STP)

1.01.01

Spanning Tree MST configuration ID name and revision level change
(name:<name> revision level:<revision_level>)

Informational
MSTP
name

MSTP

revision_level
MSTP

1.01.01
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Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> add vlan:<startvlanid> [- <endvlanid>])

Informational

MSTP

VLAN

instance-id

MSTP
CIST

startvlanid
VLAN

endvlanid
VLAN

VLAN 1D

VLAN 1D

1.01.01

Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> delete vlan:<startvlanid> [- <endvlanid>])

Informational

MSTP

VLAN

instance-id

MSTP
CIST

startvlanid
VLAN

endvlanid
VLAN

VLAN 1D

VLAN 1D

1.01.01

Spanning Tree port role change (Instance:<instance-id>, <interface-
id>) to alternate port due to the guard root

Informational

alternate

instance-id

MSTP
CIST

interface-id

1.01.01
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Invalid BPDU received on <interface-id>

Warning

BPDU

interface-id

1.01.01

RSTP
BPDU

1.33 Telnet

Successful login through Telnet (Username:<username>, IP:<ipaddr>)

Notice

TELNET

username
TELNET
ipaddr
TELNET IP

1.01.01
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Login failed through Telnet (Username:<username>, IP:<ipaddr>)

Warning

TELNET

username
TELNET
ipaddr
TELNET IP

1.01.01

* "access-class"

Logout through Telnet (Username:<username>, IP:<ipaddr>)

Informational

TELNET

username
TELNET
ipaddr
TELNET 1P

1.01.01

Telnet session timed out (Username:<username>, IP:<ipaddr>)

Informational

TELNET

username
TELNET
ipaddr
TELNET IP

1.01.01
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1.34 Temperature

Unit <unit-id>, Sensor: <sensor_id> detects abnormal temperature
<degree>C

Critical

unit-id
ID
sensor_id
ID
degree

1.01.01

(O 45 )

Unit <unit-id>, Sensor: <sensor_id> temperature back to normal

Critical

unit-id
ID
sensor_id
ID

1.01.01

1.35

(ULD)

ULD <interface-id> is detected as unidirectional link

Warning

interface-id

1.01.01
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1.36 VRRP

VRRP: vrid <vr-id> state change to master on vlan <vlan-id>

Warning

vr-id
ID
vlan-id
VLAN

1.01.01

VRRP: vrid <vr-id> state change to backup on vlan <vlan-id>

Warning

vr-id
ID
vlan-id
VLAN

1.01.01

VRRP RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-id>)

Warning
vr-id
ID

vlan-id

VLAN
1.01.01

VRRP

VRRP Hello
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1.37 VRRPV3

VRRPv3 IPv4: vrid <vr-id> state change to master on vlan <vlan-id>

Warning

1Pv4 VRRPV3

vr-id
VRRPv3 ID
vlan-id
VLAN

1.01.01

VRRPv3 IPv4: vrid <vr-id> state change to backup on vlan <vlan-id>

Warning

1Pv4 VRRPV3

vr-id
VRRPv3 ID
vlan-id
VLAN

1.01.01

VRRPv3 1Pv4 RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-
id>)

Warning

IPv4 VRRPv3

vr-id
VRRPv3 ID
vlan-id
VLAN

1.01.01

VRRPV3
IPv4 VRRPv3 Hello
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VRRPv3 IPv6: vrid <vr-id> state change to master on vlan <vlan-id>

Warning

1Pv6 VRRPV3

vr-id
VRRPv3 ID
vlan-id
VLAN

1.01.01

VRRPV3 IPv6: vrid <vr-id> state change to backup on vlan <vlan-id>

Warning

1Pv6 VRRPV3

vr-id
VRRPv3 ID
vlan-id
VLAN

1.01.01

VRRPv3 1Pv6 RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-
id>)

Warning
IPv6 VRRPv3
vr-id
VRRPv3 ID
vlan-id
VLAN
1.01.01
VRRPV3

IPv6 VRRPv3 Hello
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