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1.1 AAA

1.1 AAA

AAA is <status>

Informational

AAA

<status>
AAA

1.01.01

Successful login through <exec-type> from <client-ip> authenticated
by AAA <aaa-method> <server-ip> (Username: <user-name>)

Informational

<exec-type>

( Console Telnet SSH)
<client-ip>
IP IP

<aaa-method>
( none local server)
<server-ip>
AAA IP

<user-name>

1.01.01

Login failed through <exec-type> from <client-ip> authenticated by
AAA <aaa-method> <server-ip> (Username: <user-name>)

Warning

<exec-type>
( Console Telnet SSH)
<client-ip>
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1.1 AAA

IP IP

<aaa-method>
( local server)
<server-ip>
AAA IP

<user-name>

1.01.01

local

server AAA

Login failed through <exec-type> from <client-ip> due to AAA server
<server-ip> timeout (Username: <user-name>)

Warning

<exec-type>

( Console Telnet SSH)
<client-ip>
IP IP

<server-ip>
AAA IP
<user-name>

1.01.01

Successful enable privilege through <exec-type> from <client-ip>
authenticated by AAA <aaa-method> <server-ip> (Username: <user-
name>)

Informational

<exec-type>

( Console Telnet SSH)
<client-ip>
IP IP

6/120




1.1 AAA

<aaa-method>
( none local server)
<server-ip>
AAA IP

<user-name>

1.01.01

Enable privilege failed through <exec-type> from <client-ip>
authenticated by AAA <aaa-method> <server-ip> (Username: <user-
name>)

Warning

<exec-type>

( Console Telnet SSH)
<client-ip>
IP IP

<aaa-method>
( local server)
<server-ip>
AAA IP

<user-name>

1.01.01

local

server AAA

Enable privilege failed through <exec-type> from <client-ip> due to
AAA server <server-ip> timeout (Username: <user-name>)

Warning

enable password

<exec-type>

( Console Telnet SSH)
<client-ip>
IP IP
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1.1 AAA

<server-ip>
AAA IP
<user-name>

1.01.01
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1.2 AccessDefender

1.2 AccessDefender

A-Def : <auth-type> : login succeeded : [uid=<user-name>] [mac=<mac-
address>] [ip=<ip-address>] interface <interface-id> [vid=<vlan-id>]
[new vid=<target-vlan-id>] [class=<class-id>]

Notification

<auth-type>

web
gateway mac dotlx dhcpsnooping static

<user-name>

dhcpsnooping
<mac-address>

MAC
gateway

<ip-address>

IP
mac dotlx static

<interface-id>

ID port 1/0/1
port-channel 1

<vlan-id>

VLAN ID
static

<target-vlan-id>
VLAN 1D VLAN 1D

<class-id>
ID ID

1.03.01

A-Def : <auth-method> [<ip-address>] : authentication succeeded :
uid=<user-name>

Notification

<auth-method>

radius local force
<ip-address>
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1.2 AccessDefender

RADIUS IP
local force

<user-name>

1.03.01

A-Def : <auth-type> : login failed (<reason>): [uid=<user-name>]
[mac=<mac-address>] [ip=<ip-address>] interface <interface-id>
vid=<vlan-id> [new vid=<target-vlan-id>] [class=<class-id>]

Notification

<auth-type>

gateway mac dotlx dhcpsnooping e
<reason>
* auth fail
» dynamic port-base
VLAN VLAN
o ttl=<TTL> TTL
* max per device
* max per interface
e dynamic vlan hash collision SW-LSI MAC VLAN

VLAN
« auth fail due to the previous authentication not passed AND

<user-name>

dhcpsnooping
<mac-address>
MAC
gateway
<ip-address>
IP
mac dotlx static

<interface-id>

ID port 1/0/1
port-channel 1
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1.2 AccessDefender

<vlan-id>
VLAN 1D
<target-vlan-id>
VLAN
<class-id>
ID
1.03.01

A-Def : [<auth-method>] [<ip-address>]
uid=<user-name>

: authentication failed :

Notification

<auth-method>

radius local
<ip-address>

RADIUS IP
local force

<user-name>

1.03.01

A-Def : <auth-type> : logout (<reason>) : [uid=<user-name>]
[mac=<mac-address>] [ip=<ip-address>] interface <interface-id>
[vid=<vlan-id>] [new vid=<target-vlan-id>] [class=<class-id>]

[incoming interface <interface-id>]

Notification

<auth-type>

web

gateway mac dotlx dhcpsnooping static

<reason>

e aging

e clock
e web
e maxtime
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1.2 AccessDefender

e cli "access-defender logout”
» config change

» link-down

* overwrite

» logoff
* reauth failure
» reauth failure supp-timeout

» reauth vlan change VLAN
» reauth user name change

» reauth class change ID
e port initialization
* release IP

e expire |IP

e ping PING ICMP Request

<user-name>

dhcpsnooping
<mac-address>
MAC
gateway
<ip-address>
1P
mac dotlx static

<interface-id>

ID port 1/0/1
port-channel 1

<vlan-id>

VLAN ID

static
<target-vlan-id>
VLAN ID VLAN ID
<class-id>
ID ID
incoming interface <interface-id>
ID port
1/0/1 port-channel 1 <reason>
overwrite

12/120




1.2 AccessDefender

1.03.01

A-Def : radius (<ip-address>) timeout : uid=<user-name>

Warning

RADIUS

<ip-address>
RADIUS IP
<user-name>

1.03.01

RADIUS

A-Def : dhcpsnooping : Mode-Timer started

Informational

DHCP Snooping

1.03.01

A-Def : dhcpsnooping : mode changed to <status> <method>

Informational

DHCP Snooping

<status>
DHCP Snooping PERMIT DENY

<method>

DHCP Snooping
automatically manual ly

1.03.01

A-Def : dhcpsnooping : mode changed to mac-authentication mode
<state>

Informational

DHCP Snooping  MAC

<state>
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1.2 AccessDefender

DHCP Snooping  MAC

1.03.01

A-Def : <ip-address>(<user-agent>) <http-method> <URL>

Informational

Web Web

web-access on"

HTTP/HTTPS
"web-authentication logging

<ip-address>

IP
<user-agent>
HTTP/HTTPS
<http-method>
HTTP/HTTPS HTTP GET
POST
<URL>
HTTP/HTTPS URL
1.03.01

A-Def : previous authentication not finished :

uid=<user-name>

Notification

AND

<user-name>

1.03.01

A-Def : authentication is not permitted (<reason>): [mac=<mac-
address>] [ip=<ip-address>] interface <interface-id> vid=<vlan-id>

Notification

<reason>

e max per device
* max per interface
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1.2 AccessDefender

<mac-address>
MAC

<ip-address>

IP MAC
IEEE802.1X

<interface-id>

port-channel 1
<vlan-id>
VLAN 1D

Web

port 1/0/1

1.03.02
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1.3 ARP

1.3 ARP

[VRF <vrf-name>] Conflict IP was detected with this device (IP: <ip-
address>, MAC: <mac-address>, Port<port>, Interface: <ipif-name>)

Warning

Gratuitous ARP 1P
1

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<ip-address>

<mac-address>
IP MAC
<port>

1.04.01
"Port<port>" "mgmt_port"

<ipif-name>
IP 1.04.01
"mgmt_ipif"

1.01.01
1.06.01 <vrf-name>

IP
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1.4 CFM

1.4 CFM

CFM cross-connect. VLAN:<vlan-id>, Local(MD Level:<md-level>,
Interface:<interface-id>, Direction:<mep-direction>)
Remote(MEPID:<mep-id>, MAC:<mac-address>)

Critical

<vlan-id>
MEP  VLAN ID
<md-level>
MEP  MD
<interface-id>
MEP
<mep-direction>
inward outward
<mep-id>
MEP  MEPID 0 MEPID
<mac-address>
MEP  MAC 0 MAC

1.01.01

CFM

CFM error ccm. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface-id>, Direction:<mep-direction>)
Remote(MEPID:<mep-id>, MAC:<mac-address>)

Warning

CFM CCM

<md-level>
MEP  MD
<vlan-id>
MEP  VLAN ID
<interface-id>
MEP
<mep-direction>
inward outward
<mep-id>
MEP  MEPID 0 MEPID
<mac-address>
MEP  MAC 0 MAC

17/120



1.4 CFM

1.01.01

CFM

CFM remote down. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface-id>, Direction:<mep-direction>)

Warning

MEP  CCM

<md-level>

MEP  MD

<vlan-id>

MEP  VLAN ID

<interface-id>

MEP

<mep-direction>

MEP inward outward

1.01.01

CFM

CFM remote MAC error. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface-id>, Direction:<mep-direction>)

Warning

MEP  MAC

<md-level>

MEP  MD

<vlan-id>

MEP  VLAN ID

<interface-id>

MEP

<mep-direction>

MEP inward outward

1.01.01

CFM

CFM remote detects a defect. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface-id>, Direction:<mep-direction>)

Informational

MEP  CFM

<md-level>
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1.4 CFM

MEP  MD

<vlan-id>

MEP  VLAN ID

<interface-id>

MEP

<mep-direction>

MEP inward

outward

1.01.01

CFM
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1.5 CFM Extension

1.5 CFM Extension

AIS condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface-id>, Direction:<mep-direction>,

MEPID:<mep-id>)

Notification

AIS

<md-level>

MEP  MD

<vlan-id>

MEP  VLAN ID

<interface-id>

MEP

<mep-direction>

MEP inward

<mep-id>
MEP  MEPID

outward

1.01.01

AIS condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface-id>, Direction:<mep-direction>,

MEPID:<mep-id>)

Notification

AIS

<md-level>

MEP  MD

<vlan-id>

MEP  VLAN ID

<interface-id>

MEP

<mep-direction>

MEP inward

<mep-id>
MEP  MEPID

outward

1.01.01
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1.5 CFM Extension

LCK condition detected. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface-id>, Direction:<mep-direction>,
MEPID:<mep-id>)

Notification
LCK

<md-level>

MEP  MD
<vlan-id>

MEP  VLAN ID
<interface-id>
MEP
<mep-direction>
MEP inward outward
<mep-id>

MEP  MEPID
1.01.01

CFM

LCK condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface-id>, Direction:<mep-direction>,
MEPID:<mep-id>)

Notification

LCK

<md-level>

MEP  MD

<vlan-id>

MEP  VLAN ID

<interface-id>

MEP

<mep-direction>

MEP inward outward

<mep-id>
MEP  MEPID

1.01.01
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1.6 Configuration / Firmware

1.6 Configuration / Firmware

[VRF <vrf-name>] [Unit <unit-id>, JFirmware upgraded by <session>
successfully (Username: <user-name>[, IP: <ip-address>, MAC: <mac-
address>], Server IP: <server-ip>, File Name: <Ffilename>)

Informational

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<unit-id>
ID
<session>

<user-name>

<ip-address>
IP
<mac-address>
MAC
<server-ip>
IP
<filename>

IP MAC

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] [Unit <unit-id>, JFirmware upgraded by <session>
unsuccessfully (Username: <user-name>[, IP: <ip-address>, MAC: <mac-
address>], Server IP: <server-ip>, File Name: <Ffilename>)

Warning

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<unit-id>
ID
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1.6 Configuration / Firmware

<session>

<user-name>

<ip-address>
IP
<mac-address>
MAC
<server-ip>
IP
<filename>

MAC

1.01.01
1.06.01 <vrf-name>

IP

[VRF <vrf-name>] [Unit <unit-id>, JFirmware uploaded by <session>
successfully (Username: <user-name>[, IP: <ip-address>, MAC: <mac-
address>], Server IP: <server-ip>, File Name: <Ffilename>)

Informational

<vrf-name>

VRF VRF
VRF

<unit-id>
ID
<session>

<user-name>

<ip-address>
IP
<mac-address>
MAC
<server-ip>
IP
<filename>

[VRF <vrf-name>]
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1.6 Configuration / Firmware

IP MAC

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] [Unit <unit-id>, JFirmware uploaded by <session>
unsuccessfully (Username: <user-name>[, IP: <ip-address>, MAC: <mac-
address>], Server IP: <server-ip>, File Name: <Ffilename>)

Warning

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<unit-id>
ID
<session>

<user-name>

<ip-address>
IP
<mac-address>
MAC
<server-ip>
IP
<filename>

IP MAC

1.01.01
1.06.01 <vrf-name>

IP

[VRF <vrf-name>] [Unit <unit-id>, JConfiguration downloaded by
<session> successfully. (Username: <user-name>[, IP: <ip-address>,
MAC: <mac-address>], Server IP: <server-ip>, File Name: <filename>)

Informational
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1.6 Configuration / Firmware

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<unit-id>
ID
<session>

<user-name>

<ip-address>
IP
<mac-address>
MAC
<server-ip>
IP
<filename>

IP MAC

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] [Unit <unit-id>, JConfiguration downloaded by
<session> unsuccessfully. (Username: <user-name>[, IP: <ip-address>,
MAC: <mac-address>], Server IP: <server-ip>, File Name: <filename>)

Warning

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<unit-id>
ID
<session>

<user-name>
<ip-address>

IP
<mac-address>
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1.6 Configuration / Firmware

MAC
<server-ip>
IP
<filename>

IP MAC

1.01.01
1.06.01 <vrf-name>

IP

[VRF <vrf-name>] [Unit <unit-id>, JConfiguration uploaded by
<session> successfully. (Username: <user-name>[, IP: <ip-address>,
MAC: <mac-address>], Server IP: <server-ip>, File Name: <filename>)

Informational

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<unit-id>
ID
<session>

<user-name>

<ip-address>
IP
<mac-address>
MAC
<server-ip>
IP
<filename>

IP MAC

1.01.01
1.06.01 <vrf-name>

26/120



1.6 Configuration / Firmware

[VRF <vrf-name>] [Unit <unit-id>, JConfiguration uploaded by
<session> unsuccessfully. (Username: <user-name>[, IP: <ip-address>,
MAC: <mac-address>], Server IP: <server-ip>, File Name: <filename>)

Warning

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<unit-id>
ID
<session>

<user-name>

<ip-address>
IP
<mac-address>
MAC
<server-ip>
IP
<filename>

IP MAC

1.01.01
1.06.01 <vrf-name>

IP

[VRF <vrf-name>] [Unit <unit-id>, JLog message uploaded by <session>
successfully. (Username: <user-name>[, IP: <ip-address>, MAC: <mac-
address>, Server IP: <server-ip>, File Name: <filename>])

Warning

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<unit-id>
ID
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1.6 Configuration / Firmware

<session>

<user-name>

<ip-address>
IP
<mac-address>
MAC
<server-ip>
IP
<filename>

IP MAC

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] [Unit <unit-id>, JLog message uploaded by <session>
unsuccessfully. (Username: <user-name>[, IP: <ip-address>, MAC:
<mac-address>, Server IP: <server-ip>, File Name: <filename>])

Warning

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<unit-id>
ID
<session>

<user-name>

<ip-address>
IP
<mac-address>
MAC
<server-ip>
IP
<filename>
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1.6 Configuration / Firmware

MAC

1.01.01
1.06.01 <vrf-name>

IP

[VRF <vrf-name>] [Unit <unit-id>, ]JDownloaded by <session>
unsuccessfully (Username: <user-name>[, IP: <ip-address>, MAC: <mac-
address>, Server IP: <server-ip>, File Name: <filename>])

Warning

<vrf-name>

VRF VRF
VRF

<unit-id>
ID
<session>

<user-name>

<ip-address>
IP
<mac-address>
MAC
<server-ip>
IP
<filename>

[VRF <vrf-name>]

MAC

1.01.01
1.06.01 <vrf-name>

IP

[Unit <unit-id>, JConfiguration saved to flash [by console]

(Username: <user-name>[, IP: <ip-address>])

Informational
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1.6 Configuration / Firmware

<unit-id>
ID
<user-name>

<ip-address>
IP

by console

1.03.01
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1.7 Console

1.7 Console

Successful login through Console (Username: <user-name>)

Informational

<user-name>

1.01.01

Login failed through Console (Username: <user-name>)

Warning

<user-name>

1.01.01

Logout through Console (Username: <user-name>)

Informational

<user-name>

1.01.01

Console session timed out (Username: <user-name>)

Informational

<user-name>

1.01.01
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1.8 Counter

1.8 Counter

Detected <counter> <error-counter-name> on <interface-id>

Notification

<counter>

<error-counter-name>

» rxFCSErrorPkts

* rxAlignmentErrorPkts

» rxCodeErrorPkts

* rxUndersizedPkts

» rxOversizedPkts

» rxFragmentPkts

* rxJabbers

» rxDropPkts

o txExcessiveDeferralPkts

e txFCSErrorPkts

» txLateCollisionPkts

» txExcessiveCollisionPkts

» txDropPkts
<interface-id>

1.01.01
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1.9 DHCPv4 Relay

1.9 DHCPv4 Relay

Cannot send packet

Error

DHCPv4

1.01.01
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1.10 DHCPv4 Server

1.10 DHCPv4 Server

DHCP server

Informational

DHCPv4

1.01.01

DHCPDISCOVER from <mac-address> via <vlan-name | giaddr>:unknown
network segment

Informational

DHCP DHCP
DISCOVER

<mac-address>
DHCP MAC
<vlan-name>
DHCPv4 VLAN
<giaddr>
IP

1.01.01

DHCP

Packet from unknown subnet: <ip-address>

Informational

<ip-address>
IP

1.01.01

DHCPREQUEST for <client-ip> (<server-ip>) from <mac-address> (<host-
name>) via <vlan-name | giaddr>: lease <client-ip> unavailable

Informational

DHCPv4 IP

<client-ip>
DHCP IP
<server-ip>
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1.10 DHCPv4 Server

DHCPv4 IP
<mac-address>
DHCP MAC
<host-name>
DHCP
<vlan-name>
DHCPv4 VLAN
<giaddr>
IP

1.01.01

Cannot send packet

Error

DHCPv4

1.01.01
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1.11 DHCPv6 Client

1.11 DHCPv6 Client

DHCPv6 client on interface <ipif-name> changed state to <status>

Informational

DHCPv6

<ipif-name>
DHCPv6
<status>

DHCPV6
enabled disabled

1.01.01

DHCPv6 client obtains an IPv6 address <ipv6-address> on interface
<ipif-name>

Informational

DHCPv6 DHCPv6 IPv6

<ipv6-address>

DHCPv6 1Pv6
<ipif-name>

DHCPv6

1.01.01

The IPv6 address <ipv6-address> on interface <ipif-name> starts
renewing

Informational

DHCPV6 1PVv6

<ipv6-address>

DHCPv6 1Pv6
<ipif-name>

DHCPv6

1.01.01
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1.11 DHCPv6 Client

The IPv6 address <ipv6-address> on interface <ipif-name> renews
success

Informational

DHCPV6 1PVv6

<ipv6-address>

DHCPv6 1Pv6
<ipif-name>

DHCPv6

1.01.01

The IPv6 address <ipv6-address> on interface <ipif-name> starts
rebinding

Informational

DHCPV6 1PVv6

<ipv6-address>

DHCPv6 1Pv6
<ipif-name>

DHCPv6

1.01.01

The IPv6 address <ipv6-address> on interface <ipif-name> rebinds
success

Informational

DHCPV6 1PVv6

<ipv6-address>

DHCPv6 1Pv6
<ipif-name>

DHCPv6

1.01.01

The IPv6 address <ipv6-address> on interface <ipif-name> was deleted

Informational

DHCPV6 1Pv6

<ipv6-address>
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1.11 DHCPv6 Client

DHCPv6 1Pv6
<ipif-name>
DHCPv6

1.01.01

DHCPv6 client PD on interface <intf-name> changed state to [enabled
| disabled]

Informational

DHCPV6 PD

<intf-name>
DHCPv6 PD
[enabled | disabled]

1.01.01

DHCPv6 client PD obtains an IPv6 prefix <ipv6-network-address> on
interface <intf-name>

Informational

DHCPv6 PD 1Pv6

<ipv6-network-address>

ipvé
<intf-name>
DHCPv6 PD

1.01.01

The IPv6 prefix <ipv6-network-address> on interface <intf-name>
starts renewing

Informational

1Pv6
<ipv6-network-address>

1Pv6
<intf-name>
DHCPv6 PD
1.01.01
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1.11 DHCPv6 Client

The IPv6 prefix <ipv6-network-address> on interface <intf-name>
renews success

Informational

1Pv6
<ipv6-network-address>

1Pv6
<intf-name>
DHCPv6 PD
1.01.01

The IPv6 prefix <ipv6-network-address> on interface <intf-name>
starts rebinding

Informational

1Pv6
<ipv6-network-address>

1Pv6
<intf-name>
DHCPv6 PD
1.01.01

The IPv6 prefix <ipv6-network-address> on interface <intf-name>
rebinds success

Informational

1Pv6
<ipv6-network-address>

1Pv6
<intf-name>
DHCPv6 PD
1.01.01
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1.11 DHCPv6 Client

The IPv6 prefix <ipv6-network-address> on interface <intf-name> was
deleted

Informational

1Pv6
<ipv6-network-address>

1Pv6
<intf-name>
DHCPv6 PD
1.01.01
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1.12 DHCPv6 Relay

1.12 DHCPv6 Relay

DHCPv6 relay on interface <ipif-name> changed state to [enabled |
disabled]

Informational

DHCPv6

<ipif-name>
DHCPv6
[enabled | disabled]

1.01.01

Cannot send packet6

Error

DHCPV6

1.01.01
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1.13 DHCPv6 Server

1.13 DHCPv6 Server

The address of the DHCPv6 Server pool <pool-name> is used up

Informational

DHCPV6

<pool-name>
DHCPv6

1.01.01

DHCPV6

The number of allocated IPv6 addresses of the DHCPv6 Server pool is
equal to 4096

Informational

I1Pv6 4096
1.01.01
DHCPVv6 (4096)

DHCPv6 server

Informational

DHCPV6

1.01.01

No subnet found for link-addr: <ipv6-address>

Informational

DHCPV6 DHCPv6

<ipv6-address>
1Pv6

1.01.01

DHCP
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1.13 DHCPv6 Server

<dhcpv6-type> from <client-duid> via <vlan-name> not leased
status=NoAddrsAvail

Informational

DHCPV6 1PVv6

<dhcpv6-type>
DHCPv6
<client-duid>
DHCPv6 DUID
<vlan-name>
VLAN

1.01.01

IPv6

Cannot send packet6

Error

DHCPV6

1.01.01

A problem was encountered with the process

Informational

DHCPV6

1.01.01

"clear ipv6 dhcp binding"
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1.14 ERPS

1.14 ERPS

Signal fail detected on node (MAC: <mac-address>, instance <erps-
instance-id>)

Warning

1

<mac-address>
MAC
<erps-instance-id>

1.01.01

ERPS

Signal fail cleared on node (MAC: <mac-address>, instance <erps-
instance-id>)

Warning

1

<mac-address>
MAC
<erps-instance-id>

1.01.01

RPL owner conflict on the node (MAC: <mac-address>, instance <erps-
instance-id>)

Warning

RPL RPL

<mac-address>
MAC
<erps-instance-id>

1.01.01

ERPS
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1.15 Fan

1.15 Fan

Unit <unit-id>, Fan module <fan-module-id> back to normal

Informational

<unit-id>
ID
<fan-module-id>
ID

1.01.01

Unit <unit-id>, Fan module <fan-module-id> failed

Critical

<unit-id>
ID
<fan-module-id>
ID

1.01.01

"'show unit" "'show environment"
"show tech-support”

Unit <unit-id>, Attached fan module <fan-module-id>

Informational

<unit-id>
ID
<fan-module-id>
ID

1.01.01

Unit <unit-id>, Detached fan module <fan-module-id>

Critical

<unit-id>
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1.15 Fan

ID
<fan-module-id>
ID

1.01.01

Unit <unit-id>, Fan module <fan-module-id> airflow back to normal

Informational

<unit-id>
ID
<fan-module-id>
ID

1.01.01

Unit <unit-id>, Fan module <fan-module-id> detect abnormal <airflow-
type> airflow

Critical

<unit-id>
ID
<fan-module-id>
ID
<airflow-type>

1.01.01

"'show unit" "'show environment"
"show tech-support”

Unit <unit-id>, Power <power-id> fan back to normal

Informational

<unit-id>
ID
<power-id>
ID

1.01.01
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1.15 Fan

Unit <unit-id>, Power <power-id> fan failed

Critical

<unit-id>
ID
<power-id>
ID

1.01.01

"'show unit" "'show environment"
"show tech-support”

Unit <unit-id>, abnormal air flow back to normal

Informational

<unit-id>
ID

1.01.01

Unit <unit-id>, detecting abnormal air flow

Critical

<unit-id>
ID

1.01.01

"'show unit" "'show environment"
"show tech-support”
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1.16 IP

1.16 IP

IP Directed Broadcast packet rate is high on subnet (IP: <ip-
address>)

Informational

IP
50

<ip-address>
IP IP

1.01.01

IP IP

IP Directed Broadcast rate is high

Informational

IP 1 100
1.01.01

IP IP
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1.17 L3

1.17 L3

L3 host <ip-address> could not be added to the cache table

Warning

L3

<ip-address>
L3 IP

1.05.01
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1.18 LACP

1.18 LACP

Link Aggregation Group <group-id> link up

Warning

<group-id>

ID

1.01.01

Link Aggregation Group <group-id> link down

Error

<group-id>

ID

1.01.01

LACP Up

<ifname> attach to Link Aggregation Group <group-id>

Notification

<ifname>

<group-id>

1.01.01

<ifname> detach from Link Aggregation Group <group-id>

Error

<ifname>
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1.18 LACP

<group-id>
ID

1.01.01

LACP Up

LACP: LAG <group-id> detected multiple system-id on <ifhame>

Error

LACP

<group-id>

<ifname>

1.01.01

<group-id>
ID
<group-id>
LACP

LACP: LAG <group-id> detected timeout mismatch on <ifname>

Error

LACP

<group-id>

<ifname>

1.01.01

LACP
LACP

LACP: LAG <group-id> LACPDU receive timer expired on <ifname>

Error

LACP

<group-id>

<ifname>
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1.18 LACP

1.01.01

LACP
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1.19

1.19

Redundant <group-id>: Active interface has been changed to secondary
<port-num>

Warning

<group-id>
ID
<port-num>

1.04.01

Redundant <group-id>: Active interface has been changed to primary
<port-num>

Warning

<group-id>
ID
<port-num>

1.04.01

Redundant <group-id>: All interfaces go down

Warning

<group-id>
ID

1.04.01
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1.19

Redundant: All FDB entries have been deleted by receiving FDB Flush
frame.

Warning

FDB MAC

1.04.01

54/120




1.20 LLDP

1.20 LLDP

LLDP-MED topology change detected on port <port-num>. (chassis id:
<chassis-type>, <chassis-id>, port id: <port-type>, <port-id>,
device class: <device-class>)

Notification

LLDP-MED

<port-num>

<chassis-type>
ID
» chassisComponent (1)
 interfaceAlias (2)
» portComponent (3)
» macAddress (4)
» networkAddress (5)
 interfaceName (6)
» local (7)
<chassis-id>
ID
<port-type>
ID
 interfaceAlias (1)
» portComponent (2)
» macAddress (3)
» networkAddress (4)
 interfaceName (5)
» agentCircuitld (6)
» local (7)
<port-id>
ID
<device-class>
LLDP-MED

1.01.01

Conflict LLDP-MED device type detected on port <port-num>, (chassis
id: <chassis-type>, <chassis-id>, port id: <port-type>, <port-id>,
device class: <device-class>)

Notification

LLDP-MED
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1.20 LLDP

<port-num>

<chassis-type>
ID
» chassisComponent (1)
 interfaceAlias (2)
» portComponent (3)
» macAddress (4)
» networkAddress (5)
 interfaceName (6)
» local (7)
<chassis-id>
ID
<port-type>
ID
 interfaceAlias (1)
» portComponent (2)
» macAddress (3)
» networkAddress (4)
 interfaceName (5)
« agentCircuitld (6)
* local (7)
<port-id>
ID
<device-class>
LLDP-MED

1.01.01

LLDP

Incompatible LLDP-MED TLV set detected on port <port-num>, (chassis
id: <chassis-type>, <chassis-id>, port id: <port-type>, <port-id>,
device class: <device-class>)

Notification

LLDP-MED TLV

<port-num>

<chassis-type>
ID
» chassisComponent (1)
 interfaceAlias (2)
» portComponent (3)
macAddress (4)
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1.20 LLDP

» networkAddress (5)
 interfaceName (6)
e local (7)
<chassis-id>
ID
<port-type>
ID
 interfaceAlias (1)
» portComponent (2)
» macAddress (3)
» networkAddress (4)
 interfaceName (5)
« agentCircuitld (6)
» local (7)
<port-id>
ID
<device-class>
LLDP-MED

1.01.01

LLDP

LLDP disabled port <port-num> by error

Error

<port-num>

1.03.01

SFP/SFP+

LLDP reset port <port-num>

Notification

<port-num>

1.03.01
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1.21

1.21

<interface-id> loop occurred

Critical

<interface-id>

1.01.01

"no shutdown"

<interface-id> VLAN <vlan-id> loop occurred

Critical

<interface-id>

<vlan-id>
VLAN

1.01.01

VLAN

"no shutdown"

<interface-id> loop recovered

Warning

<interface-id>

1.01.01
1.04.01

<interface-id> VLAN <vlan-id> loop recovered

Warning
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1.21

<interface-id>

<vlan-id>
VLAN

1.01.01
1.04.01

VLAN

<interface-id> recovers from Loopback Detection err-disabled state
automatically

Warning

<interface-id>

1.04.01

<interface-id> recovers from Loopback Detection err-disabled state
manually

Warning

<interface-id>

1.04.01

<interface-id> VLAN <vlan-id> recovers from Loopback Detection err-
disabled state automatically

Warning

<interface-id>

<vlan-id>
VLAN

1.04.01

VLAN

59/120




1.21

<interface-id> VLAN <vlan-id> recovers from Loopback Detection err-
disabled state manually

Warning

<interface-id>

<vlan-id>
VLAN

1.04.01

Loop VLAN numbers overflow

Critical

VLAN

1.01.01

VLAN
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1.22

1.22

Detected system-abnormal (Unit <unit-id>, memory-error,
action=shutdown)

Emergency
SW-LSI
<unit-id>
ID
1.03.01
"clear memory-error"

SW-LSI
"clear memory-error"

SW-LSI

Memory error of switch LSl was recovered automatically (Unit <unit-
id>)

Warning

SW-LSI

<unit-id>
ID

1.03.01

Hardware error was detected on switch LSI

Alert

10
ECC

1.03.01

SW-LSI

Hardware errors were fixed on switch LSI

Notification

"clear memory-error"
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1.22

1.03.01

Parity error on switch LSI was recovered

Notification

SW-LSI

1.03.01

Parity error was detected on Unit <unit-id>, <memory-name>, <index>

Warning

ECC

<unit-id>
ID
<memory-name>

<index>

1.03.01

SW-LSI
"clear memory-error"

"clear memory-error"
"clear memory-error"
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1.23 MMRP-Plus

1.23 MMRP-Plus

MMRP-Plus ring <RINGID> <interface-id> goes DOWN status

Error

MMRP-Plus Down

<RINGID>

MMRP-Plus ID

<interface-id>

MMRP-Plus (

1.03.01

MMRP-Plus

MMRP-Plus ring <RINGID> <interface-id> goes LISTENING status

Warning

MMRP-Plus Listening

<RINGID>

MMRP-Plus ID

<interface-id>

MMRP-Plus (

1.03.01

MMRP-Plus

MMRP-Plus ring <RINGID> <interface-id> Listening Time out

Warning

MMRP-Plus Listening

<RINGID>

MMRP-Plus ID

<interface-id>

MMRP-Plus (

1.03.01
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1.23 MMRP-Plus

MMRP-Plus ring <RINGID> <interface-id> goes FORWARDING status

Warning

MMRP-Plus Forwarding

<RINGID>

MMRP-Plus ID

<interface-id>

MMRP-Plus (

1.03.01

MMRP-Plus ring <RINGID> <interface-id> goes BLOCKING status

Notification

MMRP-Plus Blocking

<RINGID>

MMRP-Plus ID

<interface-id>

MMRP-Plus (

1.03.01

MMRP-Plus ring <RINGID> <interface-id> goes FAILURE UP status

Warning

MMRP-Plus Failure

<RINGID>

MMRP-Plus ID

<interface-id>

MMRP-Plus (

1.03.01

Failure

"clear mmrp-plus failure ring"
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1.23 MMRP-Plus

MMRP-Plus ring <RINGID> <interface-id> Revertive Time out

Warning

MMRP-Plus Failure Revertive

<RINGID>

MMRP-Plus ID

<interface-id>

MMRP-Plus (

1.03.01

MMRP-Plus ring <RINGID> ALl uplink port goes down

Error

MMRP-Plus

<RINGID>
MMRP-Plus ID

1.06.01

MMRP-Plus

. MMRP-Plus

MMRP-PIus ring <RINGID> FDB Flush

Notification

MMRP-Plus FDB

<RINGID>
MMRP-Plus ID

1.03.01

MMRP-Plus
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1.23 MMRP-Plus

MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated

Notification

FDB MAC

<RINGID>
MMRP-Plus ID

1.03.01

MMRP-Plus

MMRP-Plus ring <RINGID> <Master|Slave> <interface-id> Hello down
detect

Warning

<RINGID>

MMRP-Plus ID

<Master>

MMRP-Plus

<Slave>

MMRP-Plus

<interface-id>

MMRP-Plus ( )

1.03.01

MMRP-Plus ring <RINGID> <Master|Slave> <interface-id> Hello detect

Notification

<RINGID>

MMRP-Plus ID

<Master>

MMRP-Plus

<Slave>

MMRP-Plus

<interface-id>

MMRP-Plus ( )

1.03.01
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1.23 MMRP-Plus

MMRP-Plus ring <RINGID> <Master|Slave> <interface-id> Hello Time out

Warning

<RINGID>

MMRP-Plus ID

<Master>

MMRP-Plus

<Slave>

MMRP-Plus

<interface-id>

MMRP-Plus ( )

1.03.01

MMRP-Plus

MMRP-Plus ring <RINGID> <interface-id> was restarted

Warning

<RINGID>

MMRP-Plus ID

<interface-id>

MMRP-Plus ( )

1.06.01

MMRP-Plus
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1.24 OSPFv2

1.24 OSPFv2

[VRF <vrf-name>] OSPF NFSM[<intf-name>:<addr>-<router-id>]: Status

change <state> -> <state>(event <event>)

Informational Debugging

OSPF

<vrf-name>

VRF VRF
VRF

<intf-name>
OSPF
<addr>
1P
<router-id>
OSPF ID
<state>
OSPF
<event>
OSPF

[VRF <vrf-name>]

1.01.01
1.06.01 <vrf-name>

<event>
KilINbr

InactivityTimer
OSPF

» 1-WayReceived

BadLSReq SegNumberMismatch

[VRF <vrf-name>] OSPF IFSM[<intf-name>:<addr>]: Status change

<state> -> <state>

Informational

OSPF

<vrf-name>

VRF VRF
VRF

<intf-name>
OSPF

[VRF <vrf-name>]

68/120




1.24 OSPFv2

<addr>

1P
<state>
OSPF

1.01.01
1.06.01 <vrf-name>

<state> Down

[VRF <vrf-name>] OSPF SPF: Calculation finished

Informational

OSPF  SPF

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] RECV[<type>]: From <router-id> via <intf-
name>:<addr>: OSPF checksum error <valid-sum>/<invalid-sum>

Warning

OSPF

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<type>
OSPF
<router-id>
OSPF ID
<intf-name>
OSPF
<addr>
OSPF 1P
<valid-sum>
OSPF
<invalid-sum>
OSPF

1.01.01
1.06.01 <vrf-name>

OSPF
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1.24 OSPFv2

OSPF

[VRF <vrf-name>] RECV[<type>]: From <router-id> via <intf-
name>:<addr>: Authentication type mismatch

Warning

OSPF OSPF

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<type>
OSPF
<router-id>
OSPF ID
<intf-name>
OSPF
<addr>
OSPF IP

1.01.01
1.06.01 <vrf-name>

OSPF

OSPF

[VRF <vrf-name>] RECV[<type>]: From <router-id> via <intf-
name>:<addr>: Authentication error

Warning
OSPF OSPF
<vrf-name>
VRF VRF [VRF <vrf-name>]
VRF
<type>
OSPF
<router-id>
OSPF ID
<intf-name>
OSPF
<addr>
OSPF IP
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1.24 OSPFv2

1.01.01
1.06.01 <vrf-name>

OSPF

OSPF

[VRF <vrf-name>] RECV[<type>]: From <router-id> via <intf-
name>:<addr>: MD5 authentication error

Warning

OSPF MD5

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<type>
OSPF
<router-id>
OSPF ID
<intf-name>
OSPF
<addr>
OSPF 1P

1.01.01
1.06.01 <vrf-name>

OSPF OSPF
MD5

[VRF <vrf-name>] OSPF-4-INTFSTATECHANGE: OSPF interface <intf-name>
changed state to [Up | Down]

Warning

"debug ip ospf log"
OSPF

OSPF

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<intf-name>
OSPF

1.01.01
1.06.01 <vrf-name>
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1.24 OSPFv2

[VRF <vrf-name>] OSPF-6-INTFADMINCHANGE: OSPF protocol on interface
<intf-name> changed state to [Enabled | Disabled]

Informational
"debug ip ospf log"
OSPF
OSPF
<vrf-name>
VRF VRF [VRF <vrf-name>]
VRF

<intf-name>
OSPF
[Enabled | Disabled]

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] OSPF-6-INTFAREACHANGE: OSPF interface <intf-name>
changed from area <area-id> to area <area-id>

Informational

"debug ip ospf log"
OSPF

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<intf-name>
OSPF
<area-id>
OSPF ID

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] OSPF-5-NBRLOADINGTOFULL: OSPF nbr <nbr-id> on
interface <intf-name> changed state from Loading to Full

Notification

"debug ip ospf log"
OSPF

OSPF Loading Full
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1.24 OSPFv2

<vrf-name>

VRF VRF
VRF

<nbr-id>

ID
<intf-name>
OSPF

[VRF <vrf-name>]

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] OSPF-5-NBRFULLTODOWN: OSPF nbr <nbr-id> on
interface <intf-name> changed state from Full to Down

Notification

OSPF

OSPF Full Down

"debug ip ospf log"

<vrf-name>

VRF VRF
VRF

<nbr-id>

ID
<intf-name>
OSPF

[VRF <vrf-name>]

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] OSPF-5-DTIMEXPIRED: OSPF nbr <nbr-id> on interface

<intf-name> dead timer expired

Notification
"debug ip ospf log"

OSPF
OSPF
<vrf-name>
VRF VRF [VRF <vrf-name>]

VRF
<nbr-id>
ID

<intf-name>
OSPF
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1.24 OSPFv2

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] OSPF-5-VNBRLOADINGTOFULL: OSPF nbr <nbr-id> on
virtual link changed state from Loading to Full

Notification

"debug ip ospf log"
OSPF

OSPF Loading Full

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<nbr-id>

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] OSPF-5-VNBRFULLTODOWN: OSPF nbr <nbr-id> on virtual
link changed state from Full to Down

Notification

"debug ip ospf log"
OSPF

OSPF Full Down

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<nbr-id>

1.01.01
1.06.01 <vrf-name>

OSPF

[VRF <vrf-name>] OSPF-4-RIDCHANGE: OSPF router ID changed to
<router-id>

Warning

"debug ip ospf log"
OSPF
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1.24 OSPFv2

OSPF ID

<vrf-name>

VRF VRF
VRF

<router-id>
OSPF ID

[VRF <vrf-name>]

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] OSPF-6-STATECHANGE: OSPF state changed to [Enabled

| Disabled]

Informational

OSPF
OSPF

"debug ip ospf log"

<vrf-name>

VRF VRF
VRF

[Enabled | Disabled]
OSPF

[VRF <vrf-name>]

1.01.01
1.06.01 <vrf-name>
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1.25 OSPFv3

1.25 OSPFv3

OSPFv3 NFSM[<intf-name>:<router-id>]: Status change <state> ->
<state>(event <event>)

Informational Debugging

OSPFv3

<intf-name>
OSPF
<router-id>
OSPF ID
<state>

OSPF

<event>

OSPF

1.01.01

<event>
KilINbr

e InactivityTimer
OSPF

» 1-WayReceived

BadLSReq SegNumberMismatch

OSPFv3 IFSM[<intf-name>]: Status change <state> -> <state>

Informational

OSPFv3

<intf-name>
OSPF
<state>
OSPF

1.01.01

<state> Down

OSPFv3 SPF[<area-id>]: Calculation finished

Informational

OSPFv3  SPF
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1.25 OSPFv3

<area-id>
OSPF

ID

1.01.01
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1.26 PIM-SM

1.26 PIM-SM

PIM vif starts interface <ipif-name>

Informational

IP PIM-SM

<ipif-name>
IP

1.01.01

Found PIM neighbor IP <ip-address> on interface <ipif-name>

Informational

IP PIM-SM

<ip-address>

1P
<ipif-name>
IP

1.01.01

Delete PIM neighbor IP <ip-address> on interface <ipif-name>

Informational

IP PIM-SM

<ip-address>

1P
<ipif-name>
IP

1.01.01

PIM-SM
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1.27 PIM-SM 1Pv6

1.27 PIM-SM 1Pv6

PIMv6 vif6 starts interface <ipif-name>

Informational

1PVv6

PIM-SM 1Pv6

<ipif-name>
1Pv6

1.01.01

Found PIMv6 neighbor IP <IPV6-ADDRESS> on interface <ipif-name>

Informational

1Pv6

PIM-SM 1Pv6

<IPV6-ADDRESS>

1Pv6
<ipif-name>
1Pv6
1.01.01

Delete PIMv6 neighbor IP <IPV6-ADDRESS> on interface <ipif-name>

Informational

1Pv6

PIM-SM 1Pv6

<IPV6-ADDRESS>

1Pv6
<ipif-name>
1Pv6

1.01.01

PIM-SM IPv6
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1.28 PD

1.28 PD

<port> pd-monitoring [<mode>] start

Informational

PD

<port>

<mode>
PD (ACL-mode ICMP-mode)

1.06.01

<port> pd-monitoring [ACL-mode] [notify-only] detected pd-down,
rule: <acl-rule>

Warning

ACL PD

<port>

<acl-rule>
PD

1.06.01

PD
PD

<port> pd-monitoring [ICMP-mode] [notify-only] detected pd-down, IP:
<ip-address>

Warning

ICMP PD

<port>

<ip-address>
PDIP

1.06.01

PD
PD
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1.29 Port

1.29 Port

Port<port> link up, <nway>

Warning

<port>
(  1/0/1)
<nway>

1.01.01

Port<port> link down

Error

<port>
(  1/0/1)

1.01.01

Management port link up, <nway> Unit <unit-id>

Warning

IinkUp

<nway>

<unit-id>
ID

1.06.01

Management port link down, Unit <unit-id>

Error

I inkdown

<unit-id>
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1.29 Port

ID

1.06.01

Unit <unit-id>, Port <port-num> <tr-type> has been inserted

Informational

SFP/QSFP+ SFP/SFP+/QSFP+

<unit-id>
ID
<port-num>
ID
<tr-type>

1.01.01

Unit <unit-id>, Port <port-num> transceiver has been removed

Informational

SFP/QSFP+ SFP/SFP+/QSFP+

<unit-id>
ID
<port-num>
ID

1.01.01

Unit <unit-id>, Port <port-num> Lane <lane> TX fault was asserted

Error

QSFP+

<unit-id>
ID
<port-num>
ID
<lane>
QSFP+

1.01.01
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1.29 Port
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1.30 Power

1.30 Power

Unit <unit-id>, <power-descr> failed

Critical
<unit-id>
ID
<power-descr>
ID
1.01.01
"show unit" "show environment"

"show tech-support”

Unit <unit-id>, <power-descr> back to normal

Informational

<unit-id>
ID
<power-descr>
ID

1.01.01

Unit <unit-id>, Attached PSU to slot <slot-id>

Informational

<unit-id>
ID
<slot-id>
ID

1.01.01

Unit <unit-id>, Detached PSU from slot <slot-id>

Critical

<unit-id>
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1.30 Power

ID
<slot-id>

ID

1.01.01
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1.31 RIP

1.31 RIP

[VRF <vrf-name>] RIP: IPv4 Route <network-addr>/<prefix-len> delete

Informational

RIP

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<network-addr>

<prefix-len>

1.01.01
1.06.01 <vrf-name>

RIP

[VRF <vrf-name>] RECV[<intf-name>]: Drop RIPv2 from <ip-address> (No
auth in packet)

Warning

RIPv2 RIPv2
RIPv2

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<intf-name>

<ip-address>
RIP IP

1.01.01
1.06.01 <vrf-name>

RIP
RIP

[VRF <vrf-name>] RECV[<intf-name>]: Drop RIPv2 from <ip-address>
(Simple auth failed)

Warning
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1.31 RIP

RIPv2 RIPv2

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<intf-name>

<ip-address>
RIP IP

1.01.01
1.06.01 <vrf-name>

RIP
RIP
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1.32 RIPng

1.32 RIPng

RIPNG-6- INTFSTATECHANGE: RIPng protocol on interface <intf-name>
changed state to [enabled | disabled]

Informational

RIPng

<intf-name>

[enabled | disabled]
RIPng

1.01.01

RIPng: IPv6 Route <network-addr>/<prefix-len> delete

Informational

RIPng 1Pv6

<network-addr>

<prefix-len>

1.01.01

RIPng
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1.33 SD

1.33 SD

Booted from primary firmware <URL>

Notification

<URL>

1.02.01

Booted from secondary firmware <URL>

Warning

<URL>

1.02.01

Booted from firmware <URL>

Warning

<URL>

1.02.01

Booted with primary configuration <URL>

Notification

<URL>

1.02.01
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1.33 SD

Booted with secondary configuration <URL>

Warning

<URL>

1.02.01

Booted with configuration <URL>

Warning

<URL>

1.02.01

Booted with default configuration

Alert

1.02.01
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1.34 SNMP

1.34 SNMP

SNMP request received from <ip-address> with invalid community
string

Warning
SNMP
<ip-address>
IP
1.01.01
<ip-address>
SNMP (
)
<ip-address>
IP SNMP
(
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1.35 SSH

1.35 SSH

SSH server is enabled

Informational

SSH

1.01.01

SSH server is disabled

Informational

SSH

1.01.01

[VRF <vrf-name>] Login failed through SSH (Username: <user-name>,
IP: <ip-address | ipv6-address>)

Warning

SSH

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<user-name>

<ip-address>

1P
<ipv6-address>

1Pv6

1.01.01
1.06.01 <vrf-name>

» SSH
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1.35 SSH

[VRF <vrf-name>] Successful login through SSH (Username: <user-

name>, IP: <ip-address | ipv6-address>)

Informational

SSH

<vrf-name>

VRF VRF
VRF

<user-name>
SSH
<ip-address>
1P
<ipv6-address>
1Pv6

[VRF <vrf-name>]

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] Logout through SSH (Username:

address | ipv6-address>)

<user-name>, IP: <ip-

Informational

SSH

<vrf-name>

VRF VRF
VRF

<user-name>
SSH
<ip-address>
1P
<ipv6-address>
1Pv6

[VRF <vrf-name>]

1.01.01
1.06.01 <vrf-name>
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1.36

1.36

Unit <unit-id>, MAC: <mac-address> Hot insertion

Warning

<unit-id>

ID
<mac-address>
MAC

1.01.01

Unit <unit-id>, MAC: <mac-address> Hot removal

Warning

<unit-id>

ID
<mac-address>
MAC

1.01.01

Stacking topology is <stack-tp-type>. Master(Unit <unit-id>, MAC:
<mac-address>)

Warning

<stack-tp-type>

e Ring
e Chain
<unit-id>
ID
<mac-address>
MAC

1.01.01
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1.36

Backup master changed to master. Master (Unit <unit-id>)

Warning

<unit-id>
ID

1.01.01

Slave changed to master. Master (Unit <unit-id>)

Warning

<unit-id>
ID

1.01.01

Hot insert failed, box ID conflict: Unit <unit-id>, conflict (MAC:
<mac-address> and MAC: <mac-address>)

Critical

ID

<unit-id>
ID
<mac-address>
MAC

1.01.01

ID ID

Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link up,
<nway>

Warning
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1.36

<unit-id>
ID
<mac-address>
MAC
<port-num>
ID
<nway>

1.01.01

Unit <unit-id>, MAC: <mac-address> Stackport <port-num> link down

Error

<unit-id>
ID
<mac-address>
MAC
<port-num>
ID

1.01.01

Unit <unit-id>, MAC: <mac-address> Stackport <port-num> <tr-type>
has been inserted

Informational

SFP/QSFP+ SFP/SFP+/QSFP+

<unit-id>
ID
<mac-address>
MAC
<port-num>
ID
<tr-type>
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1.36

1.01.01

Unit <unit-id>, MAC: <mac-address> Stackport <port-num> transceiver
has been removed

Informational

SFP/QSFP+ SFP/SFP+/QSFP+

<unit-id>
ID
<mac-address>
MAC
<port-num>
ID

1.01.01

Unit <unit-id>, System warm start (stack preempt I2-extend)

Critical

2

<unit-id>
ID

1.03.01

Hello timeout occurs: Unit <unit-id> Stackport <port-num>

Error

<unit-id>
ID
<port-num>
ID

1.04.01

Unit <unit-id> fails to send a stacking message. (Type: <msg-type>[,
Sub type: <sub-type>])

Debugging
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1.36

<unit-id>
ID
<msg-type>

<sub-type>

1.05.01

CPU

Stacking starts to configure new units. Master (Unit <unit-id>, MAC:
<mac-address>)

Warning

<unit-id>
ID
<mac-address>
MAC

1.04.01

Stacking detects new units. (MAC: <mac-address>)

Warning

<mac-address>
MAC

1.04.01

Stacking role changed to <role>. (MAC: <mac-address>)

Warning

<role>

<mac-address>
MAC

1.04.01
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1.36

Stacking configure stage timeout occured. Restart election.

Error

1.04.01

Stacking detects abnormal link status and try to recover: Unit
<unit-id> Stackport <port-num>

Error

<unit-id>
ID
<port-num>
ID

1.04.01

Unit <unit-id>: Stacking health status goes Abnormal

Error

<unit-id>
ID

1.05.01

Unit <unit-id>: Stacking health status goes Normal

Notification

<unit-id>
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1.36

ID

1.05.01
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1.37 Storm Control

1.37 Storm Control

<Broadcast | Multicast | Unicast> storm is occurring on <interface-
id> [(port-channel <group-id>)]

Critical
<Broadcast>
(DA = FF:FF:FF:FF:FF:FF)
<Multicast>
L2 L2 IP
IP
<Unicast>

<interface-id>
ID
<group-id>

1.01.01

<Broadcast | Multicast | Unicast> storm is cleared on <interface-id>
[(port-channel <group-id>)]

Informational

<Broadcast>

<Multicast>

<Unicast>

<interface-id>

<group-id>
ID

1017120



1.37 Storm Control

1.01.01

<interface-id> [(port-channel <group-id>)] is currently shut down

due to the <Broadcast | Multicast | Unicast> storm

Critical

<interface-id>

error-disabled ID
<group-id>
error-disabled
ID
<Broadcast>
<Multicast>
<Unicast>
(
)
1.01.01
"shutdown" "no shutdown"
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1.38

1.38

Spanning Tree Protocol is enabled

Informational

1.01.01

Spanning Tree Protocol is disabled

Informational

1.01.01

Topology changed ([Instance:<instance-id> | VLAN:<vlan-id>],
<interface-id>, MAC:<mac-address>)

Warning

(XSTP)

<instance-id>

MSTP ID 0
CIST

<vlan-id>
VLAN ID
<interface-id>

<mac-address>
MAC

1.01.01

[CIST | CIST Regional | MSTI Regional] New Root bridge selected
([Instance:<instance-id>] | VLAN:<vlan-id>], MAC: <mac-address>,
Priority:<priority>)

Informational

<instance-id>
MSTP ID 0
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1.38

CIST
<vlan-id>
VLAN 1D
<mac-address>
MAC
<priority>
4096

1.01.01

New root port selected ([Instance:<instance-id> | VLAN:<vlan-id>],
<interface-id>)

Notification

<instance-id>

MSTP ID 0
CIST

<vlan-id>
VLAN ID
<interface-id>

1.01.01

Spanning Tree port status change ([Instance:<instance-id> |
VLAN:<vlan-id>], <interface-id>) <old-status>-><new-status>

Warning

(XSTP)

<instance-id>

MSTP ID 0
CIST

<vlan-id>
VLAN ID
<interface-id>

<old-status>
<new-status>

(STP)
Disable Discarding Learning Forwarding

1.01.01
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1.38

Spanning Tree port role change ([Instance:<instance-id> |
VLAN:<vlan-id>], <interface-id>) <old-role>-><new-role>

Warning

(XSTP)

<instance-id>

MSTP ID 0
CIST

<vlan-id>
VLAN ID
<interface-id>

<old-role>
<new-role>

STP Disable Alternate Backup Root
Designated

1.01.01

Spanning Tree [instance | VLAN] created ([Instance:<instance-id> |
VLAN:<vlan-id>])

Informational

MSTP RPVST+
VLAN

<instance-id>

MSTP ID 0
CIST

<vlan-id>
VLAN ID

1.01.01

Spanning Tree [instance | VLAN] deleted ([Instance:<instance-id> |
VLAN:<vlan-id>])

Informational
MSTP RPVST+

VLAN
<instance-id>
MSTP ID 0

CIST
<vlan-id>
VLAN ID
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1.38

1.01.01

Spanning Tree version change (new version:<new-version>)

Informational

<new-version>
(STP)

1.01.01

Spanning Tree MST configuration ID name and revision level change
(name:<name> revision level: <revision-level>)

Informational

MSTP

<name>
MSTP
<revision-level>
MSTP

1.01.01

Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> add vlan <start-vlan-id> [- <end-vlan-id>])

Informational

MSTP VLAN

<instance-id>

MSTP ID 0
CIST

<start-vlan-id>

VLAN VLAN 1D
<end-vlan-id>

VLAN VLAN ID

1.01.01
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1.38

Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> delete vlan <start-vlan-id> [- <end-vlan-

id>])

Informational

MSTP VLAN

<instance-id>

MSTP ID 0
CIST

<start-vlan-id>

VLAN VLAN 1D
<end-vlan-id>

VLAN VLAN ID

1.01.01

Spanning Tree port role change ([Instance:<instance-id> |
VLAN:<vlan-id>], <interface-id>) to alternate port due to the guard
root

Informational
alternate
<instance-id>
MSTP ID 0

CIST
<vlan-id>
VLAN ID
<interface-id>

1.01.01

Invalid BPDU received on <interface-id>

Warning

BPDU

<interface-id>

1.01.01

BPDU
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1.39

1.39

[Unit <unit-id>, ]System started up

Critical

<unit-id>
ID

1.04.01

[Unit <unit-id>, ]System warm start (CONSOLE)

Critical

<unit-id>
ID

1.04.01

[Unit <unit-id>, ]System warm start (TELNET)

Critical

Telnet

<unit-id>
ID

1.04.01

[Unit <unit-id>, ]System warm start (SSH)

Critical

SSH

<unit-id>
ID

1.04.01

[Unit <unit-id>, ]System warm start (SNMP)

Critical

probeResetControl warmBoot (2)

SNMP
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1.39

<unit-id>
ID

1.04.01

[Unit <unit-id>, ]System cold start

Critical

<unit-id>
ID

1.03.01

System cold start (SNMP)

Critical

probeResetControl coldBoot (3) SNMP

1.04.01

[Unit <unit-id>, ]System re-start reason: CPU Exception

Emergency

CPU

<unit-id>
ID

1.03.01

» show environment

* show unit

» show logging all

e debug show cpu utilization
» debug show error-log

» show tech-support

[Unit <unit-id>, ]System re-start reason: System Fatal Error

Emergency

109/120




1.39

<unit-id>
ID

1.03.01

» show environment

* show unit

» show logging all

» debug show cpu utilization
» debug show error-log

» show tech-support

[Unit <unit-id>, ]System re-start reason: Watch Dog

Critical

<unit-id>
ID

1.04.01

» show environment

» show unit

» show logging all

e debug show cpu utilization
e debug show error-log

e debug show wd-error-log

» show tech-support

System status goes normal.

Notification

1.04.01

System status goes abnormal.

Emergency

1.04.01
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1.39

Unit:<unit-id> System Status Code is changed (<failure-code>-
<failure-code>)

Warning

<unit-id>
ID
<failure-code>

. bit8(0x100)
« bit10(0x400)
« bit11(0x800)
« bit14(0x4000) SW-LSI

« bit15(0x8000) SW-LSI ECC
« bit16(0x10000) SW-LSI (
« bit17(0x20000) SW-LSI ECC (
)
1.04.01

Task Stack Over flow: Unit <unit-id>.Task: <task-name>

Alert

<unit-id>
ID
<task-name>

1.06.01

» show environment

* show unit

» show logging all

» debug show cpu utilization
» debug show error-log

» show tech-support
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1.40 Telnet

1.40 Telnet

[VRF <vrf-name>] Successful login through Telnet (Username: <user-
name>, IP: <ip-address>)

Notification

Telnet

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<user-name>
Telnet

<ip-address>

Telnet IP

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] Login failed through Telnet (Username: <user-name>,
IP: <ip-address>)

Warning

Telnet

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<user-name>
Telnet

<ip-address>

Telnet IP

1.01.01
1.06.01 <vrf-name>

» "access-class"
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1.40 Telnet

[VRF <vrf-name>] Logout through Telnet (Username: <user-name>, IP:
<ip-address>)

Informational

Telnet

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<user-name>

Telnet

<ip-address>

Telnet IP

1.01.01
1.06.01 <vrf-name>

[VRF <vrf-name>] Telnet session timed out (Username: <user-name>,
IP: <ip-address>)

Informational

Telnet

<vrf-name>

VRF VRF [VRF <vrf-name>]
VRF

<user-name>

Telnet

<ip-address>

Telnet IP

1.01.01
1.06.01 <vrf-name>
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1.41 Temperature

1.41 Temperature

Unit <unit-id>, Sensor: <sensor-id> detects abnormal temperature
<degree>C

Critical

<unit-id>
ID

<sensor-id>
ID

<degree>

1.01.01

(O 45 )

Unit <unit-id>, Sensor: <sensor-id> temperature back to normal

Critical

<unit-id>
ID
<sensor-id>
ID

1.01.01
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1.42 (ULD)

1.42 (ULD)

ULD <interface-id> is detected as unidirectional link

Warning

<interface-id>

1.01.01
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1.43 VRRP

1.43 VRRP

VRRP: vrid <vr-id> state change to master on vlan <vlan-id>

Warning

<vr-id>

<vlan-id>
VLAN

1.01.01

VRRP: vrid <vr-id> state change to backup on vlan <vlan-id>

Warning

<vr-id>

<vlan-id>
VLAN

1.01.01

VRRP RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-id>)

Warning
<vr-id>
ID

<vlan-id>

VLAN
1.01.01

VRRP

VRRP Hello
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1.44 VRRPv3

1.44 VRRPV3

VRRPv3 IPv4: vrid <vr-id> state change to master on vlan <vlan-id>

Warning

IPv4 VRRPv3

<vr-id>
VRRPV3 ID
<vlan-id>

VLAN

1.01.01

VRRPv3 IPv4: vrid <vr-id> state change to backup on vlan <vlan-id>

Warning

IPv4 VRRPV3

<vr-id>
VRRPV3 ID
<vlan-id>

VLAN

1.01.01

VRRPv3 1Pv4 RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-
id>)

Warning
IPv4 VRRPv3
<vr-id>
VRRPVv3 ID
<vlan-id>
VLAN
1.01.01
VRRPV3

IPv4 VRRPv3 Hello

VRRPv3 IPv6: vrid <vr-id> state change to master on vlan <vlan-id>

Warning
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1.44 VRRPv3

IPv6 VRRPV3

<vr-id>
VRRPV3 ID
<vlan-id>

VLAN

1.01.01

VRRPv3 IPv6: vrid <vr-id> state change to backup on vlan <vlan-id>

Warning

IPv6 VRRPV3

<vr-id>
VRRPV3 ID
<vlan-id>

VLAN

1.01.01

VRRPv3 1Pv6 RECV[Hello]: Dropped - bad checksum (<vr-id>/vlan <vlan-
id>)

Warning
IPv6 VRRPv3
<vr-id>
VRRPVv3 ID
<vlan-id>
VLAN
1.01.01
VRRPV3

IPv6 VRRPv3 Hello
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1.45

1.45

Unit <unit-id> System memory <code> utilization exceeded
<percentage>

Warning

"cpu-protect system-memory limit-check
threshold"

<unit-id>
ID
<code>

« bit0 (0x001)  SYS_MEM

. bitl (0x002)  SYS_HUGE

. bit2 (0x004)  SEC_MEM
<percentage>

(%)

1.05.01

Unit <unit-id> System restart due to memory allocation failure
<code>

Emergency

"cpu-protect system-memory fault-action reboot”

<unit-id>
ID
<code>

« bitd (0x001)  SYS_MEM
« bitl (0x002)  SYS_HUGE
« bit2 (0x004)  SEC_MEM

1.05.01

» show environment

* show unit

» show logging all

» debug show cpu utilization
» debug show error-log

» show tech-support
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1.46 CPU

1.46 CPU

CPU utilization has exceeded the threshold (before <before-value>,
current <current-value>)

Warning
CPU
<before-value>
CPU %)
<current-value>
CPU )

1.06.01

CPU utilization has become less than the threshold

Informational

CPU

1.06.01
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