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1 AJDEERE

27 OEBEELZ I TIORLET,

(Fi) 13653 D LT,

HERE LR | EBe Y | n SORE
TOFRTR

(#) emergencies | 0 BMER(0) | Y A7 AR FREERRIEIC AR -7 2 & 27T,

alerts 1 ALER (1) VAT LEEHT DO T BICALE i LD
HOHRENEAE L2 L ERT,

critical 2 CRIT(2) I VT 4N AN SR ELTEZ EE2RT,
errors 3 ERRO (3) TT— AR IR ELTZZ EERT,
warnings 4 WARN (4) Bt 0 N NRFEAE LD L BT,
notifications |5 NOTI(5) | IE# 7243, BE/RA Ny M3 RELEZ & %25RT,
informational 6 INFO (6) TERA v B—,

(%) debugging 7 DEBG(7) | &y 7 A wt—3,
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2 AAA

2 AAA

2.1 AAA BREED B % 3N

Log AAA is enabled
AAA is disabled

Trap L

HEE Informational (6)
LA AMABEBED 7 e — LR ENARD, F3 AT SN2 2R LET,
Parameter | 73 L

Version 1.01.01

*F I AL
EE N

INFO (6) AAA is enabled

INFO(6) AAA is disabled

2.2 074 VL (A H#EE)

Log Successful login through <exec—type> from <client—ip> authenticated by AAA
(aaa—method> <{server—ip> (Username: <{user—name)>)

Trap L

HEE Informational (6)

FEA AMABERED A N e s~ 7 A N LT Z L 2R LE T,

Parameter | <exec—type> : ¥ v I a f#}l] (Console, SSH, Telnet) Z/RLF 7,
{client—ip> : SSH, Telnet v > a3 DI FGA T D IPT KL AZRLET,
(aaa—method> : FBFES1#E (local, server, none) ZRL E7,
{server—ip> : AMA —R—D [P 7 KL A& /R LET,
{user-name> : L —HW—HZERLFET, B /A V22— =L E AT DHHLED/RN
BRENRY— 2 OYAIE, = —%—41X “Anonymous” (2720 £,

Version 1.01.01

o o

7 7 R

example)

INFO(6) Successful login through Console authenticated by AAA none (Username: Anonymous)
INFO(6) Successful login through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

INFO(6) Successful login through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.3 OT4 KR (AAA H#EE)

Log Login failed through <exec—type> from <client—ip> authenticated by AAA <aaa-—
method> <{server—ip> (Username: <user—name))

Trap 7L

HEE Warning (4)

B! A BEREDS AN IR A B~ D 7 A ANTRIGL T2 Z L 2R LET,

Parameter | <exec—type> : & v I 3 »f#R] (Console, SSH, Telnet) Z/RLE7,

{client—ip> : SSH, Telnet v a DI I7A T FDIPT RLAZRLET,
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2 AAA

(aaa—method> : FBIEFH ¥ (local, server) Z L ET,
{server—ip> : AMA —_R—D IP 7 KL AZ R LFET,

{user-name> : L —HW—FERLFET, B /A V22— LB AT DHHLED /2N
RE/NS — 2 OYAIE, =—H% —41F “Anonymous” 12720 9,

Version 1.01.01

Xt WAL, 22— —%&, NRAT—= KRB ELWLDMER L TLEEN,
PRREHIEN local DIGE, B—H VDT —HRX—=R BT DH2—F—ERMNIE LD
AL TL &N,
SREESTIEDY server DA, MA —R_R—Da—P—EHF/ 7 7 A VN IELLEFZINT
WAMMER L T 7ZE0,

7 7 R

example)

WARN(4) Login failed through Console authenticated by AAA local (Username: example)
WARN(4) Login failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3 (Username:

WARN (4) Login failed through Telnet from 192.0.2.100 authenticated by AAA local (Username: example)

2.4 AMAY—N\—3 A4 LT M&BO5414 KK

Log Login failed through <exec—type> from <client—ip> due to AAA server <server—
ip> timeout (Username: <user—name))

Trap L

HEE Warning (4)

LA AMA BRBENH 7R E~D v 7 A VT, AMA Y —"—DX A LT T MNMZLhu s A
WCRRLT=Z E 2R L ET,

Parameter | <exec—type> : & v < 3 U f#R] (Console, SSH, Telnet) Z/RLET,
{client—ip> : SSH, Telnet v a DI IFA T FDIPT KL ARZERLET,
<server—ip> : AMA F—/X—D IP 7 RL AZ/RLET,
{user-name> : T—H—HZEZ /R LET, B A VIFICZ—F—HZE AT DHIHLED/2U
BRENRS = DA, 2—% —4%41F “Anonymous” 12720 97,

Version 1.01.01

Xt AMAY—R=PNELEHRINTVE2, ELEEL TR L T IE30,

1 7 A

example)

WARN(4) Login failed through Console due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username: example)
WARN (4) Login failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout (Username:

2.5 FHERITE— FEBORI

Log Successful enable privilege through <exec—type> from <client—-ip> authenticated
by AAA <aaa—method> <server—ip> (Username: <user—name)>)

Trap L

HEE Informational (6)

A AMARBEREDS B RN 70 2518 C, FiMEFATE— R~DEBVRKID LT Z L 2R LET,

Parameter | <exec—type> : & v a FfERA] (Console, SSH, Telnet) Z/mLF 7,
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2 AAA

{client=ip> : SSH, Telnet v a> DI FA T D IPT RLAZRLET,
{aaa—method> : ZBAF ¥ (local, server, none) Z R L ET,
{server—ip> : AMA —_R—D IP 7 KL AZRLFET,

{user—name> : 21—V —ZEZ R LET, B/ A VIFICZ—F—ZE ATTTDHHLEDR
BRIENH = DAL, 22— —41% “Anonymous” (2720 9,

Version 1.01.01

X his R

2 7 o

INFO(6) Successful enable privilege through Console authenticated by AAA local (Username: example)

INFO(6) Successful enable privilege through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3
(Username: example)

INFO(6) Successful enable privilege through Telnet from 192.0.2.100 authenticated by AAA local
(Username: example)

2.6 FHERTE— FEBOXK

Log Enable privilege failed through <exec—type> from <{client—ip> authenticated by
AAA <aaa—method> <server—ip> (Username: <user—name>)

Trap L

HEE Warning (4)

FLEA AMA BEREDS AN 70 4518 T, FrtEEITE— F~OBBN KRR L2 L 2R LET,

Parameter | <exec—type> : & v < 3 »f#R] (Console, SSH, Telnet) Z#/RLET,
{client—ip> : SSH, Telnet v a DI/ IFA T bDIP T FLRAZRLET,
{aaa—method> : 8L 1L (local, server) Z/RL E7,

<server—ip> : AMA H—/"—D IP 7 L 2 &R LET,

{user—name> : —H—ZE R LET, Bl A V- —ZHE AT LHIHLED /20
RENH — 2 DAL, 2—H—41% “Anonymous” 2720 £9°,

Version 1.01.01

PPN FRREST I, enable /XA U — RAE LWHER L TL 72 &0,
FREETIED local DIFE . enable /XA T — REREDIE LWWMER L TL 72 &0,

FEEHED server DA, MA VY —R—Da—HTF —FZX T 7 ANDIELLEEZINT
WADER L TS &0,

=874 ANl

WARN(4) Enable privilege failed through Console authenticated by AAA local (Username: example)

WARN(4) Enable privilege failed through SSH from 192.0.2.100 authenticated by AAA server 10.1.2.3
(Username: example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 authenticated by AAA local (Username:
example)

2.7 MAY—N—8 A LT MK BFERITE— FEBOEXK

Log Enable privilege failed through <{exec—type> from <{client—ip> due to AAA server
{server—ip> timeout (Username: <user—name>)

Trap L

HERE Warning (4)
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2 AAA

Bl AAA BRBEDS AN EE T, AAA T — =D X A LT T NI LD FEFATE— R~DOER
NERLEZZ 2R LET,
Parameter | <exec—type> : v a flR] (Console, SSH, Telnet) Z/~mLF I,
{client=ip> : SSH, Telnet v a > DI FA T D IPT RLAZRLET,
<server—ip> : MMA P —R—D IP 7 FL A Z R~ LE£7,
{user—name> : —HV—ZE R LET, B/ A VIFICZ—F—ZE ATTTDHHLEDR
BRIE/NH— 2 DAL, 22— —41X “Anonymous” (2720 97,
Version 1.01.01
PPN AA = N—NIELLERINTWVE), ELSEB L THEMHEREL TN,
2 7 K

WARN(4) Enable privilege failed through Console due to AAA server 10.1.2.3 timeout (Username: example)

WARN (4) Enable privilege failed through SSH from 192.0.2.100 due to AAA server 10.1.2.3 timeout
(Username: example)

WARN (4) Enable privilege failed through Telnet from 192.0.2.100 due to AAA server 10.1.2.3 timeout
(Username: example)
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3 AccessDefender

3 AccessDefender

3.1 AccessDefender ® O 4 1 > ETH

Log A-Def : <auth—type> : login succeeded : uid=<user—name> mac=<mac—address>
ip=<ip—address> interface <interface—id> vid=<vlan—-id> new vid=<new—vlan-id>
class=<class—id>

Trap 7L

HEE Notification (5)

B PRESRAR I T T A AT L2 Z & 2R LE T,

Parameter | <auth—type> : #R3F5¥E (mac, web, dotlx, gateway, static, dhcpsnooping) % R~ L
E3r s

uid=<user—name> : I AN T /A T HBIHEA L2 —F—4 2 R LE£9, Wit
J71E73 dhepsnooping DEFE IR RSN EH A,

mac=<mac-address)> : FILIHAKD MAC 7 KL 2 &R LET, FILHIED gateway DFE
FFERRSINFER AL

ip=<ip-address> : AWK D IP 7 FL ZAZ R L ET, I HED mac, dotlx,
static DHEHITERINET A,

dinterface—id)> : FBIFHARDA o H—T7 =2 —A ID ZaLEd, [port 1/0/1) F7-1%
lport—channel 1] DX HITERRENFET,

vid=<vlan-id> : FRFFEMEARD VLAN ID 2R LET, #AF I v 7 VLAN A L TW5H
é@\i@wmuﬁ%rbiﬁowﬁﬁﬁﬁsmuc@ AlIFrRENE T AL

new vid=<new-vlan-id> : #A4 7+ I v 2 VLAN Z{EH L TV AEEDOIEIEIHERDOH L
VLAN ID ZR L9, RO —H—FRICH 721280 24 T3 VLAN ID NE R0
BlXFRENEE A,

class=<{class—id> : FALMHARDZ 7 X ID /R LET, HEOZ—F—IFRIZZ T X 1D
NEENWIGEITFRRINEREA,

Version 1.03.01

X his N

2 7 o)

NOTI (5) A-Def : mac : login succeeded : uid=00005e005322 mac=00-00-5E-00-53—-22 interface port 1/0/2
vid=10

NOTI(5) A-Def : web : login succeeded : uid=pcl mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3
vid=4000 new vid=10 class=1234

NOTI(5) A-Def : dotlx : login succeeded : uid=pcl mac=00-00-5E-00-53-22 interface port 1/0/4 vid=10

NOTI (5) A-Def : gateway : login succeeded : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
NOTI(5) A-Def : static : login succeeded : mac=00-00-5E-00-53-AA interface port 1/0/6

NOTI(5) A-Def : dhepsnooping : login succeeded : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port
1/0/7 vid=10

3.2 BBREY—/\—T ORI

Log A-Def : <auth-method> <ip—address> : authentication succeeded : uid=<user—
name>

Trap L

HEE Notification (5)

A R LTz Z 2R LET,
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3 AccessDefender

Parameter | <auth-method> : RiFF 53 (radius, local, force) Z/~L E9,
{ip—address> : RADIUS H—/X—®D IP 7 FL A& RLET, iRBaE XN local, force
DLGEITEREINER A,
{user—name> : L —WF—ZEZRLET,

Version 1.03.01

Xt It RN

7 7 R

NOTI(5) A-Def :
NOTI(5) A-Def :
NOTI(5) A-Def :

local : authentication succeeded : uid=pcl
radius 10.1.2.3 : authentication succeeded : uid=pcl

force : authentication succeeded : uid=pcl

3.3 AccessDefender ®d O 45 1 4k BK

Log A-Def : <auth—type> : login failed (reason>): uid=<user—name> mac=<mac—
address> ip=<ip—address> interface <interface—id> vid=<vlan—id> new vid=<new-—
vlan—-id> class=<class—id>

Trap L

BEE Notification (5)

LA PORESRAR DI 1 T A AR LT Z 2R LET,

Parameter | <auth-type> : FRAE 51 (mac, web, dotlx, gateway, dhcpsnooping) %/~ L FE 9,

{reason) : Dﬁ‘/f‘/ ’%Eﬁbf:ﬁﬂﬂ%ﬂ?bi'@‘o

* auth fail : GRARICRM LT-

e dynamic port-base : AccessDefender ® VLAN & — K75 dynamic port-base E&—
RIZRRE SN TWT, 2 6 BLIEORGEERA S dynamic port-base E— NIZ X2
HIRRSEAE I~ v F LT

o tt1=<TTL> : TTL 7 4 L& —#¥HEIC L W HlR &7z

» max per device : FEE O KRG AL 2B 15

* max per interface : A ¥ — 7 = — A D KiRiFH AR % B ia

 dynamic vlan hash collision : SW-LST MAC ~X—Z @D VLAN 7 —7 /L T/Ny ¥ =
3EZE L, BIRY7R VLAN OF| 0 24 TIo ki L=

. auth fail due to the previous authentlcatlon not passed : AND FAGEIZ IV

<. H'JEX@nu\nEjffffmu M ;%E& LTWAL

uid=<user—name> : FALMHE AR T VA T HERIMEH LIz —HV —4H &R LET, Wik
J71EDS dhepsnooping DBEAITHRRENFE T A,

mac=<mac—address> : IR D MAC 7 KL AZ /R LFET, FIETIED gateway DOBE
IR RINEREA,

ip=<{ip-address)> : BRIFHEAD 1P 7 RL AZ R LE4, FIFHFIED mac, dotlx DOFE
FFERRINFEE A,

dinterface—id> : i RKDA > X —T7 = —A ID Z,rLET, [Iport 1/0/1] F7-iX
[port—channel 1] DX HIZEREINFET,

vid=<vlan—-id> : ZIFMHARD VLAN ID Z_R LET, AT I v 7 VAN ZHEH L TWAE
AlZ. LD VLAN ID ZRr L £,

new vid=<new-vlan-id> : XA F I v 7 VLAN 2FH L TWALEASOFIEERKOF L
VLAN ID 2R LET, S RO2—F—FRITH-ITEID 24 TS VLAN 1D 28 E EN72 038
BlxFErInNFER A,
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3 AccessDefender

class=<class—id> : FIFMHARKD 7 Z A2 1D - LET, FMHEBEO2—H—
NEENZWIGEITFRRINEEA,

HHIZ 7 7 A 1D

vid=10

vid=10

NOTI(5) A-Def :

NOTI (5) A-Def :
interface port 1/0/6 vid=10

Version 1.03.01

P L

1 7 Kl

NOTI(5) A-Def : mac : login failed (auth fail): uid=00005e005322 mac=00-00-5E-00-53-22 interface port
1/0/2 vid=10

NOTI (5) A-Def : web : login failed (auth fail): uid=pcl mac=00-00-5E-00-53-22 ip=10.0.255.1 interface

port 1/0/3 vid=4000
NOTI(5) A-Def :

dotlx : login failed (auth fail): uid=pcl mac=00-00-5E-00-53-22 interface port 1/0/4

gateway : login failed (auth fail):

uid=example ip=192.0.2.100 interface port 1/0/5

dhcpsnooping : login failed (max per interface): mac=00-00-5E-00-53-22 ip=0.0.0.0

3.4 FEREY—/\—TOFERERK
Log A-Def : <auth—method> <ip—address> : authentication failed : uid=<user—name>
Trap L
HEE Notification (5)
LA PRI R LT 2R LET,
Parameter | <auth-method> : F¥FE 5 (radius, local) %/~ LET,
{ip-address> : RADIUS #—/X—® IP 7 RL A Zpx LET, RHFFHFRN local DA
FRSINFEHE A,
{user-name> : L —H —ZHEZRLET,
Version 1.03.01
Xt N
= 7 FR b
NOTI(5) A-Def : local : authentication failed : uid=pcl
NOTI(5) A-Def : radius 10.1.2.3 : authentication failed : uid=pcl

3.5 AccessDefender B4 7 +

Log A-Def : <auth—type> : logout (Kreason>) : uid=<user—name> mac=<mac—address>
ip=<ip—address> interface <{interface—id> vid=<vlan-id> new vid=<new-vlan—-id>
class=<class—id> incoming interface <interface—-id>

Trap 7L

HERE Notification (5)

B WAL AN e 77U MLl EERLET,

Parameter | <auth—type> : #RiF 1% (mac, web, dotlx, gateway, static, dhcpsnooping) /R~ L
EJEaS
{reason> : = 77U NHHEZRLET,

s web : Web #FFFR /A o _X—YTCu /7 hARZ UL

« link-down : RIRA LV X —T =2 —ANY 7 XTI LT

e aging: =— >/ m s 7y MER (BEEE OIS ~7 74 7 > S EEIIC
07y A E TORRE) 2FGE L7z

A A LT T N GEREE AT A7 2 SREBNICR T U T 5

e maxtime
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3 AccessDefender

FTORH) kL7
« clock : B 77 7 MEERZNZ /2 -7
e cli : access—defender logout 2~ Rizksu s/ 7wk
» config change : RELFHIZEI R I T U K
« overwrite : PREF AT E BIpH R — MIEH L, FWS EEX NS
* logoff : 802. IXFRFAET, 7Y W FHH D EAPOL-Logoff A vt —T % %A5
» reauth failure : 802. 1X SRFF D FHFRFEIZ ZREL
* reauth failure supp—timeout : 802. 1X FRAEDFRRIERFIZ YU o B Dis
EINEA LT TR
e reauth vlan change : 802. 1X FREF D FFREERFIZ VLAN N EE Iz
» reauth user name change : 802. 1X FRIF D FIRIFFIC 22— —EZNEFE I /-
» reauth class change : 802. IX FRFFOERGERFICZ 7 A ID BWEE I/
« port initialization : 802. IXFHAET., A ¥ —7 = —AXRENHHHL 7=
 release : DHCP AX—¥' > /T, IPT7 KL AR U —R 37z
e expire : DHCP AX—¥ > 7T, IP 7 RLAD Y — AWM 2N T L7
« ping : PING m 77 7 MEREIC K 20 77 T b

uid=<user-name) : FIF RN VA LT ABRIHEA L r2—HF—4 5 R LET, I
J71EDS dhepsnooping DEESITFRREN T H A,

mac=<{mac—address> : FBIFMHARD MAC 7 KL A &R LET, FILHFTIED gateway DEFE
FERRINER A,

ip=<{ip-address> : FIFM A D IP 7 FL A ZRr L F 9, FHIFHFED mac, dotlx,
static DEFAITFRINE R A,

{interface-id> : FilMRDA > Z—T7 = —Z 1D Z;xLET, [port 1/0/1] F7-1%
[port—channel 1] DX HIZRKRENET,

vid=<vlan—-id> : FRAEMEARD VLAN ID 2R LET, A4 FT I v 7 VLAN ZfEH L T\ 585
AlE. D VLAN ID Z/Rr L E9, BAEHFIED static DFAITFRRINEHE A,

new vid=<new-vlan-id> : ¥4 F I v 7 VLAN ZfEH L TWAEESORIALHKDOHT LU
VLAN ID Z/rLET, RO —P—FRITH72I2EID 24 T2 VLAN 1D N E ENp0ig
BlIFRENEE A,

class=<{class—id> : FILIARKDZ 7 A2 ID /R LET, MfEOZ—F—FRIZZ 7 & 1D
NEENZWIGEITFRRINEEA,

incoming interface <interface—id> : FRFEFAMmMANER AR — MIERTHZ LIC
Lo T 77U FLIEHRAIC. TOBEEOA o F—T7=—Z 1D Z/rLET, [port
1/0/1) F£721% Tport-channel 1] O X HIZRKRIINFET, <reason>?’ overwrite DI
BDOHRFRINET,

Version 1.03.01
RS R
0 7 R

vid=10

1/0/7 vid=10

NOTI(5) A-Def :

NOTI (5) A-Def :
vid=4000 new vid=10 class=1234

NOTI (5) A-Def :
NOTI (5) A-Def :
NOTT (5) A-Def :
NOTT (5) A-Def :

mac : logout (link-down) : uid=00005e005322 mac=00-00-5E-00-53-22 interface port 1/0/2

web : logout (aging) : uid=pcl mac=00-00-5E-00-53-22 ip=10.0.255.1 interface port 1/0/3

dotlx : logout (maxtime) : uid=pcl mac=00—-00-5E-00-53-22 interface port 1/0/4 vid=10
gateway : logout (aging) : uid=example ip=192.0.2.100 interface port 1/0/5 vid=10
static : logout (config change) : mac=00-00-5E-00-53-AA interface port 1/0/6
dhepsnooping : logout (release) : mac=00-00-5E-00-53-22 ip=192.0.2.201 interface port
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3 AccessDefender

3.6 RADIUS H—n—D a2 AL LTk

Log A-Def : radius <ip—address> timeout : uid=<user—name>
Trap L

HEE Warning (4)

A RADIUS H— "= BIRER R oTo Z LA m LET,

Parameter | <ip—address> : RADIUS #—/"—®D [P 7 KL A Z R L £,
{user—name) : Z—HPF—LEZ R LET,

Version 1.03.01

*f it RADIUS H—/3— L OBEIREZ R L T &0,
=R/ TNl

WARN (4) A-Def : radius 10.1.2.3 timeout : uid=pcl

3.7 DHCP AXR—FE U/ EIEE— FEEBYIVEZ S 1 <—DRIE

Log A-Def : dhepsnooping : Mode-Timer started

Trap 7L

HEEE Informational (6)

e DHCP A X—E > 7 OBIEE— FABEI 0 B 5 A ~—RaES ., MBENET Lk
A~LET,

Parameter | 73 L

Version 1.03.01

X R

B 7 3l

INFO(6) A-Def : dhcpsnooping : Mode-Timer started

3.8 DHCP AX—E YV MEE— FDEE

Log A-Def : dhcpsnooping : mode changed to <status> <method>
Trap L

HEE Informational (6)

B0 DHCP A X — ¥ v V' OEEE— KA FboloZ 2R LET,

Parameter | <status> : DHCP 2 X —t° > 7 O#Ej{EE— K (PERMIT, DENY) % <L ¥,

<method> : DHCP A X — ¥ v ZEI{fEE— FDOY) Y # % 5% (automatically, manually)

R LET,
Version 1.03.01
R RNEL

1 7 F

INFO(6) A-Def : dhcpsnooping : mode changed to DENY automatically
INFO(6) A-Def : dhcpsnooping : mode changed to DENY manually
INFO(6) A-Def : dhcpsnooping : mode changed to PERMIT manually

3.9 DHCP A X—E >4 MAC BBEEE— FDOEZh/ED

Log A-Def : dhecpsnooping : mode changed to mac—authentication mode enable
A-Def : dhcpsnooping : mode changed to mac—authentication mode disable
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3 AccessDefender

Trap L

HERE Informational (6)

2 BH dhep—snooping mode mac—authentication =<~ KT, DHCP A X —t L 7' ® MAC #3
B RBER), FITENCER SN 2R LET,

Parameter | 72 L

Version 1.03.01

* it N

1 7R

INFO(6) A-Def : dhcpsnooping : mode changed to mac—authentication mode enable

INFO(6) A-Def : dhcpsnooping : mode changed to mac—authentication mode disable

3.10 Web 4—/\—DF7 o RXAYJ

Log A-Def : <{ip-address> (Kuser—agent>) <http—method> <URL>

Trap L

HEEE Informational (6)

B Web ZRIEAD Web H— S—F 7=1% HITP/HTTPS ¥ uF L U FA LY hDT 2 & AR b -
2R LET, Zdra UL, web—authentication logging web—access on < 2
RCT 7220 T REN /2> TODGAEOR N ENNET,

Parameter | <ip—address> : g KD IP 7 FL A& /R L £,
(user—agent> : Vg AR7H>5 @ HITP/HTTPS /X7 v hDa—H—x2— 2 M E R LET,
<http—methodd @ SR A & O HITP/HTTPS 234 > @ HITP X Y » K (GET, POST) %7~L
E3r s
<URLY> : 3R 2> 6 @ HTTP/HTTPS /37w b @ URL 1A R L7,

Version 1.03.01

PPN =

=R N

INFO(6) A-Def :
Gecko) Chrome/99.0.4844. 84 Safari/537.36) POST http://10.249.94. 100/cgi-bin/adeflogin. cgi

10.249. 94. 100 (Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, 1ike

3. 11 HZXREEImAREB DB

Log A-Def : authentication is not permitted ({reason>): mac=<mac—address> ip=<ip-
address> interface <interface—id> vid=<vlan—-id>

Trap L

HEE Notification (5)

] KRR AR EUZZE L7RAE T, T LWREERAZ MR L2 2R LET,

Parameter | <reason> : RRAENFFA] SIL7emo 2B HZ /R L £ T,

: BETE O e KER AR AR 2
/I' B — 7I_X@Hij(nu uftjﬁ”%jzék%g

* max per device

e max per interface :

mac=<mac—address)> : FRALMHARD MAC 7 RL AZRLET, F— FU = A BIEDOLAETE
FrRINEEA,

ip=<ip- address> FIAFWE RO TP 7 RL 2 &R LFET, MAC ZBEE. Web #EFE. IEEE
802. IXFFEDHZ A TR R EINFEH A, F— NV = A FREOHEICERINE T,

dinterface—id> : FRFFMHADA X —T7 =—A ID Zx L FET,
[port—channel 1] DX HIZEREINFET,

fport 1/0/1) F7-1%
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3 AccessDefender

ylan-id> : FEFEGAR O VLAN 1D ZR L £,

Version 1. 03. 02

RIS R

B 7 3Pl

NOTI(5) A-Def : authentication is not permitted (max per interface): mac=00-00-5E-00-53-33 interface
port 1/0/1 vid=10
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4 ARP

4 ARP

4.1 IP 7 FLREHERA

Log [VRF <vrf-name>] Conflict IP was detected with this device (IP: <{ip—-address>,
MAC: <mac-address>, Port<port>, Interface: <ipif-name>)

Trap L

HEE Warning (4)

A Gratuitous ARP V7= A FT, HELZ IP RSN Z AR LET, AnZid 1

s IR L ET,

Parameter | [VRF <vrf*name>] tVRF A A2 28 R LE S, VRE RMEARIIFR RSN EEA,
{ip-address> : RIEE L BHET 2 IPT FLAEZRLET,

<mac-address> : ARZEE L IP 7 NLAREMET HEEEDMAC T L AZRLET,
<port> : EEEMRM LA — FEHEZRLET, 1.04.01 LIBETIX, v x—Y A b

A— TR L7258 1213 Port<port>” ™% 0 I mgmt_port” & Rar SN E T,
ipif-name> : BEAMRE LI IP A v X —7 = —ADL4FTEZ R LET, 1.04.01 LIKET
X, %=V A FAR—= M THRE LIS AITIE ngnt_ipif”’ & RREINFET,

Version 1.01.01
1.06. 01 : <vrf-name>’SF A —& —Z 3B

Xt his ARIEBEBLMEED IP T RUAREH LWL IICHRELRBLTLIEEN,

2 7 o)

WARN(4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, Port1/0/1,
Interface: vlanlO)

WARN(4) Conflict IP was detected with this device (IP: 192.0.2.100, MAC: 00-00-5E-00-53-01, mgmt_port
Interface: mgmt_ipif)
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5 7— MEH

5 J—

h1EER

5.1 754V —T—hr A—C T 74ILTEE

Log Booted from primary firmware <URL>

Trap L

HEE Notification (5)

A TIA~) =T — " AV TCHENEB L2 A2 RLET, SD I—F7— FTild
B LU7=8A 1. <URLOIX /d:/apresia—software. had & EREINE T,

Parameter | <URL> : I A~V —T —hA A=V T 7 A VDN RAERLET,

Version 1. 02. 01

PPN AN

o 7 F Rl

NOTI(5) Booted from primary firmware /c:/AEOS-NPXXXX_RXXXXX. had

NOTI(5) Booted from primary firmware /d:/apresia—software.had

5.2 A FY—T— b A—C D74 )L TiEEh

Log Booted from secondary firmware <URL>

Trap L

HEE Warning (4)

FLEA EHHEY) =T = A A=V TEBENEB L 2R LET,
Parameter | <URL> : A XV —T —hA A=V T 7 A VDN RAERLET,
Version 1. 02. 01

*F it R

1 7R

WARN (4) Booted from secondary firmware /c:/AEOS-NPXXXX_RXXXXX. had

5.3 TOMDT— b, A—D T 7 AL TES

Log Booted from firmware <URL>

Trap L

HEE Warning (4)

B TIA<) =T = A=V BB HY =T = A=V REHTET, 20D
DT — " A=V T 7 A NPFRPAEN THEENEIH L2 2R LET,

Parameter | <URL> : 77— b A A= 7 7 A VDR A% R LET,

Version 1. 02. 01

*F it NEL

= 7 F R

WARN (4) Booted from firmware /c:/AEOS-NPXXXX_RXXXXX. had

5.4 754 ) —BHEERY 74 L CEEEh

Log Booted with primary configuration <URL>

Trap 2L

HEE Notification (5)

A TIA~ ) —HERERCEENER L2 b2 R LET, SD I— T — M CEBILZ
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5 7— ME

#H

WAL, <URL I /d:/apresia—startup—config. txt & FRARINET,

Parameter | <URL> : 77 A4 ~ U —FEliER 7 7 A VDO RAERLET,
Version 1.02.01

i R

7 7

NOTI (5) Booted with primary configuration /c:/primary.cfg
NOTI (5) Booted with primary configuration /d:/apresia-startup—-config. txt

5.5 AU —BHIER7 74 L TEH

Log Booted with secondary configuration <URL>

Trap 7L

HEE Warning (4)

B YA R CHEESER L2 AR L ET,
Parameter | <URL> : ¥ 0 > 7 U —HERIEMR T 7 A VDX ERLET,
Version 1.02. 01

S rg
= 7 F

WARN (4) Booted with secondary configuration /c:/secondary. cfg

5.6 TOMDEREIEER T 7 1 JL THEED

Log Booted with configuration <URL>

Trap L

HEE Warning (4)

LA T4~ —HERER, BEOE XY —MEREERAMEH TE S 2 OO H

T ANDRPRAENTEBENEE L2 & 2R LET,

Parameter | <URL)> : #RfE#H 7 7 A WD /RAZR L E T,

Version 1.02.01

PPN AN
1 7 K

WARN(4) Booted with configuration /c:/XXXXX.cfg

5.1 T4 MERIEH TES

Log Booted with default configuration

Trap L

HEE Alert (1)

B TIA =V —HERRE R, B F ) G, B X O OMORERIER T 7 A A HME
HATET, 774V MRETEHENEH L2 2R LET, B, KAn 7B HEh
TT 74V MRRETHENEET 581X, 24K — b shutdown 3%7E CEB) L 7,

Parameter | 72 L

Version 1.02.01

X it N

v 7 F R

ALER (1) Booted with default configuration
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6 CEM

6 CFM

6.1 CFM # %0 : Cross—connect CCM Received

Log CFM cross—connect. VLAN:<vlan—-id>, Local (MD Level:<md-level>,
Interface:<interface-id>, Direction:<mep—direction>) Remote (MEPID:<mep—-id>,
MAC: <mac—-address>)

Trap dotlagCfmFaul tAlarm

HEE Critical (2)

B JuaAaxy  hAmmEn-Z EERLET,

Parameter | <vlan—id> : MEP @ VLAN ID Z/R L £,
<md-level> : MEP O MD L~ L &R L £,
{interface—id> : MEP DA v ¥ — 7 = — 2K Z w1~ L £ 7,
<mep—direction> : [linward] F721X lToutward] OWITHrE ~RLET,
<mep—id> : MEP ® MEPID Z7/~x L £7, fHA 0 DIFA, A7 MEPID Z# EE L £,
<{mac—address> : MEP @ MAC 7 KL R &R L E T, ENRTXT 0 DIFE. ABHZ MAC 7
RLAZEWRLET,

Version 1.01.01

R CPM HEHEZ X E L CWA R — N Ok, BIUAREE BEEEORTEEMRE L T2
S0,

o 7 F

CRIT(2) CFM cross—connect. VLAN:10, Local (MD Level:5, Interface:Portl/0/1, Direction:outward)
Remote (MEPID:

1, MAC:00-40-66-A8-CC-54)

6.2 CFM#R4%0 : Error CCM Received

Log CFM error ccm. MD Level:<md-level>, VLAN:<vlan—-id>,
Local (Interface:<interface—id>, Direction:<mep-direction>) Remote (MEPID:<mep—
id>, MAC:<mac-address>)

Trap dotlagCfmFaul tAlarm

HEE Warning (4)

A T 7 —O CFM CCM 737 "3RI &Sz Z L 2R LET,

Parameter | <md-level> : MEP ® MD L~V & R L £,
<vlan—id> : MEP @ VLAN ID #/R L £,
{interface-id> : MEP DA ' Z — 7 = —RAFF5HE /R LE T,
<{mep—direction> : [inward] F 7zl loutward] OWTNERRLET,
<mep—id> : MEP ® MEPID Z/= L £, {72 0 D&EE . ABI72 MEPID Z B L £7,
<mac—address> : MEP ® MAC 7 KL A Z /R L £7, ENRTXT 0 OLBE. K7 MAC 7
RLAZEWRLET,

Version 1.01.01

PPN RIS O CRMARREDRRE., B I ONRREZ MR L T 7280y,

=874 ANl

WARN(4) CFM error ccem. MD Level:5, VLAN:10, Local (Interface:Portl/0/1, Direction:outward)
Remote (MEPID:1002, MAC:FC-6D-D1-05-E9-B4)
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6 CEM

6.3 CFM #%0 : Some Remote MEP Down

Log CFM remote down. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface—id>, Direction:<mep—direction))

Trap dotlagCfmFaul tAlarm

HERE Warning (4)

B UE— KMEP O COM /N7 > hEZETERNWI L EZRLET,

Parameter | <md-level> : MEP ® MD L /L& R LE T,
<vlan—id> : MEP @ VLAN ID Z/R L £,
{interface—id> : MEP DA V' ¥ —7 = —AFKZ &R L E T,
<mep-direction> : MEP @ F &/~ LE£¥, linward] £721% lToutward] OWT g
~LET,

Version 1.01.01

R BEEZIEE O CAMBESREDORR E, B L OMRIEZ MR L T 7230,

0 7

WARN (4) CFM remote down. MD Level:5, VLAN:10, Local (Interface:Port1/0/1, Direction:outward)

6.4 CFM #:4%0 : Some Remote MEP MAC Status Error

Log CFM remote MAC error. MD Level:<md-level>, VLAN:<vlan—id>,
Local (Interface:<interface-id>, Direction:<mep—direction>)

Trap dotlagCfmFaultAlarm

HEE Warning (4)

LA UE—FMEP TMACT RLADZ T —REZMRAM LT Z L AR LET,

Parameter | <md-level> : MEP ® MD L /L& kR LE T,
<vlan—id> : MEP @ VLAN ID #/R L £,
{interface—id> : MEP DA V' ¥ —7 = —AFK &R L £ T,
<mep-direction> : MEP @ F &z~ LE¥, linward] £721X lToutward] OWT g
~LET,

Version 1.01.01

PPN BEEEEEE O CRMSREORRE, BLOMRREEZMEGE L T 7230,

7 7 F

WARN (4) CFM remote MAC error. MD Level:5, VLAN:10, Local (Interface:Port1/0/1, Direction:outward)

6.5 CFM #:4%0 : Some Remote MEP Defect Indication

Log CFM remote detects a defect. MD Level:<md-level>, VLAN:<vlan—-id>,
Local (Interface:<interface—id>, Direction:<mep—direction>)

Trap dotlagCfmFaul tAlarm

HEE Informational (6)

B U &— b MEP T CFM O Mz dn L7z Z & 2R LET,

Parameter | <md-level> : MEP ® MD L~V % R L E T,

<vlan—id> : MEP ® VLAN 1D # 5 L £7",
{interface—-id> : MEP DA v #Z —7 = —AFK5&a -~ LE7,
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6 CEM

<mep—direction> : MEP @ F M &R LEJ, linward] F721% loutward] OWFdE
~LET,

Version 1.01.01

Xt his BREZZLE O CRMBERE DR E ., 6 JOMRIBA MR L T2 S0y,

=874 AN/l

INFO(6) CFM remote detects a defect. MD Level:5, VLAN:10, Local (Interface:Port1/0/1, Direction:outward)
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7 CFM Extension

1 CFM Extension

7.1 CFM #88ED AIS #R40

Log AIS condition detected. MD Level:<md-level>, VLAN:<vlan—-id>,
Local (Interface:<interface-id>, Direction:<mep—direction>, MEPID:<mep-id>)
Trap L
HERE Notification (5)
BRG] ATSHREEDS RN SN2 Z & 2R L ET,
Parameter | <md-level> : MEP ® MD L~V & R L ET,
<vlan—id> : MEP @ VLAN ID Z/R L £,
{interface-id> : MEP DA X —T7 = —AE ZFE R L ET,
<mep—direction> : MEP O Fmzx L E£d, [linward] F7=1% Toutward] OWTHz
RLUET,
<mep-id> : MEP ® MEPID Z R L £,
Version 1.01.01
PPN BEPEEEE ORIEAFER L TS E 30,
0 7 R
NOTI(5) AIS condition detected. MD Level:6, VLAN:10, Local (Interface:Portl/0/1, Direction:outward
MEPID:1)

1.2 CFM #2RED AIS f2kx

Log AIS condition cleared. MD Level:<{md-level>, VLAN:<vlan-id>,
Local (Interface:<interface-id>, Direction:<mep—direction>, MEPID:<mep-id>)
Trap L
HEE Notification (5)
LA AISHREEDfRH SN2 E2n LET,
Parameter | <md-level> : MEP ® MD L /L& R LE T,
<vlan—id> : MEP @ VLAN 1D #/R L £,
{interface—id> : MEP DA V' ¥ —7 = —AFKZ & L £ 7,
<mep—direction> : MEP ® &z m LE£d, [linward] F7=I1% loutward] OV iz
RLET,
<mep-id> : MEP ® MEPID Z R L %9,
Version 1.01.01
P RNEL
2 7 R

MEPID: 1)

NOTI (5) AIS condition cleared. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward

7.3 CFM #88E LCK £2%0

Log LCK condition detected. MD Level:<md-level>, VLAN:<vlan—-id>,
Local (Interface:<interface—id>, Direction:<mep-direction>, MEPID:<mep—id>)
Trap L
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7 CFM Extension

HEE Notification (5)

FiEA LCK IRBEEDN A SN2 2R L E T,

Parameter | <md-level> : MEP ® MD L ~ULZ R L £ 7,
<vlan—id> : MEP ® VLAN 1D #x L ¥,
{interface—id> : MEP DA > #— 7 = — A FK H %R LET,
<mep—direction> : MEP O S m%AZ R~ LEd, linward) F721F lToutward] OWTink
RLET,
<mep—id> : MEP @ MEPID %= L ¥ 7",

Version 1.01.01

PIIN CPM HEREZ R E L CWA R — N Ok, B I UOAREE EBEEEORE LR L T2
W,

o 7 R

MEPID: 1)

NOTI(5) LCK condition detected. MD Level:6, VLAN:10, Local (Interface:Portl1/0/1, Direction:outward

7.4 CFM #8E LCK fZR%

Log LCK condition cleared. MD Level:<md-level>, VLAN:<vlan-id>,
Local (Interface:<interface—id>, Direction:<mep-direction>, MEPID:<mep—id>)
Trap L
HEE Notification (5)
LA LCKIREEDNEIE SN2 & 2R LET,
Parameter | <md-level> : MEP ® MD L~V & R LET,
<vlan—id> : MEP ® VLAN ID Z7 = L £,
{interface-id> : MEP DA ' X —7 = —AE ZFE R L ET,
<mep—direction> : MEP ®FMzx L E£d, [linward] F7=1% Toutward] OWTHg
RLET,
<mep-id> : MEP ® MEPID Z/r L £,
Version 1.01.01
RS R
=7 SN/l

NOTI(5) LCK condition cleared. MD Level:6, VLAN:10, Local (Interface:Port1/0/1, Direction:outward,

MEPID: 1)
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8 Configuration / Firmware

8 Configuration / Firmware

8.1 J7—LTF7DTvTJL— KR

Log W OIERZ o 7 AEE
[VRF <vrf-name>] Firmware upgraded by <session> successfully (Username: <user—
name>, IP: <client-ip>, MAC: <client-mac>, Server IP: <{server—ip>, File Name:
{filename>)
| IS R 151
[VRF <vrf-name>] Unit <unit-id>, Firmware upgraded by <session> successfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—-ip>, File Name: <filename>)

Trap L

HEE Informational (6)

BRG] Ty =AU T NIEEILT v —RaEn=Z L ERLET,

Parameter | [VRF <vrf-name>] : VRF 4 > A X L A& &~ L% 7, VRF £EHARFIIERINETE A,
unit-id> : Ry 7 A D ZRLET, A¥ v 7 REMARFTERRINEE A,
{session> : B =3 FfER] (console, SSH, Telnet) Z/mL FI,

{user—name> : L —HW—Z &R LET,

{client—ip> : SSH, Telnet v a3 DI FA T D IPT RLAZRLET,
{client-mac> : SSH, Telnet v a DI/ 73447 FDMC T RLAZRLET, 7
FTAT v EBBIFR Y b T =27 DEATE 00-00-00-00-00-00 & FoRr SV E T,
<server—ip> : TFTP/FTP #—/"—D IP 7 KL A& /R L ET,

{filename> : A V=7 7 A V& &H R LET,

Version 1.01.01
1.06.01 : <vrf-name>/3F A —H& —Z B/

ST NG

1 7 K

INFO(6) Firmware upgraded by console successfully (Username: example, Server IP: 10.1.2.3, File Name:
AEOS-NPXXXX_RXXXXX. had)

INFO(6) Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—00-53-
66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

INFO(6) Firmware upgraded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

INFO(6) Unit 1, Firmware upgraded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

8.2 J7—LIxTDT7vFTIL—FKRK

Log

B JERH AR

[VRF <vrf-name>] Firmware upgraded by <session> unsuccessfully (Username:
{user—name>, IP: <{client—ip>, MAC: <client—mac>, Server IP: <server—ip»>, File
Name: <filename>)

| W R 159
[VRF <vrf-name>] Unit <unit-id>, Firmware upgraded by <session> unsuccessfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
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8 Configuration / Firmware

{server—-ip>, File Name: <filename>)

Trap L

HEE Warning (4)

LA T =L T DT T T — FRER LT &R LET,

Parameter | [VRF <vrf-name>] : VRF A > A& A4 %R LE£%, VRF REEHARHIF RSN ER A,
unit=id> : Ry 7 A D ZRLET, A¥ v 7 RKMEHRHIR RSN EE A,
<{session> : w3 g %] (console, SSH, Telnet) Z/ ~mLF7,

(user—name> : L —W—ZEZRLET,

{client—ip> : SSH, Telnet v a DI FGA T D IPT RLAZRLET,
{client-mac> : SSH, Telnet B a D7 I7A4 7 FD MAC T RV REZ/RLET, 7
FAT V RRIFR Yy b U—27 OEA1E 00-00-00-00-00-00 & FR S ET,
{server—ip> : TFTP/FTP %— "—D IP 7 KL A& /R L F£7,

{filename> : 2 ¥°— 7 7 A NV EZ R LET,

Version 1.01.01
1. 06. 01 : <vrf-name>/3F A —& —Z B

ST FRELIEIP T RUANIE LW, 5 HE/2RENER L T &0,

BELEZ 7 ANVANELODFEZREL TS0,
FBELET7 7 ANDEFERT7 7 A VDFERL T IEE,
1 7 KR

WARN (4) Firmware upgraded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name:
AEOS-NPXXXX_RXXXXX. had)

WARN (4) Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

WARN (4) Firmware upgraded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

WARN(4) Unit 1, Firmware upgraded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: AEOS-NPXXXX_RXXXXX. had)

8.3 J7—LxT7D7 v FA— KL

Log B IERZ w7 AEE
[VRF <vrf-name>] Firmware uploaded by <session> successfully (Username: <user-
name>, IP: <client-ip>, MAC: <client-mac>, Server IP: <{server—ip>, File Name:
{filename>)
B XX 7Rk
[VRF <vrf-name>] Unit <unit-id>, Firmware uploaded by <session> successfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—ip>, File Name: <filename>)

Trap L

HEE Informational (6)

A Ty =AU T RIEFHICT vy - REhkZ L ERLET,

Parameter | [VRF <vrf-name>] : VRF £ > A X L A& &~ L_F 7, VRF REHETIFRIN T A,

unit=id> : Ry 7 A D EZRLET, A¥ v 7 RKEHARHIR RSN ET A,
{sessiony : B a3 UfER] (console, SSH, Telnet) Z mL F9,
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{user—name) : L —HP—LZERm L ET,
<client—ip> : SSH, Telnet vy a L DI IA T +rDIPT KL AZRLET,

<client-mac> : SSH, Telnet B av D7 T AT bDMC T RLAZRLET, 7
FAT v RRBR Yy N U — 27 OA1E 00-00-00-00-00-00 & FR SN ET,

{server—ip> : TFTP/FTP #— "—D IP 7 KL A Z /R L F 7,
{filename> : a V=7 7 A VL E R LET,

Version 1.01.01

1.06. 01 : <vrf-name>’SF A —& —Z 3B
s R
1 7 o)

INFO(6) Firmware uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File Name:
test—firmware. had)

INFO(6) Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-
66, Server IP: 10.1.2.3, File Name: test—firmware. had)

INFO(6) Firmware uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test—firmware. had)

INFO(6) Unit 1, Firmware uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—firmware.had)

8.4 J7—LoxT7DT7y7A—FRK

Log W IERZ o 7 iEE
[VRF <vrf-name>] Firmware uploaded by <session> unsuccessfully (Username:
{user—name>, IP: <client—ip>, MAC: <client—mac>, Server IP: <server—ip»>, File
Name: <filename>)
B 2% 7K
[VRF <vrf-name>] Unit <unit-id>, Firmware uploaded by <session> unsuccessfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—-ip>, File Name: <filename>)

Trap L

HEE Warning (4)

B T —AUxT DT v T a— RBRRRLI-ZEERLET,

Parameter | [VRF <vrf-name>] : VRF A > A X L A& &~ L% 7, VRF £HEARFIZIERINETE A,
unit-id> : Ry 7 A D ZRLET, A¥ v 7 RIEHARETERRISNEE A,
{session> : & 3 f#R] (console, SSH, Telnet) Z#/RLFT,
{user—name> : L—W—# &R LET,
{client—ip> : SSH, Telnet v a3 DI IFA T FDIPT RLAZRLET,
{client-mac> : SSH, Telnet B a D7 I7A4A T bDMAC T KLV REZRLET, 7
FTAT v IBBIFR Y BT —27 DAL 00-00-00-00-00-00 & FoR S FET,
<server—ip> : TFTP/FTP #—_R—D IP 7 KL A& /R L £7,
{filename> : I V=47 7 A VL& HR L £,

Version 1.01.01
1.06. 01 : <vrf-name>/X7 A — & —Z B/

P FBELZIP T FUABRELW), WBErTRERRENHRE L T E S0,
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=874 AN/l

WARN (4) Firmware uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name:
test—firmware. had)

WARN (4) Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test-firmware. had)

WARN (4) Firmware uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test—firmware.had)

WARN(4) Unit 1, Firmware uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—firmware.had)

8.5 EAFHO Ay 0— AT

Log B IR 7y 7 AEE
[VRF <{vrf-name>] Configuration downloaded by <session> successfully (Username:
{user—name>, IP: <{client—ip>, MAC: <client-mac>, Server IP: <server—ip»>, File
Name: <filename>)

| W SR 159

[VRF <vrf-name>] Unit <unit-id>, Configuration downloaded by <session>
successfully (Username: <user—name>, IP: <client—ip>, MAC: <client—mac>,
Server IP: <server—ip>, File Name: <filename)>)

Trap L
EEE Informational (6)
LA RERERMNIEFICA vy —Raniz2 tanrnLET,

Parameter | [VRF <vrf-name>] : VRF f > A X L A& %~ L ¥ 9, VRF REHAIIR RTRINETH A,
unit-id> : Ry 7 A ID AR LET, AF v 7 REMARFIIFERINEE A,
{session> : & v =2 FEHI (console, SSH, Telnet) %/ ~xL 7,

{user—name> : L—W—ZE/RLFET,

<client—ip> : SSH, Telnet Ev > a> D7 I7A T "D IPT KL AZRLET,

{client-mac> : SSH, Telnet ¥ a v DI IFA T MO MC T RLAZRLET, 7
FAT v ERBIFR Y N U —7 DAL 00-00-00-00-00-00 & FoRINFE T,

<{server—ip> : TFTP/FTP — _R—D IP 7 RL A& R L £,

{filename> : A =07 7 A N E R LFET,

Version 1.01.01
1.06. 01 : <vrf-name>’3F A —& —Z 3B/

S R

B 7 3l

INFO(6) Configuration downloaded by console successfully (Username: example, Server IP: 10.1.2.3, File
Name: test—config. cfg)

INFO(6) Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—
00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

INFO(6) Configuration downloaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

INFO(6) Unit 1, Configuration downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test-config. cfg)

8.6 MEIFHRO AV O— FXRK

| Log s
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[VRF <vrf-name>] Configuration downloaded by <session> unsuccessfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—-ip>, File Name: <filename>)

B X% 7Rk

[VRF <vrf-name>] Unit <unit-id>, Configuration downloaded by <session>
unsuccessfully (Username: <user-name>, IP: <client—ip>, MAC: <client-mac>,
Server IP: <server—ip>, File Name: <filename>)

Trap L

HEE Warning (4)

A R HROZ T o — KRERLIZZ 2R LET,

Parameter | [VRF <vrf-name>] : VRF f > A ¥ L A& %A~ LE 3, VRF R£HEAHRIIFR RINETH A,
unit=id> : Ry Z7 A D ZRLET, A¥ v 7 RKMEHRFIIRRINEE A,
{session> : & v =g f#R] (console, SSH, Telnet) Z L E,
{user—name) : —HPF—LE R LET,
{client—ip> : SSH, Telnet v a DI IFA T FDIPT KL RERLET,
<client-mac> : SSH, Telnet v a DT AT +®D MC T RLVAZRLET, 7
FAT 2 RRIR Y B U— 27 DA 00-00-00-00-00—-00 & For SN ET,
{server—ip> : TFTP/FIP #—_"—D IP 7 KL A&~k L £7,
{filename> : A =7 7 A N EZRLET,

Version 1.01.01
1.06. 01 : <vrf-name>/X7 A — X% —Z B

it i FBELZIP T FUANRE LW, BErREZIREENHER L T 7E 3,
FBELE 7 7ANEANELWODHERL T IEEWN,
BELIE 7 7ANANIEFERT 7 A VER LT IEI N,

0 7 R

WARN (4) Configuration downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File
Name: test—config.cfg)

WARN (4) Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

WARN(4) Configuration downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-
00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

WARN(4) Unit 1, Configuration downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

8.7 BEIFHRDT v 70— FEZh

Log | QP R iy
[VRF <vrf-name>] Configuration uploaded by <session> successfully (Username:
{user—name>, IP: <client—ip>, MAC: <client—mac>, Server IP: <server—ip»>, File
Name: <filename>)
B 2 X 7Rk
[VRF <vrf-name>] Unit <unit—-id>, Configuration uploaded by <session>
successfully (Username: <user—name>, IP: <client—ip>, MAC: <client-mac>,
Server IP: <server—-ip>, File Name: <filename)))

Trap L
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HERE Informational (6)

FiEA RIS NIERICT vy 7 e —REnkzo 2R L% T,

Parameter | [VRF <vrf-name>] : VRE £ > 2 & L 24 &R LE9, VRE R{FHBHIFR RENFH A,
unit=id> : Ry 7 A D ZRLET, A¥ v 7 RKMEHFIIRRSINEE A,
{session> : & v = f#R] (console, SSH, Telnet) Z L E7,
{user—name) : L—HP—LE L E T,
{client—ip> : SSH, Telnet v a DI FA T D IPT RLAZRLET,
<client-mac> : SSH, Telnet B avD7 I AT bDMC T RLAZRLET, 7
FAT 2 RRIR Y B U— 27 DA 00-00-00-00-00-00 & For SN ET,
{server—ip> : TFTP/FIP #—_"—D IP 7 KL A&~k L £7,
{filename> : I =T 7 A NEE R LET,

Version 1.01.01
1. 06. 01 : <vrf-name>’S7 A —& —Z 3B/

ST R

=R TN

INFO(6) Configuration uploaded by console successfully (Username: example, Server IP: 10.1.2.3, File
Name: test—config. cfg)

INFO(6) Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-config. cfg)

INFO(6) Configuration uploaded by telnet successfully (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

INFO(6) Unit 1, Configuration uploaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC: 00—
00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

8.8 BHEIFHD7 v T0— F&H

Log B IERZ w7 AEE
[VRF <vrf-name>] Configuration uploaded by <{session> unsuccessfully (Username:
{user—name>, IP: <{client—ip>, MAC: <client—mac>, Server IP: <server—ip»>, File
Name: <filename>)
B X%y 7Rk
[VRF <vrf-name>] Unit <unit-id>, Configuration uploaded by <{session>
unsuccessfully (Username: <user—name>, IP: <client—ip>, MAC: <client-mac>,
Server I1P: <server—ip>, File Name: <filename))

Trap L

BEEE Warning (4)

. RIEROT v 7 — RN RILT=Z L 2R LET,

Parameter | [VRF <vrf-name>] : VRF £ > A X L A& Z L F 7, VRF REHETIFERIN T T A,

unit=id> : Ry 7 A D ZRLET, AF v 7 RIEARITERINEE A,
{session> : & v g FER (console, SSH, Telnet) Z/xL £,

{user—name> : L —W—Z &R LET,

<client—ip> : SSH, Telnet By a> D/ I7A T "D IPT KL AZRLET,

{client-mac> : SSH, Telnet B a DI/ IF3A4 T FDMC T RLAZRLET, 7
FATV ERBIFR Y N U —7 OFETE 00-00-00-00-00-00 & EoRINFE T,
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<server—ip> : TFTP/FTP #—_R—D IP 7 FL A& <L £7,
{filename> : I =T s A NEE R LET,

Version 1.01.01

1. 06. 01 : <vrf-name>/3T X — & —Z B/
Xt It FRELTIP 7 RUANIE LW, 85 fTHE/2REERFR L T2 &0,
=7 -]

WARN (4) Configuration uploaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File

Name: test—config. cfg)

WARN (4) Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—
00-53-66, Server IP: 10.1.2.3, File Name: test—config. cfg)

WARN (4) Configuration uploaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00—
5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

WARN(4) Unit 1, Configuration uploaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC:
00—-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—config.cfg)

8.9 OJ M7y 7O— FEIh

Log B IERE 7 HEE
[VRF <vrf-name>] Log message uploaded by <session> successfully. (Username:
{user—name>, IP: <{client—ip>, MAC: <client-mac>, Server IP: <server—ip>, File
Name: <filename))
| I R 151
[VRF <vrf-name>] Unit <unit-id>, Log message uploaded by <session>
successfully. (Username: <user—name>, IP: <client-ip>, MAC: <client—mac>,
Server IP: <server—ip>, File Name: <filename)>)

Trap L

HEEE Informational (6)

BA QA E—UNERICT v e — RS2 xR LET,

Parameter | [VRF <vrf-name>] : VRF f > A & L A& %~ L ¥ 3, VRF R£EHRIIR RINEH A,
unit=id> : Ry 7 A D 2R LET, AF v 7 RIEMARFZIERINLEEA,
(sessiony : B 3 UFfER] (console, SSH, Telnet) Z mL £,
{user—name> : L—HW—H &R LFET,
{client-ip> : SSH, Telnet Z v a DI IFA T FDIPT RLAZRLET,
{client-mac> : SSH, Telnet v a DI/ 747 D MC 7 RLVAZRLET, 7
FTA T2 EBBIFR Y b T =27 OEATE 00-00-00-00-00-00 & For S E T,
<server—ip> : TFTP/FTP #—/"—D [P 7 KL A& /R L ET,
{filename> : a ™ —T7 7 A VXL ZRLFET,

Version 1.01.01
1.06.01 : <vrf-name>/$7 A — & —% B/

R R
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=874 AN/l

INFO(6) Log message uploaded by console successfully. (Username: example, Server IP: 10.1.2.3, File
Name: test-log. txt)

INFO(6) Log message uploaded by SSH successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E—00—
53-66, Server IP: 10.1.2.3, File Name: test-log. txt)

INFO(6) Log message uploaded by telnet successfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-log. txt)

INFO(6) Unit 1, Log message uploaded by SSH successfully. (Username: example, IP: 192.0.2.100, MAC: 00-
00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—log. txt)

8.10 A D7y 7A— F&K

Log B IR 7y 7 AEE
[VRF <vrf-name>] Log message uploaded by <session> unsuccessfully. (Username:
{user—name>, IP: <{client—ip>, MAC: <client-mac>, Server IP: <server—ip»>, File
Name: <filename>)

| W SR 159

[VRF <vrf-name>] Unit <unit-id>, Log message uploaded by <{session>
unsuccessfully. (Username: <user—name>, IP: <client-ip>, MAC: <client—mac>,
Server IP: <server—ip>, File Name: <filename)>)

Trap L
HEE Warning (4)
LA DA yE—=UD7 v Ia— RRERLT-Z LB RLET,

Parameter | [VRF <vrf-name>] : VRF f > A & L A& %~ L ¥ 9, VRF REHRIIR RINETH A,
unit-id> : Ry 7 A ID AR LET, AF v 7 REMARFIIFERINEE A,
{session> : & v =2 FEHI (console, SSH, Telnet) %/ ~xL 7,

{user—name> : L—W—ZE/RLFET,

<client—ip> : SSH, Telnet Ev > a> D7 I7A T "D IPT KL AZRLET,

{client-mac> : SSH, Telnet ¥ a v DI IFA T DO MC T RLAZRLET, 7
FAT v ERBIFR Y N U —7 DAL 00-00-00-00-00-00 & FoRINFE T,

<{server—ip> : TFTP/FTP — _R—D IP 7 RL A& R L £,
{filename> : a B —LT7 v A VL EZRLET,

Version 1.01.01
1.06. 01 : <vrf-name>’3F A —& —Z 3B/

Xt It FEELEIP T RLANRIE LW, BERRE/RENER L T F XU,
=87 N ]

WARN (4) Log message uploaded by console unsuccessfully. (Username: example, Server IP: 10.1.2.3, File
Name: test—log. txt)

WARN(4) Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-
00-53-66, Server IP: 10.1.2.3, File Name: test-log. txt)

WARN (4) Log message uploaded by telnet unsuccessfully. (Username: example, IP: 192.0.2.100, MAC: 00-00-
5E-00-53-66, Server IP: 10.1.2.3, File Name: test-log. txt)

WARN(4) Unit 1, Log message uploaded by SSH unsuccessfully. (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test—log. txt)

8.11 AccessDefender BE 7 7/ LD S > O— KD)

| Log s
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AccessDefender Web page downloaded by <session> successfully (Username: <user—
name>, IP: <client—ip>, MAC: <client-mac>, Server IP: <server—-ip»>, File Name:
{filename>)

B X% 7Rk

Unit <unit—id>, AccessDefender Web page downloaded by <session> successfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—ip>, File Name: <filename>)

Trap L

HEE Informational (6)

B3] AccessDefender ¥ERECIHEHT 5 HTML 77 A /L s B 7 7 A VDX 7 a— RIZARKEI L
2ol ERLET,

Parameter | <unit-id> : Ry 7 A ID /R LET, A¥ v 7 REHARKTIFRRINEEA,
(sessiony : B a3 UFfER] (console, SSH, Telnet) Z mL £,
{user—name> : T —WF—ZERLET,
{client—ip> : SSH, Telnet v a DI IFA T FDIPT KL RAERLET,
{client-mac> : SSH, Telnet B a DI/ IF3A4A T D MC T RLAZRLET, 7
FTAT VI BBIF Y N U =7 OHETE 00-00-00-00-00-00 & For S E T,
<server—ip> : TFTP #—/_"—D IP 7 KL A Z /R L £ 7,
{filename> : I — 7 7 A VA ERLFET,

Version 1.03.01

s T

=R/ -GNl

INFO(6) AccessDefender Web page downloaded by console successfully (Username: example, Server IP:
10.1.2.3, File Name: test.html)

INFO(6) AccessDefender Web page downloaded by telnet successfully (Username: example, IP: 192.0.2.100
MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) AccessDefender Web page downloaded by SSH successfully (Username: example, IP: 192.0.2.100, MAC:
00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

INFO(6) Unit 1, AccessDefender Web page downloaded by SSH successfully (Username: example, IP:
192. 0. 2. 100, MAC: 00-00-5E-00-53-66, Server IP: 10.1.2.3, File Name: test.html)

8.12 741D >O— KL

Log | QP R iy
[VRF <vrf-name>] Downloaded by <session> unsuccessfully (Username: <user—
name>, IP: <client-ip>, MAC: <client-mac>, Server IP: <{server—ip>, File Name:
{filename>)
| W R 159
[VRF <vrf-name>] Unit <unit-id>, Downloaded by <session)> unsuccessfully
(Username: <user—name>, IP: <client—ip>, MAC: <client-mac>, Server IP:
{server—ip>, File Name: <filename>)

Trap L

HEE Warning (4)

. RKHDEZAT DT 7 ANDE T a— KPR RRLTEZ EERLET,

Parameter | [VRF <vrf-name>] : VRF A > A ¥ » 24 %R LE T, VRF REHAIIFRRINEE A,

<unit-id> : Ry 7 A D ERLET, A¥ v 7 REHRITIRRINERTA,
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{sessiony : w3 a3 UFfER] (console, SSH, Telnet) Z mL F9°,
{user—name> : T —WF—ZERLET,
{client—=ip> : SSH, Telnet & v a > DI FA T D IPT RLAZRLET,

{client-mac> : SSH, Telnet B a DI/ IF3A T D MC T RLAZRLET, 7
FAT LV ERBIFR Y N U—7 OFETE 00-00-00-00-00-00 & EoRINFET,

{server—ip> : TFTP/FTP #— "—D IP 7 KL A Z /R L F 7,
{filename> : A B> —Jo7 7 A VWA EZ R~ LET,

Version 1.01.01
1.06. 01 : <vrf-name>’SF A —& —Z 3B

X it FEELTZIP 7 RLUAMNE LW, {5 ARE/ZRREENER L T 72 &0,
FBELE 77 ANANE LWODHER LT FE N,
BELEZ 7 ANDBIEFER T 7 A VDR L T IEE0,

B 7 3l

WARN (4) Downloaded by console unsuccessfully (Username: example, Server IP: 10.1.2.3, File Name: test-—
file)

WARN (4) Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test—file)

WARN (4) Downloaded by telnet unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00—-00-5E-00-53-66,
Server IP: 10.1.2.3, File Name: test—file)

WARN(4) Unit 1, Downloaded by SSH unsuccessfully (Username: example, IP: 192.0.2.100, MAC: 00-00-5E-00-
53-66, Server IP: 10.1.2.3, File Name: test-file)

8. 13 MAFHBOKRE

Log W IERZ o 7 aEE
Configuration saved to flash by console (Username: <user—name))

Configuration saved to flash (Username: <user—name>, IP: <{client—ip>)

B 2% v 7K
Unit <unit-id>, Configuration saved to flash by console (Username: <user—

name>)

Unit <unit-id>, Configuration saved to flash (Username: <user—name>, IP:
<client-ip>)

Trap L
HEE Informational (6)
BB ERIERMN 7 7 v v 2 IR 7 SN2 L 2R LET,

Parameter | <unit-id> : Ry 7 A ID Z/RLFET, AHX v 7 RKEARFFIIERINET A,
{user—name> : L —WF—ZERLET,
<client—ip> : SSH, Telnet ® v a> D7 IA T D IPT KL AZRLET,

Version 1.03.01

Xt his RHE

=874 ANl

INFO(6) Configuration saved to flash by console (Username: example)
INFO(6) Configuration saved to flash (Username: example, IP: 192.0.2.100)
INFO(6) Unit 1, Configuration saved to flash (Username: example, IP: 192.0.2.100)
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9 Console

9.1 Console A% A > RTh

Log Successful login through Console (Username: <user—name>)

Trap L

HEE Informational (6)

A AAA BEBED IS 2 E 0D, 2 Y — RO A NI LTz Z L 2R LE T, AAA
BEREDN At Dv 7 A U Em 71X A EESRL T IEE 0,

Parameter | <user-name> : L —H%—ZLERLET, R A VEFHZZ—VF—ZLEATTTHHLED RN
BENH — 2 OEX, =—Y—41X “Anonymous” (2720 £,

Version 1.01.01

PPN B

= 7 Fon

INFO(6) Successful login through Console (Username: example)

9.2 Console O 4 4 L &Bk

Log Login failed through Console (Username: <user—name>)

Trap 7L

HEE Warning (4)

B AAA BEREMNIEZN R A D, Ay — AR Oa 7 A4 AR LT Z L 2R L ET, AAA
WREDNH 235G 0 74 VRa 71X MA EE SR TES 0,

Parameter | <user-name> : = —W—ZZ /R LET, B A V2 —F—LEANTHLEDRN
RENRY = OGEIE, —F =41 “Anonymous” 2720 7,

Version 1.01.01

I a—P =4 NAT— KBRELWLPHER LTI,

7 7 K

WARN (4) Login failed through Console (Username: example)

9.3 Console A4 7™

Log Logout through Console (Username: <user—name))

Trap L

HERE Informational (6)

LA ay = UREHOEyvarhbum s Ty N LD EERLET,

Parameter | <user-name> : =—H—HZ /R LET, Bl A V2 —F =X E AT DHHLEDRN
RENRY — 2 OgAIL, = ——41% “Anonymous” (2720 £,

Version 1.01.01

*Fhis NEL

7 F

INFO(6) Logout through Console (Username: example)

9.4 Console tya > BFALALTI L

Log Console session timed out (Username: <user—name))
Trap 2L
HEE Informational (6)
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B A= REOE Yy a VBN FA LT N LTIt ERLET,
Parameter | <user—name> : T —V—ZZ R LFET, a /A V2=V —FZE AT TIHIHLEDRU
RIE/ Y — 2 DAL, 22— —4%41% “Anonymous” 12720 9,

Version 1.01.01
S R

a7 3Pl

INFO(6) Console session timed out (Username: example)
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10 Counter

10.1 TR—V AV FR—FDIF—HV V52 —1RA

Log Detected <counter> <error—counter—name> on mgmtO

Trap L

HEE Notification (5)

EL YER=VAY PR=PZBNT, TT AT E—DOh Ty PERRLIZZ L AR LE
R

Parameter | <counter> : h U M E R L E T,

{error—counter—name> : =7 — N 7 X —DL4REIERLET,
* rxFCSErrorPkts
e rxAlignmentErrorPkts
* rxCodeErrorPkts
* rxUndersizedPkts
* rxOversizedPkts
e rxFragmentPkts
e rxJabbers
e rxDropPkts
* txExcessiveDeferralPkts
* txFCSErrorPkts
» txLateCollisionPkts
» txExcessiveCollisionPkts
e txDropPkts

Version 1.01.01

xF i =7 NVOMRIZ LD GE L. EHBEICERT 258 3N E T, An I HE
BITRETDHAT, BEEE L ARE, [RERIC OV THEHOREE, B L OWE & il
LTLZEN,

B 7 3Pl

NOTI(5) Detected 2 rxFCSErrorPkts on mgmtO
NOTI(5) Detected 1 rxAlignmentErrorPkts on mgmtO
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11 DHCPv4 Relay

11.1 87y FEERK

Log Cannot send packet

Trap L

HEE Error (3)

A DHCPv4 U L —723/"7 y F&2IXETERWI L 2R LET,

Parameter | 73 L

Version 1.01.01

PSP EEOHFE., FRIEERRICERERNRE L TCOAAREENHY FT O T, LT2MIELT
TEEWVY,

o EOBIEIREE
o [k, 8 K UM — b O RE A

1 7 Fpl

ERRO(3) Cannot send packet
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12 DHCPv4 Server

12.1 DHCP Hr—/—it2&h

Log DHCP server

Trap L

HEE Informational (6)

A DHCPv4 ¥ — "—3 RS 2 L 2R L ET,
Parameter | 73 L

Version 1.01.01

Xt AL

= 7 FR

INFO(6) DHCP server

12.2 DHCP DISCOVER /N4 k224§

(FHRY D=9 €T A H)

Log DHCPDISCOVER from <mac—address> via <vlan—-name | giaddr>:unknown network
segment
Trap L
HEEE Informational (6)
B DHCP Hr—/ S —HERE £ 7213 DHCP U L —HEREICB W T, AR Y RU—2Z 87 A2 Fin bk
@ DHCP DISCOVER /X% > R &S F LI L &R LET,
Parameter | <mac—address> : DHCP 7 5 A4 7 FDMAC T RLAZ/RLET,
<vlan—name> : DHCP DISCOVER /X% k&5 {5 L7z VLANA Z/R L ET,
{giaddr> : X7 v " OEE LY L—2—V =2 NPT RLRAZRLET,
Version 1.01.01
it i DHCP H— R —fEREF 721X DHCP VU L —EREICEE T 2B ENE AR L T E &,
0 7 R

INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via VLAN0020:unknown network segment
INFO(6) DHCPDISCOVER from 00-00-5E-00-53-01 via 172.16. 100. 100:unknown network segment

12.3 EEXTY TRy FHTEH

Log Packet from unknown subnet: <ip—address>
Trap L

HEE Informational (6)

A Ny NORBIREBHTE NI AR LET,
Parameter | <ip—address> : RED IP 7 KL A& ,RLET,
Version 1.01.01

RS T

1 7 Kl

INFO(6) Packet from unknown subnet: 192.168. 1. 100

12. 4 DHCP REQUEST /3% b3R8 (BERZATTAT])

Log

DHCPREQUEST for <client—ip>
{vlan-name | giaddr>: lease

({server—ip>) from <mac-address> (<host—name>) via
{client—ip> unavailable

46/141




12 DHCPv4 Server

Trap L

HERE Informational (6)

B DHCPv4 Hr— R —ZEB W TEID B THND IP T RLARRWI LB RLET,

Parameter | <client—ip> : DHCP 7 A4 7 "W ERL/ZIP T KL AZRLET,
{server—ip> : DHCPv4 $r— X—D IP 7 FL 2 &R LET,
<mac-address> : DHCP 7 S A 7> FDMAC 7 RL 2 &R LET,
<host—name> : DHCP 7 A4 7> " DHRA ML AR LET,
<{vlan—name> : DHCPv4 Y — R—NEMbL I 7= VIAN L 2R LE9,
{giaddr> : X7y P OEELZV L—2—V 2 M IPT RLVREZRLET,

Version 1.01.01

s R

2 7 o

INFO(6) DHCPREQUEST for 192.0.2.1 (192.168.20.254) from 00-00-5E-11-11-11 (C13772) via VLAN0020:

lease

192.0. 2.1 unavailable

12.5 /N7y FEERK

Log Cannot send packet
Trap L
HEE Error (3)
FLEA DHCPv4 Y — "=y R TE RN L 2R LET,
Parameter | 7 L
Version 1.01. 01
*F it EEORE, FERRRICEEDBEL TOWDAEELRH Y £T 0T, LTE#RLT
<TEEW,
« HEEOREIRE
o [\, 3 X OMERIAR— F DR A E
= 7 F

ERRO(3) Cannot send packet
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13 DHCPv6 Client

13.1 DHCPV6 ¥ 54 7 > b DB/ &M

Log DHCPv6 client on interface <ipif-name> changed state to enabled
DHCPv6 client on interface <ipif-name> changed state to disabled

Trap L

HEE Informational (6)

Z5iBH X VLAN A o H— 7 = — A28 T, ipvb address dhep =~ > KC DHCPv6 7 A4 T
Y EBER, FRERESICRESNTZZEERLET,

Parameter | <ipif-name> : DHCPv6 7 7 A 7+ " A v X —T = —ADLHIZ R LET,

Version 1.01.01

PPN AN

1 7 K

INFO(6) DHCPv6 client on interface vlanl0O changed state to enabled

INFO(6) DHCPv6 client on interface vlanlO changed state to disabled

13.2 IPv6 7 FL A DEfF

Log DHCPv6 client obtains an IPv6 address <ipv6—address> on interface <ipif—name>

Trap L

HEE Informational (6)

B DHCPv6 7 7 A 7> hif, DHCPv6 H— N—/n5 IPv6 7 RLAZEREG L2 LA /RL &
EE

Parameter | <ipv6-address> : DHCPv6 H— S—nEH& L7z IPv6 7 RL A &R L E T,
{ipif-name> : DHCPvV6 7 7 A 7> hA V H—T = —ADLHiIZ R LET,

Version 1.01.01

3 ity S

= 7 F

INFO(6) DHCPv6 client obtains an ipv6 address 2001:db8:10::2 on interface vlanl0

13.3 IPv6 7 F L A DE#H AL

Log The IPv6 address <ipvb6—address> on interface <ipif-name> starts renewing

Trap L

HEE Informational (6)

B DHCPv6 H— S—HEfF L7= IPv6 7 R L ADEFH At Lo Z & 2R LET,

Parameter | <ipv6-address> : DHCPv6 H— S—InEHU& L7z IPv6 7 RL A &R L E T,
{ipif-name> : DHCPV6 7 7 A T > " A v X —T7 = —ADLHIZ R LET,

Version 1.01.01

*FI B

1 7 Kl

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanlO starts renewing

13.4 IPv6 7 F LA DEFHRIH

| Log

‘The IPv6 address <ipv6—address> on interface <ipif—name> renews success
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Trap L

HERE Informational (6)

B! DHCPvE H— _R—n B HE L7 IPv6 7 KL AL, ERICES SN2 2" LET,

Parameter | <ipv6-address> : DHCPv6 H— N—NBHH4S L7Z IPv6 7 KL A &R L ET,
{ipif-name> : DHCPvV6 7 5 A 7> hA VX —T = — ADLHiZ R LET,

Version 1.01.01

RS RN

1 7

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanlQ renews success

13.5 IPV6 7 FLRD YL T 4 YRtk

Log The IPv6 address <ipv6—address> on interface <ipif-name> starts rebinding

Trap L

HEE Informational (6)

A DHCPv6 H— S—MNBEAG L7 TPv6 7 RLAD U NRA U F 4 V7B LTI Z L& L
3w

Parameter | <ipv6-address> : DHCPv6 % — X—nGLH&E L7- IPv6 7 KL AZ R L FE T,
{ipif-name> : DHCPvV6 7 7 A4 7> hA V' H—T = —ADLHiIZ R~ LET,

Version 1.01.01

3 it S

= 7 FoR

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanlO starts rebinding

13.6 IPV6 Z FLRAD YIS, VT 4 VTR

Log The IPv6 address <ipvb6—address> on interface <ipif—name> rebinds success

Trap L

HEE Informational (6)

A DHCPV6 H— S—nB G L7z TPv6 7 KL A, IEFIZY NS VT 4 v &N %
R~LET,

Parameter | <ipv6-address> : DHCPv6 #—/N—/nBHAG L7z IPv6 7 RL 2 &R LET,
{ipif-name> : DHCPv6 77 T A 7 > b A ' H—T = —ADAH AR LET,

Version 1.01. 01

*F it B

o 7 F R

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanlO rebinds success

13.7 1Pv6 7 F L A DRI

Log The IPv6 address <ipv6-address> on interface <ipif-name> was deleted
Trap 7L

HEE Informational (6)

Wi DHCPvE H—/ S—23 B 4G L7z IPv6 7 KL ARHIBR SNz Z & 2R LET,
Parameter | <ipv6-address> : DHCPV6 H—/N—/nHHUfG L7z IPv6 7 KL 2R &R LET,
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13 DHCPv6 Client

{ipif-name> : DHCPv6 7 T A 7 > hA VX —T7 = —ADL4EIZRLET,

Version 1.01.01
S T
0 7 R

INFO(6) The IPv6 address 2001:db8:10::2 on interface vlanl0 was deleted

13.8 DHCPV6-PD ¥ 54 7 > FDEZN./ &

Log DHCPv6 client PD on interface <intf—name> changed state to enabled
DHCPv6 client PD on interface <intf-name> changed state to disabled

Trap L

HEE Informational (6)

S EH X VLAN A X — 7 = — A ZBW T, ipv6 dhep client pd =<~ K DHCPv6-PD 7
TAT YV EDBER, ELFESHIRESNIZIEEZRLET,

Parameter | <intf-name> : DHCPv6 7 7 A4 7> hPD A > X —7 = —ADLHIZ R LET,

Version 1.01.01

PPN B

= 7 F

INFO(6) DHCPv6 client PD on interface vlanlO changed state to enabled
INFO(6) DHCPv6 client PD on interface vlanlO changed state to disabled

13.9 IPVv6 7L 2«4 v O ROEE

Log DHCPv6 client PD obtains an IPv6 prefix <ipv6—prefix> on interface <{intf-name>
Trap L
HEE Informational (6)
A DHCPv6 27 A 7 PD IE, Zif—F —nb IPv6 TV 7 4 v 7 ARG L2 L&
ALET,
Parameter | <ipv6-prefix> : Zifi/L— X —MOHG L7z ipv6 7'V 7 4 v 7 A% R LET,
{intf-name> : DHCPv6 7 7 A4 7> hPD A X —T7 = —ADL4HIZ~ LET,
Version 1.01.01
S rg
= 7 F R

INFO(6) DHCPv6 client PD obtains an ipv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO

13.10 IPv6 L2 1 v RO EFH G

Log The IPv6 prefix <ipv6—prefix> on interface <{intf-name> starts renewing

Trap L

HERE Informational (6)

it B ZEN—F =IO HUG LT IPVE6 V7 4 v 7 ZADOEH &M LI L 2R LET,

Parameter | <ipv6-prefix> : ZFg/N—F =BG LI IPv6 7L 7 (v 7 AR LET,
<intf-name> : DHCPv6 7 A 7> hPD A > X —7 = — ADLREIZ R LET,

Version 1.01.01

PP REE
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13 DHCPv6 Client

=874 AN/l

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanl0 starts renewing

13.11 IPV6 L7 4 v 9 ROEFHKI

Log The IPv6 prefix <ipv6-prefix> on interface <intf-name> renews success

Trap 7L

HEE Informational (6)

A TN —F =BG LIZ IPV6 L7 ¢ vV ANEFICEHF SN L 2R LET,

Parameter | <ipv6—prefix> : BN — X —OLHE L2 IPv6 'L 7 4 w7 A&/ LET,
<intf-name> : DHCPv6 7/ 74 7> R PD A ¥ —7 = —ADA4RFi &R LET,

Version 1.01. 01

*F it L

EE-ON

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO renews success

13.12 IPV6 TL T4 v O XD VY INL T« VT Btk

Log The IPv6 prefix <ipv6—prefix> on interface <{intf-name> starts rebinding

Trap 7L

HEEE Informational (6)

B TN — S —DDOEfF LT IPv6 LT 4 v 7 ADYNA T 4 7 FE LT b %
A~LET,

Parameter | <ipv6—prefix)> : ZiE/N— X —Mm6HBUGE L7 IPv6 'L 7 4 v 7 AZ R LFET,
<intf-name> : DHCPv6 7 A 7 hPD A > X —7 = — ADLREIZ R LET,

Version 1.01.01

*F it AL

o 7 F Rl

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO starts rebinding

13.13 IPV6 FL 24 O RAD ) INL VT 1« VTR

Log The IPv6 prefix <ipv6—prefix> on interface <{intf-name> rebinds success

Trap L

HERE Informational (6)

A T —F—DDLBG LT IPv6 TV 7 4 v I A ERICI NS T 4 v 7 L2 %
RLUET,

Parameter | <ipv6-prefix> : ZiEN— X —MOEBE L= IPv6 L7 4 v 7 AR LET,
<intf-name> : DHCPv6 7 Z A4 7 b PD A V¥ —7 = —ADART &R LET,

Version 1.01.01

*F it NEL

= 7 F Rl

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanlO rebinds success

13.14 IPv6 L7 1 v U RDEM

| Log

lThe IPv6 prefix <ipvb6—prefix> on interface <intf-name> was deleted

51/141




13 DHCPv6 Client

Trap L
HERE Informational (6)
B TN —F =G L2 IPv6 7' L7 ¢ v 7 ANHIBR SN2 E 2R LET,

Parameter | <ipv6-prefix> : ZFENL—F —OLHE L= IPv6 'V 7 4 v 7 AR LET,
dintf-name> : DHCPv6 7 S A 7> " PD A X — T = — ADAFiZ R~ LET,

Version 1.01.01

Xt his R

=87 ANl

INFO(6) The IPv6 prefix 2001:db8:aaaa:bbbb:: on interface vlanl0 was deleted
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14 DHCPv6 Relay

14 DHCPv6 Relay

14.1 DHCPv6 V) L—DHE%h./ &3

Log DHCPv6 relay on interface <{ipif-name> changed state to enabled
DHCPv6 relay on interface <{ipif-name> changed state to disabled

Trap L

HEE Informational (6)

Z5iBH XfE VIAN 4 > H— 7 =2 — AW T, ipvé dhep relay destination =~ 2 KT
DHCPv6 U L —23H %), o IFEMIRES NI L AR LET, IR VAN 1 & —
72— ATRMO 1 ORRESNTERTADn 7 R3HI S, 1 DbRENES o7
BriziEsha 7R3 s nEd,

Parameter | <ipif-name> : DHCPv6 J L ——— =2 A VX —T =2 — ADLFZ R~ LE T,

Version 1.01.01

X i NEL

1 7 K

INFO(6) DHCPv6 relay on interface vlanlO changed state to enabled
INFO(6) DHCPv6 relay on interface vlanlO changed state to disabled

14.2 N7y FEERK

Log Cannot send packet6
Trap L
BHEE Error (3)
iR DHCPv6 U L —N X7y MEEFETE W L2 RLET,
Parameter | 73 L
Version 1.01.01
*FI EEOBRE., FITRBRICBEREREEL TCWDLAEENRH Y T O T, LLTFE#RE LT
<TEE,
« HEEOBREIREE
. IEH*V%\ B L OB AR — 0 R A %
EE-ONG

ERRO(3) Cannot send packet6
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15 DHCPv6 Server

15 DHCPv6 Server

15.1 DHCPv6 H—/S—T—JL®D IPv6 7 FL R D LR

Log The address of the DHCPv6 Server pool <{pool-name> is used up

Trap L

HEE Informational (6)

BH DHCPV6 H— _R—TF— DT RL A%V »7-Z L 2R LET,

Parameter | <pool-name> : DHCPv6 ¥ — —T7— )L DL R Z R L E T,

Version 1.01.01

pIINY DHCPv6 B — =7 — /LB W THEID Y TAREZR T FLABORELZRE L TS LS
VY,

1 7 K

INFO(6) The address of the DHCPv6 Server pool v10-pool is used up

15.2 &Y

LTHRE IPV6 7 FLAD LR

Log

The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to
4096

Trap L

HEEE Informational (6)

B E M CTHERIPV6 7 R L AED, 4096 (/-T2 2 L& LET,
Parameter | 73 L

Version 1.01.01

P DHCPv6 7 7 A 7> b3 EIR (4096) ZHZ 2N E 21 L T EEW,
SN

INFO(6) The number of allocated IPv6 addresses of the DHCPv6 Server pool is equal to 4096

15. 3 DHCPv6 H—/\—i2Eh

Log DHCPv6 server

Trap 2L

HEE Informational (6)

A DHCPv6 ¥ — "—3 S iic 2 L 2R L ET,
Parameter | 73 L

Version 1.01.01

*FI B

= 7 F R

INFO(6) DHCPv6 server

15.4 EETY TRy FHTEH

Log No subnet found for link—addr: <{ipv6-address>

Trap L

HEE Informational (6)

B DHCPv6 #—/S—|Z8\ T, DHCPv6 U L— 34 v &S5 L7728, kTt y R —2

DY T Fy MEEDEELRV S L2 RLET,
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15 DHCPv6 Server

Parameter | <ipv6-address> : UV L — N7z X7 v 0L HEA&FA LTz IPve V77 KL A&RLE
7

Version 1.01.01

Xt DHCP ¥ 7 % v hiEFZ RIE L T2V,

e

INFO(6) No subnet found for link-addr: £d00:192:168:20::100

15.5 DHCP REQUEST /8% v +218 (BRZATIHFH)

Log {dhcpvb—type> from <client—duid> via <vlan—name> not leased
status=NoAddrsAvail

Trap L

HEE Informational (6)

A DHCPY6 #— "—ZFB W THID JTHND IPv6 7 FLARRNT L 2R LE T,

Parameter | <dhcpv6-type> : DHCPv6 XA vt —T % A4 T H R LET,
{client—duid> : DHCPv6 77 Z A 7 > L@ DUID Z/~ L £,
{vlan-name> : Z{E L7z v OB LT VLANA Z R L £7,

Version 1.01.01

s DM THIPv6 7 RLZADHPHAZ RE LT E I,

a7 3Pl

INFO(6) SOLICIT from 00:01:00:01:29:¢1:d7:73:00:00:5e:22:22:22 via VLANOO10 not leased
status=NoAddrsAvail

15.6 /37y FEERK

Log Cannot send packet6

Trap L

HERE Error (3)

LA DHCPVE H— "= o R & B ETE RN LA R LET,

Parameter | 72 L

Version 1.01.01

it s EOFE., ERIFERRICEERRE L T DRSNS Y FT O T, LTF2MELT
TEEVY,

« EROBERIE
L IR, 255 OHEA— b ORI

1 7 F

ERRO(3) Cannot send packet6

15.7 DHCPv6 7Rt X EH

Log A problem was encountered with the process

Trap 2L

HEE Informational (6)

BN DHCPV6 hr— =T mE ARRETHDH L ERLET,

Parameter | 72 L

Version 1.01.01

% Iita clear ipv6 dhcp binding 2~ REZFEITL TEIBIE T ZI,
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15 DHCPv6 Server

=874 AN/l

INFO(6) A problem was encountered with the process
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16 ERPS

16 ERPS

16.1 ERPS [EFAN

Log Signal fail detected on node (MAC: <mac-address>, instance <erps—instance))

Trap L

HEEE Warning (4)

A 1oDY 7 )= N CEFEEELRM LI L 2R LET,

Parameter | <mac-address>: /— RO AT AMACT FLAZRLET,
{erps—instance>: /— FKDA L AZ A D ZRLET,

Version 1.01.01

P ERPS #REIC & V@RI FTREZVRRE T8, R v b U — 7k £ IR E ISR E 235
ELTZARERHY £9, Xy NV =7 DOEELXZHEIBSETIEZIV, BEMBREE T
HIVUTTHNTIRE T,

-GN

WARN(4) Signal fail detected on node (MAC: 00-40-66-A8—CC-36, instance 1)

16.2 ERPS [EHEIH

Log Signal fail cleared on node (MAC: <mac—address>, instance <erps—instance))
Trap L
HEE Warning (4)
B LoDV 7 ) — RNOEFEENEE SN 2R LET,
Parameter | <mac—address>: / — RO I AT AMACT KL ZAZxLET,
{erps—instance> : /— RKDA L AHX LA D #R-RLET,
Version 1.01.01
PN N
0 7 R

WARN(4) Signal fail cleared on node (MAC: 00-40-66-A8-CC-36, instance 1)

16.3 RPL A —F—DEEERA

Log RPL owner conflict on the node (MAC: <mac—address>, instance <erps—instance))
Trap L
HEE Warning (4)
A Y RPL A—F— ) — R T RPL A —F—/ — K& LI &2 RLET,
Parameter | <mac-address> : /— KDL AT AMACT RLAZ/RLET,
{erps—instance>: /— FKDA  AX A D ZRLET,
Version 1.01.01
PPN AIEE, BLOFR—Y » 7HAOIEED ERPS REZ RE. L T 720,
7 7 F

WARN (4) RPL owner conflicted on the node (MAC: 00-40-66—-AC-2C-90, instance 1)
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17 Fan

17 Fan

17.1 FAN EE 4

Log Unit <unit-id>, Fan module <fan—module-id> failed

Trap npFanFault

HEE Critical (2)

A Tryrva=y NRRETHLZLERLET,

Parameter | <unit-id> : "y 7 A ID Z/R L £7,
{fan-module-id> : 77 v DEY 2 —/L ID Z/:R L ET,

Version 1.01.01

PSS show unit =<2 K, BL show environment =T~ K TR Z R, show tech-
support A~ RTHMEFHRAEBG L, LERHNTT 7 2=y FOZHE THF
7230,

-GN

CRIT(2) Unit 1, Fan module 1 failed

17.2 FAN EEEIH

Log Unit <unit—-id>, Fan module <fan-module-id> back to normal
Trap npFanRecovery
EEE Informational (6)
B TZryrva=y PMERLEZEERLET,
Parameter | <unit-id> : "7 A ID Z/RL £7°,
{fan-module-id> : 77 v DEY 2 —/L ID Z/RLET,
Version 1.01.01
X i NEL
= 7 FR
INFO(6) Unit 1, Fan module 1 back to normal

17.3 FNA=v FDHEA

Log Unit <unit-id>, Attached fan module <fan—module-id>
Trap L
HER Informational (6)
A WEIZ T 7=y ARSI NI 2R LET,
Parameter | <unit-id> : "> 27 A 1D Z/x L ET,

{fan-module-id> : 77 > DEY 2—/L ID Z/R L E£7,
Version 1.01.01
PPN N
1 7 Kl
INFO(6) Unit 1, Attached fan module 4

17.4 FAN o=y FDIEE

| Log

| Unit <unit-id>, Detached fan module <fan-module—id>
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17 Fan

Trap L
HEE Critical (2)
A EENO 77y ramy MR ASINEZZ EE2RLET,
Parameter | <unit-id> : R 7 A ID ;R L E T,
{fan-module—id> : 77 > DEY 22—V ID ZRLET,
Version 1.01.01
Pt NG
1 7
CRIT(2) Unit 1, Detached fan module 4

17.5 FAN 2= v FQREER S RAFA—HDEH

Log Unit <unit—id>, Fan module <fan—-module-id> detect abnormal <airflow—type>
airflow

Trap L

BEEE Critical (2)

LA Ty ra=y FOWRERTRAA—EERM LI LA R LET,

Parameter | <unit-id> : R 7 A ID Z/r LFE T,
{fan-module-id> : 77 > DEY =2—/)L ID 7 LFET,
airflow—type> : B ZE MM L7 7 o=y hORPEFZ FHZ R LET,

Version 1.01.01

NIV show unit =<2 K, BL show environment =<2 K CTIRILZMEZRF . show tech—
support ¥ RTHEMEIGFMATUF L, REXHNLT 7 2=y FORHE Tiagt<
70N,

7 F

CRIT(2) Unit
CRIT(2) Unit

1, Fan module 4 detect abnormal intake airflow

2, Fan module 3 detect abnormal exhaust airflow

17.6 FAN 2= DR EER G RF—EDEH

Log Unit <unit—id>, Fan module <fan-module-id> airflow back to normal
Trap L
HEEE Informational (6)
Bl 7y ra=y NOWHER A BB HE LT s 2R LET,
Parameter | <unit-id> : R 7 A ID /xR LFE T,
{fan-module-id> : 77 > DES 22—V ID ZRLET,
Version 1.01.01
PPN N
1 7 R

INFO(6) Unit

1, Fan module 4 airflow back to normal

17.7 E8R1=v O FAN EER &

Log Unit <unit-id>, Power <power—id> fan failed
Trap L
BEEE Critical (2)
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17 Fan

B BRLI=y hOT7 7 Vo RNRETHLHEERLET,

Parameter | <unit-id> : R 7 A ID /xR LFE T,
<power—id> : = F ID Z/R L £,

Version 1.01.01

PP show unit =< K, BXON show environment =~ RN TR ZMEFE%. show tech-
support <Y RTCHHFEHREZIG L., LENOIILER=2=y hORHE THi 72
S,

2 7 K

CRIT(2) Unit 1, Power 1 fan failed

17.8 BR1=v @ FAN EEHIH

Log Unit <unit—id>, Power <power—id> fan back to normal
Trap L
HEE Informational (6)
BRG] EBRL=y FOT7 7 UNEIRLIZZ 2R LET,
Parameter | <unit-id> : R 7 A ID ;R LE T,
<{power—id> : B>z =v M ID Z/R L E T,
Version 1.01.01
KRt =
e TN

INFO(6) Unit

1, Power 1 fan back to normal

17.9 BlRa1=vy FORFIFRF—HOEA

Log Unit <unit—id>, detecting abnormal air flow

Trap 7L

EHERE Critical (2)

B BT =y NOWPER G MR B ERm LI 2R LET,

Parameter | <unit-id>: "7 A ID Z/RL £7°,

Version 1.01.01

X it show unit =<2 K, BX O show environment =~ > K IR 2 HEERT . show tech-
support ¥ RCHMGEHRLIE L, REDPOIUTER=L= Y FOLZHE THE< 72
S,

o 7 F Rl

CRIT(2) Unit

1, detecting abnormal air flow

17.10 BlR1 = FORFI[RARF—EDEH

Log Unit <unit—id>, abnormal air flow back to normal

Trap L

HERE Informational (6)

B B =y FORPIR TR —ENMRE L2 L 2R LET,
Parameter | <unit-id>: AR > 27 A 1D Z/xLET,

Version 1.01. 01

*F it B
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17 Fan

=874 AN/l

INFO(6) Unit 1, abnormal air flow back to normal
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18 77 ANV AT A

18 274IVRT A

18.1 SDA—FDF7 VALK

Log | Qe s
SD Card access failed
B 2% 7 RERR
Unit <unit-id>, SD Card access failed

Trap L

HEE Error (3)

BRG] SDAEY —H—R~DT 7 BRAZRB LIZZ EE2RLET,

Parameter | <unit-id>: ARy 7 A D EZRLET, A¥ v 7 REHRKFIIRRINEE A,

Version 1. 08. 01

Xt SD AU —H— KD LOCK BFHE SN TWRNWZ E&fERD E, SD AE Y —h— R&ff
LELT, avy FEHBETLTEIN, Z0%bAr 7R3 H T 2561, SD A
FY—=H— 2L TIZIN,

= 7 F R

ERRO(3) SD Card access failed
ERRO(3) Unit 1, SD Card access failed

18.2 A—=ANI59y2aDT7 I EAKRK
Log B JERY v 7 HEE
flash access failed
B 24 7R
Unit <unit-id>, flash access failed
Trap L
HEE Error (3)
E:1U5] H—HINT TGy anDT 7EAIKK LI A2 RLET,
Parameter | <unit-id>: ARy 7 A D ZRLET, A¥ v 7 REHRKFIIRRINEE A,
Version 1. 08. 01
*FIE WEDT T v va A —=PNHEL TWD RN £, vAR— N EDETE
MAEE<TEEN,
o 7 F R

ERRO(3) flash access failed
ERRO(3) Unit 1, flash access failed
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19IPT VI Ty R7a— K%y A b

O9IPF«LY9TyFIA—FX¥X bk

19.1 BEY TRV FETIPTALYTy FIO—FX v X MAEL—F

Log IP Directed Broadcast packet rate is high on subnet (IP: {ip—address>)

Trap L

HEE Informational (6)

A IPTFA4VLITy R7TE—=RXy A O — R, FFEOH 73w b =T 1 HEIC 50 /8
gy eI EERLET,

Parameter | <ip—address> : IPT 4 L 27T v R7 a2 —RXx¥ A MDFEHEIPT RLAZRLET,

Version 1.01.01

X IP7T4VLITy R7a—REY X FOFETLIARNOAER P T4V T vy FTu—
R v 2 hXT7y REEELTWHRVDIHERL T 7EEN,

-

INFO(6) IP Directed Broadcast packet rate is high on subnet (IP: 192.168. 20. 255)

19.2 IPF4 LTy FFA—KFX v X MAREL—

Log IP Directed Broadcast rate is high
Trap 7L
HEEE Informational (6)
B IPF 4L 27Ty R7a— Xy 2 O L — R, 1 BBIC 100 37y "B L%
~LET,
Parameter | 73 L
Version 1.01.01
PPN IPFA4VITy 70— REx X MORBEILHARN O RER IP T4 L2 Ty K7 m—
RFE ¥ 2 b Ty FEFEFELTOHROLMER LTS ZI W,
1 7 K

INFO(6) IP Directed Broadcast rate is high
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20 L3y Y —

2013k —

201 BTV R)—DNYy Y2 BHR

Log L3 host <{ip—address> could not be added to the cache table

Trap L

HEEE Warning (4)

A L3y FU =2y v afff@ Ty MY —BETE RN AR LET,

Parameter | <ip—address> : L3 = h U =Ny v affiZ8Cx MY —8HEETE/2WIP 7 LA %
~LET,

Version 1. 05. 01

PPN AN

o 7 F Rl

WARN (4) L3 host 192.0.2.100 could not be added to the cache table
WARN (4) L3 host 2001:db8::5 could not be added to the cache table
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21 LACP

21 LAGP

21.1 IR—FFRILOT VT
Log Link Aggregation Group <group—id> link up
Trap 1inkUp
HEEE Warning (4)
A R— b FX¥RNVITN—TNY T v F L2 L ERLET,
Parameter | <group—-id>: Vo 77 v 7 LIAR—rF X NLDIN—T 1D ZrLET,
Version 1.01.01
RIS P
o 7 F Rl
WARN(4) Link Aggregation Group 5 link up

21.2 R—FFRILDFOY
Log Link Aggregation Group <group—id> link down
Trap linkDown
HEE Error (3)
LA R—= b FX¥RZNVITN—TR) I L2l b BRLET,
Parameter | <group—-id>: Vo 7 XU L7mAR— b F ¥R NVDIN—71D Z - LET,
Version 1.01.01
*F it B Y 7 X0 o ThHIUIKINIARETT,
LACP DA DV DK~ k25 Up ThIUDBIETEETT A5, F v b7 — 7 5, 7
IFEERICEENRE LIRS0 £9, Xy M= DEELZEIAIETILES
|
= 7 For
ERRO(3) Link Aggregation Group 5 link down

21.3 A N—R— FOFRFRE

Log {ifname> attach to Link Aggregation Group <group—id>

Trap 2L

HEE Notification (5)

EL] AUNA—R— FRHR—= b F Y XV N—TFIFR LI LR LET,

Parameter | <ifname> : ;"— F F ¥ XNICFTBT AR—F DA v X —T = — AL R LET,
{group—id> : I"— FNDOFTREAR— N TF ¥ X LDITN—T 1D 2R LET,

Version 1.01.01

PN AREL

7 7 F

NOTI(5) Portl/0/1 attach to Link Aggregation Group 5

21.4 A 2 8—R— ~ DEERR

Log {ifname> detach from Link Aggregation Group <group—id>
Trap L
HEE Error (3)
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21 LACP

FiEA AUNR—=R—= R R—=FF ¥ RNV T N—TNEEER L2 2R LET,

Parameter | <ifname> : ;R — F T ¥ R ADLEEN T HR— DA o X —T =2 — R4 R LET,
{group—id> : IR— N & BT HR—FF ¥ 2 LDITNV—7 1D ZxLET,

Version 1.01.01

i B 7 20 o THIERISITIARE T,
LACP DD W DR — A Up THIUZIBEARETT N, Fv bU— 7 #ds., £7=
I EENRE LN H D £, 2y NT—V OEELZEIHIETLEE
U,

0 7 R4

ERRO(3) Portl1/0/1 detach from Link Aggregation Group 5

21.5 A— LACP ETHED T/ 1 AEHEHRH

Log LACP: LAG <group—-id> detected multiple system—id on <ifname>

Trap L

HEE Error (3)

A [ U LACP L THEEDEENEH SN L aRLET,

Parameter | <group—id> : I"— FF ¥ X LD I )—7 1D /R L E£7,
{ifname> : R— ~DA LV HX—T =2 — A4 &R LET,

Version 1.01.01

s R— b F ¥ 17 —T <group—id> IR ST PEEE RN EEUTE R > T D0, b
LLIET AT ID, AT LBEREONTINDORENHES TWDHAREMNH Y £
Fo R— b TF v RV T —T {group—1d T HERE S AT R EEE, B L OEEED LACP Gk
EEMERL T TEIN,

EE-ONG

ERRO(3) LACP: LAG 5 detected multiple system—id on Port1/0/2

21.6 LACP B A4 L7 FEREDA—E

Log LACP: LAG <group—id> detected timeout mismatch on <ifname>

Trap L

BEEE Error (3)

A LACP Z A L7 0 FBIEDRY MM L7722 & 2R LET,

Parameter | <group-id> : I"— FF ¥ XL DT NV—7 1D R L E T,
ifname> : R— ~DA LV H—T =2 — A4 &R LET,

Version 1.01.01

*t i ARHEE F 7 IR AEE D LACP Z A 27 U bRE & RIE L, ALLE & 5 dEE T LACP ¥
ALT U MREZHATIZIN,

= 7 F R

ERRO(3) LACP: LAG 5 detected timeout mismatch on Portl1/0/2

21.7 LACPDU Z{EZ A4 LT

Log LACP: LAG <group—id> LACPDU receive timer expired on <ifname>
Trap L
HEE Error (3)
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21 LACP

FiEA LACP ¥ A ~—\ii T L7 L &R LET,

Parameter | <group—id> : I"— FF ¥ X LD I )—7 1D R L E£7,
ifname> : R— ~DA LV HX—T =2 — A4 ERLET,

Version 1.01.01

Xt it R—= RN 7 X L TWAEE . SHSIEARE T,

K=tV 277 v 7 LTOBEHAE, B L TV D EAEEEOR— h 28 LACP H— LT
UMD, b U IMERBICHEEN A L aREMER H Y £, B o R — MRE,
BLOEEEZHER L TS,

=87 ANl

ERRO(3) LACP: LAG 5 LACPDU receive timer expired on Portl1/0/2
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22 R—RFUHEUH b

22 R—bFUFUFU b

22.1 Secondary 7R— kA% Active IREEICER

Log Redundant <group—id>: Active interface has been changed to secondary <port—
num>

Trap L

HEE Warning (4)

LA TITATHR—= IR TTA~<) = h o FX) =l BboTmZ L 2R LET,

Parameter | <group—id> : "R— FU X H L "I N—T DI NV—T 1D R LET,
<port—num> : EH L HFV—R— DR — b EZE2RLET,

Version 1.04. 01

R FEE e 7 s, b LIERELEER S - HE IR, RS IEAETT,
R—hU XX MERICK VBEFEIRAERRETTN, Xy NUV—27#25RH 503
ERICEENRAE L AREERSH D 3, Xy NV OEELZERHIETI I,

0 7 R

WARN (4) Redundant 1: Active interface has been changed to secondary Port1/0/2

22.2 Primary ;"— kAY Active IREEIZER

Log Redundant <group—id>: Active interface has been changed to primary <port—-num>
Trap L
HEE Warning (4)
Bl TITATHR—=IBREI L Z) =T T4~ — |l RoT-ZEERLET,
Parameter | <group—id> : IR— MU XL X NI N—T DI N—T1D Zm LET,
<port—num> : F’'TF A <) —AKR—bDHR— FEEEZRLET,
Version 1.04. 01
PPN N
o 7 F Rl

WARN (4) Redundant 1: Active interface has been changed to primary Portl1/0/1

22.3 I RTDAVN—=R—FrDY O T

Log Redundant <group—id>: All interfaces go down

Trap L

HEE Warning (4)

A R—=hVFE T NDAN=R= N, XTI 7y Ll EaRLET,

Parameter | <group—id> : "R— U X H L "I N—T DI V—TID R LET,

Version 1. 04. 01

Xt Xy N =7 HaRH W ERIZEENEAE LA rd 0 £34, Ry hUV—7 0
FEELZERHIETIEEN,

1 7 F R

WARN (4) Redundant 1: All interfaces go down
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22 R—RFUHEUH b

224 R—F)FUFVFDFBI5voa

Log Redundant: All FDB entries have been deleted by receiving FDB Flush frame

Trap L

HEEE Warning (4)

B BEENFB 77 v aZb—LEZEL, MAC 7 RLAT—7LDFTRTHOTY MY —

7 V7 LIl &R LET,

Parameter | 72 L

Version 1.04.01

Xt his RHE

=87 ANl

WARN (4) Redundant: All FDB entries have been deleted by receiving FDB Flush frame
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23 LLDP

23 LLDP

23.1 LLDP-MED r7RAS—DEH

Log

LLDP-MED topology change detected on port <port—num>. (chassis id: <chassis—
type>, <chassis—id>, port id: <port—type>, <port—id>, device class:
class>)

{device-

Trap

11dpXMedTopologyChangeDetected

HEE

Notification (5)

Wi

LLDP-MED bR P —DEER™RMENTZZ &R LE T,

Parameter

port—num> : R— FFEE5ERLET,

{chassis—type> : ¥ —Y DYV T XA THRLET,
+ chassisComponent (1)
» interfaceAlias (2)
+ portComponent (3)
e macAddress (4)
* networkAddress (5)
« interfaceName (6)
e local (7)

{(chassis—id>: ¥ —> DA RLET,
port-type> : R— M ID VT XA T ZRLET,

e interfaceAlias (1)
» portComponent (2)
» macAddress (3)

* networkAddress (4)
o interfaceName (5)
+ agentCircuitld (6)
e local (7)

<port-id> : I"— K ID Z/R L E T,
{device-class> : LLDP-MED #&E& ¥ A 7% R L £ 7,

Version

1.01.01

NE

1 7 Fpl

NOTI (5) LLDP-MED Topology change detected on port Port1/0/1.
port id: MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class III)

(chassis id: Network Address, 192.0.2.100,

23.2 LLDP-MED &% 1 TDF—H

Log Conflict LLDP-MED device type detected on port <{port—num>, (chassis id:
{chassis—type>, <chassis—id>, port id: <port—type>, <port-id>, device class:
{device—class>)

Trap L

HEE Notification (5)

LA LLDP-MED #4& & A 7 DR —E B S iz 2 L &R LET,

Parameter | <port-num> : "— FFEZ /R L FT,

{chassis—type> : ¥ —> DYV T XA THRLET,
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23 LLDP

+ chassisComponent (1)
o interfaceAlias (2)

+ portComponent (3)

* macAddress (4)

* networkAddress (5)

e interfaceName (6)

e local (7)

{(chassis—id>: ¥ —> ID A RLET,

<port—type> : "—hr ID VT XA F%HRLET,

s interfaceAlias (1)

» portComponent (2)

* macAddress (3)

* networkAddress (4)

+ interfaceName (5)

» agentCircuitld (6)

e local (7)

<port—id> : I"— K ID Z/R L E T,
{device-class> : LLDP-MED #&E& & A 7% R L £ 7,

Version 1.01.01
%t BEEEIEE O LLDP B E 2R L T 72 &0,
=R/ TNl

NOTI (5) Conflict LLDP-MED device type detected on port Portl/0/1. (chassis id: MAC Address, 00-40-66—AC—
31-E9, port id: Local, Portl/0/1, device class: Network Connectivity Device)

23.3 BE#fED %Ly LLDP-MED TLV v F#R%N

Log Incompatible LLDP-MED TLV set detected on port <port—num>, (chassis id:
{chassis—type>, <chassis—id>, port id: <port-type>, <port-id>, device class:
{device—class>)

Trap L

HEE Notification (5)

B HHAPED 720N LLDP-MED TLV & > b3S S o Z & 2R L £,

Parameter | <port-num> : "— FFEZ/ R L ET,

{chassis—type> : ¥ —Y DYV T XA THRLET,
+ chassisComponent (1)
» interfaceAlias (2)
+ portComponent (3)
* macAddress (4)
* networkAddress (5)
+ interfaceName (6)
e local (7)

{chassis—id>: ¥ —> DA RLET,

<port—type> : "—h~ ID YT XA TZRLET,
» interfaceAlias (1)
» portComponent (2)
» macAddress (3)
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23 LLDP

* networkAddress (4)
o interfaceName (5)
+ agentCircuitld (6)
e local (7)
<port—id> : I"— K~ ID Z/R L E T,

{device—class> : LLDP-MED ¥&& % 4 %R L £ 7,

Version 1.01.01
it BEEZIEE O LLDP B E AR L T2 &0,
=87 ANl

192. 0. 2. 100,

NOTI (5) Incompatible LLDP-MED TLV set detected on port Portl1/0/1.

(chassis id: Network Address
port id: MAC Address, 00-40-66-11-11-11, device class: Endpoint Device Class III)

23.4 LLDP 8&lY) > 5y UREBIZER

Log LLDP disabled port <port-num> by error
Trap L
BHEE Error (3)
WA L) v T EREIC K o TERELY v 7 B IRBENEBR Lo Z 2R LE T,
Parameter | <port-num> : " — FFEEZ /R L F7,
Version 1.03.01
it WEREE OWFICEHERFEEL TO DL AREELR D Y £9, (mik#, SFP/SFP+R— b, &
FOEBERELZHR L CHEREELZEIRIETIEIV,
= 7 FR b

ERRO(3) LLDP

disabled port 1/0/3 by error

23.5 LLDP F1Y) Vo o k@M ) V97 v TIRE~EIE

Log LLDP reset port <port—num>

Trap L

HEE Notification (5)

FLEA LY o BT RENB Y Ty REEA~ER LT E AR LET,
Parameter | <port-num> : "— FFEZ/ R L E7,

Version 1.03.01

PPN AN

2 7 R

NOTI(5) LLDP

reset port 1/0/3
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24 JL—THRE

24 )L—TIRA

2.1 V=T (R—kR—XE—F)
Log {interface—id> loop occurred
Trap npLoopDetectionPortDetected
HEE Critical (2)
A AVB =T 2= ATN—T BRI LR LET,
Parameter | <interface—id> : =7 SNTVEHA »F—T7 =—A D AR LET,
Version 1.01.01
PIPI BELIZA v Z—Tx2—R (R—b, R=bFyr L) TRy NT—=TL—FRNRAEL
TWHHEEMENRH Y £9, X v N —7 NOBURSCER R 2 L, v — 7 DFRE%
B BRWT L 7ZE0,
HEIEIHXE (errdisable recovery cause loop—detection =<2 K) DOFHIX.
Yy FF U (err-disabled RAEIZZAH) SN THHRE LICRHAFET D &,
A B =7 x—AOMABIIEBMICEBSET,
Yy v MUY (err-disabled IRRRICAH) ShicA v —7 =—AX & FHTEIAS
H 55461, shutdown =<2 RC—FERZEL TH 5. no shutdown =<2 RTA & —
7 = — ADMAZEEMERL T TZE 0,
= 7 F
CRIT(2) Portl1/0/2 loop occurred

24.2 L—TEH (VLAN R—RXE—F)

Log {interface—id> VLAN <vlan—-id> loop occurred

Trap npLoopDetectionVlanDetected

HERE Critical (2)

B A B —T 2 —ADKEVLAN CL—F2BA L2 2R LET,

Parameter | <interface-id> : L —7 WM EINTNHA L F—T =— A IDZRLET,
vlan—id> : —T7" DRI LTS VLAN Zor LE T,

Version 1.01.01

PIPIN ML A Ly Z—T7x—A (F—F, K—FF ¥ XL) OE VLAN TRy b T—2
N—TINRELTOD RN H Y £9, Ry MU —7 NORKROERL L &2 fEEs L,
N—TDJRFZIY RV TLE S0,
H#E IHF%E (errdisable recovery cause loop—detection 1< K) DFAEIL. %t
G VLAN P (R R ARIEIC T S LT b BE L R AT 5 & . 26 f5 R ik
RRIZHBIMICEIHSET,
EZEARREBICET I8 VIAN 2 FEICHEIBIE2551F., 81 % —
7 = — A% shutdown <> RCT—FEFA%E L TH 5, no shutdown =~ RTA U H—
72— ADAEEERL T EI W, IR A F—T 2 — A% —HEHAET LD, £0
A BE =T 2= ADT X TOBEVN—RIIZBEWRICR D Z EITEE LTI ZEN,

7 7 K

CRIT(2) Portl1/0/4 VLAN 20 loop occurred

24.3 )L—

THRHEOEREIE (R—rR—XE—F)

| Log

‘<interface—id> recovers from Loopback Detection err—-disabled state
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24 JL—THRE

automatically

Trap npLoopDetectionPortRecovered

HEE Warning (4)

B A F =T 2= ATHRMUIZV—T7 R, BEIICEBA LI L 2R LET,

Parameter | <interface-id> : #EIHL/=A v X —T7 =— A ID /R LE T,

Version 1. 04. 01

PSIIY BELIcA v F—T7=2—R (R—F, K=FFr L) TRy NT—TL—TNREL
TWZHREERH Y £, Ry MU —7 NORRHER 2 E 2R L, L— 7 OFREMR
o TWDEEITIY RO T Z S0,

= 7 F R

WARN (4) Port1/0/2 recovers from Loopback Detection err—-disabled state automatically

24.4 V—TBRAOFEHEIBE (R— FR—XE—F)

Log {interface—-id> recovers from Loopback Detection err—-disabled state manually
Trap npLoopDetectionPortRecovered

HEE Warning (4)

B A B—=T 2= ATHM LIV —70, FEITEHBLEZ 2R LET,
Parameter | <interface-id> : HIHL7=Af v X —T7 =2— A ID Z/R L £,

Version 1. 04. 01

Xt N

= 7 FR

WARN (4) Port1/0/2 recovers from Loopback Detection err—disabled state manually

24.5 L—TBRHOBEEEIE (VLAN R—XE—F)
Log {interface—-id> VLAN <vlan—id> recovers from Loopback Detection err—disabled
state automatically
Trap npLoopDetectionV]anRecovered
HEE Warning (4)
LA AV B =T 2 —ADOKFE VLAN TR L7 —7 28, HEIMICEIRLIZZ 2R LE
7
Parameter | <interface-id> : BHEIHL 7z A > #—7 =— A ID Z/xLE T,
{vlan—-id> : fBIH L72 VLAN 2R L ¥ 7,
Version 1.04. 01
SIS B LA v Z—Tx—Z (F—F, R=FFx3/L) ORE VAN TRy hT—7
=T INRE LT REIERH Y £9, Ry MU — 7 NORKECERL L &2 fEEs L,
N—TDJFE DT> TV DLGAITTED FRNTL7Z 30,
o 7 F Rl

WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err—disabled state automatically

24.6 L—TRAOFEIEIB (VLAN R—XE—F)
Log {interface—-id> VLAN <vlan—-id> recovers from Loopback Detection err—disabled
state manually
Trap npLoopDetectionVlanRecovered
BEEE Warning (4)
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24 JL—THRE

B A B =T 2 —ADORFE VLAN THE L7 —7 2, FEITEIRLEZZ 2 R-LET,
Parameter | {interface-id> : fIHL 72/ v ¥ —7 = —ZX ID Z/RLET,
<vlan-id> : #IH L7z VLAN 2R L £,
Version 1.04.01
PP N
o 7 F
WARN (4) Port1/0/4 VLAN 20 recovers from Loopback Detection err—disabled state manually

2.7 V—TERHO LR (VLAN R—XE—F)
Log Loop VLAN numbers overflow
Trap L
BHEE Critical (2)
A N—"TZ g LTz VLAN 3030 — 7Rl RE 7 e R CREE 2R TR 100 i) Z#E
2 EmRLET,
Parameter | 73 L
Version 1.01.01
P J—"T %k LTe VLAN B3 — 7R alRB 72 g KA B 2 TIREE Tk, bl bv—
TEBRMTEERA, TOH, L—THREa ZBHI STV VAN TH Ry b
T =7 =T RRELTODAREERH Y £9, vy MU —7 NOERRSCHER: & %
RL, =T DORERPFES TODHEHIFEY RO T &N,
= 7 FoR
CRIT(2) Loop VLAN numbers overflow

24.8 W—TRADERE (R—rR—XE—F) XIEOT
Log {interface—-id> loop recovered
Trap npLoopDetectionPortRecovered
HEE Warning (4)
LA AV H—T2—ADN—FNEIR L2 ZRLET,
Parameter | <interface-id> : HIHL7cA v #—7 =—A D &Z R LET,
Version 1.01.01
723, 1.04.01 LIREClIARr 73 S EE A,
Xt BELIZA v Z—Tx2—2 (R—b, R=brFyrFiL) TRy NT—=TL—TRNRAEL
TWEEAREMERH Y £7, Ry MU — 27 NORRHE R 4R L, V— 7 DJRK N
o TWADEEITIY BRNTS7ZZE 0,
= 7 F

WARN (4) Port1/0/2 loop recovered

24.9 L—TRHOER (VLANR—XE—FK) XIBAY
Log {interface—-id> VLAN <vlan—id> loop recovered
Trap npLoopDetectionVlanRecovered
BEEE Warning (4)
A A UH—T =2 — ADRFE VLAN TREI LT —7BEIR L2 & 2R LET,
Parameter | <interface—id> : BIHL7zA ¥ —7 2 —A D ZRLET,

<ylan-id> : 1EIHL7- VLAN 2R L ¥ 9,
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24 JL—THRE

Version 1.01.01
728, 1.04.01 LI TIIAR 73 S Ed A,

PIPIN ML A L Z—T7x—A (F—F, K= FF v X/L) OE VAN TRy T —2
N—TRRELTWZRRBMERH Y 3, Xy MU —7 NOBRCHEERL R & 28 L.
=T DJRKR DTS T DHEEITI D RN T EE 0,

a7 F sl

WARN (4) Port1/0/4 VLAN 10 loop recovered

76/141



25 AU —x=T7—HEEIH

25 AE)—ITS5—HEIEIH

25.1 SW-LSI DA BV —I5—BHMIT&DR—F vy T UHEE

Log Detected system—abnormal (Unit <unit-id>, memory—error, action=shutdown)
Trap npSystemStatusFaultActionShutdownAll
HEE Emergency (0)
B SW-LSI DRAEY =T —AIZLY | BR— POy v P UURETINIZI L%
RLUET,
Parameter | <unit-id>: R > 27 A 1D Z/xLET,
Version 1.03.01
*F it AV —x T —AEEIFERPELOSEITIX, clear memory-error =1~ F& EAT
LTSWLSI DA F Y —= T —RELEIFSETIZ S0,
clear memory—error 2 <> RZFETLTH, T <ICAEI —T—%2 BT DHHEI
IX. SW-LSI D AE Y —EEDWREMR H Y £, EEAZHE THFT 7ZE 0,
= 7 FR
EMER (0) Detected system—abnormal (Unit 1, memory—error, action=shutdown)

25.2 AEY—IS5—HEIHEIA

Log Memory error of switch LSI was recovered automatically (Unit <unit—id>)

Trap npSystemStatusMemoryErrorAutoRecovery

HEE Warning (4)

Bl AV —x T —HEEIAEET SW-LST AE ) —DNRY T 4 —= T —NHEEIR SN
Tl ERIESWLSI AE Y —DECC =T —RHEETESNZZ 2R LET,

Parameter | <unit-id>: R > 27 A ID Z/xLET,

Version 1. 03. 01

*F it B

EE-ONG

WARN (4) Memory error of switch LSI was recovered automatically (Unit 1)

25.3 SW-LSI /IN—FO 7 T 5— DA

Log Hardware error was detected on switch LSI

Trap npSystemStatusLsiHardwareErrorDetected

HEE Alert (1)

B UTDOES 2R SW-LSI =R U =7 =7 =R A S5 BN EE S ET,
* SWLSIDECAEY =T, AEY —=F7—DRHBIEBTY 7 a U3

10 BILLEEIE L T, BERRIZIMI 22 o 7o 56,

o SW-LST OEIHARRER AT Y —= 77— Shiz%HE,

Parameter | 73 L

Version 1.03.01

X SW-LST D A E V —[EEDOFREMENH Y £, KELH L THREF <720,

= 7 F R

ALER (1) Hardware error was detected on switch LSI
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25 AU —x=T7—HEEIH

25.4 SW-LSI N—F 7T 5—D#IA

Log Hardware errors were fixed on switch LSI

Trap npSystemStatusLsiHardwareErrorFixed

HEE Notification (5)

A [SW-LST DA U AE U —fHK T, AEV -7 —DORHEBIOMEIIT 7 >3 % 10 [A]
PLESEIEL T, BRI/ > 720kBE] T clear memory—error <> RASEITL.,
AEY — 7 —HAEEHEREZ Y R N7 LIS SIC@mNEE S nvET,
7ok, ISW-LST OEHA#ERLAETY —= 7 —ZKH L TWDIREE] TiEX, clear
memory—error 2~ REFETLTHLY A N7 S EHA,

Parameter | 73 L

Version 1.03.01

X i NEL

= 7 Fr

NOTI (5) Hardware errors were fixed on switch LSI

25.5 SW-LSI NV T4 —T 5 —DRHA

Log Parity error was detected on Unit <unit—id>, <memory—name>, <index>

Trap npSystemStatusLsiParityErrorDetected

HEE Warning (4)

LA SW-LST AV —x=F— (U F 4 —2T—F71F BCC =T7—) BDRHINTZ & &R
LET,

Parameter | <unit-id> : R 7 A ID ;xR L E T,
<memory-name» : /NU T 4 —x= T =N INT AT —HERLET,
dndex> : XU TF 4 —Z T —PRHEINTZAEF)—A T v 7 AR LET,

Version 1.03.01

Xt SW-LST D AE U —IZB TR T 4 —= T —0NEALTWDLAREERH D £7, HL
2T clear memory-error 2 ¥ Y REFITL, HENEETLIMNE I THERIZS
AN
clear memory—error 2~ RTCTHERNEIHLZGEIL., TOEFM L TCIHEHLE
SV, Al clear memory—error 2w RANZ G HERNE BT HHEITIE, EEFH
EEZBBHWLET, FEHZRLFLLTFRETLIEEICIT, BELHEZ TR ES
AN

0 7 R

WARN (4) Parity error was detected on Unit 1, EP_INITBUF_DBEf, 0

25.6 SW-LSI Ny F4—T5—D1EIE

Log Parity error on switch LSI was recovered

Trap npSystemStatusLsiParityErrorFixed

HER Notification (5)

A SW-LSI AE V=D F ¢ — 7 —NFEH THEIBS N LERLET,
Parameter | 73 L

Version 1. 03. 01

S R
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25 AU —x=T7—HEEIH

=874 AN/l

NOTI(5) Parity error on switch LSI was recovered
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26 MMRP-Plus

26 MMRP-Plus

26.1 Y VT HR—

NON 2 K Ly B

Log MMRP-Plus ring <RINGID> <interface—id> goes DOWN status

Trap npMmrpPlusPortDown

HEEE Error (3)

S EH MMRP-Plus @V > Z'7R— R 73 Down JREEICER L2 ¢ 2R L £1,

Parameter | <RINGID> : MMRP-Plus ® U > 7 1D Z:r L £,
{interface—id> : MMRP-Plus @V > VKR — b+ DA X —T xz—&X (KR— b, A"— FF ¥
FIV) BRLET,

Version 1.03.01

R FHEI 72U 7 B o THIUIK NI ARE T,
MMRP-Plus BEREIZ X 0 IBIEILAREZRIREE T3, Ry MU — T & 2 WIMMBIERKIZIE
i#%ithﬁﬁ#%@i? Fv NU—7OEEZBHIFETI I,

0 7 R

ERRO(3) MMRP-Plus ring 1 Port 1/0/1 goes DOWN status

26.2 V) VT R—

kAt Listening JREBIZEFR

Log MMRP-Plus ring <RINGID> <interface—id> goes LISTENING status

Trap npMmrpPlusPortListening

HEE Warning (4)

WA MMRP-Plus ® U > 78— b 73 Listening JRKREICER L7 Z L 2R LET,

Parameter | <RINGID> : MMRP-Plus ® VU > 7 1D Z/;R L £,
{interface—id> : MMRP-Plus ®V > VR —bDA L X —T xz—& (KR—br, A"—FF ¥
V) BRLET,

Version 1. 03. 01

*F it MMRP-Plus FEREDIRREERE SR/ L L &, WMIERETAe ZBHAhShES, An s
SOMPMNIRETT N, FiEO B T ~OISEIT> TSN,

1 7 Bl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes LISTENING status

26.3 Listening IREDHZ A LT k

Log MMRP-Plus ring <RINGID> <interface—id> Listening Time out

Trap npMmrpPlusPortListeningTimeout

HEE Warning (4)

EA MMRP-Plus @ U > 7R — k73 Listening IREEICER L, UV A= 7 Z A ~—7D%m [T
ol Z L ERLET,

Parameter | <RINGID> : MMRP-Plus ®V > 7 ID /R L £7°,
{interface-id> : MMRP-Plus ® U > VAR — DA F—T 2 —A (RK— K, "—rFx
) HARLET,

Version 1. 03. 01

Xt PEENFEA LY 72 BRI e L A 7R SN HalE, BEENERMFLT

WD RREMHEDNH D £, U VT ORBEZFHR L T 7230,
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26 MMRP-Plus

=874 AN/l

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Listening Time out

26.4 1) >4 R— FHtForwarding IREEIZBR

Log MMRP-Plus ring <RINGID> <interface—-id> goes FORWARDING status

Trap npMmrpPlusPortForwarding

HEE Warning (4)

B MMRP-Plus ® Y > 7' 7K — k73 Forwarding IRFEICES L= Z L 2R LET,

Parameter | <RINGID> : MMRP-Plus ® U > 7 1D ;R L £,
dinterface-id> : MMRP-Plus ® U V' /R — DA v X —T =2—A (R—hk, "—FF ¥
V) ERLET,

Version 1.03.01

PN VAL —=TARR BRI INTGEIL. Xy T =785 5 DI RERICEE A
L7ZABEER SV £3, *y NV =27 OEELZERHIETIZIN,
TU T TR PRI EINTEGATR RS RETT,

1 7

WARN(4) MMRP-Plus ring 1 Port 1/0/1 goes FORWARDING status

26.5 1) 45 HR— FhBlocking IREEIZER

Log MMRP-Plus ring <RINGID> <interface—id> goes BLOCKING status
Trap npMmrpPlusPortBlocking
HEE Notification (5)
B0 MMRP-Plus @V o 7' 7K — A3 Blocking IREBICIER L= Z L AR LE T,
Parameter | <RINGID> : MMRP-Plus ® V > 7 1D Z R L £,
{interface-id> : MRP-Plus DU > 7R —bDA v F =T =2—A (F—F, A= rF¥
) HARLET,
Version 1.03.01
X i N
= 7 F ol
NOTI (5) MMRP-Plus ring 1 Port 1/0/1 goes BLOCKING status

26.6 1) > R— kA Failure Up REEIZER

Log MMRP-Plus ring <RINGID> <interface—id> goes FAILURE UP status

Trap npMmrpPlusPortDisable

HEE Warning (4)

B MMRP-Plus Y > 7' — k7 Failure JREEICER L7 2 L 2R LET,

Parameter | <RINGID> : MMRP-Plus ®V > 7 ID /R L £7°,
{interface-id> : MMRP-Plus DU > 7 HR—rDA o F—T x=2—A (K—F, A—FFx
2) HARLET,

Version 1. 03. 01

Xt Failure IREEHDEIN RV HIEOFREIZEL D, LTOEEBORISEL TS EI N,

HEWI Y RY 2% E L TWDEEIE, Y1V RY ¥ A ~—flkiZ Y o 78 IR B 45
ShET,
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FERUIVRED ZHE L TWAHEASIE. clear mmrp—plus failure ring 2~ K& ELT

L. VU 7@IREZRRM L T IZEW,

1 7 F

WARN (4) MMRP-Plus ring 1 Port 1/0/1 goes FAILURE UP status

26.7 Revertive # 4 ¥—i&TIZ& Y Listening ZREE~ER

Log MMRP-Plus ring <RINGID> <interface—-id> Revertive Time out

Trap npMmrpPlusPortDisableTimeout

HEE Warning (4)

A MMRP-Plus @ U > 7R — k7% Failure JIREEBIZER L, Revertive # A ~—2%w I L72Z
LERLET,

Parameter | <RINGID> : MMRP-Plus ® VU > 7 1D Z/,R L £,
{interface-id> : MMRP-Plus ®V > 7/ AHR— DA F—T 2 —A (RK— K, "—rF¥
V) EBRLET,

Version 1.03.01

*F it R

= 7 FR b

WARN (4) MMRP-Plus ring 1 Port 1/0/1 Revertive Time out

26.8 ETOF7YTUIIR—EBYOFDY

Log MMRP-Plus ring <RINGID> All uplink port goes down
Trap npMmrpPlusAl1UplinkDown
HEE Error (3)
Bl MMRP-Plus D38V v 7 DT v 7V v I R— b R 7 Xy L2 &R LET,
Parameter | <RINGID> : MMRP-Plus ® VU > 7 ID Z R L £ 7,
Version 1. 06. 01
KRt MMRP-Plus #§BEIZ & - Tl Z £t TERVRIBIZ /e > TV ET,
I AL —HEE . FINWA LT EBENSHD LGS
s Ty TV ITMMAD T T w71, Vo7 vy 7L TWAHEERNCES LT
WAIREETT,
Sy~ AL I B KOS IOA L— T RO R & ) LI -
o T U TME DBIEN G X T IRETT,
s NE—T7 L —LADEEMEILINTIRAEE 72D . MMRP-Plus #¥8EIZ X % 1815 & #E
FFCE72UIREETT,
WIhORES, Ty TV 7 R— )y Xy UE £12137 v 7Y 7R — b
(CHEE LT BEEE OEEDOREMENAH D F9, ZHODEELZEIHL TS EE0,
7 7

ERRO(3) MMRP-Plus ring 5 All uplink port goes down

26.9 MMRP-Plus [Tk A FDB 25w < a

Log MMRP-Plus ring <RINGID> FDB Flush
Trap npMmrpPlusFdbFlush
HEE Notification (5)
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B WRP-Plus {2 &V FDB = MU —REESNTZ AR LET,

Parameter | <RINGID> : MMRP-Plus ® Y > 2 1D = L £,

Version 1.03.01

PP MMRP-Plus BEREDIRIEERL N HA LT L&, WERETAn VB hShET, Ae s
~OXJEIFRETTR, fiEO R 7 ~OxEEIT> TS,

v 7 &K

NOTI (5) MMRP-Plus ring 1 FDB Flush

26.10 7 F L AZ B EILFHEEH

Log MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated
Trap L
HEE Notification (5)
B0 FDB 77 v aA Xy et L, MAC 7 R L ADFH AE 13 RN EFT S iz
xR LET,
Parameter | <RINGID> : MMRP-Plus ® U > 7 ID R L F 7,
Version 1. 03. 01
PIIIY MVRP-Plus HEREIZ & V@51 W REZIRIE T 28, F v MU — 7 &R 70 m X HICIEE
DFEAELIZAREMEDR DY 7, Xy NV =27 OFEEZEAIETIEZIN,
EE-ONG
NOTI (5) MMRP-Plus ring 1 FDB Forwarding Timer Updated

26.11 Hello 7 L—LRZ{ERA

Log MMRP-Plus ring <RINGID> <Master|Slave> <interface—id> Hello down detect

Trap L

HEE Warning (4)

Bl W=7 L= ADORZEERM LI 2R LET,

Parameter | <RINGID> : MMRP-Plus ® U > 7 ID Z/R L F 9,
Master> : MMRP-Plus @V > 7' R— kN~ AX—KR—FTHDHI LERLET,
<Slave> : MMRP-Plus D U v 7 R— F IR AL —TFR— FTHHZ L ZRLET,
{interface-id> : MMRP-Plus ® VU VIV HR— DA L X —T =z —RX (AK—hF, A"—FF ¥
FV) EaRLET,

Version 1.03.01

P RNEL

=874 AN/l

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello down detect
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello down detect

26.12 Hello 7 L—LB2{ERA

Log MMRP-Plus ring <RINGID> <Master|Slave> <interface—id> Hello detect
Trap L

HEE Notification (5)

FLA NE—T L= LAOBZEERA LT EERLET,

Parameter | <RINGID> : MMRP-Plus ® UV > 7 ID /R~ L £79°,
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Master> : MMRP-Plus DV ' AR — R~V AH —R— s THDHZ LR LET,
<Slave> : MMRP-Plus DU » IV AR— F R AL —T R —FTHDHI L Z R LET,

{interface-id> : MMRP-Plus ® VU VIV HR— DA L X —T =z —RA (IKR—hF, "—FF ¥
FV) R LET,

Version 1.03.01
Xt NG
1 7 o

NOTI(5) MMRP-Plus ring 1 Master Port 1/0/1 Hello detect
NOTI(5) MMRP-Plus ring 1 Slave Port 1/0/2 Hello detect

26.13 Hello JL—LZREZA LTI+

Log MMRP-Plus ring <RINGID> <Master|Slave> <interface—id> Hello Time out

Trap L

HEE Warning (4)

LA Na—T L—LDZEZA LT 7 MR RE L2 EE R LET,

Parameter | <RINGID> : MMRP-Plus @V > 7 1D Z ;R L £,
Master> : MMRP-Plus DV ' 7 R— h R~ AZ —R—FThHDHZ L ZRLET,
{Slave> : MMRP-Plus DU 7/ AR— FNAL—TR—F+THDHZ L ERLET,
{interface-id> : MMRP-Plus ® VY > 7/ AHR— DA > F—T7 =2 —A (K—F, "—FF ¥
FV) BRLET,

Version 1.03.01

*Fhin MMRP-Plus #EREDITLRMEIC LV BEATREAIRRE T 23, Ry MUY — 7 &R £ 7013 n =
WCREENBE L=, BIELERERHY 3, Xy NU—T7 ORELZHRE L T
S0,

o 7 F

WARN (4) MMRP-Plus ring 1 Master Port 1/0/1 Hello Time out
WARN (4) MMRP-Plus ring 1 Slave Port 1/0/2 Hello Time out

26.14 R—F)RE2— FBEEICKDB) VY ITR—FDURE—F

Log MMRP-Plus ring <RINGID> <interface—id> was restarted

Trap L

HEE Warning (4)

LA AR— MU RAZ—MERBIZEZV Y 7 2B L7 E 2R LET,

Parameter | <RINGID> : MMRP-Plus ® UV > 7 ID /R~ L £79°,
{interface-id> : MMRP-Plus ® VY > 7/ AHKR— DA F—T = —A (K—hF, "—FrF¥x
) HARLET,

Version 1. 06. 01

* i MMRP-Plus FEREIC KV @EIXFIREZRRE T2, Ry U — 7 &S £ 72 IMm ik g O E
DRAELTZN, HRLEARERHY £9, Ry P —7 DREBEHER L T ZS0,

1 7 Kl

WARN (4) MMRP-Plus ring 1 Port 1/0/1 was restarted
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21 OSPFv2

27.1 OSPFv2 A IN—RRRBDOE{L

Log

[VRF <vrf-name>] OSPF NFSM[<intf-name>:<addr>-<router—-id>]: Status change
{state> —> <state>(event <event>)

Trap

L

HEE

Informational (6). F7zi% Debugging (7)

A

OSPF KA N—DIRENEH SN 2R LET,

Parameter

[VRF <vrf-name>] : VRF A > A X L A4 %R LEd, VRF REEARHIER RSN EE A,
<intf-name> : OSPF A ' ¥ —7 = — A D4R # R LET,

addr> : f V' H—T7 =2—ADIPT KL AZ/RLET,

<router—id> : OSPF /L— & —ID %7~ L £7°,

{state> : OSPF XA N—DRfEZ R L E T,

<event> : OSPF A X F &R L E T,

Version

1.01.01
1.06. 01 : <yvrf-name>/XT X —H& —ZBH0

ﬂ it

A R hevent> DNFIZ L DRI ELL FIRLET,

« KillNbr : ABEREDA L —T 2— 2D Y o ZRELHER L T 2 &V,

e TnactivityTimer : REfE, BIUOXMEEDO A X —T7 2 —ADY 7 IKHE,
AREEE L RFAEEE O OSPF, BELOA V¥ —T =2 —2AD Y 7 IZT 2R EE
RLTLIEEN,

» 1-WayReceived : XAEEED A v X —T =2—AD VU L VIREZfERL T ZE
AN

» BadLSReq. SeqNumberMismatch : *f[AZ3EE DOIRELZHER L T 723V,

o FFRLSNDOGEITIIGAE TT,

B 7 3l

detached)

INFO(6) OSPF NFSM[vlan10:192.168.10.252-1.1. 1. 1]:
INFO(6) OSPF NFSM[vlan10:192. 168.10.252-1. 1. 1. 1]:

INFO (6) OSPF NFSM[vlan10:192.168. 10.252-1.1.1.1]:
Interface down or detached)

INFO(6) OSPF NFSM[vlan10:192.168. 10.252-1.1. 1. 1]:
INFO(6) OSPF NFSM[VLINK:2.2.2.2]:
INFO(6) OSPF NFSM[VLINK:2.2.2.2]:

Status change Init —> 2-Way(event 2-WayReceived)
Status change Loading —> Full (event LoadingDone)
Status change Full —> Down(event Neighbor Down:

Status change Full —> Down(event InactivityTimer)
Status change Loading —> Full (event LoadingDone)

Status change Full —> Down(event Neighbor Down: Interface down or

27.2 OSPFV2 4 53— = —RAKEBDOEIL

Log [VRF <vrf-name>] OSPF IFSM[<intf-name>:<addr>]: Status change <{state> —>
{state>

Trap L

HEE Informational (6)

Rk OSPF A v 4 —7 = —ADRENEE SN L ERLET,

Parameter | [VRF <vrf-name>] : VRF 4 > A X L A& Z R~ L_E7, VRF REHBFIIRRIN T T A,

dintf-name> : OSPF A > X — 7 = — 2 D4 HTZ R~ LFE T,
addr> : f V2 —T7 =2—ADIPT L A& RLET,
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{state> : OSPF A v Z —7 = — ADIRBEZ R L F7,

Version

1.01.01
1.06. 01 : <yvrf-name>/ T A —H& — B0

PSS

B LU <state>?® Down DAL, REEBOA VX —T 2—AD Y U 7 IREZHER L TL
72XV, ENLAOEAIT, MEARETT,

=874 AN/l

INFO(6) OSPF
INFO(6) OSPF
INFO(6) OSPF
INFO(6) OSPF
INFO(6) OSPF
INFO(6) OSPF
INFO(6) OSPF

Waiting

—> DROther
—> Backup
Waiting —> DR

DR —> Down

Point-To—Point

IFSM[v1lan10:192. 168. 10. 252] : Down —>
IFSM[v1an10:192. 168. 10. 254] :
IFSM[v1an10:192. 168. 10. 254] :
IFSM[vlan10:192. 168. 10. 252] :
[FSM[vlan10:192. 168. 10. 252] :
IFSM[VLINK:2. 2. 2.2]:

IFSM[VLINK:2. 2. 2.2]:

Status change

Status Waiting

DROther

change
Status change
Status change
Status change
Status change Down —>

Status change Point-To—Point —> Down

27.3 OSPFv2 SPF #tE M5ET

Log [VRF <vrf-name>] OSPF SPF: Calculation finished
Trap 7L
HEEE Informational (6)
ALHA OSPF @ SPF RN T L7z Z L 2R LET,
Parameter | [VRF <vrf-name>] : VRF f > A & L A& %~ L ¥ 3, VRF R£FEHRIIR RINEH A,
Version 1.01.01
1. 06. 01 : <vrf-name>/X7 A —& —% 3B/
ity S
SN

INFO(6) OSPF

SPF: Calculation finished

27.4 OSPFv2 ZENTY FDFz v I Y LI F5—

Log [VRF <vrf-name>] RECV[<type>]: From <router-id> via <intf-name>:<addr>: OSPF
checksum error <valid-sum>/<invalid-sum>

Trap L

HEE Warning (4)

Aih F v 7P LMECRRY 3B D OSPF 7 v haZE L2 L ERLET,

Parameter | [VRF <vrf-name>] : VRF A > A& A4 %R L£%, VRF RERARHIF RSN EH A,
{type> : OSPF N7 NDX A T ZHRLET,
{router—id> : OSPF /b'— % —ID Z#/~x L £,
dintf-name> : OSPF A > # —7 = — A DRI Z R LET,
<addr> : Z{g L7z OSPF /X v FDEETL IP 7 FL A& R LE T,
<valid=sum> : Z{g L72 OSPF X7 hOF = v 7V MEBFHTHDHZ L 2R LET,
nvalid-sum> : Z{E L7~ OSPF X7 v hOF = v 7 S MENEGTHALZ LEZRLE
R

Version 1.01.01
1.06. 01 : <vrf-name>/X7 X — & — %380

PN AEERE . 35 L OKHAZE R O OSPF BERE DEREFICRIT AR EL MR L T 72 &0,

86/141




27 OSPFv2

Sy bR T Ty
AN

2k Y OSPF Ny O AT, REAREHRL TS

1 7 F

WARN (4) RECV[Hello]:

From 3.3.3.3 via vlanl0:192. 168. 10. 200: OSPF checksum error 0x5d47/0xaabb

27.5 OSPFV2 Z{E/84y FOREER A4 TFA—H
Log [VRF <vrf-name>] RECV[<type>]: From <router—id> via <intf-name)>:<addr>:
Authentication type mismatch
Trap L
HEE Warning (4)
i BA Z1g L7z OSPF /347 MZ, OSPF FREA A TOR—B 2T —NFETDHZ 2R L E
T,
Parameter | [VRF <vrf-name>] : VRE A > 2 ¥ > 24 &R LE9, VRE RFHABRHIFR REINFTE A,
<type> : OSPF /Xy DX A T HRLET,
{router—id> : OSPF b—% —ID Z,~x L £7°,
{intf-name> : OSPF A > ¥ —7 = — ADL iz~ L E£7,
<addr> : &Z{g L7 OSPF /X7 v hDE[ETL IP T KL A& R LET,
Version 1.01.01
1.06.01 : <vrf—name>/\°?7<—§7—%i_ﬂu
it i AREEE . 3B KOS AL E O OSPF HERE DFEGEICEI T 2 Ea MR L T 72 &0y,
NIy bRy 7 F v —I2XY OSPF 7y FOREEZFHN, BFAELERL TS
U,
7 7 R
WARN (4) RECV[Hello]: From 1.1.1.1 via vlanl0:192.168. 10.253: Authentication type mismatch

27.6 OSPFv2 S{E/\4orw FODERRET 5 —

Log [VRF <vrf-name>] RECV[<type>]: From <router-id> via <{intf-name>:<addr>:
Authentication error

Trap L

HERE Warning (4)

Bl {8 L7= OSPF {47 > R OSPF FBFEIC R L= Z L 2R L E T,

Parameter | [VRF <vrf-name>] : VRF 4 > A X L A& Z~x _F7, VRF XMEHBFI IR RINEFA,
{type> : OSPF X7 > NDZ A T HRLET,
<router—id> : OSPF /L— & —1ID %/ x L E 7,
dintf-name> : OSPF A > #Z —7 = — ADLREIZ R LFET,
<addr> : Z{F L7= OSPF /X7 hDEEFEITL IP T RV AZRLET,

Version 1.01.01
1.06.01 : <vrf-name>/X7 X —# “%Lﬁﬂ

PPN AAEE | F5 KL O34 E O OSPF BERE ORYGEICBI T 28 EZ R L T 7230,

PNy b E T Ty
Y,

—IZ&Y OSPF 7y hOhHEEHHAN BREAEAME L TIES
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=874 AN/l

WARN (4) RECV[Hello]: From 1.1.1.1 via vlanl0:192.168. 10.253: Authentication error

27.7 OSPFv2 2{8/3%7y D MDS RBRET 5—

Log [VRF <vrf-name>] RECV[<type>]: From <router-id> via <intf-name>:<addr>: MD5
authentication error

Trap L

HEE Warning (4)

Bl A8 L7z OSPF /37w RO MD5 #BGEICRIA L7 Z L 2R L £ T,

Parameter | [VRF <vrf-name>] : VRF f > A & L A& %~ L ¥ 3, VRF REAHIIR RTRINEH A,
{type> : OSPF /X7 hDF A THRLET,
<router—id> : OSPF L—& —ID # R LE T,
dintf-name> : OSPF A > % —7 = — A D4R Z R LET,
Caddr> : Z{F LI OSPF /37 v R OB IP T FLAZRLE T,

Version 1.01.01
1.06. 01 : <vrf-name>/X7 A —% —Z% B/l

R WA v H—T7 = —AD4 OSPF BERENENE L TV 5 24(E D OSPF HERE DRRGET 0,
MD5 XA VA RF—N—FH L TWVENERL TS TEIN,

0 7 g

WARN (4) RECV[Hello]: From 1.1.1.1 via vlanl0:192.168.10.253: MD5 authentication error

21.8 OSPFv2 T/\w AT : 41 03— z—RKEBOEIL

Log [VRF <vrf-name>] OSPF-4-INTFSTATECHANGE: OSPF interface <intf-name> changed
state to Up
[VRF <vrf-name>] OSPF-4-INTFSTATECHANGE: OSPF interface <intf-name> changed
state to Down

Trap L

HEE Warning (4)

B Ko 7137 7 40 MRETIXH IS EH A, debug ip ospf log =~ KT OSPF &
AT LT DTNy Thed A LG EET,
OSPF A »Z =T = —=ZAD ) » ZIRENEE SN2 L 2R LET,

Parameter | [VRF <vrf-name>] : VRF 4 > A X L A& Z R~ L_F 7, VRF REHFIIRRINE T A,
dintf-name> : OSPF A > ¥ —7 = —ADL4HIZ R LFET,

Version 1.01.01
1.06. 01 : <vrf-name>/X7 X — 4 —Z% B/

*F it BUA L H—T 2= ARFRETICH T LIZGAE, *y N —27 NOEHR, Bl
e UTRRZ D BRDN TS 7230,

o 7 F Rl

WARN (4) OSPF-4-INTFSTATECHANGE: OSPF interface vlanlO changed state to Up

WARN (4) OSPF-4-INTFSTATECHANGE: OSPF interface vlanlO changed state to Down

21.9 OSPFV2 F\w 78T : 4 VA3 —J 1 —ABREDER

|Log

‘[VRF <vrf-name>] OSPF-6-INTFADMINCHANGE: OSPF protocol on interface <intf-
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name> changed state to Enabled
[VRF <vrf-name>] OSPF-6-INTFADMINCHANGE: OSPF protocol on interface <intf-
name> changed state to Disabled

Trap 7L

HEE Informational (6)

FiEA Ko 71377 /0 MREETIIH 1S EH A, debug ip ospf log =~ KT OSPF v
AT AT DTNy T et LiEgaIcHhanx,
A B —=T7=—ADOSPF 7o f AV RENEF SN Z L 2R LET,

Parameter | [VRF <vrf-name>] : VRF £ > A X L A& &~ L_F 7, VRF REHEIIFRRIN T T A,
dintf-name> : OSPF A > ¥ —7 = — A D4R Z# R LET,

Version 1.01.01
1.06.01 : <vrf-name>/37 A —% —% B/

Xt N

1 7 Bl

INFO(6) OSPF—6-INTFADMINCHANGE: OSPF protocol on interface loopbackl changed state to Enabled

INFO(6) OSPF-6-INTFADMINCHANGE: OSPF protocol on interface loopbackl changed state to Disabled

27.10 OSPFv2 F/Aw 45 0% : TYTF7 ID DERE

Log [VRF <vrf-name>] OSPF-6-INTFAREACHANGE: OSPF interface <intf-name> changed
from area <area—-id> to area <area—id>
Trap L
HEE Informational (6)
LA Ko 7377 /0 MREETIIHE 1S EH A, debug ip ospf log =~ KT OSPF v
AT LT DTNy T heF AT LRI S nET,
AHE—=T2—ADOTY TN, O TIZEEINT - EE2RLET,
Parameter | [VRF <vrf-name>] : VRF f > A X L A& %~ L ¥ 3, VRF REHRIIR RINEH A,
dintf-name> : OSPF A > % —7 = — A D4R Z R LET,
<area—id> : OSPF = VU 7 ID Z/R L £,
Version 1.01.01
1.06. 01 : <vrf-name>/ T X —H& — % B0
PN AREL
7 7 F

INFO(6) OSPF—6-INTFAREACHANGE: OSPF interface loopbackl changed from area 0.0.0.0 to area 0.0.0.30

27.11 OSPFV2 F/X\w 505 : A IN—KEBDZEAE (Ful I)

Log [VRF <vrf-name>] OSPF-5-NBRLOADINGTOFULL: OSPF nbr <nbr—id> on interface
{intf-name> changed state from Loading to Full

Trap L

HERE Notification (5)

FLEA Ko 71377 /0 MREETIIH 1S EH A, debug ip ospf log =~ KT OSPF v
AT LT DTNy T A LS s ET,
OSPF %A 7S—JRHEDS, Loading 75 Full I o7-Z &R LET,

Parameter | [VRF <vrf-name>] : VRF 4 > A X L A& &~ L F7, VRF REHETIFERIN T A,
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<nbr-id> : BEL—Z—ID Zx L E£7,
{intf-name> : OSPF 4 > Z — 7 = — A DL FiZ# 1~ LET,

Version 1.01.01

1. 06. 01 : <vrf-name>/3T X — & —Z B/
Xt AR
=7 -]

NOTI (5) OSPF-5-NBRLOADINGTOFULL: OSPF nbr 1.1.1.1 on interface vlanlO changed state from Loading to Full

27.12 OSPFv2 /3w 7 05 . 24 1N—1KEEDZEE (Down)

Log [VRF <vrf-name>] OSPF-5-NBRFULLTODOWN: OSPF nbr <nbr-id> on interface <intf-
name> changed state from Full to Down

Trap 7L

HEE Notification (5)

B Ko 71377 0 MRETIIH IS EH A, debug ip ospf log =~ KT OSPF ¥
AT LT DTNy T heF AT LRI SnET,
OSPF A /S—ARHEM, Full 725 Down (28 b -7=Z L &R L ET,

Parameter | [VRF <vrf-name>] : VRF A > A X L A& Z;~x LE 7, VRF REHAIIRRINETA,
<nbr—id> : BEEEL—Z—1ID R L £7,
dintf-name> : OSPF A ' ¥ —7 = — A D4R Z# R~ LET,

Version 1.01.01
1.06. 01 : <vrf-name>/X7 A —H —Z B/l

P WA HF—T 2 — A THRAN—FUED I SN EER DD £3, *y RU—J N
DOESHR, B/ EaMR LT E &,

TN

NOTI (5) OSPF-5-NBRFULLTODOWN: OSPF nbr 1.1.1.1 on interface vlanl0O changed state from Full to Down

27.13 OSPFv2 F/aw 45 A4 : A4 18—0) dead timer BT

Log [VRF <vrf-name>] OSPF-5-DTIMEXPIRED: OSPF nbr <nbr—id> on interface <intf-
name> dead timer expired

Trap L

HEE Notification (5)

B Ko 71357 0 MRETIIH TSN EE A, debug ip ospf log =~ KT OSPF ¥
AT LT DTNy Tt Al LiHAalcHiEn 4,
OSPF 2 A N—IREEDT v KA A ~—nYUINT=Z L 2R LET,

Parameter | [VRF <vrf-name>] : VRF 4 > A X L A& &~ L% 7, VRF £HEARFIZIERINETE A,
<nbr-id> : B —Z —ID R L ¥ 7,
dintf-name> : OSPF A ¥ —7 = — A DL R Z# R~ LET,

Version 1.01.01
1.06.01 : <vrf-name>/3F A —& —Z B/

s FA N—BIRRYIW ST AR H Y F9, YR AN—DORE, BILORy hTU—

7 NORLHR, Hfse7s EAMER L T ZE W,
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27 OSPFv2

=874 AN/l

NOTI(5) OSPF-5-DTIMEXPIRED: OSPF nbr 1.1.1.1 on interface vlanl0 dead timer expired

27.14 OSPFv2 /3w 505 . Is—F ¥ LY >0 OREZEIE (Full)

Log [VRF <vrf-name>] OSPF-5-VNBRLOADINGTOFULL: OSPF nbr <nbr-id> on virtual link
changed state from Loading to Full

Trap L

BEEE Notification (5)

LA Ko Z1x5 7 v MRETIIH IS ET A, debug ip ospf log =~ KT OSPF ¥
AT LT DTNy Tt Al LAt iEn 4,
OSPF {RAB R A /S—RAEA . Loading 726 Full 128 b o7 L 2R LET,

Parameter | [VRF <vrf-name>] : VRF A > A X L A& Z;~x L £ 7, VRF REHEIIRRINETA,
<nbr-id) : BB —F —ID 2 LET,

Version 1.01.01
1. 06. 01 : <vrf-name>’S7 A —& —Z 3B/

ST R

7 7 o)

NOTI (5) OSPF-5-VNBRLOADINGTOFULL: OSPF nbr 2.2.2.2 on virtual link changed state from Loading to Full

27.15 OSPFv2 /3w 5 0% : Is—F ¥ LY >V ORREZEE (Down)

Log [VRF <vrf-name>] OSPF-5-VNBRFULLTODOWN: OSPF nbr <nbr-id> on virtual link
changed state from Full to Down

Trap L

HEE Notification (5)

B AKa 7037 7 /v MRETIZH ) SvEH A, debug ip ospf log =~ KT OSPF
AT L0 T DTNy T F A LRI S ET,
OSPF {RAB A A /S—IRAEA, Full /»5 Down IZE D72 L EZ/RLET,

Parameter | [VRF <vrf-name>] : VRF 4 > A X L A& &~ L% 7, VRF £EHARFIIFERINETE A,
<nbr-id> : BEEL—Z—ID Z R L £,

Version 1.01.01
1. 06. 01 : <vrf-name>/37 A —% — % B/

PPN BEARA N—L OARY > 7 DU ST rTREMED BV £97, 4 OSPF HrE Eh{E L T
WAHEEBORIEY 7 OFRE, BLOXRy hU—27 NOEMR, ki EamR L T2
W,

1 7 Kl

NOTI (5) OSPF-5-VNBRFULLTODOWN: OSPF nbr 2.2.2.2 on virtual link changed state from Full to Down

27.16 OSPFv2 F/xw 5 AT : L—2—ID DER

Log [VRF <vrf-name>] OSPF-4-RIDCHANGE: OSPF router ID changed to <router—-id>

Trap L

HEE Warning (4)

Bl R 71377 50 MIREETIEI ) SvE A, debug ip ospf log =~ KT OSPF

AT T DTNy Tt Al LizEaic s E T,
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27 OSPFv2

OSPF L—H —ID WEEIN-Z LB RLET,

Parameter | [VRF <vrf-name>] : VRF £ > A X L A& Z L F7, VRF RMEHEIIFRIN T EA,
<router—id> : OSPF /L— & —ID Zx L E 7,

Version 1.01.01
1.06. 01 : <yvrf-name>/XT X —H& — % B0

o P

=7 o]

WARN (4) OSPF-

4-RIDCHANGE: OSPF router ID changed to 5.5.5.5

27.17 OSPFv2 /3w 45 0% : 0SPFV2 BREDERE

Log [VRF <vrf-name>] OSPF-6-STATECHANGE: OSPF state changed to Enabled
[VRF <vrf-name>] OSPF-6-STATECHANGE: OSPF state changed to Disabled
Trap L
HEE Informational (6)
B Ao 7137 7 40 MRETIHH D S E® A, debug ip ospf log =~ KT OSPF
AT AT DTNy P F A LEBEAICH TSR ET,
OSPFREENM AR SN/ L 2R LET,
Parameter | [VRF <vrf-name>] : VRF f > A ¥ L A& % ;~x LE 3, VRF RHEHRIIFR RINETH A,
Version 1.01.01
1. 06. 01 : <vrf-name>/X7 A —& —Z B/
PPN B
SN
INFO(6) OSPF-6-STATECHANGE: OSPF state changed to Enabled
INFO(6) OSPF-6-STATECHANGE: OSPF state changed to Disabled
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28 OSPFv3

28 OSPFv3

28.1 OSPFv3 A N—RRRBDOZE{L

Log OSPFv3 NFSM[<intf-name>:<router—id>]: Status change <{state> —> <{state)(event
<event))
Trap L
HERE Informational (6). = 7=I1% Debugging (7)
BRG] OSPFV3 KA N—DIRENEL I N Z 2R LET,
Parameter | <intf-name> : OSPF A ' ¥ —7 = — ADLHiZ R LFE T,
<router—id> : OSPF /b—# —ID Z/~x L £,
{state> : OSPF A N—DIREEZ /R L £,
<event> : OSPF A X F &R L £ T,
Version 1.01.01
Xt his A R hevent > WHIZ L ARG &2 LL IR LET,
e KillNbr : RKIEEEDA L —T =2 —AD Y 7 IRHEZTHER L T TEE W,
e InactivityTimer : AKEE, BIOMEEDO A X —T7 2 —ADY 7 IKHE,
ASEE LA E O OSPF, BLI A L H —T =2 —AD U 7 (ZBT D% E & T
RLTLIEEN,
+ 1-WayReceived : MAHEEDA L X —T =2 —AD ) U 7 IREZHR L TLIEX
VY,
+ BadLSReq, SeqNumberMismatch : %f[FZEE OIRBEA R L T 720,
o EREUSANDOGEITRIGAE T,
2 7 o

INFO(6) OSPFv3 NFSM[vlan10:1.1.1.1]: Status change Init —> 2-Way(event 2-WayReceived)
INFO(6) OSPFv3 NFSM[vlan10:1.1.1.1]: Status change Loading —> Full (event LoadingDone)
INFO(6) OSPFv3 NFSM[vlan10:1.1.1.1]: Status change Full —> Down(event KillNbr)

28.2 OSPFV3 4 23— 1 —AREBDEIE

Log OSPFv3 IFSM[<intf-name>]: Status change {state> —> <{state>

Trap 7L

BEEE Informational (6)

LA OSPFV3 A » H —T7 = —ADREPER SN Z L 2R LET,

Parameter | <intf-name> : OSPF A ¥ —7 = —ZADA Tz~ L E T,
{state> : OSPF A v Z —7 = — ADIRBEZ R L F 7,

Version 1.01.01

IS L\ \<state>?’ Down DAL, REEDOA ¥ —T 2 —2AD Y 7 REEZ R L T<
a0, TRUSOHET. MIEAETY,

1 7 Kl

INFO(6) OSPFv3 IFSM[vlanl0]: Status change Down —> Waiting

INFO(6) OSPFv3 IFSM[vlanl0]: Status change Waiting —> DROther

INFO(6) OSPFv3 IFSM[vlanl0]: Status change DROther —> Backup

INFO(6) OSPFv3 IFSM[vlanl0O]: Status change Waiting —> DR

INFO(6) OSPFv3 IFSM[vlanl0]: Status change DR —> Down
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28 OSPFv3

28.3 0SPFv3 SPF 5tED5ET

Log OSPFv3 SPF[<area—id>]: Calculation finished
Trap L

HEE Informational (6)

B OSPFv3 @ SPF &FEAM T L2 Z L aR LE T,
Parameter | <area—id> : OSPF = U 7 ID xR L F 7,

Version 1.01.01

PPN A

1 7 K

INFO(6) OSPFv3 SPF[0.0.0.0]: Calculation finished
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29 PIM-SM

29 PIM-SM

29.1 PIM #8RE D BrbA

Log PIM vif starts interface <ipif—name>

Trap L

HEE Informational (6)

A IPA X —7x—ATPIN-SM ARSI NIZZ & ZRLET,
Parameter | <ipif-name> : IP f V' X —7 = — ADL4HiZ R~ LET,
Version 1.01.01

Xt N

= 7 FR

INFO(6) PIM vif starts interface vlanlO

29.2 PIM R A /X— DA

Log Found PIM neighbor IP <ip—address> on interface <{ipif—name>
Trap L
HEE Informational (6)
2B IPAYHE—T 2 —ATPIM-SM B RANRN—ZRA LI EERLET,
Parameter | <ip—address> : XA X—D IP 7 KL A&/ LET,
pif-name> : IP A VX —T7 = —ADLEiZ R LET,
Version 1.01.01
S R
1 7

INFO(6) Found PIM neighbor IP 192.168.10.254 on interface vlanlO

29.3 PIM = A /X—DHIRR

Log Delete PIM neighbor IP <ip—address> on interface <ipif—name>

Trap L

HEE Informational (6)

Bl IPAE =T 2= ATPIESMARAN—%HIFR LT 2R LET,

Parameter | <ip—address> : FA X—D IP 7 KL A& /x L7,
ipif-name> : IP A v Z—7 = —ADL4EIZ R~ LET,

Version 1.01.01

PPN AIERE . BLOSAEBOA X —T 2 — 2D 7 REEEHER L T &,
REEE ., AIEEDO PI-SM, BE RS v X —T =2— 2D 7T ARE TR L
TLEEW,

0 7 R

INFO(6) Delete PIM neighbor IP 192.168.10.254 on interface vlanlO
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30 IPv6 PIM-SM

30 IPv6 PIM-SM

30.1 IPv6 PIM B¥sEDEA%A

Log PIMv6 vif6 starts interface <ipif—-name>

Trap L

HEE Informational (6)

B IPv6 A 4 —7 = —ATPIM-SMABHtA S Nz Z L 2R LET,
Parameter | <ipif-name> : IPv6 f ' ¥ —7 = —ADL4HiZ~ LET,
Version 1.01.01

RS R

o 7 F Rl

INFO(6) PIMv6 vif6 starts interface vlanlO

30.2 IPv6 PIM A /A—DiR%I

Log Found PIMv6 neighbor IP <IPV6-ADDRESS> on interface <ipif—name>
Trap L
HEE Informational (6)
B IPv6 A > Z—7 2 —ATPIM-SM N A A N—Z R LT L Z2RLET,
Parameter | <IPV6—ADDRESS> : XA X—®D [Pv6 7 RL A Z R~ LE T,
{ipif-name> : IPv6 A > ¥ —7 = —ADLHi &~ LET,
Version 1.01.01
RS R
=87 ANl

INFO(6) Found PIMv6 neighbor IP fe80::240:66ff:fea8:cc36 on interface vlanlO

30.3 IPv6 PIM == A /S—DHIER

Log Delete PIMv6 neighbor IP <IPV6-ADDRESS> on interface <ipif—name>

Trap L

HEE Informational (6)

B IPv6 A X —T7 = —ATPIM-SM PR AN—ZHIRLTZZ 2R LET,

Parameter | <IPV6-ADDRESS> : %A /X—® IPv6 7 KL A Z/~x L E 7,
{ipif-name> : IPv6 £ > HX—7 = —ADLREIZ R LET,

Version 1.01.01

PPN AIEE . BLOHEBEOAS v 2 —T 2— 2D U 7 REEARHIR LT E &0,
REEE ., AIEEDO PI-SM, BE RS v X —T =2— 2D 7T ARE TR L
TLEEW,

0 7 R

INFO(6) Delete PIMv6 neighbor IP fe80::240:66ff:fea8:cc36 on interface vlanlO
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31 PDE=XV T

S1PDE=21YLYT

31.1 PDE=% Y >/ Ftm

Log {port> pd-monitoring [<mode>] start

Trap L

HEE Informational (6)

A PD G AP LT 2R L ET,

Parameter | <port> : i"— bEZEZ R LET,
<mode> : PD =% VU 7 ®OF— F(ACL-mode, % L < X ICMP-mode) /R L F7,

Version 1. 06. 01

R s

EE N

INFO(6) 1/0/1 pd-monitoring [ACL-mode] start

INFO(6) 1/0/1 pd-monitoring [ICMP-mode] start

31.2 PD &y U5 (ACL E—F)

Log <{port> pd-monitoring [ACL-mode] [notify-only] detected pd-down, rule: <acl-
rule>

Trap L

HEE Warning (4)

B ACLE—RTPD DX Y a2t L2 L 2RLET,

Parameter | <port> : "— rFEZEZRLET,
<acl-rule> : PDOX T U EHRH LIZT 7 BAY A MONL—VEEEZRLET,

Version 1. 06. 01

PPN a7 IR LSS %E. PD BNEFIREEO RN H Y £9, HLEIZS LT PD
DIRFEZFER L T 7E 30,

o 7 F

WARN (4) 1/0/1 pd-monitoring [ACL-mode] [notify-only] detected pd-down, rule: permit host 192.0.2.100 any

31.3 PD ¥ 85 (ICMP €E— F)

Log <{port> pd-monitoring [ICMP-mode] [notify-only] detected pd—down, IP: <ip-
address>

Trap L

HER Warning (4)

LA ICMP E— RPDDX U AR LI L 2R L ET,

Parameter | <port> : ;"— FEZEZRLET,
{ip-address> : XU U EZMH LIZPD D IP 7 L AZ R LET,

Version 1. 06. 01

pIIIY BRI LI SN S5 E, PD BEREREOEENS Y £9, LEIZSTT PD
DOIRFEZFER L T30,

aE -

WARN(4) 1/0/1 pd-monitoring [ICMP-mode] [notify-only] detected pd-down, IP: 192.0.2.100
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32 Port

32 Port

32.1 a—Y—R—-rOY2HOT7v7

Log Port<port> link up, <nway>

Trap 1inkUp

HEEE Warning (4)

A R—= "NV I T w7 LIz ERLET,

Parameter | <port> : "— +HFE/RLET, (H:1/0/1)
<nway> 1 UV HE LT 27 Ly 7 AE—REeRLET,

Version 1.01.01

X R

B 7 3l

WARN (4) Port1/0/1 link up, 1000Mbps FULL duplex

32.2 Aa—Y—R—rDYVOEIY

Log Port<port> link down

Trap linkDown

HEE Error (3)

A R—= IRV I o LizZ a2 R LET,

Parameter | <port> : &~"— & F&ER~LFET, il :1/0/1)

Version 1.01.01

Xt his R

=87 ANl

ERRO(3) Port1/0/1 link down

32.3 IR—DAVIR—FDIVIOTYT

Log Management port link up, <nway> Unit <unit—id>

Trap 1inkUp

HERE Warning (4)

] VYA —VAYRNR—= RN TS Ll EERLET,

FR—FOGBEOHH N SN ET,

AH s JRER DA, ®InT DR 1inkUp b7 v 71E, v~ AX—HEEO~X—TU A

Parameter | <nway> : U V7 #E LT 27 L v AE—RERmLET,

<unit-id> : Ry 7 A D Z R LET,

Version 1. 06.01

X RE

B 7 3l

WARN (4) Management port link up, 100Mbps FULL duplex Unit 1

324 IR—DAVEIR—FrDIY VIO FIY

Log Management port link down, Unit <unit-id>

Trap 1linkDown
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32 Port

HEE Error (3)

FEA TRV AV NR—= IRV T LTl EERLET,
2By TREROBE . ST AR TinkDown R T v ST, v AZ —IEEO~w R —I R
Y IR—=NDOGEEDOH TSI INET,

Parameter | <unit-id> : Ry 7 2 ID Z/ R L F 9,

Version 1. 06. 01

S T

0 7 R

ERRO(3) Management port link down, Unit 1

32.5 SFP/SFP+/QSFP+ k5 > —/—DEA

Log Unit <unit—-id>, Port <port-num> <{tr—type> has been inserted
Trap npSfpModuleAttached
EEE Informational (6)
B SFP/SFP+AR— MZ SFP/SFP+ k7 v — =M A I/ Z & F£721F QSFP+AR— R Z
QSFP+ b T v —N—fA SN2 Z R LET,
Parameter | <unit-id> : R 7 X ID ;R L £ T,
<port—num> : R"— F ID /R LET,
tr-type> 1 T U —NR—H A T HERLET,
Version 1.01.01
R RN
e TN
INFO(6) Unit 1, Port 1 H-SFP+AOCIM has been inserted

32. 6 SFP/SFP+/QSFP+ k5 > &r—iN—DiRkE

Log Unit <unit—id>, Port <port—num> transceiver has been removed
Trap npSfpModuleDetached
HEEE Informational (6)
A SFP/SFP+AR— k7 SFP/SFP+ k7 o — N—REY ShShiz 2 & F721F QSFP+AR— b
25 QSFP+ R 7 =Nl A ST 2 L BR L ET,
Parameter | <unit-id>: R 27 A ID Z/r L ET,
<{port—num> : A"— b ID Z/rx L FE7,
Version 1.01.01
X it N
= 7 F R

INFO(6) Unit 1, Port 1 transceiver has been removed

32.7 SFP/SFP+/QSFP+ k5 > & —/X—® Tx fault &40

Log Unit <unit—id>, Port <port—num> Lane <{lane> <{tr—type> TX fault was asserted
Trap npSfpModuleTxFaultDetect

HER Error (3)

A SFP/SFP+/QSFP+ 7 o v —"— DR EEENEAE L2 Z L 2R LET,
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32 Port

Parameter | <unit-id> : R 7 2 ID R L E T,
port—num> : x"— F ID Z/R L ET,
Lane <lane> : QSFP+ k 7 > 3 — "—DOPE1Z QSFP+DOF ¥ /L %R LE£9, SFP/SFP+ K
FT U= N—DEEIIEREINER A,
<tr—type> : SFP/SFP+iR— F DB F T v —NRN—H 4 T 2w L E T, QSFP+R— KT
IFFRREINEEA,

Version 1.01.01
1.08.01 : tr—type /3T A —X — % B

it i ZR-SFP+ N T o — N—DFF AR AR N RAETHZ 03B Y 310, BETiEdh
EFHA, TNUSNOERTr ZRFRAET H551%, SFP/SFP+/QSFP+ kT v o ——% A2
L CL7Z&W, ZTO® LG &I An VRN RAETHEEIL. BEAICHENRS D Z &
HEZONET, FOBEIL, YAR— MSEOFETEMAEELLEE N,

1 7 KR

ERRO(3) Unit
ERRO(3) Unit

1, Port 1 H-SFP+AOCIM TX fault was asserted
1, Port 65 Lane 4 TX fault was asserted
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33 Power

33 Power

33.1 EREERE

Log Unit <unit—-id>, <power—descr> failed

Trap npPowerFault

HEE Critical (2)

A BRz=y "M EEIELZZEZ2RLET,

Parameter | <unit-id> : "y 7 A ID Z/R L £7,
{power—descr> : ER=>L=v M ID Z/RLFET,

Version 1.01.01

PSS show unit =<2 K, BL show environment =T~ K TR Z MRS, show tech-
support 2~ R THEMEGEHZTG L, LENHIVUTERT=y FOREE TG 72
Sy,

-GN

CRIT(2) Unit 1, Power 1 failed

33.2 EREEEIE

Log Unit <unit—-id>, <power—descr> back to normal
Trap npPowerRecovery
EEE Informational (6)
B BRI =y NOMDPIEFIERLIZZ 2R LET,
Parameter | <unit-id>: A v 27 A ID 2/~ LET,
<{power—descr> : IR =v M ID Z/RLFET,
Version 1.01.01
X i NEL
= 7 FR
INFO(6) Unit 1, Power 1 back to normal

33.3 BRA=v FD#HEA

Log Unit <unit-id>, Attached PSU to slot <slot—-id>
Trap L
HER Informational (6)
A WEICER L=y FRER SN & 2R L ET,
Parameter | <unit-id> : "> 27 A 1D Z/x L ET,

slot—-id> : EJR=2=v rdO A~ N IDZRLET,
Version 1.01.01
PPN N
1 7 Kl
INFO(6) Unit 1, Attached PSU to slot 2

33.4 BRA=v FDIRE

| Log

| Unit <unit-id>, Detached PSU from slot <slot-id>
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33 Power

Trap L
HEE Critical (2)
A HENOERI=y NPARDA SN 2R LET,
Parameter | <unit-id> : R 7 A ID ;R L E T,
lot-id> : EFax=yv FOAay FIDEZRRLET,
Version 1.01.01
Pt NG
1 7

CRIT(2) Unit

1, Detached PSU from slot 2
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34 RIP

34 RIP

34.1 RIP #ZRE D HIRR

Log [VRF <vrf-name>] RIP: IPv4 Route <network—addr>/<prefix—len> delete

Trap L

HEE Informational (6)

LA RIP THE L7-RENHIR SN2 L 2R LET,

Parameter | [VRF <vrf-name>] : VRF 4 > A X L A& &~ LE9, VRF REHEIIRRINETA,
<network-addr> : v hV—27F7 FL A&/ RLET,
prefix-len> : 7'V 7 4 v 7 ADEI&E/RLET,

Version 1.01.01
1.06.01 : <vrf-name>/XT A — X —Z 8/

PPN AR BIOKBEBEOL v —T72—20 ) U 7 REEZHER L TLEE 0,
AAEE fEE O RIP, BLIOA v 2 —T7=2— 2D ) 7 ICHTHARELHERL TL
71—\_. é I/\o

2 7 o

INFO(6) RIP:

IPv4 Route 192.0.2.0/24 delete

34.2 RIP ZBEEZ LNy FDZ{E

Log [VRF <vrf-name>] RECV[<intf-name>]: Drop RIPv2 from <ip—address> (No auth in
packet)

Trap L

HEE Warning (4)

LA RIPV2 DFIENEIME SN A v H—T = — AT, RIPV2 /34 v MIEBIAET 1 —/L K
FIELRWZ ENFIKTRIPV2 X7y RBEI N B RLET,

Parameter | [VRF <vrf-name>] : VRF 4 > A X L AL Z R~ _E7, VRF XEHFIIRRINEFA,
{ntf-name> : f v Z—7 = —ADLHIZ R LET,
(ip-address> : Z{& L7Z RIP /X7y hORKEITL IP 7 FLAZRL T,

Version 1.01.01
1. 06.01 : <vrf-name>/3XT A —H& —Z BN

st AL BIOKHEEE O RIP OFFGEICET A EEMHER L T E30,
N7y XX T F ¥ —I2LD RIP X7y NOFHEZHRHR, BREAFREHERALTES
AN

7 7

WARN (4) RECV[vlan10]:

Drop RIPv2 from 192.168. 10.253 (No auth in packet)

34.3 RIP SZ{E/NNT7 vy FORRRETLS—

Log [VRF <vrf-name>] RECV[<intf-name>]: Drop RIPv2 from <ip—address> (Simple auth
failed)

Trap L

HERE Warning (4)

A RIPv2 GRRED/SA T — RIZEAD RN D7, RIPV2 N7y MBMEFES NI Z &2/ LE
£
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34 RIP

Parameter | [VRF <vrf-name>] : VRF £ > A X L A& Z R~ L_E7, VRF RMEHEIIFRIN T A,
intf-name> : f v HZ—T7 = —ADLATE R~ LET,
{ip-address> : ZfF L7ZRIP X7 > FOEFILIP T RLARAZRLET,

Version 1.01.01
1.06.01 : <vrf-name>/XT A —X —Z 38

Xt It ARIEE . BRUOSAZEEO RIP OFFGEICRET o EZ MR L T E 30,
Nry hXx 7 F vy —I2LD RIP X7y hOFREEZHRH, BEFEEZMERALTIEX
AN

1 7 o

WARN (4) RECV[vlanl0]: Drop RIPv2 from 192.168. 10.253 (Simple auth failed)
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35 RIPng

35 RIPng

35.1 RIPng £ 2 —D 1 —RABEDEE

Log RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface <intf-name> changed state
to enabled
RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface <intf-name> changed state
to disabled

Trap L

HEEE Informational (6)

2 BF X4 VLAN A ¥ —7 = —ZA|ZBW T, ipv6 rip enable =< KT RIPng X%, F
IR E SN LB R LET,

Parameter | <intf-name>: f > ¥ —7 = — A% &R LET,

Version 1.01.01

X i NEL

1 7 K

INFO(6) RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface vlanlO changed state to enabled

INFO(6) RIPNG-6-INTFSTATECHANGE: RIPng protocol on interface vlanlO changed state to disabled

35. 2 RIPng ¥R HIER

Log RIPng: IPv6 Route <network—addr>/<prefix—len)> delete

Trap L

EEE Informational (6)

i BA RIPng T L7- IPv6 RENHIBR SN Z E AR LET,

Parameter | <network-addr> : xv U —27 7 KL ZAZ/~xLE7,
prefix-len> : V7 4 v 7 ADEI&E/RLET,

Version 1.01.01

P AEE. BIUOSHEBEOA X —T7 2 — 2D 7 IREEEHER L T X0,
AIEE | KE2EEO RIPng, BEXOA Vv F—T =2 =20V 7 ICBT R E &2 MR LT
TEEY,

=874 AN/l

INFO(6) RIPng: IPv6 Route 2001:DB8:10::/64 delete
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36 SNMP

36 SNMP

36.1 SNP O Xa=F s —RDBIEEK

Log SNMP request received from <ip—address> with invalid community string

Trap authenticationFailure

HEEE Warning (4)

G| SNMP sk 2, MELh/pa I 2 =7 4 —LFHTEELLZLERLET,

Parameter | <ip—address> : IP 7 RL AZRLF T,

Version 1.01.01

%t {ip-address>PHIETH HH|HA, Fv NI —7 FHEBOREEZHR L, FIALTWD
SN\MP D=2 g ANIE LT, FRE (Fa=T 4 —H, RN AT—F, Z—7
DT 72 AME) BELWVOHERL T I,
{ip-address>NRIETH LA, RIERT 7B ADORREENRHY FT, xv NU—2 &
HELED IP 7 FUAZIRET D, EEFFALTHD SNP OX—=2 9 IS ET, 4
RE (A a=T 4%, BANRRAY—R, IV—TDOT7 7AW 2ERBTHZ L
T, BEICKHTHAERT 7 ¥AZP S ENRTEET,

EE-ON

WARN (4) SNMP

request received from 192.0.2.100 with invalid community string
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37 SSH

37 SSH

37.1 SSH H—N—DED. /&3

Log SSH server is enabled
SSH server is disabled
Trap L
HEE Informational (6)
LA SSH Y — =23 F %), EidEcEEInzZ a2~ LET,
Parameter | 73 L
Version 1.01.01
*F I AL
= 7 FoR

INFO (6) SSH server is enabled
INFO(6) SSH server is disabled

37.2 SSH O 7 4 VR Th

Log [VRF <vrf-name>] Successful login through SSH (Username: <user—name>, IP:
<client—ip>)

Trap L

HEE Informational (6)

FEA AAA FERESIEZNZRIGA D, SSH TOR T A AR LTI Z &2 R L ET, AA BERENHE
BhIRBEE DT 7 A URkTha Z1E AMA FEE SR L TLE &,

Parameter | [VRF <vrf-name>] : VRF f > A X L A& %~ L ¥ 3, VRF REAHBIIR RTRINETH A,
{user—name> : L—H—Z &R LFET,
{client=ip> : 7 IA T FDIP T KL A&ERLET,

Version 1.01.01
1.06. 01 : <vrf-name>/X7 A —H —Z B/l

P ANEL

0 7 R

INFO(6) Successful login through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Successful login through SSH (Username: example, IP: 2001:db8:10::100)

37.3 SSH O 1 V&K

Log [VRF <vrf-name>] Login failed through SSH (Username: <user—name>, IP: <client-—
ip>)

Trap L

HERE Warning (4)

FEA AMA BERENIERN 235500, SSH TOR 7 A NCRBLIEZ 2R LET, AA BEREENA
MG E DT T A R a ZIE A EESR LT E S0,

Parameter | [VRF <vrf-name>] : VRF 4 > A X L A& Z R~ L_F 7, VRF REHBFIIRRINE T A,
{user-name> : L—H—ZE R LET,
{client=ip> : Z7A TV FDIP T RLAZRLET,

Version 1.01.01
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37 SSH

1.06. 01 : <vrf-name>/3T X — & —Z B/

i BB, —W—&, NAT— RFKBRIELWDHER L T 7E &0,
access—class A< R&EHEHATHE, 7747 FD IP 7 KL ARIZEL DT 7 & AHlfR
NE[RETT,

2 7 o)

WARN(4) Login failed through SSH (Username: example, IP: 192.0.2.100)
WARN (4) Login failed through SSH (Username: example, IP: 2001:db8:10::100)

3.4 SSHRT 7 k

Log [VRF <vrf-name>] Logout through SSH (Username: <user—name>, IP: <client—ip>)
Trap L
HEE Informational (6)
BRG] SSHEwvvarhbu 7o Lzl taRLET,
Parameter | [VRF <vrf-name>] : VRF 4 > A X > AL Z R~ _E7, VRF XEHFIIR RINEFA,
{user—name> : L—HW—Z &R LET,
{client=ip> : 7 7A T FDOIP T KL AZRLET,
Version 1.01.01
1.06. 01 : <yrf-name>/XT X —H& —ZBH0
PN N
2 7 o
INFO(6) Logout through SSH (Username: example, IP: 192.0.2.100)
INFO(6) Logout through SSH (Username: example, IP: 2001:db8:10::100)

31.5 SSHEvyoa BALT7I bk

Log [VRF <vrf-name>] SSH session timed out (Username: <user—name>, IP: <client-—
ip>)
Trap L
HEE Informational (6)
ZHEH SSHEwvariNZA LT RLIZ EERLET,
Parameter | [VRF <vrf-name>] : VRF 4 > A X L A& &~ L% 7, VRF £HEARFIZIERINETE A,
{user—name> : L—H—Z &R LFET,
{client=ip> : 7 74T FDOIP T KL RAZ/RLET,
Version 1. 08. 03
it s ARG
=87 ANl
INFO(6) SSH session timed out (Username: example, IP: 192.0.2.100)
INFO(6) SSH session timed out (Username: example, IP: 2001:db8:10::100)
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38 AF v

38 XAwY

38.1 RE2 YT AIN—DHELY AH
Log Unit <unit—-id>, MAC: <mac—address> Hot insertion
Trap npStackGeneral Insert
HEEE Warning (4)
A Ry b v —variznrlLET,
Parameter | <unit-id> : "y 7 A ID Z/R L £7,
<{mac-address> : MAC 7 RL A& /R L %7,
Version 1.01.01
P BERBAT > TORWESIE, T 2R L T<7Eavy,
o« AH 7 A R—DRTE
« AF v I7R— DY RS
= 7 F R
WARN (4) Unit 3, MAC: 00-40-66-11-22-33 Hot insertion

38.2 RA Y A N—DEYSL

Log Unit <unit-id>, MAC: <mac-address> Hot removal

Trap npStackGeneralRemove

HEE Warning (4)

BA Ry PU LA— L ERLUET,

Parameter | <unit—id> : R 7 A ID Z;rR L ¥4,

{mac-address> : MAC 7 KLU A Z/RL £,

Version 1.01.01

*F it BERICAT o T WG EIE, LT ZfER L T IES VY,
« RH T AL N—DIRKE
« AZ v 7R—FDOY 7 IREE

= 7 F

WARN (4) Unit 3, MAC: 00-40-66-11-22-33 Hot removal

38.3 R4

v rARAS—DEH

Log Stacking topology is <stack—tp—type>. Master (Unit <unit—-id>, MAC: <mac-—
address>)
Trap npStackTopologyChangeChainToRing
npStackTopologyChangeRingToChain
HERE Warning (4)
B AH 7 hFRaY—DERERLET,
Parameter | <stack—tp-type> : A¥ v 7 hihnu —X A7 (Ring, Chain) Z/~xLF7,
unit—id> : Ry 7 A D &ZRLET,
<{mac—address> : MAC 7 KL A& /R L £,
Version 1.01.01
PPN BRMZ AR Y —2FE L TWARWEEIE, UTZMREL T3,
« RH T AL N—DIRKE
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38 AF v

| |

o AHA Y IR—FDY T YREE

=87 AN/l

WARN (4) Stacking topology is Ring. Master (Unit 1, MAC: 00-40-66-AA-BB-CC)
WARN (4) Stacking topology is Chain. Master (Unit 1, MAC: 00-40-66-AA-BB—CC)

38.4 NYHOTYvTIRE—DBITRE—|ZER

Log Backup master changed to master. Master (Unit <unit-id>)
Trap npStackRoleChangeBackupToMaster
HEE Warning (4)
A RNy DT 9T RAL =N AY —|IEbo L ERLET,
Parameter | <unit-id> : R > 27 A ID Z/xLET,
Version 1.01.01
PPN B RIEERE CRWEAIL, T EMR L T E &0,
o VAKX —DIREE
« AZ v I7R— DY TIREE
EE-ON
WARN (4) Backup master changed to master. Master (Unit: 2)

38.5 AL—THTR4—([2EH

Log Slave changed to master. Master (Unit <unit-id>)

Trap npStackRoleChangeSlaveToMaster

HEE Warning (4)

24 EH AL —T N AL =B b= Z &R LET,

Parameter | <unit-id>: A > 27 A ID 2/~ LET,

Version 1.01.01

PN B ORIEER CRWEAIL, T EMR L T2,
« v AZ—DIKTE
« AZ Y IR—bDOY U TIREE

= 7 FoR

WARN(4) Slave changed to master. Master (Unit: 3)

38.6 Ry o X 1D DIRERA

Log Hot insert failed, box ID conflict: Unit <unit-id>, conflict (MAC: <mac-—
address> and MAC: <mac-address>)

Trap npStackGeneralFailure

HERE Critical (2)

B Ry 7 21D OAR—BERLET,

Parameter | <unit—id> : R 7 A ID ZR L ¥ 9,
<{mac-address> : EE L TWAEBEBDMACT KL AZRLET,

Version 1.01. 01

PIIIY Ry 7 21D 2 AEEID BTV L, Ry 7 A ID BREELRVEIITRELT
<TEEN,
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38 AF v

1 7 o
CRIT(2) Hot insert failed, box ID conflict: Unit 1 conflict (MAC: 00-40-66-B4-97-1F and MAC: 00-40-66-—
B4-96-B5)
38.7 R vIK—+bDYLIT YT
Log Unit <unit-id>, MAC: <mac—address> Stackport <port—num> link up, <nway>
Trap npStackPortLinkUp
EEE Warning (4)
i BA ARy PHR—=EBN) 7T v Ll B RLET,
Parameter | <unit-id> : R 7 A ID Z/r LFE T,
<{mac—address> : MAC 7 FL Z &R L E7,
<port-num> : "— F ID Z/R L E T,
<nway> : U 7 OBEREL T 2TV 7 RERLET,
Version 1.01.01
*Fhin BB 77y 7 TRWNGEIE, LT 2R L T EEN,
o« AH 7 AL R—DRTE
« AX v IR—=FDY T IRRE
=87 ANl
WARN (4) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 65 link up, 40Gbps FULL duplex

38.8 RAYIHR—FLDY2OFEHY
Log Unit <unit—id>, MAC: <mac-address> Stackport <port-num> link down
Trap npStackPortLinkDown
HEE Error (3)
LA APy IR—=IENV I Xy LI 2R LET,
Parameter | <unit-id> : R 7 A ID ;R LE T,
<{mac—address> : MAC 7 KL AZRLET,
<{port—num> : A"— b ID Z/x L ET,
Version 1.01.01
RN B 7 B o ThRWEAIR, LT 2R L T<7EE0,
o AH T RAUN—DAREE
o AKXy R—bDY U IREE
0 7 R

ERRO(3) Unit

1, MAC: 00-40-66-AA-BB-CC Stackport 65 link down

38.9 RAYIEKR—FD S —N—DFA

Log Unit <unit—id>, MAC: <mac-address> Stackport <port—num> <tr—type> has been
inserted

Trap L

HERE Informational (6)

B AH 7R — NMIEE LTz QSFPHAR— MZ QSFP+ R 7 2 v — "= A S L7z Z & %R
LEd,

Parameter | <unit—id> : R 27 A ID Z;r L ¥ 9,
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38 AF v

<mac—address> : MAC 7 RL 2 &R LE T,
<port-num> : R— Kk ID ZR L £,

<tr—typey t R U —NR—EZ A TFERLET,

Version 1.01.01
PII RNEL
= N

INFO(6) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 65 H-QSFP+AOCIM has been inserted

38.10 REA VI R—FD +F Vo o—N—DiRE

Log Unit <unit—-id>, MAC: <mac-address> Stackport <port—num> transceiver has been
removed
Trap 7L
HEE Informational (6)
LA AH 7 R— MIEEE LTz QSFP+AR— R QSFP+ b7 o — "= s &= 2 &
R LET,
Parameter | <unit-id> : R 7 A ID Z/r LFE T,
<{mac—address> : MAC 7 FL Z &R L ET,
<port-num> : "— F ID Z/R L E T,
Version 1.01.01
P AN
0 7 R
INFO(6) Unit 1, MAC: 00-40-66-AA-BB-CC Stackport 65 transceiver has been removed

38. 11 LANY—2#RE— FICK 5 HEEE)

Log Unit <unit—id>, System warm start (stack preempt 12-extend)

Trap warmStart

HEE Critical (2)

A LAY —28RE—ROF V27 P E— FICKVEEPHESH L2 L 2R LET,
Parameter | <unit-id>: R> 27 A 1D Z/x L ET,

Version 1.03.01

Xt REE

1 7 Kl

CRIT(2) Unit 2, System warm start (stack preempt 12-extend)

38.12 R4 v4H/\O—IJ L—LDREZALTIF

Log Hello timeout occurs: Unit <unit—-id> Stackport <port—num>
Trap L
HERE Error (3)
LA N =T L—LADZEZA LT U MEEBRRB LI Z L 2R LET,
Parameter | <unit-id> : R > 27 A ID Z/rxLET,

<port—num> : A"— b ID Z/x L ET,
Version 1. 04. 01
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38 AF v

Ex

| A2 v 7 A NR—DRIEEHRL T E S,

7 7 o

ERRO(3) Hello timeout occurs:

Unit 1 Stackport 65

38.13 A2y Y tyt—

DDEERK

Log Unit <unit-id> fails to send a stacking message. (Type: <msg—type>, Sub type:
{sub—type>)

Trap L

HEE Debugging (7)

LA ALy T Ay E—VDOREITRR LI E 2R LET,

Parameter | <unit-id> : R 7 A ID ;R LFE T,
<msg-type> : AA T Ayt —I2 A4 T RUET,
Sub type: <sub—type> : AZ T Ay —IOYVTHEA TERLET, T XA THE
FELRWGARIIERRSNERE A,

Version 1.05.01

it Zouarix, A—H—TCTOMNT Z BT 5728 Debugging L-LD A v E—TTT,
EEEER, BRI AY v 7 IREOETER, F72EAPICBREMICH SN 56
ERHE AT,
A K JAERROIEE D CPU AR 2~ 7235 bAR T RHNENDZERHY
TR, ORI iCPU /é*ﬂk‘b EI%T@E LT< 720,

0 7 R

DEBG(7) Unit 1 fails to send a stacking message. (Type: EVENT_SLOG, Sub type: 4)

38. 14 #ATHH# O R ARG

Log Stacking starts to configure new units. Master (Unit <unit-id>, MAC: <mac-—
address>)

Trap L

HEE Warning (4)

A AR 7 A= T OGO RSB S 2 2R LET,

Parameter | <unit-id> : ¥ AX—DOAR v 7 A 1D Z/RLET,
<{mac-address> : ¥ AX —DMCT RLAZRLET,

Version 1. 04. 01

Xt REE

1 7 FoRp

WARN(4) Stacking starts to configure new units. Master (Unit 1, MAC: 00-40-66—AA-BB—CC)

38.15 #Hr=7ga = FE&EH
Log Stacking detects new units. (MAC: <mac-address>)
Trap 7L
HEE Warning (4)
ALEA HLWAT 7 A N=Z R LTIZZ L 2R LET,
Parameter | <mac-address> : HIL < BIMSNTZAZ v 7 AL N—DMCT RV AZRLET,
Version 1.04.01
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38 AF v

Ex

| rm

7 7 o

WARN (4) Stacking detects new units.

(MAC: 00-40-66-11-22-33)

38.16 22 vV REIDEE

Log Stacking role changed to <role>. (MAC: <mac—address>)
Trap L
HEE Warning (4)
A ARG DREINERE LI L xR LET,
Parameter | <role> : ZBHHZD&EEFIZ R L ET,
<mac-address> : MAC 7 RL A&/ R LE7,
Version 1. 04.01
*F it R
o 7 F Rl
WARN(4) Stacking role changed to Master. (MAC: 00-40-66-11-22-33)
WARN (4) Stacking role changed to Backup master. (MAC: 00-40-66-11-22-33)
WARN (4) Stacking role changed to Slave. (MAC: 00-40-66-11-22-33)

38.17 HAFBORAVETEISA LTV b

Log Stacking configure stage timeout occured. Restart election.

Trap L

HEE Error (3)

A AL 7 ORERIG MO TZ A LT 7 B FAEL, AF v 7 ORENEFUREEIZ

RoloZ bR LET,

Parameter | 72 L

Version 1. 04.01

*F it B ) 7 20 TRWEEIE, UTEHRE LTI 2SN,
« RH T AL N—DIRKE
« AZ v 7R—FDY 7 IREE

= 7 F ol

ERRO(3) Stacking configure stage timeout occured. Restart election

38.18 R v U R— FREDRMEERB S 1

Log Stacking detects abnormal link status and try to recover: Unit <unit—id>
Stackport <port—num>

Trap L

HEE Error (3)

B B o RBEBRM LIz, HIALE Y ELTWHZ A2 RLET,

Parameter | <unit-id> : "> 27 A ID Z/x L ET,
<port—num> : R"— bk ID /R LET,

Version 1. 04. 01

Xt LR ZfER LT ES N,

o« AH 7 A R—DRTE
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38 AF v

o AHA Y IR—FDY T YREE

=87 AN/l

ERRO(3) Stacking detects abnormal link status and try to recover: Unit 1 Stackport 65

38.19 X2y A UN—EERA

Log Unit <unit-id>: Stacking health status goes Abnormal
Trap L
HEE Error (3)
A AL T A N—OREBNIERNDRE TR0 2 L 2R LET,
Parameter | <unit-id> : "7 A ID /R L £7°,
Version 1. 05. 01
*F it T ZMER LTI ZEEN,
o« RAH I A R—DIREE
« AZ v I7R— DY T IREE
e -

ERRO(3) Unit 3: Stacking health status goes Abnormal

38.20 RE v U A VIN—EBENDIEIH

Log Unit <unit—id>: Stacking health status goes Normal

Trap 7L

HEE Notification (5)

B AR I AN —ORER TN D IER /o2 bR LET,
Parameter | <unit-id> : "7 A ID Z/RL £7°,

Version 1. 05.01

3 ity S

= 7 For

NOTI(5) Unit 3: Stacking health status goes Normal
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39 Storm Control

39 Storm Control

39.1 R b—LODEA

Log Broadcast storm is occurring on <interface—-id> (port—channel <group—-id>)
Multicast storm is occurring on <interface—-id> (port—channel <group—-id>)
Unicast storm is occurring on <interface—id> (port—channel <group-id>)
Trap npStormControlDetected
HEE Critical (2)
LA ARN—LEBRMLIZZEERLET,
¢ Broadcast storm: 72— R¥ ¥ A hXF» MZKDH A F—A4
e Multicast storm: </VFF ¥ X fXF vy MZEXAX F—A4
* Unicast storm: =% ¥ A b7 v b GEEEEFEHA», 8L Unknown .=
ﬂ?ﬂ?/’ﬂ\) CEAAR—L, I27ZL, 773 12 drop b L< iZ none Z¥87E
L7eHmElE, 2=F v A MRy MZED A h—bou 73 SnEE A,
L& UMEA kbps £72133—k 7T — U TRELZHGGIE. Ae ZI3H S vEE A,
Parameter | <interface-id> : A h—LNFEAEL TWAA X —T =z—A D ERLET,
(port—channel <group-id>) : "R—FF ¥ RNV TA b—Lbar ba—LERELT-HE
(2. A bh— Aﬁ\%\éib’@\é% //\~‘J‘ NOPFTRTF ¥ X T —7 1D R LET,
MR — N CRE LG AR RINEEA,
Version 1.01.01
1.03.03: K= FF ¥ XNV TDAF—Lary ha—/L&HR—|
X i BEMLIA A =T 2—ATHEy NI = =T RNREEL TS AREERH Y 7,
Xy bU— 7 NOBRMROHE 2 E 2R L, V—7 DOREZIY RV T E S0,
1 7 K

CRIT(2) Broadcast storm is occurring on Port1/0/1

CRIT(2) Multicast storm is occurring on Port1/0/1

CRIT(2) Unicast storm is occurring on Portl1/0/1

CRIT(2) Broadcast storm is occurring on Port1/0/1 (port—channel 5)

39.2 X b—LDEIH

Log

Broadcast storm is cleared on <interface-id> (port—channel <group—id>)
Multicast storm is cleared on <interface—id> (port—channel <group-id>)
Unicast storm is cleared on <{interface—id> (port—channel <group-id>)

Trap

npStormControlCleared

HEE

Informational (6)

LA

APRN—LNHEBELEZ EEZRLET,
 Broadcast storm: 72— R¥ ¥ X hXF7y MZKDH A F—A4
e Multicast storm: ¥/ FF ¥ A S XFy MIEXAHA F—2A
e Unicast storm: =% ¥ A b7 v b GEEFEFEH. B L O Unknown ==
Fy R I\) CEDBDAR—A, I27ZL, 773 il drop b L< X none Z¥57E
L7EGAlE, 2=F v A Ty MDA A b—2oua 73 iaivEd A,

L&EVMEA kbps F7213/ 83—t o 7=V TRE LIZHAIX., An izt hanEzEiA,

Parameter

{interface-id> : A h—2AMNFE I NT-A v X —T7 =—A D EZRLET,

(port—channel <group—id>) : "—+F ¥ XV TAb—Lbar ba—LEZHRELEE
(2, A bh— Ahﬁmbtx/ﬂ—f rNDOFTERF ¥ XN T —F 1D L £, HHE
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39 Storm Control

R— M TRIE LT BITFR SN ESE A,

Version 1.01.01

1.03.03 : R—FF ¥ XL TDA—Lar ba—L&EHPHR—
I R
=7 o]

INFO (6) Broadcast storm is cleared on Portl/0/1

INFO(6) Multicast storm is cleared on Portl/0/1

INFO(6) Unicast storm is cleared on Portl1/0/1

INFO(6) Broadcast storm is cleared on Portl/0/1 (port—channel 5)

39.3 R b—Lay rA—LIZEBITR—Fo vy FEHY

Log

{interface-id> (port—channel <group—-id>) is currently shut down due to the
Broadcast storm

<interface—id> (port—channel <group—-id>) is currently shut down due to the
Multicast storm

{interface-id> (port—channel <{group—-id>) is currently shut down due to the
Unicast storm

Trap

npStormControlShutdown

HEE

Critical (2)

A

A UB =T 2= ARAR—LICE > TV ¥ v bF UL (err-disabled REBIZAERH) &
nNieZtxnrLET,
e Broadcast storm: 72— R¥*x ¥ A M v MIEDBA F—L4
e Multicast storm: ¥ /VFF ¥ A "XF v MZEXDHA P—L4
e Unicast storm: Z=F ¥ A b3 v b GEEFEHFEH, 8 X Unknown ==
FrAR) IZLDA =L,

Parameter

dinterface—id> : A h—AlIl X > Ty v v & 7 (err—disabled JREEICEH) i
A B —T2—ZID &R LET,

(port—channel <{group-id>) : "— hFF ¥ XL TA h—L 2 br—LEHTELTHAE
2. AP—AIZE>Ty vy FF¥ U (err-disabled JREEICAEH) IS4z A 3 —
R—FOEFIEFT ¥ 3V I N—7 1D R LET, WEIAR— FCTHRELEZHAITIEREIN
FHA,

Version

1.01.01
1.03.03 : R— FF ¥ X)L TDAr—Lba ba—LEHPHR—h

% his

MLl v 2 —T 2 —ATHxy NI =7 —7BEEL TWAHAREMERH Y £17,
Fv hU— 7 NORSFRCE i 72 E R R L, V—7ORKZTD RN TLEEN,

HBEhE IHEX E (errdisable recovery cause storm—control =T~ 2 K) OHE L.
vx v hH 7Y (err-disabled IRFEICE ) SN THDLERE LR ARIE T 5 &
A B =T 2—AOAEITEIHICERINET,

vx v NH 7 (err-disabled IKREICAWH) SicA v ¥ —T7 =— A& FHEITHIHS
H 58 451%, shutdown =~ RC—EPAZEL TH 5, no shutdown =~ RTA U H—
7z — ADMHEEMRL T IEI,

1 7 Fpl

CRIT(2) Portl/0/1 is currently shut down due to the Broadcast storm

CRIT(2) Portl1/0/1 is currently shut down due to the Multicast storm

CRIT(2) Portl/0/1 is currently shut down due to the Unicast storm

CRIT(2) Portl/0/1 (port—channel 5) is currently shut down due to the Broadcast storm
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39 Storm Control

39.4 A b—LarvrO—)LIZKEEKR—Fvy RSOV OEHEIHE

Log {interface-id> (port—channel <{group—-id>) recovers from storm err—disabled
state automatically

Trap npStormControlShutdownAutoRecovered

HERE Warning (4)

B Aph—barbte—kV vy hX T (err-disabled IRAEIZAEHE) Xiui-A >~
H—T — AN, HEIWIZEHLZZ L E2RLET,

Parameter | <interface-id> : HIHL7=Af v X —T7 =— A ID Z/RLE T,
(port-channel <{group-id>) : R— FF ¥ XV TA b —Lar ba—LERELLLE
2, BIHLIEA U AN—F— FOFEF ¥ XA A—7 1D &7 LET, WER— TR
ELEGEITFR RSN EE A,

Version 1. 08. 01

xF i BALToA B —T 2 —ATHy hT =7 N —TBRELTWARBHERH Y £7,
Xy MU —7 NORBRRHER L EA2 R L, — 7 DOREDNE > TW D HE T R
TLIEZE,

= 7 Fr

WARN (4) Portl1/0/1 recovers from storm err—-disabled state automatically
WARN (4) Port1/0/1 (port—channel 5) recovers from storm err—-disabled state automatically

39.5 A b—Larv bkA—)LIZEBAR—FI vy FEHOUDOFEFHEIR

Log {interface—id> (port—channel <group—-id>) recovers from storm err—disabled
state manually

Trap npStormControlShutdownManualRecovered

HEE Warning (4)

FLEA Abh—barhbu—/IlEY vy y FF T (err-disabled WREEICEE) IhicA
A —Tx—AN, FRITEIHLIZZZRLET,

Parameter | <interface-id> : HIHL7cA v #—T7 = —A D Z/RL£7,
(port—channel <group—id>) : R—rF ¥ KXV TR h—Lbar hu—LaRELLZLE
2, BIHLIZ A AN—F— FOFERF ¥ XA A—7 1D &7 LET, WER— TR
ELTEGBIIRRSINEE A,

Version 1. 08. 01

S RE

o 7 F Rl

WARN(4) Port1/0/1 recovers from storm err—disabled state manually

WARN (4) Port1/0/1 (port—channel 5) recovers from storm err—disabled state manually
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40 A= 7Y ) —7na hajn

40 R/)x=oyy—Zakall

40.1 RIR=2 TV —BEEOHD. B

Log Spanning Tree Protocol is enabled
Spanning Tree Protocol is disabled
Trap L
HEE Informational (6)
AiH ANR= 7Y ) =7 a FarPNER), EIFENCEER SN AR LET,
Parameter | 73 L
Version 1.01.01
*F I AL
= 7 FoR

INFO(6) Spanning Tree Protocol is enabled
INFO(6) Spanning Tree Protocol is disabled

40.2 +rARAS—F P

Log M STP/RSTP/MSTP &— K
Topology changed (Instance:<instance-id>, <interface-id>, MAC:<mac-address>)
B RPVST+E— K
Topology changed (VLAN:<vlan-id>, <interface—id>, MAC:<mac—address>)

Trap topologyChange

HEE Warning (4)

SHEA ANR= 7Y ) —GSTP) D bR =N L= 2 L &R LET,

Parameter | <instance—id> : MSTP T — NIZBIFHA L AX A ID ZnLET, A LV AX A0
X, T 74 A AL A CIST T,
vlan—id> : A= 7Y ) —7a ha vl FIR > TvA VLAN 1D 2R LT,
{interface-id> : FAR B V—EHIFREMMELITZET LR - MEFEZRLET,
<{mac-address> : 77U v DMCT FLAZRLET,

Version 1.01.01

PPN FIFCRIEZ R L T 7230,

7 7 F

WARN (4) Topology changed (Instance:0, Portl/0/1, MAC:00-40-66-AA-BB—CC)
WARN (4) Topology changed (Instance:1, Portl1/0/1, MAC:00-40-66-AA-BB—CC)
WARN (4) Topology changed (VLAN:10, Port1/0/1, MAC:00-40-66-AA-BB-CC)

40.3 New Root 71w

Log

B STP/RSTP &— K
New Root bridge selected (MAC:<mac-address>, Priority:<priority>)

W MSTP E— F

CIST New Root bridge selected (MAC:<mac-address>, Priority:<priority>)
CIST Regional New Root bridge selected (MAC:<mac-address>,
Priority:<priority>)

MSTI Regional New Root bridge selected (Instance:<instance—id>, MAC:<mac-
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address>, Priority:<priority>)

B RPVST+E— K
New Root bridge selected (VLAN:<vlan-id>, MAC:<mac-address>,
Priority:<priority>)

Trap newRoot

EEE Informational (6)

FiEA Hiolo— 7 ) o UNEBHINZZ E 2R LET,

Parameter | <instance—id> : MSTP E— RIZBIFDHA L AX A ID ZxLET, AV AX A0
X, TNV A AR AFD CIST T,
vlan—id> 1 A= 7Y U —7 1 b a LRFHTA > TD VLAN ID Z- L £7,
<mac—address> : 77U v Y DOMACT RL AR LET,
<priority> : 7 U »v VEHLE DL, 4096 THEIV UMD LENH VD 97,

Version 1.01.01

ST NG

1 7

INFO(6) New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) CIST Region New Root bridge selected (MAC:00-40-66-11-22-33, Priority:8192)

INFO(6) MSTI Region New Root bridge selected (Instance:1, MAC:00-40-66-11-22-33, Priority:8193)
INFO(6) New Root bridge selected (VLAN:10, MAC:00-40-66-11-22-33, Priority:8202)

40. 4 New Root R—

Log M STP/RSTP/MSTP E— R
New root port selected (Instance:<instance-id>, <interface—id>)
B RPVST+E— K
New root port selected (VLAN:<vlan-id>, <interface-id>)
Trap L
HEE Notification (5)
LA -l — bR —F @SNz 2R LET,
Parameter | <instance—id> : MSTP E— FIZBIFDHA L AX A ID ZarLET, A LV AX A0
X, T 7+ " v AE U ZAFO CIST T,
vlan—id> 1 A=Y U —7a h a)bin gz o TWAH VLAN 1D ZRr L E 9,
interface—id> : N R YV —EHIERERAEIIZETHR— NETERLET,
Version 1.01.01
s AN
1 7 R

NOTI (5) New root port selected (Instance:0, Portl1/0/2)
NOTI (5) New root port selected (Instance:1, Portl/0/2)
NOTI (5) New root port selected (VLAN:10, Port1/0/2)

40.5 R—

MRREDER

Log

B STP/RSTP/MSTP £— K
Spanning Tree port status change (Instance:<{instance-id>, <{interface—-id>)
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{old-status>—><new-status>

B RPVST+E— K
Spanning Tree port status change (VLAN:<vlan-id>, <interface-id>) <old-
status>—><new-status>

Trap L

HERE Warning (4)

B AN= 7 Y —(xSTP) DA — MIRRBICER N EA L 2R LET,

Parameter | <instance—id> : MSTP E— NIZBIFTH A LV AZ A ID ZRLET, f VAFX X0
X, T 7NV A AZ A CIST T,
vlan—id> 1 A= 7Y U —7 1 b a LRFHTA > TD VLAN ID Z- L £7,
{interface-id> : A VU —EHIFREMMETZIIZETIHIA—MEFERLET,
(old-status> : BHREIOR— MRAEEZ R L £7,
<{new-status> : BEHZLDOR— MNREEZ R L E T,
A=y 7Y =7 halroR— MREZRLUET, fEIL Disable, Discarding,
Learning. Forwarding T,

Version 1.01.01

s FRRIREE AR L T 72 &0,

=R N

WARN (4) Spanning Tree port status change (Instance:0, Portl1/0/1) Discarding—>Learning
WARN (4) Spanning Tree port status change (Instance:0, Portl1/0/1) Learning—>Forwarding
WARN (4) Spanning Tree port status change (VLAN:10, Portl1/0/1) Discarding—>Learning
WARN (4) Spanning Tree port status change (VLAN:10, Portl/0/1) Learning—>Forwarding

40.6 R— FEEIDER

Log W STP/RSTP/MSTP £ — K
Spanning Tree port role change (Instance:<instance-id>, <{interface—-id>) <old-
role>—><new-role>
B RPVST+E— K
Spanning Tree port role change (VLAN:<vlan-id>, <interface—id>) <old-role>—
><{new-role>

Trap L

HERE Warning (4)

B ANR= 7 Y — (xSTP) DR — MEEICEENBAE LT LR LET,

Parameter | <instance-id> : MSTP E— FNIZBIF A A L AFX A ID ZxLET, £ LV AX LA 0
X, T 7 A AE U ZAFO CIST T,
vlan-id> 1 A= 7 ) —7a ha LB FZ > TA VLAN 1D 2 LET,
{interface-id> : AR Y —ERERERMEINIZET LR - MEEFEZRLET,
<old-role> : ZHREIOR— MMrE|Z R L ET,
<new-role> : BHEHL DK — MBI Z R L F T,
2Rz 7Y ) —7a balsorR— MeE 2R LET, {ElX Disable. Alternate.
Backup. Root. Designated, Master T3,

Version 1.01.01
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RS | R E R LT S,
b KR

WARN (4) Spanning Tree port role change
WARN (4) Spanning Tree port role change
WARN (4) Spanning Tree port role change
WARN (4) Spanning Tree port role change

(Instance:0, Port1/0/1) DisabledPort—>DesignatedPort
(Instance:0, Portl1/0/1) DesignatedPort—>RootPort
(VLAN:10, Portl1/0/1) DisabledPort—->DesignatedPort
(VLAN:10, Portl1/0/1) DesignatedPort—>RootPort

40.7 RIS=Z YY) —F—FDEE

Log Spanning Tree version change (new version:<new-version)>)
Trap 7L

HEEEE Informational (6)

B ANR= 7Y ) =T a halOE— RPEREIN-Z EERLET,
Parameter | <new-version> : E{TH DA NR= 7V ) —T7a ba Lz RrLET,
Version 1.01.01

3 ity S

1 7 Ko

INFO(6) Spanning Tree version change
INFO(6) Spanning Tree version change
INFO(6) Spanning Tree version change

INFO(6) Spanning Tree version change

(new version:STP compatible)
(new version:RSTP)
(new version:MSTP)

(new version:RPVST+)

40.8 MSTP )—U 3 &, VEDa v ESDEER

Log W MSTP £— K
Spanning Tree MST configuration ID name and revision level change (name:<name>
revision level: <{revision-level>)

Trap L

HEEEE Informational (6)

2B MSTP 27 4 /G, V—=ya i Ieya b URERINZZ EE2RLET,

Parameter | <name> : FFED MSTP J — a3 NIft 5T A LRI~ LE T,
{revision-level> : FEE L7=LRINE LT, VEY g LUV B Z4EE L, o
MSTP U — 3 DA L N— L B ZET,

Version 1.01. 01

Xt REE

o 7 F R

INFO(6) Spanning Tree MST configuration ID name and revision level change (name:TEST revision level:1)

40.9 MSTP 4 VR & L A M3EN

Log B MSTP E— K

Spanning Tree instance created (Instance:<{instance-id>)
Trap 7L
HEE Informational (6)
B MSTP A A& o ANBINE NI Z & 2R LET,
Parameter | <instance—id> : BN ZAIZMSTP A A X X ID &R LE T,
Version 1.01.01
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Ex

| rm

7 7 o

INFO(6) Spanning Tree instance created (Instance:2)

40.10 MSTP £ > X & > Z DAk

Log B MSTP £— R
Spanning Tree instance deleted (Instance:<instance—id>)
Trap L
HEE Informational (6)
A MSTP A > 2% o Al S iz Z L R LE T,
Parameter | <instance—id> : HIFR S 4#L7= MSTP A > A X A ID /R L7,
Version 1.01. 01
PPN AN
1 7 KBl
INFO(6) Spanning Tree instance deleted (Instance:2)

40.11 MSTP A€ > X & > 2 M VLAN ;&0

Log W MSTP £— K
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance-id> add vlan:<vlan—ids>)

Trap L

EEE Informational (6)

LB MSTP A L A K » ZIZVLAN B SNz Z & 2R LET,

Parameter | <instance—id> : MSTP A > AX A ID Z_LE T, ALV AX LA 0L, T 74/ 1A
VAL AO CIST TY,
<vlan—ids> : JBIIF % VLAN 2R L £,

Version 1.01. 01

*F it R

1 7 Bl

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 add vlan:10)

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 add vlan:21-25, 29)

40.12 MSTP £ > X4 > A @ VLAN HilB&

Log B MSTP E— K
Spanning Tree MST configuration ID VLAN mapping table change
(Instance:<instance—id> delete vlan:<vlan-ids>)

Trap 7L

HEE Informational (6)

Wi MSTP A v A% o ZIZBIEATT 7z VLAN BHIBRE 7= Z & 2R LET,

Parameter | <instance—id> : MSTP A > AX A ID #Z_LE T, AL AX LA 0L, T7H/L A
VAH AR O CIST TY,
<vlan—ids> : HIBR3 % VLAN 2R L 77,

Version 1.01.01

RIS P
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=874 AN/l

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:1 delete vlan:10)

INFO(6) Spanning Tree MST configuration ID VLAN mapping table change (Instance:2 delete vlan:21-25, 29)

40.13 RPVST+Z A9 %5 VLAN (180

Log B RPVST+E— K
Spanning Tree VLAN created (VLAN:<vlan—-id>)

Trap 7L

HEE Informational (6)

A RPVST+A {9 % VLAN 2B E /i 2 L AR LET,
Parameter | <vlan-id> : JBIS 472 VLAN ID Z7R L £,

Version 1.01. 01

PPN AN
EE-ON

INFO(6) Spanning Tree VLAN created (VLAN:20)

40. 14 RPVST+Z{ER 9 5 VLAN DHIRR

Log M RPVST+E— K
Spanning Tree VLAN deleted (VLAN:<vlan—-id>)
Trap 7L
HEEE Informational (6)
A RPVST+Z A ]9~ % VLAN SEIBR SN/ 2 L 2R LET,
Parameter | <vlan—-id> : HIfR S 4172 VLAN ID Z-R L £7°,
Version 1.01.01
X i NEL
7 F

INFO(6) Spanning Tree VLAN deleted (VLAN:20)

40.15 )L— FH—FIZ Xk &

Log B STP/RSTP/MSTP £— F
Spanning Tree port role change (Instance:<instance—id>, <interface-id>) to
alternate port due to the guard root
W RPVST+E— K
Spanning Tree port role change (VLAN:<vlan—-id>, <interface—id>) to alternate
port due to the guard root

Trap L

HEE Informational (6)

B H— F— MZ L R— MMEEI alternate (AR INZZ L2 R LET,

Parameter | <instance—id> : MSTP T — NIZBIFDHA L AX A ID ZxnLET, AV AX A0
I, T 74 " A A Z U ZAHO CIST T,
vlan—id> : AR=2 7Y U —TF 1 ha b RFENII> T D VLAN 1D 2R LET,
{interface-id> : A X MM T DR — FEZEZRLET,

Version 1.01.01

PPN N
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=874 AN/l

INFO(6) Spanning Tree port role change (Instance:0, Portl1/0/1) to alternate port due to the guard root
INFO(6) Spanning Tree port role change (Instance:2, Portl1/0/1) to alternate port due to the guard root
INFO(6) Spanning Tree port role change (VLAN:20, Port1/0/1) to alternate port due to the guard root

40.16 A~1E BPDU D ={E

Log Invalid BPDU received on <interface—id>

Trap L

HEE Warning (4)

LA SN2 BPDU 2 5 L7 Z LA /RLET,

Parameter | <interface—id> : A XV "M LI=AR— FEFEZRLET,

Version 1.01.01

R AIEE, BIXOBEEEDO A= 7Y ) —(ZT AR EEMER L T &,
Ny bFy I Fr—ITE Y BPDU A7y bOREEHN REAEELMEL T ES
AN

e TNl

WARN (4) Invalid BPDU received on Port1/0/1
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11 SRT L

4.1 EEER
Log B JERY v 7 AEE
System started up
B X5y 7Rk
Unit <unit—id>, System started up
Trap L
HEE Critical (2)
BRG] EENER), EITFEESLEZEERLET,
Parameter | <unit-id> : AR>y 7 A ID AR LET, AZ v 7 REMARIIRRINEE A,
Version 1. 04. 01
KRS R
o 7 F Rl

CRIT(2) System started up
CRIT(2) Unit 1, System started up

41.2 ) —LR%— b (CONSOLE)

Log B IERZ w7 AEE
System warm start (CONSOLE)
B 2 7Rk
Unit <unit-id>, System warm start (CONSOLE)
Trap warmStart
HEEE Critical (2)
Bt avY—nENLEavy FEEIC KV EEPFHES L2 2R LET,
Parameter | <unit-id> : R> 7 XA IDZRLET, A¥ v 7 KEHARKIRTRINEE A,
Version 1.04. 01
PPN B
7 F
CRIT(2) System warm start (CONSOLE)
CRIT(2) Unit 1, System warm start (CONSOLE)

41.3 o+ —LR%S— b (TELNET)

Log B JERY v 7 HEE
System warm start (TELNET)
B 2% R
Unit <unit—id>, System warm start (TELNET)
Trap warmStart
HEE Critical (2)
B Telnet ZJr L7ca~ v FEEIC R VEENSHEERH L2 2R L ET,
Parameter | <unit-id> : R 7 A D /R LFET, A¥ vV REHRFFIIERINFET A,
Version 1. 04. 01
PPN 0y

126/141




41 AT b

=874 AN/l

CRIT(2) System warm start (TELNET)
CRIT(2) Unit 1, System warm start (TELNET)

1.4 D+ —LRXZ— | (SSH)

Log | BE s i
System warm start (SSH)
B X7 RERR
Unit <unit-id>, System warm start (SSH)
Trap warmStart
BEEE Critical (2)
i SSHEZIT Lica~y FEEIC KV EENFEI L2 L 2R LET,
Parameter | <unit-id> : R 7 A ID Z/rLFET, A¥ v 7 RMEHARFFIIEREINFETA,
Version 1. 04. 01
PPN NEL
SN

CRIT(2) System warm start (SSH)
CRIT(2) Unit 1, System warm start (SSH)

41.5 D4 —LRX%SZ— | (SNWP)

Log | BE s i
System warm start (SNMP)
B 24 7R
Unit <unit—id>, System warm start (SNMP)
Trap warmStart
HEEEE Critical (2)
SHEH probeResetControl 7Y = 7 k% warmBoot (2) IZFRET S SNMP HREIC L HEE L H
Eh L= xR LET,
Parameter | <unit-id>: ARy 7 A D ZRLET, A¥ v 7 REHRKIRRINERE A,
Version 1. 04. 01
PPN N
o 7 F Rl
CRIT(2) System warm start (SNMP)
CRIT(2) Unit 1, System warm start (SNMP)

41.6 O—J)LFRA—F

Log B R v 7 HEE
System cold start
B ¥y 7R
Unit <unit-id>, System cold start
Trap coldStart
HEE Critical (2)
B BIRAE OBABIC LV EENEE L2 Z L 2R LET,
Parameter | <unit-id>: R> 7 A ID&ZRLET, A¥ v 7 REARFETRRINET A,
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Version 1.03.01
S rg
0 7 R

CRIT(2) System cold start
CRIT(2) Unit 1, System cold start

41.7 3—JL KX 42— | (SNMP)

Log System cold start (SNMP)

Trap 2L ¥SNWP IC kD a—b PR X — MERRFHT, EEERA I D720, EEik
\Z b7y T IANE]

HEE Critical (2)

SHEH probeResetControl 7Y = 7 F % coldBoot (3) IZFRET S SNMP HREIC L HEE N H
EE L2t E R LET,

Parameter | 73 L

Version 1.04.01

PPN RNEL

= 7 F ol

CRIT(2) System cold start (SNMP)

41.8 CPU (5t & 5 Bt E)

Log | BE s i
System re—start reason: CPU Exception
B XX 7 RERR
Unit <unit-id>, System re—start reason: CPU Exception
Trap warmStart
HEE Emergency (0)
B CPU Bsh Ztidkn LTzizsd, #1772 Z L 2R L £ T,
Parameter | <unit-id> : Ry 7 X ID /R LET, A¥ v 7 RKEHFIIFRRINLEEA,
Version 1.03.01
*FIE LFov 72 lAa L, AR— MRHSEDETEMTEIN,
* show environment
* show unit
e show logging all
e debug show cpu utilization
e debug show error—log
» show tech—support
1 7 F R

EMER (0) System re-start reason: CPU Exception
EMER(0) Unit 1 System re—start reason: CPU Exception

1.9 VI rox7EMERERMNICK 5BEE

Log

W JERZ 7R

System re—start reason: System Fatal Error

| B AR 154
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Unit <unit—id>, System re-start reason: System Fatal Error

Trap warmStart
HEE Emergency (0)
A VTN = TEEORE AR L0, BREhE{Tom 2 EERLET,
Parameter | <unit-id>: Ry 7 XA IDEZ/RLET, A¥ v 7 KREHARHIRRINEREA,
Version 1.03.01
*F it UTor 728450, AR— bSO E TEM TSN,
* show environment
* show unit
e show logging all
e debug show cpu utilization
e debug show error—log
e show tech—support
= 7 F R

EMER (0) System re-start reason: System Fatal Error
EMER(0) Unit 1 System re—start reason: System Fatal Error

N.10 DAY F R TERA4T—IC L 5BEED

Log | Qe R iy
System re—start reason: Watch Dog
| W R 159
Unit <unit—-id>, System re-start reason: Watch Dog
Trap warmStart
HEE Critical (2)
LA VA F Ry 7 E A ~v—REIC LV EENFEER L2 2R LET,
Parameter | <unit-id>: Ry 7 XA IDEZ/RLET, A¥ v/ KREMARHIFRRINEREA,
Version 1. 04. 01
PPN DLFoa 72845 L, AR — FRPSED £ THEMALTEIN,
* show environment
* show unit
e show logging all
e debug show cpu utilization
* debug show error—log
e debug show wd—error-log
e show tech—support
1 7 Kl

CRIT(2) System re-start reason: Watch Dog
CRIT(2) Unit 1, System re-start reason: Watch Dog

N1 SRTLAE)—ERBEEICK SBER

Log W IERZ o 7 iEE

System re—start reason: CPU Protect

| I R 151

Unit <unit—id>, System re-start reason: CPU Protect
Trap warmStart
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HEE Critical (2)
A AEOS-NP7000 Ver. 1.08.02 LA TiX, A7 &5 XA E U — (SYS_MEM. SYS_HUGE .
SEC_MEM, ZDMEEHRGGEDOAEY —) ZFD M TH I LN TERVIRED 1 i
Tl eBmmlicZ &iZhy, EBENFES LI L2 LET,
AEOS-NP7000 Ver. 1.08.02 X W RidD /N — 3 > TlL. cpu—protect system—memory
limit-check fault-action reboot =T~ ROMEREIZ LD, EENFHEE L2 & AR
LET,
Parameter | <unit-id> : R 7 A ID Z/rLFET, A¥ v 7 REHARFFIIEREINFETA,
Version 1.05.01
PPN PTFou 728G L, iR — MHeE O E CiEfF <72 a0,
* show environment
* show unit
e show logging all
e debug show cpu utilization
e debug show error—log
e show tech—support
EE N
CRIT(2) System re-start reason: CPU Protect
CRIT(2) Unit 1, System re-start reason: CPU Protect

f1.12 AT LIRBIER

Log System status goes normal.

Trap npSystemStatusNormal

HEE Notification (5)

8 AT BREENEFICR -T2 LR LET,
Parameter | 72 L

Version 1. 04. 01

PPN AN

1 7 K

NOTI(5) System status goes normal.

41.13 PRATLIRERE

Log System status goes abnormal.

Trap npSystemStatusAbnormal

HEE Emergency (0)

B VAT MRBICHEREAE L AR LET,
Parameter | 72 L

Version 1.04.01

S D S 7o B 2 — RICs U ORI < 72 S U,
2 7 R

EMER (0) System status goes abnormal.

41.14 SR TLREDEIL

|Log

lUnitZ<unit—id> System Status Code is changed ({failure—code>—<failure—code>)
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Trap npSystemStatusCodeChange
HEE Warning (4)
B EEICLo TSN EEa— RREREINZ 2R L ET,
Parameter | <unit-id> : R 7 A ID ;R L E T,
{failure—code> : FEIZ Lo T I -EEa— 2R LET,
e T RTDbit=0 (0x00000) : IEF {RAE
* bit[8]=1 (0x00100) : FEJF D=
« bit[10]=1 (0x00400) : 7 7 > DEE
« bit[11]=1 (0x00800) : yiJEH 5
bit[14]=1 (0x04000) : SW-LSI D AE Y —x=F —
bit[15]=1 (0x08000) : SW-LSI DEIHREER AE Y —oL F—
bit[16]=1 (0x10000) : SW-LSI ® AEJ —xF— (I\— Kz TF—)
bit[17]=1 (0x20000) : SW-LST DEIHAERAET —=TF— (/— =T —)
Version 1. 04.01
PPN IR, 772, FEREEICEGARELESES., B, BE 77 U OMENEZ B
F7, BIFEROMGIREERESRDI., 7 7 v ORISR A HER% ., BRENHUTYFR—
KIS MICBRWEDEL ZE W,
Ll ST nEEa— RRH A snizBae, "~ RU = TEEOREENH 5 7
B, PR — PSR DICBEWADEL ZE 0,
o 7 F Rl

WARN(4) Unit:1 System Status Code is changed (0x00000-0x20000)

.15 ZRIDARE Y F—N—2J0—

Log Task Stack Over flow: Unit <unit—id>. Task: <{task—name>
Trap L
HEE Alert (1)
AiH BRI DAR o7 A —N"—=T =N gL LR LET,
Parameter | <unit-id>: R > Z7 A ID Z/xLET,
{task-name> : A —N—T O —LImH AT L ERLET,

Version 1. 06. 01
Xt UTFor 7 %845 L, AR— bSO E TEM S EEN,

* show environment

* show unit

e show logging all

e debug show cpu utilization

* debug show error-log

e show tech—support
= 7 F R

ALER(1) Task Stack Over flow: Unit 1.Task: SYS_Ctr
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42 Telnet

42.1 Telnet O 4 4 VETH

Log [VRF <vrf-name>] Successful login through Telnet (Username: <user—name>, IP:
{client-ip>)

Trap L

HERE Notification (5)

A AAA BEREMNERN 235G 0D, Telnet TOR I A I LTZZ & &R LE T, AA BEREDS
Bhiegaou 74 Ul Z1I3AMA BEZRL T EE0,

Parameter | [VRF <vrf-name>] : VRF f > A ¥ L A& %, ~x LE 3, VRF R£HEHR IR RINETE A,
{user-name> : T—H—HEZRLET, I A VR —F—HE AT HUNEDRU
RENH — 2 DAL, 2—H—41% “Anonymous” 2720 £9°,

{client=ip> : 7 IA T FDIP T KL RA&ZRLET,

Version 1.01.01
1. 06. 01 : <vrf-name>/X7 A —& — %8/

*Fhin B

o 7 K

NOTI (5) Successful login through Telnet (Username: example, IP: 192.0.2.100)
NOTI (5) Successful login through Telnet (Username: example, IP: 2001:db8:10::100)

42.2 Telnet O 4 L &Bk

Log [VRF <vrf-name>] Login failed through Telnet (Username: <user—name>, IP:
<{client-ip>)

Trap L

HEE Warning (4)

BRG] AAA FEREDN BN 72455 D, Telnet TOR T A NRIMLTZZ E&A/RLET, AAA BEREDN
BN BEE0a 7 A4 U HKia 713 AMA FEEZ BB LT EE N,

Parameter | [VRF <vrf-name>] : VRF f > A & L A& %~ L ¥ 9, VRF REHRIIR RTRINETH A,
{user—name> : T—H—HEZRLET, I A VRIZZ—F—HE AT HUNEDR
RENH = DAL, 2—H—41% “Anonymous” 2720 £9°,

{client=ip>: 7 7A TV RO IPT KL AZRLET,

Version 1.01.01
1.06. 01 : <vrf-name>/X7 A —H —Z B/

%t s RE, 22—V =4, NAT—RKPBNELWMHHERL T ZE,
access—class a2~ REFEHTLHE. 77947 8D IP 7 RLARIZL DT 7 & AHIE
MNAHETT,

2 7 K

WARN(4) Login failed through Telnet (Username: example, IP: 192.0.2.100)
WARN(4) Login failed through Telnet (Username: example, IP: 2001:db8:10::100)

42.3 Telnet A4S 7™ b

Log

[VRF <vrf-name>] Logout through Telnet (Username: <user—name>, IP: <client-—
ip>)
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42 Telnet

Trap L

HERE Informational (6)

2B Telnet t v v arvhnbus 7y hLizZtarLET,

Parameter | [VRF <vrf-name>] : VRF 4 > A ¥ L A& %A~ LE 7, VRF £HEHARFIIERINETE A,
{user—name> : L —HW—FERLET, B A V2= =L B2 AT T DHHLEDRN
RENH = DAL, 22— —41% “Anonymous” 272V £97,

{client=ip> : 7 FA TV FDIP T RLAZRLET,

Version 1.01.01
1.06. 01 : <yvrf-name>/XT X —H& —ZBH0

PPN REL

2 7 o

INFO(6) Logout through Telnet (Username: example, IP: 192.0.2.100)
INFO(6) Logout through Telnet (Username: example, IP: 2001:db8:10::100)

42.4 Telnet €ty a V2L LTIk

Log [VRF <vrf-name>] Telnet session timed out (Username: <user—name>, IP: <client-
ip>)

Trap L

HEE Informational (6)

LA Telnet By v a v BNEZA LT T LD EBRLET,

Parameter | [VRF <vrf-name>] : VRF A > A% L A4 %R L £9, VRF RFEFARIFR RENEE A,
{user—name> : L—H—HEZRLET, BT A U= =K EANTDLLEDRN
RENRZ— O AIE, = —%—4 1% “Anonymous” (2720 £,

{client=ip> : 7 FA 7 FDIPT FL A& R LET,

Version 1.01. 01
1.06. 01 : <vrf-name>/37 A —4& —% B/

Xt B

SN
INFO(6) Telnet session timed out (Username: example, IP: 192.0.2.100)
INFO(6) Telnet session timed out (Username: example, IP: 2001:db8:10::100)
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43 Temperature

43 Temperature

43.1 RERFERA

Log Unit <unit—id>, Sensor: <{sensor—-id> detects abnormal temperature <degree>C
Trap npTemperatureWarning
HEE Critical (2)
FLEA ANRIRED, EEOIERFEED FR2EH LS @22t a2RLET,
Parameter | <unit-id> : R"v 7 A ID /xR LE T,
{sensor-id> : B ¥ —ID Z /R L £,
{degree> : ADREZ R L F T,
Version 1.01.01
P TEE D OBREE /82 MRl U C, ANVKUREE Z 8 EB FEE (0~45°C) OHEIFHNIZFHIE
LTL7EEN,
o 7 F
CRIT(2) Unit 1, Sensor: 1 detects abnormal temperature 56C

43.2 RERFEDHEIA

Log Unit <unit—id>, Sensor: <sensor—-id> temperature back to normal
Trap npTemperatureNormal
BEEE Critical (2)
Bl WEE =R IEFIRE~OEIBZRIM LI 2R LET,
Parameter | <unit-id> : R 7 A ID /xR LFE T,
<{sensor—id> : B P —ID Z R L ET,
Version 1.01.01
X i NEL
1 7 R

CRIT(2) Unit 1, Sensor: 1 temperature back to normal
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44 BJ5m Y > 7 kil (ULD)

44 MY 7 #&HE (ULD)

44.1 ULD BREEIC K S EAM ) U 1RA

Log ULD <interface—-id> is detected as unidirectional link
Trap L

HEEE Warning (4)

A AVHF—T 2 —ATHEFMY I B3RSzl EERLET,

Parameter | <interface-id> : LG U > 7 RSN TNEA X —T = — A% R L ET,

Version 1.01.01

PSP SHAIEE DR — FRIE, AT —H A, BIOMBEREAMHERL TIEEN,
=7 ANl

WARN (4) ULD Portl1/0/1 is detected as unidirectional link
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45 VRRPv2

45 VRRPv2

45.1 VRRPv2 Master I[Z&#

Log VRRP: vrid <vr-id> state change to master on vlan <vlan—-id>
Trap vrrpTrapNewMaster
HEEE Warning (4)
A RAENL— 2 —DIREENR, v~ A X =T bl Z L xR LET,
Parameter | <vr-id> : kAL —% —1ID Z/ R L £ 7,
vlan—id> : ARAEN— & —NHARIZ 5 VLAN 2R LT,
Version 1.01.01
AT P
= 7 FoR
WARN(4) VRRP: vrid 1 state change to master on vlan 10

45. 2 VRRPv2 Backup [Z&%%

Log VRRP: vrid <vr-id> state change to backup on vlan <vlan—-id>
Trap L

HEE Warning (4)

BRG] A — 2 —DARREDS, N 7T v FNE b2 LR LET,
Parameter | <vr—-id> : fifi/L—% —ID Z/r L £ 7,

<vlan—id> : fAEL— & — D EMEIC T 5 VLAN Zor L £,

Version 1.01.01

S R
e TN

WARN(4) VRRP: vrid 1 state change to backup on vlan 10

45.3 VRRPV2 2457y FOF T v VY LT S5—

Log VRRP RECV[Hello]: Dropped — bad checksum ({vr-id>/vlan <vlan—id>)
Trap L
HEE Warning (4)
] ZELET RREALZA L M A =V DF = v 7Y T —hRmLET,
Parameter | <vr—-id> : f#B/L— &% —ID Z/;R L E T,
<vlan—id> : AR — & — D EAIZ T 5 VLAN 2R L E T,
Version 1.01.01
P ALEE B X ONHAZEE O VRRP HEREICEA T AR E 2R L T 1230,
N7y Ry FF ¥ —I2E D VRRP Hello /%% v hOHE 2T, BEAELZHEZRL T
TZEWY,
=87 ANt

WARN (4) VRRP

RECV[Hello]: Dropped — bad checksum (1/vlan 10)
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46 VRRPv3

46 VRRPv3

46.1 VRRPv3 (IPv4) Master |Z2%

Log VRRPv3 IPv4: vrid <vr—-id> state change to master on vlan <vlan—-id>
Trap L
HEEE Warning (4)
A AR IPv4 VRRPV3 L— X —DIRFEN, v~ A F =l Eb >/ Z L am LET,
Parameter | <vr-id> : VRRPv3 {48/ —% —ID Z/R L £,
vlan—id> : ARAEN— & —NHARIZ 5 VLAN 2R LT,
Version 1.01.01
AT P
= 7 FoR
WARN (4) VRRPv3 IPv4: vrid 1 state change to master on vlan 10

46. 2 VRRPv3 (IPv4) Backup I=&%&

Log VRRPv3 IPv4: vrid <vr-id> state change to backup on vlan <vlan—-id>
Trap L

HEE Warning (4)

Bl AR TPv4 VRRPv3 /L—& —DARAEN, Ny 7T v I E Lo R LET,
Parameter | <vr—id> : VRRPv3 {48/ — &% —1ID Z/r L ¥ 7,

vlan—id> : ARAEL— & — 3 RIRIC S 5 VIAN 2R L £

Version 1.01.01

S R
e TN

WARN (4) VRRPv3 IPv4: vrid 1 state change to backup on vlan 10

46.3 VRRPV3 (IPv4) ZfENT Y FDF v IO Y LI S—

Log VRRPv3 IPv4 RECV[Hello]: Dropped — bad checksum (<vr—id>/vlan <vlan-id>)

Trap L

HEE Warning (4)

LA ZA5 L7= IPv4 VRRPV3 7 RARX A XA N A v —VDF 2w /LT —% R LE
R

Parameter | <vr—id> : VRRPv3 {48/ — &% —1ID Z/r L FE 7,
Kvlan—id> : AL — & — 3 AR5 VLAN Z2or LE T,

Version 1.01.01

PPN ALERE 3 X OS2 E O VRRPY3 #EREICBI T 2 E A MR L T 728\,
Ry Ry T F—I2L 0 IPv4 VRRPv3 Hello /3% v s D& Zal~, b A M 4
RLTLEEN,

=874 ANl

WARN (4) VRRPv3 IPv4 RECV[Hello]: Dropped — bad checksum (1/vlan 10)
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46 VRRPv3

46.4 VRRPv3 (IPv6) Master [ZZEF

Log VRRPv3 IPv6: vrid <vr—id> state change to master on vlan <vlan—-id>
Trap L
HEEE Warning (4)
A A8 IPv6 VRRPVS /L— & —DIRREN, v~ AX —IZED-TeZ LR LET,
Parameter | <vr—id> : VRRPv3 {48/l — & —ID Z/r L £,
vlan—id> : fRAE N — & — D HEMEIZ 5D VLAN 2R L E T,
Version 1.01.01
*F AL
= 7 FR b
WARN (4) VRRPv3 IPv6: vrid 61 state change to master on vlan 10

46.5 VRRPv3 (IPv6) Backup I=&%&

Log VRRPv3 IPv6: vrid <vr-id> state change to backup on vlan <vlan—-id>
Trap L

HEE Warning (4)

FLEA A8 TPv6 VRRPv3 /L— X —DIARTEDN, Ny 7T v FIE b o722 LR LET,
Parameter | <vr-id> : VRRPv3 {548/l — % —ID Z /R L ¥ 7,

<vlan—id> : AL —H — 3 HARIZ T D VLAN 2R L ET,

Version 1.01.01

PPN =
aE -

WARN (4) VRRPv3 IPv6: vrid 61 state change to backup on vlan 10

46.6 VRRPv3(IPv6) 2{F/ X7y FDFz v I B LI S5—

Log VRRPv3 IPv6 RECV[Hello]: Dropped — bad checksum (Kvr—id>/vlan <vlan-id>)

Trap L

HEE Warning (4)

B ZA5 L7z IPv6 VRRPV3 7 RANZ A XA N A v bE—VDF =y IV A=T—% R L E
R

Parameter | <vr—id> : VRRPv3 {48/ — &% —1ID Z/r L FE 7,
<vlan—id> : (FAB/L— 2 — D3 A2 5 VLAN 2R L9,

Version 1.01.01

PPN AIEE 3 KO3 {E 0O VRRPv3 BEREICRE T D E A e L T 7280y,
XAy "y 7 F—I2X Y IPv6 VRRPv3 Hello /X7 >y FOHE 2, BEG 82
RLTLEEN,

v 7 R4

WARN (4) VRRPv3 IPv6 RECV[Hello]: Dropped — bad checksum (61/vlan 10)
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A7 AT K AE Y —fifi I REE W

4] DRTLAE)—FEREER

4.1 SRATLAEYY—EREOL EMEEB

Log AEOS-NP7000 Ver. 1.08.02 L&
Unit <unit—id> Memory pool <name> utilization exceeded <percentage>
AEOS-NP7000 Ver. 1.08.02 LV RijD/X—T g
Unit <unit—id> System memory <code> utilization exceeded <{percentage>
Trap npMemoryUtilizationRising
HEE Warning (4)
B VAT AT Y —{EHFKN . cpu—protect system—memory limit—check threshold =<
VRTHRELLLEVWEZBZZZE2RLET,
Parameter | <unit-id> : R 7 A ID ;R L E T,
<name> : FED VAT LAAE ) =L ZE R LE T,
{code> : HEFEIZL > TR SN fEE=— RERLET,
« bit0 (0x001) : SYS_MEM
« bitl (0x002) : SYS_HUGE
« bit2 (0x004) : SEC_MEM
{percentage> : VAT LAAETY —DOHMHEO L ZWMEM) 25 LTS,
Version 1.05.01
1.08.02 : =7 DL, B L VKcode>/XT A —H —Z%<name>/XT A — X — (A K
R RN
2 7 K

AEOS-NP7000 Ver. 1.08.02 LAR%
WARN(4) Unit 1 Memory pool ssl_lib utilization exceeded 95%

AEOS-NP7000 Ver. 1.08.02 X 0 ffio/8— 5>
WARN(4) Unit 1 System memory 0x2 utilization exceeded 90%

41.2 DRATLFE) —ERHMREICSL SBER

Log AEOS-NP7000 Ver. 1.08.02 LLF&
Unit <unit—id> System restart due to memory allocation failure <name>
AEOS-NP7000 Ver. 1.08.02 KXV RijD/NN—T g >
Unit <unit—id> System restart due to memory allocation failure <code>

Trap L

HEE Emergency (0)

A AEOS-NP7000 Ver. 1.08.02 LARE Tlix., A7 A A E Y — (SYS_MEM, SYS_HUGE .
SEC_MEM, Z DfEEFRGROAEY —) ZHFIV Y TDHZ LN TERUVIREED 1 43y
THEIs, HEPHEM L2 RLET,
AEOS-NP7000 Ver. 1.08.02 X Y RidD/X— < 3 > TlX. cpu—protect system—memory
limit-check fault-action reboot =~ FOMEEIZ LV, HEENFHES L2 & 2R
LET,

Parameter | <unit—id> : R 7 A ID ZR L ¥ 9,

<name> : XIEDV AT AAEY =& R LET,
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A7 AT K AE Y —fifi I REE W

{code> : HEEIZ L > T ENEEa— NE2RLET,
« bit0 (0x001) : SYS_MEM
« bitl (0x002) : SYS_HUGE
* bit2 (0x004) : SEC_MEM

Version

1. 05.01
1.08.02 : <code>/NT A —H — % <name> /N T A — X — | H | cpu-protect system—
memory limit-check fault-action reboot &< KHIFRIZEE 9 {EIE

JX“'J' it

DFov 72830, AR— MRHSED ETEMTEIN,
* show environment
* show unit
e show logging all
e debug show cpu utilization
e debug show error—log
e show tech—support

B 7 3l

AEOS-NP7000 Ver. 1.08.02 A&
EMER(0) Unit 1 System restart due to memory allocation failure SYS_HUGE

AEOS-NP7000 Ver. 1.08.02 L 0 #fioD/8— = >

EMER(0) Unit 1 System restart due to memory allocation failure 0x2
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48 CPU fifi FH =REE 1R

48 CPU s FF

EEHR

48.1 CPU EAED L E LMERER

Log CPU utilization has exceeded the threshold (before <before-value>, current
{current—value>)

Trap npCpuUtilizationRising

HEE Warning (4)

A CPUBEIRBIRE L LEWVMEZ ERI>72 2 & 2R LET,

Parameter | <before-value> : Hi[EIDEEM ¥ A I 7 TD CPUEHZE %) Z R LE T,
{current-value> : SREIOERZ A I 7 TO CPUREHARG%) 2:r LET,

Version 1. 06. 01

*F it B

1 7 K

WARN(4) CPU utilization has exceeded the threshold (before 99%, current 100%)

48.2 CPU ER*=NDEIH

Log CPU utilization has become less than the threshold
Trap npCpultilizationFalling

HEEE Informational (6)

LB CPUMEHSRARELIZ L EVMEZ T~ Z & 2R LET,
Parameter | 72 L

Version 1. 06. 01

*F it L

1 7R

INFO(6) CPU utilization has become less than the threshold

48.3 CPU5E/\T7 v FDZEL— MIFIDTET

Log CPU dynamic receive rate suppression finish (start time:<date—time>, minimum
rate:<{rate>pps)

Trap L

HERE Debugging (7)

BB E LT BEERIMR O Y CPU EHSRAY 99%LL Bz 72 » 72728, CPU %8/3%7 v b D5
U— MK TOR TV Z 2R LET, 2B, 2o ZIXEEGRIEO¥Y) CPU £ H
R 9ARLL FIZ/2 Y, CPU 5837 > hOZE L — MIHIZE T LIERER TSN E
R

Parameter | <date—time> : CPU %G/ 3% v F D {Z L — NINHI 2 BAAE S U= e (f5] @ 2019-12-31
23:59:59)
{rate> : BXE SN T2/ L— bk (f : 1000)

Version 1.07.01

it s ARG

=87 ANt

DEBG(7) CPU dynamic receive rate suppression finish (start time:2022-03-12 23:26:18, minimum
rate:2000pps)
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