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B )L—T 1 AccessDefender TEREMNZET ., AccessDefender TIERT 3T IL—T(FUTDES
NTY,

1064

TD61-6303P




58 6 #® AccessDefender
1. AccessDefender MDHEEEREA

£ 1-9 ipv6-disabled A7°> 3 >{ERIED AccessDefender THERYT32)L—T (NP2100)

e iz BARIOSA 7> MY
1 AccessDefender SIEIFE | (78)
2 AccessDefender SR 1| (£WAZE)
3 AccessDefender Sl 11l (47R)
4 FEET 177> b (wR) 1~256 051472k
5 REUSAT A (ER) ! 257 ~512 547>k
6 BEOSAT> A (ER) ! 513 ~ 768 U517 >
7 REOSAT7Y A (ER) 769 ~ 1,024 S5 7>

*1: RASEOSA 7> MEZFIRI D LT, KMERIIL-T(CTDZENTEFT . KMEATIL—
T(&. B \AJCAEEN T IR U X MEREIRETRATEF Y,

ipv6-disable A>3 > & {ERH U/RL\T total-client N> REFAMED 768 TRE LIZHBE(C(E.
7 @D )L—Th' AccessDefender TIERA=MNFE I, AccessDefender TEARAT DI IIL—FFUATDED
NTY,

#+ 1-10 AccessDefender TERY9 32J)L—° (NP2100)

P iz BARI S T7> MK

1 AccessDefender HlIfEIFE | (w7R)

2 AccessDefender FIfHA Il (7E)

3 AccessDefender FIFEHIF 11l (W42R)

4 OS> MR (wiA) 1~256 051477 b

5 L1707 b (IPv6 77 RL-R) B (wZA) 1~256 05172 b

6 RELUSAT A (ER) ! 257 ~512 54472k

7 REEOSAT7 A (ER) 513~ 768 STk

*1: BRAREEISA 7> hMEEFIRT 2T RMEAIIL-T(CTDIENTEFT . KMEAIIL—
T(&. PR \A/KAEEN T IR U X MEREIRE TREATEF Y,

NOTE. Web sBEEDIBE (& F06E/ 1/ CRERER EZFIAT BT, AT 51772 MR
Z512 547> MATICHREL. RE 1T —TFRERIIN—-T(CITDZELE2MELFT,

NOTE. 1> —J1—ACEICERREBMISA T MIZSREITBDCEBTEET, 1245 —
TJI—RACEICERKRBIHISAT > MIERET BICIE. max-client interface IV R%&
FERUEY,

DHCP X X—E > TEIROIREIR I S 1 7> FDOERERAEL 400 TI. NP2100 D DHCP X X—E>JT
400 OSA 7> MHIERSNITIREETIE, 6 BT IL—TH AccessDefender TIERASNET,
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1.7.6 FPOVAUZANIN—TERBKBIEISA T > ML (NP2000)

NP2000 T AccessDefender ZB3H(CF D&, HIFEABIIC 3BDIIL—T &, BEEISA 7> MNEIC L ~
AEDTI—THMERAESNET, total-client IV RERAMED 768 THREULEIES(ICIE. 7ED
2J)L—Th AccessDefender TIERENZET .

AccessDefender TERT3TIL—FIUTFDES DT,

#+ 1-11 AccessDefender TERY9 32 J)L—° (NP2000)

i R BATEISA 7> N

1 AccessDefender HIFEHIFE | (W2E)

2 AccessDefender HIfIF I (4ZA)

3 AccessDefender HIfIF Il (%)

4 RIS ME (wIR) 1~256 05172k

5 RIS 7> N (WA) 1~256 95147>k

6 BOSAT7>NE (ER) 257 ~512 9544 7> k

7 BEOSAT7NE (ER) ! 513 ~ 768 US> k

*1: RAFREEISA 7> MEzHIRT DT RMEAIIL-T(CTRDIENTEET . KMEAIIL—
T(&. I \A/AEENC T IR U X MEREIRE THEATEF Y,

NOTE: Web sBEEDIBE(E, F05L/ 1/ CREREREZFIA T B2H(C. AT S 177> MR
Z512 547> MATICHREL. RE 1T —TFRERIIN—-T(CITDZELEMELFT,

NOTE.: 1> —J1—RACEICERREBIMISA T MIZSREITDCEBTEET, 1245 —
TJI—RACEICERKRBIISA T MIERET BICIE. max-client interface IV R%&
FERUEY,

DHCP X X—E > TEIROIREIR T S1 7> FDOERERAEL 400 TI. NP2000 D DHCP X X—E>JT
400 S A 7> MIBRESNIZIREET(E. 6 BlDT)L—FH AccessDefender TIERHENZE T,

1.7.7 FPOVAUZAMNIN—TERBKBIEISA T > M (NP2500)

NP2500 T AccessDefender ZB3H(CT D&, BIFABIC 3BDIIL—T &, BEEISA 7> MNEIC L ~
4EDTIL—-ThMER=NET,

NOTE: NP2500 D 1.11.01 BB T(&E. total-client N> R®D ipv6-disable A>3 >%H
IR—=bULTVWET,

NP2500 T(&. ipv6-disable A7 3> %A LT total-client INX > REE T DHEEIE. &K
1,024 FTHETEZEY, ipvb-disable AT> 3 > ZFEA LR T total-client AN REKTET D15
Bld. ZK768 FTHECEEI,

ipv6-disable /\S X —4 —Z48TE UTZIHZA (. IPv6 7 RLASREERD 7 O RAUX hDUY — X B FHY
SNRRLIBEDET . COHBEKIPVE 7 RLRREEADY Y —XMMER /R 12D Tz, IPve 7 RLX(C
KBTI — MO AEEMERTETE A

ipv6-disable A>3 > Z{FHA U T total-client AN RZERAMED 1,024 THRELUEHBE(ICE 7
B2 IL—TH AccessDefender TEFENZE I . AccessDefender TERTDITIL—FFUTDES
NTY,
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e iz BARIOSA 7> MY
1 AccessDefender SIEIFE | (78)
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3 AccessDefender Sl 11l (47R)
4 FEET 177> b (wR) 1~256 051472k
5 REUSAT A (ER) ! 257 ~512 547>k
6 BEOSAT> A (ER) ! 513 ~ 768 U517 >
7 REOSAT7Y A (ER) 769 ~ 1,024 S5 7>

*1: RASEOSA 7> MEZFIRI D LT, KMERIIL-T(CTDZENTEFT . KMEATIL—
T(&. B \AJCAEEN T IR U X MEREIRETRATEF Y,

ipv6-disable A>3 > & {ERH U/RL\T total-client N> REFAMED 768 TRE LIZHBE(C(E.
7 @D )L—Th' AccessDefender TIERA=MNFE I, AccessDefender TEARAT DI IIL—FFUATDED
NTY,

#+ 1-13 AccessDefender TERYI 32— (NP2500)
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1 AccessDefender HlIfEIFE | (w7R)

2 AccessDefender FIfHA Il (7E)

3 AccessDefender FIFEHIF 11l (W42R)
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7 REEOSAT7 A (ER) 513~ 768 STk

*1: BRAREEISA 7> hMEEFIRT 2T RMEAIIL-T(CTDIENTEFT . KMEAIIL—
T(&. PR \A/KAEEN T IR U X MEREIRE TREATEF Y,

NOTE. Web sBEEDIBE (& F06E/ 1/ CRERER EZFIAT BT, AT 51772 MR
Z512 547> MATICHREL. RE 1T —TFRERIIN—-T(CITDZELE2MELFT,

NOTE. 1> —J1—ACEICERREBMISA T MIZSREITBDCEBTEET, 1245 —
TJI—RACEICERKRBIHISAT > MIERET BICIE. max-client interface IV R%&
FERUEY,

DHCP X X—E > TEIROIREIR I S1 7> FDOERERAE(L 400 TI. NP2500 @D DHCP X X—E>JT
400 OSA 7> MHIERSNITIREETIE, 6 BT IL—TH AccessDefender TIERASNET,
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E—DOFREHERTISA 7>~ | overwrite O O O O
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=192
B (CKRBR L= reauth - _ O _
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BRI ICHB T UR> bhso | reauth - - @) -
ISENTRN failure
(supp-timeo
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BEPEERFIC VLAN EEaNz | reauth vian - - O -
change
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Web FR5LE.

D07 NEEERGEE | SYSLOGER | MACEREE | 4—fmr | oo ooalX | DHCP R
. SR 2—E>D

DHCP H—/)\—h'5EIDHTS | release - - - O
NP 7RLASUU—ZEN
=
DHCP H—/\—h'5ZIDHTS | expire - - - O
Nz IP 7 RLRDY — ZEARIN
Uiz
ping O 7D hhRiTENZ ping - O - -

ping 979 b
BED IP 7 RLXFETD ICMP Echo Request. FE/Z(FHFED TTL (Time To Live) fE®D ICMP Echo

Request ZREBENZETDE. ENEXREULRIEEHISA 7> MO T I RIBILDICHETSE
F9, IP 7 RLRIBED ping OT 7D b=EBERNCTBIC(E. logout ping dst-ip N> RE(FEH
UET. TTLMEIBETED ping O 7D hEBRCTBIC(E. logout ping ttl ANV REFEAULET,
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1.9 O—=> g
D_E/O“*‘X‘LZ %ﬁ)‘ﬂ(u?%(‘: uhu /ﬁ%“g?’l/?\/ |\73"H:§W0)|_.| ubuEﬁEBuo)'ﬁﬂ@uhuE/ i_ h(:*é;
BLTHE. BEFIITDCERBELRMRGETCETET, O—I2JHEEBNICT BICIE. roaming
enable interface N> REFEAHAUET,
RH. O—Z>THEZBNCLTVWTSE. IO > UIEBROR— MU > O3 &, U
SO IUNCKBOTTIRMBELUET, COUIFIICKLBDOTT7 0 MNEERNCTBICIE.
logout linkdown disable interface N> RZFERAUETY,

1.10 SRSk 5147 > bOFIR
soRLIEE

RIERFRIIBRZZDIRT IS 7> Mo DFR5 2 — N (CIES TEET. etz —IFNCIESR IS
(ClX. access-defender deny AN RZFERAUEY,

TTL 15—

Web SR &S — MO T ASREECHNT, IBELRE TTLMED IP )4y MEREUIRIBEDH R % T8
EU. BEURE TTLIELNDBE(IFREEZIEE TEE T, CNUCKD., Ry NDO—DDREFICIG U T,
EREBIRTEEI, TTL J0J)LY—ZBR(C T DICIE. web-authentication ttl IN> RZE{EMH
UES

Web sBEERF DI 53A iR DHIFR

RADIUS B —/\—® Calling-Station-Id B4 Zi&E I &, EAT DIHEKRD MAC 7 RLR%Z&E, 1—H—
CECHBRTEET., CNICEKD, - -—NFaz=Z 19 (HFEIAALTHRKCLDAERY KD —2
NDTPIOCRZZEIETEET,

P, EEN RADIUS B —/\—(TiX{E9 B RADIUS &K/ \Urw MMCH TS Calling-Station-Id B 14D
MAC 77 RLRAFEER(FEETEET, TEXIE TXX-XX-XX-XX-XX-XX] (KXF. J\1A TXEID) (C
LTzD. Txxxxxxxxxxxx] (UINXZF, XEIDRRAL) (CLIEDTEEY. MAC 7 RLADEREZEETDIC
(. radius-server attribute mac-format I REFERAULET,
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1.11 AccessDefender OHIBREIAS KEREIA

AIv OHREE AccessDefender #EE & DHBIEDEREIR

5w OB T AccessDefender ZER 9 DIBETE. mARMI ST 7> MUIAAMYVF 1 ETD
BERDET, POTCRURXRDUY —RAEHRMTERUEWNEEF. XYY IEe S HATT
(C. EEBART AccessDefender #gEZER LT ZEULY,

AV Off%%" & AccessDefender #8E &~ DHA(CH LT, &2 DE%i¥®|ﬁ$E(a*729 EEMRIFUE
9, T, AT OERATRIHERDBRIT/ WV OT7v IR —EB(CHImESIN, /\wv
T TI RS —(FERIE SN TR SR DIBHRZRIFUE .

R Y IR CY R —RKBNFTI> LTHIDB DS EiFE&(F. w/\y o7y IRRS—EBBGN
REFUCUVVEIBIRZE(C U CERHREE DM FZ it L E T,

TJUIZThE— I*‘?J“ﬁ?ﬂ@X’S/“JO’f%ESZ"CT_c?Z/S’ EENMEBIBU TR —DYIDB OO FEE
LTemEE EBIRUEYRY —=E(CFIBMNTED TLRWZSH, BEDOFEENMRELIRDET,

BT =T 1T —RICHTDHIREIR
e R— M+ UF o —HEENBEINR— N T(E. AccessDefender (CKBREEIMHBTEEE A

Z2)\Z=>20wW)—ZO )L (STP/RSTP/MSTP/RPVST+) H&ifEL CTULBR— N TEREFEHAET D
CEFERYR— T,
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MAC EREEDREEE(C DUV TEHRBALE T,
REF: O~ > ROEFHICDWTIE, TONYRUDFZLRD #ZSBLTLIEEL,

2.1 MAC sREED¥EEEREA

MAC SREE(Z. TR ZFIF I DR 7E T I . KRemaPIARRDIHARD MAC 77 RL AZFIFAL T, 1IE
DGR TZFICABBRY RND—DOADVICAZHFUET, REEA T MAC ZZEE2BMET BDIC(E.
mac-authentication enable N> RZ{FERAULET . MACEEZBMNCT DA >HF—T 1T —ADs%
E(CIE. authentication interface AN RZFERAULZET,

MAC DI..DEEGDJ- -U: %(L_(Zﬂﬁﬁ*@ MAC I\[/Zb"fﬁﬁﬁénafa_ 777'-)[/ I\n _C(Et r/J\Y$ I:t).]
DXF=FERURWER () : aabbceddeeff) | A1 —H—%(CIRADET ., MACREECERT D 1—
Y2 TN EI DICIE. mac-authentication username mac-format 1< REFRAULE

ER

MAC REED/ AT — RlE. TITAILMEETEI—T-RBERUXFIMNMERETNE T, MAC FREED
JINAT— R%EETF I B(C(E. mac-authentication password IN > RZEFEHAULET,

I—Y—-BEXG/RXT— K%z RADIUS F£/Z(FO—HILFT —HIR—XTHZRL. SREEOMEZRE LE
ER

128, FEECKE LB ER. Discard ik & UC—ERE (T I7A4)L MEE(L 300 #) EFffenEd.
Discard ik & U CERSN TLDRIE. ZDHANSERD/ Ty bEZELTE MAC SREEFITH
NIWE=NFT.

2.2 MAC Z8EEDEREE I O—

J;{—F(:Z'__\g_} \09_\/0) MAC DL;DIE@DL;DIE?D_(LDL/\(DEEH ngsg_o
o« A4 F=ZwIVLAN ZFEHURWNGS
« 14 F =V VLAN ZFEHT BIHE

221 AAF=wvOVLAN ZERBURWNES

A1 F=w2 VLAN ZERURWVNEED, MAC SREIORIF JO0— 2T ICRUET,
2-1 8143 =w4 VLAN ZERURMEED MAC BIEDRIE I 0—
D547 b RADIUS t—/{—

PEs

OEBDIT L —LZ&iEh
®Jﬁﬁ3EFﬁl,\A1’)’e‘
< QERFEISE
@B
<
GiBSrIaE >
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2.2.2

HAF=wv2o VLAN Z{EATIIES

SA4F=wv O VLAN ZERT DIHE. FBHR— F(C(Jﬁaﬁi VLAN ZEIDHTTHETET . WEICIIL
TEMEE U T VLAN ID Mh@Exlenzizs DFREEBEH TS 77> MMIIBHRI Sz VLAN TRET

BDESICEDYTENET,
HAF=w2 VLAN ZERTDIHED. MAC IR JO—&2UTFICRUET,
2-2 814F=wv 4 VLAN ZEAETBIBED MAC B0 I 0—

D3AT> RADIUS & —/(—

a4x

DEBDIL — LS q
HEOWHFERETS VAN 2, | [QHRHNEDY >
5% VLAN © SEAIEHE VLAN e
CZE (F1FSvOVIAN | | g OFBILITE
N
p SBERL) (VLAN ID ZE)
OiE{EAE q

2.3 MAC RBEEDAT S 3 e

MAC REE(CRIET D AT g e = U FICRUE T .
. MAC DI..‘DIEODJ_ -U- %@H/_CDXLT:
 Discard Ik DEERIFHEERTE

e DHCP / \ob_‘y |\® MAC uL.\uIEB?gi“n
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23.1 MAC

SBEED1—Y —&ADRSERIE

MAC 25sED 11— —ZDR(E. UUTD 20 /N5 5EIRTEEFY, I—F—ZDOEXZERTEITD
(Cl&. mac-authentication username mac-format 1< > RZEFEHUET,

£ 2-1 MAC RS 1—Y—&ZDHER—E

ARXF/INXF XD XF XD XFE 51
INSCE none - aabbccddeeff (774l NETE)
hyphen (-) 1 aabbcc-ddeeff
2 aabb-ccdd-eeff
5 aa-bb-cc-dd-ee-ff
colon (:) 1 aabbcc:ddeeff
2 aabb:ccdd:eeff
5 aa:bb:cc.dd:ee:ff
dot () 1 aabbcc.ddeeff
2 aabb.ccdd.eeff
5 aa.bb.cc.dd.ee.ff
AXF none - AABBCCDDEEFF
hyphen (-) 1 AABBCC-DDEEFF
2 AABB-CCDD-EEFF
5 AA-BB-CC-DD-EE-FF
colon (2) 1 AABBCC:DDEEFF
2 AABB:CCDD:EEFF
5 AA:BB:CC:DD:EE:FF
dot () 1 AABBCC.DDEEFF
2 AABB.CCDD.EEFF
5 AA.BB.CC.DD.EE.FF

2.3.2 Discard ik DEFIFBIERE

Discard IR DESFREH (L. T I AL MEETIL 300 TY, Discard ifik& U CERSN TUL\D ISR
SRTFE I BDICIE. mac-authentication discard-time 1Y RZEFEHUET.
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SrLr==

2.3.3 DHCP I\sry h® MAC SBSERRIERTE

MAC ZEE=FIFLTWLWD &, DHCP H—)N\—h5 IP 7 RL X %=HE 9IS/ w &~ (DHCP Discover)
FREENMTIONE T, TDER. RADIUS H—/)\—HD'SEMES U T VLAN ID iY@ N/ZI84

THE MAC:
(&, DHCP B —/{—m5 IP 7 RL X ZEUS L TL\BEAR T VLAN ID AMIDED D, IP 77 RL XDEUS
(CKRBUFET,
2-3 DHCP J\srv b MAC RIIDMHRE L TWVWBIBEDTIO—
DHCP H—/t—
OSAT> RADIUS H—/{— (%)

®ODHCP Discover Zixit

ﬂ

QiR ADE
>
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<
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TNEEHTB(C(E. DHCP H—/){—m5 IP 7 RLRZEUST D/ hTIE. MAC SBEENTHONZN

KOICHELET (DHCP )\ bDBRIMETE) . DHCP /oy bDBRIMEEZITD (I,

mac-authentication ignore-dhep N> RZEFEHULET,
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Web SREFOHEREIC DULWTCERBALE T,
REF: O~ > ROFEHICDWTIE, TONY>RUD7ZLR] #SBLTLIESLY,

3.1 Web sBEEDHERESREA

Web B3E(E. 1—H—RAZFAT RS ECTT . ReHRRBRD 1 - — ARy ND—20 (T
HIBDAIC, I——BBLW/RT—RZAHUT, EROI—Y—-ZIFCHEBRY RDT—IOADF
DL RAZHUERT ., BREEWART Web sP5EZ2B{E T B(C(E. web-authentication enable 1Y
> RZEFERAUET, Web ZB5EZ2BMNCIT DA 2T —T 1T —ADKEICIE. authentication
interface N> RZEFEAULET,

Web REEFID Web B —/\—dD IPv4 77 RL- X/ IPv6 7 RL A Z5&TET DI (L.
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YT I BI(C(E. web-authentication http-port 1> RE/z(d web-authentication
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UwIU. BHRAHAHZITO TS0,

3-1914F =y VLAN ZERURMEED Web SBEEDEEE T O0—

DHCP 5 —/)\—
DSAT> N RADIUS H—/{— BE)

- - | |
<X T - ~
@ODHCP H—){—I(CIP 7 RL R&ZEK | |

(BREE) 1 ) CERENE)

P
< @DHCP 5 —/\—W\SIEMD IP| 77 RL A &ZIHE
B@Web FREEDFRIER—Z(C 77O R

(IPEEISA 7> hDBEE
BRI — )
>
< @FRER—
O1—Y—-T7HI> hBLY
JKRD—REAND
>
®I1——-Bunabht >
< QRESE
@®FREERRID
<
©@iB{Er]HE >

322 HA4F=ZvIVLAN ZEATIIES
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BEDIP 7 RLRZERK >
@DHCP 5 —/){—h'5
BEDIP 7 RLAZRE

<
@Web REFDFRIER—S(CT IR

>
< @RFENR—
O1—Y—THI> LU
JRT— REAN

>
IRDIHEFREZES S VLAN % ®I1—-Y—-Hu\ant >
#TE VLAN H 3@ N7z VLAN T

[CEE (H1F=wvZ VLAN) < (@FHIIVES

N\
< @FBEEAMIN (VLAN ID Z558)

ORI

@BED IP 7 RLADY — XAk
##iB#%. DHCP B—/\—(CIERD
IP 77 RL AZEK

>
@DHCP H—/\—h'SIEMRD IP 7 RLAZIHE

3.2.3 Web RIDEDLIEH

Web FBEER— MMTHWT, nu\uIEﬁ'J@gj/r) > "S5 HTTP/HTTPS UO IR haRET D L. IHE/N
v MME. UOIX hEREU Web FREER— MH\SEBXESNE T, TOBE. &S MAC 77 R
LREXETIP 7 RLRL (. UOTAN Ty bdd 1585 MAC 77 RL A EFESE IP 7 L] HYR

HA&Enzxz9d,
3-3 Web REEDIHEDHIAHM
A VLAN 100 Sy hT—2 {
T 192.168.100.100/24 ___,//
VLAN 10 VLAN 10 -
Fribnz o
mHTTP/HTTPS U TR BHTTP/HTTPS 5
58% MAC 77 RL-Z : [A] 584 MAC 77 RL- : PC-MAC
E{E7E MAC 7 KL : PC-MAC E{E7T MAC 7 RL-Z : [A)
EETTIP 7 RLZ : PC-IP EETIP 7RLZ : (B
5856 IP 7 RLZ : [B] 584 IP 77 KL : PC-IP
H l
T~
BBy M, UOTR MEREUERIA— M5
1P pCIP EEXELET. TOB. [RE7T MAC 7 RL XSRS
: TIP7RLR] (& USTIZN Wy k) 585 MAC
MAC : PC-MAC 7 RLREFSE P 7 RLZ] BMRASNET,
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3.3 EEIR—>USAIL I b

A—Y—NEREERID IS 177> MSERD Web B—/)\— (L7 IR LZEEC (REZFEHBL.
B®D URL (CX LT HTTP/HTTPS U TR MR ESNIc & E(0) . BEM(TEEF (M Web U —
IN=DFTER—Z(CUFA LI RTEFY., CNICEKD. I~ (T U TEREAR—>D URL Zi@H 9
DWENRLIRDIzH. FBHERY ND—DZXL—X(ICERTEFET.

CDUFA LD REMERT TAILNTEMEL. 1—H =M HTTP TP IR UBRICE HTTP, F/C
HTTPS TZ Ot X UTZBRICIE HTTPS MEBDFRIINR—(CUSAA LI hEnNET . UL T s
HTTP E/Z(E HTTPS DL\ NA 1 DICEFE LIZWNBE. /2398 Web H—/)\—(CERTE I BIBE(CIE.
web-authentication redirect url N> RTUSA LU NEDEEER—D URL BIBELE T,

NOTE. U4& A L2 REMENERDISEEIL. Web TS -4 S HTTP F/z(d HTTPS DiE
EETEIICKD T, FHENELUIKTITIaIEERNHDET,

NOTE: FREERIDI S AT > SISO HTTPS 7 OEREUS A LU M RHE(IC(FE. Web TS
DY — ([GEREIS — (CENIESHNFRRESNDIHBENHDFIN. ZNUIFHTTPS DAERRICLD
EDTY, FAZEITS—(CANDDIEENRRSNTE. Web I SO TR 9 D2 XY
BEICKD, FBEIR—Z(CUF AL T hENFET,
NOTE: #t&B Web B—/)\—(CUFA LT RTBRICUSF AL RFED URL Z FQDN THREL T
WBIHE(F. F05E/ /) CRHEREZEA LT, SMEBY —/)\—ADB(E/Z1F T/ < DNS D=/«
JIKRITBELICEHRELTLTZEN,

REINR—ZUSA LT RO T (CRUET .

q 3-4 FBEENR—Z VS A LD bOEWFH

08B Web B —)(—
https://www.apresia.jp/auth

77172 h S (P985 Web H—/(—) :
i https://192.0.2.100 }

OEBD URL AT IR

>

@RAF—HRX— R "302" ZIu&
(5 : https://192.0.2.100/
www/AuthLogin.html)

<

@ETE URL (f3l : https://192.0.2.100/
www/AuthLogin.html) N7t

v

@MNES Web 5 —)\—DEREENR— & HE

<

4458 Web U—/)\—%FIHY 3158

OFEBD URLAT TR

>

@QAF—HFR—R “302" ZIH&
(5 : https://www.apresia.jp/auth)

<
Q8T URL (f3ll : https://www.apresia.jp/auth) N7tz X

A 4

@FNEB Web B —)\—DRFENR—ZZIGE

<
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3.3.1

3.3.2

3.3.3

VSA LI NEMFZINICT BIBSDRE

web-authentication redirect disable <> RT. HTTP £/ HTTPS UL A1 L2 NElER
| TEET,

USAL Y MEDBEDBIEA—S% HTTP [CEET S HADRE
web-authentication redirect url N> RT. USA LU NEDREDZRE/R—% HTTP (C

BEETEET, HTTP (CEAE T BHBEF. USFAL I NED URL ZUTDLDICHELET .

http:// [web-authentication http-ip 1N > RODFEEME] : [web-authentication
http-port N> RODFEEME] /www/AuthLogin.html

A A Lo K5E%Z [http://192.0.2.100:8080/www/AuthLogin.html] (CERET DIHEDEERELLTIC
RUFET,
(config)# access-defender

(config-a-def)# web-authentication http-ip ipv4 192.0.2.100
(config-a-def)# web-authentication http-port 8080
(

config-a-def)# web-authentication redirect url http://192.0.2.100:8080/www/AuthLogin.html

NOTE: U& A LU NENEBEDZRIR—ZDIBED [/www/AuthLoginhtml] (&, FEEBEREBD

BN

NTEEZESBLTHED. BEECEFEFEA.

US4 LD MEDEEDRIENR—>% HTTPS [CEIET DIZSDRE

web-authentication redirect url N> RT. USFA LT NEDEBEDRIR—>% HTTPS (C
BEFETEEI ., HTTPS ICEAETDHEE(E. USFAML I MDD URLZUTORISICEHRELET,

X
https:// [web-authentication http-ip N> RODFEEME] : [web-authentication
https-port N> RODEEME] /www/AuthLogin.html

A A L2 &%= [https://192.0.2.100:8443/www/AuthLogin.ntml] (CERTET DIHEDRERIZELLT(C
~UET,
(config)# access-defender

(config-a-def)# web-authentication http-ip ipv4 192.0.2.100
(config-a-def)# web-authentication https-port 8443
(

config-a-def)# web-authentication redirect url https://192.0.2.100:8443/www/AuthLogin.html

NOTE: U& A LU NENEBDRIIR—ZDIHBED [/www/AuthLogin.html] (&, F=EREPD
REMBZSRBLUTHED, EETCETFHEA.

3.34 HTTP F7OFSEARKRTORER—VUSIILI

HTTP JOF3AFAEIE T HTTP JOF RO 7O 2 UA 1 L0 NI BT,

web-authentication redirect proxy-port AN REFHUETY,

NOTE: ZO+#RHD HTTPS 7R (FUSF A LU RTEEE A

NOTE. web-authentication redirect proxy-port 1< > RZEALT. Web 5D
OF3 US4 L0 MEgEEBMIC UEBRE. Web SO —DOFKET. USFA LT N
@D URL ZHIIMEE T DWENSHD KT,
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3. Web 25E

HTTP O+ EABIE TO. BAR—USA LD MOHIZETICRUET .
3-5 HTTP 2’ OF S ERBRIETODRIER—S U S 1 LU FOEMER

TDSAT> N

-

B Web B —)\—2FIA9 31548

OEBD URLATOFAEHTT IR

KB (R8P web B —/(—)
https://192.0.2.100 }

i

AMEB Web B —
https://www.apresia.jp/auth

J\—

>

@QRAFT—HRX—R "302" =&
(5 : https://192.0.2.100/
www/AuthLogin.html)

<

QHTTP JOF> & RHEE I (CHEE URL
(5 : https://192.0.2.100/www/
AuthLogin.html) N7 tX

>

@MAEB Web B —)\—DFREINR— 7 5HE

<

S8 Web b—)\—%FHBY 358

OEBD URLATOFAFH T IR

Q@RFT—HFRXO— R “302" ZIE&E

(5 : https://www.apresia.jp/auth)

>

<

GHTTP O+ & EME I (CIEE URL (il : https://www.apresia.jp/auth) ANF7OtX

>

@FMEB Web B — ) \—DEREEINR— S ZGHE

<
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3.4

SREEINR—Z DHRAIIA X

AccessDefender TERT DU TDFRANR—T(F, DRAIYAXTEET,
o OUAZESER—2

* SRELRRION—Z

o EREERAIN—

o OJ7I hRIINR—=

o OJ7J hKEAR—2

s USFALUBMRER—2

FTIAI RDOR—Z(CDNTIE. ERRICRRSNDFREINR—ZZHERLTLESW, ARIYA XU
uu\uIE/\ /% %(LRF?ZD(L(J copy :l?/ F%{ﬁﬁﬁbi?o 357:_\ ﬁﬁbt_uuuﬁ/\ /%ﬁ“ﬂ?@’
BI(ClE. access-defender erase AV RZEFAHULET . HIBREET IAIL MOR—HERSN
£9,

OJA>RADT A —LDFIEUTICRUET .

] 3-1 09414 >RADI #*—LDF!

<form method="POST" action="/cgi-bin/adeflogin.cgi"s>

<tables>
<tr><th width="184">User Account:</th><td width="220">
<input name="name" type="text" value="" size="30" maxlength="63"></td></tr>

<tr><th width="184">Password:</th><td width="220">

<input name="pass" type="password" size="30" maxlength="63"></td></tr></table>
<input type="submit" name="action" value="login">

<input type="reset" value="reset">

</form>

NOTE:. form %2 ® method E%% [POST] (CEHELZET,

NOTE: 1—H—2%ANITD3IA—LDname BE%E name] (Z. /SRT—REAHTS
JA—LD name @4z lpass] ([CERELET .

REF: nhnIEIDa_td)uhuftﬁ‘f;Eﬁﬁﬁﬁ'%iﬁAd)j# INCDUWTIZE. TAccessDefender MEREES
_ﬁJ @D I—Web nL,u nbuIEﬁ_tLiRh% J j&%ﬁ?bf(ﬁéb\o

F7z. AccessDefender TEFT DL R—>7 588 Web U —/)\—DIEEDR—= (Mg, 1—Y—
SEASMEINR—) ([CIBOIADCEETEXT, EREDOR—Z(TIEOADBS(E. 1—H— uunEFﬁ%ﬁB
R—= form 52D action [E@4% [http:// (AccessDefender F25EF IP 7 RL-X) © ((R— h&ES)
/cgi-bin/adeflogin.cgi] ([CERELE T,

AccessDefender R:EFE IP 77 RL- XA [192.0.2.100], R— ESH 80801 digE&OOT 1> HAD
TA—LDHIZEUTFITRUET,

& 3-2 091 >ADI #—LDF

<form method="POST" action="http://192.0.2.100:8080/cgi-bin/adeflogin.cgi">
<table>

<tr><th width="184">User Account:</th><td width="220">

<input name="name" type="text" value="" size="30" maxlength="63"></td></tr>
<tr><th width="184">Password:</th><td width="220">

<input name="pass" type="password" size="30" maxlength="63"></td></tr></table>
<input type="submit" name="action" value="login">

<input type="reset" value="reset">

</form>
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NOTE:. form &4 @ method ElE% POST] (CHRELET,

NOTE: 1—H—2%ANITD3IA—LDname BE%E name] (Z. /ART—REAHTS
JA—LD name @4z lpass] ([CERELET,

REF: 523E ID C E DB AR EER T DIHED T A —AICDWLTIE. [AccessDefender DEREES
Etj @D rvvebnuu nbquﬁ_tl_HQL§ %E%%ﬁ?lJ_Cu<7LE§L\o

SBEINR—SDHRAIRA X (BEHETRTR)

REIR—THEHGZFRRSE D EEARETT . MR- THEGZFRRSEDIHES. O—-HDILITSY
> 1 (CEH& T 7 1 )L%Z webpage-image & U TH&EIN T 2w ENH D F I . webpage-image (&
webpage-image01 H'5 webpage-imagel0 @ 10 EE THEMNTETE T, BB, BRI 71ILDOHAX
(F 1 T7AILIEDE L AF)A hRiEELTLTZS0N,

K 3-3EHRI 71JL (img7.gif) ZO—HIL TSV S 1IC webpage-image0l &UTIAE—T BIFDH

# copy tftp: webpage-imageOl

Address of remote host []? 10.249.234.137
Source filename []? img7.gif
Destination filename webpage-imageOl? [y/n]: vy

Accessing tftp://10.249.234.137/img7.gif...
Transmission start...

Transmission finished, file length 4807 bytes.
Please wait, programming flash.............. Done.

NOTE: BT 7 A ILZA&INT DRIIC. O—HILISYSACTDRESETEN DD EZHR
LTLIEEN,
NOTE: EH{§&T 7 )LO&MNEFIC. "webpage-image01” ~ "webpage-imagel0” &EWDEHRT 7
)% copy AR RTO—-DILI Sy CHIICOE-T DT EEPR—MULTVEEA.
W9, copy N> RTINS AXA—4—7% "webpage-image01” ~ "webpage-imagel0” Z1EE L T
BHRD 7 1 ILZA&H L T IZE 0N,
O—HILT S v (I8 LTz webpage-image ZERFER— (CRRSEBIC(E. <img src = “"> 5740
TI7AIIZEBELTIZE,

R 3-4 FBEENR—>TO—HIL TSV S0 webpage-image01 ZHRRF X TRRS BT DIBEDI D DI

<div style="text-align:center;">
<img src="/webpage-image0l">
</divs>
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3-6 EiffERREEIEOD 1 >R—SDH

APRESIA AccassDalandar

3.5 Web RBEEDAT S 3 > HnRE

Web RE(CEAE T DA TS 3 eI T (CRUE T,
e TTL I+« I)LF—

s HTTPEY>3>4514 L7 K

e Web FREED L E =0T 1 > H4kE

o Web RIIDARX—E>JTOF #ae

» Web F25EDY —/\—3itIAE LI EIRODZEE

o FEPAEESK EIWERRDIERK

@RI Web R5E—

351 TTLIAINHE—

Web SR &S — MO T ASREECHNT, IBELRE TTLMED IP )4y MEREUIRIBEDH R % Tl 48
EU. BEURE TTLIELNDBE(IFREEZIEE TEE I, CNUCKD., Ry NDO—DDREFICIG U T,
EREBIRTEEI, TTL I LY —ZBR(C T DICIE. web-authentication ttl IN> RZE{EMH
UESE

352 HTTPEY>3a>H4A4LT7D bk

Web F25E T HTTP 517> RRICFHSNIZ HTTP Ty 2 3 > EEHIRESNTLET, INRNTD
HTTP Ty > 3 >MEBETNTVDIHEE. FILWLWHTTP 354772 b Web 5RsEZRMIa TS FE A

TZT. —ERBIRENRVWHTTP ty > 3> zB8M (MU THRKRITDZET. FILLWHTTP S
47> b Web SR ERIE TEDRLDICLTWLET,

HTTP Y 3> D51 A7 NZRTET B(CIE. web-authentication http-session-timeout
ON> RZFERUET,
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3.5.3 Web BN LESZOD 1 ke

SREEBRH I TAT > MSREDZREINR—J(C P ORI D E BREIFERIARININR—
(login-success-page) b\ﬁméﬂiﬁ'b\ SREERRINNR—>TFR< OJ 41 >~_—= (login-page) %=
FRSETC, - -ROLEEOTAHTRBILDICEETCEET,

Web SRifD01—H —ZD FESOT 1> %2853 C I B(C(E. web-authentication overwrite
enable N> RZEFEHAUET,

3.5.4 Web BHDAR—E>DO7OF 1

LI SA 7> MMEELETOFS/R— MESZRHUTERD Web R—ZZ2BRUIEEE(C, &
BEUSA LD BZITHT, SEHN(CRIER—SZRRCEEFT, CNICELD, I-T—-(CHLTEE
DFPFENR—>D URL ZBH I DRENRL XD, Ry hD—0%Z XA L—X(CERTEETY.

JOF2R— hMESZRBELUTERD Web R—ZESRB Uz (. BREINICRIIR—Z2RRIT D
(C(E. web-authentication snooping proxy-port AN RZEFEHUETY,

3.5.5 Web SBEEDY—/\—EAE L ERDEE

> wphe

3.5.6

P N

Web F25EDT — )\ —SEAZE EMBREZEE I D EZUTICRUET,
NOTE: Web SREENERIIREETI(E. Y —/\—FIBAE EMESDHEIBR /Ao >0O— RIETEER A
NOTE. H—/\—iIBAE &WZROMm S %S D> 0— RIS &, show ssl https-certificate ]

Y2 R¢& show ssl https-private-key AN RICKRENET, FADHFY I > O— RUIIREE
TlIRMENEE A

LW —/\—SIBAE IR EHAEUET,

no web-authentication enable 1< > RT Web (RS =EMICLET,

access-defender erase ssl-files IV RT. BHEICAD>O—RUEY—/\—SIBEE SR
BEEBRUET,

copy {tftp: | flash:} https-certificate 1Y > K. copy {tftp: | £flash:}
https-private-key N> RT. TFTP £/2(X SD H— RMS#FHLWWH—/\—SIEAE B E ST T
I:I_ '{big_o

web-authentication enable N> RT Web SREEBEMICLET,

SEBAEE SR & W EETRDIFRY

FUWY—/(\—SEBAZDIEM(C(E. =ETIERUZ CSR GEAZERER) LMEBRZHAIDLEE
TEXI, KETIEHUZ CSR GEAZZBRENR) LERZEE E(CH—/\—SIREZFRT D552
PFICRUET,

ssl gencsr rsakey 1N RT CSR (GEFAZEEBREK) LWEHEZ/ERULET.

copy csr-certificate tftp: N> F. copy csr-private-key tftp: 1IN > RT. TFTP#§
T CSR (GEIFAEZBEER) LHEREIDEHUFET,

EDH U CSR GERAEEREK) (CFREER (CA) ([CLB3EBERZITV. Y—/\—SIREZFRLE T,

FlE 3 TR LIS —/\—iEBAZE &, FIR 2 TMOH UZERZ. Web FREEDY —/\—SERAEDZE
BFIECR > TEBICHYD>O-RULET,
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3.5.7 {&5I Web RBEEN—>

&5 Web 25ER—ZZFERAT D E. BELUREA>F—T T —XIERID Web 5R5ER—ZEHATEE
9. fERI Web SREENR—2FAT DIHEE. BaTCER Web sRiIR—>ERE(CHDO>O—-RLTL
&0\ IBE U ID ORI Web FREER—HFELRWBEE. [T T4 S Web 5R5ER—21 A8

BAENnxzd. A K Web SR3IR—HA1—F - (CKODTHRIVA XASNTRE(ICTD>O—-R
SNTVBBEE. [ARIIAXENIETTAIL S Web FR5ER—= | NERASINET.

NOTE: f&5 Web 85E/X—=ID (. 1~ 30 DFEE CTEETEET,

NOTE: &5l Web F25F/X—=>(F. NP2100 0 1.09.02 LA, NP2000 ® 1.09.01 U TH/R— L TWL
x9,

&R Web F25ER—>%Z BT B(C(F. web-authentication interface AN RZEFAULET,

&5 Web BEER—>DAD>0O—R
&R Web FRIENR—% 5 55(:’5’"?)EI— R9BICIE. copy IX> RT webpages /\S X —4 —%={F
U, BB Web $25ER—2 ID ZI8EUTEMUET,

{El%1 Web EBEE/R—= DHIRR

HE(CAT>O— RUMERI Web s25ER—%BIBR9 B(C(E. access-defender erase 1Y RT
webpages /\SA—5—%FAL. @5 Web Z25ER—> ID ZEE U CERUET .
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4. 5— MO T AR5

4. U— b IR

T — NI AEREEDHEEECDUWTCEREALE T,
REF: <> ROFMICDWVWTE, [OX>RUT7ZL ORI #S8RBULUTLEE0,

4.1 U'— b0 I A BEIDHAEESER

=MD TABIEG. BT DIUSA 7 hEREEN, BREB3RY NIJ—U(ICHFEIBIBECHFERLUE
9, Web 5B EBHRDMEHEA T, EROI - —ZIFICABBRY RND—OANDT IR ZHFTUET,
feEZE U—N—=D7—LADFHIGKEUCEEC. U=/ CT7OoTCRXTE31-—=2RL
zD. qjgi‘ﬂﬁ@?ﬁu(;;ﬁ%bh“%f AR Y ND—=D(CT7OCRTER 1Y —Z2RAELIEDT
ETFET, REEAR T — NI AZ5ZBMNET B(C(E. web-authentication enable 1IN R%&
FRULET, S— I ARMZENCT DA I —T T —ADFE(CIE. authentication
interface AN RZFEALET,

CAUTION: b\-_ '\'jI’rDbDIE%ﬁ)JJ(LL/r ’f/@ J1xr— Z_C(j: 'ﬂﬁ@uuniﬂ% (Etﬁ'lfﬁﬁ_cggf
BA.

CAUTION: &'—hIJITAFREET(E. 1 F =W VLAN ([FHR— ML TWWEEA.
4-1 '— NI T AR5

A 2 P et

—I\= D7 — LADT I EREID
S NSEREH:

WAN

FHADT L RFID
5— N T A BE

-2
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5. |EEE 802.1X

IEEE 802.1X SREEDHEBE(C DWNTERBALE I,
REF: <> ROFMICDWVWTE, [OX>RUT7ZL ORI #S8RBULUTLEE0,

5.1 |EEE 802.1X sEEDHEREEREA

IEEE 802.1X 88E(E. BFEIAEY. 1B LU/ RT—REZFEHALT. EROI-—YH—-7ZIFI(IC
AEBRY RO —OANDT7IOTRZHETUET .. REEMRT IEEE 802.1X SREEZAIMET B(C(F. dotlx
enable N> RZMEAUFKTI . IEEE 802 1X FREEZBMCT D12 —T 1T —ADKEICIE.
authentication interface N> RZEFEHULET,

IEEE 802.1X F25E(C(E. =& (Authenticator) DI(FH(C, n.,niE?é’Jj/(T cND DT (BT
73> ). IEEE 802.1X FBEE(CHG Uz RADIUS B —/)\—MWmETY, F£/z. &£E& (Authenticator) &2
SEOSAT S RORBIC L2 RA Y FIRENFIET DIBE. TD L2 A1 WvFTIL EAPOL SEi@HEEEN E
T9,

CAUTION: &ZJ{FZ D IEEE 802.1X FRSE T L — ALK U TIFERIA TETEH A
CAUTION: IEEE 802.1X ERET(d. O—HILFT—HINR—=X(CKBDERFEFRD/R— K TY,

5-1 IEEE 802.1X S@si
RADIUS H—/(—

EAP over RADIUS &*

& (Authenticator)

==

EAPOL i&E@ R 1w F
i

2 8

HFUBh> b~ BTFUBS ANV A

HUBHT M
HTFUH> ME. IEEE 802.1X REEICHIS UIEimERADY J NI T 77 T9 ., Windows (&, =T
I[EEE 802.1X SREF(CX L TULE T,

« RADIUS B—){—

RADIUS H—/)\—(F. I—HF—ZH KXW RT—REHEZEL. HTUH> MIREPRY K D—IAD
TOCAEZHFT U TRV EDINERELET,
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5. |EEE 802.1X &&alE

* EAPOL EBXA1 Y F

|EEE 802.1X EREECERI T D EAP X wz—2(3. $FARNILFF v A N7 RL R ZERT D MAC T
L—LIs (EAPOL JL—A) TERESNFT ., —fEIRRAWF TIZEAPOL TJL—LMMEESNT

LEDEsH.

& (Authenticator) @ 1 DOREFAR—

EAPOL JL—AZZEBIDIENTED L2 AAMYFZFERUTHERLET,

IEEE 802.1X sRGE CEAETNS EAP 52

sEA

NMIEHOBTURY baiERUZWESE

EEBENDR— T BEAP DFRIEARIE. UTFDEHBDTT,
& 5-1 AccessDefender B 7R— 93 EAP BEAR
EAP-MD5 (Message PEAP (Protected EAP-TTLS (Tunneled | EAP-TLS (Transport
Digest 5) EAP) TLS) Level Security)
H—N-EBF | FE = = =
HILEES
D347 | AE RE RE =
ETIIRE
—#B | I-Y-abLW | I-F-aHBLW | I-HF-2HIW | EFIHE

20— R 2J— R ZJ— R
P52 | 2L BFIAZE BFAS BFAS
t+ay AccessDefender 1% . 5\545%35722-5 b @Eﬁﬂ%@ TLS b | AccessDefender h¥
- WSS EAP RIS | T 'f”ﬁf b= =) 'f“”ﬁf b | 5593 EAP EES

HDOFT, F1V “2 (TLS k2= “2 TS M2 | e, 2!

S nEs | TESEAP | bmTEScRe | 20T 5

il . =ZEAT3) REBETONIL | Z A

&L cmERLEE || EERTES) &L

ToHd * SR[E|IREREEN AT AR
ThHd
BABKIE | Web FREEEERRE(C | EREEOSEN L | EREEOSIENtE | EFIREDEALD
REE B5THD B/ NN BN EREEOEENK
=0
aZ IHARD OS HY. BEAR | OS (CIER#ERHINT
BY(C Windows (R LWV zsb, Bl
EEND TJURY NEREY
DIRENSDD
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5. IEEE 802.1X &35iE

EAP DT L — LR
EAP T(d. EAP /U Nl U CEIERLIBmRET™DED UET.

HFUH> h& Authenticator ORI T(E. EAPOL JL—AIZ EAP )Wy REIGHIL TIBIRZD & D

LE9 ., F£/=. Authenticator & RADIUS B —/N—DR Tl RADIUS /4w T EAP /WOy REIEHR
LTCEHRERDEDUET,

EAPOL JL—LDIL—LEKIFTFTRDOESDTT,

5-2 EAPOL L —LDI L —LHR
5E5E MAC |#{E7T MAC [51 F—4 FCS
MAC JL—/A 7 RLX 7 RLX

(EAPOL JL—1)

-
-
-
-

<
~
-
-
-

Jokajb Ny NI I\ Iy MRFT o
. JN—=3> | 0:EAP /(AT w iSal

MAC JL —LDFT -85 1:EAPOL-Start
2:EAPOL-Logoff

3:EAPOL-Key (HEARTOD#EIFER)

Code |Identifier| Length Data

X Code #* 1 (Request) ZF/z(d2 (Response) DiHE

EAP )\ ~ S>I1—Y—-RFLIEERIARRE

Code h' 3 (Success) £/zlE 4 (Failure) DHE
—Data #7& L

5.2 |EEE 802.1X sREED&asE I O—

BUTFICRY /NS —> @ IEEE 802.1X FREEDEREE JO—ICDWLWTERBALE I,
o HAF=wVLAN ZERLURVES
o A4 F=w/VLAN BFEHT IEE

52.1 AA4F=wvIVLAN ZERURWNES

S A4F=w VLAN ZFER URWNEED. [EEE 802.1X ZRsFD:RsF JO0— = U T ITRUET,
5-3 443w VLAN Z{EHURMEASD IEEE 802.1X SBIFDRIE I O0—

IS5A47> ~ .
(HFUAR) RADIUS B—/(—
P %% (Authenticator) 1
S I
— (o [ e o e e e e e ] T
FEDI L —L%EiX
WERDI L — LER b DFDB 247
< ®EAP-Request/EAP-Identity
@EAP-Response/EAP-Identity
(User-Name)
P
O HIE=SY
g
< ®FRSE>—4 > X (EAP-MD5/PEAP/EAP-TTLS/EAP-TLS) q
QRIS E
<
®EAP-Success
<
Q@iE{SEE >
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5. IEEE 802.1X 585

522 AHA4F=wvH VLAN ZERATIIES

HA4F+=w2 VLAN ZFHTIBE. FER— MIIEEE VLAN 2 DY TTHEEEI, FEFICHKRIIL
TREMES LT VLAN ID NBEISNIEHE. TORIEEHF IS5 7> MBS/ VLAN TRET
BDESICEDYTENET,

S A4F=wVLAN Z{ERIT IIBAD. IEEE 802.1X FREDRF JO— & AT ICTRUE T,

5-4 4 F=w U VLAN ZERT SBED IEEE 802.1X FBEEDEREE I O0—

DSATU N \
(BTUH>N) RADIUS £—){—

e % (Authenticator) i
- _ _ }
- lEeesaEEeasen EAREEN BRNERER 'l‘

OERDT L — L7k >

» OFDB ik

(EAP-Request/EAP-Identity

<

@EAP-Response/EAP-Identity
(User-Name) >

OFBEEER

®3EE>—%4 >R (EAP-MD5|/PEAP/EAP-TTLS/EAP-TLS)

<

Hhv v

HROWFEZET S VLAN %, QRS
B VLAN H 5@z VLAN | (€
[CEE (F1F=wv2 VLAN)

N
®EAP-Success (VLAN ID Z%)

<
QIE(STE >

5.3 |EEE 802.1X sREEDAT S 3 >4k

|EEE 802.1X R (CRIET DAT S a ez U FICRUE T,
» SREIRHIBIFD EAP-Request/EAP-Identity MiX{SfERE

o FRELRBNEFD R T —4& ARFFRER

e EAPOL-Start 45 (C K DERSEDHNLEHEAE

e EAPOL J L — LDERXHERE

5.3.1 SRIERAMEFD EAP-Request/EAP-Identity DX{EkEE

SRELRAMREFD. B XU B> MMIx9 B EAP-Request/EAP-Identity DX {ERIEEZZEE CE XTI,
EAP-Request/EAP-Identity DX {SRIEZZE I D(C(E. dotlx timeout tx-period N> RZE{EH

L&Y,

5.3.2 BRERMESDRAT—H A REFH5HE

|EEE 802.1X FREEICKREN L TZIHZE. T T4 )L MRETIE 60 BRIRFT —H A ZRAERBURAE L U TRIFL
*£9, TOHBPRCHROYTU LS MHS EAPOL-Start Z{EL TH. FRBEHUB(IITHONERA. R
SERBIEDRA T — I R IFHFIFHEZE I B(CIE. dotlx timeout quiet-period IV RZEFERUL
ESCI
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5.3.3 EAPOL-Start 32{&(C X 5 E25EDHI L HRE

ST H> M5 EAPOL-Start %=L CTH. EAP-Request/EAP-Identity ZHEE Y. ReEZHIET
ZTFE I, EAPOL-Start Z{S(C K DFREEDHNEBEREZ AT DIC(E. dotlx ignore-eapol-start
interface N> RZEFEAULET,

5.3.4 EAPOL J L —LDERixtEE

T I AIL NEEE TS, |EEE 802.1X FREENERID A >S5 — T T —XTlE. EAPOL JL —AlFHZE=NH
MENFELAN, CNZFRIRTDIRDICEETETET, [EEE 802.1X FREINENDA>F—T T —XT
EAPOL JL —AZEiX T DHLEBEZBINIC T BDIC(E. fwd-eapol enable AN RZEFRAUET.
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6. AT 1 VIR

6. R957 1w I8

AT AW IREEDHEEEC DWW TCEREALE T,
REF: O~ > ROEFHICDWTIE, TONYRUDFZLRD #ZSBLTLIEEL,

6.1 RHFF+1 v IEEEDHEAERA

RAITAVIREEITSAT > hELTERSND & BICTVIEANHTSNDIXDICRADFET . 1
B AT VI TEREBEI S 7> S OBEZRZE LIRS, ERTDHE(EMD
SRELHEEE CHA L TRER LT IES0N,

CAUTION: ZQT’f \JODLDIE&b- '\'jl’rnhn.[E(i'f#ﬁﬁ_ngst}/Uo
NOTE: ZERAIGEIAR YT+ v URGHHAREIREA 64 85T,

AT A VIR EBNCTDA>2HF—T 1T —ADFEEICIE, authentication interface AN
RZFERUET. £l RI9Ta v IFEISA 7> hEUTERT BICIE. access-defender
static mac N> REFEHAUET,

NOTE: ZQT’(‘JOnunEb\EX}JB/r/g jI X(L_Bb\_C 'fmnuuiE_Cnun /ﬁ% 357_ (3:
Discard B8N/ 517> h%&. access-defender static mac IN > RTEHEIRIDE.
RAITAVITMITSA T hEULTLEEEETNFET,
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7. DHCP ARX—E>%

7. DHCP ARX—E>D

DHCP X X—E > DMBEIC DLW TERBALE Y,
REF: O > ROFAICDOVTIE, [OY>RUI7ZLIR] #8RBLTLLIEE0,

7.1 DHCP AR—E > DirEsHEA

DHCP AR—E>J(&. IEF®D DHCP B —/)\—m'5 IP 77 RL XA ZBAM Sz DHCP US54 77> hMZD
. ABBRY ND—OADT IR =09 DHEETT . REDRT DHCP RX—E>J%#BEITD
(C(&. dhcp-snooping enable N> RZEFAULFEY. DHCP RR—E>JZBMCTDA 25—
JI—XDEEICIE. dhecp-snooping interface AN RZFERAUETY,

CAUTION: DHCPv6 RX—E>JFXRYR— KT,

DHCP XX—E > Tld, DHCP B—)\—& DHCP 54 7> FORBITYD EDENS DHCP /W&y ~
EDTERD (RAR—E>PTT3B) C&T UTOREFEZEIRULET,

e DHCP XRX—E>DJ%BMICUT=A >~ —T 1T —RXT DHCP offer )\rv hOZFEEZTOVIIT BT
EICKD, RIEICEHESNTZ DHCP H—)\—(CLD IP 7 RL XDEMEZEIE

o EIE IP 77 RLRUHRN®, 1B DHCP H—/{—LISNNS IP 77 RL RZEUS UTZARIE DHCP 5177
> 5D T Ot REEEIE
* ARP IR (ARP XT =T > 7) Ziem& UIZEIBDM1IE

7-1 DHCP RAR—E >
1F#8 DHCP —)\—

DHCP Discover
DHCP Request

DHCP Offer
= DHCP Ack

i

T,
DHCP Ack ZESR L. e _
A TvR— 5D
Lﬁig) Dlij A DHCP Offer 20w %7
NSEDHTSNRZIP X x
77 R R DBIEDFHEFA]

1EAR ARP FEHR EI%E IP AIE
DHCP OSA T D547 b ISA4T7 >~ DHCP 5 —/{—

7.11 DHCPRAR—E>IDRIFAYVIILI>MU—

DHCP AX—E>JZ=BMC LA > —TT—XRICEE IP 7 RL AR ZERIDE. TIAILKT
(FT7OCANEILLENEITH. RITAVvII N —EFRI D EICKD. BE IP 7 RLRimEK%E
e TEFI, ATV IIY M) —%EFERT BICIE. dhep-snooping static-entry IN >R
ZFERUET,
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7. DHCP RRX—E>Y

7.2 DHCP AR—E>P Dt

DHCP AX—E>ZJ(C(&. DENY E— R & PERMIT E— RD 2 DOEMEE— RSN ET . DHCP X
X—E>TBHICUIzA>F—T T —ZAN DENY E— RDIFE(F. BRSNS AT7> MHSDE
& (IPv4, ARP) NFFEIESN. ZNLINDISA 7> S SD@EE (IPvd. ARP) MHIRENET.
PERMIT E— RDIBE(F. RKEZFISA 7> M SDERE (IPv4d, ARP) BIFEIENFET,

NOTE: DHCP XX—E>JDEEE— RICHH 5T, DHCP AX—E>JEiFZBHMICLIZ
A>AA—=T1T—XTl& EIP)Ty MMIFIRENFEE A

NOTE. DHCP XX—E>TDEEE— RICHHDSF . DHCP XAR—E>DJxBMIC U1
A —TJ1—X Tl DHCP H—)\—H50D DHCP offer /\rw NEELE Y,

NOTE: DHCPv6 XX—E>J(FRP/R—TT. IPv6 /T bE. BWEFE— KA DENY E— R
DIZAFHR=NE I, PERMIT E— ROBEEHFIRENERA. 728, DENY E— RDIFET
E NDP O—88D/ Ty hMIFIRESNFE A

EMEE— R(EFENT DENY E— RICERET DN, FlEFBEBIDE XS —TTPERMIT E— KNS5
DENY E—RICUIDBRXDICENTEET, BEWDBXIANIN—ZREITDE. HRENEELUT
DHCP X X—E>IQERCIE> THS—ERMI(E PERMIT E— RTEWEL. BEIDBXY1<—H
T 9DEDENY E—RICUIDENDDE I, FET DENY E— RICERKFE T DIC(E. dhep-snooping
mode deny AN RZEFERAUEYT, BENWIDEX YN —ZKTEI DI(C(E. dhep-snooping mode
timer IN > RZFERAULEY,

BERENIZDHCP AX—E>JT> MU —(& U547 > H5 DHCP Release /\orw hZZ{ETD &
HIBRENE T, F/z. DHCP Release /\&Urvy hZEZEURN D ZHETEH. DHCP B —/\—m53A0\H
=NEY - RIB I D E. DHCP AX—E> T T M —(FHIBRENE T,
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7.DHCP RR—E>Y

7.2.1 DENY E®—R

DENY E— PDIBEF. BRSNLEISA7> M SD@E (IPv4. ARP) HAEFFEISH. ENLS DD
SA7> MSD@EE (IPvd. ARP) HWEIBRENZET ., DENY E— ROEEIO—-FTFRDOESDTT,

7-2 DENY ®— ROEMED O—

HS4TY DHCP H—/)(—
@ODHCP J\Tw UL DIEE
’X ERENTIRNISA
7> b smiEE (IPv4.
ARP) %Z
IP 7 RLRABE /&R iy
(| N
(@DHCP Discover
>
< (®DHCP Offer
@DHCP Request
>
< ®DHCP Ack
®DHCP Ack %z Hufit
< IP 7 RL RIEHRE B
1) — 2 BRI IE R & BT
@BIER]HE >
L J
IP 7 RL Rf#H
®DHCP Release
A
EAREHD (©DHCP Release % i >
IP 77 RL X ZHIBR

7.2.2 PERMITE—FR
PERMIT E— RDIZEF. BERSNILETSA7> MEIFTIRL, KERISAT7> S DEE (IPv4,
ARP) EFFEISNE Y,

7-3 PERMIT E— ROEMETIO—
HS54T R DHCP H—/)\—

ODHCP /\Ty bR &S

BERRECHNDST
iBE (IPv4. ARP) Z3Fm]

IP 7 RLAEMG /R / f#

2\
54T > ~D DHCP /¢y NZ{ER®D, DHCP RRX—E>FI> hU—0
BiR - BH - HIBRTJ0O—(3. DENY E—RDBEERU T,
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7. DHCP RRX—E>Y

7.3 DHCP AR—E>J LBk H

DHCP XX —E> T EMDREHEREZHA LIz >F —TJ T —XTld. MDFRIEHERE TEREECARIN LR
WEBENFRI SRR RDET ., T, HIREMEELD IPvA )Ty MITHRHE UTZHIBREME(CIR D F

9. BANICE UTFOLSCEESNET.

e DHCP XX—E>Z (DENY E—R) &CMDRsHEEZHALIZA>5—TJT—XT(d. IEIP/C
v hEIPVE /WUy s (NDP D—EBD/ Ty bMEER<S) (. FREERER (CHD DO ST HIR.

e DHCP XRX—E>JI> M- UTEFEINDE. BERINEZIP 7 RLANSD ARP &5,
hd 'fm@gij\EIE%ﬁE_Cnb nJ—.E(t_EEIng_5 & Db a /§5’7‘/77’|’7 I\G) MAC '\ I/Xb\ba) IPv4 } \7‘/ l\%

.
CAUTION: DHCP ARX—E>J &S — MDD T AREFHATEEE A

NOTE: DHCP XX—E>ZJDEMEE— RA PERMIT E— RDIFE(E. 325

NTCOiEfE (DHCP offer ZfR<) MFFRISNFE T,

7.3.1 DHCP ARX—E>SP® MAC FBEE—R

EREECH DD T T

DHCP XX—E>%Z & MAC nhnIE%ﬁ-Tﬁﬁ LIzA > =TT —RICHBULT, DHCP XARX—E>T D MAC
RILE— REBAMCTDE. MAC FREE(CHKIN LTZIHEEDFH DHCP XX —E > J DB ZFIAEE D K
S(CTBDIENTEFI, DHCP ARX—E> T D MAC FBFEE— RZ2BMICT D(CIE.

dhcp-snooping mode mac-authentication N> RZFERAULET,
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8. OR B (1 7/R— MEZIEREE)

FREE (1 7R— MMEEGREE)

OREBEL (1 7R— MNMEZEREL) DHEE(CDWTEHRIALE T,
REF: OY> ROFMCDOWTIE IOV RUDIF7ZLIR] ZBRUL TS0,

8.1 OR GBS (1 7R— NEEREREE) DHHESEA

AccessDefender Tld, E—— >4 —J 1T —ATEROZTEEZBRCIT DL (ORRBIE) K TExE
g_o b\?nb\ 1 ja)u u\uIE*%%ﬁE uh\uIE(LEEIjjg_a & 70t2b\nq:__[éngs§_o OR uu\uIE@'f#ﬁH__[ﬁETd\%H
HENDEZUTITRUET,

IR 8-1 OR BEE (1 /R— MEHGREL) DOHtARIREEREHEDE

FosL DA EEIM A SR EFIE

Web 25F. MAC 225 » [@—7/R— NT Web 825E& MAC SREEZHAL. EB5H 1 DOFREEH
BECERE(CRINUITIBEIC 7O EANE Eans.

* MAC 5B5E(C KB U C Discard BERSNITIREETE. MAC SREELISI DR
SILHHE (FALERATHE,

Zfth, RPFT 4 W IFRBE® DHCP X X—E>JE, BE—7R— NTHA
G

E—7/R— NT Web $25E & IEEE 802.1X ZREF&HAL. £5B55h 1 DD
SREIHEBE CEREE(CAIN LTEIB & (CEFrI N,

Zfh, ZABFT 4 W IFRBE® DHCP A X—E>JE, E—7R— N THA
G

H 7R— T IEEE 802.1X 525 & MAC Rt L. E55H0 1 DD
|:| L. nIE*%ﬁE_Cn (Y DIE(LEEIjJ L/r %A(:Eleén% )

MAC 25 (C5BR L T Discard EER=NIEIREETH. MAC RIS DER
SEHEEE (JALIETTEE,

ZOAh, R+ W IFREE® DHCP AX—E>JE, BE—R— ~THA

Web F¥EE. IEEE 802.1X 5%3

IEEE 802.1X E85E. MAC %3

)8
Web Z8:F. |EEE 802.1X SB5F. e B—7/R— NT Web 525E. |EEE 802.1X 5R5E. HLU MAC FREE=HA
MAC Dbl'-l LJ b\?nh‘ 1 D@uquﬁ%ﬁgtuqu(Lﬁzm LJ7— %A(LTO'EXD\.}F_JE
n%o

MAC 25 (C5BY U T Discard BERENIABETH. MAC FREELIINDER
SEHEEE (JALIETTEE,

e T, X5+ W IR DHCP X X—E>J6. A—R— NTHEA
)8

CAUTION: b_ I\'jI’ruu\uIE’Zﬁ)‘Z](L L/j— ’f /9 Jx—XTIl&, ﬁﬂ@u u\uE%ﬁE(I{#ﬁﬁtgi

ﬁ‘/\}c
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8. OR 5B (1 /R— MESKEREE)

8.2 ORGEBEE (1 7/R— MEGREL) DAT S 3 > ikEE

REDEE (1/R— MEFGERIE) (CRAEI AT 3 SHaEZ U T ICRULE T,

e

e MAC RRE(CKRE LTI & D+ IEEE 802.1X SR Z e S B D E

» DHCP XRX—E> T & MAC SREHHABREDAT S 3 SAHEE(CDWVTIE. [DHCP XRX—E>T | @
[DHCP X X—E>T D MAC S5 E— K] =588

8.2.1 MAC SBEEICKB LIRS D IEEE 802.1X s35EZ2Ain S EE
MAC 5B5E & IEEE 802.1X SREFEHTAL T3 >45—TJT—XT. MAC SBE(CKRI L IZBE D IEEE
802.1X FRFIERHAS BB LD ICEBTEET. TNICEKD. MAC FRIE(CHI UTZiiRICx LT IEEE
802.1X FBEEAMEN'ENF I DDZEHET XY .

MAC F23E(CRBR U TEI5E D> IEEE 802.1X SRS & IR T BB KD ICRTE I BI(CIE. dotlx mode
mac-authentication-fail AN > REFEHUET,
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9. AND 53

AND EREFOOMEBE(C DWW TERBALE I,
REF: O~ > ROFEHICDWTIE, TONY>RUD7ZLR] #SBLTLIESLY,

9.1 AND 3EEDHRESRA

AND BBEE(E. FE—A >4 —J T —XR(ICEBDOFVEAEZHREL. TDI /N TOREHLRE TR (CAIN
UTB B (L7 O RZHFR I DHEETT . sRELT %E;JODWDH%% EDSE 1 DTEHERIEICKMUIES
/\ 70tX(JTETéngE§-o J’/{—F(L\ {ﬁﬁﬁ_.[ﬁgfd\ AND uquE’ZT\ L/ig-o

& 9-1 AND &R

AND 523
NSA——%"1 BvFELE
Web/MAC B DIE (AN D) hd E]_/—R_ '\_C Web Bt uIEt MAC Sy DE;&'f#ﬁH L/ a_/\_cajuquE%ﬁE_C
web-mac LSRRI UTEBE(IC 7 oA TR NS,

257+ v ORIEFE—R— N THATTEE,

Web/IEEE 802.1X 2sF (AND) B—/R— T Web 525 & IEEE 802.1X SREEZ=HA L. IR TDEREEHE
web-dotlx ﬁg_CuL. uIE(L_EEIjJ L %A(LTGJGXD‘utFTéﬂ%o

AT« v IFBEEEE—R— N THATIEE,

IEEE 802.1X/MAC 8:F (AND) [B—7/R— ~C IEEE 802.1X 525E & MAC S22 HA L. 3N TDRE

dotlx-mac ﬁg_CuL. DIE(LE‘ZI}J L/7' %—A(LTO‘EZD\ﬁT?_"ﬂZDO

o X554 WO (SR—R— SN THEERIEE,
Web/IEEE 802.1X/MAC 23z o [@—7/R— NT Web $25E. |EEE 802.1X 5R:E. B KT MAC R %A
(AN D) LJ @_/\_Cd)u iy DE*Z&ﬁgtub DIE(L—EinJ L/T %A(LTOtXD\DtF_Jén%o
web-dotlx-mac o X5TF 4 W OREE (ERE—R— N THAEIEE,

*] : authentication interface N> RTEHMICITRIHED/\SA—SF—ZTY,

CAUTION _I:ZIZB0>1§“91“%B/%%\ AND uh\uIE%ﬁ)d](L L/j— 4/9 JIx— X_C(g: ﬁﬂ@u L;‘DIE*%HE:\
DHCP XAX—E>JIHBTETE A,

NOTE. AND FRiE(E. IARTDRE THRINUZIHBE(C show access-defender client 1Y
/I\_CBL.\BJ-.EI§37'07/(7 I\& bf?ﬁméﬂi?o _nBODqu_C@a#EY.IJJbT ’lj(ﬁb_C(g:\ show
access-defender client AV RTHERRENFA.

9.1.1 AND 8iE& MAC SREEDHHA

AND I EeBHCLIzA >H—T T —XTF. ERN(C(HMBOFEIHETHRATEEIEAM
Web/MAC 585E (AND) Z/z(d Web/IEEE 802.1 E85F (AND) ZBM(CLIz1A >~ —T 1T —XTl3.
MAC e85 A (ORFREE) TEFY. TNENHALBEDIMEGUTDOESDTT.

» Web/MAC 25E (AND) & MAC B Z2R—>4F—J T —XTHA (OREBEE) LEHZE. MAC
SREE(FEED MAC FREEDEIME(CIRD FI M. Web/MAC EBEE (AND) (FEMENZEE=NFET. D
r—AT®H Web/MAC F25E (AND) (F. Web SBEER—2(C7 A LTA—Y—-%//{IRD—-R%Z
ANTDE [O MACFRIEDI—Y—& /)\RXD— RTERIE[VEDE ] @ Web ZRiED1—5 —
%/ )\RD— RTEREEEWVWEDE ] O 2 BEREEORVEDEZITV. M5 CassklCRIIUIEB&E(CT
TRANHFT=NET,
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9. AND E2&iE

e Web/IEEE 802.1X F%5E (AND) & MAC Bt ZzR—1 > —2J T —XATHA (OREEE) ULIcHmSE
MAC uh\uIE(g:Ll%o) MAC ub‘uIE@;jJ'f’E(Lfd\ D Web/lEEE 802.1X ul..\uIE (AND) ELI%OD Web/lEEE
8021)( uh\u.[E (AND) @if]'f"ﬁ(;ubig—o

92 AND & l:.\niEa) l.‘a\niEjD_

PUFISIRS /S —> D AND FREEDFREE JO—(CDWTCERBAL FE T,
» Web/MAC 52:F (AND)

» Web/IEEE 802.1X 525F (AND)

« |EEE 802.1X/MAC 525E (AND)

» Web/IEEE 802.1X/MAC 23 (AND)

9.2.1 Web/MAC i35k (AND)

Web/MAC E85E (AND) (. MAC 585, Web REEDIRE T, MmADRE(CARINUIZIHZS (77 IOEAN
FOIENET. BB, B4 OFBELHEE(FIRIZ U TEMEL TL\BTzs. RADIUS B —/\—SDIEEIELE
1R ETEREEDIRENF(C/RDEIREMEH D FI M. MAC FREE(CAIN L TLVRUMREET Web EREE(ICAKIN
LTHE, OJA VKRB ERD T OCRIIEEENET.

9’(7:‘/0 VLAN %'fﬁﬁﬁ bUb\iﬁAo) Web/MAC ul.u\I:lIE (AND) O)DL:‘DIEjD &J’/{—F(Lmbgsg_o
DBITIFEREED S A 77> R DHCP U547 > hdfzsh. B35\ )X #pe%Z=ER LT DHCP /{7 w
)l )CRALUTWVET,

9-1 Web/MAC 23E (AND) DRI 0O0—

147> RADIUS H—/{— DHCP H—/{—
B srem |
ﬁ}!‘i z = - ﬂ
OEBDT L—LZ&iEH >
QifERELVEDE >
< QFRIEIHE
@MAC FREERIN
<
®DHCP 5 —/\—(CIEMRD IP 77 RL R &k
(IPEEISAT> hDBEIFEG ©F72<DN) >
< ®DHCP 5 —/\—\SIEMD IP[77 RL R ZIHE
@Web FRFEDEREER—2 (L7 TR
>
@FEENR—
<
@I1—Y—-FHI> hBLT
XD — RZEAD
>
®I1—Y—-FHuaht
>
< DFPFEIE
@Web FREERLI "
<

*1: H4F=Zw VLAN {EEE(E. VLAN ID AEEENE T,
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9. AND E2:iE

9.2.2 Web/IEEE 802.1X 335k (AND)

Web/IEEE 802.1X 585 (AND) (&, IEEE 802.1X 5B5E. Web FRELDIEE T, MIIDRELICHKLIZHE
(CTFOTRANHFASNET . 2B, B84 DFVEHEE(IIRTZ U TEFLTLID /28, RADIUS H—/{—1H
S DISEIEIEIR & TEREALDIRENE(C/R D AIREEEH D FI A IEEE 802.1X FRAEICALI L TLVRLMA
RET Web SBSEICARIILTHE. O A VKRB EIRD T IR (FEEFNET .

S A4F=w VLAN Z{FER URWBEED. Web/IEEE 802.1X £85F (AND) DR JO—%=UATFITRUZE
3'0 (_G){lju_C(EtubniEgj’rT l\b\ DHCP 07’(7\/ '\0)7_ &J\ uanE/ \'f/ \Z#& %'fﬁﬁﬁ L/_C DHCP
)y & )(A )R LUTWLWET,

9-2 Web/IEEE 802.1X i8fif (AND) DIBEEIO—

DSAT> N
(BTUBN) RADIUS H—/{— DHCP H—/{—

i B (Authenticator) w }

OEBDT L — LZ&Xit

)@ OFDB 8%

< (EAP-Request/EAP-Identity

@EAP-Response/EAP-Identity
(User-Name)

>
OFREER
g
©:BFE>—4 > A (EAP-MD5/PEAP/EAP-TTLS/EAP-TLS) .
@DRE

<
®EAP-Success

<

©@DHCP U —/{—(CIEMRD IP 7 RL A= ER
(IPBEIEISA 7> hDBEEO® ®[FIIR<DN)

>
@DHCP H—/\—H\SIERD P77 KL RZ

<
QWeb BEEDRR—SCT IR
>
QRFFR—S
<
BA—Y—THI> NSLU
J{RD— REAN
>
®1-F-REaht >
ORI
<
®Web FBFERLI) !
<
OiB(STT4E

*1: F1F=w 2 VLAN fEBKE(E. VLAN ID "EEENFY,
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9. AND E2&iE

9.2.3 |EEE 802.1X/MAC 588E (AND)

IEEE 802.1X/MAC 325F (AND) (&, MAC 385, IEEE 802.1X sRsIDIEHE T, MADRELICKINUIEIBES
(CTPOCANHFRIESNET . BB, B4 DORFHEE (I U THEL TULD Tz, RADIUS B —/)(—m
SDISERERE TRIDIEENFE (CIRDATEEMEH D EI M. MAC FBEE(CHINLU TULVRUVVRRET
|EEE 802.1X FRFE(CARINLTH. OJ A KM ERD 7 OER(FETNET .

S A4F=wI VLAN Z{FER URWBEED. IEEE 802.1X/MAC 25F (AND) DsRsF JO0—&%MUTFICRUL

ia_o
9-3 IEEE 802.1X/MAC BSE (AND) QDRFEIO—
goqr RADIUS H—/{—

(BTUA>H)

‘ LZEE (Authenticator) }

FEOTL —L%iXH
DR = o OFDB &3
QlfFBLEDE >
@FREESE
<
®MAC 23RN
<
< ®EAP-Request/EAP-Identity
@EAP-Response/EAP-Identity
(User-Name)
>
®FREFER
g
< Q@RS —4 > X (EAP-MD5/PEAP/EAP-TTLS/EAP-TLS) >
OFREESE
<
@EAP-Success *!
<
@iBIE0THE >

*] 1 A1 F=w/ VLAN EREEF (L. VLAN ID "EESINET,

9.2.4 Web/IEEE 802.1X/MAC s88E (AND)

Web/IEEE 802.1X/MAC z25E (AND) (&. MAC 525, IEEE 802.1X. Web FRsEDIEET. IR TDIREE
(CHINUTBE (LT ICANFR SNET . 1328, 1IEI/ZODD..,\.=H§E E(FIRIZUTEMEL TLVDTZ8D.
RADIUS B —/\—D S DIGERIETR & TEREIDIREN (TR D EIEEMEH D FIH MAC SBEET IEEE
802.1X FREE(CAIN L TULVRLMARET Web BREECAINL TH. OJA KM ERD 7 OLR(FESTEN
x9,
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E6iR AccessDefender
9. AND 53

9.3 AND FREDAT S 3 >E

AND SREECBET DA TS a e a I T ICRUE T,
o HEAHIBIEME (VLAN ID 05X ID) OHUSTOEIRIEEE
7RIV ZRVLAN S5 EE— R

* MAC SBEEREND 51 77> D Web F8EER—ZIGENLE

9.3.1 BEAYTSEEE (VLAN IDOSX ID) DHUSTDEIRIEEE

AND FREECRRIN UTIe OS54 77> MMOBER T D52 E M (VLAN ID 225X D) (. TIAJLRTIEL
TOEECIRADZET,

» Web/MAC 25E (AND). Web/IEEE 802.1X 525E (AND). Web/IEEE 802.1X/MAC 25E (AND) T
(F TIAILKTIE Web SREECEUS UIZ/EMME (VLAN ID 205X ID) hREREND,

e |EEE 802.1X/MAC 525 (AND) Tl&. T I J)L hT(d IEEE 802.1X FREE CEUE LIZ/E B (VLAN ID
PUSXID) BARREND,

BRASNSEME (VLAN DSOS X D) Z. MORHERE TES UEBMBICEE TEEI . BAT
DEMHEDORStZZE I B(CIE. authentication prefer-attribute IN> RZEFERAUET,

9.3.2 FZRI\>XRVLAN SEE—R

7 RN X B VLAN =EE— RZEBZNC LTz Web/IEEE 802.1X 5%5E (AND) i3 |[EEE 802.1X 523
SMIBTEREE(CAINUTERE R T, BIENEFR) TRV ARET IEEE 802.1X 52 uIELfE_CHY UTzE14E
(VLAN ID. 55X ID) H'. BEICRRENDKLSCRADFET,

BEHR(IC. 77 RJU> X R VLAN 58 EE— RZEBRCULTIZ Web/MAC F35E (AND) DigE. MAC 258
uqu(gESZIJJLJTH%Lf,F'E_C BEMFFEI SRV VREET MAC SREHLE TEYS LJ7'J='|$1"ET (VLAN ID, &
A |D) 73\\ ‘tﬁ(gﬁﬂﬂéﬂéij(gfdbiﬁ'o

7 RIIA R VLAN SSEE— R 2ERATDE. UTDOLSRERNTEET,

o Jz& & (X Web/IEEE 802.1X $25F (AND) THAF=w 7 VLAN Z{EH 9 33HS(C. IEEE 802.1X 525
(CRIN UTZRFsA TETE VLAN TR < RAZHIIRIEA VLAN ZEIDH TS 2 EICKD. BIE DHCP
H— }\ %1%1’)78&\.&:#73\7 (L_rd\ 9] £9.

o f=& X4 Web/IEEE 802.1X 25F (AND) T Web SREER—ZH9EF Web H—)\—(CUSF 1AL ML
TWBIHBEI(Z, IEEE 802.1X REE(ICHRIN LIS A 7> MCOSRID ZEDY T, ZTDUSXID (C

XY F UIIZEDHINED Web H—/)\—~"DUSF 1 LU h&)\A)IXFTDZEICLD. 4B Web
H—)(—AD/) A )RR ZERL DAL ZENTEXT .

CAUTION: |EEE 802.1X/MAC 52sF (AND) &. Web/IEEE 802.1X/MAC :2:F (AND) TI&.
RJU> X VLAN SSEE— RIMEATEFEA.

7 RN AR VLAN BSTETE— REBMICT BIC(E. authentication web-dotlx

advanced-vlan-setting N> RZFE/(d authentication web-mac advanced-vlan-setting

O RZEFERULET,
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58 6 #® AccessDefender
9. AND E25IE

9.3.3 MACRIERBI S AT > hAD Web SEEENR—ZIHEHILE

Web/MAC F25E (AND) (CHULT. MAC ub\uIESLIE_CuquE(L%Ey Lieozs147> l\(L;(j L C Web %&
R=ZIHEUBVWKDICTEFET,

CAUTION: Web/IEEE 802.1X 395 (AND). IEEE 802.1X/MAC 395E (AND). Web/IEEE
802.1X/MAC FB5E (AND) T(3, AHERE(IMERTEFE A

CAUTION: AND F85E& MAC SREEDHAEA>F—TJ T —X T, AHEBEFEELEE A

NOTE. ZA#EEE(L. NP4000 D 1.03.01 A%, NP2100 & 1.09.02 L%, NP2000 @ 1.09.01 LABF
THR—MLTWET,

MAC SREEMB TEREE (CKRBUTZOSA 7> MM U T, Web SBSER—ZZIGEULRWVWKSICTBIC
(. authentication web-mac abort-if-failure AN RZEFEHAUET.

TD61-6303P
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10. AccessDefender DREES T

10. AccessDefender M58

AccessDefender MEREE A RDBEEE(C DLW TERBALE T,
REF: O~ > ROFEHICDWTIE, TONY>RUD7ZLR] #SBLTLIESLY,

10.1 AccessDefender MEREEA RDWEEREA

AccessDefender Tl&. UTOAECKD IO ZRECETEY,

4 RADIUSDbD
e O— jJ)l/T 9/\ ZDL:D

o SEFIEREE

D RADIUS H—/)\—ZXTFEURBE(E. SRV MDEENSEVWEDEZITVWET, 1AL
N2 ETRIVLWEDETZ RADIUS H— /) \—SDIENRWVEE(ICE. RICESFK SN/ RADIUS H—/)(—
[CEWVWEHDEUET,

MAC REE CEFH I BN ERTE I BI(C(E. aaa authentication mac-auth IN> RZEMFEHL

F£9, Web SR5EE /(35— MO T AR THERA I 3RS N ERTE YD DIC(E. aaa authentication
web-auth INY> RZEEAUZE I, IEEE 802.1X SRS CEA I IR ANETIBEE I DICIE. aaa

authentication dotlx AN RZEMHUZET.
NOTE: AccessDefender D1 —H—%& &/ (XD —R(E. K63 XFTEELEI, ASCII O—
RODENFHEERIRAXFDOE. |, |"? ZAXF ZR\WEXFOHEAREE T,
NOTE. aaa authentication mac-auth 1< > RO >4 —T1—XXZ EDEFEIL. NP4000
@ 1.03.01 LAB%E. NP2100 0 1.09.02 LAF%. NP2000 o 1.09.01 U CTHR— MU TWLET,

NOTE. aaa authentication web-auth <Y > RO >4 —T1—XZ EDETEIL NP4000
@ 1.03.01 LAP%. NP2100 & 1.09.02 LABE. NP2000 & 1.09.01 LA CH/R— ML TULET,
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10. AccessDefender MEREEA

10.2 RADIUS 35

10.2.1

SoRLERICE

AccessDefender Tl&. RADIUS H—/\—ZRiSH—/\— & U TERTEZEY,

RADIUS H—/\—%STE I DICIE. radius-server host IV REFEALET . &FEL RADIUS
H—)\—(&. FilE9 3 RADIUS J)L—T&IBE LIRWEE(XT T AL hdD RADIUS B —/)\—J)L—F
lradius] (CATIEULZE T,

RADIUS H—/)\—J)L—T%:8TF I B(C(E. aaa group server radius IV RZEFARAULEI. £
UT. server IN > RTFIE3 D RADIUS BH—/\—ZEELFT,

F¥N3 RADIUS RE1TE

SREERF(C RADIUS H—/N—N\XE T DEREERICEFND RADIUS B ZUTICRUET.

x| 10-1 FBEIERICEENS RADIUS B (MAC 583E. Web 325E)

Bt

FEA

User-Name

Efenad1—Y—%

User-Password

JXRD— R

NAS-IP-Address

FEEESRUTULB RADIUS U517 R IP 7 RL- X (IPv4 (DF+)

Calling-Station-Id

SRELmARD MAC 77 RL- X

NAS-Identifier

REEENTzimARNE L TLVS VLAN ID

NAS-Port ELmANER SN TVND A > —T 1T —RES
-2 SREEERICEFENS RADIUS B1¥ (IEEE 802.1X :25E)
B 5 BA
User-Name N3 1—H5—%

NAS-IP-Address

RHESRL VWA -T2 T4 —5—DIP 7KL X (IPv4 DF+)

Framed-MTU

BITUNY bEA—CLT AT —F—BDERT L — LT X (1466 EE)

NAS-Port

BTURY MEREN TV A -2 T -5 —DA > H—-T 1 —RES

NAS-Port-Type

IA—Y-EECERLTWSA>I—T T —ADSF1 (Ethernet(15) EIE)

Service-Type

RHIB2H—EXS1T (Framed(2) EE)

Calling-Station-Id

BTUH> bDMAC 77 RLX

EAP-Message

EAP X v z—ZDiXR{E(CfEMA

Message-Authenticator

RADIUS /Ty hORBZREE T DIzsbICERA

State

Fd—t> 5«4 —%—& RADIUS B—/{—[ED State IBIRDIRSF

TD61-6303P

1107
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10. AccessDefender DEREES X

10.2.2 N5 —HMBREMECKS VLAN ID. 95X ID DEFE

uhuIEESZI}Mé(L@JE’J(L VLAN ZZE I D5V I SR ID ZE|DHTDIHE(E. SREEAINEF(C ApresiaNP

1) —X(CB|EFET VLANID BLUISXID &=, H5H U8 RADIUS B —)\—(CEHK LU TH K HEN
HDZFET, VLAN ID BELXUU SR ID %Z RADIUS B —/)\—(CEEKT BR(E. XA —HBEREM (Vendor
Specific Attribute) & U TERLUET ., RO, NS —HMBEMEHOMEE. 7O FABEEE LTS
d—Y— (T TERL T ZE,

A—H—NSDFRIERZEZETDE. XA —HBBMICRELZ VLAN ID BELUTIS X ID A
ApresiaNP = U =X (C5|EFEENET . EIC VLAN ZEE I DIHEWIS X ID £EDHTIHSIC.
RADIUS B —/\—([CEFR T IS —HBEBERIUTDOESDTT,

] 10-3 RADIUS B—/\—([CEFRIT IR H—mBEMH

B

Vendor-Specific

BB BN VLAN ZEDREE | 252 1D 210 L TOREE
RS — 278 278
RS —BHES 1927 193

fi&

DTS VLAN ID

BDHETBISXID

Bl

## (INTEGER)

¥ (INTEGER)

*1 1 RS — BRI (C KD EHIR VLAN 25 (F MAC 25 & Web SREECTOHBR— AL TLET,

IEEE 802.1X FREEMD%E (& Tunnel-Private-Group-Id Z{ER LT ZE0,

10.2.3 Tunnel-Private-Group-ld [C&? VLAN S%7E

MAC F25E. Web 525F. S KT IEEE 802.1X FRSE(CH ULV T, Tunnel-Private-Group-Id (C K D EIRY(C
VLAN ZZE 9 ez H/R— L TWET,

E(C VLAN BEZEE 3 DS (. SREEKRINIF(C ApresiaNP =) —XI(Z5|&E 9 VLAN ID E/=(& VLAN
2z, H5h U8 RADIUS B —/\—(CERU THIWMENSHDET, VLAN ID F£/=(d VLAN 5%
RADIUS B —/\—(CEEk I BFR(E. Tunnel-Private-Group-Id (CEERUE T, b
Tunnel-Private-Group-Id (. 7O FAEHE U TE I —([CERL T ZEL,

IA—H—NSDRERZEZ{ET D E. Tunnel-Private-Group-Id (C5%7E L7z VLAN ID FE/z(d VLAN £&
FrA' ApresiaNP = U —X(C5|EEEMNET . Tunnel-Private-Group-Id (CKDEIRIIC VLAN ZEE T D

BE(C. RADIUS B —/)\—(CEHRITDBEFUATDESDTT,
& 10-4 Tunnel-Private-Group-Id [C&d VLAN ZETERAI IEN
Bt [BIHE SIEME 2
Tunnel-Type EAT3 ~>RU>OTONIIL 13 (VLAN) EE
Tunnel-Medium-Type T —FERXEARO O h 3L 6 (IEEE 802) EE

DY TS VLAN ID £z | EEEHE
(& VLAN &75

Tunnel-Private-Group-Id cRILWETDTIL—FID
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10. AccessDefender DBEES T

10.2.4 NAS R%(C KB HIFR

NAS (Network Access Server) B¥(C X3 FHIR

RADIUS —/{\—DLTFTD NAS BEZHRETDE. I —TFHI>2 hTECTIOZATEDIRERY
hO—DZHRTEEXT, KEBUHEZERTHRELTHIRIDEZI TR, BUHZHAEDETHIRIT S
CEETEFI. HECSTDNASEMREG. UATFTDESDTY,

* NAS-IP-Address

NAS-IP-Address (&, FREETS1 77> MHMEHRUTVWBRRED IP 7 RLATY, €DI1—H—-778
'j> I\_C‘(g:\ %ﬁibt %(L}H%}bbtb\§nuni£gj/r? I\_Cnl..n.[E&'f—fjr iﬁAGDaj' Wﬁﬁ;?\\/ I\
D—IONDF IR =HFTUET,

10-1 NAS-IP-Address s%ERFD 7 I X FIIR
RADIUS t—/{—

JXXT—R | NAS-IP-Address
password | 172.16.10.1

\¥ 4
TR TR

IP7RLX :172.16.10.1 IP77RLX:172.16.10.2
1—H—% Tuser] (&, T 1—H—% Tuser] (&,
172.16.10.1 OEE (CiEk 172.16.10.1 B DEE(C
UIEiBanHFEEND. “ - & UIsiB S FEF e SR,

* NAS-Port

NAS-Port (. EB5E0 S 77> MMER LU CLWDIREDR— T, TDI1—HF—-7HI> hTE
BRUR— MIERU TV 517> RN CRIEZEIT O IBaDH. RERY D —IAD
FOCREHBUET,

10-2 NAS-Port S2ERD T I AHIR

RADIUS B —/{—

J\ZD— K | NAS-Port

password

port 1/0/10) I ||port 1/0/11| [port 1/0|I | port 1/0/11

R

d1—H—% luser] (& R—K10(C
EBRUEBEDHFIEIND. R—K
11 (CHE UIIBE S S nan.
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10. AccessDefender DREES T

« NAS-Identifier

NAS-Identifier (&, EEETS1 77> MHMEH LU CODEBDZE/R— MDD VLANID TY ., ZDI1—
H—THI> NT(E, BEERUIZ VLAN ID ([T LU CTWBEREEI S 7> N TR EIT D IEiHa D+,
REFRY ND—OANDT O EZHFT UET,

10-3 NAS-Identifier SRERDF7 It X IR
RADIUS B —/{—

NAS-Identifier

1—H—% Tuser] (&. VLAN 2 (CiEft
UTEiBEDHFa ENd.
VLAN 3 (C#E UTeiB A EE el SR,

VLAN 3
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10. AccessDefender DBEES T

10.3 O—HIF—HIR—XEEEE

O—HILFT—HIR— BN EZFDIBEE (L. RADIUS H—/)\—HBSDIEENT A LTI NUERRIC, &
BOBKIERICO—DIVFT—IR—AE U TREFESNEI—Y—THO> hEFHRU TR TEEY,
O—HIILFT—AIR—-X(C(F. I—H—%. /IXT—R, VLANID. XIS ID A EE&H N TULE
9,
10-4 O—HIIF—IN—RBIEDHEELH
RADIUS H—/(—

OFIEVEDYE ||y OBERL

=] @O—HILF—HR—2%
SR LRI LI

O—HILT—FIR=X

7RO~ JAXD—R VLANID | U5 X1ID
01010102 | *@&foe2...RzmF 1002 1002
tempO1 temp01 100 10
temp02 temp02
temp03 temp03 30

v
@7R— NMEFRTAE | . | @R— MERAT
R T

ERI—Y— AEI-Y—

CAUTION: O—HhIL7—INR—-X(IEREDEKIEHRE UTRESNE T, BEEERETDHEE
(. write memory IN> RZEFERALTLIEE,

NOTE: IEEE 802.1X FRFEDO—HILFT —HIR— ik FERY/R— T,

O—HIF—HIR—ZXTA—IVY N
EB(CREEFIRO—HILT—IR—RE csvERDIT7AILTT ., O—HILF—IR—IDANEI%
HUFICRUET,

£ 10-5 O—HIF—IR—ADAHHI

01010102, *@&foe2zglepwIiXjVeO+amVwAAAAC+RzmF,1002,1002, *
tempOl, temp01l,100,10

temp02, temp02

temp03, temp03,30
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10. AccessDefender DEREES X

KRIEEHDOHAE. UTFDEHSDTT,

& 10-6 O—HINFT—INR—ADANIER

RS B

(1) d1—Y—&2%ANDULET.

2 JAR D — REEXEZ(FBEACUEFERTADUET,

(3) VLAN ID ZANDUET (ABEETHE).

(4) OS5 IDEZAHDULET (BBRETHE).

®) ZDITD) R D — RZEBSEUEHER TANTBIHBEER. TRIC [*] ZANDULET (&BEAIE).

O—hILF—INR—ADEFR (Fo>0—R) BXON\vHFPYDT (ZyvIO—R)

PC TERLIzO— LT —HIR—R %, TFTIP U —/)\—ZF/=(E SD H— REFHRUCTEBICER (D
>O—R) TEFEI., W, EEBCERINTWLWBO—DILT—HIR— %, TFTP B—/)\—F7=(F SD
H—RECN\wOFPYT (ZvITO—R) §93TEETEFT, O—HILT—HIR—IA=ZEEF (>

O—R) Fe@N\voryDd (PyvZdO—R) 93IC(E copy AV REFHUET.

O—hIFT—IR—XDHIIF

RE(CEHFNTWLWBO-HILT—AIR—AEZHIBRUET, COBEIFE. IRNTOI-HF-TFHI>
MHIBRENET . O—HILT—IR—XZHIBRT BICIE. access-defender erase aaa-local-db
AR REFERUEY,

dA—Y—7hD> bDEMS LT HIFK

RE(CREINTLWRIO-HIILT—IR=XI(C. I—Y=77HDT> bZEBIMLEZD. HIBRLIEDTEE
9, I—H—7H0> hZEEBMBKLCHIBRT B(CIE. aaa-local-db user AN REFEHULET,
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10. AccessDefender DBEES T

10.4 S&$IZSEE

MAC 525E. Web 525F. S KU IEEE 802.1X F25E TiReE 9 DB, RADIUS B —/\—MSDIEEMNT 1 A
O RUZEEC, #mENCERSEZRINESE. 547> MCABEIRY KD —OADT7 O A0 T
EFFEI, MAC FRE CHHFIEFRIEZITOIHBE(L. aaa authentication mac-auth 1< > RT force /X
SA—F—ZIBELE T, Web B CEHIFRAIZITDHES(L. aaa authentication web-auth ]
Y>> RT force JI\SA—A—ZIBFELFE I . IEEE 802.1X F25E CHHERIZITOIHE(E. aaa
authentication dotlx 1N > RT force /\SA—-5F—ZEELFT,

10-5 HIFREEDIE ]

RADIUS H—/{—

ORFEVEDYE ||y OFBRL

TS

OINTDISA T > hasailiy (CFREE

@7R— MEFETRE @7R— MEFEIRE

CAUTION: HIEREE(E. TFa1 U« — LB ERDEIEEMEN S DERT, ML ZERT
BEIC, TRTHRF LTSN,
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10. AccessDefender DEREES X

10.5

soalk 5 DB LIRS TE

MAC 585E. Web 585E. SKTFIEEE 802.1X FREET(d. U T ORISR ZERATEET,

* local

AccessDefender OO —H)LF —IR—ZFBEE (MAC 5R3E. Web 525D F)
e group radius

radius-server host N> RTHELIZINTD RADIUS B —/({—
« group JI—T'%

aaa group server radius <> RTREU RADIUS H—/\—J)L—TF(CEFREINTULD
RADIUS H—/(—

e force
Sl ERE

uhuIEﬁ_t(g:ubuiEﬁifz\t(:%j(_C 41@35?}5@?%353_0 uhuIEjj__t% Ejé(L(; aaa
authentication mac-auth JJ<¥> R, aaa authentication web-auth N>R, F/&(JX aaa
authentication dotlx AN RZEFEHUET,

NOTE:. IEEE 802.1X SREFC(ZO0—HILFT—HIR—R kY7 h— N T, |IEEE 802.1X SR:f %
@ﬁﬁ@h%ﬂﬂ(ilz\@” aaa authentication dotlx <> RT RADIUS H—/{—J)L—TF=l&
MRHIFREIZERTEL TLIZEUN,

BITREBREZ BN CERE UTIHA(C(E. BROBIARNZEE ULIRE TERTE DXL SICAD
SN

10.5.1 BITFRAZEEREE

BEOZPEARNEEBE L TWTE. TIA)L MTIHSECIEE UIZRAEA R TRAEMNIES NS EWED
RV RD—=DOANDT7OCZANFAENEBA. L. BTRAZEEMEZEWCIDE. 1 DDRE
PR CREMEE SN TERDFBIEANICRITUE T, TUTHMDIRIE AR TRl sN/z & E(E. AED
Y RNID—=DOAN\DT7OCANHFRENET, BITEHEEHEZBMET DI, aaa
authentication control sufficient AN RZFEAHUET,

CAUTION: |EEE 802.1X SRSE CIIBITR M EFHEE(IMFRATETE A

NOTE: BITRHZEEHENBIIXMGETE. MOFRIAR THRN(CEREHES EHESN TR
DE%EQ(LQD 7_ %A(L(g aﬁf‘ﬁu:lu DE(J??D“?@/UO

NOTE: BATHRHZEEHENENDIHZETE. RADIUS B—/{—ADBVWEDENT A LTI b
UTEiBE I RRDFBIAR(CHBITUE T,
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58 6 #® AccessDefender
10. AccessDefender MEREEA

10.6 Web 535EDREF TV IR RE

Web u:u\uIE_C(g: u:l..\uIE ID — t(:;ﬂuﬁﬁ—t%L}Rtgiqo u:u\uIE ID tu:u\nIEjj__t%Bg 'ijTé(L(g: aaa
authentication web-auth AN REFAHUET,

l—ﬁ—b‘uu\uﬁﬁ_ﬁ%LiRT%%J:D(L_§_57' ST, uu\nJ—.E/\_/a)DO’r/ﬁﬁjz' .L\_CnquE ID &
BEITDRDICERR—ZZHAINAXUET, OTAADIT A —LDBHZEATITTRUE T,

NOTE Tjj—)l/ F@DQ’(//\ /@(J:D (Ll -'j‘- t) url..\nIE ID %} Ebfd:l/\i%l/fl\(g\ aaa
authentication web-auth 1 VY>> RTEEUEEMARXMNMERSNED,

= 10-7 SBEIAERIRAD I 4 —A (A—Y—EIRE) Dl

<form method="POST" action="/cgi-bin/adeflogin.cgi">
<table>
<tr><th width="184">User Account:</th><td width="220">

<input name="name" type="text" value="" size="30" maxlength="63"></td></tr>
<tr><th width="184">Password:</th><td width="220">

<input name="pass" type="password" size="30" maxlength="63"></td></tr></table>
<tr><th width="184">Authentication method:</th><td width="220">

<input type="radio" name="authid" value="1">RADIUS Server l<br>
<input type="radio" name="authid" value="2">RADIUS Server 2<br>
<input type="radio" name="authid" value="3">Forced Authentication<brs>
<input type="radio" name="authid" value="4">Local Database<br>
</td></tr>

<input type="submit" name="action" value="login">

<input type="reset" value="reset">

</form>

BIEEDOHRAE. UTDESDTT,

;| 10-8 SBEIAEBRADO I A —A (A—Y—&ERE) DOR1> b

1A Bl

(1) form 427 ® method BI£(C TPOST] ZHB/ELET.

2 Y —Z2ZANT BT A—LD name BIEC Thame] ZH/ELFET .

B) | JSIRD—REZANTBITA—LAD name BIEIC [pass] ZHRELET.

(4) S2EF ID BISTET D T A4 — D name BIHEE(C Tauthid] ZHELUET .

(%) S2EE ID BIETET D T A — LD value BIEICTRSE ID ZRELET,
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%6 6 #® AccessDefender
10. AccessDefender DEREES X

RIC,

BA)

REINR—2ZFRUZES(C, FBEEID A (2] (CRESNTUVDIGES (-5 —H%
DOTA>RADIT A —LDOHIEUTISTRUET .

R 10-9 OY91RADI A —L (BHiAHE) Dl

BIRTERW

<form method="POST" action="http://192.0.2.100:8080/cgi-bin/adeflogin.cgi">
<table>

<tr><th width="184">User Account:</th><td width="220">

<input name="name" type="text" value="" size="30" maxlength="63"></td></tr>

<tr><th width="184">Password:</th><td width="220">

<input name="pass" type="password"

<input type="hidden" name="authid" value="2">
<input type="submit" name="action" value="login">
<input type="reset" value="reset">

</form>

size="30" maxlength="63"></td></tr></table>

KIEEHD

HAEE ULTFDESDTT.

& 10-10 OJ1 VADIT A —L (1BHiAHE) ORA >+

EES SR

(1) | form 4 ® method BI(C TPOST] Z/RELET .

(2 | A —Y—2EANTBIA—LD name EBE(C namel ZRELET,
B) | JXRD—RZEANTBITA—LD name BHIC pass] ZRELET.
(4) | SBEEID BRIBET DT A — LD type BHEIC Thidden] ZHRELET,
(5) | LD ZIBET BT A — LD name BHEIC Tauthid] Z/ELET.
(6) | EREEID RI8TET DT A — LD value BIEICEREE ID £RELE T,

1116

TD61-6303P




58 6 #® AccessDefender
11. AccessDefender @ show IAV¥ > R

11. AccessDefender @

AccessDefender @ show N> RICDWTEHHBALETD .

REF: N> ROFHICDOWTIE, OXYRUT7LIR] ZERBUTLSES0N,

11.1 AccessDefender DsREDIRR

AccessDefender DR TEXHER I DA EZSALET,

11.1.1 7R— B®D AccessDefender sXEDRR

show access-defender port-configuration 1< RT. 7/R— h®D AccessDefender D% TE % i

P CE=EY,
KROELATCRUET,

# show access-defender port-configuration

AccessDefender Port Configuration:
mac = mac-authentication, 802.1X = IEEE802.1X,

web/mac = web/mac authentication,

web/.1X = web/IEEE802.1X authentication,
.1X/mac = IEEE802.1X/mac authentication,
w/.1X/m = web/IEEE802.1X/mac authentication,
DHCPSNP = DHCP snooping,

1d time = logout linkdown time,

o = enable, x = disable
(1)
Type C Port

1 8 9 16 17 24 25
4------ + ------ + - + 4---

mac 1 ... 0000. ... 00000000
802.1X N 00000000
web 1 00000000 . ....... 00000000
gateway 1 ........ Lot i 0Oo. .
web/mac 1 ........ ...... 00 v,
web/.1X 1 ........ < Yo W,
L1X/MAc L e e e
W/ 1X/mM L e e e
DHCPSNP 1 ... . it it iiiie teiienen
roaming 1 ........ 00000000 . . uu....
static L e e e e
linkdown 1 XXXXXXXX XXXXXKXXX «veueon.
1d time 1 ........ ........ 00000000
TTL 1 O0OO00000 vt v v vt eeeeae

web = web-authentication, gateway = web-authentication gateway,

linkdown = linkdown logout, TTL = web-authentication ttl filter,

TD61-6303P
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%6 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

KIEEHD

HAEE. ULTFDESDTT.

#+ 11-1 show access-defender port-configuration V> ROFRIEH

FtEA

R— BT &I, AccessDefender sRTEDEMEEDTR) ./ BRIEZFRRUET .
» mac : MAC %5

*802.1X : IEEE 802.1X 5%5

»web : Web 83

e gateway : '— b T 5%

« web/mac : Web/MAC 525F (AND)

 web/.1X : Web/IEEE 802.1X 35 (AND)

e .1X/mac : IEEE 802.1X/MAC :25E (AND)

» w/.1X/m : Web/IEEE 802.1X/MAC :25E (AND)

* DHCPSNP : DHCP X X—E>2)

e roaming : O— = >/ Hge

e static : X571 w58

e linkdown : x RRDIBE. U DO DCKBOT 7D SHVERD

eld time : U> 050> EEtRISHEDRTE

e TTL : Web EREED TTL T« JL5 —HiEE

"C"FHNFRAFVIDRY IR ID ZRUET . ATV INENMEEE 1 HAFRRENFET,
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58 6 #® AccessDefender

11. AccessDefender @ show V¥ > R

11.1.2 7R— BMF v RILD AccessDefender SREDRR

show access-defender port-channel-configuration <> RT. /R— hFVRILD

AccessDefender DS EZHER CEEY,
FRBIEUTICRUETD,

# show access-defender port-channel-configuration

AccessDefender Port-channel Configuration:
mac = mac-authentication, 802.1X = IEEE802.1X,
web = web-authentication, gateway = web-authentication gateway,
web/mac = web/mac authentication,
web/.1X = web/IEEE802.1X authentication,
.1X/mac = IEEE802.1X/mac authentication,
w/.1X/m = web/IEEE802.1X/mac authentication,
DHCPSNP = DHCP snooping,
linkdown = linkdown logout, TTL = web-authentication ttl filter,
1d time = logout linkdown time,
o = enable, x = disable

Type C Port-channel ID

1 8 9 16 17 24 25 32 33 40 41 48

R + - + 4------ + - ---- + - --- + - +
mac @ T Yo T T T LS
802.1X 1 e e e Q00O . « v v ettt e
web 1 000000 . & ottt ettt et e e e e e e e e e e e
gateway 1 ........ ....... [T
web/mac 1 ....... [ J
web/.1X 1 ...... S
J1X/mac 1 ... 1 2
w/.1X/m 1 ........ =
DHCPSNP 1 ........ ........ FS R @ Y Yo L R
roaming 1 000000 . . ..ttt ittt it e e e e e
static L e e e e e e e e e e e e e e
1inkdOWn 1 XXXXXX .o « o e venen temeeae et et e e
1d time 1 ........ ........ [ 2
TTL @ T Yo T T T L

TD61-6303P

1119



%6 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

KRIEEHDOHAE. UTFDEHSDTT,

& 11-2 show access-defender port-channel-configuration V> ROFRRIEH

JEES Bz

(1) R— hFRILT &IC. AccessDefender B3TED&EEDER) /B ERRUET.

e mac : MAC 533

*802.1X : IEEE 802.1X 5%5

»web : Web 83

e gateway : '— b T 5%

« web/mac : Web/MAC 525F (AND)

 web/.1X : Web/IEEE 802.1X 35 (AND)

e .1X/mac : IEEE 802.1X/MAC :25E (AND)

» w/.1X/m : Web/IEEE 802.1X/MAC :25E (AND)

* DHCPSNP : DHCP X X—E>2)

e roaming : O— = >/ Hge

e static : X571 w58

e linkdown : x RRDIBE. U DO DCKBOT 7D SHVERD
eld time : U045 BESRIERIDERTE

e TTL : Web EREED TTL T« JL5 —HiEE
"C"AFERAVIODIRYOIRID ZRUEITH. KOV RTIFEIC 1 HAFRREINET,

11.1.3 O—hHILF—IR—ADIBHRDRR

show access-defender aaa-local-db V> RT. O—HIFT—IR—XEHREHERTCETET,

KrROeATIRUE T,

# show access-defender aaa-local-db

No. Username VID Class
1 userl 10

2 user2 20

3 user3 30

4 user4 40 40
5 user>5 50

6 usere6 60 60

KRIEEHDOHAE. UTFDEHSDTT,

#| 11-3 show access-defender aaa-local-db V> ROFREH

RS B

1) | BLESZRRUEY.

@) 1-—Y-2ZFRULET,

(3) VLAN ID #&RUEK T,

(4) ISR IDEHRRLUET .
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58 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

11.1.4 Web s85ENR—> DIREIRDRT

show access-defender webpages Y2 RT. RE(CH DT> O— RUJE Web SRIIR—ZDEHR=
R TEET,

NOTE: AIOY> R(E. NP2100 ® 1.09.02 LAF%, NP2000 d 1.09.01 UFTH/R— L TULE
9,

KROELAT(CRUET,

# show access-defender webpages

WEBPAGES-ID:Default

Filename Size Date
login-failure-page 300 Jan 21 2017 09:00:00
login-page 1000 Jan 21 2017 09:00:00
login-success-page 1000 Jan 21 2017 09:00:00
logout-failure-page 500 Jan 21 2017 09:00:00
logout - success-page 500 Jan 21 2017 09:00:00
redirect-error-page 500 Jan 21 2017 09:00:00

WEBPAGES-ID:1

Filename Size Date
0l-login-failure-page 500 Dec 12 2019 11:14:17
0l1-login-page 2000 Dec 12 2019 11:15:20
0l-login-success-page 1000 Dec 12 2019 11:17:26
0l1-logout-failure-page 500 Dec 12 2019 11:19:40
01-logout-success-page 500 Dec 12 2019 11:20:21
0l-redirect-error-page 500 Dec 12 2019 11:22:37

WEBPAGES-ID:5

Filename Size Date
05-login-page 2000 Dec 12 2019 12:22:37
05-login-success-page 1000 Dec 12 2019 12:24:10
05-logout-success-page 500 Dec 12 2019 12:27:21

BIEEDHAE. UTDESDTI,

#+ 11-4 show access-defender webpages VY RDFRIEH

55 B

(1) AR Web BER—= ID ZHRRUET,
[HRIIAXENTEFT T AIL b Web SREER—2] DIEA(E Default ERRESNET . BB, DAY
IAZXENTULRWD [FIAIL ~ Web SEER—2 ] (FRFEESNET Ao

@) IT7AINRZEFRRUET,

(©) IT7AINWHAXERRUET,

(4) Jr7 I OEHFARERRUET,
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%6 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

11.2 AccessDefender OENMEIREEDRIR

AccessDefender OENMEIRREZIER T DA EZALET,

11.2.1 BEEBEH DI SAT > B XUBERBI S 17 > FDORR

show access-defender client IN > RT., FREEBHTI S>> bE. MACEREEICKEILT
Discard kNI S 17> hEHERTEET,

FRBIEUATICRUE T,

# show access-defender client
Total number of Clients : 4
Total number of Discarded Clients : 1
Codes: W = Web authentication, G = Gateway authentication,

M = MAC authentication, - = MAC authentication (discard),

X = IEEE802.1X, D(S) = DHCP snooping (static),

S = Static authentication

Port: C = port-channel, * = roaming,

T MAC address IP Port VID Cls
User Time Aging
- 00-17-A4-F6-D3-04 0.0.0.0 1/0/3 200
0017a4f6d304 0:00:21 0:00:00
WD 00-17-A4-D6-B3-A4 172.170.100.100 1/0/1 4094 10
webuser01l 0:20:39 0:00:00
WM 00-17-A4-D6-F3-C4 172.170.1.1 1/0/2 4094 10
webuser03 0:20:39 0:00:15
G N/A 2000:adb8:85a3:85a2:aba3:8a2e:a370:7334 1/0/5%4094 10
webuser02 5dlhr 0:00:24
D 00-17-29-7F-6F-2A 172.170.2.100 c/1 300
N/A 0:00:36 0:00:00

BIEEDHAE. UTDESDTT,

#+ 11-5 show access-defender client V> ROFRIEH

Ia&E B

(1) | BWEFEHOSAT> hOBERRLET,

2 MAC EB:EIC 5B U T Discard BSNS54 7> hOBERRUET,
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58 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

IAE

e

@)

REEBH IS 7> b Fzld MAC FREEICKEI U T Discard B#f &Nz o517 > DA T 1— R
BRRUET., 947 0— RMMERDDIBEE. TDISA 7> SYAND SBEECRII LTz &2 Bk
LEd,
W : Web 5%
*G: ¥—bhDTAFR5E
* M : MAC 585

: MAC uqu(dEEiIL/‘C Discard EffE=NicI>517> b

: |EEE 802.1X 525

*D: DHCP XRX—E>Y
*S: AT W IRIE

(4)

DSAT 2 D MAC 7 RLRAZRRULET,

DSATRDIP T RLRERRLUET.

(6)

DSAT7 > MMERESNER— MESEZ(ER—- b FrRILBESERRUET.

)

D547 > SBT3 VLAN ID Z&RRLET .

(®)

DSAT 2 NMCBEEMIENZEOSRAID ZRRUET . IS5 ID AEEMFTSNTORWEEFER
RENFE A

©)

DSAT7> OIS —Z2ZRRLET,

(10)

DS5AT > MRS N TS DFBRHE. F/z(d MAC SREE(C5KEIL T Discard BN TH S DFE
BEEERRUE T,

BRI 10 BRI K DBWNSESEE () @ (9) © () FlTtHRreEn. 10 BN EDBE(E (H)
d () hr B TRRSNET,

(11)

SELBH IS 7 > hOEBERRE (REICREL THSDRBRE) ZXRRUET.
BRI 10 B KX DFEVMBA(E () @ () « (B) R TERRSN. 10 KRN LEOBERE (B)
d () hr B TRRSNET,

11.2.2 FEHEBIS1 7 > bOERR
show access-defender deny 1IN RT. ZEHEERISA 7> hDIBHRZHR TETET,
KRHIZUTFICRUET,

# show access-defender deny

Total number of Denied Clients : 3

MAC address Ip Timer
00-00-11-11-22-22 - 0:29:04
- 100.100.100.100 0:29:04

1111:2222:3333:4444:5555:6666:7777:8888 0:29:05

TD61-6303P
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%6 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

KRIEEHDOHAE. UTFDEHSDTT,

#+ 11-6 show access-defender deny V> RODFRIEH

RS B

(l) ub\uE?ETaj/rT I\@yﬂ%ﬁﬂ’\bii

2 SEHESD IS 7> D MAC 7 RLXZEFRUET,

(3) SEHERISA 7 hDIP P RLAZFRRUET,

(4) SEHETR TS A 7> b, BEIEEER I DERDEHEZRRUET.

11.2.3 AccessDefender (CBHET D7 AU X ML—)LDERREDRSR

show access-defender rule-statistics <> RC. AccessDefender (CEET B7701ZRX X

NL—ILOERIRREZ R TEE T,
FRBIEUATICRUE T,

# show access-defender rule-statistics

Total Rules : 768
Unused Rules : 767
Used Rules : 1

web-authentication
web-authentication gateway
mac-authentication

1 1
0 0
0 0
static-authentication 0 0
IEEE802.1X 0 0
DHCPv4 snooping 0 0

0 0

DHCPv6 snooping

Total Discard Rules : 200
Unused Discard Rules : 199
Used Discard Rules : 1
Rule Client
Discarded MAC address 1 1
Total VFP Rules : 1024
Unused VFP Rules : 1024
Authorization VFP Rules : 0

KRIEEHDOHAE. UTFDESDTT,

#+ 11-7 show access-defender rule-statistics IV ROFRFRIER

RS B

1) IW—IVEBERRUET,

2 KEADIL—ILEERRUET,
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58 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

BI=ES B
@) | EABEHIL-IEERRUETD.
(4) | REHEEC CDIL—ILEBERRUET.
) REMEEC CDUSA T hERRUET,
(6) | Discard 757> MEDIL—ILEERRUET,
(7) | KMEAD Discard 7541 7> NADIL—ILEERRLUET,
(8) | fEAEHD Discard V54 7> NADIL—)VEEFRRUET,
(9) | MAC FREE(C kB2 L T Discard B SNIZO 51 7> MRADIL—ILEEFRRUET,
(10) | MAC SR3E(CSRER L T Discard BERSNIZISA 7> MiERRUET.
(11) | VFP F—JILDIL—ILEERRUET .
(12) | KMEAD VFP IL—)LEERRLUET.
(13) | EREHD VFP IL—ILEEFRRUET, VFPIL—ILIFTS R ID ZERATDEHELET.
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%6 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

11.3 IEEE 802.1X REIDRES KU EBHFIRREEDTR R

IEEE 802.1X FREEDRTES KUBIFIREZ R T 2755 ZHALE T,

11.3.1 IEEE 802.1X sREEMEEDRSR

show access-defender dotlx interface 1~ RC. IEEE 802.1X FREIDREXMER C=E I,

IR— b 1/0/1 Z38TE LIS aDRMMIZU T IRUET .

# show access-defender dotlx interface port 1/0/1
Interface : Portl/0/1

PAE : Authenticator
Port Control : Auto

Ignore EAPOL start : Disabled
Quiet Period : 60 sec

Tx Period : 30 sec

Supp Timeout : 30 sec

Server Timeout : 30 sec
Max-req : 2 times
Re-Authenticate : Disabled
Re-Auth Period : 3600 sec

KRIEEHDOHAE. UTFDESDTT,

#+ 11-8 show access-defender dotlx interface IV ROFRFRIEH

IS B

1) IR— PESFLIR—- bFrRIVESZRRUET.

(2) | Port Access Entity (PAE) DIRTEDIREEFRUET .

) | R—=r3d>bO—JL (Auto EIE) ZRRLUET,

(4) | EAPOL-Start 5 (C L BEREEDINIEHEEEDESRN (Enabled) /3 (Disabled) ZF R ULE T .

() | FENKBUIZEZTDRFT—FXDRIFHM (1) 2RRUET,

(6) EAP-Request/EAP-Identity £H UL MNIXE T BRE () XK RUED.

(7) | RADIUS H—/{—5D EAP X v Z—>% %5k, BT UN> MSDIEENRGEI(C
EAP-Request ZHX{E I DRE () ZXRRULET.

(8) | RADIUS B—/{—D'SDIEERFEIEE (B) 2RRLET.

(9) | EAP-Request/EAP-Identity ZH U D> NIEIXET DEE 2 EEE) ZFRRUET.

(10) | IEEE 802.1X sREEMDE:REMDERN (Enabled) /3 (Disabled) #&XRUE T,

(11) | BRGORE (B) ZRRUET,
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58 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

11.3.2 BN’V k> MEIROFRR
show access-defender dotlx 1N > RT.

KROIELAT(CRUET

BRRSNIEYTUNY MERZHR TEET .

# show access-defender dotlx

802.1X Port-Based Authentication Enabled
802.1X info for Port-channell

Supplicant name: userl

Supplicant address: 00-0C-29-8F-8F-2A
portEnabled: true - portControl: Auto
portStatus: authorized - currentId: 1
protocol version: 2

reAuthenticate: Disabled
reAuthPeriod: 3600

PAE: state:Authenticated - portMode: Auto
PAE: reAuthCount: 0

PAE: quietPeriod: 60 - reauthMax: 2 - txPeriod: 30
BE: state: Idle

BE: suppTimeout: 30 - serverTimeout: 30

CD: adminControlledDirections: In - operControlledDirections: In
CD: bridgeDetected: false

KR: rxKey: false

KT: keyAvailable: false - keyTxEnabled: false

ZHIEBDFHRAE. U TFTDEESDTY,

#+ 11-9 show access-defender dotlx AV ROFRIEH

JEES Bz

1) IEEE 802.1X 32:F AR (Enabled) /3 (Disabled) Z&XRxLE T

@) BIRERRY DMR— MESH(FIR—- bFrRILBESERRLUET.

(3) SFUHS b1 —2EZFRRUET,

(4) HTUHS RO MAC 7 RLAERRUET,

(5) U>ORF—HR (true BEE). ;R— bI> bO—JL (Auto EE) ZRRULET,

(6) SREFIREE (authorized : B85,/ unauthorized : REB5F) &, MEDREIZYS 3> ID ZRRUE

g-c

(7) |EEE 802.1X/EAPOL O hJLIN—=3 >R RUET,

(8) |EEE 802.1X SREEDBREIDER (Enabled) /#%) (Disabled) #&XR<UE T,

9) BERLORR () Z&ZRUET,
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%6 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

IAE

e

(10)

Port Access Entity (PAE) DAF—HFRX%=FzRUET,
e Down : FJ>4RAE

« Initialize : #EA{LH

« Disconnecting : &5/ L

« Connecting : &8 H

« Authenticating : 525E9

* Aborting : H#FH

« Held : EAP-Failure iX{S

PAE D/R— b E— R (Auto BEE) #FRUET,

BTURZ MADUIIA K IDXEY hSAEHZERRTUET.

I KU EEDRAT — I RADRFFERE () Z2RRUET.

EAP-Request/EAP-Identity ZH UL MMCEXET EIE (2EEE) Z#FRRUET.

EAP-Request/EAP-Identity £H UL MNIXE T BRE () XK RUEI.

INWOTY REEEIDAT—IRZRRUET,
« Invalid : #E3)

e Request : U T X MX(E

« Response : [6&ZE

« Success : FREERKIN

* Fail : FR5E5REN

e Timeout : IS&ET1 LT D~

« Idle : fHt&ch

« Initialize : #0EA1L

RADIUS H—/{—MBSMD EAP X v —%FEE, HTUHS MHSDIEENRVMEE(IC
EAP-Request ZEIXME I DR () Z2RRULET,

RADIUS H—/\—H\SDIEEFEIFME () 2R RUET.
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58 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

11.3.3 |EEE 802.1X FREEDHETHIFERDETRR

show access-defender dotlx statistics 1< > RT. IEEE 802.1X FRSFDFieT B E MR TS

ia_o
R— b 1/0/1 ZHETE LT EDRRIIZUTICRUE T,

# show access-defender dotlx statistics interface port 1/0/1

Portl/0/1 dotlx statistics information:
EAPOL Frames RX 1
EAPOL Frames TX 4
EAPOL-Start Frames RX 0
EAPOL-Req/Id Frames TX 6
EAPOL-Logoff Frames RX : 0
EAPOL-Reqg Frames TX : 0
EAPOL-Resp/Id Frames RX 0
EAPOL-Resp Frames RX 0
Invalid EAPOL Frames RX 0
EAP-Length Error Frames RX 0
Last EAPOL Frame Version 0
0

Last EAPOL Frame Source 0-10-28-00-19-78

KRIEEHDOHAE. UTFDEHSDTT,

#K 11-10 show access-defender dotlx statistics IV ROFRFREH

RS B

(1) FEUR EAPOL JL—ADTL—LhEERRUET,

2 EIEUEAPOL JL— LD T L —LEERRUET,

(3) =L 7z EAPOL-Start JL—ADTIL—LEERRLUETD,

(4) | Z*{EULTz EAP-Request/EAP-Identity L — AD T L —LABERRUET .

(5) Z{E LT EAPOL-Logoff JL—ADT L —LBERRUET,

(6) | EIELTZ EAP-Request TL—ADTL —LEERRLUET.

(7) | B{EL7Tz EAP-Response/EAP-Identity TL-—AD T L —LEERRLET .

(8) | ®{EUL7Jz EAP-Response JL—ADIL—LBERRLUET,

9) HMEUTEMR EAPOL TL—ADTL— AEERRUET,

(10) | B{EUEAP JL—LDS5, Length [CBOHHBZTIL—LDITL—LAEERRUET.

(11) | BBICESMEUEEAPOL JL—ADTO N DIUN—3 2R RUET,

(12) | B#BIOEZE U EAPOL JL—LADEZEHEFD MAC 7 RLAERRUET,
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%6 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

11.4 DHCP ARX—E >V DFFED KU BEIREEDRR

DHCP XX —E> T DHRES LU PREZ R T 275EZHRALET

11.4.1 DHCP ARX—E>J DEEDRSR

show access-defender dhcp-snooping configuration <> RT. DHCP XA X—E>T D%

EZHERCEFET,
FRBIEUATICRUE T,

# show access-defender dhcp-snooping configuration
Port configuration (o: snooping ON)
C Port
1 8 9 16 17 24 25 32 33 40 41 48
+------ + +------ I R + ot------ + o+------ +
1 00000000 . i it ittt i e e e e e e
49 56 57 64 65 72
+------ + +------ I +
1 o o
Snooping : ENABLE
Mode : PERMIT
Mode : MAC Authentication Mode
Timer : 1800
Port-channel configuration (o: snooping ON)
C Port-channel ID
1 8 9 16 17 24 25 32 33 40 41 48
tommm - e + oh------ + o4------ + ot------ + oA------ +
Port-channel I
49 56 57 64 65 72 73 80 81 88 89 96
R + oA------ + A------ + o4------ + H------ + oh------ +
97 104 105 112 113 120 121
e + oA------ + A------ + A------
Static Entry :
Port IP Address
Port1/0/1 192.168.2.2
Port-channell 192.168.255.255

KRIEEHDOHAE. UTFDESDTT,

#+ 11-11 show access-defender dhcp-snooping configuration AV RDFRIER

1% Bl

(1) R— R ED DHCP AX—E> T 0N,/ EERr<UET,
"C"HFIRAYWIDIRY IR ID ZRUET, ALY YVINEDNRMIBEL 1 HARRSNET,

2 DHCP XX —E > DE% (ENABLE) ./ 3%/ (DISABLE) #XRRULZET .

DFHE (DENY : O > REGER,/ PERMIT : OX> REKREER) #FRRUET,

3) DHCP X X—E> T DOMEE— REHINDEZX IV R (dhep-snooping mode deny W R)
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58 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

A%

stEA

(4)

DHCP X X—E>J®D MAC S EE— RIVBMRMIBEICRRESNE T EMEFSCEFTRINEE
/\JO

®)

DHCP XX —E> D DEFE— REEDBR YAV —DREZRRLET,

(6)

IR— hFrRILZ ED DHCP AX—E> T OB/ BhaRkrUET.
"C'HNERIYODRY IXID ZmUEIH, ZZTEEIC 1 MHRRESNET,

()

ATV ITY M) —ZRRUFET.

11.4.2 DHCP ARX—E>D DEEE— RDFRR

show access-defender dhcp-snooping mode-status 1< > RT. DHCP X X—E>ZJDEME
E—RZHRTEFT,

KRPIELAT(CRUET,

# show access-defender dhcp-snooping mode-status

Mode Timer Remaining time
PERMIT 0:00:30:00 0:00:05:20
MAC AUTH -:--:--:-- —r--i--i--

BIEEDOHRAE. UTDESDTT,

#& 11-12 show access-defender dhcp-snooping mode-status Y ROFRRIEH

1A

Bl

@)

DHCP RRX—E>J DEMEFE— REFRRUFET. MAC AUTH 17(3 DHCP RX—E > M MAC 38
E— RBRIMGE(CRTRISINT T, ENRMGEICERRSINERA.

)

DHCP XX—E>JDEFE— REFIDEX Y1 X —DFREZRRLET .

PERMIT €— K5 DENY E— RICEBIMNICHIDBX 2F TORDEMZRRLET.
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%6 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

11.4.3 DHCP AR—E>PI> MU—DFRR

show access-defender dhep-snooping status 1<V RT.DHCP XX—E>JI> K~ —%HE
B CEEI,.

FRBIEUATICRUE T,

# show access-defender dhcp-snooping status
Snooping : ENABLE

Mode : DENY

Mode : MAC Authentication Mode

C = port-channel, LE = Lease Expiration

Total : 4 (static 1, dynamic 3)

Port IP Address MAC Address LE
Portl/0/2 172.17.100.150 00-1D-09-D1-15-9F 0:4:12
c/1 172.17.100.155 00-21-70-70-7E-C5 1:1:11
Portl/0/5 191.168.1.1 N/A

KRIEEHDOHAE. UTFDESDTT,

#+K 11-13 show access-defender dhcp-snooping status IV RORRIEH

1% Bl

(1) DHCP X X—E > DERN (ENABLE) ./ 3%/ (DISABLE) #XRRULZET .

2 DHCP X X—E> T DEEE— RERRLET.
* DENY : DENY E— R (BERSNEOS1 7> M SOBEIFFA]. TNLIMIHIIR)
« PERMIT : PERMIT E— R (REERI S 7> M SOBEEBHFA)

(3) DHCP XX—E >4 M MAC B E— RABEMRIBEICRRSINET, ENRMBSICERRSINEE
Ao

(4) DHCP ARX—E>TDI> M-8 (RIFAVIIY NU—ESAFZV OIS MNU—#) XK
R~UET,

(5) DHCP ZX—E>TI> KU —DR— hESEEIR— M v RILESERRUET.

(6) DHCP H—/V—([C KD TIRMHENBIISA T M IP PRLRAEXRRUET.

(7) DHCP ZX—E>TJI> RNJ—DMAC 7 RLAZRRLUET, APFT+4vIIL> MJ—TI(EMAC 7
RLRIFRRESNEE Ao

(8) DHCP RRX—E>JTI> N—DU—BBERRUET. YT wILT> NJ—TlFY— IR
FFRRENEE A

10 BfEREDEZEE(E. 9:33:112 DLDIC (BF) @ (3) . () oA TRRENE T, 10 FH=ZEBRD
BEE 3d5hrdES(C (B) d (BF) hr ODERTERRESNET,
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11. AccessDefender @ show V¥ > R

11.5 SSL 1#¥RDER~R

SSL DIE= RS D73EZHRMALET .

11.5.1 SSL Y—/)\—D5IREFBHRDFTR
show ssl https-certificate 1IN RT. SSL U—/\—DiIAERKREHER TCETEY,
FKREIZEL T ICORUE T,

# show ssl https-certificate

Certificate Information:

Certificate Version :3

Serial Number :00:80:2D:5E:A8:BD:8D:53:C3
Issuer Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain.,
CN=Apresia, emailAddress=example@example.com
Subject Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain.,
CN=Apresia, emailAddress=example@example.com
Not Before :2017-02-16 06:54:58

Not After :2037-02-11 06:54:58

Public Key Alg:rsaEncryption

Signed Using :RSA+SHA256

RSA Key Size :2048 bits

OU=Example Group.,

OU=Example Group.,

ZHIEBDFHRAE. U TFTDEESDTY,

% 11-14 show ssl https-certificate V> RDFRIER

BE Bl
D | N=>a>rRRUET.

2 | 2UTIILEBERRUET,

3 RiTEZHRRUET,

@) | IO RERRUET,

®) BEEOMBERZRRUET .

(6) BEEOR TERZRRUET,

(7)) | ABRTILTVXLERRLET,

@) | B&VILTUXLERRLET.

(9) | 2B (RSAF— ) DHA XERRLET.

11.5.2 SSL Y—/)\—DiEZHEIBHRDTR
show ssl https-private-key 1N RT. SSL U —/\—DWERIEIHREHERTCETET,
RKRHIZUTFITRUET,

# show ssl https-private-key

Private key is embedded in firmware.
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%6 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

KRIEEHDOHAE. UTFDEHSDTT,

K 11-15 show ssl https-private-key V> RODOFRIER

NEES B

(. [Private key is installed by user.] &FRESNET,

(1) SSL U —/\—MiIRAE L. ZOIAZ(C—KT IMWBROmMAE 1—H— WP > 0— RUZIREET

11.5.3 CSR (FEIBAZEEBRER) DFR=
show ssl csr IN > RT. CSR (GEFAZELZER) &R TEx9,
FRBIEUTICRUED,

# show ssl csr

Certificate Request:
Data:
Version: 1 (0x1)

emailAddress=xxx@apresia.jp
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:9d:£3:98:37:f2:¢c5:7f:e0:89:b3:6a:6f:b6:9a:
£3:01:76:48:¢3:91:20:9f:b4:7c:d8:91:ac:6a:a3:
6b:df:da:7a:2e:93:9e:0e:56:92:6£:01:84:6f:bd:
c5:61:21:7a:a0:29:42:¢c7:5b:79:22:7c:cb:2e:4a:
9a:8a:5a:c0:45:9e:43:b4:8e:6b:2f:11:6d:al:12:
17:d7:bf:ec:ca:72:ca:ea:2b:2f:df:e4:e7:03:14:
ee:e8:97:4a:a7:ba:67:b9:2b:ce:a2:£f5:28:1c:fa:
a7:67:03:59:96:0a:6£:91:fd:fc:bd:1c:86:79:b8:
41:d9:04:74:01:d5:b3:63:61

Exponent: 65537 (0x10001)

Attributes:

a0:00
Signature Algorithm: sha256WithRSAEncryption

8Cc:c6:69:d7:65:56:e8:80:5d:3b:58:fa:3f:86:91:01:aa:97:
aa:92:58:ba:1f:8c:b8:€4:99:77:£8:bl:c3:1e:1e:29:7a:e2:
98:ad:£1:59:28:3b:df:50:32:a5:d7:9a:db:65:01:a4:26:c8:
28:db:a4:d3:6a:2b:7b:53:44:0d:c9:22:d7:16:39:fa:bf:ec:
2d:54:4d:bd:33:03:ec:cl:4e:c6:£9:8d:ac:8b:9d:c8:71:ba:
99:48:€9:a22:85:db:59:22:35:e5:f0:2e:e6:dd:19:76:dd:25:
5a:b1:d3:95:41:c4:bf:9€:47:82:e1:98:82:¢c3:14:95:ac:e3:
cf:ce

Subject: C=jp, ST=tokyo, L=chiyoda-ku, O=apresia, OU=network, CN=www.apresia.jp/

KRIEEHDOHAE. UTFDESDTT,

#+ 11-16 show ssl csr AV > ROFRIEH

RS B

1) CSR (GEBAZEEREXRK) Z&RRULFT.

1134

TD61-6303P



58 6 #® AccessDefender
11. AccessDefender @ show V¥ > R

11.6 AccessDefender (CBEY D570 Z—HILHR— MBERDFR R

show tech-support access-defender 1< > RT. AccessDefender (CRIET 37— H)LHR—
NEREER CTEEI,

FRBIEUATICRUE T,

# show tech-support access-defender

B o o m m o C o .
# ApresiaNP2100-24T4X Gigabit Ethernet Switch

# Technical Support Information

#

# Firmware: Build 1.14.01

# Copyright (C) 2016 APRESIA Systems, Ltd. All rights reserved.

B o o o o o o oo

[ACCESS_DEFENDER 2025-11-14 10:47:26]

#DHCP-snooping entry

Snooping : DISABLE
Mode: 0 (O:permit,l:deny)

Total : 0 (static 0, dynamic 0)
Binding Entry
BST Entry

IPSG-binding Entry
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

TD61-6303P
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%6 6 #® AccessDefender
12. AccessDefender MDi@RLH & 5% TEHI

12. AccessDefender D&k & EEHI

AccessDefender MERI EERTERFICDWTEHRBBULET,
REF: O~ > ROEFHICDWTIE, TONYRUDFZLRD #ZSBLTLIEEL,

12.1 MAC Z2EEDHE Rk & 55 EH)

MAC EBEEDRERS R TER R UET .

12.1.1 MAC BFEDaEH!
MAC SREEDIERME) & RERZTRUET. CORITHEUTOLSICHELTNET,

] 12-1 MAC RIEDHEH

15H HIE

RADIUS 525 FJA#4)L @D RADIUS H—)\—)L—=F [radius] TIEMH

RADIUS H—/)\— *IP7RLXR:172.16.1.101
- HB5H : apresia

LT S5 77> hDERAER 256

MAC S2EEBR— b R— b~ 1/0/1 h57R— ~ 1/0/5

MAC B3R/ AR DT — R apresia-mac

I—>>2200077 SR 1 bR

12-1 MAC SRSEDIERLHI

mAAASRTE (B3h) N
+ MAC FREEDERSER Y R b @ radius mRADIUS H—/\—DF—HFRX—-X
mRADIUS H—/\—3&7%E User Password
<IP77RLXR:172.16.1.101. £&£EHE : apresia 00005e005301 apresia-mac
00005e0053aa apresia-mac

RO S A 77> hDERE : 256

RADIUS H—/t— || -
(172.16.1.101) || |
mMAC 25 =
- MAC BsFE#R— b : 1/0/1 ~ 1/0/5 |
- MAC &25EF/ (X D — R : apresia-mac
cT—>2000770 NSRS 1 RS

hS>OE—R

port 1/0/49

172.16.1.254/24

swi VLAN 100
TR 192.168.100.100/24
VLAN 10 VLAN 10 192.168.100.254/24 (v100)
192.168.10.254/24 (v10)
®EER— |~T port 1/0/1~1/0/5
i FOEZIE-R
TEISAT> b
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58 6 #® AccessDefender
12. AccessDefender &Rk & s%EHI

1. VLAN 10. VLAN 100 Z/ER L. #8RBIDLSIC VLAN ZEIDLTET,

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 10
config-if-port-range)# exit

config)#

config)# interface port 1/0/49

config-if-port)# switchport mode trunk
config-if-port)# switchport trunk allowed vlan 10,100
config-if-port)# exit

config)#

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl

.

swl

2. VLAN 100 1 >4 —J T —RICEEA IP 7 RL- X [192.168.100.100/24] ZH/ELET ., Ffo. ABE
BITEFTIAILRRFFT«w)L— % [192.168.100.254] 5ECICRE LT, BREEEFRALTLET,

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

— o~ o~ —~

3. EBOAM EZEMLUET, F/e. MAC RIICERAT 3RIAR YA NE. FT4)L D RADIUS
H—)\—2J)L—=F [radius] (CIBEULZET,

swl (config)# aaa new-model
swl (config)# aaa authentication mac-auth default group radius
swl (config) #

4. RADIUS H—/\—7%, IP 7 RL R [172.16.1.101], &% [apresia] THRELET ., [ELRE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B —)—2
JL—= Tradius] (CFRELZE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

O. AccessDefender SREE— RICEB L. REIS1 7> hOBRAEZE [256] [CRELET.
swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

6. /R— Ik 1/0/1 H'57R— b 1/0/5 T MAC 5252 E%(C. MAC 3B:EA/ (X TJ— R#% [apresia-mac] (T
BEUEY, Feo I—>200070 Mgz (1] (SRELEY.

swl (config-a-def)# authentication interface port 1/0/1-5 mac

swl (config-a-def)# mac-authentication password apresia-mac mac
swl (config-a-def)# logout aging-time 0 0 1 mac
swl (config-a-def)# exit

(

swl (config) #

7. MAC At DIE&E)‘}J(L_ bi@'o

swl (config)# mac-authentication enable
swl (config)# end
swl#
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%6 6 #® AccessDefender

12. AccessDefender MDER%LHI & 5EEH

8. =18 AccessDefender BHEDREEUT (CIRIBLUET .,

# AAA

aaa new-model

radius-server host 172.16.1.101 key apresia

aaa authentication mac-auth default group radius

# ACCESS-DEFENDER

access-defender
total-client 256

logout aging-time 0 0 1 mac

# MAC-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 mac
mac-authentication password apresia-mac mac

mac-authentication enable

12.1.2 MAC SBSECTH M1 F=v P VLAN Z#ERT 3155

MAC SREECTH 1 =w 2 VLAN ZER I D5 EDEMHE S8 ERNZRUE T, COBITE. FREIR—
NCIXETE VLAN 4094 ZEIDHTTHE, Y1/ F=v I VIAN ZFRAL T, 1—HF—&(C VLAN 10
F/Z(EVLAN 20 EIDHTENBLSICLTWVET,

+R 12-2 MAC SBSETH 1 F=wv P VLAN ZERAY I BADEER

=Y =] EIE
RADIUS %5 FJA#)L b RADIUS B —/)\—2)L— [radius] THEFH
RADIUS H—/(— «IPJ7RL-X:172.16.1.101
- 258 : apresia
AT FDERKRER 256

MAC BsEEsIR— ~

R— b 1/0/1 B 5R— | 1/0/5

MAC FR3EA/ (R D — R

apresia-mac

I—>2000770 R

309
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58 6 #® AccessDefender
12. AccessDefender &Rk & s%EHI

12-2 MAC S35 TH A = v Y VLAN Z{ERT DIESDHEMHEI

BAAA RTE (B%))

- MAC FRFEDEREEATVI X b : radius

B RADIUS H—/)\—5&7E

< IP77RLR:172.16.1.101, 568 : apresia

mRADIUS H—/{—DF —HIR—X
BB S A 7> hDRAE 1 256 User Password VLAN

00005e005301 apresia-mac 10
00005e0053aa apresia-mac 20

mMAC 523

- MAC BiFE%I7R— I~ @ 1/0/1 ~ 1/0/5 .

- MAC R5EF/ (XD — R : apresia-mac RADIUS B—/1— |
- I-S>O007 KR 305 (172.16.1.100) |

- B57E VLAN : VLAN 4094
c HAF=wIICEIDZHTS VLAN : VLAN 10. VLAN 20

rS2OFE—R 172.16.1.254/24
port 1/0/49
VLAN 100 I—I
192.168.100.100/24
VLAN 10 192.168.100.254/24 (v100)
192.168.10.254/24 (v10)
L RSN MES ) 192.168.20.254/24 (v20)
SREER— |~T port 1/0/1~1/0/5
I TOERAE-R
LI TAT >~

1. VLAN 10, VLAN 20. VLAN 100. VLAN 4094 Z{ER% L. #&RAIDLS (C VLAN 22D K TET,
swl# configure terminal
swl (config)# vlan 10,20,100,4094
swl (config-vlan)# exit
swl (config) #

(
(
swl (config)# interface range port 1/0/1-5
swl (config-if-port-range)# switchport mode access
swl (config-if-port-range)# switchport access vlan 4094
swl (config-if-port-range)# exit
swl (config) #
swl (config)# interface port 1/0/49
swl (config-if-port)# switchport mode trunk
swl (config-if-port)# switchport trunk allowed vlan 10,20,100
swl (config-if-port)# exit
swl (config) #

2. VLAN 100 >4 —J T —RICEEEA IP 7 RL-X [192.168.100.100/24] ZHRELET ., Ffz. AHBE
BITEFIAISRIFT v I)L— % [192.168.100.254] SECICEREL T, BEEFRALTNET,

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

3. EBOAAZEMELET. F/z. MACREFCHERT RIS R Y NE. T T )L~ RADIUS
H—/)\—=2J)L—7 [radius] [CIEELZFET,
swl (config)# aaa new-model
swl (config)# aaa authentication mac-auth default group radius
swl (config) #
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%6 6 #® AccessDefender
12. AccessDefender MDER%LHI & 5EEH

4. RADIUS H—/\—7%, IP 7 RL R [172.16.1.101], &% [apresia]l THRELET ., [/ELE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELIRWBE(EST T4 )L hdD RADIUS —)—2
JL—= Tradius] (CFRBEULZE Y,

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

O. AccessDefender REE— RICEB L. RIEIS1 7> hOBRAEZE [256] [CRELET.
swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

6. /R— I 1/0/1 H'57R— b 1/0/5 T MAC 5252 E%(C. MAC 3B:EA/ (X TJ— R#% [apresia-mac] (T
HMELFT, Foo T—>>2700070 MsfZE [30 9] (CRELET,
swl (config-a-def)# authentication interface port 1/0/1-5 mac
swl (config-a-def)# mac-authentication password apresia-mac mac
swl (config-a-def)# logout aging-time 0 30 mac
swl (config-a-def)# exit
swl (config) #

7. MAC ZREt=BEHICUET,
swl (config)# mac-authentication enable
swl (config)# end
swl#

8. =HED AccessDefender BIEMDREE LT (CHIRLET .
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication mac-auth default group radius

# ACCESS-DEFENDER

access-defender
total-client 256
logout aging-time 0 30 mac

# MAC-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 mac
mac-authentication password apresia-mac mac
mac-authentication enable
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12. AccessDefender &Rk & s%EHI

12.2 Web 535EDH#ERGI & 5 TE H

Web u:h\uIE0>$%ESZ{§IJ t EW“%/T bi@’o

12.2.1 Web E25EDERESH!
Web SREEDIBRME] & RERZRLUET. CORITHEUTOLSICHEL TVET,

] 12-3 Web REDEREHI

I5H HIE

RADIUS 2L FJAJL D RADIUS H—){—2J)L— [radiusl TERH

RADIUS & —/({— «IPJ7RLX:172.16.1.101
- HEHE : apresia

FRET S AT > hDRAER 256

Web REEERIR— R— b~ 1/0/1 h*57R— |~ 1/0/5
SREEA Web B —)(\— http://192.0.2.100:80/, ZFJ=(& https://192.0.2.100:443/
HTTP O ~JL (80) & HTTPS OO0 M1JL (443) (I T AL NERD
HTTPS (TCP Rh— ~ES fmah
443) (L.Sd‘j%ub\uIE/\o_ydj
DESE QAN

I—>>2200077 SRS 1 B¥R9

Fle. KRBT SA 77> SHEREEHIIC DHCP TIP 7 RLXZRIETEBLSI(C. [DHCP H—/\—%ET
@ DHCP /\4rw b (UDP %E5h— hES : 67) =)\ J)\R] BB/ A/ A&/ ELTLNET,

12-3 Web F2EEDHERLHI

mAAABRTE (B3%h)
- Web FREEDEREEARI X b~ [ID : 1] : radius
mRADIUS B —/\—3&7E

< IP77RL-X:172.16.1.101, #EH : apresia BRADIUS H—/\—DF —H~R— 2
User Password
RIS A7 hDRAE 1 256 pcl-web test123456
pc2-web hogehoge
m Web 585E ¢ ; ¢
i ; RADIUS &—/)(— || - : DHCP & —/(—
- Web BBELEEIR— b : 1/0/1 ~ 1/0/5 (172.16.1.101) | | (172.16.1.201)
- SBEEF Web —/\— : http://192.0.2.100:80/ — —
F/z(3 https://192.0.2.100:443/
- HTTPS (TCP/R— h&S 443) (CXID | |

BEER—ZDUS A LT S« 3
c I—22009770 NS 1 KSR

rS>oE—R 172.16.1.254/24
port 1/0/49 el
swil _ VLAN 100 e %DHCP U L—
T 192.168.100.100/24 & Rout
VLAN 10 VLAN 10 192.168.100.254/24 (v100)

192.168.10.254/24 (v10)

SREER— I~T port 1/0/1~1/0/5
: FOEIE—-R \\

mEREE) (1) CRERTE
. + DHCP Y —/\—%8 T DHCP /(& v ~
DHCP 547> (UDP FESe/R— NS : 67) &)\ JCRERE
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1.

VLAN 10. VLAN 100 Z{Em L. #BRBIDKSIC VLAN ZEIDHTET .

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 10
config-if-port-range)# exit

config)#

config)# interface port 1/0/49

config-if-port)# switchport mode trunk
config-if-port)# switchport trunk allowed vlan 10,100
config-if-port)# exit

config)#

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl

.

swl

VLAN 100 1 >5—2J T —X(CEER IP 7 RL- X [192.168.100.100/24] ZiEULF T, £z, AEE
BITIEFTITAIL SRS 4 v I)L— % [192.168.100.254] 5ECICKREL T, REZHRUTNET,
swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24

swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254

swl (config) #

— o~ o~ —~

HEDAAZBIMEUE T, F/eo Web SBEECERIBREARIXN [ID: 1] Z. TTAILED
RADIUS H—/\—2J)L— T[radius] (CIEELZET.

swl (config)# aaa new-model
swl (config)# aaa authentication web-auth 1 default group radius
swl (config) #

RADIUS B—/{—%. IP 7RL-X [172.16.1.101]. B8 [apresia] THRELFT . HELE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B —)—2
JL—=F Tradius] [CAREULZE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

AccessDefender sXEEE— RCEBB L., SRS 177> bOERAEZ [256] [CERELFET.
swl (config)# access-defender

swl (config-a-def)# total-client 256
swl (config-a-def)#

R— b 1/0/1 m5R— b~ 1/0/5 T Web 252 B%0(C. 525 Web B —/)\—D IP 7 RL X%
[192.0.2.100] (CEEELFET . EBODFRELAH Web U—/)\—T(%. HTTP O ~3JL (TCPR— hES
80) & HTTPS O )L (TCPR— hES 443) (T TAILMBRCRO>TVWET, Fle, T—>>
200770 MNERIZE (1] (CERELUET.

swl (config-a-def)# authentication interface port 1/0/1-5 web
swl (config-a-def)# web-authentication http-ip ipv4 192.0.2.100
swl (config-a-def)# logout aging-time 0 0 1 web

swl (config-a-def)#

HTTPS (TCP /R— hES 443) (LT BRAMR—ZDUSF A LU hNZBHCLET,
swl (config-a-def)# web-authentication redirect disable https
swl (config-a-def)# exit

swl (config) #
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12. AccessDefender &Rk & s%EHI

8. Web ZZsF=EMCLET.

swl (config)# web-authentication enable

swl (config) #

9. N1/ (RBEDHIC, 53R IP 7IEAUZ N [IPV4-EX-ACL] ZERE L. UTFDIL—ILEH/EL

353_0

JL—JL 10 (authentication-bypass) : 585t UDP /R— h&ES [67]
swl (config)# ip access-list extended IPv4-EX-ACL

swl (config-ip-ext-acl)# 10 permit authentication-bypass udp any any eq 67

(
swl (config-ip-ext-acl)# exit
swl (config) #

10.8®8F= L7 otRUR MEEEIR— b (GR— k 1/0/1 h'5R— K 1/0/5) (CEALETD.

swl (config)# interface range port 1/0/1-5

swl (config-if-port-range)# ip access-group IPv4-EX-ACL in

The remaining applicable IP related access entries are 255
swl (config-if-port-range)# end

swl#

11 .= D AccessDefender BEDEREE T (TR UET .,

# AAA

aaa new-model

radius-server host 172.16.1.101 key apresia
aaa authentication web-auth 1 default group radius

# ACCESS-DEFENDER
access-defender

total-client 256

logout aging-time 0 0 1 web

# WEB-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 web
web-authentication http-ip ipv4 192.0.2.100
web-authentication redirect disable https

web-authentication enable

12. =07 02U 2 NEEDOSREE T (CHRIZLET.

# ACL

ip access-list extended IPv4-EX-ACL 3999

10 permit authentication-bypass udp any any eq bootps

interface port 1/0/1
ip access-group IPv4-EX-ACL
interface port 1/0/2
ip access-group IPv4-EX-ACL
interface port 1/0/3
ip access-group IPv4-EX-ACL
interface port 1/0/4
ip access-group IPv4-EX-ACL
interface port 1/0/5
ip access-group IPv4-EX-ACL

in

in

in

in

in
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12.2.2 Web iBSFCTHMF=v P VLAN ZERY 35S

Web FBEECTH 1w VLAN ZEH 3 I5EDOEMHAI CREMNZRLET. COFITIE FBEIR—
NCIFETE VLAN 4094 ZEIDETTHE. 1SV IVIANZFERLT. 1—Y - &(C VLAN 10
FZ(FVLAN 20 BEIDHTHNBDKDICLTNET,

R 12-4 Web SBIFTHMF=wv Y VLAN ZiERT DIBSDEEH

=[S FHIE
RADIUS 23 FJAJL @D RADIUS H—/)\—2)L— Tradius] TER
RADIUS H—/\— «IP7RLX:17216.1.101
- HEHE : apresia
FREED S 107> hDRARE 256
Web ZBEER/R— b R— b 1/0/1 iM5R— b 1/0/5
SREEA Web H—)(— http://192.0.2.100:80/. ZF/Z(& https://192.0.2.100:443/
HTTP ZO0 )L (80) & HTTPS ORI (443) (F5TA4)L NBEZ
U4 L2 5% URL (BRBORIER—) https://192.0.2.100:443/www/AuthLogin.html
I—>>22000777 b 1 B5E

FIz. BTE VLAN THREBEEDI S 7> BT IP 77 RLRZEID HTBTZHDETE DHCP B —/)(—(F.
DPITIFERE(ICHELTULET,
12-4 Web BEETH A F=v Y VLAN ZERT DB OS]

BAAAGRTE (B%h) mDHCP H—/\— (BEH) : temp-pool
- Web FR5EDFREEAYU A b [ID : 1] : radius - B JxRw K~ :10.1.1.0/24

mRADIUS H—/\—5&7E T IJA)NL—5—:10.1.1.254
cIP7RLR:172.16.1.101, HFE#H : apresia - U—XHAR : 3072

WEREEO S A7 > hDRAE : 256
BRADIUS H—/{—DF—HR—X

m\Web 25 User Password VLAN

- Web RiEB%I7R— I~ : 1/0/1 ~ 1/0/5 pcl-web test123456 10

+ 5%sEFH Web B —/\— : http://192.0.2.100:80/ pc2-web hogehoge 20
F/z(d https://192.0.2.100:443/

- YA A L% % URL : https://192.0.2.100:443/ RADIUS H—/{— DHCP H—/{—
www/AuthLogin.html (172.16.1.101) (172.16.1.201)

- I—>200070 MR 30 — T

- &7 VLAN : VLAN 4094
- HAFZWOICEDZETS VLAN : VLAN 10, VLAN 20
~NS2OE—-R 172.16.1.254/24

2 | port 170749
VLAN 100

HHHH 192.168.100.100/24
VLAN 4094 VLAN 10

", %DHCP UL —
Rout

T 192.168.100.254/24 (v100)
-1.1. i 192.168.10.254/24 (v10)
| EERDHCPY—/t=aaE VLAN 20 192.168.20.254/24 (v20)
SoalE7N— T port 1/0/1~1/0/5
FOERE— R

uburtgj/rT)I\
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1. VLAN 10. VLAN 20. VLAN 100. VLAN 4094 Z{EREU. HRAIDLS(C VLAN ZEIDHTET,

swl# configure terminal

swl (config)# vlan 10,20,100,4094

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 4094
config-if-port-range)# exit

config)#

config)# interface port 1/0/49

config-if-port)# switchport mode trunk
config-if-port)# switchport trunk allowed vlan 10,20,100
config-if-port)# exit

config)#

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl

—~ o~ e~ o~ o~ o~ o~ o~ o~ o~ —

swl

2. VLAN 100 1 >4 —TJ T —R(CEEA IP 7 RL-X [192.168.100.100/24] %#B/ELET. Fie. ANEBE
BITIEFTITAIL SRS 4 v I)L— % [192.168.100.254] 5ECICKREL T, REZHRUTNET,
swl (config)# interface vlan 100
swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit
swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

— o~ o~ —~

3. EBOAM EEMLUET, F/o. Web REFCERATIRAARIAN [ID: 1] . FIAILLD
RADIUS —/\—2JJL—F [lradius] (CIBELET,

swl (config)# aaa new-model
swl (config)# aaa authentication web-auth 1 default group radius
swl (config) #

4. RADIUS H—/\—7%, IP 7 RL R [172.16.1.101], &% [apresia] THRELET ., [ELRE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B —)—2
JL—= Tradius] (CFRELZE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

5. AccessDefender SREE— RISER L. RIS 7> hDBEAE%E [256] [CRELET.
swl (config)# access-defender

swl (config-a-def)# total-client 256
swl (config-a-def)#

6. /R— bk 1/0/1 H57R— b 1/0/5 T Web 585E&E30(C. R5EHE Web H—/)\—D IP 7 RL- X%
[192.0.2.100] (CEEELFET . EBODFRELAH Web U—/)\—T(%. HTTP O ~3JL (TCPR— hES
80) & HTTPS O )L (TCPR— hES 443) (T TAILMBRCRO>TVWET, Fle, T—>>
20070 NEfE%&E [30 9] (SREULET,

swl (config-a-def)# authentication interface port 1/0/1-5 web
swl (config-a-def)# web-authentication http-ip ipv4 192.0.2.100
swl (config-a-def)# logout aging-time 0 30 web

swl (config-a-def)#
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7.

VA A L0 NEDBERBDRIIR—% HTTPS (CEE T D/esH(C. USF 1L Mt URL &
[https://192.0.2.100:443/www/AuthLogin.html] (CEREUET

swl (config-a-def)# web-authentication redirect url
https://192.0.2.100:443/www/AuthLogin.html

swl (config-a-def)# end

swl#

Web SREENVERNMRRE T, BEEBED Web U —/\—FD:IAZE SnEiEx TFTP H—/\—h\545 >
O—RUEY., COFITIE. TFTIPH—)N—D IP 7RI X [172.16.1.202]. SEBAZED T 71L&
[test.crt]. TWERSED T 7 1)L [testkey]l EUTEMBLUTWLWET, F£ic. EHEFIOIRENRARISZS
%1BFEL. access-defender erase ssl-files AV RZEEBLTHSSYO>O—-RLTWVWET,

swl# access-defender erase ssl-files
Erasing SSL files in FLASH.......... Done.

swl# copy tftp: https-certificate

Address of remote host []? 172.16.1.202

Source filename []? test.crt

Destination filename https-certificate? [y/n]l: vy

% Importing certificate PEM file...

Reading file from tftp://172.16.1.202/test.crt
Loading test.crt from 172.16.1.202 (via Portl/0/49):!
[OK - 4474 bytes]

swl# copy tftp: https-private-key

Address of remote host []? 172.16.1.202

Source filename []? test.key

Destination filename https-privatekey? [y/nl: vy

% Importing private key PEM file...

Reading file from tftp://172.16.1.202/test.key
Loading test.key from 172.16.1.202 (via Portl/0/49):!
[OK - 1679 bytes]

swl#

Web REE2BMCLET,

swl# configure terminal

swl (config)# web-authentication enable
swl (config) #

10.%BE 051 7> NMTEENIC IP 7 RLAEME5 T BDDEE DHCP H—/\— %% FLFT, £

(& VLAN 4094 1> —TJ 1T —X(CIP 7 RL-X [10.1.1.254/24] ZFHELFT,

swl (config)# interface vlan 4094

swl (config-if-vlan)# ip address 10.1.1.254/24
swl (config-if-vlan)# exit

swl (config) #
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11.27% DHCP 5 —/\—F®d DHCP 77 RL X —)L [temp-pool] Z{ER L. U TFORETHREL TER
(CLET,

BIJxRw k [10.1.1.0/24]. TIA)LML—5— [10.1.1.254]. J—RHARE [30 7]
swl (config)# ip dhcp pool temp-pool

swl (config-dhecp-pool) # network 10.1.1.0/24

swl (config-dhcp-pool)# default-router 10.1.1.254

swl (config-dhcp-pool)# lease 0 0 0 30

swl (config-dhcp-pool)# exit

swl (config)# service dhcp

swl (config)# end

swl#

12 .==461% 0> AccessDefender BHEDSREE U FICIRRLET,
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication web-auth 1 default group radius

# ACCESS-DEFENDER

access-defender

total-client 256

logout aging-time 0 30 web

# WEB-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 web
web-authentication http-ip ipv4 192.0.2.100

web-authentication redirect url https://192.0.2.100:443/www/AuthLogin.html
web-authentication enable

12.2.3 588 Web B—)\—DBIAR—S(CUH AL I NTBI5E

HHEB Web B —/\—DFRFER—Z(CUSF A LD NI DIZEOEMHI ERERZRUET . ZORITIE
TDOXSICERELTVET,

& 12-5 5488 Web H—/\—DBFER—S (U1 LI T BIBEDREH

15H SRIE

RADIUS 25 FJA)L D RADIUS H—/){—2)L— Tradius] TIEMH

RADIUS Y —/{— *IP7RLXR:17216.1.101
- HEHE : apresia

FRET ST > hORAER 256

Web REEBEZIR— b R— b~ 1/0/1 h'5R— | 1/0/5

BREDREEAE Web B — http://192.0.2.100:80/. ZFE/z(Z https://192.0.2.100:443/

J— HTTP O ~JL (80) & HTTPS O MIJL (443) (35T A4JL ME%D
U4 L2 5% URL (9488 Web B —/\—DERFE/X—=°) http://172.16.1.200/test.html

I—>>2200077 SR 1 bR
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Fz, KRBT S A 7> MHGREERTICHMNER Web B —/)U—DFREER—ZZEYS TE D KD (S, 448D
Web B —/{—-38 CDiEEZ/ (/)R] DR/ 1/ XEFHELTNET,

12-5 5488 Web B —/\—DBEINR—SCU S 1 LU b T DIBEDEEEH

BAAAGRTE (B%h)
- SRREDEREEATNU R I~ [ID : 1] : radius

mRADIUS B —/\—3%%E mRADIUS H—/)\—DF—HIR—X
< IP7RLX:172.16.1.101. &5 : apresia User Password
pcl-web test123456
WEREEOSA 7> NOBAK : 256 pc2-web hogehoge
RADIUS H—/\{— 3 1 SpEBD Web B —/(—
m Web 583k (172.16.1.101) (172.16.1.200)
- Web R:5EB%7R— I~ : 1/0/1 ~ 1/0/5 i L
- $2:TF Web H—/{— : http://192.0.2.100:80/
7= (3 https://192.0.2.100:443/ | |

« UAS A L2 N5 URL : http://172.16.1.200/test.html
cIT—>2000770 SR ¢ 1 BERS

NS> oE—R 172.16.1.254/24
port 1/0/49 il
swl VLAN 100 [port /0749 *
T 192.168.100.100/24 el
VLAN 10 VLAN 10 192.168.100.254/24 (v100)

192.168.10.254/24 (v10)

BEER— T port 1/0/1~1/0/5
TOEIE—R V\\

.:. m EREE) 1) CRERTE
- REBFED S A 77> S DSMEE Web B —)(—
uLnEOU'(T‘/ ~ (172.16.1.200) 3ECDidfE=/ 1) (REEE

192.168.10.100

VLAN 10. VLAN 100 ZfFB L. #BEHIDKS(C VLAN ZEDHTET .

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

swl (config) #

swl (config)# interface range port 1/0/1-5

swl (config-if-port-range)# switchport mode access
swl (config-if-port-range)# switchport access vlan 10
swl (config-if-port-range)# exit

swl (config) #

P U S USSR

swl (config)# interface port 1/0/49

swl (config-if-port)# switchport mode trunk

swl (config-if-port)# switchport trunk allowed vlan 10,100
swl (config-if-port)# exit

swl (config) #

VLAN 100 ¥ >45—J T —X(CEHEA IP 77 FL-X [192.168.100.100/24] ZRELF I, Ko, AHIE
BITIETIAIBRIFT v v I)L— % [192.168.100.254] FECICEREL T, R ZERBRRLTNET,

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

—~ o~ o~ —~

HEBDAAZBMMELET, /e, Web SREECERI3RIEARIXXN [ID: 1] &, TTAILED
RADIUS 5—/\—2JL— T[radius] (CIEELZET.

swl (config)# aaa new-model

swl (config)# aaa authentication web-auth 1 default group radius
swl (config) #
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4. RADIUS H—/\—7%, IP 7 RL R [172.16.1.101], &% [apresia]l THRELET ., [/ELE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELIRWBE(EST T4 )L hdD RADIUS —)—2
JL—= Tradius] (CFRBEULZE Y,

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

5. AccessDefender SREE— RISER L. RIS 7> hDBEAE%E [256] [CRELET.
swl (config)# access-defender

swl (config-a-def)# total-client 256
swl (config-a-def)#

6. /R—k 1/0/1 H57R— b 1/0/5 T Web 5B5E&2E30(C. B5EH Web H—/)\—D IP 7 RL- X%
[192.0.2.100] (CEEELFET . EBDRELAH Web U—/)\—T(%. HTTP O )L (TCPR— MBS
80) & HTTPS O ~1JL (TCP/R— hES 443) (I TAIL MNERICIRD TWVWET, Ffe, I—>>
200770 SERIZE (1] (CERELUET.

swl (config-a-def)# authentication interface port 1/0/1-5 web
swl (config-a-def)# web-authentication http-ip ipv4 192.0.2.100
swl (config-a-def)# logout aging-time 0 0 1 web

swl (config-a-def) #

7. USR5 URL &, 4MEB Web B —/\—DER5E/R—= [http://172.16.1.200/testhtml] (CEREL
ia_o

swl (config-a-def)# web-authentication redirect url http://172.16.1.200/test.html
swl (config-a-def)# exit
swl (config) #

8. Web REEBMCLET.
swl (config)# web-authentication enable
swl (config) #

9. /A /)CREEED=HIC, = 1P 7OIUZR N [IPv4-ACL] ZER L. U TDIL—ILEB/ELUE
R

JL—JL 10 (authentication-bypass) : %85 IP 77 KL X [172.16.1.200]

swl (config)# ip access-list IPv4-ACL

swl (config-ip-acl)# 10 permit authentication-bypass any host 172.16.1.200
swl (config-ip-acl)# exit

swl (config) #

10.88F L7 oA UR MERIIR— ~ (R— ~ 1/0/1 h'5R— ~ 1/0/5) (CERALET.

swl (config)# interface range port 1/0/1-5
swl (config-if-port-range)# ip access-group IPv4-ACL in

The remaining applicable IP related access entries are 255
swl (config-if-port-range)# end
swl#
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11 .= D AccessDefender BEDREE T (TR UET .,
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication web-auth 1 default group radius

# ACCESS-DEFENDER

access-defender
total-client 256
logout aging-time 0 0 1 web

# WEB-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 web
web-authentication http-ip ipv4 192.0.2.100
web-authentication redirect url http://172.16.1.200/test.html
web-authentication enable

12. =070t U X SEEDEREEUT (CHRIRLET,
# ACL

ip access-list IPv4-ACL 1999
10 permit authentication-bypass any host 172.16.1.200
interface port 1/0/1

ip access-group IPv4-ACL in
interface port 1/0/2

ip access-group IPv4-ACL in
interface port 1/0/3

ip access-group IPv4-ACL in
interface port 1/0/4

ip access-group IPv4-ACL in
interface port 1/0/5

ip access-group IPv4-ACL in
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12.2.4 @51 Web FBEEINR—>ZERT BIBS

[Web EREEDETERI] (CHWNT. /R— b 1/0/3 TUTZER T DIBEDEMA CREFERUET,
* &%) Web EBsEX—=

« Web uquEOD/]/ /9 J1x— XL__ EDE L.\u.[Ejj__cu

NOTE: &5 Web FR5E/X—=(&. NP2100 d 1.09.02 BAf%. NP2000 D 1.09.01 B TH/R— b~
LTWET,

NOTE: Web SBEED1 >~ —J T — AT EDEREEATERE(E. NP2100 D 1.09.02 LABF. NP2000
3 1.09.01 AFTH/IR—BLTVWET,

COBITIFATDLSCEHELTNWET,

& 12-6 @5 Web BEENR—DEEEH!

1R EIE

HR— ~ 1/0/3 * RADIUS H—/{—2)L—=F TPORT-AUTH] %={FH

Web FREEDREE A TERTE - RADIUS B—/(— :172.16.1.102
- HBH : test-apresia

R— ~ 1/0/3 H « {&5) Web FBEER—=ID : 3

BRI Web FREER— e IFOR—ZZ @RI Web FREER—ZE LT TFTP B —/(—: 172.16.1.10 i
5450>0-RUTERATD
- OJAFRER—= : test_login.html
- EREERKINAR—= : test_login-success.html
—  EREIREIR—= : test_login-failure.html

e ZNLISDREER—SIT T AL bDOR—Z%FHT S

[Web FREEDEER] Z#EMELET,
RADIUS B —/\—%, IP 7 RL- X [172.16.1.102]. &% [test-apresia] THRELFE T,

swl# configure terminal
swl (config)# radius-server host 172.16.1.102 key test-apresia
swl (config) #

N =

3. RADIUS H—/\—2J)L—=F [PORT-AUTH] Z/ER L. BIOFIETERE LIz RADIUS H—/)\—%&, ZD
IIN—TF BT BLSICHELET.
swl
swl
swl
swl

config)# aaa group server radius PORT-AUTH
config-sg-radius)# server 172.16.1.102
config-sg-radius)# exit

config)#

— o~ o~ —~

4. R— b 1/0/3 D Web B CERAT IRAARIZN [ID: 1] &, 1—H—BFD RADIUS H—/\—
2J)L—= TPORT-AUTH] (C¥IEFULET.

swl (config)# aaa authentication web-auth 1 default group PORT-AUTH interface
port 1/0/3
swl (config) #

5. R—h 1/0/3 THERT BMERI Web REIX—= [ID: 3] ZRELET,
swl (config-a-def)# web-authentication interface port 1/0/3 webpages 3
swl (config-a-def)# end
swl#
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6.

&5 Web 525E/X—= [ID : 3] THEAITBIUTDORIANR—>% TFTP H—/)\— [172.16.1.10] 545

o>0O0—-kUFEY,

O+ 2385 R—= : test_login.html
SREERKIN/R—= : test_login-success.html
SREERER—= : test_login-failure.html

swlf# copy tftp: webpages 3 login-page
Address of remote host []? 172.16.1.10

Source filename []? test_login.html
Destination filename 03-login-page? [y/nl: vy

Accessing tftp://172.16.1.10/test_login.html...
Transmission start...

Transmission finished, file length 2427 bytes.
Please wait, programming flash.............. Done.

swl#
swl# copy tftp: webpages 3 login-success-page
Address of remote host []? 172.16.1.10

Source filename []? test login-success.html
Destination filename 03-login-success-page? [y/n]l: vy

Accessing tftp://172.16.1.10/test_login-success.html...

Transmission start...
Transmission finished, file length 1332 bytes.
Please wait, programming flash.............. Done.

swl#
swl# copy tftp: webpages 3 login-failure-page
Address of remote host []? 172.16.1.10

Source filename []? test_login-failure.html
Destination filename 03-login-failure-page? [y/n]l: vy

Accessing tftp://172.16.1.10/test_login-failure.html...

Transmission start...
Transmission finished, file length 1011 bytes.
Please wait, programming flash.............. Done.

swl#

1152

TD61-6303P



58 6 #® AccessDefender
12. AccessDefender &Rk & s%EHI

1. EHE%O AccessDefender BEDEEE T (TR UET .,
# AAA

aaa new-model

radius-server host 172.16.1.101 key apresia

radius-server host 172.16.1.102 key test-apresia

aaa group server radius PORT-AUTH

server 172.16.1.102

aaa authentication web-auth 1 default group radius

aaa authentication web-auth 1 default group PORT-AUTH interface port 1/0/3

# ACCESS-DEFENDER

access-defender
total-client 256
logout aging-time 0 0 1 web

# WEB-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 web
web-authentication http-ip ipv4 192.0.2.100
web-authentication redirect disable https
web-authentication interface port 1/0/3 webpages 3
web-authentication enable

8. REHDER Web RAER—SDEHERRLET.

swl# show access-defender webpages

WEBPAGES-ID:3

Filename Size Date
03-login-page 2427 Nov 20 2020 16:02:18
03-login-success-page 1332 Nov 20 2020 16:03:26
03-login-failure-page 1011 Nov 20 2020 16:04:03
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Sfueis

I:XA-EWIJ

12.3 &'— b T A RAL DA & 55 EH

T — D T A EBEEDIBR &S TE

BERIERUET,
12.3.1 —)\—

— LT I LZARDY — D I A 5ZEEDERES
HRRY RD—DDiHRNSH—/)(—T7
18RI < SRE

ax JE

BERUET, COHITEUTDOLSI

INTOTCRATBRCT— DT A= E T DIHEED
CERELTVETD,
& 12-71 =)= 7—=LF7OCAKDS — NI I A REDEEF
=[S FRIE
RADIUS 525 FIAJL D RADIUS H—/N—2J)L— Tradius] TER
RADIUS H—)(— «IP7RLX:172.16.1.101
- 258 : apresia
REET 5 A 77> hDERAE 256
J— O AR port-channel 5 (7R— k 1/0/49, 1/0/50)
SRR Web H—/)(— http://192.168.10.10:80/. ZF/Z(& https://192.168.10.10:443/
HTTP O ~JL (80) & HTTPS O bJL (443) (I T AL NERD
IT—>>2000770 NS 1 B5RA

x/z. COHITIERADIUS H—/)U—hHER5ER—
IN—M@BETETDLDIC,
ER

MUICTFEL TWSTzs. FREER W F & RADIUS B —
[RADIUS B —/\—h'5DiBEEZ/ /)R] TR/ A/IAEHELTLE
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12-6 B—N\—TJ 7 — AP VL ARDY — bD I A BEEDIBERAFI

BAAASRTE (B%)

= NI ARSI XS [ID @ 1] : radius
BRADIUS B —/\—3%7E

TP — 1 TP 7KL :172.16.1.101. #/48 : apresia

BEREEO S A 7> hDERAE 1 256

port 1/0/1~1/0/48 | 7 O RE— R

BT — N TR

- O — RO TAFZEAEMR— b @ port-channel 5

- $R5EF Web H—/\— : http://192.168.10.10:80/
FJz(d https://192.168.10.10:443/

- T—222000770 NS ;1R

VLAN 10
192.168.10.10/24

w5/ 1) CRERTE
FA - ZOBIT(E RADIUS H—/\—HSBEER— MUICFIEL T
altsiv L3718, RADIUS H—/\—h S DiEE%/ 1) CARTE
FOERE—R

192.168.10.254/24 RADIUS H—/{— } mRADIUS H—/){—DF—HFX—-X
a7

172.16.1.254/24 (172.16.1.101) User Password
P | pcl-gateway test123456

2-gateway hogehoge
10.1.3.0/24 pe

o1zt \ O\ [0

10.1.3.254 /10.1.2.0/24 "

S
B /
( 10-{-_1-0/2\4/ HRFRY KO-

SBETSAT > b
10.1.1.100

1. /R— b 1/0/49 HSHR— k 1/0/50 ZF v ILIIL—T ID [5] DAZIN—R—KELT, RIF1 WY
DE—-RTHRELET.
swl# configure terminal
swl (config)# interface range port 1/0/49-50
swl (config-if-port-range)# channel-group 5 mode on
swl (config-if-port-range)# exit
swl (config) #

2. VLAN 10 Z/ER L. HBREIDLS(C VLAN ZEID Y TET,

swl (config)# vlan 10

swl (config-vlan)# exit

swl (config) #

swl (config)# interface port-channel 5

swl (config-if-port-channel)# switchport mode access
swl (config-if-port-channel)# switchport access vlan 10
swl (config-if-port-channel)# exit

swl (config) #

swl (config)# interface range port 1/0/1-48

swl (config-if-port-range)# switchport mode access
swl (config-if-port-range)# switchport access vlan 10
swl (config-if-port-range)# exit

swl (config) #

~ m o o~ ~ m — — — ~ o~ —
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3. VLAN10 />45—JT—XICIP 7 RLX [192.168.10.10/24] =/ ELET ., Ffe. ABREFITEST
TAILRZASIFT 1 wI)L— % [192.168.10.254] 5ECICREL T, BEERELTVET,

swl (config)# interface vlan 10

swl (config-if-vlan)# ip address 192.168.10.10/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.10.254
swl (config) #

4. EBO AL EEMELET ., Fo. F— NITARATERAI BTSRRI (D :1] %, FIA
JU B®D RADIUS H—/)\—2)L—=F [radius] (CIEELF T, I Rl Web sB5E BT,

swl (config)# aaa new-model
swl (config)# aaa authentication web-auth 1 default group radius
swl (config) #

5. RADIUS H—/\—%. IP 7RL X [172.16.1.101]. %588 [apresial THRELFT. BELE
RADIUS Y —/\—(Z. Fif@9 3 RADIUS J)L—TH#IBELIRWBE(EST T AJL bdD RADIUS H— /(-2
JL—= Tradius] (CFRELZE Y,

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

©. AccessDefender REE— RICEB L. RITS1 7> bOBEAEZE [256] [CRELET.
swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

{. R—bhFvRILETH— NITARERENIC. BEHEHE Web H—/)\—D IP 7 RL X%
[192.168.10.10] ([CHREULFET ., EBEORIA Web H—/\—TI(%. HTTP O RIJL (TCPR— KBS
80) & HTTPS O RIJL (TCPR— RS 443) (3T TAI)L MEMICRO>TWVWET, Fe, I—->>
20070 hEEE (1B (CERELUET.

swl (config-a-def)# authentication interface port-channel 5 gateway
swl (config-a-def)# web-authentication http-ip ipv4 192.168.10.10
swl (config-a-def)# logout aging-time 0 0 1 gateway

swl (config-a-def)# exit

swl (config) #

8. = rIUTATAEEHNCUET., IV RE Web SREE BT,

swl (config)# web-authentication enable
swl (config) #

9. 805l A JCASTEDH(C. BRE P 7 IR U [IPVA-ACL] ZFRL L. ITFDIL—)LZTE LE
ERN Ebfﬁfj‘l’_’/_’\uxl\%muﬁﬂ‘\ NMIBARULEY.

JL—JL 10 (authentication-bypass) : *{S7t IP 77 RL- X [172.16.1.101]

swl (config)# ip access-list IPv4-ACL

swl (config-ip-acl)# 10 permit authentication-bypass host 172.16.1.101
swl (config-ip-acl)# exit

swl (config) #
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10.ELETOERUR MERIIR— h (R— hFrRIL 5 DA/ \—R— N THIAR— k 1/0/49 15
R— b 1/0/50) ([SEARAULET.
swl (config)# interface range port 1/0/49-50
swl (config-if-port-range)# ip access-group IPv4-ACL in

The remaining applicable IP related access entries are 255
swl (config-if-port-range)# end
swl#

11.=#% 0D AccessDefender BEDRFEE U T ICHRIRLUET,
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication web-auth 1 default group radius

# ACCESS-DEFENDER

access-defender
total-client 256
logout aging-time 0 0 1 gateway

# WEB-AUTHENTICATION

access-defender

authentication interface port-channel 5 gateway
web-authentication http-ip ipv4 192.168.10.10
web-authentication enable

12 =07 o2 2 MEEDREEMU T ICHRRUET,
ip access-list IPv4-ACL 1999
10 permit authentication-bypass host 172.16.1.101 any
interface port 1/0/49
ip access-group IPv4-ACL in
interface port 1/0/50
ip access-group IPv4-ACL in
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12.3.2 RxF7OCAKDS — DI I A SBEDERTEH]

PR ENSEHERY NI —ONT ORI BHIC, ¥— DT AR ZRM I DHEDEMA £RE
BlEemUET. COBITIIUTOLSICHELTNET,

R 12-8 K7 O CABDS — D I A ZBFEDRER

I5H EIE

RADIUS 525 FJA#)L @D RADIUS H—)\—)L—=F [radius] TIEMH

RADIUS H—/){— «IP7RLX:172.16.1.101
« HEH : apresia

FREL T S5 77> hDERAER 256

J— DT ABEEMR— K~ | R— b 1/0/49

SPEIA Web H—)(— http://172.16.50.10:80/. ZF7z=(Z https://172.16.50.10:443/
HTTP O ~3JL (80) & HTTPS O RIJL (443) (I T AJL NE%D

I—>>2200077 SER 1 bR

12-7 R 7 O ABDT — D I A 2L DB

( Fity ho—2 )
| AiRYAD-0

*ﬁ RADIUS H—/(— || BRADIUS H—/{—DF—HFR—-2X
a7 172.16.1.254/24 (172.16.1.101) ‘ User Password

pcl-gateway  test123456
pc2-gateway  hogehoge

172.16.50.254/24

FOERE—R
port 1/0/50 BAAA SRTE (B%h)
O - B — MO T A REORESTUZ S [ID @ 1] : radius
VLAN 10 mRADIUS B —/(—:57E
swi SIP7RLZR:172.16.1.101, 5% : apresia
TR

VLAN 10 WIS 17> FORAR : 256
172.16.50.10/24
n— T

- F— RO T A REEEMR— I : 1/0/49
B - $85EA Web ©—/U— : http://172.16.50.10:80/
FOEIE—R F7z(F https://172.16.50.10:443/
172.16.50.253/24 - IT—2>200077 NS - 1 BRI

EETSAT > b
10.1.53.100
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1. VLAN 10 #/ERE L. #BREBID LS (C VLAN ZEIDKHTET,

swl# configure terminal

swl (config)# vlan 10

swl (config-vlan)# exit

swl (config) #

swl (config)# interface range port 1/0/49-50

swl (config-if-port-range)# switchport mode access
swl (config-if-port-range)# switchport access wvlan 10
swl (config-if-port-range)# exit

swl (config) #

2. VLAN10 />4 —JIT—RICIP7RLX [172.1650.10/24] #HELET. £l AREFTEST
TAINAZF+4 v o)L— % [172.16.50.254] B CICREL T, REEFHRRLTVET,
swl (config)# interface vlan 10
swl (config-if-vlan)# ip address 172.16.50.10/24
swl (config-if-vlan)# exit
swl (config)# ip route 0.0.0.0/0 172.16.50.254
swl (config) #

— o~ o~ —~

3. EBOAM EZEMLLUET, Fle. F— NITARATERATIRAARU R S [ID:1] &, 774
JL RO RADIUS H—/)\—)L—=F Tradius] [CIEELZET. IT> R(d Web SEFE BT,

swl (config)# aaa new-model
swl (config)# aaa authentication web-auth 1 default group radius
swl (config) #

4. RADIUS H—/\—7%, IP 7 RL X [172.16.1.101], &% [apresia]l THRELET . [ELE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B—)—2
JL—= Tradius] (CFRBEULZE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

5. AccessDefender SREE— RISER L. RIS 7> hDBEAE%E [256] [CRELET.
swl (config)# access-defender

swl (config-a-def)# total-client 256
swl (config-a-def)#

6. R— |\1/0/49‘C'7 N T AR EBIC, BEEA Web 5—/)\—D IP 7 RL X% [172.16.50.10]
[CEREUET . EBEDRIAH Web —/)\—TI(&, HTTP O RIJL (TCP/R— RES 80) & HTTPS
(my =y (TCPrri RNES 443) (T TAILMBRICRO>TVWET, oo T—>>2000770 SR
Z [15E] (CEREUEY.

swl (config-a-def)# authentication interface port 1/0/49 gateway
swl (config-a-def)# web-authentication http-ip ipv4 172.16.50.10
swl (config-a-def)# logout aging-time 0 0 1 gateway

swl (config-a-def)# exit

swl (config) #

1. = RNITABEEBNCUET, I RIE Web sREEHETT,

swl (config)# web-authentication enable
swl (config)# end
swl#

TD61-6303P 1159



%6 6 #® AccessDefender
12. AccessDefender @R & E%TEHI

8. =HE% o AccessDefender BEDEEEL T ICIRRUET,
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication web-auth 1 default group radius

# ACCESS-DEFENDER

access-defender
total-client 256
logout aging-time 0 0 1 gateway

# WEB-AUTHENTICATION

access-defender

authentication interface port 1/0/49 gateway
web-authentication http-ip ipv4 172.16.50.10
web-authentication enable
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12.4 |EEE 802.1X

soslL s B & B EHI

IEEE 802.1X ZREEDHERI &

HEFERUET

12.4.1 IEEE 802.1X REEDETEH

|EEE 802.1X FREEDIBRM L EREMNZRLE T, COPITIEUATDISICTHELTNET,

R 12-9 |IEEE 802.1X sRsEDEHESI

I5H

=i

X AE

RADIUS F25E

FJAJL D RADIUS H—){—2J)L— [radiusl TERH

RADIUS B —/{—

«IPJ7RLX:172.16.1.101
- HEHE : apresia

FRET S AT > hDRAER

256

IEEE 802.1X FREFERI/R— b

JR— b 1/0/1 iM5R— b 1/0/5

I—>2000770 R

1 BFRS

12-8 |IEEE 802.1X EREEDHE R

BAAA SBE (530) B RADIUS H—/{—DF—HR—X

- IEEE 802.1X 3BsEMsRsE AU R I @ radius User Password

mRADIUS H—/(—3&7%E pcl-dotlx test123456

cIP77RLX:172.16.1.101. #BEHE : apresia pc2-dotix hogehoge
RADIUS H—/{—

BRI 5107 hDERARE : 256 (172.16.1.101)

m [EEE 802.1X 2ZiE |
- TEEE 802.1X REFARA— I : 1/0/1 ~ 1/0/5
TS A0 MR ;1 KR

NS> OE—R 172.16.1.254/24

swl

IR

VLAN 100
192.168.100.100/24

VLAN 10 VLAN 10 192.168.100.254/24 (v100)
192.168.10.254/24 (v10)
SREER— b port 1/0/1~1/0/5
| _ TUOERE-R
FREET A7
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1.

VLAN 10. VLAN 100 Z{Em L. #BRBIDKSIC VLAN ZEIDHTET .

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 10
config-if-port-range)# exit

config)#

config)# interface port 1/0/49
config-if-port)# switchport mode trunk

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl (config-if-port)# exit
config)#

.

swl

config-if-port)# switchport trunk allowed vlan 10,100

VLAN 100 7 >~ —2J x—X(CEHEA IP 7 RL- X [192.168.100.100/24] ZFHELF T, FT. AHE

BITIET IAI MRIFT+aw)L— % [192.168.100.254] 58 TICERE
swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24

swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254

swl (config) #

— o~ o~ —~

UTC. ‘Y‘iﬁﬂj&ﬁ‘*;&l L/'Cb\iﬁ'o

%E@ AAA %ﬁ?‘ﬂ'fb ngsg_o 3572\ IEEE 802.1X uu\uIE_C'fﬁﬁﬁa_éuquEH_cle I\% 7_77")[/ |\0)

RADIUS B —/\—=J)L—= [radius] (CEELFET .

swl (config)# aaa new-model

swl (config)# aaa authentication dotlx default group radius

swl (config) #

RADIUS B —/\—%Z, IP 7 RL-X [172.16.1.101]. B [apresia]l THELFT .

HMELEZ

RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B —)—2

JL—= Tradius] (CFABULZEY,

swl (config)# radius-server host 172.16.1.101 key apresia

swl (config) #

AccessDefender 58 EE— RSB L. BT S1 7> hDOERAREZ [256] (C3

swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

R— & 1/0/1 57R— b 1/0/5 T IEEE 802.AX 5B BRCUEX T . Flee T—>>2200077 SSRE

Z [185/[] (CERELET.

swl (config-a-def)# authentication interface port 1/0/1-5 dotlx

swl (config-a-def)# logout aging-time 0 0 1 dotlx
swl (config-a-def)# exit
swl (config) #

|EEE 802.1X sRsEEBHCLE T,

swl (config)# dotlx enable
swl (config)# end
swl#
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Eha& D AccessDefender BEDSTEE AT (CIREFELE T,
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication dotlx default group radius

# ACCESS-DEFENDER
access-defender

total-client 256

logout aging-time 0 0 1 dotlx
# DOT1X
access-defender

authentication interface port 1/0/1-1/0/5 dotlx
dotlx enable

12.4.2 |EEE 802.1X (BSETH M1 F=v Y VLAN Z{ERT IES

IEEE 802.1X s25E CA 1 F=wJ VLAN Z{EH I DG5S DA ERERZRUET, COBITIE. B
SER— MMCIFETE VLAN 4094 ZEIDHTTHE, 4FZ VU VIAN ZFERLT. 11— —-2¢&(C

VLAN 10 F/Z(F VLAN 20 i'EIDHTHNDLSCLTVET,

£ 12-10 IEEE 802.1X FBEETH A F =W VLAN ZERHT SRS DREH

I5H EIE

RADIUS 5285 7 JA)L b®D RADIUS H—/{—=J)L—T

lradius] TfEMA

RADIUS H—){— «IP7RLX:172.16.1.101
- 258 : apresia

LD SA T hDEKRER 256

IEEE 802.1X RsIExI/R— ~ | 7/R— b 1/0/1 hSR— b~ 1/0/5

I—>>2200077 N 305
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12-9 IEEE 802.1X BEETH 1 F v U VLAN ZERT SIEaDEMRH

BAAAETE (B%h)
- IEEE 802.1X REEDREEA Y X b : radius
B RADIUS U —/\—3&E

- IP7RLR :172.16.1.101, #7458 : apresia BRADIUS H—) {— DT — IR— X
User Password VLAN

WEREEO S A7 hDERAE : 256 pcl-dotlx test123456 10
pc2-dotlx hogehoge 20

mIEEE 802.1X 525 .

- IEEE 802.1X SBEFAMAK— I : 1/0/1 ~ 1/0/5 RADIUS & —/{— ‘

-T2 00079 NERM 1 305 (172.16.1.101)

- B7E VLAN : VLAN 4094 |
- H1FZwUICEIDZHTS VLAN : VLAN 10, VLAN 20

KNS2OFE—-R

port 1/0/49

172.16.1.254/24

VLAN 100
192.168.100.100/24

VLAN 10 192.168.100.254/24 (v100)
192.168.10.254/24 (v10)
VLA T VEAN 20 | 192.168.20.254/24 (v20)
SREER— T port 1/0/1~1/0/5
FOURE- R
u..uE’Jj > b

VLAN 10. VLAN 20. VLAN 100. VLAN 4094 Z/Ep L. BRBIDXS(C VLAN ZEIDEHTFET .

swl# configure terminal

swl (config)# vlan 10,20,100,4094

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 4094
config-if-port-range)# exit

config)#

config)# interface port 1/0/49

config-if-port)# switchport mode trunk
config-if-port)# switchport trunk allowed vlan 10,20,100
config-if-port)# exit

config)#

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl

—~ o~ e~ o~ o~ o~ o~ o~ o~ o~ —

swl

VLAN 100 1 >4 —J 1 —XR(ICEERA IP 7 KL X [192.168.100.100/24] ZHEULFRT . Flo. KREE
BITEFT IAILRRIFT v wI)L— & [192.168.100.254] FETICEREL T, BEZEFERLTVET,
swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24

swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254

swl (config) #

— o~ o~ —~

KED AAA ZBMELUET, F£/z. IEEE 802X BRI CHERITIREEARIA ME. T IAIAD
RADIUS & —/\—2J)L—= [radius] (CIEEULZET,

swl (config)# aaa new-model

swl (config)# aaa authentication dotlx default group radius

swl (config) #
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4. RADIUS H—/\—7%, IP 7 RL R [172.16.1.101], &% [apresia]l THRELET ., [/ELE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELIRWBE(EST T4 )L hdD RADIUS —)—2
JL—= Tradius] (CFRBEULZE Y,

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

O. AccessDefender REE— RICEB L. RIEIS1 7> hOBRAEZE [256] [CRELET.
swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

6. R—h 1/0/1 m57R— b 1/0/5 T IEEE 802.1X SR ABMCUET . Ffo. T—>>000 77 MR
Z [3093] (CREULET,
swl (config-a-def)# authentication interface port 1/0/1-5 dotlx
swl (config-a-def)# logout aging-time 0 30 dotlx
swl (config-a-def)# exit
swl (config) #

7. IEEE 802.1X REI&EAMICLET,
swl (config)# dotlx enable

swl (config)# end
swl#

8. =HED AccessDefender BIEMDREE LT (CHIRLET .
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication dotlx default group radius

# ACCESS-DEFENDER
access-defender

total-client 256

logout aging-time 0 30 dotlx
# DOT1X
access-defender

authentication interface port 1/0/1-1/0/5 dotlx
dotlx enable
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12.5 A9 571 v DRI DA & 55 EH

AT A W IRL OB EREFZERUET . COBITEUTDOLSICERELTNET,

R 12-11 RF5 1 Y I BELDHEH

"8 RE
RADIUS 585 T I AL D RADIUS B —/)\—J)L—T [radius] THEMA
RADIUS & —/{— «IP77RLX:17216.1.101

- 258 : apresia

LD ST hDEKRER

256

MAC FREEERIR—

JR— b 1/0/1 i 5R— b 1/0/5

MAC FBEEA/ (XD — K

apresia-mac

I—>2000770 R

1 BFRS

2EF A v OREMR— ~

R— b 1/0/1. R— b 1/0/3

AT 1 v IREERAR 7R— I~ 1/0/1. 00:00:5E:00:53:11
AT+ v IFBEERAE 7R— I 1/0/3. 00:00:5E:00:53:33
12-10 R 5« v B DB
BRI T+ W IR

« AT+ W OIRBIAEMR— b 1 1/0/1, 1/0/3

s AT A WIREEI S AT > b AR— bk 1/0/1, 00:00:5E:00:53:11
c RITAWIREEI S AT > b 1 7R— |k 1/0/3, 00:00:5E:00:53:33

BAAASSTE (B#)
+ MAC SREEDFREEA VY R b : radius

mRADIUS H—/{—DF—HFR—-2X

mRADIUS B —/\—3%7E

cIP7RLX:172.16.1.101, 5% : apresia

User Password

00005e005301 apresia-mac
00005e0053aa apresia-mac

BEREEO S A 7> hDERAE 1 256

SEERAR— b ¢ 1/0/1 ~ 1/0/5 |
A/ (XD — R : apresia-mac
c I—=>22000 77 NS 1 B5R

RADIUS B —/{—
(172.16.1.101)

) hS2OE-R | 172.16.1.254/24
port 1/0/49 L
swl - VLAN 100 [port /01| -
e O =0 192.168.100.100/24 T
VLAN 10 VLAN 10 192.168.100.254/24 (v100)

SREER— b~

192.168.10.254/24 (v10)

port 1/0/1~1/0/5

TORAE-R

3

Rl 577>~ 00:00:5E:00:53:11

ZHFAYIBE | 29T v ORI
K= | R—k

00:00:5E:00:53:33

T
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1. VLAN 10. VLAN 100 Z/ER L. #8RBIDLSIC VLAN ZEIDLTET,

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 10
config-if-port-range)# exit

config)#

config)# interface port 1/0/49

config-if-port)# switchport mode trunk
config-if-port)# switchport trunk allowed vlan 10,100
config-if-port)# exit

config)#

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl

.

swl

2. VLAN 100 1 >4 —J T —RICEEA IP 7 RL- X [192.168.100.100/24] ZH/ELET ., Ffo. ABE
BITEFTIAILRRFFT«w)L— % [192.168.100.254] 5ECICRE LT, BREEEFRALTLET,

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

— o~ o~ —~

3. EBOAM EZEMLUET, F/e. MAC RIICERAT 3RIAR YA NE. FT4)L D RADIUS
H—)\—2J)L—=F [radius] (CIBEULZET,

swl (config)# aaa new-model
swl (config)# aaa authentication mac-auth default group radius
swl (config) #

4. RADIUS H—/\—7%, IP 7 RL R [172.16.1.101], &% [apresia] THRELET ., [ELRE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B —)—2
JL—= Tradius] (CFRELZE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

O. AccessDefender SREE— RICEB L. REIS1 7> hOBRAEZE [256] [CRELET.
swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

6. /R— Ik 1/0/1 H'57R— b 1/0/5 T MAC 5252 E%(C. MAC 3B:EA/ (X TJ— R#% [apresia-mac] (T
BEUEY, Feo I—>200070 Mgz (1] (SRELEY.

swl (config-a-def)# authentication interface port 1/0/1-5 mac

swl (config-a-def)# mac-authentication password apresia-mac mac
swl (config-a-def)# logout aging-time 0 0 1 mac
swl (config-a-def)# exit

(

swl (config) #

7. MAC At DIE&E)‘}J(L_ bi@'o

swl (config)# mac-authentication enable
swl (config) #
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8. R—hK1/0/1 £ER— I~ 1/0/3 TRHF 1 v IRIEENCHEL, A7« wIIT> - [R-hk
1/0/1. 00:00:5E:00:53:11] [/R— b 1/0/3. 00:00:5E:00:53:33] ZHELH T,
swl (config)# access-defender
swl (config-a-def)# authentication interface port 1/0/1,1/0/3 static
swl (config-a-def)# exit
swl (config)# access-defender static mac 0000.5e00.5311 interface port 1/0/1
swl (config)# access-defender static mac 0000.5e00.5333 interface port 1/0/3
swl (config)# end
swl#

9. =HED AccessDefender BIEMDREE LT (CHIRLET .
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication mac-auth default group radius

# ACCESS-DEFENDER

access-defender

total-client 256

logout aging-time 0 0 1 mac

authentication interface port 1/0/1,1/0/3 static

access-defender static mac 00-00-5E-00-53-11 interface port 1/0/1
access-defender static mac 00-00-5E-00-53-33 interface port 1/0/3

# MAC-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 mac
mac-authentication password apresia-mac mac
mac-authentication enable
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12.6 DHCP ARX—E > D&k & %EH

DHCP XX —E>J DIERHI L REMZRLUET .

12.6.1 DHCP ARX—E D DEEHI
DHCP XX —E > DI & BERZRUET. COBTEUTDLSICHBELTNET,

] 12-12 DHCP ARX—E > DsEH|

I5H HIE

FRET S5 AT hDRAER 256

DHCP X X—E>DJBEMR— & R— b 1/0/1 i 5R—  1/0/5

DHCP XX—E>JD#EE— R DENY E— REE

& ar G/ i YRS /R— &~ 1/0/1, 192.168.10.11

12-11 DHCP AR —E > D DBk H

WEREEO S A7 > hDERAE : 256

- | oHCP H—/t—
2 DHCP 23— | | (172.16.1.201)
- DHCP RX—E>OB%MR— b : 1/0/1 ~ 1/0/5 -
- BEE— K : DENY £— REIE |
- ZFFA YOI RU—  R—~1/0/1, 192.168.10.11
hSOE—R | 172.16.1.254/24
port 1/0/49 wigl
swi VLAN 100 7 %DHCP UL —
T 192.168.100.100/24 & Rout
VLAN 10 VLAN 10 192.168.100.254/24 (v100)

192.168.10.254/24 (v10)

port 1/0/1~1/0/5

FOCAE—R

BEER— |\T
e

DHCP US4 77>

1. VLAN 10. VLAN 100 Z/ERE L. #8RAIDLS(C VLAN ZEIDHTET,

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

swl (config) #

swl (config)# interface range port 1/0/1-5

swl (config-if-port-range)# switchport mode access
swl (config-if-port-range)# switchport access vlan 10
swl (config-if-port-range)# exit

swl (config) #

swl (config)# interface port 1/0/49

swl (config-if-port)# switchport mode trunk

swl (config-if-port)# switchport trunk allowed vlan 10,100
swl (config-if-port)# exit

swl (config) #

~ o~ o~ o~ o o~ o~ o~ o~ —
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2. VLAN 100 1 >#—J T —RICEHEA IP 7 RL-X [192.168.100.100/24] ZRELET. Tz, ARE
BITE T IAILSRIFT 1 v DIL— % [192.168.100.254] FETICEREL T, REEEMMRLTVET,
swl (config)# interface wvlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24

swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254

swl (config) #

3. AccessDefender HEE— RICBBL. RIS 7> hOBAEE [256] ([CHRELET,
swl (config)# access-defender

swl (config-a-def)# total-client 256
swl (config-a-def)#

4. ;R— bk 1/0/1 Hh5R— s 1/0/5 T DHCP RX—E>J%BM(C. EFE— K% DENY E— REIE(CFR
ELFET,
swl (config-a-def)# dhcp-snooping interface port 1/0/1-5
swl (config-a-def)# dhcp-snooping mode deny
swl (config-a-def)#

5. DHCP ARX—E>JDRFF«wIIT> hJ— [R—h 1/0/1, 192.168.10.11] ZFRELET.
swl (config-a-def)# dhcp-snooping static-entry interface port 1/0/1
192.168.10.11
swl (config-a-def)# exit
swl (config) #

6. DHCP RR—E>I%BHMICLET,
swl (config)# dhcp-snooping enable
swl (config)# end
swl#

[. EHE%D AccessDefender BHEDRERUT (CHRBLUET .,
# ACCESS-DEFENDER

access-defender
total-client 256

# DHCP-SNOOPING

access-defender

dhcp-snooping interface port 1/0/1-1/0/5

dhcp-snooping mode deny

dhcp-snooping static-entry interface port 1/0/1 192.168.10.11
dhcp-snooping enable
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12.6.2 DHCP ARX—E>J & MAC Bl &2 AT 35S

DHCP A X— t/ﬁ & MAC uh‘uE%{#ﬁ?%i% O)*%EEW'J& EWU%T\ big_o L_ODWIJ_C‘Q: MAC 2 BN
[FUATFTDOLSCHEHELTWNET,

] 12-13 MAC REDERER!

I5H EIE

RADIUS 525 FJA#)L @D RADIUS H—)\—)L—=F [radius] TIEMH

RADIUS H—/){— «IP7RLX:172.16.1.101
« HEH : apresia

FREL T S5 77> hDERAER 256

MAC S2EEBR— & R— b 1/0/1 B 5R— | 1/0/5

MAC 25ERR/\ AT — R apresia-mac

I—>>2200077 SR 1 bR

FJ/z. DHCP AX—E>JFUTDOLS(THELTLET,

K 12-14 DHCP ARX—E >V DEHI

JEE|S] Bind

DHCP X X—E>JBEMR— ~ R— b 1/0/1 " 5R— ~ 1/0/5

DHCP XX—E>JD#EE— R DENY E— REE

DHCP XX—E > M MAC £33 B
TR
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12-12 DHCP RAR—E>J & MAC Bl % HAT 3i1BSDEAH

mAAA BRTE (B%h)

- MAC FRREDEREEA VU X b : radius
mRADIUS H—/\—3&7E
cIP7RLR:172.16.1.101. B : apresia

WEREE O S A 7> hDERAES 256 BRADIUS H—/\—DF—HFR—X
User Password

00005e005301 apresia-mac
00005e0053aa apresia-mac

- MAC F25EF/CXJ— R : apresia-mac
c I—=>22000 77 NS ¢ 1 B5RE RADIUS B —/{— | | DHCP H—/{—
(172.16.1.101) } (172.16.1.201)

mDHCP X X—E>D

- DHCP RX—E>JBMR— b : 1/0/1 ~ 1/0/5 | |
- B)fFE— R : DENY E— REE

- DHCP RX—E> DD MAC 2B5EE— K : B%)

hSZOE-R 172.16.1.254/24
port 1/0/49 i)
wi S 5
T 192.168.100.100/24 .
VLAN 10 VLAN 10 192.168.100.254/24 (v100)
192.168.10.254/24 (v10)

SEEAR— port 1/0/1~1/0/5
FOERE—R

1
S

DHCP US4 7>

VLAN 10. VLAN 100 ZfFB L. #BEHIDKS(C VLAN ZEDHTXT .

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

swl (config) #

swl (config)# interface range port 1/0/1-5

swl (config-if-port-range)# switchport mode access
swl (config-if-port-range)# switchport access vlan 10

~ o~ o~ o~ o o~ o~ o~ o~ —

swl (config-if-port-range)# exit

swl (config) #

swl (config)# interface port 1/0/49

swl (config-if-port)# switchport mode trunk

swl (config-if-port)# switchport trunk allowed vlan 10,100
swl (config-if-port)# exit

swl (config) #

VLAN 100 ¥ >45—2J T —X(CEMERA IP 77 FL-X [192.168.100.100/24] ZRELF T, Ko, AHIE
BITEFIAISRIFT v I)L— % [192.168.100.254] SECICEREL T, BEEFRAL TLET,

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

FKEDAA ZEMMELET, F/o. MACIRELTHERAT SRAHRNI A NE, T )L b RADIUS
H—/)\—2J)L—7 [radius] [CIEELFET,

swl (config)# aaa new-model

swl (config)# aaa authentication mac-auth default group radius

swl (config) #
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4. RADIUS H—/\—7%, IP 7 RL R [172.16.1.101], &% [apresia]l THRELET ., [/ELE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELIRWBE(EST T4 )L hdD RADIUS —)—2
JL—= Tradius] (CFRBEULZE Y,

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

5. AccessDefender SREE— RISER L. RIS 7> hDBEAE%E [256] [CRELET.
swl (config)# access-defender

swl (config-a-def)# total-client 256
swl (config-a-def)#

6. /R— I 1/0/1 H'57R— b 1/0/5 T MAC 5252 E%(C. MAC 3B:EA/ (X TJ— R#% [apresia-mac] (T
WMEUFT, Fzo T—>>200070 Nz [1IE] (SERELET.
swl (config-a-def)# authentication interface port 1/0/1-5 mac
swl (config-a-def)# mac-authentication password apresia-mac mac
swl (config-a-def)# logout aging-time 0 0 1 mac
swl (config-a-def)# exit
swl (config) #

7. MAC ZREt=BEHICUET,
swl (config)# mac-authentication enable
swl (config) #

8. /R— b 1/0/1 137R— bk 1/0/5 T DHCP AX—E > %E%(C. EEE— R% DENY E— REE(C.
DHCP XX —E>J D MAC FBEE— REBIMCERELET .
swl (config)# access-defender
swl (config-a-def)# dhcp-snooping interface port 1/0/1-5
swl (config-a-def)# dhcp-snooping mode deny
swl (config-a-def)# dhcp-snooping mode mac-authentication
swl (config-a-def)# exit
swl (config) #

9. DHCP XR—E>I%BMICLET.
swl (config)# dhcp-snooping enable
swl (config) # end
swl#
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10.=#E% 0 AccessDefender BEDREE T ICHRIRUET,
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication mac-auth default group radius

# ACCESS-DEFENDER

access-defender
total-client 256
logout aging-time 0 0 1 mac

# MAC-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 mac
mac-authentication password apresia-mac mac
mac-authentication enable

# DHCP-SNOOPING

access-defender

dhcp-snooping interface port 1/0/1-1/0/5
dhcp-snooping mode deny

dhcp-snooping mode mac-authentication
dhcp-snooping enable

12.6.3 DHCP ARX—E>J & Web RilEHAT 31BS

DHCP X X—E > & Web 2 & HA I DIBEDEBRGI ESEN ZRUET . COBITIE Web FBEE(E
UTFOELSITHELTWVWET,

£+ 12-15 Web BaIDSTEH

I5H HIE

RADIUS 2L FJAJL D RADIUS H—){—2J)L— lradiusl TERH

RADIUS H—)(— «IP7RLX:172.16.1.101
- 258 : apresia

FRET S AT > FDRAER 256

Web F2iEER/R— b JR— b 1/0/1 i5R— b 1/0/5

SREEA Web B —)(— http://192.0.2.100:80/, ZFE7=(Z https://192.0.2.100:443/
HTTP O ~JL (80) & HTTPS OO0 ML (443) (I T AL NERD

I—>2000770 R 1 B5fa

1174 TD61-6303P



58 6 #® AccessDefender
12. AccessDefender &Rk & s%EHI

Ffz. DHCP ARX—E>JFUTDOLSICHELTLNET,

& 12-16 DHCP ARX—E > DHFEH

1BH MIE

DHCP X X—E>JBEMR— & R— b 1/0/1 i 5R—  1/0/5

DHCP XX—E>JD#EE— R DENY £— REE

12-13 DHCP ARX—E > & Web RBilZHAT SIESDEMHI

BAAARE (B%h)

- Web FREEDRFEARU X & [ID : 1] : radius
mRADIUS H—/\—3&7E

< IP77RLX :172.16.1.101, #E# : apresia

WEREETSA 77> NDBRAR : 256 BRADIUS B —/{—DF—FR—2X

User Password
mWeb ZB5F pcl-web test123456
- Web AR — I : 1/0/1 ~ 1/0/5 pc2-web hogehoge
- $%5EA Web ©—/\— : http://192.0.2.100:80/ ) \

F72(F https://192.0.2.100:443/ RADIUS 5 —/{— |« . || DHCP T—/{—

T-S2H007 R : 1B (172.16.1.101) | || @7216..200
mDHCP ZX—E >4 | |

- DHCP AX—E>JB%R— b : 1/0/1 ~ 1/0/5
- BFE— R : DENY E— REE

rS2UE-R | 172.16.1.254/24
VAN 160 port 1/0/49 il
- I —
192.168.100.100/24 Rou AHDHCP UL
VLAN 10 VLAN 10 192.168.100.254/24 (v100)

192.168.10.254/24 (v10)
SREER—

?
y

DHCP 5177~ b

port 1/0/1~1/0/5

TOCAE—R

1. VLAN 10. VLAN 100 Z/ER L. #8RAIDES(C VLAN ZEIDLTET,

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

swl (config) #

swl (config)# interface range port 1/0/1-5

swl (config-if-port-range)# switchport mode access
swl (config-if-port-range)# switchport access vlan 10
swl (config-if-port-range)# exit

swl (config) #

swl (config)# interface port 1/0/49

swl (config-if-port)# switchport mode trunk

swl (config-if-port)# switchport trunk allowed vlan 10,100
swl (config-if-port)# exit

swl (config) #
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2.

VLAN 100 7 >5—J 1 —X(CE¥EA IP 77 RL-X [192.168.100.100/24] ZHELFT. FT. AKE
BITE T IAILSRIFT 1 v DIL— % [192.168.100.254] FETICEREL T, REEEMMRLTVET,
swl (config)# interface wvlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24

swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254

swl (config) #

HEEDAAZGIMEUET ., Flew Web SRBEECERIZREARIXN [ID: 1] 2. TIAILFD
RADIUS H—/\—2JL— Tlradius] (CIEELZET.

swl (config)# aaa new-model
swl (config)# aaa authentication web-auth 1 default group radius
swl (config) #

RADIUS B —/{—%. IP 7 RL-X [172.16.1.101]. &% [apresia] THRELFT. HELE
RADIUS Y —/\—(Z. Fif@9 3 RADIUS J)L—TH#IBELIRWBE(EST T AJL bdD RADIUS H— /(-2
JL—= Tradius] (CFRELZE Y,

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

AccessDefender X EE— RCEBR L. SREI 517> bOERAEZ [256] [CERELFET.
swl (config)# access-defender

swl (config-a-def)# total-client 256

swl (config-a-def)#

R— 1 1/0/1 157R— b 1/0/5 T Web s85EZH(C. FB5EA Web U —/\—D IP 7 RL X%
[192.0.2.100] (CEEELFT . FEDREA Web B —/N—T(& HTTP JO~IJL (TCPR— HES
80) & HTTPS ZO L (TCP/R— hES 443) (3T JAILMERICIROTVWET ., Feo T2
J00770 Mz (18R] (SEREUET,

swl (config-a-def)# authentication interface port 1/0/1-5 web

swl (config-a-def)# web-authentication http-ip ipv4 192.0.2.100
swl (config-a-def)# logout aging-time 0 0 1 web

swl (config-a-def)# exit

swl (config) #

Web -1 nIEj-&ﬁ)‘}J(t_ L/gsg—

swl (config)# web-authentication enable
swl (config) #

R— b 1/0/1 i5R— b 1/0/5 T DHCP AX—E>JZ=BMIC. BIWFE— R%& DENY E— REE (C5%
ELET.

swl (config)# access-defender

swl (config-a-def)# dhcp-snooping interface port 1/0/1-5
swl (config-a-def)# dhcp-snooping mode deny

swl (config-a-def)# exit

swl (config) #

DHCP XAX—E>J&BMCLET.

swl (config)# dhcp-snooping enable
swl (config)# end

swl#
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10.=#E% 0 AccessDefender BEDREE T ICHRIRUET,
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication web-auth 1 default group radius

# ACCESS-DEFENDER

access-defender
total-client 256
logout aging-time 0 0 1 web

# WEB-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 web
web-authentication http-ip ipv4 192.0.2.100
web-authentication enable

# DHCP-SNOOPING

access-defender

dhcp-snooping interface port 1/0/1-1/0/5
dhcp-snooping mode deny

dhcp-snooping enable
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12.7 OR RB3E (1 7R—

NEENGEREE) DB &ERTEH

OR FB3E (1/R—

—iR— MT MAC
A—HR—

12.7.1 A

R 12-17 @—

sk & Web

T MAC S85E & Web SRELZER I DHEDIBMAI L ERZRLET. ZDHITIE MAC R
FE& Web SREEIFAT DL S

NMEEREDEE) OBRAI EETERERUE T,

sl 2 EAY BES

CHELTWET,

R— T MAC 835 & Web SR5E 2R Y DIBADES

I5H

=L

X JE

RADIUS 3%

F AL @D RADIUS H—/)\—2J)L— Tradius] TER

RADIUS & —/\—

«IP7RLX:172.16.1.101
HEH : apresia
(_ODDQEWJ_C(&" MAC ubuEB Web uhuIEE H LJ RAD'US -ij' /\ %'fﬁﬁﬁ

FEET S A 77> hOBRARE 256

MAC SRsFaRIR— b R— b 1/0/1 i5R— k 1/0/5
MAC FB3EA/ (XD — apresia-mac

MAC RSt T—=>>20040 1 B5fE

7770 ~EFfE

Web FREFERNR— 7R— I 1/0/1 h"57R— ks 1/0/5

uuu.[E}Eﬁ Webﬁ /\_

http://192.0.2.100:80/, ZFE7=(Z https://192.0.2.100:443/
HTTP O ~JL (80) & HTTPS OO0 MIJL (443) (I T AL NERD

Web 3 Bt u.[E}EﬁI_//O Da
770 SRERE

1 BFRS
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12-14 E—7R— N T MAC 585E & Web 535l %& 89 Di5E&DIBRHI

BAAAGRTE (B%h)

+ MAC FREEDRSEA TN R b @ radius

- Web SREEDREEAXYU R b [ID : 1] : radius
mRADIUS B —/\—3%7E

X COFREFITE. FLC RADIUS H—/\—%{EF
IP77RLR:172.16.1.101. &5 : apresia

RO S A 77> hDERE : 256

mMAC 23

- MAC EBiEBI/R— b~ : 1/0/1 ~ 1/0/5
+ MAC F25EF/ XX DJ— R : apresia-mac
cIT—>>000770 NS ¢ 1 BER

m Web 525IE

- Web F2EFE%I7R— b @ 1/0/1 ~ 1/0/5

- S25EFA Web 5 —/(— : http://192.0.2.100:80/
FJ/zld https://192.0.2.100:443/

cI—>>2000770 N 1 BSR

User

mRADIUS H—/\—DF —HFR—2Z

00005e005301 apresia-mac
00005e0053aa apresia-mac

Password

pcl-web testl123456
pc2-web hogehoge
RADIUS B—/){— :
(172.16.1.101) | |
KNS OE—R

swi VLAN 100
TR 192.168.100.100/24
VLAN 10 VLAN 10
®EER— |~T port 1/0/1~1/0/5

FOCAE—R

<3
SEALOSAT7 > b
192.168.10.100

port 1/0/49

172.16.1.254/24

192.168.100.254/24 (v100)

192.168.10.254/24 (v10)

1. VLAN 10. VLAN 100 Z/ERE L. #ERAIDLS(C VLAN ZEIDLTET,

swl# configure terminal
swl (config)# vlan 10,100
swl (config-vlan)# exit
swl (config) #

swl (config)# interface range port 1/0/1-5

swl (config-if-port-range)# switchport mode access
swl (config-if-port-range)# switchport access vlan 10

swl
swl
swl (config)# interface port 1/0/49

swl (config-if-port)# switchport mode trunk

config-if-port-range)# exit
config)#

swl (config-if-port)# switchport trunk allowed vlan 10,100
swl (config-if-port)# exit
swl (config) #

(
(
(
(
(
(
(
(
(
(
(
(

2. VLAN 100 1 >#—J T —RICEHEA IP 7 RL-X [192.168.100.100/24] #RELEY. Tz, ARE
BITETIAI MRS FT 4 v I)L—b%& [192.168.100.254] FECICHEL T, BEBZFARLUTLET,
swl (config)# interface wvlan 100
swl (config-if-vlan)# ip address 192.168.100.100/24

swl
swl

config-if-vlan)# exit

(
(
(
(

swl (config) #

config)# ip route 0.0.0.0/0 192.168.100.254
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3. 4

REDAAZGIMEUE T, F/z. MACSREECERT BFZEARNIRA e, T T A4J)L A RADIUS
U- }\ g)l/ j rradlUSJ (L_ WEb nunIE_C'{ﬁﬁﬁg_5nanEH_ﬁ|JZ'\ [ID l] %_: 7_77")[/'\0)
RADIUS Y —/\—2J)L—= [radius] (CIEELZET,

swl (config
swl (config
swl (config
swl (config

aaa new-model
aa authentication mac-auth default group radius
aa authentication web-auth 1 default group radius

#
# a
# a

)
)
)
) #

RADIUS b—/\—%., IP 7 RL- X [172.16.1.101]. HBEH [apresial] THRELET., HELE
RADIUS B —/\—(Z. FiflE@9 B RADIUS J)L—TZIBE LIRWEE(ET T A )L hdD RADIUS B —)\—4
JL—= Tradius] (CATBULE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

AccessDefender sSEE— RICEBR L. BRIV ST 7> hOmAEZE [256] (CEREUEY.

swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

/—ﬁ_ '\ 1/0/1 73\’5/1_:_ '\ 1/0/5 T\\ MAC uhuJ-.Et Web DLDIE;&E)JJ(:;QE L/gfa_o

swl (config-a-def)# authentication interface port 1/0/1-5 mac
swl (config-a-def)# authentication interface port 1/0/1-5 web
swl (config-a-def) #

MAC FR5EF/ VXD — R7%Z [apresia-mac] (CFEFEULF T, F/z. MACRSEADI—>>2000770
Bz [1 8] (CERELFR T,

swl (config-a-def)# mac-authentication password apresia-mac mac

swl (config-a-def)# logout aging-time 0 0 1 mac
swl (config-a-def)#

. ERREF Web —/){—d IP 77 KL X% [192.0.2.100] (CEREULFET . REDRIEA Web 5—/(—T

(&, HTTP O RJL (TCP/R— MES 80) & HTTPS O )L (TCP/R— RES 443) (357 TJA4JL
NEMCIED TWLWET, F/z. Web SREEROIT—>>20040 70 MERZE [1 BRI (CERELET.

swl (config-a-def)# web-authentication http-ip ipv4 192.0.2.100
swl (config-a-def)# logout aging-time 0 0 1 web

swl (config-a-def)# exit

swl (config) #

MAC DL:DIEt Web uanE&ﬁ)‘}J(L_ bi?o

swl (config)# mac-authentication enable
swl (config)# web-authentication enable
swl (config)# end

swl#
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10.=#E% 0 AccessDefender BEDREE T ICHRIRUET,
# AAA

aaa new-model

radius-server host 172.16.1.101 key apresia

aaa authentication mac-auth default group radius
aaa authentication web-auth 1 default group radius

# ACCESS-DEFENDER

access-defender
total-client 256
logout aging-time 0 0 1 mac
logout aging-time 0 0 1 web

# WEB-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 web
web-authentication http-ip ipv4 192.0.2.100
web-authentication enable

# MAC-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 mac
mac-authentication password apresia-mac mac
mac-authentication enable
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12.7.2 F—7R— BT MAC 83L& IEEE 802.1X BiIZEAT I 1EZS

E—/R— T MAC 25 & IEEE 802.1X 523 = fEH I BIBEDIEBMAI & EFERLUE T, COBITE
MAC 23 & IEEE 802.1X ZREE(FAT DL DICHEL TWLET,

+| 12-18 E—7R— M T MAC 85I & IEEE 802.1X FR:l& AT B3I DREH

=] =] SRIE
RADIUS 525 FJA#)L @D RADIUS H—)\—)L—=F [radius] TIEMH
RADIUS H—/){— <P 7RLX:172.16.1.101
ﬁﬁi : apresia

SRIEHITIE. MAC FBEES IEEE 802.1X 3236, B U RADIUS H—/{—%
@EJ%

FRET ST > FORAER 256

MAC S2EEER— b R— b 1/0/1 h'5R—  1/0/5

MAC 525EF/\ AT — R apresia-mac

MAC it —>>2000 1 B¥fE
T SEFfE

IEEE 802.1X RsIExI/R— ~ | 7/R— b 1/0/1 hSR— b~ 1/0/5

IEEE 802.1X FREEAHIT—>> 1 bR
200770 SR

12-15 E—7R— M T MAC 585 & |EEE 802.1X sRifZ{EHR I 35S DIEMKHI

mAAA BSTE (B%h)

+ MAC FREEDRSEA TN X I @ radius

- IEEE 802.1X FRSEDEREA T R b @ radius
mRADIUS B —/\—3&7E
X CDREHITIE. B RADIUS B —/\—ZEH

-IP77RLX:172.16.1.101. H5EH# : apresia BRADIUS H—/\—DF— IR — 2
User Password

BREEOS A7 RDTRAE : 256 00005005301 apresia-mac
00005e0053aa apresia-mac

o pcl-dotlx testl123456

mMAC 533 pc2-dotlx hogehoge

- MAC BFEBI7R— b~ : 1/0/1 ~ 1/0/5

- MAC B3/ (XD — R : apresia-mac g

T—SS 0007 N : 1 R 6100

m IEEE 802.1X 5% |
- IEEE 802.1X s@iiFA#7/R— b : 1/0/1 ~ 1/0/5
cIT—2>2 00077 NSRS 1 BERS

hS>oE—R | 172.16.1.254/24

- i
port 1/0/49 “yl
swil _ VLAN 100 \—1 =
T 192.168.100.100/24 T
VLAN 10 VLAN 10 192.168.100.254/24 (v100)
I\ 192.168.10.254/24 (v10)
SREER— port 1/0/1~1/0/5
. TOEIE—R
.mftOj/r?) ~
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1. VLAN 10. VLAN 100 Z/ER L. #8RBIDLSIC VLAN ZEIDLTET,

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 10
config-if-port-range)# exit

config)#

config)# interface port 1/0/49

config-if-port)# switchport mode trunk
config-if-port)# switchport trunk allowed vlan 10,100
config-if-port)# exit

config)#

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl
swl

.

2. VLAN 100 1 >4 —J T —RICEEA IP 7 RL- X [192.168.100.100/24] ZH/ELET ., Ffo. ABE
BITEFTIAILRRFFT«w)L— % [192.168.100.254] 5ECICRE LT, BREEEFRALTLET,

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

— o~ o~ —~

3. HBD A EZEMELET, £z, MAC R CERT RIS IR N, T T4IL ~D RADIUS
H— }\ 0)[/ j rradlUSJ (C. |EEE 802.1X wJIfC{Eﬁﬁ@LéquEﬁ_tUZ Nz, 7‘77Ul/ ~@d RADIUS
H—)\—J)L—7 [lradius] [CIEELFET,
swl (config
swl (config
swl (config
swl (config

# aaa new-model

# aaa authentication mac-auth default group radius
# aaa authentication dotlx default group radius

#

—_ — — —

4. RADIUS H—/\—7%, IP 7 RL R [172.16.1.101], &% [apresia] THRELET ., [ELRE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B —)—2
JL—= Tradius] (CFRBEULZE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

5. AccessDefender SREE— RISER L. RIS 7> hDBEAE%E [256] [CRELET.
swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

6. R—k 1/0/1 "BHR— k 1/0/5 T MAC S2:5F & IEEE 802.1X SREE &2 EMICRELET .,

swl (config-a-def)# authentication interface port 1/0/1-5 mac
swl (config-a-def)# authentication interface port 1/0/1-5 dotlx
swl (config-a-def) #

7. MAC SRR/ (R D— R% [apresia-mac] (CRELET. Tz, MACSEIRDI—>>00079 b
Rz [1 KR (CBRELE T,
swl (config-a-def)# mac-authentication password apresia-mac mac
swl (config-a-def)# logout aging-time 0 0 1 mac
swl (config-a-def) #

TD61-6303P 1183



%6 6 #® AccessDefender
12. AccessDefender MDER%LHI & 5EEH

8.

10.

|EEE 802.1X s2sLADI—>>2000 70 MNEfE%E [1 BRI (SERELET .

swl (config-a-def)# logout aging-time 0 0 1 dotlx
swl (config-a-def)# exit
swl (config) #

MAC Z83IE & IEEE 802.1X FR5EZB3ICLFET,

swl (config)# mac-authentication enable
swl (config)# dotlx enable

swl (config)# end

swl#

D AccessDefender BHEDEETEE T (CIRBLUE T,
# AAA

aaa new-model

radius-server host 172.16.1.101 key apresia

aaa authentication dotlx default group radius
aaa authentication mac-auth default group radius

# ACCESS-DEFENDER

access-defender
total-client 256
logout aging-time 0 0 1 mac
logout aging-time 0 0 1 dotlx

# DOT1X

access-defender
authentication interface port 1/0/1-1/0/5 dotilx
dotlx enable

# MAC-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 mac
mac-authentication password apresia-mac mac
mac-authentication enable
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12.8 AND EREEDERHI & ETEHI

AND EBEEDAERA &SR TEBNZ R UE T,

12.8.1 Web/MAC :B5E (AND) DESEH

WEb/MAC u:L.\uIE (AND) @*%W{ﬁ“&uyf‘l?ﬁ”’&ﬂ_'\b?f@_o :@WU_C(JLX—F@J:D(ZEQELJ_CL\gsg_o

] 12-19 Web/MAC 535 (AND) DEF&ESI

HE RTE
RADIUS 2L FJA4)L b RADIUS Y —/\—2)L—=F [radius] TIEH
RADIUS —/\{— 7RLZ :172.16.1.101
- HEHE : apresia
CODREFIT(E. MAC SBEEH Web F25E6. B U RADIUS B —/\—%={EFH
REED S A > hDERAER 256

Web/MAC i25F (AND) & R— bk 1/0/1 SR —

MR— b

~ 1/0/5

Web/MAC 525 (AND) &2 apresia-mac

SEAR/(RD—R

I:IL:IJIE}EH Webﬂ- }K_

http://192.0.2.100:80/. ZF/zIZ https://192.0.2.100:443/
HTTP ZO0 h3JL (80) & HTTPS ORI (443) (FFTA4)L B

I—>2000770 R 1 B5fa

12-16 Web/MAC

mAAA BRTE (B%)

- MAC FREEDRSEA TN U R I @ radius

- Web 5RSFDREANU R [ID : 1]

mRADIUS H—/\—&7E

X ZDRERFITIE. B RADIUS B —)(—%{EHH
IP 7RL-X :172.16.1.101, #4548 : apresia

: radius

WL 5177 hDEKRE : 256

m Web/MAC :2:E (AND)

- Web/MAC Z5E (AND) B%h7R— b : 1/0/1 ~ 1/0/5

+ MAC F25EF/ XX D — R : apresia-mac

- FR5EF Web B —/(— : http://192.0.2.100:80/ /=&
https://192.0.2.100:443/

- IT—2>2000770 SNSRI - 1 BRI

SBE (AND) oDiERLH

B RADIUS H—/\—DF —HFX—X

User Password

00005e005301 apresia-mac

00005e0053aa apresia-mac

pcl-web testl123456

pc2-web hogehoge
RADIUS H—/{—

(172.16.1.101)

| 172.16.1.254/24

hS>oE—R
.
port 1/0/49
swi VLAN 100 [port 1014
s, 192.168.100.100/24
VLAN 10 VLAN 10
1
SREER— T port 1/0/1~1/0/5
. 7 OEAE— R
“£0747>b

192.168.10.100

~ Rout

192.168.100.254/24 (v100)
192.168.10.254/24 (v10)
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1.

VLAN 10. VLAN 100 Z{Em L. #BRBIDKSIC VLAN ZEIDHTET .

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

swl (config) #

swl (config)# interface range port 1/0/1-5

swl (config-if-port-range)# switchport mode access
swl (config-if-port-range)# switchport access wvlan 10
swl (config-if-port-range)# exit

swl (config) #

swl (config)# interface port 1/0/49

swl (config-if-port)# switchport mode trunk

swl (config-if-port)# switchport trunk allowed wvlan 10,100
swl (config-if-port)# exit

swl (config) #

.

VLAN 100 7 >~ —2J x—X(CEHEA IP 7 RL- X [192.168.100.100/24] ZFHELF T, FT. AHE
BITEFTIAILRRFFT«w)L— % [192.168.100.254] 5ECICRE LT, BREEEFRALTLET,

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

— o~ o~ —~

HEDOAAAEZBMELUET, Ffe. MACRIICERIBZAR IR M, T 4J)L R RADIUS
H—)\—2JJ)L—= Tradius] (C. Web ZBEECERIIZMARXIRAN[ID: 1] &, FTIAIL D
RADIUS H—/\—2J)L— T[radius] (CIEELZET.

swl (config
swl (config
swl (config
swl (config

# aaa new-model

# aaa authentication mac-auth default group radius

# aaa authentication web-auth 1 default group radius
#

—_ — — —

RADIUS B—/{—%. IP 7RL-X [172.16.1.101]. B8 [apresia] THRELFT . HELE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B —)—2
JL—= Tradius] (CFRBEULZE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

AccessDefender 3 EE— RICER U, SRAIT 5177 > hORAREZ [256] (CERELFET.
swl (config)# access-defender

swl (config-a-def)# total-client 256

swl (config-a-def)#

R— I 1/0/1 SR — I 1/0/5 T Web/MAC £8:5F (AND) ®BMICEHRELET,

swl (config-a-def)# authentication interface port 1/0/1-5 web-mac
swl (config-a-def)#

Web/MAC 523E (AND) @. MAC R3EA/ XA D — R%Z [apresia-mac] (CERELUE T

swl (config-a-def)# mac-authentication password apresia-mac web-mac
swl (config-a-def) #
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8. iR Web H—/{—d IP 7 RL- X% [192.0.2100] (CRELFET ., EBEDRIM Web §—/)\—T
(& HTTP Z’O k)L (TCP/R— h&S 80) & HTTPS JO ML (TCP/R— RS 443) (35T AL
RERCIED TVET,
swl (config-a-def)# web-authentication http-ip ipv4 192.0.2.100
swl (config-a-def)#

9. Web/MAC 583 (AND) BRI —=>400077 Mski%E [1BR] (CERELET, Web/MAC 85
(AND) Diz&(Fweb /NS A—F—FEEBELTHRELET.
swl (config-a-def)# logout aging-time 0 0 1 web
swl (config-a-def)# exit
swl (config) #

10.MAC 2 & Web S2sE2ERICUET,

swl (config)# mac-authentication enable
swl (config)# web-authentication enable
swl (config)# end

swl#

11 .= AccessDefender BIED
# AAA

SEZUTFICIRRUET,

ann

aaa new-model

radius-server host 172.16.1.101 key apresia

aaa authentication mac-auth default group radius
aaa authentication web-auth 1 default group radius

# ACCESS-DEFENDER

access-defender

total-client 256

logout aging-time 0 0 1 web

authentication interface port 1/0/1-1/0/5 web-mac

# WEB-AUTHENTICATION

access-defender

web-authentication http-ip ipv4 192.0.2.100
web-authentication enable

# MAC-AUTHENTICATION

access-defender

mac-authentication password apresia-mac web-mac
mac-authentication enable
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12.8.2 Web/IEEE 802.1X 385k (AND) DEREH!

Web/IEEE 802.1X 523 (AND) DB EEEFERLUET . COBITIEUTDORISICEHELTULE

ER
¥ 12-20 Web/IEEE 802.1X :R5F (AND) OD&FESHI
B[S RE
RADIUS 23 FJAJL @D RADIUS H—/)\—2)L— Tradius] TER
RADIUS H—/\— «IP7RLX:17216.1.101
ﬁﬁi : apresia

DFRTEHIT(E. IEEE 802.1X FREEE Web 525E6. [BU RADIUS B —/\—%
@EJ%

FRET S5 AT > hDRAER 256

Web/IEEE 802.1X 585 R— b 1/0/1 h*5R— | 1/0/5
(AND) Bxh/R— &

SREEA Web H—/)(— http://192.0.2.100:80/. ZFJ=(& https://192.0.2.100:443/
HTTP O ~JL (80) & HTTPS O RIJL (443) (I T AL MNERD

I—>200077 N 1 B

12-17 Web/IEEE 802.1X FB8E (AND) Di&Epkfl

mAAA BSTE (B%h)
- IEEE 802.1X sRsEMaRaE AU X b : radius

- Web SREEDEREEARU R ~ [ID : 1] : radius BRADIUS H—/{—DFT—HFX—X
mRADIUS B —/\—3%7E User Password
X CDREHITIE. BEU RADIUS B —/\—ZEH pcl-dotlx test123456
cIP77RL X :172.16.1.101. HBE#H : apresia pc2-dotlx hogehoge
pcl-web test123456
pc2-web hogehoge
WEREEU S A 77> RDRAE : 256
RADIUS & —/\{— §
m Weby/IEEE 802.1X B5F (AND) (172.16.1.101) || |
- Web/IEEE 802.1X :25F (AND) B%h/R— b : 1/0/1 ~ 1/0/5 —
- $R:TFA Web 5 —/\— : http://192.0.2.100:80/ /(& |
https://192.0.2.100:443/
c IT—2>2000770 SESRT - 1 SR
NS> OFE—-R

172.16.1.254/24

port 1/0/49

VLAN 100 =
192.168.100.100/24
VLAN 10 VLAN 10 192.168.100.254/24 (v100)
N 192.168.10.254/24 (v10)
SREER— port 1/0/1~1/0/5
. POCAE—R
nunEgj’r?\/ I\

192.168.10.100
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1. VLAN 10. VLAN 100 Z/ER L. #8RBIDLSIC VLAN ZEIDLTET,

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 10
config-if-port-range)# exit

config)#

config)# interface port 1/0/49

config-if-port)# switchport mode trunk
config-if-port)# switchport trunk allowed vlan 10,100
config-if-port)# exit

config)#

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl

.

swl

2. VLAN 100 1 >4 —TJ T —R(CEEA IP 7 RL-X [192.168.100.100/24] %#B/ELET. Fie. ANEBE
BITIEFTITAIL SRS 4 v I)L— % [192.168.100.254] 5ECICKREL T, REZHRUTNET,
swl (config)# interface vlan 100
swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit
swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

— o~ o~ —~

3. EBDAMM EEMEUEYS., Ei=. IEEE 802.1X I CEAT ISR NE. T TAI KD
RADIUS -U-_}(_ole/_j I—rad|USJ (:\ Web uL;\DIET1Eﬁﬁ3_5DL:\DIE7.j_—tIJZ|\ [ID . 1] %\ 7_77'-)[/
~d RADIUS Y —)\—2JJ)L—F Tradiusl] [CIEELZET,

swl (config)# aaa new-model

swl (config)# aaa authentication dotlx default group radius

swl (config)# aaa authentication web-auth 1 default group radius
swl (config) #

4. RADIUS H—/\—7%, IP 7 RL R [172.16.1.101], &% [apresia] THRELET ., [ELRE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B —)—2
JL—= Tradius] (CFRBEULZE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

5. AccessDefender SREE— RISER L. RIS 7> hDBEAE%E [256] [CRELET.
swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

6. R— K 1/0/1 5K — ~ 1/0/5 T Web/IEEE 802.1X 22:F (AND) #HEMICEZELET,

swl (config-a-def)# authentication interface port 1/0/1-5 web-dotlx
swl (config-a-def) #

7. I Web 5—/\—d IP 7 RL X% [192.0.2.100] (CRELFET . EBEDRIIH Web H—/{—T
(& HTTP ZO ~JL (TCP/R— BE&ES 80) & HTTPS JO KIJL (TCP/R— hES 443) (FF T4
NEZNCTIRD TLET,

swl (config-a-def)# web-authentication http-ip ipv4 192.0.2.100
swl (config-a-def) #
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8.

10.

Web/IEEE 802.1X 8:f (AND) FAOI—>>2000 70 MERZE [1B5R] (CERELEI . Web/IEEE

802.1X F¥5E (AND) DiZ&(FE web /NS A—F—ZIEEEL THELFET,
swl (config-a-def)# logout aging-time 0 0 1 web

swl (config-a-def)# exit

swl (config) #

|EEE 802.1X 5RFE & Web SREEZBMCLEFT,

swl (config)# dotlx enable

swl (config)# web-authentication enable
swl (config)# end

swl#

D AccessDefender BHEDEETEE T (CIRBLUE T,
# AAA

aaa new-model

radius-server host 172.16.1.101 key apresia

aaa authentication dotlx default group radius

aaa authentication web-auth 1 default group radius

# ACCESS-DEFENDER
access-defender
total-client 256
logout aging-time 0 0 1 web
authentication interface port 1/0/1-1/0/5 web-dotlx
# DOT1X
dotlx enable
# WEB-AUTHENTICATION
access-defender

web-authentication http-ip ipv4 192.0.2.100
web-authentication enable
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12.9 AccessDefender MEREES RNDIERLHI & E%TEHI

AccessDefender MEFREEANDBRG EERERIERUET

12.9.1 #8#dD RADIUS b—/)\—&{EAT IS

548D RADIUS B —/\—Z{FH I DI DE/MHAI &R ERZRUET . FIlEI D RADIUS J)L—T %15
FEURWBEEXT T AJL FD RADIUS B —/)\—2J)L—F [lradius] (C. FREULIEHFCEHRNET.
EER X RDIFLEED RADIUS B — /) N—D\SEWVWEDEMNMTHON. F1 LT MNRETIEERNRVGE(C
[IRICEFF NI RADIUS B —/{—(CRRWLWEDHTEET,

R 12-21 #E#D RADIUS H—/I\—%={EAI BBADHEH

HE RE
RADIUS 535 FJ#)L b RADIUS B —/\—2J)L—=F [radius] TIEF
RADIUS H—/{— «IP7RLX:172.16.1.101
- HH5HE : apresia
RADIUS H—/){— e IP7RLX:172.16.1.111
o HH5H# : aabbcc
RADIUS H—/\— «IP7RLX:17216.1.121

- 2552 : testtest

FRET AT > hORAER 256

MAC S2EEER— b R— b 1/0/1 h'5R— s 1/0/5

MAC FR5EF/\RX D — R apresia-mac

12-18 #E#dD RADIUS H—/)\—Z{ERY Di5a 0BG

mAAARTE (B%h) BRADIUS H—/\—DF—HFR—-X
- MAC FRFEDREEA Y X b : radius User Password
®mRADIUS B —/\—3&%E 00005e005301 apresia-mac
-IP7RLX:172.16.1.101. 5% : apresia 00005e0053aa apresia-mac
<IP7RLXR:172.16.1.111, 5% : aabbcc -
cIP7RLR:172.16.1.121, #H5EH : testtest RADIUS H—/(—

(172.16.1.111)

e o RADIUS H—/{— RADIUS H—/{—

MEBREOS AT hOBAR : 256 (172.16.1.101) (172.16.1.121)

mMAC 35T | | |

- MAC RsA#I7K— b : 1/0/1 ~ 1/0/5
- MAC FR5EA/\XD— R : apresia-mac
hSOE-—R 172.16.1.254/24

port 1/0/49 .

swi VLAN 100 5
T 192.168.100.100/24 E R
VLAN 10 VLAN 10 192.168.100.254/24 (v100)

192.168.10.254/24 (v10)

port 1/0/1~1/0/5

FOEAE—R

. SR — FT

FELOSAT b
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1. VLAN 10. VLAN 100 Z/ER L. #8RBIDLSIC VLAN ZEIDLTET,

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 10
config-if-port-range)# exit

config)#

config)# interface port 1/0/49

config-if-port)# switchport mode trunk
config-if-port)# switchport trunk allowed vlan 10,100
config-if-port)# exit

config)#

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl

.

swl

2. VLAN 100 1 >4 —TJ T —R(CEEA IP 7 RL-X [192.168.100.100/24] %#B/ELET. Fie. ANEBE
BITIEFTITAIL SRS 4 v I)L— % [192.168.100.254] 5ECICKREL T, REZHRUTNET,
swl (config)# interface vlan 100
swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit
swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

— o~ o~ —~

3. BBOAAZEMELET. F/z. MACREFCERT ZRAARYZ NE, FT)L R RADIUS
H—/)\—J)L—7 [radius] (CIEELFT .
swl (config)# aaa new-model
swl (config)# aaa authentication mac-auth default group radius
swl (config) #

4. LIFDRADIUS H—/\—%HFELET., FIET D RADIUS J)L—TEIEELRVEESET I AL hD
RADIUS Y —/\—2J)L—= [radius] (CFAELZE Y,

7 RLX [172.16.1.101], G [apresial
7 RLX [172.16.1.111]. #EB#HE [aabbcec]
7 RLX [172.16.1.121], HBE# [testtest]

swl
swl
swl
swl

config
config
config
config

# radius-server host 172.16.1.101 key apresia
# radius-server host 172.16.1.111 key aabbcc

# radius-server host 172.16.1.121 key testtest
#

,\,\,\,\
—_ — — —

D. AccessDefender JREE— RICEBB L. RLIS1 7> hOBRAEZE [256] [CRELET.
swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def) #

6. R—k 1/0/1 H'57R— ~ 1/0/5 T MAC $B5E&2EZH(C. MAC S85ER/ (XD — R#% [apresia-mac] (C
HEULET,
swl (config-a-def)# authentication interface port 1/0/1-5 mac
swl (config-a-def)# mac-authentication password apresia-mac mac
swl (config-a-def)# exit
swl (config) #
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7. MAC Zif&BEMCUET,

swl (config)# mac-authentication enable

swl (config)# end
swl#

8. =% AccessDefender BHEDREEUT (CHRIBLUET .,

# AAA

aaa new-model

radius-server host 172.16.1.101 key apresia
radius-server host 172.16.1.111 key aabbcc

radius-server host 172.16.1.121 key testtest
aaa authentication mac-auth default group radius

# ACCESS-DEFENDER

access-defender
total-client 256

# MAC-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 mac
mac-authentication password apresia-mac mac

mac-authentication enable

12.9.2 1—Y—EJIL—IJTRADIUS Z{ERT IS
1—H T/ )L—F T RADIUS Z(ER T BB DIERG &

flzrUEI. ZOBITIE 15—

HYE&E LTz RADIUS B —)(—2J)L—=F TAP RAD 1] (C RADIUS H—/\—%&8 U THERALTLET,
FER X FDEEED RADIUS H— /) \—D'SREIVWEDEDTON. 91 L7 D MRETIHEENRRWEEIC
[TRICEFHFINT= RADIUS —/)—(CRELEDEZET,

| 12-22 1—Y—8/EV I —T T RADIUS Z{EMAT SIHEDHEH

158 T
RADIUS 23 I —H—HE%TE UJz RADIUS B —/)\—2J)L— [AP_RAD 1] T{#H
RADIUS H—/({— <P 7RL-X:17216.1.101
- 258 : apresia
RADIUS H—/){— «IP7RLX:172.16.1.111
- 354 : aabbcc
RADIUS H—/(— «IP7RLX:17216.1.121
o 25 : testtest
FREE S 7 > bDERAEL 256
MAC SR EZIR— & R— b 1/0/1 h'5HR— ~ 1/0/5
MAC FBsEFE/ (XD — R apresia-mac
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12-19 A—Y—8EIIL—IT RADIUS &

{ERY DIES DB

BAAAGRTE (B%h)

- MAC RFEDEREEATYU X b 1 AP_RAD_1
mRADIUS B—/\—5%TE
-IP7RLX:172.16.1.101. G : apresia

mRADIUS B—/{—DF —HFR—X
User Password

00005e005301 apresia-mac

00005e0053aa apresia-mac

cIP7ZRLR:172.16.1.111, #5#E : aabbcc
<IP7RLR :172.16.1.121. 5% : testtest

WEREETS A7 > bDERAE : 256 (172.16.1.101

- MAC u'.hEIEﬁi‘ﬂ/‘ﬁ— ~:1/0/1~ 1/0/5
- MAC B3R/ \XD— R : apresia-mac

RADIUS H—/{—

RADIUS H—/{—
(172.16.1.111)

ﬂ

L

Tl

]

S OE-—R 172.16.1.254/24

swi VLAN 100
T 192.168.100.100/24
VLAN 10 VLAN 10 192

192

port 1/0/1~1/0/5

FOEAE—R

FELOSAT S

VLAN 10. VLAN 100 ZfEm& L. #BRHIDKS(C VLAN Z

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode
config-if-port-range)# switchport acces
config-if-port-range)# exit

config)#

config)# interface port 1/0/49
config-if-port)# switchport mode trunk

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl (config-if-port)# exit
config)#

.

swl

port 1/0/49

.168.100.254/24 (v100)
.168.10.254/24 (v10)

ZDHTET,

access
s vlan 10

config-if-port)# switchport trunk allowed vlan 10,100

RADIUS B —/{—
(172.16.1.121)

VLAN 100 7 >~ —J T —X(CE¥EA IP 77 FL- X [192.168.100.100/24] ZZELX T . T/, AKE
BITEFTITAISRIFT 1 vI)L— 7% [192.168.100.254] FETICREL T, BRHEEFRAL TLET,

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100
swl (config) #

EKED AAA ZBIMELE T,

swl (config)# aaa new-model
swl (config) #

.100/24

.254
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4. LI FDRADIUS H—/\—%HFELET., FIET D RADIUS J)L—TFEIEELRWESET I AL hD
RADIUS Y —/\—2J)L—= [radius] (CFAELZE Y,

7 RLX [172.16.1.101], G [apresial
7 RLX [172.16.1.111]. +H4# [aabbcc]

7RLX [172.16.1.121], HBE# [testtest]

swl (config)# radius-server host 172.16.1.101 key apresia
swl ( # radius-server host 172.16.1.111 key aabbcc

( # radius-server host 172.16.1.121 key testtest
(

#

config
swl
swl (config

config

—_ — — —

5. RADIUS 5 —/\—2J)L—F [AP_RAD_1| Z{ER L. BIDFIETHE LI RADIUS H—/\—%, ZDF
IW—T(CPRIB T DLDICERELET,
swl (config)# aaa group server radius AP _RAD 1
swl (config-sg-radius)# server 172.16.1.101
swl (config-sg-radius)# server 172.16.1.111
swl (config-sg-radius)# server 172.16.1.121
swl (config-sg-radius)# exit
swl (config) #

6. MACZEICHATIRIARIR M, 1—H—8ED RADIUS H—/\—J)L—F [AP_RAD 1] IC
BELXT.
swl (config)# aaa authentication mac-auth default group AP RAD 1
swl (config) #

7. AccessDefender SXEE— RISER L. BIISA 7> hDBEAEZE [256] [CRELET.
swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

8. R—k 1/0/1 H5R— ~ 1/0/5 T MAC $B5E&EZH(C. MAC FB5ERA/ (XD — R#% [apresia-mac] (C
HEULET,
swl (config-a-def)# authentication interface port 1/0/1-5 mac
swl (config-a-def)# mac-authentication password apresia-mac mac
swl (config-a-def)# exit
swl (config) #

9. MAC I EBMICUET,
swl (config)# mac-authentication enable
swl (config)# end
swl#
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10.=#E% 0 AccessDefender BEDREE T ICHRIRUET,
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
radius-server host 172.16.1.111 key aabbcc
radius-server host 172.16.1.121 key testtest
aaa group server radius AP_RAD 1

server 172.16.1.101

server 172.16.1.111

server 172.16.1.121
aaa authentication mac-auth default group AP RAD 1

# ACCESS-DEFENDER

access-defender
total-client 256

# MAC-AUTHENTICATION
access-defender
authentication interface port 1/0/1-1/0/5 mac

mac-authentication password apresia-mac mac
mac-authentication enable

12.9.3 O—hIL5F—INR—X=ZERT 35S
O—HILF—IR— 2 &G T BIESOEREI & BENERLET, COBITIUTOLSCEELT

WX,
R 12-23 O—HNFT—IN—RZ2ERT DIEEDHE
I5H HIE
MAC 5285 MAC FRsE CO—AILT—INR—RXZFERA (T T A)L RERTE)

FRET AT > hDRAER 256

MAC S2EEER— b R— b 1/0/1 h*5R— | 1/0/5

MAC FR5ER/\R D — R apresia-mac
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12-20 O—AIIFT—HINR—RZERAT BB OREMG

BAAASETE (B%h)
- MAC F25EDFREEATVI X b« local

RO S A 7> hDERAE 1 256

mMAC 383E
- MAC sR5FE%7R— b @ 1/0/1 ~ 1/0/5
- MAC 525iEFB/ (R J— R : apresia-mac

BO0—HIILT—INR=X
User Password

00005e005301 apresia-mac . .
00005e0053aa apresia-mac rS>OFE—R

-

192.168.100.100/24 ]

Rou
VLAN 10 VLAN 10 192.168.100.254/24 (v100)
v 192.168.10.254/24 (v10)
SREER— port 1/0/1~1/0/5
VIOERXE—R
nunEGj’(T\/ ~

1. VLAN 10. VLAN 100 Z/ERE L. #ERBIDLS(C VLAN ZEIDLTET,

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 10
config-if-port-range)# exit

config)#

config)# interface port 1/0/49

config-if-port)# switchport mode trunk
config-if-port)# switchport trunk allowed vlan 10,100
config-if-port)# exit

config)#

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl

.

swl

2. VLAN 100 1 >4 —J T —RICERA IP 7 RL-X [192.168.100.100/24] #H/ELET. Ffo. KRE
BITEFTIAISRIFT 1 vI)L— % [192.168.100.254] SETICEREL T, BRHEEFRRALTLET,

swl (config)# interface vlan 100
swl (config-if-vlan)# ip address 192.168.100.100/24

(
swl (config-if-vlan)# exit
swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

3. EBOAMEZEMMELET, &z, MACREICHERTIRIARUA ME [O—-HILT—HIR—2
(ZIAILREE) ] [CHEWELFET,
swl (config)# aaa new-model
swl (config)# aaa authentication mac-auth default local
swl (config) #
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4. AccessDefender :¥EE— RISERL. RIS 7> hDBEAEZE [256] [CRELET.
swl (config)# access-defender

swl (config-a-def)# total-client 256
swl (config-a-def) #

5. /R— b 1/0/1 " 5/R— b 1/0/5 T MAC BEE2ERC. MAC 58:ER/ (XD — R% [apresia-mac] (T
HEULET,
swl (config-a-def)# authentication interface port 1/0/1-5 mac
swl (config-a-def)# mac-authentication password apresia-mac mac
swl (config-a-def)# exit
swl (config) #

6. MACRIEBMICUET,
swl (config)# mac-authentication enable
swl (config) #

1. O-HILF—IR=Z(C. UTFOI-T—BHRESHRLET,
J1—H—% [00005e005301]. /XXT— R [apresia-mac]
J1—H—% [00005e0053aal. /VXTJ— R [apresia-mac]

swl (config)# access-defender

swl (config-a-def)# aaa-local-db user 00005e005301 password apresia-mac
swl (config-a-def)# aaa-local-db user 00005e0053aa password apresia-mac
swl (config-a-def)# end

swl#

8. =g AccessDefender BHEDREEUT (CHRIBLET .,
# AAA

aaa new-model
# ACCESS-DEFENDER

access-defender

total-client 256

aaa-local-db user 00005e005301 password apresia-mac
aaa-local-db user 00005e0053aa password apresia-mac

# MAC-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 mac
mac-authentication password apresia-mac mac
mac-authentication enable
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12.9.4 RADIUS &EO—hHIF—HIN—X=ZHAT I15S
RADIUS &EO—HILFT—AIN—RAEHAT BIBEDEBG EREFNERUET. COBITE aaa

authentication control sufficient 1< > R TMACRIIDIBI T2

RBEHAEZ B3

SELT,

A LTI N TR BRI (CEREIES (Access-Reject) SNITIBZBETH. RDFREEAEICRIVED

BAKRDCLTVWET,

CAUTION: IEEE 802.1X R:E C(IBITER MU ETEHEE(IFERATETEEA.
& 12-24 RADIUS &O—hIIFT—HIR—RZHBT DIEEDHREH]
IEE RIE

MAC SREEDEE 1 185

MAC SBEEDEE 1 85T, RADIUS R3f% > J A4 JL b RADIUS H—)—74)
JL—= [radius] TfEMA

RADIUS H—/\{— «IPJ7RLX:172.16.1.101
« 354 : apresia
MAC S25ED%E 2 B MAC FR5ED%E 2 BT, O—HILT—HIN—R =2 EH
MAC SREEDISATRIZEEHEE | B
FEET S A0 hORARE 256

MAC ol quﬁ)‘jJ/—r\

R— b 1/0/1 i5MR— b 1/0/5

MAC 525/ (XD — R

apresia-mac

12-21 RADIUS &O—AIFT—IR—R & HAT DiEEDOMHEALHI

mAAA BSTE (B%h)

+ MAC FREEDREEA XY X b :@radius @local

- MAC SREEDIATRATZE A
® RADIUS B —/\—5&7E
< IP7RLX:172.16.1.101,

RIS A7 > hDERE : 256

mMAC 3
- MAC ER5EEZIR—

=R

HAEH : apresia

BRADIUS H—/{—DF —HFR—X
User Password

00005e005301 apresia-mac
00005e0053aa apresia-mac

~:1/0/1~1/0/5
+ MAC F25EF/ XX D — R : apresia-mac

RADIUS & —/(—
(172.16.1.101)

BO—A)LT—HFR—=X
User

swl

VLAN 10

Password

00005e005301 apresia-mac
00005e0053aa apresia-mac

hS>OE—R
5
VLAN 100 C
192.168.100.100/24 O X R
VLAN 10 192.168.100.254/24 (v100)
192.168.10.254/24 (v10)

| 172.16.1.254/24

SREER— T port 1/0/1~1/O/5

FOCAE—R

--\;.-__g

nunEgj’r?\/ ~
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1.

VLAN 10. VLAN 100 Z{Em L. #BRBIDKSIC VLAN ZEIDHTET .

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 10
config-if-port-range)# exit

config)#

config)# interface port 1/0/49

config-if-port)# switchport mode trunk
config-if-port)# switchport trunk allowed vlan 10,100
config-if-port)# exit

config)#

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl
swl

.

VLAN 100 7 >~ —2J x—X(CEHEA IP 7 RL- X [192.168.100.100/24] ZFHELF T, FT. AHE
BITEFTIAILRRFFT«w)L— % [192.168.100.254] 5ECICRE LT, BREEEFRALTLET,

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

— o~ o~ —~

%@ AAA %ﬁxﬂ'fb ngsg_o 357:_\ MAC uu\uIE_C'fﬁﬁﬁa_éuu\uIEH_ﬁle |\75_’ % 1 {E%%Tjj”/ l\
@D RADIUS H—/)\—J)L—= [radius] (C. B 2E%Z [O—HILFT—FIXR—-X] (TIBELET,

swl (config)# aaa new-model
swl (config)# aaa authentication mac-auth default group radius local
swl (config) #

RADIUS B—/{—%. IP 7RL-X [172.16.1.101]. B8 [apresia] THRELFT . HELE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B —)—2
JL—=F Tradius] [CAREULZE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

MAC SEEDB TR EEREEZBMCLE T,

swl (config)# aaa authentication control sufficient mac
swl (config) #

AccessDefender ZREE— RICER U, RIS 77> bDORAREZ [256] (CERELFET.
swl (config)# access-defender

swl (config-a-def)# total-client 256

swl (config-a-def)#

R— b 1/0/1 i*57R— b 1/0/5 T MAC 2252 B3(C. MAC FR5ER/ (X D— R#%Z [apresia-mac] (C
HELFET .

swl (config-a-def)# authentication interface port 1/0/1-5 mac

swl (config-a-def)# mac-authentication password apresia-mac mac

swl (config-a-def)# exit

swl (config) #
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8. MACRIEBMICLET,
swl (config)# mac-authentication enable
swl (config) #

9. O-HILF—IR-R([C. UFOI-Y—BEHREBRLET.
1—HY—% [00005e005301]. /XX TJ— R [apresia-mac]
J1—Y—% [00005e0053aal. /{XTJ— kK [apresia-mac]

swl (config)# access-defender

swl (config-a-def)# aaa-local-db user 00005e005301 password apresia-mac
swl (config-a-def)# aaa-local-db user 00005e0053aa password apresia-mac
swl (config-a-def)# end

swl#

10.5=561% 0> AccessDefender BHEDSEE U TR LET,
# AAA

aaa new-model

radius-server host 172.16.1.101 key apresia

aaa authentication mac-auth default group radius local
aaa authentication control sufficient mac

# ACCESS-DEFENDER

access-defender

total-client 256

aaa-local-db user 00005e005301 password apresia-mac
aaa-local-db user 00005e0053aa password apresia-mac

# MAC-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 mac
mac-authentication password apresia-mac mac
mac-authentication enable
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12.10 FBEE) 1 )R D& R & R TEH

soalE) 1 ) R D& EEREFIZERUE T .

12.10.1 DHCP/DNS D&BsE)\-f )\ A DHFEHY

KBS A 7> RS ® DHCP )\ w & DNS J\Wrw N&EEREE/ 1 )R 9 BIBEDIERGI & 55 TEHI
ZRUET, . AEEHITE VLAN X2 IP. AccessDefender BEHEDSFEITEIRUET,

e 3R IP 7Ot AUX  [Example-IPv4-EX-ACL]

e 585 UDP /R— &S [67] ZFR5E/\1/(X

e %B5E TCP/UDP /R— &S [53] ZFR5E/ (1 /(X

o R\ /)\REERAT D/R— MME. R— bk 1/0/1 HMSR— k 1/0/5

1. 2\ CREBEDHIC, 3R IP 7oAV~ [Example-IPv4-EX-ACL] ZER L. UTFDIL—
IWERELET .

JL—JL 10 (authentication-bypass) : 585t UDP /R— h&ES [67]
JL—JL 20 (authentication-bypass) : 585% TCP /R— h&S [53]
JL—JL 21 (authentication-bypass) : 585t UDP /R— ~&ES [53]

swl# configure terminal

swl (config)# ip access-list extended Example-IPv4-EX-ACL

swl (config-ip-ext-acl)# 10 permit authentication-bypass udp any any eq 67
swl (config-ip-ext-acl)# 20 permit authentication-bypass tcp any any eq 53
swl (config-ip-ext-acl)# 21 permit authentication-bypass udp any any eq 53
swl (config-ip-ext-acl)# exit

swl (config) #

2. /ELEFILRUZNERIEIAR— N (R—~ 1/0/1 B3R — ~ 1/0/5) (SBRAULETY.
swl (config)# interface range port 1/0/1-5
swl (config-if-port-range)# ip access-group Example-IPv4-EX-ACL in

The remaining applicable IP related access entries are 253
swl (config-if-port-range)# end
swl#

3. EEEOTITIUR NEEOHRFEEUTICHKRIRUET,
# ACL

ip access-list extended Example-IPv4-EX-ACL 3999

10 permit authentication-bypass udp any any eq bootps
20 permit authentication-bypass tcp any any eqg domain
21 permit authentication-bypass udp any any eqg domain
interface port 1/0/1

ip access-group Example-IPv4-EX-ACL in

interface port 1/0/2

ip access-group Example-IPv4-EX-ACL in

interface port 1/0/3

ip access-group Example-IPv4-EX-ACL in

interface port 1/0/4

ip access-group Example-IPv4-EX-ACL in
interface port 1/0/5

ip access-group Example-IPv4-EX-ACL in

1202 TD61-6303P



58 6 #® AccessDefender
12. AccessDefender &Rk & s%EHI

12.10.2 VLAN DEBEE) 1 XA DHTEH!

YFED VLAN NS DBIEZ SR/ 1)\ X I BIBEDEMH EREFERUET . COBITIE. 1Py
NERICBEBEZ BRI UTZIRR MAC 7O R U REFERUTVET, . AREEHITIE VLAN
IP. AccessDefender BEDERTEISEMEUET,

NOTE: #i3& MAC 7O XUXZX LD IP )Wy Mdsgibiéae(d. NP7000 D 1.07.01 LAB%,
NP5000 ¢ 1.07.01 AP, NP4000 & 1.03.01 LAB%, NP3000 ¢ 1.11.03 BAFF. NP2100 @ 1.09.02
LABE. NP2000 o 1.09.01 BAF%. NP2500 D 1.10.01 AP CTHR— ML TWLET,

NOTE: MAC R & BfRR< CPUSETICOE—2N3/\Ty b, FREE (/IR (CXYF LT
E CPU JE—2NBZEITFRLTLIZELY,

o IP)\Tw MIISRIEHEBEZ BN (C UTZHEEE MAC 77t X U X b [Example-MAC-ACL
* VLAN 50. VLAN 60 "5 D@E{ER R/ 1/ (X
o FREE/\A/)\RZ=EEAT BMR— bE. R— & 1/0/1 SR — ks 1/0/5

1. #5358 MAC 7R UZRD IP )y MISRIEEE B ICHRELET,

swl# configure terminal
swl (config)# mac access-list enable ip-packets
swl (config) #

2. R\ JCRBEDHIC, HE3R MAC 701X JZ I TExample-MAC-ACL] Z{ER L. M TFDIL—
IWERELUET .

JL—JL 10 (authentication-bypass) : VLAN [50]
JL—JL 20 (authentication-bypass) : VLAN [60]

swl (config)# mac access-list extended Example-MAC-ACL

swl (config-mac-ext-acl)# 10 permit authentication-bypass any any vlan 50
swl (config-mac-ext-acl)# 20 permit authentication-bypass any any vlan 60
swl (config-mac-ext-acl)# exit

swl (config) #

— o~ o~ —~

3. B/EULETICRUZRERIR— N ((R— K~ 1/0/1 hhSHR— K 1/0/5) (SERALUEY.

swl (config)# interface range port 1/0/1-5
swl (config-if-port-range)# mac access-group Example-MAC-ACL in

The remaining applicable MAC access entries are 1790
swl (config-if-port-range)# end
swl#
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4. EhegOT7 IR IR NEEDOREEUT(CHRILET.

# ACL
mac access-list enable ip-packets
mac access-list extended Example-MAC-ACL 7999

10 permit authentication-bypass any any vlan 50
20 permit authentication-bypass any any vlan 60
interface port 1/0/1

mac access-group Example-MAC-ACL in

interface port 1/0/2

mac access-group Example-MAC-ACL in

interface port 1/0/3

mac access-group Example-MAC-ACL in

interface port 1/0/4

mac access-group Example-MAC-ACL in

interface port 1/0/5

mac access-group Example-MAC-ACL in
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12111 —5—

RUS—> bO—-ILDIERHI & EETER

I1—Y5—

12.11.1 BEDI—Y—-IIN—TZ

ARUS—> bO—)LOWERHF EREHZRUE T,

(IR (CBEEZ LITBIES

BEDI—Y—JIL—T IR (CEBEEZ LT DIBaDEBMA LEMNZRUET. ZORITHE,

275D 105 ([CHFESNIE S T4 W OIDEBEE% CoS5 (CEELTULET, 1.

ZCDBITF ISR

Z IPva )Ty b EBE U TR FR/— h PO AUX heERLET.

;| 12-25 WEDIL—T —IIWN—T I BIHLICEBEEZ LT DIEESDRES

IER SR TE
RADIUS 525 FJA#4)L D RADIUS H—)\—)L—=F [radius] TIEMH
RADIUS H—/){— 7RLX :172.16.1.101

- HBEH : apresia

FRELT S5 77> hDERAER

256

IEEE 8021)( ity u]‘.Eﬁ)‘i]ﬂ_\ I\

R— b 1/0/1 i 5R— | 1/0/5

IEEE 802.1X B8sEDIT—>>
200772 SR

1 B¥RA

12-22 WEDI—Y—IN—TEFBHE(CBEEZE EIF SIBE0ERH

BAAASRTE (B%h)

- [EEE 802.1X FREEDFREEA Y A b : radius

B RADIUS H—/\—3&7TE

-IP77RLX:172.16.1.101, HE

BRI S 77> hDRAE : 256

mIEEE 802.1X 585
- IEEE 802.1X :RsEE%NR—
CT—>0007770 SR ¢ 1 BERS

BRADIUS H—/){—DF—HIX—X

User

pcl-dotlx
pc2-dotilx

## : apresia pc3-dotlx

RADIUS & —/{—
(172.16.1.101)

~:1/0/1~1/0/5

hS>OE—R

VLAN 10

port 1/0/49

VLAN 100
192.168.100.100/24

VLAN 10

e T

port1/0/1*~1/0/5

FOCAE—R [\

Password Class
test123456

hogehoge 105
aaabbbccc 105

|172.16.1.254/24

" Rout

192.168.100.254/24 (v100)
192.168.10.254/24 (v10)

Ert 'E’Jj’(?‘/ ~

m QoS 5%

RTE
- RUS—<wF [TEST-POLICY| %. =AICEA
- DS (CLASS-5) : — B4 S5 RXID 105]. 772> 3 > [set cos 5
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1.

VLAN 10. VLAN 100 Z{Em L. #BRBIDKSIC VLAN ZEIDHTET .

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

config)#

config)# interface range port 1/0/1-5
config-if-port-range)# switchport mode access
config-if-port-range)# switchport access vlan 10
config-if-port-range)# exit

config)#

config)# interface port 1/0/49
config-if-port)# switchport mode trunk

swl
swl
swl
swl
swl
swl
swl
swl
swl
swl (config-if-port)# exit
config)#

.

swl

config-if-port)# switchport trunk allowed vlan 10,100

VLAN 100 7 >~ —2J x—X(CEHEA IP 7 RL- X [192.168.100.100/24] ZFHELF T, FT. AHE

BITETIAILMRIF 1w I)L— %2 [192.168.100.254] 58 TICERTE

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

— o~ o~ —~

UTC. ‘Y‘iﬁﬂj&ﬁ‘*;&l L/'Cb\iﬁ'o

%E@ AAA %ﬁ?‘ﬂ'fb ngsg_o 3572\ IEEE 802.1X uu\uIE_C'fﬁﬁﬁa_éuquEH_cle I\% 7_77")[/ |\0)

RADIUS B —/\—=J)L—= [radius] (CEELFET .

swl (config)# aaa new-model

swl (config)# aaa authentication dotlx default group radius

swl (config) #

RADIUS B —/\—%Z, IP 7 RL-X [172.16.1.101]. B [apresia]l THELFT .

HMELEZ

RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELRWBE(EST T A4JL b RADIUS B —)—2

JL—= Tradius] (CFABULZEY,

swl (config)# radius-server host 172.16.1.101 key apresia

swl (config) #

AccessDefender 58 EE— RSB L. BT S1 7> hDOERAREZ [256] (C3

swl (config)# access-defender
swl (config-a-def)# total-client 256
swl (config-a-def)#

R— & 1/0/1 57R— b 1/0/5 T IEEE 802.AX 5B BRCUEX T . Flee T—>>2200077 SSRE

Z [185/[] (CERELET.

swl (config-a-def)# authentication interface port 1/0/1-5 dotlx

swl (config-a-def)# logout aging-time 0 0 1 dotlx
swl (config-a-def)# exit
swl (config) #

|EEE 802.1X sRsEEBHCLE T,

swl (config)# dotlx enable
swl (config) #
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8. 527w ICLASS-5] TEATBMETFR/— 7R UR N [QOS-EX] Z/ERR L. UTD
JL—ILERELUET,

JL—JL 10 (557]) : =X ID [105]

swl (config)# expert access-list extended QOS-EX

swl (config-exp-nacl)# 10 permit any any any any class 105
swl (config-exp-nacl)# exit

swl (config) #

9. /52Ty [CLASS-5] ZHERR L. —5&M% HEETFZ/— 7O U~ 1 QOS-EX] (T35
TUXEY,

swl (config)# class-map CLASS-5

swl (config-cmap)# match access-group name QOS-EX
swl (config-cmap)# exit

swl (config) #

10..RU>—< w7 [TEST-POLICY] 2R UET, I5AY v [CLASS-5] ZBS&EfHF, [CLASS-5] (C
PN T4 v IR UT CoSIEZ 5 (CEEIT DI 3> ZEALET.
swl (config)# policy-map TEST-POLICY
swl (config-pmap)# class CLASS-5
swl (config-pmap-c)# set cos 5
swl (config-pmap-c)# exit
swl (config-pmap) # exit
swl (config) #

11.8EURRUS -y IERIIR— ~ (R— bk 1/0/1 hh5R— I~ 1/0/5) ([SERULETY,
swl (config)# interface range port 1/0/1-5
swl (config-if-port-range)# service-policy input TEST-POLICY
swl (config-if-port-range)# end
swl#

12 .==561% 0> AccessDefender BHEDSEE U FICIRRLET,
# AAA

aaa new-model
radius-server host 172.16.1.101 key apresia
aaa authentication dotlx default group radius

# ACCESS-DEFENDER
access-defender

total-client 256

logout aging-time 0 0 1 dotlx
# DOT1X
access-defender

authentication interface port 1/0/1-1/0/5 dotlx
dotlx enable
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13. =R s —<w TEEDREEUT (CHRIELET,

12112 RAF1 YYD

# ACL

expert access-list extended QOS-EX 9999
10 permit any any any any class 105

# QOSPOLICY

class-map match-any CLASS-5
match access-group name QOS-EX

policy-map TEST-POLICY

class CLASS-5

set cos 5

interface port 1/0/1
service-policy input
interface port 1/0/2
service-policy input
interface port 1/0/3
service-policy input
interface port 1/0/4
service-policy input
interface port 1/0/5
service-policy input

TEST-POLICY

TEST-POLICY

TEST-POLICY

TEST-POLICY

TEST-POLICY

SBEED SA 7 > b 2EBUR— NTIBETREICT BIBE

BEE ATV IREITSA T MIERA > Y- T —RAZEEVTHRELFIN. X570 v
DRI SA 7> MMCEEMIFTEO SR ID 2R/ A /AR TDEICKD REIFT 1w IREET S A
7> NEEHUR— N TIRETIEECT DIBE DB CEREMERUET, 2. ZOHITEHSRZ IPv4
Iy b EBE U TRBRIF RN 7OV A MERUET.

CAUTION: NP7000,

NP5000. &K NP3000 Tl IP 7IEXUXKTOSRID ZEAT

EFtFA. NP4000. NP2100. NP2000. KT NP2500 Tld. IP 7ILEAUXNTOISXID %

ERTEETY.

;| 12-26 AT+ v VBT 547 > N B ER— N TBENHEICT BIBADHES

=L

I5H AXIE
RADIUS %5 FJA#)L b RADIUS B —/)\—)L— [radius] THEH
RADIUS H—/(— *IPJ7RL-X:17216.1.101
- 258 : apresia
OS> RDERKRER 256

Web F2iEER/R— b

JR— b 1/0/1 i5R— b 1/0/5

FOEEF Web B —/)\—

http://192.0.2.100:80/. ZF/zIZ https://192.0.2.100:443/
HTTP ZO0 h3JL (80) & HTTPS ORI (443) (FFTA4)L B

Web 2sf0T—>>4 040
770 NEFRE

1 BFRS

RGF 1 v IRITEMK—

R— bk 1/0/1

AT+ W IR ERAR

« 7R— I~ 1/0/1. 00:00:5e:00:53:11, 75X ID 123
« ;R— I~ 1/0/1. 00:00:5e:00:53:33. 75X ID 123
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12-23 974 Y IBFMI 547 > M aEER— M TEETRECT DIES DB

B AT+ v IR

c REITA WY EEZIR— : 1/0/1
c AT A W TS5+ 77> b : 7R— ~ 1/0/1. 00:00:5e:00:53:11., 55X ID 123
c AT« W IR S AT > b /R— | 1/0/1, 00:00:5e:00:53:33. /SR ID 123

BAAAGRTE (B%h)

- Web FRFEDRSEATIU A K [ID : 1] : radius mRADIUS H—/\—DF—HFR—-2X
mRADIUS H—/)\—5&7E User Password
- IP77RLR:172.16.1.101, #HHig : apresia pcl-web test123456
pc2-web hogehoge
WEREEI S A 7> RDERKRE : 256
RADIUS H—/{— .
® Web 583 (172.16.1.101) || |

- Web 2iFBEZI/R— I @ port 1/0/1 ~ 1/0/5 =

- SRR Web H—/\— : http://192.0.2.100:80/ F/=(& |
https://192.0.2.100:443/

cIT—>000770 N5 1 65

NS> 0F—R

port 1/0/49

172.16.1.254/24

swl

_ VLAN 100
T 192.168.100.100/24
VLAN 10 VLAN 10 192.168.100.254/24 (v100)

192.168.10.254/24 (v10)

Frib 7] (O I\T port 1/0/1~1/0/5

FOCRAE—R N

c RITAVITEEI AT > MCOS R ID 123 ZEhER TS,
cOSAIDMN 123D RS T4 v ORZBIAINAEREIT D ECKD, RIFTA v D

“£7’47 M mrosa 7 hE comEFENR— NCBREL TS, BENTIRICAS,

1. VLAN 10. VLAN 100 Z/ERE L. #8MAIDLS(C VLAN ZEIDHTET,

swl# configure terminal

swl (config)# vlan 10,100

swl (config-vlan)# exit

swl (config) #

swl (config)# interface range port 1/0/1-5

swl (config-if-port-range)# switchport mode access
swl (config-if-port-range)# switchport access vlan 10
swl (config-if-port-range)# exit

swl (config) #

swl (config)# interface port 1/0/49

swl (config-if-port)# switchport mode trunk

swl (config-if-port)# switchport trunk allowed vlan 10,100
swl (config-if-port)# exit

swl (config) #

~ o~ o~ e~ o~ o~ o~ o~ —

2. VLAN 100 >4 —J T —RICEEEA IP 7 RL-X [192.168.100.100/24] ZHRELET ., Ffz. AHRE
BITIEFTIAIRRIFT v I)L— % [192.168.100.254] FECICEREL T, BREZEHRRIDELE
ER

swl (config)# interface vlan 100

swl (config-if-vlan)# ip address 192.168.100.100/24
swl (config-if-vlan)# exit

swl (config)# ip route 0.0.0.0/0 192.168.100.254
swl (config) #

3. HED A EZEMELET, F/z, Web SRIACHERTIRIARIZN [ID: 1] &, FIAIL LD
RADIUS H—/\—=J)L—7 [radius] ([CHEELFT.
swl (config)# aaa new-model
swl (config)# aaa authentication web-auth 1 default group radius
swl (config) #
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12. AccessDefender MDER%LHI & 5EEH

4.

10.;

RADIUS B—/{—%. IP 7 RL-X [172.16.1.101]. B8 [apresia] THRELXT . HELE
RADIUS H—/)\—(Z. FAE9 D RADIUS J)L—FHIETELIRWBE(EST T4 )L hdD RADIUS —)—2
JL—F Tradius] [CAREULZE Y.

swl (config)# radius-server host 172.16.1.101 key apresia
swl (config) #

AccessDefender sXEEE— RCEBB L., SRS 177> bOERAEZ [256] [CERELFET.
swl (config)# access-defender

swl (config-a-def)# total-client 256
swl (config-a-def)#

R— b 1/0/1 m57R— I 1/0/5 T Web 252 B%h(C. 525 Web B —/)\—D IP 7 RL X%
[192.0.2.100] (CEEELFET . EBDRELAH Web U—/)\—T(%. HTTP O )L (TCPR— MBS
80) & HTTPS O b1JL (TCP/R— BB 443) (I TAILMNEMICRDTVWET ., Fe. IT—>>
200770 SERIZE (1] (CERELUET.

swl (config-a-def)# authentication interface port 1/0/1-5 web
swl (config-a-def)# web-authentication http-ip ipv4 192.0.2.100
swl (config-a-def)# logout aging-time 0 0 1 web

swl (config-a-def)# exit

swl (config) #

—~ o~ o~ —~

Web ZREFZBMCLET,
swl (config)# web-authentication enable
swl (config) #

IR— K 1/0/1 TREFT 1y IR 2BHNIHEL. RITa v IT> hJ— [R— b 1/0/1,
00:00:5€:00:53:11. 75X ID 123] [7/R— b 1/0/1. 00:00:5€:00:53:33. 75X ID 123] ZH/ELF T,

swl (config)# access-defender

swl (config-a-def)# authentication interface port 1/0/1 static

swl (config-a-def)# exit

swl (config) # access-defender static mac 0000.5e00.5311 class 123 interface port
1/0/1

swl (config) # access-defender static mac 0000.5e00.5333 class 123 interface port
1/0/1

swl (config) #

SREE) A ) CREREDTEH (. HRRTHR)— b7 X U R~ [EXPERT-ACL] Z{FR L. U TFDIL—
W ERELET,

JL—JL 10 (authentication-bypass) : 275X ID [123]

swl (config) # expert access-list extended EXPERT-ACL

swl (config-exp-nacl)# 10 permit authentication-bypass any any any any class 123
swl (config-exp-nacl)# exit

swl (config) #

SE LRI AYU X MERIIR— b~ GR— bk 1/0/1 i'SR— s 1/0/5) (SEARAULEY.

swl (config)# interface range port 1/0/1-5

swl (config-if-port-range)# expert access-group EXPERT-ACL in
swl (config-if-port-range)# end

swl#
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11 .= D AccessDefender BEDREE T (TR UET .,

# AAA

aaa new-model

radius-server host 172.16.1.101 key apresia
aaa authentication web-auth 1 default group radius

# ACCESS-DEFENDER

access-defender
total-client 256
logout aging-time 0

authentication interface port 1/0/1 static

0 1 web

access-defender static mac 00-00-5E-00-53-11 class 123 interface port 1/0/1
access-defender static mac 00-00-5E-00-53-33 class 123 interface port 1/0/1

# WEB-AUTHENTICATION

access-defender

authentication interface port 1/0/1-1/0/5 web
web-authentication http-ip ipv4 192.0.2.100

web-authentication enable

12. =070t U X SEEDHREEUT (CHRIELUET,

# ACL

expert access-list extended EXPERT-ACL 9999

10 permit authentication-bypass any any any any class 123

interface port 1/0/1
expert access-group
interface port 1/0/2
expert access-group
interface port 1/0/3
expert access-group
interface port 1/0/4
expert access-group
interface port 1/0/5
expert access-group

EXPERT-ACL

EXPERT-ACL

EXPERT-ACL

EXPERT-ACL

EXPERT-ACL

in

in

in

in

in
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