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0 EAPOL

(Windows

)

33/312



2.6.3

802.1X
2-1
0S

Windows Windows XP SP2 EAP-MD5/PEAP/TLS

Windows XP SP3 EAP-MD5/PEAP/TLS

Windows Vista SP1/SP2 | PEAP/TLS

Windows 7 PEAP/TLS
iNetSec Inspection Center 802.1X | Windows XP SP2/SP3 EAP-MD5/PEAP/TLS

(v3.0L20) EAP

Odyssey Client Manager Windows XP SP2/SP3 EAP-MD5/PEAP/TLS/EAP-TTLS

(4.32.0.2347)

34/312




2.7802.1X/MAC  (AND) (802.1X MAC )

802.1X/MAC (AND) 802.1X MAC MAC
802.1X

VLAN RADIUS ( )

VLAN VLAN
802.1X/MAC (AND) 2-10
- MAC
MAC EAP (EAP-Request/EAP-Ildentity)
30 FDB MAC EAP-Request/EAP-Identity

EAP Failure

- MAC
RADIUS (MAC )
- RADIUS
802.1X
RADIUS
RADIUS MAC VLAN
- DHCP DHCP IP

35/312



APRESIA DHCP
( ) ( ) RADIUS

(Q!'_: EAPOL | —.

4
m
=
o
Q
<
@D
=
I
=
o
c
w

v

(User-Name) |

| > : i
: ( Y 1 :
: Sttt 1 :
3 \(MD5/TLS/PEAP/TTLS) ! i
l EAP Success ! (VLAN ID ) 21 l
S : e
! DHCP IP ! : R
: ! l IP 5
S RS SR LR,
2-10 802.1X/MAC(AND)
1. 802.1X MAC
2. RADIUS 802.1X
(VLAN VLAN ID  VLAN )
0 EAP-Request/EAP-Identity

0 MAC 802.1X

36/312



2.8Web/802.1X  (AND) (Web 802.1X )

Web/802.1X (AND) Web 802.1X
802.1X 2.6 802.1X
VLAN RADIUS ( )
/ VLAN
802.1X Web/802.1X (AND) 2-11
- MAC
MAC EAP (EAP-Request/EAP-Ildentity)
30 FDB MAC EAP-Request/EAP-Identity
EAP Failure
- RADIUS
RADIUS MAC VLAN
- Web APRESIA
VLAN DHCP IP
- Web URL
APRESIA
APRESIA  RADIUS
- RADIUS
APRESIA
Web
RADIUS VLAN
- DHCP DHCP 1P

37/312



APRESIA <DHCP ( )> RADIUS DHCP

) ( )

,_Q_,‘ EAPOL _ _aw— EAP over RADIUS

> B

1

i<< EAP-Request/EAP-Identity i i
i EAP-Response/EAP-ldentity >(IUser—Name) i i
3 (ND5/TLS/PEAP/TTLS) R
i EAP-Success : 1 : :
o mme oo IO R EIGRCREEELSERL RN ;
' DHCP IP R i i
! T ! !
S il . | |
! URL | | |
: > ! !
P ; e e
: P > i
i i ( ) 2 |
S 1 Sl : i
i (DHCP P ) i R
| : | P
S G L bl i e Foo--mo--- :
2-11 Web/802.1X  (AND) (802.1X )
1. RADIUS
2. RADIUS
(VLAN VLAN
ID  VLAN )
Web 801.1X ( - ) \Veb « -)
Web 802.1X
802.1X MAC VLAN
Web Web/MAC ~ (AND) Web/MAC ~ (AND)
MAC Web 802.1X Web/802. 1X
(AND) RADIUS
2-11 Web « -) 2-6  Web/MAC  (AND) « -)
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Web

(

(AND)

(AND)

Web/MAC (AND))  802.1X
802.1X Web
Web
Web 802.1X
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2.9 DHCP Snooping

2.9.1 DHCP Snooping

DHCP Snooping  PERMIT DENY 2 PERMIT
PERMIT DENY (
)
m PERMIT

» DHCP Snooping
» DHCP Snooping

. DHCP DHCP offer ( )
m DENY
» DHCP Snooping
» DHCP Snooping ( )
. DHCP DHCP offer ( )
(PERMIT --> DENY )
2
DENY
DHCP
PERMIT DHCP
DHCP
2-12  PERMIT
(DHCP Snooping ) ( 1800 )
i PERMIT i
| (PERMIT
i )
! DENY
1 1 >
2-12 DHCP Snooping
2.9.2 DHCP Snooping
2-13 2-14
PERMIT DENY DHCP DHCP ACK
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DHCP Release

IP
DHCP Release

1P DHCP

DHCP Snooping DHCP Snooping ARP

APRESIA DHCP

o ) . ) @ @
i DHCP (Discover Request) ‘i |
[ DHCP Discover i |
| ' | DHCP
' DHCP Offer
S s | Ip
1P < ! DHCP Request R
/ ! 7 /
! DHCP Ack ! .
1 <_ _____________ | 1
| DHCP Ack | :
N S : :
i DHCP Release _ﬁr/””——___——_— . .
1P i 71447 DHCP Release J
€O =' g :
2-13 DENY
DHCP Release 1P DHCP
0 DHCP Snooping IPv4  ARP

DHCP Snooping
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0 DHCP Snooping DHCP Snooping

( )
DHCP Snooping

0 DHCP Snooping DHCP

» DHCP Snooping DHCP DHCP

» DHCP Snooping DHCP DHCP

* DHCP DHCP DHCP Snooping
0 DHCP Snooping 2 AccessDefender

DHCP DHCP
action "permit” "authentication-bypass"

APRESIA DHCP

(DHCP )

DHCP (Discover Request)

DHCP Discover

i DHCP Offer
" G it bbbt {| DHCP
, {1 DHCP Request | Ip
| DHCP Acki
1 <_ _____________ !
: DHCP Ack . | /
bbb oo : | :
i DHCP Release >ir///”’——_— i i
IP ; P DHCP Release .
) | ] f .
2-14 PERMIT
DHCP Release 1P DHCP
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DENY
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2.10

ID

ID

RADIUS

1D

ID

MAC 802.1X

Web

ID

aaa default class

ID 0)

ID

ID

ID

1D

2-15

RADIUS

RADIUS

ID

ID

ID

ID

ID

APRESIA

2-15
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2.11

AccessDefender 2-2
2-2 AccessDefender
802.1X o
(EAP-MD5 EAP-TLS PEAP EAP-TTLS)
Web o
MAC o
@)
HTTP/HTTPS o
Proxy o HTTP (HTTPS
)
Web o
RADIUS
/
3000
LF 258032
CR+LF (
) 258032
Web/MAC/802.1X/ Apresial3000 1024 / .
Apresial3100/13200 5632 /
Apresial3200-28GT 1408 /
Apresial5000 768 / » Apresial3200-28GT
Dynamic VLAN/ Apresial3000 1024 / ID
ID Apresial3100/13200 2048 / (
Apresial3200-28GT 256 / )
Apresial5000 768 /
DHCP Snooping Apresial3000 612 /
Apresial3100/13200 3216 /
Apresial3200-28GT 804 /
Apresial5000 484 /
IP IP /DHCP Web Dynamic VLAN
DHCP
VLAN VLAN/Dynamic VLAN

O

(0]

 Web MAC 802.1X DHCP Snooping

Web
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2.11.1 2
AccessDefender 2
2 AccessDefender
show packet-filter2 reserved-group
2-3  AccessDefender 2 (1 19
2 ( )
2-3 AccessDefender 2
Apresial3000 Apresial3100/13200 | Apresial3200-28GT Apresial5000
1 AccessDefender AccessDefender AccessDefender AccessDefender
C ) C ) C ) C )
2 AccessDefender AccessDefender AccessDefender AccessDefender
(G (G (G (G
3 AccessDefender AccessDefender AccessDefender AccessDefender
C ) C ) C ) C )
4 «( N «( Nn ( I ( )1
128 512 128 128
5 ( ( )513 ( )129 (
)129 256 1024 256 )129 256
6 ( ( ¢ )27 (
)257 384 )1025 1536 384 )257 384
7 ( ( ()38 (
)385 512 )1537 2048 512 )385 512
8 ( ( (  )513 (
)513 640 )2049 2560 640 )513 640
9 ( ( ()64l (
)641 768 )2561 3072 768 )641 768
10 ( ( ( )769 | -
)769 896 )3073 3584 896
11 ( ( ( )897 | -
)897 1024 )3585 4096 1024
12 - ( ( -
)4097 4608 )1025 1152
13 - ( ( -
)4609 5120 )1153 1280
14 - ( ( -
)5121 5632 )1281 1408
« ) /
/
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Web DNS  DHCP 1
2-4 2 AccessDefender
)
2-4 2
VLAN 1 2
(counter vlan enable )
MLAG(mlag enable ) 1
FDB 1
(mac-address-table
frequent-station-move-notify enable
)
Apresial3000 11
(loop-watch enable ) Apresial3100/13200-48X/13200-52GT 4
Apresial3200-28GT 1
Apresial5000 9
Flush FDB 1
(flush-fdb rp-e enable )
Flush FDB 1
(flush-fdb rp-g enable )
MMRP-Plus Apresial3000/13200-28GT 1 2
(mmrp-plus enable ) Apresial3100/13200-48X/13200-52GT 1
Apresial5000 1 3
MMRP-Plus(FDB 1
(mmrp-plus receive-flush-fdb enable
)
IP (ip address ) 2
VB IP(vb ip address ) Apresial3000/13200-28GT 0 5
Apresial3100/13200-48X/13200-52GT 0
Apresial5000 0 4
1Pv6 Apresial3000/15000 1 1
(ipv6 address ipv6 enable Apresial3100/13200-48X/13200-52GT 0
) Apresial3200-28GT 0 3
IGMP snooping 1
(ip igmp snooping unregistered-filter
)
MLD snooping 1
(ipv6 mld snooping unregistered-filter
)
BFS(bfs mode ) 1
FCoE Forwarder(fcoe group ) 2 Apresial5000 19
Virtual BoxCore(vb enable ) 1
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1. AEOS Ver. 8.23.01
Apresial3000/15000
2. AccessDefender

0 2 AccessDefender
AccessDefender
0 DHCP Snooping 2-5
‘!l' 3.10 1
2.11.2 DHCP Snooping
2-5 DHCP Snooping 2

Apresial3100/13200-48X/13200-52GT 801
Apresial3000/13200-28GT/15000 201

2

(Apresial3100-48X-PSR) 1024 DHCP Snooping 912
800+(1024-800)/2 912( )
2-5 DHCP Snooping 2
Apresial3000 | Apresial3100/13200 | Apresial3200-28GT | Apresial5000

4 1 128 1 512 1 128 1 128

5 129 228 513 912 129 228 129 228

6 229 292 913 1168 229 292 229 292

7 293 356 1169 1424 293 356 293 356

8 357 420 1425 1680 357 420 357 420

9 421 484 1681 1936 421 484 421 484

10 485 548 1937 2192 485 548 -

11 549 612 2193 2448 549 612 -

12 - 2449 2704 613 676 -

13 - 2705 2960 677 740 -

14 - 2961 3216 741 804 -
0 DHCP Snooping MAC/Web/802.1X (

2-3)
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MAC/Web/802. 1X
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2.12 Web 1P

2.12.1 Web IP
Web IP VLANX IP
1P
AccessDefender APRESIA /VLAN
Web 1P

»

,//’//////;;::;?_ 1

n

N

Web Web Web
IP 192.0.2.3 SW IP 192.0.2.3 SW IP 192.0.2.3

IP 10.1.1.1 - - IP 10.1.1.2 o IP 10.1.1.3
https://192.0.2.3 https://192.0.2.3 https://192.0.2.3
vlanl0 vlan20 vlan30

2-16 IP URL
VLAN IP APRESIA IP VLAN (
IP  192.0.2.3) APRESIA IP L3

( L3 ) (
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L3
1P
192.0.2.3
L 192.0.2.3
VLAN Trunk vlan10 vlan4094
LEbezes 192.168.10.2
APRESIA 192.0.2.3
vlan4094
192.0.2.3
IP 192.0.2.3
IP 10.1.1.1 (vlan4094)
https://192.0.2.3 IP IP
192.168.10.2
2-17
2.12.2
HTTP ( IP )
Web
L3
L3 1P APRESIA HTTP
e L3 APRESIA VLAN(vIan4094)
e L3 APRESIA MAC
* L3 TCP 80/443/Proxy
* APRESIA VLAN(vIanl10) 1P
. APRESIA
. APRESIA (ICMP/Telnet/SNMP)
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HTTP

2-6

v1an4094(192.168.10.0/24)

X XXX

L3

S~ -
VLAN Trunk vlan10 vlan4094

HTTP
> 192.168.10.2
XXX XXX X
APRESIA vlan4094
Web
IP 192.0.2.3

IP 10.1.1.1(vlan4094

(

0S

Internet Explorer

Windows XP SP2

Internet Explorer

Windows Vista Business

Windows XP SP3

Internet Explorer

Windows 7 Pro

6
7
Internet Explorer 8
8
9

Internet Explorer

Windows 7 Pro

Internet Explorer 10

Windows 8

Internet Explorer 11

Windows 8.1

Opera 10.10 Windows 7 Pro o
Opera 10.51 Windows XP SP3 o
Firefox 3.6 Windows 7 Pro o
Safari 4.0 Windows XP SP3 o
Google Chrome 4.1 Windows XP SP3 o
Firefox 3.5 Ubuntu 9.10 o
Safari 1.2 Mac 0S 10.3.9 o
Safari i0S 6.0.1 o

Android 4.0.4
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0 i10S6 Wi-Fi "www.apple.com”
APRESIA

0 AEOS 8.23.01 Windows 8.1  Internet Explorer 11
Web
submit name

<input type="submit" name="action" value="logout">
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2.13

AccessDefender 2-7
17
2-7
No Syslog Web | MAC | 802.1X DHCP
Snooping
1 web o - - _
2 APRESIA link down o o o -
3 aging o o o o
4 | Max Timeout maxtime o o o -
5 | CLI CLI cli o o o o
IP MAC
ID
6 config change o o o o
7 Web overwrite o - - -
Web
8 | Logoff logoff logoff - - o -
9 reauth failure - - o -
10 reauth failure - - o -
(supp-timeout)
11 vlan reauth vlan - - o -
vlan change
12 reauth user - - o -
name change
13 ID reauth class - - o -
ID change
14 port - - o -
initialization
15| IP 1P release - - - o
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No Syslog Web | MAC | 802.1X DHCP
Snooping

16 | IP IP expire - - - o

17 | logout ping logout ping ping o - - -

L
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2.14
ID
(@)) Web
ID
2 Web
ID
. ID
» APRESIA
» RADIUS
. ID
. ID

(
ASCHI
RADIUS
63
63

<br>

1D/ )

et O=~1"{+ >l :1, ./
e O=-1"{+"}<>?_"eL::1. ./

MAC
startup-config  TFTP
RADIUS
« )
&gt &lt

HTML
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3 AccessDefender

AccessDefender APRESIA
e APRESIA IP
e APRESIA  RADIUS (
)
3.1 APRESIA
APRESIA 3-1
o -
3-1 AccessDefender
No default
Web | MAC | 802.1X DHCP
Snooping
1 | AccessDefender disable | o o o o
2 | RADIUS 1
INDEX o o o - 8
IPv6_INDEX o o o - 16
IP o o o -
1Pv6 o o o -
UDP 1812 - 1 65535
3 - 1 30
3 - 15
( ) o o o - 1 127
Primary/Secondary o o o - 1 16
- 1 1440
3
Web o - - -
MAC - o - -
802.1X - - o -
DHCP Snooping - - - o
4 | MAC - o - -
5 Web
HTTP o - - - 1 65535
HTTPS o - - - 1 65535
IP (URL) o - - -
URL - - - 255
(HTTP) - - - 80
(HTTPS) - - - 443
(Proxy) - - - 1 65535
6 (802.1X)
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No default
Web | MAC | 802.1X DHCP
Snooping
3600 - - - 5 2147483647
7 (802.1X)
30 - - - 5 65535
8
0 10
0 - 10
9
a )
( ) o o o o
10 | DHCP Snooping
2 - - -
3 - - -
11
4
802.1X (
802.1X )
12 | SSL ( ) 5 1024 bit - - - 512 2048 bit
13 | syslog(IP/facility/priority) 6
14 2
( )
RADIUS
DHCP Snooping
IP
3. PERMIT DENY
4.
5.
9 SSL
/
6. syslog AccessDefender
notice (DHCP Snooping )
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3.2

APRESIA RADIUS APRESIA
( )
( )
RADIUS (RADIUS
) RADIUS
APRESIA
3-1
- = | 1
T DB local DB

RADIUS RADIUS
RADIUS RADIUS

(config)# aaa authentication web [ <ID> | <RADIUSI> | <LOCAL> | <FORCE>
(config)# aaa authentication mac <RADIUSI> | <LOCAL> | <FORCE>

RADIUSI = radius <INDEX1> [ <INDEX2> ] [ local | <FORCE ]

LOCAL = local [ radius <INDEX1> [ <INDEX2> ] [ <FORCE> ] ]

FORCE = force [ vlan <VID> ]

ID ID <1-4>

INDEX1 RADIUS <1-16>
INDEX2 RADIUS <1-16>
local

force

VID VLAN ID <1-4094>
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e
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3.3 (Web MAC )
APRESIA VLAN 1D (aaa-local-db)
AccessDefender
RADIUS RADIUS
APRESIA
APRESIA RADIUS 3-2
3-2 (APRESIA RADIUS )
RADIUS
RADIUS
RADIUS
0 APRESIA RADIUS
0 MLAG first second
RADIUS first second
3.3.1
APRESIA 3-3
3-3
userid,password[,vid][,classid] CSV
(userid password 63 )
3000
LF 258032
CR+LF ( -
) 258032
< >
temp01, temp01,10
temp02, temp02
temp03, temp03,30
00096b82c51e,1g2w3d, 100,10
0 MAC MAC (16 16 ) userid
(a-f)
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3.3.2

APRESIA

(

)
TFTP sD

AccessDefender

# copy ( tftp <IPADDR> ) | memory-card <FILE> aaa-local-db

# copy tftp <IPv6ADDR> [ manage | ( vlan <VID> ) ] <FILE> aaa-local-db

IPADDR TFTP IP
IPV6ADDR TFTP I1Pv6
VID VLAN ID
FILE <1-128( )>
0 3001
( LF 258032 CR+LF
( - 258032 )
APRESIA ( 3-4
3-4
Writing to flash memory...
done.
Error code 1: File not found.
aaa-local-db : over max file size
ldb.txt : download fail
3000 aaa-local-db : over max user

ldb.txt : download fail

Invalid format:
line: 298

ldb.txt : download fail

Invalid format:
line: 10
userlo0, ,user10,10
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ldb.txt : download fail

Invalid format:
luseruser is duplicated.
ldb.txt : download fail

3.3.3 ( )
APRESIA TFTP D

# copy aaa-local-db ( tftp <IPADDR> ) | memory-card <FILE>
# copy aaa-local-db tftp <IPv6ADDR> [ manage | ( vlan <VID> ) ] <FILE>

IPADDR TFTP IP
IPV6ADDR TFTP IPV6
VID VLAN 1D
FILE <1-128( )>
3.3.4
APRESIA erase aaa-local-db
# erase aaa-local-db
3.3.5 ( )
<PASSWORD>
VID> VLAN ID O <CLASSID> ID
# aaa-local-db add user <USERID> [ <OPTIONS> ]
OPTIONS
OPTIONS = ( password <PASSWORD> ) | ( vlan <VID> ) | ( class <CLASSID> )
USERID ID <1-63( )>
PASSWORD <1-63( )>
VID VLAN ID <1-4094>
CLASSID ID <1-4095>
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3-5

3-5

Writing to flash memory...
done.

3000

=

4 aaa-local-db : over max user

=

4 aaa-local-db : over max file size

=

4 Invalid user ID.

64

=

6 Too long user ID.

=

¢ Invalid password.

64

=

6 Too long password.

3.3.6 C )

# aaa-local-db del user <USERID>
USERID ID <1-63( )>

3-6

3-6

Writing to flash memory...
done.

% Invalid user ID.

64 % Too long user 1ID.

% The user does not exist.
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3.4

RADIUS
RADIUS RADIUS
APRESIA RADIUS
3-7 (APRESIA RADIUS )
RADIUS
RADIUS
RADIUS
0 APRESIA RADIUS
RADIUS
MAC
( 6.4 NMAC )

!
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3.5 (802.1X)

VLAN RADIUS

(config)# aaa authentication dotlx <RADIUSZ> | <FORCE>
RADIUSZ = radius <INDEX1> [ <INDEX2> ] [ <FORCE ]
FORCE = force [ vlan <VID> ]

INDEX1 RADIUS <1-16>
INDEX2 RADIUS <1-16>
force

VID VLAN 1D <1-4094>

RADIUS 2-7
RADIUS 3-2
VLAN ( RADIUS
)
APRESIA RADIUS

(User-Name)

| .

3-2 RADIUS

0 RADIUS

EAP-Success
EAP-Success
EAPOL-Start
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3.6 (Web MAC )

RADIUS
port
port port
port port

(config)# aaa authentication web [ <ID> ] <RADIUSI> | <LOCAL> | <FORCE> [ port <PORTRANGE> ]
(config)# aaa authentication mac <RADIUSI> | <LOCAL> | <FORCE> [ port <PORTRANGE> ]
RADIUSI = radius <INDEX1> [ <INDEX2> ] [ local | <FORCE ]

RADIUS2 = radius <INDEX1> [ <INDEX2> ] [ <FORCE> ]

LOCAL = local [ radius <INDEX1> [ <INDEX2> ] [ <FORCE> ] ]

FORCE = force [ vlan <VID> ]

ID ID <1-4>
INDEX1 RADIUS <1-16>
INDEX2 RADIUS <1-16>
force
VID VLAN 1D <1-4094>
PORTRANGE ( )
3-3 RADIUS
APRESIA RADIUS
| SK |
S o s
3-3 (MAC )
o
3.7
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0 port check-vb-common-config
sync-vb-common-config

0 LAG/MLAG port
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3.7 (Web MAC )

( / RADIUS
) RADIUS
RADIUS
port
port
port 3-8
3-8 port
port LAG/MLAG

(config)# aaa authentication ( web [ <ID> ] ) | mac control sufficient [ port <PORTRANGE> ]
(config)# aaa authentication login control sufficient

ID ID <1-4>

PORTRANGE ( )

RADIUS 3-4
RADIUS

APRESIA RADIUS RADIUS

v

3-4 RADIUS (MAC )

0 RADIUS RADIUS

RADIUS
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0 port check-vb-common-config
sync-vb-common-config

0 LAG/MLAG port
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3.8 (Web )
ID ID

6.1.3

(config)# aaa authentication web [ <ID> ] <RADIUSI> | <LOCAL> | <FORCE> [ port <PORTRANGE> ]
RADIUSI = radius <INDEX1> [ <INDEX2> ] [ local | <FORCE ]

LOCAL = local [ radius <INDEX1> [ <INDEX2> ] [ <FORCE> ] ]

FORCE = force [ vlan <VID> ]

ID ID <1-4>
INDEX1 RADIUS <1-16>
INDEX2 RADIUS <1-16>
local
force
VID VLAN 1D <1-4094>
PORTRANGE ( )
3-5
APRESIA

Apresia
aaa authentication web 1 radius 1

aaa authentication web 2 radius 2

E URL aaa authentication web 3 force
i aaa authentication web 4 local
| (1D )
R e e T -
i ID (1-4) i
. >,
i 1)
i ! »ID 1 --> RADIUS
i i ID 2 --> RADIUS 2
i i D 3 -->
[ mmmmmmmmm o m oo SCREEEEEEE ID 4 -->
3-5
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3.9

3.9.1
Windows
(
AccessDefender
2
e IP MAC
* Web DHCP IP ubp
e 802.1X GPO IP
GPO( )
L1 L4
Windows
SIP DHCP

L 2

L 4

1P DHCP Windows
IP GPO
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(assign)

(action)

3-9

(condition)

AccessDefender

Ether Type

VLAN 1D

MAC (

1Pv4 (

1Pv6 (
TCP/UDP (

Ether Type

VLAN 1D

MAC (

1Pv4 (

1Pv6 (
TCP/UDP (

TOS

TCP Flag (syn ack )

1 14

VLAN ( )
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3.9.2 @)

. DHCP/DNS
. SW SW

DNS DHCP NMS

= @ O mi—

3-7 @

(config)# packet-filter2
(config-filter)# 1 assign port 1/1-44
(config-filter)# 1 1 condition ipv4 dst tcp/udp 67 udp
(config-filter)# 1 1 action authentication-bypass
1 1 DHCP(67/UDP)
1 1-44

(config-filter)# 1 2 condition ipv4 dst tcp/udp 53
(config-filter)# 1 2 action authentication-bypass
1 2 DNS(53/TCP)

(config-filter)# 2 assign port 1/1-44
(config-filter)# 2 1 condition src mac 00:40:66:00:00:00 mask ff:ff:fF:00:00:00
(config-filter)# 2 1 action authentication-bypass
2 1 00:40:66  MAC
2 1-44

(1) /

AccessDefender AccessDefender
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3.9.3 @

. vlan100
« vIan300 NMS UDP (1 10000 )

VLAN Trunk
100, 200, 300 v1an300
IP vlan300
EE——
o -~ &
;I « )
( ) vlan200
vlan100
3-8 (@)
(config)# packet-filter2
(config-filter)# 1 assign port 1/1-44
(config-filter)# 1 1 condition ethernet vid 200
(config-filter)# 1 1 action authentication-bypass
1 1 vlan200
1 1-44

(config-filter)# 2 assign port 1/1-44
(config-filter)# 2 assign vlan 300
(config-filter)# 2 1 condition ipv4 dst ip 10.3.3.3
(config-filter)# 2 1 condition ipv4 dst tcp/udp 1-10000 udp
(config-filter)# 2 1 action authentication-bypass
2 1 IP 10.3.3.3 UDP
2 1-44( VLAN  vIan300)
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3.9.4 Windows

Windows Web
( )
Web
APRESIA  AccessDefender
3-10 Accessbefender Windows
1. Windows » AccessDefender
2. AccessDefender .
3-9
AccessDefender
RADIUS
192.168.10.10 (I1AS )
[~
( e
) \N
e ¥
< > 1P(192.168.10.10)

m AccessDefender
https://192.0.2.3/

I ]
[ |
[OK][ ][ J|
Windows ( )
3-9

User ID

APRESIA AccessDefender

Password

Windows (ADEF

)

Windows
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3.10

IP MAC
APRESIA MAC
packet-filter2 max-rule deny-rule
# access-defender-deny ( ip <IPADDR> ) | ( mac <MACADDR> ) timer <MINUTES>
IPADDR IP
MACADDR MAC
MINUTES <1-60( )>
Web 3-10 URL
APRESIA RADIUS DHCP (
. DHCP 1P (P i ) R
| | | IP |
G T qmmmmmmm—mm—- - T-=—--—-—----- i
; URL »( | |
3-10 Web
0 access-defender-deny ip ARP MAC
MAC
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3.11

APRESIA ( http://192.0.2.3/ )
HTTP ( 1P )
Web HTTP
APRESIA URL
HTTP/HTTPS HTTP 80 HTTPS
443 HTTP
. APRESIA
. OFF
. 1 URL Web

( ) http://www._apresia.jp/

APRESIA

[kkkhkkkhhkkkhhkkik )

3-11

0 URL  FQDN( ) DNS
(hosts)

78/312


http://1.1.1.1/
http://www.apresia.jp/

3.11.1HTTP ( Internet )

3.11.1.1
URL APRESIA  HTTP 302"
URL 302" URL
Web (
RFC 2068 Hypertext Transfer Protocol -- HTTP/1.1 )
Web Web
(192.0.2.3) (www.apresia. jp/auth)
URL( 1) (HTTP/HTTPS) | Web
| n302" ( https://192.0.2.3)
e | s
i URL ( https://192.0.2.3) i
R CECIEEEEE P e : 5
i URL( 1) (HTTP/HTTPS) i
i<< 302" ( https://www.apresia.ip/auth) . 2
i URL ( https:/ywww.apresia.ip/auth) ‘i
| Web i :
S oo |
3-12
1. Web (FQDN) DNS
2.
o
URL 80 443
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3.11.1.2
APRESIA

Internet

RADIUS DHCP ( )

DNS
10.0.0.253

HTTP  HTTPS)
URL https://192.0.2.3:8443/
VLAN  DHCP

2-44

=

——\
3-13 (APRESIA )

3-13 (RADIUS

(config)# packet-filter2
(config-filter)# 1 1 assign port 1/2-44
(config-filter)# 1 1 condition ipv4 dst tcp/udp 53
(config-filter)# 1 1 action authentication-bypass
DNS ( )

(config)# access-defender
(config-a-def)# web-authentication redirect url https://192.0.2.3:8443/
URL ( )

(config-a-def)# web-authentication redirect http
(config-a-def)# web-authentication redirect https
HTTP HTTPS ( )

(config-a-def)# web-authentication ip 192.0.2.3
(config-a-def)# web-authentication https-port 8443
URL(https://192.0.2.3:8443/) ( )

(config)# dhcp policy temp

(config-dhcp)# network 10.0.0.0/16
(config-dhcp)# range 1 10.0.0.10 10.0.0.20
(config-dhcp)# dns-server 10.0.0.253
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(config-dhcp)# router 10.0.0.254
(config-dhcp)# lease 30

(config)# dhcp policy enable temp
(config)# dhcp server address-check arp
(config)# dhcp server enable

VLAN  DHCP 30
VLAN  DHCP
IP
) VLAN  DHCP DNS DNS
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3.11.2 HTTP

3.11.2.1
URL APRESIA  HTTP
"302" URL "302"
URL Web
( RFC 2068 Hypertext Transfer Protocol --
HTTP/1.1 )
URL
APRESIA
Web Web
(192.0.2.3) (www.apresia. jp/auth)
i URL(C 1) (HIIP) Web
:<i "302" https://192;0.2.3)
; ( 2) URL ( https://192.0.2.3)
i Web !
B Sttt 7 :
! URL( 1) (HTTP) Web
i<i 302" https://wwy.apresia. ip/auth) . 3
i ( 2 R i
( https://www.apresia. jp/auth) | i
! Web ! i
D S |
3-14
1 Web (FQDN) DNS
2. Web URL
URL APRESIA
3. Web
o
URL 80 443
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0 Web URL
0 HTTPS

web-authentication redirect https

3.11.2.2
APRESIA
Internet =j[ | HTTP
| 10080/TCP
=]
RADIUS DHCP ( )
B DNS
| 1) 10.0.0.253
1
Web ( HTTP-PROXY (10080))
URL https://192.0.2.3:8443/
VLAN  DHCP
2-44
N
3-15 ( )
3-15 (RADIUS

(config)# packet-filter2
(config-filter)# 1 1 assign port 1/2-44
(config-filter)# 1 1 condition ipv4 dst tcp/udp 53
(config-filter)# 1 1 action authentication-bypass
DNS ( )

(config)# access-defender
(config-a-def)# web-authentication redirect url https://192.0.2.3:8443/
URL ( )

(config-a-def)# web-authentication redirect proxy-port 10080

(config-a-def)# web-authentication ip 192.0.2.3
(config-a-def)# web-authentication https-port 8443
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URL(https://192.0.2.3:8443/) ( )

(config)# dhcp policy temp

(config-dhcp)# network 10.0.0.0/16
(config-dhcp)# range 1 10.0.0.10 10.0.0.20
(config-dhcp)# dns-server 10.0.0.253
(config-dhcp)# router 10.0.0.254
(config-dhcp)# lease 30

(config)# dhcp policy enable temp
(config)# dhcp server address-check arp
(config)# dhcp server enable

VLAN  DHCP ( 30
VLAN  DHCP
1P
) VLAN  DHCP DNS DNS
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3.11.3 Web
AccessDefender HTTP/HTTPS

Web ( URL

Web
( IP ) (192.0.2.3)

i URL (HTTP)
i 302 (  http://192.0.2.3/)
A Sttt g
; URL ( http://192.0.2.3/)
i Web E
Q== mmsmossosssssossosoosoosooooosoooooo- :
3-16 HTTP Web
URL

Web

| rE REE ETV OB
|PELAD &) htp// 102028 x| s

APRESIA AccessDefender
Connection loop detected.

[&] -ThiETEnELE [T [ BE st

3-17 Web
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http://1.1.1.1/
http://1.1.1.1/

rder - Microzoft infernet Explorer

| v @x® ®rw s v-vo e

PELAD) €] htip /192023 =] >t

A http://1.1.1.1:8080/ — Microsoft Internet Explorer
e REED FTW SREADE YLD ATE

D - X @ Lur deemcn @ 2

TELAD) |&] http://1.1.1.1:8080/

APRESIA AccessDefender
Connection loop detected.

FOFOFEHBHE-TNET

. LIFesgERT Bl T2,

B AvtaRak 7 [v—)L]

' ) = [ 2= bt D]

— [#)

= [LaNDERE]

— [FEHmEA7E]

— DR TIEF 2P TR 2137 0F 0 F R HLAL]
C 1% TEILTFS

) S-IETEnALL

BEHETLIS
ARSI —T 7 oERL T BHIN—Y

3-18 Web
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3.12
HTTP 3.11

Web

Web Web
Web Web URL

3.12.1

APRESIA

(config-a-def)# web-authentication snooping proxy-port 10080

0 HTTPS
0 Web
o L

0 web-authentication redirect proxy-port

0 web-authentication redirect proxy-port

0 Web Web

Web IP
Web IP
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3.13 DHCP Snooping 1P

DHCP Snooping IP
« IP --> static-entry
* MAC -->

3.13.1 static-entry
1/1 192.168.1.10 IP

(config)# access-defender
(config-a-def)# dhcp-snooping static-entry port 1/1 192.168.1.10

LAG ID 1 192.168.1.20 IP

(config)# access-defender
(config-a-def)# dhcp-snooping static-entry lag 1 192.168.1.20

0 (

3.13.2
171 MAC 00:00:00:00:00:01

(config)# packet-filter2

(config-filter)# 2 assign port 1/1

(config-filter)# 2 1 condition src mac 00:00:00:00:00:01
(config-filter)# 2 1 action authentication-bypass

‘I]' IP ARP

1P static-entry

‘l]’ MAC IP

MAC
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3.14 TTL

Web TTL(Time To Live)

RADIUS

1P
TTL

.

@\ | TTL=128 |
] L zmm aum

[Default TTL 128

3-20 TTL

TTL

(config-a-def)# web-authentication ttl <TTL> </NTERFACE>

INTERFACE = ( port <PORTRANGE> ) | ( lag <LAGRANGE> ) | ( mlag <MLAGRANGE> )

TTL 1P TTL  <1-255>

PORTRANGE ( )

LAGRANGE LAG ID <1-32> ( )

MLAGRANGE /MLAG ID <1-64> ( )
TTL 3-23
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DHCP

)> RADIUS

(

APRESIA <DHCP

1P
URL

3-21 TTL
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3.15PING

1P

TTL(Time To Live) ICMP Request
ip address 10.1.1.10
RADIUS
logout ping dst-ip 10.1.1.1
ip address 10.1.1.1/24
1P — IP
10.1.1.1 10.1.1.10
ICMP Request ICMP Request
=
3-22 IP PING
ip address 10.1.1.10
RADIUS

PING

logout ping ttl 100

TTL

10.1.1.10 TTL=100
ICMP Request

—
3-23 TTL

ﬁ 7L

10.1.1.10 TTL=128
ICMP Request

PING
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(config-a-def)# logout ping dst-ip <IPADDR>
(config-a-def)# logout ping ttl <TTL>

IPADDR 1P

TTL IP TTL <1-255>
0 Web
0 logout ping dst-ip logout ping ttl
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3.16 DHCP MAC

UbP 67(DHCP )
MAC IP VLAN
DHCP
DHCP MAC
(config-a-def)# mac-authentication ignore-dhcp
3-26 IP VLAN
DHCP
APRESIA RADIUS DHCP

DHCP Discover

\ 4

DHCP Offer

DVLAN VLAN

DHCP Request !

3-24 DHCP MAC
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3.17 EAP-Request/EAP-Identity
EAP-Request/EAP-Identity
0 EAP-Request/EAP-Identity

EAP-Request/EAP-Identity

(config-a-def)# dotlx </INTERFACE> timeout tx-period <SECS>
INTERFACE = (port <PORTRANGE>) | (lag <LAGRANGE>) | (mlag <MLAGRANGE>)

PORTRANGE ( )
LAGRANGE LAG ID <1-32> ( )
MLAGRANGE /MLAG 1D <1-64> ( )
SECS <0, 5-65535( )>
3-27 MAC
MAC EAP (EAP-Request/EAP-Identity)
APRESIA

RADIUS

:’ FDB

3-25 EAP-Request/EAP-ldentity

c 0 EAPOL-Start

EAP-Request/EAP-Identity
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3.18

802.1X 60
0

(config-a-def)# dotlx </INTERFACE> timeout quiet-period <SECS>

INTERFACE = (port <PORTRANGE>) | (lag <LAGRANGE>) | (mlag <MLAGRANGE>)
PORTRANGE ( )
LAGRANGE LAG ID <1-32> ( )
MLAGRANGE /MLAG 1D <1-64> ( )
SECS <0, 5-65535( )>

3-28
EAPOL-Start APRESIA

EAP-Request/EAP-Identity

APRESIA
RADIUS

i EAP-Fai lure

A ! :
EAPOL-Start )I( |
EAPOL-Start )( i
EAPOL-Start b |

< EP-Recuest/ERP- Identity | i

95/312



3.19 Web/MAC ~ (AND)  MAC

Web/MAC ~ (AND) MAC
Web MAC

Web MAC

RADIUS Web
MAC VLAN 1D ID

Web/MAC ~ (AND) MAC
MAC Web

(config-a-def)# web-authentication mac-authentication-attribute mac

MAC Web/MAC (AND) 3-29
- DHCP APRESIA DHCP
IP
VLAN
DHCP
- Web URL
APRESIA
APRESIA  RADIUS (Web )
- RADIUS
APRESIA MAC RADIUS
(MAC )
- RADIUS
APRESIA
Web
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RADIUS DHCP

APRESIA

URL

MAC

(AND)

3-27 Web/MAC

Web

MAC

Web

1. RADIUS

MAC

2. RADIUS

VLAN

VLAN ID

(VLAN

Web

MAC
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3.20

( LAG MLAG )

(config-a-def)# roaming ( port <PORTRANGE> ) | ( lag <LAGRANGE> ) | ( mlag <MLAGRANGE> ) enable

PORTRANGE ( )
LAGRANGE LAG ID <1-32> ( )
MLAGRANGE /MLAG ID <1-64> ( )

3-28 ( )

roaming port enable

logout linkdown disable

show access-defender client

(

e & e @&
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VLAN
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ID

VLAN

VLAN
VLAN

ID



3.21 SSL
Web ssL 2(SSLv2) 3(SSLv3)

Ver8.25.01
SSLv2 SSLv3

SSLv2 SSLv3

(config-a-def)# web-authentication sslv2 enable
(config-a-def)# web-authentication sslv3 enable

0 SSLv2 TLS(Transport

0 SSLv2 SHA-1 SHA-2
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3.22 HTTP/HTTPS

Web HTTP/HTTPS
Web
Web HTTP/HTTPS
Web
HTTP
Web
SYN _
P SYN+ACK
M a
ACK _ @
> (b) ( )
HTTP GET/POST ©
< HTTP OK (b ( )
FIN R 1D
. FIN_ACK RADIUS
SYN _
~ SYN+ACK
ACK _
| HTTP GET/POST _ Web
RST ACK/FIN ACK RST FIN
« A (
)
3-29 HTTP HTTP/HTTPS
HTTP/HTTPS
(config-a-def)# web-authentication http-session-timeout <SECONDS>
SECONDS HTTP/HTTPS <1-60( )>
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3.23 ID(MAC ) MAC

MAC mac-authentication password
MAC ID
MAC RADIUS
MAC ID
MAC ID 16 ( ) 12 MAC

Ei::::j:::;;s No. Username VID Class
RADIUS

aaaaaaaaaaaa Auth-Type := Local,
User-Password := "aaaaaaaaaaaa"

MAC

[ || aa:aazaa:aazaa:aa
—

3-30 ID(MAC ) MAC

MAC 1D

(config-a-def)# mac-authentication password-mac-address

0 MAC (Web/MAC (AND) 802.1X/MAC
) Web/MAC (AND) 802.1X/MAC
aaa authentication web aaa authentication
dotlx RADIUS aaa
authentication mac RADIUS
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3.24 DHCP Snooping
DHCP Snooping
DHCP Snooping "dhcp-snooping”

(config-a-def)# logout aging-time <SECONDS> [ <MINUTES> [ <HOURS> [ <DAYS>1] ] ] [ web | gateway
| mac | dotlx | dhcp-snooping ]

SECONDS <0,10-86400( )>
MINUTES <0-59( )>
HOURS <0-23( )>
DAYS <0-31( )>
( ) 3-11
3-11 ( )
( )
DHCP Snooping Sender IP ARP
IP IP
DHCP Snooping DHCP Snooping
Web /MAC /802.1X Sender IP ARP
Web/MAC/802 . 1X
MAC IP
DHCP Snooping DHCP Snooping  Web/802.1X (AND)
Web/802.1X (AND)
DHCP Snooping
Sender IP ARP
Web/802.1X (AND)
MAC IP

0 DHCP Snooping

0 show access-defender client

3-12
3-12
logout aging-time

ate dhcp-
( Codes) web . mac | 802.1X 9

way snooping

1

Web w o o - - - - o
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logout aging-time
( Codes) web gate mac | 802.1X dth__
1 way snooping
©) o - o - - - o

Mac (D) o - - o - - o
802._1X(X) o - - - o - o
DHCP Snooping(D) o - - - - o o
Web DHCP Snooping o o - - - o o

(WD) 3
Mac DHCP Snooping o - - o - o o 2

(MD)
802.1X  DHCP Snooping o - - - o o o 2

(XD) 3

o -
2

3. DHCP Snooping  Web/802.1X (AND)

0 DHCP Snooping  Web/802.1X (AND) show access-defender
client Web 802.1X
DHCP Snooping
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3.25 MAC
MAC IP

MAC

MAC

CPU

MAC

(config)# mac-authentication bypass-frame-check enable

“]’ MAC

(1) VLAN
- ignore-tag
+ tag-type
(@) 2
- condition c-vid
- action routing

€)
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3.26 EAP
802.1X

802.1X
VLAN EAP

{VLAN EAP }

(VLAN trunk)

VLAN
EAP

VLAN

VLAN

EAP

VLAN

802.1X

EAP

802.1X

[VLAN

EAP

..
(VLAN trunk)

VLAN

VLAN
EAP

VLAN
VLAN VLAN EAP
EAP EAP
( ) ( )
3-31 EAP 802.1X
802.1X  VLAN EAP
(config-a-def)# dotlx tagged-eap-frame enable
802.1X 3-13
3-13 802.1X
EAP 802.1X
VLAN VLAN
o VLAN VLAN o VLAN(
- VLAN
VLAN VLAN | VLAN - 1 2
VLAN VLAN - 1 2
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EAP 802.1X
VLAN VLAN
- VLAN VLAN o VLAN( )
- VLAN
VLAN VLAN | VLAN - 1 2
VLAN VLAN | VLAN - 1 2
o VLAN VLAN o VLAN( )
( - VLAN
VLAN VLAN VLAN | VLAN - 1 2
) ( VLAN)
VLAN VLAN | VLAN o VLAN( )
( VLAN VLAN 2
) - VLAN VLAN
VLAN VLAN - 1 2
- VLAN VLAN o VLAN( )
- VLAN
VLAN VLAN | VLAN - 1 2
( VLAN)
VLAN VLAN | VLAN - 1 2
( VLAN
)
VLAN VLAN | VLAN -
o VLAN -
VLAN VLAN | VLAN o VLAN( )
( VLAN 2
VLAN - VLAN VLAN
) VLAN VLAN - 1 2
- VLAN VLAN o VLAN( )
2
- VLAN 1D:0 2
VLAN VLAN | VLAN - 1 2
VLAN VLAN | VLAN - 2
1. EAP
2.
0 802.1X
VLAN show access-defender client VID
VLAN VLAN
VLAN




4.1 Web

Web APRESIA URL APRESIA

APRESIA
VLAN Uplink
VLAN  Trunk VLAN VLAN
VLAN VLAN
( 41 VLAN )
VLAN Web DHCP
VLAN VLAN DHCP VLAN  DHCP
( DHCP VLAN
VLAN DHCP VLAN DHCP
VLAN P )
APRESIA  DHCP
IP VLAN VLAN
VLAN  DHCP VLAN IP
VLAN (
L3 ) VLAN IP
IP
DHCP VLAN IP
8bit  16bit
RADIUS DHCP ( ) syslog
192.168.1.200 192.168.1.100 <<L3 VLAN >>

v10 10.1.10.254/24 (vid 10)
V20 10.1.20.254/24 (vid 20)

L3 mgmt 192.168.100.254/24 (vid 100)
server 192.168.1.254/24 (vid 192)
<l |- VLAN trunk & LAG ID 1 temp 10.0.0.254/16 (vid 4094)
(v10/v20/mgmt/temp)
47-48
Web ( 1P (mgmt) 192.168.100.1)
URL http://192.0.2.3:8080/
1-46
(temp) |

HUB

X
L] L] L L ] L]

4-1 Web
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4-1

(config)# logging ip 192.168.1.100 localO info
syslog ( info )

(config)# packet-filter2
(config-filter)# 2 assign port 1/1-46
(config-filter)# 2 1 condition ipv4 dst tcp/udp 67 udp
(config-filter)# 2 1 action authentication-bypass
2 (DHCP )
(VLAN DHCP )

(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt
(config-vlan)# vlan 4094 name temp
VLAN ( VLAN "mgmt"* VLAN "temp"
VLAN VLAN "v10™ 'v20" )

(config)# interface port 1/1-46
(config-if-port)# switchport access vlan 4094
VLAN  access

(config)# interface lag 1
(config-if-lag)# switchport mode trunk
(config-if-lag)# switchport trunk add 10,20,100,4094
(config)# interface port 1/47-48
(config-if-port)# link-aggregation 1
Uplink ( VLAN  Trunk )

(config)# interface vlan 100
(config-if-vlan)# ip address 192.168.100.1/24
(config)# interface vlan 4094
(config-if-vlan)# ip address 10.0.0.1/16

VLAN(mgmt) VLAN(temp) IP ( VLAN

DHCP )
VLAN
VLAN P

(config)# ip route 0.0.0.0/0 192.168.100.254
« )
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(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication web radius 1
RADIUS ( ) ( )
INDEX 1 RADIUS Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

@tz > C )
128

(config-a-def)# web-authentication port 1/1-46
Web (1/1-46) ( )

(config-a-def)# web-authentication ip 192.0.2.3
(config-a-def)# web-authentication http-port 8080
URL(http://192.0.2.3:8080/) ( )
APRESIA

(config-a-def)# logout aging-time 300
( 300 )

(config)# web-authentication enable
Web ( )

(config)# dhcp policy temp
(config-dhcp)# network 10.0.0.0/16
(config-dhcp)# range 1 10.0.0.10 10.0.0.20
(config-dhcp)# router 10.0.0.254
(config-dhcp)# lease 30
(config)# dhcp policy enable temp
(config)# dhcp server address-check arp
(config)# dhcp server enable
VLAN  DHCP ( 30 )
VLAN  DHCP
IP

0 LAG interface lag
LAG

0 L3 VLAN
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4.2Web  (MLAG )

Web MLAG MLAG MLAG
( 4-2 MLAGID 1 MLAG
MLAG ) MLAG
MLAG
MLAG MLAG
URL MLAG
first (first ) MLAG
second MLAG
4.1 4.1
RADIUS DHCP DHCP
« ) ( ) syslog
192.168.1.200 10.0.0.100 192.168.1.100

<<L3 VLAN  >>
@ @ @ v10 10.1.10.254/24 (vid 10)
V20 10.1.20.254/24 (vid 20)
L3

mgmt  192.168.100.254/24 (vid 100)

server 192.168.1.254/24 (vid 192)
VLAN trunk & MLAG ID 2 temp  10.0.0.254/16 (vid 4094)
(v10/v20/mgmt/temp)
MLAG ( Domainl)

47-48 ] I 47-48 ]

MLAG(First ) [ 51-52 ]::{ 51-52 ]MLAG(second )
Web (mgmt 192.168.100.1) v Web (mgmt 192.168.100.2)

URL http://192.0.2.3:8080/ URL http://192.0.2.3:8080/

! 1-44 1-46
(temp) f—| | jwacio 1
(  MLAG)
L2
L] L1 L1 L
AR, AEE LSS s N N
4-2 Web (MLAG )
4-2
<MLAG(Tirst )>
(config)# logging ip 192.168.1.100 localO info
syslog ( info )
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(config)# mlag domain Domainl bridge-port 1/51-52 first
(config)# mlag enable
MLAG (first )
MLAG

(config)# packet-filter2
(config-filter)# 2 assign port 1/1-46
(config-filter)# 2 1 condition ipv4 dst tcp/udp 67 udp
(config-filter)# 2 1 action authentication-bypass
2 (DHCP )
(VLAN DHCP )

(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt
(config-vlan)# vlan 4094 name temp
VLAN ( VLAN "mgmt" VLAN
VLAN VLAN "v10"

(config)# interface port 1/1-44
(config-if-port)# switchport access vlan 4094
(config)# interface mlag Domainl/1
(config-if-mlag)# switchport access vlan 4094
(config)# interface port 1/45-46
(config-if-port)# mlag Domainl/1

VLAN  access

(config)# interface mlag Domainl/2
(config-if-mlag)# switchport mode trunk
(config-if-mlag)# switchport trunk add 10,20,100,4094
(config)# interface port 1/47-48
(config-if-port)# mlag Domainl/2
Uplink ( VLAN  Trunk

(config)# interface vlan 100

(config-if-vlan)# ip address 192.168.100.1/24
VLAN(mgmt) 1P
VLAN IP

(config)# ip route 0.0.0.0/0 192.168.100.254
« )
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(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication web radius 1
RADIUS ( ) (
INDEX 1 RADIUS Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

1z > C )
128

(config-a-def)# web-authentication port 1/1-44
(config-a-def)# web-authentication mlag Domainl/1
Web (1/1-44 MLAG ID 1) ()

(config-a-def)# web-authentication ip 192.0.2.3
(config-a-def)# web-authentication http-port 8080
URL(http://192.0.2.3:8080/) ( )
APRESIA

(config-a-def)# logout aging-time 300
( 300 )

(config)# mlag mac-address-table-update enable
MAC
MLAG FDB
FDB

(config)# web-authentication enable
Web ( )

<MLAG(second )>

(config)# logging ip 192.168.1.100 localO info
syslog ( info

(config)# mlag domain Domainl bridge-port 1/51-52 second
(config)# mlag enable
MLAG (second )
MLAG

(config)# packet-filter2
(config-filter)# 2 assign port 1/1-46
(config-filter)# 2 1 condition ipv4 dst tcp/udp 67 udp
(config-filter)# 2 1 action authentication-bypass
2 (DHCP
(VLAN DHCP )
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(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt
(config-vlan)# vlan 4094 name temp
VLAN ( VLAN "mgmt" VLAN "temp"
VLAN VLAN "v10" "v20" )

(config)# interface port 1/1-46
(config-if-port)# switchport access vlan 4094
VLAN  access

(config)# interface mlag Domainl/1
MLAG MLAG (MLAGID 1 )
MLAG MLAG MLAG

(

(config)# interface mlag Domainl/2
(config-if-mlag)# switchport mode trunk
(config-if-mlag)# switchport trunk add 10,20,100,4094
(config)# interface port 1/47-48
(config-if-port)# mlag Domainl/2
Uplink ( VLAN  Trunk )

(config)# interface vlan 100

(config-if-vlan)# ip address 192.168.100.2/24
VLAN(mgmt) IP
VLAN IP

(config)# ip route 0.0.0.0/0 192.168.100.254
« )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication web radius 1
RADIUS ( ) ( )
INDEX 1 RADIUS Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

1z > C )
128
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(config-a-def)# web-authentication port 1/1-46

Web

(1/1-46) ()

(config-a-def)# web-authentication ip 192.0.2.3
(config-a-def)# web-authentication http-port 8080
URL(http://192.0.2.3:8080/) ( )

APRESIA

(config-a-def)# logout aging-time 300

( 300 )

(config)# mlag mac-address-table-update enable

MAC

MLAG FDB
FDB

(config)# web-authentication enable

Web « )
0 MLAG interface mlag
MLAG

0 L3 VLAN
0 MLAG first second
0 MLAG first second

RADIUS first second
0 MLAG

MLAG FDB

mlag mac-address-table-update enable
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4.3 MAC

VLAN VLAN
VLAN VLAN
Web VLAN L3 Trunk
VLAN  Trunk
MAC Web URL
VLAN VLAN
APRESIA
RADIUS  DHCP ( ) syslog <<L3 VLAN  >>
192.168.1.200 192.168.1.100 v10 10.1.10.254/24 (vid 10)
v20 10.1.20.254/24 (vid 20)
mgmt 192.168.100.254/24 (vid 100)
server 192.168.1.254/24 (vid 192)
L3
<l |= VLAN trunk & LAG ID 1 temp (vid 4094)
\(v10/v20/mgnt) =
47-48
MAC ( IP (mgmt) 192.168.100.1)
1-46
(temp) |
HUB
AN N A A -\ Y
4-3 MAC
4-3
(config)# logging ip 192.168.1.100 localO info
syslog ( info )
(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt
(config-vlan)# vlan 4094 name temp
VLAN ( VLAN "mgmt" VLAN "temp"
VLAN VLAN "v10" "v20" )
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(config)# interface port 1/1-46
(config-if-port)# switchport access vlan 4094
VLAN  access

(config)# interface lag 1

(config-if-lag)# switchport mode trunk
(config-if-lag)# switchport trunk add 10,20,100
(config)# interface port 1/47-48
(config-if-port)# link-aggregation 1

Uplink ( VLAN  Trunk

(config)# interface vlan 100

(config-if-vlan)# ip address 192.168.100.1/24
VLAN(mgmt) IP
VLAN IP

(config)# ip route 0.0.0.0/0 192.168.100.254
« )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication mac radius 1
RADIUS ( ) (
INDEX 1  RADIUS MAC

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

1z > C )
128

(config-a-def)# mac-authentication port 1/1-46
MAC (1/1-46) ( )

(config-a-def)# mac-authentication password 1g2w3e
MAC ( )

(config)# mac-authentication enable
MAC ( )

0 MAC VLAN

VLAN L3 Trunk
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4.4NAC  (MLAG )

MAC MLAG
MLAG ( 4-4 MLAG ID 1
MLAG MLAG
)
1 MLAG L2 MLAG
4.3 4.3
RADIUS DHCP ( ) syslog
192.168.1.200 192.168.1.100  |<5L3 VLAN __ >>
v10 10.1.10.254/24 (vid 10)
@ @ v20 10.1.20.254/24 (vid 20)
mgmt 192.168.100.254/24 (vid 100)
L3 server 192.168.1.254/24 (vid 192)
VLAN trunk & MLAG ID 2 temp (vid 4094)
(v10/v20/mgmt) -—>
MLAG ( Domainl)

47-48 ] L5 47-48 ]

MLAG(First ) [ 51-52 I::ti: 51-52 ] MLAG(second )
MAC (mgmt 192.168.100.1) V MAC (mgmt 192.168.100.2)

1-44 ]f[ 45-46 | 1 12 T}[ 3-46

..(temp) tA MLAG ID 1 ] _}
l
L2
] L] L] L L ]
1J;;;;la AN N A A —
4-4 MAC (MLAG )
4-4

<MLAG(Tirst )>

(config)# logging ip 192.168.1.100 localO info
syslog ( info )

(config)# mlag domain Domainl bridge-port 1/51-52 first
(config)# mlag enable
MLAG (first )
MLAG
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(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt
(config-vlan)# vlan 4094 name temp
VLAN ( VLAN "mgmt" VLAN
VLAN VLAN "v10"

(config)# interface port 1/1-44
(config-if-port)# switchport access vlan 4094
(config)# interface mlag Domainl/1
(config-if-mlag)# switchport access vlan 4094
(config)# interface port 1/45-46
(config-if-port)# mlag Domainl/1

VLAN  access

(config)# interface mlag Domainl/2
(config-if-mlag)# switchport mode trunk
(config-if-mlag)# switchport trunk add 10,20,100
(config)# interface port 1/47-48
(config-if-port)# mlag Domainl/2
Uplink ( VLAN  Trunk

(config)# interface vlan 100

(config-if-vlan)# ip address 192.168.100.1/24
VLAN(mgmt) 1P
VLAN IP

(config)# ip route 0.0.0.0/0 192.168.100.254
« )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication mac radius 1
RADIUS ( ) (
INDEX 1 RADIUS MAC

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

2 ) )
128

(config-a-def)# mac-authentication port 1/1-44
(config-a-def)# mac-authentication mlag Domainl/1
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MAC (1/1-44 MLAG ID 1) ( )

(config-a-def)# mac-authentication password 1g2w3e
MAC ( )

(config)# mlag mac-address-table-update enable
MAC
MLAG FDB
FDB

(config)# mac-authentication enable
MAC ( )

<MLAG(second )>

(config)# logging ip 192.168.1.100 localO info
syslog ( info

(config)# mlag domain Domainl bridge-port 1/51-52 second
(config)# mlag enable
MLAG (second )
MLAG

(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt
(config-vlan)# vlan 4094 name temp
VLAN ( VLAN "mgmt"* VLAN
VLAN VLAN "v10"

(config)# interface mlag Domainl/1

(config-if-mlag)# switchport access vlan 4094

(config)# interface port 1/1-2

(config-if-port)# mlag Domainl/1

(config)# interface port 1/3-46

(config-if-port)# switchport access vlan 4094
VLAN  access

(config)# interface mlag Domainl/2
(config-if-mlag)# switchport mode trunk
(config-if-mlag)# switchport trunk add 10,20,100
(config)# interface port 1/47-48
(config-if-port)# mlag Domainl/2
Uplink ( VLAN  Trunk
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(config)# interface vlan 100

(config-if-vlan)# ip address 192.168.100.2/24
VLAN(mgmt) 1P
VLAN IP

(config)# ip route 0.0.0.0/0 192.168.100.254
« )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication mac radius 1
RADIUS ( ) ( )
INDEX 1 RADIUS MAC

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

128 ) C )
128

(config-a-def)# mac-authentication port 1/3-46
(config-a-def)# mac-authentication mlag Domainl/1
MAC (1/3-46 MLAG ID 1) ()

(config-a-def)# mac-authentication password 1q2w3e
MAC ( )

(config)# mlag mac-address-table-update enable
MAC
MLAG FDB
FDB

(config)# mac-authentication enable

MAC ( )

0 MAC VLAN Web
VLAN L3 Trunk

0 MLAG first second

0 MLAG first second
RADIUS first second

0 MLAG MLAG MLAG
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(logout timeout ) (logout
aging-time )

0 MLAG

MLAG FDB

mlag mac-address-table-update enable
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4.5 Web MAC

Web MAC Web MAC
URL Web APRESIA URL APRESIA
URL APRESIA
MAC
4-5 PC PC  Web
MAC
MAC APRESIA
IP
RADIUS DHCP ( ) syslog
192.168.1.200 192.168.1.100
<<L3 VLAN >>
v10 10.1.10.254/24 (vid 10)
v20 10.1.20.254/24 (vid 20)
L3 mgmt 192.168.100.254/24 (vid 100)
server 192.168.1.254/24 (vid 192)
=l > VLAN trunk & LAG ID 1 temp  10.0.0.254/16 (vid 4094)
(v10/v20/mgmt/temp)
47-48
Web MAC ( IP (mgmt) 192.168.100.1)
URL http://192.0.2.3:8080/
1-46
(temp) |

HUB

||mu

AR (AR (. SRR\
4-5 Web MAC

4-5
4-1 4-1 )

A B

(VLAN

(config)# aaa radius 1 host 192.168.1.200 key apresia

(config)# aaa authentication web radius 1

(config)# aaa authentication mac radius 1
RADIUS (

INDEX 1 RADIUS

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

azs > C )
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128

(config-a-def)# web-authentication port 1/1-46
Web (1/1-46) ( )

(config-a-def)# web-authentication ip 192.0.2.3
(config-a-def)# web-authentication http-port 8080
URL(http://192.0.2.3:8080/) (
APRESIA

(config-a-def)# mac-authentication port 1/1-46
MAC (1/1-46) ( )

(config-a-def)# mac-authentication password 1g2w3e
MAC ( )

(config-a-def)# logout aging-time 300
( 300 )

(config)# web-authentication enable
(config)# mac-authentication enable
Web MAC « )

(config)# dhcp policy temp

(config-dhcp)# network 10.0.0.0/16
(config-dhcp)# range 1 10.0.0.10 10.0.0.20
(config-dhcp)# router 10.0.0.254
(config-dhcp)# lease 30

(config)# dhcp policy enable temp
(config)# dhcp server address-check arp
(config)# dhcp server enable

VLAN  DHCP (
VLAN  DHCP
1P

)

30
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4.6 Web/MAC  (AND)

Web/MAC (AND) Web Web/MAC (AND)
Web/MAC (AND)
URL Web APRESIA URL APRESIA
URL APRESIA
RADIUS DHCP ( ) syslog
192.168.1.200 192.168.1.100
<<L3 VLAN >>

v10 10.1.10.254/24 (vid 10)
V20 10.1.20.254/24 (vid 20)

L3 mgmt 192.168.100.254/24 (vid 100)
server 192.168.1.254/24 (vid 192)

| |o VLAN trunk & LAG ID 1 temp 10.0.0.254/16 (vid 4094)

(v10/v20/mgmt/temp)
47-48

Web/MAC (AND) ( 1P (mgmt) 192.168.100.1)

URL http://192.0.2.3:8080/
1-46
(temp) |
HUB

/\
Ol &2 =

. . . . N
4-6 Web/MAC ~ (AND)

4-6 (VLAN
4-1 4-1 )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication web radius 1
RADIUS ( ) ( )
Web/MAC (AND)  Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128
azs > )
128

(config-a-def)# web-authentication port 1/1-46 mac-authentication
Web/MAC (AND) (1/1-46) ( )

(config-a-def)# web-authentication ip 192.0.2.3
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(config-a-def)# web-authentication http-port 8080
URL(http://192.0.2.3:8080/) ( )
APRESIA

(config-a-def)# web-authentication mac-authentication-password 1g2w3e
Web/MAC (AND) (

(config-a-def)# logout aging-time 300
( 300 )

(config)# web-authentication enable
Web ( )

(config)# dhcp policy temp

(config-dhcp)# network 10.0.0.0/16
(config-dhcp)# range 1 10.0.0.10 10.0.0.20
(config-dhcp)# router 10.0.0.254
(config-dhcp)# lease 30

(config)# dhcp policy enable temp
(config)# dhcp server address-check arp
(config)# dhcp server enable

VLAN  DHCP ( 30 )
VLAN  DHCP
IP
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4.7 ( )

DHCP
10.1.10.200

RADIUS
10.1.10.240

J

Syslog
10.1.10.220

( 1P (v10) 10.1.10.100)
URL https://10.1.10.100:8443/
23-24 |

LAG ID 1 <<L3 VLAN >>
=T (10 v10 10.1.10.254/24 (vid 10)
L3 v20 10.1.20.254/24 (vid 20)
v30 10.1.30.254/24 (vid 30)
(v20/v30) (v20/v30) DHCP
L2 L2
AR SRS A A SR A —
4-7 ( )
4-7
(config)# logging ip 10.1.10.220 local0O notice
syslog ( notice )
(config)# packet-filter2
(config-filter)# 1 assign port 1/23-24
(config-filter)# 1 1 condition ipv4 dst tcp/udp 67 udp
(config-filter)# 1 1 action authentication-bypass
2 (DHCP ) (DHCP )
(config-filter)# 1 2 condition ipv4 dst tcp/udp 514 udp
(config-filter)# 1 2 action authentication-bypass
syslog ( )

(config)# vlan database
(config-vlan)# vlan 10 name v10
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VLAN ( VLAN( VLAN)  "v10"
RADIUS
VLAN(v10) VLAN RADIUS

(config)# interface lag 1
(config-if-lag)# switchport access vlan 10
(config)# interface port 1/23-24
(config-if-port)# link-aggregation 1

VLAN  access

(config)# interface vlan 10
(config-if-vlan)# ip address 10.1.10.100/24
VLAN(v10) IP « )

(config)# ip route 0.0.0.0/0 10.1.10.254

(config)# aaa radius 1 host 10.1.10.240 key apresia
(config)# aaa authentication web radius 1
RADIUS ( ) (
Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

a2z > C )
128

(config-a-def)# web-authentication lag 1 gateway
(LAGID 1) ( )

(config-a-def)# web-authentication ip 10.1.10.100

(config-a-def)# web-authentication https-port 8443
URL(https://10.1.10.100:8443/) ( )

IP URL

(config-a-def)# logout aging-time 600 0 0 O
( 600 )

(config)# web-authentication enable
Web ( )

0 AccessDefender
1'[]' NAT
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(TELNET  SNMP)
TELNET SNMP
( L3 VLAN
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4.8 ( MLAG )

MLAG Web MLAG
MLAG ( 4-8 MLAGID 1 MLAG ID 2
MLAG MLAG
)
MLAG MLAG
URL MLAG first
(first ) MLAG
second MLAG
4.7 4.7
DHCP RADIUS Syslog
10.1.10.200 10.1.10.240 10.1.10.220
MLAG ( Domainl)

| q [
MAGCFirst ) [ s51-52 l:aﬁi 51-52 | WLAG(second )
(V10 10.1.10.101) (10 10.1.10.102)
URL https://10.1.10.101:8443/ URL hitps://10.1.10.102:8443/

<<L3 (1) VLAN _ >>
.................................................................... v10 10.1.10.253/24 (vid 10)
(v10) v20 10.1.20.253/24 (vid 20)
v30 10.1.30.253/24 (vid 30)
L3 €Y v20/v30 L3 @
DHCP
LAG LAG
= :’(vzo/vso) “ebd () W e =TT (vao/vs0)
v10 10.1.10.254/24 (vid 10)
V40 10.1.40.254/24 (vid 40)
L2 V50 10.1.50.254/24 (vid 50) L2
v40/v50

DHCP
| Iy | Iy

e ) |

e Ny N e Ny N

4-8 ( MLAG )

4-8

<MLAG(Tirst )>

(config)# logging ip 10.1.10.220 local0O notice
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syslog ( notice )
(config)# mlag domain Domainl bridge-port 1/51-52 first
(config)# mlag enable

MLAG (first )

MLAG
(config)# packet-filter2
(config-filter)# 2 assign port 1/1-2
(config-filter)# 2 1 condition ipv4 dst tcp/udp 67 udp
(config-filter)# 2 1 action authentication-bypass
2 (DHCP ) (DHCP

(config-filter)# 2 2 condition ipv4 dst tcp/udp 514 udp
(config-filter)# 2 2 action authentication-bypass

syslog ( )
(config)# vlan database
(config-vlan)# vlan 10 name v10

VLAN ( VLAN( VLAN) "v10" )

RADIUS
VLAN(Vv10) VLAN RADIUS
(config)# interface mlag Domainl/1
(config-if-mlag)# switchport access vlan 10
(config)# interface port 1/1-2
(config-if-port)# mlag Domainl/1
VLAN  access
(config)# interface mlag Domainl/2
MLAG MLAG (MLAG ID 2 )
MLAG MLAG MLAG
(
)

(config)# interface vlan 10
(config-if-vlan)# ip address 10.1.10.101/24
VLAN(v10) IP « )

(config)# ip route 0.0.0.0/0 10.1.10.253

(config)# aaa radius 1 host 10.1.10.240 key apresia
(config)# aaa authentication web radius 1
RADIUS ( ) (
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Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

a2 > C )
128

(config-a-def)# web-authentication mlag Domainl/1 gateway
(MLAG ID 1) ( )

(config-a-def)# web-authentication ip 10.1.10.101

(config-a-def)# web-authentication https-port 8443
URL(https://10.1.10.101:8443/) ( )

IP URL

(config-a-def)# logout aging-time 600 0 0 O
( 600 )

(config)# mlag mac-address-table-update enable
MAC
MLAG FDB
FDB

(config)# web-authentication enable
Web ( )

<MLAG(second )>

(config)# logging ip 10.1.10.220 local0O notice
syslog ( notice )

(config)# mlag domain Domainl bridge-port 1/51-52 second
(config)# mlag enable
MLAG (second )
MLAG

(config)# packet-filter2
(config-filter)# 2 assign port 1/47-48
(config-filter)# 2 1 condition ipv4 dst tcp/udp 67 udp
(config-filter)# 2 1 action authentication-bypass
2 (DHCP ) (DHCP

(config-filter)# 2 2 condition ipv4 dst tcp/udp 514 udp
(config-filter)# 2 2 action authentication-bypass

syslog ( )
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(config)# vlan database
(config-vlan)# vlan 10 name v10

VLAN ( VLAN(
RADIUS
VLAN(V10)

(config)# interface mlag Domainl/2
(config-if-mlag)# switchport access vlan 10
(config)# interface port 1/47-48
(config-if-port)# mlag Domainl/2

VLAN  access

(config)# interface mlag Domainl/1
MLAG MLAG
MLAG

(config)# interface vlan 10
(config-if-vlan)# ip address 10.1.10.102/24
VLAN(v10) IP

(config)# ip route 0.0.0.0/0 10.1.10.254

VLAN)  "vi0" )

VLAN RADIUS

(config)# aaa radius 1 host 10.1.10.240 key apresia

(config)# aaa authentication web radius 1
RADIUS
Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

az8 ) (
128

(MLAG ID 1 )
MLAG MLAG
(
« )
)
)>C )

(config-a-def)# web-authentication mlag Domainl/2 gateway
(MLAG ID 2) ( )

(config-a-def)# web-authentication ip 10.1.10.102
(config-a-def)# web-authentication https-port 8443
URL(https://10.1.10.102:8443/) ( )

IP URL
(config-a-def)# logout aging-time 600 0 0 O
( 600 )
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(config)# mlag mac-address-table-update enable
MAC
MLAG FDB
FDB

(config)# web-authentication enable
Web ( )

0 AccessDefender

0 NAT
0 (TELNET  SNMP)

TELNET SNMP
( L3 VLAN
)

0 MLAG first second
0 MLAG first second

RADIUS first second
0 MLAG

MLAG FDB

mlag mac-address-table-update enable
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Internet VPN

<< L3 VLAN >>

v10 192.168.10.254/24 (vid 10)
v20 192.168.20.254/24 (vid 20)
mgmt 100.1.1.254/24 (vid 100)

DHCP RADIUS Syslog
10.1.10.200 10.1.10.240 10.1.10.220

%970 8 9

VLAN trunk
r__3__](v10/v20/mgmt)
/
( IP (mgmt) 100.1.1.1)
URL https://100.1.1.1:8443/
.
1
VLAN trunk
(v10/v20)
| (v10) (v20) |
| L3 @) L3 ) |
L (viD) (v21)
| A S — y v W N ;
<< L3 (DVLAN _ >>|  |<< 13 (QVLAN > !
||v10 192.168.10.1/24 (vid 10) v20 192.168.20.1/24 (vid 20) i
ilvil 192.168.11.1/24 (vid 11) v21l 192.168.21.1/24 (vid 21) i
4-9 ( )

4-9

(config)# logging ip 10.1.10.220 local0O notice
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syslog ( notice

(config)# packet-filter2
(config-filter)# 1 assign port 1/1
(config-filter)# 1 1 condition ipv4 dst tcp/udp 67 udp
(config-filter)# 1 1 action authentication-bypass
2 (DHCP

(config-filter)# 1 2 condition ipv4 src ip 192.168.10.0/24

(config-filter)# 1 2 action authentication-bypass

(config-filter)# 1 3 condition ipv4 src ip 192.168.20.0/24

(config-filter)# 1 3 action authentication-bypass

OSPF RIP VRRP

(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt
VLAN ( VLAN "mgmt"

(config)# interface port 1/1
(config-if-port)# description WAN
(config-if-port)# switchport mode trunk
(config-if-port)# switchport trunk add 10,20
VLAN  Trunk

(config)# interface port 1/3

(config-if-port)# description honsya-L3

(config-if-port)# switchport mode trunk

(config-if-port)# switchport trunk add 10,20,100
Uplink ( L3

(config)# interface vlan 100

(config-if-vlan)# ip address 100.1.1.1/24
VLAN(mgmt) 1P

(config)# ip route 0.0.0.0/0 100.1.1.254

(config)# aaa radius 1 host 10.1.10.240 key apresia

(config)# aaa authentication web radius 1 force
INDEX 1 RADIUS
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(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

1z > C )
128

(config-a-def)# web-authentication port 1/1 gateway
@y )

(config-a-def)# web-authentication redirect url https://100.1.1.1:8443
(config-a-def)# web-authentication redirect http
(config-a-def)# web-authentication redirect proxy-port 8080

http80 proxy8080 Web
8080
100.1.1.1
http80

(config-a-def)# web-authentication ip 100.1.1.1
(config-a-def)# web-authentication https-port 8443
URL(https://100.1.1.1:8443/) ( )

(config-a-def)# logout aging-time 600 0 0 O
( 600 )

(config)# web-authentication enable
Web ( )
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4.10 802.1X

802.1X
APRESIA 802.1X
APRESIA EAP ( )
RADIUS « ) VLAN
APRESIA APRESIA
EAP (EAP ) (
)
RADIUS DHCP ( ) syslog
192.168.1.200 192.168.1.100
<<L3 VLAN >>
server 192.168.1.254/24 (vid 192)
13 mgmt 192.168.100.254/24 (vid 100)
v10 10.1.10.254/24 (vid 10)
VLAN trunk v20 10.1.20.254/24 (vid 20)
10/v20/mgmt
l___1(v v20/mgmt)
802.1X( IP (mgmt) 192.168.100.1)
2-12 — 13-24
(v10) | (v20) '
HUB(EAP ) HUB(EAP )
o A= A = o A .
4-10 802.1X
4-10

(config)# logging ip 192.168.1.100 localO notice
syslog ( notice )

(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt
VLAN ( VLAN "mgmt" VLAN "v10" "'v20" )

(config)# interface port 1/2-12
(config-if-port)# switchport access vlan 10
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(config)# interface port 1/13-24
(config-if-port)# switchport access vlan 20
VLAN  access

(config)# interface port 1/1
(config-if-port)# switchport mode trunk
(config-if-port)# switchport trunk add 10,20,100
Uplink ( VLAN  Trunk

(config)# interface vlan 100
(config-if-vlan)# ip address 192.168.100.1/24
VLAN(mgmt) IP

(config)# ip route 0.0.0.0/0 192.168.100.254
« )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication dotlx radius 1
RADIUS ( ) (
INDEX 1  RADIUS 802.1X

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

@tz > C )
128

(config-a-def)# dotlx port 1/2-24
802.1X (1/72-24) ( )

(config-a-def)# dotlx port 1/2-24 reauthentication

(config)# dotlx enable
802.1X ( )

139/312



4.11 802.1X(MLAG )

802.1X MLAG MLAG MLAG
( 4-11 MLAGID 1 MLAG ID 2 MLAG
MLAG
)
MLAG MLAG
EAP (EAP )
MLAG  First ( MAC
EAP-Request ) EAP-Response MLAG second
MLAG
4.10 4.10
RADIUS DHCP ( ) syslog
192.168.1.200 192.168.1.100

<<L3 VLAN >>
server 192.168.1.254/24 (vid 192)

3 mgmt  192.168.100.254/24 (vid 100)
v10 10.1.10.254/24 (vid 10)
VLAN trunk & MLAG ID 3 v20 10.1.20.254/24 (vid 20)
(v10/v20/mgmt)
MLAG ( Domainl)

47-48 ] L 47-48 ]

MLAG(First ) [ 51-52 1:6:1 51-52 ] MLAG(second )
802.1X(mgmt 192.168.100.1) 802.1X(mgmt 192.168.100.2)

1-44 45-46 (45-46 ]},
(v10) (v20) {c >} MLAG ID 1 (v10) | }MLAG ID 2
( NLAG) ( WLAG)
L2 L2
EAP ) EP )
L] ] b Ll ] ]
4-11 802.1X MLAG )

4-11

<MLAG(first )>

(config)# logging ip 192.168.1.100 localO notice
syslog ( notice )
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(config)# mlag domain Domainl bridge-port 1/51-52 first
(config)# mlag enable
MLAG (first )
MLAG

(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt
VLAN ( VLAN "mgmt" VLAN

(config)# interface port 1/1-44
(config-if-port)# switchport access vlan 10
(config)# interface mlag Domainl/1
(config-if-mlag)# switchport access vlan 20
(config)# interface port 1/45-46
(config-if-port)# mlag Domainl/1

VLAN  access

(config)# interface mlag Domainl/2

"v10™  "'v20"

MLAG MLAG (MLAG ID 2 )

MLAG MLAG
(

(config)# interface mlag Domainl/3
(config-if-mlag)# switchport mode trunk
(config-if-mlag)# switchport trunk add 10,20,100
(config)# interface port 1/47-48
(config-if-port)# mlag Domainl/3
Uplink ( VLAN  Trunk

(config)# interface vlan 100
(config-if-vlan)# ip address 192.168.100.1/24
VLAN(mgmt) IP ( )

(config)# ip route 0.0.0.0/0 192.168.100.254
« )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication dotlx radius 1
RADIUS ( ) ( )
INDEX 1  RADIUS 802.1X
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(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

1z > C )
128

(config-a-def)# dotlx port 1/1-44
(config-a-def)# dotlx mlag Domainl/1

802.1X (1/1-44 MLAG ID 1) ( )
(config-a-def)# dotlx port 1/1-44 reauthentication

(config-a-def)# dotlx mlag Domainl/1 reauthentication

(config)# mlag mac-address-table-update enable

MAC
MLAG FDB
FDB
(config)# dotlx enable
802.1X ( )

<MLAG(second )>

(config)# logging ip 192.168.1.100 localO notice
syslog ( info

(config)# mlag domain Domainl bridge-port 1/51-52 second
(config)# mlag enable
MLAG (second )
MLAG

(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt

VLAN ( VLAN "mgmt" VLAN "v10"

(config)# interface mlag Domainl/2

(config-if-mlag)# switchport access vlan 10

(config)# interface port 1/45-46

(config-if-port)# mlag Domainl/2

VLAN  access
(config)# interface mlag Domainl/1
MLAG MLAG (MLAG ID 1
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MLAG MLAG MLAG

(config)# interface mlag Domainl/3
(config-if-mlag)# switchport mode trunk
(config-if-mlag)# switchport trunk add 10,20,100
(config)# interface port 1/47-48
(config-if-port)# mlag Domainl/2
Uplink ( VLAN  Trunk )

(config)# interface vlan 100
(config-if-vlan)# ip address 192.168.100.2/24
VLAN(mgmt) IP

(config)# ip route 0.0.0.0/0 192.168.100.254
« )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication dotlx radius 1
RADIUS ( ) ( )
INDEX 1 RADIUS 802.1X

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

(128 ) C )
128

(config-a-def)# dotlx mlag Domainl/2
802.1X (MLAG 1D 2) ( )

(config-a-def)# dotlx mlag Domainl/2 reauthentication

(config)# mlag mac-address-table-update enable
MAC
MLAG FDB
FDB

(config)# dotlx enable
802.1X ( )

0 MLAG first second

0 MLAG RADIUS first second
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MLAG

FDB

mlag mac-address-table-update enable
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4.12 802.1X/MAC  (AND)

802. 1X/MAC (AND) 802.1X 802.1X/MAC  (AND)
802.1X/MAC  (AND)
802.1X APRESIA EAP ( )
RADIUS « ) VLAN
APRESIA APRESIA
EAP (EAP ) (
)
RADIUS DHCP ( ) syslog
192.168.1.200 192.168.1.100
@ @ <<L3 VLAN  >>
server 192.168.1.254/24 (vid 192)
L3 mgmt  192.168.100.254/24 (vid 100)
L ) v10 10.1.10.254/24 (vid 10)
trun v20  10.1.20.254/24 (vid 20)
(v10/v20/mgmt)
L)
802.1X/MAC  (AND)( IP (mgmt) 192.168.100.1)
2-12 — 13-24
(v10) | (v20) |
HUB(EAP ) HUB(EAP )
AR AR AR ABERRRA AR AR AR SRR
4-12 802.1X/MAC  (AND)
4-12  802.1X (VLAN
4-10 4-10 )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication dotlx radius 1
RADIUS ( ) ( )
802.1X/MAC (AND) 802.1X

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

1z > C )
128
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(config-a-def)# dotlx port 1/2-24
802.1X (1/71-24) ( )

(config-a-def)# dotlx port 1/2-24 reauthentication

(config-a-def)# dotlx mac-authentication-password 1g2w3e

802. 1X/MAC(AND)

(config)# dotlx enable
802.1X ( )
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4.13 Web/802.1X (AND)
Web/802.1X (AND) Web Web/802.1X (AND)
Web/802.1X (AND) 802.1X 802.1X
Web/802.1X (AND) Web 802.1X
VLAN
Web/802.1X (AND)
VLAN
Web 4.1 4.1 802.1X 4.10
4.10
Web Web/MAC (AND)  802.1X (AND) Web/MAC (AND)
Web/MAC (AND) Web/MAC (AND)
4.6
RADIUS DHCP ( ) syslog
192.168.1.200 192.168.1.100 <13 VLAN -
v10 10.1.10.254/24 (vid 10)
v20 10.1.20.254/24 (vid 20)
T mgmt 192.168.100.254/24 (vid 100)
server 192.168.1.254/24 (vid 192)
—| | VLAN trunk & LAG ID 1 temp 10.0.0.254/16 (vid 4094)
1 (v10/v20/mgmt/temp)
47-48
Web/802.1X (AND)( IP (mgmt) 192.168.100.1)
URL http://192.0.2.3:8080/
1-46
(temp) |

HUB(EAP )

||mu

AR, (R (R s\

4-13 Web/802.1X

4-13
4-1

=

(AND)

=

(VLAN

4-1 )

(config)# aaa radius 1 host 192.168.1.200 key apresia

(config)# aaa authentication web radius 1
(config)# aaa authentication dotlx radius 1
RADIUS
Web/802.1X
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(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

a2z > C )
128

(config-a-def)# web-authentication port 1/1-46 dotlx
Web/802.1X (AND) (1/1-46) ( )
802.1X (dotlx port 1/1-46)

(config-a-def)# web-authentication ip 192.0.2.3
(config-a-def)# web-authentication http-port 8080
URL(http://192.0.2.3:8080/) ( )
APRESIA

(config-a-def)# dotlx port 1/1-46 reauthentication

(config-a-def)# logout aging-time 300
( 300 )

(config)# web-authentication enable
Web ( )

(config)# dotlx enable
802.1X ( )

(config)# dhcp policy temp

(config-dhcp)# network 10.0.0.0/16
(config-dhcp)# range 1 10.0.0.10 10.0.0.20
(config-dhcp)# router 10.0.0.254
(config-dhcp)# lease 30

(config)# dhcp policy enable temp
(config)# dhcp server address-check arp
(config)# dhcp server enable

VLAN  DHCP ( 30 )
VLAN  DHCP
IP
0 Web/802.1X (AND) Web (web-authentication
enable ) 802.1X (dotlx enable )
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4 .14 DHCP Snooping
DHCP Snooping

DHCP «C )
192.168.1.200

@ <<L3 VLAN >>

v10 10.1.10.254/24 (vid 10)
server 192.168.1.254/24 (vid 192)

L3

VLAN trunk & LAG ID 1
(v10)

<l 1>

)

47-48 i
DHCP Snooping

1-46

(v10) '
HUB

X
L] L] LJ L || ]

4-14 DHCP Snooping

4-14

(config)# logging ip 192.168.1.100 localO info
syslog ( info )

(config)# vlan database
(config-vlan)# vlan 10 name v10
VLAN ( VLAN "v10" )

(config)# interface port 1/1-46
(config-if-port)# switchport access vlan 10
VLAN  access

(config)# interface lag 1

(config-if-lag)# switchport mode trunk

(config-if-lag)# switchport trunk add 10

(config)# interface port 1/47-48

(config-if-port)# link-aggregation 1
Uplink

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128
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1z > C )
128

(config-a-def)# dhcp-snooping port 1/1-46
DHCP Snooping (1/71-46) ( )

(config-a-def)# dhcp-snooping mode timer 600
DENY

(config)# dhcp-snooping enable
DHCP Snooping ( )

0 MLAG DHCP Snooping
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4 .15 DHCP Snooping MAC
DHCP Snooping  MAC

RADIUS DHCP ( ) syslog
192.168.1.200 192.168.1.100

il 0 =

VLAN >>

L3 v10 10.1.10.254/24 (vid 10)
mgmt 192.168.100.254/24 (vid 100)
- VLAN trunk & LAG ID 1 server 192.168.1.254/24 (vid 192)
(v10/mgmt)
47-48 i
DHCP Snooping MAC ( IP (mgmt) 192.168.100.1)
1-46 —
(v10) '
HUB
-~ = &= === AL;;;;la eL;;;;L
4-15 DHCP Snooping  MAC
4-15

(config)# logging ip 192.168.1.100 localO info
syslog ( info

(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 100 name mgmt
VLAN ( VLAN "mgmt"
(config)# interface port 1/1-46
(config-if-port)# switchport access vlan 10
VLAN  access

(config)# interface lag 1
(config-if-lag)# switchport mode trunk
(config-if-lag)# switchport trunk add 10,100
(config)# interface port 1/47-48
(config-if-port)# link-aggregation 1

Uplink
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(config)# interface vlan 100
(config-if-vlan)# ip address 192.168.100.1/24
VLAN(mgmt) 1P

(config)# ip route 0.0.0.0/0 192.168.100.254
« )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication mac radius 1
RADIUS ( ) (MAC )
INDEX 1 RADIUS MAC

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

azs ) )
128

(config-a-def)# dhcp-snooping port 1/1-46
DHCP Snooping (1/71-46) ( )

(config-a-def)# dhcp-snooping mode timer 600
DENY

(config-a-def)# mac-authentication port 1/1-46
MAC (1/1-46) (MAC )

(config-a-def)# mac-authentication password 1q2w3e
MAC (MAC )

(config-a-def)# logout aging-time 300
( 300 )

(config)# dhcp-snooping enable
(config)# mac-authentication enable
DHCP Snooping MAC ( )

0 DHCP Snooping  MAC MAC VLAN VLAN
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4.16 DHCP Snooping Web (
DHCP Snooping  Web ( VLAN)

VLAN)

RADIUS DHCP ( ) syslog
192.168.1.200 192.168.1.100

1 7 =

VLAN >>

L3 v10 10.1.10.254/24 (vid 10)
mgmt 192.168.100.254/24 (vid 100)
| |~ VLAN trunk & LAG ID 1 server 192.168.1.254/24 (vid 192)
](vlolmgmt)
47-48 i
DHCP Snooping Web ( 1P (mgmt) 192.168.100.1)
URL http://192.0.2.3:8080/
1-46 —
(v10) '
HUB
A, SN A A A— — L=
4-16 DHCP Snooping Web ( VLAN)
4-16 (VLAN
4-15 4-15 )
(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication web radius 1
RADIUS ( ) (Web )
INDEX 1  RADIUS Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

28 > C )
128

(config-a-def)# dhcp-snooping port 1/1-46
DHCP Snooping (1/71-46) ( )

(config-a-def)# dhcp-snooping mode timer 600
DENY

(config-a-def)# web-authentication port 1/1-46
Web (1/1-46) (Web
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(config-a-def)# web-authentication ip 192.0.2.3
(config-a-def)# web-authentication http-port 8080
URL(http://192.0.2.3:8080/) (Web )
APRESIA

(config-a-def)# logout aging-time 300
( 300 )

(config)# dhcp-snooping enable
(config)# web-authentication enable

DHCP Snooping Web ( )
0 DHCP Snooping  DHCP DHCP Web
DHCP
0 ARP DHCP Snooping
0 VLAN DHCP dhcp-snooping

internal-dhcp-vlan
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4.17 DHCP Snooping Web ( VLAN)
DHCP Snooping  Web ( VLAN)

RADIUS DHCP

( ) DHCP ( ) syslog
192.168.1.200 10.0.0.100 192.168.1.100

<<L3 VLAN >>
v10 10.1.10.254/24 (vid 10)

= v20 10.1.20.254/24 (vid 20)
mgmt 192.168.100.254/24 (vid 100)

—| | VLAN trunk & LAG ID 1 server 192.168.1.254/24 (vid 192)

(v10/v20/mgmt/tenp) temp 10.0.0.254/16 (vid 4094)
47-48

DHCP Snooping Web ( IP (mgmt) 192.168.100.1)

URL http://192.0.2.3:8080/
1-46

(temp) l

HUB

N
LD 2 =

AR, [ERER. [ B\

4-17 DHCP Snooping Web ( VLAN)

4-17

(config)# logging ip 192.168.1.100 localO info
syslog ( info )

(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 100 name mgmt
(config-vlan)# vlan 4094 name temp
VLAN ( VLAN "mgmt" VLAN "temp"
VLAN VLAN "v10" "v20" )

(config)# interface port 1/1-46

(config-if-port)# switchport access vlan 4094
VLAN  access

(config)# interface lag 1
(config-if-lag)# switchport mode trunk
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(config-if-lag)# switchport trunk add 10,20,100,4094
(config)# interface port 1/47-48
(config-if-port)# link-aggregation 1
Uplink ( VLAN  Trunk )

(config)# interface vlan 100

(config-if-vlan)# ip address 192.168.100.1/24
VLAN(mgmt) IP
VLAN IP

(config)# ip route 0.0.0.0/0 192.168.100.254
« )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication web radius 1
RADIUS ( ) (Web )
INDEX 1 RADIUS Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

@z )y )
128

(config-a-def)# dhcp-snooping port 1/1-46
DHCP Snooping (1/71-46) ( )

(config-a-def)# dhcp-snooping mode timer 600
DENY

(config-a-def)# web-authentication port 1/1-46
Web (1/1-46) (Web )

(config-a-def)# web-authentication ip 192.0.2.3
(config-a-def)# web-authentication http-port 8080
URL(http://192.0.2.3:8080/) (Web )
APRESIA

(config-a-def)# logout aging-time 300
( 300 )

(config)# dhcp-snooping enable
(config)# web-authentication enable
DHCP Snooping Web ( )

0 DHCP Snooping DHCP DHCP Web
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DHCP

0 ARP DHCP Snooping
0 DHCP VLAN DHCP DHCP
0 VLAN DHCP dhcp-snooping

internal-dhcp-vlan
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4.18

2 ( ) ID
RADIUS ID ( ) ID
4.18.1 ID
4-18 ID ID Userl User?2 DHCP
RADIUS User3 User4 Userl
User3 DHCP RADIUS
Userl User2 10.1.10.0/24 User3 Userd 20.0.0.0/24
Userl 20.0.0.0/24 qp7 User3 10.1.10.0/24
ap7
RADIUS <<RADIUS >>
20.0.0.0/24 10.1.10.200 10.1.10.240 Userl 1D 1
User2 ID 2
4—.
@ User3 ID 9
User4 ID 10
<! |= VLAN trunk & LAG ID 1
](vlo)
47-48
Web ( IP (v10) 10.1.10.100)
URL https://10.1.10.100:8443/
1-46
(v10)
L2 L2
— N — N — N —
Userl User?2 User3 User4
4-18 1
4-18 (Web ( VLAN))

(config)# packet-filter2
(config-filter)# 1 assign port 1/1-46
(config-filter)# 1 1 condition ipv4 dst tcp/udp 67 udp
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(config-filter)# 1 1 action authentication-bypass
2 (DHCP )
(VLAN DHCP )

(config-filter)# 2 assign port 1/1-46
(config-filter)# 2 1 action deny
(config-filter)# 2 1 condition dst ip 10.1.10.0/24
(config-filter)# 2 1 condition class 1 mask Oxffe
ID 1 2 (10.1.10.0/24 )

(config-filter)# 2 2 action deny
(config-filter)# 2 2 condition dst ip 20.0.0.0/24
(config-filter)# 2 2 condition class 9 mask Oxffe
ID 9 10 (20.0.0.0/24 )

(config-filter)# 3 assign port 1/1-46
(config-filter)# 3 1 action permit
(config-filter)# 3 1 action qos qgp7
(config-filter)# 3 1 condition dst ip 20.0.0.0/24
(config-filter)# 3 1 condition class 1

ID 1 (20.0.0.0/24

(config-filter)# 3 2 action permit
(config-filter)# 3 2 action qos qp7
(config-filter)# 3 2 condition dst ip 10.1.10.0/24
(config-filter)# 3 2 condition class 9

ID 9 (10.1.10.0/24

(config)# qos enable
QoS ( )

(config)# vlan database
(config-vlan)# vlan 10 name v10

VLAN ( VLAN( VLAN)  "vi0" )
RADIUS
VLAN(V10) VLAN RADIUS

(config)# interface port 1/1-46
(config-if-port)# switchport access vlan 10
VLAN  access

(config)# interface lag 1
(config-if-lag)# switchport mode trunk
(config-if-lag)# switchport trunk add 10
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(config)# interface port 1/47-48
(config-if-port)# link-aggregation 1
Uplink

(config)# interface vlan 10
(config-if-vlan)# ip address 10.1.10.100/24
VLAN(V10) IP ( )

(config)# ip route 0.0.0.0/0 10.1.10.254

(config)# aaa radius 1 host 10.1.10.240 key apresia
(config)# aaa authentication web radius 1
RADIUS ( ) (
INDEX 1  RADIUS Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

@tz > C )
128

(config-a-def)# web-authentication port 1/1-46
Web (1/1-46) ( )

(config-a-def)# web-authentication ip 10.1.10.100
(config-a-def)# web-authentication https-port 8443
URL(https://10.1.10.100:8443/) (

1P URL
URL

(config)# web-authentication enable
Web ( )

Web
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4.18.2 ID / ID

4-19 ID / ID ID
ID 2 ID aaa default
class ID 10 2
4.18.1
DHCP RADIUS
20.0.0.0/24

10.1.10.200 10.1.10.240 <<RADIUS

>>

¢ Userl ID 1
User?2 ID 2
L3

~| |o VLAN trunk & LAG ID 1

](vlo)
47-48
Web ( 1P (v10) 10.1.10.100)
URL https://10.1.10.100:8443/
1-46
(v10)
L2 L2
Userl User2 User3 User4
ID
4-19 2
4-19 (Web ( VLAN)) (VLAN
4-18 4-18 )

(config)# packet-filter2
(config-filter)# 1 assign port 1/1-16
(config-filter)# 1 1 condition ipv4 dst tcp/udp 67 udp
(config-filter)# 1 1 action authentication-bypass
2 (DHCP )
(VLAN DHCP )

(config)# aaa default class 10
ID 10

(config-filter)# 2 assign port 1/1-16
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(config-filter)# 2 1 action deny
(config-filter)# 2 1 condition dst ip 10.1.10.0/24
(config-filter)# 2 1 condition class 1 mask Oxffe

ID 1 2 (10.1.10.0/24

(config-filter)# 2 2 action deny
(config-filter)# 2 2 condition dst ip 20.0.0.0/24
(config-filter)# 2 2 condition class 10

ID (20.0.0.0/24

(config-filter)# 3 assign port 1/1-16
(config-filter)# 3 1 action permit
(config-filter)# 3 1 action qos qp7
(config-filter)# 3 1 condition dst ip 20.0.0.0/24
(config-filter)# 3 1 condition class 1

ID 1 (20.0.0.0/24

(config-filter)# 3 2 action permit
(config-filter)# 3 2 action qos qp7
(config-filter)# 3 2 condition dst ip 10.1.10.0/24
(config-filter)# 3 2 condition class 10
ID (10.1.10.0/24
(config)# qos enable
QoS ( )

(config)# aaa radius 1 host 10.1.10.240 key apresia
(config)# aaa authentication web radius 1

RADIUS ( ) (

INDEX 1  RADIUS Web

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

1z > C )
128

(config-a-def)# web-authentication port 1/1-46
Web (1/1-46) ( )

(config-a-def)# web-authentication ip 10.1.10.100
(config-a-def)# web-authentication https-port 8443
URL(https://10.1.10.100:8443/) (

1P URL
URL

162/312

Web


https://10.1.10.100:8443/

(config)# web-authentication enable
Web ( )
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5 (RADIUS )
(RADIUS ) FreeRADIUS
FreeRADIUS /usr/local/etc/raddb( /etc/raddb)
radiusd.conf RADIUS ( Proxy )
clients.conf RADIUS
users RADIUS
dictionary VSA (/usr/local/share/freeradius )

RADIUS

0 APRESIA

PAP(Password Authentication Protocol)

CHAP(Challenge Handshake Authentication Protocol)

5.1 (Web MAC )
5.1.1 RADIUS (clients.conf )
RADIUS APRESIA IP APRESIA
RADIUS
<clients.conf >
client 192.168.100.0/24 {
secret = apresia
shortname = APRESIA
}
5.1.2 (users )
RADIUS (
LDAP )
MAC MAC MAC
00:01:02:03:0a:0b 000102030a0b
APRESIA MAC
<users >
userl Auth-Type = Local, Password = "userl"
NA-Vlan-1d = 33,
Access-Defender-Class = 10
user2 Auth-Type = Local, Password = "user2", Calling-Station-1d = "000102030a0b"
000bdbd64209 Auth-Type = Local, Password = "testingl23"

NA-Vlan-1d = 33
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5.1.3 (VLAN 1D/ ID )

VLAN ID APRESIA
VLAN 1D/ ID

(VSA Vendor Specific Attribute)

VLAN 1D/ ID APRESIA 5-1
5-1
VLAN ID
Vendor-Specific ID 278 278
192 193
VLAN 1D ID
(INTEGER) (INTEGER)
<dictionary ( )>
dictionary

$INCLUDE dictionary.hcl

<dictionary.hcl ( )>

dictionary
VENDOR APRESIA 278
BEGIN-VENDOR APRESIA
ATTRIBUTE NA-Vlan-Id 192 integer
ATTRIBUTE Access-Defender-Class 193 integer
END-VENDOR APRESIA
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5.2 (802.1X)

(RADIUS ) FreeRADIUS
FreeRADIUS /usr/local/etc/raddb( /etc/raddb)
radiusd.conf RADIUS ( Proxy )
eap.conf EAP (EAP-MD5  PEAP )
clients.conf RADIUS
users RADIUS
5.2.1EAP (eap.conf )
EAP
( CA )
<eap.conf ( )>
eap {
default_eap_type = tls
tls {
private_key password = apresia
private_key file = ${raddbdir}/certs/srv.pem
certificate_file = ${raddbdir}/certs/srv-cert.pem
CA_file = ${raddbdir}/certs/cacert.pem
dh_file = ${raddbdir}/certs/dh
random_file = ${raddbdir}/certs/random
fragment_size = 1024
}
3
5.2.2 RADIUS (clients )
RADIUS APRESIA IP APRESIA
RADIUS
<clients.conf >
client 192.168.100.0/24 {
secret = apresia
shortname = APRESIA
3
5.2.3 (users )
RADIUS
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<users >

user0l1 Auth-Type
Tunnel-Type = 13,
Tunnel-Medium-Type = 6,
Tunnel-Private-Group-1d = 10
Auth-Type := EAP, User-Password

user03 Auth-Type

:= EAP, User-Password

user02
:= EAP, User-Password

"user01"”

"'user02"
"'user03"

EAP-TLS

5.2.4 (VLAN 1D/ ID

)
APRESIA

VLAN

(
Tunnel-Type

)
Tunnel-Medium-Type

Tunnel-Private-Group-1d

5-2 VLAN

5-2

VLAN 1D

VLAN 1D

13(VLAN)

RADIUS

APRESIA

6(1EEE 802)

Tunnel-Type

13(VLAN)

Tunnel-Medium-Type

6(IEEE 802)

Tunnel-Private-Group-Id

VLAN ID
VLAN

<users >

user0l Auth-Type
Tunnel-Type = 13,
Tunnel-Medium-Type = 6,
Tunnel-Private-Group-1d = 10

:= EAP, User-Password == "user01"

ID

5-3

Web
5.1.3

MAC
(VLAN 1D/

5-3
ID

Vendor-Specific

278

193

(INTEGER)
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5.3 RADIUS
RADIUS RADIUS

(config)# aaa radius deadtime <MIN>
MIN <1-1440( )> (

RADIUS

0 RADIUS

RADIUS
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5.4 AccessDefender RADIUS
AccessDefender APRESIA RADIUS

5-4 AccessDefender (Web MAC ) RADIUS

User-Name

User-Password
NAS-1P-Address RADIUS IP
NAS-1Pv6-Address RADIUS IPv6

( )

NAS-Port
NAS-ldentifier VLAN 1D
Calling-Station-Id MAC

5-5 802.1X RADIUS

User-Name

Service-Type (Framed-User(2) )

Framed-MTU (1452

NAS-1P-Address IP

NAS-1Pv6-Address IPv6 (

NAS-Port

NAS-Port-Type
(Ethernet(15) )

Calling-Station-Id MAC

EAP-Message EAP

Message-Authenticator RADIUS

State RADIUS State

Tunnel-Type VLAN (VLAN(13) )

Tunnel-Medium-Type VLAN (IEEE 802(6) )
Tunnel-Private-Group-1d VLAN ( VLAN ID VLAN )

169/312



5.5 RADIUS

o

(Windows 2000 server "IAS™)(Web

/NAC )

Windows 2000 server (IAS Internet Authentication
Service)
Active Directory (Active
Directory IAS )
- ; ]
| mEw  F=TW |J¢=->|-]_|lg,||g> |
Lkl [PRLA [Jokol [ SedTLbsET [
SELH P (0=l :E:apresiam 1022241 RADIUS RADIUS Standard
R 'Fc Wbtmu&
w-EP U PR AT -
I
5-1 (1AS)
Windows Server 2003 (1AS)
1AS Active Directory IAS
Active Directory
TP A%y b2 —FR
JrLE) | HEREAY FmOD ATH
& = ||’ h‘ EATRE S
ADIELE (T
e ® 1) sz -eanse
| —
%’f;{;ﬁ. AN {5y PR 2 (AS) B{EoT Ao b
A= Wikpyd, VPN, DAY, B —Hayk
FEEIUTH T T, SEEE
ERELEAILA L 34— - (RADIUS)
BPIEA - I540 1S S8
#27,
Active Directary [ZE®I—H— Fhr, oA
TG RIS 185 BRI AL,
L\(D [Active Directary [CH—/i—%2 5] &9
5-2 Active Directory
5.5.1 RADIUS
1AS RADIUS APRESIA  RADIUS
D) RADIUS
APRESIA RADIUS
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EErTtarn] ilh
D34 P bR O PV EEETEE .

B2 P b7 L eI O b EA LT
Pl EYEEr |apresiaEIZ|
Jokanier |RADILS =]

<zzm [ oraly | Febn |
5-3 RADIUS @

) APRESIA IP
APRESIA

54 P b EE
DA PR R EE LT T

DA TP R PAIR F2(d DNSHD)
[192168.1.253 BRI

D5 P HESE LY
|RADIUS Standard =l
[~ 55 P HIE RIS BRI EE 2 )

HEL—As gk [rrcrocnnc
HEL =Ny MR A E: btk

gl [ =7 | #tn |
5-4 RADIUS )

5.5.2 ( )
Active Directory
MAC
MAC
APRESIA MAC

€y
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5-5

&)
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+ BREER

€y

Windows-Groups

2]

BN SR OTEEREERL TS, GBI £2Ue R LT EE

Client-Friendly-Mame
Client-IP-#Address
Client-\endar
Day-fnd-Time-Rest..
Framed-Protocol
MA&S-Identifier
NAS-IP-Address
M&5-Part-Tyvpe
Service-Tvpe
Tunnel-Tvpe

BRI ERAY
il | 54ER
Called-5tation-1 e i AR AN A B2
Galling-Station-Id HiEmOBEREEETY

RADILS 524 7w b7 Ly FISSTS TAS 03
RADILS S5 T b TP T"Fl/l’f‘ﬁ'_fIAS ok
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BROFISLO NAS TIERS YRR - BT
- BR Y - EADIEET S
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| 2

IEN0D:.. I
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5-6

®

@

OK

IHFTILY:

I@ labheleojp

B0

[ ZailLE

!ﬁ Damain Guests
!ﬁGroup Policy Creatar Owners

lab.hel.co.jpf Users
lab.hel.co.jpf Users

[ o 1

Az

!ﬁ DnzslpdateProsxsy lab.hel.co.jp/ Users

€10 lab.hel.cojp/ Users

!ﬁvQD lab.hel.co.jp/ Users

!ﬁVSD lab.hel.co.jp/Users -
e | emowmw |

w10

o

®
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5.5.3VSA (VLAN 1D/ ID )

VLAN 1D/ ID (VSA Vendor-Specific Attribute)
D) 5-11
BVILALOHEER | P | =FULh | EEE | e S |

UE—F POEA - (OESNSEROBREEEELE .
137 —RIEx

Bl [en | i

Service—Tvpe RADIUS Standa..  Framed

Framed-Frotocol RADIUS Standa.. FPP

| 2
gpm | FEe. |
ok | Eebn | EEw |

5-13 Vendor-Specific Attribute D)

) Vendor-Specific

2|

RIEEZ 077 NIBNIE DI B I EERL. GEID &MUl TS,
RADILS Bt E)

Bl | Ao | 55ER |
TunnelGlient-Auth-I0 RADIUS Standa.. b LBl Do E 21— A (e s L BEam il £o T ;

Tunnel-Client-Endpt RADIUS Standa.  F{EEME2)L0 P FELATS

Turnel-Medium-Tepe RADIUS Standa.. $EROEZLAM-FTERTESI ORI L2TP 28) DFLail%E
Turnel-Password RADIUS Standa..  UE—bk H—t5—rER5EF RN A0 - FTF
Turnel-Prefererce RADIUS Standa.. bl LOOZESREA bl SRR Ii(Dt’ w2 okl RSN R

Tunnel-Pyt-Group-10 RADIUS Standa.. JFEM )b t’J.Ja_JUJ{jJL‘—? )
Tunnel-Server-futh-1D RADIUS Standa.. Mo LEERTMETEEZ 0 — A ORI R LODFSR AN - T{FEREN:
Tunnel-Server-Endpt RADIUS Standa.. =) 5—{BlM }*_xfr JLD TP TR I,v;‘\ o)
Tunnel-Type RADIUS Standa.  {EREENS L3024 30 f‘ Td
Vendor-speciic RADIUS Standa.. &0y NAS SHREREDHH - Hc_ffﬁﬁgniﬁ
Cigco—Av=Par Cigco Cigoo AV Pair VS A
Ienore—User-Dialin-Prop..  Microsoft == A DI ORTrEER LT
USR-ACCM-Type 115, Robotics, L. SHERZCE&NEE A
USR-AT-Call-Input-Filter US. Robotics, 1. libcak il
USR-AT-Call-Output-Fi.. U5, Robotics, L. BIniddEnEE A

USR-AT-Tnput-Filter 1U5. Robotics, L. AridEnt s

USR-AT-Output-Filter 115, Robotice, L. A0t

USR-AT-RTMP-Input-Fi.. LS. Robotics, L. AT &N A

USR-AT-RTMP-Cutput-.. LS. Robotics, 1. A& A

U?R—P.T—ZiD-InDut—Filter U5, Robotics, 1. EHEATC(I&ENEE A | _ILI
A »

e | s |

5-14 Vendor-Specific Attribute 2
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5-15 Vendor-Specific Attribute (€)
® 278
RADIUS RFC
HOREEH 2%

RO AT

|\.-‘endor—8pecif i

Aoy b= PO =D HEEE LTS

C —ENOEHRT D5 |RADIUS Standard =l
oA I-FEANIRE: |28
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5-16 Vendor-Specific Attribute (OY)
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(5) RFC

(©)

Q)

5-15

5-13

VLAN ID 192
10 APRESIA VLAN ID
ID 193
APRESIA ID
0 2l
AN S TR ()
|1 a2
DR (A
EE x|
FRIEDIE )
|1D
ok | wewn |
5-17 Vendor-Specific Attribute o)
VSA OK
FEEHBORIEIETR x|
BIEO-EET:
IVendor—Specific
BHOEE:
|26
BHORE
IOctetString
BILOIET
:\\jg J-F 2 I 2% il |
TFadD |
HrE |
q | | wED |
ok | wet |
5-18 Vendor-Specific Attribute (6)

I1AS

OK
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5.6 RADIUS
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5.6.2 RADIUS
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6.1

6.1.1 APRESIA
AccessDefender

erase
Wieb ( )

# copy ( tftp <IPADDR> ) | memory-card <FILE> <WEB PAGE>

# copy tftp <IPv6ADDR> ) [ manage | ( vlan <VID> ) ] <FILE> <WEB PAGE>
# erase <WEB PAGE>

WEB_PAGE = <PAGEI> | <PAGEZ> | <PAGE3> | <PAGE4> | <PAGES> | <PAGE6>
PAGE1 = login-page

PAGEZ = login-success-page

PAGE3 = login-failure-page

PAGE4 = logout-success-page

PAGE5 = logout-failure-page

PAGE6 = redirect-error-page

I PADDR TFTP IP
1PV6ADDR TFTP IPv6

VID VLAN ID

FILE <1-128( )>
login-page

login-success-page
login-failure-page
logout-success-page
logout-failure-page
redirect-error-page

APRESIA
( 5120 )
. name pass
o form method POST
< form >
<form method="POST" action="/cgi-bin/adeflogin.cgi'>
<table>
<tr><th width="184"> </th><td width="220">
<input name="'name" type="text" value="" size="30" maxlength="63"></td></tr>
<tr><th width="184"> </th><td width="220">
<input name="pass" type="password"” size="30" maxlength="63"></td></tr></table>
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<input type="submit" name="action™ value="login">
<input type="reset" value="reset'">
</form>

< form >

<form method="POST" action="/cgi-bin/adeflogout.cgi'>
<input type="submit" name="action™ value="logout'>

</form>
6.1.2 Web
AccessDefender APRESIA
APRESIA CGl CGI
form action
/cgi-bin/adeflogin.cgi http://AccessDefender IP
:port/cgi-bin/adeflogin.cgi Web
(SSL https://AccessDefender IP
:port/cgi-bin/adeflogin.cgi )
o form action APRESIA cel
. name pass
o form method POST
. Web
. URL  FQDN(Fully Qualified Domain Name) DNS
URL http://192.0.2.3:8080/
< form >

<form method="POST" action="http://192.0.2.3:8080/cgi-bin/adeflogin.cgi'>
<table>

<tr><th width="184"> </th>

<td width="220">

<input name="name" type="text" value=""" size="30" maxlength="63">

</td></tr>

<tr><th width="184"> </th><td width="220">

<input name="pass" type="password" size="30" maxlength="63">
</td></tr>

</table>

<input type="submit" name="action" value="login">
<input type="reset" value="reset'>
</form>

< form >
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<form method="POST" action="http://192.0.2.3:8080/cgi-bin/adeflogout.cgi’>
<input type="submit" name="action" value="logout">

</form>
6.1.3
3.8 (Web ) APRESIA
(
5120 )
. name pass
. ID authid (type )
o form method "POST"
< form ( )>
<form method="POST" action="/cgi-bin/adeflogin.cgi'>
<table>
<tr><th width="184"> </th><td width="220">
<input name="name" type="text" value=""" size="30" maxlength="63"></td></tr>
<tr><th width="184"> </th><td width="220">
<input name="pass" type="password"” size="30" maxlength="63"></td></tr></table>
<tr><th width="184"> </th><td width="220">
<input type=radio name="authid" value="1"> 1<br>
<input type=radio name="authid" value="2"> 2<br>
<input type=radio name="authid" value="3"> 3<br>
<input type=radio name="authid" value="4"> 4<br>
</td></tr>

<input type="submit" name="action" value="login">
<input type="reset" value="reset'">
</form>

< form  ( )>

<form method="POST" action="http://192.0.2.3:8080/cgi-bin/adeflogin.cgi'>
<table>

<tr><th width="184"> </th><td width="220">
<input name="name" type="text" value="" size="30" maxlength="63"></td></tr>
<tr><th width="184"> </th><td width="220">

<input name="pass" type="password” size="30" maxlength="63"></td></tr></table>
<input type="hidden" name="authid" value="2">

<input type="submit" name="action" value="login">

<input type="reset" value="reset">

</form>
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6.2
Web

MAC

* RADIUS Calling-Station-Id

6-1 userA

MAC
RADIUS  Calling-Station-Id

@ 1
(APRESIA

da-aa:aa:aa:-aa:-aa

6-1 Calling-Station-Id

User Password Calling-Station-1d(MAC
userA passwordA aaaa:aa:aa:aa:aa
userB passwordB bb:bb:bb:bb:bb:bb

O

RADIUS

Calling-Station-1d

237/312




6.3 NAS(Network Access Server)
NAS(Network Access Server)

NAS-1P-Address

6.3.1 NAS-1P-Address
NAS-I1P-Address

NAS-Port

NAS-ldentifier

) 1P

APRESIA 1P
0 RADIUS NAS-IP-Address APRESIA
6-1
* userA 172.16.10.1 IP
» userB 172.16.10.2 IP
RADIUS i User Password NAS-1P-Address
userA passwordA 172.16.10.1
userB passwordB 172.16.10.2
172.16.10.1 172.16.10.2
) )
NG
6-1 NAS-1P-Address
6.3.2 NAS-1Pv6-Address
NAS-1Pv6-Address ( ) IPv6
APRESIA
0 RADIUS NAS-1Pv6-Address APRESIA
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6-2

e userA fe80::212:34FF:5566:7778
* userB fe80::212:34FF:5566:7779

User Password NAS-1Pv6-Address
userA passwordA TeB80::212:34FF:5566:7778
userB passwordB TeB80::212:34FF:5566:7779

RADIUS il

fe80::212:34FF:5566:7778

userA
0K

6-2 NAS-IPv6-Address

6.3.3 NAS-ldentifier
NAS-ldentifier
VLAN 1D

0 RADIUS NAS-Ildentifier
6-3

* userA VLAN ID 1010
* userB VLAN 1D 1020
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APRESIA



RADIUS i User Password NAS-ldentifier
userA passwordA 1010
” userB passwordB | 1020
172.16.10.1 172.16.10.2
'
VID 1010
userA
0K
6-3 NAS-Identifier
6.3.4 NAS
NAS
0 RADIUS NAS-IP-Address NAS-Ildentifier APRESIA
0 NAS-Port
6-4
e userA 172.16.10.1 IP VLAN ID 1010
e userB 172.16.10.2 IP VLAN ID 1020
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User Password NAS-1P-Address NAS-ldentifier
userA passwordA 172.16.10.1 1010
userB passwordB 172.16.10.2 1020

RADIUS

172.16.10.1
N\

172.16.10.2

6-4 NAS-1P-Address NAS-ldentifier
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6.4 MAC

) MAC AccessDefender
MAC MAC
6-5

syslog
192.168.1.100

1

<<L3 VLAN >>
L3 server 192.168.1.254/24 (vid 192)
mgmt 192.168.100.254/24 (vid 100)
VLAN trunk )
v10 10.1.10.254/24 (vid 10)
(v10/mgmt)
i‘ﬁ
MAC ( 1P (mgmt) 192.168.100.1)
2-24
(v10)
6-5 MAC
syslog MAC ( )
RADIUS MAC

(config)# logging ip 192.168.1.100 localO notice
syslog ( notice )

(config)# aaa authentication mac force
MAC

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 1024

(1024 ) ( )
1024

(config-a-def)# mac-authentication port 1/2-24
MAC (172-24) ( )

(config)# mac-authentication enable
MAC ( )
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syslog 1
APRESIA

<process:notice> A-Def : force authentication succeeded : uid=00096b82c51le
<process:notice> A-Def : mac : login succeeded : uid=00096b82c51le
mac=00:09:6b:82:c5:1e 1p=0.0.0.0 port=1/5 vid=10

0 MAC Web
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6.5 2( none)

2
none
6-2 AccessDefender 2
2 ( 2
) none
none
6-2 AccessDefender 2
none
authentication-bypass ( )
permit ( )
deny
MAC
CPU
MAC discard
mac-authentication bypass-frame-check enable
mac-authentication bypass-frame-check enable
3.25 MAC
none deny
6-6  AccessDefender 2 none deny
192.168.100.100/32 none 192.168.100.0/24 deny
A( ) 192.168.100.100/32
B( ) 192.168.100.100/32 deny
A B 192.168.100.0/24
(192.168.100.100/32 ) AccessDefender
2 none deny
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192.168.100.0/24 192.168.100.100/32

L3 << >>
none

192.168.100.100/32

( 2) deny
192.168.100.0/24

2 H
A( ) B( )
6-6 AccessDefender( none )
6-6 (VLAN

(config)# access-defender
(config-a-def)# packet-Filter2 group 6
AccessDefender 2

(config)# packet-filter2
(config-filter)# 1 1 action none
(config-filter)# 1 1 condition ipv4 dst ip 192.168.100.100/32
(config-filter)# 1 1 assign vlan 1
1 1 none

(config-filter)# 1 2 action deny
(config-filter)# 1 2 condition ipv4 dst ip 192.168.100.0/24
(config-filter)# 1 2 assign vlan 1

1 2 deny
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7

AccessDefender

L

7.1 VLAN
7.1.1
(VLAN ID) IP
7-1 1 2 Web DHCP IP
2 2 IP VLAN
temp 2 L3
VLAN ID 10
VLAN ID 10 1 2
(VLAN ID) IP
(VLAN ID) IP
(deny) deny
RADIUS DHCP « )
192.168.1.200 192.168.1.100
[jj] [jj] <<L3 VLAN  >>
v10 10.1.10.254/24 (vid 10)
L3 mgmt  192.168.100.254/24 (vid 100)
| |o VLAN trunk & LAG server 192.168.1.254/24 (vid 192)
(v10/mgmt/temp) temp 10.0.0.254/16 (vid 4094)
— 47-48 |
Web ( IP (mgmt) 192.168.100.1)
URL http://192.0.2.3/
VLAN  DHCP (temp) 10.0.0.1
192.168.1.100
-—{ 1-46
(temp) |
HUB VLAN ID 10
IP 10.1.10.200
VLA ID A0 L1 [ <
IP 10.1.10.100 wwwe ——w—
1 2 VLAN ID 4094
IP 10.1.10.200
7-1 VLAN ID IP
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7.2 Windows

802.1X

802.1X
Windows

Windows
20

Windows ( /

0S Windows XP SP3 Windows Vista Windows 7

7-2

APRESIA EAPOL-Start

APRESIA EAPOL-Start

EAP-Request/EAP-ldentity

RADIUS

APRESIA  RADIUS

EAP-Failure Windows
( ) APRESIA
Windows Vista (

gﬁ EAPOL

\ 4

EAPOL-Start

EAP-Request, ldentity!

PR THSE R :

EAP

EAP-Failure
20

RADIUS

) (Authentication Server)

EAP over RADIUS @

~r

A 4

i EAP-Response, ldentity (

EAPOL-Start i

7-2
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7.2.1 Active Directory
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0 Active Directory

o

Windows Server 2003
1) Windows 2003 Server

() Idif (802.3Schema. Idf)
802.3Schema. Idf Windows Server 2003

# Copyright (c) 2006 Microsoft Corporation
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#  MODULE: 802.3Schema. Idf

# define schemas for these attributes:
#ms-net-ieee-8023-GP-PolicyGUID
#ms-net-ieee-8023-GP-PolicyData
#ms-net-ieee-8023-GP-PolicyReserved

dn: CN=ms-net-ieee-8023-GP-PolicyGUID,CN=Schema,CN=Configuration,DC=X
changetype: ntdsSchemaAdd

objectClass: attributeSchema

IdapDisplayName: ms-net-ieee-8023-GP-PolicyGUID

adminDisplayName: ms-net-ieee-8023-GP-PolicyGUID

adminDescription: This attribute contains a GUID which identifies a specific 802.3 group policy
object on the domain.

attributeld: 1.2.840.113556.1.4.1954

attributeSyntax: 2.5.5.12

omSyntax: 64

isSinglevalued: TRUE

systemOnly: FALSE

searchFlags: 0

rangeUpper: 64

schemaldGuid:: WrCnlLKAWU+cITnmm6oWhA==

showlnAdvancedViewOnly: TRUE

systemFlags: 16

dn: CN=ms-net-ieee-8023-GP-PolicyData,CN=Schema,CN=Configuration,DC=X
changetype: ntdsSchemaAdd

objectClass: attributeSchema

IdapDisplayName: ms-net-ieee-8023-GP-PolicyData

adminDisplayName: ms-net-ieee-8023-GP-PolicyData

adminDescription: This attribute contains all of the settings and data which comprise a group
policy configuration for 802.3 wired networks.

attributeld: 1.2.840.113556.1.4.1955

attributeSyntax: 2.5.5.12

omSyntax: 64

isSinglevalued: TRUE

systemOnly: FALSE

searchFlags: 0

rangeUpper: 1048576

schemaldGuid:: 15SYg1dOkU29TY1+1mnJ9w==

showlnAdvancedViewOnly: TRUE
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systemFlags: 16

dn: CN=ms-net-ieee-8023-GP-PolicyReserved,CN=Schema,CN=Configuration,DC=X

changetype: ntdsSchemaAdd

objectClass: attributeSchema

IdapDisplayName: ms-net-ieee-8023-GP-PolicyReserved
adminDisplayName: ms-net-ieee-8023-GP-PolicyReserved
adminDescription: Reserved for future use
attributeld: 1.2.840.113556.1.4.1956
attributeSyntax: 2.5.5.10

omSyntax: 4

isSinglevalued: TRUE

systemOnly: FALSE

searchFlags: 0

rangeUpper: 1048576

schemaldGuid: = xyfFOwYm602M/RhCb+71zg==
showInAdvancedViewOnly: TRUE

systemFlags: 16

dn:

changetype: ntdsSchemaModify
add: schemaUpdateNow
schemaUpdateNow: 1

# define schemas for the parent class:
#ms-net-ieee-8023-GroupPolicy

dn: CN=ms-net-ieee-8023-GroupPolicy,CN=Schema,CN=Configuration,DC=X
changetype: ntdsSchemaAdd

objectClass: classSchema

IdapDisplayName: ms-net-ieee-8023-GroupPolicy

adminDisplayName: ms-net-ieee-8023-GroupPolicy

adminDescription: This class represents an 802.3 wired network group policy object.
contains identifiers and configuration data relevant to an 802.3 wired network.

governsld: 1.2.840.113556.1.5.252
objectClassCategory: 1

rdnAttld: 2.5.4.3

subClassOf: 2.5.6.0

This class
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systemMayContain: 1.2.840.113556.1.4.1956

systemMayContain: 1.2.840.113556.1.4.1955

systemMayContain: 1.2.840.113556.1.4.1954

systemPossSuperiors: 1.2.840.113556.1.3.30

systemPossSuperiors: 1.2.840.113556.1.3.23

systemPossSuperiors: 2.5.6.6

schemaldGuid:: ajggmRmrRkSTUAy4e00tmw==

defaultSecurityDescriptor:

D:(A; ;RPWPCRCCDCLCLORCWOWDSDDTSW; ; ; DA) (A; ; RPWPCRCCDCLCLORCWOWDSDDTSW; ; ;SY) (A; ;RPLCLORC; ; ; AU)
showlInAdvancedViewOnly: TRUE

defaultHidingValue: TRUE

systemOnly: FALSE

defaultObjectCategory: CN=ms-net-ieee-8023-GroupPolicy,CN=Schema,CN=Configuration,DC=X
systemFlags: 16

dn:

changetype: ntdsSchemaModify
add: schemaUpdateNow
schemaUpdateNow: 1

(b) Ldifde.exe Active Directory
Windows Server 2003 802.3Schema. Idf
( C:¥ )
C:¥Users¥Administrator>cd C:¥
C:¥>
©
( "lab4.hcl.co.jp" )

Idifde -i -v -k -f 802.11Schema.ldf -c DC=X DC=lab4,DC=hcl,DC=co,DC=jp

C:¥>Ildifde -1 -v -k -T 802.11Schema.ldf -c DC=X DC=lab4,DC=hcl,DC=co,DC=jp

Connecting to "ws2003en.lab4.hcl.co.jp"

Logging in as current user using SSPI

Importing directory from file "802.11Schema. Idf"

Loading entries

1: CN=ms-net-ieee-80211-GP-PolicyGUID,CN=Schema,CN=Configuration,DC=Ilab4,DC=hcl,DC=co,DC=jp
Entry modified successfully.
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2: CN=ms-net-ieee-80211-GP-PolicyData,CN=Schema,CN=Configuration,DC=lab4,DC=hcl,DC=co,DC=jp
Entry modified successfully.

3:
CN=ms-net-ieee-80211-GP-PolicyReserved,CN=Schema,CN=Configuration,DC=lab4,DC=hcl,DC=co,DC=jp
Entry modified successfully.

4: (null)
Entry modified successftully.

5: CN=ms-net-ieee-80211-GroupPolicy,CN=Schema,CN=Configuration,DC=lab4,DC=hcl,DC=co,DC=jp
Entry modified successftully.

6: (null)

Entry modified successfully.

6 entries modified successfully.

The command has completed successfully

C:¥>
(d)
a) -
b) 0K
regsvr32 schmmgmt.dll
c) MmMC Active Directory

d) ms-net-ieee-8023-GroupPolicy

“i6 Consolel - [Console Root' Active Directory Schema [ws2003en.labd. hcl.co.jp]iClasses]

) Ble  Action  View Favorites  Window  Help | =15 x|
e~ | B0 RHE| R
() Console Root [ Name [ Type | stabus | Deseription | -]
(=] B3 Active Directory Schema [ws2007 | B2 knkTrsckOMTERLy Struckural  Active  Link-Track-OMT-Entry
[ _I Classes B2 bk TrackolEntry Structural  Active  Link-Track-Viol-Entry
] Attribubes B2 bk Tr acky olume Table Sbructural Active Link-Track-Yolume-Table
B2 localcy Struchural  Active  Locality
B3 loskAndFourd Structural  Active  Lost-And-Found
B2 mailR ecipient Aupdliary fctive  Mail-Recipient J
B2 meeting Struckgral  Active  Meeting
8 ms-net-ieee-8021 1-GroupPolicy Structyral  Active  This class represents an 8., o
8 ms-net-isse-S023-GroupPolicy Strucl‘ﬁrul Active  This class represents an 8, &
B3 ri5-S0L-OLAPCube Struckural  Active MS-SOL-OLAPCube
B2 m5-SOL-OLAPDSt shase Structural  Active  MS-SOL-OLAPDatabase
B2 m5-SOL-OLAPServer Structural  Active  MS-SOL-OLAPServer
B3 m5-50L-50L0at sbase Struckural  Active  MS-SQL-30QLDatabase
B3 m5-50L-S0OLPubbcation Struckural  Active  MS-SCQL-50QLPublication
B2 mS5-SL-SQLReposkory Structural  Active MS-SQL-50LRepository
4 ]| mEms-50L-50LServer Structural  Active  MS-SOL-S0LServer hd|
[ ' [
7-10
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2) Windows Vista (RSAT)
Windows 2003 Server  Windows Vista URL
Windows Vista

Server ( )

http://www.microsoft.com/downloads/details.aspx?displaylang=ja&Fami lyl1D=9ff6e897-23ce
-4a36-b7fc-d52065de9960

@) - - - Windows

(b)

ol Windows DEEE =10] x|

Windows OEREDIEHEEEC L

“
et S e R SR VR i O e

P ] - W e | e

E M SEEERY-I
|, BitLocker FS4 RS-
F | 5AM FRIESTE =Ty W=
| SMTP H—)i— =
| Windows LAFL U= Fh—Ty Wl
IE L A= s —gage—y |
B L AeFr—SRimaRr—IL
B L Zx=a=1— D3R =
= [ EEETR Y-

= |, fctive Directory [F2 H=E2 W=l

|, Active Directory S F2z4 b Fo LI H=E2 W=l
3 |, Active Directory EEBR@EH =2, W=l

|, DHCGP H—)§— ¥l

B | DNS t=)5= "=

[ |. UDDIH—E2 W=

= [ o e P

#= b L FRAa —ER =l
[#] . EnRfH—EA, —

[F1 L. Fi% TCR/IP H—E2 (scho. daytime 1K)
| QK I Azl
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3) Windows Vista
@ - - - 1

(b)
a)
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c)
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S BT AR - AU O
I=[ Default Domain Controllers Polic
=] Default Domain Policy
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s L2 AL —DETILER
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13 =l
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a) Default Domain Policy [ 1
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b) Windows 2008 Server
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0 Windows2003 Active Directory

7.2.2 Windows
802.1X Windows 20
(
( EAPOL-Start
Microsoft ( URL)
Windows7

http://support.microsoft.com/khb/957931

Active Directory
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@ .

"regedit" Enter

e WEETSE L CET

=795 TI0I5hE, TR PR LA b, A=
] SR IUSaZEAAL TR,
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ok [ =t | [ 2EE. |
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@
HKEY_LOCAL_MACHINE¥SOFTWARE¥Mi crosoft¥dot3svc

& LSAkY T2 H=E3
ZrIEY RREE) FRM BRICANG)  ANLTHH)

(7 Directlnput 27 158 Tk

1 DirectMusic 1 REG 57 .

[ DirectPlay (2B)(ERE) - (BEOSHERL)

[0 DirectFlaya

[[3 DirectPlayMATHelp
[ Direct¥

1>

S | L=
23 Downlo MR F-K

{Z Driver ¢ .. EFERIECS)

3 DRM BlIR(D) AN iz}

g Eﬂ?ﬁf 2HDETER DWORD {B(0)

- R M)
% E;t;;ﬁlf }ggg%? A FERSET R T SIB(E)
[ EventS - —r

3 Exchane—r 200670 |

(3 Function Discovery
[l i T PRV eTA,

T4 T/E1—H¥HKEY LOCAL MAGHINE¥SOF TWAREMicrosoftédat3eve
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£
S
|

©) DWORD
(4) BlockTime Enter
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& LSRR T5 14
27 WE) REE) FmW BRILADAE ANFH

H-] Directlnput

=] DirectMusic

-] DirectPlay

F-_] DirectPlayd

- DirectPlayMATHelp
{7 Direct¥

-3 dotdeve

{27 DownloadManager
[ Driver Signing
{7 DRM

[ Dr'Watgon

-1 EAPOL

M- EnterprizeCertificates
#-[] ESENT

#-{_7] EventSystem

#-[_] Exchanze

E

77 Function Discovery
o (55 Conica

[>

BT
(BEED
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LEEL]
REG_SZ
REG_DWORD

| €
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75
(BOEETERL)
000000000 {0}
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7.2.3 EAPOL-Start
EAPOL-Start

Windows Vista

7-20

SP1

261/312

Windows XP

SP3

Active Directory




EAPOL-Start EAPOL-Start
APRESIA  EAP-Request/EAP-Identity

(config-a-def)# dotlx ( port <PORTRANGE> ) | ( lag <LAGRANGE> ) | ( mlag <MLAGRANGE> )
ignore-eapol-start

PORTRANGE ( )
LAGRANGE LAG ID <1-32> ( )
MLAGRANGE /MLAG ID <1-64> ( )

EAPOL-Start

+ 802.1X
 Windows
( 30 )
7-21
( ) APRESIA RADIUS
Windows Vista ( ) (Authentication Server)

= H——

' EAPOL-Start

EAP over RADIUS [ii[}

v

e Y ___

7-21 EAPQOL-Start

0 dotlx timeout tx-period
0(C )
3.17 EAP-Request/EAP-Ildentity
0 EAP-Request/EAP-ldentity
3.17

EAP-Request/EAP-Identity
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7.3 VRRP
AccessDefender  VRRP

(1) VRRP VB
(2) MAC VRRP VRRP VRRP
MAC RADIUS
(3) AccessDefender VRRP  VLAN
MAC
* access-defender static mac VLANID VRRP  VLAN
* MAC VLAN VRRP  VLAN
(4) RADIUS VRRP MAC RADIUS VRRP
(5) Web VRRP

(6) DHCP Snooping

MAC VRRP 7-22 VRRP MAC
RADIUS
OSPF v100 VRRP
RADIUS  DHCP ( ) syslog <<L3 VLAN  >>
192.168.1.200 192.168.1.100 v30 10.1.30.254/24 (vid 30)

v40 10.1.40.254/24 (vid 40)
mgmt 192.168.100.254/24 (vid 100)
server 192.168.1.254/24 (vid 192)

L3
(v30) (v40)
o L
L24 L24
VRRP(Master) 22 22 VRRP(Backup)
MAC IP (v20Y  (v20) MAC  ( IP
(mgmt) 192.168.100.1) (mgmt) 192.168.100.2)
L2t J L2t J
(vi0) (v10)
L2
7-22 MAC VRRP

7-22 VRRP(Master)
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(config)# logging ip 192.168.1.100 localO info
syslog ( info

(config)# vlan database
(config-vlan)# vlan 10 name v10
(config-vlan)# vlan 20 name v20
(config-vlan)# vlan 30 name v30
(config-vlan)# vlan 100 name mgmt
VLAN ( VLAN "mgmt"
VLAN "v10"™ "v20" "v30"

(config)# interface port 1/21
(config-if-port)# switchport access vlan 10
(config)# interface port 1/22
(config-if-port)# switchport access vlan 20
(config)# interface port 1/24
(config-if-port)# switchport access vlan 30
VLAN  access

(config)# interface vlan 10

(config-if-vlan)# ip address 192.168.10.1/24

(config)# interface vlan 20

(config-if-vlan)# ip address 192.168.20.1/24

(config)# interface vlan 30

(config-if-vlan)# ip address 192.168.30.2/24
VLAN IP

(config)# interface vlan 100
(config-if-vlan)# ip address 192.168.100.1/24
VLAN(mgmt) 1P

(config)# ip route 0.0.0.0/0 192.168.100.254
« )

(config)# router ospf 1

(config-router)# passive-interface vlan 10

(config-router)# network 0.0.0.0 0.0.0.0 area 0
OSPF ( )

(config)# router vrrp 10 vlan 10
(config-router)# virtual-ip 192.168.10.1 master
(config-router)# accept-mode enable
(config-router)# enable
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VRRP(Master) ( )

(config)# aaa radius 1 host 192.168.1.200 key apresia
(config)# aaa authentication mac radius 1
RADIUS ( ) (
INDEX 1  RADIUS MAC

(config)# access-defender
(config-a-def)# packet-filter2 max-rule 128

@tz > C )
128

(config-a-def)# mac-authentication port 1/21
MAC (1/721) ( )

(config-a-def)# mac-authentication password 1g2w3e
MAC ( )

(config)# mac-authentication enable
MAC ( )
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8 AccessDefender

8.1

syslog

(syslog)

?) APRESIA
syslog

8-1

APRESIA

(
show logging

No.

notice

<radius|force|local> authentication succeeded : uid=<USER>

notice

<web|gateway |mac|dotlx]dhcpsnooping|static> : login
succeeded : uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<PORTNO>
[ vid=<VID> ] [ new vid=<VID> ] [ class=<CLASSID> ]
<web|gateway |mac|dotlx]dhcpsnooping|static> : login
succeeded : uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<LAGNO>
[ vid=<VID> ] [ new vid=<VID> ] [ class=<CLASSID> ]
<web]gateway |mac|dotlx]dhcpsnooping|static> : login
succeeded : uid=<USER> mac=<MACADDR> ip=<IPADDR> port=MLAG
<DOMAIN>/<MLAG ID> [ wvid=<VID> ] [ new vid=<VID> 1]
[ class=<CLASSID> ]

notice

<radius|force|local> authentication failed : uid=<USER>

notice

<web]gateway |mac|dotlx]|dhcpsnooping|static> : login failed :
uid=<USER> mac=<MACADDR> i p=<IPADDR> port=<PORTNO>
[ vid=<VID> ] [ new vid=<VID> ]

<web]gateway |mac|dotlx]|dhcpsnooping|static> : login failed :
uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<LAGNO> [ vid=<VID>]
[ new vid=<VID> ]
<web]gateway|mac|dotlx]|dhcpsnooping|static> : login failed :
uid=<USER> mac=<MACADDR> ip=<IPADDR> port= MLAG <DOMAIN>/<MLAG
ID> [ vid=<VID> ] [ new vid=<VID> ]

notice

<web]gateway |mac|dotlx]|dhcpsnooping|static> : logout(<TYPE>):
uid=<USER> mac=<MACADDR> i p=<IPADDR> port=<PORTNO>
[ vid=<VID> ] [ new vid=<VID> ] [ class=<CLASSID> ]
<web]gateway |mac|dotlx]|dhcpsnooping|static> - logout(<TYPE>):
uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<LAGNO> [ vid=<VID>]
[ new vid=<VID> ] [ class=<CLASSID> ]

<web]gateway |mac|dotlx]|dhcpsnooping|static> : logout(<TYPE>):
uid=<USER> mac=<MACADDR> ip=<IPADDR> port=MLAG <DOMAIN>/<MLAG
ID> [ vid=<VID> ] [ new vid=<VID> ] [ class=<CLASSID> ]

warning

<web ] gateway |mac|dotlx]dhcpsnooping|discard|deny|static>
the number of terminals on switch is full : uid=<USER>
mac=<MACADDR> ip=<IPADDR> port=<PORTNO> [ vid=<VID> ]

266/312




No.

<web ] gateway |mac|dotlx]dhcpsnooping|discard|deny|static>

the number of terminals on switch is full : uid=<USER>
mac=<MACADDR> ip=<IPADDR> port=<LAGNO> [ vid=<VID> ]
<web]gateway |mac]dotlx]dhcpsnooping|discard|deny]static>

the number of terminals on switch is full : uid=<USER>
mac=<MACADDR> ip=<IPADDR> port=MLAG <DOMAIN>/<MLAG ID>
[ vid=<VID> ]

warning

<web]gateway|mac|dotlx]|dhcpsnooping|static> : the number of
terminals on port <PORTNO> is full : uid=<USER> mac=<MACADDR>
ip=<IPADDR> port=<PORTNO> [ vid=<VID> ]
<web]gateway|mac]dotlx]|dhcpsnooping|static> : the number of
terminals on port <LAGNO> is full : uid=<USER> mac=<MACADDR>
ip=<IPADDR> port=<LAGNO> [ vid=<VID> ]
<web]gateway|mac|dotlx]|dhcpsnooping|static> : the number of
terminals on port MLAG <DOMAIN>/<MLAG_ID> is full : uid=<USER>
mac=<MACADDR>  ip=<IPADDR> port=MLAG <DOMAIN>/<MLAG ID>
[ vid=<VID> ]

warning

<web|mac|dotix> : vlan assignment failed : uid=<USER>
mac=<MACADDR>  ip=<IPADDR> port=<PORTNO> vid=<VID> new
vid=<VID>

<web|mac|dotix> : vlan assignment Tfailed : uid=<USER>
mac=<MACADDR> ip=<IPADDR> port=<LAGNO> vid=<VID> new vid=<VID>
<web|mac|dotix> : vlan assignment failed : uid=<USER>
mac=<MACADDR> ip=<IPADDR> port=MLAG <DOMAIN>/<MLAG ID>
vid=<VID> new vid=<VID>

VLAN

warning

port <PORTNO> has already been assigned to another vlan :
uid=<USER> port=<PORTNO> [ new vid=<VID> ]

port <LAGNO> has already been assigned to another vlan
uid=<USER> port=<LAGNO> [ new vid=<VID> ]

port MLAG <DOMAIN>/<MLAG ID> has already been assigned to
another vlan : uid=<USER> port=MLAG <DOMAIN>/<MLAG ID> [ new
vid=<VID> ]

VLAN
(RADIUS/Local

)

10

warning

<web|mac|dotlx|static> : port <PORTNO> has already been
assigned to another vlan : uid=<USER> mac=<MACADDR> ip=<IPADDR>
port=<PORTNO> vid=<VID> [ new vid=<VID> ]
<web|mac]dotlx|static> : port <LAGNO> has already been assigned
to another vlan : uid=<USER> mac=<MACADDR> ip=<IPADDR>
port=<LAGNO> vid=<VID> [ new vid=<VID> ]
<web|mac|dotlx|static> : port MLAG <DOMAIN>/<MLAG ID> has
already been assigned to another vlan : uid=<USER> mac=<MACADDR>
ip=<IPADDR> port=MLAG <DOMAIN>/<MLAG ID> vid=<VID> [ new
vid=<VID> ]

VLAN

11

warning

radius(<IPADDR>) timeout : uid=<USER>

RADIUS
(RADIUS
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No.

)
12 | info dhcpsnooping : mode-timer started MODE TIMER
13 | info dhcpsnooping : mode changed to deny automatically TIMER MODE
(DENY)
14 | info dhcpsnooping : mode changed to deny manually CLI MODE
(DENY)
15 | info dhcpsnooping : mode changed to permit manually CLI MODE
(PERMIT)
16 | info dhcpsnooping : mode changed to mac-authentication mode enable | CLI MODE
(MAC-AUTHENTICATION
)
17 | info dhcpsnooping : mode changed to mac-authentication mode disable | CLI MODE
(MAC-AUTHENTICATION
)
18 | notice |web : login rejected : uid=<USER> mac=<MACADDR> ip=<IPADDR> | TTL
port=<PORTNO> vid=<VID> ttl=<TTL>
web : login rejected : uid=<USER> mac=<MACADDR> ip=<IPADDR>
port=<LAGNO> vid=<VID> ttl=<TTL>
web : login rejected : uid=<USER> mac=<MACADDR> ip=<IPADDR>
port=MLAG <DOMAIN>/<MLAG ID> vid=<VID> ttl=<TTL>
19 | info <CLIENT_IP>(<USER_AGENT>) <PROTOCOL> <URL> Web
8-2
TYPE
aging aging
web Web
maxtime
cli access-defender-logout
config change
link down
overwrite
logoff logoff
reauth failure
reauth failure supp-timeout
reauth vlan change VLAN
reauth user name change
reauth class change ID
port initialization
release IP
expire IP
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TYPE

ping

logout ping
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8.2

AccessDefender ( 8-3
8-3 AccessDefender
No.
1 Violation of TCP Port Number. URL
23(telnet)
URL
PORT
2 No Packet-filter2 entry. packet-filter2 max-rule
web-authentication enable mac-authentication
enable
3 Violation of RADIUS Index. aaa authentication RADIUS
indexl index2 index
4 No RADIUS entry. aaa authentication RADIUS
indexl index2  index
5 % Invalid SSL files. SSL ( )
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DHCP

APRESIA

SSL
AccessDefender

SSL(Secure Socket Layer)
SSL

APRESIA

9 SSL

SSL

(SSL

URL
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9.1SSL
APRESIA

] (CSR Certificate Signing Request) ( 9.2

@

ssl gencsr

&)
copy csr tftp
©)

*
TFTP

]
@

OpenSSL
®

®
TFTP

)

TFTP

(CA)

copy file https-file

(CA)

copy File https-file

(443)
PEM(Privacy Enhanced Mail)
128 ASCI I
n ? I

272/312



9.2

9.2.1
ssl gencsr RSA
MD5
(config)# ssl gencsr rsakey [ <KEYLENGTH> ]
KEYLENGTH <512-2048>
. 1024

(config)# ssl gencsr rsakey 512

Country Name (2 letter code):JP

State or Province Name (full name):Tokyo
Locality Name (eg, city):shibuya-ku
Organization Name (eg, company):apresia
Organizational Unit Name (eg, section):network
Common Name (YOUR domain name):192.0.2.3
Email Address:xxx@apresia.jp

Generating a 512 bit RSA private key
.t

.t

Writing new private key

Writing to flash memory. ..

done.
9-1

Country JP 2
State or Province Tokyo 1 128
Locality shibuya-ku 1 128
Organization example.corp 1 64
Organizational Unit section 1 1 64
Common Name ( ) http://www.example.com/ 1 64
Email Address ttt@example.com 1 128
Common Name

0 e Country

A7)
0 Common Name(CN) APRESIA URL
( https://192.0.2.3/ URL ) URL  CN
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ESUEF D 3
O COY IR THTEIR, FOANSSEAIEN L EEENS LS
I DEG A UL, CDHA MO IR ORI S0 3,
@ COtETERAEE (SESLHRENGRITAN TS,
@ COtFITEREEOREENTT.

M E#lUj"'{EEEHE(JJ%Eﬁﬂ“?!&?JJE'&éﬂ\ FEEHA bRr—E LY

ETLEFMT

T T e

9-2 URL

o Web CPU

show ssl csr

# show ssl csr
Certificate Request:
Data:

Version: 0 (0x0)

Subject: C=JP, ST=Tokyo, L=shibuya-ku, O=apresia, OU=network, CN=192.0.2.
3/emailAddress=xxx@apresia.jp

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (512 bit)

Modulus:
00:9e:db:91:c9:1e:42:3c:fd:7a:06:c0:be:a2:89:
6a:10:56:8f:a0:2b:d2:¢9:36:f5:f0:b7:ad:e4:2b:
86:5e:5d:36:43:3b:75:45:7f:bc:9f:el:11:b7:db:
5a:18:a9:25:8b:5F:1a:37:e6:01:1e:40:6c:7c:1f:
fh:7d:fc:4F:19

Exponent: 65537 (0x10001)

Attributes:
a0:00
Signature Algorithm: md5WithRSAEncryption
29:3b:aa:46:97:64:0a:b2:b9:71:b0:1d:¥2:40:0c:96:fa:cd:
47:4b:ed4:67:9a:cf:47:4F:df:87:8e:21:7e:4F:a6:bd:de:1a:
7b:ce:5a:98:31:47:74:b3:a9:0f:e5:bd:54:81:4f:25:ff:ad:
08:6e:be:07:76:b2:04:be:h9:Ff
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9.2.2
copy csr tftp TFTP

# copy csr tftp 192.168.1.1 CSR

TFTP (192.168.1.1)
9.2.3
9.2.4
TFTP copy file https-file
(PEM )
0 APRESIA PEM
< >

kugHFw==

M11CQDCCAakCAQIWDQYJKoZ IhveNAQEEBQAWGYOXCzAJBgNVBAYTAKpQMQ4wDAYD
VQQIEWVUb2t5bzETMBEGALUEBXMKQ2hpeW9kYS1rd TEMMAOGALUEChMDSENMMQww
CgYDVQQLEWNMQU IxHDAaBgNVBAMUEOFwcmVzaWFFQOEOMS4xL j EuMSkxHzAdBgkq

50y7tc+1mAKshvPTNdjFHSQi ptfymyJnGd/50//Zz0a5tXk+eQQLpLpypx2d60WN
WvAD2CC763Z9GRQbDY 1 1Th8Mz86Y0J061LpNhc8906FE1p1QF+LIxrdTUFAUeOmo

# copy tftp 192.168.1.1 apresiacerts.pem https-certificate

TETP (192.168.1.1)
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9.3

AccessDefender

(

CA)

SSL

L

9.3.1
OpenSSL
OpenSSL(0.9.7a)

(€)) CA
Vi

CA

(/usr/share/ssl/openssl.cnf)

Linux

# OpenSSL example configuration file.
# This is mostly being used for generation of certificate requests.

[ usr_cert ]

# This is OK for an SSL server.

nsCertType = server

[ v3 ca ]

# Some might want this also

nsCertType = ssICA, emailCA

) CA

openssl.cnf

OpenSSL  Perl

# mkdir /opt/apresia_certs

CA

CA
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# cd /opt/apresia_certs
CA

# /usr/share/ssl/misc/CA.pl -newca
Perl CA

# /usr/share/ssl/misc/CA.pl -newca

CA certificate filename (or enter to create)
Enter

Making CA certificate ...

Generating a 1024 bit RSA private key

___________________________________________ ++++++

I b ot o ot

writing new private key to "./demoCA/private/cakey.pem” <--CA

Enter PEM pass phrase: CA

Verifying - Enter PEM pass phrase: CA

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ".", the field will be left blank.

Country Name (2 letter code) [GB]:JP

State or Province Name (full name) [Berkshire]:Tokyo

Locality Name (eg, city) [Newbury]:Chiyoda-ku

Organization Name (eg, company) [My Company Ltd]:apresia

Organizational Unit Name (eg, section) []:LAB

Common Name (eg, your name or your server"s hostname) []:APRESIA CA

Email Address []:admin@apresia.jp

#

0

# 11 /opt/apresia_certs/demoCA/

total 24

-rw-r--r-- 1 root root 1265 Dec 17 17:39 cacert.pem(CA
drwxr-xr-x 2 root root 4096 Dec 17 17:37 certs
drwxr-xr-x 2 root root 4096 Dec 17 17:37 crl
-rw-r--r-- 1 root root 0 Dec 17 17:37 index.txt
drwxr-xr-x 2 root root 4096 Dec 17 17:37 newcerts
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drwxr-xr-x 2 root root 4096 Dec 17 17:37 private(CA
-rw-r--r-- 1 root root 3 Dec 17 17:37 serial
#

(3) CA DER(Distinguished Encoding Rules)

# openssl x509 -inform PEM -in cacert.pem -outform DER -out ca.der

ca.der CA( APRESIA CA)
EBUEF D X
0, COHT R IEhTEL. EMOANSERIONENEEEND IS
I N3LA LDl SO MR TSRS RN B0,
Ay COEENTEERE (SRR R NATETEN TLEH A ST98
EEFT L. ORISR N E ML TR e
@ OtETEEEE0B AT,
@ COURTAEARCE. FRTLLSELTLBA -SRI~
SEIGREENE S .
wTLET e
T T e
9-3

(4) APRESIA
# openssl genrsa -out apresiakey.pem 512 <-- 512 (
Generating RSA private key, 512 bit long modulus
_______ et
B o
e 1s 65537 (0x10001)
#
) APRESIA

# openssl req -new -key apresiakey.pem -out apresia.csr

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,

IT you enter *.", the field will be left blank.

Country Name (2 letter code) [GB]:JP

State or Province Name (full name) [Berkshire]:Tokyo
Locality Name (eg, city) [Newbury]:Chiyoda-ku
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Organization Name (eg, company) [My Company Ltd]:apresia

Organizational Unit Name (eg, section) []:SE

Common Name (eg, your name or your server"s hostname) []:192.0.2.3 <--
Email Address []:xxx@apresia.jp

Please enter the following “"extra® attributes
to be sent with your certificate request

A challenge password []: Enter

An optional company name []: Enter

#
0 Common Name(CN) APRESIA URL
( https://192.0.2.3/ URL ) URL  CN
ER O RIS R, [FAA LSS RSN TR NS 3D
] NEH Ae LIL. @A MOTH 1) TSERE DR TN 2.
@ COTFITEIEREE. (SRS TIRMEN AR TEN T E .
& COEFITEEREOEMEEMT .
M E*/%:LUf{EEﬂﬁémﬁﬁﬂ‘ﬁﬁhﬁﬁém Fhldth bRl —ELEY
FErTLETmT
[ duw ) tore | [GEREORTW
9-4 URL
9.3.2
CA
[€)) CA  X.509
1 (l 1] _daysl L] )

# openssl x509 -CA cacert.pem -CAkey private/cakey.pem -CAserial serial -req -days 365 -in

apresia.csr -out apresiacerts.pem

Signature ok

subject=/C=JP/ST=Tokyo/L=Chiyoda-ku/O=apresia/OU=SE/CN=192.0.2.3/emai lAddress=xxx@apresia
-Jp

Getting CA Private Key

Enter pass phrase for private/cakey.pem: CA

#
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9.3.3
TFTP copy File https-file

(PEM )

< >

M11CQDCCAakCAQIWDQYJIKoZ IhvcNAQEEBQAWQYOXCzAJBgNVBAYTAKpQMQ4wDAYD
VQQIEWVUb2t5bzETMBEGALUEBXMKQ2hpeW9kYS1rdTEMMAOGALUEChMDSENMMQww

WvAD2CC763Z9GRQbDY 11 Th8Mz86Y0J061LpNhc8906FE1p1QF+LIxrdTUFAUeOmo
kugHFw==

M1 1BPAIBAAJBANT i 06vXJPQax8WVyg+tml 27F7 1dnOukmzn 1 1W4nChjS1p/yw3hD
i+i ZDJ tYHHWnbVFFMUO/OK8AAMIZwe SROOUCAWEAAQJIAADIYCNDOFF/ox INQuaZi

Jt+Hd71LcgrDuwl hAJZOgMKVAWEXY i jwJStP1GR17nSqzjGud/uzhWomBDnAiEA
sOutik/2Z1Z11A1Wua+1XROc311+h1usGvQMrLtltni=

# copy tftp 192.168.1.1 apresiacerts.pem https-certificate
TFTP (192.168.1.1)

# copy tftp 192.168.1.1 apresiakey.pem https-private-key
TFTP (192.168.1.1)

0 APRESIA PEM

DES 3DES

o
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9.3.4
CA DER
APRESIA_CA)

D) CA DER ( ca.der)

48288 | SI8A0MA

AT O

o GA L - RIS EENTOI Y A, SEEEMCIDCE
%EEHHEEE N — M HEEOA P A A - LTE

BT Apresia GA

FEiTH: fpresia_GA

HEARE 20041247 fb 200541247

&)

SEHFDA AR —F D —F

AAEDA R -+ D -1 DEE

coof— BT, SHAE. SEREEFRIAL. LTSRS
AbETAGMEEHAE NP -LES.

SPARERBIC S TR TENREIEAE, 1 —H - ID ®HEEL. T4
FrgELLD, 2RI TF T TR R M-
FDEMOEIES AT SEERE AN, EEEREMNFEEN
SYATL ETFRETT,

FETEEEE, Dan] B OLTHEED.

oRnms ) [ &ebt |

9-6

®
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SEHFDA R —F O —

SEREALF
SEEREA M P EEAE M EENEY AT L EOSBET T,

SRR ET BT EET
# )

OEEREEIATROAIPIEETDE

{Fal [ et | [ Feut |

9-7
®
SEEBDA Rk - F
TRBQA VR~ kDT
SREDA Lt — b et - BIERFE T Lt L,
AOEREMEESNELE
FHRENESIREALF S -FTEeicREsNET
P& ZE8AE
FalE | ®T ] [ Fe |
9-8
®)

»— BB LT %]

'\_\ PRMEEERE RN - A FPIEmILE T
= HHrh | admin@apresiajp, Apresia GA, LAB, HGL, Chiyoda—ku, Tokya, JP

HiTE BCET -
HrhERT: 20045R12 A178 s 20085128178 #T
LTFIEE 00

JBEN (=hal) 54900204 1 4B21214 EC282504 BFZEBES3C B2DER0SS
1BEN (mdEXBESCESVE 6BC3B0YF 4725BFBD 5GG19FED

(3,97 (W)

9-9
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(©)

(7) Internet Explorer

CA

OK

| Emzo At ook K]

\i) EL4A k= hENE L,

9-10

B [<FAT> v]
@A | Em@A | SPRESTIALERE | S9SN/ — EIBAIRE | (SERsnnReT
HEhHARR IR A
g o 500 17 =]
ElSymantec Foot GA Symantec Foot GéA 2011./05/M <l
[E] Autoridad Certifica.  Autoridad Certificado..  2009/06/29 futaridad Certifi.
[E] Autoridad Certifica.  Autoridad Gertificado..  2009/06/30 Autaridad Certifi.
[ElBeleacom E-Trust .. Beleacom E-Trust Pri.  2010/01/21 Beleacom E-Tru..
Elcertiposte Glasse .. Certipogte Clazse A . 2018/06/24 Certiposte Editeur
ElCertiposte Serveur  Certiposte Serveur 2018/06/24 Certiposte Serve..
ECertizien Autoridad.. Certisign Autoridade .. 2018/06/27 Certizien Autorid.. 3
[(oA-t0. | [Toak-te. ) [ ARE | ST -
SHEREME Y
{FAT>

Tl

9-11 CA
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9.4 URL
APRESIA URL SSL
APRESIA

3 APRESIA Ac E
| Zpf0ter REE RTW  BRCANG YD ALFH
| PEVAD? &) hips:/ /1920237 x| @

APRESIA AccessDefender

——
Password I

(&) m—TETEngLE )
9-12 URL (SsL )

9.5 ( )

# erase ssl-files
Erasing from flash memory. ..
done.

0
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9.6

CA

CA

CA

9-13 SSL

SSL

9-14 SSL (
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9.6.1
9.2 (
CA
CA 1

9.2.4

M11D1zCCAWCgAwIBAg 1 JAK1g1Sk5D/FCMAOGCSQGS 1b3DQEBBQUAMIGXMQsSWCQYD
VQQGEWJKUDEOMAWGALUECBMFVGIOreW8xEzARBgNVBACTCkNoaX 1 vZGEta3UxFjAU

uGyyalKP8/57Me 1Wb4vkDZF+D9XuOYbigRJIIWulwjR2UFM4P69zBkTEOHeb IWbhoz

M11CojCCAgugAwlBAg 1 JAKIg1Sk5D/FBMAOGCSqGS 1b3DQEBBQUAMHWXCZAJIBgNV
BAYTAkpQMQ4wDAYDVQQ I EwVUb2t5bzEWMBQGALUEChMNSGIOYWNoaS1DYWJISZTEL

5nA52bQ I cEcDketgTWeNg5TidFOJEIXDIiDNB7v3IGVY59J3rycVusdyN4+cPgfyY
CN8nTz0q

HTTPS

APRESIA

CA

(config-a-def)# web-authentication https-port 8443
% Invalid SSL files.

9.6.2

AccessDefender SSL
( CA CA)
0S
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OpenSSL Linux
OpenSSL(0.9.81) CA CA

openssl.cnf ( CA )

v

CA

v

CA

APRESIA

< <« <« <«

( CA )
(1) /usr/local/ssl/openssl.cnf

o [ CA_default ] unique_subject no

#' g
[ CA_default ]
C )
unique_subject = no <--
C )

o [ my_v3 ext ]
/usr/local/ssl/openssl.cnf

[ my v3 ext ]
basicConstraints = CA:true <--
(@) CA
openssl.cnf CA OpenSSL
Perl

# /usr/local/ssl/misc/CA.pl -newca
CA certificate filename (or enter to create)
Enter
Making CA certificate ...
Generating a 1024 bit RSA private key
_____________________________________________________________ ++++++
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writing new private key to "./demoCA/private/cakey.pem” <--CA
Enter PEM pass phrase: CA

Verifying - Enter PEM pass phrase: CA

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ".", the Ffield will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Tokyo

Locality Name (eg, city) []:Chiyoda-ku

Organization Name (eg, company) [Internet Widgits Pty Ltd]:apresia
Organizational Unit Name (eg, section) []:NE

Common Name (eg, YOUR name) []:Apresia_RootCA

Email Address []:admin@apresia.jp

Please enter the following “"extra® attributes
to be sent with your certificate request
A challenge password []: Enter
An optional company name []: Enter
Using configuration from /usr/local/ssl/openssl.cnf
Enter pass phrase for ./demoCA/private/cakey.pem: CA
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
a9:6a:d5:29:39:0f:f1:40
Validity
Not Before: Nov 6 14:12:00 2008 GMT
Not After : Nov 6 14:12:00 2011 GMT

Subject:
countryName = JP
stateOrProvinceName = Tokyo
organizationName = apresia
organizationalUnitName = NE
commonName = Apresia_RootCA
emailAddress = admin@apresia.jp

X509v3 extensions:
X509v3 Subject Key ldentifier:
80:89:AC:3B:E9:F3:4F:06:0B:D7:8D:41:3A:34:57:98:97:4C:21:39
X509v3 Authority Key ldentifier:
keyid:80:89:AC:3B:E9:F3:4F:06:0B:D7:8D:41:3A:34:57:98:97:4C:21:39
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DirName:/C=JP/ST=Tokyo/O=apresia/OU=NE/CN=Apresia_RootCA/
emai lAddress=admin@apresia. jp
serial :A9:6A:D5:29:39:0F:F1:40

X509v3 Basic Constraints:
CA:TRUE
Certificate is to be certified until Nov 6 14:12:00 2011 GMT (1095 days)

Write out database with 1 new entries
Data Base Updated

2
» cacert.pem( CA )
 cakey.pem( CA )

0

CA DER(Distinguished Encoding Rules)
(ca.der)

# openssl x509 -inform PEM -in cacert.pem -outform DER -out ca.der

3) CA

. CA

# /usr/local/ssl/misc/CA.pl -newreq
Generating a 1024 bit RSA private key
+H++++

_______________________________________________ ++++++
writing new private key to "newkey.pem®

Enter PEM pass phrase: CA

Verifying - Enter PEM pass phrase: CA
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ".", the field will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Tokyo

Locality Name (eg, city) []:Chiyoda-ku

Organization Name (eg, company) [Internet Widgits Pty Ltd]:apresia
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Organizational Unit Name (eg, section) []:NE
Common Name (eg, YOUR name) []:Apresia_lIntermediateCA
Email Address []:ica@apresia.jp

Please enter the following "extra® attributes

to be sent with your certificate request

A challenge password []: Enter

An optional company name []: Enter

Request is in newreq.pem, private key is in newkey.pem

2
* newkey.pem( CA )
* newred.pem( CA )
. CA

# mv newkey.pem icakey.pem
# mv newreq.pem icareq.pem

. CA ( CA )

# openssl ca -policy policy anything -extensions my v3 ext -out icacert.pem -infiles
icareq.pem
Using configuration from /usr/local/ssl/openssl.cnf
Enter pass phrase for ./demoCA/private/cakey.pem: CA
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
a9:6a:d5:29:39:0f:f1:41
Validity
Not Before: Nov 6 14:19:00 2008 GMT
Not After : Nov 6 14:19:00 2009 GMT

Subject:
countryName = JP
stateOrProvinceName = Tokyo
localityName = Chiyoda-ku
organizationName = apresia
organizationalUnitName = NE
commonName = Apresia_lntermediateCA
emai lAddress = ica@apresia.jp

X509v3 extensions:
X509v3 Basic Constraints:
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CA:TRUE
Certificate is to be certified until Nov 6 14:19:00 2009 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

* icacert.pem( CA )
©)
» APRESIA Web

# /usr/local/ssl/misc/CA.pl -newreq
Generating a 1024 bit RSA private key
_HH++Ht

___________________________ ++++++
writing new private key to “newkey.pem®

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

IT you enter ".", the field will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Tokyo

Locality Name (eg, city) []:Chiyoda-ku

Organization Name (eg, company) [Internet Widgits Pty Ltd]:apresia
Organizational Unit Name (eg, section) []:NE

Common Name (eg, YOUR name) []:192.0.2.3 <--
Email Address []:srv@apresia.jp

Please enter the following "extra® attributes

to be sent with your certificate request

A challenge password []: Enter

An optional company name []: Enter

Request is in newreq.pem, private key is in newkey.pem
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» newkey.pem( )

* newreq.pem( )
0 Common Name(CN) APRESIA URL
( https://192.0.2.3/ URL ) URL  CN

L

# mv newkey.pem srvkey.pem
# mv newreq.pem srvreq.pem

. ( CA )

# openssl ca -policy policy_anything -keyfile icakey.pem -cert icacert.pem -out srvcert.pem
-infiles srvreq.pem
Using configuration from /usr/local/ssl/openssl.cnf
Enter pass phrase for icakey.pem: CA
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
a9:6a:d5:29:39:0f:f1:42
Validity
Not Before: Nov 6 14:22:00 2008 GMT
Not After : Nov 6 14:22:00 2009 GMT

Subject:
countryName = JP
stateOrProvinceName = Tokyo
localityName = Chiyoda-ku
organizationName = apresia
organizationalUnitName = NE
commonName = 192.0.2.3
emai lAddress = srv@apresia.jp

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key ldentifier:
C5:D2:1E:9F:13:8C:05:F2:1D:C1:98:FE:84:C8:0E:63:E0:7C:57:3A
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X509v3 Authority Key ldentifier:

DirName:/C=JP/ST=Tokyo/O=apresia/OU=NE/CN=Apresia_RootCA/

emai lAddress=admin@apresia.jp
serial :A9:6A:D5:29:39:0F:F1:41

Certificate is to be certified until Nov 6 14:22:00 2009 GMT (365 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

» srvcert.pem( )

®)

(srvcert._pem) CA (icacert._pem)

# cat srvcert._pem icacert.pem > chaincert.pem

< CA >

M1 1D1zCCAwCgAwIBAg 1 JAK1g1Sk5D/FCMAOGCSQGS 1b3DQEBBQUAMIGXMQsSWCQYD
VQQGEWJKUDEOMAWGALUECBMFVGOreW8xEzARBgNVBACTCkNoaX 1 vZGEta3UxFjAU

uGyyalKP8/57Me IWb4vkDZF+D9XuQYbigRJ IWulwjR2UFM4P69zBkFEoHeb IWboz
RLLvbJdFfTKcCrel=

M11C0jCCAgugAwIBAG 1 JAKIg1SKk5D/FBMAOGCSGGS I b3DQEBBQUAMHWXCZAIBGNY
BAYTAKpQMQ4wDAYDVQQ I EwVUb2t5bzEWMBQGALUEChMNSG 10YWNoaS1DYWISZTEL

5nA52bQ I cEcDketgTWeNg5TidFOJEIXDIiDNB7v31GVY59J3rycVusdyN4+cPgfyY
CN8nTz0q

HTTPS
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(config-a-def)# web-authentication https-port 443
% Invalid SSL files.

(6) APRESIA (

)

(chaincert.pem) (srvkey.pem)  APRESIA

# copy tftp 192.168.1.1 chaincert.pem https-certificate
TFTP (192.168.1.1)

# copy tftp 192.168.1.1 srvkey.pem https-private-key

TFTP (192.168.1.1)
Q) ( CA )
CA (ca.der)
9.3.4
9.6.3 URL ( )
APRESIA

CA

<} APRESIA AccessDefender - Microsoft Internet Explor

=]
| 7AME REE FTFW BRCANG Y-MD  ANIH |
|0Fs -O - R @ Pus >|| Google |G~ > O~
| FPELAD) ] https:/#1920.23/ R

APRESIA AccessDefender

User ID NG
Password NG

login f reset

[&] el
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9-15

SSL

28 |zt | m8R00a |

URL sL )

29 |z ZEORO/AR |

SERE QT

~EEERMIALE)

Apresia_RootCh

COAHOHE 69:
+UE=b JE21-50 ID #HEELTD

[ fpresia_IntermediateGa
192023

FETT5E: 192023

BiTH: Apresia_ntermediateGA

HEEAE 200811706 G 2009411706

SHERE DT |

SFERE|MIAEES):

CEEAEIERESNE T s

295/312




10

AccessDefender 10-1

10-1

Version

8.06.01 AE0S-80601-RC001 | AccessDefender
* MAC
* Web
e dotlX
e Gateway

« DHCP-Snooping

e VLAN
« Web/MAC(*'web-authentication mac-authentication-password™)
. ("interface lag")
e L3
8.06.02 AE0S-80602-RC002 | AccessDefender dotlX ("'dotlx port
1/1-2 re-authenticate™)
8.07.01 AE0S-80701-RC004 | AccessDefender
e DHCP Snooping
e L3
* Web/MAC
. (""aaa authentication web <ID>")
8.07.01 AE0S-80701-RC028 | AccessDefender "mac-authentication password
<PASSWORD>" 57
8.08.01 AE0S-80801-RC003 | AccessDefender WEB Gateway TTL
¢ "web-authentication ttl <TTL> port <PORTRANGE>"
¢ "web-authentication ttl <TTL> lag <LAGRANGE>"
8.08.01 AE0S-80801-RC004 | AccessDefender WEB Gateway PING
« "logout ping dst-ip <IPADDR>"
e "logout ping ttl <TTL>"
8.08.01 AE0S-80801-RC005 | AccessDefender
e "aaa-local-db add user <USERID> [password <PASSWORD>] [vlan
<VID>]"
» "aaa-local-db del user <USERID>"
8.08.01 | AE0S-80801-RC006 | AccessDefender 802.1X MAC
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802.1X/MAC (""dotlx
mac-authentication-password’)
8.08.01 AE0S-80801-RC031 | AccessDefender DHCP-snooping log "Mode
changed to DENY automatically” "mode changed to DENY automatically"
8.08.01 AE0S-80801-RC063 | AccessDefender "no web-authentication http-port”
2
http-port
8.08.01 AE0S-80801-RC064 | AccessDefender access-defender-deny 1P
8.08.01 AE0S-80801-RC065 | SSL "ssl gencsr rsakey" Ctrl+C --> Ctrl+T
8.08.02 AE0S-80802-RC010 | AccessDefender 802.1X
8.08.02 AE0S-80802-RC030 | DHCP Snooping "dhcp-snooping enable™
DHCP Snooping DHCP
L3
8.08.02 AE0S-80802-RC034 | AccessDefender %s UserID Web
8.10.01 AE0S-81001-RC001 | Apresial3000-X24-PSR AccessDefender (802.1X )
8.10.01 AE0S-81001-RC002 | AccessDefender ( )
2
8.10.01 | AEOS-81001-RC023 | DHCP Snooping DHCP DHCP VLAN
DHCP DHCP ACK
8.10.02 AE0S-81002-RC002 | AccessDefender WEB
8.10.02 AE0S-81002-RC010 | AccessDefender MAC access-defender-logout
"% Handle init error” "no
mac-authentication enable"
8.11.01 AE0S-81101-RC010 | AccessDefender
('logout linkdown time <TIME>" )
e "logout linkdown time port <PORTS> enable"
« "logout linkdown time <TIME>"
8.11.01 AE0S-81101-RC011 | AccessDefender WEB/MAC WEB MAC
MAC VLAN/

* "web-authentication mac-authentication-attribute mac"
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8.11.01 AEOS-81101-RC014 | AccessDefender Web
8.11.01 AE0S-81101-RC034 | AccessDefender SSL
8.11.01 AE0S-81101-RC036 | DHCP Snooping "internal-dhcp-vlan® VLAN IP
"dhcp-snooping enable”
8.12.01 AE0S-81201-RC031 | Access-Defender
"aaa-local-db add user"
8.13.08 AE0S-81308-RC015 | 802.1X 802.1X
8.14.01 AEOS-81401-RC009 | AccessDefender Web Web/MAC
(""web-authentication port <PORT> mac-authentication™)
8.15.01 AE0S-81501-RC009 | AccessDefender
« "web-authentication snooping proxy-port <PROXY-PORT>"
8.15.01 AE0S-81501-RC010 | AccessDefender
* "access-defender static mac <MACADDR> vlan <VID> class <CLASSID>
port <PORTNO>"
* "access-defender static mac <MACADDR> vlan <VID> class <CLASSID>
lag <LAGNO>"
8.15.01 AE0S-81501-RC053 | AccessDefender vlan
802.1x
8.15.01 AE0S-81501-RC054 | AccessDefender vlan
« "dhcp-snooping enable™
8.17.01 AE0S-81701-RC003 | Apresial5000 AccessDefender MAC
8.17.01 AE0S-81701-RC030 | AccessDefender OPTION
« "access-defender static mac <MACADDR> (port <PORTNO> | (lag
<LAGNO>)"
8.17.01 AE0S-81701-RC081 | AccessDefender DHCP-snooping IP
ubp
IP ubpP 2 (IP offset # 0)
ubpP 3 4 10
67 68(16 0x0043  0x0044)
8.17.01 AE0S-81701-RC082 | AccessDefender dotlx static
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"access-defender-logout mac"

8.17.01 AE0S-81701-RC083 | AccessDefender "dotlx enable”
"ignore-eapol-start” "no access-defender"

8.17.01 AE0S-81701-RC084 | AccessDefender "dhcp-snooping mode deny™  no
dhcp-snooping mode deny" mode changed
e "<process:info> A-Def dhcpsnooping mode changed to DENY

manually"
e "<process:info> A-Def : dhcpsnooping : mode changed to PERMIT
manually"

8.17.04 AE0S-81704-RC009 | AccessDefender "ignore-eapol-start” "no dotlx
port|lag” "no packet-filter2 max-rule" no
access-defender™ "Configuration error™

8.17.04 AE0S-81704-RC010 | AccessDefender 802.1x AccessDefender

"show running-config” AccessDefender
(AE0S8.17.01 )

8.18.02 AE0S-81802-RC006 | Apresial5000 DHCP  Snooping
AccessDefender

8.18.02 AE0S-81802-RC019 | AccessDefender DHCP Snooping MLAG

8.18.02 | AEOS-81802-RC035 | AccessDefender WEB 802.1X AND
e "web-authentication port <PORT> dotlx"

8.18.02 AE0S-81802-RC036 | AccessDefender WEB
« "logging access-defender web-access on"

8.18.02 AE0S-81802-RC037 | AccessDefender MLAG
» "show access-defender dotlx mlag"

e "show access-defender dotlx statistics mlag"
8.18.02 AE0S-81802-RC062 | AccessDefender MAC
8.18.02 AE0S-81802-RC136 | AccessDefender Apple Macintosh
ll¥ll ll%ll
8.18.02 AE0S-81802-RC137 | AccessDefender "packet-filter2 group <GROUP>"

packet-filter2
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AccessDefender
8.18.02 AE0S-81802-RC138 | AccessDefender AccessDefender packet-filter2
"dotlx enable”
8.18.02 AE0S-81802-RC139 | AccessDefender trunk
VLAN VID VLAN
trunk VLAN
8.18.02 AE0S-81802-RC140 | AccessDefender 1000
"show access-defender aaa-local-db"
8.18.02 AE0S-81802-RC141 | AccessDefender (WEB IEEEB02.1X
MAC ) DHCP Snooping "show access-defender
client” "ClIs"
8.18.02 AE0S-81802-RC142 | AccessDefender LAG
IEEE802.1X
8.18.02 AE0S-81802-RC143 | AccessDefender "packet-filter2 max-rule"” "dotlx
ignore-eapol-start” "no dotlx port | lag"
"packet-filter2 max-rule/group”
8.18.02 AE0S-81802-RC144 | AccessDefender "packet-filter2 max-rule"
"no dotlx enable”
8.18.02 AE0S-81802-RC145 | AccessDefender IEEE802.1X
AccessDefender "show running-config”
AccessDefender
8.18.02 AE0S-81802-RC146 | AccessDefender EAP FDB
8.18.03 | AEOS-81803-RC007 | AEOS-81001-ER023 AccessDefender Class 4
"show access-defender client”
AE0S8.18.02
8.19.01 | AE0S-81901-RC021 | MMRP-Plus
AccessDefender
IEEE802.1X VLAN
8.19.01 AE0S-81901-RC030 | AccessDefender Web

« "erase login-page”
» "erase success-page"
* "erase failure-page”

Web

300/312




Version

» "erase logout-success-page"

¢ "erase logout-failure-page”

e "erase redirect-error-page
"factory-default"

8.19.01 AE0S-81901-RC035 | AccessDefender Virtual BoxCore
"packet-filter2 max-rule"
VB-ALL-ACCESSDEFENDER( ) VB- 1D/ 1DRange-ACCESSDEFENDER
8.19.01 AE0S-81901-RC036 | AccessDefender Virtual BoxCore
VB-ALL-CONFIG VB-1D/1DRange-CONFIG
« "[ no ] dotlx enable”
¢ [ no ] dhcp-snooping enable”
« "[ no ] mac-authentication enable"
« "[ no ] web-authentication enable"
8.19.01 AE0S-81901-RC115 | AccessDefender TELNET/SSH "ssl gencsr
rsakey" CSR
(Distinguished Name) CPU
100%
8.19.01 AE0S-81901-RC116 | AccessDefender Virtual BoxCore VB
"show access-defender client”
8.19.01 | AEOS-81901-RC117 | AccessDefender IEEE802.1X
Apresia RADIUS
AE0S8.18.03
(1) "dotlx initialize"
(2)""no dotlx enable™, "dotlx enable”
(3)"no dotlx port", "dotlx port"
8.19.01 AE0S-81901-RC118 | AccessDefender Web/I1EEE802.1X (AND)
('web-authentication port dotl™, "web-authentication lag dotlx",
"web-authentication mlag dotlx" )
¢ "show running-config”
e "copy running-config flash-config"
e "write memory"
¢ "show tech-support"
8.19.01 AE0S-81901-RC119 | AccessDefender "show access-defender
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lag-configuration”

8.19.01
8.19.03

AE0S-81901-RC155
AEQ0S-81903-RC004

AE0S-81001-ER023 AccessDefender
"show access-defender client”
AE0S8.18.02

Class 4

8.20.01

AE0S-82001-RC020

AccessDefender VLAN

¢ "vlan mode dynamic port-base”
« "vlan mode static"

8.20.01

AE0S-82001-RC021

AccessDefender syslog

e "A-Def : port <port number> has already been assigned to another
vlan : uid=<user id> port=<port number> [ new vid=<vid> ]"

e "A-Def : {web|mac]dotlx} : port <port number> has already been
assigned to another vlan : uid=<user id> mac=<mac address> ip=<ip

address> port=<port number> vid=<vid> [ new vid=<vid> ]"

8.20.01

AE0S-82001-RC022

Apresial5000 AccessDefender DHCP Snooping

« "dhcp-snooping enable™

¢ "dhcp-snooping port”

¢ "dhcp-snooping mode deny"

« "dhcp-snooping mode mac-authentication"
¢ "dhcp-snooping mode timer™

¢ "dhcp-snooping static-entry”

« "dhcp-snooping internal-dhcp-vlan”

8.20.01

AE0S-82001-RC031

AccessDefender IEEE802.1X

. "dotlx timeout quiet-period”

8.20.01

AE0S-82001-RC102

AccessDefender IEEE802.1X

"show access-defender client”

8.20.01

AE0S-82001-RC131

AEOS-81101-ER019
syslog

AccessDefender
8.17.01

8.21.01

AE0S-82101-RC025

MMRP-Plus
MAC VLAN

Access-Defender MMRP-Plus
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8.21.01 | AE0S-82101-RC068 | SSL VB-ALL VB-1D/1DRange
e "copy csr tftp”
8.22.01 | AE0S-82201-RC017 /
"show
tech-support™
e "show tech-support mmrp-plus”
« "show tech-support access-defender"”
¢ "show tech-support bfs”
« "show tech-support link-aggregation”
« "show tech-support spanning-tree"
e "show tech-support packet-filter2"
« "show tech-support icmp redirect"
e "show tech-support vrrp"
8.22.01 AE0S-82201-RC096 | AccessDefender DHCP Snooping
e "A-Def : dhcpsnooping : mode changed to deny manually"
e "A-Def : dhcpsnooping : mode changed to permit manually"
e "A-Def : dhcpsnooping : mode-timer started"
e "A-Def : dhcpsnooping : mode changed to deny automatically"
8.22.01 | AE0OS-82201-RC097 | Apresial3000-X24-PSR Apresial3200-28GT
AccessDefender "show access-defender dhcp-snooping
configuration” "LAG Lease-limit" LAG ID
29 32
8.22.01 | AE0OS-82201-RC098 | AccessDefender IEEE802.1X RADIUS
Access-Accept State
Apresia
8.23.01 AE0S-82301-RC013 | AccessDefender submit
. "<input type="submit" value="logout'>"
. "<input type="submit" name="action" value="logout'>"
Internet Explorer 11
8.23.01 | AE0OS-82301-RC042 | AccessDefender IEEE802.1X
e IEEE802.1X MLAG "0
. "0
8.23.01 AE0S-82301-RC043 | AccessDefender IEEE802.1X
o |EEE802.1X MLAG "
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° ll%ll
8.23.01 AE0S-82301-RC044 | AccessDefender Web
. Web
. Web MAC
8.24.01 | AE0S-82401-RC016 | SSL SHA-2
8.24.01 AEO0S-82401-RC017 | SSL "ssl gencsr” CSR CN(Common
Name)
[Enter]
e Country Name
« State or Province Name
e Locality Name
» Organization Name
¢ Organizational Unit Name
8.24.01 AE0S-82401-RC018 | AccessDefender Web HTTPS TLS1.1 TLS1.2
8.24.01 AE0S-82401-RC019 | AccessDefender Web
8.24.01 AE0S-82401-RC020 | AccessDefender IEEEB02.1X
8.24.01 AE0S-82401-RC021 | AccessDefender DHCP Snooping DHCP Snooping
DHCP Snooping
. UDP 67 DHCP "access-defender-deny"
. UDP 67 DHCP "dhcp-snooping
internal-dhcp-vlan® VLAN
. UDP 67 DHCP
UDP 67 DHCP
. UDP 67  DHCP (
)
8.24.01 AE0S-82401-RC022 | AccessDefender DHCP Snooping DHCP Snooping
DHCP
. UDP 68 DHCP
. UDP 68 67 DHCP REQUEST
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DHCP ACK

. UDP 68 IP
DHCP ACK

UDP 68

DHCP REQUEST

DHCP

DHCP Snooping DHCP Snooping

PXE
8.24.01 AE0S-82401-RC023 | AccessDefender "show tech-support access-defender"
"dump information”
8.24.01 AE0S-82401-RC024 | AccessDefender "aaa-local-db del user”
e "% The user does not exist."
8.24.01 AE0S-82401-RC082 | AccessDefender LAG
MLAG
VLAN ID
8.24.01 AE0S-82401-RC083 | AccessDefender "aaa authentication {web | mac} local
radius <INDEX>" "<INDEX>" "9-16"
IPv6  RADIUS
8.24.01 AE0S-82401-RC084 | Apresial3200-28GT AccessDefender
1D( ) 0 VLAN
VLAN
8.24.01 AE0S-82401-RC085 | AccessDefender DHCP Snooping
DHCP Snooping DHCP
Request
8.24.01 AE0S-82401-RC086 | AccessDefender "dhcp-snooping mode timer <TIME>"
DENY 10
8.24.01 | AEOS-82401-RC087 | AccessDefender IEEE802.1X
IEEE802.1X
IEEE802. 1X
. IEEE802.1X
e dotlx ( port PORTRANGE ) | ( lag LAGRANGE ) | ( mlag MLAGRANGE )
» web-authentication ( port PORTRANGE ) | ( lag LAGRANGE ) | ( mlag
MLAGRANGE ) dotlx
8.24.01 AE0S-82401-RC088 | AccessDefender DHCP Snooping
"dhcp-snooping mode timer"
e "A-Def : dhcpsnooping : mode-timer started"
8.24.01 AE0S-82401-RC089 | AccessDefender DHCP Snooping
"dhcp-snooping static-entry" no
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dhcp-snooping static-entry port | lag”
¢y )

(1) "dhcp-snooping static-entry"

(2) "no dhcp-snooping static-entry port | lag”

@
8.25.01 AE0S-82501-RC010 | AccessDefender Web SSL
SSLv2 SSLv3
» "web-authentication sslv2 enable"
» "web-authentication sslv3 enable"
8.25.01 AE0S-82501-RC024 | AccessDefender Web SSL
SSLv2 SSLv3
TLS1.0 TLS1.1 TLS1.2
SSLv2/SSLv3
» "web-authentication sslv2 enable"
» "web-authentication sslv3 enable"
8.25.01 | AEOS-82501-RC025 | AccessDefender IEEE802.1X MAC
IEEE802. 1X MAC
MAC discard
8.25.01 AE0S-82501-RC062 | AccessDefender IEEE 802.1X  DHCP Snooping
"access-defender-logout user™
ID ID DHCP
Snooping
8.25.01 AE0S-82501-RC063 | AccessDefender "dhcp-snooping mode deny"
"dhcp-snooping enable™ ( )
e "A-Def : dhcpsnooping : mode changed to deny manually"
8.26.01 AE0S-82601-RC023 | AccessDefender
8.26.01 | AEOS-82601-RC024 | AccessDefender IEEE802.1X FDB
CPU
8.26.01 AE0S-82601-RC056 | AccessDefender DHCP Snooping
DHCP Snooping
e "A-Def : dhcpsnooping : the number of terminals on switch is full "
8.26.01 AE0S-82601-RC057 | AccessDefender DHCP Snooping "max-client”
DHCP snooping
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e "A-Def : dhcpsnooping : the number of terminals on port <PORTNO>
is full "

e "A-Def : dhcpsnooping : the number of terminals on port <LAGNO>
is full "

e "A-Def : dhcpsnooping : the number of terminals on port MLAG
<DOMAIN>/<MLAG ID> is full :"

8.26.01 AE0S-82601-RC058 | AccessDefender

Syslog "new vid"
e VLAN
8.26.01 AE0S-82601-RC059 | AccessDefender FDB
MAC EAP
8.26.01 AE0S-82601-RC060 | AccessDefender
(1) 1EEE802.1X EAP
@ @ 1
A @O IEEES02.1X
1 @

mmrp-plus ring master master-port <PORTNO> slave-port <PORTNO.
mmrp-plus ring master master-port <PORTNO> slave-lag <LAGNO>
mmrp-plus ring master master-lag <LAGNO> slave-port <PORTNO>
mmrp-plus ring uplink port <PORTRANGE>

interface port <PORTRANGE>

dotlx port <PORTRANGE> initialize

dotlx port <PORTRANGE> re-authenticate

[ no ] dotlx port <PORTRANGE>

[ no ] web-authentication port <PORTRANGE> dotlx

[ no ] dotlx port <PORTRANGE> timeout quiet-period

[ no ] dotlx port <PORTRANGE> timeout tx-period

[ no ] dotlx port <PORTRANGE> timeout re-authperiod

[ no ] dotlx port <PORTRANGE> timeout supp-timeout

[ no ] dotlx port <PORTRANGE> reauthentication
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[ no ] dotlx port <PORTRANGE> ignore-eapol-start

show access-defender dotlx port <PORTRANGE>

8.25.XX (€H)
@)
8.24 . XX LG
©)
IEEE802.1X
8.26.01 AE0S-82601-RC061 | Apresial5000 AccessDefender VLAN
256
257 VLAN
e 257 VLAN
. VLAN
VLAN 257

8.27.01 AE0S-82701-RC011 | AccessDefender "show access-defender

lag-configuration” gateway ,
8.27.01 AE0S-82701-RC012 | AccessDefender
8.27.01 AEOS-82701-RC013 | AccessDefender
8.27.01 AE0S-82701-RC014 | AccessDefender "dotlx timeout"

llsecll llseCSll
( ) IISII
8.27.01 AE0S-82701-RC019 | AccessDefender VRRP
AccessDefender DHCP Snooping VRRP
8.28.01 AEOS-82801-RC037 | AccessDefender Web SSL2.0 SHA-1
SHA-2

8.28.01 AE0S-82801-RC038 | AccessDefender MMRP-Plus MLAG

MLAG MMRP-Plus
8.28.01 AE0S-82801-RC077 | AccessDefender Web

IP 127.0.0.1
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« "web-authentication
¢ "web-authentication
* "web-authentication
« "web-authentication
¢ "web-authentication
¢ "web-authentication
« "web-authentication
» "web-authentication
¢ "web-authentication
« "web-authentication
» "web-authentication

port"

lag”

mlag"

http-port”
https-port™

ip"

redirect url”
redirect http"
redirect https"
redirect proxy-port"
snooping proxy-port"

8.29.01 AE0S-82901-RC009 | AccessDefender Web HTTP/HTTPS

« "web-authentication http-session-timeout <SECONDS>"

TCP 3

HTTP/HTTPS Web

8.29.01 AE0S-82901-RC017 | AccessDefender "logging access-defender web-access on™
8.30.01 AE0S-83001-RC004 | AccessDefender MAC

MAC

¢ "mac-authentication password-mac-address"
8.30.01 AE0S-83001-RC024 | AccessDefender DHCP Snooping "dhcp-snooping

static-entry” "show access-defender client”

IIVIDII IIOII
"vid=0"
8.30.01 AE0S-83001-RC025 | AccessDefender DHCP Snooping 286
(FCS ) DHCP DHCP Snooping

8.31.02 AE0S-83102-RC006 | AccessDefender "aaa authentication" "port"

* "aaa authentication
[port <PORTRANGE>]"

web [ <ID> ] <RADIUS1> | <LOCAL> | <FORCE>

* "aaa authentication mac <RADIUS1> | <LOCAL> | <FORCE> [port

<PORTRANGE>]"

RADIUS

Web MAC

309/312




Version

IEEE802.1X
"aaa authentication control”

8.31.02 AE0S-83102-RC007 | AccessDefender "logout aging-time"
"dhcp-snooping”
« "logout aging-time <TIME> dhcp-snooping™
(1) | DHCP Snooping Sender IP ARP
1P IP
(2) | DHCP Snooping DHCP Snooping Web/I1EEE802.1X
Web/1EEE802.1X (AND)
(AND) DHCP Snooping
Sender IP ARP
Web/1EEE802.1X (AND)
MAC
IP
(3) | DHCP Snooping DHCP Snooping
2 Sender IP ARP
Web/MAC/ IEEE802.1X
MAC
IP
8.31.02 | AEOS-83102-RC009 | SSL
(CSR)
8.30.XX 8.31.02
Organization | Hitachi Cable, L | Example Domain.
td.
Organization | Information Syst | Example Group.
Unit ems Group
Email apresia@hitachi- | example@example.c
Address cable.co.jp om
2009/8/19 2029/ | 2017/1/25 2037/1
8/14 /20
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"erase ssl-files”
"factory-default”
"show ssl https-certificate”

8.31.02 AE0S-83102-RC017 | AccessDefender "logout aging-time"
"logout aging-time dotlx" "no
access-defender" "logout
aging-time" "logout aging-time dotlx"
IEEE802.1X "logout aging-time"
"logout aging-time dotlx"
IEEE802.1X
8.31.02 AE0S-83102-RC018 | AccessDefender "logout timeout" "logout
timeout dotlx" "no access-defender™
"logout timeout"
"logout timeout dotlx" IEEE802.1X
"logout timeout” "logout timeout
dotlx" IEEE802.1X
8.31.02 AE0S-83102-RC019 | AccessDefender "dotlx port”
"dotlx mac-authentication-password"
"no access-defender™ IEEE802.1X
IEEE802. 1X/MAC
8.31.02 AE0S-83102-RC020 | AccessDefender "aaa authentication dotlx"
"local"
8.32.01 AE0S-83201-RC019 | Apresial3100/13200-48X/13200-52GT AccessDefender
VLAN (DVLAN) ID
244
8.21.01
Apresial5000 8.26.01
"FN_29A84-1"
8.33.01 AE0S-83301-RC005 | AccessDefender "show tech-support access-defender"
8.34.01 AE0S-83401-RC004 | AccessDefender MAC
CPU
MAC
« "mac-authentication bypass-frame-check enable"
8.34.01 AE0S-83401-RC0O05 | AccessDefender "aaa authentication control”
"port"
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e "aaa authentication ( web [ <ID> ] ) mac control sufficient [ port
<PORTRANGE> ]"

RADIUS )

Web MAC

8.34.01 AE0S-83401-RC006 | AccessDefender "aaa authentication" "port"
"aaa authentication control”

8.34.01 AEOS-83401-RC009 | AccessDefender

8.35.01 AE0S-83501-RC004 | AccessDefender IEEE802.1X VLAN EAP

« "dotlx tagged-eap-frame enable"

8.36.01 AE0S-83601-RC016 | AccessDefender

"dotlx port" "config
change”
8.37.01 AE0S-83701-RC005 | AccessDefender Web
HTTPS
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