NPRESIN. e

APRESIA Systems kA4t



No.

2014

7

31

2017

4

7

4-5
3.5 NETCONF

1/19




APRESIA

AEQS Ver. 8

Apresia Apresia Apresial3200-28GT

13200 13200-28GT Apresial3200-28GT-PoE
Apresia Apresial3200-48X
13200-48X Apresial3200-48X-PSR
Apresia Apresial3200-52GT
13200-52GT Apresial3200-52GT-PSR

Apresia Apresia Apresial5000-32XL-PSR

15000 15000-32XL Apresial5000-32XL-PSR-1GLIM
Apresia Apresial5000-64XL-PSR
15000-64XL Apresial5000-64XL-PSR-1GLIM

Ver. 8.31.02

2/19




@

(b)

APRESIA APRESIA Systems
AEQS APRESIA Systems

3/19



.................................................................................. 2
...................................................................................... 4

L e e e e e aaaaaaaaan 5
1.0 NETCONF OVEI SSH oot ettt e e e e et e e e e e a e aaaaenaemaaaann 5
2 6
2.1 APRESIA(NETCONF ) 2 6
2 6
2.1.2 NETCONF OVer SSH e e e et c e e e ceaceceaceaaaaacaaaaaaaannn 6

3. APRESIA(NETCONF ) 2 7
3.0 NETCONF e e e e e e e e ea e e eaaa e 7
3.2 NETCONF et e e et e it e it e ieaeacecmaceacacaaaaacaaaaaaaeaaaaaaaaaaaanann 8
3.2.1 <AEO0S-TEQUESE> . . ittt e e e e 8
3.3 NETCONF it e e ittt it e it e ceaeacecmaceacecaaceacaaaaaaaeaaaaaeaaaaaaaan 9
33,0 <ABOS-IEPlY> o e e e e aaaaaaaaaan 9
T o] 9

B B B oo o ] 10
3.4 NETCONF e e e e e e et e e eeeaaaaaaaa 11
34,1 <CHOSE-SBSSION> . . oottt e e e e e e e e ee e 11

B T | 10 11

B e e e e e e e e e e e e e e e aaaaan 12
A e e e e e e e e e e e e 12
O N I 13
G N 100 14

D e e e e e e e e 15
5.0 NETCONF e e e e e e e e 15
5.2 NETCONF e e e e e e e et e e e eeaaaaaaaaa 16
5.3 NETCONF e e e e e e e e e aeaaaaaaaaan 18
6. NETCONF it e e e e e e e e e e e e e 19

4/19



1.

NETCONF(RFC 6241 Network Configuration Protocol)
XML APRESIA NETCONF over SSH

1.1 NETCONF over SSH

NETCONF over SSH(RFC 6242 Using the NETCONF Protocol over Secure Shell (SSH)) SSH
NETCONF
NETCONF over SSH APREISA  NETCONF
APREISA
1. APREISA  NETCONF over SSH
2. NETCONF APRESIA(NETCONF )
3. NETCONF APREISA <hello> NETCONF
4. NETCONF APREISA NETCONF /
5. NETCONF NETCONF
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2.

2.1 APRESIA(NETCONF

2-1 APRESIA  NETCONF over SSH

2-1 NETCONF
No )
1 SSH (sshd server)

2 NETCONF over SSH

(netconf ssh)

2.1.1SSH
SSH

m SSH

sshd server (

(config)# sshd server
APRESIA  SSH

2.1.2 NETCONF over SSH
NETCONF over SSH

m NETCONF over SSH
netconf ssh (

(config)# netconf ssh
NETCONF over SSH
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3. APRESTA(NETCONF )

NETCONF APRESIA

¢ SSHv2

* SSH netconf

. adpro adpro
. (RADIUS/TACACS+)

m NETCONF UNIX

ssh -2 -s <adpro >@<APRESIA  IP> netconf

3.1 NETCONF
APRESIA  NETCONF APRESIA

<hello>

<?xml version="1.0" encoding="UTF-8"?>
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>http://www.apresia. jp/netconf/aeos/1.0</capability>
</capabilities>
<session-id>1096</session-id>
</hello>

11>11>

NETCONF <hello>

<?xml version="1.0" encoding="UTF-8"?>
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>http://www.apresia. jp/netconf/aeos/1.0</capability>
</capabilities>
</hello>
11>11>

APRESIA NETCONF <hello> NETCONF
NETCONF
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3.2 NETCONF
3.2.1 <aeos-request>

NETCONF "capability http://www.apresia. jp/netconf/aeos/1.0"
<aeos-request>
NETCONF <aeos-exec-command> <aeos-cmd>
APRESIA <aeos-cmd>
4-2 4-3
<aeos-exec-command> <aeos-exec-command> <aeos-cmd>
ENABLE <aeos-exec-command>
ENABLE
"(y/n):"
NETCONF "y (YES)
) 1/1  shutdown

<?xml version="1.0" encoding="UTF-8"7>
<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:aeos="http://www.apresia. jp/netconf/aeos/1.0" message-id="3">
<aeo0s:aeos-request>
<aeo0s:aeos-exec-command>
<aeos:aeos-cmd>configure terminal</aeos:aeos-cmd>
<aeos:aeos-cmd>interface port 1/1</aeos:aeos-cmd>
<aeos:aeos-cmd>shutdown</aeos:aeos-cmd>
</ae0s:aeos-exec-command>
</aeos:aeos-request>
</rpc>

11>11>
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3.3 NETCONF
APRESIA NETCONF <aeos-reply> <ok>

<rpc-error>

3.3.1 <aeos-reply>
<aeos-reply>  “capability http://www.apresia.jp/netconf/aeos/1.0"
<aeos-request> APRESIA
<aeos-request> APRESIA
<aeos-reply>
<aeos-reply-message> APRESIA <ae0s-0k>

<aeos-request>

<?xml version="1.0" encoding="UTF-8"7>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:aeos="http://www.apresia. jp/netconf/aeos/1.0" message-id="3" >
<aeos:aeos-reply>
<aeos:aeos-reply-message></aeos:aeos-reply-message>
<aeos:aeo0s-ok/>
</aeos:aeos-reply>
</rpc-reply>
11>11>

<aeos-request> <aeos-reply>
<aeos-reply-message>  APRESIA

<aeos-error> <aeos-request>

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:aeos="http://ww.apresia. jp/netconf/aeos/1.0" message-id="3" >
<aeos:aeos-reply>
<aeos:aeos-reply-message>NETCONF does not support command: ssl gencsr rsakey
</aeos:aeos-reply-message>
<aeos:aeos-error/>
</aeos:aeos-reply>
</rpc-reply>
11>11>

3.3.2 <ok>
APRESIA  NETCONF <ok>

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="3" >
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<ok/>
</rpc-reply>
11>11>

3.3.3 <rpc-error>
APRESIA message-id

<rpc-error> <rpc-error>

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:aeos="http://www.apresia. jp/netconf/aeos/1.0" message-id="3" >
<rpc-error>
<error-type>operation-failed</error-type>
<error-tag>application</error-tag>
<error-severity>err</error-severity>
<error-message xml:lang="en">NETCONF: request is not supported.</error-message>
</rpc-error>
</rpc-reply>
11>11>
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3.4 NETCONF

3.4.1 <close-session>
NETCONF NETCONF <close-session>

<?xml version="1.0" encoding="UTF-8"7>

<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"

xmIns:aeos="http://www.apresia. jp/netconf/aeos/1.0" message-id="3">
<close-session/>

</rpc>

11>11>

3.5 NETCONF
<aeos-request> <aeos-reply> AEQS
(aeos_netconf_xxx.xsd)

aeos_netconf xxx.xsd XXX
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4.

4.1
NETCONF over SSH SSH 1 SSH
2 adpro NETCONF
4
NETCONF
» NETCONF Ctri+C Ctrl+D
e sshd disconnect
» SSH (SSH )
» Virtual BoxCore VB NETCONF VB
(Backup ACT) ( TELNET/SSH
* NETCONF over SSH (no netconf ssh )
NETCONF 2
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4.2 NETCONF
<rpc> <close-session> XML
3.2
256 Kbyte

<aeos-request> <rpc-reply> <rpc>

<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"

xmIns:aeos="http://www.apresia. jp/netconf/aeos/1.0" message-id="<ID>">

XML
4-1
4-1 XML
< &lt;
> &gt;
& &amp;
- &apos;
&quot;
<aeos-cmd> APRESIA
show history show logging
<aeos-cmd> "?"
<aeos-cmd> ENABLE CONFIG 4-2 4-3
4-2 ENABLE
No.
1. | factory-default
2. | restore
3. disable
4. ping
5. traceroute
6. | telnet
7. ssh
8. | vb mode
9. exit
10. | copy ( tftp <IPADDR> ) | memory-card <FILE> https-private-key
11. | copy tftp <IPv6ADDR> [ manage | ( vlan <VID> ) ] <FILE> https-private-key
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4-3 CONFIG

No.
1. ssl gencsr
2. password
<aeos-cmd> <aeos-error> 4-4

4-4

No.

1. [ no ] ip vlan-if-num mode extended

2. logging flash

4-5 <aeos-cmd>

<aeos-ok>

4-5

No.

1. cat memory-card <FILE>

2. show boot-script memory-card

3. show memory-card files
4. show
"show dhcp policy <POLICY_NAME>"
POLICY_NAME
5. show netstat -m -m
4.3 NETCONF
<aeos-request> <rpc-reply> xmlns

<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:aeos="http://www.apresia. jp/netconf/aeos/1.0" message-id="<ID>" >

APRESIA (terminal length)
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5.

5.1 NETCONF
NETCONF UNIX NETCONF over SSH

$ ssh -2 -s adpro@192.168.100.1 netconf

NETCONF over SSH APRESIA <hello>

"UTF-8"2>

<?xml version="1.0" encoding=
:xml:ns:netconf:base:1.0">

<hello xmlns="urn:ietf:params

<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>

<capability>http://www.apresia. jp/netconf/aeos/1.0</capability>

</capabilities>
<session-i1d>1096</session-id>

</hello>

11-11>

NETCONF <hello> APRESIA  NETCONF
<hello> NETCONF

<?xml version="1.0" encoding="UTF-8"?>
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>

<capability>http://www.apresia. jp/netconf/aeos/1.0</capability>

</capabilities>
</hello>

11>11>
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5.2 NETCONF
NETCONF <rpc>

NETCONF 1/1  shutdown

<?xml version="1.0" encoding="UTF-8"7>
<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:aeos="http://www.apresia. jp/netconf/aeos/1.0" message-id="3">
<aeo0s:aeos-request>
<aeo0s:aeos-exec-command>
<aeos:aeos-cmd>configure terminal</aeos:aeos-cmd>
<aeos:aeos-cmd>interface port 1/1</aeos:aeos-cmd>
<aeos:aeos-cmd>shutdown</aeos:aeos-cmd>
</ae0s:aeos-exec-command>
</aeos:aeos-request>
</rpc>

11>11>

APRESIA

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:aeos="http://www.apresia. jp/netconf/aeos/1.0" message-id="3" >
<aeos:aeos-reply>
<aeos:aeos-reply-message></aeos:aeos-reply-message>
<aeos:aeo0s-ok/>
</aeos:aeos-reply>
</rpc-reply>
11>11>

NETCONF 1/1

<?xml version="1.0" encoding="UTF-8"?>
<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns:aeos="http://ww.apresia. jp/netconf/aeos/1.0" message-id="3">
<aeo0s:aeos-request>
<aeos:aeos-exec-command>
<aeos:aeos-cmd>show interface status port 1/1</aeos:aeos-cmd>
</aeos:aeos-exec-command>

</aeo0s:aeos-request>

</rpc>
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11>11>

APRESIA 1/1

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"

xmIns:aeos="http://www.apresia. jp/netconf/aeos/1.0" message-id="3" >
<aeos:aeos-reply>

<aeos:aeos-reply-message>Pt.  [Description]

Link Flow Auto Advertise Fix Pause MDIX Media
Status Status Neg Spd/Dpx Spd/Dpx
/1 |1

Disable OFF ON  1G/F,100M,10M 100M/H OFF  ON(---) UTP

</aeos:aeos-reply-message>
<ae0s:aeo0s-ok/>
</aeos:aeos-reply>
</rpc-reply>
11>11>
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5.3 NETCONF
NETCONF NETCONF <close-session>

<?xml version="1.0" encoding="UTF-8"7?>

<rpc xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"

xmIns:aeos="http://www.apresia. jp/netconf/aeos/1.0" message-id="3">
<close-session/>

</rpc>

11>11>

APRESIA NETCONF NETCONF

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="3" >
<ok/>

</rpc-reply>

11>11>
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6. NETCONF

NETCONF
6-1 NETCONF
No.
1 notice | NETCONF: login <USERNAME>from <LOCATION>. NETCONF
2 notice | NETCONF: session is started. NETCONF
3 notice | NETCONF: session is closed. NETCONF
4 notice | NETCONF: logout <USERNAME>from <LOCATION>. NETCONF
5 err NETCONF: <USERNAME>does not have permission to | adpro
connect to the server.
6 err NETCONF: number of allowed concurrent connections | NETCONF
exceeded.
7 err NETCONF: request size is over.
8 err NETCONF: XML error. XML
9 err NETCONF: session is not started.
rpc
10 |err NETCONF: message-id does not exist. message-id rpc
11 | err NETCONF: request is not supported.
12 |err NETCONF: command failed.
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