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2000 9 13 .

2011 3 30 .

- 1-1 2
e 1-2 / /
e 1-3
- 1-4
)
e 1-51Pv4
e 1-6 IPV6
- 1-11
e 1-12
e 1-13
- 1-14 ( )
- 1-16
- 1-18
«1.3.2.7 ID
*1.4.3 qos
*1.4.12 none
«1.9 TCP/UDP
«1.10
1.11.1 IP
°1.11.2

©1.11.3 MMRP-Plus

*1.11.4 AccessDefender

«1.11.5 Flush FDB

«1.13.2 ©) ( )

2012 6 8 .

«CONFIG-FILTER PACKETFILTER2
. 6-1 (
)
. 6-2 (CPU
)
e 11-1 IPV6
. 32
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No.

11
12

«13.

«13
«13
«13
«13

«15.
«15.
24.

Ol W N P W W DD DD NN DN DD DNDDN

)
3-3 IPv4

3-4 IPV6
6-1

7-1

14-2 ( )
14-3

14-4

17-1  AEOS8

.2 VLAN ID

.3 Customer VLAN ID
.4 VLAN priority

.5 Ethernet Type

.6 ARP 1P (arp-sender-ip)
.7 1Pv4

.8 IPv6

.116

.2 10

permit

deny

none

block-cpu-control

.10 policing
.13 mirror

CPU

1
.2 CPU

IPv6 Next Header

11P
.4 MMRP-Plus transmit-fdb-flush
.7 BFS
.8 FCoE Forwarder
.9 MLAG
2 2 (
3 A3)
CPU
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*24.1
*24.1.1
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............................................................................... 9
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3.2.1 MAC L 13
T 13
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I Y o Tl o o 15
R T = 0= 1= Y/ o1 15
3.2.6 ARP 1P (Arp-Sender-1pP) oo e 15
T O 16
T T Y 18
3.2.9 DD e e e aaaaaaan 19
0 20
0 T 20
T T 21

( ) 24

O o= N 24
O o - 0 24
T 010 T 24
4.4 authentication-bypass ol aaaaaan 26
4.5 block-cpu-Ccontrol e e aaaaaaaa 26
0L 26
A o] gt o] o Y/ 27
4.8 IP-T0S-0SCP et et et e e e e e e e aaaan 27
4.9 IP-T0S-PreCeaBNCE it et e e e e e aaaan 28
0 o Yo oo 28
I =T o 29
N 7 o7 o U | =T 30
I T o o 30
4.14 exceeded-aCtion UENY e ee e aaaaaaa 30
O 31
........................................ 33

0 33
B.2 CPU e aaaaan 36
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L e e e e e e e e e e e ea e 56
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15.4 (4) exceeded-action OENY Lottt it oot i e ae e aeaaaaaan 66
15.5 (5) e 66

1 67
S 1 1 68
1 73
18.1 (5 74

L 74
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22.1

22.

23.
23.1

23.

23.2

1.1

23.2.

24.
24.1

24.

1.1

() DSCP /1P Precedence
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BOX APRESIA AEOS Ver. 8
Apresial3000 Apresial3000-X24-PSR 8.15.01
Apresial3100 Apresial3100-48X-PSR
Apresial3200 Apresial3200-48X-PSR
Apresial3200-52GT-PSR
Apresial3200-52GT
Apresial5000 Apresial5000-32XL-PSR
Apresial5000-64XL-PSR
0
Apresia
AEQS
MMRP
AccessDefender
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QP
. cPU
«STP/RSTP/NSTP
/LACP
BPDU
VLAN
RIP/OSPF
- 18.
- 19. QP
- 20.
- 21. QP
- 22.
- 23.
- 24. CPU
2
13

2
CPU
BPDU RPVST+
(STP/RSTP/MSTP
RPVST+ BPDU
IP
RIP/OSPF
2
802.1p
802.1p

DSCP /IP Precedence
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BPDU

CPU

PVST

PVST

CPU

ARP

LLDP
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2 /
/
TCP/UDP
( 2-1 2-2 )
2-1 2

No.

1 Apresial3000-X24-PSR 11

2 Apresial3100-48X-PSR 14

Apresial3200
3 Apresial5000 9
2-2 /
No.
1 Apresial3000-X24-PSR 1-3 256 |64 64
4-11 128
2 Apresial3100-48X-PSR | 512 64 64
Apresial3200
3 Apresial5000 1-5 256 | 64 64
6-9 128
( MAC 1Pv4
3-2
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2 ( (
) C )
First Match
Rule ID 10 Rule ID 20 Rule ID 30 ...... ID
3.1 ( )
VLAN
2 VLAN
3.3
3-1
3-1 ( )
No.
Port VLAN Port VLAN

l °
2 -

. VLAN
3 -

. VLAN
4 -
5 °

. VLAN
6 .

. VLAN
7 .

VLAN
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No.

Port VLAN Port VLAN
8 . VLAN
VLAN
3.2 ( )
3-2
3-2 ( )
No.
1 dst <GROUP> <RULE> condition dst
MAC VLAN ID Customer VLAN ID Ethernet Type 1Pv4
. 1Pv4 1Pv4 (Ethernet Type = 0x0800)
eEthernet Type 0x0806 (ARP) ARP Target
protocol address 1Pv4
2 src <GROUP> <RULE> condition src
MAC VLAN ID Customer VLAN ID Ethernet Type 1Pv4
ARP IP
. 1Pv4 1Pv4 (Ethernet Type = 0x0800)
eEthernet Type 0x0806 (ARP) ARP Sender
protocol address 1Pv4
. 1Pv4 Ethernet Type ARP
IP
3 ethernet <GROUP> <RULE> condition ethernet
MAC MAC VLAN ID Customer VLAN ID Ethernet
Type
4 ipv4 <GROUP> <RULE> condition ipv4
1Pv4 1Pv4 TOS DSCP IP Precedence
TCP/UDP TCP/UDP
TCP Flag
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No.

IPv6

*1Pv4 1Pv4 (Ethernet Type = 0x0800)
*TCP/UDP TCP UbP
*TCP Flag TCP
TCP/UDP TCP/UDP
. 3-3

5 ipv4-src-tcp | <GROUP> <RULE> condition ipv4 src tcp/udp

/udp-range . ipv4

. TCP/UDP
. 10 TCP/UDP

6 ipv4-dst-tcp | <GROUP> <RULE> condition ipv4 dst tcp/udp

/udp-range . ipv4

. TCP/UDP
. 10 TCP/UDP

7 ipv6 <GROUP> <RULE> condition ipv6 src tcp/udp
<GROUP> <RULE> condition ipv6 dst tcp/udp

TCP/UDP TCP/UDP

TCP/UDP TCP upp
TCP/UDP TCP/UDP
ewide-mode

8 ipv6-any <GROUP> <RULE> condition ipv6

{flow-label |hop-limit]|next-header|traffic-class|icmp type}

Traffic Class Flow Label Next Header
Hop Limit 1CMPV6 Type
<IPv6 IPv6 (Ethernet Type = 0x86DD)
eicmp type wide-mode
. Next Header ICMPV6 Type

9 ipv6-src-ip | <GROUP> <RULE> condition ipv6 src ip

. IPV6 IPV6

(Ethernet Type = 0x86DD)
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No.
10 ipv6-dst-ip | <GROUP> <RULE> condition ipv6 dst ip
1Pv6
. IPv6 IPv6 (Ethernet Type = 0x86DD)
11 ipv6-src-tcp | <GROUP> <RULE> condition ipv6 src tcp/udp
/udp-range TCP/UDP
. TCP/UDP
. 10 TCP/UDP
ewide-mode
12 ipv6-dst-tcp | <GROUP> <RULE> condition ipv6 dst tcp/udp
/udp-range TCP/UDP
. TCP/UDP
. 10 TCP/UDP
ewide-mode
13 | class <GROUP> <RULE> condition class
ID
3.2.1 MAC MAC
MAC dst ethernet MAC
src ethernet
MAC MAC MAC
MAC
MAC 3.3
3.2.2VLAN ID
VLAN 1D dst src ethernet
VLAN ID Untag
VLAN ID 2 VLANID
Tag
VLAN VID 2 VLANID
““ignore-tag enable”” Tag

Untag
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VLAN 1D 3.3
o ““tag-type”” TPID(Tag Protocol ldentifier) VLAN
TPID Tag
TPID 0x8100 TPID VLAN
Untag
o ““switchport access vlan <VID>”~ ““switchport trunk
native <VID>~~ Native VLAN ““switchport trunk protocol <VID>~~
Protocol VLAN VLAN
Untag
o ““switchport access vlan <VID>"~ TPID VLAN
VLAN VID
VLAN ID VLAN (1EEE802.1Q
) 2 Tag
o ““ignore-tag enable”” TPID VLAN
Untag
VLAN ID
2 Tag
3.2.3 Customer VLAN ID
Customer VLAN 1D dst src ethernet c-vid
none 2
VLAN ID VLAN ID Customer VLAN ID
VLAN ID TPID  0x8100
c-vid (inner tag) VID
2 Customer VLAN ID
none ( TPID  0x8100
)
VLAN 1D ““ignore-tag enable””
VLAN TPID VLAN
Untag
(Outer Tag) VID
c-vid none Customer VLAN 1D
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Customer VLAN 1D

.2.4VLAN priority
VLAN priority VLAN 1D
VLAN ID

2

VLAN priority

.2.5 Ethernet Type
Ethernet Type dst src ethernet
Ethernet Type
Ethernet Type
Tag
Untag
TPID(4byte)

Ethernet Type

.2.6 ARP 1P (arp-sender-ip)
ARP 1P src
Sender protocol address
ARP 1P ARP
ARP IP
Tag
Untag
1Pv4
ARP IP
3.3
0 ARP Ip
CPU

Customer VLAN ID

Customer VLAN 1D

VLAN priority

Ethernet Type
Untag
TPID

Ethernet Type

3.3

802.1p VLAN

3.3

VLAN

3.3

ARP

Sender protocol address

Untag

Ethernet Type

deny

deny
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3.2.7 IPv4

1Pv4
1Pv4 Untag
Tag TPID VLAN
Untag
1Pv4 3.3
1Pv4 3-3
3-3 IPv4 ( )
No. condition
1 1Pv4 esrc ipv4d ipv4-src-tcp/udp-range ipv4-dst-tcp/udp-range
. IPv4
2 1Pv4 edst ipv4 ipvd-src-tcp/udp-range ipv4-dst-tcp/udp-range
. 1Pv4
3 TOS eipv4 ipv4-src-tcp/udp-range ipv4-dst-tcp/udp-range
(tos)
*IPv4 TOS (8bit)
*TOS DSCP IP Precedence
4 DSCP eipv4 ipv4-src-tcp/udp-range ipv4-dst-tcp/udp-range
(tos-dscp)
*IPv4 DSCP  (6bit)
*DSCP TOS IP Precedence
5 IP Precedence eipv4d ipv4-src-tcp/udp-range ipv4-dst-tcp/udp-range
(tos-precedence)
*1Pv4 IP Precedence (3bit)
<IP Precedence TOS DSCP
6 eipv4d ipv4-src-tcp/udp-range ipv4-dst-tcp/udp-range
(protocol) *IPv4
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No. condition
. TCP/UDP TCP
Flag
7 TCP/UDP | «ipv4 ipv4-src-tcp/udp-range ipv4-dst-tcp/udp-range
(src tcp/udp) eipv4d ipv4-dst-tcp/udp-range
TCP/UDP ipv4-src-tcp/udp-range
. TCP UbP
. 16
TCP/UDP
TCP/UDP 10 TCP/UDP
*TCP/UDP TCP
Flag
TCP TCP
Flag
. TCP TCP/UDP TCP
UDP
8 TCP/UDP eipv4d ipv4-src-tcp/udp-range ipv4-dst-tcp/udp-range
(dst tcp/udp) eipv4d ipv4-src-tcp/udp-range
TCP/UDP ipv4-dst-tcp/udp-range
. TCP UbP
. 16
TCP/UDP
TCP/UDP 10 TCP/UDP
*TCP/UDP TCP
Flag
TCP TCP
Flag
. TCP TCP/UDP TCP
UbP
9 TCP eipv4d ipvd-src-tcp/udp-range ipv4-dst-tcp/udp-range
Flag
(tcp-flag) *TCP Flag (6bit) (FIN SYN RST
PSH ACK URG) (0 or 1)
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No. condition
*TCP Flag
TCP/UDP
TCP/UDP TCP
3.2.8 IPv6
1Pv6
1Pv6 Untag
Tag TPID VLAN
Untag
IPv6 3.3
IPv6 3-4
3-4 1Pv6 ( )
No. condition
1 Traffic Class eipv6-any
(traffic-class) *IPv6 Traffic Class (8bit)
2 Flow Label eipv6-any
(flow-label) *1Pv6 Flow Label (20bit)
3 Next Header eipv6-any
(next-header) *1Pv6 Next Header (8bit)
*Next Header 11 IPv6 Next
Header
*Next Header 1CMPv6
Type
4 Hop Limit eipv6-any
(hop-limit) *1Pv6 Hop Limit (8bit)
5 1CMPV6 eipv6-any
Type < 1CMPv6 Type (8bit)
(icmp type)
*CMPV6 Type Next
Header
6 1Pv6 eipv6-src-ip
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No. condition
. IPv6
7 IPv6 *ipv6-dst-ip
. 1Pv6
8 TCP/UDP *ipv6 ipv6-src-tcp/udp-range
*ipv6 TCP/UDP
ipv6-src-tcp/udp-range
. TCP UDP
. TCP TCP/UDP TCP
UDP
9 TCP/UDP *ipv6 ipv6-dst-tcp/udp-range
*ipv6 TCP/UDP
ipv6-dst-tcp/udp-range
. TCP UDP
. TCP TCP/UDP TCP
UDP
3.2.9 ID
ID ID
AccessDefender ID ID
2 (
) ID RADIUS
AccessDefender
ID 3.3
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3.3

0 1
1
0 0 1
3.3.116
MAC Ethenet Type 16
1 2
1
0
- 1
MAC 00:11:22:33:00:00 00:11:22:33:ff:ff €H)

<GROUP> <RULE> condition ethernet src mac 00:11:22:33:00:00 mask ff:ff:ff-ff:00:00

00:11:22:33:00:00 - 00000000-00010001-00100010-00110011-00000000-00000000

ff:ff-fF:£F:00:00 - 11111111-111112111-111121111-11111111-00000000-00000000
1

00:11:22:33:00:00 - 00000000-00010001-00100010-00110011-00000000-00000000

00:11:22:33:ff:ff - 00000000-00010001-00100010-00110011-11111111-11111111
1

00:11:22:33:00:00 00:11:22:33:ff:ff

MAC 00:11:22:33:00:00 00:11:22:33:ff:ff 2

<GROUP> <RULE> condition ethernet src mac 00:11:22:33:44:55 mask ff:ff:ff:Ff:00:00

00:11:22:33:44:55 - 00000000-00010001-00100010-00110011-01000100-01010101

ff:ff-fF:F:00:00 - 11111111-11111111-111121111-11111111-00000000-00000000
1

00:11:22:33:00:00 - 00000000-00010001-00100010-00110011-00000000-00000000

00:11:22:33:ff:ff - 00000000-00010001-00100010-00110011-11111111-11111111
1

00:11:22:33:00:00 00:11:22:33:ff:ff
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3.3.210
VLAN ID VLAN priority 10

10

[ 1

VLAN 1D VLAN ID 10

<GROUP> <RULE> condition dst vid 10 mask Oxfff

10 - 0000-0000-1010
Oxfff - 1111-1111-1111

1
10 - 0000-0000-1010
1
10
(] 2
VLAN 1D VLAN ID 8 11

<GROUP> <RULE> condition dst vid 10 mask Oxffc

10 - 0000-0000-1010

Oxffc 1111-1111-1100
1

8 - 0000-0000-1000

9 - 0000-0000-1001

10 - 0000-0000-1010

11 - 0000-0000-1011
1

!

(] 3
VLAN ID VLAN(VLAN 1D 1 4094)
0x0

<GROUP> <RULE> condition dst vid 10 mask 0x0
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10—)
Oxfff -

4094 -

0000-0000-1010
0000-0000-0000

1

0000-0000-0000
1111-1111-1111

1

VLAN(VLAN 1D 1 4094)

- 4

VLAN 1D

<GROUP>
<GROUP>
<GROUP>
<GROUP>
<GROUP>
<GROUP>

<RULE1>

<RULE2>

2

<RULE1>
<RULE2>
<RULE3>
<RULE4>
<RULE5>
<RULEG>

100 -
Oxffc -

100 -
103 -

100

104 -
Oxffc -

104 -
111 -

104

VLAN ID 1

condition
condition
condition
condition
condition

condition

00

dst
dst
dst
dst
dst
dst

200

vid
vid
vid
vid
vid

vid

0000-0110-0100
1111-1111-1100

1

0000-0110-0100
0000-0110-0111

1
103

0000-0110-1000
1111-1111-1000

1

0000-0110-1000
0000-0110-1111

1
111

112 - 0000-0111-0000

100
104
112
128
192
200

mask Oxffc
mask Oxff8
mask Oxff0
mask OxfcO
mask Oxff8
mask OxFff
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Oxff0 -

112 -
127 -
<RULE3> 112

128 -
0xfc0 -

128 -
191 -
<RULE4> 128

192 -
Oxff8 -

192 -
199 -
<RULE5> 192

200 -
Oxfff -

200 -

<RULE6> 200

1111-1111-0000
1
0000-0111-0000
0000-0111-1111
1

127

0000-1000-0000
1111-1100-0000
1
0000-1000-0000
0000-1011-1111
1

191

0000-1100-0000
1111-1111-1000
1
0000-1100-0000
0000-1100-0111
1

199

0000-1100-1000
1111-1111-1111
1
0000-1100-1000
1

100 200
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4.1 permit
permit

permit

deny none authentication-bypass

deny
deny

4.2 deny
deny
deny

authentication-bypass

4.3 none
none

none

action

none

o none

none

none

authentication-bypass

authentication-bypass

counter mirror

assign condition

7
permit
permit
permit
18.
deny permit none
CPU
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1 1 action none

1 1 condition src mac 00:40:66:33:ae:e8
1 1 assign port 1/1

1 2 action deny

1 2 condition src vid 1

1 2 assign port 1/1

port 1/1 VID=1 (1 2 action deny )
MAC 00:40:66:33:ae:e8 (1 1 action none )

12 action counter

12 action pbr PBR

12 action authentication-bypass

1 2 action block-cpu-control CPU
- 2

action none

condition src mac 00:40:66:33:ae:e8
assign port 1/1

action deny

condition src vid 1

e
N NN R R R

assign port 1/1

access-defender
packet-filter2 group 6
packet-filter2 max-rule 100
mac-authentication port 1/1

mac-authentication enable

MAC 00:40:66:33:ae:e8 AccessDefender
AccessDefender
MAC 00:40:66:33:ae:e8 VID=1 (1 2 action deny
)
permit none
permit

1 1 action permit
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11
11
21
21
21

condition src mac 00:40:66:33:ae:e8
assign port 1/1

action authentication-bypass
condition src vid 1

assign port 1/1

00:40:66:33:ae:e8

none
11
11
11
21
21
21

action none

condition src mac 00:40:66:33:ae:e8
assign port 1/1

action authentication-bypass
condition src vid 1

assign port 1/1

00:40:66:33:ae:€e8

authentication-bypass

)

(1 1 action permit

2 1 action

4.4 authentication-bypass
authentication-bypass

AccessDefender

0 authentication-bypass
AccessDefender

4.5 block-cpu-control

block-cpu-control
CPU

CPU

block-cpu-control

4.6 qos
gos

QP 802.1p

gos priority
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AccessDefender

CPU
CPU
24. CPU

QoS
19.

(gp1-qp8)

QP 21



QoS (9p1-qp8)
2 gos
““gos qosprofile <gpl-qp8>
mapping <802.1p>~~ 2 gos
- QoS (9p1-qp8)
eUntag qp3
*Tag ““gos gosprofile <qpl-gp8> mapping <802.1p>~~
802.1p (0-7) QoS (gp1-qp8)
4.7 priority
priority Tag
802.1p
802.1p (0-7) from ip-tos-precedence
IP Precedence (0-7) 802.1p
20. 802.1p 21 QP 802.1p
priority gos
Tag 802.1p
2 priority 802.1p
[ Tag 802.1p
. Untag 802.1p 0
. Tag 802.1p
*““ignore-tag enable”” Tag
Tag ( Tag )
Tag 802.1p 0
4.8 ip-tos-dscp
ip-tos-dscp
1Pv4 DSCP 22.
DSCP /1P Precedence ip-tos-dscp
ip-tos-precedence
DSCP 2 ip-tos-dscp
0 ip-tos-dscp IPv6 Traffic Class
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4.9 ip-tos-precedence
ip-tos-precedence

IPv4 IP Precedence 22.
DSCP /1P Precedence
ip-tos-precedence ip-tos-dscp
IP Precedence 2

ip-tos-precedence

0 ip-tos-precedence IPv6 Traffic
Class 3bit

4.10 policing
policing 2
4.14 exceeded-action deny
23.

policing
4-1
policing 2 Apresial3000/15000
4 Apresial3100/13200 14

4-1 policing

No.

1 .
<GROUP> <RULE> action policing cir <RATE>
<GROUP> <RULE> action policing cbs <BURSTSIZE>

. ““show packet-filter2>” CIR/CBS

““show packet-filter2 policing

2 -

<GROUP> <RULE> action policing group <INDEX>
<GROUP> policing <INDEX> cir <RATE>

<GROUP> policing <INDEX> cbs <BURSTSIZE>
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No.

. 1
1
<INDEX>
. ““show packet-filter2 policing~”
CIR/CBS ““show packet-filter2~”
<INDEX>
4.11 redirect
redirect
( )
1
redirect
4-2 redirect
4-2 redirect
No.
1 eredirect
2 . VLAN
L2 VLAN
. / /Unknown
( VLAN
3 . Routing
Routing VLAN
. Routing ( / MAC
TTL )
. Routing ARP
(Route Cache)
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VLAN 2

4.12 counter

counter
unit byte
9
counter
4.13 mirror
mirror
VLAN
Untag Untag
Tag Tag
1
2
mirror none  block-cpu-control
gos mirror
o mirror
4.14 exceeded-action deny
exceeded-action CIR(Committed Information
Rate)
deny
23.
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5. CPU

CPU CPU block-cpu-control
CPU 2 2
"block-cpu-control <GROUP> <GROUP> enable™ CPU
(CPU ) CPU
2 / /
12 wide-mode CPU
2 CPU
2 4
Apresial3000
none block-cpu-control counter
- 1 2 CPU

block-cpu-control 1 2 enable

2 1 2 CPU CPU
"show packet-filter2 reserved-group”  Packet-filter2 (block-cpu-control with

X/X )

m "show packet-filter2 reserved-group"
# show packet-filter2 reserved-group

Group  Function

1/1 Packet-filter2 (block-cpu-control with 1/2 )
1/2 Packet-filter2 (block-cpu-control with 1/1)

« )

- 1 3 CPU ( )
wide-mode 1

wide-mode 3

block-cpu-control 1 3 enable

2 1 2 CPU CPU
"show packet-filter2 reserved-group™ wide-mode pf2 (block-cpu-control with X/X)

m "show packet-filter2 reserved-group™

# show packet-filter2 reserved-group
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Function

wide-mode pf2 (block-cpu-control with 1/3)
wide-mode pf2
wide-mode pf2 (block-cpu-control with 1/1 )
wide-mode pf2
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(”~action none”” ) CPU
( )
6.1
6-1
( ) ( )
counter
gos QoS
mirror
priority 802.1p
policing [i:} gzl policing
policing [i:> ip-tos-dscp ip-tos-precedence 705
CIR
\ 4 o U O 4
exceeded-action deny permit deny none authentication-bypass
redirect routing
6-1 ( )
6-1
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6-1

No. Action
1 permit deny none authentication-bypass
policing CIR
2 deny permit none authentication-bypass
policing CIR
3 none block-cpu-control  counter
4 authentication- permit deny none
bypass AccessDefender
5 block-cpu-control none  counter
6 gos priority
policing policing
gos
7 priority gos
policing policing
priority
from ip-tos-precedence
ip-tos-precedence ip-tos-precedence
IP Precedence priority from ip-tos-precedence
8 ip-tos-dscp ip-tos-precedence
policing CIR
9 ip-tos-precedence ip-tos-dscp
policing CIR
10 | policing none  block-cpu-control
counter qos mirror priority policing
ip-tos-dscp  ip-tos-precedence permit deny redirect
policing CIR
exceeded-action deny policing CIR
11 | redirect none  block-cpu-control
deny
12 | counter
13 | mirror none  block-cpu-control
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No.

Action

qos
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6.2 CPU

6-2 CPU
( ) ( )
\
counter
\
block-cpu-control CPU
\
none
6-2 (CPU
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1 1 MAC 00:00:00:00:00:A1
2 1 IP 10.1.1.0/24
MAC 00:00:00:00:00:A1
1P 10.1.1.0/24 1Pv4
6
7-1
7-1
No. action
1 deny e deny
block-cpu-control  mirror  counter
e deny
none  block-cpu-control
2 -
priority 3
priority 7 priority 3
e none block-cpu-control  counter /
3 policing e policing policing
e policing policing
none policing
4 ip-tos-dscp . / ip-tos-dscp
ip-tos-precedence ip-tos-precedence
5 °
. 6-1
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( 2-2 ) 1
2 CIR(Committed Information Rate)
4 « ) CIR

4.14 exceeded-action deny

exceeded-action deny
DA( MAC ) FCS(Frame Check Sequence)
Preamble/SFD(Start Frame Delimiter) IFG(Inter Frame Gap)

Tag
Tag(4byte)
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( 2-2 ) 1
DA( MAC ) FCS(Frame Check Sequence)
Preamble/SFD(Start Frame Delimiter) IFG(Inter Frame Gap)
Tag
Tag(4byte)
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10. TCP/UDP

TCP/UDP TCP/UDP
ipv4-src-tcp/udp-range ipv4-dst-tcp/udp-range ipv6-dst-tcp/udp-range
ipv6-src-tcp/udp-range
16 or TCP/UDP

TCP/UDP

- 1
1 10 condition ipv4 src tcp/udp 49152-50000
1 20 condition ipv4 src tcp/udp 49152-60000

TCP/UDP 2

m ““show packet-filter2 tcp/udp-range””

range-id src/dst port-range
1 src 49152 to 50000
2 src 49152 to 60000
- 2

1 10 condition ipv4 src tcp/udp 1-1023
2 10 condition ipv4 dst tcp/udp 1-1023

TCP/UDP
2
m ““show packet-filter2 tcp/udp-range””
range-id src/dst port-range
1 src 1 to 1023
2 dst 1 to 1023
- 3

1 10 condition ipv4 dst tcp/udp 10000-10010
1 20 condition ipv4 dst tcp/udp 10000-10010
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1
m ““show packet-filter2 tcp/udp-range””

range-id src/dst port-range

1 dst 10000 to 10010

TCP/UDP

- 4
1 10 condition ipv4 dst tcp/udp 10000-10010 tcp
1 20 condition ipv4 dst tcp/udp 10000-10010 udp

TCP/UDP or
1

m ““show packet-filter2 tcp/udp-range””

range-id src/dst port-range

1 dst 10000 to 10010

TCP/UDP
TCP/UDP
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11. IPv6 Next Header

condition ipv6 next-header 11-1

01 23 45 6 7 8 9101112 13 141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 31 bit

11-1 IPv6
- 1
1Pv6
Next Header
= 59(No Next)
Next Header
Next Header 59
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[ 2 + 1
1
IPv6 6(TCP)
Next Header Next Header
= 6(TCP) = 59(No Next)
1 Next Header
1 Next Header 59
- 3 + 1 2
1
1Pv6 43(Routing) 6(TCP)
Next Header Next Header Next Header
= 43(Routing) = 6(TCP) = 59(No Next)
Apresial3000/13100/13200
1 Next Header
1 Next Header 6
Apresial5000
2 Next Header
2 Next Header 59
[ 4 + 1 3
1
1Pv6 43(Routing) 44(Fragment) 6(TCP)
Next Header Next Header Next Header Next Header
= 43(Routing) = 44(Fragment) = 6(TCP) = 59(No Next)
Apresial3000/13100/13200
1 Next Header
1 Next Header 44
Apresial5000
2 Next Header
2 Next Header 6
3 4
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12

( ) 1Pv6 IPv6
TCP/UDP TCP/UDP
2 Apresial3000/13100/13200
1/2
||
wide-mode <GROUP>
GROUP

Apresial3000 <2>

Apresial3100/13200 < >

Apresial5000 < >

(config-filter)# wide-mode 2
(config-filter)# 2 1 condition ipv6 dst ip 3ffe:506::1/128
(config-filter)# 2 1 condition ipv6 dst tcp/udp 21

ipv6)

(ipv6-dst-ip
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13. 2

2
2
““show packet-filter2
reserved-group”” 2
Packet-filter2
2
13.1 1P
VLAN /
IP IP
““show packet-filter2 reserved-group”~” Netif
IP
1
IP
IP
13-1
(VLAN IP )
(VLAN IP
( IP
3( )
1) AE0S8.08.01 3 7
13-1
Apresial3000 Apresial3100/ Apresial5000
13200
0 0-256 0-1024 0-256
1 257-512 1025-1536 257-512
2 513-768 - 513-768
3 769-1024 - 769-1024
4 1025-1152 - 1025-1280
5 1153-1280 - -
IP
. 14 (cLI )
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*Apresial3000/13100/13200 VLAN

1024 (CLI )
*Apresial5000 VLAN
255 (CLI )
*V/LAN IP
)
IP (
IP
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13.

2

reserved-group”” Loop watch

(““show running-config””)

““show packet-filter2

loop-watch group <GROUP>
GROUP

Apresial3000
Apresial3100/13200
Apresial5000

<1-11>
<1-14>
<1-9>
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13.3 MMRP-Plus

MMRP-Plus 1-3 ““show packet-fTilter2 reserved-group””
MMRP
1
(““show running-config””)
13-2 Ring
m MMRP-Plus
mmrp-plus group <GROUP> [NUMBER]
GROUP
Apresial3000 <1-11>
Apresial3100/13200 <1-14>
Apresial5000 <1-9>
NUMBER
Apresial3000 <1-2>( 1)
Apresial3100/13200 <1>( 1
Apresial5000 <1-3>( 1
13-2
MMRP-Plus
Apresial3000 Apresial3100/ Apresial5000
13200
1 1-24 1-52 1-24
2 25-28 - 25-48
3 - - 49-64
MMRP-Plus
MMRP-Plus
( MMRP-Plus Ring! =<2 )
( MMRP-Plus Ring? =<2 )
( Master MMRP-Plus Ring? )
( Slave MMRP-Plus Ring* )
1) ““mmrp-plus ring <RINGID> master~~ Ring
2) ““mmrp-plus ring <RINGID> aware”~ Ring
3) ““mmrp-plus ring <RINDID> divided-master~~ Ring
4) ““mmrp-plus ring <RINDID> divided-slave”~ Ring
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13.4 MMRP-Plus transmit-fdb-flush
MMRP-Plus transmit-fdb-flush

1 ““show packet-filter2 reserved-group”~

running-config””)

(““mmrp-plus receive-flush-fdb enable””)

MMRP

(““show

m MMRP-Plus transmit-fdb-flush
mmrp-plus group <GROUP> [NUMBER]

GROUP
Apresial3000
Apresial3100/13200
Apresial5000
NUMBER

<1-11>

<1-9>

<1-14>
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13.5 AccessDefender
AccessDefender 4
““ show packet-filter2 reserved-group >~

AccessDefender
AccessDefender
(““deny-rule”” ) 1
Web MAC 802.1X 1 1 DHCP
801 (Apresial3000 201 ) 1 2
13-3

m AccessDefender
packet-filter2 max-rule <RULE1> [deny-rule <RULE2>]

RULE1 AccessDefender 2
13-3
RULE2 AccessDefender 2
1
13-3
Apresial3000 Apresial3100/
13200

4 1-128 1-512

5 129-256 513-1024

6 257-384 1025-1536

7 385-512 1537-2048

8 513-640 2049-2560

9 641-768 2561-3072

10 769-896 3073-3584

11 897-1024 3585-4096

12 - 4097-4608

13 - 4609-5120

14 - 5121-5632

m AccessDefender
packet-filter2 group <NUMBER>
NUMBER
Apresial3000 <1-11>
Apresial3100/13200 <1-14>
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““packet-filter2 group 37~
““packet-filter2 max-rule 10247~
3 7
(Apresial3100/13200 ) 3 7
““packet-filter2 max-rule 1024~
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13.6 Flush FDB

Flush FDB rp-e Flush FDB rp-g 2
1
1 ““show
packet-filter2 reserved-group” Flush FDB rp-e Flush FDB rp-e Flush FDB rp-g

Flush FDB rp-g
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13.7 BFS

BFS(BoxCore Fabric System) 1 ““show packet-filter2
reserved-group”” BoxCore Fabric System
1 (““show running-config””)
m BFS
bfs group <GROUP>
GROUP
Apresial5000 <1-9>
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13.8 FCoE Forwarder

FCoE(Fibre Channel over Ethernet) Forwarder

reserved-group”” FCoE Forwarder

(““show running-config®”)

13-4

13-4

Apresial5000

1-216

217-472

473-728

729-984

985-1240

1241-1368

1369-1496

1497-1624

O (o N[ | |W|DN|PF

1625-1700

1
““show packet-filter2

m FCoE Forwarder
fcoe group <GROUP> <NUMBER>
GROUP
Apresial5000
NUMBER
Apresial5000

<1-9>

<1-9>
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13.9 MLAG

MLAG 1 ““show packet-filter2 reserved-group” MLAG
1
(““show running-config~~)
m MLAG
mlag group <GROUP>
GROUP

Apresial3100/13200 <1-14>
Apresial5000 <1-9>
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14.

2 14-1 14-4
14-1 ( )
No. default
1 port Apresial3000-X24-PSR 1-28
Apresial3100-48X-PSR 1-52
Apresial3200 1-52
Apresial5000-32XL-PSR  1-32
Apresial5000-64XL-PSR 1-64
2 VLAN <VID> 1-4094
<MASK> OxO0'-Oxfff
<MASK> OxFff
1) <MASK> 0x0 VLAN VLAN
14-2 ( )
No. default
1 MAC <MAC> 00:00:00:00:00:00-ff:ff:Ff:ff:ff:Ff
<MASK> 00:00:00:00:00:00-Ff:ff:ff:ff:Ff:Ff
<MASK> fr:Ff-fr - ff:ff
2 MAC <MAC> 00:00:00:00:00:00-ff:ff:Ff:ff:ff:Ff
<MASK> 00:00:00:00:00:00-ff:ff:ff: ff:Ff:Ff
<MASK> fr:Ff-frffff:ff
3 VLAN D <VID> 1-4094
<MASK> 0x0-0xfff!
<MASK> OxFff
4 Customer VLAN ID <VID> 1-4094
<MASK> 0x0-0xfff!
<MASK> Oxfff
5 1EEE802.1Q <VID> 1-4094
<MASK> Ox0-Oxfff
<PRIORITY> 0-7
6 Ethernet Type <TYPE> O0x0-OxFfff
<MASK> 0x0-Oxffff'
<MASK> Oxffff
7 ARP IP <IPv4> 0.0.0.0-255.255.255.255

(arp-sender-ip)

<NETMASK>? 0-32
<NETMASK> 32
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8 IPv4 <IPv4> 0.0.0.0-255.255.255.255
<NETMASK>? 0-32
<NETMASK> 32
9 IPv4 <IPv4> 0.0.0.0-255.255.255.255
<NETMASK>? 0-32
<NETMASK> 32
10 | TOS (tos) <VALUE> 0x0-Oxff
<MASK> 0x0-0xff*
<MASK> Oxff
11 | DSCP  (tos-dscp) <VALUE> 0-63
<MASK> 0x0-0x3f*
<MASK> Ox3f
12 IP Precedence <VALUE> 0-7  <MASK> Ox0-0x7*
(tos-precedence) <MASK> 0x7
13 <VALUE> 0-255
(protocol) <MASK> 0x0-0xff*
<MASK> Oxff
14 TCP/UDP <VALUE> 0-65535
(src tcp/udp) [tcpludp]
15 TCP/UDP <VALUE> 0-65535
(dst tcp/udp) [tcpludp]
16 TCP Flag . Flag(FIN SYN RST PSH ACK URG)
(tcp-flag) Oor 1l
. Flag
17 | Traffic Class <VALUE> 0-255
(traffic-class) <MASK> 0x0-Oxff*
<MASK> Oxff
18 | Flow Label <VALUE> 0-1048575
(flow-label) <MASK> 0x0-Oxfffff!
<MASK> OxFfFfff
19 | Next Header <VALUE> 0-255
(next-header) <MASK> 0x0-0xff*
<MASK> Oxff
20 | Hop Limit <VALUE> 0-255
(hop-limit) <MASK> 0x0-0xff*
<MASK> Oxff
21 | ICMPVv6 <VALUE> 0-255
Type <MASK> 0x0-0xff*

(icmp type)

<MASK> Oxff
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22 IPv6 <IPv6>
D-TEEF A FFf - FEFF FEEF FRFF- FAFF- FFFF
<LENGTH>® 0-128
23 IPv6 <IPv6>
D-TEEf A FAFf - FEFF FEEF FRFF- FIFF-FFFF
<LENGTH>® 0-128
1) <MASK> 1 <MASK>
2) <NETMASK> <IPv4> 192.168.1.100/24
192.168.1.0/24
3) <LENGTH>
14-3
No. default
1 permit -
2 deny -
3 none -
4 authentication-bypass -
5 block-cpu-control -
6 gos gpl-qp8
7 priority 0-7, [from ip-tos-precedence]
8 ip-tos-dscp 0-63
9 ip-tos-precedence 0-7
10 | policing! cir < 1 >
40000000Kbps | cir 64-40000000(Kbps) 64Kbps 2
cbs 4Kbyte cbs 4, 8, 16, 32, 64, 128, 256, 512, 1024,
2048, 4096, 8192, 16380(Kbyte)?
< 2 >
group 1-64
11 | redirect Apresial3000-X24-PSR 1-28
Apresial3100-48X-PSR 1-52
Apresial3200 1-52
Apresial5000-32XL-PSR 1-32
Apresial5000-64XL-PSR 1-64
12 | counter 1-64
[unit byte]
13 | mirror Apresial3000-X24-PSR 1-28
Apresial3100-48X-PSR 1-52
Apresial3200 1-52
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Apresial5000-32XL-PSR  1-32
Apresial5000-64XL-PSR 1-64

1 4.10 policing
2) CIR 64Kbps
64Kbps 64Kbps
CIR
3) CBS 13
CBS
14-4
No. default
1 exceeded-action deny
2 / (enable?), disable
3 40000000Kbps 64-40000000(Kbps) 64Kbps 2
CIR
4 4Kbyte 4, 8, 16, 32, 64, 128, 256, 512, 1024, 2048, 4096,
CBS 8192, 16380(Kbyte)?
1 no
2) CIR 64Kbps
64Kbps 64Kbps
CIR
3) CBS 13
CBS
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15.

2
2 PACKETFILTER2
m PACKETFILTER2
packet-filter2
15.1 @ ( )
VLAN 3.1 ( )
- ( )
<GROUP> assign port <PORT>
<GROUP> assign vlan <VID> [mask <MASK>]
<GROUP> <RULE> assign port <PORT>
<GROUP> <RULE> assign vlan <VID> [mask <MASK>]
GROUP 2-1
RULE 2-2
PORT
14-1
VID VLAN 1D 1-4094
MASK VLAN 1D 0X0'-Oxfff Oxfff
1) <MASK> 0x0 VLAN vlan
15.2 2 ( )
15.1 (€D (
)
3.2 ( )
- ( )
GROUP 2-1
RULE 2-2
- MAC

dst
<GROUP> <RULE> condition dst mac <MAC> [mask <MASK>]
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ethernet
<GROUP> <RULE>

condition ethernet dst mac <MAC> [mask <MASK>]

MAC MAC 00:00:00:00:00:00-FF-Ff-FF-FF-Ff:Ff
MASK <MAC> 00:00:00:00:00:00-FF: Ff: FF: FF:FF:Ff
fr- .. ff-fF:ff
- MAC
src
<GROUP> <RULE> condition src mac <MAC> [mask <MASK>]
ethernet
<GROUP> <RULE> condition ethernet src mac <MAC> [mask <MASK>]
MAC MAC 00:00:00:00:00:00-FF-Ff-Ff-Ff-FF-FF
MASK <MAC> 00:00:00:00:00:00-FF: Ff: FF: FF-FF:Ff
r- .. ff-fF.ff
m VLAN ID
dst

<GROUP> <RULE>
src
<GROUP> <RULE>
ethernet
<GROUP> <RULE>
VID
MASK

condition dst vid <VID> [mask <MASK>]

condition src vid <VID> [mask <MASK>]

condition ethernet vid <VID> [mask <MASK>]
VLAN ID 1-4094
<VID>

0X0-OxFFf! Oxfff

m Customer VLAN
dst
<GROUP> <RULE>
<GROUP> <RULE>
src
<GROUP>
<GROUP>
ethernet
<GROUP>
<GROUP>

<RULE>
<RULE>

<RULE>
<RULE>
VID
MASK
none

ID

condition dst c-vid <VID> [mask <MASK>]
condition dst c-vid none
condition

condition

src c-vid <VID> [mask <MASK>]
src c-vid none

condition

condition
VLAN
<VID>

ethernet c-vid <VID> [mask <MASK>]
ethernet c-vid none
ID 1-4094

Ox0-0xFff* OxFff

( TPID  0x8100 )

m VLAN priority
dst
<GROUP> <RULE>
<GROUP> <RULE>
src
<GROUP> <RULE>
<GROUP> <RULE>

condition dst vid <VID> mask <MASK> priority <VALUE>
condition dst c-vid <VID> mask <MASK> priority <VALUE>

condition src vid <VID> mask <MASK> priority <VALUE>
condition src c-vid <VID> mask <MASK> priority <VALUE>
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ethernet
<GROUP> <RULE> condition ethernet vid <VID> mask <MASK> priority <VALUE>
<GROUP> <RULE> condition ethernet c-vid <VID> mask <MASK> priority <VALUE>

VID VLAN 1D 1-4094
MASK <VID> Ox0-OxFFf ( )
0x0 VLAN(VLAN ID O )
PRIORITY 802.1p VLAN 0-7
m Ethernet Type
dst
<GROUP> <RULE> condition dst type <TYPE> [mask <MASK>]
src
<GROUP> <RULE> condition src type <TYPE> [mask <MASK>]
ethernet
<GROUP> <RULE> condition ethernet type <TYPE> [mask <MASK>]
TYPE Ethernet Type Ox0-Oxffff
MASK <TYPE> Ox0-OxFFff Oxffff
m ARP IP (arp-sender-ip)
<GROUP> <RULE> condition src arp-sender-ip <IPv4>[/<NETMSAK>]
1Pv4 ARP Sender protocol address
0.0.0.0-255.255.255.255
NETMASK <IPv4> ( )? 0-32 32
- IPv4
src

<GROUP> <RULE> condition src ip <IPv4>[/<NETMASK>]
ipv4, ipv4-src-tcp/udp-range, ipv4-dst-tcp/udp-range
<GROUP> <RULE> condition ipv4 src ip <IPv4>[/<NETMSAK>]

1Pv4 1Pv4 0.0.0.0-255.255.255.255
NETMASK <IPv4> ( )? 0-32 32
(] 1Pv4

dst
<GROUP> <RULE> condition dst ip <IPv4>[/<NETMASK>]
ipv4, ipv4-src-tcp/udp-range, ipv4-dst-tcp/udp-range
<GROUP> <RULE> condition ipv4 dst ip <IPv4>[/<NETMSAK>]

1Pv4 1Pv4 0.0.0.0-255.255.255.255
NETMASK <IPv4> ( )? 0-32 32
m T0S (tos)
<GROUP> <RULE> condition ipv4 tos <VALUE> [mask <MASK>]
VALUE 1Pv4 TOS 0x0-0xff
MASK <VALUE> 0x0-0xff* Oxff

m DSCP  (tos-dscp)
<GROUP> <RULE> condition ipv4 tos-dscp <VALUE> [mask <MASK>]
VALUE 1Pv4 DSCP  0-63
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MASK <VALUE> 0x0-0x3f* Ox3f

m |IP Precedence (tos-precedence)
<GROUP> <RULE> condition ipv4 tos-precedence <VALUE> [mask <MASK>]

VALUE 1Pv4 IP Precedence  0-7
MASK <VALUE> 0x0-0x7* 0x7
- (protocol)
<GROUP> <RULE> condition ipv4 protocol <VALUE> [mask <MASK>]
VALUE 1Pv4 0-255
MASK <VALUE> 0Xx0-0xFf* Oxff
- TCP/UDP (src tcp/udp)

<GROUP> <RULE> condition ipv4 src tcp/udp <VALUE> [tcpludp]
<GROUP> <RULE> condition ipv6 src tcp/udp <VALUE> [tcp|udp]

VALUE TCP/UDP 0-65535
tcp TCP
udp UDP

- TCP/UDP (dst tcp/udp)

<GROUP> <RULE> condition ipv4 dst tcp/udp <VALUE> [tcpludp]
<GROUP> <RULE> condition ipv6 dst tcp/udp <VALUE> [tcpudp]

VALUE TCP/UDP 0-65535
tcp TCP
udp UDP
m TCP Flag (tcp-flag)
<GROUP> <RULE> condition ipv4 tcp-flag {fin|syn|rst|psh]ack|urt} <VALUE>
VALUE 0-1
m Traffic Class (traffic-class)
<GROUP> <RULE> condition ipv6 traffic-class <VALUE> [mask <MASK>]
VALUE 1Pv6 Traffic Class 0-255
MASK <VALUE> 0Xx0-0xFf* Oxff
m Flow Label (flow-label)
<GROUP> <RULE> condition ipv6 flow-label <VALUE> [mask <MASK>]
VALUE 1Pv6 Flow Label 0-1048575
MASK <VALUE> 0x0-OxFfFfff OxXFFfff
m Next Header (next-header)
<GROUP> <RULE> condition ipv6 next-header <VALUE> [mask <MASK>]
VALUE 1Pv6 Next Header 0-255
MASK <VALUE> 0Xx0-0xFf* Oxff
m Hop Limit (hop-limit)
<GROUP> <RULE> condition ipv6 hop-limit <VALUE> [mask <MASK>]
VALUE 1Pv6 Hop Limit 0-255
MASK <VALUE> 0x0-0xff* Oxff
m ICMPV6 Type (icmp type)
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<GROUP> <RULE> condition ipv6 icmp type <VALUE> [mask <MASK>]

VALUE 1CMPV6 Type 0-255
MASK <VALUE> 0Xx0-0xFf* Oxff
- IPv6
<GROUP> <RULE> condition ipv6 src ip <IPv6>[/<LENGTH>]
IPv6 IPv6 Di-TRFf A FEef - FEFF FFFF - FEFF - FEFF: FIFF
LENGTH <IPv6> 3 0-128
- IPv6
<GROUP> <RULE> condition ipv6 dst ip <IPv6>[/<LENGTH>]
IPv6 IPv6 L -FEEf FEFF FFFF FEFF - FEFF - FEFF - FFFF AP
LENGTH <IPv6> ® 0-128
- ID
<GROUP> <RULE> condition class <CLASSID>
CLASSID ID 1-4095
1) <MASK> 1 <MASK>
2) <NETMASK> <IPv4> 192.168.1.100/24

192.168.1.0/24
3) <LENGTH>

15.3 €))
4 « )
|
GROUP 2-1
RULE 2-2
m permit

<GROUP> <RULE> action permit

m deny
<GROUP> <RULE> action deny

m none
<GROUP> <RULE> action none

m authentication-bypass
<GROUP> <RULE> action authentication-bypass

m block-cpu-control
<GROUP> <RULE> action block-cpu-control
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M oS
<GROUP> <RULE> action qos <QOSPROFILE>
QOSPROFILE QoS gpl-qgp8

m priority
<GROUP> <RULE> action priority <PRIORITY>
<GROUP> <RULE> action priority from ip-tos-precedence
PRIORITY 802.1p 0-7
from ip-tos-precedence IP Precedence (0-7)

m ip-tos-dscp
<GROUP> <RULE> action ip-tos-dscp <DSCP>
DSCP DSCP  0-63

m ip-tos-precedence
<GROUP> <RULE> action ip-tos-precedence <PRECEDENCE>
PRECEDENCE IP Precedence  0-7

- 1 policing ( 4-1 )
<GROUP> <RULE> action policing cir <RATE>
<GROUP> <RULE> action policing cbs <BURST>
RATE CIR(Committed Information Rate) 64-40000000(Kbps) 64Kbps !
BURST CBS(Committed Burst Size)
4, 8, 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 16380(Kbyte)?

- 2 policing ( 4-1 )
<GROUP> <RULE> action policing group <P_INDEX>
<GROUP> policing <P_INDEX> cir <RATE>
<GROUP> policing <P_INDEX> cbs <BURST>

P_INDEX
2-2
RATE CIR(Committed Information Rate) 64-40000000(Kbps) 64Kbps !
BURST CBS(Committed Burst Size)
4, 8, 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 16380(Kbyte)?
m redirect
<GROUP> <RULE> action redirect <PORT>
PORT 14-3
m counter

<GROUP> <RULE> action counter <C_INDEX>
<GROUP> <RULE> action counter unit byte

C_INDEX 2-2
unit byte
= nirror
<GROUP> <RULE> action mirror <PORT>
PORT 14-3
1) CIR 64Kbps
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64Kbps 64Kbps
CIR
2) CBS 13

CBS

15.4 (4) exceeded-action deny
2 exceeded-action
CIR(Committed Information Rate)
deny

m exceeded-action deny
<GROUP> <RULE> exceeded-action deny

GROUP 2-1
RULE 2-2
15.5 ) /
] /
<GROUP> <RULE> state disable
GROUP 2-1
RULE 2-2
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16.

2 16-1
16-1 2
No.
1 . /
2-1 2-2
2 . 3.1
3.2 (
4 «C )
. 2
13
3 emirror
mirror
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17. AEOS8
2 AEOS8 17-1
17-1  AEOS8
Version
8.03.01 | AE0S-80301-RC006 2 condition MASK
MASK
AE0S-80301-RC007 2 ““show packet-filter2 policing””
AEOQS7
8.04.01 | AE0S-80401-RC020 2 action no action deny
permit
AE0S-80401-RC021 2 show packet-filter2 counter
rule (AEQS7 )
8.07.01 | AEOS-80701-RC024 2 >”condition””
AEOS-80601-ER006 ”?”<GROUP> <RULE> assign port”” ””<GROUP> <RULE>
assign vlan®” ”7no action””  ””condition””
>”condition””
8.08.01 | AE0S-80801-RC015 2 VLAN priority
condition

??<GROUP> <RULE> condition (dst]src) vid <VID> mask <MASK>
priority <VALUE>"~

?”<GROUP> <RULE> condition ethernet vid <VID> mask <MASK> priority
<VALUE>>~

AEQ0S-80801-RC016

action

7?<GROUP> <RULE> action none””

AccessDefender
2
AE0S-80801-RC023 | IP IP
/ /Loopback IP
7 IP 3
AE0S-80801-RC030 2 action
no

(””% Mismatch action delete mode.””)
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AE0S-80801-RC050 2 ?”<GROUP> <RULE> assign port |
AEOS-80602-ER002 | vlan®”
”7action”” *“condition” 7”assign””
”~action”” ~~condition””
port vlan
AE0S-80801-RC051 2 ”7condition”” tcp/udp
AEOS-80701-ER003 tcp/udp
AE0S-80801-RC063 | AccessDefender ””no web-authentication http-port””
2
http-port
8.08.02 | AEOS-80802-RC008 | SNMP 2 MIB
AEOS-80802-RC011 | IP IP
2
AE0S-80802-RC022 | Egress ?”egress-shape count-mode
include-ifg-pa>” 2
policing
8.08.03 | AE0S-80803-RC009 2 2
/
8.09.02 | AE0S-80902-RC006 2 2
/
8.09.03 | AEOS-80903-RC014 2 >”condition ipv6 src|dst ip””
AE0S-80803-ER007 >7action”” 77
condition ipv6 src ip ::/0””
AE0S-80903-RC015 2 *?condition ipv4 dst tcp/udp
AEQS-80803-ER008 | range““ condition
AEQS-80903-RC016 2 *condition ipv4
AE0S-80803-ER009 | src tcp/udp ““ ~7condition ipv4 dst tcp/udp“®
7?show packet-filter2“*
(tcp/udp) O
8.09.06 | AE0OS-80906-RC0O06 | QoS Apresial5000 ”7qos qosprofile””
AEOS-80903-ERO10 2 ”7action qos”’ ”?no qos
gosprofile”
8.10.01 | AEOS-81001-RC0O02 | AccessDefender ( )
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AE0S-81001-RCO03

(

) *>wide-mode <GROUP>7~

AE0S-81001-RC013
AEQ0S-80803-ER00S

2 assign

”?no <GROUP> <RULE> action®” ?”no <GROUP> <RULE> condition’”

>?show running-config””

AE0S-81001-RC014
AEQ0S-80803-ER006

2 >?condition dst ip””

””condition dst type””

””condition dst type”” 0x0 mask 0x0

>”condition dst ip””

AE0S-81001-RC015
AEQ0S-80803-EROO7

2 >”condition ipv6 src|dst ip””

”?action”’

>”condition ipv6 src ip ::/0”~

AE0S-81001-RC016 2 ”?condition ipv4 dst tcp/udp
AE0S-80803-ER008 | range““ condition
AE0S-81001-RC017 2 >”condition ipv4

AEQ0S-80803-ER009

src tcp/udp ““  ””condition ipv4 dst tcp/udp““
7?show packet-filter2>”

(tcp/udp) O

8.11.01 | AE0S-81101-RC021 2 7Zactionmirror””
AE0S-81001-ER006
8.12.01 | AE0S-81201-RC023 2 7?condition’” MAC
AE0S-81201-RC024 2 ”?wide-mode””
2
8.13.01 | AE0OS-81301-RC025 2 "condition" MAC
8.14.01 | AEOS-81401-RC0O07 2 ICMPVv6 Type

"<GROUP> <RULE> condition ipv6 icmp type"

AE0S-81401-RCO08

Apresial5000 2
( )
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"wide-mode <GROUP>"

AE0S-81401-RC029

2 "packet-filter2 [<CHASSIS>]"
[<CHASSIS>]

AE0S-81401-RC036 2 "show packet-filter2
AE0S-81202-ER004 | reserved-group™

AE0S-81303-ER006

AE0S-81401-RC037 2 "wide-mode"

AE0S-81202-ER006 condition-type /

AE0S-81401-RC038 2 MMRP-Plus

AEQ0S-81202-ER00S
AEQ0S-81303-ERO07

"action mirror port”

AEQ0S-81401-RC039

2 no <group> <rule>"

rule

8.15.01

AEQ0S-81501-RCO07

2 VLAN 1D

"<GROUP> <RULE> condition (dst|src|ethernet) c-vid <VID> [mask
<MASK> [priority <VAULE>]]"
"<GROUP> <RULE> condition (dst]src|ethernet) c-vid none"

AEQ0S-81501-RC008

2 CPU

"block-cpu-control <GROUP> <GROUP> enable"
"<GROUP> <RULE> action block-cpu-control"

AE0S-81501-RC023

2 "wide-mode"

AE0S-81501-RC044
AE0S-81405-ER003

2 "assign port]vlan"
condition-type
(AE0S8.14.01 )

AE0S-81501-RC045

2 "assign port" "assign vlan"

"assign port"

AEQ0S-81501-RC046

2 "condition ipv4 tcp-flag”
"condition ipv4 (src|dst) tcp/udp <TCP/UDPPORT> tcp™
"condition ipv4 (src|dst) tcp/udp <TCP/UDPPORT> tcp™

AEQ0S-81501-RC047

2 "wide-mode"

"action counter” "action counter"

AEQ0S-81501-RC048

Apresial3000/13100/13200 2
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"wide-mode™ "action policing”

"show running-config”
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18.

permit deny
4.1 permit 4.2 deny
|
) a A deny
) deny
€)) X c C deny
AorBorC
|
D) X a A permit
) X b permit
€)) X c C permit
@) X a b c n deny
AorBorC
deny
(€H) X a 1/1 1Pv4 10.0.10.0/24
permit
) X a n 1/1 1Pv4
10.0.0.0/8 deny
1/1 1Pv4
10.0.10.0/24 1Pv4 10.0.0.0/8
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18.1 )

MAC
MAC
|

Apresial3200-48X-PSR 1/1 1/10 MAC
00:a1:00:00:00:00 00:al:00:ff:ff:ff MAC
00:bb:bb:bb:bb:bb

1 ethernet

18.1.1

(1) PACKETFILTER2

Ap132-48x# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ap132-48x(config)# packet-filter2

Ap132-48x(config-filter)#

@) 1 1 (€H) ( )

Ap132-48x(config-filter)# 1 1 assign port 1/1-10

® 1 1 ) ( )

Ap132-48x(config-filter)# 1 1 condition ethernet dst mac 00:a1:00:00:00:00
mask fF:ff:FF:00:00:00

4 1 1 ®

Ap132-48x(config-filter)# 1 1 action deny

®) 1 2 ) ( )

Ap132-48x(config-filter)# 1 2 assign port 1/1-10

(6) 1 2 @ ( )

Ap132-48x(config-filter)# 1 2 condition ethernet src mac 00:bb:bb:bb:bb:bb

Q) 1 2 ®3)

Ap132-48x(config-filter)# 1 2 action deny

74/102




®) show

Ap132-48x# show running-config

packet-filter2
1 1 assign port 1/1-10
1 1 condition ethernet dst mac 00:a1:00:00:00:00 mask ff:ff:ff:00:00:00
1 1 action deny
1 2 assign port 1/1-10
1 2 condition ethernet src mac 00:bb:bb:bb:bb:bb
1 2 action deny

Apl132-48x#

Ap132-48x# show packet-filter2 group brief
group assign condition-type

1/1 port ethernet

Apl132-48x#

Ap132-48x# show packet-filter2 1 brief

action:

group rule deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)
1/1 1 Deny - - - - - - -
1/1 2 Deny - - - - - - -

exceeded-action:
group rule deny

1/1 -
1/1 2 -

assign:

group rule assign port vid vid-m
1/1 1 port 1/1-10 - -
1/1 2 port 1/1-10 - -

condition:

group rule condition dst mac address src mac address Type vid
1/1 1 ether 00:21:00:00:00:00 - - -
1/1 1 ether-m ff:ff:£f:00:00:00 - - -
1/1 2 ether - 00:bb:bb:bb:bb:bb - -
1/1 2 ether-m - - ff-fF:.fF:ff - -
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Ap132-48x#
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18.2 0

VLAN
MAC IPv4
|
Apresial3000-X24-PSR 171 1/3 1/5 VLAN 100
MAC 00:a1:00:00:00:00 1Pv4
10.1.10.0/24 10.1.20.0/24
1 src

18.2.1
(1) PACKETFILTER2

Ap13kX24# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ap13kx24(config)# packet-filter2

Ap13kx24(config-filter)#

@) 1 @ ( )

Ap13kx24(config-filter)# 1 assign port 1/1,1/3,1/5
Ap13kx24(config-filter)# 1 assign vlan 100

® 1 1 @ ( )

Ap13kX24(config-filter)# 1 1 condition src ip 10.1.10.0/24

Q) 1 1 3)
Ap13kX24(config-filter)# 1 1 action permit?
1) permit
) 1 2 ) ( )

Ap13kx24(config-filter)# 1 2 condition src ip 10.1.20.0/24

(6) 1 2 ®3)
Ap13kX24(config-filter)# 1 2 action permit?
1) permit
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@) 1 3 @ ( )

Ap13kx24(config-filter)# 1 3 condition src mac 00:a1:00:00:00:00

® 1 3 ®

Ap13kx24(config-filter)# 1 3 action deny

©) show

Ap13kX24# show running-config

packet-filter2
1 assign port 1/1,1/3,1/5
1 assign vlan 100 mask Oxfff

1 1 condition src ip 10.1.10.0/24

1 1 action permit

1 2 condition src ip 10.1.20.0/24

1 2 action permit

1 3 condition src mac 00:a1:00:00:00:00
1 3 action deny

Ap13kX24#
Ap13kXx24# show packet-filter2 group brief

group assign condition-type

1/1 port/vilan src

Ap13kX24#
Ap13kX24# show packet-filter2 1 brief
action:
group rule deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)

1/1 1 Permit - - - - - - _
1/1 2 Permit - - - - - - _
1/1 3 Deny - - - - - - -

exceeded-action:
group rule deny
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assign:

group rule assign port vid vid-m
1/1 1 port/vlan 1/1,1/3,1/5 100 Oxfff
1/1 2 port/vlan 1/1,1/3,1/5 100 Oxfff
1/1 3 port/vlan 1/1,1/3,1/5 100 Oxfff

condition:

group rule condition src mac address src ip address Type vid
1/1 1 src - 10.1.10.0 - -
1/1 1 src-m - 255.255.255.0 - -
1/1 2 src - 10.1.20.0 - -
1/1 2 src-m - 255.255.255.0 - -
1/1 3 src 00:a1:00:00:00:00 - - -
1/1 3 src-m e e fE.fE-fF-ff - - -

Ap13kX24#
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19. QP

QP
qos
4.6 gos
19.1 (1) IP Precedence QP
VLAN IP Precedence
|
Apresial3200-48X-PSR VLAN 2000 1Pv4
IP Precedence 0 5 QoS gpl IP Precedence 6 7
QoS gp7
1 ipv4
19.1.1
(1) PACKETFILTER2
Ap132-48x# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ap132-48x(config)# packet-filter2
Ap132-48x(config-filter)#
) 1 1 1) ( )
Ap132-48x(config-filter)# 1 1 assign vlan 2000
®3) 1 1 2 ( )
Ap132-48x(config-filter)# 1 1 condition ipv4 tos-precedence 0 mask Ox4!
1) 0 3 3.3

) 1 1 ®

Ap132-48x(config-filter)# 1 1 action gos gpl

®) 1 2 ) ( )

Ap132-48x(config-filter)# 1 2 assign vlan 2000
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(6) 1 2 @ ( )

Ap132-48x(config-filter)# 1 2 condition ipv4 tos-precedence 4 mask 0x6!
1) 4 5 3.3

Q) 1 2 ®3)

Ap132-48x(config-filter)# 1 2 action gos gpl

6) 1 3 (€H) ( )

Ap132-48x(config-filter)# 1 3 assign vlan 2000

9 1 3 ) ( )
Ap132-48x(config-filter)# 1 3 condition ipv4 tos-precedence 6 mask Ox6!

1) 6 7 3.3
(10) 1 3 ©))

Ap132-48x(config-filter)# 1 3 action qos qp7

(1D show

Ap132-48x# show running-config

packet-filter2

1 1 assign vlan 2000 mask Oxfff
1 condition ipv4 tos-precedence 0 mask Ox4
1 action qos gpl

1 action permit
2 assign vlan 2000 mask Oxfff
2 condition ipv4 tos-precedence 4 mask Ox6
2 action gos gpl
2 action permit
3 assign vlan 2000 mask Oxfff
3 condition ipv4 tos-precedence 6 mask Ox6
3 action qos qp7
3 action permit

e

Ap132-48x#
Ap132-48x# show packet-filter2 group brief
group assign condition-type
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1/1 vlan ipv4

Ap132-48x#

Ap132-48x# show packet-filter2 1 brief
group assign condition-type

1/1 vlan ipv4

Ap132-48x# show packet-filter2 1 b

action:

group rule deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)
1/71 1 Permit - gpl - - - - -
1/1 2 Permit - gpl - - - - -
1/1 3 Permit - qp7 - - - - -

exceeded-action:

group rule deny

1/1 -
1/1 2 -
1/1 -
assign:
group rule assign port vid vid-m
1/1 1 vlan - 2000 Oxfff
1/1 2 vlan - 2000 Oxfff
1/1 3 vlan - 2000 Oxfff
condition:

group rule condition src ip address dst ip address Prot tos(P/D)

1/1 1 ipv4 - - - 0 ()
1/1 1 ipv4-m - - - 0x4 (P
1/1 2 ipvd - - - 4 (P)
1/71 2 ipv4d-m - - - 0x6 (P)
1/1 3 ipvd - - - 6 (P)
1/1 3 ipvd-m - - - 0x6 (P)

condition tcp/udp:
group rule condition tcp-flag s-t/u-p d-t/u-p range index

1/1 1 ipv4-t/u - - -
1/1 1 ipv4-t/u-m - - -
1/1 2 ipva-t/u - - -
1/1 2 ipv4-t/u-m - - -
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1/71 3 ipv4-t/u
1/1 3 ipv4-t/u-m
Ap132-48x#
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20. 802.1p

802.1p
priority
Tag 802.1p
4.7 priority
20.1 €H) 802.1p
MAC Ethernet
Type
|
Apresial3200-48X-PSR 171 1/9 MAC
00:aa:bb:cc:dd:ee Ethernet Type  0x0800(IPv4) 0x0806(ARP)
Tag 802.1p 6
1 dst
20.1.1
(1) PACKETFILTER2
Ap132-48x# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ap132-48x(config)# packet-filter2
Ap132-48x(config-filter)#
) 1 1 1) ( )
Ap132-48x(config-filter)# 1 1 assign port 1/1-9
®3) 1 1 ) ( )

Ap132-48x(config-filter)# 1 1 condition dst mac 00:aa:bb:cc:dd:ee
Ap132-48x(config-filter)# 1 1 condition dst type 0x0800

“) 1 1 ®3)
Ap132-48x(config-filter)# 1 1 action priority 6

®) 1 2 &) ( )
Ap132-48x(config-filter)# 1 2 assign port 1/1-9
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(6) 1 2 @ ( )

Ap132-48x(config-filter)# 1 2 condition dst mac 00:aa:bb:cc:dd:ee
Ap132-48x(config-filter)# 1 2 condition dst type 0x0806

) 1 2 ®3)

Ap132-48x(config-filter)# 1 1 action priority 6

€) show

Ap132-48x# show running-config

packet-filter2
1 1 assign port 1/1-9
condition dst type 0x800
condition dst mac 00:aa:bb:cc:dd:ee
action priority 6
action permit
assign port 1/1-9
condition dst type 0x806
condition dst mac 00:aa:bb:cc:dd:ee
action priority 6
action permit

L
N DN NN R R R

Apl132-48x#

Ap132-48x# show packet-filter2 group brief
group assign condition-type

1/1 port dst

Apl132-48x#

Ap132-48x# show packet-filter2 1 brief

action:

group rule deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)
1/1 1 Permit prio - 6 - - - -
1/1 2 Permit prio - 6 - - - -

exceeded-action:
group rule deny

assign:
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group rule assign port vid vid-m

1/1 port 1/1-9 - -
1/1 port 1/1-9 - -
condition:

group rule condition dst mac address dst ip address Type vid
1/1 1 dst 00:aa:bb:cc:dd:ee - 0x0800 -
1/71 1 dst-m e e fE-ff-ff - OxXTfff -
1/71 2 dst 00:aa:bb:cc:dd:ee - 0x0806 -
1/1 2 dst-m e fr-ff:fF.ff - Oxffff -

Apl132-48x#
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21. QP 802.1p
QP qos 802.1p

priority gos priority

6

2
7
21.1 €H) QP 802.1p
1Pv4
1Pv4 IP Precedence
|
Apresial3200-48X-PSR 1/1 1/24 1Pv4
10.1.1.0/24 1Pv4 192.168.100.0/24 1Pv4 IP
Precedence 6 QoS gp7
Tag 802.1p 6
1 2 ipv4

21.1.1
(1) PACKETFILTER2
Ap132-48x# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ap132-48x(config)# packet-filter2
Ap132-48x(config-filter)#
) 1 1 1) ( )
Ap132-48x(config-filter)# 1 1 assign port 1/1-24
®3) 1 1 &) ( )

Ap132-48x(config-filter)# 1 1 condition ipv4 src ip 10.1.1.0/24
Ap132-48x(config-Ffilter)# 1 1 condition ipv4 dst ip 192.168.100.0/24
Ap132-48x(config-filter)# 1 1 condition ipv4 tos-precedence 6

) 1 1 ®

Ap132-48x(config-filter)# 1 1 action qos qp7
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) 2 1 @ ( )

Ap132-48x(config-filter)# 2 1 assign port 1/1-24

(6) 2 1 @ ( )

Ap132-48x(config-filter)# 2 1 condition ipv4 src ip 10.1.1.0/24
Ap132-48x(config-filter)# 2 1 condition ipv4 dst ip 192.168.100.0/24
Ap132-48x(config-filter)# 2 1 condition ipv4 tos-precedence 6

) 2 1 ®3)

Ap132-48x(config-filter)# 2 1 action priority 6

®) show

Ap132-48x# show running-config

packet-filter2
1 1 assign port 1/1-24

1 1 condition ipv4 dst ip 192.168.100.0/24
1 1 condition ipv4 src ip 10.1.1.0/24
1 1 condition ipv4 tos-precedence 6
1 1 action qos qp7
1 1 action permit
2 1 assign port 1/1-24
2 1 condition ipv4 dst ip 192.168.100.0/24
2 1 condition ipv4 src ip 10.1.1.0/24
2 1 condition ipv4 tos-precedence 6
2 1 action priority 6
2 1 action permit
!
Ap132-48x#
Ap132-48x# show packet-filter2 group brief
group assign condition-type
1/1 port ipvd
1/2 port ipvd
Ap132-48x#
Ap132-48x# show packet-filter2 1 brief
action:
group rule deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)
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1/71 1 Permit - qp7 - - - - -

exceeded-action:
group rule deny

1/1 1 -
assign:
group rule assign port vid vid-m
v tprt s S
condition:

group rule condition src ip address dst ip address Prot tos(P/D)

1/1 1 ipv4 10.1.1.0 192.168.100.0 - 6 (P)
1/1 1 ipv4-m 255.255.255.0 255.255.255.0 - O0x7 (P)

condition tcp/udp:
group rule condition tcp-flag s-t/u-p d-t/u-p range index

1/1 1 ipv4-t/u - - -
1/1 1 ipv4-t/u-m - - -

Apl132-48x#

Ap132-48x# show packet-filter2 2 brief

action:

group rule deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)
1/2 1 Permit prio - 6 - - - -

exceeded-action:

group rule deny

1/2 1 -
assign:
group rule assign port vid vid-m
e otprt  imes ..
condition:

group rule condition src ip address dst ip address Prot tos(P/D)
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172 1 ipv4-m 255.255.255.0 255.255.255.0 - O0x7 (P)

condition tcp/udp:
group rule condition tcp-flag s-t/u-p d-t/u-p range index

1/2 1 ipv4-t/u - - -
1/2 1 ipv4-t/u-m - - -

Ap132-48xi#

90/102




22. DSCP /1P Precedence

DSCP /1P Precedence

ip-tos-dscp ip-tos-precedence
IPv4
DPCP IP Precedence
4.8 ip-tos-dscp 4.9 ip-tos-precedence
22.1 €H) DSCP /IP Precedence
IPv4
TCP
||
Apresial3200-48X-PSR 1/1 1/24 IPv4
10.1.1.100/32 TCP 1 1023
1Pv4 DSCP 48 1Pv4
10.1.1.200/32 TCP 1 1023
1Pv4 IP Precedence 1
1 ipv4-src-tcp/udp-range
22.1.1

(1) PACKETFILTER2

Ap132-48x# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ap132-48x(config)# packet-filter2

Ap132-48x(config-filter)#

@) 1 1 (€H) ( )

Ap132-48x(config-filter)# 1 1 assign port 1/1-24

©) 1 1 @ ( )

Ap132-48x(config-filter)# 1 1 condition ipv4 dst ip 10.1.1.100/32
Ap132-48x(config-filter)# 1 1 condition ipv4 src tcp/udp 1-1023 tcp

4 1 1 ®

Ap132-48x(config-filter)# 1 1 action ip-tos-dscp 48

) 1 2 (¢H) ( )
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Ap132-48x(config-filter)# 1 2 assign port 1/1-24

(6) 1 2 @ ( )

Ap132-48x(config-filter)# 1 2 condition ipv4 dst ip 10.1.1.200/32
Ap132-48x(config-filter)# 1 2 condition ipv4 src tcp/udp 1-1023 tcp

) 1 2 ®)

Ap132-48x(config-filter)# 1 2 action ip-tos-precedence 1

€)) show

Ap132-48x# show running-config

packet-filter2

1 1 assign port 1/1-24
1 condition ipv4 dst ip 10.1.1.100/32
1 condition ipv4 src tcp/udp 1-1023 tcp
1 action ip-tos-dscp 48
1 action permit
2 assign port 1/1-24
2 condition ipv4 dst ip 10.1.1.200/32
2 condition ipv4 src tcp/udp 1-1023 tcp
2 action ip-tos-precedence 1
2

e

action permit

Apl132-48x#
Ap132-48x# show packet-filter2 group brief

group assign condition-type

1/1 port ipv4-src-tcp/udp-range

Apl132-48x#
Ap132-48x# show packet-filter2 1 brief
action:
group rule deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)

171 1 Permit dscp-48 - - - - -
1/1 2 Permit pre-1 - - - - - -

exceeded-action:
group rule deny
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assign:

group rule assign port vid vid-m
1/71 1 port 1/1-24 - -
1/1 2 port 1/1-24 - -

condition:

group rule condition src ip address dst ip address Prot tos(P/D)

1/1 1 ipv4 - 10.1.1.100 6 -
1/1 1 ipv4-m - 255.255.255.255 Oxff -
1/1 2 ipvd - 10.1.1.200 6 -
1/1 2 1pv4-m - 255.255.255.255 Oxff -

condition tcp/udp:

group rule condition tcp-flag s-t/u-p d-t/u-p range index
1 ipv4-t/u - - - src:1-1023
1 ipv4-t/u-m - - -

1/1 2 ipva-t/u - - - src:1-1023
2 ipva-t/u-m

Apl132-48x#
Ap132-48x# show packet-filter2 tcp/udp-range
range-id src/dst port-range
1 src 1 to 1023
Ap132-48x#
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23.

policing exceeded-action deny
4.10 policing 4.14 exceeded-action deny
policing ( 4-1 )
23.1 €H)
IPv6
|
Apresial3200-48X-PSR 1/1 IPv6
Te80::aaaa/128 100Mbps(99968Kbps) 128Kbyte
1 ipv6-src
23.1.1
(1) PACKETFILTER2
Ap132-48x# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ap132-48x(config)# packet-filter2
Ap132-48x(config-filter)#
) 1 1 1) ( )
Ap132-48x(config-filter)# 1 1 assign port 1/1
®3) 1 1 2 ( )

Ap132-48x(config-filter)# 1 1 condition ipv6 src ip fe80::aaaa/128

*) 1 1 ®

Ap132-48x(config-filter)# 1 1 action policing cir 99968
Ap132-48x(config-filter)# 1 1 action policing chs 128

©) 1 1 (4) exceeded-action deny

Ap132-48x(config-filter)# 1 1 exceeded-action deny

(6) show
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Ap132-48x# show running-config

packet-filter2

1 1 assign port 1/1

1 1 condition ipv6 src ip fe80::aaaa/128
1 1 exceeded-action deny

1 1 action policing cbs 128

1 1 action policing cir 99968

1 1 action permit

Ap132-48x#
Ap132-48x# show packet-filter2 group brief
group assign condition-type
1/1 port ipv6-src-ip
Apl132-48x#
Ap132-48x# show packet-filter2 1 brief
action:
group rule deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)
1/1 1 Permit - - - - - 99968-128 -

exceeded-action:
group rule deny

assign:

group rule assign port vid vid-m
1/1 1 port 1/1 - -

condition:

group rule condition ip address

1/1 1 ipv6-src-ip Te80::aaaa/128

Ap132-48xi#

23.2 )
VLAN 1Pv4
1Pv4
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Apresial3000-X24-PSR 1/1  VLAN 10 1Pv4
192.168.0.100/32 1Pv4 172.21.0.0/16
50Mbps (49984Kbps) 64Kbyte
1 ipv4
23.2.1
(1) PACKETFILTER2
Ap13kXx24# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ap13kx24(config)# packet-filter2
Ap13kx24(config-filter)#
@) 1 1 (€H) ( )
Ap13kx24(config-filter)# 1 1 assign port 1/1
Ap13kx24(config-filter)# 1 1 assign vlan 10
®3) 1 1 (2) ( )

Ap13kX24(config-filter)#
Ap13kx24(config-filter)#

1 1 condition ipv4 src ip 192.168.0.100/32
1 1 condition ipv4 dst ip 172.21.0.0/16

'0)) 1 1

®

Ap13kx24(config-filter)#
Ap13kX24(config-filter)#
Ap13kx24(config-filter)#

1 1 action policing group 1
1 policing 1 cir 49984
1 policing 1 cbs 64

(5) 1 1

(4) exceeded-action deny

Ap132-48x(config-filter)# 1 1 exceeded-action deny

(6) show

Ap13kX24# show running-config

packet-filter2
1 policing 1 cbs 64
1 policing 1 cir 49984

1 1 assign port 1/1

1 1 assign vlan 10 mask Oxfff
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1 1 condition ipv4 dst ip 172.21.0.0/16

1 1 condition ipv4 src ip 192.168.0.100/32
1 1 action policing group 1

1 1 action permit

Ap13kX24#
Ap13kX24# show packet-filter2 group brief
group assign condition-type
1/1 port/vian ipv4
Ap13kX24#
Ap13kx24# show packet-filter2 1 brief
action:
group rule deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)
1/71 1 Permit - - - - - 1-1 -
exceeded-action:

group rule deny

1/1 1 -
assign:
group rule assign port vid vid-m
o tertlan i 0 off
condition:

group rule condition src ip address dst ip address Prot tos(P/D)

1/1 1 ipv4 192.168.0.100 172.21.0.0 - -
1/1 1 ipv4-m 255.255.255.255 255.255.0.0 - -

condition tcp/udp:
group rule condition tcp-flag s-t/u-p d-t/u-p range index

1/71 1 ipv4-t/u - - -
1/1 1 ipv4-t/u-m - - -
Ap13kX24#
Ap13kX24# show packet-Ffilter2 policing 1
group m-id cir cbs rule
1/1 1 49984 64 1
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1/1 2 40000000 4

Ap13kX24#
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24. CPU

CPU
block-cpu-control

4.5 block-cpu-control

24.1

CPU

1Pv4

[
Apresial3000-X24-PSR 1/1 CPU
192.168.10.0/24
1/1 CPU 1Pv4
TELNET none

none

1 2 CPU

1Pv4

192.168.10.100/32
(CPU

24.1.1
(1) PACKETFILTER2

Ap13kX24# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ap13kx24(config)# packet-filter2

Ap13kx24(config-filter)#

0 1 2 CPU

Ap13kx24(config-filter)# block-cpu-control 1 2 enable

® 1 @ ( )

Ap13kx24(config-filter)# 1 assign port 1/1

(4) 1 2 (2) ( )
Ap13kX24(config-filter)# 1 2 condition ipv4 src ip 192.168.10.0/24

) 1 2 3)
Ap13kx24(config-filter)# 1 2 action block-cpu-control

() 1 1 @ ( )
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Ap13kx24(config-filter)# 1 1 condition ipv4 src ip 192.168.10.100/32

) 1 1 @ ( )

Ap13kx24(config-filter)# 1 1 condition ipv4 dst tcp/udp 23 tcp

®) show

Ap13kX24# show running-config

packet-filter2

block-cpu-control 1 2 enable

assign port 1/1

assign port 1/1

1 action none

1 condition ipv4 src ip 192.168.10.100/32
1 condition ipv4 dst tcp/udp 23 tcp

2 action none

2 action block-cpu-control

2 condition ipv4 src ip 192.168.10.0/24

1 action none

1 condition ipv4 src ip 192.168.10.100/32
1 condition ipv4 dst tcp/udp 23 tcp

2 action none

2 action block-cpu-control

2 condition ipv4 src ip 192.168.10.0/24

[NSTEE ST ST S B S S L i e T T T A S T )

Ap13kX24#
Ap13kXx24# show packet-filter2 group brief
group assign condition-type
1/1 port ipv4
1/2 port ipvd
Ap13kX24#
Ap13kXx24# show packet-filter2 1 brief
action:
group rule deny CPU Polic(grp-id) counter(U)
1/1 1 None - - -

1/1 2 None Block - -

exceeded-action:
group rule deny CPU

100/102



1/1 1 - -

1/1 2 - -

assign:

group rule assign port vid vid-m
1/1 port 1/1 - -
1/1 port 1/1 - -

condition:

group rule condition src ip address dst ip address Prot tos(P/D)

1/1 1 ipv4 192.168.10.100 - 6 -
1/1 1 ipv4-m 255.255.255.255 - Oxff -
1/1 2 ipvd 192.168.10.0 - - -
1/1 2 ipv4-m 255.255.255.0 - - -

condition tcp/udp:
group rule condition tcp-flag s-t/u-p d-t/u-p range index

1/1 1 ipv4-t/u - - 23

1/1 1 ipv4-t/u-m - - Oxffff

1/1 2 ipv4-t/u - - -

1/1 2 ipv4-t/u-m - - -
Ap13kX24#
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