NPRESIN. motse

APRESIA Systems s &4t



2021 11 19

TD61-7250 AEQS Ver. 7.44 L2

. 3-10 Chassis ID
. 3-11 Port ID
. 3-12 Chassis ID
. 3-13 Port ID

.3.1 hostname

.9.1 redundant group-number
.10.1 mirroring

.11.7 vlan add protocol

.11.9 ignore-tag

.28.10 show packet-filter2
.38.10 logging hostname disable

W W W W w W ww

.42.18 mmrp-plus ring divided-master uplink-port

e 3.42.24 mmrp-plus ring divided-shadow uplink-port

2/705




NN

................................................................................. 20

e e e e aaaaan 22
. 22
A 24
0 25
L d e e 26
T 27
.............................................. 29
e e 29
e e e e e e e 30
2 30
2.2 e e e e e 30

2 3 e e e 32
2.4 ST 35
2.5 YOI =T 0101V T 35
........................................................................ 37

O 10 37
O U LT T 37
7 o - 110 ] 38
3.1.3 ShOW USBINaAME . - .. it et et et e et e e e e e e e e 39
3L SNOW USBIE S - .t ot e e e et e e e e e e e e e e e 40
3.2 factory-default ... . et aeeeceaeeaaaaaaaan 41
3.2.1 Tactory-default . ... e aaaaaaaeaaaa 41
0 44
R T A 1S3 i - 1111 44

R 45
I A T e 11= ST U 1= 45
3.4.2 ShOW BOgIN-MESSAGE « -« v e e e e e et e e e e e e e aeaeeceaaececaeaenaaaanaaaanaannn 46
T 47
I A TV (o = 47
3.5.2 ShOW TP A00AreSS . o i it it e et et e a e e e e e c e e e eaeeeaaaeaaaaaaaaa 48
T 1 50
0t 1 T (o 50
3.6.2 ShOW TP FOULE . oo ittt e et e et eaaaaa 51
3.6.3 show Ip route database .. .. ..ot i ittt e 52
3.6.4 sShow TP FOUTE CaChe ...ttt it et et e et e e e ceaaecaaaanan 53
3.6.5 Show TP rOUTe SUMMANY - ..ottt et et et et e e o c e cecaeacaaaaan 54

K 55
R A 1 (o [0 o 56
3.7.2 auto-shutdown POrt ..ttt aaa e 57
3.7.3 auto-Shutdown TEMer ...t et et et et i e e o e o e c e c e e 57
374 auto-Negotiation « ...t e eeeeeeaeaeaaaaaan 58



3.7.5 LHink-speed-aupleX . ..t et et et et e e aeeaeeeaaaaaaaaa 59
3.7.6 advertise delete . ... e eaaaaaeaaaaa 60
T B T3 (01 G 61
T o T 62
T o 63
R A O 11 ] 63
R 5 1= 1 64
I 1 I o == o g 01 ) 65
3.7.13 counter-mode txdiscard only-buffer-overflow ... .. . .. .. . . oioiiii.oo. 66
3.7.14 show auto-ShUuLdoWN - . ..ottt et oot ce e ceceececaececaeaanaaaaaaaann 67
3.7.15 show Interface Status ... . ...ttt et c o e c e aae e 67
3.7.16 sShow Interface COUNTENS . . ...t it e et e e e e e cae i cecaemceaaannnn 72
3.7.17 clear Iinterface COUNTErS ...ttt it c e ceaaececaeceeceaaeaeaanaaaan 75
< 77
3.8.1 IINK-aggregation « ...ttt e et e e e eeaeaeaaaaaaaan 78
3.8.2 link-aggregation algorithm ... .. . . 79
3.8.3 1Ink-aggregation LaCpP - ..ot e et e et e e cecaeceeceaee e e 81
3.8.4 1acp SYStem-Priority ...t e e e 82
3.8.5 1aCp POrt-priority « ..t eeaaaaan 82
3.8.6 lacp tiImeoUt ShOrt . ...ttt oot ce e ceaeceeceaaeaeaanaaaaaannn 83
3.8.7 show Iink-aggregation . . ... ...t it et e e oo et e 84
I T < = 4 I Vo 85
3.8.9 Show BaCp-COUNTEY .. ittt e et e e e e et ceceececaeceeaeaaeaeaaaaaaaaaaann 87
3.8.10 Show BaCp SYS—H0 - .o it it et e et e et e e c e e e e e 88
3.8.11 Show BaCp POIt C ..t et et et et et e 88
3.8.12 show tech-support link-aggregation ... ... .. .. iiirinonr i i ceiceaanaanann. 90
3.8.13 clear 1acp COUNTENS ...t et et e et e et c e e ce e cacemanceaaaaannn 91
R 92
3.9.1 redundant group-NUMDEY .. ...t ittt c e e eeceeeceaeaaaaaaaan 92
3.9.2 redundant port-Priority ...t e e aeceaeaeaaaaaan 93
3.9.3 redundant mac-address-table update ... ... .. .l 94
3.9.4 show redundant . .. e e e 95
3.9.5 show redundant porthase . ... ... .ot e 96
L0 e e e 97
KT 0 O 1 o 1o 97
K T 0 A oo I ] gt o 99
T 100
3.11.1 vIan database . . o .. e e e e e e e aaeaaa 100
R V= o T 100
BT RV =T o Y = - 101
3.11.4 SWItChPOIrt MO0 . ..ottt et e et et et e e o e aeceeaeaeeceaaeaanaaaanaaannn 102
3.11.5 SWITCNPOIT BCCESS - o et i et e et e e et et e et e ae e e e e aa e ce e aan 102
3.11.6 SWITChPOKt BrUNK - . oottt e e e e it i e i e cececececeeeaeaeaeaaaaaann 104
3.11.7 vlan add protocol ... e 105
B I T 7 0 e 1/ 106



I I I o T 1= =T 107

3.11.10 SNAP-NONZEIO=0UT -« o e e e et e e e e e e e e e e e m e ae e aaaamcamanaanaaannenn 108
I = o TV - o 109
I = o T o= Vo e 1 o= 110
R I T~ o T T T (= e =T 111
I 112
3.12.1 Hldp enablle ..o e eeeaeaeaaaaaaaan 112
3.12.2 A MO . o e et et e et e et e e et a e e aeaecaaeaaaaaaa.an 113
3.12.3 Thdp msg-tx-anterval .. ...ttt eeeeeeeeeaaaaaaa 114
3.12.4 1hdp msg-tx-hold . ..o e ceaeeeaaaaaaaan 114
3.12.5 Thdp reinit-delay . ..o i e e e e aaaaaaaa 115
3.12.6 TP EX-0e0aY - .o ettt aaaaeaaa 116
3.12.7 11dp management-address .. ... .ccoi oot oi e e e eaeceeaeaeaaaaaaaaa 117
3.12.8 1ldp err-disable-mode .. ... ..o e aaaaaaaaa 117
3.12.9 Show B1dp POFE « . et e et et et e e 118
3.12.10 show Hldp port detail .. ... . e 120
3.12.11 show Tldp configuration . ... ...t c e c e cecaececaeaaaaaaaaann 121
3.12.12 show B1dp StatiStaCS - .ottt et et e e e o c e e i e a e 122
1 T 124
01 1 1 11 124
3.13.2 ShOW MEU - .ottt e e ettt et et et et e e e e e e eeeeeeeaeeeaaaaaaa 124
.14 Forwarding Data Base(FDB) ...t it oot e et e e ceae e ceaecaaaaaaaa 126
3.14.1 mac-address-table StatiC ... .. ..o it 126
3.14.2 mac-address-table aging-time ... ... oot ir i i a e c e 126
3.14.3 show mac-address-table .. ... ... i 127
3.14.4 show mac-address-table aging-time ... ... i irn it i ceicececeaanaann 128
3.14.5 clear mac-address-table . ... .. . 129
IS T o 0TS 1 130
3.15.1 Flush-Fdb rp-€ Port .. .. et c e iaeceeaeceeaeaaaaaanaann 130
3.15.2 Tlush-Tdb Fp-g POrt ..ottt e et e e c e cecaece e aaaan 131
3.15.3 show Flush-Fdb rp-e .. .o e 131
3.15.4 show FIUSh-FdD rP-0 . oo e et et e ceececaeceaeaenaaannn 132
T 134
R TG - Y g o Y - L o 134
3162 ShOW AI - ittt e e e e e e e e eeeeeaeeeaaaaaaaaan 135
K TG T T o =T 1 gl U o 135
.17 (STP/RSTP/MSTP) - et e e et e e 137
3.17.1 Spanning-tree MOOE . ..ot et e i e e e e e ceeaecaeceaaeaeaaaaa s 137
3.17.2 spanning-tree enable ... .. eaaaaaaan 139
3.17.3 spanning-tree disable ... .. e aeeeiaaaaaaan 140
3.17.4 spanning-tree forward-time ... ... .. ottt eeaeaecaaaaeaaa- 141
3.17.5 spanning-tree hello-time . ... oottt i c e ceecacaeceaaaaaaaan 142
3.17.6 spanning-tree IinK-type ... .o it et e e ceaeeeaaaaaaaan 142
3.17.7 SPANNINg-TrEe MAX=A0E - et em o e e e o e e e e am e a e aemaaaancaaaaeaaaannnnn 143
3.17.8 spanning-tree Praiority .. ..ottt et ot ot et e e e eaaaeaaaaaaa 144



3.17.9 spanning-tree portfast . ... ... ... eaeceaaaeaaaan 145
3.17.10 spanning-tree port-priority ... ...t e aaeaeaaaaaaaa 146
3.17.11 spanning-tree COST . ...ttt et et ot aeaeaeceeceaaea s 147
3.17.12 spanning-tree Force-version .. ... ...ttt c e eaaaaaaaan 148
3.17.13 spanning-tree mst configuration ....... ...t iiii e eceiaaaaaaa. 148
3.17.14 spanning-tree mSt maX-N0OPS . ..o n e ot e ot it et et et et cececeaec e e e e 149
3.17.15 Instance Priority ..ottt et et e e caeaeaeaaaaaaaan 150
3.17.16 Instance VIan ... .. eaaaaaann 151
Tt A - 11T 151
0 /= V=] o 152
3.17.19 spanning-tree mst INSEaNCe ... ..o i ir it c e caeceaeaeaaaaaaaan 153
3.17.20 spanning-tree mst instance port-priority ... oo ioir i i 153
3.17.21 spanning-tree mst INstance COSt . ... .ot oiiin it oot c i e ceiaeceaaaanannn 154
3.17.22 spanning-tree interconnection-mode ... ... ..o oir e oo oi e a e c e 155
3.17.23 show spanning-tree configuration ... ... ..ot i e c e a e aeia e 156
3.17.24 show spanning-tree Port . ... ..ot 156
3.17.25 show spanning-tree SwWitCh ... ... .ot it i e eceececaeaeaaaanaann 157
3.17.26 show spanning-tree StatiStiCS .. ... .o iiiim i e i c e caaaaee s 158
3.17.27 show spanning-tree rSt .. ... .ottt 159
3.17.28 show spanning-tree MSt ... .. .ot i e ie e cecaecenc e aaaaaaaan 162
3.17.29 show spanning-tree mSt CONTEg . - ..o it e c e e aaeeeaee s 162
3.17.30 show spanning-tree mst detall .. .. ... .. .. ... 163
3.17.31 show spanning-tree mSt INSTANCe .. ... ci i ir it c e caeceanaenaaannn 167
3.17.32 show spanning-tree mSt POt ... ...ttt c e caec e 168
3.17.33 show tech-support spanning-tree ... .. ..ot ie e i c e caaaaeaaans 169
3.17.34 clear spanning-tree detected protocols ........ .o iiiiiii i 170
S18 BPDU e e e e e e e e 171
3.18.1 bpdu-Torward . .. ..o e e eeeeceeaeeeaeaeaaaaaan 171
3.18.2 show bpdu-forward . ... ... ..o eeceaeeeaeaaaaaaan 171
N 173
3.19. 1 multicast-TIltering .. .ot 173
3.19.2 show multicast-FIltering ... ..ot i et cecaeceeaaaaaaaannn 174
220 e e 176
R 2 0 I R o T oo T 11 4o 176
3.20.2 flooding enable . ... e eeaeeeaaaaaaaaaan 176
3.20.3 Flooding BImit . oot et et et d e e 177
B 0 I Y oo oL 1 o 178
c2L e e e e 179
3.21.1 no Flooding control .. ... eaaaaaaaan 179
3.21.2 Tlooding control aCtion .. ... ..o ittt c e 180
3.21.3 Flooding control enable .. ... . i e aeeeaaaeaaaa. 181
3.21.4 Flooding control ppS-Ni - ..o e e c e aaaaaa 181
3.21.5 Tlooding control ppsS-loW . ... et e aa e 182
3.21.6 flooding control shutdown pps-hi ... ..o o i i ciaaaae 183
3.21.7 flooding control interval ... ... . i i e aaaaaa 184



3.21.8 show flooding control ... .. ... . e eeeaaaeaaaan 184

3.21.9 show flooding control port ... ... . . it i cecaeceaaaaaaaan 186
B 110 ] (== 188
3.22.1 ingress-filter disable . ... ... . i e eeaaaeaaaa. 188
3.22.2 show Ingress-TIlter ... e et e cecaecacaeceaaaaanaaan 188
B T 0| =1 190
3.23.1 egress-TIltering . ..o ittt et eecaaeeeaaaaaaaan 190
3.23.2 show egress-TIltering ... ..o it e e ceceeceaaeaeaaaaananan 191
B e o | = 193
324 1 egress Shape . oo e e 193
3.24.2 egress-shape count-mode include-ifg-pa . ..cooeoirin i c i e caaans 194
3.24.3 ShOW eQgreSS-ShaPe . ..ottt et e e e aaeeaaaaaaaa 195
L 196
T2 T A 0] 7 Lo T 196
3.25.2 forwarding enable . ... e aaaaaaana 196
3.25.3 Show Forwarding - ... ittt et et e e ceaeceeaeeaaaaaaaaa 197
7 199
3.26.1 port-bridge enable ... .. e 199
3.26.2 Show POrt-bridge - - ..o e 199
2 201
3.27.1 port-security enable ... 201
3.27.2 switchport port-security enable - .. .. ..o 201
3.27.3 switchport port-security aging-time . ... ... iiirir it i ia e e 202
3.27.4 switchport port-security maximum .. ..o e et o e o c e e e caecemanaanaaannn 203
3.27.5 port-security delete port ... .. . i 204
3.27.6 port-security delete MacC .. ... it et et c et ceececaecaaaaaaaannn 204
3.27.7 ShOoW POFT-SeCUNTTY - .ottt et e et e et e e c e cae e caecemaaaaaaaans 205
.28 2 e e e e e e aaaaaan 207
3.28. 1 packet-TIlter .. eaeeeaaaaaaaan 208
TR = 5 208
K T2 T - 1= o o 209
K T2 T ot ) o To oo 214
KT T TR o o 220
3.28.6 exXceeded-aCtioN .. ...t ae e 226
K T 101 f 227
3.28.8 block-cpu-control . .. e e 230
3.28.9 WHHE-MOUE . - - et e et e et et e e e e e e e 231
3.28.10 show packet-Filter2 . ... e aeaeeaaaaaaaaaan 233
3.28.11 show packet-Filter2 brief ... .. e 237
3.28.12 show packet-Tilter2 CoUNter ... ... it c e caaaeceaaaaanaann 239
3.28.13 show packet-filter2 tcp/udp-range . . ... it 240
3.28.14 show packet-Filter2 reserved-group - ..o oe oo oo c e c e e ecaececaaaanaann 241
3.28.15 show tech-support packet-filter2 ... ... . i ccaaaaanan 242
3.28.16 clear packet-filter2 counter ... ... .o e a e 242
T2 1 243



3.28.18 poliCing Chs ..o i e eeeaaeeeaaaaaaaan 244
K 2 00 e o Yo 1 o o o 244
3.28.20 action PoOlECING grOUD - oo e e it et e et a e e a e 245
3.28.21 action poliCINg ChS ... ittt e e e ceeceaeaeaaaaaaaan 246
3.28.22 action POlECING CHI L.ttt ettt e e e e aeceaaaaecaaaaaeaaaanaenn 247
I 1 T 248
3.28.24 aCtioN FOULENG - .o on it e ettt e e e e o e caececaececaeaaeaaaaeaeaaaaannaan 248
3.28.25 pbr arp-interval ... .. e ceaeeaaaaaaaan 248
2 T o 1 g o 111 S 248
3.28.27 show packet-filter2 policing ... ..ot i ceiaeaaaan. 248
4 250
3.29.1 no H00p-WatCh <. o aeeeaaaaaan 250
3.29.2 loop-watch enablle ... ... 251
3.29.3 loop-watch Interval ... ... .. et c e cecaeceaeaaaaaanaaan 252
3.29.4 loop-watch threshold .. ... ... e c e cae e caeaaaeas 252
3.29.5 loop-watch auto-recovery TImer . ... .ot a i c e a e 253
3.29.6 100p-WatCh grouUp ..ottt et e e e ece e ceae e aaaaaa.aa 254
3.29.7 100p-WatCh POKT . . oottt e et et et e e 255
3.29.8 loop-watch vlan add . .. ... i 256
3.29.9 clear loop-watch Information ... ... i iiin i e ceicececeaanaann 257
3.29.10 show loop-watch confaguration .. ... ... i c e i c e aaeecaeaaanan 258
3.29.11 show loop-watCh STatUS . . ...ttt ittt et d e e a e 259
G000 1 261
3.30.1 0S enable « .. e e aaaaaaaa 261
3.30.2 qos min-bandwidth ... .. e 262
3.30.3 qos max-bandwidth . ... ... . e eeceeaeeeceeecaaaaaaa 263
3.30.4 0SS WeRgNT <.t e et et e e e e aaaaa.a 264
3.30.5 q0s algorithm oo ..ot e eeaaaaaaann 265
3.30.6 (0S DUIST-SEZE ..ottt et et e e e e et cecaeceae e aaaaaaaa 266
3.30.7 (OS MAPPEING - v - e c e e m et e e e e e e e e e e e e e e e e 267
3.30.8 SNOW 0S -+ o et o et e et e e e e e e e 268
G 3 271
Bt o o =TT - 271
K 3 1 1 o = - 0 = 271
3.31.3 ntp Interval ... eeeeeeceaeaaaaaaaan 272
1 T 1 A = oo 1 o 273
7 274
3.32.1 CloCK Set . . e e e e e 274
BTG W 111= o] 1< 274
3.32.3 ShoW ClOCK - ..o et et e et e e e e 275
TG 7 A oo f117=Y.o T 276
X 277
K 2 001 N 121 277
K TG 1 A= (= o 117 277
3.33.3 terminal length ... 279



3.33.4 terminal MONTEOK . ..o oo e e e e e e e e e e e 279

R I T 281
3.34.1 telnet mode AeNY ..ot et e e 281
Y S (=Y 1T =T V= 281
TG I T =Y 11T o o 282
3.34.4 telnet subNet - ... e aaa s 283
3.34.5 telnet disSCONNECT .. .ttt e et et e aea e 283
3.34.6 show telnet SerVer ... ..ot et 284
3.34.7 show telnet BiSt ... et 285
R T 1 286
3.35.1 SShA KEYQEN FSa < c et e et e et e o e e e e aeceaeaeeaaaancaaaaaaaaaaanaenn 286
3.35.2 sShd Keygen FSal ... et e e et e et e e e aaaaaan 287
3.35.3 SSNU SBIVEY ..ottt et et e eaea e 287
3.35.4 sshd keepalive disable ... ... o i e eeaaaaaaaa 288
3.35.5 SSNU POIT - o .ot et e e e e e e aa e 289
3.35.6 sshd server-Keybits . .. e 289
3.35.7 SShd MOde deNY . .. et et e it e e et a e e eaa e e e caaeaaaaaaaa.an 290
T 1] oo o 291
3.35.9 SShd SUBNET . ..t aaa e 291
3.35.10 sshd dESCONNECT . .. it it e et e e e aa e 292
3.35.11 copy Tile SSh-Key ... e 293
3.35.12 copy ssh-key File ... 293
3.35.13 show SShd SerVer ...t et e aae e 295
3.35.14 show sshd Bt .. ..ot et e e c e e 295
3.35.15 show SShd KeY rSa ...t d e e e 296
3.35.16 Show SShd KeY FSal ...t i e et et et e e ceaeececaececaaaenaaaanaenn 297
B T 1= To T o 298
3.36.1 ip igmp snooping enable . ... . e 298
3.36.2 ip igmp snooping immediate-leave .........ouri it e i e e 299
3.36.3 Ip Igmp SNOOPING MaX-MEMOEK . o ..t e e e e e o e c e cemaecaceaaceaancann 299
3.36.4 ip igmp snooping member aging-time . . ..o iim it i 300
3.36.5 ip igmp snooping member leave-time ... ... iiioir e i e e ceaecaanannn 301
3.36.6 Ip igmp snooping mrouter aging-time . ... ..o oo ie i e 301
3.36.7 1p Igmp snooping mrouter vlan ... .. i iiiaaaans 302
3.36.8 ip igmp snooping mrouter Filter ... ... ... . . e ceaaaaas 303
3.36.9 ip igmp shooping group FIlter .. .. e 303
3.36.10 ip igmp snooping send report-leave disable ... .. .. ... iiiiiiiiil... 304
3.36.11 ip igmp snooping report-message-proxy enable . ... .. ... ..ol 305
3.36.12 ip igmp snooping leave-message-proxy enable ... ... .. ... iiiiiiiiiiiiao.. 305
3.36.13 1p igmp snooping unregistered-filter .. .. .. ...l 306
3.36.14 ip igmp snooping unregistered-filter pf2-group ... .. ... .. oLl 307
3.36.15 clear ip igmp SNOOPING CPU-COUNTEN . ... e it et o e et cecaeceaaaanaaannn 308
3.36.16 show Ip 1gmp SNOOPING CPU-COUNEEY . oo e e et c e e e e caecaeaaeeaaes 308
3.36.17 show ip igmp snooping configuration ... ... .. .. ..l 309
3.36.18 show Ip igmp SNOOPING STAtUS ..o n it e it o e e e e cecamceaaaanaannnn 310



3.36.19 show teCh-SUPPOIrt BgmMP - .o ittt e e et eececceceececaeaaaaaannaaan 311

7 1 313
3.37.1 ip igmp querier enable .. ... 313
3.37.2 0p igmp querier vlan ... ... eaeeeaaaaaaaan 313
3.37.3 ip igmp querier query-interval ... ... . ... e eeiaeaaeaaa. 314
3.37.4 ip igmp querier query-maxX-reSponSe-tIMe . .. ..o oe e oe ot c e c e cececeaacaaaanan 315
3.37.5 ip Igmp querier query-tEmeoUt . . . ... .o eeaaa e 315
3.37.6 Ip IgMp qUErier robUSTNESS ...t e it c e ceececaeceaaeaaaaaanaann 316
3.37.7 show ip igmp querier configuration .. ... ... iiiiir i a i a e 316
1 318
3.38.1 logging buffered .. ... .. oot ce e aaaaaaaaa 318
3.38.2 H0g0gINg SHam & oot e et e e e e e e e e ae e aaaaaaa 319
3.38.3 10gging ConsSole .. .. e e 319
I G < A o o o 110 1 (0 320
G < T T o T T o 321
3.38.6 1000iNg SOUICE - .o it et e et e e e 322
K I < A o o o o 4 322
3.38.8 10gging Tlash . ... e 323
3.38.9 logging error-frame-received port disable ... .. .. .. .. i iiiiiiiiiia... 323
3.38.10 logging hostname disable ... ... o .o ir i i ceceaeaaaaaaaaa 324
3.38.11 ShOW BOQgGENG - - - s o e i et et e et e e et e e e e e e 324
3.38.12 clear 10ggiNg -« oot et et e e e e e e 325
B 1o 1 T oY o 11 o 327
3.39.1 ipv6 mld snooping enable ... ... e 327
3.39.2 ipv6 mld snooping immediate-leave ... ... .. .o it 327
3.39.3 ipv6 mld sSnooping MaX-membEr . .. ... e e o e e e e eeececaecanaeaanaanannann 328
3.39.4 ipv6 mld snooping member aging-time . ... ..o ioir e i c e 329
3.39.5 ipv6 mld snooping member leave-time ... ... ciioiti i i e e e 329
3.39.6 ipv6 mld snooping mrouter aging-time .. ... oiron i c e e e e e e 330
3.39.7 ipv6 mld snooping mrouter vIan ... ... o 330
3.39.8 ipv6 mld snooping mrouter Filter ... ... .. . . e 331
3.39.9 ipv6 mld snooping group Filter ... . .. e 332
3.39.10 ipv6 mld snooping unregistered-filter ... .. . .. .. ... 332
3.39.11 ipv6 mld snooping unregistered-filter pf2-group ... .o oooiinoiaaaaaan.. 333
3.39.12 show ipv6 mld snooping configuration ..... ... ... . iiioiiiir i 334
3.39.13 show ipv6 mld SnoopiNg STatUusS ... ..o it et c i e e 335
0 337
3.40.1 dnCP POLECY - - oot et et e e e e e e 337
3.40.2 dhep policy enable C .. 338
3.40.3 dhep server enable C ... e 338
3.40.4 dhep server restart ..o ... e e 339
3.40.5 dhcp server address-CheCK arp ... oo o e e e c e caeceeaeaaaaann 340
3.40.6 dhcp port max-1easSe—NUM - ..o e et e et e e e c e e 340
3.40.7 clear dnCp 1eases ..ot it it e e e 341
0 0= ] 341

10/705



W W W W W W W W W WwWwwwwwwow

.40.
.40.
.40.
.40.
.40.
.40.
.40.
.40.
.40.
.40.
.40.
.40.
.40.
.40.
.40.
.40.

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

.41 MMRP

W W W W W W W W WwWWwwwwwwowowwowowowwwowwwwow

.41,
.41,
.41.
.41,
.41.
.41.
41,
.41.
.41.
41,
.41,
.41,
A1
.41,
41,
LAl
41,
41,
LAl
41,
41,
LAl
41,
A1
LAl
41,
.41,
41,

1

> T = 342
[0} T 343
oL ESTT T =T T 344
L RS TtSTT V=T 345
0D T 346
BEaSE e e e eeeaaa e 347
LT 0= T T 347
L] 1 4T T 348
0] 349
11T 350
1= 3 YT T 350
(0T 0 1 K0 0 351
L ST YT 352
LSy = L o= o Y/ 353
] 116V | ] o I U =T 1 354
Show dhep POBICY .ottt et et e 355
............................................................................ 356
mmrp switch hello-Interval ... .. . i ac e 356
L1100 0 | o 357
o =T =01 = 358
0 T 11T o T T 359
mmrp ring master master-port slave-port .. ... ... .o iiiiiiiii i 360
mmrp ring master master-vid ... ... ..ot e eceaeceaaaa 361
mmrp ring master slave-Vid ... ... .o ceaeaeaaaan 362
T T T = U= oo 363
mmrp ring divided-master master-port ....... ... it iaeaeeaaaa 364
mmrp ring divided-master master-vid ... ... .. ... i 364
mmrp ring divided-master uplink-forcedown-method ... ... .. ... ... ... ... 365
mmrp ring divided-master uplink-forcedown-time ..... ... .. .. ioiiiiiiiiiaa... 366
mmrp ring divided-master uplink-port .. ... .. .. . i 367
mmrp ring divided-master uplink-up-wait ... ... ... .ot 368
mmrp ring divided-shadow slave-port .. ... ... iiiiiiii i 368
mmrp ring divided-shadow slave-vid . ... ... ..ot i 369
mmrp ring divided-shadow uplink-forcedown-method ... ... .. .. . ... .. . ...... 370
mmrp ring divided-shadow uplink-forcedown-time ..... .. .. .. coiiiiiiiao... 371
mmrp ring divided-shadow uplink-port ... . .. . .- 372
mmrp ring divided-shadow uplink-up-walt ... .. ... oiiiieie i i ieaaann 372
mmrp ring fdb-Flush-timer ... .. .. .. i ceieeceaaaaaaan 373
mmrp ring Fistening-timer ... ... i o i ca e ceaaece e aaaaan 374
mmrp ring bidirectional-check disable ... .. .. ... ... 375
mmrp ring bidirectional-check error-disabled-timer ... .. ... .. ... .. ..... 375
mmrp ring bidirectional-check revertive-timer ......_ ... .. .. .. ... 376
ShOW MMIP STATUS - .o i et ittt e et e et e e cecaececaeceeaeaaeaeaaaaannaan 377
show mmrp Status POt ... et e et o et cecaecaecaaan e aanaaan 378
show mmrp configuIration . ... ... .o et e e ieieceeeaeaeaeaaaaaan 379
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3.41.29 show mmrp configuration ring ...t i or et ceececaeceaaaanaaan 380

3.41.30 show teCh-SUPPOIrt MMEpP <.t et et e et e e aeceaeaaecaaanaeaaaaanannn 381
3.41.31 clear mmrp error-disabled . ... ... 382
cA2 MMRP-PIUS - .ot e e e e e 383
3.42.1 mmrp-plus switch hello-cycle ... . .. i i ccaaanaann 384
3.42.2 mmrp-plus switch hello-interval ... ... . . i e ccecaaaaaan 386
3.42.3 mmrp-plus switch polling-rate ...... .. i i i e cecaeaanann 386
3.42.4 MMEP-PlUS grOUD - .ot e e et e e e e e eeaeeaeeaaaaa.aa 387
3.42.5 mmrp-plus enablle ... 389
3.42.6 N0 MMEP-PIUS KNG - .ot et e et e et e e e e 390
3.42.7 mmrp-pluS KNG NAME . ..ttt ettt it et e e e c e ceaeececaecaaaaaaaaanaann 390
3.42.8 mmrp-plus KNG VI .ottt it it et et e e cececeeeeeeeeeaaaaaaa 391
3.42.9 mmrp-plus vlangroup slave-vid ... ... . it 392
3.42.10 mmrp-plus vlangroup master-vid ... .....oooirinit i i e e eeceaaaaaaa 393
3.42.11 mmrp-plus ring VIangrouUp . ..ot e aaiaaaann 395
3.42.12 mmrp-plus ring master master-port slave-port .. ... .. ... .. L. . .oi..o..-. 395
3.42.13 mmrp-plus ring aware Port ... .. i e e ceeeceaaaaa 396
3.42.14 mmrp-plus ring revertiVe ... ittt e 398
3.42.15 mmrp-plus ring divided-master master-port .. ... ... .. i iiiiiiaiiiaaa 399
3.42.16 mmrp-plus ring divided-master uplink-forcedown-method ... .. ... .. . .. ..... 399
3.42_.17 mmrp-plus ring divided-master uplink-forcedown-time ... ... .. ... .. . .. ..... 401
3.42.18 mmrp-plus ring divided-master uplink-port ...... .. .. . iiiiiiiii . 401
3.42.19 mmrp-plus ring divided-master uplink-up-wait ..... ... .. .. cociiiiiiniiaaa.. 402
3.42.20 mmrp-plus ring divided-master uplink-fdbflush-transmit ... ... .. .. .. ........ 403
3.42.21 mmrp-plus ring divided-shadow slave-port ... ... .. .. i it 404
3.42.22 mmrp-plus ring divided-shadow uplink-forcedown-method ...................... 405
3.42.23 mmrp-plus ring divided-shadow uplink-forcedown-time ... .. ... .. .. .oocoa.o... 406
3.42.24 mmrp-plus ring divided-shadow uplink-port ..... .. .. .. iiiiiiiiiiiiiii... 407
3.42.25 mmrp-plus ring divided-shadow uplink-up-wait ..... .. .. coiiimmeoniananaa... 408
3.42.26 mmrp-plus ring divided-shadow uplink-fdbflush-transmit .. ... .. .. .. . ... ... 408
3.42.27 mmrp-plus ring fdb-Flush-timer .. ... .. .. .. i caaaa 409
3.42.28 mmrp-plus ring listening-timer ... ... i iii i i ececececeaancann 410
3.42.29 mmrp-plus ring hello-timeout .. ... .. . . it i cceicaanaans 411
3.42.30 mmrp-plus ring port-restart enable ... .. .. . . . il 412
3.42.31 mmrp-plus ring port-restart forcedown-time ... ... .. .. i iiiiiiiiiiiiiaaaan 413
3.42.32 mmrp-plus ring port-restart linkup-wait ....... .. .. .. .. .. . iiiiiii...... 413
3.42.33 show mmrp-plus configuration ....... .. .. i it eiaaaaaaaa. 414
3.42.34 show mmrp-plus configuration ring ........cooiimin it i e ccaaaanaann 416
3.42.35 show mmrp-plus vIangroup - .. ..o e aaaaaaan 418
3.42.36 show mmrp-plus Status . .. ..ot 419
3.42.37 show mmrp-plus status port ... ... it ceceeceaece e aaaaan 420
3.42.38 show tech-support mmrp-plus - ... e 421
3.42.39 clear mmrp-plus failure ring ... .o oo i ececaeaanaann 422
A3 MMRPZ AWaKe . o . e e et e e e e e e e e e em e eaaeaa—aa 423
A 11111 o 22 o | o1 o 423
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A3 2 mmrp2 enable C .. e e e eeaeeeaaaaaaaan 425
B I 11111 0 Y2 = 1= Y = oo T g 426
B T T 1111 0 427
e T 1111 0172 2 427
B B 1111 022 1 T 11 428
A3.7 mmrp2 Listening-timeoUt .« .. .ttt eeeeeeeeeaaaaaaan 428
B S 1111 o Y22 ==Y oY 429
43,9 mMmrp2 enable « .. et eeeceaeeaaaaaaan 430
B IO ] T 1111 431
43,11 show mmrp2 detail ..o e eceeaeeeaaaaaaaan 431
L43.12 clear mmrp2 Fallure « ..ot e e aeeaaaaaaaa 433
4 RADIUS e e eeeecaeaeaaaaaaaaa. 435
44,1 radius login enable ..o e eeaeeeeaaaaaaaaa 436
.44.2 radius login local-authentication disable ........ . oo 436
B B - To 0L oo R 437
A4 4 radius 1ogin secret-Key ... .o ceaaaa 438
445 radius 10gin maX-regUEST . . ..o et et ot et i e et e e e e e e e aaa.aa 439
.44..6 radius login request-interval .. ... .. .. . 439
.44.7 show radius login configuration ... ... .t iiii ittt i ceceaaaaaan 440
D) 441
ST 1S 442
45.1 SSI geNnCSK FSaKeY . o -ttt e e 442
7 o7 o] ¢ YA 021 i 8 o 443
45.3 copy Tile https-Tale L. o et c e c e ceeceaacaaaaaanan 444
45.4 copy https-file File ... e 445
45.5 erase SSh-TIles ..ot e 446
45.6 SNOW SSI CSI ..ottt et et et e e et e 447
45.7 show ssl https-certificate (... ... . it cceca e 448
45.8 show sSI https-private-Key . ... ..o e e e ce e cecaeceaaaananann 449
B NA e et e e e e e e 451
e 451
46.2 na enable ... e 452
L o= N o= Vo U o 453
46.4 Na radius POFT o ..ot ittt e et e e aeeaaaaaaaaan 453
46.5 Na radiUs SECIeT .. ..t it et et e 454
46.6 N FAGTUS MAX=F B0 - o e o e c et o e e e e e e e e e e e e e e e e e e e e 455
46.7 na radius request-interval ... ... 455
46.8 na httpd name radius .. ...ttt et et e eeaaaa e 456
L o= O o o oo 458
46.10 na htEPd PONt - .. et et e et e e e aaea e 459
46.11 na httpd Url oL e eeeceaeeeaeaaaaaaa. 460
46.12 na httpd ssl enable ... e 460
46.13 na httpd sSIv2 enable ... e 462
46.14 na httpd sslv3 enable .. ... e 462
46.15 na httpd english-language enable .. ... .. oo i imi i i i aaaeaaann 463
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3.46.16 na port shared MOde . ... ...ttt it et c et ceeaeaaecaaeaeaaaaaaaan 464
3.46.17 na port designated MOde . ... ..o ir e c e ce e ceaeaaaaaaaaan 465
3.46.18 na port shared-dynamic-vlan mode ... ... ..o i i 467
3.46.19 na Filter permit-ttl .. .. e eeaaaeaaaa. 468
3.46.20 na force-authorized Port ... ...t i it e c e c e cecaeceaaaaeaaaanaann 469
3.46.21 na local-authorized Port ... ...t i e caa e 470
3.46.22 Na 10gOUT A0ING - e v me e e et e ot et o e e e e e e e e ceaeaeaeaeaaaaa.an 471
3.46.23 na logout ping Tt ... e eeceeaeeiaaaaaaaaa 472
3.46.24 na 10gout Ping deSt-ap .o ittt et e e c e i e e e 473
3.46.25 na logout timeoUt . . ...t ae e 473
3.46.26 na logout polling interval . ... . .. . . it e ceaaaaaaa 474
3.46.27 na logout polling COUNt ... ...t ceiaecaaaceaaaaanaann 475
3.46.28 na 1ogout ClOCK . . ..o e 476
3.46.29 Na Mac-base PaSSWA . . ..o et ot et o e et o e e e e e e e aaaa.a 477
3.46.30 na arp-relay-port .. ... e 477
3.46.31 na arp-relay-port Vid ... ... 478
3.46.32 na dhep-relay-port . ... eeaeeeceeeaaaaa.aa 479
3.46.33 na roaming enable ... ..o 480
3.46.34 na disc-mac-delete interval . ... ... . 480
3.46.35 Na Clear . ..o 481
3.46.36 na custom-relay-port pPort ... ... ..o 482
3.46.37 na custom-relay-port 1P ... e 483
3.46.38 na custom-relay-port £CD .. co oot e aeeeeaeaaaaaaaan 484
3.46.39 na custom-relay-port Udp . ..ot it it e et ae e 485
3.46.40 na auth-page redireCt .. ...ttt et a e 486
3.46.41 na auth-page redirect proXy-port ... ... ..o e a e ecaecenaaaaaaaannn 488
3.46.42 na auth-page redireCt VId ... .ot c i e 489
3.46.43 na auth-page redirect url ... . . . 490
3.46.44 na SUCCESS-UN Lt e e e 492
3.46.45 na success-Url TImeoUT . ... it 493
3.46.46 copy tFtp local-db .. ... ... 493
3.46.47 copy local-db tFtp .. ..o i ieeceaeeaaaeaaaan 494
3.46.48 erase local-ab .. ... o 495
3.46.49 SNOW NA A0ENG - o oot ot e et e e e e e e e e e ee e aaaaaan 496
3.46.50 show na configuration ... ... oottt eeceaeceeceaeae e aaaaaan 496
3.46.51 show na local-db ... ... e 500
3.46.52 show na ClEENT . ...t et i a e et a e c e e 500
3.46.53 show teCh-SUPPOIT Na - .ottt e e e e c e 501
3.46.54 RADIUS e 502
B Yo 7T =] 30 [T 503
3.47.1 access-0efenaer ...t et aea e 505
3.47.2 aaa authenticatlion .. ...t e eeeaaa e 506
3.47.3 aaa authentication control ... ... . i i aaaaeaaaa 507
3.47.4 @aa radius hOST - ...ttt et e 508
3.47.5 @aaa radius ClIent-0p ..o e e d e c e e cae e e aaaa 509
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AT
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AT
AT
AT
AT
AT
AT
AT
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AT

6 aaa radius deadtime - . oot e e e e e e e e e e 510

7 web-authentication enable ... .. . i 511
8 web-authentication POrt ... ... it 513
9 web-authentication http-port ... ... it ceececaeceaaaaaaann 516
10 web-authentication https-port .. ... ... it a e c e cecaeceaaaaanan- 517
11 web-authentication http-session-timeout .. ... ... .o ioioii i i i aaaaaaans 518
12 web-authentication TP .o oo it it it e e eceececaeceeaeaaeceaaaannnn 519
13 web-authentication redirect url .. .. .. .. i 519
14 web-authentication redirect http ... ... i it i i e 520
15 web-authentication redirect https (... ... it it ciceaanan 521
16 web-authentication redirect proxXy-port ... .. ....ccceoiioe oo oeoaeaeaaaanan- 523
17 web-authentication SnooOpINg ProxXy-port ... ... ..o oorome i aa e aaeaaenann 524
18 web-authentication mac-authentication-password .. ... ... ... .. oo iioa.o-. 525
19 web-authentication Tl ... ... e 526
20 web-authentication sslv2 enable ... . . i 527
21 web-authentication ssIv3 enable .. ... ... it 527
22 mac-authentication enable ... ... i 528
23 mac-authentication POrt .. . ...ttt c e c e 530
24 mac-authentication PaSSWOID . . ..ot et e et e cae e caaeecaaaaaaas 530
25 mac-authentication password-mac-address . ......c.ceeoeoee o aanaee e aaaaaan 531
26 mac-authentication 1gNOre-aNCpP .. ... i i i et e e c e i ceaaee e 532
27 dotlx enable .. ... e 533
< o [ 3G oo T g 533
29 dotlx mac-authentication-password . ... ... onne ot c e cacaaaaaanannn 534
30 dotlx port ignore-eapol-start .. ... ... 535
31 dotlx port Initialize ...ttt c i aeceaeaaece .. 536
o [0 5 oo T g S 117 P T [ 536
33 dotlx port reauthentication .. ... .. ... . ittt 537
34 dotlx port re-authenticate ... ..o oot it i et ceeaeaaeceaaaaaaan 538
35 dotlx port timeout qQUIET-Period ... ...ttt it e e c e aaa e 538
36 dotlx port timeout re-authperiod ... ... .. .ot ii i 539
37 dotlx port timeout supp-timeout . ... ... .ttt eiaeceaeaaaaaa. 539
38 dotlx port timeout tX-pPeriod .. ...t 540
39 dhcp-snooping enablle ... e eeiaaaaaaan 541
40 dhep-SNooPINg POKt - ..ottt et c e e e eaeeeaeeeaeaaaaaaan 542
41 dhcp-snooping mode deny . ... e e et e aa e 543
42 dhcp-snooping mode mac-authentication ... ... .. .. oottt 543
43 dhcp-snooping mode CImer - .. ..o et et aa e 544
44 dhcp-snooping static-entry port ... ... oot e ce e 545
45 dhcp-snooping internal-dhcp-vlan .. ... i 546
L T To U = o 1 g0 e o1 547
oo T U i o117 U 548
48 logout linkdown port disable ... ... oot ceiaaaaaa 549
49 logout linkdown time port enable .. ... . oo i i i caaaaaaan 549
50 Togout BTinkdown BIme .. ..ot et aaaa e 550
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.48.
.48.
.48
.48.
.48.
.48.
.48.

5
6
g
8
9

3

.4

10
11

o0 01U N o g To 0 £ ot o 551

logout ping Tt ..o e ceaeeaaaaaaan 551

logout ClOCK . o . e 552

access-defender-aeny .. ...t e eaeceaaaaaaaan 553

access-defender-10gout TP ..o i n e e e e e e aaaaaaan 554

access-defender-10gout mac . ... ..ot aaaaaaan 554

access-defender-10gout USer ... ..o i 555

port max-Client .. ... it et eeceaeeeaeeaaaaaaan 556

packet-Filter2 max-rule ... .. e aaaaeaaan 556

packet—Filter2 groUp « ..o e 558

roaming port enable .. ... i e eeeeaaaeaaaan 559

vlan mode dynamic port-hase .. ... ..o e aaaaaaaaan 561

(VA =T T0 Lo [T - U o 562

logging access-defender web-access On ... oo eoir i oo i i c e caaaans 563

copy Tile WEB-PAGE . ...ttt e it e e e i e c e 564

copy WEB-PAGE File .. ..o ce et ceaeaeaaaaaan 565

copy File aaa-local-db ... ... ... i i e e eeeaaaaaaaaa 566

copy aaa-local-db File . ... .. e 568

aaa-local-db add USer .. ...ttt e 569

aaa-local-db del User ... ... . e 570

show access-defender aaa-local-db ... .. .. ... . i it 571

show access-defender Client .. ... ... i i e 571

show access-defender deny .. ... it i e cec e aeaaaaan 573

show access-defender dotlX .. ... ..ot e c e 574

show access-defender dotlx statistics port ... ... ..oiiiiiriiiiueaaanaann- 576

show access-defender dhcp-snooping configuration ........ ... .. .. .ocooo.... 577

show access-defender dhcp-snooping mode-status .......cooirinonroeannanannn. 578

show access-defender dhcp-snooping Status - ... ..o iiiiiinoni i o aeaan- 579

show access-defender packet-filter2 rule-statistics .............cocouo.... 580

show access-defender port-configuration ... ... .. .. .o iiiiiiiiiiaaaaann. 582

show tech-support access-defender .. ... .. .o i i 583

................................................................. 584

RADIUS it e e e e e 586

............................................................................ 588
snmp-server disable ... .o 588
SNMP-SErVer COMMUNETY . oo et e et e et e et e e e o e c e cae e aancemanaaaannn 588
snmp-server access-disable ... 590
SNMP-SErVer NOSt _ L. e et e e 590
SNMP-SEIVEr Trap SOUNCE . . ottt it et et et e e e e e amam e e amamamaaanannnn 592
SNMP-SEIVEE AP - ittt e it it et et et e e e e amamamamamamaaaaaaaann 593
SNMP-SErVer CONtaCT . . ...ttt et i e o e c e 595
snMP-Server L0CatioN ... .. ittt et ae e 596
SNMP=SEIVEE NAME - - o e e i c e e m e e e e e e e e e e e e e e e aaaaa 596
SNMP-SEFVEr TrapP-—SOUFCE . - o o et oo ettt et e e e e e e e e e aaaas 597

snmp-server traps boot-time-delay .. ... ... ..o i 598
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3.48.12 snmp-server traps transmit-delay ...... ... it iiiaeaaaaaa. 599
3.48.13 snmp-server traps transmit-gap disable ... ... .. ... 600
3.48.14 snmp-server rmon-hEStOry .. ...t 600
3.48.15 snmp-server counter ifinerrors-exclude-oversize ... ... ..oecerieoeaeannann. 601
3.48.16 ShOW SNMP=SEIVEL . .. et e e e e e e e e e e e aaaanceaancaanaaaaaannnnn 602
B 605
3.49.1 show running-Config .. ..o it et c e ceaeceaeaeaaaaaaaa 605
3.49.2 show Flash-config ... oo i c et caeceaeaeaaaanann 606
B0 e 608
3.50.1 check CONTIg oot et et e et e e 608
3.50.2 copy running-config flash-config, write memory ........coioeirieanraeannnnn 608
3.50.3 copy tftp server Tile flash-config ... ... oo ii i i 610
3.50.4 copy flash-config tftp server file ... ... .. i i 611
3.50.5 copy running-config File ... . i e ceaeceaaaaaaa 611
DL e e e caeaeaaaaaaaan 613
3.51.1 erase flash-config ... ..o it 613
.52 Default disable | ... 614
3.52.1 default disable .. .. e 614
3 615
3.53.1 auto-download - - ..o e e 615
3.53.2 show auto-download . . . ... e e e e e 616
DA e e e e 617
3.54.1 copy memory-card Software . ... ..ot aeceeaaaeeaaaaan 617
3.54.2 copy memory-card Flash-config ... ... i i i 618
3.54.3 copy tFtp memory-Card .. ... e aee e 618
3.54.4 copy flash-config memory-card ... ....... i mr i i e e 619
3.54.5 copy 10g MEMOKY-Card . ...t et e et e et e e e e e c e e e 620
K I B o =1 11To Y/ o= 1 o 621
3.54.7 erase MemOFY-Card . ...t et ot et ot i et e aeaeeaeaaeae e aaaaaaan 622
3.54.8 rename MemOry-Card ...t e e et e e e e e e e e e aaan 622
3.54.9 show memory-card FIles ... .. o 623
3 624
3.55.1 boot-SCript SYyStem Primary .. ..o et e et e a e e i a e c e caa e 625
3.55.2 boot-sCript SyStem SECONUANY .. ..ottt c e o e e e c e ceceaeaeaeaeaaaaaaannanan 625
3.55.3 boot-script configuration primary .. ... ..o oe oo c e caae e aaaaan 626
3.55.4 boot-script configuration Secondary ... ... ..o ie oo i e 627
3.55.5 copy configured-SCripPt .« .ot aaaaaaaan 627
3.55.6 copy default-script configured-script .. ... .o it i 628
3.55.7 erase boOt-SCript - .o aaeeeaaaaaaaa 628
3.55.8 show boot-script configured ... ...t i e e 629
3.55.9 show boot-script Flash ... .. . e 630
3.55.10 show boot-script memory-Card . ... ... oo c e e c e cea e ce e aaaan 630
5 632
100 =Y oo | 632
=T A =1 oo i 1113 632
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3.56-3 Show reboot TUmer « .. it it e et e 633
L 634
3.57.1 archive download-sw . ... 634
3.57.2 archive download-loader . . ... .. i 636
3.57.3 archive uUpload-SW ...t et e e e e e aaaaa.aa 637
3.57.4 archive upload-loader .. ... . e 638
.58 AE0S6 (Apresiad348 ) 640
3.58.1 archive downgrade-ae0S6 . . ... ... oo aeoe e a e ce e e c e aac e a e aaaaa.aa 640
S50 CPU e e e e 642
3.59.1 cpu-utilization-notify threshold polling ..... .. ..co it 642
3.59.2 clear cpu-utilization history ... .. i i ii i i ceicececaaanann 642
CB0 e e eeeecaeaaaaaaaaaan 644
3.60.1 memory-used-notify threshold polling ... ... ... . i i 644
.61 e e 645
B 3t o o 645
3.61.2 EraCerOULe .. eaeaeaeaeaeaiaanann 646
B I 3 T =1 T 646
BT 3 =Y o] 647
3.61.5 backup tftp, backup memory-card .. ... ... .. 648
3.61.6 backup ClONE . ..ttt e et e et e e e e e e aeaaaa.a 650
B A 5T 0] = 651
R I 3 - O o i o =T 11 o 653
3.61.9 memory-error auto-recovery-mode enable ... ... .. .. 654
3.61.10 memory-error auto-recovery-mode notify disable ... . .. . .. .. . .. ... 655
3.61.11 error-frame threshold polling-rate ... .. .. oo iiiir e 656
3.61.12 power-down-notify enable . ... ... ...l eiaaeaaaaa 657
3.61.13 ShOW dEBUGOING - -« o e et e e et e et e et e e e c e e e 658
3.61.14 ShOW VEESTON . oottt e e et e et e e et e et e 659
3.61.15 show version Flash ... ... e e 660
3.B1.16 SNOW SYSTEM . ottt e et e et e e e e e e e e ae e aaaaaaan 661
3.61.17 ShOW NaFOWare . o o .ot et et e e et e e e 663
3.61.18 ShOW hESHOrY .ot ettt e et ot a e e e e ceeceaaeceaeaanaaaaaaaannn 666
3.61.19 Show TeCh-SUPPOIT - . . et et e et e et c e e c e ca e 667
3.61.20 ShOw NEeESTAL - ...ttt et et et e e e aaa s 669
T 1 = T o = 669
3.61.22 ShOw VMSTAL . - ..ottt et et e e e e aa e 670
3.61.23 clear MemMOrY—BFF 0K . et e e e e e e e e e e e e e aeceaeaeaaaeaeaeaaaeaaanannn 671
B2 POE - .ttt e e e e an 673
3.62.1 poe threshold power( ) 673
3.62.2 poe threshold power( ) 674
3.62.3 poe disable ..o 675
3.62.4 POE PriOrTTY <ottt ettt e e e e e a e aaaaan 675
3.62.5 poe power management class-based .. ... ... .o iiii i 677
3.62.6 poe other-fault retry-interval .. ... .. .. . i 678
3.62.7 ShOW POE STATUS - .. i it ittt e e et e e e e e a e c e c e aaaaa 678
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B3 SFHOW - o oot ettt e e e e e e e e et ae e aan 683
3.63.1 sTlow enable . ..o 683
3.63.2 sTlow destination ... ... ittt ettt c e aeeeaeaecaaeaeaaaaaaaan 683
3.63.3 STIOW FOorwarding . ... ettt it et e e ae e aa e aaaaaaan 684
3.63.4 STIOW MOOE - . oot e e e e e e e e et e e e aeeeaaaaaan 685
3.63.5 sflow polling-iInterval ... .. .. 686
3.63.6 STIOW SaMPle - oottt et e e et e e eeeeeaeeaaaaaaan 687
X T A= T TU ) o 688
3.63.8 sTlow max-header-Size . ... ...t 689
3.63.9 ShoW STIOW - ..ottt e e it e e et ae e e ceaee e e e aaaaaa.aa 689
............................................................... 691

1 1 691
2 e e e ceeaeecaaaaaaan 691
3 ONMP . 692
I I 692
5 692
B VLAN e e 692
725 693
. 693
L0 XENPAK e e 693
10 e e 693
............................................................................. 695
/2 698
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AEQS APRESIA Systems

MMRP APRESIA Systems
AccessDefender APRESIA Systems
Ethernet

GSRP

sFlow InMon Corp.

21/705



1.3
( TELNET/SSH( 8 ) ) 3
1.1
1-1 L3
TD61-7637 AEOS Ver. 7.45 L3
(3.50.2 )
1-1
1 | username user
password user password
ip address 1P
ip route
ip icmp redirect | ICMP ENABLE
accept disable
ip icmp redirect send
disable
shutdown ( / ) (no shutdown)
auto-negotiation / ENABLE( )
link-speed-duplex OFF 100M/
/
8 | advertise delete / Delete
( )
9 | auto-mdi-x MDI/MDI-X ENABLE( )
10 | mdi-x MDI-X/MDI MDI uTtp
mdi (10/100/1000
Mbps) GBIC (SFP-
T )
MDI-X UTP
(10/100 Mbps)
11 | pause DISABLE( )
12 | media GigabitEthernet GBIC
13 | link-aggregation ( )

22/705



14 | redundant group-number
15 | mirroring
16 | vlan name VLAN Default(VID=1)
17 | vlan state VLAN ENABLE(
default vlan )

18 | switchport mode VLAN
19 | switchport access VLAN VID=1 VLAN
20 | switchport trunk VLAN
21 | mac-address-table static FDB

static
22 | mac-address-table 300C )

aging-time
23 | arp static ARP
24 | multicast-filtering
25 | spanning-tree enable
26 | flooding DISABLE( )
27 | ingress-filter ENABLE( )
28 | egress-filtering OFF( )
29 | port-security enable
30 | packet-filter2 2 ENABLE(

)

31 | egress shape
32 | qos enable QoS DISABLE( )
33 | ntp server NTP
34 | clock set
35 | exec-timeout 300( )
36 | telnet mode deny TELNET (TELNET )
37 | telnet server TELNET ENABLE( )
38 | ip igmp snooping | IGMP Snooping (IGMP Snooping

enable )
39 | logging buffered info
40 | logging console alert
41 | logging ip SYSLOG
42 | snmp-server disable SNMP ENABLE(SNMP )

2
43 | snmp-server community Read Only public

Read/Write private

44 | snmp-server host

public
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45 | snmp-server traps NA  MMRP
NA  MMRP
46 | snmp-server contact
47 | snmp-server location
48 | snmp-server name
49 | snmp-server rmon- | RMON historyControlGroup
history 3
50 | dhcp policy DHCP (DHCP
)
51 | poe power management (dynamic)
class-based
1
2 SNMP
SNMP "snmp-server disable”
3 "snmp-server disable"
"no snmp-server disable” SNMP
1.212
L2 (Apresia4300 ) TD61-7637 AEQS Ver. 7.45 L3
« IP
e ICMP
« IP
e PIM-SM
e IGMP
* IGMP Proxy

e prefix-list
» OSPF

e RIP

e RIP

» BGP

* VRRP
» DHCP
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1.3
@

(2) TELNET
TELNET

| (.4

| (1.5

ON

!

!

LED
POWER LED FAULT LED

!

Ethernet Switch Apresial3000-48X

login:

| (2.2.1

OFF

LAN

IP

)telnet 192.168.1.10
(login:)

1P TELNET

| (2.2.1

)
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(3) SSH
SSH

1.4

LAN 1P

1P SSH

)ssh -1 adpro 192.168.1.10

>

)
| @21 ) |

!
| e ) |

)
TELNET/SSH

CR+LF
80
"terminal length 0"
1-2 1-3
1-2
1 ANST(VT100 )
1-3

1 80 x24 /
2 8 bit/
3 1 bit
4
5
6 9600 bps
7 RS, ER ON
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CD

RS-232C ( )
DB-9

1.5

1-3 9 RS-232C

Tl oo
O  [POO000)] QOCCO0)

Ty

R S i s e A e 4
e S e e e
‘-."..' z=7
T A i e A v i

fa——4

RS-232C
( )

1-1 RS-232C
1-4
DB-9
1-4
No.

1

2 RD

3 SD

4 6
5 SG

6

7

8

9

0 RS-232C
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RS-232C 1-5 1-6
1-5 RS-232C € -25 D-SUB )
9 D-SUB( ) 25  D-SUB( )
1 4
e 5
2 2
3 3
4 6
5 7
6 20
7 8
8 —
9 22
1-6 RS-232C (€ -9 D-SUB )
9  D-SUB( ) 9 D-SUB(
1 -\ Vamm 1
2 2
: RO A ;
: /( A" :
5 5
: 7SI ——
_/ N—
7 7
8 _— — 8
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2-1

< >

Al B

[]

O

ITALIC
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2.2

2.2.1
login adpro

Ethernet Switch Apresial3000-48X

login: adpro

0 TELNET 300
o SSH 600

2.2.2
2.2.2.1
/
2.2.2.2
@D
( ) "write memory"
‘# write memory
|
[ #wn |
) 2]
7]
[TAB]
"con" "configure"
)
‘# con[TAB] ‘

‘# configure ‘
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2.2.2.3

no
"no"

( ) QoS (disable)

‘(config)# no qos enable

2.2.2.4
"write memory"
)
# write memory
Current running-config is saved to flash-config.
Writing to flash memory...
[OK]
Writing to SD memory...
upload completed. (hc-flash-config)
#
2.2.2.5
1
[ ] 1 [Enter]
[al
0 1
[a]

)

"'--more--"

# show running-config
!

!

vlan database
vlan 3 name vlan3
!

interface port 1
!

interface port 2
!

interface port 3
!

interface port 4
!
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interface port 5
!

interface port 6
!

interface port 7
--- more ---

2.2.2.6
show " 2

2-2

include <WORD> <WORD> 1 2

exclude <WORD> <WORD> 1

1 .78[0*+?1 0¥
2 A$[1*+2] O¥ ¥

( )chi

# show logging | exclude cli

Date Log messages

Mar 1 17:43:03 <system:emerg> Rebooting.

Apr 19 15:44:00 <system:warning> Power up. Start logging.

Apr 19 15:44:00 <device:warning> device rvn0: Initialize start.

Apr 19 15:44:00 <device:info> device rvn0: Initialize done.

Apr 19 15:44:04 <process:info> PtSec : Port Security start

Apr 19 15:44:04 <process:info> F1dCtl : Flooding Control start

Apr 15:44:05 <process:info> igmpxyd: started.

May 12:56:26 <port:warning> Port 23 link up 100BASE-TX, full-duplex,
May 13:00:16 <port:err> Port 23 link down.

May 13:00:25 <port:warning> Port 23 link up 100BASE-TX, full-duplex,
May 13:02:02 <port:err> Port 23 link down.

May 13:03:47 <port:warning> Port 23 link up 100BASE-TX, full-duplex,
May 13:10:41 <port:err> Port 23 link down.

May 13:10:45 <port:warning> Port 23 link up 100BASE-TX, full-duplex,
May 13:13:27 <port:err> Port 23 link down.

[ERN
(o]

© © © © © © © ©

MDI.

MDI-X.

MDI-X.

MDI.

2.3
2-1
2-3 CONFIG 2-1

8 TELNET/SSH
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login logout logout
A
l T Yexit"
[ VIEW ] I
exit
A
“enable" "disable"
A 4
N
[ ENABLE <
J
" " 4 "exit"
configure terminal
\ 4 “end""
N\
[ CONFIG “end"
J
2-3 l I "exit'

i ( N N\ (
i IF-PORT IF-LOOPBACK KEYCHAINKEY OSPF ]
i ( N N\ (
i IF-VLAN IF-MANAGE DHCP ADDRESSFAMILY ]
i ( N N\ (
i KEYCHAIN VLAN ROUTEMAP MSTP ]
i ( N N\ (
| RIP BGP VRRP LINE ]
|
| PACKETFILTER2 ] [ ACCESSDEFENDER ]

2-1
(1) CTRL+C CTRL+Z "end"
(2) CTRL+D "exit"
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VIEW >
ENABLE ( #
)
CONFIG (config)#
2-4
2-4
CONFIG

IF-PORT interface port <PORT> (config-if-port)#
IF-VLAN interface vlan <VID> (config-iH)#
I F-MANAGE interface manage (config-if-mng)#
IF-LOOPBACK interface loopback (config-ifH)#
VLAN vlan database (config-vlan)#
LINE line console (config-line)#

line vty <L INENUMBER>

[ <ENDING_LINENUMBER> ]
PACKETFILTER2 packet-filter2 (config-filter)#
OSPF router ospf <PROCESSID> (config-router)#
RIP router rip (config-router)#
BGP router bgp <ASN> (config-router)#
VRRP router vrrp <VRID> (config-router)#
ROUTEMAP route-map <MAPNAME> (deny | permit) | (config-route-map)#

<SEQVALUE>
KEYCHAIN key chain <CHAINNAME> (config-keychain)#
KEYCHAINKEY (KEYCHAIN ) key <KEYID> (config-keychain-key)#
DHCP dhcp policy <POLICY_NAME> (config-dhcp)#
MSTP spanning-tree mst configuration (config-mst)#
ACCESSDEFENDER access-defender (config-a-def)#

ADDRESSFAMILY

(BGP )
address-family
unicast ]

ipvd [ multicast |

(config-router-af)#
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2.4

2.5

user

user
)
user adpro
(D)
login: user
> ?
Exec commands:
check Check configuration
disable Turn off privileged mode command
enable Turn on privileged mode command
exit End current mode and down to previous mode
ping Send echo messages
show Show running system information
telnet user interface to the TELNET protocol
traceroute Trace route to destination
>
ap_recovery

ap_recovery

SD

(hc-flash-config hc-software hc-system-name.txt hcloader.conf)

ap_recovery

)

login: ap_recovery
Jul 6 16:58:01 <system:emerg> Configuration and logs were initialized.
Jul 6 16:58:02 <system:emerg> Rebooting.

HCBOOT  2.02.03
DIMM slot 1: Not populated
DIMM slot O: DDR SDRAM detected
Initializating ECC memory. Please wait...
HCLoader 1.01.02
Boot from flash://primary
Expand system ... done

Loading configuration ...done.
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Firmware Version 7.06.01

Ethernet Switch Apresial3000-48X

login:

o PoE (Apresia3424GT-PoE/3424GT-HiPoE/5412GT-PoE)

PoE

3.2.1 "factory-default”

ap_recovery

€H) Web erase login-page

erase login-success-page
erase login-failure-page
erase logout-success-page
erase logout-failure-page
erase redirect-error-page

2) erase ssl-files
(€) erase local-db
erase aaa-local-db
@) copy default-script configured-script
copy configured-script flash-script 1
&) clock set <HH:MM:SS> [ <YYYYMMDD> ]
1
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0 (AEQOS Ver. 7.45) TD61-7637 AEOS Ver. 7.45
L3
3.1 LOGIN
3.1.1 username
adpro user 20
31 no

username <USERNAME> adpro | user
no username <USERNAME>

USERNAME ( 31 )
adpro adpro
user user

adpro (adpro )
user (user )

CONFIG

(1) adpro tanaka
) tanaka

> enable

# configure terminal

(config)# username tanaka adpro
(config)# no username tanaka

show running-config

o .(dot)
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-(hyphen) .(dot) _(under bar) -(hyphen)

0
O
0 adpro 1 adpro

3.1.2 password

31
no
[ no ] password <USERNAME>
USERNAME
( )
CONFIG
¢H) tanaka
) tanaka
> enable
# configure terminal
(config)# password tanaka
New password:
Retype new password:
(config)# no password tanaka
show running-config
0 .(dot) _(under bar)

-(hyphen) -(hyphen)
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0 (0x21 OXTE)
0

0

0 3.49.1 "show running-config"” 3.49.2 "show flash-config"

3.1.3 show username

show username

VIEW, ENABLE

@
> enable
# show username
username authority
adpro adpro
tanaka adpro
suzuki user
user user
username
authority
adpro
user

show running-config
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3.1.4 show users

show users

ENABLE

@

# show users

adpro Mar 21 14:22 console

Login time

From
<IPADDR> IP
console
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3.2 factory-default
3.2.1 factory-default

include-license

ap_recovery factory-default factory-default include-license

3-1

3-1

(o

)

ap_recovery

factory-default

factory-default
include-license

flash-config

flash-config

e}

aaa-local-db

e}

local-db

NA

o

login-page

login-success-page

login-failure-page

logout-success-page

logout-failure-page

redirect-error-page

https-certificate,
ssl-files

https-private-key,
ssl-files

ssh-rsa-key

RSA
(SSH

D

ssh-rsal-key

RSA
(SSH

2)

(L3 NA)

(L3 NA)

(SRAM)

(SRAM)

hc-flash-config

flash-config

(SD ) | (SD )
hc-software
@] (@] (@]
(SD ) | (SD )
hc-system-name. txt
(SD ) e} o o
(SD )
hcloader.conf SD

(SD )
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ap_recovery

factory-default

factory-default
include-license

(SD )

factory-default [ include-license ]

include-license

ENABLE

@

# factory-default include-license
initialize factory-default? (y/n): vy
Initializing ...

done.

erase backup-clone-files

hcloader.conf

done.

hc-flash-config

done.

hc-software

done.

hc-system-name . txt

done.

Jan 1 09:00:04 <system:emerg> Rebooting.
Write log messages to flash memory ... Done

HCBOOT  2.02.03
DIMM slot 1: Not populated
DIMM slot O: DDR SDRAM detected
Initializating ECC memory. Please wait...
HCLoader 1.11.02
Boot from flash://primary
Expand system ... done

Loading configuration ...done.

Firmware Version 7.32.01

Ethernet Switch Apresial3000-48X
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login:
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3.3
3.3.1 hostname

no

hostname <NAME>
no hostname
NAME <1-254( )>
e ASCII [?]

CONFIG

() Switch

> enable

# configure terminal
(config)# hostname Switch
Switch(config)#

logging hostname disable, show logging, show running-config

0

Syslog

0 hostname 10

0 3.38.10 "logging hostname disable”
Syslog
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3.4

3.4.1 login-message

no
TELNET/SSH
SSH SSH 1
ASCII 255
login-message <LINE>
no login-message
LINE <1-255( )>

CONFIG

€))
)

ll¥ll

> enable

# configure terminal

(config)# login-message Apresia ¥Apresial3000 ¥Nol
(config)# exit

# exit

Apresia

Apresial3000

Nol

Ethernet Switch Apresial3000-48X

login:

show running-config
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3.4.2 show login-message

show login-message

VIEW, ENABLE

@

# show login-message
Login Message: Apresia ¥Apresial3000 ¥Nol
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3.51P
3.5.1 ip address

VLAN IP 1P
VLAN IP
14 15 1P
1 IP
IF-LOOPBACK IP (secondary
IP IP
IP IP
IP 3-2
3-2 IP
IP
255
IP
Apresial3000 1000
1P Apresia3400/4300/5400 100
14
IP

IP

ip address <IPADDR/MASK> | ( <IPADDR> <NETMASK> ) [ secondary ]

no ip address [ <IPADDR/MASK> | ( <IPADDR> <NETMASK> ) [ secondary ] ]

1PADDR
MASK
NETMASK
secondary

1P

IP

IF-VLAN, IF-MANAGE, IF-LOOPBACK

D 1P
(D VLAN ID 1 IP
(G)VLAN ID 1 IP

192.168.0.1
10.1.1.1

24

no

14

> enable

# configure terminal
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(config)# interface manage
(config-if-mng)# ip address 192.168.0.1/24
(config-if-mng)# exit

(config)# interface vlan 1

(config-if)# ip address 10.1.1.1/8
(config-if)# no ip address

show ip address, show running-config

0 VLAN

1P
1P

IP

3-20

‘[]' 1P

"ip icmp redirect send disable"

3.5.2 show ip address

VLAN

1P

1P
1P
IP 1
VLAN
1P
IP
DHCP
1P
IP
1P
VLAN
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show ip address

VIEW, ENABLE

@ Ip
# show ip address
manage 172.17.51.177/24
vlan 1 192.168.0.10/24
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3.6 1P
IP

VLAN

L3 VLAN
L3

3.6.1ip route

Apresial3000
Apresia5400 8000

VLAN
VLAN

VLAN

12000 Apresia3400
no

[ no ] ip route ( <DEST> <NETMASK> ) | <DEST/MASK> <GATEWAY> | null [ <DISTANCE> ]

DEST
NETMASK
MASK
GATEWAY IP
null NULL ( )
DISTANCE <1-255>
DISTANCE 1
CONFIG
(€H) 192.168.2.0 24 (255.255.255.0)
192.168.1.2
@ @
?) 192.168.1.2
> enable

# configure terminal

(config)# ip route 192.168.2.0/24 192.168.1.2
(config)# no ip route 192.168.2.0/24 192.168.1.2
(config)# ip route 0.0.0.0/0 192.168.1.2
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show ip route, show running-config

o L3 <DISTANCE> NULL

0 (OSPF RIP)  IPv4

3.6.2 show ip route
1P
Information Base FIB)

(Forwarding

show ip route [ <IPADDR> | <IPADDR/MASK> | bgp | connected | static | ospf | rip ]

1PADDR 1P
IPADDR/MASK 1P /
bgp BGP

connected

static

ospf OSPF

rip RIP

VIEW, ENABLE

(&H) (Forwarding Information Base FIB)

# show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, B - BGP,
0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
* - candidate default

C 127.0.0.0/8 is directly connected, loopback
C 172.21.30.0/24 is directly connected, vlan 2
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0 L3 BGP OSPF RIP

0 (""interface manage') IP

3.6.3 show ip route database

(VLAN )

FIB(Forwarding Information Base FIB) FIB "show
ip route"

@

(2) "ip route"

(€©)) BGP(eBGP)

(4) OSPF

(5) RIP

(6) BGP(iBGP)

FIB

static OSPF RIP BGP "distance" (""ip route" OSPF "distance"
RIP "distance"(TD61-7637 AEOS Ver. 7.45 L3 ) )

show ip route database [ bgp | connected | ospf | rip | static ]

bgp BGP
connected

ospf OSPF
rip RIP
static

VIEW, ENABLE

@

# show ip route database

codes: K - kernel route, C - connected, S - static, R - RIP, B - BGP,
0 - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
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E1l - OSPF external type 1, E2 - OSPF external type 2
> - selected route, * - FIB route, p - stale info

S *> 0.0.0.0/0 [1/0] via 172.21.30.1, vlan 2
C *> 127.0.0.0/8 is directly connected, loopback
C *> 172.21.30.0/24 is directly connected, vlan 2

o L3 BGP OSPF RIP

3.6.4 show ip route cache

3
ARP L3 3.17
(STP/RSTP/MSTP) 3.42 MMRP-Plus FDB (3.14.5 "clear mac-
address-table” ) MAC
( )

show ip route cache

VIEW, ENABLE

@D 3
# show ip route cache
Total layer 3 cache addresses : 3 (LPM = 2, cache = 1)

destination type VID MAC address port age
0.0.0.0/0 LPM 1 00:40:66:11:a5:bh2 7 —-i--
172.21.29.0/24 LPM === —=f--ie-i-i--:-- CPU --:--
172.21.29.1/32 cache 1 00:40:66:11:a5:h2 7 00:00:02
destination IP
type cache L3 LPM Longest Prefix Match
VID VLAN 1D
MAC address MAC
port
BLOCK IP
CPU IP
age IP / IP
3
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0

L3

3.6.5show ip route summary

show ip route summary

VIEW, ENABLE

@

# show ip route summary

IP routing table name is Default-1P-Routing-Table(0)
IP routing table maximum-paths is 8

Route Source Networks

connected 4
static 10
Total 59
FIB 45
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3.7
3-3 ( DOWN
(10/100 Mops )

3

1
w

)
)
)

SFP-T

SFP-T
10/100/1000 Mbps

1000 Mbps
SFP-SX LXM

LX LX40 ZX BX10 BX20
1 Gbps

10/100 Mbps
uTpP
10/100 Mbps
uTp
10/100/1000 Mbps
GBIC
GBIC
GBIC
BX40 BX80 CWDM
XENPAK
10 Gbps

Apresia
3424GT-SS
3424GT-SS2
3424GT-PoE
3424GT-HiPoE
3448GT
Apresia
3448G-PSR - o - - o o -
3448G-PSR2
Apresia
13000
Apresia
4328GT
Apresia
4348
Apresia
5400

0 GigabitEthernet UTP MDI-X mdi-X

0 Apresial3000-48X 41 44 SFP-T
( "show interface status"” )
SFP-T 45 48 "media”

utp

OApresia13000—24GX 21 24 SFP-T
( "show interface status™” )
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SFP-T 1 20 "media"

utp
0 Apresia4300 Apresia5400 MDI
0 Apresial3000 ("auto-negotiation™)
MDI-X ("auto-mdi-x" MDI

3.7.1 shutdown
(shutdown) no

[ no ] shutdown

no shutdown( )

IF-PORT, IF-MANAGE, IF-LOOPBACK(a), IF-VLAN(b)

(a) IF-LOOPBACK shutdown
Help
(b) VLAN  shutdown VLAN L3 ( 1IP
) VLAN L2 L2
vlan mode VLAN  Disable
(€)) 15 8
@) 15 8
> enable

# configure terminal

(config)# interface port 1-5,8
(config-if-port)# shutdown
(config-if-port)# no shutdown

show interface status(manage vlan ), show running-config
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3.7.2 auto-shutdown port
shutdown no

("'auto-shutdown timer" ) shutdown
shutdown

auto-shutdown port <PORTRANGE>
no auto-shutdown port [ <PORTRANGE> ]

PORTRANGE ( )
( )
CONFIG
() 15 shutdown
@) 15 shutdown
> enable

# configure terminal
(config)# auto-shutdown port 1-5
(config)# no auto-shutdown port 1-5

show auto-shutdown, show running-config

3.7.3 auto-shutdown timer
shutdown no

"auto-shutdown port" shutdown

500
"no shutdown" 10

auto-shutdown timer <TIME>
no auto-shutdown timer
TIME <500-10000( )>
. 500
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0( )

CONFIG
D) shutdown 1000
2 shutdown

> enable

# configure terminal
(config)# auto-shutdown timer 1000
(config)# no auto-shutdown timer

show auto-shutdown, show running-config

o shutdown

3.7.4 auto-negotiation

no
utp gbic
I F-MANAGE
[ no ] auto-negotiation disable
IF-PORT
[ no ] utp | gbic auto-negotiation disable
utp UTp
gbic GBIC(SFP)
no disable( )

IF-PORT, IF-MANAGE

(1) 1
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(@) 41 42 GBIC

?3) 41 42 GBIC

> enable

# configure terminal

(config)# interface port 1

(config-if-port)# utp auto-negotiation disable
(config-if-port)# exit

(config)# interface port 41-42

(config-if-port)# gbic auto-negotiation disable
(config-if-port)# no gbic auto-negotiation disable

show interface status, show running-config

o 1G SFP-FX (""auto-

negotiation'™)

o (""auto-negotiation'™)

0 UTp (auto-negotiation) 1Gbps

3.7.5 link-speed-duplex

I F-MANAGE

link-speed-duplex 10m/half | 10m/full | 100m/half | 100m/full

no link-speed-duplex

IF-PORT

utp link-speed-duplex 10m/half | 10m/full | 100m/half | 100m/full
no utp link-speed-duplex

10m/half 10M/
10m/full 10M/
100m/half 100M/
100m/full 100M/
100m/hal £( 100M/ )
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IF-PORT, IF-MANAGE

(€H) 1 8

> enable

# configure terminal
(config)# interface port 1-8
(config-if-port)# utp link-speed-duplex 10m/half

show interface status, show running-config

L

3.7.6 advertise delete

no

advertise

advertise

(""auto-negotiation™)

utp advertise delete <I0i> | <1000 | <1G> | <HALF> | <FULL>

no utp advertise delete [ <I0i | <I00M> | <1G> | <HALF | <FULL> ]
10M = 10m-speed | 10m/half | 10m/full

1000 = 100m-speed | 100m/half | 100m/full

16 = 1g/full

HALF = half-duplex

FULL = full-duplex
10m-speed
100m-speed
10m/halft
10m/full
100m/hal
100m/full
1g/full
half-duplex
full-duplex

10M/
100M/
oM/
10M/
100M/
100M/
16/
10M/
oM/

10M/
100M/

100M/
100M/ 16/
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IF-PORT

D) 1 8 advertise 1G/
(@) 1 8 advertise
> enable

# configure terminal

(config)# interface port 1-8

(config-if-port)# utp advertise delete 10m-speed
(config-if-port)# utp advertise delete 100m-speed
(config-if-port)# no utp advertise delete
(config-if-port)# exit

show interface status, show running-config

o advertise

3.7.7 auto-mdi-x
MDI-X no
MDI-X UTP /

[ no ] utp auto-mdi-x disable

no disable( MDI-X )
IF-PORT
(€)) 1 MDI-X
@) 1 MDI-X
> enable

# configure terminal
(config)# interface port 1
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(config-if-port)# utp auto-mdi-x disable
(config-if-port)# no utp auto-mdi-x disable

show interface status, show running-config

o ("'auto-negotiation'™) MDI-X
MDI  MDI-X UTP (10/100/1000
Mbps) GBIC (SFP-T ) MDI UTP (10/100 Mbps) MDI-
X
3.7.8 mdi-x
MDI-X no

[ no ] utp mdi-x enable

no enable
IF-PORT
(€)) 1 MDI-X
@ 1
> enable

# configure terminal

(config)# interface port 1
(config-if-port)# utp mdi-x enable
(config-if-port)# no utp mdi-x enable

show interface status, show running-config

o MDI-X ("auto-mdi-x") MDI MDI-X
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0 ("'auto-negotiation'™)
(10/100/1000 Mbps) GBIC
(107100 Mbps) MDI-X

3.7.9mdi
MDI

[ no ] utp mdi enable
no enable
IF-PORT

D) 1 VDI
@) 1

(SFP-T

no

)

MDI

UTP

> enable

# configure terminal

(config)# interface port 1
(config-if-port)# utp mdi enable
(config-if-port)# no utp mdi enable

show interface status, show running-config

‘[]' MDI-X

0 ("'auto-negotiation™)
(10/100/1000 Mbps) GBIC
(10/100 Mbps) MDI-X

("auto-mdi-x"

3.7.10 pause
802.3x
802.3x pause
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[ no ] pause enable

no enable( )
IF-PORT
(€)) 1 5 802.3x
@) 1 5 802.3x

> enable

# configure terminal

(config)# interface port 1-5
(config-if-port)# pause enable
(config-if-port)# no pause enable

show interface status, show running-config

o "pause enable"/"no pause enable”
3.7.11 media
uTp XENPAK
SFP-T utp

TD61-3584 Apresia2000/3000/4000/5000/13000

media gbic | utp

no media
gbic GBIC(SFP)
utp UTp

gbic

IF-PORT
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(1) GigabitEthernet 41 42 UTP

> enable

# configure terminal

(config)# interface port 41-42
(config-if-port)# media utp

show interface status, show running-config

0Apresia13000—48x 41 44 SFP-T
"show interface status" ) SFP-T
45 48

o Apresial3000-24GX 21 24 SFP-T
"show interface status" ) SFP-T
1 20

o Apresiad4348 45 48 SFP-T (
interface status" ) SFP-T
1 44

3.7.12 description
status"
description <LINE>
no description
LINE <1-64( )>

e description

* ASCII

IF-PORT
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D) 1 2 apresia

> enable

# configure terminal

(config)# interface port 1-2
(config-if-port)# description apresia

show interface status, show running-config

3.7.13 counter-mode txdiscard only-buffer-overflow

TxDiscard
no
"show interface counters" TxDiscard
TxDiscard 3-4
3-4 TxDiscard
TxDiscard
©o )
( )
show interface counters BfOverflow

counter-mode txdiscard only-buffer-overflow
no counter-mode txdiscard

CONFIG

(1) TxDiscard
(2) TxDiscard

(config)# counter-mode txdiscard only-buffer-overflow
The counter value will be correct after rebooting.
(config)# no counter-mode txdiscard

The counter value will be correct after rebooting.
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show interface counters, show running-config

L

3.7.14 show auto-shutdown

shutdown
show auto-shutdown
VIEW, ENABLE
D) shutdown

# show auto-shutdown
Timer : 1000 msec

-—- port information ---
*=Enable
1 67 12
e i SE

3.7.15 show interface status

show interface status [ <PORTRANGE> ] [ detail ]
PORTRANGE
detail

VIEW, ENABLE
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€))

&)

# show interface status
Pt. [Description]

Auto Advertise

Spd/Dpx

Link Flow
Status Status Neg
101
Down OFF OFF
211
Down OFF ON
3L1
Down OFF ON
47 T 1
Down
+--- OFF ON
* +-—- OFF ON
48 [ 1
Down
* +-—- OFF ON
+--- OFF ON
49101
Down OFF OFF
50 [1
Down OFF OFF

1G/F,100M, 10M
1G/F,100M, 10M
1G/F,100M, 10M

« )

1G/F,100M, 10M
1G/F

1G/F,100M, 10M

1G/F

10G/F

10G/F

100M/F

100M/H

100M/H

100M/H
1G/F

100M/H

1G/F

10G/F

10G/F

Pause MDIX
OFF  OFF(MDI-X)
OFF  ON(---)
OFF  ON(---)
OFF  ON(---)
OFF OFF

OFF  ON(---)
OFF  OFF

OFF OFF

OFF OFF

UTP
UTP

uTP
SFP-NONE
(UTP)
(FIBER)
SFP-NONE
(UTP)
(FIBER)

XENPAK-NONE

XENPAK-NONE

# show interface status
Port

Description

Link status

Flow status
Auto negotiation
Advertise speed/duplex
Fix speed/duplex

Pause
MDIX
Media
Media part number
Media serial number
Tx/Rx power [dBm]

Port

Port
Description
Link status

detail
1

> Down

: OFF

> ON

: 1G/F,100M, 10M
> 100M/H

: OFF

: ON(---)

: UTP

- Down
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Flow status : OFF

Auto negotiation : ON

Advertise speed/duplex : 1G/F,100M,10M
Fix speed/duplex > 100M/H

Pause : OFF

MDIX : ON(---)

Media : UTP

Media part number Do-
Media serial number Do-
Tx/Rx power [dBm]

Port -/ -
« )

Port : 49

Description

Link status > Down

Flow status : OFF
Auto negotiation : OFF
Advertise speed/duplex : 10G/F

Fix speed/duplex > 10G/F

Pause : OFF
MDIX : OFF
Media . XENPAK-LR
Media part number : TXN174312013FYA
Media serial number - CRTN84301G
Tx/Rx power [dBm]

Port : -40.00 / -33.98
Port : 50

Description

Link status > Down

Flow status : OFF
Auto negotiation : OFF
Advertise speed/duplex : 10G/F

Fix speed/duplex - 10G/F

Pause : OFF

MDIX : OFF

Media : XENPAK-LR
Media part number : TXN174312013F27
Media serial number : MYBG67784B
Tx/Rx power [dBm]

Port : -40.00 / -40.00

Pt. [Description]
GBIC /UTP

g

( detail Port
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Link Status
10G/F
1G/F
100M/F
100M/H
10M/F
10M/H
Down
Disable
errDis

Flow Status
ON
OFF

Auto Neg
ON
OFF

Advertise Spd/Dpx

10G/F
1G/F
100M
100M/F
100M/H
10M
10M/F
10M/H
none
Fix Spd/Dpx

100M/F

100M/H

10M/F

10M/H
Pause

ON

OFF
MDIX

ON(---)
ON(MDI-X)

ON(MDI)

OFF
OFF(MDI-X)

Description )
( )
10 Gbps
1 Gbps
100 Mbps
100 Mbps
10 Mbps
10 Mbps
(shutdown)
LLDP
ON(pause )
OFF
ON
OFF
Advertise
(  detail Advertise speed/duplex)
10 Gbps
1 Gbps
100 Mbps 100 Mbps
100 Mbps
100 Mbps
10 Mbps 10 Mbps
10 Mbps
10 Mbps
Advertise
OFF Speed/Duplex
( detail Fix speed/duplex)
100 Mbps
100 Mbps
10 Mbps
10 Mbps
802.3x
ON
OFF
MDI
ON MDI ON
ON MDI ON
ON MDI ON
OFF MDI
OFF MDI
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OFF(MDI)

Media
UTP
SFP-SX
SFP-LXM
SFP-LX
SFP-LX40
SFP-LX80
SFP-ZX
SFP-T
SFP-FX
SFP-BX10D
SFP-BX10U
SFP-BX20D
SFP-BX20U
SFP-BX40D
SFP-BX40U
SFP-BX80D
SFP-BX80U
C-1470
C-1490
C-1510
C-1530
C-1550
C-1570
C-1590
C-1610
SFP-NONE
XENPAK-CX4
XENPAK-LR
XENPAK-SR
XENPAK-ER
XENPAK-ZR
XENPAK-LX4
XENPAK-NONE

detail
Media part number

Media serial number

Tx/Rx power [dBm]
Port

OFF

Media

MDI

1000BASE-T 100BASE-TX 10BASE-T

1000BASE-SX

1000BASE-LX
1000BASE-LX(40 km
1000BASE-LX(80 km
1000BASE-ZX
1000BASE-T
100BASE-FX
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(
SFP(

CWDM
CWDM
CWDM
CWDM
CWDM
CWDM
CWDM
CwoM

e el i i e e

SFP
10GBASE-CX4
10GBASE-LR
10GBASE-SR
10GBASE-ER
10GBASE-ZR
10GBASE-LX4

XENPAK

Media
Media
Media
Media
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10
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40
40
80
80

km
km
km
km
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km
km
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Media TX/Rx power UTP
0 100BASE-FX SFP Advertise Spd/Dpx Fix Spd/Dpx
1G/F
3.7.16 show interface counters
matrix

show interface counters [ <PORTRANGE> ] [ matrix [ <MATRIXRANGE> ] ]
PORTRANGE ( )
MATRIXRANGE <1-4>( )
1 RxOctet, TxOctet, RxUnicast, TxUnicast, RxNUnicast,
TxNUnicast, RxBC
2 RxDiscard, TxDiscard, BfOverflow, RxBitRate, TxBitRate,
RxPktRate, TxPktRate
3 Collision, AlignError, FCS Error, Undersize, Oversize,
Fragments, Jabbers
4 640ctet, 65-127, 128-255, 256-511, 512-1023, 1024-1518

VIEW, ENABLE

(€Y) 6

# show interface counters 6

port 6

RxOctet 0 TxOctet 0 Single Coll: 0
RxUnicast 0 TxUnicast 0 Multi Coll : 0
RxNUnicast : 0 TxNUnicast : 0 Late Coll 0
RxBroadcast: 0 TxDiscard 0 Excess Coll: 0
RxDiscard 0 Collision 0 BfOverflow : 0
640ctet 0 AlignError : 0 CarSenseErr: 0
65-127 0 FCS Error 0 RxBitRate 0
128-255 0 Undersize 0 RxPktRate 0
256-511 0 Oversize 0 TxBitRate 0
512-1023 0 Fragments 0 TxPktRate 0
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1024-1518

0 Jabbers : 0

RxOctet
RxUnicast
RxNUnicast
RxBroadcast
RxDiscard

640ctet
65-127
128-255
256-511
512-1023
1024-1518
TxOctet
TxUnicast
TxNUnicast
TxDiscard

Collision
AlignError

FCS Error
Undersize
Oversize

Fragments

Jabbers

Single Coll

Multi Coll
Late Coll
Excess Coll
BfOverflow
CarSenseErr
RxBitRate

RxPktRate
TxBitRate

TxPktRate

deny ) Mirror

64

65 127
128 255
256 511
512 1023
1024 1518

"counter-mode txdiscard only-buffer-overflow"

(
FCS )
FCS
(63 )
1519 MTU
VLAN 4 (1523 MTU+4)
(63 FCS )
(1519 MTU FCS )
VLAN 4 (1523 MTU+4)
( 1
( )
( 2 15 )
( 512 )
(16 )
5 (bps) 1
5 (pps) 1
5 (bps) 1
5 (pps) 1
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1 "clear interface counters" 5 "clear interface counters"
"show interface counters"”

0

0 Apresia3400 10/100M  1G (Apresia3424 port 25-
28 Apresia3448 port 49-52) AlignError
10/100M AlignError FCS Error 16 FCS Error
0 1519 MTU Oversize RxOctet RxUnicast
RxNUnicast RxBroadcast
Apresia3400/5400 RxUnicast
0 63 Undersize RxOctet
RxUnicast RxNUnicast RxBroadcast
0 1519 MTU TxUnicast
TxNUnicast
0 Apresia3400 10M RxDiscard
0 Apresia4348 Apresial3000 1G
100M BfOverflow
0 RxDiscard
D) 2 deny 1
&) 2 3 4
(3) MMRP-Plus Master/Slave MMRP-Plus
4) VLAN 1D
) 5 6
1 3.47 AccessDefender
2 2
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o Apresia3448

o Apresia4348 (port 1 24

» Apresial3000-48X(port 1 24 50
3 2

o Apresia3448
o Apresia4348 (port 1 24
» Apresial3000-48X(port 1 24 50
4 (2) 3.24 Egress
5

6 VLAN 1

o Apresia3448
o Apresia4348
» Apresial3000-48X

0 RxDiscard
(€H)

(2) CPU 1

3) 2 CPU

e sFlow
e ICMP

1 2 action deny

3.7.17 clear interface counters

clear interface counters <PORTRANGE>
PORTRANGE

ENABLE

) 1 2

(port 1 24 49 50

(port 1 24 49 50

port 25 48 51 52)

port 25 48)

port 25 49)
uc BC MC DLF

port 25 48 51 52)

port 25 48)

port 25 49)

(mirroring action mirror)

(action block-cpu-control) CPU

CPU

> enable
# clear interface counters 1,2
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3.8
IEEE 802.3ad LACP(Link Aggregation Control Protocol)

LACP 8 / 9

3-5

Apresia5412GT-PoE 6
Apresia5412GT-HRSS
Apresia5412GT-HRSS-DC48V
Apresia5412GT-HRSS-DC110V
Apresia5412GT-HRSS2
Apresia3424GT-SS 14
Apresia3424GT-SS2
Apresia3424GT-PoE
Apresia3424GT-HiPoE

Apresia4328GT

Apresia5428GT

Apresial3000-24GX-PSR
Apresial3000-48X 24
Apresia3448GT 26

Apresia3448G-PSR
Apresia3448G-PSR2
Apresia4348GT
Apresia4348GT-PSR

o LAG( )

(1) VLAN
2 (3.7.4 "auto-negotiation™)
( )
€)) (""auto-negotiation™) advertise
10M/Full  100M/Full 1G/Full 1
4 (""auto-negotiation') I ink-speed-duplex

10M/Full 100M/Full

UTP (10/100/1000 Mbps)  1G/Ful | 3)
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advertise / 10M  100M
no utp auto-negotiation disable
utp advertise delete 10m-speed
utp advertise delete 100m-speed

0 LAG

0Apresia4348 12 (1 12 13 24 25 36 37 48)
LAG

0Apresia3448 24 (1 24 25 48 49 50 51 52)
LAG

OLAG 3.20

0 (""ip multicast-routing™)
(LACP )

o LACP LACP Key

LAG ID  LACP Key

3.8.1 link-aggregation
LAG( ) no

link-aggregation <GROUP>
no link-aggregation [ <GROUP> ]

GROUP LAG 1D
( )
IF-PORT
D 18 LAG ID 1
(2) LAG ID 1
®) LAG
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> enable
# configure terminal

(config-if-port)# exit

(config)# interface port 1-8
(config-if-port)# link-aggregation 1
(config-if-port)# no link-aggregation 1

(config)# interface port 1-48
(config-if-port)# no link-aggregation

show link-aggregation, show running-config

o Apresial3000-48X (port 1-24 50 port 25-49)
3.8.2 link-aggregation algorithm
dst-ip-base mac-base ip-base
non-uc-dst-only 3-6
MAC 1P ( )
3-6 ( )
3-6  ip-base 1P IP mac-
base
3-6 ( )
MAC MAC IP
IP
( 2)
dst-ip-base 4 7 1 5
dst-ip-base 4 8 3 5
non-uc-dst-only
mac-base 9 7 1 5
mac-base
9 8 3 6
non-uc-dst-only
ip-base 1
ip-base 3
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MAC MAC IP
IP
( 2)
non-uc-dst-only
1 MAC
2 IP
3 MAC
4 1P
5 MAC
6
7 MAC (Apresia4328GT
8 MAC (Apresiad328GT )
9 MAC VLAN ID ether_type
1 IP (Apresia4348
Apresial3000-48X)
2 MAC IP
(Apresia3400/5400 Apresial3000-24GX)

link-aggregation algorithm dst-ip-base | mac-base | ip-base [ non-uc-dst-only ]

dst-ip-base

mac-base
ip-base

non-uc-dst-only

mac-base

CONFIG

@

IP
/ MAC
/ IP
MAC
IP

1P

|(config)# link-aggregation algorithm ip-base

show link-aggregation, show running-config

0

(LACP

)
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mac-base ( )
non-uc-dst-only "mac-base | ip-base”
mac-base non-uc-dst-only

‘I]' 1P

3.8.3 link-aggregation lacp
LACP(Link Aggregation Control Protocol)

link-aggregation <GROUP> lacp mode active | passive key <KEY>
no link-aggregation [ <GROUP> ]

GROUP LAG( ) ID
KEY <1-12>
active
. LACPDU
passive
e LACPDU
. LACP
( )
IF-PORT
(€Y) 1 8 LACP LAG ID 1
(2 LAGID 1
3) LAG
> enable

# configure terminal

(config)# interface port 1-8

(config-if-port)# link-aggregation 1 lacp mode active key 1
(config-if-port)# no link-aggregation 1

(config-if-port)# exit

(config)# interface port 1-26

(config-if-port)# no link-aggregation

show link-aggregation, show lacp, show running-config
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o LAG

0 LACP  3.42 MMRP-Plus

3.8.4 lacp system-priority
LACP

lacp system-priority <PRIORITY>
no lacp system-priority
PRIORITY <1-65535>

32768
CONFIG

(1) 100

> enable
# configure terminal
(config)# lacp system-priority 100

show lacp sys-id, show running-config

3.8.5 lacp port-priority

LACP

lacp port-priority <PRIORITY>
no lacp port-priority
PRIORITY <1-65535>

32768
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IF-PORT

(€D 1 8 100

> enable

# configure terminal

(config)# interface port 1-8
(config-if-port)# lacp port-priority 100

show lacp, show running-config

3.8.6 lacp timeout short
LACPDU Short(3 ) no

LACPDU Short
1 Long 30

[ no ] lacp timeout short

( Long(90 ))

IF-PORT

€D 1 8 1

> enable

# configure terminal

(config)# interface port 1-8
(config-if-port)# lacp timeout short

show lacp, show running-config

0 Short

LACPDU CPU Short
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LACP

0 LACPDU

3.8.7 show link-aggregation

show link-aggregation

VIEW, ENABLE

@
# show link-aggregation
algorithm: mac-base
Static LAG 0: Link Up o: Link Down
LACP active mode A: Collecting/Distributing a: not Collecting/Distributing
LACP passive mode P: Collecting/Distributing p: not Collecting/Distributing
Port
1 89 16 17 24 25 32 33 40 41 48 49
GrpNo +------ + e S S S T— S S —— S I S —— + e + +-
-
2 i e ] 0] 0
K 0000. ... uoiiiin it i o
Static LAG LAG
0
0
LACP active mode LAG (LACP )
A LACP
a LACP
LACP passive mode LAG (LACP )
P LACP
p LACP
GrpNo LAG ID
Port
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3.8.8 show lacp
LACP

show lacp <KEY> | summary | detail
KEY <1-12>
summary
detail

VIEW, ENABLE

) 1 LACP

# show lacp 1

% Aggregator 1 Admin Key: 0001 - Oper Key 0001 Partner LAG: 0x8000,00-40-66-
45-pb5-c7 Partner Oper Key 0001

% Link: portl (1) sync: 1

% Link: port2 (2) sync: 1
% Link: port3 (3) sync: 1
% Link: port4 (4) sync: 1
% Link: port5 (5) sync: 1
% Link: port6 (6) sync: 1
% Link: port7 (7) sync: 1
% Link: port8 (8) sync: 1
#
(2) LACP

# show lacp summary

% Aggregator 1

% Admin Key: 0001 - Oper Key 0001
% Link: portl (1) sync: 1

% Link: port2 (2) sync: 1

% Link: port3 (3) sync: 1

% Link: port4 (4) sync: 1

% Link: port5 (5) sync: 1

% Link: port6 (6) sync: 1

% Link: port7 (7) sync: 1

% Link: port8 (8) sync: 1

#
Aggregator LACP i flndex
Admin Key, Oper Key "link-aggregation lacp"
Partner LAG ID
Partner Oper Key LAG ID
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Link LAG ID LACP

. iflndex
sync 1 LACP (Collecting/Distributing)
sync 0 LACP (Attached)

(3) LACP

# show lacp detail

% Aggregator 1

% Mac address: 00:40:66:11:67:da

% Admin Key: 0001 - Oper Key 0001

% Receive link count: 2 - Transmit link count: 2

% Individual: O - Ready: 1

% Actor LAG - 0x8000,00-40-66-11-67-da

% Partner LAG- 0x8000,00-40-66-33-1d-bc

% Link: port4l (41) Collecting/Distributing

% Link: port42 (42) Collecting/Distributing
Aggregator LACP ifIndex
Mac address MAC

Admin Key, Oper Key "link-aggregation lacp"
Receive link count LAG ID

Transmit link count LAG ID

Individual 0

Ready (¢)) ()
Actor LAG ID

Partner LAG ID

(system-id is overlapping)

Link LAG ID LACP
. ifIndex
Collecting/Distributing LACP
LACP ( )

Attached LACP
LACP

. LACP
. LAG
Waiting LACP
LACP LACP

* 9

LACP
. LAG ID
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LACP
Detached LACP
LACP
LACP

Detached -> Waiting -> Attached ->
Collecting/Distributing

3.8.9 show lacp-counter
LACP

show lacp-counter [ <KEY> ]
KEY <1-12>

VIEW, ENABLE

(1) LACP

# show lacp-counter 1

% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol 1

portl 549 537 0 0 0 0
port2 521 514 0 0 0 0
port3 516 512 0 0 0 0
port4 513 512 0 0 0 0
ports 517 512 0 0 0 0
porté 515 514 0 0 0 0
port7 527 525 0 0 0 0
port8 530 524 0 0 0 0

LACPDUs(Sent/Recv) LACP

Marker(Sent/Recv) LACP

Pckt err(Sent/Recv)
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3.8.10 show lacp sys-id

LACP

ID

show lacp sys-id

VIEW, ENABLE

(1) LACP ID

#
%

show lacp sys-id
System 8000,00-40-66-11-cd-6F

System ID

3.8.11 show lacp port

LACP

show lacp port <PORT>
PORT

VIEW, ENABLE

€))

8 LACP

%
%
%
%
%
%
%
%
%
%

show lacp port 8

LACP link info: port8 - 8

LAG ID: 0x8000,00-40-66-13-09-77

Partner oper LAG ID: 0x8000,00-40-66-34-48-35

Actor priority: 0x8000 (32768)

Admin key: 0x0001 (1) Oper key: 0x0001 (1)

Physical admin key:(0)

Receive machine state : Current

Periodic Transmission machine state : Fast periodic
Mux machine state : Collecting/Distributing

Oper state: ACT:1 TIM:1 AGG:1 SYN:1 COL:1 DIS:1 DEF:0 EXP:0
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% Partner link info: admin port O
% Partner oper port: 32

% Aggregator ID: 1

% Partner oper state: ACT:1 TIM:1 AGG:1 SYN:1 COL:1 DIS:1 DEF:0 EXP:0

% Partner admin LAG ID: 0x0000-00:00:00:00:00:00

% Admin state: ACT:1 TIM:1 AGG:1 SYN:0 COL:0 DIS:0 DEF:1 EXP:0
% Partner admin state: ACT:0 TIM:0 AGG:1 SYN:0 COL:0 DIS:0 DEF:1 EXP:0
% Partner system priority - admin:0x8000 - oper:0x03e8

LACP link info

LAG ID

Partner oper LAG ID
Actor priority
Admin Key, Oper Key

Physical admin key
Receive machine state
Invalid
Port disabled

LACP disabled
Expired
Defaulted
Current
Periodic Transmission machine state
Invalid
No periodic
Fast periodic
Slow periodic
Mux machine state
Collecting/Distributing
Attached
Waiting
Detached
Oper state
Partner oper state
ACT
TIM

AGG

SYN( )
SYN( )

CcoL
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ifIndex
ID
ID
"link-aggregation lacp"
( )
LACPDU
LACP
LACPDU
LACP
LACPDU
LACPDU
LACPDU
LACPDU
LACP
LACPDU
Short(1 ) LACPDU
Long(30 ) LACPDU
LACP ("'show lacp" )
LACP
LACP
LACP
LACP
@ ©
LACPDU Short(1) LACPDU
Long(0)
LAG(D) )
LACP (¢H) ©
LACP (€))
©)
Oper state Partner oper state
SYN 1 LACP
LACP (¢)) ((©)



DIS LACP
DEF LACPDU
EXP LACPDU

Partner link info

Partner oper port
Partner admin LAG ID

Admin state
Partner admin state

Partner system priority
Aggregator ID

3.8.12 show tech-support link-aggregation

system-dump

3-7

€Y)

LACPDU

LACPDU

@

@

show system

show version

show link-aggregation

show lacp detail

show lacp port

show lacp-counter 1

show interface counters 1

11 3

show tech-support link-aggregation [ system-dump ]
system-dump

ENABLE

o system-dump
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3.8.13 clear lacp counters
LACP

clear lacp [ <KEY> ] counters
KEY

ENABLE

(1) LACP

<1-12>

LACP

> enable
# clear lacp 1 counters
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3.9

0 Apresial3000-48X Apresia4348
BPDU
(3.11.4 "switchport mode™)
(3.11.6 "switchport trunk native <VID>")

3.9.1 redundant group-number
no

1 64
1
)
redundant group-number <GROUP>
no redundant group-number [ <GROUP> ]
GROUP <1-64>

( )
IF-PORT
€Y 18 1
@ 1
A
> enable

# configure terminal

(config)# interface port 1-8
(config-if-port)# redundant group-number 1
(config-if-port)# no redundant group-number 1
(config-if-port)# exit

(config)# interface port 1-26
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|(config—if—port)# no redundant group-number

show redundant, show running-config

0 VLAN
O

D) To
(2) static FDB
€) 2
©) 1
®)
(6)
(7) MMRP  MMRP-Plus MMRP2 aware
(8) LLDP
13.29.7 "loop-watch port” notify-only tx-only
ready
tx-only
3.9.2 redundant port-priority
no
0 255
redundant port-priority <PRIORITY>
no redundant port-priority
PRIORITY <0-255>

10/100M 19
16

106 2
IF-PORT
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(€H) 1 8 5
(@) 1 8
> enable

# configure terminal

(config)# interface port 1-8
(config-if-port)# redundant port-priority 5
(config-if-port)# no redundant port-priority

show redundant portbase, show running-config

3.9.3 redundant mac-address-table update

MAC 2
MAC 1 CPU
1 no
MAC
MAC MAC
MAC 1024
MAC
e 3.14.3 "show mac-address-table" MAC
. VLAN MAC
. MAC

redundant group-number <GROUP> mac-address-table update transmit count <COUNT>
no redundant group-number <GROUP> mac-address-table update transmit

GROUP <1-64>
COUNT <1-3>
( )
CONFIG
o 1 MAC 3
) 1 MAC
|> enable
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# configure terminal
(config)# redundant group-number 1 mac-address-table update transmit count 3
(config)# no redundant group-number 1 mac-address-table update transmit

show redundant, show running-config

3.9.4 show redundant

show redundant

VIEW, ENABLE

@
# show redundant
A: Active a: Active (LAG)
R: Ready r: Ready (LAG)
D: Link Down d: Link Down (LAG)
Port
1 89 16 17 24 25 32 33 40 41 48 49
GrpNo +------ + + + - + - + + +- TxCount
O Y 0 3
2 .. T2 -
GrpNo
Port
A Active
R Ready
D
a Active ( )
r Ready ( )
d ( )
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3.9.5 show redundant portbase

show redundant portbase

VIEW, ENABLE

@

# show redundant portbase

Pt. Status GrpNo Priority LAG-ID
15 Active 1 4 1
19 Ready 1 4 2
41 Ready 1 4 3
45 Ready 1 4 4
47 Active 1 4 1
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3.10
3.10.1 mirroring

no
mirroring rx | tx <FROMPORT> <TOPORT>
no mirroring rx | tx
rx <FROMPORT>
<TOPORT>
tx <FROMPORT>
<TOPORT>
FROMPORT (
TOPORT
( )
CONFIG
() 1 8 1
10
> enable
# configure terminal
(config)# mirroring rx 1 8
(config)# mirroring tx 1 10
2 1-2,5,6-9 20 1-2,5,6-9
21
> enable
# configure terminal
(config)# mirroring rx 1-2,5,6-9 20
(config)# mirroring tx 1-2,5,6-9 21
show mirroring, show running-config
o To VLAN To
0 CPU CPU (
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From (To

CPU BPDU DHCP

0 From

To

To

o From
0 rx tx To From

From To

0 STP/RSTP To (3.17.3
"spanning-tree disable™)

0 MSTP To instance

0 X From 3.28 2 "action
mirror™ assign port "action mirror”

o
o

3-8
From
3-8 From
mirroring
mirroring rx mirroring tx

Ready ) x

@) X

MMRP-Plus Blocking o o

o
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0

To MAC 3-9
To MAC
To
3-9 MAC

MAC
Apresia3400/5400 AE0S7.29.01 01:80:¢2:00:00:00-01:80:¢2:00:00:0F
Apresial3000-24GX-PSR 01:80:¢2:00:00:20-01:80:¢2:00:00:2F

AE0S7.29.01 01:80:¢2:00:00:03
Apresia4300 - 01:80:¢2:00:00:00-01:80:¢c2:00:00:0F
Apresial3000-48X 01:80:¢2:00:00:20-01:80:¢2:00:00:2F

0 rx tx From

1

3.10.2 show mirroring

show mirroring

VIEW, ENABLE

€))

)

Port
1

# show mirroring
f=From t=To

67 1213 1819 24 25 30 31 36 37 42 43 48 49
S QU S
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3.11 VLAN
VLAN 4094 VLAN

3.11.1 vlan database
VLAN VLAN VLAN VLAN
VLAN CONFIG exit ENABLE
end

vlan database

CONFIG

(1) VLAN

(2) CONFIG

> enable

# configure terminal
(config)# vlan database
(config-vlan)# exit
(config)#

vlan name, vlan state

0 1P VLAN VLAN

IP
3.11.2 vlan name
VLAN VLAN default VLANID 1 VLAN
VLAN
vlan <VID> name <NAME>
no vlan <VID>
VID VLAN 1D <2-4094>
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NAME VLAN <1-32(
* ASCII

* [']

VLAN(VLAN default VLAN ID 1)

VLAN

(1) VLAN ID 4094 VLAN V4094  VLAN
(2) VLAN ID 4094  VLAN

> enable

# configure terminal

(config)# vlan database
(config-vlan)# vlan 4094 name V4094
(config-vlan)# no vlan 4094

show vlan, show running-config

3.11.3 vlan state
VLAN no
VLAN(VLAN ID 1)

[ no ] vlan <VID> state disable
VID VLAN ID <2-4094>

enable( )

VLAN

(1) VLAN ID 4094 VLAN
(2) VLAN ID 4094 VLAN

> enable
# configure terminal
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(config)# vlan database
(config-vlan)# vlan 4094 state disable
(config-vlan)# no vlan 4094 state disable

show vlan, show running-config

3.11.4 switchport mode
VLAN

switchport mode access | trunk
no switchport mode

access ( VLAN
trunk (802.10Q VLAN
access( )
IF-PORT
(€D 1 26
@) 15 25 26

no

# configure terminal

(config)# interface port 1-26
(config-if-port)# switchport mode access
(config-if-port)# exit

(config)# interface port 1-5,25-26
(config-if-port)# switchport mode trunk

show vlan, show running-config

3.11.5 switchport access
VLAN VLAN
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VLAN 1D
(IEEE 802.1Q )

VLAN ID O

1 VLAN VLAN
("vlan state" "switchport trunk” )
VLAN VLAN
VLAN
switchport access vlan <VID>
no switchport access
VID VLAN ID <1-4094>
VLAN ID 1
IF-PORT
(€)) 1 12 VLANID 1 VLAN
) 13 26 VLANID 2 VLAN
# configure terminal
(config)# interface port 1-12
(config-if-port)# switchport access vlan 1
(config-if-port)# exit
(config)# interface port 13-26
(config-if-port)# switchport access vlan 2
show vlan, show running-config
0 VLAN
('vlan name" )
("'switchport mode" )
0 VLAN VLAN 1D
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3.11.6 switchport trunk

VLAN no
VLAN VLAN
VLAN VLAN
switchport trunk add <VLANRANGE>
switchport trunk native | remove | protocol <VID>
switchport trunk remove
no switchport trunk
add
native
remove VLAN
protocol VLAN
VLANRANGE VLAN ID <1-4094> ( )
VID VLAN 1D
e native <1-4094>
* remove <1-4094>
e protocol <2-4094>
( VLAN )
IF-PORT
() 1 26 VLAN ID 10 VLAN
) 9 26 VLAN ID 2 VLAN ID 3
©)) 9 26 VLAN ID 3
@ 20 24 ipvd VLAN ID 20 VLAN
> enable

# configure terminal

(config)# interface port 1-26
(config-if-port)# switchport trunk native 10
(config-if-port)# exit

(config)# interface port 9-26
(config-if-port)# switchport trunk add 2
(config-if-port)# switchport trunk add 3
(config-if-port)# switchport trunk remove 3
(config-if-port)# exit
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(config)# vlan database

(config-vlan)# vlan 20 add protocol ipv4
(config-vlan)# exit

(config)# interface port 20-24
(config-if-port)# switchport trunk protocol 20

show vlan, show running-config

o VLAN

("vlan name" )
("'switchport mode" )
0 VLAN ID O ( )
0
3.11.7 vlan add protocol
VLAN VLAN no

[ no ] vlan <VID> add protocol ether | Ilc | snhap <TYPE>
[ no ] vlan <VID> add protocol appletalk | ipv4 | ipv6 | ipx | ipx_8022 | ipx_snap |
netbios

VID VLAN ID <2-4094>
ether Ethernetv2
llc 802.3 LLC
shap 802.3 LLC/SNAP
TYPE 16
(Ilc snap 0x0000 Oxffff ether 0x0600 Oxffff)
appletalk appletalk (snap 0x809b + snap 0x80f3 )
ipv4 ipv4d (ether 0x0800 + ether 0x0806 )
ipv6 ipv6 (ether 0x86dd )
ipx ipx (ether 0x8137 )
ipx_8022 ipx _802.2 (Ilc 0xe0el )
ipx_shap ipx_shap (shap 0x8137 )
netbios netbios (llc OxfOf0 + Ilc OxfOfl )
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VLAN

(1) VLAN ID 4094  VLAN
(2) VLAN ID 4094 VLAN ipv6

ether 0x0800

> enable
# configure terminal
(config)# vlan database

(config-vlan)# vlan 4094 add protocol ether 0x0800
(config-vlan)# vlan 4094 add protocol ipv6

show vlan, show running-config

0 VLAN
0 ingress filter

o VLAN 1

16
ether type
0 ignore-tag
3.11.8 tag-type
VLAN
VLAN VLAN

(802.1ad Stacked VLAN )

tag-type <TAG-TYPE>
no tag-type
TAG-TYPE 802.1Q

VLAN

VLAN VLAN

16

"vlan add protocol™

802.1Q
VLAN

(16 ) <OX0-OxFFFF>

106/705

802.1Q



0x8100( 802.1Q VLAN )

VLAN

(1) 802.1Q 0x9100

> enable

# configure terminal

(config)# vlan database
(config-vlan)# tag-type 0x9100

show tag-type, show running-config

0 VLAN

OOXOOOO 0x05DC IEEE 802.3 Length Field(0 1500)

o VLAN

(3.36 IGMP Snooping 3.29 3.42 MMRP-Plus

)

0 0x8808  IEEE (3.7.10 "pause" )
VLAN
3.11.9 ignore-tag
802.1Q VLAN
VLAN (802.1ad Stacked VLAN )
802.1Q VLAN VLAN

[ no ] ignore-tag enable

no enable( )
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VLAN

) VLAN

> enable

# configure terminal

(config)# vlan database
(config-vlan)# ignore-tag enable

show ignore-tag, show running-config

0 VLAN

(3.36 IGMP Snooping 3.29

0 "vlan add protocol™

3.11.10 snap-nonzero-oui

SNAP OUI(SNAP Organization code) 00 00 00 SNAP
no
[ no ] snap-nonzero-oui enable
no enable( )
VLAN
(1) SNAP  Organization code 00 00 00 SNAP
(2) SNAP  Organization code 00 00 00 SNAP
> enable

# configure terminal

(config)# vlan database

(config-vlan)# snap-nonzero-oui enable
(config-vlan)# no snap-nonzero-oui enable

show vlan, show running-config
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3.11.11 show vlan
VLAN

show vlan [ <VID> ]
VID VLAN 1D

VIEW, ENABLE

(1) VLAN

# show vlan

--- vlan port information ---
a = access-port t = trunk-port

-—- vlan mapping information ---
St = Status En = Enable Dis = Disable

--- protocol vlan information ---
VID protocol type

2 ether  0x0800

3 snap 0x0806

4 Ilc 0x0800

SNAP nonzero OUI: Disable

Port

1 89 16 17 24 25 32 33 40 41 48 49

Fom—— s S + e + e + e s + +-
Port Mode aaatttaa atttaaaa aaattaaa aaaaaaaa aaaaaaaa aaaaaaaa aa

u=untag t=tag p = protocol vlan d = dynamic port

vlan
Port
1 89 16 17 24 25 32 33 40 41 48 49
Name VID St +-————- + - + - + - + - + - + +-
default 1En ...... uu u...uuuu ..... UUU UUUUUUUU Uuuuuuuu uuuuuuuu uu
V2 /22 U
v3 3En ........ N
v4 ] 11 o
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#

PORT Mode VLAN
a ( VLAN
t (802.1Q VLAN
Name VLAN
VID VLAN ID
Port VLAN
u (untagged
t (tagged
p VLAN
d Dynamic Port VLAN
protocol
ether Ethernet-11
Ilc 802.3 LLC
snap 802.3 LLC/SNAP
type
SNAP nonzero OUI SNAP Organization code 00 00 00
Enable VLAN(SNAP)
Disable VLAN(SNAP)

3.11.12 show tag-type

show tag-type

VIEW, ENABLE

(1) 802.1Q

# show tag-type
VLAN Tag Type: 0x8100
#
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3.11.13 show ignore-tag
ignore-tag

show ignore-tag

VIEW, ENABLE

(1) ignore-tag

# show ignore-tag
VLAN Ignore Tag: enable
#
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3.12 LLDP
LLDP(Link Layer Discovery Protocol) LLDP

0 LLDP

0 Apresi1a3400/4300/5400 LLDP (msg-tx-interval x
msg-tx-hold) 4

* IP 8

. LLDP LLDPDU

3.12.1 1ldp enable
LLDP no

[ no ] Ildp enable
no enable( )
CONFIG

(1) LLDP

(2) LLDP

# configure terminal
(config)# 1ldp enable
(config)# no lldp enable

show running-config, show lldp configuration
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0

0 ("ip multicast-routing™)

3.12.2 11dp mode
LLDP no

I11dp mode tx-rx | tx-only | rx-only | tx-rx-err-disable
no Ildp mode

tX-rx LLDP
tx-only LLDP LLDP
rx-only LLDP
tx-rx-err-disable ( TLV(Type Length Value)) LLDP
( )
IF-PORT
D) tX-rx
(@) disable

# configure terminal

(config)# interface port 1
(config-if-port)# 1ldp mode tx-rx
(config-if-port)# no 1ldp mode

show running-config, show lldp configuration
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3.12.3 1ldp msg-tx-interval

LLDP no
I1dp msg-tx-interval <INTERVAL>
no Ildp msg-tx-interval
INTERVAL <1-32768( )>
30C )
CONFIG
(1) LLDP 10
(2) LLDP
# configure terminal
(config)# 1ldp msg-tx-interval 10
(config)# no 1ldp msg-tx-interval
show running-config, show lldp configuration
OLLDP ("lldp msg-tx-interval™) ('lldp tx-
delay')
0.25 x
1 4
3.12.4 11dp msg-tx-hold
LLDP TTL TLV(Type Length Value) )
msg-tx-interval TTL TLV no

I1dp msg-tx-hold <TTL-TLV>
no Ildp msg-tx-hold
TTL-TLV TTL TLV <2-10>
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CONFIG

(1) LLDP TILTLV 5
(2) LLDP

# configure terminal
(config)# 1ldp msg-tx-hold 5
(config)# no 1ldp msg-tx-hold

show running-config, show lldp configuration

3.12.5 1ldp reinit-delay
"11dp mode™ LLDPDU LLDP
no
"lldp mode”
LLDP
"no Ildp enable” LLDP "11dp enable™
"lldp tx-delay"

I1dp reinit-delay <DELAY>
no Ildp reinit-delay
DELAY LLDPDU <1-10( )>

2C )

CONFIG

(1) LLDPDU 10
(2) LLDPDU

# configure terminal
(config)# 1ldp reinit-delay 10
(config)# no 1ldp reinit-delay

115/705



show running-config, show Ildp configuration

3.12.6 1ldp tx-delay

LLDP no
LLDP "1ldp msg-tx-interval™ LLDP

e LLDP ("1ldp enable™)

. ('11dp mode™)

. (3.7.1 "no shutdown™)

* "Ildp msg-tx-hold"
"1ldp msg-tx-interval”
e "1ldp management-address"

I1dp tx-delay <DELAY>
no Ildp tx-delay

DELAY LLDP <1-8192( )>
2(C )
CONFIG
(1) LLDP 10
(2) LLDP

# configure terminal
(config)# 1ldp tx-delay 10
(config)# no lldp tx-delay

show running-config, show lldp configuration

OLLDP ("lldp tx-delay™) ("1ldp msg-tx-
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interval™)
0.25 x

3.12.7 1ldp management-address
VLAN IP 1P
no
IP
1 1Ip (
IP 0.0.0.0

11dp management-address vlan <VID>
no lldp management-address vlan

VID VLAN 1D
1P
VLAN 1
CONFIG
D 1P VLAN ID 10
@) IP

) VLAN

VLAN

# configure terminal
(config)# 1ldp management-address vlan 10
(config)# no 1ldp management-address vlan

show running-config, show lldp configuration

3.12.8 1ldp err-disable-mode

LLDP LLDP

LLDP
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[ no ] Ildp err-disable-mode enable

no enable( )

CONFIG

(1) LLDP

(2) LLDP

# configure terminal

(config)# 1ldp err-disable-mode enable
(config)# no 1ldp err-disable-mode enable

show running-config, show lldp, show interface status

o LLDP ("'no 1ldp enable™) ("11dp err-disable-mode
enable™) LLDP

0 3.42 MMRP-Plus 3.42.29 "mmrp-
plus ring hello-timeout"

L

3.12.9 show 1ldp port
LLDP
Chassis ID Port ID subtype
3-10 3-11 Chassis ID "chas-1" Port
ID "port-9"

3-10 Chassis ID

Chassis ID  subtype Chassis ID
4 MAC 63:68:61:73:2D:31
2 6 7 chas-1
16 636861732D31
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3-11 Port ID

Port ID  subtype Port ID
3 MAC 70:6F:72:74:2D:39
1 5 7 port-9
16 706F72742D39

show Ildp port <PORTRANGE>
PORTRANGE ( )

VIEW, ENABLE

@ 24 LLDP ( ("no Ildp err-
disable-mode enable™))
# show Ildp port 24

Port t 24

Chassis ID : 00:40:66:13:09:4e
Port ID : Gigaether-24

TTL 1 120

Port Description : Apresial3000-48X-24

System Name

System Description : Hitachi Cable Ethernet Switch Apresial3000-48X Ver.7.15.01
Mgmt. Address : 192.168.1.65

2 24 LLDP ( ("lldp err-
disable-mode enable™))
# show Ildp port 24

Port 124

Chassis ID : 00:40:66:13:09:4e
Port ID : Gigaether-24

TTL : 120

Port Description : Apresial3000-48X-24
System Name
System Description : Hitachi Cable Ethernet Switch Apresial3000-48X Ver.7.15.01

Mgmt. Address : 192.168.1.65
Link Status : Normal
Link Status LLDPDU
Normal LLDPDU (InfoTTL expire)
Fault LLDPDU
. LLDPDU LLDPDU
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0 System Name MIB
"hostname™ ) System Name
3.48.9 '"snmp-server name"
0 InfoTTL expire msg-tx-interval x msg-tx-hold LLDP
3.12.10 show Ildp port detail
LLDP
Chassis ID Port ID subtype
3-12 3-13 Chassis ID "chas-1"
ID "port-9”
3-12 Chassis ID
Chassis ID  subtype Chassis ID
4 MAC 63:68:61:73:2D:31
2 6 7 chas-1
16 636861732D31
3-13 Port ID
Port ID subtype Port ID
3 MAC 70:6F:72:74:2D-39
1 5 7 port-9
16 706F72742D39

show Ildp port detail <PORTRANGE>

PORTRANGE

VIEW, ENABLE

() 1 LLDP
# show Ildp port detail 1
Port 1
Chassis ID : 00:40:66:11:66:fd
Port ID : Gigaether-1
TTL : 120
Port Description : Apresial3000-48X-24
System Name - apl3000
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System Description :
Ver.7.14.02

Mgmt. Address : 192.168.1.65
Vendor TLVs:

3.12.11 show lldp configuration

LLDP

show Ildp configuration

VIEW, ENABLE

(1) LLDP
# show 1ldp configuration
Mode > Enable
Msg Tx Hold 4
Msg Tx Interval : 30
Reinit Delay 2
Tx Delay 2
Mgmt. VID 0

PseudoLinkdown : Enabled

port 1 2 3 45 6 7 8 9101112 13 14 15 16 17 18 19 20
mde trtrtrtrtrtrtrtrtrtrtrtr t t t t t t t r
port 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
mode r r ddddddddddddddddded
port 41 42 43 44 45 46 47 48 49 50

mode ed ed ed ed ed ed ed ed ed ed

MODE LLDP (Enable/Disable)

Msg Tx Hold LLDP TTL TLV

Msg Tx Interval LLDP

Reinit Delay LLDPDU

Tx Delay LLDP

Mgmt. VID IP

PseudoLinkdown LLDP (Enable/Disable)
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mode

tr LLDP
t LLDP
LLDP
ed LLDP

3.12.12 show lldp statistics
LLDP

show Ildp statistics

VIEW, ENABLE

(1) LLDP
# show lldp statistics
Port InTotal OutTotal Discard Ageouts
1 239 243 0
2 0 0 0
3 239 241 0
4 0 0 0
5 239 241 0
6 0 0 0
7 0
8 0 0 0
9 239 240 0
10 0 0 0
11 0 0 0
12 0 0 0
13 239 239 0
14 0 0 0
15 0 0 0
16 0 0 0
17 0 0 0
« )
49 0 0 0

O O O O O O O O O OO O o o o o o

O O O O O OO OO OO0 oo oo o o

0

O O O O O OO OO OO o o o o o

Inerrors TLVDiscard UnknownTLV

0

O O O O O O O O O O o oo o o o
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3.13 MTU

3.13.1mtu
(MTU) MAC ( MAC
MAC Length/Type) FCS MTU
(FCs ) UTP GBIC 802.1q
4
( 1518 ) XENPAK
MTU
mtu <MTU>
no mtu
MTU MTU <1518-9044( )>
1544( )
CONFIG
@ (MTU)
> enable

# configure terminal
(config)# mtu 1518

show mtu, show running-config

3.13.2 show mtu
MTU
config”

show mtu

VIEW, ENABLE

(1) MTU

mtu
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# show mtu
MTU: 1544 byte
#
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3.14 Forwarding Data Base(FDB)
3.14.1 mac-address-table static

FDB 256
MAC

mac-address-table static <MACADDR> vlan <VID> interface <PORT>
no mac-address-table static <MACADDR> vlan <VID>

MACADDR MAC

VID VLAN 1D

PORT

( )

CONFIG
(1) VLAN ID 1 10 MAC 00:40:66:00:00:01
@ @

> enable

# configure terminal
(config)# mac-address-table static 00:40:66:00:00:01 vlan 1 interface 10
(config)# no mac-address-table static 00:40:66:00:00:01 vlan 1

show mac-address-table, show running-config

o .

FDB

0 1/G 1 MAC ( MAC )

3.14.2 mac-address-table aging-time

MAC () 0(
10 1000000
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mac-address-table aging-time <AGINGTIME>
no mac-address-table aging-time
AGINGTIME <0 10-1000000( )>

300( )

CONFIG

[6)) 600
0 OFF

> enable

# configure terminal

(config)# mac-address-table aging-time 600
(config)# mac-address-table aging-time 0

show mac-address-table aging-time, show running-config

0 FDB <AGINGTIME> <AGINGTIME> x 2

0 3.17.1 "spanning-tree mode"

3.14.3 show mac-address-table
FDB VLAN

show mac-address-table [ ( port <PORTRANGE> ) | ( vlan <VLANRANGE> ) ]
PORTRANGE ( )
VLANRANGE VLAN ID <1-4094> ( )

VIEW, ENABLE

(1) FDB
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0
L

0

# show mac-address-table
Total MAC addresses : 3

00:b0:d0:d3:c6:be 7
00:12:11:f1:aa:12 8

MAC address port VID status
00:40:66:11:12:4a CPU 1 static

1 dynamic
1 dynamic

Total MAC addresses
MAC addresses
port

VID
status

static

dynamic

MAC 3-9

MAC

MAC
MAC
MAC
(VLAN cPU )
MAC VLAN 1D

VLAN

3.14.4 show mac-address-table aging-time

show mac-address-table aging-time

VIEW, ENABLE

@

# show mac-address-table aging-time

Aging Time: 300 seconds
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3.14.5 clear mac-address-table
FDB MAC

clear mac-address-table dynamic [ ( interface port <PORT> ) | ( vlan <VID> ) ]

PORT MAC
VID VLAN MAC

ENABLE

(1) FDB 7 MAC

|# clear mac-address-table dynamic interface port 7
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3.15 Flush FDB
3.15.1 flush-fdb rp-e port
Flush FDB no
FDB
MAC 00:E0:2B:00:00:02 MAC 00:E0:2B:00:00:80 9F

flush-fdb rp-e port <PORTRANGE> enable
no flush-fdb rp-e enable
PORTRANGE ( )

no enable( )

CONFIG

(1) Flush FDB
# configure terminal
(config)# flush-fdb rp-e port 1-26 enable

show Flush-fdb rp-e, show running-config

FDB

Flush FDB

S &0 & &

3-19
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3.15.2 flush-fdb rp-g port
Flush FDB (GSRP aware) no
GSRP Flush Request FDB
GSRP Flush Request MAC 00:00:87:58:13:00

flush-fdb rp-g port <PORTRANGE> enable
no flush-fdb rp-g enable
PORTRANGE ( )

no enable( )

CONFIG

(1) Flush FDB (GSRP aware)

# configure terminal
(config)# flush-fdb rp-g port 1-26 enable

show Flush-fdb rp-g, show running-config

Flush FDB

S &8 &

3-19

3.15.3 show flush-fdb rp-e
Flush FDB

show flush-fdb rp-e
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VIEW, ENABLE

(1) Flush FDB

# show flush-fdb rp-e
Enable port : 1-26
Total entry : 3

VID group port Last-HelloPacket

Last-Fdb-Flushed

Total-Fdb-

272
272
272

Flushes

1 0 18  2006/02/02 14:32:13 2006/02/02 14:32:10
1 1 18 2006/02/02 14:32:13 2006/02/02 14:32:10
1 2 18  2006/02/02 14:32:13 2006/02/02 14:32:10

Enable port Flush FDB

Total entry

VID VLAN ID

group

port

Last-Hel loPacket

Last-Fdb-Flushed FDB

Total-Fdb-Flushes FDB

3.15.4 show flush-fdb rp-g
Flush FDB

show flush-fdb rp-g

VIEW, ENABLE

(1) Flush FDB (GSRP aware)

(GSRP aware)

# show flush-fdb rp-g
Enable port : 1-26
Total entry : 3

port Last-Fdb-Flushed
14

Total-Fdb-Flushes

2006/07/01 12:40:00 1
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16  2006/07/01 12:45:53 2
18 2006/07/01 12:40:00 1

Enable port Flush FDB (GSRP aware)
Total entry

Port GSRP Flush Request
Last-Fdb-Flushed FDB
Total-Fdb-Flushes FDB
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3.16 ARP

ARP(Address Resolution Protocol) /
20 25 ARP
0 Apresial3000 /4348
0~
ARP
3.16.1 arp static
ARP
no
FDB MAC
address-table static™)
arp static <IPADDR> <MACADDR>
no arp <IPADDR> | all
1PADDR IP
MACADDR MAC
( )
CONFIG
(O IP 10.74.8.5 MAC 00:40:66:11:ba:58

MAC

ARP

ARP
MAC

ARP

ARP

ARP

256
all

(3.14.1 "mac-

|(config)# arp static 10.74.8.5 00:40:66:11:ba:58

mac-address-table static, show arp, show running-config
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3.16.2 show arp
ARP

show arp

VIEW, ENABLE

(1) ARP
# show arp
Total : 5

(172.17.51.1) at 08:00:2b:22:70:7b on manage (age 00:23:26)
(172.17.51.176) at 00:40:66:a23:57:90 on manage permanent
(172.17.51.221) at 00:40:66:10:fb:e7 on manage (age 00:12:53)
(192.168.0.15) at 00:b0:d0:d3:c6:be on vlan 1 (age 00:03:44)
(192.168.0.16) at 00:b0:d1:d4:c7:cc on vlan 1 (age 00:05:19)

Total ARP
permanent
age ARP (permanent
([P 1) at [MAC Jon[ 1 (age
[HH:MM:SS])
IP ARP
ARP
"permanent”
0 ARP Apresia3400/4300/5400 5000 Apresial3000
10000
3.16.3 clear arp
ARP
clear arp <IPADDR> | all
IPADDR ARP IP
all ARP
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ENABLE

@
)

192.168.0.100
ARP

ARP

> enable
# clear arp 192.168.1.100
# clear arp all
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3.17 (STP/RSTP/NSTP)

0 (STP/RSTP/MSTP)  3.42 MMRP-Plus
0 (STP/RSTP/MSTP)  LACP
0 Apresial3000-48X Apresia4348
(3.11.4 "switchport mode')
VLAN (3.11.6 "switchport trunk native <VID>")

3.17.1 spanning-tree mode
no
RSTP STP MSTP no

"no spanning-tree mode"
("'spanning-tree enable"
) "no spanning-tree mode"

(1) "spanning-tree mode" STP/RSTP/MSTP
spanning-tree enable

spanning-tree priority
spanning-tree disable
spanning-tree port-priority
spanning-tree cost
spanning-tree forward-time
spanning-tree hello-time

spanning-tree max-age

(2) "spanning-tree mode" RSTP/MSTP (RSTP/MSTP
)

137/705



spanning-tree link-type

spanning-tree portfast

clear spanning-tree detected protocols
spanning-tree force-version

spanning-tree interconnection-mode

(3) "spanning-tree mode" MSTP (MSTP
)

spanning-tree mst configuration

spanning-tree mst max-hops

instance priority

instance vlan

name

revision

spanning-tree mst instance

spanning-tree mst instance port-priority
spanning-tree mst instance cost

spanning-tree mode stp | rst | mst
no spanning-tree mode

stp IEEE 802.1D Spanning Tree
rst IEEE 802.1w Rapid Spanning Tree
mst IEEE 802.1s Multiple Spanning Tree
( )
CONFIG
() IEEE 802.1D
@ STP
> enable

# configure terminal

(config)# spanning-tree mode stp

(config)# no spanning-tree mode

Current STP parameters will be cleared. Proceed anyway? (y/n): y
(config)#

show spanning-tree switch, show running-config
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0 1 STP RSTP MSTP

0 "spanning-tree enable"

0 FDB

3.14.2 "mac-address-table aging-time"

3.17.2 spanning-tree enable

[ no ] spanning-tree enable
no enable( )
CONFIG

) IEEE 802.1D
@)

BPDU

no

> enable

# configure terminal

(config)# spanning-tree mode stp
(config)# spanning-tree enable
(config)# no spanning-tree enable

show spanning-tree switch, show running-config

0 STP RSTP MSTP

diameter ( 2

L
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(1) LAG( ) STP
DISABLED(*'show spanning-tree port'™) RSTP/MSTP
Discarding(*'show spanning-tree rst"/"show spanning-tree mst detail')

(2) STP port STP

(3) RSTP MSTP port STP
port STP LAG

L

STP
DISABLED(*'show spanning-tree port™) RSTP/MSTP
Discarding('show spanning-tree rst"/"show spanning-tree mst detail™)

(1) STP port STP
(2) RSTP MSTP port STP
port STP
OSTP RSTP MSTP 3.18.1 "bpdu-forward
disable"

3.17.3 spanning-tree disable
no

STP/RSTP

[ no ] spanning-tree disable
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no disable( )

IF-PORT

@ 1 3

> enable
# configure terminal
(config)# interface port 1-3

(config-if-port)# spanning-tree disable

show spanning-tree port, show running-config

o MSTP (disable)

MSTP

3.17.4 spanning-tree forward-time

LISTENING LEARNING

MSTP

spanning-tree forward-time <SECONDS>
no spanning-tree forward-time
SECONDS

15C )

CONFIG

@ 30

MSTP

<4-30(C )>

no

BPDU

|> enable
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# configure terminal
(config)# spanning-tree forward-time 30

show spanning-tree switch, show running-config

0

802.1D 15

3.17.5 spanning-tree hello-time

BPDU
MSTP

spanning-tree hello-time <SECONDS>
no spanning-tree hello-time

no

SECONDS <1-10( )>
2C )
CONFIG
@ 9
> enable

# configure terminal
(config)# spanning-tree hello-time 9

show spanning-tree switch, show running-config

3.17.6 spanning-tree link-type
RSTP /MSTP
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spanning-tree link-type point-to-point | shared
no spanning-tree link-type

point-to-point 1 1

shared 3

point-to-point

IF-PORT

( RSTP MSTP

(1) RSTP 1 4 shared
> enable

# configure terminal

(config)# spanning-tree mode rst

(config)# interface port 1-4

(config-if-port)# spanning-tree link-type shared

show running-config

3.17.7 spanning-tree max-age

BPDU
40
MSTP
0
spanning-tree max-age <SECONDS>
no spanning-tree max-age
SECONDS BPDU <6-40( )>

20C )
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CONFIG

) BPDU 25

> enable
# configure terminal
(config)# spanning-tree max-age 25

show spanning-tree switch, show running-config

3.17.8 spanning-tree priority

STP 0
0 61440

spanning-tree priority <PRIORITY>
no spanning-tree priority

65535

RSTP/MSTP

no

PRIORITY
e STP <0-65535>
e RSTP <0-61440>
e MSTP <0-61440>
32768
CONFIG
(€Y) 10000
> enable

# configure terminal
(config)# spanning-tree priority 10000

show spanning-tree switch, show running-config
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o RSTP MSTP 0-61440

shutdown
3.17.9 spanning-tree portfast
RSTP MSTP Port Fast
no
Port Fast Blocking Forwarding
[ no ] spanning-tree portfast
( )
IF-PORT
( RSTP MSTP )
(1) RSTP 1 4 Port Fast
> enable

# configure terminal

(config)# spanning-tree mode rst
(config)# interface port 1-4
(config-if-port)# spanning-tree portfast

show spanning-tree mst port, show running-config

o (RSTP  MSTP ) Port Fast
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3.17.10 spanning-tree port-priority

STP 0 255 RSTP/MSTP

spanning-tree port-priority <PRIORITY>
no spanning-tree port-priority

no

0 240

PRIORITY
* STP <0-255>
e RSTP <0-240>
e MSTP <0-240>
128
IF-PORT
€D 1 4 100
> enable

# configure terminal
(config)# interface port 1-4
(config-if-port)# spanning-tree port-priority 100

show spanning-tree port, show running-config

o RSTP MSTP 0-240

16

o MSTP 0
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3.17.11 spanning-tree cost

BPDU

no

STP 0 1000000 RSTP/MSTP 0 200000000
0( )
spanning-tree cost <COST>
no spanning-tree cost
COST
e STP <0-1000000>
» RSTP <0-200000000>
» MSTP <0-200000000>
0( )
(1) sTP
10G 2
1G 4
100M 19
10M 100
(2) RSTP/MSTP
10G 2000
16 20000
100M 200000
10M 2000000
IF-PORT
(€H) 1 4 100
> enable

# configure terminal
(config)# interface port 1-4
(config-if-port)# spanning-tree cost 100

show spanning-tree port, show running-config
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o MSTP 0

3.17.12 spanning-tree force-version

RSTP/MSTP BPDU
no
BPDU RSTP 2 MSTP 3 0 802.1D
802.1w RSTP
2 802.1s
MSTP 3

spanning-tree force-version <VERSION>
no spanning-tree force-version

VERSION BPDU <0-3>
RSTP 2
MSTP 3
IF-PORT
( RSTP MSTP )
(1) RSTP 1 4 BPDU 0

> enable

# configure terminal

(config)# spanning-tree mode rst

(config)# interface port 1-4

(config-if-port)# spanning-tree force-version 0

show running-config

3.17.13 spanning-tree mst configuration
MSTP MSTP
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spanning-tree mst configuration

CONFIG
( MSTP )

(1) NSTP

> enable

# configure terminal

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration

show spanning-tree mst config, show running-config

3.17.14 spanning-tree mst max-hops
BPDU no

MSTP BPDU MST
BPDU

spanning-tree mst max-hops <HOP_COUNT>
no spanning-tree mst max-hops
HOP_COUNT <7-127>

20

CONFIG

(1) max-hops 10

|> enable
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# configure terminal
(config)# spanning-tree mode mst

(config)# spanning-tree mst max-hops 10

show spanning-tree mst, show running-config

3.17.15 instance priority
MSTP
no
0 61440
(Designated Bridge)

instance <INSTANCE_ID> priority <PRIORITY>
no instance <INSTANCE_ID> priority

INSTANCE_ID ID <1-15>
PRIORITY <0-61440>
32768
MSTP
(Y) 4096
> enable

# configure terminal

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration
(config-mst)# instance 2 vlan 30
(config-mst)# instance 2 priority 4096

show spanning-tree mst instance, show running-config

0 0 "spanning-tree priority”
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o 0-61440

4096

3.17.16 instance vlan
MSTP VLAN

[ no ] instance <INSTANCE ID> vlan <VID>
INSTANCE_ID ID <0-15>
VID VLAN ID <1-4094>

VLAN 0

MSTP

(€H) 2 VLAN ID 30 VLAN ID 31

no

> enable

# configure terminal

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration
(config-mst)# instance 2 vlan 30
(config-mst)# instance 2 vlan 31

show spanning-tree mst instance, show running-config

o MST VLAN VLAN

3.17.17 name
MSTP MST

name <REGION_NAME>
no name
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REGION_NAME <32( )

MSTP

@) bl

> enable

# configure terminal

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration
(config-mst)# name bl

show spanning-tree mst config, show running-config

3.17.18 revision
MSTP MST
no

revision <REVISION_NUM>
no revision

REVISION_NUM <0-65535>
0
MSTP
(¢)) 1

> enable

# configure terminal

(config)# spanning-tree mode mst
(config)# spanning-tree mst configuration
(config-mst)# revision 1

152/705



show spanning-tree mst config, show running-config

3.17.19 spanning-tree mst instance
MSTP

[ no ] spanning-tree mst instance <INSTANCE ID>
INSTANCE_ID ID <0-15>

IF-PORT

D 1 4 1

no

> enable

# configure terminal

(config)# interface port 1-4

(config-if-port)# spanning-tree mst instance 1

show spanning-tree mst instance, show running-config

3.17.20 spanning-tree mst instance port-priority
MSTP

spanning-tree mst instance <INSTANCE_ID> port-priority <PRIORITY>
no spanning-tree mst instance <INSTANCE_ID> port-priority
INSTANCE_ID ID <0-15>
PRIORITY <0-240>
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128

IF-PORT

@

show spanning-tree mst instance, show running-config

0

3.17.21 spanning-tree mst instance cost

MSTP

MSTP

1 4

100

> enable

# configure terminal

(config)# interface port 1-4
(config-if-port)# spanning-tree mst instance 1

(config-if-port)# spanning-tree mst instance 1 port-priority 100

Forwarding

spanning-tree mst instance <INSTANCE_ID> cost <COST>

Blocking

no spanning-tree mst instance <INSTANCE_ID> cost

0(

INSTANCE_ID

ID <0-15>
<0-200000000>

COST
)
10G 2000
16 20000
100M 200000
10M 2000000

154/705




IF-PORT

(1) 1 4 1 200000

> enable

# configure terminal

(config)# interface port 1-4

(config-if-port)# spanning-tree mst instance 1

(config-if-port)# spanning-tree mst instance 1 cost 200000

show spanning-tree mst instance, show running-config

3.17.22 spanning-tree interconnection-mode

RSTP/MSTP
MSTP
agreement BPDU
* root path cost internal root path cost
* remaining hops remaining hops

[ no ] spanning-tree interconnection-mode

IF-PORT

@) 1

port cost

no

> enable

# configure terminal

(config)# interface port 1

(config-if-port)# spanning-tree interconnection-mode

show running-config
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3.17.23 show spanning-tree configuration

show spanning-tree configuration

VIEW, ENABLE

€))

# show spanning-tree configuration
STP Switch configuration:

STP state : enable
Switch priority : 32768
Switch max age : 20 seconds
Switch hello time > 2 seconds

Switch forward delay : 15 seconds

STP Port configuration:
Port Priority Path cost STP state

1 128 0 disable
2 128 0 disable
C )

50 128 0 enable

3.17.24 show spanning-tree port

show spanning-tree port

VIEW, ENABLE

€Y)
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# show spanning-tree port
SpanningTree port parameters
pt port pt path cost designated switch des. designated
no state prt (priority/mac) port cost
1 STP OFF 128 0 -/ - -—— -
2  STP OFF 128 0 -/ - -—— -
3 STP OFF 128 0 -/ - - -
4 DISABLED 128 0 8000/004066-7dc853 8004 0
5  LISTENING 128 8000/004066-7dc853 8005 0
« )
50 DISABLED 128 0 8000/004066-7dc853 80la 0
pt no (10 )
port state
STP OFF
LISTENING
LEARNING
FORWARDING
BLOCKING
DISABLED
BROKEN
pt prt (10 )
path cost (10 )
designated switch
ID
des.port designated (16 )
designated
designated
des.cost designated (10 )
0 (STP)
(STP)
(port state) DISABLED

3.17.25 show spanning-tree switch

STP  Disabled
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show spanning-tree switch

VIEW, ENABLE

€))

# show spanning-tree switch

switch profile
desi root

root port

root path cost
hello time

max age
forward delay
aging time

switch id :
switch hello time
switch max age
switch forward delay

SpanningTree switch running parameters
> root switch
: 8000/004066-7cf6d2 (priority/mac address)
0
:0

SpanningTree switch static parameters

2 sec.

: 20 sec.
: 15 sec.
: 300

8000/004066-7cf6d2 (priority/mac address)
2 sec.

: 20 sec.
: 15 sec.

switch profile
desi root

root port

root path cost
hello time

max age

forward delay
aging time

switch id

switch hello time
switch max age
switch forward delay

3.17.26 show spanning-tree statistics

show spanning-tree statistics

MAC

BPDU

MAC

BPDU
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VIEW, ENABLE

€y
# show spanning-tree statistics
========= SpanningTree statistics information ==========
port fwdCnt bIkCnt rxCBPDU rxTBPDU txCBPDU txTBPDU
1 0 0 0 0 0 0
2 0 0 0 0 0 0
« )
50 0 2 0 0 2 0
fwdCnt FORWARDING (10
bIkCnt BLOCKING (10
rxCBPDU Configuration BPDU (10 )
rXTBPDU TCN(Topology Change Notification) BPDU
txCBPDU Configuration BPDU (10 )
tXTBPDU TCN BPDU (10 )
0 (STP)
(STP)

3.17.27 show spanning-tree rst
RSTP

show spanning-tree rst [ port <PORT> ]
PORT

VIEW, ENABLE

(1) RSTP

# show spanning-tree rst

% brg: Spanning Tree Enabled - Learning Enabled

% brg: Aging Time 300 - Root Path Cost 0 - Priority 32768

% brg: Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port O
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Brg

port

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

portl:
portl:
portl:
portl:
portl:
portl:
portl:
portl:
portl:
portl:
portl:
portl:

port2:
port2:
port2:
port2:

% brg: Root Id 8000004066130973
% brg: Bridge Id 8000004066130973
% brg: 55 topology changes - last topology change Thu Apr 19 12:52:30 2007

Port 1 - Id 8001 - Role Disabled - State Discarding
Configured path cost 20000000 - Designated path cost 0
Designated port id 8001 - Priority 128

Designated Root 8000004066130973

Designated Bridge 8000004066130973

Message Age 0 - Max Age 20

Hello Time 2 - Forward Delay 15

Forward Timer O - Msg Age Timer O - Hello Timer O

Version Rapid Spanning Tree Protocol - Received None - Send RSTP
No portfast configured - Current portfast off

Configured Link Type point-to-point - Current point-to-point
No interconnection mode configured

Port 2 - 1d 8002 - Role Disabled - State Discarding
Configured path cost 20000000 - Designated path cost 0
Designated port id 8002 - Priority 128

Designated Root 8000004066130973

Spanning Tree Enabled
Learning Enabled
Learning Disabled

Ag

ing Time

(10 )

Root Path Cost (10 )

Pr

iority

Forward Delay (10 )

He

Ilo Time

Max Age

Ro
Ro

Br

ot Port
ot Id

idge Id

BPDU (10 )

(16 )

(16 )

** topology changes (10 )
last topology change

Id
Ro

le
Root

ID (16 )
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Designated
Alternate
Backup
State
Discarding
Learning
Forwarding
Disabled
Configured path cost
Designated path cost
Designated port id

(16
Priority
Designated Root
(16 )
Designated Bridge
(16
Message Age BPDU
Max Age BPDU
Hello Time (10
Forward Delay
Version
RSTP
STP
Portfast configured Port Fast

No portfast configured
Portfast configured
Configured Link Type
point-to-point
shared
Interconnection mode configured
No interconnection mode configured
Interconnection mode configured

0

(RSTP)

(port state)

Discarding

161/705

(10
(10
ID
(10 )
MAC
MAC
(10 )
(10 )
)
(10 )
(RSTP)



3.17.28 show spanning-tree mst
MSTP VLAN

show spanning-tree mst

VIEW, ENABLE

(1) MSTP

# show spanning-tree mst

% brg: Bridge up - Spanning Tree Enabled

% brg: CIST Root Path Cost O - CIST Root Port O - CIST Bridge Priority 32768
% brg: Forward Delay 15 - Hello Time 2 - Max Age 20 - Max-hops 20

% brg: CIST Root Id 8000004066119001

% brg: CIST Reg Root Id 8000004066119001

% brg: CST Bridge Id 8000004066119001

% Instance VLAN
% O: 1
% o 1: 11
% 2: 21

3.17.29 show spanning-tree mst config
MSTP

show spanning-tree mst config

VIEW, ENABLE

(1) MSTP

# show spanning-tree mst config

%

% MSTP Configuration Information for bridge brg :
e
v Format Id 0

=S4
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%
%
%

Name

Revision Level : 0

Digest

bl

: 0xC11059A55216D1A689741811D49765CC

3.17.30 show spanning-tree mst detail

MSTP

show spanning-tree mst detail

VIEW, ENABLE

(1) MSTP

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

# show spanning-tree mst detail

brg: Bridge up - Spanning Tree Enabled

brg: CIST Root Path Cost O - CIST Root Port 0 - CIST Bridge Priority 0
brg: Forward Delay 15 - Hello Time 2 - Max Age 20 - Max-hops 20

brg: CIST Root Id 00000040661274dd

brg: CIST Reg Root Id 00000040661274dd

brg: CST Bridge Id 00000040661274dd

portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:

portl3:

Port 12 - 1d 800c - Role Designated - State Forwarding
Designated External Path Cost 0 -Internal Path Cost 0
Configured Path Cost 20000 - Add type Implicit ref count 1
Designated Port Id 800c - CST Priority 128 -

CIST Root 00000040661274dd

Regional Root 00000040661274dd

Designated Bridge 00000040661274dd

Message Age 0 - Max Age 20

CIST Hello Time 2 - Forward Delay 15

CIST Forward Timer O - Msg Age Timer 0 - Hello Timer O

CIST Remaining Hops 20

Version Multiple Spanning Tree Protocol - Received RSTP - Send RSTP
No portfast configured - Current portfast off

Configured Link Type point-to-point - Current point-to-point
No interconnection mode configured

Port 13 - Id 800d - Role Designated - State Forwarding
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Brg

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

8

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:

Instance

% brg: MSTI

8

% brg: MSTI
% brg: MSTI
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:
portl2:

portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:
portl3:

Designated External Path Cost 0 -Internal Path Cost 0
Configured Path Cost 20000 - Add type Implicit ref count 1
Designated Port Id 800d - CST Priority 128 -

CIST Root 00000040661274dd

Regional Root 00000040661274dd

Designated Bridge 00000040661274dd

Message Age 0 - Max Age 20

CIST Hello Time 2 - Forward Delay 15

CIST Forward Timer O - Msg Age Timer O - Hello Timer O

CIST Remaining Hops 20

Version Multiple Spanning Tree Protocol - Received RSTP - Send RSTP
No portfast configured - Current portfast off

Configured Link Type point-to-point - Current point-to-point
No interconnection mode configured

1: Vlans: 10
Root Path Cost 40000 - MSTI Root Port 13 - MSTI Bridge Priority 122

Root Id 0001004066114312

Bridge Id 30010040661274dd

Port 12 - Id 800c - Role Alternate - State Discarding
Configured Internal Path Cost 20000 -External Path cost 20000
Designated Internal Path Cost 20000 - Designated Port Id 800c
CST Priority 128 - MSTI Priority 128

Designated Root 0001004066114312

Designated Bridge 200100406612bd10

Message Age 0 - Max Age O

Hello Time 2 - Forward Delay 15

Forward Timer O - Msg Age Timer 4 - Hello Timer O

MSTI Remaining Hops 18

Port 13 - Id 800d - Role Rootport - State Forwarding
Configured Internal Path Cost 20000 -External Path cost 20000
Designated Internal Path Cost 20000 - Designated Port 1d 800d
CST Priority 128 - MSTI Priority 128

Designated Root 0001004066114312

Designated Bridge 10010040661276ce

Message Age 0 - Max Age O

Hello Time 2 - Forward Delay 15

Forward Timer 0 - Msg Age Timer 4 - Hello Timer O

MSTI Remaining Hops 18

Br

idge up

Learning Enabled
Learning Disabled
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CIST Root Path Cost CIST (10

CIST Root Port CIST
CIST Bridge Priority CIST (10
Forward Delay (10 )
Hello Time (10 )
Max Age BPDU (10 )
Max Hops BPDU (10 )
CIST Root Id CIST MAC
(16 )
CST Bridge Id CIST MAC
(16 )
Instance
Vlans VLAN 1D
MSTI Root Path Cost MSTI (10 )
MSTI Root Port MSTI
MSTI Bridge Priority MSTI (10
port (CIST 0)
Id ID (16 )
Role
Root
Designated
Alternate
Backup
State
Discarding
Learning
Forwarding
Disabled
Designated External Path Cost CIST (10 )
Internal Path Cost CIST (10 )
Configured Path Cost (10
Designated Port Id ID
(16
CST Priority CST
CIST Root CIST MAC
(16 )
Regional Root
MAC (16 )
Designated Bridge MAC
(16
CIST Message Age BPDU (10 )
Max Age BPDU (10 )
Hello Time CIST (10 )
CIST Forward Delay CIST (10 )
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CIST Forward Timer CIST (10 )

CIST Msg Age Timer CIST BPDU (10
CIST Hello Timer CIST (10 )
CIST Remaining Hops CIST BPDU

Version Multiple Spanning Tree Protocol

Received
RSTP RSTP MSTP
STP STP
None

Send
RSTP RSTP MSTP
STP STP
None

Portfast configured Port Fast

No portfast configured
Portfast configured
Configured Link Type
point-to-point
shared
Interconnection mode configured
No interconnection mode configured
Interconnection mode configured

port (MSTI)
Id ID (16 )
Role
Root
Designated
Alternate
Backup
State
Discarding
Learning
Forwarding
Disabled
Configured Internal Path Cost
(10 )
External Path cost
(10 )
Designated Internal Path Cost
Designated Port Id ID
(16
CST Priority CST (10
MSTI Priority MSTI (10
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Designated Root
Designated Bridge

Message Age

Max Age

Hello Time

Forward Delay

MSTI Forward Timer
CIST Msg Age Timer
CIST Hello Timer
MSTI Remaining Hops

Discarding

3.17.31 show spanning-tree mst instance

MSTP

MAC

(16 )
MAC
(16
BPDU (10 )
BPDU (10 )
(10 )
(10 )
MSTI (10 )
CIST BPDU (10
CIST (10 )
MSTI1 BPDU
(MSTP)
(MSTP)
(port state)
BPDU

show spanning-tree mst instance <INSTANCE_ID> [ port <PORT> ]

INSTANCE_ID
PORT

VIEW, ENABLE

) ID 1

ID <0-15>

MSTP

# show spanning-tree mst instance 1 port 2
% brg: Bridge up - Spanning Tree Enabled

% brg: CIST Root Path Cost O - CIST Root Port O - CIST Bridge Priority 32768
% brg: Forward Delay 15 - Hello Time 2 - Max Age 20 - Max-hops 20
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%
%
%
%
%
%
%
%
%
%
%
%
%
%

brg: CIST Root Id 8000004066119001
brg: CIST Reg Root Id 8000004066119001
brg: CST Bridge Id 8000004066119001

port2: Port 2 - Id 8002 - Role Designated - State Forwarding

port2: Configured Internal Path Cost 200000 -External Path cost 200000
port2: Designated Internal Path Cost 0 - Designated Port Id 8002
port2: CST Priority 128 - MSTI Priority 128

port2: Designated Root 8001004066119001

port2: Designated Bridge 8001004066119001

port2: Message Age 0 - Max Age O

port2: Hello Time 2 - Forward Delay 15

port2: Forward Timer O - Msg Age Timer O - Hello Timer 1

3.17.32 show spanning-tree mst port

MSTP

show spanning-tree mst port <PORT>
PORT

VIEW, ENABLE

€))

2  MSTP

#

%
%

%

show spanning-tree mst port 2

brg: Bridge up - Spanning Tree Enabled

brg: CIST Root Path Cost O - CIST Root Port 0 - CIST Bridge Priority 32768
brg: Forward Delay 15 - Hello Time 2 - Max Age 20 - Max-hops 20

brg: CIST Root Id 8000004066119001

brg: CIST Reg Root Id 8000004066119001

brg: CST Bridge Id 8000004066119001

port2: Port 2 - Id 8002 - Role Designated - State Forwarding
port2: Designated External Path Cost 0 -Internal Path Cost 0
port2: Configured Path Cost 200000 - Add type Implicit ref count 2

)
port2: Configured Link Type point-to-point - Current point-to-point
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%

=S4

« )

%

=S4

( )

b Instance 1: Vlans: 11
% port2: Port 2 - Id 8002 - Role Designated - State Forwarding
% port2: Configured Internal Path Cost 200000 -External Path cost 200000

b Instance 2: Vlans: 21
% port2: Port 2 - Id 8002 - Role Designated - State Forwarding
% port2: Configured Internal Path Cost 200000 -External Path cost 200000

% port2: Forward Timer O - Msg Age Timer O - Hello Timer 1

3.17.33 show tech-support spanning-tree

system-dump

3-14

show
show
show
show
show
show
show
show
show
show

system
version
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree

configuration
port

switch
statistics
rst

mst config
mst detail

interface counters 1

11

3

show tech-support spanning-tree [ system-dump ]

system-dump

ENABLE
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0 system-dump

3.17.34 clear spanning-tree detected protocols
RSTP MSTP

clear spanning-tree detected protocols

ENABLE
( RSTP MSTP
@

> enable

# clear spanning-tree detected protocols
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3.18 BPDU
3.18.1 bpdu-forward

(STP/RSTP/MSTP)

no

[ no ] bpdu-forward disable

no disable( )

CONFIG

(1) BPDU

BPDU

> enable
# configure terminal
(config)# bpdu-forward disable

show bpdu-forward, show running-config

O

"spanning-tree enable™)

0 BPDU BPDU

3.18.2 show bpdu-forward
BPDU

show bpdu-forward

VIEW, ENABLE

(STP/RSTP/NSTP)
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(STP/RSTP/NSTP)
no
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(1) BPDU

# show bpdu-forward

BPDU Forward state :

Disabled
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3.19
MAC 1P
128 MAC

MAC
1P IP RFC 1112 IP
01:00:5e MAC

3.19.1 multicast-filtering

VLAN

[ no ] multicast-filtering <GROUP> state disable
multicast-filtering <GROUP> vid <VID> ip <IPADDR> <PORTRANGE>
multicast-filtering <GROUP> vid <VID> mac <MACADDR> <PORTRANGE>
no multicast-filtering [ <GROUP> vid ]

GROUP <1-128>

VID VLAN 1D

1PADDR IP

MACADDR MAC

PORTRANGE ( )

CONFIG

(1) VLAN 1D 10 MAC 01:00:10:00:00:01
10
(2) VLAN ID 10 1P 224.0.0.100

®

10

> enable

# configure terminal

(config)# multicast-filtering 1 vid 10 mac 01:00:10:00:00:01 1-10
(config)# multicast-filtering 1 vid 10 ip 224.0.0.100 1-10
(config)# no multicast-filtering

show multicast-filtering, show running-config
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0 IGMP  Snooping

0 Apres 1a3400/4348/5400/13000 MAC
IP
3-15
MAC IP
01:00:5E:00:00:00 224.0.0.0
01:00:5E:7F:FF:FF 239.255.255.255
0 MAC (ff- - fF:.FF:-FF)

0 Apresi1a3400/4348/5400/13000
IP

0 IP ume(

) Egress
Egress

0 LAG( )
LAG
3.19.2 show multicast-filtering

show multicast-filtering

VIEW, ENABLE

€Y)

|# show multicast-filtering
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No VID Multicast MAC Address (rfcll12 IP Address) State

Port

11 01:00:5e:00:00:01 (224.0.0.1) Enabled
1 89 16 17 24 25 32 33 40 41 48 49
S R S S S — S S S—— + e S S—— S S—— + +-

multicast-filtering
multicast-filtering
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3.20

(BO) (MC)
(DLF)

o LAG(

3.20.1no flooding

no flooding

CONFIG

@

# configure terminal
(config)# no flooding

show flooding, show running-config

3.20.2 flooding enable
no
[ no ] flooding bc | mc | dIf port <PORTRANGE> enable
bc
mc

dif
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PORTRANGE

no enable(

CONFIG

@ 1
&) 1

1000 frames/sec

> enable
# configure terminal

(config)# flooding bc port 1 enable
(config)# flooding limit port 1 1000

show flooding, show running-config

3.20.3 flooding limit

flooding limit port <PORTRANGE> <FRAMECOUNT>

no flooding limit port <PORTRANGE>

PORTRANGE )
FRAMECOUNT 1
<0-14880952(frames/sec)>
14880952 (frames/sec)
CONFIG
@ 1
() 1 1000 frames/sec
> enable

# configure terminal

(config)# flooding bc port 1 enable
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|(config)# flooding limit port 1 1000

show flooding, show running-config

3.20.4 show flooding

show flooding

VIEW, ENABLE

@
# show flooding
port BC MC DLF [limit(frames/sec)
1 OFF OFF OFF 14880952
2 OFF OFF OFF 14880952
3 OFF OFF OFF 14880952
4 OFF OFF OFF 14880952
5 OFF OFF OFF 14880952
port
BC
MC
DLF
limit 1
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3.21

(3.7.1 "shutdown™)

/ () 1

(frames/sec PPS)

. )

. )

. (3.20.2 "flooding enable™)

("'shutdown')
(@)
"flooding enable" 3.20.3

"flooding limit"

"flooding enable” CLI
"flooding enable" (running-config )

0 3.50.2 "write memory"(*'copy running-
config flash-config" ) "flooding enable”
flash-config

0 "no flooding control enable"(

) "flooding enable"

o MMRP-

Plus Blocking VLAN

3.21.1no flooding control

no flooding control
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CONFIG

€Y)

# configure terminal
(config)# no flooding control

show flooding control, show running-config

3.21.2 flooding control action

("'shutdown™)
pps-hi"” "flooding control pps-low"
pps-hi*

flooding control action limit | shutdown
no flooding control action

limit

shutdown

limit

CONFIG

@
&)

® ( )

"flooding control
"flooding control shutdown

# configure terminal

(config)# flooding control action limit
(config)# flooding control action shutdown
(config)# no flooding control action

show flooding control, show running-config
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L

0 (""flooding control enable™)

3.21.3 flooding control enable

[ no ] flooding control enable

no enable( )

CONFIG
1 200 pps 100 pps
20 pps

@

2

€))

4)

# configure terminal

(config)# flooding limit port 1 100

(config)# flooding control bc port 1 pps-hi 200
(config)# flooding control bc port 1 pps-low 20
(config)# flooding control enable

show flooding control, show running-config

(1) 1

3.21.4 flooding control pps-hi
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flooding control bc | mc port <PORTRANGE> pps-hi <PPS HI>
no flooding control bc | mc [ port <PORTRANGE> [ pps-hi ] ]

bc

mc

PORTRANGE ( )

PPS HI 1 <1-4294967295(frames/sec pps)>
4294967295(pps)
CONFIG
€D 5 pps-hi 10000 pps

# configure terminal
(config)# flooding control bc port 5 pps-hi 10000

show flooding control, show running-config

0 pps-hi pps-low

"flooding control action” shutdown

3.21.5 flooding control pps-low
pps-hi

flooding control bc | mc port <PORTRANGE> pps-low <PPS_LOW>
no flooding control bc | mc [ port <PORTRANGE> [ pps-low ] 1]

bc

mc

PORTRANGE ( )

PPS_LOW 1 <0-4294967294(frames/sec pps)>
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0(pps)

CONFIG

(€)) 5 pps-low 5000 pps

# configure terminal
(config)# flooding control bc port 5 pps-low 5000

show flooding control, show running-config

o pps-hi pps-low

"flooding control action” shutdown

3.21.6 flooding control shutdown pps-hi
1

('shutdown™)

flooding control shutdown bc | mc port <PORTRANGE> pps-hi <PPS_HI>
no flooding control shutdown [ bc | mc [ port <PORTRANGE> ] ]

bc

mc

PORTRANGE ( )

PPS HI 1 <1-4294967295(frames/sec pps)>
4294967295(pps)
CONFIG
(¢H) 5 pps-hi 10000 pps

‘# configure terminal
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‘(config)# flooding control shutdown bc port 5 pps-hi 10000

show flooding control, show running-config

"flooding control action” shutdown

3.21.7 flooding control interval

CPU

flooding control interval <INTERVAL>
no flooding control interval
INTERVAL <1-15(C )>

1C )

CONFIG

@ >

# configure terminal

(config)# flooding control interval 5

show flooding control, show running-config

3.21.8 show flooding control

show flooding control [ bc | mc ]
bc
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mc

VIEW, ENABLE

@

( )
# show flooding control
Flooding Control action: limit
Flooding Control state : Enabled
Polling interval time : 1
Multicast configuration :
port State pps-hi pps-low
1 Normal 4294967295 O
2 Normal 4294967295 O
3 Normal 4294967295 O
4  Normal 4294967295 0
5 Normal 4294967295 O
Broadcast configuration :
port State pps-hi pps-low
1 Normal 4294967295 0
2 Normal 4294967295 O
3  Normal 4294967295 O
4  Normal 4294967295 0
5 Normal 4294967295 O
port
State
Normal (pps-hi)
)
Act (pps-low)
)
Disable
pps-hi
pps-low
1
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) (

# show flooding control

Flooding Control action: shutdown
Flooding Control state : Enabled
Polling interval time : 1

Port BCThreshold MCThreshold
1 4294967295 4294967295
2 4294967295 4294967295
3 4294967295 4294967295
4 4294967295 4294967295

Port
BCThreshold
MCThreshold

3.21.9 show flooding control port

show flooding control bc | mc port <PORTRANGE>
bc
mc
PORTRANGE (

VIEW, ENABLE

(€D) limit
) shutdown

# show flooding control bc port 1
Flooding Control action : limit
Flooding Control state : Enabled
Polling interval time : 1

Broadcast configuration :
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port State pps-hi pps-low

1 Normal 4294967295 O

# show flooding control bc port 1

Flooding Control action : shutdown
Flooding Control state : Disabled

Polling interval time : 1

Port BCThreshold

1 4294967295
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3.22 Ingress
Ingress VLAN ID VLAN 1D

3.22.1 ingress-filter disable
Ingress no
Ingress VLAN 1D
IEEE 802.1Q

[ no ] ingress-filter disable

no disable( VLAN ID C )

IF-PORT

(&H) 1 5 ingress filter
@) 3 ingress filter

> enable

# configure terminal

(config)# interface port 1-5
(config-if-port)# ingress-filter disable
(config-if-port)# exit

(config)# interface port 3
(config-if-port)# no ingress-filter disable

show ingress-filter, show running-config

3.22.2 show ingress-filter

ingress-fTilter

show ingress-filter

VIEW, ENABLE
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(1) ingress-filter

# show ingress-filter

0 : Enable . : Disable

Port

1 89 16 17 24 25 32 33 40 41 48 49
Fom— R S S S—— S S—— + P S + +-

..0..000 00000000 00000000 00000000 00000000 00000000 00

0

ingress-filter
ingress-filter
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3.23 Egress
Egress « )

@
)
®

0 PIM-SM (5,6)

(umc) Egress
3.23.1 egress-filtering
« )
no
umc ( ) 3.36 IGMP Snooping 3.37 IGMP
3.39 MLD Snooping PIM-SM 1GMP
)

egress-Tiltering bc | umc | dIf port <PORTRANGE>
no egress-filtering [ bc | umc | dIf ]
bc
ume
dif
PORTRANGE ( )

CONFIG

D 1 24

@ @
(3) Egress

> enable

# configure terminal

(config)# egress-filtering umc port 1-24
(config)# no egress-filtering umc
(config)# no egress-filtering
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show egress-filtering, show running-config

‘[”IP 3.19

‘I]’ umc (

umc (
) Egress
Egress
) 3-16
IGMP Snooping MLD
"ip igmp

Snooping

snooping unregistered-filter™ "ipv6 mld snooping unregistered-filter"

3-16
1Pv4 224.0.0.0/24
IPV6 FF02::/111 FFO2::1:FFXX:XXXX/104 FF05::/111

3.23.2 show egress-filtering
egress-filtering

show egress-filtering bc | umc | dIf
bc
ume
dif

VIEW, ENABLE

(1) egress-filtering

# show egress-filtering bc
Broadcast Egress Filtering
e:egress filtering

Port
1 89
Fom—— + +-

16 17 24 25 32 33 40 41 48 49
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# show egress-filtering umc
Unknown Multicast Egress Filtering
e:egress fTiltering

Port
1 89 16 17 24 25 32 33 40 41 48 49
Fomm o + Fomm + oo N N S — S S —— + 4=

# show egress-filtering dIf
Unknown Destination Egress Filtering
e:egress filtering

Port
1 89 16 17 24 25 32 33 40 41 48 49
Fomm—m + e + e + fm——— + fm—— + Fem—— + +-
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3.24 Egress

0 3.30 QoS WRR(Weighted Round Robin)/DRR(Deficit Round Robin) Egress
Apresia3400/5400

3.24.1 egress shape

no <BURST_SIZE>

egress-shape <RATE_LIMIT> [ <BURST_SIZE> ]
no egress-shape

RATE_LIMIT

BURST_SIZE

<64 10000000(Kbps)>
<32-

131072(Kbit)>

3-17
(2" Kbps n=5 17)

3-17

32
64
128
256
512
1024
2048
4096
8192
16384
32768
65536
131072

128(Kbit)
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IF-PORT

D) 1 8 Egress 5000 Kbps 100 Kbit

> enable

# configure terminal

(config)# interface port 1-8
(config-if-port)# egress-shape 5000 100

show egress-shape, show running-config

0 <RATE_LIMIT>

3.24.2 egress-shape count-mode include-ifg-pa
"egress shape™ InterFrame Gap(12 ) Preamble(8
) no

egress-shape count-mode include-ifg-pa
no egress-shape count-mode

CONFIG

(1) egress-shape count-mode include-ifg-pa

&)

> enable

# configure terminal

(config)# egress-shape count-mode include-ifg-pa
(config)# no egress-shape count-mode

show egress-shape, show running-config
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3.24.3 show egress-shape
Egress

show egress-shape

VIEW, ENABLE

(@D 1 8 Egress ( 5000 Kbps
1000 Kbit )
# show egress-shape
Port | Rate Limit(Kbps) | Burst Size(Kbit)
______ S W
1] 4992 | 512
2 | 4992 | 512
31 4992 | 512
4] 4992 | 512
51 4992 | 512
6 | 4992 | 512
7] 4992 | 512
8 | 4992 | 512
count-mode: normal
Port
Rate Limit(Kbps) (Kbps )
Burst Size(Kbit) (Kbit )
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3.25
3.25.1 forwarding

no

forwarding <PORTRANGE1> <PORTRANGE2>
no forwarding <PORTRANGE1>

PORTRANGE1 ( )
PORTRANGE2 ( )
( )

CONFIG

€D) 1 1 18
> enable
# configure terminal
(config)# forwarding 1 1-18

show forwarding, show running-config

o Apresial3000 /4348 LAG(

3.25.2 forwarding enable

[ no ] forwarding enable

no enable( )

CONFIG
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€y 1 1 18
@)
€))

> enable

# configure terminal

(config)# forwarding 1 1-18
(config)# forwarding enable
(config)# no forwarding enable

show forwarding, show running-config

3.25.3 show forwarding

show forwarding

VIEW, ENABLE

€y

# show forwarding
Forwarding: Disabled
f:forward .:not forward
Port
1 89 16 17 24 25 32 33 40 41 48 49

o1
=h =h =h =h =h =h =h =h =h

10 ... .. T e i e e
11 FFFeffef FEeFreef FEFFFeef FEFFefft fIFerffe fIFrrref F

( )
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3.26

3.26.1 port-bridge enable

no

L2

[ no ] port-bridge enable

no enable( )

IF-PORT

1) 1
Q) 1

> enable

# configure terminal

(config)# interface port 1
(config-if-port)# port-bridge enable
(config-if-port)# no port-bridge enable

show port-bridge, show running-config

0 Apresia4348

3.26.2 show port-bridge

show port-bridge
VIEW, ENABLE

€Y)
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# show port-bridge
X = Port Bridge Enable
1 67 1213 1819 2425 3031 36 37 42 43 48

T IS " N S N T S
Port Bridge Xoa e oee wmeaa memaee emmeea mmeae emeeee meeeae aa Xo.-
Apresiad348
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3.27

1 256

3.27.1 port-security enable

[ no ] port-security enable

no enable( )

CONFIG

€))
)

no

> enable

# configure terminal

(config)# port-security enable
(config)# no port-security enable

show port-security, show running-config

3.27.2 switchport port-security enable

[ no ] switchport port-security enable

no enable( )

IF-PORT

201/705

no



€Y 1
(@) 2 4 6
> enable

# configure terminal

(config)# interface port 1

(config-if-port)# switchport port-security enable
(config-if-port)# exit

(config)# interface port 2,4-6

(config-if-port)# no switchport port-security enable

show port-security, show running-config

O

3.17.3 "spanning-tree disable”

disable
o 3.6 1
0 3.47 AccessDefender
AccessDefender
o FDB MAC
MAC 3.14.5 "clear

mac-address-table" MAC

3.27.3 switchport port-security aging-time

no 0( OFF) 30 86400

switchport port-security aging-time <AGINGTIME>
no switchport port-security aging-time
AGINGTIME <0 30-86400( )>
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300( )

IF-PORT
(€H) 1 600
@) 1 OFF
€)) 1
> enable

# configure terminal

(config)# interface port 1

(config-if-port)# switchport port-security aging-time 600
(config-if-port)# switchport port-security aging-time 0
(config-if-port)# no switchport port-security aging-time

show port-security, show running-config

3.27.4 switchport port-security maximum
no

switchport port-security maximum <MAXIMUM_NUMBER>
no switchport port-security maximum
MAXIMUM_NUMBER <1-256( )>

1C )

IF-PORT

@ 1 5
@) 1

> enable
# configure terminal
(config)# interface port 1
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(config-if-port)# switchport port-security maximum 5

(config-if-port)# no switchport port-security maximum

show port-security, show running-config

o 3.14.1 "mac-address-table static"
FDB

3.27.5 port-security delete port

port-security delete port <PORTRANGE>

PORTRANGE ( )
CONFIG
@ 1
() 2 4 6

> enable

# configure terminal
(config)# port-security delete port 1
(config)# port-security delete port 2,4-6

show port-security

3.27.6 port-security delete mac
MAC

port-security delete mac <MACADDR>
MACADDR MAC
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CONFIG

@

MAC 00:08:0c:13:9d:e6

> enable
# configure terminal
(config)# port-security delete mac 00:08:0c:13:9d:e6

show port-security

3.27.7 show port-security

show port-security [ <PORTRANGE> ]

PORTRANGE ( )

VIEW, ENABLE

€y

# show port-security
Port Security state : Enabled

Port configuration :

Pt. State Max Aging-Time
Enabled 256 86400
Enabled 5 1000
Enabled 10 5000

« )
50 Disabled 1 300
#

# show port-security 1
Port configuration :
Pt. State Max Aging-Time
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1 Enabled 256 86400

Port Status :

Pt. Learn MAC address Link Time
1 0 ——lemlemlemleme-

#

State

Max

Aging-Time

Port status

Learn

MAC address MAC

Link Time
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3.28 2

2 ( ) (
) ( )
EXCEEDED ("'exceeded-action” )
0 2
2
0 ("assign')
0 2
0 2
. (3.11.4 "switchport mode" )
« 3.11.9 "ignore-tag enable”
0 3.47 AccessDefender AccessDefender
2 DHCP

action permit

* DHCP
condition
* DHCP action none
0 3.29 3.41 MMRP 3.42 MMRP-Plus
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» ethertype 0x8820

3.28.1 packet-filter2

PACKETFILTER2 PACKETFILTER2
PACKETFILTER2 CONFIG
end
no 2

[ no ] packet-filter2

CONFIG

(1) PACKETFILTER2
&) 2

MMRP

exit

2
ENABLE

MMRP-Plus

> enable

# configure terminal
(config)# packet-filter2
(config-filter)# exit
(config)# no packet-filter2

show packet-filter2, show running-config

3.28.2 state

no

[ no ] <GROUP> <RULE> state disable
GROUP

» Apresia3400/4348/5400/13000

» Apresia4328

208/705

<1-7>

<1-14>



RULE
» Apresia3400/4300/5400 /13000-48X <1-128>
» Apresial3000-24GX <1-256>

no disable( )

PACKETFILTER2

@
@

> enable

# configure terminal

(config)# packet-filter2
(config-filter)# 1 1 state disable
(config-filter)# no 1 1 state disable

show packet-filter2, show running-config
0 "action mirror <PORT>" DISABLE <PORT>

3.28.3 assign

VLAN ( )
no no

VLAN 1D VLAN
VLAN ID VLAN 1D

VLAN

<GROUP> [ <RULE> ] assign ( port <PORTRANGE> ) | ( vlan <VID> [ mask <MASK> ] )
no <GROUP> [ <RULE> ] assign [ port | vlan ]
GROUP
» Apresia3400/4348/5400/13000 <1-14>
» Apresia4328 <1-7>
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RULE

» Apresia3400/4300/5400 /13000-48X <1-128>
e Apresial3000-24GX <1-256>
PORTRANGE ( )
VID VLAN 1D
MASK VLAN 1D (Ox0-Oxfff  0Ox )
o <MASK> OxFff
3-18

<GROUP> assign port
<GROUP> <RULE> assign port
<GROUP> assign vlan
<GROUP> <RULE> assign vlan

PACKETFILTER2

(€Y) 1 1 1 3 5
(@) 1 1
(€©)) 1 1 VLAN ID 1
() 1 1 VLAN
> enable

# configure terminal

(config)# packet-filter2
(config-filter)# 1 1 assign port 1-3,5
(config-filter)# no 1 1 assign port
(config-filter)# 1 1 assign vlan 1
(config-filter)# no 1 1 assign vlan

show packet-filter2, show packet-filter2 group brief, show running-config

0 = 2
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3-19

3.5.1 ip address

Apresial3000-24GX 0 4

Apresia3400/5400
5

Apresia4328 0 6

/4348 0

Apresial3000-48X 0 9

3.15.1 flush-fdb rp-e port - 1

3.15.2 flush-fdb rp-g port - 1

3.29.2 loop-watch enable - 1

3.41.3 mmrp enable -
Apresia5412 /13000-246X 1
Apresia3424/4300 /5428GT
/13000-48X 1 2
Apresia3448 1 3
"mmrp group™

3.42.5 mmrp-plus enable -
Apresiab5412 /13000-246X 1
Apresia3424/4300 /5428GT
/13000-48X 1 2
Apresia3448 13
"mmrp-plus group"

3.43.2 mmrp2 enable -
Apresial3000-24GX 1
Apresial3000-48X 1 2
"mmrp2 group"

3.46.9 na httpd ip na enable 1(Apresial3000-48X )

3.46.10 na httpd port na httpd ip 1

3.46.23 na logout ping ttl na enable

3.46.24 na logout ping dest-

ip

3.46.32 na dhcp-relay-port

3.46.40 na auth-page | na enable

redirect http 1

3.46.40 na auth-page

redirect https

3.46.41 na auth-page
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redirect proxy-port

3.46.36 na custom-relay-port
port

na enable na custom-relay-port
ip/tcp/udp

3.46.37 na custom-relay-port
ip

3.46.38 na custom-relay-port
tcp

3.46.39 na custom-relay-port
udp

na enable na custom-relay-port
port dual-mac-user-bhase na
auth-page redirect http/https
/proxy-port

3.46.42 na
redirect vid

auth-page

na enable shared-dynamic-vlan

1(Apresial3000-48X )

3.46.30 na arp-relay-port na enable 1(Apresial3000-48X )
3.47.59 - 4 11 1
packet-filter2 max-rule
1 AccessDefender ( )
3-22
3-20 IP
P IP 1
IP 255 3
IP Apresial3000 1000 !
Apresia3400/4300/5400 100
IP 14 1
3-21 IP
Apresia3400/ . Apresia4348 Apresial3000- | Apresial3000-
Apresia4328GT
5400 24GX-PSR 48X
0 251 128 256 507 256
1 252-379 129-256 257-384 508-763 257-384
2 380-507 257-384 385-512 764-1019 385-512
3 508-635 385-512 513-640 1020-1275 513-640
4 636-763 513-640 641-768 1276-1531 641-768
5 764-891 641-768 769-896 1532-1787 769-896
6 - 769-896 - - 897-1024
7 - 897-1024 - - 1025-1152
8 - - - - 1153-1280
9 - - - - 1281-1408
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3-22 AccessDefender

Apresia3400/ . Apresia4348 Apresial3000- | Apresial3000-
5400 Apresiad3zsst 24GX-PSR 48X
4 1-128 1-128 1-128 1-256 1-128
5 129-256 129-256 129-256 257-512 129-256
6 257-384 257-384 257-384 513-768 257-384
7 385-512 385-512 385-512 769-1024 385-512
8 513-640 - 513-640 1025-1280 513-640
9 641-768 - 641-768 1281-1536 641-768
10 769-896 - 769-896 1537-1792 769-896
11 897-1024 - 897-1024 1793-2048 897-1024
12 1025-1152 - 1025-1152 2049-2304 1025-1152
13 1153-1280 - 1153-1280 2305-2560 1153-1280
14 1281-1408 - 1281-1408 2561-2816 1281-1408
o / / IP
IP 100 IP 500
1 801
5
( )

100 * 3+ 500 * 1 + 1 * 1 = 801( )

‘[l’ IP 2

3-21
Apresial3000-48X 801 3-21 769
896 5
0 "show packet-filter2 reserved-group”
03.36 IGMP/3.39 MLD
Apresia4328GT 256 1024
3-23 MMRP MMRP-Plus MMRP2 2
2 Apresia3400/4300/5400/13000-48X Apresial3000-24GX
25 28
50 -
52 -
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o MMRP 25
( ) 1
. ( ) 12
. ( 25
e MMRP 12
0 port VLAN
3.28.4 condition
( ) no
no
/
<GROUP> <RULE> condition <CONDITIONS>
no <GROUP> <RULE> condition [ <COMDITIONS> ]
GROUP
* Apresia3400/4348/5400/13000 <1-14>
» Apresia4328 <1-7>
RULE
» Apresia3400/4300/5400 /13000-48X <1-128>
» Apresial3000-24GX <1-256>
CONDITIONS 3-24 condition
* no
3-24
condition

dst

ip <IPADDR> | <IPADDR/NETMASK>

1Pv4

e <NETMASK>

mac <MACADDR> [ mask <MASK> ]

MAC

MAC

type <ETHERTYPE> [ mask <MASK> ]

Ether Type(16

) <0x0000-Oxffff>

*+ 0 Ox5ff 0x8100 0x8808
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condition

vid <VID> [ mask <MASK> ] VLAN  IEEE 802.1Q VID <1-4094>
src ip <IPADDR> | <IPADDR/NETMASK> 1Pv4
e <NETMASK>
mac <MACADDR> [ mask <MASK> ] MAC
. MAC
type <ETHERTYPE> [ mask <MASK> ] Ether Type(16 ) <0x0000-Oxffff>
+ 0 Ox5ff 0x8100 0x8808
vid <VID> [ mask <MASK> ] VLAN  IEEE 802.1Q VID <1-4094>
arp-sender-ip ARP IPv4
<IPADDR> | <IPADDR/NETMASK> o <NETMASK>
ethernet | dst mac <MACADDR> [ mask <MASK> ] MAC
. MAC
src mac <MACADDR> [ mask <MASK> ] MAC
. MAC
type <ETHERTYPE> [ mask <MASK> ] Ether Type(16 ) <0x0000-Oxffff>
0 Ox5ff 0x8100 0x8808
vid <VID> [ mask <MASK> ] VLAN  IEEE 802.1Q VID <1-4094>
ipvé dst ip <IPADDR> | <IPADDR/NETMASK> IP
» <NETMASK>
dst tcp/udp <TCP/UDPPORT> [ tcp | TCP/UDP <0-65535>
udp ] .
e tcp | udp
range-id 1
range-id 16
('show packet-filter2 tcp/udp-range”
)
* tcp | udp TCP UDP
IP TCP UDP
3
4byte TCP/UDP
16
src ip <IPADDR> | <IPADDR/NETMASK> 1P
» <NETMASK>
src tcp/udp <TCP/UDPPORT> [ tcp | TCP/UDP <0-65535>
udp ] .
o tcp | udp

range-id 1
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condition

range-id 16
("show packet-filter2 tcp/udp-range”
)
e tcp | udp TCP UDP
IP TCP UDP
1
2byte TCP/UDP
16
tos <TO0S> [ mask <MASK> ] 1Pv4 ToS 1
(16 ) <0x00-0xff>
tos-dscp <DSCP> [ mask <MASK> 1] 1Pv4 DSCP  <0-63>
tos-precedence <PRECEDENCE> [ mask | IPv4 Precedence  <0-7>
<MASK> ]
protocol <PROTOCOL> [ mask <MASK> ] | IPv4 <0-255>
tcp-flag fin | syn | rst | psh | | TCP Flag
ack | urg <FLAG>
ipv6 dst ip <IPv6ADDR/LENGTH> IPv6
dst tcp/udp <TCP/UDPPORT> [ tcp | TCP/UDP <0-65535>
udp ] .
o tcp | udp
» "wide-mode"
range-id 1
range-id 16
(“'show packet-filter2 tcp/udp-range”
)
» tcp | udp TCP UDP
IP TCP UDP
3
4byte TCP/UDP
16
src ip <IPv6ADDR/LENGTH> 1Pv6
src tcp/udp <TCP/UDPPORT> [ tcp | TCP/UDP <0-65535>
udp ] .
e tcp | udp

e "wide-mode"

range-id 1
range-id 16
('show packet-filter2 tcp/udp-range”
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condition
)
o tcp | udp TCP UDP
IP TCP UDP
1
2byte TCP/UDP
16
flow-label  <FLOWLABEL> [ mask | IPv6 Flow Label <0-1048575>
<MASK> 1]
hop-limit  <HOPLIMIT> [  mask | IPv6 Hop Limit  <0-255>
<MASK> ]
next-header <NEXTHEADER> [ mask | IPv6 Next Header  <0-255>
<MASK> 1]
traffic-class <TRAFFICCLASS> | IPv6 Traffic Class  <0-255>
[ mask <MASK> ]
icmp type<TYPE> [ mask <MASK> ] I1CMPv6 Type  <0-255>
» "wide-mode"
( )
PACKETFILTER2
(€Y) 1 1 1P 172.15.51.0
(@) 4 MAC
A3 5
> enable

# configure terminal
(config)# packet-filter2

(config-filter)# 1 1 condition src ip 172.17.51.0/24
(config-filter)# no 4 1 condition ethernet src mac
(config-filter)# no 5 2 condition

show packet-filter2, show running-config

3-25

condition-type

condition

ipv4 protocol
ipvd ( src | dst ) tcp/udp

ipv4d ( src | dst ) tcp/udp tcp
ipvd ( src | dst ) tcp/udp udp
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ipv4 protocol  tcp-flag

tcp-flag ipv4d ( src | dst ) tcp/udp
[ udp ]

src ip src arp-sender-ip

src type src arp-sender-ip

ipv6 ( src | dst ) tcp/udp tcp
ipv6 ( src | dst ) tcp/udp udp

ipv6 next-header ipv6 icmp type

L

dst tcp/udp( TCP/UDP ) src tcp/udp( TCP/UDP )
condition-type  ipv4 ipv4-dst-tcp/udp-
range ipv4-src-tcp/udp-range

3-26 condition-type

condition-type condition
dst dst ip, dst mac, dst type, dst vid
src src ip, src mac, src type, src vid, src arp-sender-ip
ethernet ethernet dst, ethernet src, ethernet type, ethernet vid
ipv4 ipv4 dst ip, ipv4 dst tcp/udp (1), ipv4 src ip,

ipv4d src tcp/udp (1), ipv4 tos, ipv4 tos-dscp,
ipv4 tos-precedence, ipv4 protocol, ipv4d tcp-flag
ipv4-dst-tcp/udp-range | ipv4 dst ip, ipv4 dst tcp/udp (2), ipv4 src ip,
ipv4 src tcp/udp (1), ipv4 tos, ipv4 tos-dscp,
ipv4 tos-precedence, ipv4 protocol, ipv4d tcp-flag

ipv4-src-tcp/udp-range | ipv4 dst ip, ipv4 dst tcp/udp (1), ipvé4 src ip,
ipv4 src tcp/udp (2), ipv4 tos, ipv4 tos-dscp,
ipv4 tos-precedence, ipv4 protocol, ipv4d tcp-flag

ipv6 ipv6 dst ip (3), ipv6 src ip (3)

ipv6-header ipv6 flow-label, ipv6 hop-limit, ipv6 next-header,
ipv6 traffic-class, icmp-type

ipv6-dst-ip ipvé dst ip (4)

ipv6-src-ip ipv6 src ip (4)

ipv6-tcp/udp-range ipv6 dst ip (5), ipv6 src ip (5), ipv6 dst tcp/udp,

ipv6 src tcp/udp

) TCP/UDP
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@) TCP/UDP
(3) wide-mode

(4) wide-mode

(5) ipv6 dst tcp/udp

0 <NETMASK>

0

ipv6 dst tcp/udp

<IPADDR>
0 32
mask <MASK> 2 0
1
condition-type condition
ethernet type
dst type ethernet 11
src type
ipv4, ipv4d dst ip,
ipv4-dst-tcp/udp-range, ipv4 src ip,
ipv4-src-tcp/udp-range ipv4 tos,
ipv4 tos-dscp,
ipv4 tos-
precedence,
ipv4 protocol | ethernet 11 (type = 0x800)
ipv4 dst tcp/udp,
ipv4 src tcp/udp,
ipv4d tcp-flag
dst ip
src ip
ipv6-tcp/udp-range ipv6 dst tcp/udp,
ipv6é src tcp/udp
ipv6-header ipv6 flow-label,
ipv6 hop-limit,
ipv6 next-header,
ipv6 traffic-class,
i . ethernet 11 (type =
ipv6 icmp type
N N N 0x86dd)
ipvé6, ipv6 dst ip
ipv6-dst-ip,
ipv6-tcp/udp-range
ipve, ipvé src ip
ipv6-src-ip,
ipv6-tcp/udp-range
src arp-sender-ip Ethernet 11 (type =
0x0806)
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0x0800
e ipv4
* Ipv4-dst-tcp/udp-range
* Ipv4-src-tcp/udp-range

0x86dd
e Ipv6
* ipv6-header
e Ipv6-dst-ip
e Ipv6-src-ip
e ipv6-tcp/udp-range
o 3-19
0 condition dst vid src vid VLAN ID
VLAN ID
3.28.5action
no
( )
( )
EXCEEDED (“"exceeded-action" )
<GROUP> <RULE> action <ACTIONS>
no <GROUP> <RULE> action [ <ACTIONS> ]
GROUP
» Apresia3400/4348/5400/13000 <1-14>
e Apresia4328 <1-7>
RULE
» Apresia3400/4300/5400 /13000-48X <1-128>
e Apresial3000-24GX <1-256>
ACTIONS 3-27

* No
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3-27 ( )

permit
e deny none authentication-bypass assign
condition exceeded-action
permit
AccessDefender
authentication-bypass
deny
. permit none
. authentication-bypass
none permit deny
. none permit
deny none
. permit deny
. authentication-bypass
e block-cpu-control action

assign condition

none
. permit deny authentication-bypass
permit deny authentication-bypass
authentication-bypass (AccessDefender
)
. permit
. deny none
block-cpu-control CPU
. none
* block-cpu-control
e Apresia4348 /Apresial3000-48X
counter <INDEX>
o <INDEX> index
. )
( )
() 1 index
» Apresia3400/4300/5400 /13000-48X <1-64>

Apresial3000-24GX <1-128>

counter unit byte

gos <QOSPROFILE>

<QOSPROFILE> QoS
<qpl | gqp2 | gp3 | gp4 | ap5 | aqp6 | ap7 | gp8>

priority <PRIORITY>

IEEE 802.1Q Tag User Priority <PRIORITY>
<0-7>
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* TAG
priority from ip-tos- | IEEE 802.1Q Tag User priority IPv4 Precedence
precedence
* TAG 1Pv4
redirect <PORT>
policing group <INDEX> | <INDEX> <1-64>
policing cbs <4-16384>
<BURSTSIZE> .
policing cir <RATE> <64-33554368>
mirror <PORT> <PORT> ( )
* To 2
. Untag
Untag Tag
Tag
ip-tos-precedence Precedence <PRECEDENCE> <0-7>
<PRECEDENCE>
ip-tos-dscp <DSCP> DSCP(DiffServ Code Point) <DSCP> <0-63>
routing <NEXTHOP-IP> <NEXTHOP-1P>
[ tracking <IPADDR> ] |+ TD61-7637 AEQS Ver. 7.45 L3
[ drop ]
permit
PACKETFILTER2
(¢H) 1 1 1
> enable

# configure terminal

(config)# packet-filter2
(config-filter)# 1 1 action deny
(config-filter)# 1 1 action counter 1

show packet-filter2, show running-config
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3-29 2 3-30 1
2
0 "action permit" no action
permit" "no action" "action permit”
0 "action deny" "no action deny"
"no action" "action deny" "action
permit"

0 none

0 authentication-bypass AccessDefender

(3.46 NA )
0 authentication-bypass routing
0 routing "assign vlan”
0 3.10 rx From "action mirror"
assign port "action mirror"

0 AccessDefender

authentication-bypass
AccessDefender (3.47.60 "packet-filter2 group” )

< >

packet-filter2

1 1 assign port 1-13

1 1 condition src mac 00:13:d3:08:da:68
1 1 action authentication-bypass
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condition src mac 00:13:d3:08:da:68 MAC

condition action authentication-bypass action authentication-bypass

0 "action counter" FCS condition
0 "action mirror"
0 none (permit deny) none

3-28

permit deny none
authentication-bypass

ip-tos-dscp  ip-tos-precedence

gos priority
priority from ip-tos-precedence
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3-29 2
- — [F] (D]
actionl \ o Q o
c - (] (]
o < e} e O
- o (] o o o
= (] o (8] - O
© 1 (&) (] Y= @ N
(&) > [2] 1. 1.
- o o] o > > o b j=)
- (&] 1 I - - 1 [&] S [ (@)
- cC 0 ] 0 7] - - () S (] (6] 1-— c
V- [IN)] X o o S - O o S ) Q ™
= > 5] < © (&) = - o O W S 1-— c T-— Lt
S c [ - O o 1 1 - - 1 [72] S o] > — >
= (5] (] o S5 — o o S - O o - (] o o o
actlonz o o [ c O o) - - o O 1w oy = S o o -
permit - X X X X 1,211,21,2| 1,2 |1,2|1,2|2,1|1,2|1,2]| 2,1
deny 1 - - x x x 1,2 11,2 1,2| 1,2 | 1,2 | 1,2 | 2 1,2 11,2 | 2
none - - - 2,1 | x X X X X x x 1,2 | x X
authentication
- - - - x 1,2 11,2|1,2| 1,2 |1,2|1,2|2,1|1,2|1,2]| 2,1
-bypass
block-cpu-
- - - - - X X X X X X X 1,2 X X
control
ip-tos-dscp - - - - - - X 1,2 1,2 | 1,2 1,2 |2,1|1,2|1,2]| 2,1
ip-tos-
- - - - - - - 1,2 1,2 | 1,2 (1,2 |2,1|1,2|1,2]| 2,1
precedence
priority - - - - - - - - X X 1,212,1]1,2|2,1]|2,1
priority from
ip-tos- - - - - - - - - - x 1,212,1|1,2|2,1]| 2,1
precedence
gos - - - - - - - - - - 2,112,111,2|2,1]| 2,1
mirror 2 - - - - - - - - - - - 2,111,212,1]2,1
redirect - - - - - - - - - - - - 1,2 11,2 | x
counter - - - - - - - - - - - - - 12,112,1
policing 3 - - - - - - - - - - - - - - 2,1
routing - - - - - - - - - - - - - - -
2 action2
1,2 actionl action2
2,1 action2 actionl
X
1 deny
2 mirror
3 policing

exceeded-action deny
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3-30 2
actionl 8 8
1 [ [
1 <~ S 3 -
- ] o o ©
=) N o (8} - O
™ c ™M 1 (8] (] Y= QO Lo
o > (2] S S
(90} o - o o o > > O - [@))
= [ [ [ - - (&} P o D
L d c 0 I O [%2) [%2) 1-— - () S [«B) [«b} - c
- L 0| X « o o — “ O [) j ] o =
= > ) C d| O« - - o o o - c .- )
S [ c - O o C | | - LI | (70 1S o > — >
- b} [} o > - O o o S - O o o <5} o o o
act|0n2 o © [ © O o O T-— T-— o O 1= o = S o o -
permit 3 1 1 2 1 1,2 1 1 1 1 1 1 1 1 2,1 1
deny 3 4 1 1 2 1 1,2 1 1 1 1 1 1 1 1 2,1 1
none 3 1 1 1,2 1 1,2 1 1 1 1 1 1 1 1 1 1
authentication |, | 4 |\ 5 | 4 f g | 1 [ 1| 1| 1 | 1|11 1]21]1
-bypass 3
block-cpu- 212121 21| 1,2 2002002120 2121 ]2.1]2,1]2,1]2,1
control 2
ip-tos-dscp 2,1 12,1 2 2,1 1,2 1 2 1,2 1,2 (1,2 1,2 |2,1|1,2|2,1] 2,1
Ip-tos- 212,10 2 |20 1,2 1| 1 |1,2] 1,2 1,2]1,2021]1.2]2,1]21
precedence
priority 2,11 2,1 2 2,1 1,2 | 2,1 2,1 1 1 1,2 (1,2 2,1 |1,2 2,1 2,1
priority from
ip-tos- 2,1 12,1 2 2,1 1,2 | 2,1|2,1 1 1 1,211,212,1|11,22,1]|2,1
precedence
qos 2,1 2,1 | 2 2,1 1,2 | 2,1(2,1|2,1| 2,1 1 ]12,112,1|1,2|2,1]2,1
mirror 5 2,11 2,1 2 2,1 1,2 | 2,12,1|2,1| 2,1 | 1,2 1 2,1 11,2 ]2,1| 2,1
redirect 1,2 1 2 1,2 1,2 (1,2 (1,2 |1,2| 1,2 | 1,2 | 1,2 1 1,2 2,1 ] x
counter 2,1 12,1 2 2,1 1,2 | 2,1 (2,112,121 2,1 |2,1|2,1]2,1|1,2]2,1]|02,1
policing 6 1 1 1,2 1 1,2 1 1 1 1 1 1 1 1 1 1
routing 1,2 1 2 1,2 1,2 | 1,2 1,2 1,2 | 1,2 | 1,2 | 1,2 | x 1,2 | 2,1 1
1 actionl
2 action2
1,2 actionl action2
2,1 action2 actionl
X
1 action2 actionl
2 block-cpu-control
3 permit deny authentication-bypass none
e permit deny authentication-bypass actionl (action2 actionl )
* none actionl action2
permit deny authentication-bypass ( )
. permit
4 deny
5 mirror
6 policing policing
* block-cpu-control CPU
3.28.6 exceeded-action
EXCEEDED no
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EXCEEDED ( )

[ no ] <GROUP> <RULE> exceeded-action <ACTIONS>

GROUP
» Apresia3400/4348/5400/13000 <1-14>
e Apresia4328 <1-7>
RULE
» Apresia3400/4300/5400 /13000-48X <1-128>
e Apresial3000-24GX <1-256>
ACTIONS 3-31 exceeded action
3-31 (exceeded action)
deny
( )
PACKETFILTER2
(€D 1 1  EXCEEDED
) 1 1 EXCEEDED

> enable

# configure terminal

(config)# packet-filter2

(config-filter)# 1 1 exceeded-action deny
(config-filter)# no 1 1 exceeded-action deny

show packet-filter2, show running-config

3.28.7 multi

2 ( ) ( )
"no <GROUP> <RULE> multi"

no
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block-cpu-control

[ no ] <GROUP> <RULE> multi [ condition ipv4 <CONMDITIONS> [ <CONDITIONS> | [ <CONDITIONS> ]
[ <conpITIONS> 1 ] [ action <ACTIONS> [ <ACTIONS ] ]
no <GROUP> <RULE> multi

GROUP
* Apresia3400/4348/5400/13000 <1-14>
» Apresia4328 <1-7>
RULE
» Apresia3400/4300/5400 /13000-48X <1-128>
» Apresial3000-24GX <1-256>
CONDITIONS 3-32
* no
ACTIONS 3-33
* no
3-32 multi ( )
condition
ipv4 dst-ip <IPADDR> | 1P
<IPADDR/NETMASK> o <NETMASK>
src-ip <IPADDR> | IP
<IPADDR/NETMASK> » <NETMASK>
protocol  <PROTOCOL> [  mask | IPv4 <0-255>
<MASK> 1]
dst-tcp <TCPPORT> TCP <0-65535>
range-id 1
range-id 16
('show packet-filter2 tcp/udp-range”
)
src-tcp <TCPPORT> TCP <0-65535>
range-id 1
range-id 16
('show packet-filter2 tcp/udp-range”
)
dst-udp <UDPPORT> UDP <0-65535>
range-id 1
range-id 16
("'show packet-filter2 tcp/udp-range"
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condition

src-udp <UDPPORT>

UDP <0-65535>

range-id 1

range-id 16
("'show packet-filter2 tcp/udp-range"
)
3-33 multi ( )
permit
. counter permit
. counter no permit
deny
. permit none
. deny counter no
deny permit
none permit deny
. none permit deny
none
. permit deny
. none counter no
none permit
. permit deny permit
deny
counter <INDEX>
o <INDEX> index
. )
(
)
() 1 index
» Apresia3400/4300/5400 /13000-48X <1-64>

e Apresial3000-24GX <1-128>

PACKETFILTER2
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) 1 1 1P 192.168.1.100

(@) 1 1 deny

> enable

# configure terminal

(config)# packet-filter2

(config-filter)# 1 1 multi condition ipv4 src-ip 192.168.1.100 action deny
(config-filter)# no 1 1 multi action deny

show packet-filter2, show running-config

0 ( ) 3-32

src-ip dst-ip

3.28.8 block-cpu-control

CPU 2

no 2
CPU 2 2 "action

block-cpu-control™ ( ) CPU
none block-cpu-control counter
2 /

/

Apresia4348 /Apresial3000-48X

[ no ] block-cpu-control <GROUP> <GROUP> enable

GROUP
* Apresia3400/5400 <1-14>
e Apresial3000-24GX-PSR <1-14>
* Apresia4328 <1-7>
( )
PACKETFILTER2
(€D 2 1 2 CPU
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) 1 2

> enable

# configure terminal

(config)# packet-filter2

(config-filter)# block-cpu-control 1 2 enable
(config-filter)# no block-cpu-control 1 2 enable

show packet-filter2, show running-config

o CPU (

CPU
o "no ip icmp redirect send disable” ICMP
0 sFlow sFlow
0 Apresia3448 (*1 *2)
block-cpu-control 2
counter
*1) 1 24 49 50 assign port
25 48 51 52 assign port
(*2) 1 24 49 50 vlan assign vlan
25 48 51 52 vlan assign vlan
3.28.9 wide-mode
( )
no
( ) 3-34
2

[ no ] wide-mode <GROUP>
GROUP
» Apresia3400/4348/5400/13000 <
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e Apresia4328 < >
3-34
condition
ipv6 dst ip <IPv6ADDR/LENGTH> IPv6
dst tcp/udp <TCP/UDPPORT> [ tcp | TCP/UDP <0-65535>
udp ]
tcp | udp
"wide-mode™
range-id 1
range-id 16 ("'show
packet-filter2 tcp/udp-range" )
tcep | udp TCP UDP
IP TCP UDP
3
4byte TCP/UDP
16
src ip <IPv6ADDR/LENGTH> 1Pv6
src tcp/udp <TCP/UDPPORT> [ tcp | TCP/UDP <0-65535>
udp ]
tcp | udp
"wide-mode"
range-id 1
range-id 16 ("'show
packet-filter2 tcp/udp-range" )
tep | udp TCP UDP
IP TCP UDP
1
2byte TCP/UDP
16

PACKETFILTER2

@

232/705




)

1

> enable

# configure terminal

(config)# packet-filter2
(config-filter)# wide-mode 1
(config-filter)# no wide-mode 1

show packet-filter2, show running-config

3.28.10 show packet-filter2

2

show packet-filter2 [ <GROUP> [ <RULE> ] ]

GROUP
 Apresia3400/4348/5400/13000 <1-14>
* Apresia4328 <1-7>
RULE
» Apresia3400/4300/5400 /13000-48X <1-128>

Apresial3000-24GX <1-256>

VIEW, ENABLE

@

2
# show packet-filter2
group rule status assign condition-type
Lt eale ort o
action deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)
action Permit - - - - -
routing( Nexthop Tracking drop)

100.0.0.1 100.0.0.1 -
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Exc-action -

assign port vid vid-m

ot 1 -
condition dst mac address dst ip address Type vid

o - weaeio - -
dst-m - 255.255.255.0 - -

group rule status assign condition-type

2 1 eble ot e

action deny CPU Polic(grp-id) counter(U)

action None Block - -

Exc-action - -

« )

E = exclusive Prio = priority QosProf = QoS profile Mirr = mirror
Redir = Redirect Polic = policing Tos-pre = from ip-tos-precedence
(B) = unit byte Exc-action = exceeded-action G = group R = rule
Prot = protocol (D) = tos-dscp (P) = tos-precedence Flag = tcp flag
S-t/u-pt = source-tcp/udp-port D-t/u-pt = destination-tcp/udp-port

#

group
rule
status
Enable
Disable
assign
port
vlan VLAN ID
port/vlan VLAN 1D
condition-type group
ipv4 IPv4
ipv4-src-tcp/udp-range tcp/udp  port
ipv4-dst-tcp/udp-range tcp/udp  port
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ethernet
src

dst

ipv6

ipv6-header
ipv6-dst-ip
ipv6-src-ip
ipv6-tcp/udp-range
action

deny
Permit
Deny
None
ABypass
CPU
Block
tos
pre-x
dscp-x
QoSProf
apl qp8
Prio
0 7
tos-pr
Mirr

Redir

Polic(grp-id)

group

Polic(cir-chs)
CIR -CBS

counter(U)

routing
Nexthop
Tracking
drop
drop

Exc-action

deny
Deny

assign

port

Ethernet

1Pv6
1Pv6
1Pv6
1Pv6
TCP/UDP
action

CPU
CPU
TOS
Precedence
DSCP X
QoS Profile
QoS profile

qpl qp8

IEEE 802.3Q Priority

Priority
Priority

* Byte

I1CMP

exceeded-action

assign
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vid
port/vlan
port

vid
VID
vid-m

condition

ipv4d ipv4-m
src address
dst address
Prot
tos(P/D)

ipv4-t/u ipv4-t/u-m
tcp-flag
S-t/u-p
D-t/u-p

tcp/udp-ranges(src/dst)

ether ether-m
dst mac address
src mac address
Type
vid
dst dst-m
dst mac address
dst ip address
Type
vid
src src-m
src mac address
src ip address
Type
vid
ipvé ipv6-m
next-header
traffic-class
flow-label
hop-limit
icmp type
ipv6-dst
ip address
ipvé-src
ip address
ipv6-t/u

VLAN 1D
VLAN 1D

VLAN 1D

VLAN 1D

VLAN 1D

VLAN 1D
condition
IPv4

IP
IP TOS /
IPv4 TCP/UDP
TCP /
TCP/UDP /
TCP/UDP /
/ TCP/UDP
Ether Type
MAC /
MAC /
Ether Type/
VLAN 1D/

MAC /
IP /
Ether Type/
VLAN 1D/

MAC /

IP /
Ether Type/
VLAN 1D/
1Pv6
1Pv6 /
1Pv6
IPv6 /
IPv6 /
ICMPV6 Type/
1Pv6

1P /

1Pv6

IP /
IPv6 TCP/UDP (
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tcp/udp-ranges(src/dst) / TCP/UDP ( )

3.28.11 show packet-filter2 brief
2

show packet-filter2 brief
show packet-filter2 group brief
show packet-filter2 <GROUP> brief
GROUP
» Apresia3400/4348/5400/13000 <1-14>
e Apresia4328 <1-7>

VIEW, ENABLE

) 2

# show packet-filter2 brief
Group Rule Status

1 1 Enabled
1 2 Disabled
1 3 Enabled
2 2 Enabled
3 1 Enabled
11 1 Enabled
#
(@) 2
# show packet-filter2 group brief
group assign condition-type
1 port dst
2 vlan ipv4-src-tcp/udp-range
3 port/vlan ipv4-dst-tcp/udp-range
11 port -
#
A3 2 1
# show packet-filter2 1 brief
action:
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group rule deny tos QosProf Prio Mirr Redir Polic(grp-id) counter(U)

1 1 Permit - - - - 47 - 1-1
routing( Nexthop Tracking drop)
1 2 Permit - - - - 48 - 1-1
routing( Nexthop Tracking drop)
1 3 Permit - - - - - - 1-2
routing( Nexthop Tracking drop)
exceeded-action:

group rule deny

assign:

group rule assign port vid vid-m
1 1 port 1-48 - -
1 2 port - - -
1 3 port - - -

condition:

group rule condition dst mac address dst ip address Type vid
1 1 dst 00:00:00:00:00:01 - - -
1 1 dst-m fr.fr.fE.fr. . ff - - -

E = exclusive Prio = priority QosProf = QoS profile Mirr = mirror
Redir = Redirect Polic = policing Tos-pre = from ip-tos-precedence
(B) = unit byte Exc-action = exceeded-action G = group R = rule
Prot = protocol (D) = tos-dscp (P) = tos-precedence Flag = tcp flag
S-t/u-pt = source-tcp/udp-port D-t/u-pt = destination-tcp/udp-port

T = type c = condition m = mask
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L# |

()] 2 1 (""block-cpu-
control™ )
# show packet-filter2 1 brief
action:

group rule deny CPU Polic(grp-id) counter(VU)

exceeded-action:
group rule deny CPU

1 1 - -

assign:

group rule assign port vid vid-m
1 1- - - -

E = exclusive Prio = priority QosProf = QoS profile Mirr = mirror
Redir = Redirect Polic = policing Tos-pre = from ip-tos-precedence
(B) = unit byte Exc-action = exceeded-action G = group R = rule
Prot = protocol (D) = tos-dscp (P) = tos-precedence Flag = tcp flag
S-t/u-pt = source-tcp/udp-port D-t/u-pt = destination-tcp/udp-port

T = type c = condition m = mask

#

3.28.12 show packet-filter2 counter
2

show packet-filter2 counter [ <GROUP> ]
GROUP
* Apresia3400/4348/5400/13000 <1-14>
» Apresia4328 <1-7>
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VIEW, ENABLE

L) 2

# show packet-filter2 counter
group c-id count unit rule

1 2356695 packet 1-2
2 224 packet 3
0 packet 2

Wed Jun 21 00:00:00 2006

group
c-id
count
unit
packet
byte
rule

3.28.13 show packet-filter2 tcp/udp-range
2  TCP/UDP

show packet-filter2 tcp/udp-range

VIEW, ENABLE

D 2 TCP/UDP

index

# show packet-filter2 tcp/udp-range
range-id src/dst port-range

src 1024 to 65535
dst 1024 to 65535
#
range-id TCP/UDP <1-16>
src/dst Source/Destination
src Source TCP/UDP
dst Destination TCP/UDP
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port-range TCP/UDP

3.28.14 show packet-filter2 reserved-group
2

show packet-filter2 reserved-group

VIEW, ENABLE

@ 2
# show packet-filter2 reserved-group
Group  Function
1 Packet-filter2
2  Packet-filter2
3  Packet-filter2 (block-cpu-control with 4)
4  Packet-filter2 (block-cpu-control with 3)
5 wide-mode pf2
6 wide-mode pf2
7 -
8 -
9 -
10 -
11  AccessDefender
12 AccessDefender
13 AccessDefender
14  AccessDefender
2
1 2
3 4 2 (CPU )
5 6 2 ( )
7 10
11 14 AccessDefender
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3.28.15 show tech-support packet-filter2

2
system-dump
( )
3-35 2
show system
show version
show packet-filter2
show packet-filter2 reserved-group
show packet-filter2 counter 1
show interface counters 1
11 3
show tech-support packet-filter2 [ system-dump ]
system-dump
ENABLE
0 system-dump
3.28.16 clear packet-filter2 counter
ID
clear packet-filter2 counter [ <GROUP> [ <INDEX> ] ]
GROUP
» Apresia3400/4348/5400/13000 <1-14>
* Apresia4328
INDEX ID <1-64>

VIEW, ENABLE
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€Y 1 ID 1
@)

# clear packet-filter2 counter 1 1
# clear packet-filter2 counter 2

action counter, show packet-filter2 counter

3.28.17

"action policing cir"” "policing cir"
"action policing cbs" "policing cbs"
(“"action" ) EXCEEDED
EXCEEDED (""exceeded-action" )

"action policing cir/cbs"
64
"policing cbs/cir"
"action policing group”

(@)
( )
() 1 64
0 "action policing cir/cbs”
(Utilization)
0 ingress
2 Apresia3448 (port 1 24 49
50 port 25 48 51 52) Apresia4348 (port 1 24 port 25 48)

Apresial3000-48X(port 1 24 50 port 25 49)
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3.28.18 policing cbs

no
4-16384
13 ( )
4, 8, 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 16384

<GROUP> policing <INDEX> chs <BURSTSIZE>

no <GROUP> policing <INDEX> chs
GROUP

» Apresia3400/4348/5400/13000 <1-14>
e Apresia4328 <1-7>

INDEX <1-64>
BURSTSIZE <4-16384(Kbyte)>

4(Kbyte)

PACKETFILTER2

(€)) 1 1 2000 Kbyte(

1024 Kbyte)

2
> enable
# configure terminal
(config)# packet-filter2
(config-filter)# 1 policing 1 cbs 2000
(config-filter)# no 1 policing 1 cbs

show packet-filter2, show packet-filter2 policing, show running-config

3.28.19 policing cir
no
64-33554368 64
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<GROUP> policing <INDEX> cir <RATE>
no <GROUP> policing <INDEX> cir

GROUP
* Apresia3400/4348/5400/13000 <1-14>
» Apresia4328 <1-7>
INDEX <1-64>
RATE <64-33554368(Kbps)>
33554368(Kbps)
PACKETFILTER2
(Y) 1 1 10 Mbps

)

> enable

# configure terminal

(config)# packet-filter2
(config-filter)# 1 policing 1 cir 10000
(config-filter)# no 1 policing 1 cir

show packet-filter2, show packet-filter2 policing, show running-config

3.28.20 action policing group

no
<GROUP> <RULE> action policing group <INDEX>
no <GROUP> <RULE> action policing group
GROUP
» Apresia3400/4348/5400/13000 <1-14>
» Apresia4328 <1-7>
RULE
* Apresia3400/4300/5400 /13000-48X <1-128>
» Apresial3000-24GX <1-256>
INDEX <1-64>
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PACKETFILTER2

D 1 1
@)

> enable
# configure terminal

(config)# packet-filter2
(config-filter)# 1 1 action policing group 1
(config-filter)# no 1 1 action policing group

show packet-filter2, show packet-filter2 policing, show running-config

3.28.21 action policing cbs

4-16384
(

)

no

4, 8, 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 16384

<GROUP> <RULE> action policing cbs <BURSTSIZE>
no <GROUP> <RULE> action policing cbs

GROUP

RULE

BURSTSIZE

"action policing cir”

PACKETFILTER2

Apresia3400/4348/5400/13000
Apresia4328 <1-7>

Apresia3400/4300/5400
Apresial3000-24GX <1-256>

<1-14>

/13000-48X <1-128>

<4-16384(Kbyte)>
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) 1 1 2000 Kbyte( 1024 Kbyte)

@

> enable

# configure terminal

(config)# packet-filter2

(config-filter)# 1 1 action policing cbs 2000
(config-filter)# no 1 1 action policing cbs

show packet-filter2, show running-config

3.28.22 action policing cir

no
64-33554368 64
<GROUP> <RULE> action policing cir <RATE>
no <GROUP> <RULE> action policing cir
GROUP
* Apresia3400/4348/5400/13000 <1-14>
* Apresia4328 <1-7>
RULE
» Apresia3400/4300/5400 /13000-48X <1-128>
» Apresial3000-24GX <1-256>
RATE <64-33554368(Kbps)>
"action policing cbhs" 33554368 Kbps
PACKETFILTER2
() 1 1 10 Mbps

@

> enable
# configure terminal
(config)# packet-filter2
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(config-filter)# 1 1 action policing cir 10000
(config-filter)# no 1 1 action policing cir

show packet-filter2, show running-config

3.28.23
3.28.24 action routing
3.28.25 pbr arp-interval
3.28.26 pbr icmp
3.28.23 3.28.26 TD61-7637 AEOS Ver. 7.45 L3

3.28.27 show packet-filter2 policing

show packet-filter2 policing [ <GROUP> ]
GROUP
» Apresia3400/4348/5400/13000 <1-14>
* Apresia4328 <1-7>

VIEW, ENABLE

@
# show packet-filter2 policing
group m-id cir cbs rule
1 1 33554368 4
( )
14 64 33554368 4
rate unit: Kbps
size unit: Kbyte
#
group
m-id index
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cir
cbs
rule

0 (""action policing group™)
"action policing cir/cbs”
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3.29

('shutdown™ )
(802.1Q VLAN )
VLAN VLAN
MAC "00:40:66:10:cbh:-92" MAC "
MAC " Ether Type "0x8820"
AEQS Ver. 7 ( )
(shutdown) notify-only
"auto-recovery timer"
"no shutdown"
‘[l’ 3.28 2
2 ethertype 0x8820

3.29.1 no loop-watch

no loop-watch
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CONFIG
(CONFIG )

€Y)

> enable
# configure terminal
(config)# no loop-watch

show running-config

3.29.2 loop-watch enable

[ no ] loop-watch enable

no enable( )

CONFIG

€))
@

> enable

# configure terminal

(config)# loop-watch enable
(config)# no loop-watch enable

show loop-watch configuration, show running-config

‘I]’ 3.10
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3.29.3 loop-watch interval
no

VLAN 20 pps

loop-watch interval <INTERVAL>
no loop-watch interval
INTERVAL <2-3600( )>

10C )

CONFIG

(€)) 100

¢) 10 )
> enable

# configure terminal

(config)# loop-watch interval 100

(config)# no loop-watch interval

show loop-watch configuration, show running-config

o VLAN

VLAN

VLAN /20(pps)
)

3.29.4 loop-watch threshold
no
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loop-watch threshold <THRESHOLD-VALUE>
no loop-watch threshold

THRESHOLD-VALUE <1-1000000( )>
1
CONFIG
@ 100
@ ¢! )
> enable

# configure terminal
(config)# loop-watch threshold 100
(config)# no loop-watch threshold

show loop-watch configuration, show running-config

3.29.5 loop-watch auto-recovery timer

no

loop-watch auto-recovery timer <TIME>
no loop-watch auto-recovery timer

TIME <10-86400( )>
( )
CONFIG
(€)) 100
@
> enable

# configure terminal
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(config)# loop-watch auto-recovery timer 100
(config)# no loop-watch auto-recovery timer

show loop-watch configuration, show running-config

o (""loop-watch enable™)

3.29.6 loop-watch group
2
no "loop-watch enable”

"loop-watch enable”
3.28.14 "show packet-filter2 reserved-group"

loop-watch group <GROUP>
no loop-watch group
GROUP
* Apresia3400/4348/5400/13000 <1-14>
* Apresia4328 <1-7>

CONFIG

@ 1

> enable
# configure terminal
(config)# loop-watch group 1

show loop-watch configuration, show running-config
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o 3-19 2

0 (""loop-watch enable™)

3.29.7 loop-watch port
no

notify-only (shutdown)
TRAP
owner-vlan

(shutdown)
€)) VLAN ID(3.11.1 "vlan database" VLAN D)

@
©) VLAN

tx-only

tx-only 3.9 ready
no-check-srcmac MAC
MAC

loop-watch port <PORTRANGE> [ ( notify-only [ owner-vlan ] ) | owner-vlan | tx-only ]
loop-watch port <PORTRANGE> no-check-srcmac [ ( notify-only [ owner-vlan ] ) | owner-
vlan ]
no loop-watch port <PORTRANGE>
PORTRANGE ( )
notify-only
owner-vlan owner-vlan
tx-only ( )
no-check-srcmac MAC

CONFIG
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€Y)
)
®
4
©)
(©)
Q)
)
©®

11 VLAN 1D
12 VLAN 1D

14 MAC

MAC

> enable

# configure terminal

(config)# loop-watch port 1

(config)# no loop-watch port 1

(config)# loop-watch port 2,5-8

(config)# no loop-watch port 2,5-8

(config)# loop-watch port 10 notify-only
(config)# loop-watch port 11 notify-only owner-vlan
(config)# loop-watch port 12 owner-vlan
(config)# loop-watch port 13 tx-only
(config)# loop-watch port 14 no-check-srcmac

show loop-watch configuration, show running-config

L

) "shutdown™

o 3.41 MMRP/3.42 MMRP-Plus /
3.17 (STP/RSTP/MSTP)
owner-vlan
only
tx-only

3.29.8 loop-watch vlan add

VLAN
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no
VLAN 3.11.6 "switchport trunk"
VLAN

loop-watch vlan add <VLANRANGE>
no loop-watch vlan add [ <VLANRANGE> ]

VLANRANGE VLAN ID <1-4094> (

( VAN )
IF-PORT
€)) VLAN  VLAN ID 100
@

> enable

# configure terminal

(config)# interface port 1
(config-if-port)# loop-watch vlan add 100
(config-if-port)# no loop-watch vlan add

show loop-watch configuration, show running-config

o IF-PORT "no loop-watch”

3.29.9 clear loop-watch information
"show loop-watch status” "

clear loop-watch information

ENABLE
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€))

> enable
# clear loop-watch information

show loop-watch status

0 ("'loop-watch auto-recovery timer')
"no shutdown™

3.29.10 show loop-watch configuration

show loop-watch configuration

VIEW, ENABLE

€y

# show loop-watch configuration
Status : Enabled
Interval : 10 sec
Threshold : 1
Group T -
Auto-Recovery Timer : -

-—- port information ---
*=Enable S=Enable (owner-vlan)

o=Enable (no-check-srcmac, owner-vlan)
O=Enable (no-check-srcmac, notify-only, owner-vlan)
t=Enable (tx-only)

--- vlan information ---
*=Active(send)
r=Ready(not send)

n=Enable (notify-only) N=Enable (notify-only, owner-vlan)
m=Enable (no-check-srcmac) M=Enable (no-check-srcmac, notify-only)

1 89 16 17 24 25 32 33 40 41 48 49
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1 89 16 17 24 25 32 33 40 41 48 49

#

Status
Disabled OFF
Enabled ON
Interval
Threshold
Group
Auto-Recovery Timer
port information
*
notify-only
owner-vlan
notify-only/owner-vlan
no-check-srcmac
no-check-srcmac/notify-only
no-check-srcmac/owner-vlan
no-check-srcmac/notify-only/owner-vlan
t tx-only
vlan information

*

O 0 = 3 2 unw o

r VLAN

3.29.11 show loop-watch status

show loop-watch status

VIEW, ENABLE

@

> enable
# show loop-watch status
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Shutdown Link

Pt. Receive ( Notify) Status Date
1 1 0 Up
2 - 1 Disable 2005/12/05 13:22:16
3 0 3 Up 2005/12/04 20:08:40
4 1 5 Down 2005/12/06 09:51:31
5 2 0 Down
Pt.
Receive
Shutdown
Link Status
Disable
Up
Down
Date
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3.30 QoS

0 2 action qp

0 Apresia4348 Apresial3000-48X min-band weight
0 QoS WRR(Weighted Round Robin)/DRR(Deficit Round Robin) 3.24 Egress
Apresia3400/5400

0 QoS gp8 QoS

3.30.1 qos enable
QoS no

[ no ] qos enable
no enable( )

CONFIG

(1) Qos
(2) QoS

> enable

# configure terminal
(config)# qos enable
(config)# no qos enable

show qos, show running-config

261/705



3.30.2 gos min-bandwidth
gpl qp8 8 QoS Kbps
QoS 64 10000000 Kbps
no

gos qosprofile gpl | qp2 | ap3 | gp4 | ap5 | qp6 | ap7 | gp8 port <PORTRANGE> min-bandwidth
<VALUE>

no qos qosprofile gpl | gp2 | gp3 | gp4 | gp5 | qp6 | gp7 | gp8 port <PORTRANGE> min-
bandwidth

qpl qp8 QoS ( qpl qp8
)

PORTRANGE ( )

VALUE QoS

<64-10000000(Kbps)>

CONFIG

(&H) 1 gpl QoS 128 Kbps
> enable

# configure terminal

(config)# qos qosprofile gpl port 1 min-bandwidth 128

show qos, show running-config

0 64 10000000 Kbps
64
0 Apresia4328

0 Apresia4300/5400/13000 qpl aqp7/
QoS
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qp8 64 Kbps

* 3.41 MMRP 3.42 MMRP-Plus

. 3.17 (STP/RSTP/MSTP)  Blocking

e LLDP

3.30.3 gos max-bandwidth
gpl qgp8 8 QoS Kbps
QoS 64 10000000 Kbps
no

gos qosprofile gpl | qp2 | ap3 | agp4 | gp5 | qp6 | gp7 | gp8 port <PORTRANGE> max-bandwidth
<VALUE>

no qos qosprofile gpl | gp2 | gp3 | gp4 | agp5 | qp6 | gp7 | gp8 port <PORTRANGE> max-
bandwidth

qpl qp8 QoS ( qpl qp8
)

PORTRANGE ( )

VALUE QoS

<64-10000000(Kbps)>

CONFIG

D) 1 gpl QoS 64000 Kbps
> enable

# configure terminal
(config)# qos qosprofile gpl port 1 max-bandwidth 64000

show qos, show running-config

o 64 10000000 Kbps
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64

0
‘I]’ QoS
0 Apresia4328

3.30.4 gos weight

qpl qgp8 8 QoS Strict Priority
0 Strict Priority
QoS gpl qp8
weighted-round-robin deficit-
round-robin MAC MAC
CRC no

gos qosprofile gpl | ap2 | ap3 | qp4 | ap5 | gp6 | qp7 | gp8 port <PORTRANGE> weight
<VALUE>

no qos qosprofile gpl | gp2 | ap3 | qp4 | ap5 | ap6 | gp7 | gp8 port <PORTRANGE> weight

qpl qgp8 QoS ( qpl qp8 )
PORTRANGE ( )
VALUE <0-15>
3-36 deficit-round-robin gos weight
( N)
[ 0 1
Apresia3400 <0-10> 6 1
Apresia Apresia <0-10> 6
4300 4328
Apresia <0-15> 15
4348
Apresia5400 <0-10> 6
Apresial3000 Apresial3000-24GX-PSR <0-12> | Apresial3000-24GX-PSR 8 2
Apresial3000-48X <0-15> Apresial3000-48X 15
2 10 1 8 4 10 3 9
2 12 1 10 4 12 2 10
0
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CONFIG

(€)) (Apresia3424 )

> enable

# configure terminal

(config)# qos algorithm deficit-round-robin

(config)# qos qosprofile gpl port 1 weight 10

(config)# qos qosprofile gp2 port 1 weight 1

Difference between minimum and maximum DRR weight must be within 6.

2 (Apresia3424 )

> enable

# configure terminal

(config)# qos algorithm deficit-round-robin
(config)# qos qosprofile gpl port 1 weight 7
(config)# qos qosprofile gp2 port 1 weight 1
(config)#

show gos, show running-config

0 deficit-round-robin <VALUE> 2
0 deficit-round-robin gos weight

3-36

3.30.5 gos algorithm
QoS deficit round robin
no

gos algorithm deficit-round-robin
no qos algorithm
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weighted-round-robin

CONFIG
(¢H) deficit-round-robin
2 weighted-round-robin

(config)# qos algorithm deficit-round-robin
(config)# no qos algorithm

show qos, show running-config

0 weighted round robin

o "gos weight” "L no ] qos algorithm"

3.30.6 gos burst-size

QoS min max
no

gos burst-size min | max <BURST_SIZE>
no qos burst-size min | max

min
max
BURST_SIZE <32
131072(Kbit)>
. 3-37
(2" Kbps n=5 17)
3-37
32
64
128
256
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512
1024
2048
4096
8192
16384
32768
65536
131072

128(Kbi't)

CONFIG

€y 1024 Kbit
@

(config)# gos burst-size max 1024
(config)# no qos burst-size max

show qos, show running-config

0 Apresia4328

3.30.7 gos mapping
QoS IEEE 802.1Q(IEEE 802.1p)

gos qosprofile gpl | ap2 | qp3 | qp4 | ap5 | gp6 | gp7 | gp8 mapping <VALUE>
no qos qosprofile qpl | gp2 | qp3 | qp4 | gp5 | qp6 | gp7 | gp8 mapping

gpl qp8 IEEE 802.1Q(IEEE 802.1p) QoS
VALUE IEEE 802.1Q(IEEE 802.1p)

gp8 7

qp7

qpé
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qps5
qp4
qp3
qp2
qpl

R N O W b

CONFIG

(1) gpl  IEEE 802.1Q(IEEE 802.1p)

> enable
# configure terminal

(config)# qos qosprofile gpl mapping O

show qos, show running-config

o IEEE 802.1Q(IEEE 802.1p)
2

3.30.8 show qos
QoS QoS

show qos [ port <PORTRANGE> ]
PORTRANGE

VIEW, ENABLE

(1) QoS

QoS

QoS

# show qos
QoS: Enabled

qosprofile

802.1Q priority
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qp3

3
29952
49984

29952
49984

29952
49984

29952
49984

29952
49984

29952
49984

qp2

2
19968
40000

2
19968
40000

2
19968
40000

19968
40000

19968
40000

19968
40000

gpl

1
9984
29952

9984
29952

9984
29952

9984
29952

9984
29952

9984
29952

aps Bl
ap4 ——Fo—-
qp3 Fommmm oo
qp2 —=Fom-
qpl —Fomm-
queue weight & minimum / maximum bandwidth(Kbit/s)
wgt = queue weight min = minimum bandwidth max = maximum bandwidth
port qp8 qp7 qpé aps qp4
1 wgt 8 7 6 5 4
min 80000 69952 59968 49984 40000
max 99968 89984 80000 69952 59968
2 wgt 8 7 6 5 4
min 80000 69952 59968 49984 40000
max 99968 89984 80000 69952 59968
3 wgt 8 7 6 5 4
min 80000 69952 59968 49984 40000
max 99968 89984 80000 69952 59968
48 wgt 8 7 6 5 4
min 80000 69952 59968 49984 40000
max 99968 89984 80000 69952 59968
49 wgt 8 7 6 5 4
min 80000 69952 59968 49984 40000
max 99968 89984 80000 69952 59968
50 wgt 8 7 6 5 4
min 80000 69952 59968 49984 40000
max 99968 89984 80000 69952 59968
scheduler algorithm: deficit-round-robin
burst-size min: 128(Kbit)
max: 128(Kbit)
QoS QoS
Disabled QoS
Enabled QoS
gosprofile qos
wgt
min
max
scheduler algorithm QoS

weighted-round-robin
deficit-round-robin

weighted round robin
deficit round robin
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burst-size

min Burst Size
max Burst Size
64
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3.31NTP
3.31.1 ntp server
NTP NTP

ntp server <IPADDR>
no ntp server

IPADDR NTP IP
( )
CONFIG
(1) NTP 192.168.0.1
> enable

# configure terminal

(config)# ntp server 192.168.0.1

show ntp, show running-config

‘!]"TQTP

3.31.2 ntp enable
NTP
36

[ no ] ntp enable
no enable( )

CONFIG

NTP

"no ntp server"
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(1) NTP 192.168.0.1
0 NTP NTP
(3) NTP

> enable

# configure terminal

(config)# ntp server 192.168.0.1
(config)# ntp enable

(config)# no ntp enable

show ntp, show running-config

‘I]' NTP

3.31.3 ntp interval
NTP

ntp interval <HOUR>
no ntp interval

HOUR <1-48( )>
36( )
CONFIG
(1) NTP 192.168.0.1
(2) NTP 12
®3) NTP NTP
> enable

# configure terminal

(config)# ntp server 192.168.0.1
(config)# ntp interval 12
(config)# ntp enable

show ntp, show running-config
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0 "ntp enable” "ntp

interval”

3.31.4 show ntp
NTP

show ntp
VIEW, ENABLE

(1) NTP
> enable

# show ntp
NTP Configurations
NTP Server: 192.168.0.250
Interval : 36 (hour)
Status :  enable
NTP Server NTP IP
Interval
Status
enable

disable
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3.32
3.32.1clock set

clock set <HH:MM:SS> [ <YYYYMMDD> ]

HH:MM:SS (24 )
* HH
o MM
* SS
YYYYMMDD
* YYYY ( 4 )
e MM
« DD
( )
CONFIG
(€)) 7 10 05
() 3 30 05 2006 7 1
> enable

# configure terminal
(config)# clock set 07:10:05
(config)# clock set 15:30:05 20060701

show clock
OUTC( Coordinated Universal Time) 2038 1 19 3 14
(""timezone” ) (UTC+09:00:00)

3.32.2 timezone
uTC
no
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timezone <+HH:MM:SS> | <-HH:MM:SS>
no timezone
+HH:MM: SS e (24 )
e HH
MM
* SS
-HH-MM:SS utc (24 )
e HH
o MM
+ SS

UTC+09:00:00

CONFIG

(€)) uTC +7

@) UTC -6 30
> enable

# configure terminal
(config)# timezone +07:00:00
(config)# timezone -06:30:00

show running-config, show timezone

0

(3.50.2 "copy running-config flash-config, write memory"
3.32.3 show clock

show clock

VIEW, ENABLE
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€y

> enable
# show clock
Sun Aug 01 17:53:47 2004

3.32.4 show timezone

show timezone

VIEW, ENABLE

€y

> show timezone
timezone(current): UTC+09:00:00
timezone(next) - UTC+09:00:00
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3.33
3.33.1 line
LINE

LINE (
(TELNET/SSH

line console | <VIRTUALTERMINAL>
VIRTUALTERMINAL = vty <LINENUMBER> [ <ENDING_LINENUMBER> 1]

console
vty
L INENUMBER <0-7>(
ENDING_LINENUMBER <0-7>
( )
CONFIG
@
@) ( 0)
©) ( 17

(config)# line
(config-line)#
(config-line)#
(config)# line
(config-line)#
(config-line)#
(config)# line
(config-line)#

console
exec-timeout 120
exit

vty 0
exec-timeout 120
exit

vty 1 7
exec-timeout 10

exec-timeout, show users, show running-config

3.33.2 exec-timeout

TELNET/SSH
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exec-timeout <MINUTES> [ <SECONDS> ]
no exec-timeout

MINUTES (
SECONDS (
0 O
300( )

LINE

(1) TELNET/SSH
)

) <0-35791( )>
) <0-2147483( )>
30

1

(300 )
> enable
# configure terminal
(config)# line vty 0 4
(config-line)# exec-timeout 1 0
(config-line)# no exec-timeout

show running-config
CONFIG

L

CONFIG
ENABLE
‘[l' LAN
)
0 TELNET/SSH CONFIG
CONFIG
TELNET/SSH
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3.34.5 "telnet disconnect" 3.35.10 "sshd disconnect"

3.33.3 terminal length
no

23 TELNET/SSH
"terminal - 1"

terminal length O
terminal no length

VIEW, ENABLE, CONFIG

@
|(config)# terminal length O

show running-config

3.33.4 terminal monitor
3.38.4 "logging monitor™ 3.61.4 “debug"

terminal [ no ] monitor

ENABLE

€y
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# terminal monitor

logging monitor, debug
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3.34 TELNET

TELNET ALLOW DENY
TELNET
1P
TELNET
ALLOW TELNET
DENY TELNET

3.34.1 telnet mode deny
ALLOW DENY

[ no ] telnet mode deny

no deny( ALLOW )

CONFIG

(1) DENY
(2) ALLOW

DENY

ALLOW

TELNET

TELNET

> enable

# configure terminal
(config)# telnet mode deny
(config)# no telnet mode deny

show telnet list, show running-config

L

3.34.2 telnet server
TELNET
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[ no ] telnet server disable

no disable( )

CONFIG

(1) TELNET
(2) TELNET

> enable

# configure terminal

(config)# telnet server disable
(config)# no telnet server disable

show telnet server, show running-config

3.34.3 telnet ip

1P TELNET

telnet ip <IP_LISTNO> <IPADDR>
no telnet ip <IP_LISTNO>

IP_LISTNO IP IP <1-255>
1PADDR IP
( )
CONFIG
1P 192.168.0.1 IP 1 TELNET
@) IP 1  TELNET
> enable

# configure terminal
(config)# telnet ip 1 192.168.0.1
(config)# no telnet ip 1
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show telnet list, show running-config

3.34.4 telnet subnet

TELNET

telnet subnet <SUBNET_LISTNO> <NETADDR> <NETMASK>
no telnet subnet <SUBNET_LISTNO>

SUBNET_LISTNO <1-255>
NETADDR
NETMASK
( )
CONFIG
(€)) 192.168.0.0 255.255.255.0
2 TELNET
@) 2  TELNET
> enable

# configure terminal
(config)# telnet subnet 2 192.168.0.0 255.255.255.0
(config)# no telnet subnet 2

show telnet list, show running-config

3.34.5 telnet disconnect
TELNET

telnet disconnect
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ENABLE

D TELNET

> enable
# telnet disconnect

3.34.6 show telnet server
TELNET

show telnet server

VIEW, ENABLE

(1) TELNET

> enable
# show telnet server
Telnet server status

Status :  ENABLE
Mode : ALLOW

Status TELNET
ENABLE
DISABLE

Mode TELNET
ALLOW ALLOW
DENY DENY
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3.34.7 show telnet list
TELNET

show telnet list

VIEW, ENABLE

(1) TELNET

> enable

# show telnet list

Telnet status.
Server: ENABLE
Mode: DENY

1 192.168.0.1
2 192.168.0.3
3  192.168.0.4

1 192.168.0.0 255.255.255.0
2 192.168.1.0 255.255.255.0

Mode TELNET
ALLOW ALLOW
DENY DENY
IP access list TELNET 1P
TELNET IP
Subnet access list TELNET
TELNET
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3.35 SSH
SSH(Secure Shell)

SSH 1 SSH

0 SSH SSH

"show sshd server"

0

3.35.1 sshd keygen rsa
RSA (SSH 2)

sshd keygen rsa [ <KEYLENGTH> ]

KEYLENGTH <512-4096(
1024( )( <KEYLENGTH> )
ENABLE

@ 600

SSH ENABLE

<KEYLENGTH>

)>

# sshd keygen rsa 600

% Done.
ssh-rsa

% Generating RSA key pair for version 2 protocol. Wait for a while.

AAAAB3NzaClyc2EAAAAB IWAAAEWAVWGSCYZSu L k9zM+H99JcDTCAF/y6V+kTEhAeZ IGCKwrB
2zm/h0+Bk7 IxV2KkNC3MIKZ JMZEycRTbh 1 quetvMFaAYsQ/9CI6U2BEU3 root@

show sshd key rsa

0 RSA

RSA

3.50.2 "write memory"

"write memory"
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3.35.2 sshd keygen rsal
RSA (SSH 1) <KEYLENGTH>

sshd keygen rsal [ <KEYLENGTH> ]

KEYLENGTH <512-4096( )>
1024( )(  <KEYLENGTH> )

ENABLE

D 600

# sshd keygen rsal 600

% Generating RSA key pair for version 1 protocol. Wait for a while.

% Done.

600 35 3198838876595552826452021086001621529977404587843921123841471934604031660
23808144750948471831245988604390346970436305100137992726920299881410980713285593
5323260256770616437496482443 root@

show sshd key rsal

o RSA 3.50.2 "write memory"
"write memory"
RSA
3.35.3 sshd server
SSH no

[ no ] sshd server

CONFIG
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(1) ssh
(2) ssh

# configure terminal
(config)# sshd server
(config)# no sshd server

sshd keygen rsa, show sshd key rsal, show sshd server, show running-config

0 SSH RSA (SSH

SSH 2 )
O
0 "sshd server-keybits" SSH
2048 1

0 SSH

3.35.4 sshd keepalive disable
SSH no

[ no ] sshd keepalive disable
no disable( )

CONFIG

€y
&)

# configure terminal
(config)# sshd keepalive disable

288/705



|(config)# no sshd keepalive disable

show running-config

3.35.5sshd port
SSH

sshd port <PORT>
no sshd port

PORT <1024-65534>
22

CONFIG

@ 2000

@

no

# configure terminal
(config)# sshd port 2000
(config)# no sshd port

show running-config

3.35.6 sshd server-keybits
SSH 1 SSH
no SSH

sshd server-keybits <KEYLENGTH>
no sshd server-keybits
KEYLENGTH <512-2048( )>
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768( )

CONFIG

'6)) 800
@)

# configure terminal
(config)# sshd server-keybits 800
(config)# no sshd server-keybits

show running-config

3.35.7 sshd mode deny

SSH ALLOW ( ) DENY
no
"sshd mode deny" sshd ip/subnet 1P
SSH ALLOW IP
DENY IP

[ no ] sshd mode deny

no deny( ALLOW )

CONFIG

(1) SSH DENY
0 ALLOW ( )

# configure terminal
(config)# sshd mode deny
(config)# no sshd mode deny

show sshd list, show sshd server, show running-config
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3.35.8sshd ip

"sshd ip" IP
SSH
"sshd mode deny"

sshd ip <ID> <IPADDR>
no sshd ip <ID>

ID <1-8>
ADDR IP
( )
CONFIG
(€)) IP
) IP

# configure terminal
(config)# sshd ip 1 172.17.20.1
(config)# no sshd ip 1

show sshd list, show running-config

3.35.9 sshd subnet

"sshd subnet™
SSH
"sshd mode deny"
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sshd subnet <ID> <NETADDR> <NETMASK>
no sshd subnet <ID>

ID 1-8

NETADDR

NETMASK

CONFIG

@
&)

# configure terminal

(config)# sshd subnet 1 172.17.20.0 255.255.255.0
(config)# no sshd subnet 1

show sshd list, show running-config

3.35.10 sshd disconnect
SSH

sshd disconnect

ENABLE

(1) SSH

|# sshd disconnect
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3.35.11 copy Ffile ssh-key
TFTP SD RSA
<FILE> <FILE> "._pub"
ssh-rsal-key ssh-rsal-key.pub

<FILE> 'ssh-rsal-key" RSA

"write memory"

copy ( tftp <IPADDR> ) | memory-card <FILENAME> ssh-rsa-key | ssh-rsal-key

IPADDR TFTP IP
FILENAME  RSA <1-128( )>
o ASCII 1071
( )
ENABLE
(1) TFTP RSA (SSH 2)
> enable
# copy tftp 172.21.29.110 test-key ssh-rsa-key
(2) sb RSA (SSH 2)
> enable
# copy memory-card test-key ssh-rsa-key

show sshd key rsa, show sshd key rsal

0 RSA LF CR+LF

3.35.12 copy ssh-key file
RSA TFTP SD
<FILE> <FILE> " _pub™

ssh-rsal-key ssh-rsal-key.pub

<FILE> "ssh-rsal-key"
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copy ssh-rsa-key | ssh-rsal-key ( tftp <IPADDR> ) | memory-card <FILENAME>

IPADDR TFTP IP
FILENAME  RSA <1-128( )>
o ASCII 1071
( )
ENABLE
(1) TFTP RSA (SSH 2)
> enable
# copy ssh-rsa-key tftp 172.21.29.110 test-key
(2) sb RSA (SSH 2)
> enable
# copy ssh-rsa-key memory-card test-key

show sshd key rsa, show sshd key rsal

(1) & ¥ - O TS

0 SD FAT16

SD
SD
SD

0 "Verify Error: CRC Mismatch."

SD
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3.35.13 show sshd server

SSH

show sshd server

VIEW, ENABLE

(1) SSH

Status
Mode

SSHv1 Key :
SSHv2 Key :

# show sshd server
SSH server status

: STARTING
o ALLOW

VALID
VALID

Status
ENABLE
STARTING
ERROR
DISABLE

Mode
ALLOW
DENY

SSH

SSH
ALLOW
DENY

SSHvL Key RSA (SSH
SSHv2 Key RSA (SSH
VALID
INVALID

(SSHv1 Key/SSHv2 Key)
SSH ERROR

0

RSA
"sshd server"

3.35.14 show sshd list
SSH
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show sshd list

VIEW, ENABLE

(1) SSH

# show sshd list
SSH server status
Status: ENABLE
Mode : ALLOW

1 172.17.20.0 255.255.255.0
Status SSH
ENABLE SSH
STARTING SSH
ERROR SSH
DISABLE
Mode SSH
ALLOW ALLOW
DENY DENY
IP access list SSH IP
Subnet access list SSH

3.35.15 show sshd key rsa
RSA (SSH 2)

show sshd key rsa
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VIEW, ENABLE

(1) RSA (SSH 2)
# show sshd key rsa
ssh-rsa

AAAAB3NzaClyc2EAAAAB IWAAAEWAVWGSCYZSu L k9zM+HI9JcDTCAF/y6V+KTENAeZ IGCKwr
B2zm/h0+Bk7 IXV2kNC3MJIKZ JMZEycRfbhlquetvMTaAYsQ/9CI16U2BEU3 root@

3.35.16 show sshd key rsal
RSA (SSH 1)

show sshd key rsal

VIEW, ENABLE

(1) RSA (SSH 1)

# show sshd key rsal

600 35 319883887659555282645202108600162152997740458784392112384147193460403166

0238081447509484718312459886043903469704363051001379927269202998814109807132855
935323260256770616437496482443 root@
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3.36 IGMP Snooping

0 VLAN (sender) (receiver)
PIM-SM[IGMP](TD61-7637 AEOS Ver. 7.45

L3 ) IGWP

3.36.1 ip igmp snooping enable
IGMP Snooping no
IGMP Membership Report Report

( )
3.36.13 "ip igmp snhooping
unregistered-filter”

[ no ] ip igmp snooping enable
no enable( )
CONFIG

(1) IGMP Snooping
|(config)# ip igmp snooping enable

show ip igmp snhooping configuration, show running-config

0 IGMP  Snooping
o IGMP  Snooping

Router Port Member Port  LAG( )
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0 IGMP Snooping

3.36.2 ip igmp snooping immediate-leave
no
IGMP leave

ip igmp snooping immediate-leave port <PORTRANGE>
no ip igmp snooping immediate-leave
PORTRANGE ( )

CONFIG

(€)) 1 8
|(config)# ip igmp snooping immediate-leave port 1-8

show ip igmp snooping configuration, show running-config

3.36.3 ip igmp snooping max-member

no

ip igmp snooping max-member <COUNT> port <PORTRANGE>
no ip igmp snooping max-member [ port <PORTRANGE> ]
COUNT
» Apresia3400/4348/5400/13000 <1-1024>
» Apresia4328 <1-255>
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PORTRANGE ( )

Apresia3400/4348/5400/13000 1024( )
Apresia4328 255( )
CONFIG

(€)) 1 8 10

|(config)# ip igmp snooping max-member 10 port 1-8

show ip igmp snooping configuration, show running-config

3.36.4 ip igmp snooping member aging-time
IGMP report

10 1000000

ip igmp snooping member aging-time <VALUE>
no ip igmp snooping member aging-time
VALUE <10-1000000( )>

260( )

CONFIG

@ 10

no

|(config)# ip igmp snooping member aging-time 10

show ip igmp snooping configuration, show running-config
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3.36.5 1p igmp snooping member leave-time

IGMP leave
( )
no
ip igmp snooping member leave-time <SECONDS>
no ip igmp snooping member leave-time
SECONDS <1-30( )>
10C )
CONFIG
@ 5
|(config)# ip igmp snooping member leave-time 5
show ip igmp snooping configuration, show running-config
0 ("ip igmp snooping immediate-
leave™)
3.36.6 ip igmp snooping mrouter aging-time
IGMP query
0 "ip igmp
snooping mrouter vlan”
0( OFF) 10 1000000 no

ip igmp snooping mrouter aging-time <VALUE>
no ip igmp snooping mrouter aging-time
VALUE <0 10-1000000( )>

300( )
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CONFIG

(€)) 10
|(config)# ip igmp snooping mrouter aging-time 10

show ip igmp snooping configuration, show running-config

3.36.7 ip igmp snooping mrouter vlan

no
128
ip igmp snooping mrouter vlan <VID> port <PORTRANGE>
no ip igmp snooping mrouter vlan [ <VID> ]
VID VLAN 1D
PORTRANGE ( )

CONFIG

(¢H) 9 10 VLANID 10
|(config)# ip igmp snooping mrouter vlan 10 port 9,10

show ip igmp snooping configuration, show running-config

0 IGMP query

IGMP query
"ip igmp snooping mrouter filter"
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3.36.8 ip igmp snooping mrouter filter
IGMP query
IGMP query

ip igmp snooping mrouter filter port <PORTRANGE>
no ip igmp snooping mrouter filter port
PORTRANGE query (

CONFIG

(Y 9 10 IGMP query

no

|(config)# ip igmp snooping mrouter filter port 9,10

show ip igmp snooping configuration, show running-config

o "ip igmp snooping mrouter vlan"
snooping mrouter vlan” VLAN

3.36.9 ip igmp snooping group filter
IGMP report

ip igmp snooping group filter <GROUPADDR/MASK> port <PORTRANGE>

no ip igmp snooping group filter [ <GROUPADDR/MASK> 7]
GROUPADDR
MASK

PORTRANGE (
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CONFIG
@ 1 8 224.0.0.150
0 10 230.0.0.0/24

(config)# ip igmp snooping group filter 224.0.0.150/32 port 1-8
(config)# ip igmp snooping group filter 230.0.0.0/24 port 10

show ip igmp snooping configuration, show running-config

3.36.10 ip igmp snooping send report-leave disable
Report  Leave
no
Report  Leave

[ no ] ip igmp snooping send report-leave disable

no disable( )

CONFIG

(1) Report Leave

|(config)# ip igmp snooping send report-leave disable

show ip igmp snooping configuration, show running-config
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3.36.11 ip igmp snooping report-message-proxy enable
Report no
Query (Report )

[ no ] ip igmp snooping report-message-proxy enable
no enable( Report )
CONFIG

() Report
|(config)# ip igmp snooping report-message-proxy enable

show ip igmp snooping configuration, show running-config

o Report

Leave
0 "ip 1gmp snooping mrouter vlan"
"ip 1gmp snooping
unregistered-filter" 3.23.1 "egress-filtering umc"

3.36.12 ip igmp snooping leave-message-proxy enable
Leave no
Leave

[ no ] ip igmp snooping leave-message-proxy enable

no enable( Leave )
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CONFIG

D) Report
|(config)# ip igmp snooping leave-message-proxy enable

show ip igmp snooping configuration, show running-config

O ¢ >

( ) IGMP Snooping

0 "ip 1gmp snooping mrouter vlan"
"ip 1gmp snooping

unregistered-filter" 3.23.1 "egress-filtering umc"

3.36.13 ip igmp snhooping unregistered-filter
IGMP Snooping
no

[ no ] ip igmp snooping unregistered-filter port <PORTRANGE>
PORTRANGE ( )

CONFIG

@ 1
|(config)# ip igmp snooping unregistered-filter port 1

show running-config
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L

3.36.7 "ip igmp snooping mrouter vlan™

0 IGMP  Snooping

VLAN

0 3.28.8 "block-cpu-control™

L

» 224.0.0.0/24

3.36.14 ip igmp snooping unregistered-filter pf2-group

"ip igmp snooping unregistered-filter" 2
no "ip igmp snooping
unregistered-filter"
1
"ip igmp snooping unregistered-filter” 1GMP
Snooping VLAN

"ip igmp snooping unregistered-filter"
3.28.14 "show packet-filter2 reserved-group”

ip igmp snooping unregistered-filter pf2-group <GROUP>
no ip igmp snooping unregistered-filter pf2-group

GROUP
» Apresia3400/4348/5400/13000 <1-14>
» Apresia4328 <1-7>
( )
CONFIG
(&H) 7 ip igmp snooping unregistered-filter

|(config)# ip igmp snooping unregistered-filter pf2-group 7

show running-config, show packet-filter2 reserved-group
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‘[]’ 2 2

"ip 1gmp snooping unregistered-filter"
2

o 3.41 MMRP  3.42 MMRP-Plus 3.43 MMRP2 aware
2

3.36.15 clear ip igmp snooping cpu-counter
CPU 1GMP

clear ip igmp snooping cpu-counter
ENABLE

(1) ip igmp snooping cpu-counter
|# clear ip igmp snooping cpu-counter

show ip igmp snooping configuration, show running-config, show ip igmp shooping cpu-
counter

3.36.16 show ip igmp snooping cpu-counter
CPU IGMP 1GMP

show ip igmp snooping cpu-counter
VIEW, ENABLE

(1) CrPU IGMP
|# show ip igmp snooping cpu-counter
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active group count : 3
general query relay count : 535

Group Address query-relay report-recv report-send leave-recv leave-send

224.0.0.10 1234 1234 1234 568 568
224.0.0.11 1357 1357 1357 128 128
224.0.0.12 987 987 987 56 56
Other Group 0 0 0 0 0
active group count
general query relay count General Query
Group Address (1D)
Other Group (
"ip igmp snooping max-member"
)
query-relay Group-Specific Query
report-recv Report
report-send Report
leave-recv Leave
leave-send Leave

o CPU 1GMP

3.36.17 show ip igmp snooping configuration
IGMP Snooping

show ip igmp snooping configuration
VIEW, ENABLE

(1) IGMP Snooping

# show ip igmp snooping configuration
Group Membership Aging Time = 260(sec)
Group Membership Leave Time = 10(sec)
Router Port Aging Time = 300(sec)
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10

None
Enable
Disable
Disable

Router Port Filter
Immediate Leave Port

Send Report-Leave Message
Report Message Proxy

Leave Message Proxy

Group Filter
address port
224.1.1.1/32 1

Static Router Port
vlan port
1 26

Max Member Count
port count

1 1024

2 1024

-—( )---
50 1024

Group Membership Aging Time

Group Membership Leave Time

Router Port Aging Time

Router Port Filter

Immediate Leave Port

Send Report-Leave Port Report Leave

Report Message Proxy Report
Leave Message Proxy Leave
Group Filter Address

Static Router Port
Max Member Count

3.36.18 show ip igmp snooping status
IGMP Snooping

show ip igmp snooping status
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VIEW, ENABLE

(1) IGMP Snooping
# show ip igmp snooping status

active group count : 1

m:Member r:Router(dynamic) R:Router(static)

Port
1 67 1213 1819 24 25 32 33 40 41 48 49
Group Address  VID +----+ +-—-—4 +--—ot +oood oo + + e + +-
224.0.0.10 Imro.. ... R e e e e e -

(01:00:5e:00:00:0a)
active group count

Group Address (1D) MAC
IGMP report

Port

o IGMP  Snooping Router Port
Member Port  LAG( )

3.36.19 show tech-support igmp
1GMP 3-38
system-dump (

3-38 1GMP
show system
show version
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show ip igmp snooping status
show ip igmp snooping cpu-counter
show ip igmp groups

show ip igmp proxy interface

show ip igmp proxy groups

show tech-support igmp [ system-dump ]
system-dump

ENABLE

o L3 "show ip igmp snooping status™ ''show ip
igmp snooping cpu-counter™

0 system-dump
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3.37 IGMP
3.37.1ip igmp querier enable

IGMP no
IGMP Snooping
VLAN IGMP General Query
IP

[ no ] ip igmp querier enable

no enable( 1GMP )
CONFIG

(1) 16MP VLAN ID 1
() 16MP

(config)# ip igmp querier vlan add 1
(config)# ip igmp querier enable

show ip igmp querier configuration, show running-config

o PIM-SM 1P

o "ip igmp querier vlan” VLAN IP VLAN

0 IGMP report IGMP leave

3.37.2 ip igmp querier vlan
IGMP VLAN VLAN 256

ip igmp querier vlan add | remove <VLANRANGE>
add IGMP VLAN
remove IGMP VLAN
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VLANRANGE VLAN ID <1-4094> ( )

CONFIG

(1) IGMP VLAN ID 1
# configure terminal
(config)# ip igmp querier vlan add 1

show ip igmp querier configuration, show running-config

3.37.3 ip igmp querier query-interval
no

ip igmp querier query-interval <INTERVAL>
no ip igmp querier query-interval
INTERVAL <1-300( )>

125( )

CONFIG

@ 120
# configure terminal
(config)# ip igmp querier query-interval 120

show ip igmp querier configuration, show running-config
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3.37.4 ip igmp querier query-max-response-time
IGMP
no

ip igmp querier query-max-response-time <RESPONSETIME>
no ip igmp querier query-max-response-time
RESPONSET IME IGMP <1-25(C )>

10C )

CONFIG

(1) 16MP 8

# configure terminal
(config)# ip igmp querier query-max-response-time 8

show ip igmp querier configuration, show running-config

3.37.51p igmp querier query-timeout

VLAN
no
ip igmp querier query-timeout <TIMEOUT>
no ip igmp querier query-timeout
TIMEOUT <2-700C )>
( 255 )

= (query-interval * robustness) + (query-max-response-time / 2)

CONFIG
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¢y 8
# configure terminal
(config)# ip igmp querier query-timeout 8

show ip igmp querier configuration, show running-config

3.37.6 ip igmp querier robustness
Robustness Variable VLAN

( ) no

VLAN (query timeout)

ip igmp querier robustness <COUNT>
no ip igmp querier robustness

COUNT + 1 <2-7>
2
CONFIG
() 3

# configure terminal
(config)# ip igmp querier robustness 3

show ip igmp querier configuration, show running-config

3.37.7 show ip igmp querier configuration
1GMP

show ip igmp querier configuration
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VIEW, ENABLE

(1) 16VWP

# show ip igmp querier configuration
IGMP querier is enabled
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds

Enable Interface
vlan ip address
1 192.168.26.6
2 192.168.27.6
3 192.168.28.6
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3.38
3.38.1 logging buffered

no <PRIORITY>

logging buffered <PRIORITY>
no logging buffered

PRIORITY ( 3-39 )
3-39
emerg 0 Emergency
alert 1 Alert
crit 2 Critical
err 3 Error
warning 4 Warning
notice 5 Notice
info 6 Informational
info
CONFIG
D) notice
@)

(config)# logging buffered notice
(config)# no logging buffered

show running-config

0 "logging flash"

"logging flash"
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3.38.2 logging sram
SRAM
<PRIORITY> SRAM
SRAM
"logging flash"

logging sram <PRIORITY>
no logging sram

PRIORITY ( 3-39 )
info
CONFIG
) notice SRAM
¢)

(config)# logging sram notice
(config)# no logging sram

show running-config

0 "show logging sram" Apresia3400 Apresia5400
Apresial3000

3.38.3 logging console

logging console <PRIORITY>
no logging console
PRIORITY ( 3-39 )
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alert

CONFIG

D) err
)

(config)# logging console err
(config)# no logging console

show running-config

0 ( )

3.38.4 logging monitor
TELNET/SSH
no "terminal monitor"

logging monitor <PRIORITY>
no logging monitor
PRIORITY ( 3-39 )

CONFIG

() alert
@

(config)# logging monitor alert
(config)# no logging monitor

terminal monitor, show running-config
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3.38.5 logging ip

syslog no
<IPADDR> syslog IP <FACILITY> syslog
<PRIORITY>  syslog
<PRIORITY> syslog syslog
8 IP 2 IP
syslog

logging ip <IPADDR> <FACILITY> <PRIORITY>
no logging ip <IPADDR>

FACILITY ( 3-40 )
PRIORITY ( 3-39 )
IPADDR IP
3-40
local0 local use 0
locall local use 1
local2 local use 2
local3 local use 3
local4 local use 4
local5 local use 5
local6 local use 6
local7 local use 7
( )
CONFIG
() warning local0O syslog
192.168.1.5

&)

(config)# logging ip 192.168.1.5 local0 warning
(config)# no logging ip 192.168.1.5

show running-config
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3.38.6 logging source

IP no
IP (127.0.0.0 127.255.255.255) D(224.0.0.0
239.255.255.255) E(240.0.0.0 255.255.255.255) IP
logging source <IPADDR>
no logging source
IPADDR IP
( )

CONFIG

(€)) IP 192.168.1.5

@) IP

(config)# logging source 192.168.1.5
(config)# no logging source

show running-config

3.38.7 logging on
no

[ no ] logging on

CONFIG
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€))
&)

(config)# no logging on
(config)# logging on

show running-config

3.38.8 logging flash

3000

logging flash

CONFIG

€Y)

|(config)# logging flash

3.38.9 logging error-frame-received port disable
syslog
no
syslog 5

[ no ] logging error-frame-received port <PORTRANGE> disable
PORTRANGE ( )

no disable( syslog )

CONFIG
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(&D) 1 20 syslog

|(config)# logging error-frame-received port 1-20 disable

@) 1 20 syslog

|(config)# no logging error-frame-received port 1-20 disable

show running-config

3.38.10 logging hostname disable
Syslog 3.3.1 "hostname"
hostname no "show logging”

[ no ] logging hostname disable

no disable( hostname )

CONFIG

(1) hostname

|(config)# logging hostname disable

&)

|(config)# no logging hostname disable

hostname, show logging, show running-config

0 hostname 10

3.38.11 show logging
SRAM SRAM

3000
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show logging [ sram ] [ reverse ]
sram SRAM
reverse

VIEW, ENABLE

€))
)

> show logging

Date Log messages

Apr 21 21:10:57 <system:warning> Power up. Start logging.
)

> show logging reverse

Date Log messages

Jul 18 13:19:28 <cli:info> show logging reverse

)

0 3.56.1 "reboot™” "logging flash”

"reboot™ "logging flash"

3.38.12 clear logging
SRAM sram

clear logging [ sram ]

sram SRAM

ENABLE
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€))

|# clear logging

show logging
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3.39 MLD Snooping

0 MLD 3.47 AccessDefender 3.41 MMRP/3.42 MMRP-Plus/3.43 MMRP2
aware( 1) 3

3.39.1 ipv6 mld snooping enable

MLD Snooping no
( ) IPv6

( )
3.39.10 "ipv6 mld snooping unregistered-filter"

[ no ] ipv6 mld snooping enable
no enable( )
CONFIG

(1) MLD Snooping
|(config)# ipvé mld snooping enable

show ipv6 mld snooping configuration, show running-config

3.39.2 ipv6 mld snooping immediate-leave
no

Multicast Listener Done

ipv6 mld snooping immediate-leave port <PORTRANGE>
no ipv6 mld snooping immediate-leave
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PORTRANGE ( )

CONFIG

@) 18

|(config)# ipvé mld snooping immediate-leave port 1-8

show ipv6 mld snooping configuration, show running-config

3.39.3 1pv6 mld snooping max-member

no no

ipv6 mld snooping max-member <COUNT> port <PORTRANGE>
no ipv6 mld snooping max-member [ port <PORTRANGE> ]
COUNT <1-255>

PORTRANGE (

255( )

CONFIG

€Y 1 8 10

|(config)# ipv6 mld snooping max-member 10 port 1-8

show ipv6 mld snooping configuration, show running-config
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3.39.4 ipv6 mld snooping member aging-time
Multicast Listener Report
10 1000000

no

ipv6 mld snooping member aging-time <VALUE>
no ipv6 mld snooping member aging-time
VALUE <10-1000000( )>

260( )

CONFIG

@ 10

|(config)# ipv6 mld snooping member aging-time 10

show ipv6 mld snooping configuration, show running-config

3.39.5 ipv6 mld snooping member leave-time

Listener Multicast Listener Done
Multicast Listener Done
( )
no
ipv6 mld snooping member leave-time <SECONDS>
no ipv6 mld snooping member leave-time
SECONDS <1-30( )>

10C )

CONFIG
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) 5

|(config)# ipvé mld snooping member leave-time 5

show ipv6 mld snooping configuration, show running-config

3.39.6 ipv6 mld snooping mrouter aging-time
Multicast Listener Query
"ipv6 mld snooping

mrouter vlan"
no

ipv6 mld snooping mrouter aging-time <VALUE>
no ipv6 mld snooping mrouter aging-time
VALUE <10-1000000( )>

300( )

CONFIG

@ 10
|(config)# ipv6 mld snooping mrouter aging-time 10

show ipv6 mld snooping configuration, show running-config

3.39.7 ipv6 mld snooping mrouter vlan
VLAN no
no <VID> VLAN

<VID> VLAN

ipv6 mld snooping mrouter vlan <VID> port <PORTRANGE>
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no ipv6 mld snooping mrouter vlan [ <VID> ]

VID VLAN ID <1-4094>
PORTRANGE ( )
( )
CONFIG
[€)) 9 10 VLAN ID 10

|(config)# ipvé mld snooping mrouter vlan 10 port 9,10

show ipv6 mld snooping configuration, show running-config

3.39.8 ipv6 mld snooping mrouter filter
Multicast Listener Query
Multicast Listener Query
no

ipv6 mld snooping mrouter filter port <PORTRANGE>
no ipv6 mld snooping mrouter filter port
PORTRANGE query ( )

CONFIG

() 9 10 Multicast Listener Query

|(config)# ipv6 mld snooping mrouter filter port 9,10

show ipv6 mld snooping configuration, show running-config
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3.39.9 ipv6 mld snooping group filter
Multicast Listener Report

( 8 ) no

no

ipvé mld snooping group filter <GROUP/PREFIX> port <PORTRANGE>
no ipv6 mld snooping mrouter filter port

GROUP
PREFIX
PORTRANGE ( )
( )
CONFIG
€)) 1 8 f02::1/128
@) 12 f12::1111:1111/96

(config)# ipv6 mld snooping group filter ff02::1/128 port 1-8
(config)# ipv6 mld snooping group filter ff12::1111:1111/96 port 12

show ipv6 mld snooping configuration, show running-config

3.39.10 ipv6 mld snooping unregistered-filter
MLD Snooping
no

[ no ] ipv6 mld snooping unregistered-filter port <PORTRANGE>
PORTRANGE ( )
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CONFIG

(€D) 1 IPv6
|(config)# ipvé mld snooping unregistered-filter port 1

show running-config

0 MLD Snooping

VLAN

0 3.28.8 "block-cpu-control™

0

* FF02::/111
o FF02::1:FFXX:XXXX/104
* FF05::/111

3.39.11 ipv6 mld snooping unregistered-filter pf2-group

"ipv6 mld snooping unregistered-filter" 2
" "ipv6 mld snooping
unregistered-filter"
1
“ipv6 mld snooping unregistered-filter" LD
Snooping VLAN

"ipv6 mld snooping unregistered-filter"
3.28.14 "show packet-filter2 reserved-group"

ipv6 mld snooping unregistered-filter pf2-group <GROUP>
no ipvé mld snooping unregistered-filter pf2-group

GROUP
» Apresia3400/4348/5400/13000 <1-14>

* Apresia4328 <1-7>
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CONFIG

() 7 1pv6 mld snooping unregistered-filter

|(config)# ipvé mld snooping unregistered-filter pf2-group 7

show running-config, show packet-filter2 reserved-group

0 2 2

"ipv6 mld snooping unregistered-
filter” 2

o 3.41 MMRP  3.42 MMRP-Plus 3.43 MMRP2 aware
2

3.39.12 show ipv6 mld snooping configuration
MLD Snhooping

show ipv6 mld snooping configuration
VIEW, ENABLE

(1) MLD Snooping
# show ipv6 mld snooping configuration

Group Membership Aging Time = 260(sec)
Group Membership Leave Time = 10(sec)

Router Port Aging Time = 300(sec)
Router Port Filter = None
Immediate Leave Port = None
Group Filter = None
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Max Member Count
port count

1 255

2 255

-——( )---
50 255

Group Membership Aging Time
Group Membership Leave Time
Router Port Aging Time
Router Port Filter
Immediate Leave Port

Group Filter

Static Router Port

Max Member Count

3.39.13 show ipv6 mld snooping status
MLD Snooping

show ipv6 mld snooping status

VIEW, ENABLE

(1) MLD Snooping

# show ipv6 mld snooping status

active group count : 0

m:Member r:Router(dynamic) R:Router(static)

Group Address -----

#

Port 1 89 16 17 24 25 32 33
S —— + o + oo S S
R 1

active group count
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Group Address
MAC
Port
r
R
m
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3.40 DHCP

DHCP DHCP IP
DHCP IP 2048
3.40.1 dhcp policy
DHCP
no DHCP DHCP
IP DHCP
DHCP DHCP
[ no ] dhcp policy <POLICY_NAME>
POLICY_NAME <1-16(  )>
. 128
* ASCII [?]
° [l l]
( )
CONFIG
@ POLICY1
> enable

# configure terminal

(config-dhcp)#

(config)# dhcp policy POLICY1

0 POLICY1

> enable
# configure terminal

(config)#

(config)# no dhcp policy POLICY1

show dhcp policy, show running-config
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o "dhcp policy enable”

0 DHCP
O

3.40.2 dhcp policy enable

[ no ] dhcp policy enable <POLICY_NAME>
POLICY_NAME DHCP

no enable( )
CONFIG

D POLICY1
@) POLICY1

no

"range

> enable

# configure terminal

(config)# dhcp policy enable POLICY1
(config)# no dhcp policy enable POLICY1

show dhcp policy, show running-config

0 "network™

3.40.3 dhcp server enable
DHCP

[ no ] dhcp server enable
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no enable( )

CONFIG

(1) DHCP

(2) DHCP

> enable

# configure terminal

(config)# dhcp server enable
(config)# no dhcp server enable

show running-config

0 3.47.42 "dhcp-snooping mode mac-authentication™
3.40.4 dhcp server restart

DHCP DHCP DHCP

dhcp server restart

CONFIG

(1) DHCP
> enable
# configure terminal
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|(config)# dhcp server restart

show logging

3.40.5 dhcp server address-check arp
DHCP DHCP  Discover IP
ARP
1CMP no

[ no ] dhcp server address-check arp

( 1CVP)

CONFIG

@ 1p ARP

> enable
# configure terminal
(config)# dhcp server address-check arp

show running-config

3.40.6 dhcp port max-lease-num

no

1 256

dhcp port max-lease-num <PORTNO> <MAX-LEASE>
no dhcp port max-lease-num <PORTNO>

PORTNO

MAX-LEASE <1-256>
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CONFIG

@) 1 30

> enable
# configure terminal
(config)# dhcp port max-lease-num 1 30

show running-config

3.40.7 clear dhcp leases

DHCP
clear dhcp leases
ENABLE
@ DHCP
> enable
# clear dhcp leases
show dhcp current
3.40.8 network
DHCP IP
no DHCP DHCP
1P DHCP

[ no ] network <NETADDR> <NETMASK>
[ no ] network <NETADDR/MASK>
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NETADDR

NETMASK
MASK ( )
( )

DHCP
(1) DHcP POLICY1
) 192.168.0.0 255.255.255.0
(©))
(4) DHcP POLICY1

> enable

# configure terminal

(config)# dhcp policy POLICY1

(config-dhcp)# network 192.168.0.0 255.255.255.0
(config-dhcp)# no network 192.168.0.0 255.255.255.0
(config-dhcp)# exit

(config)#

show dhcp policy, show running-config

"dhcp policy enable™

o DHCP DHCP 1P

» DHCP IP

3.40.9 range
DHCP 3
no

range <RANGE_ID> <LOW_ADDR> <HIGH_ADDR>

342/705



no range <RANGE_ID>

RANGE_ID ID <1-3>

LOW_ADDR

HIGH_ADDR

( )

DHCP
(1) DHCP POLICY1
() 192.168.0.1 192.168.0.9 ID
3) 192.168.1.1 192.168.1.9 ID
%) ID 1
(5) DHCP POLICY1

> enable

# configure terminal
(config)# dhcp policy POLICY1

(config-dhcp)# no range 1
(config-dhcp)# exit
(config)#

(config-dhcp)# range 1 192.168.0.1 192.168.0.9
(config-dhcp)# range 2 192.168.1.1 192.168.1.9

show dhcp policy, show running-config

0 "static entry"
(1) I

3.40.10 domain-name
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domain-name <DOMAIN_NAME>
no domain-name

DOMAIN_NAME <1-255( )>
* ASCII 1071
( )

DHCP
(1) DHCP POLICY1
) apresia.jp
©)
(4) DHCP POLICY1

> enable

# configure terminal

(config)# dhcp policy POLICY1
(config-dhcp)# domain-name apresia.jp
(config-dhcp)# no domain-name
(config-dhcp)# exit

(config)#

show dhcp policy, show running-config

3.40.11 dns-server

DNS 3
no

[ no ] dns-server <IPADDR1> [ <IPADDR2> [ <IPADDR3> ] ]

IPADDRL 1 DNS
IPADDR2 2 DNS
IPADDR3 3 DNS

( )
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DHCP

(1) DHCP POLICY1
(2) DNS 192.168.0.1 192.168.0.2
(3) DNS 192.168.0.1
(4) DHCP POLICY1
> enable

# configure terminal

(config)# dhcp policy POLICY1

(config-dhcp)# dns-server 192.168.0.1 192.168.0.2
(config-dhcp)# no dns-server 192.168.0.1
(config-dhcp)# exit

(config)#

show dhcp policy, show running-config

3.40.12 wins-server
WINS 3
no

[ no ] wins-server <IPADDR1> [ <IPADDR2> [ <IPADDR3> ] ]

I1PADDR1 1 WINS

IPADDR2 2 WINS

IPADDR3 3 WINS

( )

DHCP
(1) DHCP POLICY1
(2) WINS 192.168.0.1 192.168.0.2
(3) WINS 192.168.0.1
(4) DHCP POLICY1

> enable

# configure terminal
(config)# dhcp policy POLICY1
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(config-dhcp)# wins-server 192.168.0.1 192.168.0.2
(config-dhcp)# no wins-server 192.168.0.1
(config-dhcp)# exit

(config)#

show dhcp policy, show running-config

3.40.13 router

no

[ no ] router <IPADDR1> [ <IPADDR2> [ <IPADDR3> ] ]

IPADDR1 1

IPADDR2

IPADDR3

( )

DHCP
(1) DHCP POLICY1
(@) 192.168.0.1 192.168.0.2
(©)) 192.168.0.1
(4) DHCP POLICY1

> enable

# configure terminal

(config)# dhcp policy POLICY1

(config-dhcp)# router 192.168.0.1 192.168.0.2
(config-dhcp)# no router 192.168.0.1
(config-dhcp)# exit

(config)#

show dhcp policy, show running-config
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3.40.14 lease

no
lease <LEASE_TIME>
no lease
LEASE_TIME <1-604800( )>
604800( )
DHCP
(1) DHCP POLICY1
2 604800
(€)
(4) DHCP POLICY1
> enable
# configure terminal
(config)# dhcp policy POLICY1
(config-dhcp)# lease 604800
(config-dhcp)# no lease
(config-dhcp)# exit
(config)#
show dhcp policy, show running-config
3.40.15 renewing
renewing( ) (
no
renewing <RENEW_TIME>
no renewing
RENEW_TIME <1-604800( )>
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DHCP

(1) DHCP POLICY1
@) 604800
A

(4) DHCP POLICY1

# configure terminal

(config)# dhcp policy POLICY1
(config-dhcp)# renewing 604800
(config-dhcp)# no renewing
(config-dhcp)# exit

(config)#

show dhcp policy, show running-config

3.40.16 rebinding

rebinding(IP
no

rebinding <REBIN_TIME>
no rebinding

REBIN_TIME IP

( )

DHCP
(1) DHCP POLICY1
@ 604800
©)
(4) DHCP POLICY1

)

<1-604800( )>

# configure terminal
(config)# dhcp policy POLICY1
(config-dhcp)# rebinding 604800
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(config-dhcp)# no rebinding
(config-dhcp)# exit
(config)#

show dhcp policy, show running-config

3.40.17 logs

[ no ] logs <IPADDR1> [ <IPADDR2> [ <IPADDR3> ] ]

IPADDR1 1

IPADDR2 2

IPADDR3 3

( )

DHCP
(1) DHCP POLICY1
@) 192.168.0.1 192.168.0.2
3) 192.168.0.1
(4) DHCP POLICY1

> enable

# configure terminal

(config)# dhcp policy POLICY1
(config-dhcp)# logs 192.168.0.1 192.168.0.2
(config-dhcp)# no logs 192.168.0.1
(config-dhcp)# exit

(config)#

show dhcp policy, show running-config
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3.40.18 merit

no

merit <PATH_NAME>
no merit
PATH_NAME <1-255( )>
* ASCII ["1[7]

DHCP

(1) DHCP POLICY1
(2) merit /tmp

(3) merit

(4) DHCP POLICY1

> enable

# configure terminal
(config)# dhcp policy POLICY1
(config-dhcp)# merit /tmp
(config-dhcp)# no merit
(config-dhcp)# exit

(config)#

show dhcp policy, show running-config

3.40.19 next-server

no

next-server <IPADDR>
no next-server
1PADDR IP
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DHCP
(1) DHCP POLICY1
(2) next-server 192.168.0.1
(3) next-server
(4) DHCP POLICY1
> enable

# configure terminal

(config)# dhcp policy POLICY1
(config-dhcp)# next-server 192.168.0.1
(config-dhcp)# no next-server
(config-dhcp)# exit

(config)#

show dhcp policy, show running-config

3.40.20 root-path

root-path <PATH_NAME>
no root-path

PATH_NAME <1-255( )>
« ASCII 1071
( )
DHCP
(1) DHCP POLICY1
(2) root-path /tmp
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(3) root-path
(4) DHCP POLICY1

> enable

# configure terminal
(config)# dhcp policy POLICY1
(config-dhcp)# root-path /tmp
(config-dhcp)# no root-path
(config-dhcp)# exit

(config)#

show dhcp policy, show running-config

3.40.21 ntp-server
NTP IP NTP
"ntp-server"” NTP

NTP no

[ no ] ntp-server <NTP_SERVER1> [ <NTP_SERVER2> [ <NTP_SERVER3> ] ]

NTP_SERVER1 1 NTP
NTP_SERVER2 2 NTP
NTP_SERVER3 3 NTP
( )
DHCP
(1) DHCP POLICY1
(2) NTP 133.141.5.5 10.74.8.1
(3) 10.74.8.1
(4) DHCP POLICY1
> enable

# configure terminal

(config)# dhcp policy POLICY1

(config-dhcp)# ntp-server 133.141.5.5 10.74.8.1
(config-dhcp)# no ntp-server 10.74.8.1
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(config-dhcp)# exit
(config)#

show dhcp policy, show running-config

3.40.22 static-entry
1P MAC 1P
2048 no

static-entry <IPADDR> <MACADDR>
no static-entry <IPADDR>

IPADDR IP
MACADDR MAC
( )
DHCP
(1) DHCP POLICY1
(2) static-entry MAC 00:40:66:00:00:01 IP 192.168.0.1

(3) static-entry
(4) DHCP POLICY1

> enable

# configure terminal

(config)# dhcp policy POLICY1

(config-dhcp)# static-entry 192.168.0.1 00:40:66:00:00:01
(config-dhcp)# no static-entry 192.168.0.1

(config-dhcp)# exit

(config)#

show dhcp policy, show running-config

0 "range"
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‘[]’ MAC

3.40.23 show dhcp current
DHCP IP 2048 all
active

show dhcp current [ all | <POLICY_NAME> ]
all
POLICY_NAME DHCP <1-16( )>
» ASCII

* [1]
VIEW, ENABLE

(1) DHCP IP

> enable

# show dhcp current all

Pool: 2 Active: 0

IP Address MAC Address State Type Lease Expiration Port
192.168.20.242 free dynamic -
192.168.20.243 free dynamic -

pool
Active
IP Address 1P
MAC Address MAC
State
active
free
abandon
Type
dynamic
static
Lease Expiration
Port
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0 3.46 NA DHCP

user/mac-base
"show dhcp current”™ Port

0 "static-entry" IP

free

3.40.24 show dhcp policy
DHCP

show dhcp policy <POLICY_NAME> | all
POLICY_NAME DHCP
e ASCII

* ']

VIEW, ENABLE

DHCP

<1-16(

)>

NA

DHCP

1P

user-hase

(1) DHCP test
> enable
# show dhcp policy test
Policy Name : test

Status . disable
Subnet : 192.168.0.0
Netmask 1 255.255.255.0
Range : 192.168.0.1 192.168.0.9
Domain Name : apresia.jp
DNS Server : 192.168.0.1 192.168.0.2
Router : 192.168.0.5 192.168.0.6
Lease time : 604800
WINS server : 192.168.0.3 192.168.0.4
Merit : /tmp
Root path : /boot
Static entry : 192.168.0.100 00:40:66:00:00:01
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3.41 MVMRP

MMRP(Multi Master Ring Protocol) Apresia

0 MMRP 3.42 MMRP-Plus 3.43 MMRP2 aware

0 MMRP  MMRP-Plus
o MMRP LAG(

0 MMRP 3.47 AccessDefender

0 MMRP  STP

0 Apresial3000-48X
MMRP

3.41.1 mmrp switch hello-interval

no

mmrp switch hello-interval <INTERVAL>
no mmrp switch hello-interval

INTERVAL MMRP
. 1 10
« 1 100

3.39 MLD

Apresial3000-48X

MMRP

ethertype 0x8820

(port 1 24 50

MMRP
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RSTP  MSTP

<1(100

MMRP

port 25 49)

)-10(1000

)>



1( 100 )

CONFIG

(1) MMRP 500

> enable

# configure terminal

(config)# mmrp switch hello-interval 5

show mmrp configuration, show running-config

o MMRP MVMRP

3.41.2 mmrp group
MMRP no
MMRP 2
MMRP
MMRP

mmrp group <GROUP> [ <NUMBER> ]
no mmrp group

GROUP MMRP

e Apresia4328 <1-7>

» Apresia3400/4348/5400/13000 <1-14>
NUMBER

o Apresiab5412 /13000-246X <1>

» Apresia3424/4300 /5428GT/13000-48X <1-2>

Apresia3448 <1-3>

1( 1 ) Apresia3400/4328/5400 /13000-24GX
2( 1 2 ) Apresia4348 /13000-48X
CONFIG
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(1) MMRP 10 11
(2) MVRP

> enable

# configure terminal
(config)# mmrp group 10 2
(config)# no mmrp group

show mmrp configuration, show running-config, assign

o 3-19 2
MMRP ('mmrp enable™)
o MMRP 3.43 MMRP2 aware
O :
Apresia3400/4300/5400/13000-48X Apresial3000-24GX 2
1 25 28
26 50 -
51 52 -
( ) 1
. ( ) 1 2
. ( ) 1
* MMRP 1
MMRP
3.41.3 mmrp enable
MMRP no
MMRP 2 "mmrp group"
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"mmrp group”
MMRP-Plus

MMRP
(1) 3.41.5 mmrp ring master master-port slave-port
(2) 3.41.8 mmrp ring aware port
(3) 3.41.9 mmrp ring divided-master master-port
(4) 3.41.15 mmrp ring divided-shadow slave-port

[ no ] mmrp enable

no enable( )

CONFIG

(1) MMRP
(2) MVRP

> enable

# configure terminal
(config)# mmrp enable
(config)# no mmrp enable

show mmrp status, show running-config, assign

o IP 86 MMRP

MMRP
IP
» Apresia3400/4348/5400/13000 86
» Apresia4328 43
3-19 3-20 "mmrp group"

3.41.4no mmrp ring
MMRP
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no mmrp ring <NAME>
NAME MMRP <1-32( )>

CONFIG

(1) ringol

> enable
# configure terminal
(config)# no mmrp ring ring0l1

show mmrp configuration, show running-config

3.41.5mmrp ring master master-port slave-port

LAG( )
LAG

mmrp ring <NAME> master master-port <PORT1> slave-port <PORT2>
mmrp ring <NAME> master master-lag <LAGl> slave-lag <LAG2>
no mmrp ring <NAME>

NAME MMRP <1-32( >
PORT1
PORT2
LAG1 LAG ID
LAG2 LAG ID
( )
CONFIG
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3.8



D) ring01 25 26

0 ringol 25 LAG ID 1 LAG 1D

> enable

# configure terminal

(config)# mmrp ring ring01 master master-port 25 slave-port 26
(config)# no mmrp ring ring01

(config)# mmrp ring ring0l master master-port 25 slave-lag 1

show mmrp configuration, show mmrp configuration ring, show running-config

0 MMRP

o LAG LAG
o »

LAG "no mmrp ring

o Apresial3000-48X LAG XENPAK ( 49 50)

3.41.6 mmrp ring master master-vid

MMRP VLAN ID
no
mmrp ring <NAME> master master-vid <VID>
no mmrp ring <NAME> master master-vid
NAME MMRP <1-32( )>
VID MMRP VLAN 1D <1-4094>
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( untag)

CONFIG
D) ring01 MMRP
VLAN ID 100
> enable

# configure terminal

(config)# mmrp ring ring01 master master-vid 100

show mmrp configuration, show mmrp configuration ring, show running-config

3.41.7 mmrp ring master slave-vid

no

mmrp ring <NAME> master slave-vid <VID>
no mmrp ring <NAME> master slave-vid

NAME MMRP <1-32(
VID
4094>
( untag)
CONFIG
() ring01
VLAN ID 100

MMRP

)>
MMRP

VLAN

1D

VLAN

MMRP

ID <1-

# configure terminal

(config)# mmrp ring ring0l master slave-vid 100

show mmrp configuration, show mmrp configuration ring, show running-config

362/705




3.41.8 mmrp ring aware port

LAG(
no

3.8

mmrp ring <NAME> aware port <PORT> port <PORT>
mmrp ring <NAME> aware lag <LAG> lag <LAG>
mmrp ring <NAME> aware lag <LAG> port <PORT>

no mmrp ring <NAME>

NAME MMRP <1-32( )>
PORT MMRP
LAG MMRP LAG ID
( )
CONFIG
() 41 48 ring01
> enable

# configure terminal

(config)# mmrp ring ring0l aware port 41 port 48

show mmrp configuration, show mmrp configuration ring, show running-config, switchport

mode, switchport trunk

VLAN

LAG

(

(3.11.6 "switchport trunk™)

LAG

VLAN
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'no mmrp

"switchport trunk native <VID>"

VLAN

)



0 MMRP untag/native VLAN VLAN ID
0 Apresial3000-48X LAG XENPAK ( 49 50)
3.41.9mmrp ring divided-master master-port
LAG( )
no
mmrp ring <NAME> divided-master master-port <PORT>
mmrp ring <NAME> divided-master master-lag <LAG>
no mmrp ring <NAME>
NAME MMRP <1-32( )>
PORT
LAG LAG ID
( )
CONFIG
(Y 25 ring01
> enable
# configure terminal
(config)# mmrp ring ring0l divided-master master-port 25
show mmrp configuration, show mmrp configuration ring, show running-config
0 Apresial3000-48X LAG XENPAK ( 49 50)
3.41.10 mmrp ring divided-master master-vid
MMRP VLAN ID

no
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mmrp ring <NAME> divided-master master-vid <VID>
no mmrp ring <NAME> divided-master master-vid

NAME MMRP <1-32( )>
VID MMRP VLAN ID <1-4094>
(untag)
CONFIG
D) ring01 MMRP
VLAN ID 100
> enable

# configure terminal

(config)# mmrp ring ring0l divided-master master-vid 100

show mmrp configuration, show mmrp configuration ring, show running-config

3.41.11 mmrp ring divided-master uplink-forcedown-method

MMRP

mmrp ring <NAME> divided-master uplink-forcedown-method an-restart | phy-stop

no mmrp ring <NAME> divided-master uplink-forcedown-method

NAME MMRP <1-32( )>
an-restart (3.7.4 "auto-negotiation™)
phy-stop
( )
CONFIG
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D) ring01 phy-stop

> enable
# configure terminal
(config)# mmrp ring ring01 divided-master uplink-forcedown-method phy-stop

show mmrp configuration, show running-config

0 MMRP

MAC
0 (""auto-negotiation'™) MAC
o XENPAK (""auto-negotiation™)

3.41.12 mmrp ring divided-master uplink-forcedown-time

no

mmrp ring <NAME> divided-master uplink-forcedown-time <TIME>
no mmrp ring <NAME> divided-master uplink-forcedown-time

NAME MMRP <1-32(  )>
TIME <1(100 )-30(3000 )>
. 1 30
.1 100
5(500 )
CONFIG

366/705



D) ring01 1000

> enable
# configure terminal
(config)# mmrp ring ring0l divided-master uplink-forcedown-time 10

show mmrp configuration ring, show running-config

o "

3.41.13 mmrp ring divided-master uplink-port
MMRP Forwarding

no

mmrp ring <NAME> divided-master uplink-port <PORTRANGE>
no mmrp ring <NAME> divided-master uplink-port

NAME MMRP <1-32( )>
PORTRANGE (
( )
CONFIG
() ring01 15
> enable

# configure terminal
(config)# mmrp ring ring0l divided-master uplink-port 1-5

show mmrp configuration, show running-config

L
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« LACP (3.8 )
. 3.17 (STP/RSTP/NSTP)

3.41.14 mmrp ring divided-master uplink-up-wait

no

mmrp ring <NAME> divided-master uplink-up-wait <TIME>
no mmrp ring <NAME> divided-master uplink-up-wait

NAME MMRP <1-32( )>
TIME <1(100 )-50(5000 )>
. 1 50
« 1 100
30(3000 )
CONFIG
(€H) 1000
> enable

# configure terminal
(config)# mmrp ring ring0l divided-master uplink-up-wait 10

show mmrp configuration ring, show running-config

L

MMRP /

3.41.15mmrp ring divided-shadow slave-port

LAG( )
no

mmrp ring <NAME> divided-shadow slave-port <PORT>
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mmrp ring <NAME> divided-shadow slave-lag <LAG>
no mmrp ring <NAME>

NAME MMRP <1-32( )>
PORT
LAG LAG ID
( )
CONFIG
() 26 ring01
> enable

# configure terminal
(config)# mmrp ring ring0l divided-shadow slave-port 26

show mmrp configuration, show mmrp configuration ring, show running-config

o LAG LAG
o »

LAG 'no mmrp ring"

o Apresial3000-48X LAG XENPAK ( 49 50)

3.41.16 mmrp ring divided-shadow slave-vid
MMRP VLAN ID
no

mmrp ring <NAME> divided-shadow slave-vid <VID>
no mmrp ring <NAME> divided-shadow slave-vid
NAME MMRP <1-32( )>
VID MMRP VLAN ID <1-4094>
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( untag)

CONFIG

) ringol MMRP VLAN ID 100

> enable
# configure terminal
(config)# mmrp ring ring0l divided-shadow slave-vid 100

show mmrp configuration, show mmrp configuration ring, show running-config

3.41.17 mmrp ring divided-shadow uplink-forcedown-method
MMRP

no

mmrp ring <NAME> divided-shadow uplink-forcedown-method an-restart | phy-stop
no mmrp ring <NAME> divided-shadow uplink-forcedown-method

NAME MMRP <1-32( )>
an-restart (3.7.4 "auto-negotiation™)
phy-stop
( )
CONFIG
D) ring01 ("auto-negotiation'™)
> enable

# configure terminal
(config)# mmrp ring ring0l divided-shadow uplink-forcedown-method an-restart
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show mmrp configuration ring, show running-config

0 MMRP

MAC
0 (""auto-negotiation'™) MAC
0 XENPAK (""auto-negotiation™)

3.41.18 mmrp ring divided-shadow uplink-forcedown-time

no

mmrp ring <NAME> divided-master uplink-forcedown-time <TIME>
no mmrp ring <NAME> divided-master uplink-forcedown-time

NAME MMRP <1-32( )>
TIME <1(100 )-30(3000 )>
. 1 30
« 1 100
5(500 )
CONFIG
D) ring01 1000
> enable

# configure terminal
(config)# mmrp ring ring0l divided-shadow uplink-forcedown-time 10
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show mmrp configuration ring, show running-config

‘I]’ MAC

3.41.19 mmrp ring divided-shadow uplink-port

no
mmrp ring <NAME> divided-shadow uplink-port <PORTRANGE>
no mmrp ring <NAME> divided-shadow uplink-port
NAME MMRP <1-32( )>
PORTRANGE (
( )
CONFIG
() ring01 1 5
> enable

# configure terminal
(config)# mmrp ring ring0l1 divided-shadow uplink-port 1-5

show mmrp configuration ring, show running-config

0

« LACP (3.8 )
. 3.17 (STP/RSTP/NSTP)

3.41.20 mmrp ring divided-shadow uplink-up-wait
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no

mmrp ring <NAME> divided-shadow uplink-up-wait <TIME>
no mmrp ring <NAME> divided-shadow uplink-up-wait
NAME MMRP <1-32( )>

TIME <1(100 )-50(5000

. 1 50
« 1 100

30(3000 )

CONFIG

@

)>

1000

> enable
# configure terminal
(config)# mmrp ring ring0l divided-shadow uplink-up-wait 10

show mmrp configuration ring, show running-config

L

MMRP /

3.41.21 mmrp ring fdb-flush-timer
MMRP MAC MAC
no

mmrp ring <NAME> fdb-flush-timer <TIME>
no mmrp ring <NAME> fdb-flush-timer
NAME MMRP <1-32( )>
TIME MAC
0

5C )

373/705

<0-10( )>




CONFIG

(1) FDB 1

> enable
# configure terminal
(config)# mmrp ring ring01 fdb-flush-timer 1

show mmrp configuration ring, show running-config

0 L3 MMRP "mmrp ring fdb-flush-timer"
( ARP )

3.41.22 mmrp ring listening-timer
MMRP Listening
no

mmrp ring <NAME> listening-timer <TIME>
no mmrp ring <NAME> listening-timer

NAME MMRP <1-32( )>

TIME <1-1000000( )>
3C )
CONFIG
D) ring0l  MMRP

> enable

# configure terminal
(config)# mmrp ring ring0l listening-timer 30

show mmrp configuration ring, show running-config
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3.41.23 mmrp ring bidirectional-check disable
no

MMRP

mmrp ring <NAME> bidirectional-check disable
no mmrp ring <NAME> bidirectional-check disable

NAME MVRP <1-32(  )>
no disable( )
CONFIG
() ring01

> enable

# configure terminal
(config)# mmrp ring ring0l1 bidirectional-check disable

show mmrp configuration ring, show running-config

3.41.24 mmrp ring bidirectional-check error-disabled-timer

mmrp ring <NAME> bidirectional-check error-disabled-timer <TIME>
no mmrp ring <NAME> bidirectional-check error-disabled-timer
NAME MMRP <1-32( )>
TIME <3-1000000( )>
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10C )

CONFIG

D) ring01 5

> enable
# configure terminal
(config)# mmrp ring ring0l bidirectional-check error-disabled-timer 5

show mmrp configuration ring, show running-config

3.41.25mmrp ring bidirectional-check revertive-timer
Forwarding
no

Blocking

mmrp ring <NAME> bidirectional-check revertive-timer <TIME>
no mmrp ring <NAME> bidirectional-check revertive-timer

NAME MMRP <1-32( )>
TIME <3-1000000( )>
( )
CONFIG
(D) ring01 5
> enable

# configure terminal
(config)# mmrp ring ring0l1 bidirectional-check revertive-timer 5

show mmrp configuration ring, show running-config
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3.41.26 show mmrp status
MMRP

show mmrp status

VIEW, ENABLE

(1) MMRP

> show mmrp status

R.M.: Ring Master, R.A.: Ring Aware, D.M.: Divided Master, S.M.: Shadow Master
Pt. Link MMRP MMRP Connection Ring name

/Lag Status Port Mode Port Status Status

1 100M/F D.M. Master Forwarding Normal ring01

2 100M/F R.M. Master Forwarding Normal ring02

3 100M/F  S.M. Slave Blocking Normal ring03

4 100M/F R.M. Slave Blocking Normal ringl6

5 100M/F D.M. Master Forwarding Normal ring05
L1 100M/F R.M. Master Forwarding Normal ring04
L 2 100M/F R.M. Slave Blocking Normal ringo4
Pt./Lag LAG( ) ID
Link Status
MMRP Port Mode MMRP MMRP

R_M.

R.A.

D._M.

S_M.

Master

Slave

Default
MMRP Port Status MMRP MMRP

Down

Listening

Listening
MMRP
Forwarding Forwarding
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Blocking

R.M. S.M.

Disabled(V)
Disabled(D)

Connection Status
Normal
Broken

Abnormal MMRP

Loop Detect

Ring name MMRP
11

3.41.27 show mmrp status port
MMRP
LAG( )

show mmrp status port <PORTRANGE>

show mmrp status lag <LAG>
PORTRANGE (
LAG LAG ID

VIEW, ENABLE

@ 1 MMRP

Blocking

3.8

MMRP

10

> show mmrp status port 1

Port 1
Ring Name : ringOl
Type : Ring Master Master Port
Status - Forwarding
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Connection: Normal

HelloA 0 3473
HelloB 3470 0
Hel loF 19 -
FDB Flush 0
Link Down 0
Link Up 1
Blocking 1

Port
Lag LAG ID
Ring Name MMRP
Type MMRP MMRP
Status MMRP MMRP
Connection
Frame Type MMRP
Hel loA MMRP
HelloB MMRP
HelloF MMRP

FDB Flush MAC
Link Down

Link Up

Blocking

Receive Frame Count
Transmit Frame Count

3.41.28 show mmrp configuration
MMRP

show mmrp configuration

VIEW, ENABLE
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(1) MMRP

> show mmrp configuration
MMRP Switch Configuration:

Status : Enable
Group t 12
Hello time - 100ms

MMRP Ring Configuration:
R.M.: Ring Master, R.A.: Ring Aware, D.M.: Divided Master, S.M.: Shadow Master

node240 R.M. 25 1 Master 26 1 Slave

ring01 R.M. L1 ---- Master L24 ---- Slave
Hello time MMRP
Ring name MMRP
11 10

Mode MMRP

Pt. LAG( ) ID
VLAN MMRP VLAN 1D

Type MMRP

3.41.29 show mmrp configuration ring

MMRP

show mmrp configuration ring <NAME>

NAME MMRP <1-32(  )>

VIEW, ENABLE

€y
&)

ring0l  MMRP
ring02  MMRP

> show mmrp configuration ring ring0l
Ring name: ring0l

Type . Ring Master
Master port -1
VLAN 1D I untag
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Slave port 113
VLAN 1D I untag
Listening Time: 3s
FDB Flush Time: 5s
Bidirectional Check : Enable
Failure Time : bs
Revertive Time : 5s
> show mmrp configuration ring ring02
Ring name: ring02
Type : Ring Aware
Aware Port 1 : 25
Aware Port 2 : 26
Listening Time: 3s
FDB Flush Time: 5s

Ring name MMRP

Type MMRP

Master port

Master lag LAG( ) ID
VLAN ID MMRP VLAN 1D
Slave port

Slave lag LAG ID

Aware Port

Aware Lag LAG ID

Listening Time Listening

FDB Flush Time MAC

Bidirectional Check
Failure Time
Forwarding

Revertive Time
Forwarding

3.41.30 show tech-support mmrp
MMRP 3-41
system-dump

3-41 MMRP
show system
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show version

show mmrp configuration
show mmrp status port 1
show interface counters 1

11 3

show tech-support mmrp [ system-dump ]
system-dump

ENABLE

o system-dump

3.41.31 clear mmrp error-disabled

Listening Listening
Forwarding

clear mmrp error-disabled ring <NAME>

NAME MMRP <1-32( )>
ENABLE
() ring01

> enable

# clear mmrp error-disabled ring ring0l

show mmrp configuration ring, show running-config
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3.42 MMRP-Plus
MMRP-Plus MMRP VLAN
VLAN VLAN Forwarding Blocking
MMRP

0 3.41 MMRP MMRP-Plus 3.43 MMRP2 aware

0 MMRP-Plus  MMRP

0 MMRP-Plus  3.46 NA (LACP) 3.17
(STP/RSTP/MSTP)

VLAN VLAN 1D

VLAN VLAN ID ("'mmrp-plus ring vid™)

o MMRP-Plus LAG( )
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0 Apresial3000-48X LAG XENPAK ( 49 50)  MMRP-
Plus / /

0 MMRP-Plus 3.47 AccessDefender 3.39 MLD 3

0 Apresial3000-48X Apresia4348 MMRP-Plus

3.12 LLDP VLAN (3.11.6 "switchport trunk
native <VID>")
0 3.28 2 MMRP-Plus
2 ethertype 0x8820  MMRP-Plus
0Apresia13000—48x (port 1 24 50 port 25 49)
MMRP-Plus
o "mmrp-plus switch hello-cycle”
o "mmrp-plus switch hello-interval™
o "mmrp-plus switch polling-rate”
o "mmrp-plus ring divided-master uplink-up-wait"
e "mmrp-plus ring divided-shadow uplink-up-wait"
o "mmrp-plus ring fdb-flush-timer"
o "mmrp-plus ring listening-timer"
o "mmrp-plus ring hello-timeout”
o "mmrp-plus ring port-restart linkup-wait"
3.42.1 mmrp-plus switch hello-cycle
MMRP-Plus no
MMRP-Plus ( MMRP-Plus )  MMRP-
Plus MMRP-Plus MMRP-Plus
3 hello-cycle polling-rate hello-interval 3
MMRP-Plus
* MMRP-Plus
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hello-cycle x hello-interval( )
» MMRP-Plus

hello-cycle x polling-rate( )

mmrp-plus switch hello-cycle <TIME>
no mmrp-plus switch hello-cycle
TIME MMRP-Plus <1-1000(1

100( )

CONFIG

(1) hello-cycle 50

)>

> enable
# configure terminal
(config)# mmrp-plus switch hello-cycle 50

show mmrp-plus configuration, show running-config

0

MMRP-Plus

FDB(Forwarding Data Base)

MMRP-Plus
0 MMRP-Plus MMRP-Plus
o 1 1000
(Apresia3400/4300/5400 15.6
10 10.0
15 15.6

0 hello-cycle CPU
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3.42.2 mmrp-plus switch hello-interval
MMRP-Plus
no
MMRP-Plus hello-interval x hello-cycle( )

mmrp-plus switch hello-interval <TIME>
no mmrp-plus switch hello-interval
TIME MMRP-Plus <1-10>

1(hello-cycle 100 )

CONFIG

(1) MMRP-Plus hello-cycle 5
> enable

# configure terminal

(config)# mmrp-plus switch hello-interval 5

show mmrp-plus configuration, show running-config

0 MMRP-Plus

MMRP-Plus

0 MMRP-Plus

MMRP-Plus

3.42.3 mmrp-plus switch polling-rate
MMRP-Plus
no MMRP-Plus

MMRP-Plus (2 x polling-rate x
hello-cycle)( )
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mmrp-plus switch polling-rate <RATE>
no mmrp-plus switch polling-rate

CONFIG

Plus

RATE MMRP-Plus (hello-cycle ) <2-100>
10(hello-cycle 1 )
(1) polling-rate 5
> enable
# configure terminal
(config)# mmrp-plus switch polling-rate 5
show mmrp-plus configuration, show running-config
0 1000BASE-T LAG( )
polling-rate
( 5 )
0 polling-rate MMRP-Plus
MMRP-Plus

o polling-rate

MMRP-Plus

3.42.4 mmrp-plus group
MMRP-Plus
no

"mmrp-plus enable”

polling-rate

"mmrp-plus enable"
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3.28.14 "show packet-Ffilter2 reserved-group"

mmrp-plus group <GROUP> [ <NUMBER> ]
no mmrp-plus group

GROUP
» Apresia4328 <1-7>
* Apresia3400/4348/5400/13000 <1-14>
NUMBER
» Apresia5412 /13000-24G6X <1>
* Apresia3424/4300/5428GT /13000-48X <1-2>
» Apresia3448 <1-3>
GROUP 1 NUMBER 1( 1 ) Apresia3400/5400 /4328/13000-24GX
GROUP 1 NUMBER 2( 1 2 ) Apresia4348/13000-48X
CONFIG
(€D) 10 11  MMRP-Plus
(2) MMRP-Plus
> enable

# configure terminal
(config)# mmrp-plus group 10 2
(config)# no mmrp-plus group

show mmrp-plus configuration, show running-config, show packet-filter2 reserved-group

0 MMRP-Plus 3.43 MMRP2 aware

(1) 2

2 | Apresia3400/4300/5400/13000-48X Apresial3000-24GX

1 25 28
26 50 -
51 52 -
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* MMRP 1

(1) 2

MMRP-Plus
3.42.5 mmrp-plus enable
MMRP-Plus no
MMRP-Plus MMRP-Plus
2 "mmrp-plus group™

"mmrp-plus group™
MMRP

[ no ] mmrp-plus enable

no enable( )

CONFIG

(1) MMRP-Plus

(2) MMRP-Plus

> enable

# configure terminal
(config)# mmrp-plus enable
(config)# no mmrp-plus enable

show mmrp-plus configuration, show mmrp-plus status, show running-config

o 1P MMRP-Plus

2 MMRP-Plus
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- IP

Apresia3400/4348/5400/13000 86
Apresia4328 43
3-19 3-20 "mmrp-plus group"

0 MMRP-Plus

3.42.6 no mmrp-plus ring
ID (

no mmrp-plus ring <RINGID>
RINGID MMRP-Plus ID <1-1000>

CONFIG

D D 1

> enable
# configure terminal
(config)# no mmrp-plus ring 1

show mmrp-plus configuration, show running-config

3.42.7 mmrp-plus ring name
MMRP-Plus no

mmrp-plus ring <RINGID> name <NAME>
no mmrp-plus ring <RINGID> name

RINGID MMRP-Plus ID <1-1000>
NAME MMRP-Plus <1-32(  )>
. ASCII
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* ']

CONFIG

D ID 1 MMRP-Plus Ringl

> enable
# configure terminal
(config)# mmrp-plus ring 1 name Ringl

show mmrp-plus configuration, show mmrp-plus status, show running-config

3.42_8 mmrp-plus ring vid
MMRP-Plus MMRP-Plus VLAN 1D
no

mmrp-plus ring <RINGID> vid <VID>
no mmrp-plus ring <RINGID> vid

RINGID MMRP-Plus ID <1-1000>
VID MMRP-Plus VLAN 1D <1-4094>
ID 1
CONFIG
(€Y) ID 1  MMRP-Plus VLAN ID 100
> enable

# configure terminal
(config)# mmrp-plus ring 1 vid 100

show mmrp-plus configuration, show running-config
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0 VLAN 1D vlan database VLAN 1D

0 MMRP-Plus

VLAN 1D

0 MMRP-Plus VLAN

VLAN 1D
03.11.8 "tag-type" TPID(Tag Protocol Ildentifier)

TPID 0x8100 tag-type
0x8100

3.42.9 mmrp-plus vlangroup slave-vid

MMRP-Plus VLAN VLAN
VLAN VLAN ID VLAN
"mmrp-plus ring vlangroup"
VLAN VLAN
Blocking VLAN Blocking
VLAN 1D VLAN no
VLAN
slave-vid VLAN 3.49.1 "show running-config"

mmrp-plus vlangroup <GROUP> slave-vid <VLANRANGE>
no mmrp-plus vlangroup <GROUP> [ slave-vid <VLANRANGE> ]

GROUP VLAN
* Apresia4348/13000 <1-8>
» Apresia3400/4328/5400 <1-6>
VLANRANGE VLAN VLAN
( )
( VLAN ID 1-4094)
CONFIG
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Forwarding
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(1) VLAN 1 VLAN ID 1 100

(2) VLAN 1 VLAN ID 101 200

> enable

# configure terminal

(config)# mmrp-plus vlangroup 1 slave-vid 1-100
(config)# mmrp-plus vlangroup 1 slave-vid 101-200

show mmrp-plus configuration ring, show mmrp-plus vlangroup, show running-config

0 "mmrp-plus vlangroup master-vid" VLAN
0 "vlan database" VLAN ID
o VLAN 1D slave-vid
VLAN 1D VLAN
0 Apresia4348 /13000-48X VLAN (1 8) VLAN
VLAN
o VLAN /
(master-port(lag) slave-port(lag) status Forwarding Down)

0

MMRP-Plus
3.42.10 mmrp-plus vlangroup master-vid
MMRP-Plus VLAN VLAN VLAN 1D
VLAN VLAN 1D VLAN VLAN  VLAN 1D
"mmrp-plus ring vlangroup"
VLAN VLAN Forwarding
Blocking VLAN Blocking Forwarding
VLAN ID VLAN no VLAN 1D
VLAN
master-vid VLAN 3.49.1 "show running-config” master-vid
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mmrp-plus vlangroup <GROUP> master-vid <VLANRANGE>
no mmrp-plus vlangroup <GROUP> [ master-vid <VLANRANGE> ]

GROUP VLAN
* Apresia4348/13000 <1-8>
» Apresia3400/4328/5400 <1-6>
VLANRANGE VLAN VLAN VLAN 1D <1-4094>
( )
( VLAN ID 1-4094)
CONFIG
(1) VLAN 1 VLAN ID 1 100
(2) VLAN 1 VLAN ID 101 200
> enable

# configure terminal
(config)# mmrp-plus vlangroup 1 master-vid 1-100
(config)# mmrp-plus vlangroup 1 master-vid 101-200

show mmrp-plus configuration ring, show mmrp-plus vlangroup, show running-config

0 Apresia3400

o "mmrp-plus vlangroup slave-vid" VLAN
0 "vlan database" VLAN 1D
0 VLAN 1D master-vid
VLAN ID VLAN
o Apresia4348 /13000-48X VLAN (1 98 VLAN
VLAN
0 VLAN /
(master-port(lag) slave-port(lag) status Forwarding Down)
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L

MMRP-Plus
3.42.11 mmrp-plus ring vlangroup
"mmrp-plus vlangroup slave-vid" "mmrp-plus vlangroup master-vid"
VLAN ID no
VLAN VLAN

mmrp-plus ring <RINGID> vlangroup <GROUP>
no mmrp-plus ring <RINGID> vlangroup

MMRP-Plus

RINGID MMRP-Plus ID <1-1000>
GROUP VLAN
» Apresia4348/13000 <1-8>
» Apresia3400/4328/5400 <1-6>
( VLAN )
CONFIG
€)) ID 1 VLAN 8
> enable

# configure terminal
(config)# mmrp-plus ring 1 vlangroup 8

show mmrp-plus configuration, show mmrp-plus status, show running-config

0 Blocking

3.42.12 mmrp-plus ring master master-port slave-port
MMRP-Plus
no 3.8.1 "link-aggregation”
LAG( )
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mmrp-plus ring <RINGID> master master-port <PORT1> slave-port <PORT2>
mmrp-plus ring <RINGID> master master-lag <LAG1> slave-port <PORT2>
mmrp-plus ring <RINGID> master master-port <PORT1> slave-lag <LAG2>
mmrp-plus ring <RINGID> master master-lag <LAG1> slave-lag <LAG2>
no mmrp-plus ring <RINGID> master

RINGID MMRP-Plus ID <1-1000>

PORT1

PORT2

LAG1 LAG ID

LAG2 LAG ID

CONFIG

@ D 1 45 46

@) ID 2 47 LAG 1D
1

> enable

# configure terminal

(config)# mmrp-plus ring 1 master master-port 45 slave-port 46
(config)# mmrp-plus ring 2 master master-port 47 slave-lag 1

show mmrp-plus configuration, show mmrp-plus status, show running-config

0 LAG "link-aggregation”
LAG
o LAG "link-aggregation
LAG "no mmrp-plus
ring"
3.42.13 mmrp-plus ring aware port
MMRP-Plus ( )
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no 3.8.1 "link-aggregation”
LAG( )

mmrp-plus ring <RINGID> aware port <PORT> port <PORT>
mmrp-plus ring <RINGID> aware lag <LAG> port <PORT>
mmrp-plus ring <RINGID> aware lag <LAG> lag <LAG>

no mmrp-plus ring <RINGID> aware

RINGID MMRP-Plus ID <1-1000>
PORT
LAG LAG ID
( )
CONFIG
@ ID 1 45 46
> enable

# configure terminal
(config)# mmrp-plus ring 1 aware port 45 port 46

show mmrp-plus configuration, show mmrp-plus status, show running-config

o QoS QoS
MMRP-Plus qp8 MMRP
(qp8)

0 LAG "link-aggregation”

LAG
0 LAG "link-aggregation”

LAG "no mmrp-plus

ring"

o ID “port-restart enable”
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3.42.14 mmrp-plus ring revertive
Failure

(<REVERT_TIMER> )
<REVERT_TIMER> Listening

(disable ) Failure
failure ring"

mmrp-plus ring <RINGID> revertive <REVERT_TIMER> | disable
no mmrp-plus ring <RINGID> revertive

RINGID MMRP-Plus ID <1-1000>
REVERT_TIMER <0-86400( )>
0 Failure (
disable
(Failure )
CONFIG
(€H) ID 1 10
(@) ID 1
(€)) ID 1

no

Failure

"clear mmrp-plus

(config)# mmrp-plus ring 1 revertive 10
(config)# mmrp-plus ring 1 revertive disable
(config)# no mmrp-plus ring 1 revertive

clear mmrp-plus failure, show mmrp-plus configuration ring, show running-config

0 (3.29.7 "loop-watch port notify-only/owner-vlan™)
MMRP-Plus ('mmrp-plus ring revertive™)

"mmrp-plus ring listening-timer"
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0 MMRP-Plus

L

L3("ip forwarding™)

Failure

3.42.15 mmrp-plus ring divided-master master-port

3.8.1 "link-aggregation”

mmrp-plus ring <RINGID> divided-master master-port <PORT>
mmrp-plus ring <RINGID> divided-master master-lag <LAG>
no mmrp-plus ring <RINGID> divided-master master

no

LAG(

RINGID MMRP-Plus ID <1-1000>
PORT
LAG LAG ID
( )
CONFIG
() ID 1 45
> enable

# configure terminal
(config)# mmrp-plus ring 1 divided-master master-port 45

show mmrp-plus configuration, show mmrp-plus status, show running-config

3.42.16 mmrp-plus ring divided-master uplink-forcedown-method

MMRP-Plus
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mmrp-plus ring <RINGID> divided-master uplink-forcedown-method an-restart | phy-stop
no mmrp-plus ring <RINGID> divided-master uplink-forcedown-method

RINGID MMRP-Plus ID <1-1000>
an-restart (3.7.4 "auto-negotiation™)
phy-stop PHY TX
( )
CONFIG
(€)) ID 1 phy-stop
> enable

# configure terminal
(config)# mmrp-plus ring 1 divided-master uplink-forcedown-method phy-stop

show mmrp-plus configuration ring, show running-config

0 MMRP-Plus
o MMRP
MAC
0 (""auto-negotiation'™) MAC
OUTP uplink-up-wait x hello-

cycle 5000

0 MMRP2
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3.42.17 mmrp-plus ring divided-master uplink-forcedown-time
phy-stop
no
uplink-forcedown-time x hello-cycle( )

mmrp-plus ring <RINGID> divided-master uplink-forcedown-time <TIME>
no mmrp-plus ring <RINGID> divided-master uplink-forcedown-time

RINGID MMRP-Plus ID <1-1000>

TIME <1-30>
5(hello-cycle 500 )
CONFIG
(€H) ID 1 1000

> enable

# configure terminal

(config)# mmrp-plus ring 1 divided-master uplink-forcedown-time 10

show mmrp-plus configuration, show running-config

‘I]’ MAC

3.42.18 mmrp-plus ring divided-master uplink-port
no
MMRP-Plus
Forwarding

mmrp-plus ring <RINGID> divided-master uplink-port <PORTRANGE>
no mmrp-plus ring <RINGID> divided-master uplink-port
RINGID MMRP-Plus ID <1-1000>
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PORTRANGE ( )

CONFIG

@ ID 1 15

> enable
# configure terminal
(config)# mmrp-plus ring 1 divided-master uplink-port 1-5

show mmrp-plus configuration, show running-config

L
0

« LACP (3.8 )
. 3.17 (STP/RSTP/NSTP)

0 MMRP-Plus

"mmrp-plus ring revertive"
Failuer

3.42.19 mmrp-plus ring divided-master uplink-up-wait

no
uplink-up-wait x hello-cycle( )

mmrp-plus ring <RINGID> divided-master uplink-up-wait <TIME>
no mmrp-plus ring <RINGID> divided-master uplink-up-wait
RINGID MMRP-Plus ID <1-1000>
TIME
<1-864000>
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30(hello-cycle 3000 )

CONFIG

D D1 1000

> enable
# configure terminal
(config)# mmrp-plus ring 1 divided-master uplink-up-wait 10

show mmrp-plus configuration ring, show running-config

0

MMRP /
UTP SFP uTpP

3.42.20 mmrp-plus ring divided-master uplink-fdbflush-transmit
MMRP-Plus
FDB
no Ring

[ no ] mmrp-plus ring <RINGID> divided-master uplink-fdbflush-transmit enable

RINGID MMRP-Plus ID <1-1000>
no enable( )
CONFIG
@ MMRP-Plus FDB
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> enable
# configure terminal
(config)# mmrp-plus ring 1 divided-master uplink-fdbflush-transmit enable

show mmrp-plus, show running-config

0 MMRP2

3.42.21 mmrp-plus ring divided-shadow slave-port
no
3.8.1 "link-aggregation” LAG(

mmrp-plus ring <RINGID> divided-shadow slave-port <PORT>
mmrp-plus ring <RINGID> divided-shadow slave-lag <LAG>
no mmrp-plus ring <RINGID> divided-shadow slave

RINGID MMRP-Plus ID <1-1000>

PORT

LAG LAG ID

CONFIG

D D 1 46

> enable
# configure terminal
(config)# mmrp-plus ring 1 divided-shadow slave-port 46

show mmrp-plus configuration, show running-config

0 LAG "link-aggregation”
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LAG

0 LAG "link-aggregation”
LAG "no mmrp-plus

3.42.22 mmrp-plus ring divided-shadow uplink-forcedown-method
no

mmrp-plus ring <RINGID> divided-shadow uplink-forcedown-method an-restart | phy-stop
no mmrp-plus ring <RINGID> divided-shadow uplink-forcedown-method

RINGID MMRP-Plus ID <1-1000>
an-restart (3.7.4 "auto-negotiation™)
phy-stop PHY TX
( )
CONFIG
D) ID 1 ("auto-negotiation'™)
> enable

# configure terminal
(config)# mmrp-plus ring 1 divided-shadow uplink-forcedown-method an-restart

show mmrp-plus configuration, show running-config

0 MMRP-Plus
o MVMRP
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MAC

L

0 (""auto-negotiation™) MAC

OUTP uplink-up-wait x hello-
cycle 5000

0 MMRP2

3.42.23 mmrp-plus ring divided-shadow uplink-forcedown-time
phy-stop
no
uplink-forcedown-time x hello-cycle( )

mmrp-plus ring <RINGID> divided-shadow uplink-forcedown-time <TIME>
no mmrp-plus ring <RINGID> divided-shadow uplink-forcedown-time

RINGID MMRP-Plus ID <1-1000>
TIME <1-30>
5(hello-cycle 500 )
CONFIG
Q) ID 1 1000
> enable

# configure terminal
(config)# mmrp-plus ring 1 divided-shadow uplink-forcedown-time 10

show mmrp-plus configuration ring, show running-config
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L

MAC

3.42.24 mmrp-plus ring divided-shadow uplink-port

mmrp-plus ring <RINGID> divided-shadow uplink-port <PORTRANGE>
no mmrp-plus ring <RINGID> divided-shadow uplink-port

no

RINGID MMRP-Plus ID <1-1000>
PORTRANGE ( )
( )
CONFIG
€)) ID 1
> enable

# configure terminal
(config)# mmrp-plus ring 1 divided-shadow uplink-port 1-5

show mmrp-plus configuration ring, show running-config

0
L

0

« LACP (3.8 )
. 3.17 (STP/RSTP/NSTP)

MMRP-Plus
"mmrp-plus ring revertive"
Failuer
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3.42.25 mmrp-plus ring divided-shadow uplink-up-wait
no

uplink-up-wait x hello-cycle( )

mmrp-plus ring <RINGID> divided-shadow uplink-up-wait <TIME>
no mmrp-plus ring <RINGID> divided-shadow uplink-up-wait

RINGID MMRP-Plus ID <1-1000>
TIME
<1-864000>
30(hello-cycle 3000 )
CONFIG
@ 1000
> enable

# configure terminal
(config)# mmrp-plus ring 1 divided-shadow uplink-up-wait 10

show mmrp-plus configuration ring, show running-config

L

MMRP /
UTP SFP uTp

3.42.26 mmrp-plus ring divided-shadow uplink-fdbflush-transmit
MMRP-Plus
FDB no
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[ no ] mmrp-plus ring <RINGID> divided-shadow uplink-fdbflush-transmit enable

RINGID MMRP-Plus ID <1-1000>
no enable( )
CONFIG
(€Y) MMRP-Plus FDB
> enable
# configure terminal
(config)# mmrp-plus ring 1 divided-shadow uplink-fdbflush-transmit enable
show mmrp-plus configuration, show running-config
o MMRP2
3.42.27 mmrp-plus ring fdb-flush-timer
FDB no
MMRP-Plus MAC MAC
fdb-flush-timer x hello-cycle x polling-rate( )

mmrp-plus ring <RINGID> fdb-flush-timer <TIME>
no mmrp-plus ring <RINGID> fdb-flush-timer

RINGID MMRP-Plus ID <1-1000>
TIME <0-10>
0
5(hello-cycle polling-rate 5000 )
CONFIG
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(1) MAC 1

> enable
# configure terminal
(config)# mmrp-plus ring 1 fdb-flush-timer 1

show mmrp-plus configuration, show running-config

3.42.28 mmrp-plus ring listening-timer

no
MMRP-Plus Listening
listening-timer x hello-cycle x polling-rate( )
mmrp-plus ring <RINGID> listening-timer <TIME>
no mmrp-plus ring <RINGID> listening-timer
RINGID MMRP-Plus ID <1-1000>
TIME <1-1000000>
3(hello-cycle polling-rate 3000 )
CONFIG
(€D) ID 1 MMRP-Plus 30000
> enable

# configure terminal
(config)# mmrp-plus ring 1 listening-timer 30

show mmrp-plus configuration, show running-config

0 hello-cycle polling-rate
listening-timer
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3.42.29 mmrp-plus ring hello-timeout
MMRP-Plus
no MMRP-Plus

( )

mmrp-plus ring <RINGID> hello-timeout <TIME>
no mmrp-plus ring <RINGID> hello-timeout

RINGID MMRP-Plus ID <1-1000>
TIME <1-86400( )>

1C )

CONFIG

(€)) ID 1 MMRP-Plus 10
> enable

# configure terminal

(config)# mmrp-plus ring 1 hello-timeout 10

show mmrp-plus configuration, show running-config

0 "mmrp-plus switch

polling-rate” "mmrp-plus switch hello-cycle”

o LLDP LLDP

(lldp msg-tx-interval x 1ldp msg-tx-hold)
("lldp msg-tx-interval™
@ )

e tx-hold 3 (TTL 3 )
¢ hello-timeout 5
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3.42.30 mmrp-plus ring port-restart enable
ID no

FDB
VLAN VLAN

[ no ] mmrp-plus ring <RINGID> port-restart enable
RINGID MMRP-Plus ID <1-1000> ( )

no enable( )

CONFIG

(€H) ID 1 10
> enable

# configure terminal
(config)# mmrp-plus ring 1-10 port-restart enable

show mmrp-plus configuration ring, show running-config

o ID ("mmrp-plus ring aware™)

64

VLAN VLAN VLAN ID
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3.42.31 mmrp-plus ring port-restart forcedown-time

forcedown-time x hello-cycle( )

mmrp-plus ring <RINGID> port-restart forcedown-time <TIME>
no mmrp-plus ring <RINGID> port-restart forcedown-time

RINGID MMRP-Plus ID <1-1000> (
TIME <1-30( )>
5
CONFIG
(€)) ID 2 10
> enable
# configure terminal
(config)# mmrp-plus ring 2 port-restart forcedown-time 10
show mmrp-plus configuration ring, show running-config
0 forcedown-time FDB
0 o4
3.42.32 mmrp-plus ring port-restart linkup-wait
no
MMRP-Plus

linkup-wait x hello-cycle( )

413/705




MMRP-Plus

mmrp-plus ring <RINGID> port-restart linkup-wait <TIME>
no mmrp-plus ring <RINGID> port-restart linkup-wait

RINGID MMRP-Plus ID <1-1000> ( )
TIME <40-100( )>

50

CONFIG

() ID 5 100
> enable

# configure terminal
(config)# mmrp-plus ring 5 port-restart linkup-wait 100

show mmrp-plus configuration ring, show running-config

64

0 MMRP-Plus

3.42.33 show mmrp-plus configuration

MMRP-Plus

show mmrp-plus configuration

VIEW, ENABLE

(1) MMRP-Plus

|# show mmrp-plus configuration
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MMRP-Plus Switch Configuration:

Status : Enable
Group 7
Hello cycle > 100ms

Hello interval : 1 (100ms)
Polling rate : 10 (1000ms)

MMRP-Plus Ring Configuration:

R.M.: Ring Master, R.A.: Ring Aware, D.M.: Divided Master, D.S.: Divided
Shadow

Vid : Hello VID

Fdb : FDB Flush Timer

Pr : Port Restart (0: enable -: disable)

Vg : VLAN Group

Re : Revertive setting

Ht : Hello Timeout Timer

Lis : Listening Timer

ID Name Type Pt1 Pt2 | Vid Fdb Pr Vg Re Ht Lis
______________________________ Y
1 abcdefg D.M. 25 | 4094 10 O 8 86400 86400 1000000
2 1234567 R.M. 27(M) 28(S) | 1 5 - - disable 1l 3
3 - R.A. 13 14 | 4094 0 - - disable 1 3
Status MMRP-Plus
Group MMRP-Plus
Hello cycle MMRP-Plus
Hello interval MMRP-Plus
Polling rate MMRP-Plus
ID MMRP-Plus 1D
Name MMRP-Plus
8 7
Pt1/Pt2 LAG( ) ID
LAG ID ID L
Q) ®)
Vid MMRP-Plus VLAN 1D
Fdb FDB
Pr
Vg MMRP-Plus VLAN
Re
@ > "ov
"disable"
Ht
Lis
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3.42.34 show mmrp-plus configuration ring

MMRP-Plus

show mmrp-plus configuration ring <RINGID>

RINGID

VIEW, ENABLE

ID 1 MMR

@

MMRP-Plus ID <1-1000>

P-Plus

Ring name
Type

Master port
Slave port
VLAN ID
VLAN Group
Listening Time:
FDB Flush Time:
Hello-timeout :
Revertive

# show mmrp-plus
Ring name
Type
Master lag
VLAN 1D
VLAN Group
Master VID
Slave VID
Listening Time:
FDB Flush Time:
Hello-timeout :
Revertive
Port-Restart
Forcedown Time
Link Up Wait
Uplink option
Port

# show mmrp-plus configuration ring 1

> Ring Master
4

:5

-1

: (none)

1 (0.002s)
1 (0.002s)
1s

: 1 (0.002s)

configuration ring 2

: Divided Master
: 1 (Port 10-12)
: 300

-1

: 1-199,201-4094
- 200

3 (3.0s)

5 (5.0s)

1s

: Os
: Enable

5 (500 ms)
50 (5000 ms)
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Forcedown Method : -

Forcedown Time 5 (500 ms)
Link Up Wait 30 (3000 ms)
Transmit FDBFlush : Disable

# show mmrp-plus configuration ring 999
Ring name

Type : Shadow Master
Slave port 112

VLAN D 01

VLAN Group : (none)
Listening Time: 1 (0.002s)
FDB Flush Time: 1 (0.002s)
Hello-timeout : 1s

Revertive : 1 (0.002s)
Port-Restart : Enable

Forcedown Time

Link Up Wait
Uplink option
Port

5 (500 ms)
50 (5000 ms)

Forcedown Method

Forcedown Time

Link Up Wait

Transmit FDBFlush : Disable

1 (1 ms)
1 (1 ms)

# show mmrp-plus configuration ring 1000

Ring name
Type

Aware Port 1
Aware Port 2
VLAN 1D
Listening Time:
FDB Flush Time:
Hello-timeout :
Revertive

: Ring Aware
25
1 26
1

1 (0.002s)
1 (0.002s)
1s

: 1 (0.002s)

Ring ID
Ring name
Type

Master Port
Master LAG
Slave Port
Slave Lag
Aware Port
Aware LAG
VLAN 1D

MMRP-Plus ID
MMRP-Plus
MMRP-Plus

LAG(

LAG ID

LAG ID
MMRP-Plus
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VLAN Group
Master VID
Slave VID

Listening Time

FDB Flush Time

Hello-timeout

Revertive

Port-Restart
Forcedown Time
Link Up Wait

Uplink Option
Port
Forcedown Method
Forcedown Time
Link Up Wait
Transmit FDBFlush

3.42.35 show mmrp-plus vlangroup
VLAN VLAN
VLAN

VLAN

MMRP-Plus
VLAN
VLAN

VLAN
1D
1D

VLAN
VLAN

FDB

IIOSII
"disable"

© )

MMRP-Plus
FDB

VLAN
VLAN

<GROUP>

show mmrp-plus vlangroup [ group <GROUP> ]

GROUP VLAN

VIEW, ENABLE

(1) VLAN 1

<1-8>

VLAN

Master VID
Slave VID

# show mmrp-plus vlangroup group 1
Vlan Group Configuration: Group 1
1 1-4094
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3.42.36 show mmrp-plus status
MMRP-Plus

show mmrp-plus status

VIEW, ENABLE

(1) MMRP-Plus

> show mmrp-plus status
R.M.: Ring Master, R.A.: Ring Aware, D.M.: Divided Master, S.M.: Shadow Master

Pt. Ring Link MMRP-Plus MMRP-Plus Connection Ring Name
/Lag 1D Status Port Mode Port Status Status
17 1 100M/F R.M. Master Forwarding Broken ring0001
18 1 Down R.M. Slave Down - ring0001
Pt./Lag LAG( ) ID
Ring ID MMRP-Plus ID
Link Status LAG
MMRP-Plus Port Mode MMRP-Plus MMRP-Plus
R.M.
R.A.
D.M.
S.M.
Master
Slave
Default
MMRP-Plus Port Status MMRP-Plus MMRP-Plus
Down
Listening
Listening
MMRP-Plus
Forwarding VLAN Forwarding
Blocking VLAN( ) VLAN(
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)
Blocking
Connection Status
Normal
Broken
Abnormal MMRP-Plus
Ring name MMRP-Plus
11

3.42.37 show mmrp-plus status port
MMRP-Plus

LAG( )

show mmrp-plus status port <PORTRANGE>
show mmrp-plus status lag <LAG>
show mmrp-plus status ring <RINGID>

PORTRANGE (
LAG LAG ID
RINGID MMRP-Plus ID <1-1000>

VIEW, ENABLE

(1) LAGL  MMRP-Plus

Blocking

MMRP-Plus

10

3.8.1 "link-aggregation”
ID

# show mmrp-plus status lag 1

Lag 1 (Port 3)

Ring ID : 1

Ring Name :

Type > Ring Master Master Lag
Status : Blocking

Connection: Normal
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Frame Type Receive Frame Count Transmit Frame Count
HelloB1 118 -
HelloB2 0 126
HelloF1 0 -
HelloF2 0 0
FDB Flush 0 0
Link Down 0 0
Link Up 0 0
Blocking 2 2
Port
Lag LAG ID
Ring ID MMRP-Plus ID
Ring Name MMRP-Plus
Type MMRP-Plus MMRP-Plus
Status MMRP-Plus MMRP-Plus
Connection
Frame Type MMRP-Plus
HelloB1 Blocking
MMRP-Plus
HelloB2 Blocking
MMRP-Plus
HelloF1l Forwarding
MMRP-Plus
HelloF2 Forwarding
MMRP-Plus
FDB Flush MAC
Link Down
Link Up
Blocking Blocking

Receive Frame Count
Transmit Frame Count

3.42.38 show tech-support mmrp-plus
MMRP-Plus
system-dump
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3-42 MMRP-Plus

show system

show version

show mmrp-plus configuration
show mmrp-plus status port 1
show interface counters 1

11 3

show tech-support mmrp-plus [ system-dump ]
system-dump

ENABLE

0 system-dump

3.42.39 clear mmrp-plus failure ring
Failure (Listening
('mmrp-plus ring revertive" )
Failure

clear mmrp-plus failure ring <RINGID>
RINGID MMRP-Plus ID <1-1000>

ENABLE

() ID 1 Failure

|# clear mmrp-plus failure ring 1

mmrp-plus ring revertive, show mmrp-plus status
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3.43 MMRP2 aware
MMRP2 aware Apresia6000/8000/18000
Apresial3000
MMRP2 aware MAC

0 MMRP2 aware Apresial3000

0 Apresia6000/8000/18000 Apresial3000 MMRP
MMRP2 aware Apresia6000/8000/18000
MMRP Apresial3000
Apresia6000/8000/18000 MMRP MMRP2

0 3.41 MMRP 3.42 MMRP-Plus MMRP2 aware

o MMRP2 aware STP RSTP MSTP

0 MMRP2 ID ID

1
MMRP2
0 MMRP2 aware 3.47 AccessDefender 3.39 MLD 3
0 Apresial3000-48X (port 1 24 50 port 25 49)

MMRP2 aware

3.43.1 mmrp2 group
MMRP2 aware no

MMRP2 aware
MMRP2 aware
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mmrp2 group <GROUP> [ <NUMBER> ]
no mmrp2 group
GROUP MMRP2 aware <1-14>
NUMBER
» Apresial3000-24GX <1>
e Apresial3000-48X <1-2>

1( 1 ) Apresial3000-24GX
2( ) Apresial3000-48X

[EEN
N

CONFIG

(1) MMRP 10 11

(2) MMRP

> enable

# configure terminal
(config)# mmrp2 group 10 2
(config)# no mmrp2 group

show mmrp configuration, show running-config, assign

0 = 2

MVMRP2 aware (3.43.2 "mmrp2
enable™)
0 MVMRP2 aware 3.41 MMRP
0 MMRP2 aware 3.42 MMRP-Plus
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Apresial3000-48X Apresial3000-24GX

1 25 28
26 50 -
51 52 -
( ) 1
. ( ) 1 2
. ( ) 1 1
* MMRP 1
0 2
MMRP2 aware
3.43.2 mmrp2 enable
MMRP2 aware no
MMRP2 aware 2 "mmrp2 group”

[ no ] mmrp2 enable

no enable( )

CONFIG

(1) MMRP2 aware
(2) MMRP2 aware

"mmrp2 group"

> enable

# configure terminal
(config)# mmrp2 enable
(config)# no mmrp2 enable

show mmrp status, show running-config, assign
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3.43.3 mmrp2 aware port

MMRP2 aware no
3.8.1 "link-aggregation” LAG(
)
mmrp2 <ID> aware port <PORT> port <PORT>
mmrp2 <ID> aware lag <LAG> lag <LAG>
mmrp2 <ID> aware lag <LAG> port <PORT>
no mmrp2 <ID> aware
ID ID <1-1000>
PORT MMRP
LAG MMRP LAG ID
( )
CONFIG
(Y 25 26 ID 1 MMRP2 aware
> enable
# configure terminal
(config)# mmrp2 1 aware port 25 port 26
show mmrp2, show mmrp2 detail, show running-config
0 QoS MMRP2 aware Apresia

LAG
LAG

LAG
LAG

"link-aggregation”

"link-aggregation
no
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3.43.4 no mmrp2
MMRP2 aware

no mmrp2 <ID>
ID ID <1-1000>

CONFIG

D D 1

> enable
# configure terminal
(config)# no mmrp2 1

show mmrp2, show mmrp2 detail, show running-config

3.43.5mmrp2 vid
MMRP2 / VLAN
no

mmrp2 <ID> vid <VID>

no mmrp2 <ID> vid
ID ID <1-1000>
VID MMRP2

CONFIG

(@) ID 1 MMRP2 VLAN 1D
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> enable
# configure terminal
(config)# mmrp2 1 vid 100

show mmrp2, show mmrp2 detail, show running-config

0 1 VLAN 1D

3.43.6 mmrp2 name
MMRP2 no

mmrp2 <ID> name <NAME>
no mmrp2 <ID> name

ID ID <1-1000>
NAME MVRP2 ( 32 )
( )
CONFIG
€)) ID 1  MMRP2 ringl
> enable

# configure terminal
(config)# mmrp2 1 name ringl

show mmrp2, show mmrp2 detail, show running-config

3.43.7 mmrp2 listening-timeout
MMRP2 aware failure

mmrp2 <ID> listening-timeout <LISTENINGTIME>
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no mmrp2 <ID> listening-timeout

)
LISTENINGTIME

ID <1-1000>
<0-86400( )>

3C )

CONFIG

€)) ID 1 MMRP2 60
> enable

# configure terminal

(config)# mmrp2 1 listening-timeout 60

show mmrp2, show mmrp2 detail, show running-config

0
L

3.43.8 mmrp2 revertive
MMRP2 aware

mmrp2 <ID> revertive <TIME>
no mmrp2 <ID> revertive

1D

TIME

CONFIG

failure
no

ID <1-1000>
<0-86400( )>
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(€D ID 1 MMRP2 0
> enable

# configure terminal

(config)# mmrp2 1 revertive 0

show mmrp2, show mmrp2 detail, show running-config, clear mmrp2 failure

o failure "clear mmrp2
failure”

3.43.9 mmrp2 enable
MMRP2 aware no

[ no ] mmrp2 <ID> enable
ID ID <1-1000>

no enable( )
CONFIG

(€D ID 1 MMRP2

> enable

# configure terminal
(config)# mmrp2 1 enable

show mmrp2, show mmrp2 detail, show running-config

0 "mmrp2 enable" "mmrp2 aware port"
"mmrp2 vid"
0 MMRP2  enable "mmrp2 aware port” "mmrp2 vid"
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3.43.10 show mmrp2
MMRP2 aware

show mmrp2

VIEW, ENABLE

(1) MMRP2 aware

# show mmrp2

MMRP2 Switch Configuration:
Status : Enable

Group :1
ID Name Portl Mode Status[Connect] Port2 Mode Status[Connect]
1 ringl 1 Aware Forwarding [N] 2 Aware Forwarding [U]
ID ID
Name
Portl (Port2) LAG( ) ID
Mode MMRP2 MMRP2
Status MMRP2 MMRP2
Down
Listening Listening
MMRP2
Forwarding Forwarding
failure
MMRP2
Connect
N
U MMRP2

3.43.11 show mmrp2 detail
MMRP2 aware
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show mmrp2 <ID> detail

ID ID <1-1000>

VIEW, ENABLE

@

ID 1 MMRP2 aware

# show mmrp2 10 detail

Ring ID 10
Name
Status : Enabled
Lock : Disabled

Listening : 10 sec
Revertive : 0 sec
FDB Flush : All
Hello VID : 3000
Master VID : -
Slave VID : -
Aware VID : -

Port 1: Lag 1

Mode : Aware
Status : Forwarding
Connection : Normal

Frame Type Receive Frame Count Transmit Frame Count
HelloB1 0 -
HelloB2 122 -
HelloF1 0 -
HelloF2 20 -
Link Down 0 0
Blocking 1 0
Forwarding 1 0
Information 0 -
Port 2: Lag 2

Mode : Aware

Status > Forwarding

Connection : Normal

HelloB1 122 -
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HelloB2 0 -
HelloF1 20 -
HelloF2
Link Down
Blocking
Forwarding
Information

o B B O O
o O O I

1D ID
Name
Status MMRP2
Lock ( )
Listening Listening
Revertive Failure
non-revertive

FDB Flush all(FDB )
Hello VID VLAN 1D
Master VID VLAN ID(aware
Slave VID VLAN ID(aware
Aware VID ( )
Port 1 (Port 2) MMRP2
LAG( ) ID
Mode Aware
Status MMRP2 MMRP2
Down
Listening Listening
MMRP2
Forwarding (Forwarding)
Failure
MMRP2
Connection
Normal
Unreach
MMRP2
HelloB1
Information

3.43.12 clear mmrp2 failure
MMRP2 failure
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clear mmrp2 failure <ID>
1D ID <1-1000>

ENABLE

() ID 1 MMRP2 failure

> enable
# clear mmrp2 failure 1

show mmrp2, show mmrp2 detail, mmrp2 revertive

0 MMRP2 failure
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3.44 RADIUS

RADIUS RADIUS
(3.1 LOGIN) RADIUS
RADIUS
ID
T T T T T T T T T T T T T T o A T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T e T T e e T a
| |
| NO |
1 1
| |
| |
1 1
' adpro/user '
' YES AE0S '
| |
1 1
1 1
| ( ) i
| primary/secondary !
| | |
1 1
1
i RADIUS primary - secondary '
: ) 1 :
1 1
1 1
1 1
| |
1 ) 1
1 1
1 1
1 1
1 1
1 [ Pttty It 1
1 1
1 1
1 1
| |
1 1
! ! NO
| | YES
|
1 1
1 1
1 1
N S !
NO
YES

m RADIUS 1D

1. 1D RADIUS RADIUS

2. show running-config show username

3. username 1D @ )

4. AEOS 1D

- - 31
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3.44_.1 radius login enable
RADIUS no RADIUS

"radius login ip"

"radius login secret-key"

[ no ] radius login enable

no enable( )

CONFIG

(1) RADIUS
(2) RADIUS
> enable

# configure terminal
(config)# radius login enable
(config)# no radius login enable

show radius login configuration, show running-config

3.44.2 radius login local-authentication disable

RADIUS (3.1 LOGIN)
no
RADIUS RADIUS
RADIUS
RADIUS

[ no ] radius login local-authentication disable

no disable( )
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CONFIG

€Y)
€)

> enable

# configure terminal

(config)# radius login local-authentication disable
(config)# no radius login local-authentication disable

show radius login configuration, show running-config

0 (disable) RADIUS

3.44 .3 radius login ip

RADIUS RADIUS IP UbP
no
/ 2 RADIUS
/ 2
RADIUS
X
9
radius login primary | secondary ip <IPADDR> [ port <PORT> ]
no radius login primary | secondary ip
IPADDR RADIUS IP
PORT RADIUS UDP
RADIUS IP
RADIUS UDP 1812
CONFIG
(€D RADIUS IP 192.168.10.1 UDP 1645
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)

> enable

# configure terminal

(config)# radius login primary ip 192.168.10.1 port 1645
(config)# no radius login primary ip

show radius login configuration, show running-config

3.44.4 radius login secret-key
RADIUS secret key

secret key  RADIUS Key
127

radius login primary | secondary secret-key <SECRET-KEY>
no radius login primary | secondary secret-key
SECRET-KEY RADIUS secret key < 127

( secret key )

CONFIG

() RADIUS secret key loginsecret
@) RADIUS secret key

no

secret key

# configure terminal
(config)# radius login primary secret-key loginsecret
(config)# no radius login primary secret-key

show radius login configuration, show running-config

0 secret key ASCI 1

RADIUS
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0 secret key "show radius login configuration

3.44 .5 radius login max-request
RADIUS
no
RADIUS RADIUS
RADIUS

radius login max-request <COUNT>
no radius login max-request

COUNT <1-5( )>
3C )
CONFIG
1) 4
@) G )

# configure terminal
(config)# radius login max-request 4
(config)# no radius login max-request

show radius login configuration, show running-config

3.44 .6 radius login request-interval
RADIUS
no
RADIUS
RADIUS

radius login request-interval <SEC>
no radius login request-interval
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SEC <1-20( )>

3C )

CONFIG

€h) 10
@) G )

# configure terminal
(config)# radius login request-interval 10
(config)# no radius login request-interval

show radius login configuration, show running-config

3.44.7 show radius login configuration

RADIUS

show radius login configuration

VIEW, ENABLE

(1) RADIUS

> show radius login configuration
Radius Login Authentication Configuration:

Authentication Status > enable
Local Authentication Status : enable
Server Request Interval 3
Server Max Request 3

Primary Radius Server Configuration:

IP Address : 192.168.33.213
Port Number : 1812
Secret Key (Encrypted) 1 +X28xL9Y1/1+QigidzZmwD$$

Secondary Radius Server Configuration:
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IP Address
Port Number
Secret Key (Encrypted)

: 0.0.0.0
1 1812
: nmld7xDA+F1+QigidzZmwD$$

show radius login configuration, show running-config

3.44 .8 RADIUS

3.44.8.1

3.44.8.2

RADIUS

RADIUS

User-Name

User-Password

NAS-1P-Address

Authenticator IP

NAS-PORT 0
n TELNET
NAS-PORT-Type 0(Async ( ))
5(Virtual (TELNET))
Calling-Station-Id IP

Service-Type

6 adpro
(Administrative

user
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3.45 SSL

NA AccessDefender Web HTTPS
HTTPS
3.45.1 ssl gencsr rsakey
RSA
ssl gencsr [ sha224 | sha256 | sha384 | sha512 ] rsakey [ <KEYLENGTH> ]
sha224 SHA-2 SHA-224
sha256 SHA-2 SHA-256
sha384 SHA-2 SHA-384
sha512 SHA-2 SHA-512
MD5
KEYLENGTH <512-2048>
. sha512 <752-2048>
. sha384 <624-2048>
(MD5) <512-2048>
» <KEYLENGTH> 1024

1024
CONFIG
(Y) 1000
> enable

# configure terminal

Enter configuration commands, one per line.
(config)# ssl gencsr rsakey 1000

Country Name (2 letter code):JP

State or Province Name (full name):Tokyo
Locality Name (eg, city):chiyoda-ku
Organization Name (eg, company):apresia

End with CNTL/Z.
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Organizational Unit Name (eg, section):network
Common Name (YOUR domain name):www.apresia.jp
Email Address:xxx@apresia.jp

Generating a 1000 bit RSA private key

_____ ++++++
________________________ ++++++
Writing new private key
Writing to flash memory...
done.
3-43
Country JP 2
State or Province Tokyo 1-128
Locality shibuya-ku 1-128
Organization example.corp 1-64
Organizational Unit section 1 1-64
Common Name ( ) http://www.wyx.co. jp/ 1-64
Email Address ttt@example.com 1-128

Common Name

show na configuration, show running-config, show ssl csr

0 "o Country

CA )
o SHA-2  SHA-512/224 SHA-512/256

0 SHA-512

0 3.47.10 "web-authentication https-port"
"web-authentication https-port"

3.45.2 copy csr tftp
TFTP

copy csr tftp <IPADDR> <FILE>

443/705


http://www.wyx.co.jp/

IPADDR TFTP IP
FILE <1-128( )>

ENABLE

(¢D) SSL IP 172.17.41.10  TFTP

| # copy csr tftp 172.17.41.10 SSL

& *~<>"O S
/

O
L
O

3.45.3 copy file https-file
TFTP SD

copy ( tftp <IPADDR> ) | memory-card <FILE> https-certificate | https-private-key

IPADDR  TFTP IP
FILE <1-128( )>
« ASCII ["107]
ENABLE
(1) TETP

# copy tftp 172.17.33.21 key.pem https-private-key
getting from 172.17.33.21: key.pem

Received 1394 bytes in 0.0 seconds

Enter PEM pass phrase:
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Writing to flash memory...
done.

(2) sb
# copy memory-card key.pem https-private-key
Writing to flash memory...

done.

DES 3DES

& *~<>O S

eSS & ¢

0 3.47.10 "web-authentication https-port"
"web-authentication
https-port™

0 LF CR+LF CR

3.45.4 copy https-file file
TFTP SD

copy https-certificate | https-private-key ( tftp <IPADDR> ) | memory-card <FILE>
IPADDR TFTP IP
FILE <1-128( )>
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« ASCII 1071

ENABLE

(1) TFTP

|# copy https-certificate tftp 172.17.33.21 key

(2) SD

|# copy https-certificate memory-card key

o SD FAT16

SD
SD
SD

0 "Verify Error: CRC Mismatch.”

SD

3.45.5 erase ssl-files

erase ssl-files

ENABLE

@

SD
SD

|# erase ssl-files
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3.45.6 show ssl csr

show ssl csr

VIEW, ENABLE

€))

# show ssl csr
Certificate Request:
Data:

Version: 0 (0x0)

Subject: C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example
Group., CN=Apresia/emailAddress=example@example.com

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:¢8:60:de:59:af:79:56:e3:28:d7:ca:7e:7a:3d:
d7:14:07:1e:82:4c:25:d6:c4:d2:0c:a9:c6:81:84:
fc:2e:d8:3f:3a:85:¢c0:e9:6a:04:f4:c3:7c:17:b5:
5f:a4:81:21:e7:85:09:02:5a:a5:3e:9h:9d:78:0e:
ab:0b:6a:57:41:1d:ac:a4:f4:7e:54:2e:55:b8:57:
fa:c7:21:77:d7:5a:31:62:51:8a:ef:28:4f:39:72:
99:01:19:48:15:0a:4b:1d:34:a23:92:12:88:49:56:
3d:69:18:da:cf:72:3e:ea:02:70:09:a28:83:13:88:
d9:af:c8:49:5e:bf:3f:eb:19

Exponent: 65537 (0x10001)

Attributes:
a0:00
Signature Algorithm: sha256WithRSAEncryption
a4:2f:bf:8d:06:6¢:61:86:1b:93:b6:54:6d:94:00:39:48:a8:
e0:12:a2:33:0a:9b:c7:dd:f9:9c:1a:64:1f:ec:6c:11:b1:07:
0d:e8:77:b3:ee:6b:e3:4c:66:41:84:6b:b0:2c:27:34:74:1d:
bd:f4:9c:44:37:8d:3a:9e:e2:5e:67:6a:a8:9c:60:46:c3:94:
2e:8b:b2:77:¢c2:4F:d7:1d:2a:77:6d:6a:32:90:12:aa:02:6f:
59:20:39:ac:6a:1f:ca:71:30:81:fe:ca:ca:dd:8a:f6:5a:e6:
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59:86:34:81:2c:2e:a7:31:83:42:61:d4:5a:f8:b4:54:4d:61:
de:fd

)

# show ssl csr
% Cannot show Certificate Signing Request.

3.45.7 show ssl https-certificate

show ssl https-certificate

VIEW, ENABLE

€Y)

# show ssl https-certificate
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
bb:a5:02:2c:1d:09:56:14
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example
Group., CN=Apresia/emailAddress=example@example.com
Validity
Not Before: Jun 24 00:23:56 2020 GMT
Not After : Jun 19 00:23:57 2040 GMT
Subject: C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example
Group., CN=Apresia/emailAddress=example@example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:c8:60:de:59:af:79:56:€3:28:d7:ca:7e:7a:3d:
d7:14:07:1e:82:4c:25:d6:c4:d2:0c:a9:c6:81:84:
fc:2e:d8:3f:3a:85:c0:e9:6a:04:f4:¢c3:7c:17:b5:
5f:a4:81:21:e7:85:09:02:5a:a5:3e:9b:9d:78:0e:
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63

keyid:88:80:

ab:0b:6a:57:41:1d:ac:a4:f4:7e:54:2e:55:b8:57:
fa:c7:21:77:d7:5a:31:62:51:8a:ef:28:4f:39:72:
99:01:19:48:15:0a:4b:1d:34:a23:92:12:88:49:56:
3d:69:f8:da:cf:72:3e:ea:02:70:09:a8:83:13:88:
d9:af:c8:49:5e:bf:3f:eb:19

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints:
CA:TRUE
Netscape Cert Type:
SSL Server
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key ldentifier:
8A:0F:13:AA:B5:B6:B2:58:28:BB:CA:52:6F:AF:CE:CB:72:07:43:79
X509v3 Authority Key ldentifier:

80:A0:3A:0F:4A:87:5D:3F:29:A2:F1:39:66:B6:F1:FE-94:

Signature Algorithm: sha256WithRSAEncryption
ad:
5a:
94:
34:
e4:
a3:
e8:
el:

92:6e:30:dc:d8:02:08:4a:7c:df:a9:5f:82:8bh:ea:61:27:
60:6d:04:fd:65:6d:55:bd:41:b8:37:10:eb:ef:a4:43:79:
54:c6:e0:b5:89:50:2F:a3:3f:51:fb:51:97:51:¢c7:17:15:
al1:52:19:d2:¢5:31:19:9b:c8:43:89:07:be:cl:b1:36:3fF:
47:a2:b2:ed:a6:01:d2:42:ec:23:60:1a:91:c9:cb:32:d2:
5b:ad:f1:d4:4d:30:a8:83:69:76:74:b5:9:b7:F1:0d:0f:
57:13:a3:fc:f0:83:6c:68:e4:d9:0f:ch:4c:7f:27:a7:05:
17

3.45.8 show ssl https-private-key

show ssl https-private-key

VIEW, ENABLE

449/705




€Y)

# show ssl https-private-key

Private key is embedded in firmware.
(2) TFTP "ssl gencsr
rsakey"

# show ssl https-private-key
Private key is installed by user.
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3.46 NA
NA(Network Authentication) MAC

NA SSLv2 SSLv3 TLS1.0 TLS1.1 TLS1.2

0 NA(Network Authentication) Apresial3000-48X

0 NA  3.42 MMRP-Plus

0 NA OSPF RIP 3.17 (STP/RSTP/MSTP)

3.46.1
3.46.1.1 license na key
NA

license na key <LICENSE KEY>
LICENSE_KEY NA ( )

CONFIG

(1) NA
| (config)# license na key 913b24d4fad50337elc8

show license
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0

3.46.1.2 show license

show license

VIEW, ENABLE

€))

# show license

3.46.2 na enable
NA

[ no ] na enable

no enable( )

CONFIG

(1) NA
(2) NA

network authentication enabled

MMRP enabled

Layer3 functions enabled
no

> enable

# configure terminal
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(config)# na enable
(config)# no na enable

show na configuration, show running-config

‘[]' NA

3.46.3 na radius ip
/ RADIUS IP
no

na radius primary | secondary ip <IPADDR>
no na radius primary | secondary ip

NA

1PADDR RADIUS IP
( )
CONFIG
(€)) RADIUS IP 192.168.33.253
[©) RADIUS IP
> enable

# configure terminal
(config)# na radius primary ip 192.168.33.253
(config)# no na radius primary ip

show na configuration, show running-config

3.46.4 na radius port
RADIUS UDP NA
no
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na radius primary | secondary port <UDP-PORT>
no na radius primary | secondary port

UDP-PORT RADIUS UDP
( )
CONFIG
() RADIUS UDP 1812
() RADIUS
> enable

# configure terminal
(config)# na radius primary port 1812
(config)# no na radius primary port

show na configuration, show running-config

3.46.5 na radius secret
RADIUS secret key NA
no

na radius primary | secondary secret <SECRET-KEY>
no na radius primary | secondary secret

SECRET-KEY RADIUS secret key( 127
( )
CONFIG
) RADIUS secret key nasecret
) RADIUS secret key

# configure terminal
(config)# na radius primary secret nasecret
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|(config)# no na radius primary secret

show na configuration, show running-config

0 secret key ASCI 1 ¥
" RADIUS
RADIUS
o secret key "show running-config" "show na configuration”

3.46.6 na radius max-req
RADIUS no

na radius max-req <COUNT>
no na radius max-req

COUNT <1-5( )>
3C )

CONFIG

) 4

2 G )

(config)# na radius max-req 4
(config)# no na radius max-req

show running-config

3.46.7 na radius request-interval
RADIUS no
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na radius request-interval <SEC>
no na radius request-interval
SEC <1-60( )>

3C )

CONFIG

(€)) 10

@ G )
(config)# na radius request-interval 10
(config)# no na radius request-interval

show running-config

(1) 1

RADIUS
1
RADIUS
1
3.46.8 na httpd name radius
Web RADIUS secret key IP UDP
Web Web
RADIUS Web 8

na httpd name <SERVER-NAME> primary-radius | secondary-radius secret-key <SECRET-KEY> ip
<IPADDR> [ port <UDP-PORT> ]
no na httpd name <SERVER-NAME> [ primary-radius | secondary-radius ]
SERVER-NAME Web (FQDN)
. 63
. ASCII ' #
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Wo& o C ) * + /5 = 7 0
[ ¥ 1
SECRET-KEY  RADIUS secret key
. 127
. ASCI1
« [¥1[7]
UDP-PORT RADIUS UDP <1-65535>
Web
RADIUS secret key
RADIUS IP
RADIUS UDP 1812
CONFIG
) Web www.authl.ne.jp RADIUS secret key
nasecretl IP 172.21.41.10 UDP 1645
) Web www._authl.ne._jp RADIUS secret key
nasecret2 IP 172.21.41.11
(©) Web www.authl.ne._jp RADIUS
(€Y Web www._authl.ne_jp
> enable

(config)#
ip 172.21.
(config)#
nasecret2
(config)#
(config)#

# configure terminal
na httpd name www.authl_ne.jp primary-radius secret-key nasecretl

41.10 port 1645

na httpd name www.authl.ne.jp secondary-radius secret-key
ip 172.21.41.11

no na httpd name www.authl.ne.jp secondary-radius

no na httpd name www.authl.ne.jp

show na configuration, show running-config

URL  Web

(hosts) Web IP
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Web Web
0 Web 1 Web
() Web
(1) Web RADIUS
(2) / /
(b) Web
(1) RADIUS
(2) / /
0 MAC "na radius" RADIUS
usr/mac-base MAC RADIUS
0 secret key ASCI 1 ¥
" RADIUS
RADIUS

0 secret key

3.46.9 na httpd ip
Web 1P
Web

na httpd ip <IPADDR>
no na httpd ip
1PADDR Web

"show running-config"

"show na configuration”

RADIUS RADIUS

no
-Apresia

IP
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CONFIG

(€H) Web IP 192.0.2.1
@) Web IP
> enable

# configure terminal
(config)# na httpd ip 192.0.2.1
(config)# no na httpd ip

show na configuration, show running-config

‘[]’ Web 1P IP

3.46.10 na httpd port
Web TCP NA TCP
Web TCP Web
no

na httpd port <TCP-PORT>
no na httpd port
TCP-PORT Web TCP

CONFIG

) Wieb 8080
) Wieb

> enable

# configure terminal
(config)# na httpd port 8080
(config)# no na httpd port
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show na configuration, show running-config

3.46.11 na httpd url
Web URL no

1 Web 2 Web
URL URL
HTTP

na httpd url 1 | 2 <URL>
no na httpd url 1 | 2

1 Web
2 Web
URL Web URL
( )
CONFIG
(Y) Web URL  http://192.168.1.100
2 Web URL
> enable

# configure terminal

(config)# na httpd url 1 http://192.168.1.100/
(config)# no na httpd url 1

show na configuration, show running-config

o "na auth-page redirect” "na auth-page redirect
proxy-port"

3.46.12 na httpd ssl enable
Web SSL(Secure Socket Layer) no
SSL SSL
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@

(b)

(CSR)
(1) CSR
3.45.1 "ssl gencsr rsakey"
(2) CSR
3.45.2 “copy csr tftp"

(©))

CSR (CA)
O]

TFTP

(CSR)
(1) CSR
OpenSSL
)
CSR (CA)
®
TFTP

[ no ] na httpd ssl enable

CSR

CSR  TFTP

3.45.3 "copy file https-file"

CSR

"copy Ffile https-file"

TFTP

no enable( )

CONFIG

(&H) Web SSL

@) Web SSL
> enable

# configure terminal
(config)# na httpd ssl enable

(config)# no na httpd ssl enable

show na configuration, show running-config, copy file https-file
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3.46.13 na httpd sslv2 enable
Web SSL 2(SSLv2)
no

[ no ] na httpd sslv2 enable

no enable( )

CONFIG

(€)) Web SSL

(@) Web SSL
> enable

# configure terminal
(config)# na httpd sslv2 enable
(config)# no na httpd sslv2 enable

show running-config

o SSLv2 TLS(Transport
Layer Security)

0 SSLv2 SHA-1 SHA-2

3.46.14 na httpd sslv3 enable
Web SSL 3(SSLv3)
no

[ no ] na httpd sslv3 enable

462/705



no enable( )

CONFIG

D) Web SSL

(@) Web SSL
> enable

# configure terminal
(config)# na httpd sslv3 enable
(config)# no na httpd sslv3 enable

show running-config

0 SSLv3

3.46.15 na httpd english-language enable
Web

[ no ] na httpd english-language enable
no enable( )
CONFIG

16D Web
) Web

no

> enable

# configure terminal

(config)# na httpd english-language enable
(config)# no na httpd english-language enable

show na configuration, show running-config
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3.46.16 na port shared mode

shared (MAC
/NAC ) no
shared 1
VLAN ("'na roaming enable" )
MAC MAC
Web
/MAC MAC
MAC
MAC MAC MAC ("'na mac-base passwd" )
RADIUS
/MAC

na port <PORTRANGE> shared mode dual-mac-user-base | mac-base | user-base | user/mac-base
no na port <PORTRANGE>

PORTRANGE ( )

dual-mac-user-base

mac-base MAC

user-base

user/mac-base /MAC

CONFIG

D) 1 3 shared mode user-base
(@) 1 3
> enable

# configure terminal
(config)# na port 1-3 shared mode user-base
(config)# no na port 1-3

show na configuration, show running-config
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o /NAC

ID 63 63
RADIUS

0 /NAC

ID ASCI

¥ " RADIUS

RADIUS
0 1 300 (
)
0 NA  3.27 3.11.7 "vlan add protocol™
0 3.40 DHCP IP
RADIUS MAC
DHCP IP RADIUS
discard IP

0 MAC FDB FDB
0 DHCP IP "na dhcp-

relay-port" ( DHCP IP

3.46.17 na port designated mode
designated (MAC
/NMAC ) no
designated 1 1
VLAN designated
designated

na port <PORTRANGE> designated mode mac-base | user-base | user/mac-base
no na port <PORTRANGE>
PORTRANGE ( )
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mac-base MAC

user-base
user/mac-base /NAC
( )
CONFIG
D) 1 3 designated mode user-base
(@) 1 3
> enable

# configure terminal
(config)# na port 1-3 designated mode user-base
(config)# no na port 1-3

show na configuration, show running-config

o /NAC ID 63

63 RADIUS
0 /MAC ID
ASCI ¥ " RADIUS
RADIUS
0 NA  3.27 3.11.7 "vlan add protocol™
o 3.40 DHCP IP
RADIUS MAC DHCP
IP RADIUS
discard IP

0 MAC FDB FDB
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o DHCP 1P

relay-port" ( DHCP

3.46.18 na port shared-dynamic-vlan mode
shared-dynamic-vlan

/MAC )
shared-dynamic-vlan VLAN
designated 1

VLAN
shared-dynamic-vlan

"na dhcp-
IP

(MAC
no

na port <PORTRANGE> shared-dynamic-vlan mode mac-base | user-base | user/mac-base | dual-

mac-user-base
no na port <PORTRANGE>

PORTRANGE ( )
mac-base MAC

user-base

user/mac-base /MAC

dual-mac-user-base

( )
CONFIG
(D) 1 3 shared-dynamic-vlan mode user-base
@) 1 3
> enable

# configure terminal
(config)# na port 1-3 shared-dynamic-vlan mode user-base
(config)# no na port 1-3

show na configuration, show running-config
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o /NAC

ID 63 63
RADIUS
0 /NAC
ID ASCI
¥ " RADIUS
RADIUS
0 NA  3.27 3.11.7 "vlan add protocol™

o 1 300 (

)
0 MAC FDB FDB
0 3.40 DHCP VLAN
VLAN DHCP VLAN DHCP
VLAN IP
0 Web
60 MAC
0 DHCP IP "na dhcp-
relay-port" ( DHCP IP
)
3.46.19 na filter permit-ttl
/MAC TTL
no TTL

na filter permit-ttl <TTL> port <PORTRANGE>

no na filter permit-ttl [ <TTL> [ port <PORTRANGE> ] ]
TTL 1P TTL(Time To Live) <1-255>
PORTRANGE ( )
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CONFIG
(€Y TTL 128 1 3 10 12 15
() TTL 128 1 3 10
3) TTL 128
“4) TTL
> enable

# configure terminal

(config)# na filter permit-ttl 128 port 1-3,10,12-15
(config)# no na filter permit-ttl 128 port 1-3,10
(config)# no na filter permit-ttl 128

(config)# no na filter permit-ttl

show na configuration, show running-config

3.46.20 na force-authorized port
no
RADIUS RADIUS
secret key

[ no ] na force-authorized port <PORTRANGE>
PORTRANGE ( )

CONFIG

@
&)
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> enable

# configure terminal

(config)# na force-authorized port 1-3
(config)# no na force-authorized port 1-3

show na configuration, show running-config

0
o designated

VLAN

3.46.21 na local-authorized port
no
RADIUS RADIUS

"copy tftp local-db™

[ no ] na local-authorized port <PORTRANGE>

PORTRANGE ( )
( )
CONFIG
@ 13
© 13

(config)# na local-authorized port 1-3
(config)# no na local-authorized port 1-3

show running-config
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3.46.22 na logout aging

0-23( ) 0-31( ) 0

160
"show na configuration”
AEQS Ver. 7.09.01

()

"show na aging"

no

0 10-86400( ) 0-59( )

"100 1 0 O"

na logout aging <SECONDS> [ <MINUTES> [ <HOURS> [ <DAYS> ] ] ]

no na logout aging

SECONDS <10-86400( )>
MINUTES <0-59( )>
HOURS <0-23( )>
DAYS <0-31( )>
( )

CONFIG

(Y) 300

@
> enable

# configure terminal
(config)# na logout aging 300
(config)# no na logout aging
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show na configuration, show running-config, show na aging

L

2 x

( )
Apresi1al3000-48X(50 ) 10C )

=2*50+ 10 = 110( )

3.46.23 na logout ping ttl
logout ping TTL no
TTL  ping

na logout ping ttl <TTL>
no na logout ping ttl
TTL 1P TTL(Time To Live)

CONFIG

(1) logout ping TTL 1
(2) logout ping TTL

> enable

# configure terminal

(config)# na logout ping ttl 1
(config)# no na logout ping ttl

show na configuration, show running-config
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3.46.24 na logout ping dest-ip
logout ping IP no
IP ping

na logout ping dest-ip <IPADDR>
no na logout ping dest-ip

1PADDR logout ping IP
( )
CONFIG
(1) logout ping IP 1.2.3.4
(2) logout ping IP
> enable

# configure terminal
(config)# na logout ping dest-ip 1.2.3.4
(config)# no na logout ping dest-ip

show na configuration, show running-config

o "ip forwarding” (

1P logout ping 1P
VLAN IP
NA Logout Ping

3.46.25 na logout timeout
no

0 10-86400( ) 0-59( ) 0-23( ) 0-31( )
0 ) )

¢ )y C ) ¢H> > Cc >y )
"100 1 0 0"

160
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"show na configuration"
AEOS Ver. 7.09.01

na logout timeout <SECONDS> [ <MINUTES> [ <HOURS> [ <DAYS> ] ] ]

no na logout timeout

SECONDS <0-
86400( )>
MINUTES <0-59( )>
HOURS <0-23( )>
DAYS <0-31( )>
oC )
CONFIG
(€)) 3600
¢)
> enable
# configure terminal
(config)# na logout timeout 3600
(config)# no na logout timeout
show na configuration, show running-config
3.46.26 na logout polling interval
no
shared
/MAC (shared MAC
)
ping
0

na logout polling interval <SEC>
no na logout polling interval
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SEC <0-86400( )>

oC )

CONFIG

Q) 300
@)

> enable

# configure terminal

(config)# na logout polling interval 300
(config)# no na logout polling interval

show na configuration, show running-config

3.46.27 na logout polling count

no "na logout polling interval™

na logout polling count <NUMBER>
no na logout polling count
NUMBER <0-255( )>

oC )

CONFIG

@ 5
@

> enable
# configure terminal
(config)# na logout polling count 5
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|(config)# no na logout polling count

show na configuration, show running-config

3.46.28 na logout clock

na logout clock <HH:MM>
no na logout clock [ <HH:MM> ]

no

HH MM 24
e HH
e MM
( )
CONFIG
()) 17 15
@ @
(€))
> enable

# configure terminal

(config)# na logout clock 17:15
(config)# no na logout clock 17:15
(config)# no na logout clock

show na configuration, show running-config

L
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3.46.29 na mac-base passwd

MAC no
MAC RADIUS
na mac-base passwd <PASSWORD>
no na mac-base passwd
PASSWORD MAC
( )
CONFIG
(1) MAC "napasswd"
(2) MAC
> enable
# configure terminal
(config)# na mac-base passwd napasswd
(config)# no na mac-base passwd
show na configuration, show running-config
3.46.30 na arp-relay-port
NA ARP
no ARP
[ no ] na arp-relay-port <PORTRANGE>
PORTRANGE NA ARP
( )
( )
CONFIG
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(1) ARP 1 3
(2) ARP
> enable

# configure terminal
(config)# na arp-relay-port 1-3
(config)# no na arp-relay-port 1-3

show na configuration, show running-config

o .
o NA MAC
0 3.8 3.9

3.46.31 na arp-relay-port vid
NA ARP VLAN ID
no "na arp-relay-port"

[ no ] na arp-relay-port vid <VID>

VID VLAN 1D <1-4094>
CONFIG
(1) NA ARP VLAN ID 41
() VLAN ID 41 ARP

> enable

# configure terminal
(config)# na arp-relay-port vid 41
(config)# no na arp-relay-port vid 41
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na arp-relay-port, show na configuration, show running-config

o VLAN 1D NA

ARP
CPU VLAN 1D
0 VLAN 1D designated VLAN
ID VLAN ID
3.46.32 na dhcp-relay-port
NA DHCP
no dhcp-relay-port
DHCP
[ no ] na dhcp-relay-port <PORTRANGE>
PORTRANGE NA DHCP
( )
( )
CONFIG
(1) DHCP 1 3
(2) DHCP
> enable

# configure terminal
(config)# na dhcp-relay-port 1-3
(config)# no na dhcp-relay-port 1-3

show na configuration, show running-config
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o S
0 NA MAC
0 3.8 3.9

3.46.33 na roaming enable
NA no

VLAN shared
[ no ] na roaming enable
no enable( )

CONFIG

€))
&)

> enable

# configure terminal

(config)# na roaming enable
(config)# no na roaming enable

show na configuration, show running-config

3.46.34 na disc-mac-delete interval

MAC MAC FDB  discard
no MAC
MAC FDB  discard
MAC CPU
FDB  discard MAC
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discard

na disc-mac-delete interval <SECOND>
no na disc-mac-delete interval
SECOND FDB  discard
86400( )>

300( )

CONFIG

(1) discard 3600
(2) discard

MAC

<0-

> enable
# configure terminal

(config)# na disc-mac-delete interval 3600
(config)# no na disc-mac-delete interval

show na configuration, show running-config

0 FDB discard MAC
0 interval 0 100

discard

3.46.35na clear

mac <MACADDR>
MAC

na clear mac <MACADDR>
na clear disc-mac
MACADDR
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CONFIG

@ ( ) NAC

(@) MAC

> enable

# configure terminal

(config)# na clear mac 00:0b:db:d7:53:18
(config)# na clear disc-mac

show na client, show mac-address-table

3.46.36 na custom-relay-port port
NA

no "na custom-relay-port ip" '"na
custom-relay-port tcp" 'na custom-relay-port udp"

[ no ] na custom-relay-port port <PORTRANGE>
PORTRANGE NA

CONFIG

(1) NA 1 310 12 15

(2) custom-relay

> enable

# configure terminal

(config)# na custom-relay-port port 1-3,10,12-15
(config)# no na custom-relay-port port 1-3,10,12-15

show na configuration, show running-config
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CPU
( )
0 NA MAC
0 (custom-relay dhcp-relay arp-relay)
2 ("ip forwarding” disable )
3 (""ip forwarding”
enable ) L3

(Network Authentication )

0 3.8 3.9

3.46.37 na custom-relay-port ip
NA IP TCP/UDP

VLAN 1D no

"na custom-relay-port port"

[ no ] na custom-relay-port ip <IPADDR> [ vid <VID> ]
[ no ] na custom-relay-port ip <IPADDR> tcp <TCP PORT> [ vid <VID> ]
[ no ] na custom-relay-port ip <IPADDR> udp <UDP PORT> [ vid <VID> ]

1PADDR 1P
TCP PORT TCP <1-65535>
UDP PORT UDP <1-65535>
VID VLAN ID <1-4094>
( )
CONFIG
(1) NA 1P 172.17.41.5
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TCP 60001

@ O

(3) NA P 172.17.41.10
TCP 60100 VLAN ID 100

“) 3

> enable

# configure terminal

(config)# na custom-relay-port ip 172.17.41.5 tcp 60001

(config)# no na custom-relay-port ip 172.17.41.5 tcp 60001
(config)# na custom-relay-port ip 172.17.41.10 tcp 60100 vid 100
(config)# no na custom-relay-port ip 172.17.41.10 tcp 60100 vid 100

show na configuration, show running-config

0 custom-relay-port ip custom-relay-port tcp custom-relay-
port udp 8

o CPU CPU

VLAN 1D

3.46.38 na custom-relay-port tcp

NA TCP VLAN ID
no

"na custom-
relay-port port"

[ no ] na custom-relay-port tcp <TCP PORT> [ vid <VID> ]

TCP PORT TCP <1-65535>
VID VLAN 1D <1-4094>
( )
CONFIG
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(1) NA TCP
TCP

@ @

(3) NA TCP
VLAN ID 100

ONCE)

60001

60100

> enable

# configure terminal

(config)# na custom-relay-port tcp 60001

(config)# no na custom-relay-port tcp 60001
(config)# na custom-relay-port tcp 60100 vid 100
(config)# no na custom-relay-port tcp 60100 vid 100

show na configuration, show running-config

0 custom-relay-port ip custom-relay-port tcp
port udp 8

o CPU CPU

VLAN 1D

3.46.39 na custom-relay-port udp
NA UDP
no

relay-port port"

[ no ] na custom-relay-port udp <UDP PORT> [ vid <VID> ]

UDP PORT uop <1-65535>
VID VLAN 1D <1-4094>
( )
CONFIG
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(1) NA UbP
TCP

@ @

(3) NA UbP
VLAN ID 100

@ 3

60001

60100

> enable

# configure terminal

(config)# na custom-relay-port udp 60001

(config)# no na custom-relay-port udp 60001
(config)# na custom-relay-port udp 60100 vid 100
(config)# no na custom-relay-port udp 60100 vid 100

show na configuration, show running-config

0 custom-relay-port ip custom-relay-port tcp
port udp 8

o CPU CPU

VLAN 1D

3.46.40 na auth-page redirect
no
HTTP ( IP )
Web
HTTP/HTTPS HTTP
80 HTTPS 443  HTTP

» shared mode user-base

» shared mode user/mac-base

» shared-dynamic-vlan mode user-base

» shared-dynamic-vlan mode user/mac-base

» shared-dynamic-vlan mode dual-mac-user-base

[ no ] na auth-page redirect http | https
http HTTP
https HTTPS
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CONFIG

(1) HTTP
@)

> enable

# configure terminal

(config)# na auth-page redirect http
(config)# no na auth-page redirect http

show na configuration, show running-config

0 "na httpd ip" IP

"na httpd ip"
0 "na auth-page redirect https" "na httpd ssl enable”
0 "na httpd ssl enable” "na auth-page redirect http”
SSL
o "na httpd ssl enable™ "na auth-page redirect https"
SSL

0 ( ) IP
0

* shared mode user-base
* shared mode user/mac-base
» shared-dynamic-vlan mode user-base
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» shared-dynamic-vlan mode user/mac-base
» shared-dynamic-vlan mode dual-mac-user-base

0 shared-dynamic-vlan mode dual-mac-user-base "na auth-page redirect
vid"

0 "na httpd url"

0 shared mode dual-mac-user-base

0 "na httpd name radius” (RADIUS )

3.46.41 na auth-page redirect proxy-port
no

Web
Web

» shared mode user-base

» shared mode user/mac-base

» shared-dynamic-vlan mode user-base

» shared-dynamic-vlan mode user/mac-base

» shared-dynamic-vlan mode dual-mac-user-base

na auth-page redirect proxy-port <PORT>
no na auth-page redirect proxy-port
PORT <1-65535>

CONFIG

€y
@

> enable
# configure terminal
(config)# na auth-page redirect proxy-port 1080

(config)# no na auth-page redirect proxy-port
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show na configuration, show running-config

HTTPS

"na httpd ip" IP

"na httpd 1p"

e & © &&

» shared mode user-base

» shared mode user/mac-base

» shared-dynamic-vlan mode user-base

» shared-dynamic-vlan mode user/mac-base

» shared-dynamic-vlan mode dual-mac-user-base

shared-dynamic-vlan mode dual-mac-user-base "na auth-page redirect
vid"

"na httpd url™

shared mode dual-mac-user-base

"na httpd name radius" (RADIUS )

oS &

3.46.42 na auth-page redirect vid
VLAN no

VLAN 1D
Web
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VLAN ID  shared-dynamic-vlan mode dual-mac-user-base
"na auth-page redirect” "na auth-page redirect proxy-port"
URL Web

na auth-page redirect vid <VID>
no na auth-page redirect vid

VID VLAN 1D <1-4094>
( )
CONFIG
() VLAN 1D
@
> enable

# configure terminal
(config)# na auth-page redirect vid 100
(config)# no na auth-page redirect vid

show na configuration, show running-config

shared-dynamic-vlan mode dual-mac-user-base
"na auth-page redirect” "na auth-page redirect proxy-
port"

0
o "na httpd ip" IP
O

shared mode dual-mac-user-base

0 "na httpd name radius” (RADIUS )

3.46.43 na auth-page redirect url
Web URL no
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"na auth-page redirect” URL
Web

na auth-page redirect url <URL>
no na auth-page redirect url
URL URL <1-255( )>

CONFIG

D URL
@

> enable

# configure terminal

(config)# na auth-page redirect url http://192.168.1.1:8080/
(config)# no na auth-page redirect url

show na configuration, show running-config

0 "na httpd 1p" 1P

0 "na auth-page redirect”
o "na auth-page redirect http” URL
80 -Web TCP

URL 80

0 "na auth-page redirect proxy-port"

0 3.28 2

URL HTTP
< >

packet-filter2
1 1 assign port 13-24
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1 1 condition ipv4 dst ip 192.168.1.1/32
1 1 condition ipv4 dst tcp/udp 8080

1 1 action permit

1 1 action redirect 11

condition dst ip 1P

condition dst tcp/udp

o shared mode dual-mac-user-base

"na httpd name radius” (RADIUS

3.46.44 na success-url
Web URL
no

na success-url <URL>
no na success-url
URL URL < 255 >

CONFIG

D URL
@

> enable

# configure terminal

(config)# na success-url http://192.168.1.1/
(config)# no na success-url

show na configuration, show running-config
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3.46.45 na success-url timeout
Web "na success-url" URL
no

na success-url timeout <SECONDS>
no na success-url timeout
SECONDS <0-60( )>

0C )

CONFIG

) 10
@)

> enable

# configure terminal

(config)# na success-url timeout 10
(config)# no na success-url timeout

show na configuration, show running-config

3.46.46 copy tftp local-db

TFTP NA
3-44 3-45
copy tftp <IPADDR> <FILE> local-db
IPADDR TFTP IP
FILE
( )
ENABLE
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@ 1r 172.17.20.1  TFTP NA

|# copy tftp 172.17.20.1 locall local-db

3-44
userid,password[,vid] CSV (userid password 63 )
300
3-45
temp01, temp01,10
temp02, temp02
temp03, temp03, 30
00096b82c51e,1g2w3d, 100
o MAC MAC (16 16
userid (a-f)
(1) & - O[S
! I
0 LF CR+LF CR
3.46.47 copy local-db tftp
NA TFTP

copy local-db tftp <IPADDR> <FILE>
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1PADDR TFTP 1P
FILE

ENABLE

D) NA IP 172.17.20.1
TFTP userdate.txt
|# copy local-db tftp 172.17.20.1 userdate.txt

(1) & ¥ - O NS

o
(1Y,

3.46.48 erase local-db
NA

erase local-db

ENABLE

@ NA
|# erase local-db
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3.46.49 show na aging

2 x
"na logout aging”
show na aging
ENABLE
@)
# show na aging
MAC address port VID Time Aging user
00:16:d3:3e:35:63 1 100 0:01:31 0:00:13 webuser01
MAC address MAC
port
VID VID
Time
Aging
user
na logout aging, show running-config
0 "show na aging" Aging(

) 00:00:00

3.46.50 show na configuration
NA

show na configuration

VIEW, ENABLE
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(1) NA

> show na configuration

NA Status

NA Roaming

NA WEB Server IP

NA WEB Server Port

NA WEB Server Page 1
NA WEB Server Page 2
NA WEB English

NA WEB Server SSL

NA Success URL

NA Success URL Timeout
NA disc-mac-del interval

RADIUS Server Configuration:

Primary Radius Server
IP Address
Port Number
Encrypted Secret Key :
Secondary Radius Server
IP Address
Port Number
Encrypted Secret Key :

Primary Radius Server
IP Address
Port Number
Encrypted Secret Key :
Secondary Radius Server
IP Address
Port Number
Encrypted Secret Key :

« )

Primary
IP Address
Port Number
Encrypted Secret Key :
Secondary

Network Authentication Configuration:

> enable

> enable

1 192.0.2.1

1 8080

> http://192.168.1.100

> enable

: disable

: http://success-url/
: 60

: 300

[WEB Authentication(WEB Server Name: www.authl.ne._jp)]

$172.21.41.10
1 1812

nmld7xDA+F1+Qigidz

1 172.21.41.11
- 1812

osHgs+soi Ikmg+zZmwD

[WEB Authentication(WEB Server Name: www.auth2.ne.jp)]

1 172.21.51.10
1 1645

nmld7xDA+F1+Qigidz

: 0.0.0.0
- 1812

[MAC Address Authentication(mac-base, dual-mac-user-base)]

©172.21.41.10
1 1812

nmld7xDA+F1+Qigidz
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IP Address
Port Number - 1812

1 172.21.41.11

Encrypted Secret Key : osHgs+soi lkmg+zZmwD

Logout Configuration:
logout ping dest IP 0
logout ping TTL 0
logout polling interval 0
logout polling count 0
logout timeout 0
logout aging 0

logout clock 1 12:00

HTTP Redirect Configuration:
HTTP Port : 80
HTTPS Port
Proxy Port
URL
VID

Arp Relay Configuration:
[vID] 41
[viD] 51

Custom Relay Configuration:
[TCP] 60001
[1P] 172.17.41.5 [UDP] 60001 [VID] 41
[1P] 172.17.41.5 [TCP] 60002 [VID] 51
[1P] 172.17.41.10
[1P] 172.17.41.10 [UDP] 60002

Filter Configuration:

filterl permit-ttl 1
filter2 permit-ttl 1 128
filter3 permit-ttl : 255

Port Configuration:
d=designated mode,
f=force-authorized, I=local-authorized

s=shared mode

r=relay port
Port

S=shared-dynamic-vlan mode
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-1 6 7

12 13 18 19 24 25

T
mode : dddddd ...... ...... ...... ..
usr D e e e e e

mac 1000000 «ciiin wecaan aeeaaa aa
dual @ ... il i e .
auth - M. Foooo0 L. Lol
arp D e e eeeeee eeeae aa
0] T o

custom :

filterl: ..00.. .uooiir s e ..
filter2: 0...cn i s e ..

filter3: .

NA Status

NA Roaming

NA WEB Server IP

NA WEB Server Port

NA WEB Page 1

NA WEB Page 2

NA WEB English

NA WEB Server SSL

NA Success URL

NA Success URL Timeout
NA disc-mac-del interval

WEB Server Name

IP Address

Port Number
Encrypted Secret Key

logout ping dest IP
logout ping TTL

logout polling interval
logout polling count
logout timeout

logout interval

logout aging

logout clock

filter N

HTTP Port

HTTPS Port
Proxy Port

FDB

Web
Web
Web
Web
Web
Web

IP

TCP
URL
URL

SSL(Secure Socket Layer)

discard MAC

Web

RADIUS
RADIUS
RADIUS

logout ping
logout ping

(N
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URL
VID

mode (shared/designate)
usr

mac MAC

dual

auth

arp ARP

dhcp DHCP

custom CUSTOM

3.46.51 show na local-db

show na local-db

ENABLE

@

# show na local-db

No. Username VID
1 userl
2 user2 0

3.46.52 show na client
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show na client

VIEW, ENABLE

@
> show na client
MAC address port VID Time count user
00:40:26:4f:00:Ff1 6 33 00:00:04 admin
MAC address MAC
port
VID VLAN D
Time
count
user
3.46.53 show tech-support na
NA 3-46
system-dump
)

3-46

NA

show system

show version

show na configuration
show na client

show na aging

show na local-db

show tech-support na [ system-dump ]
system-dump

ENABLE
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0 system-dump

3.46.54 RADIUS
Cistron RADIUS server version 1.6.6 (http://www.radius.cistron.nl)

dictionary
dictionary
Vlan-1d  Vendor-Specific

VENDOR Hitachi-Cable-Ltd 278

ATTRIBUTE NA-Vlan-I1d 192 integer Hitachi-Cable-Ltd

Vlan-1d  Vendor-Specific

ATTRIBUTE Vlan-1d 192 integer

user
v33 v33pass VLAN ID 33

user

v33 Auth-Type = Local, Password = "v33pass"
NA-Vlan-1d = 33

MAC (MAC "macpass') MAC
user

00:01:02:03:0a:0b

000102030a0b Auth-Type = Local, Password = "macpass"
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3.47 AccessDefender

AccessDefender
AccessDefender SSLv2 SSLv3 TLS1.0 TLS1.1 TLS1.2
OAccessDefender OSPF RIP 3.17
(STP/RSTP/MSTP)
0 AccessDefender 3.27

aware 3.42 MMRP-Plus

o MAC VRRP VRRP

MAC

3.41 MMRP 3.43 MMRP2

MAC
0 VLAN IP
(TELNET/SSH  SNMP)
TELNET/SSH SNMP
0 DHCP DHCP
IP
o AccessDefender
(""logout linkdown port disable™) ("'roaming port

enable™)
0 3.12 LLDP

LACP
o OSPF/RIP/1GMP/ (STP/RSTP/MSTP)

MAC (
MAC Discard )
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o IEEES02. 1X Supplicant EAPOL MAC
STP
(1) 1EEE802.1X MAC (00:40:66:33:1D:A9)
0 MAC

(MAC Web 802.1X)
MAC

(""roaming port enable™)

Web ( VLAN )
(“'roaming port enable™)

e & & &

Web
1024 1021 5
0 VLAN VLAN 1D VLAN
VLAN 1D
)
o / VLAN
IP ARP
2 ( 3-24) arp-sender-ip
o VLAN
» Apresia4328 128
» Apresia3400/4348/5400/13000 256
0 AccessDefender MLD MMRP/MMRP-Plus/MMRP2 aware(
3
o MAC VLAN VLAN 3.40 DHCP
"mac-authentication ignore-dhcp"
0 Web/MAC (AND) MAC VLAN
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L

0 3.36 IGMP Snooping 3.39 MLD Snooping

action none

0 "mac-authentication port"

VRRP MAC

0 AccessDefender
MAC

3.47.1 access-defender
ACCESSDEFENDER

exit ENABLE

access-defender

CONFIG

(1) ACCESSDEFENDER

query/report
query
report
AccessDefender
action
action none
2 AccessDefender
DHCP action permit
VRRP
VRRP  VLAN
VLAN MAC VRRP  VLAN
ACCESSDEFENDER CONFIG
end
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> enable
# configure terminal
(config)# access-defender

show running-config

3.47.2 aaa authentication

RADIUS / no
Web <ID> (<1D>)
"no aaa authentication web" "aaa authentication web
<ID>" "aaa authentication web <ID>" "no aaa

authentication web <ID>"

aaa authentication ( web [ <ID> ] ) | mac radius <INDEX1> [ <INDEX2> ] [ local | ( force
[ vlan <VID> ] ) ]

aaa authentication ( web [ <ID> ] ) | mac local [ radius <INDEX1> [ <INDEX2> ] [ force
[ vlan <VID> ] ]

aaa authentication ( web [ <ID> ] ) | mac | dotlx force [ vlan <VID> ]

aaa authentication dotlx radius <INDEX1> [ <INDEX2> ] [ force [ vlan <VID> ] ]

no aaa authentication ( web [ <ID> ] ) | mac | dotlx

1D ID <1-4>
INDEX1 RADIUS <1-8>
INDEX2 RADIUS <1-8>
* no aaa authentication web | mac | dotlx Web /MAC

/1EEE802.1X

CONFIG
(1) Web ID 1 RADIUS 1
(2) MAC RADIUS 2
(3) Web ID 1 RADIUS
(4) MAC RADIUS
|> enable
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# configure terminal

(config)# aaa authentication web 1 radius 1
(config)# aaa authentication mac radius 2
(config)# no aaa authentication web 1
(config)# no aaa authentication mac

show running-config

0

INDEX ERROR
0 IEEEB02. 1X RADIUS "aaa radius deadtime"
3.47.3 aaa authentication control
no
( / RADIUS

[ no ] aaa authentication ( web [ <ID> ] ) | mac control sufficient
ID ID <1-4>

CONFIG

(1) Web
(2) Web

> enable

# configure terminal

(config)# aaa authentication web control sufficient
(config)# no aaa authentication web control sufficient

show running-config
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o RADIUS RADIUS

RADIUS

3.47.4 aaa radius host

RADIUS no
RADIUS 8
RADIUS IP UDP secret key
5 AccessDefender  RADIUS RADIUS 1P
secret key
RADIUS
RADIUS RADIUS

X

aaa radius <INDEX> host <IPADDR> [ auth-port <PORT> ] [ timeout <SEC> ] [ retransmit

<RETRIES> ] [ key <KEY> ]
no aaa radius <INDEX>

INDEX <1-8>
IPADDR RADIUS IP
PORT UDP <1-65535>
SEC <1-30( )>
RETRIES <1-5( )>
KEY secret key <1-127( )>
INDEX
IPADDR
PORT 1812
SEC 3C )
RETRIES 3( )
KEY
CONFIG
() 1 RADIUS IP 172.21.29.40 UDP
10 10 4 secret key ac-df
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0 1 RADIUS

> enable
# configure terminal

key ac-df
(config)# no aaa radius 1

(config)# aaa radius 1 host 172.21.29.40 auth-port 10 timeout 10 retransmit 4

show running-config

0 secret key

ASCHI
RADIUS

0 secret key

3.47.5 aaa radius client-ip

"show running-config"”

RADIUS

"show flash-config”

RADIUS IP /1Pv6 RADIUS NAS-
IP-Address no
1P
3-47 3-48
3-47 "aaa radius client-ip" IP
"aaa radius client-ip" 1P 1P
- 1P
1P
client-ip 1P
1 2
1 1Pv4 RADIUS
2 IPv6 1Pv6

3-48 "aaa radius client-ip”

NAS-1P-ADDRESS

"aaa radius client-ip" 1P

NAS-1P-ADDRESS

1P
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client-ip IP
client-ip IP
1 IPv6 IPV6
1Pv4 IP
aaa radius client-ip <IPADDR>
no aaa radius client-ip
IPADDR IP
( )
CONFIG
(1) RADIUS IP 192.168.10.1
> enable
# configure terminal
(config)# aaa radius client-ip 192.168.10.1
show running-config
3.47.6 aaa radius deadtime
RADIUS DeadTime no
RADIUS Deadtime  RADIUS

aaa radius deadtime <MIN>
no aaa radius deadtime
MIN DeadTime <1-1440(

CONFIG
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(1) DeadTime 100
¢)

> enable

# configure terminal

(config)# aaa radius deadtime 100
(config)# no aaa radius deadtime

show running-config

3.47.7 web-authentication enable

Web no
Web / RADIUS (
) VLAN
VLAN 1
VLAN
2 (authentication-bypass )
Web (
2 3.28.5 "action" authentication-bypass )
Web
(€)) /
(@) VLAN
(©)) Web (SsSL )
(CY) MAC /1EEE 802.1X/DHCP Snooping
) / RADIUS
(6) RADIUS
(7) RADIUS
(8) MAC / / (Web/MAC (AND) "web-authentication port
<PORT> mac-authentication” "web-authentication mac-authentication-password" )

[ no ] web-authentication enable

no enable( )

CONFIG

(1) Web
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(2) Web

> enable

# configure terminal

(config)# web-authentication enable
(config)# no web-authentication enable

show running-config

o Web ID 63

RADIUS
0 (MAC /1EEE 802.1X)
Web
0 ID ASCI
RADIUS RADIUS
0 DHCP VLAN
VLAN DHCP VLAN DHCP
VLAN 1P
0 Web
Web
0 3.28 2 AccessDefender
AccessDefender Web MAC discard
2
AccessDefender
o Web ARP DHCP
Snooping DHCP  Snooping ARP

0 Web IP
o DHCP IP Web

2 DHCP
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< >

packet-filter2

1 1 assign port 1-44

1 1 condition ipv4 dst tcp/udp 67
1 1 action permit

condition ipv4 dst tcp/udp 67 DHCP

3.47.8 web-authentication port

Web no MAC
/1EEE 802.1X/DHCP Snooping MAC /IEEE
802.1X Web
mac-authentication Web/MAC (AND)
Web/MAC (AND) Web MAC "show access-
defender port-configuration™ Web/MAC (AND) Web
dotlx Web/1EEE802. 1X (AND)
no dotlx Web/1EEE802.1X (AND)
Web IEEEB02.1X "show access-defender
port-configuration” Web/1EEE802. 1X (AND)
mac-authentication Web Web/MAC (AND)
MAC Web IEEE802.1X
"show access-defender port-configuration™ Web/1EEE802. 1X (AND)
Web/1EEE802.1X (AND) (VLAN )
(Web --> IEEE 802.1X IEEE 802.1X
)

web-authentication port <PORTRANGE> [ mac-authentication | gateway | dotlx ]
no web-authentication port <PORTRANGE> [ dotlx ]

PORTRANGE ( )
mac-authentication  Web/MAC (AND)
gateway
dotlx Web/1EEE802. 1X (AND)
( )
ACCESSDEFENDER
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(€)) 1 10 Web
@) 11 20 Web/MAC (AND)
(©)) 1 10 Web
()] 1 5 Web/IEEEB02.1X (AND)
©) 6 10 Web/MAC (AND) IEEE802.1X (
)
©) 1 10 Web/IEEE802.1X (AND)
> enable
# configure terminal
(config)# access-defender
(config-a-def)# web-authentication port 1-10
(config-a-def)# web-authentication port 11-20 mac-authentication
(config-a-def)# no web-authentication port 1-10
(config-a-def)# web-authentication port 1-5 dotlx
(config-a-def)# web-authentication port 6-10 dotlx
(config-a-def)# web-authentication port 6-10 mac-authentication
(config-a-def)# no web-authentication port 1-10 dotlx
show access-defender port-configuration, show running-config
o Web Web
o
( L2
) Web
)
L2 IP IP
o :
o VLAN (
VLAN )
0 Web (gateway ) Web/MAC (AND) MAC
IEEE802.1X IEEEB02.1X/MAC (AND) DHCP Snooping
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0 Apresial3000

0 Web/1EEE802. 1X (AND) Web IEEE802.1X
Web IEEE802.1X
o Web/1EEE802.1X (AND) Web ("'web-
authentication enable™) 1EEE802.1X ("'dotlx enable™)
0 no dotlx Web/1EEE802.1X (AND)
Web/1EEE802.1X (AND) Web/MAC
(AND) (Web/I1EEE802.1X (AND) Web
Web/MAC (AND)
0 Web/ 1EEE802. 1X (AND) Web
("'web-authentication port <PORT>")
o Web/1EEE802.1X (AND) IEEE 802.1X Web
0 Web/1EEE802.1X (AND) IEEE 802.1X Web
"vlan mode dynamic port-base" (
VLAN )
0 Web/ 1EEE802. 1X (AND) 7.29
"web-authentication port dotlx" Config
< >

# show running-config

access-defender

web-authentication port 2

web-authentication port 1,4 mac-authentication
web-authentication port 3 gateway
web-authentication port 1 dotlx
web-authentication ttl 255 port 1
web-authentication redirect url aaa
web-authentication redirect http
web-authentication redirect https
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web-authentication snooping proxy-port 1

web-authentication ip 192.0.2.1

web-authentication http-port 81

web-authentication mac-authentication-encrypted-password
RMNZRS5k2Up+QigidzZmwA$S$

mac-authentication ignore-dhcp

mac-authentication port 2

mac-authentication encrypted-password qvk242hRVid+QigidzZmwA$$
dotlx port 2

dotlx port 1 reauthentication

dotlx port 1 ignore-eapol-start

dotlx port 1 timeout re-authperiod 2147483647

dotlx port 1 timeout supp-timeout 65535

dotlx port 1 timeout tx-period 65535

dotlx port 1 timeout quiet-period 65535

dotlx mac-authentication-encrypted-password 80N39xvwzL5+QigidzZmwA$$

Version down
# show running-config

access-defender
web-authentication port 2
web-authentication port 1,4 mac-authentication

web-authentication port 3 gateway
!

3.47.9 web-authentication http-port
Web HTTP TCP
no

web-authentication http-port <HTTP-PORT>
no web-authentication http-port
HTTP-PORT Web TCP

ACCESSDEFENDER
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(1) TCP 8080
(2) TCP
> enable

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication http-port 8080
(config-a-def)# no web-authentication http-port

show running-config

o Web TCP 23(TELNET ) "web-
authentication https-port” "web-authentication redirect
proxy-port"

o "web-authentication redirect http” TCP 80

3.47.10 web-authentication https-port

Web HTTPS TCP
no

web-authentication https-port <HTTPS-PORT>
no web-authentication https-port
HTTPS-PORT Web TCP

ACCESSDEFENDER

(1) TCP 443

(2) TCP

> enable

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication https-port 443
(config-a-def)# no web-authentication https-port
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show running-config

o Web TCP 23(TELNET ) "web-
authentication http-port" "web-authentication redirect proxy-
port"

Web

0 "web-authentication redirect https" TCP 443

0 3.61.7 "restore™ 3.45.3 "copy file https-
file"”

3.45.1 "ssl gencsr rsakey"

3.47.11 web-authentication http-session-timeout
Web HTTP/HTTPS
no

web-authentication http-session-timeout <SECONDS>
no web-authentication http-session-timeout
SECONDS HTTP/HTTPS <1-60( )>

60C )

ACCESSDEFENDER

(1) HTTP/HTTPS 10

(2) HTTP/HTTPS

(config)# access-defender

(config-a-def)# web-authentication http-session-timeout 10
(config-a-def)# no web-authentication http-session-timeout
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show running-config

0 HTTP/HTTPS

Web
HTTP/HTTPS 10
3.47.12 web-authentication ip
Web Web IP
no
web-authentication ip <IPADDR>
no web-authentication ip
IPADDR Web 1P
)
ACCESSDEFENDER
(€D) Web IP 192.0.2.3
@) IP
> enable
# configure terminal
(config)# access-defender
(config-a-def)# web-authentication ip 192.0.2.3
(config-a-def)# no web-authentication ip
show running-config
0 L
3.47.13 web-authentication redirect url
Web URL no
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"web-authentication redirect http" '"web-authentication redirect https"

authentication redirect proxy-port" URL
Web

web-authentication redirect url <URL>
no web-authentication redirect url

URL Web URL <1-255(  )>
o ASCII 7]
( )
ACCESSDEFENDER
€)) URL  http://192.0.2.3:8080
@
> enable

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication redirect url http://192.0.2.3:8080
(config-a-def)# no web-authentication redirect url

show running-config

0 "web-authentication redirect http”
authentication redirect https" "web-authentication redirect proxy-port"

o Web Web

URL( Web 1P TCP

3.47.14 web-authentication redirect http
HTTP no

HTTP ( 1P )
Web 80 HTTP
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[ no ] web-authentication redirect http

ACCESSDEFENDER

(1) HTTP
@

> enable

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication redirect http
(config-a-def)# no web-authentication redirect http

show running-config

0 URL 80
O

"web-authentication ip" IP
0 Web "web-
authentication redirect url” URL( Web 1P
TCP )
0 Web ( ) IP
o Web TCP ("'web-authentication http-port” “web-

authentication https-port'™) Web

3.47.15 web-authentication redirect https
HTTPS no
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HTTPS ( 1P
Web 443 HTTPS

[ no ] web-authentication redirect https

ACCESSDEFENDER

(1) HTTPS
@)

> enable

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication redirect https
(config-a-def)# no web-authentication redirect https

show running-config

0 URL 443

0 Web "web-
authentication redirect url” URL( Web IP
TCP )
o Web ( ) IP
0 "web-authentication ip" IP
0 Web TCP ("'web-authentication http-port” “web-
authentication https-port'™) Web
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o HTTPS

HTTPS
CA

3.47.16 web-authentication redirect proxy-port
no

Web
Web

web-authentication redirect proxy-port <PROXY-PORT>
no web-authentication redirect proxy-port
PROXY-PORT <1-65535>

ACCESSDEFENDER

@ 10094
@

> enable

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication redirect proxy-port 10094
(config-a-def)# no web-authentication redirect proxy-port

show running-config

‘[l’ Web

authentication redirect url” URL( Web
TCP )

{[lbmmb ( )
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0 "web-authentication ip" IP

0 HTTPS

0 23(TELNET ) "web-authentication http-
port" "web-authentication https-port"

0 "web-authentication snooping proxy-port”

3.47.17 web-authentication snooping proxy-port
no
Web
Web Web

Web Web
URL

web-authentication snooping proxy-port <PROXY-PORT>
no web-authentication snooping proxy-port
PROXY-PORT <1-65535>

ACCESSDEFENDER

@ 10094
@

> enable

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication snooping proxy-port 10094
(config-a-def)# no web-authentication snooping proxy-port

show running-config
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Web

URL

"web-authentication redirect proxy-port”

e &%

Web
Web 1P
Web HTTP HTTPS
TCP Web 1P
3.47.18 web-authentication mac-authentication-password
Web/MAC (AND) MAC no
Web/MAC (AND) "web-authentication port"
authentication RADIUS
MAC
web-authentication mac-authentication-password <PASSWORD>
no web-authentication mac-authentication-password
PASSWORD Web/MAC (AND) MAC <1-63( )>
o ASCII [?]
ACCESSDEFENDER
(1) Web/MAC (AND) MAC aaaaa
(2) Web/MAC (AND) MAC
> enable

# configure terminal
(config)# access-defender

(config-a-def)# web-authentication mac-authentication-password aaaaa
(config-a-def)# no web-authentication mac-authentication-password
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show running-config

‘!’. ASCII1

RADIUS RADIUS
0 "show running-config" "show flash-config"
o Ver. 7.19 7.20 Web/MAC (AND)
Web/MAC (AND) ("'web-authentication port mac-
authentication" )

3.47.19 web-authentication ttl
TTL Web TTL 1P
no TTL 8

web-authentication ttl <TTL> port <PORTRANGE>
no web-authentication ttl [ <TTL> [ port <PORTRANGE> ] ]

TTL IP TTL(Time To Live) <1-255>
PORTRANGE ( )
( )
ACCESSDEFENDER
(Y) 1 TTL 255 TTL
> enable

# configure terminal
(config)# access-defender
(config-a-def)# web-authentication ttl 255 port 1

show running-config, show access-defender port-configuration
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3.47.20 web-authentication sslv2 enable
Web SSL 2(SSLv2)
no

[ no ] web-authentication sslv2 enable

no enable( )

ACCESSDEFENDER

(€)) Web SSL

(@) Web SSL
> enable

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication sslv2 enable
(config-a-def)# no web-authentication sslv2 enable

show running-config

o SSLv2 TLS(Transport
Layer Security)

0 SSLv2 SHA-1 SHA-2

3.47.21 web-authentication sslv3 enable
Web SSL 3(SSLv3)
no
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[ no ] web-authentication sslv3 enable

no enable( )

ACCESSDEFENDER

() Web SSL 3

@) Web SSL 3
> enable

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication sslv3 enable
(config-a-def)# no web-authentication sslv3 enable

show running-config

o SSLv3

3.47.22 mac-authentication enable

MAC
MAC

MAC
discard
discard

ID

MAC
"action"”

MAC
(1) MAC
@
€))
®

no
MAC

VLAN 1

VLAN
( ) MAC discard
discard MAC

300 "access-defender-logout mac"

MAC "access-defender-logout user”
discard discard

"'show access-defender client”
2 authentication-bypass"

( 2 3.28.5
authentication-bypass )
VLAN
Web /1EEE 802.1X/DHCP Snooping
/ RADIUS
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(5) RADIUS
(6) RADIUS

[ no ] mac-authentication enable

no enable( )

CONFIG

(1) MAC
(2) MAC

> enable

# configure terminal

(config)# mac-authentication enable
(config)# no mac-authentication enable

show running-config

0 discard MAC 100
o DHCP VLAN

VLAN DHCP VLAN DHCP
VLAN 1P

0 DHCP IP VLAN 1P

DHCP IP
"mac-authentication ignore-dhcp"

0 VLAN

VLAN VLAN 1D

IP CPU
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0 MAC discard

0 "packet-filter2 max-rule”

3.47.23 mac-authentication port
MAC no

[ no ] mac-authentication port <PORTRANGE>

PORTRANGE ( )
( )
ACCESSDEFENDER
()) 1 20 MAC
(@) 1 10 MAC
> enable

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication port 1-20
(config-a-def)# no mac-authentication port 1-10

show access-defender port-configuration, show running-config

0

3.47.24 mac-authentication password
MAC no

MAC RADIUS
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mac-authentication password <PASSWORD>
no mac-authentication password

PASSWORD <1-63( )>
o ASCII [?]
( )
ACCESSDEFENDER
(1) MAC XXXXX
2
> enable

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication password XXxxX
(config-a-def)# no mac-authentication password

show running-config

‘[l' ASCHI

RADIUS RADIUS

0 "show running-config" "show flash-config"

3.47.25 mac-authentication password-mac-address
MAC MAC no
MAC RADIUS
MAC ID

MAC ID 16 ( ) 12 MAC

[ no ] mac-authentication password-mac-address
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ACCESSDEFENDER

(1) MAC MAC
@

> enable

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication password-mac-address
(config-a-def)# no mac-authentication password-mac-address

mac-authentication password, show running-config

0 MAC (Web/MAC (AND) IEEE802.1X/MAC
) Web/MAC (AND)
IEEE802. 1X/MAC "aaa authentication web" "aaa
authentication dotlx" RADIUS
"aaa authentication mac" RADIUS

3.47.26 mac-authentication ignore-dhcp
MAC UDP 67(DHCP ) MAC
no

[ no ] mac-authentication ignore-dhcp

ACCESSDEFENDER

D UDP 67 (DHCP ) MAC
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&)

> enable

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication ignore-dhcp
(config-a-def)# no mac-authentication ignore-dhcp

show running-config

3.47.27 dotlx enable

IEEE 802.1X no

[ no ] dotlx enable

no enable( )

CONFIG

(1) IEEE 802.1X

> enable
# configure terminal
(config)# dotlx enable

show running-config

0 STP supplicant EAPOL
(00:40:66:33:1D:A9)

3.47.28 dotlx port
IEEE 802.1X
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[ no ] dotlx port <PORTRANGE>
PORTRANGE ( )

ACCESSDEFENDER

(Y) 1 5 IEEE 802.1X
> enable

# configure terminal
(config)# access-defender
(config-a-def)# dotlx port 1-5

show access-defender port-configuration, show running-config

o Web/1EEE802. 1X (AND) IEEE802.1X
("'dotlx port <PORT>")
0 IEEE Std 802.1X-2001 IEEE802.1X
VLAN ID 0 (
)

3.47.29 dotlx mac-authentication-password

IEEE802.1X/MAC (AND) MAC
no
IEEE802 . 1X/MAC (AND) IEEE 802.1X
MAC MAC IEEE 802.1X
IEEE802. 1X/MAC (AND) RADIUS

MAC

dotlx mac-authentication-password <PASSWORD>
no dotlx mac-authentication-password
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PASSWORD  IEEE802.1X/MAC (AND) MAC <1-63( )>

* ASCII |
( )
ACCESSDEFENDER
(1) IEEE802.1X/MAC (AND) MAC aaaaa
(2) IEEE802.1X/MAC (AND)
> enable

# configure terminal

(config)# access-defender

(config-a-def)# dotlx mac-authentication-password aaaaa
(config-a-def)# no dotlx mac-authentication-password

show running-config

‘[]' ASCHI

RADIUS RADIUS
0 "show running-config" "show flash-config"
o IEEES02. 1X/MAC (AND) "dotlx port"

IEEES02.1X/MAC  (AND)

3.47.30 dotlx port ignore-eapol-start
EAPOL-Start supplicant EAPOL-
Start EAP no

[ no ] dotlx port <PORTRANGE> ignore-eapol-start
PORTRANGE ( )
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ACCESSDEFENDER
() 1 5 ignore-eapol-start
> enable

# configure terminal
(config)# access-defender
(config-a-def)# dotlx port 1-5 ignore-eapol-start

show running-config

3.47.31 dotlx port initialize
IEEE 802.1X

dotlx port <PORTRANGE> initialize

PORTRANGE ( )
ACCESSDEFENDER
[€)) 1 5 IEEE 802.1X
> enable

# configure terminal
(config)# access-defender
(config-a-def)# dotlx port 1-5 initialize

3.47.32 dotlx port max-req
RADIUS EAP supplicant
no
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dotlx port <PORTRANGE> max-req <ATTEMPTS>

no dotlx port <PORTRANGE> max-req
PORTRANGE ( )
ATTEMPTS <1-10( )>

2C )

ACCESSDEFENDER

D 1 1

> enable

# configure terminal

(config)# access-defender
(config-a-def)# dotlx port 1 max-req 1

show running-config

3.47.33 dotlx port reauthentication
no

[ no ] dotlx port <PORTRANGE> reauthentication
PORTRANGE ( )

ACCESSDEFENDER

@ 1

> enable

# configure terminal

(config)# access-defender

(config-a-def)# dotlx port 1 reauthentication
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show running-config

3.47.34 dotlx port re-authenticate

dotlx port <PORTRANGE> re-authenticate

PORTRANGE ( )
ACCESSDEFENDER
@ 1

> enable

# configure terminal
(config)# access-defender
(config-a-def)# dotlx port 1 re-authenticate

3.47.35 dotlx port timeout quiet-period

dotlx port <PORTRANGE> timeout quiet-period <SECS>
no dotlx port <PORTRANGE> timeout quiet-period

PORTRANGE ( )
SECS <0-65535( )>
60( )
ACCESSDEFENDER
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€y 1 10

> enable

# configure terminal

(config)# access-defender

(config-a-def)# dotlx port 1 timeout quiet-period 10

show running-config

3.47.36 dotlx port timeout re-authperiod

no

dotlx port <PORTRANGE> timeout re-authperiod <SECS>
no dotlx port <PORTRANGE> timeout re-authperiod

PORTRANGE ( )

SECS <5-2147483647( )>
3600( )
ACCESSDEFENDER
() 1 300

> enable

# configure terminal
(config)# access-defender
(config-a-def)# dotlx port 1 timeout re-authperiod 300

show running-config

3.47.37 dotlx port timeout supp-timeout

RADIUS EAP supplicant supplicant
EAP
no
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dotlx port <PORTRANGE> timeout supp-timeout <SECS>
no dotlx port <PORTRANGE> timeout supp-timeout

PORTRANGE ( )

SECS <5-65535( )>
30(C )
ACCESSDEFENDER
(€H) 1 2 10000

> enable

# configure terminal
(config)# access-defender
(config-a-def)# dotlx port 1-2 timeout supp-timeout 10000

show running-config

3.47.38 dotlx port timeout tx-period
supplicant EAP / supplicant
EAP EAP /
0 EAP /
no

dotlx port <PORTRANGE> timeout tx-period <SECS>
no dotlx port <PORTRANGE> timeout tx-period

PORTRANGE ( )
SECS <0 5-65535( )>
30C )
ACCESSDEFENDER
() 1 2 5 EAP / 40
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> enable

# configure terminal

(config)# access-defender

(config-a-def)# dotlx port 1,2-5 timeout tx-period 40

show running-config

3.47.39 dhcp-snooping enable

DHCP Snooping no

[ no ] dhcp-snooping enable

no enable( )

CONFIG

(1) DHCP Snooping
(2) DHCP Snooping

> enable

# configure terminal

(config)# dhcp-snooping enable
(config)# no dhcp-snooping enable

show access-defender dhcp-snooping configuration, show running-config

0 DHCP Snooping "packet-filter2 max-rule”
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0 DHCP Snooping
0 DHCP  Snooping

(Web/MAC/ /dotlx)
o VLAN DHCP DHCP  Snooping
"dhcp-snooping internal-dhcp-vlan™
0 DHCP  Snooping DHCP 3.28 2
authentication-bypass
0 PXE PXE DHCP Snooping
PXE "dhcp-snooping port™”

3.47.40 dhcp-snooping port
DHCP Snooping no

[ no ] dhcp-shooping port <PORTRANGE>

PORTRANGE DHCP Snooping ( )
( )
ACCESSDEFENDER
(¢)) 1 12 DHCP Snooping
@) 1 12 DHCP Snooping
> enable

# configure terminal

(config)# access-defender

(config-a-def)# dhcp-snooping port 1-12
(config-a-def)# no dhcp-snooping port 1-12

show access-defender dhcp-snooping configuration, show access-defender port-configuration,
show running-config
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0 DHCP Snooping DHCP

3.47.41 dhcp-snooping mode deny
DHCP Snooping DENY PERMIT no

[ no ] dhcp-snooping mode deny

no deny( PERMIT )

ACCESSDEFENDER

(1) DHCP Snooping DENY

(2) DHCP Snooping PERMIT
> enable

# configure terminal

(config)# access-defender

(config-a-def)# dhcp-snooping mode deny
(config-a-def)# no dhcp-snooping mode deny

show access-defender dhcp-snooping configuration,
show access-defender dhcp-snooping mode-status, show running-config

3.47.42 dhcp-snooping mode mac-authentication

DHCP Snooping mac-authentication no
MAC DHCP Snooping
DHCP DHCP Snooping
DHCP Snooping MAC
MAC DHCP Snooping

[ no ] dhcp-snooping mode mac-authentication
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( mac-authentication )

ACCESSDEFENDER

(1) DHCP Snooping mac-authentication
(2) DHCP Snooping mac-authentication

> enable

# configure terminal

(config)# access-defender

(config-a-def)# dhcp-snooping mode mac-authentication
(config-a-def)# no dhcp-snooping mode mac-authentication

show access-defender dhcp-snooping configuration,
show access-defender dhcp-shooping mode-status, show running-config

o 3.40 DHCP

3.47.43 dhcp-snooping mode timer
DHCP Snooping PERMIT DENY
no
DENY

dhcp-snooping mode timer <TIME>
no dhcp-snooping mode timer
TIME DENY <0 30-604800( )>
« 0 PERMIT (DENY )

1800( )
ACCESSDEFENDER

(1) DENY 3600
(2) DENY

> enable

# configure terminal
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(config)# access-defender
(config-a-def)# dhcp-snooping mode timer 3600
(config-a-def)# no dhcp-snooping mode timer

show access-defender dhcp-snooping configuration,
show access-defender dhcp-snooping mode-status, show running-config

o PERMIT

3.47.44 dhcp-snooping static-entry port
DHCP Snooping

no

dhcp-snooping static-entry port <PORT> <IPADDR>
no dhcp-snooping static-entry [ port <PORT> [ <IPADDR> ] ]

PORT
IPADDR IP
)

ACCESSDEFENDER
(€)) 1 IP 192.168.1.10
@) 2 IP 192.168.1.100
A 5
“)

> enable

# configure terminal

(config)# access-defender

(config-a-def)# dhcp-snooping static-entry port 1 192.168.1.10
(config-a-def)# no dhcp-snooping static-entry port 2 192.168.1.100
(config-a-def)# no dhcp-snooping static-entry port 5
(config-a-def)# no dhcp-snooping static-entry

show access-defender dhcp-snooping configuration, show running-config,
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show access-defender client, show access-defender dhcp-snooping status

0
0 (
o IP

0 DHCP Snooping  Static
DHCP Snooping (""dhcp-snooping enable™)

3.47.45 dhcp-snooping internal-dhcp-vlan
DHCP Snooping  DHCP VLAN
no 12

dhcp-snooping internal-dhcp-vlan add <VID>
no dhcp-snooping internal-dhcp-vlan add [ <VID> ]

VID VLAN 1D
( )
ACCESSDEFENDER
(1) VLAN 100 DHCP Snooping DHCP VLAN
(2) VLAN 100 DHCP Snooping  DHCP VLAN
3) VLAN DHCP Snooping  DHCP VLAN
> enable

# configure terminal
(config)# access-defender
(config-a-def)# dhcp-snooping internal-dhcp-vlan add 100

546/705



(config-a-def)# no dhcp-snooping internal-dhcp-vlan add 100
(config-a-def)# no dhcp-snooping internal-dhcp-vlan add

show access-defender dhcp-shooping configuration, show running-config,
show access-defender client, show access-defender dhcp-snooping status

3.47.46 logout aging-time
no

Web MAC IEEE 802.1X

0 10-86400( ) 0-59( ) 0-23( ) O-
31 ) 0
()Y ¢) ¢ )y C ) c)y ¢ )Y C )
100 1 0 O"

160
AEQOS Ver. 7.09.01

"show access-defender client”

logout aging-time <SECONDS> [ <MINUTES> [ <HOURS> [ <DAYS> ] 1 1 [ web | gateway | mac |

dotlx ]
no logout aging-time [ web | gateway | mac | dotlx ]

SECONDS <0 10-86400( )>
MINUTES <0-59( )>
HOURS <0-23( )>
DAYS <0-31(C )>
0 )( )
ACCESSDEFENDER
@) 1000
@
|> enable
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# configure terminal

(config)# access-defender
(config-a-def)# logout aging-time 1000
(config-a-def)# no logout aging-time

show running-config, show access-defender client

3.47.47 logout timeout

no Web
MAC IEEE 802.1X
0 10-86400( ) 0-59( ) 0-23( ) 0-31( ) 0
cH) > CcH) C > C ) cH) C > C )
"100 1 0 0"

160
AEOS Ver. 7.09.01

logout timeout <SECONDS> [ <MINUTES> [ <HOURS> [ <DAYS> 1 1 ] [ web | gateway | mac |
dotlx ]
no logout timeout [ web | gateway | mac | dotlx ]

SECONDS <0 10-86400( )>
MINUTES <0-59( )>
HOURS <0-23( )>
DAYS <0-31( )>
0 )( )
ACCESSDEFENDER
(€H) 1000
@
> enable

# configure terminal
(config)# access-defender
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(config-a-def)# logout timeout 1000
(config-a-def)# no logout timeout

show running-config, show access-defender client

3.47.48 logout linkdown port disable
no

('roaming port enable” )

1EEE802.1X STP

[ no ] logout linkdown port <PORTRANGE> disable
PORTRANGE ( )

enable( )

ACCESSDEFENDER

€y 1

> enable

# configure terminal

(config)# access-defender

(config-a-def)# logout linkdown port 1 disable

show access-defender port-configuration, show running-config

3.47.49 logout linkdown time port enable
("logout linkdown time" )
no
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[ no ] logout linkdown time port <PORTRANGE> enable
PORTRANGE ( )

no enable( )

ACCESSDEFENDER

@ 1

> enable

# configure terminal

(config)# access-defender

(config-a-def)# logout linkdown time port 1 enable

show access-defender port-configuration, show running-config

3.47.50 logout linkdown time

no
"logout linkdown time port enable"
logout linkdown time <TIME>
no logout linkdown time
TIME <1-300( )>

ACCESSDEFENDER

@) 10

> enable

# configure terminal

(config)# access-defender
(config-a-def)# logout linkdown time 10
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show running-config

3.47.51 logout ping dst-ip
IP PING IP ICMP Request

no 1P 1

logout ping dst-ip <IPADDR>
no logout ping dst-ip
1PADDR IP

ACCESSDEFENDER

(1) 192.168.1.254 PING

> enable

# configure terminal

(config)# access-defender

(config-a-def)# logout ping dst-ip 192.168.1.254

show running-config

Web

0 "logout ping ttl” 2

3.47.52 logout ping ttl
TTL PING TTL ICMP Request
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no TTL 1

logout ping ttl <TTL>
no logout ping ttl
TTL 1P TTL(Time To Live) <1-255>

ACCESSDEFENDER

(1) TIL 1 PING

> enable

# configure terminal

(config)# access-defender
(config-a-def)# logout ping ttl 1

show running-config

Web

0
o "logout ping dst-ip" 2

3.47.53 logout clock
no

gateway Apresial3000

logout clock <HH:MM> [ web | gateway | mac | dotlx ]
no logout clock [ <HH:MM> [ web | gateway | mac | dotlx ] ] | [ web | gateway | mac |
dotlx ]
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ACCESSDEFENDER

(1) MAC 17:00

> enable

# configure terminal

(config)# access-defender
(config-a-def)# logout clock 17:00 mac

show running-config

3.47.54 access-defender-deny
MAC IP
"packet-filter2 max-
rule” deny-rule

access-defender-deny ( ip <IPADDR> ) | ( mac <MACADDR> ) timer <MINUTES>

1PADDR P
MACADDR MAC
MINUTES <1-60( )>

( )
ENABLE
@ 1P 10.0.0.1 10

|# access-defender-deny ip 10.0.0.1 timer 10

show access-defender deny, show access-defender packet-filter2 rule-statistics

"access-defender-deny ip” ARP MAC
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‘[]’ MAC

3.47.55 access-defender-logout ip
IP AccessDefender IP

"show access-defender client”

access-defender-logout ip <IPADDR>
1PADDR IP

ENABLE

(€D) (10.0.0.1)
> enable
# access-defender-logout ip 10.0.0.1

show access-defender client

3.47.56 access-defender-logout mac
( ) discard

MAC AccessDefender MAC

discard MAC discard

discard "show access-defender client"

access-defender-logout mac <MACADDR>
MACADDR discard MAC
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ENABLE

(Y) (00:00:00:10:00:77)

> enable
# access-defender-logout mac 00:00:00:10:00:77

show access-defender client

3.47.57 access-defender-logout user

ID AccessDefender
discard ID discard
discard "show access-defender client"

access-defender-logout user <USERID>
USERID ID <1-63(

ENABLE

@ (ABCD)

)>

> enable
# access-defender-logout user ABCD

show access-defender client
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3.47.58 port max-client

no
1 ( )
1
port <PORTRANGE> max-client <NUMBER>
no port <PORTRANGE>
PORTRANGE ( )
NUMBER
» Apresia4328 <1-512>
» Apresia3400/4348/5400/13000-48X <1-1408>
» Apresial3000-24GX <1-2816>
ACCESSDEFENDER
(€)) 1 500
@ 1
> enable
# configure terminal
(config)# access-defender
(config-a-def)# port 1 max-client 500
(config-a-def)# no port 1
show running-config
3.47.59 packet-filter2 max-rule
AccessDefender 2 AccessDefender
no
AccessDefender 1 1
Apresia4328 1 128 4
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128 1
7

Apresia3400/4348/5400 Apresial3000-48X
« ) 4 128
1408 14

Apresial3000-24GX

reserved-group"
(""access-defender-deny')

512
1 128
1
1 256 4 256
2816 14

3-22 AccessDefender

"packet-filter2 group”
"show packet-filter2

deny-rule

packet-filter2 max-rule <RULE1> [ deny-rule <RULE2> ]

no packet-filter2 max-rule

RULE1 2
* Apresia4328 <1-512>
» Apresia3400/4348/5400/13000-48X <1-1408>
» Apresial3000-24GX <1-2816>
RULE2 deny-rule <1-128>
( )
ACCESSDEFENDER
(€D) 100
2
> enable

# configure terminal

(config)# access-defender

(config-a-def)# packet-filter2 max-rule 100
(config-a-def)# no packet-filter2 max-rule

show packet-filter2 reserved-group, show access-defender packet-filter2 rule-statistics,

show running-config
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o Web MAC IEEE 802.1X DHCP Snooping 1
(enable )

0
0o 2

(DHCP Snooping )
0 DHCP Snooping 201 (Apresial3000-24GX 401
2
1024 DHCP Snooping 612
(Apresial3000-48X )
200 + (612 - 200) * 2 = 1024( )

0
(1) 2

3-19
"packet-filter2 group"
3.47.60 packet-filter2 group
AccessDefender 2
no "packet-filter2 max-rule”

"web-authentication enable™ '"mac-authentication enable™ "dhcp-snooping enable”

enable"
3.28.14 "show packet-filter2 reserved-group"

packet-filter2 group <GROUP>
no packet-filter2 group
GROUP
* Apresia4328 <1-4>
» Apresia3400/4348/5400/13000 <1-11>
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ACCESSDEFENDER

€)) 2 4
@

> enable

# configure terminal

(config)# access-defender
(config-a-def)# packet-filter2 group 4
(config-a-def)# no packet-filter2 group

show packet-filter2 reserved-group, show running-config

o Web MAC IEEE 802.1X DHCP Snooping 1
(enable )

AccessDefender
3-19

3.47.61 roaming port enable

no
(""logout linkdown port disable” )

2
1EEE802.1X STP

[ no ] roaming port <PORTRANGE> enable
PORTRANGE ( )
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ACCESSDEFENDER
@ 1
> enable

# configure terminal
(config)# access-defender
(config-a-def)# roaming port 1 enable

show access-defender port-configuration, show running-config

o "roaming port enable"

0 AccessDefender 3.46 NA

@
"logout linkdown
port disable"
(2 "show access-defender client”

(

L

o VLAN

VLAN

VLAN ID
VLAN ID
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3.47.62 vlan mode dynamic port-base

€y
)

1 1VLAN

1 VLAN

VLAN VLAN

VLAN

(3) MAC DISCARD

3-49 VLAN

3-49

no

VLAN VLAN

VLAN

VLAN)

VLAN

VLAN)

VLAN VLAN | VLAN

VLAN

VLAN)

VLAN

VLAN)

vlan mode dynamic port-base
no vlan mode

ACCESSDEFENDER

(1) vlan mode dynamic port-base

&)

> enable

# configure terminal

Enter configuration commands, one per line.
(config)# access-defender

(config-a-def)# vlan mode dynamic port-base
(config-a-def)# no vlan mode

End with CNTL/Z.
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show access-defender client

0

web-authentication enable
mac-authentication enable
dotlx enable
dhcp-snooping enable

o MAC MAC

VLAN Discard
MAC Discard

3.47.63 vlan mode static

VLAN static
VLAN no

vlan mode static
no vlan mode

ACCESSDEFENDER

(1) vlan mode static

@

> enable

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)# access-defender

(config-a-def)# vlan mode static

(config-a-def)# no vlan mode

show access-defender client
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web-authentication enable
mac-authentication enable
dotlx enable

» dhcp-snooping enable

3.47.64 logging access-defender web-access on
Web HTTP/HTTPS/
no

[ no ] logging access-defender web-access on

CONFIG

(€)) Web
(@) Web

> enable

# configure terminal

(config)# logging access-defender web-access on
(config)# no logging access-defender web-access on

show running-config

-~

Web HTTP/HTTPS/

512

e &
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3.47.65 copy file WEB-PAGE

Web Web TFTP SD
1 5 kbytes(5120 bytes)
Web erase
AccessDefender
erase Web
( )
ID

copy ( tftp <IPADDR> ) | memory-card <FILENAME> login-page | login-success-page | login-
failure-page | logout-success-page | logout-failure-page | redirect-error-page
erase login-page | login-success-page | login-failure-page | logout-success-page | logout-
failure-page | redirect-error-page
IPADDR TFTP IP
FILENAME
login-page
login-success-page
login-failure-page
logout-success-page
logout-failure-page
redirect-error-page

ENABLE

(1) TFTP
@

> enable
# copy tftp 172.21.29.110 login-success-page.html login-success-page
# erase login-success-page
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(3) SD
> enable
# copy memory-card login-success-page.html login-success-page

&; ¥ ~->NO LS

!
O - LF CRHLF CR

3.47.66 copy WEB-PAGE file
Web TFTP SD

copy login-page | login-success-page | login-failure-page | logout-success-page | logout-
failure-page | redirect-error-page ( tftp <IPADDR> ) | memory-card <FILENAME>
IPADDR TFTP IP
FILENAME
login-page
login-success-page
login-failure-page
logout-success-page
logout-failure-page
redirect-error-page

ENABLE

() TFTP
> enable
# copy login-success-page tftp 172.21.29.110 login-success-page.html

) sD
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> enable
# copy login-success-page memory-card login-success-page.html

(1) & ¥ - O[S

o SD FAT16

SD
SD
SD
o "Verify Error: CRC Mismatch."
SD
SD
3.47.67 copy file aaa-local-db
TFTP SD AccessDefender
( ID VLAN 1D)
erase

3-50 AccessDefender
3-51 AccessDefender

copy ( tftp <IPADDR> ) | memory-card <FILENAME> aaa-local-db
erase aaa-local-db

IPADDR TFTP IP

FILENAME

ENABLE
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(1) TFTP
@

> enable

# copy tftp 172.21.29.110 local-db.txt aaa-local-db
# erase aaa-local-db

(3) sSD
> enable

# copy memory-card local-db.txt aaa-local-db

show access-defender aaa-local-db

0

3-50 Accessbefender

userid,password[,vid] CSV (userid password 63 )
3000

LF 258032

CR+LF ( ) 258032

3-51 AccessDefender
temp01, temp01,10
temp02, temp02
temp03, temp03,30
00096b82c51e,1g2w3d, 100

0 MAC MAC (16 16 )
ID (a-f)

(1) & A O[S
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0

LF CR+LF CR

‘I]’ ID

0 Apresia4300 7.11.04
local-db
TFTP local-db

(@) DB "copy aaa-local-db file" TFTP

@
€))
@ (D DB "copy file aaa-local-db"

3.47.68 copy aaa-local-db file
AccessDefender ( ID VLAN 1D)
TFTP SD

copy aaa-local-db ( tftp <IPADDR> ) | memory-card <FILENAME>

IPADDR TFTP IP
FILENAME
( )

ENABLE
(€)) TFTP

> enable

# copy aaa-local-db tftp 172.21.29.110 local-db.txt
2 SD

> enable

# copy aaa-local-db memory-card local-db.txt

show access-defender aaa-local-db
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(1) & ¥ - O[S

0 SD FAT16

SD
SD
SD

0 Apresia4300 7.11.04

local-db

TFTP local-db

€D DB "copy aaa-local-db file" TFTP

)

®3)

@ D DB "copy file aaa-local-db"
0 "Verify Error: CRC Mismatch.”

SD
SD
3.47.69 aaa-local-db add user
AccessDefender ( ID
VLAN 1D) <PASSWORD> <VID> VLAN 1D

aaa-local-db add user <USERID> [ password <PASSWORD> ] [ vlan <VID> ]

USERID ID <1-63(  )>
. ASCII
L.101107]
* [1] [11
PASSWORD <1-63(  )>
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» ASCII

L.I01117]
* ["] [1]
VID VLAN ID <1-4094>
( )
ENABLE
(Y) ID apresia apresia
> enable

# aaa-local-db add user apresia password apresia
Writing to flash memory...
done.

show access-defender aaa-local-db

3.47.70 aaa-local-db del user
AccessDefender

aaa-local-db del user <USERID>

USERID ID <1-63( )>
* ASCII
L1007
* [] [11
( )
ENABLE
@ ID apresia
> enable

# aaa-local-db del user apresia
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Writing to flash memory...
done.

show access-defender aaa-local-db

3.47.71 show access-defender aaa-local-db

AccessDefender

show access-defender aaa-local-db

VIEW, ENABLE

(1) AccessDefender

> enable
# show access-defender aaa-local-db
No. Username VID
1 userl 10
2 user2 20
3 user3 30
4  userd 40
5 user5 50
6 user6 60
Username
VID VLAN 1D

3.47.72 show access-defender client
discard

show access-defender client [ port <PORTRANGE> ] [ type <TYPE> ]
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PORTRANGE ( )
TYPE
dhcp-snooping DHCP Snooping

disc
dotlx IEEEB02.1X
gateway
(Apresial3000 )
mac MAC
web Web
VIEW, ENABLE
(@) discard
> enable
# show access-defender client
Total number of Clients : 6
Total number of Discarded Clients :
Codes: W = web-authentication, G = web-authentication gateway,
M = mac-authentication, - = mac-authentication (discard),
X = IEEE802.1X, D = DHCP snooping,
WD = web-authentication & DHCP snooping,
MD = mac-authentication & DHCP snooping,
XD = IEEE802.1X & DHCP snooping
MAC address 1P Port VID Time Aging User
W 00:1d:09:a23:80:18 172.17.100.150 48 51 0:21:16 0:00:00 webuser01
W 00:1d:09:d1:17:07 172.17.100.149 47 51 0:21:19 0:00:00 webuser01
W 00:17:a4:d6:b3:a5 172.170.100.200 2 10 0:20:45 0:00:00 webuser02
X 00:17:a4:d6:b3:a5 0.0.0.0 2 4094 0:20:50 0:00:00 dixuser02
W 00:17:a4:d6:b3:a6 172.170.100.201 3 10 0:22:00 0:00:00 webuser03
XD 00:17:a4:d6:b3:a6 172.170.100.201 3 4094 0:21:00 0:00:00 dixuser03
MAC address MAC
1P 1P
Port ( Rl
VID VLAN 1D
Time
Aging
User

DHCP Snooping
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0 VLAN
‘[l' 63
0 Aging 5

3.47.73 show access-defender deny

show access-defender deny

VIEW, ENABLE

VLAN

VLAN

ID

@
> enable
# show access-defender deny
Total number of Denied Clients
MAC address 1P Timer
00:00:00:00:00:10 0.0.0.0 0:02:50
00:00:00:00:00:20 0.0.0.0 0:02:54
00:00:00:00:00:00 192.168.10.1 0:04:52
00:00:00:00:00:00 192.168.20.1 0:04:57
MAC address MAC
1P 1P
Timer
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3.47.74 show access-defender dotlx
IEEE 802.1X

show access-defender dotlx [ port <PORTRANGE> ]

PORTRANGE ( )

VIEW, ENABLE

(1) IEEE 802.1X

> enable
# show access-defender dotlx
802.1X Port-Based Authentication Enabled
802.1X info for interface portl
Supplicant name: userl
Supplicant address: 00ac.1164.6600
portEnabled: true - portControl: Auto
portStatus: authorized - currentld: 9
reAuthenticate: disabled
reAuthPeriod: 3600
abort:F fail:F start:F timeout:F success:T
PAE: state: Authenticated - portMode: Auto
PAE: reAuthCount: 0 - rxRespld: 1
PAE: quietPeriod: 60 - reauthMax: 3 - txPeriod: 30
BE: state: Idle - reqCount: O - idFromServer: 8
BE: suppTimeout: 30 - serverTimeout: 310 - maxReq: 2
CD: adminControlledDirections: in - operControlledDirections: in
CD: bridgeDetected: false
KR: rxKey: false
KT: keyAvailable: false - keyTxEnabled: false

802.1X Port-Based Authentication dotlx system-auth-ctrl
Enabled
Disabled
802.1X info for interface <port name> 802.1X
<port name> 'port"

Supplicant name Supplicant I1D( ID
Supplicant address Supplicant  MAC (MAC
portEnabled Link

true Linkup ("true" )
portControl dotlx port-control

Auto
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Force Authorized
portStatus

unauthorized

authorized
currentld
reAuthenticate

enabled

disabled
reAuthPeriod
abort

timeout
T
F
success
T
F
PAE: state
Down
Init
Disconnected
Connecting
Authenticating
Authenticated
Aborting
Held
PAE: portMode
Auto
Force Authorized
PAE: reAuthCount

PAE: rxRespld
1
0
PAE: quietPeriod

PAE: reauthMax

Supplicant

Supplicant ID
dotlx reauthentication

( 3600 )
abort
abort
abort
EAP-Fail

(
Port Access Entity(Supplicant )

abort
EAPoL-Fail

auto

Supplicant ID (

)
Supplicant

Supplicant (
EAPoL-Fail ID
60 )
Supplicant ID
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PAE:

txPeriod

BE: state
Invalid
Request
Response
Success

Fa
Ti
Id
In
BE:

BE:

BE:

BE:
BE:

CD: adminControlledDirections

in
bo

CD:
CD:
KR:
KT:
KT:

il

meout

le
itializing
regCount

idFromServer

suppTimeout

serverTimeout

maxReq

th

operControlledDirections
bridgeDetected

rxKey
keyAvailable
keyTxEnabled

Supplicant
Backend

suppTimeout

RADIUS

ID
Supplicant
RADIUS
suppTimeout

(

Supplicant
Supplicant

¢in"

("false"
("false”
('false”
("false"

3.47.75 show access-defender dotlx statistics port
IEEE 802.1X

ID
(Apresia

Supplicant

Supplicant

2)

("both”
)

o o o S

show access-defender dotlx statistics port <PORTRANGE>

PORTRANGE

VIEW, ENABLE

@

IEEE 802.1X

(
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> enable

# show access-defender dotlx statistics port 1

802.1X statistics for interface portl
EAPOL Frames Rx: 24 - EAPOL Frames Tx: O
EAPOL Start Frames Rx: O - EAPOL Logoff Frames Rx: O
EAP Rsp/Id Frames Rx: 12 - EAP Response Frames Rx: 12
EAP Reg/ld Frames Tx: 2 - EAP Request Frames Tx: 12

Invalid EAPOL Frames Rx: O - EAP Length Error Frames Rx: 0

3.47.76 show access-defender dhcp-snooping configuration
DHCP Snooping

show access-defender dhcp-snooping configuration

VIEW, ENABLE

(1) DHCP Snooping

# show access-defender dhcp-snooping configuration
Port Config (*:snooping ON)
No: 1 89 16 17 24 25 32 33 40 41

*kkkhkkkik kkhkkk

Snooping: DISABLE
Mode : PERMIT Mode
Timer : 1800

Internal DHCP VLAN : none

Lease-limit:
Port 1 2 3 4 5 6 7 8

limit 1608 1608 1608 1608 1608 1608 1608 1608

Port 9 10 11 12 13 14 15 16

limit 1608 1608 1608 1608 - - - -

48 49
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Port 17 18 19 20 21 22 23 24
it - - -
Port 25 26 27 28 29 30 31 32
it - - - -
Port 33 34 3 36 37 38 39 40
it - - - -
Port 41 42 43 44 45 46 47 48
mit - - -
Port 49 50
limit ____:____:
Lease-total-limit: 0
Static-Entry:
Port IP Address
1 im0

2 192.168.1.20

Port Config DHCP Snooping

Snooping DHCP Snooping /
Mode DHCP Snooping

Timer PERMIT DENY
Internal DHCP VLAN DHCP VLAN

Lease-limit
Lease-total-limit
Static-Entry

3.47.77 show access-defender dhcp-snooping mode-status
DHCP Snooping
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show access-defender dhcp-snooping mode-status

VIEW, ENABLE

(1) DHCP Snooping

> enable
# show access-defender dhcp-snooping mode-status

Mode Timer Remaining time

PERMIT 0:00:30:00 0:00:00:20
MAC AUTH -:--:1--:-- —l——le-I--

Mode DHCP Snooping
Timer DENY
Remaining time DENY

0 Remaining time 10

3.47.78 show access-defender dhcp-snooping status
DHCP Snooping

show access-defender dhcp-snooping status
VIEW, ENABLE

(1) DHCP Snooping

> enable

# show access-defender dhcp-snooping status
Snooping: ENABLE
Mode : PERMIT Mode
Mode : MAC Authentication Mode

Total : 1 (static 0, dynamic 1)
Port IP Address MAC Address Lease Expiration
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2 172.17.100.250 00:1D:09:D1:14:55 2009/06/08 17:33:35

Snooping DHCP Snooping /
Mode DHCP Snooping
Total
Static
dynamic
Port
IP Address 1P
MAC Address MAC
Lease Expiration
(static

3.47.79 show access-defender packet-filter2 rule-statistics
AccessDefender 2

show access-defender packet-filter2 rule-statistics

VIEW, ENABLE

@ 2

> enable

# show access-defender packet-filter2 rule-statistics

Total Rules 1 1408

Unused Rules 0

Used Rules 1 1408

Rule Client

web-authentication 0 0
web-authentication gateway 0 0
mac-authentication 1408 1408
IEEE802. 1X 0 0
DHCP snooping 0 0

Total Rules
Unused Rules
Used Rules
Rule
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Client

0 web-authentication gateway Apresial3000

0 Web/1EEE802.1X (AND) Client

(IEEE802.1X  —Web )

# show access-defender packet-filter2 rule-statistics
Total Rules : 1024
Unused Rules : 1024
Used Rules : 0
Rule Client
web-authentication 0 0
web-authentication gateway 0 0
mac-authentication 0 0
IEEE802. 1X 0 0
DHCP snooping 0 0

2. |1EEE802.1X IEEE802.1X Client 1

# show access-defender packet-filter2 rule-statistics
Total Rules : 1024
Unused Rules : 1024
Used Rules : 0
Rule Client

web-authentication 0 0
web-authentication gateway 0 0
mac-authentication 0 0
IEEE802.1X 0 1
DHCP snooping 0 0

3. Web Web Client 1 Web

Rule

1

# show access-defender packet-filter2 rule-statistics
Total Rules : 1024
Unused Rules : 1023
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Used Rules : 1
Rule Client
web-authentication 1 1
web-authentication gateway 0 0
mac-authentication 0 0
I1EEE802.1X 0 1
DHCP snooping 0 0

3.47.80 show access-defender port-configuration
AccessDefender

show access-defender port-configuration

VIEW, ENABLE

() AccessDefender

> enable
# show access-defender port-configuration
AccessDefender Port Configuration:
web = web-authentication, gateway = web-authentication gateway
mac = mac-authentication, 802.1X = IEEE802.1X, DHCPSNP = DHCP snooping,
web/.1X = web/I1EEE802.1X authentication,
LD LO = Linkdown Logout, TTL = web-authentication ttl filter,
Id time = logout linkdown time,
0 = enable, x = disable

Port
1 89 16 17 24 25 32 33 40 41 48 49
S S — + oo R S R S R S A S + +-
web I 00000000 00000000 - -wcwcce womamunn mammmman ceameaan -
gateway: ........ -....... 00000000 00000000 . :uucuecue wacecenn -
mac e 00000000 - cvcucvn womacunn 00000000 ..ucvuen ..
802.1X - ........ 00000000 - cecvcvn womanunn 00000000 ..uovuen .-
DHCPSNP: ........ 00000000 = cecucen wommcece cececnan ceacenen -
roaming: 00000000 00000000 - ..-...-. 00000000 00000000 00000000 ..
LD LO I XXXXXXXX XXXXXXXX weceuwonn XXXXXXXK o wwwaees XXXXXXXX . .

Id time: 00000000 00000000 . .ccucen cemcennn mmeecnen wmmeennn o
WED/ AKX o e e e meaaaa- 00...uun ..
TTL 255: ........ 00000000 s cccvun ccmmmmne memcccne mmmmeann wn
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0 gateway Apresial3000
0 Web/1EEE802. 1X (AND) Web/MAC (AND) IEEE

802.1X/MAC  (AND) web/ . 1X

3.47.81 show tech-support access-defender
AccessDefender 3-52
( ) system-dump

3-52 AccessDefender

show system
show version
show access-defender aaa-local-db
show access-defender deny
show access-defender dhcp-snooping configuration
show access-defender dhcp-snooping mode-status
show access-defender dhcp-snooping status
show access-defender packet-filter2 rule-statistics
show access-defender port-configuration
show access-defender dotlx
show access-defender dotlx statistics port
show access-defender client 1
show interface counters 1
110 2

show tech-support access-defender [ system-dump ]
system-dump

ENABLE

0 system-dump
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3.47.82

Web
3.47.82.1
¢y name pass
(2) form method POST
©)) Web
@ URL  FQDN(Fully Qualified Domain Name) DNS

form

<form method="POST" action="/cgi-bin/adeflogin.cgi'>

<table summary="login form" width="230" style="text-align:center;">
<tr>

<td style="text-align:center'>

<span style="font: bold medium Verdana, Arial, Helvetica, sans-serif; color:#FFFFFF; ">
User 1D</span>

</td>

<td style="text-align:center'>

<input name="name" type="text" value=""" size="30" maxlength="63">
</td></tr>

<tr>

<td style="text-align:center">

<span style="font: bold medium Verdana, Arial, Helvetica, sans-serif; color:#FFFFFF; ">
Password</span>

</td>

<td style="text-align:center'>

<input name="pass" type="password"” size="30" maxlength="63">
</td></tr>

<tr>

<td colspan="2">

<input type="submit" name="action" value="login">

<input type="reset" value="reset">

</td></tr>

</table>

</form>

form

<form method="POST" action="/cgi-bin/adeflogout.cgi'>
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<input type="submit" name="action" value="logout'>

</form>
3.47.82.2
Web CGl CGl
form action /cgi-bin/adeflogin.cgi
http://AccessDefender IP :port/cgi-bin/adeflogin.cgi
Web (SsL
https://AccessDefender 1P zport/cgi-bin/adeflogin.cgi )
(1) form action CGl
@) name pass
(3) form method POST
©) Web
©) URL  FQDN(Fully Qualified Domain Name) DNS
URL http://192.0.2.1:8080

form

<form method="POST" action="http://192.0.2.1:8080/cgi-bin/adeflogin.cgi'>
<table summary="login form"™ width="230" style="text-align:center;">

<tr>

<td style="text-align:center">

<span style="font: bold medium Verdana, Arial, Helvetica, sans-serif; color:#FFFFFF; ">
User 1D</span>

</td>

<td style="text-align:center">

<input name="name" type="text" value=""" size="'30" maxlength="63">
</td></tr>

<tr>

<td style="text-align:center">

<span style="font: bold medium Verdana, Arial, Helvetica, sans-serif; color:#FFFFFF; ">
Password</span>

</td>

<td style="text-align:center">

<input name="pass" type="password"” size="30" maxlength="63">

</td></tr>

<tr>

<td colspan="2">

<input type="submit" name="action" value="login">

<input type="reset" value="reset'">
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</td>
</tr></table>
</form>

form

<form method="POST" action="http://192.0.2.1:8080/cgi-bin/adeflogout.cgi’>
<input type="submit" name="action" value="logout'>

</form>

3.47.83 RADIUS

3.46 NA AccessDefender RADIUS
3.47.83.1
3-53 NA AccessDefender (Web MAC ) RADIUS
User-Name
User-Password
NAS-Port
Calling-Station-Id MAC
NAS-Identifier VLAN ID
NAS-1P-Address RADIUS IP
3-54 AccessDefender (IEEE 802.1X) RADIUS
User-Name
Service-Type (Framed-User(2) )
Framed-MTU Authenticator (1452 )
NAS-1P-Address Authenticator IP
NAS-Port Authenticator
NAS-Port-Type (Ethernet(15)
)
Calling-Station-Id MAC
EAP-Message EAP
Message-Authenticator | RADIUS
State Authenticator RADIUS State

3.47.83.2
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3-55 VLAN RADIUS (Web MAC )
192 VID (INTEGER)
192 NA-VLAN-ID
3-56 VLAN (Web MAC )
Vendor-Specific ID 278
192
VLAN
ID
(INTEGER)
3-57 VLAN RADIUS (IEEE 802.1X)
Tunnel-Type VLAN (VLAN(13) )
Tunnel-Medium-Type VLAN (IEEE 802(6) )
Tunnel-Private-Group-1D VLAN ( VLAN ID
VLAN )
s 1-4094 VLAN 1D
( )II1II llOlIl ll4094ll
. VLAN
( )"o" "oo™ "1™ "VLAN1O"
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3.48 SNMP

0 SNMP
1P

1P

SNMP

3.48.1 snmp-server disable

IP SNMP

SNMP no

[ no ] snmp-server disable

no disable( )

CONFIG

(1) SNMP
(2) SNMP

> enable

# configure terminal

(config)# snmp-server disable
(config)# no snmp-server disable

show snmp-server, show running-config

0 conFis

3.48.2 snmp-server community
MIB SNMP

1P

SNMP

Read Only Read/Write
MIB
SNMP
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SNMP MIB /

MIB Read Only  Read/Write
2 Read Only Read/Write Read
Only
ASCII 127
SNMP Read Only Read/Write 20

snmp-server community ro | rw <NAME> <IPADDR> | <IPADDR/MASK> | ( <IPADDR> <NETMASK> )
no snmp-server community ro | rw [ <NAME> ] [ <IPADDR> ]

ro Read Only
rw Read/Write
NAME <1-127( )>
IPADDR IP
MASK
NETMASK
Read Only public
Read/Write private
CONFIG
(1) Read Only Managerl IP 192.168.1.100
(2) Read/VWrite Manager2 IP 192.168.2.200/24
(€)) Managerl IP 192.168.1.100 Read Only
(Y Managerl Read Only
(5) Read Only
> enable

# configure terminal

(config)# snmp-server community ro Managerl 192.168.1.100
(config)# snmp-server community rw Manager2 192.168.2.200/24
(config)# no snmp-server community ro Managerl 192.168.1.100
(config)# no snmp-server community ro Managerl

(config)# no snmp-server community ro

show snmp-server, show running-config
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3.48.3 snmp-server access-disable
MIB no
read-write Read Only Read/Write
MIB / write Read/Write
MIB /

snmp-server access-disable read-write | write
no snmp-server access-disable

read-write Read Only Read/Write
write Read/Write
no disable( Read Only Read/Write )
CONFIG
(1) Read Only Read/Write
(2) Read/Write
(3) Read Only Read/Write
> enable

# configure terminal
(config)# snmp-server access-disable read-write
(config)# snmp-server access-disable write

(config)# no snmp-server access-disable

show snmp-server, show running-config

3.48.4 snmp-server host

no
ASCI 127
10

snmp-server host <NAME> <IPADDR> [ version 1 | 2 ]
no snmp-server host [ <NAME> [ <IPADDR> ] ]
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NAME <1-127(  )>

1PADDR IP

1

2 2

( D
CONFIG
(@D Managerl IP 192.168.2.200
2 Managerl IP 192.168.2.200
2

3) Managerl IP 192.168.2.200
(€Y Managerl
®)

> enable

# configure terminal

(config)# snmp-server host Managerl 192.168.2.200

(config)# snmp-server host Managerl 192.168.2.200 version 2
(config)# no snmp-server host Managerl 192.168.2.200
(config)# no snmp-server host Managerl

(config)# no snmp-server host

show snmp-server, show running-config

0 "snmp-server traps transmit-
gap disable”
. Gateway Gateway
ARP( )
o OSPF
OSPF

"snmp-server traps transmit-gap disable”

"snmp-server traps ospf disable” OSPF
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3.48.5 snmp-server trap source

1P 1P
no IP (127.0.0.0 127.255.255.255)
D(224.0.0.0 239.255.255.255) E(240.0.0.0 255.255.255.255) IP
<IPADDR> IP
IP
SNMPv1 1P
3-58 IP SNMPv1
3-58 IP SNMPv1
1P SNMPv1
IP . IP 1
( ) | ( . VLAN(VLAN 1) 1P
IP ) 1
IP 2 IP 3
0.0.0.0
P IP
IP 0.0.0.0

snmp-server trap source <IPADDR>
no snmp-server trap source

1PADDR IP
( )
CONFIG
[€)) 1P 1P 192.168.2.200
@ IP IP
> enable

# configure terminal
(config)# snmp-server trap source 192.168.2.200
(config)# no snmp-server trap source

show snmp-server, show running-config
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0 "'snmp-server trap-source"

3.48.6 snmp-server traps

[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]
[ no]

snmp-server traps access-defender mac-authentication | web-authentication enable
snmp-server traps authentication disable
snmp-server traps auto-shutdown disable
snmp-server traps cold disable
snmp-server traps cpu-utilization disable
snmp-server traps error-frame-threshold port <PORTRANGE> disable
snmp-server traps error-frame-received port <PORTRANGE> disable
snmp-server traps fan disable
snmp-server traps flooding control disable
snmp-server traps lacp enable
snmp-server traps link manage disable
snmp-server traps link port <PORTRANGE> disable
snmp-server traps login-incorrect disable
snmp-server traps loop-watch disable
snmp-server traps memory-error auto-recovery disable
snmp-server traps memory-error temporary-error disable
snmp-server traps memory-used-notify disable
snmp-server traps mmrp enable
snmp-server traps na enable
snmp-server traps ospf disable
snmp-server traps pbr disable
snmp-server traps poe enable [ block 1 | 2 ]
snmp-server traps poe-system disable
snmp-server traps port-security <PORTRANGE> disable
snmp-server traps system-status disable
snmp-server traps temperature disable
snmp-server traps topology disable
access-defender  mac- AccessDefender MAC
authentication
access-defender  web- AccessDefender Web
authentication
authentication SNMP
auto-shutdown shutdown shutdown
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cold

cpu-utilization CPU
error-frame-threshold

port <PORTRANGE>
error-frame-received

port <PORTRANGE>

fan
flooding control
lacp LACP
link manage Management
(Management )
link port <PORTRANGE> ( )
login-incorrect
loop-watch
memory-error auto-
recovery
memory-error
temporary-error
memory-used-notify
mmrp MMRP
na NA
ospf ospf (L3 )
pbr
(L3 )
poe PoE
(Apresia3424GT-PoE/3424GT-HiPoE/5412GT-PoE
block 3424GT-PoE
poe-system PoE
(Apresia3424GT-PoE/3424GT-HiPoE/5412GT-PoE
port-security ( )
<PORTRANGE>
system-status
temperature
( )
topology
access-defender, lacp, mmrp, na, poe no enable( )
no disable( )
CONFIG
(1) SNMmP
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) 5
(3) SNWP
® 5

> enable

# configure terminal

(config)# snmp-server traps authentication disable
(config)# snmp-server traps link port 5 disable
(config)# no snmp-server traps authentication disable
(config)# no snmp-server traps link port 5 disable

show snmp-server, show running-config

0 FAN (Apresia3424GT-SS/3424GT-SS2) "[ no ] snmp-server
traps fan disable” "show snmp-server"
SNMP trap management  fan

0 L3 ( ) "[ no ] snmp-server traps ospf disable™ ™[ no ]
snmp-server traps pbr disable” "show snmp-
server” SNMP trap management  ospf pbr

3.48.7 snmp-server contact
MIB no

snmp-server contact <STRING>
no snmp-server contact

STRING <1-255( )>
» contact
o ASCII
( )
CONFIG
D) administrator
|> enable
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# configure terminal
(config)# snmp-server contact administrator

show snmp-server, show running-config

3.48.8 snmp-server location
MIB

snmp-server location <STRING>
no snmp-server location

no

STRING <1-255( )>
e location
» ASCII
( )
CONFIG
D) Office of Works
¢)
> enable
# configure terminal
(config)# snmp-server location Office of Works
(config)# no snmp-server location
show snmp-server, show running-config
3.48.9 snmp-server name
MIB no
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snmp-server name <STRING>
no snmp-server name

STRING <1-255( )>
e name
« ASCII
( )
CONFIG
(Y) Switch No.1
> enable

# configure terminal
(config)# snmp-server name Switch No.1l

show snmp-server, show running-config

3.48.10 snmp-server trap-source

IP no
1
2
1P
IP IP
3-59

3-59

. IP 1
( ) . VLAN(VLAN 1) IP

(VLAN) IP 1

1 0.0.0.0

snmp-server trap-source interface vlan <VID>
no snmp-server trap-source
VID VLAN 1D
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CONFIG
(€Y) VLAN ID 10
(@) IP

> enable

# configure terminal
(config)# snmp-server trap-source interface vlan 10
(config)# no snmp-server trap-source

show snmp-server, show running-config
o "'snmp-server trap source"

3.48.11 snmp-server traps boot-time-delay
SNMP

no SNMP
ARP

snmp-server traps boot-time-delay <SECONDS>
no snmp-server traps boot-time-delay
SECONDS <1-600( )>

CONFIG

(1) SNWP 30

> enable

# configure terminal
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|(config)# snmp-server traps boot-time-delay 30

show snmp-server, show running-config, snmp-server disable

o SNMP SNMP

SNMP
SNMP
* "snmp-server disable" "no snmp-server disable”
. 4094 VLAN 30

3.48.12 snmp-server traps transmit-delay

no

0( ) 5

snmp-server traps transmit-delay <SECONDS>
no snmp-server traps transmit-delay

SECONDS <0-5( )>
1C )
CONFIG
(€)) 4

> enable

# configure terminal

(config)# snmp-server traps transmit-delay 4

show snmp-server, show running-config
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G

0

"snmp-server traps boot-time-delay"

3.48.13 snmp-server traps transmit-gap disable
no
"snmp-server traps transmit-delay"
[ no ] snmp-server traps transmit-gap disable
no disable( )

CONFIG

@
&)

> enable

# configure terminal

(config)# snmp-server traps transmit-gap disable
(config)# no snmp-server traps transmit-gap disable

show snmp-server, show running-config

3.48.14 snmp-server rmon-history
"no snmp-server disable”
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(RMON)  historyControlGroup enable
"no snmp-server disable”
no
(RMON) MIB

[ no ] snmp-server rmon-history default-entry enable

no enable( )

CONFIG

(1) RMON  historyControlGroup enable

(2) RMON  historyControlGroup disable
> enable

# configure terminal
(config)# snmp-server rmon-history default-entry enable

(config)# no snmp-server rmon-history default-entry enable

show snmp-server, show running-config

3.48.15 snmp-server counter ifinerrors-exclude-oversize
interface MIB  ifInErrors oversize
no

[ no ] snmp-server counter ifinerrors-exclude-oversize

( )
CONFIG
(1) ifInErrors oversize
(2) ifInErrors oversize
|> enable
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# configure terminal
(config)# snmp-server counter ifinerrors-exclude-oversize

(config)# no snmp-server counter ifinerrors-exclude-oversize

show running-config

3.48.16 show snmp-server

SNMP

show snmp-server

VIEW, ENABLE

(1) SNVP (Apresial3000-48X

)

# show snmp-server

SNMP management: Enabled

SNMP mib management:
Read-Only manager: Enabled
IP address Community Name
public

Read-Write manager: Enabled
IP address Community Name
private

SNMP trap management:
authentication failure: Enabled

auto-recovery : Enabled
temporary-error : Enabled
cold start : Enabled
cpu utilization - Enabled
memory utilization - Enabled
system status : Enabled
topology change : Enabled
fan error > Enabled
login incorrect : Enabled
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flooding control : Enabled
loop-watch : Enabled
na : Disabled
na logout clock : Enabled
mmrp : Disabled
lacp : Disabled
link change mng port : Enabled
temperature condition : Enabled
pbr : Enabled
ospf : Enabled
mac-authentication : Disabled
web-authentication : Disabled
gateway : Disabled
auto-shutdown : Enabled

link change

port 1: Enabled

« )
port49: Enabled

port 1: Enabled
« D
port49: Enabled
Error Frame Counter threshold
port 1: Enabled
« D
port49: Enabled
Error Frame Counter received
port 1: Enabled

« )
port49: Enabled

port-security

IP address Community Name
SysContact :

SysLocation:

SysName

Trap Source: manage

Trap delay time: 1 seconds

Trap boot time delay: 0 seconds
Trap transmit-gap: Enabled

RMON history default entry: Disabled

port 2:

port50:
port 2:

port50:

port 2:

port50:

port 2:

port50:

Enabled

Enabled
Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Trap Version
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0 FAN (Apresia3424GT-SS/3424GT-SS2) "[ no ] snmp-server

traps fan disable” SNMP trap management  fan
0 PoE SNMP trap management poe poe-system
0 L3 ( ) "[ no ] snmp-server traps ospf disable™ ™[ no ]
snmp-server traps pbr disable" SNMP trap

management  ospf pbr

604/705



3.49
3.49.1 show running-config
RAM

show running-config

VIEW

€))

"write terminal”

# show running-config
1
username adpro adpro
username user user
!
no ip multicast-routing
!
interface loopback
!
interface manage
ip address 172.21.29.25/24
1
interface port 1
utp auto-negotiation disable
utp link-speed-duplex 100m/full
!

interface port 2

interface port 50
!

interface vlan 1
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3.49.2 show flash-config

show flash-config

ENABLE

@

# show flash-config
!
username adpro adpro
username user user
!
no ip multicast-routing
!
interface loopback
!
interface manage
ip address 172.21.29.25/24
!
interface port 1
utp auto-negotiation disable
utp link-speed-duplex 100m/full
!

interface port 2

interface port 50
!

interface vlan 1
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3.50
3.50.1 check config
("'show running-config"
("'show flash-config" )

(3.50.2 )

check config

VIEW, ENABLE

€))

(2) "write memory"

# check config
*# write memory

Writing to flash memory. ..

[OK]

Writing to SD memory...

upload completed. (hc-flash-config)

Current running-config is saved to flash-config.

3.50.2 copy running-config flash-config, write memory
"copy running-config flash-config”
SD
SD
3.54

copy running-config flash-config
write memory

ENABLE
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@

# copy running-config flash-config

Current running-config is saved to flash-config.
Writing to flash memory. ..

[OK]

Writing to SD memory...

upload completed. (hc-flash-config)

# write memory

Current running-config is saved to flash-config.
Writing to flash memory...

[OK]

Writing to SD memory...

upload completed. (hc-flash-config)

‘I]’ 3.55 SD

o SD 3.55.4 "copy flash-config memory-
card" SD
0 SD (hc-flash-config)

0 .

» SD

"ERROR: SD Memory card mount error"
» SD

"ERROR: SD Memory card copy error"

609/705



0 3.35.1 "sshd keygen rsa™ 3.35.2 "'sshd keygen rsal" 3.35.3 "sshd server™

RSA
RSA
0 "Verify Error: CRC Mismatch.” SD
SD
SD
3.50.3 copy tftp server file flash-config
TFTP
'save running
config?" "n"
copy tftp <SERVER> <FILE> flash-config
SERVER TFTP
FILE <1-128( )>
* ASCII 1071
ENABLE
@ 1P 172.17.33.21  TFTP

# copy tftp 172.17.33.21 Apresia.conf flash-config
override? (y/n): y

getting from 172.17.33.21: Apresia.conf
Received 784 bytes in 0.0 seconds

Writing to flash memory...

done.

This setting is validated after rebooting.
# reboot

check config? (y/n): y

save running config? (y/n): n

reboot system? (y/n): y
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0 & ¥ - OIS

L
(1 ¥,
o ( ) LF CR+LF

3.50.4 copy flash-config tftp server file

TFTP
copy flash-config tftp <SERVER> <FILE>
SERVER TFTP
FILE <1-128( )>
o ASCII ["1071
ENABLE
() 1P 172.17.33.21  TFTP backup2.aaa

# copy flash-config tftp 172.17.33.21 backup2.aaa
Sent 784 bytes in 0.1 seconds

0 & ¥ |*~<>"O LS

o
(1Y,

3.50.5 copy running-config file
3.49.1 "show running-config" TETP
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copy running-config ( tftp <IPADDR> ) | memory-card <FILE>

IPADDR TFTP IP
FILE <1-128( )>
» ASCII 1071
ENABLE
(1) "show running-config" TFTP

# copy running-config tftp 172.21.29.161 config_up.txt
Sent 1325 bytes in 0.1 seconds

(2) "show running-config" SD

# copy running-config memory-card config_up.txt
upload completed. (config_up.txt)

(1) & ¥ - O[S

0 SD FAT16

SD
SD
SD
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3.51
3.51.1 erase flash-config

erase flash-config

ENABLE

€))

# erase flash-config
*#

0 st rn

SSH
RSA
« 3.35.1 "sshd keygen rsa"
» 3.35.2 "sshd keygen rsal"
* 3.35.11 "copy file ssh-key"
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3.52 Default disable
3.51.1 "erase flash-config"
flash-config 3.7.1 "shutdown"(
"erase flash-config" L2
L2

3.52.1 default disable
Default disable no
"erase flash-config"

[ no ] default disable

( Default disable )

CONFIG

(1) default disable

# configure terminal
(config)# default disable

erase flash-config, show running-config
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3.53
3.53.1 auto-download
no
TFTP

auto-download <IPADDR> <FILE-NAME>

no auto-download
1PADDR TFTP IP
FILE-NAME

CONFIG

(1) 192.168.1.1 TFTP "config.txt"

> enable
# configure terminal
(config)# auto-download 192.168.1.1 config.txt

show auto-download, show running-config

0 (flash-config)

o TFTP

€Y 1
2 1P
0 2
1 P
1 TFTP 2
€Y 1
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) 2

(1) & O 109

0
0

3.53.2 show auto-download

show auto-download

VIEW, ENABLE

€))

> enable

# show auto-download
Server IP : 192.168.1.1
File Name : config.txt
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3.54

SD ( ) (flash-
config)
SD
SD ( )
LF CR+LF CR
0 SD Apresia3400/5400/13000

o SD FAT16

SD SD

3.54.1 copy memory-card software
SD

Apresia3400/5400
Apresial3000 /

copy memory-card <FILE> software
FILE

ENABLE

(1) sb apresia.img
|# copy memory-card apresia.img software

0 HSW5Ware AEQOS Ver. 6.X AEOS Ver. 7.Xx
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3.54.2 copy memory-card flash-config
SD (flash-config)

copy memory-card <FILE> flash-config
FILE

ENABLE

(1) SD apl3k.txt

|# copy memory-card apl3k.txt flash-config

0 ( ) LF

3.54.3 copy tftp memory-card
TFTP ( ) SD

copy tftp <IPADDR> <FILE1> memory-card <FILE2>

1PADDR TFTP IP
FILEL
FILE2 SD

ENABLE

(1) TFTP aeoSR7XXXX. img

apresia.img

CR+LF

SD

getting from 10.249.23.245:ae0sR7XXXX.1mg
Received 6394067 bytes in 16.1 seconds
Writing to SD-memory...

upload completed. (apresia.img)

# copy tftp 10.249.23.245 aeosR7XXXX.img memory-card apresia.img
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CRC Checking.
Ok.

done.

#

(1) & ¥ - O[S

0 SD FAT16

SD
SD
SD
0 "Verify Error: CRC Mismatch.”
SD
3.54.4 copy flash-config memory-card
SD (flash-config)
copy Fflash-config memory-card <FILE>
FILE
ENABLE
(1) SD apl3k.txt

SD

|# copy flash-config memory-card apl3k.txt
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O scoonser

L
(1 ¥,
0 SD FAT16

SD
SD
SD
0 "Verify Error: CRC Mismatch."
SD
SD
3.54.5 copy log memory-card
SD log
copy log memory-card <FILE>
FILE log
ENABLE
(1) SD log apl3k.log

|# copy log memory-card apl3k.log

"$&T O 357

o
(1Y,
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‘I]’ SD

SD

0 "Verify Error

SD

3.54.6 cat memory-card
SD

cat memory-card <FILE>
FILE SD

ENABLE

SD

(1) sb sample.conf

FAT16

SD

: CRC Mismatch."

SD

# cat memory-card sample.conf
!

username adpro adpro

username user user

!

interface loopback

!

interface manage

C )

"8 0¥ %<7

L
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0

3.54.7 erase memory-card
SD

erase memory-card <FILE>

FILE SD
ENABLE
(1) SD apresia.img

|# erase memory-card apresia.img

"$&TOM¥T {357

o
(1Y,

3.54.8 rename memory-card
SD

rename memory-card <FILE1> <FILE2>
FILE1
FILE2

ENABLE

(1) SD sample.conf  test.conf

|# rename memory-card sample.conf test.conf
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"$8" 0¥ O3

0
(1Y,
o

3.54.9 show memory-card files
SD

show memory-card files
VIEW, ENABLE

(1) SD

# show memory-card files

total 9600

—————————— 1 root wheel 6635 Feb 19 2007 HONSHAL3_AP1
—————————— 1 root wheel 4843238 Oct 5 01:57 apresia.img
—————————— 1 root wheel 2598 Oct 3 15:52 config(Ap4328).config
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3.55

SD

SD ( )
SD

sD
(L sb D

(2) D

®

o Apresia3400/5400/13000

0 "warning: HCLoader version
string is not found."”

O scoonser
(1 ¥,

0

0

0
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3.55.1 boot-script system primary

SD

boot-script system primary primary | secondary | ( memory-card <FILE> )

primary

secondary

memory-card SD

FILE SD
ENABLE

€))

# boot-script system primary primary
Writing configured-script...
done.

(1) /

SD

3.55.2 boot-script system secondary

SD

boot-script system secondary primary | secondary | ( memory-card <FILE> )

primary

secondary

memory-card SD
FILE SD
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ENABLE

€Y)

# boot-script system secondary primary
Writing configured-script...
done.

0 ,

SD

3.55.3 boot-script configuration primary
SD

boot-script configuration primary primary | secondary | ( memory-card <FILE> )

primary

secondary

memory-card SD

FILE SD
ENABLE

€Y)

# boot-script configuration primary primary
Writing configured-script...

done.
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0 ,

3.55.4 boot-script configuration secondary
SD

boot-script configuration secondary primary | secondary | ( memory-card <FILE> )

primary

secondary

memory-card SD

FILE SD
ENABLE

@

# boot-script configuration secondary primary
Writing configured-script...
done.

(1) /

3.55.5 copy configured-script
SD

"copy default-script configured-script”

copy configured-script memory-card | flash-script
memory-card SD
flash-script
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ENABLE

@
# copy configured-script flash-script
Writing flash-script...
done.
0 "Verify Error: CRC Mismatch." SD

SD

SD

3.55.6 copy default-script configured-script

copy default-script configured-script

ENABLE

@

# copy default-script configured-script
Writing configured-script...
done.

3.55.7 erase boot-script
SD

erase boot-script
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ENABLE

€Y)

|# erase boot-script

3.55.8 show boot-script configured

show boot-script configured

VIEW, ENABLE

€))

# show boot-script configured

1 User configuration for: HCLoader

configure boot primary system built-in primary

configure boot primary configuration built-in primary
configure boot secondary system built-in secondary
configure boot secondary configuration built-in secondary
boot

1

I End

User configuration for
primary system
primary configuration
secondary system primary system
secondary configuration primary configuration
built-in primary
built-in secondary
memory-card <FILE> SD
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3.55.9 show boot-script flash

show boot-script flash

VIEW, ENABLE

@

# show boot-script flash

! User configuration for: HCLoader

configure boot primary system built-in primary

configure boot primary configuration built-in primary
configure boot secondary system built-in secondary
configure boot secondary configuration built-in secondary
boot

1

! End

User configuration for
primary system
primary configuration
secondary system primary system
secondary configuration primary configuration
built-in primary
built-in secondary
memory-card <FILE> SD

3.55.10 show boot-script memory-card
SD

show boot-script memory-card

VIEW, ENABLE
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(1) SD

# show boot-script memory-card

! User configuration for: HCLoader

configure boot primary system built-in primary

configure boot primary configuration built-in primary
configure boot secondary system built-in secondary
configure boot secondary configuration built-in secondary
boot

!

! End

User configuration for
primary system
primary configuration
secondary system primary system
secondary configuration primary configuration
built-in primary
built-in secondary
memory-card <FILE> SD
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3.56
3.56.1 reboot

reboot

ENABLE

@

# reboot

check config? (y/n): y

save running config? (y/n): y

Current running-config is saved to flash-config.
Writing to flash memory...

[OK]

Writing to SD memory...

upload completed. (hc-flash-config)

reboot system? (y/n): y
Oct 6 12:46:43 <system:emerg> Rebooting.

o ;
0:s .

0 PoE (Apresia3424GT-PoE/3424GT-Hi1PoE/5412GT-PoE)
PoE

3.56.2 reboot timer
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no 3.49.1 "show running-config" 3.49.2 "show flash-

config”
"reboot" OFF ON

reboot timer <HOURS> <MINUTES>
no reboot timer

HOURS <0-10000>
MINUTES <0-59>
ENABLE
(1) 24

|# reboot timer 24 0

3.56.3 show reboot timer

show reboot timer

ENABLE

€))

# show reboot timer
REBOOT TIME : 00023:58:19
REBOOT TIME
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3.57
3.57.1 archive download-sw

TFTP SD
Apresia3400/4300/5400 Apresial3000
Apresia3400/4300/5400 "-x300"
< >
Apresia3400/4300/5400 ae0sR7XXXX-x300. img
Apresial3000 ae0sSR7XXXX. img
Apresia3400/4300/5400 secondary
Apresia3400/4300/5400 Apresial3000

archive download-sw ( tftp <IPADDR> ) | memory-card <FILE> [ secondary ]

IPADDR TFTP IP
FILE
secondary
ENABLE
O IP 172.17.33.21  TFTP apresia.img

# archive download-sw tftp 172.17.33.21 apresia.img
override? (y/n): y

getting from 172.17.33.21:apresia.img

Received 4026708 bytes in 20.0 seconds

Filesize is 4026708 bytes

Writing ... done.

(2) sb apresia.img

# archive download-sw memory-card apresia.img
override? (y/n): vy

Filesize is 5765844 bytes

Writing ... done.
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0 HSW5Ware AEOS Ver. 6.X AEOS Ver. 7.x

0:s .

0

(1) & 2= O [108

0
0
0

(
Ver. )
0 Apresial3000 Ver. 7.09.01 Ver. 7.12.01
Ver. 7.10.01 7.11.04 Ver.
7.12.01
0 Apresia4300/13000 Ver. 7.11.04 Ver. 7.12.01
AccessDefender (
DB)
0 Ver. 7.16.02 3.46 NA 3.47 AccessDefender  SSL

3.45.5 "erase ssl-files"

0 Apresia4300 Ver. 7.12.01
HCLoader Ver. 1.05.04

635/705



0Apresia3424GT—HiPOE Ver. 7.19.01 HCLoader  Ver.

1.09.00
HCLoader
0Apresia4300 Ver. 7.09.01 Ver. 7.24.01
Ver. 7.10.01 7.23.02
7.24.01

3.57.2 archive download-loader

Ver.

Version

TFTP SD
Apresia3400/4300/5400 Apresial3000
Apresia3400/4300/5400
2 02"
Apresia3400/4300/5400 Ver. 1.02.XX (aeosR7XXXX-loader-x300.img)
Apresial3000 Ver. 1.01.XX (aeosR7XXXX-loader.img)

archive download-loader ( tftp <IPADDR> ) | memory-card <FILE>
IPADDR TFTP IP
FILE

ENABLE

@ 1P 172.21.29.202 TFTP aeosR70401-loader . img

# archive download-loader tftp 172.21.29.202 aeosR70401-loader.img
override? (y/n): y

getting from 172.21.29.202: aeosR70401-loader.img

Received 189992 bytes in 0.5 seconds

Filesize is 189992 bytes

Writing ... done.

(2) SD aeosR70401-l1oader.img

# archive download-loader memory-card aeosR70401-loader.img
override? (y/n): y

Filesize is 191016 bytes

Writing ... done.
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& *~<>O S

e e

3.57.3 archive upload-sw
TFTP SD
Apresia3400/4300/5400 secondary
secondary

archive upload-sw ( tftp <IPADDR> ) | memory-card <FILE> [ secondary ]

IPADDR TFTP IP
FILE
secondary
ENABLE
(€H) apresia.img IP 172.17.33.21  TFTP

# archive upload-sw tftp 172.17.33.21 apresia.img
Sent 5582035 bytes in 26.4 seconds
(@) apresia.img SD

# archive upload-sw memory-card apresia.img
upload completed. (apresia.img)

CRC Checking.

Ok.
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(1) & ¥ - O[S

0 SD FAT16

SD
SD
SD

0 "Verify Error: CRC Mismatch."
SD

SD

3.57.4 archive upload-loader
TFTP SD

archive upload-loader ( tftp <IPADDR> ) | memory-card <FILE>
IPADDR TFTP IP
FILE

ENABLE

D) aeosR71901-loader.img IP
172.17.33.21  TFTP

# archive upload-loader tftp 172.17.33.21 aeosR71901-loader.img
Sent 103200 bytes in 2.2 seconds

(@) aeosR71901-loader.img SD

# archive upload-loader memory-card aeosR71901-loader.img
upload completed. (aeosR71901-l1oader.img)
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SD

& *~<>O S

SD

SD

FAT16

SD

"Verify Error: CRC Mismatch."
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3.58 AEOS6 (Apresia4348 )
Apresia4348 AEQS Ver. 7 AEQS Ver. 6
TFTP

3.58.1 archive downgrade-aeos6
AEQS7 AE0S6 (
PFILE/SFILE  AEQS6

archive downgrade-aeos6 tftp <IPADDR> <PFILE> <SFILE> [ <CFILE6> ]

IPADDR TFTP IP
PFILE AEQS6
(AE0S62401_primary.rom )
SFILE AEQS6
(AE0S62402_secondary. img )
CFILE6 AEQS6 (
ENABLE
@ 1Ip 172.21.31.15  TFTP apresia.img

# archive downgrade-aeos6 tftp 172.21.31.15 AE0S62401 primary.rom
AE0S62402_secondary.img u_d.conf

override? (y/n): y

getting from 172.21.31.15:AE0S62401 primary.rom
Received 5051426 bytes in 20.2 seconds

Testing image ... OK.

getting from 172.21.31.15:AE0S62402_secondary.img
Received 2574223 bytes in 10.3 seconds

Testing image ... OK.

getting from 172.21.31.15:u_d.conf

Received 1766 bytes in 0.0 seconds

Writing ... done.

o AEOS Ver. 7.09.01
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0 Apresia4348
0 AEQS Ver. 6

SSH RSA  (3.35.1 "sshd keygen rsa"/3.35.2 "sshd keygen rsal" )
SSL CSR(3.45.1 "ssl gencsr rsakey” )
0 "reboot" AEOS Ver. 6
0 3.47 AccessDefender (3.46.46 'copy tftp local-db™)
Web (3.47.65 "copy file WEB-PAGE™)
0 AEQS6 AEQS6 (AEOS Ver. 6.24.02
) (""archive upgrade-aeos7™)
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3.59 CPU
3.59.1 cpu-utilization-notify threshold polling

CPU ( 1 ) syslog
no
CPU (%) (<THRESHOLD-VALUE>)
(<INTERVAL>) 5% 5%
5 % 79 % 75 %
3.61.16 "show system” 3.49.1 "show running-config" 5%
1

cpu-utilization-notify threshold <THRESHOLD-VALUE> polling <INTERVAL>
no cpu-utilization-notify

THRESHOLD-VALUE CPU <50-100(%)>
INTERVAL <10-300( )>
( CPU / syslog
CONFIG
) 70 % 60
@
> enable

# configure terminal
(config)# cpu-utilization-notify threshold 70 polling 60
(config)# no cpu-utilization-notify

show running-config, show system

0 e

3.59.2 clear cpu-utilization history
3.61.16 "show system" MIB CPU

clear cpu-utilization history
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ENABLE

(1) CPU

# clear cpu-utilization history
# show system
Hardware Model  : Apresial3000-48X

MAC Address : 00:40:66:13:09:73
Serial Number : 02060244

UpTime : 6 days, 21:55:23.343
CPU Rate(2sec, %): 0

CPU Rate(dmin, %): O

CPU Rate(5min, %): 0

CPU Rate(max, %) - O

CPU Rate(min, %) : O

Notification threshold:
cpu-utilization(%) : disable
Health Status - Normal (0x0)

o CPU CPU

0 ( CPU
"show system"
CPU CPU 0 )

0 e :
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3.60
3.60.1 memory-used-notify threshold polling

( ) syslog
no

<THRESHOLD_VALUE>
<INTERVAL>

syslog 1

memory-used-notify threshold <THRESHOLD VALUE> polling <INTERVAL>
no memory-used-notify

THRESHOLD_VALUE <10000-10000000( )>
INTERVAL <10-300( )>
( / syslog
CONFIG
(Y) 10000( ) 60
@
> enable

# configure terminal

(config)# memory-used-notify threshold 10000 polling 60
(config)# no memory-used-notify

show vmstat, show running-config

0 e

644/705



3.61 /
3.61.1 ping
PING [Ctr1+C]
IP IP IP

ping <IPADDR1> [ <OPTIONS> ]

OPTIONS

OPTIONS = ( count <COUNT> ) | ( interval <INTERVAL> ) | ( size <SIZE> ) | ( timeout
<TIMEOUT> ) | ( source <IPADDR2> )

IPADDR1 PING IP
IPADDR2 IP
COUNT PING <0-10000( )>
0 [Ctr1+C]
INTERVAL PING <1-3600( )>
SIZE ICMP <8-65467( )>
TIMEOUT <1-20( )>
COUNT 4( )
INTERVAL 1( )
SIZE 56( )
TIMEOUT 1( )

VIEW, ENABLE

@ 1Ip 172.17.51.1 PING

# ping 172.17.51.1

PING 172.17.51.1 (172.17.51.1): 56 data bytes

64 bytes from 172.17.51.1: icmp_seq=0 ttl=255 time=0.625 ms
64 bytes from 172.17.51.1: icmp_seq=1 ttl=255 time=0.728 ms
64 bytes from 172.17.51.1: icmp_seq=2 ttl=255 time=0.700 ms
64 bytes from 172.17.51.1: icmp_seq=3 ttl=255 time=0.773 ms

----172.17.51.1 PING Statistics----

4 packets transmitted, 4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.625/0.707/0.773/0.062 ms
#
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0 AEOS Ver. 7.31 4

3.61.2 traceroute

[Ctr1+C] 1P 1P
IP

traceroute <IPADDR1> [ source <IPADDR2> ]
1PADDR1 1P
IPADDR2 IP

VIEW, ENABLE

@ 1P 172.17.8.1

# traceroute 172.17.8.1

traceroute to 172.17.8.1 (172.17.8.1), 30 hops max, 40 byte packets
1 172.17.51.1 (172.17.51.1) 0.002 ms 0.603 ms 0.004 ms
2 172.17.33.1 (172.17.33.1) 0.004 ms 1.026 ms 0.004 ms
3 172.17.8.1 (172.17.8.1) 0.004 ms 0.012 ms 15.316 ms

#

3.61.3 telnet
TELNET

telnet <IPADDR> [ <PORT> ]
IPADDR TELNET IP
PORT TELNET TCP
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VIEW, ENABLE

@ 1p 172.17.51.177 TELNET

# telnet 172.17.51.177
Trying 172.17.51.177. ..
Connected to 172.17.51.177.
Escape character is ""]".

Ethernet Switch Apresial3000-48X

login:

0 "write memory"

3.61.4 debug
no
3.33.4 "terminal monitor"
no debug all

[ no ] debug nsm [ all | events | kernel | ( packet [ recv | send ] [ detail ] ) ]
[ no ] debug dotlx [ all | event | nsm | packet | timer ]

[ no ] debug lacp all | event | packet | sync | timer

no debug all

nsm
dotlx IEEE 802.1X
lacp lacp

all

events

kernel

packet

recv

send

CONFIG
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@

(config)# debug nsm all

# Jun 22 16:54:37 NSM[132]: NSM: If-arbiter timer expire
Jun 22 16:54:37 NSM[132]: NSM: interface fib0 index 1

Jun 22 16:54:37 NSM[132]: NSM: interface fibl index 2

Jun 22 16:54:37 NSM[132]: NSM: interface manage index 3
Jun 22 16:54:37 NSM[132]: NSM: interface loopback index 4
Jun 22 16:54:37 NSM[132]: NSM: [rawO]: 1000 MB link speed
Jun 22 16:54:37 NSM[132]: NSM: interface raw0 index 5

Jun 22 16:54:37 NSM[132]: NSM: interface portl index 6

terminal monitor

0 debug

debug

3.61.5 backup tftp, backup memory-card
TFTP SD
3-60
no-access-defender 3.47 AccessDefender (aaa-local-db
login-page login-success-page login-failure-page logout-success-page logout-failure-page
redirect-error-page https-certificate https-private-key)
no-software software loader
<BASENAME>-xxx
)<BASENAME>  AEOS
AEOS-flash-config AEOS-software

3-60
flash-config flash-config
running-config running-config
software
loader

aaa-local-db

login-page

login-success-page

login-failure-page
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logout-success-page

logout-failure-page

redirect-error-page

https-certificate

https-private-key
ssh-rsa-key RSA (SSH 2)
ssh-rsal-key RSA (SSH 1)

backup ( tftp <IPADDR> ) | memory-card <BASENAME> [ no-access-defender ] [ no-software ]

1PADDR TFTP 1P
BASENAME <1-64( )>
ENABLE
() AEQS 1P 172.17.33.21  TFTP

# backup tftp 172.17.33.21 AEOS
Upload flash-config ...
Sent 1455 bytes in 0.1 seconds

Upload running-config ...
Sent 1455 bytes in 0.0 seconds

Upload software ...
Sent 5582035 bytes in 25.2 seconds

Upload loader ...
Sent 103200 bytes in 2.6 seconds
« )
Upload ssh-rsa-key ...
Upload ssh-rsal-key ...
(@) AEQS SD

# backup memory-card AEOS
Upload flash-config ...
upload completed. (AEOS-flash-config)

Upload running-config ...
upload completed. (AEOS-running-config)

Upload software ...
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upload completed. (AEOS-software)
CRC Checking.
Ok.

Upload loader ...
upload completed. (AEOS-loader)
« )
Upload ssh-rsal-key ...
upload completed. (AEQS-ssh-rsal-key)

(1) & -r OIS
0 SD FAT16
SD
SD
SD
0 "Verify Error: CRC Mismatch.” SD
SD
SD

3.61.6 backup clone

( ) SD

(flash )
3-61
3-61
flash-config flash-config

hc-software

hc-system-name. txt

hcloader.conf SD

backup clone
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ENABLE

(€)) SD
# backup clone

Upload flash-config ...

upload completed. (hc-flash-config)

Upload hc-system-name.txt ...
upload completed. (hc-system-name.txt)

Upload software ...

upload completed. (hc-software)
CRC Checking.

Ok.

Upload boot-script ...
upload completed. (hcloader.conf)

#
0 "Verify Error: CRC Mismatch.” SD
SD
SD
3.61.7 restore
TFTP SD
3-62
no-access-defender AccessDefender (aaa-local-db login-

page login-success-page login-failure-page logout-success-page logout-failure-page
redirect-error-page https-certificate https-private-key)

no-software software loader
reboot
reboot
RSA (ssh-rsa-key ssh-rsal-key)
RSA "write
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memory"' "write memory"
flash-config
reboot

3-62
flash-config flash-config
software
loader

aaa-local-db

login-page
login-success-page

login-failure-page

logout-success-page

logout-failure-page

redirect-error-page

https-certificate

https-private-key
ssh-rsa-key RSA (SSH 2)
ssh-rsal-key RSA (SSH 1

restore ( tftp <IPADDR> ) | memory-card <BASENAME> [ no-access-defender ] [ no-software ]

[ reboot ]
IPADDR TFTP IP
BASENAME <1-64( )>
ENABLE
O IP 172.17.33.21  TFTP

# restore tftp 172.17.33.21 AEOS
override? (y/n): y
getting from 172.20.32.247:AE0S-flash-config
Received 1455 bytes in 0.3 seconds
Writing to flash memory. ..
done.
This setting is validated after rebooting

« )
getting from 172.20.32.247:AE0S-ssh-rsa-key
getting from 172.20.32.247:AE0S-ssh-rsa-key.pub
getting from 172.20.32.247:AE0S-ssh-rsal-key
getting from 172.20.32.247:AE0S-ssh-rsal-key.pub
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(2) SD

# restore memory-card AEQS

override? (y/n): y

Download flash-config ...

Writing to flash memory...

done.

This setting is validated after rebooting.
« )

Download ssh-rsa-key ...

done.

Download ssh-rsal-key ...

done.

Writing to flash memory...

done.

0 3.47.10 "web-authentication https-port"

https-port™

3.61.8 tftp source
TFTP 1P
IP

IP (127.0.0.0 127.255.255.255)
E(240.0.0.0 255.255.255.255) IP

3-63 1P

"web-authentication

no
IP

D(224.0.0.0 239.255.255.255)
3-63

.35.11 copy file ssh-key
.35.12 copy ssh-key file
.45.2 copy csr tftp

.45.3 copy fTile https-file
.45.4 copy https-file file
.46.46 copy tftp local-db
.46.47 copy local-db tftp
.47.65 copy File WEB-PAGE
.47.66 copy WEB-PAGE file
.47.67 copy fTile aaa-local-db
.47.68 copy aaa-local-db file

W W W W W wWw w w wwwow

.50.3 copy tftp server file flash-config
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3.50.4 copy flash-config tftp server file
3.50.5 copy running-config file
3.53.1 auto-download
3.54.3 copy tftp memory-card
3.57.1 archive download-sw
3.57.2 archive download-loader
3.57.3 archive upload-sw
3.57.4 archive upload-loader
3.58.1 archive downgrade-aeos6
3.61.5 backup tftp, backup memory-card
3.61.7 restore
tftp source <IPADDR>
no tftp source
IPADDR IP
( )
CONFIG
(1) TFTP 1P 192.168.100.1
> enable

# configure terminal
(config)# tftp source 192.168.100.1
(config)# no tftp source

3.61.9 memory-error auto-recovery-mode enable

LSI

no
"memory-error auto-recovery-mode disable"

LSI

"clear memory-error"

LSI
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[ no ] memory-error auto-recovery-mode enable

AEOS Ver 7.36.XX no enable( )
AEQOS Ver 7.37.01 enable( )
CONFIG

@

@

(config)# memory-error auto-recovery-mode enable
(config)# no memory-error auto-recovery-mode enable

show system, show hardware, clear memory-error, show running-config

0 AEOS Ver. 7.37

3.50.2 "write memory"

3.61.10 memory-error auto-recovery-mode notify disable
syslog
no

[ no ] memory-error auto-recovery-mode notify disable
no disable( )

CONFIG
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€D syslog

2 syslog

(config)# memory-error auto-recovery-mode notify disable
(config)# no memory-error auto-recovery-mode notify disable

show hardware, memory-error auto-recovery-mode enable, snmp-server traps,
show running-config

3.61.11 error-frame threshold polling-rate

syslog no

<THRESHOLD_VALUE>

<RATE> 3.7.16 "show interface
counters"
polling-rate x 5 ( )
shutdown ("'shutdown™)
shutdown 3.7.1 "shutdown"

"no shutdown"

error-frame <ERRORTYPE> threshold <THRESHOLD VALUE> polling-rate <RATE> [ shutdown ]
no error-frame <ERRORTYPE>
ERRORTYPE = fcs | alignment | fragments | jabbers | carrier-sense
THRESHOLD_VALUE <100-4294967295>
RATE <1-100>
. <RATE> (polling-rate) x 5
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IF-PORT

(&H) 1 58 FCS 100 polling-rate

100

(config)# interface port 1-5,8
(config-if-port)# error-frame fcs threshold 100 polling-rate 100

@) 1 58 FCS 500 polling-rate

1

(config)# interface port 1-5,8
(config-if-port)# error-frame fcs threshold 500 polling-rate 1 shutdown

3) 158 FCS

(config)# interface port 1-5,8
(config-if-port)# no error-frame fcs

snmp-server traps error-frame-threshold, show running-config

( "shutdown'™)
(
) ( )
0 /
3.61.12 power-down-notify enable
syslog

[ no ] power-down-notify enable

( /syslog )

CONFIG

€y
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)

> enable

# configure terminal

(config)# power-down-notify enable
(config)# no power-down-notify enable

show running-config, show logging

o Apresia5412GT-PoE
syslog
0 syslog
syslog

3.61.13 show debugging

show debugging [ dotlx | igmp | lacp | nsm | ospf | pim | rip | vrrp ]

dotlx IEEE 802.1X

igmp 1GMP

lacp LACP

nsm

ospf OSPF

pim PIM

rip RIP

vrrp VRRP
ENABLE

€))

# show debugging nsm

NSM debugging status:
NSM event debugging is on
NSM packet detail debugging is on
NSM kernel debugging is on
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3.61.14 show version

show version

VIEW, ENABLE

€))

# show version
System Revision
System Date

System Booted from

HCLoader Revision
HCLoader Date
Compiled by
Hardware Revision

:7.32.01

: Wed Dec 4 13:31:47 2013
: memory-card (hc-software)
Configuration Booted with:
:1.11.02

: Fri Jul 26 17:12:32 2013
: compiler

0

memory-card (hc-flash-config)

System Revision
System Date
System Booted from
primary
secondary
memory-card (<FILENAME>)
Configuration Booted with
Primary
Secondary
memory-card (<FILENAME>)
default
HCLoader Revision
HCLoader Date
Compiled by
Hardware Revision

SD (

SD (

(Rev. A B C... "o
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0 1.00 HCLoader Revision
HCLoader Date  UNKNOWN
3.61.15 show version flash
/
AEOS Ver. 7.15.01
( 1.06.00 ) Unknown
detail
show version flash [ detail ]
VIEW, ENABLE
(€)) /
# show version flash
Primary System : 7.15.01
Secondary System : 7.15.01
HCLoader : 1.06.00
#
# show version flash detail
Primary System : 7.15.01(Normal)
Secondary System : 7.15.01(Normal)
HCLoader : 1.06.00(Normal)
#
Primary System ( )
Secondary System ( )
HCLoader ( )
( JNormal Broken Unknown
Unknown
. / Ver. 7.15.01
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0 Broken
0=

3.61.16 show system
MAC CPU

show system
VIEW, ENABLE

) MAC CPU

Ver. 1.06.00

(Apresial3000-48X)

# show system
Hardware Model : Apresial3000-48X

MAC Address : 00:40:66:12:a3:F7
Serial Number : 02060004
UpTime : 1 year, 2 days, 00:00:04.228

CPU Rate(2sec, %): 2
CPU Rate(dmin, %): 2

CPU Rate(5min, %): 2

CPU Rate(max, %) : 69

CPU Rate(min, %) : O

Notification threshold:

cpu-utilization(%) : disable

Health Status : Normal (0x0)

0 MAC cPU

(Apresia5428GT)

# show system

Hardware Model : Apresia5428GT

MAC Address : 00:40:66:54:5b:3d

UpTime : 1 year, 2 days, 00:00:02.618
CPU Rate(2sec, %): 19
CPU Rate(1min, %): 7

661/705




CPU Rate(5min, %): 6

CPU Rate(max, %) : 31

CPU Rate(min, %) : O

Notification threshold:
cpu-utilization(%) : disable

Health Status : Normal (0x0)
#
Hardware Model
MAC Address MAC
Serial Number
UpTime ( 136 )
. YYY year(s) (Yyy 1 136)
. 365
. DDD day(s) (DD 0 364)
1
1 "1 year, 0 day,"”
. HH-MM:SS.SSS
CPU Rate (2sec) CPU ( 2
(1min) 1 CPU
(5min) 5 CPU
(max) 5 CPU
(min) 5 CPU
cpu-utilization(%) CPU
Health Status (
Normal
Abnormal

. bitl4 16(0x4000 0x10000)

(

Serial Number
Apresia3400/4300/5400

‘[l' LSI

0x4000

Apresial3000
Serial Number
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0

3.61.17 show hardware

"POWER"
PSR2/4348
5412GT-HRSS-DC110V/13000

show hardware

VIEW, ENABLE

@

"TEMPERATURE"

/5412GT-HRSS/5412GT-HRSS2/5412GT-HRSS-DC48V/

Apresia3448G-PSR(RevB)/3448G-

# show hardware
FAN
FAN 1:
FAN 2:
FAN 3:
FAN 4:
FAN 5:

Normal
Normal
Normal
Normal
Normal

TEMPERATURE
Normal condition.

SW-LS1 MEMORY Status
Normal

Auto Recovery Mode

Recovery Count 0

Auto Recovery Notify

: Disabled

: Enabled

) (

# show hardware
POWER
Power 1: Status:
Type: AC

Normal, FAN 1:

Type: REMOVED

TEMPERATURE
Normal condition.

Normal, FAN 2:

Power 2: Status: Abnormal, FAN 1: Abnormal, FAN 2: Abnormal,

Normal,

663/705



SW-LSI MEMORY Status
Normal
Auto Recovery Mode . Enabled
Recovery Count o1
Auto Recovery Notify : Enabled
#
Power

Normal
Abnormal
FAN FAN
Normal
Abnormal
unknown
NotRunning (Apresia3424GT-HiPoE/3448GT/4328GT/5428GT )
internal FAN( )
Type
AC AC
DC DC
REMOVED
TEMPERATURE
Normal condition.
[Alert] high threshold
(Apresia3448G-PSR(RevB)/3448G-PSR2/4348 50
Apresia5412GT-HRSS/5412GT-HRSS2/5412GT-HRSS-DC48V/5412GT-
HRSS-DC110V 60 Apresial3000 40 )
SW-LSI MEMORY Status LSI
Normal
Abnormal

Auto Recovery Mode
Enabled
Disabled
Recovery Count
Auto Recovery Notify
Enabled
Disabled
©) (PoE )
# show hardware
FAN
FAN 1:  Normal
FAN 2:  Normal
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4

FAN 3:  Normal
PoE System

Block 1: Normal
Block 2: Abnormal

SW-LSI MEMORY Status
Abnormal

Auto Recovery Mode
Enabled
Disabled

Recovery Count

Auto Recovery Notify
Enabled
Disabled

Auto Recovery Mode : Enabled
Recovery Count 110
Auto Recovery Notify : Enabled
FAN
Normal
Abnormal
PoE
Normal
Abnormal
SW-LSI MEMORY Status LSI
Normal
Abnormal

(Apresia3424GT-SS)

# show hardware

SW-LS1 MEMORY Status
Normal

Normal
Abnormal

Auto Recovery Mode : Enabled
Recovery Count 0
Auto Recovery Notify : Enabled
SW-LS1 MEMORY Status LSI
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Auto Recovery Mode
Enabled
Disabled

Recovery Count

Auto Recovery Notify
Enabled
Disabled

0 FAN FAN
0 Abnormal

0 Recovery Count "clear
memory-error"

3.61.18 show history
15

show history

VIEW, ENABLE

€y

# show history
enable
conf t
end
show history
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3.61.19 show tech-support

3-64

3-64

show system

version

clock

ip address

ip interface brief
running-config
flash-config
boot-script configured
boot-script flash
boot-script memory-card
vlan

logging

logging sram

interface status
interface status detail
interface counters [
mac-address-table

arp

hardware

poe status 2

poe power status 2
license

show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show

ip route

ip route cache 1
pbr status 1
memory-card files

show
show

1 3.6.4 "show ip route cache"

2 3.62.7 "show poe status"

PoE

show tech-support

ENABLE
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€Y)

# show tech-support

*** show system ***

Hardware Model : Apresia3448GT

MAC Address : 00:40:66:34:48:33

UpTime : 00:01:34.674

CPU Rate(2sec, %): 6

CPU Rate(1min, %): 19

CPU Rate(5min, %): 14

CPU Rate(max, %) : 100

CPU Rate(min, %) - O

Notification threshold:
cpu-utilization(%) : disable

Health Status > Normal (0x0)

*** show version ***

System Revision 1 7.38.01

System Date : Wed Mar 2 09:18:58 2016
System Booted from I primary

Configuration Booted with: primary

HCLoader Revision :1.11.03

HCLoader Date : Fri May 22 11:53:21 2015
Compiled by : compiler

Hardware Revision : 0

*** show clock ***
Wed Mar 02 10:20:59 2016

___( ) —_

o Apresia3424GT-SS/3424GT-SS2 "show hardware" (*'show tech-support™”
)
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3.61.20 show netstat

show netstat -m

VIEW, ENABLE

€))

# show netstat -m
25 mbufs in use:
17 mbufs allocated to data
8 mbufs allocated to packet headers
20/28 mapped pages in use
80 Kbytes allocated to network (73% in use)
0 requests for memory denied
0 requests for memory delayed
0 calls to protocol drain routines

L

3.61.21 show ps

show ps

VIEW, ENABLE

@
# show ps
USER PID %CPU %MEM VSZ RSS TTY STAT STARTED TIME COMMAND
root 0 0.0 0.9 0 4224 ? DKs 10:01AM 0:00.01 swapper
root 1 0.0 0.4 79936 1584 ? Is 10:01AM 0:00.02 init
root 2 0.0 0.9 0 4224 ? DK 10:01AM 0:00.04 hcwdt
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L

0.9
0.9
0.9
0.9
0.9

-
o
o
-+
~N o o A W
O O O O o

4224 ?
4224 2
4224 2
4224 ?
4224 2

DK
DK
DK

DK

10:01AM 0:00.01 sal:bcmDPC
10:01AM 0:00.36 sal:PortMon.0
10:01AM 3:42.63 sal:bcmCNTR.O
10:01AM 0:00.01 sal:bcmTX
10:01AM 0:00.01 sal:bcmXGS3Asyn

CPU

STAT
STARTED
TIME
COMMAND

3.61.22 show vmstat

show vmstat

VIEW, ENABLE

€))

# show vmstat
procs page
rbw avm fre flt re pi
000 64448 359056 115 0 O

memory

po
0

disks faults
fr srs0OslmO in
0 0 0 0 0 827

cpu

procs
r run
b
w
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memory
avm
fre
page (€
flt
re
pi
po
fr
Sr
disks 1 read/write
sO sO
sl sl
mo mo
faults 5
in
sy
cs CPU
cpu CPU
us
Sy
id CPU

0

3.61.23 clear memory-error
LSI

clear memory-error
ENABLE

) LSl
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# clear memory-error

show hardware
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3.62 PoE
PoE(Power over Ethernet) LAN
IEEE 802.3af ( ) 15.4 W ( ) 12.95 W

0 POE  Apresia3424GT-PoE 3424GT-HiPoE 5412GT-PoE

0 Apresia3424GT-PoE 3424GT-HiPoE  Class4
Class4 "show poe status"/''show poe
power status"

0Apresia3424GT—PoE 12 / 2 (Blockl 1 12
Block2 13 24 ) 125 W
(Apresia3424GT-PoE ) (

)

3.62.1 poe threshold power( )

no

(Apresia3424GT-PoE )

[ no ] poe threshold power <POWER> [ block <NUMBER> ]

POWER
<10-125(W)>(Apresia3424GT-PoE/5412GT-PoE)
<10-370(W)>(Apresia3424GT-HiPoE)

NUMBER <1-2>

125(W) Apresia3424GT-PoE/5412GT-PoE
370(W) Apresia3424GT-HiPoE

CONFIG
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(CONFIG )

€y 2 100 W
@ ( )

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)# poe threshold power 100 block 2

(config)# no poe threshold power

show running-config, show poe status

0 Apresia3424GT-HiPoE/5412GT-PoE

3.62.2 poe threshold power( )

no

poe threshold power <POWER>
no poe threshold power

POWER
<3000-16200(mW)>(Apresia3424GT-PoE/3424GT-HiPoE)
<3000-31600(mW)>(Apresiab5412GT-PoE)
. 200 mw
(dynamic)
IF-PORT
@ 1 3000 mw

&)

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)# interface port 1

(config-if-port)# poe threshold power 3000

(config-if-port)# no poe threshold power
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show running-config, show poe status, show poe power status

0Apresia3424GT—PoE 12 / 2 (Blockl 1 12
Block2 13 24 ) 125 W

0 shutdown

3.62.3 poe disable
PoE no

[ no ] poe disable

no disable( )
IF-PORT

(€D) 1 PoE
@) 1 PoE

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)# interface port 1

(config-if-port)# poe disable

(config-if-port)# no poe disable

show running-config, show poe status, show poe power status

3.62.4 poe priority
no
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poe priority critical | high | low
no poe priority

critical
high
low
low
IF-PORT
() 1 high
@ 1

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)# interface port 1

(config-if-port)# poe priority high

(config-if-port)# no poe priority

show running-config, show poe status

0

0 (Apresia3424GT-HiPoE

o Apresia3424GT-HiPoE

0 critical
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‘[" critical

1 )8

3.62.5 poe power management class-based

no
block
Dynamic( )
Class Based Class

"poe threshold power( )"
1 Class

3-65 1 Class
Class

Classl 4.2 W

Class?2 7.4 W

Class3 16.2 W

Class4 31.6 W(Apresia5412GT-PoE )

poe power management class-based [ block <NUMBER> ]
no poe power management [ block <NUMBER> ]

NUMBER

(dynamic)

CONFIG

D 2
) 2

<1-2>

Class Based

(Apresia3424GT-PoE

(config)# poe power management class-based block 2
(config)# no poe power management block 2

show running-config, show poe status
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0 Apresia3424GT-HiPoE/5412GT-PoE

0 Class Based Class3 Apresia3424GT-PoE(1
)/5412GT-PoE 7 Apresia3424GT-HiPoE 22
"poe threshold power( )

3.62.6 poe other-fault retry-interval
PoE
no

poe other-fault retry-interval <RETRYTIME> [ block <NUMBER> ]
no poe other-fault retry-interval [ block <NUMBER> ]

RETRYTIME <3-300( )>
NUMBER <1-2>

9 )

CONFIG

D 2 100

@ ( 2

(config)# poe other-fault retry-interval 100 block 2
(config)# no poe other-fault retry-interval block 2

show running-config

o Apresia3424GT-HiPoE/5412GT-PoE

3.62.7 show poe status
PoE
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show poe status

VIEW, ENABLE

(1) PoE

(Apresia3424GT-PoE)

PoE Port status:

# show poe status
PoE System status:

Threshold Power(W) :
Available Power(W) :
Power Management

Blockl Block2
125.0 125.0
61.6 30.8
dynamic dynamic

Port BIlk Priority Threshold Type Available Detection Status
1 1 critical dynamic 16200mW Delivering Power, Class 0.
2 1 high static 14800mW Delivering Power, Class 1.
3 1 low static 3600mW Delivering Power, Class 2.
4 1 low dynamic 7400mW Delivering Power, Class 3.
5 1 low dynamic OmW Disabled.
6 1 low dynamic OmW Searching.
7 1 low dynamic OmW Other Fault, Over Load.
24 2 low dynamic OmW Searching.
(2) PoE (Apresia5412GT-PoE)
# show poe status
PoE System status:
Threshold Power(W) : 125.0
Available Power(W) : 32.0
Power Management dynamic
PoE Port status:
Port Priority Threshold Type Available Detection Status
1 low dynamic 4200mW Delivering Power, Class 1.
2  low dynamic 7400mW Delivering Power, Class 2.
3 low dynamic 16200mW Delivering Power, Class 3.
4  low dynamic 31600mW Delivering Power, Class 4.
5 low dynamic OmW Searching.
6 low dynamic OmW  Searching.
7 low dynamic OmW Searching.
8 low dynamic 16200mW Delivering Power, Class 0.

(3) PoE

(Apresia3424GT-HiPoE)

|# show poe status
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PoE Port status:

PoE System status:
Threshold Power(W) :
Available Power(W) :
Power Management

370.0
368.1
dynamic

Port Priority Threshold Type Available Detection Status
1 low dynamic 16200mW Delivering Power, Class 3.
2  low dynamic 16200mW Delivering Power, Class 3.
3 low dynamic 16200mW Delivering Power, Class 3.
4  low dynamic 16200mW Delivering Power, Class 3.
5 low dynamic 16200mW Delivering Power, Class 3.
24 low dynamic 16200mW Delivering Power, Class 0.
Threshold Power (W) w
Available Power(W) w
Power Management
dynamic Dynamic

class based
Power Management

Blockl
Block?2
Port
BIk

Priority

Threshold Type

Available

Detection Status

Class Based

Delivering Power, Class <0-4>

Searching
Disabled
Other Fault, Over Load

Requesting Power, Class <0-4>

poe threshold power(
poe threshold power(

3.62.8 show poe power status

PoE

Block1(Apresia3424GT-PoE
Block2(Apresia3424GT-PoE

(Apresia3424GT-PoE

(mi)

), poe disable, poe priority,

), poe power management class-based
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show poe power status

VIEW, ENABLE

(1) PoE (Apresia3424GT-PoE)

# show poe power status
PoE Port Power status:
Port Blk Practical Available Detection Status

1 1 6700mw 7000mW Delivering Power, Class 2.
2 1 Omw OmW Searching.
3 1 Omw OmW Searching.
4 1 3600mw 7000mW Delivering Power, Class 2.
24 2 Omw OmW Searching.
(2) PoE (Apresiab412GT-PoE)

# show poe power status
PoE Port Power status:
Port Practical Available Detection Status

1 1700mw 4200mW Delivering Power, Class 1.
2 4700mw 7400mW  Delivering Power, Class 2.
3 9900mw 16200mW Delivering Power, Class 3.
4 14900mw 31600mW Delivering Power, Class 4.
5 Oomw OmW Searching.
6 OmwW OmW Searching.
7 Omw OmW  Searching.
8 800mw 16200mW Delivering Power, Class 0.
(3) PoE (Apresia3424GT-HiPoE)

# show poe power status

PoE Port Power status:

Port Practical Available Detection Status
1 15400mw 16200mW Delivering Power, Class 3.
2 15200mw 16200mW Delivering Power, Class 3.
3 15000mw 16200mW Delivering Power, Class 3.
4 15200mw 16200mW Delivering Power, Class 3.

24 15100mw 16200mW Delivering Power, Class O.

Port

BIk

Practical (mWw)
Available (mw)
Detection Status
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Delivering Power, Class <0-4>
Searching

Disabled

Other Fault, Over Load

Requesting Power, Class <0-4>

poe disable, poe threshold power( )
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3.63 sFlow
sFlow LAN
(RFC 3176)
( ) sFlow

3.63.1 sflow enable
sFlow no

[ no ] sflow enable

no enable( )

CONFIG

(1) sFlow

sFlow

# configure terminal
(config)# sflow enable

show sflow, show running-config

sFlow

0 sFlow "sflow destination™ "sflow forwarding” "sflow source"

3.63.2 sflow destination
sFlow IP no

sflow destination <NUMBER> <IPADDR> [ <PORT-NO> ]
no sflow destination <NUMBER>

NUMBER sFlow <1-4>
1PADDR sFlow IP
PORT-NO sFlow
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(6343) ( )

CONFIG

(1) sFlow IP

# configure terminal
(config)# sflow destination 1 172.20.11.11

show sflow, show running-config

0 4 1 (2
0

sFlow
SNMP TFTP UDP

3.63.3 sflow forwarding
sFlow
no egress ingress

[ no ] sflow forwarding egress | ingress

egress egress
ingress ingress
( )
IF-PORT
D 25 ingress

# configure terminal
(config)# interface port 25
(config-if-port)# sflow forwarding ingress
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show sflow, show running-config

0 2 Apresia3448

50 25 48 51 52) Apresia4348 (
Apresial3000-48X( 1 24 50 25 49)

egress

3.63.4 sflow mode

Source ID  ifIndex Input Interface/Output Interface iflndex

no

(
24

1 24 49
25 48)

"stlow forwarding ingress"/"sflow forwarding egress™

CPU
3-66 iflndex
i fIndex 0 1

Ingress Source 1D Ingress

Input Interface Ingress

Output Interface 0 0 0
Egress Source 1D 0 Egress Egress

Input Interface

Output Interface 0 Egress Egress

1 1

1 Egress

sflow mode 1 | 2
no sflow mode
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CONFIG

) 1

# configure terminal
(config)# sflow mode 1

show sflow, show running-config

3.63.5 sflow polling-interval

sflow polling-interval <SECS>
no sflow polling-interval
SECS

20C )

CONFIG

€y 60

<0-2147483647( )>

no

# configure terminal
(config)# sflow polling-interval 60

show sflow, show running-config

0 GENERIC(
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3.63.6 sflow sample
sFlow
no

sflow sample <PACKETS>
no sflow sample

PACKETS <256-16777216( )>
° 28 224
(D)
257 257>28 2°=512
512( )
CONFIG
(€D) 2048
# configure terminal
(config)# sflow sample 2048
show sflow, show running-config
0 Raw Packet Header
O ( ) CRU (3.61.16
"show system" CPU Rate(Imin %)) 40 % 3-67
3-67 sFlow
sflow destination 1( 2)
2 stlow forwarding Apresial3000 14
( Apresia3400/4300/5400 4
Ingress/Egress )
3 sflow polling-interval x 1
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3-68 (Apresial3000 )
)
60k pps 100M bps 40 % 256
120k pps 100M bps 80 % 512
750k pps 1G bps 50 % 4096
1.5M pps 1G bps 100 % 8192
7.5M pps 10G bps 50 % 65536
15M pps 10G bps 100 % 131072
3-69 (Apresia3400/4300/5400
)
48k pps 100M bps 32 % 256
96k pps 100M bps 64 % 512
750k pps 1G bps 50 % 8192
1.5M pps 1G bps 100 % 16384
7.5M pps 10G bps 50 % 131072
15M pps 10G bps 100 % 262144
() 3.7.15 "show interface counters" sFlow
pps
e polling-interval 20( )
. 64 (bytes)
* sFlow ( )
3.63.7 sflow source
sFlow IP no
sflow source <IPADDR>
no sflow source
1PADDR sFlow 1P
(
CONFIG
(1) sFlow IP 172.20.0.11



# configure terminal
(config)# sflow source 172.20.0.11

show sflow, show running-config

o sFlow IP sFlow

IP

3.63.8 sflow max-header-size
sFlow
no

sflow max-header-size <NUM>
no sflow max-header-size
NUM <0-256( )>

128( )
CONFIG

(1) sFlow 64

# configure terminal

(config)# sflow max-header-size 64

show sflow, show running-config

3.63.9 show sflow
sFlow

show sflow
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VIEW, ENABLE

(1) sFlow
# show sflow
Status : Enabled
destination :1172.20.11.11 6343
source : 172.20.11.254
sampling 1 512

polling interval : 20 sec
max header size : 128 bytes
mode : 0 (Default)

--- port information ---
* = sFlow Forwarding

1 89 16 17 24 25
R + + e + +-
Egress ........ .... fala **

Ingress ... .. oL Laiiiio oL

32 33 40 41 48 49
----- S S
*kkk
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4.1 LED
AC
POWER LED
FAULT LED( ERR LED)
FAULT LED( ERR LED)
(RJ-45)
NIC
MDI-X
LINK
ACT LED
5
( 10M bit/s )

SFP

3.7.15 "show interface status" Disable
4.2

9600 bps 1 8
1 RS ER ON
Login CONSOLE RS-232C
CONSOLE
POWER LED FAULT LED( ERR
LED)
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4.3 SNMP

IP
SNMP
SNMP 1P
SNMP SNMP
SNMP IP
4.4 TELNET
IP
ENABLE
ENABLE
TELNET
TELNET
1 40 TELNET 10
10
4.5
VLAN
ENABLE
4.6 VLAN
VLAN 1D VLAN
VLAN 1D
VLAN 1D
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VLAN

3.61.16 "show system"

Health  Status
Abnormal

3.61.17 "show hardware"
SW-LS1 MEMORY Status
Abnormal

<bist:warning> System Status
Code is changed(OxXXXXX-0xYYYY).

4.7
(
) :
advertise
( )
4.8
FAULT LED( ERR LED)
4 .9 XENPAK
XENPAK XENPAK
XENPAK XENPAK
XENPAK
4.10
LSl
[ 1

* AE0S7.28.01 7.29.xx 0S
» AE0S7.30.01

enable"

[ 1

0S 3.61.9 "memory-error auto-recovery-mode

3.61.23 “clear memory-error™

"clear memory-error"

"clear memory-error"

LSI
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[ 1
e AE0S7.30.01 0S 3.61.9 "memory-error auto-recovery-mode

enable"

[ 1
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No.

LAN

IEEE 802.3 10BASE-T

IEEE 802.3u 100BASE-TX

IEEE 802.3u Auto-Negotiation
IEEE 802.3z 1000BASE-X

IEEE 802.3ab 1000BASE-T

IEEE 802.3ae 10GBASE-R

ITU-T V.24/V.28

RFC 1157 SNMP(Simple Network Management Protocol)

RFC 3416 Version 2 of the Protocol Operations for SNMP

RFC 1213 Internet MIB
RFC 1493 Bridge MIB
RFC 3636 MAU MIB
RFC 1724 RIP v2 MIB
RFC 1850 OSPF v2 MIB
RFC 2096 IP MIB
RFC 1757 RMON MIB 4
RFC 2021 RMON2 MIB Probe config
IEEE Std 802.3ad 1EEE8023-LAG-MIB
RFC 3176 sFlow
RFC 3621 powerEthernet MIB
RFC 2787 VRRP MIB
RFC 1907 MIB-11
RFC 2233 interface MIB
RFC 1700 ASSIGNED NUMBERS
IEEE 802.3 Mgt
IEEE 802.3 Std
MIB

RFC 793 TCP
RFC 768 UDP

RFC 1350 THE TFTP PROTOCOL(REVISION 2)(client operation)

RFC 791 1P

RFC 792 ICMP

RFC 826 ARP

RFC 854 TELNET

RFC 5905 NTP(client operation)
RFC 2616 HTTP

RFC 3164 SYSLOG

RFC 2865 RADIUS(client operation)
IEEE 802.1X
- SSH( ) -
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No.

RFC 4250
RFC 4251
RFC 4252
RFC 4253
RFC 4254
RFC 4256

The Secure Shell (SSH) Protocol Assigned Numbers
The Secure Shell (SSH) Protocol Architecture

The Secure Shell (SSH) Authentication Protocol

The Secure Shell (SSH) Transport Layer Protocol
The Secure Shell (SSH) Connection Protocol

Generic Message Exchange Authentication for the

Secure Shell Protocol (SSH)

RFC 4716

The Secure Shell (SSH) Public Key File Format

VCCI Class A

IEEE 802.
IEEE 802.
IEEE 802.

IEEE 802.
IEEE 802.
IEEE 802.
IEEE 802.
IEEE 802.
IEEE 802.
IEEE 802.

RFC 1591
RFC 3768
RFC 2131
RFC 3176
- RIP -
RFC 1058
RFC 2453
RFC 2082
- OSPF -
RFC 2328
RFC 3101
RFC 1765
RFC 2370
RFC 3509
Routers
RFC 2154
- BGP -
RFC 1771
RFC 1997
RFC 2796
IBGP

RFC 2842
RFC 2918

lad Q-in-Q(stacked VLAN)
3ad

1Q tag group VLAN,

QoS(IEEE8B02.1Q priority mapping/queuing)

1D STP

lw RSTP

1s MSTP

1AB LLDP

3X

3af PoE

3at draft3.3 PoE Plus

DNS(client operation)

VRRP(Virtual Router Redundancy Protocol)
DHCP(Dynamic Host Configuration Protocol)
sFlow

RIP v1
RIP v2
RIP-2 MD5 Authentication

OSPF v2

OSPF NSSA Option

OSPF Database Overflow

OSPF Opaque LSA Option

Alternative Implementation of OSPF Area Border

OSPF with Digital Signatures(password MD-5)
Border Gateway Protocol version 4 (BGP-4)
BGP Communities Attribute

BGP Route Reflection -An Alternative to Full Mesh

Capabilities Advertisement with BGP-4
Route Refresh Capability for BGP-4

- Multicast -
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No.

RFC 4601 Protocol Independent Multicast - Sparse Mode
(PIM-SM) Protocol Specification(Revised)

RFC 1112 IGMP v1

RFC 2236 IGMP v2
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6.

aaa authentication
aaa authentication control
aaa radius client-ip
aaa radius deadtime
aaa radius host
aaa-local-db add user

aaa-local-db del user
access-defender
access-defender-deny
access-defender-logout ip

access-defender-logout mac
access-defender-logout user
action

action policing cbs
action policing cir
action policing group
action routing
advertise delete

archive

downgrade-aeos6
download-loader
download-sw

archive

archive

archive upload-loader

archive upload-sw
arp static
assign
auto-download
auto-mdi-x
auto-negotiation
auto-shutdown port
auto-shutdown timer
backup clone
backup tftp, backup memory-card
block-cpu-control
boot-script configuration primary
boot-script configuration secondary ...

boot-script system primary
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