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1.2
( TELNET/SSH( 8 ) ) 3
1.1
L3 1-1
TD61-7636 AEOS Ver. 7.45 L2
(TD61-7636 AEOS
Ver. 7.45 L2 )
1-1
ip forwarding IP
ip icmp redirect accept disable | ICMP enable
ip icmp redirect send disable
access-list standard
access-list extended
5 network area(OSPF) OSPF OSPF
6 network(RIP) RIP RIP
7 enable, disable(VRRP) VRRP
(VRRP )
8 dhcp relay enable DHCP

1.2
€y

.3 )

(1.4 )

ON

ON

LED
POWER LED

FAULT LED
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Ethernet Switch Apresial3000-48X

login:
!
| (2.2.1 )
)
| @
!
OFF
!
(2) TELNET
TELNET LAN
1P TELNET
)telnet 192.168.1.10
(login:)
)
| (.2.1 )
!
| @
)
(3) SSH
SSH LAN

1P SSH

)ssh -1 adpro 192.168.1.10
>)

| 221 )
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e ) |

o TELNET/SSH

"terminal length 0"

1.3

1-2

CR+LF

80

1-2 1-3

ANSI(VT100 )

1-3

80 x24 /

8 bit/

1 bit

9600 bps

RS, ER

ON

CD

O [0 |IN (OO |~ (WM |-

RS-232C ( )
DB-9

1.4

1-3 9 RS-232C
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S
OOO000
O |[Doooog/jooooog

e —

S RS-232C
S
.....‘......

( )

1-1 RS-232C
DTE
1-4
DB-9
1-4
No.
1
2 RD
3 SD 6
4
5 SG
6
7
8
9

RS-232C
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RS-232C 1-5 1-6
1-5 RS-232C © -25 D-SUB )
9 D-SUB( ) 25 D-SUB( )
1 4
— 5
2 2
3 3
4 6
5 7
6 20
7 8
o —
9 22
1-6 RS-232C © -9 D-SUB )
9 D-SUB( ) 9 D-SUB(
1 -_ S 1
2 2
; N\ X/ .
N/
4 /‘\ —\/ 4
5 5
- / NJ/\U -
_/ N
7 7
8 — — 8
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2.2

2.2.1
login adpro

Ethernet Switch Apresial3000-48X

login: adpro

0 TELNET 300
o SSH 600

2.2.2
2.2.2.1
/
2.2.2.2
@D
( ) "write memory"
‘# write memory
|
[ #wn |
) 2]
7]
[TAB]
"con" "configure"
)
‘# con[TAB] ‘

‘# configure ‘
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2.2.2.3

no
"no"

( ) QoS (disable)

‘(config)# no qos enable

2.2.2.4
"write memory"
)
# write memory
Current running-config is saved to flash-config.
Writing to flash memory...
[OK]
Writing to SD memory...
upload completed. (hc-flash-config)
#
2.2.2.5
1
[ ] 1 [Enter]
[al
0 1
[a]

)

"'--more--"

# show running-config
!

!

vlan database
vlan 3 name vlan3
!

interface port 1
!

interface port 2
!

interface port 3
!

interface port 4
!
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interface port 5
!

interface port 6
!

interface port 7
--- more ---

2.2.2.6
show " 2

2-2

include <WORD> <WORD> 1 2

exclude <WORD> <WORD> 1

1 .78[0*+?1 0¥
2 A$[1*+2] O¥ ¥

( )chi

# show logging | exclude cli

Date Log messages

Mar 1 17:43:03 <system:emerg> Rebooting.

Apr 19 15:44:00 <system:warning> Power up. Start logging.

Apr 19 15:44:00 <device:warning> device rvn0: Initialize start.

Apr 19 15:44:00 <device:info> device rvn0: Initialize done.

Apr 19 15:44:04 <process:info> PtSec : Port Security start

Apr 19 15:44:04 <process:info> F1dCtl : Flooding Control start

Apr 15:44:05 <process:info> igmpxyd: started.

May 12:56:26 <port:warning> Port 23 link up 100BASE-TX, full-duplex,
May 13:00:16 <port:err> Port 23 link down.

May 13:00:25 <port:warning> Port 23 link up 100BASE-TX, full-duplex,
May 13:02:02 <port:err> Port 23 link down.

May 13:03:47 <port:warning> Port 23 link up 100BASE-TX, full-duplex,
May 13:10:41 <port:err> Port 23 link down.

May 13:10:45 <port:warning> Port 23 link up 100BASE-TX, full-duplex,
May 13:13:27 <port:err> Port 23 link down.

[ERN
(o]

© © © © © © © ©

MDI.

MDI-X.

MDI-X.

MDI.

2.3
2-1
2-3 CONFIG 2-1

8 TELNET/SSH
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login logout logout
A
l T Yexit"
[ VIEW ] I
exit
A
“enable" "disable"
A 4
N
[ ENABLE <
J
" " 4 "exit"
configure terminal
\ 4 “end""
N\
[ CONFIG “end"
J
2-3 l I "exit'

i ( N N\ (
i IF-PORT IF-LOOPBACK KEYCHAINKEY OSPF ]
i ( N N\ (
i IF-VLAN IF-MANAGE DHCP ADDRESSFAMILY ]
i ( N N\ (
i KEYCHAIN VLAN ROUTEMAP MSTP ]
i ( N N\ (
| RIP BGP VRRP LINE ]
|
| PACKETFILTER2 ] [ ACCESSDEFENDER ]

2-1
(1) CTRL+C CTRL+Z "end"
(2) CTRL+D "exit"
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VIEW >
ENABLE ( #
)
CONFIG (config)#
2-4
2-4
CONFIG

IF-PORT interface port <PORT> (config-if-port)#
IF-VLAN interface vlan <VID> (config-iH)#
I F-MANAGE interface manage (config-if-mng)#
IF-LOOPBACK interface loopback (config-ifH)#
VLAN vlan database (config-vlan)#
LINE line console (config-line)#

line vty <L INENUMBER>

[ <ENDING_LINENUMBER> ]
PACKETFILTER2 packet-filter2 (config-filter)#
OSPF router ospf <PROCESSID> (config-router)#
RIP router rip (config-router)#
BGP router bgp <ASN> (config-router)#
VRRP router vrrp <VRID> (config-router)#
ROUTEMAP route-map <MAPNAME> (deny | permit) | (config-route-map)#

<SEQVALUE>
KEYCHAIN key chain <CHAINNAME> (config-keychain)#
KEYCHAINKEY (KEYCHAIN ) key <KEYID> (config-keychain-key)#
DHCP dhcp policy <POLICY_NAME> (config-dhcp)#
MSTP spanning-tree mst configuration (config-mst)#
ACCESSDEFENDER access-defender (config-a-def)#

ADDRESSFAMILY

(BGP )
address-family
unicast ]

ipvd [ multicast |

(config-router-af)#
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2.4

2.5

user

user
)
user adpro
(D)
login: user
> ?
Exec commands:
check Check configuration
disable Turn off privileged mode command
enable Turn on privileged mode command
exit End current mode and down to previous mode
ping Send echo messages
show Show running system information
telnet user interface to the TELNET protocol
traceroute Trace route to destination
>
ap_recovery

ap_recovery

SD

(hc-flash-config hc-software hc-system-name.txt hcloader.conf)

ap_recovery

)

login: ap_recovery
Jul 6 16:58:01 <system:emerg> Configuration and logs were initialized.
Jul 6 16:58:02 <system:emerg> Rebooting.

HCBOOT  2.02.03
DIMM slot 1: Not populated
DIMM slot O: DDR SDRAM detected
Initializating ECC memory. Please wait...
HCLoader 1.01.02
Boot from flash://primary
Expand system ... done

Loading configuration ...done.
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Firmware Version 7.06.01

Ethernet Switch Apresial3000-48X

login:
0 PoE (Apresia3424GT-PoE/3424GT-HiPoE/5412GT-PoE)
PoE
o 3.2.1 "factory-default” (TD61-7636 AEQS Ver.
7.45 L2 )
ap_recovery
€H) Web erase login-page
erase login-success-page
erase login-failure-page
erase logout-success-page
erase logout-failure-page
erase redirect-error-page
2) erase ssl-files
(€) erase local-db
erase aaa-local-db
@) copy default-script configured-script
copy configured-script flash-script 1
5) clock set <HH:MM:SS> [ <YYYYMMDD> ]
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0 (AEOS Ver. 7.45)
L2

3.11P

Y 1500

3.1.1ip forwarding
IP

[ no ] ip forwarding

CONFIG

ORL

1P

TD61-7636 AEOS Ver. 7.45

no

# configure terminal
(config)# no ip forwarding

show ip forwarding, show running-config

0 ("'no i1p forwarding™) IP

shutdown
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3.1.2 show ip forwarding

IP

show ip forwarding

VIEW, ENABLE

@ Ip

# show ip forwarding
IP forwarding is on

3.1.3 show ip interface brief

1P

show ip interface brief

show ip interface vlan <VID> brief
show ip interface loopback brief

VID
Manage
brief"

VIEW, ENABLE

@ IP

VLAN
Manage

1D

"show ip interface

Interface
manage
loopback
vlan 2
vlan 1

# show ip interface brief

IP-Address
unassigned
127.0.0.1

Status
up
up

172.21.30.248  up
133.141.10.0  up

Protocol
up
up
up
up
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3.2 ICMP
3.2.11p icmp redirect accept disable
I1CMP

[ no ] ip icmp redirect accept disable

no disable( 1CMP

CONFIG

(1) I1CWP

no

# configure terminal
(config)# ip icmp redirect accept disable

show ip icmp redirect, show running-config

3.2.2ip icmp redirect send disable
ICMP

[ no ] ip icmp redirect send disable

no disable( 1CMP

CONFIG

(1) I1CWP

no

# configure terminal
(config)# ip icmp redirect send disable
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show ip icmp redirect, show running-config

3.2.3 show ip icmp redirect

ICMP /

show ip icmp redirect

VIEW, ENABLE

(1) ICWP /

# show ip icmp redirect
accept : Enabled
send : Enabled

3.2.4 show tech-support icmp redirect
1CMP
system-dump

3-1

1CMP

show system
show version

show ip icmp redirect

show tech-support icmp redirect [ system-dump ]
system-dump

ENABLE
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0 system-dump
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3.3 1P

0 VLAN IP

3.3.1 ip broadcast-routing
(Directed broadcast)

[ no ] ip broadcast-routing enable
no enable( 1P )

CONFIG

ORL

no

# configure terminal
(config)# ip broadcast-routing enable

show ip broadcast-routing, show running-config

0

3.3.2 show ip broadcast-routing
IP

show ip broadcast-routing
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VIEW, ENABLE

ORL

# show ip broadcast-routing
forwarding : Enabled
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3.4 PIM-SM

0 VLAN (sender) (receiver)
PIM-SM[IGMP]  IGMP Snooping

JoinDelay

0 PIM-SM VLAN  ( )

"ip pim sparse-mode™ "ip pim sparse-mode passive” 3.5.1 "ip igmp”

Apresia3400/5400 31 Apresial3000 63
"ip igmp™ ip pim sparse-mode" "Ip pim sparse-
mode passive" 1 VLAN

3.4.1 ip multicast-routing
PIM-SM no

[ no ] ip multicast-routing

CONFIG

(1) PIM-SM
# configure terminal
(config)# ip multicast-routing

show running-config

o ("ip multicast-routing™) LLDP LACP IGMP
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Proxy

3.4.2 ip multicast route-limit
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no
ip multicast route-limit <NUMBER_OF ROUTES>
no ip multicast route-limit
NUMBER_OF _ROUTES <1-2147483647>
( )
CONFIG
(€)) 1
|(config)# ip multicast route-limit 1
show running-config
3.4.3 ip pim bsr-candidate
IP VLAN
(C-BSR) no
IP
ip pim bsr-candidate vlan <VID> [ <HASH> [ <PRIORITY> ] ]
ip pim bsr-candidate loopback [ <HASH> [ <PRIORITY> ] ]
no ip pim bsr-candidate [ ( vlan <VID> ) | loopback ]
VID VLAN 1D
HASH RP <0-32>
PRIORITY BSR <0-255>
10

BSR

BSR
(RP)



CONFIG

(1) VLAN ID 1 10 30 BSR

# configure terminal
(config)# ip pim bsr-candidate vlan 1 20 30

show running-config

3.4.4ip pim crp-cisco-prefix
"ip pim bsr-candidate” group-list
RP (C-RP) Candidate-RP-Advertisement

Cisco
Candidate-RP-Advertisement

Candidate-RP-Advertisement
224.0.0.0/4
no

[ no ] ip pim crp-cisco-prefix

CONFIG

(1) Cisco

# configure terminal
(config)# ip pim crp-cisco-prefix

show running-config
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3.4.5ip pim accept-register list
RP 3.7

no

(permit) (deny)
RP

ip pim accept-register list <EXLIST>
no ip pim accept-register

EXLIST <100-199>
( )
CONFIG
@ 112
) 192.168.0.2

# configure terminal
(config)# ip pim accept-register list 112
(config)# access-list 112 permit ip host 192.168.0.2 any

show running-config

0 (RP)

3.4.6ip pim dr-priority
(Designated router) no

ip pim dr-priority <PRIORITY>
no ip pim dr-priority [ <PRIORITY> ]
PRIORITY <0-4294967294>
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(PRIORITY=1 )

IF-VLAN

(1) VLAN ID 1 11234

# configure terminal
(config)# interface vlan 1
(config-if)# ip pim dr-priority 11234

show running-config

3.4.7 ip pim exclude-genid

PIM-SM Gen ID
no
[ no ] ip pim exclude-genid
( )
IF-VLAN, IF-LOOPBACK
(1) VLAN ID 1 PIM-SM Gen ID

# configure terminal
(config)# interface vlan 1
(config-if)# ip pim exclude-genid

show running-config
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3.4.8ip pim hello-holdtime
no

" () x 3.5"

ip pim hello-holdtime <HOLDTIME>
no ip pim hello-holdtime
HOLDTIME <1-65535( )>

105( )

IF-VLAN, IF-LOOPBACK

(1) VLAN ID 1 123

# configure terminal
(config)# interface vlan 1
(config-if)# ip pim hello-holdtime 123

show running-config

3.4.9ip pim hello-interval

"ip pim hello-holdtime”

no

ip pim hello-interval <INTERVAL>
no ip pim hello-interval
INTERVAL <1-18724( )>

30C )
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IF-VLAN, 1F-LOOPBACK

(1) VLAN ID 1 123

# configure terminal
(config)# interface vlan 1
(config-if)# ip pim hello-interval 123

show running-config

3.4.10 ip pim ignore-rp-set-priority
RP-SET RP
Cisco 10S
no

[ no ] ip pim ignore-rp-set-priority

CONFIG

(1) RP-SET

# configure terminal
(config)# ip pim ignore-rp-set-priority

show running-config

3.4.11 ip pim jp-timer
Join/Prune no
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ip pim jp-timer <JP-TIMER>
no ip pim jp-timer

JP-TIMER Join/Prune <1-65535( )>
60C )
CONFIG
(1) Join/Prune 234

# configure terminal
(config)# ip pim jp-timer 234

show running-config

3.4.12 ip pim neighbor-filter

PIM-SM PIM-SM
no
[ no ] ip pim neighbor-filter <GROUP-LIST>
GROUP-LIST <1-99>
( )
IF-VLAN, 1F-LOOPBACK
() 14
(2) VLAN ID 1 192.168.1.53

# configure terminal

(config)# interface vlan 1

(config-if)# ip pim neighbor-filter 14
(config-ifH)# exit

(config)# access-list 14 deny 192.168.1.53
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show running-config

0 PIM-SM  neighbor

3.4.13 ip pim register-source
DR Register
RPF

ip pim register-source <SOURCEADDRESS> | ( vlan <VID> ) | loopback
no ip pim register-source
SOURCEADDRESS  Register

VID Register
VLAN ID
loopback
( )
CONFIG
(1) Register 192.0.2.3

PIM-SM

no

# configure terminal
(config)# ip pim register-source 192.0.2.3

show running-config

3.4.14 ip pim register-rate-limit
DR Register ( )
no

ip pim register-rate-limit <PACKETS PER_SECOND>
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no ip pim register-rate-limit
PACKETS_PER_SECOND 1

CONFIG

(1) Register 3444

<1-65535>

# configure terminal
(config)# ip pim register-rate-limit 3444

show running-config

0 Register

3.4.15 ip pim register-rp-reachability
DR PIM RP
no
PIM
RP DR Register

[ no ] ip pim register-rp-reachability

CONFIG

(1) RP

RP

RP

# configure terminal
(config)# ip pim register-rp-reachability
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show running-config

3.4.16 ip pim rp-register-kat

(CHY)
(5,6) (KAT = Keep Alive Timer)
no
(5,6) KAT "ip pim register-suppression"
Register_Suppression_Time
KAT = 3 * Register_Suppression _Time + Register_Probe Time( 5)

210

ip pim rp-register-kat <KAT_TIME_IN_SECS>
no ip pim rp-register-kat
KAT_TIME_IN_SECS  Keep Alive Timer <1-65535( )>

CONFIG

(1) KAT 3454

# configure terminal
(config)# ip pim rp-register-kat 3454

show running-config

3.4.17 ip pim register-suppression
register-suppression
DR RST(Register Stop Timer) RP
pim rp-register-kat" KAT(Keep Alive Timer)
no

ip pim register-suppression <REGISTER _SUPPRESSION TIME_IN_SECS>
no ip pim register-suppression
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REGISTER_SUPPRESSION_TIME_IN_SECS register-suppression <11-21843( )>

60C )

CONFIG

(1) register-suppression 100

# configure terminal
(config)# ip pim register-suppression 100

show running-config

0

((0.5 * Register_Suppression_Time) - Register Probe Time( 5))
((1.5 * Register_Suppression_Time) - Register_Probe_Time( 5))
o KAT
= 3 * Register_Suppression_Time + Register Probe_Time( 5)
210

3.4.18 ip pim rp-address
(RP) IP
no
(RP) IP

[ no ] ip pim rp-address <ADDRESS> [ <GROUP-LIST> ]
ADDRESS RPIP
GROUP-LIST <1-99>
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CONFIG

1) 99
) 99 192.0.2.2

# configure terminal
(config)# access-list 99 permit 224.0.1.3
(config)# ip pim rp-address 192.0.2.2 99

show running-config

0

3.4.19 ip pim rp-candidate
IP RP
no

ip pim rp-candidate ( vlan <VID> ) | loopback [ ( priority <PRIORITY> ) | ( group-list
<GROUP-LIST> ) | ( interval <INTERVAL> ) ]
no ip pim rp-candidate [ ( vlan <VID> ) | loopback ]

VID VLAN 1D
loopback
PRIORITY RP <0-255>
GROUP-LIST <1-99>
INTERVAL C-RP <1-16383( )>
192
CONFIG
(1) VLAN ID 1 34 RP

# configure terminal
(config)# ip pim rp-candidate vlan 1 priority 34
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show running-config

L

3.4.20 ip pim sparse-mode
PIM-SM 3.5 IGMP

no

[ no ] ip pim sparse-mode

IF-VLAN, IF-LOOPBACK

(1) VLAN ID 1 PIM-SM

# configure terminal

(config)# interface vlan 1
(config-if)# ip pim sparse-mode

show running-config

0 (S,6) 1000

(S, G)=(IP Multicast Source, Multicast Group)

3.4.21 ip pim sparse-mode passive

PIM 3.5 IGMP
OFF "no ip pim sparse-mode passive” "ip pim
sparse-mode" PIM-SM "no ip pim sparse-mode”

[ no ] ip pim sparse-mode passive
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IF-VLAN

(1) VLAN ID 1

# configure terminal
(config)# interface vlan 1

(config-if)# ip pim sparse-mode passive

show running-config

3.4.22 ip pim spt-threshold

SPT

[ no ] ip pim spt-threshold

CONFIG

(1) SPT

# configure terminal
(config)# ip pim spt-threshold

show running-config

L

SPT
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3.4.23 ip pim spt-threshold group-list
PIM-SM
SPT ON/OFF

() 2 SPT

SPT

[ no ] ip pim spt-threshold group-list <GROUP-LIST>
GROUP-LIST <1-99>

CONFIG

1) 99
(2) 224.0.1.3 SPT

"no ip pim spt-threshold"”

# configure terminal
(config)# access-list 99 permit 224.0.1.3
(config)# ip pim spt-threshold group-list 99

show running-config

3.4.24 show ip pim sparse-mode mroute

1P

show ip pim sparse-mode mroute

VIEW, ENABLE

@ 1P
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# show ip pim sparse-mode mroute
IP Multicast Routing Table

(*,*,RP) Entries: 0
(*,G) Entries: 1
(5,G6) Entries: 0
(S,G,rpt) Entries: 0
FCR Entries: 1

(*, 224.1.1.1)

RP: 192.168.25.5

RPF nbr: 192.168.35.5
RPF idx: vlan 4
Upstream State: JOINED

Local  .....
Joined ..o
Asserted ...
FCR:

Source: 172.16.12.2

Outgoing ..... D e e et e

KAT timer running, 134 seconds remaining
Packet count 1759, Byte count 1396480

3.4.25 show ip pim sparse-mode bsr-router
(BSR Bootstrap Router)

show ip pim sparse-mode bsr-router

VIEW, ENABLE

() (BSR Bootstrap Router)

# show iIp pim sparse-mode bsr-router

PIMv2 Bootstrap information

BSR address: 10.10.11.35

PIM-SM Commands

Uptime: 00:00:38, BSR Priority: 0, Hash mask length: 10
Expires: 00:01:32
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Role: Non-candidate BSR
State: Accept Preferred

3.4.26 show ip pim sparse-mode interface
PIM-SM

show ip pim sparse-mode interface

VIEW, ENABLE

(1) PIM-SM
# show ip pim sparse-mode interface
Address Interface VIFindex Ver/  Nbr DR DR
Mode Count Prior
10.10.230.254 vlan 10 0 v2/S 2 1 10.10.250.254
192.168.230.1 vlan 230 2 v2/S 1 1 192.168.230.1

3.4.27 show ip pim sparse-mode interface detail
PIM-SM

show ip pim sparse-mode interface detail

VIEW, ENABLE

(1) PINM-SM

# show ip pim sparse-mode interface detail
vlanl (vif 3):
Address 192.168.1.149, DR 192.168.1.149
Hello period 30 seconds, Next Hello in 15 seconds
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Triggered Hello period 5 seconds
PIM-SM Commands
Neighbors:
192.168.1.22
vlan2 (vif 0):
Address 10.10.11.149, DR 10.10.11.149
Hello period 30 seconds, Next Hello in 18 seconds
Triggered Hello period 5 seconds
Neighbors:
10.10.11.4

3.4.28 show ip pim sparse-mode neighbor
PIM-SM

show ip pim sparse-mode neighbor [ detail ]
detail

VIEW, ENABLE

(1) PIM-SM
# show ip pim sparse-mode neighbor
Neighbor Interface Uptime/Expires Ver DR
Address Priority/Mode
10.10.240.254  vlan 10 00:03:14/00:01:31 V2 1/
10.10.250.254 vlan 10 23:23:05/00:01:40 V2 1/ DR
192.168.230.254 vlan 230 01d00h20m/00:01:24 V2 0/

(2) PIM-SM

# show ip pim sparse-mode neighbor detail
Nbr 192.168.1.22 (vlanl)
Expires in 93 seconds

Nbr 10.10.11.4 (vlan2)
Expires in 83 seconds
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0 holdtime 65536 Expire never

3.4.29 show ip pim sparse-mode nexthop
PIM-SM

show ip pim sparse-mode nexthop

VIEW, ENABLE

(1) PIM-SM

# show ip pim sparse-mode nexthop

Flags: N = New, R = RP, S = Source, U = Unreachable

Destination Type Nexthop Nexthop Nexthop Metric Pref Refcnt
Addr Ifindex Name

10.10.230.254 .R.. 0.0.0.0 33 vlan 10 0 0 6

10.10.250.254 .RS. 0.0.0.0 33 vlan 10 0 0 1

192.168.240.100 ..S. 10.10.240.254 33 vlan 10 2 110 4

192.168.250.100 ..S. 10.10.250.254 33 vlan 10 2 110 2

3.4.30 show ip pim sparse-mode rp-hash

(RP)
show ip pim sparse-mode rp-hash <IPADDR>
1PADDR
VIEW, ENABLE
€)) 224.0.1.3 (RP)

# show ip pim sparse-mode rp-hash 224.0.1.3
RP: 10.10.11.35
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Info source: 10.10.11.35, via bootstrap

3.4.31 show ip pim sparse-mode rp mapping

(RP)

show ip pim sparse-mode rp mapping

VIEW, ENABLE

€)) (RP)

# show ip pim sparse-mode rp mapping
PIM Group-to-RP Mappings
Group(s): 224.0.0.0/4
RP: 10.10.0.9
Info source: 10.10.0.9, via bootstrap, priority 0
Uptime: 16:52:39, expires: 00:02:50

3.4.32 show ip pim sparse-mode local-members
PIN-SM *.0

show ip pim sparse-mode local-members [ (vlan <VID>) | loopback ]
VID VLAN 1D

VIEW, ENABLE

(1) PIM-SM (*,6)

# show ip pim sparse-mode local-members
PIM Local membership information
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loopback:

vlan 10:

vlan 20:

vlan 100:

(*, 234.5.6.7) : Include
(*, 235.0.0.1) : Include
(*, 239.255.255.250) : Include

vlan 400:

3.4.33 show tech-support pim-sm

PIM-SM

3-2

PIM

3-2
system-dump

show
show
show
show
show
show
show
show
show
show

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

show system
show version

pim sparse-mode
pim sparse-mode
pim sparse-mode
pim sparse-mode
pim sparse-mode
pim sparse-mode
pim sparse-mode
pim sparse-mode
pim sparse-mode
mroute

mroute
bsr-router
interface
interface detail
neighbor
neighbor detail
nexthop

rp mapping
local-members

show tech-support pim-sm [ system-dump ]
system-dump

ENABLE
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0 system-dump

3.4.34 clear ip mroute

clear ip mroute * | <IPADDR>

*

1PADDR

ENABLE

€))

|# clear ip mroute *

3.4.35clear ip pim sparse-mode bsr rp-set
BSR(Bootstrap Router) RP

clear ip pim sparse-mode bsr rp-set *

ENABLE

(1) RP

(RP

|# clear ip pim sparse-mode bsr rp-set *

show ip pim sparse-mode rp mapping
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3.5 IGMP
IGMP VLAN IGMP Query
IGMP Snooping
IP
"ip igmp™ "ip igmp version” "ip igmp
access-group” "ip igmp version" "ip igmp"

0 IGMP Report
"Ip igmp query-

interval™ "ip 1gmp query-max-response-time" ™ip igmp robustness-variable"
= (query-interval * robustness-variable) + query-max-response-time

0 "ip igmp last-member-query-count"
"ip igmp last-member-query-interval™

= last-member-query-interval x last-member-query-count

3.5.11p igmp
IGMP Query no

ip igmp
no ip igmp

IF-VLAN

(1) VLAN ID 1 IGMP Query

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config-if)# interface vlan 1

(config-if)# ip igmp
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show running-config, show ip igmp interface

0 1GMP VLAN  ( )

3.4.20 "ip pim sparse-mode” 3.4.21 "ip pim sparse-mode passive” ip igmp"

Apresia3400/5400 31 Apresial3000 63
3.4 PIM-SM VLAN
Apresia3400/5400 32 Apresial3000 64
"ip igmp™ "ip pim sparse-mode" "ip pim sparse-mode
passive" 1 VLAN

3.5.2ip igmp access-group

no

ip igmp access-group [ <ACCESSGROUP> ]
no ip igmp access-group
ACCESSGROUP <1-99>

IF-VLAN

(€D) 1

(2) VLAN ID 1 225.2.2.2

# configure terminal

(config)# access-list 1 deny 225.2.2.2 0.0.0.0
(config)# interface vlan 1

(config-if)# ip igmp access-group 1

show running-config

3.5.3ip igmp last-member-query-count
1GMP Leave Group
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GroupSpecific Query

ip igmp last-member-query-count <COUNT>
no ip igmp last-member-query-count

COUNT Group-Specific Query <2-7>
2C )
IF-VLAN
(1) VLAN ID 1 Group-Specific Query 3

no

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)# interface vlan 1

(config-if)# ip igmp last-member-query-count 3

show running-config

3.5.4 ip igmp last-member-query-interval
IGMP
no 1000

ip igmp last-member-query-interval <INTERVAL>
no ip igmp last-member-query-interval

INTERVAL <1000-25500( )>
1000( )
IF-VLAN
(1) VLAN ID 1 Group-Specific Query 2000

|# configure terminal
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(config)# interface vlan 1
(config-if)# ip igmp last-member-query-interval 2000

show running-config

3.5.5ip igmp immediate-leave
IGMP Version2 1GMP
no

IGMP Leave IGMP query
last-member-query-interval query

"ip igmp immediate-leave" IGMP Leave

ip igmp immediate-leave group-list <ACCESSGROUP>
no ip igmp immediate-leave

ACCESSGROUP <1-99>
( )
IF-VLAN
D 1
(2) VLAN ID 1 225.192.20.0

# configure terminal

(config)# access-list 1 permit 225.192.20.0 0.0.0.255
(config)# interface vlan 1

(config-if)# ip igmp immediate-leave group-list 1
(config-if)# exit

show running-config

61/258



3.5.6 ip igmp query-interval

ip igmp query-interval <INTERVAL>
no ip igmp query-interval

INTERVAL <1-300( )>
125( )
IF-VLAN
(1) VLAN ID 1 120

# configure terminal
(config)# interface vlan 1
(config-if)# ip igmp query-interval 120

show running-config

3.5.7 ip igmp query-max-response-time
IGMP
no

ip igmp query-max-response-time <RESPONSETIME>
no Ip Igmp query-max-response-time

RESPONSET IME 1GMP <1-240( )>
10C )
IF-VLAN
(1) VLAN 1D 1 1GMP

|# configure terminal
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(config)# interface vlan 1
(config-if)# ip igmp query-max-response-time 8

show running-config

3.5.8 ip igmp querier-timeout
querier  query querier
no

ip igmp querier-timeout <TIMEOUT>
no ip igmp querier-timeout
TIMEOUT querier <2-700(C )>

( ( 255(C )))

= (query-interval * robustness-variable) + (query-max-response-time / 2)

IF-VLAN

(1) VLAN ID 1 querier 120
# configure terminal

(config)# interface vlan 1
ip igmp querier-timeout 120

show running-config

3.5.9 ip igmp robustness-variable
IGMP (Robustness Variable)
Querier
no

ip igmp robustness-variable <COUNT>
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no ip igmp robustness-variable
COUNT 1 <2-7>

IF-VLAN

(1) VLAN ID 1 3

# configure terminal
(config)# interface vlan 1
(config-if)# ip igmp robustness-variable 3

show running-config

o "ip igmp last-member-query-count™

3.5.10 ip igmp version
IGMP  version

ip igmp version 1 | 2
no ip igmp version

1 IGMP version 1
2 IGMP version 2
2
IF-VLAN
(1) VLAN ID 1 IGMP 1

# configure terminal
(config)# interface vlan 1
(config-if)# ip igmp version 1
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show running-config

3.5.11 show ip igmp groups
IGMP

show ip igmp group [ </PADDRESS> | detail | <LOOPBACK> | <VLAN> ]

IPADDRESS = <IPADDR> [ detail ]

LOOPBACK = loopback [ <IPADDR> ] [ detail ]
VLAN = vlan <VID> [ <IPADDR> ] [ detail ]

IPADDR
detail
VID VLAN 1D
loopback

VIEW, ENABLE

(1) 1GMP
# show ip igmp groups
IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter
224.0.1.1 vlan 2 00:00:09 00:04:17 10.10.0.82
224.0.1.24 vlan 2 00:00:06 00:04:14 10.10.0.84
224.0.1.40 vlan 2 00:00:09 00:04:15 10.10.0.91
224.0.1.60 vlan 2 00:00:05 00:04:15 10.10.0.7
224.100.100.100 vlan 2 00:00:11 00:04:13 10.10.0.91
228.5.16.8 vlan 2 00:00:11 00:04:16 10.10.0.91
228.81.16.8 vlan 2 00:00:05 00:04:15 10.10.0.91

3.5.12 show ip igmp interface
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show ip igmp interface [ loopback | ( vlan <VID> ) ]
loopback
VID VLAN 1D

VIEW, ENABLE

€y

# show ip igmp interface
Interface loopback (Index 4)
IGMP Active, Querier, Default version 2
Internet address is 127.0.0.1
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 260 seconds
Interface vlan 100 (Index 58)
IGMP Active, Non-Querier, Default version 2
Internet address is 100.0.0.2
IGMP querying router is 100.0.0.1
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 260 seconds

3.5.13 show tech-support igmp
IGMP 3-3
system-dump

3-3 1GMP
show system

show version

show ip igmp snooping status

show ip igmp snooping cpu-counter
show ip igmp groups

show ip igmp proxy interface
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|show ip igmp proxy groups

show tech-support igmp [ system-dump ]

system-dump

ENABLE

‘[”ELQ L3

ip igmp snooping cpu-counter™
L2 )

o system-dump

3.5.14 clear ip igmp group
1GMP

clear ip igmp group * | <ADDRESS>

*

ADDRESS
ENABLE

(1) 16VWP

"show ip igmp snooping status

(TD61-7636 AEQS Ver. 7.45

|# clear ip igmp group *

3.5.15 clear ip igmp interface
IGMP
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clear ip igmp interface loopback | ( vlan <VID> )

loopback
VID

ENABLE

(1) VLAN ID 1 IGMP

VLAN

)

|# clear ip igmp interface vlan 1
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3.6 IGMP Proxy
IGMP  Proxy

VLAN

IGMP Proxy

0 IGMP Proxy Egress

L2 )

upstream vlan'™)

0 IGMP Proxy VLAN  (

3.6.1ip igmp proxy enable
IGMP Proxy
VLAN

[ no ] ip igmp proxy <IFG-1D> enable
IFG-ID

no enable( )

CONFIG

<1-32>
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VLAN

IGMP

32

(TD61-7636 AEQS Ver. 7.45

256

VLAN(""ip 1igmp proxy

VLAN

no



(1) VLAN ID 1  IGMP Proxy

# configure terminal
(config)# ip igmp proxy 1 upstream vlan 1
(config)# ip igmp proxy 1 enable

show ip igmp proxy, show running-config

o 3.4.1 "ip multicast-routing”
IGMP  Proxy

multicast-routing” PIM-SM

0 enable

vlan™)

3.6.2ip igmp proxy upstream vlan
VLAN
no

ip igmp proxy <IFG-ID> upstream vlan <VID>
no ip igmp proxy <IFG-1D> upstream

IFG-1D <1-32
VID
( )
CONFIG
D 1 VLAN ID 1
) 1 VLAN 1D 1

"ip igmp

>

VLAN ID <1-4094>

proxy enable”
"no

VLAN(""ip 1gmp proxy upstream

VLAN
VLAN

# configure terminal
(config)# ip igmp proxy 1 upstream vlan 1
(config)# no ip igmp proxy 1 upstream
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show ip igmp proxy, show running-config

0 VLAN VLAN IP
0 VLAN IFG

3.6.3ip igmp proxy downstream vlan
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VLAN VLAN 31
no VLAN VLAN
VLAN
ip igmp proxy <IFG-ID> downstream vlan <VID>
no ip igmp proxy <IFG-ID> downstream [ vlan <VID> ]
IFG-1D <1-32>
VID VLAN ID <1-4094>
( )
CONFIG
() 1 VLAN ID 1
) 1 VLAN ID 1
# configure terminal
(config)# ip igmp proxy 1 downstream vlan 1
(config)# no ip igmp proxy 1 downstream vlan 1
show ip igmp proxy, show running-config
0 IGMP Proxy VLAN
VLAN VLAN
0 VLAN VLAN



0 VLAN

3.6.4ip igmp proxy group

VLAN

VLAN IP

VLAN
VLAN

VLAN

ip igmp proxy <IFG-ID> group <IPADDR> [ vlan <VID> ]
no ip igmp proxy <IFG-I1D> group [ <IPADDR> ] [ vlan <VID> ]

IFG-1D
1PADDR
VID

CONFIG

@ 1

0} 2

<1-32>

VLAN ID <1-4094>

VLAN ID 2

224.1.1.2

no

224.1.1.1

# configure terminal

(config)# ip igmp proxy 1 group 224.1.1.1 vlan 2
(config)# ip igmp proxy 2 group 224.1.1.2

show ip igmp proxy groups, show running-config

0

ignp proxy downstream vlan'™)

0 VLAN

VLAN
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3.6.51ip igmp proxy immediate-leave
VLAN 3.7
VLAN VLAN

no 1GMP
Leave

VLAN 1

ip igmp proxy <IFG-ID> immediate-leave group-list <NUMBER> [ vlan <VID> ]
no ip igmp proxy <IFG-I1D> immediate-leave [ vlan <VID> ]

IFG-1D <1-32>
NUMBER <1-99>
VID VLAN ID <1-4094>
( )
CONFIG
') 1 VLAN ID 2 1
0 1 VLAN ID 2

# configure terminal

(config)# ip igmp proxy 1 immediate-leave group-list 1 vlan 2
(config)# no ip igmp proxy 1 immediate-leave vlan 2

access-list standard, show ip igmp proxy interface, show running-config

0 immediate-leave ""show
running-config" "show ip igmp proxy interface"

3.6.6 ip igmp proxy leave-filter
VLAN Leave
no

[ no ] ip igmp proxy <IFG-1D> leave-filter
IFG-1D <1-32>
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CONFIG

@ 1 VLAN Leave

# configure terminal
(config)# ip igmp proxy 1 leave-fTilter

show ip igmp proxy, show running-config

3.6.7 ip igmp proxy query-filter

VLAN Query
VLAN VLAN

no

[ no ] ip igmp proxy <IFG-1D> query-filter [ vlan <VID> ]

IFG-1D <1-32>
VID Query VLAN 1D <1-4094>
( )
CONFIG
(Y VLAN ID  Query
@) 2 VLAN ID 2 Query

# configure terminal
(config)# ip igmp proxy 1 query-filter
(config)# ip igmp proxy 2 query-filter vlan 2

show ip igmp proxy, show running-config
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3.6.8 ip igmp proxy report-filter
VLAN Report
no

[ no ] ip igmp proxy <IFG-1D> report-filter
IFG-1D <1-32>

CONFIG

') 1 VLAN Report

# configure terminal
(config)# ip igmp proxy 1 report-filter

show ip igmp proxy, show running-config

3.6.9ip igmp proxy set last-member-query-count
Leave Group

Group-Specific Query
no

ip igmp proxy <IFG-ID> set last-member-query-count <COUNT>
no ip igmp proxy <IFG-ID> set last-member-query-count

IFG-1D <1-32>

COUNT Group-Specific Query <2-10>

2( Robustness Variable )

CONFIG
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€D 1  Group-Specific Query 3
# configure terminal
(config)# ip igmp proxy 1 set last-member-query-count 3

show ip igmp proxy, show running-config

3.6.10 ip igmp proxy set last-member-query-interval
Leave Group Group-Specific

Query  Max Response Time no

100 100 10

ip igmp proxy <IFG-ID> set last-member-query-interval <INTERVAL>
no ip igmp proxy <IFG-1D> set last-member-query-interval

IFG-1D <1-32>
INTERVAL <10-255(100 )>
10( 100 )
CONFIG
@ 1 20

# configure terminal
(config)# ip igmp proxy 1 set last-member-query-interval 20

show ip igmp proxy, show running-config

3.6.11 ip igmp proxy set query-aging-timeout
Querier Query
Querier no
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ip igmp proxy <IFG-1D> set query-aging-timeout <TIMEOUT>
no ip igmp proxy <IFG-1D> set query-aging-timeout

IFG-1D <1-32>
TIMEOUT <300-36000(100 )>
3000( 100 )
CONFIG
€h) 1 6000(100 )

# configure terminal
(config)# ip igmp proxy 1 set query-aging-timeout 6000

show ip igmp proxy, show running-config

3.6.12 ip igmp proxy set query-interval
General Query

no

ip igmp proxy <IFG-ID> set query-interval <INTERVAL>
no ip igmp proxy <IFG-1D> set query-interval

IFG-1D <1-32>
INTERVAL <1-300( )>
125(C )
CONFIG
() 1  General Query 120

# configure terminal
(config)# ip igmp proxy 1 set query-interval 120
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show ip igmp proxy, show running-config

0 "show running-config"
(TD61-7636 AEOS Ver. 7.45 L2 )
e "ip igmp proxy set query-interval” "ip Igmp proxy set query-response-
interval” "ip igmp proxy set query-interval"
e "ip igmp proxy set query-interval” "ip Igmp proxy set query-response-
interval” "ip igmp proxy set query-response-
interval™

"guery-response-interval™

3.6.13 ip igmp proxy set query-response-interval
General Query Max Response Time(
) no

ip igmp proxy <IFG-ID> set query-response-interval <RESPONSETIME>
no ip igmp proxy <IFG-ID> set query-response-interval

IFG-1D <1-32>
RESPONSET IME <1-25( )>
10 )
CONFIG
@ 1 8

# configure terminal
(config)# ip igmp proxy 1 set query-response-interval 8

show ip igmp proxy, show running-config
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0 "show running-config"
(TD61-7636 AEOS Ver. 7.45 L2 )

e "ip igmp proxy set query-interval” "ip Igmp proxy set query-response-
interval” "ip igmp proxy set query-interval"

e "ip igmp proxy set query-interval
interval” "ip igmp proxy set query-response-
interval™

0 "query-interval™

3.6.14 ip igmp proxy set robustness

"ip Igmp proxy set query-response-

IGMP (Robustness Variable)
Querier
no

ip igmp proxy <IFG-ID> set robustness <COUNT>
no ip igmp proxy <IFG-1D> set robustness

IFG-1D <1-32>
COUNT 1 <2-10>

2

CONFIG

) 1 4

# configure terminal

(config)# ip igmp proxy 1 set robustness 4

show ip igmp proxy, show running-config

0 "startup-query-count” "last-member-query-count™
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3.6.151ip igmp proxy set startup-query-count
General Query

no

ip igmp proxy <IFG-ID> set startup-query-count <COUNT>
no ip igmp proxy <IFG-ID> set startup-query-count
IFG-ID <1-32>
COUNT General Query <2-10>

2( Robustness Variable )

CONFIG

() 1  General Query 3

# configure terminal
(config)# ip igmp proxy 1 set startup-query-count 3

show ip igmp proxy, show running-config

3.6.16 ip igmp proxy set startup-query-interval
General Query

no

ip igmp proxy <IFG-ID> set startup-query-interval <INTERVAL>
no ip igmp proxy <IFG-ID> set startup-query-interval

IFG-ID <1-32>

INTERVAL <1-2500(100 )>

Query Interval /7 4 ( 31.25 )

CONFIG
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D) 1  General Query 100(100 )

# configure terminal
(config)# ip igmp proxy 1 set startup-query-interval 100

show ip igmp proxy, show running-config

3.6.17 ip igmp proxy set unsolicited-report-interval

Report no

ip igmp proxy <IFG-ID> set unsolicited-report-interval <INTERVAL>
no ip igmp proxy <IFG-I1D> set unsolicited-report-interval

IFG-1D <1-32>
INTERVAL <10-200(100 )>
100( 100 )
CONFIG
') 1 50(100 )

Membership

# configure terminal
(config)# ip igmp proxy 1 set unsolicited-report-interval 50

show ip igmp proxy, show running-config

3.6.18 show ip igmp proxy

show ip igmp proxy [ <IFG-1D> ]
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IFG-1D <1-32>

VIEW, ENABLE

€Y)

# show ip igmp proxy
Interface Group ID: 1
Upstream: 1
Report-Filter: Disable
Leave-Filter: Disable
Downstream: 2 3

State: Enable
Query-Filter: None

Variables:

robustness =2
query-interval = 125 [sec]
guery-response-interval = 10 [sec]
startup-query-interval = 31200 [msec]
startup-query-count =2
last-member-query-interval = 1000 [msec]
last-member-query-count =2

unsolicited-report-interval = 10000 [msec]
400000 [msec]
300000 [msec]

vl-router-present-timeout
query-aging-timeout

3.6.19 show ip igmp proxy interface
VLAN (
) VLAN

show ip igmp proxy interface [ vlan <VID> ]
VID VLAN 1D

VIEW, ENABLE
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€))

VLAN

# show ip igmp proxy interface
interface vlan 1

Upstream > Interface Group ID 1
interface vlan 2

Downstream . Interface Group ID 1

Querier I yes

Immediate-Leave : access-list 1
interface vlan 3
Downstream > Interface Group ID 1
Querier I yes
#

3.6.20 show ip igmp proxy groups
IGMP proxy VLAN

show ip igmp proxy groups [ ( vlan <VID> ) | <IPADDR> ]

VID VLAN 1D
1PADDR

VIEW, ENABLE

€))

# show Ip Igmp proxy groups
Code : S - static

Total : 3
Group Address Vlan IFG Uptime Expire Last Reporter
239.1.1.1 200 1 00:00:14 00:04:05 200.0.0.100
239.1.1.2 200 1 00:00:13 00:04:06 200.0.0.101

S 239.1.1.10 200 1 00:00:04 00:04:16 0.0.0.0

#

Retrans V1Host

00:00:00 00:00:00
00:00:00 00:04:20
00:00:00 00:00:00
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3.6.21 show tech-support igmp
IGMP
system-dump

3.5.13 "show tech-support igmp"
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3.7

3.7.1 access-list standard
BGP RIP  OSPF

no

1 300

access-list <STANDARD NUMBER> deny | permit <ADDRESS> | any | ( host <IPADDR> )
access-list <STANDARD_NUMBER> remark <LINE>

no access-list <STANDARD _NUMBER> [ deny | permit <ADDRESS> | any | ( host <IPADDR> ) ]
no access-list <STANDARD_NUMBER> remark [ <LINE> ]

ADDRESS = <IPADDR> [ <WILDCARD> ]

deny

permit

remark

STANDARD NUMBER <1-99>

LINE <1-255( )>
¢ remark
e ASCII

IPADDR 1P

WILDCARD
( )0.0.0.255 <IPADDR> 24bits

/
any 1P
( )
CONFIG

@

# configure terminal
(config)# access-list 10 deny 1.1.1.0 0.0.0.255

show running-config, show ip access-list

o BGP RIP OSPF
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BGP Apresia3424 /5428GT

L

permit
OSPF
o <WILDCARD_MASK> "0.0.0.0"
"show running-config"™ "show flash-config"
"access-list 99 deny 192.0.2.6 0.0.0.0" "show running-config"

"access-list 99 deny 192.0.2.6"

3.7.2 access-list extended
BGP RIP  OSPF
no

1 300

access-list <EXTENDED NUMBER> deny | permit ip <ADDRESSI> <ADDRESSZ>
access-list <EXTENDED _NUMBER> remark <LINE>
no access-list <EXTENDED NUMBER> [ deny | permit ip <ADDRESSI> <ADDRESSZ> ]
no access-list <EXTENDED_NUMBER> remark [ <LINE> ]
ADDRESSI = ( <IPADDR> <WILDCARD> ) | any | ( host <IPADDR> )
ADDRESS2 = ( <IPADDR> <WILDCARD> ) | any | ( host <IPADDR> )

deny

permit

remark

EXTENDED_NUMBER <100-199>

ADDRESS1 1

e RIP distribute-list IP address

ADDRESS2 2
* RIP distribute-list netmask

LINE <1-255(  )>
. ASCII
I PADDR IP
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WILDCARD
( )0.0.0.255 <IPADDR> 24bits
/
any IP

CONFIG

@

# configure terminal
(config)# access-list 134 deny ip 1.1.1.0 0.0.0.255 any

show running-config, show ip access-list

0 BGP RIP OSPF

0 RIP  distribute-list
<ADDRESS1> RIP IP ADDRESS
<ADDRESS2>
NETMASK

O
O

permit

OSPF

3.7.3 show ip access-list

show ip access-list [ <STANDARD NUMBER> | <EXTENDED_NUMBER> ]
STANDARD_NUMBER <1-99>
EXTENDED_NUMBER <100-199>
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VIEW, ENABLE

€y

# show ip access-list

Standard IP access-list 1
deny 192.168.0.0, wildcard bits 0.0.0.255
permit any
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3.8 prefix-list
3.8.11ip prefix-list
BGP RIP  OSPF
no

seq

ge le prefix
le 32 ge le

[ no ] ip prefix-list <LISTNAME> description <LINE>
[ no ] ip prefix-list <LISTNAME> deny | permit any | ( <
[ no ] ip prefix-list <LISTNAME> seq <SEQNO> deny |
[ <LENGTH> ] )
no ip prefix-list <LISTNAME>
LENGTH = ( le <PLEN> ) | ( ge <PLEN> ) | ( le <PLEN> ge <
LINE
LISTNAME <1-255(
SEQNO
deny
permit
NETADDR/MASK IP
any
o <LENGTH> "0.0.0.0/0 1
le
. 32 ge

config” "show flash-config"

ge
PLEN <0-32>

CONFIG

@

NETADDR/MASK> [ <LENGTH > ] )
permit any | ( <NETADDR/MASK>

PLEN> ) | ( ge <PLEN> le <PLEN> )

)>

<1-4294967295>

e 32"

"show running-

# configure terminal
(config)# ip prefix-list listA deny 192.168.0.0/24
(config)# ip prefix-list listA permit any
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(config)# ip prefix-list listB deny 192.0.2.1/16 ge 24 le 32
(config)# ip prefix-list listB permit any

show running-config, show ip prefix-list

o BGP RIP OSPF

BGP Apresia3424 /5428GT

0

permit

3.8.2 ip prefix-list sequence-number

[ no ] ip prefix-list sequence-number

CONFIG

@
&)

no

# configure terminal
(config)# ip prefix-list sequence-number
(config)# no ip prefix-list sequence-number

show running-config, show ip prefix-list

3.8.3 show ip prefix-list
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show
show
show
show

VIEW

€Y)

ip prefix-list
ip prefix-list <LISTNAME> seq <SEQNO>

ip prefix-list <LISTNAME> [ <NETADDR/MASK> [ first-match | longer ] ]
ip prefix-list ( detail [ <LISTNAME> ] ) | ( summary [ <LISTNAME> ] )
LISTNAME <1-255( )>

SEQNO

NETADDR/MASK 1P
first-match IP
longer

detail

summary

, ENABLE

<1-4294967295>

# show ip prefix-list
ip prefix-list pll: 2 entries
seq 5 permit 192.0.2.5/32
seq 10 permit any
ip prefix-list pl2: 1 entries
seq 5 permit 192.0.2.1/32
# show ip prefix-list detail
Prefix-list with the last deletion/insertion: pl2
ip prefix-list pll:
count: 2, range entries: 0, sequences: 5 - 10
ripd:

seq 10 permit any (hit count: 0, refcount: 0)
ospfd:

seq 10 permit any (hit count: 0, refcount: 0)
ip prefix-list pl2:
count: 1, range entries: 0, sequences: 5 - 5
ripd:
ospfd:

bgpd:

seq 5 permit 192.0.2.5/32 (hit count: 0, refcount:

seq 5 permit 192.0.2.5/32 (hit count: 0, refcount:

seq 5 permit 192.0.2.1/32 (hit count: 0, refcount:

seq 5 permit 192.0.2.1/32 (hit count: 0, refcount:

seq 5 permit 192.0.2.1/32 (hit count: 0, refcount:

0)

0)

0)

0)

0)

hit count
refcount
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3.8.4 clear ip prefix-list
hit count( )

clear ip prefix-list [ <LISTNAME> [ <ADDR/MASK> ] 1]

LISTNAME

ADDR IP

MASK 1P
ENABLE

(1) listA hit count

# show ip prefix-list detail listA
ip prefix-list listA:
count: 2, range entries: 0, sequences: 5 - 10
seq 10 permit any (hit count: 12, refcount: 12)
seq 5 deny 192.168.0.0/24 (hit count: 12, refcount: 24)
# clear ip prefix-list listA
# show ip prefix-list detail listA
ip prefix-list listA:
count: 2, range entries: 0, sequences: 5 - 10
seq 10 permit any (hit count: 0, refcount: 12)
seq 5 deny 192.168.0.0/24 (hit count: 0, refcount: 24)

show running-config, show ip prefix-list
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3.913
L3

L3

1P

ICMP

1P

PIM-SM
IGMP

IGMP Proxy

0 N o o A W DN B

Prefix List

.10 OSPF

.11 RIP

.12 RIP

.13 BGP

.14

.15 VRRP

.16 DHCP

.17 ( 2 "action routing")

.
W W W W W W W W W w wwwwww

0 BGP  Apresia3424 /5428GT

3.9.1 license I3 key
L3

license 13 key <LICENSE KEY>

LICENSE_KEY L3 ( )
( )

CONFIG

(D) L3

|(c0nfig)# license 13 key 913b24d4fad50337elc8
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show license

0

3.9.2 show license

show license

VIEW, ENABLE

@

# show license

Layer3 functions

enabled

Layer3 functions
enabled

L3
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3.10 OSPF

OSPF
0 OSPF Apresial3000
Apresia3400/5400 8000
0 1 4 LSA 1 10000

(10001 )  LSDB Log
5 LSA 30000

3.10.1 router ospf
OSPF OSPF <PROCESSID>

OSPF
no ID no

[ no ] router ospf [ <PROCESSID> ]

PROCESSID ID <1-65535>

CONFIG

D ID 100 OSPF OSPF

12000

1D

<PROCESSID>

# configure terminal
(config)# router ospf 100
(config-router)#

show running-config

0 OSPF 1
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3.10.2 network area
OSPF
address wildcard-mask OSPF
no

1D

OSPF

[ no ] network <NETWORKADDRESS/M> | ( <NETWORKADDRESS> <NETMASK> ) area <AREAID>
NETWORKADDRESS <AREAID>

M 1P
NETMASK 3
AREAID IP ID <0-4294967295>
( )
OSPF
(1) 10.0.0.0/8 D 3
(2) 10.0.0.0/8 ID 192.0.2.1

# configure terminal

(config)# router ospf 100

(config-router)# network 10.0.0.0/8 area 3
(config-router)# network 10.0.0.0/8 area 192.0.2.1

show running-config

o 9 ( 8 )

3.10.3 ip ospf disable all

OSPF no
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[ no ] ip ospf disable all

IF-VLAN

(1) VLAN 1 ("network area"
)

# configure terminal
(config)# interface vlan 1
(config-if)# ip ospf disable all

show running-config

3.10.4 ip ospf hello-interval
no

hello-interval
hello-interval hello-interval

ip ospf [ <ADDR> ] hello-interval <INTERVAL>
no ip ospf [ <ADDR> ] hello-interval
ADDR
INTERVAL <1-65535( )>

10( )
30( ) NBMA
NBMA

IF-VLAN

(1) VLAN ID 1 hello-interval 3

|# configure terminal
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(config)# interface vlan 1
(config-if)# ip ospf hello-interval 3

ip ospf dead-interval, ip ospf network, show ip ospf interface, show running-config

3.10.5 ip ospf dead-interval

no
dead-interval OSPF

ip ospf [ <ADDR> ] dead-interval <INTERVAL>
no ip ospf [ <ADDR> ] dead-interval

ADDR
INTERVAL <1-65535( )>
( (hello-interval x 4( ))
IF-VLAN

(1) VLAN ID 1 dead-interval 10

# configure terminal

(config)# interface vlan 1
(config-if)# ip ospf dead-interval 10

ip ospf hello-interval, ip ospf network, show ip ospf interface, show running-config

Odead—interval (hello-interval x
4C )

0 dead-interval hello-interval
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3.10.6 ip ospf transmit-delay

no

LSA

ip ospf [ <ADDR> ] transmit-delay <DELAY>
no ip ospf [ <ADDR> ] transmit-delay
ADDR
DELAY <0-65535( )>

1C )

IF-VLAN

(1) VLAN ID 1 OSPF 3

# configure terminal
(config)# interface vlan 1
(config-if)# ip ospf transmit-delay 3

show running-config

3.10.7 ip ospf retransmit-interval
(LSA)
no
LSA LSA
( ) LSA

ip ospf [ <ADDR> ] retransmit-interval <INTERVAL>
no ip ospf [ <ADDR> ] retransmit-interval
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ADDR
INTERVAL LSA <1-65535( )>

5C )

IF-VLAN

(1) VLAN ID 1 LSA 6

# configure terminal
(config)# interface vlan 1
(config-if)# ip ospf retransmit-interval 6

show running-config

o LSA (Retransmit)

3.10.8 timers spf
no

<SPF-DELAY> (SPF)
<SPF-HOLDTIME> 2 SPF

timers spf <SPF-DELAY> <SPF-HOLDTIME>
no timers spf

SPF-DELAY SPF <0-2147483647( )>
SPF-HOLDTIME SPF <0-2147483647( )>

delay 5C )
holdtime 10( )

OSPF

(1) SPF 5 SPF
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# configure terminal
(config)# router ospf 100
(config-router)# timers spf 5 10

show running-config

3.10.9 ospf router-id
OSPF ID

ospf router-id <IPADDRESS>
no ospf router-id

IPADDRESS IP ID
IP
ID

1.router-id

2. IP

3. IP
OSPF
(€Y) ID 2.3.4.5

no

# configure terminal
(config)# router ospf 100
(config-router)# ospf router-id 2.3.4.5

show ip ospf, show running-config

0 OSPF neighbor

router-id router-id
"clear i1p ospf process™
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3.10.10 ip ospf priority
no

DR(Designated Router)/BDR(Backup Designated Router)
DR
ID
DR/BDR 0
DR/BDR

ip ospf [ <ADDR> ] priority <VALUE>
no ip ospf [ <ADDR> ] priority
ADDR
VALUE <0-255>

IF-VLAN

(1) VLAN ID 1 3

BDR

# configure terminal
(config)# interface vlan 1
(config-if)# ip ospf priority 3

ip ospf network, ospf router-id, show ip ospf interface, show running-config

3.10.11 auto-cost

OSPF
= /
( )
100 Mbps 100 Mbps

100 Mbps
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auto-cost reference-bandwidth <BANDWIDTH>

no auto-cost reference-bandwidth
BANDWIDTH

100(Mbps)

OSPF

€D 50 Mbps

<1-4294967 (Mbps)>

100 Mbps

# configure terminal
(config)# router ospf 100

(config-router)# auto-cost reference-bandwidth 50

ip ospf cost, show running-config

3.10.12 ip ospf cost

OSPF

VLAN
VLAN

"auto-cost"

ip ospf [ <ADDR> ] cost <COST>
no ip ospf [ <ADDR> ] cost
ADDR
COST

/
100 Mbps
1000 Mbps
VLAN
<1-65535>
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IF-VLAN

(1) VLAN 1 ospf 10

# configure terminal
(config)# interface vlan 1
(config-if)# ip ospf cost 10

auto-cost, show ip ospf interface, show running-config

0 10

10
3.10.13 ip ospf network
OSPF
no OSPF
LSA

ip ospf network broadcast | non-broadcast | <P-70-/#+ | point-to-point
no ip ospf network
P-TO-M = point-to-multipoint [ non-broadcast ]

broadcast

non-broadcast NBMA

point-to-point

point-to-multipoint

broadcast

IF-VLAN

(1) VLAN ID 1 point-to-point

|# configure terminal
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(config)# interface vlan 1
(config-if)# ip ospf network point-to-point

ip ospf hello-interval, ip ospf dead-interval, show running-config

o broadcast "show running-config"™ '"show flash-config"

broadcast

3.10.14 neighbor
NBMA OSPF no

NBMA "neighbor™

IP

neighbor <NEIGHBORADDRESS> <PRIORITY> | <POLL> | <COST>

no neighbor <NEIGHBORADDRESS> [ ( priority [ poll-interval ] ) | ( poll-interval
[ priority ] ) | cost ]

PRIORITY = priority <PRIORITYVAL> [ <POLL> ]

POLL = poll-interval <POLLINTERVAL> [ <PRIORITY> ]

COST = cost <COSTVAL>

NE IGHBORADDRESS 1P
PRIORITYVAL IP
8 <0-255>
. 0
POLLINTERVAL ( ) <1-
65535( )>
. 120
COSTVAL <1-65535>
. 10
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1no
"neighbor"

120( )
10

OSPF

€y

# configure terminal
(config)# router ospf 100
(config-router)# neighbor 1.2.3.4 priority 1 poll-interval 90

show running-config

3.10.15 passive-interface
no
Ethernet OSPF
2 1
OSPF

RIP OSPF

[ no ] passive-interface ( vlan <VID> ) | loopback
VID VLAN 1D <1-4094>

OSPF
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(1) VLAN ID 1

(config)# router ospf 100
(config-router)# passive-interface vlan 1

show running-config

3.10.16 ip ospf database-filter
LSA

OSPF LSA

filter” LSA

ip ospf [ <ADDR> ] database-filter all out
no ip ospf [ <ADDR> ] database-filter
ADDR

( LSA )

IF-VLAN

(1) VLAN ID 1 LSA

no
LSA

CPU
"database-

# configure terminal
(config)# interface vlan 1
(config-if)# ip ospf database-filter all out

show running-config

3.10.17 area authentication
OSPF no
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Typel Simple Password

Typel 64
OSPF
OSPF
OSPF "ip ospf authentication-key"
MD5 MD5 "ip ospf message-digest-key"

area <AREAID> authentication [ message-digest ]
no area <AREAID> authentication

AREAID IP
ID <0-4294967295>
message-digest <AREAID> MD5
( )
OSPF
(1) OSPF

(

RFC 2328)

# configure terminal
(config)# router ospf 100
(config-router)# area 1 authentication

ip ospf authentication-key, ip ospf message-digest-key, show running-config

3.10.18 ip ospf authentication
OSPF

OSPF

ip ospf <ADDR> authentication [ message-digest | null ]
no ip ospf <ADDR> authentication

ADDR

message-digest

null
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IF-VLAN

(1) VLAN ID 1

# configure terminal

(config)# interface vlan 1

(config-if)# ip ospf authentication null

ip ospf authentication-key, area authentication, show running-config

3.10.19 ip ospf authentication-key
OSPF no

OSPF

OSPF
"area authentication”

ip ospf [ <ADDR> ] authentication-key <AUTHKEY>
no ip ospf [ <ADDR> ] authentication-key
ADDR
AUTHKEY <1-8( )>
o ASCII

IF-VLAN

109/258



(1) VLAN ID 1

# configure terminal
(config)# interface vlan 1
(config-if)# ip ospf authentication-key 123

show running-config

area authentication, ip ospf authentication
3.10.20 ip ospf message-digest-key
OSPF MD5 MD5 no

OSPF ID
message digest

OSPF

OSPF

ip ospf [ <ADDR> ] message-digest-key <KEYID> md5 <KEY>
no ip ospf [ <ADDR> ] message-digest-key <KEYID>

ADDR
KEYID ID <1-255>
md5 MD5
KEY OSPF <1-16(  )>
. ASCII
( )
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IF-VLAN

(1) VLAN ID 1  OSPF

# configure terminal

(config)# interface vlan 1

(config-if)# ip ospf authentication message-digest
(config-if)# ip ospf message-digest-key 1 md5 yourpass

area authentication, ip ospf authentication, show running-config

3.10.21 area range
OSPF no
"area range"
(ABR)

ABR

[ no ] area <AREAID> range <ADDRESS> [ advertise | not-advertise ]

AREAID IP ID <0-4294967295>
ADDRESS
advertise <ADDRESS>

e "show running-config” "show flash-config"
not-advertise  <ADDRESS>

OSPF

@ 1 192.16.0.0/24

# configure terminal
(config)# router ospf 100
(config-router)# area 1 range 192.16.0.0/24
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show running-config

3.10.22 compatible rfc1583

OSPF RFC 1583
RFC 2328 "area range"
LSA(LSA 3)
RFC 1583
LSA
ASBR
RFC 2328 "RFC1583Compatibility"
OSPF RFC 2328
OSPF RFC 1583

[ no ] compatible rfc1583

( RFC 2328 )

OSPF

(1) OSPF RFC 1583

no

# configure terminal
(config)# router ospf 100
(config-router)# compatible rfcl583

show running-config

3.10.23 area export-list
no

export-list 3.7
LSA( 3)
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area <AREAID> export-list <NUMBER>
no area <AREAID> export-list

AREAID IP ID <0-4294967295>
NUMBER <1-199>
( )
OSPF
@
() 2 export-list

# configure terminal

(config)# access-list 2 deny 172.22.0.0
(config)# router ospf 100
(config-router)# area 1 export-list 2

access-list, area import-list, show running-config

3.10.24 area import-list

no
3.7

LSA( 3)

area <AREAID> import-list <NUMBER>
no area <AREAID> import-list

AREAID 1P ID <0-4294967295>
NUMBER <1-199>

OSPF

@) 2
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2 2 import-list

# configure terminal

(config)# access-list 2 deny 172.22.0.0
(config)# router ospf 100
(config-router)# area 1 import-list 2

access-list, area export-list, show running-config

3.10.25 redistribute
OSPF

no
OSPF

AS LSA

[ no ] redistribute bgp | connected | rip | static [ <METRIC> | <METRIC-TYPE> | <ROUTE-
MAP> | <TAG> ]

METRIC = metric <METRIC>
METRIC-TYPE = metric-type <TYPE>
ROUTE-MAP = route-map <WORD>
TAG = tag <TAG_VALUE>
connected
bgp BGP
rip RIP
static
METRIC 1
TYPE OSPF <1-2> 1
WORD (3.14 ) 1
TAG_VALUE <0-4294967295> 1
1 no
"redistribute”

OSPF

) 12 RIP OSPF
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# configure terminal
(config)# router ospf 100
(config-router)# redistribute rip metric 12

show running-config

3.10.26 default-metric
OSPF
no

"default-metric"

"redistribute"
default-metric <VALUE>
no default-metric [ <VALUE> ]
VALUE
<0-16777214>
( )
OSPF
(1) OSPF 100

# configure terminal
(config)# router ospf 100
(config-router)# default-metric 100

redistribute, show running-config

3.10.27 default-information originate
OSPF
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no
"default-information originate" OSPF
(ASBR)
ASBR  OSPF
"default-information originate”

OSPF

default-information originate [ <OPTIONS> ]

OPTIONS

OPTIONS = always | <METRIC> | <METRICTYPE> | <ROUTEMAP>
METRIC = metric <METRIC>

METRIC-TYPE = metric-type 1 | 2

ROUTEMAP = route-map <WORD>

no default-information originate [ <ANO-OPTIONS> ]

NO-OPTIONS
NO-OPTIONS = always | metric | metric-type | route-map
always
METRIC OSPF
. 10
. <0-16777214>
metric-type OSPF
. 2
1 OSPF 1
2 OSPF 2
WORD <1-255( )>
10
2
OSPF
(€)) ID 100

# configure terminal
(config)# router ospf 100

(config-router)# default-information originate always metric 23 metric-type
1 route-map myinfo
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show running-config

3.10.28 summary-address

no
IP
192.168.0.0/255.255.240.0 192.168.1.0/24  192.168.4.0/22
192.168.8.128/25
OSPF LSA
summary-address
OSPF

summary-address <ADDR/MASK> [ not-advertise | ( tag <TAGVALUE> ) ]
no summary-address <ADDR/MASK> [ not-advertise | ( tag [ <TAGVALUE> ] ) ]
ADDR/MASK IP

not-advertise
TAGVALUE <0-4294967295>

OSPF

(@) 172.16.0.0/24 LSA 3

# configure terminal
(config)# router ospf 100
(config-router)# summary-address 172.16.0.0/16 tag 3

show running-config

0 (ASBR)

ASBR
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o AS NSSA

3.10.29 distribute-list out
3.7
no
"redistribute”
OSPF

[ no ] distribute-list <NUMBER> out bgp | connected | rip | static
NUMBER
bgp BGP
connected
rip RIP
static

OSPF

(¢)) 10 (172.10.*.* ) RIP
OSPF

# configure terminal

(config)# access-list 10 permit 172.10.0.0 0.0.255.255

(config)# router ospf 100

(config-router)# distribute-list 10 out rip

(config-router)# redistribute rip

redistribute, show running-config

3.10.30 distribute-list in
3.7
no
OSPF LSA
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[ no ] distribute-list <NUMBER> in
NUMBER

OSPF

€))
@ 10
(172.10.%.* )

# configure terminal

(config)# access-list 10 permit 172.10.0.0 0.0.255.255
(config)# router ospf 100

(config-router)# distribute-list 10 in

redistribute, show running-config

3.10.31 overflow database
LSA no

[ no ] overflow database router | network | summary | asbr-summary <LSANUM>

router LSA 1( )

network LSA 2( )
summary LSA 3( )
asbr-summary LSA 4(ASBR )

LSANUM LSA <0-30000>

LSANUM 30000

OSPF

(1) LSA 1( ) 30
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# configure terminal
(config)# router ospf 100
(config-router)# overflow database router 30

show running-config

3.10.32 overflow database external

LSA 5( LSA)
no
LSA 5( LSA)
<WAITTIME>
overflow database external <MAXDBSIZE> <WAITTIME>
no overflow database external
MAXDBSIZE LSA 5( LSA) <0-30000>
o AS
WAITTIME
<0-65535( )>
e 0
MAXDBSIZE 30000
WAITTIME  300( )
OSPF
€Y 5

# configure terminal
(config)# router ospf 100
(config-router)# overflow database external 5 3

show running-config
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o LSA 5( LSA) 30000

3.10.33 distance

OSPF
1 255
255
3.7
distance <VAL> | <ROUTEPARAMETER>
no distance [ ospf ]
ROUTEPARAMETER = ospf <OPTIONS>
OPTIONS
OPTIONS = external | inter-area | intra-area <DISTANCE>
VAL OSPF <1-255>
external
inter-area
intra-area
DISTANCE <1-255>
110
OSPF
(1) OSPF inter-area 20 intra-area 10 external 40

# configure terminal
(config)# router ospf 100
(config-router)# distance ospf inter-area 20 intra-area 10 external 40

show running-config

0 ("ip route"” 3.11 RIP) IPv4
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3.10.34 area stub

no
"area stub”
stub  default-cost 2
"area stub"
(ABR) "area default-cost"

[ no ] area <AREAID> stub [ no-summary ]

AREAID 1P (0.0.0.0 ) ID <1-
4294967295>
no-summary  ABR
( )
OSPF
@ 1
# configure terminal
(config)# router ospf 100
(config-router)# area 1 stub
area default-cost, show running-config
3.10.35 area nssa
not-so-stubby-area(NSSA) no
OSPF
NSSA
NSSA
NSSA
OSPF
"area nssa"
NSSA OSPF
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area <AREAID> nssa [ <OPTIONS> ]

OPTIONS

OPTIONS = <TRANSLATOR> no-redistribution | <DEFAULT-ORIGINATE> | no-summary

TRANSLATOR = translator-role <ROLE>

DEFAULT-ORIGINATE = default-information-originate [ ( metric <METRIC> ) | ( metric-type
<TYPE> ) ]

ROLE = candidate | never | always

no area <AREAID> nssa [ <MNO-OPTIONS> ]

NO-OPTIONS

NO-OPTIONS = translator-role | no-redistribution | default-information-originate | no-
summary

AREAID 1P (0.0.0.0 )
ID <1-4294967295>
translator-role LSA <ROLE>
candidate NSSA-LSA  Type-5 LSA
never NSSA-LSA
always NSSA-LSA  Type-5 LSA
no-redistribution NSSA
default- NSSA Type-7 LSA
information-
originate
METRIC <0-16777214>
TYPE <1-2>
no-summary NSSA
( )
OSPF
(D) 0.0.0.51  NSSA
(2) LSA candidate 34 2 Type-7
LSA 3 NSSA

# configure terminal

(config)# router ospf 100

(config-router)# area 0.0.0.51 nssa

(config-router)# area 3 nssa translator-role candidate no-redistribution
default-information-originate metric 34 metric-type 2
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area default-cost, show running-config

3.10.36 area default-cost
NSSA
no
default-cost
NSSA
NSSA
RFC 3101

area <AREAID> default-cost <COST>
no area <AREAID> default-cost

AREAID IP (0.0.0.0 )
COST NSSA
16777215>
1
OSPF
) 1 10

NSSA

ID <1-4294967295>
<0-

# configure terminal
(config)# router ospf 100
(config-router)# area 1 default-cost 10

area nssa, area stub, show running-config

3.10.37 area virtual-link
( ID 0)
2
no
OSPF
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( ) ABR(Area Border Router)

2 ABR <AREAID> ID
<ADDR> ABR ID
ABR <ADDR> ABR ID
ABR <ADDR> ABR
ID
MD5 3
authentication-key 8
MD5 message-digest-key ID 16
authentication
"area authentication”
ID O
message-digest-key <ADDR>

"show running-config” "show flash-config" 1

message-digest-key

area <AREAID> virtual-link <ADDR> [ <AUTH NMULL> | [ <INTERVAL> ]

area <AREAID> virtual-link <ADDR> [ <AUTH SIMPLE> | [ <INTERVAL> ]

area <AREAID> virtual-link <ADDR> [ <AUTH MSG DIGEST> | [ <INTERVAL> ]

no area <AREAID> virtual-link <ADDR> [ authentication ] [ authentication-key ] [ message-
digest-key <KEYID> | [ <NO_INTERVAL> ]

AUTH MULL = authentication null

AUTH SIMPLE = [ authentication ] [ authentication-key <KEY> ]

AUTH_MSG DIGEST = [ authentication message-digest ] [ message-digest-key <KEYID> md5
<LINE> ]

INTERVAL = [ dead-interval <DEAD TIME> ] [ hello-interval <HELLO TIME> ] [ retransmit-
interval <RETRANSMIT_TIME> ] [ transmit-delay <TRANSMIT_TIME> ]

NO_INTERVAL = dead-interval | hello-interval | retransmit-interval | transmit-delay

AREAID IP (0.0.0.0 ) ID <1-
4294967295>

ADDR ID

authentication null

authentication

authentication MD5

message-digest

KEY <1-8( )>

KEYID MD5 ID <1-255>
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LINE MD5 <1-16( )>
DEAD_TIME
<1-65535( )>
HELLO_TIME <1-65535( )>
RETRANSMIT_TIME
65535( )>
TRANSMIT_TIME <1-65535( )>

( )
DEAD_TIME 40( )

HELLO TIME 10( )
RETRANSMIT_TIME 5( )
TRANSMIT_TIME 1( )

OSPF

D 0.0.0.51 ID 10.10.10.50
0 0.0.0.51 ID 10.10.10.50  MD5

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

(config)# router ospf 100

(config-router)# area 0.0.0.51 virtual-link 10.10.10.50

(config-router)# area 1 virtual-link 192.0.2.1 authentication message-digest
message-digest-key 3 md5 san-jose

area authentication, show ip ospf, show ip ospf virtual-links, show running-config

L

<AREAID> 0O 0.0.0.0
o "no area <AREAID> virtual-link <ADDR>" no
<ADDR>
no

3.10.38 ip ospf block-port
VLAN OSPF
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/ OSPF
no

ip ospf block-port <PORT>
no ip ospf block-port

PORT
( )
IF-VLAN
(1) VLAN ID 1 13 / OSPF
(2) VLAN ID 1 / OSPF

# configure terminal

(config)# interface vlan 1
(config-if)# ip ospf block-port 1,3
(config-if)# no ip ospf block-port

show running-config

3.10.39 show ip ospf

OSPF

show ip ospf [ <PROCESSID> ]
PROCESSID ID <0-65535>

VIEW, ENABLE

(1) OSPF

# show ip ospf
Routing Process "ospf 0" with ID 0.0.0.0
Process is not up
Conforms to RFC2328, and RFC1583Compatibility flag is disabled
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Supports only single TOS(TOSO) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs

Number of incoming current DD exchange neighbors 0/5

Number of outgoing current DD exchange neighbors 0/5

Number of external LSA 0. Checksum 0x000000

Number of opaque AS LSA 0. Checksum 0x000000

Number of router LSA O

Router LSA database limit 30000

Number of network LSA 0

Network LSA database limit 30000

Number of non-default summary LSA O

Summary LSA database limit 30000

Number of asbr summary LSA 0

ASBR Summary LSA database limit 30000

Number of non-default external LSA 0

External LSA database limit 30000

Number of LSA originated 0

Number of LSA received 0

Number of areas attached to this router: 2

Area 0 (BACKBONE) (Inactive)
Number of interfaces in this area is 0(0)
Number of fully adjacent neighbors in this area is 0
Area has no authentication
SPF algorithm executed 0 times
Number of LSA 0. Checksum 0x000000
Area 1 (Inactive)

Number of interfaces in this area is 0(0)
Number of fully adjacent neighbors in this area is 0
Number of fully adjacent virtual neighbors through this area is 0
Area has no authentication
SPF algorithm executed O times
Number of LSA 0. Checksum 0x000000

3.10.40 show 1p ospf interface

OSPF

show ip ospf interface [ ( vlan <VID> ) | loopback ]

VID VLAN ID <1-4094>
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VIEW, ENABLE

(1) OSPF

# show ip ospf interface vlan 1

vlan 1 is up, line protocol is up

Internet Address 10.10.10.50/24, Area 0.0.0.0

Router ID 10.10.11.50, Network Type BROADCAST, Cost: 10
Transmit Delay is 5 sec, State Waiting, Priority 1

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 35, Dead 35, Wait 35, Retransmit 5
Hello due in 00:00:16

Neighbor Count is 0, Adjacent neighbor count is 0

3.10.41 show ip ospf neighbor

show ip ospf [ <PROCESSID> ] neighbor [ ( <NID> [ detail ] ) | all | <DETAIL> | <INTERFACE> ]
DETAIL = detail [ all ]
INTERFACE = interface <ADDR>

PROCESSID ID <0-65535>

NID IP ID

all

detail

ADDR

VIEW, ENABLE

(1) OSPF
# show ip ospf neighbor

OSPF process 0:
Neighbor 1D Pri  State Dead Time Address Interface
192.0.2.2 100  Full/Backup 00:00:46 192.10.0.2 vlan 10
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192.0.2.3 255  Full/DR 00:00:56 192.30.0.3 vlan 30

3.10.42 show ip ospf route
OSPF

show ip ospf [ <PROCESSID> ] route
PROCESSID ID <0-65535>

VIEW, ENABLE

(1) OSPF

# show ip ospf route
OSPF process 1:

Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

C 10.10.0.0/24 [10] is directly connected, vlan 2, Area 0.0.0.0
C 10.10.11.0/24 [10] is directly connected, vlan 3, Area 0.0.0.0
E2 10.15.0.0/24 [10/50] via 10.10.0.1, vlan 1

IA 172.16.10.0/24 [30] via 10.10.11.50, vlan 1, Area 0.0.0.0

E2 192.168.0.0/16 [10/20] via 10.10.11.50, vlan 2

3.10.43 show ip ospf border-routers
ABR(Area Border Router) ASBR(AS Boundary Router)

show ip ospf [ <PROCESSID> ] border-routers
PROCESSID ID <0-65535>

VIEW, ENABLE
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(1) ABR ASBR

# show ip ospf border-routers
OSPF process 0 internal Routing Table

Codes: 1 - Intra-area route, | - Inter-area route

i 0.0.0.2 [1] via 10.10.10.70, vlan 1, ASBR, Area 0.0.0.1
i 172.16.10.1 [10] via 10.10.11.50, vlan 2, ABR, ASBR, Area 0.0.0.1

3.10.44 show ip ospf database

show ip ospf [ <PROCESSID> ] database [ self-originate | max-age ]

PROCESSID ID <0-65535>
self-originate
max-age MaxAge LSA

¢ MaxAge(3600 ) LSA

VIEW, ENABLE

(1) OSPF

# show ip ospf database

Router Link States (Area 0.0.0.0)

Link ID ADV Router Age Seg# CkSum Link count
192.168.0.105 192.168.0.105 60 0x80000005 0xla6l 1
192.168.0.106  192.168.0.106 61 0x80000005 0Ox0f6c 1

Net Link States (Area 0.0.0.0)
Link ID ADV Router Age Seg# CkSum
10.10.0.2 192.168.0.106 61 0x80000001 0x8e3b

Summary Link States (Area 0.0.0.0)
Link ID ADV Router Age Seg# CkSum Route
10.2.0.0 192.168.0.105 105 0x80000001 0x5627 10.2.0.0/24
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3.10.45 show ip ospf database adv-router
LSA

show ip ospf [ <PROCESSID> ] database adv-router <ADDR>
PROCESSID ID <0-65535>
ADDR IP ID

VIEW, ENABLE

@ LSA

# show ip ospf database asbr-summary

ASBR-Summary Link States (Area 0.0.0.0)
LS age: 616
Options: 0x2 C*I-1-1-1-1-1E]-)
LS Type: ASBR-summary-LSA
Link State ID: 192.168.0.101 (AS Boundary Router address)
Advertising Router: 192.168.0.105
LS Seq Number: 80000090
Checksum: 0x1cOe
Length: 28
Network Mask: /0
TOS: 0 Metric: 1
LS age: 68
Options: 0x2 C*I-1-1-1-1-1E]-)
LS Type: ASBR-summary-LSA
Link State ID: 192.168.0.101 (AS Boundary Router address)
Advertising Router: 192.168.0.106
LS Seq Number: 80000090
Checksum: 0x1613
Length: 28
Network Mask: /0
TOS: 0 Metric: 1
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3.10.46 show ip ospf database router
LSA

show ip ospf [ <PROCESSID> ] database router [ <ADDR> ] [ self-originate | <ADVROUTER> ]
ADVROUTER = adv-router <ADDR>

PROCESSID ID <0-65535>
adv-router LSA
ADDR IP ID

self-originate

VIEW, ENABLE

) LSA
# show ip ospf database router 192.168.0.105

Router Link States (Area 0.0.0.0)

LS age: 1361

Options: 0x2 C*I-1-1-1-1-1EIl-)

Flags: 0x3 : ABR ASBR

LS Type: router-LSA

Link State ID: 192.168.0.105

Advertising Router: 192.168.0.105

LS Seq Number: 80000098

Checksum: 0xf2f4

Length: 36

Number of Links: 1

Link connected to: a Transit Network
(Link ID) Designated Router address: 10.10.0.2
(Link Data) Router Interface address: 10.10.0.1
Number of TOS metrics: 0

TOS 0 Metric: 1

Router Link States (Area 0.0.0.1 [NSSA]D
LS age: 121

Options: 0x0 C*|-1-1-1-1-1-1-)

Flags: 0x3 : ABR ASBR

LS Type: router-LSA

Link State ID: 192.168.0.105
Advertising Router: 192.168.0.105

LS Seq Number: 80000094

Checksum: 0x6e90
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Length: 36

Number of Links: 1

Link connected to: a Transit Network

(Link ID) Designated Router address: 10.2.0.1
(Link Data) Router Interface address: 10.2.0.1
Number of TOS metrics: 0

3.10.47 show ip ospf database network
LSA

show ip ospf [ <PROCESSID> ] database network [ <ADDR> ] [ self-originate | <ADVROUTER> ]
ADVROUTER = adv-router <ADDR>

PROCESSID ID <0-65535>
adv-router LSA
ADDR IP ID

self-originate

VIEW, ENABLE

) LSA
# show ip ospf database network

Net Link States (Area 0.0.0.0)

LS age: 853

Options: 0x2 C*I-1-1-1-1-1E]-)

LS Type: network-LSA

Link State ID: 10.10.0.2 (address of Designated Router)
Advertising Router: 192.168.0.106

LS Seq Number: 80000093

Checksum: 0x69cd

Length: 32

Network Mask: /24

Attached Router: 192.168.0.106
Attached Router: 192.168.0.105

Net Link States (Area 0.0.0.1 [NSSA])
LS age: 1112

Options: 0x0 C*|-1-1-1-1-1-1-)
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LS Type: network-LSA

Link State ID: 10.2.0.1 (address of Designated Router)
Advertising Router: 192.168.0.105

LS Seq Number: 80000090

Checksum: Oxbb8f

Length: 32

Network Mask: /24

Attached Router: 192.168.0.105

Attached Router: 192.168.0.101

LS age: 1744

Options: 0x0 C*|-1-1-1-1-1-1-)

LS Type: network-LSA

Link State ID: 10.3.0.2 (address of Designated Router)
Advertising Router: 192.168.0.106

LS Seq Number: 8000008f

Checksum: Oxab9c

Length: 32

Network Mask: /24

Attached Router: 192.168.0.106

Attached Router: 192.168.0.101

3.10.48 show ip ospf database summary
LSA

show ip ospf [ <PROCESSID> ] database summary [ <ADDR> ] [ self-originate | <ADVROUTER> ]
ADVROUTER = adv-router <ADDR>

PROCESSID ID <0-65535>
In LSA
ADDR 1P )

self-originate

VIEW, ENABLE

(€D LSA
# show ip ospf database summary 10.2.0.0

Summary Link States (Area 0.0.0.0)
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LS age: 386

Options: 0x2 C*I-1-1-1-1-1EIl-)

LS Type: summary-LSA

Link State ID: 10.2.0.0 (summary Network Number)
Advertising Router: 192.168.0.105
LS Seq Number: 8000009b

Checksum: 0x21cl

Length: 28

Network Mask: /24

TOS: 0 Metric: 1

LS age: 100

Options: 0x2 C*I-1-1-1-1-1El-)

LS Type: summary-LSA

Link State ID: 10.2.0.0 (summary Network Number)
Advertising Router: 192.168.0.106
LS Seq Number: 80000091

Checksum: 0x39bl

Length: 28

Network Mask: /24

TOS: 0 Metric: 2

TOS 0 Metric: 1

3.10.49 show ip ospf database asbr-summary

show

(ASBR) LSA

ip ospf [ <PROCESSID> ] database asbr-summary [ <ADDR> ] [ self-originate

<ADVROUTER> ]
ADVROUTER = adv-router <ADDR>

VIEW,

@

PROCESSID ID <0-65535>
adv-router LSA
ADDR IP ID

self-originate

ENABLE

(ASBR) LSA

|# show ip ospf database asbr-summary 1.2.3.4 self-originate
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# show ip ospf database asbr-summary self-originate
# show ip ospf database asbr-summary 1.2.3.4 adv-router 2.3.4.5

3.10.50 show ip ospf database external
LSA

show ip ospf [ <PROCESSID> ] database external [ <ADDR> ] [ self-originate | <ADVROUTER> ]
ADVROUTER = adv-router <ADDR>

PROCESSID ID <0-65535>
adv-router LSA
ADDR IP ID

self-originate

VIEW, ENABLE

(Y) LSA
# show ip ospf database external

AS External Link States

LS age: 453

Options: 0x2 C*|-1-1-1-1-1El-)

LS Type: AS-external-LSA

Link State ID: 50.0.0.0 (External Network Number)
Advertising Router: 192.168.0.106

LS Seq Number: 80000001

Checksum: 0x3973

Length: 36

Network Mask: /14

Metric Type: 2 (Larger than any link state path)

TOS: O

Metric: 20

Forward Address: 10.2.0.3

External Route Tag: O

LS age: 453

Options: 0x2 C*I-1-1-1-1-1E]-)

LS Type: AS-external-LSA

Link State ID: 50.4.0.0 (External Network Number)
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Advertising Router: 192.168.0.106

LS Seq Number: 80000001

Checksum: 0x1590

Length: 36

Network Mask: /16

Metric Type: 2 (Larger than any link state path)
T0S: O

Metric: 20

Forward Address: 10.2.0.3

External Route Tag: O

3.10.51 show ip ospf database nssa-external
NSSA LSA

show ip ospf [ <PROCESSID> ] database nssa-external [ <ADDR> ] [ self-originate

<ADVROUTER> ]
ADVROUTER = adv-router <ADDR>

PROCESSID ID <0-65535>
adv-router LSA
ADDR IP ID

self-originate

VIEW, ENABLE

(1) NSSA  LSA

# show ip ospf database nssa-external adv-router 192.168.0.101

NSSA-external Link States (Area 0.0.0.1 [NSSA])

LS age: 126

Options: 0x8 (*|-|-1-IN/P]-]1-1-)

LS Type: AS-NSSA-LSA

Link State ID: 50.0.0.0 (External Network Number For NSSA)
Advertising Router: 192.168.0.101

LS Seq Number: 80000091

Checksum: O0xbf59

Length: 36

Network Mask: /14
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Metric Type: 2 (Larger than any link state path)
TOS: 0

Metric: 20

NSSA: Forward Address: 10.2.0.3

External Route Tag: O

LS age: 1257

Options: 0x8 (*|-1-1-IN/P]-1-1-)

LS Type: AS-NSSA-LSA

Link State ID: 50.4.0.0 (External Network Number For NSSA)
Advertising Router: 192.168.0.101

LS Seq Number: 80000090

Checksum: 0x9d75

Length: 36

Network Mask: /16

Metric Type: 2 (Larger than any link state path)
TOS: O

Metric: 20

NSSA: Forward Address: 10.2.0.3

External Route Tag: O

3.10.52 show ip ospf virtual-links

show ip ospf [ <PROCESSID> ] virtual-links

PROCESSID ID <0-65535>

VIEW, ENABLE

@

2

# show ip ospf virtual-links
Virtual Link VLINK3 to router 0.0.0.2 is up
Transit area 0.0.0.1 via interface vlan 10
Local address 10.10.10.1/32
Remote address 10.10.10.9/32
Transmit Delay is 1 sec, State Point-To-Point,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:11
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Adjacency state Full
Virtual Link VLINK4 to router 10.10.10.123 is down

Transit area 0.0.0.1 via interface *

Local address *

Remote address *

Transmit Delay is 1 sec, State Down,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in inactive
Adjacency state Down

3.10.53 show ip protocols
(BGP OSPF RIP)

ospf OSPF
(BGP OSPF RIP)
(BGP 3.13.47 "show ip protocols™ RIP
3.11.30 "show ip protocols" )

show ip protocols [ bgp | ospf | rip ]

VIEW, ENABLE

(1) OSPF

# show ip protocols ospf

Routing Protocol is "ospf 200"

Invalid after 0 seconds, hold down 0, flushed after 0
Outgoing update access-list for all interfaces is
Incoming update access-list for all interfaces is
Redistributing: rip

Routing for Networks:

192.30.30.0/24

192.40.40.0/24

Routing Information Sources:

Gateway Distance Last Update
Distance: (default is 110)
Address Mask Distance List
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3.10.54 show tech-support ospf

OSPF

3-4 OSPF

3-4
system-dump

show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show

show

system

version

ip route

ip route cache

ip ospf

ip ospf route

ip ospf border-routers

ip ospf database asbr-summary
ip ospf database external

ip ospf database network

ip ospf database nssa-external
ip ospf database router

ip ospf database summary

ip ospf interface

ip ospf neighbor detail all
ip ospf virtual-links

ip protocols ospf

show tech-support ospf [ system-dump ]

system-dump

ENABLE

0 system-dump
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3.10.55 clear ip ospf process

OSPF OSPF
ID OSPF
OSPF

clear ip ospf [ <PROCESSID> ] process
PROCESSID <1-65535>

ENABLE

) D 1
@)

# clear ip ospf 1 process

# clear ip ospf process
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3.11RIP
Routing Information Protocol (RIP)

3.11.1 router rip
RIP RIP RIP

no

[ no ] router rip

CONFIG

(1) RIP RIP

# configure terminal
(config)# router rip
(config-router)#

show ip rip, show running-config

3.11.2 network
RIP

no
1P

RIP

RIP
RIP

[ no ] network <ADDR/MASK> | ( vlan <VID> ) | loopback

ADDR/MASK
VID VLAN 1D

loopback
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RIP

(1) RIP 10.0.0.0/8

# configure terminal
(config)# router rip
(config-router)# network 10.0.0.0/8

(2) RIP VLAN ID 1

# configure terminal
(config)# router rip
(config-router)# network vlan 1

show ip rip, show running-config, show ip protocols rip, clear ip rip

3.11.3 timers

RIP <UPDATE>
<TIMEOUT>
<GARBAGE>
"show ip rip" RIP
RIP
RIP

timers basic <UPDATE> <TIMEOUT> <GARBAGE>
no timers basic

UPDATE <5-2147483647( )>
TIMEOUT <5-2147483647( )>
GARBAGE <5-2147483647( )>
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30C )

180( )
120( )
RIP
€y 90 240
180

# configure terminal
(config)# router rip
(config-router)# timers basic 90 240 180

show ip protocols rip, show running-config

3.11.4 version

RIP
no
RIPv1 RIPv2 RIPv2 RIP
RIPV1
RIP RIP
RIP
"ip rip receive version" "ip rip send version”
version 1 | 2
no version
1 RIPvV1
2 RIPvV2
2( RIPv2)
RIP
(1) RIP RIPV1
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# configure terminal
(config)# router rip
(config-router)# version 1

ip rip receive version, ip rip send version, show running-config, show ip protocols rip

3.11.51p rip send version
RIP
no
"version"
1-compatible RIPv2 RIPv1
RIPv2

ip rip send version 1 | 2 | 1 2 | 1-compatible
no ip rip send version [ 1 | 2 ] 1 2 | 1-compatible ]

1 RIPv1
2 RIPv2
12 RIPv1 RIPv2
1-compatible RIPv1
( )
IF-VLAN
(1) VLAN ID 1 RIPvV1 RIPv2

RIPv1

# configure terminal
(config)# interface vlan 1
(config-if)# ip rip send version 1 2

version, show running-config

3.11.6 ip rip receive version
RIP
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no
"version"

ip rip receive version 1 | 2 ] 12

no ip rip receive version [ 1 | 2] 12 ]

1 RIPV1
2 RIPv2
12 RIPV1
( )
IF-VLAN
(1) VLAN ID 1 RIPV1 RIPV2

RIPvV2

# configure terminal
(config)# interface vlan 1

(config-if)# ip rip receive version 1 2

version, show running-config

3.11.7 ip rip send-packet
RIP

[ no ] ip rip send-packet

IF-VLAN

(1) VLAN ID 1 RIP

no

# configure terminal
(config)# interface vlan 1
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|(config—if)# ip rip send-packet

ip rip receive-packet, show running-config

3.11.8 ip rip receive-packet
RIP

[ no ] ip rip receive-packet

IF-VLAN

(1) VLAN ID 1 RIP

no

# configure terminal
(config)# interface vlan 1

(config-if)# ip rip receive-packet

ip rip send-packet, show running-config

3.11.91p rip split-horizon

poisoned (
16(

ip rip split-horizon [ poisoned ]
no ip rip split-horizon
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poisoned

IF-VLAN

(1) VLAN ID 1

# configure terminal
(config)# interface vlan 1
(config-if)# ip rip split-horizon poisoned

show running-config

0 "ip rip split-horizon poisoned"
"ip rip split-horizon”(
"no ip rip split-horizon”(

3.11.10 ip rip block-port
VLAN RIP
RIP

ip rip block-port <PORTRANGE>
no ip rip block-port

PORTRANGE ( )
( )
IF-VLAN
(1) VLAN ID 1 13 /
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(2) VLAN ID 1 / RIP

# configure terminal

(config)# interface vlan 1
(config-if)# ip rip block-port 1,3
(config-if)# no ip rip block-port

show running-config

3.11.11 ip rip neighbor

RIP IP
no
[ no ] ip rip neighbor <ADDR>
ADDR IP
( )
IF-VLAN
(1) VLANID 1 10.0.0.1 RIPV2

RIPv2

# configure terminal
(config)# interface vlan 1
(config-if)# ip rip neighbor 10.0.0.1

show running-config

‘I]’ RIP

RIP

3.11.12 default-information originate
RIP no
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[ no ] default-information originate

RIP

(1 RIP

# configure terminal

(config)# router rip

(config-router)# default-information originate

show running-config

3.11.13 route
RIP no
1P ('show ip route™)

RIP ('show ip rip™)

[ no ] route <ADDR/MASK>
ADDR/MASK

RIP

(1) RIP  10.10.10.0/24

# configure terminal

(config)# router rip
(config-router)# route 10.10.10.0/24

show ip rip, show running-config, clear ip rip
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3.11.14 maximum-prefix
RIP no

<MAXPREFIX> 75 %

maximum-prefix <MAXPREFIX> [ <THRESHOLD> ]
no maximum-prefix [ <MAXPREFIX> [ <THRESHOLD> ] ]
MAXPREF I X RIP <1-65535>
THRESHOLD <1-100(%)>

RIP

(1) RIP 150

# configure terminal
(config)# router rip
(config-router)# maximum-prefix 150

show running-config, show ip protocols rip

3.11.15 passive-interface
no
RIP

[ no ] passive-interface ( vlan <VID> ) | loopback
VID VLAN ID <1-4094>
loopback
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RIP

(1) VLAN ID 1

# configure terminal
(config)# router rip
(config-router)# passive-interface vlan 1

neighbor, show ip rip, show running-config

3.11.16 neighbor
no

RIP
RIP "passive-interface”
[ no ] neighbor <ADDR>
ADDR IP
( )
RIP
(1) RIP IP 192.0.2.1

# configure terminal
(config)# router rip
(config-router)# neighbor 192.0.2.1

passive-interface, show running-config, show ip protocols rip
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3.11.17 offset-list

3.7 RIP
no

[ no ] offset-list <NUMBER> in | out <OFFSET> [ ( vlan <VID> ) | loopback ]
NUMBER 3.7 <1-199>
in RIP
out RIP
OFFSET <0-16>
VID VLAN ID <1-4094>
loopback

RIP

(1) VLANID 1 RIP 1 IP

# configure terminal
(config)# router rip
(config-router)# offset-list 1 in 5 vlan 1

access-list, show running-config

3.11.18 distribute-list
3.7 3.8 prefix-list RIP

no
VLAN

[ no ] distribute-list <NUMBER> | ( prefix <PREFIXLIST> ) in | out [ ( vlan <VID> ) ]
NUMBER <1-199>

PREFIXLIST <1-255( )>
* ASCII
° [l l]
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in RIP
out RIP
VID VLAN ID <1-4094>

RIP

() myfilter RIP

# configure terminal
(config)# router rip
(config-router)# distribute-list prefix myfilter in vlan 1

access-list, ip prefix-list, show running-config, show ip protocols rip

3.11.19 redistribute
no

metric
metric "default-metric"

route-map 3.14

[ no ] redistribute connected | static | ospf | bgp [ <METRIC> | [ <ROUTEMAP> ]
METRIC = metric <METRICVALUE>
ROUTEMAP = route-map <WORD>

METRICVALUE <0-16>

WORD <1-255( )>
« ASCII
* ["]

connected

static

ospf OSPF

bgp BGP
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RIP

() rtmapl RIP

# configure terminal
(config)# router rip
(config-router)# redistribute connected route-map rtmapl

route-map, show running-config

3.11.20 default-metric

"redistribute"

"redistribute" metric

[ no ] default-metric <METRIC>
no default-metric
METRIC <1-16>

RIP

(1) RIP  OSPF

10

no

# configure terminal
(config)# router rip
(config-router)# redistribute ospf
(config-router)# default-metric 10
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redistribute, show running-config, show ip protocols rip

3.11.21 distance
no

RIP

<RIP >

distance <DISTANCE>

no distance [ <DISTANCE> ]

< >
[ no ] distance <DISTANCE> <ADDR/MASK> [ <NUMBER> ]

no distance

DISTANCE <1-255>
ADDR/MASK
NUMBER <1-199>
120
RIP
(1) 10.0.0.0/8 RIP
10 8

# configure terminal
(config)# router rip
(config-router)# distance 8 10.0.0.0/8 10

access-list, show running-config, show ip protocols rip

o ("ip route" 3.10 OSPF) IPv4
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3.11.22 ip rip authentication mode
RIPv2
no

3.12 RIP

ip rip authentication mode md5 | text
no ip rip authentication mode [ md5 | text ]

md5 MD5
text
text( )
IF-VLAN
(1) VLAN ID 1 RIPv2 MD5

# configure terminal
(config)# interface vlan 1
(config-if)# ip rip authentication mode md5

ip rip authentication key-chain, show running-config

3.11.23 ip rip authentication string
RIPv2

no

3.12 RIP

ip rip authentication string <LINE>
no ip rip authentication string [ <LINE> ]
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LINE
* ASCII

IF-VLAN

(1) VLAN ID 1

<1-255( )>

guest RIPv2

# configure terminal
(config)# interface vlan 1
(config-if)# ip rip authentication string

guest

ip rip authentication mode, show running-config

‘[]' 255

16

3.11.24 ip rip authentication key-chain
RIPv2

<CHAINNAME> ("key"
lifetime" "send-lifetime" )

3.12 RIP
ip rip authentication key-chain <CHAINNAME>
no ip rip authentication key-chain [ <CHAINNAME

CHAINNAME <1-255(
* ASCII
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)
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IF-VLAN

(1) VLAN ID 1 mykey RIPV2

# configure terminal
(config)# interface vlan 1
(config-if)# ip rip authentication key-chain mykey

key, key chain, key-string, accept-lifetime, send-lifetime, show running-config

3.11.25 key chain

KEYCHAIN
3.12 RIP
CONFIG KEYCHAIN KEYCHAIN
no CONFIG
[ no ] key chain <CHAINNAME>
CHAINNAME <1-255( )>
o ASCII
( )
CONFIG, KEYCHAIN
() mychain KEYCHAIN
) mychain ( CONFIG )

no

# configure terminal

(config)# key chain mychain
(config-keychain)# no key chain mychain
(config)#
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key, key-string, accept-lifetime, send-lifetime, show running-config

3.11.26 key
/ KEYCHAINKEY
no
3.12 RIP
KEYCHAIN KEYCHAINKEY KEYCHAINKEY
no KEYCHAIN
[ no ] key <KEYID>
KEYID <0-2147483647>
KEYCHAIN, KEYCHAINKEY
(¢D) 1 KEYCHAINKEY
@) 1 ( KEYCHAIN )

# configure terminal

(config)# key chain mychain
(config-keychain)# key 1
(config-keychain-key)# no key 1
(config-keychain)#

key chain, key-string, accept-lifetime, send-lifetime, show running-config

3.11.27 key-string
no

3.12 RIP
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[ no ] key-string <LINE>

LINE <1-255(  )>
. ASCII

KEYCHAINKEY

D) mychain 1 prime
# configure terminal

(config)# key chain mychain

(config-keychain)# key 1

(config-keychain-key)# key-string prime

key, key chain, accept-lifetime, send-lifetime, show running-config

‘I]’ 255

16

3.11.28 accept-lifetime

no

3.12 RIP

accept-lifetime <START> <END>
no accept-lifetime
START = <HH:MM:SS> ( <DAY> <MONTH> ) | ( <MONTH> <DAY> ) <YEAR>

END = ( <HH:MM:SS> ( <DAY> <MONTH> <YEAR> ) | ( <MONTH> <DAY> <YEAR> ) ) | ( duration
<DTIME> ) | infinite

HH:MM:SS ( )
DAY <1-31>
MONTH
. 3 ( Jan Feb August )
YEAR <1993-2035>
DTIME <1-2147483646>
infinite
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KEYCHAINKEY

@

2006

# configure terminal

(config)# key chain mychain

(config-keychain)# key 1

(config-keychain-key)# accept-lifetime 03:03:01 dec 3 2004 04:04:02 oct 6

key, key-string, key chain, send-lifetime, show running-config

3.11.29 send-lifetime

send-lifetime <START> <END>
no send-lifetime

no

3.12 RIP

START = <HH:MM:SS> ( <DAY> <MONTH> ) | ( <MONTH> <DAY> ) <YEAR>
END = ( <HH:MM:SS> ( <DAY> <MONTH> <YEAR> ) | ( <MONTH> <DAY> <YEAR> ) ) | ( duration

<DTIME> ) | infinite

HH:MM:SS
DAY
MONTH

YEAR
DTIME
infinite

<1-31>
3 ( Jan Feb Aug )

<1993-2035>
<1-2147483646>
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KEYCHAINKEY

D) mychain 1

# configure terminal

(config)# key chain mychain

(config-keychain)# key 1

(config-keychain-key)# send-lifetime 03:03:01 dec 3 2004 04:04:02 oct 6 2006

key, key-string, key chain, accept-lifetime, show running-config

3.11.30 show ip protocols
(BGP  OSPF RIP)

rip RIP
(BGP OSPF RIP) BGP
3.13.47 "show ip protocols™ OSPF 3.10.53 "show ip protocols"

show ip protocols [ bgp | ospf | rip ]

VIEW, ENABLE

(1) RIP
# show ip protocols rip

Routing Protocol is "rip"
Sending updates every 30 seconds with +/-50%, next due in 12 seconds
Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update access-list for all interface is not set
Incoming update access-list for all interface is not set
Default redistribution metric is 1
Redistributing: connected static
Default version control: send version 2, receive version 2

Interface Send Recv Key-chain
vlan 2 2 2
Routing for Networks:
10.10.0.0/24
Routing Information Sources:
Gateway BadPackets BadRoutes Distance Last Update
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Distance: (default is 120)

3.11.31 show ip rip
RIP

show ip rip

VIEW, ENABLE

(€D) RIP
# show ip rip
total : 5
Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel,
C - Connected, S - Static, O - OSPF, B - BGP
Network Next Hop Metric From If Time
Rc 20.0.0.0/24 1 vlan 20
Rc 30.0.0.0/24 1 vlan 30
R 40.0.0.0/24 30.0.0.3 2 30.0.0.3 vlan 30 02:51
Rc 100.0.0.0/24 1 vlan 100
R 192.168.10.0/24 20.0.0.2 2 20.0.0.2 vlan 20 02:33

3.11.32 show ip rip interface
RIP

show ip rip interface [ (vlan <VID>) | loopback ]
VID VLAN 1D
loopback

165/258




VIEW, ENABLE

(1) RIP

# show ip rip interface
loopback is up, line protocol is up
RIP is not enabled on this interface
vlan 1 is up, line protocol is up
RIP is not enabled on this interface
vlan 2 is down, line protocol is down
RIP is not enabled on this interface
vlan 3 is up, line protocol is up
Routing Protocol: RIP
Receive RIP packets
Send RIP packets
Passive interface: Disabled
Split horizon: Enabled with Poisoned Reversed
IP interface address:
10.0.0.1/24

3.11.33 show tech-support rip

RIP

system-dump

3-5

RIP

3-5

show
show
show
show
show
show
show

system

version

ip route

ip route cache
ip rip

ip rip interface
ip protocols rip

show tech-support rip [ system-dump ]

system-dump




ENABLE

0 system-dump

3.11.34 clear ip rip route

RIP
"redistribute” RIP
"no redistribute”
metric 16

clear ip rip route <ADDR/MASK> | all | bgp | connected | rip | ospf | static
ADDR/MASK
all RIP
bgp BGP
connected
rip RIP
ospf OSPF
static

ENABLE

(1) RIP 10.0.0.0/8
(2) RIP OSPF

# clear ip rip route 10.0.0.0/8
# clear ip rip route ospf
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3.12RIP

RIPV2 MD5
( ) ( )
3.12.1
RIPV2
@
IF-VLAN <1-16>
ip rip authentication string <LINE>
(<LINE> )
@
IF-VLAN MD5
ip rip authentication mode md5 | text
(1) VLIAN ID 1 mykey MD5
# configure terminal
(config)# interface vlan 1
(config-if)# ip rip authentication string mykey
(config-if)# ip rip authentication mode md5
3.12.2
RIPV2
@
CONFIG
key chain <CHAINNAME>
(<CHAINNAME> ( ) )
@
KEYCHAIN
key <KEYID>
(<KEYID> <0-2147483647>)
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®
KEYCHAINKEY

key-string <LINE>
(<LINE> )

C))

KEYCHAINKEY

accept-lifetime <START> <END>
(<START> <END> )

send-lifetime <START> <END>
(<START> <END> )

®
IF-VLAN

ip rip authentication key-chain <CHAINNAME>
(<CHAINNANE> ( ) )

(©)
IF-VLAN MD5

ip rip authentication mode md5 | text

(€D) yourpass yourchain 1 VLAN
ID 1 MD5

# configure terminal

(config)# key chain yourchain

(config-keychain)# key 1

(config-keychain-key)# key-string yourpass

(config-keychain-key)# accept-lifetime 10:00:00 Oct 08 2002 duration 43200

(config-keychain-key)# send-lifetime 10:00:00 Oct 8 2002 duration 43200

(config-keychain-key)# exit

(config-keychain)# exit

(config)# interface vlan 1

(config-if)# ip rip authentication key-chain yourchain

(config-i1f)# ip rip authentication mode md5

(config-if)# exit
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3.13 BGP
BGP

0

0 BGP  Apresia3424 /5428GT

0 BGP (ECMP)

3.13.1 aggregate-address
no

"aggregate-address" BGP
BGP
"summary-only"
ROUTER1 172.0.0.0

172.10.0.0
ROUTER1

(config-router)# aggregate-address 172.0.0.0/8 summary-only
as-set

as-set AS
AS
as-set ROUTER1

as-set ROUTER2 172.0.0.0

AS100  AS200 as-set

ROUTER2  172.0.0.0 AS300

ROUTER2 2 AS

ROUTER1
(config)# router bgp 300
(config-router)# neighbor 192.0.2.2 remote-as 100
(config-router)# neighbor 192.0.2.3 remote-as 200
(config-router)# aggregate-address 172.0.0.0/8 summary-only as-set

[ no ] aggregate-address <ADDR/M> [ summary-only | as-set ]
ADDR/M IP /
summary-only
as-set
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BGP

(1) router bgp 300
(2) aggregate-address 10.0.0.0/8

as-set summary-only

# configure terminal
(config)# router bgp 300

(config-router)# aggregate-address 10.0.0.0/8 as-set summary-only

show running-config

3.13.2 bgp always-compare-med

(AS) Multi_Exit _Discriminator
(MED ) no
MED BGP MED Weight
Local_Preference As Path Origin
MED
"bgp always-compare-med" AS MED
MED
MED
always-compare-med  enabled BGP table
Routel as-path 400, med 300
Route2 as-path 200, med 200
Route3 as-path 400, med 250
Routel Route2 Route2 MED
Route2  Route3 Route?2 "bgp
always-compare-med" disabled Routel Route2 AS MED
Routel Route3 MED

Route3

"bgp deterministic-med"

"bgp deterministic-med"

"bgp always-compare-med"
"bgp always-compare-med"

[ no ] bgp always-compare-med

MED

AS BGP
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BGP

(1) router bgp 100

(2) bgp always-compare-med

# configure terminal

(config)# router bgp 100
(config-router)# bgp always-compare-med

bgp bestpath med, bgp bestpath as-path ignore, bgp bestpath compare-routerid,
bgp deterministic-med, show running-config

3.13.3 bgp bestpath as-path ignore
As Path

no

[ no ] bgp bestpath as-path ignore

BGP

(1) router bgp 100

(2) bgp bestpath as-path ignore

# configure terminal

(config)# router bgp 100

(config-router)# bgp bestpath as-path ignore

bgp always-compare-med, bgp bestpath med, bgp bestpath compare-routerid, show running-
config
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3.13.4 bgp bestpath compare-routerid
eBGP ID no

BGP ID
ID "bgp bestpath
compare-routerid" ID
ID IP (
) ID "bgp router-id"

[ no ] bgp bestpath compare-routerid

BGP

(1) router bgp 100

@) ID

# configure terminal

(config)# router bgp 100

(config-router)# bgp bestpath compare-routerid

show ip bgp, show ip bgp neighbors, show running-config

3.13.5 bgp bestpath med

MED no
MED 2 confed missing-as-worst confed
MED AS( AS)
AS MED

BGP table

Pathl = 65000 65004, med = 4

Path2 = 65001 65004, med = 2

Path3 = 65002 1, med = 1

3 MED MED 1 2

missing-as-worst MED MED
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missing-as-worst disable MED
MED 0

bgp bestpath med confed | missing-as-worst
confed MED
missing-as-worst  MED

MED 0

BGP

(1) router bgp 100

(2) MED

# configure terminal

(config)# router bgp 100

(config-router)# bgp bestpath med missing-as-worst

bgp always-compare-med, bgp bestpath as-path, bgp deterministic-med, show running-config

3.13.6 bgp cluster-id
BGP 1 ID
ID no

ID "bgp cluster-id"
4 ID
2 ID5
(config)# router bgp 200
(config-router)# neighbor 192.0.2.
(config-router)# neighbor 192.0.2.
(config-router)# neighbor 192.0.2.

2.2 remote-as 200

2

2
(config-router)# neighbor 192.0.2.

2

2

5

remote-as 200
route-reflector-client
remote-as 200
route-reflector-client
remote-as 200

(config-router)# neighbor 192.0.2.
(config-router)# neighbor 192.0.2.
(config-router)# bgp cluster-id

> 01 O W W N

174/258



[ no ] bgp cluster-id <CLUSTERID>
CLUSTERID ID
< IP 32 <1-4294967295>

BGP

(1) router bgp 100
(@) ID 192.0.2.1

# configure terminal
(config)# router bgp 100
(config-router)# bgp cluster-id 192.0.2.1

neighbor route-reflector-client, show ip bgp, show running-config

3.13.7 bgp default local-preference

no

"bgp default local-preference”

[ no ] bgp default local-preference <PREF_VALUE>
PREF_VALUE <0-4294967295>

100

BGP

(1) router bgp 100
@) 2345555

|# configure terminal

175/258



(config)# router bgp 100

(config-router)# bgp default local-preference 2345555

show running-config

0

"clear ip bgp *"

3.13.8 bgp deterministic-med

Multi Exit Discriminator(MED) (AS)
no
MED BGP MED weight local _Preference
As Path origin
AS "bgp deterministic-med"
enable enable prefix
MED
"bgp deterministic-med" AS
MED AS MED
"bgp always-compare-med"
"bgp deterministic-med" AS
BGP table
Routel as-path 200, med 300, internal
Route2 as-path 400, med 200, internal
Route3 as-path 400, med 250, external
BGP  Routel AS Route2  Route3 2
Routel  AS200
AS400 MED Route2
Routel Route2
2 AS MED BGP
BGP Route3 "bgp always-compare-
med"* enabled

"bgp always-compare-med"

[ no ] bgp deterministic-med
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BGP

(1) router bgp 100
(2) bgp deterministic-med

# configure terminal
(config)# router bgp 100
(config-router)# bgp deterministic-med

bgp always-compare-med, show ip bgp, show ip bgp neighbors, show running-config

3.13.9 bgp enforce-first-as
BGP AS no
"bgp enforce-first-as” AS_PATH
AS

BGP

[ no ] bgp enforce-first-as

BGP

(1) router bgp 100
(2) bgp enforce-first-as

# configure terminal
(config)# router bgp 100
(config-router)# bgp enforce-first-as

show running-config
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3.13.10 bgp log-neighbor-changes
"debug bgp"
no

[ no ] bgp log-neighbor-changes

BGP

@

%Protocol-Severity-Events:Message
-text

%BGP-5-ADJCHANGE :neighbor 10.0.0.1 Down Interface fla

bgp log-neighbor-changes
BGP Notification Received
Erroneous BGP Update Received
User reset request
Peer time-out
Peer Closing down the session
Interface flap
Router ID changed
Neighbor deleted
Member added to peer group
Administrative shutdown
Remote AS changed
RR client configuration modification
Soft reconfiguration modification

show running-config

0 "terminal monitor"

"debug bgp"("'debug bgp fsm™ *debug bgp events™)
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"debug"

0 syslog

"terminal monitor"
TELNET/SSH

3.13.11 bgp rfcl771-path-select

RFC 1771 no
[ no ] bgp rfcl771-path-select
( )
CONFIG
(1) router bgp 100
(2) bgp rfcl771-path-select
# configure terminal
(config)# bgp rfcl771-path-select
show running-config
3.13.12 bgp router-id
ID no "bgp router-
id" BGP ID ID

[ no ] bgp router-id <ROUTERID>
ROUTERID ID
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BGP

(1) router bgp 100

(@) ID 192.0.2.1

# configure terminal

(config)# router bgp 100
(config-router)# bgp router-id 192.0.2.1

show running-config

o BGP ID BGP

3.13.13 ip as-path access-list
(AS) no

AS
permit deny "ip as-path access-
list" BGP

[ no ] ip as-path access-list <LISTNAME> deny | permit <LINE>
LISTNAME AS
deny
permit
LINE AS

CONFIG

(1) mylist AS "65535%
|# configure terminal
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| (config)# ip as-path access-list mylist deny "65535%

show running-config

3.13.14 ip community-list

no
BGP

32

[ no ] ip community-list <LISTNAME> deny | permit <COMMUNITY>
COMMUNITY = <AS:VAL> | internet | local-as | no-advertise | no-export
LISTNAME
deny
permit
AS:VAL

AS 16 VAL
16
internet
local-as BGP
no-advertise BGP
no-export

CONFIG

D) mylist 7675:80 7675:90

# configure terminal
(config)# ip community-list mylist permit 7675:80 7675:90

show running-config
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3.13.15 neighbor advertisement-interval
BGP no

BGP

[ no ] neighbor <NEIGHBORID> advertisement-interval <TIME>
NEIGHBORID = <ADDR> | <TAG>

ADDR BGP IP
TAG
. "neighbor peer-group (creating a peer-
group)" "neighbor remote-as"
o TAG
TIME <1-600( )>
( )

BGP

(1) router bgp 10

2 groupl 45

# configure terminal

(config)# router bgp 10

(config-router)# neighbor groupl advertisement-interval 45

show running-config

0 <TIME> 15 redistribute
BGP 15

3.13.16 neighbor default-originate
BGP 0.0.0.0
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no
"neighbor default-originate”

[ no ] neighbor <NEIGHBORID> default-originate [ <ROUTEMAP> ]
NEIGHBORID = <ADDR> | <TAG>

ROUTEMAP = route-map <WORD>

ADDR BGP IP
TAG
. "neighbor peer-group (creating a peer-
group)" "neighbor remote-as"
o TAG
WORD
( )

BGP

(1) router bgp 10

2 10.0.0.1 myroute
# configure terminal

(config)# router bgp 10

(config-router)# neighbor 10.0.0.1 default-originate route-map myroute

show running-config

3.13.17 neighbor description

no

[ no ] neighbor <NEIGHBORID> description <.LINE>
NEIGHBORID = <ADDR> | <TAG>

ADDR BGP IP
TAG
. "neighbor peer-group (creating a peer-
group)" "neighbor remote-as"
* TAG
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.LINE 80

BGP

(1) router bgp 100
2 groupl

# configure terminal
(config)# router bgp 100
(config-router)# neighbor groupl description Back up router

show running-config

3.13.18 neighbor ebgp-multihop
BGP(eBGP) BGP
no

[ no ] neighbor <NEIGHBORID> ebgp-multihop [ <COUNT> ]
NEIGHBORID = <IPADDR> | <TAG>

IPADDR BGP IP

TAG
. "neighbor peer-group (creating a peer-

group)" "neighbor remote-as"

* TAG

COUNT <1-255>
. 255

( )

BGP
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(1) router bgp 100
2 groupl remote-as 20
€)) groupl ebgp-multihop 5

# configure terminal

(config)# router bgp 100

(config-router)# neighbor groupl remote-as 20
(config-router)# neighbor groupl ebgp-multihop 5

show running-config

3.13.19 neighbor maximum-prefix
prefix no

warning-only prefix
"clear ip bgp command™

neighbor <NEIGHBORID> maximum-prefix <mAXIMUM

no neighbor <NEIGHBORID> maximum-prefix

NEIGHBORID = <ADDR> | <TAG>

MAXIMUM = <MAXPREFIX> [ <THRESHOLD> ] [ warning-only ]

ADDR BGP IP
TAG
. "neighbor peer-group (creating a
peer-group)" "neighbor remote-as"
o TAG
MAXPREFIX prefix <1-4294967295>
THRESHOLD 1-100 % threshold <1-100>

warning-only

BGP, ADDRESSFAMILY
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(1) router bgp 100
2 groupl maximum-prefix 1244 warning-only

# configure terminal
(config)# router bgp 100
(config-router)# neighbor groupl maximum-prefix 1244 warning-only

show running-config

3.13.20 neighbor next-hop-self
BGP
no
BGP iBGP

[ no ] neighbor <NEIGHBORID> next-hop-self
NEIGHBORID = <ADDR> | <TAG>

ADDR BGP IP
TAG
. "neighbor peer-group (creating a peer-
group)" "neighbor remote-as"
* TAG
( )

BGP, ADDRESSFAMILY

(1) router bgp 100

2 groupl remote-as 20

€)) groupl next-hop-self

# configure terminal

(config)# router bgp 10

(config-router)# neighbor groupl remote-as 20
(config-router)# neighbor groupl next-hop-self
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show running-config

3.13.21 neighbor peer-group (adding a neighbor)

no

3.13.22 "neighbor peer-group"

[ no ] neighbor <ADDR> peer-group <TAG>
ADDR BGP IP
TAG

BGP

(1) router bgp 10
(2) groupl 10.0.0.1

# configure terminal

(config)# router bgp 10

(config-router)# neighbor groupl peer-group
(config-router)# neighbor 10.0.0.1 peer-group groupl

neighbor peer-group (creating a peer-group), show running-config

L

3.13.22 neighbor peer-group (creating a peer-group)
no

"neighbor peer-group™”
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[ no ] neighbor <TAG> peer-group
TAG

BGP

(1) router bgp 10
2 groupl

# configure terminal
(config)# router bgp 10
(config-router)# neighbor groupl peer-group

neighbor peer-group (adding a neighbor), show running-config

0

3.13.23 neighbor prefix-list

BGP
no
prefix
prefix
prefix
( 1)

[ no ] neighbor <NEIGHBORID> prefix-list <LISTNAME> in | out
NEIGHBORID = <ADDR> | <TAG>

ADDR IP

TAG

. "neighbor peer-group (creating a peer-
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group)"

LISTNAME
in
out

BGP, ADDRESSFAMILY

(1) router bgp 100
(2) prefix-list listl deny 30.0.0.0/24
(©)) groupl listl

# configure terminal

(config)# ip prefix-list listl deny 30.0.0.0/24
(config)# router bgp 100

(config-router)# neighbor groupl prefix-list listl in

ip prefix-list, show running-config

3.13.24 neighbor remote-as
(iBGP) (eBGP)TCP

"neighbor remote-as" iBGP eBGP
10 11

[ no ] neighbor <NEIGHBORID> remote-as <ASNUM>
NEIGHBORID = <ADDR> | <TAG>

ADDR IP
TAG
. "neighbor peer-group (creating a peer-
group)"
ASNUM (AS) <1-65535>

189/258



BGP

(1) router bgp 11

@

groupl remote-as 345

# configure terminal
(config)# router bgp 11
(config-router)# neighbor groupl remote-as 345

show running-config

0 4byte AS

3.13.25 neighbor remove-private-as

AS

AS 64512 65535 AS
BGP
AS AS
AS

[ no ] neighbor <NEIGHBORID> remove-private-AS
NEIGHBORID = <ADDR> | <TAG>

BGP

ADDR BGP IP
TAG
. "neighbor peer-group (creating a peer-
group)" "neighbor remote-as"
o TAG
)
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(1) router bgp 10
2 groupl AS

# configure terminal
(config)# router bgp 10
(config-router)# neighbor groupl remove-private-AS

show running-config

3.13.26 neighbor route-map

no
"neighbor route-map"
[ no ] neighbor <NEIGHBORID> route-map <MAPNAME> in | out
NEIGHBORID = <ADDR> | <TAG>
ADDR BGP IP
TAG
. "neighbor peer-group (creating a peer-
group)” "neighbor remote-as"
o TAG
MAPNAME
in BGP
out BGP
( )
BGP
(1) route-map rmap2 permit 6

(2) match origin  incomplete
(3) set metric 100
(4) CONFIG
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(5) router bgp 100
(6) neighbor groupl route-map rmap2 in

# configure terminal

(config)# route-map rmap2 permit 6
(config-route-map)# match origin incomplete
(config-route-map)# set metric 100
(config-route-map)# exit

(config)# router bgp 100

(config-router)# neighbor groupl route-map rmap2 in

show running-config

3.13.27 neighbor route-reflector-client

BGP
no

AS iBGP

AS iBGP "neighbor route-reflector-client”

AS
iBGP
Routerl 192.0.2.3 192.0.2.2
192.0.2.6

ROUTER1(config)# router bgp 100

ROUTER1(config-router)# neighbor 192.0.2.3 remote-as 200
ROUTER1(config-router)# neighbor 192.0.2.3 route-reflector-client
ROUTER1(config-router)# neighbor 192.0.2.2 remote-as 200
ROUTER1(config-router)# neighbor 192.0.2.2 route-reflector-client
ROUTER1(config-router)# neighbor 192.0.2.6 remote-as 200

[ no ] neighbor <NEIGHBORID> route-reflector-client
NEIGHBORID = <ADDR> | <TAG>

ADDR BGP IP
TAG
. "neighbor peer-group (creating a peer-
group)" "neighbor remote-as"
* TAG
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BGP, ADDRESSFAMILY

(1) router bgp 10
(@) 10.0.0.1

# configure terminal
(config)# router bgp 10
(config-router)# neighbor 10.0.0.1 route-reflector-client

show running-config

3.13.28 neighbor send-community
BGP

no extended extended
no no extended

no

[ no ] neighbor <NEIGHBORID> send-community both | extended | standard
NEIGHBORID = <ADDR> | <TAG>

ADDR BGP IP
TAG
. "neighbor peer-group (creating a peer-
group)"” "neighbor remote-as"
o TAG
both
extended
standard
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BGP

(1) router bgp 100

(@) 10.0.0.1

# configure terminal

(config)# router bgp 100

(config-router)# neighbor 10.0.0.1 send-community extended

show running-config

3.13.29 neighbor shutdown

no "neighbor shutdown™
[ no ] neighbor <NEIGHBORID> shutdown
NEIGHBORID = <ADDR> | <TAG>
ADDR BGP 1P
TAG
. "neighbor peer-group (creating a peer-
group)™ "neighbor remote-as™
o TAG
( )

BGP

(1) router bgp 100

) 10.0.0.1

# configure terminal

(config)# router bgp 100

(config-router)# neighbor 10.0.0.1 shutdown
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show running-config

3.13.30 neighbor soft-reconfiguration inbound
no

(route refresh capability)
( )

[ no ] neighbor <NEIGHBORID> soft-reconfiguration inbound
NEIGHBORID = <ADDR> | <TAG>

ADDR BGP IP
TAG
. "neighbor peer-group (creating a peer-
group)" "neighbor remote-as"
* TAG
( )

BGP, ADDRESSFAMILY

(1) router bgp 100

(@) groupl

# configure terminal

(config)# router bgp 100

(config-router)# neighbor groupl soft-reconfiguration inbound

show running-config

3.13.31 neighbor update-source
TCP BGP(iBGP)
no
"neighbor update-source™ TCP
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TCP 1P

[ no ] neighbor <NEIGHBORID> update-source <IFNAME>
NEIGHBORID = <ADDR> | <TAG>

ADDR BGP IP
TAG
. "neighbor peer-group (creating a peer-
group)" "neighbor remote-as"
o TAG
IFNAME
( )

BGP

(1) router bgp 100
2 10.0.0.1 TCP

# configure terminal
(config)# router bgp 100
(config-router)# neighbor 10.0.0.1 update-source myif

show running-config

3.13.32 neighbor weight

[ no ] neighbor <NEIGHBORID> weight <WEIGHT>
NEIGHBORID = <ADDR> | <TAG>
ADDR BGP IP
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TAG

. "neighbor peer-group (creating a peer-
group)" "neighbor remote-as"
o TAG

WEIGHT <0-65535>

BGP

(1) router bgp 100
(@) 10.0.0.1 weight 60

# configure terminal
(config)# router bgp 100
(config-router)# neighbor 10.0.0.1 weight 60

show running-config

3.13.33 network route-map

BGP BGP backdoor backdoor
no

[ no ] network <ADDR/M> route-map <WORD> [ backdoor ]

ADDR/M
WORD
backdoor backdoor
( )
BGP
(1) route-map AEOS permit 10

(2) set metric 100
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(3) CONFIG
(4) router bgp 100
(5) network 10.0.0.1/24 route-map AEQS

# configure terminal

(config)# route-map AEOS permit 10
(config-route-map)# set metric 100
(config-route-map)# exit

(config)# router bgp 100

(config-router)# network 10.0.0.1/24 route-map AEQS

neighbor route-map, show running-config

3.13.34 network synchronization
network
BGP
no

[ no ] network synchronization

BGP

(1) router bgp 11
(2) network synchronization

# configure terminal
(config)# router bgp 11
(config-router)# network synchronization

show running-config

3.13.35 no synchronization
IGP
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(AS) BGP

no synchronization

IGP

BGP

(1) router bgp 100
(2) synchronization

# configure terminal
(config)# router bgp 100
(config-router)# no synchronization

0 "router bgp <ASN>"

3.13.36 redistribute
1
no
BGP

redistribute <ROUTES> [ <MAPNAME> ]

no redistribute <ROUTES> [ route-map [ <WORD> ] ]
ROUTES = ospf | rip | connected | static
MAPNAME = route-map <WORD>

ospf OSPF
rip RIP
connected
static
WORD

( )
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BGP

(1) route-map rmapl
(2) match origin
(3) set metric 100
(4) CONFIG

(5) router bgp 12

(6) redistribute ospf route-map rmapl

permit 1
incomplete

# configure terminal

(config)# route-map rmapl permit 1
(config-route-map)# match origin incomplete
(config-route-map)# set metric 100
(config-route-map)# exit
(config)# router bgp 12

(config-router)# redistribute ospf route-map rmapl

show running-config

0

3.13.37 router bgp
BGP
no

[ no ] router bgp <ASN>
ASN

CONFIG

(1) BGP

100

BGP

(AS)

BGP

BGP

<1-65535>

| # configure terminal
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(config)# router bgp 100
(config-router)#

show running-config

3.13.38 timers
BGP
no
"timers"

timers bgp <KEEPALIVE> <HOLDTIME>
no timers bgp [ <KEEPALIVE> <HOLDTIME> ]

KEEPALIVE <0-65535>
. 60
HOLDTIME
<0-65535>
. 180
KEEPALIVE 60( )
HOLDT IME 180( )

BGP

(1) router bgp 100
(2) timers bgp 40 120

# configure terminal
(config)# router bgp 100
(config-router)# timers bgp 40 120

show running-config
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3.13.39 show debugging bgp
BGP

show debugging bgp

ENABLE

(1) BGP

# show debugging bgp

BGP debugging status:
BGP debugging is on
BGP events debugging is on
BGP updates debugging is on
BGP fsm debugging is on

3.13.40 show ip bgp
BGP

show ip bgp [ <IPADDR/MASK> ]

1PADDR 1P
MASK

ENABLE

(1) BGP 10.10.10.50

# show ip bgp 10.10.10.50
BGP routing table entry for 10.10.10.0/24
Paths: (2 available,best #2, table Default-1P-Routing-Table)
Advertised to non peer-group peers:
10.10.10.50
50
10.10.10.50 from 10.10.10.50 (10.10.11.50)
Origin IGP, localpref 100, valid, external
Last update: Tue Jul 23 17:56:36 2002
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Local
0.0.0.0 from 0.0.0.0 (10.10.11.10)

Origin IGP, localpref 100, weight 32768, valid, sourced, local,best
Last update: Tue Jul 23 17:36:52 2002

3.13.41 show ip bgp attribute-info

show ip bgp attribute-info

ENABLE

€y

# show ip bgp attribute-info
attr[1] nexthop 0.0.0.0
attr[1] nexthop 10.10.10.10
attr[1] nexthop 10.10.10.50

3.13.42 show ip bgp cidr-only

show ip bgp cidr-only

ENABLE

@

# show ip bgp cidr-only
BGP table version is 0, local router ID is 10.10.10.50
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Status codes: s suppressed, d damped, h history, p stale,* valid, >best,i-
internal
Origin codes:i - IGP,e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>3.3.3.0/24 10.10.10.10 0111
*>6.6.6.0/24 0.0.0.0 32768 i

Total number of prefixes 2

3.13.43 show ip bgp community

show ip bgp community <7YPE [ exact-match ]
TYPE = <AAINN> | local-AS | no-advertise | no-export

AA:NN

local-AS AS (well-known community)
no-advertise (well-known community)
no-export AS (well-known community)

exact-match

ENABLE

(€)) 10:23
|# show ip bgp community 10:23 exact-match

3.13.44 show ip bgp neighbors
TCP  BGP

show ip bgp neighbors <ADDR> [ advertised-routes | <RECEIVED> | received-routes | routes ]
RECEIVED = received prefix-filter
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ADDR 1P

advertised-routes

received ( )
prefix-filter

received-routes

"neighbor soft-reconfiguration
inbound” (3.13.30 )
routes

ENABLE

) 10.10.10.50

# show ip bgp neighbors 10.10.10.50 routes
BGP table version is 0, local router ID is 10.10.10.10.
Status codes: s suppressed, d damped, h history, p stale, * valid,>best, i -

internal
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 6.6.6.0/24 10.10.10.50 012 i

Total number of prefixes 1

3.13.45 show ip bgp route-map

show ip bgp route-map <WORD>
WORD

ENABLE

(1) map2

# show ip bgp route-map map2
BGP table version is 46, local router ID is 100.0.0.2
Status codes: s suppressed, d damped, h history, * valid, > best, i -
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internal,
S Stale
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 100.0.0.0 100.0.0.1 0 100 i
*> 0.0.0.0 32768 i
*> 120.0.0.0 100.0.0.1 0 100 i
*> 122.0.0.0 0.0.0.0 32768 i
*> 130.0.0.0/8 100.0.0.1 0 100 i
*> 132.0.0.0/8 0.0.0.0 32768 i

Total number of prefixes 5

3.13.46 show ip bgp summary
BGP

show ip bgp summary

ENABLE

(1) BGP

# show ip bgp summary

BGP router identifier 100.10.1.1, local AS number 100
BGP table version is 3

2 BGP AS-PATH entries

0 BGP community entries

Neighbor v AS MsgRcvd MsgSent  ThIVer 1InQ OutQ Up/Down
State/PfxRcd
10.1.0.2 4 200 4 4 3 0 0 00:02:25

1
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3.13.47 show ip protocols
(BGP OSPF RIP)

bgp BGP
(BGP  OSPF RIP) (OSPF
3.10.53 "show 1ip protocols” RIP 3.11.30 "show 1ip
protocols" )

show ip protocols [ bgp | ospf | rip ]

ENABLE

(1) BGP
# show ip protocols bgp
Routing Protocol is "bgp 2"
IGP synchronization is disabled
Automatic route summarization is disabled
Default local-preference applied to incoming route is 100
Redistributing: connected, static

Neighbor(s):

Address AddressFamily Filtln FiltOut Distln DistOut
RouteMapln

RouteMapOut Weight

192.168.0.1 unicast

3.13.48 clear ip bgp *
BGP

clear ip bgp * <SOFT>
clear ip bgp
SOFT = soft [ in | out ]
* BGP
in
out
SOFT
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ENABLE

D) BGP

|# clear ip bgp *

3.13.49 clear ip bgp A.B.C.D
IP BGP

clear ip bgp <ADDR> <SOFT>
clear ip bgp <ADDR>
SOFT = soft [ in | out ]
ADDR BGP IP
in
out
SOFT

ENABLE

(1) 10.10.0.12

| # clear ip bgp 10.10.0.12 soft

3.13.50 clear ip bgp peer-group
BGP

clear ip bgp peer-group <WORD> [ in | out | <SOF7> ]
SOFT = soft [ in | out ]

WORD

in

out

SOFT
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ENABLE

(1) Peerl

|# clear ip bgp peer-group Peerl soft
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3.14

1
"match"
"set"
0 BGP Apresia3424 /5428GT
3.14.1 route-map
ROUTEMAP no

route-map <MAPNAME> deny | permit <SEQVALUE>
no route-map <MAPNAME> [ deny | permit <SEQVALUE> ]

MAPNAME <1-255( )>
o ASCII
° [l l]
SEQVALUE <1-65535>
deny
permit
( )
CONFIG
D) myroute permit 3 ROUTEMAP

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)#

redistribute, default-information, show route-map, show running-config
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0 BGP Apresia3424 /5428GT

3.14.2 match interface

no

match interface ( vlan <VID> ) | loopback
no match interface [ ( vlan <VID> ) | loopback ]

VID VLAN 1D <1-4094>
loopback
( )
ROUTEMAP
() myroute permit 3
) VLAN 1

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# match interface vlan 1

match route-type external, show route-map, show running-config

o RIP OSPF

RIP OSPF
)
3.14.3 match ip address
IP 3.7
no
IP "route-map permit/deny"
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match ip address <NUMBER>
no match ip address [ <NUMBER> ]

NUMBER <1-199>
( )
ROUTEMAP
(D) myroute permit 3
@) 10 IP

1P

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# match ip address 10

show route-map, show running-config

0 RIP OSPF

0 "no match ip address™ "match ip address prefix-list”

3.14.4 match ip address prefix-list
IP 3.8 prefix-list
no

IP "route-map permit/deny"”

match ip address prefix-list <WORD>
no match ip address prefix-list [ <WORD> ]
WORD <1-255( )>
o ASCII

- ["]
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ROUTEMAP
() myroute permit 3
(@) List IP

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# match ip address prefix-list List

show route-map, show running-config

‘[]' RIP

3.14_.5match ip next-hop

3.7
no
"route-map permit/deny"
match ip next-hop <NUMBER>
no match ip next-hop [ <NUMBER> ]
NUMBER <1-199>
( )
ROUTEMAP
(Y myroute permit 3
@) 10

# configure terminal

(config)# route-map myroute permit 3
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|(config—route—map)# match ip next-hop 10

show route-map, show running-config

o RIP OSPF

o "no match 1p next-hop" "match ip next-hop prefix-list”

3.14.6 match ip next-hop prefix-list

3.8 prefix-list
no

"route-map permit/deny"

match i1p next-hop prefix-list <WORD>
no match ip next-hop prefix-list [ <WORD> ]

WORD <1-255( )>
» ASCII
° [l l]
( )
ROUTEMAP
D) myroute permit 3
@) Listl

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# match ip next-hop prefix-list Listl

show route-map, show running-config

214/258



‘[]' RIP

3.14.7 match metric

"route-map permit/deny"

match metric <METRICVALUE>
no match metric [ <METRICVALUE> ]
METRICVALUE
* OSPF  <0-16777215>
« RIP <1-16>

ROUTEMAP

(¢H) myroute permit 3
(@) 100

no

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# match metric 100

match route-type external, show route-map, show running-config

o BGP RIP OSPF

3.14.8 match route-type external

no
OSPF  AS LSA(LSA 5) NSSA LSA(LSA
1 2 type-1
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1 type-2 2
"route-map permit/deny"

match route-type external type-1 | type-2
no match route-type external [ type-1 | type-2 ]

type-1 AS LSA(LSA 5) NSSA LSA(LSA 7)
type-2 AS LSA(LSA 5) NSSA LSA(LSA 7)
( )
ROUTEMAP
() myroute permit 3
@ type-1

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# match route-type external type-1

match route-type external, show route-map, show running-config

0 OSPF

3.14.9 match tag

no
OSPF

"route-map permit/deny"

match tag <TAG_VALUE>
no match tag [ <TAG_VALUE> ]
TAG_VALUE <0-4294967295>
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ROUTEMAP

D) myroute permit 3
2 100

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# match tag 100

match metric, match route-type external, show route-map, show running-config

o -

3.14.10 match community
no

match community <COM_WORD>
no match community [ <COM_WORD> ]

COM_WORD <1-255( )>
( )
ROUTEMAP
() myroute permit 3
@ mylist

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# match community mylist

match metric, match ip address, set as-path, set community, show route-map,
show running-config
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‘I]’ BGP

3.14.11 match origin

match origin egp | igp | incomplete
no match origin [ egp | igp | incomplete ]

egp EGP
igp AS
incomplete
( )
ROUTEMAP
(€)) myroute deny
@ egp

# configure terminal
(config)# route-map myroute deny 34
(config-route-map)# match origin egp

show route-map, show running-config

0 -

3.14.12 set ip next-hop

no

set ip next-hop <ADDR>
no set ip next-hop [ <ADDR> ]
ADDR
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ROUTEMAP

() myroute permit
(@) 10.10.0.67

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# set ip next-hop 10.10.0.67

set metric, show route-map, show running-config

0 RIPv2 BGP OSPF
o OSPF RIPv2 ECMP

3.14.13 set metric
no

(16777215)

set metric <METRICVALUE> | ( + | -<METRICVALUE> )
no set metric [ <METRICVALUE> | ( + | -<METRICVALUE> ) ]

('match metric™)

<-2147483648 - +4294967295>

METRICVALUE <0-4294967295>
° ll+ll ll_ll
( )
ROUTEMAP
() myroute permit
@ 6
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# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# set metric 6

redistribute, default-information, show route-map, show running-config

BGP RIP OSPF

ll+ll "w_n

3.14.14 set metric-type

no
OSPF AS
7 1 2

set metric-type type-1 | type-2
no set metric-type [ type-1 | type-2 ]

type-1 AS LSA(LSA 5) NSSA
type-2 AS LSA(LSA 5) NSSA
( )
ROUTEMAP
(D) myroute permit
@ type-1

BGP
LSA(LSA 5) NSSA
LSA(LSA 7)
LSA(LSA 7)

LSA(LSA

# configure terminal
(config)# route-map myroute permit 3

(config-route-map)# set metric-type type-1

redistribute, default-information, show route-map, show running-config
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o OSPF

3.14.15 set tag

no
AS LSA  LSA
Tag (BGP IGP)
LSA
set tag <TAG_VALUE>
no set tag [ <TAG_VALUE> ]
TAG_VALUE <0-4294967295>

ROUTEMAP

D) myroute permit 3
2 6

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# set tag 6

redistribute, default-information, show route-map, show running-config

o -

3.14.16 set as-path
AS no

221/258



set as-path prepend <AS_NUMBER>
no set as-path prepend [ <AS_NUMBER> ]

prepend AS
AS_NUMBER AS <1-65535> ( )
( )
ROUTEMAP
(€D) myroute permit 3
@ AS 8 24

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# set as-path prepend 8 24

show route-map, show running-config

0 -

3.14.17 set community

[ no ] set community <AA:NN> | internet | local-AS | no-advertise | no-export
[ no ] set community-additive none

AAZNN

AA AS

NN

local-AS BGP

internet internet community
no-advertise BGP

no-export
none
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ROUTEMAP

D) myroute permit 3
2 no-advertise no-export

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# set community no-export no-advertise

show route-map, show running-config

‘l]’ BGP

3.14.18 set weight

set weight <WEIGHT>
no set weight [ <WEIGHT> ]

WEIGHT <0-4294967295>
( )
ROUTEMAP
() myroute permit 3
¢) 60

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# set weight 60

show route-map, show running-config
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‘I]' BGP

3.14.19 set local-preference

no

set local-preference <LOCAL-PREFERENCE>
no set local-preference [ <LOCAL-PREFERENCE> ]
LOCAL-PREFERENCE

ROUTEMAP

() myroute permit
2

<0-4294967295>

200

# configure terminal
(config)# route-map myroute permit 3
(config-route-map)# set local-preference 200

show route-map, show running-config

o o

3.14.20 show route-map

show route-map

VIEW, ENABLE

@
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# show route-map
route-map mapl, deny, sequence 10
Match clauses:
ip address 20
Set clauses:
metric 10
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3.15 VRRP
VRRP 1

1CMP
ICMP

"logging console™

‘[l’MAC

0 "mac-authentication port"
VRRP MAC

0 AccessDefender
MAC

VRRP

3.15.1 router vrrp
VRRP

no

[ no ] router vrrp <VRID>
VRID

3.2

1 IP MAC
1P MAC
(1P
VRRP
65
(""advertisement-interval™)
VRRP
VRRP
VRRP  VLAN
VLAN MAC VRRP
ID
1D ( ) 255
ID <1-255>
1D
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CONFIG

D ID 1

VRRP

# configure terminal
(config)# router vrrp 1
(config-router)#

show running-config, show vrrp

3.15.2 virtual-ip
IP
IP 255
master IP

virtual-ip <IPADDR> master | backup

no virtual-ip
IPADDR IP
master
backup

VRRP

D ID 1 IP

(1POwner)

1P
P

(1POwner)

10.0.0.2

no
VLAN

IP

(1POwner)

backup

# configure terminal
(config)# router vrrp 1

(config-router)# virtual-ip 10.0.0.2 master

0 ID 1 1P

10.0.0.2
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# configure terminal
(config)# router vrrp 1

(config)# virtual-ip 10.0.0.2 backup

show vrrp, show running-config

3.15.3 interface
VLAN

interface vlan <VID>
no interface

VID VLAN ID <1-4094>

VRRP

()] ID 1 VIANID 1 VLAN

no

# configure terminal
(config)# router vrrp 1
(config-router)# interface vlan 1

show vrrp, show running-config

3.15.4 enable, disable

"disable"

enable

disable
enable

"virtual-ip"
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disable

( disable)

VRRP

) ID 1

# configure terminal
(config)# router vrrp 1
(config-router)# enable

show vrrp, show running-config

3.15.5 advertisement-interval

( *3+1 )

advertisement-interval <ADVT_INT>
no advertisement-interval
ADVT _INT

1C )

VRRP

D ID 1

(Master Down interval)

<1-10( )>

# configure terminal
(config)# router vrrp 1
(config-router)# advertisement-interval 2

show vrrp, show running-config
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3.15.6 init-delay

VRRP Initialize Backup Backup
no
2 (Listening )
Master
init-delay <DELAY>
no init-delay
DELAY  init-delay <1-100( )>
* Initialize Backup Backup
0 ( )
VRRP
D) ID 1 init-delay 30
# configure terminal
(config)# router vrrp 1
(config-router)# disable
(config-router)# init-delay 30
(config-router)# enable
show running-config
0 priority O
init-delay 1 Master
o Initialize Backup
init-delay Master Down
interval Master
(1POwner)
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( )

("advertisement-interval™)

init-delay init-delay
3-6 init-delay (Apresia3400/5400 )
VRRP init-delay ( 1)
32
64
96 8
97 255 ( 2
3-7 init-delay (Apresial3000 )
VRRP init-delay ( 1)
128
168
192
193 255 ( 2
( D init-delay
e advertisement-interval 1( )
* VRRP ( )
( 2)VRRP 97 (3400/5400 ) 193 (13000
"advertisement-interval™
3.15.7 priority
no "virtual-ip" master

(1POwner) 255

priority <PRIORITY>
no priority
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PRIORITY <1-254>

(I1POwner) 255( )
100

VRRP

) ID 1 150

# configure terminal
(config)# router vrrp 1
(config-router)# priority 150

show vrrp, show running-config

3.15.8 preempt-mode

true

false

preempt-mode true | false

true true
false false
true
VRRP
@ false

# configure terminal
(config)# router vrrp 1
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|(config—router)# preempt-mode false

show vrrp, show running-config

o ID
o (I1POwner)

3.15.9 accept-mode

(1POwner)

PING (1POwner)

no 1P
[ no ] accept-mode enable
no enable( )

VRRP

) ID 1 IP PING

false

1P

PING
"disable"

# configure terminal

(config)# router vrrp 1
(config-router)# disable
(config-router)# accept-mode enable
(config-router)# enable

show vrrp, show running-config
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‘!”FHNG
0 1519 (FCS

Request

0 3.2.2 "ip icmp redirect send disable"

o 1P PING

PING

3.15.10 ip vrrp authentication mode
VRRP no

ip vrrp authentication mode <MODE>
no ip vrrp authentication mode [ <MODE> ]
MODE

IF-VLAN

(1) VLAN ID 1 VLAN VRRP

IP
1P PING

"text"

ICMP Echo

# configure terminal
(config)# interface vlan 1

(config-if)# ip vrrp authentication mode text

(2) VLAN ID 1 VLAN VRRP

# configure terminal
(config)# interface vlan 1

(config-if)# no ip vrrp authentication mode

ip vrrp authentication string, show running-config
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3.15.11 ip vrrp authentication string
VRRP no

ip vrrp authentication string <STRING>
no ip vrrp authentication string

STRING <a-8( )
( )

IF-VLAN

(1) VLAN ID 1 VLAN VRRP "testkey"

# configure terminal
(config)# interface vlan 1
(config-if)# ip vrrp authentication string testkey

(2) VLAN ID 1 VLAN VRRP

# configure terminal
(config)# interface vlan 1
(config-if)# no ip vrrp authentication string

ip vrrp authentication mode, show running-config
0 "ip vrrp authentication mode”

3.15.12 show vrrp

show vrrp [ <VRID> ]
VRID ID <1-255>

VIEW, ENABLE

D) D 1
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> show vrrp 1
Vrid <1>

State is Initialize

Virtual IP is 133.141.1.1 (Not IP owner)
Interface is vlan 1

Priority is 3

Advertisement interval is unset
Preempt mode is TRUE

Accept mode is Enable
Vrid <2>

State is Initialize

Virtual IP is unset

Interface is vlan 1

Priority is unset

Advertisement interval is 1 sec
Preempt mode is TRUE

Accept mode is Enable

Vrid ID
State
Initialize VRRP
Master 1P
Backup
Virtual 1P 1P
(IP owner) "virtual-ip" master
(Not IP owner) "virtual-ip" master
Interface VLAN
Priority
Advertisement Interval
Preempt mode

TRUE true

FALSE false
Accept mode

Enable

Disable

3.15.13 show tech-support vrrp
VRRP 3-8
system-dump
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show tech-support vrrp [ system-dump ]

3-8

VRRP

show system
show version
show vrrp

system-dump

ENABLE

0 system-dump
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3.16 DHCP
DHCP DHCP

3.16.1 dhcp relay enable
DHCP

[ no ] dhcp relay enable

no enable( )

CONFIG

(1) DHCP
(2) DHCP

VLAN

VLAN

DHCP

no

# configure terminal

(config)# dhcp relay enable
(config)# no dhcp relay enable

dhcp relay server, dhcp relay vlan, show dhcp relay, show running-config

0 DHCP
o DHCP

"shutdown"
VLAN

0 "dhcp relay vian"

DHCP

DHCP

"ip address"
/

VLAN
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0 DHCP 1P

DHCP
0 VLAN DHCP
) 3-9
3-9 DHCP (
1 IP
VLAN CPU Rate(max, %) (pps)
64 1 61 % 250 62.5
62 % 250 62.5
8 61 % 250 62.5
16 63 % 250 62.5
128 1 58 % 190 47.5
58 % 190 47.5
8 58 % 180 45.0
16 53 % 170 42.5
254 1 53 % 80 20.0
52 % 80 20.0
56 % 70 17.5
16 50 % 70 17.5
VLAN "dhcp relay server" 'dhcp relay vlan" VLAN
"dhcp relay server" DHCP
CPU Rate(max, %) CPU
(pps)
1 1P / 44 1P DHCP

Apresia3424GT-SS

(AEOS 7.44.02)

« DHCP ( )

. (pps)
(1) DHCP Discover VLAN 1D 30
@

3.16.2 dhcp relay server
DHCP DHCP 16
ID VLAN  DHCP
VLAN no

dhcp relay server <IPADDR> [ client-vlan <VLANRANGE> ]
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VLAN



no dhcp relay server [ <IPADDR> [ client-vlan <VLANRANGE> ] ]

1PADDR DHCP IP
VLANRANGE DHCP VLAN ID <1-4094> (

( )
CONFIG
(1) DHCP 192.168.1.10
(2) DHCP 192.168.1.10
(3) DHCP 192.168.1.10 DHCP VLAN 2 3
) DHCP

# configure terminal

(config)# dhcp relay server 192.168.1.10

(config)# no dhcp relay server 192.168.1.10

(config)# dhcp relay server 192.168.1.10 client-vlan 2,3
(config)# no dhcp relay server

dhcp relay enable, show dhcp relay, show running-config

0 DHCP DHCP
o DHCP DHCP

3.16.3 dhcp relay vlan
DHCP VLAN VLAN
no 255VLAN

dhcp relay vlan add <VLANRANGE>
no dhcp relay vlan add [ <VLANRANGE> ]
VLANRANGE DHCP VLAN 1D <1-4094> ( )
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CONFIG

(1) DHCP VLAN ID 1
(2) DHCP VLAN ID 1
(3) DHCP VLAN

# configure terminal

(config)# dhcp relay vlan add 1
(config)# no dhcp relay vlan add 1
(config)# no dhcp relay vlan add

show dhcp relay, show running-config

o DHCP VLAN
0 VLAN DHCP

3.16.4 show dhcp relay
DHCP

show dhcp relay
VIEW, ENABLE

(1) DHCP

# show dhcp relay
DHCP relay : Enable

ENABLE VLAN : 3
VLAN-ID : 10,20,100

Server :
IP address Client-VID
192.168.100.254 -
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192.168.200.254
#

DHCP relay
ENABLE VLAN
VLAN-1D
Server

DHCP
DHCP
DHCP
DHCP

VLAN
VLAN
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(VLAN
VID

ALL




3.17

"action routing”

"pbr arp-interval”

( ) ARP ARP
ARP ARP
ARP 1CMP
ICMP ICMP
icmp”
3-10
TD61-7636 AEQS Ver. 7.45 L2
3-10

@)

(172.16.1.255 ) o

VRRP IP )

NULL o

IP o

TTL 1 x

X

(255.255.255.255 0.0.0.0) X

IP x

IP X

0 MAC VRRP MAC
o 3.15 VRRP MAC
VRRP MAC
0 "assign vlan”
0 Ingress (TD61-7636 AEOS Ver. 7.45
( )
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ICMP

"pbr

MAC



o ICMP ICMP
0 "action routing”

"show iIp route cache"

0 VLAN

3.17.1 action routing
ICMP
no drop
IP
IP VLAN

ICMP ( ) tracking
ICMP IP

<GROUP> <RULE> action routing <NEXTHOP-IP> [ tracking <IPADDR> ] [ drop ]
no <GROUP> <RULE> action routing

GROUP
» Apresia3400/5400/13000 <1-14>
RULE
* Apresia3400/5400 /13000-48X <1-128>
* Apresial3000-24GX <1-256>
NEXTHOP-1P IP
IPADDR ICMP IP
( )
PACKETFILTER2
(€)) 1 1 172.17.8.254 ICMP
172.20.4.243
(@) 1 1

# configure terminal

(config)# packet-filter2

(config-filter)# 1 1 action routing 172.17.8.254 tracking 172.20.4.243
(config-filter)# no 1 1 action routing
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show packet-filter2, show pbr status, show running-config

0

1P

3.17.2 pbr arp-interval
ARP

pbr arp-interval <INTERVAL>
no pbr arp-interval
INTERVAL ARP

3C )
PACKETFILTER2

) ARP
@

VLAN

10

<1-60(C )>

no

# configure terminal
(config)# packet-filter2

(config-filter)# pbr arp-interval 10
(config-filter)# no pbr arp-interval

show running-config

3.17.3 pbr icmp
1CMP
no 0

pbr icmp <INTERVAL> <RETRY>

245/258



no pbr icmp
INTERVAL ICMP <0-300( )>
RETRY <0-10>

1CMP

PACKETFILTER2

) ICMP 100 5
@)

# configure terminal

(config)# packet-filter2
(config-filter)# pbr icmp 100 5
(config-filter)# no pbr icmp

show running-config

0 "pbr icmp”™ interval O 3.16.1 "arp static"(TD61-7636 AEOS
Ver. 7.45 L2 ) 3.14.1 "mac-address-table
static"(TD61-7636 AEOS Ver. 7.45 L2 )

1P MAC

3.17.4 show pbr status

show pbr status

VIEW, ENABLE

@
# show pbr status
Nexthop Tracking Tracking
IP address IP address Status
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100.0.0.1 100.0.0.1 up

200.0.0.1 200.0.0.1 up
Nexthop IP address 1P
Tracking IP address ICMP IP

Tracking Status

247/258




4.1 LED
AC
POWER LED
FAULT LED( ERR LED)
FAULT LED( ERR LED)
(RJ-45)
NIC
MDI-X
LINK
ACT LED
5
( 10 Mbit/s )

SFP

"show interface status"” Disable
4.2

9600 bps 1 8
1 RS ER ON
Login CONSOLE RS-232C
CONSOLE
POWER LED FAULT LED( ERR
LED)
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4.3 SNMP

IP
SNMP
SNMP 1P
SNMP SNMP
SNMP IP
4.4 TELNET
IP
ENABLE
ENABLE
TELNET
TELNET
1 40 TELNET 10
10
4.5
VLAN
ENABLE
4.6 VLAN
VLAN 1D VLAN
VLAN 1D
VLAN 1D
VLAN
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4.7

<bist:warning> System Status
Code is changed(OxXXXX-0xYYYY).

) advertise
( )
4.8
FAULT LED( ERR LED)
4.9 XENPAK
XENPAK XENPAK
XENPAK XENPAK
XENPAK
4.10
LSI
[ 1
e AE0S7.28.01 7.29.xx 0S
"show system™ Health | « AE0S7.30.01 0S "memory-error auto-recovery-mode"
Status Abnormal
show hardware [ ]
SW-LSI MEMORY Status "clear memory-error"
Abnormal

"clear memory-error”

"clear memory-error”

LSI
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e AE0S7.30.01 0S "memory-error auto-recovery-mode"
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No.

LAN

IEEE 802

IEEE 802.
IEEE 802.
IEEE 802.
IEEE 802.
IEEE 802.

.3 10BASE-T

3u  100BASE-TX

3u Auto-Negotiation
3z 1000BASE-X

3ab 1000BASE-T

3ae 10GBASE-R

ITU-

T

V.24/V.28

RFC
RFC

1157
3416

SNMP(Simple Network Management Protocol)
Version 2 of the Protocol Operations for SNMP

RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC

1213
1493
3636
1724
1850
2096
1757
2021

IEEE Std

RFC
RFC
RFC
RFC
RFC
RFC

IEEE 802.
IEEE 802.

3176
3621
2787
1907
2233
1700

Internet MIB

Bridge MIB

MAU MIB

RIP v2 MIB

OSPF v2 MIB

IP MIB
RMON MIB 4

RMON2 MIB Probe config
802.3ad 1EEE8023-LAG-MIB
sFlow

powerEthernet MIB

VRRP MIB

MIB-11

interface MIB

ASSIGNED NUMBERS
3 Mgt
3 Std

MIB

RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC
RFC

793
768
1350
791
792
826
854
5905
2616
3164

TCP

Ubp

THE TFTP PROTOCOL(REVISION 2)(client operation)
IP

ICMP
ARP
TELNET

NTP(client operation)

HTTP

SYSLOG

RFC

IEEE 802.

2865

- SSH(

RADIUS(client operation)
1X

)_
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No.

RFC 4250
RFC 4251
RFC 4252
RFC 4253
RFC 4254
RFC 4256

The Secure Shell (SSH) Protocol Assigned Numbers

The Secure Shell (SSH) Protocol Architecture

The Secure Shell (SSH) Authentication Protocol

The Secure Shell (SSH) Transport Layer Protocol

The Secure Shell (SSH) Connection Protocol

Generic Message Exchange Authentication for the Secure

Shell Protocol (SSH)

RFC 4716

The Secure Shell (SSH) Public Key File Format

VCCI Class A

IEEE 802
IEEE 802
IEEE 802

IEEE 802.
IEEE 802.
IEEE 802.

IEEE 802

IEEE 802.

IEEE 802
IEEE 802
RFC 1591
RFC 3768
RFC 2131
RFC 3176
- RIP -

RFC 1058
RFC 2453
RFC 2082
- OSPF -
RFC 2328
RFC 3101
RFC 1765
RFC 2370
RFC 3509
RFC 2154
- BGP -

RFC 1771
RFC 1997
RFC 2796
RFC 2842
RFC 2918

.lad Q-in-Q(stacked VLAN)
.3ad
.1Q tag group VLAN,
QoS(IEEE802.1Q priority mapping/queuing)
1D STP
lw RSTP
1s MSTP
.1AB LLDP
3X
.3af PoE
.3at draft3.3 PoE Plus
DNS(client operation)
VRRP(Virtual Router Redundancy Protocol)
DHCP(Dynamic Host Configuration Protocol)
sFlow

RIP v1
RIP v2
RIP-2 MD5 Authentication

OSPF v2

OSPF NSSA Option

OSPF Database Overflow

OSPF Opaque LSA Option

Alternative Implementation of OSPF Area Border Routers
OSPF with Digital Signatures(password MD-5)

Border Gateway Protocol version 4 (BGP-4)

BGP Communities Attribute

BGP Route Reflection -An Alternative to Full Mesh IBGP
Capabilities Advertisement with BGP-4

Route Refresh Capability for BGP-4

- Multicast -

RFC 4601

Protocol Independent Multicast - Sparse Mode
(PIM-SM) Protocol Specification(Revised)
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No.

RFC 1112
RFC 2236

IGMP v1
IGMP v2
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6. /

accept-lifetime ... .. .. .. .. ... .... 162
accept-mode .. ..ii i 233
access-list extended ... .. . ... ..... 86
access-list standard ... .. .. ... ..... 85
action routing ......coooeiiiiiaaaaan 244
advertisement-interval ....... .. ... .... 229
aggregate-address . ... oiiiiiiiaiaaa.n 170
area authentication... ... ... ... ...... 107
area default-cost...... .. .. ......... 124
area export-list ... .. ... ... ... .... 112
area import-list... .. .. .. .. ......... 113
ArEA NSSA - e v e e e cece e e caiaaaaanannn 122
U =T: B - o[- 111
area stub ... .. LLLLiiill.. 122
area virtual-link . ... . .. .. .. .... 124
aUto-COSt . .ottt 102
bgp always-compare-med ................ 171
bgp bestpath as-path ignore........... 172
bgp bestpath compare-routerid ......... 173
bgp bestpath med ...... .. . .. .. ...... 173
bogp cluster-id ....... ... . . ...... 174
bgp default local-preference .......... 175
bgp deterministic-med................. 176
bgp enforce-first-as.................. 177
bgp log-neighbor-changes .............. 178
bgp rfcl771-path-select ............... 179
bgp router-id ... . .. ... ...... 179
clear ip bgp *.oeeii 207
clear ip bgp AB.CD.. . ..ioiiaaa.. 208
clear ip bgp peer-group ............... 208
clear ip Igmp group .- cvcveieonninaaaa.. 67
clear ip interface ..................... 67
clear ipmroute ... ... ..., 56
clear ip ospf process ................. 142
clear ip pim sparse-mode bsr rp-set.... 56
clear ip prefix-list.... .. . .......... 92
clear ipriproute ... .. .. .. ...... 167
compatible rfcl583 .. ... .. ... ... ..... 112

default-information originate (OSPF) .. 115
default-information originate (RIP) ... 150

default-metric (OSPF) .. ... .. .. ... ... 115
default-metric (RIP) _..._ ... ... ...... 156
dhcp relay enable ... .. .. . .. .. ..., 238
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dhcp relay server ... ..., 239
dhep relay vlan ... ooLoL... 240
disable . ... ... 228
distance (OSPF) ... orinne i 121
distance (RIP) .. ..o oomn i 157
distribute-list ... .. ... .. ... ..... 154
distribute-list in._.._ ... .. ... ..... 118
distribute-list out... .. .. .. ... ...... 118
enable . ... .o 228
init-delay . ... ... .. ... 230
interface ... ... .. L. LoLiiLo.l.. 228
ip as-path access-list................ 180
ip broadcast-routing..... .. .. .. .. .... 32
ip community-list... .. .. .. .......... 181
ip forwarding ...... . .. . aiiiialoa. 26
ip icmp redirect accept disable ........ 29
ip icmp redirect send disable.......... 29
Lo T 1o 58
Ip IgMP acCeSS-group « - vvcvceeauanaunan 59
ip igmp immediate-leave ................ 61
ip igmp last-member-query-count ........ 59
ip igmp last-member-query-interval ..... 60
ip igmp proxy downstream vlan.......... 71
ip igmp proxy enable.. ... .. ... ......... 69
Ip IgMP ProXy group - ceceecoeeonnncnn-- 72
ip igmp proxy immediate-leave .......... 73
ip igmp proxy leave-filter ............. 73
ip igmp proxy query-filter ... .. _.._.... 74
ip igmp proxy report-filter ... ... ..... 75
ip igmp proxy set last-member-query-count

..................................... 75
ip igmp proxy set last-member-query-

interval ... ... .. . L L. ... 76
ip igmp proxy set query-aging-timeout .. 76
ip igmp proxy set query-interval ....... 77
ip igmp proxy set query-response-interval

..................................... 78
ip igmp proxy set robustness........... 79
ip igmp proxy set startup-query-count .. 80
ip igmp proxy set startup-query-interval 80
ip igmp proxy set unsolicited-report-

interval ... .. .. L L.oLi... 81
ip igmp proxy upstream vlan............ 70



ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ignp querier-timeout ................
ignp query-interval ... .. .........
igmp query-max-response-time ........
ignp robustness-variable ............
igmp version ......ocoiiiiiiiiaiaaaan
multicast route-limit.. .. .. ... .....
multicast-routing ...................
ospf authentication................

ospf authentication-key ............

ospf block-port .. ... ... .. ... ...

ospfcost. .. comemmmei i

ospf database-filter ...............

ospf dead-interval ..... .. ..........
ospf disable all ... .. .. ..........
ospf hello-interval ... ... .. .......
ospf message-digest-key ............

ospf network ... ... .. .......

ospf priority ... .. ... .. ...

ospf retransmit-interval ............
ospf transmit-delay .................
pim accept-register list............
pim bsr-candidate . ... ... .. ... ...
pim crp-cisco-prefix ................
pim dr-priority ... .. .. . ..o......
pim exclude-genid . ... ... .. .......
pim hello-holdtime ..................
pim hello-interval ... .. .. .......
pim

pim neighbor-filter ... .. ... .......
pim register-rate-limit.............
pim register-rp-reachability ........
pim register-source .................
pim register-suppression ............
pim rp-address .. ... ..o o..oiiii.o...
pim rp-candidate ..... ... .. .. .......
pim rp-register-kat .. ... .. ... .......
pim sparse mode passive .............
pim sparse-mode . .......eiiiiaaaan.
pim spt-threshold ... ... .. ... .......
pim spt-threshold group-list ........
prefix-list... . .. . .. . .. .. ....
prefix-list sequence-number .........
rip authentication key-chain .. 159,

rip authentication mode ............

168
168

158
ip rip authentication mode (RIP ) - 168
ip rip authentication string (RIP) .... 158

ip rip authentication mode (RIP) ......

ip rip authentication string (RIP ) 168
ip rip block-port ... .. . .. . .. ..... 149
ip rip neighbor..... .. ... .. .. ... ..... 150
ip rip receive version................ 146
ip rip receive-packet ... ... .......... 148
ip rip send version................... 146
ip rip send-packet..... .. .. .......... 147
ip rip split-horizon.................. 148
ip vrrp authentication mode ........... 234
ip vrrp authentication string......... 235
KEY e i 161
key chain. .. .. .o .. 160
Key-String....coeoeerie i iiiaeaanans 161
license I3 key ..ovoemmne oo 93
match community ... ... ... . ioiio... 217
match interface....... .. .. .. ........ 211
match ip address ......c.viinunana... 211
match ip address prefix-list.......... 212
match ip next-hop ... ... ... .. ... .... 213
match ip next-hop prefix-list......... 214
match metric..... ... ... ... ... ..... 215
match origin. . .......oooiiiioiaaaan... 218
match route-type external ............. 215
match tag ...coououeoe i eaa e 216
maximum-prefix.. .. . .. ... .o...... 152
neighbor (OSPF) .. .. vovei it 105
neighbor (RIP) ... .. . ..., 153
neighbor advertisement-interval ....... 182
neighbor default-originate ............ 182
neighbor description.................. 183
neighbor ebgp-multihop ..... ... ... .... 184
neighbor maximum-prefix............... 185
neighbor next-hop-self ... .. ... ........ 186

neighbor peer-group (adding a neighbor) 187
neighbor peer-group (creating a peer-group)

.................................... 187
neighbor prefix-list... .. .. ........... 188
neighbor remote-as.................... 189
neighbor remove-private-as............ 190
neighbor route-map ........coooiaao... 191
neighbor route-reflector-client....... 192
neighbor send-community ............... 193
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neighbor shutdown
neighbor soft-reconfiguration inbound .
neighbor update-source
neighbor weight
network (RIP)
network area
network route-map
network synchronization
no synchronization
offset-list
ospf router-id
overflow database

overflow database external
passive-interface (OSPF)
passive-interface (RIP)

pbr arp-interval
pbr icmp
preempt-mode

priority
redistribute (BGP)
redistribute (OSPF)
redistribute (RIP)

route-map
router bgp
router ospf
router rip
router vrrp
send-lifetime

set as-path ... ... ..

set
set

set local-preference ... ... ... ... ....
set
set

set

setwelght ... oo as
show ip access-list .. ... ... .

show i
show

show ip bgp cidr-only . ... ..o oo ..

show
show

show ip bgp route-map ..... . .. ...... 205
show ip bgp summary ... ... ... ... ..... 206
show ip broadcast-routing.............. 32
show ip forwarding ... .. ... . ... .. .... 27
show ip icmp redirect.................. 30
show ip IgMp groupPS <« o v ee oo ceeceeaaann 65
show ip igmp interface.. ... .. ... ....... 65
show Ip IgMP ProXY - ceoceeoaeaaeaaaaann 81
show ip igmp proxy groups .- .ceeceece-n. 83
show ip igmp proxy interface ........... 82
show ip interface brief._.._ .. ... ....... 27
show ip ospF.oo e 127
show ip ospf border-routers........... 130
show ip ospf database ................. 131
show ip ospf database adv-router...... 132
show ip ospf database asbr-summary .... 136
show ip ospf database external ........ 137
show ip ospf database network ......... 134
show ip ospf database nssa-external ... 138
show ip ospf database router .......... 133
show ip ospf database summary ......... 135
show ip ospf interface................ 128
show ip ospf neighbor ... .. .. .. ...... 129
show ip ospfroute.................... 130
show ip ospf virtual-links ............ 139
show ip pim sparse-mode bsr-router ..... 50
show ip pim sparse-mode interface...... 51
show ip pim sparse-mode interface detail 51
show ip pim sparse-mode local-members .. 54
show ip pim sparse-mode mroute ......... 49
show ip pim sparse-mode neighbor ....... 52
show ip pim sparse-mode nexthop ........ 53
show ip pim sparse-mode rp mapping ..... 54
show ip pim sparse-mode rp-hash...._... 53
show ip prefix-list..... .. . .......... 90
show ip protocols (BGP) ............... 207
show ip protocols (OSPF) ... ......... 140
show ip protocols (RIP) ............... 164
ShOW 0P FEPee e e e a e 165
show ip rip interface................. 165
show license ... ...o..ooioiiiiaiiaaaan, 94
show pbr status . .......ovoiiiiiia... 246
show route-map - ...oveoieeonnaaaaan-. 224
show tech-support icmp redirect........ 30

show
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tech-support igmp (IGMP Proxy) .... 84



show tech-support igmp (IGMP) .......... 66
show tech-support ospf ... .. ......... 141
show tech-support pim-sm.._... ... ...... 55
show tech-support rip................. 166
show tech-support vrrp ... . ... .... 236
ShOW VIrp « e 235

summary-address . ... .. oiiiiiii i 117

timers (BGP) - v cvrie i 201
timers (RIP) oo oo oo e 144
timers spfo. ... ... 100
(V75T =7 o] oI 145
virtual-1p...o. oo 227

258/258



AEOS Ver. 7.45 L3

Copyright(c) 2021 APRESIA Systems, Ltd.

2021 11

APRESIA Systems

https://www.apresiasystems.co. jp/




	制定・改訂来歴表
	目次
	はじめに
	1. パラメーター設定手順
	1.1 設定項目と出荷時の設定値
	1.2 パラメーター設定手順
	1.3 パラメーター設定端末の準備
	1.4 パラメーター設定端末の接続

	2. コマンドラインインターフェースの基本操作
	2.1 コマンドの表記規則
	2.2 概要
	2.2.1 ログイン
	2.2.2 コマンド入力

	2.3 コマンド入力モード
	2.4 参照アカウント「user」
	2.5 初期化アカウント「ap_recovery」

	3. コマンドの詳細
	3.1 IPフォワーディング
	3.1.1 ip forwarding 
	3.1.2 show ip forwarding 
	3.1.3 show ip interface brief 

	3.2 ICMPリダイレクト
	3.2.1 ip icmp redirect accept disable 
	3.2.2 ip icmp redirect send disable 
	3.2.3 show ip icmp redirect 
	3.2.4 show tech-support icmp redirect 

	3.3 IPブロードキャストルーティング
	3.3.1 ip broadcast-routing 
	3.3.2 show ip broadcast-routing 

	3.4 PIM-SM
	3.4.1 ip multicast-routing 
	3.4.2 ip multicast route-limit 
	3.4.3 ip pim bsr-candidate 
	3.4.4 ip pim crp-cisco-prefix 
	3.4.5 ip pim accept-register list 
	3.4.6 ip pim dr-priority 
	3.4.7 ip pim exclude-genid 
	3.4.8 ip pim hello-holdtime 
	3.4.9 ip pim hello-interval 
	3.4.10 ip pim ignore-rp-set-priority 
	3.4.11 ip pim jp-timer 
	3.4.12 ip pim neighbor-filter 
	3.4.13 ip pim register-source 
	3.4.14 ip pim register-rate-limit 
	3.4.15 ip pim register-rp-reachability 
	3.4.16 ip pim rp-register-kat 
	3.4.17 ip pim register-suppression 
	3.4.18 ip pim rp-address 
	3.4.19 ip pim rp-candidate 
	3.4.20 ip pim sparse-mode 
	3.4.21 ip pim sparse-mode passive 
	3.4.22 ip pim spt-threshold 
	3.4.23 ip pim spt-threshold group-list 
	3.4.24 show ip pim sparse-mode mroute 
	3.4.25 show ip pim sparse-mode bsr-router 
	3.4.26 show ip pim sparse-mode interface 
	3.4.27 show ip pim sparse-mode interface detail 
	3.4.28 show ip pim sparse-mode neighbor 
	3.4.29 show ip pim sparse-mode nexthop 
	3.4.30 show ip pim sparse-mode rp-hash 
	3.4.31 show ip pim sparse-mode rp mapping 
	3.4.32 show ip pim sparse-mode local-members 
	3.4.33 show tech-support pim-sm 
	3.4.34 clear ip mroute 
	3.4.35 clear ip pim sparse-mode bsr rp-set 

	3.5 IGMP
	3.5.1 ip igmp 
	3.5.2 ip igmp access-group 
	3.5.3 ip igmp last-member-query-count 
	3.5.4 ip igmp last-member-query-interval 
	3.5.5 ip igmp immediate-leave 
	3.5.6 ip igmp query-interval 
	3.5.7 ip igmp query-max-response-time 
	3.5.8 ip igmp querier-timeout 
	3.5.9 ip igmp robustness-variable 
	3.5.10 ip igmp version 
	3.5.11 show ip igmp groups 
	3.5.12 show ip igmp interface 
	3.5.13 show tech-support igmp 
	3.5.14 clear ip igmp group 
	3.5.15 clear ip igmp interface 

	3.6 IGMP Proxy
	3.6.1 ip igmp proxy enable 
	3.6.2 ip igmp proxy upstream vlan 
	3.6.3 ip igmp proxy downstream vlan 
	3.6.4 ip igmp proxy group 
	3.6.5 ip igmp proxy immediate-leave 
	3.6.6 ip igmp proxy leave-filter 
	3.6.7 ip igmp proxy query-filter 
	3.6.8 ip igmp proxy report-filter 
	3.6.9 ip igmp proxy set last-member-query-count 
	3.6.10 ip igmp proxy set last-member-query-interval 
	3.6.11 ip igmp proxy set query-aging-timeout 
	3.6.12 ip igmp proxy set query-interval 
	3.6.13 ip igmp proxy set query-response-interval 
	3.6.14 ip igmp proxy set robustness 
	3.6.15 ip igmp proxy set startup-query-count 
	3.6.16 ip igmp proxy set startup-query-interval 
	3.6.17 ip igmp proxy set unsolicited-report-interval 
	3.6.18 show ip igmp proxy 
	3.6.19 show ip igmp proxy interface 
	3.6.20 show ip igmp proxy groups 
	3.6.21 show tech-support igmp 

	3.7 アクセスリスト
	3.7.1 access-list standard 
	3.7.2 access-list extended 
	3.7.3 show ip access-list 

	3.8 prefix-list
	3.8.1 ip prefix-list 
	3.8.2 ip prefix-list sequence-number 
	3.8.3 show ip prefix-list 
	3.8.4 clear ip prefix-list 

	3.9 L3ライセンス
	3.9.1 license l3 key 
	3.9.2 show license 

	3.10 OSPF
	3.10.1 router ospf 
	3.10.2 network area 
	3.10.3 ip ospf disable all 
	3.10.4 ip ospf hello-interval 
	3.10.5 ip ospf dead-interval 
	3.10.6 ip ospf transmit-delay 
	3.10.7 ip ospf retransmit-interval 
	3.10.8 timers spf 
	3.10.9 ospf router-id 
	3.10.10 ip ospf priority 
	3.10.11 auto-cost 
	3.10.12 ip ospf cost 
	3.10.13 ip ospf network 
	3.10.14 neighbor 
	3.10.15 passive-interface 
	3.10.16 ip ospf database-filter 
	3.10.17 area authentication 
	3.10.18 ip ospf authentication 
	3.10.19 ip ospf authentication-key 
	3.10.20 ip ospf message-digest-key 
	3.10.21 area range 
	3.10.22 compatible rfc1583 
	3.10.23 area export-list 
	3.10.24 area import-list 
	3.10.25 redistribute 
	3.10.26 default-metric 
	3.10.27 default-information originate 
	3.10.28 summary-address 
	3.10.29 distribute-list out 
	3.10.30 distribute-list in 
	3.10.31 overflow database 
	3.10.32 overflow database external 
	3.10.33 distance 
	3.10.34 area stub 
	3.10.35 area nssa 
	3.10.36 area default-cost 
	3.10.37 area virtual-link 
	3.10.38 ip ospf block-port 
	3.10.39 show ip ospf 
	3.10.40 show ip ospf interface 
	3.10.41 show ip ospf neighbor 
	3.10.42 show ip ospf route 
	3.10.43 show ip ospf border-routers 
	3.10.44 show ip ospf database 
	3.10.45 show ip ospf database adv-router 
	3.10.46 show ip ospf database router 
	3.10.47 show ip ospf database network 
	3.10.48 show ip ospf database summary 
	3.10.49 show ip ospf database asbr-summary 
	3.10.50 show ip ospf database external 
	3.10.51 show ip ospf database nssa-external 
	3.10.52 show ip ospf virtual-links 
	3.10.53 show ip protocols 
	3.10.54 show tech-support ospf 
	3.10.55 clear ip ospf process 

	3.11 RIP
	3.11.1 router rip 
	3.11.2 network 
	3.11.3 timers 
	3.11.4 version 
	3.11.5 ip rip send version 
	3.11.6 ip rip receive version 
	3.11.7 ip rip send-packet 
	3.11.8 ip rip receive-packet 
	3.11.9 ip rip split-horizon 
	3.11.10 ip rip block-port 
	3.11.11 ip rip neighbor 
	3.11.12 default-information originate 
	3.11.13 route 
	3.11.14 maximum-prefix 
	3.11.15 passive-interface 
	3.11.16 neighbor 
	3.11.17 offset-list 
	3.11.18 distribute-list 
	3.11.19 redistribute 
	3.11.20 default-metric 
	3.11.21 distance 
	3.11.22 ip rip authentication mode 
	3.11.23 ip rip authentication string 
	3.11.24 ip rip authentication key-chain 
	3.11.25 key chain 
	3.11.26 key 
	3.11.27 key-string 
	3.11.28 accept-lifetime 
	3.11.29 send-lifetime 
	3.11.30 show ip protocols
	3.11.31 show ip rip 
	3.11.32 show ip rip interface 
	3.11.33 show tech-support rip 
	3.11.34 clear ip rip route 

	3.12 RIP認証
	3.12.1 単一のキーによる認証 
	3.12.2 複数のキーによる認証 

	3.13 BGP
	3.13.1 aggregate-address 
	3.13.2 bgp always-compare-med 
	3.13.3 bgp bestpath as-path ignore 
	3.13.4 bgp bestpath compare-routerid 
	3.13.5 bgp bestpath med 
	3.13.6 bgp cluster-id 
	3.13.7 bgp default local-preference 
	3.13.8 bgp deterministic-med 
	3.13.9 bgp enforce-first-as 
	3.13.10 bgp log-neighbor-changes 
	3.13.11 bgp rfc1771-path-select 
	3.13.12 bgp router-id 
	3.13.13 ip as-path access-list 
	3.13.14 ip community-list 
	3.13.15 neighbor advertisement-interval 
	3.13.16 neighbor default-originate 
	3.13.17 neighbor description 
	3.13.18 neighbor ebgp-multihop 
	3.13.19 neighbor maximum-prefix 
	3.13.20 neighbor next-hop-self 
	3.13.21 neighbor peer-group (adding a neighbor) 
	3.13.22 neighbor peer-group (creating a peer-group) 
	3.13.23 neighbor prefix-list 
	3.13.24 neighbor remote-as 
	3.13.25 neighbor remove-private-as 
	3.13.26 neighbor route-map 
	3.13.27 neighbor route-reflector-client 
	3.13.28 neighbor send-community 
	3.13.29 neighbor shutdown 
	3.13.30 neighbor soft-reconfiguration inbound 
	3.13.31 neighbor update-source 
	3.13.32 neighbor weight 
	3.13.33 network route-map 
	3.13.34 network synchronization 
	3.13.35 no synchronization 
	3.13.36 redistribute 
	3.13.37 router bgp 
	3.13.38 timers 
	3.13.39 show debugging bgp 
	3.13.40 show ip bgp 
	3.13.41 show ip bgp attribute-info 
	3.13.42 show ip bgp cidr-only 
	3.13.43 show ip bgp community 
	3.13.44 show ip bgp neighbors 
	3.13.45 show ip bgp route-map 
	3.13.46 show ip bgp summary 
	3.13.47 show ip protocols 
	3.13.48 clear ip bgp * 
	3.13.49 clear ip bgp A.B.C.D 
	3.13.50 clear ip bgp peer-group 

	3.14 ルートマップ
	3.14.1 route-map 
	3.14.2 match interface 
	3.14.3 match ip address 
	3.14.4 match ip address prefix-list 
	3.14.5 match ip next-hop 
	3.14.6 match ip next-hop prefix-list 
	3.14.7 match metric 
	3.14.8 match route-type external 
	3.14.9 match tag 
	3.14.10 match community 
	3.14.11 match origin 
	3.14.12 set ip next-hop 
	3.14.13 set metric 
	3.14.14 set metric-type 
	3.14.15 set tag 
	3.14.16 set as-path 
	3.14.17 set community
	3.14.18 set weight 
	3.14.19 set local-preference 
	3.14.20 show route-map 

	3.15 VRRP
	3.15.1 router vrrp 
	3.15.2 virtual-ip 
	3.15.3 interface 
	3.15.4 enable, disable 
	3.15.5 advertisement-interval 
	3.15.6 init-delay 
	3.15.7 priority 
	3.15.8 preempt-mode 
	3.15.9 accept-mode 
	3.15.10 ip vrrp authentication mode 
	3.15.11 ip vrrp authentication string 
	3.15.12 show vrrp 
	3.15.13 show tech-support vrrp 

	3.16 DHCPリレー
	3.16.1 dhcp relay enable 
	3.16.2 dhcp relay server 
	3.16.3 dhcp relay vlan 
	3.16.4 show dhcp relay 

	3.17 ポリシーベースルーティング
	3.17.1 action routing 
	3.17.2 pbr arp-interval 
	3.17.3 pbr icmp 
	3.17.4 show pbr status 


	4. トラブルシューティング
	4.1 表示LEDに関連する現象と対策
	4.2 コンソール端末に関連する現象と対策
	4.3 SNMPマネージャーに関連する現象と対策
	4.4 TELNETに関連する現象と対策
	4.5 スイッチングハブ機能に関連する現象と対策
	4.6 VLANに関連する現象と対策
	4.7 リンクアグリゲーションに関連する現象と対策
	4.8 内蔵冷却ファンに関連する現象と対策
	4.9 XENPAKに関連する現象と対策
	4.10 装置の表示、エラーログに関連する現象と対策

	5. 準拠規格
	6. 設定・表示コマンド/設定メニュー索引

