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1.1
Syslog
<system:warning> Power up. Start logging.
<system:warning> Power up. Start logging.
Trap coldStart Trap
Version 7.00.00
(Cold start)
Trap "snmp-server traps cold disable” Trap
1.2
Syslog
<system:emerg> Rebooting.
<system:emerg> Rebooting.
Trap -
Version 7.00.00

(reboot) MIB

"show tech-support"
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1.3

Syslog

<system:info> Executed "write memory"

<system:info> Executed "write memory"

Trap -

Version 7.07.01

(copy running-config flash-config, write memory)
"reboot" MIB

1.4
Syslog
<device:warning> device <NAME>: Initialize start.
<device:warning> device fib0: Initialize start.
Trap -

Version 7.00.00

LSI
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1.5

Syslog
<device:info> device <NAME>: Initialize done.
<device:info> device fib0: Initialize done.
Trap -
Version 7.00.00
LSI
1.6
Syslog
<system:notice> Booted from primary firmware.
<system:notice> Booted from primary firmware.
Trap -
Version 7.32.01
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1.7

Syslog
<system:warning> Booted from secondary firmware.
<system:warning> Booted from secondary firmware.
Trap -
Version 7.32.01
1.8 SD
Syslog
<system:notice> Booted from memory-card firmware (<FILENAME>).
<system:notice> Booted from memory-card firmware (test.img).
Trap -
Version 7.32.01
SD <FILENAME>
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1.9

Syslog

<system:notice> Booted with primary configuration.

<system:notice> Booted with primary configuration.

Trap -

Version 7.32.01

1.10
Syslog
<system:warning> Booted with secondary configuration.
<system:warning> Booted with secondary configuration.
Trap -
Version 7.32.01
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1.11SD

Syslog
<system:notice> Booted with memory-card configuration (<FILENAME>).
<system:notice> Booted with memory-card configuration (test.cfg).
Trap -
Version 7.32.01
SD <FILENAME>
1.12
Syslog
<system:alert> Booted with default configuration.
<system:alert> Booted with default configuration.
Trap -
Version 7.32.01
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2.1

Syslog
<bist:crit> Fail Fan <NUMBER>
<bist:crit> Fail Fan 1

Trap fanFaultTrap Trap

Version 7.00.00
<NUMBER>

"show hardware"

Trap "snmp-server traps fan disable" Trap

2.2

Syslog
<bist:info> Recovery Fan <NUMBER>
<bist:info> Recovery Fan 1

Trap fanRecoveryTrap Trap

Version 7.00.00
<NUMBER>

"show

system" "'show hardware"

Trap "snmp-server traps fan disable" Trap
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2.3

Syslog
<bist:crit> Fail Fan of Power Unit <UNIT_NUMBER>
<bist:crit> Fail Fan of Power Unit 1
Trap powerFANFaultTrap Trap
Version 7.15.01
<UNIT_NUMBER>
( (PSR ) )
"show hardware"
Trap "snmp-server traps fan disable” Trap
2.4
Syslog
<bist:info> Recovery Fan of Power Unit <UNIT_NUMBER>
<bist:info> Recovery Fan of Power Unit 1
Trap powerFANRecoveryTrap Trap
Version 7.15.01
<UNIT_NUMBER>
( (PSR ) )
Trap "snmp-server traps fan disable" Trap
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2.5

Syslog
<bist:crit> Fail Power <UNIT_NUMBER>
<bist:crit> Fail Power 1

Trap powerFaultTrap Trap

Version 7.15.01

<UNIT_NUMBER>
(PSR ) )

"'show hardware"

2.6

Syslog
<bist:info> Recovery Power <UNIT_NUMBER>
<bist:info> Recovery Power 1

Trap powerRecoveryTrap Trap

Version 7.15.01

<UNIT_NUMBER>
( (PSR ) )
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2.7

Syslog

<bist:emerg> Power down.

<bist:emerg> Power down.
Trap -
Version 7.39.01

(Apresia5412GT-PoE
Syslog
Syslog

2.8
Syslog

<device:emerg> device <NAME>: Fatal Error.

<device:emerg> device fib0: Fatal Error.
Trap -
Version 7.00.00

LSI

"show tech-support"
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2.9

Syslog
<bist:alert> Temperature pass through high threshold.
<bist:alert> Temperature pass through high threshold.
Trap warningTemperatureTrap Trap
Version 7.00.00
Apresia3448G-PSR(RevB)/3448G-PSR2/4348 /5412GT-HRSS/5412GT-HRSS2/
5412GT-HRSS-DC48V/5412GT-HRSS-DC110V/13000
Apresia3448G-PSR(RevB)/3448G-PSR2/4348 50
Apresiab412GT-HRSS/5412GT-HRSS2/5412GT-HRSS-DC48V/5412GT-HRSS-DC110V
60 Apresial3000 40
"show hardware"
Trap "snmp-server traps temperature disable” Trap
2.10
Syslog
<bist:info> Normal outside temperature condition.
<bist:info> Normal outside temperature condition.
Trap normalTemperatureTrap Trap
Version 7.00.00
Apresia3448G-PSR(RevB)/3448G-PSR2/4348 /5412GT-HRSS/5412GT-HRSS2/
5412GT-HRSS-DC48V/5412GT-HRSS-DC110V/13000
Trap "snmp-server traps temperature disable" Trap
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2.110S

Syslog

<system:emerg> panic: Rebooting

<system:emerg> panic: Rebooting

Trap -

Version 7.00.00

0S

"show tech-support™

2.12 1P

Syslog
<system:emerg> duplicate IP address <IPADDR> sent from link address <MACADDR>
<system:emerg> duplicate IP address 192.168.10.100 sent from link address
11:22:33:44:55:66

Trap -

Version 7.00.00

1P 1P

IP 1P
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2.13 Watchdog Timer

Syslog
<system:alert> Watchdog timer is over(process = <NAME>, pid = <ID>, action =
<ACTION>).
<system:alert> Watchdog timer is over(process = 0x895d5214, pid = 2, action =
reboot).

Trap -

Version 7.00.00

Watchdog Timer action

"show tech-support™
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2.14

Syslog

<bist:warning> System Status Code is changed(X-X' ).

<bist:warning> System Status Code is changed(0x0-0x4000).

Trap

hclAeosSystemStatusCodeChange Trap

Version

7.28.01

bit14, 16(0x4000, 0x10000) LSI

(  0x4000 LSI
0000 0000 0100 0000 0000 0000

Bit

"clear memory-error"

"clear memory-error"

LSI

Trap

"snmp-server traps system-status disable”

Trap
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2.15

Syslog
<device:emerg> System status goes abnormal.
<device:emerg> System status goes abnormal.
Trap hclAeosSystemStatusAbnormal Trap
Version 7.28.01
"clear memory-error"
"clear memory-error"
Trap "snmp-server traps system-status disable” Trap
2.16
Syslog
<device:notice> System status goes normal.
<device:notice> System status goes normal.
Trap hclAeosSystemStatusNormal Trap
Version 7.28.01
Trap "snmp-server traps system-status disable" Trap
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2.17

Syslog
<bist:warning> Memory error of switch LSI was recovered automatically.
<bist:warning> Memory error of switch LSl was recovered automatically.
Trap hclAeosMemoryErrorAutoRecovery Trap

Version 7.33.01

Trap "snmp-server traps memory-error auto-recovery disable" Trap

2.18 FCS

Syslog
<port:warning> Port <PORTNO> FCS error counter exceeded <THRESHOLD VALUE>. (counter
<COUNTER>)

<port:warning> Port 6 FCS error counter exceeded 100. (counter 107)

Trap hclAeosFcsErrorThresholdExceeded Trap

Version 7.37.01

"error-frame threshold polling-rate" FCS
<THRESHOLD VALUE>

<COUNTER>
( ) ( )

Trap "snmp-server traps error-frame-threshold port <PORTRANGE> disable"
Trap
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2.19

Syslog
<port:warning> Port <PORTNO> Alignment error counter exceeded <THRESHOLD_ VALUE>.
(counter <COUNTER>)
<port:warning> Port 6 Alignment error counter exceeded 100. (counter 107)
Trap hclAeosAlignErrorThresholdExceeded Trap
Version 7.37.01
"error-frame threshold polling-rate”
<THRESHOLD_VALUE>
<COUNTER>
( ) ( )
Trap "snmp-server traps error-frame-threshold port <PORTRANGE> disable"

Trap
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2.20

Syslog
<port:warning> Port <PORTNO> Fragments error counter exceeded <THRESHOLD VALUE>.
(counter <COUNTER>)
<port:warning> Port 6 Fragments error counter exceeded 100. (counter 107)
Trap hclAeosFragmentsThresholdExceeded Trap
Version 7.37.01
"error-frame threshold polling-rate”
<THRESHOLD_VALUE>
<COUNTER>
( ) ( )
Trap "snmp-server traps error-frame-threshold port <PORTRANGE> disable"

Trap
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2.21

Syslog
<port:warning> Port <PORTNO> Jabbers counter exceeded <THRESHOLD_VALUE>. (counter
<COUNTER>)
<port:warning> Port 6 Jabbers counter exceeded 100. (counter 107)
Trap hclAeosJabbersThresholdExceeded Trap
Version 7.37.01
"error-frame threshold polling-rate”
<THRESHOLD_VALUE>
<COUNTER>
( ) ( )
Trap "snmp-server traps error-frame-threshold port <PORTRANGE> disable™

Trap
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2.22

Syslog
<port:warning> Port <PORTNO> Carrier Sense error counter exceeded
<THRESHOLD_VALUE>. (counter <COUNTER>)
<port:warning> Port 6 Carrier Sense error counter exceeded 100. (counter 107)
Trap hclAeosCarSenseErrorThresholdExceeded Trap
Version 7.37.01
"error-frame threshold polling-rate”
<THRESHOLD_VALUE>
<COUNTER>
( ) ( )
Trap "snmp-server traps error-frame-threshold port <PORTRANGE> disable™

Trap
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2.23 FCS

Syslog
<port:err> Port <PORTNO> received FCS error.
<port:err> Port 6 received FCS error.

Trap hclAeosFcsErrorReceived Trap

Version 7.37.01

FCS ( ) 5

"error-frame threshold polling-rate”

"logging error-frame-received port disable”

)

Trap "snmp-server traps error-frame-received port <PORTRANGE> disable™ Trap
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2.24

Syslog

<port:err> Port <PORTNO> received Alignment error.

<port:err> Port 6 received Alignment error.
Trap hclAeosAlignErrorReceived Trap
Version 7.37.01

( ) 5
"error-frame threshold polling-rate”
"logging error-frame-received port disable”
( ) (
)

Trap "snmp-server traps error-frame-received port <PORTRANGE> disable™ Trap
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2.25

Syslog

<port:err> Port <PORTNO> received Fragments error.

<port:err> Port 6 received Fragments error.
Trap hclAeosFragmentsReceived Trap
Version 7.37.01

( ) 5
"error-frame threshold polling-rate”
"logging error-frame-received port disable”
( ) (
)

Trap "snmp-server traps error-frame-received port <PORTRANGE> disable™ Trap
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2.26

Syslog

<port:err> Port <PORTNO> received Jabbers.

<port:err> Port 6 received Jabbers.
Trap hclAeosJabbersReceived Trap
Version 7.37.01

( )
"error-frame threshold polling-rate"
"logging error-frame-received port disable”
( ) (
)

Trap "snmp-server traps error-frame-received port <PORTRANGE> disable™ Trap
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2.27

Syslog

<port:err> Port <PORTNO> received Carrier Sense error.

<port:err> Port 6 received Carrier Sense error.
Trap hclAeosCarSenseErrorReceived Trap
Version 7.37.01

( )
"error-frame threshold polling-rate"
"logging error-frame-received port disable”
( ) (
)

Trap "snmp-server traps error-frame-received port <PORTRANGE> disable™ Trap
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2.28

Syslog
<bist:warning> Temporary error was detected on packet buffer memory of switch LSI.
<bist:warning> Temporary error was detected on packet buffer memory of switch LSI.
Trap hclAeosSystemLsiMemoryTemporaryError Trap

Version 7.41.01

LSI
"show system” Health Status
10
Trap "snmp-server traps memory-error temporary-error disable” Trap
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3. LOGIN

3.1
Syslog
<cli:notice> Login <USERNAME> from <LOCATION>.
<cli:notice> Login adpro from Console.
<cli:notice> Login user from 192.168.10.100.
Trap -
Version 7.00.00
<USERNAME> <LOCATION>
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3.2

Syslog
<cli:warning> Login incorrect <USERNAME> from <LOCATION>.
<cli:warning> Login incorrect adpro from Console.
<cli:warning> Login incorrect user from 172.21.29.109.
Trap loginincorrectTrap Trap
Version 7.00.00
<USERNAME> <LOCATION>
Telnet 10 Telnet
/10 1 2 Syslog Trap
) 1,2,11,12 10n+1,10n+2 (n=0,1,2
* Host Management
Trap "snmp-server traps login-incorrect disable” Trap
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3.3

Syslog
<cli:info> Logout <USERNAME>
<cli:info> Logout adpro
Trap -
Version 7.00.00
<USERNAME>
3.4
Syslog
<cli:info> <CL1_COMMAND>
<cli:info> clock set 14:29:00
Trap -
Version 7.00.00

<CLI_COMMAND>
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3.5

Syslog
<system:emerg> Configuration and logs were initialized.
<system:emerg> Configuration and logs were initialized.
Trap -
Version 7.06.01

ap_recovery
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4_ Memory

4.1

Syslog
<system:err> Fail Write Error.
<system:crit> Flash Write Error.
<system:err> Fail Write Error.
<system:crit> Flash Write Error.

Trap -

Version Fail Write Error. 7.00.00

Flash Write Error. 7.15.03

Apresia3400/4300/5400

Apresial3000 Flash Write Error.
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4.2

Syslog
<system:err> mount failed

<system:err> mount failed

Trap -

Version 7.00.00

4.3

Syslog
<system:alert> Memory-utilization exceeded <THRESHOLD VALUE>page.
<system:alert> Memory-utilization exceeded 10000page.

Trap hclAeosMemoryUtilizationRising Trap

Version 7.30.01

(60 )

Trap "snmp-server traps memory-used-notify disable" Trap
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4.4 8D

Syslog
<device:err> Verify Error: CRC Mismatch.

<device:err> Verify Error: CRC Mismatch.

Trap -

Version 7.39.01

SD

* "backup clone"

* "backup memory-card"

» "archive upload-loader memory-card"

« "archive upload-sw memory-card"

» "copy flash-config memory-card"

» "copy log memory-card"

» "copy aaa-local-db memory-card"

» "copy login-page memory-card"

» "copy login-success-page memory-card"
» "copy login-failure-page memory-card"
» "copy logout-success-page memory-card™
» "copy logout-failure-page memory-card"
* "copy redirect-error-page memory-card"
e "copy https-certificate memory-card"

e "copy https-private-key memory-card"

» "copy configured-script memory-card"

e "copy ssh-rsa-key memory-card”

e "copy ssh-rsal-key memory-card"

e "copy running-config memory-card"

e "copy tftp memory-card"

« "copy running-config flash-config"

e "write memory"

SD
SD
SD
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5.1
Syslog
<port:warning> Port management link up <MODE>, <DUPLEX>, <MDI>.
<port:warning> Port management link up 100BASE-TX, full-duplex, MDI.
Trap linkUp Trap

Version 7.00.00

<MODE> <DUPLEX> MDI/MDI-X<MDI>

Trap "snmp-server traps link manage disable™ Trap

5.2
Syslog
<port:warning> Port management link down.
<port:warning> Port management link down.
Trap linkDown Trap

Version 7.00.00

Trap "snmp-server traps link manage disable" Trap
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5.3

Syslog

<port:warning>
<port:warning>
<port:warning>

<port:warning>

Port
Port
Port
Port

<PORTNO>
<PORTNO>
<PORTNO>
<PORTNO>

link up <MODE>,
link up <MODE>,
link up <MODE>,
link up <MODE>,

<DUPLEX>, <MDI>.
<DUPLEX>.

<DUPLEX>, <MDI>, pause.
<DUPLEX>, pause.

<port:warning>
<port:warning>
<port:warning>
<port:warning>

<port:warning>

Port
Port
Port
Port
Port

1 link up 100BASE-TX, full-duplex, MDI-X.

27 link up 1000BASE-SX, full-duplex.

28 link up 1000BASE-X(CWDM), full-duplex.

1 link up 100BASE-TX, full-duplex, MDI-X, pause.
27 link up 1000BASE-SX, full-duplex, pause.

Trap

linkUp Trap

Version

7.00.00

<PORTNO>

<MODE>

pause  802.3x

<DUPLEX> MDI/MDI-X<MDI>

Trap

"snmp-server traps link port <PORTRANGE> disable™ Trap

46/172



5.4

Syslog
<port:err> Port <PORTNO> link down.
<port:err> Port 1 link down.

Trap linkDown Trap

Version 7.00.00

<PORTNO>

Trap "snmp-server traps link port <PORTRANGE> disable" Trap

5.5 shutdown

Syslog
<port:warning> Port <PORTNO> is automatically shutdown because link goes down.
<port:warning> Port 3 is automatically shutdown because link goes down.

Trap hclAeosAutoShutdownByLinkDown Trap

Version 7.25.01

<PORTNO> shutdown

Trap "snmp-server traps auto-shutdown disable" Trap
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5.6 SFP

Syslog
<port:notice> Port <PORTNO> SFP module attached.
<port:notice> Port 9 SFP module attached.
Trap -
Version 7.00.00
<PORTNO> SFP
5.7 SFP
Syslog
<port:warning> Port <PORTNO> SFP module detached.
<port:warning> Port 9 SFP module detached.
Trap -
Version 7.00.00

<PORTNO> SFP
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5.8 SFP Tx Fault
Syslog

<port:alert> Port <PORTNO> SFP module Tx Fault detect.

<port:alert> Port 9 SFP module Tx Fault detect.
Trap -
Version 7.00.00

<PORTNO> SFP Tx Fault
SFP
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5.9 SFP read

Syslog
<port:alert> Port <PORTNO> SFP module read error detect.

<port:alert> Port 9 SFP module read error detect.

Trap -

Version 7.00.00

<PORTNO> SFP read

SFP

5.10 XENPAK

Syslog
<port:notice> Port <PORTNO> XENPAK module attached.

<port:notice> Port 49 XENPAK module attached.

Trap -

Version 7.00.00

XENPAK
<PORTNO> XENPAK

50/172



5.11 XENPAK

Syslog
<port:warning> Port <PORTNO> XENPAK module detached.

<port:warning> Port 49 XENPAK module detached.

Trap -

Version 7.00.00

XENPAK
<PORTNO> XENPAK
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6. LACP

6.1 LACP LAG

Syslog
<process:err> LACP: LAG (LACP Key <KEY>) detected multiple LAG ID on Port <PORTNO>.

<process:err> LACP: LAG (LACP Key 1) detected multiple LAG ID on Port 49.

Trap hclAeosLacpMultipleLagDetect Trap

Version 7.31.01

<KEY> LAG LAG ID
<KEY> LAG LAG ID
<KEY> LAG
Trap "no snmp-server traps lacp enable™ Trap
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6.2 LACP

Syslog
<process:err> LACP: LAG (LACP Key <KEY>) detected multiple system-id on Port
<PORTNO>.
<process:err> LACP: LAG (LACP Key 1) detected multiple system-id on Port 49.
Trap hclAeosLacpMul tipleSystemDetect Trap

Version 7.31.01

<KEY> LAG ID
<KEY> LAG
1D <KEY>
LAG LACP
Trap "no snmp-server traps lacp enable™ Trap

6.3 LACP
Syslog
<process:notice> LACP: LAG (LACP Key <KEY>) detected timeout mismatch on Port
<PORTNO>.
<process:notice> LACP: LAG (LACP Key 1) detected timeout mismatch on Port 49.
Trap hclAeosLacpTimeoutMismatchDetect Trap

Version 7.31.01

<KEY> LAG <PORTNO>
LACP

LACP LACP

Trap "no snmp-server traps lacp enable" Trap
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6.4 LACPDU

Syslog
<process:err> LACP: LAG (LACP Key <KEY>) LACPDU receive timer expired on Port
<PORTNO>.
<process:err> LACP: LAG (LACP Key 1) LACPDU receive timer expired on Port 49.
Trap hclAeosLacpLacpduReceiveTimerExpired Trap
Version 7.31.01
<KEY> LAG <PORTNO> LACPDU
LACP
Trap "no snmp-server traps lacp enable™ Trap
6.5 LACP LACPDU
Syslog
<process:notice> LACP: LAG (LACP Key <KEY>) LACPDU detected on Port <PORTNO>.
<process:notice> LACP: LAG (LACP Key 1) LACPDU detected on Port 49.
Trap hclAeosLacpLacpduDetected Trap
Version 7.31.01
<KEY> LAG <PORTNO>  LACPDU
Trap "no snmp-server traps lacp enable" Trap
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6.6 LACP

Syslog
<process:err> LACP: LAG (LACP Key <KEY>) Port <PORTNO> changed state to Down.
<process:err> LACP: LAG (LACP Key 1) Port 49 changed state to Down.
Trap hclAeosLacpPortDown Trap
Version 7.31.01
<KEY> LAG <PORTNO>
(Collecting/Distributing )
LACP Up
Trap "no snmp-server traps lacp enable™ Trap
6.7 LACP
Syslog
<process:notice> LACP: LAG (LACP Key <KEY>) Port <PORTNO> changed state to Up.
<process:notice> LACP: LAG (LACP Key 1) Port 49 changed state to Up.
Trap hclAeosLacpPortUp Trap
Version 7.31.01
<KEY> LAG <PORTNO>
(Collecting/Distributing)
Trap "no snmp-server traps lacp enable" Trap
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7. LLDP

7.1LLDP
Syslog
<lldp:info> LLDPDU <CHASSIS_ID>:<PORT_ID> is received at port <PORTNO>.
<lldp:info> LLDPDU 00:40:66:11:93:94:Fastether-1 is received at port 1.
Trap boxLIdpRemTablesChange Trap
Version 7.00.00
<CHASSIS_1D>:<PORT_ID> LLDP
MIB
7.2 MIB
Syslog
<lldp:err> LLDPDU <CHASSIS ID>:<PORT_ID> TTL expired at port <PORTNO>.
<lldp:err> LLDPDU 00:40:66:11:93:94:Fastether-1 TTL expired at port 1.
Trap boxLIdpRemTablesChange Trap
Version 7.00.00
<CHASSIS 1D>:<PORT_ID> LLDP TTL
MIB
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7.3 shutdown

Syslog
<lldp:warning> LLDPDU <CHASSIS_ID>:<PORT_ID> shutdown is received at port <PORTNO>.
<lldp:warning> LLDPDU 00:40:66:11:93:94:Fastether-1 shutdown is received at port
1.
Trap boxLIdpRemTablesChange Trap
Version 7.00.00
<CHASSIS_ID>:<PORT_ID> shutdown
MIB
7.4 LLDP
Syslog
<lldp:crit> Local LLDPDU is received at <PORTNO>
<lldp:crit> Local LLDPDU is received at 1
Trap -
Version 7.00.00

LLDP
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7.5

Syslog
<lldp:warning> LLDP disabled port <PORTNO> by error.
<lldp:warning> LLDP disabled port 44 by error.
Trap -
Version 7.08.01
LLDP
( )
SFP/GBIC
7.6
Syslog
<lldp:warning> LLDP reset port <PORTNO>.
<lldp:warning> LLDP reset port 44.
Trap -
Version 7.08.01
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7.7 LLDP

Syslog
<lldp:err> A problem was encountered with the process
<lldp:err> A problem was encountered with the process
Trap -
Version 7.36.01
LLDP LLDP

"show tech-support™

"1ldp enable”

"no lldp enable”
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8. Flush FDB

8.1 Flush FDB

Syslog

<process:info> flush-FDB rp-e: Start.

<process:info> flush-FDB rp-e: Start.

Trap -

Version 7.01.01

Flush FDB

8.2 Flush FDB (GSRP aware)

Syslog
<process:info> flush-FDB rp-g: Start.

<process:info> flush-FDB rp-g: Start.

Trap -

Version 7.01.01

Flush FDB (GSRP aware)
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8.3 Flush FDB

Syslog

<process:info> flush-FDB rp-e: Stop.

<process:info> flush-FDB rp-e: Stop.

Trap -

Version 7.01.01

Flush FDB

8.4 Flush FDB (GSRP aware)

Syslog
<process: info> flush-FDB rp-g: Stop.

<process: info> flush-FDB rp-g: Stop.

Trap -

Version 7.01.01

Flush FDB (GSRP aware)
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8.5 FDB

Syslog
<process:notice> flush-FDB rp-e: Fdb Flush.
<process:notice> flush-FDB rp-e: Fdb Flush.
Trap -
Version 7.01.01
Flush FDB FDB
8.6 FDB (GSRP aware)
Syslog
<process:notice> flush-FDB rp-g: Fdb Flush.
<process:notice> flush-FDB rp-g: Fdb Flush.
Trap -
Version 7.01.01
Flush FDB (GSRP aware) FDB
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9. STP

9.1
Syslog
<stp:warning> STP topology change began, aging = <TIME>.
<stp:warning> STP topology change began, aging = 15.
Trap topologyChange Trap
Version 7.04.01
STP
STP
( )
Trap "snmp-server traps topology disable” Trap
9.2 FDB
Syslog
<stp:info> STP aging was set, aging = <TIME>.
<stp:info> STP aging was set, aging = 200.
Trap -
Version 7.00.00
STP FDB
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10. RSTP

10.1

Syslog
<process:warning> rstp_propogate_topology_change: port <PORTNO>
<process:warning> rstp_propogate_topology change: port 6

Trap -

Version 7.05.01

RSTP <PORTNO>
RSTP
( )
10.2 BPDU

Syslog

<process:warning> rstp_handle_bpdu: BPDU validation failed on port <PORTNO>!

<process:warning> rstp_handle_bpdu: BPDU validation failed on port 10!

Trap -

Version 7.05.01

<PORTNO> BPDU

RSTP
BPDU

64/172



10.3 PORT state

Syslog
<process:warning> port <PORTNO> state changed from <STATE> to <STATE>
<process:warning> port 1 state changed from DISCARDING to FORWARDING
Trap -
Version 7.06.01
<PORTNO> <STATE>
<STATE>
DISCARDING MAC
LEARNING MAC
FORWARDING

10.4 PORT role

Syslog

<process:warning> port <PORTNO> role changed from <ROLE> to <ROLE>

<process:warning> port 1 role changed from DISABLED to DESIGNATED

Trap

Version

7.06.01

<PORTNO> <ROLE>
<ROLE>

DESIGNATED

ROOTPORT

ALTERNATE

BACKUP

DISABLED
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10.5 FDB Flush

Syslog

<process:warning> flushing FDB for other ports

<process:warning> flushing FDB for other ports

Trap -

Version 7.12.01

FDB
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11. MSTP

11.1
Syslog
<process:warning> topology change port <PORTNO>
<process:warning> topology change port <PORTNO> instance <INSTANCE_ID>
<process:warning> topology change port 2
<process:warning> topology change port 2 instance 2
Trap -

Version 7.06.01

MSTP <PORTNO>
MSTP
( )
11.2 BPDU

Syslog

<process:warning> invalid BPDU received on port <PORTNO>

<process:warning> invalid BPDU received on port 1

Trap -

Version 7.06.01

<PORTNO> BPDU

MSTP
BPDU
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11.3 PORT state

Syslog
<process:warning> port <PORTNO> state changed from <STATE> to <STATE>
<process:warning> port <PORTNO> instance <INSTANCE_ID> state changed from <STATE>
to <STATE>
<process:warning> port 1 state changed from DISCARDING to FORWARDING
<process:warning> port 1 instance 1 state changed from LEARNING to FORWARDING
Trap -

Version 7.06.01

<PORTNO> <STATE>
<STATE>
DISCARDING MAC
LEARNING MAC
FORWARDING
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11.4 PORT role

Syslog
<process:warning> port <PORTNO> role changed from <ROLE> to <ROLE>
<process:warning> port <PORTNO> instance <INSTANCE_ID> role changed from <ROLE> to
<ROLE>
<process:warning> port 1 role changed from DISABLED to DESIGNATED
<process:warning> port 4 instance 1 role changed from BACKUP to DISABLED

Trap -

Version 7.06.01

<PORTNO> <ROLE>
<ROLE>

DESIGNATED

ROOTPORT

ALTERNATE

MASTERPORT

BACKUP

DISABLED
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11.5 FDB Flush

Syslog

<process

<process:
<process:

<process:

:warning> flushing FDB for port <PORTNO>

warning> flushing FDB for port <PORTNO> instance <INSTANCE_ID>
warning> flushing FDB for port <PORTNO> role <ROLE>
warning> flushing FDB for port <PORTNO> instance <INSTANCE_ID> role <ROLE>

<process
<process
<process

<process

:warning> flushing FDB for port 1

:warning> flushing FDB for port 4 instance 1

:warning> flushing FDB for port 2 role DESIGNATED
:warning> flushing FDB for port 4 instance 3 role DISABLED

Trap

Version

7.06.01

<PORTNO>

FDB
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12.

12.1
Syslog
<process:info> FIdCtl : Flooding Control start
<process:info> FIdCtl : Flooding Control start
Trap -
Version 7.03.01
12.2
Syslog
<process:info> Port <PORTNO> flood control bc start action
<process:info> Port 1 flood control bc start action
Trap floodControlBCStartAction Trap
Version 7.03.01
<PORTNO>
Trap "snmp-server traps flooding control disable" Trap
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12.3

Syslog
<process:info> Port <PORTNO> flood control bc stop action
<process:info> Port 1 flood control bc stop action

Trap floodControlBCStopAction Trap

Version 7.03.01

<PORTNO>

Trap "snmp-server traps flooding control disable™ Trap

12.4

Syslog
<process:info> Port <PORTNO> flood control mc start action
<process:info> Port 1 flood control mc start action

Trap floodControlMCStartAction Trap

Version 7.03.01

<PORTNO>

Trap "snmp-server traps flooding control disable" Trap
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12.5

Syslog
<process:info> Port <PORTNO> flood control mc stop action
<process:info> Port 1 flood control mc stop action

Trap floodControlMCStopAction Trap

Version 7.03.01

<PORTNO>

Trap "snmp-server traps flooding control disable” Trap

12.6

Syslog
<process: info> Port <PORTNO> flood control bc shutdown action
<process:info> Port 1 flood control bc shutdown action

Trap TfloodControlShutdownBCAction Trap

Version 7.03.01

<PORTNO>

"no shutdown"

Trap "snmp-server traps flooding control disable" Trap
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12.7

Syslog
<process:info> Port <PORTNO> flood control mc shutdown action
<process:info> Port 1 flood control mc shutdown action

Trap floodControlShutdownMCAction Trap

Version 7.03.01

<PORTNO>

"no shutdown"

Trap "snmp-server traps flooding control disable™ Trap
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13.

13.1
Syslog
<process:info> PtSec : Port Security start
<process:info> PtSec : Port Security start
Trap -
Version 7.06.01
13.2
Syslog
<process:info> PtSec : Port <PORTNO> added <MACADDR>.
<process:info> PtSec : Port 1 added 11:22:33:44:55:66.
Trap portSecurityAdd Trap
Version 7.06.01
MAC
Trap "snmp-server traps port-security <PORTRANGE> disable" Trap
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13.3

Syslog
<process:info> PtSec : Port <PORTNO> deleted <MACADDR>.
<process:info> PtSec : Port 1 deleted 11:22:33:44:55:66.
Trap portSecurityRemove Trap
Version 7.06.01
MAC
Trap "snmp-server traps port-security <PORTRANGE> disable™ Trap
13.4
Syslog
<process:info> PtSec : <MACADDR> moved from port <PORTNO> to <PORTNO>.
<process:info> PtSec : 11:22:33:44:55:66 moved from port 1 to 2.
Trap portSecurityChange Trap
Version 7.06.01
MAC
SA
Trap "snmp-server traps port-security <PORTRANGE> disable" Trap
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13.5

Syslog
<process:info> PtSec : Port <PORTNO> discard <MACADDR>.
<process:info> PtSec : Port 1 discard 11:22:33:44:55:66.
Trap portSecurityFail Trap
Version 7.06.01
SA
Trap "snmp-server traps port-security <PORTRANGE> disable™ Trap
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14.

14.1
Syslog

<lw:warning> Loop detected, port <PORTNO> shutdown. (counter <COUNTER>, error

<ERROR>, discard <DISCARD>)

<lw:warning> Loop detected, port 11 shutdown. (counter 1, error 2, discard 10)
Trap hclAeosLoopDetect Trap
Version 7.11.01

(shutdown)
counter error
discard (MIB ifInDiscards)
"no shutdown"

Trap "snmp-server traps loop-watch disable” Trap
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14.2 (notify-only )

Syslog
<lw:warning> Detected loop on port <PORTNO>. (counter <COUNTER>, error <ERROR>,
discard <DISCARD>)
<lw:warning> Detected loop on port 11. (counter 1, error 2, discard 10)

Trap hclAeosLoopDetect Trap

Version 7.11.01

notify-only
notify-only
counter error
discard (MIB iflInDiscards)
Trap "snmp-server traps loop-watch disable” Trap

14.3

Syslog
<lw:warning> auto-recovery timer expired on port <PORTNO>.
<lw:warning> auto-recovery timer expired on port 1.

Trap hclAeosLoopAutoRecovery Trap

Version 7.07.01

(no shutdown)

Trap "snmp-server traps loop-watch disable" Trap
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15. NTP

15.1 NTP
Syslog
<ntp:err> no server suitable for synchronization found.
<ntp:err> no server suitable for synchronization found.
Trap -

Version 7.00.00

NTP

NTP
« NTP

15.2
Syslog
<ntp:info> renew time. offset(<TIME>)
<ntp:info> renew time. offset(-1.629146 s)
Trap -

Version 7.00.00

NTP
<TIME>
NTP "ntp enable”
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16. IGMP Snooping

16.1 IGMP Snooping

Syslog

<process:info> IGMPSNP:snooping start.

<process:info> IGMPSNP:snooping start.

Trap -

Version 7.00.00

IGMP Snooping
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17. IGMP

17.1 IGMP

Syslog

<process:info> IGMPQUE:querier start.

<process:info> IGMPQUE:querier start.

Trap -

Version 7.03.01

1GMP
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18. PIM-SM

18.1 PIM-SM

Syslog
<process:info> vif start <INTERFACE>

<process:info> vif start vlan 1

Trap -

Version 7.05.01

<INTERFACE> PIM-SM

18.2
Syslog
<process: info> Deleting PIM neighbor <ADDRESS>
<process:info> Deleting PIM neighbor 192.168.0.30
Trap -

Version 7.05.01

<ADDRESS>

PIM-SM
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18.3

Syslog

<process: warning> PIM <TYPE> packet checksum error. Ignoring packet.

<process: warning> PIM Hello packet checksum error. lIgnoring packet.

Trap -

Version 7.05.01

PIM-SM <TYPE> message type  PIM-SM
checksum

PIM-SM
PIM-SM
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19. IGMP Proxy

19.1 Leave Group

Syslog

<process:warning> IGMP-proxy: Invalid group address <ADDRESS> requested for Leave

<process:warning> IGMP-proxy: Invalid group address 224.1.1.1 requested for Leave

Trap -

Version 7.05.01

Leave Group Downstream VLAN

19.2 Querier

Syslog

<process:warning> IGMP-proxy: vlan<VID>: Query aging timeout.

<process:warning> IGMP-proxy: vlan2: Query aging timeout.

Trap -

Version 7.05.01

Upstream VLAN Querier  Query Querier

Upstream VLAN Query
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19.3 IGMP Proxy

Syslog
<process:err> igmPxyRouting(START): <ERROR>

<process:err> igmPxyRouting(START): <ERROR>

Trap -

Version 7.05.01

IGMP Proxy

19.4 IGMP Proxy

Syslog

<process:info> igmpxyd: stopped.

<process:info> igmpxyd: stopped.

Trap -

Version 7.05.01

IGMP Proxy
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19.5 IGMP Proxy

Syslog

<process:info> igmpxyd: started.

<process:info> igmpxyd: started.

Trap -

Version 7.05.01

IGMP Proxy

19.6 IGMP

Syslog
<process: info> 1GMP: <IGMP_MESSAGE> from port <PORTNO> vid
<VID>(<LENGTH>,<ADDRESS>).

<process:info> IGMP: Query from port 2 vid 2(32B,0.0.0.0).

Trap -

Version 7.05.01

"debug igmp proxy trace" Upstream Downstream VLAN 1GMP
" CPU VLAN
)
e "ip multicast-routing”
('no ip multicast-routing” )
e Query Report Leave
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19.7

Syslog
<process:info> IGMP-proxy: IFG <PXY-ID> started.
<process:info> IGMP-proxy: IFG 1 started.
Trap -
Version 7.05.01
"ip igmp proxy enable”
IGMP Proxy
19.8
Syslog
<process:info> IGMP-proxy: IFG <PXY-1D> stopped.
<process:info> IGMP-proxy: IFG 1 stopped.
Trap -
Version 7.05.01

"no ip igmp proxy enable”
IGMP Proxy
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20. MLD Snooping

20.1 MLD Snooping

Syslog
<process:info> MLD6SNP: start.
<process:info> MLD6SNP: start.
Trap -
Version 7.04.01

MLD Snooping
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21 . SNMP

21.1
Syslog
<snmp:warning> Authentication failure from <IPADDR>.
<snmp:warning> Authentication failure from 172.21.29.24.
Trap authenticationFailure Trap

Version 7.00.00

1P <IPADDR> SNMP
(SNMP Authentication Failure)

<IPADDR>
<IPADDR>
IP
Trap "snmp-server traps authentication disable" Trap
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21.2 SET

Syslog

<cli:notice> VTY configuration is locked by other VTY

<cli:notice> VTY configuration is locked by other VTY

Trap -

Version 7.00.00

CONFIG
SNMP SET SET

SET "exit" CONFIG

21.3
Syslog
Trap risingAlarm Trap
Version 7.00.00
RMON  alarm
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21.4

Syslog

Trap fallingAlarm Trap

Version 7.00.00

RMON  alarm
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22 . OSPF

22.1

Syslog

Trap ospflfStateChange Trap/ospfVirtlfStateChange Trap

Version 7.08.01

OSPF

Trap "snmp-server traps ospf disable” Trap

22.2
Syslog
<process: info> NFSM[<INTERFACE>:<ADDRESS>-<ROUTERID>]: Status change <STATE> ->
Full
<process:info> NFSM[vlan 1:192.168.0.20-6.7.0.0]: Status change Loading -> Full
Trap -

Version 7.03.01

<INTERFACE> <ROUTERID> (State Full )
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22.3

Syslog
Trap ospfNbrStateChange Trap/ospfVirtNbrStateChange Trap
Version 7.08.01
(

OSPF
Trap "snmp-server traps ospf disable” Trap
22.4
Syslog
Trap ospfIfConfigError Trap/ospfVirtlfConfigError Trap
Version 7.08.01

)

OSPF

Trap "snmp-server traps ospf disable" Trap
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22.5

Syslog
<process:info> NFSM[<INTERFACE>:<ADDRESS>-<ROUTERID>]: Status change Full ->
<STATE>
<process:info> NFSM[vlan 1:192.168.0.20-6.7.0.0]: Status change Full -> Down
Trap -
Version 7.03.01
<INTERFACE> <ROUTERID> (State Full
)
OSPF
22.6
Syslog
<process:warning> RECV[<TYPE>]: From <ROUTERID> via <INTERFACE>:<ADDRESS>: OSPF
checksum error <VALID_SUM>/<INVALID_SUM>
<process:warning> RECV[Hello]: From 200.0.0.0 via vlan 1:192.168.0.20: OSPF
checksum error 0x2BD1/0x0
Trap ospflfRxBadPacket Trap/ospfVirtlfRxBadPacket Trap
Version 7.03.01
<INTERFACE> <ROUTERID> <TYPE> message type OSPF
checksum
OSPF
OSPF
Trap "snmp-server traps ospf disable" Trap
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22.7

Syslog
<process:warning> RECV[<TYPE>]: From <ROUTERID> via <INTERFACE>:<ADDRESS>:
Authentication type mismatch
<process:warning> RECV[Hello]: From 150.0.0.0 via vlan 1:192.168.0.20:
Authentication type mismatch
Trap ospflfAuthFailure Trap/ospfVirtlfAuthFailure Trap
Version 7.03.01
<INTERFACE> <ROUTERID> <TYPE> message type OSPF
OSPF
OSPF
Trap "snmp-server traps ospf disable” Trap
22.8
Syslog
<process:warning> RECV[<TYPE>]: From <ROUTERID> via <INTERFACE>:<ADDRESS>:
Authentication error
<process:warning> RECV[Hello]: From 192.168.0.30 via vlan 1:192.168.0.20:
Authentication error
Trap ospflfAuthFailure Trap/ospfVirtlfAuthFailure Trap
Version 7.03.01
<INTERFACE> <ROUTERID> <TYPE> message type OSPF
OSPF
OSPF
Trap "snmp-server traps ospf disable" Trap
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22.9 MD5
Syslog
<process:warning> RECV[<TYPE>]: From <ROUTERID> via <INTERFACE>:<ADDRESS>: MD5
authentication error
<process:warning> RECV[Hello]: From 192.168.0.30 via vlan 1:192.168.0.20: MD5
authentication error
Trap ospflfAuthFailure Trap/ospfVirtlfAuthFailure Trap
Version 7.03.01
<INTERFACE> <ROUTERID> <TYPE> message type OSPF
MD5
OSPF
OSPF
Trap "snmp-server traps ospf disable” Trap
22.10 LSA
Syslog
Trap ospfMaxAgeLsa Trap
Version 7.08.01
LSDB LSA
Trap "snmp-server traps ospf disable" Trap
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22.11 LSA

Syslog
<process:warning> OSPF: Reached non-AS-external-LSAs limit. Max:[10000/area]
<process:warning> OSPF: Reached non-AS-external-LSAs limit. Max:[10000/area]
Trap -
Version 7.03.01
LSA 5( LSA) LSA 1 10000
LSDB
LSA 5( LSA) LSA 10000
22.12 LSA
Syslog
Trap ospfLsdbOverflow Trap
Version 7.08.01
(non-default) 5 LSA( LSA) 30000
LSDB
5 LSA( LSA) LSA
30000
Trap "snmp-server traps ospf disable" Trap
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22.13 LSA

Syslog

Trap ospfLsdbApproachingOverflow Trap

Version 7.08.01

(non-default) 5 LSA( LSA) 30000
LSDB 90 %
5 LSA( LSA) LSA

30000
Trap "snmp-server traps ospf disable” Trap
22.14 LSA
Syslog
Trap ospfOriginateLsa Trap
Version 7.08.01

LSA
Trap "snmp-server traps ospf disable" Trap
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22.15LSA

Syslog

Trap ospfTxRetransmit Trap/ospfVirtlfTxRetransmit Trap

Version 7.08.01

LSA

Trap "snmp-server traps ospf disable” Trap
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23. RIP

23.1
Syslog
<process:info> NSM: IPv4 Route <ROUTERID> delete
<process:info> NSM: IPv4 Route 133.142.0.0/16 delete
Trap -

Version 7.03.01

RIP <ROUTERID>

RIP

23.2
Syslog
<process:warning> RECV[<INTERFACE>]: Drop RIPv2 from <ADDRESS> (No auth in packet)
<process:warning> RECV[vlan 3]: Drop RIPv2 from 10.74.8.2 (No auth in packet)
Trap -

Version 7.03.01

RIP <INTERFACE> <ADDRESS>
RIP

RIP
RIP
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23.3

Syslog
<process:warning> RECV[<INTERFACE>]: Drop RIPv2 from <ADDRESS> (Simple auth failed)
<process:warning> RECV[vlan 3]: Drop RIPv2 from 10.74.8.2 (Simple auth failed)
Trap -
Version 7.03.01
RIP <INTERFACE> <ADDRESS> RIP
RIP
RIP
23.4 MD5
Syslog
<process:warning> RECV[<INTERFACE>]: Drop RIPv2 from <ADDRESS> (MD5 auth failed)
<process:warning> RECV[vlan 3]: Drop RIPv2 from 10.74.8.2 (MD5 auth failed)
Trap -
Version 7.03.01
RIP <INTERFACE> <ADDRESS> RIP MD5

RIP
RIP
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24 _ VRRP

24.1 Master

Syslog

<process:info> VRRP: vrid <VRID> state change to master.

<process:info> VRRP: vrid 1 state change to master.

Trap vrrpTrapNewMaster Trap
Version 7.03.01 (Trap 7.12.01 )
VRRP vrid status Master
24.2 Backup
Syslog
<process:info> VRRP: vrid <VRID> state change to backup.
<process:info> VRRP: vrid 1 state change to backup.
Trap -
Version 7.03.01
VRRP vrid status Backup
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24.3

Syslog
<process:warning> VRRP RECV[Hello]: Invalid checksum (vrid=<VRID>)
<process:warning> VRRP RECV[Hello]: Invalid checksum (vrid=1)
Trap -
Version 7.03.01
VRRP vrid VRRP  Hello
VRRP
VRRP Hello
244
Syslog
<process:warning> VRRP RECV[Hello]: Authentication type mismatch (vrid=<VRID>)
<process:warning> VRRP RECV[Hello]: Authentication type mismatch (vrid=1)
Trap vrrpTrapAuthFailure Trap
Version 7.03.01 (Trap 7.12.01 )
VRRP vrid VRRP  Hello
VRRP
VRRP Hello

104/172



24.5

Syslog
<process:warning> VRRP RECV[Hello]: Simple password authentication Tailed
(vrid=<VRID>)
<process:warning> VRRP RECV[Hello]: Simple password authentication failed (vrid=1)
Trap vrrpTrapAuthFailure Trap

Version 7.03.01 (Trap 7.12.01 )

VRRP vrid VRRP  Hello

VRRP
VRRP Hello
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25. DHCP

25.1 DHCP

Syslog

<dhcp:info> DHCP server.

<dhcp:info> DHCP server.

Trap -

Version 7.01.01

DHCP

25.2
Syslog
<dhcp:err> No subnet declaration for <VID> (<IPADDR>).
<dhcp:err> No subnet declaration for vlanl0 (192.168.10.10).
Trap -

Version 7.01.01

<VID> (<IPADDR>) DHCP network
(DHCP )

<VID> VLAN  DHCP
DHCP VLAN
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25.3

Syslog
<dhcp:err> Cannot send packet.
<dhcp:err> Cannot send packet.
Trap -
Version 7.01.01
DHCP DHCP
25.4
Syslog
<dhcp:info> Packet from unknown subnet: <IPADDR>.
<dhcp:info> Packet from unknown subnet: 192.168.10.100.
Trap -
Version 7.01.01
DISCOVER
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25.5 DHCP DISCOVER

Syslog
<dhcp:info> DHCPDISCOVER from <MACADDR> via <VID | DHCP_RELAY_AGENT_IP_ADDRESS>

<dhcp:info> DHCPDISCOVER from 11:22:33:44:55:66 via vlanl0

Trap -

Version 7.01.01

DHCP DHCP DISCOVER

25.6 DHCP OFFER

Syslog
<dhcp: info> DHCPOFFER on <CLIENT _IP_ADDRESS> to <MACADDR> (<CLIENT_HOST NAME>) via
<VID | DHCP_RELAY_AGENT_IP_ADDRESS>
<dhcp: info> DHCPOFFER on 192.168.10.100 to 11:22:33:44:55:66 (PC100) via vlanl0
Trap -

Version 7.01.01

DHCP DHCP OFFER
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25.7 DHCP REQUEST

Syslog
<dhcp:info> DHCPREQUEST for <CLIENT_IP_ADDRESS> (<SERVER_IP_ADDRESS>) from
<MACADDR> (<CLIENT_HOST_NAME>) via <VID | DHCP_RELAY_AGENT_IP_ADDRESS>
<dhcp:info> DHCPREQUEST for 192.168.10.100 (192.168.10.10) from 11:22:33:44:55:66
(PC100) via vlani0

Trap -

Version 7.01.01

DHCP DHCP REQUEST

25.8 DHCP REQUEST ( )

Syslog
<dhcp:info> DHCPREQUEST for <CLIENT_IP_ADDRESS> (<SERVER_IP_ADDRESS>) from
<MACADDR> (<CLIENT_HOST_NAME>) via <VID | DHCP_RELAY_AGENT_IP_ADDRESS>: lease
<CLIENT_IP_ADDRESS> unavailable.
<dhcp: info> DHCPREQUEST for 192.168.10.100 (192.168.10.10) from 11:22:33:44:55:66
(PC100) via vlan10: lease 192.168.10.100 unavailable.

Trap -

Version 7.01.01

DHCP DHCP REQUEST
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25.9 DHCP ACK

Syslog
<dhcp:info> DHCPACK on <CLIENT_IP_ADDRESS> to <MACADDR> (<CLIENT_HOST_NAME>) via
<VID | DHCP_RELAY_AGENT_IP_ADDRESS>
<dhcp:info> DHCPACK on 192.168.10.100 to 11:22:33:44:55:66 (PC100) via vlanl0
Trap -

Version 7.01.01

DHCP DHCP ACK

25.10 DHCP RELEASE ( )

Syslog
<dhcp:info> DHCPRELEASE from <MACADDR> specified requested-address.

<dhcp:info> DHCPRELEASE from 11:22:33:44:55:66 specified requested-address.

Trap -

Version 7.01.01

DHCP DHCP RELEASE (
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25.11 DHCP RELEASE ( )

Syslog
<dhcp: info> DHCPRELEASE of <CLIENT_IP_ADDRESS> from <MACADDR> (<CLIENT_HOST_NAME>)
via <VID | DHCP_RELAY_AGENT_IP_ADDRESS> (found)
<dhcp: info> DHCPRELEASE of 192.168.10.100 from 11:22:33:44:55:66 (PC100) via vlanl0
(found)

Trap -

Version 7.01.01

DHCP DHCP RELEASE

25.12 DHCP RELEASE ( )

Syslog
<dhcp: info> DHCPRELEASE of <CLIENT_IP_ADDRESS> from <MACADDR> (<CLIENT_HOST_NAME>)
via <VID | DHCP_RELAY_AGENT_IP_ADDRESS> (not found)
<dhcp: info> DHCPRELEASE of 192.168.10.100 from 11:22:33:44:55:66 (PC100) via vlanl0
(not found)

Trap -

Version 7.01.01

DHCP DHCP RELEASE
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25.13 DHCP INFORM

Syslog
<dhcp:info> DHCPINFORM from <CLIENT_IP_ADDRESS> via <VID>

<dhcp:info> DHCPINFORM from 192.168.10.100 via vlanl0

Trap -

Version 7.01.01

DHCP DHCP INFORM

25.14 DHCP NAK

Syslog
<dhcp:info> DHCPNAK on <CLIENT_IP_ADDRESS> to <MACADDR> via <VID |
DHCP_RELAY_AGENT_IP_ADDRESS>
<dhcp:info> DHCPNAK on 192.168.10.100 to 11:22:33:44:55:66 via vlanl0

Trap -

Version 7.01.01

DHCP NAK
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26. MMRP

26.1

Syslog
<mmrp:err> [<RING_NAME>] Port <PORTNO> goes DOWN status.
<mmrp:err> [<RING_NAME>] Lag <LAGNO> goes DOWN status.
<mmrp:err> [Ringl] Port 1 goes DOWN status.
<mmrp:err> [Ring2] Lag 2 goes DOWN status.

Trap hcIMmrpV1PortDown Trap

Version 7.02.01

<RING_NAME> <PORTNO> LAG <LAGNO>

MMRP

Trap "no snmp-server traps mmrp enable™ Trap
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26.2

Syslog
<mmrp:warning> [<RING_NAME>] Port <PORTNO> goes LISTENING status.
<mmrp:warning> [<RING_NAME>] Lag <LAGNO> goes LISTENING status.
<mmrp:warning> [Ringl] Port 1 goes LISTENING status.
<mmrp:warning> [Ring2] Lag 2 goes LISTENING status.

Trap hcIMmrpV1PortListening Trap

Version 7.02.01

<RING_NAME> <PORTNO> LAG <LAGNO>

MMRP

Trap "no snmp-server traps mmrp enable™ Trap

26.3

Syslog
<mmrp:warning> [<RING_NAME>] Port <PORTNO> goes FORWARDING status.
<mmrp:warning> [<RING_NAME>] Lag <LAGNO> goes FORWARDING status.
<mmrp:warning> [Ringl] Port 1 goes FORWARDING status.
<mmrp:warning> [Ring2] Lag 2 goes FORWARDING status.

Trap hcIMmrpV1PortForwarding Trap

Version 7.02.01

<RING_NAME> <PORTNO> LAG <LAGNO>

MMRP

Trap "no snmp-server traps mmrp enable" Trap
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26.4

Syslog
<mmrp:warning> [<RING_NAME>] Port <PORTNO> goes BLOCKING status.
<mmrp:warning> [<RING_NAME>] Lag <LAGNO> goes BLOCKING status.
<mmrp:warning> [Ringl] Port 1 goes BLOCKING status.
<mmrp:warning> [Ring2] Lag 2 goes BLOCKING status.
Trap hcIMmrpV1PortBlocking Trap
Version 7.02.01
<RING_NAME> <PORTNO> LAG <LAGNO>
Trap "no snmp-server traps mmrp enable™ Trap
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26.5

Syslog

<mmrp:err> [<RING_NAME>] ALl uplink port goes down.

<mmrp:err> [Ringl] All uplink port goes down.
Trap hcIMmrpV1ALIUplinkDown Trap
Version 7.02.01

<RING_NAME>
LAG

MMRP

* MMRP MMRP
Trap "no snmp-server traps mmrp enable™ Trap
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26.6 MVMRP FDB

Syslog
<mmrp:notice> [<RING_NAME>] FDB Flush.
<mmrp:notice> [Ringl] FDB Flush.

Trap hcIMmrpV1FdbFlush Trap

Version 7.02.01

MMRP FDB Flush
MMRP
Trap "no snmp-server traps mmrp enable™ Trap

26.7

Syslog
<mmrp:notice> [<RING_NAME>] FDB Forwarding Timer Updated.
<mmrp:notice> [Ringl] FDB Forwarding Timer Updated.

Trap -

Version 7.02.01

MMRP FDB FDB Flush

MMRP
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26.8

Syslog
<mmrp:err> [<RING_NAME>] Port <PORTNO> goes Error-Disabled(Down) status.
<mmrp:err> [<RING_NAME>] Lag <LAGNO> goes Error-Disabled(Down) status.
<mmrp:err> [Ringl] Port 1 goes Error-Disabled(Down) status.
<mmrp:err> [Ring2] Lag 2 goes Error-Disabled(Down) status.

Trap hcIMmrpV1ErrDisableDetect Trap

Version 7.02.01

MMRP <PORTNO> LAG
<LAGNO>

MMRP

Trap "no snmp-server traps mmrp enable™ Trap
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26.9

Syslog
<mmrp:err> [<RING_NAME>] Port <PORTNO> goes Error-Disabled(Up) status.
<mmrp:err> [<RING_NAME>] Lag <LAGNO> goes Error-Disabled(Up) status.
<mmrp:err> [Ringl] Port 1 goes Error-Disabled(Up) status.
<mmrp:err> [Ring2] Lag 2 goes Error-Disabled(Up) status.

Trap hcIMmrpV1ErrDisableRecovery Trap

Version 7.02.01
MMRP <PORTNO> LAG
<LAGNO>
MMRP

Trap "no snmp-server traps mmrp enable™ Trap

119/172



27. MMRP-Plus

27.1

Syslog
<mmrp:err> MMRP-Plus ring <RINGID> Port <PORTNO> goes DOWN status.
<mmrp:err> MMRP-Plus ring <RINGID> Lag <LAGNO> goes DOWN status.
<mmrp:err> MMRP-Plus ring 1 Port 1 goes DOWN status.
<mmrp:err> MMRP-Plus ring 2 Lag 2 goes DOWN status.

Trap hcIMmrpPlusPortDown Trap

Version 7.05.01

<RINGID> <PORTNO> LAG <LAGNO>

MMRP-Plus

Trap "no snmp-server traps mmrp enable™ Trap
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27.2

Syslog
<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> goes LISTENING status.
<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> goes LISTENING status.
<mmrp:warning> MMRP-Plus ring 1 Port 1 goes LISTENING status.
<mmrp:warning> MMRP-Plus ring 2 Lag 2 goes LISTENING status.

Trap hcIMmrpPlusPortListening Trap

Version 7.05.01

<RINGID> <PORTNO> LAG <LAGNO>
MMRP-Plus
Trap "no snmp-server traps mmrp enable™ Trap

27.3

Syslog
<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> Listening Time out.
<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> Listening Time out.
<mmrp:warning> MMRP-Plus ring 1 Port 1 Listening Time out.
<mmrp:warning> MMRP-Plus ring 2 Lag 2 Listening Time out.

Trap hcIMmrpPlusPortListeningTimeout Trap

Version 7.05.01

<RINGID> <PORTNO> LAG <LAGNO>

Trap "'no snmp-server traps mmrp enable" Trap
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27.4

Syslog
<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> goes FORWARDING status.
<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> goes FORWARDING status.
<mmrp:warning> MMRP-Plus ring 1 Port 1 goes FORWARDING status.
<mmrp:warning> MMRP-Plus ring 2 Lag 2 goes FORWARDING status.
Trap hcIMmrpPlusPortForwarding Trap
Version 7.05.01
<RINGID> <PORTNO> LAG <LAGNO>
Aware
Trap "no snmp-server traps mmrp enable™ Trap
27.5
Syslog
<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> goes BLOCKING status.
<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> goes BLOCKING status.
<mmrp:warning> MMRP-Plus ring 1 Port 1 goes BLOCKING status.
<mmrp:warning> MMRP-Plus ring 2 Lag 2 goes BLOCKING status.
Trap hcIMmrpPlusPortBlocking Trap
Version 7.05.01
<RINGID> <PORTNO> LAG <LAGNO>
Trap "no snmp-server traps mmrp enable" Trap
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27.6 Failure

Syslog
<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> goes FAILURE UP status.
<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> goes FAILURE UP status.
<mmrp:warning> MMRP-Plus ring 1 Port 1 goes FAILURE UP status.
<mmrp:warning> MMRP-Plus ring 1 Lag 1 goes FAILURE UP status.
Trap hcIMmrpPlusPortDisable Trap
Version 7.09.01
<RINGID> <PORTNO> LAG <LAGNO>  Failure
Failure
"clear mmrp-plus failure ring”
Trap "no snmp-server traps mmrp enable™ Trap
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27.7 Revertive Listening

Syslog
<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> Revertive Time out.
<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> Revertive Time out.
<mmrp:warning> MMRP-Plus ring 1 Port 1 goes Revertive Time out.
<mmrp:warning> MMRP-Plus ring 1 Lag 1 goes Revertive Time out.

Trap hcIMmrpPlusPortDisableTimeout Trap

Version 7.09.01

<RINGID> <PORTNO> LAG <LAGNO> Revertive
Listening
Trap "no snmp-server traps mmrp enable™ Trap
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27.8

Syslog
<mmrp:err> MMRP-Plus ring <RINGID> All uplink port goes down.
<mmrp:err> MMRP-Plus ring 1 All uplink port goes down.
Trap hcIMmrpPlusAllUplinkDown Trap
Version 7.05.01
<RINGID>
LAG
MMRP-Plus
* MMRP MMRP
Trap "no snmp-server traps mmrp enable™ Trap
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27.9 MMRP-Plus FDB

Syslog
<mmrp:notice> MMRP-Plus ring <RINGID> FDB Flush.
<mmrp:notice> MMRP-Plus ring 1 FDB Flush.
Trap hcIMmrpPlusFdbFlush Trap
Version 7.05.01
MMRP-Plus FDB Flush
MMRP-Plus
Trap "no snmp-server traps mmrp enable™ Trap
27.10
Syslog
<mmrp:notice> MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated.
<mmrp:notice> MMRP-Plus ring 1 FDB Forwarding Timer Updated.
Trap -
Version 7.05.01
MMRP-Plus FDB FDB Flush
MMRP-Plus
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27.11

Syslog
<mmrp:notice> MMRP-Plus ring <RINGID> Uplink-port <PORTNO> was down by <an-restart
| phy-stop>.
<mmrp:notice> MMRP-Plus ring 11 Uplink-port 5 was down by an-restart.

Trap -

Version 7.05.01

MMRP-Plus

MMRP-Plus

27.12 Hello

Syslog
<mmrp:warning> MMRP-Plus ring <RINGID> <Master | Slave> Port <PORTNO> Hello down
detect.
<mmrp:warning> MMRP-Plus ring <RINGID> <Master | Slave> Lag <LAGNO> Hello down
detect.
<mmrp:warning> MMRP-Plus ring 1 Master Port 1 Hello down detect.
<mmrp:warning> MMRP-Plus ring 2 Master Lag 2 Hello down detect.

Trap -

Version 7.07.01

Hello
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27_.13 Hello

Syslog
<mmrp:warning> MMRP-Plus ring <RINGID> <Master | Slave> Port <PORTNO> Hello detect.
<mmrp:warning> MMRP-Plus ring <RINGID> <Master | Slave> Lag <LAGNO> Hello detect.
<mmrp:warning> MMRP-Plus ring 1 Master Port 1 Hello detect.
<mmrp:warning> MMRP-Plus ring 2 Master Lag 2 Hello detect.

Trap -

Version 7.07.01

Hello

27.14 Hello

Syslog
<mmrp:notice> MMRP-Plus ring <RINGID> <Master | Slave> Port <PORTNO> Hello timeout.
<mmrp:notice> MMRP-Plus ring <RINGID> <Master | Slave> Lag <LAGNO> Hello timeout.
<mmrp:notice> MMRP-Plus ring 1 Master Port 1 Hello timeout.
<mmrp:notice> MMRP-Plus ring 2 Master Lag 2 Hello timeout.

Trap -

Version 7.07.01

Hello (hello-timeout)

MMRP-Plus
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27.15

Syslog
<mmrp:warning> MMRP-PlIus ring <RINGID> Port <PORTNO> was restarted.

<mmrp:warning> MMRP-Plus ring 1000 Port 23 was restarted.

Trap -

Version 7.11.01

<RINGID> <PORTNO>

MMRP-Plus
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28_. MMRP2 aware

28.1 MMRP2 Aware

Syslog
<mmrp:err> MMRP2 ring <RINGID> Port <PORTNO> goes DOWN status.
<mmrp:err> MMRP2 ring <RINGID> Lag <LAGNO> goes DOWN status.
<mmrp:err> MMRP2 ring 1 Port 1 goes DOWN status.
<mmrp:err> MMRP2 ring 2 Lag 2 goes DOWN status.

Trap boxMmrpAwareLinkDown Trap

Version 7.04.01

<RINGID> <PORTNO> LAG <LAGNO>

MMRP

Trap "no snmp-server traps mmrp enable™ Trap
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28.2 MMRP2 Aware Failure Up
Syslog
<mmrp:warning> MMRP2 ring <RINGID> Port <PORTNO> goes FAILURE UP status.
<mmrp:warning> MMRP2 ring <RINGID> Lag <LAGNO> goes FAILURE UP status.
<mmrp:warning> MMRP2 ring 1 Port 1 FAILURE UP status.
<mmrp:warning> MMRP2 ring 2 Lag 2 FAILURE UP status.
Trap boxMmrpAwareDisable Trap
Version 7.04.01
<RINGID> <PORTNO> LAG <LAGNO> Failure Up
Failure Up Hello
Syslog TRAP
"clear mmrp2" MMRP2
Trap "no snmp-server traps mmrp enable™ Trap
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28.3 MMRP2 Aware Failure Up

Syslog
<mmrp:warning> MMRP2 ring <RINGID> Port <PORTNO> Revertive Time out.
<mmrp:warning> MMRP2 ring <RINGID> Lag <LAGNO> Revertive Time out.
<mmrp:warning> MMRP2 ring 1 Port 1 Revertive Time out.
<mmrp:warning> MMRP2 ring 2 Lag 2 Revertive Time out.

Trap boxMmrpAwareDisableTimeout Trap

Version 7.04.01

<RINGID> <PORTNO> LAG <LAGNO> Failure Up

Failure Up Hello

Trap "no snmp-server traps mmrp enable™ Trap
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28.4 MMRP2 Aware

Syslog
<mmrp:warning> MMRP2 ring <RINGID> Port <PORTNO> goes LISTENING status.
<mmrp:warning> MMRP2 ring <RINGID> Lag <LAGNO> goes LISTENING status.
<mmrp:warning> MMRP2 ring 1 Port 1 goes LISTENING status.
<mmrp:warning> MMRP2 ring 2 Lag 2 goes LISTENING status.

Trap boxMmrpAwareListening Trap

Version 7.04.01

<RINGID> <PORTNO> LAG <LAGNO>

MMRP

Trap "no snmp-server traps mmrp enable™ Trap

28.5 MMRP2 Aware

Syslog
<mmrp:warning> MMRP2 ring <RINGID> Port <PORTNO> Listening Time out.
<mmrp:warning> MMRP2 ring <RINGID> Lag <LAGNO> Listening Time out.
<mmrp:warning> MMRP2 ring 1 Port 1 Listening Time out.
<mmrp:warning> MMRP2 ring 2 Lag 2 Listening Time out.

Trap boxMmrpAwareListeningTimeout Trap

Version 7.04.01

<RINGID> <PORTNO> LAG <LAGNO>

Trap "'no snmp-server traps mmrp enable" Trap
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28.6 MMRP2 Aware

Syslog
<mmrp:warning> MMRP2 ring <RINGID> Port <PORTNO> goes FORWARDING status.
<mmrp:warning> MMRP2 ring <RINGID> Lag <LAGNO> goes FORWARDING status.
<mmrp:warning> MMRP2 ring 1 Port 1 goes FORWARDING status.
<mmrp:warning> MMRP2 ring 2 Lag 2 goes FORWARDING status.

Trap boxMmrpAwareForwarding Trap

Version 7.04.01

<RINGID> <PORTNO> LAG <LAGNO>
Trap "no snmp-server traps mmrp enable™ Trap
28.7 MMRP2 FDB

Syslog
<mmrp: notice> MMRP2 ring <RINGID> Port <PORTNO> FDB Flush.
<mmrp: notice> MMRP2 ring <RINGID> Lag <LAGNO> FDB Flush.
<mmrp: notice> MMRP2 ring 1 Port 1 FDB Flush.
<mmrp: notice> MMRP2 ring 2 Lag 2 FDB Flush.

Trap boxMmrpFdbFlush Trap

Version 7.04.01

MMRP2 FDB Flush
MMRP2
Trap "'no snmp-server traps mmrp enable" Trap
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29. NA

29.1
Syslog
<na:notice> NA: login : <MACADDR>(<IPADDR>) by <USERID> on port <PORTNO> vid <VID>
<na:notice> NA: login : 00:0b:db:d6:38:5¢(198.168.10.5) by yamada on port 6 vid 100
Trap naLoginSuccess Trap
Version 7.01.01
<PORTNO>  MAC <MACADDR> IP <IPADDR> <USERID>
MAC <IPADDR> 0.0.0.0 <USERID>
"MACADDR™
Trap "no snmp-server traps na enable” Trap
29.2 NA
Syslog
<na:notice> NA: auth success : <MACADDR>(<IPADDR>) by <USERID> on port <PORTNO>
<na:notice> NA: auth success : 00:0b:db:d6:53:5¢(192.168.10.5) by yamada on port
3
Trap -
Version 7.01.01
NA MAC <IPADDR> 0.0.0.0

<USERID> "MACADDR"
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29.3

Syslog
<na:warning> NA: auth failed : <MACADDR>(<IPADDR>) by <USERID> on port <PORTNO>
<na:warning> NA: auth failed : 00:0b:db:d6:53:5c(192.168.10.5) by yamada on port
3

Trap naLoginFailure Trap

Version 7.01.01
NA <PORTNO>  MAC <MACADDR> IP <IPADDR> <USERID>

MAC <IPADDR> 0.0.0.0
<USERID> "MACADDR"
ID RADIUS
Trap "no snmp-server traps na enable” Trap

136/172



29.4

Syslog
<na:notice> NA: logout : <MACADDR> by <TYPE> on port <PORTNO>

<na:notice> NA: logout : 00:0b:db:d6:38:5c by link down on port 6

Trap naLogoutTrap Trap

Version 7.01.01

<PORTNO> MAC <MACADDR> <TYPE>

<TYPE>

e cgi( Web

e link down( )
« config change( )

» aging(aging )

» timeout( )

« polling(ping )

» logout-ping(logout ping )

» clock( )

e duplicate mac(MAC )

Trap "no snmp-server traps na enable” Trap
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29.5

Syslog
<na:notice> NA: local auth success <USERID> on port <PORTNO>
<na:notice> NA: local auth success 000bdbd6535c on port 3
Trap -
Version 7.01.01
<PORTNO> <USERID> MAC
<USERID> MAC
29.6
Syslog
<na:warning> NA: local auth fail <USERID> on port <PORTNO>
<na:warning> NA: local auth fail 000bdbd6535c on port 3
Trap -
Version 7.01.01
<PORTNO> <USERID> MAC

<USERID> MAC
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29.7

Syslog
<na:notice> NA: force auth <USERID> on port <PORTNO>
<na:notice> NA: force auth 000bdbd6535c on port 3
Trap -
Version 7.01.01
<PORTNO> <USERID> MAC
<USERID> MAC
29.81
Syslog
<na:warning> NA: <MACADDR> can not login port <PORTNO>, already logined
<na:warning> NA: 00:0b:db:d6:38:5c can not login port 6, already logined
Trap -
Version 7.01.01
designated mode <PORTNO> MAC
<MACADDR>
designated mode 1
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29.9

Syslog

<na:warning> NA: <MACADDR> can not login over 300 entries

<na:warning> NA: 00:0b:db:d6:38:5c can not login over 300 entries

Trap -

Version 7.01.01

(300) MAC <MACADDR>

300

29_10 discard discard

Syslog

<na:warning> NA: can not discard over 100 entries

<na:warning> NA: can not discard over 100 entries

Trap -

Version 7.01.01

discard (100) RADIUS Reject
discard
FDB discard MAC
100 discard
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29.11

Syslog
<na:notice> NA: roaming :<MACADDR> used by <USERID> from port <PORTNO1> to <PORTN02>
<na:notice> NA: roaming :00:0b:db:d6:38:5c used by yamada from port 2 to 5
Trap -
Version 7.01.01
<PORTNO> MAC <MACADDR> <USERID>
<PORTNO1> <PORTNO2>
29.12
Syslog
<na:info> NA: Login rejected: ttl(<TTL>) :<MACADDR>(<IPADDR>) by <USERID> on port
<PORT>
<na:info> NA: Login rejected: ttl1(128) :00:14:38:11:5¢:73(172.17.41.40) by test on
port 1
Trap -
Version 7.05.01

TTL
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29.13 RADIUS

Syslog

<na:warning> NA: No valid RADIUS responses received from <IPADDR>

<na:warning> NA: No valid RADIUS responses received from 192.168.33.10

Trap -

Version 7.01.01

RADIUS

RADIUS

29.14 RADIUS

Syslog

<na:warning> NA: RADIUS is not configured

<na:warning> NA: RADIUS is not configured

Trap -

Version 7.01.01

RADIUS

RADIUS
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30. RADIUS

30.1 RADIUS

Syslog
<cli:info> RADIUS(<IPADDR>) Authentication succeeded.

<cli:info> RADIUS(172.21.51.10) Authentication succeeded.

Trap -

Version 7.05.01

RADIUS RADIUS

30.2 RADIUS

Syslog
<cli:err> RADIUS(<IPADDR>) Authentication failed.

<cli:err> RADIUS(172.21.51.10) Authentication failed.

Trap -

Version 7.05.01

RADIUS RADIUS

RADIUS
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30.3 RADIUS

Syslog

<cli:info> No valid RADIUS responses received from <IPADDR>

<cli:info> No valid RADIUS responses received from 192.168.33.10

Trap -

Version 7.05.01

RADIUS RADIUS

RADIUS
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31. AccessDefender

31.1

Syslog
<process:notice> A-Def : <web | gateway | mac | dotlx | dhcpsnooping> : login
succeeded : uid=<USERID> mac=<MACADDR> ip=<IPADDR> port=<PORTNO> vid=<VID> [new
vid=<VID>]
<process:notice> A-Def : web : login  succeeded :  uid=webuser0l
mac=00:0f:1F:c9:63:9e ip=172.17.100.100 port=1 vid=100

Trap hclAdLogin Trap
(Web MAC )

Version 7.08.01

<PORTNO>  MAC <MACADDR> IP <IPADDR> <USERID>
MAC <IPADDR> 0.0.0.0 <USERID>

"MACADDR" VLAN <new vid=<VID>> VLAN
ID

Trap "no snmp-server traps access-defender mac-authentication | web-authentication

enable” Trap
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31.2

Syslog
<process:notice> A-Def : <radius | force | local> authentication succeeded :
uid=<USERID>
<process:notice> A-Def : radius authentication succeeded : uid=webuser0l

Trap -

Version 7.08.01

MAC <USERID> "MACADDR"

<radius> RADIUS <force> <local> DB

31.3

Syslog
<process:notice> A-Def : <web | gateway | mac | dotlx | dhcpsnooping> : login failed :
uid=<USERID> mac=<MACADDR> ip=<IPADDR> port=<PORTNO> vid=<VID> [new vid=<VID>]
<process:notice> A-Def : web : login failed : uid=webuser0l mac=00:0f:1f:c9:63:9%
ip=172.17.100.100 port=1 vid=100

Trap hclAdLoginFailure Trap

(Web MAC )

Version 7.08.01

MAC <IPADDR> 0.0.0.0 <USERID>
""MACADDR" VLAN <new vid=<VID>> VLAN
ID
ID RADIUS
Trap "no snmp-server traps access-defender mac-authentication | web-authentication
enable" Trap
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31.4

Syslog
<process:notice> A-Def : <radius | force | local> authentication Tfailed
uid=<USERID>
<process:notice> A-Def : radius authentication failed : uid=0013d308da68
Trap -

Version 7.08.01

MAC <USERID> "MACADDR"

<radius> RADIUS <force> <local> DB

1D RADIUS

147/172



31.5

Syslog

<process:notice> A-Def : <web | gateway | mac | dotlx | dhcpsnooping>
logout(<TYPE>): uid=<USERID> mac=<MACADDR> ip=<IPADDR> port=<PORTNO> vid=<VID>
[new vid=<VID>]

<process:notice> A-Def : web : logout(web) : uid=webuser0l mac=00:0f:1f:c9:63:9
ip=172.17.100.100 port=1 vid=100

Trap

hclAdLogout Trap
(Web MAC )

Version

7.08.01

<PORTNO> MAC <MACADDR> IP <IPADDR> <USERID>
<TYPE> MAC <IPADDR> 0.0.0.0
<USERID> "MACADDR"
<TYPE>
 aging(aging )
» web( Web )
* maxtime( )
» cli(access-defender-logout )
» clock( )
» config change(
e link down( )
« overwrite( )
» logoff(logoff )
* reauth failure( )
» reauth failure supp-timeout( Supplicant )
* reauth vlan change( vian )
* reauth user name change( )
e port initialization( )
e release(IP )
o expire(IP )
e ping(logout ping )

uid mac 1ip port vid new vid
IEEE802. 1X port FDB
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Trap

"no snmp-server traps access-defender mac-authentication | web-authentication

enable” Trap

31.6
Syslog
<process:warning> A-Def : <web | gateway | mac | dotlx | dhcpsnooping | discard> :
the number of terminals on switch is full : uid=<USERID> mac=<MACADDR> ip=<IPADDR>
port=<PORTNO> vid=<VID> [new vid=<VID>]
<process:warning> A-Def : mac : the number of terminals on switch is full
uid=103001100115 mac=10:30:01:10:01:15 ip=0.0.0.0 port=6 vid=100
Trap -
Version 7.08.01
MAC <MACADDR>
discard MAC
discard discard
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31.71

Syslog
<process:warning> A-Def : <web | gateway | mac | dotlx | dhcpsnooping> : the number
of terminals on port <PORTNO> is full : uid=<USERID> mac=<MACADDR> ip=<IPADDR>
port=<PORT> vid=<VID> [new vid=<VID>]
<process:warning> A-Def : mac : the number of terminals on port 6 is full
uid=10300110013d mac=10:30:01:10:01:3d ip=0.0.0.0 port=6 vid=100

Trap -

Version 7.08.01

MAC <MACADDR>

31.8 RADIUS

Syslog
<process:warning> A-Def : radius(<IPADDR>) timeout : uid=<USERID>

<process:warning> A-Def : radius(172.17.41.10) timeout : uid=0013d308da68

Trap -

Version 7.08.01

RADIUS

RADIUS
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31.9 VLAN

Syslog
<process:warning> A-Def : <web | gateway | mac | dotlx> : vlan assignment failed :
uid=<USERID> mac=<MACADDR> ip=<IPADDR> port=<PORTNO> vid=<VID> [new vid=<VID>]
<process:warning> A-Def : mac : vlan assignment failed : uid=10300110013d
mac=10:30:01:10:01:3d ip=0.0.0.0 port=6 vid=100
Trap -
Version 7.11.01
<web | gateway | mac | dotlx> <PORTNO> MAC <MACADDR>
IP  <IPADDR> <USERID> VLAN ID<VID> VLAN
31.10 VLAN (RADIUS/Local )
Syslog
<process:warning> A-Def : port <PORTNO> has already been assigned to another vlan :
uid=<USERID> port=<PORTNO> [new vid=<VID>]
<process:warning> A-Def : port 6 has already been assigned to another vlan :
uid=10300110013d port=6 vid=100
Trap -
Version 7.13.01
<PORTNO> <USERID> VLAN ID <VID> VLAN
VLAN ('dynamic port-base™)
VLAN VLAN
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31.11 VLAN ( )

Syslog
<process:warning> A-Def : <web | mac | dotlx> : port <PORTNO> has already been
assigned to another vlan : uid=<USERID> mac=<MACADDR> ip=<IPADDR> port=<PORTNO>
vid=<VID> [new vid=<VID>]
<process:warning> A-Def : mac : port 6 has already been assigned to another vlan :
uid=10300110013d mac=10:30:01:10:01:3d ip=0.0.0.0 port=6 vid=100

Trap -

Version 7.13.01

<web | mac | dotlx> <PORTNO> MAC <MACADDR> IP <IPADDR>
<USERID> VLAN ID <VID> VLAN

VLAN ("'dynamic port-base™)

VLAN

31.12 MODE TIMER

Syslog
<process:info> A-Def : dhcpsnooping : mode-timer started

<process:info> A-Def : dhcpsnooping : mode-timer started

Trap -

Version 7.11.01

DHCP Snooping mode timer
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31.13 TIMER MODE (DENY)

Syslog

<process:info> A-Def : dhcpsnooping : mode changed to deny automatically

<process:info> A-Def : dhcpsnooping : mode changed to deny automatically

Trap -

Version 7.11.01

DHCP Snooping mode timer DENY MODE

31.14 CLI MODE (DENY)

Syslog

<process:info> A-Def : dhcpsnooping : mode changed to deny manually

<process:info> A-Def : dhcpsnooping : mode changed to deny manually

Trap -

Version 7.11.01

DHCP Snooping "dhcp-snooping mode deny" DENY MODE
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31.15 CLI MODE (PERMIT)

Syslog

<process:info> A-Def : dhcpsnooping : mode changed to permit manually

<process:info> A-Def : dhcpsnooping : mode changed to permit manually

Trap -

Version 7.11.01

DHCP Snooping "no dhcp-snooping mode deny" PERMIT MODE

31.16 CLI MODE (MAC-AUTHENTICATION )

Syslog

<process: info> A-Def : dhcpsnooping : mode changed to mac-authentication mode enable

<process: info> A-Def : dhcpsnooping : mode changed to mac-authentication mode enable

Trap -

Version 7.16.02

DHCP Snooping CLI MAC-AUTHENTICATION MODE
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31.17 CLI MODE (MAC-AUTHENTICATION )

Syslog
<process:info> A-Def : dhcpsnooping : mode changed to mac-authentication mode
disable
<process:info> A-Def : dhcpsnooping : mode changed to mac-authentication mode
disable

Trap -

Version 7.16.02

DHCP Snooping CLI MAC-AUTHENTICATION MODE

31.18 TTL

Syslog
<process:notice> A-Def : web : login rejected : uid=<USERID> mac=<MACADDR>
ip=<IPADDR> port=<PORTNO> vid=<VID> ttl=<TTL>

<process:notice> A-Def : web : login rejected : uid= webuser01 mac=00:0f:1f:c9:63:9%
ip=172.17.100.100 port=1 vid=100 ttl=128

Trap -

Version 7.17.01

TTL MAC <MACADDR>
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31.19 WEB

Syslog
<process:info> A-Def : <CLIENT_IP>(<USER_AGENT>) <PROTOCOL> <URL>
<process: info> A-Def : 192.168.100.11(w3m/0.5.2) GET HTTP/1.0
https://1.1.1.1:8443/

Trap -

Version 7.29.01

WEB HTTP/HTTPS/

"logging access-defender web-access on™
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32. CPU

32.1CPU
Syslog
<system:alert> CPU-utilization exceeded <THRESHOLD VALUE>%
<system:alert> CPU-utilization exceeded 50%
Trap hclAeosCpuUtilizationRising Trap
Version 7.00.00
CPU (60 )
PC
Trap "snmp-server traps cpu-utilization disable” Trap
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33.

33.1 ( )
Syslog
<system:info> Auto Config Download : TFTP download started.
<system:info> Auto Config Download : TFTP download started.
Trap -
Version 7.00.00
TFTP
33.2 ( )
Syslog
<system:info> Auto Config Download : TFTP download failed.
<system:info> Auto Config Download : TFTP download failed.
Trap -
Version 7.00.00
TFTP
TFTP TFTP
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33.3 ( )
Syslog
<system:info> Auto Config Download : Downloaded file is invalid format.
<system:info> Auto Config Download : Downloaded file is invalid format.
Trap -
Version 7.00.00
TFTP
TFTP
33.4 ( )
Syslog
<system:info> Auto Config Download : TFTP download done.
<system:info> Auto Config Download : TFTP download done.
Trap -
Version 7.00.00
TFTP
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34. AEOS7 (Apresia4348
34.1
Syslog
<system:emerg> Downgrading.
<system:emerg> Downgrading.
Trap -
Version 7.09.01

AEQS7 AEQ0S6
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35. PoE(Apresia3424GT-PoE/3424GT-Hi1PoE/5412GT-PoE)

35.1
Syslog
<poe:info> Port <PORTNO> Disabled.
<poe:info> Port 8 Disabled.
Trap -
Version 7.12.01
<PORTNO>

35.2
Syslog
<poe:info> Port <PORTNO> Searching.
<poe:info> Port 8 Searching.
Trap -
Version 7.12.01
<PORTNO>
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35.3

Syslog
<poe:info> Port <PORTNO> Delivering Power, Class <CLASSID>.
<poe:info> Port 8 Delivering Power, Class 0.

Trap pethPsePortOnOffNotification Trap

Version 7.12.01

<PORTNO> <CLASSID>
Trap "snmp-server traps poe disable" Trap
35.4
Syslog
Trap pethPsePortOnOffNotification Trap
Version 7.12.01
Trap "snmp-server traps poe disable" Trap
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35.5

Syslog

Trap pethMainPowerUsageOnNotification Trap

Version 7.12.01

MIB(pethMainPseUsageThreshold)

Trap "snmp-server traps poe disable" Trap
35.6

Syslog

Trap pethMainPowerUsageOffNotification Trap

Version 7.12.01

MIB(pethMainPseUsageThreshold)

Trap "snmp-server traps poe disable" Trap
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35.7

Syslog
<poe:info> Port <PORTNO> Requesting Power, Class <CLASSID>.
<poe:info> Port 8 Requesting Power, Class 3.
Trap -
Version 7.12.01
<PORTNO>
35.8
Syslog
<poe:info> Port <PORTNO> Other Fault, MPS Absent.
<poe:info> Port 8 Other Fault, MPS Absent.
Trap -
Version 7.12.01

<PORTNO>
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35.9

Syslog
<poe:info> Port <PORTNO> Other Fault, Power Denied.
<poe:info> Port 8 Other Fault, Power Denied.
Trap -
Version 7.12.01
<PORTNO>
35.10
Syslog
<poe:info> Port <PORTNO> Other Fault, Over Load.
<poe:info> Port 8 Other Fault, Over Load.
Trap -
Version 7.12.01
<PORTNO>
Class
Apresia3424GT-PoE/3424GT-HiPoE  Class 4 (Class 4
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35.11

Syslog
<poe:info> Port <PORTNO> Other Fault, Short.

<poe:info> Port 8 Other Fault, Short.

Trap -

Version 7.12.01

<PORTNO>

35.12

Syslog
<poe:info> Port <PORTNO> Other Fault.
<poe:info> Port 8 Other Fault.

Trap -

Version 7.12.01

<PORTNO>
35.1
35.7
35.8
35.9
35.10
35.11
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35.13 PoE

Syslog
<bist:crit> Fail PoE System Block 1
<bist:crit> Fail PoE System Block 2
<bist:crit> Fail PoE System Block 1
Trap hclAeosPoeSystemFault Trap

Version 7.13.01

PoE
Apresia3424GT-PoE Block 1 1-12 Block 2 13-24
Apresia3424GT-HiPoE 1 1-24
Apresia5412GT-PoE 1 1-8
PoE OFF
Trap "no snmp-server traps poe-system enable™ Trap
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35.14 PoE

Syslog
<poe:info> PoE blockl firmware update ver <OLDVER> -> ver <NEWVER>.
<poe:info> PoE block2 firmware update ver <OLDVER> -> ver <NEWVER>.
<poe:info> PoE firmware update ver <OLDVER> -> ver <NEWVER>.
<poe:info> PoE blockl firmware update ver 37 -> ver 38.

Trap -

Version 7.13.01

PoE <OLDVER>
<NEWVER>
Apresia3424GT-PoE "blockl" 1-12 "block2" 13-24
Apresia3424GT-HiPoE  Apresia5412GT-PoE

35.15 PoE

Syslog
<poe:info> PoE blockl firmware update successful.
<poe:info> PoE block2 firmware update successful.

<poe:info> PoE firmware update successful.

<poe:info> PoE blockl firmware update successful.

Trap -

Version 7.13.01

PoE
Apresia3424GT-PoE "blockl" 1-12 "block2" 13-24
Apresia3424GT-HiPoE  Apresia5412GT-PoE
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35.16 PoE

Syslog
<system:emerg> Fatal Error! PoE blockl firmware update incomplete.
<system:emerg> Fatal Error! PoE block2 firmware update incomplete.
<system:emerg> Fatal Error! PoE firmware update incomplete.
<system:emerg> Fatal Error! PoE blockl firmware update incomplete.
Trap -
Version 7.13.01
PoE

Apresia3424GT-PoE

"blockl"
Apresia3424GT-HiPoE

1-12
Apresiab5412GT-PoE

"block2"

13-24

PoE

OFF
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36.

36.1 IP
Syslog
<pbr:warning> tracking status changed to down, switched to ip-based route. (nexthop:
<IPADDR>, tracking: <IPADDR>)
<pbr:warning> tracking status changed to down, switched to ip-based route. (nexthop:
100.1.0.1, tracking: 100.10.0.1)
Trap hclAeosPbrTrackingChangeDown Trap
Version 7.15.01
1P
"tracking” "nexthop"
IP
Trap "snmp-server traps pbr disable" Trap
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36.2

Syslog
<pbr:warning> tracking status changed to up, switched to policy-based route.
(nexthop: <IPADDR>, tracking: <IPADDR>)
<pbr:warning> tracking status changed to up, switched to policy-based route.
(nexthop: 100.1.0.1, tracking: 100.10.0.1)

Trap hclAeosPbrTrackingChangeUp Trap

Version 7.15.01

"tracking"
"nexthop" IP

Trap "snmp-server traps pbr disable" Trap
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37. sFlow

37.1 sFlow
Syslog
<process:info> sFlow : Started.
<process:info> sFlow : Started.
Trap -
Version 7.16.02
sFlow
37.2 sFlow
Syslog
<process:info> sFlow : Terminated.
<process:info> sFlow : Terminated.
Trap -

Version 7.16.02

sFlow
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