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AEOS Ver. 8
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[]
)

<system:emerg> duplicate IP address <IPADDR> sent from link address <MACADDR>
<cli:notice> Login <USERNAME> from <LOCATION>.
<cli:info> <CLl1 COMMAND>
hostname <NAME> <NAME>
|l ogging hostname di s alylsd og

Virtual BoxCor e
. (<ROLE>-<VBID>) host name
<NAME>(<ROLE>-<VBID>) |l ogging host name

<ROLE> Vi rtual Box Cor e

e <VBID> Vi rtual BoxCor e VB | D( )

e <PORTNO> / Virtual
BoxCor e VB | D
ML AG VB | D

() vB I D 3 5 3/ 5

e AccessDefendempor t<tAGID> por t =MBK& <LAGID> port L/
<LAGID> port <MBI& <LAGID>

Syslog

[<NANE>](<ROLE>-<VBID>) <port:err> Port <PORTNO> link down.

( Apl3k-1 )
Apl3k-1(Master-1) <port:err> Port 1/13 1link down
Apl3k-1(Backup-2) <port:err> Port 2/41 |ink down
Apl3k-1(Member-3) <port:err> Port 3/5 link down
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N

N
=

reboot

Sysl og

<system:warning> Power up. Start logging.

Tr ap

coldStart Trap

8.01.01
“show tech-support?”
Trap
“snmp-server traps cold disabl e” Trap
|<system:warning> Power wup. Start |l ogging.
2. 2
(reboot) MI B

Sysl og

<system:emerg> Rebooting.

<system: emerg> Rebooting.
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N
w

(copy running-config flash-corfbiog,t

Sysl og

=
o

<system:info> Executed "write memory"

Tr ap

Ver si on

8.01.01
|<syst em: info> Executed "write memory"
2.4

—
n

Sysl og

<device:warning> device <NAME>: Initialize start.

Tr ap

Ver si on

8.01.01

<device:warning> device fibO: Initialize start.
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Sysl og

—
n

<device:info> device <NAME>: Initialize done.

Tr ap

Ver si on

8.01.01
|< device:info> device fibo: Initialize done.
2.6

Sysl og

<system:notice> Booted from primary firmware.

Tr ap

Ver si on

8.21.01

<system: notice> Booted from primary firmware.
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N
~

Sysl og

<system:warning> Booted from secondary firmware.

Tr ap

Ver si on

8.21.01

|<system:warning> Booted from secondary firmware.

N

8 SD
SD <FI1LENAME>

Sysl og

<system:notice> Booted from memory-card firmware (<FILENAME>).

Trap

Ver si on

8.21.01

<system: notice> Booted from memory-card firmware (aebsRSZZO
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N
(o]

Sysl og

<system:notice> Booted with primary configuration.

Tr ap

Ver si on

8.21.01

|<s ystem: notice> Booted with primary configuration.

N

10

Sysl og

<system:warning> Booted with secondary configuration.

Trap

Ver si on

8.21.01

<system: warning> Booted with secondary configuration
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N

11 SD
SD <FILENAME>

Sysl og

<system:notice> Booted with memory-card configuration (<FILENAME>).

Tr ap

Ver si on

8.21.01

|<system:notice> Booted with memory-card configuratiob (fl as

N

12

( )
Sysl og

<system:alert> Booted with default configuration.

Trap

Ver si on

8.21.01

<system: alert> Booted with default configuration.
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w

Sysl og

<system:notice> Booted with primary aaa-local-db.

Tr ap

Ver si on

8.26.01

|<system:notice> Booted with primary aaa-1local -db.
2.14 SD

SD <F1LENAME>

Sysl og

<system:notice> Booted with memory-card aaa-local-db (<FILENAME>).

Tr ap

Ver si on

8.26.01

<system: notice> Booted with memory-card aaa-local-dbl(hc-aa
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2.15 We b
We b (l ogin-page | ogin-
page login-failure-page | ogout-success-page |l ogout -
Sysl og
<system:notice> Booted with primary login-page.
<system:notice> Booted with primary login-success-page.
<system:notice> Booted with primary login-failure-page.
<system:notice> Booted with primary logout-success-page.
<system:notice> Booted with primary logout-failure-page.
<system:notice> Booted with primary redirect-error-page.
Ver sion
8.26.01
<system: notice> Booted with primary | ogin-page.
<system: notice> Booted with primary |l ogin-success-page.
<system: notice> Booted with primary |l ogin-failure-page.
<system: notice> Booted with primary | ogout-success-page.
<system: notice> Booted with primary | ogout-failure-page.
<system: notice> Booted with primary redirect-error-page.
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2 .
SD

16

SD

<FILENAME>

l ogin-failure-page |

Sysl og

<system:
<system:
<system:
<system:
<system:

<system:

notice>
notice>
notice>
notice>
notice>

notice>

Booted
Booted
Booted
Booted
Booted
Booted

with
with
with
with
with
with

memory-card
memory-card
memory-card
memory-card
memory-card

memory-card

We b
We b

login-page (<FILENAME>).
login-success-page (<FILENAME>).
login-failure-page (<EILENAME>).

(l ogin-page
ogout-success-page

logout-success-page (<FILENAME>).
logout-failure-page (<FILENAME>).
redirect-error-page (<FILENAME>).

l ogin-su
ogout -fail.

Ver sion

8.26.01

<system: notice> Booted with memory-card | ogin-page ( -l ogi
<system: notice> Booted with memory-card | ogin-succes page
<system: notice> Booted with memory-card |l ogin-failure¢-page
<system: notice> Booted with memory-card | ogout-succes$s-page
<system: notice> Booted with memory-card | ogout-failufe-page
<system: notice> Booted with memory-card redirect-err¢r-page
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N

17

private-key)

Sysl og

(https-certifi(chttteps -

<system:notice> Booted with primary https-certificate.

<system:notice> Booted with primary https-private-key.

Tr ap

Ver si on

8.26.01

<system: notice>
<system: notice>

s-certificat

Booted with primary h
h s-private-Kke

ttp
Booted with primary ttp

N

18 SD

SD
private-key)

Sysl og

<FI1LENAME> (https-certifi¢hteps-

<system:notice> Booted with memory-card https-certificate (<FILENAME>).
<system:notice> Booted with memory-card https-private-key (<EILENAME>).

Tr ap

Ver si on

8.26.01

<system:notice>
<system:notice>

Booted with memory-card https-certif
Booted with memory-card https-privat
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3.

3.1
<NUMBER>

Sysl og

<bist:crit> Fail Fan <NUMBER>

fanFaultTrap Trap

Ver si on

8.08.01

“show system” “show hardware”
Trap
“snmp-server traps fan disabl e” Trap
<bist:crit> Fail Fan 1
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3.2
<NUMBER>

Sysl og

<bist:info> Recovery Fan <NUMBER>

fanRecoveryTrap Trap

Ver si on

8.08.01
“show system”
“show hardware”
Trap
“snmp-server traps fan disabl e” Trap
<bist:info> Recovery Fan 1
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3.3

<UNIT_NUMBER> <FAN_NUMBER>
( (PSR) )

Sysl og

<bist:crit> Fail Fan <FAN NUMBER> of Power Unit <UNIT NUMBER>

powerFANFaultTrap Trap

Ver si on

8.01.01

“show system” “show har dwa
Syslog Trap
Trap
“snmp-server traps fan disabl e” Trap
<bist:crit> Fail Fan 2 of Power Unit 1
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w

4
<UNIT NUMBER> <FAN_NUMBER>

( PSR) )

Sysl og

<bist:info> Recovery Fan <FAN NUMBER> of Power Unit <UNIT NUMBER>

Tr ap

powerFANRecoveryTrap Trap

Ver si on

8.01.01
Trap
“snmp-server traps fan disabl e” Trap
|<bist:info> Recovery Fan 2 of Power Unit 1
3.5
<UNIT NUMBER>
( ( PSR) )

Sysl og

<bist:crit> Fail Power <UNIT NUMBER>

Tr ap

powerFaultTrap Trap

Ver si on

8.01.01

“show system” “show hardware”

Trap

“snmp-server traps power disabl e” Trap
<bist:crit> Fail Power 1
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w

6

<UNIT NUMBER> (
( PSR) )

Sysl og

<bist:info> Recovery Power <UNIT NUMBER>

Tr ap

powerRecoveryTrap Trap

Ver si on

8.01.01

Trap

“snmp-server traps power disabl e” Trap
|<bi st:info> Recovery Power 1

3.7

“show tech-support

<device:emerg> device fibO: Fatal Error.
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S

3-1 3-2 3-3
show hardware
3-1 1
PSU-200-A®YU- 200 RCGUE200-(ARCSIERL,50- AC- S,
PSU-200-PEY38%200 - |IDRCHAWB-V2-0E0 - DENBIV040 2 -
ER
Apresi al3000- X24-PSR - - -
Apresi al3l100-48X-PSR - - -
Apresial3200-48X-PSR -
Rev. A
- 40
Apresi al3200-52GT- PS|R -
Rev. A
Apresial3200-48X-PSR
Rev. B , 40
Apresial3200-48X-PSR|2,
Apresi al3200-48X-PSR|3 45 40
Apresi al3200-52GT- PS|R
Rev. B ,
Apresi al3200-52GT- PS|R2
Apresi al5000Q-32XL-PS|R,
Apresi alb55000Q-32XL-PS|R2
Apresi alb5000-32XL-
PSR- 1GLI M, 45 40 )
Apresi alb000-32XL-
PSR2-1GLI M
- ( )
3-2 2

PSU-300- AC,

PSU-300- AC- E,

PSU-300- AC

Apresi al5000-64XL-PSR,
Apresi alb5000-64XL-PSR2 40
Apresi alb55000-64XL-
PSR-1GLI M
3-3 3
Apresi al3200-52GT 50
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Apresi al3200-28GT/ -PoE
Apresi al3200-48X

Sysl og

<bist:alert> Temperature pass through high threshold.

Tr ap

warningTemperatureTrap Trap

Trap

snmp-server traps temperature disabl e” Trap

|< bist:alert> Temperature pass through high threshol d

w

9

Sysl og

<bist:info> Normal outside temperature condition.

Tr ap

normalTemperatureTrap Trap

Ver si on

8.01.01
Trap

“snmp-server traps temperature disable” Trap
<bist:info> Normal outside temperature condition.
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w

10 OS
ofS

Sysl og

<system:emerg> panic: Rebooting

Tr ap

Ver si on

8.01.01

“

show tech-support

|<s;y stem: emerg> pani c: Rebooting

w

11 | P

Sysl og

<system:emerg> duplicate IP address <IPADDR> sent from link address <MACADDR>

Tr ap

Ver si on

8.01.01

plicate I P address 192.168.10.100 s

b Nt
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w

12 | Pveé

Sysl og

<system:emerg> duplicate IPv6 address <IPv6ADDR>

Tr ap

Ver si on

8.11.01
| Pv o6 Il Pv6
|<system:emerg> duplicate I Pve address fe80::1:1
3.13 | Pv©6
| Pv 6
| Pv 6

Sysl og

<system:emerg> DAD detected duplicate IPv6 address <IPv6ADDR>

Tr ap

Ver si on

8.11.01

<system: emerg> DAD detected duplicate | Pv6 address 21)01:1::
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3.14 Watchdog Ti mer

Watchdog Ti mer action

Sysl og

<system:alert> Watchdog timer is over(process = <NAME>, pid = <ID>, action = <ACTION>).

Tr ap

Ver si on

8.01.01

“show tech-support

|<s;y stem: alert> Watchdog timer is over(process = 0x89 #(15 214,

w

15 ECC

ECC uncorrectabl e

Sysl og

<bist:emerg> CPU detected uncorrectable ECC error in main memory.

Tr ap

Ver si on

8.10.01

“show tech-support?”

<bist:emerg> CPU detected uncorrectable ECC error inj|main n
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16
X X’
bit8(0x100)
bit9(0x200)
bit10(0x400)
bit11(0x800)
bit14-18(0x4000, 0x$1000,
0x10000, 0x20000, 0x40000)
( 0x300 )
0000 0OOOO OOOO 0O0O11 OOOO O0OOOO
23 16 15 8 7 0
bit

<bist:warning> System Status Code is changed(X-X).

Tr ap

hclAeosSystemStatusCodeChange Trap

Ver si on
8.09. 08
LSI

Trap

snmp-server traps

system-status

di sabl e” Tr ap

<bist:warning> System Status

Code is changed(0x0-0x1 @ 0) .
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17

Sysl og

<device:emerg> System status goes abnormal.

Tr ap

hclAeosSystemStatusAbnormal Trap

Ver si on

8.09.08

Trap

“

snmp-server

traps

system-status disabl

e

|<device:emerg> System status goes abnor mal .

w

18

Sysl og

<device:notice> System status goes normal.

Tr ap

hclAeosSystemStatusNormal Trap

Ver si on

8.09.08

Trap

“snmp-server

traps

system-status disabl

eu

<device:

notice> System

status

goes

nor mal .
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3.19
LS

Sysl og

<bist:emerg> Detected system-abnormal. (memory-error, action=shutdown-all)

hclAeosSystemFaultActionShutdownAll Trap

Ver si on

8.21.01
“clear memory-error”
LSI
LSI
Trap
“snmp-server traps system-status disabl e” Trap
<bist:emerg> Detected system-abnormal. (memory-error actio

40/ 277



w

20

Sysl og

<bist:warning> Memory error of switch LSl was recovered automatically.

hclAeosMemoryErrorAutoRecovery Trap

Ver si on

8.21.01

Trap

“snmp-server traps memory-error autTorr-apcovery disatk

<bist:warning> Memory error of switch LSI was recoveied aut

41/ 277



3.21 FCS

error-frame threshold polli nFgCSr at e
<THRESHOLD VALUE>
<COUNTER>

Sysl og

<port:warning> Port <PORTNO> FCS error counter exceeded <THRESHOLD VALUE>. (counter
<COUNTER>)

hclAeosFcsErrorThresholdExceeded Trap

Ver si on

8.25.01

Trap
“snmp-server traps err or<PGRTRANGE> dhsadhel’d porfTrap

<port:warning> Port 1/6 FCS error counter exceeded 1#0. (cc
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3.22

“

error-frame threshold polling-rate
<THRESHOLD VALUE>

<COUNTER>

Sysl og

<port:warning> Port <PORTNO> Alignment error counter exceeded <THRESHOLD VALUE>.
(counter <COUNTER>)

hclAeosAlignErrorThresholdExceeded Trap

Ver si on

8.25.01

Trap
“snmp-server traps err or<PGRTRANGE> dhsadhel’d porfTrap

<port:warning> Port 1/6 Alignment error counter exce # ded 1C

431 277



3.23

“error-frame threshold polling-rate
<THRESHOLD VALUE>

<COUNTER>

Sysl og

<port:warning> Port <PORTNO> Fragments error counter exceeded <THRESHOLD VALUE>.
(counter <COUNTER>)

hclAeosFragmentsThresholdExceeded Trap

Ver si on

8.25.01

Trap
“snmp-server traps err or<PGRTRANGE> dhsadhel’d porfTrap

<port:warning> Port 1/6 Fragments error counter exce#ded 1C
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3.24

“error-frame threshold polling-rate
<THRESHOLD VALUE>
<COUNTER>

Sysl og

<port:warning> Port <PORTNO> Jabbers counter exceeded <THRESHOLD VALUE>. (counter
<COUNTER>)

hclAeosJabbersThresholdExceeded Trap

Ver si on

8.25.01

Trap
“snmp-server traps err or<PGRTRANGE> dhsadhel’d porfTrap

<port:warning> Port 1/6 Jabbers counter exceeded 100| (coun
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3.25

“error-frame threshold polling-rate
<THRESHOLD VALUE>

<COUNTER>

Sysl og

<port:warning> Port <PORTNO> Carrier Sense error counter exceeded <THRESHOLD VALUE>.
(counter <COUNTER>)

hclAeosCarSenseErrorThresholdExceeded Trap

Ver si on

8.25.01

Trap
“snmp-server traps err or<PJRTRANGE>~ Odhsabdbhel d porffTrap

<port:warning> Port 1/6 Carrier Sense error counter #xceede
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3.26 FCS
FCS ( ) 5

“error-frame threshold polling-rate”
“l ogging error-frame-received port disable

Sysl og

<port:err> Port <PORTNO> received FCS error.

hclAeosFcsErrorReceived Trap

Ver si on

8.25.01

Trap

“snmp-server traps err oKRORTRANGES -d iexcaebIlvee™d pPpoap

<port:err> Port 1/6 received FCS error
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27

“error-frame threshold polling-rate"”
|l ogging error-frame-received port disable

Sysl og

<port:err> Port <PORTNO> received Alignment error.

hclAeosAlignErrorReceived Trap

Ver si on

8.25.01

Trap

“snmp-server traps err okKPORTRAGES -d iexcaehbIlved Pporap

<port:err> Port 1/6 received Alignment error.
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28

“error-frame threshold polling-rate"”
|l ogging error-frame-received port disable

Sysl og

<port:err> Port <PORTNO> received Fragments error.

hclAeosFragmentsReceived Trap

Ver si on

8.25.01

Trap

“snmp-server traps err okKPORTRAGES -d iexcaehbIlveed Pporp

<port:err> Port 1/6 received Fragments error.

49/ 277
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29

“error-frame threshold polling-rate”
|l ogging error-frame-received port disable

Sysl og

<port:err> Port <PORTNO> received Jabbers.

hclAeosJabbersReceived Trap

Ver si on

8.25.01

Trap

“snmp-server traps err oKRORTRANGES -diexcaebIlvee™d pPpoap

<port:err> Port 1/6 received Jabbers.
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30

“error-frame threshold polling-rate”
“l ogging error-frame-received port disable

Sysl og

<port:err> Port <PORTNO> received Carrier Sense error.

hclAeosCarSenseErrorReceived Trap

Ver si on

8.25.01

Trap

“snmp-server traps err oKRORTRANGES -diexcaebIlvee™d pPpoap

<port:err> Port 1/6 received Carrier Sense error
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31

Sysl og

<bist:alert> Irregular state was detected on this hardware.

Tr ap

hclAeosSystemHardwarelrregularStateDetected Trap

Ver si on

8§.28.01

Trap

“snmp-server traps system-error disable” Trap
|<bi5t:a'e”> lrregul ar state was detected on this haidware.
3. 32

Sysl og

<bist:notice> This hardware was recovered from irregular states.

Tr ap

hclAeosSystemHardwarelrregularStateRecovered Trap

Ver si on

8.28.01

Trap

“snmp-server traps system-error disable” Trap

<bist:notice> This hardware was recovered from irreghlar st
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w

33 LSI

—
w

Sysl og

<bist:err> Parity error was detected on switch

LSI.

Tr ap

hclAeosSystemLSIParityErrorDetected Trap

Ver si on

8.28.01

LSI
28.26 <clear memory-erraor clear
memory-error clear
memory-error
Trap
“snmp-server traps system-error disabl e” Trap
|< bist:err> Parity error was detected on switch LSI.

w

34 LSI

—
w

Sysl og

<bist:notice> Parity errors were fixed on switch LSI.

Tr ap

hclAeosSystemLSIParityErrorFixed Trap

Ver si on

Trap

8.28.01

Tr ap

“snmp-server traps system-error disable”
<bist:notice> Parity errors were fixed on switch LSI
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w

35 LSI

—
w

Sysl og

<bist:alert> Hardware error was detected on switch LSI.

Tr ap

hclAeosSystemLSIHardwareErrorDetected Trap

Ver si on

8.28.01

Trap

snmp-server traps system-error disable” Trap

|<bist:a|ert> Hardware error was detected on switch L#I

w

36 LSI

-
w

Sysl og

<bist:notice> Hardware errors were fixed on switch LSI.

Tr ap

hclAeosSystemLSIHardwareErrorFixed Trap

Ver si on

8.28.01

Trap

“snmp-server traps system-error disable” Trap

<bist:notice> Hardware errors were fixed on switch L#I
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3. 37
LSl

Sysl og

<bist:alert> Memory error that cannot be fixed was detected on the switch LSI.

hclAeosSystemLsiMemoryCannotBeFixedError Trap

Ver si on

8.31.02

LSI

Trap

“snmp-server traps memory-error cannotbefixed-error

<bist:alert> Memory error that cannot be fixed was d*atected
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3.38

LSI
show system Heal th Status

Sysl og

<bist:warning> Temporary error was detected on packet buffer memory of switch LSI.

hclAeosSystemLsiMemoryTemporaryError Trap

Ver si on

8.31.02

10

Trap

“snmp-server traps memory-error temporary-error dis

<bist:warning> Temporary error was detected on packei buf f e
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3.39 FDB

“show mac-address-table” FDB

Sysl og

<device:err> FDB read Error (<ERROR NUM>).

Ver si on

8.32.01

30
30 “cl ear memory-error

“cl ear memory-error

<device:err> FDB read Error (1-1).
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4. LOGI N

4.1
<USERNAME> <LOCATION>

Sysl og

<cli:notice> Login <USERNAME> from <LOCATION>.

Ver si on

8.01.01
<cli:notice> Login adpro from consol e.
<cli:notice> Login user from 192.168.10.100
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D
N

<USERNAME> <LOCATION>
Tel net 10 Tel net
/
10 1 2 Sysl og Trap
) 1,2,11, 12 10n+1, 10n+2 (n=0, 1,

Sysl og

<cli:warning> Login incorrect <USERNAME> from <LOCATION>.

loginlncorrectTrap Trap

Ver si on

8.01.01

eHost Management

Trap

“snmp-server traps | ogin-incorrect disable”
<cli:warning> Login incorrect adpro from Consol e.
<cli:warning> Login incorrect user from 172.21.29.10%9.
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1N
w

<USERNAME>
ti meout
Syslog

Sysl og

<cli:info> Logout <USERNAME>
<cli:info> Logout <USERNAME> timeout

8.01.01

8.42.01 ti meout

|<c l'i:info> Logout adpro
4 . 4

<CL1 COMMAND>

Sysl og

<cli:info> <CL1 COMMAND>

Tr ap

Ver si on

8.01.01

<cli:info> clock set 14:29:00
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1N
(6]

ap_recovery

Sysl og

<system:emerg> Configuration and logs were initialized.

Ver si on

8.01.01

<system: emerg> Configuration and | ogs were initializ*}d.
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a1

(RADI US/ TACACS+)

(63
=

( RADI US)
RADI US

Sysl og

<process:notice> A-Def : radius authentication succeeded : uid=<USER>

Tr ap

Ver si on

8.04.01
|<process:notice> A-Def : radius authentication succe*aded
5. 2 ( RADI US)

RADI US

Syslog

<process:notice> A-Def : radius authentication failed : uid=<USER>

Tr ap

Ver si on

8.04.01
I D
RADI US
<process:notice> A-Def : radius authentication faile*i :
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w

(TACACS+)
TACACS+

Sysl og

<process:notice> A-Def : tacacs authentication succeeded : uid=<USER>

Tr ap

Ver si on

8.14.04
|<process:notice> A-Def : tacacs authentication succe{eded
5. 4 ( TACACS+)

TACACSH+

Sysl og

<process:notice> A-Def : tacacs authentication failed : uid=<USER>

Trap

Ver si on

8.14.014
I D
TACACS+
<process:notice> A-Def : tacacs authentication faile*j :
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(TACACS+)
TACACS+

Sysl og

<process:notice> A-Def : tacacs authorization succeeded : uid=<USER>

Tr ap

Ver si on

8.14.014
|<process:notice> A-Def : tacacs authorization succee*ied
5.6 ( TACACS+)

TACACSH+

Sysl og

<process:notice> A-Def : tacacs authorization failed : uid=<USER>

Trap

Ver si on

8.14.04

TACACS+

<process:notice> A-Def : tacacs authorization failed
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&)

7 RADI US
RADI US

Sysl og

<process:warning> A-Def : radius(<IPADDR>) timeout : uid=<USER>

Tr ap

Ver si on

8§.04.01

RADI US

|<process:warning> A-Def : radius(172.21.31.62) timeobt
5.8 TACACSH+

TACACSH+ TACACS+

Sysl og

<process:warning> A-Def : tacacs(<IPADDR>) timeout : uid=<USER>

Tr ap

Ver si on

8.14.04

TACACS+

<process:warning> A-Def : tacacs(172.21.31.62) timeobt
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o

(o))
=

Sysl og

Me mor vy

<system:err> Fail Write Error.

<device:err> Verify Error: CRC Mismatch.

<device:err> Verify Error: file read failed.

<device:err> Verify Error: file open failed.

Tr ap

Ver si on

8.01.01

8.36.01 Verify Error

<system:err> Fail Write Error.

<device:err> Verify Error: CRC Mismatch.
<device:err> Verify Error: file read failed.
<device:err> Verify Error: file open failed.

(o))
N

Sysl og

<system:err> mount failed.

Tr ap

Ver si on

8.01.01

<system:err>

mount

failed.
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(o)]
w

(60 )

Sysl og

<system:alert> Memory-utilization exceeded <THRESHOLD VALUE>page.

Tr ap

hclAeosMemoryUtilizationRising Trap

Ver si on

8.18.01

Trap

snmp-server traps memory-used-notify disabl e

|< system: alert> Memory-utilization exceeded 10000page

6. 4 SD

SD
Sysl og

<device:err> Verify Error: CRC Mismatch.

8.28.01

SD SD
SD

<device:err> Verify Error: CRC Mismatch.
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7 NTP
7.1 NTP
NTP

Sysl og

<ntp:err> no server suitable for synchronization found.

Tr ap

Ver si on

8.01.01

NTP
- NTP

|< ntp:err> no server suitable for synchronization f Oljb d.

\l

2

NTP
I P <IPADDR> NTP <TIME>
NTP ntp enabl e

Sysl og

<ntp:info> renew time. server(<I1PADDR>) offset(<TIME>)

Tr ap

Ver si on

8.01.01
8.14.01 NTP

<ntp:info> renew time. server (172.31.2.41) offset(-1|629146
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\l
w
T

Sysl og

<ntp:err> no server can be used.

Ver si on

8.01.01

<ntp:err> no server can be wused.
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8. SNMP

8.1

| P <1PADDR> SNMP SNMP
Aut hentication Failure

Sysl og

<snmp:warning> Authentication failure from <IPADDR>.

authenticationFailure Trap

Ver si on

8.01.01
8.18.02 SNMPv 3

SNMPv 3
SNMPv 3

<1PADDR> SNMP

<IPADDR> I P
SNMP

Trap

“snmp-server traps authentication disable”
SNMPv 3 Trap

<snmp:warning> Authentication failure from 172.21.29]24.
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(00]

2 SET
CONFI G SNMP SE
SET

Sysl og

<cli:notice> VTY configuration is locked by other VTY

Tr ap

Ver si on

8.01.01

SET “exit?” CONFI G

|< cli:notice> VTY configuration is | ocked by other V'Ff
8. 3

RMON al arm

Sysl og

Tr ap

risingAlarm Trap

Ver si on

8.04.01

71/ 277



(00]

4
RMON al arm

Sysl og

Tr ap

fallingAlarm Trap

Ver si on

8.04.01

00}

5

snmp-server v33 reload” “snmp-server disable”

Sysl og

<snmp:err> snmpd stop process timed out.

Tr ap

Ver si on

8.21.01
"% snmpd process timed out. Pl ease try e
SNMP
AEOS Ver. 8.20.02 Syslog
15

<snmp:err> snmpd stop process timed out.
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o

sFIl ow

9.1 sFIl| ow

sFl ow

Sysl og

<process:info> sFlow : Started.

Tr ap

Ver si on

8.06.01

|<process:info> sFlow : Started.

9. 2 sFIl ow

sFIl ow

Sysl og

<process:info> sFlow : Terminated.

Tr ap

Ver si on

8.06.01

<process:info> sFlow : Terminated.
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10. CPU

10.1 CPU
CPU (60 )

Sysl og

<system:alert> CPU-utilization exceeded <THRESHOLD VALUE>%

hclAeosCpuUtilizationRising Trap

Ver si on

8.01.01
PC
Trap
“snmp-server traps cpu-utilization disable”
<system: alert> CPU-utilization exceeded 50%
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<MODE> <DUPLEX> MDI / MEDI> X

Sysl og

<port:warning> Port management link up <MODE>, <DUPLEX>, <MDI>.

linkUp Trap

Ver si on

8.01.01
Trap

“snmp-server traps | ink manage disabl e” Trap
<port:warning> Port management I|ink up 100BASE-TX, fbll-dup
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11. 2
Sysl og
<port:warning> Port management link down.

linkDown Trap

Ver si on

8.01.01
Trap

“snmp-server traps | ink manage disable” Trap
<port:warning> Port management |ink down.

761277



<PORTNO> <MODE> <DUPLEX> MDI / MBmDI> X
pause 802. 3x
“l ogging port description” “descr
<DESCRIPTION>
SFP-T 11-1 <MDI>

11-1 SFP-T MDI / MDI - X

Apresi al3000 SFP+

Apresi al3200-52GT SFP

Apresi al5000-64XL 1 32(SFP+ )

Syslog

<port:warning> Port <PORTNO> [ (<DESCRIPTION>) ] link up <MODE>, <DUPLEX>, <MDI>.
<port:warning> Port <PORTNO> [ (<DESCRIPTION>) ] link up <MODE>, <DUPLEX>.
<port:warning> Port <PORTNO> [ (<DESCRIPTION>) ] link up <MODE>, <DUPLEX>, <MDI>,

pause.
<port:warning> Port <PORTNO> [ (<DESCRIPTION>) ] link up <MODE>, <DUPLEX>, pause.

linkUp Trap

Ver si on

8.01.01
8. 32. 0 1<DESCRIPTION>

Trap

snmp-server tr gRORTRANGER kd ipsoa k| e” Trap

link up 1000BASE-T, u

full -dup
(apresia) link up 1000BASE-T
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11. 4

<PORTNO>
“l ogging port description” “descr
<DESCRIPTION>

Sysl og

<port:err> Port <PORTNO> [ (<DESCRIPTION>) ] link down.

linkDown Trap

Ver si on

8.01.01
8. 32. 0 1<DESCRIPTION>

Trap

“snmp-server tr gRAORTRANGER kd ipsoarhi| e ” Tr ap
<port:err> Port 1/1 |link down.

<port:err> Port 1/1 (apresia) |link down.
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11.5 SFP/ SFP+/ QSFP+
<PORTNO> SFP/ SFP+/ QSFP+

Sysl og

<port:notice> Port <PORTNO> <MODULE> module attached.

hclAeosSfpModuleAttached Trap

Ver si on

8.01.01

8.28.01 cTrap

Trap

“snmp-server traps sfp disabl e” Trap

FP module attached.
SFP+ modul e attached.
QSFP+ modul e attached.

<port:notice> Port 1/ 9
<port:notice> Port 1/5
<p t:notice> Port 1/ 2
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11.6 SFP/ SFP+/ QSFP+
<PORTNO> SFP/ SFP+/ QSFP+

Sysl og

<port:warning> Port <PORTNO> <MODULE> module detached.

lrrap__________________________________________________

hclAeosSfpModuleDetached Trap

Ver si on

8.01.01
8.28.01 s Trap

Trap

“snmp-server traps sfp disabl e” Trap
<port:warning> Port 1/9 SFP module detached.
<port:warning> Port 1/50 SFP+ module detached.
<p t:warning> Port 1/29 QSFP+ module detached.
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11.7 SFP/ SFP+/ QSFP+ Tx Faul't
<PORTNO> SFP/ SFP+/ QSFP+ Tx Fault

Sysl og

<port:alert> Port <PORTNO> <MODULE> module Tx Fault detect.

hclAeosSfpModuleTxFaultDetect Trap

Ver si on

8.01.01
8.28.01 cTrap

(SFP+ZR SFP+ER
)

SFP/ SFP+/ QSFP+

Trap

“snmp-server traps sfp disabl e” Trap

<port:alert> Port 1/9 SFP module Tx Fault detect
<port:alert> Port 1/50 SFP+ module Tx Fault detect
<port:alert> Port 1/29 QSFP+ module Tx Fault detect
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11.8 SFP/ SFP+/ QSFP+ read
<PORTNO> SFP/ SFP+/ QSFP+ ead

Sysl og

<port:alert> Port <PORTNO> <MODULE> module read error detect.

hclAeosSfpModuleReadErrorDetect Trap

Ver si on

8.01.01
8.28.01 cTrap
SFP/ SFP+/ QSFP+
Trap
“snmp-server traps sfp disabl e” Trap

FP module read error detect.
SFP+ module read error detect
QSFP+ module read error detec

S
0
9

<port:alert> Port 1/ 9
<port:alert> Port 1/ 5
<port:alert> Port 1/ 2
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11.9 SFP-T/ SFP+-ER

1/5 1/ 24 <PORTNO> SFP-T SFP+- ER
(Apresi al3000-X24-PSR )

Sysl og

<port:err> Port <PORTNO> invalid SFP module attached. Remove now.

Tr ap

Ver si on

8.04.01

1/5 1/ 24 <PORTNO> SFP-T SFP+- ER
“nNnNo shutdown”

|<port:err> Port 1/5 invalid SFP module attached. Rembve now
11.10 (SFP+x4/ QSFP+)
Apresi alb5000 (SFP+ x4/ QSFP+ )

Sysl og

<system:emerg> Rebooting: 40G-port configuration was changed.

<system: emerg> Rebooting: 40G-port configuration was

83/ 277

change



11.11 (SFP+x4/ QSFP+)
Apresi al5000 (SFP+ x4/ QSFP+ )

Sysl og

<system:err> Fail to change 40G-port configuration.

Tr ap

Ver si on

8.09.08
“show tech-support?”
|< system: err> Fail to change 40G-port configuration.
11. 12
LAG <LAGNO> ML AG <DOMAIN>/ <MLAG 1D>

<PORTNO>

Sysl og

<lag:warning> Lag <LAGNO>: Port <PORTNO> Shrink by less minimum link port.
<lag:warning> MLAG <DOMAIN>/<MLAG ID>: Port <PORTNO> Shrink by less minimum link port.

Tr ap

Ver si on

8.09.08

1: Port 1/ 3 Shrink b mi ni mum
1/

Lag y | es
MLAG DOMAI N/ 1: Port 3 Shrin

s
k by 1| ess
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11. 13

LAG <LAGNO> ML AG <DOMAIN>/ <MLAG ID>
<PORTNO>

Sysl og

<lag:warning> Lag <LAGNO>: Port <PORTNO> Clear minimum link down mode.
<lag:warning> MLAG <DOMAIN>/<MLAG ID>: Port <PORTNO> Clear minimum link down mode.

ng> Lag 1: Port 1/3 Clear minimum |ink dow mo d e .
<l ag: warning> MLAG DOMAI N/ 1: Port 1/3 Clear minimum i nk do

11.14
<PORTNO>

Sysl og

<port:warning> Port <PORTNO> link up ignore.

Tr ap

hclAeosLinkUplgnore Trap

Ver si on

8.12.01

Trap

“snmp-server traps <PORTRANGE>gd O seabpert Trap
<port:warning> Port 1/1 I|ink up ignore.
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11.15
<PORTNO>

Sysl og

<port:warning> Port <PORTNO> link down ignore.

hclAeosLinkDownlgnore Trap

Ver si on

8.12.01

Trap

“snmp-server traps <PORTRANGEX g dosabpert Trap
<port:warning> Port 1/1 |link down ignore.
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12.1
<PORTNO>

Sysl og

<port:notice> Port <PORTNO> linkup-delay timer started.

Tr ap

Ver si on

8.15.01
|<[Jor t:notice> Port 1/23 Ilinkup-delay timer started.
12. 2
<PORTNO>

Sysl og

<port:notice> Port <PORTNO> linkup-delay timer expired.

Tr ap

Ver si on

8.15.01

<port:notice> Port 1/ 23 l|linkup-delay timer expired.
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13.

13.1 LAG( )
L A<GAGNO> <PORTNO> LAG
LACP
eLLDP
*LAG (mini mum-1ink)

Sysl og

<lag:warning> Static LAG <LAGNO> Port <PORTNO> changed state to Down.

hclAeosStaticLagPortDown Trap

Ver si on

8.28.01

Trap

no snmp-server traps |l ag port-state enabl e”

<l ag:warning> Static LAG 1 Port 1/3 changed state to|Down.
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13.2 LAG

L A<GAGNO> <PORTNO>

LACP

eLLDP

*LAG (mi ni mum-11i nk)

Sysl og

<lag:notice> Static LAG <LAGNO> Port <PORTNO> changed state to Up.

hclAeosStaticLagPortUp Trap

Ver si on

8.28.01

Trap

“nNo snmp-server traps |l ag port-state enabl e”

<lag:notice> Static LAG 1 Port 1/3 changed state to ‘Jp.
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13.3 LAG

L A<GAGNO> LAG Down
LACP

eLLDP

*LAG (mini mum-11ink)

Sysl og

<lag:err> Static LAG <LAGNO> goes Down.

hclAeosStaticlLaglnterfaceStatusDown Trap

Ver si on

8.28.01

LAG

Trap

no snmp-server traps |l ag if-state enabl e

<lag:err> Static LAG 1 goes Down.
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13.4 LAG

L A<GAGNO> LAG
LACP

eLLDP

s LAG (mini mum-1ink)

Sysl og

<lag:notice> Static LAG <LAGNO> goes Up.

hclAeosStaticlLaglnterfaceStatusUp Trap

Ver si on

8.28.01

Trap

no snmp-server traps |l ag if-state enabl e

<l ag: notice> Static LAG 1 goes Up.
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14. LACP

14.1 LACP LAG
LACP L AG/ ML AIGAGNO> LAG I D

Sysl og

<process:err> LACP: LAG <LAGNO> detected multiple LAG ID on Port <PORTNO>.

hclAeosLacpMultipleLagDetect Trap

Ver si on

8.19.01

L AG/ ML AG <LAGNO> LAG I D
LAG/ ML AG <LAGNO>

Trap

“nNo snmp-server traps |l acp enabl e” Trap

<process:err> LACP: LAG 1 detected multiple LAG |ID ob Port
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14. 2 LACP
LACP L AG/ ML AIGAGNO> | D

Sysl og

<process:err> LACP: LAG <LAGNO> detected multiple system-id on Port <PORTNO>.

hclAeosLacpMultipleSystemDetect Trap

Ver si on

8.19.01
LAG/ ML AG <LAGNO> I D
LAG/ ML AG <LAGNO>
LACP
Trap
“nNo snmp-server traps | acp enabl e” Trap

<process:err> LACP: LAG 1 detected multiple system-ih on Po
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14. 3 LACP

LACP LAG/ ML AG <LAGNO> <PORTNO>
LACP

Sysl og

<process:notice> LACP: LAG <LAGNO> detected timeout mismatch on Port <PORTNO>.

hclAeosLacpTimeoutMismatchDetect Trap

Ver si on

8.19.01
LACP LACP
Trap
“nNo snmp-server traps |l acp enabl e” Trap
<process:notice> LACP: LAG 1 detected timeout mismat+h on F
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14. 4 LACPDU
LACP L AG/ ML AIG\GNO> <PORTNO> LACPDU

Sysl og

<process:err> LACP: LAG <LAGNO> LACPDU receive timer expired on Port <PORTNO>.

hclAeosLacplLacpduReceiveTimerExpired Trap

Ver si on

8.19.01

LACP

Trap

“nNo snmp-server traps |l acp enabl e” Trap

<process:err> LACP: LAG 1 LACPDU receive timer expir*zd on F
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14.5 LACP

LACP LAG/ MLAG <LAGNO> <PORTNO>
(Coll ecting/Distributing )

Sysl og

<process:err> LACP: LAG <LAGNO> Port <PORTNO> changed state to Down.

Tr ap

hclAeosLacpPortDown Trap

Ver si on

8.19.01

LACP Up

Trap

“nNo snmp-server traps | acp enabl e” Trap

|<process:err> LACP: LAG 1 Port 1/3 changed state to bown.

14. 6 LACP

LACP LAG/ MLAG <LAGNO> <PORTNO>
(Collecting/Distributing)

Sysl og

<process:notice> LACP: LAG <LAGNO> Port <PORTNO> changed state to Up.

Tr ap

hclAeosLacpPortUp Trap

Ver si on

8.19.01

Trap

“nNo snmp-server traps |l acp enabl e” Trap

<process:notice> LACP: LAG 1 Port 1/3 changed state 10 Up .
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15. MLAG

15.1 Nor mal
<DOMAIN> Nor mal

Sysl og

<mlag:notice> <DOMAIN> goes Normal status.

Tr ap

hclAeosMlagStatusNormal Trap

Ver si on

8.14.02

|<m|ag:n0tice:> MLO1 goes Normal status.

15. 2 Unreach
<DOMAIN> ML AG Unr each

Sysl og

<mlag:err> <DOMAIN> goes Unreach status.

Tr ap

hclAeosMlagStatusUnreach Trap

- MLAG
- MLAG ML AG

<mlag:err> MLO1 goes Unreach status.
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15.3 Abnormal (Bridge-port Down)

<DOMAIN> Abnormal (Bridge-port
Sysl og

<mlag:err> <DOMAIN> goes Abnormal status, Bridge-port Down.
hclAeosMlagStatusAbnormalBridgePortbDown Trap
Ver sion

8.14.02

- MLAG

- MLAG ML AG

|<m|ag:err> MLO1 goes Abnormal status, Bridge-port Do%n.
15.4 Abnormal (Same Priority)

<DOMAIN> Abnor mal (Same Priority)

Sysl og

<mlag:err> <DOMAIN> goes Abnormal status, Same Priority.

Tr ap

hclAeosMlagStatusAbnormalSamePriority Trap

Ver si on

8.14.02

<mlag: err> MLO1 goes Abnormal status, Same Priority.
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15.5 Abnormal (Domai n Mismatch)
<DOMAIN> Abnor mal (Domai n Mi smatch)

Sysl og

<mlag:err> <DOMAIN> goes Abnormal status, Domain Mismatch.

Tr ap

hclAeosMlagStatusAbnormalDomainMismatch Trap

Ver si on

8.14.02

2
|<m|ag:err'> MLO1 goes Abnormal status, Domain Mismatcb.
15.6 Abnormal (Peer Failure)
<DOMAIN> Hel | oF( ML AG )
Abnor mal (Peer Failure)

Sysl og

<mlag:err> <DOMAIN> goes Abnormal status, Peer Failure.

Trap

hclAeosMlagStatusAbnormalPeerFailure Trap

8.14.02

- MLAG

- MLAG ML AG

<mlag: err> MLAGO1 goes Abnormal status, Peer Failure
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15.7 Abnormal (Protocol Version Mismatch

<DOMAIN> ML AG (
) Abnor mal (Protocol Version Mismatch)

Sysl og

<mlag:err> <DOMAIN> goes Abnormal status, Protocol Version Mismatch.

Tr ap

hclAeosMlagStatusAbnormalProtocolVersionMismatch Trap

Ver si on

8.18.01
2 2
2
|<m|ag:err> MLAGO1 goes Abnormal status, Protocol Ver#ion M
15. 8 Nor mal FDB FIl ush
<DOMAIN> Nor mal FDB FIl ush

Sysl og

<mlag:notice> <DOMAIN> FDB Flush, switch status goes Normal.

<mlag: notice> MLO1 FDB Flush, switch status goes Norhal.
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15. 9 Unreach FDB FIl ush
<DOMAIN> Unr each FDB FIl ush

Sysl og

<mlag:notice> <DOMAIN> FDB Flush, switch status goes Unreach.

Tr ap

Ver si on

8.14.02

|< ml ag: notice> MLO1 FDB Flush, switch status goes Unr * ach.

15. 10 Abnor mal FDB FIl ush
<DOMAIN> Abnor mal FDB FIl ush

Sysl og

<mlag:notice> <DOMAIN> FDB Flush, switch status goes Abnormal.

Trap

Ver si on

8.14.02

<mlag: notice> MLO1 FDB Flush, switch status goes Abnbrmal.
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15. 11 FDBFI ush
<DOMAIN> FDB Flush FDB Fl ush

Sysl og

<mlag:notice> <DOMAIN> FDB Flush, peer flushed FDB all entries.

Tr ap

hclAeosMlagFdbFlushReceived Trap

Ver si on

8.18.01

|<m|ag:n0tice> MLO1 FDB Flush, peer flushed FDB all ebtries.

15.12 MLAG
ML AG

Sysl og

<system:emerg> Rebooting: mlag configuration was changed.

Tr ap

Ver si on

8.14.02

<system: emerg> Rebooting: ml ag configuration was chabged.
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15.13 MLAG

<DOMAIN> ML AG (
) ML AG

Sysl og

<mlag:notice> <DOMAIN> protocol version was downgraded for compatibility.

Tr ap

Ver si on

8§.22.01
2 2
2
|<m|ag:notice> MLO1 protocol version was downgraded fbr c omp
15.14 MLAG
<DOMAIN> ML AG ML AG

Sysl og

<mlag:notice> <DOMAIN> protocol version was reverted to default.

Tr ap

Ver si on

8.22.01

<mlag: notice> MLO1 protocol version was reverted to # efault
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15.15 MLAG

ML ADGMAIN>/ <MLAG 1D> <PORTNO> ML AG
LACP

eLLDP

s MLAG (mi ni mum-11ink)

Sysl og

<mlag:warning> Static MLAG <DOMAIN> / <MLAG ID> Port <PORTNO> changed state to Down.

hclAeosStaticMlagPortDown Trap

Ver si on

8.28.01

Trap

“nNo snmp-server traps |l ag port-state enabl e”

<l ag:warning> Static MLAG DOMAI N1/1 Port 1/3 changed]|state
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15.16 MLAG

ML ADGMAIN>/ <MLAG 1D> <PORTNO>
LACP

eLLDP

- MLAG (mi ni mum-11ink)

Sysl og

<mlag:notice> Static MLAG <DOMAIN> / <MLAG ID> Port <PORTNO> changed state to Up.

hclAeosStaticMlagPortUp Trap

Ver si on

8.28.01

Trap

“nNo snmp-server traps |l ag port-state enabl e”

<mlag: notice> Static MLAG DOMAI N1/1 Port 1/3 changed]|state
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15.17 MLAG

ML ADGMAIN>/<MLAG ID> MLAG Down
LACP

eLLDP

s MLAG (mi ni mum-11ink)

Sysl og

<mlag:err> Static MLAG <DOMAIN> / <MLAG ID> goes Down.

hclAeosStaticMlaglnterfaceStatusDown Trap

Ver si on

8.28.01

ML AG

Trap

“nNo snmp-server traps lag if-state enabl e”

<mlag: err> Static MLAG DOMAIN1/1 goes Down.
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15.18 MLAG

ML ADGMAIN>/ <MLAG 1D> ML AG
LACP

eLLDP

- MLAG (mi ni mum-11ink)

Sysl og

<mlag:notice> Static LAG <DOMAIN> / <MLAG ID> goes Up.

hclAeosStaticMlaglinterfaceStatusUp Trap

Ver si on

8.28.01

Trap

“nNo snmp-server traps |l ag if-state enable”

<mlag: notice> Static MLAG DOMAIN1/1 goes Up.
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15.19 MLAG
<DOMAIN> <PORTNO>

Sysl og

<mlag:warning> <DOMAIN> bridge-port <PORTNO> changed state to Down.

Tr ap

hclAeosMlagBridgePortDown Trap

Ver si on

8.32.01

ML AG

Trap

“snmp-server traps mlag disabl e” Trap

|<m|ag:warning> DOMAI N1 bridge-port 1/32 changed stat# to Do

15. 20 MLAG
<DOMAIN> <PORTNO>

Sysl og

<mlag:notice> <DOMAIN> bridge-port <PORTNO> changed state to Up.

Tr ap

hclAeosMlagBridgePortUp Trap

Trap

“snmp-server traps mlag disabl e” Trap

<mlag: notice> DOMAI N1 bridge-port 1/32 changed state
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15. 21 MLAG
<DOMAIN>

Sysl og

<mlag:err> <DOMAIN> all bridge-ports go Down.

Tr ap

hclAeosMlagAl IBridgePortsDown Trap

Ver si on

8.32.01
ML AG
Tr ap
“snmp-server traps mlag disable” Trap
|<m|ag:err> DOMAI N1 all bridge-ports go Down.

15. 22 MLAG
<DOMAIN> ( )

Sysl og

<mlag:notice> <DOMAIN> all bridge-ports go Up.

Tr ap

hclAeosMlagAl IBridgePortsUp Trap

Ver si on

8.32.01
Trap

“snmp-server traps mlag disabl e” Trap
<mlag: notice> DOMAI N1 all bridge-ports go Up.
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16. LLDP

16.1 LLDP
<CHASSIS 1D>:<PORT ID> L LDP

Ml B

Sysl og

<Ildp:info> LLDPDU <CHASSIS ID> : <PORT ID> is received at port <PORTNO>.

Tr ap

Ver si on

8.01.01

|<Ildp:info> LLDPDU 00:40:66:11:93:94: Gigaether-1/1 ‘s rece

16. 2 MI B

<CHASSIS 1D>:<PORT ID> LLDP TTL
Ml B

Sysl og

<Ildp:err> LLDPDU <CHASSIS ID> : <PORT ID> TTL expired at port <PORTNO>.

Tr ap

Ver si on

8.01.01

<l |l dp:err> LLDPDU 00:40:66:11:93:94: Gigaether-1/1 TJ[L expi
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16. 3 shutdown

<CHASSIS 1D>: <PORT ID> shut down
Ml B

Sysl og

<lldp:warning> LLDPDU <CHASSIS ID> : <PORT ID> shutdown is received at port <PORTNO>.

Tr ap

Ver si on

8.01.01

|<I|dp:warning> LLDPDU 00:40:66:11:93: 94: Gigaether-lll shut

16. 4 LLDP
LLDP

Sysl og

<lldp:crit> Local LLDPDU is received at <PORTNO>

Tr ap

Ver si on

8.01.01

<l ldp:crit> Local LLDPDU is received at 1/ 1
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16.5
LLDP

—~
~—

Sysl og

<Ildp:warning> LLDP disabled port <PORTNO> by error.

Tr ap

Ver si on

8.05.01

SFP/ SFP+

|<I |l dp: warning> LLDP disabled port 1/1 by error.

16. 6

Sysl og

<lldp:warning> LLDP reset port <PORTNO>.

Tr ap

Ver si on

8.05.01

<l Il dp: warning> LLDP reset port 1/ 1.
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16. 7 LLDP
LLDP LLDP

Sysl og

<lldp:err> A problem was encountered with the process

Ver si on

8.20.01

“show tech-support?” “no I I dp enabl e
“11 dp enabl e”

<l Il dp:err> A problem was encountered with the proces#
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(shutdown) counter

di scard

Sysl og

LAG

ML AG)

error

(MI'B iflnDiscards)

<lw:warning> Loop detected, port <PORTNO> shutdown. (counter <COUNTER>, error <ERROR>,

discard <DISCARD>)

<lw:warning> Loop detected, lag <LAGNO> shutdown. (counter <COUNTER>, error -, discard

-)

<lw:warning> Loop detected, MLAG <DOMAIN>/<MLAG ID> shutdown. (counter <COUNTER>, error

-, discard -)

hclAeosLoopDetect Trap

Ver si on

8.01.01

( LAG

Trap

snmp-server traps

ML AG)

|l oop-watch disabl e

“nNo shutdown”

<l w ng> Loop detected, port 1/11 shutdown.
<l w:warning> Loop detected, |l ag 1 shutdown. (cou
<l w ing> Loop detected, MLAG MLAG/1

shut down

Tr ap
ounpter ,
er 1, err
(cpunte
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17. 2 (notify-only )

notify-only (
LAG ML AG) notify-only
counter
error di scard (MIB iflnDiscards)

Sysl og

<lw:warning> Detected loop on port <PORTNO>. (counter <COUNTER>, error <ERROR>, discard
<DISCARD>)

<lw:warning> Detected loop on lag <LAGNO>. (counter <COUNTER>, error -, discard -)
<lw:warning> Detected loop on MLAG <DOMAIN>/<MLAG ID>. (counter <COUNTER>, error -,

discard -)

hclAeosLoopDetect Trap

Ver si on

8.01.01
( LAG ML AG)
Tr ap
“snmp-server traps | oop-watch disable” Trap
<|l w: warning> Detected | oop on port 1/211. (counter 1, |error
<l w: warning> Detected | oop on lag 1. (counter 1, erro¢r -,
<l w:warning> Detected | oop on MLAG MLAG/1 (counter |, err
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17.3 VLAN

VLAN ( LAG
ML AG) VLAN counter

Sysl og

<lw:warning> Loop was detected, port <PORTNO> VLAN <VLANID> stopped receiving all
frames. (counter <COUNTER>)

<lw:warning> Loop was detected, lag <LAGNO> VLAN <VLANID> stopped receiving all frames.
(counter <COUNTER>)

<lw:warning> Loop was detected, MLAG <DOMAIN>/<MLAG ID> VLAN <VLANID> stopped receiving
all frames. (counter <COUNTER>)

LAG
hclAeosLoopDetectAndDisableVlanPort Trap
ML AG
hclAeosLoopDetectAndDisableVlanMlag Trap

Ver si on

8.29.01
( LAG ML AG) VLAN
VLAN
“clear |l oop-watch viIian-port?”
Tr ap
“snmp-server traps | oop-watch disable” Trap
<l w: warning> Loop was detected, port 1/1 VLAN 100 steopp
<l w: warning> Loop was detected, |l ag 3 VLAN 100 stopped
<l w: warning> Loop was detected, MLAG Domainl/3 VLAN 100
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17.4 VLAN (notify-only )

VLAN notify-only (
LAG ML AG) VLAN notify-only
VLAN counter

Sysl og

<lw:warning> Detected loop on port <PORTNO> VLAN <VLANID>. (counter <COUNTER>)
<lw:warning> Detected loop on lag <LAGNO> VLAN <VLANID>. (counter <COUNTER>)

<lw:warning> Detected loop on MLAG <DOMAIN>/<MLAG 1D> VLAN <VLANID>. (counter
<COUNTER>)

LAG
hclAeosLoopDetectOnlyVlanPort Trap
ML AG
hclAeosLoopDetectOnlyVlanMlag Trap

Ver si on

8.29.01

( LAG MLAG) VLAN

Trap

snmp-server traps | oop-watch disabl e” Trap

<l w: warning> Detected | oop on port 1/1 VLAN 100
<l w: warning> Detected | oop on |l ag 3 VLAN 100. (
<|l w: warning> Detected | oop on MLAG Domainl/ 3 VL
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( LAG ML AG)
(no shutdown)

Sysl og

<lw:warning> auto-recovery timer expired on port <PORTNO>.
<lw:warning> auto-recovery timer expired on lag <LAGNO>.
<lw:warning> auto-recovery timer expired on MLAG <DOMAIN>/<MLAG 1D>.

hclAeosLoopAutoRecovery Trap

Ver si on

8.01.01

( LAG ML AG)

Trap

“snmp-server traps | oop-watch disable” Trap

<l w: warning> auto-recovery timer expired on port 1/1
<l w: warning> auto-recovery timer expired on | ag 1.
<|l w: warning> auto-recovery timer expired on MLAG MLAG/ 1.
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17.6

VLAN ( LAG
MLAG) VLAN (

)

Sysl og

<lw:warning> auto-recovery timer expired on port <PORTNO> VLAN <VLANID>.

<lw:warning> auto-recovery timer expired on lag <LAGNO> VLAN <VLANID>.
<lw:warning> auto-recovery timer expired on MLAG <DOMAIN>/<MLAG 1D> VLAN <VLANID>.

LAG
hclAeosLoopAutoRecoveryVlanPort Trap

ML AG
hclAeosLoopAutoRecoveryVlanMlag Trap

Ver si on

8.29.01

( LAG MLAG) VLAN

Trap

“snmp-server traps | oop-watch disable” Trap

<| w: warning> auto-recovery timer expired on port 1/ 1|VLAN 1
<l w:warning> auto-recovery timer expired on |l ag 3 VLAN 100.
<l w:warning> auto-recovery timer expired on MLAG Domainl/ 3
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“clear loop-watch VIlan-port disabl
( LAG ML AG) VLAN
( )
Sysl og
<lw:warning> port <PORTNO> VLAN <VLANID> was recovered from disable state by command.
<lw:warning> lag <LAGNO> VLAN <VLANID> was recovered from disable state by command.
<lw:warning> MLAG <DOMAIN>/<MLAG ID> VLAN <VLANID> was recovered from disable state by
command .
LAG
hclAeosLoopCommandRecoveryVlanPort Trap
ML AG
hclAeosLoopCommandRecoveryVlanMlag Trap
Version
8.29.01
Trap
“snmp-server traps | oop-watch disable” Trap
<l w: warning> port 1/3 VLAN 100 was recovered from di $abl e s
<l w:warning> |lag 3 VLAN 100 was recovered from disable stat
<l w:warning> MLAG Domainl/3 VLAN 100 was recovered fprom di s
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18

18. 1

Sysl og

<process:info> FIdCtl : Flooding Control start

Ver si on

8.01.01

<process:info> FldCt| : Fl ooding Control start
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<PORTNO>

<PORTNO>
“flooding control divide-1log”~

1
Syslog

<process:info> Port <PORTNO> flood control bc start action

floodControlBCStartAction Trap

Ver si on

8.01.01
8. 33. 0 1<PORTNO>

Trap

“snmp-server traps flooding control disabl e”
<process:info> Port 1/1-2 flood control bc start action
<process:info> Port 1/1 flood control bc start actio
<process:info> Port 1/2 flood control bc start actio
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<PORTNO>

<PORTNO>
“flooding control divide-1log”~

1
Syslog

<process:info> Port <PORTNO> flood control bc stop action

floodControlBCStopAction Trap

Ver si on

8.01.01
8. 33. 0 1<PORTNO>

Trap
“snmp-server traps flooding control disable”
<process:info> Port 1/1-2 flood control bc stop action
<process:info> Port 1/1 flood control bc stop action
<process:info> Port 1/2 flood control bc stop action
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<PORTNO>

<PORTNO>
“flooding control divide-1o0g"

1
Sysl og

<process:info> Port <PORTNO> flood control mc start action

floodControlMCStartAction Trap

Ver si on

8.01.01
8. 33. 0 1<PORTNO>

Trap

“snmp-server traps flooding control disable”
<process:info> Port 1/1-2 flood control mc start actijon
<process:info> Port 1/1 flood control mc start actio
<process:info> Port 1/2 flood control mc start actio
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<PORTNO>

<PORTNO>
“flooding control divide-1o0g"

1
Sysl og

<process:info> Port <PORTNO> flood control mc stop action

floodControlMCStopAction Trap

Ver si on

8.01.01
8. 33. 0 1<PORTNO>

Trap
“snmp-server traps flooding control disabl e”
<process:info> Port 1/1-2 flood control mc stop acti on
<process:info> Port 1/1 flood control mc stop action
<process:info> Port 1/2 flood control mc stop action
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<PORTNO>

( )
( ) <PORTNO>

“flooding control divide-1log"”

1
Sysl og

<process:info> Port <PORTNO> flood control bc shutdown action

floodControlShutdownBCAction Trap

Ver si on

8.01.01
8. 33. 0 1<PORTNO>

“no shutdown”

Trap
“snmp-server traps flooding control disable”
<process:info> Port 1/1-2 flood control bc shutdown
<process:info> Port 1/1 flood control bc shutdown ac
<process:info> Port 1/2 flood control bc shutdown ac
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<PORTNO>

( )
( ) <PORTNO>

“flooding control divide-1log"”

1
Sysl og

<process:info> Port <PORTNO> flood control mc shutdown action

floodControlShutdownMCAction Trap

Ver si on

8.01.01
8. 33. 0 1<PORTNO>

“nNo shutdown”

Trap
“snmp-server traps flooding control disabl e”
<process:info> Port 1/1-2 flood control mc shutdown ction
<process:info> Port 1/1 flood control mc shutdown actiion
<process:info> Port 1/2 flood control mc shutdown actiion
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<PORTNO>

( )

( ) <PORTNO>
“flooding control divide-1log"”

1
Sysl og

<process:info> Port <PORTNO> flood control uc shutdown action

floodControlShutdownUCAction Trap

Ver si on

8.17.01
8. 33. 0 1<PORTNO>

Hno
shutdown”
Trap
“snmp-server traps flooding control disable”
<process:info> Port 1/1-2 flood control wuc shutdown ction
<process:info> Port 1/1 flood control uc shutdown action
<process:info> Port 1/2 flood control wuc shutdown actiion

128/ 277



18. 9
Sysl og
<process:warning> auto-recovery timer expired on port <PORTNO>.

floodControlShutdownAutoRecoveryAction Trap

Ver si on

8.17.01

Trap

“snmp-server traps flooding control disabl e”

<process:warning> auto-recovery timer expired on por 1 1/ 3.
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19. Flush FDB

19.1 Flush FDB
FIl ush FDB

Sysl og

<process:info> flush-FDB rp-e: Start.

Tr ap

Ver si on

8.04.01

|< process:info> flush-FDB rp-e: Start.

19.2 Flush FDB ( GSRP awar e)
FIl ush FDB ( GSRP aware)

Sysl og

<process:info> flush-FDB rp-g: Start.

Tr ap

Ver si on

8.04.01

<process:info> flush-FDB rp-g: Start.

130/ 277



19. 3 Flush FDB
Fl ush FDB

Sysl og

<process:info> flush-FDB rp-e: Stop.

Tr ap

Ver si on

8.04.01

|< process:info> flush-FDB rp-e: Stop.

19.4 Flush FDB ( GSRP awar e)
FIl ush FDB ( GSRP awar e)

Syslog

<process:info> flush-FDB rp-g: Stop.

Trap

Ver si on

8.04.01

<process:info> flush-FDB rp-g: Stop.
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19.5 FDB
Flush FDB FDB

Sysl og

<process:notice> flush-FDB rp-e: Fdb Flush.

Tr ap

Ver si on

8.04.01

|< process: notice> flush-FDB rp-e: Fdb Fl ush.
19. 6 FDB ( GSRP awar e)

FIl ush FDB ( GSRP awar e) FDB

Sysl og

<process:notice> flush-FDB rp-g: Fdb Flush.

Trap

Ver si on

8.04.01

<process:notice> flush-FDB rp-g: Fdb Fl ush.
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20. MAC

20. 1 MAC
MA C <COUNT>
MA C (FDB )

Sysl og

<system:warning> MAC Address Table count over value as <COUNT>.

hclAeosMACaddressTableOverCount Trap

Ver si on

8.20.01

MA C “mac-address-ta
noti fy” “mac-address-table static” “mac-addr
Trap

“nNo snmp-server traps mac-address-tTarbdpe-notify enat

<system: warning> MAC Address Tabl e count over valwue|las 160C¢C
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20. 2 MAC

MA C 80 %
<COUNT> MA C (FDB )

Sysl og

<system:notice> MAC Address Table count normal value as <COUNT>.

hclAeosMACaddressTableNormalCount Trap

Ver si on

8.20.01

MA C “mac-address-ta
noti fy?” “mac-address-table static?” “mac-addr
Trap

“nNo snmp-server traps mac-address-tTarbhdpp-notify enat

<system: notice> MAC Address Tabl e count nor mal valuk as 172
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( LAG ML AG) (1 )
FDB “mac-address-table frequent-station-move-
<PORTNO> <LAGNO> <DOMAIN>/ <MLAG 1D> FDB

Sysl og

<system:warning> Frequent station move: Port <PORTNO>.
<system:warning> Frequent station move: LAG <LAGNO>.

<system:warning> Frequent station move: MLAG <DOMAIN>/<MLAG ID>.

hclAeosMacAddressRewritingFdbOnPort Trap

LAG
hclAeosMacAddressRewritingFdbOnLag Trap

ML AG
hclAeosMacAddressRewritingFdbOnMlag Trap

Ver si on

8.34.01

Trap

server traps frequent-station-move-notify dis

“snmp

<system: warning> Frequent station move: Port 1/ 1.
<system: warning> Frequent station move: LAG 1/ 1.
<system: warning> Frequent station move: MLAG MLAG/1
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22. STP

STP <PORTNO> <LAGNO>

Sysl og

<stp:warning> topology change port <PORTNO>
<stp:warning> topology change lag <LAGNO>

topologyChange Trap

Ver si on

8.06.01
8.42.01
STP
(
)
Trap
“snmp-server traps topology disabl e” Trap
<stp:warning> topology change port 1/1
<stp:warning> topology change | ag 1
o Sysl og Trap Trap
Tr ap Trap 1
Sysl og Trap 1
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22.2 TCN BPDU

STP <PORTNO> <LAGNO>
BPDU

Sysl og

<stp:notice> receive TCN BPDU frame port <PORTNO>
<stp:notice> receive TCN BPDU frame lag <LAGNO>

Tr ap

Ver si on

8.42.01

<stp:notice> receive TCN BPDU frame port 1/ 1

<stp:notice> receive TCN BPDU frame | ag 1
22 .3 BPDU
<PORTNO> <LAGNO>

BPDU

Sysl og

<stp:warning> invalid BPDU received on port <PORTNO>

<stp:warning> invalid BPDU received on lag <LAGNO>

Tr ap

Ver si on

8.06.01
STP
BPDU
<stp:warning> invalid BPDU received on port 1/ 1
<stp:warning> invalid BPDU received on |l ag 1
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22.4 PORT state

<PORTNO> <LAGNO>
<STATE>

<STATE>

BLOCKI NG ( 1) MA C
LEARNI NG MA C
FORWARDI NG

( 1) BLOCKING Syslog DI SCARDI NG

Sysl og

<stp:warning> port <PORTNO> state changed from <STATE> to <STATE>

<stp:warning> lag <LAGNO> state changed from <STATE> to <STATE>

Ver si on

8.06.01

<stp:warning> port 1/1 state changed from DI SCARDI NG|t o FOF
<stp:warning> lag 1 state changed from DI SCARDI NG to| FORWAF
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22.5 PORT rol e

<PORTNO> <LAGNO>
<ROLE>

<ROLE>

DESI GNATED

ROOTPORT

ALTERNATE

BACKUP

DI SABLED

Sysl og

<stp:warning> port <PORTNO> role changed from <ROLE> to <ROLE>

<stp:warning> lag <LAGNO> role changed from <ROLE> to <ROLE>

Ver si on

8.06.01

<stp:warning> port 1/1 role changed from DI SABLED to| DESI GN
<stp:warning> lag 1 role changed from DI SABLED to DE§I GNATE
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22.6 FDB FIl ush
<PORTNO> <LAGNO>

Sysl og

T
O
o}

<stp:warning> flushing FDB for port <PORTNO>
<stp:warning> flushing FDB for port <PORTNO> role <ROLE>
<stp:warning> flushing FDB for lag <LAGNO>
<stp:warning> flushing FDB for lag <LAGNO> role <ROLE>

<stp:warning> flushing FDB for other ports

Tr ap

Ver si on

8.06.01
<stp:warning> flushing FDB for port 1/ 1
<stp:warning> flushing FDB for port 1/1 role BACKUP
<stp:warning> flushing FDB for |l ag 1
<stp:warning> flushing FDB for lag 1 role BACKUP
<stp:warning> flushing FDB for other ports

22.7 FDB

FDB <TIME>

Sysl og

<stp:info> STP aging was set, aging = <TIME>.

Tr ap

Ver si on

8.42.01

was set,
wa s set ,

aging
aging

I
w -
[@Neé)]
o-
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23. RSTP

23.1
RSTP <PORTNO> <LAGNO>

Sysl og

<rstp:warning> topology change port <PORTNO>
<rstp:warning> topology change lag <LAGNO>

topologyChange Trap

Ver si on

8.06.01
8.42.01
RSTP
(
)
Trap
“snmp-server traps topology disabl e” Trap
<rstp:warning> topology change port 1/ 27
<rstp:warning> topology change |l ag 1
o Sysl og Trap Trap
Trap Trap 1
Sysl og Trap 1
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23. 2 BPDU TC

RSTP <PORTNO> <LAGNO>
BPDU

Sysl og

<rstp:notice> detect TC flag on BPDU port <PORTNO>
<rstp:notice> detect TC flag on BPDU lag <LAGNO>

Tr ap

Ver si on

8.42.01

RSTP

<rstp:notice> detect CcC flag on BPDU port 1/ 1
C flag on BPDU |l ag 1

<rstp:notice> detect

23. 3 BPDU

<PORTNO> <LAGNO>
BPDU

Sysl og

<rstp:warning> invalid BPDU received on port <PORTNO>

<rstp:warning> invalid BPDU received on lag <LAGNO>

Tr ap

Ver si on

8.06.01

RSTP

BPDU
<rstp:warning> invalid BPDU received on port 1/ 1
<rstp:warning> invalid BPDU received on |l ag 1
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23.4 PORT state

<PORTNO> <LAGNO>

<STATE>

<STATE>

DI SCARDI NG MAC
LEARNI NG MAC

FORWARDI NG

Sysl og

<rstp:warning> port <PORTNO> state changed from <STATE> to <STATE>

<rstp:warning> lag <LAGNO> state changed from <STATE> to <STATE>

Ver si on

8.06.01

port 1/1 state changed from DI SCARDI NG to FC

<rstp:warning>
ng> |l ag 1 state changed from DI SCARDI NG t ¢ FORWA

<rstp:warni
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23. 5 PORT rol e

<PORTNO> <LAGNO>
<ROLE>

<ROLE>

DESI GNATED

ROOTPORT

ALTERNATE

BACKUP

DI SABLED

Sysl og

<rstp:warning> port <PORTNO> role changed from <ROLE> to <ROLE>

<rstp:warning> lag <LAGNO> role changed from <ROLE> to <ROLE>

Ver si on

8.06.01

<rstp:warning> port 1/1 role changed from DI SABLED t
<rstp:warning> lag 1 role changed from DI SABLED to D

144/ 277



23. 6 FDB FIl ush

<PORTNO> <LAGNO>
FDB

Sysl og

<rstp:warning> flushing FDB for port <PORTNO>
<rstp:warning> flushing FDB for port <PORTNO> role <ROLE>
<rstp:warning> flushing FDB for lag <LAGNO>
<rstp:warning> flushing FDB for lag <LAGNO> role <ROLE>

<rstp:warning> flushing FDB for other ports

Ver si on

8.06.01

<rstp:warning> flushing FDB for port 1/ 1
<rstp:warning> flushing FDB for port 1/1 role BACKUP
<rstp:warning> flushing FDB for | ag 1

<rstp:warning> flushing FDB for lag 1 role BACKUP
<rstp:warning> flushing FDB for other ports
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24. MSTP

24. 1
MSTP <PORTNO> <LAGNO>

Sysl og

<mstp:warning> topology change port <PORTNO>

<mstp:warning> topology change port <PORTNO> instance <INSTANCE ID>
<mstp:warning> topology change lag <LAGNO>

<mstp:warning> topology change lag <LAGNO> instance <INSTANCE ID>

topologyChange Trap

Ver si on

8. 05.01
8.42.01
MSTP
(
)
Trap

snmp-server traps topology disabl e Trap

<mstp:warning> topology change port 1/ 1
<mstp:warning> topology change port 1/ 1 instance 2
<mstp:warning> topology change |l ag 1
<mstp:warning> topology change |l ag 1 instance 2
o Sysl og Tr ap Trap
Trap Trap 1
Sysl og Trap 1
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24 . 2 BPDU TC

MSTP <PORTNO> <LAGNO>
BPDU

Sysl og

<mstp:notice> detect TC flag on BPDU port <PORTNO>

<mstp:notice> detect TC flag on BPDU port <PORTNO> instance <INSTANCE ID>
<mstp:notice> detect TC flag on BPDU lag <LAGNO>

<mstp:notice> detect TC flag on BPDU lag <LAGNO> instance <INSTANCE ID>

Ver si on

8.42.01
RSTP
(

)
<mstp: notice> detect TC flag on BPDU port 1/1
<mstp:notice> detect TC flag on BPDU port 1/1 instant
<mstp: notice> detect TC flag on BPDU |l ag 1
<mstp:notice> detect TC flag on BPDU lag 1 instance
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24 .3 BPDU

<PORTNO> <LAGNO>
BPDU

Sysl og

<mstp:warning> invalid BPDU received on port <PORTNO>

<mstp:warning> invalid BPDU received on lag <LAGNO>

Ver si on

8.05.01

MSTP
BPDU
<mstp:warning> invalid BPDU received on port 1/ 1
<mstp:warning> invalid BPDU received on | ag 1
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24. 4 PORT state

<PORTNO> <LAGNO>

<STATE>

<STATE>

DI SCARDI NG MAC
LEARNI NG MAC

FORWARDI NG

Sysl og

<mstp:warning> port <PORTNO> state changed from <STATE> to <STATE>

<mstp:warning> port <PORTNO> instance <INSTANCE ID> state changed from <STATE> to
<STATE>
<mstp:warning> lag <LAGNO> state changed from <STATE> to <STATE>

<mstp:warning> lag <LAGNO> instance <INSTANCE ID> state changed from <STATE> to <STATE>

Ver si on

8.05.01

<mstp:warning> p 1/1 state changed from DI SCARDI N to FC
<mstp:warning> port 1/1 instance 1 state changed fro LEARN
<mstp:warning> |lag 1 state changed from DI SCARDI NG t F OR W/
<mstp:warning> lag 1 instance 1 state changed from LEARNI NC
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24. 5 PORT rol e
<PORTNO> <LAGNO>
<ROLE>
<ROLE>
DESI GNATED

ROOTPORT
ALTERNATE
MASTERPORT
BACKUP

DI SABLED

Sysl og

<mstp:warning> port <PORTNO> role changed from <ROLE> to <ROLE>

<mstp:warning> port <PORTNO> instance <INSTANCE ID> role changed from <ROLE> to <ROLE>

<mstp:warning> lag <LAGNO> role changed from <ROLE> to <ROLE>

<mstp:warning> lag <LAGNO> instance <INSTANCE ID> role changed from <ROLE> to <ROLE>

Ver sion
8.05.01
<mstp:warning> po 1/1 role changed from DI SABLED t¢ DESIC
<mstp:warning> por 1/1 instance 1 role changed from|BACKUF
<mstp:warning> lag 1 role changed from DI SABLED to DESI GNAT
<mstp:warning> lag 1 instance 1 role changed from BACKUP 1t ¢
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24 .

<PORTNO>
FDB

6

FDB FI

ush

<LAGNO>

Sysl og

<mstp:

<mstp:

<mstp:

<mstp:

<mstp:

<mstp:

<mstp:

<mstp:

Tr ap

warning>

warning>

warning>

warning>

warning>

warning>

warning>

warning>

Flushing
flushing
Fflushing
Flushing
flushing
Fflushing
Flushing
flushing

FDB
FDB
FDB
FDB
FDB
FDB
FDB
FDB

for
for
for
for
for
for
for

for

port <PORTNO>

port <PORTNO> instance <INSTANCE ID>

port <PORTNO> role <ROLE>

port <PORTNO> instance <INSTANCE ID> role <ROLE>
lag <LAGNO>

lag <LAGNO> instance <INSTANCE ID>

lag <LAGNO> role <ROLE>

lag <LAGNO> instance <INSTANCE ID> role <ROLE>

Ver sion
8. 05.01
<mstp:warning> flushing FDB for port 1/ 1
<mstp:warning> flushing FDB for port 1/1 instance 1
<mstp:warning> flushing FDB for port 1/1 role DESI GNATED
<mstp:warning> flushing FDB for port 1/1 instance 3 ol e DI
<mstp:warning> flushing FDB for | ag 1
<mstp:warning> flushing FDB for lag 1 instance 1
<mstp:warning> flushing FDB for |l ag 1 role DESI GNATED
<mstp:warning> flushing FDB for lag 1 instance 3 rol ¢ DI SAE
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25 RPVST+
25.1
RPVST+ <PORTNO>

<LAGNO>

Sysl og

<rpvst+:warning> topology change port <PORTNO>

<rpvst+:warning> topology change port <PORTNO> vlan <VID>

<rpvst+:warning> topology change lag <LAGNO>

<rpvst+:warning> topology change lag <LAGNO> vlan <VID>

topologyChange Trap

Ver sion
8.03.01
8.42.01
RPVST+

)
Trap
“snmp-server traps topology disabl e” Trap
<rpvst+:warning> topology change port 1/ 2
<rpvst+:warning> topology change port 1/ 2 vl an
<rpvst+:warning> topology change | ag 2
<rpvst+:warning> topology change |l ag 2 vlan 3
o Sysl og Tr ap Trap

Trap Trap
Sysl og Trap 1
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25. 2 BPDU TC

RPVST+ <PORTNO> <LAGNO>
BPDU

Sysl og

<rpvst+:notice> detect TC flag on BPDU port <PORTNO>
<rpvst+:notice> detect TC flag on BPDU port <PORTNO> vlan <VID>

<rpvst+:notice> detect TC flag on BPDU lag <LAGNO>
<rpvst+:notice> detect TC flag on BPDU lag <LAGNO> vlan <VID>

Ver si on

8.42.01
RSTP
(

)
<rpvst+:notice> detect TC flag on BPDU port 1/ 1
<rpvst+:notice> detect TC flag on BPDU port 1/ 1 vl an
<rpvst+:notice> detect TC flag on BPDU |l ag 1
<rpvst+:notice> detect TC flag on BPDU lag 1 vlIan 2
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25. 3 BPDU

<PORTNO> <LAGNO>
BPDU

Sysl og

<rpvst+:warning> invalid BPDU received on port <PORTNO>

<rpvst+:warning> invalid BPDU received on lag <LAGNO>

Ver si on

8.03.01

RPVSTH+
BPDU
<rpvst+:warning> invalid BPDU received on port 1/ 25
<rpvst+:warning> invalid BPDU received on | ag 1
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25. 4 PORT state

<PORTNO> <LAGNO>

<STATE>

<STATE>

DI SCARDI NG MAC
LEARNI NG MAC

FORWARDI NG

Sysl og

<rpvst+:warning> port <PORTNO> state changed from <STATE> to <STATE>

<rpvst+:warning> port <PORTNO> vlan <VID> state changed from <STATE> to <STATE>

<rpvst+:warning> lag <LAGNO> state changed from <STATE> to <STATE>

<rpvst+:warning> lag <LAGNO> vlan <VID> state changed from <STATE> to <STATE>

Ver si on

8.03.01

<rpvst+:warning> port 1/1 state changed from FORWARD|ING to
<rpvst+:warning> port 1/1 vlian 2 state changed from DI SCARL
<rpvst+:warning> lag 2 state changed from LEARNING t¢ FORW/
<rpvst+:warning> lag 1 vlian 3 state changed from FORWARDI NC
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25. 5 PORT rol e

<PORTNO> <LAGNO>
<ROLE>

<ROLE>

DESI GNATED

ROOTPORT

ALTERNATE

BACKUP

DI SABLED

Sysl og

<rpvst+:warning> port <PORTNO> role changed from <ROLE> to <ROLE>

<rpvst+:warning> port <PORTNO> vlan <VID> role changed from <ROLE> to <ROLE>

<rpvst+:warning> lag <LAGNO> role changed from <ROLE> to <ROLE>

<rpvst+:warning> lag <LAGNO> vlan <VID> role changed from <ROLE> to <ROLE>

Ver si on

8.03.01

<rpvst+:warning> port 1/2 role changed from DESI GNATED to L
<rpvst+:warning> port 1/2 vlian 2 role changed from DESI GNAT
<rpvst+:warning> lag 1 role changed from ROOTPORT to| DI SABL
<rpvst+:warning> lag 1 vlian 2 role changed from ALTERNATE t
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25.6 FDB Fl ush

FDB
<PORTNO>
<PORTNO....>
<LAGNO> LAG
<LAGNO....> LAG
<rpvst+:warning> flushing FDB for port <PORTNO>
<rpvst+:warning> flushing FDB for port <PORTNO> vlan <VID>
<rpvst+:warning> flushing FDB for port <PORTNO....>
<rpvst+:warning> flushing FDB for port <PORTNO....> vlan <VID>
<rpvst+:warning> flushing FDB for port <PORTNO> role <ROLE>
<rpvst+:warning> flushing FDB for port <PORTNO> vlan <VID> role <ROLE>
<rpvst+:warning> flushing FDB for lag <LAGNO>
<rpvst+:warning> flushing FDB for lag <LAGNO> vlan <VID>
<rpvst+:warning> flushing FDB for lag <LAGNO....>
<rpvst+:warning> flushing FDB for lag <LAGNO....> vlan <VID>
<rpvst+:warning> flushing FDB for lag <LAGNO> role <ROLE>
<rpvst+:warning> flushing FDB for lag <LAGNO> vlan <VID> role <ROLE>

Ver sion
8.03.01
<rpvst+:warning> flushing FDB for port 1/3 wvlan 2 ro
<rpvst+:warning> flushing FDB for port 1/1 vlan 3
<rpvst+:warning> flushing FDB for port 1/4-6 vlIan 3
<rpvst+:warning> flushing FDB for |l ag 2,4 vlan 3
<rpvst+:warning> flushing FDB for | ag 2
<rpvst+:warning> flushing FDB for |l ag 2 vlan 2
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26. MMRP- Pl us

26.1

<RINGID> <PORTNO> L AG <LAGNO> ML AG
<DOMAIN>/ <MLAG I1D>

Sysl og

<mmrp:err> MMRP-Plus ring <RINGID> Port <PORTNO> goes DOWN status.

<mmrp:err> MMRP-Plus ring <RINGID> Lag <LAGNO> goes DOWN status.
<mmrp:err> MMRP-Plus ring <RINGID> MLAG <DOMAIN>/<MLAG ID> goes DOWN status.

hclIMmrpPlusPortDown Trap

Ver si on

8.01.01

MMRP- Pl us

Trap

nNo snmp-server traps mmrp enabl e” Tr ap

<mmrp:err> MMRP-Plus ring 1
<mmrp:err> MMRP-Plus ring 1 Lag 1 goes DOWN status.
<mmrp:err> MMRP-Plus ring 1
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26. 2

<RINGID> <PORTNO> L AG <LAGNO> ML AG
<DOMAIN>/ <MLAG ID>

Sysl og

<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> goes LISTENING status.

<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> goes LISTENING status.
<mmrp:warning> MMRP-Plus ring <RINGID> MLAG <DOMAIN>/<MLAG ID> goes LISTENING status.

hcIMmrpPlusPortListening Trap

Ver si on

8.01.01

MMRP- Pl us

Trap

“No snmp-server traps mmrp enabl e” Trap

<mmr p: warning> MMRP-Plus ring 1 Port 1/1 goes LI STEN
<mmr p:warning> MMRP-Plus ring 1 Lag 1 goes LI STENI NG
<mmr p:warning> MMRP-Plus ring 1000 MLAG DOMAI N/ 32 go
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26. 3

<RINGID>

<DOMAIN>/ <MLAG ID>

<PORTNO> L AG

<LAGNO> ML AG

Sysl og

<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> Listening Time out.

<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> Listening Time out.

<mmrp:warning> MMRP-Plus ring <RINGID> MLAG <DOMAIN>/<MLAG ID> Listening Time out.

hcIMmrpPlusPortListeningTimeout Trap

Ver sion

8.01.01

Trap

“nNo snmp-server traps mmrp enabl e” Trap
<mmr p: warning> MMRP-Plus ring 1 Port 1/1 Listening Tjlme out
<mmr p: warning> MMRP-Plus ring 1 Lag 1 Listening Time|J]out.
<mmr p: warning> MMRP-Plus ring 1000 MLAG DOMAI N/ 32 Lis$tening
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26. 4

<RINGNO> <PORTNO> L AG <LAGNO> ML AG
<DOMAIN>/ <MLAG ID>

Sysl og

<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> goes FORWARDING status.
<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> goes FORWARDING status.
<mmrp:warning> MMRP-Plus ring <RINGID> MLAG <DOMAIN>/<MLAG ID> goes FORWARDING status.

hcIMmrpPlusPortForwarding Trap

Ver si on

8.01.01

Awar e

Trap

no snmp-server traps mmrp enabl e Trap

D |

~

-l

<mmr p:warning> MMRP-Plus ring 1 Port 1/1 goes FORWAR
<mmr p: warning> MMRP-Plus ring 1 Lag 1 goes FORWARDI N
<mmr p: warning> MMRP-Plus ring 1000 MLAG DOMAI N/ 32 go

P S
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26. 5

<RINGID> <PORTNO> L AG <LAGNO> ML AG
<DOMAIN>/ <MLAG ID>

Sysl og

<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> goes BLOCKING status.

<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> goes BLOCKING status.
<mmrp:warning> MMRP-Plus ring <RINGID> MLAG <DOMAIN>/<MLAG ID> goes BLOCKING status.

hcIMmrpPlusPortBlocking Trap

Ver si on

8.01.01

Trap

“nNo snmp-server traps mmrp enabl e” Trap

<mmr p: warning> MMRP-Plus ring 1 Port 1/1 goes BLOCKI
<mmr p: warning> MMRP-Plus ring 1 Lag 1 goes BLOCKI NG
<mmr p: warning> MMRP-Plus ring 1000 MLAG DOMAI N/ 32 go

NG st at
5t at us .
b s BLOC
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26. 6 Failure

<RINGID> <PORTNO> L AG <LAGNO> ML AG
<DOMAIN>/ <MLAG ID> Failur e

Sysl og

<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> goes FAILURE UP status.

<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> goes FAILURE UP status.
<mmrp:warning> MMRP-Plus ring <RINGID> MLAG <DOMAIN>/<MLAG ID> goes FAILURE UP status.

hcIMmrpPlusPortDisable Trap

Ver si on

8.01.01
Failure
clear mmrp-plus failure ring
Trap
“nNo snmp-server traps mmrp enabl e” Tr ap

<mmr p: war ni MMRP- Pl us Port 1/1 goes FAILUR

v U T

ng> ring 1
<mmr p: warning> MMRP-Plus ring 1 Lag 1 goes FAILURE U
<mmr p: warning> MMRP-Plus ring 1000 MLAG DOMAI N/ 32 go
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26. 7 Revertive Li stening

<RINGID> <PORTNO> L AG <LAGNO> ML AG
<DOMAIN>/ <MLAG 1D> Revertive Listening

Sysl og

<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> Revertive Time out.

<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> Revertive Time out.
<mmrp:warning> MMRP-Plus ring <RINGID> MLAG <DOMAIN>/<MLAG ID> Revertive Time out.

hcIMmrpPlusPortDisableTimeout Trap

Ver si on

8.01.01

Trap

“nNo snmp-server traps mmrp enabl e” Trap

<mmr p: warning> MMRP-Plus ring 1 Port 1/1 goes Revertijve Tin
<mmr p: warning> MMRP-Plus ring 1 Lag 1 goes Revertive|Ti me o
<mmr p: warning> MMRP-Plus ring 1000 MLAG DOMAI N/ 32 Reyertive
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26. 8

<RINGID>
( LAG )

Sysl og

<mmrp:warning> MMRP-Plus ring <RINGID> All uplink port goes down.

hcIMmrpPlusAllUplinkDown Trap

Ver si on

8.17.01

MMRP- Pl us

MMRP- Pl us Hel l o MMR P
Trap
“nNo snmp-server traps mmrp enabl e” Tr ap
<mmr p:warning> MMRP-Plus ring 1 Al uplink port goes|down.
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26. 9 MMRP-PIl us FDB
MMRP- Pl us FDB FIl ush

Sysl og

<mmrp:notice> MMRP-Plus ring <RINGID> FDB Flush.

Tr ap

hcIMmrpPlusFdbFlush Trap

Ver si on

8.01.01

MMRP- Pl us

Trap

“No snmp-server traps mmrp enabl e” Trap

[<mmrp:notice> MMRP-Plus ring 1 FDB Flush.

26.10 FDB FlushBFS FDB Fl ush(
)

“mmrp-plus receive*flush-fdb enBahbSl e
BFS FDB FIl ush

Sysl og

<mmrp:notice> MMRP-Plus FDB Flush bfs-link <BFS LINKID> sub-link <SUB LINKID>

Tr ap

Ver si on

8.14.01

<mmrp: notice> MMRP-Plus FDB Flush bfs-Ilink 1 sub-lin* 2

166/ 277



26. 11 FDB FlushBFS FDB FIl ush(
)

“mmr p-plus receive*flush-fdb enBabsS e

BFS FDB FIl ush

Sysl og

<mmrp:notice> MMRP-Plus FDB Flush bfs-link <BFS LINKID>

8.14.01

|<mmrp:n0tice> MMRP- Pl us FDB Flush bfs-link 1
26. 12 FDB Fl ush FDB FIl ush
“mmrp-plus receive-"flush-fdb enabl e
<PORTNO> L AG <LAGNO> ML AG <DOMAIN>/ <MLAG I1D>

FDB FIl ush

Sysl og

<mmrp:notice> MMRP-Plus FDB Flush port <PORTNO>
<mmrp:notice> MMRP-Plus FDB Flush lag <LAGNO>
<mmrp:notice> MMRP-Plus FDB Flush MLAG <DOMAIN>/<MLAG 1D>

<mmrp: notice> MMRP-Plus FDB Flush port 1/1
<mmrp: notice> MMRP-Plus FDB Flush Il ag 1
<mmr p: notice> MMRP-Plus FDB Flush MLAG DOMAI N/ 32
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26. 13
MMRP- Pl us

FDB FI

ush

Sysl og

<mmrp:notice> MMRP-Plus ring <RINGID> FDB Forwarding Timer Updated.

Tr ap

Ver si on

8.01.01

MMRP- Pl us

|<mmrp:notice> MMRP- Pl us ring 1 FDB

Forwarding Ti mer

th dat ed

26. 14 Hel

Hel | o

Sysl og

0]

<mmrp:warning> MMRP-Plus ring <RINGID> <Master]Slave> Port <PORTNO> Hello down detect.

<mmrp:warning> MMRP-Plus ring <RINGID> <Master|Slave> Lag <LAGNO> Hello down detect.
<mmrp:warning> MMRP-Plus ring <RINGID> <Master|Slave> MLAG <DOMAIN>/<MLAG ID> Hello

down detect.

Trap

Ver si on

8.01.01

<mmr p: war ni
<mmr p:war ni
<mmr p: war ni

g >
g >
g >

MMRP- Pl us ring 1
MMRP- Pl us ring 1
MMRP- Pl us ring 1

own=z

aster

|l ave Lag

0

Master

Port 1/ 1 Hell

1 Hell o do
MLAG DOMAI

N/ 32
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26. 15 Hell o
Hel | o Hel | o

Sysl og

<mmrp:warning> MMRP-Plus ring <RINGID> <Master|Slave> Port <PORTNO> Hello detect.

<mmrp:warning> MMRP-Plus ring <RINGID> <Master]Slave> Lag <LAGNO> Hello detect.

<mmrp:warning> MMRP-Plus ring <RINGID> <Master|Slave> MLAG <DOMAIN>/<MLAG ID> Hello
detect.

Ver si on

8.01.01

<mmr p:warning> MMRP-Plus ring 1 Master Port 1/ 1 Hell ¢ det ec
<mmr p: warning> MMRP-Plus ring 1 Slave Lag 1 Hello deftect.
<mmr p: warning> MMRP-Plus ring 1000 Master MLAG DOMAI N/ 32 He
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26. 16 Hell o

Hel | o (hell o-ti meout)

Sysl og

<mmrp:warning> MMRP-Plus ring <RINGID> <Master]Slave> Port <PORTNO> Hello Time out.

<mmrp:warning> MMRP-Plus ring <RINGID> <Master|Slave> Lag <LAGNO> Hello Time out.
<mmrp:warning> MMRP-Plus ring <RINGID> <Master]Slave> MLAG <DOMAIN>/<MLAG ID> Hello

Time out.

Ver si on

8.01.01

MMRP- Pl us

<mmr p: warning> MMRP-Plus ring 1 Master Port 1/ 1 Hell Ti me
<mmr p:warning> MMRP-Plus ring 1 Slave LAG 1 Hello Time out.
<mmr p: warning> MMRP-Plus ring 1000 Master MLAG DOMAI N/ 32 He
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26. 17
<RINGID> <PORTNO> L AG
<LAGNO> ML A G <DOMAIN>/ <MLAG 1D>

Sysl og

<mmrp:warning> MMRP-Plus ring <RINGID> Port <PORTNO> was restarted.

<mmrp:warning> MMRP-Plus ring <RINGID> Lag <LAGNO> was restarted.
<mmrp:warning> MMRP-Plus ring <RINGID> MLAG <DOMAIN>/<MLAG ID> was restarted.

Ver si on

8.01.01

MMRP- Pl us

<mmr p: warning> MMRP-Plus ring 1 Port 1/45 was restartfed.
<mmr p:warning> MMRP-Plus ring 1 Lag 1 was restarted.
<mmr p: warning> MMRP-Plus ring 1000 Master MLAG DOMAI N/ 32 was
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27. MMRP-Pl us( MMRP?2 )

27.1 MMRP2 Awar e
<RINGID> <PORTNO> LAG <LAGNO>

Sysl og

<mmrp:err> Ring <RINGID>: Aware port <PORTNO> goes Down.

<mmrp:err> Ring <RINGID>: Aware LAG <LAGNO> goes Down.

rrap__________________________________|

boxMmrpAwareLinkDown Trap

Ver si on

8.14.01

MMRP- Pl us ( MMRP2 )

Trap

“no snmp-server traps mmrp enabl e” Trap
<mmrp:err> Ring 1: Aware port 1/1 goes Down.
<mmrp:err> Ring 1: Aware LAG 1 goes Down.
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27. 2 MMRP2 Awar e
<RINGID> <PORTNO> LAG <L AGNO>

Sysl og

<mmrp:notice> Ring <RINGID>: Aware port <PORTNO> goes Listening.
<mmrp:notice> Ring <RINGID>: Aware LAG <LAGNO> goes Listening.

boxMmrpAwareListening Trap

Ver si on

8.14.01

MMRP- Pl us ( MMRP2 )

Trap

“nNo snmp-server traps mmrp enabl e” Tr ap
<mmrp: notice> Ring 1: Aware port 1/1 goes Listening.
<mmr p: notice> Ring 1: Aware LAG 1 goes Listening
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27. 3 MMRP2 Awar e
<RINGID> <PORTNO> LAG <L AGNO>

Syslog

<mmrp:warning> Ring <RINGID>: Aware port <PORTNO> goes Listening timeout.

<mmrp:warning> Ring <RINGID>: Aware LAG <LAGNO> goes Listening timeout.

boxMmrpAwareListeningTimeout Trap

Ver si on

8.14.01

Trap

“nNo snmp-server traps mmrp enabl e” Tr ap

<mmr p:warni

ng> Ring t 1/1 goes Listening|timeou
<mmr p:warning> Ring 1: Aware

or
AG 1 goes Listening timeout.
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Awar e
<PORTNO>

27. 4 MMRP2

<RINGID> LAG

<LAGNO>

Sysl og

<mmrp:notice> Ring <RINGID>: Aware port <PORTNO> goes Forwarding.

<mmrp:notice> Ring <RINGID>: Aware LAG <LAGNO> goes Forwarding.

boxMmrpAwareForwarding Trap

Version

8.14.01

Trap

“No snmp-server traps mmrp enabl e” Trap
<mmr p: notice> Ring 1: Aware port 1/1 goes Forwarding
<mmrp: notice> Ring 1: Aware LAG 1 goes Forwarding.
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27.5 MMRP2 Aware Failure
<RINGID> <PORTNO> LAG <LAGNO> Failure

Sysl og

<mmrp:notice> Ring <RINGID>: Aware port <PORTNO> goes Failure.

<mmrp:notice> Ring <RINGID>: Aware LAG <LAGNO> goes Failure.

boxMmrpAwareDisable Trap

Ver si on

8.14.01
Failure
clear mmrp-plus failure ring
Trap
“nNo snmp-server traps mmrp enabl e” Trap
<mmr p: notice> Ring 1: Aware port 1/1 goes Failure.
<mmrp: notice> Ring 1: Aware LAG 1 goes Failure
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27. 6 MMRP2 Aware Revertive

<RINGID> <PORTNO> LAG <LAGNO> Revertive
Listening

Sysl og

<mmrp:warning> Ring <RINGID>: Aware port <PORTNO> Failure timeout.

<mmrp:warning> Ring <RINGID>: Aware LAG <LAGNO> Failure timeout.

Tr ap

boxMmrpAwareDisableTimeout Trap

Ver si on

8.14.01

Trap

“No snmp-server traps mmrp enabl e” Tr ap
<mmr p: warning> Ring 1: Aware port 1/ 1 Failure timeou
<mmr p:warning> Ring 1 Aware LAG 1 Failure timeout.
27. 7 MMRP2 FDB

MMRP 2 FDB FIl ush

Syslog

<mmrp:notice> Ring <RINGID>: FDB flush.

Trap

boxMmrpFdbFlush Trap

Ver si on

8.14.01

MMRP- Pl us ( MMRP 2 )

Tr ap

“nNo snmp-server traps mmrp enabl e” Tr ap

<mmrp: notice> Ring 1: FDB fl ush.
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27.8 MMRP2 Hell o
MMRP- Pl us ( MMRP 2 ) Hel | o

Sysl og

<mmrp:warning> Ring <RINGID>: Aware port <PORTNO> hello down detect.
<mmrp:warning> Ring <RINGID>: Aware LAG <LAGNO> hello down detect.

Trap

Ver si on

8.14.01

1: Aware port 1/1 hello down det

<mmr p: war ni ng
ng 1: Aware LAG 1 hello down detect

ng> Ri
<mmr p: warning> Ri

27. 9 MMRP2 Hell o
MMRP- Pl us ( MMRP 2 ) Hel | o Hel | o

Sysl og

<mmrp:notice> Ring <RINGID>: Aware port <PORTNO> hello detect.
<mmrp:notice> Ring <RINGID>: Aware LAG <LAGNO> hello detect.

Tr ap

Ver si on

8.14.01
<mmrp: notice> Ring 1: Aware port 1/1 hello detect.
<mmrp: notice> Ring 1: Aware LAG 1 hello detect.
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27.10 MMRP2

MMRP- Pl us ( MMRP 2
ti meout)

He |

| o
Hel | o

(hell o-

Sysl og

<mmrp:err> Ring <RINGID>: Aware port <PORTNO> hello timeout.
<mmrp:err> Ring <RINGID>: Aware LAG <LAGNO> hello timeout.

Ver si on

8.14.01

MMRP- Pl us ( MMRP 2

<mmr p:err> Ring 1:
<mmrp:err> Ring 1:

Aware port 1/
Aware LAG 1 hello

ti meout .
ti meout .
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28. OSPF

28. 1 SPF
<AREA> OSPF SPF

Sysl og

<process:info> OSPF SPF[<AREA>]: Calculation finished

Ver si on

8.22.01

<process:info> OSPF SPF[1.1.1.1]: Calculation finish*ad

180/ 277



28. 2

<INTERFACE> OSPF <ROUTERID> <OLDSTATE>
<NEWSTATE> <EVENT>

<OLDSTATE> <NEWSTATE>
e Down

Attempt NBMA

I nit

2- Way | D

ExStart Database Description

Exchange Database Description LSA

Loading LSA
Full Adjacency
<EVENT>
2- WayReceived I D
ExchangeDone Database Description
BadLSReq adjacency LSA
Loadi ngDone LSA
Adj OK? DR, BDR DROt her
SegNumber Mi smatch Database Description
l1- WayReceived I D
Kill Nbr “clear i p ospf process
neighbor?”
el nactivityTi mer

Sysl og

<process:info> OSPF NFSM[<INTERFACE>:<ADDRESS>-<ROUTERID>]: Status change <OLDSTATE> ->
<NEWSTATE>(event <EVENT>)

Ver si on

8.22.01

<EVENT>
2-WayReceived ExchangeDone Adj OK? LoadingDone
Kill Nbr
I nactivityTi mer
OSPF
l1- WayReceived
BadLSReq SeqgNumber Mi smat ch
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<process:info> OSPF NFSM[vlIan 100:192.168.1.1-2.2.2.2]: Ste
Loadi ngDone)

28. 3

<INTERFACE> <OLDSTATE> <NEWSTATE>
<OLDSTATE> <NEWSTATE>

e Down

eLoopback OSPF

eWaiting DR BDR

ePoint-To-Point

DR
eBackup
e DROt her DR BDR

Sysl og

<process:info> OSPF IFSM[<INTERFACE>:<ADDRESS>]: Status change <OLDSTATE> -> <NEWSTATE>

Ver si on

8.22.01

<NEWSTATE> Do wn

<process:info> OSPF | FSM[vlIlan 100:192.168.1.1]: Statijs c han
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28. 4

<INTERFACE> <ROUTERID> <TYPE> message QYPF
checksum

Sysl og

<process:warning> RECV[<TYPE>]: From <ROUTERID> via <INTERFACE>:<ADDRESS>: OSPF
checksum error <VALID SUM>/<INVALID SUM>

Tr ap

Ver si on

8.04.01
OSPF
OSPF
|<process:warning> RECV[ Hel | o] : From 3.3.3.3 via vlian|1l:100.
28. 5
<INTERFACE> <ROUTERID> <TYPE> message QSYmPFe

Sysl og

<process:warning> RECV[<TYPE>]: From <ROUTERID> via <INTERFACE>:<ADDRESS>:

Authentication type mismatch

Tr ap

Ver si on

8.04.01
OSPF
OSPF
<process:warning> RECV[Hello]: From 2.2.2.2 via vlian|31:210¢
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28.6
<INTERFACE>  <ROUTERID> <TYPE> message QYRFe

Sysl og

<process:warning> RECV[<TYPE>]: From <ROUTERID> via <INTERFACE>:<ADDRESS>:

Authentication error

Tr ap

Ver si on

8.04.01
OSPF
OSPF
|<process:warning> RECV[ Hel | o] : From 3.3.3.3 via vlan
28. 7 MD 5
<INTERFACE> <ROUTERID> <TYPE> message QSYPpFe
MD 5

Sysl og

<process:warning> RECV[<TYPE>]: From <ROUTERID> via <INTERFACE>:<ADDRESS>: MD5

authentication error

Tr ap

Ver si on

8.04.01
OSPF
OSPF
<process:warning> RECV[Hello]: From 3.3.3.3 via vlan
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29. OSPFv3

29.1 SPF
<AREA> OSPFv 3 SPF

Sysl og

<process: info> 0SPFv3 SPF[<AREA>]: Calculation finished

Ver si on

8.22.01

<process:info> OSPFv3 SPF[1.1.1.1]: Calculation fini#hed
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29. 2

<INTERFACE> OSPFv 3 <ROUTERID> <OLDSTATE>
<NEWSTATE> <EVENT>
<OLDSTATE> <NEWSTATE>
e Down
Il nit
2- Way | D
ExStart Database Description
Exchange Database Description LSA

Loading LSA
Full Adjacency

<EVENT>
2- WayReceived I D
ExchangeDone Database Description
BadLSReq adjacency LSA
Loadi ngDone LSA
Adj OK? DR, BDR DROt her
SeqNumber Mi smatch Database Description
1- WayReceived I D
Kill Nbr “clear i pv6 ospf proces
el nactivityTi mer

Sysl og

<process: info> OSPFv3 NFSM[<INTERFACE>:<ROUTERID>]: Status change <OLDSTATE> ->
<NEWSTATE>(event <EVENT>)

Ver si on

8.22.01

<EVENT>
2-WayReceived ExchangeDone Adj OK? LoadingDone
Kill Nbr
I nactivityTi mer
OSPF
l1- WayReceived
BadLSReq SeqgNumber Mi smat ch

<process:info> OSPFv3 NFSM[vlIan 100:2.2.2.2]: Status|change
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29. 3
<INTERFACE> <OLDSTATE> <NEWSTATE>

<OLDSTATE> <NEWSTATE>
e Down
Loopback OSPFv3
Wai ting DR BDR
DR
eBackup
DROt her DR BDR

Sysl og

<process:info> OSPFv3 IFSM[<INTERFACE>]: Status change <OLDSTATE> -> <NEWSTATE>

Ver si on

8.22.01

<NEWSTATE> Do wn

<process:info> OSPFv3 I FSM[vlIan 100]: Status change bown -3
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30. RIP

30.1
RI P <ROUTERID>

Sysl og

<process:info> RIP: 1Pv4 Route <ROUTERID> delete

Tr ap

Ver si on

8.04.01
RI P
|<pr ocess:info> RIP: |IPv4d Route 20.0.0.0/24 delete
30. 2
RI P <INTERFACE> <ADDRESS>

Py
o

Sysl og

<process:warning> RECV[<INTERFACE>]: Drop RIPv2 from <ADDRESS> (No auth in packet)

Tr ap

Ver si on

8.04.01

RI P
RI P

<process:warning> RECV[vIan 1]: Drop RIPv2 from 10.0
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30. 3
RI P <INTERFACE>  <ADDRESS> RI P

Sysl og

<process:warning> RECV[<INTERFACE>]: Drop RIPv2 from <ADDRESS> (Simple auth failed)

Tr ap

Ver si on

8.04.01
RI P
RI P
|<process:warning> RECV[vlIan 1]: Drop RIPv2 from 10.0|
30. 4 MD 5
RI P <INTERFACE> <ADDRESS> RI P MD5

Sysl og

<process:warning> RECV[<INTERFACE>]: Drop RIPv2 from <ADDRESS> (MD5 auth failed)

RI P
RI P

<process:warning> RECV[vIan 1]: Drop RIPv2 from 10.0
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31. RIPng

31.1
RI Png <ROUTERID>

Sysl og

<process:info> RIPng: IPv6 Route <ROUTERID> delete

Ver si on

8.20.01

RI Png

<process:info> RIPng: | Pv6 Route 2000::1/64 delete
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Sysl og

<pbr:warning> tracking status changed to up, switched to policy-based route. (nexthop:

<IPADDR>, tracking: <IPADDR>)

hclAeosPbrTrackingChangeUp Trap

Ver si on

8.14.01

Trap

snmp-server traps pbr disabl e” Trap

<pbr:warning> ack

tracking status changed to up, switche to po
tracking: 100.10.0. 1)
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Sysl og

<pbr:warning> tracking status changed to down, switched to ip-based route. (nexthop:
<IPADDR>, tracking: <IPADDR>)

hclAeosPbrTrackingChangeDown Trap

Ver si on

8.14.01

Trap

snmp-server traps pbr disabl e” Trap

<pbr:warning> ack

tracking status changed to down, switched to
tracking: 100.10.0.1)
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w
N
w

Sysl og

<pbr:warning> tracking status changed to up. (nexthop: <IPADDR>, tracking: <IPADDR>)

Tr ap

hclAeosPbrRestorationWaitingChangeUp Trap

Ver si on

8.14.01

Trap

“snmp-server traps pbr disabl e” Trap

|< pbr:warning> tracking status changed to up. (nextho b: 100.
32. 4

Sysl og

<pbr:warning> tracking status changed to down. (nhexthop: <IPADDR>, tracking: <IPADDR>)

Tr ap

hclAeosPbrRestorationWaitingChangeDown Trap

Ver si on

8.14.01

Tr ap

“snmp-server traps pbr disabl e” Trap
<pbr:warning> tracking status changed to down. (nextbop: 10
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Sysl og

<pbr:warning> switched to policy-based route. (nexthop: <IPADDR>, tracking: <IPADDR>)

Ver si on

8.14.01

Trap

“snmp-server traps pbr disabl e” Trap
<pbr:warning> switched to policy-based route. (nexthbp
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33. VRRP

33.1 Master
VRRP vrid status Master

Sysl og

<process:warning> VRRP: vrid <VRID> state change to master on vlan <VID>.

Tr ap

vrrpTrapNewMaster Trap

Ver si on

8.04.01 (Trap 8.14.01 )

Trap

snmp-server traps vrrp disable” Trap

|<process:warning> VRRP: wvrid 1 state change to mastei on vl

33.2 Backup
VRRP vrid status Backup

Sysl og

<process:warning> VRRP: vrid <VRID> state change to backup on vlan <VID>.

<process:warning> VRRP: vrid 1 state change to backu# on vl
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33. 3
VRRP vrid VRRP Hel | o

Sysl og

<process:warning> VRRP RECV[Hello]: Dropped - bad checksum (port/vrid/vlan).

Ver si on

8.04.01
VRRP
VRRP Hell o
<process:warning> VRRP RECV[Hello]: Dropped - bad ch#cksum
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34. VRRP | Pveo

34.1 Master
VRRP | Pv6 vrid status Master

Sysl og

<process:warning> VRRP IPv6: vrid <VRID> state change to master on vlan <VID>.

Tr ap

Ver si on

8.19.01

|<process:warning> VRRP I Pv6: vrid 100 state change t* mast e

34. 2 Backup
VRRP | Pv 6 vrid status Backup

Sysl og

<process:warning> VRRP IPv6: vrid <VRID> state change to backup on vlan <VID>.

Tr ap

Ver si on

8.19.01

<process:warning> VRRP I Pv6: vrid 1 state change to #ackup
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35. DHCP

35.1 DHCP
DHCP

Sysl og

<dhcp:info> DHCP server.

Tr ap

Ver si on

8.04.01

|<dhcp: info> DHCP server.

35. 2

<VLANID> (<1PADDR>) DHCP net wor k
(DHCP )

Sysl og

<dhcp:err> No subnet declaration for <VLANID> (<IPADDR>).

<VLANID> VLAN DHCP
DHCP DHCP I P DHCP

<dhcp:err> No subnet declaration for vlianl1l0 (192.168]10.10)
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35. 3
DHCP DHCP

Sysl og

<dhcp:err> Cannot send packet.

Tr ap

Ver si on

8.04.01

|< dhcp:err> Cannot send packet.

35. 4
DI SCOVER

Sysl og

<dhcp:info> Packet from unknown subnet: <IPADDR>.

Tr ap

Ver si on

8.04.01

<dhcp:info> Packet from unknown subnet: 192.168.10.1@0.
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35.5 DHCP DI SCOVER
DHCP DHCP DI SCOVER

Sysl og

<dhcp:info> DHCPDISCOVER from <MACADDR> via <VLANID | DHCP RELAY AGENT 1P ADDRESS>

Tr ap

Ver si on

8.04.01

|<dhcp:inf0> DHCPDI SCOVER from 11:22:33:44:55:66 Vvia +Ian10

35.6 DHCP DI SCOVER ( )
DHCP DHCP DI SCOVER

Sysl og

<dhcp:info> DHCPDISCOVER from <MACADDR> via <VLANID | DHCP RELAY AGENT IP ADDRESS>:

unknown network segment

Tr ap

Ver si on

8.04.01

DHCP

<dhcp:info> DHCPDI SCOVER from 11:22:33:44:55:66 vVvia ‘192.168
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35.7 DHCP OFFER
DHCP DHCP OFFER

Sysl og

<dhcp:info> DHCPOFFER on <CLIENT IP ADDRESS> to <MACADDR> (<CLIENT HOST NAME>) via
<VLANID | DHCP RELAY AGENT 1P ADDRESS>

Trap

Ver si on

8.04.01

|<dhcp:info> DHCPOFFER on 192.168.10.100 to 11:22:33:{14:55:6

35.8 DHCP REQUEST
DHCP DHCP REQUEST

Sysl og

<dhcp:info> DHCPREQUEST for <CLIENT IP ADDRESS> (<SERVER IP ADDRESS>) from <MACADDR>
(<CLIENT HOST NAME>) via <VLANID | DHCP RELAY AGENT 1P ADDRESS>

Tr ap

Ver si on

8.04.01

<dhcp:info> DHCPREQUEST for 192.168.10.100 (192.168.!0.10)

201/ 277



35.9 DHCP REQUEST ( )
DHCP DHCP REQUEST

Syslog

<dhcp:info> DHCPREQUEST for <CLIENT IP ADDRESS> (<SERVER IP ADDRESS>) from <MACADDR>
(<CLIENT HOST NAME>) via <VLANID | DHCP RELAY AGENT IP ADDRESS>: lease
<CLIENT IP ADDRESS> unavailable.

<dhcp:info> DHCPREQUEST for 192.168.10.100 (192.168.10.10)
|l ease 192.168.10.100 wunavailable.

35.10 DHCP ACK
DHCP DHCP ACK

Sysl og

<dhcp:info> DHCPACK on <CLIENT 1P ADDRESS> to <MACADDR> (<CLIENT HOST NAME>) via
<VLANID | DHCP RELAY AGENT 1P ADDRESS>

Tr ap

Ver si on

8§.04.01

<dhcp:info> DHCPACK on 192.168.10.100 to 11:22:33:44155:66

2027 277



35.11 DHCP RELEASE ( )
DHCP DHCP RELEASE (

Sysl og

<dhcp:info> DHCPRELEASE from <MACADDR> specified requested-address.

Tr ap

Ver si on

8.04.01

|<dhcp:inf0> DHCPRELEASE from 11:22:33:44:55:66 speciiied r e

35.12 DHCP RELEASE ( )
DHCP DHCP RELEASE

Sysl og

<dhcp:info> DHCPRELEASE of <CLIENT 1P ADDRESS> from <MACADDR> (<CLIENT HOST NAME>) via
<VLANID | DHCP RELAY AGENT 1P ADDRESS> (found)

Tr ap

Ver si on

8.04.01

<dhcp:info> DHCPRELEASE of 192.168.10.100 from 11:22]133: 44:

203/ 277



35.13 DHCP RELEASE ( )
DHCP DHCP RELEASE

Sysl og

<dhcp:info> DHCPRELEASE of <CLIENT 1P ADDRESS> from <MACADDR> via <VLANID |
DHCP RELAY AGENT 1P ADDRESS> (not found)

Tr ap

Ver si on

8.04.01

|<dhcp:inf0> DHCPRELEASE of 192.168.30.200 from 00:00]01:02:

35.14 DHCP NAK
DHCP NAK

Sysl og

<dhcp:info> DHCPNAK on <CLIENT IP ADDRESS> to <MACADDR> via <VLANID |
DHCP RELAY AGENT IP ADDRESS>

<dhcp:info> DHCPNAK on 192.168.10.100 to 11:22:33:44155:66
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35.15 DHCP OFFER
DHCP DHCP OFFER 1024

Sysl og

<dhcp:err> Smart-relay Client 1024 Over.

Tr ap

Ver si on

8.18.02

DHCP (1024)

|< dhcp:err> Smart-relay Client 1024 Over.

35.16 DHCP

DHCP DHCP DI SCOVER 5 DHCP
OFFER DHCP

Sysl og

<dhcp:info> Smart-relay offer wait timeout. (<CLIENT MAC ADDRESS>)

8.18.02
DHCP
<dhcp:info> Smart-relay offer wait timeout. (00:1c:213:89:ea
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36. DHCPvVG6

36. 1 DHCPv®6
DHCPV 6

Sysl og

<dhcpv6:info> DHCPv6 server.

Tr ap

Ver si on

8.19.01

|<dhcpv6: info> DHCPv6 server.

36. 2

<VLANID> (<IPv6ADDR>) DHCPv 6 net wor k
(DHCPvV 6 )

Sysl og

<dhcpv6:err> No subnet6 declaration for <VLANID> (<IPv6ADDR>).

8.19.01
<VLANID> VLAN DHCPv 6

DHCPv 6 DHCPv 6 | Pv 6
DHCPv 6

<dhcpvé6:err> No subnet6 declaration for vlIan40914 (fe{ZO:Sele
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36. 3
DHCPv 6 DHCPv 6

Sysl og

<dhcpv6:err> Cannot send packet6.

Tr ap

Ver si on

8.19.01

|<dhcpv6:err> Cannot send packet.

36. 4 DHCPvG6 | P
DHCPV 6 DHCPvV 6 | P

Sysl og

<dhcpv6: info> <DHCPv6 MESSAGE> from <CLIENT DUID> via <VLANID> leased <IPv6ADDR>

Ver si on

8.19.01

<dhcpvé6:info> Solicit from 00:0
<dhcpvé6:info> Request from 00:0
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36.5 DHCPv6 | P ( )
DHCPv 6 DHCPv 6 static-entry I P

Sysl og

<dhcpv6:info> <DHCPv6 MESSAGE> from <CLIENT DUID> via <VLANID> static-leased <IPv6ADDR>

Ver si on

8.20.01

<dhcpvé6:info> Solicit from 00:0
<dhcpvé6:info> Request from 00:0

36. 6 DHCPvG6 | P
DHCPV 6 DHCPV 6 | P

Sysl og

<dhcpv6: info> <DHCPv6 MESSAGE> from <CLIENT DUID> via <VLANID> not leased
status=<STATE>

Ver si on

8.19.01

DHCPv 6

<dhcpvé6:info> Solicit from 00:01:00:01:14:6e:87:8b:00:0e: 0c
status=NoAddr sAvail
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36. 7 DHCPvG6 RELEASE
DHCPv 6 DHCPv6 RELEASE

Sysl og

<dhcpv6:info> Release from <CLIENT DUID> released <IPv6ADDR>

Tr ap

Ver si on

8.19.01

|<dhcpv6:info> Rel ease from 00:01:00:01:14:66:00:f5:01):0e:0c

36.8 DHCPv6 RELEASE ( )
DHCPvV 6 DHCPv6 RELEASE

Sysl og

<dhcpv6:info> Release from <CLIENT DUID> not leased <IPv6ADDR>

Tr ap

Ver si on

8.19.01

<dhcpvé6:info> Release from 00:01:00:01:14:66:00:f5:01):0e:00
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36. 9 DHCPvG6 DECLI NE
DHCPv 6 DHCPv6 DECLI NE

Sysl og
<dhcpv6:info> Decline from <CLIENT DUID> declined <IPv6ADDR>

Tr ap

Ver si on

8.19.01

|<dhcpv6:info> Decline from 00:01:00:01:14:66:00:f5:01):0e:0c

S

36. 10 DHCPv6 DECLI NE (
DHCPv 6 DHCPv6 DECLI NE

Sysl og
<dhcpv6:info> Decline from <CLIENT DUID> not leased <IPv6ADDR>

Tr ap

Ver si on

8.19.01

<dhcpvé6:info> Decline from 00:01:00:01:14:66:00:f5:01):0e:0c
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36. 11 DHCPvVE®6
DHCPv 6 DHCPvV 6

Sysl og

<dhcpv6:info> Relay-forward via <VLANID> link-addr: <LINK IPv6ADDR>

Tr ap

Ver si on

8.19.01

|<d hcpvé:info> Relay-forward via vlIianl100 I|link-addr: 2#:

36. 12 DHCPvVG6
DHCPV 6 DHCPvV 6

Sysl og

<dhcpv6:info> No subnet found for link-addr: <LINK IPv6ADDR>

Tr ap

Ver si on

8§.19.01
"networ k" DHCPv 6
<dhcpvé6:info> No subnet found for I|link-addr: 26::26
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36. 13 DHCPvVEG6
DHCPv 6

Sysl og

<dhcpv6:info> A problem was encountered with the process.

Ver si on

8§.21.01
clear i pv6 dhcp | eases
<dhcpvé6:info> A problem was encountered with the pr0+ess.
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37. Pl M-SM

37.1 PI M-SM
<INTERFACE> P| M- SM

Sysl og

<process:info> vif start <INTERFACE>

Tr ap

Ver si on

8.05.01

|<pr ocess:info> vif start vlian 1

37.2 Register
Pl M- SM Regi ster

Sysl og

<process:info> Register vif start

Tr ap

Ver si on

8.26.01

<process:info> Register vif start
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37. 3 LSI
VLAN PI M- SM LSI

Sysl og

<process:info> mvif add for vlan <VID>

Tr ap

Ver si on

8.26.01
|< process:info> mvif add for vlian 1
37. 4 L SI
VLAN Pl M- SM LSI

Sysl og

<process:info> mvif delete for vlan <VID>

Tr ap

Ver si on

8.26.01

<process:info> mvif delete for vlan 1
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37.5
<ADDRESS>

Sysl og

<process:info> Deleting PIM neighbor <ADDRESS>

Ver si on

8.05.01

Pl M- SM

<process:info> Deleting PIM neighbor 192.168.0. 30
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38. PI M-SM | Pv©b6

38.1 PI M-SM | Pveéb
<INTERFACE> PI| M- SM | Pv 6

Sysl og

<process:info> vif6 start <INTERFACE>

Tr ap

Ver si on

8.22.01

|< process:info> vifé6 start vlian 1

38. 2 Register
Pl M- SM | Pvé6 Regi ster

Sysl og

<process:info> Register vif6 start

Tr ap

Ver si on

8.26.01

<process:info> Register vif6é start
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38. 3 LSI
VLAN PIM-SM | Pv6 LSl

Sysl og

<process:info> mvif6é add for vlan <VID>

Tr ap

Ver si on

8.26.01
|< process:info> mvifé6 add for vilian 1
38. 4 LSI
VLAN PI M-SM | Pv6 LSI

Sysl og

<process:info> mvif6 delete for vlan <VID>

Tr ap

Ver si on

8.26.01

<process:info> mvifé6 delete for vlan 1
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38. 5
Pl M- SM | Pv6  <ADDRESS>

Sysl og

<process:info> Deleting PIM6 neighbor <ADDRESS>

Ver si on

8.22.01

Pl M- SM | Pvb6

<process:info> Deleting PIM6 neighbor 192:168::10: 30
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39

39.

1

AccessDefender

<MLAG 1D>

VLAN

Sysl og

<PORTNO> L A G <LAGNO> ML AG
MA C <MACADDR> | P<IPADDR> <USER>
MA C <IPADDR> 0. O. O<USER> MAC
newlin> d= VLAN I D
c| a sGLASSID> | D

<process:notice> A-Def :

succeeded :

<web]gateway|mac]dotlx]dhcpsnooping]static> :

login

<DOMAIN>/

uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<PORTNO> [ vid=<VID> ] [ new
vid=<VID> ] [ class=<CLASSID> ]

<process:notice> A-Def :

succeeded :

<web]gateway|mac]dotlx]dhcpsnooping]static> :

login

uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<LAGNO> [ vid=<VID> ] [ new
vid=<VID> ] [ class=<CLASSID> ]

<process:notice> A-Def :

succeeded

. uid=<USER> mac=<MACADDR> ip=<IPADDR> port=MLAG <DOMAIN>/<MLAG ID>

<web]gateway|mac]dotlx]dhcpsnooping]static> :

login

[ vid=<VID> ] [ new vid=<VID> ] [ class=<CLASSID> ]

Trap

Ver sion
8.06.01
<process:notice> A-Def we b l ogin succeeded ui d
port=1/1 vid=100 class=1
<process:notice> A-Def : web |l ogin succeeded ui d
port=L/1 vid=100 class=1
<process:notice> A-Def web : login succeeded ui d
port=MLAG DOMAIN/1 vid=100 class=1
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39. 2

MA C <USER> MAC <radius>
RADI US <force> <local> DB

Sysl og

<process:notice> A-Def : <radius]force]local> authentication succeeded : uid=<USER>

Ver si on

8.06.01

<process:notice> A-Def : radius authentication succe{zded
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39. 3

<PORTNO> L A G <LAGNO> ML AG <DOMAIN>/
<MLAG 1D> MA C <IPADDR> 0. 0. XUSEGR>
MAC VLAN new wMIb>= VLAN I D

Sysl og

<process:notice> A-Def : <web]gateway]|mac]dotlx]dhcpsnooping]static> : login failed :
uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<PORTNO> [ vid=<VID> ] [ new vid=<VID> ]
<process:notice> A-Def : <web]gateway|mac]dotlx]dhcpsnooping]static> : login failed :
uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<LAGNO> [ vid=<VID> ] [ new vid=<VID> ]

<process:notice> A-Def : <web]gateway|mac]dotix]dhcpsnooping]static> : login failed :
uid=<USER> mac=<MACADDR> ip=<IPADDR> port= MLAG <DOMAIN>/<MLAG ID> [ vid=<VID> ] [ new
vid=<VID> ]

Ver si on

8.06.01

I D RADI US
<process:notice> A-Def : web : login failed : wuid=webuser 01
port=1/1 vid=100
<process:notice> A-Def : web : login failed : wuid=webuser 01
port=L/1 vid=100
<process:notice> A-Def : web : login failed : wuid=webuser 01
port= MLAG DOMAIN/1 vid=100
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<USER> MAC <radius> RADI US
<force> <local> DB

Sysl og

<process:notice> A-Def : <radius]force]local> authentication failed : uid=<USER>

Ver si on

8.06.01

I D RADI US

<process:notice> A-Def : radius authentication faile*i
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39. 5

<PORTNO> L A G <LAGNO> ML AG <DOMAIN>/
<MLAG ID> MAC <MACADDR> | P<IPADDR> <USER> <TYPE>
MA C <IPADDR> 0. 0. BUSER> MAC

<CLASSI1D> | D
<TYPE>
ceaging(aging )
eweb( We b )
emaxti me( )
ecli(access-defender-1logout )
econfig change(
el ink down( )
eoverwrite( )
el ogoff (l ogoff )
ereauth failure( )
ereauth failure supp-timeout ( Supplicant
ereauth vlian change( VLAN )
ereauth user name change(
ereauth class change( | D )
eport initialization( )
erelease (I P )
eexpire(l P
eping(logout ping
uid mac ip port vid new vid class

|l EEE802. 1X port FDB

Sysl og

<process:notice> A-Def : <web]gateway]|mac]dotlx]dhcpsnooping]static> : logout(<TYPE>):
uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<PORTNO> [ vid=<VID> ] [ new vid=<VID> ]

[ class=<CLASSID> ]

<process:notice> A-Def : <web]gateway]|mac]dotlx]dhcpsnooping]static> : logout(<TYPE>):
uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<LAGNO> [ vid=<VID> ] [ new vid=<VID> ]

[ class=<CLASSID> ]

<process:notice> A-Def : <web]gateway]|mac]dotlx]dhcpsnooping]static> : logout(<TYPE>):
uid=<USER> mac=<MACADDR> ip=<IPADDR> port=MLAG <DOMAIN>/<MLAG ID> [ vid=<VID> ] [ new
vid=<VID> ] [ class=<CLASSID> ]

Ver si on

8.06.01
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<process:notice> A-Def : web : logout(web) : wuid=webt@sero1l
port=1/1 vid=100 class=1
<process:notice> A-Def : web : |l ogout(web) : uvuid=webyserol
port=L/1 vid=100 class=1
<process:notice> A-Def : web : |l ogout(web) : wuid=webt@sero1l
port=MLAG DOMAIN/1 vid=100 class=1
39. 6
MA C <MACADDR>
di scard MA C di scard

di scard

Sysl og

<process:warning> A-Def : <web]gateway]mac]dotlx]|dhcpsnooping]discard]deny]static> :

the number of terminals on switch is full : uid=<USER> mac=<MACADDR> ip=<IPADDR>
port=<PORTNO> [ vid=<VID> ]

<process:warning> A-Def : <web]gateway]mac]dotlx]|dhcpsnooping]discard]deny]static> :

the number of terminals on switch is full : uid=<USER> mac=<MACADDR> ip=<IPADDR>
port=<LAGNO> [ vid=<VID> ]

<process:warning> A-Def : <web]gateway]mac]dotlx]|dhcpsnooping]discard]deny]static> :

the number of terminals on switch is full : uid=<USER> mac=<MACADDR> ip=<IPADDR>
port=MLAG <DOMAIN>/<MLAG ID> [ vid=<VID> ]

Ver si on

8.06.01

<process:warning> A-Def mac : the number of terminals on
mac=10:30:01:10:01:15 ip=0.0.0.0 port=12/6 vid=100
<process:warning> A-Def : mac : the number of terminals on
mac=10:30:01:10:01:15 ip=0.0.0.0 port=L/1 vid=100
<process:warning> A-Def mac : the number of terminals on
mac=10:30:01:10:01:15 ip=0.0.0.0 port=MLAG DOMAI N/ 1 id=10
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39. 7

<PORTNO> L A G <LAGNO> ML AG <DOMAIN>/
<MLAG 1D> MAC <MACADDR>

Sysl og

<process:warning> A-Def : <web]gateway|mac]dotlx]dhcpsnooping]static> : the number of

terminals on port <PORTNO> is full : uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<PORTNO>

[ vid=<VvID> ]
<process:warning> A-Def : <web]gateway]|mac]dotlx]dhcpsnooping]static> : the number of
terminals on port <LAGNO> is full : uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<LAGNO>
[ vid=<VvID> ]

<process:warning> A-Def : <web]gateway]|mac]dotlx]dhcpsnooping]static> : the number of
terminals on port MLAG <DOMAIN>/<MLAG ID> is full : uid=<USER> mac=<MACADDR>
ip=<IPADDR> port=MLAG <DOMAIN>/<MLAG ID> [ vid=<VID> ]

Ver si on

8.06.01

<process:warning> A-Def ma c the number of ter minagl
mac=10:30:01:10:01:3d ip= 0.0.0 port=1/6 vid=100
<process:warning> A-Def ma c the number of terminal
mac=10:30:01:10:01:3d ip=0.0.0.0 port=L/1 vid=100
<process:warning> A-Def mac : the number of ter minal
ui d=10300110013d mac=10:30:01:10:01:3d ip=0.0.0.0 poft
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39.8 VLAN
VLAN (2048 ) MA C <MACADDR> VLAN

Sysl og

<process:warning> A-Def : <web|macldotix> : vlan assignment failed : uid=<USER>
mac=<MACADDR> ip=<IPADDR> port=<PORTNO> vid=<VID> new vid=<VID>

<process:warning> A-Def : <web]mac]dotlx> : vlan assignment failed : uid=<USER>
mac=<MACADDR> ip=<IPADDR> port=<LAGNO> vid=<VID> new vid=<VID>

<process:warning> A-Def : <web|mac]dotlx> : vlan assignment failed : uid=<USER>
mac=<MACADDR> ip=<IPADDR> port=MLAG <DOMAIN>/<MLAG ID> vid=<VID> new vid=<VID>

Ver si on

8.06.01

<process:warning> A-Def ma c vian assignment faileed
ip=0.0.0.0 port=12/6 vid=100 new vid=200
<process:warning> A-Def ma ¢ vlian assignment fail ¢d
i p=0.0.0.0 port=L/1 vid=100 new vid=200
<process:warning> A-Def ma c vian assignment faileed
ip=0.0.0.0 port=MLAG DOMAIN/1 vid=100 new vid=200
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39.9 VLAN (RADI US/ Local )

<PORTNO> L A G <LAGNO> ML AG <DOMAIN>/
<MLAG 1D> <USER> VL AN <VID> VLAN
VLAN ("dynamic port-base")
VLAN VLAN

Sysl og

<process:warning> A-Def : port <PORTNO> has already been assigned to another vlan :
uid=<USER> port=<PORTNO> [ new vid=<VID> 7]

<process:warning> A-Def : port <LAGNO> has already been assigned to another vlan :
uid=<USER> port=<LAGNO> [ new vid=<VID> ]

<process:warning> A-Def : port MLAG <DOMAIN>/<MLAG ID> has already been assigned to
another vlan : uid=<USER> port=MLAG <DOMAIN>/<MLAG ID> [ new vid=<VID> ]

rrap________________________________|

Ver si on

8.20.01
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<process:warning> A-Def : port 1/ 1 has already been &assigne
port=1/1 new vid=41

<process:warning> A-Def port L/1 has already been assigne
port=L/1 new vid=41

<process:warning> A-Def port MLAG DOMAIN/1 has alre¢ady be
uid=10300110013d port=MLAG DOMAIN/1 new vid=41



39.10 VLAN ( )

<web]mac]dotlx|static> <PORTNO> L AG <LAGNO>
ML AG <DOMAIN>/ <MLAG ID> MAC : <MACADDR>
| P<IPADDR> <USER> VL AN <NID> VLAN
VLAN ("dynamic port-base")

VLAN
Sysl og

<process:warning> A-Def : <web]mac]dotlx]static> : port <PORTNO> has already been

assigned to another vlan : uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<PORTNO> vid=<VID>

[ new vid=<VID> ]

<process:warning> A-Def : <web]mac]dotlx]|static> : port <LAGNO> has already been

assigned to another vlan : uid=<USER> mac=<MACADDR> ip=<IPADDR> port=<LAGNO> vid=<VID>

[ new vid=<VID> ]

<process:warning> A-Def : <web]mac]dotlx]static> : port MLAG <DOMAIN>/<MLAG ID> has

already been assigned to another vlan : uid=<USER> mac=<MACADDR> ip=<IPADDR> port=MLAG
<DOMAIN>/<MLAG 1D> vid=<VID> [ new vid=<VID> ]

Ver si on

8.20.01

<process:warning> A-Def we b port 1/1 has already
mac=00:00:00:00:00:02 ip=192.168.51.101 port=1/1 vidf
<process:warning> A-Def we b port L/1 has already
mac=02:ad:02:01:01:02 ip=192.168.51.149 port=L/1 vidgf
<process:warning> A-Def web port MLAG DOMAI N/ 1 ha
ui d=10300110013d mac=02:ad:02:01:01:02 ip=192.168.51
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39.11 RADI US
RADI US

Sysl og

<process:warning> A-Def : radius(<IPADDR>) timeout : uid=<USER>

Tr ap

Ver si on

8.06.01
RADI US
|<process:warning> A-Def : radius(172.17.41.10) timeobt

39.12 MODE TI MER
DHCP Snooping mode ti mer

Sysl og

<process:info> A-Def : dhcpsnooping : mode-timer started

Tr ap

Ver si on

8.07.01

<process:info> A-Def : dhcpsnooping : mode-ti mer staited
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39.13 TI MER MODE ( DENY)
DHCP Snooping mode ti mer DENY MODE

Sysl og

<process:info> A-Def : dhcpsnooping : mode changed to deny automatically

Tr ap

Ver si on

8.07.01

|<process:info> A-Def : dhcpsnooping : mode changed t{) deny
39.14 CLI MODE ( DENY)

DHCP Snooping “dhcp-snooping mdeEYd eviOD'E

Sysl og

<process:info> A-Def : dhcpsnooping : mode changed to deny manually

Tr ap

Ver si on

8.07.01

<process:info> A-Def : dhcpsnooping : mode changed t{) deny
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39.15 CLI MODE (PERMI T)
DHCP Snooping “no dhcp-snooping mode deny”

Sysl og

<process:info> A-Def : dhcpsnooping : mode changed to permit manually

Tr ap

Ver si on

8.07.01

|<process:inf0> A-Def : dhcpsnooping : mode changed t*) per mi
39.16 CLI MODE ( MAC- AUTHENTI CATI ON
DHCP Snooping CLI MAC- AUTHENTI CATI ON MODE

Sysl og

<process:info> A-Def : dhcpsnooping : mode changed to mac-authentication mode enable

Tr ap

Ver si on

8.07.01

<process:info> A-Def : dhcpsnooping : mode changed t{) mac - a
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39.17 CLI MODE ( MAC- AUTHENTI CATI ON
DHCP Snooping CLI MAC- AUTHENTI CATI ON MODE

Sysl og

<process:info> A-Def : dhcpsnooping : mode changed to mac-authentication mode disable

Tr ap

Ver si on

8.07.01

|<process:i nfo> A-Def : dhcpsnooping : mode changed tb mac - a

39.18 TTL
TTL MA C <MACADDR>

Sysl og

<process:notice> A-Def : web : login rejected : uid=<USER> mac=<MACADDR> ip=<IPADDR>
port=<PORTNO> vid=<VID> ttl=<TTL>

<process:notice> A-Def : web : login rejected : uid=<USER> mac=<MACADDR> ip=<IPADDR>
port=<LAGNO> vid=<VID> ttl=<TTL>

<process:notice> A-Def : web : login rejected : uid=<USER> mac=<MACADDR> ip=<IPADDR>
port=MLAG <DOMAIN>/<MLAG ID> vid=<VID> ttl=<TTL>

Trap

Ver si on

8.08.01

<process:notice> A-Def : web : login rejected : wuid=webuser
port=1/1 vid=100 ttl =128

<process:notice> A-Def : web : login rejected : ui d=Wwebuser
port=L/1 vid=100 ttl =128

<process:notice> A-Def : web : login rejected : wuid=webuser
port=MLAG DOMAIN/1 vid=100 ttl =128
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39.19 WE B
WE B HTTP/ HTTPS/

“l ogging access-defender web-access on”

Sysl og

<process:info> A-Def : <CLIENT IP>(<USER AGENT>) <PROTOCOL> <URL>

Ver si on

8.18.01

192.168.100.11(w3m/0.5.2) GET|HTTP/ 1
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40. BEFS

40.1
BFS  <BFS LINK ID> <SUB LINK ID> <PORTNO>

Sysl og

<process:info> BFS: bfs-link:<BFS LINK ID> sub-link:<SUB LINK ID> is <PORTNO>

Tr ap

hclBfsSubLinkChange Trap

Ver si on

8.13.01

Trap

“nNno snmp-server traps bfs enabl e” Trap
|< process:info> BFS: bfs-Ilink:1 sub-Ilink:1 is 1/1-2
40. 2

BFS <BFS LINK 1D> <SUB LINK 1D>

Sysl og

<process:info> BFS: bfs-1ink:<BFS LINK ID> sub-link:<SUB LINK ID> is nhone

Tr ap

hclBfsSubLinkChange Trap

Ver si on

8.13.01
Trap

“nNo snmp-server traps bfs enabl e” Trap
<process:info> BFS: bfs-link:1 sub-link:1 is none
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40. 3 BFS

BFS <BES LINK 1D> <SUB LINK 1D> <PORTNO>
BFS

Sysl og

<process:warning> BFS: bfs-1ink:<BES LINK I1D> sub-1ink:<SUB LINK 1D> port <PORTNO>

timeout.

Ver si on

8.15.01

BFS

<process:warning> BFS: bfs-link:1 sub-Ilink:1 port 1/]l ti meoa
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41. DCBX

41.1 DCBX
DCBX

Sysl og

<dcbx:info> DCBX is Enabled.

Tr ap

Ver si on

8.14.01

|<dcbx:info> DCBX is Enabl ed.

41. 2 DCBX
DCB X

Sysl og

<dcbx:info> DCBX is Disabled.

Tr ap

Ver si on

8.14.01

<dcbx:info> DCBX is Disabled.
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41. 3 PFC

<PORTNO> LLDP PFC Admi nMI B
Remot e MI B

Sysl og

<dcbx:info> Change PFC local values by admin value at port <PORTNO>.
<dcbx:info> Change PFC local values by remote value at port <PORTNO>.

Tr ap

Ver si on

8.14.01
<dcbx:info> Change PFC |l ocal values by admin value a port
<dcbx:info> Change PFC |l ocal values by remote value t port

41. 4 ETS

<PORTNO> LLDP ETS Admi nMI B
Remot e MI B

Sysl og

<dcbx:info> Change ETS local values by admin value at port <PORTNO>.
<dcbx:info> Change ETS local values by remote value at port <PORTNO>.

Tr ap

Ver si on

8.14.01
<dcbx:info> Change ETS | ocal values by admin value a port
<dcbx:info> Change ETS |l ocal values by remote value @t port
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41.5 APP

<PORTNO> LLDP APP Admi nMI B
Remot e MI B

Sysl og

<dcbx:info> Change APP local values by admin value at port <PORTNO>.

<dcbx:info> Change APP local values by remote value at port <PORTNO>.

Tr ap

Ver si on

8.15.01
<dcbx:info> Change APP Il ocal values by admin value a port
<dcbx:info> Change APP |l ocal values by remote value t port
41.6 PFC DCBX TLV

<PORTNO> PFC DCBX TLV

Sysl og

<dcbx:info> PFC is disabled at port <PORTNO> (No receive DCBX Protocol TLV).

Tr ap

Ver si on

8.14.01

<dcbx:info> PFC is disabled at port 1/1 (No receive bCBX Pr
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41.7 ETS DCBX TLYV
<PORTNO> ETS DCBX TLV

Sysl og

<dcbx:info> ETS is disabled at port <PORTNO> (No receive DCBX Protocol TLV).

Tr ap

Ver si on

8.14.01

|<dcbx:inf0> ETS is disabled at port 1/1 (No receive bCBX Pr

41.8 APP DCBX TLV
<PORTNO> APP DCBX TLV

Syslog

<dcbx:info> APP is disabled at port <PORTNO> (No receive DCBX Protocol TLV).

Trap

Ver si on

8.15.01

<dcbx:info> APP is disabled at port 1/1 (No receive bCBX Pr
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41.9 PFC DCBX TLV
<PORTNO> PFC DCBX TLV

Sysl og

<dcbx:info> PFC is disabled at port <PORTNO> (No receive DCBX Feature TLV).

Tr ap

Ver si on

8.14.01

|<dcbx:inf0> PFC is disabled at port 1/1 (No receive bCBX Fe

41. 10 ETS DCBX TLV
<PORTNO> ETS DCBX TLV

Sysl og

<dcbx:info> ETS is disabled at port <PORTNO> (No receive DCBX Feature TLV).

Trap

Ver si on

8.14.01

<dcbx:info> ETS is disabled at port 1/1 (No receive bCBX Fe
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41.11 APP DCBX TLV
<PORTNO> APP DCBX TLV

Sysl og

<dcbx:info> APP is disabled at port <PORTNO> (No receive DCBX Feature TLV).

Tr ap

Ver si on

8.15.01

|<dcbx:inf0> APP is disabled at port 1/1 (No receive bCBX Fe

41. 12 PFC DCBX
<PORTNO> LLDP PFC

Sysl og

<dcbx:info> PFC is disabled at port <PORTNO> (Status mismatch).

Tr ap

Ver si on

8.14.01

<dcbx:info> PFC is disabled at port 1/1 (Status mi srn#t ch).
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41.13 ETS DCBX
<PORTNO> LLDP ETS

Sysl og

<dcbx:info> ETS is disabled at port <PORTNO> (Status mismatch).

Tr ap

Ver si on

8.14.01

|<dcbx:info> ETS is disabled at port 1/1 (Status mism{itch).

41.14 APP DCBX
<PORTNO> LLDP APP

Sysl og

<dcbx:info> APP is disabled at port <PORTNO> (Status mismatch).

Tr ap

Ver si on

8.15.01

<dcbx:info> APP is disabled at port 1/ 1 (Status mism{itch).
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41.15 PFC
<PORTNO> LLDP PFC

Sysl og

<dcbx:info> PFC is disabled at port <PORTNO> (Priority mismatch).

Tr ap

Ver si on

8.14.01

|< dcbx:info> PFC is disabled at port 1/1 (Priority mi #rnat ch)

D

1.16

qgueue-counter s /

‘

Sysl og

<port:warning> queue-counter cleared by change queue-mapping.

Tr ap

Ver si on

8.14.01

<port:warning> gqueue-counter cleared by change queue irna ppir
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4 2 . Virtual BoxCor e

42.1 Join

<VBID> <ROLE> Join
<ROLE>

Master VB

Backup VB

Me mber VB

Sysl og

<vb:warning> VB: vbid <VBID> role <ROLE> status change to Join(Sync).

hclVbRoleStatusChange Trap

Ver si on

8.17.01

Trap

snmp-server traps vb disabl e Trap

Backup status change

t o
Member status change to
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42.2 Unsync
<VBID> <ROLE> Unsync

<ROLE>

Master VB
Backup VB
Me mber VB

Sysl og

<vb:warning> VB: vbid <VBID> role <ROLE> status change to Join(Unsync).

hclVbRoleStatusChange Trap

Ver si on

8.17.01

Trap

snmp-server traps vb disable Trap

e Backup status change to
e Member status change to
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42.3 I nit

<VBID> <ROLE> I nit
<ROLE>

Master VB

Backup VB

Member VB

Sysl og

<vb:warning> VB: vbid <VBID> role <ROLE> status change to Init.

hclVbRoleStatusChange Trap

Ver si on

8.17.01

Trap

snmp-server traps vb disable” Trap

role Backup status change to
rol e t o

Member status change

2461/ 277

S5 S

— -+



42.4 Mi smatch (1 D)
<VBID> <ROLE> VB I D Mi smatch (1 D)

<ROLE>

Master VB
Backup VB
Me mber VB

Sysl og

<vb:warning> VB: vbid <VBID> role <ROLE> status change to Mismatch(ID).

hclVbRoleStatusChange Trap

Ver si on

8.17.01
Virtual BoxCor e VB | D
VB | D
Trap
“snmp-server traps vb disabl e” Trap

e Backup status change to
e Member status change to
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42.5 Mismatch(Rol e)
<VBID> <ROLE> Rol e Mi smat ch( Rol e)

<ROLE>

Master VB
Backup VB
Me mber VB

Sysl og

<vb:warning> VB: vbid <VBID> role <ROLE> status change to Mismatch(Role).

hclVbRoleStatusChange Trap

Ver si on

8. 17.01
Virtual BoxCor e V B V B
Rol e
Trap
“snmp-server traps vb disabl e” Trap
<vb:warning> VB vbid 2 role Master status change to
<vb:warning> VB vbid 3 role Backup status change to
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42.6 Mismatch(Model)
<VBID> <ROLE> Mo d e | Mi smatch( Model )

<ROLE>

Master VB
Backup VB
Me mber VB

Sysl og

<vb:warning> VB: vbid <VBID> role <ROLE> status change to Mismatch(Model).

hclVbRoleStatusChange Trap

Ver si on

8.17.01
Virtual BoxCor e
Tr ap

snmp-server traps vb disable Trap

e Backup status change to
e Member status change to
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42.7 Mismatch(System)
<VBID> <ROLE> System Mi smatch( System)

<ROLE>

Master VB
Backup VB
Me mber VB

Sysl og

<vb:warning> VB: vbid <VBID> role <ROLE> status change to Mismatch(System).

hclVbRoleStatusChange Trap

Ver si on

8.17.01
Virtual BoxCor e
(
)
Virtual BoxCor e
Trap
“snmp-server traps vb disabl e” Trap
<vb:warning> VB vbid 1 role Backup status change to
<vb:warning> VB vbid 2 role Member status change to
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42.8 Faul't
<VBID> <ROLE> Fault
<ROLE>
Master VB
Backup VB
Member VB

Sysl og

<vb:warning> VB: vbid <VBID> role <ROLE> status change to Fault.

hclVbRoleStatusChange Trap

Ver si on

8.17.01

eVirtual BoxCor e

eVirtual BoxCor e Virtual BoxCor e
Trap

snmp-server traps vb disable Trap

<vb:warni
<vb:warni

e Backup status change

b i
b e Member status change

o o
N

ng> VB: \% to
ng> VB: v to
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42.9 Unknown
<VBID> <ROLE>
) Unknown
<ROLE>
Master VB
Backup VB
Me mber VB

42.1 8

v b

Sysl og

<vb:warning> VB: vbid <VBID> role <ROLE> status change to Unknown.

hclVbRoleStatusChange Trap

Ver sion

8. 17.01

Trap

“snmp-server traps vb disabl e” Trap
<vb:warning> VB id 2 role Backup status change to
<vb:warning> VB d 3 role Member status change to

25271277
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42.10 VB
<VBID> VB

Sysl og

<vb:err> VB: vbid <VBID> Heart Beat down detect.

hclVbHeartBeatDownDetect Trap

Ver si on

8.17.01

VB
eVirtual BoxCor e
eVirtual BoxCor e Virtual BoxCor e
Trap
“snmp-server traps vb disabl e” Trap
<vb:er VB 3 Heart Beat down detect.

r > vbid
<vb:err> VB: vbid 2 Heart Beat down detect.
<vb:err> vbid 1 Heart Beat down detect.
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42.11 VB
VB <VBID> VB

Sysl og

<vb:warning> VB: vbid <VBID> change to Backup ACT.

hclVbChangeToBackupAct Trap

Ver si on

8.17.01
eVirtual BoxCor e
eVirtual BoxCor e Virtual BoxCor e

<vb:warning> VB: vbid 2 change to Backup ACT.

25471 277



42.12
<VBID 1> <VBID 2>

Sysl og

<vb:notice> VB: vbid <VBID 1> receive join request from vbid <VBID 2>.

hclVbJoinRequest Trap

Ver si on

8.17.01

Mi s mat ch

eVirtual BoxCor e
Virtual BoxCor e Virtual BoxCor e
Trap
“snmp-server traps vb disabl e” Trap

<vb:notice> VB: v b
v b

id 1 receive join request from vbi 3.
<vb:notice> VB: i d

2 receive join request from vbi 4 .
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42 .13 Virtual Bo¥Cpt eal BoxCor e Proto

mi smat ch

Virtual BoxCore Protocol ver sion

Sysl og

<vb:warning> System mismatch (Protocol), vbid <VBID 1> ver. <SYSTEM VERSION1> and vbid
<VBID 2> ver. <SYSTEM VERSION2>

Tr ap

Ver sion

8. 17.01

Virtual BoxCor e

|<vb:warning> System mi smatch (Protocol), vbid 1 ver.
42.14 Virtual BoxCor e CL I

system version

Sysl og

<cli:warning> System mismatch (CLI), vbid <VBID 1> ver. <SYSTEM VERSION1> and vbid
<VBID 2> ver. <SYSTEM VERSION2>

Tr ap

Ver si on

8. 17.01
Virtual BoxCor e
<cli:warning> System mi smatch (CLI), vbid 1 ver. 8.1#.
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42.15
<VBID> <COMMAND>  <ERROR STRING>

Sysl og

<vb:warning> VB: vbid <VBID> cmd (<COMMAND>) executes error (<ERROR STRING>)

Tr ap

Ver si on

8. 17.01
<vb:warning> VB: vbid 2 cmd (snmp-server disable) exge¢cutes
VTY )

42.16 Virtual BoxCor e

vb enabl e Virtual BoxCor e

Sysl og

<cli:err> Can not set VB enable.

packet-filter?2

<cli:err> Can not set VB enable.
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42.17 Virtual BoxCor e (

Virtual BoxCor e vb enabl e

Sysl og

<cli:err> Can not set vb enable because of timeout.

Tr ap

Ver si on

8.17.01

vb enabl e

|< cli:err> Can not set vb enable because of ti meout .

42.18 Virtual BoxCpopYiertual BoxCor e
)

Virtual Box Cor e vb enabl e

Syslog

<cli:zerr> Can not set vb enable under disabling vb.

8. 17.01
Virtual BoxCor e vb enabl e
<cli:err> Can not set vb enable under disabling vb.
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42.19 SSH
SSH

Sysl og

<vb:warning> VB: Sync SSH Key from vbid <VBID> failed.

Tr ap

Ver si on

8.17.01

sshd keygen rsa/rsal

|<vb:warning> VB: Sync SSH Key from vbid 2 failed.

42.20 SSH
SSH

Sysl og

<vb:info> VB: Sync SSH Key from vbid <VBID> succeeded.

Trap

Ver si on

8.17.01

<vb:info> VB: Sync SSH Key from vbid 2 succeeded.
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42.21 NTP
NTP

Sysl og

<vb:warning> vb <VBID> clock set failed

Tr ap

Ver si on

8.17.01

NTP Virtual BoxCor e
NTP NTP

|< vb: warning> vb 2 c¢clock set failed

42.22 Sync
Sync

Sysl og

<vb:warning> sync execute error

Tr ap

Version
8.17.01
Virtual BoxCor e Sync

<vb:warning> sync execute error
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42.23 Virtual BoxCor e

Virtual BoxCor e

Sysl og

<vb:warning> check-vb-common-config vb-id <VBID> execute error

Ver si on

8. 17.01
Virtual BoxCor e Check
<vb:warning> check-vb-common-config vb-id 2 execute *rror
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43. FCoOE

43.1 FCoE(Enode)
FIP FLOGI/FCoOE FLOGI Accept

Sysl og

<fcf:notice> Enode <Enode WWPN> goes Login on VLAN <VID>, Port <PORTNO>.
<fcf:notice> Enode <Enode WWPN> goes Login on VLAN <VID>, LAG <LAGNO>.
<fcf:notice> Enode <Enode WWPN> goes Login on VLAN <VID>, BFS <BFS LINK ID>.

hclFcoeEnodeFlogiNotify Trap

Ver si on

8.15.01

<fcf:notice> Enode 21:00:00:40:66:11:22:33 goes Logi on VL
<fcf:notice> Enode 21:00:00:40:66:11:22:33 goes Logi on VL
<fcf:notice> Enode 21:00:00:40:66:11:22:33 goes Logi on VL
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43.2 FCoOE(NPI V)
NPI'V FDI SC Accept

Sysl og

<fcf:notice> NPIV <NPI1V WWPN> (Enode: <Enode WWPN>) goes Login on VLAN <VID>,
Port <PORTNO>.

<fcf:notice> NPIV <NP1V WWPN> (Enode: <Enode WWPN>) goes Login on VLAN <VID>,
LAG <LAGNO>.

<fcf:notice> NPIV <NP1V WWPN> (Enode: <Enode WWPN>) goes Login on VLAN <VID>,

BFS <BFS LINK ID>.

hclFcoeNpivFdiscNotify Trap

Ver si on

8.15.01

ice> NPIV 21:00:00:40:66:11:44:55 (Enode: 21
ice> NPIV 21:00:00:40:66:11:44:55 (Enode: 21

<fcf:notice> NPIV 21:00:00:40:66:11:44:55 (Enode: 21
BFS 1.
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43.3 FCoE(Enode/ NPI V)

FCoE

Sysl og

<fcf:warning> WWPN < WWPN> goes Logout. (< >)
Loss of Keep Alive Keep Alive
Recei pt of LOGO LOGO

User Operation

hclFcoeEnodeNpivLogoutNotify Trap

Ver si on

8.15.01

<fcf:warning> WWPN 21:00:00:40:66:11:22:33 goes Logout
<fcf:warning> WWPN 21:00:00:40:66:11:22:33 goes Logout
<fcf:warning> WWPN 21:00:00:40:66:11:22:33 goes Logout

2647 277



N

4. PoE

N
D
[EEY

<PORTNO>

Sysl og

<poe:info> Port <PORTNO> Disabled.

Tr ap

Ver si on

8.21.03

|<p oe:info> Port 1/8 Disabl ed.

AN

4 . 2
<PORTNO>

Sysl og

<poe:info> Port <PORTNO> Searching.

Tr ap

Ver si on

8.21.03

<poe:info> Port 1/8 Searching.
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D
w

<PORTNO> <CLASS>

Sysl og

<poe:info> Port <PORTNO> Delivering Power, Class <CLASS>.

Tr ap

pethPsePortOnOffNotification Trap

Ver si on

8.21.03

Trap

“snmp-server traps poe disabl e” Trap
|< poe:info> Port 1/8 Delivering Power, Class 0.

I

4. 4

Sysl og

Tr ap

pethPsePortOnOffNotification Trap

Ver si on

8.21.03

Trap

snmp-server traps poe disabl e” Trap

266/ 277



D

4.5

MI B(pet hMai nPseUsageThreshol d)

Sysl og

Tr ap

pethMainPowerUsageOnNotification Trap

Ver si on

8.21.03

Trap

“snmp-server traps poe disabl e” Trap

D

4.6

MI B(pet hMai nPseUsageThreshol d)

Sysl og

Tr ap

pethMainPowerUsageOffNotification Trap

Ver si on

8.21.03

Trap

“snmp-server traps poe disabl e” Trap
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<PORTNO>

Sysl og

<poe:info> Port <PORTNO> Requesting Power, Class <CLASS>.

Tr ap

Ver si on

8.21.03
|< poe:info> Port 1/8 Requesting Power, Class 3.
44 . 8

<PORTNO>

Sysl og

<poe:info> Port <PORTNO> Other Fault, MPS Absent.

Tr ap

Ver si on

8.21.03

<poe:info> Port 1/ 8 Ot her Faul t , MPS Absent .
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<PORTNO>

Syslog

<poe:info> Port <PORTNO> Other Fault, Power Denied.

Tr ap

Ver si on

8.21.03
|<poe:info> Port 1/ 8 Ot her Faul t , Power Deni ed.
44,10
<PORTNO>

Sysl og

<poe:info> Port <PORTNO> Other Fault, Over Load.

Tr ap

Ver si on

8.21.03

Cl ass

<poe:info> Port 1/ 8 Ot her Faul t , Over Load.
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<PORTNO>

Sysl og

<poe:info> Port <PORTNO> Other Fault, Short.

Tr ap

Ver si on

8.21.03

|<p()e:i nf o> Port 1/ 8 Ot her Faul t, Short.

D

4. 12

<PORTNO>
44 .1
44 .7
44 .8
44 .9
44.10
44.11

Sysl og

<poe:info> Port <PORTNO> Other Fault.

<poe:info> Port 1/8 Other Fault.
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44,13 PoE
PoE

Sysl og

<bist:crit> Fail PoE System Block 1

hclAeosPoeSystemFault Trap

Ver si on

8.21.03

PoE
OFF

Trap

“nNo snmp-server traps poe-system enable”

<bist:crit> Fail PoE System Block 1
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45. NETCONF

45.1 NETCONF
<USERNAME> <LOCATION> NETCONF

Sysl og

<process:notice> NETCONF: login <USERNAME> from <LOCATION>.

Tr ap

Ver si on

8.23.01

|<process:notice> NETCONF: l ogin adpro from 10.249.24)176.

45. 2 NETCONF
NETCONF

Sysl og

<process:notice> NETCONF: session is started.

Tr ap

Ver si on

8.23.01

<process:notice> NETCONF: session is started.

2721 277



45. 3 NETCONF
NETCONF

Sysl og

<process:notice> NETCONF: session is closed.

Tr ap

Ver si on

8.23.01

|<process:notice> NETCONF: session is closed.

45. 4 NETCONF
<USERNAME> NETCONF

Sysl og

<process:notice> NETCONF: logout <USERNAME> from <LOCATION>.

Trap

Ver si on

8.23.01

<process:notice> NETCONF: | ogout adpro from 10.249.2#.176.
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45.5 adpro
NETCONF adpro

Sysl og

<process:err> NETCONF: <USERNAME> does not have permission to connect to the server.

Tr ap

Ver si on

8§.23.01
adpro
|<process:err> NETCONF: wuser does not have permission|to con

45.6 NETCONF
NETCONF NETCONF

Sysl og

<process:err> NETCONF: number of allowed concurrent connections exceeded.

Trap

Ver si on

8.23.01
NETCONF 4
<process:err> NETCONF: number of allowed concurrent #onnect
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Sysl og

<process:err> NETCONF: request size is over.

Tr ap

Ver si on

8.23.01

256 Kbyte

|<process:err> NETCONF: request size is over.

45. 8 XML
X ML

Syslog

<process:err> NETCONF: XML error.

Trap

Ver si on

8.23.01

<process:err> NETCONF: XML error.
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rpc
rpc

Sysl og

<process:err> NETCONF: session is not started.

Tr ap

Ver si on

8§.23.01

rpc hell o

|<process:err> NETCONF: session is not started.
45.10 message-id rpec

rpc message-id

Sysl og

<process:err> NETCONF: message-id does not exist.

Tr ap

Ver si on

8§.23.01
rpc message-id
<process:err> NETCONF: message-id does not exist.
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5. 11

Sysl og

<process:err> NETCONF: request is not supported.

Tr ap

Ver si on

8.23.01
|<process:err> NETCONF: request is not supported.
45. 12

Sysl og

<process:err> NETCONF: command failed.

Trap

Ver si on

8.23.01

NETCONF

<process:err> NETCONF: command failed.
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