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2020

5

29

2020

9

30

HTTP/HTTPS ( )

- (12000 14000 )

.1.19 firmware upgrade

.1.76 show running-config interface vlan
.2.42 poe ping address

.2.58 ip http session timeout

2021

3

31

( )
(ApresiaLightMC-FX(APLMCFX), ApresiaLightMC-FX-PoE(APLMCFXPOE))

100BASE-FX
.1.34 show ddmi
.1.37 show interface transceiver
.1.38 show interface capabilities
.1.40 show interface status
.2.16 interface port
100BASE-FX

D W W W w w

2021

8

31

1-1 No.17 IP

1-1 No.38 Critical Event mode AlS
1-1 No.75 trap destination entries
1-2 No.1l IP Address

1-2 No.9 VLAN
1.3 IP MANAGE
1.3 IP
1.4(1) IP
1.4(2) TELNET

2-2 inband interface

.18 firmware swap

.19 firmware upgrade

.28 reload

.45 show ip interface
.46 show ip route

.65 show poe

.43 poe ping fail-action
.44 poe ping interval retry
.53 ip address
TELNET/SSH

Ol W W W W W w w w w
W NNNRRPR R P B
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No.

6. RFC954 FTP Client

2022

7

8

3.1.18 firmware swap

3.1.19 firmware upgrade

3.2.91 Ipt user-port advertise-wait
3.2.92 Ipt
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ApresialLightMC ApresialLightMC-SX APLMCSX
ApresialLightMC-LX APLMCLX
ApresialLightMC-BX20D APLMCBX20D
ApresiaLightMC-BX20U APLMCBX20U
ApresiaLightMC-BX40D APLMCBX40D
ApresiaLightMC-BX40U APLMCBX40U
ApresialLightMC-FX APLMCFX

ApresialLightMC-PoE ApresialLightMC-SX-PoE APLMCSXPOE
ApresiaLightMC-LX-PoE APLMCLXPOE
ApresialLightMC-BX20U-PoE APLMCBX20UPOE
ApresialightMC-BX40U-PoE APLMCBX40UPOE
ApresialLightMC-FX-PoE APLMCFXPOE
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0 ApresiaLightMC(-PoE)
ApresiaLight
ApresiaLightMC(-PoE) ApresiaLightFM ApresiaLightGM
ApresiaLightGM152GT ApresialLightGS

o

1.00.04 1.00.05
Ver. 1.00.05 /

APLMC-10005-RC004
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3
Web GUI (Sw )
1.1
1-1
copy
reload default
1-1
No
1 system hostname
2 contact
System i
3 mib-2 system name (hostname)
4 location
5 ) adpro
5 Admin account | system
7
g User account | system
9 | Factory ap_recovery
o system
10 | initialize
Auto-Nego
1 y go( )
1-1)
All Ports
12 Enabled( )
13 | Port MTU ( ) 9600 bytes
14 User Port USER Port
15 LH Port port description LH Port
16 Mng Port Management Port
MANAGE 10.x.y.z/8 @ vlan 1
manage MAC
17 IP ( ge) -
LH /USER Disabled( )
(inband) | (no ip address)
1P system
18 y DHCP Disabled( )
19 Disabled(
20 TELNET Disabled( )
21 SSH Enabled( )
22 | Syslog system Disabled( )
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No

23
24 informational
25 ( ) UDP Port 514
26 5( )
27 systen 180( )
28 | Loop-protect Disabled( )
29 Shutdown
per port ( )
30 loop-protect tx-mode Enabled( )
31 statistics
32 history
RMON system

33 alarm
34 event
35 system EFM-0AM control Enabled( )
36 EFM-0AM Enabled( )
37 Loopback Support Disabled( )
28 Link Monitor Support Enabled( )

Critical Event mode AIS Disabled( )
39 Error Frame Event/Error Window 1
40 Error Frame Event/Error Threshold | 1
" Link-OAM LH Port Symbol Period Error Event/Error )

Window
2 Symbol Period Error Event/Error 1

Threshold
23 Seconds Summary Event/Error 60

Window
a4 Seconds Summary Event/Error 1

Threshold
45 vlan ID VID=1
46 vlan name Vanage

(MANAGE )
47 | VLAN system vlan ID VID=2
Inband
48 vlan name (LH /USER
)

49 | LLDP system Tx Interval 30C )
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No

50 Tx Hold 4C )
51 Tx Delay 2( )
52 Tx Reinit 2( )
APLMC:
i Disabled( )
53 Ildp transmit
APLMCPOE:
Enabled
User Port ¢ )
APLMC:
i Disabled( )
54 I1dp receive
APLMCPOE:
Enabled( )
55 Ildp transmit Disabled( )
LH, Mng Port - -
56 I1dp receive Disabled( )
57 trap Disabled( )
ALl Ports
58 cdp-aware Disabled( )
no default
59 | Route system 1Pv4
route/gateway
60 NTP Disabled( )
61 system NTP IP 0.0.0.0
NTP Y ( )
62 JST 9
63 system UDP Port 123
64 httpd (HTTP Server) Enabled( )
Enabled( )
65 | yirrp systen https (
"HTTPS™)
66 httpd HTTP Port Port 80
67 httpd HTTPS Port Port 443
68 c system aging-time 300( )
MA|
69 system learning vlan 1 4094
70 snmp-server Enabled( )
i v3 (v2c and v1 both
71 version )
activated)
ublic (read-onl
SNMP system i P ) ( 2
72 community v2c private (read and
write)
73 version v3 (user/view/group) empty (no config)
74 trap Disabled( )
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No

4 entries exist,

(trap-01)
. ) ) (trap-02)
75 trap destination entries
(trap-03)
(trap-04)
all disabled
76 trap port UDP Port 162
77 SNMP Agent (listen) UDP Port 161
78 storm control unicast Disabled( )
79 | QoS system storm control multicast Disabled( )
80 storm control broadcast Disabled(
81 | DDMI system ddmi Enabled( )
82 PoE Enabled( )
83 PoE PoE+(IEEE 802.3at)
User port
84 PoE 30.0(W)
85 PoE
86 system CPOE (Continuous PoE) Enabled( )
all intervals
87 system PoE ON/OFF
PoE enabled
88 Auto checking Disabled( )
89 Auto checking ping interval 30( )
90 Auto checking ping retry 3 pings
User Port
91 Auto checking power off interval | 60( )
i i i PD
92 Auto checking Failure Action
(power cycle)
93 Console 10(C )
Session TELNET
94 TELNET 10(C )
Timeout
95 SSH SSH 10C )
96 HTTP/HTTPS | HTTP/HTTPS 5C )
97 User Port USER Enabled( )
98 | Alarm Profile | LH Port LH Enabled( )
99 Mng Port MANAGE Disabled( )
100 system LPT( ) Enabled( )
LPT (Link Pass - ——
101 User Port User port Advertise Wait Time 0C )
Through)
102 LH Port LH port Advertise Wait Time 0C )
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1-1) ApresiaLightMC-FX( APLMCFX) ApresiaLightMC-FX-PoE( APLMCFXPOE)
LH 100M Full
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1.2

1-2
1-2
No
IP Address 1Pv4 VLAN 2
FDB (MAC Address Table) MAC 4095
Static Route 1Pv4 32
4 User Account 13
5 CLI TELNET TELNET
6 |CLI SSH SSH
7 |CLI Session Number CLI 16
8 |Web Session Web 4
9  |VLAN Number VLAN 2
10 |NTP Server NTP 5
11 |SYSLOG Server SYSLOG 1
12 |MTU 9600(byte)
13 |SNMP Server SNMP 1
14 |SNMP Trap Target Trap 4
15 |SNMP v1/v2c community vty 0 15 32
16 |SNMP v3 User Account SNMPv3 32
17 |Logging Size 14000( )
18 |Command History (Session) 60( )
19 |Command History (Flash) 60( )
20 |SSL Certificate SSL 1
21  |PoE Maximum Power PoE 30.0(W)
0 1 TELNET
4 SSH 4 Web GUI 4 13
CPU
0 14,000
0 IP 2 1 (MANAGE »
(MANAGE ( ) 1
(LH /USER
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1.3 1P

@ P
1P 1 10
3 16 10
MAC 00:40:66:0A:0B:0C

MAC

00:40:66- 0A - 0B = OC
04 9 Y

MANAGE

I

10.10.11.12

@

8 255.0.0.0

3) IP
IP

APRESIA Systems, Ltd.
MODEL :APLMC
RATING:12V=== 0.4A
SERIAL No. 30326YYYXXXX Rev.A

MAC ADDRESS 004066 : XXXXXX

=

MAC

O

APRESIA Systems, Ltd.
MODEL :APLMC
RATING:12V=== 0.4A
SERIAL No. 30326YYYXXXX Rev.A

(IR RO
MAC ADDRESS 004066 : XXXXXX

Default I1P:10.XX.XX.XX/8 €
A

CLASS 1
/N vel

DATE:YYYY-MM MADE IN TAIWAN
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IP (MANAGE )
default(vid=1 vid=1 vid

o [APLNC 1.00.04 ]
Ip (MANAGE JUSER

VLAN default(vid=1

0 TELNET TELNET
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1.4

@

| s ) |
l

| s ) |
l

| oN |
l

| oN |
l

LED
PWR LED

l

Enter

ApresialLightMC Gigabit Ethernet Media Converter
Command Line Interface

Firmware: 1.00.05
Copyright(c) 2020 APRESIA Systems, Ltd. All rights reserved.

Press the <TAB> or <?> key any time you lose the direction

Warning for security
Please change default password for login account as soon after start using.
And also, please set access-allowed IP address to avoid incorrect access
by using access management function.

Press ENTER to get started

Username:
Password:
#
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.2.1 )

adpro

# configure terminal

(config)# username adpro privilege 15 password

passl1234

unencrypted passl1234

1P
MANAGE 1P
10.1.1.1/8

(config)# interface manage
(manage-config)# ip address 10.1.1.1
255.0.0.0

(manage-config)# end

|

1P
USER/LH 1P
10.1.1.1/8

(config)# interface inband
(manage-config)# ip address 10.1.1.1
255.0.0.0

(manage-config)# end

@ )

# copy running-config startup-config

Building configuration...

% Saving 2220 bytes to flash:startup-config

#
!
#logout
!
OFF
!
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(2) TELNET
TELNET

LAN 1P

1P TELNET

Jtelnet 10.1.1.1
(UserName: )

.2.1 )

@ )

TELNET
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1.5

1-3

1-3

1-4

ANSI X3.64/VT100

80 x24 /

1-4

8 bit/

1 bit
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RS-232C (

24/105




1.6

RS-232C

-==~:""-.~===':
I...........

525522::52%:'.
.....-...m

RS-232C
( )

1-1 RS-232C

RJ-45
-2 15

87654321 W

) No.
1_

1-5

No.

RS(RTS)
ER(DTR)
SD _
SG -
SG
RD
DR(DSR)
CS(CTS)

©N|o |0 |~ W (N e

RS-232C
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RS232C ( RJ-45/ D-SUB9 )
RS-232C 1-6
1-6 RS-232C D-SUB9 -9
(RJ-45) (D-SUB9)
1 RS(RTS) 7 CS(CTS)
2 ER(DTR) 4 DR(DSR)
3 SD(TXD) 3 RD(RXD)
4 SG(GND) 5 SG(GND)
5 SG(GND)
6 RD(RXD) 2 SD(TXD)
7 DR(DSR) 6 ER(DTR)
8 CS(CTS) RS(RTS)
5 4 3 2 1
O O O O O
12345678 \\ o O O O
TN —
RJ-45 « ) D-SUB9 « )
0 10BASE-T/100BASE-TX/1000BASE-T Ethernet




/
2.1
2 3 2-1
2-1
< >
AlB A B
[1]
{1} 1
@)
2.2
2.2.1
login adpro
ApresialLightMC Gigabit Ethernet Media Converter
Command Line Interface
Firmware: 1.00.05
Copyright(c) 2020 APRESIA Systems, Ltd. All rights reserved.
Press the <TAB> or <?> key any time you lose the direction
Warning for security
Please change default password for login account as soon after start using.
And also, please set access-allowed IP address to avoid incorrect access
by using access management function.
Press ENTER to get started
Username: adpro
Password:
#
2.2.2 ap_recovery

ap_recovery
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ap_recovery

ApresialLightMC Gigabit Ethernet Media Converter
Command Line Interface

Firmware: 1.00.05
Copyright(c) 2020 APRESIA Systems, Ltd. All rights reserved.

Press the <TAB> or <?> key any time you lose the direction

Warning for security
Please change default password for login account as soon after start using.
And also, please set access-allowed IP address to avoid incorrect access
by using access management function.

Press ENTER to get started

Username: ap_recovery
Password:

« )
Starting application...

2.2.3
CLI

2-2

2-2

(EXEC

) Priv.Exec : configure terminal
> (config)#

IP Management interface
Config : interface manage
(MANAGE ) - (manage-config)#

IP inband interface
Config : interface inband
(LH /USER ) > (manage-config)#

Ethernet interface
Config : interface type port _num
> (config-i1H)#
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Terminal line

Config : line { console | vty } line_num
> (config-line)#
SNMP SNMP server host entries
Config : snmp-server host host-name
: (config-snmps-host)#
Profile alarm
Config - profile alarm
: (alm-profile-config)#
2.2.4
2.2.4.1
2.2.4.2

€y

( ) “copy running-config startup-config”

‘ # copy running-config startup-config |

!
‘ #coprs |
&) 7]
I
[TAB]
“ sa” “ save”
()
| # cop[TAB] |
!
‘# copy |
2.2.4.3
“copy running-config startup-config”
)
# copy running-config startup-config
Building configuration...
% Saving 2493 bytes to flash:startup-config
#
2.2.4.4
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2.2.4.5

80

2-3

2-3

2-4

Delete

Backspace
/CTRL-H

HOME/CTRL-A

END/CTRL-E

CTRL-P

Tab

2-4

CTRL+C

CTRL+Z

Exec

Del/CTRL-D

CTRL-N

CTRL-U/CTRL-X

CTRL-K

CTRL-W

q

Insert /9

Enter
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0 (Ver. 1.00)

3.1 Enable Mode
show

3.1.1clear access management

clear access management statistics

3.1.2 clear history log

clear history log

RAM

3.1.3clear ip acd

clear ip acd

3.1.4clear ip arp

ARP

clear ip arp

3.1.5clear ip statistics
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clear ip statistics

3.1.6 clear link-oam statistics

EFM-O0AM

clear link-oam statistics [ interface ( <port_type> [ <plist>1]) ]

<port_type>

MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE /1

USER /1

LH 1 1/2

3.1.7 clear lldp statistics (For PoE Model Only)

LLDP
clear Ildp statistics { [ interface ( <port_type> [ <plist>] ) ] |
global }

<port_type>

MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE 1 1/1

USER 1 1/1

LH 172
global

( ) lldp

3.1.8clear logging

clear logging [ informational ] [ notice ] [ warning ] [ error ]
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informational | Severity 6:

notice Severity 5:
warning Severity 4:
error Severity 3:
RAM
syslog
syslog
3.1.9clear mac address-table
MAC
clear mac address-table
MAC
MAC

3.1.10 clear poe ping counters (For PoE Model Only)

PoE ping

clear poe ping counters

3.1.11 clear statistics

1

clear statistics [ interface ] ( <port_type> [ <v_port_type list>])

<port_type>
MANAGE . FastEthernet
USER LH
GigabitEthernet
<v_port_type_list>
MANAGE 171
USER 171
LH : 172
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3.1.12 configure terminal

Configure Terminal

configure terminal

3.1.13 copy

copy { startup-config | running-config | <source path> }
{ startup-config | running-config | <destination_path> }

[ syntax-check ]

startup-config

running-config

<source_path>

FLASH TFTP/FTP

Syntax:

<flash:filename |
tftp://server/path-and-filename |

ftp://user:passwd@server:port/path-and-filename

> 21 FTP
A Z a 2) © 9 ¢)
Q) O 63
<destination_pa | FLASH TFTP/FTP Sytax:

th>

<flash:filename |
tftp://server/path-and-filename |

Ttp://user:passwd@server:port/path-and-filename

>

syntax-check

copy
running-config

startup-config

3.1.14 delete

flash:

delete <path>
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<path>

copy

: <flash:filename>

delete

default-config startup-config
default-config

load startup-config

3.1.15dir

dir
3.1.16 do

exec

do <command>

<command> <line> exec
3.1.17 exit

Exit

3.1.18 firmware swap

firmware swap
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( )
0 USER /LH /MANAGE
0Ver. 1.00.05 /
Ver. 1.00.05
APLMC-10005-RC004
MANAGE Ip USER
LH Ip

3.1.19 firmware upgrade

firmware upgrade <url_file>

<url_file>

<protocol>://[<username>[ :<password>]@]<host>[:<p
ort>][/<path>]/<file_name>

tftp://admin:passl1@10.1.1.5:69/foldername/APLMC_1
.00.05.1img

space!"#$w&"O*+ /:;<=>?0 [¥] ~{|}
(A Z a 2)

© 9 ) (@) )
O 63

CRC

running-config
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0 USER /LH /NMANAGE

0LH Q )
OVer. 1.00.05 /

Ver. 1.00.05
APLMC-10005-RC004
MANAGE IP USER
LH IP
3.1.20 help
help
3.1.21 link-oam
EFM-0AM

link-oam remote-loopback { start | stop } interface ( <port_type>
[ <v_port_type_ list> ] )

start

stop
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<port_type>

MANAGE . FastEthernet
USER LH : GigabitEthernet
<v_port_type
_list> MANAGE 1 1/1
USER 1 1/1
LH 172
EFM-0AM
3.1.22 logout
logout
3.1.23 more
more <path>
<path> FLASH TFTP/FTP

:<flash:filename |
tftp://server/path-and-filename |
ftp://user:passwd@server:port/path-and-filename>

21 FTP

(A
© 9 ¢) Q)
O 63

Z a z)

3.1.24no terminal editing

no terminal editing
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3.1.25no terminal exec-timeout

terminal exec-timeout

no terminal exec-timeout

exec-timeout 0
CLI (exec-timeout
0 CLI )

3.1.26 no terminal length

no terminal length

3.1.27 ping ip

ICMP

ping ip { <ip_addr> } [ ttl <ttl value> ] [ repeat <count> ] [ { saddr
<src_addr> | sif { <port_type> <src_if>} } ] [ size <size> ] [ data
<data value> ] [ { verbose | quiet } ]

<ip_addr> 1Pv4

<ttl_value> 1Pv4 TTL(TTL) IPv4TTL:1-255;
64

<count> 1 60;
5

<src_addr>

<port_type>

MANAGE : FastEthernet

USER LH : GigabitEthernet
<src_if>

MANAGE :1/1

USER 171

LH : 172
<size> <2 1452> ;

56(MAC 1P ICMP )
<data value> <0 255>
0 255; 0
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verbose

quiet

3.1.28 reload

reload { cold | defaults | ip }

cold
defaults
ip IP
0 USER /LH /MANAGE
0 (reload cold ) EFM-0AM (dying gasp
) (1.00.05 )

3.1.29 send

tty

send { * | <session_list> | console 0 | vty <vty list> } <message>

* tty line

<session_lis | <0 16> line

©

console 0 line

<vty list> <0 15> line

<message> line (128 )

3.1.30 show access management

show access management [ statistics | <access id list>
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statistics

access_id list ID

3.1.31 show alarm

show alarm { history | current }

current

history

3.1.32 show clock

show clock

3.1.33 show clock detail

show clock detail

3.1.34 show ddmi

DDMI

show ddmi

ApresiaLightMC-FX( APLMCFX)  ApresiaLightMC-FX-PoE(
APLMCFXPOE)

3.1.35 show hardware

show hardware
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3.1.36 show history

show history [ log ]

log

3.1.37 show interface transceiver

show interface ( <port type> [<v_port type list> ] ) transceiver
<port_type>
MANAGE : FastEthernet
USER LH : GigabitEthernet
<v_port_type_
list> MANAGE /1
USER /1
LH 1 1/2
ApresiaLightMC-FX( APLMCFX)  ApresiaLightMC-FX-PoE(

APLMCFXPOE)

3.1.38 show interface capabilities

show interface ( <port_type> [ <v_port type list> ] ) capabilities

<port_type>
MANAGE : FastEthernet
USER LH . GigabitEthernet
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<v_port_type_
list> MANAGE 1 1/1
USER /1
LH :1/2
ApresiaLightMC-FX( APLMCFX)  ApresiaLightMC-FX-PoE(
APLMCFXPOE)  LH 100M Full 100BASE-FX SFP
100M Full
ApresiaLightMC-FX( APLMCFX)  ApresiaLightMC-FX-PoE(
APLMCFXPOE)  USER 10M/100M

3.1.39 show interface statistics

show interface ( <port_type> [ <v_port_type_list> ] ) statistics
[ { packets | bytes | errors | discards | filtered | { priority
[ <priority vO to7>]}} 1 [ {up] down } ]

<port_type>

MANAGE : FastEthernet
USER LH : GigabitEthernet
<v_port_type_
list> MANAGE :1/1
USER /1
LH 1172
packets
bytes
errors
discards
filtered
<priority v 0
_to 7>
up
down
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3.1.40 show interface status

show interface ( <port type> [ <v_port_type list> ] ) status
<port_type>
MANAGE : FastEthernet
USER LH . GigabitEthernet
<v_port_type_
list> MANAGE 11
USER VAN
LH 1 1/2
ApresiaLightMC-FX( APLMCFX)  ApresiaLightMC-FX-PoE(
APLMCFXPOE)  LH 100M Full 100BASE-FX SFP
100M Full
ApresiaLightMC-FX( APLMCFX)  ApresiaLightMC-FX-PoE(
APLMCFXPOE)  USER 10M/100M

3.1.41 show interface manage

show interface manage

3.1.42 show ip acd

show ip acd
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3.1.43 show ip arp

ARP (ip mac

show ip arp

3.1.44 show ip http

show ip http

3.1.45 show ip interface

1P

show ip interface

IP /
# show ip interface
MAC address: 00-40-66-e0-a6-d6
Mode: default
IP Address Subnet Mask
manage 10.249.31.9 255.255.255.0
MAC address: 00-40-66-e0-a6-d6
Mode: default
IP Address Subnet Mask
inband 10.249.32.10 255.255.255.0
#

3.1.46 show ip route

1P

show ip route

# show ip route
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0.0.0.0/0 via 10.249.31.1 <UP GATEWAY>
10.249.31.0/24 via VLAN1 <UP>
10.249.32.0/24 via VLANZ <UP>

#

0 MANAGE /USER /LH

3.1.47 show ip ssh

Secure Shell

show ip ssh

3.1.48 show ip statistics

show ip statistics

3.1.49 show ip telnet

Telnet

show ip telnet

3.1.50 show line

show line [ alive ]

alive

3.1.51 show link-oam

EFM-O0AM

show link-oam { [ status ] [ link-monitor ] [ statistics ]
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[ remote-loopback ] }

status

link-monitor

statistics

remote-loopb
ack

3.1.52 show link-status-information

LH/USER

show link-status-information

3.1.53 show 1ldp med media-vlan-policy (For PoE Model Only)

VLAN

show I1ldp med media-vlan-policy [ <v_0 _to 31> ]

<v 0 to 31> |<0 31>

3.1.54 show 1ldp med remote-device (For PoE Model Only)

LLDP-MED

show Ildp med remote-device [ interface ( <port_type>
[ <port_list>] ) ]

<port_type>

MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE 1 1/1

USER D 1/1

LH 172
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3.1.55 show Ildp neighbors (For PoE Model Only)

LLDP

[ <v_port_type_ list> ] ) ]

show Ildp neighbors [ interface ( <port_type>

<port_type>

MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE 1 1/1

USER /1

LH 1 1/2

3.1.56 show 1ldp preempt (For PoE Model Only)

LLDP

show 1ldp preempt [ interface ( <port_type> [ <v_port_type_list>]) ]

<port_type>

MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE /1

USER /1

LH 1172

3.1.57 show 1ldp statistics (For PoE Model Only)

LLDP

[ <v_port_type list> ] ) ]

show Ildp statistics [ interface ( <port_type>

<port_type>
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MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE /1

USER /1

LH 1 1/2

3.1.58 show logging

ID

show logging <log_id>

<log_id> <1-4294967295> ID

3.1.59 show logging severity

show logging [ informational ] [ notice ] [ warning ] [ error ]
[ reverse ]

informationa 6:

I

norice 5:

warning

error 3:

reverse

3.1.60 show loop-protect

show loop-protect [ interface ( <port type> [ <plist>] ) ]

<port_type>
MANAGE : FastEthernet
USER LH : GigabitEthernet
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3.1.61 show Ipt

<v_port_type

_list> MANAGE /1
USER 171
LH : 172

LPT

show Ipt

3.1.62 show mac address-table

Mac

show mac address-table [ interface ( <port_type>

[ <v_port type list 1> ] ) ]

<port_type>
MANAGE . FastEthernet
USER LH : GigabitEthernet
<v_port_type
_list> MANAGE 1 1/1
USER 1 1/1
LH 172
3.1.63 show mac address-table user-port
MAC

show mac address-table user-port

3.1.64 show ntp

NTP

show ntp status
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3.1.65 show poe (For PoE Model Only)

Power over Ethernet

show poe interface GigabitEthernet 1/1

3.1.66 show poe auto-restart (For PoE Model Only)

PoE Auto Restart /

show poe auto-restart

3.1.67 show privilege

show privilege

3.1.68 show profile

show profile alarm

3.1.69 show rmon alarm

RMON

show rmon alarm [ <id_list> ]

<id_list> <1 65535>

3.1.70 show rmon event

RMON

show rmon event [ <id_list> ]
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<id_list>

<l 65535>

3.1.71 show rmon history

RMON

show rmon history [ <id_list> ]

<id_list>

<l 65535>

3.1.72 show rmon statistics

RMON

show rmon statistics [ <id_list> ]

<id_list>

<l 65535>

3.1.73 show running-config

show running-config [ all-defaults ]

all-defaults

3.1.74 show running-config feature

show running-config feature <feature name> [ all-defaults ]

feature_name

"access® T"alm_profile® “clock®™ *“ddmi®

“http* “ichi” " inband-management*® "ipv4*"

"link-oam® “1ldp® "logging™ "loop-protect™ "Ipt"

“ntp® "poe” "port" "qos” “rmon" “snmp® “"ssh® “user"
: "lldp® and "poe” For PoE Model Only

all-defaults
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3.1.75 show running-config interface

show running-config interface ( <port type> [ <list> ] )
[ all-defaults ]

<port_type>

MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE /1

USER /1

LH 1 1/2

all-defaults

3.1.76 show running-config line

show running-config line { console | vty } <list> [ all-defaults ]

console

vty VTY

<list> IVTY

all-defaults

3.1.77 show snmp

SNMP

show snmp

3.1.78 show snmp access

show snmp access [ <group name> [ { vl | v2c | v3 | any } [ { auth
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| noauth | priv } 111

<group_name>

any

vl vl

v2c v2c

v3 v3

auth authNoPriv
noauth noAuthNoPriv
priv authPriv

3.1.79 show snmp community

SNMP

show snmp community [ <community> ]

<community>

3.1.80 show snmp host

SNMP

show snmp host [ <conf_name> ]

<conf_name>

3.1.81 show snmp mib context

SNMP MIB

show snmp mib context

3.1.82 show snmp mib ifmib iflndex

IF-MIB Ifindex

show snmp mib ifmib ifIndex [ port ]
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port

3.1.83 show snmp security-to-group

show snmp security-to-group [ { vl | v2c | v3 } [ <security_name> ] ]

vl vl
v2c v2c
v3 v3

<security_name>

3.1.84 show snmp trap

SNMP

show snmp trap [ <source_name> ]

<source_name>
"authenticationFailure® "coldStart”
"entConfigChange® “fallingAlarm®

“ipTrapInterfacesLink® “linkDown® *linkUp

"IldpRemTablesChange® “risingAlarm®

3.1.85 show snmp user

SNMP

show snmp user [ <username> [ <enginelD> ] ]

<username>

<enginelD> ID

3.1.86 show snmp view

SNMP

show snmp view [ <view_name> [ <oid_subtree> ] ]
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<view_name>

MIB

<oid_subtree>

MIB

01D

3.1.87 show system cpu status

CPU

show system cpu status

3.1.88 show tech-support

show tech-support

3.1.89 show terminal

show terminal

3.1.90 show user-privilege

show user-privilege

3.1.91 show users

show users [ myself ]

myself
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3.1.92 show version

show version [ brief ]

brief

#show version

MAC Address
Serial Number

Previous Restart :

System Contact
System Name
System Location
System Time
System Uptime

Bootloader
Image
Version
Date

Active Image
Image

Version

Date

Upload filename

Backup Image
Image

Version

Date

Upload filename

: 00-40-66-e7-ea-49
: 303268000018

Cold

: 2020-05-04 11:37:34+09:00
: 16:07:48

: RedBoot (bootloader)
: 0.0.6
: 13:26:54, Mar 19 2020

: linux (primary)

: 1.00.05

1 2021-08-03 20:49:15+08:00
> APLMC_1.00.05.img

: linux.bk (backup)

: 1.00.05

1 2021-08-03 20:49:15+08:00
> APLMC_1.00.05.img

57/105




Board Type > APLMC

Port Count 3

Product : APLMC

Product name > APLMCSX

Software Version : 1.00.05

Build Date : 2021-08-03 20:49:15+08:00
#
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3.1.93 terminal editing

terminal editing

3.1.94 terminal exec-timeout

EXEC

terminal exec-timeout <min> [ <sec> ]

<min> <0-1440>
<sec> <0 3600>
exec-timeout O CLI
10
3.1.95 terminal help
terminal help
3.1.96 terminal length
terminal length <lines>
<lines> <0,3-512> 0)

3.1.97 terminal width

terminal width <width>

<width>

©( ))

<040-512>
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3.1.98 traceroute

IP traceroute

traceroute ip { <ip_addr> } [ dscp <dscp> ] [ timeout <timeout> ]
[ { saddr <src_addr> | sif { <port_type> <src_ift> } } ] [ probes
<probes> ] [ firstttl <firstttl> ] [ maxttl <maxttl> ] [ icmp ]
[ numeric ]

<ip_addr> 1Pv4
<dscp> DSCP <0-63>DSCP (10
0)
<timeout> <1-86400>
( 3)

<src_addr>
<port_type>

MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type_
list> MANAGE 171

USER 171

LH : 172
<probes> <1 60>

( 3)
<firstttl> ( TTL) <1 30 >
( )
<maxttl> ( TTL) <1-255>
( 30)

icmp UDP ICMP
numeric
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3.2 Configure Mode Commands

3.2.1 access management

access management

web/snmp/telnet/ssh
web/snmp/telnet/ssh(
/ / )
Console Port( )
1

3.2.2 access management configuration

access management <access_id> <start_addr> [ to <end_addr>7] { [ web ]
[ snmp ] [ telnet ] | all }

<access_id> <1-16> ID

<start_addr> 1Pv4 ( )
<end_addr> 1Pv4 ( )
web Web

snmp SNMP

telnet TELNET/SSH

all

web/snmp/telnet/ssh

3.2.3 alarm history clear

alarm history clear

3.2.4 banner

banner [ motd | login | exec ] <banner>
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<banner>

c banner-text ¢ c

exec EXEC
login
motd day

3.2.5clock timezone

[ <subtype var> ] ]

clock timezone <word_var> <hour_var> [ <minute_var>

<word_var> ( “ NULL
)
<hour_var> <-23 23>UTC
<minute_var> <0 59 >UTC
<subtype var> | <0 9 >
3.2.6 clock summer-time date
( )

clock summer-time <word16> date [ <start_month_var> <start_date var>
<start_year var> <start_hour_var> <end_month_var> <end_date var>
<end_year var> <end_hour_var> [ <offset var> ] ]

<word16> ( K NULL
)

<start month var> | <1-12>

<start date var> <1-31>

<start_year_var> <2000-2097>

<start_hour_var> <hhmm> (hhzmm)

<end_month_var> <1-12>

<end_date var> <1-31>

<end_year_var> <2000-2097>

<end_hour_var> <hhmm> (hhzmm)

<offset_var> <1-1439> (
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3.2.7 clock summer-time recurring

( )

clock summer-time <wordl6> recurring [ <start week var>
<start_day var> <start_month_var> <start_hour_var><end_week var>
<end_day_var> <end_month_var> <end_hour_var> [ <offset_var> ] ]

<word16> ( " NULL
)

<start_week var> <1-5>

<start_day var> <1-7>

<start month var> | <1-12>

<start_hour_var> <hhmm> (hhzmm)

<end_week var> <1-5>

<end_day var> <1-7>

<end_month_var> <1-12>

<end_hour_var> <hhmm> (hhzmm)

<offset_var> <1-1439> (

3.2.8 clock datetime

datetime

clock datetime <input_year> <input_month> <input_date> <input_hour>
<input_minute> <input_second>

<input_year> <2000-2037>
<input_month> <1-12>
<input_date> <1-31>
<input_hour> <0-23>

<input_minute> <0 59>

<input_second> <0 59>

RTC( )
3.2.9cpoe For PoE Model Only
CPOE CPOE(Continuous PoE)
PD PoE
cpoe
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0 Continuous PoE (c-poe)
PD PoE ( 30 )
3.2.10 ddmi
DDMI
ddmi
3.2.11do
config exec
do <command>
<command>
3.2.12 end
EXEC
end
3.2.13 exit
exit
3.2.14 help
help
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3.2.15 hostname

hostname <hostname>

<hostname> 0
63

©
9) Q)

3.2.16 interface port

interface ( <port_type> [ <plist> ] )
<port_type>
MANAGE : FastEthernet
USER LH
GigabitEthernet
<v_port_type_list>
MANAGE VAN
USER VAN
LH : 172
ApresiaLightMC-FX( APLMCFX)  ApresiaLightMC-FX-PoE(
APLMCFXPOE)  LH 100M Full 100BASE-FX SFP
100M Full
ApresiaLightMC-FX( APLMCFX)  ApresiaLightMC-FX-PoE(
APLMCFXPOE)  USER 10M/100M
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3.2.17 description

Note:

2.2.3
description <port desc_str>
<port_desc_str>

3.2.18 duplex
Note:
2.2.3

duplex { half | full | auto [ half | full ]}

half

full

auto

half

full

half 1G

3.2.19 excessive-restart

16

( no excessive-restart
)

Note:

2.2.3

16

excessive-restart

0 Excessive Collision Mode
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3.2.20 frame-length-check

EtherType/Length
Note:
2.2.3
frame-length-check
0 Frame Length Check
3.2.21 link-oam critical-event-mode
EFM-0AM
USER (AIS)
Note:
2.2.3
link-oam critical-event-mode ais
3.2.22 link-oam link-monitor frame
Note:
2.2.3

link-oam link-monitor frame { [ window <error_window> ] [ threshold
<error_threshold> ] }

<error_window> <l 60>

<error_threshold> | <0-4294967295>

3.2.23 link-oam link-monitor frame-seconds
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Note:

2.2.3

link-oam link-monitor frame-seconds { [ window <error_window> ]
[ threshold <error_threshold> ] }

<error_window> <10 900>

<error_threshold> | <0-65535>

3.2.24 link-oam link-monitor unsupported

/
Note:
2.2.3
link-oam link-monitor unsupported
3.2.25 link-oam link-monitor symbol-period
Note:
2.2.3

link-oam link-monitor symbol-period { [ window <error_window> ]
[ threshold <error_threshold> ] }

< <1 60>

>

< > <0-4294967295>
3.2.26 link-oam mode

EFM-0AM Active Passive

Note:
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2.2.3

link-oam mode { active | passive }

active EFM-0AM Active

passive EFM-0AM Passive

3.2.27 link-oam remote-loopback supported

EFM-0AM
Note:
2.2.3
link-oam remote-loopback supported
3.2.28 link-oam variable-retrieve
MIB  variable retrieve local info remote info
Note:
2.2.3

link-oam variable-retrieve { local-info | remote-info }

local-info MIB retrieve local info

remote-info MIB retrieve remort info

3.2.29 1ldp cdp-aware (For PoE Model Only)

CDhP (CDP
LLDP )
Note:

2.2.3

11dp cdp-aware
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3.2.30 11dp med media-vlan policy-list (For PoE Model Only)

Note:

2.2.3

I1dp med media-vlan policy-list <v_range_list>

<v_range_list>

3.2.31 11dp med transmit-tlv (For PoE Model Only)

LLDP-MED
Note:

2.2.3

[ poe ]

11dp med transmit-tlv [ capabilities ] [ location ] [ network-policy ]

capabilities

TLV

location

TLV

network-policy

TLV

poe

PoE TLV

3.2.32 11dp med type (For PoE Model Only)

Note:

LLDP-MED TLV

LLDP-MED TLV

LLDP-MED TLV

2.2.3
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I1dp med type { connectivity | end-point }

connectivity

end-point

3.2.33 11dp receive (For PoE Model Only)

LLDP /
Note:

2.2.3

I1dp receive

3.2.34 11dp tlv-select (For PoE Model Only)

TLV
Note:

2.2.3

Ildp tlv-select { management-address | port-description |
system-capabilities | system-description | system-name }

management-address /
port-description /
system-capabilities /
system-description /
system-name /

3.2.35 1ldp transmit (For PoE Model Only)

LLDP /
Note:

2.2.3

I1dp transmit
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3.2.36 1ldp trap (For PoE Model Only)

LLDP SNMP
Note:
2.2.3
I1dp trap
3.2.37 loop-protect
Note:
2.2.3
loop-protect
3.2.38 loop-protect action
Note:
2.2.3

loop-protect action { shutdown | shutdown-log }

shutdown

shutdown-log

3.2.39 loop-protect tx-mode

PDU
Note:

2.4

loop-protect tx-mode
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3.2.40 mtu

Note:

2.2.3

mtu <max_length>

<max_length> <1518-9600>

3.2.41 poe mode (For PoE Model Only)

PoE
Note:

2.2.3

poe mode { disable | enable | schedule | auto-restart }

disable poe disable
enable poe enable
schedule poe
auto-restart poe ping

0 PoE PD PoE LED

3.2.42 poe ping address (For PoE Model Only)

ICMP PING
Note:

2.2.3

poe ping address <v_ipv4 addr>
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<v_ipv4_addr>

PD IP

0 PoE Ping Auto Checking

PD OFF

3.2.43 poe ping fail-action (For PoE Model Only)

ICMP PING
Note:

2.2.3

poe ping fail-action { nothing | { reboot [ power-off
<offtime_val> ] } }

nothing ping
reboot ping
PD
<offtime_val> <3-120>PoE (PD )( )
0 POE Ping Auto Checking PD OFF
0 PoE Ping Auto Checking ICMP PING reboot
PoE (PD )
PD ping 2 PoE
(PD ) 3
PoE
(Ver. 1.00.05 )

3.2.44 poe ping interval retry (For PoE Model Only)

ICMP PING
Note:
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2.2.3

poe ping { interval <interval_val> } [ retry <retry val> ]

<interval_val> <10-1800> ( )

<retry_val> <1-5>ping

3.2.45 poe power limit (For PoE Model Only)

Note:

2.2.3

poe power limit { <v_word9> }

<v_word9> (0 30.0W)

poe

3.2.46 poe reset (For PoE Model Only)

PoE
Note:

2.2.3

poe reset <hh> <mm> <day range_list>

<hh> <0-23>

<mm> <0 59>

<day_range_list> (1: 2: 3: 4:

3.2.47 poe restart (For PoE Model Only)

PoE PD
Note:

2.2.3

poe restart
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3.2.48 poe schedule (For PoE Model Only)

PoE
Note:

2.2.3

poe schedule { mon | tue | wed | thu | fri | sat | sun }
{ <time_range_list> }

mon

tue

wed

thu

fri

sat

sun

<time_range_list> 30
( [1] <00:00-00:29> [2] <00:30-00:59> [3] <01:00-
01:29>.._[47]<23:00 23:29> [48]<23:30-23:59> )

3.2.49 rmon collection history

Note:

2.2.3

rmon collection history <id> [ buckets <buckets> ] [ interval
<interval> ]

<id> <1-65535> ID
<buckets> <1-65535>
<interval> <1 3600>

(@)

3.2.50 rmon collection stats
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Note:

3.2.51 shutdown

3.2.52 speed

2.2.3
rmon collection stats <id>
<id> <1-65535> ID
Note:

2.2.3
shutdown

auto 10,100 1000

Note:

2.2.3

speed { 1000 | 100 | 10 | auto { [ 10 ] [ 100 ] [ 1000 ] } }

1000 1 Gbps
100 100 Mbps
10 10 Mbps
auto Auto negotiation
3.2.53 ip address
IP
Note:
IP
IP IP
IP 2.2.3

ip address { { <address> <netmask> } | { dhcp [ fallback
<fallback_address> <fallback netmask> [ timeout
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IP
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<fallback_timeout> ] ] [ client-id { <port_type>
<client_id_interface> | ascii <ascii_str> | hex <hex str> } ]
[ hostname <hostname> ] } }
<address> 1P
<netmask> 1P
<fallback address> DHCP
<fallback_netmask> DHCP
<fallback_timeout> DHCP ( )
0 4294967295
<port_type>
MANAGE . FastEthernet
USER LH
GigabitEthernet
<client_id_interface>
MANAGE 171
USER 171
LH : 172
<ascii_str> < 31>DHCP
ASCI I
<hex_str> < 64>DHCP
<hostname> < 63>
63
IP (MANAGE )( )
VLAN default(vid=1 MANAGE vid=1 vid IP
0 USER JUH IP ( )
VLAN default(vid=2 USER /LH vid=2
vid IP
0 MANAGE ( ) USER /LH ( )




3.2.54 ip http secure-certificate

HTTPS

ip http secure-certificate { upload <url_file> [ pass-phrase
<pass_phrase> ] | delete | generate }

<url_file> :
<protocol>://[<username>[ :<password>]@]<host>
[ :<port>][/<path>]/<file_name>

<pass_phrase>

delete

generate RSA

3.2.55 1p http secure-redirect

HTTP Web

ip http secure-redirect

3.2.56 ip http secure-server

HTTP Web

ip http secure-server

3.2.57 ip route

1P

ip route <v_ipv4_addr> <v_ipv4_netmask> <v_ipv4 _gw>

<v_ipv4_addr>

<v_ipv4_netmask>

<v_ipv4_gw>

3.2.58 ip http session timeout

Web
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ip http session timeout

<icli_ip_http_session_timeout_value> | <0 3600>http/https

(

)

3.2.59 1p ssh

IP Secure Shell

ip ssh

3.2.60 ip telnet

Telnet

ip telnet

3.2.61 line

line { <O 16> | console O | vty <0 15> }

<0 16>

Console 0

<0 15>

VTY

3.2.62 editing

Note:

2.2.3

editing

3.2.63 exec-banner
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EXEC

Note:
2.2.3
exec-banner
3.2.64 exec-timeout
EXEC
Note:
2.2.3

exec-timeout <min> [ <sec> ]

<min> <0-1440>
<sec> <0-3600>
3.2.65 history size
Note:
2.2.3

history size <history_size>

<history_size> <0-60>

3.2.66 length

Note:

2.2.3

length <length>

<length> <0,3-512>

0)
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3.2.67 location

Note:

2.2.3

location <location>

<location> 32

255 ASCII

3.2.68 motd-banner

MOTD
Note:

2.2.3

motd-banner

3.2.69 privilege level

Note:

2.2.3

privilege level <privileged level>

<privileged_level> | <0-15>line

3.2.70 link-oam

EFM-O0AM

link-oam { enable | disable }

enable
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disable |

3.2.71 11dp holdtime (For PoE Model Only)

LLDP (
LLDP )

I1dp holdtime <val>

<val> <2-10>2 10

3.2.72 11dp med datum (For PoE Model Only)

Datum

I1dp med datum { wgs84 | nad83-navd88 | nad83-mllw }

wgs84 World Geodetic System 1984.
nad83-navd88 North American vertical datum 1983.
nad83-mllw Mean lower low water datum 1983.

3.2.73 11dp med fast (For PoE Model Only)

LLDP

I1dp med fast <v_1 to 10>

<v_1 to 10> <1-10>

3.2.74 11dp med location-tlv altitude (For PoE Model Only)

LLDP-MED Location Type Length Value altitude

I1dp med location-tlv altitude { meters | floors } <v_wordll>

meters

floors

<v_wordll>

-2097151.9 2097151.9
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3.2.75 11dp med location-tlv civic-addr (For PoE Model Only)

250
Note:1)
2 2)2
250

I1dp med location-tlv civic-addr { { country <country> } | { state |
county | city | district | block | street | leading-street-direction
| trailing-street-suffix | street-suffix | house-no | house-no-suffix
| landmark | additional-info | name | zip-code | building | apartment
| floor | room-number | place-type | postal-community-name | p-0-box
| additional-code } <v_line> }

<country> ASCII 1503166
- DK DE US

state ( )

county

city

district

block

street

leading-street-direction

trailing-street-suffix

street-suffix

house-no

house-no-suffix

landmark

additional-info

name ( )

zip-code

building

apartment

floor

room-number

place-type

postal-community-name

p-0-box

additional-code

<v_line>
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3.2.76 11dp med location-tlv elin-addr (For PoE Model Only)

NENA

PSAP

Emergency Call Service  ELIN

ELIN CAMA 1SDN

ELIN

( :E9ll

TIA

I1dp med location-tlv elin-addr <v_word25>

<v_word25>

ELIN

3.2.77 11dp med location-tlv latitude (For PoE Model Only)

I1dp med location-tlv latitude { north | south } <v_word8>

north

south

<v_word8>

(0.0000-90.0000)

3.2.78 11dp med location-tlv longitude (For PoE Model Only)

I1dp med location-tlv longitude { west | east } <v_word9>

west

east

<v_word9>

(0.0000-180.0000)

3.2.79 11dp med media-vlan-policy (For PoE Model Only)

11dp med media-vlan-policy <policy_index> { voice | voice-signaling |
guest-voice-signaling | guest-voice | softphone-voice |
video-conferencing | streaming-video | video-signaling } { untagged |
tagged <v_vlan_id> [ 12-priority <v. 0 to 7> ] } [ dscp <v_0 _to 63> ]
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<policy_index> <0-31> ID

voice

voice-signaling

guest-voice-signaling

guest-voice

softphone-voice

video-conferencing

streaming-video

video-signaling

untagged

tagged

<v_vlan_id> VLAN
<v_ 0 to 7> 0-7

<v_0_to 63> <0-63>DSCP  0-63

3.2.80 1ldp reinit (For PoE Model Only)

LLDP tx ( )

Ildp reinit <val>

<val> 1-10

3.2.81 1ldp timer (For PoE Model Only)

LLDP TX ( LLDP )

Ildp timer <val>

<val> 5-32768

3.2.82 1ldp transmission-delay (For PoE Model Only)

LLDP LLDP (LLDP
LLDP ))

I1dp transmission-delay <val>

<val> 1-8192
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3.2.83 logging host

Syslog IP

logging host { <ipv4 addr> }

<ipv4_addr> syslog 1Pv4

3.2.84 logging level

logging level { informational | notice | warning | error }

informational

notice

warning

(OO RN N N &2 I o)

error

3.2.85 logging notification

logging notification listen <name> level { informational | notice |
warning | error } <node>

<name> listen

informational

notice

warning

w (-~ (oo

error

<node>

3.2.86 logging on

Syslog

logging on
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3.2.87 loop-protect

loop-protect

3.2.88 loop-protect shutdown-time

loop-protect shutdown-time <t>

<t>
<0-604800>

180

3.2.89 loop-protect transmit-time

loop-protect transmit-time <t>

<t>

<1 10 >

3.2.90 Ipt Ih-port advertise-wait

advertise-wait LH

Ipt Ih-port advertise-wait <advertise wait time>

<advertise wait_time> | <0-20> : 0.1 (100 ) 10

88/105



3.2.91 Ipt user-port advertise-wait

advertise-wait USER

Ipt user-port advertise-wait <advertise wait_time>

<advertise _wait_time> | <0-20> : 0.25 (250 ) 10
2.5 0(
)
3.2.92 Ipt
LPT
Ipt { enable | disable }
enable LPT
disable LPT
LPT EFM-0AM
EFM-O0AM LPT
APLMC USER
(EFM-0AM  critical event bit = 0)
C 4 )
(EFM-OAM  critical event bit = 1)
3.2.93 no
no <commands>
<commands>
3.2.94 ntp
NTP
ntp
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3.2.95 ntp server

NTP

ntp server <index var> ip-address { <ipv4_var> }

<index_var> | <1 5>

<ipv4_var> 1Pv4

3.2.96 poe management mode (For PoE Model Only)

PoE

poe management mode { class-consumption | class-reserved-power |
allocation-consumption | allocation-reserved-power | 1ldp-consumption
| 1ldp-reserved-power }

class-consumption

class-reserved-power

allocation-consumption

allocation-reserved-power

I 1dp-consumption LLDP

I 1dp-reserved-power LLDP Media

IEEE 802.3 at
30.0W

3.2.97 privilege

privilege <mode_name> level <privilege> <cmd>
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<mode_name>

"exec”
"profile alarm®, "snmps-host*

<privilege>

<0 15>

<cmd>

128

3.2.98 profile

profile alarm

3.2.99 alarm

Note:
2.2.3
alarm <typeld> { mask | unmask }
<typeld> 101:USER
102:LH
103 :MANAGE
mask
unmask
3.2.100 alarm all
Note:
2.2.3

alarm all { mask | unmask }

mask
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unmask

3.2.101 prompt

Note:

2.2.3
prompt <prompt>
<prompt> 32

(%)
z%h= %= Y%s=
%t= %D= %T= %Z=
3.2.102 gos storm

Note:

2.2.3

gos storm { unicast | multicast | broadcast } <rate> [ fps | kfps ]

unicast
multicast
broadcast
<rate> <1-1024000> ( fps)
1 2 4 8 16 32 64,128,256 512fps
<=512fps 1 2 4 8 16
64,128,256,512 1024 32kfps>512fps
fps / ( )
kps /
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0

3.2.103 rmon alarm

RMON

rmon alarm <id> { ifInOctets | ifInUcastPkts | ifInNUcastPkts |
ifInDiscards | ifInErrors | ifInUnknownProtos | i1fOutOctets |
ifOutUcastPkts | i1fOutNUcastPkts | ifOutDiscards | ifOutErrors }
<iflndex> <interval> { absolute | delta } rising-threshold
<rising_threshold> [ <rising_event_id> ] falling-threshold
<falling_threshold> [ <falling_event_id> ] { [ rising | falling |
both ] }

<id> <1-65535> ID

ifInDiscards

ifInErrors

ifInNUcastPkts

ifInOctets

ifInUcastPkts

i fInUnknownProtos

ifOutDiscards

ifOutErrors

i fOutNUcastPkts

ifOutOctets

ifOutUcastPkts

<iflndex>

<interval> <1-2147483647>

absolute

delta

<rising_threshold> <1-2147483647>

<rising_event_id> <0-65535>
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<falling_threshold> | <1-2147483647>

<falling_event id> <0-65535>

rising

falling

both

( )

3.2.104 rmon event

RMON

<description> ] }

rmon event <id> [ log ] [ trap [ <community> ] ] { [ description

<id> <1-65535> ID
log RMON
<community> < 127>SNMP
<description> < 127>

3.2.105 snmp-server
SNMP

snmp-server

3.2.106 snmp-server access

SNMP

snmp-server access <group_name> model { v1 | v2c | v3 | any } level
{ auth | noauth | priv } [ read <view _name> ] [ write <write_name> ]

<group_name>

vl vl
v2c v2c
v3 v3
any
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auth AuthNoPriv

noauth NoAuthNoPriv

priv AuthPriv

<view_name>

<write_name>

3.2.107 snmp-server community

SNMP

snmp-server community <v3 _comm> [ ip-range <v_ipv4_addr>
<v_ipv4_netmask> ] { <v3_sec> | encrypted <v3 sec_enc> }

<v3_comm>
<v_ipv4_addr> 1Pv4
<v_ipv4_netmask> 1Pv4
<v3_sec>

<v3_sec_enc>

3.2.108 snmp-server contact

SNMP sn

snmp-server contact <v_line255>

<v_line255>

3.2.109 snmp-server engine-id

SNMP ID

snmp-server engine-id local <enginelD>

<enginelD> ID

3.2.110 snmp-server host

SNMP

snmp-server host <conf _name>
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<conf_name>

3.2.111 host ipv4 ucast

3.2.112 informs

3.2.113 shutdown

SNMP IPv4
Note:
SNMP SNMP
2.2.3
host { <v_ipv4 ucast> } [ <udp_port> ] [ traps | informs ]
<v_ipv4_ucast> SNMP IP
<udp_port> <1-65535> UDP
traps
informs
retires times timeout
Note:
SNMP SNMP
2.2.3
informs retries <retries> timeout <timeout>
<retries> <0 255>
<timeout> <0-2147>
SNMP
Note:
SNMP SNMP
2.2.3
shutdown

96/105




3.2.114 version

SNMP
Note:
SNMP SNMP
2.2.3
version { vl [ { <vl_comm> | encrypted <vl_comm_sec> } ] | v2
[ { <v2_comm> | encrypted <v2 comm sec> } ] | v3 enginelD

<v_word10_to_64> [ <securityname> ] }

vl SNMP 1
<vl_comm> SNMP

<vl _comm_sec>

V2 SNMP 2
<v2_comm> SNMP

<v2_comm_sec>

V3 V3SNMP 3

<v_word10_to 64> ID

<securityname>

3.2.115 snmp-server location

SNMP

snmp-server location <v_line255>

<v_line255>

3.2.116 snmp-server security-to-group

Security-to-group

snmp-server security-to-group model { vl | v2c | v3 } name
<security_name> group <group_name>

vl vl
v2c v2c
v3 v3

<security_name>

<group_name>
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3.2.117 snmp-server trap

snmp-server trap <source name> [ id <filter_id> ] [ <oid_subtree>
{ include | exclude } ]

<source_nhame>

"authenticationFailure® "coldStart*®
“entConfigChange® “fallingAlarm®
"ipTrapInterfacesLink® "linkDown®" "linkUp*
"IldpRemTablesChange® “risingAlarm®

<filter_id>

<0-127> ID

<oid_subtree>

01D

include

exclude

3.2.118 snmp-server user

SNMPv3

snmp-server user <username> engine-id <enginelD> [ { md5

{ <md5_passwd> | { encrypted <md5_passwd_encrypt> } } | sha

{ <sha_passwd> | { encrypted <sha_passwd _encrypt> } } } [ priv { des
| aes } { <priv_passwd> | { encrypted <priv_passwd_encrypt>} } ] 1

<username>

<enginelD>

<md5_passwd>

MD5

<md5_passwd_encrypt> MD5

<sha_passwd>

SHA

<sha_passwd_encrypt> SHA

des

DES

aes

AES

<priv_passwd>

<priv_passwd_encrypt>

3.2.119 snmp-server view

MIB

snmp-server view <view_name> <oid_subtree> { include | exclude }
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<view_name> MIB

<oid_subtree> MIB oID

include

exclude

3.2.120 username

username { <input_username> } privilege <priv> password { unencrypted
<unencry_password> | encrypted <encry password> | none }

<input_username> QO

<priv> <0-15>

<unencry_password>

<encry_password>

none NULL
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5.3 TELNET/SSH

P
ENABLE
ENABLE
TELNET/SSH
TELNET/SSH
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5.6 PoE

Status Enable

(RJ-45)
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No.

LAN

IEEE802.
IEEE802.
IEEE802.
IEEE802.
IEEE802.
IEEE802.

3 10BASE-T

3u  100BASE-TX, 100BASE-FX

3z 1000BASE-X

3ab 1000BASE-T

3u  Auto-Negotiation

3at PoE Plus (For PoE Model Only)

ITU-T

V.24/V.28

RFC1157
RFC1901
RFC1905
RFC1908

Simple Network Management Protocol (SNMP)
Introduction to Community-based SNMPv2
Protocol Operations for Version 2 of the SNMP
Coexistence between Version 1 and Version 2 of

the Internet-standard Network Management Framework

RFC2570

Introduction to Version 3 of the

Internet-standard Network Management Framework

RFC2575
IEEE802
I1EEEB02

View-based Access Control Model (VACM) for SNMP
.3ah Ethernet OAM (Ethernet in the first mile)
.lab LLDP (For PoE Model Only)

RFC1213
RFC1493
RFC1757
RFC2674
RFC2819
RFC2233
1EEEB02

Internet MIB
Bridge MIB (IEEE8021-BRIDGE-MIB)
RMON 1, 2, 3, 9
Q-Bridge MIB (1EEE8021-Q-BRIDGE-MIB)
RMON MIB (STATISTICS, HISTORY, ALARM, EVENT)
itMIB
.3ah DOT3-0AM-MIB
MIB

RFC793
RFC768
RFC1350
RFC783
RFC791
RFC792
RFC826
RFC854
RFC954
RFC1305
RFC3164

TCP(Transmission Control Protocol)
UDP(User Datagram Protocol)

THE TFTP PROTOCOL (REVISION 2)
TFTP Client

IP(Internet Protocol)
ICMP(Internet Control Message Protocol)
ARP(Address Resolution Protocol)
TELNET

FTP Client

NTP(Network Time Protocol version)
SYSLOG

RFC951/RFC1541 BootP/DHCP Client

RFC4250
RFC4251
RFC4252
RFC4253

The Secure Shell(SSH) Protocol Assigned Numbers
The Secure Shell(SSH) Protocol Architecture
The Secure Shell(SSH) Authentication Protocol
The Secure Shell(SSH) Transport Layer Protocol
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No.

RFC4254 The Secure Shell(SSH) Connection Protocol
RFC4256 Generic Message Exchange Authentication for the
Secure Shell Protocol (SSH)
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