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Web

1.1

@

&)

®

GUI
(cLI

IP
IP 1 10
3 16 10
MAC 00:40:66:0A:0B:0C

MAC

00:40:66: OA : OB - OC 10 .
008500 [

MAC

10.10.11.12

16

8 (255.0.0.0)

IP
IP

APRESIA Systems, Ltd.
MODEL :APLMC
RATING:12V=== 0.4A
SERIAL No. 30326YYYXXXX Rev.A

MAC ADDRESS 004066 - XXXXXX

O

| Default IP:10.XX.XX.XX/8 €

A

CLASS 1
/A Il@%!%!!ll Vel

DATE:YYYY-MM MADE IN TAIWAN
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APRESIA Systems, Ltd.
MODEL :APLMC
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(IR IR
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1.2

€D IP

| @ ) |
l

| s ) |
l

| oN |
l

| oN |
l

LED
PWR LED
l
Enter

ApresialLightMC Gigabit Ethernet Media Converter
Command Line Interface

Firmware: 1.00.03
Copyright(c) 2020 APRESIA Systems, Ltd. All rights reserved.

Press the <TAB> or <?> key any time you lose the direction

Warning for security
Please change default password for login account as soon after start using.
And also, please set access-allowed IP address to avoid incorrect access
by using access management function.

Press ENTER to get started
Username: adpro

Password:
#

adpro pass1234

# configure terminal
(config)# username adpro privilege 15 password unencrypted passl234
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1P 10.1.1.1/8

(config)# interface manage
(manage-config)# ip address 10.1.1.1 255.0.0.0
(manage-config)# exit

1P 10.1.1.10

(config)# access management 1 10.1.1.10 all
(config)# access management

# copy running-config startup-config
Building configuration...
% Saving 2220 bytes to flash:startup-config

#
!
#logout
)
OFF
!
(2) Web GUl
Web GUl LAN
IP HTTPS
) https://10.1.1.1
!
| @41 )
)
| Q)
!
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RS232C ( RJ-45/ D-SUB9 )
RS-232C 1-3
1-3 RS-232C (0-SB9 -9 )
(RI-45) (D-SUB9)
1 RS(RTS) 7 CS(CTS)
2 ER(DTR) 4 DR(DSR)
3 SD(TXD) 3 RD(RXD)
4 SG(GND) 5 SG(GND)
5 SG(GND)
6 RD(RXD) 2 SD(TXD)
7 DR(DSR) 6 ER(DTR)
8 CS(CTS) RS(RTS)
5 4 3 2 1
O O O O O
12345678 \\\ O O O O
TN —
RJ-45 « ) D-SUB9 C )
0 10BASE-T/100BASE-TX/1000BASE-T Ethernet




2. Web GUI

Web GUl /
2.1
3 2-1
2-1
[]
[Home]
> >

Configuration > System

[Configuration] [System]
2.2
Web
2.3
2.4
Web HTTPS Web

Gul GUl

0 Web GUI JavaScript
Web Java
o HTTPS  Web GUI GUI CPU
CPU
2.4.1
https://[ IP ]
IP IP

IP
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Windows F¥2171

iexplore.exe

H—/\- 10.249.31.10 #I1-H -+ AT-FEEHLTIFT.

F=I-N50H =: "WebStaX".

NAT-F

[] steis®kezeds

oK Fruell

( :adpro : ) OK
GUI

Web GUI

2.4.2 GUI
GUI 3

NAPR ES"A APLMC Gigabit Ethernet Media Converter * =3 '?

¥ Gonfiguration
» Sy'“s%em Port State Overview Auto-refresh |
= Porls

» Security .|. C
[ LH ]

» Link OAM
NPRESIN

= Loop Protection
= Storm Policing
sLPT
+ Monitor
» System
» Ports:
» Link OAM
» Security
= Loop Protection 3
» DDMI
~ Diagnostics
= Ping (IPv4)

ApresiaLightMC

= Traceroute (IPv4)
+ Maintenance

= Restart Device

= Factory Defaults

» Software

» Configuration

Refresh
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Maintenance >
Configuration > Save startup-config
(CLD) copy running-config startup-config

2.5
Web ( 1

NPRESIA.

» Configuration
» Monitor

» Diagnostics

» Maintenance

Web [Port State Overview]
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0 (Ver. 1.00)

3.1 Configuration
3.1.1 System Information
Configuration > System > Information

System Information Configuration

System Contact
System Name
System Location

Save || Reset |

System Contact
0
255 32 126 ASCI
System Name
(A Z a 2)
© 9 ) ¢)
0 63
System Location ( : telephone closet, 3rd floor)
0 255 32 126
ASCII
Save
Reset

3.1.2 System IP
Configuration > System > IP
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IP IP IP
8 32
IP Configuration
IP Interfaces
DHCPv4 IPva
Enable Client ID Hostname Fallback Current Lease Address Mask Length
Type | IfMac | __Ascl HEX
O |Auo v PortUSER ¥ 0 10.249.31.9 | 24 |
IP Routes
Delete | Network | Mask Length | Gateway
[} 0.0.0.0 0 10.249.311
[ 0.0.0.0 0 10.250.4.4
O 0.0.0.0 0 10.250.4.8
O 0.0.0.0 0 10.250.4.10
O 0.0.0.0 0 10.250.4.40
[ 0.0.0.0 0 10.250.4.77
IP Interfaces
DHCPv4/ DHCPv4
Enable DHCPv4
1Pv4
DHCPv4/ Auto
Client 1D/ IF_MAC ASCII HEX Auto Auto
Type ( ) DHCP
61 hostname
XX=XX=XX=XX=XX=XX MAC
Note: 2 61
00
XX=XX=XX=XX=XX=XX 61 18
0x00 Not HW Address
DHCPv4/ DHCP DHCPv4
Client 1D/ Ifmac
IfMac MAC DHCP 61
2 61
MAC 2
Note: 0laabbcc010203 7 61
01
0x01 Hardware type Ethernet
DHCPv4/ DHCP ASCII DHCPv4
Client 1D/ ascii ASCII DHCP
ASCII 61
Note: 61 00
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0x00 Not HW Address
DHCPv4/ DHCP 16 DHCPv4
Client 1D/ HEX DHCP 61
HEX 16
Note: 61 HEX
DHCPv4/ DHCP DHCPv4
Hostname [DHCP optionl2]
12 system mac
DHCPv4/ DHCP
Fallback IPv4 IPv4
0
DHCP 0
4294967295
DHCPv4/ DHCP
Current Lease DHCP
1Pv4/ IPv4 10 DHCP
Address
IPv4 DHCP
1Pv4/ 1Pv4 ( )
Mask Length 1Pv4 0 30 DHCP
IPv4 DHCP
IP Routes
Delete IP
Network IP
10
0.0.0.0.
Mask Length ( ) 1P
0 32
0( )
Gateway 1P IP 10
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Add Interface . 1P
Add Route 1P 32
Save
Reset
o IP VLAN default(vid=1
vid=1 vid IP
3.1.3 System NTP
Configuration > System > NTP
NTP
NTP Configuration
Mode Disabled (v
Server 1
Server 2
Server 3
Server 4
Server 5
Save Reset

Mode NTP

[Enabled] NTP
[Disabled] NTP
Server # NTP IPV4

Save

Reset

3.1.4 System Time
Configuration > System > Time
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Time Zone Configuration

Time Zone Configuration
Time Zone (UTC+09:00) Osaka, Sapporo, Tokyo v
Hours v
Minutes 0 v
Acronym JST (0-16 characters )

Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time | | Disabled v
Start Time settings

Month Jan ¥

Date 1 Y

Year 2014 Y

Hours 0 T

Minutes 0 Y
End Time settings

Month Jan ¥

Date 1 Y

Year 2097 Y

Hours 0 T

Minutes 0 Y

Offset settings
Offset |1 (1 - 1439) Minutes

Date/Time Configuration

Date/Time settings
Year 2019 (2000 - 2037)
Month Oct v
Date 21 v
Hours 12 v
Minutes 41 v
Seconds 39 v

Save || Reset

Time Zone Configuration
Time Zone
[Save]
[Manual Setting]
Hours utc [Manual
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Setting]

Minutes utc ( )
[Manual Setting]

Acronym

" NULL

Daylight Saving Time Configuration

Daylight Saving Time
[Disable]
[Recurring]
[Non-Recurring]
:[Non-Recurring])

Recurring Configurations

Start time settings

Week

Day

Month

Hours

Minutes

End time settings

Week

Day

Month

Hours

Minutes

Offset settings

Offset ( 11 1439)

Non Recurring Configurations

Start time settings

Month

Date

Year

Hours

Minutes

End time settings

Month

Date

Year

Hours

Minutes

Offset settings

Offset ( 21 1439)

Date/Time Configuration /

Date/Time Settings /
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Year ( 12000 2037)
Month
Date
Hours

Minutes

Seconds

Save

Reset

3.1.5System Log
Configuration > System > Log

System Log Configuration

Server Mode | Disabled v|
Server Address | |
Syslog Level | Informational V|

[ Save H Reset l

Server Mode mode syslog
syslog syslog UDP
ubP 514 ubP
syslog syslog
syslog
[Enabled]:
[Disabled]:
Server Address syslog 1Pv4
Syslog Level syslog
[Error]: Error(3)
[Warning]: Warning(4)
[Notice]: Notice(5)
[Informational]: Informational (6)
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Save

Reset

3.1.6 System Alarm Profile
Configuration > System > Alarm Profile
/

Alarm Profile

No | Description | Enabled
. * ¥
1 Link down on Port-USER W
2 Link down on Port-LH
3 Link down on Port-MANAGE ]
Save Reset

No
Description
Enabled

SNP SNMP

SNMP

Save

Reset

3.1.7 Ports
Configuration > Ports
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Port Configuration
Port "i“kI Current | sze:nﬁgured Iﬁ: [THEI:: } ~ T"1§§§°‘|'1e } Frame Size | Coliston Mede | Length Gheck ”?Ji'ﬂﬂ'x\ Description
< v [~ i i 9600 Y 0 > v
USER 1Gfdx ] ¥ =] 9600 [Discard v M [MDI ] [USER Port
LH 100fdx Fiber 9600 m| LH Port
MANAGE 1007dx [aue V] ¥ ™ ~ 9600 [Discard v O [MDI_~] [Management Port
Port
Link
Speed/Current
Speed/Configured
[Disabled]
[Auto] AutoNegotiation
[10Mbps HDX] 10Mbps
[10Mbps FDX] 10Mbps
[100Mbps HDX] 100Mbps
[100Mbps FDX] 100Mbps
[1Gbps FDX] 1Gbps
Adv Duplex Speed/Configured [Auto] AutoNegotiation
Duplex
Fdx Full Duplex( )
Hdx Half Duplex( )
Adv Speed Speed/Configured [Auto] AutoNegotiation
10Mbps, 100Mbps, 1Gbps
Speed  Duplex
Speed
Maximum Frame Size FCS
1518 9600
Excessive Collision
Mode [Discard] 16 ( )
[Restart] 16
Frame Length Check EtherType/Length
EtherType 1535
( ) EtherType/Length
1535 EtherType
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)
EtherType/Length
1536

Note:
MDI/MDIX Mode MDI, MDIX

Speed/Configured [Auto]

AutoNegotiation

Speed/Configured MDI, MDIX
Description 255
Save
Reset
Refresh

0 Excessive Collision Mode Frame Length Check

3.1.8Users

Configuration > Security > System > Users

Web

Users Configuration

User Name | Privilege Level

adpro

15

Add New User
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Add User

User Settings

User Name

Password

Password (again)

Save Reset Cancel

User Configuration

User Name

Privilege Level 0 15

15

10 /

15
10 5

Add User
User Name 1
31

Password 0 31

10 /

10

Password (again)
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Add New User

Save

Reset

Cancel

Delete User | (

3.1.9 SSH/TELNET

Configuration > Security > System > SSH/TELNET
SSH/TELNET

SSH Configuration

SSH Mode Enabled v
TELNET Mode | |Disabled v

Save Reset

Mode SSH TELNET

[Enabled] SSH/TELNET
[Disabled] SSH/TELNET (TELNET

)
Save

Reset

3.1.10 HTTPS
Configuration > Security > System > HTTPS
HTTPS
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HTTPS Configuration Refresh
Mode Enabled v
Automatic Redirect | |Enabled v
Certificate Maintain | |INone Vv
Certificate Status System's secure HT TP certificate is presented
save Reset
Mode HTTPS
[Enabled] HTTPS
[Disabled] HTTPS
Automatic Redirect | HTTPS HTTPS mode Enabled
HTTP
HTTPS
HTTPS
[Enabled] HTTPS
[Disabled] HTTPS
Certificate
Maintain [None]
[Delete]
[Upload] PEM [Web Browser]
[URL]
[Generate] RSA
Certificate Pass
Phrase
Certificate Upload PEM
2 1 PEM
Linux cat cat
my.cert my.key > my.pem Firefox v37  Chrome v39
DSA
RSA
[Web Browser]
[URL] URL
HTTP, HTTPS, TFTP, FTP
HTTP URL < >://[[:< >]<
>@]< >[:< >Q[/< >)/< >
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tftp ://10.10.10.10/new_image_path/new_image
http:://username:password@10.10.10.10:80/new_image_path/new_image
(A Z a 2)

© 9 ) @) Q) O
63

Certificate Status

System®s secure HTTP certificate is presented.
System®s secure HTTP certificate is not presented.
System®s secure HTTP certificate is generating ....

Save

Reset

Refresh

3.1.11 Access Management

Configuration > Security > System > Access Management

16

Access Management Configuration

[ Mode [ [Disabled V]|

Delete | Start IP Address ] End IP Address [ HTTP/HTTPS | SNMP | TELNET/SSH

| Delete ||

0.0.0.0] | 0.0.0.0] O O O

Mode

[Enabled]
[Disabled]

Delete

Start IP address

1P

End IP address

IP

HTTP/HTTPS

1P 1P
HTTP/HTTPS

SNMP

1P 1P
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SNMP

TELNET/SSH 1P 1P

TELNET/SSH

Add New Entry

Save

Reset

3.1.12 SNMP System

Configuration > Security > System > SNMP > System
SNMP

SNMP System Configuration

Mode ' Enabled v
Engine ID | |800016c9030011223344aa

| Save H RESE[|

]
Mode SNMP

[Enabled] SNMP
[Disabled] SNMP
Engine ID SNMPv3 ID

(16 )

Save

Reset

3.1.13 SNMP Trap Destination

Configuration > Security > System > SNMP > Trap > Destination
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Trap Configuration

Trap Destination Configurations

Delete | Name | Enable | Version | Destination Address | Destination Port
O trap-01 Disabled SNMPvZc 0.0.0.0 162
I trap-02 Disabled SNMPv2c 0.0.0.0 162
| trap-03 Disabled SNMPv2c 0.0.0.0 162
Il trap-04 Disabled SNMPv2c 0.00.0 162

| Add New Entry

Save Reset

Trap Destination Configurations

Name

Enable

[Enabled] SNMP
[Disabled] SNMP

Version SNMP
[SNMPv1] SNMPv1
[SNMPv2c] SNMPv2c
[SNMPv3] SNMPv3

Destination Address SNMP IP
Destination port SNMP SNMP
SNMP 1 65535
[SNMP 1
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SNMP Trap Configuration

Trap Configuraton Name | &345 v

Trap Config Name

Trap Mode

Trap Version

Trap Community

Trap Destination Address

Trap Destination Port

Trap Inform Mode

Trap Inform Timeout (seconds)

Trap Inform Retry Times

Trap Security Engine ID

Trap Security Name

e345
Disabled
SNMP v2c
public

162
Disabled
3

5

8000011603004066e0a71a

None

Save || Reset

SNMP Trap Detailed Configuration SNMP

[Enabled] SNMP
[Disabled] SNMP

Trap Config Name 32
33 126 ASCII
Trap Mode SNMP
[Enabled] SNMP
[Disabled] SNMP
Trap Version SNMP
[SNMPv1] SNMP SNMPv1
[SNMPv2c] SNMP SNMPv2c
[SNMPv3] SNMP SNMPv3
Trap Community SNMP
0 63
ASCII 33 126
Trap Destination SNMP IP
Address
Trap Destination SNMP SNMP
port SNMP 1 65535
Trap Inform Mode SNMP
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Trap Inform Timeout | SNMP 0
(seconds) 2147
Trap Inform Retry SNMP 0
Times 255
Trap Security Engine | SNMP ID SNMPv3
ID USM
ID 10
64 (16 )
F
Trap Security Name SNMP SNMPv3 USM

Add New Entry

Save

Reset

3.1.14 SNMP Trap Sources
Configuration > Security > System > SNMP > Trap > Sources
SNMP

Trap Configuration

Trap Source Configurations

Delete | Name | Type | Subset OID
| Delete |[coldStart v|[included V] |
| Add New Entry |

| Save ” Reset |

Delete

Name

Type
[Included]
[excluded]
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Subset OID

1000001

™

ifIndex
1

01D

linkUp

(0-4294967295)

0ID

linkDown

oID

63

01D

Add New Entry

32

Save

Reset

3.1.15 SNMP Communities
Configuration > Security > System > SNMP > Communities

SNMPv3 Community

SNMPv3 Community Configuration

Delete | Community hame | Community secret | Source IP | Source Prefix
O public public 0.0.0.0 0
O private private 0.0.0.0 0
| Delete | | | | | | | |
| Add New Entry | | Save || Reset |

Delete
Community Name SNMP
1 32 33 126 ASCII
Community Secret SNMP SNMPv1 SNMPv2c
( )
1 32 33 126 ASCII
Source IP SNMP
Source Mask SNMP

Add New Entry
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Save

Reset

3.1.16 SNMPv3 Users
Configuration > Security > System > SNMP > Users
SNMPv3 ID

SNMPv3 User Configuration

Delete Engine ID I:l.lser Security Authentication | Authentication | Privacy Privacy
ame Level Protocol Password Protocol | Password
Delete | | 80000116030040660a0b0c| | | [Auth, Priv V] [MD5 V| | | [DES V] |
Add New Entry | | Save || Reset |
Delete
Engine ID ID
10 64 (16 )
F SNMPv3
User-based Security Model (USM)
View-based Access Control Model (VACM)
USM usmUserEnginelD
usmUserName usmUserEnginelD
snmpEnginelD
SNMP snmpEnginelD
ID ID
User name 1
32 33 126 ASCI1
Security Level
[NoAuth,NoPriv]
[Auth,NoPriv]
[Auth,Priv]
Authentication
Protocol
[MD5] MD5
[SHA] SHA
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Authentication MD5
Password 8 32 SHA

8 40 33 126
ASCI

Privacy Protocol

[DES] DES
[AES] AES
Privacy Password
8 32 ASCII 33

126

Add New Entry

Save

Reset

3.1.17 SNMP Groups
Configuration > Security > System > SNMP > Groups
SNMPv3

SNMPv3 Group Configuration

Delete | Security Model | Security Name | Group Name
O vl public default_ro_group
] vl private default rw_group
(] vZc public default_ro_group
O vZc private default_rw_group

| Add New Entry | | Save || Resst |

Delete
Security Model

[vl] SNMPv1
[v2c] SNMPv2c
[usm] User-based Security Model (USM)

Security Name

1 32 33 126 ASCI
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Group Name

32 33 126

ASCII

Add New Entry

Save

Reset

3.1.18 SNMPv3 Views
Configuration > Security > System > SNMP > Views
SNMPv3

SNMPv3 View Configuration

Delete | View Name | View Type | OID Subtree
(] default_view |included v | 1

| Add New Entry | | Save || Heseat |

Delete
View Name 1
32 33 126 ASCI1

View Type

[included]

[excluded]

[excluded]
[included] oID
[excluded]
OID Subtree oID
oID 1 64
™

Add New Entry

Save

Reset
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3.1.19 SNMP Access

Configuration > Security > System > SNMP > Access

SNMPv3

SNMPv3 Access Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name
default_ro_group any  NoAuth, NoPriv default_view v None T
default rw_group any MNoAuth, MoPriv default view ¥ default view ¥
Add New Entry Save || Reaset
Delete
Group Name Group Name

3.1.17 SNMP Groups

Security Model

[any]

[vl] SNMPv1

[v2c] SNMPv2c

[usm] User-based Security Model (USM)

Security Level

[NoAuth,NoPriv]
[Auth,NoPriv]
[Auth,Priv]

Read View Name

MIB MIB
View Name 3.1.18 Views

Write View Name

MIB
MIB View Name 3.1.18 Views

Add New Entry

Save

Reset

3.1.20 RMON Statistics

Configuration > Security > System > RMON > Statistics

RMON
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RMON Statistics Configuration

Delete | ID | Data Source
 Delete | 1.3.6.1.2.1.2.2.1.1. 0

Add New Entry | ‘ Save H Reset ‘

Delete
ID 1 65535
Data Source ID
USER -1000001
LH :1000002
MANAGE 1000003
. Add New Entry RHON
Save
Reset

3.1.21 RMON History
Configuration > Security > System > RMON > History
RMON ID

RMON History Configuration

Buckets

Delete ID Data Source Interval Buckets
Granted

| Delete | | 1361212211 0 1800 | 50

‘ Add New Entry ‘ ‘ Save H Reset ‘

Delete
ID 1 65535
Data Source ID
USER 21000001
LH 11000002
MANAGE 1000003
Interval 1
3600 1800
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Buckets RMON

1 65535 50
Buckets Granted RMON
- Add New Entry | RNON
Save
Reset
3.1.22 RMON Alarm
Configuration > Security > System > RMON > Alarm
RMON ID
RMON Alarm Configuration
Delete‘ D | Interval | Variable | "‘w""p':" |\ra|ue| Startup asing | Rising | Falling | ﬁ:ﬂ:‘?
Delete 30 136121221, 0.0 Delta v [i] RisingOrFalling ¥

Add New Entry | | Save | Reset

Delete
ID 1 65535
Interval
1 2147483647
Variable Dxxx-yyy]
XXX 10 21 yyy 1000001 1000003
10.1000001  USER InOctets 21.1000003
MANAGE OutQLen
XXX yyy
XXX
10 InOctets:
( )
11 InUcastPkts:
12 InNUcastPkts:
13 InDiscards:
14 InErrors:
15 InUnknownProtos:
16 OutOctets:
( )
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17 OutUcastPkts:
18 OutNUcastPkts:
19 OutDiscards:
20 OutErrors:
21 OutQLen: (
yyy
1000001 USER
1000002 LH
1000003 MANAGE
Sample Type
[Absolute]
[Delta]
Value
Startup Alarm
[Rising]
[Falling]
[RisingOrFalling]
( )

Rising Threshold

(1 2147483647)

Rising Index

(1 65535)

Falling Threshold

(1 2147483647)

Falling Index

(1 65535)

Add New Entry

RMON

Save

Reset

3.1.23 RMON Event

Configuration > Security > System > RMON > Event

RMON
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RMON Event Configuration

Delete | ID | Desc |  Type | EventLast Time
Delete_ o

‘ Add New Entry ‘ ‘ Save H Reset ‘

Delete
ID 1 65535
Desc 0 127
null
Type
[none] SNMP SNMP
[log] SNMP
[snmptrap] SNMP
[logandtrap] SNMP
SNMP
Event Last Time
sysUpTime
Add New Entry . RMON
Save
Reset

3.1.24 Link OAM Port
Configuration > Link OAM > Port Settings
EFM-0AM

Link OAM Port Configuration

OAM Control | |Enabled

Port | OAM Mode | Loopback Support | Link Monitor Support | Critical Event Mode Ais
= [em v ] L]
LH [Active v n n
| save || Reset |
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OAM Control Link OAM (Enable) (disable)
OAM OAM LED DTE
critical event/link fault/dying gasp
OAMPDU 0AM
Note:LPT EFM-0AM
Port Link OAM LH
0AM Mode OAM
[Active]
OAMPDU
DTE 0AM
OAMPDU
0AM
DTE
0AM
[Passive] DTE
DTE DTE
DTE
OAMPDU
Loopback Support
Link OAM
DTE
Link Monitor Support
DTE
Critical Event Mode (USER )[APLMC_1](LH)------- (LH) [APLMC_2] (USER )
Ais APLMC_2  USER
(bit=0)  OAMPDU
APLMC_2  USER
(bit=1) OAMPDU
[ 1] APLMC_1  critical-event-mode ais
"show link-oam status" Critical Event

User-port status

[ 2] APLMC_1  critical-event-mode ais
"show link-oam status" User-port status

Critical Event
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Save

Reset

3.1.25Link OAM Event
Configuration > Link OAM > Event Settings
EFM-0AM

Link Event Configuration for Port LH

Event Name | Error Window | Error Threshold
Error Frame Event 1 1
Symbol Period Error Event |1 1
Seconds Summary Event 60 1

‘ Save “ Reset |

Event Name
Error Window 1
Error Threshold
Error Frame Event
@ )
( )
Media Access Control
1 60 "1
0 4294967295
- 1'
Symbol Period Error
Event
1 60
L
0 4294967295 "1
Seconds Summary Errored Frame Seconds Summary Event TLV
Event
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Media Access Control

0 65535

Seconds Summary Event 10 900

172

I60I

I1I

Save

Reset

3.1.26 Loop Protection

Configuration > Loop Protection

Loop Protection Configuration

General Settings

Global Configuration

Enable Loop Protection | [Disable v

Transmission Time 5 seconds
Shutdown Time 180 seconds
Port [ Enable | Action | TXx Mode

* M < v <> v

USER | Shutdown Port V||Enable V|
LH M  |Shutdown Port V||Enable V|
MANAGE M  |Shutdown Port V||Enable V|

Save Reset

General Settings

Enable Loop

Protection
Transmission Time PDU
1 10 5
Shutdown Time
() 0 604800 (7 ) 0
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180

Port Configuration

Port

Enable

Action
[Shutdown Port] [Shutdown Port and Log]

Tx Mode PDU
PDU

Save

Reset

3.1.27 LLDP (For PoE Model Only)
Configuration > LLDP > LLDP
LLDP

LLDP Configuration
LLDP Parameters

Tx Interval |30 seconds
Tx Hold |4 times
Tx Delay |2 seconds]

Tx Reinit |2 | seconds|

LLDP Interface Configuration

Optional TLVs

Interface | Mode | CDP aware | Trap [ Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
foe v O O ] M
GigabitEthernet 1/1 [Disabled V| O O ] ™ ™ ™ ™
GigabitEthernet 1/2 [Disabled V| a O M M i M M
FastEthernet 1/1  [Disabled V| O O [ M

LLDP Parameters LLDP

Tx Interval
LLDP LLDP
Tx Interval 5-32768
Tx Hold LLDP LLDP
LLDP Tx Hold Tx
Interval 2-10

Tx Delay ( :IP ) LLDP

LLDP Tx Delay seconds

Tx Delay Tx Interval 174
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1-8192

Tx Reinit LLDP
LLDP
LLDP Tx Reinit
LLDP
1-10
LLDP Interface Configuration LLDP
Interface LLDP
Mode LLDP
[Rx only] LLDP
LLDP
[Tx only] LLDP
LLDP
[Disabled] LLDP
LLDP
[Enabled] LLDP
LLDP
CDP Aware CDP Aware
CDP CDP ( CDP
) CDP
LLDP LLDP
CDP TLV
TLV (
CDP TLV CDP LLDP
) CDP TLV LLDP
CDP TLV ID LLDP ID
CDP TLV LLDP
CDP TLV
LLDP
CDP TLV ID LLDP
ID CDP TLV
LLDP
CDP  LLDP
CDP LLDP
LLDP
CDP aware
CDP 1
CDP aware CDP
Note: CDP aware CDP
Port Descr LLDP Port Descr
Sys Name LLDP Sys Name
Sys Descr LLDP Sys Descr
Sys Capa LLDP Sys Capa
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| Mgnt Addr LLDP Mgt Addr
Save
Reset
3.1.28 LLDP-MED (For PoE Model Only)
Configuration > LLDP > LLDP-MED
LLDP-MED LLDP-MED VolP

LLDP-MED Configuration
Fast Start Repeat Count

Fast start repeat count | 4 |

LLDP-MED Interface Configuration

Transmit TLVs [
Interface | Capabilities | Policies | Location | PoE | Device Type
* rl ' v v <= v
GigabitEthernet 1/1 Ld Ld i ! Connectivity ¥
GigabitEthernet 1/2 g L4 ci ci Connectivity ¥
FastEthernet 1/1 ti G t tl Connectivity ¥

Coordinates Location

| Latitude [0 > [Noth ¥ || Longitude |0 © East v || Aitude o

Meters ¥ | | Map Datum

WGS84 v

Civic Address Location

Country code State

City City district

Street Leading street direction
Street suffix House no.

Landmark Additional location info
Zip code Building

Floor Room no.

Postal community name P.O. Box

County

Block (Neighborhood)

Trailing street suffix

House no. suffix

Apartment

Place type

Additional code

Emergency Call Service

| Emergency Call Service | ‘

Policies

[ Delete [ Policy ID | Application Type | Tag [ VLAN ID [ L2 Priority | DSCP |
No entries present

Add New Policy

Fast start repeat count

Fast start repeat
count VolIP
LLDPU
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LLDP-MED
LLDP-MED Fast Start
LLDPDU LLDP TLV LLDP-MED
LLDP-MED
LLDPDU LLDP-MED TLV
LLDP-MED LLDP-MED
LLDP-MED
LLDPDU 1
LLDP
LLDP
LLDP
1 4 LLDP
4
LLDP-MED LLDP-MED LLDP-MED
LAN
LLDP-MED Interface Configuration LLDP-MED
Interface
Transmit TLVs - LLDP-MED
Capabilities
Transmit TLVs -
Policies LLDP-MED
Transmit TLVs - LLDP-MED
Location
Transmit TLVs - PoE PoE(Power over Ethernet)
LLDP-MED
Device Type LLDP-MED LLDP-MED
LLDP-MED
IEEEB02 LAN
LLDP-MED
LLDP-MED
LAN
1.LAN /
2. 1EEE 802.1
3. 1EEE 802.3 ( )
4.1EEE 802.11
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5. IEEE 802.1 AB MED 1EEEB02

: IEEES02LAN
IP
LLDP-MED
Network Connectivity Device Endpoint Device
LLDP-MED Endpoint Device
Network Connectivity Device
LLDP-MED (¢
)
Coordinates Location
Latitude 4 0 90
Longitude 4 0-180
Altitude 1 -2097151.9 2097151.9
( )
=0.0
0.0
Map Datum
WGS84: ( 3D)-World Geodesic System1984 CRS Code4327
NAD83/NAVD88: 1983 CRS 4269
; 1988( 88)
( =NAD83/MLLW
)
NAD83/MLLW: 1983 CRS 4269
; Mean Lower Low Water(MLLW)
/ /
Civic Address Location
Country code ASCII 1503166 - :DK,DE
us
State ( )
County ( )
City ( )
City district ( )
Block
(Neighborhood)
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Street

Leading street
direction

Trailing street
suffix

Street suffix

House no.

House no. suffix

Landmark

Additional location
info

Name

Zip code

Building

Apartment

Floor

Room no.

Place type

Postal community
name

P.0. Box

Additional code

Emergency Call Service

Emergency Call Emergency Call Service ELIN
Service ELIN CAMA ISDN
PSAP
ELIN
Policies
Delete
Policy ID ID
Application Type
1 - IP
VLAN
2 ( ):
Voice
3 - IP
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4 ( ):
Guest Voice
5.Softphone Voice-PC
VLAN
VLAN VLAN
VLAN(
)
L2 DSCP
6. - /
7. -
TCP
8 ( )-
Tag
VLAN
Untagged
IEEE 802.1 Q-2003
VLAN 1D 2
DSCP
Tagged IEEE 802.1 Q
VLAN ID 2
DSCP
IEEE 802.1 Q-2003
VLAN 1D IEEE 802.1 Q-2003 VLAN
(VID)
L2 Priority L2
L2 IEEE 802.1 D-2004
© 7
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0 IEEE 802.1 D-2004

DSCP IETF RFC2474
Diffserv DSCP
DSCP 64 (U 63)
RFC2475 DSCP
Adding a new policy
VLAN ID L2 DSCP
Add New Policy
32
Port Policies Interface Configuration
Interface
Policy Id
Save
Reset
3.1.29 PoE (For PoE Model Only)
Configuration > PoE > PoE
PoE
Power Over Ethernet Configuration
Reserved Power determined by | ® Class O Allocation O LLDP-MED

Power Management Mode

@® Actual Consumption O Reserved Power

PoE Port Configuration

Port | Mode | Operation | Maximum Power [W]
* |<:> Vl <= b 30
1 |Auto-Restart W PoE+ W 30

Save Eezet

Reserved Power determined by

Allocated mode

/PD
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Class mode PD

4 7 15.4

[Maximum Power( )1

30

LLDP-MED mode LLDP

Class LLDP

PoE

Power Management Mode

Actual Consumption

Reserved Power

PD

Port Configuration

Port
PoE PoE

PoE Mode PoE

Disable PoE

Enable PoE

Schedule PoE

Auto-Restart PoE
PD ICMP Ping Detection

Maximum Power

[Maximum Power]
30.0 W

Save

Reset

0 PoE PD PoE LED
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3.1.30 PoE Power Scheduler (For PoE Model Only)
Configuration > PoE > Power Scheduler

PoE
/ 1

PoE Power Scheduling Control on Port USER Port USER v

Power Scheduling Interval Configuration

Day Interval
Sun. | Mon. | Tue. | Wed. | Thu. | Fri. | Sat. Start - End

00:00 v |-|00:29 v | ® Power ON ' Power OFF

Action

Apply

Power Scheduling During 00:00 v -/ 05:59 v

Time Interval Lo :

Sun. | Mon. | Tue. | Wed. | Thu. | Fri. | Sat.
00:00-0029 @ ® o o [ ] ®
00:30-00:59 @ ® ® ® ® & o
01:00-01:29 @ ® ® [ ] ® o o
01:30-01:59 @ ® ® ® ® & o
02:00-02:29 @ ® ® [ ] ® & o
02:30-02:59 @ ® ® ® ® & o
03:00-03:29 @ ® ® [ ] ® & o
03:30-03:59 @ ® ® ® ® & o
04:00-04:29 @ ® ® [ ] ® & o
04:30-04:59 @ ® ® ® ® & o
05:00-05:29 @ ® ® ® ® & o
05:30-0559 @ ® ® [ ] ® o o
Save || Reset

Power Scheduling Interval Configuration

Day

Interval

Action Power On:

Power Scheduling During

Time Interval 1 48 30

Day
ON OFF
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Apply
Save

- ]
ey

Reset

3.1.31 PoE Power Reset (For PoE Model Only)
Configuration > PoE > Power Reset

PoE
PoE 5
PoE Power Reset Control on Port USER 'Port USER v |
Day .
Delete g n. [ Mon. | Tue. | Wed. [ Thu. | Fri. | Sat. | 'me (hh:mm)

Delete O ] (] o O ] ] \UU'|1‘00'|

Add New

Save H Reset ‘

Delete

Day

Time (hh:zmm) hh
mm

-

Save

Reset

3.1.32 PoE Ping Auto Checking (For PoE Model Only)
Configuration > PoE > Ping Auto Checking
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PoE ICMP Ping Auto Checking Auto-refresh Refresh | Clear Counters
Port | Enable (% Ping IP Address Interval | Number of | Failure Power Off Scet:"::;ggzsd Manual
IPv4 (sec) Retries Action Time (sec) Loss/Reboot Restart
¥ 30 3 <> v | |60
- 0/0
USER 30 3 Reboot PD ¥ | |60 0/0
Save | Reset | [Note ": To Enable ICMP Ping, use Configuration/PoE page, select Auto-Restart mode. Other modes will disable ICMP Ping.]

Port
PoE
Enable ICMP Ping Checking / Read
Only
PoE
[Auto Restart]
[Auto Restart]
Auto-Restart
PoE
PoE
Note:
ping 2
1.1P (0.0.0.0 )
2.PoE PD
Ping IP Address IPv4 Ping PD IPv4
0.0.0.0
Interval (sec) Ping
110 120
Number of Retries ping ping
5 5+1 ping 15
Failure Action ping (ping )
ping
PD Reboot
PD PoE
Power OFf Time (sec) ping PD Failure
Action time
:3 120
Counters ping / / PD
Sent/Rcvd/Loss/Reboot
Manual Restart PD PoE 3 5
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Auto-refresh [

Clear Counters |

Save

Reset

3.1.33 CPOE (For PoE Model Only)
Configuration > PoE > CPOE configuration
CPOE

CPOE Configuration

Mode | |Enabled W

Save Feset

Mode CPOE

[Enabled] CPOE ( )
[Disabled] CPOE

Save

Reset

0 Continuous PoE (c-poe)
PD POE ( 30 )
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3.1.34 Storm Policing
Configuration > Storm Policing

MAC
(VLAN ID DMAC)

Global Storm Policer Configuration

Frame Type | Enable | Rate [ Unit
Unicast O 1 |fps V|
Multicast O 1 |fps V|
Broadcast [l 1| |fps V|

| Save || Reset |

Frame Type
Enable
Rate
fps 1-1024000 Unit kfps 1-1024
Rate 512fps 1 2 4 8 16 32 64,128,256 512fps
Rate 512fps 1 2 4 8 16 64 128 256 512
1024kfps
Unit fps kfps
Save
Reset
3.1.35LPT
Configuration > LPT
LPT( )
2 LPT USER LH
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( ) USER

(Force Down)

EFM-OAM(1EEE802.3ah OAM)

LPT EFM-OAM(IEEE802 . 3ah 0AM)
(EFM-0AM LPT )
LPT Configuration
Mode Enabled v
USER port Advertise Wait Time | 0 time unit 0.1 sec (100 millisecond)
LH port Advertise Wait Time 0 time unit 0.1 sec (100 millisecond)

| Save | Reset ‘

Mode LPT
[Enabled] LPT
[Disabled] LPT
ILPT EFM-0AM
OAM LED:
APLMC(POE) OAMPDU
(
:false)
USER port Advertise USER
Wait Time (
0 20(x100 ) 0.1
0 ( )
LH port Advertise LH
Wait Time Link Fault Message ( )
0 20(x100 ) 0.1 2
0 ( )
- ]
Save
Reset
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3.2 Monitor
3.2.1 System Information
Monitor > System > Information

System Information

Auto-refresh [ | Refresh

System

Contact
Name
Location

Hardware
Product Mame APLMCLXPOE
MAC Address 00-40-66-e0-a7-2e
Serial Mumber 303279000014

Temperature-PSE 62 C

Time

System Date
System Uptime

2020-05-04 11:44:16+09:00
Zdays 00:12:02

Software

Software Version 1.00.02
Software Date 2020-04-23 10:11:34+08:00
Acknowledgments Details

Contact Configuration > System > Information]|System Contact
Name Configuration > System|]Information > System Name
Location Configuration > System > Information|System Location
MAC Address MAC
Serial Number
Temperature-PSE PoE LSI
(ApersiaLightMC-PoE

)

System Date

System Uptime

Product Name

Software Version

Software Date

Acknowledgements
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Auto-refresh [ 5
Refresh
3.2.2CPU Load
Monitor > System > CPU Load
SVG CPU
100 1 10 120
SVG SVG
SVG
CPU Load Auto-refresh ¢
100ms 0% Isec 0% 10sec 0% (all numbers running average)
75%
50%
25%
M\
Auto-refresh V] ,
3.2.3 IP Status
Monitor > Systems > IP Status
1P IP
3 (ARP )
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IP Interfaces

Auto-refresh [

Refresh

Interface | Type |

Address

Status

VLAN1  LINK 00-40-66-e7-ea-61 <UP BROADCAST MULTICAST=
VLAN1 IPv4  10.249.31.10/24
Routes
Network | Gateway | Status
0.000/0 10249311 <UP GATEWAY>
10.249.31.0/24 VLANA1 <UP=>
Neighbour cache
IP Address | Link Address
102459311 VLAN1:00-40-66-13-09-69

IP Interfaces IP

Interface

Type

LINK

1Pv4

Address

Status

Routes

Network

Gateway

Status

Neighbor cache

IP Address

Link Address

(MAC)

Refresh

Auto-refresh V]

3.2.4 System Log

Monitor > System > Log

Web
[Level]
[Clear Level]

(entries per page.)
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[Start from ID]

-
|<<
System Log Information Auto-refresh ) | Refresh || Clear | [<< || << | >> || >>|
Level All A
Clear Level | All v

The total number of entries is 7 for the given level.

Start from ID |1 ‘ with |20 | entries per page.
ID| Level | Time | Message
1 Informational 2019-10-17 08:04:06+09:00 SYS-BOOTING: Switch just made a cold boot.
2 Notice 2019-10-17 08:04:08+09:00 LINK-UPDOWN: Interface Vlan 1, changed state to down.
3 Notice 2019-10-17 08:04.08+09:00 LINK-UPDOWN: Interface Vlan 1, changed state to down.
4  Warning 2019-10-17 08:04:19+09:00 SYSTEM: Alarm LED, changed state to ON (stable).
5 Notice 2019-10-17 08:39:11+09:00 LINK-UPDOWN: USER Port Link Up.
6 Notice 2019-10-17 08:39:14+09:00 LINK-UPDOWN: Interface Vlan 1, changed state to up.
7 Notice 2019-10-17 08:42:01+09:00 LINK-UPDOWN: Interface Vlan 1, changed state to up.
ID ID
Level
Informational: Informational
Warning: Warning
Error: Error
Time
Message

Auto-refresh Wi

Refresh

Clear

|{{

=<

==
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3.2.5 System Detailed Log
Monitor > System > Detailed Log

Detailed System Log Information

ID

1

Message

Refresh

< > b

Level
Time

Notice
2020-01-02 09:00:12+09:00
Message LINK-UPDOWN: USER Port Link Up(LPT)

3.2.6 System Alarm

Level

ID

ID(1

)

Message

Refresh ID
|-=:*=: ID
== ID
= ID
}}| ID

Monitor > System > Alarm

Alarm Current

Alarm Current = Alarm History

SeqNo |

Description

Time

2

Link down on LH Port

2019-10-17 08:04:20+09:00
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Alarm History Auto-refresh Clear || Refresh

Alarm Current | Alarm History

SeqNo | Description | State | Time

1 Link down on USER Port Set 2019-10-17 08:04:20+09:00
2 Link down on LH Port Set 2019-10-17 08:04:20+09:00
3 Link down on USER Port Clear  2019-10-17 08:39:11+09:00

Alarm Current

SegNo

Description

Time

Alarm History

SegNo

Description

State

Time

Auto-refresh

Refresh

Clear

3.2.7 Ports State
Monitor > Ports > State

Port State Overview Auto-refresh Refresh

LINK/ACT F'gﬁ.

PoE LOOP

OAM ALM

LH MANAGE RESET

NPRESIN ApresiaLightMC-PoE
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RJ45
SFP [_] [ ]
Disabled Down Link
PIR 2
LOOP O
(
ALM O
( USER LH )
LINK/ACT @
)
PoE i POE
(For PoE Model @ POE PD
Only)
POE PD
OAM O EFM-0AM
USER
(dying gasp)
EFM-O0AM
Auto-refresh V] 5
Refresh
PoE LED

0 PoOE

3.2.8 Traffic Overview

Monitor > Ports > Traffic Overview
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Port Statistics Overview Auto-refresh

Port Packets Bytes Errors Drops Filtered
Received | Transmitted | Received | Transmitted | Received | Transmitted | Received | Transmitted | Received
USER 7719 5838 1218817 1474279 0 0 0 0 2364
LH 0 1 0 68 0 0 0 0 0
MANAGE 0 0 0 0 0 0 0 0 0
Port
Packets
Bytes
Errors
Drops
Filtered
Refresh

Clear

Auto-refresh Wi

3
3.2.9 Detailed Statistics
Monitor > Ports > Detailed Statistics
Detailed Port Statistics Port USER Auto-refresh ' Refresh | Clear
Receive Total | Transmit Total
Rx Packets B336 Tx Packets 6526
Rx Octets 1340261 Tx Octets 1725070
Rx Unicast 5458 Tx Unicast 6519
Rx Multicast 2372 Tx Multicast 0
Rx Broadcast 506 Tx Broadcast 7
Rx Pause 0 Tx Pause 0
Receive Size Counters | Transmit Size Counters
Rx 64 Bytes 3455 Tx 64 Bytes 2039
Rx 65-127 Bytes 3204 Tx 65-127 Bytes 2228
Rx 128-255 Bytes 272 Tx 128-255 Bytes 435
Rx 256-511 Bytes 7 Tx 256-511 Bytes 1037
Rx 512-1023 Bytes 1264  Tx 512-1023 Bytes 197
Rx 1024-1526 Bytes 44 Tx 1024-1526 Bytes 580
Rx 1527- Bytes 0 Tx 1527- Bytes 0
Receive Queue Counters I Transmit Queue Counters
Rx Q0 8336 Tx Q0 6521
Rx Q1 0 T™xQ1 0
Rx Q2 0 TxQ2 0
Rx Q3 0 T™xQ3 0
Rx Q4 0 TxQ4 0
Rx Q5 0 TxQ5 0
Rx Q6 0 TxQ6 0
Rx Q7 0 Txa7 5
Receive Error Counters I Transmit Error Counters

Rx Drops 0 TxDrops 0
Rx CRC/Alignment 0 Tx Late/Exc. Coll. 0
Rx Undersize 1]

Rx Oversize 0

Rx Fragments 0

Rx Jabber 0

Rx Filtered 2372
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Receive Total and Transmit Total

Rx and Tx Packets

Rx and Tx Octets

FCS

Rx and Tx Unicast

Rx and Tx Multicast

Rx and Tx Broadcast

Rx and Tx Pause

PAUSE

MAC

Receive and Transmit Size Counters

Receive and Transmit Queue Counters

Receive Error Counters

64

Rx Drops

Rx CRC/Alignment CRC

Rx Undersize CRC
Rx Oversize CRC
Rx Fragments CRC
Rx Jabber CRC
Rx Filtered

Note:

Transmit Error Counters

Tx Drops

Tx Late/Exc. Coll.

Refresh

Clear

Auto-refresh V]

3.2.10 Link OAM Statistics
Monitor > Link OAM > Statistics

LH
OAM

OAM

OAM
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Detailed Link OAM Statistics for Port LH Auto-refresh D\ Refresh || Clear \

Receive Total | Transmit Total

Rx OAM Information PDU's
Rx Unique Error Event Notification
Rx Duplicate Error Event Notification

Tx OAM Information PDU's
Tx Unique Error Event Notification
Tx Duplicate Error Event Notification

Rx Loopback Control
Rx Variable Request
Rx Variable Response
Rx Org Specific PDU's
Rx Unsupported Codes
Rx Link Fault PDU's

Rx Dying Gasp

Rx Critical Event PDU's

Tx Loopback Control
Tx Variable Request
Tx Variable Response
Tx Org Specific PDU's
Tx Unsupported Codes
Tx Link Fault PDU's

Tx Dying Gasp

Tx Critical Event PDU's

CoCoCOoOOooooOD oo

coCocoooooooo

Rx and Tx OAM
Information PDU"s

OAM PDU

Rx and Tx Unique
Error Event
Notification

TX

OAMPDU

OAMPDU

Rx
0

OAMPDU

AMPDU

Rx and Tx Duplicate
Error Event
Notification

OAMPDU

OAMPDU
OAMPDU

OAMPDU

Rx and Tx Loopback
Control

OAMPDU

Rx and Tx Variable
Request

OAMPDU

Rx and Tx Variable
Response

OAMPDU

Rx and Tx Org
Specific PDU"s

OAMPDU

Rx and Tx
Unsupported Codes

OAMPDU

Rx and Tx Link fault
PDU"s

PDU

Rx and Tx Dying Gasp

Dying Gasp

Rx and Tx Critical
Event PDU"s

PDU
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Refresh

Clear

Auto-refresh V]

3.2.11 Link OAM Port Status
Monitor > Link OAM > Port Status
EFM-0AM

Detailed Link OAM Status for Port LH

Auto-refresh [

Local | Remote
MAC Address 00:40:66:e0:a6:fa MAC Address 00:40:66:0:a7:42
Vender{OUI) 00:40:66 Vender{QUI) 00:40:66
Discovery status SEND ANY STATE Discovery status SEND_ANY STATE
Power status - Power status Up
User-port status - User-port status -
Critical Event - Critical Event Up
Link status - Link status Up
OAM Version 01 OAM Version 01
OAM Mode Active OAM Mode Active
Unidirectional Unsupported Unidirectional Unsupporied
Remote Loopback Unsupported Remote Loopback Unsupported
Link Event Supported Link Event Supported
Variable Retrieval Supported Variable Retrieval Supported
Link Status Information
Local LH Port Link Fault -
Remote LH Port Link Fault -
Remote USER Port Link Fault -
Remote Power Fault -
MAC Address MAC
Vender(OUI) (oun)
Discovery Status
SEND_LOCAL_REMOTE_STATE
SEND_LOCAL_REMOTE_OK_STATE SEND_ANY_STATE
Power status Local -
Remote
User-Port Status Local -
Remote Critical Event Flag/Bit Up/Down
( LH link-oam critical-event-mode
ais ( ais) )
Up: (false) OAM
Down: (true) OAM

7
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Critical Event

Local -
Remote Critical Event Flag/Bit Up/Down

Up: Critical Event False
Down: Critical Event True

Link status

Local -
Remote EFM-0AM LH

Up: Link Fault bit=0
Down: Link Fault bit=1

- EFM-0AM
LH
OAM Version Link-0AM
OAM Mode OAM
Unidirectional
PHY

Remote Loopback OAM remote loopback mode
Link Event interpreting Link Events
Variable Retrieval sending Variable Response

OAMPDU
Local LH Port Link Local LH
Fault - > Local LH Link up

detect: Local LH Link down
Remote LH Port Link | Remote LH EFM-OAM Link Fault

Fault

- o APLMC  Link Fault (bit=0)  OAMPDU
detect: APLMC  Link Fault (bit=1)  OAMPDU

Remote USER Port Remote USER EFM-OAM Critical
Link Fault Event

- - APLMC (bit=0)  OAMPDU

detect: APLMC (bit=1)  OAMPDU
Remote Power Fault Remote

- : Local dying gasp
detect: Local dying gasp
Remote

Refresh

Auto-refresh Vi
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3.2.12 Link OAM Event Status
Monitor > Link OAM > Event Status

EFM-0AM
OAM LH
OAM
Detailed Link OAM Link Status for Port LH Auto-refresh
Local Frame Error Status | Remote Frame Error Status

Sequence Number 0

Frame Error Event Timestamp 0 Frame Error Event Timestamp V]
Frame error event window 0 Frame error event window 0
Frame error event threshold 0 Frame error event threshold 0
Frame errors 0 Frame errors o
Total frame errors 0 Total frame errors v}
Total frame error events 0 Total frame error events 1]

Local Frame Period Status [ Remote Frame Period Status
Frame Period Error Event Timestamp 0 Frame Period Error Event Timestamp V]
Frame Period Error Evant Window 0 Frame Period Error Event Window o
Frame Period Error Event Threshold 0 Frame Period Error Event Threshold v]
Frame Period Errors 0 Frame Period Errors o
Total frame period errors 0 Total frame period errors V]
Total frame period error events 0 Total frame period error events ]
Local Symbol Period Status I Remote Symbol Period Status
Symbol Period Error Event Timestamp 0 Symbol Perlod Error Event Timestamp [V]
Symbol Period Error Event Window 0 Symbol Period Error Event Window 0
Symbol Period Error Event Threshold 0 Symbol Period Error Event Threshold o
Symbol Period Errors 0 Symbol Period Errors o
Total symbol period errors 0 Total symbol period errors o
Total Symbol period error events 0 Total Symbol period error events "]
Local Event Seconds Summary Status [ Remote Event Si ds Summary Status

Error Frame Seconds Summary Event Timestamp 0 Error Frame S d y Event Til tamp o
Error Frame S d: y Event wind 0 Error Frame S d: y Event wind o
Error Frame Seconds Summary Event Threshold 0 Error Frame S ds S y Event Threshold 0
Error Frame Seconds Summary Errors 0 Error Frame Seconds Summary Errors V]
Total Error Frame Seconds Summary Errors 0 Total Error Frame Seconds Summary Errors ]
Total Error Frame Seconds Summary Events 0 Total Error Frame Seconds Summary Events 0

Refresh

Sequence Number 2
Frame Error Event 2
Timestamp 100ms
Frame error event 2 100ms
window 1) 1 2) 1 3) 1
Frame error event 4
threshold
1) 1 2)
0 3)
Frame errors 4
Total frame errors 8 OAM
Total frame error 4 OAM
events TLV
Frame Period Error 2
Event Timestamp 100ms
Frame Period Error 4
Event Window
Frame Period Error 4
Event Threshold
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Frame Period Errors 4
Total frame period 8 OAM
errors
Total frame period 4 OAM
error events TLV
Symbol Period Error 2
Event Timestamp 100ms
Symbol Period Error 8
Event Window
Symbol Period Error 8
Event Threshold
Symbol Period Errors 8
Total symbol period 8 OAM
errors
Total Symbol period 4 OAM
error events TLV
Error Frame Seconds 2 16
Summary Event 100ms
Timestamp
Error Frame Seconds 2 16
Summary Event window 100ms
Error Frame Seconds 2 16
Summary Event
Threshold
Error Frame Seconds 2 16
Summary Errors
Total Error Frame 4 OAM
Seconds Summary
Errors
Total Error Frame 4 OAM
Seconds Summary 32
Events TLV

Refresh

Clear
Auto-refresh [V 3
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3.2.13 Access Management Statistics
Monitor > Security > Access Management Statistics

Access Management Statistics Auto-refresh [/ Refresh | Clear |

Interface | Received Packets | Allowed Packets | Discarded Packets
HTTP
HTTPS
SNMP
TELNET
SSH

coCoo
[=ielelale
[esNeleNelel

Interface

Received Packets

Allowed Packets

Discarded Packets

Auto-refresh [

Refresh

Clear

3.2.14 RMON Statistics
Monitor > Security > System > RMON > Statistics
RMON

20 Web 20

[Start from Control Index

VA
!
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RMON Statistics Status Overview Auto-refresh | Refresh || |<<
Start from Control Index 0 with 20 entries per page.
il Broad- | Multi- | CRC | Under- | over- Tl e ) R
ID | Source | Drop Pkts || e | e || e || 2o Frag. | Jabb. | Coll. Bytes = || = = = =
(ifindex) 127 | 255 | 511 | 1023 | 1518
No more entries

>

ID Statistics
Data ID
Source(iflndex)
Drop
Octets
( )
Pkts
(
)
Broad-cast
Multi-cast
CRC Errors FCS Alignment
Under-size 64
Over-size
Frag. 64 CRC
Jabb. CRC
Coll.
64 64
( )
65 127 65 127
( )
128 255 128 255
( )
256 511 256 511
( )
512 1023 512 1023
( )
1024 1518 1024 1518
( )
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Auto-refresh [

Refresh

<< (10 )

=2

3.2.15RMON History
Monitor > Security > Access Management Statistics
RMON entries per page
99
20 Web (History)
20
Start from History Index Sample Index
Refresh

>>
(I

RMON History Overview Auto-refresh Refresh || |<= | ==

Start from Control Index 0 and Sample Index 0 with 20 enfries per page.

Under-
size

Over-
size

History | Sample
Index Index
No more entries

Sample
Start

Octets ‘ Pkts

Broad- | Multi- | CRC
cast cast Errors

| Drop Frag. ‘ Jabb. ‘ Coll. ‘ Utilization

History Index

Sample Index

Sample Start sysUpTime

Drop

Octets (

Pkts (

Broad-cast

Multi-cast

CRCErrors ( FCS ) 64
1518
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Frame Check Sequence(FCS)(FCS )
FCS( )
Under-size 64
Over-size
Frag. 64 CRC
Jabb. CRC
Coll.
Utilization
(1/100% )

Auto-refresh [

3
Refresh
|<< (
)

=
3.2.16 RMON Alarm
Monitor > Security > System > RMON > Alarm

RMON entries per page
99
20 Web

20

Start from Control Index

v
!

|

RMON Alarm Overview

Start from Control Index Dwim entries per page

Startup
Alarm

Rising
Threshold

c Sample
ID ‘ Interval | Variable ‘ Type ‘ Value ‘

Rising Falling Falling
Index | Threshold | Index

No more entries

Auto-refresh [

ID

Interval
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Variable
Sample Type
Value

Startup Alarm

Rising Threshold

Rising Index
Falling Threshold
Falling Index

Auto-refresh [

Refresh

|<< (ID )

=

3.2.17 RMON Event
Monitor > Security > System > RMON > Event
RMON
99 20 entries per page (
Web
(Event) 20

Start from Event Index ( Log Index (

‘ |<<

RMON Event Overview Auto-refresh [ | Refresh || |<< || >> |

Start from Control Index D and Sample Index |EI |with |2E] |entries per page.
Bvent | | ogindex | LogTi Descripti
Index | Legln LogTime | Log ription

No more entries

Event Index
Log Index
Log Time
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| Log Description ‘

Auto-refresh [

Refresh

|<< (

=

3.2.18 Loop Protection
Monitor > Loop Protection

Loop Protection Status Auto-refresh ||

Port | Action | Transmit | Loops | Status | Loop | Time of Last Loop
Na ports enabled

Port
Action

Transmit

Loops

Status

Loop

Time of Last Loop

Refresh

Auto-refresh [

3.2.19 LLDP Neighbors (For PoE Model Only)
Monitor > LLDP > Neighbors

LLDP LLDP
LLDP Neighbor Information Auto-refresh []
LLDP Remote Device Summary
Local Interface | ChassisID | PortID | Port Description | System Name | System Capabilities | Management Address
GigabitEthernet 1/1 Switch GigabitEthernet0/1 Qther(+) 10.249.31.2 (IPv4)
GigabitEthemnet 1/1 18-33-9D-C8-FA-00 Gi0/N1 GigabitEthemet0/1 Switch Bridge(+) 10.249.31.2 (IPv4) - sys-port:1

80/104



Local Interface LLDP

Chassis 1D LLDP ID
Port 1D ID ID
Port Description Port Description

System Name
System Capabilities

. Other

. Repeater

Bridge

WLAN Access Point WLAN
Router

Telephone

DOCSIS cable device DOCSIS
. Station only

. Reserved

©O© 00 N O O A WO DN P

Q)

Management Address

Auto-refresh [

Refresh

3.2.20 LLDP-MED Neighbors (For PoE Model Only)
Monitor > LLDP > LLDP-MED Neighbors
LLDP-MED
LLDP LLDP-MED
VolP
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LLDP-MED Neighbor Information

Auto-refresh [

GigabitEthernet 1/1
Device Type | Capabilities
c :?ln?'lt::é;irtlty LLDP-MED Capabilities, Network Policy, Location Identification, Inventory
Ap'?,';‘i:e“"“ Policy Tag VLANID | Priority | DSCP
Voice Unknown Untagged
Voice Signaling Unknown Untagged
Location
Country code:
e ;:::tu on A“t"':;‘-;’l‘:ga“m Auto-negotiation Capabilities MAU Type
Supported Enabled 1000BASE-T full duplex mode, 100BASE-TX full duplex mode, 100BASE-TX 1000BaseTFD - Four-pair Category 5 UTP,
half duplex mode, 100BASE-T full duplex mode, 10BASE-T half duplex mode full duplex mode
Interface LLDP
Device Type LLDP-MED
2
[LLDP-MED ]
TIA-1057 LLDP-MED
LLDP-MED IEEEB02 LAN
LLDP-MED
LAN
1.LAN /
2_1EEE 802.1
3.1EEE 802.3 ( )
4. 1EEE 802.11
5.TIA-1057 IEEE 802.1 AB MED
IEEE802
[LLDP-MED ]
TIA-1057 LLDP-MED
IEEE802LAN LLDP-MED
1P
LLDP-MED LLDP-MED
LLDP-MED
« )
LLDP-MED
( ) TIA-1057
( I LLDP-MED
« )
( D) TIA-1057
[LLDP-MED ( D]
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LLDP-MED ( ))
LLDP

TIA-1057

1P

)IP
T1A-1057

LAN

[LLDP-MED ( 1 ]
LLDP-MED ( 1)) P

[LLDP-MED ( 1nj
LLDP-MED ( 1)) IP

Generic

Endpoint( ) Media Endpoint( )

IP Phone PC

Location

Identifier(ECS/E911 ) L2

LLDP-MED
Capabilities

LLDP-MED Capabilities LLDP-MED
1.LLDP-MED

2.

3.

4 _MDI-PSE

5.MDI -PD

6.

7.

Application Type
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ol

.Softphone Voice-PC

VLAN

TCP

Policy

TAG

TAG
VLAN

Untagged:

IEEE 802.1 Q-2003
: IEEE 802.1 Q

VLAN ID

VLAN ID
VLAN

IEEE 802.1 Q-2003
(VID)

1

VLAN ID
IEEE 802.1
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Q-2003
IEEE 802.1 D
PVID
Priority Priority 2
© 7
DSCP DSCP IETF RFC2474
Diffserv
DSCP 64
(0 63)
Auto-negotiation MAC/PHY
Auto-negotiation
status
802.3 PMD
MAU
Auto-negotiation MAC/PHY
Capabilities

Auto-refresh [

Refresh

3.2.21 LLDP PoE (For PoE Model Only)
Monitor > LLDP > PoE
LLDP PoE
LLDP PoE

LLDP Neighbor Power Over Ethernet Information Auto-refresh [

Local Interface | Power Type | Power Source | Power Priority | Maximum Power
No PoE neighbor information found

Local Interface LLDP
Power Type PSE PD
Reserved
Power Source PSE PD
PSE
PSE
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Unknown

PD PSE
PSE

PD

Power Priority PD PSE

Critical High Low

Maximum Power PD PSE
PSE

30.0W 30.0W

Auto-refresh [

Refresh

0 Power Type PSE LLDP PoE PD

3.2.22 LLDP Port Statistics (For PoE Model Only)
Monitor > LLDP > PoE Statistics

LLDP
2
LLDP Global Counters Auto-refresh ) | Refresh = Clear
Global Counters
Clear global counters el
Neighbor entries were last changed 2018-10-17 08:03:51+09:00 (24080 secs. ago)
Total Neighbors Entries Added 0
Total Neighbors Entries Deleted 0
Total Neighbors Entries Dropped 0
Total Neighbors Entries Aged Out 0

LLDP Statistics Local Counters
Local Interface | Tx Frames | Rx Frames | Rx Errors | Frames Discarded | TLVs Discarded | TLVs Unrecognized | Org. Discarded | Age-Outs | Clear

E

GigabitEthernet 1/1 0 0 0 0 0 0 0 [V
GigabitEthernet 1/2 0 0 0 0 0 0 0 0w
FastEthernet 1/1 0 0 0 0 0 0 0 0 @
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Global Counters

Clear global
counters

Clear

Neighbor entries
were last change

Total Neighbors
Entries Added

Total Neighbors
Entries Deleted

Total Neighbors
Entries Dropped

LLDP

Total Neighbors
Entries Aged Out

Local Counters

Local Interface

LLDP

Tx Frames

LLDP

Rx Frames

LLDP

Rx Errors

LLDP

Frames Discarded

LLDP
ID
LLDP

LLDP

LLDP

Too Many Neighbors

1D

LLDP

TLVs Discarded

LLDP

TLV (TLV

Type Length Value
TLV

TLVs Unrecognized

TLV

Org. Discarded

LLDP
TLV

TLV

TLV

Age-Outs

LLDP

LLDP

LLDP

LLDP

Clear

Clear

Auto-refresh [

Refresh
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Clear

3.2.23 PoE (For PoE Model Only)

Monitor > PoE
PoE

Power Over Ethernet Status

Auto-refresh [

Local Port | PD class | Power Requested | Power Allocated | Power Used | Current Used | Port Status |

1 - 30 [W] 0 W] 0 [W] 0 [mA] No PD detected
Total 30 [W] 0 W] 0 [W] 0 [mA] |
Local Port
PD Class PD PD
PD PD
5
Class 0 15.4 W
Class 1 4.0 W
Class 2 7.0W
Class 3 15.4 W
Class 4 30.0 W
Power Requested PD
Power Allocated PD
Power Used PD
Current Used PD

Port Status

status

PoE turned ON - PoE
PoE not available - PoE
PoE turned OFF - PoE disabled - PoE

No PD detected
PoE turned OFF

PD
PD overload - PD

PoE turned OFF
Invalid PD - PD

PD

Auto-refresh [

Refresh
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0 PoE PD PoE LED

3.2.24 DDMI Overview
Monitor > DDMI > Overview
DDMI

DDMI Overview Auto-refresh Refresh

Port | Vendor | Part Number | Serial Number | Revision | Date Code | Transceiver

Port DDMI

Vendor SFP

Part Number SFP PN

Serial Number SN

Revision

Date Code

Transceiver

3.2.25DDMI Detailed
Monitor > DDMI > Detailed
DDMI

Transceiver Information Port LH » Auto-refresh Refresh

Vendor
Part Number
Serial Number | -

Revision
Date Code
Transceiver

DDMI Information

Type Current [ High Alarm Threshold | High Warn Threshold | Low Warn Threshold | Low Alarm Threshold |
Temperature(C) - - - - -

Voltage(V) - - - - - |
Tx Bias{mA)
Tx Power(dBm) - c o = . |
Rx Power{dBm)

Transceiver Information

Vendor SFP

Part Number SFP PN
Serial Number SN
Revision
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Date Code

Transceiver

DDMI Information DDMI

Current TX X RX
High Alarm Threshold X X RX
High Warn Threshold X > RX
Low Warn Threshold X X RX
Low Alarm Threshold TX TX RX

Auto-refresh [ 5

Refresh

3.3 Diagnostics

3.3.1Ping (IPv4)

Diagnostics > Ping (IPv4)
ICMP(IPV4)PING

ICMP ECHO_REPLY IP
( ICMP )
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Ping (IPv4) Output

PING 10.250.4.4 (10.250.4.

64 bytes from 10.250.4.
64 bytes from 10.250.4
64 bytes from 10.250.4.
64 bytes from 10.250.4
64 bytes from 10.250.4

[T R T T AT <Y
TR T T

4} from 10.245.31.10:

s=qg=0
s=g=1
seq=2
s=2g=23
seq=4

ttl=124
ttl=124
ttl=124
ttl=124
ttl=124

-—— 10.250.4.4 ping statistics -—-
5 packets transmitted, 5 packets recelived, 0% pa
round-trip min/avg/max = 12.872/23.07%/42.1¢3 ms

Ping session completed.

New Ping

Ping (IPv4)

time=18.
time=12.
time=14.
time=42,
time=27.

56 data bytes
439 ms
872 ms
040 ms
163 ms
276 ms

cket loss

Fill in the parameters as needed and press "Start" to initiate the Ping session.

Hostname or IP Address
Payload Size

Payload Data Pattern
Packet Count

TTL Value

Source Port Number

IP Address for Source Interface
Quiet (only print result)

Start

56

bytes

packets

64

(single byte value; integer or hex with prefix '0x')

Hostname or IP
Address

Payload Size ICMP

1P

1CMP
56

2 1452

Payload Data Pattern | ICMP

0 255

Packet Count

PING

TTL Value 1Pv4

Time-To-Live(TTL)

64

1

255

Source Port Number

IP Address for
Source Interface
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Quiet (only print ping
result)

Start ICMP

New Ping

3.3.2 Traceroute (IPv4)
Diagnostics > Traceroute (IPv4)

1Pv4 traceroute traceroute
1Pv4

Traceroute (IPv4)

Fill in the parameters as needed and press "Start" to initiate the Traceroute session.

Hostname or IP Address
DSCP Value

Number of Probes Per Hop
Response Timeout

First TTL Value

Max TTL Value 30

packets
seconds

—lwlw|lo

IP Address for Source Interface |
Use ICMP instead of UDP ]
Print Numeric Addresses O

Hostname or IP IP
Address

DSCP Value 1Pv4 DSCP

Number of Probes Per ( )
Hop 3 1 60

Response Timeout
3 1 86400

First TTL Value 1Pv4 Time-To-Live(TTL)
1 1 30

Max TTL Value 1Pv4 Time-To-Live(TTL)

30 1 255

IP Address for 1P
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Source Interface

IP

Note: IP
Use ICMP instead of traceroute UDP
UDP ICMP ECHO
Print Numeric traceroute IP
Addresses DNS DNS
DNS traceroute
IP
Start traceroute

3.4 Maintenance
3.4.1 Restart Device
Maintenance > Restart Device

Restart Device

Are you sure you want to perform a Restart?

Yes

No

Port State

o

3.4.2 Factory Default

USER /LH /NANAGE

Maintenance > Factory Defaults
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Factory Defaults

Are you sure you want to reset the configuration to
Factory Defaults?

No Port State

3.4.3 Software Upload
Maintenance > Software > Upload

Active Backup
Active

Software Upload

| Choose File ‘No file chosen
]

Choose File

Upload

Web

o USER /LH /NMANAGE

3.4.4 Image select
Maintenance > Software > Image Select
Active( Backup( )

Web
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Note:
1. Backup Active Image
[Active Backup Image]
2. Backup (Active )
Active

Software Image Selection

Active Image
Image APLMC 1.00.02.img
Version 1.00.02
Date 2020-04-23 10:11:34+08:00

Backup Image

Image  APLMC_1.00.02.img
Version 1.00.02

Date 2020-04-23 10:11:34+08:00

Activate Backup Image Cancel

Image

Version
Data

| Activate Backup Image I

Cancel

3.4.5 Save Configuration
Maintenance > Configuration > Save startup-config
running-config startup-config

Save Running Configuration to startup-config

Please note: The generation of the configuration file may be time consuming, depending on the amount of non-default configuration.

Save Configuration |
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3.4.6 Download Configuration
Maintenance > Configuration > Download
Web

‘ Download Configuration |

Download Configuration
Select configuration file to save.

Please note: running-config may take a while to prepare for download.

File Name
running-config
.ca
default-config
shiftTime
history_cmd log
startup-config

Download Configuration

3.4.7 Upload Configuration
Maintenance > Configuration > Upload
Web

default-config

‘ Upload Configuration ‘

running-config

running-config
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Upload Configuration
File To Upload

Choose File No file chosen

Destination File

File Name | Parameters
running-config Replace Merge
.ca
shiftTime

history_cmd_log
startup-config
Create new file

Upload Configuration

3.4._8 Activate Configuration
Maintenance > Configuration > Activate
running-config

Activate Configuration

: Web

Activate Configuration
Select configuration file to activate. The previous configuration will be completely replaced, potentially leading to loss of management connectivity.

Please note: The activated configuration file will not be saved to startup-config automatically.

File Name

.ca
default-config
shiftTime
history cmd log
startup-config

Activate Configuration

0 USER /LH /NANAGE

3.4.9 Delete Configuration
Maintenance > Configuration > Delete
startup-config
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Delete Configuration File

Select configuration file to delete.

File Name

.ca

shiftTime
history_cmd_log
startup-config

- Delete Configuration File |

(1) 5

98/104



@

99/104

RS-232C



5.1 LED
AC
PWR  LED
(RJ-45)
LINK/ACT  LED NIC
MDI-X
SFP
5.2
(9600bps) (8bit) (1bit)
Login (none) (none) RS ER (ON)
CONSOLE RS-232C
CONSOLE
POWER  LED
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5.3 HTTPS

IP
ENABLE
HTTPS ENABLE
HTTPS
5.4
VLAN
ENABLE
100
100
5.5 SFP
SFP SFP
SFP
SFP
SFP
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5.6 PoE

Status Enable

(RJ-45)
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No.

LAN

IEEE802.
IEEE802.
IEEE802.
IEEE802.
IEEE802.
IEEE802.

3 10BASE-T

3u  100BASE-TX

3z 1000BASE-X

3ab 1000BASE-T

3u  Auto-Negotiation

3at PoE Plus (For PoE Model Only)

ITU-T

V.24/V.28

RFC1157
RFC1901
RFC1905
RFC1908

Simple Network Management Protocol (SNMP)
Introduction to Community-based SNMPv2
Protocol Operations for Version 2 of the SNMP
Coexistence between Version 1 and Version 2 of

the Internet-standard Network Management Framework

RFC2570

Introduction to Version 3 of the

Internet-standard Network Management Framework

RFC2575
IEEE802
I1EEEB02

View-based Access Control Model (VACM) for SNMP
.3ah Ethernet OAM (Ethernet in the first mile)
.lab LLDP (For PoE Model Only)

RFC1213
RFC1493
RFC1757
RFC2674
RFC2819
RFC2233
1EEEB02

Internet MIB
Bridge MIB (IEEE8021-BRIDGE-MIB)
RMON 1, 2, 3, 9
Q-Bridge MIB (1EEE8021-Q-BRIDGE-MIB)
RMON MIB (STATISTICS, HISTORY, ALARM, EVENT)
itMIB
.3ah DOT3-0AM-MIB
MIB

RFC793
RFC768
RFC1350
RFC783
RFC791
RFC792
RFC826
RFC854
RFC1305
RFC3164

TCP(Transmission Control Protocol)
UDP(User Datagram Protocol)

THE TFTP PROTOCOL (REVISION 2)

TFTP Client

IP(Internet Protocol)

ICMP(Internet Control Message Protocol)
ARP(Address Resolution Protocol)
TELNET

NTP(Network Time Protocol version)
SYSLOG

RFC951/RFC1541 BootP/DHCP Client

RFC4250
RFC4251
RFC4252
RFC4253
RFC4254

The Secure Shell(SSH) Protocol Assigned Numbers
The Secure Shell(SSH) Protocol Architecture
The Secure Shell(SSH) Authentication Protocol
The Secure Shell (SSH) Transport Layer Protocol
The Secure Shell(SSH) Connection Protocol
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No.

RFC4256 Generic Message Exchange Authentication for the
Secure Shell Protocol (SSH)
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