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How to Use This Guide

This guide includes detailed information on the Edgecore ecCLOUD Controller,
including how to create Clouds and Sites, and how to manage your APs and other
devices. To manage your network devices effectively and ensure trouble-free
operation, you should first read the relevant sections in this guide so that you are
familiar with all features.

This guide is for network administrators who are responsible for operating and
maintaining network equipment. The guide assumes a basic working knowledge of
LANs (Local Area Networks), the Internet Protocol (IP), and Simple Network
Management Protocol (SNMP).

The organization of this guide is based on the ecCLOUD Controller web
management interface. An introduction and initial configuration information is also
provided.

The guide includes these sections:

m  Section | “Getting Started” — Includes an introduction to the ecCLOUD
Controller and initial access steps.

m  Section Il “Cloud Configuration” — Includes all management options available
through the ecCLOUD Controller web site.

The following conventions are used throughout this guide to show information:

Note: Emphasizes important information or calls your attention to related features
or instructions.

Caution: Alerts you to a potential hazard that could cause loss of data, or
damage the system or equipment.

Warning: Alerts you to a potential hazard that could cause personal injury.
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Revision History This section summarizes the changes in each revision of this guide.

July 2024 Revision
This is the ninth revision of this guide. It includes the following change:

®m  Added Smart NVR Add-on with support for IP Cameras, see "Using the Smart
NVR Add-On" on page 86

June 2024 Revision
This is the eighth revision of this guide. It includes the following changes:

®  Updated the Captive Portal and SSID configuration descriptions to include
Microsoft 365 Authentication, see "SSID Configuration" on page 80 and
Figure 76

®  Added visibility for network topology update time, see "Locations and Maps" on
page 97 and Figure 98

®  Added Microsoft 365 Authentication support, see "Microsoft 365
Authentication" on page 169 and Figure 172

®m  Updated System Settings for WiFi 6 Sites to include SNMP Trap Server, see
"SNMP" on page 198 and Figure 200

March 2024 Revision
This is the seventh revision of this guide. It includes the following changes:

® Added Report Management feature, see "Report Management" on page 69

®  Added Aprecomm’s Virtual Wireless Expert Add-on, see "Using the Aprecomm
Add-On" on page 82

®  Updated the LingPath Tool to include Distance Steps and corresponding

Expected MCS & Data Rate, see "Using the LingPath Tool" on page 250 and
Figure 249

December 2023 Revision
This is the sixth revision of this guide. It includes the following changes:

®  Updated Supported Models, see "The following devices are supported by
ecCLOUD:" on page 26

®  Updated Figure 20, see "Device Configuration Changes" on page 40
®  Modified Cloud Management Add-ons, see "Add-Ons" on page 72

®  Modified Target Options in Firewall Settings, see WiFi-5 "Firewall Settings" on
page 137 and WiFi-6 "Firewall Settings" on page 184
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Added SSID Isolation Support, see "Wireless SSID Configuration" on page 159
Added Dynamic PSK Keys Support, see "Security Settings" on page 161

Added Mgmtd Log and SysLog Level Capability, see "System Settings" on page
194

Added SNMPv3 User Support for WiFi-6, see "SNMPv3 User" on page 203
Added Site SD-WAN Settings, see "Site SD-WAN Configuration" on page 214
Added 6 GHz Band Support, see "WiFi 6 Device Configuration" on page 226

Added Device SD-WAN Settings, see "SD-WAN Device Configuration" on page
282

August 2023 Revision
This is the fifth revision of this guide. It includes the following changes:

Added OpenRoaming, see "Adding an SSID" on page 160 and
"OpenRoaming" on page 203

Added RF Isolation, see "Radio Settings" on page 171
Modified Broadcast Rate, see "Radio Settings" on page 171
Added Site Grouping, see "Site Grouping" on page 61

Added "Always Follow Cloud Configuration" on page 64

March 2023 Revision
This is the fourth revision of this guide. It includes the following changes:

Added Airtime Fairness, see "Global Settings" on page 172
Added 802.11v, see "Adding an SSID" on page 160
Added BLE Tx Power, see "iBeacon" on page 202

Added BLE Scan, see "iBeacon" on page 235

Updated Channel Bandwidth, see "Physical Radio Settings" on page 172 and
"Physical Radio Settings" on page 231

Updated BSS Coloring, see "Physical Radio Settings" on page 172 and "Physical
Radio Settings" on page 231

Updated Minimum Allowed Signal, see "Adding an SSID" on page 118 and
"Adding an SSID" on page 160
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®  Added Terragraph device configuration, see "Terragraph Device
Configuration" on page 253

®  Added Site Terragraph VLAN settings, see "VLAN Settings" on page 212

November 2022 Revision
This is the third revision of this guide. It includes the following changes:

®  Added batch upload information, see "Creating Your First Cloud" on page 28
and "Add Devices" on page 98

®m  Updated Cloud menu, see "Managing Your Devices"' on page 53

®  Updated WiFi 5/WiFi 6 configuration, see "WiFi Configuration" on page 101
®  Renamed chapter 'Site WiFi 5 Configuration" on page 116

®  Added Multicast/Broadcast Rate, see "Adding an SSID" on page 118
®  Added OSEN, see "Adding an SSID" on page 118

®  Added AuthPort External RADIUS, see "Radio Seftings" on page 126
®  Added Disabled W52 Channel, see "Radio Settings" on page 126

®m  Added IPv6 seftings, see "Internet Settings" on page 130

®  Added Uplink 802.1P, see "VLAN Settings" on page 133

® Added Enable RSTP, see "Local Network Settings" on page 135

®m  Added DNS Entries, see "Local Network Settings" on page 135

®  Added ARP Inspection, see "ARP Inspection” on page 139

®  Added DHCP Snooping, see "DHCP Snooping" on page 140

®m  Added AuthPort Remote Splash Page with External RADIUS, see "Hotspot
Settings" on page 140

®m  Added DNS Entries and DNS Mapping, see "Hotspot Settings" on page 140
®m  Added Generate NAS ID, see "RADIUS Server"' on page 144

®  Added HTTPS Login, see "Captive Portal" on page 145

®  Modified Cloud and Radio LEDs, see "System Settings" on page 147

®  Added MSP Mode, see "System Settings" on page 147
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Added SNMP IPvé6 Write Community and SNMP Location, see "SNMP" on page
152

Added IGMP Snooping, see "IGMP Snooping" on page 155
Added LLDP, see "LLDP" on page 156

Added iBeacon, see "Beacon"' on page 156

Added SNMPv3 User, see "SNMPv3 User" on page 157
Added chapter "Site WiFi 6 Configuration" on page 158
Added chapter "Site Terragraph Configuration" on page 208
Renamed chapter "WiFi 5 Device Configuration" on page 217

Added chapter "WiFi 6 Device Configuration" on page 226

May 2021 Revision
This is the second revision of this guide. It includes the following changes:

Added support for EAP101 and EAP102.

Added section "QR Code Onboarding" on page 34.

December 2020 Revision
This is the first revision of this guide.
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Section |

Getting Started

This section provides an overview of the ecCLOUD Controller software and
describes the initial steps required to start using the service.

This section includes these chapters:

®  “Introduction” on page 25
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Introduction

This chapter includes the following sections:

“ecCLOUD Controller Login” on page 26

“Creating Your First Cloud” on page 28

“QR Code Onboarding” on page 34

“Understanding Configuration Inheritance” on page 36
“Understanding Device Registration” on page 38
“Device Configuration Changes” on page 40

“Configuration Errors and Failures” on page 41
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Chapter 1 | Introduction
ecCLOUD Controller Login

The Edgecore ecCLOUD Controller is a cloud-based network service available
from anywhere through a web-browser interface.

The ecCLOUD Controller software is highly scalable and able to manage an
unlimited number of networks and devices. Combining both network management
and wireless controller features, it enables Edgecore access points (APs) and
switches to automatically connect and be managed as one network.

The following devices are supported by ecCLOUD:

® Edgecore APs: EAP101, EAP102, EAP104, EAP104 Lite, ECW5211-L,
ECW5410-L, ECWO5211-L, OAP100, OAP100e, OAP101, OAP101 6E, SP-
W2-AC1200 (L), SP-W2M-AC1200, SP-W2M-AC1200-POE, SS-W2-AC2600

®  Edgecore Switches: EC52100-10P, ECS2100-10T, ECS2100-28P, ECS2100-
28PP, ECS2100-28T, ECS2100-52T, ECS4100-12PH, ECS4100-12T,
ECS4100-28P, ECS4100-28T, ECS4100-52P, ECS4100-52T, ECS4120-
28Fv2, ECS4120-28Fv2-1, ECS4120-28T, ECS4120-52T, ECS4125-10P,
ECS4150-28P

B MLTGs: MLTG-360, MLTG-CN, MLTG-CN LR

= SD-WAN: SDW102

ecCLOUD Controller Login

From a web browser, go to cloud.ignitenet.com to register an account and start
creating your own cloud networks and sites.

Figure 1: ecCLOUD Controller Login

ecCLOUD

Powered by IgniteNet
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Chapter 1 | Introduction
ecCLOUD Controller Login

Click “I want to register” to create a new account.

Figure 2: New User Registration

ecCLOUD

Powered by IgniteNet

NEW USER REGISTRATION

™~

I'm not a robot
rRCAPTCHA

1 accept the
Subscribe to acCLOUD news

Enter your email address and specify a first and last name. Set a password to
protect access to your account, click “I am not a robot,” and then click REGISTER.

Note: You must have a valid email address in order to create your user profile.

The ecCLOUD Controller sends a verification email to the account email address.
When you receive the email, click on the provided link to activate your account.
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Creating Your First Cloud

The ecCLOUD Controller uses a cloud-like account — it houses a group of sites,
which are logical groupings of your managed devices. Each cloud will have its own
set of users and configuration settings. As an end-user, you can join as many clouds
as you want, with different roles on each cloud.

Once you are registered as a user on the ecCLOUD Controller, you are given the
option to create a cloud when you first log in.

Figure 3: Creating a Cloud on First Login

CREATE YOUR FIRST CLOUD

Looks like you have a new account! Let's start out by naming your first

cloud. You can always change this later.

After entering a name for your first cloud, click CREATE to display the Cloud
Dashboard.

Figure 4: Create Your First Cloud
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Click ADD SITE and enter information for your first site.

Figure 5: Defining Your First Site
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Set the following properties for devices at your site:
®  Enable Configuration: This setting has the following options:

m  ON: Enables you to remotely configure your devices. (default)

m  OFF: Your devices need to be configured locally. However, you can still
remotely monitor your devices and you will still receive alerts when a device
goes offline.

®  Upgrade At Registration: Enable this setting if you want your devices to be
automatically upgraded to the latest firmware after registration. It is
recommended that you keep this setting on.

m  Allow auto re-registration: When this setting is enabled, your devices will
automatically re-register when they are reset to defaults. If this setting is

disabled, a user must log in to the cloud and manually chose the action to take
when a device attempts to re-register.

After configuring all the site information, click CREATE to create the site.
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After setting the regulatory country and local logins, click “Save” to save your
configuration.

Figure 6: Saving the Site Configuration

Site Configuration - General [ DISCARD SAVE

General

@ In this section, changes will apply to all devices in this site except FusionSwitches.

REGULATORY COUNTRY

Country United States =

When you first save the site configuration, you are prompted to add devices

(wireless, switches, MeshLings, GLlings) to your new site. Click “ADD DEVICES” to
confinue.

Figure 7: Add Devices Prompt

Site Configuration - General @

General

¥ IGNITENET CLOUD CONTROLLER

@ In this section, changes will apply to all devices in this site except FusionSwitches.

+ ADD DEVICES
REGULATORY COUNTRY

Country United States |

Alternatively, you can click Devices-Wireless or Switches on the main menu to
access the device management view.

You are now ready to start adding Edgecore APs or switches to your cloud network.

Figure 8: Device Management View
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Click on ADD DEVICE to access the “Register new Devices” page.
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Fill in the serial number, MAC address and name, and then click SAVE.
Alternatively, you can use the QR code on a device (see “QR Code Onboarding”
on page 34), or use a barcode scanner. Or, you can upload information for a
batch of devices in a file.

Turn “Enable barcode scanning mode” ON to quickly scan barcodes and enter the
serial number and MAC addresses of your devices. Once entered, turn off the
barcode scanning mode and enter the names of the devices manually. Click the
SAVE button when you are ready to add your new devices to the site.

Turn on the “Always follow cloud configuration” feature to ignore any local
configuration changes received from a device. For more information, see “Always
Follow Cloud Configuration” on page 64.

For a batch upload, prepare a list of devices in a CSV (comma-separated values)
file. A CSV file is a plain text file in which information is separated by commas. For
each device, the serial number, MAC address and name should be entered on one
line, as in the following format.

<Serial Number 1>,<MAC 1>,<Device Name 1>
<Serial Number 2>,<MAC 2>,<Device Name 2>

Click the UPLOAD button to upload your CSV file.

For more information on registration, see “Understanding Device Registration” on
page 38.

Figure 9: Adding Devices

Register new devices

A new device can be added to a site by inputting (or scanning) the serial number and MAC address of the device. Learn more &
You can find the serial number and MAC address on the product box or on the back of the product itself.
Add the following devices to the following site | Choose a Site... b

Inherit site-level settings

nable this if you want to manage the devices in this site like a single unit with a commeon configuration. Learn more &

I Enable barcode scanning mode @

I Always follow cloud configuration @
Batch Upload File + UPLOAD

Mama

Serial Mumber MAC Address

You can register up to 48 devices.

C RESET
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When the controller adds a device, the following pop-up window is displayed
warning you that the device will inherit settings from the ecCLOUD controller site
configuration. For more information on inheritance, see “Understanding
Configuration Inheritance” on page 36.

Figure 10: Adding Devices Warning Message

What happens now?

, W WaMTEd 10 180 You snoWw

Further, at the top of the “Register new devices” page a message appears
indicating that devices have been successfully added. Click on the blue link “Map
Manager” in the message to place your device on a map. See “Placing a Device
on a Map” on page 34.

Figure 11: Adding Devices Successful Message

Register new devices

You can find the serial number and MAC address on the product box or on the back of the product itself.

& Your devices were successfully added!

Your devices will downlead their new
) [ configurations once they connect to the

Select site  Tps-Warld ~

cloud.

Add Devices 500 devices per site Next, you can go to the Map Manager

o 7 and place your devices on a map.
Inherit site-level settings P! ¥ P

Enable barcode scanning mode

#1

#2 TP5-1
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Additionally, with the first device added to the site the “Upgrade Firmware” button
appears above the device list. Refer to “Schedule Maintenance Tasks” on

page 111.

Figure 12: Firmware Upgrade Button
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Clicking the filter (funnel shape) button in the upper left of the device manager view
enables devices in the list to be filtered based on various properties. Chose the
properties from the selection lists under Status, Health, Registration, Blocked,
Disabled, Configuration Status, and Configuration Inheritance Policy.

Click the “Clear” button to reset all the filters.

Figure 13: Filtering the Device View
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Placing a Device on a Map

Clicking on the Map Manager link in the adding-devices successful message
displays the map view page. Use the mouse to click-drag devices to installation
locations on the map.

Figure 14: Placing a Device on a Map
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QR Code Onboarding

For quick set up and registration of your AP with the ecCLOUD controller, you can
scan the QR code on the AP using a phone.

Follow these steps:
1. Power on the AP.

2. Connect the AP to the Internet. Connect your network or Internet access device
to the AP’s RJ-45 Uplink port.

3. Use the camera (iPhone) or a barcode app (Android) on your phone to scan
the AP’s QR code. The QR code is printed on a label on the AP.

Figure 15: Scanning the AP QR Code
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4. When a message pops up, tap “yes” to join the Wi-Fi network. (iPhone requires
you to go to Settings > Wi-Fi for the message to pop up.)

The web browser should open and redirect to the Setup Wizard page.

Note: If the phone cannot connect to the Wi-Fi network, type the SSID (network
name) and password manually. The SSID name is the AP serial number (for
example, EC0123456789), and the password is the AP MAC address (for
example, 903CB3BC1234).

5. Selectto manage the AP using the ecCLOUD controller, or to manage the AP in
stand-alone mode.

a. Stand-Alone Mode: Use the default wireless network setting or customize
the network name and password. Tap “Done” to finish the setup wizard.

Wait about two minutes for the AP configuration to update, and then
connect to the wireless network name configured in the Setup Wizard. The
browser is then redirected to the login page of the AP.

b. Cloud-Managed Mode: Tap “Done” to finish the Setup Wizard and the
browser is redirected to the ecCLOUD login page.

Figure 16: ecCLOUD Login Page

ecCLOUD

Powered by IgniteNet

Il Remember me

If you already have an ecCLOUD account, log in and select a site for the
AP. The AP is automatically registered for cloud management. After you tap
“Save,” wait about two minutes for the cloud controller to configure the AP.
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Figure 17: ecCLOUD Device Registration

Register Device

Default Site -

Inherit site-level settings

Serial Number *

000003

MAC™

00:00:00:00:00:03

Device Name *

Test Device

If you do not have an ecCLOUD account, tap “l want to register” and set
up an account. Create a cloud and site before confirming the regulatory
country. After tapping “Next,” the AP is then automatically registered for

cloud management.

After you tap “Save,” wait about two minutes for the cloud controller to
configure the AP.

Understanding Configuration Inheritance

When a new device is added to the Cloud, the device’s “Site-level configuration
inheritance” behavior must also be selected. This “Inheritance Policy” determines
how the Cloud configures a device. Cloud Configuration is very flexible, it allows
Device-level configuration overrides to be setup when there is a need to inherit only
a subset of site-level settings.

The Site-level Inheritance Policy is set when you first register a device, but this can
also be changed later at any time.

There are two Inheritance Policy options for devices:

® Inherit site-level settings — Select this Inheritance Policy if you want to
manage devices at a site like a single unit with a common configuration. This is
normally the best way to configure Wi-Fi access devices. You would typically
choose this Inheritance Policy for a hotel, business, or other similar application
where enterprise Wi-Fi is deployed.

Even though devices inherit most of their settings from the Site-level, you can

always override any Site-level settings at the Device-level by making changes
on the Device-level configuration pages.
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Don't inherit site-level settings — Select this Inheritance Policy if you do not
want a device to inherit any settings from the Site level.

You would normally choose this Inheritance Policy if a device is used for
infrastructure, backhaul, or needs to be configured independently from the
other devices at a site. This is the typical choice for Metroling point-to-point
links.

When Site-level inheritance is enabled for a device, the device's final configuration
will include the following:

Settings inherited from the Site-level device configuration.

Settings initially inherited from the Site-level configuration that have been since
been modified as a Device-level “override.”

Settings unique to the Device-level configuration. That is, device-specific
settings that are not configurable at the Site level.

Note: Device-level overrides can be reset to the Site-level configuration by clicking
the “Use Site Settings” button on the page where a setting has been changed.

Note that some Device-level override settings, specifically those for SSIDs, local
logins, and VLANSs, cause all other settings for that entity to be overridden. For
example, changing one setting for a Site-level configured SSID at the Device level
results in all settings for that SSID being treated as an override. That is, any future
changes to the SSID at the Site level will not be reflected in the Device-level
configuration.
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Understanding Device Registration

New devices can easily be added to a site by entering (or scanning) the serial
numbers and MAC addresses of the devices into the “Add device” form on the
Cloud.

Figure 18: Registering New Devices

Register new devices

A new device can be added to a site by inputting (or scanning) the serial number and MAC address of the device. Learn more £
You can find the serial number and MAC address on the product box or on the back of the product itself.
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Inherit site-level settings

Enable this if you want to manage the devices in this site like a single unit with a commeon configuration. Learn more &

I Enable barcode scanning mode @
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Batch Upload File + UPLOAD
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You can register up to 48 devices.

C RESET

Note: A device's serial number and MAC address can be found on its product
box, or on the main dashboard page of the local web configuration UL

This is the typical process that occurs after a device is registered:

1. Once a device is added to a site, it goes into the “Pending Registration” state.
At this point, the Cloud is waiting for the device to call in for the first time to
fetch the credentials it will use for future communication with the Cloud.

2, After the device makes its initial connection to the Cloud and completes
registration, the Cloud checks to see if the device's site has the “auto firmware
upgrade” setting enabled. If so, it checks the device’s firmware to see if it needs
to be upgraded, and if so, it creates an auto firmware upgrade task for the
device.
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3. After the device is upgraded (or if firmware upgrade is skipped), the device will
send up its current configuration to the Cloud. This generates a “Received
Config” task, the details of which can be viewed on the device’s Activity page.
The Cloud must collect the device's initial configuration, as well as firmware
version, before it can push any new configurations down to the device.

4. Next, the cloud will merge any Site-level configuration settings (assuming
inheritance is enabled) with the device’s configuration, and create a “Change
Config” task to push the new settings down to the device. If Site-inheritance is
enabled, the device’s running configuration will be completely replaced with
the configuration seen on the device’s Configuration page on the Cloud. Any
configuration settings changed through the local Ul prior to registration
(excluding certain wireless client settings) will be wiped once the cloud sends
down the device’s new configuration.

After the initial configuration task is completed, the device is finished with all
registration-related activities and will commence normal operation. A device’s
“Activity” page can be used at any time to see the point at which the device is in the
initial registration and/or configuration process.

In summary, there are four possible registration states for a device:

Unregistered: There is no record of the device in the Cloud database when a
device is unregistered.

Pending Registration: The Cloud user has added the device record to a site
by serial number and MAC, and the Cloud is waiting for the device to make an
initial connection. At this point, the device has not yet made any contact with
the Cloud. If you see a device in this state for a long time, check its Internet
connection or your upstream firewall settings.

Registered: The device has made initial contact with the Cloud, completed the
registration process, and received its credentials which it will use in any further
communication with the Cloud. The “registered” state is the normal operating
state of a device on the cloud.

Re-registration: This means the device was previously registered, but is
attempting to register again. The system creates an alert for this situation as it
requires the user to login to their Cloud account and choose which actions they
want to take - such as to allow the device to connect again, and what to do
with the device's new configuration.

Note: You can enable “auto” re-registration from the site properties page so that
no manual intervention is required to resolve re-registration alerts.
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Device Configuration Changes

Any time a device’s Device-level or Site-level configuration is changed, the Cloud
must determine which settings should actually be changed and pushed down to a
device.

When “Site-level configuration inheritance” is enabled for a device, the final
configuration will be made of merging two different sets of configurations:

®  The common Site-level configuration settings for that product type, and
®  The device’s individual configuration, which includes settings not configurable
at the site level, such as advanced radio settings, features unique to a single

product, and more importantly, any Device-level configuration overrides.

Figure 19: Device Configuration Overrides
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Device-level configuration setting overrides can be created by changing a setting at
the Device-level configuration that’s currently being inherited from the site level.
These overrides can always be reverted at any fime by clicking the “Use Site
Settings” button.

Figure 20: Reverting Device-Level Overrides
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After a user changes the configuration for a device, the following will happen:

1. A “Change Config” task will be created detailing exactly which settings are
being changed on the device. This task can be tracked on the device’s Activity
page.

2. The Cloud will push the new configuration down to the device and wait for a
configuration ACK from the device to acknowledge that the new configuration
was successful.

3. If the ACK is received, the task is marked as complete. If the device loses
connectivity after applying the new set of configuration settings, the device will
revert to the previous configuration, and send a failure notification to the
Cloud. This will result in an “out of sync” error.

Configuration Errors and Failures

There are two major errors that may be encountered during the configuration
process:

Configuration out of sync error: This error occurs when the device reverts a
configuration pushed down from the Cloud because it cannot connect to the
Cloud again after the change. This is what “out of sync” means; the device’s
running configuration does not match the configuration on the Cloud.

Resolution: This error can be resolved by changing any incorrect settings in
your device’s configuration on the Cloud, and clicking the “Resync” button to
send them back down. For example, a device is currently operating in Client
mode, but is configured to use AP mode from the device’s Configuration page
on the Cloud. After a configuration push, the device will no longer be able to
access the Internet or Cloud. The device’s operating mode must be changed to
Client from the Cloud configuration.

Configuration Device configuration suspension means that no configurations will be pushed to
Suspended Error the device from the Cloud, and no configurations received by the device will be
processed by the Cloud.

A device’s configuration may become suspended in two cases:

Device was downgraded: As of 2/1/2019, if you downgraded your Cloud-
connected device to an older firmware without resetting to defaults, your
device’s configuration will automatically be suspended. The reason for this is
that the device’s configuration may contain keys or other values that are not
supported, or are incompatible with the older firmware version. This situation
could lead to system errors and undefined behavior.
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Resolution: Reset your device to defaults and allow it to connect to the Cloud
again through re-registration.

A system error has occurred: Sometimes (very rarely), a system error will
occur when the Cloud does not understand how to process one or more keys in
the configuration sent to it by the device.

Resolution: Most times, the system error can be cleared out by resetting the
device to defaults, and choosing the “Use the device’s running config” at re-
registration.

Note: This will clear out any “bad” cloud-level configuration keys, but will also
clear out any device-level overrides you may have created.

If that does not work, wait for support and development teams to investigate the
cause of the system error. Once resolved, an email will be sent out to all Cloud
account owners and admins notifying them that the device’s configuration has
been unsuspended.
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Cloud Configuration

This section provides details on creating and managing clouds and sites, as well as
configuring access point settings.

This section includes these chapters:

®  “Cloud Management” on page 44

m  “General Site Configuration” on page 93

m  “Site WiFi 5 Configuration” on page 116

m  “Site WiFi 6 Configuration” on page 158

m  “Site Terragraph Configuration” on page 208
m  “Site SD-WAN Configuration” on page 214

®m  “WiFi 5 Device Configuration” on page 217

m  “WiFi 6 Device Configuration” on page 226

®  “Metroling Device Configuration” on page 237
m  “Terragraph Device Configuration” on page 253
m  “Switch Device Configuration” on page 263

m  “SD-WAN Device Configuration” on page 282
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This chapter includes the following sections:

“Managing Your Clouds” on page 45
“Displaying the Cloud Dashboard” on page 50
“Creating a Custom Cloud Dashboard” on page 51
“Managing Your Devices” on page 53

“Manage Your Sites” on page 58

“User Management” on page 59

“Site Grouping” on page 61

“Always Follow Cloud Configuration” on page 64
“Managing Licenses and Billing” on page 68
“Report Management” on page 69

“Add-Ons” on page 72

“Using the AuthPort Add-On” on page 73

“Using the Aprecomm Add-On” on page 82

“Using the Smart NVR Add-On” on page 86
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Managing Your Clouds

Select “Manage Clouds” from the Cloud pull-down menu in the upper right of the
screen to get to the cloud management page.

Figure 21: Cloud Menu

oud > Defaule , & 4 @ TesiCloud ~ | O Hichris ~
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Create a New Cloud To add a new cloud to an existing account, follow these steps:
(from an existing
account) 1. Select Manage Clouds in the upper right of the screen (once logged in) to open
the Cloud Memberships page.

2. Click Add Cloud.

Figure 22: Displaying Cloud Membership
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3. Fill in the cloud name and other descriptive information.

4, Click Save.
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Figure 23: Adding Cloud Information
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Editing Cloud Click on the expand icon to show the DELETE and EDIT buttons.

Information
Figure 24: Showing Cloud Actions
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Changing the Cloud In the cloud management list with the selected cloud expanded, click on the EDIT
Properties button in the lower right of the list to display the cloud information properties. Make
your changes to the cloud properties and then click the SAVE button.

Figure 25: Changing Cloud Properties
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Deleting a Cloud In the cloud management list with the selected cloud expanded, click on the
DELETE button in the lower right of the list to delete the cloud. Click OK in the
confirmation window to complete deleting the cloud.

Figure 26: Delete Cloud Confirmation

Confirmation Required

Are you sure you want to delete the cloud TestCloud?

& Caution: Deleting a cloud is a permanent action and will result in the deletion of
all related records, such as APs, clients, sites, system activity logs, and device
configurations stored for that cloud.
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Displaying the Cloud Dashboard

The cloud dashboard provides an overview of system status for configured devices,
recent activity information, a cloud status map, and a site status overview.

Figure 27: The Cloud Dashboard
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The following items are displayed on the cloud dashboard:

m  System Status — The four circles represent (from left to right): the number of
sites, the number of devices (with online/offline counts), the number of devices

with synced configurations, and the number of devices registered.

@ Note: Placing the mouse cursor over the four circles shows additional information.
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®  Activity — Provides a short summary of the most recent device, network and
system alerts, and maintenance notifications such as the device being
unreachable or rebooted. Clicking on each entry provides further details.

®  Cloud Map — Displays the geographical location of the cloud sites and the
devices located at each site. Hovering over a device displays a pop up with
further device details.

® Enabled Add-Ons Overview — A summary of the currently enabled Add-
ons. Clicking in the box opens the Site Add-ons management view.

m Site Status Overview — Lists a summary of site statistics, including the day's
traffic, the number of clients, and the number of online devices.

® Feedback Dialog — Enables you to send your comments and suggestions
directly to Edgecore.

B Beta Features — Enables new cloud controller features that are in beta
release stage.

Creating a Custom Cloud Dashboard
In the default cloud dashboard, click the plus sign next to the default tab at the top
to create a custom dashboard suitable for your requirements.

Figure 28: Adding a Custom Cloud Dashboard

Cloud dashboard for e

Default

SYSTEM STATUS

Enter a name for the new custom dashboard and click SUBMIT.

Figure 29: Naming a Custom Cloud Dashboard

Add New Cloud Dashboard

Enter a name for the new dashboard:
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A new tab will appear next to the default dashboard tab with the custom

dashboard’s name. Click on one of the “+ Add Widget” buttons to add the desired
item for the new dashboard.

Figure 30: Adding a Widget to a Custom Cloud Dashboard

Cloud dashboard for

Clients 3
Default +

Once a widget is selected click the “ADD” button.

Figure 31: Selecting a Widget for a Custom Cloud Dashboard

Select a Widget

CANCEL

Afterwards the widget will appear on the new custom dashboard. The widget size
can be adjusted by dragging the edges of the widget box. Further, it can be
renamed or removed by clicking the three dot icon in the upper right of the box.

Click the “Add Widget” button again to add additional widgets to the custom
dashboard.

Figure 32: Customized Widgets Added to a Custom Cloud Dashboard
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Managing Your Devices
Clicking the Devices section on the Cloud menu displays all the cloud devices for
all sites.

Figure 33: Cloud Menu Devices
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Filtering the Device Click the filter (funnel) icon button in the upper left of the window to open the
List filtering options for the device list (Status, Health, State, Blocked, Disabled,
Configuration Status, Configuration Inheritance Policy, or Product Type). The
displayed devices can also be sorted by clicking on the ascending or descending
arrows at the top of each column.

Figure 34: Manage Your Devices
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Configuring The Site-level Inheritance Policy is set when you first register a device, but this can
Inheritance Policy also be changed later at any time. For more information, see “Understanding

Configuration Inheritance” on page 36.

In the Cloud Devices list, the column with the gear icon indicates the devices that
have the Configuration Inheritance Policy enabled. The Configuration Inheritance

Policy field can be filtered and the policy for devices changed from the “Actions”
list.

Figure 35: Configuration Inheritance Policy Indication

Manage your devices + ADD DEVICE
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Select devices by clicking the checkmark square in the first column. The “Actions”
button becomes available in the column header. Click the Actions button to display
a menu of actions that can be applied to the selected devices.

Figure 36: Manage Your Devices Actions Menu
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entries
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The following items are displayed on the Actions menu:
® Change Inheritance Policy — The selected devices will change their
inheritance policy, either to “Do not inherit site-level configuration,” or to

“Inherit site-level configuration,” depending on the current setting.

B  Move to Site — Moves the selected devices to another site. The devices will
inherit site-level configuration from the selected site.

®m  Block — Blocks the selected devices from communicating with the cloud.
m Disable — Blocks (prevents communication with the cloud) and hides the
devices from all dashboards. The devices are no longer available, but the

device history is preserved.

m Delete — Permanently removes the selected devices from the cloud.
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Viewing Device Click a device name link in the Name column to access the detailed device

Information information.

Figure 37: Accessing Device Details
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Adding Devices Click the Add Devices button to display the “Register new devices” page and add

new devices to the cloud.

Figure 38: Adding Devices to Your Cloud

Register new devices

Select site  Tps-world v
Add Devices 500 devices per site

Inherit site-level settings

Enable barcode scanning mode

#1

#2

You can find the serial number and MAC address on the product box or on the back of the product itself.

Upgrading Device Click the upgrade icon in the FW column when new firmware is available for a
Firmware device. The automated firmware upgrade page opens.

Figure 39: Firmware Upgrade Indication
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Follow the selections for the firmware type and upgrade schedules, and then click
the Create button to initiate the upgrade.
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Figure 40: Device Firmware Upgrade
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Displaying System Activity

Click Activity on the Cloud menu to display all logged system alerts, maintenance
tasks, and logged events. Click the filtering button on the left to specify a date
range selection. The displayed messages can also be sorted by clicking on the
ascending or descending arrows at the top of the Date column.

Figure 41: Showing All System Activity
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Use the buttons at the top of the page to filter by the available categories: Alerts,
Maintenance, or System logs.

Figure 42: Filtering by Activity Category
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Manage Your Sites

From a Cloud menu, click on the Site Management.

Figure 43: Site Management Page
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In the Manage Sites window a list of all created sites is shown with each site name,
creation date, user list, and location. Click the edit button to edit a site’s properties,
or the delete button to delete a site once all devices are removed from it. Click the
Add Site button to open the site creation page.

Clicking on a site name opens the site’s dashboard.

Figure 44: Site Dashboard
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See “General Site Configuration” on page 93 for further detailed site management

and configuration information.
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User Management

The user who originally creates a cloud is the cloud's owner. The owner can then
invite any number of users to have Owner, Administrator, or Regular User access to
the cloud and its sites.

Note the following access rights for users:

®  Owner — Cloud Owners have full write permissions and access to all sites
and devices within the clouds they administer.

®  Administrator — Cloud Administrators have nearly full write permissions and
access to all sites and devices within the clouds they administer. They, however,
cannot manage billing and licensing settings by default only the cloud owner
can do this. The cloud owner can grant this permission to an Administrator if
required.

®m  Regular User — Site-level users that are bound to the sites that the owner
specifies. They can further be classified as Managers (with full write access), or
Guests (with read-only access) within their specified sites.

From the Cloud menu, click “User management.”

Figure 45: Manage Users
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The Manage Users page allows you to invite new users, remove users, or edit a
user’s access permissions.

Click INVITE USER to open the invitation page. Fill in the user’s email address and
select the role for the user; Owner, Administrator, or a Regular User. For
administrators, two additional permissions can be selected. Click INVITE to send an
email message request to the new user to join the site.

— 59 _



Chapter 2 | Cloud Management
User Management

Figure 46: Invite a New User
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The “Additional permissions” field is optional and contains the following items:

®  Manage licenses and billing — Provides full access to Licenses & Billing
pages for the cloud.

®  Manage VPC settings — Allows access to Virtual Private Cloud (VPC) settings

used for custom clouds. Custom clouds remove the Edgecore branding from a
cloud and allow all the pages to have a custom name, logo, etc.
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Site Grouping

When you need to manage multiple sites within the same cloud, you can use Site
Grouping to aggregate information from various sites on one page, avoiding the
need to constantly switch between sites.Site Grouping essentially enables you to
create a logical collection of related sites.

Note that only Cloud Owners and Cloud Administrators have permission to use
Site Grouping.

To create a site group, go to the Site Management page and click “Manage Site
Grouping.”

Figure 47: Accessing Site Grouping
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Enter a name and description for the site group. Click “Add Site” to add available
sites to the group from a list. Click Save to create the group.

_ 61 -



Chapter 2 | Cloud Management
Site Grouping

Figure 49: Creating a Site Group
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From the Manage Site Grouping page you can edit or delete groups, and switch
quickly between groups using the “Choose a Group” menu at the top-left of the
page.

Figure 50: Managing Site Groups
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Selecting a Site Group refreshes the page and you can see aggregated information
from sites in the group.
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Figure 51: Viewing Site Group Information
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To reset Site Grouping to the global view, click "Reset Site Grouping" on the Site
Grouping drop down list.

Figure 52: Resetting Site Grouping
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Always Follow Cloud Configuration

In addition to site inheritance and device-level changes, ecCLOUD supports two-
way synchronization of cloud and device configuration. When a user modifies a
device configuration locally through its web interface, the changes are pushed back
to the ecCLOUD configuration.

To prevent the ecCLOUD configuration from being modified by local device
changes, ecCLOUD provides an “Always follow cloud configuration” feature that
ignores any local configuration changes received from a device. This feature is
completely independent of the type of device or its firmware version.

Note: You cannot initiate a firmware upgrade on a device with “Always follow
cloud configuration” enabled. First disable this feature before performing a
firmware upgrade.

When there is a mismatched configuration between the cloud and the device,
ecCLOUD notifies the cloud administrator with the message “The configuration
between cloud and device is not matched” and the “Configuration status” is
marked as “Configuration is not matched.”

The cloud administrator then has the option to manually push the ecCLOUD
configuration to the device, or to enable “Auto follow cloud config” to

automatically resolve the mismatched configuration.

When registering new devices you can enable “Always follow cloud configuration.”

Note: “Always follow cloud configuration” is automatically disabled when a device

is added by QR code onboarding.
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Figure 53: Enabling Always Follow Cloud Configuration During Device Registration
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You can also enable or disable “Always follow cloud configuration” for multiple
devices from the Site-level Devices page.

Enabling Always Follow Cloud Configuration on the Devices Page
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You can check the status of “Always follow cloud configuration” for devices from the
Site-level Devices page, as well as enable/disable the feature using the “MANAGE
FOLLOW CLOUD CONFIGURATION” button.
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Figure 55: Managing Follow Cloud Configuration
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Once “Always follow cloud configuration” is enabled, ecCLOUD will still receive

configuration changes from devices, but it does not update the configuration in the
cloud. In this situation, ecCLOUD marks the configuration state as “Configuration
is not matched.”

To synchronize cloud and device configurations, you can click “SYNC NOW” in the
device-level configuration, or push the configuration from the Site-level Devices

page.

Figure 56: Using Force Configuration Push
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Alternatively, you can enable “Auto follow cloud config” on the Site Properties page
to push a configuration to devices automatically.
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Figure 57: Using Auto Follow Cloud Config
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v Advanced settings
B Activity

B Retry config sync ()
¥ Wireless Clients

B Auto follow cloud config (2)

Manage
9 Maps v B Sync Switch VLANS (%)
E Add-ons Running Config Timeout

15 Minutes ¥ | (3)

= Site Properties

Note: Do not enable MSP Mode and “Always follow cloud configuration” at the
same fime. This will cause the device configuration not to be updated to ecCLOUD

properly.
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Managing Licenses and Billing

From the Cloud menu, click Licenses & Billing to manage your ecCLOUD payment
plan.

Figure 58: Managing Licenses and Billing

Licenses & Billing

CLOUD BALANCE

$ 0 0 0 Invoice Date Payment Method
L]

WANUAL PAY
You can apply any Cloud balance credits towards both your annual 2019-12-01
Cloud pla and monthly Add-on invai rou have nothing due ot th
APPLY VOUCHERS
EDIT
CLOUD PLAN
Your Cloud Plan Available Licenses Expires Payment Method
Core Cloud Plan Unlimited 2020-11-04 MANUAL PAY

xpires on 2020-11-04.

From the Licensing and Billing page you can:

®  Apply voucher codes to add credit to your existing cloud plan renewal and
Add-on invoices.

®  Upgrade the your cloud plan from a Trial Plan to a Core Cloud plan or a
Virtual Private Cloud plan. Upgrades are enabled through credit card billing
either a single manual payment or with automatic renewal payments. You can

also apply Edgecore vouchers as payment for the upgrade.

® View Enabled Add-ons and Invoice History records.
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Report Management

The Report Management feature in ecCLOUD provides a convenient way for Cloud
Owners and Administrators to generate and download custom reports containing
information of the sites within the network.

Generate a Report

To generate a custom report, follow these steps:

1. Navigate to 'Report Management' in the Cloud menu.

Figure 59:

CLOUD MENU

Choosea Group..
Choose a Site... v
& Dashboard

[ Devices

@ Activity

Manage

B3 Site management

© User management

© Report management

B Add-ons

Licenses & Billing

@ Pproperties

4 Notifications

Report Information

» Report Information

Report Information

Select the report information you want to generate

" Remove
Site Name
tremove alf)

N sites added...

Select Product Attributes

sites Information Devices Information
[ site Note [ Host Name

ow

0w

O MAc

Device Configurable
[ SSID State

[ Radies

[ Network Behavior
[ security Method

[ Password

3 -
L A s @ #resteccloun ~ | @ Hi Edgecore ~

2. Click 'Add Site' to include sites in the report. Use the search bar to find specific
sites or 'Add Filter Sites' to include all sites that meet certain criteria. Click 'Save'
to confirm.

Figure 60:

Add Sites

/ADD FILTER SITES
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3. Select which attributes you wish to include in the report from the 'Select Product
Attributes' section.

Figure 61: Select Site Attributes

Select Product Attributes

Sites Information Devices Information Device Configurable
Site Note Host Name SSID State
P Radios
Fw Network Behavior
MAC Security Method
Password

4. Click 'Export' to generate the report. A green notification will appear in the top
right corner as confirmation of the action.

Figure 62: Schedule Report Export

D > Report Information E= & 2 @ #Test ecCLOUD v | @ Hi Edgecore v

Report Information @ Report was scheduled. You can monitor task status %
Choose a Group... - on the Maintenance tab of the Activity page.
Cheose s Site... - Select the report information you want to generate R

% Dashboard

[ pevices
B Activity

Site Name Remoye
B3 Site management wifis

wifie

© User management

A A Select Product Attributes

B add-ons
B Licenses & illing Site Note Host Name % SSID State
P Radios
@ Pproperties
W Network Behavior
4 Notifications MAC Security Method
% Password

© owner

5. Monitor the status of the report creation in the 'Activity' section. A completed
task will indicate the report is ready for download. Note that the file will expire
after 7 days.
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Figure 63: Activity Section with Report

cCLOUD: & '8 db #TestecCLOUD ~ | @ Hi Edgecore v
Activity
Choosea Group... ¥
Alerts System
Choose asite. -
% Dashboard
z| [x
[ Devices
DATE TYPE STATUS AFFECTED DETAILS
Activity
12 minutes ago Report Completed  Global Created by Edgecore Huang.
2024-01-417 11:10
Cloud report
B3 Site management @ Dawnload file (expires in 7 days)
@ User management
° 22 minutes ago Site edited Event Q@ wifi5 User Edgecore Huang edited site profile
2024-01-17 11:00 Shor s
© Report management
B Add-ons
° 13 hours ago Warning alert Info Device has rebooted.
e ; 2024-01-1621:56
B Licenses & Billing
@ Properties
17 hours ago Report Completed  Global Created by Edgecore Huang.
& Notifications 2020018
Cloud report
@ Download file (expires in 6 days)
° 18 hours ago B Normal alert Info BMINI Channel changed from 6 to 1 on the 2.4 GHz radio.
2024-01-1617:45
6 owner

6. Download the report by clicking on the 'Download file' link. The report will be
saved locally to your device.

Figure 64: Report File
—

®
Eld]glel-[c]o]r]E

NETWORKS

ecCLOUD Report

Date: 1/17/2024

core Networks Corporation
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Add-Ons

This chapter describes add-ons that can be used for the following categories:
®  Enhanced Guest Wi-Fi & External Captive Portal Services

m  Security and Family Services

m  ecCLOUD Extensions

®  Additional Hardware Support

Using Add-ons

From the Add-ons Menu, available at both Cloud and Site levels, click on selection
icon, click on “Learn More,” and then click on the “Activate” button to use the
selected service.

Certain add-ons are accessible exclusively at the Cloud level, as their features
impact the entire cloud deployment. Examples include:

®  Wedge Security Service
®  Smart Indoor Location

Figure 65: Add-ons Menu

Site Add-ons

All Add-ons (11) ~
) BLACKBX SBCifi € CLOUD4W!
ADIPSYS

Adipsys Blackbx SOCIFI Cloud4Wwi+Volare

Free to connect Free to connect Free to connect Free to connect
Use the Adipsys Cloud to secure and Enable this add-on for easy Enable this Add-on for easy Enable this Add-on for easy
monetize your Wi-Fi hotspots. integration with your BlackBx integration with your SOCIFI Wi-Fi integration with your Clouddwi
Learn more account. Monetization account. Volare account.

Learn more Learn more Learn more

LEARN MORE ACTIVATE ACTIVATE ACTIVATE

3 @3 family zone @ v slack

Family Zone ContentShield Slack Extended Storage
$350/ month $2.00/ device/ month Free $0.50 / device/ month
Asimple, intelligent, and complete A lightweight DNS-based web Send your site's alerts and This add-on will extend the amount
cyber safety solution. filtering service for guest wifi. notifications to your team’s Slack of time your site’s data is retained in
Learn more Learn mare account. the Cloud from 30 days to 1 year.
Learn more Learn more

START 14-DAY TRIAL

<1,
LEARN MORE BUY ADD-ON %= Add to Slack BUY ADD-ON
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Using the AuthPort Add-On

The AuthPort Add-on enables the built-in authentication server of ecCLOUD,
supporting authentication, authorization, and accounting (AAA) functions for
wireless clients. With AuthPort enabled, you can create accounts based on different
service plans, which defines the time and data quota for each account. When the
wireless client associates to the network, the client can login with the created
account to obtain Internet access.

Note: Currently, AuthPort is only supported on the following models: ECW5211-L,
ECWO5211-L, OAP100, ECW5410-L, SP-W2-AC1200 (L), SS-W2-AC2600,
EAP101, EAP102, EAP104.

You can purchase this add-on by navigating to the “Add-ons” menu item from
either the Cloud or Site-level menus, and pressing the “BUY ADD-ON” button on
the AuthPort add-on.

Figure 66: AuthPort Add-On

AuthPort

$2,90 / device/ month

Provides RADIUS service hosted by
IgniteMet.

Learn more

BUY ADD-ON

After enabling the AuthPort add-on, the AuthPort configuration menu will appear
on the Cloud menu. You can configure a Service Plan, Accounts, Certificate, and
Captive Portals respectively.

_ 73 _



Chapter 2 | Cloud Management
Using the AuthPort Add-On

Figure 67: The AuthPort Menu

% AuthPort ~

Service Plans

B Accounts

8 Certificate

# Captive Portal

Service Plans A service plan defines the usage limitations for an account. Before creating an
account, you must define the service plan first.

Figure 68: Adding a Service Plan

Add service plan X

Mame *

Walid time period
Basic time length

Walid for
30 - Days *

Traffic Quota
Unlimited

Note

v Advanced settings

Quota renewal
f Does not renew

Mumber of devices per account
Unlimited -

CAMNCEL

The following list shows the configurable items for a service plan.

® Name — The name of the service plan.
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Valid time period — The account is available only in the defined valid time
period. The time period is defined by the activation and expiration times.

Activation time — The client must log in to the account before the activation
time. If not, the account will expire and cannot be used.

Expiration time — The account will expire and cannot be used after the
expiration time.

Traffic quota — The quota limitation for the account. If the client uses more
traffic than the quota limitation, the account will be “out of quota” and cannot
be used for login.

Note — Any additional information for the plan.

Quota renewal — Configure the time for the account to renew the traffic
quota. The quota can be renewed daily, weekly, or monthly.

Number of devices per account — The number of devices that can use the
same account to login at the same time.

On the Service Plans page, you can see a list of overviews for all existing plans. You
can also add new plans, edit existing plans, or delete plans from this page.

Figure 69: Service Plans Overview

AuthPort Service Plans + ADD SERVICE PLAN
Choose a Site.. -
% Dashboard ' REFRESH
[ Devices 0O nName PLAN DESCRIPTION NOTE
B Activity Activation Upon account creation
Expiration: a month after account activation
1068 Number of devices: 10 EDIT | | DELETE
Traffic qui 10GB
& site management Traffic quota renewal: Weekly on Monday at 17:20
Activation Before 2020-07-10
@ User management
Expiration: 3 days after account activation
_ 3da Number of devices: 1 EDIT DELETE
¥ AuthPort - Traffic qu Unlimized
Traffic quota renewal: Does notrenew
Service Plans
Activation Before 2020-07-10
B Accounts Expiration: 6 days after account activation
1GB-6days " ‘ EDIT | [ DELETE
Traffic quota: 1GB
8 Certificate Traffic quota renewal: Daily a1 13:30
/ Captive Portal Activation: Upon account creation
Expiration: Does not expire —
does not expires EDIT DELETE
Traffic quota: it
Traffic quota renewal: Daes not rene:
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Accounts Accounts for wireless clients can be generated based on the service plans. Accounts
can be created one by one or in a batch. When creating a single account, the
username and the password of the account are configured manually. When

creating accounts in a batch, the usernames and passwords are randomly
generated.

Figure 70: Creating a Single Account

Create an account X

Username *
Password *
Plan™
5 day plan hd
Activation Upon account creation
Quota renews Does not renew
Number of devices Unlimited
Quota Unlimited
Expiration 5 days after account activation

Muldiplie:

1 @
Total
Expiration 5 days after account activation
Notes

CANCEL

Figure 71: Creating Accounts in a Batch

Generate accounts X

Plan*

5 day plan hd
Activation Upon account creation
Quota renewa Does not renew
Number of devices Unlimited
Quota Unlimited
Expiration 5 days after account activation

Multiplie
Total
Expiration 5 days after account activation

Number of accounts

Notes

. Export generated accounts to a file @

CANCEL
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Both methods of creating accounts have a “multiplier” that can be configured to
allow the account to include several units of the quota based on the service plan.
For example, if an account is created based on a service plan with a 10 GB quota,
you can set it to be three times the basic quota, making it have a 30 GB quota.

Figure 72: Account List

AuthPort Accounts + ADD AN ACCOUNT + GENERATE ACCOUNTS
Choose a Site... -
% Dashboard C rerresH @R EXPORT
[ pevices o o PLAN  TRAFFIC QUOTA EXPIRATION TIME NOTE
B Activity .
. in 2 months -
O O testt 2GB 26MB used total 2GB N . EDIT | | DELETE
. o in22d —
E si ®@ 0O O test2 3TE 516MB used total 3TR EDIT | | DELETE
Site management
@ User management ~ Unlimited data
unlimit r EDIT | | DELETE
@ 0O O test3 267MB used Does not expire
W AuthPort &
®@ 0O O tests 30Dz Unlimited data EDIT | [ DELETE
Service Plans 08 used
(EETES ® O ® texs 741KB used  total 300MB EDIT,| |DELETE
@ Certificate
~ . Unlimited data -
Da EDIT | [ DELETE
) ) @ 0 O test6 Y 50MB used
# Captive Portal

Once created, the accounts appear in the accounts list. In the accounts list, you
can check the account status, corresponding plan, expiration time, and traffic
quota information. Also, information of recent client device logins with the account
can be examined here.

Figure 73: Account Details

Unlimited data Expires in 10 days -
® AAAA 333333 7 1234 EDIT DELETE
©n - 117MB used 20 5113
MAC SsID Access Point Site IP Address os Freq Band RSSI Session Down/Up Session Duration
4 authportt ECWS211-1-3 authport site 192.1682.113 Generic Android 5 (2432 MHz) -53 42kB/26 kB 32 minutes

For each created account, the administrator can also edit its properties, including
the password, corresponding service plan, and the multiplier for the total quota. In
addition, the administrator can export selected accounts to a CSV format file and

distribute the accounts to the wireless clients.

_ 77 _



Chapter 2 | Cloud Management

Using the AuthPort Add-On

AuthPort Certificate When AuthPort authentication is enabled, clients will see a captive portal page after

connecting to the SSID. The administrator can upload a security certificate and
configure the domain name for the captive portal page.

Figure 74: AuthPort Certificate

AuthPort Certificate

Choose a Site... -
-
1% Dashboard Certificate

[F] Devices

B Activity

B Site management

@ User management

Private Key

Add-ons

Licenses & Billing

@ Properties

W AuthPort 2

E Service Plans

B Accounts
DNS

Certificate

CLEAR FORM
# Captive Portal

If a certificate is not configured, wireless clients will be redirected to the captive
portal with an unencrypted HTTP connection. For security concerns, it is strongly
recommended to prepare a valid certificate and upload it so that the captive portal
will be under HTTPS protection. Note that the certificate and private key should be
in PEM format. Just copy and paste the content of the certificate file and the private
key file to the corresponding fields.

As for the DNS (domain name service), the administrator can configure a domain
name that wireless clients will see for the captive portal page. If the DNS is not
configured, clients will see the IP address of the AP in the URL of the captive portal

page.

To prevent a security warning in the web browser, make sure the certificate is signed
by a trusted authority. Also, make sure the configured domain name is the same as
the “common name” (CN) field defined in the certificate.

_ 78 _



Chapter 2 | Cloud Management
Using the AuthPort Add-On

Captive Portal AuthPort provides an editor for captive portal page customization. You can define

multiple captive portal templates and apply a different template to different
AuthPort-enabled SSIDs.

When you create a captive portal and access the editor for the first time, you will be
asked to select a theme for your portal. You can select a theme that is appropriate
for your service and start editing the page content.

Figure 75: AuthPort Captive Portal Themes

Healthcare

After selecting a template, you will enter the captive portal editor. The editor layout
consists of three main parts; a tool bar, an options/attributes panel, and a preview
frame. The tool bar is at the top of the editor. On the right-hand side is where the
options or attributes can be configured. The preview frame allows you to drag-and-
drop page objects and check your portal design in real-time.
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Figure 76: AuthPort Captive Portal Editor

ecCLOUD

Welcome to ecCLOUD Wifi

Username

Password

Put your Terms and conditions here

Lorem ipsum dolor sit amet
Consectetur adipiscing elit. Vivamus
semper ante vel tellus scelerisque ornare.
Nam et purus sit amet magna pulvinar

o i 1 agree with terms and conditions

SSID Configuration AuthPort supports per-SSID configuration for enabling authentication. For example,
if you have two SSIDs where one is for staff and the other is for customers, you can
enable AuthPort authentication only on the customer SSID. When staff members
associate to the staff SSID, they can immediately obtain Internet access. When
customers associate to the customer SSID, they are brought to the captive portal
page where login credentials are requested.

Figure 77: AuthPort SSID Configuration
Editing SSID "authport site”

Minimum allowed signal
Max Client Count

Multicast/Broadcast Rate

Activate on radio @ s6H: ® 246H:z

~ Network Settings
Network behavior Route to Internet A
Route through Default Local Network d
Limit upload rate

Limit download rate

AuthPort Enable ®

Captive Portal Default captive portal hd ADD NEW PORTAL
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AuthPort authentication not only works with a captive portal, but it also can be
integrated with EAP authentication. When the security method is Open, WPA-PSK,
or WPA2-PSK, and if AuthPort Enable is “on” for the SSID, wireless clients are
redirected to the captive portal page after association. Clients can use the AuthPort-
created account or use their Microsoft 365 credentials to login and obtain Internet

access.

When the security method is WPA-EAP or WPA2-EAP, and if AuthPort Enable is “on”
for the SSID, the cloud will become the RADIUS server for the EAP authentication.
Wireless clients can use the AuthPort-created accounts as the credentials for
wireless connection and complete the transparent login.
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Using the Aprecomm Add-On

The Aprecomm add-on service, through its Virtual Wireless Expert (VWE), equips
ISPs with a unified tool for real-time network visibility and insights, simplifying
troubleshooting and enhancing customer support. ecCLOUD users can activate a
no-cost Freemium service or purchase a premium license for an extended feature
set.

Figure 78: Aprecomm Add-On

.,
CiGprecomm
Virtual Wireless Expert

Enable Aprecomm’s Al Engine, Virtual
Wireless Expert to perceive and improve
Real Time Customer WiFi Experience.

Learn more

ACTIVATE

SUBSCRIBE / REDEEM

Supported Devices To view information on supported Edgecore Wi-Fi APs, follow these steps:
and Firmware
Versions 1. Inthe 'Add-ons' menu at the Cloud, Site or Device level, click 'Subscribe /
Redeem'.

2. Select 'Support Models and Info' to view supported model names and firmware
details.

Figure 79: Supported Devices and Firmware Versions

Support Models and Information

MODEL
T FIRMWARE VERSION
11.62/11.65/123.0/12.3.1 /12.40/12.4.1 /12.43/12.45/ 1247

EAPTOT 71248

11.62/11.65/123.0/12.3.1 /124071241 /1243/12.45/1247
71249

EAP102

EAP104 123.0/123.1/12.40/12.41/12.43/1245/12.47/12.49

EAP104-L  123.1/12.40/12.41/12.43/1245/1247/12.49
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The freemium version can be activated globally at the cloud level or individually at
the site level.

1. Inthe Cloud or Site menu, click '"Add-ons' and then 'Activate’ under Aprecomm’s
Virtual Wireless Expert.

2. After confirming the activation, it automatically installs the Aprecomm package
on devices running compatible firmware.

Note: The cloud agent on the device periodically queries ecCLOUD for new
packages to install, including Aprecomm’s package. A device reboot may expedite
the process.

To enhance visibility and insights beyond the Freemium offer, follow these steps to
purchase and apply Aprecomm VWE licenses:

1. Purchase voucher codes from your distributor or email ecwifi@edge-core.com.

2. Add licenses on ecCLOUD by selecting 'Subscribe / Redeem' under 'Add-ons' in
the cloud menu. Click 'Add Vouchers' and enter the provided voucher code.

Figure 80: Add VWE Licenses

Subscribe Add-on: Virtual Wireless Expert

Add License SUPPORT MODELS AND INFO>>

ADD VOUCHERS

Please contact your distributor or ecwifi@edge-core.com to obtain the voucher.

License Information DETAIL MANAGE LICENSES

License Duration Available In Use

12 Months 1 4

3. Activate the license in the cloud menu under 'Add-ons' by selecting 'Subscribe /
Redeem'.

4. Click 'Manage Licenses' to list the supported devices.
5. Select the desired devices.

6. Click 'Actions' and 'Apply License'.
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Figure 81: Apply VWE Licenses

Manage Licenses: Virtual Wireless Expert
L2 acrions ' REFRESH Il customize @ EXPORT
Apply License
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O m @ 5B-14 - v _ s o Taipei Office 2
EC2106002091 12.4.9-1299 (2]~/ 2022-05-20 15:07
B EAP101 12.4.9-1293 (1) 2 years ago ;
O m @ 5A-501 - ~ v _ e o Taipei Office 2
EC2106001882 12.4.9-1299 {2]~/ 2022-05-20 15:07
EAP101 12.4.9-1293 (1 ayear ago
O m @ 5A-10 - B m v . . Taipei Office 2
EC2106001763 12.4,9-1209 (2)¥ 2022-10-06 17:03
EAP102 2 years ago
O EAP102 11.2.0-796 Beaverworks
O m EC2126003799 2022-06-30 12:03 seaven
- ® - EAP101 12.4.9-1299 (1) 6 months ago E—
EC2107804186 12.4.9-1203 (2) 2023-07-10 17:27 aipei Otfice 2
EAP101 12.4.5-1118 (1) 3 months ago

7. Filter the available licenses by the number of available days and apply as
needed.

Figure 82: VWE Licenses per Number of Days

License Application X
Selected Devices: 1
Devices with Applied License: 0

Available > Days™

Apply License: 30 SUBMIT

Thereis 1 available license.

The licenses will be applied to those devices without licenses.
If the number of available licenses is less than the selected devices, you can apply the license
first, and repeat this steps to choose other valid licenses for other devices

CANCEL

8. After applying the license, it automatically installs the Aprecomm package on
the selected devices.

Note: The cloud agent on the device periodically queries ecCLOUD for new
packages to install, including Aprecomm’s and associated license. A device reboot
may expedite the process.
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Accessing the VWE In the Freemium plan, the QoE score by Aprecomm can be viewed in the
Dashboard dashboard at the Cloud, Site, or Device level.

Figure 83: Aprecomm QoE Score
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Using the Smart NVR Add-On

The Smart NVR add-on integrates network video recording capabilities within the
ecCLOUD platform, allowing users to manage IP cameras across multiple sites.
This add-on supports the onboarding of Smart NVR devices and provides features
for configuring, managing, and viewing live footage and recordings from IP
cameras. ecCLOUD users benefit from automated IP camera scanning, cloud-
based configuration, and real-time alerts for system status and camera connectivity.

Figure 84: Smart NVR Add-On

@ SMART
&) NVR
Smart NVR

Subsribe to enable Smart NVR & IP Cam

management.

SUBSCRIBE / REDEEM

Purchasing Licenses Follow these steps to purchase and apply Smart NVR licenses:

1. Purchase voucher codes from your distributor or contact ecwifi@edge-
core.com.

2. Add licenses on ecCLOUD by selecting 'Subscribe / Redeem' under 'Add-ons' in
the cloud menu. Click 'Add Vouchers' and enter the provided voucher code.
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Figure 85: Adding Smart NVR Licenses

= ® O .
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i Site management
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% AuthPort v
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Once the voucher is successfully redeemed, the Smart NVR option will appear in
the Cloud Menu.

Adding Smart NVR The currently supported Smart NVR device is a VM-based service. To add a new
Devices device, you will need the device's serial number. Please contact your distributor or
Edgecore sales to obtain the serial number.

Figure 86: Adding a Smart NVR Device

1 ® -
NDYT > Add Smart NVR = W A ¢4 @Ay - @ HiTes -

Register new Smart NVRs

Choose a Group. -
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1. Navigate to the Smart NVR management page and click 'Add Device'.

2. Enter the device's serial number and assign an easily identifiable name.
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Figure 87: Installing and Registering a Smart NVR

© PACKAGE DOWNLOAD

Click this button to download package.

After the device is added to the cloud account, users must download the required
software package and install it on the Smart NVR device. To do this, follow these
steps:

1. Access the Smart NVR’s dashboard by clicking on the device name.

2. Click 'Package Download' to obtain and install the necessary software package,
and register the device on the cloud account.

Figure 88: Smart NVR Dashboard
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( " SmartNvR ek
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B Activity DEVICE INFORMATION ~
Cloud ANDYT
Firmware 20413
Main MAC address DEOOAFD71:67
Serial Number VNEC24255367
05 Version Ubuntu 22.04
Kernel Version 5.15.0-116-generic

Required Package Version &

Installed Package Version &

Created on 20240711 06:47 (19 days ago)

Last contact 2024-07-30 17:10 (a few seconds ago)
Uptime 11 Days 10 hours 45 minutes 23 seconds
System time Wed Jul 31 00:11:37 2024

WAN IP 1071.243

CPU utilization [ | 3%

Memory usage [ ] Used: 568MB (total 3912MB)
Storage 81%(96G /124G)

ACTIVE LICENSES A

ACTIVATED AT ~ EXPIRED AT ADDON

2024-06-19 08:49 2025-06-19 08:49
amonth ago inayear

Smart NVR

2024-07-29 09:08 2025-07-29 09:08
adayago in ayear

Smart NVR

The Smart NVR dashboard provides a comprehensive overview of device status,
system performance, and active licenses, offering users easy access to essential
management features and real-time data.
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Device Information Section:
Cloud — The name of the cloud managing the selected Smart NVR.
Firmware — The current firmware version installed on the Smart NVR.
Main MAC Address — The MAC address of the Smart NVR.
Serial Number — The Serial Number of the Smart NVR.

OS Version — The version of the operating system running on the Smart
NVR.

Kernel Version — The kernel version of the Smart NVR's operating system.

Required Package Version — Hover over the icon to view the required
package version for the Smart NVR.

Installed Package Version — Hover over this icon to see the currently
installed package version on the Smart NVR.

Created on — The date and time when this device was added to the
cloud.

Last contact — The most recent time the device reported its status to the
cloud.

Uptime — The duration the Smart NVR has been running.

System time — The current system time set on the Smart NVR.

WAN IP — The WAN IP address assigned to the Smart NVR.

CPU utilization — The current CPU usage percentage of the Smart NVR.

Memory usage — The amount of memory currently being used by the
Smart NVR.

Storage — The current status of the Smart NVR's storage, reflecting the
operational capacity of the system.

Active Licenses Section:

Active Licenses — Details of the licenses currently active on this Smart
NVR.

Live Action Section:

Reboot — Reboots the Smart NVR system.
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Restart All Services — Reboot all micro services running on the Smart
NVR.

Login — Allows the user to log in to the Smart NVR system for IP Camera
live view and historical data access.

Package Download — Download the Smart NVR package for installation
or update.

Manage Licenses Once you have configured the Smart NVR device, you can add IP cameras. Each
and IP Camera Smart NVR license has a quota of ten IP cameras.

Quotas

Figure 89: Applying Smart NVR Licenses

License Application

1. Navigate to 'Add-ons' and select the Smart NVR Add-on.

2. Click 'Manage Licenses', select one or more Smart NVR devices, and choose
'Apply license' from the Actions menu.

3. Specify the number of days and the quantity of licenses needed based on the
number of IP cameras to connect.

Figure 90: Available Quotas for IP Cameras per Smart NVR device

Manage Licenses: Smart NVR © 1 device(s) were successfully applied license! x
Crerrest I cusTOMIZE
Om o NAME W CREATED ON P P CAM QUOTA EXPIRED AT
om amnutssgo S hay

Rowis per page: 25 v or1

4. Confirm the available quota of IP cameras on each Smart NVR.
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Add IP Cameras To add an IP camera to the Smart NVR, users can scan the IP camera through their
Edgecore Access Point.

Figure 91: Add IP Cameras

< SMART NVR

" ® -~
U A do @amoT - @niTes v

Manage IP Cameras + ADD IP CAM

Navigate to the Smart NVR device, click 'lP Cameras' and follow these steps:

1. Select the Access Point(s): Choose the APs for the scanning task. These devices
will locate the IP cameras on the network.

Figure 92: IP Cameras Scan Details

s _— S
B o Mt 7 ey a = " &% o @mor- @ues -

Add Managed IP Cameras < BACK

You can discovery IP camera then add them to dedicated Smart NVR by following these steps

< SMART NVR

ENTER SCAN DETAILS

2. Configure the ONVIF scanning task:
»  Enfer the login credentials of the IP cameras.

»  The AP automatically configures the Port Forwarding settings, allowing the
Smart NVR to communicate with the IP cameras.

3. Multicast scan and additional Unicast scan:

»  Multicast Scan: By default, the scan uses Multicast to detect IP cameras
connected to the AP's network.

»  Unicast Scan: Optionally, users can specify an IP range and port for

Unicast scanning. This allows for locating IP cameras that may not be
detected through Multicast.
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4. Click 'Scan' to begin. Monitor the progress through the progress bar, indicating
completed and in-progress APs. The scanning process may take some time.

5. Review and Select the cameras you wish to add to the Smart NVR. Click the
'Done' button to import the selected IP camera information into the Smart NVR.

Figure 93: Status and Details of IP Cameras

Manage IP Cameras + ADD IP CAM
C re = m
o o P EXTERNAL IP ACCOUNT PASSWORD CREATED ON ¥
[m} ®  vTeEE e hm admin e ®
o ® o721 104 = day:
g W 1921 e .
Rows per page: 25 + 1303

Note: ONVIF scanning results are stored in the cloud for 7 days. If an AP is
deleted during an ONVIF scan task, the scan task for the deleted AP will be
canceled. Deleting an AP will not remove IP cameras from the network, but these
cameras may go offline if port forwarding rules were configured on the AP. If you
add, edit, or delete profiles in an IP camera, you must re-scan and re-add the
camera to the Smart NVR to update the profile information.

Configure To receive email alerts for unreachable IP cameras:

Notifications
1. Navigate to 'Notifications' in the cloud menu.

Figure 94: Enable Notifications for Unreachable IP Cameras

Severity*
IP Cams Unreachable Default send email W Critical  ~
This alert is created when one or more of your devices cannot be

Processing dela
reached. By

8 Ninute: o

2. In the Alerts section, enable or disable email alerts for unreachable IP
Cameras.

3. Users can define the severity and set the interval between health checks
(minimum 5 minutes, default 8 minutes).
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This chapter describes site configuration, including parameters that apply to all site
devices or to the overall site.

m  “Overview of Sites” on page 94

m  “Creating a Site” on page 95

m  “Displaying the Site Dashboard” on page 103

m  “Creating a Custom Site Dashboard” on page 104
B “Monitoring Wireless APs and Clients” on page 107
®m  “Schedule Maintenance Tasks” on page 111

m  “Site Nofifications” on page 112
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Overview of Sites

A site is a logical grouping of devices that may or may not share common
configuration settings. It is customary to group devices located at the same site.

For example, if you are installing 50 APs for a hotel chain, each hotel location
would be represented by a different site on the ecCLOUD controller. Each site can
have a geographical location associated with it, a set of floor maps, and even
preferred language and time zone seftings.

Note: The number of devices in a site is limited to under 500.

The number of sites you can add to a cloud is dependent on your cloud plan; for a
Core Cloud plan the limit is 500, for a Virtual Private Cloud plan the limit is 5000.

Figure 95: Default Site Dashboard

< SITE MENU Site dashboard for TP5-World

TPS-World - Default :
B TPs grou
£ Dashboard
Default +
[ Devices ~
SYSTEM STATUS
%, Configuration v
Devices Config state Registration state Today's traffic
B Activity 1 0 online 0 0 have errors 1 0 requiring action 0 downloaded
e 1 offline s 1 processing registeres ] © Pending 0 uploaded
¥ Wireless Clients + Add device
o s V ACTIVITY STATUS MAP
= ¥ e
F
Z Y 1o City Hall [0
TP5 Test Google M i Lo ¢ Y
Ao ° Firmware Upgraded ps-Tes oogle Map i S Gerkmamm il
Info 21 minutes ago _ One World Trade cemerQ New York City. Hd"@ ° -
) - Manage Maps
@ site Properties ° Device Rebooted TS:Test Insiiiute 01 @) oy tace Contert City Hall Park e}
Info 21 minuces ago @ Culinary Education Rolice L
& Notifications Task canceled T Qo
pak
By chris 2 /11 Memorial | [E3World Trade Center
| Upgrade Firmware WTC Corl\andlf@ [Cortlandt Street NEWﬁVurk by Gﬂhrvo X =
W canceled> Fulton St [ rienronk
Aty US Social Secutity
Task created 2 e Ve Administration
By chris Marfiot @~ powntown  McDonald's
ey @ i [@Fulton Stre¢ +
Inheritance policy changed PS-World JubeRitibark
° By chris 5hours 3 i Midtown Curmuso { u
Y cstranarn O Federal Reserve Cowrions =
m es lames Parl Bank of New York 1 i
c Stout NYC ~FiDi
Google ity Church @ Wap 63132010 Gosgle Term of Use. Rsport  map e
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Creating a Site

When creating your first cloud, you are also prompted to create your first site and
add devices. See “Creating Your First Cloud” on page 28 for details.

To create additional sites from the Site menu, click on the pull-down list of sites at
the top of the menu. At the bottom of the list, click “Create a New Site.”

Figure 96: Creating a New Site

< SITE MENU Site dashboard for TPS-World
Default :

-

TPS-World

group network

TPS-World
° t .

TEM STATUS

9, Configuration >

After opening the “Create a Site” page, fill in the properties for your new site and
select the geographic location using the map.

@ Note: ltems marked with an asterisk are mandatory.
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Figure 97: Entering Basic Site Properties

Create a site

General Settings

e name *

Description

Enable Configuration

Upgrade At Registration

B Allow suto re-registration

Locations and Maps

Location search

Libya Eaypt
S Saudi Arabia
Pusno b P oman
Mali Miger
Sudan
e i u Yemen
Fcwodin i i

| Venezuela Ethiopla
o

| via
“““““ [ ot South Sudan
Colombia M-t , Btnon Somalia
e 2 : 3 Kenya
o

DRC.

Tanzania

i " Angola
Zambi 5
® AMO . Mozambique +
Bolivia <
Namibia |~ Zimbabwe
Mad: in|
Botswana. £oagmetey o —
Sl s South
sy Map dta 2019 Google INEGI | Terms of Use

CANCEL

General Settings
m  Site Name — The name of your site. You should choose something short but

meaningful. For example, use “ParkSide Atlanta” for a site that represents the
Atlanta installment of a fictional ParkSide hotel chain.

®m Description — Add any notes about your site here.

®  Enable Configuration: This setting has the following options:

= ON: Enables you to remotely configure your devices. (default)

»  OFF: Your devices need to be configured locally. However, you can still
remotely monitor your devices and you will still receive alerts when a device
goes offline.

®m  Upgrade At Registration: Enable this setting if you want your devices to be

automatically upgraded to the latest firmware after registration. It is
recommended that you keep this setting on.
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m  Allow auto re-registration: When this setting is enabled, your devices will
automatically re-register when they are reset to defaults. If this setting is
disabled, a user must log in to the cloud and manually chose the action to take
when a device attempts to re-register.

Locations and Maps

Location — The location set here will determine which map is displayed on your
site’s dashboard by default, as well as which regulatory country will be used for
wireless configuration purposes.

Figure 98: Topology Map with Timespamp

< SITE MENU Last Updated: 2024-06-28 03:17:22 @

Jacky_SDWAN v

%8 Dashboard
Devices

9, Configuration v

B Activity °

Cloud

¥ Wireless Clients

Manage

9 Maps A 6

Other devices

#® Google Map
O Floor Maps

XA Topology

Topology Map — ecCLOUD automatically draws an interactive network topology
based on network communication. The page displays the "Last Updated"
timestamp, indicating the most recent update time. The minimum update interval is
1 hour.

After configuring all the site information, click CREATE to create the site. You are
then prompted to configure the new site’s general settings, including the regulatory
country and local logins.

Figure 99: Setting the Regulatory Country
Site Configuration - General o DISCARD

General

I this section, changes will apply to all devices in this site except FusionSwitches,

REGULATORY COUNTRY

Country Taiwan v
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Add Devices

The Regulatory Country setting is typically pre-configured from the site’s Location
and Maps setting. The Local Logins also have one account configured by default
using a randomly-generated password. You can modify the password and
configure additional local accounts as needed.

Note: The Local Logins default account from the ecCLOUD Site-level
configuration will overwrite the default account previously configured on the local
user interface of a device. Once the Site-level configuration has been pushed to
devices, you must use Local Login accounts configured in the ecCLOUD Site-level
configuration.

Figure 100: Setting Local Logins

Site Configuration - General

LOCAL LOGINS |+ ADDLOCALLOGIN

ENABLED LOGIN NAME PASSWORD ACTIONS

root

]

DELETE

After setting the regulatory country and local logins, click “Save” to save your
configuration.

When you first save the site configuration, you are prompted to add devices
(wireless, switches, MeshLings, GLlings) to your new site. Click “ADD DEVICES” to
confinue.

Figure 101: Add Devices Prompt

Site Configuration - General

@ CHANGES SAVED
ill be updated soon

REGULATORY COUNTRY

Country Taiwan v

On the “Register new Devices” page, fill in the serial number, MAC address and
name, and then click SAVE. Alternatively, you can use a barcode scanner by
toggling the “Enable barcode scanning mode” to ON. You can then quickly enter
the serial number and MAC addresses of your devices. Once entered, turn off the
barcode scanning mode and enter the names of the devices manually. Click the
SAVE button when you are ready to add your new devices to the site.

You also have the option of a batch upload. First, prepare a list of devices in a CSV
(comma-separated values) file. A CSV file is a plain text file in which information is
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separated by commas. For each device, the serial number, MAC address and name
should be entered on one line, as in the following format.

<Serial Number 1>,<MAC 1>,<Device Name 1>
<Serial Number 2>,<MAC 2>,<Device Name 2>

Click the UPLOAD button to upload your CSV file.

Figure 102: Registering New Devices

Register new devices

A new device can be added to a site by inputting (or scanning) the serial number and MAC address of the device. Learn more &
You can find the serial number and MAC address on the product box or on the back of the product itself.

Add the following devices to the following site | TPS-World

@ inherit site-level settings

Enable this if you want to manage the devices in this site like a single unit with a common configuration. Learn more [
I Enable barcode scanning mode @

Batch Upload File + UPLOAD

Name

Serial Number MAC Address

You can register up to 48 devices.

C RESET SAVE

When the controller adds a device the following pop-up window is displayed
warning you that the device will inherit settings from the ecCLOUD site
configuration. Click OK.

Figure 103: Adding Devices Warning Message

What happens now?

first device, we wanted o let you know

When devices have been successfully added, a message appears at the top of the
“Register new devices” page. Click on the blue link “Map Manager” in the
message to place your device on a map.
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Place Devices on a

Figure 104: Adding Devices Successful Message

Register new devices

You can find the serial number and MAC address on the product box or on the back of the product itself.

@ Your devices were successfully added!

Your devices will download their new

N | configurations once they connect to the
Selectsite = TPS-World |

— cloud.
Add Devices 500 devices per site Next, you can go to the Map Manager

N 5 ) and place your devices on a map.
Inherit site-level settings P © P! B P.

Enable barcode scanning mode

#1

#2 TPS-1

On the Google Map page, use the mouse to click-drag devices to installation

Google Map locations on the map.

Set Floor Maps

Figure 105: Placing a Device on a Map
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Floor maps provide a graphic view of your site, indicating the location and
coverage area for each AP. Floor maps help you visualize where the APs and clients
are in relationship to the building.

You can upload one or more custom images to create a background for the floor
plan by clicking “Add New Map.”

Figure 106: Adding a Floor Map

Site Settings: Floor Maps

MAP ACTIONS ~ + ADDNEWMAP
Name Thumbnail Scale (pixels per meter) Date added Actions
HQ-Floor2 — 222333 20191107 16:27 XS AV

Showing 1 to 1 of 1 entries
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Use the “Place devices” feature from the Action icons or pull-down menu to set the
location of wireless devices on the floor map image.

Figure 107: Configuring a Floor Map

Site Settings: Floor Maps

MAP ACTIONS ~ + ADD NEWMAP |
Place devices...
Thumbnail Scale (pixels per meter)

[ Setscale.. ® o 233333
Rename
Delete

Set as default

Place devices by dragging an AP from the list on the right side of the page, which
contains unplaced devices, to its location on the image. Position the cursor over a
device to display information about the device. Click “Show Coverage” to display
the area covered by the placed devices.

Figure 108: Placing Devices on Floor Maps

Site Settings: Floor Maps - HQ-Floor-3

Place Your Devices )

Unplaced only @

WiFi Configuration From the Site menu, select “Configuration” and then “WiFi5” or “WiFi6” to

o

configure wireless settings that are inherited by all the site’s AP devices and any new
devices that are added to the site.

Note: The WiFi5 or WiFié configuration does not apply to devices that have their
inheritance policy set fo “Do not inherit site-level configuration.”
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Refer to “Site WiFi 5 Configuration” on page 116 for more detailed descriptions of
wireless device configuration.

Figure 109: WiFi5 Configuration
Site Configuration - WiFi Access @

TPS-World -

A Wireless SSID

5 Dashboard

In this site menu, affect 1 device(s): SP-W2-AC1200 .
[ Devices

GLOBAL SETTINGS
A configuration ~

& General Auto Disable Broadcast @
@ WiFis
SSID LIST |+ ADDSSID

@ WiFis

ssiD . RADIOS NETWORK BEHAVIOR SECURITY ENCRYPTION KEY STATE ACTIONS
@ MetroLing

TPs-world 5GHz /2.4 GHz Route to Internet Open nia @ Enabled
&4 GLing
= Switch WIRELESS SCHEDULING @ #+ ADDSCHEDULE

NAME START TIME END TIME DAYS ENABLED ACTIONS
@ Terragraph

No data available for this list

B Activity

- 102 -



Chapter 3 | General Site Configuration
Displaying the Site Dashboard

Displaying the Site Dashboard

The site dashboard provides status information for configured devices, client
activity, most active clients, most active clients and application, gateway interface,
site maps, and site activity.

Figure 110: Site Dashboard
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Manase Add o
Manage Add-ons
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The following items are displayed on the site dashboard:

m  System Status — The four circles represent (from left to right): the number of
devices (with online/offline counts), the number of devices with synced
configurations, and the number of devices registered, and the day’s client
traffic.

@ Note: Placing the mouse cursor over the four circles shows additional information.
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Activity — Provides a short summary of the most recent device, network and
system alerts, and maintenance notifications such as the device being
unreachable or rebooted. Clicking on each entry provides further details.

Status Map — Displays the geographical location of this site and the site’s
devices. Placing the mouse cursor over a device displays a pop up with further
device detail.

Enabled Add-Ons Overview — A summary of the currently enabled Add-
ons. Clicking in the box opens the Site Add-ons management view.

Most Active APs by Unique Clients — This area shows the APs with single
clients showing the most network activity i.e. download and upload traffic
transferred. Click on one the APs to go to the APs detailed Dashboard view.
Click on the buttons at the bottom to change the measurement window to
either 10 minutes, 1 hour, 1 day, or 1 week.

Most Active Clients by Traffic Transferred — This area shows the clients with
the most network activity i.e. download and upload traffic transferred in the last
10 minutes. Click on one the clients to go to the clients detailed information
view.

Most Active APs by Traffic Transferred — This graph shows the APs with the
most network activity i.e. download and upload traffic transferred. Click on the
buttons at the bottom to change the measurement window to either 1 hour, 1
day, 1 week or T month.

Total Wireless Client Count— This graph shows total clients attached to the
cloud within the measurement window. Click on the buttons at the bottom to
change the measurement window to either 1 day, 1 week or T month.

Creating a Custom Site Dashboard

In the default site dashboard, click the plus sign next to the default tab at the top to
create a custom dashboard suitable for your requirements.

Figure 111: Adding a Custom Site Dashboard

Site daznboard for TP
Default :

[

SYSTEM STATUS

Today's traffic
0 downloaded
D uploaded

Enter a name for the new custom dashboard and click SUBMIT.

~ 104 -




Chapter 3 | General Site Configuration
Creating a Custom Site Dashboard

Figure 112: Naming a Custom Site Dashboard

Add New Site Dashboard

Enter a name for the new dashboard:

+ SUBMIT CANCEL

A new tab will appear next to the default dashboard tab with the custom
dashboard’s name. Click on one of the “+ Add Widget” buttons to add the desired
item for the new dashboard.

Figure 113: Adding a Widget to a Custom Site Dashboard

or TPS-World
4 ADD WIDGET

Once a widget is selected click the “ADD” button.

Figure 114: Selecting a Widget for a Custom Site Dashboard

Select a Widget

¢ ¢

Most active clients by traffic transferred Most active APs by unique clients

Lotk

Mozt active APs by traffic transferred Maost active APs by traffic transferred Device status

CANCEL
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For some widgets, custom setup controls are available and these are presented in a
new window. Select the desired settings for the widget and then click the “Save”
button.

Figure 115: Customizing a New Site Dashboard Widget

Set Up Your Widget

Select which client frequencies to include in this widget's
chart

5GHz ® c0GH: ® :acH: ®

Select which type of traffic to include in this widget's chart

Upload Download Both (]

CANCEL

Once selected and configured, the widget appears on the new custom dashboard.
The widget size can be adjusted by dragging the edges of the widget box.
Additionally, widgets can be renamed or removed by clicking the three dot icon in
the upper right of the box and the widget settings can be adjusted by clicking the
gear icon.

Click the “Add Widget” button again to add additional widgets to the custom
dashboard.

Figure 116: Customized Site Dashboard
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Site-Dash  § + ADD WiDGET
B Tes
+
STATUS MAP INVENTORY
w g W Fiterman Hall
Google Map o 5 & City Hall r=
i ] Park Place ([0 e
One Waorld Trade Genter @ New York City Halgg)
World Trade Center(D)
City Hall Par @ SparkWave 2ACI 200
® .
o/11 Memorial,  [EJWorld Trade Center port
< WTC-Cortlar .‘[O m dt Street New ffl'k-‘wfi">'

u

Y McDonald's

=
X Zuccotti Park

Google West Thames Park (4]

Bank "
Trinity Church ) wap ces 8251 Gogn Tema s Papan s apsmsi
DEVICE STATUS. MOST ACTIVE CLIENTS BY TRAFFIC TRANSFERRED &

TPS-Test - 2.4 GHz Radio - Traffic (throughpur)

Send @ Recsive

- 106 -



Chapter 3 | General Site Configuration
Monitoring Wireless APs and Clients

Monitoring Wireless APs and Clients

The Wireless Clients page displays a list of wireless clients including their individual
client information, associated AP, and network activity. Network activity is shown as
combined throughput, most active clients, and sessions logs.

Wireless client data on the page can be filtered by band selection (2.4 GHz, 5
GHz, and 60 GHz) and the data traffic can be viewed based on traffic direction
(download or upload) or time range (day, week, month, or by date).

Figure 117: Wireless Clients Page

Wireless Clients
Filter by frequency range | 2.4 GHz, 5 GHz 7
& DOWNLOAD 4 UPLOAD COMBINED DAY EEl ONTH Most Active Clients (last 5 mins)
@ 0103463-N8
@ 0107635-N8
@ DESKTOP-RIIZTED
0056765-N8
n21.NB
Ly YIEC,7 TN
Combined Rate
@ 24GHz 5GHz 60 GHz
Combined clients upload and download rate
DATERANGE | 2019-11-07 2019-11-08 B EXPORT ~ Online clients only
Display 10 |v| records Q
. 5 - Session Session
Session start Name ssiD Device IP address Channel signal
uploaded downloaded
afewsecondsago 31 minutes ago 0000417-PC1 RT-Mobile ~ RTHQ-3-4  192.168.250.102  11(2462MHz)  -45dBm  123k8 1.85 MB
2019-11-0813:48  2019-11-08 13:17
afewsecondsago 16 minutes ago 0106105-NB  RT-intranet RTHQ-2-10  192.168.250.109  116(5580MHz) -62dBm 797 kg 3.63 MB
2019-11-08 13:48  2019-11-08 13:32

The following items are displayed on the Wireless Clients page:

Filter by frequency range — Shows or hides data on the page for the 2.4
GHz, 5 GHz, or 60 GHz frequency bands.

Download/Upload/Combined — Selects the traffic throughput to display in
the chart; downloaded, uploaded, or both (combined).

Day/Week/Month — Selects the time range for the traffic throughput chart.
Most Active Clients — Shows the most active clients (combined rate) over the
last five minutes. To show more detailed information, click on a specific client in

the pie chart to open the Client Information page.

Date Range — Sets the date range to display for wireless client data in the
session logs.
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m  Export — Exports the wireless client information to a CSV excel sheet available
from the Activity menu under maintenance.

®  Online clients only — Restricts the displayed session logs to wireless clients
that are currently online.

Session Logs

To sort the session logs, click on the ascending or descending arrows for each
column heading.

Click on any name in the Device column to open the Device information page for
details on a specific AP. The first section of the Device information page includes

details about the AP, including a location map.

Figure 118: Wireless AP Information

RTHQ-2-3
Spark Wave 2 AC1200 - . =
REBOOT  UPGRADE FIRMWARE -39 @ONUNE A0 &8

B Addnote

DEVICE INFORMATION

Site t
Firmware 2.2.0-4330

F ¥ SHOW COVERAGE
Main MAC address 28:76:10:0B8:50:86 e
Serial Number AH26019785
Model SP-W2-ACT200 ]
Configuration state @ = - !
Inherit site settings v L nHo
Hostname rthg-2-3 Eogge 009
Created on 2019-05-30 15:17 (5 months ago) = \y S @
Last contact 2015-11-08 13:59 (2 minute ago) l‘ Q‘
Uptime 381 Days 2 hours 17 minutes 57 seconds [ ] &
System time Fri Nov 08 14:02:35 2019 FLAlG T8
WAN IP 172.16.1.244 I
CPU utilization &% !
Memory usage Used: 75MB (total 116M8)

The second section of the Device information page shows throughput and
utilization data for radio and Ethernet interfaces on the AP.
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Figure 119: Wireless AP Live Status

LIVE STATUS ~
+ 5 GHz Radio Ll 100(55GHN @BOMHz &7 W3 + 2.4 GHz Radio l6(2437GH) @20 MHz &1 N3
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The third section of the Device information page shows details on wireless clients
associated to the AP.

Figure 120: Wireless AP Active Clients

ACTIVE CLIENTS ALL RADIOS v ~
Most active clients by upload Most active clients by download
@0053060-NEB @ 0053060-NB
@ DESKTOP-R1I2TED @ DESKTOP-R112TED
0106364-PC @ 0106364-PC
008128-nb 0081281
0112053-PC 0112053-PC
Q
SESSION SESSION
NAME ~ MAC ADDRESS 1P ADDRESS SSID FREQUENCY & RSSI SNR & SECURITY
UPLOADED DOWNLOADED
0053060-N8 E 192.168.250.116 RT-intranet 2.21 GB 655 MB 5.5 GHz -36 dBm 64 WPAZ-PSK (TKIP/CCMP)
008128-nb 1C:4D:70 192.168.250.69  RT-Mabile 2.18 ME 38.8 MB 5.5 GHz -56 dBm 44 WPA2-PSK (CCMP)
00:10:20ce1:4e:f6 00:10:20:E1:4E:F6  192.168.250.170 RT-Mobile 131 kB 200 kB 5.5 GHz -69 dBm 34 WPA2-PSK (CCMP)
0106364-PC 00:24:06: 192.168.250.188 RT-Mabile 36.3 MB 292 MB 5.5 GHz -52 dBm 18 WPA2-PSK (CCMP)
192.168.250.77  RT-Mobile 1.29 MB 30.7 MB 5.5 GHz -43 dBm 65 WPA2-PSK (CCMP)
192.168.250.121 RT-Mabile 185kB 408 ks 5.5 GHz -82dem 27 WPAZ-PSK (CCMP)
ccof7aid3el:Tb  CC:OFTAD: 1721610242 RT 657 kB 10.9 MB 5.5 GHz -61 dBm a2 WPA2-PSK (CCMP)
DESKTOP-R1I2TED  FE8:34:41:61:7D:87 192.168.250.96  RT-intranet 102 MB 567 MB 2.437 GHz -44.dsm 56 WPAZ-PSK (TKIP/CCMP)
Display 10 E\ records Showing entries 1- 8 « 1 »
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From the wireless client session logs or AP’s active client list, click on any of the
clients in the Name field to open the Client Information page for details on a
specific client.

The client information page shows detailed information on the client, signal
strength and throughput data, and a list of the client’s connection history.

Figure 121: Client Information Page

0000632-NB @

CLIENT INFORMATION

0000632-NB 2019-11-08 13:52 Download rate: 6.00 kbis
Microsoft Windows XP (Version 5.1, 5.2) WPA2-PSK (TKIP/CCMP) a7
90:61:AE:E1:13:08 5 hours -53dBm
192.168.250.119 181 MB 100 (5500 MHz)
RT-intranet 95.1 MB : 300 Mbps
RTHQ-2-6- 1.24 kb/s 6 Mbps

CLIENT RSSI DAY EEK ONTH CLIENT THROUGHPUT

e
T

"_'TW

_g-f

@ RTHQ2-6- @ RTHQ21 RTHQ-2-4 RTHQ-2-3 Sent @ Received

CONNECTION HISTORY

DATE RANGE ~ 2019-11-07 2019-11-08

Display | 19 ~| records

Last seen AP SsiD Channel IP address Duration Uploaded Downloaded
2019-11-08 08:52 2019-11-08 13:52 RTHQ-2-6- RT-intranet 100 (5500 MHz) 192.168.250.119 5 hours 18.1 MB 95.1 MB
2019-11-08 08:25 2019-11-08 08:52 RTHQ-2-3 RT-intranet 100 (5500 MHz) 192.168.250.119 28 minutes 717 kB 4.63 MB

To rename a client, on the client’s information page click on the three-dot icon next
to the client name at the top of the page.

Figure 122: Renaming a Wireless Client

Rename Client

Please enter a name for this client. Enter a blank name to use the client's
hostname or MAC address instead.

Host name: 0107849-NB
MAC address: 94:b8:6d:7¢:2d:97

+ SUBMIT CANCEL

To reset a client o its original name, enter a blank in the rename dialog box and
click the Submit button.
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Schedule Maintenance Tasks

Upgrade Firmware

From the Site menu, click on Devices and then Wireless (or other device type). The
“Manage your devices” page will display. Use this page to manage a bulk reboot

or upgrade firmware.

Figure 123: Maintenance Tasks Page

Manage your devices

z bt

NAME PRODUCT FW

| ® @ v RTHQ3-5 SunSpot AC1200 1.4.1-3044
AG3 36

| @ @ v RTHQ-3-10 1.4.1-3044

SunSpot AC1200
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Q
CLIENTS
REG. STATE TRAFFIC
Registered 17 days ago 3 31.1 kb/s
2018-10-22 20:10
Registered 25 days ago 3 57.7 kbb/s

20159-10-14 12:20

Click the Upgrade Firmware button to access New Firmware Upgrade Task page.

Select the product line, model number, or leave as “All” to upgrade all devices. You
have the option to schedule when upgrades start and which devices will be
upgraded. When configuration is complete, give the task a name and click Create.

Figure 124: New Firmware Upgrade Task Page

New Firmware Upgrade Task

Select Product Line

Select Model

Upgrade to version

Give this task a name

All e
All e
Latest &

Upgrade Firmware (version Latest)

When do you want to start upgrade? (]
How do you want the upgrade performed? @
‘Which devices do you want to upgrade? ©

Reset to device defaults?

Number of selected devices: 6

Device Name
RTHQ-2-2
RTHQ-2-3
RTHQ-2-5
RTHQ-2-9
RTHQ-3-4
RTHQ-3-6

Show 1 «~| entries of 21 entries

+ CREATE

Now

Later B8

All at the same time

One atatime @ 60 minutes

All out-of-date compatible devices

Let me choose

Product Current FW
Spark Wave 2 AC1200 2.2.0-4330
Spark Wave 2 AC1200 2.2.0-4330
Spark Wave 2 AC1200 2.2.0-4330
Spark Wave 2 AC1200 2.2.0-4330
Spark Wave 2 AC1200 2.2.0-4330
Sunspot AC1200 1.4.0-3039

CANCEL

Q

New FW MAC

2.2.1-4338 28:76:10:0C:24:FE
2.2.1-4338 28:76:10:0B:50:86
2.2.1-4338 28:76:10:0C:50:96
2.2.1-4338 28:76:10:0D:10:9€
2.2.1-4338 28:76:10:0C:55:8A
1.4.1-3044 28:76:10:07:0B:D8

. 2 3 »
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Bulk Reboot Click the Manage Bulk-Reboot button to access Bulk-Reboot page. This page

enables you to reboot all devices at a site, either at the same time or in a rolling
manner. You can also specify a bulk-reboot to repeat at certain times and dates.

The Rolling Reboots option means that devices are rebooted one after the other
rather than all at the same time. In the case that a reboot times out for a device, all
other reboots after will be canceled.

Figure 125: Manage Bulk-Reboot Page

Manage Bulk-reboot
@ Your timezone is currently set to "Asia/Hong_Kong". To change it, go to your user profile page.

Enable bulk-reboot ®

Reboot time Now

O Later

Time

Days WED THUR FRI

Repeat
Rolling Reboots

Offline devices are excluded from this task. New added devices will be auto included in this task.

CANCEL CONFIRM

Site Notifications

Click “Notifications” on the Site menu to access the notification settings for the
selected site. The settings are used for any email or Slack nofifications sent for this
site.

Note: If the Slack Add-on is not enabled for a site, you will not receive any
notifications to your Slack account, even if you have the “Notify Slack” setting
enabled. Select “Add-ons” from the Cloud or Site menu to install the Slack Add-on.
See “Add-Ons” on page 72 for more information.

You can disable the creation of individual alerts using the toggle switches on the
Notification Settings page. No notifications will be sent for disabled alerts
regardless of the “Send email” and “Notify Slack” settings.
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Figure 126: Site Notification Settings

Notification Settings

The settings on this page will be used for any email or Slack notifications sent for this site

%%  The Slack Add-on is not enabled for this site. You will not receive any notifications to your Slack account, even if you have the “Notify X

Slack” setting checked below, until the Add-on is enabled. You can enable the Slack Add-on by clicking here

General

Note that if you leave the "Email contacts” blank, ne email natifications will be sent regardless of the "Send email” settings below.
Language English -
Email contacts

Timezone uTc e

Alerts

Receive email and/or Slack notifications whenever alerts are created. Note that you can disable creation of individual alerts using the
toggle switches. No notifications will be sent for disabled alerts regardless of the "Send email” and "Notify Slack” settings.

@ Devices Unreachable @ send email Processing delay * & |3 minutes
T 3 Notify Slack
Device Configuration Failed Send email
™ Notify Slack
@ Device Requires Action ® send email
T ts created when devices have registra Notify Slack

The following items are displayed on the Notification Settings page:
® Language — The language used for the alert emails.
®  Email Contacts — This is the list of email addresses that will receive alerts

when your devices go offline or require action. Separate multiple email
addresses with spaces.

Note that if you leave the “Email contacts” blank, no email nofifications will be
sent regardless of the Alert “Send email” settings.

® Timezone — Sets the time zone that will be used when sending alert-related
emails.

Alerts

®m Devices Unreachable — This alert is created when one or more of your
devices cannot be reached.

®  Processing delay — An alert for unreachable (offline) devices is created when
at least one of your site's devices does not contact the cloud in the given time
period. For site-wide outages, this delay allows the system to create a single
alert email for a group of offline/unreachable devices. (Default: 8 minutes)

m Device Configuration Failed — This alert is created when an attempt to
update configuration on one of your devices fails.
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Device Requires Action — This alert is created when devices have registration
issues that require your attention.

Device Re-registered — This alert is created when devices automatically re-
registers with cloud controller.

Device Rebooted — This alert is created when one or more of your devices
reboots.

MetrolLing 60 GHz Link is Down — This alert is created when the 60 GHz
link goes down on a Metroling (and the 5 GHz failover link is activated if

enabled).

Time not in sync. — This alert is created when the time on device not in sync
with the cloud.

Channel Changed — This alert is created when a radio on one of your
devices switches to a different channel (as a result of a DFS event or otherwise).

Streaming Failure — This alert is created when an attempt to start playing an
audio stream on one of your devices fails.

Maintenance Task Failure — This alert is created when a scheduled
maintenance task fails on one of your devices.

File Sync Error — This alert is created when an attempt to sync files (e.g.
custom Hotspot terms and logo) on one of your devices fails.

Firmware Downgraded — This indicates either manual firmware downgrade
or bootbank failure.

Firmware Upgraded — Notifies only about upgrades via device Ul. Cloud
upgrades are registered as tasks.

Maintenance Tasks

Change Config — Receive notifications when the Cloud pushes configuration
to one or more of your devices.

Received Config — Receive notifications when a device pushes its config to
the Cloud.

Upgrade Firmware — Receive notifications when the Cloud upgrades
firmware on one or more of your devices.

Auto Firmware Upgrade — Receive notifications when the Cloud performs
automatic firmware upgrades on your devices.

Rolling Firmware Upgrade — Receive notifications when the Cloud performs
rolling firmware upgrades on your devices.
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Troubleshooting — Receive notifications when Troubleshooting files requested
by the Cloud from your devices become available.

Packet Capture — Receive nofifications when packet capture files requested
by the Cloud from your devices become available.

Report — Receive notifications when reports requested by the Cloud from your
devices become available.

Reboot — Receive notifications when the Cloud reboots one or more of your
devices.
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This chapter describes configuration settings for WiFi 5 access point devices. It
includes the following sections:

m  “Wireless SSID Configuration” on page 117
®  “Radio Settings” on page 126

®m  “General Networking Settings” on page 129
®m  “Local Network Settings” on page 135

®  “Firewall Settings” on page 137

B “Hotspot Settings” on page 140

m  “System Settings” on page 147
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Wireless SSID Configuration

From the Site menu, open “Configuration” and then “WiFi5” to display the
configuration options that apply to all Edgecore Wi-Fi 5 access points in the same
site.

The Edgecore Wi-Fi 5 access points can operate in several radio modes, 802.11a/
a+n/ac+a+n (5 GHz) or 802.11b+g/b+g+n (2.4 GHz). Supported modes
depend on the access point model. Note that the dual-band access points can
operate at 2.4 GHz and 5 GHz at the same time.

Each radio supports eight Service Set Identification (SSID) or virtual access point
(VAP) interfaces. Each VAP functions as a separate access point, and can be
configured with its own SSID and security setftings. However, most radio signal
parameters apply to all VAP interfaces. Traffic to specific VAPs can be segregated
based on user groups or application traffic. Wireless clients associate with each
VAP in the same way as they would with separate physical access points. Edgecore
AP devices support up to a total of 128 wireless clients across all SSID interfaces

per radio.

Figure 127: Site WiFi5 Configuration

Site Configuration - WiFi Access

TPS-World -

- Wireless 551D
5 Dashboard

In this site menu, affect 1 device(s): SP-W2-AC1200 .
] Devices

GLOBAL SETTINGS
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Q General Auto Disable Broadcast
#® WiFis

SSIDLIST |+ ADDssip
#® WiFie

SsiD RADIOS NETWORK BEHAVIOR SECURITY ENCRYPTION KEY STATE ACTIONS
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TPS-World 5GHz/ 2.4 GHz Route to Internet Open nfa @ Enabled
&b Gling
= Switch WIRELESS SCHEDULING 4+ ADDSCHEDULE

NAME START TIME END TIME DAYS ENABLED ACTIONS

@) Terragraph

No data available for this list

B Activity

The Wireless SSID tab on the WiFi5 configuration page includes these items:
#  Global Settings — Configuration that applies to all SSID interfaces.

= Auto Disable Broadcast — Automatically disables SSID broadcasts when
a Wi-Fi device cannot connect to the cloud. (Default: Disabled)

m  SSID List — The list of configured SSID interfaces for the Wi-Fi devices in this
site. Note that each SSID applies to both the 2.4 GHz and 5 GHz radios unless
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otherwise configured. You can configure a maximum of eight SSIDs. Click the
“Add SSID” button to create an SSID interface.

®  Wireless Scheduling — A list of configured schedules for turning AP radios on
and off at specified times. The scheduling rules apply to all 2.4 GHz and
5 GHz interfaces on all site APs. Click the “Add Schedule” button to create @
wireless schedule.

Adding an SSID Click the Add SSID button on the WiFi Access configuration page and enter SSID,
network, and security setftings as displayed below.

Figure 128: Radio Settings (New SSID)
Add SSID CONFIRM

» General Settings
Enable S5ID
S5ID
Broadeast S5ID
Client izolation
Block Multicast Forwarding
Minimum allowed signal
Max Client Count

Multicast/Broadcast Rate

Activate on radio

Network Settings

Metwark behavior Routs to Internet
Route through Defsult Local Netwark
Limit uplaad rate

Limit download rate

Security Settings

OSEM

Method

RADIUS MAC Auth

Access Control List

The following items are displayed on the Add SSID page:

General Settings
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Enable SSID — Enables or disables the SSID interface.

SSID — The name of the basic service set provided by the VAP interface.
Clients that want to connect to the network through the access point must set
their SSID to the same as that of the access point’s VAP interface. (Range: 1-32
characters)

Broadcast SSID — The SSID can be broadcast at regular intervals so that
wireless stations searching for a network connection can discover it. This allows
wireless clients to dynamically discover and roam between WLANSs. This feature
also makes it easier for hackers to break into your home network. Because
SSIDs are not encrypted, it is easy to scan WLANSs looking for SSID broadcast
messages coming from an AP. (Default: On)

Client Isolation — When enabled, wireless clients can talk to the LAN, and
reach the Internet if such connection is available, but they cannot communicate
with one another. (Default Off)

Block Multicast Forwarding — Stops multicast traffic from being forwarded to
wireless clients connected to the SSID. (Default Off)

Minimum allowed Signal — Only allows clients to associate to this SSID if
their signal strength (RSSI) is equal or greater than the specified value. Setting
the value to -100 disables this feature. Clients already connected are checked
periodically.

This forces clients to associate with an AP that has a better signal strength (also
called assisted roaming). Suggested value is -70 to -80 depending on access
point density and coverage.

Enter an RSSI (Received Signal Strength Indicator) in decibels from -1 to
-100db. Note that the closer it is to zero, the stronger the signal. (Default: -70)

Max Client Count — Sets the maximum number of wireless clients that can be
connected to this SSID at the same time. (Default: 127; Range: O to 127)

Multicast/Broadcast Rate — Allows a limit to be placed on the wireless
bandwidth consumed by multicast and broadcast packets.

Radio 5 Ghz — Options: 6M, 9M, 12M, 18M, 24M, 36M, 48M, 54M;
Default: 6M

Radio 2.4 Ghz — Options: 5.5M, 6M, 9M, 11M, 12M, 18M, 24M, 36M,
48M, 54M; Default: 5.5M

Activate on radio — Selects the radios on which this SSID should be created.
If an SSID is activated on both radios for a device (meaning that the SSID will
be mirrored), you can edit its record from either configuration tab, and the
changes will be made on both the 2.4 GHz and 5 GHz SSID records. (Default:
5GHz and 2.4GHz enabled)
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Network Settings

®m  Network Behavior — One of the following connection methods must be
specified. (Default: Route to Internet)

Bridge to Internet (AP Bridge Mode) — Configures an interface as
attached to the WAN (that is, the Internet).

In the following figure, Ethernet port O and Ethernet port 1 are both
attached to the WAN. Traffic from these interfaces is directly bridged into
the Internet. Any of the Ethernet or radio interfaces can be configured this

way.

Figure 129: Bridge to Internet

WAN
ETHO ETHT

NAT

RadioO Radiol

LAN

Route to Internet (AP Router Mode) — Configures an interface as a
member of the LAN.

In the following figure, Ethernet port 1, Wireless LAN O (5 GHz radio), and
Wireless LAN 1 (2.4 GHz radio) are all included in the LAN. Traffic from
these interfaces is routed across the access point through Ethernet port 0 to

the Internet.

Figure 130: Route to Internet

 WAN

ETHO

NAT

ETH1 RadioO Radiol

LAN
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Route through — The network to be routed. The default is “Default
local network” as displayed under LAN Settings — Local Network.

Add to Guest Network — This interface can only support the guest
network.

Hotspot Controlled — This interface can only support hotspot services.

Walled garden — Enter a list of domains and/or IP addresses in CIDR
notation that the hotspot user can access before being authenticated by
the captive portal. Wildcard domains can be specified in the format of
domain.com (allow domain and all of its subdomains), or .domain.com
(only allow subdomains).

VLAN Tag Traffic — Tags any packets passing from this SSID interface to
the associated Ethernet port as configured under “VLAN Settings” on
page 133. When enabled, select a configured VLAN ID from the list.

Note: ecCLOUD supports VLAN synchronization between APs and switches. When
VLAN tagging is enabled for an SSID, the configured VLAN ID is automatically
"pushed" by ecCLOUD to the attached switch port. This enables the VLAN-tagged
traffic from the AP to be accepted by the switch port and avoids any loss of
connectivity.

Limit upload rate — Enables rate limiting of traffic from the SSID interface as

it is passed to the wired network. You can set a maximum rate in Kbytes per
second. (Range: 256-10048576 Kbytes per second; Default: OFF)

Limit download rate — Enables rate limiting of traffic from the wired network
as it is passed to the SSID interface. You can set a maximum rate in Kbytes per

second. (Range: 256-10048576 Kbytes per second; Default: OFF)
Security Settings

OSEN — Enable this option for OSU Server-Only Authenticated L2 Encryption
Network.

Method — Sets the wireless security method for each SSID, including
association mode, encryption, and authentication. (Default: Open)

Open — The SSID interface broadcasts a beacon signal including the
configured SSID. Wireless clients with an SSID setting of “any” can read the
SSID from the beacon and automatically set their SSID to allow immediate
connection.

WPA-PSK — For enterprise deployment, WPA requires a RADIUS
authentication server to be configured on the wired network. However, for
small office networks that may not have the resources to configure and
maintain a RADIUS server, WPA provides a simple operating mode that
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uses just a pre-shared password for network access. The Pre-Shared Key
mode uses a common password for user authentication that is manually
entered on the access point and all wireless clients. The PSK mode uses the
same TKIP packet encryption and key management as WPA in the
enterprise, providing a robust and manageable alternative for small
networks.

Encryption — Data encryption uses one of the following methods:

AES — AES-CCMP is used as the multicast encryption cipher. AES-
CCMP is the standard encryption cipher required for WPA2. (This is
the default setting.)

TKIP + AES — The encryption method used by the client is
discovered by the access point.

Key — WPA is used to encrypt data transmitted between wireless clients
and the SSID interface. WPA uses static shared keys (fixed-length
hexadecimal or alphanumeric strings) that are manually distributed to
all clients that want to use the network.

String length must be 8 to 63 ASCII characters (letters and numbers).
No special characters are allowed.

Dynamic Keys — Enables the use of dynamic PSK keys that are
periodically generated and updated by a RADIUS authentication server.
The RADIUS server IP address, UDP port, and secret text string must be
specified.

Dynamic keys are supported only for WPA2-PSK security.

WPA2-PSK — Clients using WPA2 with a Pre-shared Key are accepted for
authentication.

WPA was introduced as an interim solution for the vulnerability of WEP
pending the ratification of the IEEE 802.11i wireless security standard. In
effect, the WPA security features are a subset of the 802.11i standard.
WPA?2 includes the now ratified 802.1 1i standard, but also offers backward
compatibility with WPA. Therefore, WPA2 includes the same 802.1X and
PSK modes of operation and support for TKIP encryption.

Refer to WPA-PSK for a description of encryption methods and the key.

WPA-EAP — WPA employs a combination of several technologies to
provide an enhanced security solution for 802.11 wireless networks. A
RADIUS server is used for authentication, and can also be used for
accounting.

Refer to WPA-PSK for a description of encryption methods.

RADIUS Settings
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A RADIUS server must be specified for the access point to implement IEEE
802.1X network access control and Wi-Fi Protected Access (WPA) wireless
security.

In addition, you can configure a RADIUS Accounting server to receive user-
session accounting information from the access point. RADIUS Accounting
can be used to provide valuable information on user activity in the network.

Note: This guide assumes that you have already configured RADIUS servers) to
support the access point. Configuration of RADIUS server software is beyond the
scope of this guide, refer to the documentation provided with the RADIUS server
software.

802.11r — Enables 802.11r fast roaming on the SSID interface. This
feature is only supported on AC Wave 2 devices (Sunspot Wave2,
Spark Wave2) running 2.2.0+ firmware. (Default: Disabled)

Mobility Domain — The ID number that identifies the 802.11r
domain in which the AP operates. (Range: 1-65535)

Encryption Key — The pre-shared key for fast roaming. This key must
be exactly 16 characters long and only contain characters A-Z, a-z, O-

9, space, and ~1@%$% "~ *() +-=[{}|:;<>2,./

Transition over the DS — Enables support for fast fransitions over a
wireless distribution system (WDS) network.

MAC NASID list — Enter one MAC address and NAS ID per line.
Example: 00:12:34:56:78:9a a00123456789

Radius MAC Auth — Use RADIUS authentication. When this setting is
enabled, the AP will send the MAC address of the client device to the
specified RADIUS server for authentication. The server verifies the MAC
is a valid user, and then replies to the AP with the dynamic VLAN ID (if
configured) and other resources for the client device.

Note: On your RADIUS server, both the user ID and password will need
to be set to the WiFi MAC of the client device and must be formatted
without punctuation.

This feature is supported with “Open Security” in v1.1.1 firmware, and
all other security methods (besides WEP) in v1.1.2 firmware.

Use RADIUS Auth — For WPA-EAP and WPA2-EAP security, a RADIUS

server must be specified.
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RADIUS Auth Server — Specifies the IP address or host name of the
RADIUS authentication server.

RADIUS Auth Port — The UDP port number used by the RADIUS
server for authentication messages. (Range: 1024-65535;
Default: 1812)

RADIUS Auth Secret — A shared text string used to encrypt messages
between the access point and the RADIUS server. Be sure that the same
text string is specified on the RADIUS authentication server. Do not use
blank spaces in the string. (Maximum length: 255 characters)

NAS ID — The RADIUS NAS identifier for the SSID interface. A NAS ID
can be used instead of an IP address to identity a client to a server.

Backup RADIUS Auth — Configures a secondary RADIUS server to
act as a backup should the primary server become unavailable.

Use RADIUS Accounting — Use RADIUS accounting to enable
accounting of requested services for billing or security purposes.

RADIUS Acct Server — Specifies the IP address or host name of the
RADIUS accounting server.

Radius Acct Port — The UDP port number used by the RADIUS server
for accounting messages. (Range: 1024-65535; Default: 1813)

RADIUS Acct Secret — A shared text string used to encrypt messages
between the access point and the RADIUS server. Be sure that the same
text string is specified on the RADIUS accounting server. Do not use
blank spaces in the string. (Maximum length: 255 characters)

WPA2-EAP — WPA was introduced as an interim solution for the
vulnerability of WEP pending the ratification of the IEEE 802.11i wireless
security standard. In effect, the WPA security features are a subset of the
802.11i standard. WPA2 includes the now ratified 802.11i standard, but
also offers backward compatibility with WPA. Therefore, WPA2 includes the
same 802.1X and PSK modes of operation and support for TKIP
encryption.

A RADIUS server is used for authentication, and can also be used to
accounting.

Refer to WPA-PSK for a description of encryption methods.

Refer to WPA-EAP for information on configuring the RADIUS server.

Access

Control List — Wireless clients can be authenticated for network

access by checking their MAC address against the local database configured
on the access point. (Default: OFF)

~ 124 -



Chapter 4 | Site WiFi 5 Configuration
Wireless SSID Configuration

®  Dynamic Authorization — The Dynamic Authorization Extensions (DAE) to
RADIUS enable a server to disconnect or change the authorization of clients
that are already connected to the network.

m  DAE Port — The UDP port number to use for DAE messages.
(Default: 3799)

m DAE Client — The IPv4 address of the RADIUS server.

um  DAE Secret — The shared text string used to encrypt DAE messages
between the access point and the RADIUS server.

Setting Wireless Configuring wireless schedules enables the AP radios to be turned on and off at
Schedules specified times. The scheduling rules apply to all 2.4 GHz and 5 GHz interfaces on
all site APs. Click the “Add Schedule” button to create a wireless schedule.

Figure 131: Adding a Wireless Schedule
Add schedule CONFIRM

~ Schedule Settings

Your site’s timezone is set to UTC. You can change it in the System Settings section.

Enabled

Name

Start time

End time

Days

The following items are displayed on the Add schedule page:

®m Enabled — Makes the defined schedule active. (Default: Enabled)
® Name — A text string to identify the schedule.

m  Start time — The time that you want the radios to be turned on.
®  End Time — The time that you want the radios to be turned off.

® Days — The selected days of the week on which to apply the schedule.
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Radio Settings

On the “WiFi Access” page, click the “Radio Settings” tab to configure 5 GHz and
2.4 GHz radio settings. Note that settings apply to all configured SSID interfaces.

Figure 132: WiFi 5 Radio Settings

GLOBAL SETTINGS

Band Steering

External Radius Enabled

'WIRELESS 5 GHZ

PHYSICAL RADIO SETTINGS ADVANCED RADIO SETTINGS
Channel Bandwidth 80MHz “ Max Client Count o
Channe Auto [all channels) Probe Req. Data Push

EDIT CHANNEL LIST
Disabled W52 Channe|
Max Tx Power D

28 dBm (630 mW) .

Beacon Interva 100

'WIRELESS 2.4 GHZ

PHYSICAL RADIO SETTINGS ADVANCED RADIO SETTINGS
Channe! Bandwidth 40MHz v Max Client Count 0
Channel Auta (all channels) Probe Req. Data Push
EDIT CHANNEL LIST

Max Tx Pawer (=]

30 dBm (1000 mW) v
Bescon Interva 100
20740MHz Coexist L ]

The following items are displayed on the Radio Settings tab. Note that
configuration options apply to both the 5 GHz and 2.4 GHz radios unless
otherwise indicated.

Global Settings

®  Band Steering — When enabled, clients that support 2.4 GHz and 5 GHz are
first connected to the 5 GHz radio. This feature helps balance the client load
over the two radio bands. Note that both radios must have configured SSIDs
that match for this feature to fully operate. (Default: Disabled)

®  External Radius Enabled — This is an AuthPort add-on feature (see “Using

the AuthPort Add-On” on page 73). When using the AuthPort add-on, you can
configure settings for an external RADIUS server.
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Physical Radio Settings

®  Channel Bandwidth — The basic Wi-Fi channel bandwidth is 20 MHz, but by
bonding channels together to create 40 MHz or 80 MHz channels, higher data
transmission rate can be achieved. However, selecting larger channel
bandwidths reduces the number a radio channels available.

»m 5 GHz Radio — Options include 20, 40, and 80 MHz. (Default: 80 MHz)
# 2.4 GHz Radio — Options include 20 and 40 MHz. (Default: 40 MHz)

®  Channel — The radio channel that the access point uses to communicate with
wireless clients. The available channels are dependent on the radio, Channel
Bandwidth, and Regulatory Country setftings. You can also click the “Edit
Channel List” button to select specific available channels to use for each radio
interface.

Selecting Auto enables the access point to automatically select an unoccupied
radio channel. (Default: Auto)

Figure 133: 5 GHz Radio Channels
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Figure 134: 2.4 GHz Radio Channels
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Disabled W52 Channel — Applies only to the 5 GHz radio. This feature is
designed for Spark AC Wave2 Mini APs with software version v2.3.1 or newer.
When enabled, this feature disables channels 36-48 automatically.

Max Tx Power — Adjusts the maximum power of the radio signals transmitted
from the access point. The higher the transmission power, the farther the
transmission range. Power selection is not just a trade-off between coverage
area and maximum supported clients. You also have to ensure that high-power
signals do not interfere with the operation of other radio devices in the service
area. (The range of power settings and defaults are dependent on the AP
model and the Regulatory Country setting.)

Beacon Interval — The rate at which beacon signals are transmitted from the
access point. The beacon signals allow wireless clients to maintain contact with

the access point. They also carry power-management and other information.
(Range: 100-1024 TUs; Default: 100 TUs)

20/40MHz Coexist — Applies only to the 2.4 GHz radio. This option allows
802.11n 20 MHz and 40 MHz channel bandwidths to operate together in the
same network. (Default: On)

Advanced Radio Settings

®  Max Client Count — Sets the max number of clients that are allowed to

connect to this radio. To disable this feature, set the value to 0. (Range: 0-64;
Default: 0)

Probe Req. Data Push — Enable Client Probe Request Data Push for this

radio. When enabled, the radio will push client probe request data in JSON
format to your specified URL.
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General Networking Settings

On the “WiFi Access” page, click the “General Networking” tab to configure
Internet, Ethernet ports, and VLAN settings for all devices in a site. Some items on
this page only display the current setting, they cannot be configured. These settings
can only be overridden at the device-level configuration.

Figure 135: General Networking Settings

INTERNET

© Onlythe Internet IP Address Mode and Mgmt WLAN settings can be changed here. The rest of these settings can only be overridden an 2 per-device basis at device-level config.
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Internet Settings Note that only

the Internet IP Address Mode and Management VLAN settings can

be changed on this page. These rest of these settings can only be overridden on a
per-device basis at device-level configuration.

Figure 136:

Internet Settings

INTERNET

GENERAL SETTINGS

Internet Source

VLAN tag traffic

IP Address Mode

MTU Size

Fallback IP

Fallback Netmask

IPV6 SETTINGS

IP Address Mode

Client 1D

© Only the Internet IP Address

Mode and Mgmt VLAN settings can be changed here. The rest of these settings can only be overridden on a per-device basis at device-level config.

MGMT VLAN

Mgmt VLAN

DHCP v

The following i

tems are displayed on this page section:

General Settings

® Internet S

®  VLAN tag
tagging ID

ource — The interface on devices used to access the Internet.

traffic — Enable to activate tagging on this interface and choose a
value between 2 and 4094, inclusive.

® |P Address Mode — The method used to provide an IP address for the Internet
access port. (Options: DHCP, Use Device's Settings; Default: DHCP)

= DHCP

= UseD

— Enables DHCP on the Internet Source interface.

evice's Settings — Select this option if you plan on assigning static

IPs to your devices prior to registration. Also choose this option if you are

mixing

DHCP

B MTU Size

static IP and DHCP-based modes. By default, all devices will use
unless configured otherwise.

— Sets the size of the maximum transmission unit (MTU) for packets

sent on this network.

®  Fallback |
address.

P — This IP address is used if you cannot connect to the device IP

®  Fallback Netmask — The network mask associated with the fallback IP

address.
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MGMT VLAN Settings
Figure 137: Management VLAN Settings

MGMT VLAN

Mgmt VLAN o

Mgmt VLAN 1D 100

IP Address Mode DHCP ~
Fallback IP 192.168.1.20

Fallback Netrnask 255.255.255.0 ~

®  Mgmt VLAN — Select this option to enable a management VLAN on site
devices. Once you enable this option, you will no longer be able to access
devices on any of the built-in the local networks (like 192.168.2.1 for
example). You will only be able to access devices from the specified VLAN
network. If a device’s IP mode is set to DHCP, it will also request a new IP
address in the subnet range assigned to the VLAN network.

®  Mgmt VLAN ID— Specifies the ID of the management VLAN.

®m IP Address Mode — The method used to provide an IP address for a device
over the Management VLAN. (Options: DHCP, Static IP; Default: DHCP)

= DHCP — Enables DHCP on the management VLAN.

» Static IP — Sets a static IP to access site devices over the management
VLAN. Configure an IP address, subnet mask, and default gateway address.

B Fallback IP — The IP address to use to connect to a device over the
management VLAN if the DHCP-assigned address cannot be reached.

m  Fallback Netmask — The network mask associated with the fallback IP
address.

IPV6 Settings
Figure 138: IPv6 Settings

IPVE SETTINGS

IP Address Mode

Client ID

The following items are displayed on this section of the page:
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IP Address Mode — The method used to provide an IPvé address for the
Internet access port. (Default: DHCP; Options: DHCP, Static IP)

DHCP — If you configure DHCP, the Client Id must be specified.
Client Id — Manually enter the client ID for the DHCP client.

Static IP — To configure a static IPvé address for the Internet access port,
the following items must be specified.

IP Address — Specifies an IPvé address for the access point. An IPv6
address must be configured according to RFC 2373 using 8 colon

separated 16-bit hexadecimal values. One double colon may be used
in the address to indicate the appropriate number of zeros required to

fill the undefined fields.

Default Gateway — The IPvé address of the default gateway, which is
used if the requested destination address is not on the local subnet.

DNS — The IPv6 address of Domain Name Servers on the network. A
DNS maps numerical IPvé addresses to domain names and can be
used to identify network hosts by familiar names instead of the IPvé
addresses. If you have a DNS server located on the local network, type
the IPvé address in the text field provided.

Ethernet Settings This page section shows basic Ethernet settings for site APs. These settings can only
be overridden on a per-device basis at device-level configuration.

Figure 139: Ethernet Settings

ETHERNET

@ These settings can only be overridden on a per-device basis at device-level config.

ETHERNET SETTINGS FOR WAN PORT ETHERNET SETTINGS FOR LAN PORT(S)

€ This port is the internet source for devices in this site
Network behavior

Auto negotiation Auto negotiation

The following items are displayed on this page section:

Ethernet Settings for WAN Port

By default, the WAN port interface is set as the Internet source and the following
message is displayed: “This port is the Internet source for devices in this site.”

If more than one interface is connected to the Internet, only the last configured
interface is used.
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Auto-negotiation — Enables or disables auto-negotiation for the WAN port
interface.

Ethernet Settings for LAN Port(s)

Network Behavior — Shows the network connection method (that is, the
manner in which the LAN ports are used).

Auto-negotiation — Enables or disables auto-negotiation for a given port
interface.

1000BASE-T does not support forced mode. Auto-negotiation should always
be used to establish a connection over any 1000BASE-T port.

When auto-negotiation is enabled, the access point will negotiate the best
seftings for a link based on advertised capabilities.

VLAN Settings The access point can employ VLAN tagging to control access to network resources

and increase security. VLANs separate traffic passing between the access point,
associated clients, and the wired network. You can create up to 12 VLAN tagged
networks.

VLANs (virtual local area networks) are turned off by default. If turned on they will
automatically tag any packets passed to Ethernet ports from the relevant VAP
(virtual access point). Note also that specific VAPs can enable or disable VLAN
tagging (see “Adding an SSID” on page 118).

Note the following points about the access point’s VLAN support:

If an Ethernet LAN port on the access point is assigned a VLAN ID, any traffic
entering that port must be also tagged with the same VLAN ID.

Wireless clients associated to the access point can be assigned to a VLAN.
Wireless clients are assigned to the VLAN for the VAP interface with which they
are associated. The access point only allows traffic tagged with correct VLAN
IDs to be forwarded to associated clients on each VAP interface.

When VLAN support is enabled on the access point, traffic passed to the wired
network is tagged with the appropriate VLAN ID. When an Ethernet port on the
access point is configured as a VLAN member, traffic received from the wired
network must also be tagged with the same VLAN ID. Received traffic that has
an unknown VLAN ID or no VLAN tag is dropped.

When VLAN support is disabled, the access point does not tag traffic passed to
the wired network and ignores the VLAN tags on any received frames.

Note: Before enabling VLAN tagging on the access point, be sure to configure the
attached network switch port to support tagged VLAN frames for the VLAN IDs
configured on the access point. Otherwise, connectivity to the access point will be
lost when you enable the VLAN feature.
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Figure 140: VLAN Settings

VLAN | + ADDNEWVLAN

VLAN ID TAGGED PORTS PPPOE PROFILE ~ UPLINK 802.1P UNTAGGED INTERFACES ACTIONS

323 @ WAN Port @ LAN Port(s) @ Disabled Vvidea £ Configure SSIDs

The following items are displayed on this page section:
®  VLAN ID — The identifier assigned to the VLAN. (Range: 2-4094)

® Tagged Ports — The Ethernet ports assigned to the VLAN. Options include
WAN port or LAN port(s).

m  PPPoE Profile — Indicates if PPPoE is enabled or disabled for the VLAN.

m  Uplink 802.1P — Indicates the IEEE 802.1p priority setting for traffic on this
VLAN.

®  Untagged Interfaces — Click the “Configure SSIDs” link to open the Wireless
SSID tab. Then edit or create an SSID interface to be a member of the specified
VLAN (see “Adding an SSID” on page 118).

®m  Actions — Click and select to edit or delete a configured VLAN.

Adding a VLAN
Click the “Add New VLAN” button to create a VLAN.

Figure 141: Adding a VLAN
Add New VLAN CONFIRM

~ General Settings
VLAN ID

Ports WAN Port

LAN Port(s)

~ PPPoE Profile
Enable

~ Uplink 802.1p

Uplink 802.1p Disabled

The following items are displayed on this page section:

®  VLAN ID — The VLAN identifier to be assigned. (Range: 2-4094)
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®m  Ports — The Ethernet ports assigned to the VLAN. Options include WAN port

or LAN port(s).

PPPoE Profile — The Point-to-Point Protocol over Ethernet (PPPoE) is a
common WAN protocol that provides a secure “tunnel” connection between a
service provider and the local network.

»  User Name — The name to use for the service provider connection.

m  Password — The password to use for the service provider connection.

» IP Address — The IP address to use for the service provider connection.

Uplink 802.1P — Sets the IEEE 802.1p priority for traffic on this VLAN.
Priorities range from “Best Effort” (lowest) to “Network Control” (highest).

Local Network Settings

The Local Network tab configures setftings for the default LAN network, guest
network, and other custom networks.

Figure 142: Local Network Settings

LAN |+ ADDCUSTOM LAN

DEFAULT LOCAL NETWORK
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Enable UPnP

Enable RSTP

Smart Isolation Disable (full access)

Interface Members

GUEST NETWORK

IP Address 182.1683.1

Subnet Mask 255.255.255.0

MTU Size 1500

Enable STP

Enable UPnP

Enable RSTP

Smart Isolation Internet access only

®
DHCP Server o
DHCP Start 100
DHCP Limit 150
Lease Time 12hr ~
DNS Servers
(DHCP Opticn 6)
4
v DMNS Entries ‘
L
DHCP Server [ ]
DHCP Start 100
DHCP Limit 150
Lease Time 12hr v
DNS Servers
(DHCP Option 6)
4
~ DNS Entries
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The following items are displayed on this page:

Add Custom LAN — Click this button to create a additional networks with
their own custom settings. You can create up to 10 custom LANSs.

IP Address — Specifies the IP address for the local network or guest network.
Valid IP addresses consist of four decimal numbers, 0 to 255, separated by

periods. (Default: 192.168.2.1)
Subnet Mask — Indicates the local subnet mask. (Default: 255.255.255.0)

MTU Size — Sets the size of the maximum transmission unit (MTU) for packets
sent on this network. (Default: 1500)

Enable STP — Enables or disables processing of Spanning Tree Protocol
messages. (Default: Disabled)

Enable UPnP — Enables or disables Universal Plug-and-Play broadcast
messages. (Default: Disabled)

Enable RSTP — Enables or disables processing of Rapid Spanning Tree
Protocol messages. (Default: Disabled)

Smart Isolation — Enables network traffic to be restricted to the specified
network:

Disable (full access) — There is no traffic isolation. Clients can access the
Internet and other devices on the local LAN. This is the option to choose if
you trust the clients that will be connecting to your network.

Internet access only — Traffic from this network can only be routed to and
from the Internet. This is the option to choose for hotspot users or users
connecting to a guest network.

LAN access only — Traffic from this network is restricted to local LAN
devices only.

Internet-only (strict) — This is the same as "Internet access only," but with
the additional restriction that users cannot access resources or devices on
any private network (192.168.0.0, 172.16.0.0, 10.0.0.0, etc.). This is
useful if an AP is “double NAT’ed” and the network upstream from your
AP’s gateway is another private network.

Interface Members — The interfaces attached to the local area network.
DHCP Server — Enables/disables DHCP on this network. (Default: Enabled)

DHCP Start — First address in the address pool. (Range: 1-256;
Default: x.x.x.100)
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= DHCP Limit — Maximum number of addresses in the address pool.
(Range: 1-254; Default: 150)

» Lease Time — The time period for which assigned IP addresses are valid.

» DNS Servers — List up to three DNS server IP addresses, one per line.

® DNS Entries — Only applicable for Spark AC Wave2 Mini APs.Allows clients
to access the web interface through the specified domain from a local network.

Firewall Settings

Firewall filtering restricts connection parameters to limit the risk of intrusion. The
firewall settings allow you to define a sequential list of rules that filter traffic based
on source and destination IP addresses and ports. Ingress packets are tested
against the filter rules one by one. As soon as a packet matches a rule, the
configured action is implemented.

One rule, “Allow-Ping,” is pre-configured to allow Ping packets from the Internet.
You can enable or disable this rule, but it cannot be modified or deleted. Click the
“Add Rule” button to add a new firewall rule.

Figure 143: Firewall Settings

FIREWALL + ADDRULE
ENABLED NAME SOURCE IP SOURCE PORT DESTINATION IP DESTINATION PORT
@ L]
E ] DELETE
TARGET: ACCEPT |~
FAMILY: ipu v
SOURCE: Internet A
PROTOCOL: TCP+UDP |~
DESTINATION: = Default Local Netwark =
Showing 1 to 2 of 2 entries & - »

The following items are displayed on this page:
®  Enabled — Enables the configured firewall rule.
® Name — User defined name for the filtering rule. (Range: 1-30 characters)

®m  Source IP — An IPv4 address in CIDR notation. Includes an IP address
followed by a slash (/) and a decimal number to define the network mask.

®m  Source Port — The source protocol port. (Range: 1-65535)
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Destination IP — The destination IPv4 address.
Destination Port — The destination protocol port. (Range: 1-65535)

Target — The action to take when the configured rule matches a packet.
(Options: Accept, Reject, Drop)

Family — Specifies IPv4 or IPvé traffic, or both. (Options: IPv4, IPv6, Any)

Source — The source interface. (Options: Any, Default Local Network,
Internet, Guest Network, Hotspot Network)

Protocol — Defines the protocol type of packets. (Options: Any, TCP+UDP,
TCP, UDP, ICMP)

Destination — The destination interface. (Options: Any, Default Local
Network, Internet, Guest Network, Hotspot Network)

Port Forwarding Port Forwarding can be used to map an inbound protocol type (TCP/UDP) and port

to an “internal” IP address and port. The internal (local) IP addresses are the IP

addresses assigned to local devices at the edge of a network, and the external IP
address is the IP address assigned to the AP interface. This allows remote users to
access different servers on your local network using your single public IP address.

Remote users accessing services such as web or FTP at your local site through your
public IP address, are redirected (mapped) to other local server IP addresses and
TCP/UDP port numbers. For example, if you set Protocol/External Port to TCP/80
(HTTP or web) and the Destination IP/Destination Port to 192.168.3.9/80, then all
HTTP requests from outside users are forwarded to 192.168.3.9 on port 80.
Therefore, by just using your external IP address provided by your ISP, Internet users
can access the services they need at the local addresses to which you redirect them.

The more common TCP service port numbers include: HTTP: 80, FTP: 21, Telnet:
23, and POP3: 110.

Figure 144: Port Forwarding

ENABLED

PORT FORWARDING

Showing 1to 1 of 1 entries

NAME PROTOCOL EXTERNAL PORT DESTINATION IP DESTINATION PORT

TCP+UDP v s

The following items are displayed on this page:
Enabled — Enables port forwarding.

Name — User-defined name. (Range: 1-30 characters)
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Protocol — Set the protocol type to which port forwarding is applied. (Options:
TCP, UDP, TCP+UDP)

External Port — The Internet traffic TCP/UDP port number. (Range: 1-65535)
Destination IP — The destination IP address on the local network.

Destination Port — The destination protocol port. (Range: 1-65535)

ARP Inspection ARP Inspection is a security feature that validates the MAC Address bindings for
Address Resolution Protocol packets. It provides protection against ARP traffic with
invalid MAC-to-IP address bindings, which forms the basis for certain “man-in-the
middle” attacks. This is accomplished by intercepting all ARP requests and
responses and verifying each of these packets before the local ARP cache is
updated or the packet is forwarded to the appropriate destination. Invalid ARP
packets are dropped.

Figure 145: ARP Inspection

ARP INSPECTION

ARP Inspection

Force DHCP

Trust List Broadcast

Static Trust List

The following items are displayed on this page:

ARP Inspection — When enabled, ARP packets are validated against ARP
spoofing.

Force DHCP — Allows an AP to only learn MAC/IP pair information through
DHCP packets. Since devices configured with static IP address do not send
DHCEP traffic, any clients with static IP addresses will be blocked by APs unless
their MAC/IP pair is listed and enabled in the Static Trust List.

Trust List Broadcast — Lets other APs learn the trusted MAC/IP pairs to issue
ARP requests.

Static Trust List — Adds the MAC or MAC/IP pairs of devices that are trusted
to issue ARP requests. Other network nodes can still send their ARP requests,

but if their IP appears in the static list with a different MAC, their ARP requests
will be dropped.
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DHCP Snooping

DHCP snooping is used to validate and filter DHCP messages received by APs.
When DHCP snooping is enabled, DHCP messages received from a device not
listed in the DHCP snooping table are dropped.

You can add known and trusted DHCP servers to the table by specifying their MAC
and IP addresses.

Figure 146: DHCP Snooping
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TRUST DHCP SERVER MAC TRUST DHCP SERVER IP REMARK

@ DELETE

showing 1 to 1 of 1 entries « »

The following items are displayed on this page:
®  Enable — Enables DHCP Snooping.

m  Trust DHCP Server MAC — The MAC address of a known and trusted DHCP

server.
®  Trust DHCP Server IP — The IP address of a known and trusted DHCP server.

m  Remark — A comment relating to the DHCP server configured.

Hotspot Settings

General Settings

The Hotspot settings page can configure Internet access for the general public in
places such as coffee shops, libraries, and hospitals. Specific access rights may
also be defined through a RADIUS server.

When setting up a hotspot service, you must also navigate to the wireless SSID

configuration page and select “Hotspot-Controlled” as the network behavior on an
SSID interface. (See “Wireless SSID Configuration” on page 117.)

The General Seftings section on the Hotspot page configures the basic hotspot
mode.
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Figure 147: Hotspot General Settings

GENERAL SETTINGS

Hotspot Enabled .

Select your hotspot mode below
@® External Captive Portal Service What's this?
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Simple Password-only Splash Page What's this?
Local Splash Page with External RADIUS What's this?
Remote Splash Page with External RADIUS What's this?

Smart Isolation Internet access anly v

The following items are displayed on this page section:
Hotspot Enabled — Enables or disables the hotspot service.

Select the hotspot mode below. (Hotspot Mode will be statically set to “External
Portal” for all firmware greater than 1.1.4. Please upgrade to firmware greater
than 1.1.4 in order to take advantage of this setting.)

External Captive Portal Service — This option will show the hotspot guest
an externally hosted captive portal splash page and may prompt them to
login, depending on how you have configured your service seftings.
Choose this option if you have signed up with a third-party captive portal
service provider, such as Cloud4Wi or HotSpotSystem.

No Authentication — This option shows the hotspot guest your
customized, locally hosted captive portal splash page, and will not require
the guest to login before accessing the Internet. If you fill out the (optional)
terms of service text, the guest will be required to accept these before they
can access the Infernet.

Simple Password-only Splash Page — This option will show the hotspot
guest your customized, locally hosted captive portal splash page, and will

require them to enter a simple password to login and access the Internet. If
you fill out the (optional) terms of service text, the guest will be required to
accept these before they can access the Internet.

Local Splash Page with External RADIUS — This option shows the
hotspot guest your customized, locally hosted captive portal splash page,
and will require them to enter a valid RADIUS user name and password to
login and access the Internet. If you fill out the (optional) terms of service
text, the guest will be required to accept these before they can access the
Internet.

Remote Splash Page with External RADIUS — This is an AuthPort add-
on feature (see “Using the AuthPort Add-On” on page 73). The hotspot will
be redirected to an external splash page and authenticate with an external
RADIUS server.
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Smart Isolation — Enables network traffic to be restricted to the specified
network:

Disable (full access) — There is no traffic isolation. Clients can access the
Internet and other devices on the local LAN. This is the option to choose if
you trust the clients that will be connecting to your network.

Internet access only — Traffic from this network can only be routed to and
from the Internet. This is the option to choose for hotspot users or users
connecting to a guest network.

LAN access only — Traffic from this network is restricted to local LAN
devices only.

Internet-only (strict) — This is the same as “Internet access only,” but with
the additional restriction that users cannot access resources or devices on
any private network (192.168.0.0, 172.16.0.0, 10.0.0.0, etc.). This is
useful if an AP is “double NAT’ed” and the network upstream from your
AP's gateway is another private network.

Network Settings The Network Settings section on the Hotspot page configures local network settings
for the hotspot service.

Figure 148: Hotspot Network Settings

IP Address

Netmask

NETWORK SETTINGS

192.168.182.1 DNS 1 162.168.182.1

255.255.255.0 DNS 2

DHCP Gateway DNS Domain Name

DHCP Gateway Port DNS Entries

DNS Mapping

The following items are displayed on this page section:

IP Address — Specifies the IP address for the hotspot. Valid IPv4 addresses
consist of four decimal numbers, O to 255, separated by periods.
(Default: 192.168.182.1)

Netmask — Network mask for the associated IP subnet. This mask identifies
the host address bits used for routing to specific subnets.

DHCP Gateway — The gateway used to access the DHCP server.
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DHCP Gateway Port — The UDP/TCP port used to access the DHCP server.

DNS 1 — The IP address of the primary Domain Name Server on the network.
A DNS maps numerical IP addresses to domain names and can be used to
identify network hosts by familiar names instead of the IP addresses.

DNS 2 — The secondary DNS server available to DHCP clients.

DNS Domain Name — The domain name used to resolve incomplete host
names via the Domain Name System. (Range: 1-32 characters)

DNS Entries — Only applicable for Spark AC Wave2 Mini APs.Allows clients
to access the web interface through the specified domain from a local network.

DNS Mapping — Configures DNS mapping for user-specified IP and domain
name.

DHCP Server The DHCP Server section on the Hotspot page configures DHCP address pool
seftings for the hotspot service.

Figure 149: Hotspot DHCP Server Settings

DHCP SERVER

DHCP Start 10 Leasze Time 3600  seconds

DHCP Limit 243

The following items are displayed on this page section:

Start — Starting number of (last numeric field) in address pool. (Range: 1-254;
Default: 10)

Limit — Ending number of (last numeric field) in address pool.
(Range: 1-245; Default: 245)

Lease Time — The duration that an IP address is assigned to a DHCP client.
(Range: 600-43200 seconds; Default: 3600 seconds)
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RADIUS Server The RADIUS Server section on the Hotspot page configures RADIUS server settings

for the hotspot service.

Figure 150:

Hotspot RADIUS Server Settings

RADIUS SERVER

Enable RADIUS Auth

RADIUS Server Address

Backup RADIUS server
address

RADIUS server shared
secret

RADIUS server auth port

RADIUS server acct port

127.0.0.1

1812

1813

Enable RadSec

Auth method CHAP v

Local ID o

Local name

Generate NAS ID

NAS ID

The following items are displayed on this page section:

Enable RADIUS Auth — Enables RADIUS authentication for clients attempting
to access the captive portal.

RADIUS Server Address — IP address or host name of the primary RADIUS

server.

Backup RADIUS server address — IP address or host name of the secondary
RADIUS server.

RADIUS server shared secret — A shared text string used to encrypt
messages between the access point and the RADIUS server. Be sure that the
same text string is specified on the RADIUS server. Do not use blank spaces in
the string. (Range: 1-255 characters).

RADIUS server auth port — RADIUS server UDP port used for authentication
messages. (Range: 1-65535, Default: 1812)

RADIUS server acct port — RADIUS server UDP port used for accounting
messages. (Range: 1-65535, Default: 1813)

Enable RadSec — An authentication and authorization protocol for
transporting RADIUS datagrams over TCP and TLS. RadSec replaces UDP used
in the initial RADIUS design, providing a reliable transport protocol and more
extensive security for the packet payload.

Auth method — Selects the encryption method to use for messages between
the AP and the RADIUS server; CHAP, PAP, or MS-CHAPv2. The encryption
method must match that used by the RADIUS server. (Default: CHAP)

Local ID — Local RADIUS server identifier.
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B Local Name — Local RADIUS server name

u  Generate NAS ID — This option will generate a unique NAS ID for each
device in this site.

m  NAS ID — Local RADIUS server operation identifier.

Captive Portal The Captive Portal section on the Hotspot page configures portal details for the
hotspot service.

A captive portal forces a hotspot client to access a welcome web page before
gaining further access to the Internet. The welcome page may require

authentication and/or payment.

Figure 151: Hotspot Captive Portal Settings

CAPTIVE PORTAL

HTTPS Login Idle Timeout 0 seconds
Landing URL Session Timeout [4} seconds
Customize Splash Page [

Title

Background Color W #1d2024

Logo Image UPLOAD

Terms and Conditions USE DEFAULT TERMS AND CONDITIONS

B I U § x x
Y <>

Depending on the hotspot mode selected, the following items are displayed on this
page section:

Common to all Modes

®  Landing URL — Indicates the URL to which the user is directed after logging in
to the captive portal.

m Idle Timeout — The maximum a connection can remain inactive before it is
closed. (Range: 0-86400 seconds)

m  Session Timeout — The maximum time a client can stay logged in to the
hotspot. (Range: 0-86400 seconds)
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Common to all Modes Except External Captive Portal Service and Remote Splash
Page with External RADIUS

HTTPS Login — Enables HTTPS for the captive portal.
Common to all Modes Except External Captive Portal Service

Customize Splash Page — When enabled, fill in the information that is used
to create the local captive portal welcome page.

Title — Enter the text you want to display as the title on the page.

Background Color — Click the button to select a color for the page
background.

Logo Image — Click the “Upload” button to send an image file. Files are
limited to a size of 1MB and the image must have a maximum height and
width of 1000 pixels.
Terms and Conditions — Enter text in the window that define the captive
portal terms and conditions, and then use the controls to format the text.
Alternatively, click the “Use Default Terms and Conditions” button to import
a generic text that you can then edit.
External Captive Portal Service Mode
Captive portal URL — Host name of Internet service portal for the hotspot.

Captive portal secret — The password used for logging into the hotspot.

Swap Octets — Swap the values of the reported “input octets” and “output
octets.”

Simple Password-only Splash Page Mode

Splash Page Password — The password required for users to log in and
access the Internet.
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The Auth Exceptions section on the Hotspot page configures a “walled garden” and
white list for the hotspot service.

Figure 152: Hotspot Authentication Exceptions

AUTH EXCEPTIONS

Walled garden Auth white list

The following items are displayed on this page section:

®  Walled garden — Enter a list of domains or IP addresses in CIDR notation that
hotspot users can access before being authenticated by the captive portal.
Wildcard domains can be specified in the format of domain.com (allow domain
and all sub-domains), or .domain.com (only allow sub-domains).

®m  Auth white list — A list of MAC addresses that are allowed to bypass the
captive portal to access the Internet.

System Settings

General Settings

The System Settings page allows you to control remote management access to APs
and configure NTP time servers, Telnet, Web, and SNMP management interfaces
are enabled and open to access from the Internet. To provide more security,
specific services can be disabled and management access prevented from the
Internet.

The General Settings section on the System Settings page can be used to configure
the cloud status LED, reset button, and time zone.
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Figure 153: General System Settings

GENERAL SETTINGS

Enable cloud status LED o

Enable radio LEDs [ ]

Enable reset button

Timezone uTc -
MNumber of boot retries 3

Enable prelogin PPPoE
form

MSP Made [ ] CONFIGURE S5ID

The following items are displayed on this page:

Enable cloud status LED — For some devices (SkyFire, SunSpot, Spark, and
Spark Wave 2 Mini), the LED is green when the AP is successfully connected to
ecCLOUD and is operating normally.

Enable radio LEDs — Only supported on ECW5211, ECWO5211, OAP100,
and Spark Wave 2/SunSpot Wave 2 running 3.0.0+ firmware. The LEDs are
on when a radio is enabled and operating normally.

Enable reset button — Enables or disables the hardware reset button. Note
that the reset button cannot be disabled at the site level.

Timezone — To display a time corresponding to your local time, choose one
of the predefined time zones from the pull-down list.

Number of boot retries — The maximum number of bootup retries before
switching to the next boot bank. (Range: 1-254; Default: 3)

Enable prelogin PPPoE form — Turn this setting on in order to show a PPPoE
username/password input form before the local web Ul login form whenever
the Internet does not appear to be accessible. This will allow end users to enter
their PPPoE credentials without having to log in to the device Ul

MSP Mode — Enables the Managed Service Provider (MSP) mode that
prevents end-users from accessing and modifying most device seftings from
user-defined user accounts. Management access from “root” and “admin”
accounts still provide full access to all device settings. (Default: Disabled)

With MSP mode enabled, service providers have the option of making specific

wireless SSID settings available for user configuration by enabling the “Local
Configurable” setting.
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Note: Do not enable MSP Mode and “Always follow cloud configuration”
(page 64) at the same time. This will cause the device configuration not to be
updated to ecCLOUD properly.

The Secure Shell (SSH) acts as a secure replacement for Telnet. The SSH protocol
uses generated public keys to encrypt all data transfers passing between the access
point and SSH-enabled management station clients and ensures that data traveling
over the network arrives unaltered. Clients can then securely use the local user
name and password for access authentication.

Note that SSH client software needs to be installed on the management station to
access the access point for management via the SSH protocol.

Figure 154: SSH Server Settings

S5H

S5H Server ®
55H Port 22

Allow 55H from WAN

The following items are displayed on this page:

m  SSH Server — Enables or disables SSH access to the access point.
(Default: Enabled)

m  SSH Port — Sets the TCP port number for the SSH server on the access point.
(Range: 1-65535; Default: 22)

u  Allow SSH from WAN — Allows SSH management access from the WAN.

The Edgecore Discovery agent allows the AP to be discovered by other devices on
the local network or over the Internet.

Figure 155: Discovery Tool Settings

DISCOVERY TOOL

Discovery Tool ®

Allow owver WARN .
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Telnet

The following items are displayed on this page:
Discovery Tool — Enables or disables the discovery tool. (Default: Enabled)

Allow over WAN — Allows discovery tool access from the WAN.

Telnet is a remote management tool that can be used to configure the access point
from anywhere in the network. However, note that Telnet is not secure from hostile
attacks. Telnet provides access to a Linux-based interface which is used for device
analysis and debugging.

Figure 156: Telnet Server Settings

TELNET

Telnet Server @
Telnet Port 23

Allow Telnet from WAN

The following items are displayed on this page:

Telnet Server — Enables or disables Telnet access to the access point.
(Default: Enabled)

Telnet Port — Sets the TCP port number for the Telnet server on the access
point. (Range: 1-65535; Default: 23)

Allow Telnet from WAN — Allows Telnet management access from the WAN.

Web Server A Web browser provides the primary method of managing the access point. Both

HTTP and HTTPS service can be accessed independently. If you enable HTTPS, you
must indicate this in the URL: https://device:port_number]
When you start HTTPS, the connection is established in this way:

The client authenticates the server using the server’s digital certificate.

The client and server negotiate a set of security protocols to use for the
connection.

The client and server generate session keys for encrypting and decrypting data.
The client and server establish a secure encrypted connection.

A padlock icon should appear in the status bar for most browsers.
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Figure 157: Web Server Settings

WEB SERVER

HTTP Port 20
Allow HTTP from WAN ®
HTTPS Port 443
Allow HTTPS from WAN @

The following items are displayed on this page:

m  HTTP Port — The TCP port to be used by the HTTP Web browser interface.
(Range: 1-65535; Default: 80)

u  Allow HTTP from WAN — Allows HTTP management access from the WAN.

m  HTTPS Port — The TCP port to be used by the HTTPS Web browser interface.
(Range: 1-65535; Default: 443)

®m  Allow HTTPS from WAN — Allows HTTPS management access from the
WAN.

Network Time Protocol (NTP) allows the access point to set its internal clock based
on periodic updates from a time server (SNTP or NTP). Maintaining an accurate
time on the access point enables the system log to record meaningful dates and
times for event entries. If the clock is not set, the access point will only record the
time from the factory default set at the last bootup.

The access point acts as an NTP client, periodically sending time synchronization
requests to specified time servers. The access point will attempt to poll each server
in the configured sequence to receive a time update.

Figure 158: NTP Settings

NETWORK TIME (NTP)

NTP Service .

NTP Servers
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SNMP

The following items are displayed on this page:

NTP Service — Enables or disables sending of requests for time updates.
(Default: Enabled)

NTP Servers — Sets the host names for time servers. The switch attempts to
update the time from the first server, if this fails it attempts an update from the
next server in the sequence. To configure additional servers, type in an entry in
the blank field at the bottom of the list.

Simple Network Management Protocol (SNMP) is a communication protocol
designed specifically for managing devices on a network. It is typically used to
configure these devices for proper operation in a network environment, as well as
to monitor them to evaluate performance or detect potential problems.

Figure 159: SNMP Settings

SNMP

SNMP Server

Contact

®

www.ignitenet.com

Community String public
IPvE Write Community privatet
Location

Allow SNMP aver WAN ®

The following items are displayed on this page:

SNMP Server — Enables or disables SNMP on the access point.

Contact — Administrator responsible for the access point.

Community String — A community string that acts like a password and
permits access to the SNMP protocol. (Range: 1-32 characters, case sensitive;

The default string “public” provides read-only access to the access point’s
Management Information (MIB) database.

n
(Default: Enabled)
u
u
Default: public)
u

IPv6 Write Community — A community string for IPv6 access to the access
point’s Management Information (MIB) database. (Range: 1-32 characters,
case sensitive; Default: private6)
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B Location — Sets the SNMP system location string. (Maximum length: 255
characters)

u  Allow SNMP from WAN — Allows SNMP management access from the WAN.

Remote Syslog Use this feature to send log messages to a Syslog server.

Figure 160: Remote Log Settings

REMOTE SYSLOG

Remote Syslog ®
Server [P

Server Port

Log Prefix

Track connections

The following items are displayed on this page:

®m  Remote Syslog — Enables/disables the logging of debug or error messages to
the remote logging process. (Default: Disabled)

m  Server IP — Specifies the IP address of a remote server which will be sent
syslog messages.

m  Server Port — Specifies the UDP port number used by the remote server.
(Range: 1-65535)

B Log Prefix — Sets the prefix for the log file sent to the specified server. The file
suffix “log” is used.

®m  Track connections — Sends wireless client connection log messages to the
Syslog server.
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Ping Watchdog Use this feature to send ping probe packets to a defined IP address to confirm
connectivity.

BLE Settings

Figure 161: Ping Watchdog Settings

PING WATCHDOG

Ping Watchdog ®

IP Address 192.168.2.1
Failover IP Address 192.168.10.1
Interval (min) 1

Failure count 5

The following items are displayed on this page:

Ping Watchdog — Enable the sending of ping probe packets to a defined IP
address to confirm connectivity. (Default: Disabled)

IP Address — The primary IP address to ping.
Failover IP Address — The (optional) failover IP address to ping if a ping
probe to the primary IP fails. Note that if the failover IP can successfully be
pinged, the fail counter will reset to zero again.

Interval (min) — How often, in minutes, a ping check should be made.

Failure count — The number of consecutive pings that must fail before the
device is rebooted.

Use this feature to enable devices to push records of Bluetooth Low Energy (BLE)
probe requests to a specified URL.

BLE settings are available only on devices with BLE support.

Figure 162: BLE Settings

BLE SETTINGS

BLE Probe Req. Data [ ]
Push

Push URL
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The following items are displayed on this page:

®  BLE Probe Req. Data Push — Enable BLE Probe Request Data Push for site
APs. When enabled, APs will push BLE probe request data in JSON format to
the specified URL.

m  Push URL — The URL to which to send data.

Use this feature to enable Multicast DNS support on APs. Multicast DNS can be
used on small networks that do not have a DNS server to resolve host names to
multicast IP addresses.

Multicast DNS settings are available only on devices with mDNS support.

Figure 163: Multicast DNS Settings

MULTICAST DNS

MDNS ®

The following items are displayed on this page:

® MDNS — Enables or disables multicast DNS support. (Default: Enabled)

APs can use IGMP (Internet Group Management Protocol) to check for any clients
that want to receive a specific multicast service. APs can then propagate service
requests up to any neighboring multicast switch/router to ensure that clients will
continue fo receive the multicast service.

Figure 164: IGMP Snooping Settings

IGMP SNOOPING

Enable ®

The following items are displayed on this page:

® Enable — Enables the IGMP Snooping service. (Default: Disabled)
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LLDP Link Layer Discovery Protocol (LLDP) is used to discover basic information about
neighboring devices in a network. LLDP is a Layer 2 protocol that uses periodic
broadcasts to advertise information about the sending device.

iBeacon

Figure 165: LLDP Settings

LLDP

Enable ®
Tx Interval (seconds) 30
Tx Hold (number of 4

time(s))

The following items are displayed on this page:

Enable — Enables the sending of LLDP advertisements about the AP to
neighboring devices in the network. (Default: Disabled)

Tx Interval (seconds) — Sets the periodic transmit interval for LLDP
advertisements. (Range: 5-32768 seconds; Default: 30 seconds)

Tx Hold (number of time(s)) — Configures a time-to-live (TTL) value sent in
the LLDP advertisements as shown in the formula below. (Range: 2-10;
Default: 4)

The time-to-live tells the receiving LLDP agent how long to retain all information
pertaining to the sending device if it does not transmit updates in a timely
manner.

The TTL in seconds is based on the following rule:
minimum value ((Tx Interval * Tx Hold), or 65535)
Therefore, the default TTL is 4*30 = 120 seconds.

The AP supports the iBeacon standard based on Bluetooth Low Energy (BLE).
Devices with BLE Beacons can provide location-based services to BLE clients, such
as phones, that can recognize the beacon advertisements, extract the provided
information, and then take actions based on the content.

Figure 166: iBeacon Settings

Tx Power

IBEACON

Enable ®

uuID e2c56db5 - dffb - agdz - boeo - d0fSa71096e0
Major 21395

Minor 100

5 dbm v
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The following items are displayed on this page:

® Enable — Enables iBeacon support on the AP. (Default: Enabled)

®m  UUID — The iBeacon Universally Unique Identifier that advertises the beacon
service. The UUID contains 32 hexadecimal digits in five groups, separated by

hyphens.

®  Major — The iBeacon value that is used to identify a beacon group.
(Range: 0-65535)

B Minor — The iBeacon value that is used to identify individual beacons within a
group. (Range: 0-65535)
SNMP protocol version 3 provides secure access by account authentication and

data encryption. An SNMP v3 user can be defined by clicking the Add button.

Figure 167: SNMPv3 User Settings

SNMP V3 USER + ADD
NAME ACCESS AUTH AUTH TYPE AUTH PWD ENCRYPTION TYPE ENCRYPTION PWD
Write v MD5 v @ DES v @ DELETE

The following items are displayed on this page:

B Name — The user name used to access the SNMP service.

B Access Auth — Select the access permission as “Read Only” or “Write.”
®m  Auth Type — Select the hash algorithm for authentication.

m  Auth Pwd — Configure the password for authentication.

®  Encryption Type — Select the encryption algorithm for data packets.

®  Encryption Pwd — Configure the password for data encryption.
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This chapter describes configuration settings for WiFi 6 access point devices. It
includes the following sections:

m  “Wireless SSID Configuration” on page 159
®m  “Radio Settings” on page 171

m  “General Networking Settings” on page 175
®m  “Local Network Settings” on page 182

®  “Firewall Settings” on page 184

B “Hotspot Settings” on page 187

m  “System Settings” on page 194

B “OpenRoaming” on page 203
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Wireless SSID Configuration

From the Site menu, open “Configuration” and then “WiFi6” to display the
configuration options that apply to all Edgecore Wi-Fi é access points in the same
site.

The Edgecore Wi-Fi 6 access points can operate in several radio modes, 802.11a/
a+n/ac+a+n/ax (5 GHz) or 802.11b+g+n/ax (2.4 GHz). Supported modes
depend on the access point model. Note that the dual-band access points can
operate at 2.4 GHz and 5 GHz at the same time.

Each radio supports eight Service Set Identification (SSID) or virtual access point
(VAP) interfaces. Each VAP functions as a separate access point, and can be
configured with its own SSID and security setftings. However, most radio signal
parameters apply to all VAP interfaces. Traffic to specific VAPs can be segregated
based on user groups or application traffic. Wireless clients associate with each
VAP in the same way as they would with separate physical access points. Edgecore
AP devices support up to a total of 128 wireless clients across all SSID interfaces
per radio.

Figure 168: Site WiFi6 Configuration

< SITE MENU
Site Configuration - Wifi6 DISCARD v SAVE

TPs-World -
Wireless SSIj
% Dashboard f
In this site menu, affect 0 device(s):
[[] Devices
SSID LIST + ADDSSID
9, Configuration ~
SsiD RADIOS NETWORK BEHAVIOR SECURITY ENCRYPTION KEY STATE ACTIONS
2 General
No data available for this list
® WiFis
s - WIRELESS SCHEDULING + ADD SCHEDULE
® WiFie
NAME START TIME END TIME DAYS ENABLED ACTIONS
@) MetroLing
No data available for this list
& GLing

The Wireless SSID tab on the WiFié configuration page includes these items:

m  SSID List — The list of configured SSID interfaces for the Wi-Fi devices in this
site. Note that each SSID applies to both the 2.4 GHz, 5 GHz, and 6 GHz

radios unless otherwise configured. You can configure a maximum of eight
SSIDs. Click the “Add SSID” button to create an SSID interface.

®  Wireless Scheduling — A list of configured schedules for turning AP radios on
and off at specified times. The scheduling rules apply to all 2.4 GHz, 5 GHz
and 6 GHz interfaces on all site APs. Click the “Add Schedule” button to create

a wireless schedule.
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Adding an SSID Click the Add SSID button on the WiFié Access configuration page and enter SSID,

Add SsID

~ General Settings

Enable 551D
SsiD
Broadcast 551D
Client isolation

Multicast-to-Unicast
Conversion

Max Client Count
Minimum allowed signal

Activate on radio

Security Settings
Method

OWE

RADIUS MAC Auth
Access Conrrol List
80211k

8021w

Network Settings
Network behavior
Route through

Limit upload rate

Limit download rate
OpenRoaming

Choose Profile

network, and security settings as displayed below.

Figure 169: Radio Settings (New SSID)

127

-70 RSSI

@ 5GH: @ 24GH:

Route to Internet

Default Local Network

‘,, Select profile —

v | CONFIGURE OPENROAMING

General Settings

The following items are displayed on the Add SSID page:

®  Enable SSID — Enables or disables the SSID interface.

®m  SSID — The name of the basic service set provided by the VAP interface.

Clients that want to connect to the network through the access point must set
their SSID to the same as that of the access point’s VAP interface. (Range: 1-32

characters)
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Broadcast SSID — The SSID can be broadcast at regular intervals so that
wireless stations searching for a network connection can discover it. This allows
wireless clients to dynamically discover and roam between WLANSs. This feature
also makes it easier for hackers to break into your home network. Because
SSIDs are not encrypted, it is easy to scan WLANSs looking for SSID broadcast
messages coming from an AP. (Default: On)

SSID Isolation — When enabled, wireless clients connected to different SSIDs
on the same radio cards are isolated from each other. (Default Off)

Client Isolation — When enabled, wireless clients can talk to the LAN, and
reach the Internet if such connection is available, but they cannot communicate
with one another. (Default Off)

Multicast-to-Unicast Conversion — When enabled, the AP forwards
multicast traffic only to those clients that request multicast traffic, instead of
broadcasting traffic to all clients. This feature is automatically enabled when
client isolation is disabled, and disabled when client isolation is enabled. The
feature cannot be configured manually. (Default On)

Max Client Count — Sets the maximum number of wireless clients that can be
connected to this SSID at the same time. (Default: 127; Range: 0 to 127)

Minimum allowed Signal — Only allows clients to associate to this SSID if
their signal strength (RSSI) is equal or greater than the specified value. Setting
the value to -100 disables this feature. Clients already connected are checked
periodically.

This forces clients to associate with an AP that has a better signal strength (also
called assisted roaming). Suggested value is -70 to -80 depending on access
point density and coverage.

Enter an RSSI (Received Signal Strength Indicator) in decibels from -1 to
-100db. Note that the closer it is to zero, the stronger the signal. (Default: -70)

Activate on radio — Selects the radios on which this SSID should be created.
If an SSID is activated on both radios for a device (meaning that the SSID will
be mirrored), you can edit its record from either configuration tab, and the
changes will be made on both the 2.4 GHz and 5 GHz SSID records. (Default:
6GHz, 5GHz, and 2.4GHz enabled)

Security Settings

Method — Sets the wireless security method for each SSID, including
association mode, encryption, and authentication. (Default: Open)

Note: The OAP101-6E 6GHz radio supports only WPAS3 Personal, WPA3
Enterprise, WPA3 Enterprise 192-bit, and OWE. (Default: WPA3 Personal)
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Open — The SSID interface broadcasts a beacon signal including the
configured SSID. Wireless clients with an SSID setting of “any” can read the
SSID from the beacon and automatically set their SSID to allow immediate
connection.

WPA-PSK — For enterprise deployment, WPA requires a RADIUS
authentication server to be configured on the wired network. However, for
small office networks that may not have the resources to configure and
maintain a RADIUS server, WPA provides a simple operating mode that
uses just a pre-shared password for network access. The Pre-Shared Key
mode uses a common password for user authentication that is manually
entered on the access point and all wireless clients. The PSK mode uses the
same TKIP packet encryption and key management as WPA in the
enterprise, providing a robust and manageable alternative for small
networks.

Encryption — Data encryption uses one of the following methods:

AES — AES-CCMP is used as the multicast encryption cipher. AES-
CCMP is the standard encryption cipher required for WPA2. (This is
the default setting.)

TKIP + AES — The encryption method used by the client is
discovered by the access point.

Key — WPA is used to encrypt data transmitted between wireless clients
and the SSID interface. WPA uses static shared keys (fixed-length
hexadecimal or alphanumeric strings) that are manually distributed to
all clients that want to use the network.

String length must be 8 to 63 ASCII characters (letters and numbers).
No special characters are allowed.

Dynamic Keys — Enables the use of dynamic PSK keys that are
periodically generated and updated by a RADIUS authentication server.
The RADIUS server IP address, UDP port, and secret text string must be
specified.

Dynamic keys are supported only for WPA2-PSK security.
Multiple Keys — Enables the entry of multiple keys, one per line.
Entering a key with a specific MAC address limits the key for use by a

single client. Entering a key without a MAC address enables the key to
be used by all clients.

Multiple keys are supported for WPA-PSK, WPA2-PSK, and WPA3

Personal Transition security.

WPA2-PSK — Clients using WPA2 with a Pre-shared Key are accepted for
authentication.
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WPA was introduced as an interim solution for the vulnerability of WEP
pending the ratification of the IEEE 802.11i wireless security standard. In
effect, the WPA security features are a subset of the 802.11i standard.
WPA2 includes the now ratified 802.1 1i standard, but also offers backward
compatibility with WPA. Therefore, WPA2 includes the same 802.1X and
PSK modes of operation and support for TKIP encryption.

Refer to WPA-PSK for a description of encryption methods and the key.

WPA-EAP — WPA employs a combination of several technologies to
provide an enhanced security solution for 802.11 wireless networks. A
RADIUS server is used for authentication, and can also be used for
accounting.

Refer to WPA-PSK for a description of encryption methods.
RADIUS Settings

A RADIUS server must be specified for the access point to implement IEEE
802.1X network access control and Wi-Fi Protected Access (WPA) wireless
security.

In addition, you can configure a RADIUS Accounting server to receive user-
session accounting information from the access point. RADIUS Accounting
can be used to provide valuable information on user activity in the network.

Note: This guide assumes that you have already configured RADIUS servers) to
support the access point. Configuration of RADIUS server software is beyond the
scope of this guide, refer to the documentation provided with the RADIUS server
software.

Radius MAC Auth — Use RADIUS authentication. When this setting is
enabled, the AP will send the MAC address of the client device to the
specified RADIUS server for authentication. The server verifies the MAC
is a valid user, and then replies to the AP with the dynamic VLAN ID (if
configured) and other resources for the client device.

Note: On your RADIUS server, both the user ID and password will need
to be set to the WiFi MAC of the client device and must be formatted
without punctuation.

This feature is supported with “Open Security” in v1.1.1 firmware, and
all other security methods (besides WEP) in v1.1.2 firmware.

Use RADIUS Auth — For WPA-EAP and WPA2-EAP security, a RADIUS
server must be specified.
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RADIUS Auth Server — Specifies the IP address or host name of the
RADIUS authentication server.

RADIUS Auth Port — The UDP port number used by the RADIUS
server for authentication messages. (Range: 1024-65535;
Default: 1812)

RADIUS Auth Secret — A shared text string used to encrypt messages
between the access point and the RADIUS server. Be sure that the same
text string is specified on the RADIUS authentication server. Do not use
blank spaces in the string. (Maximum length: 255 characters)

Backup RADIUS Auth — Configures a secondary RADIUS server to
act as a backup should the primary server become unavailable.

Use RADIUS Accounting — Use RADIUS accounting to enable
accounting of requested services for billing or security purposes.

RADIUS Acct Server — Specifies the IP address or host name of the
RADIUS accounting server.

Radius Acct Port — The UDP port number used by the RADIUS server
for accounting messages. (Range: 1024-65535; Default: 1813)

RADIUS Acct Secret — A shared text string used to encrypt messages
between the access point and the RADIUS server. Be sure that the same
text string is specified on the RADIUS accounting server. Do not use
blank spaces in the string. (Maximum length: 255 characters)

WPA2-EAP — WPA was introduced as an interim solution for the
vulnerability of WEP pending the ratification of the IEEE 802.11i wireless

security standard. In effect, the WPA security features are a subset of the
802.11i standard. WPA2 includes the now ratified 802.11i standard, but
also offers backward compatibility with WPA. Therefore, WPA2 includes the
same 802.1X and PSK modes of operation and support for TKIP
encryption.

A RADIUS server is used for authentication, and can also be used to
accounting.

Refer to WPA-PSK for a description of encryption methods.
Refer to WPA-EAP for information on configuring the RADIUS server.

WPA3 Personal — Clients using WPA3 with Simultaneous Authentication
of Equals (SAE) are accepted for authentication.

WPAS3 provides more robust password-based authentication called
Simultaneous Authentication of Equals (SAE), which replaces Pre-Share Key
(PSK) in WPA2-Personal. This technology prevents offline dictionary attacks
so that data traffic can be transmitted securely.
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WPAZ3 Personal Transition — Clients using WPA3 with SAE or clients
using WPA2 with PSK are accepted for authentication. The AP negotiates
the supported authentication and encryption with each client before
allowing access to the network.

WPAZ3 Enterprise — An enhanced version of WPA2-EAP security that uses
more robust encryption. Clients must support one of the stronger WPA3
encryption options and use Protected Management Frames (PMF) to be
able to access the network. The use of IEEE 802.1X network access control
and a RADIUS server is required.

Refer to RADIUS Settings above for information on RADIUS configuration.

WPAS3 Enterprise Transition — Allows WPA3 and WPAZ2 clients to access
the network. Encryption options and the use of Protected Management
Frames (PMF) are negotiated with each client before allowing access to the
network.

Refer to RADIUS Settings above for information on RADIUS configuration.

WPAS3 Enterprise 192-bit — WPA3 Enterprise security uses a standard
128-bit encryption. For a network handling more sensitive data, there is an
option to use 192-bit encryption for additional protection.

Refer to RADIUS Settings above for information on RADIUS configuration.

PMF — Protected Management Frames (PMF) provide WPA2/WPA3 security for
unicast and multicast management frames between the AP and clients. The
“Optional” setting allows clients that do not support PMF to access the network.
The “Mandatory” setting allows only clients that support PMF to access the
network. (Default: Optional)

802.11k — Provides clients with information on neighbor APs when roaming.
As a client is about to roam from an AP, it sends a request for a “Neighbor
Report” that includes a list of available APs and associated information. The
client can then quickly identify the best AP to which it can roam without having
to scan all channels. (Default: Disabled)

802.11v — Provides information to associated clients that facilitates the
overall improvement of the wireless network. Also helps clients to improve
battery life by setting the idle period. (Default: Disabled)

802.11r — Provides a method for fast transition roaming between APs. Before
clients roam to a new AP, the initial handshake and encryption calculations are
performed in advance, which results in a fast hand off without the need for re-
authentication. (Default: Disabled)

OWE — Opportunistic Wireless Encryption (OWE) is the WPA3 open network

security that allows users of public Wi-Fi networks to gain secure access without
using a password. OWE provides individual encryption of data
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communications between the AP and each client, but does not provide
authentication of user identities.

Access Control List — Wireless clients can be authenticated for network
access by checking their MAC address against the local database configured
on the access point. (Default: OFF)

Policy — The MAC list can be configured to either allow or deny network
access to specified clients. (Default: Allow all MACs on list)

Filtered MACs — List of client MAC addresses.
Dynamic Authorization — The Dynamic Authorization Extensions (DAE) to
RADIUS enable a server to disconnect or change the authorization of clients

that are already connected to the network.

DAE Port — The UDP port number to use for DAE messages.
(Default: 3799)

DAE Client — The IPv4 address of the RADIUS server.

DAE Secret — The shared text string used to encrypt DAE messages
between the access point and the RADIUS server.

Network Settings

Network Behavior — One of the following connection methods must be
specified. (Default: Route to Internet)

Bridge to Internet (AP Bridge Mode) — Configures an interface as
attached to the WAN (that is, the Internet).

In the following figure, Ethernet port O and Ethernet port 1 are both
attached to the WAN. Traffic from these interfaces is directly bridged into
the Internet. Any of the Ethernet or radio interfaces can be configured this
way.
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Figure 170: Bridge to Internet

WAN
ETHO ETHT

NAT

RadioO Radiol

LAN

= Route to Internet (AP Router Mode) — Configures an inferface as a
member of the LAN.

In the following figure, Ethernet port 1, Wireless LAN O (5 GHz radio), and
Wireless LAN 1 (2.4 GHz radio) are all included in the LAN. Traffic from

these interfaces is routed across the access point through Ethernet port 0 to
the Internet.

Figure 171: Route to Internet

 WAN

ETHO

NAT

ETH1 RadioO Radiol

LAN

»  Route through — The network to be routed. The default is “Default
local network” as displayed under LAN Settings — Local Network.

= Add to Guest Network — This interface can only support the guest
network.

» Hotspot Controlled — This interface can only support hotspot services.

= Walled garden — Enter a list of domains and/or IP addresses in CIDR
notation that the hotspot user can access before being authenticated by
the captive portal. Wildcard domains can be specified in the format of
domain.com (allow domain and all of its subdomains), or .domain.com
(only allow subdomains).
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VLAN Tag Traffic — Tags any packets passing from this SSID interface to
the associated Ethernet port as configured under “VLAN Settings” on
page 180. When enabled, select a configured VLAN ID from the list.

Dynamic VLAN — The RADIUS server provides the access point with the
user VLAN information. The access point assigns the associated user to the

related VLAN.

Note: ecCLOUD supports VLAN synchronization between APs and switches. When

VLAN tagging is enabled for an SSID, the configured VLAN ID is automatically
"pushed" by ecCLOUD to the attached switch port. This enables the VLAN-tagged
traffic from the AP to be accepted by the switch port and avoids any loss of
connectivity.

Limit upload rate — Enables rate limiting of traffic from the SSID interface as
it is passed to the wired network. You can set a maximum rate in Kbytes per

second. (Range: 256-10048576 Kbytes per second; Default: OFF)

Limit download rate — Enables rate limiting of traffic from the wired network

as it is passed to the SSID interface. You can set a maximum rate in Kbytes per
second. (Range: 256-10048576 Kbytes per second; Default: OFF)

OpenRoaming — Available when WPA2-EAP security is selected,
OpenRoaming (Hotspot 2.0) provides a standard for public-access Wi-Fi
networks to support seamless roaming between wireless networks. A
OpenRoaming AP advertises its public Wi-Fi capabilities and services so that
clients can decide if they want to connect to the network. (Default: Disabled)

Choose Profile — Selects a configured profile to apply to the wireless
network.

Configure OpenRoaming — Click to access the OpenRoaming profile
settings page. See “OpenRoaming” on page 203 for profile configuration.

AuthPort Enable — When this option is enabled, Wi-Fi users are asked to
authenticate against a configurable ecCLOUD hosted account database
before they are granted Internet access. The AuthPort add-on must be enabled
for this option to be activated (see “Using the AuthPort Add-On” on page 73).
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Figure 172: Enabling Microsoft 365 Authentication

Add SSID SONFIRM

~ Network Settings
Network behavior VLAN tag traffic v
VLAN ID Please select VLAN \/ | CONFIGURE VLANS
Limit upload rate

Limit download rate

AuthPort Enable ®

Captive Portal custom v

Microsoft 365 Authentication @

Microsoft 365 Default Plan Test v ADD NEW PLAN

Microsoft 365 Authentication
URL

Microsoft 365 Token

Microsoft 365 Client ID

Microsoft 365 Permission

Microsoft 365 Client Secret

Microsoft 365 Walled Garden

P

®m  Captive Portal — Choose a captive portal that includes the Microsoft login
button (see “Captive Portal” on page 79).

B Microsoft 365 Authentication — Administrators can enable Microsoft 365
Authentication.

B Microsoft 365 Default Plan — Associates the billing plan consumed when
the client is associated and authenticated. Choose an existing plan from the list
or add a new plan.

B Microsoft 365 Authentication URL — Sets the endpoint for the Microsoft
365 authentication server.

B Microsoft 365 Token — Sets token for Microsoft 365 authorization.

®  Microsoft 365 Client ID — The Application (client) ID assigned to your app
by the Microsoft Entra admin center — App registrations experience.

B Microsoft 365 Permission — Specifies reading and writing permissions to the
Microsoft 365 authorization server.

B Microsoft 365 Client Secret — Sets the client secret for Microsoft 365
authorization.
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®  Microsoft 365 Walled Garden — Specifies the walled garden during the
Microsoft 365 login flow.

®  Proxy ARP — When Proxy ARP is enabled, the AP maintains its own ARP lookup
table and replies to ARP requests on behalf of downstream stations, avoiding
network inefficiencies. This feature is automatically enabled when client
isolation is disabled, and disabled when client isolation is enabled. The feature
cannot be configured manually. Proxy ARP is supported when the network
behavior is “Bridge to Internet” or “VLAN Tag Traffic.”

Setting Wireless Configuring wireless schedules enables the AP radios to be turned on and off at
Schedules specified times. The scheduling rules apply to all 2.4 GHz, 5 GHz, and 6 GHz
interfaces on all site APs. Click the “Add Schedule” button to create a wireless
schedule.

Figure 173: Adding a Wireless Schedule
Add schedule CONFIRM

~ Schedule Settings

Your site's timezone is set to UTC. You can change it in the System Settings section.

Enabled

Name

Start time

End time

Days

The following items are displayed on the Add schedule page:

®  Enabled — Makes the defined schedule active. (Default: Enabled)
B Name — A text string to identify the schedule.

®  Start time — The time that you want the radios to be turned on.
®  End Time — The time that you want the radios to be turned off.

® Days — The selected days of the week on which to apply the schedule.
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Radio Settings

On the “WiFi Access” page, click the “Radio Settings” tab to configure 6 GHz, 5
GHz, and 2.4 GHz radio settings. Note that settings apply to all configured SSID
interfaces.

Figure 174: WiFi 6 Radio Settings

GLOBAL SETTINGS

Band Steering

Airtime Fairness

RF Isclation

WIRELESS 5 GHZ

PHYSICAL RADIO SETTINGS ADVANCED RADIO SETTINGS
80211 Made 502.11ax ~ Probe Req. Data Push

Channel Bandwidth S0MHz ~

Channel Auto (all channels)

EDIT CHAMNEL LIST

Idle Timeout 200

Masx Tx Pawer (=]
20 dBm (100 mWw) v

Bescon Interval 100

ESS Coloring &4

Interference Detection o

EBroadcast Rate &M v

Target Wake Time

OFDMA

WIRELESS 2.4 GHZ

PHYSICAL RADIO SETTINGS ADVANCED RADIO SETTINGS
80211 Mode £02.112x v Probe Req. Data Push

Channel Bandwidth 40MHz v

Channel Auto (sll channels)

EDIT CHANNEL LIST

Idle Timeout 300

Max Tx Power (]
22 dBm (158 mW) v
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The following items are displayed on the Radio Settings tab. Note that
configuration options apply to both the 5 GHz and 2.4 GHz radios unless
otherwise indicated.

Global Settings

Band Steering — When enabled, clients that support 2.4 GHz, 5 GHz, and 6
GHz are first connected to the 6 GHz radio. This feature helps balance the
client load over the two radio bands. Note that both radios must have
configured SSIDs that match for this feature to fully operate. (Default: Disabled)

Airtime Fairness — Enabling this feature improves the overall performance of
the wireless network. (Default: Disabled)

RF Isolation — When enabled, clients are isolated between different radio
cards.

Physical Radio Settings
802.11 Mode — Defines the radio operation mode.

Radio 6 GHz — Default: 11ax; Options: 11ax
Radio 5 GHz — Default: 11ax; Options: 11a, 11a+n, 1Tac+a+n, 11ax
Radio 2.4 GHz — Default: 11ax; Options: 11ax

Channel Bandwidth — The basic Wi-Fi channel bandwidth is 20 MHz, but by
bonding channels together to create 40 MHz, 80 MHz, or 160 MHz channels,
higher data transmission rate can be achieved. However, selecting larger
channel bandwidths reduces the number a radio channels available. The
available channel bandwidth is dependent on the 802.11 Mode.

(Default: 20 MHz on 2.4 GHz Radio, 80 MHz on 6 GHz Radio;

Options: 20 MHz, 40 MHz, 80MHz, 160MHz)

20MHz — For 802.11b+g+n and 802.11ax

40MHz — For 802.11b+g+n, 802.11a, 802.11a+n, 802.1Tac+a+n
and 802.11ax

80MHz — For 802.11Tac+a+n and 802.11ax
160MHz — (Supported on EAP104 5 GHz radio, OAP101 5 GHz radio,
and OAP101-6E 5 GHz and 6GHz radios) For 802.11Tac+a+n and
802.1Tax

Channel — The radio channel that the access point uses to communicate with

wireless clients. The available channels are dependent on the radio, Channel
Bandwidth, and Regulatory Country settings. You can also click the “Edit
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Channel List” button to select specific available channels to use for each radio
interface.

Selecting Auto enables the access point to automatically select an unoccupied
radio channel. (Default: Auto)

Figure 175: 5 GHz Radio Channels
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Figure 176: 2.4 GHz Radio Channels
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m Idle Timeout — The maximum a connection can remain inactive before it is
closed. (Default: 300 seconds)

®  Max Tx Power — Adjusts the maximum power of the radio signals transmitted
from the access point. The higher the transmission power, the farther the
transmission range. Power selection is not just a trade-off between coverage
area and maximum supported clients. You also have to ensure that high-power
signals do not interfere with the operation of other radio devices in the service
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area. (The range of power settings and defaults are dependent on the AP
model and the Regulatory Country setting.)

Beacon Interval — The rate at which beacon signals are transmitted from the
access point. The beacon signals allow wireless clients to maintain contact with
the access point. They also carry power-management and other information.

(Range: 100-1024 TUs; Default: 100 TUs)

BSS coloring — In 802.11ax (Wi-Fi 6) mode, BSS coloring allows nearby APs
operating at the same frequency to identify traffic belonging to their own Basic
Service Set (BSS). The BSS coloring enables Wi-Fi 6 networks to operate more
efficiently in high-density environments where neighboring AP and client

transmissions overlap. Assign a color value (a number from 1 to 63) to identify

the radio BSS, or enter value 64 to allow the AP to randomly select a color
value. (Range: 1-63, 64 random, Default: 64)

Broadcast Rate — Allows a limit to be placed on the wireless bandwidth
consumed by broadcast packets.

Radio 6 GHz — Options: 6M, 9M, 12M, 18M, 24M, 36M, 48M, 54 M;
Default: 6M

Radio 5 GHz — Options: 6M, 9M, 12M, 18M, 24M, 36M, 48M, 54M;
Default: 6M

Radio 2.4 GHz — Options: 5.5M, 6M, 9M, T1M, 12M, 18M, 24M,
36M, 48M, 54M; Default: 5.5M

Target Wake Time — In 802.11ax (Wi-Fi 6) mode, the AP can allow clients to
request a specific Target-Wakeup Time (TWT) to transmit or receive frames,
rather than rely on periodic beacons. This feature enables client devices to
have much longer sleep states and results in significant power savings. In
addition, the AP can control and schedule client TWTs to both manage
contention in the network and accommodate delay-sensitive traffic. (Default:

Disabled)

OFDMA — The 802.11ax (Wi-Fi 6) mode supports Orthogonal Frequency
Division Multiple Access (OFDMA) and this cannot be disabled.

Advanced Radio Settings

Probe Req. Data Push — Enable Client Probe Request Data Push for this
radio. When enabled, the radio will push client probe request data in JSON
format to your specified URL.
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General Networking Settings

On the “WiFi Access” page, click the “General Networking” tab to configure
Internet, Ethernet ports, and VLAN settings for all devices in a site. Some items on
this page only display the current setting, they cannot be configured. These settings
can only be overridden at the device-level configuration.

Figure 177: General Networking Settings

INTERNET

@ Only the Intemet IP Address Mode and Mgm VLAN setings can be changed here. The rest of these sextings can only be overridden on a per-device basis at device-level conf.
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@ Some settings can only be overridden on a per-device basis at device-level config.
ETHERNET SETTINGS FOR WAN PORT ETHERNET SETTINGS FOR LAN PORT(S)

@ This port is the internet source for this device.

Network behavior  Bridge to Internet v
ADVANCED ETHERNET SETTINGS
PoE Out o
VLAN + ADD MEW VLAN
VLAN ID TAGGED PORTS UNTAGGED INTERFACES ACTIONS
No data available for this list
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Internet Settings Note that only the Internet IP Address Mode and Management VLAN settings can
be changed on this page. These rest of these settings can only be overridden on a
per-device basis at device-level configuration.

Figure 178: Internet Settings
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The following items are displayed on this page section:

General Settings

Internet Source — The interface on devices used to access the Internet.

VLAN tag traffic — Enable to activate tagging on this interface and choose a
tagging ID value between 2 and 4094, inclusive.

IP Address Mode — The method used to provide an IP address for the Internet
access port. (Options: DHCP, Use Device's Settings; Default: DHCP)

DHCP — Enables DHCP on the Internet Source interface.

Use Device's Settings — Select this option if you plan on assigning static
IPs to your devices prior to registration. Also choose this option if you are
mixing static IP. and DHCP-based modes. By default, all devices will use
DHCP unless configured otherwise.

MTU Size — Sets the size of the maximum transmission unit (MTU) for packets

sent

on this network.
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Fallback IP — This IP address is used if you cannot connect to the device IP
address.

Fallback Netmask — The network mask associated with the fallback IP
address.

MGMT VLAN Settings
Figure 179: Management VLAN Settings

MGMT VLAN

Mgmt VLAN o

Mgmt VLAN 1D 100

IP Address Mode DHCP ~
Fallback IP 192.168.1.20

Fallback Netrnask 255.255.255.0 ~

Mgmt VLAN — Select this option to enable a management VLAN on site
devices. Once you enable this option, you will no longer be able to access
devices on any of the built-in the local networks (like 192.168.2.1 for
example). You will only be able to access devices from the specified VLAN
network. If a device’s IP mode is set to DHCP, it will also request a new IP
address in the subnet range assigned to the VLAN network.

Mgmt VLAN ID— Specifies the ID of the management VLAN.

IP Address Mode — The method used to provide an IP address for a device
over the Management VLAN. (Options: DHCP, Static IP; Default: DHCP)

DHCP — Enables DHCP on the management VLAN.

Static IP — Sets a static IP to access site devices over the management
VLAN. Configure an IP address, subnet mask, and default gateway address.

Fallback IP — The IP address to use to connect to a device over the
management VLAN if the DHCP-assigned address cannot be reached.

Fallback Netmask — The network mask associated with the fallback IP
address.
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DHCP Relay Settings

When DHCP relay is enabled, APs act as an agent for all clients and sends all
broadcast DHCP requests directly to a specified DHCP server. The DHCP server IP
address and port must be configured, and optionally a backup server.

Figure 180: DHCP Relay
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The following items are displayed on this page:

m DHCP Relay — Enables the DHCP relay feature on the AP.

m DHCP Relay Server — Specifies the IP address of the DHCP server.
m DHCP Relay Port — Specifies the port of the DHCP server.

®m  Backup DHCP Relay — Optionally specifies a backup DHCP server IP address
and port to use if there is no response from the primary server.

®m  Remote ID — Use the hostname as the remote ID, or manually configure a text
string as the remote ID.

IPV6 Settings
Figure 181: IPv6 Settings

IPVE SETTINGS

IP Address Mode

Client ID

The following items are displayed on this section of the page:

®m IP Address Mode — The method used to provide an IPv6 address for the
Internet access port. (Default: DHCP; Options: DHCP, Static IP)

m  DHCP — If you configure DHCP, the Client ID must be specified.

u  Client ID — Manually enter the client ID for the DHCP client.
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Static IP — To configure a static IPvé address for the Internet access port,
the following items must be specified.

IP Address — Specifies an IPv6 address for the access point. An IPvé
address must be configured according to RFC 2373 using 8 colon

separated 16-bit hexadecimal values. One double colon may be used
in the address to indicate the appropriate number of zeros required to

fill the undefined fields.

Default Gateway — The IPvé address of the default gateway, which is
used if the requested destination address is not on the local subnet.

DNS — The IPv6 address of Domain Name Servers on the network. A
DNS maps numerical IPvé addresses to domain names and can be
used to identify network hosts by familiar names instead of the IPvé
addresses. If you have a DNS server located on the local network, type
the IPvé address in the text field provided.

Ethernet Settings This page section shows basic Ethernet settings for site APs. These settings can only
be overridden on a per-device basis at device-level configuration.

Figure 182: Ethernet Settings

ETHERNET

© Some settings can only be overridden on a per-device basis at device-level config.

ETHERNET SETTINGS FOR WAN PORT ETHERNET SETTINGS FOR LAN PORT(S)

@ This port is the internet source for this device.
Nemworkbehaviar | Bridge to Internes

ADVANCED ETHERNET SETTINGS

PoE Out L ]

The following items are displayed on this page section:

Ethernet Settings for WAN Port

By default, the WAN port interface is set as the Internet source and the following
message is displayed: “This port is the Internet source for devices in this site.”

If more than one interface is connected to the Internet, only the last configured
interface is used.

Ethernet Settings for LAN Port(s)

Network Behavior — Shows the network connection method (that is, the
manner in which the LAN ports are used).
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VLAN Settings

Advanced Ethernet Settings

PoE Out — Enables the PoE Out feature when the PoE source is detected as
802.3at, otherwise the PoE Out feature is disabled. When set to “Off,” PoE Out
is always disabled.

The access point can employ VLAN tagging to control access to network resources
and increase security. VLANs separate traffic passing between the access point,
associated clients, and the wired network. You can create up to 12 VLAN tagged
networks.

VLANSs (virtual local area networks) are turned off by default. If turned on they will
automatically tag any packets passed to Ethernet ports from the relevant VAP
(virtual access point). Note also that specific VAPs can enable or disable VLAN
tagging (see “Adding an SSID” on page 160).

Note the following points about the access point’s VLAN support:

If an Ethernet LAN port on the access point is assigned a VLAN ID, any traffic
entering that port must be also tagged with the same VLAN ID.

Wireless clients associated to the access point can be assigned to a VLAN.
Wireless clients are assigned to the VLAN for the VAP interface with which they
are associated. The access point only allows traffic tagged with correct VLAN
IDs to be forwarded to associated clients on each VAP interface.

When VLAN support is enabled on the access point, traffic passed to the wired
network is tagged with the appropriate VLAN ID. When an Ethernet port on the
access point is configured as a VLAN member, traffic received from the wired
network must also be tagged with the same VLAN ID. Received traffic that has
an unknown VLAN ID or no VLAN tag is dropped.

When VLAN support is disabled, the access point does not tag traffic passed to
the wired network and ignores the VLAN tags on any received frames.

Note: Before enabling VLAN tagging on the access point, be sure to configure the
attached network switch port to support tagged VLAN frames for the VLAN IDs
configured on the access point. Otherwise, connectivity to the access point will be
lost when you enable the VLAN feature.

Figure 183: VLAN Settings

VLAN + ADD NEWVLAN

VLAN ID TAGGED PORTS UNTAGGED INTERFACES ACTIONS

33 WAN Port & LAN Port(s) & Configure SSIDs

The following items are displayed on this page section:
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®  VLAN ID — The identifier assigned to the VLAN. (Range: 2-4094)

® Tagged Ports — The Ethernet ports assigned to the VLAN. Options include
WAN port or LAN port(s).

®  Untagged Interfaces — Click the “Configure SSIDs” link to open the Wireless
SSID tab. Then edit or create an SSID interface to be a member of the specified
VLAN (see “Adding an SSID” on page 160).

®  Actions — Click and select to edit or delete a configured VLAN.

Adding a VLAN
Click the “Add New VLAN” button to create a VLAN.

Figure 184: Adding a VLAN
Add New VLAN CONFIRM

~ General Settings

VLAN ID

Ports

The following items are displayed on this page section:

®  VLAN ID — The VLAN identifier to be assigned. (Range: 2-4094)

®  Ports — The Ethernet ports assigned to the VLAN. Options include WAN port
or LAN port(s).
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Local Network Settings

The Local Network tab configures setftings for the default LAN network, guest
network, and other custom networks.

Figure 185: Local Network Settings

LAN |+ ADDCUSTOMLAN

DEFAULT LOCAL NETWORK

IP Address

Subnet Mask

MTU Size

Enable 5TP

Enable UPnP

Smart Isalation

GUEST NETWORK

IP Address

Subnet Mask

MTU Size

Enable 5TP

Enable UPnP

Smart Isolation

192.168.2.1

255.255.255.0

1500

Disable (full access)

19216831

255.255.255.0

1500

Disable (full access)

L]
DHCP Server [ ]
DHCP Start 100
DHCP Limit 150
Lease Time 12hr v
DNS Servers
(DHCP Option &)
v 4
L]
DHCP Server [ ]
DHCP Start 100
DHCP Limit 150
Lease Time 12hr w
DNS Servers
(DHCP Option &)

The following items are displayed on this page:

Add Custom LAN — Click this button to create a additional networks with
their own custom settings. You can create up to 10 custom LANS.

IP Address — Specifies the IP address for the local network or guest network.
Valid IP addresses consist of four decimal numbers, 0 to 255, separated by
periods. (Default: 192.168.2.1)

Subnet Mask — Indicates the local subnet mask. (Default: 255.255.255.0)

MTU Size — Sets the size of the maximum transmission unit (MTU) for packets
sent on this network. (Default: 1500)

Enable STP — Enables or disables processing of Spanning Tree Protocol
messages. (Default: Disabled)
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Enable UPnP — Enables or disables Universal Plug-and-Play broadcast
messages. (Default: Disabled)

Smart Isolation — Enables network traffic to be restricted to the specified
network:

Disable (full access) — There is no traffic isolation. Clients can access the
Internet and other devices on the local LAN. This is the option to choose if
you trust the clients that will be connecting to your network.

Internet access only — Traffic from this network can only be routed to and
from the Internet. This is the option to choose for hotspot users or users

connecting to a guest network.

LAN access only — Traffic from this network is restricted to local LAN
devices only.

Internet-only (strict) — This is the same as "Internet access only," but with
the additional restriction that users cannot access resources or devices on
any private network (192.168.0.0, 172.16.0.0, 10.0.0.0, etc.). This is
useful if an AP is “double NAT’ed” and the network upstream from your
AP’s gateway is another private network.

Interface Members — The interfaces attached to the local area network.

DHCP Server — Enables/disables DHCP on this network. (Default: Enabled)

DHCP Start — First address in the address pool. (Range: 1-256;
Default: x.x.x.100)

DHCP Limit — Maximum number of addresses in the address pool.
(Range: 1-254; Default: 150)

Lease Time — The time period for which assigned IP addresses are valid.

DNS Servers — List up to three DNS server IP addresses, one per line.
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Firewall Settings

Firewall filtering restricts connection parameters to limit the risk of intrusion. The
firewall settings allow you to define a sequential list of rules that filter traffic based
on source and destination IP addresses and ports. Ingress packets are tested
against the filter rules one by one. As soon as a packet matches a rule, the
configured action is implemented.

One rule, “Allow-Ping,” is pre-configured to allow Ping packets from the Internet.
You can enable or disable this rule, but it cannot be modified or deleted. Click the

“Add Rule” button to add a new firewall rule.

Figure 186: Firewall Settings

FIREWALL + ADDRULE

ENABLED NAME SOURCE IP SOURCE PORT DESTINATION IP DESTINATION PORT
@ ]

. DELETE

TARGET: ACCEPT |~

FAMILY: ipud |~
SOURCE: Internet il
PROTOCOL: TCP+UDP |~

DESTINATION: = Default Local Netwark i

Showing 1 to 2 of 2 entries & - »

The following items are displayed on this page:
®  Enabled — Enables the configured firewall rule.
® Name — User defined name for the filtering rule. (Range: 1-30 characters)

®m  Source IP — An IPv4 address in CIDR notation. Includes an IP address
followed by a slash (/) and a decimal number to define the network mask.

®m  Source Port — The source protocol port. (Range: 1-65535)
®m Destination IP — The destination IPv4 address.
®m Destination Port — The destination protocol port. (Range: 1-65535)

®  Target — The action to take when the configured rule matches a packet.
(Options: Accept, Reject, Drop)

®  Family — Specifies IPv4 or IPvé traffic, or both. (Options: IPv4, IPvé, Any)
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Source — The source interface. (Options: Any, Default Local Network,
Internet, Guest Network, Hotspot Network)

Protocol — Defines the protocol type of packets. (Options: Any, TCP+UDP,
TCP, UDP, ICMP)

Destination — The destination interface. (Options: Any, Default Local
Network, Internet, Guest Network, Hotspot Network)

Port Forwarding Port Forwarding can be used to map an inbound protocol type (TCP/UDP) and port

to an “internal” IP address and port. The internal (local) IP addresses are the IP

addresses assigned to local devices at the edge of a network, and the external IP
address is the IP address assigned to the AP interface. This allows remote users to
access different servers on your local network using your single public IP address.

Remote users accessing services such as web or FTP at your local site through your
public IP address, are redirected (mapped) to other local server IP addresses and
TCP/UDP port numbers. For example, if you set Protocol/External Port to TCP/80
(HTTP or web) and the Destination IP/Destination Port to 192.168.3.9/80, then all
HTTP requests from outside users are forwarded to 192.168.3.9 on port 80.
Therefore, by just using your external IP address provided by your ISP, Internet users
can access the services they need at the local addresses to which you redirect them.

The more common TCP service port numbers include: HTTP: 80, FTP: 21, Telnet:
23, and POP3: 110.

Figure 187: Port Forwarding

PORT FORWARDING

NAME PROTOCOL EXTERNAL PORT DESTINATION IP DESTINATION PORT

Showing 1to 1 of 1 entries

TCP+UDP v s

The following items are displayed on this page:
Enabled — Enables port forwarding.
Name — User-defined name. (Range: 1-30 characters)

Protocol — Set the protocol type to which port forwarding is applied. (Options:
TCP, UDP, TCP+UDP)

External Port — The Internet traffic TCP/UDP port number. (Range: 1-65535)
Destination IP — The destination IP address on the local network.

Destination Port — The destination protocol port. (Range: 1-65535)
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ARP Inspection ARP Inspection is a security feature that validates the MAC Address bindings for

Address Resolution Protocol packets. It provides protection against ARP traffic with
invalid MAC-to-IP address bindings, which forms the basis for certain “man-in-the
middle” aftacks. This is accomplished by intercepting all ARP requests and
responses and verifying each of these packets before the local ARP cache is
updated or the packet is forwarded to the appropriate destination. Invalid ARP
packets are dropped.

Figure 188: ARP Inspection

ARP INSPECTION

ARP Inspection

Force DHCP

Trust List Broadcast

Static Trust List

The following items are displayed on this page:

ARP Inspection — When enabled, ARP packets are validated against ARP
spoofing.

Force DHCP — Allows an AP to only learn MAC/IP pair information through
DHCP packets. Since devices configured with static IP address do not send
DHCP traffic, any clients with static IP addresses will be blocked by APs unless
their MAC/IP pair is listed and enabled in the Static Trust List.

Trust List Broadcast — Lets other APs learn the trusted MAC/IP pairs to issue
ARP requests.

Static Trust List — Adds the MAC or MAC/IP pairs of devices that are trusted
to issue ARP requests. Other network nodes can still send their ARP requests,
but if their IP appears in the static list with a different MAC, their ARP requests
will be dropped.
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DHCP snooping is used to validate and filter DHCP messages received by APs.
When DHCP snooping is enabled, DHCP messages received from a device not
listed in the DHCP snooping table are dropped.

You can add known and trusted DHCP servers to the table by specifying their MAC
and IP addresses.

Figure 189: DHCP Snooping

DHCP SNOOPING

Enable [ )

+ ADD

TRUST DHCP SERVER MAC TRUST DHCP SERVER IP REMARK

@ DELETE

showing 1 to 1 of 1 entries « »

The following items are displayed on this page:
®  Enable — Enables DHCP Snooping.

m  Trust DHCP Server MAC — The MAC address of a known and trusted DHCP

server.
®  Trust DHCP Server IP — The IP address of a known and trusted DHCP server.

m  Remark — A comment relating to the DHCP server configured.

Hotspot Settings

General Settings

The Hotspot settings page can configure Internet access for the general public in
places such as coffee shops, libraries, and hospitals. Specific access rights may
also be defined through a RADIUS server.

When setting up a hotspot service, you must also navigate to the wireless SSID
configuration page and select “Hotspot-Controlled” as the network behavior on an
SSID interface. (See “Wireless SSID Configuration” on page 159.)

The General Settings section on the Hotspot page configures the basic hotspot
mode.

- 187 -



Chapter 5 | Site WiFi 6 Configuration
Hotspot Settings

Figure 190: Hotspot General Settings

GENERAL SETTINGS

Hotspot Enabled .

Select your hotspot mode below
@® External Captive Portal Service What's this?
Mo Authentication What's this?

simple Password-only Splash Page Wh

Local Splash Page with External RADIUS
Remote Splash Page with External RADIUS Wha

Smart Isolation Internet access anly v

The following items are displayed on this page section:
Hotspot Enabled — Enables or disables the hotspot service.

Select the hotspot mode below. (Hotspot Mode will be statically set to “External
Portal” for all firmware greater than 1.1.4. Please upgrade to firmware greater
than 1.1.4 in order fo take advantage of this setting.)

External Captive Portal Service — This option will show the hotspot guest
an externally hosted captive portal splash page and may prompt them to
login, depending on how you have configured your service settings.
Choose this option if you have signed up with a third-party captive portal
service provider, such as Cloud4Wi or HotSpotSystem.

No Authentication — This option shows the hotspot guest your
customized, locally hosted captive portal splash page, and will not require
the guest to login before accessing the Internet. If you fill out the (optional)
terms of service text, the guest will be required to accept these before they
can access the Internet.

Simple Password-only Splash Page — This option will show the hotspot
guest your customized, locally hosted captive portal splash page, and will

require them to enter a simple password to login and access the Internet. If
you fill out the (optional) terms of service text, the guest will be required to
accept these before they can access the Internet.

Local Splash Page with External RADIUS — This option shows the
hotspot guest your customized, locally hosted captive portal splash page,
and will require them to enter a valid RADIUS user name and password to
login and access the Internet. If you fill out the (optional) terms of service
text, the guest will be required to accept these before they can access the
Internet.

Remote Splash Page with External RADIUS — This is an AuthPort add-
on feature (see “Using the AuthPort Add-On” on page 73). The hotspot will
be redirected to an external splash page and authenticate with an external

RADIUS server.
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Smart Isolation — Enables network traffic to be restricted to the specified
network:

Disable (full access) — There is no traffic isolation. Clients can access the
Internet and other devices on the local LAN. This is the option to choose if
you trust the clients that will be connecting to your network.

Internet access only — Traffic from this network can only be routed to and
from the Internet. This is the option to choose for hotspot users or users
connecting to a guest network.

LAN access only — Traffic from this network is restricted to local LAN
devices only.

Internet-only (strict) — This is the same as “Internet access only,” but with
the additional restriction that users cannot access resources or devices on
any private network (192.168.0.0, 172.16.0.0, 10.0.0.0, etfc.). This is
useful if an AP is “double NAT’ed” and the network upstream from your
AP's gateway is another private network.

Network Settings The Network Settings section on the Hotspot page configures local network settings
for the hotspot service.

Figure 191: Hotspot Network Settings

NETWORK SETTINGS

IP Address DNS 1

Netmask DNS 2

DHCP Gateway DNS Domain Name

DHCP Gateway Port

The following items are displayed on this page section:

IP Address — Specifies the IP address for the hotspot. Valid IPv4 addresses
consist of four decimal numbers, 0 to 255, separated by periods.
(Default: 192.168.182.1)

Netmask — Network mask for the associated IP subnet. This mask identifies
the host address bits used for routing to specific subnets.

DHCP Gateway — The gateway used to access the DHCP server.
DHCP Gateway Port — The UDP/TCP port used to access the DHCP server.
DNS 1 — The IP address of the primary Domain Name Server on the network.

A DNS maps numerical IP addresses to domain names and can be used to
identify network hosts by familiar names instead of the IP addresses.
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® DNS 2 — The secondary DNS server available to DHCP clients.

® DNS Domain Name — The domain name used to resolve incomplete host
names via the Domain Name System. (Range: 1-32 characters)

DHCP Server The DHCP Server section on the Hotspot page configures DHCP address pool
settings for the hotspot service.

Figure 192: Hotspot DHCP Server Settings

DHCP SERVER

DHCP Start 10 Leaze Time 3600  seconds

DHCP Limit 245

The following items are displayed on this page section:

m  DHCP Start — Starting number of (last numeric field) in address pool.
(Range: 1-254; Default: 10)

®m  DHCP Limit — Ending number of (last numeric field) in address pool.
(Range: 1-245; Default: 245)

® Lease Time — The duration that an IP address is assigned to a DHCP client.
(Range: 600-43200 seconds; Default: 3600 seconds)

RADIUS Server The RADIUS Server section on the Hotspot page configures RADIUS server settings
for the hotspot service.

Figure 193: Hotspot RADIUS Server Settings

RADIUS SERVER
Enable RADIUS Auth [ ] Enable Radsec
RADIUS Server Address 127.0.01 Auth method CHAP v
Backup RADIUS server Local ID o
address
Local name
RADIUS servershared | ssssssss @
secret Generate NAS ID
RADIUS server auth port 1812 NAS ID
RADIUS server acct port 1813
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The following items are displayed on this page section:

Enable RADIUS Auth — Enables RADIUS authentication for clients attempting
to access the captive portal.

RADIUS Server Address — IP address or host name of the primary RADIUS
server.

Backup RADIUS server address — IP address or host name of the secondary
RADIUS server.

RADIUS server shared secret — A shared text string used to encrypt
messages between the access point and the RADIUS server. Be sure that the
same fext string is specified on the RADIUS server. Do not use blank spaces in
the string. (Range: 1-255 characters).

RADIUS server auth port — RADIUS server UDP port used for authentication
messages. (Range: 1-65535, Default: 1812)

RADIUS server acct port — RADIUS server UDP port used for accounting
messages. (Range: 1-65535, Default: 1813)

Enable RadSec — An authentication and authorization protocol for
transporting RADIUS datagrams over TCP and TLS. RadSec replaces UDP used
in the initial RADIUS design, providing a reliable transport protocol and more
extensive security for the packet payload.

Auth method — Selects the encryption method to use for messages between
the AP and the RADIUS server; CHAP, PAP, or MS-CHAPv2. The encryption
method must match that used by the RADIUS server. (Default: CHAP)

Local ID — Local RADIUS server identifier.

Local Name — Local RADIUS server name

Generate NAS ID — This option will generate a unique NAS ID for each
device in this site.

NAS ID — Local RADIUS server operation identifier.
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Captive Portal The Captive Portal section on the Hotspot page configures portal details for the
hotspot service.

A captive portal forces a hotspot client to access a welcome web page before
gaining further access to the Internet. The welcome page may require

authentication and/or payment.

Figure 194: Hotspot Captive Portal Settings
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Depending on the hotspot mode selected, the following items are displayed on this
page section:

Common to all Modes

®  Landing URL — Indicates the URL to which the user is directed after logging in
to the captive portal.

m Idle Timeout — The maximum a connection can remain inactive before it is
closed. (Range: 0-86400 seconds)

m  Session Timeout — The maximum time a client can stay logged in to the
hotspot. (Range: 0-86400 seconds)

Common to all Modes Except External Captive Portal Service and Remote Splash
Page with External RADIUS

m  HTTPS Login — Enables HTTPS for the captive portal.
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Common to all Modes Except External Captive Portal Service

Customize Splash Page — When enabled, fill in the information that is used
to create the local captive portal welcome page.

Title — Enter the text you want to display as the title on the page.

Background Color — Click the button to select a color for the page
background.

Logo Image — Click the “Upload” button to send an image file. Files are
limited to a size of 1MB and the image must have a maximum height and
width of 1000 pixels.
Terms and Conditions — Enter text in the window that define the captive
portal terms and conditions, and then use the controls to format the text.
Alternatively, click the “Use Default Terms and Conditions” button to import
a generic text that you can then edit.
External Captive Portal Service Mode
Captive portal URL — Host name of Internet service portal for the hotspot.

Captive portal secret — The password used for logging into the hotspot.

Swap Octets — Swap the values of the reported “input octets” and “output
octets.”

Simple Password-only Splash Page Mode

Splash Page Password — The password required for users to log in and
access the Internet.

Authentication The Auth Exceptions section on the Hotspot page configures a “walled garden” and
Exceptions white list for the hotspot service.

Figure 195: Hotspot Authentication Exceptions

AUTH EXCEPTIONS

Walled garden Auth white list
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The following items are displayed on this page section:

® Walled garden — Enter a list of domains or IP addresses in CIDR notation that
hotspot users can access before being authenticated by the captive portal.
Wildcard domains can be specified in the format of domain.com (allow domain
and all sub-domains), or .domain.com (only allow sub-domains).

m  Auth white list — A list of MAC addresses that are allowed to bypass the
captive portal to access the Internet.

System Settings

General Settings

The System Settings page allows you to control remote management access to APs
and configure NTP time servers, Telnet, Web, and SNMP management interfaces
are enabled and open to access from the Internet. To provide more security,
specific services can be disabled and management access prevented from the
Internet.

The General Settings section on the System Settings page can be used to configure
the cloud status LED, reset button, and time zone.

Figure 196: General System Settings

GENERAL SETTINGS

Enable LEDs .

Enable reset button .
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System Log Level Info v

The following items are displayed on this page:

®  Enable LEDs — Only supported on ECW5211, ECWO5211, OAP100, and
Spark Wave 2/SunSpot Wave 2 running 3.0.0+ firmware. The LEDs are on
when a radio is enabled and operating normally.

®  Enable reset button — Enables or disables the hardware reset button. Note
that the reset button cannot be disabled at the site level.
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Timezone — To display a time corresponding to your local time, choose one
of the predefined time zones from the pull-down list.

Number of boot retries — The maximum number of bootup retries before
switching to the next boot bank. (Range: 1-254; Default: 3)

MSP Mode — Enables the Managed Service Provider (MSP) mode that
prevents end-users from accessing and modifying most device setftings from
user-defined user accounts. Management access from “root” and “admin”
accounts still provide full access to all device settings. (Default: Disabled)

With MSP mode enabled, service providers have the option of making specific
wireless SSID settings available for user configuration by enabling the “Local
Configurable” setting.

Note: Do not enable MSP Mode and “Always follow cloud configuration”
(page 64) at the same time. This will cause the device configuration not to be
updated to ecCLOUD properly.

Mgmtd Log Level — Use the menu to select the severity of the system log level
for the ecCLOUD daemon (mgmtd). Logs with the severity level you select and
all logs of greater severity print. For example, if you select Debug, the logged
messages include Debug, Informational, Warning, and Error. The default
severity level is Informational(2). The severity can be one of the following levels:

Table 1: Management Daemon Logging Levels

Level Severity Name Description

4 Trace Granular details about the system's interactions, state
changes, and network communications

3 Debug Debugging messages

2 Info Informational messages only

1 Warn Warning conditions (e.g., return false, unexpected
return)

0 Error Error conditions (e.g., invalid input, default used)

Syslog Level — Use the menu to select the severity of the logs to print to the
console. The default severity level is Informational(6). The severity can be one
of the following levels:

Table 2: System Logging Levels

Level Severity Name Description

7 Debug Debugging messages

6 Info Informational messages only

5 Notice Normal but significant condition, such as cold start
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Table 2: System Logging Levels (Continued)

Level Severity Name Description

4 Warn Warning conditions (e.g., return false, unexpected
return)

3 Error Error conditions (e.g., invalid input, default used)

2 Critical Critical conditions (e.g., memory allocation, or free
memory error - resource exhausted)

1 Alert Immediate action needed

0 Emergency System unusable

SSH The Secure Shell (SSH) acts as a secure replacement for Telnet. The SSH protocol
uses generated public keys to encrypt all data transfers passing between the access
point and SSH-enabled management station clients and ensures that data traveling
over the network arrives unaltered. Clients can then securely use the local user
name and password for access authentication.

Note that SSH client software needs to be installed on the management station to
access the access point for management via the SSH protocol.

Figure 197: SSH Server Settings

S5H

S5H Server ®
55H Port 22

Allow 55H from WAN

The following items are displayed on this page:

m  SSH Server — Enables or disables SSH access to the access point.
(Default: Enabled)

m  SSH Port — Sets the TCP port number for the SSH server on the access point.
(Range: 1-65535; Default: 22)

u  Allow SSH from WAN — Allows SSH management access from the WAN.
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Discovery Tool The Edgecore Discovery agent allows the AP to be discovered by other devices on
the local network or over the Internet.

Figure 198: Discovery Tool Settings
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The following items are displayed on this page:
®m Discovery Tool — Enables or disables the discovery tool. (Default: Enabled)

m  Allow over WAN — Allows discovery tool access from the WAN.

Network Time Network Time Protocol (NTP) allows the access point to set its internal clock based
on periodic updates from a time server (SNTP or NTP). Maintaining an accurate
time on the access point enables the system log to record meaningful dates and
times for event entries. If the clock is not set, the access point will only record the
time from the factory default set at the last bootup.

The access point acts as an NTP client, periodically sending time synchronization
requests to specified time servers. The access point will attempt to poll each server
in the configured sequence to receive a time update.

Figure 199: NTP Settings

NETWORK TIME (NTP)

NTP Service .

NTP Servers tock.stdtime. gov.ow

The following items are displayed on this page:

m  NTP Service — Enables or disables sending of requests for time updates.
(Default: Enabled)

B NTP Servers — Sets the host names for time servers. The switch attempts to
update the time from the first server, if this fails it attempts an update from the
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next server in the sequence. To configure additional servers, type in an entry in
the blank field at the bottom of the list.

SNMP  Simple Network Management Protocol (SNMP) is a communication protocol
designed specifically for managing devices on a network. It is typically used to
configure these devices for proper operation in a network environment, as well as
to monitor them to evaluate performance or detect potential problems.

Figure 200: SNMP Settings

SNMP

SNMP Server @
Write Community public
IPv6 Write Community private6
Read Community ecpublic
IPv6 Read Community publice
Trap .
Server IP

The following items are displayed on this page:

SNMP Server — Enables or disables SNMP on the access points.
(Default: Enabled)

Write Community — A community string that acts like a password and
permits access to the SNMP protocol. (Range: 1-32 characters, case sensitive;
Default: public)

The default string “public” provides read-only access to the access point’s
Management Information (MIB) database.

IPv6 Write Community — A community string for IPvé access to the access
point’s Management Information (MIB) database. (Range: 1-32 characters,
case sensitive; Default: private6)

Read Community — A community string for read-only access to the access
point’s Management Information (MIB) database. (Range: 1-32 characters,
case sensitive; Default: public)

IPv6 Read Community — A community string for IPvé read-only access to the

access point’s Management Information (MIB) database. (Range: 1-32
characters, case sensitive; Default: publicé)
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Trap — Enables the sending of SNMP trap messages to a specified server. The

access point sends the following trap messages: cold start, warm start, link up,
and link down. (Default: Disabled)

Server IP — The IP address of the SNMP trap server that will receive the
frap messages.

Telnet Telnet is a remote management tool that can be used to configure the access point
from anywhere in the network. However, note that Telnet is not secure from hostile
attacks. Telnet provides access to a Linux-based interface which is used for device
analysis and debugging.

Figure 201: Telnet Server Settings

TELNET

Telnet Server ®
Telnet Port 23

Allow Telnet from WAN

The following items are displayed on this page:

Telnet Server — Enables or disables Telnet access to the access point.
(Default: Enabled)

Telnet Port — Sets the TCP port number for the Telnet server on the access
point. (Range: 1-65535; Default: 23)

Allow Telnet from WAN — Allows Telnet management access from the WAN.

Web Server A Web browser provides the primary method of managing the access point. Both
HTTP and HTTPS service can be accessed independently. If you enable HTTPS, you
must indicate this in the URL: https://device:port_number]

When you start HTTPS, the connection is established in this way:
The client authenticates the server using the server’s digital certificate.

The client and server negotiate a set of security protocols to use for the
connection.

The client and server generate session keys for encrypting and decrypting data.
The client and server establish a secure encrypted connection.

A padlock icon should appear in the status bar for most browsers.
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Figure 202: Web Server Settings

WEB SERVER

HTTP Port 20
Allow HTTP from WAN ®
HTTPS Port 443
Allow HTTPS from WAN @

The following items are displayed on this page:

m  HTTP Port — The TCP port to be used by the HTTP Web browser interface.
(Range: 1-65535; Default: 80)

m  Allow HTTP from WAN — Allows HTTP management access from the WAN.

m  HTTPS Port — The TCP port to be used by the HTTPS Web browser interface.
(Range: 1-65535; Default: 443)

®m  Allow HTTPS from WAN — Allows HTTPS management access from the
WAN.

Remote Syslog Use this feature to send log messages to a Syslog server.

Figure 203: Remote Log Settings

REMOTE SYSLOG

Remote Syslog ®
Server [P

Server Port

Log Prefix

Track connections

The following items are displayed on this page:

®  Remote Syslog — Enables/disables the logging of debug or error messages to
the remote logging process. (Default: Disabled)

m  Server IP — Specifies the IP address of a remote server which will be sent
syslog messages.
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m  Server Port — Specifies the UDP port number used by the remote server.
(Range: 1-65535)

®  Log Prefix — Sets the prefix for the log file sent to the specified server. The file
suffix “log” is used.

®  Track connections — Sends wireless client connection log messages to the
Syslog server.

Use this feature to enable Multicast DNS support on APs. Multicast DNS can be
used on small networks that do not have a DNS server to resolve host names to
multicast IP addresses.

Multicast DNS settings are available only on devices with mDNS support.

Figure 204: Multicast DNS Settings

MULTICAST DNS

MDNS ®

The following items are displayed on this page:

®  MDNS — Enables or disables multicast DNS support. (Default: Enabled)

Link Layer Discovery Protocol (LLDP) is used to discover basic information about
neighboring devices in a network. LLDP is a Layer 2 protocol that uses periodic
broadcasts to advertise information about the sending device.

Figure 205: LLDP Settings

LLDP

Enable o
Tx Interval (seconds) 30
Tx Hold (number of 4

time(s))

The following items are displayed on this page:

®  Enable — Enables the sending of LLDP advertisements about the AP to
neighboring devices in the network. (Default: Disabled)

B Tx Interval (seconds) — Sets the periodic transmit interval for LLDP
advertisements. (Range: 5-32768 seconds; Default: 30 seconds)
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Tx Hold (number of time(s)) — Configures a time-to-live (TTL) value sent in

the LLDP advertisements as shown in the formula below. (Range: 2-10;
Default: 4)

The time-to-live tells the receiving LLDP agent how long to retain all information
pertaining to the sending device if it does not transmit updates in a timely
manner.

The TTL in seconds is based on the following rule:
minimum value ((Tx Interval * Tx Hold), or 65535)
Therefore, the default TTL is 4*30 = 120 seconds.

iBeacon The AP supports the iBeacon standard based on Bluetooth Low Energy (BLE).
Devices with BLE Beacons can provide location-based services to BLE clients, such
as phones, that can recognize the beacon advertisements, extract the provided
information, and then take actions based on the content.

Figure 206: iBeacon Settings

IBEACON
Enable ®
uuiD e2c56db5 - dffo - 48d2 - b6l - d0f5a71096e0
Major 21395
Minor 100
Tx Power D
5 dbm v

The following items are displayed on this page:
Enable — Enables iBeacon support on the AP. (Default: Enabled)
UUID — The iBeacon Universally Unique Identifier that advertises the beacon
service. The UUID contains 32 hexadecimal digits in five groups, separated by

hyphens.

Major — The iBeacon value that is used to identify a beacon group.
(Range: 0-65535)

Minor — The iBeacon value that is used to identify individual beacons within a
group. (Range: 0-65535)

Tx Power — Sets the BLE radio transmit power (supported only on EAP101 and
EAP104). (Range: 5 dBm to -20 dBm; Default: 5 dBm)
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SNMPv3 User SNMP protocol version 3 provides secure access by account authentication and

data encryption. An SNMP v3 user can be defined by clicking the Add button.

Figure 207: SNMPv3 User Settings

SNMP V3 USER + ADD
NAME ACCESS AUTH AUTH TYPE AUTH PWD ENCRYPTION TYPE ENCRYPTION PWD
Write v MD5 v @ DES v @ DELETE

The following items are displayed on this page:

®  Name — The user name used to access the SNMP service.

®m  Access Auth — Select the access permission as “Read Only” or “Write.”
®m  Auth Type — Select the hash algorithm for authentication.

®  Auth Pwd — Configure the password for authentication.

®  Encryption Type — Select the encryption algorithm for data packets.

®m  Encryption Pwd — Configure the password for data encryption.

OpenRoaming

OpenRoaming provides a standard for public-access Wi-Fi networks to support
seamless roaming between wireless networks. An OpenRoaming network advertises
its public Wi-Fi capabilities and services so that clients can decide if they want to
connect to the network.

Up to 32 OpenRoaming profiles can be configured and applied to specific wireless

networks (see “OpenRoaming” under “Adding an SSID” on page 160). Click “Add
Custom Openroaming” to configure a profile.
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Figure 208: OpenRoaming Profile

OPENROAMING 4+ ADD CUSTOM OPENROAMING
TEST1

Internet Access

Access Metwork Type Private network: Home and Entel v
HESSID A A

Venue Group Unspecified v
Venue Type Unspecified w
Network Auth Type Acceptance of terms and conditic v
IPv4 Address Type Address type not available v
IPvE Address Type Address type not available w
Operating Class 5173

VENUE NAME INFORMATION + ADDRULE

NAI REALM LIST + ADDRULE

OPERATOR FRIENDLY NAME 4+ ADD RULE

CELLULAR NETWORK INFORMATION LIST(PLMN) + ADD RULE

DOMAIN NAME LIST + ADD RULE

ROAMING CONSORTIUM LIST + ADD RULE

# RENAME @ DELETE

The following items are displayed on this page:

® Internet Access — Enable if this network provides access to the Internet.
®m  Access Network Type — Select one from the predefined list.

= Private network — Home and enterprise networks that unauthorized users
cannot access.

» Private network with guest access — A private network that provides for
guest access. A typical example would be an enterprise network that offers

guest access.

»  Chargeable public network — A network that is available to all users,
but requires a fee.
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Free Public Network — A network that is available to all users without any
fees.

Personal device network — A network for peripheral connectivity in an
ad-hoc mode. For example, a camera that connects to a printer.

Emergency services only network — A network that is dedicated for
access o emergency services only.

Test or experimental — A network for tests or experimental work.

Wildcard — When selected, the AP will reply to clients regardless of the
network type requested by the client query.

HESSID — The Homogenous Extended Service Set Identifier (HESSID) for the
OpenRoaming network. When configured, the HESSID (a MAC address)
uniquely identifies all APs belonging to the same network.

Venue Group — ldentifies the general class of the venue. Select from the
predefined list.

Venue Type — I|dentifies the specific type of venue within each group.

Network Auth Type — Specifies the authentication required for the network.
Select an option from the predefined list. (Default: “Acceptance of terms and
conditions”)

IPv4 Address Type — Specifies the IPv4 address type available from the
network.

IPv6 Address Type — Specifies the IPvé address type available from the
network

Operating Class — A standard index (based on IEEE Std 802.11-2012 Annex
E) that specifies the AP supported operating channels.

Venue Name Information — Configures a list of up to 10 venue names.
Language — Select a language from the list. (Default: English)

Name — The name of the network venue. Multiple names can be added
to the list.

URL — Specifies a URL that provides additional venue information to users.

NAI Realm List — (Optional) The network access identifier (NAI) realm list
identifies those service provider or other networks that are accessible through
the AP. By discovering which authentication realms are supported by a network,
a mobile device can selectively authenticate to its preferred network. Up to 10
identifiers can be configured.
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Operator Friendly Name — The name of the network operator and the
specified language. Up to 10 names can be configured.

Cellular Network Information List (PLMN) — (Optional) Identifies the 3GPP
cellular networks available through the AP. Specifically, this field identifies the
Public Land Mobile Network (PLMN) ID, comprised of the Mobile Country Code
(MCC) and Mobile Network Code (MNC) of the mobile operator. Up to 10
PLMN IDs can be configured. Input the pair of MCC, MNC.

For example: 400, 00

MCC: Three decimal digits (000-999)

MNC: Two (00-99) or three decimal digits (000-999)

Domain Name List — Lists one or up to 10 domain names for the entity
operating the AP. This is critical for OpenRoaming network selection policy, as it
identifies the operator of the network. It indicates to the mobile device whether
they are at a home hotspot or a visited hotspot.

Roaming Consortium List — (Optional) A roaming consortium is a group of
service providers (SP) with which a user’s credentials can be used for
authentication. Each roaming consortium is identified by an organization
identifier (Ol) that is assigned by the IEEE. An Ol is often 24 bits in length, but
can also be 36 bits. Up to 10 identifiers can be configured.
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Site Terragraph
Configuration

This chapter describes configuration settings for Metroling Terragraph units at the
Site level. It includes the following sections:

B “Metroling Terragraph Configuration” on page 209

m  “VLAN Settings” on page 212
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Metrolinq Terragraph Configuration

The network connectivity and topology for Metroling Terragraph units can be
defined on the PoP node when the local controller is enabled. After defining the
topology, the PoP will find the nodes and set up links automatically.

Figure 209: Site Terragraph Configuration

points:

Note: When configuring Metroling Terragraph units, be sure to follow these

1. After resetting a PoP node to defaults, you should delete all nodes and links, and
then re-add them to the Site Configuration page.

2. Be sure to delete all related links and nodes before you delete or move a device
to another site.
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The Terragraph site configuration page includes these items:

® Add Node — Fill in correspond type and Radio MAC to add Node.
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Figure 210: Add Terragraph Node
Add Node CONFIRM

~ Add Node

Name

Mac

Type

Radio A

Radio B

Radio C

Radio D

Pop

»  Name — The name of the node. It is defined automatically based on the
node type, but can be modified afterward.

»  MAC — The system MAC address of the node. For a DN, the system MAC
address can be found on the device’s label or on the Dashboard tab. For a

CN, use the radio MAC as the node MAC.
»  Type — Set the node as Distribution Node (DN) or Client Node (CN).
®  Radio A/B/C/D — The MAC addresses of the radios.

m  Pop — Only one of the MLTG-360 devices can be the PoP node in a
topology.

Note that POP DN can only be named as “POP.”

u Delete Node — Delete the node from the topology. You need to delete all
related links before deleting a node.

Figure 211: Delete Terragraph Node
Delete Node CONFIRM

~ Delete Node

Name

Mac

m  Name — The name of the node.

m  MAC — The system MAC address of the node.
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®  Add Link — Select two nodes and corresponding radio MACs to establish a
link.

Figure 212: Add Terragraph Link
Add Link CONFIRM

~ Add Link
Node A ~
© Link can't be added
MAC A v
MNode B ~
© Link can't be added
MACB v

Channel 1 v

= Node A — Selects the node A name.

»  MAC A — Selects the node A radio MAC address.

» Node B — Selects the node B name.

= MAC B — Selects the node B radio MAC address.

»  Channel — Select the working channel. Channels 1 to 4 are available.

m Delete Link — Select a specific node pair to delete a link.

Figure 213: Delete Terragraph Link
Delete Link CONFIRM

~ Delete Link

Node A

®  Node A — Selects the node A name.
m  MAC A — Selects the node A radio MAC address.
® Node B — Selects the node B name.

m  MAC B — Selects the node B radio MAC address.
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VLAN Settings

QinQ tagging adds a second VLAN tag to the Ethernet frame, which then contains
the original VLAN tag and additional information, such as the service provider
VLAN. This allows network operators to extend VLANs across multiple switches and
service provider networks, creating a more scalable and flexible network
architecture.

After configuring the VLANSs, data traffic from the LAN side of a CN device will be
encapsulated with configured S-VLAN and C-VLAN headers, and then be
forwarded to the uplink of the POP node.

This feature is available for MLTG devices with firmware 1.5.0 and above.

Figure 214: Site Terragraph VLAN Settings

Site Configuration - MLTG Topology DISCARD
VLAN
This feature is available for MLTG devices with FW 1.5.0 and above.
NAME S-VLAN ID C-VLAN ID
0 [
Showing 1 to 1 of 1 entries « - »

The following items are displayed on this page:
®  Name — A name that identifies the VLAN configuration.

m  S-VLAN ID — The Service VLAN, which is a VLAN that is used to differentiate
traffic from different customers or services in a service provider network.

B  C-VLAN ID — The Customer VLAN, which is a VLAN that is used to
differentiate traffic from different customers in a service provider network.
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This chapter describes the configuration settings for SD-WAN devices at the site
level. It includes the following section:

m  “VPN Group Configuration” on page 215
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VPN Group Configuration

From the Site menu, open “Configuration” and then “SDWAN" to display the
configuration options that apply to all SD-WAN devices in the same site.

VPN Group The VPN Group tab on the SD-WAN configuration page includes these items:
General Settings
Name — Define a name for the new VPN group.

Subnet IP — Specify the virtual IP address for the VPN tunnel. It does not
overlap with WAN IPs or LAN subnets of devices within the group.

Subnet Mask — Select the subnet mask of the virtual tunnel IP.

Protocol — Select TCP (default and recommended) or UDP for the VPN
tunnel.

Port — The port used by Hub devices in the VPN group. Ensure no conflicts
with ports in use on the Hub device.

Autonomous Data Tunnel — Enable or disable autonomous tunneling to
allow independent data tunnel creation without manual intervention.
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Figure 215: Add New VPN Group
Add VPN Group il

~ General Settings

Name

Subnet IP

Subnet Mask 255.255.255.0 (/24)

Protocol TP

Port 1194

Autonomous Data Tunnel

~ VPN Group Devices

VPN Device List Group Devices Please select... v
SN
Role
WAN1 VPN Service Type Customized w
WAN1 VPN Service IP
z WAN2 VPN Service Type Customized w

WAN2 VPN Service IP

® VPN Group Devices

m  Group Devices — Add devices to the VPN Device List by selecting from
the available list.

SN — Serial Number of this site device.
»  Role — Devices in the VPN Group are assigned one of the following roles:

»  Hub — The central node that acts as a VPN server. For Hubs behind
NAT, set a WAN VPN Service Type as 'Customized' with the WAN [P of
the NAT router. Only one Hub is permitted per VPN Group.

m  Spoke — Device acting as VPN client, where Internet access is local to
the site device.

m  To Server — Device acting as a VPN client, where Internet traffic is
routed to the Hub through the VPN tunnel.

= WANT/WAN2 VPN Configuration — For Hub devices, specify service
type between Customized and Domain Name., domain name, and public
IP for WANT and WAN2. If 'Customized' is selected, manually input the
service IP for the corresponding WAN. If 'Domain Name' is selected,
manually input the service domain.
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This chapter describes configuration settings for access points at the Device level. It
includes the following sections:

®m  “Accessing Device-Level Configuration” on page 218

®  “Device Radio Settings” on page 220
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Accessing Device-Level Configuration

When a device’s “Inheritance Policy” is enabled, the device is configured from the
Site level. However, a device can be individually configured at the Device level and
the settings will override the Site-level configuration.

Note: Individual device overrides can be reset to the Site-level configuration by
clicking the “Use Site Settings” button on the page where a setting has been

changed.

In addition, wireless devices include settings not configurable at the Site level, such
as advanced radio settings and features unique to a specific product. These settings
can only be configured at the Device level.

To access configuration for a device, click on the device name from the Site-level
list of devices (also available from the Cloud-level list of devices).

Figure 216: Accessing Device-Level Configuration

Manage your devices

PRODUCT

] @ A v

Show | 10 ~ | entries of 1 entries

Spark Wave 2 AC1200

FW

2.2.1-4338

MANAGE BULK-REBOOT

+ ADD DEVICE 4 UPGRADE FIRMWARE

Q

REG. STATE CLIENTS TRAFFIC

Registered 11 days ago 1 0bis

2019-11-0417:33

From the Device dashboard, click on “

access a device’s configuration.
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Figure 217: Device-Level Dashboard
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The Device Configuration page includes
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Figure 218: Device Configuration

tabbed sections similar to the Site

< DEVICE MENU

TPS-Test

TPS-World ~ SparkWave 2AC1200 D | REBOOT | UPGRADE FRMWARE | v aon ar 3
B Addnoe
% Dashboard
A Statistics Device Configuration L)
¥, Cierns Wireless SSID
& Activity
GLOBAL SETTINGS
%, Configuration
/Auto Disable Broadcast
SSID LIST | # 00350
ORIGIN ssiD RADIOS e s SECURITY ENCRYPTION KEY STATE ACTIONS
[ 5-- | TPS-World 5GHz/24GHz  Routeto Internet Open n/a @Enabled H
WIRELESS SCHEDULING + ADDSCHEDULE
ORIGIN NAME START TIME END TIME DAVS ENABLED ACTIONS
No data available for this list

Device-level configuration for SSIDs are indicated in the “Origin” column of the
SSID list; either “Site” or “Device” is displayed. Most other configuration items at
the Device level are identical to those at the Site level.

This chapter only covers the device configuration that is different from the Site-level

configuration, as documented in “Site W
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Device Radio Settings

Click the “Radio Settings” tab to configure 5 GHz and 2.4 GHz radio settings.
Note that settings apply to all configured SSID interfaces.

The following items are displayed on the Radio Settings tab. Configuration options
apply to both the 5 GHz and 2.4 GHz radios unless otherwise indicated.

Global Settings
Figure 219: Device Global Radio Settings

GLOBAL SETTINGS

Regulatory Country United States

Band Steering

®  Regulatory Country — The wireless device regulatory setting. This setting is
displayed but not configurable at the Device level.

The AP’s country code must be correctly set to be sure that the radios operate
according to permitted local regulations. That is, setting the country code
restricts operation of the AP to the radio channels and transmit power levels
permitted for wireless networks in the specified country.

® Band Steering — When enabled, clients that support 2.4 GHz and 5 GHz are
first connected to the 5 GHz radio. This feature helps balance the client load
over the two radio bands. Note that both radios must have configured SSIDs
that match for this feature to fully operate. (Default: Disabled)

General Radio Settings
Figure 220: Device General Radio Settings

GENERAL RADIO SETTINGS

Enable Radio .
Operation Mode | Access Point (Auto-WDS) w
Q, SITE SURVEY

B Enable Radio — Enables or disables the wireless service on this interface.
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Operation Mode — Selects the mode in which the AP radio will function.

Access Point (Auto-WDS) — The AP operates as an access point in WDS
mode, which accepts connections from APs in Client WDS mode. (This is
the default setting.)

In this mode, the AP provides services to clients as a normal access point.
WDS is used to automatically search for and connect to other AP nodes
using the same SSID and security settings.

Client — The AP can provide a wireless connection to another AP. In this
mode, it can pass information from or to locally wired hosts, but does not
provide services to any wireless clients.

Client WDS — The AP operates as a client station in WDS mode, which
can connect to other access points in Auto-WDS mode. Connection to
another AP can be made automatically by other access points operating in

Auto-WDS mode.

Site Survey — Click the button to scan for other Wi-Fi devices in the device
location.

Advanced Radio Settings
Figure 221: Device Advanced Radio Settings

ADVAMNCED RADIO SETTINGS

Probe Req. Data Push ® °

Push URL 2

Probe Req. Data Push — Enable Client Probe Request Data Push for this
radio. When enabled, the radio will push client probe request data in JSON
format to your specified URL.

Push URL — The web address where probe request data from this radio will be
pushed.
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Physical Radio Settings
Figure 222: Device Physical Radio Settings

PHYSICAL RADIO SETTINGS

802.11 Mode 802.11acta+n ~ sal L ]

Channel Bandwidth 80MHz ~ STBC

Channel Auto (all channels) oFs
EDIT CHANNEL LIST
Tx Power D
22dBm (158 mW) |v
Fragmentation Thresh. l:l
2346
RTS Thresh. |:|

2347

m 802.11 Mode — Defines the radio operation mode.

» 5 GHz Radio — Options: 802.11a, 802.11a+n, 1Tac+a+n;
Default: 802.11Tac+a+n

» 2.4 GHz Radio — Fixed: 802.11b+g+n

®  Channel Bandwidth — The basic Wi-Fi channel bandwidth is 20 MHz, but by
bonding channels together to create 40 MHz or 80 MHz channels, higher data
transmission rate can be achieved. However, selecting larger channel
bandwidths reduces the number a radio channels available.

» 5 GHz Radio — Options include 20, 40, and 80 MHz. (Default: 80 MHz)
# 2.4 GHz Radio — Options include 20 and 40 MHz. (Default: 40 MHz)

®  Channel — The radio channel that the access point uses to communicate with
wireless clients. The available channels are dependent on the radio, Channel
Bandwidth, and Regulatory Country settings. You can also click the “Edit
Channel List” button to select specific available channels to use for each radio
interface.
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Selecting Auto enables the access point to automatically select an unoccupied
radio channel. (Default: Auto)

Figure 223: 5 GHz Radio Channels
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Figure 224: 2.4 GHz Radio Channels
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®  Tx Power — Adjusts the maximum power of the radio signals transmitted from
the access point. The higher the transmission power, the farther the
transmission range. Power selection is not just a trade off between coverage
area and maximum supported clients. You also have to ensure that high-power
signals do not interfere with the operation of other radio devices in the service
area. (The range of power settings and defaults are dependent on the AP
model and the Regulatory Country setting.)

®  Fragmentation Thresh. — Sets the maximum frame size above which packets
are fragmented. This reduces the time required to transmit the frame, and
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therefore reduces the probability that it will be corrupted (at the cost of more
data overhead). (Range: 256-2346 bytes; Default: 2346 bytes)

RTS Thresh. — Sets the packet size threshold at which a Request to Send (RTS)
frame must be sent to a receiving station prior to the sending station starting
communications. The access point sends CTS frames to a receiving station to
negotiate the sending of a data frame. After receiving an RTS frame, the access
point sends a CTS (clear to send) frame to notify the sending station that it can
start sending data.

If the RTS threshold is set to 1, the access point always sends RTS signals. If set
to 2347, the access point never sends RTS signals. If set to any other value, and
the packet size equals or exceeds the RTS threshold, the RTS/CTS (Request to
Send / Clear to Send) mechanism will be enabled.

The access points contending for the medium may not be aware of each other.
The RTS/CTS mechanism can solve this “Hidden Node Problem.” (Range: 1-
2347 bytes: Default: 2347 bytes)

SGI — The 802.11n draft specifies two guard intervals: 400ns (short) and
800ns (long). Support of the 400ns Short Guard Interval is optional for transmit
and receive. The purpose of a guard interval is to introduce immunity to
propagation delays, echoes, and reflections to which digital data is normally
very sensitive. Enabling the SGI sets it to 400ns. (Default: Enabled)

STBC — Space-time Block Coding sends multiple copies of the same data over
a number of antennas, using the various received versions to improve the
reliability of data transfer. The transmitted signal may traverse a difficult
environment with scattering, reflection, and refraction which may then be
further corrupted by thermal noise in the receiver, so some of the received
copies will be better than others. This redundancy results in a higher chance of
being able to use one or more of the received copies to correctly decode the
received signal. (Default: Disabled)

DFS — This field is available only if the selected radio mode operates in the
5 GHz frequency.

For radios in the 5 GHz band, When DFS support is on and the regulatory
domain requires radar detection on the channel, the Dynamic Frequency
Selection (DFS) and Transmit Power Control (TPC) features of 802.11h are
activated. The default is Off.

DFS is a mechanism that requires wireless devices to share spectrum and avoid
cochannel operation with radar systems in the 5 GHz band. DFS requirements
vary based on the regulatory domain, which is determined by the country code
setting of the AP. (Default: Enabled)

20/40MHz Coexist — Applies only to the 2.4 GHz radio. This option allows

802.11n 20 MHz and 40 MHz channel bandwidths to operate together in the
same network. (Default: On)
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WiFi 6 Device Configuration

This chapter describes configuration settings for WiFi 6 access points at the Device
level. It includes the following sections:

®m  “Accessing Device-Level Configuration” on page 227
®  “Device Radio Settings” on page 228

m  “System Settings” on page 235
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Accessing Device-Level Configuration

When a device’s “Inheritance Policy” is enabled, the device is configured from the
Site level. However, a device can be individually configured at the Device level and
the settings will override the Site-level configuration.

@ Note: Individual device overrides can be reset to the Site-level configuration by
clicking the “Use Site Settings” button on the page where a setting has been
changed.

In addition, wireless devices include settings not configurable at the Site level, such
as advanced radio settings and features unique to a specific product. These settings
can only be configured at the Device level.

To access configuration for a device, click on the device name from the Site-level
list of devices (also available from the Cloud-level list of devices).

Figure 225: Accessing Device-Level Configuration

M a nagE deVlCeS MANAGE BULK-REBOOT + ADD DEVICE

( REFRESH ?F\LTE&( Il customizE @y EXPORT

O m O X © name propucT Fw REG.STATE  CREATED ON < CLIENTS  TRAFFIC  IP CHANNEL
149
AP101 11.6.3-1315 (1 5 th 5.745 GH:
O m ® v I P4 ) gegistered mentnsaga 356kb/s 120105675 7)
(2205002364 12.0.0-673 {2]‘/ 2022-05-05 14:25 6
(2.437 GHz)

From the Device dashboard, click on “Configuration” on the Device menu to
access a device’s configuration.

Figure 226: Device-Level Dashboard

EAP101

TPS-World - CONNECTED =~ REBOOT = UPGRADE FIRMWARE E- 29 @ ONLNE A0 &1
B Addnote
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site| Sites TRS-Worle Google Map -

o Firmware 12.0.0-673 i

B Activity i
Main MAC address 98:19:2CF9:D5:30 1
Serfal Numb: EC2205002364 ;!

®, Configuration SEAENImOSS N
Model EAP101 ] 2
Configuration state ] ASiA 7
Inherit site settings v fuR0ee & RVHE,
Bootbank 2
Haostname matf-ap4 :

Your Google map is empty! Go to the Map Manager to place
Created on 2022-05-05 14:25 (5 months aga)
di

Last contact 2022-10-18 16:32 (2 minutes ago) e
Uptime 32 Days 5 hours 30 minutes 54 seconds
System time Tue Oct 18 16:34:11 2022
WAN IP 120.105.6.75
CPU utilization 4%
Memory usage Usedk: 205ME (total 891MB)
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The Device Configuration page includes tabbed sections similar to the Site
Configuration page.

Figure 227: Device Configuration

Device Configuration D usesmesemmines

Wireless SSID Radio Settings General Networking Local Networks Firewa Local Logins Hotspot

SSID LIST  + spDssD

ORIGIN 551D RADIOS NETWORK BEHAVIOR SECURITY ENCRYPTION KEY STATE ACTIONS

m Test-1 5GHz/24GHz  VLAN tag traffic #2 Open n/a @ Enabled

Ea Test-2 5GHz/24GHz  VLAN tag traffic #2 Open n/a @ Enabled

E Test-3 5GHz/24GHz  VLAN tag traffic#3 WPA2-EAP (TKIP+AES) n/a @ Enabled
WIRELESS SCHEDULING + ADDSCHEDULE

ORIGIN NAME START TIME END TIME DAYS ENABLED ACTIONS

No data available for this list

Device-level configuration for SSIDs are indicated in the “Origin” column of the
SSID list; either “Site” or “Device” is displayed. Most other configuration items at
the Device level are identical to those at the Site level.

This chapter only covers the device configuration that is different from the Site-level
configuration, as documented in “Site WiFi 6 Configuration” on page 158.

Device Radio Settings

Click the “Radio Settings” tab to configure 6 GHz, 5 GHz, and 2.4 GHz radio
seftings. Note that settings apply to all configured SSID interfaces.

The following items are displayed on the Radio Settings tab. Configuration options
apply to the 6 GHz, 5 GHz, and 2.4 GHz radios unless otherwise indicated.

Global Settings
Figure 228: Device Global Radio Settings

GLOBAL SETTINGS

Regulatory Country United States

Band Steering

m  Regulatory Country — The wireless device regulatory setting. This setting is
displayed but not configurable at the Device level.
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The AP’s country code must be correctly set to be sure that the radios operate
according to permitted local regulations. That is, setting the country code
restricts operation of the AP to the radio channels and transmit power levels
permitted for wireless networks in the specified country.

Band Steering — When enabled, clients that support 2.4 GHz, 5 GHz and 6
GHz are first connected to the 6 GHz radio. This feature helps balance the
client load over the two radio bands. Note that both radios must have
configured SSIDs that match for this feature to fully operate. (Default: Disabled)

Mesh Settings

Open Mesh is a network of interconnected node APs, of which only one has a
wired connection to the network (and the Internet). The other AP nodes provide
wireless links to each other and some support connections to wireless clients. The
mesh network not only extends wireless connectivity over a greater distance, but
also provides backup links should one node in the network fail.

Figure 229: Device Mesh Settings

MESH SETTINGS

Open Mesh ®

Mesh Id openmesh

Mesh Method Open v
Network Behavior Bridge to Internet v
Mesh Radio 5GHz v

Open Mesh — Enables Open Mesh support on the SSID inferface.
Mesh ID — Name of the mesh network.
Mesh Method — Security applied on Open Mesh links.

Open — None.

WPA3-Personal — Uses WPA3 with Simultaneous Authentication of
Equals (SAE) on mesh links to other APs.

Network Behavior — One of the following connection methods must be
specified. (Default: Route to Internet)

Bridge to Internet — Configures an interface as attached to the WAN.
Traffic from this interface is directly bridged into the Internet. (See
Figure 170, “Bridge to Internet", on page 167.)

Route to Internet — Configures an interface as a member of the LAN.
Traffic from this interface is routed across the access point and out through
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an interface which is bridged to the Internet. (See Figure 171, “Route to
Internet", on page 167.)

»  Network Name — The network to be routed. The default is “Default
local network” as displayed under LAN Settings — Local Network.

®  Mesh Radio — When setting up an AP to be a node in a mesh network, select
one radio interface (2.4 GHz, 5 GHz, or 6 GHz) and configure it to operate on
a specific channel (do not select Auto). Set up other AP nodes to operate on the
same radio interface, channel, and with the same SSID.

General Radio Settings
Figure 230: Device General Radio Settings

GENERAL RADIO SETTINGS

Enable Radio ®
Operation Mode | Access Point (Auto-WDS) e
Q SITE SURVEY

®  Enable Radio — Enables or disables the wireless service on this interface.

®  Operation Mode — Selects the mode in which the AP radio will function.

»  Access Point (Auto-WDS) — The AP operates as an access point in WDS
mode, which accepts connections from APs in Client WDS mode. (This is
the default setting.)

In this mode, the AP provides services to clients as a normal access point.
WDS is used to automatically search for and connect to other AP nodes
using the same SSID and security settings.

m  Client — The AP can provide a wireless connection to another AP. In this
mode, it can pass information from or to locally wired hosts, but does not
provide services to any wireless clients.

m  Site Survey — Click the button to scan for other Wi-Fi devices in the device

location.
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Advanced Radio Settings
Figure 231: Device Advanced Radio Settings

ADVANCED RADIO SETTINGS

Probe Req. Data Push ® O

Push URL 0

®  Probe Req. Data Push — Enable Client Probe Request Data Push for this
radio. When enabled, the radio will push client probe request data in JSON
format to your specified URL.

®  Push URL — The web address where probe request data from this radio will be
pushed.

Physical Radio Settings
Figure 232: Device Physical Radio Settings

PHYSICAL RADIO SETTINGS

802.11 Mode 802.11ax v DFS
Channel Bandwidth 80MHz v
Channel Auto (all channels)
EDIT CHANNEL LIST
WME Configuration CONFIGURE
Idle Timeout 300
Beacon Interval 100

Target Wake Time

BSS Coloring 64
Multicast/Broadcast Rate 6M v
Tx Power [l

21dBm (125 mW) v

OFDMA

®m 802.11 Mode — Defines the radio operation mode.
» 6 GHz Radio — Options: 802.11ax; Default: 802.11ax

» 5 GHz Radio — Options: 802.11a, 802.11a+n, 802.1Tac+a+n,
802.11ax; Default: 802.11ax

# 2.4 GHz Radio — Options: 802.11ax; Default: 802.11ax
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®  Channel Bandwidth — The basic Wi-Fi channel bandwidth is 20 MHz, but by

bonding channels together to create 40 MHz, 80 MHz, or 160 MHz channels,
higher data transmission rate can be achieved. However, selecting larger
channel bandwidths reduces the number a radio channels available. The
available channel bandwidth is dependent on the 802.11 Mode.

(Default: 20 MHz on 2.4 GHz Radio, 80 MHz on 5 GHz Radio;

Options: 20 MHz, 40 MHz, 80MHz, 160MHz)

»  20MHz — For 802.11b+g+n and 802.1Tax

= 40MHz — For 802.11b+g+n, 802.11a, 802.11a+n, 802.1Tac+a+n
and 802.11ax

= 80MHz — For 802.11ac+a+n and 802.11ax

»  160MHz — (Supported on EAP104 5 GHz radio, OAP101 5 GHz radio,
and OAP101-6E 5 GHz and 6 GHz radios) For 802.11Tac+a+n and
802.1Tax

Channel — The radio channel that the access point uses to communicate with
wireless clients. The available channels are dependent on the radio, Channel
Bandwidth, and Regulatory Country setftings. You can also click the “Edit
Channel List” button to select specific available channels to use for each radio
interface.

Selecting Auto enables the access point to automatically select an unoccupied
radio channel. (Default: Auto)

Figure 233: 5 GHz Radio Channels
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Figure 234: 2.4 GHz Radio Channels
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B WME Configuration — Wireless Multimedia Extensions (WME), also known as
Wi-Fi Multimedia (WMM,), is a Wi-Fi Alliance interoperability certification,
based on the IEEE 802.11e standard. It provides basic Quality of service (QoS)
features for IEEE 802.11 networks. Access priority can be configured for four
“Access Category”(AC) types using the following parameters:

»  CW Min (Minimum Contention Window) — The initial upper limit of the
random backoff wait time before wireless medium access can be
attempted. The initial wait time is a random value between zero and the
CWMuin value. Specify the CWMin value in the range 0-15 microseconds.
Note that the CWMin value must be equal or less than the CWMax value.

= CW Max (Maximum Contention Window) — The maximum upper limit
of the random backoff wait time before wireless medium access can be
attempted. The contention window is doubled after each detected collision
up to the CWMax value. Specify the CWMax value in the range 0-15
microseconds. Note that the CWMax value must be greater or equal to the

CWMuin value.

m AIFS (Arbitration Inter-Frame Space) — The minimum amount of wait
time before the next data transmission attempt. Specify the AIFS value in the
range 0-15 microseconds.

u  TXOP Limit (Transmit Opportunity Limit) — The maximum time an AC
transmit queue has access to the wireless medium. When an AC queue is
granted a transmit opportunity, it can transmit data for a time up to the
TXOP Limit. This data bursting greatly improves the efficiency for high data-
rate traffic. Specify a value in the range 0-8192 microseconds.
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Idle Timeout (sec) — The AP disconnects a client when there is no activity for
the configured amount of time. (Default: 300 seconds; Range: 60-60000
seconds)

Beacon Interval — The rate at which beacon signals are transmitted from the
access point. The beacon signals allow wireless clients to maintain contact with
the access point. They also carry power-management and other information.

(Range: 100-1024 TUs; Default: 100 TUs)

Target Wake Time — In 802.11ax (Wi-Fi 6) mode, the AP can allow clients to
request a specific Target-Wakeup Time (TWT) to transmit or receive frames,
rather than rely on periodic beacons. This feature enables client devices to
have much longer sleep states and results in significant power savings. In
addition, the AP can control and schedule client TWTs to both manage

contention in the network and accommodate delay-sensitive traffic. (Default:
Disabled)

BSS coloring — In 802.11ax (Wi-Fi 6) mode, BSS coloring allows nearby APs
operating at the same frequency to identify traffic belonging to their own Basic
Service Set (BSS). The BSS coloring enables Wi-Fi 6 networks to operate more
efficiently in high-density environments where neighboring AP and client

transmissions overlap. Assign a color value (a number from 1 to 63) to identify

the radio BSS, or enter value 64 to allow the AP to randomly select a color
value. (Range: 1-63, 64 random, Default: 64)

Multicast/Broadcast Rate — Allows a limit to be placed on the wireless
bandwidth consumed by multicast and broadcast packets.

Radio 6 GHz — Options: 6M, 9M, 12M, 18M, 24M, 36M, 48M, 54M;
Default: 6M

Radio 5 GHz — Options: 6M, 9M, 12M, 18M, 24M, 36M, 48M, 54M;
Default: 6M

Radio 2.4 GHz — Options: 5.5M, 6M, 9M, T1M, 12M, 18M, 24M,
36M, 48M, 54M; Default: 5.5M

Tx Power — Adjusts the maximum power of the radio signals transmitted from
the access point. The higher the transmission power, the farther the
transmission range. Power selection is not just a trade off between coverage
area and maximum supported clients. You also have to ensure that high-power
signals do not interfere with the operation of other radio devices in the service
area. (The range of power settings and defaults are dependent on the AP
model and the Regulatory Country setting.)

OFDMA — The 802.11ax (Wi-Fi 6) mode supports Orthogonal Frequency
Division Multiple Access (OFDMA) and this cannot be disabled.

DFS — This field is available only if the selected radio mode operates in the
5 GHz frequency.
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For radios in the 5 GHz band, When DFS support is on and the regulatory
domain requires radar detection on the channel, the Dynamic Frequency
Selection (DFS) and Transmit Power Control (TPC) features of 802.11h are
activated. The default is Off.

DFS is a mechanism that requires wireless devices to share spectrum and avoid
cochannel operation with radar systems in the 5 GHz band. DFS requirements
vary based on the regulatory domain, which is determined by the country code
sefting of the AP. (Default: Enabled)

System Settings

iBeacon

Click the “System Settings” tab to configure Device-level features.

The AP supports the iBeacon standard based on Bluetooth Low Energy (BLE).
Devices with BLE Beacons can provide location-based services to BLE clients, such
as phones, that can recognize the beacon advertisements, extract the provided
information, and then take actions based on the content.

Figure 235: Device iBeacon Settings

IBEACON

Enable ® 9

BLE Scan BLE SCAN

uuio e2c56db3 - dffo - 48d2 - b0&0 - d0f5a71096e0
2

Major 21395 D

Minor 100 L

Tx Power D
5dbm v 2

The following items are displayed on this page:
®  Enable — Enables iBeacon support on the AP. (Default: Enabled)

®  BLE Scan — (EAP101 and EAP104 only) Scans for all BLE devices, including

these four types: EddyStone-UID, EddyStone-URL, EddyStone-TLM, and
ibeacon.

®  UUID — The iBeacon Universally Unique Identifier that advertises the beacon
service. The UUID contains 32 hexadecimal digits in five groups, separated by

hyphens.

®  Major — The iBeacon value that is used to identify a beacon group.
(Range: 0-65535)
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Minor — The iBeacon value that is used to identify individual beacons within a

group. (Range: 0-65535)

Tx Power — Sets the BLE radio transmit power (supported only on EAP101 and
EAP104). (Range: 5 dBm to -20 dBm; Default: 5 dBm)

- 236 -



MetroLing Device
Configuration

This chapter describes configuration settings for MetrolLing units at the Device level.
It includes the following sections:

B “Metroling Configuration” on page 238
m  “Wireless SSID” on page 238

®m  “Radio Settings” on page 239

B “QoS Settings” on page 248

m  “Traffic Control” on page 249

m  “Using the LingPath Tool” on page 250
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MetrolLing Configuration

Metroling devices that support 2.4 GHz and 5 GHz bands can inherit
configuration settings from the Site level for these radio interfaces. The 60 GHz
radio settings cannot be inherited from the Site level and must be configured at the

Device level.

This section covers Device-level configuration for Metroling devices, including
specific settings not available at the Site level. For general Device-level setftings, see
“WiFi 5 Device Configuration” on page 217.

Figure 236: Metrolinq Device Dashboard
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Inherit site settings x e &
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Hostname ml|2-5-accton-master 4
Created on 2017-11-28 11:04 (2 years ago)
%, Configuration i
Last contact 2019-11-19 16:24 (a minute ago) =
Uptime 4 Days 23 hours 43 minutes 30 seconds EU}\}
System time Tue Nov 19 08:31:59 2019
WAN IP 192,168 6
2 0’96 %0
CPU utilization 58% &Q‘ S +
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Memory usage Used: 83MB (rotal 443MB) \*_\&‘ mq .
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Google Mapdets @2010 Google  Terms ofUse  Report & map emar
WIRELESS STATUS
+ 5 GHz Radio & 1\ IgniteNetd-1-5G-Backup 60 GHz Radio &1 Ignitenett 1
Operational mode Access Point (Autoe-WDS) Operational mode Master
Local MAC 28:76:10:0C:35:3D Security Cpen
Tx Power 23 dBm Local MAC 28:76:10:0C:3C:26
Channel 153 (5.765 GHz) @ 20 MHz Tx Power 14 dBm
Channel 4.5 (65.88 GHz) @ 2160 MHz

Wireless SSID

The Metroling devices support a 60 GHz radio, and often include 5 GHz and

2.4 GHz radios. SSIDs can only be configured for the 5 GHz and 2.4 GHz radios
from the Wireless SSID page. The 60 GHz radio supports only one SSID and it must
be configured on the Radio Settings page.

In cases where the 5 GHz radio is configured as a backup to the 60 GHz radio, the
SSID must also be configured on the Radio Settings page.
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For details on configuring Wi-Fi access SSIDs, see “Wireless SSID Configuration”
on page 117.

Figure 237: Metrolinq Device Dashboard

Attention ¥} The 5 GHz radio is in client mode. 551Ds on this radio will not be used

SSID LIST + ADD SSID

DATA

ORIGIN SSID RADIOS VLAN SECURITY ENCRYPTION KEY STATE ACTIONS
IgniteNet3-1 eoaHz S0 60 GHz nia off nia @ enabled H
IgniteNet-2.4G 2.4 GHz off Off n/a @ Enabled H

Radio Settings

Click the “Radio Settings” tab to configure 60 GHz, 5 GHz, and 2.4 GHz radio
settings.

Figure 238: Metrolinq Device 5 GHz Radio Settings

GLOBAL SETTINGS

Country United States ~

WIRELESS 5 GHZ

GENERAL RADIO SETTINGS

Enable Radio

Operation Mode Access Point (Auto-WD5) R

PHYSICAL RADIO SETTINGS

Channel Bandwidth 20MHz 4
Channel Auto (all channels)
EDIT CHANNEL LIST
Tx Power I:‘
20 dBm (100 mW) |~
Multicast Enhancement ®

Global Settings The following items are displayed on this page section:

m  Country — The Metroling device regulatory setting.
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The Metroling’s country code must be correctly set to be sure that the radios
operate according to permitted local regulations. That is, setting the country
code restricts operation of the Metroling to the radio channels and transmit
power levels permitted for wireless networks in the specified country.

Wireless 5 GHz General Radio Settings

Enable Radio — Enables or disables the wireless service on the 5 GHz

interface. Note that the 5 GHz radio can be configured to operate as a backup
link for the 60 GHz radio.

Operation Mode — Selects the mode in which the 5 GHz radio will function.

Access Point (Auto-WDS) — The 5 GHz radio operates as an access
point in WDS mode, which accepts connections from APs in Client WDS
mode. (This is the default setting.)

In this mode, the 5 GHz radio provides services to clients as a normal
access point. WDS is used to automatically search for and connect to other
AP nodes using the same SSID and security settings.

Client WDS — Sets the 5 GHz radio to only operate as the backup
wireless bridge client in a point-to-point wireless link between two
Metroling units.

Site Survey — Click the button to scan for other Wi-Fi devices at the device
location.

Client Mode Settings (when Client WDS mode selected)

SSID —Input a unique name for the service set identifier of the 5 GHz
interface. Metroling units at each end of a point-to-point backup link must be
set to the same SSID. (Range: 1—32 characters)

Lock to BSSID — Enter the MAC address of the Master unit in the link to lock
the Client radio to only that unit.

Encryption — Sets the wireless security method for the 5 GHz interface. When
disabled, there is no security on the wireless link. When enabled, Metroling
units in the point-to-point backup link use WPA2 security with a pre-shared key
for authentication and encryption. (Default: Disabled)

Encryption Cipher — Sets the encryption cipher to use for the WPA2 pre-
shared key.

CCMP (AES) — AES-CCMP is the standard encryption cipher required
for WPA2. (This is the default setting.)

Auto: TKIP + CCMP (AES) — The encryption method used is
discovered during association with the link partner.
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»m  Key — Sets the WPA2 pre-shared key to use for encryption.

Physical Radio Settings

®  Channel Bandwidth — The basic Wi-Fi channel bandwidth is 20 MHz, but by
bonding channels together to create 40 MHz or 80 MHz channels, higher data
transmission rate can be achieved. However, selecting larger channel

bandwidths reduces the number a radio channels available. (Options: 20, 40,
and 80 MHz; Default: 80 MHz)

®  Channel — The radio channel that the access point uses to communicate with
wireless clients. The available channels are dependent on the radio, Channel
Bandwidth, and Regulatory Country settings. You can also click the “Edit
Channel List” button to select specific available channels to use.

Selecting Auto enables the access point to automatically select an unoccupied
radio channel. (Default: Auto)

Figure 239: 5 GHz Radio Channels
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®  Tx Power — Adjusts the maximum power of the radio signals transmitted from
the access point. The higher the transmission power, the farther the
transmission range. Power selection is not just a trade off between coverage
area and maximum supported clients. You also have to ensure that high-power
signals do not interfere with the operation of other radio devices in the service
area. (The range of power setftings and defaults are dependent on the AP
model and the Regulatory Country setting.)

B Multicast Enhancement — This feature translates multicast packets to unicast
packets before forwarding to clients, which results in more stable and faster
transmissions. If poor multicast streaming is experienced by wireless clients,
enable this feature to improve performance. (Not available when the 5 GHz
radio is set to Client WDS mode.)

_ 241 -



Chapter 10 | Metroling Device Configuration

Radio Settings

Wireless 2.4 GHz Figure 240: MetroLing Device 2.4 GHz Radio Settings

WIRELESS 2.4 GHZ

GENERAL RADIO SETTINGS

Enable Radio

PHYSICAL RADIO SETTINGS

Channel Bandwidth 20MHz v

Channel Auto (all channels)

EDIT CHANMNEL LIST

Tx Power D

20 dBm (100 mW) |+

Multicast Enhancement ®

The following items are displayed on this page section:

B Enable Radio — Enables or disables the wireless service on the 2.4 GHz

interface.

Site Survey — Click the button to scan for other Wi-Fi devices at the device
location.

Channel Bandwidth — The basic Wi-Fi channel bandwidth is 20 MHz, but by
bonding channels together to create 40 MHz or 80 MHz channels, higher data
transmission rate can be achieved. However, selecting larger channel
bandwidths reduces the number a radio channels available. (Options: 20 and
40 MHz; Default: 20 MHz)

Channel — The radio channel that the access point uses to communicate with
wireless clients. The available channels are dependent on the radio, Channel
Bandwidth, and Regulatory Country setftings. You can also click the “Edit
Channel List” button to select specific available channels to use.
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Selecting Auto enables the access point to automatically select an unoccupied
radio channel. (Default: Auto)

Figure 241: 2.4 GHz Radio Channels
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®m  Tx Power — Adjusts the maximum power of the radio signals transmitted from
the access point. The higher the transmission power, the farther the
transmission range. Power selection is not just a trade off between coverage
area and maximum supported clients. You also have to ensure that high-power
signals do not interfere with the operation of other radio devices in the service
area. (The range of power settings and defaults are dependent on the AP
model and the Regulatory Country setting.)

®  Multicast Enhancement — This feature translates multicast packets to unicast
packets before forwarding to clients, which results in more stable and faster
transmissions. If poor multicast streaming is experienced by wireless clients,
enable this feature to improve performance.
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Wireless 60 GHz Figure 242: Metroling Device 60 GHz Radio Settings

WIRELESS 60 GHZ

GENERAL RADIO SETTINGS CLIENT MODE SETTINGS
Enable Radio L SSID IgniteNet1-1
Operation Mode Client ~ Lock to BSSID
5 GHz backup Encrypticn o
Key  ssessssssssssssss ®

BACKUP 5SID (5 GHZ)
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Broadcast S5ID

Encryption

PHYSICAL RADIO SETTINGS

MCS Rate Auto ¥
Channel Bandwidth 2160MHz N
Channel 1(58.320 GHz) ~
Tx Power

AMPDU '

IGMP Snooping

Radio beamwidth 120 degrees ~

DB5C

General Radio The following items are displayed on this page section:

Settings
® Enable Radio — Enables the wireless service on the 60 GHz interface.

®m  Operation Mode — Selects the mode in which the 60 GHz interface will
function.

®  Master — Sets the 60 GHz interface as the Master in a point-to-point or
point-to-multi-point wireless link between two or more Metroling units.
Metroling wireless links require one unit set as Master and the other(s) set
to Client. Links to non-Edgecore devices are not supported.

m  Client — Sets the 60 GHz interface as a client in a point-to-point wireless
link between two Metroling units.

® 5 GHz backup — Configures the 5 GHz interface to function as a backup to
the 60 GHz radio link. Should the 60 GHz link fail, the 5 GHz link is enabled

_ 244 _



Chapter 10 | Metroling Device Configuration
Radio Settings

to maintain connectivity. The 5 GHz backup can only be configured when the
60 GHz interface is set to Master mode. (Default: Disabled)

Wireless Networks (60 GHz radio set to Master mode)

SSID —Input a unique name for the service set identifier of the 60 GHz
interface. Metroling units at each end of a point-to-point link must be set to the
same SSID. (Range: 1—32 characters)

Encryption — Sets the wireless security method for the 60 GHz interface.
When disabled, there is no security on the wireless link. When enabled,
MetroLing units in the point-to-point link use WPA2 security with a pre-shared
key for authentication and encryption. (Default: Disabled)

Key — Sets the WPA2 pre-shared key to use for encryption.

Client Mode Settings (60 GHz radio set to Client mode)

SSID —Input a unique name for the service set identifier of the 60 GHz
interface. Metroling units at each end of a point-to-point link must be set to the
same SSID. (Range: 1—32 characters)

Lock to BSSID — Enter the MAC address of the Master unit in the link to lock
the Client radio to only that unit.

Encryption — Sets the wireless security method for the 60 GHz interface.
When disabled, there is no security on the wireless link. When enabled,
Metroling units in the point-to-point link use WPA2 security with a pre-shared
key for authentication and encryption. (Default: Disabled)

Key — Sets the WPA2 pre-shared key to use for encryption.

Backup SSID (5 GHz)

SSID —Input a unique name for the service set identifier of the backup 5 GHz
interface. Metroling units at each end of a point-to-point link must be set to the
same 5 GHz backup SSID. (Range: 1—32 characters)

Broadcast SSID — Enables or disables sending the configured SSID in beacon
messages. (Default: Enabled)

Encryption — Sets the wireless security method for the 60 GHz interface.
When disabled, there is no security on the wireless link. When enabled,
Metroling units in the point-to-point link use WPA2 security with a pre-shared
key for authentication and encryption. (Default: Disabled)

Encryption Cipher — Sets the encryption cipher to use for the WPA2 pre-
shared key.

CCMP (AES) — AES-CCMP is the standard encryption cipher required
for WPA2. (This is the default setting.)
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»  Auto: TKIP + CCMP (AES) — The encryption method used is
discovered during association with the link partner.

»m  Key — Sets the WPA2 pre-shared key to use for encryption.

Physical Radio Settings

MCS Rate — The modulation and coding scheme used to set the data rate at
which the Metroling transmits packets on the 60 GHz interface. A setting of
“Auto” sets the rate depending on the signal strength.

Channel Bandwidth — For the 60 GHz radio, a channel bandwidth of
2160 MHz or 1080 MHz can be selected. (Default: 2160 MHz)

Channel — The radio channel that the Metroling uses to communicate on the
60 GHz interface. The available channels are dependent on the radio,
Channel Bandwidth, and Regulatory Country settings.

Figure 243: 60 GHz Radio Channels
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Tx Power — Adjusts the maximum power of the radio signals transmitted on
the 60 GHz interface. The higher the transmission power, the farther the
transmission range and higher the data rate. (The range of power settings and
defaults are dependent on the AP model and the Regulatory Country setting.)

AMPDU — Enables or disables the use of Aggregated MAC Protocol Data
Units. Physical layer (PHY) data rate improvements do not increase real
throughput beyond a point because of 802.11 protocol overheads. The main
media access control feature that provides a performance improvement is
aggregation. Aggregation of MAC protocol data units (MPDUs) is referred to as
MPDU aggregation or (A-MPDU). (Default: Enabled)

Client Isolation — When enabled, wireless clients can talk to the LAN, and
reach the Internet if such connection is available, but they cannot communicate

with one another. (Default Off)

IGMP Snooping — Enables IGMP snooping to manage and filter multicast
streams over the 60 GHz interface.
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m  RSSI based failover —When enabled and the Received Signal Strength
Indicator (RSSI) of the 60 GHz link falls below the “RSSI failover limit,” the link
will failover to the 5 GHz backup link. (Default:-65, Range: -95 to -25)

Settings for MetrolLing 60 LW, 2.5-60-18-BF, 10G Tri-Band Omni

Figure 244: Metrolinq Radio Beamwidth
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® Radio beamwidth — Sets the sector antenna beamwidth for the Metroling 60
LW, 2.5-60-18-BF, and 10G Tri-Band Omni. The narrower the beamwidth, the
more directional the signal, and higher the antenna gain. (Options: 10, 30,
60, 90, 120 degrees; Default: 120 degrees)

m DBSC — Enable Directional Beam Scan and Connect (DBSC) to address the
limitation where phased array antennas only use a quasi-omni single
directional beam to perform a wide area scanning. The lower gain of a quasi-
omni beam limits the maximum distance at which connections can be
established and traffic maintained. Enabling DBSC resolves the lower gain
issue by using directed beams when scanning. (Default: Disabled)
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QoS Settings

The QoS (Quality of Service) Settings tab enables specific VLANs to be assigned as
high priority traffic, where the data packets are tagged as high priority and are
transmitted before other packets.

The Metroling interfaces have three priority queues; one for control messages, one
for high priority traffic, and one for all other traffic. Packets tagged with an

I[EEE 802.1p priority of 4 to 7, or IP/TOS priority of 4 to 7, are classified as high
priority and placed into the high priority queue by default.

On the QoS Settings page, you can also configure up to five VLANs as high priority
traffic. That is, any data frame with one of the VLAN IDs will be classified as high
priority and put in the high priority queue.

Figure 245: MetroLing QoS Settings

QOS SETTINGS

VLAN id #1 0
VLAN id #2 0
VLAN id #3 0
VLAN id #4 0
VLAN id #5 0
IPTV Video Stream ®

The following items are displayed on this page:

®  VLAN id #1-#5 — Configures a VLAN ID as high priority traffic. All five
VLANs have the same equal priority. (Range: 1-4094, 0 means disabled)

® IPTV Video Stream — When enabled, causes all multicast frames to be

classified as high priority, improving performance for IPTV streams.
(Default: Disabled)
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Traffic Control

Use the Traffic Control settings to limit the uplink and downlink bandwidth for
specified devices. First create Traffic Profiles that specify the uplink and downlink
bandwidth limits, and then bind the profiles to specific device MAC addresses.

Click the “Add Profile” button to add a new profile. Give the profile a name and
specify the bandwidth limits.

To bind a profile to a MAC address, click the “Add Control” button, enter a device
MAC address, and then select the profile name form the pull-down list.

Figure 246: Metrolinqg Traffic Control Settings
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Showing 0 to 0 of 0 entries

DOWNLINK (MBPS)

4]

UPLINK (MBPS) ACTIONS

0
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The following items are displayed on this page:

®  Traffic Control Enable — Enables the configured traffic control settings.

(Default: Disabled)

®  Traffic Profile — Configure the required profiles.

»  Profile — Specify a name that describes the profile.

»  Download (Mbps) — Sets the maximum downlink rate to a value between

0 and 1000 Mbps. (Default: 0)

»  Upload (Mbps) — Sets the maximum uplink rate to a value between 0 and

1000 Mbps. (Default: 0)
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® Traffic Control — Binds the Traffic Profiles to MAC addresses.

= MAC — Device MAC address.

m Profile — Configured profile name.

Using the LingPath Tool

The Edgecore LingPath™ tool can be used to estimate the maximum distance and
signal levels you can expect on a Metroling connection given the specified
parameters. Statistical rain fade calculations are included using the ITU rain model.

The LingPath™ tool is available with a free ecCLOUD account. You can access
LingPath by clicking the icon in the top navigation menu.

Specify the planned link details in the LingBudget section, and then view the results
and RSSI graph to be sure it meets your required link performance.

You can save your LingPath calculations using the “Save Results” button. Up to 10
link results can be saved in your LingPath history.

Figure 247: MetrolLinq LingPath Settings

ecCLOUD) o TestCloud » LingPath E i d ‘ Teoend T e .
pewered by et

LingPath -
Choose a Site... -
LingProfile LingCoverage
28 Dashboard
[] Devices v
Lianudget SAVE RESULTS ~ BROWSE SAVED LINKS
E Activity

Set Link Parameters

The ecCLOUD LingPath tool can be used to estimate the maximum distance and signal levels you can expecton a
Metroling connection given the parameters specified below.
En Site management

Category

@ User management ML -
® Add-ons Master Client
ML2.5-60-35 (suggested) ¥ ML2.5-60-35 (suggested) ¥
Licenses & Billing Target Distance Step Channel Channel Width
1000 meters 100 meter 4 hd 2.16 GHz b f
= Properties
Tx Power 1TU Rain Zone Rain Rate
14 dBm - E - 6 mm/hr ITU rain predictions for zone E

The following items are displayed on this page section:
®  Master — The Metroling model that will be used as the PTP or PTMP master.

®m  Client — The Metroling model that will be used as the PTP or PTMP client.
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Target Distance — The intended distance of the link.

Step — Distance intervals for assessing expected link performance at various
distances up to the target distance. (Default: 10% of Target Distance)

Channel — The radio channel that the link will operate on.

Channel Width — The configured radio channel width.

Tx Power — The transmit power that will be configured for the Metroling
60 GHz radio.

ITU Rain Zone — The ITU rain zone in which the link will operate. A map
highlighting the various rain regions are provided by the LingPath tool.

Rain Rate — The predicted ITU rain rate (mm per hour) for the specified zone.

Figure 248: MetrolLing LingBudget Results

Results

Expected RSSI

Expected RSSI

(bias +10%)

Expected RSS| with rain

(bias £10%)

Expected MCS & Data Rate for distance steps

Step (m) RSSI (dBm) MCS Data Rate*1 Availability (%)
100 -13.6 12 99.99
200 -20.5 12 9969
300 -24.9 12 99:99
400 -283 12 9999
500 -31.2 12 99.99
600 =336 12 99:99
700 -35.9 12 99:99
800 -37.9 12 9969
*1 Limited by Ethernet port speed.
900 -39.9 12 99.99 * Availability: Connection availability based on ITU rain prediction model.
* Actual field results may vary.
L2 e 12 2E2B * All results are assuming LOS and no Fresnel zone obstacles.
Expected Distance Limit (meters)
Data Rate No Rain With Rain
1Gbps 2650m 2065 m
2Gbps 2410m 1890 m
* Actual field results may vary.
3Gbps 1SR 1550 * All results are assuming LOS and no Fresnel zone obstacles.
The following items are displayed on this page section:
m  Expected RSSI — Shows the expected RSSI of the link based on the distance
provided in the Target Distance input box.
®  Expected RSSI with rain — Shows the expected RSSI of the link when it is

raining based on the distance provided in the Target Distance input box.
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m  Expected MCS & Data Rate for distance steps (Only supports MLTG
products) — Shows the expected RSSI, MCS values and corresponding Data
Rates at each step interval up to the set target distance.

»  Data Rate — Expected data rate, limited by Ethernet port speed.

#  Availability — Connection availability based on the ITU rain prediction
model.

u  Expected Distance Limit — Shows the expected maximum distance at which a
link with the selected Metroling models can achieve 3 Gbps, 2 Gbps, and
1 Gbps throughput. The “With Rain” values include the statistical rain fade
considerations calculated using the ITU Rain Zone and Rain Rate settings.

RSSI vs. Distance LingPath also produces a graph of the Expected RSSI versus distance. The purple

Graph “No Rain” line indicates the expected RSSI without rain. The blue “With Rain” line
indicates the expected RSSI that should be exceeded by the percentage of time
selected in the “60 GHz Rain Reliability” drop-down menu. The 1 Gbps, 2 Gbps,
and 3 Gbps lines show the RSSI levels at which each data rate can be achieved.

Figure 249: Metrolinqg LinqPath Expected RSSI Graph
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Terragraph Device
Configuration

This chapter describes configuration settings for Terragraph MLTG-CN units at the
Device level. It includes the following sections:

“Terragraph Configuration” on page 254
“General Networking Settings” on page 255
“Radio Settings” on page 257

“System Settings” on page 259
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Terragraph Configuration

This section covers Device-level configuration for Terragraph MLTG-CN devices,
including specific settings not available at the Site level.

Figure 250: Terragraph Device Dashboard
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General Networking Settings

Click the “General Networking” tab to configure management port and LAN port

settings.

Figure 251: Terragraph Device General Networking
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The following items are displayed on this page:

PoE Port

m  POE Port Role — Selects the function of the Uplink Port (PoE port). This port
functions as a dedicated management port by default. The role can be
changed to “Bridged with LAN port” so that the port functions as a LAN port.

Management Port Settings

®m |IP Address Mode — Sets the method used to provide an IP address for the
Internet access port. (Default: DHCP; Options: DHCP, static IP)

m  Fallback IP — The IPv4 address used when a DHCP server is unavailable.
(Default: 192.168.1.20)

B  Fallback Netmask — The subnet mask used for the Fallback IP address.
(Default: 255.255.255.0)
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LAN Port Settings

IP Address Mode — Configures the LAN interface to be in static IP mode or
DHCP mode. In DHCP mode, a DCHP request is broadcast to the Layer 2
network when the network behavior is set to Layer 2 Bridge. When the network
behavior is set to VXLAN, a DHCP request is sent to the core network via the
VXLAN tunnel.

IP Address — The static IP address when the IP Address Mode is “Static IP.”
Subnet Mask — The subnet mask when the IP Address Mode is “Static IP.”

Default Gateway — The IPv4 address of the default gateway, which is used if
the requested destination address is not on the local subnet.

DNS Entries — Allows clients to access the web interface through the specified
domain from a local network.

Mgmt VLAN — Select this option to enable a management VLAN on site
devices. Once you enable this option, you will no longer be able to access
devices on any of the built-in the local networks (for example, 192.168.2.1).
You will only be able to access devices from the specified VLAN network. If a
device’s IP mode is set to DHCP, it will also request a new IP address in the
subnet range assigned to the VLAN network.
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Radio Settings

Click the “Radio Settings” tab to configure the operation mode and security.

Figure 252: Terragraph Device Radio Settings

QOPERATION MODE
Mode Base Station Mode v
CHANNEL
Channel 4 w
SECURITY
Security WPAZ-PSIK v
PASSWORD
Password shsssene [ ]
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® A4 db: .
[ ] 14:44:8f:24:b0:04 DELETE

The following items are displayed on this page:
Operation Mode
B  Mode — For firmware versions before 1.4.2:
= Client Mode (Terragraph Mode) — Allows a connection to a Terragraph
DN device. In this mode, the client passively waits for a DN device to
connect.
u  Client Mode (Point-to-point Mode) — Allows a connection to a Base
Station Mode CN device. In this mode, the client passively waits for a Base
Station Mode CN to connect.
» Base Station Mode — Allows links to be created to client mode (Point-to-
point Mode) CN devices. For MLTG-CN units, up to 15 links can be
created. For MLTG-CN LR units, only one link can be created.

B Mode — For firmware versions after 1.5.0:

» Client Mode — Allows connections to DN or Base Station Mode CN
devices. In this mode, the client passively waits for a connection.
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Base Station Mode — Allows links to be created to client mode (Point-to-
point Mode) CN devices. For MLTG-CN units, up to 15 links can be
created. For MLTG-CN LR units, only one link can be created.

Channel

Channel — In Base Station Mode, you can select the working channel (1 to 4)
for a link.

Security

Security — The security method used for the link. In the current version, only

WPA2-PSK is supported.
Password
Password — Configures the password for WPA2-PSK.

Radio Configuration

In Base Station Mode, click “ADD RULE” and enter the 60GHz radio MAC address
of the another MLTG-CN device. Alternatively, click “SCAN” to find and select
MAC addresses of other MLTG-CN devices.
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System Settings

Click the “System Settings” tab to configure general settings, NTP, SNMP, and
syslog.

Figure 253: Terragraph Device System Settings
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The following items are displayed on this page:

General Settings

® Timezone — To display a time corresponding to your local time, choose one
of the predefined time zones from the pull-down list.

®  Number of boot retires for switching bootbank — The maximum number
of bootup retries before switching to the next boot bank. (Range: 1-254;
Default: 5)

®  Number of boot retires for factory reset — The maximum number of
bootup retries before reset device to default. (Range: 1-254; Default: 3)

Network Time (NTP)

Network Time Protocol (NTP) allows the device to set its internal clock based on
periodic updates from a time server. The device acts as an NTP client, periodically
sending time synchronization requests to specified time servers. The device will
attempt to poll each server in the configured sequence to receive a time update.

m  NTP Servers — Enter IP addresses of NTP servers.
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SNMP

The Simple Network Management Protocol (SNMP) is designed specifically for
managing devices on a network. It is typically used to configure devices for proper
operation in a network environment, as well as to monitor them to evaluate
performance or detect potential problems.

SNMP Server — Enables or disables SNMP.

Write Community — A text string that acts like a password and permits access
through SNMP protocol version 2. This community string verifies the access of
IPv4 users.

IPv6 Write Community — A text string that acts like a password and permits
access through SNMP protocol version 2. This community string verifies the
access of IPvé users.

Remote Syslog

The device allows you to control the logging of error messages, including the type
of events that are recorded and configure logging fo a remote System Log (syslog)
server or other management stations.

Server Size — Specifies the available memory used for logging of error
messages. (Default: 64 KiB)

Server IP — Specifies the IPv4 or IPvé address of a remote server which will be
sent syslog messages.

Server Port — Specifies the UDP port number used by the remote server.
(Range: 1-65535; Default: 514)

Log Level — Use the menu to select the severity of the logs to print to the
console. Logs with the severity level you select and all logs of greater severity
print. For example, if you select Error, the logged messages include Error,
Critical, Alert, and Emergency. The default severity level is Debug(7). The
severity can be one of the following levels:

Table 3: Logging Levels

Level Severity Name Description

7 Debug Debugging messages

6 Informational Informational messages only

5 Notice Normal but significant condition, such as cold start

4 Warning Warning conditions (e.g., return false, unexpected
return)

3 Error Error conditions (e.g., invalid input, default used)

* There are only Level 2, 5 and 6 error messages for the current firmware release.
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Table 3: Logging Levels (Continued)

Level Severity Name Description

2 Critical Critical conditions (e.g., memory allocation, or free
memory error - resource exhausted)

1 Alert Immediate action needed

0 Emergency System unusable

* There are only Level 2, 5 and 6 error messages for the current firmware release.

SNMP V3 User

SNMP protocol version 3 provides secure access by account authentication and
data encryption. The SNMP v3 user list can be defined with the following items.

Name — The user name used to access the SNMP service.

Access Auth. — Select the access permission as “Read Only” or “Write.”
Auth. Type — Select the hash algorithm for authentication.

Auth. Pwd. — Configure the password for authentication.

Encryption Type — Select the encryption algorithm for data packets.

Encryption Pwd — Configure the password for data encryption.
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Switch Device Configuration

This chapter describes configuration settings for switches at the Device level. It
includes the following sections:

“Switch Configuration” on page 264

“Port Configuration” on page 265

“VLAN Configuration” on page 267

“Configuring Name Servers” on page 269
“Configuring Static IP Routes” on page 269
“Configuring Port Rate Limiting (QoS)” on page 270
“STP Configuration” on page 271

“Port Security Configuration” on page 271
“Configuring 802.1X Port Authentication” on page 272
“ACL Configuration” on page 274

“Configuring Switch Services” on page 276
“Configuring Port Mirroring” on page 277
“Configuring Local Logins” on page 278
“Configuring System Settings” on page 278

“Configuring Login Authentication” on page 279
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Switch Configuration

Edgecore switch devices can only inherit Site Port Security settings from the Site
level. Other settings must be configured at the Device level.

This section covers Device-level configuration for switch devices. ecCLOUD
supports switch management for the following Edgecore models.

ECS2100-10P, ECS2100-10T, ECS2100-28P, ECS2100-28T, ECS2100-28PP,
ECS2100-52T

ECS4100-12T, ECS4100-12PH, ECS4100-28P, ECS4100-28T, ECS4100-52P

ECS4120-28Fv2, ECS4120-28Fv2-1, ECS4120-28T, ECS4120-52T

Note: This chapter provides an example of switch configuration available from
ecCLOUD. For complete feature support and configuration, refer to the Web
Management Guide and CLI Reference Guide for the specific switch model, which
can be obtained from www.edgecore.com.

Figure 254: Switch Device Dashboard

Edgecore 10-Port g s =
Main Campus - CONNECTED REBOCT UPGRADE FIRMWARE & & ONLINE A0

B addcote

% Dashboard

Wi Ports DEVICE INFORMATION
B Rty site | Sites Main Campus Google Map -
Firmware 12229
Main MAC address 3C:2C:99:C4:D9:46 Map Satellite
Serial Number EC1821000453
Model ECS2100-10T (2]
Configuration state @
Inherit site settings v
Bootbank 0 1—)
Hostname ecs2100-10t - ;;.\
Created on 2020-10-13 15:58 (a month ago) '
Last contact 2020-11-26 11:35 (2 minute ago)
Uptime 42 Days 18 hours @ minutes 26 seconds
System time Thu Nov 26 03:39:42 2020 +
WAN 1P 0.28.224.82 o
CPU utilization 17% G I
Memory usage Used: 48ME (total 219MB) RETE Baap deks ce el O
PORT STATUS SUMMARY
HD
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Port Configuration

The switch configuration Ports tab provides access to basic port settings.

Click the EDIT button to enable/disable a port interface, set auto-negotiation and
the interface capabilities to advertise, or manually fix the speed, duplex mode, and
flow control.

Figure 255: Switch Ports
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Ports

Selected: None

Port type: 1000BASE-T

Port  Name
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2
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8

Port type: 1000BASE SFP

Port  Name
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10

Enabled

@ Enabled

© Enabled

@ Enabled

@ Enabled

@ Enabled

@ Enabled

@ Enabled

@ Enabled

Enabled

@ Enabled

@ Enabled

Media Type

None

None

None

None

None

Nene

Nene

Nene

Media Type

None

None

Speed Duplex Actions
Auto EDIT
Auto EDIT
Auto EDIT
Auto EDIT
Auto EDIT
Auto EDIT
Auto EDIT
Aute EDIT
Speed Duplex Actions
Auto EDIT
Auto EDIT

Trunk Configuration Trunks are multiple links between devices that work as one virtual, aggregate link. A
port trunk offers a dramatic increase in bandwidth for network segments where
bottlenecks exist, as well as providing a fault-tolerant link between two devices.

When setting up a static trunk between switches, take note of the following points:

Finish configuring trunks before you connect the corresponding network cables
between switches to avoid creating a loop.

The ports at both ends of a connection must be configured as trunk ports.

When configuring static trunks on switches of different types, they must be
compatible with the Cisco EtherChannel standard.
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®  The ports at both ends of a trunk must be configured in an identical manner,
including speed, duplex mode, flow control, VLAN assignments, and CoS
settings.

Click the Trunk tab and then the ADD NEW TRUNK button to create a trunk
identifier.

Figure 256: Configuring a Trunk

Switch Configuration DISCARD v SAVE
Trunk >
Trunk D Ports Actions
3 il

Click the Port Trunk tab to add member ports to a static trunk. Click the EDIT button
to assign a trunk ID to a port.

Figure 257: Configuring Trunk Ports

Switch Configuration o

Port Trunk >

Selected: None

Port  Name Trunk ID LACP Actions

1 Disabled EDIT

2 Disabled EDIT

3 3 Disabled EDIT

4 3 Disabled EDIT

5 3 Disabled EDIT

LACP Trunks The Link Aggregation Control Protocol (LACP) enables dynamic trunks to be

created between two switches. LACP-configured ports automatically negotiate a
trunked link with LACP-configured ports on another device. You can configure any
number of ports on a switch as LACP, as long as they are not already configured as
part of a static trunk. If ports on another device are also configured as LACP, the
switch and the other device will negotiate a trunk link between them.

When setting up LACP trunks, take note of the following points:

®  To avoid creating a loop in the network, be sure you enable LACP before
connecting the ports, and also disconnect the ports before disabling LACP.

m  If the target switch has also enabled LACP on the connected ports, the trunk will
be activated automatically.
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A trunk formed with another switch using LACP will automatically be assigned
the next available trunk ID.

®  If more than the maximum number of ports attached to the same target switch
have LACP enabled, the additional ports are placed in standby mode, and will
only be enabled if one of the active links fails.

®m All ports on both ends of an LACP trunk must be configured for full duplex, and
auto-negotiation.

Figure 258: Configuring LACP Trunks
Port Trunk: port 2 v CONFIRM

Trunk ID

Enable LACP

VLAN Configuration

Adding VLAN Port
Members

Click the VLAN tab to create or remove VLAN groups, or set the administrative
status. To propagate information about VLAN groups used on this switch to external
network devices, you must specify a VLAN ID for each of these groups.

Click the ADD NEW VLAN button to create a new VLAN ID. You can also define a
VLAN as an Layer 3 interface, which must be configured before you can assign an
IP address to a VLAN.

Figure 259: Configuring VLANs
Switch Configuration o DISCARD “

Trunk Port Trunk E\,’\_AN Port VLAN Name Servers p Routes QoS sTP Port Security Port Auth ACL >

+ ADD NEW VLAN

VLANID Name Ports Enabled Layer Actions

1 DefaultVlan 1-10 @ Enabled L3 (1P i

100 VLAN100 1and7 @ Enabled L2 i

When creating and enabling VLANs for a switch, you must assign each port to the
VLAN group(s) in which it will participate. By default, all ports are assigned to
VLAN 1 as untagged ports. Add a port as a tagged port if you want it to carry traffic
for one or more VLANs, and any intermediate network devices or the host at the
other end of the connection supports VLANs. Then assign ports on the other VLAN-
aware network devices along the path that will carry this traffic to the same VLAN(s).
However, if you want a port on this switch to participate in one or more VLANs, but
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none of the intermediate network devices nor the host at the other end of the
connection supports VLANSs, then you should add this port to the VLAN as an
untagged port.

Note: ecCLOUD supports VLAN synchronization between APs and switches. When
VLAN tagging is enabled for an SSID, the configured VLAN ID is automatically
"pushed" by ecCLOUD to the attached switch port. This enables the VLAN-tagged
traffic from the AP to be accepted by the switch port and avoids any loss of
connectivity.

Click the Port VLAN tab to show port VLAN membership.

Figure 260: Configuring VLAN Port Members

Switch Configuration o DISCARD “

Trunk Port VLAN >

Selected: None

Port  Name Ingress filtering Accept frames Mode VLANs Actions

1 © Enabled All Hybrid 1and 100 EDIT

2 @ Enabled All Hybrid 1 EDIT

3 @ Enabled All Hybrid 1 EDIT

4 @ Enabled Al Hybrid 1 £

Click the EDIT button to configure the VLAN behavior for a specific port, including
the mode of operation (Hybrid or 1Q Trunk), the default VLAN identifier (PVID),
accepted frame types, and ingress filtering. Assign ports as tagged if they are
connected to 802.1Q VLAN compliant devices, or untagged they are not
connected to any VLAN-aware devices. Or, configure a port as forbidden to
prevent the switch from adding it to a VLAN.
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Figure 261: Configuring VLAN Port Settings

< CANCEL + CONFIRM

Port VLAN: port 3

~ General Settings

Mode Hybrid w0
PVID 1: DefaultVian ~
Accept frames All ~

Ingress filtering L ]

~ VLAN Membership

+ ADDTO VLANS...

VLAN Membership type

1: DefaultVian Tagged © Untagged Forbidden

Configuring Name Servers

Click the Name Servers tab to configure a list of name servers to be used for
dynamic DNS lookup. When more than one name server is specified, the servers
are queried in the specified sequence until a response is received, or the end of the
list is reached with no response.

Click the ADD NAME SERVER button and specify the IPv4 or IPvé address of a
domain name server to use for name-to-address resolution.

Figure 262: Configuring Name Servers

Switch Configuration o DISCARD SAVE
Trunk Port Trunk VLAN Port VLAN Name Servers b Routes QoS STP Port Security Port Auth ACL PortACL >
IP Address Actions
10.71.1.254 1
8888 H
10.2.36.1 H
10.2.36.2 H

Configuring Static IP Routes

Edgecore switches support IP routing and routing path management via static
routing definitions. When IP routing is functioning, a switch acts as a wire-speed
router, passing fraffic between VLANSs with different IP interfaces, and routing traffic
to external IP networks. However, when a switch is first booted, default routing can
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only forward traffic between local IP interfaces. As with all traditional routers, static
routing needs to be manually configured.

Static routes may be required to force the use of a specific route to a subnet. Static
routes do not automatically change in response to changes in network topology, so
you should only configure a small number of stable routes to ensure network

accessibility.

To enter static routes in the routing table, click the IP Routes tab and then the ADD
IP ROUTE button. Specify the destination IP Address and net mask, and the IP
address of the next router hop used for the route.

Figure 263: Configuring IP Routes

Switch Configuration

Trunk Poi

+ ADDIP ROUTE

Default
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tTrunk VLAN Port VLAN lame Servers Ip Routes
Next Hop Destination
10.28.224.1 0.0.0.0

(1] DISCARD

Port Security

Netmask

0.0.0.0

ACL >

Actions

Configuring Port Rate Limiting

(QoS)

Click the QoS tab to apply rate limiting to ingress or egress ports. This function
allows a network manager to control the maximum rate for traffic received or
transmitted on a port interface. Rate limiting is configured on interfaces at the edge
of a network to limit traffic into or out of the network.

Rate limiting can be applied to individual ports or trunks. When an interface is
configured with this feature, the traffic rate will be monitored by the switch

hardware to verify conformity. Non-conforming traffic is dropped, conforming
traffic is forwarded without any changes.

Click the EDIT button for a port interface to enable input or output rate limiting and
set the required rate limit.

Figure 264: Configuring Port Rate Limiting

Switch Configuration
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STP Configuration

The Spanning Tree Protocol (STP) can be used to detect and disable network loops,
and to provide backup links between switches, bridges or routers. This allows the
switch to interact with other bridging devices (that is, an STP-compliant switch,
bridge or router) in your network to ensure that only one route exists between any
two stations on the network, and provide backup links which automatically take
over when a primary link goes down.

Edgecore switches support three types of spanning tree protocol:

m  STP — Spanning Tree Protocol (IEEE 802.1D). (When this option is selected,
the switch will use RSTP set to STP forced-compatibility mode.)

m  RSTP — Rapid Spanning Tree (IEEE 802.1w).
B MSTP — Multiple Spanning Tree (IEEE 802.1s).
Click the STP tab and enable STP. Select the protocol and configure the bridge

priority, which is used in selecting the spanning tree root device (the network device
with the highest priority becomes the STP root device).

Note: For more information on STP configuration, refer to the Web Management
Guide and CLI Reference Guide for the specific switch model, which can be
obtained from www.edgecore.com.

Figure 265: Configuring STP
Switch Configuration o DISCARD “

Trunk Port Trunk VLAM Port VLAN Mame Servers p Routes QoS STP Port Securit; Part Auth AC >

GENERAL SETTINGS

Enable STP (]

Port Security Configuration

You can use Port Security to configure the maximum number of device MAC
addresses that can be learned by a switch port, stored in the address table, and
authorized to access the network.

When port security is enabled on a port, the switch stops learning new MAC
addresses on the specified port when it has reached a configured maximum
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number. Only incoming traffic with source addresses already stored in the address
table will be authorized to access the network through that port. If a device with an
unauthorized MAC address attempts to use the switch port, the intrusion will be
detected and the switch can automatically take action by disabling the port and
sending a trap message.

Click the Port Security tab and then the EDIT button for ports you want to configure.
Enable security for the port, set the action to take when an invalid address is
detected on a port, and set the maximum number of MAC addresses allowed on
the port.

Figure 266: Configuring Port Security
Switch Configuration o DISCARD “

Trunk Port Security >

Selected: None

Port  Name Security Max MACC...  Action Actions

1 Disabled 0 None EDIT

2 Disabled 0 None EDIT

3 Disabled 0 None EDIT

4 Disabled 0 None EDIT

Configuring 802.1X Port Authentication

The IEEE 802.1X (802.1X or dot1X) standard defines a port-based access control
procedure that prevents unauthorized access to a network by requiring users to first
submit credentials for authentication. Access to all switch ports in a network can be
centrally controlled from a server, which means that authorized users can use the
same credentials for authentication from any point within the network.

Click the Port Auth tab to configure 802.1X port settings for the switch as the local
authenticator. When 802.1X is enabled, you need to configure the parameters for
the authentication process that runs between the client and the switch (that is, the
authenticator), as well as the client identity lookup process that runs between the
switch and authentication server.

For information on authentication server configuration, see “Configuring Login
Authentication” on page 279.

Click the EDIT button for a port to configure the port authentication details.
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Figure 267: Configuring Port Authentication

Switch Configuration DISCARD
Trunk Port Trunk VLAN Port VLAN Name Servers p Routes Qe TP Port Security ;:'Dr[Auth‘ ACL >
Selected: None

Port  Name Operation Mode Control made Reauthentication Actions

1 Single host Force authorized Disabled EDIT

2 Single host Force authorized Disabled EDIT

3 Single host Force authorized Disabled EDIT

4 Single host Force authorized Disabled EDIT

When the switch functions as a local authenticator between supplicant devices
attached to a switch port and the authentication server, you need to configure the
parameters for the exchange of EAP messages between the authenticator and
clients on the Authenticator configuration page.

On the port authentication details page, set the port Control Mode to “Auto” to
enable authentication.

Figure 268: Configuring Port Authentication

Port Auth: port 2 v CONFIRM

Control mode Force authorized ~
Operation Mode Single host ~
Max requests 2

Quiet period 60 seconds

Tx period 30 seconds

Supplicant imeout 30 seconds

Enable reauthentication

Reauthentication period 3600 seconds

Intrusion action Block traffic ~

Note: For more information on port authentication configuration, refer to the Web
Management Guide and CLI Reference Guide for the specific switch model, which
can be obtained from www.edgecore.com.
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ACL Configuration

Access Control Lists (ACL) provide ingress packet filtering for IPv4/IPvé frames
(based on address, protocol, Layer 4 protocol port number or TCP control code),
IPvé frames (based on address, DSCP traffic class), or any frames (based on MAC
address or Ethernet type). To filter incoming packets, first create an access list, add
the required rules, and then bind the list to a specific port.

An ACL is a sequential list of permit or deny conditions that apply to IP addresses,
MAC addresses, or other more specific criteria. The switch tests ingress packets
against the conditions in an ACL one by one. A packet will be accepted as soon as
it matches a permit rule, or dropped as soon as it matches a deny rule. If no rules
match, the packet is accepted.

To configure an ACL, click the ACL tab and then the ADD NEW ACL button. Select
the type of ACL you want to configure:

m |IPv4 Standard — Configures an ACL based on source IPv4 addresses.

® IPv4 Extended — Configures an ACL based on source and destination IPv4
addresses, TCP/UDP port number, protocol type, and TCP control code.

m IPv6 Standard — Configures an ACL based on source IPvé addresses.

m IPv6 Extended — Configures an ACL based on source and destination IPvé
addresses, DSCP traffic class, or next header type.

®  MAC — Configures an ACL based on hardware addresses, packet format, and
Ethernet type.

®m  ARP — Configures an ACL based on ARP messages addresses.

Figure 269: Configuring ACLs

Switch Configuration DISCARD

< ACL

+ ADD NEWACL

Name Type Ports ACL Rules Actions

NewACL IPv4 Standard 1

On the Add New ACL page, give the ACL a name and then click the “+" button to
configure rules to add to the ACL.
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Figure 270: Adding a New ACL
Add New ACL: IPv4 Standard v CONFIRM

Name
NewACL2
ACL Rules Access
@ 192.168.0.1/255.255.255.0 Permit ~
Source IP
192.168.0.1
Subnet Mask
255.255.255.0

Binding Ports to an After configuring ACLs, click the Port ACL tab to bind the ports that need to filter
ACL ingress traffic to the appropriate ACLs.

Click the EDIT button to configure an ACL for a port.

Figure 271: Port ACL Bindings

Switch Configuration DISCARD
¢ Roures QoS sTP Part Securis Port Auth ACL PortACL  Services  Mior  Localloging  SystemSemings  Authentics )

Selected: None

Port  Name Ingress ACL Actions
1 Disabled
2 @ Enabled: NewACL EDIT
3 Disabled EDIT
4 Disabled EDIT

On the Port ACL edit page, select the configured ACL name, enable the ACL, and
optionally enable counters to collect ACL statistics.

Figure 272: Binding Ports to ACLs

Port ACL: port 2 v CONFIRM

Ingress
I Enable ACL o I
ACL NewACL v

Enable counter

- 275 -



Chapter 12 | Switch Device Configuration

Configuring Switch Services

Configuring Switch

Note: For more information on ACL configuration, refer to the Web Management
Guide and CLI Reference Guide for the specific switch model, which can be
obtained from www.edgecore.com.

Services

Click the Services tab to configure Telnet and web server access to the switch, and
to configure network time.

Enable the Telnet server for accessing the switch CLI over a Telnet connection.

Enable the HTTP web server for access to switch management using a web browser
interface.

You can also enable HTTPS over the Secure Socket Layer (SSL), providing secure
access (an encrypted connection) to the switch’s web interface.

Both the HTTP and HTTPS service can be enabled independently on the switch.
However, you cannot configure both services to use the same TCP port.

The Network Time Protocol (NTP) allows a switch to set its internal clock based on
periodic updates from a time server. Maintaining an accurate time on a switch
enables the system log to record meaningful dates and times for event entries.

To configure NTP, enter the IPv4 address for up to three time servers and then
enable the NTP service. The switch will poll all the time servers configured, the
responses received are filtered and compared to determine the most reliable and
accurate time update for the switch.
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Figure 273: Switch Services
Switch Configuration DISCARD
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Configuring Port Mirroring

Use the Mirror tab to mirror traffic from any source port to a target port for real-
time analysis. You can then attach a logic analyzer or RMON probe to the target
port and study the traffic crossing the source port in a completely unobtrusive
manner.

Enable mirroring, select the source and destination ports, and the type of traffic to
mirror; received, transmitted, or both.

Figure 274: Port Mirroring

Switch Configuration DISCARD v SAVE
¢ Routes QoS sTP Port Securit Port Auth ACL PortACL  Services Mirror  locallogins  SystemSewings  Authentics® >
GEMERAL SETTINGS
Enable Mirrar [ ]
Source Port 1 v
Destination Port 1w
Type Rx v
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Configuring Local Logins

Use the Local Logins tab to control management access to the switch based on
manually configured user names and passwords.

The Local Logins have one account configured by default using a randomly-
generated password. You can modify the password and configure additional local
accounts as needed.

Note: The Local Logins default account is from the ecCLOUD Site-level
configuration and it will overwrite the default account previously configured on the
local user interface of a device. Once the Site-level configuration has been pushed
to devices, you must use Local Login accounts configured at the ecCLOUD Device-
level configuration.

Figure 275: Local Login Configuration
Switch Configuration DISCARD

< Local Logins >

+ ADD LOCALLOGIN

ORIGIN ENABLED LOGIN NAME PASSWORD ACTIONS

 Siejsies | ® B pr @
[ Device | ® chis — sesssssese @ DELETE

Configuring System Settings

Use the System Settings tab to identify the system by displaying information such as
the device location and contact information. You can also enable jumbo frames
and configure the local timezone.

Edgecore switches include support for layer 2 jumbo frames. A switch provides
more efficient throughput for large sequential data transfers by supporting jumbo
frames up to 10240 bytes for Gigabit Ethernet and 10 Gigabit Ethernet ports or
trunks. Compared to standard Ethernet frames that run only up to 1.5 KB, using
jumbo frames significantly reduces the per-packet overhead required to process
protocol encapsulation fields.

You should also set the time zone of your switch location. NTP uses Coordinated
Universal Time (or UTC, formerly Greenwich Mean Time, or GMT) based on the
time at the Earth’s prime meridian, zero degrees longitude, which passes through
Greenwich, England. To display a time corresponding to your local time, you must
indicate the number of hours and minutes your time zone is east (before) or west
(after) of UTC. You can choose one of the predefined time zone definitions.
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Figure 276: System Settings
Switch Configuration DISCARD
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Configuring Login Authentication

Use the Authentication tab to specify local or remote authentication. Local and
remote login authentication control management access via the console port, web
browser, or Telnet.

Local authentication restricts management access based on user names and
passwords. Remote authentication uses a remote access authentication server
based on RADIUS or TACACS+ protocols to verify management access.

By default, management access is always checked against the local authentication
database. If a remote authentication server is used, you must specify the
authentication sequence. Then specify the corresponding parameters for the
remote authentication servers.

You can specify up to three authentication methods for any user to indicate the
authentication sequence. For example, if you select (1) RADIUS, (2) TACACS and
(3) Local, the user name and password on the RADIUS server is verified first. If the
RADIUS server is not available, then authentication is attempted using the
TACACS+ server, and finally the local user name and password is checked.

Figure 277: Login Authentication

Switch Configuration DISCARD
< : Qos TP Part Securin Port Auth acL PortACL  Services Mirror LocalLogins ~ System Semings  Authentication
GENERAL SETTINGS

Authentication Sequence Local ~

+ ADD NEW RADIUS SERVER
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1234 1813 1812 5 2 admin
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To add authentication servers, click the ADD NEW RADIUS SERVER button and
configure the IP address and other server details.

Figure 278: Adding Authentication Servers

H € CANCEL + CONFIRM
Add New Radius Server _

Address 10.2.3.4
Accounting Server UDP Part 1813
Authentication Server UDP 1812
Port

Authentication Timeout 5
Authentication Retries 2
Authentication Key
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13 SD-WAN Device
Configuration

This chapter describes configuration settings for SD-WAN at the Device level. It
includes the following sections:

m  “SD-WAN Device Configuration” on page 282
® “WAN” on page 284

m  “LAN” on page 289

®m  “Static Route” on page 291

B “Dynamic Route” on page 291

m  “Access Control” on page 292

®m  “Virtual Server” on page 294

B “System Settings” on page 295
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Accessing SD-WAN Device-Level Configuration

When a device’s “Inheritance Policy” is enabled, the device is configured from the
Site level. However, a device can be individually configured at the Device level and
the settings will override the Site-level configuration.

@ Note: Individual device overrides can be reset to the Site-level configuration by
clicking the “Use Site Settings” button on the page where a setting has been
changed.

In addition, SD-WAN Devices include settings not configurable at the Site level,
such as advanced settings and features unique to a specific product. These settings
can only be configured at the Device level.

To access configuration for a device, click on the device name from the Site-level
list of devices (also available from the Cloud-level list of devices).

Figure 279: Accessing Device-Level Configuration

Manage devices MANAGE FOLLOW CLOUD CONFIGURATION MANAGE BULK-REBOOT || + ADDDEVICE | [ESRVIZelINoIAZRIVI/NS
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SD-WAN LTE Gateway amanthiago
@ I ® @ v EC2253001185 1.6.0.3 Registered Sl e “‘g,)g_” o] n/a 0b/s n/a n/a
E4:9D:73:18:88:58 sReiinp e

From the Device dashboard, click on “Configuration” on the Device menu to
access a device's configuration.

Figure 280: Device-Level Dashboard
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System time Tue Dec 12 02:24:00 2023
WANT IP 192.168.2.191 yourdevices:
WAN2 1P n/a
Gateway IP 192.168.2.254
Data Tunnel IP n/a
CPU utilization 9%
Memory usage Used: 249MB (total 1877MB)
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This chapter only covers the device configuration that is different from the Site-level
configuration, as documented in “Site SD-WAN Configuration” on page 214.
WAN
Click the “WAN" tab to configure settings. The following items are displayed on the
WAN tab.
WAN

Figure 281: Device WAN Configuration

WAN

'WAN PROVISIONING

WAN1 WAN2

Type DHCP v

®  WAN Provisioning — Configure the settings of WAN1 and WAN2. Each
interface can be configured independently.

m  Type — The method used to provide an IP address for the WAN Interface.
(Default: DHCP. Other options: Static IP, PPPOE)

® IP Address — Enter the IP address here.
®m  Netmask — Specify the subnet mask associated with the WANT [P address.

m  Gateway — Define the gateway IP address for WANT to route traffic outside
the local network.

® DNS 1 — Enter the primary DNS server IP address.
® DNS 2 — Enter the secondary DNS server IP address.

m  NAT — Enable or disable the NAT function.
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WAN VLAN Passthrough

Figure 282: Create a New WAN VLAN Passthrough Rule

Add Rule [seie CONFIRM
A Rule Settings
Enabls ®
Name [
WAN Interface WAN1 v
WAN VLAN 1D
LAN Interface LAN1 v
LAN VLAN Tag
Description

Add rules to allow traffic to traverse from the WAN to specified LAN interfaces. In
the WAN VLAN Passthrough table, each entry can be enabled or disabled and
comprises:

® Name — Define a name for the passthrough rule.

®  WAN Interface — Designated WAN interface for the rule.

®  WAN VLAN ID — VLAN ID tagged for the WAN, specifying which VLAN's
traffic is to pass through.

®  LAN Interface — Target LAN interface for the VLAN traffic.

®  LAN VLAN Tag — VLAN ID assigned to the LAN interface, when VLAN tagging
is enabled.

m  Description — A brief note describing the rule.

WAN Internet Prefer
Figure 283: Select the Preferred WAN Interface for Internet Connectivity

WAN INTERNET PREFER

Prefer WAN Disable v

m  Prefer WAN — Select the WAN interface (WANT or WAN2) to be given
priority for Internet traffic. If 'Disable' is selected, no preference is given, and the
device will manage WAN selection based on availability or other load
balancing setting.
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SLA
Figure 284: SLA Configuration
SLA
Enable @
TestIP 2.8.88
Monitor Interval 5.0 seconds
Max Latency 700 milli seconds
Max Jitter 700000 micro seconds
WAN Load Balance

m  Test IP — Enter the IP address used to test the link quality.

®  Monitor Interval — Set the time interval, in seconds, for how frequently the
link quality is assessed.

®  Max Latency — Maximum acceptable latency of qualified service level in
milliseconds. The device changes the default route if this threshold is exceeded.

B Max Jitter — Maximum acceptable jitter of qualified service level in
microseconds. The device changes the default route if this threshold is

exceeded.

® WAN Load Balance — Enable or disable load balancing across WAN
interfaces for Internet access.

Traffic Steering

Allows for the management of network traffic direction based on specific rules.
® Name — Enter a name for the rule.
B  Mode — Defines the steering behavior (Available, Mandatory, Load Balance).

® IP Address (Source > Destination) — Source and destination IP addresses
of targeted packets.

u  Application/Protocol (Source > Destination) — Choose a predefined

application or set custom parameters for traffic matching or select customize
and specify the protocol to use.

- 286 -



Chapter 13 | SD-WAN Device Configuration
WAN

® Interface Preferred/Backup — The link (interface) which rule-matching target
packets are forward to and when the preferred interface is unavailable.

®  Actions — Edit or delete this traffic steering rule configuration.

Figure 285: Add Traffic Steering Filtering Rule
Add Rule [sede CONFIRM

A Filter

Please do not set WAN2 as any interface when WAN2 is disabled, it may cause the device to be shutdowned.

Source IP

Source Netmask 255.255.255.0

Destination IP

Destination Netmask 255.255.255.0

Application Mode Transport Protocol

- CUSTOMIZED - ~

None

Add a new steering rule to control how traffic is directed through the network:
®m  Source IP — Enter the source IP or network IP.

m  Source Netmask — Define the network netmask for the source IP.

m Destination IP — Specify the destination IP or network IP.

®m Destination Netmask — Define the network mask for the destination IP.

®  Application — Automatically set IP Protocol number, default destination IP port
of filter rule for common application.

»  Customized applications require manually specify the source and
destination ports, and the IP protocol rule number.

»  GRE protocol, IP protocol number: 47

m  ESP protocol, IP protocol number: 50

m  IGMP protocol IGMP protocol, IP protocol number: 2
u  SNMP protocol, UDP destination port: 21

m  SSH protocol, TCP destination port: 22

m  Telnet protocol, TCP destination port: 23

m  Web HTTP protocol, TCP destination port: 80
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Web HTTPS protocol, TCP destination port: 443

Email POP3 protocol, TCP destination port: 110
Email SMTP protocol, TCP destination port: 25

Email IMAP protocol, TCP destination port: 143

Video RTP protocol, UDP destination port: 5004, 5005
Video RTSP protocol, TCP/UDP destination port: 554
Video RSVP protocol, TCP/UDP destination port: 3455
VPN L2TP protocol, UDP destination port: 1701

VPN PPTP protocol, TCP destination port: 1723

VPN ISAKMP protocol, UDP destination port: 500
VPN IPSec protocol, UDP destination port: 4500

VolP H.323 protocol, TCP destination port: 1720

VolP SIP protocol, TCP destination port: 5060

® Ingress Interface — Choose the ingress interface from options such as
WANT, WAN2, TUN, LAN, or specific VPN tunnels.

Figure 286: Configure Action to Filter-Matching Packets

Name

Mode

Multipath Default

Prefer Interface ‘WAN1

Prefer Gateway

Backup Interface

Available

®  Actions — Edit or delete this traffic steering rule configurations.

Name — Name the filtering rule.
Mode — Set the Traffic Steering behavior:

= Available — Traffic defaults to the preferred interface and falls
back to the backup interface if needed.
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®»  Mandatory — Traffic is strictly sent through the preferred interface
or dropped if unavailable.

» Load Balance — Distributes traffic between the preferred and
backup interfaces based on current load and availability.

=  Multipath Default — Enable or Disable traffic multipath capability.
(Default is Disabled)

m  Prefer Interface — Select the primary interface to forward packets
matching the rule.

»  Prefer Gateway — Define the IP Address of the primary gateway.

»  Backup Interface — Select an alternative interface to forward packets
matching the rule if the preferred interface is unavailable.

»  Backup Gateway — (Optional) Define an alternative gateway for use if
the preferred gateway is unavailable.

LAN

Click the “LAN" tab to configure the Default LAN settings, DHCP Server settings,
and define additional LAN subnets.

Default LAN
Figure 287: Default LAN and DHCP Server Configuration

LAN + ADD LAN

DEFAULT LAN

IP Address 192.168.100.1 DHCP Server .
Subnet Mask 255.255.255.0 (/24) ¥ DHCP Start 192.168.100.100
DPI DHCP Limit 192.168.100.200
Lease Time 86400
DNS 1 8.8.88

DNS 2

m IP Address — Enter the IP address for the default LAN interface.
m  Subnet Mask — Select the netmask for the default LAN.

m DHCP Server — Toggle this to enable or disable the DHCP (Dynamic Host
Configuration Protocol) server.

®m  DHCP Start and End — Define the range of IP addresses in the DHCP pool,
starting with the lowest assignable address and ending with the highest.
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Lease Time — The duration, in seconds, that an IP address is assigned to a
DHCP client.

DNS1 — The IP address of the primary Domain Name Server for network
name resolution.

DNS2 — The IP address of a secondary Domain Name Server for network
name resolution.

Additional LAN Subnet
Click “Add LAN" and configure additional LAN Subnets:

Name — Define a name for the new subnet.

IP Address — Set the LAN IP address for the subnet.

Subnet Mask — Select the netmask of LAN IP address.

Port — Select the local physical network interface for the subnet.

VLAN Tag — Enable or disable VLAN Tagging for traffic segmentation.
VLAN ID — Set the VLAN ID within the range of 1 to 3999.

Remote Accessible — The subnet can be other edge for VPN Group or P2P
tunnel port to access.

DHCP Server — Toggle this to enable or disable the DHCP (Dynamic Host
Configuration Protocol) server.

DHCP Start and End — Define the range of IP addresses in the DHCP pool,
starting with the lowest assignable address and ending with the highest.

Lease Time — The duration, in seconds, that an IP address is assigned to a
DHCP client.

DNS1 — The IP address of the primary Domain Name Server for network
name resolution.

DNS2 — The IP address of a secondary Domain Name Server for network
name resolution.
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Static Route

Click the “Static Route” tab to configure the list of static routes.

Figure 288: Static Route Configuration

STATIC ROUTE LIST + ADDRULE
1P ADDRESS NETMASK GATEWAY INTERFACE METRIC

255.255.255.0 (124) ~ WANT v o | oaee

®m Destination IP — Enter the destination IP address. Valid IP addresses consist of
four decimal numbers, ranging from 0 to 255, separated by periods.

®  Netmask — Select the netmask that corresponds to the destination IP address.
(Default: 255.255.255.0)

m  Gateway — The IP address of the gateway router, which will be used to route
traffic to destinations not on the local network.

u Interface — The point of interconnection between a device and a private or
public network. Options include physical interfaces such as WANs or LANs,
and virtual interfaces like multi-subnets.

B Metric — Assign a metric value to the route, which is used to determine its
precedence within the routing table. A lower metric value gives the route a
higher priority.

Dynamic Route

Click the “Dynamic Route” tab to manage the OSPF (Open Shortest Path First) and
BGP (Border Gateway Protocol) protocols, as well as to configure dynamic routes.

Figure 289: Dynamic Settings Configuration

DYNAMIC SETTINGS

OSPF L]
OSPF Auto

BGP [ ]
BGP Auto

ASN 65202

®  OSPF — Enable or disable the OSPF protocol.
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m  OSPF Auto — When enabled, OSPF configuration is automated to include the
default LAN, multi-subnets marked as 'Remote Accessible', VPN group subnets,
and P2P tunnel IP subnets.

® BGP — Enable or disable the BGP protocol.
®  BGP Auto — Automatically configures BGP settings, including default LAN,
multi-subnets marked as 'Remote Accessible,' VPN group subnets, P2P tunnel IP

subnets, and BGP Neighbors.

m BGP ASN — Enter the BGP Autonomous System Number (ASN) to identify the
device in BGP routing networks.

Figure 290: Add New Dynamic Route

DYNAMIC ROUTE LIST

v Network ~ 10.0.041 255.255.255.0 v
Showing 1 to 1 of 1 entries -

m  Classification — Select the protocol classification for the new route, whether

OSPF or BGP.

B Protocol — Choose the type of protocol item to configure, such as BGP
Network, OSPF Network, or BGP Neighbor.

m |P Address — Specify the network IP for BGP or OSPF Networks, or the
neighbor IP for BGP Neighbor configurations.

B  Netmask — Select the netmask for the BGP or OSPF Network, or for the BGP
Neighbor.

®  Area/ASN — Enter the OSPF Area number or the BGP ASN, as applicable to
the chosen protocol.

Access Control

Navigate to the "Access Control" tab to configure endpoint security settings.

Figure 291: Define the Default Filter Policy

DEFAULT FILTER POLICY

ction Type Permit

ACL RULES

NAME  APPLICATIONMODE ~ ADDRESS  PROTOCOL  ACTIONTYPE  DIRECTION  ACTIONS

No data available for this list

Showing 0 to 0 of 0 entrie:
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m  Default Filter Policy — Set the default Access Control to either deny or permit
network traffic.

ACL Rules

® Name — Define a name for the rule.

u  Application Mode — Choose between the protocol "Transport Protocol"
(dependent on the protocol mode) and Application Layer Protocol (based on

the application-to-layer protocol) to define the rule's active mode.

® Address (Source > Destination) — Define the source and destination IPs of
traffic to match the rule.

®  Protocol/Port (Source > Destination) — Define the source and destination
ports of traffic to match the rule.

B Action Type — Select if the rule should deny or permit the traffic.

m  Direction — Select between 'Outbound' (only outbound traffic) and 'ANY' (both
inbound and outbound traffic) as the protection direction.

B Actions — Modify or delete the selected ACL rule.

Figure 292: Configuration of a New Access Control Rule

~ Rule Settings
Name
Source IP
Source Netmask 255.255.255.255
Destination IF
Destination Netmask 255.255.255.255
Application Mode Transport Protocol -
Application Name - CUSTOMIZED - ~
Protocol None .
Action Type Deny v

Direction Any v

® Name — Define a name for the rule name.

®m  Source IP — Specify the original source IP value.

m  Source Netmask — Set the source IP subnet mask.
®m Destination IP — Set the destination IP value.

m Destination Netmask — Set the destination IP subnet mask.
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®  Application Mode — Select the dependent the protocol mode (Transport
Protocol) or the application mode (Application-to Layer Protocol) to set the
active mode.

®m  Application Name — Set public application protocol the system will use
relating and it can use multi applications.

®  Protocol — Selecting UDP, TCP, or UDP/TCP and enter valid port numbers
ranging from 1 to 65535 for both the source and destination ports. If IP
Protocol is chosen, only the IP address is required.

B Action Type — Select whether the rule should deny or permit traffic..
®m  Direction — Select the protection direction as either 'Outbound' (only

outbound) or 'ANY' (both inbound and outbound). When using the 'Application
Layer Protocol', Direction is set to ANY.

Virtual Server

A Virtual Server allows remote computers to connect to specific computers or
services within a private Local Area Network (LAN). It can do so using two primary
mechanisms: Virtual Server (also known as Port-Forwarding) and 1-to-1 NAT
(Network Address Translation) mapping.

The Virtual Server Section lists all configured virtual servers.

Figure 293: New Virtual Server Settings

Add Virtual Server [owis CONFIRM

- Virtual Server Settings

Name | ‘

Classification Virtual Server -

Private IP

Protocol uDP -

Public Port

Private Port

Description

Click "Add Virtual Server" and configure the settings of a new virtual server:

® Name — Enter a name for the virtual server entry.

m  Classification — Choose the type of virtual server to deploy:

~ 294 _



Chapter 13 | SD-WAN Device Configuration
System Settings

»  Virtual Server — Redirects communication requests from one address and
port number to another while traversing a network gateway. Useful for
accessing services on a host within a protected network by remapping the
destination address and port number to an internal host via a WAN
interface.

»  1to1 NAT — Maps one external IP address (typically public) to one internal
IP address within LAN subnets. Overrides the Outbound NAT configuration

for traffic from the private IP address to the Internet and vice versa.

m  Public IP Alias Inbound Interface — Select the outbound WAN interface
(WANT or WAN2) associated with the public IP alias.

®  Public IP Alias — Specify the external (public) IP address for mapping.
®  Private IP — Define the internal IP address to forward the packets.
®  Protocol — Select the protocols for the virtual server (UDP or TCP).

®  Public Port — Set the original destination port for packets via the WAN
interface.

®  Private Port — Define the internal port to redirected packets.

®m Description — Add a brief comment to identify this virtual server setup.

System Settings

Access the "System Settings" tab to manage SD-WAN features at the device level.

Figure 294: SD-WAN Device System Settings

SYSTEM SETTINGS

DDoS Mitigation @
TCP Optimization .
NTP Service ®
Timezone uTC >

NTP Servers

The following items are displayed on this page:

m DDoS Mitigation — Enable the Distributed Denial of Service (DDoS)
mitigation mechanism within the Routing/System Control domain.
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TCP Optimization — Activate TCP Optimization to enhance the performance
of TCP (Transmission Control Protocol) traffic across the network.

NTP Service — Enable the Network Time Protocol (NTP) service to send time
updates request to maintain accurate system time.

Time Zone — Select the appropriate time zone from the dropdown list to
ensure the device displays the local time accurately.

NTP Servers — Configure the hostnames for NTP servers. The Bsta server

initially attempts to synchronize the time with the first server. If unsuccessful, it
sequentially attempts to synchronize with the next server in the list.
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