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ApresialLightGM200
(CLD)

WEB

(Gun)

MIB

MIB

SNMP

ApresialightGM200

|

APRESIA APRESIA Systems
AccessDefender APRESIA Systems
Ethernet/
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1.1

Courier CLI
[
command [parameterl]
parameterl
{
{ }

command {parameterl | parameter2}

parameterl
parameter2
I
command [parameterl | parameter2 | parameter3]
{ }
[ 1

3
+ command parameterl
+ command parameter2
 command parameter3

13/379



| 1.1

command JNTERFACE-1D [,]-]
command VLAN-ID [,]-]

VLAN
1,2,3
1-3

1,3-5,7
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1.2

(CLI)

1.3
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CLI
12
* ACL
* AccessDefender
1
>
12
#
15
12
(config)#
15
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(port)
(config-if-port)#

(range)

(config-if-port-range)#

(port-channel)

(config-if-port-channel)#

(vlan) 3 VLAN
(confFig-if-vlan)#
(12vlan) 2 VLAN
(config-if-12vian)#
e port /4 1D/ ID
. ID 1
. ID 0
. ID

1/0/1

1/0/1-1/0/3  1/0/1,1/0/5

(port)

# configure terminal
(config)# interface port 1/0/1
(config-if-port)#

VLAN

VLAN

e vlanX (X VLAN ID

vlan 10 vlan
vlan VLAN ID

VLAN 10

VLAN

1 4094)

VLAN 1D vlan10

(vlan)

# configure terminal
(config)# interface vlan 10
(config-if-vlan)#

17/379




1 | 1.4

1.4

show

"'sh ter"

show terminal

# sh ter

Terminal Settings:
Length: 24 lines
Width: 255 columns

Default Length: 24 lines

Default Width: 255 columns

Baud Rate: 9600 bps

m [TAB]

[TAB]

"'show en"

[TAB]

"show environment "

# show en[TAB]
# show environment

m [?]
[7]

"'show m"

7]

""'show m"

# show m[?]

mac-address-table mls

# show m

monitor

multicast

"'show environment

environment "

[?]

"'show

# show environment [?7]
health

slide-switch
temperature

<Ccr>

# show environment

Display health status

Display the slide switch status
Display temperature status
Output modifiers
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show
» begin FILTER-STRING -
» include FILTER-STRING -
» exclude FILTER-STRING -

show running-config begin

# show running-config | begin interface port 1/0/17
interface port 1/0/17
interface port 1/0/18
interface port 1/0/19
interface port 1/0/20

# SSH

ip ssh server
ssh user userl authentication-method password

End of configuration file for APLGM220GTSS

H* H

show running-config include

# show running-config | include ssh user
ssh user userl authentication-method password

show interfaces status exclude

# show interfaces status | exclude not-connected

Port Status VLAN Duplex Speed Type

Port1/0/1 connected 10 a-full a-1000 1000BASE-T
Port1/0/13 disabled trunk auto auto 1000BASE-T
Port1/0/14 disabled trunk auto auto 1000BASE-T

Total Entries: 20

Ambiguous command

Incomplete command

Invalid input detected at
“marker
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Ambiguous command  ( )

# show v
Ambiguous command

Incomplete command ( )

# show
Incomplete command

Invalid input... ( eel)

# show verb

N

Invalid input detected at “marker

Delete

Backspace

Ctrl+P

Ctrl+N

Ctrl+R

Tab

Enter

Enter

a

Ctrl+C Esc q

n Telnet
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2 CLI

2-1
5

o TELNET

e SSH

o \WEB

o SNMP

TELNET SSH TELNET/SSH
SNMP MIB
SNMP
CLI WEB
GUI
IP
1P

[ IP

1P 1 10 2 4 MAC

3 16 10
MAC FC-6D:D1:0A:0B:0C 1P 10.10.11.12
MAC IP
FC:6D:D1-0A :0B -0C EZZ$> 10 .10 .11 .12
e v bl b 5F'LTJ'ﬂJ
16 10
| |
8 255.0.0.0

[ IP

1P

MAC
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CLI WEB GUI
(RJ-45 )
RS-232C
( RJ-45
DB-9 ) RS-232C
(RJ-45)
VT100

. 9600 bit/s ( )
. 8hit
. lbit
Boot Procedure 1.00.00
Power On Self Test ... e e e e eeeececcec—enn 100 %

MAC Address: FC-6D-D1-06-CE-7D
H/W Version: A

Please Wait, Loading V2.00.00 Runtime Image -...........-. 100 %
UART init: 100 %

Starting firmware. ..

Press any key to login...
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TELNET/SSH
TELNET/SSH
SSH SSH
SSH
TELNET/SSH  CLI LED
TELNET/SSH
e Telnet/SSH 8
TELNET/SSH TCP/IP
ping
CLI1
CLI
adpro
(Username:)
(Password:) Enter

Ethernet Switch APLGM212GTSS
Firmware: Build 2.00.00

User Verification Access
Username:adpro
Password:

Warning: No password has been set for this account. Please set a password for security.
#

15 Administrator

show
reboot

configure terminal
(config)#

# configure terminal
(config)#
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2.3

CLI
CLI TELNET SSH
AAA
* no login:
e login: password
e login local:
SSH SSH
SSH
(line console) login local
1 Basic User
Ethernet Switch APLGM212GTSS
Firmware: Build 2.00.00
User Verification Access
Username:example
Password - *ttox
>
TELNET/SSH login password
password
SSH (line ssh) login local

# configure terminal
(config)# line ssh
(config-line)# login local
(config-line)#

TELNET (line telnet) password

# configure terminal

(config)# line telnet
(config-line)# password telnet pass
(config-line)#

24/379



2 CLI | 2.3
local
CLI WEB UI
1 Basic User
12 Operator CLI
15 Administrator CLI

e Basic User

» Operator/Administrator

enable password

enable
enable password

# enable

Warning: No password has been set for this privilege. Please set a password for

security.

#

disable
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CLI
username
admin 15 pass1234 guest 1
pass1111

# configure terminal
(config)# username admin privilege 15 password pass1234
(config)# username guest privilege 1 password passl1111
(config)#

« configure terminal

* username

(admin, guest) TELNET CLI

# configure terminal
(config)# enable password pass2222
(config)# line telnet
(config-line)# login local
(config-line)#

« enable password 15

TELNET
« line telnet TELNET
» login local ( TELNET )
TELNET

Ethernet Switch APLGM212GTSS
Firmware: Build 2.00.00
User Verification Access
Username:guest
Passworrd : > totx
> enable
Passworrd : * ot
#

e TELNET guest

pass1111 1
* enable ( 15)
(Password:) 15 enable password
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enable enable [PRIVILEGE-LEVEL]
disable disable [PRIVILEGE-LEVEL]

configure terminal

configure terminal

login ( ) login
logout logout
end end
exit exit
help help
enable
enable [PRIVILEGE-LEVEL]
PRIVILEGE-LEVEL 15
15
1
15
enable password
CLI 15
enable password
3
( 15)
# enable
password:***
#
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disable
disable [PRIVILEGE-LEVEL]
PRIVILEGE-LEVEL
1
1
12
# disable 12
#

configure terminal

configure terminal

12
# configure terminal
(config)#
login ( )
CLI
login
1
login local
login no login
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userl

# login
Username: userl
Password: xxxxxx
#

logout

logout

# logout

Switch conO is now available

Press any key to login...

end

end

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# end

#
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exit

# configure terminal

(config) interface port 1/0/1
(config-if-port)# exit
(confFiQ)#

help

help

help
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help

# help

The switch CLI provides advanced help feature.

1. Help is available when you are ready to enter a command
argument (e.g- "show ?") and want to know each possible
available options.

2. Help is provided when an abbreviated argument is entered
and you want to know what arguments match the input(e.g. "show ve?".).
IT nothing matches, the help list will be empty and you must backup
until entering a "?" shows the available options.

3. For completing a partial command name could enter the abbreviated
command name immediately followed by a <Tab> key.

Note:

Since the character "?" is used for help purpose, to enter

the character "?" in a string argument, press ctrl+v immediately
followed by the character "?°.

#

re

# re?
reboot rename reset restore

# re

ip access-list

# configure terminal

(config)# ip access-list ?

extended Extended Access List

WORD Access-list name (the First character must be a letter)

(config)# ip access-list
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3.2

show unit

show unit [UNIT-1D]

show environment

show environment [health | slide-switch | temperature]

show version

show version

show cpu utilization

show cpu utilization

clear cpu
utilization history

clear cpu utilization history

show history

show history

show unit
show unit [UNIT-10]
UNIT-1D
1
SD SD
"NVRAM" SD
# show unit
unit Model Name
1 APLGM220GTSS
Unit Serial-Number Status Up Time
1 ok ODT2H30M20S
Unit Memory Total Used Free
1 DRAM 524288 K 124121 K 400167 K
1 FLASH 125937 K 33441 K 92496 K
#
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show environment

show environment [health | slide-switch | temperature]

health
slide-switch

temperature

# show environment

Detail Temperature Status:

unit Status Current Temperature
1 Normal 38C

Health Status:

Unit Status Failure Code

1 Normal 0x00000

Slide Switch Status:
unit Status

1 Off

#

show version

show version
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# show version
System MAC Address: FC-6D-D1-06-CE-7D

unit ID Modulle Name Versions

1 APLGM220GTSS H/W:

Booiloader:l.O0.00
Runtime:2.00.00

show cpu utilization

CPU

show cpu utilization

1
CPU 5 1 5
CPU
# show cpu utilization
CPU Utilization
Five seconds - 6 % One minute - 7 % Five minutes - 6 %
Maximum - 78 % Minimum - 5 %
#

clear cpu utilization history

CPU

clear cpu utilization history

12
CPU Max imum Minimum
CPU
# clear cpu utilization history
#
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show history

show history

Ctrl+pP

20

# show history
en
help
show history

#
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3.3

show running-config show running-config [effective | all] [interface INTERFACE-ID |
function [MODULE-TITLE]]

write write [memory [secondary]]

reboot reboot [unit UNIT-ID] [force_agree] [cold]

clear running-config | clear running-config

reset system reset system [factory-default]

ping ping {[ip] IP-ADDRESS | [ipv6] IPV6-ADDRESS} [count TIMES]

[timeout SECONDS] [source {IP-ADDRESS | IPV6-ADDRESS}] [size
LENGTH] [interval SECONDS]

traceroute traceroute {[ip] IP-ADDRESS | [ipv6] IPV6-ADDRESS} [probe NUMBER]
[timeout SECONDS] [max-ttl TTL] [port DEST-PORT]
telnet telnet {IP-ADDRESS | IPV6-ADDRESS} [TCP-PORT]

show running-config

show running-config [effective | all] [interface /NTERFACE-ID |
function [MODULE-TITLE]]

effective

STP STP disable stp
STP

all

interface /INTERFACE-ID
INTERFACE-1D

« port
« port-channel
« vlan VLAN

function

MODULE-TITLE CLI

15

36/379



3 | 3.3

# show running-config
Building configuration. ..

Current configuration : 1108 bytes

3+

APLGM220GTSS Gigabit Ethernet L2 Switch
Configuration

Firmware: Build 2.00.00
Copyright(C) 2021 APRESIA Systems, Ltd. All rights reserved.

HHHHHH

# Date: Thu Jul 15 23:00:50 2021

# PORT

interface port 1/0/1
interface port 1/0/2
interface port 1/0/3
interface port 1/0/4
interface port 1/0/5
interface port 1/0/6
interface port 1/0/7
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

write
write [memory [secondary]]
memory
SD
: apresia-startup-config.txt

secondary

15

startup-config

# write memory

Destination filename startup-config? [y/n]: vy
Saving all configurations to NV-RAM.......... Done.

#
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# write memory secondary

Destination filename secondary startup-config? [y/n]: vy
Saving all configurations to NV-RAM_._......_. Done.

#

reboot

reboot [unit WI/T-10] [force_agree] [cold]

unit UNIT-1D 1D

force_agree

cold

15

cold

# reboot

Are you sure you want to proceed with the system reboot?(y/n) y
Please wait, the switch is rebooting.. .

# reboot force agree

Please wait, the switch is rebooting.. .

clear running-config

(running-config)

clear running-config

15

DRAM (running-config)

38/379




| 3.3

running-config

# clear running-config

This command will clear the system®"s configuration to the factory
default settings, including the IP address.
Clear running configuration? (y/n) [n] vy

reset system

reset system [factory-default]

factory-default

15

startup-config

factory-default

# reset system

This command will clear the system"s configuration to the factory
default settings, including the IP address and stacking settings.
Clear system configuration, save, reboot? (y/n) [n] vy

Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...
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ping

ping

ping {[ip] /P-ADDRESS | [ipv6] [/PV6-ADDRESS} [count TIMES]
[timeout SECONDS] [source {/P-ADDRESS | IPV6-ADDRESSY] [size
LENGTH] [interval SECONDS]

[ip] /P-ADDRESS 1Pv4 ip

[ipv6] /PV6-ADDRESS 1PV6 IPV6

VLAN IPV6-ADDRESS  INTERFACE-1D
ipvé

count 7/MES ping 1 255
5

timeout SECONDS () 1 9
1

source {/P-ADDRESS | IPV6-ADDRESS} ping
IP

size LENGTH ping ( ) 32 1,500
1Pv4 32 IPv6
100

interval SECOMDS ping () 1 3,600

ping ctrl+C

ping 1P 1P
(1Pv4/1Pv6)

IP

172.50.71.123

ping

# ping 172.50.71.123

Reply from 172.50.71.123, bytes=32, time<lOms
Reply from 172.50.71.123, bytes=32, time<l0ms
Reply from 172.50.71.123, bytes=32, time<lOms
Reply from 172.50.71.123, bytes=32, time<lOms
Reply from 172.50.71.123, bytes=32, time<lOms

Ping Statistics for 172.50.71.123
Packets: Sent =5, Received =5, Lost =0
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VLAN 110 IPv6 ££02::1 ping

# ping ipv6 ff02::1%vIlan110 count 2

Reply to request 1 from fe80::240:66Ff:fea8:cfa2, bytes=100, time<l0 ms

Reply to request 1 from fe80::201:2ffF:1e03:400, bytes=100, time<l0 ms
Request 1 received 2 replies.

Reply to request 2 from fe80::240:66FF:fea8:cfa2, bytes=100, time<l0 ms

Reply to request 2 from fe80::201:2FF:fe03:400, bytes=100, time<l0 ms
Request 2 received 2 replies.

Ping Statistics for ff02::1
Packets: Sent =2, Received =4, Lost =0

#
traceroute
traceroute
traceroute {[ip] /P-ADDRESS | [ipv6] [IPV6-ADDRESS} [probe NUMBER]
[timeout SECONDS] [max-ttl 77L] [port DEST-PORT]
[ip] /P-ADDRESS 1Pv4 ip
[ipv6] 7PV6-ADDRESS 1Pv6 ipvé
probe NUMBER 1 1000
3
timeout SECONDS ( ) 1 65535
5
max-ttl 77L UDP TTL 1 255
30
port DEST-PORT ubP
1 65535 UDP UbP
1 33434
1
traceroute 40 UDP
traceroute Ctri+C
3
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172.50.71.123 traceroute

# traceroute 172.50.71.123
<10 ms 172.50.71.123

Trace complete.

1Pv6 2001:238:f8a:77:7c10:41c0:6ddd:ecab  traceroute

# traceroute 2001:238:fe8a:77:7c10:41c0:6ddd:ecab
<10 ms 2001:238:fe8a:77:7c10:41c0:6ddd:ecab

Trace complete.

#
telnet
Telnet
telnet {/P-ADDRESS | IPV6-ADDRESS} [ TCP-PORT]
1P-ADDRESS 1Pv4
1PV6-ADDRESS IPv6
TCP-PORT TCP 1 65535
23
1
Telnet
23 IP 10.90.90.91 Telnet

# telnet 10.90.90.91

Ethernet Switch APLGM220GTSS
Firmware: Build 2.00.00
Password required, but none set

#
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3.4

boot image

boot image [check] URL [primary | secondary]

boot config

boot config URL [primary | secondary]

show boot

show boot [unit UNIT-ID]

erase boot

erase boot

show startup-config

show startup-config

configure replace {{tftp: //location/Tilename | ftp:
//username:password@location:tcpport/filename} | flash: FILENAME}
[force]

configure replace

show config show config differences SOURCE-URL DESTINATION-URL

differences

boot image

boot image [check] URL [primary | secondary]

check

URL
e c:/URL
e d:/URL SD

primary

secondary

15

primary secondary
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# configure terminal
(config)# boot image c:/switch-image-had primary
(config)#

SD

# configure terminal
(config)# boot image d:/switch-image.had primary
(config)#

# configure terminal
(config)# boot image check c:/switch-image.had

Image information

Version: 2.00.00
Description: APRESIA Systems, Ltd. Gigabit Ethernet L2 Switch

(config)#

boot config

boot config URL [primary | secondary]

URL startup-config URL
e C:/URL
e d:/URL SD

primary

secondary

15

primary secondary

# configure terminal
(config)# boot config c:/switch-config.cfg primary
(config)#
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SD

# configure terminal
(config)# boot config d:/switch-config.cfg primary

(config)#
show boot
show boot [unit UNIT-10]
unit WIT-1D 1D
1
apresia-loader.conf SD

# show boot
unit 1
(Configured)

Primary boot image: /c:/imagel.had

Primary boot config: /c:/configl.cfg

Secondary boot image: No valid boot image.
Secondary boot config: No valid boot config.
*(SD Card)

Primary boot image: /d:/apresia-software.had
Primary boot config: /d:/apresia-startup-config.txt

Note: * indicates the used boot information.

#

erase boot

erase boot

15

SD
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#

# erase boot

Erasing the boot information in FLASH

show startup-config

startup-config

show startup-config

15

startup-config

# show startup-config

3+

HHHHHH

Copyright(C) 2021 APRESIA Systems, Ltd. All rights reserved.

APLGM220GTSS Gigabit Ethernet L2 Switch
Configuration

Firmware: Build 2.00.00

# Date: Thu Jul 15 23:00:30 2021

# PORT

interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

port 1/0/1
port 1/0/2
port 1/0/3
port 1/0/4
port 1/0/5
port 1/0/6
port 1/0/7
port 1/0/8
port 1/0/9
port 1/0/10

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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configure replace

running-config

configure replace {{tftp: /location/filename | Ttp:
//username :password@location: tcpport/filenane} | flash: FILENAVE}

[force]
tftp:  TFTP
/slocation/filenane URL
ftp:  FTP
/susername :password@location: tcoport/filename FTP
URL
flash: SD
FILENAME
force
15
running-config
running-config
TFTP config.cfg running-config

# configure replace tftp: //10.0.0.66/config.cfg

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is
assumed to be a complete configuration, not a partial

configuration. [y/n]: vy

Accessing tftp://10.0.0.66/config.cfg. ..
Transmission start...

Transmission finished, file length 45422 bytes.
Executing script file config.cfg ......
Executing done

#

FTP config.cfg running-config

# configure replace ftp: //User:123@10.0.0.66:80/config.cfg force

Accessing ftp: //10.0.0.66/config.cfg...
Transmission start. ..

Transmission finished, file length 45422 bytes.
Executing script file config.cfg ......
Executing done

#
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config.cfg running-config

# configure replace flash: config.cfg force

Executing script file config.cfg ......
Executing done

#

show config differences

2
show config differences SOURCE-URL DESTINATION-URL
SOURCE-URL ( 1
URL URL

« startup-config startup-config

* running-config running-config

o flash: [PATH-FILE-NAVE]
c:/primary.cfg

DESTINATION-URL (
URL URL SOURCE-URL
15
2 ( 1 2)
2 1
+
1 2

2

# show config differences startup-config running-config

Config differences:

+interface vlan 1

+ ipv6 enable

+interface vlan 2

+ Ip address 192.168.2.20/24
-interface vlan 1

- description INTERFACE VLAN 1
-interface vlan 2

- Ip address 192.168.2.20/25
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CLI

c:/

copy

e running-config

+ aaa-local-db  AccessDefender

e https-certificate SSL

e https-private-key SSL

copy
boot
boot
4.1

dir dir [URL]
cd cd [DIRECTORY-URL]
rename rename FILE-URL1 FILE-URL2
delete delete FILE-URL
mkdir mkdir DIRECTORY-NAME
rmdir rmdir DIRECTORY-NAME
access-defender access-defender erase [SYSTEM-FILE]
erase
more more FILE-URL
show storage media- show storage media-info [unit UNIT-ID]
info
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dir
dir [URL]
URL
1

# dir
Directory of /c:
1 -rw 6972340 Jul 10 2017 09:48:30 imagel.had
2 -rw 6912968 Sep 26 2017 16:06:43 image2.had
3 -rw 1615 Sep 26 2017 16:12:33 config.cfg
4 d-- 0 Oct 17 2017 02:55:21 system

30656000 bytes total (16565248 bytes free)

#
cd
cd [DIRECTORY-URL]
DIRECTORY-URL
1
c:/log

# cd c:/log
#
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rename
rename FILE-URL1 FILE-URL2
FILE-URL1 URL
FILE-URLZ URL
15
URL
doc.txt test.txt
# rename doc.txt test.txt

Rename Ffile doc.txt to text.txt? (y/n) [n]

y
#
delete
delete FILE-URL
FILE-URL
15
test.txt
# delete c:/test.txt

Delete test.txt? (y/n) [n] vy
File is deleted.
#

mkdir

mkdir DIRECTORY-NAME

DIRECTORY-NAME

15
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newdir

# mkdir newdir
#

rmdir

rmdir DIRECTORY-NAME

DIRECTORY-NAME

15

newdir

# rmdir newdir
Remove directory newdir? (y/n) [n] vy
The directory is removed.

#

access-defender erase

AccessDefender

access-defender erase [SYSTEM-FILE]

SYSTEM-FILE

+ aaa-local-db AccessDefender

o ssl-files SSL SSL
ssl-gencsr
15
AccessDefender
AccessDefender

# access-defender erase
Erasing Access Defender local database settings.......... Done.
Erasing SSL files in FLASH. ......._. Done.
#
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more

more FILE-URL

FILE-URL URL

15

config.cfg

# more /c:/config.cfg

H+

APLGM220GTSS Gigabit Ethernet L2 Switch
Configuration

Firmware: Build 2.00.00
Copyright(C) 2021 APRESIA Systems, Ltd. All rights reserved.

T HHFEHHH

# Date: Thu Jul 15 23:00:30 2021

# PORT

interface port 1/0/1
interface port 1/0/2
interface port 1/0/3
interface port 1/0/4
interface port 1/0/5
interface port 1/0/6
interface port 1/0/7
interface port 1/0/8
interface port 1/0/9
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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show storage media-info

show storage media-info [unit UNV/T-10]

unit UNIT-1D ID

# show storage media-info

Unit Drive Media-Type Size FS-Type Label
1 c: Flash 29 MB FFS
#
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4.2

copy

copy SYSTEM-FILE {flash: [DEST-FILE] | tftp: [TETP-URL]}

copy running-config

copy running-config {startup-config [secondary] | flash: [DEST-
URL] | tftp: [TFTP-URL] | ftp: [FTP-URL]}

copy startup-config

copy startup-config {running-config | flash: [DEST-URL] | tftp:
[TFTP-URL] | ftp: [FTP-URL]}

copy flash:

copy flash: [SOURCE-URL] {SYSTEM-FILE | flash: [DEST-URL] | tftp:
[TETP-URL] | ftp: [FTP-URL]}

copy tftp: | ftp:

copy {tftp: [TFTP-URL] | ftp: [FTP-URL]} {SYSTEM-FILE | flash:
[DEST-URL]}

copy primary-config
secondary-config

copy primary-config secondary-config

copy

copy SYSTEM-FILE {flash: [DEST-FILE] | tftp: [TFTP-URL]}

SYSTEM-FILE
* aaa-local-db AccessDefender

* https-certificate SSL
* https-private-key SSL
» attack-log unit 1
» csr-certificate
e csr-private-key: CSR
« log

flash:

CSR

DEST-URL
tftp: TFTP

TFTP-URL //(TFTP P /1Pv6
)/( )

15
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TFTP :10.1.1.254 switch-log.log

# copy log tftp: //10.1.1.254/switch-log.log

Address of remote host [10.1.1.254]?
Destination filename [switch-log.log]?
Accessing tftp://10.1.1.254/switch-log-log. ..
Transmission start. ..

Transmission finished, file length 45421 bytes.

#

copy running-config

copy running-config {startup-config [secondary] | flash: [DEST-
URL] | tftp: [7FTP-URL] | Ftp: [FTP-URL]}
startup-config
secondary
flash:
DEST-URL
tftp: TFTP
TFTP-URL //(TFTP IP /1Pv6
)/ ( )
ftp: FTP
FTP-URL //(FTP ):(
)a(FTP IP /1Pv6 ):(TCP )/ (
)
15
(running-config)
startup-config write
SD
TFTP :10.1.1.1 current-conf.cfg

# copy running-config tftp: //10.1.1.1/current-conf.cfg

Address of remote host [10.1.1.1]?

Destination filename [current-conf.cfg]?
Accessing tftp://10.1.1.1/current-conf.cfg. ..
Transmission start. ..

Transmission finished, file length 1240 bytes.

#
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# copy running-config startup-config secondary
Destination filename secondary startup-config? [y/n]: vy
Saving all configurations to NV-RAM_......._.. Done.

#

copy startup-config

copy startup-config {running-config | flash: [DEST-URL] | tftp:
[7FTP-URL] | Ftp: [FTP-URL]}
running-config
flash:
DEST-URL
tftp: TFTP
TFTP-URL //(TFTP IP /1Pv6
)/ ( )

ftp: FTP
FTP-URL //(FTP ):(

)@(FTP IP /1Pv6 ):(TCP )/(

)
15
runninig-config

# copy startup-config running-config
Destination filename running-config? [y/n]: vy

Executing boot-up configuration ......
Executing done

#
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copy flash:
copy flash: [SOURCE-URLY {SYSTEM-FILE | flash: [DEST-URL] | tftp:
L[7FTP-URL] | ftp: [FTP-URL]}
SOURCE-URL URL
SYSTEM-FILE
« aaa-local-db AccessDefender
e https-certificate SSL
e https-private-key SSL
* running-config
» startup-config
flash:
DEST-URL URL
tftp: TFTP
TFTP-URL //(TFTP 1P /1Pv6
)/ ( )
ftp: FTP
FTP-URL //(FTP ):(
)@(FTP 1P /1Pv6 ):(TCP )/ (
)
15
startup-config
flash:
tftp: ftp:
TFTP/FTP
prim-conf.cfg sample.cfg

# copy flash: /c:/prim-conf.cfg flash: /c:/sample.cfg

Source filename [/c:/prim-conf.cfg]?
Destination filename [/c:/sample.cfg]?
Copy BN PrOgreSS. - oo oo e e e e cececececeaaam e s 100 %

#
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copy tftp: | ftp:

copy {tftp: [7F7P-URL] | Ttp: [FTP-URLY} {SYSTEM-FILE | flash:
[PEST-URL]}

tftp: TFTP
TETP-URL //(TFTP IP /1PV6
)/ ( )
ftp: FTP
FTP-URL //(FTP ):(
)O(FTP IP /1PV6 ):(TCP )/ (

SYSTEM-FILE

* aaa-local-db AccessDefender

« https-certificate SSL
* https-private-key SSL
* running-config
« startup-config

flash:
DEST-URL URL
15
TFTP/FTP
flash:
TFTP :192.168.1.110 SSL cert.crt

# copy tftp: //192.168.1.110/cert.crt https-certificate

Address of remote host [192.168.1.110]7
Source filename [cert.crt]?
Destination filename https-certificate? [y/n]: vy

% Importing certificate PEM File...

Reading file from tftp://192.168.1.110/cert.crt
Loading cert.crt from 192.168.1.110 (via Portl/0/24):!
[OK - 1403 bytes]

#
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copy primary-config secondary-config

copy primary-config secondary-config

15

# copy primary-config secondary-config
Success

#
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4.3

TFTP FTP SD

BASENAME-software.had
startup-config BASENAME-startup-config.txt
running-config BASENAME-running-config.txt
BASENAME-system-name . txt

* SSHv2 RSA BASENAME-rsa-key
e SSHv2 DSA BASENAME-dsa-key
» AccessDefender BASENAME-aaa-local-db
» SSL BASENAME-https-certificate
» SSL BASENAME-https-private-key
BASENAME
12 ¥/ *?2"> |

startup-config

Null
CRLF
backup backup {tftp: [TFTP-URL] | ftp: [FTP-URL] | memory-card: [/PATH]}
prefix BASENAME [no-software] [no-access-defender]
restore restore {tftp: [FTP-URL] | ftp: [FTP-URL] | memory-card: [/PATH]}
prefix BASENAME [no-software] [no-access-defender] [reboot]
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backup
SD TFTP/FTP
backup {tftp: [7F7P-URL]] | Ftp: L[FTP-URL] | memory-card: [/PATH]}
prefix BASENAME [no-software] [no-access-defender]
tftp: TFTP
TFTP-URL //(TFTP IP /1Pv6
)/ ( )
ftp: FTP
FTP-URL //(FTP ):(
)A(FTP P /1Pv6 ):(TCP )/ (
)
memory-card:  SD
PATH SD
prefix BASENAME
no-software
no-access-defender AccessDefender
15
SSL SSL
AccessDefender 1Pv6
FTP/TFTP
SD
# backup memory-card: prefix backupl
Uploading firmware image file (backupl-software._had).......... Done.
Uploading start-up configuration file (backupl-startup-config.txt).......... Done.
Uploading running configuration file (backupl-running-config.txt).......... Done.
Uploading system name file (backupl-system-name.txt).......... Done.
Uploading SSH RSA key file (backupl-rsa-key).......... Done.
Uploading SSH DSA key file (backupl-dsa-key).......... Done.
Uploading access defender local database settings file (backupl-aaa-local-db)....
...... Done.
Uploading SSL server certificate file (backupl-https-certificate).......... Done.
Uploading SSL server private key file (backupl-https-private-key).......... Done.

#
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restore
TFTP/FTP SD
restore {tftp: [7F7P-URL]] | ftp: L[F7P-URL] | memory-card:
[/PATHL} prefix BASENAME [no-software] [no-access-defender]
[reboot]
tftp: TFTP
TFTP-URL //(TFTP 1P /1PV6

)/ ( )
ftp: FTP
FTP-URL //(FTP ):(
)e(FTP IP /1Pv6 ):(TCP )/ (
)
memory-card: SD
PATH SD
prefix BASENAME
no-software
no-access-defender AccessDefender
reboot
15
SSL SSL
AccessDefender IPv6 FTP/TFTP
reboot
SD

# restore memory-card: prefix backupl

Downloading firmware image file (backupl-software.had).......... Done.

Downloading start-up configuration file (backupl-startup-config.txt).......... Done.

Downloading system name file (backupl-system-name.txt).......... Done.

Downloading SSH RSA key file (backupl-rsa-key).......... Done.

Downloading SSH DSA key file (backupl-dsa-key).......... Done.

Downloading access defender local database settings file (backupl-aaa-local-db)....

...... Done.

Downloading SSL server certificate file (backupl-https-certificate).......... Done.

Downloading SSL server private key file (backupl-https-private-key).......... Done.

#
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SD SD
SD d:/ copy
d:/apresia-loader.conf SD copy boot

backup clone

m SD
SD LED SD
SD FAT16
SD SD
SD
copy boot copy boot
backup clone backup clone
copy boot
SD
copy boot
15
d:/apresia-loader.conf
SD
# copy boot
Writing the boot information to SD card.......... Done.
#
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backup clone

SD
backup clone
15
SD
backup
apresia SD
apresia-software.had
SD
SD apresia-loader.conf
/d:/apresia-software.had
/d:/apresia-startup-config.txt
SD
1
SD apresia-rsa-key apresia-dsa-key
RSA/DSA
apresia-https-certificate apresia-
https-private-key SSL
AAA DB
apresia-aaa-local-db
SD
# backup clone
Uploading boot information (apresia-loader.conf).......... Done.
Uploading firmware image file (apresia-software.had).......... Done.
Uploading start-up configuration file (apresia-startup-config.txt).......... Done
Uploading system name file (apresia-system-name.txt).......... Done.
Uploading SSH RSA key file (apresia-rsa-key).......... Done.
Uploading SSH DSA key File (apresia-dsa-key).......... Done.
Uploading access defender local database settings file (apresia-aaa-local-db)....
...... Done.
Uploading SSL server certificate Tile (apresia-https-certificate)...... Done
Uploading SSL server private key Tile (apresia-https-private-key)...... Done

#
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5.1

CLI TELNET SSH 3
( )
line
AAA AAA
AAA
line line {console | telnet | ssh}
login ( login [local]
) no login

login authentication | login authentication {default | METHOD-LIST}
no login authentication

username username NAME [privilege LEVEL] [nopassword | password [0 | 7]
PASSWORD]
no username [NAME]

password password [0 | 7] PASSWORD
no password

enable password enable password [level PRIVILEGE-LEVEL] [0 | 7] PASSWORD

no enable password [level PRIVILEGE-LEVEL]

service user-account | service user-account encryption
encryption no service user-account encryption

session timeout session-timeout MINUTES
no session-timeout

show users show users

clear line clear line LINE-ID
show privilege show privilege
access class access-class IP-ACL

no access-class IP-ACL

ping access-class ping access-class IP-ACL
no ping access-class IP-ACL
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line {console | telnet | ssh}

console
telnet Telnet
ssh SSH

12

SSH vty-filter

# configure terminal

(config)# line ssh

(config-line)# access-class vty-filter
(config-line)#

login ( )

AAA

login [local]
no login

login login

local login local

login local
Telnet  SSH login

15

AAA
* no login:
« login: password
« login local:
login local
1 login local

SSH SSH
SSH
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login
loginpassword

# configure terminal

(config)# line console
(config-line)# password loginpassword
(config-line)# login

(config-line)#

TELNET login local
IP TELNET

# configure terminal
(config)# line telnet
(config-line)# login local
(config-line)#

login authentication

AAA
no

login authentication {default | METHOD-LIST}
no login authentication

default (default)
METHOD-LIST

AAA default

15

aaa new-model AAA
login login authentication
AAA AAA

METHOD-LIST aaa authentication login
default
default
local
default
aaa authentication login default
local

CONSOLE-LINE-METHOD

# configure terminal

(config)# aaa authentication login CONSOLE-LINE-METHOD group group2 local
(config)# line console

(config-line)# login authentication CONSOLE-LINE-METHOD

(config-line)#
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username
no
username NAME [privilege LEVEL] [nopassword | password [0 | 7]
PASSWORD]
no username [NVAVE]
NAME 32
privilege LEVEL
1 15 1
nopassword
password
0 32
7
35
PASSWORD
adpro
15
15
login local AAA
AAA
adpro
15
adpro
15
ap_recovery 12.1
CLI
ap_recovery
admin mypassword

# configure terminal
(config)# username admin privilege 15 password 0 mypassword
(config)#

69/379



5 | 5.1

password

login
no

password [0 | 7] PASSWORD
no password

0 32

7
35

PASSWORD

15

login

# configure terminal

(config)# line console
(config-line)# password 123

(config-line)#

enable password

no

enable password [level PRIVILEGE-LEVEL] [0 | 7] PASSWORD
no enable password [level PRIVILEGE-LEVEL]

level PRIVILEGE-LEVEL
1 15
15

35

PASSWORD

15

enable
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MyEnablePassword 15 enable password

# configure terminal

(config)# enable password MyEnablePassword
(config)# exit

# disable
> enable
Password:
Current privilege level is 15
#

service user-account encryption

no

service user-account encryption
no service user-account encryption

15
0
7
7

. enable password
. password
. aaa-local-db user
 MAC mac-authentication password
e SNWP

RADIUS/TACACS+

show startup-config

# configure terminal
(config)# service user-account encryption
(confiQ)#
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session timeout

CLI
no
session-timeout WIMUTES
no session-timeout
MINUTES
0 1439
3
12
CLI1
1
1 2
2
# configure terminal
(config)# line console
(config-line)# session-timeout O
(config-line)#
show users
show users
1
CLI
# show users
ID Type User-Name Privilege Login-Time IP address
0 * console Anonymous 15 3v14s

Total Entries: 1

#
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clear line

clear line LINE-ID

LINE-ID

15
CLI
ID
show users ID
ID
SSH Telnet

# clear line 1
#

show privilege

show privilege

# show privilege

Current privilege level is 15

#
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access-class

TELNET/SSH
no

ACL

ACL

access-class /P-ACL
no access-class /P-ACL

1P-ACL IP ACL
permit

ACL
deny

1P

15

TELNET/SSH
2 ACL

ACL

ACL

ACL

Telnet CLI 10.1.1.1

# configure terminal

(config)# ip access-list vty-filter
(config-ip-ach)# permit 10.1.1.1 0.0.0.0
(config-ip-ach# exit

(config)# line telnet

(config-line)# access-class vty-filter
(config-line)#

ping access-class

ping
no

ACL

ACL

ping access-class /P-ACL

no ping access-class /P-ACL

1P-ACL IP ACL
permit

ACL
deny

1P

12

ping
ACL

ACL

ACL

ACL

ping 10.1.1.1

# configure terminal

(config)# ip access-list ping-filter
(config-ip-ach)# permit 226.1.1.1 0.0.0.0
(config-ip-ach# exit

(config)# ping access-class ping-filter
(config)#

74/379




5 | 5.2

5.2

terminal length

terminal length NUMBER
no terminal length

terminal width

terminal width NUMBER
no terminal width

terminal length
default

terminal length default NUMBER
no terminal length default

terminal width
default

terminal width default NUMBER
no terminal width default

terminal speed

terminal speed BPS
no terminal speed

show terminal

show terminal

banner login

banner login cMESSAGEC
no banner login

prompt prompt STRING
no prompt
terminal length
no

terminal length NVUMBER
no terminal length

NUMBER 0 512

24

50

# terminal length 60

#
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terminal width

no

terminal width VUMBER
no terminal width

NUMBER 40 255

80

terminal width 120

# terminal width 120
#

terminal length default

CLI
no

terminal length default VUMBER
no terminal length default

NUMBER 0 512 0

24

12

CLI
terminal length

CLI 60

# configure terminal
(config)# terminal length default 60
(config)#
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terminal width default

CLI 1
no

terminal width default VMUMBER
no terminal width default

NUMBER 40 255

80

12

CLI 1
terminal width

terminal width 120

# configure terminal

(config)# terminal width default 120
(config)#

terminal speed

no

terminal speed B8PS
no terminal speed

BPS / bps
9600 19200 38400 115200 4

9600

12

CLI

115200 bps

# configure terminal

(config)# terminal speed 115200
(config)#
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show terminal

show terminal

# show terminal
Terminal Settings:
Length: 24 lines
Width: 80 columns
Default Length: 24 lines
Default Width: 80 columns
Baud Rate: 9600 bps

#

banner login

no

banner login cWMESSAGEC
no banner login

c #

MESSAGE

12

CLI

banner login

Enter

2 Enter
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#
# configure terminal
(config)# banner login # Enter Command Line Interface#
(config)#
#
# configure terminal
(config)# banner login #
LINE c banner-text c, where "c" is a delimiting character
Enter Command Line Interface
#
(config)#
prompt
CLI1
no
prompt STRING
no prompt
STRING
35 15
o %h SNMP
e U%s
o W% %
12
CLI SNMP
15
° I>I
. ar
Administrator BRANCH A

# configure terminal
(config)# prompt BRANCHY%SA
BRANCH A(config)#
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5.3 IPV4
IP IPv6

VLAN VLAN VLAN

VLAN ID:1  VLAN IP

VLAN 1P
VLAN VLAN  VLAN
1Pv4
ip address ip address {IP-ADDRESS SUBNET-MASK | IP-ADDRESS/PREFIX-LENGTH |

dhcp}

no ip address [IP-ADDRESS SUBNET-MASK | IP-ADDRESS/PREFIX-LENGTH |
dhcp]

show ip interface

show ip interface [INTERFACE-ID] [brief]

ip route default

ip route IP-ADDRESS [primary | backup]
no ip route IP-ADDRESS

show ip route

show ip route [IP-ADDRESS [MASK] | PROTOCOL | hardware | summary]

arp

arp IP-ADDRESS HARDWARE-ADDRESS
no arp IP-ADDRESS HARDWARE-ADDRESS

arp timeout

arp timeout MINUTES
no arp timeout

show arp

show arp [ARP-TYPE | IP-ADDRESS [MASK] | interface INTERFACE-ID |
HARDWARE-ADDRESS]

show arp cache

show arp cache [IP-ADDRESS [MASK] | interface INTERFACE-ID]

clear arp-cache

clear arp-cache {all | interface INTERFACE-ID | IP-ADDRESS}

show arp timeout

show arp timeout [interface Vlan VLAN-ID]

ip tftp source-
interface

ip tftp source-interface INTERFACE-ID
no ip tftp source-interface

ip ftp source-
interface

ip ftp source-interface INTERFACE-ID
no ip ftp source-interface

80/379



| 5.3 IPv4

ip address

IP IP no

ip address { /P-ADDRESS SUBNET-MASK | [IP-ADDRESS/ PREFIX-LENGTH |

dhcp}
no ip address [/P-ADDRESS SUBNET-MASK | 1P-ADDRESS/PREFIX-LENGTH |

dhcp]

1P-ADDRESS SUBNET-MASK  IPv4 1P
192.168.0.100 255.255.255.0

IP-ADDRESS I PREFIX-LENGTH 1Pv4 / CIDR
192.168.0.100/24

dhcp DHCP  IP

VLAN 1 1P
(vlan)
12
VLAN IP
dhcp DHCP IP
VLAN 100  VLAN 1P 10.108.1.27
# configure terminal
(config)# interface vlan100
(config-if-vlan)# ip address 10.108.1.27/24
(config-if-vian)#
show ip interface
VLAN IP
show ip interface [/NTERFACE-1D] [brief]
INTERFACE-ID 1P VLAN
brief IP
1
VLAN brief
1P
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VLAN 1P

# show ip interface

Interface vlanl is enabled, link status is down
IP address is 10.243.34.123/8 (Default)
ARP timeout is 240 minutes

1P

# show ip interface brief

Interface IP Address Link Status

vianl 0.0.0.0 up
Total Entries: 1

#

ip route default

no
ip route default /P-ADDRESS [primary | backup]
no ip route default /P-ADDRESS
IP-ADDRESS IP
primary
backup
12
primary backup
10.1.1.254

# configure terminal
(config)# ip route default 10.1.1.254

(config)#
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show ip route

show ip route [/P-ADDRESS [MASK] | PROTOCOL | hardware | summary]

IP-ADDRESS

MASK

PROTOCOL  static connected
hardware LSI

summary

summary

# show ip route
Code: C - connected, S - static

* - candidate default
Gateway of last resort is 10.2.2_2 to network 0.0.0.0

S* 0.0.0.0/0 [1/1] via 10.2.2.2, vlanl
C 10.0.0.0/8 is directly connected, vlanl

Total Entries: 2

# show ip route summary

Route Source Networks

Connected 1
Static 0
Total 1
#
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arp

ARP
no

ARP

arp /P-ADDRESS HARDWARE-ADDRESS
no arp /P-ADDRESS HARDWARE-ADDRESS

1P-ADDRESS 1P
HARDWARE-ADDRESS ~ MAC

12

ARP IP
ARP
ARP

MAC

ARP

ARP

# configure terminal
(config)# arp 10.31.7.19 0800.0900.1834
(config)#

arp timeout

ARP
no

arp timeout MINUTES
no arp timeout

MINUTES ~ ARP 0 65535
ARP

240

(vlan)

12

ARP

ARP
clear arp-cache

ARP

ARP 60

# configure terminal

(config)# interface vlanl
(config-if-vlan)# arp timeout 60
(config-if-vlan)#
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Total Entries: 5

#

show arp
ARP
show arp [ARP-TYPE | IP-ADDRESS [MASK] | interface INTERFACE-ID |
HARDWARE-ADDRESS]
ARP-TYPE ARP
* dynamic ARP
+ static ARP
IP-ADDRESS [ MASK ]
interface INTERFACE-ID VLAN
ARP
HARDWARE-ADDRESS MAC
1
ARP
ARP
# show arp
S - Static Entry
IP Address Hardware Addr IP Interface Age (min)
10.5.2.55 00-01-02-03-04-00 vlanl forever
10.5.2.77 00-20-06-70-04-00 vlanl 240
S 10.31.7.19 08-00-09-00-18-34 vlanl forever
192.31.7.17 00-01-02-03-04-00 vlanl forever
192.31.8.17 00-01-02-03-04-00 vlanl forever
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show arp cache

ARP
show arp cache [/P-ADDRESS [MASK] | interface INTERFACE-ID]
1P-ADDRESS ARP IP
MASK ARP
interface INTERFACE-1D ARP
+ port
« port-channel
« vilan VLAN
1
ARP ARP
ARP
# show arp cache
IP Address VID Hardware Addr Interface Age
192.168.100.254 1 FC-6D-D1-06-CE-7D CPU forever
Total Entries: 1
#
clear arp-cache
ARP
clear arp-cache {all | interface /NTERFACE-ID | 1P-ADDRESS}
all ARP
interface INTERFACE-1D VLAN
1P-ADDRESS
12
ARP
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ARP

# clear arp-cache all
#

show arp timeout

ARP
show arp timeout [interface Vlan VLAN-10]
Vlan VLAN-1D VLAN

1

ARP

ARP

# show arp timeout

Interface Timeout (minutes)

vianl 240

Total Entries: 1

ip tftp source-interface

TFTP
no

ip tftp source-interface /INTERFACE-ID
no ip tftp source-interface

INTERFACE-ID TFTP VLAN

12

VLAN 1 TFTP

# configure terminal
(config)# ip tftp source-interface vianl
(config)#
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ip ftp source-interface

FTP
no

ip ftp source-interface /NTERFACE-1D
no ip ftp source-interface

INTERFACE-ID FTP VLAN

12

VLAN 1 FTP

# configure terminal
(config)# ip ftp source-interface vlanl
(config)#
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5.4 IPv6

1Pv6

ipv6 enable

ipv6 enable
no ipvé enable

ipv6 address

ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | IPV6-ADDRESS link-
local}

no ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | IPV6-ADDRESS link-
local}

ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64

no ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64
ipv6 address dhcp [rapid-commit]

no ipvé address dhcp

show ipv6 interface

show ipv6 interface [INTERFACE-ID] [brief]

ipv6 route default

ipv6 route default {[INTERFACE-NAME] NEXT-HOP-ADDRESS [primary |
backup]}

no ipvé route default {[INTERFACE-NAME] NEXT-HOP-ADDRESS}

show ipv6 route

show ipv6 route [summary]

ipv6 neighbor

ipv6 neighbor IPV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipv6 neighbor IPV6-ADDRESS INTERFACE-ID

ipv6 nd ns-interval

ipv6 nd ns-interval MILLI-SECONDS
no ipv6 nd ns-interval

show ipv6 neighbors

show ipv6 neighbors [INTERFACE-ID] [IPV6-ADDRESS]

show ipv6 neighbors
cache

show ipv6 neighbors cache [IPV6-ADDRESS | interface INTERFACE-ID]

clear ipv6 neighbors

clear ipv6 neighbors {all | interface INTERFACE-ID}

ipv6 enable

IPv6 no

ipv6 enable
no ipvé enable

vlan

12

IPv6
IPv6 IPv6
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# configure terminal

(config)# interface vlanl
(config-if-vlan)# ipv6 enable

(config-if-vlan)#

ipv6 address

IPv6 IPv6

no

ipv6 address {/PV6-ADDRESS/PREFIX-LENGTH | IPV6-ADDRESS Nink-

local}

no ipv6 address {/PV6-ADDRESS/PREFIX-LENGTH | IPV6-ADDRESS Nink-

local}

ipv6 address /PV6-PREFIX/PREFIX-LENGTH eui-64
no ipv6 address [/PV6-PREFIX/PREFIX-LENGTH eui-64

ipv6 address dhcp [rapid-commit]
no ipv6 address dhcp

IPV6-ADDRESS 1PV6
PREFIX-LENGTH
link-local
IPV6-PREFIX  1PV6
dhcp DHCPv6  IPv6

rapid-commit DHCPv6

vlan
12
1Pv6 EUI-64
ID 1Pv6 ipvé address
eui-64 DHCPV6 IP
ipv6 address dhcp
1Pv6

1PV6

(config-if-vlan)#

# configure terminal
(config)# interface vlan2
(config-if-vlan)# ipv6 address 3ffe:22:33:44::55/64

EUI-64

ID 1Pv6

(config-if-vian)#

# configure terminal
(config)# interface vlanl
(config-if-vlan)# ipv6 address 3ffe:501:FFFF:0::/64 eui-64
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# configure terminal

(config-if-vlan)#

(config)# interface vlanl
(config-if-vlan)# ipv6 address dhcp

show ipv6 interface

VLAN 1Pv6
show ipv6 interface [/NTERFACE-ID] [brief]
INTERFACE-ID  1PV6 VLAN
brief IPv6
1
VLAN 1Pv6
VLAN IPv6

IPVv6 is enabled,

Total Entries: 1

#

# show ipv6 interface
vlanl is up, link status is up

Link-local address:
Te80: :240:66FF: feaf:26f

Global unicast address:
3ffe:501:FFFF:100:240:66FF: feaf:26f/64 (Stateless)

NS messages retransmit interval is O milliseconds

1PVv6

Total Entries: 1

#

# show ipv6 interface brief

vlanl is up, link status is up
1eB80::201:1FF:fe02:304
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ipv6 route default

1Pv6 1Pv6

no
ipv6 route default {[/NTERFACE-NAME] NEXT-HOP-ADDRESS [primary |
backup]}

no ipvé route default {[/NTERFACE-NAME] NEXT-HOP-ADDRESS}

INTERFACE-NAME VLAN

NEXT-HOP-ADDRESS 1Pv6
primary

backup

12

1Pv6 primary
backup

1PV6

# configure terminal
(config)# ipv6 route default vlanl fe80::0000:00fF:1111:2233
(config)#

show ipv6 route

IPv6

show ipv6 route [summary]

summary

I1Pv6
summary

1Pv6

# show ipv6 route

IPv6 Routing Table
Code: C - connected, S - static

C 2000:410:1::/64 [0/1] 1is directly connected, vlanl
S 2001:0101::/64 [1/1] via fe80::0000:00ff:1111:2233, vianl
S 2001:0102::/64 [1/1] via fe80::0000:00ff:1111:2233, vianl

Total Entries: 3 entries, 3 routes
#
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1PVv6

# show Ipv6 route summary

Route Source Networks
Connected
Static
SLAAC
Total

oNoNoNe)

#

ipv6 neighbor

ipv6 1Pv6
no

ipv6 neighbor [/PV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipv6 neighbor /PV6-ADDRESS INTERFACE-ID

1PV6-ADDRESS  1PV6 1Pv6
INTERFACE-ID VLAN
MAC-ADDRESS  1Pv6 MAC

12

1Pv6

ipv6

# configure terminal
(config)# ipv6 neighbor fe80::1 vlanl 00-01-80-11-22-99
(config)#

ipv6 nd ns-interval

NS
no

ipv6 nd ns-interval WILLI-SECONDS
no ipv6 nd ns-interval

MILLI-SECONDS NS 0 3600000
1000

0 1000 1

12

IPv6 NS
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IPv6 NS 6
# configure terminal
(config)# interface vlanl
(config-if-vlan)# ipv6 nd ns-interval 6000
(config-if-vlan)#

show ipv6 neighbors

1Pv6
show ipv6 neighbors [/INTERFACE-10Y [ 1PV6-ADDRESS]
INTERFACE-ID VLAN
1PV6-ADDRESS IPv6
1
1Pv6
1Pv6
# show ipv6 neighbors
IPv6 Address Link-Layer Addr Interface Type State
1eB80::200:11fF:fe22:3344 00-00-11-22-33-44 vlanl D REACH
Total Entries: 1
#
show ipv6 neighbors cache
IPv6
show ipv6 neighbors cache [/PV6-ADDRESS | interface INTERFACE-ID]
1PV6-ADDRESS 1Pv6 IPv6
interface /INTERFACE-ID IPV6
* port
e port-channel
« vlan VLAN
1
IPv6 IPv6
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1PVv6

# show ipv6 neighbors cache

IPv6 Address VID Link-Layer Addr I/F State

1111:2222:3333:4444:5555:6666:7777-8888 1 00-00-00-01-01-01 1/0/11 REACH
Total Entries: 1

#

clear ipv6 neighbors

1Pv6
clear ipv6 neighbors {all | interface INTERFACE-ID}
all IPv6
interface INTERFACE-ID VLAN
12
1Pv6
VLAN 1 IPv6
# clear ipv6 neighbors interface vian 1
#
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SNTP
clock set clock set HH:MM:SS DAY MONTH YEAR
clock summer-time clock summer-time recurring WEEK DAY MONTH HH:MM WEEK DAY MONTH

HH:MM [OFFSET]
clock summer-time date DATE MONTH YEAR HH:MM DATE MONTH YEAR HH:MM

[OFFSET]
no clock summer-time
clock timezone clock timezone {+ | -} HOURS-OFFSET [MINUTES-OFFSET]
no clock timezone
sntp enable sntp enable
no sntp enable
sntp server sntp server {IP-ADDRESS | IPV6-ADDRESS}
no sntp server {IP-ADDRESS | IPV6-ADDRESS}
sntp interval sntp interval SECONDS
no sntp interval
show clock show clock
show sntp show sntp
clock set

clock set HH:MW:SS DAY MONTH YEAR

HH:MW:SS 24
DAY
MONTH January Jan February Feb

YEAR
12
SNTP
2022 1 1 6:00
# clock set 18:00:00 1 Jan 2022

#
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clock summer-time

no
clock summer-time recurring WEEK DAY MONTH HH:MM WEEK DAY MONTH
HH:MY [OFFSET]
clock summer-time date DATE MONTH YEAR HH:MM DATE MONTH YEAR HH:MW
[OFFSET]
no clock summer-time
recurring /
date /
WEEK 1 4 last
DAY sun  mon
DATE 1 31
MONTH January February
YEAR /
HH:MY 24
OFFSET
60 30 60 90 120
12
/ recurring
date
recurring 4 1
2:00 10 2:00

# configure terminal
(config)# clock summer-time recurring 1 sun April 2:00 last sun October 2:00
(config)#
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clock timezone

no
clock timezone {+ | -} HOURS-OFFSET [MINUTES-OFFSET]
no clock timezone
+ UTC
- UTC
HOURS-OFFSET UTC ( )
MINUTES-OFFSET UTC ()
UTC +09:00
12
UTC +09:00
PST: UTC -8:00

# configure terminal

(config)# clock timezone - 8

(config)#

sntp enable
SNTP SNTP no
sntp enable
no sntp enable
12
SNTP SNTP
SNTP

SNTP

# configure terminal
(config)# sntp enable
(confiQ)#
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sntp server
SNTP no
sntp server {/P-ADDRESS | 1PV6-ADDRESS}
no sntp server {/P-ADDRESS | IPV6-ADDRESS}
1P-ADDRESS ~ SNTP IP
1PV6-ADDRESS  SNTP 1PV6
12
SNTP
IPv6
IPv4
SNTP IPv4  1PV6 2
1P 192.168.22.44  SNTP

# configure terminal

(config)# sntp server 192.168.22.44
(config)#

sntp interval

SNTP

sntp interval SECONDS
no sntp interval

SECONDS 30 99999

720

12

100

# configure terminal
(config)# sntp interval 100
(config)#
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show clock
show clock
1
# show clock
Current Time Source : System Clock
Current Time : 12:27:51, 2021-07-15
Time Zone - UTC +09:00
Daylight Saving Time : Disabled
#
show sntp
SNTP
show sntp
1
SNTP
SNTP
# show sntp
SNTP Status . Enabled
SNTP Poll Interval : 720 seconds
SNTP Server Status:
SNTP Server Stratum Version Last Receive
10.0.0.11 8 4 00:02:02
10.0.0.11 7 4 00:01:02 Synced

10::2
fe80::1111 vianl

Total Entries: 4
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5.6 Telnet

Telnet
ip telnet server ip telnet server
no ip telnet server
ip telnet service- ip telnet service-port TCP-PORT
port no ip telnet service-port
ip telnet source- ip telnet source-interface INTERFACE-ID
interface no ip telnet source-interface
show ip telnet show ip telnet server
server

ip telnet server

Telnet

ip telnet server
no ip telnet server

12

Telnet

Telnet

# configure terminal
(config)# ip telnet server
(config)#

ip telnet service-port

Telnet TCP

ip telnet service-port 7CP-PORT
no ip telnet service-port

TCP-PORT TCP

23 Telnet

12

Telnet TCP
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Telnet TCP 3000

# configure terminal
(config)# ip telnet service-port 3000
(config)#

ip telnet source-interface

Telnet
no

ip telnet source-interface /NTERFACE-1D
no ip telnet source-interface

INTERFACE-ID Telnet VLAN

12

VLAN 1 Telnet

# configure terminal
(config)# ip telnet source-interface vlanl
(config)#

show ip telnet server

Telnet

show ip telnet server

Telnet

Telnet

# show ip telnet server

Server State: Enabled

#
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5.7 SSH

SSH

crypto key generate

crypto key generate {rsa [modulus MODULUS-SIZE] | dsa}

crypto key zeroize

crypto key zeroize {rsa | dsa}

ip ssh server

ip ssh server
no ip ssh server

ip ssh service-port

ip ssh service-port TCP-PORT
no ip ssh service-port

ip ssh timeout

ip ssh {timeout SECONDS | authentication-retries NUMBER}
no ip ssh {timeout | authentication-retries}

ssh user ssh user NAME authentication-method {password | publickey URL |
authentication- hostbased URL host-name HOSTNAME [IP-ADDRESS | IPV6-ADDRESS]}
method no ssh user NAME authentication-method
show crypto key show crypto key mypubkey {rsa | dsa}
mypubkey
show ip ssh show ip ssh
show ssh show ssh
crypto key generate
RSA DSA

crypto key generate {rsa [modulus MODULUS-SIZE] | dsa}

rsa RSA

modulus MODULUS-SIZE RSA 360 512
768 1024 2048
dsa DSA DSA 1024
15
SSH RSA DSA
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RSA

# crypto key generate rsa

The RSA key pairs already existed.

Do you really want to replace them? (y/n)[n]: y

Choose the size of the key modulus in the range of 360 to 2048. The process may take
a few minutes.

Number of bits in the modulus [768]: 768

Generating RSA key...Done

#

crypto key zeroize

RSA DSA
crypto key zeroize {rsa | dsa}
rsa RSA
dsa DSA
15
SSH

RSA

# crypto key zeroize rsa
Do you really want to remove the key? (y/n)[n]: vy

#

ip ssh server

SSH SSH
no

ip ssh server
no ip ssh server

12

SSH

SSH

# configure terminal
(config)# ip ssh server
(confiQ)#
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ip ssh service-port

SSH 22 no

ip ssh service-port 7CP-PORT
no ip ssh service-port

TCP-PORT SSH  TCP

22 SSH

12

SSH TCP

3000

# configure terminal
(config)# ip ssh service-port 3000
(config)#

ip ssh timeout

SSH
no
ip ssh {timeout SECONDS | authentication-retries NUMBER}
no ip ssh {timeout | authentication-retries}
timeout SECONDS SSH 30
600

authentication-retries VUMBER SSH 1
32

120

3
12
SSH
SSH 160

# configure terminal
(config)# ip ssh timeout 160
(confiQ)#

SSH 2

# configure terminal
(config)# ip ssh authentication-retries 2
(confiQ)#
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ssh user authentication-method

SSH
no

ssh user VAME authentication-method {password | publickey URL |
hostbased URL host-name HOSTNAME [ IP-ADDRESS | IPV6-ADDRESS]}

no ssh user MME authentication-method

user NVAME SSH

password

publickey URL
URL

hostbased URL
URL

host-name HOSTNAME

1 255
1P-ADDRESS IP

1PV6-ADDRESS IPv6

password

15

username

. base64
base64

ssh-dss ssh-rsa

userl

# configure terminal
(config)# ssh user userl authentication-method publickey c:/userl.pub
(config)#
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show crypto key mypubkey

RSA DSA
show crypto key mypubkey {rsa | dsa}
rsa RSA
dsa DSA
12

RSA DSA

RSA

# show crypto key mypubkey rsa

% Key pair was generated at: 23:02:10, 2021-07-15

Key Size: 768 bits
Key Data:

AAAAB3Nz aClyc2EA AAADAQAB AAAAYQCE AiBejpoQ UBrUEzM2 U7ZY3Cvx 1KtFOQTI
gPejwWu8 IXknaYcl ktilhgV9 HINgmmKS 90fa8ZcJ naCsesOv aKtNSpWH sVVWCE/V
py2mv60j cYDF5pbd g9owazZD bh9zN4kk=

#
show ip ssh
SSH
show ip ssh
1
SSH
SSH
# show ip ssh
IP SSH server : Enabled
IP SSH service port 22
SSH server mode : V2
Authentication timeout : 120 secs
Authentication retries : 3 times

#
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show ssh
SSH
show ssh
1
SSH
SSH
# show ssh
SID Ver. Cipher Userid Client IP Address
0 V2 3des-cbc/shal-96 userl 192.168.0.100
1 V2 3des-cbc/hmac-shal user2 2000::243

Total Entries: 2

#
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5.8 Web Ul

Web

ip http

ip http {server | secure-server | service-port TCPPORT | timeout-
policy idle SECONDS}

no ip http {server | secure-server | service-port | timeout-policy
idle}

show ip http

show ip http {server | secure-server}

ip http

Web Ul no

ip http {server | secure-server | service-port 7CPPORT | timeout-
policy idle SECONDS}

no ip http {server | secure-server | service-port | timeout-policy
idle}

server HTTP  Web Ul
secure-server HTTPS Web Ul

service-port 7CPPORT HTTP  Web Ul TCP

timeout-policy idle SECONDS Web Ul
() 60 3600

server: secure-server: service-port: 80
timeout-policy idle: 180

12

Web Ul SSH
RSA DSA

server secure-server Web UI
HTTP/HTTPS

Web Ul HTTPS

(config)#

# configure terminal
(config)# ip http secure-server
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show ip http

Web Ul

show ip http {server | secure-server}

server HTTP  Web Ul

secure-server HTTPS Web Ul

Web Ul

Web Ul HTTPS

# show ip http server

ip http server state : enable
#
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5.9 SSL

SSL
ssl gencsr rsakey ssl gencsr rsakey [RSA-KEY-LENGTH]
show ssl https- show ssl https-certificate

certificate

show ssl https- show ssl https-private-key
private-key

show ssl csr show ssl csr

ssl gencsr rsakey

(CSR)
ssl gencsr rsakey [RSA-KEY-LENGTH]
RSA-KEY-LENGTH RSA
512 2048
RSA 2,048

15

CSR

# ssl gencsr rsakey

Country Name (2 letter code) [JP]: JP

State or Province Name (full name) [Some-State]: Tokyo

Locality Name (eg, city) [Some-City]: Shibuya-ku

Organization Name (eg, company) [Internet Widgits Pty Ltd]: Apresia
Organizational Unit Name (eg, section) []: Accounting

Common Name (YOUR domain name) []: ww.example.com

Email Address []: mail@xample.com

Start generating key ...
Start generating Certificate Signing Request ...
Done.

#
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show ssl https-certificate

SSL

show ssl https-certificate

SSL

SSL

# show ssl https-certificate

Certificate Information:

Certificate Version =3

Serial Number :00:80:2D:5E:A8:BD:8D:53:C3

Issuer Name  :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group.,
CN=Apresia, emailAddress=example@example.com

Subject Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group.,
CN=Apresia, emailAddress=example@example.com

Not Before 12017-02-16 06:54:58

Not After 12037-02-11 06:54:58

Public Key Alg:rsaEncryption

Signed Using :RSA+SHA256

RSA Key Size :2048 bits

#

show ssl https-private-key

SSL

show ssl https-private-key

SSL

SSL

# show ssl https-private-key

Private key is embedded in fimware.

#
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show ssl csr

CSR

show ssl csr

CSR

# show ssl csr

Certificate Request:
Data:
Version: 1 (0Ox1)
Subject: C=JP, ST=Tokyo, L=chiyoda-ku,
CN=ww .apresia. jp/emai lAddress=xxx@apresia.jp
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (1024 bit)
Modulus:
00:9d: f3 98:37:12:¢5:7F:e0:89:b3:6a:
1€c3:91:20:9F:b4:7c:d8:91
az2e:93:9e:0e:56:92:6F:01

41:d9:04:74:01:d5:b3:63:61
Exponent: 65537 (0x10001)
Attributes:
a0:00
Signature Algorithm: sha256WithRSAEncryption

8c:c6:69:d7:65:56:e8:80:5d:3b:58:Ffa:3f:86:91:01:
aa:92:58:ba:1f:8c:b8:e4:99:77:18:bl:c3:1e:1e:29:
98:ad:f1:59:28: 3b df:50:32:a5:d7:9a:db:65:01:a4:
3 44:0d:¢9:22:d7:16:39:fa:
:4e:c6:19:8d:ac:8b:9d:c8:
-dd:
zac:

:35:e5:10:2e:e6:dd:19:76
147:82:e1:98:82:c3:14:95

7
7a a0:29:42:¢c7:5b:79:22:7c:
45:9e:43:b4:8e:6b:2f:11:
ca:72:cazea:2b:2f:df:e4:
ee:eB8:97: 4a a7 ba:67:b9:2b:ce:a2:15:
ar:67:b3:59:96:0a:6F:91:fd:fc:bd:1c:

O=apresia, OU=network,

6f:b6:9a:

zac:-6a:-a3:
:84:

6f:bd:
cb:2e:4a:
6d:al:12:
e7:03:14:
28:1c:fa:
86:79:b8:

:97:
7aze2:
26:c8:
bf:ec:
71:
25:
e3:
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5.10

logging on

logging on
no logging on

logging buffered

logging buffered [severity {SEVERITY-LEVEL | SEVERITY-NAME}]
[discriminator NAME] [write-delay {SECONDS | infinite}]

no logging buffered
default logging buffered

logging server

logging server {IP-ADDRESS | IPV6-ADDRESS} [severity {SEVERITY-
LEVEL | SEVERITY-NAME}] [facility {FACILITY-NUM | FACILITY-NAME}]
[discriminator NAME] [port UDP-PORT]

no logging server {IP-ADDRESS | IPV6-ADDRESS}

logging source-
interface

logging source-interface INTERFACE-ID
no logging source-interface

logging console

logging console [severity {SEVERITY-LEVEL | SEVERITY-NAME}]
[discriminator NAME]

no logging console

logging
discriminator

logging discriminator NAME [facility {drops STRING | includes
STRING}] [severity {drops SEVERITY-LIST | includes SEVERITY-LIST}]

no logging discriminator NAME

command logging
enable

command logging enable
no command logging enable

show logging

show logging [all | [REF-SEQ] [+ NN | - NNJ]

clear logging

clear logging

show attack-logging

show attack-logging unit UNIT-ID [index INDEX]

clear attack-logging

clear attack-logging {unit UNIT-ID | all}

logging on

no

logging on
no logging on

12

syslog
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# configure terminal
(config)# logging on

WARNING: The command takes effect and the logging buffered is enabled at the same
time.
(confiQ)#

logging buffered

default logging buffered
no

logging buffered [severity {SEVERITY-LEVEL | SEVERITY-NAME}]
[discriminator VAME] [write-delay {SECONDS | infinite}]

default logging buffered
no logging buffered

severity (Severity)
SEVERITY-LEVEL 0 7

SEVERITY-NAME

emergencies alerts critical errors warnings notifications
informational debugging O(emergencies)
7(debugging)

discriminator NVAME discriminator

write-delay

SECONDS  write-delay 0 65535

infinite

informational 6
discriminator
write-delay 0

12

syslog

discriminator
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3(errors)

# configure terminal

(config)# logging buffered severity errors

(config)#

logging server

syslog syslog

no

logging server {/P-ADDRESS | IPV6-ADDRESS} [severity {SEVERITY-
LEVEL | SEVERITY-NAMEY] [Facility {FACILITY-NUM | FACILITY-NAME}]
[discriminator NVAWE] [port UDP-PORT]

no logging server {/P-ADDRESS | IPV6-ADDRESS}

IP-ADDRESS syslog IP

1PV6-ADDRESS syslog IPv6

severity (Severity)

SEVERITY-LEVEL 0 7

SEVERITY-NAME

emergencies alerts critical errors warnings notifications

informational debugging 0(emergencies)
7(debugging)
facility
local7(23)
FACILITY-NUM 0 23
FACIL ITY-NAME
kern user mail daemon authl syslog Ipr news
uucp clockl auth2 ftp ntp logaudit [logalert clock2
local0 1locall 1local2 1local3 local4 local5 local6é local7
O(kern) 23(local7)
discriminator VAME discriminator
port UDP-PORT syslog UDP 514
1024 65535 514
12
syslog
4(warinigs) syslog (20.3.3.3)

# configure terminal

(config)# logging server 20.3.3.3 severity warnings

(config)#
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logging source-interface

syslog
no

logging source-interface /NTERFACE-ID
no logging source-interface

INTERFACE-ID syslog VLAN

12

syslog VLAN 100

# configure terminal
(config)# logging source-interface vlan100

(confFiQ)#

logging console

no

logging console [severity {SEVERITY-LEVEL | SEVERITY-NAWE}]
[discriminator NANME]
no logging console

severity (Severity)
SEVERITY-LEVEL 0 7

SEVERITY-NAME
emergencies alerts critical errors warnings notifications

informational debugging O(emergencies)
7(debugging)

discriminator VAME discriminator

12

3(errors)

# configure terminal
(config)# logging console severity errors
(config)#
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logging discriminator

discriminator

logging discriminator NVAYE [facility {drops S7RING | includes
STRINGY] [severity {drops SEVERITY-LIST | includes SEVERITY-LIST}]

no logging discriminator NVAWE

NAME discriminator
facility

STRING 1 SYS PORT STP LAC
FDB LLDP ACL QOS PORTSEC DHCP DHCPV6 STORM_CTRL SSH CLI
SNMP  ALARM AAA DEVICE RADIUS DOT1X MAC CFG FIRMWARE

includes
drops
severity

SEVERITY-LIST

12

discriminator

discriminator

syslog
includes  drops includes
drops
discriminator buffer-filter
STP 1 45 6

# configure terminal

(config)# logging discriminator buffer-filter facility includes STP severity includes
1-4,6

(config)#
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command logging enable

no

command logging enable

no command logging enable

12

show logging

255

# configure terminal

(config)# command logging enable

(config)#

show logging

show logging [all | [REF-SEQ] [+ W | - AM]

all

REF-SEQ + W - W
+ WV NV
NV
- W NV
MV
1
1
100000
200
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# show logging

Total number of buffered messages:6

H6 2016-03-03 14:49:36 INFO(6) "exit'" executed by 15 from Console

#5 2016-03-03 14:49:35 INFO(6) "‘configure terminal' executed by 15 from Con
sole

#4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1
5)

#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)

#2 2016-03-03 14:49:27 INFO(6) "logout' executed by 15 from Console

#1 2016-03-03 14:49:22 INFO(6) '‘clear logging' executed by 15 from Console
#

# show logging 3
Total number of buffered messages:7

#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)

#4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1
5)

#5 2016-03-03 14:49:35 INFO(6) "‘configure terminal' executed by 15 from Con
sole

#6 2016-03-03 14:49:36 INFO(6) "'exit'" executed by 15 from Console

#H7 2016-03-03 14:49:40 INFO(6) "'show logging" executed by 15 from Console

#

2

# show logging 3 + 2
Total number of buffered messages:8

#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)
#4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1

5)
#

clear logging

clear logging

12
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# clear logging

Clear logging? (y/n) [n] vy
#

show attack-logging

show attack-logging unit UN/IT-1D [index /INDEX]

UNIT-1D ID
INDEX

# show attack-logging unit 1

Attack log messages (total number:0)

clear attack-logging

clear attack-logging {unit WI7-10 | all}

UNIT-1D ID
all

12

# clear attack-logging all
#
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5.11 SNMP

SNMP MIB

SNMP
SNMP

SNMP

SNMP
MIB

SNMP MIB SNMP

2 SNMP

snmp-server

snmp-server
no snmp-server

snmp-server name

snmp-server name NAME
no snmp-server name

snmp-server location

snmp-server location TEXT
no snmp-server location

snmp-server contact

snmp-server contact TEXT
no snmp-server contact

snmp-server service-
port

snmp-server service-port PORT-NUMBER
no snmp-server service-port

snmp-server response
broadcast-request

snmp-server response broadcast-request
no snmp-server response broadcast-request

snmp-server enginelD
local

snmp-server enginelD local ENGINEID-STRING
no snmp-server enginelD local

snmp-server view

snmp-server view VIEW-NAME OID-TREE {included | excluded}
no snmp-server view VIEW-NAME

snmp-server
community

snmp-server community [0 | 7] COMMUNITY-STRING [view VIEW-NAME]
[ro | rw] [access IP-ACL-NAME]

no snmp-server community [0 | 7] COMMUNITY-STRING

snmp-server group

snmp-server group [0 | 7] GROUP-NAME {vl1 | v2c | v3 {auth | noauth
| priv}} [read READ-VIEW] [write WRITE-VIEW] [notify NOTIFY-VIEW]
[access IP-ACL-NAME]

no snmp-server group [0 | 7] GROUP-NAME {v1 | v2c | v3 {auth |
noauth | priv}}

snmp-server user

snmp-server user USER-NAME [0 | 7] GROUP-NAME {v1 | v2c | v3
[encrypted] [auth {md5 | sha} AUTH-PASSWORD [priv PRIV-PASSWORD]]}
[access IP-ACL-NAME]

no snmp-server user USER-NAME [O | 7] GROUP-NAME {vl1 | v2c | v3}

show snmp-server

show snmp-server

show snmp

show snmp {community | host | view | group | enginelD}

show snmp user

show snmp user [USER-NAME]
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snmp-server

SNMP no
snmp-server

no snmp-server

12
SNMP
SNMP SNMP
SNMP

# configure terminal
(config)# snmp-server
(config)#

snmp-server name

no

snmp-server name NAME
no snmp-server name

NAWE 64

Switch

12

SNMPv2-MIB
sysName(1.3.6.1.2.1.1.5).0

SiteA-switch

# configure terminal

(config)# snmp-server name SiteA-switch
(config)#

123/379



| 5.11 SNVWP

snmp-server location

no

snmp-server location 7EXT
no snmp-server location

location 7EXT 255

12

SNMPv2-MIB sysLocation(1.3.6.1.2.1.1.6).0

HQ 15F

# configure terminal
(config)# snmp-server location HQ 15F
(config)#

snmp-server contact

no

snmp-server contact 7EXT
no snmp-server contact

contact 7EXT 255

12

SNMPv2-M1B sysContact(1.3.6.1.2.1.1.4).0

MIS Department 11

# configure terminal
(config)# snmp-server contact MIS Department 11
(confiQ)#
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snmp-server service-port

SNMP UbP

no

snmp-server service-port PORT-NUMBER
no snmp-server service-port

PORT-NUMBER  UDP

161

12

SNMP UDP

SNMP UDP 50000

# configure terminal
(config)# snmp-server service-port 50000
(config)#

snmp-server response broadcast-request

SNMP
no

snmp-server response broadcast-request
no snmp-server response broadcast-request

12

SNMP

SNMP

SNMP GetRequest

# configure terminal
(config)# snmp-server response broadcast-request
(config)#
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snmp-server enginelD local

SNMP ID no
snmp-server enginelD local ENGINEID-STRING
no snmp-server enginelD local
ENGINEID-STRING  SNMP ID 24 16
*8000011603" MAC (12 ) "0t 24
12
SNMP ID 24
16 24 0
SNMP ID 332200000000000000000000
# configure terminal
(config)# snmp-server enginelD local 3322
(config)#
shmp-server view
SNMP SNMP no

snmp-server view VIEW-NAME OID-TREE {included | excluded}

no snmp-server view V/IEW-NAWE

VIEW-NAME ~ SNMP

OID-TREE 01D

01D
included 01D
excluded oID
VIEW-NAME OID-TREE
Restricted 1.3.6.1.2.1.1 Included
Restricted 1.3.6.1.2.1.11 Included
Restricted 1.3.6.1.6.3.10.2.1 Included
Restricted 1.3.6.1.6.3.11.2.1 Included
Restricted 1.3.6.1.6.3.15.1.1 Included
CommunityView 1 Included
CommunityView 1.3.6.1.6.3 Excluded
CommunityView 1.3.6.1.6.3.1 Included

12

SNMP SNMP SNMP
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SNMP interfacesMibView SNMP
1.3.6.1.2.1.2 oID

# configure terminal
(config)# snmp-server view interfacesMibView 1.3.6.1.2.1.2 included
(confiQ)#

snmp-server community

SNMP no
snmp-server community [0 | 71 COMMUNITY-STRING [view VIEW-NAME]
[ro | rw] [access /P-ACL-NANE]
no snmp-server community [0 | 71 COMMUNITY-STRING
0 SNMP
7 SNMP
SNMP
COMMUNITY-STRING SNMP
view VIEW-NAME MIB
SNMP MIB

ro
rw
access [P-ACL-NAME SNMP

IP ACL ACL

IP
Private CommunityView Read/Write
Public CommunityView Read Only
12
SNMPv1 SNMPv2c SNMP
SNMP
SNMPvl  SNMPv2c  SNMP
SNMP
SNMP interfacesMibView oID SNMP comaccess

# configure terminal
(config)# snmp-server community comaccess view interfacesMibView rw
(config)#
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snmp-server group

SNMP

no

snmp-server group [0 | 7] GROUP-NAME {v1 | v2c | v3 {auth | noauth
| priv}} [read READ-VIEW] [write WRITE-VIE] [notify ANOTIFY-VIEN

[access [/P-ACL-NAWE]
no snmp-server group [0 | 71 GROUP-NAME {v1 | v2c | v3 {auth |
noauth | priv}}

0 SNMP
7 SNMP

GROUP-NAME
vl SNMPv1
v2c SNMPv2c
v3 SNMPv3
auth

noauth

priv

SNMP

read READ-VIEW

write WRITE-VIEW

notify NOTIFY-VIEW SNMP

SNMP

access [P-ACL-NAME

ACL

SNMP

MIB

SNMP

SNMP

1P ACL
IP

Group

Ver.

Security
Level

Read View

Write View

Notify View

initial v3

noauth

restricted

restricted

public

vl/v2c

CommunityView

CommunityView

private

vl/v2c

CommunityView

CommunityView

CommunityView

12

SNMP

SNMP

SNMPv1/v2c

SNMP

SNMP

MIB

SNMP

SNMP

SNMPv3

SNMP

SNMP

SNMP
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SNMP SNMP interfacesMibView
MIB SNMPV3 SNMP
guestgroup auth

# configure terminal

(config)# snmp-server view interfacesMibView 1.3.6.1.2.1.2 included
(config)# snmp-server group guestgroup v3 auth read interfacesMibView
(config)#

snmp-server user

SNMPv3 no

snmp-server user USER-NAME [0 | 7] GROUP-NAME {v1 | v2c | v3
[encrypted] [auth {md5 | sha} AUTH-PASSWORD [priv PRIV-PASSWORDI]}
[access [/P-ACL-NAWE]

no snmp-server user USER-NMAME [0 | 7] GROUP-NAME {vl1 | v2c | v3}

USER-NAME  SNMPv3 32
0 SNMP

7 SNMP
SNMP

GROUP-NAME SNMP
v3 SNMPv3
encrypted AUTH-PASSWORD PRIV-PASSWORD

auth
md5 HMAC-MD5-96
sha HMAC-SHA-96

AUTH-PASSWORD
MD5 8 16 SHA 8 20
MD5 16 SHA 20 16

priv PRIV-PASSWORD

8 16 16
16
access IP-ACL-NAME IP
ACL
initial
initial
12
SNMPv3 SNMPv1/v2c
SNMP snmp-server community
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SNMPv3 public userl

# configure terminal
(config)# snmp-server user userl public v3 auth md5 authpassword priv privpassword
(config)#

show snmp-server

SNMP

show snmp-server

1
SNMP

SNMP

# show snmp-server

SNMP Server : Enabled

Name = SiteA-Switch

Location > HQ 15F

Contact : MIS Department 11

SNMP UDP Port : 50000

SNMP Response Broadcast Request - Enabled

#
show snmp

SNMP

show snmp {community | view | group | enginelD}

community SNMP

view SNMP

group SNWP

enginelD SNMP ID

SNMP
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SNMP

# show snmp community
Community : public
Access : read-only
View - CommunityView
Community : private
Access : read-write
View - CommunityView
Total Entries: 2

#

SNMP

# show snmp group

GroupName: public
SecurityModel: vl

ReadView > CommunityView
Notifyiew : CommunityView

IP access control list:

GroupName: public
SecurityModel: v2c

ReadView : CommunityView
Notifyiew : CommunityView

IP access control list:

GroupName: initial

SecurityModel : v3/noauth
ReadView . restricted
NotifyView : restricted
IP access control list:

GroupName: private
SecurityModel: vl

ReadView = CommunityView
Notifyiew : CommunityView

IP access control list:

GroupName: private
SecurityModel: v2c

ReadView : CommunityView
Notifyiew : CommunityView

IP access control list:

Total Entries: 5

WriteView

WriteView

WriteView

WriteView

WriteView

> CommunityView

: CommunityView
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SNMP

# show snmp view

CommunityView(included) 1
CommunityView(excluded) 1.3.6.1.6.3
CommunityView(included) 1.3.6.1.6.3

Total Entries: 8

#

SNMP ID

# show snmp enginelD

Local SNVP enginelD: 8000011603004066afT04300

show snmp user

SNMP

show snmp user [USER-NAWE]

USER-NAME

SNMP

SNMP

# show snmp user userl

User Name: userl
Security Model: 3
Group Name: public
Authentication Protocol: MD5
Privacy Protocol: DES
Engine ID: 8000011603004066aff04800
IP access control list:

Total Entries: 1
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5.12 SNMP

SNMP

SNMP

SNMP SNMP
SNMP

snmp-server enable
traps

snmp-server enable traps [cpu-protect | environment [temperature]
| 11dp [med] | loop-detection | rmon [rising-alarm | falling-
alarm] | snmp [authentication | linkup | linkdown | coldstart |
warmstart] | stp [new-root] [topology-chg]]

no snmp-server enable traps [cpu-protect | environment
[temperature] | Ildp [med] | loop-detection | rmon [rising-alarm |
falling-alarm] | snmp [authentication | linkup | linkdown |
coldstart | warmstart] | stp [new-root] [topology-chg]]

snmp-server host

snmp-server host {IP-ADDRESS | IPV6-ADDRESS} [version {1 ]| 2c | 3
{auth | noauth | priv}}] [0 | 7] COMMUNITY-STRING [port PORT-
NUMBER]

no snmp-server host {IP-ADDRESS | IPV6-ADDRESS}

snmp trap link-
status

snmp trap link-status
no snmp trap link-status

snmp-server trap-
sending disable

snmp-server trap-sending disable
no snmp-server trap-sending disable

snmp-server source-
interface traps

snmp-server source-interface traps INTERFACE-ID
no snmp-server source-interface traps

show snmp-server
traps

show snmp-server traps

show snmp host

show snmp host

show snmp trap link-
status

show snmp trap link-status [interface INTERFACE-ID [,]-]11

show snmp-server
trap-sending

show snmp-server trap-sending [interface INTERFACE-ID [,]-11
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snmp-server enable traps

SNMP no

snmp-server enable traps [cpu-protect | environment [temperature]
| 11dp [med] | loop-detection | rmon [rising-alarm | falling-
alarm] | snmp [authentication | linkup | linkdown | coldstart |
warmstart] | stp [new-root] [topology-chg]]

no snmp-server enable traps [cpu-protect | environment
[temperature] | Ildp [med] | loop-detection | rmon [rising-alarm |
falling-alarm] | snmp [authentication | linkup | linkdown |
coldstart | warmstart] | stp [new-root] [topology-chg]]

cup-protect CPU

environment [temperature]
temperature

I1dp [med] LLDP med LLDP-
MED

loop-detection

rmon [rising-alarm | falling-alarm] RMON
rising-alarm
falling-alarm

snmp SNMP authentication
linkup linkdown coldstart warmstart

authentication SNMP
linkup

I inkdown

coldstart

warmstart

stp [new-root | topology-chg] STP new-
root topology-
chg

12
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SNMP

# configure terminal
(config)# snmp-server enable
(config)#

traps

SNMP

# configure terminal
(config)# snmp-server enable
(config)#

traps

snmp authentication

SNMP

# configure terminal
(config)# snmp-server enable
(config)#

traps

environment

RMON

SNMP

# configure terminal
(config)# snmp-server enable
(config)#

traps

mon

STP SNMP

# configure terminal
(config)# snmp-server enable
(config)#

traps

stp

LLDP MED

# configure terminal
(config)# snmp-server enable
(config)#

traps

11ldp med

CPU SNMP

# configure terminal
(config)# snmp-server enable
(confiQ)#

traps

cpu-protect
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snmp-server host

SNMP no
snmp-server host {/P-ADDRESS | IPV6-ADDRESS} [version {1 | 2c | 3
{auth | noauth | priv}}] [0 | 71 COMMUNITY-STRING [port PORT-
NUMBER]
no snmp-server host {/P-ADDRESS | 1PV6-ADDRESS}
IP-ADDRESS SNMP 1Pv4
IPV6-ADDRESS  SNMP 1Pv6
version SNMP SNMP
SNMPv1
1 SNMPv1
2c SNMPv2c
3 SNMPv3
auth
noauth
priv
0 SNMP
7 SNMP
SNMP

COMMUNITY-STRING SNMP

SNMPv3 SNMP
PORT-NUMBER  UDP 1 65535

12

SNMP
SNMP SNMP SNMP
SNMP
SNMP MIB SNMP
SNMP SNMP
SNMP SNMPv1 SNMP
comaccess 163.10.50.126

# configure terminal
(config)# snmp-server host 163.10.50.126 version 1 comaccess
(confiQ)#
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snmp trap link-status

SNMP
no

snmp trap link-status
no snmp trap link-status

(port, range)

12

SNMP

SNMP

1/0/1 SNMP

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# no snmp trap link-status
(config-if-port)#

snmp-server trap-sending disable

SNMP
no

snmp-server trap-sending disable
no snmp-server trap-sending disable

SNMP

(port, range)

12

SNMP

SNMP

1/0/8
# configure terminal

(config)# interface port 1/0/8
(config-if-port)# snmp-server trap-sending disable
(config-if-port)#

137/379



| 5.12 SNVWP

snmp-server source-interface traps

SNMP
no

snmp-server source-interface traps /NTERFACE-ID
no snmp-server source-interface traps

INTERFACE-ID SNMP VLAN

12

SNMP

VLAN 100

# configure terminal

(config)# snmp-server source-interface traps vlanl100

(confiQ)#

show snmp-server traps

SNMP

show snmp-server traps

1
SNMP
SNMP

# show snmp-server traps

Global Trap State : Disabled

Individual Trap State:
Authentication - Disabled
Linkup - Disabled
Linkdown : Disabled
Coldstart : Disabled
Warmstart . Disabled
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show snmp host

SNMP

show snmp host

1
SNMP
SNMP

# show snmp host
Host IP Address : 10.20.30.40
SNMP Version VA
Community Name : public
UDP Port : 50001
Host IP Address : 10.10.10.1
SNMP Version > V3 noauthnopriv
SNMPV3 User Name : userl
UDP Port : 50001
Host IPv6 Address: 1:12:123::100
SNMP Version > V3 noauthnopriv
SNMPV3 User Name : user2
UDP Port : 162

Total Entries: 3

show snmp trap link-status

SNMP

show snmp trap link-status [interface /INTERFACE-ID [,]-11

interface /INTERFACE-ID

SNMP
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1/0/1 1/0/9 SNMP
# show snmp trap link-status interface port 1/0/1-1/0/9
Port Trap state
Port1/0/1 Enabled
Port1/0/2 Enabled
Port1/0/3 Enabled
Port1/0/4 Enabled
Port1/0/5 Enabled
Port1/0/6 Enabled
Port1/0/7 Enabled
Port1/0/8 Enabled
Port1/0/9 Enabled
#

show snmp-server trap-sending

SNMP

interface /INTERFACE-ID

SNMP

1/0/1 1/0/9  SNMP

# show snmp-server trap-sending interface port 1/0/1-1/0/9

Port Trap Sending
Port1/0/1 Enabled
Port1/0/2 Enabled
Port1/0/3 Enabled
Port1/0/4 Disabled
Port1/0/5 Enabled
Port1/0/6 Disabled
Port1/0/7 Enabled
Port1/0/8 Enabled
Port1/0/9 Enabled
#
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5.13 RMON

RMON
rmon collection rmon collection stats INDEX [owner NAME]
stats no rmon collection stats INDEX
rmon collection rmon collection history INDEX [owner NAME] [buckets NUM] [interval
history SECONDS]
no rmon collection history INDEX
rmon alarm rmon alarm INDEX VARIABLE INTERVAL {delta | absolute} rising-
threshold VALUE [RISING-EVENT-NUMBER] falling-threshold VALUE
[FALLING-EVENT-NUMBER] [owner STRING]
no rmon alarm INDEX
rmon event rmon event INDEX [log] [trap COMMUNITY] [owner NAME] [description
TEXT]
no rmon event INDEX
show rmon statistics | show rmon statistics
show rmon history show rmon history
show rmon alarm show rmon alarm
show rmon events show rmon events

rmon collection stats

RMON no

rmon collection stats /VDEX [owner NAME]
no rmon collection stats /NDEX

INDEX  RMON 1 65535
owner NAME 127
(port)
12
RMON

1/0/2  RMON

# configure terminal

(config)# interface port 1/0/2

(config-if-port)# rmon collection stats 65 owner guest
(config-if-port)#

1417379




| 5.13 RMON

rmon collection history

RMON no

rmon collection history /VDEX [owner NAWME] [buckets AUM] [interval
SECONDS]

no rmon collection history /NDEX

INDEX RMON 1 65535
owner NAME 127

buckets AU¥#  RMON 1
65535 50

interval SECOMDS () 1 3600
1800

(port)

12

RMON

1/0/8  RMON

# configure terminal

(config)# interface port 1/0/8

(config-if-port)# rmon collection history 101 owner it@domain.com interval 2000
(config-if-port)#
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rmon alarm

RMON no

rmon alarm /NDEX VARIABLE INTERVAL {delta | absolute} rising-
threshold VALUE [RISING-EVENT-NUMBER] falling-threshold VALUE
[FALL ING-EVENT-NUMBER] [owner STRING]

no rmon alarm /NDEX

INDEX  RMON 1 65535
VARIABLE

INTERVAL /
() 1 2147483647

delta
absolute

rising-threshold VALUE 0 2147483647

RISING-EVENT-NUMBER RMON

falling-threshold VALUE 0 2147483647

FALLING-EVENT-NUMBER RMON

owner STRING 127

12

RMON

RMON

# configure terminal

(config)# rmon alarm 783 1.3.6.1.2.1.2.2.1.12.6 30 delta rising-threshold 20 1 falling-
threshold 10 1 owner Name

(confiQ)#
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rmon event
RMON no
rmon event /NDEX [log] [trap COMMUNITY] [owner NAME] [description
TEXT]
no rmon event /NDEX
INDEX  RMON 1 65535
log
trap COMMUNITY  SNMP SNMP
SNMP 127
owner NAME 127
description S7RING RMON 127
12
RMON RMON
RMON
RMON

# configure terminal

(config)# rmon event 13 log owner it@domain.com description ifInNUcastPkts is too much
(config)#

show rmon statistics

RMON

show rmon statistics

RMON
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RMON

# show rmon statistics

Index 1, owned by , Data source is Portl/0/1
Receilved octets: 0, Received packets: 0
Broadcast packets: 0, Multicast packets: O
Undersized packets: 0, Oversized packets: O
Fragments: 0, Jabbers: O
CRC alignment errors: 0, Collisions: O
Drop events: 0O
Packets in 64 octets: 0, Packets in 65-127 octets: 0
Packets in 128-255 octets: 0, Packets in 256-511 octets: O
Packets in 512-1023 octets: 0, Packets in 1024-1518 octets: O

show rmon history

RMON

show rmon history

RMON

RMON

# show rmon history

Index 1, owned by test, Data source is Portl1/0/2
Interval: 30 seconds
Requested buckets: 50, Granted buckets: 50
Sample 1
Received octets: 303595962, Received packets: 357568
Broadcast packets: 3289, Multicast packets: 7287
Estimated utilization: 19
Undersized packets: 213, Oversized packets: 24
Fragments: 2, Jabbers: 1
CRC alignment errors: 0, Collisions: O
Drop events: O
Sample 2
Received octets: 303596354, Received packets: 357898
Broadcast packets: 3329, Multicast packets: 7337
Estimated utilization: 19
Undersized packets: 213, Oversized packets: 24
Fragments: 2, Jabbers: 2
CRC alignment errors: 0, Collisions: O
Drop events: O
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show rmon alarm

RMON

show rmon alarm

RMON

RMON

# show rmon alarm

Alarm Index 23, owned by IT
Monitors OID: 1.3.6.1.2.1.2.2.1.10.1
every 120 second(s)
Taking delta samples, last value was 2500
Rising threshold is 2000, assigned to event 12
Falling threshold is 1100, assigned to event 12
On startup enable rising or falling alarm

#

show rmon events

RMON

show rmon events

RMON

RMON

# show rmon events

Event 1, owned by managerl
Description is Errors
Event trigger action: log & trap send to community manager
Last triggered time: 21:45:25, O
Log: 1
Log Time: 0d, 21h:45m:25s
Log Description: Errors

Event 2, owned by manager2

Description is Errors

Event trigger action: log & trap send to community manager
Last triggered time: 0:0:0, O

#
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ZTP(Zero Touch Provisioning) TETP
ZTP DHCP TFTP
SD
ZTP

m ZTP
ZTP ZTP ON ZTP

ztp enable force 7TP

SD ZTP

m ZTP

ZTP
1.
2. DHCP 7TP
3. TFTP
4.
m ZTP
ZTP CLI

OFF

Start ZTP, lock CLI for process!
Exit ZTP process by CTRL+C.

ZTP

Try to download image from TFTP://192.168.0.111/ZTPOS v2.00.00.had.......
Accessing tftp:...

Transmission start. ..

Transmission finished, file length 10835184 bytes.Done

Try to download configure from TFTP://192.168.0.111/ZTPconfig.cfg.......
Accessing tftp:...

Transmission start. ..

Transmission finished, file length 1024 bytes.Done

Please wait, save configure to file ZTPconfig.cfg ... Done.

Set /c:/ ZTPconfig.cfg as boot configure OK.

Same fimware version as running, no need to save image!

ZTP process OK.

ZTP OK: Unllock CLI and use config from TFTP.

TFTP
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ZTP
CLI
ZTP CLI
ZTP restore old config.
ZTP Fail: still use old image&config.
ZTP Fail: Unlock CLI.
ZTP DHCP TFTP
DHCP ZTP
DHCP TFTP
DHCP TFTP
m DHCP
ZTP DHCP TFTP TFTP
DHCP
TFTP 150(TFTP Server Address) siaddr
125(Vendor-Specific Information)
67(Bootfile name) file
siaddr file DHCP
DHCP 125 4 enterprise-number
278 Hex 00 00 01 16 1 subopt-code sub-option-data
TFTP Ascii
m TP
ZTP DHCP TFTP VLAN VLAN
ID:1  VLAN no interface vlan VLAN
ZTP VLAN 1D:1
VLAN ip address dhcp 1P
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ZTP TFTP DHCP
IP ZTP
IP
m ZTP ZTP LED
ZTP ZTP LED ZTP 3
ZTP LED
ZTP
ztp enable ztp enable [force]
no ztp enable
show ztp show ztp
ztp enable
ZTP no
ztp enable [force]
no ztp enable
force ZTP
ZTP
force enable ZTP ON ZTP
ztp enable
12
ZTP
ZTP ZTP
ZTP
ZTP

# configure terminal

(config)# ztp enable

WARNING: ZTP is enabled now, but it won"t take effect until reboot.
(confiQ)#
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show ztp
ZTP
show ztp
1
ZTP
ZTP
# show ztp

ZTP Bootup State
ZTP Current State
Current Firnmware
Current Configure

Result of last time:

ZTP Process Result
DHCP Server

DHCP Discover Retry
TFTP Server
Gateway IP address
Download Firmware
Download Configure

Result of this time:

ZTP Process Result
DHCP Server

DHCP Discover Retry
TFTP Server
Gateway IP address
Download Firmware
Download Configure

Enabled Force Slide Switch
Enabled Force Slide Switch
/c:/ZTPtest v2.00.00.had
/c:/ZTPconfig.cfg

Fail (DHCP connection timeout)

> Success (Same image)

1 192.168.0.1

-0

1 192.168.0.111

1 192.168.0.254

1 //192.168.0.111/ZTPOS_v2.00.00.had
: //192.168.0.111/ZTPconfig.cfg
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VLAN

VLAN

VLAN

2 VLAN

VLAN

VLAN

interface
speed

interface port

6.1

interface interface {INTERFACE-ID | range INTERFACE-ID [,|-1}
no interface INTERFACE-ID

shutdown shutdown
no shutdown

description description STRING

no description

default port-
shutdown

default port-shutdown
no default port-shutdown

show interfaces

show interfaces [INTERFACE-ID [,]|-1] [status | counters [errors] |
utilization | gbic | description | auto-negitiation | transceiver
[detail]]

show counters

show counters [interface INTERFACE-ID [,]-]1 | cpu-port]

clear counters

clear counters {all | interface INTERFACE-ID [,]|-] | cpu-port}
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interface

interface {/NTERFACE-1D | range INTERFACE-ID [,|-1}
no interface /NTERFACE-1D

INTERFACE-ID

* port
« vilan VLAN
« port-channel

e J2vlan L2VLAN

range L2VLAN
INTERFACE-ID port 12vian
12
no
1/0/5

# configure terminal
(config)# interface port 1/0/5
(config-if-port)#

VLAN 100

# configure terminal
(config)# interface vlanl00
(config-if-vlan)#

3

# configure terminal
(config)# interface port-channel 3
(config-if-port-channe)#

1/0/1 1/0/5

# configure terminal
(config)# interface range port 1/0/1-5
(config-if-port-range)#

152/379



| 6.1
shutdown
shutdown
no shutdown
(port, range, port-channel, vlan)
12
shutdown no shutdown
Error Disabled
1/0/1

# configure terminal
(config)# interface port 1/0/1
(config-if-port)# shutdown

description

description STRING

no description

STRING 64

(port, range, vlan, I2vlan)
12
IF-MIB MIB ifAlias
1/0/10 Physical Port 10

# configure terminal

(config)# interface port 1/0/10

(config-if-port)# description Physical port 10
(config-if-port)#
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default port-shutdown

no

default port-shutdown
no default port-shutdown

15

reset system
shutdown

clear running-config

# configure terminal
(config)# default port-shutdown
(confiQ)#
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show interfaces

show interfaces [/NTERFACE-ID [,]-]1] [status | counters [errors] |
utilization | gbic | description | auto-negitiation | transceiver
[detail]]

INTERFACE-ID

e port
« vilan VLAN
description
e 12vlan L2VLAN
description

status
counters [errors] errors
utilization
gbic
description
auto-negotiation
transceiver [detail] detail

VLAN 1

VLAN

# show interfaces vlanl

vlanl is enabled, link status is down
Interface type: VLAN
Interface description: VLAN 1 for MIS
MAC address: FC-6D-D1-06-CE-7D
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1/0/1

# show interfaces port 1/0/1

Port1/0/1 is enabled, link status is up
Interface type: 1000BASE-T
Interface description:
MAC Address: FC-6D-D1-06-CE-7E
Auto-duplex, auto-speed, auto-mdix
Send flow-control: off, receive flow-control: off
Send flow-control oper: off, receive flow-control oper: off
Full-duplex, 1Gb/s
Maximum transmit unit: 1536 bytes
rate: 293 bytes/sec, TX rate: O bytes/sec
bytes: 916, TX bytes: 0
rate: 3 packets/sec, TX rate: O packets/sec
packets: 10, TX packets: O
multicast: 6, RX broadcast: 4
CRC error: 0, RX undersize: O
oversize: 0, RX fragment: O
jabber: 0, RX dropped Pkts: 3
MTU exceeded: O
CRC error: 0, TX excessive deferral: 0
single collision: 0, TX excessive collision: 0
TX late collision: 0, TX collision: O

IIARIRIIRIRR

1/0/1  1/0/2

# show interfaces port 1/0/1-2 counters

Port InOctets / InMcastPkts /
InUcastPkts InBcastPkts
Port1/0/1 110664 413
0 402
Port1/0/2 0 0
0 0
Port OutOctets / OutMcastPkts /
OutUcastPkts OutBcastPkts
Port1/0/1 0 0
0 0
Port1/0/2 0 0
0 0

Total Entries: 2

156/379




| 6.1

1/0/1 1/0/2
# show interfaces port 1/0/1-2 counters errors
Port Align-Err Fcs-Err Rev-Err Undersize Xmit-Err OutDiscard
Port1/0/1 0 0 0 0 0 0
Port1/0/2 0 0 0 0 0 0
Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts
Port1/0/1 0 0 0 0 0 0
Port1/0/2 0 0 0 0 0 0
Port Giants Symbol-Err SQETest-Err DeferredTx IntMacTx  IntMacRx
Port1/0/1 0 0 0 0 0 0
Port1/0/2 0 0 0 0 0 0
Total Entries: 2
#
# show interfaces port 1/0/1-8 status
Port Status VLAN Duplex Speed Type
Port1/0/1 connected 1 a-full a-1000 1000BASE-T
Port1/0/2 not-connected 1 auto auto 1000BASE-T
Port1/0/3 not-connected 1 auto auto 1000BASE-T
Portl1/0/4 not-connected 1 auto auto 1000BASE-T
Port1/0/5 not-connected 1 auto auto 1000BASE-T
Port1/0/6 not-connected 1 auto auto 1000BASE-T
Port1/0/7 not-connected 1 auto auto 1000BASE-T
Port1/0/8 not-connected 1 auto auto 1000BASE-T

Total Entries: 8

1/0/1 1/0/2

# show interfaces port 1/0/1-2 utilization

Port TX packets/sec / TX bits/sec / utilization
RX packets/sec RX bits/sec
Port1/0/1 0 0 0
0 0
Portl1/0/2 0 0 0
0 0

Total Entries: 2
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1/0/17

# show interfaces port 1/0/17 gbic

Port1/0/17

Type: H-SX-SFP/R

Vendor PN: FTLF8519P2BNL
Vendor SN: PCB32FP

#

# show interfaces description

Interface Status Administrative Description
Port1/0/1 up enabled Connection to core.
Port1/0/2 down enabled
Port1/0/3 down enabled
Port1/0/4 down enabled
Port1/0/5 down enabled
Port1/0/6 down enabled
Port1/0/7 down enabled
Port1/0/8 down enabled
Port1/0/9 down enabled
Port1/0/10 down enabled
Port1/0/11 down enabled
Port1/0/12 down enabled
Port1/0/13 down enabled
Port1/0/14 down enabled
Port1/0/15 down enabled
Port1/0/16 down enabled
Port1/0/17 down enabled
Portl1/0/18 down enabled
Port1/0/19 down enabled
Portl1/0/20 down enabled
Port1/0/21 down enabled

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

1/0/1

# show interfaces port 1/0/1 auto-negotiation

Port1/0/1
Auto Negotiation: Enabled

Speed auto downgrade: Disabled

Remote Signaling: Not detected

Configure Status: Complete

Capability Bits: 10M_Half, 10M Full, 100M_Half, 100M Full, 1000M_Full
Capability Advertised Bits: 10M Half, 10M_Full, 100M Half, 100M _Full, 1000M_Full
Capability Received Bits: 10M Half, 10M Full, 100M Half, 100M _Full, 1000M Full
RemoteFaultAdvertised: Disabled

RemoteFaultReceived: NoError
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# show interfaces transceiver

++ - high alarm, + : high warning, - : low warning, —— - low alarm
mA: milliamperes, mW: milliwatts

Voltage Bias Current TX Power RX Power
port V) (mh) (m/dbm) (m/dbm)
Portl1/0/25 3.279 7.851 0.643 0.317

-1.915 -4.995

Total Entries: 1

#

# show interfaces transceiver detail

++ - high alarm, + : high warning, - : low warning, —— - low alam
mA: milliamperes, mW: milliwatts
A: The threshold is administratively configured.

Port1/0/25
Transceiver Monitoring is disabled
Transceiver Monitoring shutdown action: None

Current High-Alarm  High-Warning Low-Warning Low-Alarm
Voltage(V) 3.279 3.700 3.600 3.000 2.900
Bias Current(md) 7.856 13.200 12.600 5.000 4.000
TX Power(mW) 0.643 1.000 0.794 0.316 0.251
(dbm) -1.915 0.000 -1.000 -5.000 -6.000
RX Power(mV) 0.318 1.000 0.794 0.016 0.010
(dbm) -4.979 0.000 -1.000 -18.013 -20.000

show counters

show counters [interface /NTERFACE-ID [,]-] | cpu-port]

interface INTERFACE-ID

cpu-port CPU

CPU
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1/0/1

# show counters interface port 1/0/1

Port1/0/1 counters
rxHCTotalPkts
txHCTotalPkts
rxHCUnicastPkts
txHCUnicastPkts

rxHCMul ticastPkts
txHCMul ticastPkts
rxHCBroadcastPkts
txHCBroadcastPkts
rxHCOctets

txHCOctets
rxHCPkt640ctets
rxHCPkt65t01270ctets
rxHCPkt128to2550ctets
rxHCPkt256t05110ctets
rxHCPkt512t010230ctets
IrxHCPkt1024t015180ctets
rxHCPkt1519t015220ctets
rxHCPkt1519t020470ctets
rxHCPkt2048t040950ctets
rxHCPkt4096t092160ctets
TtXHCPkt640ctets
tHCPkt65t01270ctets
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

[ejeoNeololololooooojojooNoNolNoNoNolNoNoNe]

CPU

# show counters cpu-port

Unit 1, CPU Port counters

tDropPkts : 0
CoS CpuRXPkts cpuTxDropPkts
0 0 0

1 0 0

2 0 0

3 0 0
4 0 0
5 0] 0

6 0 0

7 0 0
#
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clear counters

clear counters {all | interface /NTERFACE-1D [,]-] | cpu-port}

all
interface INTERFACE-ID

cpu-port CPU

12

CPU

1/0/1

# clear counters interface port 1/0/1
#
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6.2

speed speed {10 | 100] 1000 [master | slave] | auto [SPEED-LIST] | auto-
downgrade}
no speed [auto-downgrade]

duplex duplex {full | half | auto}
no duplex

mdix mdix {auto | normal | cross}

no mdix

max-rcv-frame-size

max-rcv-frame-size BYTES
no max-rcv-frame-size

flowcontrol flowcontrol {on | off}
no flowcontrol
eee eee
no eee
show eee show eee [interface PORTLIST]
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speed

no

speed {10 | 100] 1000 [master | slave] | auto [SPEED-LIST] | auto-
downgrade}

no speed [auto-downgrade]

10 10Mbps
100 100Mbps

1000 1000Mbps RJ45
master slave

master
slave
auto
SPEED-LIST 10
100 1000
SFP

auto-downgrade

auto
RJ45 10Mbps, 100Mbps , 1000Mbps

(port, range)

12

speed 10 speed 100 duplex
auto

auto
SPEED-LIST auto

RJ45 master slave 1000BASE-T
1000BASE-T
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1/0/24

# configure terminal

(config)# interface port 1/0/24
(config-if-port)# speed auto
(config-if-port)#

duplex
no
duplex {full | half | auto}
no duplex
full
half
auto
auto
(port, range)
12
auto speed 10 100
auto
1/0/10
# configure terminal
(config)# interface port 1/0/10
(config-if-port)# duplex auto
(config-if-port)#
mdix
RJ45 MDI/MDIX no

mdix {auto | normal | cross}
no mdix

auto MDI/MDIX

normal MDIX
Ccross MDI
auto
12
RJ45 MDI/MDIX
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1/0/2  MDIX auto

# configure terminal

(config)# interface port 1/0/2
(config-if-port)# mdix auto
(config-if-port)#

max-rcv-frame-size

no

max-rcv-frame-size BYTES
no max-rcv-frame-size

BYTES

64 9216

1536

(port, range)

12

1/0/1 6000

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# max-rcv-frame-size 6000
(config-if-port)#

flowcontrol
no
flowcontrol {on | off}
no flowcontrol
on
off
(port, range)
12
1/0/10

# configure terminal

(config)# interface port 1/0/10
(config-if-port)# Flowcontrol on
(config-if-port)#
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eee

EEE

no

eee
no eee

(port, range)

12

(EEE)

1/0/1  EEE

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# eee
(config-if-port)#

show eee
EEE
show eee [interface PORTLIST]
interface PORTLIST
1
EEE
EEE
# show eee
Port State
1/0/1 Enabled
1/0/2 Enabled
1/0/3 Enabled
1/0/4 Enabled
1/0/5 Enabled
1/0/6 Enabled
1/0/7 Enabled
1/0/8 Enabled
1/0/9 -
1/0/10 -
1/0/11 -
1/0/12 -
#
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6.3 LED

LED

alarm global enable alarm [buzzer | warn-led] global enable
no alarm [buzzer | warn-led] global enable

alarm state enable alarm [buzzer | warn-led] state enable [cause {loop-detection |
storm-control | all}]

no alarm [buzzer | warn-led] state enable

alarm duration alarm [buzzer | warn-led] duration {SECONDS | infinite}
no alarm [buzzer | warn-led] duration

alarm buzzer beep- alarm buzzer beep-type {default | TYPE-ID}

type no alarm buzzer beep-type

show alarm show alarm [buzzer | warn-led] [interface INTERFACE-ID [,]-]11
debug alarm test debug alarm [buzzer | warn-led [interface INTERFACE-ID [,]-]1] test

alarm global enable

LED
no
alarm [buzzer | warn-led] global enable
no alarm [buzzer | warn-led] global enable
buzzer
warn-led LED
12
LED
LED
LED

# configure terminal
(config)# alarm global enable
(config)#
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alarm state enable

LED
no

alarm [buzzer | warn-led] state enable [cause {loop-detection |
storm-control | all}]

no alarm [buzzer | warn-led] state enable

buzzer

warn-led LED

cause LED
loop-detection

storm-control

all

(port, range, port-channel)

12

LED

buzzer warn-led

cause loop-detection

1/0/1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# alarm buzzer state enable cause storm-control
(config-if-port)#

1/0/1 LED

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# alarm warn-led state enable cause loop-detection
(config-if-port)#
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alarm duration

LED
no
alarm [buzzer | warn-led] duration {SECONDS | infinite}
no alarm [buzzer | warn-led] duration
buzzer
warn-led LED
SECONDS () 1 60
infinite
60
12
buzzer warn-led

30

# configure terminal
(config)# alarm buzzer duration 30
(confiQ)#

alarm buzzer beep-type

alarm buzzer beep-type {default | 7YPE-10}
no alarm buzzer beep-type
default
2 2

TYPE-ID ID 1D

e 1 2

e 2 5

« 3 8
default

12

1

# configure terminal
(config)# alarm buzzer beep-type 1
(confiQ)#
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show alarm
LED
show alarm [buzzer | warn-led] [interface /NTERFACE-1D [,]-11
buzzer
warn-led LED
interface INTERFACE-ID
e port
e port-channel
1
buzzer warn-led
LED
1/0/1 1/0/3 LED

# show alarm interface port 1/0/1-1/0/3

Alarm Buzzer:

Global State = Enabled

Duration : 30 second(s)

Warning Time Left: 25 second(s)

Current Status : Warning

Interface State Cause Enabled

Port1/0/1 Enabled Storm Control

Port1/0/2 Enabled Loop Detection
Port1/0/3 Enabled All

Alarm Warning LEDs:

Global State : Enabled
Duration > Infinite
Interface State Cause Enabled Current Warning
Status Time Left

Portl1/0/1 Enabled Storm Control Warning Infinite
Portl1/0/2 Enabled All Warning Infinite
Portl1/0/3 Enabled Loop Detection Ready 0 second(s)
Alarm Events:
Interface Reason
Port1/0/1 Storm(BC)
Port1/0/2 Loop

#
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debug alarm test

LED

debug alarm [buzzer | warn-led [interface /NTERFACE-1D [,]-]] test
buzzer

warn-led LED

interface INTERFACE-ID LED

e port
e port-channel

LED

15

LED

LED

# configure terminal

(config)# debug alarm buzzer test
(confiQ)#

1/0/1 LED

# configure terminal

(config)# debug alarm warn-led interface port 1/0/1 test
(confiQ)#
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6.4

errdisable recovery errdisable recovery cause {all | psecure-violation | storm-control
| loop-detection } [interval SECONDS]

no errdisable recovery cause {all | psecure-violation | storm-
control | loop-detection } [interval]

show errdisable show errdisable recovery
recovery

errdisable recovery

Error Disabled
no

errdisable recovery cause {all | psecure-violation | storm-control
| loop-detection} [interval SECONDS]

no errdisable recovery cause {all | psecure-violation | storm-
control | loop-detection} [interval]

all

psecure-violation

storm-control
loop-detection

interval SECONDS Error Disabled ()
5 86400 300

12

Error Disabled

Error Disabled
200

# configure terminal

(config)# errdisable recovery cause storm-control interval 200
(config)#
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show errdisable recovery

Error Disabled

show errdisable recovery

1
Error Disabled
Error Disabled

# show errdisable recovery

ErrDisable Cause State Interval
Storm Control enabled 300 seconds
Loop Detection enabled 300 seconds
uLD disabled 300 seconds

Interfaces that will be recovered at the next timeout:

Interface Errdisable Cause Time left(sec)

Portl1/0/1 Loop Detection 229

#
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2

2

7.1 MAC
MAC

MAC MAC

MAC
MAC VLAN
MAC

MAC

mac-address-table
aging-time

mac-address-table aging-time SECONDS
no mac-address-table aging-time

mac-address-table
learning

mac-address-table learning interface INTERFACE-ID [,]-]
no mac-address-table learning interface INTERFACE-ID [,]-]

mac-address-table
aging destination-
hit

mac-address-table aging destination-hit
no mac-address-table aging destination-hit

mac-address-table
static

mac-address-table static MAC-ADDR vlan VLAN-ID {interface
INTERFACE-ID [,]-] | drop}

no mac-address-table static {all | MAC-ADDR vlan VLAN-ID
[interface INTERFACE-ID] [,|-1}

multicast filtering-
mode

multicast filtering-mode {forward-all | forward-unregistered |
filter-unregistered}

no multicast filtering-mode

show mac-address-
table

show mac-address-table [dynamic | static] [address MAC-ADDR |
interface INTERFACE-ID | vlan VLAN-ID]

clear mac-address-
table dynamic

clear mac-address-table dynamic {all | address MAC-ADDR |
interface INTERFACE-ID | vlan VLAN-1D}

show mac-address-
table aging-time

show mac-address-table aging-time

show mac-address-
table learning

show mac-address-table learning [interface INTERFACE-ID [,]-11

show multicast
filtering-mode

show multicast filtering-mode [vlan VLAN-ID]
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mac-address-table aging-time

MAC
no

mac-address-table aging-time SECONDS
no mac-address-table aging-time

SECONDS MAC 0
10 1000000 0 MAC
300
12
0 clear

200

# configure terminal
(config)# mac-address-table aging-time 200
(config)#

mac-address-table learning

MAC
no

mac-address-table learning interface /NTERFACE-1D [,]-]
no mac-address-table learning interface INTERFACE-1D [,]-]

interface /INTERFACE-ID

12

MAC

1/0/5 MAC

# configure terminal

(config)# no mac-address-table learning interface port 1/0/5
(confiQ)#
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mac-address-table aging destination-hit

MAC no
mac-address-table aging destination-hit
no mac-address-table aging destination-hit
12
MAC MAC
MAC
MAC
# configure terminal
(config)# mac-address-table aging destination-hit
(config)#
mac-address-table static
MAC
no
mac-address-table static #AC-ADDR vlan VLAN-1D {interface
INTERFACE-1D [,]-] | drop}
no mac-address-table static {all | #AC-ADDR vlan VLAN-1D
[interface INTERFACE-ID] L,|-13}
MAC-ADDR MAC
vlan VLAN-1D VLAN  VLAN ID
interface /NTERFACE-ID
e port
e port-channel
drop
MAC
all MAC
12
MAC
MAC MAC
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MAC

# configure terminal
(config)# mac-address-table static FC6D.D106.CEO1 vlan 4 interface port 1/0/1
(config)#

MAC

# configure terminal

(config)# interface range port 1/0/5-6

(config-if-port-range)# channel-group 2 mode on

(config-if-port-range)# exit

(config)# mac-address-table static FC6D.D106.CEO2 vlan 4 interface port-channel 2
(confFiQ)#

multicast filtering-mode

no

multicast filtering-mode {forward-all | forward-unregistered |
filter-unregistered}

no multicast filtering-mode

forward-all

forward-unregistered

filter-unregistered

forward-unregistered

VLAN

12

forward-all
VLAN
forward-unregistered  Ffilter-unregistered

forward-unregisterd
filter-unregistered

VLAN 100

# configure terminal

(config)# vlan 100

(config-vlan)# multicast filtering-mode filter-unregistered
(config-vlan)#

177/379



7 2 | 7.1 MAC

show mac-address-table

MAC

show mac-address-table [dynamic | static] [address MAC-ADDR |
interface INTERFACE-ID | vlan VLAN-10]

dynamic

static

address MAC-ADDR 48 MAC
interface INTERFACE-1D

s port

e port-channel

vlan VLAN-ID VLAN 1D

MAC

# show mac-address-table

VLAN MAC Address Type Ports

1 FC-6D-D1-06-CE-7D Static CPU
1 FC-6D-D1-BC-08-44 Dynamic Port1/0/1
1 FC-6D-D1-77-70-B8 Dynamic Portl1/0/1

Total Entries: 3

#
MAC
# show mac-address-table static
VLAN MAC Address Type Ports
1 FC-6D-D1-06-CE-7D Static CPU
4 FC-6D-D1-0A-12-F4 Static Port1/0/1

Total Entries: 2

#
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clear mac-address-table dynamic

MAC

clear mac-address-table dynamic {all | address WMAC-ADDR |
interface /NTERFACE-ID | vlan VLAN-10}

all
address MAC-ADDR
interface /INTERFACE-ID

+ port

e port-channel

vlan VLAN-1D VLAN 1D

12

MAC MAC 00:08:00:70:00:07

# clear mac-address-table dynamic address 00:08:00:70:00:07
#

show mac-address-table aging-time

MAC

show mac-address-table aging-time

MAC

MAC

# show mac-address-table aging-time
Aging Time is 300 seconds.

#
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show mac-address-table learning

MAC

show mac-address-table learning [interface /INTERFACE-ID [,|-11

interface /INTERFACE-ID

MAC

MAC
# show mac-address-table learning interface port 1/0/1-5
Port State
Port1/0/1 Enabled
Port1/0/2 Enabled
Port1/0/3 Enabled
Port1/0/4 Enabled
Port1/0/5 Enabled
#

show multicast filtering-mode

show multicast filtering-mode [vlan VLAN-10]
vlan VLAN-1D VLAN ID
1
VLAN

VLAN
# show multicast filtering-mode
Interface Layer 2 Multicast Filtering Mode
default forward-unregistered
VLANOOOZ2 forward-unregistered

Total Entries: 2

#
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7.2 VLAN

VLAN
vlan vlan VLAN-ID [,]-]
no vlan VLAN-ID [,]-]
name name VLAN-NAME

no name

switchport mode

switchport mode {access | hybrid | trunk | dotlg-tunnel}
no switchport mode

switchport access
vlan

switchport access vlan VLAN-ID
no switchport access vlan

switchport trunk
allowed vlan

switchport trunk allowed vlan {all | [add | remove | except] VLAN-
D [1-1}

no switchport trunk allowed vlan

switchport trunk
native vlan

switchport trunk native vlan {VLAN-ID | tag}
no switchport trunk native vlan [tag]

switchport hybrid
allowed vlan

switchport hybrid allowed vlan {[add] {tagged | untagged} |
remove} VLAN-ID [,]-]

no switchport hybrid allowed vlan

switchport hybrid
native vlan

switchport hybrid native vlan VLAN-ID
no switchport hybrid native vlan

acceptable-frame

acceptable-frame {tagged-only | untagged-only | admit-all}
no acceptable-frame

ingress-checking

ingress-checking
no ingress-checking

show vlan

show vlan [VLAN-ID [,]-] | interface [INTERFACE-ID [,]|-11]1

show vlan detail

show vlan detail

protocol-vlan

protocol-vlan profile PROFILE-ID frame-type {ethernet2 | snap |

profile ( Ilc} ether-type TYPE-VALUE

) no protocol-vlan profile PROFILE-ID
protocol-vlan protocol-vlan profile PROFILE-ID vlan VLAN-ID [priority COS-VALUE]
profile ( no protocol-vlan profile [PROFILE-ID]

)

show protocol-vlan

show protocol-vlan {profile [PROFILE-ID [,]-]] | interface
[INTERFACE-ID [,]-11}
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vian

VLAN VLAN
no

VLAN

vlan VLAN-1D [,]-]
no vlan VLAN-1D [,]-]

VLAN-1D  VLAN 1D

defaul t(VLAN 1D:1)

12

VLAN
VLAN  VLAN ID

VLAN no vlan
VLAN(VLAN 1D:1)

VLAN
VLAN

VLAN ID 1000 1005 VLAN VLAN

(config-vlan)#

# configure terminal
(config)# vlan 1000-1005

name

VLAN VLAN

no

name VLAN-NAME

no name
VLAN-NAME  VLAN 32
VLAN ID 1 VLAN default
VLANXXXX ~ XXXX VLAN 1D
VLAN
12
VLAN VLANXXXX
VLAN
VLAN 1000 VLAN admin-vlan

# configure terminal
(config)# vlan 1000

(config-vlan)# name admin-vlan

(config-vlan)#
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switchport mode

VLAN VLAN
no

switchport mode {access | hybrid | trunk | dotlg-tunnel}
no switchport mode

access
hybrid
trunk

dotlg-tunnel

access
(port, range, port-channel)
12
VLAN
VLAN
VLAN
VLAN
VLAN
VLAN VLAN
1/0/1
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# switchport mode trunk
(config-if-port)#
switchport access vlan
VLAN
no
switchport access vlan VLAN-1D
no switchport access vlan
VLAN-1D VLAN VLAN 1D VLAN
VLAN
VLAN 1
(port, range, port-channel)
12

VLAN
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1/0/1 VLAN 1D:1000

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# switchport mode access
(config-if-port)# switchport access vlan 1000
(config-if-port)#

switchport trunk allowed vlan

VLAN
no

switchport trunk allowed vlan {all | [add | remove | except] VAN-
0 LLI1-1}

no switchport trunk allowed vlan
all VLAN

add VLAN
remove VLAN
except VLAN VLAN

VLAN-ID VLAN add
remove except VLAN

VLAN

(port, range, port-channel)

12

VLAN
VLAN VLAN

1/0/1 VLAN 1000 2000

# configure terminal
(config)# interface port 1/0/1
(config-if-port)# switchport mode trunk

(config-if-port)# switchport trunk allowed vlan add 1000,2000
(config-if-port)#
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switchport trunk native vlan

VLAN
no

switchport trunk native vlan {/ZANV-1D | tag}
no switchport trunk native vlan [tag]

VLAN-1D VLAN  VLAN 1D
tag VLAN
VLAN 1 tag
(port, range, port-channel)
12
VLAN

VLAN switchport mode trunk allowed vlan

tag VLAN VLAN
VLAN
1/0/1 VLAN 20

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# switchport mode trunk
(config-if-port)# switchport trunk native vlan 20
(config-if-port)#

switchport hybrid allowed vlan

VLAN
no

switchport hybrid allowed vlan {[add] {tagged | untagged} |
remove} VLAN-1D [,]-]

no switchport hybrid allowed vlan

add VLAN
remove VLAN
tagged VLAN
untagged VLAN
VLAN-1D VLAN add remove
VLAN
VLAN 1( )
(port, range, port-channel)
12

VLAN
VLAN VLAN
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1/0/1 VLAN 1000 VLAN 2000 3000

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# switchport mode hybrid

(config-if-port)# switchport hybrid allowed vlan add tagged 1000

(confFig-if-port)# switchport hybrid allowved vlan add untagged 2000,3000
(config-if-port)#

switchport hybrid native vlan

VLAN
no

switchport hybrid native vlan VZAN-1D
no switchport hybrid native vlan
VLAN-1D VLAN

VLAN 1

(port, range, port-channel)

12

VLAN
VLAN VLAN

VLAN switchport mode
hybrid allowed vlan

1/0/1 VLAN 20

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# switchport mode hybrid

(config-if-port)# switchport hybrid allowed vlan add untagged 1000,20
(config-if-port)# switchport hybrid native vlan 20

(config-if-port)#
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acceptable-frame

no

acceptable-frame {tagged-only | untagged-only | admit-all}
no acceptable-frame

tagged-only
untagged-only

admit-all
untagged-only
VLAN admit-all
(port, range, port-channel)
12
VLAN VLAN
admit-all VLAN
1/0/1 tagged-only
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# acceptable-frame tagged-only
(config-if-port)#
ingress-checking
no

ingress-checking
no ingress-checking

(port, range, port-channel)

12

VLAN
VLAN

VLAN VLAN

VLAN 10
VLAN 10
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1/0/1

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# ingress-checking
(config-if-port)#

show vlan
VLAN
show vlan [VLAN-1D [,]-] | interface [/NTERFACE-ID [,]|-111
VLAN-1D VLAN
interface VLAN
INTERFACE-1D VLAN
« port VLAN
e port-channel VLAN
show vlan 1-4094
VLAN
1
VLAN
VLAN
# show vlan
VLAN 1
Name : default
Description :

Tagged Member Ports

Untagged Member Ports
VLAN 100

Name : VLANO100

Description :

Tagged Member Ports

VLAN 200
Name : VLANO200
Description :
Tagged Member Ports
Untagged Member Ports
Total Entries: 3

#

- 1/0/1-1/0/2,1/0/17-1/0/28

: 1/0/2,1/0/21-1/0/23
Untagged Member Ports :

1/0/3-1/0/8

: 1/0/2,1/0/21-1/0/23
: 1/0/9-1/0/16
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1/0/1 1/0/2 VLAN

# show vlan interface port 1/0/1-1/0/2

Port1/0/1
VLAN mode : Hybrid
Native VLAN -1
Hybrid untagged VLAN : 1
Hybrid tagged VLAN
Ingress checking = Enabled
Acceptable frame type : Admit-All

Port1/0/2
VLAN mode : Trunk
Native VLAN : 1 (Untagged)
Trunk allowed VLAN : 1-4094
Ingress checking . Enabled
Acceptable frame type : Admit-All

#
show vlan detail
VLAN

show vlan detail

VLAN

VLAN

# show vlan detail

-—- vlan port information --—-

a = access t = trunk h = hybrid

p = private-vlan d

C Port
1 89 16
+ + + +

Port Mode 1 aattatta aaaaaaht

—-—- vlan mapping information -—-
u=untag t = tag

= dotlg-tunnel

17
IR

aaaa

C Port
1 89 16
Name VID +-———— + +
default 1 1 uu.uutuu uuuUUUU.
VLANOO10 101 ..te.tt. ....... t.
VLANOO11 11 1 ...ttt ....... t.
VLANOO12 121 ... t.te. ........
VLANOO13 131 ...tttk ........
#
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protocol-vlan profile ( )

VLAN no
protocol-vlan profile PROFILE-1D frame-type {ethernet2 | snap |
11c} ether-type TYPE-VALUE
no protocol-vlan profile PROFILE-ID
PROFILE-1D ID 1 16
ethernet2 11
snap SNAP
lic LLC
ether-type TYPE-VALUE 16 2

12
VLAN
VLAN 1Pv6
ethernet2 0x86dd

# configure terminal
(config)# protocol-vlan profile 10 frame-type ethernet2 ether-type 0x86dd
(confiQ)#

protocol-vlan profile ( )

VLAN
no

protocol-vlan profile PROFILE-1ID vlan VLAN-ID [priority COS-VALUE]
no protocol-vlan profile [PROFILE-ID]

PROFILE-1D VLAN ID

VLAN-1D VLAN

priority COS-VALUE CoS
CoS O

(port, range, port-channel)

12

VLAN
VLAN  CoS
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1/0/1 VLAN (1D:10) VLAN 3000

# configure terminal

(config)# interface port 1/0/1

(confFig-if-port)# protocol-vlan profile 10 vlan 3000
(config-if-port)#

show protocol-vlan

VLAN

show protocol-vlan {profile [PROFILE-ID [,]-]1] | interface
[ INTERFACE-1D [L,1-113

profile VLAN
PROFILE-ID VLAN ID
interface VLAN
INTERFACE-ID ID

« port

e port-channel

1
VLAN
1/0/1 1/0/2 VLAN
# show protocol-vlan interface port 1/0/1-2
Interface Protocol Group ID VLAN Priority
Port1/0/1 1 1 5
Portl1/0/2 10 3 0]
11 3001 1
#
# show protocol-vlan profile
Profile ID Frame-type Ether-type
1 Ethernet2 0x86DD(1PV6)
2 Ethernet2 0Ox0806(ARP)

#

1917379




7 2 | 7.3

7.3

channel-group

channel-group CHANNEL-NO mode {on | active | passive}
no channel-group

lacp system-priority

lacp system-priority PRIORITY
no lacp system-priority

port-channel load-
balance

port-channel load-balance {dst-ip | dst-mac | src-dst-ip | src-
dst-mac | src-ip | src-mac}
no port-channel load-balance

lacp port-priority

lacp port-priority PRIORITY
no lacp port-priority

lacp timeout

lacp timeout {short | long}
no lacp timeout

show channel-group

show channel-group [channel [CHANNEL-NO] {detail | neighbor} |
load-balance | sys-id]

channel-group

no

channel-group CHAMVEL-NO mode {on | active | passive}
no channel-group

CHANNEL-NO ID 1 8

on

active LACP(active)
passive LACP(passive)

(port, range)

12

ID

no interface
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1/0/4 1/0/5 (LACP(active) )

# configure terminal

(config)# interface range port 1/0/4-1/0/5
(config-if-port-range)# channel-group 3 mode active
(config-if-port-range)#

lacp system-priority

LACP
no
lacp system-priority PRIORITY
no lacp system-priority
PRIORITY 1 65535
32768
12
LACP
ID MAC
LACP 30000

# configure terminal
(config)# lacp system-priority 30000
(config)#

port-channel load-balance

no

port-channel load-balance {dst-ip | dst-mac | src-dst-ip | src-
dst-mac | src-ip | src-mac}
no port-channel load-balance

dst-ip IP

dst-mac MAC
src-dst-ip / 1P
src-dst-mac / MAC
src-ip IP

src-mac MAC

src-dst-mac

12
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src-ip

# configure terminal
(config)# port-channel load-balance src-ip
(config)#

lacp port-priority

LACP

no

lacp port-priority PRIORITY
no lacp port-priority

PRIORITY 1 65535
32768
(port, range)
12
LACP
1/0/4 1/0/5 20000

# configure terminal

(config)# interface range port 1/0/4-1/0/5
(config-if-port-range)# lacp port-priority 20000
(config-if-port-range)#

lacp timeout

LACP
no
lacp timeout {short | long}
no lacp timeout
short LACP 3
LACP 1
long LACP 90
LACP 30
long
(port, range)
12
LACP
LACP
LACP
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1/0/1  LACP 3 (short )

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# lacp timeout short
(config-if-port)#

show channel-group

show channel-group [channel [CHAMVEL-NO] {detail | neighbor} |
load-balance | sys-id]

channel

CHANNEL -NO ID 1 8
detail

neighbor
load-balance

sys-id LACP

show channel-group channel load-balance sys-
id

# show channel-group channel detail

Flag:
S - Port is requesting Slow LACPDUs F - Port is requesting fast LACPDU
A - Port is in active mode P - Port is iIn passive mode
LACP state:
bndl: Port is attached to an aggregator and bundled with other ports.
hot-sby: Port is in a hot-standby state.
indep: Port is in an independent state(not bundled but able to switch data
traffic)
down: Port is down.

Channel Group 3
Member Ports: 2, Maxports = 8, Protocol: LACP

LACP Port Port
Port Flags State Priority  Number
Port1/0/4 SA bndl 32768 4
Port1/0/5 SA bndl 32768 5
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3
# show channel-group channel 3 neighbor
Flag:
S - Port is requesting Slow LACPDUs F - Port is requesting fast LACPDU
A - Port is in active mode P - Port is iIn passive mode

Channel Group 3

Partner Partner Partner Partner
Port System 1D PorthNo Flags Port_Pri
Port1/0/4 32768,FC-6D-D1-70-04-00 4 SA 32768
Port1/0/5 32768,FC-6D-D1-70-04-00 5 SA 32768

# show channel-group load-balance
load-balance algorithm: src-ip

#

1D

# show channel-group sys-id
System-1D: 32768, FC-6D-D1-06-CE-7D

#

# show channel-group

load-balance algorithm: src-dst-mac
System-1D: 32768 ,FC-6D-D1-06-CE-7D

Group Protocol
3 LACP
#
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7.4 STP

STP

spanning-tree global | spanning-tree global state {enable | disable}
state no spanning-tree global state

spanning-tree mode spanning-tree mode {mstp | rstp | stp}
no spanning-tree mode

spanning-tree spanning-tree priority PRIORITY
priority no spanning-tree priority
spanning-tree spanning-tree {hello-time SECONDS | forward-time SECONDS | max-age
(timers) SECONDS}
no spanning-tree {hello-time | forward-time | max-age}
spanning-tree tx- spanning-tree tx-hold-count VALUE
hold-count no spanning-tree tx- hold-count
spanning-tree nni- spanning-tree nni-bpdu-address {dotld | dotlad}
bpdu-address no spanning-tree nni-bpdu-address

spanning-tree state spanning-tree state {enable | disable}
no spanning-tree state

spanning-tree cost spanning-tree cost COST
no spanning-tree cost

spanning-tree port- spanning-tree port-priority PRIORITY

priority no spanning-tree port-priority

spanning-tree guard spanning-tree guard root

root no spanning-tree guard root

spanning-tree link- spanning-tree link-type {point-to-point | shared}
type no spanning-tree link-type

spanning-tree spanning-tree portfast {disable | edge| network}
portfast no spanning-tree portfast

spanning-tree spanning-tree tcnfilter

tenfilter no spanning-tree tenfilter

spanning-tree spanning-tree forward-bpdu

forward-bpdu no spanning-tree forward-bpdu

show spanning-tree show spanning-tree [interface INTERFACE-ID [,]-1]1

show spanning-tree show spanning-tree configuration interface [INTERFACE-ID [,]-11
configuration
interface

clear spanning-tree clear spanning-tree detected-protocols {all | interface INTERFACE-
detected-protocols 1D}
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spanning-tree global state

STP

spanning-tree global state {enable | disable}

no spanning-tree global state

enable STP
disable STP

12

STP

STP

# configure terminal

(config)# spanning-tree global state enable

(config)#

spanning-tree mode

STP ho
spanning-tree mode {mstp | rstp | stp}
no spanning-tree mode
mstp  MSTP
rstp RSTP
stp STP
RSTP
12
STP STP  RSTP MSTP
STP
STP RSTP

# configure terminal

(config)# spanning-tree mode rstp

(config)#
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spanning-tree priority

no
spanning-tree priority PRIORITY
no spanning-tree priority
PRIORITY Spanning-
Tree Bridge-ID MAC

0 61440
32768
12
RSTP STP
MAC
4096
STP 4096

# configure terminal
(config)# spanning-tree priority 4096
(config)#

spanning-tree (timers)

STP no

spanning-tree {hello-time SECONDS | forward-time SECONDS | max-age

SECONDS}

no spanning-tree {hello-time | forward-time | max-age}
hello-time SECONDS BDPU () 12

forward-time SECONDS STP () 4 30
max-age SECONDS BPDU () 6 40

hello-time 2
forward-time 15

max-age 20

12

STP spanning-tree
hello-time STP RSTP
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STP

# configure terminal

(config)# spanning-tree hello-time 1
(config)# spanning-tree forward-time 16
(config)# spanning-tree max-age 21
(config)#

spanning-tree tx-hold-count

BPDU
no
spanning-tree tx-hold-count VALUE
no spanning-tree tx- hold-count
VALUE 1 10
6

12

BDPU
BDPU 2 1
BPDU
BPDU 1
BPDU 5

# configure terminal
(config)# spanning-tree tx-hold-count 5
(config)#

spanning-tree nni-bpdu-address

BPDU
no

spanning-tree nni-bpdu-address {dotld | dotlad}
no spanning-tree nni-bpdu-address

dotld BPDU Customer Bridge Group Address 01-80-
C2-00-00-00
dotlad BPDU Provider Bridge Group Address 01-80-
C2-00-00-08

Customer Bridge Group Address

12

BDPU Customer
Bridge Group Address

Provider Bridge Group Address
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BPDU

Provider Bridge Group Address

(config)#

# configure terminal
(config)# spanning-tree nni-bpdu-address dotlad

spanning-tree state

STP

no

spanning-tree state {enable | disable}
no spanning-tree state

enable STP
disable STP
(port, range, port-channel)
12
STP
1/0/1 STP
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# spanning-tree state enable
(config-if-port)#
spanning-tree cost
no
spanning-tree cost COST
no spanning-tree cost
COST 1 200000000

(port, range, port-channel)

12

RSTP STP

1/0/7

20000

# configure terminal

(config)# interface port 1/0/7
(config-if-port)# spanning-tree cost 20000

(config-if-port)#
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spanning-tree port-priority

STP RSTP

STP

no

spanning-tree port-priority PRIORITY
no spanning-tree port-priority

PRIORITY 0 240
128
12
STP
RSTP
1/0/7 0

# configure terminal

(config)# interface port 1/0/7
(config-if-port)# spanning-tree port-priority 0

(config-if-port)#

spanning-tree guard root

no

spanning-tree guard root
no spanning-tree guard root

(port, range, port-channel)

12

1/0/1

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# spanning-tree guard root

(config-if-port)#
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spanning-tree link-type

no

spanning-tree link-type {point-to-point | shared}
no spanning-tree link-type

point-to-point P2P

shared

(port, range, port-channel)

12

P2P STP

STP STP

1/0/7

P2P

# configure terminal

(config)# interface port 1/0/7
(config-if-port)# spanning-tree link-type point-to-point

(config-if-port)#

spanning-tree portfast

PortFast no

spanning-tree portfast {disable | edge|] network}
no spanning-tree portfast

disable PortFast
edge PortFast edge

network PortFast network

network
(port, range, port-channel)
12
PortFast (STP )
STP Forwarding
PortFast
BDPU
PortFast network RSTP MSTP
3 BDPU PortFast
edge PortFast
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1/0/7 PortFast edge

# configure terminal
(config)# interface port 1/0/7

(config-if-port)# spanning-tree portfast edge
(config-if-port)#

spanning-tree tcnfilter

TCN
no

spanning-tree tcnfilter
no spanning-tree tcnfilter

12

™0

TCN

1/0/7 TCN

# configure terminal

(config)# interface port 1/0/7
(config-if-port)# spanning-tree tcnfilter
(config-if-port)#

spanning-tree forward-bpdu

BPDU no

spanning-tree forward-bpdu
no spanning-tree forward-bpdu

12

BPDU BPDU

BPDU

STP

BPDU
STP

BPDU

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# spanning-tree forward-bpdu
(config-if-port)#
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show spanning-tree

STP

show spanning-tree [interface /NTERFACE-ID [,]-11

interface /INTERFACE-ID

* port
« port-channel

STP RSTP STP

STP

# show spanning-tree

Spanning Tree: Enabled
Protocol Mode: RSTP
Tx-hold-count: 6
NNI BPDU Address: dotld(01-80-C2-00-00-00)
Root ID Priority: 32768
Address: FC-6D-D1-78-08-00
Hello Time: 2 sec, Max Age: 20 sec, Forward Delay: 15 sec
Bridge ID Priority: 32768 (priority 32768 sys-id-ext 0)
Address: FC-6D-D1-AA-51-89
Hello Time: 2 sec, Max Age: 20 sec, Forward Delay: 15 sec
Topology Changes Count: O

Priority Link

Interface Role State Cost Port# Type Edge

Port1/0/1 designated forwarding 20000 128.1 p2p edge

Portl1/0/2 root forwarding 2000 128.2 p2p non-edge
#

show spanning-tree configuration interface

STP

show spanning-tree configuration interface [/NTERFACE-ID [,]-11

INTERFACE-ID

e port
« port-channel

STP
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1/0/1  STP

# show spanning-tree configuration interface port 1/0/1

Port1/0/1

Spanning tree state: Enabled
Port path cost: O

Port priority: 128

Port Identifier: 128.1

Link type: auto

Port fast: auto

Guard root: Disabled

TCN filter: Disabled

Bpdu forward: Disabled

#

clear spanning-tree detected-protocols

clear spanning-tree detected-protocols {all | interface /INTERFACE-
10}

all
interface /INTERFACE-ID

ID
« port
e port-channel
12
RSTP MSTP
STP  BDPU STP
STP

STP BPDU

# clear spanning-tree detected-protocols all
Clear spanning-tree detected-protocols? (y/n) [n] vy
#
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STP
spanning-tree mst spanning-tree mst configuration

configuration no spanning-tree mst configuration
name name NAME

no name NAME
revision revision VERSION

no revision

spanning-tree
max-hops

mst

spanning-tree mst max-hops HOP-COUNT
no spanning-tree mst max-hops

instance

instance INSTANCE-ID vlans VLANID [,]-]
no instance INSTANCE-ID [vlans VLANID [,]|-11

spanning-tree
priority

mst

spanning-tree mst INSTANCE-ID priority PRIORITY
no spanning-tree mst INSTANCE-ID priority

spanning-tree

mst

spanning-tree mst INSTANCE-ID {cost COST | port-priority PRIORITY}
no spanning-tree mst INSTANCE-ID {cost | port-priority}

spanning-tree
hello-time

mst

spanning-tree mst hello-time SECONDS
no spanning-tree mst hello-time

show spanning-tree

mst

show spanning-tree mst [configuration [digest]]

show spanning-tree mst [instance INSTANCE-ID [,]-]]1 [interface
INTERFACE-ID [,]-]1] [detail]

spanning-tree mst configuration

MSTP MSTP
no

spanning-tree mst configuration
no spanning-tree mst configuration

12

MSTP

MSTP

# configure terminal

(config)# spanning-tree mst configuration
(config-mst)#
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name
MSTP no
name NAME
no name NAME
NAME ~ MSTP 32
MAC
MSTP
12
MSTP
MSTP MName

# configure terminal

(config)# spanning-tree mst configuration
(config-mst)# name MName

(config-mst)#

revision

MSTP

no

revision VERSION
no revision

VERSION MSTP

0

MSTP

12

MSTP

MSTP 2

# configure terminal

(config)# spanning-tree mst configuration
(config-mst)# revision 2

(config-mst)#
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spanning-tree mst max-hops

MSTP
no

spanning-tree mst max-hops HOP-COUNT
no spanning-tree mst max-hops

max-hops HOP-COUNT MSTP 6 40
20

12
MSTP

MSTP

# configure terminal
(config)# spanning-tree mst max-hops 19

(config)#
instance
MSTP VLAN MSTP
VLAN
no
instance /INSTANCE-ID vlans VLANID [, |-]
no instance INSTANCE-1D [vlans VLANID [,]-1]
INSTANCE-1D VLAN
ID 1 16
vlans VLANID
VLAN
CIST VLAN  CIST
MSTP
12
MSTP
CIST
VLAN1 100 MSTP 2

# configure terminal

(config)# spanning-tree mst configuration
(config-mst)# instance 2 vlans 1-100
(config-mst)#
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spanning-tree mst priority

MSTP
no
spanning-tree mst /NSTANCE-ID priority PRIORITY
no spanning-tree mst /NSTANCE-ID priority
INSTANCE-1D  MSTP ID CIST
0
PRIORITY 0 61440 4096
32768
12
MSTP
MSTP 2 0

# configure terminal
(config)# spanning-tree mst 2 priority O
(confiQ)#

spanning-tree mst

MSTP
no

spanning-tree mst /NSTANCE-1D {cost COST | port-priority PRIORITY}
no spanning-tree mst /NSTANCE-1D {cost | port-priority}

INSTANCE-1D  MSTP ID

cost COST 1 200000000
port-priority PRIORITY 0 240
16

cost

port-priority 128

12

MSTP

1/0/1 CIST  MSTP

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# spanning-tree mst 0 cost 17031970
(config-if-port)#
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spanning-tree mst hello-time

MSTP

no

spanning-tree mst hello-time SECONDS
no spanning-tree mst hello-time

SECONDS ~ BPDU () 1 2
2
12
MSTP BPDU
1/0/1  MSTP  BPDU 1

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# spanning-tree mst hello-time 1
(config-if-port)#

show spanning-tree mst

MSTP

show spanning-tree mst [configuration [digest]]

show spanning-tree mst [instance /NSTANCE-ID [,]-]1] [interface
INTERFACE-1D [,]-]1] [detail]

configuration VLAN  MSTP

digest MSTP
MSTP MD5
instance /NSTANCE-ID MSTP
interface /INTERFACE-ID MSTP
ID
« port

e port-channel

detail MSTP

MSTP
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MSTP

# show spanning-tree mst detail

Spanning tree: Enabled,protocol: MSTP
NNI BPDU Address: dot1d(01-80-C2-00-00-00)
Number of MST instances: 2

>>>>MSTOO  vlans mapped : 1-19,21-4094

Bridge Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)

Designated Root Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)
CIST External Root Cost : O

Regional Root Bridge Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)
CIST Internal Root Cost : O

Designated Bridge Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)
Topology Changes Count: 1

Portl1/0/15
Port state: forwarding
Port role: designated
Port info : port ID 128.15, priority: 128, cost: 20000
Designated root address: FC-6D-D1-01-02-03, priority: 32768
Regional Root address: FC-6D-D1-01-02-03, priority: 32768
Designated bridge address: FC-6D-D1-01-02-03, priority: 32768, port id: 128.15

Port1/0/17
Port state: forwarding
Port role: designated
Port info : port ID 128.17, priority: 128, cost: 20000
Designated root address: FC-6D-D1-01-02-03, priority: 32768
Regional Root address: FC-6D-D101-02-03, priority: 327638
Designated bridge address: FC-6D-D1-01-02-03, priority: 32768, port id: 128.17

>>>>MSTO1  vlans mapped : 20

Bridge Address: FC-6D-D1-01-02-03, Priority: 32769 (32768 sysid 1)

Regional Root Address: FC-6D-D1-01-02-03, Priority: 32769 (32768 sysid 1)
MSTI Internal Root Cost : O

Designated Bridge Address: FC-6D-D1-01-02-03, Priority: 32769 (32768 sysid 1)
Topology Changes Count: O

Port1/0/15
Port state: disabled
Port role: disabled
Port info : port ID 128.15, priority: 128, cost: 20000
Designated root address: 00-00-00-00-00-00, priority: O
Designated bridge address: 00-00-00-00-00-00, priority: 0, port id: 128.15

Port1/0/17
Port state: disabled
Port role: disabled
Port info : port ID 128.17, priority: 128, cost: 20000
Designated root address: 00-00-00-00-00-00, priority: O
Designated bridge address: 00-00-00-00-00-00, priority: O, port id: 128.17
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1/0/15  MSTP

# show spanning-tree mst interface portl/0/15 detail

Port1/0/15

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: edge
Bpdu statistic counter: sent: 114, received: 0

>>>>MST instance: 00, vlans mapped : 1-19,21-4094

Port state: forwarding

Port role: designated

Port info : port ID 128.15, priority: 128, cost: 20000

Designated root address: FC-6D-D1-01-02-03, priority: 32768

Regional Root address: FC-6D-D1-01-02-03, priority: 32768

Designated bridge address: FC-6D-D1-01-02-03, priority: 32768, port id: 128.15

>>>>MST instance: 01, vlans mapped : 20

Port state: disabled

Port role: disabled

Port info : port ID 128.15, priority: 128, cost: 20000

Designated root address: 00-00-00-00-00-00, priority: O

Designated bridge address: 00-00-00-00-00-00, priority: O, port id: 128.15

1/0/3 1/0/4  MSTP

# show spanning-tree mst interface portl/0/3-4

Portl1/0/3

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: non-edge
Bpdu statistic counter: sent: 11, received: 4

Priority
Instance Role State Cost -Port#

MSTOO designated forwarding 20000 128.3

MSTO1 disabled disabled 20000 128.3

Port1/0/4

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: edge
Bpdu statistic counter: sent: 14, received: 0

Priority
Instance Role State Cost -Port#

MSTOO designated forwarding 20000 128.4

MSTO1 disabled disabled 20000 128.4
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7.6

traffic-segmentation
forward

traffic-segmentation forward interface INTERFACE-ID [,]|-]
no traffic-segmentation forward interface INTERFACE-ID [,]-]

show traffic-
segmentation forward

show traffic-segmentation forward [interface INTERFACE-ID [,]|-11

traffic-segmentation forward

no

traffic-segmentation forward interface /NTERFACE-ID [,]-]
no traffic-segmentation forward interface /NTERFACE-ID [,]-]

INTERFACE-ID ID

+ port
* range port

(port, range, port-channel)

12

1/0/6

1/0/1 1/0/1

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# traffic-segmentation forward interface range port 1/0/1-6

(config-if-port)#
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show traffic-segmentation forward

show traffic-segmentation forward [interface /NTERFACE-ID [,]-1]

interface /INTERFACE-ID ID

1D

e port
e range port
« port-channel

1/0/10
# show traffic-segmentation forward interface port 1/0/10
Interface Forwarding Domain
Port1/0/10 Portl1/0/10-1/0/16

Total Entries: 1

#
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7.7 VLAN
VLAN QinQ
VLAN
VLAN

dotlq inner
ethertype

dotlq inner ethertype VALUE
no dotlg inner ethertype

dotlq tunneling
ethertype

dotlg tunneling ethertype VALUE
no dotlg tunneling ethertype

dotlg-tunnel insert
dotlg-tag

dotlg-tunnel insert dotlg-tag DOT1Q-VLAN
no dotlg-tunnel insert dotlg-tag

switchport vlan
mapping

switchport vlan mapping original-vlan ORIGINAL-VLAN [,|-]
{[ORIGINAL-INNER-VLAN] resultant-vlan RESULTANT-VLAN [RESULTANT-
INNER-VLAN] | dotlg-tunnel DOT1Q-TUNNEL-VLAN} [priority COS-VALUE]
no switchport vlan mapping original-vlan ORIGINAL-VLAN [,]-]
[ORIGINAL-INNER-VLAN]

vlan mapping miss
drop

vlan mapping miss drop
no vlan mapping miss drop

dotlg-tunnel trust
inner-priority

dotlg-tunnel trust inner-priority
no dotlg-tunnel trust inner-priority

show dotlg ethertype

show dotlq ethertype [INTERFACE-ID [,]-1]

show dotlg-tunnel

show dotlg-tunnel [interface INTERFACE-ID [,]-11

show vlan mapping

show vlan mapping [interface INTERFACE-ID [,]|-11

dotlq inner ethertype

VLAN TPID

no

dotlg inner ethertype VALUE
no dotlq inner ethertype

VALUE VLAN TPID 0x1 OxFFFF(16 )
0x8100
12
VLAN TPID
VLAN C-tag
TPID VLAN
IEEE802.1Q  VLAN 0x8100
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VLAN TPID  0x9100

# configure terminal

(config)# dotlq inner ethertype 0x9100
(config)#

dotlq tunneling ethertype

VLAN TPID
no

dotlq tunneling ethertype VALUE
no dotlq tunneling ethertype

VALUE VLAN TPID  Ox1 OxFFFF(16
)
0x8100
(port, range, port-channel)
12
VLAN
VLAN
1/0/1 VLAN TPID  0x88a8
# configure terminal

(config)# interface port 1/0/1

(config-if-port)# dotlqg tunneling ethertype 0x88a8
(config-if-port)#

dotlg-tunnel insert dotlqg-tag

VLAN
no

dotlg-tunnel insert dotlq-tag DO71Q-VLAN
no dotlqg-tunnel insert dotlg-tag

DOT1Q-VLAN VLAN VLAN

(port, range, port-channel)

12

VLAN

1/0/1 VLAN 5 VLAN

# configure terminal
(config)# interface port 1/0/1

(config-if-port)# dotlg-tunnel insert dotlg-tag 5
(config-if-port)#
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switchport vlan mapping

VLAN VLAN VLAN
no

switchport vlan mapping original-vlan ORIGINAL-VLAN [,]-]
{[ORIGINAL-INNER-VLAN] resultant-vlan RESULTANT-VLAN [RESULTANT-
INVER-VLAN] | dotlg-tunnel DOT1Q-TUNNEL-VLAN} [priority COS-VALUE]

no switchport vlan mapping original-vlan ORIGINAL-VLAN [,]-]
[ ORIGINAL - INVER-VLAN]

original-vlan ORIGINAL-VLAN VLAN

VLAN
ORIGINAL - INVER-VLAN VLAN
C-tag VLAN
resultant-vlan RESULTANT-VLAN
VLAN RESULTANT- INNER-VLAN
S-tag  VLAN VLAN  VLAN ID
RESULTANT- INNER-VLAN S-
tag VLAN
dotlqg-tunnel DOT1Q-TUNNEL-VLAN
VLA
priority COS-VALUE VLAN
0
(port, range, port-channel)
12
VLAN VLAN
VLAN
VLAN
VLAN
( )
C-tag VLAN VLAN S-tag
VLAN VLAN
VLAN VLAN
VLAN S-tag C-tag VLAN
VLAN 1D:20
VLAN:30
VLAN (C-tag VLAN VLAN:21 S-tag VLAN
VLAN:31
VLAN
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VLAN

# configure terminal

(config)# interface port 1/0/2

(config-if-port)# switchport mode dotlg-tunnel

(config-if-port)# switchport vlan mapping original-vlan 600 resultant-vlan 1600
(config-if-port)# switchport vlan mapping original-vlan 700 dotlg-tunnel 1700
(config-if-port)# switchport access vlan 1600

(config-if-port)# switchport hybrid allow vlan add untagged 1700
(config-if-port)#

vlan mapping miss drop

VLAN
no

vlan mapping miss drop
no vlan mapping miss drop

(port, range, port-channel)

12

VLAN

1/0/1  VLAN

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# vlan mapping miss drop
(config-if-port)#

dotlg-tunnel trust inner-priority

no

dotlg-tunnel trust inner-priority
no dotlqg-tunnel trust inner-priority

(port, range, port-channel)

12

VLAN
S-tag
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1/0/1 VLAN

# configure terminal
(config)# interface port 1/0/1

(config-if-port)# dotlg-tunnel trust inner-priority
(config-if-port)#

show dotlq ethertype

TPID

show dotlq ethertype [/NTERFACE-ID [,|-11

INTERFACE-ID S-tag  TPID

TPID ID

* port TPID
e port-channel

VLAN TPID

802.1Q TPID

# show dotlq ethertype

802.1qg inner Ethernet Type is 0x8100
Portl1/0/1

802.1qg tunneling Ethernet Type is 0x88a8
Portl1/0/2

802.1g tunneling Ethernet Type is 0x88a8
#

show dotlq-tunnel

VLAN

show dotlqg-tunnel [interface /INTERFACE-ID [,|-1]

interface INTERFACE-1D VLAN
ID

. port VLAN

e port-channel VLAN

VLAN
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VLAN

# show dotlg-tunnel

dotlg Tunnel Interface: Portl/0/1

Trust inner priority - Enabled

VLAN mapping miss drop - Disabled

VLAN mapping profiles :1, 2,3
dotlg Tunnel Interface: Portl/0/2

Trust inner priority - Disabled

VLAN mapping miss drop = Enabled

Insert dotlq tag I VLAN 10
#

show vlan mapping

VLAN
show vlan mapping [interface /INTERFACE-ID [,]-11
interface INTERFACE-1ID VLAN
VLAN
ID
+ port VLAN
» port-channel VLAN
1
VLAN
VLAN
# show vlan mapping
Interface Original VLAN Translated VLAN Priority Status
Port1/0/1 1 dotlg-tunnel 10 0 Active
Port1/0/1 2 dotlg-tunnel 11 5 Active
Port1/0/2 10 translate 100 0 Active
Port1/0/2 20 translate 200 0 Active
Port1/0/3 30/3 translate 300 0 Active
Port1/0/3 40/1 translate 400/2 2 Active

Total Entries: 6

#
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7.8

VLAN
VLAN VLAN
shutdown
Error Disabled Error Disabled
shutdown errdisable recovery
loop-detection loop-detection global enable
global enable no loop-detection global enable
loop-detection loop-detection enable
enable no loop-detection enable
loop-detection loop-detection interval SECONDS
interval no loop-detection interval
loop-detection mode loop-detection mode {port-based | vlan-based}
no loop-detection mode
loop-detection loop-detection action notify-only
action notify-only no loop-detection action notify-only
loop-detection vlan loop-detection vlan VLAN-LIST
no loop-detection vlan VLAN-LIST
loop-detection no- loop-detection no-check-src
check-src no loop-detection no-check-src
show loop-detection show loop-detection [interface INTERFACE-ID [,|-1]
loop-detection global enable
no

loop-detection global enable
no loop-detection global enable

12
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# configure terminal

(config)# loop-detection global enable
(config)#

loop-detection enable

no

loop-detection enable
no loop-detection enable

(port, range, port-channel)

12

1/0/1
# configure terminal
(config)# interface port 1/0/1

(config-if-port)# loop-detection enable
(config-if-port)#

loop-detection interval

no

loop-detection interval SECONDS
no loop-detection interval
interval SECONDS

1 32767

10

12

20

# configure terminal

(config)# loop-detection interval 20
(config)#
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loop-detection mode

no
loop-detection mode {port-based | vlan-based}
no loop-detection mode
port-based
vlan-based VLAN
port-based
12
VLAN
VLAN VLAN
VLAN
VLAN VLAN
VLAN VLAN
VLAN

# configure terminal

(config)# loop-detection mode port-based

(config)#

loop-detection action notify-only

no

loop-detection action notify-only
no loop-detection action notify-only

(port, range, port-channel)

12

SNMP

notify-only

1/0/1

# configure terminal

(config)# interface

port 1/0/1

(config-if-port)# loop-detection action notify-only

(config-if-port)#
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loop-detection vlan

VLAN
no

loop-detection vlan VLAN-LIST
no loop-detection vlan VLAN-LIST

VLAN-LIST VLAN
VLAN
12
VLAN
VLAN VLAN
VLAN

VLAN 100 200
# configure terminal

(config)# loop-detection vlan 100-200
(config)#

loop-detection no-check-src

CTP

no

loop-detection no-check-src
no loop-detection no-check-src

12

CTP

1/0/1  no-check-src
# configure terminal

(config)# interface port 1/0/1

(config-if-port)# loop-detection no-check-src
(config-if-port)#
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show loop-detection

show loop-detection [interface INTERFACE-ID [,|-1]1

interface [INTERFACE-ID

e port
e range port
« port-channel

1
# show loop-detection
Loop Detection - Disabled
Detection Mode : port-based
Enabled VLAN - all VLANs
Interval : 10 seconds
Interface noChkSrc Action State Result Time Left
Port1/0/1 Disabled shutdown Disabled Normal -
Portl1/0/2 Disabled shutdown Disabled Normal -
Port1/0/3 Disabled shutdown Disabled Normal -
Port1/0/4 Disabled shutdown Disabled Normal -
Port1/0/5 Disabled shutdown Disabled Normal -
Port1/0/6 Disabled shutdown Disabled Normal -
Port1/0/7 Disabled shutdown Disabled Normal -
Port1/0/8 Disabled shutdown Disabled Normal -
Port1/0/9 Disabled shutdown Disabled Normal -
Port1/0/10 Disabled shutdown Disabled Normal -
Port1/0/11 Disabled shutdown Disabled Normal -
Portl1/0/12 Disabled shutdown Disabled Normal -
Port1/0/13 Disabled shutdown Disabled Normal -
Port1/0/14 Disabled shutdown Disabled Normal -
Port1/0/15 Disabled shutdown Disabled Normal -
Port1/0/16 Disabled shutdown Disabled Normal -
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
1/0/1
# show loop-detection interface port 1/0/1
Interface noChkSrc Action State Result Time Left
Port1/0/1 Disabled shutdown Disabled Normal -
#
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7.9

(shutdown)
(drop) (none) 3 shutdown
Error Disabled shutdown

drop none

storm-control storm-control {{broadcast | multicast | unicast} level {pps PPS-
RISE [PPS-LOW] | kbps KBPS-RISE [KBPS-LOW] | LEVEL-RISE [LEVEL-
LOW]} | action {shutdown | drop | none}}

no storm-control {broadcast | multicast | unicast | action}

storm-control storm-control polling {interval SECONDS | retries {NUMBER |
polling infinite}}
no storm-control polling {interval | retries}

show storm-control show storm-control interface INTERFACE-ID [,]-] [broadcast |
multicast | unicast]
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storm-control

no

storm-control {{broadcast | multicast | unicast} level {pps PPS-
RISE [PPS-LOM | kbps ABPS-RISE [KBPS-LOW] | LEVEL-RISE [LEVEL-
LOM} | action {shutdown | drop | none}}

no storm-control {broadcast | multicast | unicast | action}

broadcast
multicast
unicast
level pps PPS-RISE [PPS-LOM pps( /
2 2147483647 PPS-LOW
PPS-RISE 80
level kbps KBPS-RISE [KBPS-LOM kbps(
/) 2 2147483647 KBPS-LOW
KBPS-RISE 80

level LEVEL-RISE [LEVEL-LOW]
(&¥%) LEVEL-LOW
LEVEL-RISE 80

action shutdown
action drop

action none

drop
(port, range, port-channel)
12
kbps
e shutdown
e drop none  SNMP

1/0/1  1/0/2

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# storm-control broadcast level pps 500
(config-if-port)# storm-control action shutdown
(confFig-if-port)# exit

(config)# interface port 1/0/2

(config-if-port)# storm-control broadcast level 70 60
(config-if-port)# storm-control action drop
(config-if-port)#
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storm-control polling

no

storm-control polling {interval SECONDS | retries {MUMBER |

infinite}}
no storm-control polling {interval | retries}

interval SECONDS

retries NVUMBER shutdown
0 360 0

retries infinite

()

5 600

5

12

shutdown

15

# configure terminal

(config)# storm-control polling interval 15

(confiQ)#

show storm-control

show storm-control interface /NTERFACE-ID [,]-] [broadcast |

multicast | unicast]

interface INTERFACE-ID

e port
* range port

broadcast

multicast

unicast
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1/0/1 1/0/6

# show storm-control interface range port 1/0/1-1/0/6 broadcast

Interface Action Threshold Current State
Portl/0/1 Drop 500/300 pps 200 pps Forwarding
Portl/0/2 Drop 80/64 % 20 % Forwarding
Port1/0/3 Drop 80/64 % 70 % Dropped
Portl/0/4  Shutdown 60/50 % 20 % Forwarding
Portl/0/5 None 60000/50000 kbps 2000 kbps Forwarding
Portl1/0/6 None - - Inactive

Total Entries: 6

#

1/0/1 1/0/2

# show storm-control interface

range port 1/0/1-2

Polling Interval : 5 sec Shutdown Retries 3 times

Interface Storm Action  Threshold Current State
Portl/0/1 Broadcast Drop 80/64 % 50% Forwarding
Portl/0/1 Multicast Drop 80/64 % 50% Forwarding
Portl/0/1 Unicast Drop 80/64 % 50% Forwarding
Portl/0/2 Broadcast Shutdown 500/300 pps - Error Disabled
Portl/0/2 Multicast Shutdown 500/300 pps - Error Disabled
Portl/0/2 Unicast Shutdown 500/300 pps - Error Disabled

Total Entries: 6

#
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7.10 IGMP
1GMP

ip igmp snooping (
)

ip igmp snooping
no ip igmp snooping

ip igmp snooping
dyn-mr-aging-time

ip igmp snooping dyn-mr-aging-time SECONDS
no ip igmp shooping dyn-mr-aging-time

ip igmp snooping
(VLAN )

ip igmp snooping [fast-leave [group-list ACCESS-LIST-NAME] | last-
member-query-interval SECONDS | querier | query-interval SECONDS
| query-max-response-time SECONDS | query-version NUMBER |
report-suppression | robustness-variable VALUE | suppression-time
SECONDS | minimum-version NUMBER]
no ip igmp snooping [fast-leave | last-member-query-interval |
querier | query-interval | query-max-response-time | query-version
| report-suppression | robustness-variable | suppression-time |
minimum-version]

ip igmp snooping
mrouter interface

ip igmp snooping mrouter interface INTERFACE-ID [,]-]
no ip igmp snooping mrouter interface INTERFACE-ID [,]-]

ip igmp snooping
mrouter forbidden
interface

ip igmp snooping mrouter forbidden interface INTERFACE-ID [,]-]

no ip igmp snooping mrouter forbidden interface INTERFACE-ID [,]-
1}

ip igmp snooping
proxy-reporting

ip igmp snooping proxy-reporting [source IP-ADDRESS]
no ip igmp snooping proxy-reporting

ip igmp snooping
static-group

ip igmp snooping static-group GROUP-ADDRESS interface INTERFACE-ID
[.1-1

no ip igmp snooping static-group GROUP-ADDRESS [interface
INTERFACE-ID [,|-1]

ip igmp snooping
unknown-data limit

ip igmp snooping unknown-data limit NUMBER
no ip igmp snooping unknown-data limit

ip igmp snooping
unknown-data learn

ip igmp snooping unknown-data learn
no ip igmp snooping unknown-data learn

ip igmp snooping
unknown-data expiry-
time

ip igmp snooping unknown-data expiry-time SECONDS
no ip igmp snooping unknown-data expiry-time

ip igmp snooping
ignore-topology-
change-notification

ip igmp snooping ignore-topology-change-notification
no ip igmp snooping ignore-topology-change-notification

show ip igmp
snooping

show ip igmp snooping [vlan VLAN-ID [,]|-] | groups [vlan VLAN-ID
[,]1-1 | GROUP-ADDRESS] | mrouter [vlan VLAN-ID [,]-1] | statistics
{interface [INTERFACE-ID [,]-11 | vlan [VLAN-ID [,]-11} | static-
group [GROUP-ADDRESS | vlan VLAN-ID [,|-111

clear ip igmp
snooping

clear ip igmp snooping {unknown-data {all | vlan VLAN-ID | group
GROUP-ADDRESS} | statistics {all | vlan VLAN-ID | interface
INTERFACE-ID} | groups {all | GROUP-ADDRESS [vlan VLAN-1D]}}
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ip igmp snooping (

1GMP

no

ip igmp snooping
no ip igmp snooping

12

IGMP

1GMP

# configure terminal

(config)# ip igmp snhooping

(confiQ)#

ip igmp snooping dyn-mr-aging-time

no

ip igmp snooping dyn-mr-aging-time SECONDS
no ip igmp snooping dyn-mr-aging-time

SECONDS

(

)

10 65535

300

12

IGMP
IGMP

100

(config)#

# configure terminal
(config)# ip igmp snooping dyn-mr-aging-time 100
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ip igmp snooping (VLAN )

VLAN IGMP IGMP
no

ip igmp snooping [fast-leave [group-list ACCESS-LIST-NAME] | last-
member-query-interval SECOVDS | querier | query-interval SECONDS |
query-max-response-time SECONMDS | query-version NUMBER | report-
suppression | robustness-variable VALUE | suppression-time SECONDS
| minimum-version NMUMBER]

no ip igmp snooping [fast-leave | last-member-query-interval |
querier | query-interval | query-max-response-time | query-version
| report-suppression | robustness-variable | suppression-time |
minimum-version]

fast-leave IGMP

group-list ACCESS-LIST-NAME
ACL

last-member-query-interval SECONDS
() 1 2

querier

query-interval SECONDS ()
1 31744

query-max-response-time SECONDS
() 1 25

query-version NUMBER
1 3

report-suppression

robustness-variable VALUE 17
suppression-time SECONDS ( ) 1 300
minimum-version NUMBER IGMP 2 3
VLAN IGMP fast-leave
last-member-query-interval 1 querier query-interval
125 query-max-response-time 10 query-version 3 report-
suppression robustness-variable 2 suppression-time 10
minimum-version (1 3 )
VLAN
12
VLAN IGMP
IGMP
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VLAN 1 IGMP

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping
(config-vlan)#

VLAN 1 IGMP

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping fast-leave
(config-vlan)#

VLAN 1 IGMP

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping querier

(config-vlan)# ip igmp snooping query-interval 300
(config-vlan)# ip igmp snooping query-version 2
(config-vlan)# ip igmp snooping robustness-variable 3
(config-vlan)# ip igmp snooping query-max-response-time 20
(config-vlan)# ip igmp snooping last-member-query-interval 3
(config-vlan)#

VLAN 1

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping report-suppression
(config-vlan)#

VLAN 1000  IGMP 125

# configure terminal

(config)# vlan 1000

(config-vlan)# ip igmp snooping suppression-time 125
(config-vlan)#

VLAN1  IGMPv1

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping minimum-version 2
(config-vlan)#
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ip igmp snooping mrouter interface
1GMP

no
ip igmp snooping mrouter interface INTERFACE-1D [,]-]
no ip igmp snooping mrouter interface /NTERFACE-1D [,]-]

INTERFACE-ID

e port
e port-channel

VLAN

12

1GMP
no

VLAN 1 1/0/1  IGMP

# configure terminal

(config)# vlan 1
(config-vlan)# ip igmp snooping mrouter interface port 1/0/1

(config-vlan)#

ip igmp snooping mrouter forbidden interface

IGMP
no

ip igmp snooping mrouter forbidden interface /INTERFACE-ID [,]-]
no ip igmp snooping mrouter forbidden interface /NTERFACE-ID [,]-

1}

INTERFACE-ID

e port
e port-channel

VLAN

12

IGMP

VLAN 1 1/0/1  IGMP

# configure terminal

(config)# vlan 1
(config-vlan)# ip igmp snooping mrouter interface port 1/0/1

(config-vlan)#
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ip igmp snooping proxy-reporting

IGMP
no

ip igmp snooping proxy-reporting [source /P-ADDRESS]
no ip igmp snooping proxy-reporting

source [/P-ADDRESS IP
0.0.0.0

VLAN

12

1GMP

VLAN 1 IGMP

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping proxy-reporting source 1.2.2.2
(config-vlan)#

ip igmp snooping static-group

IGMP
no

ip igmp snooping static-group GROUP-ADDRESS interface INTERFACE-ID
[.1-]

no ip igmp snooping static-group GROUP-ADDRESS [interface [NTERFACE-

10 [,1-1]

GROUP-ADDRESS  IP
interface /INTERFACE-ID

e port
e port-channel

VLAN

12

1GMP
no interface

1GMP

# configure terminal

(config)# vlan 1
(config-vlan)# ip igmp snooping static-group 226.1.2_3 interface port 1/0/5

(config-vlan)#
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ip igmp snooping unknown-data limit

1GMP
no

ip igmp snooping unknown-data limit MUMBER
no ip igmp snooping unknown-data limit

NUMBER
64

64

12

30

# configure terminal
(config)# ip igmp snooping unknown-data limit 30
(config)#

ip igmp snooping unknown-data learn

1GMP
no

ip igmp snooping unknown-data learn
no ip igmp snooping unknown-data learn

VLAN

12

1GMP

1GMP

IGMP

# configure terminal

(config)# vlan 1

(config-vlan)# no ip igmp snooping unknown-data learn
(config-vlan)#
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ip igmp snooping unknown-data expiry-time

1GMP
no

ip igmp snooping unknown-data expiry-time SECONMDS
no ip igmp snooping unknown-data expiry-time

SECONDS ( ) 1 65535

VLAN

12

IGMP

300

# configure terminal

(config)# vlan 1000

(config-vlan)# ip igmp snooping unknown-data expiry-time 300
(config-vlan)#

ip igmp snooping ignore-topology-change-notification

STP
no

ip igmp snooping ignore-topology-change-notification
no ip igmp snooping ignore-topology-change-notification

VLAN

12

STP

STP

# configure terminal

(config)# vlan 1

(config-vlan)# ip igmp snooping ignore-topology-change-notification
(config-vlan)#
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show ip igmp snooping

IGMP

show ip igmp snooping [vlan VLAN-ID [,]-] | groups [vlan VLAN-ID
L[, 1-1 | GROUP-ADDRESS] | mrouter [vlan VLAN-1D [,]-]1] | statistics
{interface [/NTERFACE-1D [,]-11 | vlan [VLAN-1D [,]-113} | static-
group [GROUP-ADDRESS | vlan VLAN-1D [,]-111

groups

mrouter

statistics

static-group

vlan VLAN-1D VLAN

GROUP-ADDRESS

IGMP

INTERFACE-1D

IGMP
1GMP

# show ip igmp snooping

IGMP snooping global state : Disabled

Dynamic mrouter aging time : 300 seconds

Unknown data limit 1 128

VLAN #1 configuration
IGMP snooping state . Enabled
Minimum version VA
Fast leave > Enabled (host-based)
Report suppression . Enabled
Suppression time - 10 seconds
Querier state : Enabled (Non-active)
Query version V3
Query interval : 125 seconds
Max response time : 10 seconds
Robustness value 2
Last member query interval : 1 seconds
Proxy reporting : Enabled (Source 1.2.3.4)
Unknown data learning > Enabled
Unknown data expiry time : Infinity
Ignore topology change : Disabled

Total Entries: 1

#
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1GMP

# show ip igmp snooping groups
IGMP Snooping Connected Group Membership:

VLAN ID Group address Source address FM Exp(sec) Interface

1 239.255.255.250 * EX 382 1/0/7

Total Entries: 1

#
1GMP
# show ip igmp snooping mrouter
VLAN  Ports
1 1/0/4,1/0/8 (static)

1/0/10 (forbidden)

1/0/12 (dynamic)
2 1/0/14 (static)

1/0/15 (dynamic)

Total Entries: 2

#

1GMP

# show ip igmp snooping statistics vlan 1

VLAN 1 Statistics:
IGMPv1 Rx: Report 1, Query O
IGMPv2 Rx: Report O, Query O, Leave O
IGMPv3 Rx: Report O, Query O
IGMPv1 Tx: Report O, Query O
IGMPv2 Tx: Report O, Query O, Leave O
IGMPv3 Tx: Report O, Query O

Total Entries: 1

#

1GMP

# show ip igmp snooping static-group

VLAN ID Group address Interface

1 235.1.1.0 1/0/1
Total Entries: 1

#
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clear ip igmp shooping

IGMP

clear ip igmp snooping {unknown-data {all | vlan VLAN-/D | group
GROUP-ADDRESS} | statistics {all | vlan VLAN-1D | interface
INTERFACE-1D} | groups {all | GROUP-ADDRESS [vlan VLAN-101}}

unknown-data

all 1GMP

vlan VLAN-1D VLAN 1GMP
group IGMP
GROUP-ADDRESS  I1GMP

statistics IGMP

interface /INTERFACE-ID
ID

* port
« port-channel

groups IGMP

1GMP

12

IGMP

# clear ip igmp snooping unknown-data all

#

1GMP

# clear ip igmp snooping statistics all

#

IGMP

# clear ip igmp snhooping groups all

#
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7.11 MLD

MLD

ipv6 mld snooping (
)

ipv6 mld snooping
no ipvé mld snooping

ipv6 mld snooping
(VLAN )

ipv6 mld snooping [fast-leave [group-list ACCESS-LIST-NAME] |
last-listener-query-interval SECONDS | querier | query-interval
SECONDS | query-max-response-time SECONDS | query-version NUMBER |
report-suppression | robustness-variable VALUE | suppression-time
SECONDS | minimum-version 2]

no ipv6 mld snooping [fast-leave | last-listener-query-interval |
querier | query-interval | query-max-response-time | query-version
| report-suppression | robustness-variable | suppression-time |
minimum-version]

ipv6 mld snooping
mrouter interface

ipv6 mld snooping mrouter interface INTERFACE-ID [,]-]
no ipv6 mld snooping mrouter interface INTERFACE-ID [,]-]

ipv6 mld snooping
mrouter forbidden
interface

ipv6 mld snooping mrouter forbidden interface INTERFACE-ID [,]|-]
no ipvé mld snooping mrouter forbidden interface INTERFACE-ID [,]|-

]

ipv6 mld snooping
mrouter learn pimv6

ipv6é mld snooping mrouter learn pimve
no ipv6 mld snooping mrouter learn pimv6

ipvé mld snooping
proxy-reporting

ipv6 mld snooping proxy-reporting [source IPV6-ADDRESS]
no ipvé mld snooping proxy-reporting

ipv6 mld snooping
static-group

ipv6 mld snooping static-group IPV6-ADDRESS interface INTERFACE-ID
[.1-1

no ipvé mld snooping static-group IPV6-ADDRESS [interface
INTERFACE-ID [,|-1]

ipvé mld snooping
unknown-data limit

ipv6 mld snooping unknown-data limit NUMBER
no ipvé mld snooping unknown-data limit

ipv6 mld snooping
unknown-data learn

ipv6 mld snooping unknown-data learn
no ipvé mld snooping unknown-data learn

ipv6 mld snooping
unknown-data expiry-
time

ipv6 mld snooping unknown-data expiry-time SECONDS
no ipvé mld snooping unknown-data expiry-time

ipv6 mld snooping
ignore-topology-
change-notification

ipv6 mld snooping ignore-topology-change-notification
no ipv6 mld snooping ignore-topology-change-notification

show ipv6 mld
snooping

show ipv6 mld snooping [[vlan VLAN-ID [,]-]]1 | groups [IPV6-
ADDRESS | vlan VLAN-ID [,]-1] | statistics {interface [INTERFACE-
ID [L1-11 | vlan [VLAN-ID [,]-]11} | static-group [IPV6-ADDRESS |
vlan VLAN-ID [,|-111

clear ipv6 mld
snooping

clear ipv6 mld snooping {unknown-data {all | vlan VLAN-ID | group
GROUP-ADDRESS} | statistics {all | vlan VLAN-ID | interface
INTERFACE-ID} | groups {all | IPV6-ADDRESS [vlan VLAN-1D]}}
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ipvé mld snooping ( )

MLD

ipv6é mld snooping
no ipvé mld snooping

12

MLD

MLD

# configure terminal
(config)# 1pv6 mld snooping
(config)#
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ipvé mld snooping (VLAN )

VLAN MLD MLD
no

ipvé mld snooping [fast-leave [group-list ACCESS-LIST-NAWE] |
last-listener-query-interval SECOVMDS | querier | query-interval
SECONDS | query-max-response-time SECONDS | query-version NUMBER |
report-suppression | robustness-variable VALUE | suppression-time
SECONDS | minimum-version 2]

no ipvé mld snooping [fast-leave | last-listener-query-interval |
querier | query-interval | query-max-response-time | query-version
| report-suppression | robustness-variable | suppression-time |
minimum-version]

fast-leave MLD
group-list ACCESS-LIST-NAME

ACL
last-member-query-interval SECONDS
() 1 25
querier
query-interval SECONDS ()
1 31744

query-max-response-time SECONDS
() 1 25

query-version NUMBER
1 2

report-suppression

robustness-variable VALUE 17
suppression-time SECONDS ( ) 1 300
minimum-version MLD 2
VLAN  MLD fast-leave last-
listener-query-interval 1 querier query-interval 125
query-max-response-time 10 query-version 2 report-
suppression robustness-variable 2 suppression-time 10
minimum-version
VLAN
12
VLAN MLD
MLD
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VLAN 1 MLD

# configure terminal
(config)# vlan 1
(config-vlan)# ipv6 mld
(config-vlan)#

snooping

VLAN 1 MLD

# configure terminal
(config)# vlan 1
(config-vlan)# ipv6 mld
(config-vlan)#

snooping fast-leave

# configure terminal
(config)# vlan 1000
(config-vlan)# ipv6 mld
(config-vlan)#

snooping last-listener-query-interval 3

VLAN 1 MLD

# configure terminal
(config)# vlan 1
(config-vlan)# ipv6 mld
(config-vlan)# ipv6 mld
(config-vlan)# ipv6 mld
(config-vlan)# ipv6 mid
(config-vlan)# ipv6 mid

(config-vlan)#

snooping querier

snooping query-interval 300
snooping query-max-response-time 20
snooping query-version 1

snooping robustness-variable 3

VLAN 1  MLD

# configure terminal
(config)# vlan 100
(config-vlan)# ipv6 mid
(config-vlan)#

snooping report-suppression

VLAN 1000

125

# configure terminal
(config)# vlan 1000
(config-vlan)# ipv6 mld
(config-vlan)#

snooping suppression-time 125

VLAN 1 MLDv1

# configure terminal
(config)# vlan 1
(config-vlan)# ipv6 mld
(config-vlan)#

snooping minimum-version 2
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ipvé mld snooping mrouter interface
MLD

no
ipv6 mld snooping mrouter interface /INTERFACE-ID [,]-]
no ipv6 mld snooping mrouter interface /INTERFACE-ID [,]-]

INTERFACE-ID

« port
e port-channel

VLAN

12

MLD
no

VLAN 1 1/0/1 MLD
# configure terminal

(config)# vlan 1
(config-vlan)# ipv6 mld snooping mrouter interface port 1/0/1

(config-vlan)#

ipvé mld snooping mrouter forbidden interface
MLD

no
ipv6 mld snooping mrouter forbidden interface /INTERFACE-ID [,]-]
no ipvé mld snooping mrouter forbidden interface INTERFACE-ID [,]-

]
INTERFACE-1D

« port
e port-channel

VLAN

12

MLD

VLAN 1 1/0/2  MLD

# configure terminal

(config)# vlan 1
(config-vlan)# ipv6 mld snooping mrouter forbidden interface port 1/0/2

(config-vlan)#
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ipvé mld snooping mrouter learn pimvé

PIM 1Pv6

ipvé mld snooping mrouter learn pimvé
no ipvé mld snooping mrouter learn pimv6

VLAN

12

PIM 1Pv6

PIM 1PV6
# configure terminal

(config)# vlan 4
(config-vlan)# no ipv6 mld snooping mrouter learn pimv6

(config-vlan)#

ipvé mld snooping proxy-reporting

MLD
no

ipvé mld snooping proxy-reporting [source /PV6-ADDRESS]
no ipvé mld snooping proxy-reporting

source [/PV6-ADDRESS 1P

VLAN

12

MLD

VLAN 1  MLD

# configure terminal

(config)# vlan 1
(config-vlan)# ipv6 mld snooping proxy-reporting

(config-vlan)#
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ipvé mld snooping static-group

MLD

no
ipvé mld snooping static-group /PV6-ADDRESS interface INTERFACE-ID
[.1-1

no ipvé mld snooping static-group /PV6-ADDRESS [interface
INTERFACE-ID [,1-]1]

1PV6-ADDRESS 1Pv6
interface INTERFACE-ID

e port
e port-channel

VLAN

12

1GMP
no interface

MLD

# configure terminal

(config)# vlan 1
(config-vlan)# ipv6 mld snhooping static-group fF02::12:03 interface port 1/0/5

(config-vlan)#

ipvé mld snooping unknown-data limit

MLD
no
ipvé mld snooping unknown-data limit NVUMBER
no ipv6 mld snooping unknown-data limit
NUMBER 1
64
64
12
30

# configure terminal
(config)# ipv6 mld snooping unknown-data limit 30

(config)#
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ipv6 mld snooping unknown-data learn

MLD
no

ipv6 mld snooping unknown-data learn
no ipvé mld snooping unknown-data learn

VLAN

12

MLD
MLD

MLD

# configure terminal
(config)# vlan 1000

(config-vlan)# no ipv6 mld snooping unknown-data learn
(config-vlan)#

ipvé mld snooping unknown-data expiry-time

MLD
no

ipvé mld snooping unknown-data expiry-time SECONDS
no ipvé mld snooping unknown-data expiry-time

SECONDS 1 65535

VLAN

12

MLD

300

# configure terminal
(config)# vlan 1000

(config-vlan)# ipv6 mld snooping unknown-data expiry-time 300
(config-vlan)#
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ipvé mld snooping ignore-topology-change-notification

STP
no

ipvé mld snooping ignore-topology-change-notification
no ipv6 mld snooping ignore-topology-change-notification

VLAN

12

STP

MLD

STP

# configure terminal

(config)# vlan 1

(config-vlan)# ipv6 mld snooping ignore-topology-change-notification
(config-vlan)#

show ipv6 mld snooping

MLD

show ipv6 mld snooping [[vlan VLAN-ID [,]-]1]1 | groups [/PV6-
ADDRESS | vlan VLAN-1D [,]-]1]1 | statistics {interface [/NTERFACE-

10 [.1-11 | vian [v2AN-1D [,1-11} | static-group [/PV6-ADDRESS |
vlan VLAN-1D [, 1-111

vlan VLAN-1D VLAN
groups

IPV6-ADDRESS

mrouter

statistics MLD

INTERFACE-1D

static-group

MLD
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MLD

# show ipv6 mld snooping

MLD snooping global state
Unknown data limit

VLAN #1 configuration
MLD snooping state
Minimum version
Fast leave
Report suppression
Suppression time
Proxy reporting
Mrouter port learning
Querier state
Query version
Query interval
Max response time
Robustness value
Last listener query interval
Unknown data learning
Unknown data expiry time
Ignore topology change

Total Entries: 1

#

: Disabled

. Enabled

D V2

: Enabled (host-based)
. Enabled

- 10 seconds

: Disabled (Source ::)
: Enabled

> Enabled (Non-active)
T V2

: 125 seconds

: 10 seconds

12

: 1 seconds

: Enabled

: Infinity

- Disabled

MLD

# show ipv6 mld snooping groups

MLD Snooping Connected Group Membership:

VLAN ID Group address

Source address

FM Exp(sec) Interface

* EX 258 1/0/7

1 ffle::
1 ffle::3 * EX 258 1/0/7
1 ffle::4 3620:110:1::3a2b IN 258 1/0/7

Total Entries: 3

#
MLD
# show ipv6 mld snooping mrouter
VLAN  Ports
1 1/0/4,1/0/8 (static)

1/0/10 (forbidden)

1/0/12 (dynamic)
3 1/0/14 (static)

1/0/15 (dynamic)

Total Entries: 2

#
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MLD

Interface Port1/0/1
Rx: V1Report 1, vZ2Report 2,
Tx: vlReport 1, v2Report 2,

Interface Portl/0/3
Rx: VI1Report O, vZ2Report O,
Tx: vlReport O, vZReport O,
Interface Portl/0/4
Rx: V1Report 3, vZ2Report O,
Tx: vlReport 2, vZReport 2,

Total Entries: 3

VLAN 1 Statistics:

Total Entries: 1

#

Query 1,
Query 1,

Query O,
Query O,

Query 3,
Query 1,

v1Done 2
v1Done 2

v1Done O
v1Done O

v1Done O
v1Done 2

# show ipv6 mld snooping statistics vlan 1

Rx: VI1Report 3, vZ2Report O, Query 3, vlDone O
Tx: vlReport 2, vZ2Report 2, Query 1, vlDone 2

# show ipv6 mld snooping statistics interface port 1/0/1,1/0/3-4

MLD

VLAN ID Group address

1 ffle::1

Total Entries: 1

#

# show ipv6 mld snooping static-group

Interface

1/0/1,1/0/5
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clear ipv6 mld snooping

MLD

clear ipv6 mld snooping {unknown-data {all | vlan VLAN-/D | group
GROUP-ADDRESS} | statistics {all | vlan VLAN-1D | interface
INTERFACE-1D} | groups {all | GROUP-ADDRESS [vlan VLAN-101}}

unknown-data
all MLD
vlan VLAN-ID VLAN MLD

group MLD

GROUP-ADDRESS MLD

statistics MLD

interface INTERFACE-ID MLD
ID

* port
e port-channel

groups MLD

12

MLD

# clear ipv6 mld snooping unknown-data all
#

MLD

# clear ipv6 mld snooping statistics all
#

MLD

# clear ipv6 mld snooping groups all
#
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7.12

MAC

MAC

port-security limit
global

port-security limit global NUMBER
no port-security limit global

switchport port-
security

switchport port-security [mode {delete-on-timeout | permanent}|
aging {time MINUTES | type {absolute | inactivity}} | maximum
NUMBER | violation {protect | restrict | shutdown}}

no switchport port-security [mode | aging {time | type} | maximum
| violation]

switchport port-
security mac-address

switchport port-security mac-address [permanent] MACADDR [vlan
VLANID]

no switchport port-security mac-address [permanent] MACADDR [vlan
VLANID]

show port-security

show port-security {address | interface INTERFACE-ID}

clear port-security

clear port-security {all | address MACADDR [vlan VLANID] |
interface INTERFACE-ID}

port-security limit

global

MAC
no

port-security limit global NUMBER
no port-security limit global

NUMBER  MAC 1 12888

12

MAC
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MAC 1000

# configure terminal

(config)# port-security limit global 1000

(config)#

switchport port-security

no

switchport port-security [mode {delete-on-timeout | permanent}|
aging {time MIMUTES | type {absolute | inactivity}} | maximum
NUMBER | violation {protect | restrict | shutdown}}

no switchport port-security [mode | aging {time | type} | maximum
| violation]

mode

delete-on-timeout

permanent

aging

time MIMUTES ( ) 0 1440
type

absolute

inactivity

maximum NUMBER MAC
0 32768

violation
protect

restricted

shutdown Error Disabled

mode: delete-on-timeout
aging time: 0 aging type: absolute maximum: 32
violation: protect

(port, range)

12

MAC
mode

aging
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1/0/2

shutdown

(config-if-port)#

# configure terminal

(config)# interface port 1/0/2

(config-if-port)# switchport port-security

(config-if-port)# switchport port-security violation shutdown

switchport port-security mac-address

no

switchport port-security mac-address [permanent] MACADDR [vlan
VLANID)

no switchport port-security mac-address [permanent] MACADDR [vlan
VLANID)

permanent
MACADDR MAC
vlan VLANID VLAN
(port, range)
12

1/0/2

# configure terminal

(config)# interface port 1/0/2
(config-if-port)# switchport port-security mac-address permanent 004066000001

(config-if-port)#

show port-security

show port-security [address | interface /NTERFACE-1D]

address
interface /NTERFECE-ID
INTERFACE-ID

» port

e range port
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1/0/2

# configure terminal
(config)# interface port 1/0/2

(config-if-port)# switchport port-security mac-address permanent 004066000001
(config-if-port)#

clear port-security

clear port-security {all | address MACADDR [vlan VLANID] |
interface /NTERFACE-ID}

all
address MACADDR MAC
vlan VLANID VLAN

interface INTERFACE-ID
INTERFACE-ID

e port

* range port

# configure terminal

(config)# clear port-security all
(config)#
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LLDP
Idp ( I1dp {run | hold-multiplier VALUE | tx-interval SECONDS | tx-delay
) SECONDS | reinit SECONDS]

no Ildp {run | old-multiplier | tx-interval | tx-delay | reinit}

Ildp fast-count

I1dp fast-count VALUE
no Ildp fast-count

Ildp forward

I1dp forward
no lldp forward

Idp (
)

I1dp {receive | transmit}
no Ildp {receive | transmit}

I1dp subtype port-id

I1dp subtype port-id {mac-address | local}

I1dp management-
address

I1dp management-address [IP-ADDRESS | IPV6-ADDRESS]
no Ildp management-address [IP-ADDRESS | 1PV6-ADDRESS]

I1dp tlv-select

I1dp tlv-select [port-description | system-capabilities | system-
description | system-name]

no Ildp tlv-select [port-description | system-capabilities |
system-description | system-name]

11dp dotl-tlv-select

I1dp dotl-tlv-select {port-vlan | protocol-vlan VLAN-ID [,]-] |
vlan-name [VLAN-ID [,]-11 | protocol-identity [PROTOCOL-NAME]}

no Ildp dotl-tlv-select {port-vlan | protocol-vlan [VLAN-ID [,]-11
| vlan-name [VLAN-ID [,]-11 | protocol-identity [PROTOCOL-NAME]}

11dp dot3-tlv-select

I1dp dot3-tlv-select [mac-phy-cfg | link-aggregation | max-frame-
size]
no Ildp dot3-tlv-select [mac-phy-cfg | link-aggregation max-frame-
size]

11dp med-tlv-select

11dp med-tlv-select [capabilities | inventory-management]
no Ildp med-tlv-select [capabilities | inventory-management]

I1dp notification

I1dp [med] notification enable

enable no Ildp [med] notification enable

show 1ldp show Ildp [interface INTERFACE-ID [,]-] | local interface
INTERFACE-ID [,]-] [brief | detail] | management-address [IP-
ADDRESS | IPV6-ADDRESS] | neighbors interface INTERFACE-ID [,]-]
[brief | detail] | traffic [interface INTERFACE-ID [,]-111

clear 1ldp clear 1ldp {counters [all | interface INTERFACE-ID [,]-]1] | table

{all | interface INTERFACE-ID [,]|-1}}
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Idp ( )

LLDP LLDP
no

I1dp {run | hold-multiplier VALUE | tx-interval SECONDS | tx-delay
SECONDS | reinit SECONDS}

no Ildp {run | old-multiplier | tx-interval | tx-delay | reinit}

run LLDP

hold-multiplier VALUE 2 10

tx-interval SECONDS LLDP ( ) 5 32768
tx-delay SECOMDS ~ LLDP () 1 8192

LLDP LLDP

tx-interval 1/4
reinit SECONDS () 1 10

LLDP

LLDP hold-multiplier 4 tx-interval 30
tx-delay 2 reinit 2

12
LLDP
Ildp run
LLDP
LLDP
LLDP (TTL) LLDP

LLDP

LLDP

LLDP

# configure terminal
(config)# 1ldp run
(confiQ)#

LLDP 3

# configure terminal
(config)# 1ldp hold-multiplier 3
(confFiQ)#

LLDP 50

# configure terminal
(config)# 1ldp tx-interval 50
(config)#
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8

# configure terminal
(config)# lldp tx-delay 8
(config)#

5

# configure terminal
(config)# 1ldp reinit 5
(config)#

Ildp fast-count

LLDP-MED fast start
no

I1dp fast-count VALUE
no Ildp fast-count

VALUE LLDP-MED fast start 1 10

4

12

LLDP-MED fast start fast
start LLDP-MED LLDP
LLDP

LLDP MED  fast start 10

# configure terminal
(config)# lldp fast-count 10
(config)#

Ildp forward

LLDP ho

I11dp forward
no Ildp forward

12

LLDP LLDP
LLDP

LLDP

# configure terminal
(config)# 1ldp forward
(confiQ)#
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Iidp (
no
I1dp {receive | transmit}
no Ildp receive {receive | transmit}
receive
transmit
12
LLDP
1/0/1  LLDP
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# lldp receive
(config-if-port)# Ildp transmit
(config-if-port)#
I1dp subtype port-id
Port ID
I1dp subtype port-id {mac-address | local}
mac-address Port ID TLV MAC Address (3)
port ID
local Port ID TLV Locally assigned (7)
port ID
local
12
Port ID TLV
Port ID TLV Port ID Port
ID Port ID

Port ID TLV

mac-address

# configure terminal
(config)# interface port 1/0/1

(config-if-port)# 1ldp subtype port-id mac-address

(config-if-port)#
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I1dp management-address

LLDP Management Address TLV
no

I1dp management-address [/P-ADDRESS | 1PV6-ADDRESS]
no Ildp management-address [/P-ADDRESS | 1PV6-ADDRESS]

1P-ADDRESS 1Pv4
1PV6-ADDRESS 1Pv6

Management Address TLV

12
LLDP TLV
Management Address TLV
(
)
IPv4/1PV6 no Management
Address TLV 1Pv4/1Pv6 no

1/0/1 1/0/2  Management Address TLV 1P 10.1.1.1

# configure terminal

(config)# interface range port 1/0/1-1/0/2
(config-if-port-range)# lldp management-address 10.1.1.1
(config-if-port-range)#

Ildp tlv-select

LLDP TLV
no

I1dp tlv-select [port-description | system-capabilities | system-
description | system-name]

no Ildp tlv-select [port-description | system-capabilities |
system-description | system-name]

port-description Port Description TLV
system-capabilities System Capabilities TLV
system-description System Description TLV

system-name System Name TLV

4 TLV
12
LLDP TLV
4 TLV (Management Address TLV TLVY)
4
TLV
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LLDP L 4 TLV

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# lldp tlv-select
(config-if-port)#

Ildp dotl-tlv-select

LLDP IEEE 802.1 TLV
no

I1dp dotl-tlv-select {port-vlan | protocol-vian VLAN-1D [,]|-] |
vlan-name [VLAN-1D [,]-1] | protocol-identity [PROTOCOL-NAME]}

no Ildp dotl-tlv-select {port-vlan | protocol-vlan [V AN-1D [,|-1]
| vlan-name [VLAN-1D [,]-1]1 | protocol-identity [PROTOCOL-NAME]}

port-vlan Port VLAN ID TLV
protocol-vlan Port and Protocol VLAN ID(PPVID) TLV

VLAN-1D TLV VLAN
VLAN

vlan-name VLAN Name TLV
protocol-identity Protocol ldentity TLV
PROTOCOL-NAME Protocol ldentity TLV

« eapol Extensible Authentication Protocol EAP over LAN
e« lacp Link Aggregation Control Protocol
* stp

1EEE802.1 TLV

12

IEEEB02.1 TLV

1/0/1 IEEEB02.1 TLV

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# 1ldp dotl-tlv-select port-vlan
(config-if-port)# lldp dotl-tlv-select protocol-vlan 1-3
(config-if-port)# lldp dotl-tlv-select vlan-name 1-3
(config-if-port)# lldp dotl-tlv-select protocol-identity lacp
(config-if-port)#
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I1dp dot3-tlv-select

LLDP IEEE 802.3 TLV
no

I1dp dot3-tlv-select [mac-phy-cfg | link-aggregation | max-frame-
size]

no Ildp dot3-tlv-select [mac-phy-cfg | link-aggregation | max-
frame-size]

mac-phy-cfg MAC/PHY Configuration/Status TLV
link-aggregation Link Aggregation TLV

max-frame-size Maximum Frame Size TLV

1EEE802.3 TLV

12

IEEE802.2 TLV

1/0/1  MAC/PHY Configuration/Status TLV

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# lldp dot3-tlv-select mac-phy-cfg
(config-if-port)#

Ildp med-tlv-select

LLDP LLDP-MED TLV
no

11dp med-tlv-select [capabilities | inventory-management]
no Ildp med-tlv-select [capabilities | inventory-management]

capabilities LLDP-MED Capabilities TLV

inventory-management LLDP-MED Inventory Management TLV

LLDP-MED TLV

12

LLPD-MED TLV Capabilities TLV
LLDP-MED

1/0/1  LLDP-MED Capabilities TLV

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# 1ldp med-tlv-select capabilities
(config-if-port)#
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Ildp notification enable

LLDP LLDP-MED SNMP
no

I1dp [med] notification enable
no Ildp [med] notification enable

med LLDP-MED

LLDP LLDP-MED SNMP
12
LLDP LLDP-MED
SNMP snmp-server
enable traps LLDP(LLDP-MED)
1/0/1 SNMP

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# 1ldp med notification enable

(config-if-port)#

show 1ldp

LLDP

show Ildp [interface /INTERFACE-ID [,]-] | local interface
INTERFACE-ID [,]-] [brief | detail] | management-address [ /-
ADDRESS | IPV6-ADDRESS] | neighbors interface INTERFACE-1D [,]-]
[brief | detail] | traffic [interface INTERFACE-1D [,]-11

interface /NTERFACE-1D LLDP
local LLDP
brief
detail

management-address

IP-ADDRESS 1P
IPV6-ADDRESS IPv6
neighbors LLDP

traffic LLDP

LLDP
brief
detail (brief )
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LLDP
# show 1ldp
Chassis ID Subtype : MAC Address
Chassis ID : FC-6D-D1-55-68-20
System Name = Switch
System Description = APLGM220GTSS Gigabit Ethernet L2 Switch Ver.2.00
00

System Capabilities Supported: Repeater, Bridge
System Capabilities Enabled : Repeater, Bridge
LLDP-MED System Information:

Device Class Network Connectivity Device

Hardware Revision A
Firmware Revision 1.00.00
Software Revision 2.00.00

Serial Number

Manufacturer Name APRESIA Systems, Ltd

Model Name APLGM220GTSS Gigabit Ethernet L2
Asset ID
LLDP Configurations
LLDP State : Disabled
LLDP Forward State : Disabled
Message TX Interval - 30

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

1/0/1  LLDP

# show Ildp interface port 1/0/1

Port ID: Portl/0/1

Port 1D :Port1/0/1
Admin Status :TX and RX
Error disable :Disabled
Notification :Disabled
Basic Management TLVs:
Port Description :Disabled
System Name :Disabled
System Description :Disabled
System Capabilities :Disabled
Enabled Management Address:
(None)
IEEE 802.1 Organizationally Specific TLVs:
Port VLAN ID :Disabled
Enabled Port _and Protocol VLAN ID
(None)
Enabled VLAN Name
(None)
Enabled Protocol ldentity
(None)

IEEE 802.3 Organizationally Specific TLVs:

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
#
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1/0/1  LLDP

# show Ildp local interface port 1/0/1 detail

Port ID: Portl/0/1

Local

Port1/0/1

APRESIA Systems, Ltd. APLGM220GTSS
HV A firmware 2.00.00 Port 1 on

Port ID Subtype
Port ID
Port Description

Unit 1
Port PVID o1
Management Address Count -0
(None)
PPVID Entries Count -0
(None)
VLAN Name Entries Count -1
Entry 1 :
VLAN ID -1
VLAN Name : default
Protocol ldentity Entries Count -0
(None)
MAC/PHY Configuration/Status :
Auto-Negotiation Support = Supported
Auto-Negotiation Enabled . Enabled

Auto-Negotiation Advertised Capability : 6c0l(hex)
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

LLDP

# show 1ldp management-address

Address 1 : (default)

Subtype : 1IPv4
Address : 10.5.2.77
IF Type - IFfIndex
oID :1.3.6.1.4.1.278.1.42.3
Advertising Ports -
Address 2 :
Subtype : 1IPv4
Address : 10.5.2.77
IF Type = IFfIndex
oID 1 1.3.6.1.4.1.278.1.42.3

Advertising Ports -

Total Entries: 2
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1/0/18

# show Ildp neighbors interface port 1/0/18 brief

Port ID: Portl/0/18

Remote Entities Count : 1

Entity 1
Chassis ID Subtype : MAC Address
Chassis ID : FC-6D-D1-A8-DC-10
Port ID Subtype . Local
Port 1D . Port1/0/18
Port Description . APRESIA Systems, Ltd. APLGM220GTSS
HW A firmware 2.00.00 Port 1 on
unit 1
#
LLDP
# show Ildp traffic
Last Change Time :© 1910843
Total Inserts 1
Total Deletes :0
Total Drops :0
Total Ageouts :0
#
1/0/1 LLDP

# show Ildp traffic interface port 1/0/1

Port ID : Portl/0/1

Total Transmits
Total Discards
Total Errors

Total Receilves
Total TLV Discards
Total TLV Unknowns
Total Ageouts

[eNoNoNoNoNoNe]
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clear Ildp counters

LLDP

clear 1ldp {counters [all | interface /INTERFACE-ID [,]-]1] | table
{all | interface INTERFACE-ID [,1-1}}

clear Ildp counters [all | interface /NTERFACE-ID [,|-1]

counters LLDP
all

all LLDP
interface /INTERFACE-1D LLDP

table LLDP
12
LLDP
LLDP
LLDP

# clear 1ldp counters all
#

LLDP
# clear 1ldp table all
#
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7.14

monitor session
source

monitor session SESSION-NUM source {interface {INTERFACE-ID [,]-]
[both | rx | €] | cpu rx} | acl ACL-NAME}

no monitor session SESSION-NUM source {interface {INTERFACE-ID
[.1-1 | cpu rx} | acl ACL-NAME}

monitor session
destination
interface

monitor session SESSION-NUM destination interface INTERFACE-ID
no monitor session SESSION-NUM destination interface INTERFACE-ID

no monitor session

no monitor session SESSION-NUM

show monitor session

show monitor session [SESSION-NUM]

monitor session source

no

monitor session SESSION-NUM source {interface {/NTERFACE-ID [,]-]
[both | rx | t©] | cpu rx} | acl ACL-NAME}

no monitor session SESSION-NUMBER source {interface {/NTERFACE-ID
[1-1 | cpu rx} | acl ACL-NAME}

SESSION-NUM 1 4
interface

INTERFACE-ID

e port
« port-channel

both

rx

™~

cpu rx CPU

acl ACL-NAME ACL

12

interface

both rx tx both
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1 1/0/2 1/0/4

# configure terminal

(config)# monitor session 1 source interface port 1/0/2-4
(config)#

2 MAC

# configure terminal

(config)# monitor session 2 source acl MAC-Monitored-Flow
(config)#

monitor session destination interface

no

monitor session SESSION-NMUM destination interface INTERFACE-ID
no monitor session SESSION-NUM destination interface /INTERFACE-ID

SESSION-NUM 1 4
INTERFACE-ID

* port
« port-channel

12

1 1/0/1

# configure terminal

(config)# monitor session 1 destination interface port 1/0/1
(config)#

no monitor session

no monitor session SESSION-NUM
SESSION-NUM 1

12
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1

# configure terminal
(config)# no monitor session 1
(config)#

show monitor session

show monitor session [SESSION-NUM]

SESSION-NUM

1

# show monitor session 1

Session 1
Session Type: local session
Destination Port: Portl/0/1
Source Ports:
Both:

Port1/0/2

Port1/0/3

Port1/0/4

Total Entries: 1

#
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MAC (MAC ) 1EEE802.1X Web
(Web ) 3 AccessDefender
AAA (Authentication)
(Authorization) (Accounting)
AAA
AAA

aaa new-model

aaa new-model
no aaa new-model

aaa authentication
login

aaa authentication login {default | LIST-NAME} METHOD1
[METHOD2. . .]

no aaa authentication login {default | LIST-NAME}

aaa authentication
enable

aaa authentication enable default METHOD1 [METHOD2...]
no aaa authentication enable default

aaa authentication

aaa authentication {mac-auth | dotlx | web-auth} default METHOD1
[METHOD2. ..]

no aaa authentication {mac-auth | dotlx | web-auth} default

aaa authentication
control sufficient

aaa authentication control sufficient {web ID | mac | login}
no aaa authentication control sufficient {web ID | mac | login}

aaa accounting

aaa accounting {commands LEVEL | exec | network | system} {default
| LIST-NAME} {none | {start-stop | stop-only} METHOD1
[METHOD2...]}

no aaa accounting {{commands LEVEL | exec} {default | LIST-NAME} |
{network | system} default}

accounting accounting {commands LEVEL | exec} {default | METHOD-LIST}
no accounting {commands LEVEL | exec}
show aaa show aaa
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aaa new-model

AAA no

aaa new-model
no aaa new-model

15

AAA AAA

AAA

# configure terminal
(config)# aaa new-model
(config)#

aaa authentication login

no

aaa authentication login {default | L/ST-NAME} METHODI1

[METHOD2. . .]
no aaa authentication login {default | L/ST-NAWE}
default (default)
LIST-NAWE
METHODI [METHODZ2...]  default
1 4
* local (username
)
e group radius radius RADIUS
+ group tacacs+ tacacs+ TACACS+

. group GROUP-NAWE
* none

default( local )

15

login authentication
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(default) group2

# configure terminal
(config)# aaa authentication login default group group2 local
(config)#

aaa authentication enable

(enable ) enable
no

aaa authentication enable default WETHODI [METHODZ...]
no aaa authentication enable default

METHODI [METHOD2...] — enable

1 4
e enable (enable password
) enable
e group radius radius RADIUS
enable
» group tacacs+ tacacs+ TACACS+
enable
e group GKOUP-NAME
* none
15
enable enable

enablel? enablel5

enable enable

enable
enable
15

enable group2

# configure terminal
(config)# aaa authentication enable default group group2
(config)#
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aaa authentication

(MAC  /IEEE802.1X  /Web )
no

aaa authentication {mac-auth | dotlx | web-auth} default VETHODI
[vETHODZ. . ]

no aaa authentication {mac-auth | dotlx | web-auth} default

mac-auth MAC
dotlx [IEEE802.1X
web-auth Web

METHOD1 [METHODZ. . .]
1 4

« local (aaa-local-db user
)

» group radius radius RADIUS

group GROUP-NAME

« force [vlan VLAN-1D ]
vlan
VLAN

local

15

MAC RADIUS

# configure terminal
(config)# aaa authentication mac-auth default group radius
(config)#

IEEE 802.1X RADIUS

# configure terminal
(config)# aaa authentication dotlx default group radius
(config)#

Web RADIUS

# configure terminal
(config)# aaa authentication web-auth 1 default group radius
(config)#
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aaa authentication control sufficient

no

aaa authentication control sufficient {web | mac | login}
no aaa authentication control sufficient {web | mac | login}

web Web
mac MAC

login

15

AAA

force nhone

Web

# configure terminal
(config)# aaa authentication control sufficient web
(config)#

277/379



| 8.1 AAA

aaa accounting

no

aaa accounting {commands LEVEL | exec | network | system} {default
| LIST-NAME} {none | {start-stop | stop-only} METHODI

[VETHODZ2. - 1}

no aaa accounting {{commands LEVEL | exec} {default | LIST-NVAME} |

{network | system} default}

commands LEVEL Commands

exec CLI Exec

network Network

system System

default
LIST-NAME network

none

start-stop

stop-only
network

METHOD1 [METHODZ. . .]
1 4

e group radius radius

+ group tacacs+ tacacs+

e group GROUP-NAME
commands TACACS+

system

RADIUS
commands

TACACS+

15

commands
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15
TACACS+

# configure terminal

(config)# aaa accounting commands 15 list-1 start-stop group tacacs+
(confiQ)#

CLI Exec
RADIUS

# configure terminal

(config)# aaa accounting exec list-1 start-stop group radius
(config)#

System
RADIUS

# configure terminal

(config)# aaa accounting system default start-stop group radius
(config)#

accounting

no

accounting {commands LEVEL | exec} {default | METHOD-LIST}
no accounting {commands LEVEL | exec}

commands LEVEL Commands

exec Exec
default
METHOD-L IST

15

CLI

15 Commands

# configure terminal
(config)# line console

(config-line)# accounting commands 15 cmd-15
(config-line)#

Exec

# configure terminal

(config)# line console

(config-line)# accounting exec list-1
(config-line)#
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show aaa

AAA

show aaa

1
AAA
AAA
# show aaa

AAA is enabled

#
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8.2 RADIUS/TACACS+

RADIUS/TACACS+

radius-server host

radius-server host {IP-ADDRESS | IPV6-ADDRESS} [auth-port PORT-
NUMBER] [acct-port PORT-NUMBER] [timeout SECONDS] [retransmit
COUNT] key [0 | 7] KEY-STRING

no radius-server host {IP-ADDRESS | IPV6-ADDRESS}

tacacs-server host

tacacs-server host {IP-ADDRESS | IPV6-ADDRESS} [port PORT]
[timeout SECONDS] key [0 | 7] KEY-STRING

no tacacs-server host {IP-ADDRESS | IPV6-ADDRESS}

aaa group server

aaa group server {radius | tacacst+} GROUP-NAME
no aaa group server {radius | tacacs+} GROUP-NAME

server

server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS] IPV6-ADDRESS}

radius-server
deadtime

radius-server deadtime MINUTES
no radius-server deadtime

show radius
statistics

show radius statistics

show tacacs
statistics

show tacacs statistics

clear aaa counters
Servers

clear aaa counters servers {all | radius {IP-ADDRESS | IPV6-
ADDRESS | all} | tacacs {IP-ADDRESS | IPV6-ADDRESS | all} | sg
NAME}
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radius-server host

RADIUS ho

radius-server host {/P-ADDRESS | IPV6-ADDRESS} [auth-port PORT-
NUMBEKR] [acct-port PORT-NUMBER] [timeout SECONDS] [retransmit
COUNT] key [0 | 71 KEY-STRING

no radius-server host {/P-ADDRESS | IPV6-ADDRESS}

1P-ADDRESS RADIUS IP
1PV6-ADDRESS RADIUS IPV6

auth-port PORT-NUMBER UDP
1812

acct-port PORT-NUMBER ubpP
1813

timeout SECONDS () 1 25

retransmit COUNT 0 20 0

KEY-STRING
32 AsCIl (2

15

RADIUS
RADIUS radius

RADIUS

# configure terminal

(config)# radius-server host 172.19.10.100 auth-port 1500 acct-port 1501 timeout 8
retransmit 3 key ABCDE

(config)#
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tacacs-server host

TACACS+

no

tacacs-server host {/P-ADDRESS | IPV6-ADDRESS} [port PORT]

[timeout SECONDS) key [0 | 71 KEY-STRING
no tacacs-server host {/P-ADDRESS | IPV6-ADDRESS}

1P-ADDRESS TACACS+

IPV6-ADDRESS TACACS+ IPv6
port PORT TCP
49
timeout SECONDS () 1 255
5
0
7
KEY-STRING
254 ASCII (2
)
15
TACACS+
TACACS+ tacacs+

TACACS+

# configure terminal

(config)# tacacs-server host 172.19.122.3 port 1600 timeout 3 key ABCDE

(confiQ)#
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aaa group server

RADIUS/TACACS+
no

aaa group server {radius | tacacs+} GROUP-NAME
no aaa group server {radius | tacacs+} GROUP-NAME
GROUP-NAME 32

15

RADIUS TACACS+
RADIUS
radius TACACS+ tacacs+
radius tacacs+
RADIUS TACACS+
8

RADIUS

# configure terminal
(config)# aaa group server radius groupl
(config-sg-radius)#

TACACS+

# configure terminal
(config)# aaa group server tacacs+ groupl
(config-sg-tacacs+)#
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server
no
server {/P-ADDRESS | 1PV6-ADDRESS}
no server {/P-ADDRESS| 1PV6-ADDRESS}
1P-ADDRESS IP
1PV6-ADDRESS 1Pv6
RADIUS/TACACS+
15
RADIUS/TACACS+
radius-server host tacacs-
server host
RADIUS groupl RADIUS

# configure terminal
(config)# aaa group server radius groupl
(config-sg-radius)# server 172.19.10.100
(config-sg-radius)#

radius-server deadtime

RADIUS
no
radius-server deadtime MINUTES
no radius-server deadtime
MINUTES RADIUS ( ) 0 1440
0
0
15

RADIUS
RADIUS

dead

10

# configure terminal
(config)# radius-server deadtime 10
(confFiQ)#
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show radius statistics

RADIUS

show radius statistics

RADIUS

RADIUS

# show radius statistics

RADIUS Server: 172.19.192.80: Auth-Port 1645, Acct-Port 1646
State is Up

Auth. Acct.
Round Trip Time: 10 10
Access Requests:
Access Accepts:
Access Rejects:
Access Challenges:
Acct Request:
Acct Response:
Retransmissions:
Malformed Responses:
Bad Authenticators:
Pending Requests:
Timeouts:
Unknown Types:
Packets Dropped:

OOOOOOO%%O#O#
OOOOOOON(}J%%%%

show tacacs statistics

TACACS+

show tacacs statistics

TACACS+
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# show tacacs statistics

TACACS+ Server: 172.19.192.80/49, State is Up
Socket Opens: 0

Socket Closes: 0

Total Packets Sent: O

Total Packets Recv: O

Reference Count: O

clear aaa counters servers

RADIUS/TACACS+

clear aaa counters servers {all | radius {/P-ADDRESS | IPV6-
ADDRESS | all} | tacacs {/P-ADDRESS | 1PV6-ADDRESS | all} | sg
NAME}

all

radius RADIUS
I1P-ADDRESS 1P

1PV6-ADDRESS IPV6

tacacs TACACS+
sg NAME

15

RADIUS/TACACS+

RADIUS/TACACS+

# clear aaa counters servers all
#

server-farm

# clear aaa counters servers sg server-farm
#
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8.3 AccessDefender

AccessDefender

access-defender access-defender

authentication authentication interface INTERFACE-ID [,]-] {dotlx | mac | web}
interface no authentication interface INTERFACE-ID [,]-] {dotlx | mac | web}
roaming enable roaming enable interface INTERFACE-ID [,]|-]

interface no roaming enable interface INTERFACE-ID [,]-]

logout aging-time logout aging-time [SECONDS [MINUTES [DAYS]]] [dotlx | mac | web]

no logout aging-time [dotlx | mac | web]

authentication authentication auth_mode port_vlan_mode

auth_mode no authentication auth_mode port_vlan_mode

port_vlan_mode

aaa-local-db user aaa-local-db user USER-ID [password [0 | 7] PASSWORD] [vlan VLAN-

D]
no aaa-local-db [user USER-ID]

show access-defender | show access-defender {port-configuration | port-channel-
configuration}

show access-defender | show access-defender client [interface INTERFACE-ID [,|-1]1 [type
client {dhcp-snooping | disc | dotlx | gateway | mac | static | web}]

show access-defender | show access-defender aaa-local-db
aaa-local-db

access-defender access-defender logout {ip {IP-ADDRESS | IPV6-ADDRESS} | mac MAC-
logout ADDRESS | user USER-I1D}

access-defender

AccessDefender

access-defender

15

AccessDefender

AccessDefender

# configure terminal
(config)# access-defender
(config-a-deb)#
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authentication interface

no

authentication interface /INTERFACE-ID [,]-] {dotlx | mac | web}
no authentication interface INTERFACE-1D [,]-] {dotlx | mac | web}
INTERFACE-1D

e port
e port-channel

dotlx [IEEE802.1X
mac MAC

web Web

AccessDefender
15

1/0/2  1EEE802.1X
# configure terminal
(config)# access-defender

(config-a-def)# authentication interface portl/0/2 dotlx
(config-a-def)#

roaming enable interface

no

roaming enable interface /NTERFACE-1D [,]-]
no roaming enable interface /NTERFACE-1D [,]-]
INTERFACE-1D

e port
« port-channel

AccessDefender

15

1/0/1

# configure terminal
(config)# access-defender

(config-a-def)# roaming enable interface port 1/0/1
(config-a-def)#
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logout aging-time

logout aging-time SECONDS [MINUTES [HOURS [DAYS]]] [dotlx | mac |
web]
no logout aging-time [dotlx | mac | web]
SECONDS 0 10 86400
MINUTES 0 59
HOURS 0 23
DAYS 0 59
dotlx IEEE802.1X
mac MAC
web Web
0
AccessDefender
15
0
Web
# configure terminal
(config)# access-defender
(config-a-def)# logout aging-time 1000 web
(config-a-def)#
authentication auth_mode port_vlan_mode
VLAN no
authentication auth_mode port_vlan_mode
no authentication auth_mode port_vlan_mode
15
MAC IEEE802.1X VLAN
VLAN
VLAN VLAN
VLAN VLAN 1D
VLAN 1D
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VLAN

# configure terminal
(config)# authentication auth mode port vlan_mode
(config)#

aaa-local-db user

AccessDefender
no

aaa-local-db user USER-1D [password [0 | 7] PASSWORD] [vlan VLAN-
1]
no aaa-local-db [user USER-I0]

USER-1D 63
password

0 63

7
100

PASSWORD
vlan VLAN-1D VLAN

AccessDefender

15

AccessDefender
local
3000

no

AccessDefender

# configure terminal

(config)# access-defender

(config-a-deP)# aaa-local-db user apresia password apresia vlan 10
(config-a-def)#
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show access-defender

AccessDefender
show access-defender {port-configuration | port-channel-
configuration}
port-configuration AccessDefender
port-channel-configuration AccessDefender

1

AccessDefender
AccessDefender

# show access-defender port-configuration

AccessDefender Port Configuration:
mac = mac-authentication, 802.1X = IEEE802.1X,
web = web-authentication,
DHCPSNP = DHCP snooping,
TTL = web-authentication ttl filter,
o = enable, x = disable
Type C Port

1 89 16 17

+ + + + -
mac 1 i ol al..
802.1X 1 il iiieieie e
web 1 i i e
DHCPSNP 1 oo ooi coiaa oo
roaming 1 __.._._.._... ... ... -...
TTL 1 i il e
#
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show access-defender client

AccessDefender

show access-defender client [interface /NTERFACE-1D [,|-1] [type
{dhcp-snooping | disc | dotlx | gateway | mac | static | web}]

interface /INTERFACE-ID

* port
« port-channel

type
dhcp-snooping DHCP
disc

dotlx [IEEE 802.1X

mac MAC
web Web
1
AccessDefender
AccessDefender (MAC
/1EEE802.1X /Web ) DHCP
MAC Discard
AccessDefender
# show access-defender client
Total number of Clients : 3
Total number of Discarded Clients : 1

Codes: W = Web authentication,
M = MAC authentication, - = MAC authentication (discard),
X = IEEE802.1X, D(S) = DHCP snooping (static),
Port: C = port-channel, * = roaming.

T MAC address IP Port VID
User Time Aging
-  00-17-A4-F6-D3-04 1/0/3
0017a4f6d304 0:00:21 0:00:00
WD 00-17-A4-D6-B3-A4 172.170.100.100 1/0/1 4094 10
webuserO1 0:20:39 0:00:00
D 00-17-29-7F-6F-2A 172.170.2.100 c/1
N/A 0:00:36 0:00:00
#
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show access-defender aaa-local-db

AccessDefender

show access-defender aaa-local-db

AccessDefender

# show access-defender aaa-local-db

No. Username VID
1 userl 50
2 user2 20
3 user3 30
4 user4d 40
5 userbs 50
6 user6 60
#

access-defender logout

access-defender logout {ip {/P-ADDRESS | IPV6-ADDRESS} | mac MAC-
ADDRESS | user USER-10}

ip 1Pv4/1Pv6
1P-ADDRESS 1Pv4

1PV6-ADDRESS IPV6

mac MAC-ADDRESS MAC

user USER-1D

15

MAC Discard
Discard
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10.0.0.1 IPv4

# access-defender logout ip 10.0.0.1
#

2001::2001 IPv6

# access-defender logout ip 2001::2001
#

00:00:00:10:00:77  MAC

# access-defender logout mac 00:00:00:10:00:77
#

web-user ID

# access-defender logout user web-user
#
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8.4 MAC

MAC

mac-authentication
enable

mac-authentication enable
no mac-authentication enable

mac-authentication
discard-time

mac-authentication discard-time SECONDS
no mac-authentication discard-time

max-discard

max-discard NUMBER
no max-discard

mac-authentication
ignore-dhcp

mac-authentication ignore-dhcp
no mac-authentication ignore-dhcp

mac-authentication
password

mac-authentication password [0 | 7] PASSWORD {mac | web-mac |
dotlx-mac | web-dotlx-mac}

no mac-authentication password {mac | web-mac | dotlx-mac | web-
dotlx-mac}

mac-authentication
username mac-format

mac-authentication username mac-format case {lowercase |
uppercase} delimiter {{hyphen | colon | dot} number {1 | 2 | 5} |
none}

no mac-authentication username mac-format

mac-authentication

enable

MAC MAC no

mac-authentication enable
no mac-authentication enable

15

MAC MAC
authentication interface

MAC Discard
MAC Discard
mac-authentication discard-time
access-defender logout
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MAC

# configure terminal
(config)# mac-authentication enable
(config)#

mac-authentication discard-time

Discard no
mac-authentication discard-time SECONDS
no mac-authentication discard-time
SECONDS Discard ( ) 300 86400
300
AccessDefender
15
MAC Discard
MAC
Discard
Discard

Discard 600

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication discard-time 600
(config-a-def)#

max-discard

Discard
no

max-discard NVUMBER
no max-discard

NUMBER Discard 100 200

200

AccessDefender

15

MAC Discard

Discard 100

# configure terminal

(config)# access-defender
(config-a-defP)# max-discard 100
(config-a-def)#
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mac-authentication ignore-dhcp

DHCP NS MAC
no
mac-authentication ignore-dhcp
no mac-authentication ignore-dhcp
AccessDefender
15
MAC
DHCP 1P
DHCP MAC
DHCP IP
DHCP DHCPv6
upp 1CMPVv6
MAC
DHCP DHCPv6 1CMPv6 NS MAC

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication ignore-dhcp
(config-a-def)#

mac-authentication password

MAC no

mac-authentication password [0 | 7] PASSWORD mac
no mac-authentication password mac

0 63

PASSWORD

(MAC )

AccessDefender

15

MAC
MAC
MAC
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MAC passwordl

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication password passwordl mac
(config-a-deb)#

mac-authentication username mac-format

MAC MAC
no

mac-authentication username mac-format case {lowercase |
uppercase} delimiter {{hyphen | colon | dot} number {1 | 2 | 5} |
none}
no mac-authentication username mac-format
lowercase fcéddlabcdef
uppercase FC6DD1ABCDEF
hyphen FC-6D-D1-AB-CD-EF
colon FC:6D:D1:AB:CD:EF
dot FC.6D.D1.AB.CD.EF
number

e 1 1 FC6DD1:ABCDEF

e 2 2 FC6D:D1AB:CDEF

« 5 5 FC:6D:D1:AB:CD:EF
none FC6DD1ABCDEF
case: lowercase, delimiter: none ( fcéddlabcdef)
AccessDefender

15
MAC
MAC 16
/
MAC MAC

# configure terminal

(config)# access-defender

(config-a-def)# mac-authentication username mac-format case uppercase delimiter hyphen
number 5

(config-a-deb)#
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8.5 IEEE 802.1X

CLI  IEEE 802.1X

dotlx enable dotlx enable
no dotlx enable

dotlx timeout dotlx timeout {quiet-period | re-authperiod | supp-timeout | tx-
period} SECONDS interface INTERFACE-ID [,]-]

no dotlx timeout {quiet-period | re-authperiod | supp-timeout |
tx-period} interface INTERFACE-ID [,]-]

dotlx mode mac- dotlx mode mac-authentication-fail

authentication-fail | no dotlx mode mac-authentication-fail

dotlx dotlx reauthentication interface INTERFACE-ID [,]-]
reauthentication no dotlx reauthentication interface INTERFACE-ID [,]-]
interface

dotlx ignore-eapol- dotlx ignore-eapol-start interface INTERFACE-ID [,]-]

start interface no dotlx ignore-eapol-start interface INTERFACE-ID [,]-]
dotlx initialize dotlx initialize interface INTERFACE-ID [,]-]

interface

dotlx re- dotlx re-authenticate interface INTERFACE-ID [,]-]
authenticate

interface

show access-defender | show access-defender dotlx [statistics] [interface INTERFACE-ID
dotlx L1-11

dotlx enable

IEEE 802.1X no

dotlx enable
no dotlx enable

15

IEEEB02.1X

IEEE 802.1X

# configure terminal
(config)# dotlx enable
(config)#
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dotlx timeout

IEEE802.1X
no

dotlx timeout {quiet-period | re-authperiod | supp-timeout | tx-
period} SECONDS interface INTERFACE-1D [,]-]

no dotlx timeout {quiet-period | re-authperiod | supp-timeout |
tx-period} interface INTERFACE-ID [,]-]

quiet-period () 0
5 65,535 0

re-authperiod () 5 2147483647

supp-timeout () 5
65,535

tx-period EAP-Request/ldentity ( ) 0
5 65,535 0 EAP-Request/ldentity

SECONDS ()
interface INTERFACE-ID

s port

e port-channel

quite-period 60 re-authperiod 3600 supp-timeout 30
tx-period 30
AccessDefender
15
IEEE802.1X

1/0/1  1EEE802.1X

# configure terminal

(config)# access-defender

(config-a-def)# dotlx timeout quiet-period 10 interface port 1/0/1
(config-a-def)# dotlx timeout re-authperiod 7200 interface port 1/0/1
(config-a-def)# dotlx timeout supp-timeout 60 interface port 1/0/1
(config-a-def)# dotlx timeout tx-period 60 interface port 1/0/1
(config-a-def)#
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dotlx mode mac-authentication-fail

MAC
no

dotlx mode mac-authentication-fail
no dotlx mode mac-authentication-fail

AccessDefender

15

MAC IEEEB02.1X
MAC
MAC

EAP-Request/ldentity

IEEE 802.1X MAC

# configure terminal

(config)# access-defender

(config-a-def)# dotlx mode mac-authentication fail
(config-a-def)#

dotlx reauthentication interface

IEEE 802.1X

no

dotlx reauthentication interface /NTERFACE-ID [,]-]
no dotlx reauthentication interface /INTERFACE-ID [,]-]

INTERFACE-1D

* port
« port-channel

AccessDefender

15

1EEE802.1X

1/0/1  IEEE 802.1X

# configure terminal

(config)# access-defender

(config-a-def)# dotlx reauthentication interface port 1/0/1
(config-a-def)#

302/379




| 8.5 IEEE 802.1X

dotlx ignore-eapol-start interface

EAPOL-Start
no

dotlx ignore-eapol-start interface /INTERFACE-ID [,]-]

no dotlx ignore-eapol-start interface /NTERFACE-1D [,]-]
INTERFACE-1D

e port EAPOL-Start
e port-channel

EAPOL-Start
AccessDefender
15
EAPOL-Start

EAPOL-Start

IEEEB02.1X

EAPOL-
Start

1/0/1  EAPOL-Start
# configure terminal
(config)# access-defender

(config-a-def)# dotlx ignore-eapol-start interface port 1/0/1
(config-a-deH)#
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dotlx initialize interface

IEEEB02.1X

dotlx initialize interface INTERFACE-ID [,|-]

INTERFACE-ID

e port
e port-channel

AccessDefender

15

1EEEB02.1X

1/0/1  IEEE 802.1X
# configure terminal

(config)# access-defender

(config-a-def)# dotlx initialize interface port 1/0/1
(config-a-def)#

dotlx re-authenticate interface

IEEE 802.1X

dotlx re-authenticate interface /NTERFACE-1D [,]-]

INTERFACE-ID

e port
e port-channel

AccessDefender

15

IEEEB02.1X

1/0/1  1EEE 802.1X

# configure terminal
(config)# access-defender

(config-a-deP)# dotlx re-authenticate interface port 1/0/1
(config-a-def)#
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show access-defender dotlx

IEEE 802.1X

show access-defender dotlx [statistics] [interface /NTERFACE-ID
[.1-11

statistics [|EEE802.1X
interface /INTERFACE-ID

e port
e port-channel

15

IEEEB02.1X statistics

statistics
1EEE802. 1X
statistics IEEE802.1X

IEEE 802.1X

# show access-defender dotlx

802.1X Port-Based Authentication Enabled
802.1X info for Port-channell
Supplicant name: userl
Supplicant address: 00-0C-29-8F-8F-2A
portEnabled: true - portControl: Auto
portStatus: authorized - currentld: 1
protocol version: 2
reAuthenticate: Disabled
reAuthPeriod: 3600
PAE: state: Authenticated - portMode: Auto
PAE: reAuthCount: O
PAE: quietPeriod: 60 - reauthMax: 2 - txPeriod: 30

BE:
BE:
CD:
CD:
KR:
KT:

state: ldle

suppTimeout: 30 - serverTimeout: 30
adminControlledDirections: In - operControlledDirections: In
bridgeDetected: false

rxkey: false

keyAvailable: false - keyTxEnabled: false
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1/0/1 IEEE 802.1X
# show access-defender dotlx interface port 1/0/1
Interface : Port1/0/1
PAE . Authenticator
Port Control > Auto
Ignore EAPOL start: Disabled
Quiet Period : 60 sec
Tx Period = 30 sec
Supp Timeout - 30 sec
Server Timeout - 30 sec
Max-req 12 times
Re-Authenticate : Disabled
Re-Auth Period : 3600 sec

#

1/0/1  1EEE 802.1X

# show access-defender dotlx statistics interface port 1/0/1

Portl1/0/1 dotlx statistics information

EAPOL Frames RX
EAPOL Frames TX

EAPOL-Start Frames RX
EAPOL-Reg/Id Frames TX
EAPOL-Logoff Frames RX

EAPOL-Req Frames TX

EAPOL-Resp/1d Frames RX
EAPOL-Resp Frames RX
Invalid EAPOL Frames RX
EAP-Length Error Frames RX
Last EAPOL Frame Version
Last EAPOL Frame Source

ROOOOOOOCDOJ}I—‘

-6D-D1-00-19-78
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8.6 Web

Web

web-authentication
enable

web-authentication enable
no web-authentication enable

web-authentication
http-ip

web-authentication http-ip {ipv4 IP-ADDRESS | ipv6 IPV6-ADDRESS}
no web-authentication http-ip {ipv4 | ipv6}

web-authentication
https-port

web-authentication https-port TCP-PORT
no web-authentication https-port

web-authentication
redirect

web-authentication redirect {disable [http | https] | url URL}
no web-authentication redirect {disable | url}

web-authentication
snooping proxy-port

web-authentication snooping proxy-port TCP-PORT
no web-authentication snooping proxy-port

web-authentication
redirect proxy-port

web-authentication redirect proxy-port TCP-PORT
no web-authentication redirect proxy-port

web-authentication
http-session-timeout

web-authentication http-session-timeout SECONDS
no web-authentication http-session-timeout

web-authentication
Jump-url original

web-authentication jump-url original
no web-authentication jump-url original

web-authentication
overwrite enable

web-authentication overwrite enable
no web-authentication overwrite enable

web-authentication
ttl

web-authentication ttl VALUE interface INTERFACE-ID [,]-]
no web-authentication ttl [VALUE] [interface INTERFACE-ID [,|-1]

web-authentication
logging web-access
on

web-authentication logging web-access on
no web-authentication logging web-access on

web-authentication

enable

Web

no

web-authentication enable
no web-authentication enable

15

Web
authentication http-ip Web

web-
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Web

# configure terminal

(config)# web-authentication enable
(config)#

web-authentication http-ip

Web IP no
web-authentication http-ip {ipv4 /P-ADDRESS | ipv6 [1PV6-ADDRESS}
no web-authentication http-ip {ipv4 | ipv6}
ipv4 1P-ADDRESS IP 1Pv4
ipv6 [/PV6-ADDRESS IP 1Pv6
AccessDefender
15
Web IP
Web Web 1Pv4 3.3.3.3

# configure terminal
(config)# access-defender

(config-a-def)# web-authentication http-ip ipv4 3.3.3.3
(config-a-deb)#

web-authentication https-port

Web HTTPS TCP
no

web-authentication https-port 7CP-PORT
no web-authentication https-port
TCP-PORT Web HTTPS TCP
443
AccessDefender

15

Web HTTPS TCP

TCP 21 23 443 TELNET SSH

Web Ul HTTP web-authentication
snooping proxy-port web-authentication redirect proxy-port
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Web HTTPS TCP 8081

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication https-port 8081
(config-a-deb)#

web-authentication redirect

Web
no
web-authentication redirect {disable [http | https] | url (R}
no web-authentication redirect {disable | url}
disable Web
http HTTPS  Web
https HTTPS Web
url URL Web URL 255
Web 1P
AccessDefender
15
Web disable
Web
url Web URL
Web URL http://10.7.15.30:8080

# configure terminal

(config)# access-defender

(config-a-deP)# web-authentication redirect url http://10.7.15.30:8080
(config-a-def)#

HTTP Web

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication redirect disable http
(config-a-def)#

309/379




| 8.6 Web

web-authentication snooping proxy-port

Web
no

web-authentication snooping proxy-port 7CP-PORT
no web-authentication snooping proxy-port

TCP-PORT
AccessDefender
15
Web
Web HTTP/HTTPS TCP 80/443
TCP
Web Web
TCP/IP Web
Web
Web
Web HTTP/HTTPS
Web
HTTPS Web Web
Web
TCP 21 23 443 TELNET SSH
Web Ul HTTP web-authentication
https-port

web-authentication redirect proxy-port

8080

# configure terminal

(config)# access-defender
(config-a-def)# web-authentication snhooping proxy-port 8080

(config-a-def)#
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web-authentication redirect proxy-port

Web
no
web-authentication redirect proxy-port 7CP-PORT
no web-authentication redirect proxy-port
TCP-PORT
AccessDefender
15
TCP/IP Web
Web
Web
Web
HTTPS  Web Web
TCP 21 23 443 TELNET SSH
Web Ul HTTP web-authentication
https-port web-authentication snooping proxy-port
Web 8080

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication redirect proxy-port 8080
(config-a-def)#

web-authentication http-session-timeout
Web

no

web-authentication http-session-timeout SECONDS
no web-authentication http-session-timeout
SECONDS  Web () 5 60

30
AccessDefender
15

Web
Web

Web
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Web 60

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication http-session-timeout 60
(config-a-deb)#

web-authentication jump-url original

Web Web URL
no

web-authentication jump-url original
no web-authentication jump-url original

AccessDefender

15

Web Web
URL
Web Web

Web Web URL

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication jump-url original
(config-a-def)#

web-authentication overwrite enable

Web Web
no

web-authentication overwrite enable
no web-authentication overwrite enable

AccessDefender

15

Web Web

Web Web

# configure terminal

(config)# access-defender

(config-a-def)# web-authentication overwrite enable
(config-a-deb)#
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web-authentication

ttl

Web TTL

no

web-authentication ttl VALUE interface INTERFACE-ID [,]-]
no web-authentication ttl [VALUE] [interface INTERFACE-ID [,|-11

VALUE ~ TTL 1 255

interface INTERFACE-ID TTL

« port TTL
e port-channel TTL
AccessDefender
15
TTL IP Web
TTL

1/0/1 TTL 255  TTL

# configure terminal

(config-a-def)#

(config)# access-defender
(config-a-def)# web-authentication ttl 255 interface port 1/0/1

web-authentication logging web-access on

Web

no

web-authentication logging web-access on
no web-authentication logging web-access on

15

Web

Web

# configure terminal

(config)#

(config)# web-authentication logging web-access on
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8.7 DHCP

CLI  DHCP

dhcp-snooping enable

dhcp-snooping enable
no dhcp-snooping enable

dhcp-snooping
interface

dhcp-snooping interface INTERFACE-ID [,]-]
no dhcp-snooping interface INTERFACE-ID [,]-]

dhcp-snooping mode

dhcp-snooping mode {deny | timer SECONDS}
no dhcp-snooping mode {deny | timer}

dhcp-snooping mode
mac-authentication

dhcp-snooping mode mac-authentication
no dhcp-snooping mode mac-authentication

dhcp-snooping
static-entry

dhcp-snooping static-entry interface INTERFACE-ID {IP-ADDRESS |
IPV6-ADDRESS}

no dhcp-snooping static-entry [interface INTERFACE-ID] [IP-ADDRESS
| 1PV6-ADDRESS]

show access-defender
dhcp-snooping

show access-defender dhcp-snooping {configuration | mode-status |
status}

dhcp-snooping enable

DHCP no

dhcp-snooping enable
no dhcp-snooping enable

15

DHCP DHCP
400

DHCP DHCP
DHCP

DHCP
DHCP

DHCP

# configure terminal

(config)# dhcp-snooping enable

(config)#
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dhcp-snooping interface

DHCP no
dhcp-snooping interface /NTERFACE-ID [,]-]
no dhcp-snooping interface /NTERFACE-ID [,]-]
INTERFACE-1D
« port DHCP
» port-channel DHCP
AccessDefender
15
DHCP
1/0/1  DHCP
# configure terminal
(config)# access-defender
(config-a-deP)# dhcp-snooping interface port 1/0/1
(config-a-def)#
dhcp-snooping mode
DHCP PERMIT/DENY
no
dhcp-snooping mode {deny | timer SECONDS}
no dhcp-snooping mode {deny | timer}
deny DENY
timer SECONMDS PERMIT DENY () o
30 604800 0 DENY
mode PERMIT timer 1800
AccessDefender
15
DHCP PERMIT/DENY
PERMIT 1P
PERMIT
DENY
DENY
DHCP
DHCP
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DHCP DENY

# configure terminal

(config)# access-defender
(config-a-def)# dhcp-snhooping mode deny
(config-a-deb)#

DHCP PERMIT DENY 3600

# configure terminal

(config)# access-defender

(config-a-deP)# dhcp-snooping mode timer 3600
(config-a-def)#

dhcp-snooping mode mac-authentication

DHCP MAC
no

dhcp-snooping mode mac-authentication
no dhcp-snooping mode mac-authentication

AccessDefender

15

DHCP MAC
DHCP MAC
MAC

DHCP MAC

# configure terminal

(config)# access-defender

(config-a-def)# dhcp-snhooping mode mac-authentication
(config-a-def)#
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dhcp-snooping static-entry

DHCP
no

dhcp-snooping static-entry interface /NTERFACE-1D {1P-ADDRESS |
1PV6-ADDRESS}

no dhcp-snooping static-entry [interface /NTERFACE-ID) [ 1P-ADDRESS
| 1PV6-ADDRESS]

interface INTERFACE-ID

* port
e port-channel

1P-ADDRESS IP
1PV6-ADDRESS IPV6

AccessDefender

15

DHCP

1/0/71 1P 192.168.1.10

# configure terminal
(config)# access-defender

(config-a-def)# dhcp-shooping static-entry interface port 1/0/1 192.168.1.10
(config-a-deH)#

show access-defender dhcp-snooping

DHCP

show access-defender dhcp-snooping {configuration | mode-status |
status}

configuration

mode-status PERMIT/DENY

status DHCP
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DHCP

# show access-defender dhcp-snooping configuration

Port configuration (o: snooping ON)

C Port
1 89 16 17 24 25
+ + + + + + +——
1 00000000 --ccccn commmaan -a
Snooping : ENABLE
Mode : PERMIT
Timer - 1800

Port-channel configuration (o: snhooping ON)
C Port-channel 1D

1 8
S +
Port-channel 10.......
Static Entry :
Port IP Address
Port1/0/1 192.168.2.2
Port-channell 192.168.255.255
#
DHCP

# show access-defender dhcp-snooping mode-status

Mode Timer Remaining time

PERMIT 0:00:30:00 0:00:05:20

#
DHCP
# show access-defender dhcp-snooping status
Snooping : ENABLE
Mode = DENY

C = port-channel, LE = Lease Expiration

Total : 3 (static 1, dynamic 2)

Port IP Address MAC Address LE
Portl/0/2 172.17.100.150 00-1D-09-D1-1 0:4:12
c/1 172.17.100.155 00-21-70-70-7 1:1:11
Portl/0/5 191.168.1.1 N/A

#
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(ACL)
ACL
ACL ACL
ACL ACL
m ACL
ACL
1P
MAC ACL
ACL
ACL
. / IP ACL
. / IPv6 ACL
. MAC ACL MAC ACL
. ACL ACL
m ACL
IP ACL 1Pv6 ACL MAC ACL IP ACL 1Pv4
IPv6 ACL IPv6 MAC ACL 1P/ 1PV6
ACL IP ACL MAC ACL 1Pv4
MAC IP
ACL /
m ACL
ACL PERMIT DENY
ACL IP ACL
IP MAC
ACL ANY
1P :192.168.0.1 IP ACL
IP ANY
ACL
ANY
ANY
ACL ACL
PERMIT ACL
SNMP ACL
ACL SNMP
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PERMIT  DENY

ACL
ACL ACL permit deny
permit deny

ACL
m ACL VLAN
VLAN  ACL ACL VLAN
VLAN VLAN
ACL ACL

ACL

access-group

{mac | ip | ipv6 | expert} access-group {NAME | NUMBER} [in]
no {mac | ip | ipv6 | expert} access-group {NAME | NUMBER} [in]

vlan filter

vlan filter MAP-NAME vlan-list VLAN-ID-LIST
no vlan filter MAP-NAME vlan-list VLAN-ID-LIST

access-list
resequence

access-list resequence {NAME | NUMBER} STARTING-SEQUENCE-NUMBER
INCREMENT

no access-list resequence

list-remark

list-remark TEXT
no list-remark

acl-hardware-counter

acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-
LIST-NUMBER} | vlan-filter ACCESS-MAP-NAME}

no acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-
LIST-NUMBER} | vlan-filter ACCESS-MAP-NAME}

show access-list

show access-list [ip [NAME | NUMBER] | mac [NAME | NUMBER] | ipv6
[NAME | NUMBER] | expert [NAME | NUMBER] | resource {reserved-
group | reserved-priority}]

show access-group

show access-group [interface INTERFACE-ID]

show vlan access-map

show vlan access-map [MAP-NAME]

show vlan filter

show vlan filter [access-map MAP-NAME | vlan VLAN-ID]

clear acl-hardware-

counter

clear acl-hardware-counter {access-group [ACCESS-LIST-NAME |
ACCESS-LIST-NUMBER] | vlan-filter [ACCESS-MAP-NAME]}
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access-group

ACL no

{mac | ip | ipv6 | expert} access-group {NVAME | NMUMBER} [in]
no {mac | ip | ipv6 | expert} access-group [NVAME | NUMBER] [in]

mac MAC ACL
ip IP ACL
ipv6 IPv6 ACL

expert ACL

NAME ACL

NUMBER ACL

in

12
ACL ACL
ACL 1 ACL
MAC ACL daily-profile 1/0/1

# configure terminal
(config)# interface port 1/0/1
(config-if-port)# mac access-group daily-profile in

The remaining applicable MAC access entries are 512
(config-if-port)#

vlian filter

VLAN VLAN
no

vlan filter MAP-NAME vian-list VLAN-1D-LIST
no vlan filter MAP-NAME vlan-list VLAN-ID-LIST

MAP-NAME  VLAN

VLAN-1D-LIST VLAN
12
VLAN VLAN
VLAN VLAN 1
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VLAN 5  VLAN vlan-map

# configure terminal
(config)# vlan filter vlan-map vlan-list 5
(config)#

access-list resequence

ACL
no

access-list resequence {NAVE | NUMBER} STARTING-SEQUENCE-NUMBER
INCREMENT

no access-list resequence

NAWE ACL
NUMBER ACL

STARTING-SEQUENCE-NUMBER ~ ACL
1 65535

INCREMENT  ACL 1

10 10

12

ACL ACL

STARTING-SEQUENCE-NUMBER
STARTING-SEQUENCE-NUMBER

ACL

no
ACL

ACL R&D ACL

# configure terminal

(config)# access-list resequence R&D 20 5
(config)#
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list-remark

ACL no

list-remark 7EXT
no list-remark

TEXT 256

ACL

12

ACL

# configure terminal
(config)# ip access-list extended R&D

(config-ip-ext-ach# list-remark This access-list is use to match any IP packets from
host 10.2.2.1.

(config-ip-ext-ach#
#

acl-hardware-counter

ACL no

acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-
LIST-NUMBERY | vlan-Filter ACCESS-MAP-NAME}

no acl-hardware-counter {access-group {ACCESS-LIST-NAWE | ACCESS-
LIST-NUMBERY | vlan-Filter ACCESS-MAP-NAME}

access-group ACL

ACCESS-LIST-NAME ~ ACL ACL
ACCESS-LIST-NUMBER  ACL

vlan-filter ACCESS-MAP-NAME

12

ACL ACL VLAN
ACL
ACL VLAN

ACL abc ACL

# configure terminal
(config)# acl-hardware-counter access-group abc
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(config)#

show access-list

show access-list [ip [MAME | NUMBER] | mac [NVAME | NUMBER] | ipv6
[NVAVE | MUMBER] | expert [NAME | NUMBER]]

ip IPACL

NANE ACL
NUMBER ACL
mac MAC ACL

ipvé 1Pv6 ACL

expert ACL
1
ACL ACL
ACL ACL
ACL
ACL
ACL
# show access-list
Access-List-Name Type
rd-ip-acl(1D: 1998) ip acl
simple-rd-acl(ID: 3999) ip ext-acl
rd-mac-acl (I1D: 6998) mac ext-acl
ip6-acl(1D: 14999) ipv6 ext-acl

Total Entries: 4

ACL

# show access-list ip R&D

Extended IP access list R&D(ID: 3999)
10 permit tcp any 10.20.0.0 0.0.255.255
20 permit icmp any any

ACL

# show access-list ip simple-ip-acl

Extended IP access list simple-ip-acl(ID: 3994)
10 permit tcp any 10.20.0.0 0.0.255.255 (Ing: 12410 packets Egr: 85201 packets)
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20 permit tcp any host 10.100.1.2 (Ing: 6532 packets Egr: O packets)
30 permit icmp any any (Ing: 8758 packets Egr: 4214 packets)

Counter enable on following port(s):
Ingress port(s): Portl/0/5-1/0/8
Egress port(s): Portl/0/3

show access-group

ACL

show access-group [interface /NTERFACE-ID]

interface /INTERFACE-ID

ACL
ACL

ACL

# show access-group

Port1/0/1:
Inbound ip access-list - simple-ip-acl(ID: 1998)
Inbound mac access-list - simple-mac-acl(ID: 7998)

show vlan access-map

VLAN

show vlan access-map [MAP-NAME]

MAP-NAME VLAN

VLAN
VLAN

VLAN

# show vlan access-map

VLAN access-map vlan-map 10

match ip access list: stp ipl(ID: 1888)
action: forward
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Counter enable on VLAN(s): 1-2
match count: 8541 packets
VLAN access-map vlian-map 20
match mac access list: ext mac(ID: 6995)
action: redirect port 1/0/5
Counter enable on VLAN(s): 1-2
match count: 5647 packets

show vlan filter

VLAN
show vlan filter [access-map MAP-NAME | vlan VLAN-10]
access-map MAP-NAME VLAN
vlan VLAN-1D VLAN  VLAN ID
1
VLAN
vian VLAN VLAN
access-map
VLAN VLAN
VLAN VLAN
VLAN
# show vlan Filter
VLAN Map aa
Configured on VLANs: 5-127,221-333
VLAN Map bb

Configured on VLANs: 1111-1222
# show vlan filter vlan 5

VLAN ID 5
VLAN Access Map: aa

#
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clear acl-hardware-counter

ACL

clear acl-hardware-counter {access-group [ACCESS-LIST-NAWE |
ACCESS-LIST-NUMBER] | vlan-Filter [ACCESS-MAP-NAME]}

access-group ACCESS-LIST-NAME
access-group ACCESS-LIST-NUMBER
vlan-filter ACCESS-MAP-NAME

12
ACL access-
group ACL ACL
vlan-filter
VLAN VLAN
ACL
# clear acl-hardware-counter access-group abc
#
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9.2 MAC ACL

MAC ACL

mac access-list mac access-list extended NAME [NUMBER]
no mac access-list extended {NAME | NUMBER}

permit | deny (MAC [ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any |
ACL ) host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-MAC-WILDCARD} {any | host
DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD} [ethernet-type TYPE
MASK] [cos OUTER-COS [inner INNER-COS]] [vlan VLAN-ID [inner
INNER-VLAN]] [class CLASS-I1D]

no SEQUENCE-NUMBER

mac access-list mac access-list enable ip-packets
enable ip-packets no mac access-list enable ip-packets

mac access-list

MAC ACL MAC ACL
no
mac access-list extended NAME [NUMBER]
no mac access-list extended {NVAME | NUMBER}
NAME  MAC ACL 32
NUMBER MAC ACL 6000 7999
12
MAC ACL MAC ACL
MAC ACL dailyprofile MAC ACL

# configure terminal
(config)# mac access-list extended daily-profile
(config-mac-ext-achH#
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permit | deny (MAC ACL

MAC ACL

no

LSEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any |
host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-MAC-WILDCARD} {any | host
DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD} [ethernet-type {7YPE
| HEX MASK}] [cos OUTER-COS] [vlan VLAN-1D [inner [INNVER-VLAN]]

no SEQUENCE-NUMBER

host

TYPE

vlan

SEQUENCE-NUMBER
authentication-bypass

any ANY

SRC-MAC-ADDR
SRC-MAC-WILDCARD

DST-MAC-ADDR /
DST-MAC-WILDCARD

16

ethernet-type

etype-6000 etype-8042
vines-echo vines-ip xns-idp arp

HEX MASK
0x0 OxFFFF
MASK

0

cos OUTER-COS VLAN
VLAN-1D VLAN VLAN
inner /VVER-VLAN C-tag

1 65535

MAC
MAC

MAC

MAC

aarp appletalk decnet-iv

lavc-sca mop-console  mop-dump

HEX
0x0600
16

MAC ACL

12

MAC ACL

MAC ACL

daily-profile ACL

# configure terminal

(config)# mac access-list extended daily-profile

(config-mac-ext-ach)# deny 00:80:33:00:00:00 00:00:00:ff:ff:ff any
(config-mac-ext-ach)# permit any any

(config-mac-ext-ach)#
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mac access-list enable ip-packets

IPv4/1Pv6 MAC ACL
no

mac access-list enable ip-packets
no mac access-list enable ip-packets

IPv4/1Pv6 MAC ACL

12

IPv4/1Pv6 MAC ACL

1Pv4/1Pv6 MAC ACL

# configure terminal
(config)# mac access-list enable ip-packets
(confiQ)#
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9.3 IP ACL

1P ACL

ip access-list

ip access-list [extended] NAME [NUMBER]
no ip access-list [extended] {NAME | NUMBER}

permit | deny
(IP ACL )

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
[PROTOCOL-TYPE | protocol-id PROTOCOL-ID] {any | host SRC-IP-ADDR
| SRC-IP-ADDR SRC-IP-WILDCARD} [any | host DST-IP-ADDR | DST-IP-
ADDR DST-IP-WILDCARD] [fragments] [[precedence PRECEDENCE] [tos
TOS] | dscp DSCP]

no SEQUENCE-NUMBER

permit | deny tcp
| udp ( IP ACL
)

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {tcp |
udp} {any | host SRC-IP-ADDR | SRC-I1P-ADDR SRC-IP-WILDCARD} [{eq |
It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-1P-
ADDR | DST-1P-ADDR DST-IP-WILDCARD} [{eq | 1t | gt | neq} PORT |
range MIN-PORT MAX-PORT] [TCP-FLAG] [[precedence PRECEDENCE] [tos
TOS] | dscp DSCP]

no SEQUENCE-NUMBER

permit | deny 1icmp
( IP ACL
)

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{any | host SRC-I1P-ADDR | SRC-I1P-ADDR SRC-IP-WILDCARD} {any | host
DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [ICMP-TYPE [I1CMP-CODE]
| ICMP-MESSAGE] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER

ip access-list

IP ACL IP ACL

no

ip access-list [extended] NAME [NUMBER]
no ip access-list [extended] {NAME | NUMBER}

extended IP ACL
IP ACL
NAME 1P ACL 32
NUMBER 1P ACL 1 1999 IP ACL
2000 3999 IP ACL
12
IP ACL IP ACL
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IP ACL Strict-Control IP ACL

# configure terminal
(config)# ip access-list pim-srcfilter
(config-ip-ach#

permit | deny (IP ACL )

IP ACL no

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
[PROTOCOL-TYPE | protocol-id PROTOCOL-10] {any | host SRC-1P-ADDR
| SRC-1P-ADDR SRC-1P-WILDCARD} [any | host DST-IP-ADDR | DST-1P-
ADDR DST-1P-WILDCARD] [fragments] [[precedence PRECEDENCE] [tos
705] | dscp DSCA]

nNo SEQUENCE-NUMBER

SEQUENCE-NUMBER 1 65535
authentication-bypass

PROTOCOL-TYPE gre esp
eigrp igmp ipinip ospf pcp pim vrrp

protocol-id PROTOCOL-1D
0 255

any ANY
host / 1P
SRC-1P-ADDR / IP
SRC-IP-WILDCARD IP

DST-1P-ADDR / IP

DST-1P-WILDCARD IP
10

precedence PRECEDENCE IP Precedence

dscp DSCP DSCP DSCP 0 63
DSCP afll afl3 af21 af23 af3l af33 af4l af43 csl
cs?7 default ef

tos 705 ToS 0 15
fragments
/ IP ACL
12
IP ACL 1P
ACL IP

IP
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IP ACL std-ip

# configure terminal

(config)# ip access-list std-acl
(config-ip-ach# permit any 10.20.0.0 O
(config-ip-ach# permit any host 10.100
(config-ip-ach#

0.255.255
1.2

permit | deny tcp | udp ( IP ACL )

1P ACL TCP/UDP
no

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {tcp |
udp} {any | host SRC-1P-ADDR | SRC-1P-ADDR SRC-IP-WILDCARD} [{eq |
It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-1P-
ADDR | DST-1IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT |
range MIN-PORT MAX-PORT] L[TCP-FLAG] [[precedence PRECEDENCE] [tos
705] | dscp DSCA]

no SEQUENCE-NUMBER

It TCP/UDP

gt TCP/UDP

eq TCP/UDP

neq TCP/UDP
PORT TCP/UDP

TCP bgp chargen daytime
discard domain echo rexec finger ftp ftp-data gopher
hostname 1ident irc klogin kshell 1login 1Ipd nntp snpp
pop2 pop3 smtp sunrpc shell tacacs telnet time uucp
whois http UDP biff bootpc
bootps  discard irc domain echo isakmp mobile-ip
nameserver netbios-dgm netbios-ns netbios-ss nat-t ntp
snpp rip snmp snmptrap sunrpc syslog tacacs talk tftp
time who xdmcp

range MIN-PORT MAX-PORT TCP/UDP

TCP-FLAG TCP TCP
ack fin psh rst syn urg

TCP/UDP 1CMP IP ACL

IP ACL

12

1P ACL TCP/UDP ACL
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TCP

# configure terminal

(config)# ip access-list extended Strict-Control
(config-ip-ext-ach)# permit tcp any 10.20.0.0 0.0.255.255

(config-ip-ext-ach#

permit | deny icmp ( IP ACL )

IP ACL ICMP no

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{any | host SRC-1P-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} {any | host
DST-IP-ADDR | DST-1P-ADDR DST-1P-WILDCARDYy [ ICMP-TYPE [ 1CMP-CODE]
| 1CHP-MESSAGE] [[precedence PRECEDENCE] [tos 70S] | dscp DSCP]

no SEQUENCE-NUMBER

1CMP-TYPE  1CMP ICMP
0 255

1CMP-CODE  1CMP ICMP
0 255

1CHP-MESSAGE  1CMP

administratively-prohibited alternate-address  conversion-
error host-prohibited net-prohibited echo echo-reply pointer-
indicates-error host-isolated host-precedence-violation host-
redirect host-tos-redirect host-tos-unreachable host-unknown
host-unreachable information-reply information-request mask-
reply  mask-request mobile-redirect net-redirect net-tos-
redirect net-tos-unreachable net-unreachable net-unknown bad-
length option-missing packet-fragment parameter-problem port-
unreachable precedence-cutoff protocol-unreachable reassembly-
timeout redirect-message router-advertisement router-
solicitation source-quench source-route-failed time-exceeded
timestamp-reply  timestamp-request  traceroute  ttl-expired
unreachable

TCP/UDP 1CMP IP ACL

IP ACL

12

IP ACL  ICMP ACL

IP ACL  ICMP

# configure terminal

(config)# ip access-list extended Strict-Control
(config-ip-ext-ach)# permit icmp any any

(config-ip-ext-ach)#
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9.4 IPv6 ACL

1Pv6 ACL

ipv6 access-list

ipv6 access-list [extended] NAME [NUMBER]
no ipvé access-list [extended] {NAME | NUMBER}

permit | deny (IPv6
ACL )

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} [esp |
pcp | sctp | protocol-id PROTOCOL-1D] {any | host SRC-1PV6-ADDR |
SRC-1PV6-ADDR/PREFIX-LENGTH} [any | host DST-1PV6-ADDR | DST-IPV6-
ADDR/PREFIX-LENGTH] [fragments] [dscp DSCP] [flow-label FLOW-
LABEL]

no SEQUENCE-NUMBER

permit | deny tcp |
udp ( IPv6 ACL
)

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {tcp |
udp} {any | host SRC-IPV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [{eq
| 1t | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-
IPV6-ADDR | DST-1PV6-ADDR/PREFIX-LENGTH} [{eq | It | gt | neq}
PORT | range MIN-PORT MAX-PORT] [TCP-FLAG] [dscp DSCP] [flow-label
FLOW-LABEL]

no SEQUENCE-NUMBER

permit | deny
( IPv6 ACL
)

icmp

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{any | host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} {any |
host DST-1PV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [I1CMP-TYPE

[1CMP-CODE] | ICMP-MESSAGE] [dscp DSCP] [flow-label FLOW-LABEL]

no SEQUENCE-NUMBER

ipv6 access-list

IPv6 ACL IPv6 ACL
no

ipv6 access-list [extended] NVAME [NUMBER]
no ipv6 access-list [extended] {NVAME | NUMBER}
extended IPv6 ACL

IPv6 ACL
NAME 1Pv6 ACL 32
NUMBER  1Pv6 ACL 11000 12999 1Pv6
ACL 13000 14999 IPv6 ACL

12

IPv6 ACL IPv6 ACL
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IPv6 ACL 1ip6-std-control IPv6 ACL

# configure terminal
(config)# ipv6 access-list ip6-std-control
(config-ipv6-ach#

permit | deny (IPv6 ACL )

IPv6 ACL no

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
[PROTOCOL-TYPE | protocol-id PROTOCOL-10] {any | host SRC-1PV6-
ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [any | host DST-1PV6-ADDR |
DST-IPV6-ADDR/PREFIX-LENGTH] [fragments] [dscp OSCP] [flow-label
FLOW-LABEL]

no SEQUENCE-NUMBER

SEQUENCE-NUMBER 1 65535
authentication-bypass

PROTOCOL-TYPE esp pecp
sctp

protocol-id PROTOCOL-1D
0 255

any ANY
host SRC-1PV6-ADDR 1PV6

SRC-IPV6-ADDR/PREFIX-LENGTH IPV6

host DST-1PV6-ADDR 1Pv6

DST-1PV6-ADDR/PREFIX-LENGTH 1Pv6

dscp DSCP DSCP DSCP 0 63
DSCP afll afl3 af2l af23 af31 af33 af4l af43 csi
cs7 default ef

fragments

flow-label FLOW-LABEL
0 1048575

/ IPv6 ACL

12

IPv6 ACL
IPv6 ACL 1Pv6

1Pv6

336/379




IPv6 ACL

| 9.4 IPV6 ACL

# configure terminal

(config)# ipv6 access-list ipv6-std-control
(config-ipv6-ach# permit any host ff02::1:2

(config-ipv6-achH#

permit | deny (

IPV6 ACL )

IPv6 ACL TCP/UDP
no

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {tcp |
udp} {any | host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [{eq
| 1t | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST7-
IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | It | gt | neq}
PORT | range MIN-PORT MAX-PORT] LTCP-FLAG] [dscp DSCF] [flow-label
FLOW-LABEL]

no SEQUENCE-NUMBER

It TCP/UDP

gt TCP/UDP

eq TCP/UDP

neq TCP/UDP

PORT TCP/UDP

range MIN-PORT MAX-PORT TCP/UDP
TCP-FLAG TCP TCP

ack fin psh rst syn urg

TCP/UDP 1CMP IPv6 ACL

IPv6 ACL

12

IPv6 ACL TCP/UDP ACL

IPv6 ACL

TCP

# configure terminal

(config)# ipv6 access-list extended ipv6-control
(config-ipve-ext-ach# permit tcp any ff02::0:2/16
(config-ipv6e-ext-acl)#
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permit | deny (

IPV6 ACL )

IPv6 ACL ICMP no

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{any | host SRC-1PV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} {any |
host DST-1PV6-ADDR | DST-1PV6-ADDR/PREFIX-LENGTHYy [ ICMP-TYPE

[7CMP-CODE]Y | 1COMP-MESSAGE] [dscp DSCP] [flow-label FLOW-LABEL]

no SEQUENCE-NUMBER

1CMP-TYPE  1CMP ICMP
0 255

1CMP-CODE  1CMP ICMP
0 255

I1CWP-MESSAGE ~ ICMP

beyond-scope  destination-unreachable echo-reply echo-
request erroneous_header hop-limit multicast-listener-query
multicast-listener-done multicast-listener-report nd-na nd-ns
next-header no-admin no-route packet-too-big parameter-
option parameter-problem port-unreachable reassembly-timeout
redirect renum-command renum-result renum-seg-number router-
advertisement router-renumbering router-solicitation time-
exceeded unreachable

TCP/UDP 1CMP IP ACL

IPv6 ACL

12

IPv6 ACL  ICMP ACL

IPv6 ACL  ICMP

# configure terminal

(config)# ipv6 access-list extended ipv6-control
(config-ipv6e-ext-ac)# permit icmp any any
(config-ipve-ext-ach#
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ACL  IPv4 ACL
MAC ACL IP ACL / IP MAC
MAC ACL IP ACL
ACL

expert access-list

expert access-list extended NAME [NUMBER]
no expert access-list extended {NAME | NUMBER}

permit | deny (
ACL

)

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} PROTOCOL
{SRC-1P-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any} {SRC-MAC-
ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-1P-ADDR DST-
IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [cos OUTER-COS [inner INNER-
COS]1] [vlan OUTER-VLAN [inner INNER-VLAN]] [fragments]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER

permit | deny tcp |
udp ( ACL
)

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {tcp |
udp} {SRC-1P-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any} {SRC-
MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | It |
gt | neq} PORT | range MIN-PORT MAX-PORT] {DST-I1P-ADDR DST-IP-
WILDCARD | host DST-I1P-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD
| host DST-MAC-ADDR | any} [{eq | It | gt | neq} PORT | range MIN-
PORT MAX-PORT] [TCP-FLAG] [cos OUTER-COS [inner INNER-COS]] [vlan
OUTER-VLAN [inner INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS]
| dscp DSCP]

no SEQUENCE-NUMBER

permit | deny icmp
( ACL
)

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{SRC-1P-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any} {SRC-MAC-
ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-1P-ADDR DST-
IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [ICMP-TYPE [ICMP-CODE] | ICMP-
MESSAGE] [cos OUTER-COS [inner INNER-COS]] [vlan OUTER-VLAN [inner
INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER
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expert access-list

ACL

ACL no
expert access-list extended VAVE [NUMBER]
no expert access-list extended {NAME | NUMBER}
NAME ACL 32
NUMBER ACL 8000 9999

12

ACL
ACL
ACL exp_acl ACL

# configure terminal

(config)# expert access-list extended exp_acl

(config-exp-nacl)#

permit | deny (

ACL )

ACL no

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
PROTOCOL-TYPE {SRC-1P-ADDR SRC-IP-WILDCARD | host SRC-1P-ADDR |
any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any}
{DST-1P-ADDR DST-IP-WILDCARD | host DST-1P-ADDR | any} {DST-MAC-
ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [cos OUTER-COS
[inner /MWVER-COST] [vlan OUTER-VLAN [inner INNER-VLAM]
[fragments] [[precedence PRECEDENCE] [tos 70S] | dscp DSCA]

no SEQUENCE-NUMBER

PROTOCOL-TYPE
0 255 gre esp eigrp igmp ipinip
ospf pcp pim vrrp

MAC ACL 1P ACL

ACL

12

ACL
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ACL exp_acl ACL

# configure terminal

(config)# expert access-list extended exp_acl

(config-exp-nach# deny host 192.168.4.12 host 0013.0049.8272 any any
(config-exp-nach#

permit | deny tcp | udp ( ACL )

ACL  TCP/UDP
no

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {tcp |
udp} {SRC-1P-ADDR SRC-1P-WILDCARD | host SRC-IP-ADDR | any} {SRC-
MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | It |
ot | neq} PORT | range MIN-PORT MAX-PORT] {DST-1P-ADDR DST-IP-
WILDCARD | host DST-1P-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD
| host DOST-MAC-ADDR | any} [{eq | It | gt | neq} PORT | range MIN-
PORT MAX-PORT] [TCP-FLAG] [cos OUTER-COS [inner IMVER-COS]] [vlan
OUTER-VLAN [inner /NVER-VLANM]] L[Lprecedence PRECEDENCE] [tos 70S]
| dscp DSCP]

no SEQUENCE-NUMBER

MAC ACL 1P ACL IP ACL  TCP/UDP

12

ACL TCP/UDP

ACL

ACL TCP

# configure terminal

(config)# expert access-list extended exp_acl

(config-exp-nach)# deny tcp host 192.168.4.12 host 0013.0049.8272 any any
(config-exp-nach#
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permit | deny (expert access-list)

permit deny
no

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-1P-ADDR | any} {SRC-MAC-
ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-1P-ADDR DST-
1P-WILDCARD | host DST-1P-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [/ICMP-TYPE [ICMP-CODE] | ICMP-
MESSAGE] [cos OUTER-COS] [vlan OUTER-VLAN] [[precedence
PRECEDENCE] [tos 70S] | dscp DSCP]

no SEQUENCE-NUMBER

MAC ACL IP ACL IP ACL 1CMP

12

ACL 1CMP ACL

IPv6 ACL  ICMP

# configure terminal

(config)# expert access-list extended exp_acl
(config-exp-nach# permit icmp host 192.168.4.12 any any any
(config-exp-nach#
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9.6 VLAN
CLI  DHCP
vlan access-map vlan access-map MAP-NAME [SEQUENCE-NUM]

no vlan access-map MAP-NAME [SEQUENCE-NUM]
match ( match {mac | ip | ipv6} address {ACL-NAME | ACL-NUMBER}

) no match {mac | ip | ipv6} address {ACL-NAME | ACL-NUMBER}

action action {forward | drop | redirect INTERFACE-ID}

no action
vlan access-map

VLAN

VLAN
no

vlan access-map MAP-NAME [ SEQUENCE-NUM
no vlan access-map MAP-NAME [ SEQUENCE-NUM]

MAP-NAME VLAN
32
SEQUENCE-NUM
1 65535
12
VLAN VLAN
VLAN
ACL PERMIT ACL
VLAN

10
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VLAN

# configure terminal
(config)# vlan access-map vlan-map 20
(config-access-map)#

match ( )

VLAN ACL
no

match {mac | ip | ipv6} address {ACL-NAME | ACL-NUMBER}
no match ip address {ACL-NAME | ACL-NUMBER}

mac MAC ACL
ip 1P ACL
fpv6 1Pv6 ACL

ACL-NAME ACL
ACL-NUMBER ACL
12
VLAN ACL
ACL
ACL PERMIT
VLAN vlan-map 10  MAC ACL sp_mac

# configure terminal

(config)# vlan access-map vlan-map 10
(config-access-map)# match mac address sp_mac
(config-access-map)#

VLAN vlan-map 20 IP ACL sp_ip

# configure terminal

(config)# vlan access-map vlan-map 20
(config-access-map)# match ip address sp_ip
(config-access-map)#

VLAN vlan-map :30 IPv6 ACL sp_ip6

# configure terminal

(config)# vlan access-map vlan-map 30
(config-access-map)# match ipv6 address sp ip6
(config-access-map)#
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action

no

action {forward | drop | redirect INTERFACE-ID}
no action

forward
drop
redirect INTERFACE-ID

forward

12

ACL

VLAN vlan-map :20

# configure terminal

(config)# vlan access-map vlan-map 20
(config-access-map)# action redirect port 1/0/5
(config-access-map)#
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10

10.1 QoS

cLI QoS

mls qos trust

mls gos trust {cos | dscp}
no mls gos trust

mls qos cos

mls gos cos {COS-VALUE | override}
no mls gos cos

mls qos map dscp-cos

mls gos map dscp-cos DSCP-LIST to COS-VALUE
no mls gos map dscp-cos DSCP-LIST

mls qos map dscp-
mutation

mls gos map dscp-mutation MAP-NAME INPUT-DSCP-LIST to OUTPUT-DSCP
no mls gos map dscp-mutation MAP-NAME

mls qos dscp-
mutation

mls gos dscp-mutation DSCP-MUTATION-TABLE-NAME
no mls gos dscp-mutation

priority-queue cos-
map

priority-queue cos-map QUEUE-ID COS1 [COS2 [COS3 [COS4 [COS5 [COS6
[COS7 [COS8]11111]

no priority-queue cos-map

mls qos scheduler

mls qos scheduler {sp | rr | wrr | wdrr}
no mls gos scheduler

wrr-queue bandwidth

wrr-queue bandwidth WEIGHTO...WEIGHT7
no wrr-queue bandwidth

wdrr-queue bandwidth

wdrr-queue bandwidth QUANTUMO. . .QUANTUM?
no wdrr-queue bandwidth

set

set {[ip] precedence PRECEDENCE | [ip] dscp DSCP | cos COS | cos-
gueue COS-QUEUE}

no set {[ip] precedence PRECEDENCE | [ip] dscp DSCP | cos COS |
cos-queue COS-QUEUE}

show mls gos
interface

show mls qos interface INTERFACE-ID [,|-] {cos | scheduler | trust
| dscp-mutation | map dscp-cos}

show mls gos
gueueing

show mls gos queueing [interface INTERFACE-ID [,]-1]1

show mls gos map
dscp-mutation

show mls gos map dscp-mutation [MAP-NAME]
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mls gos trust

CoS CoS DSCP
no
mls gos trust {cos | dscp}
no mls qos trust
cos CoS CoS
dscp CoS DSCP
cos CoS
(port, range, port-channel)
12
CoS
QoS
CoS CoS DSCP
CoS DSCP mls
gos cos CoS
cos CoS CoS CoS
VLAN CoS
mls qos cos override
CoS
dscp CoS DSCP CoS
DSCP mls gos map dscp-cos CoS
IP cos

1/0/1  CoS DSCP

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# mls qos trust dscp
(config-if-port)#
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mls gos cos
no
mls qos cos {COS-VALUE | override}
no mls qos cos
COS-VALUE 0 7
override CoS QoS
CoS
0 override
(port, range, port-channel)
12
CoS CoS
CoS CoS CoS
VLAN CoS
CoS
override CoS DSCP
mls qos trust CoS
1/0/1 3
# configure terminal
(config)# interface port 1/0/1
(config-if-port)# mls qos cos 3
(config-if-port)#
mls qos map dscp-cos
DSCP CoS
no
mls qos map dscp-cos DSCP-LIST to COS-VALUE
no mls qos map dscp-cos DSCP-LIST
DSCP-LIST  DSCP 0 63
COS-VALUE DSCP CoS 0 7
CoS 0 1 2 3 4 5 6 7
DSCP 0 8 16 24 32 40 48 56 63
7 15 23 31 39 47 55
(port, range, port-channel)
12
DSCP CoS mls qos trust
CoS DSCP
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1/0/6 DSCP 12 16 18 CoS 1

# configure terminal
(config)# interface port 1/0/6

(config-if-port)# mls qos map dscp-cos 12,16,18 to 1
(config-if-port)#

mls qos map dscp-mutation

DSCP
no
mls qgos map dscp-mutation MAP-NAME INPUT-DSCP-LIST to OUTPUT-DSCP
no mls qos map dscp-mutation MAP-NAME
MAP-NAWE 32
INPUT-DSCP-LIST DSCP
OUTPUT-DSCP DSCP
12
DSCP
mls gos dscp-mutation
DSCP 255
DSCP QoS
CoS
DSCP

DSCP mutemap?2
# configure terminal
(config)# mls qos map dscp-mutation mutemap2 30 to 8

(config)# mls qos map dscp-mutation mutemap2 20 to 10
(confiQ)#

mls qos dscp-mutation

DSCP
no

mls qos dscp-mutation DSCP-MUTATION-TABLE-NAME
no mls qos dscp-mutation

DSCP-MUTATION-TABLE-NAME DSCP

(port, range, port-channel)

12

mls qos map dscp mutation DSCP
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1/0/1  DSCP mutemap2

# configure terminal
(config)# interface port 1/0/1

(config-if-port)# mls qos dscp-mutation mutemap2
(config-if-port)#

priority-queue cos-map

CoS
no

priority-queue cos-map QUEUE-ID COS1 [COS2 [COS3 [€0S4 [€0S5 [€0S6
[cos7 [cos8111111]

no priority-queue cos-map

QUEUE-1D ID 0 7

o051 CoS 0 7

Co0S2. . .C0S8 051 CoS

CoS ID 0-2 1-0 2-1 3-3 4-4 5-5 6-
6 7-7

12

CoS
CoS

CoS

CoS 3 5 6 2
# configure terminal

(config)# priority-queue cos-map 2 3 5 6
(config)#
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mls qos scheduler

QoS no

mls qgos scheduler {sp | rr | wrr | wdrr}
no mls qos scheduler

sp
rr
wrr

wdrr

wrr

(port, range, port-channel)

12

QoS

sp ( 1D )

rr

wrr

wdrr

wrr wdrr 0

1/0/1

# configure terminal

(config)# interface port 1/0/1
(config-if-port)# mls gos scheduler sp
(config-if-port)#
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wrr-queue bandwidth

no

wrr-queue bandwidth WEIGHTO. . . WEIGHT7
no wrr-queue bandwidth

WEIGHTO. . . WEIGHT7 1D:0...7 0 127

1

(port, range, port-channel)

12

1/0/1

ID:0 7 1 2 3 45 6 7 8

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# wrr-queue bandwidth 1 2 3456 7 8
(config-if-port)#

wdrr-queue bandwidth

no

wdrr-queue bandwidth QUANTUMO. . . QUANTUM7Z
no wdrr-queue bandwidth

QUANTUMNO. . . QUANTUM7 1D:0...7
0 127
1
(port, range, port-channel)
12
1/0/1
ID:0 7 1 2 3 45
6 7 8

# configure terminal
(config)# interface port 1/0/1

(config-if-port)# wdrr-queue bandwidth 1 2 3456 7 8
(config-if-port)#
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set

QoS
no

set {[ip] precedence PRECEDENCE | [ip] dscp DSCP | cos COS | cos-
queue COS-QUEUE}

no set {[ip] precedence PRECEDENCE | [ip] dscp DSCP | cos COS |
cos-queue COS-QUEUE}

ip IPv4

precedence PRECEDENCE 1P Precedence 0 7
dscp DSCP DSCP 0 63

cos COS CoS 0 7

cos-queue COS-QUEUE

12

QoS

Precedence /DSCP /CoS

ip 1Pv4
dscp DSCP
CoS
cos CoS
cos-queue
CoS
policyl classl QoS
1Pv4 DSCP 10

# configure terminal

(config)# policy-map policyl
(config-pmap)# class classl
(config-pmap-c)# set ip dscp 10

(config-pmap)#

353/379




10

| 10.1 QoS

show mls qos interface

QoS

show mls qos interface /NTERFACE-1D [,]-] {cos | scheduler | trust
| dscp-mutation | map dscp-cos}

INTERFACE-1D

cos

scheduler QoS

trust CoS

dscp-mutation DSCP
map dscp-cos DSCP CoS

QoS

QoS

1/0/2 1/0/5
# show mls gos interface port 1/0/2-5 cos
Interface CoS Override
Port1/0/2 0 No
Port1/0/3 0 No
Port1/0/4 0 No
Port1/0/5 0 No
#
1/0/2 1/0/5 CoS
# show mls qos interface port 1/0/2-1/0/5 trust
Interface Trust State
Port1/0/2 trust CoS
Port1/0/3 trust CoS
Port1/0/4 trust CoS
Port1/0/5 trust CoS
#
1/0/1 1/0/2 QoS
# show mls gos interface port 1/0/1-1/0/2 scheduler
Interface Scheduler Method
Port1/0/1 sp
Port1/0/2 wrr
#
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1/0/1 1/0/2 DSCP

# show mls qos interface port 1/0/1-2 dscp-mutation

Interface DSCP Mutation Map

Port1/0/1 Mutate Map 1
Port1/0/2 Mutate Map 2

#

1/0/1  DSCP CoS

# show mls gos interface port 1/0/1 map dscp-cos

Portl1/0/1
012 3 456 7 89

00 00 00 00 00 00 00
10 0101010 01
20 02 02 02 O 03
30 03 0304 04 04 04
05
06

WwnN O
eoNeoNe)

OOE
~N O WN P
WN PR

40 05 05 05 05
50 06 06 06 06
60 07 07 07 07

IRLRRS
OOEOOO
~N G

388000

show mls qos queueing

QoS

show mls qos queueing [interface /INTERFACE-ID [,]-1]

interface /INTERFACE-ID
CoS

QoS

CoS

355/379




10 | 10.1 QoS

CoS

# show mls qos queueing

CoS-queue map:
CoS QID

~NO U~ WNEO
~N~NoOouUuhrWRFRON

1/0/3

# show mls gos queueing interface port 1/0/3

Interface: Portl/0/3
wrr bandwidth weights:
QID Weights

N~NOUDMWNRO
RPRRRRRPRR

wdrr bandwidth weights:
QID Quantum

~NOUDMWNRO
RPRRPRRRRRBR
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show mls qos map dscp-mutation

DSCP
show mls qos map dscp-mutation [MAP-NANME]
MAP-NAWE DSCP

DSCP

DSCP

DSCP

# show mls gos map dscp-mutation
DSCP Mutation: mutemapl
Attaching interface:

Port1/0/1

01 2 3 456 789

00 00 01 02 03 04 05 06 O7 08 09
10 10 11 12 13 14 15 16 17 18 19

20 20 21 22 23 24 25 26 27 28 29
30 30 31 32 33 34 3536 37 38 39
40 40 41 42 43 44 45 46 47 48 49
50 50 51 52 53 54 55 56 57 58 59
60 60 61 62 63
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10.2

rate-limit

rate-limit {input | output} {NUMBER-KBPS | percent PERCENTAGE}
[BURST-SIZE]

no rate-limit {input | output}

queue rate-limit

queue QUEUE-ID rate-limit {MIN-BANDWIDTH-KBPS | percent MIN-
PERCENTAGE} {MAX-BANDWIDTH-KBPS | percent MAX-PERCENTAGE}

no queue QUEUE-ID rate-limit

show mls gos
interface rate-limit

show mls qos interface INTERFACE-ID [,|-] rate-limit

show mls gos
interface queue-

show mls qos interface INTERFACE-ID [,]-] queue-rate-limit

rate-limit
rate-limit
no
rate-limit {input | output} {NUMBER-KBPS | percent PERCENTAGE}
[BURST-S1ZE]
no rate-limit {input | output}
input
output
NUMBER-KBPS (kbps) 8 10000000
percent PERCENTAGE (%)
1 100
BURST-SIZE (kByte) 0 128000
(port, range)
12
input
1/0/5

# configure terminal

(config)# interface port 1/0/5
(config-if-port)# rate-limit input 2000 4096

(config-if-port)#
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queue rate-limit

no

queue QUEUE-ID rate-limit {MIN-BANDWIDTH-KBPS | percent MIN-
PERCENTAGE}Y {MAX-BANDWIDTH-KBPS | percent MAX-PERCENTAGE}

no queue QUEUE-ID rate-limit

QUEUE-1D ID

MIN-BANDWIDTH-KBPS (kbps) 64 10000000
percent /

MIN-PERCENTAGE ") 1 100
MAX-BANDWIDTH-KBPS (kbps)
MAX-PERCENTAGE ") 1 100

(port, range)

12

1/0/1 1 1000kbps 2000kbps 2
10 50

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# queue 1 rate-limit 100 2000
(conFig-if-port)# queue 2 rate-limit percent 10 percent 50
(config-if-port)#

show mls qos interface rate-limit

show mls qos interface /NTERFACE-ID [,]-] rate-limit

INTERFACE-1D
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1/0/1 1/0/4

# show mls qos interface port 1/0/1-2 rate-limit

Interface Rx Rate TX Rate Rx Burst Tx Burst
Portl/0/1 1000 kbps No Limit 64 kbyte No Limit
Port1/0/2 No Limit 2000 kbps No Limit 2000 kbyte

#

show mls qos interface queue-rate-limit

show mls qos interface /NTERFACE-ID [,]-] queue-rate-limit

INTERFACE-1D

1/0/1 1/0/2

# show mls qos interface port 1/0/1-2 queue-rate-limit

Port1/0/1
QID  Min Bandwidth Max Bandwidth
0 64 kbps 10%
1 No Limit No Limit
2 No Limit No Limit
3 2% 50%
4 No Limit No Limit
5 64 kbps 100%
6 No Limit No Limit
7 64 kbps 128 kbps
Port1/0/2
QID  Min Bandwidth Max Bandwidth
0 No Limit No Limit
1 No Limit No Limit
2 No Limit No Limit
3 No Limit No Limit
4 No Limit No Limit
5 No Limit No Limit
6 No Limit No Limit
7 No Limit No Limit
#
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10.3

police

policy-map
class

(CIR) CIR
PIR

class-map
match

mls qos aggregate-policer

service-policy
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class-map class-map [match-all | match-any] NAME
no class-map NAME

match ( match {access-group name ACCESS-LIST-NAME | cos [inner] COS-LIST |

) [ip] dscp DSCP-LIST | [ip] precedence IP-PRECEDENCE-LIST |

protocol PROTOCOL-NAME | vlan [inner] VLAN-LIST}
no match {access-group name ACCESS-LIST-NAME | cos [inner] COS-
LIST | [ip] dscp DSCP-LIST | [ip] precedence IP-PRECEDENCE-LIST |
protocol PROTOCOL-NAME | vlan [inner] VLAN-ID-LIST}

policy-map policy-map NAME
no policy-map NAME

class class NAME
no class NAME

police police KBPS [BURST-NORMAL [BURST-MAX]] [conform-action ACTION]

exceed-action ACTION [violate-action ACTION] [color-aware]

police cir CIR [bc CONFORM-BURST] pir PIR [be PEAK-BURST]
[conform-action ACTION] [exceed-action ACTION [violate-action
ACTION]] [color-aware]

police aggregate NAME
no police

mls gos aggregate-
policer

mls gos aggregate-policer NAME KBPS [BURST-NORMAL [BURST-MAX]]
[conform-action ACTION] exceed-action ACTION [violate-action
ACTION] [color-aware]

mls gos aggregate-policer NAME cir CIR [bc CONFORM-BURST] pir PIR
[be PEAK-BURST] [conform-action ACTION] [exceed-action ACTION
[violate-action ACTION]] [color-aware]

no mls gos aggregate-policer NAME

service-policy

service-policy input NAME
no service-policy input

mls qos map

mls gos map {cos-color COS-LIST | dscp-color DSCP-LIST} to {green
| yellow | red}

no mls gos map {cos-color | dscp-color DSCP-LIST}

show class-map

show class-map [NAME]

show policy-map

show policy-map [POLICY-NAME | interface INTERFACE-ID]

show mls gos
aggregate-policer

show mls gos aggregate-policer [NAME]

show mls gos
interface map

show mls qos interface INTERFACE-ID [,]-] map {dscp-color | cos-
color}
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class-map

no

class-map [match-all | match-any] VAWE
no class-map NVAME

match-all
match-any
match-any
NAME 32
class-default
12
255

class-default

class_home_user

# configure terminal
(config)# class-map match-all class home_user
(config-cmap)#
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match ( )

no

match {access-group name ACCESS-LIST-NAME | cos [inner] COS-LIST |
[ip] dscp DSCP-LIST | [ip] precedence /P-PRECEDENCE-LIST |
protocol PROTOCOL-NAME | vlan [inner] VLAN-LIST}

no match {access-group name ACCESS-LIST-NAME | cos [inner] COS-

LIST | [ip] dscp DSCP-LIST | [ip] precedence [P-PRECEDENCE-LIST |
protocol PROTOCOL-NAME | vlan [inner] VLAN-ID-LIST}

access-group name ACCESS-LIST-NAME ACL

cos CoS

inner QinQ C-tag
COS-LIST CoS
ip IPv4

IPv4

dscp DSCP-LIST  DSCP
precedence [P-PRECEDENCE-LIST 1P Precedence

protocol PROTOCOL-NAME
arp bgp dhcp dns egp ftp ip ipv6
netbios nfs ntp ospf pppoe rip rtsp ssh telnet tftp

vlan VLAN-ID-LIST VLAN

12

match-any match-all

class-home-user
match-any ACL acl-home-user CoS 1 3

# configure terminal

(config)# class-map class-home-user

(config-cmap)# match access-group name acl-home-user
(config-cmap)# match cos 1,2,3

(config-cmap)#
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policy-map
no
policy-map NVAME
no policy-map NAME
NAME 32
12
255
policyl
# configure terminal
(config)# policy-map policyl
(config-pmap)#
class
no
class NAME
no class NAWE
NAME
class-default
12
class-default
policyl class-dscp-red

# configure terminal

(config)# policy-map policyl
(config-pmap)# class class-dscp-red
(config-pmap-c)#

365/379



10 | 10.3

police

no

police ABPS [BURST-NORMAL [BURST-MAX]] [conform-action ACT/ION]
exceed-action ACT/ION [violate-action ACT/ON] [color-aware]

police cir CIR [bc CONFORW-BURST] pir PIR [be PEAK-BURST]
[conform-action ACT/ON] [exceed-action ACT/ION [violate-action
ACTION]] [color-aware]

police aggregate NAME
no police

KBPS (kbps) 0 10000000
BURST-NORMAL (kByte) 0 16384
BURST-MAX (kByte) 0 16384

confirm-action
transmit

ACTION

drop

set-dscp-transmit VALUE DSCP
set-1p-transmit VALUE CoS
transmit

exceed-action
drop

violate-action
exceed-action

color-aware

cir CIR (kbps) 0 10000000

bc CONFORW-BURST (kByte) 0 16384
pir PIR (kbps) 0 10000000

be PEAK-BURST (kByte) 0 16384

aggregate NAME

12
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1
access-match 8kbps
1kByte

# configure terminal

(config)# policy-map police-setting
(config-pmap)# class access-match
(config-pmap-c)# police 8 1 exceed-action drop
(config-pmap-c)#

agg_policerl
classl

# configure terminal

(config)# policy-map policy2

(config-pmap)# class classl

(config-pmap-c)# police aggregate agg policerl
(config-pmap-c)#

500kbps 1Mbps / 10kByte
DSCP 2

# configure terminal

(config)# policy-map policyl

(config-pmap)# class police

(config-pmap-c)# police cir 500 bc 10 pir 1000 be 10 exceed-action set-dscp-transmit 2
violate-action drop

(config-pmap-c)#

mls qos aggregate-policer

no

mls qgos aggregate-policer NAME KBPS [BURST-NORMAL [BURST-MAX]]
[conform-action ACT/ON] exceed-action ACT/ON [violate-action
ACTION] [color-aware]

mls qos aggregate-policer NAME cir CIR [bc CONFORW-BURST) pir PIR
[be PEAK-BURST] [conform-action ACT/ION] [exceed-action ACTION
[violate-action ACT/ON]] [color-aware]

no mls qos aggregate-policer NAME

NAME 32

police

12

255
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agg-policer5

# configure terminal

(config)# mls gos aggregate-policer agg-policer5 10 1000 exceed-action drop
(config)#

service-policy

no

service-policy input NVAVE
no service-policy input

NAME

(port, range, port-channel)

12

1/0/1 custl-classes

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# service-policy input custl-classes
(config-if-port)#

mls gos map

no

mls gos map {cos-color COS-LIST | dscp-color DSCP-L1ST} to {green
| yellow | red}

no mls qos map {cos-color | dscp-color}

cos-color COS-LIST CoS

dscp-color DSCP-LIST DSCP

green

yellow

red

CoS DSCP green
(port, range, port-channel)
12
CoS DSCP
mls gos trust CoS
CoS  /DSCP cos-color dscp-color
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1/0/1 CoS 1 7

# configure terminal
(config)# interface port 1/0/1

(config-if-port)# mls qos map cos-color 1-7 to red
(config-if-port)#

1/0/1 DSCP 61 63

# configure terminal

(config)# interface port 1/0/1

(config-if-port)# mls qos map dscp-color 61-63 to yellow
(config-if-port)#

show class-map

show class-map [NVAVE]

NAWE

# show class-map

Class Map match-any c2
Match protocol ip

Class Map match-any c3
Match access-group acl_home user

show policy-map

show policy-map [POLICY-NAME | interface INTERFACE-ID]

POL ICY-NAME
interface /INTERFACE-ID
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policyl

# show policy-map policyl

Policy Map policyl
Class Map police

police cir 500 bc 10 pir 1000 be 10 conform-action transmit exceed-action set-dscp-
transmit 2 violate-action drop

#

1/0/1

# show policy-map interface port 1/0/1

Policy Map: policyl : output
Class Map police

police cir 500 bc 10 pir 1000 be 10 conform-action transmit exceed-action set-dscp-
transmit 2 violate-action drop

#

show mls qos aggregate-policer

show mls qos aggregate-policer [NVAVE]

NAME

# show mls gos aggregate-policer

mls gos aggregate-policer agg-policer5 10 1000 conform-action transmit exceed-action
drop

mls gos aggregate-policer agg-policer6 cir 500 bc 10 pir 1000 be 10 conform-action
transmit exceed-action set-dscp-transmit 2 violate-action drop

#
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show mls qos interface map

show mls qos interface /NTERFACE-1D [,]-] map {dscp-color | cos-
color}

INTERFACE-1D
mapdscp-color DSCP-

mapcos-color CoS-

1/0/1 1/0/2  DSCP

# show mls gos interface port 1/0/1-2 map dscp-color

Portl1/0/1
DSCP 0-7 are mapped to green
DSCP 41-63 are mapped to yellow
DSCP 8-40 are mapped to red
Port1/0/2
DSCP 0-63 are mapped to green

#

1/0/3 1/0/4  CoS

# show mls gos interface port 1/0/3-4 map cos-color

Port1/0/3
CoS 0-2,5,7 are mapped to green
CoS 3-4 are mapped to yellow
CoS 6 are mapped to red
Portl/0/4
CoS 0-7 are mapped to green

#
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11

11.1

temperature notify temperature notify threshold {high TEMP | low TEMP}

threshold no temperature notify threshold {high | low}
show temperature show temperature notify
notify

temperature notify threshold

no

temperature notify threshold {high 72#P | low T7EMP}
no temperature notify [high | low]

high
low

TEMP -50 80

high: 70 low: O

12

no

10 20

-10 55

# configure terminal
(config)# temperature notify high 55

(config)# temperature notify low -10
(config)#
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show temperature notify

show temperature notify

-10 55

# show temperature notify

High/Low Temperature Notify Information

Current Status : Normal
Current Temperature : 43C
High Threshold : 65C

Low Threshold : -10C
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11.2 CPU

CPU

cpu-protect system-
memory limit-check
threshold

cpu-protect system-memory limit-check threshold [THRESHOLD]
no cpu-protect system-memory limit-check

cpu-protect trace
trigger

cpu-protect trace trigger THRESHOLD [polling INTERVAL]
no cpu-protect trace trigger

show cpu-protect
trace

show cpu-protect trace

cpu-protect system-memory limit-check threshold

no

cpu-protect system-memory limit-check threshold [7HRESHOLD]
no cpu-protect system-memory limit-check

THRESHOLD (%) 80 100
90Y%

12

60
SNMP

80%

# configure terminal

(config)# cpu-protect system-memory limit-check threshold 80

(confiQ)#
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cpu-protect trace trigger

CPU no

cpu-protect trace trigger 7HRESHOLD [polling INTERVAL]
no cpu-protect trace trigger

THRESHOLD ~ CPU ) 50 100

polling /INTERVAL () 10 180
10

12

CPU
CPU

CPU 90%

# configure terminal
(config)# cpu-protect trace trigger 90
(config)#

show cpu-protect trace

CPU

show cpu-protect trace

1
CPU
CPU
# show cpu-protect trace
CPU Protect Trace Trigger State : Enabled
CPU Protect Trace Trigger Status = Normal
utilization Thresholds - 90%
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11.3

show tech-support show tech-support [MODULE | interface {Port PORTLIST} system-dump]

show tech-support

show tech-support [#ODULE | interface {Port PORTLIST} system-dump]

MODULE

« access-defender AccessDefender
« dhcpv6-client DHCPv6

e ipv6-mullticast IPv6

« loop-detection

e port-channel

e rmon RMON
e snmpv3 SNMPv3
e sntp SNTP
* spanning-tree
interface
PORTLIST
15
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# show tech-support

H*

APLGM220GTSS Gigabit Ethernet L2 Switch
Technical Support Information

Firmware: Build 2.00.00
Copyright(C) 2021 APRESIA Systems, Ltd. All rights reserved.

HHHFHHH

Basic System Information o rrininnionkiinionk

[SYS 2021-7-15 23:00:30]

Boot Time 15 Jul 2021 12:00:12
RTC Time - 2021/07/15 14:00:30
Boot PROM Version : Build 1.00.00
Firmware Version : Build 2.00.00
Hardware Version T A

Serial number : 306142200001

MAC Address : FC-6D-D1-06-CE-7D

MAC Address Number : 65535

Unit Model Name

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

AccessDefender

# show tech-support access-defender

H+

APLGM220GTSS Gigabit Ethernet L2 Switch
Technical Support Information

Firmware: Build 2.00.00
Copyright(C) 2021 APRESIA Systems, Ltd. All rights reserved.

T HHFHHH

[ACCESS_DEFENDER 2021-7-15 23:00:30]

#DHCP-snooping entry

Snooping : DISABLE
Mode: O (O:permit,l:deny)

Total : 0 (static 0, dynamic 0)
Binding Entry
BST Entry

IPSG-binding Entry
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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12

12.1 ( )

RSA  /DSA
]
Username ap_recovery Enter
4.
adpro CLI
Ethernet Switch APLGM220GTSS
Firmware: Build 2.00.00
User Verification Access
UserName:ap_recovery
System will be reset, save and reboot!
Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...
|
enable
enable Password
ap_recovery Enter
4. enable
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Ethernet Switch APLGM220GTSS
Firmware: Build 2.00.00

> enable
Password:ap_recovery <—- ioialaiaioialaiaioialel

System will be reset, save and reboot!
Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...

379/379




ApresialightGM200 Ver.2.00 CLI
Copyright(c) 2021 APRESIA Systems, Ltd.
2021 7

2022 3 2

APRESIA Systems

https://www.apresiasystems.co.jp/




	制定・改訂来歴表
	目次
	1  はじめに
	1.1  本書での表記について
	本文中の表記形式
	コマンドシンタックスの表記形式

	1.2  本書でのコマンド説明の記載項目
	1.3  コマンドモード
	コマンドモードの種類
	ポートインターフェースの移行と表記方法
	VLANインターフェースの移行と表記方法

	1.4  コマンドラインの操作
	コマンド入力の補助機能
	表示結果出力修飾子
	エラーメッセージ
	コマンド編集キーと表示制御キー


	2  CLIへの接続
	2.1  装置へのアクセス方法
	装置の初期IPアドレス

	2.2  装置へのアクセス手順
	コンソールポートでの接続
	TELNET/SSHでの接続
	初めてのCLIへの接続

	2.3  ログイン設定とユーザーアカウントの管理
	ログイン設定
	ユーザーアカウント設定
	特権実行モードへの移行
	ユーザーアカウントの作成例


	3  基本管理
	3.1  基本操作コマンド
	3.2  装置情報表示コマンド
	3.3  運用管理コマンド
	3.4  起動ファイル管理コマンド

	4  ファイル操作
	4.1  基本ファイル操作コマンド
	4.2  ファイルコピーコマンド
	4.3  バックアップ、リストアコマンド
	4.4  SDカード関連コマンド

	5  システム管理
	5.1  アクセス管理コマンド
	5.2  ターミナル管理コマンド
	5.3  IPv4コマンド
	5.4  IPv6コマンド
	5.5  時刻およびSNTPコマンド
	5.6  Telnetコマンド
	5.7  SSHコマンド
	5.8  Web UIコマンド
	5.9  SSLコマンド
	5.10  システムログコマンド
	5.11  SNMPコマンド
	5.12  SNMPトラップコマンド
	5.13  RMONコマンド
	5.14  ZTPコマンド

	6  インターフェースとハードウェア
	6.1  インターフェースコマンド
	6.2  物理ポートコマンド
	6.3  ブザー、アラームLEDコマンド
	6.4  ポート自動復旧コマンド

	7  レイヤー2機能
	7.1  MACアドレステーブルコマンド
	7.2  VLANコマンド
	7.3  リンクアグリゲーションコマンド
	7.4  STPコマンド
	7.5  MSTPコマンド
	7.6  トラフィックセグメンテーションコマンド
	7.7  VLANトンネルコマンド
	7.8  ループ検知コマンド
	7.9  ストームコントロールコマンド
	7.10  IGMPスヌーピングコマンド
	7.11  MLDスヌーピングコマンド
	7.12  ポートセキュリティーコマンド
	7.13  LLDPコマンド
	7.14  ミラーリングコマンド

	8  ポートアクセス制御機能
	8.1  AAAコマンド
	8.2  RADIUS/TACACS+サーバーコマンド
	8.3  AccessDefenderコマンド
	8.4  MAC認証コマンド
	8.5  IEEE 802.1X認証コマンド
	8.6  Web認証コマンド
	8.7  DHCPスヌーピングコマンド

	9  アクセスコントロールリスト
	9.1  ACL全般コマンド
	9.2  MAC ACLコマンド
	9.3  IP ACLコマンド
	9.4  IPv6 ACLコマンド
	9.5  エキスパートACLコマンド
	9.6  VLANアクセスマップ

	10  優先制御機能
	10.1  QoSコマンド
	10.2  ポートベース帯域制限コマンド
	10.3  ポリシングコマンド

	11  保守コマンド
	11.1  装置状態監視コマンド
	11.2  CPU保護機能コマンド
	11.3  保守情報取得コマンド

	12  付録
	12.1  システム復旧手順(パスワードのリセット)


