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permit | deny tep | udp (BEBE TP ACL B E T R) ottt ittt e 354
permit | deny dcmp (HEBE IP ACL BRE T R o 'uttt ittt e 355
0.4 IPV6 ACL T R 356
IPVE ACCESST oSt o vttt 356
permit | deny (IPv6 ACL B E T R ) .ttt e et e e 357
permit | deny (JEHE TPVE ACL B IE T R L.ttt ittt et 358
permit | deny (JEHE TPVE ACL B IE T R) Lottt ittt et 359
0.5 T R /N N ACL T R e e e e 360
EXPETt ACCESSTLaSt ottt 361
permit | deny (T A/ 8= RN ACL BT = R) ittt 361
permit | deny tep | udp (T3 A% — N ACL BRI T — R) oottt 362
permit | deny (expert aCCesSS=List) ...ttt 363
0.6 VLAN 77 7 A 0 T 364
VIAN GCCESSTMAD .« v vttt ettt e e et e 364
match (7 = o T B T R ottt e e e, 365

F2 T v o) PN 366

L0 BB R . . 367
10. 1 Q0S T R ot e e e 367
MLIS QOS BTUST o vttt et e e e e e 368
ML S QOS COS .ttt ittt e e e e e e 369
MIS QOS MAD dSCPTCOS « v vttt ettt e e e e e 369
mls qos map dSCPMULATION . oo\ttt e e 370
MIS qOS dSCPTMULALION . o vttt ettt e e e e e e 370
PTIOTI LY —QUEUE COSTMAD + v v vttt e e e ettt e e et e e e e et e e e e et e e et e e e e e 371
mls qos Scheduler . ... 372
wrr—queue bandwidth ... ... 373
wdrr—queue bandwidth ... ... . 373
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show mIS OS INEer aCe . .ottt e 375
show mIS QOS QUEUEING . . .t vttt e e e e e e 376
show mls qos map dSCPTMULATION . ...ttt e e e e e e 378
10. 2 AR— R R T o R 379
Bt ol 11 P 379
qUEUEe Tate—LImit ..ot e e 380
show mls qos interface rate—L1imit .. ... ... e e e e e e 380
show mls qos interface queue—rate—LIimit .. ... ...t e e e e 381
10. 3 AR Y S i s R 382
ClaAS S TMAD .« ettt e 384
match (7 T A= T R E T R ot e 385
POl I CYTMaAD .« « o vttt e e 386
S S e ittt e e e e 386
DO I GO . ot 387
MlS OS AgEregate—POliCer . ...ttt 388
SETVICE PO L Oy o vttt 389
MLS OS MaAD . o vttt et e e e 389
SHOW ClasSTMaD . . oot e 390
SHOW POLaCYMaAD . e e 390
show mls qOS agEregate—POLliCer ...ttt e 391
show mls QoS INterface Map . ...ttt e e e e e 392

1L POE o e e e e 393
L1, 1 POE T o R i 393
PO POWET—INLaNe . ottt 394
POE MOAE . vttt et 395
POE PA DL aOT Ity o vttt et e e e 396
CmPOoE ENAD e . . oo 396
PO PA deSCTipPtion . vttt 397
poe usage—threshold . ... .. 397
show poe POwWeTr—InLine . ..ot 398
clear Poe STatiStiC . vt e 400
show poe power MOdULe . ... . 400
11.2 PD I 2 Y T = s R 401
pd-monitoring global state enable .. ... .. ... 401
pd—monitoring Period=—To=STart ... ...ttt e 402
PA—MONItoring resStart—POe TelLIY .o vttt e e et e e e 402
PAMONILOTING TCMP .« o vttt ettt e e e e e e e e 403
pd—monitoring acl—Mode . ... ... 403
PATMONTI LT ING STaAT e . ottt 404
PAMONTILOTING ACTI0ON v vttt ettt et e e e e e 405
pd—monitoring auto—TeCOVErY TIME . . ...ttt ettt e et e e e e e e e e e e 406
SHOW PAMON I L0 I N .« . vttt et e e e e 406
1L 8 F A L T = R 408
Lo 11T a1 = YO 408
031l o Yo ¢ 409
ShOW LIMe T aNGE . . ottt e 409

L2 R T L R 411
1. 1 R R T L R L 411
temperature notify threshold ... ... .. e e 411
Show temperature NOTI Y ... e e e e 412
12. 2 CPU BRI T L R e e 413
cpu—protect system—memory limit—check threshold ........ . .. . . . i 413
CPUPTOTECT TTaCE B i o vt ittt ettt et e et e e e e e e e e e e e 414
ShOW CPUTPTOTECT LTaCE . vt vttt et e et e e e e 414
12, 3 R S T s R 415
ShOW LECh—SUPDOT L « ot e 415
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12.4 AF Y =T I T R 417

memory—error auto—recovery mode disable ...... ... ... e 417
memory—error auto—recovery notify disable ....... ... e 418
memory—error fault—action shutdown—all ... ... ... ... i e e 418

Clear MemMOTY T 0T . . vttt ettt e et e e e e 419

LS . o 420
13.1 VAT AEIBTIMECORAT = RO U T 2 B 420
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1 1ZU®IZ

1 [ECHIC

BAED B

AZFEIL, ApresialightGM200 U —RX&&E, B, BLOEHTAOIHEHTH a~v FIA4 04
vH—=T7x—A (CLI) IZ2OWTHBILET,
ZRLSOFIAFEICONWTIEL, UTOFKHE RF 2 A F a2 T8 7EE 0,

223 BE
N—=RY =T ~=aT )V N—FD =7 Ot & RE D D IAN R 2= FAT £ TOR

VI " =T ~v=aT )b Web 77 W —%MGH LIV T7 7 4 hNVa—Y—( L H—T x—RA
(GUT) TOEAESFIEDTH

MIB I8 B O F2aEAR FAE LTV 5 MIB HEH O#nH
aZ e b7y NG VATl SNP R Ty T THIITARA v E—T O3

B4 ORI HONT
AFETIX, ApresialightGM200 U — X8 %2 THE@E | 7Y v | 7203 TAA v F ) ERELLE
7,

| LE IS USRS
=P —iF, AR ZFERT L LICED AN—FRU=TRHREBTHET LT XTOY T ho =T
LT, AYZ7 byzT7 00 Ed) IZELT, BTORRMHFICRIE L LD LW LET,

A7 by 2T OFERICERT D, £33V 7 by =7 OFHAAREIZE » THE U075 EBE,
TN R - BESE (NOEM - BRI T H80E, FEORE, FEEROBR, £
T OMDEFERELZ E 2, ZIUIRE SN 12O TiE, ZOFEEADRVWLDOE LET,

e KYTZ N xT RWMaL A, UN—R2 V=T Y7 Ty I+ AZ LT TEXE
A,

c KYTZ7 MU =T HARN—RU 2T NS5 8, £ AN—RY = T ITHAIA T TR
RELIANCTAY 7 b= T 2T 52 8, £SR3 ANN— R 27 TOFHEZHRNEETARY 7
=T EBETLZ LI TEEEA,

« KV T Y 2T TlE. AGRHCEH L TWAa~y ROLEYFFR—F LTHWET, Koz
<~ REAN LA O EIMEEES N A,

W PR Pk

APRESTA |Z. APRESIA Systems FRZE D B ERpGHE T4,

AccessDefender %, APRESTA Systems ¥R B EEpEHIE T4,

Ethernet/A —H% Xy M, BLETANLLE D RAAL ) RN—3 3 VRSO BERREE T4,
ZOMT 7 RAIE, SFTEH O, EI88MEE T,
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LIZU®DIZ | 1.1 AETORLICHONT

1.1 FETOREIZTDOWNT

AXPDREEHA

AP OFETLIZHOWT, LLFICRLET,

#=it FiLEA
KF av R, BLONRNTIA—FZ—OEHERTT, a~v FI74 0 TlE, R
FOLBVIINT A—F—ZEMIZATIL T I,

AU RIACNOER AT A—F—5R LET, I~ RETHIC, &
BROMEICE X HZ T EE, 22— —FZDNRT A —F —filZm A
WCHEHLET,

Courier 7 # v k

B2 Y —VORRFMEZ R LET, B, CLI <~ ROATE, A
Nllca<wy Rk T 5 H %2R~ LET,

KR (1)

DHDIZODOFE ST, WENPLIIHISNEREA,

AT Ry ADRERR

2~ ROANI 1SRG O EHEDOWA THMT 25t 5%, DLTNIRLET,

[A+EIL]

HEY g~ RNOBMEATRE/R R T A—X —& R LET,

BT AR command [parameterl]

2iEH parameterl /X7 A — & —PEMKAHE/R Z L AR L TWET,

{Fh¥EIM}

HEY Ay FNDOUHEANT A—=F—% R LET, avr Ry 7 ADKG
TIEAPFEIM MR & IR SNET, a~r REEFICETT LS9
21X, HERCRUI NIRRT A—=F—D I bLDO—DFIFETIHHLENH
£,

VUE TR command {parameterl | parameter2}

2B av REEITTHDICHE /2 /NT A —F —) parameterl, I X
parameter2 T 5 Z & A L TWET,

| HERR

E]:Y] a< RTHRERRER DO /NT A—F—% XU £7,

BT A command [parameterl | parameter2 | parameter3]

B! {FRFES N CTHERE DM EH SN D 56, MR CTREI NIRRT A—F—D )

LENL—2F2BRTLHMLERHY T, [AFMATHEHINLS
Gy UTFD3 20 a~y REERIZFEITTEET,

e command parameterl

e command parameter?2

e command parameter3
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LIZU®DIZ | 1.1 AETORLICHONT

[, [-]

E):D] RGNT A= — 5 GBIEETHZ L 2R LET,
UHE IR command INTERFACE-ID [, |-]
command VZAN-ID [, |-]
A NRIA—H— 5 BRIBETCEL LR LET, REEBTER— M~

H—T7 2 — AR VLAN DEBIRETCEHa~vr RCHOWLET, d5R%
BT 58451, 1,2,3 OXHicar~a2FHL XYY, HECEET
LZHAT 13 DL A T EERLET, /2, 1,357 DL oHic=
b T U EREGEHA L CRET DS E L ARETTY,

A RNA T UDHIE TAN—RAEZAND Z EIETEERA,
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LIZUDIZ | 1.2 AETOavwy FEHAOTEEE

1.2 KETOHavy FiiBAOEEHIEH

av FIAf oA F—7 ==X (CLI) THATE ST~ Toa~y NI, mBEpIcEE S, e

MKy SN THET,

AETIE, FI< RELTOMRTHIL THET,

Z4—/VFRHL | AE

H ) o~ ROMREZHRIIL £,

VB y A avy R BERawr NCBEN T bR TV ST RTONRT A =5 —%
RLET,

IRG R F VY ROFARTONRT A5 —OFMERI LET, STA—F— %
B BIETRE, MR E, RTA—F—OWERERLET, T, T
A—p =TT, WA, BIR. AL 7740 bRER EERLT
VT

77 %W b THHFREDT 7 4 1 MREEL ST A —F —fliaR LET, 2~y F&%

T3 DHIOREELEEREZ R L TWET,

a<vy RE—FR

o< REFTTELHE—RERmLET,
o<y RE— FOHBAIZOWTIE, 1.3 a2 FE—F] 22 L TL
7ZEu,

F7 4L

Ka<vwy RO2—W—FrEL L E R LET,

FEREDHA KFA

VLTS T, 3=y FOFEMARBH, BLa~r FofMy T 4%
m~LET,

il R H

#H 3~ FORIRFEZRLET,

Kavy ROEEFHERLET,

HRN—Ta v

Ka<wy ROXNHENA—a R LUET,

RG] Fa~r FOFETHZRLES, FEFITE— FORENPLa~ > N2 AT HETOET

Bz 5tk LTV ETS,
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LIFt®ic | 1.3 v RE—F

1.3 av>YFE—FK

av Y RE—FOEE

EEO CLI Tk, W< oo avry ReE— N2 TEET, a~vr FeE— NEMEB kI TED,
BESNTa~v REFEITLTCavry FE—FERBITLET, a2~ RE— N TITEE DR E DO
HEAEB/ETAHATEOHDO, @EOa~vy ROtvy R3S ET,

0y A VEZEOE— R, 2= =T A7 MRS ONTERHHELLICL > T, BUFOEL LN
IZRTESET,

¢« A—P—FHTE—F

« ¥HEFATE— R

2 — W —FITE— FERMHEFITE— NIL, FHELSARRR7E CR—OBBIZELET, 20 2
FEDOE— RERM L CTEITE— REFEOET,
FITE— ROBETORBEIZIZZa— S LEHEE— KRS 9, 2—F—FfTE— b a— UL
REE— NIIFBITCTET, FEL L 12 YL EOFFHEFATE— FICBATT 2 LERH Y £7,
77—V VREE— FbIE, TOMO FLOREET—F (=T =2—AREET— FRE) L
BT TEET, ZROD TOREE— NiX, —KBIZITY 7REE—NE LTI nES, ¥
TEHEE— NICOBEINIHEE— ROFIZLLFITRLET,

c TAUREE—F

e ACLEREE—N

» AccessDefender X EE— K

o« fUH—T 2 —AFREET—K

awy RE— REEHEL-LOFHAAX L TIORLET,

a<v v RE—F L~V | 3B

PG FE— R UL ERDVAT LRELET = v 7357200, RS
> FRRa~v U RICT 7B ATEET,

FRHEFATE— R L~UL 12 —HEROHIRN & D FEITE— KT, Ky oFEra~y
# RIZT7 72 ATEET, Fv b7 —27 RSV

EOMHERENEH <~ F2FTTE I8, B
BT 7 A A HER COEE L a~wy FIZEFTEXE

A,
UL 15 FrE—FCREESNLITXTOa~v FIZ7 7R
TEET,
=NV EE— R L UL 12 —HBOMIRN DD 71—V EE— T, Koo
(contig) RUERMER HATT 5 2 L TE 2, KNP TR
EE— R ~DOBITHLAIRETY,
LUl 15 7a—rIVREE — FTRE SN 2T~ ToBRER#RE
Ay FOET, BIOTARTOVTREE— F~D
BATAFATRET T,
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LIFt®ic | 1.3 v RE—F

A B =T 22— AREET— FOGBHZL TR LET,

a<w RE—F A

A B —T = —AHEE— R (port) WPRAR— FEEORE L, f5E L7oAR— F THEMS

(config-if-port) # AEE— T,

A B —T 2 —AFETET— R (range) WBAR — RO EZ, 5 L - #iPH O ER —

(config-if-port-range) # N CERT AREE— KT,

A B —T =2 — AR EE— K (port—channel) A= F ¥ XVEEORTEEZ., HEL-AR—FF¥

(config-if-port-channel) # I CERT HREE— R T,

AV H—T 2 —AREET— K (vlan) FIZ VA ¥ —3 BFHOREL ., F5E L7 VLAN A

(config-if-vian # 5 —7 = —ATHEMT BRET— FTT,

A B —T 2 —AFEE— F(12vlan) LAY —2 VLAN A X —7 = — AEH O E % Ll

(contigmif-lavian) THREE— FTT, WA v ¥ —7 = — AICHH
ZRETHEBICOMEA L ET

R—brA 23— —XOBITELREFZE

ARAEE TR — NERETAIREDOA X — T 2 —AORDEEFFHLET, WEAR— MNILTD
KL THELET,
s port A ¥ —Tx—A2=y h®ID/ZBE AT Y F®D ID/R— LD ID
e fUH—Tx—2A2=y FOIDIF, KEBOLESITFIZ 1 TT,
e 22X Anmy D ID X, REBOLZEITHFIZ 0 TT,
o A= b O ID [TEAR — M ST
o EPAFREECHIBIRE AT AL, 1/0/1-1/0/3 R 1/0/1,1/0/5 D L HIZHE L 7,

LTI, R—=11/0/1 DA ¥ —7 = —AFHEE— K (port) (ZBEBT L5012~ LET,
# configure terminal
(confiqg) # interface port 1/0/1
(config-if-port) #

VLAN A 32— x—RADBITERREAE

AEEBEBTVLAN A X —T 2 —AERETDHHEORIEEZHALET, VLAN A X —7 = — R ILLT
DEFLTHELET,
e ylanX (X |Z VLAN ID C. @71% 1~4094)

728, ITvlan 10) ® X 91 vlan & VLAN ID OFICEAAR—ANNERa<w > K, [vlanl0] O X
912 vlan & VLAN ID O & ZEF 2V LTFHNOIHZ T T D a~r R, MFOXTFY =% 0 f1F5a~
Y RBHY ET,

AR, VLAN 10 DA X —7 2 —AREET— F1an) ITBE T A2 R L E7,
# configure terminal
(confiqg) # interface vlan 10
(config-if-vlan) #
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LIEUDIC | 1.4 a~<wy RIA4 > OfE

1.4 A< RS54 008 E

AKIE Tl a~ 2> RASIOBBIEEERS show a2~ R TOERIEREZ —~HONKIZRET 2R R H
B2 IOV T LET, F/2, a~ UV FIA VOBECHEHTE 2~y FiRESF—. £
I — 2OV T LE T,

av 2 FANDOFEBEE

WIS AT OEAT
Av Y FOANOBEE, £Da~y FRR#ETE DiR/NROLFINDHANTLHZ EITEY, a~v
RXFFNIDAN N BT ENTEET,

Bl 21X, “sh ter” &) SUFHN A AT) U THEITT H L, show terminal =~ RAFEITINET,
# sh ter
Terminal Settings:
Length: 24 lines
Width: 255 columns
Default Length: 24 lines
Default Width: 255 columns
Baud Rate: 9600 bps

W([TAB] ¥ —IC LD a~y Rfise
av Y ROATEFRTITAB]F—%2 4 & ZORATERTE S5~ R 1 DOEAF, EY o=
~ 2 RICEFIS BEICHIE S E T,
Bl 21X, “show en” &\ ) LA AN T) L7=WRi sl CLTAB] ¥ — % L 7=35A& 1%, “show environment ” &
V) SCFRNCHiSTES IVE T,

# show en[TAB]F—HH T

# show environment

B[?] -2 KD~ THRE
(] —Z L 728A ., BIRATRER o~ 2 RIEMHSCNRT A—F =D~ VT RERENE T,
Bl 21X, “show m” &\ D LFHNE NS LIZBER T2 — %2 L7285A1%, “show m” LA CRIR A HER
TARTCOa~v Yy FEFNRERINET,
# show m[?]F—TF

mac-address-table mls monitor multicast

# show m

5] 21X, “show environment ” &\ 9 X FH|AE A JJ LKA TS —%2 ML 7Z%A1X. “show
environment “LABEICIERATRE/R /X T A —H — L~ LT RERENET,
# show environment [?]F—fF

health Display health status
slide-switch Display the slide switch status
temperature Display temperature status

\ Output modifiers
<cr>

# show environment
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LIEUDIC | 1.4 a~<wy RIA4 > OfE

RTfERH N EMHF

show 2 < RTCRRINDHMERIT, LTONRTA—Z—TT 4 NVE) T TEXET,
* begin FILTER-STRING — 7 4 VB —3FH & —ET HHEAIDOITT, BRzHmLET,
e include FILTER-STRING — 7 4 V2 —3LFH| & —HTHTXTOITEERRLET,
 exclude FILTER-STRING — 7 4 V2 —FF & —8T 517% ., BARLOERILET,

LAFIZ, show running—config =<~ K Thegin /N7 A —H —%fiH LI=EEDOHERLET,
# show running-config | begin interface port 1/0/17
interface port 1/0/17
interface port 1/0/18
interface port 1/0/19
interface port 1/0/20

# SSH

ip ssh server
ssh user userl authentication-method password

o — e S, P

LLFIZ, show running—config =< KT include /X7 A —X —% i L7=8BE5 0B %R L £,
# show running-config | include ssh user
ssh user userl authentication-method password

PAFIZ. show interfaces status =~ R Texclude XT XA —F —Z A LI-BEOHZRLET,

# show interfaces status | exclude not-connected

Port Status VLAN Duplex Speed Type

Portl1/0/1 connected 10 a-full a-1000 1000BASE-T
Port1/0/13 disabled trunk auto auto 1000BASE-T
Portl1/0/14 disabled trunk auto auto 1000BASE-T

Total Entries: 20

I5—Fve—T

EETEE I VW a~y REa—F—RNFET3 5 L, BELEIRCETIEANREREZ LT,
TIT—RAyb—UnEREnNET, RRINHIAREEOH LT — A=Y X &, LLFOFE
R LET,

TI—Avk—¥ B
Ambiguous command avy REFRTEDHNRNTA—F—DBANNESNEHEATL,
Incomplete command o<y REITICHERT R TONRT A= —RNEEINTIZ, avr

FRETESNFE LT,
Invalid input detected at | =~ RBRELL ANENFEFHEATL,

"marker
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LIEUDIC | 1.4 a~<wy RIA4 > OfE

[Ambiguous command] (HWEWRaA~vL R) =7 —X v bE—URHNEINAEZRLET,
# show v
Ambiguous command

[Mncomplete command] (R a~w R) =57 —Avbv—IU0B"HAOENLHE2RLET,
# show
Incomplete command

Mnvalid input...| EZHRANN...) =T —Avb—IURHAhENDHZRLET,

# show verb

A

Invalid input detected at “marker

v FimsR ¥ — & RoRHlEF—

a2 FANRHIAH TE 5 a~ 2 N F— O 2 IR L 97,

PmiE X — NE

Delete B — I NALED LT HHIER LT, ITORD OS2 LICBE L ET,

Backspace =Y IVDOEDOTFEZHIFR LT, TOEY OHSZEICBEIL £,

ERED JBIRE NNy 7 7 —HNORLH L a~y RobEEICFRHLEST, &5

Ctrl+P IZRTD a~ > REROH SIS, F—#EE2B VKL £,

TR ERAIF—Ta~r REROH LZHIC, BEASY 77 —KHND 1 O8H L

Ctrl+N Wwawy RIZRED £77, é%_ﬁbw:V/k TRDHITIE,. F—EEE
KL ET,

£ RHI H—=I N~ £7,

K REN H—INEE~BELET,

Ctrl+R ?%X%@ﬁﬂ%~$&i£%%~F%@@ﬁii¢ HAT— RO

BlX. TXA MO OHpELA~BELES, LEEXE—NOLS

i\EwT#xbﬁﬁLwT%xkfkiééﬂiﬁo

Tab gy ROF—T— NMEEEZITVET,

Enter a<w s REFEITLET,

Ay REATRICFR SN OWNAED 1 BEIZIE S R2WIEE, B FICERHIEFY —r"Fmsh x4,
B ZoRHE T — DWW 2 LU T IZEiak L E T,

R % — NE

Enter BAR—VRIT, FRORDITERRLET,
AR—2FiEn WA=V, FROWDN—V 2 FRLUET,
a BAN—TRIT, TRTOFEREERRLET,
Ctrl+C, Esc, Ffixq |k —Tic, a7 MIREY £,

WAL= FE I n A LT 5 & Telnet BUIMTENDZ ENH Y 9,
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2 CLT ~D#k: | 2.1 EE~OT 7 v 2 HE

2 CLI ~D#EHx

ZI%EA@?OtZﬁ%

KRIEBOBRECHRIEDT=DDOT 7 A FEZ, UUTOEEIH £,
. :l//w/le ~ T

TELNET |2 X 455

SSH (2 & % #¢

o Web 2 —H—A L X —T = — A TOHEHR

SNMP < % — 3 % — T D&

2D 55, TELNET F8 KON SSH (T K o 8akeix. LI HATRRRRE CTIXT 7 B AR T& £+ A, TELNET/SSH
TOERZITOIIE, DT 78 AFETER L CREEZEETI0E, RALNPOFETHEEDR
EECUIV R DVENHY 97,

F72. SNP v F— ¥ —COHEGETT 7 7 ARREZR MIB OEIIAEENEFOMED > bO—EHTHY |
GO KLERT N TOEEEZIT) Z LI TEEEA, SHIT, SNP v R2—2 v —n b OfEDL |
TIGHATREGER E T THY 2 M TE EH A,

ZDi, WEOPEOT 7 ATILEE, 22 Y —/ViR— MIX5D CLI ~O#H, & L<IE Web 7
TP —ZHH L7z GUI ~DEE 2 H L £,

HEEBOWEIP7Z FLR

ATEEIT, WIHRETIP T FLARLUTOREL— V> THBRESIN TWET,

WU IPT RLADOFENL—/L

W IP 7 KL ADEIE 1 XA MI 10 DETEE L, 254 b2 b 434 FETITEBEMACT RLAD T
L33 F& 16 #8610 U AL L 7o E CHBIRICERE SET,

JERE MAC 7 R LA FC:6D:D1:0A:0B:0C DA, #IH IP 7 FL 2% 10.10. 11. 12 & 720 £,

KEMMCT7 FLR .
FC:6D:D1:04, 108, :0C, [ 10,.10,.11,. 12

W73y hvwRA7
HT Xy h~A7E, BEERESE Y b (255.0.0.0) IZREINET,

WY IP 7 R L ADMERITIE

M IP 7 RLRIFZEED by TG AR TR D T )L RIZFEE S TWET, ?Nw@%ﬁ%

p@%;f%@w%é A=W U E—T 2 —ANBIEED MAC 7 R L AEREMHER L, RiENL—
VIt -» CTHEET A N TEXET,
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2 CLT ~D#k: | 2.2 HEE~DOT 7 & ZFH

2.2 BEEADT7 OV EAFIR

EO CLI O7 7 & AFNEZLL T C%B%i LET, Web 77 U —7% HW\WTEE D GUI I8 95 FIEIC
DN, V7 RN 2T = a T R ISR,

oY — L R— F TOEHR

HEEOa Y —)LR—F (RJ-45 R—F) [T A= —HEmMAREER LE T, NT A —F —R T
RKiE, RS-232C U 7 AAR—F A THEY, AT I 2L — 4 —%2FfHTE 2L ERH Y £7°,

PEE L RXT A —H —REM R T 5120%, ar Y —nr—7)v (—JF78 RJ-456 ax /7 X —T, b
)—HFMWAARRI DB-9 ax /X —) & HEEOaL Y —)LR— KL, RT A= —FREHRD RS-232C
U TR —MIFHALET,

a2y —ILiR— b (RJ-45)

avy—IiLy—JIiL

NS A—B—EFFEImR

WARATI 2L —F =D 70 NT A IZUTOLICHRELTLEZIN, B, =321 —v3a v
F— RABEIRTE 25A1E, IVI100) ITRRE L TL &V,

e« A—+L—F .9600 bit/s CEEEMEREIC LY AIZ)

s T—HXE :8bit

« A My Ew b lbit

e NNUTF 4 — SR L

o« T —iilfH el

INFGA—=H—REmMREIELSHEELTED, BHEEZANET, BEHF—F o ANmATI =
L—H =D 4 RUICERINET,

Boot Procedure 1.00.00

Power On Self Test ..ttt it ittt ieeeeeeeennanaanans 100 %

MAC Address: FC-6D-D1-06-CE-7D
H/W Version: A

Please Wait, Loading V2.00.00 Runtime Image .............. 100 %
UART init: 100 %

Starting firmware...
e~~~

Press any key to login...
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2 CLT ~D#k: | 2.2 HEE~DOT 7 & ZFH

TELNET/SSH T > #%#5k

T3 R 8 Tl TELNET/SSH THEET A Z LI TXFH A, HENCa A v HIERT v M L
DFBEEATHIMLENH Y F9, F72. SSH H— N —EREIL L HARRR E CIXER O 7=, SSH Tt
T B AL SSH P — N—EREDRE AT O LERH Y 7,

EDOEE X TELNET/SSH T CLI ([Z8565i 45 Z L1 T A, HEED LED O IRREZ: & THEE N
t%mTLt_&%%uLt%a\A7x A — am%$®m$i:1v & —7~5 TELNET/SSH ¢
B LT E &,

» Telnet/SSH O Kt v a 1% 8 T,

TELNET/SSH CHzi T 28418, HE & XT A — X —5%EWAN TCP/IP | Tl nlRE/2IRAETH D ML HE
Do ET, T A—F—FEMENS ping L HBUEMHRT A N2 EET LY, 2y hU—7 k
DOB|FEEZHERL T EEN,

FHTO CLI ~DEH

T2 TR, THRHERBE ORI 2 v Y — R — T CLTICHERET D BRO FIE R LET,

THRHEBERETIE. T 740 ha—F—TH ok Tadpro] BER SN TWVES, EEOEEINE
TLT, v A7 7k (Username:) BDERR SN 6, 77¢wkl~% THY s NEANTILT
074 LTLEEN, ZOT7H Yy MU NRAT— RERESNTOETADT, RATU— K71

v 7 b (Password:) TlX Enter Z AT L TL 72 &0,
Ethernet Switch APLGM212GTSS

Firmware: Build 2.00.00

User Verification Access
Username:adpro
Password:

Warning: No password has been set for this account. Please set a password for security.

#

FI7 )N ha—PF =T h 7 MIFHEL -~ 15 123%24 79 % Administrator 77 R THY, ZDOT
I RTRTA T DHEREETE— NICBITLET,

FRHESEITE— FClIE. & show =<2 FIZ & BORBEOR R, 77 A NVEEa~ 2 ROFEFT,
mmm&k@%y?fVX%®ZVVF®%ﬁ%ﬁ9_kﬂT%i¢

EEOREEZEETDHI0E, FHEFITE— R0 70— UL ET— K, BLUOREARICKIET D
Y TRET— NIZBITTO20ERH Y £,

FFHESZATE— R T configure terminal =~ RZF(TTH L, 7 —ULREE— NIZBITLET,

Ja— LR EE— ROSEEIE 7T a7 MY (configt TERAINET,
# configure terminal
(config) #

24/421



2 CLI ~O#ft | 2.3 u /A VREEL2—F—T H 7 hOEH

2.3 A4 ‘/ES{E&:L—'U’—TW‘J‘/ FDEHE

EED CLI ~OT 7 ¥ AFEEZEHRTH720100F, v /A VREL2—F—T h 7 NI E
TOMEND Y T4,

OJ4 URE

CLI v 7' A V% EIL, 2> Y —/LiR— K, TELNET, SSH %7 7 & Af@h] (74 VR TEhEh
MNACRRESINE T, B/ A UREIL, HED A BERENES) (T 740 ) OIWRRETIZLATO 3 &
HoWnWTnnsicin 4,

* no login: Z—% =4 LR TU— R&ffib/eva VA VEE

* login: password 2> RCTRELIZ/NAT—RNTOR T A UHIE

e login local: Bk L7-a—V—T hou o hToOrT A VRE

7277 L. SSHESE DS, Cour A RETH>TH SSH 2 — P —BETEEE SN TWNE 22— —T
o7 A /Té%gﬁ)% ) i‘j—o F7-. SSH :L“—‘"j_ N Sing®) j—%ﬂf;wunﬂzﬁﬁﬁx/\x U — ]\U\%@fa/\
07 UREOFBEIIZRINERA,

22— )LR— bk (line console)lX. = 7 #/L h T login local IZETESINTWVWET, Zoua s A
WRETIE, B L2 —HV =T 7 b Tax—HF =B 21T\, TH 72 M-S T - MR L
N Uz a~y ReE— RICBITLET, #lziE, 2—F =03 FHEL -~V 1 @ Basic User 7 h 7V

cCu /Ay LEEGAalE, FHEFEITE— RCIER 22— —FTE— NIIBITLE T,
Ethernet Switch APLGM212GTSS

Firmware: Build 2.00.00

User Verification Access
Username:example
Password: ¥ **xxxkk

>

TELNET/SSH 1Z5 7 # /L F C login ICREINTWET, o /A VR ETIX, password <> KT
B Li-a A RN AT —RE2a A URFICHERLET, a7 A AT — RR/EIN TR N
AEn A T A LN TEERHA, O ALV RAT— RIIF 740 F IS TELT., 0t

===

A VURELZET T B>, password I~ KTV A LV I/NATU— REREGETHNLERH D £97,

PLFIZ, SSH 5%t (line ssh) a7 A ViR E % login local IZERET HHZ R L FE T,
# configure terminal
(config) # line ssh
(config-line)# login local
(config-line) #

LA Rz, TELNET #56¢ (1ine telnet) @ password 1< RTCTHO/NRNAT — REREDOH Z R L £1,
# configure terminal
(config) # line telnet
(config-line) # password telnet pass
(config-line) #
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2 CLI ~D##E | 2.3 u /A vREba—PF—Tho o OB

A—H—Fho2 MRE

EEOv—Na—F—=Tho L ML, v A UFED login local IZIHEEINTWD T A L FERHIT
D CLI TOrZ A2, Web Ul vl A A NfFEHEINET, 2—F—T v ML, EEITHER L
NNV ERRETHI ENTEET,

ERINTODOFHEL L E FTRIDRLET,

BHEL)V | 2—F—THhour b | awr RE—F A

L~UL ] Basic User 2—HP—FHTE— K TRCD2—HP =T H 7 hD

T, KHEWEHEL LT, ME
RAROa~y REFATTEET,
FICEHEAOFRRa~v L N7 7k
AT HOIER L ET,

L~UL 12 Operator HrtEFEITE— R EO CLI THEATE & Ra~v
Fa—VREE—R | N, BIXUOREaI~YY ROREICT
HlRAS & REE— N IR ATEET, ¥X2VT 44—
HWOREIIITZER A,

L~UL 15 Administrator FRHESRATE— R BEEOCLI THEHATEX AT THa
JR—/NVEEE—R | v Mo, EHIRICT 7B A TE
EEOREE—F R

Bk L Tea—F—7 v FCERBIZR A 0TDE, RELEFHELVICE->T, 7 A %D
avy RE— RBREINET,

 Basic User 7 DU » ME, v/ A VI —F—FTE— NIIBITLET,

» Operator/Administrator 7 7 7 M, v 7 A VERIZFHEEITE— NICBITLE T,

a<y RE— ROZFEMIZHOWTIE, (1.3 a~<r RE—F] #2BLTLFE0,

HERTE— FADBIT

=P =FTE— RDORHEFIT—F— F~DOBT &, FHEL~LDZEEITIX enable =~ RaAfl
HALET, FHELVOEFITE, JFHIE U TRBITHREDRHE L ~/LIZk L THFHITIC enable password
EREL, BITRFIZARATY — RE AT HLERDD £,

7el2L, ar Y —)biR— FTEHE L TV D5 IZRHE L~ 16 OFFHEFATE— F~BITT 57— T

IX. enable password 23ERE I T < THRAITILARE T,
# enable

Warning: No password has been set for this privilege. Please set a password for
security.

#

F 72, disable 2~ R ETRHEL L EZ TITFA2EREEZITH>HED. NAT—RFRFREIN TV
THHAEETT,
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2 CLI ~D##E | 2.3 u /A vREba—PF—Tho o OB

A—H—=F7ho > FOERH

A=W =T AT FEAERT DG BRI LMER L ca— =T B0 R T CLL IZr A 7
L HEEHH LET,

=P =T WY FEAFRT 51213 username A~ AN L CTER L £, UTFIZ, Ta2—¥F—4
2 admin, FFHEL UL 15, /XA U — K2 passl1234) & [2—H—4 7 guest, FRHEL UL 1, /%A
U — KM passllll] O2—HF =T Hh 0 NEERT D62~ LE9,

# configure terminal

(config) # username admin privilege 15 password passl234

(config) # username guest privilege 1 password passllll
(config) #

Z OB DFEITHNEIZLL T TT,
» configure terminal =~ K& T L CTRHESITE— R 6 7 B — LR E T — NIZBAT,
e username 21~ RZFITL T, F2—V—=THh 7 F&1EL,

W, B LTce—F—7 B b (admin, guest) & IV T TELNET #f5t T CLI 7 7 & A3 A[BRIZ 72
L EB R LET,
# configure terminal
(config) # enable password pass2222
(config) # line telnet
config-line)# login local
config-line) #

(
(
Z OB DOFEITNEIZLL T T,

* enable password =T~ RZFEIT L THHEL UL 15 ~DOB{T/NAT — REZRE, ZD/NAYT—
REEE STV & —H—4; guest 2l L C TELNET T L 72 BSICRHESATE — NI
BATCTEEH A,

+ line telnet =~ K& 3E{T L T TELNET #:5: D 7 A R ET— NIZBEAT,

 login local =~ R&EFATL T, %M T2 74 U (2 OFITiX TELNET #¢) CHEEIc e 7
AT BRI, Bk L2 —W—T v hEERT S X ITHRE,

FROBEEITO L. LLTO#EY TELNET IZ X 85652179 Z N TXF4,
Ethernet Switch APLGM212GTSS

Firmware: Build 2.00.00

User Verification Access
Username:guest
Password: ¥ **xxxkk

> enable
Password : ****kkkk
#

Z OB DFEITHNEIZLL T T,

o TELNET THEiGIL C. HLLMER LTma—V =T H o b T2—PF =4 guest, /SAT— KN
passllll] T 7 A v, FHEL~LN | O2—HF =T h o hDizdh, n A o HBida—V—
FITE— NIZ7 D,

e enable 2~ NZFITL Ca—F —FITE— RO OFRHEEITE— REFFHEL -~ 15) ITBAT,
INAT— N7 7k (Password:) Tld, FibE L~ 15 (ZxF L CEXE L 72 enable password %
AT,
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3 A | 3.1 EAREa~ R

3 EFXEH

ARE T, EEOIREARN 2 BESCEEARROIREME 2 EOBEHEECHEHT AN~ FIZ
DOWTHBILE T,

3.1 EXigEa<UF

HEEOKEARN 2 BECHAT 23~ KO—E2 U TORIIRLET,

o< KR O RENTA—F—
enable enable [PRIVILEGE-LEVEL]
disable disable [PRIVILEGE-LEVEL]
configure terminal configure terminal

login (FFTEF—K) login

logout logout

end end

exit exit

help help

Fawy FOFEMZ L TICH M LET,

enable
HH FITE— N CHRHELVEZERELET,
VYT R enable [PRIVILEGE-LEVEL]
NI A—F— PRIVILEGE-LEVEL : ZZHEJ HHME L~ v % 1~16 OFiPHCTIRE L £9, 8
ELRWEA, LUV B B REESNET,
T7HNVE 7L
avy RE—F 2—P—FHTE— N, FHEEITE—R
F7F VR L)L LL ]
FEREDTA RTA Y | Ka~xy FiE, EITFHEL LV 16 OREEITE— NICBITT 57201248
HALET,
FHEL LN KD EDE— RABATT 256, BEILORHE L~ L
T enable password X E SN TWAMLERH Y £9°, 7=72L, 23V —
JVAR— R T CLL ([ZHERE L TRV . KL~V 16 OF— FICBITT 256
IZ enable password 23R E SN TWRL THLFEITTHZ EMTEET,
INAY— RPNEDRENTGES, Brndiie 7 4 — /L RIZRAT— R& AT
LET, RRAU—=KRKOANIZ 3 BIRKTHE, BIIEO LLIZEINLE
R
ERE
BEHERATE— R (BHEL UL 15) ICIBR T 5 Hika R L ET,
# enable
password: ***
#
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3 A | 3.1 EAREa~ R

disable

HH# FATE— N CRHEL L E TITET,

VUBE TR disable [PRIVILEGE-LEVEL]

NFGRA—H— PRIVILEGE-LEVEL : 22T HHRHEL ~NVZRE L £ T, FHRELRWEGA.
LoUL I BREESET,

T 7AWV H L

awy FE—NK =P —FTE— N, FEETE—R

FI7FV L L~UL ]

EHEDTAL KFA4

FATE— RCTHEMHEL NV E2 T D58 LET, 2RO RKHEL L
THRAT— KRB ESNTNTH, NAT—RFERINER AL

55 B

LUV 12 OFFHEFEITE— NIOERB T D HiEEa L ET,

# disable 12
#

configure terminal

HH 7a—r VR EE— RIZBITLET,
VIUEY TR configure terminal

INTGA—F— 7L

T 7+ b 3L

a<wy KE—F FHEFATE— I

F 74V R LR L~UL 12

EHEDTAL KFA4

FATE—F (BHERTE—F) Hb. 7 u— ARET— FIEBIT 57

DI L £,

5B

70 —VVREE— FICBB T 5 ik LET,

# configure terminal
(config) #

login (BfTE—F)

HE CLIizmZ A L2BLET,
VUoRv IR login

INTGRA—HF— 7L

T 7AWV H L

o<y KE—FR a—P—FTE— N, FHEETE—F
FI7FV L L~UL ]

ERLEDOHTA KT

a7 A R login local IR EHEICHOa—Y—T Hhy o v CrrA
VITAGEIEHLET, a A NIEIT A E D'y g LIk S
NET, Rl—o7rhyvohTcarsA03T5ZHAET, £n A
A login B L <X no login MFAETHEITTEET M., HERL~LD
ERLSMITFFEN R EITIH Y FH A,
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3 A | 3.1 EAREa~ R

it 1

a—H—4 lTuserl] TR I A TAHFEXZRLET,

# login
Username: userl
Password: XxXXxX

#

logout

HH HENOr 7T NLET,
VUEY TR logout

NI RA—=H — 7L

T7HNVE 7L

a<wry RE—FK a—YP—FTE— N, FHEETE—F
F7F VR L)L LL ]

EREDOHTARTA

EENOGr 7T FL Ty yarzlCET,

55 B

BT NS LGEERLET

# logout

Switch con0 is now available

Press any key to login...

end

HH avy RE—REFEITE— FEEE— NICBITLET,
VUE TR end

INTA—LF — 7L

T 7%V B 7L

avy FE—F FTRTCOavy ReE—F

F7F L)L L~UL s

ERLEDOHTA KT

Kavwr F2FETTHLE, BUEEDa~wy RE— R THAMNIEERR L .
FITE— RIIBITLET, HERL-NVVZEEINEE A,

it 1

A B =T 2 — AREET—

RERKRT L, FHEETE-FCRS HikzrLET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # end

#
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3 A | 3.1 EAREa~ R

exit

B R B EDavy RE—RNIBITLET,
VBT R exit

NI RA—=H — 7L

T7HNVE 7L

o<y KE—F TRCHOavw RE—FR

F 7 IV kL LL ]

ERLEDOHTA KT

BEOa~v Ly RE—RRhb, BEOavy FE—RNIBITLET, 2
I — NV EE— RCEIT LGS, 2~ RE— RBFETE— F(HE
REATE— MIZBITLET, K EOFITE—RFRTRa~v FEETL
e, BlEOtyvaryroun s 7y hLET,

55 B

A B —T 2 — AREET—

FERT LTI —LBRET— NICRD HikERLET,

# configure terminal

(config) interface port 1/0/1
(config-if-port) # exit

(config) #
help
HEY ANIVT VAT KO A RN L ET,
VUHE TR help
INTGA—F— 7L
VAP Wi 2L
a<wy RE—FR T_RTCoavy RE— R
FI7F+V L L L~UL s

ERLEDOHTA KT

help =~ RiZ, ~V T AT LAOEERHIAZIRME L £,
(=2 FHEDOEAZT 20 TIEH Y FHADOTIEELEE WD)
NIVTU AT AOMEIILL T 0@ Y T,

BEDa~y RIA LV THATE 2T _XToa~vr K2 X NRRT 58
B VAT LTS N T/ RAFgr~—0 (?) #ASLET,

FEDXFHNITHED A~ FOU A M ERRTLHAE, A~y RO—
EANN LRI 2 AFar~—2 (7)) Z AN LET, A LIEXFS
THEDLNTA—=F— FLIFEIEDN Y A MRS ET, V—F~ LT
LRI DHERE T,

A RONRTA—=H LB DY A N eRRTHHEAR, a~v R4V
T, NI A—=H—F 35180V Iy AT ar~—2r (?) AT
LET, T TICANILIEa~vy R, NI 2A—=F— BILOgHEIZE SN
T, YT DT RA—F =5 N Y A FFRRENET, a~v Fyr
B J ANV LTI D HERE T,
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3 A | 3.1 EAREa~ R

il FH A
help A~ FEMH LT, ~ T VAT LAOMBELRGHEZF T D HEEZRLET,

# help

The switch CLI provides advanced help feature.

1. Help is available when you are ready to enter a command
argument (e.g. 'show ?') and want to know each possible
available options.

2. Help is provided when an abbreviated argument is entered
and you want to know what arguments match the input(e.g. 'show ve?'.).
If nothing matches, the help list will be empty and you must backup
until entering a '?' shows the available options.

3. For completing a partial command name could enter the abbreviated
command name immediately followed by a <Tab> key.

Note:

Since the character '?' is used for help purpose, to enter

the character '?' in a string argument, press ctrl+v immediately
followed by the character '?'.

#

T— R~V THERAL T, Tre] EWVW) UFETHELI TR TCOREEITE— Ra~vr RaRRT5)
BERLEST, 72 AFar~—7 (7)) ORICATILEXFE, 22— —»Na~<r ROANEFHITT
X5k, ROavwr R ICHFRENET,

# re?
reboot rename reset restore

# re

aAv Y RV E I ANV T EHFRH LT, S0MIC AT LTz ip access—list DIRDEIE £RT D F
FEERLET, 7o AFar~—7 () ORNCATILEXFIE, 22—V —2RNa~< ROA&FITT
X519, MOa~ry RIoA ICHEFREINET,

# configure terminal

(config) # ip access-list ?

extended Extended Access List

WORD Access-list name (the first character must be a letter)

(config) # ip access-list
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3 AAEH | 3.2 HEFHF RN

3.2 HEFRERATUF

TEEARDOERCREOHR CTHEHAT 2~ FO—-EEZ LU TFTORIRLET,

a<w K

av s RENTA=F—

show unit

show unit [UNIT-ID]

show environment

show environment [fan | health | memory | slide—switch |
temperature]

show version

show version

show cpu utilization

show cpu utilization

clear cpu
utilization history

clear cpu utilization history

show history

show history

Ha~y FOFFMAZ LU FIZHHALET,

show unit

EE:D) VAT A=y hOFERER T LUET

VUOEYT A show unit [UNIT-ID]

NI RA—=H — UNIT-ID : f5#iad R T HEEZRHRE L T, AREETIIART A—F—
AT OHETH Y T A,

T7HNVE 7L

a<wy RE—F T_XCOavwy RE— R

F 7 IV kL LL ]

EHEDTAL KFA4

VAT LY 2= )VIIEHTHERERRTHaA T RTT, RTA—F—
ERELZOVESIE, 39X TOx=y NOBERPERINET,

& SD — FIE@IE, SD H— RAFASH TOWDREAICORFTR SN E
T, AF Y —FEB]"NVRAM” & LT SD & — ROFERNFERENE T,

il FH A
VAT A EDa=y FOERERTT 5 GEE R LET,
# show unit
Unit Model Name
1 APLGM220GTSS
Unit Serial-Number Status Up Time
1 ok ODT2H30M20S
Unit  Memory Total Used Free
1 DRAM 524288 K 124121 K 400167 K
1 FLASH 125937 K 33441 K 92496 K
#
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3 AAEH | 3.2 HEFHF RN

show environment

HHY FEEON— R =7 ORELEREOEHREZRRLET,

VBT R show environment [fan | health | memory | slide-switch |
temperature]

NI RA—F— fan : 7 7 OIRAEA Fo

health : 3E&E O EFME A2 FoR
memory : A FE U —DIREELZ FEIR
slide—switch : A 714 RAA v FDIRAEE FoR

temperature : & O PNERILE OIREL KR

VAP Wi 2L
a<wy REeE—F TRCOavwy RE—F
FI7F+V L L L~UL s

FEREDTA RTA 2 | NTRA=F—Z4EE L2WGAIE, TR TORBEOFHRIFRINET,

AFEY —DOWREEDFERIL Ver. 2.01.00 UUBETHR—FNLET, /2. 77
VOURBEIL POE MEFED A CHERIN T T,

it 1
BREEHR e £ T D HEERLET,

# show environment

Detail Temperature Status:
Unit Status Current Temperature

Fan 1 (OK) Fan 2 (OK)

Detail Memory-Error Auto-Recovery Status:

Auto Recovery Mode : Enabled
Auto Recovery Notification : Enabled
Fault Action Configuration : -

Unit Status Recovery Count ECC Uncorrectable Error Count

Health Status:
Unit Status Failure Code

1 Normal 0x00000

Slide Switch Status:
Unit Status
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3 AR | 3.2 MEEGY

ERoRa~< R

show version

HE HWEDOY 7 N2 T R—=V g UEREFR R LET,
VBT R show version

IR A — K — 7L

774V b mL

a<wy RE—F TRTCHOavy FE—FR

F7F VR L)L LUkl

EREDOHTARTA

EEfPOY 7 by 2T ON—=D g AFRERRLET,

55 51
HEON— g MNERE R

Y5 ik LET,

# show version

System MAC Address: FC-6D-D1-06-CE-7D

Unit ID

Module Name

APLGM220GTSS

Versions

H/W:
Bootloader:1.00.00
Runtime:2.00.00

show cpu utilization

H i CPU I MA R~ LET,
VBT R show cpu utilization

IR A — K — 7L

T 7AWV H 7L

o<y KE—F TRTOavr FE—F

F 74V L LUL s ]

EREDOHTARTA

EO CPUMEHRGHME 5. 147, BLO5 DB THERRLET,

5B

CPUfEREZF D HiEERLET,

CPU Utilization

Five seconds - 6%
Maximum - 78 %
#

# show cpu utilization

%

7

o
°

o\

One minute - Five minutes -

Minimum - 5
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3 HEAEH | 3.2 BEERFRaCR

clear cpu utilization history

HH CPUMERRZZ U T LET,
VBT R clear cpu utilization history
IR A — K — 7L

7 7 &V 2L

a<wy RE—NK FMEFATE— I

FI7F+V L L L~UL 12

EREDOHTARTA

CPU AR D Maximum THH & Minimm BEEH OEZ Y v M LET,

55 B

CPUMEH=RZ 7 U T4 5 G5EE R LET,

# clear cpu utilization history

#

show history

HE BfEOEyvaryTANLcavy RBEOY A MeFRRLET,
VUoBEY TR show history

IR A — K — 7L

774V b mL

a<wy RE—F TRTCHavy FE—FR

F7F VR L)L LUkl

ERLEDOHTA KT

ANjLlza~<y RiE, EBEICK> TSN TEY | N EEsRKa~ v
RCHRT 2 ENTEET, kS niza~r Rt Cirl+P £2F EX
I —%2 92 & T3 Z E B FHET, Al 2~ 2 RANEE IZFEOH
EnET, BENY 77 —0OH A XE, <2 R20 #TEETT,

5B

A ROy 77 Bz FRT 5 GEE R LET,

# show history

en
help
show history

#
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3 HAREE | 3.3 EAEEav Y N

3.3 EHEHEH O UK

EEAKOBEBHEH AT a~y FO—E 2 UTORIRLET,

a<w K

av s RENTA=F—

show running—config

show running—config [effective | all] [interface INTERFACE-ID |
function [MODULE-TITLE]]

write

write [memory [secondary]]

reboot

reboot [unit UNIT-ID] [force_agree] [cold]

clear running-config

clear running—config

reset system

reset system [factory—-default]

ping ping {[ip] TP-ADDRESS | [ipv6] IPV6-ADDRESS} [count TIMES]
[timeout SECONDS] [source {IP—-ADDRESS ‘ TPV6-ADDRESS} ] [size
LENGTH] [interval SECONDS]

traceroute traceroute {[ip] TP-ADDRESS | [ipv6] TPV6—ADDRESS} [probe NUMBER]
[timeout SECONDS] [max—ttl TTL] [port DEST-PORT]

telnet telnet {TP-ADDRESS ‘ TPV6-ADDRESS} [TCP—PORT]

Ha~y FOFFMAZ LU FIZHHALET,

show running-config

EL:8)

BHEDRELZFR LET,

VBT R

show running-config [effective | alll [interface INTERFACE-ID
function [MODULE-TITLE]]

795 R — B —

effective : 7 /N\A ADENMEIZEEE 5 X DR EDHAERT HGAITHE
LEd, BlxIiX, STP BELDIGE . STP BEIC- OV TIX disable stp 72
FIRFRE AL, ML STP IR 2R E TR RS NEE A,
all : 77 4V hDORTG A= —|ZHETHa~vr REgd, §3To=
v RREEZRRTHHAITHEELET,
interface INTERFACE-ID: ¥§EDA B — 7 = — ARG T DR E & For
UEd, INTERFACE-IDIE, LATFDOWTINND/NT A —Z—THELET,
o port: FEELTZA —H Xy FAA v FAR— MIBEHET L IHHZ R,
+ port—channel : /€ L7z R — hF ¥ R/ BET D E#H 2 FoR,
o vlan : fEE L2 VLAN A > ¥ —7 = — A ZBET B & FoR,

function : FFEDHEFEDRE A BT HLAIHELET,

MODULE-TITLE : iR € % Fmd HHEREEZBEE L £, Blx21X ICLI] o Lo
\CHEREA 2 R LFTANILE T, ANRTA—X—%2EKTH L, FEETE
HIERES DN —E CERREINE T,

T 7 4k

L

a<vy KE—FR

FitE 3 T2 — 1

F7 4L

L~V : 15

EREDOHTARTA

BUEEH D ORENEE R /T 53~ FTT,
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it 1
SUEDRENKEFKTT D HIEE TR LET,

# show running-config
Building configuration...

Current configuration : 1108 bytes

# ______________________________________________ —_——— —_
# APIGM220GTSS Gigabit Ethernet L2 Switch

# Configuration

#

# Firmware: Build 2.00.00

# Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved.

# ______________________________________________ —_———— _

# Date: Thu Jul 15 23:00:50 2021

# PORT

interface port 1/0/1
interface port 1/0/2
interface port 1/0/3
interface port 1/0/4
interface port 1/0/5
interface port 1/0/6
interface port 1/0/7
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

write

HH) BEOBRTENRERET 7 A NVICEZIALET,

VBT R write [memory [secondary]]

NI A—=H— memory : BUEDRENELRET 7 A WICEZIAL T T, RFIHDOIEEN

WS, BEOEANT A= =B LI-SAX. 7794~ —RE
T ANIEZAENET, 72, SD I— FITLHAEN EEXTHREFIN
1 (77 A V4 apresia—startup—config. txt) .

secondary : EX AL E BN LX) —RET 7 A VIR ELET,

F7 %V E 2L

awy FE—NK FMEFATE—

FI7F+V L L L~L ;15

FERHEDHTA RFA4 v | BIIEORENA % startup—config 7 7 A MZEXATra~ 2 RTT,

it B
BEORENRE T 74~ ) —RET 7 ANMTEZSRALHIEEZRLET,

# write memory

Destination filename startup-config? [y/n]: vy
Saving all configurations to NV-RAM.......... Done.

#

38/421



3 HAREE | 3.3 EAEEav Y N

BIEORTENEE T T4~ —RET 7 A M EZIADHEEZ R LET,

# write memory secondary

Destination filename secondary startup-config? [y/n]: vy

Saving all configurations to NV-RAM.......... Done.

#

reboot

HH) EEAZ PR L ET,

VoEY TR reboot [unit IN/7-ID] [force_agree] [cold]

NIRA—HF — unit (NVI7T-ID: BB T 255 ED2=y FOR Yy 7 2 1D Z#HELET,
ALEE TIIANRNT A =2 —%2MHT 2 0EITH D FHA,
force_agree : g5l 2 KO I ELE 2 MK EER T 558 12 E L %
K
cold: a—/L U 7 —FEFEITLET,

774V b 2L

a<v RFE—F FHEFATE— I

T 74 kL L~UL s 15

EHEDTAL KFA4

BB % PRI AT LE T, cold T A—F —ITLDHa—A R
TRt HEV 2= D KT A N—DEHRLE RGO T D E
‘g—O

5B

WELHES TS HEERLET,

# reboot

Are you sure you want to proceed with the system reboot?(y/n) y
Please wait, the switch is rebooting...

HEE 2 A BT S HEE R LE T,

# reboot force agree

Please wait, the switch is rebooting...

clear running—-config

HHY LEE DOBE DR ENE (running—config) ZHEL £,
VBT R clear running—config

NI RA—F— 7L

T 7%V B 7L

a~wy RE—F FMEFATE— I

F 74V R LR L~UL ;15

EHEDTAL KFA4

DRAM ZFRFF STV D EEE O BIE DR ENSA (running—config) Z#HET D
a<2 RCT, T RTOZENTIT THEHMFREOREICEY 3, $7-.
LEENICRFEESNLTWI a7 A vy b=V b HIBREnE T,
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155 431
PEE D running-config Z{HETHIHEEZRLET,

# clear running-config

This command will clear the system's configuration to the factory
default settings, including the IP address.
Clear running configuration? (y/n) [n] vy

reset system

HE VAT LADY Y b VAT AEROWEE, RF. EEOHES ATV E
7

VBT R reset system [factory—-default]

INTGA—F— factory—default : ¥ A7 A% TIGHMREOT 7 + /L FEEIZRTHEIC
fBELET,

7 7 &V b 3L

a<wr RKE—F FHEFATE— I

F 7V E L)L LUl 15

FEREDTA RTALYy | VAT E VY b T 5avr RTT, RENT 74V MIEY £,
startup—config 7 7 A L ~ORFEFH I EE N HEB SN E T,
factory—default /X7 A —% —%fHHT 5L, LLFTO7 7 A LBHIFRE
£

© VAT LAHNDOTRTORET 714V

« VATLHNOTRTOEF 2 VT 4 —f8GE7 7 AV

¢« VATLANOTRTORZBRIOI—ms ) —

« VAT LANOTRTOT— MER

155 51
VAT K THGHAREOT 7 4 v FEREICY By T HEERLET,

# reset system

This command will clear the system's configuration to the factory
default settings, including the IP address and stacking settings.
Clear system configuration, save, reboot? (y/n) [n] vy

Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...
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ping

B H ping #FEITLET,

VUBEY TR ping {[ip] 7P-ADDRESS | [ipv6] IPV6-ADDRESS} [count TIMES]
[timeout SECONDS] [source {IP-ADDRESS | IPV6-ADDRESS}] [size
LENGTH] [interval SECONDS]

INTA—HF— lip] IP-ADDRESS : 5645cR A R IPvd 7 RL A ZFEE L £T, ip OEIX
AMEFTHE T,
lipvB] 7PV6-ADDRESS : 564cR A N IPv6 7 RLAZIFETELET, IPv6 7
RLARY v 7a—H LT RLAEFRIF~YALFXRY AT RLADOES
1%, VLAN A > ¥ — 7 = — A ER % E 8T IPV6-ADDRESS % INTERFACE-ID @
FATHRETHILERH Y £9, ipv6 OF T ITEIEFIHETT,
count 7IMES : ping /347~ FOEEEIFE 1~255 O THELET, &
W U7 b AMEH S E,
timeout SECONDS : IS HZ A LT v M (FD) 2 1~99 Oo#iPHTHE L E
T, B LIS AIX L MRS £,
source {/P-ADDRESS | IPV6-ADDRESS} : ping /N4~ M T %2050
IP7 FLRAZBELET, AREETITHEHALEEA,
size LENGTH: ping /X7y hDOF —Z DY A X (814 ~) & 32~1,500 O
A TIEELET, A LZEAIL, IPvd OBATT 32 25, IPve DAL
100 28, fEHINET,
interval SECONDS : ping /347 v b OXERHINE (B) 2 1~3,600 O#iPH T
ELET, ALEGET L NMEHSLET,

774V b 2L

a<wy RE—F 2 —W—FITE— N, FEFITE—FR

FI7 IRV L~ .1

ERLEDOHTA KT

ping ZEF TEEIET HITIT, Ctrl+C F—ZM L T ZE 0,

ping 237y NOEETL IP 7 RL AL, %657 RLALFEL IP AN—T g
> (IPv4/TPv6) BMEH S E T,

5B

IP 7 KL A 172.50.71.123 DR A "I ping Z#FEIT7T D HikE R LET,

# ping 172.50.71.123

Reply from 172.
Reply from 172.
Reply from 172.

Reply from 172.
Reply from 172.

50.
50.
50.
50.
50.

71.

71

123, bytes=32, time<1l0ms

.123, bytes=32, time<1l0ms
71.
71.
71.

123, bytes=32, time<l1l0ms
123, bytes=32, time<10ms
123, bytes=32, time<10ms

Ping Statistics for 172.50.71.123
Packets: Sent =5, Received =5, Lost =0
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VLAN 110 f > X —7 = —AT IPv6 7 KL AN £f02::1 OKR A bsETIZ ping EITT D HEEZRLET,
# ping ipv6 ff02::1%vlanll0 count 2

Reply to request 1 from fe80::240:66ff:fea8:cfa2, bytes=100, time<1l0 ms

Reply to request 1 from fe80::201:2ff:fe03:400, bytes=100, time<10 ms
Request 1 received 2 replies.

Reply to request 2 from fe80::240:66ff:fea8:cfa2, bytes=100, time<10 ms

Reply to request 2 from feB80::201:2ff:fe03:400, bytes=100, time<l10 ms
Request 2 received 2 replies.

Ping Statistics for ff02::1
Packets: Sent =2, Received =4, Lost =0

#

traceroute

B i traceroute #FAT L £ 7,

VBT R traceroute {[ip] IP-ADDRESS | [ipv6] IPV6-ADDRESS} [probe MNUMBER)]
[timeout SECONDS] [max—ttl 77L] [port DEST-PORT]

INTGRA—F— lip] IP-ADDRESS : 55 A R 1Pvd 7 RLAZIEE L £ T, ip DEIT
AMEFTHE T,

lipvB] TPV6-ADDRESS : SIB AR A MDD IPv6 7 RLAZBTE L £, ipve O
W IFE I R RE T,

probe MMBER : v 7L D7 a—7%% 1~1000 OFFHCTIHREL £7,
AL EAIT 3 MERENET,

timeout SECONDS : WEZ A T w7 MR (7)) 2 1~65535 O TIEE L
T, AR LIS ™MERH SN ET,

max—ttl 77L: 35(E UDP 5 —& 75 LD KR TTL % 1~255 O#iJH CHE
LET, BMELIESEEIZ30 MEHSHE T,

port DEST-PORT : (55— % 75 AT S AH_—Z UDP e — &
% 1~65535 OFHTRHRELE T, #EFETSD UDP 57— 27 F L0 UDP 48
FR— FFEFIL, ARTFA—F—THRESIN-EFE2ELLE LT, HED
N1 o MESINET, AW L-SEAIL 33434 MER S E T,

T 7 4k 2L

a<wy RE—F 2 —W—FITE— N, FHEFITE— R

F7 4L LUl 1

R EDTA RF A | traceroute A~ REFETTHE, 40 NA FD UDP T—X 7 T LEffiff
L CRIBIEMOMELFIATLET,

traceroute ZIRHF CTEIET AHITIE, Ctrl+C F—Z2M L T 2 X0y,
ZDawy NOgKIEFRFFITRIEEEIL 3 T9,
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5 B
AR AR 172.50.71. 123 |2 traceroute 2 E473 A HiEA R LET,

# traceroute 172.50.71.123
<10 ms 172.50.71.123

Trace complete.

TPv6 AR A ~ 2001:238:f8a:77:7¢10:41¢0:6ddd:ecab |Z traceroute #EITT S5 HEZ R LET,

# traceroute 2001:238:fe8a:77:7c10:41c0:6ddd:ecab
<10 ms 2001:238:feB8a:77:7c10:41c0:6ddd:ecab

Trace complete.

#

telnet

BHY Telnet CHLOFT A 22T 7 A LET,

VUE TR telnet {/P-ADDRESS | IPV6-ADDRESS} [ TCP-PORT]

IRFGRA—H— IP-ADDRESS : RA N TPv4a 7 KL A2 EE LT,
IPV6-ADDRESS : IR A N D IPv6 7 R L A& HRE L £,
TCP-PORT : TCP FR— F & H-% 1~65535 OEIPFACTISE L ET, B LI5S
Tz O R—RTHD 23 AL £,

F7 %V E L

awy RE—F a—YP—FTE— N, FEFITE—FK

FI7F+ IRV L~ .1

EREDTA RFA Y |Telnet 7 74 7> MEREMEH L THHOT A AT 7EALET,

55 B
FIZFNIROR—F 23 ZFEHLTIP 7 FL & 10.90.90.91 |Z Telnet T T 5 HiExE < LET,

# telnet 10.90.90.91
Ethernet Switch APLGM220GTSS
Firmware: Build 2.00.00

Password required, but none set

#
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3.4 EH77AILEHaTUF

EENSEET D &, U7 — MERDPFHAAETNET, 77— MERIZIE, 7— M A=V T 741
ERET 7 ANDT 7 A NVARANEZIAENTEY, ZOHEREZZSHR L CEB Yo X 2D E T,
T b A A=V T 7 ANERET 7 AMITNENE D L F Y =T 7 A NERETDLZENTEET,
T ANVDEREICEID T IA~ ) —DOT7 7 ANABNEATERWGE, B XY —IZRES N
77 ANVERRHELTUBREED D ZENTEET, EH XU =T 7 A4 L b HtAIADRNGAE L,
HEENTICES TOWDARFTOAN T — " A=V ET 7 A AVDMERA SN ET,

T MERITRE T 7 ANV EITRRDBICRE SN TR, BHETLLELIIKBINET,

WEOEH 7 7 A NVEH I~ FELZNIIHIET DN T A= —D—HEUTORIIRLET,

a<w K A RENRNTA—F—

boot image boot image [check] URL [primary | secondary]

boot config boot config URL [primary | secondary]

show boot show boot [unit UNIT-ID]

erase boot erase boot

show startup—config show startup—config

configure replace configure replace {{tftp: //location/filename | ftp:
//username:password@location:tepport/filename} | flash: FILENAME}
[force]

show config show config differences SOURCE-URL DESTINATION-URL

differences

Fawy FOFEMZLLTICH M L £,

boot image
HEY T = A=V T 7 ANERELET,
VBT R boot image [check] RL [primary | secondary]
INTGA—F— check : 7— "M A=V D7 7 — LU =T IERERRTIHEICHEELF
T A=V a VRBELEFAORANG EN T T,
URL : 77— A A= T 7 ANDIRAL T 7 AN EASILET, LTFOD
WO EFEH LT,
o ci/URL : BEENTBIRTFINTNWDI 77 A LVERELET,
d:/URL:SD 1— RIZoHDHT7 7 ANVERELET,
primary : 77 A~ —T— A A—VIZHREL T,
secondary : T L H ) —T — A A—=VIZHRELE T,
VAP Wi T—=h A=V T 7 ANHY
gy RE—FR Ta— N VERETE— R
FI7F+V L L L~ 15
FREDOHTA FF A2 | primary F7-1% secondary /XT7 A —HX —%FRELRWESIZ., 77914~
V=T = A A=V L L TCHEITESNET,
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il FH A
LENTIRFEIN TSI 7 AN ETTA ) =T — MM A—VIRET D HEERLET,

# configure terminal
(config) # boot image c:/switch-image.had primary
(config) #

SDA—FRNDTZ 7 ANETITA~ ) =T — MM A—VIRET D HEERLET,

# configure terminal
(config) # boot image d:/switch-image.had primary
(config) #

BENBOTZ 7 ANETITAR) =T =" A=VIHEE L, A A=V T 7 A VDGR ETRT k%
mLET,

# configure terminal
(config) # boot image check c:/switch-image.had

Version: 2.00.00
Description: APRESIA Systems, Ltd. Gigabit Ethernet 12 Switch

(config) #

boot config

HE T— MER T ANV ERELET,

VBT R boot config UKL [primary | secondary]

NI RA—F— URL : startup—config 7 7 A /L®D URL Z AL ET, LLFOWTNDE
XEFHLET,

o ci/URL : BEENBIEFESNTNWDLE 77 AL ERELET,
o di/URL:SD H—KRiZHBH7 7 A NERELET,

primary : 77 A <V —RET 7 A WMIFEELET,

secondary : B AV —RET 7 A NMVITIRELET,

T 7%V B 7L
2wy FE—F Va— S EE—
F7 4V R LL L~L : 15

FEREDTA R4 | primary F7-1% secondary /XT A — X —ZIFELRWESIZ., 7914~
V—BRET7AVELTEITLET,

TIAS) =L v h L F Y —DORET 7 A NVPEPADT, HEENETICE
NIRFHTET 7 A NI GEIIE, T 74V MiRETREEILE T,

{4 -
TEENEIRFESNTWDE 7 7 AN E T TAS ) —RET 7 A NVE LTHRET D HEE R LET,

# configure terminal
(config) # boot config c:/switch-config.cfg primary
(config) #
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SDA—FRHNDTZ 7 ANETTA<)—KET7A/NVE LTHRET D HiEERLET,

# configure terminal
(config) # boot config d:/switch-config.cfg primary

(config) #

show boot

HH WLEDOT — MEHRERTRLET,

VUE v IR show boot [unit INIT-ID]

NRIA—HF— unit (NVIT-ID: B § 2HBEBOR Y 7 2 1D ZHE L ET, AEECIEHE
HLEHEA,

T 7+ b L

a<wy REeE—F TRCOavw RE—F

Vvl v ANz % LUL ol

ERHEDITA RTF7A4 lapresia—loader. conf] 7 7 A /WDBMRGFIN TS SD I— REFHALTZ
A, ZOT77ANLDT— MERLFREINET,

55 5
TEE CEBRCHE T AMRIERE A A —VREEERT D HEERLET,

# show boot

Unit 1

(Configured)

Primary boot image: /c:/imagel.had

Primary boot config: /c:/configl.cfg

Secondary boot image: No valid boot image.
Secondary boot config: No valid boot config.

*(SD Card)

Primary boot image: /d:/apresia-software.had
Primary boot config: /d:/apresia-startup-config.txt

Note: * indicates the used boot information.

#

erase boot

E]:3] EENO 7 — MEREHEELET,

VBT R erase boot

NG A —F— L

T 7% b 7L

a<wy RE—FK BrtEFEATE— R

FI7H VL Ll 15

EREDTA R4y | 77— MERDEIRESHRETIX, 77— MEBMAEZAENS SD I—F
BIEAINTW TR, BEEEFCNTOAE RN T — b A A —TURE
TrANERBELCEEZRAE T, 7 A VOEHEIC L D EENRK
EL BRLWEEICR 28NN H D T3 DT, THEELSZIN,
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i
HEOT7 Ty vahb 7 — MEREHEET 2 HEEZRLET,

# erase boot

Erasing the boot information in FLASH.......... Done.

#

show startup—config

B startup—config 7 7 A VONKEFR - LET,
VUBEYT A show startup—config

INTGA—F— 7L

T7HNVE 7L

avwy RE—F FrtE g7 — 1

VAP Wi 2av% LUl 15

FEREDTA RTA4 v | BHEOEBEEHFORTENELRRTHa~v L R TT,

155 431
startup—config 7 7 A W DONKEFXRT D HEERLET,

# show startup-config

# _________________________________________ ——————— e —_——— —_
# APIGM220GTSS Gigabit Ethernet L2 Switch

# Configuration

#

# Firmware: Build 2.00.00

# Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved.

# _________________________________________ R, —_———— PR

# Date: Thu Jul 15 23:00:30 2021

# PORT

interface port 1/0/1
interface port 1/0/2
interface port 1/0/3
interface port 1/0/4
interface port 1/0/5
interface port 1/0/6
interface port 1/0/7
interface port 1/0/8
interface port 1/0/9
interface port 1/0/10
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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configure replace

HH

HIFED running-config %, FEE LR EHHR CESHMIET

VBT R

configure replace {{tftp: //location/filename | ftp:
//username:password@location: tcpport/filename} | flash: FILENAME}
[force]

7S5 R —f—

tftp: : TFTP ——LORE T 7 A VOREHHZ KM L E 7,
//location/filename : 3XTET 7 A /LD URL Z4EE L 9,
ftp: : FIP Y —N—FEORET 7 A VOREHHZ XKML ET,

=L

//username:password@location: tcpport/filename : FTP H—/N— DR E
77 ANOURL ZHRELET,

flash: : EEWNCSD I — FORET 7 A LV ORERB A2 M L £9,
FILENAME : T 28RE7 7 A VEREL T,

force : ERETICHEHICESHMA ZRITLET, A LILAIL, B
B ERITT 20 EI DRI 2T n T ERFRENET,

F7 Ik

L

a<wy KE—F

KibERITE— R

FI7F+V L L

LUl : 15

EHEDTAL KFA4

BELEREY 7 A VOREFHRZMH L THED running-config % &
EHizDHa~ RTY, BIFED running—config IZHE SN E T,

55 B

TFTP ¥— 83— 5 [config. cfgl #& > @ — R L. running—config @\ &E¥ 2 2 HEZ L E9,

Executing done

#

# configure replace tftp: //10.0.0.66/config.cfg

This will apply all necessary additions and deletions
to replace the current running configuration with the
contents of the specified configuration file, which is
assumed to be a complete configuration, not a partial
configuration. [y/n]:

Yy

Accessing tftp://10.0.0.66/config.cfg...
Transmission start...

Transmission finished, file length 45422 bytes.
Executing script file config.cfg ......

FTP ¥—/R—/ & [config. cfg] # X v m— KL, running—config #Ezl7 L CE =M X 504~

Li‘a—o

# configure replace ftp: //User:123@10.0.0.66:80/config.cfg force

Accessing ftp: //10.0.0.66/config.cfg...
Transmission start...

Transmission finished, file length 45422 bytes.
Executing script file config.cfg ......

Executing done

#
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REZ 7 A Tconfig. efg] DORTEEHR 2 LT, running—config Z MR L CEEH X A%
LET,

# configure replace flash: config.cfg force

Executing script file config.cfg ......
Executing done

#

show config differences

HH 2ODBREHFTHRONEEIT L, TOESEFRRLET,
VBT R show config differences SOURCE-URL DESTINATION-URL
NRFGRA—H— SOURCE-URL : tedgoe DA U Ve ER S GXEF R 1) ikt 5b

URL Z#8E L ET, IRL DIERUTLLFONRT A—F —TRINET,
+ startup—config DA . startup—config DA HLEIZHEH L £9-,
* running-config ®¥FA . running—config DIFMRZ HLEZIZHEH L E 9,
« flash: [PATH-FILE-NAME] D56, F87E LToiE 7 7 A L Oz g
xtgE LET, HlxiE. c:/primary. cfg E AT LFET,
DESTINATION-URL : %V ) /v & g 25 Eff i REF|R 2) 55k S
NTWa URL Z#F8E LE9, URL OERXIT SOURCE-URL & R C T,

F7 %V E 2L

a<wy KE—F FFMESATE— R

FTFIVE L)L L~L ;15

EREDTA RFAL v |2 DOREFE®RGEFHR 1. XEFHR 2 ONELEL L, £ DA 2R R
LET,

RETEHR 2 IZRWVERENHEER 1 ITEENTWDIEEIL. FITOFRNIT
T 23S (1) BFEASNET,

REEHR L ITRWVERENHEER 2 ITEENTWDIIEAIL. FITOFIC~Y
A F2EE () BDFEASHET,

BRI -
2 OB BRI L, TOENERRT S e R LET,

# show config differences startup-config running-config

Config differences:

+interface vlan 1

+ ipv6 enable

+interface vlan 2

+ ip address 192.168.2.20/24
-interface vlan 1

- description INTERFACE VLAN 1
—interface vlan 2

- ip address 192.168.2.20/25
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4 774 IVEE

ARETIE, FBENHBO T 7 A NVEEICEET 2 2~ > RIZOW T L ET,

FEED CLI o7 7 ANVEMEa~ Yy REFH LT, 77 A 00 a B—C IR, ARTAEE O &%
FATTHZLENTEET, BELOBOICE /A v Lita—F—Dh L b F 4 L7 B —FL— b
T4L7 RU— Tc:/] TT,

AT, AR BBIHEIT 57— o A—U%, BBSOBIE ST A —5 —2EHRT 5
BIFRRE 7 7 A VO, BFEEEEZ FITT 2D T 2V AT L7 7 A A BHY £9, LITD
T ANVFI AT LT 7 AILD—ERT, copy 2~ R ED—EOT7 7 A NVfEa~ RThL Uk
TALZ P —ICReToA U T AL LTHEMT L2 ENTEET,

running—config : FEDIEE DEME/ RN T XA —FZ — 2 EHTIRET 7 1V

aaa—local-db : AccessDefender DT — /LT —H X— A

https—certificate : SSL Y— N—ZFHE

https—private—key : SSL H—/X— D Fh55 gk

VAT IHT 7 AT, BRETY L KR copy I~ R AL T EEEXEMEITH Z LT
TENR, 77 ANVOBESRCAMAEREZIT) ZLIXTEEHA, 77 A NVOHIBRIX., —H DY AT A
77 ANTHEHAOavy REFHTLHZ L CHEETHZENTEET,

T =" A—=VRRET 7 AT, VAT LT 7 ANLSND T 7 A LDFT, boot 2~ NIZLViE
ELTE 7 7 ANVPEHINET, boot 2~ RTHELLZIERIIZ AT LT 7 ANVD—DTHDLT —
far—F—CEBEZAEN, 7— b —F —CBEINT T — M A=V ELRET 7 A VTV AT A
77 AV ERRRICHIBRT D 2 E N TE R R T,

A1 BERXDO7A4IEBEEa<TUF

AR T 7 A N Ea <~ R ZITHIET DT A= =D TR UTDORITTRLET,

o< KR aw RENTA—F—

dir dir [URL]

cd cd [DIRECTORY-URL]

rename rename FILE-URL1 FILE-URLZ2

delete delete FILE-URL

mkdir mkdir DIRECTORY-NAME

rmdir rmdir DIRECTORY-NAME
access—defender access—defender erase [SYSTEM-FILE]
erase

more more FILE-URL

show storage media- show storage media—info [unit UNIT-ID]
info

Fawy FOFEMZ L TICHM L £,
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dir

HH T4V N —DOFE#RERRLET,

VUE VTR dir [URL]

TG A—F— URL : Rom T D7 7 ANVEINEIT 4 V7 M) —DARTZEELET,
T 74 b L

a<wy RE—FR FATE— N

FI7FV L L~UL ]

ERLEDOHTA KT

Kavwr NI, 74 vZ7 N —DIFRERRILET, 77 A VAETREL
AR, T ANDIERNERENE T, Ta L7 M) —EIRE LY
BlE. TALVIZ RNV —NOT7 7 ANRT 4 L7 U —DIFREFERLE
T, WTFRLIBELRWESIE, AL T4 L7 M —DEHREFRL
£,

it B

DL T4 Lo Y — ol lE RIS B EE R LET,

# dir

Directory of /c:

30656000 bytes total

1 -TwW 6972340 Jul 10 2017 09:48:30 imagel.had
2 -Tw 6912968 Sep 26 2017 16:06:43 image2.had
3 -rw 1615 Sep 26 2017 16:12:33 config.cfg
4 d-- 0 Oct 17 2017 02:55:21 system

(16565248 bytes free)

#

cd

H ) AV T4V M) —EEFELET,

YUE VTR cd [DIRECTORY-URL]

INT A= — DIRECTORY-URL : ZEH DT 4 L7 b —%fEELET., IHELRVWEA
X, AL b T4 L7 M) —MERINET,

T 7%V B 7L

a<wy FE—F FITE—N

F7F L)L L~UL sl

EHEDTAL KFA4

RKa<w R, v b4 v 7 M —%EELET 4 L7 Y —IZEHE
LET, 4L 7 N —ZHEELRWEES, L T4 L7 MU —0DHE
KRR B TR L ET,

it 1

B hTF 47 M) —%F 417 M) — lci/log] \ZEWT S HEEZRLET,

# cd c:/log
#
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rename

HH TrANHEERLET,

YUE VTR rename FILE-URLI FILE-URLZ

NFGRA—H— FILE-URLI : 2% EE+ 257 7 A /LDRL ZEELE7,
FILE-URLZ : 7 7 A WA ZEHEAL D URL Z45E L £ 7

VAVE i) 7L

avwy RE—F FEFATE— R

F7F L)L L~UL ;15

EHEDTAL KFA4

RKa<w RiE, 77ANVADOEEZITTWET, BR257 4L 27 M) —D
URL Z$8ET D E 7 7 A NVDOBEN ZITWET,

5B

B T4V FU—D7 7 AL [doc. txt] % [test.txt] TV RX—2LT D HEEZRLET,

# rename doc.txt test.txt
Rename file doc.txt to text.txt? (y/n) [n] vy

#
delete
HE T ANEHIBRLET,
VBT R delete FILE-URL
NRIA—F— FILE-URL : BIBR$ 257 7 A LV DOAHTZHE L E T,
F7 Ik 7L
o<y RE—FK FRHERITE— K
FI7FV L L~UL s 15

ERLEDOHTA KT

Ka<wr Rt f8ELEZ7 7 AV ZHIBRL £,

5B

N—brT 4 L7 FU—D7 7 A [test. txt] ZHIBRT D HEEZRLET,

File is deleted.
#

# delete c:/test.txt
Delete test.txt? (y/n) [n] vy

mkdir

B TA4LV7 N —E{ERLET,

VUE IR mkdir DIRECTORY-NAME

NI A—F— DIRECTORY-NAME : {ERT 57 4 L7 b U —DRR L A4RIEEELET,
T 7AWV H 7L

a<wy KE—F

KibERITE— R

FI7F+V L L

LUl : 15

EHEDTAL KFA4

AKawr NI, T4V 27 P —%FERLET,
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i
By hT 427 FU—IZ Tnewdir] EWIZAFIOT 4 L7 MY —&AERT 2 HiEE R LET,

# mkdir newdir

#

rmdir

HH T4 L7 MY —ZHIBRLET,

VUE YT R rmdir DIRECTORY-NAME

NTGRA—F— DIRECTORY-NAMNE : HIB%3 %7 4 L2 b U —DNRREAFIEIRE L E T,
VAVE i) L

awy FE—NK FMEFATE— I

F7F L)L L~UL ;15

FEREDHTA KAy | Ka~vr Rk, 74027 b —%ZHIBRLET,

il FH A
AV b T4 V7 U= Tnewdir] EWH T 4 L7 MY —ZHIBRY D HiEERLET,

# rmdir newdir
Remove directory newdir? (y/n) [n] y
The directory is removed.

#

access—defender erase

B AccessDefender O AT A7 7 A )VEHIBR L E7,
VBT R access—defender erase [SVSTEM-FILE]
TG A—F— SYSTEM-FILE : {§ET DV AT LT 7 A NVERELET, LLFD/RT A —

Z—DWTNhEMHTEET,
» aaa—local-db : AccessDefender T —H /LT —HX—R 7 7 A )L & IHE
TEHEAICIEELET,
« ssl-files: i SSL 7 7 A L& F 7 1 — R4 BRI SSL H—/3—FE
BAE. FAEgE, BX ssl-gencsr a2~ REfEH L CTAMRENZT 7
ANEEETHEAEELET,

77/ b 2L
avy FE—F FEHEFATE— N
T 7 FNV LV L~UL: 15
FEREDODTA RTAY | XTI A—=F—ZFRELRWEEIE, T3TD AccessDefender D AT A
77 ANDBHIERENET,
B

AccessDefender DT X TDOIU AT AT 7 A NVEZHIBRT S HiEZRLET,

# access—-defender erase

Erasing Access Defender local database settings.......... Done.
Erasing SSL files in FIASH.......... Done.
#
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more

HHJ 77 ANVONEERRLET,

VBT R more FILE-URL

IRG A= — FILE-URL : &9 %7 7 A VO RL ZHE L £7,
T 74V H L

avy RE—FK FrHERATE—

T 7 &V LV LU ;15

ERLEDOHTA KT

Ka< o Rit, TFA NI 7 ANVONTEZFRRLET, 77 A4 VORNEID
IEHEDOHIRIATRER L FEN G EN TV DA, FHARY RAgEe vk -
ITZEEANERINET,

55 B

N—bF 4127 hU—® lconfig. cfgl 77 A VONFEFRRT D EERLET,

H o S S S

# PORT

interface port
interface port
interface port
interface port
interface port
interface port
interface port
interface port
interface port

1/0/1
1/0/2
1/0/3
1/0/4
1/0/5
1/0/6
1/0/7
1/0/8
1/0/9

# more /c:/config.cfg

p—————————— ————— e —_— —_

APLGM220GTSS Gigabit Ethernet 12 Switch
Configuration

Firmware: Build 2.00.00

Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved.

# Date: Thu Jul 15 23:00:30 2021

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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show storage media—-info

B R A N L=V D REERRLET,

VBT R show storage media—info [unit IN/T-ID]

NIRA—HF — unit (NVIT-ID: == bk ID Z4EFE L ¥, REETIIHEET 2 4ETH
DEHE A,

T7HNVE 7L

a<wy NE—F FITE—N

F7F VR L)L LL ]

EHEDTAL KFA4

Kawr FiE, YAT7 LA THAAERMBA FL—VOFRERRLE
EE

55 B

A R L—VOERAEFRTT 5 ke R LET,

# show storage media-info

Unit Drive Media-Type Size FS-Type Label

1 ¢ Flash 20w FFS
#
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4.2 274 )NaE—a<TUF

TrANar—avr RTlE, 77 A NVOHERLT v a— R, Xura— R EOBEEZITVET,
TrANat—avy REZNICKINTDHNRT A—=F—D—EE L TFTORIRLET,

avrk AT RENRTA—F—
copy copy SYSTEM-FILE {flash: [DEST-FILE] | tftp: [TFTP-URL]}
copy running—config copy running—config {startup—config [secondary] | flash: [DEST-

URL] | tftp: [TFTP-URL] | ftp: [FTP-URL])

copy startup—config copy startup—config {running-config | flash: [DEST-URL] | tftp:
[TFTP-URL] | ftp: [FTP-URL]}

copy flash: copy flash: [SOURCE-URL] {SYSTEM-FILE | flash: [DEST-URL] | tftp:
[TFTP-URL] | ftp: [FTP-URL]}
copy tftp: | ftp: copy {tftp: [TFTP-URL] | ftp: [FTP-URL]} {SYSTEM-FILE | flash:

[DEST-URL]}

copy primary—config copy primary—config secondary—config

secondary—config

Fawy FOFEMZLLTICH M LET,

copy
B H VAT AT AN Ea—LET,
VIRFY TR copy SYSTEM-FILE {flash: [DEST-FILE] | tftp: [TFTP-URL]}
INTGA—F— SYSTEN-FILE : A& —F A AT A7 7 A NVERELET,

e aaa—local-db : AccessDefender D —H /LT —HZX—RA T 7 { )L 2

E—LET,

* https—certificate : SSL & — _R—iFHHE 7y A/ LA a b — L F T,

* https—private—key : SSL — _—FhEHE 7 7 A LB I — L £ 7,

« attack-log unit 1: 7 ¥ v/ us%at™—L%7,

« csr—certificate : iEAFBHER 7 v A L Exab—LE T,

» csr-private-key: CSR fWE#H 7 7 A/ L &H2 a2t — L E£7,

e log: v/ 7y7ANEat—LET,
flash: : FEENBICEREZER L ET, 7¥ v 7 vl GERFEES R,
CSR B #E~ 7 A/, v 77 7 AV TIFHRETE £FH A,

DEST-URL : 2 E—D 7 7 A W/ A L ZHiafELE T,
tftp: : TFTP r—"—(Z7 v Fm— KL %7,

TFTP-URL : 7 7 A VDrkse% [//(TFTP %— "—D IP 7 KL A /IPv6 T
RLR)/ (7 ANNA T7ANV4)] | TRELET,

F7F b 2L

awy FE—NK FMEFATE— I

F7 3V bk LL L~ 15

EREDTA RFAL Y | KRa<wr RiE, VAT A7 7ANVOI—%{TWET,
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it 1

v 7' % TFTP $—,3—:10.1.1.254 {27 7 A ) [switch-log. log] CT7 v 7 r— K925 hEERLET,
# copy log tftp: //10.1.1.254/switch-log.log

Address of remote host [10.1.1.254]7?

Destination filename [switch-log.log]?
Accessing tftp://10.1.1.254/switch-log.log. ..
Transmission start...
Transmission finished, file length 45421 bytes.

#

copy running—config

HEY BIEOREZ 7 ANV Eart—LET,

VBT R copy running-config {startup—config [secondary] | flash: [DEST-
URL) | tftp: [7FTP-URL] | ftp: [FTP-URL]}

INTG A —F— startup-config : EBENFRT 7 7 A Licat’' —LET,

secondary : EH LV HF VUV —RE 7T 7 A NMIat’—LET, KAT a3 %
BELRWGERII T 74~ —RET 7 A MICab— LT,

flash: : ZENEICBUEORE Y 7 A VOERERFELE T,

DEST-URL : (RIFHD T 7 A NWRAL T 7 A NAERELET,

tftp: : BEEDOHRE T 7 A V% TFTP — =27 v 7 — RN LET,
TFTP-URL : 7 7 A ND5kbe% 1//(TFTP $—/3—@ IP 7 KL A /IPv6 T
RLZ) /(T 7 ANSNA Ty AN4) ] | THRELET,

ftp: : BAEDORE T 7 A V% FIP h—"—ZT7 v 7 u— R L% T,

FTP-URL - 7 7 A VDlnELw [//FP y—_N—a—HF—4): (2T —
R)Y@FTP $r—X—D IP 7 KL A/TPv6 7 KL RA): (TCP RA— ) /(7 7 A )V
INAL T rANE) THRELET,

F7F b L
avy FE—F FEHEFATE— N
FI7F+ IRV Ll : 15

EREDHTA RTAY | Aa<r FiE, BEORE Y 7 A /b (running-config) O =2 ' — &7\ &
9, startup—config A 7L a VERE LTCGA. write 2~ NEFLH)
EZATV, REERITSD V— FIcbEXIAEFNET,

55 5
HIEOHRTE T 7 A V% TFTP —,3—:10. 1. 1. 1 I 7 7 A /L [current—conf.cfg] T7 v 7 r— K45

HiEkERLUET,
# copy running-config tftp: //10.1.1.1/current-conf.cfg

Address of remote host [10.1.1.1]7?

Destination filename [current-conf.cfg]?
Accessing tftp://10.1.1.1/current-conf.cfg...
Transmission start...

Transmission finished, file length 1240 bytes.

#
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BIEORET 7 ANEE D o H ) —RET 7 A VKT 5 FiEE R LET,

#

# copy running-config startup-config secondary
Destination filename secondary startup-config? [y/n]: vy

Saving all configurations to NV-RAM.......... Done.

copy startup—config

HEY EEEGERE 7 7 A Ve aE—LET,

VBT R copy startup—config {running-config | flash: [DEST-URL] | tftp:
LZTFTP-URL] | ftp: [FTP-URL]}

NG A —F— running—config : BAEDRTE T 7 A /M KM L F T,
flash: : ZEENTICBIEDOKE Y 7 A VOB EZLRF L E T,
DEST-URL : {RAFHD T 7 A NIRAE T 7 A N HIRELET,
tftp: : BIEEORET 7 A V% TFTP r—_— |27 v 7T u— K LZE7,
TFTP-URL : 7 7 A )V D#nkde s [//(TFTP ——® IP 7 KL A /IPv6 T
RLR)/ (7 ANNA T7AN4)] | THELET,
ftp: : EOERE 7 7 A NV E FTP —_"— |7 v 7 u— K L%E7,
FTP-URL - 7 7 A VDlnELw [//FP yr—_N—a—HF—4): (2T —
RY@FTP $r—X—D IP 7 KL A/TPv6 7 KL A): (TCP RA— ) /(7 7 A )V
INAL T rANE) THRELET,

774V b 2L

o<y RE—F FFMESATE— R

FI7 IRV Ll : 15

EHEDTAL KFA4

RKa<wr Rix, BFREZ 7 A V22— L %7, runninig-config A
TarEEETLHE, BUEORET 7 A MM L ET,

it B

B E 7 7 A NV BAEDRE 7 7 A VIR 5 5ikE R LET,

# copy startup-config running-config

Destination filename running-config? [y/n]: vy

Executing boot-up configuration ......

Executing done

#
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copy flash:

HH

EENO 77 ANV Ea— L ET,

VBT R

copy flash: [SOURCE-URL] {SYSTEM-FILE | flash: [DEST-URL] | tftp:
LZTFTP-URL] | ftp: [FTP-URL]}

795 R—f—

SOURCE-URL : =2 & —567 7 A /L@ URL =5 E L £7,
SYSTEM-FILE : 2 ¥ —Gt7 7 AN E VAT AT 7 A V@A LET, T
DYATET 7 ANERETHIENTEET,
o aaa—local-db : AccessDefender D —H /LT —H X— X7 7 A JL|TTH
HALET,
+ https—certificate : SSL V— S—3EAECEA L £,
+ https-private—key : SSL V— N—FAEEIZHEH L9,
+ running-config : FAEDREIZEMH L £,
+ startup—config : EENFREICEH L E1,
flash: : EEONEICERLZER L F T,
DEST-URL : 2 ¥°—2%:7 7 A VD URL ZfE L E T,
tftp: : TFTP —_—7 v 7 u— KL £,
TFTP-URL : 7 7 A )V D#E%Se% [//(TFTP H— 8—D IP 7 KL A /IPv6 T
RUVR)/ (T 7 ANINRA, T7AN4)] | THRELET,
ftp: : FTIP Y — =7 v 77— KL £,

FTP-URL - 7 7 A NVDlnELw [//FP yr—N"—a—HF—4): (2T —
R)@(FTP %— S—@D IP 7 KL Z/IPv6 7 KL &) : (TCP R— K) /(7 7 A )L
INAL Ty ANg)] THRELET,

T 7 4k

L

a<vy KE—FR

FitE 32— 1

vard AN 2 %

L~V : 15

ERLEDOHTA KT

AKa<wr RiE, EENFOZ7 7 A LDOA—5{FNET, a—EE %
TAT 7 ANTHRE LIZSGS, a8 =7 7 ANV AT AT 7 A VITTHE
HENnET, 2 —%N startup—config DS, 7 — MEROE XM
MTbi, a~r RERIO T T4~V —RET 7 A VOTHITEFE SN
FH A,

flash: A7 v 3 o Cid, BEATICaY -7 7 A VOEBEER L E
T, EEXZITHOLIITEERA, tftpi AT a v, ftpi A7 a v
TIL., TFTP/FTP —R_"— 27 7 A V& T v 7 a—RKLZE7,

it B

N—r T4 L7 N —=D7 7 A/ [primconf.cfg] % [sample.cfg] |Za b —7F 5 ELEZRLET,

# copy flash: /c:/prim-conf.cfg flash: /c:/sample.cfg

Source filename [/c:/prim-conf.cfqg]?
Destination filename [/c:/sample.cfg]?

Copy in progress...

#
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copy tftp: | ftp:

HHY VE— R —NR—n0 7574V EX T a— RRLET,

VUBEY TR copy {tftp: [7FIP-URL] | ftp: [FTP-URL]} {SYSTEM-FILE | flash:
(DEST-URL]}

INTGA—F— tftp: : TFTP —R_—nH X4 on— L ET,

TFTP-URL : 7 7 A )V D#E%t%E [//(TFTP H— 8—D IP 7 KL A /IPv6 T
RLVR)/ (7 ANIRA, T7AN4)] | THRELET,

ftp: : FIP —R—mbH 7o — K LET,

FIP-URL : 7 7 A VDWEETE [//(FTP —_—a—P—£): (VRRA T —
R)@(FTP %— S—@ IP 7 KL A/IPv6 7 KL &) : (TCP R— K) /(7 7 A )L
INAL Ty ANG)] THRELET,

SYSTEM-FILE : # 7> a—RLIT7 7 A NVEVAT AT 7 A/VICHEALE
Ty UTFDVAT AT 7 ANERETDHI ENTEET,

e aaa—local—-db : AccessDefender D —H /LT — X X— AT 7 A JL|TTH
)EH L/\ijqc

* https—certificate : SSL Hh— S—GEBEICHEAH L £ 7,
+ https—private—key : SSL V- — —FAEHEICEH L £,
» running-config : BIEORTICEMA LET,
+ startup—config : EENFEREIZEH L £,

flash: : EENTIC 7 7 AV EX 7 ra— RRLET,

DEST-URL : ¥ 7> va— K7 7 A4 0D RL #48E L E T,

F7 %V E L
awy FE—F FRHEFEATE— R
FTFIVE L)L L~L ;15

R EDHA KF4 2 | Ka<r FiE, TFTP/FTP —R_R—nb 7 7 A Va2 X a—RLEd, &
AT AT 7 ANERELLEGAG, ¥Ura—RLET7 7 A NVEY AT A
T ANMIHEHALET, flash:F 7> a VEAIBELEZBAIZ. 77410
Ayrn—REFEITLET,

TFTP ¥—/3—:192. 168. 1. 110 7>& SSLZFRHE 7 7 A /L lcert.crt] X 7o ma— KL CEHT 2 Hik
BRLET,

# copy tftp: //192.168.1.110/cert.crt https-certificate

Address of remote host [192.168.1.110]7?

Source filename [cert.crt]?

Destination filename https-certificate? [y/n]: vy
% Importing certificate PEM file...

Reading file from tftp://192.168.1.110/cert.crt
Loading cert.crt from 192.168.1.110 (via Portl/0/24):!
[OK - 1403 bytes]

#
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copy primary—config secondary-config

B R TIA= ) —BEN T A NEED XY —EHB) T 7 A VIR L E T,

VBT R copy primary—config secondary—config

INTGRA—HF— 7L

7 7 &V 2L

a<vy RE—FR FRHEFATE— R

F 7 h L)L L~UL 15

FREDHTA RIAL Y | Rav o RiE, 7794~V —EB 7 7 A VORNEEED LX) —EE 7 7
ANVICEERALET,

TIAR ) —BEN T 7 AN EEH LX) —EENT 7 A MRS D EERLET,

# copy primary-config secondary-config

Success

#
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4.3 Ny TPy 7. YRAF7ARUF

Ny 7T v THRBE VA NTHREZEHT AL, BEICHLER T — MM A—UXKET 7ML, BE&
NV AT AT 74 VA —FE LT TRTP #—/3—X2 FTP $— —_ H AL SD B — FNIcERl a v —%
ER L CTIRE LTV, HHOWVIEIZEN LB T 7 A AN DL VAT AZBIALTZ0T5Z N TEE T,

Ny 2T o7 VARNTHREOMGBLRD 7 7 A VTLLF D@ Y T,
« 7 — kA A=V 77 AL BASENAME-sof tware. had
e startup—config : BASENAME-startup—config. txt
e running—config : BASENAME-running—config. txt
« TUBALN=Ta DT HFARNT 7 A /b BASENAME-system-name. txt
e SSHv2 RSA ##%}~7 7 A /L : BASENAME-rsa—key
e SSHv2 DSA ##%}~ 7 A /L : BASENAME-dsa—key
+ AccessDefender @1 —H L5 —H ~_X— R : BASENAME-aaa—local—db
o SSL HP— —ZFBHZE ; BASENAME-https—certificate
o SSL Y— "—Dfh#E 5 : BASENAME-https—private—key

BASENAME (X, Ny 7 7 v 7RIV A N7 OFEITHIC 22— —RBETDHI LT 4 vV ATT, T 7y
J AR 12 WFTHRETDHIENTEET, ¥/ 1 %270 [ BIOAR—RIT7 7 A V4ICHEH
TEEHA,

KT T7ANDNy 7T TR AR EENENMI L TEITSNET, —DD7 7 A VORI K
ML7ZHETH, R ORBIT5 ke iThbivET,

Ny 77 w7 LTe startup—config 7 7 A /WL, FEIRIC A TV —OFIHT — 2 B 53z b ol
NET, ZOBRORET 7 A NVETT 4 X —V 7 " TRETDZ EITHEL FHAN, WET
DYGENIANA TV —OfHT — 2 BRI D L 9 RREITA TR N T a3, B, Null ZHE)
FIZ AR — BT D &5 e, SfTa—RER—T2Z LIk VHlET—28»mhd Lo
PRI TN T I E N,

T XA MNEROERIGER T 7 A VERET 25 EI2IL, SdT7=— RILCRLF THRE L T Z 3V,

NI T v TEVARNTOa<y REZIIHINT H/NT A—H—D—EZ L TFTORIRLET,

a<ws R aAvw Y RENTGRA—F—

backup backup {tftp: [TFTP-URL] | ftp: [FTP-URL] | memory-card: [/PATH]}
prefix BASENAME [no—software] [no—access—defender]

restore restore {tftp: [FTP-URL] | ftp: [FTP-URL] | memory-card: [/PATH]}
prefix BASENAME [no-software] [no—access—defender] [reboot]

Fawy FOFEMZLLTICH M LET,
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backup

HH

SD 1 — RFE 7213 TFTP/FTP H— =X 7 7 v B EZT L E T,

VBT R

backup {tftp: [7F7P-URL]] | ftp: [FTP-URL] | memory—card: [/PATH]}
prefix BASENAME [no—software] [no—access—defender]

NG RA—H— tftp: : TFTP r—R—lc Xy 7 7 v F L ET,
TFTP-URL : 7 7 A )V D#E%Se% [//(TFTP H— 38— IP 7 KL A /IPv6 T
RLR)/ (7 ANNA T7AN4)] | TRHRELET,
ftp: : FTIP — =2 7 7 v 7L FET,
FIP-URL : 7 7 A VDunEde % [//FTP h—R_R—a—HP—4) (N2 T —
R)@FTP — "—D IP 7 KL A/IPv6 7 RL-R) 1 (TCP R— ~) /(7 7 A )L
INAL Ty ANG)] THRELET,
memory—card: :SD W— KiZ v 77 v 7 LET,
PATH : SD 71— R DS AZFBE L ET,
prefix BASENAME : N> 7T v T 7 7 ANDT VT 4 v 7 AEELFE
7,
no—software : f A —T7 7 A NVDONR I T v TFTEEKLET,
no—access—defender : AccessDefender B 7 7 A /LDy 7T < 7 H2E MK
LET,

774V b 2L

a<v s RE—NR FHEFATE— I

FI7 IRV Ll : 15

ERLEDOHTA KT

RKa<v s NE, 77— MMA—=V HET7ANV, VAT LT 7 A LO—F
N 77 v T aFITUET, SSL r— "—FEHE, SSL ¥ — N—FhE k.,
¥ X O AccessDefender a2 —H )LF —H X— A7 7 A4 L%, IPv6
FTP/TFTP H—/"—=TD Ny 77 v T a2 FuTH Z LN TEEHA,

55 B

SD 1 — RNy 77 v TR FATT 5 EE R LET,

#

# backup memory-card: prefix backupl

Uploading firmware image file (backupl-software.had).......... Done.

Uploading start-up configuration file (backupl-startup-config.txt).......... Done.
Uploading running configuration file (backupl-running-config.txt).......... Done.
Uploading system name file (backupl-system-name.txt).......... Done.

Uploading SSH RSA key file (backupl-rsa-key).......... Done.

Uploading SSH DSA key file (backupl-dsa-key).......... Done.

Uploading access defender local database settings file (backupl-aaa-local-db)....
...... Done.

Uploading SSL server certificate file (backupl-https-certificate).......... Done.
Uploading SSL server private key file (backupl-https-private-key).......... Done.
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restore

B TFTP/FTP — _—F 21X SD h— KB U A T2 EITLET,

VUE VTR restore {tftp: [7F7P-URL]] | ftp: [FIP-URL] | memory—card:
[/PATH]} prefix BASENAME [no—software] [no—access—defender]
[reboot]

INTA—HF— tftp: : TFTP r—"—In B U A RN T 2T L ET,
TFTP-URL © 7 7 A NV Oinkxaw [//(TFTP $—"—® IP 7 KL A /IPv6 T
RLVAR)/ (7 ANINRA, T7AN4)] | THRELET,
ftp: : FIP —R— B U XA N7 2 FETLET,
FTP-URL - 7 7 A NVD#nETLHE [//FP r—_N—a—HF—4): (2T —
RY@EFTP $r—X—D IP 7 KL A/TPv6 7 KL A): (TCP A— ) /(7 7 A )V
INA T rANE) THRELET,
memory—card: : SD H— Ko U A M T &2FETLET,
PATH : SD 71— R D#RIE TN A ZRE L £T,
prefix BASENAME : N> 77 o T 77 ANDT VT 47 A ANJLE
7,
no—software : 7— A A — DV A NT#ZEKLET,
no—access—defender : AccessDefender BIE 7 7 A /LD Y A N T A2EME L F
7,
reboot : U A N T RICEEZBEE T AHEEIZHEELET,

T 7 4k 2L

avy RE—F FHEFATE— I

F7 4L Ll 15

FERHEDHA RTALy | Ka~v R, 7— MM A=V, RET7AN, VAT LT 7ANLDY A
N7 &EITLET, SSL — "—FEBE, SSL — N—fhEHE, B IO
AccessDefender D ua—H)LF—HX—A 7 7 A L%, IPv6 FTP/TFTP ¥ —
N—TDUVARNTEZETHZLENTETEREA,
reboot NT A —X—ZFHTHE, URAMNTRICEEIIFEH LET, —
HWDOTZ7 7 ANTY A RNTIZRRLUIZSE, By eLrannEgT,

155 51
SD H— Kb U A RNT BFEITTDHHEEZRLET,

# restore memory-card: prefix backupl

Downloading firmware image file (backupl-software.had).......... Done.

Downloading start-up configuration file (backupl-startup-config.txt).......... Done.
Downloading system name file (backupl-system—name.txt).......... Done.

Downloading SSH RSA key file (backupl-rsa-key).......... Done.

Downloading SSH DSA key file (backupl-dsa-key).......... Done.

Downloading access defender local database settings file (backupl-aaa-local-db)....
...... Done.

Downloading SSL server certificate file (backupl-https-certificate).......... Done.
Downloading SSL server private key file (backupl-https-private-key).......... Done.
#
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4.4 SD h— FEEEOa<T UK

PEEOREIREZ SD 1 — FBFHA SN TV AEGA, EENTO 7 — MEHREI Y I SD I—RFRD7—
MEHRARELET, SD I—RIZT7— MERBGFELTWDE, ZOT7— MEREBBIZLTT—F
AA—TVERET 7 ANVEIRIRLET,

SD H—RiE [d:/) lev 7> FERET, copy av> Rigl D7 7 A MfEa~y REEALTY 7
ANDEZIABIREDIEEZRIT) ZLNTEET,

WEENSRT L7 — MEHIT [d:/apresia—loader. conf] T9, SD h— K& =2~ K copy boot X
backup clone 2~ R&FEITTHE, 7—HMEREZDOT7 7 A NVICEZIAKLET,

WSD U — RO Z1EE S

SD LED miHIE SD 1 — RDOIKEE L ZTHORWN T ISV,

SD 71— F&EHMMLT 5B1%, FATI6 T7 +—~ > FLTLEE,

T4 =<y ML SD I— FA—=I =KLV RFEINTND SD I— K74 —~v>y N7 vy =T %
THEAL SN,

SD H— REHHDOa< > REZIUCHIGT DT A—H—D—EEZ L TFTORIIRLET,

avrk AT RERTA—H—
copy boot copy boot
backup clone backup clone

disable store-tech—sd | disable store-tech-sd

no disable store—tech—sd

Kavy ROFEMELLTIZEHAL £,

copy boot

E i SD 71— RiZ 7 — ME#mEEZ AL LT,

VBT R copy boot

NI RA—=F— 7L

T 7 4k 7L

a<wy FE—F FHEFATE— R

F 7 FIV R L_L L~UL ;15

ERHEDTA RFA4 v | 7— MEWIL [d:/apresia—loader. conf| I[ZRFSILE T,

B
SD I — RIZ7— MEmaEZ AL HEE R LET,
# copy boot

Writing the boot information to SD card.......... Done.

#
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backup clone

H i SD H— NIZEEBED 7 a—r 7 7 A VEER LET,
VBT R backup clone

IR A — K — 7L

T 7AWV H L

o<y RE—FK FRHERITE— K

F 7 IV LL L~UL ;15

ERLEDOHTA KT

sa—r77AME T— MEREBDEEOEIEICKLERT XTDOT 7
ANEFFO—XDOT7 7 ANEETT, 7a—r T 7 ANV EFFD SD I— K%
A CRAXOROIEBEBIZHA L TRE T, Z7u—0 77 AV EERR LT
WHE LR CEELZ T2 X912 9,

Kawy R&EFETTHE, backup 2~ RIZE > TRy 7T v FEN5T
RCODT 7 AIVINT VT 4w 7 A Tapresial] T SD I—KRicav’'—In=
T, FlziX., 794~ —T—hrA A—L lapresia-software. had] T
SD 1 — RITHRAFSINLE T,

¥7- SD — K® lapresia—loader.conf| D7 — MEWRNEZ b, 7
FA~YV—T—hrA A —1F [/d:/apresia—software. had| &, 774~
U—RET 7 A WL 1/d:/apresia—startup—config. txt] &, FILENE
BINET, ZhIcky, BERFCZDO SD 71— RAFA I TV 5 HiE
X, 7 e — U nDMEEOEEEZ G &R Z LI £,

ETr7ANDNRy T v AIXENENHSL L TCHEITENET, 1 DOT7 7
ANDNNy 7T FIRIL T, FROVOT 7 A VO THIT L ET,

AN/ SD I— KiT lapresia-rsa—key| [lapresia—-dsa—key] 7 7 A
EET DHAIE. EEIZTNOD T 7 A MTE £ D RSA/DSA #xt %
B#ERICHE A LEd, F£72. lapresia—https—certificate] [apresia—
https-private-key] 7 7 A AWPMFET DAL, £7 7 A VD2 H SSL FE
ERL L UOWE#EDSBEINICA AR — S ET,

SEE IR D AMA m—A)L DB IE ARG LES, LT 7 A
)L lapresia—aaa—local—-db| ZEESRTAHZ Li1IH D A,

it B

SD h— Rz a—>r 77 A NVENERT D HEERLET,

# backup clone

Uploading boot information (apresia-loader.conf).......... Done.

Uploading firmware image file (apresia-software.had).......... Done.

Uploading start-up configuration file (apresia-startup-config.txt).......... Done.
Uploading system name file (apresia-system—name.txt).......... Done.

Uploading SSH RSA key file (apresia-rsa-key).......... Done.

Uploading SSH DSA key file (apresia-dsa-key).......... Done.

Uploading access defender local database settings file (apresia-aaa-local-db)....
...... Done.

Uploading SSL server certificate file (apresia-https-certificate).......... Done.
Uploading SSL server private key file (apresia-https-private-key).......... Done.

#
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disable store—tech—sd

HHY PR AETD SD T — R~DHEM AN — MEROEEIALEZEELL
£9. 774/ MIETIZIE, no BXEHEHLET,

VIEY TR disable store—tech-sd
no disable store—tech—sd

NI A—=H— L

T 7AWV H 2 (UM Z I K D SD B — ROFEZIAL D AIHE)

a<vy KE—FR

FHEATE— I

FI7F+V L L

LUl : 15

ERLEDOHTA KT

AAEE T, AMKHTHE O BUZZER STOP R ¥ % 5 MREEMLT D L. SD
T — RRFA SN TV DS IEEE O R — MME R A E X AT REREN
HYET, Aa~vr RaeMEH+5 &, BUZZER STOP A& VB LICES SD
A — ROEHiH R— MEROE AR ZEEILLET,

Ao RiL, Ver.2.01.00 LIETHAR— M LET,

it B

BUZZER STOP K% > B LIC L DA — MMEWRD SD — FEX AL EZEE LT 5 HEEZRLET,

# configure terminal

(config) # disable store-tech-sd

(config) #
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0 VATLEHE

ARETH, BEOVAT LAEHIZEAT 23~ FIZOWTEHRAL T,

5.1 7O AEHa< UK

CLI &7 7 ZADFREITa Y —/LAR— b, TELNET, SSH @ 3 FHENH Y . TNENDT 7 & A FB
(FA IR L TCT 7 A FIEERET DI EMTEET,

BEDTA HEINCH LT, T RBAFEST V7B ANLV—=LREDT 72 ARY) —%2ET 58,
line a~ Y REMFEHLTRHRERD T A VO T A VREE— RIZBITLET,

HED A FEEENEDOLHE. K74 VN TIRET 210 74 VRIEIT MA 22— L TERLET
AU ZFOFNLRRL 3, ILEO A BREDES (7740 F) OEEIE, v 7o UREREHE
RELET,

T RAERaw L REZNICHIGT DT A—H—D—EE L TORIIRLET,

2wy K Sl RERT A
line line {console | telnet | ssh}
login (T4 VRE login [local]

ET—F) no login

login authentication | login authentication {default | METHOD-LIST}

no login authentication

username username NAME [privilege LEVEL] [nopassword | password [0 | 7]
PASSWORD]
no username [NAME]

password password [0 | 7] PASSWORD
no password

enable password enable password [level PRIVILEGE-LEVEL] [0 | 7] PASSWORD

no enable password [level PRIVILEGE-LEVEL]

service user—account | service user—account encryption

encryption no service user—account encryption

session timeout session—timeout MINUTES

no session—timeout

show users show users

clear line clear line LINE-ID
show privilege show privilege
access class access—class TP-ACL

no access—class IP-ACL

ping access—class ping access—class IP-ACL

no ping access—class IP-ACL
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Ha~y FOFFMAZ L FIZHHLET,

line

HEY TAURET—RNICEBLET,

VBT R line {console | telnet | ssh}

NG A —F— console : T —HLayV— LRI A L EZHELET,
telnet : Telnet iR 7 A ' ZHELET
ssh : SSHUGAR T A EZfRELET

VAP Wi 2L

a<wy RE—F Ja—NVEEE— R

F7FV L)L L~UL s 12

EHEDTAL KFA4

TAVRET— NEBTHT-0Da~< RTT,

it B

SSHIKR T A v DIA VERET—RNIZEB L, TOT7 7R 5 2% [vty-filter] [ZHRETHHES

mLET,

# configure terminal
(confiqg) # line ssh

(config-line) # access-class vty-filter

(config-line) #

login (A4 VREE—NK)

HH AA BERE NS DIG AT T A VRIS T o u 7 A VEREATRE L T,

VIRFY TR login [local]
no login

NG A—H— login: 74 > ~DOu 7 A VEEL login (X TET HHAICHRELET,
local : 74 ' ~Du /A JFk% login local IZHET AL EICHEL
£

T 7% b

avV—)ILIA4rDa A FiET login local T,
Telnet & SSH DT A D wa 7 A > FiE1% login T,

a<wy KE—F

TA UBREE—F

FI7F+V L L

LUl : 15

EHEDTAL KFA4

HE O MABBEN IS OGSl ae 74 U EE U T BIEELET,
e no login: —Y—£ L XRTU— R&ffb/vwn /A VERiE
+ login: password 2~ RCHELTZ/XAT—RTOBR VA VEIE
+ login local: Gk L7-2—V =T H U hTORT A VHE

login local LISt wv 7oA v HiETua 7 A v Licisa, 22— —13REL
N1 O2—HP—FTE— NIZBITLE T, login local DLEIL, =—
POV L~V D FEAITE— FITBITLE T,

SSH #6iTlE, Eonr A VFEETH SSH 22— —RETHEI N2 —
P S AT ALERHY T, F7-. SSH = —HF— 21T H v
PREHF AN ANRAT — RUANDGEIL, v/ A4 VREITIZRINET A,
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155 R
A=A —FDTAVREET— RNIIBITLT, v A U HiE%E login ICRET D HEEZRLET,
ZOHTIE, vl A v HDO/RAT— K% [loginpassword] IZFEEL TWET,

# configure terminal

(config) # line console

(config-line) # password loginpassword
(config-line) # login

(config-line) #

TELNET ¥4t D 7 A Vi EE— R TR 7 A » F{k% login local |\ZFXET D HikE R~ LET, WIHIEE
N ZDOREEBRAT D E, FIHIP 7 KL A~D TELNET #5603 FIHEIZ 72 0 97,

# configure terminal
(config) # line telnet
(config-line)# login local
(config-line) #

login authentication

HEo A HEBES DB BT T A LRI B0 7 v 3 E LE T,
F 7 4V MCETHEAIE. no BXEHEH L4,

VUBEYT A login authentication {default | METHOD-LIST}
no login authentication

INT A —HF— default : 7 7 4/ D FX (default) CiiET 2L AIZHEE L 9,
METHOD-LIST : $ifl+ 2w 7 A L 7RO H 8 E L E T,

e AAEREZ BN T D & KT A L HERIT default IZRRE SN ET,

awr RE—F TA UBREE—F

VAP Wi 2av% LUl 15

EAEOAA FTA aaa new-model T~ N T AAA HEREN BN/ B L, £ T 4 LFRDa 7

A VEREXITH a~ 2 K2 login =@~ K25 login authentication =
V/F’ﬁb@iﬁ AMA FEREZAZNICT D L, MM BV 2 — VAL

mun “‘j-‘—/\“—id’fﬂzjl/\ﬁ_munﬁjiﬁ%f'f% D fd: k ﬂffkl‘ Lﬁ_munﬁj‘ ) v (jj
KLY AR) DS TRV RBEERFRET 2 2 ENTEET,

METHOD-LIST <TlX. aaa authentication login =~ FTE&LZa /A
VHRERELET, default XTI A—F—%{FHTDHE, T 74T
BERSILTWD default EWH HFREBHEHLES, 0G5 2 I ¥
WIRBECTIE local (FE@EICBERINT-2—H—4 L XA T— R TEIE) D
HBEISNTWET, default OFAY XA FORY O —2 LTS 555
%, aaa authentication login default =~ K& L E£4, FEEL-
0 7 A AR REEGDOSGA . local &IRIEROEEEZITUVET,

il FH A
17 A REREICTT Y A b TCONSOLE-LINE-METHOD] ZfEH$ 2 L Hicar Y =T A v 2RET 5T
LEaRLET,

# configure terminal

(confiqg) # aaa authentication login CONSOLE-LINE-METHOD group group?2 local
(confiqg) # line console

(config-line)# login authentication CONSOLE-LINE-METHOD

(config-line) #
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username

E]:3] =P =T hHT U R, RELET, BERLI-a2—YV—ThU L &
HIFRT 5121, no B EHEH L £7,

VoEY TR username NAME [privilege LEVEL] [nopassword | password [0 | 7]
PASSWORD]
no username [NAME]

ING A —F— NAME = o—H — 2 % e K 32 CFCTHRE L E 7,
privilege LEVEL : 2—HF —DHHEL XU EEE L ET, [ETX AR
LULOHEIPHIEL 1~15 TT, NI A =X —ZAWE LI2GEITR L~V 1
NEHINET,
nopassword : XAV — R LD2—Y =T H v M EBETH5EIHEH
Li—g—o
password : T—YV —D/NAT— R&&eHK L £9,
0: A= REEXLTANTLGAICHEELET, /NATY— RidfHiKk 32
WFT, AR—RAZEGDDH T ENTE, KLFE/NLFREBENFET,
T: AU — RER LB TANTHIEAICEELET, AU — &
35 LFTC, RIXTF-E/NLFREBIENET, ZONRTFA—F—ZfHEL%
WA, NAT— R E LT S E T,
PASSWORD = Y-SCE T T St ST~ A T — RE A LET,

F7 %V E T 7 4 hax—H%— Tadpro] (NAT—K72L) NEEFEINTWVET,

FrME L ~L1T 15 T,

avy RKE—F

Ja—/VREE— R

vard AN 2 %

L~)L : 15

ERLEDOHTA KT

EEOR T A VRBAD A=Y =T H U M EBEKLET, BEkLIc2—
V=T o v ME, EEOr 7 A D login local (AAA MEZHEF) b
L<IT AA BEREN B Ca— T —Z R—2ADOFFEEAT ) HEICHERH &
NEJ,

Bk Lima—V—T o bhTarlAo358, BELHERLALTHE
ITE—FRIZBITLET, HlziX. 74/ h2—H— (adpro) THr T A
VLTEE . BREL UL 15 OFEFEITE— NICBITL £,

7 7 4/ b —H— Tadpro) (ZWAT 7 B AHORRI2T D> hDT=
W, FHEL~UL 15 THEFALTLSEIN, £72, X2V 7 0 —0E AN
O, EHRFZIET 74V b2 —V—ZHIRT 5 A HERLE9,

lap_recovery] X AT LI (13.1 HiMR) OO THEINTE
D, 2—HF—ZIFEHLRZNTLEE, 3 Y —biR— MIXD CLT #
BTCIX, ar A4 7ar7 MT lap_recovery] & AJ14 5 & gi#{b Lt
DB, v A0 T7hor e LTUIMERATE A,

55 B

admin &9 FEH L —F—4 L Tmypassword] &9 /"R T — REERT 5 HiEERLET,

# configure terminal

(confiqg) # username admin privilege 15 password 0 mypassword

(config) #
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password

B Y o 74 HFRD login DEPEOR T A R AT—RERELET, usA
VRAT — R&EHIBRT 512X, no BRXAFH L £,

VUEY TR password [0 | 7] PASSWORD
no password

NG RA—H— 0: XATU—=REELTANTLIHAICHEELET, AT — RidixKk 32
WFET, AR=RAEEDDHENTE, RXFL/NLENRXIENET,
T: NAU— RER AL TANTHEAICEELET, AU — &
35 LF T, REFLE/NLFREBESNET, ZORTA—H—ERELR
WA, NATU— RIRECE LT ENE T,
PASSWORD : V- 3CE T EHE S SN TS AT — REAT LET,

FI74F IRAT— RORERL

o<y RE—FR TAVREE—NR

FTFIVE L)L L~L ;15

FEREDOHA RSy | BETHRT A2 T—RiE, 2274 FRAD login OBAITHEH I
T, HIA CHEBTIHOT 7 A VN AT— REBREETE E7,

5 B
Ay V=T rDual A4 NAT— REERT A HEE R LET,

# configure terminal
(config) # line console
(config-line) # password 123
(config-line) #

enable password

HH FHEL NV OBIT/ XA — RERELET, NAV—FZ227 U735
%, no IERAMEH L £,

VOB IR enable password [level PRIVILEGE-LEVEL] [0 | 7] PASSWORD
no enable password [level PRIVILEGE-LEVEL]

NWIRA—F— level PRIVILEGE-LEVEL : NA T — R&GRET DRHEL NV EZE L £

T, WETE DHHELVVORMAIL, 1~15 TH, ZORTA—F—%HK
BE L7, FEEL~ULIE 16 & LT EET,

0: /XAU— REZELTANTLHEICHEELET, NATY— NEHEK 32
XFT, AN—REEHDH T ENTE, KXTFE/NXTFRRYISNET,

7: AU — REWFEXNCTANTIHACHEELET, SAT— Rk
35 WFT, RILFLNLFNXJNINET, ZONRNTFA—=F—%fELR
WA, SAT— RIZEc e LT s ET,

PASSWORD : Y-S FE 1213 5 SN2/ XA — K& AT LET,

F7FIV R INRAT— RORERL
a<v v RE—F Ja—/N)LEREET— R
FI7H VL L~UL ;15

FERAEDHTA KT A2 |enable 2~ RTRHEL LN EDOE— RIIBITT 5 & X ITHERT AT
NRAT— REFRELET,
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it 1

[MyEnablePassword] %k L~/L 15 T enable password Z{EfKd 5 iiEEZ R LE T,

(config) # exit
# disable
> enable

#

# configure terminal
(confiqg) # enable password MyEnablePassword

Password: ER R R R B R S S i

Current privilege level is 15

service user—account encryption

HE

NAT— RipEOvX 27 4 —FROEELEEINC L ET, Kbz
T AL, no TER A H L F 4,

VBT R

service user—account encryption

no service user—account encryption

INT A —HF— L

T 7% b 2

a<v v RE—F Ja—N)LEREE— R
FI7H VL L~UL ;15

ERLEDOHTA KT

X2 VT 4 —HFROEESNENCRD &, BEOREHFHROFOE
X274 —FHRO—F BIEX, 2= =T HU FDONRAT—RF
W) ARSI LET, o, KEEPANORETEEKLIZEX 2V
74—, F (AT 0) TAHLTHTH BEIRICKH 5L L TR
ERHRICKENET,

B o b SNTREBBRIT IR T Z LT TEEHAD, Yk EHRD
ANRHZHE AT T ZHBETHZECRIUEREZHAANATHZ ENTEE
T AEENAOEA . BREEHRIIAEBMNICX A 7 T ZE LTZE TR
PRSALET,

AERE TR B b SN2 EX =2 U 7 0 —1HFEHRIZLLFO@EY T,

s Z—W—THU L FDNNRAT—F

o NEL~ULEEIT/R AT — K (enable password)

s VA L/NATU— R (password 3= RKDO/XATU— R)

o O—NNT—ZRXR—=ZADHFET H 7> MEM (aaa—local-db user)

o MACFEBREDIFH/ XA T — K (mac—authentication password)

e SN\MP 2R 2=7 41—, ZA—7DlF#

*  RADIUS/TACACS+H— /3 — D A I B g1 ot
FLEABICESAEN TV DOREFBIL, Aa~r RO SLOXRITR
D EH A, Bz, show startup—config =~ R CEEIHRET 7 A /L
ERAT LA, EX 2 VT 0 —HFWROESC TR S AL TOIUTEC TR
RINET,

it B

/SAY — NI SALEREZ AT D HEZ R LET,

(config) #

# configure terminal
(config) # service user-account encryption
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session timeout

HH CLI IZL2BH@EL Yy a v DA A LT U MiEERELET, T 744
k OMEIZRTIZIE, no AR L £9,

VIUEY TR session—timeout MINUTES
no session—timeout

NFGRA—H— MINUTES : 2 A L7 7 N E CORZ P THEELET, 0 DEEITF A
LT b LERA, EOHPHIZ 0~1439 7 TY,

VAP Wi 3

a<wy KE—FK TAUREE— R

T 7 IV LL LUL 12

FERHEDHA RFGAY | KT 4 L FEMICK LT CLT OFHWEDE Y a XA L7 7 NS
FLES, BHEERL OEBEMENZ A LT Y NEEEZBL 5. HE)
Mice 77 LTy v arBDUranEd,

FIA MO 7 A ) FTAREITE Yy v a A A LT T MEICE -
TEDPYVET, FALT VIR 15, bLUIZA LTV FLRWES,

B AU FIAEEIE L T, A LTV RN 2506, n /A
FIAEEL 2 EITY, EhS OGS, v A ) I A BT 3 T
B

{4 -
BALT T RNLWEdicaryy— ey sa 2R ETHHFEERLET,

# configure terminal

(config) # line console
(config-line) # session-timeout 0
(config-line) #

show users

HH BAEDT 77 4 7 EHBEE y v a U EREFRTRLET,

VBT R show users

NG A —H— s L

T7HNVE 7L

a<wy REeE—F T_XCOavwy RE— R

F 7 IV kL LL ]

FHEDHTA RFGAL Y | BUEOT 7T 4 772 CLI BT 7 v A0 vy a U NEREERTLa~

KT,

B

TANTOEy v a AMERERTT O HIEEZRLET,

# show users
ID Type User-Name Privilege Login-Time IP address

0 * console Anonymous 15 3M14s

Total Entries: 1

#
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clear line

HH BAEDOT 77 4 7EHEEEy v a U LET,
VBT R clear line LINE-ID

INTGRA—HF— LINE-ID : Ol Dt wvvarnoA4 0 ID AN LET,
VAP Wi 2L

avy RKE—F

FrtEEITE—F

FI7F+V L L

LUl : 15

ERLEDOHTA KT

HEOT 75 477 CLI @7 7820ty a2kt sa~vy KT
7,

T4 ID X, Bty a UIMERSNZEZITT A Lo THEID Y
THbNET, show users I~ RE2EHA LTI/ ID 2B L. Ko<
YRTIAVIDERELT, €Ly a 20l 9,

SSHEB LW Telnet By > a v DOLEEIM T E4,

55 B

FA ey varEUIT S HEERLET,

# clear line 1

#

show privilege

B HIEDEMEL LA FoRr LET,
VUoBEY TR show privilege

INTGRA—HF— 7L

774V b mL

a<wy RE—F TRTCHavy FE—FR
F7F VR L)L LUkl

EREDOHTARTA

BHEORKHE L~ LA F T Ha~vr RTT,

5B

BUEDRMEL V2 FoR 5 ke LET,

# show privilege

#

Current privilege level is 15
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access—class

HH TELNET/SSH O 7 7 & 2 2[R9 % ACL Z245E L £9, #E L1 ACL Z ik
T 51U, no IAZMEH L ET,

VB TR access—class /P-ACL
no access—class /P-ACL

NI A—=H— IP-ACL : f5H#E TP ACL ZH8E L ¥4, ACL OE[EIL IP 7 FLATTY 7k &

ZFFA (permit) . H2DVMIHES (deny) T2 A MEREZERLET,

F7 %V E 2L

o<y RE—F TAUREE—NR

FTFIVE L)L L~L ;15

EREDH A KF A | TELNET/SSH DT 7 & 2 &R 5 ACL ZFgETHa~r KT, £7A4
FERNZHRKR 2 OO ACL WA T £9, ACL DNBEESNTWAES., &
UERN ACL ICH/RAIICE w R LA TR, 727 BRITEGINET,

55 51
Telnet BABADCLI 77 &A% 10. 1. 1. 1 IZHIRT A HFEEZRLET,

# configure terminal

(confiqg) # ip access-list vty-filter
(config-ip-acl) # permit 10.1.1.1 0.0.0.0
(config-ip-acl) # exit

(config) # line telnet

(config-line)# access-class vty-filter
(config-line) #

ping access—class

HH ping D7 7 & AZMHIMRT % ACL Z487E L £, F7E L7z ACL ZHIBRT 212
%, no IEAAMEH L £,

VYT R ping access—class IP-ACL
no ping access—class /P-ACL

NI A=F—= IP-ACL : ¥4 TP ACL ZFRE L ET, ACL ORIFIT IP 7 RLATT 7 & A

Al (permit) . F7-IXIEL (deny) T AR A MEWMAER LF T,

F7 %V E 2L

o<y RE—F Ja—N)VREE— R

FTFIVE L)L L~UL ;12

EREDITA RFA4 2 |ping DT 78 AZHIRT D ACL ZF5ET D2~ FTY, K220 ACL
FRETEET, ACL BWEEEENTWAEES. BHIAR2Y ACL IZHIRINIC
ty FLARTHE, 77 BRI ESSNET,

155 51
ping D7 7 A% 10. 1. 1. L ICHIR+ 2 iiEZ R L £,

# configure terminal

(config) # ip access-list ping-filter
(config-ip-acl) # permit 226.1.1.1 0.0.0.0
(config-ip-acl) # exit

(confiqg) # ping access-class ping-filter
(config) #
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5.2 3—=FIJ)LEBOTUF

F—IJNVEM A~ REZRICHIETDNTA—=Z—D—FELFTORITRLET,

a<w K

av s RENTA=F—

terminal length

terminal length NUMBER

no terminal length

terminal width

terminal width NUMBER

no terminal width

terminal length
default

terminal length default NUMBER
no terminal length default

terminal width
default

terminal width default NUMBER

no terminal width default

terminal speed

terminal speed BPS

no terminal speed

show terminal

show terminal

banner login

banner login cMESSAGEc

no banner login

prompt

prompt STRING

no prompt

#Ha~y FOFFMEZLULTIZHHLET,

terminal length

HH

BEOYE vy a  CHEINCERT DITREEELET, T 74V MIRET
WZiE, no B A LET,

VBT R

terminal length NUMBER

no terminal length

ING A —F— NUMBER - W2 R~ 9 HIT78AfRE L £d, #PHllX 0~512 T9, 0 2f5E
L7256, REBICET 2 E TERIIEIELEEA,

F 7%V b 24

o<y RE—F 2 —HP—FTE— R, FFHEFEITE—R

FI7H VL L~UL ]

EHEDTAL KFA4

AKa<wr RTIE, BUEDOE v v g o ClRBEICERT HITHEZHRELF
7,
0 USNDIEASE LT84, Bl2I1E 50 ZIBETAL., ZRIZ 50477812

EIELET, 0 238NI 5 &, EEITEGMICAZo— L LET (—HE
k721L) .

55 B
B C R~ DITHEE 60

(CEFES D GEERLET,

# terminal length 60
#
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terminal width

HH B/EDOE v a U COKBEED 1 ITOXTFRAERELE T, 7 74/ b
WZERTIZIE, no B EMEH L E7,
VoEY TR terminal width NUMBER
no terminal width
NFGRA—H— NUMBER = BHIZFRRT DT aaE LET, AR7RMEIL 40~255 T,
T 7V b 80

avy RKE—F

a—P—FUTE— N, FEFATE—F

FI7F+V L L

L~UL 1

ERLEDOHTA KT

Ko<y FCIEE, BIEOE® v > a Tl RBEmE O 1 {TOXFHEZHRTELE
T, FORENRROFRTIEORELBZD L, BRI OERPHT LD
TICERENET,

55 B

HWIEDOE v 3 D terminal width % 120 CRICEREG 5 HiEE R L E T,

# terminal width 120
#

terminal length default

HH CLI Ot v v a VBRI RBEE IR R T DITRERELET, 7 7+
VR OFREICRETITIE, no BXAMHL £,

VoEY TR terminal length default MNMBER
no terminal length default

NG A —F— NUMBER : B[\ ZFnd D178 &R E LE 7, #PHIT 0~512 TT, 0 2T
L7256, RKEBIGETHETCERMMEIELETHA,

FI7 Vb 24

a<wy RE—F Ja— LR EE— R

F7F L)L L~UL ;12

EHEDTAL KFA4

Ko< RTIE, CLI & v g VBRI RBEICERT 5178
(terminal length =~y RTCEETAEOMIM) ZELET, BIfE
DOy a rTEHERBENETA,

0 USNDEAIEE LT-a. 21350 58T 5 &, BaRIZ 0T8I
EIELET, 0 23BIRNT 5 &, EEITEGMICAZo— L LET (—HE
k721L) .

it B

CLI O% v 3 »BLERZ

SRR EC RN T HITH A 60 (AR 5 5 1EE R LET,

# configure terminal

(config) #

(config) # terminal length default 60
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terminal width default

HE CLI v a YBRGRFCOWmAKBE® 1 {TOXFHEEXRELET, 7
7 AV MIRETIZIE, no BXEHEHL £,

VIUEY TR terminal width default MIMBER
no terminal width default

NFGRA—H— NUMBER = BHIZFRRT DT aaE LET, AR7RMEIL 40~255 T,

F7F b 80

gy RE—FR Ta— N )VEREE— R

F 7 FIV R LL L~UL s 12

ERLEDOHTA KT

Ka<> RTlE, CLI Ok v v a VBIMBEEFTOMEKBHER O 1 170 LT
(terminal width =< RCEETHEOMYE) 2% ELET, BED
Ty g THEHKMEINERA,

FOREN IR DFRIBOREZ A D & R TZER 7 DR LWTIC
FREINET,

it B

HWIEDOE v 3 D terminal width % 120 CRICEREG 5 HiEE R L E T,

# configure terminal

(config) # terminal width default 120

(config) #

terminal speed

HH

2= R — b DR— - L= EFRELET, T 74/ FOREICET
T 51201%, no B AEHEH L F9,

VUOE TR terminal speed BPS
no terminal speed

NG A —F— BPS: a2V —NDAR— - L—F ety N (bps) THELET, XE
AIREZRE 1L 9600, 19200, 38400, 115200 O 4 Fi¥H T,

T 7% b 9600

a<wy KE—F

a— VR EE— R

vard AN 2 %

LUl 12

ERLEDOHTA KT

WROEESHE AR ETAa~vy RTT, 77 =P R— MEHRD LS
IZH A ZDOREWERE 2> Y —ABEETO CLI TRAT 25578 810 —
OISR — « L— N & B 5 LT,

55 B

YU TINAR— FDR— -

L — ~% 115200 (bps) ICRETAHEEZRLET,

# configure terminal

(config) # terminal speed 115200

(config) #
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show terminal

HH RED S — S TVBIEICHT HiFH st L &7,
VUBEY TR show terminal

NI RA—=H— 7L

T7HNVE 7L

o<y RE—FK TEOavy RE—R

FI7 )V kL LUL 1

EREDOHTARTA

BUED ¥ — I VREICET IR EF AT 5~ KTT,

(EELTIE
BUEDGAR T A > DR

RIENT A —Z =TT DI MERT T D hEE R LET,

# show terminal

Terminal Settings:
Length: 24 lines
Width: 80 columns

Default Length: 24 lines
Default Width: 80 columns

Baud Rate: 9600 bps

banner login

HH Af~m74/%/? VERELET, T ANV RFEEDOR T A N
—IZETIZIE, no B AR L £,

VUBEYT A banner login cMESSAGEc
no banner login

NG A —F— c v vailsy W) b mTAUNT=AyE—VDORXY) XFE
BELET, vl Ao RN —R v —JICXE 0 SCRITEATEEE A,
MESSAGE : =.—H —4 L XA T—Roua /7 A7 a7 FORHIZERR I
Lua g A R F—DONEERELET,

T 7%V B 7L

a<wy RE—F Ja— LR EE— R

F7F L)L L~UL ;12

EHEDTAL KFA4

AP =3 CLT IZT 7 B A LIBRCERREND B A U N T =2 WAL=
/I) x‘ﬁ_é o< F“/Gﬁ_o

A~ FTIL, banner login OIC, ZEH LX)V XFEATL, ZD
%Kﬂfﬁf/?WVKWkﬁéT%X%%MTi?OZEE@E@Di
FRRAET DRNCEITNITORISEE. N T —REE— RICA->TT$ 2
FOAND EECE E T, HHID E@J @ CFOEHIC Enter ZASITH L
S HANRR SN RICAT—RET— NITAD | ZOEEND T —
A —UKIKE R DT XA AN ZRBET L ENTEET,

%2, 2 HEOXE Y 5% AL, Enter Z A LCa~y REEST
LEd, KUY XFE, NP —RA v —Y0#HMERT XFE T, NF—
Ao — DI SRRV TEN BRI LET, 2 HHOKE ) CTFLE
DLFITT N TEHE L TUBLENET,
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it 1
BIA N —ERETDHHEEZRLET, KU FL LTy vagis ) BMEHShET,

# configure terminal
(config) # banner login # Enter Command Line Interface#
(config) #

RTANT—HRETDHHEEZRLET, KUV LFLE LTy vaiis @) MEAShET, =
DOFTIEXE Y CFEF AN L TOVET,

# configure terminal

(confiqg) # banner login #

LINE c banner-text c, where 'c' is a delimiting character
Enter Command Line Interface

#
(config) #
prompt
B CLI 7R T NaWAZ<A R LET, BT NaeT 740 MIETIC
I%. no B AL EF,
VUE YT R prompt STRING
no prompt
TG A—F— STRING : 3 AR <A AENT-7T a7 M ERTH XTI EEEL £,
LFHNOF SITHRK 36 SLFT, RINDHDIX 16 LFOHATT, FEEL
T FFETIILL T OKIE RIS E SN =T v 7 M2 D £,
« %h:S\MPT—2 = M4
%s : AL— R
o %% : %L
VAVE i) 2L
a<vy RE—FK Ja—N)LREE—NR
FI7 VL)L LL: 12
FERHEDHA KFALY |CLI 70T ha W AZSA AT Ha<v RTH, S\WP =—V = "M %
BELESS., BAID 156 XFOARERINET, 717 FORKER
SCFHIT 15 CFETT, FRELLOIFE, e T NORBOT &
LTERINET,
LFIFLLTO LY ICERESNET,
Y iYL ERLET,
o« TH I FRHE—P—L L ERLET,

5 R 5]
Administrator #EfRZfEH T2 7 m 7 h%& [BRANCH A [ZEHET 5 HiEa~LET,

# configure terminal
(confiqg) # prompt BRANCHS$sA
BRANCH A (config)#
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5.3 IPvd o< F

EEOEHEHEC A OMETHEHAT 2EEICHEHTSD IP 7 RLA, HDHWIE IPve 7 R L A%,
VLAN IS A v & —7 =2— A (VIANA v Z—T x—RA) FTRELET, VIANA X —T = —
AVIAEEE CIZ LT BRGRT D N TEET,

AL OHHRAETIZ VLAN ID:1 D VLAN A ¥ ¥ —7 = —AREER S, 7740 b 1P 7 FLARR
ESNTWET, #2255 VIAN f v Z—7x2—AFIZ IP 7 RLRAZHRETHICIT, T 740 D
VLAN A v X —T7 = —2A5HIBRLTH 5, 1ERK L7 VLAN T VLAN A v % —7 = — A5 BEET 5 0LE N H
nET,

IPvd a2~ REZRUCKHIGET HNRNTRA—H —D—EEZ LI TFTORIRLET,

vy K 2wy REAT A— g —

ip address ip address {IP-ADDRESS SUBNET-MASK | IP-ADDRESS/PREFIX-LENGTH |
dhep}
no ip address [IP-ADDRESS SUBNET-MASK | IP-ADDRESS/PREFIX-LENGTH |
dhep]

show ip interface show ip interface [INTERFACE-ID] [brief]

ip route default ip route IP—-ADDRESS [primary | backup]
no ip route IP—-ADDRESS

show ip route show ip route [IP-ADDRESS [MASK] | PROTOCOL | hardware | summary]

arp arp IP-ADDRESS HARDWARE-ADDRESS
no arp I[P-ADDRESS HARDWARE-ADDRESS

arp timeout arp timeout MINUTES
no arp timeout

show arp show arp [ARP-TYPE | IP-ADDRESS [MASK] | interface INTERFACE-ID |
HARDWARE-ADDRESS ]

show arp cache show arp cache [IP-ADDRESS [MASK] | interface INTERFACE-ID]

clear arp—cache clear arp—cache {all | interface INTERFACE-ID | TP-ADDRESS}

show arp timeout show arp timeout [interface Vlan VLAN-ID]

ip tftp source— ip tftp source—interface INTERFACE-ID

interface no ip tftp source-interface

ip ftp source-— ip ftp source—interface INTERFACE-ID

interface no ip ftp source—interface
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Ha~y FOFFEMAZ LU FIZHHLET,

ip address

HH

EEO P 7 FLAEZHRTELET, IP 7 FLZAOREXHIRET 554, no
XA LET,

VBT R

ip address { ZFLALEM%SS'SZ%WEYLMMSK’I IP-ADDRESS/ PREFIX-LENGTH
dhep}

no ip address []}LA[EMfSS'SZ%%%YL%MSK'| IP-ADDRESS/PREFIX-LENGTH
dhep]

INTGA—F—

IP-ADDRESS SUBNET-MASK : IPv4d 7 RLUAB LB #ETA IP 7% v b &
ASLUEST (I : 192.168.0. 100 255. 255. 255.0)

IP-ADDRESS /| PREFIX-LENGTH : 1Pv4 7 KV A, [/] 8. CIDR % k
U—ZEDNEIZ AT LET (] : 192. 168.0.100/24) |

dhep : DHCP TIP 7 FL 2% BB EE L E T,

T 7%k

VIAN 1125 74/ M IPT RLARERESNTWVWET,

a<wy KE—F

A B —T 2—AFHEFE— R (vlan)

F7 4L

L)L 12

EHEDTAL KFA4

Ka< RCIEE, BIEO VLIAN f X2 —T =2 —A RICIP 7 RLAZREL
£9, dhep A7V a v EFEH LSS, DHCP 2 LT IP 7 KL A% H
FES L £,

it B

VLAN 100 D VLAN 4 > Z—7 = —ATIP 7 KL A% 10.108. 1. 27 |[CERET D HiEx R LET,

# configure terminal

(config) # interface v1anl00
(config-if-vlan) # ip address 10.108.1.27/24

(config-if-vlan) #

show ip interface

HH VIANA v Z—T7 2—ZD IP 7 RLAIEREFRLET,

VIRFY TR show ip interface [INTERFACE-ID] [brief]

INTGA—F— INTERFACE-ID : TP 7 RV A AR R T D VLAN A ¥ —7 = — A X F{E
LEJ, AEBETITHRETL20ETIHD £ A,
brief : IP 7 F L AFHROMEF R E R T 2L GITHEELET,

VAVE i) 7L

a<wy KE—F

TEDa~vy RE—FR

Vel AN 2%

L~UL 1

EHEDTAL KFA4

Aa<wr NiZ, VLAN £ > Z— 7 = —ZADIEREFERLET, brief X5
A—B—HIEE LTEAIE, IP 7 FL2ZOMEFRE R LET,
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it B

VIAN f VX —T7 = —AD IP 7 RL A E#ERRT A HEE TR LET,

# show ip interface

Interface vlanl is enabled, link status is down
IP address is 10.243.34.123/8 (Default)
ARP timeout is 240 minutes

IP 7 RLUAOHMEREHRAEF T D HEERLET,

Total Entries: 1

#

# show ip interface brief

Interface IP Address Link Status

ip route default

HH

T 74N M— R EBEEELET, T 74/ b— M EHIFRT 521X, no B
KEFEHLET,

VIUOEY TR ip route default /P-ADDRESS [primary | backup]
no ip route default /P-ADDRESS

NI A=F—= IP-ADDRESS : %7 A Rk 7D TP 7 KL AZEL £,
primary : 77 A~V —/— FEHEELET,
backup : N 7 T v N— FERELET,

F7 %V E ART 4 I — NDORERL

a<vy KE—FR

7Ja—/ )V REE— R

FI7F+V L L

LUl 12

ERLEDOHTA KT

Ka<w RTIEF 7 /)L hb— F &8 L F£9, primary F 7213 backup %
BELZWESIE, BB 74~ — L — EREFIANY 7T v T —
e LTERESNET,

55 B

F 74 "— % 10.1. 1. 254 ICERET D FEE R LET,

(config) #

# configure terminal
(config) # ip route default 10.1.1.254
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show ip route

B N—F 4 T T —T DO ) —%2FRLET,
VUE VTR show ip route [IP-ADDRESS [MASK] | PROTOCOL | hardware | summary]
INTGA—F— IP-ADDRESS : )V — MEWREFERT DRy NT—7 T RLAZEELET,

MASK : J8ELT=ry NI =7 DV T xRy h~AT ZRELET,
PROTOCOL :  static & L < & connected 7’1 h /L A4RE L £7°,
hardware : A1 v F LSTIZHERSN TN H/L— MEBRER R LET,
summary : =2 b U —OWEFREFTR L ET,

F7F b L
avy RE—F TEOa~y RE—F
FI7F+ IRV L~UL s

ERHEDHA RTALY | Ko< RTIE, EBONL—TFT 4 V7T —TNVDERER ST LET,
summary 47V 3 VEFEET H L. — MEROMEEFR R LET,

55 -
N—T 4 T T =T N R THHEEZRLET,

# show ip route
Code: C - connected, S - static

* - candidate default
Gateway of last resort is 10.2.2.2 to network 0.0.0.0

S* 0.0.0.0/0 [1/1] via 10.2.2.2, vlanl
C 10.0.0.0/8 is directly connected, vlanl

Total Entries: 2

it B
ETON—T 4T b ) —OPEFREFST D HEEZ TR LET,

# show ip route summary

Route Source Networks
Connected 1

Static 0

Total 1

#
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arp

=f:3] ARP 7T —T NWNZAEZT 47 M) —%BMLET, ARP 7—7 /LD A
2T 4y 7T M) —ZHIRT 5121, no IBAEMEH L ET,

VBT R arp IP-ADDRESS HARDWARE-ADDRESS
no arp IP-ADDRESS HARDWARE-ADDRESS

TG A—F— IP-ADDRESS : %%+ 5 IP 7 KL A& EEL £,
HARDWARE-ADDRESS : MAC 7 KL 2 &IRE L 7,

VAVE i) 7L

a<wy RE—F Ja— LR EE— R

F7F L)L LUL 12

EHEDTAL KFA4

ARP F— 7 L. IP 7 RL AR E AN— T =277 FL 2 (MAC 7 FL
) HEROMSTEITH ARP A EHT 57 —7 /L CT9, #HE. ARP
F—T TBENTHOI A ARP N7 v FOKHUZ LY BB CHE L E
TN, Ra<wr RcL ) FEICEET D2 &L A[EETT,

ABT 47 ARP = b U — 3K 252 flil &£ THEERATHE T,

55 B

ABT 47 ARP = N —%1BINT 5 HiEERLET,

(config) #

# configure terminal
(config) # arp 10.31.7.19 0800.0900.1834

arp timeout

HH ARP T —=TNDZ—=I U T A LEFRELET, 774/ NOREITRET
IZ1E, no B ZMEH L £,

VIUEY TR arp timeout MINUTES
no arp timeout

NG A —F— MINUTES : ARP =— < ZIR¢f#] (43) % 0~65535 OHiH TixE L £ 7, 0
DA, ARP =2 b —XHENTIEES L EH A,

F 7 F R 240 4y

a<wy REeE—FK A B —T 2—AFHEFE— R (vlan)

F7F L)L LUL 12

EHEDTAL KFA4

ARP T—=TNDIAFT Iy 72 b — (HBFEE LI b —) OfF
IRz BE LR, AR TIC@E N RETT 2 A ~ =R L
St AT R —3ELET,

=1L, 74N RL—RD ARP = FU—E, #A L7 7 FLTHHEIER
X9, clear arp—cache 2=~ R H LA DO REEINE T,

55 B

ARP # A L7 7 N % 60 IR ET D HIEE R LET,

# configure terminal

(config-if-vlan) #

(config) # interface vlanl
(config-if-vlan) # arp timeout 60
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show arp
E]:3] ARP T —T7 NVDE#REF R L ET,
VUBEY TR show arp [ARP-TYPE | IP-ADDRESS [MASK] | interface INTERFACE-ID |
HARDWARE-ADDRESS)
NG RA—H— ARP-TYPE : ARP OFEFEZFREE L £7°,
o dynamic: A4 F I v ARP=L N —DHEERLET,
o static: AXZT 4 v ARP Y N —DHEFRLET,
IP-ADDRESS [ MASK ] : FF/ED v NU—Z Tkt T D= b —&FR
TG ELET,
interface INTERFACE-ID: M&E®D VIAN f > Z—T 2 —A L Y7 LTV
5 ARP =2 MY —%2FRTHLGAEICHEELET, AEETIIRET HILE
TH D FH A,
HARDWARE-ADDRESS : x4 A MAC T KLU A Z$REL £,
T 7%k 7oL

a<vy KE—FR

fEpDa~<y RE—F

VAl DA 2 %

L~UL 1

EREDOHTARTA

Ka<wr RTIE, EBEOARP T — 7 LOE#REFERLET,

5B

ARP 7 —T7 VDI H A2 FRT D HEERLET,

# show arp
S - Static Entry

IP Address
10.5.2.55
10.5.2.77

S 10.31.7.19
192.31.7.17
192.31.8.17

Total Entries: 5

#

Hardware Addr IP Interface Age (min)
00-01-02-03-04-00 wvlanl forever
00-20-06-70-04-00 wvlanl 240
08-00-09-00-18-34 wvlanl forever
00-01-02-03-04-00 wvlanl forever
00-01-02-03-04-00 wvlanl forever
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show arp cache

E]:3] ARP ¥ v v v 2 DFHREF R LET,
VUEY TR show arp cache [IP-ADDRESS [MASK] | interface INTERFACE-ID]
IRFGRA—H— IP-ADDRESS : /R 5 ARP = U —D IP 7 RLAZHETELE7,

MASK : 7R D ARP = N Y —DH TRy h~RA7 ZHRELET,

interface INTERFACE-ID: ¥$TEDA v H—T =2 —A L V7 LT\ 5 ARP
T M) —ZRRTOHGEICHELE T, U TFTDO/RT A—=FZ—DW\F i
ZEATEET,
« port : FEE LA — MIBET DHEREZRLET,
» port—channel : FE T L72AR— b F ¥ 2 NVICBET B REFRLET,
e vlan:FEELVLAN A L F —T = — A2 v 7T HBMREFR L
T, AEETITHRET 2LETHY A,

T 7%k 2L
awy RE—F ftEpa~vy RE—F
F7 3R L)L LUL

FERHEDHTA RTAY |ARP Fv v aid, ARP T—TNDIEREFTERT HA ¥ —7 = — AEH
BHHAE DR Y v 2 FERTT,

55 51
ARP X ¥ v v a xR d D HEERLET,

# show arp cache
IP Address VID Hardware Addr Interface Age

192.168.100.254 1 FC-6D-D1-06-CE-7D CPU forever

Total Entries: 1

clear arp—cache

B ARP T —TNDEAFTI v s N)—%2 77 LET,
VUEY TR clear arp—cache {all | interface INTERFACE-ID | IP-ADDRESS}
INT A —HF— all : T_XTOARP X v v a2DXAFI v M) —ZHIBRLET,

interface INTERFACE-ID: $$ED VLAN A v 4 —T7 = —RA L Y7 LT
DHAFT Iy 72 MY —ZHIBRT DG AICHRE LR, ARE TIEE
TOMEIHY FEA,

IP-ADDRESS : ¥ @ LT2HAFI v 7= b —%HIFRLET,

F7 %V E 2L

awy FE—FK FrtgRITE— 1

FTFIVE L)L L~UL ;12

FREDTA KFALY | Ko<~ RTCIE, ARPT—T7NLDEAFI v 7 MU —ZHIRL E1,
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it B

ARP ¥ v anbd _RTOEAFI v 7 M) —%HIRT 5 EE R LET,

#

# clear arp-cache all

show arp timeout

HE ARP T —TNDE—V v T H A LEFRLET,

VIRFY TR show arp timeout [interface Vlan VLAN-I/]

NRIGA—HF— Vlan VLAN-ID: &9 % VLAN ZfEE LE T, AREE TITEET 2 08X
HYFEHA,

VAVE i) 7L

a<wy RE—F EEDa~v FE—F

F7F L)L LUL ]

EREDOHTARTA

R LI ARP L=V 72 DT H A~ R T,

55 B

ARP =— U T XA N RormTHHEEZRLUET,

# show arp timeout

Interface

Total Entries: 1

Timeout

(minutes)

ip tftp source—-interface

HH TFTP DEZAEA =T = —AZEELET, 774/ FOREIZRETIC
%, no B AR L £,
VORI A ip tftp source—interface INTERFACE-ID
no ip tftp source—interface
NI RA—F— INTERFACE=ID : TFTP Oi@{E %479 VLAN A > X —7 = — A& F{E L 7,
VAVE i) 7L

a<wy KE—F

77— NVEREE— R

F7 4L

L)L 12

EHEDTAL KFA4

ARIGE CEIAREZEH L EEA,

55 B

VLAN 1 % TFTP O%EEA v XA —T = — AL L THET HHEEZ R LET,

# configure terminal

(config) # ip tftp source-interface vlanl

(config) #

89/421




5 VAT LEH | 5.3 IPvd o~ K

ip ftp source—interface

HH FTP DEZEA v F—T7 = — A ELET, 774V FOREICETIC
%, no B AR L £,

VYT R ip ftp source-interface INTERFACE-ID
no ip ftp source—interface

NI A—F— INTERFACE-ID : FTP DE %175 VLAN A > X —7 = — R ZfEE L £7,

T 7AWV H L

a<y RE—F Ja—N)REE—R

F 7 IV LL LUL 12

FEHEDTA R4y | KIEETIE, ARELZEHLEE A,

{4 -
VIAN 1 Z FTP OEEA v X —T7 =— AL LTEHRTETHHFEEZ T LET,

# configure terminal
(confiqg) # ip ftp source-interface vlanl

(config) #
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5.4 IPv6 O< 2 F

IPv6 2~ REZFNITHIET DT A= —D—EEZLUFTORITRLET,

a<w K

av s RENTA=F—

ipv6

enable

ipv6 enable

no ipv6 enable

ipv6

address

ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | IPV6-ADDRESS 1ink-
local}

no ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | IPV6—-ADDRESS 1ink—
local}

ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64

no ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64

ipv6 address dhcp [rapid—commit]

no ipv6 address dhep

show

ipv6 interface

show ipv6 interface [INTERFACE-ID] [brief]

ipv6

route default

ipv6 route default {[INTERFACE-NAME] NEXT-HOP-ADDRESS [primary |
backup] }
no ipv6 route default {[INTERFACE-NAME] NEXT-HOP-ADDRESS}

show ipv6 route show ipv6 route [summary]
ipv6 neighbor ipv6 neighbor IPV6—-ADDRESS INTERFACE-ID MAC—ADDRESS
no ipv6 neighbor IPV6-ADDRESS INTERFACE-ID
ipv6 nd ns—interval ipv6 nd ns—interval MILLI-SECONDS
no ipv6 nd ns—interval
show ipv6 neighbors show ipv6 neighbors [INTERFACE-ID] [IPV6-ADDRESS]
show ipv6 neighbors show ipv6 neighbors cache [TPV6-ADDRESS | interface INTERFACE-ID]
cache

clear ipv6 neighbors

clear ipv6 neighbors {all | interface INTERFACE-ID}

#Ha~y FOFFMAZ L TIZHHLET,

ipv6 enable

HH IPv6 2N L £, B\ TDI11E, no B aMMLET,
VUBEYT A ipv6 enable
no ipv6 enable
NI A—=H— 7L
A Ay L)
a<wy RE—F AR =T 2 —AFREET— LK (vlan)
F 7V E L)L LUL s 12

ERLEDOHTA KT

RKa<= RiE, IPv6 7 RLARFEEINTWARWNWA U FX—T =2— AT
IPv6 Uo7 a—h T L AZHEVER L, IPve LR ZBIAE L F 5,
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5 B
IPv6 ZHNZT D HFiEE R LET,

# configure terminal
(config) # interface vlanl
(config-if-vlan) # ipv6 enable
(config-if-vlan) #

ipv6 address

E]:3] IPv6 7 RLAZRELET, IPv6 7 RLAREZHIBRT HIZIE, no B
AL ET,

VBT R ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | IPV6-ADDRESS 1ink-
local}

local}

ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui—64

no ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui—-64
ipv6 address dhcp [rapid—commit]

no ipv6 address dhcp

no ipv6 address {/PV6-ADDRESS/PREFIX-LENGTH | IPV6-ADDRESS 1ink-

NFGA—F— IPV6-ADDRESS : 1Pv6 7 KL A ZFEE L £,
PREFIX-LENGTH : 7'V 7 4 v 7 ARZWELE T,
link-local : V> 7 m—W)L7 RLAZRELET,
IPV6-PREFIX: 1Pv6 7L 7 4 v 7 AERS & fRE L £,
dhep : DHCPv6 C IPv6 7 KL A & HENEAG L 7,

rapid—commit : DHCPv6 O = I v M OEREZIT 7

F7FIV R L
o<y RE—F A H—T 2—AFREE— K (vlan)
F7 4L Lol o: 12

FEREDOTA RFGALY | Ka<w RTIE, IPv6 7 RLAARELET, EUI-64 B DA & —

PRERHT 5 &, IPv6 BAHEIRIZH N/ Y £7°,

T7rx—Z2 ID ZHALT IPv6 7 RLAEZHRET A4 ipvé address
eui—64 =~ RAMHHLET, DHCPv6 TIP 7 RL AZHETEID YBT3
RTEICT A2, ipv6 address dhep a2~ REFEHALET, Ka<w K

55 5
IPv6 7 RV AZRET D HiEERLET,

# configure terminal

(config) # interface vlan2

(config-if-vlan) # ipv6 address 3ffe:22:33:44::55/64
(config-if-vlan) #

EUI-64 TG DA X —T7 =— A ID ZfEH L CTIPv6 7 RL AEZFRET D HEERLET,

# configure terminal

(config) # interface vlanl

(config-if-vlan) # ipv6 address 3ffe:501:ffff:0::/64 eui-64
(config-if-vlan) #
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DHCPv6 T IPv6 7 RL A& HENIG T D L )R ET A HEE R LET,

# configure terminal

(config) # interface vlanl
(config-if-vlan)# ipv6 address dhcp
(config-if-vlan) #

show ipv6 interface

B HY VLAN f 4 —7 = —AD IPv6 7 R L AEHRAE R R L ET,
VIEY TR show ipv6 interface [INIERFACE-ID] [brief]
INT A —F— INTERFACE-ID : 1Pv6 7 R L A{F#HAZRRT D VLAN f ¥ — T = — R %45

ELET, AEETIIEETHILETIH Y THA,
brief : IPv6 7 R AWM EEFHRZ KR T AL AR ELET,

774V b 2L

avy FE—F FTRTCOavy ReE—F

FI7 IR L1

EREDHA FIAL Y | Ao~ KT VIAN f VX —T x2—AD IPv6 7 KL AEMEF R L E
TO

5 B

VIAN A > Z—T7 =2—ZAD IPv6 7 RL A ERAEFERT A HEA R LET,

# show ipv6 interface

vlanl is up, link status is up
IPv6 is enabled,
Link-local address:
fe80::240:66ff:feaf:f26f
Global unicast address:
3ffe:501:££f£f£:100:240:66ff:feaf:f26f/64 (Stateless)
NS messages retransmit interval is 0 milliseconds

Total Entries: 1

#

IPv6 7 KL ADOMEERZFrT 5 FiEzd R~ LET,

# show ipv6 interface brief

vlanl is up, link status is up
fe80::201:1ff:£fe02:304

Total Entries: 1

#
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ipv6 route default

HE

IPv6 7 /L hb— FERELET, IPv6 T 7 3L hb— M & HIBRT 5
\Z1E, no IERAfEH LE9,

VU YT A ipvé route default {[ INTERFACE-NAME] NEXT-HOP-ADDRESS [primary |
backup]}
no ipv6 route default {[INTERFACE-NAME] NEXT-HOP-ADDRESS}

NI A=F—= INTERFACE-NAME : VLAN A o 2 —7 = — 24 %8 E L E 7,
NEXT-HOP-ADDRESS : %7 A N7 70D IPv6 7 R AZFRE L E T,
primary : 77 A~V —/— FERELET,
backup : N 7 T v T N— R EFRELET,

T 7 4k 2L

a<wy REeE—F Ja— LR EE— R

F7 4L Loyl s 12

EHEDTAL KFA4

AKa<wy KT IPv6 574/ M— &85k L $9, primary F7-1%

backup ZfiE L2V GE, BEIWIZW TN ZBIRL TREL T,

55 B

IPv6 DAX T 4 v 7 )v— N &AERT D HiEZ R L E T,

# configure terminal

(config) # ipv6 route default vlanl fe80::0000:00ff:1111:2233

(config) #

show ipv6 route

E:3] IPV6 )V —T 4 T T —TNDxr v —&F R LET,
VUE TR show ipv6 route [summary]

TG RA—HF— summary : = b U —OEFREZ RS LET,
774V b 3L

a<vy FE—F TRCHavw RE—FK

F7F VR L)L LL ]

ERLEDOHTA KT

RKawr RTIE, BED IPv6 V—F 4 v 7T —7 VOB REERLFE
9, summary 47T a VERET DL, — MEROMEEZ R R LET,

it B

IPv6 D)V—TF 4 T N —%FRTDHHEAZRLET,

# show ipv6 route

IPv6 Routing Table

Code: C - connected, S - static

C 2000:410:1::/64
S 2001:0101::/64
S 2001:0102::/64

Total Entries: 3 entries,

#

[0/1] is directly connected, vlanl
[1/1] via fe80::0000:00ff:1111:2233, vlanl
[1/1] via fe80::0000:00££:1111:2233, wvlanl

3 routes
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it F 1

IPV6 V—T 4 7T =T NOBIEDREE R TT D ke LET,

# show ipv6 route summary

Route Source Networks
Connected 0

Static 0

SLAAC 0

Total 0

#

ipv6 neighbor

HH ABT 47 ipv6 XA N—Z Y MY —HERRLET, A¥T 4 v 7 IPv6
FAN—z > MU —ZHIBRT 5121E, no B A L ET,

VBT R ipv6 neighbor IPV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipv6 neighbor 7PV6-ADDRESS INTERFACE-ID

NG A —F— IPV6-ADDRESS : IPv6 A /X—®D IPv6 7 R L A ZFEE L £,
INTERFACE=ID : VLAN A > X — 7 = — A4 &RELET,
MAC-ADDRESS : TPv6 XA /S—DMAC 7 KL A &IRE L £,

VAVE i) 7L

a<wy FeE—F Ja—/NUBREE— R

F7F L)L LrUL 12

EHEDTAL KFA4

Ka<wy RTIE, A¥T 4 v 7 IPv6 ZAR_"—x 2 M —Z1ERR LE T,

55 B

ABT 47 ipve XA N—x 2 ") —EERT A EEZ R LE T,

# configure terminal
(confiqg) # ipv6 neighbor fe80::1 vlanl 00-01-80-11-22-99
(config) #

ipv6 nd ns—interval

HH NS Ay —VOBREREOMBEEELET, 7 74/ MOEREICRTIC
X, Ko<= FOno XA L ET,

VBT R ipv6 nd ns—interval MILLI-SECONDS
no ipv6 nd ns—interval

TG A—F— MILLI-SECONDS : NS A vt — OFEERMOMFEEZ 0~3600000 X VR

(1000 X U BOEEHEAL) OfPICTHEEL £7,

T 74 b T 7 v NEREMEI 0, EifEIL 1000 (1F) .

a<wy RE—F AVHE—T 2 —AREET—R

T 7 IV LL LUL 12

FEREDHA RFALY | Ka<r RTIE, IPv6 NS A v —YOlEEDORREAIEELET,
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i
IPv6 NS A vt — Y OFEERIEEZ 6 IR ET D HiEERLET,

# configure terminal

(config) # interface vlanl
(config-if-vlan)# ipv6 nd ns-interval 6000
(config-if-vlan) #

show ipv6 neighbors

HH IPv6 RA N—fFHE KR LET,

VBT R show ipv6 neighbors [INTERFACE-ID] [ IPV6-ADDRESS]

TG A—F— INTERFACE-ID : 3773 B VLAN A VX —7 = —AZEE L £,
IPV6-ADDRESS : #7:3 % IPv6 7 R L A& FRE L 9,

VAVE i) 7L

a<wy REeE—F TRCPhOavwy RE—F

FIZHNL L LUL ]

FEREDOTA KIALY | Ka~vr RTIE, IPv6 fA N—x > ) —2EKRLUET,

5 B
IPv6 R A N—x > N —%FKRT D HEERLET,

# show ipv6 neighbors
IPv6 Address Link-Layer Addr Interface Type State

fe80::200:11ff:fe22:3344 00-00-11-22-33-44 vlanl D REACH

Total Entries: 1

#

show ipv6 neighbors cache

EE"J IPV6 ?\/r/i‘*——*ﬂf-,v yy:—‘ﬁ%%&%i’%%bi‘é‘(}

VE TR show ipv6 neighbors cache [/PV6-ADDRESS | interface INTERFACE-ID)

NTA—H— IPV6-ADDRESS : 3779 % IPv6 A /A—T2 kU —dD IPv6 7 KL A& EE
LET,

interface INTERFACE-ID: % EDA L Z—T x—AE Y7 LTW5 IPv6
FAN—Z U N —2RRTIHHGARIHEELET, UTONTA—F—D
W EfEHTE£7,

e port: fHEE LA — MIB#ETAFEREFR T LET,

s port—channel : 5T L7 — b F ¥ FVICBEET B E#RER R LET,

e vlan: ¥EELEVIAN A L Z—T ==Y v 7 5 EREFOR L E

o
T7HNVE 7L
a<wy REeE—F TRCOavwy RE—F
F7F VR L)L LL ]

FEREDTA KFA4 L | IPv6 2A N—F% v v 2 fFHIL. IPv6 KA X—TFT — T L DIEFR L FrE+
HA B —T 2= AEREMLEDET-F v v U2 HFRTT,
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il FA )
IPv6 XA N—F v v V2 lfGRERRT D HELZRLET,

# show ipv6 neighbors cache

IPv6 Address VID Link-Layer Addr I/F State
1111:2222:3333:4444:5555:6666:7777:8888 1 00-00-00-01-01-01 1/0/11 REACH
Total Entries: 1

#

clear ipv6 neighbors

HH IPVv6 RAN—=T =T NDEAFTIv Iz N =227 VT LET,
VIRFY TR clear ipv6 neighbors f{all | interface INTERFACE-I}
T A—HF— all : T XTDIPV6 FA N—F v v aDxy M) =227 VT LET,

interface INTERFACE-ID : HED VIAN A > X —T =— AL 7 LTU
HEAFTI vz M) —ZHIBRT 58I ELE9,

VAVE i) 7L

avwy RE—F FEIATE— R

F7F L)L LrUL 12

EREDHTA RFAL Y | Ka< RTIE, IPv6 RAN—= U N —DX A F I v 7y b —%Hl
BLET,

55 51

VLAN 1 {2V 7T 5 IPv6 RANRN—F ¥ v aDZAFTI v 72 N —2HEETIHIHEEZRLET,

# clear ipv6 neighbors interface vlan 1

#
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5.5 BB ELUSNIPavw U K

FEZIB L ONSNTP a2~ > R & ZRUCHINT DT A—H —D—EZ L TFTORIRLET,

a<w K

av s RENTA=F—

clock set

clock set HH:MM:SS DAY MONTH YEAR

clock summer—time

clock summer—time recurring WEEK DAY MONTH HH:MM WEEK DAY MONTH
HH:MM [OFFSET]

clock summer—time date MONTH YEAR HH:MM DATE MONTH YEAR HH:MM
[OFFSET]

no clock summer-time

clock timezone

clock timezone {+ | -} HOURS-OFFSET [MINUTES-OFFSET]

no clock timezone

sntp enable

sntp enable

no sntp enable

sntp server

sntp server {IP-ADDRESS | IPV6-ADDRESS}
no sntp server {IP-ADDRESS | IPV6-ADDRESS}

sntp interval

sntp interval SECONDS

no sntp interval

show clock

show clock

show sntp

show sntp

#Ha~y FOFFMEZLULTIZHHLET,

clock set

B VAT ADY Ty EFEITHRELET,

VBT R clock set HH:MW:SS DAY MONTH VEAR

NG RA—H— HH: MM SS : W) 2 KE (24 REfEIZREE) . 70, B CTHRELE T,
pAY: B (Bf) ZHELET,
MONTH : January. Jan. February, Feb 72 FDAHIT. BAEDH ZIEEL F
7,
YEAR : VB F R CHELAZRE L £7,

774V b 2L

a<v s RE—NR FHEFATE— I

FTFIVE L)L L~UL ;12

ERLEDOHTA KT

Kawy Rixv AT LORZIERZ FECRE L FE I, SNTP THEZ[FIHI3
ADEAIIIERET HA2VEIIH D FEA,

it B

VAT LOEEA 202281 A 1 HOF% 6:00 [CFENCTRET D HEEZ R LET,

# clock set 18:00:00 1 Jan 2022

#
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clock summer—time

HE

Y~v—F A LORELITNET, REZHIFRT 21213, no BXZMEH L £
—g—O

VBT R

clock summer—time recurring WEEK DAY MONTH HH:MW WEEK DAY MONTH
HH: MW T OFFSET]

clock summer—-time date DATE MONTH YEAR HH: MM DATE MONTH YEAR HH:MM
[ OFFSET]

no clock summer—time

795 R—f—

recurring : fEE L7 H DI E LT HICY~—% 1 2 &2BRMG/ & T3 55
BICHEELET,

date : 8/ E L7 H O$EE L7 BAHICH~—F A L& BIG/& T 2561
fRELET,

WEEK : HNOE (1~4 £721% last) #HEELET,

DAY : #EH (sun, mon 72 &) ZIREL £,

DATE: AN® AffZ4aE L7 (1~31) .

MONTH : '} (January, February 72 ¥, H O£ Z4EEL£7,
VEAR : r~—H5 A 5T — X OBEE/S& THEERELET,
HH:M - REZ) 205 (24 RefSRED) &0 THREL £ 7,

OFFSET (W& AIRE) : Hr~—X A MBI 58 (4) Z2HEEL £,
F7H MEIZ 60 TT, ZOAT7Ey FOHBIX 30, 60, 90, 120 T
7,

T 7 4k

)

a<wy KE—F

Ja—NVEREE— R

F7 4L

L)L 12

EHEDTAL KFA4

AKawr P, AEEZ AARERNTHERT SR . FAE LTT 741
R (ME%h) NOERTLMETH Y A,

Y~ —Z A LOFREIZIL, I ERED TR A/ T HZ8EkT 5 recurring
B L. B ERERET D date BN B £,

5B

Y~ —X A L% recurring B THE T A HEEZ R LET, ZOHTIE, 4 ADE 1 HEEH ORI
2:00 1 HERMAE L. 10 H OB HEEH ORI 2:00 128 T LET,

# configure terminal

(confiqg) # clock summer-time recurring 1 sun April 2:00 last sun October 2:00

(config) #
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clock timezone

E]:3] A A D= BRELET, KREET 7 4/ MZETIZIE, no A&
ALET.

VUE TR clock timezone {+ | =} HOURS-OFFSET [MINUTES-OFFSET]
no clock timezone

NG RA—H — +: UTC IR 2B L £,
- UTC 2> BRI Z2WE L £,
HOURS—-OFFSET : UTC In6 D F 78w ~ () 235 E L ¥4,
MINUTES-OFFSET : UIC 726 DA 71 v (40 ZFRE L £7°,

F7 Ik UTC +09:00

a<wy FE—F 7 —/NVREE— R

FI7FV L L~UL s 12

EREDTA RFAL Y | KRa~<wr Rk, REELBARENTHERT 2R, FRHIELTT 740k
E (UTC +09:00) MOLAEETHIMEETH Y FHA,

55 B

FA LY — 2 2 KOEEERER; (PST: UTC 226 DA 7 & v h725-8:00) ICERET D HikER LET,

# configure terminal

(config) #

(config) # clock timezone - 8

sntp enable

HH) SNTP 27 A4 7~ MERREZHNZ LE T, SNTP BREA HEZHIZ T 5 ITIE, no
TEXZEHL £,

VIUEY TR sntp enable
no sntp enable

NI RA—=H — 7L

F7 AV H 22

gy RE—FR Ta— N )VEREE— R

T 74V F L)L LoUL s 12

ERLEDOHTA KT

RKa< RTiE, SNTP 7 74 7 > MERRZH NI L £9, SNTP THiZI[F
HIZAT 9 729D120%, SNTP P — R—03 G SN TV AR H Y 97,

it B

SNTP 7 Z A4 7 MEREE AN T D HIEEZRLET,

# configure terminal
(config) # sntp enable
(confiqg) #
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sntp server

B Y SNTP H— "— 2 A8k L E§, Bk Lo — S —2HIFR§ 21213, no JBX
ZRALET,

VBT R sntp server {IP-ADDRESS | IPV6-ADDRESS}
no sntp server {IP-ADDRESS | IPV6-ADDRESS}

TG A—F— IP-ADDRESS : SNTP #—_—D IP 7 RL A& E L £ T,
IPV6-ADDRESS : SNTP H—/ 3—® IPv6 7 KL 2 & 45E L £,

VAVE i) 7L

a<w2 KE—F

77— NVEREE— R

Vel AN 2%

L)L ;12

EHEDTAL KFA4

Ko< KT, SNTP r— "—% %Gk LE 3, HEO— =38
TWAEE, RENEIZHWAEDEEZITWET, £7=, IPv6 7 RLADH—
N—J 0 IPva T RLADH—N—5 B L ET,

BRERFTREZR SNTP H—/3—|% IPv4, IPv6 B TENZEN 2 B TT,

55 B

IP 7 R LA 192. 168. 22. 44 @ SNTP Y — "— % BEET 25 HiEZ L E9,

(config) #

# configure terminal
(config) # sntp server 192.168.22.44

sntp interval

HE SNTP 7 F A4 T > "3 —n_—Lray s ZRMT5MEZHELET,
VUBEYT A sntp interval SECONDS
no sntp interval
ING A —F— SECONDS : 30~99999 #» D [FIHFIME 2 & L £3,
F7 Ik 720 ¥
a<wy REeE—F Ja—)LEFEEE— R
F7F L)L L~UL ;12

EHEDTAL KFA4

=V T BE LET,

it B

[AIfF 4 100 RICERES D HikE R LET,

# configure terminal

(config) # sntp interval 100

(config) #
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show clock

HH REZIE R ZR R LET,

VBT R show clock

NI RA—=H — 7L

T 7AWV H L

a<v v RE—F TR_RTCOavw RE—F

F7F VR L)L LUkl

FERAEDTA FIA4Y | Ka~vwr NIV AT LAORAERERTLET,

55 B
BREOWRA % £orv T 5 H5EERLUET,

# show clock

Current Time Source
Current Time

: System Clock
: 12:27:51, 2021-07-15

Time Zone : UTC +09:00
Daylight Saving Time : Disabled
#
show sntp
L) SNTP 7 54 7> MEREICET 2 1EHRE R R LET,
VUoBEY TR show sntp
NG A —H— s L
77/ b 2L
a<wy REeE—F TRCPhOavwy RE—F
VaVE Wi NV % LyLbl
HEHEDHA RTA4Y | Ko~y T, SNIP 7 747 > MERICET AR ae R LET,

5 B
SNTP 7 Z A4 7 MEREDIEH AR T D HEERLET,

# show sntp

SNTP Status
SNTP Poll Interval

: Enabled
: 720 seconds

SNTP Server Status:

SNTP Server

10.0.0.11
10.0.0.11

10::2

fe80::1111 vlanl

Total Entries: 4

Stratum Version Last Receive

00:02:02
00:01:02 Synced
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5.6 Telneta<w > F

Telnet A~ R & ZIUTKIET HNTA—=Z—D—HEUTFTDORIRLET,

a<wv K av s RENTA=F—

ip telnet server ip telnet server

no ip telnet server

ip telnet service— ip telnet service—port TCP-PORT

port no ip telnet service—port

ip telnet source— ip telnet source—interface INTERFACE-ID
interface no ip telnet source—interface

show ip telnet show ip telnet server

server

Fawy FOFEMZ L TICH M LET,

ip telnet server

HH Telnet H— "—ZHZL T, EHZT HI21E, no BAEZLEH L *
ER

VBT R ip telnet server
no ip telnet server

NG A —H— 2L

T 7+ b A%

a<wy RE—F Ja—NVEEE— R

F 7 FV R L_L L~UL 12

FEREDTA RTAL L | Ka~x FTIE, ZEED Telnet 4 — S—BEEEL AR LE T,

155 R3]
Telnet — _"—ZHNZT D HEERLET,

# configure terminal
(config) # ip telnet server
(config) #

ip telnet service—port

H &Y Telnet ¥ —/3—0d TCP RN— FEFEELET, 7 74/ MIETITIE, no
WAL £,

VBT R ip telnet service—port 7CP-PORT
no ip telnet service—port

NIRA—HF — TCP-PORT : TCP R — hEFZE L £,

F 74k 23 (Telnet ® T =)V /) TV R— 1)

a<v v RE—F Ja—/N)LEREET— R

F 7 FIV R L_L LUL s 12

EREDOHA RFALY | Aa< RiL, Telnet —/3—D TCP R— hFEZZHE L T,
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il 1

Telnet ¥r—/3—® TCP iR— b F 5% 3000 [ZEF4 5 Hika ~rLE9,

(config) #

# configure terminal
(config) # ip telnet service-port 3000

ip telnet source—interface

HE

Telnet $—"—DEZEA LV F—T = —AZHELET, 7 74/ O
ECRTIZIE, no B A L £,

VBT R

ip telnet source—interface INTERFACE-ID

no ip telnet source—interface

TG A—F— INTERFACE-ID : Telnet D %479 VLAN 4 ¥ —7 = —ZAZHE L F
ER

T 7+ b L

gy RE—FR Ta— N )VEREE— R

FI7+V L L L~UL 12

EREDOHTARTA

AIGE CEIARE M L EHA,

it 1

VLAN 1 % Telnet DEfEA v F—T =2 — AL LTRTETHAHEERLET,

(config) #

# configure terminal
(config) # ip telnet source-interface vlanl

show ip telnet server

HH Telnet Y — "—HEREDIFHMZ BTG L £ 77
VoEY TR show ip telnet server

INTGA—F— 7L

v Wi 2L

avy FE—FK FTRTOavy FE—F

F7F VR L)L LUkl

EHEDTAL KFA4

ARa< KTliE, Telnet r— N—EREDFRZ TG L F9,

it B

Telnet Y — N—REDIEMEF T D HEEZRLET,

#

# show ip telnet server

Server State: Enabled
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57 SSHa<w > F

SSH aiw v REFNICKHET AR T A —=Z—D—EH LU TOFRITRLET,

a<wv K av s RENTA=F—

crypto key generate crypto key generate {rsa [modulus MODULUS-SIZE] | dsa}

crypto key zeroize crypto key zeroize {rsa | dsa)

ip ssh server ip ssh server

no ip ssh server

ip ssh service—port ip ssh service—port TCP-PORT

no ip ssh service—port

ip ssh timeout ip ssh {timeout SECONDS | authentication-retries NUMBER}
no ip ssh {timeout | authentication-retries}
ssh user ssh user NAME authentication—-method {password | publickey URL |
authentication— hostbased URL host—name HOSTNAME [TP-ADDRESS | TPV6-ADDRESS]}
method no ssh user NAME authentication—method
show crypto key show crypto key mypubkey {rsa | dsa}
mypubkey
show ip ssh show ip ssh
show ssh show ssh

Ha~y FOFFMAZ L FIZHHALET,

crypto key generate

HH RSA #5h & 72 13 DSA #t 2 A pk U £,
VBT R crypto key generate {rsa [modulus MODULUS-SIZE] | dsa}
NI RA—F— rsa : RSA EXf & AL T A S A I E L £,

modulus MODULUS-SIZE : RSA O#ERZHE L £, A2h7MEIT 360, 512,
768, 1024, 2048 T9, fHEE L72WGEIE, #ELZ®IRT LI 7o 7 R

HELET,
dsa : DSA #Ext 2 £ T 2B AT E L £9, DSA ORI 1024 E > hI[EH
ETT,

T 74 b L

avy RE—F FEHEFATE— N

T 7 IV LL L~UL ;15

FEREDHA FFA Y | Ka~<r RTIE, SSH $— N—OF8REIZfE 3% RSA #%f £ 7213 DSA #dxf
AR LET,
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R
RSA $E & 1ERR T2 Hik&E R L ET,

# crypto key generate rsa

The RSA key pairs already existed.

Do you really want to replace them? (y/n)[n]: y

Choose the size of the key modulus in the range of 360 to 2048. The process may take
a few minutes.

Number of bits in the modulus [768]: 768

Generating RSA key...Done

#

crypto key zeroize

HH RSA §5c) & 72 13 DSA 8 A HIBR L £ 47,

VUV TR crypto key zeroize {rsa | dsa}

NG A —F— rsa : RSA $EXF 2 HIBR T 25 G ICHRE L 3,
dsa : DSA #Ext A HIBRT D5 A I E L ET,

VAVE i) 7L

a<wy RE—NK FHEFATE— I

F7F L)L L~UL ;15

FEHEDTA KT A2 | Bk L7z SSH Y— R — D ABR#ERT 2 HIkR L £,

55 B
BEAF D RSA gt 2 HIbR5 5 HikEr~ L9,

# crypto key zeroize rsa
Do you really want to remove the key? (y/n)[n]: y

#

ip ssh server

HHY SSH Hr— "—HREZ AN LE T, SSH H— S—HREZ Mahiz 3 2 12iT,
no =~ REfIHLET,

VoEY TR ip ssh server
no ip ssh server

NG A —H— e L

F7 AV B £

a<wy RE—FK Ja—N)VEREE— R

VA I e 7 L~UL 12

EREDHA RFGA L | SSHY—"—HRex A0 Ha~ R TT,

155 R3]
SSH Hr— _—ie 2 AT D HiEE R LET,

# configure terminal
(config) # ip ssh server
(confiqg) #
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ip ssh service—port

HE

SSH DY —bEAR— b EHEELET, P—ERAKR—F% 22T
a~wr REFHLET,

RIIZIE. no

VYT R ip ssh service—port 7CP-PORT

no ip ssh service—port
NIRA—HF — TCP-PORT : SSH @ TCP AR — b & B ZHEL 7,
VAP Wi 22 (SSHDW =L ) 7 R— 1)

a<vy KE—FR

7ra—/VEREE— R

FI7F+V L L

LUl 12

EREDOHTARTA

SSHH—R—=D TCP R— "N EFEFERETDH A~ KT,

(EELTIE

B AR — ~FE 5% 3000 |

AR HHEERLET,

# configure terminal

(config) # ip ssh service-port 3000

(config) #

ip ssh timeout

HH

SSH kv a XA L7 0 MEFRHOR uftﬁnit??lﬁliﬁ%nXELi—g—o va
7 4V MEICETICE, Ka~<r RO no B a#HLET,

PR

ip ssh {timeout SECONDS | authentication-retries NUMBER}

no ip ssh {timeout | authentication—retries}

795 R — B —

timeout SECONDS : SSH ODHEGHESIFE DY v a v 2 A4 L7 7 MF % 30
~600 PO TIEE L E T,

authentication—retries NMBER : SSH TOZRIFHFRITOREII A &PHIT 1~
32 THRELET,

F7 %V E

ZA LT T ME
Gt uﬁ@ﬁuit’fT 3

120 #

a<vy KE—FR

Ja—/N)LREE— R

F7 4L

L)L 12

ERLEDOHTA KT

ZIKZI‘?/ NS I%. SSH Tﬁ!“fjhﬂjﬂ?@mh uﬂza)ﬁj(uft’/ﬁr@iﬁ%ﬂz vva s ALT
v MR A RRE LET,

it 1

SSH # A L7 v MEZ 160 FYITER

ETHHEERLET,

# configure terminal

(config) # ip ssh timeout 160

(config) #

SSH

mupﬁ@ﬁ&t’/ﬁilﬁlﬁ% 2 IEI \—PXE#ZD%Q&%T Li—g—

# configure terminal

(config) # ip ssh authentication-retries 2

(config) #
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ssh user authentication—method

HE

=Y =T H 7 hD SSH BFEF AR ELET, 7 74/ FOEGES R
WCETICE, Ra<wr Fono B2 EH L7,

VBT R

ssh user MAME authentication-method {password | publickey URL |
hostbased (RL host—name HOSTNAME [ IP-ADDRESS | IPV6-ADDRESS]}

no ssh user NAME authentication—method

795 R—f—

user NVAME: SSH o—H—Z &2 ELFET, €T Hr2—V—lIun—h1
=P —ICH BRI NTVWDLERH D £,

password : L — P —FHAF TR AT — REFFHFRAMFEH L3,

publickey URL : = —H —BF TR X A2HEH L £, F7-.
a—HP—DNEEEOT— LT 7 A NLDURL Z A LET,

hostbased URL : = —H —FRBFETHRA PR_R—2ADOFELF XA FEHL F9,
2P —DHRA MEOT—HILT 7 A )LD URL Z AN LET,

host—name HOSTNAME : 75 A s ~_— A DRI TIH [T AR A N EIETE
—é—o nAuuLT:7:l:—‘XEF' N 77/1)77/ rDARA F%?ﬁ%ﬁ?&éﬂi‘h %B.
1~255 T,

IP-ADDRESS : R A b N—ADFRIAETY TA 7 > FD 1P 7 N A & 87
DY EIHRE L E T,

IPV6-ADDRESS : R A s _R—=ZADFBIETY T4 7 > D 1IPv6 7 KL A % fif
BT AL RIEEL LY,

T 7 4k

5 7 4 )V b —HY —adpro (2% L T password

a<wy KE—F

Ja—NVEREE— R

Vel AN 2%

L~V : 15

EHEDTAL KFA4

BEFEIARa U REFHLC, 22— —0ORESHFREHFETCEET,
2—HW—4 1%, username 2=~ R TIEREINTm2—F —THHLENRH D
ij‘o

o 2—W—FHAE AR N FEIIHR A PR—RBIES X HHT 55
B, 2V —DORRAB T 7 ANELIF I TAT L FORANRET 7 A1
ERETHALERDY T, 77 A NVOERIELL BRI U TY, &
T ANMIFEROREEDONET, SFEIX 1T CERLET, 11T
OERKREIZS /31 N TY,

o BEHT, ARN—RTRUILNET 4= K XA 7| basebd T
a— RELEE, a AN THRSINET, #% A 7L basebd =
O— RELBEIINET 4 — NV KT, A2 N7 4 —)L RITERE B
T, XA T T 4 —)L FIZIL, ssh-dss £721% ssh-rsa D EH AR
ETEET,

55 B

userl MO —P—383

(ZBREEERE T K i 92 K O RET 2 hika R LET,

# configure terminal

(config) # ssh user userl authentication-method publickey c:/userl.pub

(config) #
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show crypto key mypubkey

HE RSA ZAPBH#E% 7213 DSA ABR#E 2R L £,

VBT R show crypto key mypubkey {rsa | dsa}

INTGRA—HF— rsa : RSA ABHEREICBH T M AR R T HOHAICHEELET,
dsa : DSA ABRSEICET A 1EH AR ~T DG ELET,

T 7%V B 7L

a<wy KE—F

TEDa~vy RE—FR

Vel AN 2%

L)L ;12

EHEDTAL KFA4

AKa< FTIE, TERL7- RSA ABHSERT £ 7213 DSA ABH#ER2F£R L+
7,

5B

RSA ABASEC BT 2 1M A2 FrnT 5 HiEE2 R LET,

Key Size: 768 bits
Key Data:

#

# show crypto key mypubkey rsa
% Key pair was generated at: 23:02:10, 2021-07-15
AAAAR3Nz aClyc2EA AAADAQAB AAAAYQCE AiBejpoQ UBrUEzM2 U7ZY3Cvx 1Ktf9QTT

gPejwiWu8 1XknaYcl ktiThgV9 HINgmmKS 90fa8ZcJ naCsesOv aKtNSpWH sVVWCE/V
py2ww60]j cYDESpbd g9owazZD b9zN4kk=

show ip ssh

HH SSH r—"—DREFHRE TR LET,
VoEY TR show ip ssh

INTGA—F— 7L

VAVE i) 7L

o<y RE—F FEDa~v RE—FR

F7F L)L LUL ]

EHEDTAL KFA4

Ka<r RTHE, SSHY— "—KEEDORERFREFR N LET,

it B

SSH Y- — "—HRRE DB E T &2 K9 5 ke m LE T,

# show ip ssh

#

IP SSH server : Enabled
IP SSH service port : 22
SSH server mode V2
Authentication timeout : 120 secs
Authentication retries : 3 times
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show ssh

EL:3) SSH $r— —Hf DR RR L E T,

VBT R show ssh

NI RA—=H — 7L

T 7AWV H L

avy RE—FK EEDa~ RE—F

F 7 IV kL LL ]

HEHEDOHA R4y | Ka~vr T, #EEO SSHEROWRELFRLET,

55 51
SSH ##e DI A2 KR T D HiEE R LET,

# show ssh

SID Ver. Cipher Userid Client IP Address
0 V2 3des-cbc/shal-96 userl 192.168.0.100
1 V2 3des-cbc/hmac-shal user?2 2000::243

Total Entries: 2

#
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5.8 WNeb Ul o< > F

Web Ul 2~ REZIUCKIIET HNTA—=Z—D—HEUTFTDORIRLET,

a<w K

av s RENTA=F—

ip http

ip http {server | secure-server | service—port TCPPORT | timeout-
policy idle SECONDS}

no ip http {server | secure-server | service—port | timeout—policy
idle}

show ip http

show ip http {server | secure-server}

Fawy FOFEMZLLTICHM L ET,

ip http

HH

TEED Web Ul OREEITWVWET, REEZT 7 4/ MIETIZIE, no B
AL ET,

VOB TR

ip http {server | secure-server | service—port 7CPPORT | timeout-
policy idle SECONDS}

no ip http {server | secure—server | service-port | timeout—policy
idle}

INT A —HF— server : HTTP @ Web UT ZH %2 LE 3,
secure-server : HTTPS @ Web Ul ZHZNZ LE9,
service—port 7CPPORT : HTTP @ Web Ul O 5521 TCP AR— M &2 EE L £
7,
timeout—policy idle SECONDS : Web Ul Ot v a v Z A4 L7 7 N
() #FELET, [EIT 60~3600 D& THELE T,

F7 )V b server: H %, secure-server: 7% L (%)) . service—port: 80.

timeout—policy idle: 180 F

a<w2 KE—F

7u—rVREE—

F7 4L

L)L 12

EHEDTAL KFA4

Ka<wr FTE, HEED Web ULICHTDREZITVET,

server 472 3 & secure—server A7 T a3 IIHMLTH Y . Web UL T
X HTTP/HTTPS DWW Fhim— D7 ha L olxtis LET, &l B3
STCTHHINET,

55 B

Web UI CHTTPS T 2 EL T HHEEZRLET,

(config) #

# configure terminal
(config) # ip http secure-server

111/421




5 VAT LER | 5.8 Web Ul a2 R

show ip http

E]:3] HED Web Ul ORTEERRLET,

VBT R show ip http {server | secure—server}

TG RA—HF— server : HTTP @ Web Ul DR EEZF R LET,
secure—server : HTTPS @ Web Ul DR TEEFE L FE T,

VAVE i) 7L

a<wy KE—F

TEDa~vy RE—FR

F7 4L

L~UL 1

EHEDTAL KFA4

AKa<wr RTIE., EEO Web Ul OREFERELFRLET,

it B

Web UI THTTPS T 2 EL T HHEEZRLET,

#

# show ip http server

ip http server state :

enable
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59 SSLa<w 2 F

SSL aiw v REFNICKHET AR T A —=—Z—D—EH LU TOFRITRLET,

a<w K

av s RENTA=F—

ssl gencsr rsakey

ssl gencsr rsakey [RSA-KEY-LENGTH]

show ssl https—
certificate

show ssl https—certificate

show ssl https—
private—key

show ssl https—private—key

show ssl csr

show ssl csr

Ko~ ROFFEMAZ LI TIZHAL £,

ssl gencsr rsakey

HH A EE 4 R (CSR) & g £ L £,

VOB IR ssl gencsr rsakey [RSA-KEV-LENGTH

INTA—F — RSA-KEV-LENGTH (EW&AIHE) : RSA ORI Z AN THLAICHEL E
7, ®PHIL 512~2048 TI, HHE L725A1% 2048 BMEH S E T,

T 74 b L

avwy RE—F FEIATE— R

T 7 IV LL LUl ;15

EHEDTAL KFA4

Ko< Rif, WEHRE CSR 24 L £797,

it 1

AEHEEA R R e AT S EE R LET,

Country Name

Locality Name

Common Name
Email Address []:

Done.

# ssl gencsr rsakey

(2 letter code)
State or Province Name
(eg, city)
Organization Name (eg, company)
Organizational Unit Name (eg, section) []:
(YOUR domain name) []:
mail@example.com

[JP]: JP

(full name) [Some-State]: Tokyo
[Some-City]: Shibuya-ku

[Internet Widgits Pty Ltd]:
Accounting

WWwW . example.com

Apresia

Start generating key ...

Start generating Certificate Signing Request ...

113/421




5 AT LEM | 5.9 SSLawr R

show ssl https—certificate

HEY SSL REIEEF AR~ L E T,

VUEY TR show ssl https—certificate

NI A—=H— 7L

T 7AWV H 7L

av s RE—FR FEDa~y FE—F

F7F VR L)L LUkl

R EDHA RFA4 v | KRa~vr KT, SSLiEEOEREZ R R LET,

{4 -
SSL REBHENE R A2 £RT 5 HiEE R LET,

# show ssl https-certificate

Certificate Information:

Certificate Version :3

Serial Number :00:80:2D:5E:A8:BD:8D:53:C3

Issuer Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group.,
CN=Apresia, emailAddress=exampleflexample.com

Subject Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group.,
CN=Apresia, emailAddress=examplelexample.com

Not Before :2017-02-16 06:54:58

Not After :2037-02-11 06:54:58

Public Key Alg:rsaEncryption

Signed Using :RSA+SHA256

RSA Key Size :2048 bits

#

show ssl https-private—key

HH SSL St DIE A RN L ET,

VUE TR show ssl https—private—key

IR A — K — 7L

VAVE i) 7L

o<y RE—FR TEOavy RE—FR

F7F L)L LUL ]

FHEDTA KTy | Ko< RTIE, SSL MME#EOFHREZFRLET,

55 5
SSL R St i &2 £on T D HikE R~ LET,

# show ssl https-private-key

Private key is embedded in firmware.

#
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show ssl csr

HH CSR DI AR R LET,

VBT R show ssl csr

INTA—F — 7L

T 7AWV H 7L

a<wy RE—F fTEpa<vy RE—R

F 7 IV kL LL ]

FERHEDHTA RFALY | Aa~wr RTIE, BITLZ CSRDOIEREZFERLET,

55 B
REEBA ER 2R T D kAR LET,

# show ssl csr

Certificate Request:
Data:
Version: 1 (0x1)
Subject: C=JP, ST=Tokyo, L=chiyoda-ku, O=apresia, OU=network,
CN=www .apresia.jp/emailAddress=xxx@apresia.]jp
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:9d:£3:98:37:f2:c5:7f:e0:89:b3:6a:6f:b6:9a:
£3:01:76:48:¢3:91:20:9f:b4:7c:d8:91:ac:6a:a3:
ob:df:da:7a:2e:93:9e:0e:56:92:6f£:01:84:6f:bd:
c5:61:21:7a:a0:29:42:c7:5b:79:22:77c:cb:2e:4a:
9a:8a:5a:c0:45:%9e:43:b4:8e:6b:2f:11:6d:al:12:
17:d7:bf:ec:ca:72:ca:ea:2b:2f:df:e4:e7:03:14:
ee:e8:97:4a:a7:0a:67:09:2b:ce:a2:£5:28:1c: fa:
a7:67:03:59:96:0a:6f:91:fd:fc:bd:1c:86:79:b8:
41:d9:04:74:01:d5:03:63:61

Exponent: 65537 (0x10001)

Attributes:

a0:00
Signature Algorithm: sha256WithRSAEncryption

8c:c6:69:d7:65:56:e8:80:5d:3b:58:fa:3f:86:91:01:a2a:97:
aa:92:58:ba:1f:8c:b8:e4:99:77:£8:bl:c3:1e:1e:29:7a:e2:
98:ad:£1:59:28:3b:df:50:32:a5:d7:9a:db:65:01:a4:26:c8:
28:db:ad:d3:6a:2b:7b:53:44:0d:¢c9:22:d7:16:39:fa:bf:ec:
2d:54:4d:0d:33:03:ec:cl:4e:c6:£9:8d:ac:8b:9d:c8:71:ba:
99:48:€9:a2:85:db:59:22:35:e5:f0:2e:6:dd:19:76:dd:25:
5a:01:d3:95:41:c4:bf:9e:47:82:21:98:82:c3:14:95:ac:e3:
cf:ce
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510 Y RF.LAJav Uk

VAT LT avy REFNISHIGT DRNTA—Z—D—EEZUTORIRLET,

a<w K

av s RENTA=F—

logging on

logging on

no logging on

logging buffered

logging buffered [severity {SEVERITY-LEVEL | SEVERITY-NAME}]
[discriminator NAME] [write—delay {SECONDS | infinite}]

no logging buffered
default logging buffered

logging server

logging server {IP-ADDRESS | TPV6-ADDRESS} [severity {SEVERITY-
LEVEL \ SEVERITY-NAME} ] [facility {FACILITY-NUM \ FACILITY-NAME} ]
[discriminator NAME] [port UDP-PORT]

no logging server {IP-ADDRESS | IPV6-ADDRESS}

logging source—
interface

logging source—interface INTERFACE-ID

no logging source—interface

logging console

logging console [severity {SEVERITY-LEVEL | SEVERITY-NAME}]
[discriminator NAME]

no logging console

logging
discriminator

logging discriminator NAME [facility {drops STRING | includes
STRING}] [severity {drops SEVERITY-LIST | includes SEVERITY-LIST}]

no logging discriminator NAME

command logging
enable

command logging enable

no command logging enable

show logging

show logging [all | [REF-SEQ] [+ NN | - NNJ]

clear logging

clear logging

show attack—logging

show attack-logging unit UNIT-ID [index INDEX]

clear attack—-logging

clear attack-logging {unit UNIT-ID | all}

Fawy FOFEMZLLTICH M LET,

logging on

EL:8)

AT Lu T A LET, BT HITIE, no IBAEMEH L £,

VBT R

logging on
no logging on

NI RA—F— 2L

VAVE i) H%h

a<wy FeE—F Ja— )R EE—FR
F7F L)L L~UL ;12

EHEDTAL KFA4

Ka<wr RTlE, YAT2al2FMILET, VAT a ZRNEDOL
G EEOa—H NNy Ty — BLWOa Y —LKR— k., syslog ¥—
N=IZHKHTHDITRTOI AT LT A yv—OhEELELET,
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it 1

VAT A T NI T S AR LET,

# configure terminal
(config) # logging on

WARNING: The command takes effect and the logging buffered is enabled at the same

time.
(confiqg) #

logging buffered

HE

EEOD—DNNy 77 —IC5ekT DV AT L T EFHELET, T 74
L MZRETHAI121E default logging buffered =i~ RA&MFEHA L 9,
Ny T — DR AT WEEAIE, no BREFEHLET,

VBT R logging buffered [severity {SEVERITY-LEVEL | SEVERITY-NAME}]
[discriminator MVAME] [write—-delay {SECONDS | infinite}]
default logging buffered
no logging buffered
INTGA—F— severity : ik 9 D 1 7 & B K (Severity) THE L 7,
SEVERITY-LEVEL : &1 7 DEKE % 0~7 DL~V THRELET, fFE Lz
LAV ERIEDY, KW EBEENRE VR B ANy 77 —litdkSNET, &
BRIV AT LA ZHFNCERESNTEBY, 0 DERLEEEOFH L ~L
<7
SEVERITY-NAME : 1 7 DB RKEABEREL THELE T, BERELIT
emergencies., alerts., critical. errors., warnings. notifications,
informational. debugging 3® V. TN FIL~/LE 0(emergencies) ~
7 (debugging) {ZxF it L E£97,
discriminator NMAME : w9 % discriminator Zfg8E L E 7,
write-delay : 2 — BNy 77 —DI AT LAQ T EHT T v a2 AE) —
EEMICESATMBEE R EL £,
SECONDS : write—delay [H[&% 0~65535 #» T,
infinite: 77 v ¥ a AE Y —~DEWIEZ AL E TN LET,
F7F b 02— )Ny T —~DFLEk B

HARE L UL : informational (6)
discriminator : 72 L
write—delay : 300 ¥

a<wy KE—F

7 —/NVEREE— R

F 7 4 v b LV

L)L 12

EHEDTAL KFA4

VAT AT RNEHOBE, VAT LA T Ay —iIae—h Ry
Ty —lCEEEEINET, B—HANy T — Il EXAENTENEE I,
oY —)LiR— hR° syslog r—X—~Dua 7O ST 2TV E T,

RKa<wr RTE, B—b NNy 77—k T DV AT L0 VR EEE,
& HUNT discriminator 2 L CER L £,
=By 77— X7 T v a AT ) —ICEMIRTE S, KR
BEIOFREIFICA vE—F2 Y A RN T X ET,
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i B
BHEREL LN 3(errors) LV bEWS AT A T ea— NNy 7 7 —|[CEX AL TEZ TR LET,

# configure terminal
(confiqg) # logging buffered severity errors
(config) #

logging server

B 07 &5 5T 5 syslog — _"—% %8Gk L E£9, BEkL7- syslog Hh—r3—
ZHIRT 5121, no B AHH L £,
SUB YT R logging server {IP-ADDRESS | IPV6-ADDRESS} [severity {SEVERITY-

LEVEL | SEVERITY-NAMF}] [facility {FACILITY-NUM | FACILITY-NAME}]
[discriminator NAME] [port UDP-PORT]

no logging server {/P-ADDRESS | IPV6-ADDRESS}
NRFGRA—H— IP-ADDRESS : syslog —X—D IP 7 KL AZIFEL£7,

IPV6-ADDRESS : syslog —/3—® IPv6 7 KL 2 Z$EE L E T,
severity : X579 % 1 /& E K (Severity) THE L 7,

SEVERITY-LEVEL - & 7 DEREE 0~7T OL~LTCHEELET, EELE
LULERIUD, KVEEERSVE 72X ELET,
SEVERITY-NAME - @ 7 DEKEZBERKEL THRELET, ERXNELIT

emergencies., alerts., critical. errors., warnings. notifications,
informational. debugging 3® V. TN FIL~/LE 0(emergencies) ~
7 (debugging) It LE T,

facility: 77 v VT 4 —lHEHRELET, BHIT D772 U T 0 —1flHiX
T )T 4 —F b LTI T —ATHELET, HEL2W
B3 local7(23) R L £,

FACILITY-NUM : 7 7 > VT 4 —3% 5 (0~23) THRELET,

FACILITY-NAME = 7 7 ¥V 74— CHELE T, EHTE2 772
I 4 —4%4 1% kern, user. mail. daemon. authl. syslog. lpr. news.
uucp . clockl . auth2., ftp. ntp. logaudit., logalert. clock2 .
localO, locall, local2, local3, local4, localb, local6, local7 7?3
Y., EnNFNT7 7 U7 0 —%F5 0(kern) ~23(local?) %t~ L E9,

discriminator MME : w3 % discriminator ZFHE L F 9

port UDP-PORT : syslog Y —/S—®D%i% UDP R— FE 5% 514, F721%
1024~65535 THEEL £, fEE L2WEE, 14 2 HLET,

VAVE i) 7L

a<wy FeE—F Ja— )R EE—FR

F7F L)L LrUL 12

FEREDHTA RFALY | Ka<wr RTIE, v7 %257 5 syslog br—"—Z XL F7,

55 B
HEREL~L 4(varinigs) KV @ e 7% syslog —3—(20.3.3.3) IZHKET D HEERLE T,

# configure terminal
(config) # logging server 20.3.3.3 severity warnings
(config) #

118/421



5 VATLEM | 5.10 AT LAn S avw R

logging source—interface

HRY syslog ==L WEZITOA X —T = —AEZHRELET, T 74/ h
DREICETITIEL, no BRAEEH L £,

VYT R logging source—interface INTERFACE-ID
no logging source—interface

NI A—F— INTERFACE-ID : syslog DifE%1T S5 VLAN 4 ¥ — 7 = —AZHEE L F
EE

77 &V 2L

a<wy FeE—F Ja— )R EE—FR

T 74V F L LUl 12

EREDHTA RTA Yy | RAEETIAREZHIT L E£H A,

5 B
syslog — "—LBEZRITHA L H—7 = —AZVLAN 100 248ET 5 HiEE R LET,

# configure terminal
(config) # logging source-interface v1anl00
(config) #

logging console

HHY A= NVR—= b~ T OHNEFHLES, 774V FREICET
\ZIiE, no <> REMEHLET,
VOB IR logging console [severity {SEVERITY-LEVEL | SEVERITY-NAME}]

[discriminator NAME]

no logging console

NTFG A —H — severity : /195 v 7 % EKE (Severity) THE L £9,
SEVERITY-LEVEL : 0@ 7 DEKEAR 0~7 OL~ULTHELET., IFEL
LoV ERIUD, KV EEERE e 7 SnET

SEVERITY-NAME - & 7 DEKEZBEREL THRELET, EXNELIT

emergencies. alerts., critical., errors. warnings. notifications.
informational, debugging 23% V. ZiLZ4L L /LfE 0(emergencies) ~
7 (debugging) |2t LE 9,

discriminator MME : w3 % discriminator ZFHE L F 7

T 7 4k HE7h
gy RE—FR Ta— N )VEREE— R
F7 4L Loyl o: 12

FEREDHTA RFGALY | Kavr R, avY—R—hoa 72+ o8E2HERNCL £,

155 51
BEREL LD 3(errors) LV b@mvwa 7 zda ) —)Lik— MIH 1T 5 FiEZ R LET,

# configure terminal
(config) # logging console severity errors
(config) #
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logging discriminator

HH

AT Aa JERET A discriminator ZERE L E 9,

VU T R

logging discriminator NVAME [facility {drops S7TRING | includes
STRING}] [severity {drops SEVERITY-LIST | includes SEVERITY-LIST}]

no logging discriminator NAME

INTGA—F—

NAME : discriminator D4R EL £7,
facility : BEEX S TO T 4 VE U v T EHITVNET,

STRING : ¥8E4 % 1 SLLEFEE L £, R4 (% SYS, PORT, STP, LAC,
FDB. LLDP. ACL. QOS. PORTSEC. DHCP. DHCPV6. STORM_CTRL. SSH. CLI.
SNMP. ALARM. AAA, DEVICE., RADIUS. DOT1X., POE, MAC. CFG. FIRMWARE,
MEAR, MMRP, PD_Monitoring MM FIRETT, #HEBOMEEL AT 5%
BlE. BEREA EREA OMICZERE ANT, U~ TRYIY £7,

includes : S —E L2 vm 7 ZHIR L 7,
drops : SRIFIC—EHT 50 7 ZHIRL £,

severity : ERKETO T 4 NE Y T HEITVET,
SEVERITY-LIST : BREL~VLDY A M afFEELET,

F7 %V E

L

a<wy RE—FK

7u—r VR EE— R

FI7F+V L L

LUl 12

EHEDTAL KFA4

discriminator 1%, VA7 La 7 ZEKE EEEXRTOWNTILN, HLL
FW AL TCT7ANZ ) T H2TI DT a7 7 A LT, fERRL
7c discriminator |, B—H ANy Ty —a Y —/LR— MO,
syslog —R—~DOHIJOFETHEHT DN TEET,

BEREX 7y CEERE T, ZRENAET HEME, 77 a b BEDET,
7 7 v a o ZiE includes & drops 23% V| includes DA IISMICAE
LAWY 2T am Z2HIRLET, W drops DBRAIE. AT S
VAT LAu T EHIRLET,

5B

discriminator Z{EK T2 HiEEZ RLFET, ZOHITIX, Tbuffer—filter] &V ARITER /2,
STP BERETCOERE L~V 1, 4, 5, 6 DV AT Lua T UNEHIRT D707 7 A VBMERRSIVE T,

# configure terminal

(config) # logging discriminator buffer-filter facility includes STP severity includes

1-4,6
(config) #
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command logging enable

I # 2w KR¥ ZRIEEAMIC LET, 372 Fr¥s /iies BT
%A1, no A ZMEH L ET,

VYT R command logging enable
no command logging enable

NI A—=H— 7L

T7HNVE CE)

avy RKE—F Ta—N)VEREE— R

T 74V F L LUl 12

ERLEDOHTA KT

g~y RaX U R, Frahiza~y Feiek L £,

show logging =1~ RZMH L CFRIND a~r RLFHEDIL, &K
255 LFTT,

5B

avy ReXy ZHEE AT B IR R LT,

(config) #

# configure terminal
(confiqg) # command logging enable

show logging

HH EWEOV AT LA T R R LET,

VBT R show logging [all | [REF-SEQ] [+ MV | — AM]

INTGA—F— all : I R_RCOalEHETOA v =R R LET,
REF-SEQ : RmZ Rl DBy — 7 VAR FERELET, + W - W
EEWME LTS E . BBEDY—T U AR SN OERFTOa 7 ETRAILET,
+ MW B — T AR EOu T ORICEAE LT VYRR RLET, MWVIT
IERT 20 7 OHERELET, 2L VT v 7 ZAEEK LTS E1L.
KbowvwarZaEst LCFErLET, [+ HETLE WHEHE ORI
AR — AR LFL T,
- MW: BB —r U AFFOR TORNISEELT-n 7 2R LET, WIZ
EETRT 20 T OBERELET, AT v 7 ZAEEK LT-5E1L.
EbHLnarZaimal LTCERLET, ) HETFE WIHEHETOMIZ
LA AR— 2N YELTF,

T 7 4k 2L

a<vy FE—F FEDa<w FE—FK

F7 4L LUl 1

ERLEDOHTA KT

a—HNNRNy Ty —DFKa L, = U ARFICEEMT O ET, 1
TR EIND L. 1 o EDL U~ AFZEFNEID Y ToNET,
A AF L, 100000 IZET A E LICEY £97,

RS AR —FEEEPFICa~y REFEITLEEA.
K200 D=2 U —nNEREINET,

BHTD A =T
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i B
O—ONRy T —NOr JERRwTDHHERRLET,

# show logging

Total number of buffered messages:6

#6 2016-03-03 14:49:36 INFO(6) "exit" executed by 15 from Console

#5 2016-03-03 14:49:35 INFO(6) "configure terminal" executed by 15 from Con
sole

#4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1
5)

#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)

#2 2016-03-03 14:49:27 INFO(6) "logout" executed by 15 from Console

#1 2016-03-03 14:49:22 INFO(6) "clear logging" executed by 15 from Console

#

LR LDV ABZSEREL TR =Ny 77 —NOr T 2FzRkT 5 HEE2RLET, 20
BITIX, v AF IO hbiFOT P —FTEERLET,

# show logging 3

Total number of buffered messages:7

#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)

#4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1
5)

#5 2016-03-03 14:49:35 INFO(6) "configure terminal" executed by 15 from Con
sole

#6 2016-03-03 14:49:36 INFO(6) "exit" executed by 15 from Console

#7 2016-03-03 14:49:40 INFO(6) "show logging" executed by 15 from Console

#

0—HNRy 77 —NOT T EEIR L CRRTDHHEEZRLET, Z0OFITIE, v —7 2 2FF3D
o kel R 2 floa S RFRENET,

# show logging 3 + 2

Total number of buffered messages:8

#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)

#4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1
5)

#

clear logging

HH WEOL AT a T EHIBRLET,

VOEY TR clear logging

INTGRA—HF— 7L

VAVE i) 7L

avy RE—F FEHEFATE— N

FI7 VL)L LAUL ;12

FERHEDTA RFAY | Ka<v RTE, EEOu =N Ny 77—, 77 vvaA® ) —IlhkiF
Sy 27T sm 7 28R L ET,
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it 1

TRTOVAT 2T ZHlRT 5 HEZ R LET,

# clear logging
Clear logging? (y/n)
#

[n] vy

show attack—-logging

EL:8)

TRy Ia TR RLET,

VBT R

show attack—-logging unit ONI7-ID [index INDEX]

INTGA—F—

INIT-ID: == | ID 2588 LE T, ARETIEHIC 1T

INDEX : 'R T BT Xl DA T v 7 AFK SOV ARNERELF

T, FBELRWES, T XTCOT7EZy 7 a0 nERENET,

T 7%k

L

a<wy KE—F

TEDa~vy RE—FR

Vel AN 2%

L~UL 1

EHEDTA KFA4

Kav FTCE, 7Hy a7 x2FRLET,

55 B

TSy a T ERRT kR TR LET,

Attack log messages

# show attack-logging unit 1

(total number:0)

clear attack—logging

HH THEy7a T EHIERLET,

VoEY TR clear attack-logging {unit NIT-ID | all}

NG RA—H — UNIT-ID : ==~ h ID Z45E L £T, AREETITHFIZ1 TT,
all : 7 X v ru T _XTHPELET,

VAVE i) 7L

o<y RE—FK FRHEERITE— R

F7F L)L L~UL s 12

ERLEDOHTA KT

Ka<wr L, 74y rnaZ &3 ~CTHIRLETd, AREETIL,
RIA—=H =2 L THHEERIZE T,

EH55m

it 1

TANTOTZ vy a7 ZHIRT 5 hikE s LET,

#

# clear attack-logging all
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511 SNMP o< > F

SNMP (&, #&E D MIB fEH AN L T, EEAEFHB LOERT L7 0 2T, HFHEIL, SNP <
=V — 2 L THEED MIB [FHICH /RS, EZIAHOBRIELIT) Z LN TEET,

EEO SNMP = — = > MME, S\WP ~ 32— ¥ —0>6 MIB {FHR~D T 7 & 2 & Hl#H4 HHEEE T, SNMP
T—V =z ME, SNWP v 32—V ¥ —DH TCHER OB Z 1TV, MERRIZIS UT- B EZFF Rl L ET, HE
[RI%, B ERERIE 7 7 B AEMO 2 FETHE L, 7272 AEMIZSNP B2 —2 W TiHEEL £,

SNMP 2= R &EFIUCHHINT DR T A= —D—E 2 L FTORITRLET,
a<w K aw s RENRTRA—H—

snmp—server snmp—server

no snmp-server

snmp—server name snmp—server name NAME

no snmp—server name

snmp—server location | snmp—server location TEXT

no snmp—server location

snmp—server contact snmp—server contact TEXT

no snmp-server contact

snmp—server service— | snmp—server service—port PORT-NUMBER

port no snmp—server service—port

snmp—server response | snmp—server response broadcast-request

broadcast-request no snmp—server response broadcast-request

snmp—server enginelD | snmp—server enginelD local ENGINEID-STRING

local no snmp—server enginelD local
snmp-server view snmp—server view VIEW-NAME OID-TREE {included | excluded}
no snmp—server view VIEW-NAME
snmp—server snmp—server community [0 | 7] COMMUNITY-STRING [view VIEW-NAME]
community [ro | rw] [access IP-ACL-NAME]

no snmp-server community [0 | 7] COMMUNITY-STRING

snmp—server group snmp—server group [0 | 7] GROUP-NAME {v1 | v2c¢ | v3 {auth | noauth
| priv}} [read READ-VIEW] [write WRITE-VIEW] [notify NOTIFY-VIEW]
laccess IP-ACL-NAME]

no snmp-server group [0 | 7] GROUP-NAME {vl1 | v2c¢ | v3 f{auth |
noauth | priv}}

snmp—server user snmp—server user USER-NAME [0 | 7] GROUP-NAME {v1 | v2c¢ | v3
lencrypted] [auth {md5 | sha) AUTH-PASSWORD [priv PRIV-PASSWORD]])
laccess IP-ACL-NAME]

no snmp-server user USER-NAME [0 | 7] GROUP-NAME {v1 | v2¢ | v3}

show snmp-server show snmp-server
show snmp show snmp {community | host | view | group | enginelD}
show snmp user show snmp user [USER-NAME]
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Ha~y FOFFMAZ L FIZHHLET,

snmp—server

HE S\MP —=— = MERRZ AN LE T, BT 5121E, no XA
LET,

VoEY TR snmp—server
no snmp—server

INTGA—F— 7L

F7 AV B 22

a<wy REeE—FK Ja—N)VEREE—R

T 74V F L)L LoUL s 12

EHEDTAL KFA4

ARa<wr RNiE, EEO SWP =—Y x> MEREZAENZLET, BEHDL
A SNMP v 2=V —mbDOT R ATFHF T ENEY A, 2. SNWP k
T T EEELEE A

55 B

S\WP =—V = M ZEHNCT B HEERLET,

(config) #

# configure terminal
(confiqg) # snmp-server

snmp—server name

HH VAT LAERELET, T 74V MCRERTIE, no BREMBEH LET,
VBT R snmp—server name NAME
no snmp-server name
NI RA—=H — NAME = > AT DA DLFHN e K 64 LFTHRELET, FA MITIEX
THT, BLUONA 7 (EEHEREDAN) EEHTEET,
VAP Wi Switch

a<wy KE—F

77— NVEREE— R

FI7F+V L L

LUl 12

EHEDTAL KFA4

RKa<wr RTlE, VAT AL ZHRELET, ZOFRTEIEL, S\MPv2-MIB TE
F X7 sysName (1.3.6.1.2. 1. 1.5). 0 DIFEHRICEY L7,

it B

VAT L4 % [SiteA-switch] [ZRET D HEERLET,

(config) #

# configure terminal
(config) # snmp-server name SiteA-switch
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snmp—-server location

HH VAT LAul—va UERERELET, HIERT %121E, no %
flEALET,

VIUEY TR snmp—server location 7EXT
no snmp-server location

NI A—=F— location TEXT: AT hu/lr— =z UIEME K 255 LFOLTFHI T
ELET, AX—ZABMLHARETT,

T7HNVE 7L

awy FE—FK 7a—/SVEREE— R

F 73 h L)L LoUL s 12

FEREDTA T4 | Ka~vr R BOVATLalr—a UERERELE T, ZORE
IL. SNMPv2- MIB 7:?E§§E§i%7; sysLocation(1.3.6.1.2.1.1.6).0 OFHRIC

Y LET,

55 51
EEOV AT Lol — 3

M E THQ 16F) ([CiRET S Hika s LE T,

# configure terminal
(confiqg) # snmp-server
(config) #

location HQ 15F

snmp—server contact

HH

VAT LERE OB IR AR E L E T, HREXHIFRT 5121, no 3%
Y REfEHLET,

VYT R snmp-server contact 7EXT
no snmp—server contact

NIRA—HF— contact TEXT: 3 AT LEHE OGS MZ &K 265 LT DT TH
ELET, AXR—ZGHAEETT,

A Ay L

a<wy REeE—F Ja—/N)VRET— R

F 7V E L)L LUL s 12

FEREDTA RFAL Y | Ka~wr FiE, EBEOS AT LAEHEOEKEERERELE T, Z0OHF

Eix. SNMPv2- MIB TEFINT- sysContact (1.3.6.1.2. 1. 1. 4). 0 DIEFHIC
Y LET,

155 R ]
BEE DOV AT NEHE O

BiESefE A IMIS Department IT] IZEXET D HEEZRLET,

# configure terminal

(config) #

(confiqg) # snmp-server contact MIS Department IT
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snmp—server service—port

H SNMP @ UDP R— F&FFEZRELET, 77 4/L MEIZETIZIE, no B
EERALET,

VYT R snmp-server service—port PORT-NUMBER
no snmp—server service—port

NI A—F— PORT-NUMBER : UDP /R— & B ZE L E7,

T 74V b 161

a<v v RE—F Ja—N)LEREE— R

F7F VR L)L LUL 12

BERHEDOHA RTFALY | Ao~ Rid, HEEDO SNMP OFfF 531 UDP R— hESZREL £,

{4 -
SNMP D% H 3% 1+ UDP An— k& 5% 50000 ([ZRET D HikE R~ LE£9,

# configure terminal
(config) # snmp-server service-port 50000
(config) #

snmp—server response broadcast-request

EL:y] Tr— ¥y A K SNWP BERADISEZHNILET, BT HITIE,
no FEXZMHEH L ET,
VYT R snmp—server response broadcast-request

no snmp-server response broadcast-request

INTGA—F— 7L

T74ME HE5h

a<wy FEeE—F Ja—/NUBREE— R
T 74V F L)L LrUL s 12

EREDTA RTAL Y | AREREZBNCTDHE, 72— RF ¥ A b SNMP ERIZxHT 2 I0E &2 7F ]
LET, */%U JEBY 7 My =T O—HTIX, Xy NI —J¥EE
AT 5707 e — Ry 2 S\WMP ERAZ1TH 220830 £,

155 51
7 Br— R¥x AL SNMP GetRequest /N7 v NIk B — =D& EHMNITHHEEZRLET,

# configure terminal
(confiqg) # snmp-server response broadcast-request
(config) #
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snmp—server engineID local

HH SN\MP =2 ID #FELET, T 7 4 /L MIETITIE, no JEXAMH L
EJr N

VYT R snmp—server enginelD local ENGINEID-STRING
no snmp-server enginelD local

TG RA—HF— ENGINEID-STRING : SN\MP =¥ 1D Zfck 24 305 (16 #E3K5E) THREL
EJr I

F 7%V bk ”8000011603” + 3 MAC 7 KL Z (12 CF) +700" D 24 LF

a<wy KE—F

7u—r VR EE— R

FI7F+V L L

LUl 12

EHEDTAL KFA4

SN\MP =2 ID I, T35 A& iR 9 5 —EOiA T3, 24 XFLD
Dipuy 16 EBAERTETH &, 24 LFITRDETEREN 0 THO O E
7,

{4 -
SNMP = > <> 1D % 332200000000000000000000 |Zf%ET 5 Hika s LET,

# configure terminal
(confiqg) # snmp-server engineID local 3322

(config) #

snmp-server view

HH

S\MP B = —%WELET, SWP B =—%HIRT5121%. no FBRZHEH L
F9,

VOB TR snmp-server view VIEW-NAME OID-TREE {included | excluded}
no snmp—server view VIEW-NAME

NTRA—=H— VIEW-NAME : SNMP B = —£ #HELE T,
OID-TREE : 7 7 2 ZAKERZE DD 0ID Y U —DAT V= 7 N1 %467
LET, 0ID B T2 U4 TR 723CFH) ZHLET,
included : DY 7Y U —D 0ID ~DT 7 ¥ AZFHFA LET,
excluded : HRDOYV 7> U —D 0ID ~DT 7 A%ZF LEH A,

s Y VIEW-NAME OID-TREE Ba—%A7
Restricted 1.3.6.1.2. 1. 1 Included
Restricted 1.3.6.1.2.1. 11 Included
Restricted 1.3.6.1.6.3.10.2. 1 Included
Restricted 1.3.6.1.6.3.11. 2. 1 Included
Restricted 1.3.6.1.6.3.15. 1. 1 Included
CommunityView 1 Included
CommunityView 1.3.6.1.6.3 Excluded
CommunityView 1.3.6.1.6.3. 1 Included

avy RKE—F JTa— VR EE— R

VAP Wi 2av% LAUL 12

ERLEDOHTA KT

ARKa< RIESNWP B = —ZfRE L FE I, BekL72 S\MP B = —(%, SNMP =
Ra=T =R N—T TR R ET DRI L E T,
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il 1

SNMP ¥ = —ZfREET 5 HiEa r LET, Z OB TIL,

lnterfacesMibView| & VY9 SNMP B = —{Z-D

WT, 1.3.6.1.2. L2UTFDOID ~DOT7 Vv A &FHFaT 5 ) —%2ER LET,

(confiqg) #

# configure terminal
(confiqg) # snmp-server view interfacesMibView 1.3.6.1.2.1.2 included

snmp—server community

HE

S\WMP a2 =2=7 4 —%2RELFET, HIFRTDIZIE, no BXNAEHEHL F
7,

VBT R

snmp—server community [0 | 7] COMMUNITY-STRING [view VIEW-NAME]
[ro | rw] [access IP-ACL-NAME]

no snmp-server community [0 | 7] COMMUNITY-STRING

INTGA—F—

0:SNMP 22 =2 =7 4 —% FXLTANTLIHAEIHEELET,

7T:S\MP 22 2=7 4 —%E 5 {bEXCANT IS ELET, 20
IRTG R —F P E L7 EE . SNIP 2 2 2 =7 ¢ — (3 FE e U CHLEE X
nEJ,

COMMUNITY=STRING : Y-SCE T IFRE b Sz SWP 22X 2 =7 4 —& AJ)
LET,

view VIEW-NAME : 5 Z V= #AEHEBRICX 35 MIB A7 Y =2 b7 7k
2EHAETT SNMP Ea—&ZEE LET, FEELARAVES . TXTo MIB
ATl MITHT 7 ART I ENET,

ro : BEHERR A Bt AT I T A AT E LE T,

rw : BREHERR & i iA e, EXAALARRICT DG EICHE LT,

access IP-ACL-NAME : 38 E L7~ S\MP =2 =2 =F 4 —TODO T 7 & X% H#I[R

T AU TP ACL ZHELET, ACL TliE, BETLT RLATHFIIEINS
2—P—D IPT7 R AZ%5HEL £7,

F7 %V E

Ea—4% T I Ak

IIa2=T 4 —

private CommunityView Read/Write

public CommunityView Read Only

a<wy KE—F

Ja—NVEREE— R

F7 4L

L~)L 12

EHEDTAL KFA4

AKa<> Rix, S\MPvl F721% S\MPv2e D7 7 A TfiHT % SNMP =2 3 =
=F 4 —ZERLET, SWP a3 =2=F 4 —Z&ET5L, BEIWIC
SNMPv1 & SNMPv2c @ SNMP 7 /L— 7 2MERK S U E T,

it B

SNWP =2 X =2 =7 o —ZAE T 2 5 R L £, ZOBITIEL,

i S EENATRE T, BRI A D

SNMP B = — [linterfacesMibView| T7 7 & A R[HE/2 0ID ZE 7~ SNMP 2 2 = =7 ¢ — [comaccess]

ZER L TWET,

# configure terminal

(confiqg) # snmp-server community comaccess view interfacesMibView rw

(config) #
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snmp—server group

HE

S\NP 7'V —T %R ELET, XEXHIBRT DI2IE. no BXEZHEHL
—g—O

VIEY TR snmp-server group [0 | 7] GROUP-NAME {v1 | v2c | v3 {auth | noauth
| priv}} [read READ-VIEW [write WRITE-VIEW] [notify MNOTIFY-VIEW]
laccess [P-ACL—NAME]
no snmp-server group [0 | 7] GROUP-NAME {v1 | v2c | v3 {auth |
noauth | priv}}

INTGRA—HF— 0:SNWP 7'V —T7 4% VX CANTHEGAICEELET,
7:SN\MP 7 NV—T 4 B b IEATANTHEAICEELET, Z0X7
A—H—HIFE LIRS, SNIP 7L — 7413 E L TUH SN ET,
GROUP-NAME = “V-3CE T2 13 5k 47z S\NP 7 v —T7 %2 A LET,
vl : SN\MPvl D7 —TF ZEE L ET,
v2c : SN\MPv2e D 7 L— 7w FgE L £,
v3 : SN\MPv3 D7 —TF EEE L ET,
auth : N7 > FZFGEL, B L LARWGAIZHRE L 7,
noauth : /X7 v M ZFRGEE T, LD LARWGAIZHEE L £7,
priv: X7y FEFGEL, BBk 258 I ELE T,
read READ-VIEW : it AFABED T 7 & AHPHE I ET S SNWP B = —%
FBELET,
write WRITE-VIEW : EXALIEDOT 7 v A#iHZHET 5 SNWP B = —
ERRELET,
notify NOTIFY-VIEW: SN\MP k5 v 7 T+ 25 MIB A7 Y =7 FO#iH%
R SWP B 2—AfEELET,
access IP-ACL-NAME : =——D7 7 & A & IR HEEHE 1P ACL Z87E
LFEJ, ACL TiX, #ELT RLATHAI SN2 —F—D IP 7 RL A%
Bk LET,

7 7 IV S it

774V Group Ver. eeurity Read View Write View | Notify View

Level

initial v3 noauth restricted 2L restricted
public vl/v2e | 72l CommunityView | 72 L CommunityView
private vl/v2c L CommunityView | CommunityView | CommunityView

a<wy RE—F Ja—/N)LEREET— R

F7 4L

L)L 12

ERLEDOHTA KT

SNWP 7 —T1F, Bl (FEHRidA, HXIAL, BEO SN R T v 7ICk
DA OHEPRE . BT D MIB A7 V=7 hOT 7 & AHiH%Z &
VT T 7 A TT, SNP 2—HF—== S\WP =2 2 =7 1 =T\ hn
O SNP Z—TIZED B TH, =P =25 X bR HHERIT SN 2
N—T DFRENFIKAFE L ET, SNPv3 TlE, SNP 22— —DEF =Y
T A4 — LU SNWP 7 — T DR EICHENE T,

SNMPv1/v2c DA, WHEIT SN\MP VL — 7 2Bk T A2 0EITH D FH A,
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5 B

SN\MP 7 NV—T 5B T 5 HiEZ R LET, 22 Tlk, BEFEAD SNWP B = — TinterfacesMibView]

TERINTMB AT V=V hA~OFAIAFEED I DFF A S 1172 S\NMPv3 2 —H— @ SNWP 7' /L — 7
[guestgroup)] ZEFELTCWET, XU T 10— LUl auth TI,

# configure terminal

(config) # snmp-server view interfacesMibView 1.3.6.1.2.1.2 included
(confiqg) # snmp-server group guestgroup v3 auth read interfacesMibView
(config) #

snmp—server user

H 1 SNMPv3 D —H —ZAER L E T, HIBRT 521X, no B ZHHL £,

VUOEY TR snmp-server user USER-NAME [0 | 7] GROUP-NAME {v1 | v2c | v3
lencrypted] [auth {md5 | sha} AUTH-PASSWORD [priv PRIV-PASSWORD]1}
laccess [P-ACL—NAME]

no snmp-server user USER-NAME [0 | 7] GROUP-NAME {vl1 | v2¢ | v3}

INTG R —H— USER-NAME : SNMPv3 —H—Z % i K 32 LT CTHREL £,
0:SNMP /' NV—T &L TANTHGEICHEEL T,

7:SNMP 7 NV—T 455 b B TANTAEAICRELET, ZD/R7
A—R—ZEE LR WEE . S\MP 7 L— 7413 c e LTS E T,

GROUP-NAME - SESCF 7213 B AL S 372 SNMP 7 v —T7 242 A LET,
v3 : SN\MPv3 = — % —Z 4Bk L £,

encrypted : /XA T — R (AUTH-PASSWORD 5 X U8 PRIV-PASSWORD) % W5-5E-1t,
X TANTHIHAICHEELET, A LIESGA, e LT EINE
T,

auth : AL~V ZHEELET,
md5 : HMAC-MD5-96 F8GEZfE T 25 AR E L £7°,
sha : HMAC-SHA-96 FBFEZfEH T 2 LA ICHE L £,

AUTH-PASSWORD : Y-SCF T2 13 Sl SN2 FFE AT — RE AT LET,
ST DA MD5 Tlik 8~16 X, SHA Tl 8~20 XF T, HEELEX
DA, MD5 TlX 16 475~ . SHA TIX 20 427 5~ Fd 16 #EETERT
KR

priv PRIV-PASSWORD : 1815 Dl 5ALICHE AT A 5L XA Y — REFRE L
T3, EXOHA, 8~16 LT THELET, Wbt DLEE. 16 47
T v hD 16 EEFXTT,

access IP-ACL-NAME (BW&wa[HE) : o— W —ICBIERHT AEHED 1P T
2 2~ (ACL) I ELET.

=75k a—F—% : initial

T N—"7%4 ¢ initial
ey FE—F Ja— e F
F7 4V R LL L~UL 12

FERHEDHA RFGA4Y | Ka<wr FTIE. S\MPv3 O —HF—ZERk LE4, SN\MPvl/v2e DH4 .
SNMP =2 2 = =7 ¢ — (snmp—server community) CTixE L T 7ZEUN,

131/421



5 VAT AER | 511 SN\MP =2~ > R

A
SNMPv3 7' )L—" public ®—Y%— Tluserl] ZVET D HiEE "L ET,

# configure terminal
(config) # snmp-server user userl public v3 auth md5 authpassword priv privpassword
(config) #

show snmp-server

HE SN\MP =— = > hOERTEEE R LET,

VBT R show snmp-server

INT A —HF— 7L

VAVE i) 7L

a<wy RE—F EEDa~v FE—F

FIZHNL L LUL sl

FEREDHTA RFALY | Ko<y Rk, S\WMP =—V = MERED /7 B — LR ELZR R LET,

{4 -
S\NP =— = NOEREEFRRT DHHIEEZRLET,

# show snmp-server
SNMP Server : Enabled
Name : SiteA-Switch
Location : HQ 15F
Contact : MIS Department IT
SNMP UDP Port : 50000
SNMP Response Broadcast Request : Enabled
#
show snmp
HHY SNMP B¢ E A3 L £,
VoEY TR show snmp {community | view | group | engineID}
NI RA—F— community : SN\MP 2 X = =5 ¢ —{EHAERRT LFET,

view : SN\WP B = — A £ R~ LET,
group : SN\MP 7' /L — 75 A2 #=m L E 9,
enginelID : SN\MP = > 1D [ AR R LET,

T 7 4k 2L
avy RE—F TEOa~y RE—F
F7 4L L~UL 1

FEREDOTA RTA Y | Ka<x FTIE, S\P ORERFHRER R LET,
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il 1

SN\MP 22 2 = =7 ¢ — 15l EFRT D HEEZRLET,

# show snmp community

Community : public
Access : read-only
View : CommunityView

Community : private
Access : read-write

View : CommunityView

Total Entries: 2

#

SNMP 7' N— TR EHFRnT D HEE R LET,

# show snmp group

GroupName: public
SecurityModel: vl
ReadvView : CommunityView
NotifyView : CommunityView
IP access control list:

GroupName: public
SecurityModel: v2c
ReadView : CommunityView
NotifyView : CommunityView
IP access control list:

GroupName: initial

SecurityModel: v3/noauth
ReadView : restricted
NotifyView : restricted
IP access control list:

GroupName: private
SecurityModel: vl
ReadvView : CommunityView
NotifyView : CommunityView
IP access control list:

GroupName: private
SecurityModel: v2c
ReadView : CommunityView
NotifyView : CommunityView
IP access control list:

Total Entries: 5

WriteView

WriteView

WriteView

WriteView

WriteView

: CommunityView

: CommunityView
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SNWP B = —fXE & FRT D HEEZRLET,

# show snmp view

restricted (included)
restricted (included)
restricted (included)
restricted (included)
restricted (included) .
CommunityView (included) 1

CommunityView (excluded) 1.3.6.1.6.3
CommunityView (included) 1.3.6.1.6.3

I S
wwwww
oo oy o o
[E
ooy N
ww Wk e
i
U= o
RN
R

Total Entries: 8

#

S\NMP =2 1D #FRKonT 5 kA~ LET,

# show snmp engineID

Local SNMP engineID: 8000011603004066a££04800

show snmp user

HHY SNMP = —H —(ZBH T A a2 R R LET,

VoEY TR show snmp user [USER-NAME]

NI RA—=H — USER-NAME : ¥ E D2 —HW— % KA THGAITHREL £ T,

VAVE i) 2L

a<wy RE—F EEDa~v FE—F

F 74V R LR LyL sl

FEREDHA FFALy | KRa<wr RTIE, S\WP 22—V —DfFRE2FRLET, 22— —Z2HELR
WA, BEREN TV AT R TCOa—F—RNERINET,

{4 -
SNMP —H— %2 FRT 5 HiEarm LET,

# show snmp user userl

User Name: userl
Security Model: 3
Group Name: public
Authentication Protocol: MD5
Privacy Protocol: DES
Engine ID: 8000011603004066af£04800
IP access control list:

Total Entries: 1
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5,12 SNWP + Sy Ja< UK

SN\MP k7 v 1E, MEE T SO A X &R LIZ5A1C SNMP 28 L CilEn4 S HEFE T4, SNMP
T o T EFERTAICIE, S\MP =— 3V = > MEREA BN T AXLERH Y 9,

S\NMP h T w7 a<y REZIICHINT DT A—H—D—EEZ L TFTORIRLET,

a<w K

av s RENTA=F—

snmp—server enable
traps

snmp—server enable traps [cpu—protect | environment [fan]
[temperature] | 11dp [med] | loop-detection | rmon [rising—alarm |
falling—alarm] | snmp [authentication | linkup | linkdown |
coldstart | warmstart] | stp [new—root] [topology—chg] | poe]

no snmp—server enable traps [cpu—protect | environment
[temperature] | 11dp [med] | loop-detection | rmon [rising-alarm |
falling—alarm] | snmp [authentication | linkup | linkdown |
coldstart | warmstart] | stp [new-root] [topology—chg] | poe]

snmp—server host

snmp—server host {IP-ADDRESS | IPV6-ADDRESS} [version {1 | 2¢ | 3
{auth | noauth | priv}}] [0 | 7] COMMUNITY-STRING [port PORT-
NUMBER]

no snmp-server host {IP-ADDRESS | IPV6-ADDRESS}

snmp trap link-—
status

snmp trap link—status

no snmp trap link—status

snmp—server trap—
sending disable

snmp—server trap—-sending disable

no snmp—server trap—sending disable

snmp—server source-—
interface traps

snmp—server source—interface traps INTERFACE-ID

no snmp—server source—interface traps

show snmp—server
traps

show snmp—server traps

show snmp host

show snmp host

show snmp trap link-—
status

show snmp trap link-status [interface INTERFACE-ID [, |-]]

show snmp—server
trap—sending

show snmp-server trap—sending [interface INTERFACE-ID [, |-]]

Fawy FOFEMZ L TICH M LET,
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snmp—-server enable traps

HE

S\NMP b T v 7 EEEFIMCLET, BT 2121, no BXEMHEHL F
—g—O

VOB TR

snmp-server enable traps [cpu-protect | environment [fan]
[temperature] | 11dp [med] | loop—detection | rmon [rising—alarm |
falling—alarm] | snmp [authentication | linkup | linkdown |
coldstart | warmstart] | stp [new-root] [topology—chg] | poe]

no snmp-server enable traps [cpu—protect | environment [fan |
temperature] | 1ldp [med] | loop-detection | rmon [rising-alarm |
falling—alarm] | snmp [authentication | linkup | linkdown |
coldstart | warmstart] | stp [new-root] [topology—chg] | poe]

INTGA—F—

cup—protect : CPU {Ri#MEREIZ R DM AR E L F T,

environment [fan] [temperature] : ME&E OBREIRFEICES T A B AR E
LET, fan ZHETDH L, 77 VREOBEMEZRE L £7, temperature
IRETLHE, MERFOBEMEFRELET, WTNHIEELRWEES,
FTRTOARY MK L THREEZITVET,

11dp [med] : LLDP |ZE89 2 M Z*E L £7, med Zf5ET S &, LLDP-
MED (B4 2@z ke L £7,

loop—detection : /L — KN BET A EZRELE T,

rmon [rising-alarm | falling-alarm] : RMON A X2 NZES4 2@ %4 3%
L ¥E7, rising-alarm Z{5ET 5 &, LEHAXV FodEAMEZREL £
9, falling-alarm Z{5E 3D &, THA X hodEmERELET, &
HOHIEELRWEGS, MFOA XY MR LTERELET,

snmp : FEUE SN\NMP b T v T O@EMAERTE L F T, authentication.
linkup, linkdown, coldstart, warmstart OO 7 g o 21k
L7eGa, B4 T4V boEMERELET, A7V a r2HEELR
WA, TRTOA Ry M L TREEITVET,

authentication : SNMP FBRERHL DM Z5BE L £
linkup: Vo7 7 v 7 O@MEiRELET,
linkdown : U > 7 XU OiEmMaEskE LET,
coldstart : =—/L RA X — M DEMAZFHE L ET,
warmstart : V4 — AL AX — FOBHEZRELET,

stp [new—root | topology—chg] : STP (2R 2@ A% E L £9, new-
root ZRETHE. — TV v VEHOBMEZHTE LET, topology—
chg #f5 €T 5L, PARV—ZEBHOBEMERELET, EHLLLEETEL
WG A ., BT OA Ry MR L TREEITTWET,

poe : PoE DB ZFXTE L E T,

F7 %V E

2

a<wy KE—F

7a—NREE—F

FI7F+V L L

LUl 12

EHEDTAL KFA4

NTA=F—=ZIRELRWGE, 7a—IUEiEZ R E L £,
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il 1
SNMP k7 v ZOEEMEEZ AN T D HikE R LET,

# configure terminal
(confiqg) # snmp-server enable traps
(config) #

SNWP RBE R 7 v 7 & (RS B REICT B AR L E T

# configure terminal
(confiqg) # snmp-server enable traps snmp authentication
(config) #

FEOWESLT 7 VORFE D SNP F 7 v F@ae A 2 h5iEe"LET,

config) # snmp-server enable traps environment

# configure terminal
(
(config) #

RMON FF&7 T — b & FRHT7 T —2 DM FIZH L TSNP b T v OB EZFHNCT 5 HiEZ R LET,

# configure terminal
(confiqg) # snmp-server enable traps rmon
(config) #

STPIZRE3 5 SNMP k7 v F D@m= /T 5 HiEE s LET,

# configure terminal
(config) # snmp-server enable traps stp
(config) #

LLDP MED R 7 v 72 H N 5 HEERLET,

# configure terminal
(confiqg) # snmp-server enable traps lldp med
(config) #

CPU i FIREGHRAEBED SNMP ~ 7w T i@z BN+ 5 HikaRr L ET,

# configure terminal
(config) # snmp-server enable traps cpu-protect
(confiqg) #

PoE @ SNMP K 7 v @& Hhc T b HiEERLET,

# configure terminal
(config) # snmp-server enable traps poe
(config) #
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snmp—-server host

HHY SN\MP k7 v 7 OEFLEEFRELET, HIFRT D121, no BWRAEEH L £
7

VBT R snmp-server host {7P-ADDRESS | IPV6-ADDRESS} [version {1 | 2¢ | 3
{auth | noauth | privi}] [0 | 71 COMMUNITY-STRING [port PORT-
MNUMBER)
no snmp-server host {7/P-ADDRESS | IPV6-ADDRESS}

ING A —F— IP-ADDRESS : SN\MP &7 7 DIREHD IPvA 7 RLAZFRE L £ 7,

IPV6-ADDRESS : SNMP k5w 7 DEEHD IPve 7 KLU A EfREL £77,

version : SNMP R 7 w7 TD SNMP X—2 g U AIBELE T, XN—Ta %
BELZRWEE, SNIPvL 2 L9,

1:SNMPv1 ZfEH L £,

2c : SNMPv2e ZfEH L £,

3 : SNMPv3 Ml L £7,

auth : /N7y FEFEREL, WL LARWGEITHEE L E T,

noauth : /X7 v M EFEFEE T, WAL b LRWIGBEITHRE L £,

priv: 7y NEGEFEL, WAL T 25 GICHEL £,

0:SNWP 2 =2=7 4 —&FXLTANTLIHGAITHRELET,

T:SNWP 2 2=7 4 =4 TCANTLHEICRHELET, 20
RT A= —FBMELT5E, SWP 2R 2 =T ¢ —3FXE LTS
7

COMMUNITY=STRING : V-3 E 723 5 &7 SN\NMP 2 =2 =7 41— % A JJ
LE9., S\MPv3 D4, SNMP 2 —H— L U CEEL £,

PORT-NUMBER : UDP "R — & 5% 1~65535 O CIRE L E 7,

F7 %V E 2L

avy RKE—F Ta—N)VEREET— R

FTFIVE L)L L~UL ;12

FERAEDOTA FIALY | Ka< RTIE, SN\WP M T v 7O EREHRELET,

FEETHSNMP 22 2=F 1 —IZ% LT, SNMP R— g 2SS U 7= SNMP =
Ra2=T 4 —HDHWVE SNWP 22— —%2H 50U OBETHINENDH Y F
I, SN\MP R T v T EEETSH MIB A7V =7 FOFPIL, S\NMP 23 2=
T 4 —HDHVIELSNMP 7 /—FZHES< SNMP B2 —TED LN E T,

i
SN\MP R 7 v 7 ORERERET HHEEZRLET, ZOFHITIL, S\NMPvl O kT 7 % B &k A D SNMP
23 a2=7 44— lcomaccess] ZfHH LT 163.10.50.126 (ZF LET,

# configure terminal
(config) # snmp-server host 163.10.50.126 version 1 comaccess
(config) #
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snmp trap link-status

HE

Voo 7y Vo XU 3D SN\NP T v ZO@Ea 2 YR —
BEMCHRELET, REXEDT A1 no BRXNEHEHL £9,

VOB TR

snmp trap link-status

no snmp trap link-status

INTGRA—HF— 7L

T 74 b R

a<y RE—FK A B =T 2— AFRETET— K (port, range)

F 7 IV LL LUL 12

FEREDHTARIAY | Voo T v Vo7 Z 05RO SN\ b7 > TRIT A WA — FH

MCHRELET, BHOLE, 4T L5KR—b TV o277, Voo X
T UMFEAELTH, SNMP T v A KA@M IThbLEE A,

55 B

R—=H1/0/1 TOV I T T E % SNP 7 v 7 TEMLULRWEREICT D HEZRLET,

(config-if-port) #

# configure terminal
(confiqg) # interface port 1/0/1
(config-if-port) # no snmp trap link-status

snmp—server trap—sending disable

HE

PR — FHEALT S\MP R T v FOREEEZ TR WVWERTEICLET,
fiEERd 2121, no A AHH L £,

VU T R

snmp—server trap—sending disable

no snmp—server trap—sending disable

INTGA—F—

L

T 7 4k

) (TR TOR—FTSNP T v 7 Z2%ETD)

a<vy KE—FR

AR —T 2 —AFEET— K (port, range)

F7 4L

L)L ;12

ERLEDOHTA KT

AKa< FT SNMP b7 v 7T OREPEDCHEE S NTZWEFR— 61X
SNMP ks F » F DR RBFITEINER A,

55 B

AE=Tx2—RAR—F 1/0/8DLDMEHM N7 v T OREZENT 5 HEETRLET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/8
(config-if-port) # snmp-server trap-sending disable
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snmp—-server source—interface traps

HHY S\WP R T v FOEZEA A —T 2—AERELE T, T 74/ FOBRE
WZERIIZIE, no AL £,

VIRFY TR snmp—server source—interface traps INTERFACE-ID
no snmp—server source—interface traps

NWIRA—F— INTERFACE-ID : SN\MP T > 72 X5+ 5 VIAN A 7 —7 = — A &4E L
EJE RN

77 &V 7L

a<wy FE—F Ja—N)LRET— R

VAP Wi 2av% LUl 12

EREDHTA RTA L | AAEETIE, AREZHHLEEA,

55 -
S\MP T v 7 OEEA v Z—T = —AL LTVLAN 100 Z$BET D HEEZRLET,

# configure terminal
(config) # snmp-server source-interface traps v1anl00
(config) #

show snmp-server traps

HE S\MP 7 v 7O EE RS- LET,

VoEY TR show snmp-server traps

NG A —H— 2L

VAVE i) 7L

o<y RE—F FEDa~vy RE—FR

F7F L)L LUL ]

FEREDHTA RFALY | RKa~vr Rk, SWP F 7 v 7OREEZFRLET,

5 B
SN\MP k7 v VB TEE FKrnT D HEERLET,

# show snmp-server traps

Global Trap State : Disabled
Individual Trap State:

Authentication : Disabled
Linkup : Disabled
Linkdown : Disabled
Coldstart : Disabled
Warmstart : Disabled

140/421



5 AT LEH | 5,12 S\MP Ry Faw R

show shmp host

HH SN\MP R 7 v 7 OEEROREELR R LET,
VUEY TR show snmp host

IR A — K — 7L

T7HNVE mL

a<wy RE—F fTEOa~y FE—F

F7F VR L)L LL ]

EREDOHTARTA

Ko< RTlE, BEELZSNWP b7 v 7 OREROIFEREZ TR LET,

55 B

SN\IP ==V = FDOARA MREZFRRT L HEEZ TR LETS,

# show snmp host

Host IP Address
SNMP Version
Community Name
UDP Port

Host IP Address
SNMP Version

SNMPv3 User Name :
UDP Port

Host IPv6 Address:
SNMP Version
SNMPv3 User Name :
UDP Port

Total Entries: 3

: 10.20.30.40
HEAVAR

: public

: 50001

: 10.10.10.1
: V3 noauthnopriv

userl

: 50001

1:12:123::100

: V3 noauthnopriv

user?

: 162

show snmp trap link-status

HH Yo I AT —=FZADSNWP T v TREHRELRRTLET,

VBT R show snmp trap link-status [interface INTERFACE-ID [, |-]1]

NI RA—=H — interface INTERFACE-ID: Rn T DRBRDR— M o H—T = — A Z5E
LET,

T7HNVE 7L

av s RE—FR FEDa~y FE—F

F 7 IV kL LL ]

ERLEDOHTA KT

RKa<wr Fid, WEHA—-FENTHEELEZ, V7 AT —XRAEHETO
SN\MP k7w @M OFREEFRLET, WER— 28 E LRWEEA.
RTDOR— FOEENFERINET,
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il 1

AR—F 1/0/1 725 1/0/9 DY > 7 AF—X ZZEHD SNMP k5 v S BHRELS TR+ 5 HEE R LET,

# show snmp trap link-status interface port 1/0/1-1/0/9

Portl/0/1
Portl1/0/2
Port1/0/3
Portl1/0/4
Port1/0/5
Portl1l/0/6
Portl1/0/7
Port1/0/8
Port1/0/9

Trap state
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

show snmp—server trap—sending

HH PR — FHEALTO SNWP R 7 » TR ERELZR R LET,

VoEY TR show snmp-server trap-sending [interface INTERFACE-ID [, |-1]

NI RA—F— interface INTERFACE-ID: X T HRBOR— M X —7 = —ALFRE
LET,

VAVE i) 7L

a<wy RE—FR fEpDa~<y RE—F

F7F L)L LUL ]

ERLEDOHTA KT

RKa<wr FTHEH, WEAR— MR TIEELZ S\NP T v 7O 7 > bk
EHREEFRRILET, WEHA—FE2HEELZWVWEA. T XTOKR— O
ErFRrLET,

it B

A= 1/0/1 %5 1/0/9 D SNWP |7 v T IMMEREE R 2 LR LET,

Portl/0/1
Portl1/0/2
Port1/0/3
Portl1/0/4
Port1/0/5
Portl/0/6
Portl1/0/7
Port1/0/8
Portl1/0/9

#

# show snmp-server trap-sending interface port 1/0/1-1/0/9

Trap Sending
Enabled
Enabled
Enabled
Disabled
Enabled
Disabled
Enabled
Enabled
Enabled
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5,13 RIONa< > F

RMON =t~ R & F UKk T BT A—=F —D—EE LU TFTOERITRLET,

o< KR O RENTA—F—

rmon collection rmon collection stats INDEX [owner NAME]

stats no rmon collection stats INDEX

rmon collection rmon collection history INDEX [owner NAME] [buckets NUM] [interval

history SECONDS]
no rmon collection history INDEX

rmon alarm rmon alarm INDEX VARIABLE INTERVAL {delta | absolute} rising-
threshold VALUE [RISING-EVENT-NUMBER] falling-threshold VALUE
[FALLING-EVENT-NUMBER] [owner STRING]
no rmon alarm INDEX

rmon event rmon event INDEX [log] [trap COMMUNITY] [owner NAME] [description
TEXT]
no rmon event INDEX

show rmon statistics | show rmon statistics

show

rmon history

show rmon history

show

rmon alarm

show rmon alarm

show

rmon events

show rmon events

Fawy FOFEMZ LU TICH A LET,

rmon collection stats

HE

RMON #EHEHRINEZ AN L ET, BT 5HIT1E, no TEAEZMMH L £
—g—O

VBT R

rmon collection stats JANDEX [owner NAME]
no rmon collection stats /NDEX

NRFGRA—H— INDEX : RMON EEtHB A 7 v 7 A% 1~65535 O THE L £1,
owner NAME : A —F —1E# % 127 LCFLUNTHREL E7,
F7 %V E 2L

a<vy KE—FR

A B —T 2 —RABETE— F(port)

FI7F+V L L

LUl 12

EREDOHTARTA

AKa< RTIE, YRR — BT RMON FFHEBRMNE DR EZITVE T,

{4 -
PyERAR— b 1/0/2 T RMON #EHEHRINEEF T D HEERLET,

# configure terminal

(config) # interface port 1/0/2
(config-if-port)# rmon collection stats 65 owner guest
(config-if-port) #
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rmon collection history

HE

RMON JEFEIEFHROEUGE BN LE T, BT 5I121X, no BXEMHEHL
i—g—o

VOB TR

rmon collection history IANDEX [owner NAME] [buckets MNUM] [interval
SECONDS]

no rmon collection history INDEX

795 R—f—

INDEX : RMON JBFRIEH DA T v 7 A% 1~65535 OFFHTHE L £,
owner NAME : A—F—1E#H% 127 LFLNTHREL T,

buckets MM/ : RMON EIEIEH CRAGZT H AT v 7T ay hOKE 1~
65535 OHIPHTIHRE L F 9, FEELRWEGEE, N7y MIUX 50 2MEH &
7,

interval SECONDS: A F w7 3 v hOBARERG () % 1~3600 OfE[HC
FEE L, HEE LAVA . TR 1800 BT,

T 7 4k

L

a<vy KE—FR

A B —T 2 —RABETE— F(port)

vard AN 2 %

L)L 12

ERLEDOHTA KT

Koy RTEL WEE— FELT RION BRI 0 & E % 17\
7

it 1

WEAR— | 1/0/8 T RMON JEFEIE M O BUG 2 A3 5 HikErR L ET,

# configure terminal

(config) # interface port 1/0/8
(config-if-port)# rmon collection history 101 owner it@domain.com interval 2000

(config-if-port) #
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rmon alarm

B H RMON 7 — AL ZHELE T, 77—z M) —Z2HIB1T5121%, no B
XEMHLET,

VoEY TR rmon alarm /NDEX VARIABLE INTERVAL {delta | absolute} rising—
threshold VALUE [RISING-EVENT-NUMBER] falling-threshold VALUE
[FALL ING-EVENT-NUMBER] [owner STRING]
no rmon alarm /NDEX

NI RA—H— INDEX : RMON 7 5 — LA 5 » 7 A% 1~65535 O#iH THEL £,
VARIABLE : %> 7"V o I35 BB DA T =7 Mgl a2 BE L7,
INTERVAL : B DY > 7Y 7 & ERRE/ FIREIC T 5T = v 7 Ol
(FD) & 1~2147483647 O#IFHITHETE L F 7,
delta : BHOEMMEEXE=F Y 7T LET,
absolute : 28 DfixHizE=4% YV 7 LE7,
rising—threshold VALUE: E[RL X\ MEA 0~2147483647 O#iHTHE L
7,
RISING-EVENT-NUMBER : ERR U &\ ME Z #i# L7 BRIZHIT9 25 RMON A~
NeA YTy 7 ATHRELET,
falling—threshold VALUE: TIRL XV ME%Z 0~2147483647 O&EiPH T
LE9,
FALLING-EVENT-NUMBER : TRE L ZVMEZ Tlal> 72X H1T9 5 RMON A X
VhEAUT v ATIRELET,
owner STRING : A —F—1g#H% 127 XFLNTHRELE T,

T 7 4k 2L

a<vy KE—FR

i

Ja—/VREE— R

vard AN 2 %

L)L ;12

ERLEDOHTA KT

RMON 7 7 — LEKREIL, ABEODEDOY > T2 EHRIZHAG L. BE Shiz
EPRAE/ TRRAE & Feie L9,

it 1

RMON 7 7 — LD x> N — 286k d 5 HikaRLET,

# configure terminal

(config) # rmon alarm 783 1.3.6.1.2.1.2.2.1.12.6 30 delta rising-threshold 20 1 falling-
threshold 10 1 owner Name

(config) #
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rmon event

E]:3] RMON A X> hERELET, 41X b= b —%HIBRT 5121E, no B
XEMHLET,
VYT R rmon event JNDEX [log]l [trap COMMUNITY] [owner NAME] [description
TEXT]
no rmon event [/NDEX
INT A —HF— INDEX : RMON A X v DA T v 7 A% 1~65535 OFHTIRE L £,
log: @7 A vb—U%ARLFET,
trap COMMUNITY : SNMP b Z v 2 K B@AAEiT\WEd, S\WP T v 7%
EETDHEOSNP 2 2=7 4 —% 127 XFLUNTHEEL T,
owner NAME : A —F—1&EH % 127 XFLNTHREL T,
description STRING : RMON A X kDA% 127 XFLUNTA L E7,
T 7%k 2L

a<wy KE—F

7Ta—NIREE—F

Vel AN 2%

L)L 12

EHEDTAL KFA4

AKa< RTIE, RMON A X2 M Z2fER L Ed, BEk L7z RMON A~k
L. RMON 7 7 — AHEBE CHAT T H A XU FE L THEHALET,

55 B

RMON A N b (B 7 A vy —VHEK) 28T 5052~ LET,

# configure terminal

(config) # rmon event 13 log owner it@domain.com description ifInNUcastPkts is too much

(config) #

show rmon statistics

HH RMON #aHE A £ L E T,
VOB IR show rmon statistics

NG A —H— e L

7 7 &V 2L

a<wy FE—F FEEDa~ RE—F
F7F VR L)L LUl

EHEDTAL KFA4

AKa<wr T, BEESNT-TXTO RMON FEEHE RS FRINE T,
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i
RMON #iatth & F#nd 5 HikE R LET,

# show rmon statistics

Index 1, owned by , Data source is Portl/0/1
Received octets: 0, Received packets: 0O
Broadcast packets: 0, Multicast packets: 0
Undersized packets: 0, Oversized packets: 0
Fragments: 0, Jabbers: 0O
CRC alignment errors: 0, Collisions: O
Drop events: 0
Packets in 64 octets: 0, Packets in 65-127 octets: 0O
Packets in 128-255 octets: 0, Packets in 256-511 octets: O
Packets in 512-1023 octets: 0, Packets in 1024-1518 octets: 0

show rmon history

EE:D) RMON J@ A 2 Fom L £ 7,

VUBEYT A show rmon history

NI RA—=H — 7L

T 7AWV H 7L

a<v v RE—F FEDa~v RE—F

F7F VR L)L LUkl

FREDHTA KAy | Ka~y RTIE, BEIN7TXTO RMON JBEFIRNAR S IILET,

{4 -
RMON &R % Fon 725 kA R L E T,

# show rmon history

Index 1, owned by test, Data source is Portl/0/2
Interval: 30 seconds
Requested buckets: 50, Granted buckets: 50
Sample 1
Received octets: 303595962, Received packets: 357568
Broadcast packets: 3289, Multicast packets: 7287
Estimated utilization: 19
Undersized packets: 213, Oversized packets: 24
Fragments: 2, Jabbers: 1
CRC alignment errors: 0, Collisions: 0O
Drop events: 0O
Sample 2
Received octets: 303596354, Received packets: 357898
Broadcast packets: 3329, Multicast packets: 7337
Estimated utilization: 19
Undersized packets: 213, Oversized packets: 24
Fragments: 2, Jabbers: 2
CRC alignment errors: 0, Collisions: 0
Drop events: 0
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show rmon alarm

HH RMON 7 7 — AR EA R LET,

VUEY TR show rmon alarm

NFGRA—H— 2L

T 7AWV H L

a<wy RE—FR fEpDa~<y RE—F

FI7FV L L~UL ]

FEREDHTA RFALY | Ka<wy RTIE, BEESNTTXTORMON 7 7 — AR EEERRLET,

{4 -
RMON 7 7 — AR EH FoRnT D HiEE R LET,

# show rmon alarm

Alarm Index 23, owned by IT
Monitors OID: 1.3.6.1.2.1.2.2.1.10.1
every 120 second(s)
Taking delta samples, last value was 2500
Rising threshold is 2000, assigned to event 12
Falling threshold is 1100, assigned to event 12
On startup enable rising or falling alarm

show rmon events

HHY RMON A X MEHZFR R L E T,

VBT R show rmon events

INTGRA—HF— 7L

VAVE i) 7L

av s RE—FR FEDa~y FE—F

FI7F VR LV LUL ]

FERALEDOHTA RSy | Ka~vy FTE, BEINTZTXTORION A X MREEZRRLET,

{4 -
RMON A X N DI A FRT D HFiEEZ R LET,

# show rmon events

Event 1, owned by managerl
Description is Errors
Event trigger action: log & trap send to community manager
Last triggered time: 21:45:25, 0
Log: 1
Log Time: 0d, 21h:45m:25s
Log Description: Errors

Event 2, owned by manager?2

Description is Errors

Event trigger action: log & trap send to community manager
Last triggered time: 0:0:0, O

#
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514 ZTPa< >V F

ZTP (Zero Touch Provisioning) i, EEDOEENFICA A—T 7 40, RET 7 A /v % TFTP Y—/3—
MHFAUra— RNLUCHAT 8B TY, ZTP e A A3 512i%, DHCP H—/"—& TFTP H——%
ElHTHENH Y £,

HEENEEST DL, RIICAKES LIEL SD I— RICEZAENTE T — ha— X — %5 HhiA, FIED
T—=hMMA—VERET 7 ANVEFHLUCREELET, Z2TP HERIL, FiAAALTE T — A A=V LFE
77 ANEITTICEMELE T,

WZTP HERED VB HIH

ZTP MEREZAH - 254 . MEARKETHEICH D ZTP ZAA v F &2 ONIZ L TL E &V, ZTP A A v F 7 OFF
DA, ztp enable A~ KD force 7> a U EH LARWED . ZTP #EEIZEMEL £/ A,
HENFOT — b A A=V LTRET 7 A M SD I— R EOT 7 A VEER LI25GA. TP HhET
BEL EHA,

W7ZTP O 7 b —

AHEE D ITP OAEL D 7 v —% LU FIZHH L E 7,

1. EEORE), 77— MM A—VBIORET 7 A )V OFiAiAS L i

2. DHCP #r— =B % » hU—27 T KL A0 ZTP AUEE 2 B3 2 1% 8 & B

3. FRESNZTIFIP = NR—=DLHEDT 7 AN (L A=V T 7 A, RET7AN) B
4. BIG LA A=V T 7 A v, BIET 7 A /L2

W /ZTP OEEH]
7TP KEBEDEIEIZ CLT 280 v 7 SPLET, MEEORBIEICa Y VY — LR — F 2L TN E L, 7 —
RNAR—DELBET 7 A NDHEIABDET LIZEEZIC, UTFTORA vEe—U B ENET,

Start ZTP, lock CLI for process!
Exit ZTP process by CTRL+C.

LIED SFFo L ZTP DIBEABRM L £4, D LB E O AR Z L FIRLET,

Try to download image from TFTP://192.168.0.111/ZTPOS v2.00.00.had.......
Accessing tftp:...

Transmission start...

Transmission finished, file length 10835184 bytes.Done

Try to download configure from TFTP://192.168.0.111/ZTPconfig.cfg.......
Accessing tftp:...

Transmission start...

Transmission finished, file length 1024 bytes.Done

Please wait, save configure to file ZTPconfig.cfg ... Done.

Set /c:/ ZTPconfig.cfg as boot configure OK.

Same firmware version as running, no need to save image!

ZTP process OK.

ZTP OK: Unlock CLI and use config from TETP.

ZOBITIE, TFTP —R—mo A A=V T 7 AN ERET 7 ANDH FEE T a— KL TWET,
B LERET 7 A ML, HEENBOL— T L7 P —LIZEEAEN, SHIZT—br—F—
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ODNEEEEWHBZFET, BB LA AT 7ANETTAS ) =T — " A=V DT 7 A M EE
TEINFET,

AA=VT7ANEL T a— RLEGS, BUEEHA L TWHA A= 7 7 AL & DT,
N g URBRRLGAIZIF Y a— KL A=V 7 7 A VTO/BEBZITVET, T OFEEHE)
RELTIFA A=V T 7 ANV ERET 7 A NVDRerAFBIT ITP DB TONEE A, A= 3 A
F—O%E, BRI ThIT CLI v v 7 BNEERIhE 7,

TP OB R LI-5E . EEITHFEEA L WA T — MM A=V BET 7 A VAR L, CLT ©
0y ERELET, KRRLEGEOH 2 TR LET,

ZTP restore old config.
ZTP Fail: still use old image&config.

ZTP Fail: Unlock CLI.

ITP OB IIR T D Fer—A L LTULTFRZFET b E T, DHCP $— N— D ER TFTP H—/3—(Z
RELTE T 7ANRE, Ry U=V REORBELZ{To> T EIN,

* DHCP Hr— =705 ZTP ALELIC BT D IH M2 BG TE R o 1ot

« DHCP /%% v b THRIE S 7= TRTP H— 3 — L DBENEAL R WA

« DHCP /X% v hTHRESNTZ 7 7 A V7% TETP = R—n OB TE R o 12854

BWDHCP H— =75 @3 2 15

ZTP B$RECTIE, DHCP ZfEH LT TFIP #— =0 A=V T 7 A )b RET 7 A VEIRE L E T, TFTP
= N=DFRITINHATYT, A A=V T 7 A0, RET 7 A MINTIN—TTOHLTHLENEL, fEEN
RN T 7 ANVTBEBEHA SN TWD T — b A=V REZ 7 A VBMERHSINET,

ZrXT A =L —OFFEILDHCP /37 FNOLLU T OIFHR TITWE T,

« TETP ¥—/3— : 7> 3 > 150 (TFTP Server Address). & L <[ siaddr 7 4 —/L K

c A A= T 7 A ) AT =g 125 (Vendor—Specific Information)

CERTET AN AT a2 67Bootfile name), b LI file 74—/ K

siaddr 7 4 —/L R0 file 7 4 —/L i, DHCP 47> a v DIFERP 2 WIGEOAZRINE T,

DHCP A7 3 125 ZEH L TA A= T 7 A AL BT H54E. 4 23A RO enterprise—number
\ZHEERC 278 (Hex JERT 00 00 01 16) %, 1 N4 K@ subopt-code |Z1% 1 %, sub-option—data
(AT E) IZIX TFTP —N— D7 7 A L3 2 % Ascii WA T a— LA, FRENEEL
TLTEENY,

W/TPHEEETOR Yy T — 7 &
ZTP ¥%BE T DHCP 3 LY TFTP Di@fE1E. VLAN A > ¥ —7 = — A ECTEEL £4, ¥R E Tl VLAN
ID:1 T VLAN A ' H —7 = — ANBEE I TWET A, no interface vlan =~ T VLAN A > % —
7 = — ADHIBRS AL, MIZBERD I WERERIE DA ZTP OBRIZRAE L £, £72. VLAN ID:1 LA
SMTVLAN A U F— T = — A& B L TV D55 1E, ip address dhep 2+ RTIP 7 R L A% HER
BT ORECTLIHLENRD Y 9,
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£7-. ZTP #EBETD TFTP H—/3— L DE(E 1L, DHCP —R— bl S v hU—27 7 KL &1
W (AP 7 RLVA, =TT RLRA) ZHEHALTITOET, ZOFHRIT 2TP HEEDMLEENE T
LEFRIE LTHEESNE T, EET IP 7 FLAZHBERETAREDHEE. 7 FLAERNG| X
MrhsdzZEbdHo £,

W7ZTP ALERE 1 o> ZTP LED D EhE
ZTP AVERISERVE L T B T EEE AR D ZTP LED RRICSAT LET, £z, ZTP EA KT 5 & 3 4
fi] ZTP LED ZJRIZ AT LET,

ITP o~ v REFNICKHET AR T A —=Z—D—EE2 LU TOFRITRLET,
a<wy R Y RENRT A= —

ztp enable ztp enable [force]

no ztp enable

show ztp show ztp

Ko~ ROFFEMAZ LI TIZHAL £,

ztp enable

HH ZTP BB A AN LET, BINZ T DIZIE, no 2~ FEMEH L ET,

VUE TR ztp enable [force]
no ztp enable

NG A —F— force (AMETAIRE) : MEEARMAKD ZTP 2 A v FOWREEIC L &, BRI
TP Z#8MET 2L BICHEELE T, AT A—F—ZHRELLRWEES
(force ZHEE L7V enable DHFE) | ZIP A A v F A ON OHAIT ZTP
WEMEL £,

F7FIV R A% (ztp enable)

o<y RE—F Ja—N)VRETE— R

F7F L)L LUL 12

FERHEDHTA RIAL Y | Ko~y R, ZIPEREEHNC LET,
ZTP (FEEE N EB T 5 BRICENMET HH8RE T, ZTP DALBEN TN LN E
I INE, ARRELCEEARKETID ITP A v F ORIV a v, EEIFHET
MHPIAENDA AT T 7 ANRRET 7 A NVDGITE Do T FRFIT LY
WEDET,

5 F )
TP HRE A AT D HikE R L E T,

# configure terminal

(confiqg) # ztp enable

WARNING: ZTP is enabled now, but it won't take effect until reboot.
(config) #
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show ztp

HHJ ITP H§RE DB A RN L £,
VBT R show ztp

INTA—F — 7L

T 7AWV H 7L

a<wy RE—F fEpa<vy RE—R

F 7 IV kL LL ]
FEREDHA T4 | ZTP HEREDOIRERZ TR L 7,

i -

ZTP BEREDIRRE 2 R 5 ik m L £,
# show ztp
ZTP Bootup State : Enabled Force Slide Switch
ZTP Current State : Enabled Force Slide Switch
Current Firmware : /c:/ZTPtest v2.00.00.had
Current Configure : /c:/ZTPconfig.cfg

Result of last time:
ZTP Process Result : Fail (DHCP connection timeout)
DHCP Server I
DHCP Discover Retry : -
TFTP Server H
Gateway IP address HE
Download Firmware I
Download Configure S

Result of this time:

ZTP Process Result : Success (Same image)

DHCP Server : 192.168.0.1

DHCP Discover Retry : O

TFTP Server ¢ 192.168.0.111

Gateway IP address : 192.168.0.254

Download Firmware : //192.168.0.111/ZTPOS v2.00.00.had
Download Configure : //192.168.0.111/ZTPconfig.cfg
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6 £ 23— x—RE/N—FDxT

ARETIE, HEOA =T 2—=2A0, "= RV =TICHET L a~ FIZOWTHBILET,

AUH =T 2 —RTX, MER— 2R TWEA U F—T 2 — ADMIZ, VLAN R — b F ¥ 170 &
DA v B —T = — AN £,

VIAN 4 > X —T =2 —RAF, LAY —2 O VLAN L ZD L b A Y —%8i T 57D DA X —
T —ATT, AREETIE, VIAN A o ¥ —T = — R IRKR 1 HE CRETDHIENAEET, XL
VIANA > H—T =2 —ZZIP 7 RL AR ED Bl LA Y —DOREL B L £,

R—= R F ¥ RN A L H—T 2= AL, BEOWIAR— & KR TR T EORFRE Lizina v
A —Tx—ATY, FIZIXVLAN OEID Y TR L, L L TEET L7200 EL B L ET,

WA 2 — T = — A LKA U H — T = — AOFIEIL, interface I~ REMEH L TS5 A
VE—T 2 —ARET—RNIIBITLTIATLET, BIZIX, WA — 0V 7 HEAFRET D speed
a2 KX, interface port 2~ FZFEHL TR — M vV —T7 =2 —AREET— FIZBITLTHILD
FITLET,

BEOWHAR — F TR UREZIT O LERHL5E, BEOKR— M2 E L T/ TREZIT O #HiH
HER—MM U E =T —AREET—FEMEHT L2 b TEET,

=

6.1 {123 —2J7x—RaAIVFK

A B =T z—RAaAvy REZNICHINT HNT A= —D—EEUTORIIRLET,
avr K av s RENTA=F—

interface interface {INTERFACE-ID | range INTERFACE-ID [, |-]}
no interface INTERFACE-ID

shutdown shutdown

no shutdown

description description STRING

no description

default port— default port—shutdown

shutdown no default port—shutdown

show interfaces show interfaces [INTERFACE-ID [, |-]] [status | counters [errors] |
utilization | gbic | description | auto—negotiation | transceiver
[detail]l]

show counters show counters [interface INTERFACE-ID [, |-] | cpu—port]

clear counters clear counters f{all | interface INTERFACE-ID [, |-] | cpu-port}

Ha~y FOFFMAZ L FIZHHALET,
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interface

E]:3] BELIEA LV HE—T 2 —ADA L HZ—T 2 —AREET— FITBITLE T,

VUBEY TR interface {INTERFACE-ID | range INTERFACE-ID [, |-1}
no interface INTERFACE-ID

7RG A= — INTERFACE-TD - BATF B A v 5 —7 = — A% e LET, RO/ T A—

H—DWI N TEET,
o port : MHEHR—FDA L E—T 2 —AREET— RITBITLET,
e vlan : VLAN f V¥ — 7 = — ABEFET— NIZBITLET,

TO
e 12vlan : L2VLAN f v X —7 = — AR EET— NIZBITLET,

T —AEREETHI LN TEET,

+ port—channel : I"R— FF ¥ R A L F—T =2 —AFREE— FIZBITLE

range : MR — FH DT L2VLAN TEPHIEED A v X — 7 = — ARE
T RIZBITT DHAICHEE LET, ZORITA—H—%EEL
INTERFACE-ID TlZ port & L < 1% 12vlan O FHAIRE T, EH DA > % —

T 7 4k 2L

avy KE—F T a—N)VEREET— R

F7 4L Ll s 12

FREDOHTA RFZAY | REBEGOGGRHA VX —T7 2 —ZAZRELILSGA, 49T DA v & —

no JEA 2 L £,

7z = AERR L E T, AR LIS, v X — T = — X2 HIRT D12,

55 -
A H—T 2 —AR— K 1/0/6 DA H—T =2 —RABEET— NITBITTAHEERLET,

# configure terminal
(config) # interface port 1/0/5
(config-if-port) #

VLAN 100 DA > F—7 = —AREET— FIIBITT L HEE R LET,

# configure terminal
(confiqg) # interface v1anl00
(config-if-vlan) #

R—=FF ¥ RN 3D H—T 2 —ARKEET— NICBITT D HEEZRLET,

# configure terminal
(config) # interface port-channel 3
(config-if-port-channel) #

A—k 1/0/1~1/0/5 O#EPHFEETA VX —T7 = — AR EE— NIIBITT 5 HEE R LET,

# configure terminal
(config)# interface range port 1/0/1-5
(config-if-port-range) #
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shutdown

HE

A F—T2—AEWHILET, BADZTHITE, Ao~ KO no B
XEMHLET,

VBT R

shutdown

no shutdown

INTGA—F— TRTOA 2 Z—T =—ATHZ) (no shutdown)
F7F b H%h

a<vy KE—FR

AR —T 2 —AFEET— K (port, range, port—channel, vlan)

FI7F+V L L

LUl 12

ERLEDOHTA KT

RKaw Rk, A F—7 = — A TEREBICER LET, WHR—
FNELGREEIC /2 D L HBAR— NIV I T S TERLL R, Ry
NEEZETERI D ET,

WPR— FDA o H—T =2— AT shutdown =<2 K& no shutdown =<
v REERE L CEITTHZLET, A—b&2 Uy bTHIENTEET,
JL—THRERERE 72 & TR — b)Y Error Disabled JRREIZ 7R - 723 E 12
THE AELEARA—MNEEIFTLIZENTEET,

it 1

BN —  1/0/1 % H5hiz

ERAY R O

# configure terminal

(config) # interface port 1/0/1
(config-if-port) # shutdown

description

HH

A —T7 2 —RZHAEHRELET,

VBT R

description STRING

no description

INTGA—F—

STRING : Fx K 64 LFTA v B —T7 = —AD#HPEIFEL £,

F 7+ E

L

a<vy KE—FR

AR —T 2 —AFEET— K (port, range, vlan, 12vlan)

FI7F+V L L

LUl 12

ERLEDOHTA KT

AKFREX, IF-MIB TEZRINTWAD MIB A7 =7 b lifAlias] (2%
LET,

it B

PR — |~ 1/0/10 1238 TPhysical Port 10 #3®%ET A HEEZRLET,

# configure terminal

(config-if-port) #

(config) # interface port 1/0/10
(config-if-port) # description Physical port 10
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Ry=7 | 6.1 f v F—Txz—RAa<w R

default port—shutdown

HH VAT LAYy MREOR— My MU UEEEZ AN LET, ERHIC
T 5121, no IBAEEHL £,

VYT R default port—shutdown
no default port-shutdown

NI A—=H— 7L

FI7 ANV £

gy RE—FR Ta— N )VEREE— R

FI7F+V L L L~ ;15

ERLEDOHTA KT

AHEEZ AT L L, VAT LDV Y b (reset system 2~ K) %
FAT LB OERIHFOFRE TT X TOYEAR— MMIx LT shutdown =2~
vRBEIMENET, £, VAT AUy MEBARREITEY £,

KRFZTEIL. clear running—config 2~ REZFE(TLTHHIBEINERTA,

it 1

VAT AUy FREOR— vy N UBRERZANCT 2 HEE R LE T,

# configure terminal

(config) #

(config) # default port-shutdown
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show interfaces

HEY A LB =T 2 —ADEREFRLET,
VUBEY TR show interfaces [INTERFACE-ID [, |-]1] [status | counters [errors] |
utilization | gbic | description | auto—negotiation | transceiver
[detaill]
NG RA—F— INTERFACE-ID : {§ A FKRTHA4 X —T7 =—ABRELE T, HE LA
WA, TRCOA X2 —T7 = — R ZEHET A ERAEREINE T, U
TORT A= —DNT N EHEHTEET,
« port : MHIR— FDEFEREERLET,
e vlan : VLAN A > & —7 = — R |ZBET HFRER T LET, ZORT
A= =T LGS, 273 3 VERTE LRV, description A
T arERETONENRHY £T,
o 12vlan : L2VLAN A > % —7 = — R |ZBET A 1FRAR T LET, 20
RI A= —2FEH LT84, description 7Y 3 U ARET H ML E
NhH £,
status : WER— FNOREEZFERLE T,
counters [errors] : WHELAR— N DO Gt E#REZFK R L £7, errors %
BE LTS ald=7 —#atEHRae R LET,
utilization : WER— MO ARGRETF R L ET,
ghic : F T v —R—DIFEREFE TR LET,
description: f v ¥ — 7 = — ADiAEZER R L ET,
auto—negotiation : A — bR A = — g LV DFEREFR TR LET,
transceiver [detaill : N T — R—DIRBEEZFR R L £ 7, detail & ¥5
E LG At EREZ R R LET,
T 74 b L
a<wy KE—F TEDa~»y FE—F
FI7FV L L~ 1

EHEDTAL KFA4

F T avERELRWES, TRTOWHER— FOFEREF R LET,
Fo, ATV a TR — NOREE LGS, BELEWELIAR— RO
HHaERRLET,

55 B

Ay B —Tx—AVLAN 1 D VLAN A v ¥ —7 = — REREFRTT D HEEZ R LET,

# show interfaces vlanl

vlanl is enabled, link status is down
Interface type: VLAN
Interface description: VILAN 1 for MIS
MAC address: FC-6D-D1-06-CE-7D
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WHLAR— b 1/0/1 OfF#EFTT 5 7ikE2 R R LET,

# show interfaces port 1/0/1

Portl/0/1 is enabled, link status is up
Interface type: 1000BASE-T
Interface description:
MAC Address: FC-6D-D1-06-CE-T7E
Auto-duplex, auto-speed, auto-mdix
Send flow-control: off, receive flow-control: off
Send flow-control oper: off, receive flow-control oper: off
Full-duplex, 1Gb/s
Maximum transmit unit: 1536 bytes

RX rate: 293 bytes/sec, TX rate: 0 bytes/sec
RX bytes: 916, TX bytes: 0

RX rate: 3 packets/sec, TX rate: 0 packets/sec
RX packets: 10, TX packets: 0O

RX multicast: 6, RX broadcast: 4

RX CRC error: 0, RX undersize: 0

RX oversize: 0, RX fragment: 0

RX jabber: 0, RX dropped Pkts: 3

RX MTU exceeded: 0

TX CRC error: 0, TX excessive deferral: 0

TX single collision: 0, TX excessive collision: 0
TX late collision: 0, TX collision: 0

WELR— | 1/0/1 & 1/0/2 Offi Gkt EH A2 #rnT 5 HiEERLET,

# show interfaces port 1/0/1-2 counters

Port InOctets / InMcastPkts /
InUcastPkts InBcastPkts
Portl/0/1 110664 413
0 402
Portl1/0/2 0 0
0 0
Port OutOctets / OutMcastPkts /
OutUcastPkts OutBcastPkts
Portl1/0/1 0 0
0 0
Portl1/0/2 0 0
0 0

Total Entries: 2
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WFLR— K 1/0/1 &£ 1/0/2 DT —fetE# a2 ForT 5 HEE R LET,

# show interfaces port 1/0/1-2 counters errors

Port Align-Err Fcs-Err Rcv-Err Undersize Xmit-Err  OutDiscard
Portl1/0/1 0 0 0 0 0 0
Port1/0/2 0 0 0 0 0 0
Port Single-Col Multi-Col Late-Col Excess—Col Carri-Sen Runts
Portl/0/1 0 0 0 0 0 0
Portl/0/2 0 0 0 0 0 0
Port Giants Symbol-Err SQETest-Err DeferredTx IntMacTx IntMacRx
Portl/0/1 0 0 0 0 0 0
Portl/0/2 0 0 0 0 0 0

Total Entries: 2

WEORN— MEBIREEZF R T o HEE R LET,

# show interfaces port 1/0/1-8 status

Port Status VLAN Duplex Speed Type

Portl/0/1 connected 1 a-full a-1000 1000BASE-T
Portl1/0/2 not-connected 1 auto auto 1000BASE-T
Port1/0/3 not-connected 1 auto auto 1000BASE-T
Portl1/0/4 not-connected 1 auto auto 1000BASE-T
Portl1/0/5 not-connected 1 auto auto 1000BASE-T
Portl/0/6 not-connected 1 auto auto 1000BASE-T
Portl/0/7 not-connected 1 auto auto 1000BASE-T
Portl/0/8 not-connected 1 auto auto 1000BASE-T

Total Entries: 8

R— b 1/0/1~1/0/2 DEEEO RN — MEFEERTT D HEEZRLET,

# show interfaces port 1/0/1-2 utilization

Port TX packets/sec / TX bits/sec / Utilization
RX packets/sec RX bits/sec

Portl/0/1

0 0
0 0

Portl/0/2 0 0 0
0 0

Total Entries: 2
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WBLR— K 1/0/17T D b T o —N"—DIEHR &2 RrT 5 HiEERLET,

# show interfaces port 1/0/17 gbic

Portl/0/17

Type: H-SX-SFP/R

Vendor PN: FTLF8519P2BNL
Vendor SN: PCB32FP

A A =T 2—ADHAE Y I NRRERFIRT B LA R LET,

# show interfaces description

Interface Status Administrative Description
Portl/0/1 up enabled Connection to core.
Port1/0/2 down enabled
Port1/0/3 down enabled
Portl1/0/4 down enabled
Portl1/0/5 down enabled
Port1/0/6 down enabled
Portl1/0/7 down enabled
Portl1/0/8 down enabled
Port1/0/9 down enabled
Port1/0/10 down enabled
Portl1/0/11 down enabled
Portl1/0/12 down enabled
Port1/0/13 down enabled
Portl1/0/14 down enabled
Portl1/0/15 down enabled
Portl/0/16 down enabled
Portl1/0/17 down enabled
Port1/0/18 down enabled
Port1/0/19 down enabled
Port1/0/20 down enabled
Portl1/0/21 down enabled

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

MBELAR— K 1/0/1 O — b Iz —va ANERERRT DL HEEZRLET,

# show interfaces port 1/0/1 auto-negotiation

Portl/0/1
Auto Negotiation: Enabled

Speed auto downgrade: Disabled

Remote Signaling: Not detected

Configure Status: Complete

Capability Bits: 10M Half, 10M Full, 100M Half, 100M Full, 1000M Full
Capability Advertised Bits: 10M Half, 10M Full, 100M Half, 100M Full, 1000M Full
Capability Received Bits: 10M Half, 10M Full, 100M Half, 100M Full, 1000M Full
RemoteFaultAdvertised: Disabled

RemoteFaultReceived: NoError
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F T AN—DBEDNEME TR D HikER LET,

# show interfaces transceiver

++ : high alarm, +

: high warning, - : low warning, -- : low alarm

mA: milliamperes, mW: milliwatts

Voltage
port (V)

Portl1/0/25 3.279

Total Entries: 1

#

Bias Current TX Power RX Power

(mA) (W / dom) (mW/ dlom)

7.851 0.643 0.317
-1.915 -4.995

b7y s N ORI R A RIS B S AR LE T

# show interfaces transceiver detail

++ : high alarm, +

: high warning, - : low warning, -- : low alarm

mA: milliamperes, mW: milliwatts
A: The threshold is administratively configured.

Port1/0/25

Transceiver Monitoring is disabled
Transceiver Monitoring shutdown action: None

Current High-Alarm  High-Warning Low-Warning Low-Alarm
Voltage (V) 3.279 3.700 3.600 3.000 2.900
Bias Current (mA) 7.856 13.200 12.600 5.000 4.000
TX Power (mW) 0.643 1.000 0.794 0.316 0.251
(dbm) -1.915 0.000 -1.000 -5.000 -6.000
RX Power (mW) 0.318 1.000 0.794 0.016 0.010
(dbm) -4.979 0.000 -1.000 -18.013 -20.000

show counters

HH#J A— h O EHE R A RS LE T,

VUOEYT A show counters [interface INTERFACE-ID [, |-] | cpu—port]

NFGRA—H— interface INTERFACE-ID : ¥§7E DM FRAR — b OFEHIFFHE M2 FR L £
T, BARTOHIMEA— FNOR— M UV F—T 2 —RAEH{ELET,
cpu-port : ZEE O CPU TSR S e 7 L— A DHGEHERE R T LE T,

VAVE i) 7L

a<wy RE—FK

2P ETE— . RMEFE— I

EEOREE—F

FI7F+V L L

L~UL 1

ERLEDOHTA KT

Ka<wr FTIE, PR — FOFEMRMEHERE R R LET,

FTa v EIRELRWES, TRTOMER— K& CPU RE7 L —2D
WS W AR R LE T,
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i
AR — b 1/0/1 OFFMFHEREZFR T D HEEZRLET,

# show counters interface port 1/0/1

Portl1/0/1 counters
rxHCTotalPkts
txHCTotalPkts
rxHCUnicastPkts
txHCUnicastPkts
rxHCMulticastPkts
txHCMulticastPkts
rxHCBroadcastPkts
txHCBroadcastPkts
rxHCOctets

txHCOctets
rxHCPkt640ctets
rxHCPkt65t0l1270ctets
rxHCPkt128t02550ctets
rxHCPkt256to5110ctets
rxHCPkt512t010230ctets
rxHCPkt1024t015180ctets
rxHCPkt1519t015220ctets
rxHCPkt1519t020470ctets
rxHCPkt2048t040950ctets
rxHCPkt4096t092160ctets
txHCPkt640ctets
txHCPkt65t0l1270ctets :
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

oNeoloBololoNolNoNolNoNololololeolNoNolNolololelNe)

CPU Biik 7 L — A Dt HE R Z Frn 9 2 HiEE R LET,

# show counters cpu-port

Unit 1, CPU Port counters

txDropPkts : 0
CoS CpuRxPkts cpuTxDropPkts
0 0 0

1 0 0

2 0 0

3 0 0

4 0 0

5 0 0

6 0 0

7 0 0

#
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clear counters

E]:3] R— MNOWEIFRIT ¥ —%2 )y FLET,
VUEY TR clear counters {all | interface INTERFACE-ID [, |-] | cpu—port}
INTGA—F— all : TRCOMFHERI Vo X —Z2 )y FLET,
interface INTERFACE-ID : R§iE DR — b OMEHER I 7 o F—% U
oy hLET, RERDIYHR—FDR—F A L X —T =2—RAZREL
3
cpu-port : CPUHEIE 7 L— A DMEHEHR D Vo Z—% Vv FLET,
T 7%k 7L

a<wy KE—F

KibERITE— R

Vel AN 2%

L)L 12

EHEDTA KFA4

Ka< RTE, R—h& CPU RIET7 L — LD EIER DT o Z—%
Ty FLET

55 B

WEA— b 1/0/1 OMEHERA v 2 —2 VY b B HEERLET,

#

# clear counters interface port 1/0/1
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6.2 MEBAR—FaTUFR

WA — ka3~ REZIITHIET DT A—F—D R a L FTORITRLET,

a<w R aw s RENTRA—F—
speed speed {10 | 100| 1000 [master | slave] | auto [SPEED-LIST] | auto-
downgrade}

no speed [auto—downgrade]

duplex duplex {full | half | auto}
no duplex

mdix mdix f{auto | normal | cross}
no mdix

max—rcv—frame—size max—rcv—frame-size BYTES

no max—-rcv—frame—size

flowcontrol flowcontrol f{on | off}

no flowcontrol

eee eee
no eee
show eee show eee [interface PORTLIST]

Fawy FOFEMZLLTICH M LET,
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speed

E]:3] WEIR—FDV 7 HEEZRTELET, T 74/ FOREIZRETIZIE. no
EREHEHLET,

VBEY TR speed {10 | 100| 1000 [master | slave] | auto [SPEED-LIST] | auto—
downgrade}
no speed [auto—downgrade]

INT A —HF— 10 : "—bhD VU 7 BE% 10Mbps (TR E L £7,
100 : AR— b DY > 7 JE % 100Mbps 23X E L £7,
1000 : R— F DY > 7 3% 1000Mbps (1 Z3%E LET ., RJ45 &A— ~TlE.
7 a7 KO FEEEE (naster, slave) #1792 LN TXE4,
master : 7 1 v 7 KL< X X2 —|THRELET,
slave : 7 v 7 KL 2L —TIZHETELET,
auto : U UV EE X BB TAHRTEICLET,
SPEED-LIST : Wi R—h T 5V v 7 HWEZRELE T, U 7 #HEX 10,
100, 1000 THE L, EEFHEET H2HAETZEHE ANTICa L~ TRYY
9, A LGS, TV 7 EEEZYR— 95 LT LE
9, SFPAR— N TITHEETH L EITH D A,
auto—downgrade : 7 RK/\N¥ A X4 HHEZHEMICHEE LET,

77+ b T RTOKR— kT auto

RJ45 IR— N CII Y AR — b T2 VU o 7 HED 10Mbps, 100Mbps, 1000Mbps
auto—downgrade | 2L

avy RKE—F

AR —T 2 —AFEET— K (port, range)

FI7F+V L L

LUl 12

ERLEDOHTA KT

Ka< RCIE, WER—FD) 7 HEZHRELET,

speed 10 & L <X speed 100 =~ > Ra2fEH L. duplex =~ RODO/RT
A—H—"T auto ZfiH L2 WGAE, JIGOWEAR— N Tld4— hxa v
T—varvEFHLEEA, MHET A ALY T BT DI, W
DV I EERLT a7 Ly 7 A ELSHETLILERH Y 77,

ERUSDBEE . HBOMPIR— MIA— bR I —v g 2L E
T, XAT A ANZET DV AR — R, auto /NT A—X —ZfEH L
=A% SPEED-LIST THRE L2V v 7 HET, auto /3T A —& —&ffi [
LW EIRRE LT v 7 HETT,

RJ45 AR— bk T master H L < (% slave ZF5E 35 &, 1000BASE-T D7 1
7 HHEA FEICHEE L E T, 1000BASE-T TldA— h 3T =—3 9 0l
BTWINrOT AL 2% 7 vy ZEAMORKRE (w242 —) L L TEIRL
F£9, 2O e RLEY., HERECITORLETR, 7y 7 KL ls
ELTESGAE, ~AX—OBELXHILET, 2L, FEITHEELLS
By KRBT AL AL 7 a7 HEERTE) THE SN T RITIUI R DT,
F7o, N AX—T, bIHI—FHNAL—T THIHVLENRH Y F7,
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i B
WBLR— | 1/0/24 DV > 7 B % QBRI ET D HikE R LET,

# configure terminal

(confiqg) # interface port 1/0/24
(config-if-port) # speed auto
(config-if-port) #

duplex

HEY WER— b DT 27 Ly 7 AR ELET, T 740 MIETIZIE, no B
XEHEHLET,

VBT R duplex {full | half | auto}
no duplex

NG RA—H— full : T 27y 7 2% _EHE— FNICEELET,
half : 727 Ly 7 A% "HEE— NIHEELET,
auto : 7T 2 Ly 7 AR HERHET HREICLET,

F7F b T _TOR— kT auto

a<y RE—FK A B —T 2— AFRETE— K (port, range)

FI7F+ IRV L~UL 12

FEREDHA RIFA4Y | Kavr NI, MER—NOT 27 Ly 7 AFELET,
Ka<wr RONT A—F—75 auto TlE72< . speed 7810 & L < 1% 100 ©
B A— Iz — g VAR LERA,
LA TITIA— Py o—a A FEHLET, auto ZIRTETH L.
ETHEYCEHOMGEYR—ITHE L THAT AN AZEMLET,

{4 -
A=K 1/0/10 DT 27V v 7 A% BEFREICRET D HiEEZ R~ LET,

# configure terminal

(confiqg) # interface port 1/0/10
(config-if-port)# duplex auto
(config-if-port) #

mdix
B RJ45 AR— h® MDI/MDIX Z#fRE L £, T 74/ MIFETIZIE, no %
fEAL £,
VBT R mdix {auto | normal | cross}
no mdix
IRFGRA—H— auto : MDI/MDIX Z HEIFRFE T A EIC LET,
normal : YR — K% MDIX IZFRE L F9
cross : WA — & DI IZFREL F9,
F7 )V k T_RTOYHEAR— N T auto
o<y RE—F A B —T 2 —ABEET— K
FI7 IRV LUl 12
FEREDOHA RSy | Ka~vr RTIE. RJ45 AR— Fo MDI/MDIX & E L E T,
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it 1

A B —T 2 —AR—k 1/0/2 TMDIX JRHEZ auto ICRET D HEEZRLET,

(config-if-port) #

# configure terminal
(confiqg) # interface port 1/0/2
(config-if-port)# mdix auto

max-rcv—frame—-size

HE

WEAR—FNDOA —HFy N7 L —LADREKRKFRIA R E2HZELET, 7
74V MIETICEH., Ko<y FOno XA HHLET,

VIEY TR max-rcv—frame-size BVTES
no max-rcv-frame—size

NIA—F— BITES : £ —% %> b7 L—LDERKFFEY A X% 64~9216 /A O
THRELET,

T 7AWV H 1536 /XA b

awy KE—FK A H—T 2— ARET— N (port, range)

VAP Wi 2av% LUl 12

EHEDTAL KFA4

Ka<y RCEHA—V Xy 7L —L2DORKEEY A AT LET,

it B

R— b 1/0/1 TOA =P F v b7 L= ADORKFFEYI A X% 6000 A MIEET D HikzRLET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # max-rcv-frame-size 6000

flowcontrol

HH) WBEAR— F O 7 v —HEEREEZRELE T, 7 74V MIRETIZIE, no &
Az LET,

VBT R flowcontrol {on | off}
no flowcontrol

NI A—=H— on: 7 v —liEl A LET,
off : 7 v —Hil{f 2 HELHIZ L £,

FI7 ANV £

awy KE—FK A H—T 2— ARET— N (port, range)

VAP Wi 2av% LUl 12

EHEDTAL KFA4

F—hRrIAo— g TIERRT A R LT a—HIEHBEEE DR T
NET, ZOHE. ARETT7 e —fl#ENnAENI o THNTH, EfELZ
WEERH Y F7,

55 B

WEAR— bk 1/0/10 T7 v —ifilfll 2 AT 5 HikZE R LET,

# configure terminal

(confiqg) # interface port 1/0/10
(config-if-port) # flowcontrol on

(config-if-port) #
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eee
HH EEE 24 LET, Whcd212iE, no B A H L 5,
VUEY TR eee
no eee
NG A —H— 2L
VAVE i) i)
avwy KE—F [ H—T 2 — AFRET— N (port, range)
F7F L)L L~UL ;12

EHEDTA KFA4

Ka<r Rt WEIAR— N TEENA —V v FEEE) ZH M LET,

55 B

YRR — K 1/0/1 TEEE B2 T2 HikarLET,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # eee

(config-if-port) #

show eee

HH EEE OB EFmEFR LET,

VUoRv I A show eee [interface PORTLIST]

NRIA—H— interface PORTLIST : FmsxGOMELAR— 48 E L £,
7 7 &V L

a<vy KE—FR

fEDa~<y RE—F

FI7F+V L L

L~UL 1

ERLEDOHTA KT

Ko< KTk, EEE @

BN

AXAE

HHERRTLET, "NTA—F—2HIK L]
e, TRTOWHAR— FOFREF R LET,

155 431

EEE O EEHREForT D HEEZRLET,
# show eee
Port State
1/0/1 Enabled
1/0/2 Enabled
1/0/3 Enabled
1/0/4 Enabled
1/0/5 Enabled
1/0/6 Enabled
1/0/7 Enabled
1/0/8 Enabled
1/0/9 -
1/0/10 -
1/0/11 -
1/0/12 -
#
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6.3 J¥—, 75—LLEDOTUF

T — T T —ALLED avr REZIUTHHET HNRXTA—H—D—EE LT ORIRLUET,

a<w K

av s RENTA=F—

alarm global enable

alarm [buzzer | warn—led] global enable

no alarm [buzzer | warn—led] global enable

alarm state enable

alarm [buzzer | warn—led] state enable [cause {loop—detection |
storm—control | all}]

no alarm [buzzer | warn-led] state enable

alarm duration

alarm [buzzer | warn—led] duration {SECONDS | infinite}

no alarm [buzzer | warn-led] duration

alarm buzzer beep-—
type

alarm buzzer beep—type {default | TYPE-ID}

no alarm buzzer beep—type

show alarm

show alarm [buzzer | warn-led] [interface INTERFACE-ID [, |-]1]

debug alarm test

debug alarm [buzzer | warn—led [interface INTERFACE-ID [, |-]] test

Kavy ROFEMELLTIZEHAL £,

alarm global enable

HH

TH—=BLOT T7—2A LED O v — VR EEHMNILET, T 740k
ICRTIZIE,. no 2~ > REMHELET,

VBT R

alarm [buzzer | warn-led] global enable

no alarm [buzzer | warn—led] global enable

INTGA—F— buzzer : 7Y —D X u— LB EEFEELET,
warn-led : 77— A LED D/ u— VR EXIREELE T,

T 7% b 2

avy RKE—F Ta—N)VEREET— R

FI7H VL UL 12

ERLEDOHTA KT

Ka<wr R, 7HF—BLOT7F5—2A LED O a— LB EEHNILE
T, NIA—HF—FRELRWGEA, 7Y —L 77— LED O E
KRIZIR Y £97,

it B

TP —BLOT T —ALED O F 0 — S LEEE AT HEERLET,

# configure terminal

(config) # alarm global enable

(config) #
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alarm state enable

HHY WEAR— NEMN TV —B LT 7 —24 LED EZRELET, T 74V
MIETIZIE, no 2~ REHHALET,
VIRFY TR alarm [buzzer | warn-led] state enable [cause {loop—detection |

storm—control | all}]

no alarm [buzzer | warn—led] state enable

NG A —F— buzzer : 7Y — DR ELZITVET,

warn-led : 77— A LED O EEITVET,

cause : 7 W —F72(L7 7 — L LED THET HA X MEEELET,
loop—detection : L —7FENRFO @A L E 9,

storm—control : /X7 > h A b —ARAEREO B L T,

all : T _XTOA XY P TEHMTDEAITHRELET,

VAP Wi piig)]
a<wy RE—FR A B —T 2 — AFEE— K (port, range, port—channel)
F7F L)L L~UL s 12

FEREDHA R4 v | REETIEH, A2 MRERHI TV —B X7 7 —24 LED IZX DM Z21T
IMEIMEYIR— ML, b L IFIAR— M F vy RVENTHEET S Z
EMTEZET, -, BT AHAXR MNERETH N TEET,

buzzer 3 X warn-led /XT A —X —ZFEE LR WGAEIL. W HFOEEIC
DOWNWTHELET,

cause /N7 A —H —ZFHA L72WIEE . loop—detection ZHHE L/-HE L
FICENMEE 720 £97,

it 1
WHLAR— b 1/0/1 TRy P A F—LRAERICTF—ClrT 2 EEZ R LET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # alarm buzzer state enable cause storm-control
(config-if-port) #

PR —  1/0/1 T/— 7 HiEniFIZ 7 7 — A4 LED Tilsn4 5 HiEE2 s L £,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # alarm warn-led state enable cause loop-detection
(config-if-port) #
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alarm duration

HH TH—B LT 77— LED OBEMOFREHEZHELET, 7 74/ M
RAI2iE, no B AHEHL £,

VUoEY TR alarm [buzzer | warn-led] duration {SECONMDS | infinite}
no alarm [buzzer | warn—led] duration

INTGA—F— buzzer : 7V —TOWMOIELIEEL £7,

warn-led : 75 — A LED O@BHOEELIEE L £,
SECONDS - 5t O FHge sl (7)) 2 1~60 O®FiPH CHE L £,

infinite : JRIRIMfEHE SNT-Z &L 2T 5 £ T, BEmmaikic 25
BIZHEELET,

T 7+ b 60 1
a<vy RE—F Ja—/NVEREE— R
F 7V E L)L LoyUL 12
fEFER EDOHTA KT A4 | buzzer BL N warn-led /X7 A — X —ZE L72WIGEIL. W7 OEER
MR E S NET,
(COELTIR

7Y —OEERR & 30 ISR ES DR LET,

# configure terminal
(confiqg) # alarm buzzer duration 30
(config) #

alarm buzzer beep—type

HH TP —EFEORBEEELET,
VIUEY TR alarm buzzer beep—type {default | 7VPE-ID}
no alarm buzzer beep—type
INTGRA—HF— default : 7 7 4V bO TV —FDOMELFEHT 2GAICHRELET, 2

DIATTIE, 2BEMEL, 2ELET D2 L2 VIRLET,

TYPE-ID : 7H—EFDFMED ID #fHELET, IDIX. LFOWTANDA
Ta il E9,

e l:2PEMEL, SEMEILTHAZ LAV IKLET,
« 2:5PEMEL, 5RMEILTHZ LAV IKLET,
e 3:8PEMEL, 2BMEIETHZ L EMDIKLET,

F7F b default

a<wy RE—F Jua—NLVEEE— R

FT7 )V LL LUL 12

FERHEDTA RFAY | TV —FOMBELREL LT,

R -
7Y —EOMAE 54 7 | CRET B iR LET,

# configure terminal
(confiqg) # alarm buzzer beep-type 1
(config) #
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show alarm

B R TH =B LT F7—L LED DREERTELZFRLET,
VUBEY TR show alarm [buzzer | warn-led] [interface INTERFACE-ID [, |-1]
INTGA—F— buzzer : 7YV —DIRREL R EE R R L ET,

warn-led : 77 — A LED DIRREL R EAER L £7,
interface INTERFACE-ID : FHmRifBDA v 2 —T7 = —AZIRELET, UL
TONRTA—=Z =D TR TE £,

e port : FHRTHIYWHA—LFNEEELET,

* port—channel : F'RXRTEHR— b TF ¥ 2V EHRELET,

T 7 4k 2L
avy RE—F fFEOa~y RE—F
F7 3R LRL UL 1

FRHEDHTA R4y | buzzer BLW warn—led X7 A—FX —ZEELR2WEES, 7V —¢T7T—
2 LED O OF M AR~ LET,

A H =T 2 —AEBEELRWGEAIE, T XTOA X —7 = — A |2
TAHEWNFRINET,

{4 -
WHAR— K 1/0/1~1/0/3 D7 H—L 75— LED O AT RT D HEEZRLET,

# show alarm interface port 1/0/1-1/0/3

Alarm Buzzer:

Global State : Enabled

Duration : 30 second(s)

Warning Time Left: 25 second(s)

Current Status : Warning

Interface State Cause Enabled

Portl1/0/1 Enabled  Storm Control

Portl1/0/2 Enabled Loop Detection
Port1/0/3 Enabled All

Alarm Warning LEDs:

Global State : Enabled

Duration : Infinite

Interface State Cause Enabled Current Warning
Status Time Left

Portl1/0/1 Enabled Storm Control Warning Infinite

Port1/0/2 Enabled All Warning Infinite

Portl1/0/3 Enabled Loop Detection Ready 0 second(s)

Alarm Events:

Interface Reason
Portl/0/1 Storm (BC)
Portl1/0/2 Loop

#
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debug alarm test

HH

TP =8 LOT T — 4 LED OBfEE FEITH Y B £,

VU T R

debug alarm [buzzer | warn-led [interface INTERFACE-ID [, |-1] test

INTGA—F—

buzzer : 7V —DEMEZEI VB 25T ELET,
warn-led : 77— LED O#EZ )0 B2 2558 1T E L ET,
interface INTERFACE-ID: 75— LED OA v Z— 7 = — A %EELE
T, UFONRTGA—Z—DNTNEEHA X E3,
port : MR — M2 ELET,
+ port—channel : R— b F v R LEZHEELET,

T 7 4k

T —=BLOT 7 —2A LED N4 7

avy RKE—F

7ra—/VEREE— R

F7 4L

L~)L : 15

ERLEDOHTA KT

Ka<wy N, 7 =BT 7—2L4 LED O#fEAL FHEITUI 0 B2 AT
EHLET, X, ME»0BEH TEEL2 -FNIZIED DA, 7
W=7 T — L LED OFEZ BT DRI L £,

TAPTKazwry Pl LIESE, RCavy e AR5 L EEIE
1L ET,

it 1

THF—EFEH TV EZ D HEE R LET,

# configure terminal

(confiqg) # debug alarm buzzer test

(config) #

A— 1 1/0/1 DT 7— L LED ZFETYI D X 5 HELZ R LET,

# configure terminal

(config) # debug alarm warn-led interface port 1/0/1 test

(config) #
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6.4 R—rBEBHEIAaTUF

A—FEBEIHa~ S FEZIUSHIET DT A—F—D el FORITRLET,

a<w K

av s RENTA=F—

errdisable recovery

errdisable recovery cause f{all | psecure-violation | storm—control
| loop—detection } [interval SECONDS]

no errdisable recovery cause {all | psecure-violation | storm-
control | loop—detection } [interval]

show errdisable
recovery

show errdisable recovery

Fawy FOFEMZLLTICH M LET,

errdisable recovery

HE

Error Disabled YJREEDAR— FNOHEVEIHZHINZLE T, T 74/ FDOK
FEICRTEAIL, noa~r REMHEHAL £,

VU T R

errdisable recovery cause {all | psecure-violation | storm—control
| loop—detection} [interval SECONDS]

no errdisable recovery cause {all | psecure-violation | storm—
control | loop—detection} [intervall

NI RA—F— all : T _XCOEREOHEEHEZBE N LET,
psecure-violation : iR — h ¥ =2 U 7 ¢ —HEREDECIRIETO HENE H
EAHCLET,
storm—control : A h—Azay b — /L COHBEIRZAGHZ L ET,
loop—detection : L —7 M TOHENEIRZ AN LET,
interval SECONDS : Error Disabled YRHED& AR — h Z1HIH 3 2 KEE (B)) %
5~86400 OHFFH THEL T, FEELRWEA, 300 B2 EH I ET,
F7F b L)
gy RE—FR Ta— N )VEREE— R
FI7F+V L L L~UL 12

ERLEDOHTA KT

ARa<r B v—7HAgREe & TH— h2S Error Disabled {KAEIC
2o TG B O AEEIHOKEZ A LET,

it B

TRTOMRE LV —7 WA, Ah—Lbzarba—i, A—brEF=2UF 4—) TOD Error Disabled Ik
HEN D HENME IR I DA AN L, HIHR A 200 BICRRET D HiEa L E£7,

# configure terminal
(config) # errdisable
(config) #

recovery cause storm-control interval 200
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show errdisable recovery

BHY Error Disabled JREEN>DH D HENVE RO R 2T R L £,

VBT R show errdisable recovery

WNTRA—=H — L

T7HNVE 7L

av s RE—F fTEOa~y FE—F

F 7 h L)L UL

FERHEDOHTA RT A4 | Ka< 2 RiX, Error Disabled IREE D 0 BEME IAFERE, 15 1A OFRE
RME B DIRBE L KR L £ T,

5 B
Error Disabled JREEZDN S D HENEIHDFRZ FRT 5 HiEE R~ LET,

# show errdisable recovery

ErrDisable Cause State Interval

Storm Control enabled 300 seconds
Loop Detection enabled 300 seconds
ULD disabled 300 seconds

Interfaces that will be recovered at the next timeout:

Interface Errdisable Cause Time left (sec)
Portl/0/1 Loop Detection 229
#
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1 LA X—2 #aE

ARETEH, 41—V Xy AL v TFORERYREETHD T 7 4 v VEEER X LA Y —2 BEEEIC
BT 5o~ RIZOWTHIALET,

1.1 MAC7 FLRT—TJ)La< U F

MAC 7 RLAT—TiE, 41— Xy NAL v TFRFEDONT 7 4 v VEEERH DT — X _X—RATT, A —
PRy FAAL T, 2=F ¥ AT VL—LEZZETDHEZDOT L —L20D%5% MAC 7 KL A% MAC 7
RLAT—=TMZHRE L, 4 T25=0 M) —DFEET2581E MAC 7 RL AT —7 LD R — M
> THGAR— MIHERELET, /o, 7 —LZZEFE LR —FMEFEEIL MAC 7 R A, VLAN 72
EOBERAZFE L, MACT RL AT —T M FDIEREIRE L ET,

VMAC 7 RL AT =T VOfNCET 53~ REZIUCKHIET 23T A =2 —D—HEZUTFORITRL

EN

a<w R

awY FENRTA=HF—

mac—address—table
aging—time

mac—address—table aging—time SECONDS

no mac—address—table aging—time

mac—address—table
learning

mac—address—table learning interface INTERFACE-ID [, |-]
no mac—address—table learning interface INTERFACE-ID [, |-]

mac—address—table
aging destination—
hit

mac—address—table aging destination—hit

no mac—address—table aging destination—hit

mac—address—table
static

mac—address—table static MAC-ADDR vlan VLAN-ID {interface
INTERFACE-ID [, |-] | drop}

no mac—address—table static {all | MAC-ADDR vlan VLAN-ID
[interface INTERFACE-ID] [, |-]}

multicast filtering—
mode

multicast filtering-mode {forward-all | forward-unregistered |
filter—unregistered}

no multicast filtering—mode

show mac—address—
table

show mac-address—table [dynamic | static] [address MAC-ADDR |
interface INTERFACE-ID | vlan VLAN-ID]

clear mac—address-—
table dynamic

clear mac—address—table dynamic {all | address MAC—-ADDR |
interface INTERFACE-ID | vlan VLAN-ID}

show mac—address—
table aging—time

show mac—address—table aging—time

show mac—address—
table learning

show mac-address—table learning [interface INTERFACE-ID [, |-]]

show multicast
filtering—mode

show multicast filtering—mode [vlan VLAN-ID]

Fawy FOFEMZ L TICHM L £,
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mac-address—table aging—time

H# MAC 7 RVAT =T NDE—=D U T AL LERELET, 77 4/V hOi%
EWCRTITE, no JEARALH L E T,

VYT R mac—address—table aging-time SECONDS
no mac—address—table aging—time

NRIA—H— SECONDS : MAC 7 RV AT —7 NOFEE L=y b —OFRHME 0 £7-
£ 10~1000000 M OHIPI TR ELE7, 0 ITEET D&, MAC 7 R X
T=INDTy N —IZ A LT T FINEFA,

VAP Wi 300 #

a<wy RE—F Ja—/N)VRET— R

F 7V E L)L UL 12

EHEDTA KFA4

KRG A= —% 0 \TRELT=HAE, R—FDV 7 X7 R0 clear <
Y R TCOFEEELSNCIXFE Lo MY — I3l S E A,

55 B

TV T A MEZE 200 DICRET D HEEZ R LET,

(config) #

# configure terminal
(config) # mac-address-table aging-time 200

mac-address—table learning

HH WEELAR— R T MAC 7 RLAEEHZHILET, FH AT DITIE,
no B ZEH L £,

VB TR mac-address—table learning interface INTERFACE-ID [, |-]
no mac—address—table learning interface INTERFACE-ID [, |-]

NWIRA—F— interface INTERFACE-ID: MR ERDMER — F 2R — A v F—T =—
ZTHELET,

A Ay CE)

o<y RE—F Ja—N)VREE— R

F 7V E L)L UL 12

EHEDTAL KFA4

AKa<w FTUMAC 7 RLADFEE PN oo AR—F T A=V xRy
FAA w F O b EARLREREO—D>THLT LA BEBEEBITHOILAR
<720 £9,

it 1

A— K 1/0/56 DMAC 7 R U AR M+ 5 HikEa R~ LET,

# configure terminal

(config) # no mac-address-table learning interface port 1/0/5

(config) #
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mac—address—table aging destination-hit

HHJ SESEMAC 7 R LRI K D B RE 2 AN LEd, ERNZ T 5121E. no JB
XEfEHLET,

VYT R mac-address—table aging destination-hit
no mac—address—table aging destination—hit

NI A—=H— L

FI7 ANV L)

avy RKE—F Ta—N)VEREE— R

T 74V F L LUl 12

ERLEDOHTA KT

MAC 7 RLAF—7 L TCHEE L= MY —E, 3475 MAC 7 L 2%
EEILT RLARL LET7 L — L 2ZEBELESRICEHSNET, K47
varvEAMITHE, BN TDH MAC T RV AESHET RLAE LY
L—AREEENTEHEAbT L N —DOEHRNThIET,

55 B

S MAC 7 R L AIZ L B HHEREZ AN T B HikaRLET,

# configure terminal

(config) # mac-address-table aging destination-hit

(config) #

mac—address—table static

HH

MAC 7 RLAT—TNWIZAXT 47T RLAZBMLET, = hU—
T —7 N OHIET B2, no B AFEHLET,

VOB TR

mac—address—table static MAC-ADDR vlan VLAN-ID {interface
INTERFACE-ID [, |-]1 | drop}

no mac-address—table static {all | MAC-ADDR vlan VLAN-ID
linterface INTERFACE-ID] [, |-1}

INTGA—F—

MAC-ADDR : A% T 47 N —DOMCT RLAZBELET,
vlan VIAN-ID: —> kU —@® VLAN % VLAN ID THsE L £7,
interface INTERFACE-ID: Xt A v 2 —T7 x—A%EELET, LLTFOD
INTG A= —DWTNrEFEHTEET,
s port : fRELTEA—H Xy FAR— MNIBEEHT 2
£4, EERETEET,
* port—channel : § & L72AR— b F ¥ R /VICBE#ET 5
E’Lijqc)
drop : XfR &5t +257 L —2r% Fny 7358 ELET, 20
TR —Fa2=F ¥ A MNMACT RLADxT > N —DARISERRETT,

all : T _XTHOAZT 4 v 7 MACT FLAZHIBRTHBEAICIEELET,

i)

!

BE &1 BITHEL

N

g,

ol
I

EZAT O HEIH

e

T 7 4k

ART 47T RUVADERER L

a<wy KE—F

7a—NIREE—F

Vel AN 2%

L)L 12

EHEDTAL KFA4

AKa<w RTIE, MAC 7 RLAT—TIVDRAET 4 v 7 b —ZERR
HOAWNIHIBRLET, 2=F Y A RMMC T RLAL<LFFy A K MAC T
RUADW =BT DHENTEET,
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il 1

MACT RLVAT—TNVDAAT 4 v 7 M) —& BT 5 2R L ET,

(config) #

# configure terminal
(confiqg) # mac-address-table static FC6D.D106.CE01 vlan 4 interface port 1/0/1

R—=F"F¥ XNV TMCT RLARAT—TIVDARAEZT 47 N —ZERT A HFEEZRLET,

—~ e~~~

config) #

# configure terminal

(config)# interface range port 1/0/5-6

config-if-port-range)# channel-group 2 mode on

config-if-port-range)# exit

config) # mac-address-table static FC6D.D106.CE02 vlan 4 interface port-channel 2

multicast filtering—mode

HHY SNFHFYARNTANEZY o TE—RERELET, 774/ FOREI
R, no BXEHEHL £,

VUBEY TR multicast filtering—mode {forward—all | forward-unregistered |
filter—unregistered}
no multicast filtering—mode

INTA—F — forward-all : T X COVLVLFF XY A NI VL—LE2T7 T v T 47 LE
7
forward-unregistered : BHEKFAD VIV TF ¥ A N7 L—A[T< /LT F v
AT =TSV TERE LET, RBEEO~ALFFx A b7 L—AF
7T AT LET,
filter-unregistered : BELEFHLD L F X ¥ A T L —ALiF~/LFF¥
AT =T MW TERER LET, RBHFOVALTF v X b7 L— AT
TUNBEY o TEIRET,

F7 )V b forward-unregistered

a<wy KE—F

VLAN i EE— K

F 7 4 v b L)L

L)L 12

EHEDTAL KFA4

SAFHXFXYARNTANEZY o TE—RIE, vIAFF ¥ AT L— LADHRE
DEEET— F&ERE LET, forward-all OFAIE, v L FF v A T —
TNDRBERPUZ L 5T, VLAN [ZESNWC T L —b%2 77T 47 LE
9, forward—unregistered <° filter—unregistered DIHaiL, /L F ¥
A RNT =T MIBEFESINTNDEY LT XY A N T L—T D7 L—AI~v v
FHR ¥ AT =T MIESNTHERESINET, RBEEEKOSLTFF ¥ X~
V—T D7 L — A%, forward-unregisterd OEEHIT T T v T 4 VT X
. filter—unregistered OFH/ITIRIEZ TV EH A

55 B

VLAN 100 TNV TFHXY AN T4 NH ) U TE—REREL TREGELE T4 NVE ) TTEH5EERL

£7,

# configure terminal

(config) # vlan 100

(config-vlan) # multicast filtering-mode filter-unregistered

(config-vlan) #
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show mac—address—table

HHY MAC 7 RL AT —T NOfE#REFRRLET,
VUBEY TR show mac—address—table [dynamic | static] [address MAC-ADDR |
interface INTERFACE-ID | vlan VLAN-ID)
INT A —F— dynamic : ¥4 F I v/ N —DOLFRLET,
static: AZ T 4 v/ F)—DHERLET,
address MAC-ADDR: 34548 B> RMACT RLAZIREL £,
interface INTERFACE-ID: ¥sEDA v B —7 = — ADWEM A EFRTHHE
WHRELET, BELRWGAIL, T XTOA ¥ —7 =2 —X(ICHET 5
EERRERINET, UTFTOWTNNONRT A= —THRELET,
s port : fRELTEA—T Xy FAA v TFR— MIEEHTLEREFRTTD
BAICHEELET,
» port—channel : }§C L7 — b F ¥ FVICBET 215 2R T 556
WZHELET,
vlan VIAN-ID: VLAN 1D Z$5&E L ¥,
774V b 2L
avy RE—F TEOa~y RE—F
FI7F+V L L L~UL s

ERLEDOHTA KT

A =T 2= AET DL, Wk H =T == ANEEDA F—
Tz AL HFHr=Fy A b Y =PRSS,

it B

VAC 7 RV AT =T NEEREFTRT 5 ikE R LET,

Total Entries: 3

#

# show mac-address-table

VLAN MAC Address Type Ports
1 FC-6D-D1-06-CE-7D Static CPU
1 FC-6D-D1-BC-08-44 Dynamic Portl/0/1
1 FC-6D-D1-77-70-B8 Dynamic Portl/0/1

TRTDOAET 4 v 7 MCT RLAT—T )Nz N —%2FRTHHEZRLUET,

# show mac-address-table static

VLAN MAC Address Type Ports
1 FC-6D-D1-06-CE-7D Static CPU
4 FC-6D-D1-0A-12-F4 Static Portl/0/1

Total Entries: 2

#
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clear mac-address—table dynamic

HH MACT RVAT—TNDXEAF Iy M) —%7 )7 LET,
VBT R clear mac—address—table dynamic {all | address MAC-ADDR |
interface INTERFACE-ID | vlan VLAN-ID}
ING A —F— all : T R_RTCHODAAF I s ) —% 27 UT LET,
address MAC-ADDR : e E LT ZAF I v /72 ") —%2 27 U7 LET,
interface INTERFACE-ID: XA T I v 72 ) —% 7 VT T 54 H—
7 rx—2AERELET, LFOWTNLDNT A —F—THRELET,
s port : FRELIZA—V Ry bAA v TFHR— MIEETLEHREZHEET D
LAICHEELET,
» port—channel : FE T L7=AR— b F ¥ R NVICEET B R EZHET 56
ICHELET,
vlan VLAN-ID: VLAN 1D Z$8E L £,
774V b 2L
a<wy FE—F FRHERITE— R
F7FV L)L L~UL s 12

EHEDTAL KFA4

Kavw o RTEFATIv Iz M) —DBRB 7YV T INET, A4
T4z M) =7 VT T HITRELHIRT 2 LERH D £7,

55 B

HAFI w7 MAC 7 RLATF—T7/L/5 MAC 7 KL & 00:08:00:70:00:07 #HI&4 5 HiEEx R~ LET,

#

# clear mac-address-table dynamic address 00:08:00:70:00:07

show mac—address—table aging—time

Ef:S] MACT RLAT—TNDE—V 0 T XA LeFrLET,
VOB TR show mac—address—table aging—time

NI RA—F— 7L

T 7%V B 7L

o<y RE—F FEoa~vy RE— R

F7F L)L LUL ]

EHEDTAL KFA4

RKa<w FTlE, MAC 7T RLAT—T NV — 0 T H A AR LF
7,

55 B

MAC T RVAT—TNDT—V v I XA LR d blEERLET,

#

# show mac-address-table aging-time

Aging Time is 300 seconds.
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show mac-address—table learning

HH MAC 7 R L AZE DIRfeZ FoR LET,
VBT R show mac—address—table learning [interface INTERFACE-ID [, |-1]
TG A—F— interface INTERFACE-ID: 3G DR—hA X —T = —AEHRELET,

FBE L WEAIE., T XCTOYER— FOFERBIERINET,

F7 %V E 2L

gy RE—F fEEoa~<y FE—F

FI7F+V L L L~UL s

EHEDHA RFGAL v | Ka~vr FTIE, FAR—FDOMACT FLAZEEOREZFERLET,

55 -
FEDOYEAR— FDOMAC 7 R AFEDIREEAZ R T 5 HEERLET,

# show mac-address-table learning interface port 1/0/1-5

Port State
Portl1/0/1 Enabled
Portl1/0/2 Enabled
Portl1/0/3 Enabled
Portl1/0/4 Enabled
Portl1/0/5 Enabled
#

show multicast filtering—mode

HH YNT XY AT AN Y U TE— ROREEFRRLET,

VBT R show multicast filtering—mode [vlan VLAN-ID]

WNIGRA—H — vlan VIAN-ID : F-9 HI5HO VLAN 1D 246 LET, FEE LARWEaix
TRCOERNERINE T,

VAVE i) 7L

o<y RE—F EEOREE—F

F7F L)L LUL ]

FEREDHA RSAL Y | Ka<w Rid, % VAN O LF Xy AR T 4 V2 Y o TE— REFRL
EJraN

fd 1

FTRTOVIANDSILF XY AN T 4 NVH ) T = RREEFR T DHHEEZRLET,

# show multicast filtering-mode

Interface Layer 2 Multicast Filtering Mode
default forward-unregistered
VLANQO0O02 forward-unregistered

Total Entries: 2

#
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1.2VLMWNa< > F

VLAN 2t~ R & ZF ISk T AT A—=F —D—EEZ LU TFTORITRTLET,

avw s R A RENTA—=F—
vlan vlan VLAN-ID [, |-]
no vlan VLAN-ID [, |-]
name name VLAN-NAME
no name
switchport mode switchport mode {access | hybrid | trunk | dotlg—tunnel}

no switchport mode

switchport access switchport access vlan VLAN-ID
vlan no switchport access vlan
switchport trunk switchport trunk allowed vlan {all | [add | remove | except] VLAN-
allowed vlan IDEREE
no switchport trunk allowed vlan
switchport trunk switchport trunk native vlan {VLAN-ID | tag}
native vlan no switchport trunk native vlan [tag]
switchport hybrid switchport hybrid allowed vlan {[add] {tagged | untagged} |
allowed vlan remove} VLAN-ID [, |-]
no switchport hybrid allowed vlan
switchport hybrid switchport hybrid native vlan VLAN-ID
native vlan no switchport hybrid native vlan
acceptable—frame acceptable—frame {tagged-only | untagged-only | admit—all}

no acceptable—frame

ingress—checking ingress—checking

no ingress—checking

show vlan show vlan [VLAN-ID [, |-] | interface [INTERFACE-ID [, |-]1]

show vlan detail show vlan detail

protocol-vlan protocol-vlan profile PROFILE-ID frame—type {ethernet2 | snap |
profile (/' m—/,3L 11c} ether—type TYPE-VALUE

EE— ) no protocol-vlan profile PROFILE-ID

protocol-vlan protocol-vlan profile PROFILE-ID vlan VLAN-ID [priority COS-VALUE]
profile (A % — no protocol-vlan profile [PROFILE-ID]

7z = AEEET—N)

show protocol-vlan show protocol-vlan {profile [PROFILE-ID [, |-]] | interface
[INTERFACE-ID [, |-17}

Kavy ROFEMELLTIZEHAL £,
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vlan

HH VLAN ZX%$§k L, VLAN B EE— RIZAY £9, BEL7= VLAN ZHIBRT 51
%, no B &AL EF,

VUBY TR vlan VZAN-ID [, |-]
no vlan VZAN-ID [, |-]

TG RA—HF— VLAN-ID : VLAN 1D ##6E L £,

F7 AV H default (VLAN ID:1) 25ERE & AL7-khe

gy RE—FR Ta— N )VEREE— R

F 7V LR LAUL ;12

ERLEDOHTA KT

Ko~ RiE, KBGO VLAN ZHHH TBREK L., 50 VLAN EE— RiC
BATLE T, BEHFO VLAN @ VLAN 1D Z45E L2541 VLAN B EE— R
~OBATOHRPTOIET,

VLAN Z 845121, no vlan =2~ > FEFHLET, 74/ D
VLAN(VLAN ID:1) (ZHIBRCTE ¥ A,

it B

VLAN 1D 1000~1005 @ VLAN % %4k L. VLAN SREET— NICBITT A FiEE R LET,

# configure terminal

(config) # vlan 1000-1005

(config-vlan) #

name

B Y VLAN 423 LEd, VIAN £ %7 7 4L F OFEICETITIE, no JB%E
L ET,

VUBEYT A name VLAN-NAME
no name

TG A—F— VLAN-NAME = VLAN 44 % fe K 32 U CRRE L £ 7,

F 74k VLAN ID 25 1 @ VLAN : default

FHLIA, : VLANxxxx (xxxx 1%, VLAN ID Z7~9 4 HT1DOHfH)

a<wy RE—FK

VLAN i EE— K

FI7F+V L L

LUl 12

EHEDTAL KFA4

VLAN Z%4x3 5 & BEIIZ VLANxxxx &9 VLAN 4A2E 0 B CThnE
T, Kavy F&2EHTHLE. VIWAEZEETAZ LN TXET,

it B

VLAN 1000 ® VLAN 44 % ladmin-vlan| ([ZET D HEEZRLET,

# configure terminal
(config) # vlan 1000

(config-vlan) # name admin-vlan

(config-vlan) #
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switchport mode

HE

AR—hr®D VLAN E— RZFEELET, VLAN E— F&F 7 /)L b OREICE
FUZiE, no A~ REMFEHLET,

VIUEY TR switchport mode f{access | hybrid | trunk | dotlg—tunnel}
no switchport mode
INTGA—F— access : h— h T 7B AE—RIZHELET,
hybrid : "— h& A7 U v RE—RIZEELET,
trunk : R— & b T 7R — MIFEELET,
dotlg—tunnel : "— F%& h U R LE— RIZHEELE T,
F 74k access

a<wy KE—F

A H—T 2 —AKEET— N (port, range, port—channel)

Vel AN 2%

L)L ;12

EHEDTAL KFA4

A= &7 78AE—RCZHEELZEG, #lIDYToHiLd VLAN [T 1ET
T, hT7F— KA T7 Uy RE— T, %D VLAN %04
AHAZENTEXET, "M 7V RE—RTIE, #7772 L7 L— A TULEES
% VLAN 2R ETH ENTE ET,

N FE— RiL VLAN b RUVBEBED b o Rr VA R— R CEHLET, b
VENLE—FTIE, T OXTL—AD VIAN ¥ VIEREZSHHR L2 NT 2
T RAE—FDO LS REEERITVET,

VLAN £— R&EHETH L, R"— MIE VYT~ VLAN OREIZZ V71
\ij_qo

it B

R—Fr1/0/1% bT7 7 F—RIZRET D HEEZRLET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # switchport mode trunk

(config-if-port) #

switchport access vlan

HE 778 AE— RFOR— MZ VLAN Z2F|V HTET, 774/ FOREICE
FUZIE, no B AR L £,

VBT R switchport access vlan VLAN-ID
no switchport access vlan

NWIRA—F— VLAN-ID : %10 *4C% VLAN % VLAN ID THREL £9, 7%49 5 VLAN 237
TELRWEAIE, BT LU VLAN S HEIICERR S g,

T 74V k VLAN 1

a<wy KE—F

A H—T 2 —AKEET— N (port, range, port—channel)

FI7F+V L L

LUl 12

EHEDTAL KFA4

AKa<wr Rix, 77ERAE— R LT X E— ROFE— K TD VLAN
DOEIY B TEITVET,

185/421




7 LAYv—2M6E | 7.2 VLA 2~ K

il 1

R— N 1/0/1127 7 AF— KTVLAN ID:1000 &0 4 TA HiEx R~ LET,

config-if-port) #

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # switchport mode access
(config-if-port) # switchport access vlan 1000
(

switchport trunk allowed vlan

HH 77— ROKR—MZ VAN 251V Y TET, 774/ FOREICRE
FUIZIE, no R EFEH L ET,

VIRFY TR switchport trunk allowed vlan {all | [add | remove | except] VZAN-
[, [-1}
no switchport trunk allowed vlan

NTRA—F— all : 9°_XT?D VLAN 20 4 TE3,
add : f5E L72 VLAN 238N CTHIY ¥ TE T,
remove : FEE L7- VLAN OE|V ¥ TEHIR L £,
except : F57E L 7= VLAN LISt D4_T D VLAN 2% 24 C £ 9,
VLAN-ID : &g, 800, HIER, BRFM 25 VLAN U X F&$EE L ET, add,
remove, except DA a U AFEE L WEEAIL, FIV ¥ TS VLAN 2 L
HEXINET,

F7 AV H FRTO VLAN 2 E| ) 2 Tfke

a<wy RE—FK

A H—T 2 —AKEET— N (port, range, port—channel)

FI7F+V L L

LUl 12

EHEDTAL KFA4

Ka<rKit, b0 7F—FROAR—FTO VLAN OFEID Y TERELE
4. %A T 47 VLAN ZEHT 5 VLAN B0 S TIZE0AMERH D F
7,

55 B

AR— K 1/0/1 12 8T > 7 F— KTVLAN 1000 & 2000 &0 Y TAHEERLET,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # switchport mode trunk

(config-if-port) # switchport trunk allowed vlan add 1000,2000
(

config-if-port) #
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switchport trunk native vlan

HHY NIV I E—=ROKR—=IDFAT 47 VUWN ZHELET, T 740D
REICRTIZIE, no BREEHLE7,

VYT R switchport trunk native vlan {VZAN-ID | tag}
no switchport trunk native vlan [tag]

NRIA—HF— VLAN-ID : %A 7 4 7 VLAN @ VLAN 1D Z$5E L £,
tag: KA T 4 7 VLAN 2 ¥ V7 OX CREELET 55— REAICLET,

F7FIV R VLAN 1, tag A 7> a7z L

awy KE—F A H—T 2—ARETET— K(port, range, port—channel)

F 7V E L)L LUL s 12

EHEDTA RFAY | Ra~vy Rk, N7V 7EF—ROKR—FTHRAT 47 VLAN % E L F
9, W95 VLAN (X, switchport mode trunk allowed vlan ==~ KT
AR—RMIEDYTONTWAIRERDY £7°,
tag ZHEE LIZHA. FA T 4 7 VLAN IZE%E L7z VLAN O 7 L— A6 4L
FRXVLAN # 7o & 7 L— A TirbihE 7,

ERE
A—F1/0/1IC R TE—ROXAT 4 7 VLAN & 20 ICRET D HEERLET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # switchport mode trunk
(config-if-port) # switchport trunk native vlan 20
(config-if-port) #

switchport hybrid allowed vlan

HH) AT Yy RE—ROFR— M VLAN 2504 TEd, T 74/ bORE
WZRTICIE, no BERXAEH L £77,
VBT R switchport hybrid allowed vlan {[add] {tagged | untagged} |

remove} VLAN-ID [, |-]
no switchport hybrid allowed vlan

NI A—F— add : ¥§7E L7= VLAN Z B/ THI 0 YT ET,

remove : f5E L7z VLAN OFE| 0 ¥ TEHIFR L £,

tagged : FHE L7z VLAN &2 % 7 fF& X L X— (28D B CTE T,
untagged : FEE L= VIAN D& 770 LA L 3— (25 ) 4 TE 5,

VLAN-ID : BN, HIk4 2 VLAN U 2 h&2$5E L %9, add, remove F 7
VarERELZWEA, FNLTEND AL N—0 VLAN REN EEX XN

£
VAVE i) VLAN 1(& 772 L A v /3—)
a<wy RE—F A H—T 2— AFRET— N (port, range, port—channel)
F 7V E L)L LUL 12

EREDHA RFA v | Ko< Kid, "7V v RE—FRDKR— K TOHD VLAN OFE Y YU TEERE
LET, %A T 47 VLAN ZiE 925 VLAN © % 772 L A X —(2E| ) 4T
HVENH Y £,
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il 1

AN—k 1/0/1 A4 7 VU v RE— RIZ LT, VLAN 1000 & & 7' f+% X > ,3—_ VLAN 2000 & 3000 % %
T LA N—=ZEIN Y THHEERLET,

config-if-port) #

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # switchport mode hybrid

(config-if-port) # switchport hybrid allowed vlan add tagged 1000
(config-if-port) # switchport hybrid allowed vlan add untagged 2000,3000
( )

switchport hybrid native vlan

HHY NAT Yy RE=ROKR—=FTHAT 47 VAN 2HELET, 774V
NOBREIZRETIZIE, no BRAEFEH L ET,

VOEY TR switchport hybrid native vlan VLAN-ID
no switchport hybrid native vlan

NWIA—F— VLAN-ID : %A 7 4 7 VLAN ZH8E L £ 7,

T 74V h VLAN 1

avy KE—F

AR =T 2 —AFEET— K (port, range, port—channel)

FI7F+V L L

LUl 12

ERLEDOHTA KT

RKa<w NI, "M 7V y RE—=FROR—FTRAT 47 VLAN ZEE L
FT, ZELEZ L7 U—NF, AT 47 VLAN [2HE &if- VLAN
DRT 747 LTHUEINET, #@HT S VLAN [X, switchport mode
hybrid allowed vlan =~ FTHR— MIEV B TOHNTWALENRH D
E3c I

it B

R— K 1/0/11NA TV v FE—=RFDFRAT 4 7 VLAN & 20 ISRRES D T EE R LET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # switchport mode hybrid

(config-if-port) # switchport hybrid allowed vlan add untagged 1000,20
(config-if-port) # switchport hybrid native vlan 20

( )

config-if-port) #
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acceptable—frame

HE

R—=FTCZITFET7L—2DEA TEHHRELET, T 74/ hOREIC
RIIZIE, no B AHEH L £9,

VIRFY TR acceptable—frame {tagged-only | untagged-only | admit-all}
no acceptable—frame

INTGA—F— tagged-only : ¥ /& 7 L — A DBEZITANIGEEICEELET,
untagged-only : ¥ 772 L7 L — A DEEZIFTANIHEICHEELET,
admit-all : T XCOT L— A XA THZIT ANLIGEITHEEL T,

F7 )V k T 7 AE— ROR— b : untagged-only

> VLAN E— RDOAR— |+ @ admit—-all

a<wy KE—F

A H—T 2 —AKEET— N (port, range, port—channel)

Vel AN 2%

L)L ;12

EHEDTAL KFA4

R— RN CZFHTFHTVL—LDEA TERELET,

AR— F® VLAN £— F=° VLAN #| 0 Y CoREX. FHIE L TZE7L—A
DOF MBI B AL RIFLEF A, HIZIE, T78AE—ROFR— KT
HoTh, AT A—%—7 admit-all OEAITIE VLAN Z 7/ HXx 7 1L —
LEzZITET,

55 B

AR— b 1/0/1 TZITD 7V —LbD XA 7% tagged-only R ET D HiEE R LET,

# configure terminal

(config) # interface port 1/0/1
(config-if-port) # acceptable-frame tagged-only

(config-if-port) #

ingress—checking

HH

AT VAF 2y 7 2 HIMILETS, EIHTT D121, no BAZMEH L £
B

VoEY TR ingress—checking

no ingress—checking
NG A —H— e L
T 7AWV H CE)

a<wy KE—F

A H—T 2 —AKEET— N (port, range, port—channel)

FI7F+V L L

LUl 12

EHEDTAL KFA4

AT VAF 2w IV BPAENDGEE, ZE L7 L—LA0 VLAN [F#]E RN—
FD VLAN FI 0 S CTOEE 2R L, THAEZITI) ) Fe vy 7T 50%
WELET, BOOLAIL, BEEMERLEYA,

AN—FO VLAN £— R VLAN HI 0 ¥ CToggiEid, FHAlE LTRZET7 L—2A
DOHFRFNBIZZBEE RIF L EF AL, FlZIEX, VT 7F—ROFR— KT
VLAN 10 2ZEID B THNTWRVWERETH->TH, A VL AF =y 7R
MR DYEAITIL VLAN 10 D& o0& 7 L— A ZZ T HT 5 & Pk 217
WET,
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il 1

R—=F1/0/1 DA LT VAF = 7 ZHBMNRET D HiEEZRLET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port)# ingress-checking

(config-if-port) #

show vlan
E]:3] VLAN fE &2 FRr LE9,
VIUOEY TR show vlan [VZAN-ID [, |-] | interface [ INTERFACE-ID [, |-11]
NI RA—H— VLAN-ID : 3% a2 R THVLAN DY A MEHRELET,
interface : A"— MIEIY YTz VLAN HFHREZ LR L E T,
INTERFACE-ID : VLAN OE|Y ¥ CTERRTHAR— MERELET, faE LA
WEEAE, TR TOR— MZBEET A HERNEREINET, LTV
MDOINT A= —THRELET,
e port: FEEL-AR— DO VLAN F#HE2F L ET,
+ port—channel : f§E L7 — FF v /LD VLAN fFRE2F R~ L F7,
F 7 a U EETE LRWIES . show vlian 1-4094 & FIFRIC, BEEIHLTW
% F T D VLAN DR ERHR— h~DE Y B CoEFREFRLET,
774V b 2L

a<wy RE—FK

AEDa~<y RE— K

FI7F+V L L

L~UL 1

EHEDTAL KFA4

Ka<r RiE, B&EL7- VLAN ORESCHR— FOE D L CTHEREZERLE
7,

it B

9 _TO VLAN DIERE R AT 5 HEE R LET,

# show vlan

VLAN 1
Name : default
Description :

VLAN 100
Name : VLANO0100
Description :

VLAN 200
Name : VLAN0200
Description :

Total Entries: 3

#

Tagged Member Ports
Untagged Member Ports :

Tagged Member Ports
Untagged Member Ports :

Tagged Member Ports :
Untagged Member Ports :

1/0/1-1/0/2,1/0/17-1/0/28

: 1/0/2,1/0/21-1/0/23
1/0/3-1/0/8

: 1/0/2,1/0/21-1/0/23
1/0/9-1/0/16
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A— bk 1/0/1~1/0/2 @ VLAN 1§ # &2 R 5 HikxE ~ LET,

# show vlan interface port 1/0/1-1/0/2

Portl1/0/1
VLAN mode
Native VLAN
Hybrid untagged VLAN
Hybrid tagged VLAN
Ingress checking
Acceptable frame type

Port1/0/2
VLAN mode
Native VLAN
Trunk allowed VLAN
Ingress checking
Acceptable frame type

: Hybrid
HE
01

: Enabled
: Admit-All

: Trunk

: 1 (Untagged)
: 1-409%4

: Enabled

: Admit-All

show vlan detail

HE FEAM 7 VLAN fEA R LE T,

VoEY TR show vlan detail

NI RA—F— 7L

T 7AWV H L

o<y KE—FK FEDa~y RE—FK

F 7 IV kL LL ]

FHEDTA KTy | Ao~ Rk, A— FOVLAN £— R0E D Y CTiERE R R LE T,

it B
FEM 7 VLAN M5 2 Fon 9 2 kAR L £,

# show vlan detail

-—— vlan port information --—-
a = access t = trunk h = hybrid
p = private-vlan d = dotlg-tunnel

C Port
1 8 9 1o 17
+———— + - + +——
Port Mode 1 aattatta aaaaaaht aaaa

--- vlan mapping information ---
u = untag t = tag

C Port
1 8 9 16 17

Name VID +————— + + +——
default 1 1 uu.uutuu uuuuuuu. uwuuud
VLANOO10 10 1 ..tt.tt. o...... t .
VLANOO11 111 ...t.tt. ..., t .
VLANOO12 12 1 ...ttt oo
VLANOO13 131 ...t.tt. ...,

#
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protocol-vlan profile (/2 — LR EE— K)

HH v hav VAN 717 7 A VEER L ET, HIFRT 2I121E, no XA E
HLET,
VIUEY TR protocol-vlan profile PROFILE-ID frame—type {ethernet2 | snap |

1le} ether—type TVPE-VALUE
no protocol-vlan profile PROFILE-ID

NG RA—H— PROFILE-ID: 70 77 A/ 1D % 1~16 O#IPATHEE L F7,
ethernet2 : BT 27 L —2 XA T2 A —HV Xy F 1T 7L —AIZHEEL
Er I

snap : wkBMT AT L —LH A TEHSNAP 7 L—AIZHRTELET,
lle : @B+ 57— XA 7% LLC 7 L—AIZHEELET,
ether—type TVPE-VALUE : iR T DA —H % v N F A Ttz 16 %k 2 /N1

FNCHRELET,
T 7AWV H L
av RE—F Ja— S )VREE— R
FI7FV L L~UL s 12

FERAEDOTA FIALY | Ka~v RTiE, 72 hai VIAN o7 77 AV Z21ER L £3, {ERk L
-7a 77403, A F—Tx2—ARTEE— FDLR— MIEYYTH
ZENTEET,

{4 -
7 ha )L VLAN a7 7 A VEAERRT 2 HiEE R LET, ZOFITiE, IPvé6 7 han (7L —AaH
A 71X ethernet2, A4 —% % b ¥ A 7fEH 0x86dd) Z+FE L TVWET,

# configure terminal
(confiqg) # protocol-vlan profile 10 frame-type ethernet2 ether-type 0x86dd
(config) #

protocol-vlan profile (f V& —7 = —AREE—K)

B A—hZ7a hav VLAN a7 7 A VEBEFELET, HIRT D13, A
avr RO no BREHEHL ET,

VBT R protocol—vlan profile PROFILE-ID vlan VLAN-ID [priority COS-VALUE]
no protocol-vlan profile [PROFILE-ID]

NWNIA—F— PROFILE-ID: 7’72 k2 /LVLAN 7’0 7 7 A L@ 1D ZHE L £,

VLAN-ID: 7 a7 7 A W~ v F LI=7 L—LD VLAN 2 E L £,

priority COS-VALUE: a7 7 A NI~y F LI=T7 L —AD CoS HIHEL
F4, IBELARWES. CoSIT0 & LTI NET,

F 74k 7L
a<wy RE—FR A B —T 2 — AFEE— K (port, range, port—channel)
F7F L)L L~UL ;12

FEREDOHA RSAY | Ka<wr RNiE, fERRL7-7 2 hab VIAN 1277 A L ZR— MIEID Y
TC, BT A7L—LDVLAN & CoS #RELET,
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i
AR—F1/0/1127 2 2 /LVLAN 7 7 7 A4 L (ID:10) # %5k L. 25T 5 7 L — A% VLAN 3000 |24y
I 5 hEERLET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # protocol-vlan profile 10 vlan 3000
(config-if-port) #

show protocol-vlan

HH 7u ha/LVIAN BEORELZF R LE T,

VoEY TR show protocol-vlan {profile [PROFILE-ID [, |-1] | interface
[ INTERFACE-ID [, |-11}

INT A —HF— profile: 72 h=/LVLAN 7 u 7 7 A VOE#REZF R LE T,

PROFILE-ID : £+ 57 ha)L VLAN 7a 7 7 A vd 1D ZFE L £,
BELWES, T _ToOFa 77 A ARFRINET,
interface : I"— MIBEEL7-7 v ha /L VLAN a7y AL, =vF L
EZE7 L — AT OREEFR T LET,
INTERFACE-ID : 48D A > X —7 =—AD 1D Z AN LET, FEE LW
BAIE, TR_TOA v F—7 2 —RZH#ETAERPFRENET, UT
DWTINDIRNT A=K —ZfFHTE E T,

o port : FEELZAR— MIEETAHEREFZRLET,

» port—channel : FE T L72AR— b F ¥ R NVICBET B REFRLET,

F7F b L
a<wy RE—F TEDa~y FE—F
FI7F+ IRV L~UL s

FEREDOTA KIALy | Ka~vr R, a2 bzl VIAN 727 7 A4 L0R— h~DE Y Y4 T2
TOHREEMEEZRLET,

il FH A
ARN— bk 1/0/1~1/0/2 D7 1 k =)L VLAN D EFHZ ZR LET,

# show protocol-vlan interface port 1/0/1-2

Interface Protocol Group ID VLAN Priority
Portl1/0/1 1 1 5
Portl1/0/2 10 3 0
11 3001 1
#

Ta NavIn—rra 7y ANVREERRT DHHEERLET,

# show protocol-vlan profile

Profile ID Frame-type Ether-type
1 Ethernet?2 0x86DD (IPv6)
2 Ethernet?2 0x0806 (ARP)
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1.3 Y977y =302 F

Voo 7707 —vaid, K= b Fx XV EMENAEEOR— NERQAES Y v 7 2L,
WA 1 EORERE T HHEETT, "—FF¥XADBEREINDLE, F—FF ¥R A 04—
Tx—RAEWVWIGREA VH — T 2 — APMERR SN E T, AEETIE, A—FF v 3 1LETRK 8
R—hERNDLZ ENTEET,

Vo7 7V r—varyavey ReZUCHIGT DT A—2—D—E &2 TORIRLET,

avwy K aAwy RENRTA—F—

channel—-group channel—group CHANNEL-NO mode {on | active | passive}

no channel—group

lacp system—priority | lacp system—priority PRIORITY

no lacp system—priority

port—channel load- port—channel load-balance {dst—ip | dst-mac | src—-dst—ip | src-
balance dst-mac | src—ip | src—mac}

no port—-channel load-balance

lacp port-priority lacp port—priority PRIORITY

no lacp port—priority

lacp timeout lacp timeout {short | long}

no lacp timeout

show channel-group show channel-group [channel [CHANNEL-NO] {detail | neighbor} |

load-balance | sys—id]

#Ha~y FOFFMAZ LU TIZHHLET,

channel-group

E i A= F ¥ XV EERL, A N—R— hEXgEd LBmLEd, A
YN—R— N EHIBRT 2121, no BRXAMEH L £,

VIUEY TR channel—-group CHANNEL-NO mode {on | active | passive}
no channel-group

NWIRA—F— CHANNEL-NO : R— b F % XN D7 V—7"1D % 1~8 OHPATHEE L £7,

on: RA— hF ¥ RXNVOENEE— REAXT 4 v ZIZHRELET,
active : I"— M F ¥ XL DOEIEE— K% LACP (active) IZfRE L 7,

passive : IN— hF ¥ RV OEMET — K% LACP (passive) IZFRE L £ 7,
VAVE i) 7L

awy KE—F A H—T 2 — AFRET— N (port, range)

F7F L)L L~UL ;12

FEREDHA FFA4 Yy | Ko~ Rk, o~ RE— RIS T 2WER— h & A R —R— k&
LR — b F ¥y XV EERLET, FEE LA — M F ¥ xD 1D 2ERK
FOEAIE, R—FF A XL DA L AN—R—FE LTEBMNENET,

Ja—/N)VEREE— KD no interface o~ R CAR— N F ¥ Rx)bA v
H—Tx2—AEHIRTDHE, A N—AKR— FNDORELMRINET,
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il FH A
A N—R_R— | 1/0/4~1/0/5 DAR— b F ¥ /L (LACP (active) E— F) ZAERT 2 HiEE R L ET,

# configure terminal

(config)# interface range port 1/0/4-1/0/5
(config-if-port-range) # channel-group 3 mode active
(config-if-port-range) #

lacp system—priority

HH LACP DY AT MEREARELE T, 7 74 /V MEIZETIZIE, Kavy
R® no &AL £,

VYT R lacp system—priority PRIORITY
no lacp system—priority

NRIRA—H — PRIORITY : > AT IMMESE % 1~65535 O#iHTHE L £,

F7 AV H 32768

a<vy RE—FK Ja—N)LREE—NR

F 7 IV hLL LUL 12

FERHEOHA RSy | AKa<wr Fid, LACP ¥ AT MELEAHRTELET, o AT MMESLEE KN
TNA ALV NESNGE, BET A RATERHINET, VAT LMERE
DELWVESIE, VAT A ID MACT RLR) DOEEETEHLET,

{4 -
LACP 3 A AMESEFEE % 30000 IR ET B HEEZRLET,

# configure terminal
(config) # lacp system-priority 30000
(config) #

port—channel load-balance

B8 A=K F ¥ FVOARIERT VT RLEHELET, T 74V FREID
"9‘— [ j:\ no ﬂ:/gt%f’ffﬁﬁ Li—a—o
VBT R port—channel load-balance {dst—ip | dst—mac | src—dst—ip | src—

dst-mac | src-ip | src-mac}

no port—channel load-balance

NI RA—=H — dst—ip : 485E IP 7 R L AR— 2 DAFM S ZITVET,

dst-mac : 5655 MAC 7 R L A_R— 2 DAMSEH ATV ET,
sre—dst—ip : BMEIL/FE5C IP 7 R L AR—ZADOAM AT VET,
src—dst-mac : E[EIC/FE0E MAC 7 R L AR—ZADAM I EI TV E T,
sre-ip : BETLIP T RL AR—Z2DAMSHEITVVET,

src—mac : E{ETLMAC 7 R L AX_R— 2D AR ZITVET,

F7FIV R src—dst—mac
a<wy FEeE—F Ja— )R EE—FR
FI4 L)L UL 12

ERHEDTA KFGA4 v | Ka<vr R, R—FF Y XVDOEENT 7 4 v 7 BT AR ET
T X LEHRELET,
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it 1

BRI T NI Y AL sre—ip ZRET D TEERLET,

# configure terminal

(confiqg) # port-channel load-balance src-ip

(config) #

lacp port—priority

HE

LACP DR — MEEEZHRELET, 7 74/ FOREIZRETITIE, no
KEFEHLET,

VBT R lacp port—priority PRIORITY

no lacp port—priority
NRIRA—H — PRIORITY : 78— MBS % 1~65535 OFIPH CHRE L £,
VAVE i) 32768

avy RKE—F

AR —T 2 —AFEET— K (port, range)

F7 4L

L)L 12

ERLEDOHTA KT

AKa< Rix LACP OFR— MEREZRE L EI, A— MELEIT, @E
WA 2R — M E2ELET S, APNBRRT LI L £, EoR—
FOEBEENRFE L THLIHEA. R— FESZEEIERRL £,

it B

A H—=T2—A1/0/4~1/0/5 THR— MEJLEZ 20000 (ZFRET D HFiEE R LET,

# configure terminal

(config) # interface range port 1/0/4-1/0/5
(config-if-port-range) # lacp port-priority 20000
(config-if-port-range) #

lacp timeout

HH KA T A A Bl S e LACP fEROAMIRAZRELET, 77+
b MEICET X, no IBRZHEH L E7,

VBT R lacp timeout {short | long}
no lacp timeout

WNIGRA—H — short : 5215 L7z LACP {FHOANWIRE 3 RICHEE L E7, X7 /31 A
DOEBI 72 LACP 7 L — LD REMMEIL 1 Iic72 0 97,
long : {7 L7z LACP fE#OANIMIRE 90 FIZHEE L £9, *mT /A A
DEHNI72 LACP 7 L — A DOEFHIBRIL 30 2720 £,

F7 )V b long

awy RE—FR A B —T 2 —ARETE— F(port, range)

F7F L)L L~UL ;12

ERLEDOHTA KT

Ko< RiE, kT34 A B S vz LACP 1O IR % 5% E
LET, ZOFRIT LACP 7 L —AIC XD RHT A RCh@asSh, %
E LT A RTADWIRZic, EH7Z LACP 7 L — A DG HIREE
HEELET,
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5 B -
AR— 1/0/1 TLACP OEZNHEE 3 ) (short B— R)IZRET A HEEZ R LET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port)# lacp timeout short
(config-if-port) #

show channel-group

HH FX¥ AN T N—TIFRERRLET,

VBT R show channel-group [channel [CHAMVEL-NO] {detail | neighbor} |
load-balance | sys—id]

NIRA—HF— channel : #§7E L72R— FF v RV DIFHREF T T 55 IHEELET,

CHANNEL-NO : F % )7 V—7"1D ZFeE L7, #PHIX 1~8 TT,
detail : §EMi % 7 v RV NV —THERERRT 2HLECRHEL T,
neighbor : XA N—fFRZFRTHHAITHRELET,

load-balance : A IGM A X TT 2EAITHEL 7,

sys—id : LACP CHEH SN2 T AT Ll 52 K- T H5 AR ELET,

T 7 4k 2L

a<wy RE—F EEDa~v FE—F

F7 4L LUl 1

FREDHA RFZAY | K= TF¥RIAEFEZLZRELRWEAIL, TXTOR— M F ¥ RADBERR
SN F4., show channel-group =~ > N channel, load-balance, sys—
id T A=Z—ZIEELRWSERIE, TY 2N N—70%~< U —FHIE
INERINET,

155 51
TRTCOR— FTF ¥ RV OFEMIERERRT 5 HEERLET,

# show channel-group channel detail

Flag:
S - Port is requesting Slow LACPDUs F - Port is requesting fast LACPDU
A - Port is in active mode P - Port is in passive mode
LACP state:
bndl: Port is attached to an aggregator and bundled with other ports.
hot-sby: Port is in a hot-standby state.
indep: Port is in an independent state(not bundled but able to switch data
traffic)
down: Port is down.

Channel Group 3
Member Ports: 2, Maxports = 8, Protocol: LACP

LACP Port Port
Port Flags State Priority  Number
Portl1/0/4 SA bndl 32768 4
Port1/0/5 SA bndl 32768 5
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R— FF ¥ RN 3 DRANNERELTT D EERLETS,

# show channel-group channel 3 neighbor

Flag:
S - Port is requesting Slow LACPDUs F - Port is requesting fast LACPDU
A - Port is in active mode P - Port is in passive mode

Channel Group 3

Partner Partner Partner Partner
Port System ID PortNo Flags Port Pri
Portl/0/4 32768, FC-6D-D1-70-04-00 4 SA 32768
Portl1/0/5 32768, FC-6D-D1-70-04-00 5 SA 32768

TANTOF v XNV N =T OAMOGHIERER TS DGk R LET,

# show channel-group load-balance

load-balance algorithm: src-ip

#

VAT L IDEREFRT D HEERLET,

# show channel-group sys-id

System-ID: 32768,FC-6D-D1-06-CE-7D

#

FTARTOR= b F X FNVOY <) —fFREFTT O HEEZRLET,

# show channel-group

load-balance algorithm: src-dst-mac
System-ID: 32768,FC-6D-D1-06-CE-7D

Group Protocol
3 LACP
#
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1.4 STPa< > F

STP i~ > R&EFNICKHET DR T A—=FZ—D—EH LU TOFRITRLET,

a<w K

av s RENTA=F—

spanning—tree global

state

spanning—tree global state {enable | disable}

no spanning—tree global state

spanning—tree mode spanning—tree mode {mstp | rstp | stp}
no spanning—tree mode
spanning—tree spanning—tree priority PRIORITY
priority no spanning—tree priority
spanning—tree spanning—tree {hello—time SECONDS | forward—time SECONDS | max-age
(timers) SECONDS}
no spanning—tree f{hello—time | forward-time | max—age}
spanning—tree tx— spanning—tree tx—hold—count VALUE
hold-count no spanning—tree tx— hold-count
spanning—tree nni- spanning—tree nni-bpdu-address {dotld | dotlad}
bpdu-address no spanning—tree nni-bpdu—address
spanning—tree state spanning—tree state {enable | disable}
no spanning—tree state
spanning—tree cost spanning—tree cost COST
no spanning-tree cost
spanning—tree port-— spanning—tree port—priority PRIORITY
priority no spanning-tree port-priority
spanning—tree guard spanning—tree guard root
root no spanning—tree guard root
spanning—tree link- spanning—tree link—type {point-to—point | shared}
type no spanning-tree link—type
spanning—tree spanning-tree portfast {disable | edge| network}
portfast no spanning—tree portfast
spanning—tree spanning—tree tcnfilter
tenfilter no spanning-tree tcnfilter
spanning—tree spanning—tree forward-bpdu
forward-bpdu no spanning—tree forward-bpdu
show spanning-tree show spanning—tree [interface INTERFACE-ID [, |-]]
show spanning-tree show spanning—tree configuration interface [INTERFACE-ID [, |-1]
configuration
interface

clear spanning—tree

detected—protocols

clear spanning—tree detected—protocols f{all | interface INTERFACE-
1D}

Ha~y FOFFMAZ L FIZHHALET,
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spanning—-tree global state

H /Y STP D7 v —SVREZITWET, 7 74/ FOREICKETIZIE, no B
ZREHLET,

VB TR spanning-tree global state {enable | disable}
no spanning-tree global state

INTGRA—HF— enable : STP O 27 v — WIRTEEZHINZT HHGEITHELET,
disable : STP D7 1 — VLRREE BN 555 ICHRE L 197,

T 7+ b HEL)

a<wy REeE—F Ja— LR EE— R

F 7V E L)L LUL s 12

EHEDTAL KFA4

AKa< NiE, STP OZv— UVBREZAL, b L IFEDCHRE L =
B

5B

STP # /T D HikERLET,

(config) #

# configure terminal
(confiqg) # spanning-tree global state enable

spanning—tree mode

HH

STP DE— RERTELET, T 74/ FOFREITETIZIEL, no B A
LE7,

VIUEY TR spanning-tree mode {mstp | rstp | stp}
no spanning-tree mode

INTGA—F— mstp : MSTP TEMEL 9,
rstp : RSTP CTEMEL £9,
stp : STP CTEMEL £,

T 7V b RSTP

avy RKE—F Ta—N)VEREE— R

FI7FV L L~UL 12

ERLEDOHTA KT

Ko< Rix. STP OFEE— K% STP. RSTP. MSTP DWFIUMIZERE L
9, BEE— NE2UVEXTEA. BT O STP ¥ = — L 3gjik s
N, BIIEO AT — X 2|3 SN EH A

55 B

FIFHDONR—T 3 D STP £V 2 —/b%& RSTP ICRET 5 LA R LET,

(config) #

# configure terminal
(confiqg) # spanning-tree mode rstp
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spanning—tree priority

HRY TV UBEEERELET, T 74N NOREIZETIZIE, Ka~v R
D no HAZEHL £,

VYT R spanning-tree priority PRIORITY
no spanning—tree priority

RIGA—F— PRIORITY : A/X=> 7Y ) — AR P —COEELREHETH S Spanning—

Tree Bridge-1D %, 7 U v VELE L T U v U MAC 7 KL ATHKRT 5 &
FFEE L FT, #PHIL 0~61440 T,

F7 &) b 32768
awY FE—F Ja—VEEE—R
F7 4V EFLL L~UL 12

FEREDHTA RFAL L | AT A—%—|F RSTP & LKL STP TBMT 27V v DEEHEAHE L
F, TV o VEREIIL—- 7Y o VORBBE TSR I, EA/NSWIZ
EERENELS 2 ET, BERENELWEGESIX, VAT LD MAC 7 Kb
AuFEL LET, 7V v UEIEEIL 4096 OFEETREL 7,

{4 -
STP 7'V w JHESCE DOEA 4096 ISR ET 5 HEEZ R LET,

# configure terminal
(config) # spanning-tree priority 4096
(config) #

spanning-tree (timers)

HH STP OHFES A ~—DEERELE T, 7 74/ FOREICRETIZIE, no
WAL £,

VBT A spanning-tree {hello—time SECONDS | forward-time SECONDS | max-age
SECONDS}
no spanning-tree {hello—time | forward—time | max—age}

TG A—F— hello—time SECONDS : BDPU XEMEIFR (F)) & 1~2 O THE L £,
forward—-time SECONDS : STP DURHEER DBATH B () 2 4~30 Ofi
FACHEELET,
max-age SECONDS : BPDU OFF HIRF[H] (F)) & 6~40 DA CTHRE L £

F7 )V k hello-time : 2

forward—time : 15

max—age : 20

a<wy ReE—FK 7Ta—NREE—F

FTFIVE L)L L~UL ;12

FEREDTA RFALY | Ka~<w NiE, STP OKFEY f ~—DOfE4%FE L £7, spanning-tree
hello—time M EILTE— KA STP. RSTP DA H S E T,
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ET D ke R LET,

config) #

# configure terminal

(confiqg) # spanning-tree hello-time 1
(confiqg) # spanning-tree forward-time 16
(config) # spanning-tree max-age 21
( )

spanning-tree tx—hold-count

HHY BPDU DEERE A 7 MEZRE L ET, 774/ FOREICETIZ
no B AL £,

VOEY TR spanning—tree tx—hold—count VALUE
no spanning-tree tx— hold-count

NI RA—F— VALUE : }RETREE 0D~ MiEZ 1~10 O#HPH CHRE L £7°,

7 7 &V 6

a<w KE—F

Ja— LR EE—FR

F 7 IV hLUL L~UL 12
FEREDHA RFAL Y | KEREID L ME, 1BEICEETE S BPU O REARLET, &
B, BDPU (X 1 ~2 BRI 1 Bl EBICXESNETH, A v—EH

IZX D BPDU RG22 050 £9, BRI AR U—ERNELH
Li=%A. MWEAHRTo LR 2T 2 Nt 4, ReEa@EE L
Y. BPDU OX(E% 1 oMW L E9,

it B

BPDU AEERE I v v MEZ 5 ICRET D iEEZRLET,

# configure terminal

(config) # spanning-tree tx-hold-count 5

(config) #

spanning-tree nni-bpdu—address

HE

BPDU D%EeT RVAZRELET, 7 74 /0 FNORE
Y RO no EXEHHLET,

WCERTIZIE, Aav

VBT R

spanning—tree nni-bpdu-address {dotld | dotlad}
no spanning-tree nni-bpdu—address

INTGA—F—

dotld : BPDU D%E4:7 K1 AT Customer Bridge Group Address (01-80—
C2-00-00-00) ZfEHF 25 IHEL £7,

dotlad : BPDU D%G4%7 KL A|Z Provider Bridge Group Address (01-80-
C2-00-00-08) ZfEH T 2L BITHEL £,

T 7 4k

dotlad (Customer Bridge Group Address Zfifif)

avy RKE—F

7ra—VEREE— R

vard AN 2 %

L)L 12

ERLEDOHTA KT

o—h)xy NU—27 Gl . BDPU D%EHET KL A & LT Customer
Bridge Group Address MEA N E4, Ko< Fix, H—rv2x7u g
H'—F v hU—72 T Provider Bridge Group Address Zf{# 9 DGR
ELET,
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5 B
BPDU D%E%:7 K L AIZ Provider Bridge Group Address ZfEH4 % FiEE L ET,

# configure terminal
(confiqg) # spanning-tree nni-bpdu-address dotlad
(config) #

spanning—tree state

L) R— FHALT STP OEWEZRRE L £T. 7 7 4/0 FOREICHETITIE, no
EXEMEHLET,

VUBEYT A spanning-tree state {enable | disable}
no spanning-tree state

NI RA—=F— enable : ;R"— K" CTO STP Z#HC L ET,
disable : ;"— K T® STP ZMEZhiZ L £,

T7HNVE L)

a<wy RE—F A B —T7 =2 —AFKETE— K (port, range, port—channel)

F 7 h L)L LrUL s 12

FERAEDTA RI7A4Y | Ka~wr REIAR— NEALO STP OEIEEZHE 2D L ITEICREL £,

{4 -
A— K 1/0/1 TSTP G D HEEZRLET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # spanning-tree state enable
(config-if-port) #

Spanning—tree cost

B #) R—=PFDONRAAXMERELES, REELT 74V MIETIZIE, no B
ZHEHLET,

VIRFY TR spanning-tree cost COST
no spanning—tree cost

NI RA—F— COST: IR— F D/RZ 2 A k% 1~200000000 OHiPHTHEE L £7,

77 &V 2L

a<wy KEeE—F A H—T 2 —AKEET— N (port, range, port—channel)

VAP Wi 2av% LUl 12

FEREDTA RIALy | Ao~ R, RSTP & L IZ STP T4 %, R— hD 32X k% FH)
TRELET, XRATARPBREINTWRWEA, A— FMOFENGH
BaEsnE 1,

i -
A— 1 1/0/7 D/XA A k% 20000 [ZFRET D HEERLET,

# configure terminal

(config) # interface port 1/0/7
(config-if-port) # spanning-tree cost 20000
(config-if-port) #
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Sspanning—tree port—priority

HH STP DA — MESEEDEZFEE L £ T, RSTP 5L STP TOAFEH SN F
T T4V NOEBEEIZ Y b HICIE, Aa~v2 RO no B EME
MALET,

VoEY TR spanning—tree port—priority PRIORITY
no spanning—tree port—priority

NIRA—HF— PRIORITY : 78— NMEJEFE % 0~240 O#FETHREL £,

F7 AV B 128

a<wy KE—F B =T 2 — ARET—F

T 7 IV LL LUL 12

EHEDTAL KFA4

RKawr RiE, A— MEREEEZFZELET, Z0/XT A —F—[F STP,
RSTP T SN ET, XA T A NNFE—DHFE D/ — hi— hDORE DK
I S, EDV NS W EEBEEITEL 20 9,

55 B

AR— 1 1/0/7T DR— MEEEE 0 ICRET D HEE T LET,

# configure terminal

(config) # interface port 1/0/7
(config-if-port) # spanning-tree port-priority O

(config-if-port) #

spanning—-tree guard

root

HH

N—= I H=FRE2AMMILET, 774NV FOREICKTITIT, Kav R
D no B & L £,

VoEY TR spanning—tree guard root

no spanning-tree guard root
NG A —H— e L
FI7 ANV £

a<wy KE—F

A H—T 2 —AKEET— N (port, range, port—channel)

FI7F+V L L

LUl 12

EHEDTAL KFA4

Ka<w R, R—=hrOLr— " T—FEHEHLET, =
AN— MI— bR — N OBEXNRIMN 2D 97,

DA

PIE S

55 B

AR— b 1/0/1 HA— FR—

MZRBRWEIICHET D HEERLET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # spanning-tree guard root

(config-if-port) #
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spanning—tree link—type

ER:D] R—=brDV I A TEFRELET, 773/ POREICRETITIE, K=
<~ RO no EREHEHL ET,

VYT R spanning-tree link—type {point—to—point | shared}
no spanning-tree link-type

R A—F— point—to—point : U 7 ¥ A 7% P2P IZRE L 7,
shared : V> 7 % A4 7% 400 7 ICTRELET,

VAVE i) 7L

a<wy ReE—F A H—T 2 —AKEET— N (port, range, port—channel)

F 7V E L)L UL 12

EHEDTAL KFA4

RKa<wr RiE, R—=bDV 774 TEFRELET, HEIN TRV
B AR—= DT 27V 7 AEHERLTHBNIZ) 7 X4 T HRELE
T, P2P V732" ETHIMNERHY, ZDU 7 X A7 TiE STP
E— FIZESWTEHEIREERZITO) N TEET, @Y v 7 0
A, STPE— Rz k&9, STP L EEEDINEEER 21TV E T,

5B

R—F1/0/TDYV 7 2 A T PP ICHRTETHHEEZRLET,

configure terminal

config-if-port)# spanning-tree link-type point-to-point

#
(confiqg) # interface port 1/0/7
(
(

config-if-port) #

spanning—-tree portfast

B # PortFast ZELET, 7 74/L FOFREITHETITIE, no BRZMH L
EJ5 RN
VIUEY TR spanning—tree portfast {disable | edge| network}
no spanning—tree portfast
NG A —F— disable : PortFast Z#ENICRET A HLAICHEE L £7,
edge : PortFast @ edge F— NIZERTELE7,
network : PortFast ® network £— RIZERE L 7,
F7 )V b network
a<y REeE—F A H—T 2 —AKEET— N (port, range, port—channel)
VAP Wi 2av% LUl 12

EHEDTAL KFA4

PortFast 1%, #ideiT v U7 /A A (STP ZEH L72NT A A) Th D
‘J‘ M@+ 547 a3 T, AR— kD STP IREEE 7272 HIZ Forwarding

WCBITTDHZ EMNTEET, PortFast WRESINTWVWAAR— ML FARE
V—EREDOREETZLT RN ENHEHR TH D72, BIPU %15 L7z HE1C
1% PortFast 2MEBR SN £ 7, network E— RIZRSTP & L < 1% MSTP i FH
AL, 3 FPfH BDPU 7 L— A DA FRIZ A L T 6 PortFast ZEIfES
¥ F 9, edge T— NI <IZ PortFast ZEMEIHE 7,
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155 431
A— Tk 1/0/7 % PortFast @ edge & — FIZRET A HFEEZ R LE T,

# configure terminal

(confiqg) # interface port 1/0/7
(config-if-port) # spanning-tree portfast edge
(config-if-port) #

spanning-tree tcnfilter

HHY MR T D—ZE @A (TCN) D7 4 VBZ Y a2 LET, EHICT
H1Z1%, no B AMEH L £,

VIRFY TR spanning-tree tenfilter
no spanning-tree tcnfilter

NI A—=H— 7L

FI7 ANV £

a<w RE—FR B =T 2 — AREET—F

T 74V F L LUl 12

ERAEDOHA R4y | Ko~ Rid, bAr U—ZH (10) Ol & %5 LA I B35 TN
TANE Y TR ELET,

it B

R— 1 1/0/T TTIN 7 4 VEZ V) v T hRRETHHEEZRLET,

# configure terminal

(config) # interface port 1/0/7
(config-if-port) # spanning-tree tcnfilter
(config-if-port) #

spanning—tree forward-bpdu

HH BPDU A5 &2 AN LET, N T 2I12IE, no BXAZMEH L £,

VIRFY TR spanning-tree forward-bpdu
no spanning-tree forward-bpdu

NG A —H— e L

T 74 b A%

a<wy KE—F B =T 2 — ARET—F

T 7 IV LL LUL 12

FEHEDHA RFA4 Ly | Aa~<r Rix, A— T BPDU $5bEREA A NIC L £, @&, BPDU X
STP ZAEHT 2028 5 T K TR — Tl SAUE T A5, BPDU #fi5ik
PREDNE 2N DR — FCTA5 L7z BPDU IR TN ET, A—ho
STP BEREDN AN DG A IR T2 Z LI TE £ A,

i
BPDU O¥RE & H NI T D HikE R LET,

# configure terminal

(config) # interface port 1/0/1
(config-if-port) # spanning-tree forward-bpdu
(config-if-port) #
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show spanning-tree

HH STP DIEHAE R R LET,

VBT R show spanning-tree [interface INTERFACE-ID [, |-1]

TG A—F— interface INTERFACE-ID: XI5 DA v 2 —7 x—A&I{EL 7, FHEL
RDNEAIE, TRTOA v 2 —7 2 — A CHET A IHERAERENET,
UFOWTNNONRT A= —5fiHTEET,

s port : fHE L7z — MIBETAFERER T LET,
« port—channel : f§E L72AR— hF v X VCBET 2 EREFZ R LET,

T 7AWV H L

avy RE—F TEOa~y RE—F

FI7FV L L~UL ]

EREDOHTARTA

AKa<wr NiZ, STP & L< [T RSTP TP STP DR A FK R L F 1,

5B

STP DIF#H A Fnd 5 HEE R LET,

# show spanning-tree

Spanning Tree: Enabled

Protocol Mode: RSTP

Tx-hold-count: 6

NNI BPDU Address: dotld(01-80-C2-00-00-00)
Root ID Priority: 32768

Address: FC-6D-D1-78-08-00

Hello Time: 2 sec, Max Age: 20 sec, Forward Delay: 15 sec
Bridge ID Priority: 32768 (priority 32768 sys-id-ext 0)

Address: FC-6D-D1-AA-51-89

Hello Time: 2 sec, Max Age: 20 sec, Forward Delay: 15 sec
Topology Changes Count: 0O

Priority Link

Interface Role State Cost .Port# Type Edge
Portl/0/1 designated forwarding 20000 128.1 P2p edge
Portl/0/2 root forwarding 2000 128.2 P2p non-edge
#

show spanning-tree configuration interface

HH STP A ' #—7 = — ABIHEOREIZHAT 2 ERER T LET,
VUoRv IR show spanning-tree configuration interface [INTERFACE-ID [, |-]]
NFGRA—H— INTERFACE-ID : Rt%DA v B — 7 = —AZELET, BELRLVWES
X, TR_RTOA U —7 2 —RZEET LERVFRSNET, LFOW
TINDDONT A= =L TEET,
« port : FEE LA — MIBET D HEREZRLET,
s port—channel : 5T L7 — b F ¥ FVICBEET A ERER R LET,
T7HNVE 7L
av s RE—F FEDa~v RE—F
A ANV Loy s

EREDOHTARTA

Ka<wr Rit, B— FTOSTP O EHEREF R LET,
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i
A— b 1/0/1 O STP HEIHFHREFTT D HEERLET,

# show spanning-tree configuration interface port 1/0/1

Portl/0/1

Spanning tree state: Enabled
Port path cost: 0

Port priority: 128

Port Identifier: 128.1

Link type: auto

Port fast: auto

Guard root: Disabled

TCN filter: Disabled

Bpdu forward: Disabled

clear spanning-tree detected—protocols

B H o harwAf T L—va BTV ET,

VOEY TR clear spanning-tree detected-protocols {all | interface INTERFACE-
)

NIGRA—H— all : TR_RCOR—NCTRET 7 v ard N =T 2548 ICBELET,

interface INTERFACE-ID: W7 7 v a v % N H—FTHHR—FA X —
T2 —AEXHETELET, A v F—T x2— AL, WA L X —T = — AN
R—=bFFX¥XNVICRVET, A F—T7=—Z ID T, LFOWTAND
INT A= —TIRELET,
« port : FEEL/A —H Ry h AL v FR— MIEHET HHFEREBEET D
BEICHELET,
* port—channel : §E L7z — b F ¥ FVICBET A EREHET 256

WZHRELET,
T 7AWV H L
avy RE—F FEHEFATE— N
F 7 IV LL LUL 12

FERHEOHA RFA4Y | Kavwr RiE, e har~vA 7 L— a3 %fF0EF, RSTP <2 MSTP C
EES HER0S STP @ BDPU 2#3%f54 5 & Z{EHR— M& STP E— RIZ®
TLET, Fubhartvg L —a0%, STP E— RIZBITLI-AR—k
Z I DE— RIZHEIRT % Ffe = T, STP @ BPDU & —EMMIZE LA WiEE
HiRIsrZenTEET,

{4 -
TRTOR— ML TT e harvf T L—rarw2E s 5 HiEE2r~LET,

# clear spanning-tree detected-protocols all
Clear spanning-tree detected-protocols? (y/n) [n] vy

#
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1.5 MSTPa< > F

MSTP 2t~ R & FRICHIST DT A= —D—EEZLUTFTORITRLET,

o< KR O RENTA—F—
spanning—tree mst spanning—tree mst configuration
configuration no spanning—tree mst configuration
name name NAME

no name NAME

revision revision VERSION

no revision

spanning—tree mst spanning—tree mst max—hops HOP—-COUNT

max—hops no spanning—tree mst max—hops

instance instance INSTANCE-ID vlans VLANID [, |-]
no instance INSTANCE-ID [vlans VLANID [, |-]]

spanning—tree mst spanning—tree mst INSTANCE-ID priority PRIORITY

priority no spanning-tree mst INSTANCE-ID priority

spanning—tree mst spanning—tree mst INSTANCE-ID {cost COST | port-priority PRIORITY}
no spanning-tree mst INSTANCE-ID {cost | port—priority}

spanning—tree mst spanning—tree mst hello—time SECONDS

hello-time no spanning—tree mst hello—time

show spanning-tree show spanning-tree mst [configuration [digest]]

mst show spanning—tree mst [instance INSTANCE-ID [, |-]] [interface

INTERFACE-ID [, [-]] [detail]

Ha~y FOFFMAZ LU FIZHHALET,

spanning—tree mst configuration

BHHY MSTP BEE— RIZBITLE T, MSTP FEE— R TOREEZ U TT5HIC
1%, no B &AM L £,

VYT R spanning-tree mst configuration
no spanning—tree mst configuration

NI A—=H— 7L

7 7 &V L

avy RKE—F Ja—/N)LEREE— R

VAP Wi 2av% LUl 12

FERHEDTA RTAY | Ka~vr Fid, MSTP REE— FIZBAITLET,

{4 -
MSTP =t 7 4 ' L—3 g U E— RERBT 5 B2 s LET,

# configure terminal
(config) # spanning-tree mst configuration
(config-mst) #
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name

HH MSTP U —a v A ERELET, 7 740 MIRETIZIEL, no B ZEHEH
LET,

VoEY TR name NAME
no name NAME

TG A—F— NAME : MSTP U —¥ a A% K 32 LETHELET,

F7F b TEEDOMAC T KA

a<wy RE—F MSTP % EE— K

F 7 IV LL LUL 12

FEHEDHTA RFALY | AKa~<r Rid, MSTP Y —Va VA ERTELET,

55 51
MSTP UV —> g 4 % [MName] IZERET D HEEZRLET,

# configure terminal

(config) # spanning-tree mst configuration
(config-mst) # name MName

(config-mst) #

revision

HH MSTP DV BV a vV FEEERELET, 774/ FOREICRTIZIE, no
FEREHEHLET,

VBT R revision VERSION
no revision

NG A —F— VERSION : MSTP D V) ¥ g v F S AFELE1,

T 74 b 0

a<wy RE—F MSTP 3% EE— R

T 7 IV LL LUL 12

FEREDTA RTIAL Yy | Ka<vr RiE, STPOY BV a UFEEEEELET,

5 B
MSTP DU BV g VB EZ 2ICRETHHEEZRLET,

# configure terminal

(config) # spanning-tree mst configuration
(config-mst)# revision 2

(config-mst) #
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spanning-tree mst max—hops

HRY MSTP DI KAy 7B R ELET, 774/ FOREICY Y T DI
%, no B AR L £,
VYT R spanning—tree mst max—hops HOP-COUNT
no spanning-tree mst max—hops
NIRA—HF — max—hops HOP-COUNT : MSTP DFc KR » 7% 6~40 O#PH THRE L 7,
VAP Wi 20 AR v 7

a<vy KE—FR

a— VT R

FI7F+V L L

LUl 12

EREDOHTARTA

MSTP DRKAF v 7HAERES D2~ F T,

55 B

MSTP Dix KR v 7z Ed 2 iEEm LET,

# configure terminal

(config) # spanning-tree mst max-hops 19

(config) #

instance

El:3] MSTP A > A X v ZA&AER L, VLAN Z MSTP A v AX R~y B 7 LE
T, AV AX U ARHIBET DA VLAN 2 X U= 5T 28546
X, no B AFEAHL £,

VBT R instance INSTANCE-ID vlans VLANID [, |-]
no instance INSTANCE-ID [vlans VLANID [, |-]]

NI RA—=F— INSTANCE-ID : VERR. HIFR. HAHUVNE VLAN A o N—2fRETH A4 o2&
2D ID & 1~16 O#FPHTHEE L £7,
vlans VIANID : $RE LTcA VAR Ay BV T D WEv Yy BT
ARG A VLAN 248 LE T,

77 &b CIST D&, T VLAN 28 CIST IZ~ v B 7 S/ iR

a<vy KE—FR

MSTP Z& i — R

F 7 4 v b LV

L)L 12

ERLEDOHTA KT

Ka< Rk, MSTP A v A X v ZADERL. A v /38— OfE . HIREITW\WE
Ty A VAFZUADA U NN=HHIEEND L, CISTIZw vy E T ENnE
7,

it B

VLANI~100 % MSTP A v A X L X 2T~y ¥ T T 5 5EE R LET,

(config-mst) #

# configure terminal
(config) # spanning-tree mst configuration
(config-mst)# instance 2 vlans 1-100
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Spanning—tree mst priority

HH MSTP A L AL L ADT Y » VEBREDEEZRELET, 7 7 4/V FORE
WZERTIZIE, no B EMEH L E7,

VIRFY TR spanning—tree mst INSTANCE-ID priority PRIORITY
no spanning—tree mst /NSTANCE-ID priority

TG A—F— INSTANCE=ID : MSTP A > A X A 1D Z48E L F£9, CIST 5 ET 254
IX0E AT LET,
PRIORITY : 7'V v MBS A 0~61440 THEE L £, 4096 D55 % 1#
TOHLENDHY £7,

F7FIV b 32768

avy KE—F T a—N)VEREET— R

FI7 IV hLL LUL 12

EREDOHTARTA

Ka<wr RiE  MSTP A L AZ L ADT Y » BN EERTELET,

it 1

MSTP A v AHK A2 DTV v VHEHEE 0 ICRET D HkERLET,

(config) #

# configure terminal
(config) # spanning-tree mst 2 priority O

spanning—tree mst

HH

MSTP A V AZ L AD/NAAA N ER— MEREZRELET, T 74/ b
DOREICRTITIE, no IBREZEHA L £,

VBT R

spanning—tree mst INSTANCE-ID {cost COST | port—priority PRIORITV}
no spanning-tree mst /NSTANCE-ID {cost | port—priority}

795 R—f—

INSTANCE-ID : MSTP A4 > A& L A ID ¥ E L E T,
cost COST: /XA = A % 1~200000000 O#EiPH CTIHEE L E 7,

port—priority PRIORITY : ;R— NMEJEZ 0~240 OFPHTIHEL £,
16 DS EHET HIVNENDH Y F5,

T 7 4k

CIST T cost : 7L (R— bO#ERIZ X Y HEYFEH) | port—priority :
128

a<vy KE—FR

A H =T 2= AREE—F

FI7F+V L L

LUl 12

ERLEDOHTA KT

Ko<y Rit, MSTP A VAXZ LV ADNRAT AR LR — MEREZRTLE
T, AN— MBI, DNEVED TR EL D £,

it B

A—F 1/0/1 TD CIST D MSTP XA a3 A N &2 RETHHEEZ TR LET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # spanning-tree mst 0 cost 17031970
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spanning-tree mst hello—time

HH MSTP D/ v —Z A LERELET, 7 74/ FOREICRETIZIE, no B
AEfEHLET,

VYT R spanning-tree mst hello—-time SECONDS
no spanning-tree mst hello—time

NI A—F— SECONDS : BPDU X5 MR (F)) & 1 £721d 2 THREL £7,

T 7AWV H 2

a<vy RE—F A H—T 2= AREET— K

F 7 IV LL LUL 12

FERHEDHA RS54y | Ka~r ik, MSTP Tffi 9% BPDU HERIE A2 E L £7,

i -
AR— 1 1/0/1 @ MSTP @ BPDU XEfRZ 1 MICET D HhiEa R L £7,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # spanning-tree mst hello-time 1
(config-if-port) #

show spanning—tree mst

HH MSTP ff# A Fr LE T,

VIEY TR show spanning—tree mst [configuration [digest]]

show spanning-tree mst [instance INSTANCE-ID [, |-1] [interface
INTERFACE-ID [, |-1] [detaill

NG A—F— configuration : VLAN & MSTP A v A ¥ v ZAD~ v Vo V' EFr LET,

digest : ZOA T a VERETDHL, MSTP DY =V a 49V BV a v~
g, ROMSTP V—2a D M5 XA V= A MEFRLET,

instance INSTANCE-ID: A » A% > AD MSTP fE#ET< LE T,

interface INTERFACE-ID : 87 € LT-A > ¥ —7 =—AD MSTP 1§# % Fr
LET, HBELRWESIL, TXTOA V¥ —7 = — R ZHET HFHH
FRENET, A F—Tx—2Z ID L. UTOWFNNDI/INT A —F —
THELET,
»oport HELTA =Ky h ALy FH— MBS DR ERRT S
GAEIHEELET,
* port—channel : §C L7z — b F ¥ R VICBET 215 =R T 256

IZHRELET,
detail : FEAl72 MSTP (E 2 Forn T 2855I E L £,
T 7 4k 2L
a<y RE—FK fTEDa~vy RE—FR
F7 3R LRL LUL

FEREDHTA RTAL Y | Ko<y Rk, MSTP OF%E LREBICET L HRER R LET,
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i
MSTP OFERITEH 2 Fornd 5 Fikzd R LET,

# show spanning-tree mst detail

Spanning tree: Enabled,protocol: MSTP
NNI BPDU Address: dotld(01-80-C2-00-00-00)
Number of MST instances: 2

>>>>MST00 vlans mapped : 1-19,21-4094

Bridge Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)

Designated Root Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)

CIST External Root Cost : O

Regional Root Bridge Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)
CIST 1Internal Root Cost : O

Designated Bridge Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)
Topology Changes Count: 1

Portl/0/15
Port state: forwarding
Port role: designated
Port info : port ID 128.15, priority: 128, cost: 20000
Designated root address: FC-6D-D1-01-02-03, priority: 32768
Regional Root address: FC-6D-D1-01-02-03, priority: 32768
Designated bridge address: FC-6D-D1-01-02-03, priority: 32768, port id: 128.15

Portl1/0/17
Port state: forwarding
Port role: designated
Port info : port ID 128.17, priority: 128, cost: 20000
Designated root address: FC-6D-D1-01-02-03, priority: 32768
Regional Root address: FC-6D-D101-02-03, priority: 32768
Designated bridge address: FC-6D-D1-01-02-03, priority: 32768, port id: 128.17

>>>>MST01  vlans mapped : 20

Bridge Address: FC-6D-D1-01-02-03, Priority: 32769 (32768 sysid 1)

Regional Root Address: FC-6D-D1-01-02-03, Priority: 32769 (32768 sysid 1)
MSTI Internal Root Cost : O

Designated Bridge Address: FC-6D-D1-01-02-03, Priority: 32769 (32768 sysid 1)
Topology Changes Count: 0O

Port1/0/15
Port state: disabled
Port role: disabled
Port info : port ID 128.15, priority: 128, cost: 20000
Designated root address: 00-00-00-00-00-00, priority: O
Designated bridge address: 00-00-00-00-00-00, priority: 0, port id: 128.15

Portl/0/17
Port state: disabled
Port role: disabled
Port info : port ID 128.17, priority: 128, cost: 20000
Designated root address: 00-00-00-00-00-00, priority: O
Designated bridge address: 00-00-00-00-00-00, priority: 0, port id: 128.17
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AR— |k 1/0/15 O MSTP OFEffE M A R RT B HEE R LET,

# show spanning-tree mst interface portl/0/15 detail

Port1/0/15

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: edge
Bpdu statistic counter: sent: 114, received: 0

>>>>MST instance: 00, vlans mapped : 1-19,21-4094

Port state: forwarding

Port role: designated

Port info : port ID 128.15, priority: 128, cost: 20000

Designated root address: FC-6D-D1-01-02-03, priority: 32768

Regional Root address: FC-6D-D1-01-02-03, priority: 32768

Designated bridge address: FC-6D-D1-01-02-03, priority: 32768, port id: 128.15

>>>>MST instance: 01, wvlans mapped : 20

Port state: disabled

Port role: disabled

Port info : port ID 128.15, priority: 128, cost: 20000

Designated root address: 00-00-00-00-00-00, priority: 0O

Designated bridge address: 00-00-00-00-00-00, priority: 0, port id: 128.15

AR— b 1/0/3~1/0/4 O MSTP OB G & F£rnd 5 kAR LET,

# show spanning-tree mst interface portl/0/3-4

Portl1/0/3

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: non-edge
Bpdu statistic counter: sent: 11, received: 4

Priority
Instance Role State Cost .Port#
MSTO00 designated forwarding 20000 128.3
MSTO1 disabled disabled 20000 128.3

Port1/0/4

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: edge
Bpdu statistic counter: sent: 14, received: 0

Priority
Instance Role State Cost .Port#
MSTO0 designated forwarding 20000 128.4
MSTO1 disabled disabled 20000 128.4
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7.6 MMRP-Plus a< > F

RAA »FiL, MMRP-Plus OT ¥ = 7 HE A ¥R — F LET, MMRP-Plus (U > 7 Bxy hU—27 T
FATTHE R LA v —2 TLRMSIET, ~ A% —H¥iEL 7 ¥ = THED 2 FEOMIRIC RIS NET. <2
A —BEEEIT MMRP-Plus T Rl U — & HfH4 A HREC. MMRP-Plus 2 L1 A4 ¥ —2 TEX v b
U— 0 R T AEAICIE~T A — R A EOT N, ANV 1 BIISEICAR D 3, T = TR
L OMRP-Plus 7 L— A7 EMD Y Y7 Ky hU =7 ORBEEE L, RIEOE(L LB LTSS
I h B Rk THEBI L TRy b U — 2 9 EIT S &5 ICBEL £,

MMRP-Plus @7 7 = THSEEIL Ver2.01.00 LAE TR —F L TWET, BB, KAA v F TiL MMRP-
Plus D~ A X —fAEITV R — P L TWERE A,

CLI ® MMRP-Plus 21~ K& ZIUCKINT HD/NT A =L —D—EE U TORIIRLET,

a<w R

awY FENRTA=HF—

mmrp—plus enable

mmrp—plus enable

no mmrp—plus enable

mmrp—plus ring

mmrp—plus ring RINGID [, |-] f{name NAME | vid VID | revertive
{REVERT-TIMER | disable} | fdb—flush {port INTERFACE-ID [, -] |
timer TIME} | listening—timer TIME | hello—timeout TIME}

no mmrp-plus ring RINGID [, |-] [name | vid | revertive | fdb—flush
{port | timer} | listening—timer | hello—timeout]

mmrp—plus ring aware

mmrp—plus ring RINGID aware INTERFACE-ID INTERFACE-ID

no mmrp—plus ring RINGID aware

show mmrp-plus

show mmrp—plus {configuration [ring RINGID [, |-]] | status
[INTERFACE-ID [, |-] | ring RINGID [, |-]]}

clear mmrp—plus
failure ring

clear mmrp—plus failure ring RINGID [, |-]

clear mmrp—plus
counter ring

clear mmrp—plus counter ring RINGID [, |-]

#Havy FOFFMAZLULTIZHHLET,

mmrp—plus enable

HH

MMRP-Plus H&REZ A2 LE79, MMRP-Plus HEREA 424 5121%, no =
<~V REFHLET,

VIRFY TR mmrp—plus enable

no mmrp—plus enable
NI A—=H— 7L
F7 AV H £
a<v v RE—F Ja—/N)LEREE— R
VA I e 7 L~UL 12

EREDOHTARTA

AKa<> Rix. MMRP-Plus H&REA GZh L E 9,
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i B
MMRP-Plus ¥EREZ BN 2 HiEE R L £,

# configure terminal
(confiqg) # mmrp-plus enable
(config) #

mmrp—plus ring

EES] MMRP-Plus U v 7 DR EEITWET, XEZHIFRT AIZ1E, no 2~ R%&
fEH L E9,
VUE VTR mmrp—plus ring RINGID [, |-] {name NAME | vid VID | revertive

{REVERT-TIMER | disable} | fdb—flush {port INTERFACE-ID [, |-] |
timer 7IMF} | listening-timer 77ZME | hello-timeout 77ME}

no mmrp—plus ring RINGID [, |-] [name | vid | revertive | fdb—flush
{port | timer} | listening-timer | hello-timeout]

NG RA—H — RINGID : MMRP-Plus Y > 27" 1D (1~1000) ##ELET,
name NAME : MMRP-Plus V > 74 % 32 SCFLINTAD LE7,

vid VID: MMRP-Plus Ol 7 L— L& LB+ 2% VLAN ¢ VLAN ID Z45E L
9,

revertive : X v MU — 7 YIBIEAZICEIR LIZBOEBELRE L E7,
o REVERT-TIMER : {EIHKFICEIV RLZITOKEE L, HIBERMLTHH
U0 R LA FEMT 5 E TORE (7)) 2 0~86400 O#iH THEE L £,
- disable : HIHFFIZYIY R L Z4TH WV EICLET,

fdb-flush: FDB 75 w3 2 7 L —2A (MWRP-Plus) #52{8 L =B O EME A 3%
ELET,
o port INTERFACE-ID:MACT RV AT —T )% VT4 AHKR—h&ER—
KAV H—T 2—2ATEELET,
o timer TIME:MACT7 RLAT—TNN% 7 VT LTnE, —EFHIZMAC T
R L 2D %A% 1L 2 R (B)) & 0~10 OFPHCTHRE L £77,

listening—timer 7IME: V A= JIRHED X A L7 v MREE () &= 1~
86400 OHIPH TR E L £

hello—timeout 77ME : /~ua— 7 L— 2 (MMRP-Plus) D=2 X A4 LT 7 N
i (7)) 2 1~86400 O#IPHTHRTE L £7°,

F 7+ E MMRP-Plus Y > 7 D%4k72 L, U v 7 038k SNT-84 . name : ARBEL,
vid : 1. revetrive : 0 ¥, fdh-flush : port K& ET timer % 1 .
listening-timer : 10 #. hello-timeout : 1 ¥

avy RKE—F Ta—N)VEREE— R

FTFIVE L)L L~UL 12

FERHEDOHA RS5A4Y | Ka~<r RiZ, MRP-Plus U > 7 OB EXITWVET, £EEDOYU 27 1D T
DOREMTOND E, FUTH) 071DV U ITRBREEINET,

MMRP-Plus Y v 7 OREET 7 +/V MIETHSIE no mmrp—plus ring =
VY KB T 7NV MIRTNRT A= —%HE L TEITLTLLIE S,
INT A= —FRE LRWEE, %4 T2V 7 ORGEKAERPHIBRSIVE
7,

MMRP-Plus U > 7 D4 /RT A — 5 —DFEENTSWTIE, MMRP-Plus D~ A
2 —HREZ Y A — b3 2 B O RN A TR < 72 S0,
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i B
MMRP-Plus @V > 7 1ID:1 ®4 % [Ringl] & LTIRETAHEEZRLET,

# configure terminal
(config) # mmrp-plus ring 1 name Ringl
(confiqg) #

MMRP-Plus ® VU > 7 ID:1 OV > 7 & HIkd 5 kxR LET,

# configure terminal
(config) # no mmrp-plus ring 1
(config) #

MMRP-Plus @ Y > 7 ID:1 TOHilfHl 7 L — A ZWLEE$ 2 VLAN %2 VLAN 1D:100 &35 HiEZ L ¥,

# configure terminal
(config) # mmrp-plus ring 1 vid 100
(config) #

MMRP-Plus ® U > 7 1D:1 CiEIHEFD B BHE [HRFM %2 10 ISR ET D HiEE R LT,

# configure terminal
(confiqg) # mmrp-plus ring 1 revertive 10
(config) #

MMRP-Plus @ U > 7" 1D:5 THEHIHFFO BEMEIHZ{TORWVWEE L 35 HiEERLET,

# configure terminal
(confiqg) # mmrp-plus ring 5 revertive disable
(config) #

MMRP-Plus U > # ID:1 TFDB 77 v 3 = 7 L — A (MRP-Plus) 252 L7=BZAR—  1/0/19~1/0/20
DMACT RVAT—T N7 VT THRELETDHHIEEZRLET,

# configure terminal
(config) # mmrp-plus ring 1 fdb-flush port 1/0/19-20
(config) #

MVRP-Plus Y > ID:2 TFDB 77 v ¥ = 7 L — A (MMRP-Plus) IZ XD MAC 7 RL AT =7 L7 U T D
T 7 VEEE IR & 2 IICBOE T DIk R LT

# configure terminal
(config) # mmrp-plus ring 2 fdb-flush timer 2
(confiqg) #

MMRP-Plus U > 7 ID:1 TU A= ZMRBED ¥ A LT 7 MR A 30 FMICERET D HiEE L ET,

# configure terminal
(config) # mmrp-plus ring 1 listening-timer 30
(config) #

MMRP-Plus U > Z ID:1 T/he2—7 L— A (MRP-Plus) D% A L7 7 MR % 10 RICERET H FHiEE =
L/i—ﬁ—o

# configure terminal
(config) # mmrp-plus ring 1 hello-timeout 10
(config) #
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mmrp—plus ring aware

HH MWMRP-Plus ®7 7 = 7 AR— MR E LTI, REICHIFRT 511, no 2~
Y REMEHLET,
VBT R mmrp-plus ring RINGID aware INTERFACE-ID INTERFACE-ID
no mmrp—plus ring R/NGID aware
NFGRA—H— RINGID : MMRP-Plus Y > 7" 1D % 1~1000 O#iH CTHE L £7°,
INTERFACE-ID 7 7 =7 R—h&725 R — b ERELET, LFD/NT
A—H—DWTIEFEHALERELET,
e port T UxTAR—FER—F U H—T2—ATHRELET,
s port—channel : 7V =7 R — &R —FF ¥ 3 X —T7=2—ATHE
LET,
T 7+ b L
a<wy RE—F Ja— LR EE— R
FI7 IV hLL LUL 12

EHEDTA KFA4

AKa< Rix, MMRP-Plus 7 7 =7 AR — hZEE LET, WRP-Plus @
PR Y=L, Ty =7 HEETIINT 2 HOT V=7 R — Ml
HALET, AVAR—PREETDIR— b F YV ET U7 HR—hELTH#
T2 L bAETTA, 7727 R—MIEVLETHEATWHDHR—
F ¥ FILTD A L N—7R— h DFRESCHIRIZTE £ A,

55 B

R—FFr L1 ER—K1/0/1 % MRP-Plus U > Z ID:5 DT 77 AR— K& LTHETDHHEELT

Li—é—o

# configure terminal

(config) # mmrp-plus ring 5 aware port-channel 1 port 1/0/1

(config) #

show mmrp-plus

HE MMRP-Plus fF# & &£ 7~ LE T,
VOB TR show mmrp-plus {configuration [ring RINGID [, |-1] | status
[INTERFACE-ID [, |1 | ring RINGID [, |-11}
INTGA—F— configuration : MMRP-Plus DR EFHREFE R L ET,
ring RINGID : {§# %K~k 5 MMRP-Plus U > 7 ID(1~1000) ##5& L %
R
status : MMRP-Plus D A7 — 4% A{EREZF R L F T,
INTERFACE-ID : MMRP-Plus D AT — X AfEREF T HR— M EREL
T, UFDORT A= =D Tz LET,
e port: BT AHR—hER—F A F—Tx2—ATHELET,
+ port—channel : F/RTHR—+E2R— b F ¥R A ¥ —T7 2 —ATH
ELET,
T 74 b 2L
a<wy REeE—F TEDa~vy RE—FR
F 7 IV kL L~UL ]

EHEDTAL KFA4

AKa< RiE, MMRP-Plus DR ERAT — X AfFHAE R~ LET,
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it 1
MMRP-Plus D EFHEZ £ d D HikE R LET,

# show mmrp-plus configuration

MMRP-Plus Switch Configuration

Status : Enable
Hello interval : 100ms
Polling rate : 1000ms

MMRP-Plus Ring Configuration:

RA: Ring Aware

Vid : Hello VID

Fdb : FDB Flush Timer

Pr : Port Restart (O: enable -: disable)
Vg : VLAN Group

Re : Revertive setting

Ht : Hello Timeout Timer

Lis : Listening Timer

P : Port-Channel

ID Name Type Ptl pt2 | vid Fdb Pr Vg Re Ht Lis
1 Ringl - |1 1 - -0 10 30
#

MMRP-Plus Y 7 ID:5 @ MMRP-Plus X EE & £nd 5 Fika R L£7,

# show mmrp-plus configuration ring 5

Ring ID : 5
Ring name :
Type : Ring Aware
Aware Port : 1/0/3
Aware Port : 1/0/5
VLAN ID 1
Listening Time : 10 s
FDB Flush
Timer : 1 s
Port -
Hello-timeout 1 s
Revertive : 0 s
#

MMRP-Plus D AT — & AR A FKRT D HEEZ R LET,

# show mmrp-plus status

VLAN group : Default
Master VLAN : 1-4094

Slave VIAN : -

Pt. Ring MMRP Master VLAN Slave VLAN Ring name
/Pt-C. ID Port Mode Port Status Port Status

1/0/3 5 Ring Aware Down Down
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MMRP-Plus U > 7 ID:5 D AT — X AWM A ForvT 5 liiEEZRLET,

# show mmrp-plus status ring 5

Port 1/0/3

Ring ID : 5
Ring Name :
Port Mode : Ring Aware Default
VLAN Group : Default

Master VLAN 1-4094

Slave VLAN -
Link Status : Down
MMRP-Plus Status : Down

Master VLAN : Down

Slave VLAN : Down
Connection : Broken
Frame Type Receive Frame Count Transmit Frame Count
HelloB1 0 -
HelloB2 0 -
HelloF1l 0 -
HelloF2 0 -
FDB Flush 0 0
Link Down 0 0
Link Up 0 0
Blocking 0 0
Forwarding 0 0

Port 1/0/5

Ring ID 5
Ring Name :
Port Mode : Ring Aware Default
VLAN Group : Default

Master VLAN 1-4094

Slave VLAN -
Link Status : Down
MMRP-Plus Status : Down

Master VLAN : Down

Slave VLAN : Down
Connection : Broken
Frame Type Receive Frame Count Transmit Frame Count
HelloBl 0 -
HelloB2 0 -
HelloF1l 0 -
HelloF2 0 -
FDB Flush 0 0
Link Down 0 0
Link Up 0 0
Blocking 0 0
Forwarding 0 0
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A— F 1/0/3 O WRP-Plus D A7 — & AE#A FRT 2 AR LET,

# show mmrp-plus status port 1/0/3
Port 1/0/3
Ring ID : 5
Ring Name :
Port Mode : Ring Aware Default
VLAN Group : Default
Master VLAN : 1-409%4
Slave VLAN .
Link Status : Down
MMRP-Plus Status : Down
Master VLAN : Down
Slave VLAN : Down
Connection : Broken
Frame Type Receive Frame Count Transmit Frame Count
HelloB1 0 -
HelloB2 0 -
HelloF1l 0 -
HelloF2 0 -
FDB Flush 0 0
Link Down 0 0
Link Up 0 0
#
clear mmrp—plus failure ring
B MMRP-Plus C Failure JRHEZA>D Listening IRBEIZHIT L E 9,
VBT R clear mmrp—plus failure ring RINGID [, |-]
INTGA—F— RINGID : MMRP-Plus Y > 2" ID(1~1000) Z+8&€ L ¥ 7,
774V b 7L
a<v s RE—NR FHEFATE— I
VA I e 7 L~UL s 12

BEREDHA K54 | A=w FiZ, WRP-Plus DIRAEAS Faiulre DHAIT, FHT Listening
DOARREIZLARE L E 7, MMRP-Plus @ revertive sXE7S disable DAL L
<IX revertive O ¥ A ~—fifFH OIKAE T, FRHEIAIIC MMRP-Plus D& A
AT OBRITEEH L £,

5 B
MMRP-Plus U > 7 ID:1 T. Failure YREENO Listening JREEICBATT 5 HiEAZ R LET,

# clear mmrp-plus failure ring 1

#
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clear mmrp—-plus counter ring

H MMRP-Plus #taHEHAZ 7 V7 LE T,

VBT R clear mmrp—plus counter ring RINGID [, |-]

TG A—F— RINGID : MMRP-Plus Y > 2" ID(1~1000) Z45& L £7~,
T 74 b L

a<vy RE—NR FMEFATE— R

F 7 IV LL LUL 12

EREDOHTARTA

Ko< Rk, MMRP-Plus O#EEHEHREZ 27 VT LET,

55 B

MMRP-Plus U > 7" 1 @ MMRP-Plus #tetfEiza2 27 V 7342 HiEERLET,

#

# clear mmrp-plus counter ring 1
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1.7 b32499TAT—aravw Uk

N T4y R8T AT = ary (FfFASREIR) X, FHEDOR— N TEZE LT L— ADIRIESE
R—FZHIRTIHETT, "I 74 v 78T AT =3 a U OBEIL, KR — MOxd DR ]
R—=FDV A FTHRESNET, BEFATR—FDU X FRRESHTWEIEE, BREHFATR— ML
HDR—NMZxT D 8T 7 4 > 7 OEEITITOIVERE A,

bSGT 4y r TR T a Ay REZAUCKIET 537 A— 4 —D— B2 FORITR L E
3.
awy R vy RERT A—d—

traffic—segmentation | traffic—segmentation forward interface INTERFACE-ID [, |-]
forward no traffic—segmentation forward interface INTERFACE-ID [, |-]

show traffic— show traffic—segmentation forward [interface INTERFACE-ID [, |-1]
segmentation forward

#Ha~y FOFFMAZLULTIZHHLET,

traffic—segmentation forward

HH N7 4w 7T AT =2 a rREEBELET, BELHIBRT 51
%, no B AfEH L £,
VB TR traffic-segmentation forward interface INTERFACE-ID [, |-]
no traffic-segmentation forward interface INTERFACE-ID [, |-]
NWIRA—F— INTERFACE-ID : Baih e dF Al 324 VX —T7 = —AD 1D ZHELET, LA

TOWTNND/INT A—H —fEHTEET,
+ port : FEE L7I-WHEAR— N ZHEREGITRE LT,
 range port : f5/E LI OWELR — N AL EICBER L £,

F 74k 7L
a<wy RE—FR A B —T 2 — AFEE— K (port, range, port—channel)
F7F L)L L~UL ;12

FEHEDOHA RSy | Kavwr NI, NI 749787 AT —2aOBREEITOET, FA—
NMZhTF T4 T BT AT —2a v DBEN NS, VT 7497k
T AT — 3 K AEELEOHIIRIEH 0 £ A,

55 5 -
NG T4 BTAT— a3 AL DR—1F1/0/1 DZENT 7 4 v 7 OEGESLEEZR— T 1/0/1~
1/0/6 \IZHIIRT 5 HiEE R LET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # traffic-segmentation forward interface range port 1/0/1-6
(config-if-port) #
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show traffic—segmentation forward

HHY NG T4 T AT a b OREEFRLET,
VUEY TR show traffic—segmentation forward [interface INTERFACE-ID [, |-1]
NI RA—F— interface INTERFACE-ID: XE&ZRRTHA o H—T7 =—AD 1D ZIEE
LET, HHELRZWERIL, $XTOA & —7 = —AICEET 5 RN
FoRENFET, A ¥ —T7x=2—RA ID 1. U FOWTHNDONRT A —F—
THRELET,
o port: HHE LA — MIBEHET LEHREFR TR LET,
+ range port : f5i& LTI DR — MIBIET o FHREEF R LET,
s port—channel : 5T L7 — b F ¥ FVICBEET A ERER R LET,
T 74 b 2L
av s RE—FR fEpa<vy RE—R
F 7 IV kL LL ]

ERLEDOHTA KT

Ka<wr R, R—MNIRELEZNTIT 74 v 78T AT — 3 OfRiE
R A R EFRLET,

it B

A= b 1/0/10 DRk K AL v FRT 5 HEE T LET,

Total Entries: 1

#

Port1/0/10 Port1/0/10-1/0/16

# show traffic-segmentation forward interface port 1/0/10

Interface Forwarding Domain
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1.8 VLAN b r)Lav Uk

VLAN Y UBSBEIE. QinQ EFEIENA D B U I LD — R "f X —2%y T — 27 2%
Licr—Hh gy NU—J/ITO NT 7 4 7 TVLAN [EHRORFFAZEZH L E T,
VLAN b xva<y REFIICHINT DT A =X —D—EE2 L TOERITRLET,

a<w R

awV FENRTFA—F—

dotlq inner
ethertype

dotlq inner ethertype VALUE

no dotlq inner ethertype

dotlq tunneling
ethertype

dotlg tunneling ethertype VALUE
no dotlq tunneling ethertype

dotlg—tunnel insert
dotlq—tag

dotlg—tunnel insert dotlg—tag DOT1Q-VLAN
no dotlgq—tunnel insert dotlg—tag

switchport vlan
mapping

switchport vlan mapping original-vlan ORIGINAL-VLAN [, |-]
{[ORIGINAL-INNER-VLAN] resultant—vlan RESULTANT-VLAN [RESULTANT-
INNER-VLAN] | dotlq-tunnel DOTIQ-TUNNEL-VLAN} [priority COS—VALUE]

no switchport vlan mapping original-vlan ORIGINAL-VLAN [, |-]
[ORIGINAL-INNER-VLAN]

vlan mapping miss
drop

vlan mapping miss drop

no vlan mapping miss drop

dotlg—tunnel trust
inner—priority

dotlg—tunnel trust inner—priority

no dotlg—tunnel trust inner—priority

show dotlq ethertype

show dotlq ethertype [INTERFACE-ID [, |-]1]

show dotlg—tunnel

show dotlq—tunnel [interface INTERFACE-ID [, |-]]

show vlan mapping

show vlan mapping [interface INTERFACE-ID [, |-]]

Ha~y FOFFMAZ LU FIZHHALET,

dotlq inner ethertype

HH HAR~<—VLAN % 7@ TPID #ELET, 7 74/ FOFEEIZRETIC
I%. no B A L EF,

VIEY TR dotlq inner ethertype VALUE
no dotlq inner ethertype

NI RA—F— VALUE : 71 A %< —VLAN % 27" TPID % 0x1~0xFFFF (16 #HE ) O#ipH T
fRELEd,

F7 AV H 0x8100

a<wy FeE—F Ja— )R EE—FR

T 7 IV LL LUL 12

EHEDTAL KFA4

Ka<wy Rk, HAZ<—VLAN %70 TPID #F%ELET, FrRLt—
FROMT 07— ROR—FTRFLZTZ L—AD VLAN ¥ 7% C-tag @
TPID DRREMEELWGA., IAX~—VLAN OIFHE S s E
+, F74/L b TiE, TEEES02. 1Q O VLAN & 2l fl &5 0x8100 3% 7E
SNTWET,
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LB
J1 A B~ —VLAN &% 7 @ TPID % 0x9100 (Z@RET 2 HiEE R LET,

# configure terminal
(confiqg) # dotlg inner ethertype 0x9100
(config) #

dotlq tunneling ethertype

HH Y= R a A F—VLAN Z 27D TPID ZI5FELET, T 74/ FORE
WZERTIZIE, no B EMEH L E7,

VBT R dotlq tunneling ethertype VALUE
no dotlq tunneling ethertype

INTGA—F— VALUE : — B A7 /31 Z—VLAN % 27 TPID % 0x1~0xFFFF (16 #EHIE
) OFPTHRE L ET,

T 7%V b 0x8100

a<wy RE—F AR =T 2 —AFEET— K (port, range, port—channel)

FI7 IV hLL LUL 12

FEHEDTA RTA4y | Ka<wr Rix, y—bEA7 a4 Z—VLAN ¥ 7D TPID i EEL£7, b
T = ROR—=FIDHEETDH 7 L— A% E L7z TPID T S-tag 2
fTEENET, £/ ZIE L7 L —A0 VLAN # 77D TPID BNARE L —
HIsL, WAZ~—Ry NI—T DT 74w ELTHBILET,

5 B
A— 1 1/0/1 TOH—ERT a4 X —VLAN # 7D TPID % 0x88a8 |[ZeRE T D HiEE R L ET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # dotlg tunneling ethertype 0x88a8
(config-if-port) #

dotlg—tunnel insert dotlqg-tag

HE BT LT L—AICHAZ~—VLAN # 7 %2fth LET, xEZVEY M
212, no B AMLH L £,

VBT R dotlg—tunnel insert dotlq—tag DOTIQ-VLAN
no dotlg—tunnel insert dotlg-tag

NI RA—F— DOTIQ-VLAN : {759 % 7 A % ~—VLAN & 2’0 VLAN 1D Z487E L £7,

A Ay L

awy KE—F A B —T 2 —AFETET— K(port, range, port—channel)

F 7V E L)L LUL s 12

FEHEDHA RFA4y | AKa<r Rk, b RLE—FROR—FTE TR LT L—LE2%E LS
Bl B AH~—VLAN ¥ 7R A5 L ET,

{4 -
AR— K 1/0/1 THELT=Z 772 L 7L —AIZVLAN 5 D A% <—VLAN ¥ 7 5 ANT 5 HEE R LET,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # dotlg-tunnel insert dotlg-tag 5
(config-if-port) #
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switchport vlan mapping

E]:3] VLAN k> R NABERECHEHT 5 VIAN = v B 7 — LA $EE L ¥, VLAN
vy M) —ZHIRT AT, no BERXAEEHLET,

VIRFY TR switchport vlan mapping original-vlan ORIGINAL-VLAN [, |-]
{LORIGINAL-INNER-VLAN] resultant—vlan RESULTANT-VLAN [RESULTANT-
INNER-VLAN] | dotlq—tunnel DOTIQ-TUNNEL-VLAM [priority COS-VALUE]
no switchport vlan mapping original-vlan ORIGINAL-VLAN [, |-]
LORIGINAL—INNER-VLAN]

INTGA—F— original-vlan ORIGINAL-VLAN : VIAN ~ v ¥ 72 WHTHH A X ~—
F v FU—2Z @ VLAN Z235E L £,
ORIGINAL—-INNER-VLAN : 51 AR ~—F% > hU—27® VLAN &7/ A F—
F hT—27 D C-tag D VLAN fEHRO~ v B 72 ELET,
resultant-vlan RESULTANT-VIAN : y—E A7 af X —F vy hU—7 |
TO® VLAN #35E UE 3, RESULTANT-INNVER-VLAN 3% E STV
4. S—tag ® VLAN [H#I3% & L7~ VLAN @ VLAN IDfEZ M L E 7,
RESULTANT-INNER-VLAN - —E A Fa/_"f X —F% v NT—2 TEHT5 S-
tag D VLAN 45 E L ¥ 9,
dotlg—tunnel DOTI1Q-TUNNEL-VLAN : —E RS aNNA X —F v NT—7 D
VIAZIEELET, P RLE— RFROR— FNOLBEETXET,
priority COS-VALUE : %— ¥ 27/ Z—VLAN % 7 OB 2 3% 0E L
F4, AR LIESEAIToNERASNET,

T 7 4k 2L

avy RKE—F

AR —T 2 —AFEET— K (port, range, port—channel)

vard AN 2 %

L)L ;12

ERLEDOHTA KT

AKa< Rix, VLAN F o RUVEERETO VLAN = v B 728 L £,
VIAN v v BV I b A NE—RL LLKIE T 7 F— RDOKR— MO R
RERRETT,

VLAN = v BV 7 MEE SN TV WA, Fr b E— ROKR— FTZ[E
L7z RTOT7L—AF, A= MIFEELLT Z7EA VIAN (ZE->THT
YIE—FROR—MH—BERTBRS X —Fy NT—7) LI E
T, ZDOE XD C-tag ® VLAN fFHITZAIE 7 L — 2D VLAN [F#H %, S-tag
D VLAN fEH T AR — MZEY YT VLAN EH 2 5| S E £,

VLAN = v B> 7 ClE, BAX~—Fy NU—27TO VLAN e, —v
AT N B —Fy NT—27 D VLAN 13 L O S—tag, C-tag @ VLAN
Ao 7 LET, E2E, PrrRr/AE—ROAR— KT VLAN ID:20
DX TR EEINTZT7 L—L 222G LTGE, Y—EAT e/ X —xy
T —27 ECiX VLAN:30 & L CHEELEE L, 7B fb LTI A Z ~—
VLAN 1% % (C-tag @ VLAN f&#) % VLAN:21 |2, S-tag @ VLAN {§# %
VLAN:31 12, BT DLV olcvw vy BV T RERTHIENTEET,

VLAN < v B> CRRET 2 A HIIm S mIcEELEd, P AX~—x > K
T —7 Ol x ODFR— FTHIET A58 M RfAVE— ROKR— T, +—
EAT N, BE—Fy hT—7 DN TERERIETLHEAIEINT 75—
ROBR— NI, BRETDLOR—EHTT,
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5 B
N ZAE— ROR— MIVIWNV v B 7oy N —52R/ETAHHFEERLET,

# configure terminal

(confiqg) # interface port 1/0/2

(config-if-port) # switchport mode dotlg-tunnel

(config-if-port) # switchport vlan mapping original-vlan 600 resultant-vlan 1600
(config-if-port) # switchport vlan mapping original-vlan 700 dotlg-tunnel 1700
(config-if-port) # switchport access vlan 1600

(config-if-port) # switchport hybrid allow vlan add untagged 1700
(config-if-port)

#
#
#
#

vlan mapping miss drop

HH VLAN = v BV ZIC—H LW Tr Yy b Ray 772G LET, Eahic
T 5I21E, no a~r REMHEHLET,

VBT R vlan mapping miss drop
no vlan mapping miss drop

IR A — K — 7L

T 7%V B L)

a<wy RE—F AR —T 2 —AFEET— K (port, range, port—channel)

F 7V E L)L LUL s 12

FEREDOHA RSAY | Ka~vr NiE, VIWN v~ v B 7O R —Z&H LW T L —L2% R
oy 7LET, FoRALE—ROR— NCHEATEXET,

55 5
AR—F1/0/1 TVIWN~ v I —H LW T L—Aa% Ny AATRETAHAHELZ R LET,

# configure terminal

(config) # interface port 1/0/1
(config-if-port) # vlan mapping miss drop
(config-if-port) #

dotlg—tunnel trust inner—priority

HH Y—ERT N, =Ry NT—7 DEREIHN AT~ =Ry N T—T D
BREZEHALET, REXZ VT T251I21E, no BRXAMEHLET,

VBT R dotlg—tunnel trust inner—priority
no dotlg—tunnel trust inner—priority

NG A —H— e L

A I L)

awy KE—FK A H—T 2 —AKETET— K(port, range, port—channel)

F 7V E L)L LUL s 12

EREDTA RIALy | Ka~v o REEHT5E, hAZ~—xy NU—27 D VLAN % 7 OB E
% S—tag OELEEIZIKMLET, PRV E—RFROKR—FTHEATEE
‘g—o
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it 1

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # dotlg-tunnel trust inner-priority
(config-if-port) #

show dotlq ethertype

HHY TPID R Ex £ R LET,
VUBEY TR show dotlq ethertype [INTERFACE-ID [, |-]]
RIGA—F— INTERFACE-ID : S—tag @ TPID #FRKp$HA X —7x—A 1D #fRELF

T, HELRWEARIE, T XTOR— eI RF~v—Fy T —27 D VLAN
®D TPID BNERENFET, A F—T=2—A ID L, LLFOWTNNDRT
A—H—THELET,

« port : FEELZAR— K TO TPID [HHREZFR L E7,

e port—channel : H§EL7-AR— hF ¥ XL TO TPID EHWAEZF R L E7,

F7F b L
a<wy RE—F TEDa~<vy RE—F
FI7F+ IRV L~UL s

FEREDTA RIA4 v | Ao~ FiE, VLAN b2 RUVEERE TR E L7- TPID fEMA £ R L £ 7,

5 B
TRTDOA L H—T 2 —AD802.1Q TPID REAXF 7T HHEERLET,

# show dotlg ethertype

802.1g inner Ethernet Type is 0x8100
Port1/0/1

802.1g tunneling Ethernet Type is 0x88a8
Portl1/0/2

802.1g tunneling Ethernet Type is 0x88a8

show dotlg—tunnel

B VLAN h o RV U IR EEFRLET,
VBT R show dotlq—tunnel [interface INTERFACE-ID [, |-1]
INTGA—F— interface INTERFACE-ID: VIAN k> RNVBELEZFERTEA L X —T = — A

ZIELET, FBELRVWEEIE, T 3TO MR — FORENER
SNET, A F—T7x— 1D X, LFOWTNIND/RT A—F—T
ELET,

e port: FEELZAR— RO VLAN o laRrLET,

« port—channel : FEE L7-AR— FF ¥ /LD VLAN kLR EZFR L

3
T 7AWV H 7L
a<v RFE—F TEDa~y FE—F
F 7 IV kL L~UL ]

EHEDHA RFGA4 v | Aa~r Rk, VLAN b VR EEZERLET,
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i
TRTO M FNE— RDOR— D VLAN F > RURELEFTRT D HIEEZ R LET,

# show dotlg-tunnel

dotlg Tunnel Interface: Portl/0/1

Trust inner priority : Enabled
VLAN mapping miss drop : Disabled
VLAN mapping profiles 1, 2, 3

dotlg Tunnel Interface: Portl/0/2

Trust inner priority : Disabled
VLAN mapping miss drop : Enabled
Insert dotlg tag : VLAN 10

show vlan mapping

E]:3] VLIAN v v B VR EEFRRLET,
VUBEYT A show vlan mapping [interface INTERFACE-ID [, |-1]
NG RA—H— interface INTERFACE-ID : VIAN ~ v B> 7 2 FR_THR— Ma2HEELF

T, EELRVEAIR., TRTO VLN vy BV I RFoRsnE T, v
=Tz =AIDIE, LTFOWTNNONRT A =F—=THELET,

e port : HEELER—FDVLAN v v B ViR AEERLET,

» port—channel : FEE L72AR— FF ¥ R/LD VLAN v v B FIERE FoR

LET,
774V b 7L
a<wy RE—F EEDOa~v FE—F
F7F VR L)L LL ]

FEREDODHTA RFGALY | Kavr N, IAN v BV IR EZERLET,

{4 -
TRTDOVLAN v B T ERRTDHHEEZRLET,

# show vlan mapping

Interface Original VIAN Translated VLAN Priority Status
Portl/0/1 1 dotlg-tunnel 10 0 Active
Portl/0/1 2 dotlg-tunnel 11 5 Active
Portl1/0/2 10 translate 100 0 Active
Portl1/0/2 20 translate 200 0 Active
Port1/0/3 30/3 translate 300 0 Active
Portl1/0/3 40/1 translate 400/2 2 Active

Total Entries: 6

#
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1.9 L—THHMa<TUF

N—TRREREEE X, VT RO 7 L —LAERFE L, TOT L—LAE ARG LEGEIILV—T
FAELHELT, B LT 7Y a VEITOWET, A—7RICIEFA— h_X—2FE— K& VLAN _"—2
ET—RKBHY, RN— b_X—=ATIAR— FHEAL T, VLAN _X— 2 TlIR— MIBEK L7 VLAN Z &2, —
TR T L— AN EEESNET,

A— h_X—=Z2F— N TA—TRERFDT 7 3 % shutdown |2 L725E, V—7 %M LIZA— ME
Error Disabled dRFEIZ72 0 . N— FNEAZE S £, Error Disabled AR — h ZEIHT 5 121%,
shutdown =~ NIZ X AFETOR— FOFRLEN), errdisable recovery @~ N CTRRE L7-BHEH)
BIHZ A ~—05f0@ L7 OR— FOBHENEIH, OWTHrOTTEZENLET,

N—TRHa~y REZNICHIETHNRTA—H—D—EEZLLTFTORITRLET,

a<w K

av s RENTA—F—

loop—detection
global enable

loop—detection global enable

no loop—detection global enable

loop—detection
enable

loop—detection enable

no loop—detection enable

loop—detection
interval

loop—detection interval SECONDS

no loop—detection interval

loop—detection mode

loop—detection mode {port—based | vlan—based}

no loop—detection mode

loop—detection
action notify-only

loop—detection action notify-only

no loop—detection action notify-only

loop—detection vlan

loop—detection vlan VLAN-LIST
no loop—detection vlan VLAN-LIST

loop—detection no—
check-src

loop—detection no—check—src

no loop—detection no—check—src

show loop—detection

show loop—detection [interface INTERFACE-ID [, |-]]

#Ha~y FOFFMAZLLTIZHHLET,

loop—detection global enable

HH

N—TRREIRE " 7 0 — S VICAEBNC LT, BT 5121E. no B &

L £,

VE IR

loop—detection global enable

no loop—detection global enable

INTGA—F— 7L

F7 AV B 22

a<wy FeE—F Ja— )R EE—FR
T 74V F L)L LoUL s 12

EHEDTAL KFA4

Ka<r Rix, V—7RAREZ 7 o0 — )L THEIC L ET,
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il 1

=TI RE R 7 e — VIS T D HEE R LE T,

(config) #

# configure terminal
(confiqg) # loop-detection global enable

loop—detection enable

HE

N— FRALTL—7 ARz AN LET, BT 512, Aa~r
R no XAz L £,

VBT R

loop—detection enable

no loop—detection enable

INTGA—F—

L

T 7 4k

B

a<vy KE—FR

AR —T 2 —AFEET— K (port, range, port—channel)

F7 4L

L)L 12

EREDOHTARTA

Ko< Rit, B— FNHEALC— T RREEREE AN LET,

5B

R— bk 1/0/1 TLV—TBIEREZ AT D iR LET,

(config-if-port) #

# configure terminal
(confiqg) # interface port 1/0/1
(config-if-port) # loop-detection enable

loop—detection interval

HH

I—TRRADZ A ~—RRZHRELET, T 74/ bOREICETITIL,
no X EMFHL £,

VBT R

loop—detection interval SECONDS

no loop—detection interval

INTGRA—HF— interval SECONDS : V— 7R~ L— L%z kET 50E () % 1~32767
DOHFIPATHEE LET,

F7 Ik 10 #

a<wy FeE—F Ja— )R EE—FR

F7F L)L L~UL ;12

EHEDTAL KFA4

Ka<r Rif, V—7RANEAT S 7 L—2 0% ERMEEZRTE L ET,

it B

=TT L—ADOEERREE 20 FICRET 2 HiEE R LET,

(config) #

# configure terminal
(config) # loop-detection interval 20
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loop—detection mode

HE

N—TRRAE—REHRELET, T 74/ FD

AL ET,

[ZERFIZIE, no Bl%&

VOB TR

loop—detection mode {port-based | vlan-based}

no loop—detection mode

INTGA—F—

port-based : L —T RN E R — F_X—RAFE— R CHEITLET,
vlan-based : /L — s % VLAN XR— 2 — R CHEITLET,

T 7 4k

port—based

a<w2 KE—F

7Ta—NREE—F

Vel AN 2%

L)L ;12

EHEDTAL KFA4

Ko< R, V»—7BomoE— RRa2R—F_X—2 % L< L VLAN _— 2R

ICRRELET

R— " R_R—Z2D/L—TRETlX, 727 A VLAN & L %A T 47 VLAN
TL—7RMm7 L —2ZEELET, VLAN R—ZADHE, FHR—1FD
VLAN A U R—|Z—T A7 L— L5 EE LET, Z272% VLAN O A
N=DIFAEIL VLAN X T DX DN—THHMT7 L— AN EE S £ 3, VIAN
NR—=Z2F— N TU—TZRALIESA. A— MIHZEISNT, 5K — kK

DB TAHVLAND N T 74w rn7ay 7 ShET,

55 B

N—TREE— PR — = AIRET L HEEZ R LET,

# configure terminal

(confiqg) # loop-detection mode port-based

(config) #

loop—detection action notify-only

HHY N—TBRAENTHEDT 7 a v EBMORILET, T 74/ hO
REIZRETITIE, no BRAEMHL E7,

VIUEY TR loop—detection action notify-only
no loop—detection action notify-only

INTGA—F— 7L

FI7 ANV L)

a<wy RE—F

A H—T 2 —AKEET— N (port, range, port—channel)

FI7F+V L L

LUl 12

EHEDTAL KFA4

Ka<y R, Vv—7HHEEDOT 7 > 9 % notify-only IZLET,

ZD

La., a7 SNMP b7 v S ToO@EBII I ThbIET N, A— FOHZES

T4 DO RayTOT 7Y a T VWER AL,

55 B

A B =T 2—AR— 1K 1/0/1 THEHMEHT 7 > a 2G5 THHEEZRLET,

# configure terminal

(config-if-port) #

(confiqg) # interface port 1/0/1
(config-if-port) # loop-detection action notify-only
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loop—detection vlan

HH =T E AT D VLAN 2% ELET, 7 74/ FOFEIZETIC
%, no B A L ET,

VB TR loop—detection vlan VLAN-LIST
no loop—detection vlan VLAN-LIST

NFGRA—H— VLAN-LIST : N—"T W= /T H VLAN 2 A N THRELET,

F7xIV b F TP VLAN THZ)

gy RE—FR Ta— N )VEREE— R

F 7 IV kL LUL 12

FERHEDTA RFAY | Ka~<r R, v—7BAEED VLAN X—Z2F— FTEEL TV D56
D, AT D VLAN 23R E L E 7, VLAN BEES N TWHARWNGEA, T
TO VLAN IZxF L CHENC 2D 9,

{4 -
JL— 75 C VLAN 100~200 2G04 5 ik~ LEd,

# configure terminal
(config) # loop-detection vlan 100-200
(config) #

loop—detection no—check-src

HEY L DEEE NS E SN — T WA CTP 7 L— LA DZERIC, Vv —7
e L TUBET L AN LET, 774V FOREIZETIZIX, no
avr REFEHLET,

VBT R loop—detection no—check-src
no loop—detection no—check—src

NG A —H— 2L

T 7+ b 2

a<wy KE—F B =T 2 — ARET—F

F 7 FV R L_L L~UL 12

ERHEDOHTA RFAL Y | Ka~vy RiE, fhoEEns CTP 7 L — A% %5 LBV — 7 s & [H
BRI 47 v a v A LET,

KHRET., A —V %y bAA v F RO —THER & 72 WG O R
WZRIRITH D T2, V—T ORI AET L8N DH 0 £,

155 51
A BZ—T 2 —AR— |k 1/0/1 T no—check-src MFEZ AT 5 HFEEZ TR LET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # loop-detection no-check-src
(config-if-port) #
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show loop—detection

HEY BEONL—THRAORERREELZR R LET,
VBT R show loop—detection [interface INTERFACE-ID [, |-1]
TG A—F— interface INTERFACE-ID : ) — 7MiM REDIE M2 KR T oA » F —

Tx—AEEELET, FHELRWERIE, T3TDOAM =7 =2— R
BET o fFHnErINET, UFTOWTNLDONRTA—F—% T
£7,

« port: {EELER— FTOL—THEEREFRLET,

» range port : IR E L7-EHEDOR— N TONL—THRAEREZF R LET,

« port—channel : i L7z — M F v RV O/ — TR EZ TR L E

T
774V b 7L
a<wy RE—F EEDa~v FE—F
F7F VR L)L LL ]

EHEDTA RTAY | Ka<r Fid, V—7BISE S RBOHREF R LET,

55 51
BAEDON—TRMOBREE AT —H AT T HHEEZRLET,

# show loop-detection

Loop Detection : Disabled

Detection Mode : port-based

Enabled VLAN : all VLANs

Interval : 10 seconds

Interface noChkSrc Action State Result Time Left
Portl1/0/1 Disabled shutdown Disabled Normal -
Portl1/0/2 Disabled shutdown Disabled Normal -
Portl1/0/3 Disabled shutdown Disabled Normal -
Portl1/0/4 Disabled shutdown Disabled Normal -
Port1/0/5 Disabled shutdown Disabled Normal -
Portl1/0/6 Disabled shutdown Disabled Normal -
Portl1/0/7 Disabled shutdown Disabled Normal -
Port1/0/8 Disabled shutdown Disabled Normal -
Port1/0/9 Disabled shutdown Disabled Normal -
Port1/0/10 Disabled shutdown Disabled Normal -
Portl1/0/11 Disabled shutdown Disabled Normal -
Portl1/0/12 Disabled shutdown Disabled Normal -
Portl1/0/13 Disabled shutdown Disabled Normal -
Portl1/0/14 Disabled shutdown Disabled Normal -
Portl1/0/15 Disabled shutdown Disabled Normal -
Portl1/0/16 Disabled shutdown Disabled Normal -

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

A=k 1/0/1 OV=TBHAT —Z A £ 5 G5 EE R LET,

# show loop-detection interface port 1/0/1

Interface noChkSrc Action State Result Time Left

Portl/0/1 Disabled shutdown Disabled Normal -
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7.10 A b—Lar +kA—)Lav ok

A h—bay ha—UHEEIX, R— M TZENT 7 4 v 7N Z LICHIBEZRE L, il L7285
BUCHIEDT 7 v a v w#FITLET, EI7T57 7 v a ik, A— hOPAZE (shutdown), FT7 7 ¢ v
7 @ Ru w7 (drop), HEEID I (none) D 3 FEFENH Y £9°, 7 7 a3 U shutdown O, A— &
Error Disabled IREEICEAITLE T, 2=F ¥ A K N7 7 1 v 72k LT shutdown MEE SN TV 5
B, T R_XRTOZ=F% %Y AN NT T 4 v 7T LTHRENMTONES, 7272 a3 ) drop X° none D
Ay RIS A =% ¢ A MIXH L TORTOILET,

A bh—barybo—awy REZHIHIET DT A =X —D—EH2 L TFTORITRLET,
a<w K aw s RENRTRA—H—

storm—control storm—control {{broadcast | multicast | unicast} level {pps PPS-
RISE [PPS-LOW] | kbps KBPS-RISE [KBPS-LOW] | LEVEL-RISE [LEVEL-
LOW]} | action {shutdown | drop | none}}

no storm—control {broadcast | multicast | unicast | action}

storm—control storm—control polling {interval SECONDS | retries {NUMBER |
polling infinite}}

no storm-control polling {interval | retries}

show storm—control show storm—control interface INTERFACE-ID [, |-] [broadcast |
multicast | unicast]

Fawy FOFEMZLLTICHM L ET,
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storm—control

HE

A b—nay bu— UEREORIRIRE 77 v a v ERELET, 774
N R OBEICEFICE, Ko~y RO no BAEMMH L £,

VBT R

storm—control {{broadcast | multicast | unicast} level {pps PPS-
RISE [ PPS-LOW] | kbps ABPS-RISE [ KBPS—LOW] | LEVEL-RISE [LEVEL-
LOM} | action {shutdown | drop | none}}

no storm—-control {broadcast | multicast | unicast | action}

7S5 R —f—

broadcast : 72— FRF¥ ¥ A DA h—Lbzar ba—LERELET,
multicast : ¥/ FF ¥ A DA h—Lar he—LEZRELET,
unicast : T=F ¥ A DA F—Lzar ha—AE2RELET,

level pps PPS-RISE [PPS-LOW] : EFRER L ONTFRRIEZ pps (VX7 v M/FD)
THELET, ®@IT 0 b L< Ik 2~2147483647 T4, PPS-LOW OB A5
E L7255 PPS-RISE OED 80% 272 0 97,

level kbps ABPS-RISE [KBPS-LOW] : LFRAEF L OVFIRME A kbps (12 v
N/F) CHEE L £, ®PHIE 2~2147483647 T3, KBPS-LOW D% &7 E L
72 EA . KBPS-RISE 0 80%I272 W £,

level LEVEL-RISE [LEVEL-LOW : EFREFS X OVFBRAE 2 8 — b OHFFEE 12
KT AESZE (%) THEELET, LEVEL-LOW #HE LR WEES. &7 41
Mg 1348 & L 7= LEVEL-RISE @ 80%Z72 V) £,

action shutdown : EfRMEIZIE L= ST — FZ2AZELE T,
action drop : LEfRfEZMH X 5Ny & ey 7 LET,
action none : FIDHITVNE T,

T 7 4k

BT T 4 VFEMDA h—A= s ha—/LEEEE ;- ML)

T g drop

avy RKE—F

AR —T 2 —AFEET— K (port, range, port—channel)

FI7F+V L L

LUl 12

ERLEDOHTA KT

AKa<wy RliE, Ah—Azay ha— /L TOHIREIKLE TV v a L a2H/EL
F9, EREZBEERTLEAP—2FELHELET, LREEZERE L
%, FTHREA TR & A F—LHEEHESNET,
EIRfEZ Opps (Ver.2.00.01 LAREDR— 1) ([ZHRETH L. RENEREIZ
KIS NI DI DR FEBRSEE N T 7 40 v 7 IR SN E T,
iR % kbps & LK ITEDRTHET D LU TOHIERH D 97,
T 7 33 T shutdown Z¥ETHZ LITTEERTA,
o WA (SNMP hT » T, v, TH¥— TF—ALED) MTbhEHA,
=X Y A RDA —Aay ha—/L TR TOHIERH Y 9,
o T2 a U shutdown OBE, BMENRP T X TO2=F v A7
T4 w70 F9,
T g rNdrop b LL I none DG, BHEBN T EY A,
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it 1

A—h1/0/1 £ 1/0/2 TT7a—R¥ ¥y ANDRA h—Lar e —VEZHRET DHHELZRLET,

config-if-port) #

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # storm-control broadcast level pps 500
(config-if-port) # storm-control action shutdown
(config-if-port) # exit

(config) # interface port 1/0/2

(

(

(

config-if-port)# storm-control broadcast level 70 60
config-if-port)# storm-control action drop

storm—control polling

HE

Ab—barba—LOR=VTRREERELET, T 74V FORE
WCERFIZIE, no B A2 H L £7,

VBT R

storm—control polling {interval SECONDS | retries {MUMBER |
infinite}}

no storm—control polling {interval | retries}

NRFGRA—H— interval SECONDS : A h—Ah 2y ha—LOFR—1 > 7k G % 5~600
DOHFIPHTIRE L £,
retries MMBER : 7 7 3 a >} shutdown OBEIZ, R— FNHZEE TORM
FEATEIE A 0~360 OFPFATHELE T, 0 2 FETH L. A M—L0HK
HMENEEC, BEHICR—F2HZELE T,
retries infinite : A h—2ANMHMINTHLHR— FEZHELEHEA,

F7 %V E K=V 7MW 58
U RNT A5 3

gy RE—FR Ta— N )VEREE— R

F7 4L LL s 19

ERLEDOHTA KT

AKa<w R, Ah—Lbaryha—LOE=F)7ORRE., 773
VN shutdown OFEIZA— FAZEE CORITRIEAZFEE L 1,

it 1

R—V 7Tl Z 16 ICRET D LET,

# configure terminal

(config) # storm-control polling interval 15

(config) #
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show storm—control

HH A h—=baryhe—LOFREFRLUET,

VBT R show storm—control interface INTERFACE-ID [, |-] [broadcast |
multicast | unicast]

NI A—F— interface INTERFACE-ID: MR DR — FEHELET, LLFOWTND
INTGA—=Z = TEET,

« port : FRELI-AR— FOEREF T LET,
+ range port : 8 E L7-EEOFR— FDOIFREFR R LTI,

broadcast : 7B — KF¥F ¥ A FA F—Lbary bue— L DEREERLE
7

multicast : ¥/ FF ¥ A FA h—Lary ha—LOFEREFRLET,

Unicast : ZT=F¥ ¥ A FA F—Lbar b —LDEREPFRLET,

T 7 4k 2L
a<wy RE—F TEDa~y FE—F
F7 4L LUl

EREDTA RIALy | Aa~v Rk, Abh—Lbar ba—LOREEZFRLET, bT 747
FERZRE LRWSEES., T XTOREORENFRINET,

55 51
A—HF1/0/1~1/0/6 D7 B —RKF¥x¥ A DA F—Lary he—LOEHREFRTDHHEEZRLET,

# show storm-control interface range port 1/0/1-1/0/6 broadcast

Interface Action Threshold Current State
Portl1/0/1  Drop 500/300 pps 200 pps Forwarding
Portl/0/2  Drop 80/64 % 20 % Forwarding
Port1/0/3  Drop 80/64 % 70 % Dropped
Portl/0/4  Shutdown 60/50 % 20 % Forwarding
Port1/0/5 None 60000/50000 kbps 2000 kbps Forwarding
Portl/0/6  None - - Inactive

Total Entries: 6

K=k 1/0/1~1/0/2 DFXTDA h—2ar ha—LOEREFRT D HEERLET,

# show storm-control interface range port 1/0/1-2

Polling Interval : 5 sec Shutdown Retries : 3 times

Interface Storm Action Threshold Current State
Portl/0/1 Broadcast Drop 80/64 % 50% Forwarding
Portl/0/1 Multicast Drop 80/64 % 50% Forwarding
Portl/0/1 Unicast  Drop 80/64 % 50% Forwarding
Port1/0/2 Broadcast Shutdown 500/300 pps - Error Disabled
Portl/0/2 Multicast Shutdown 500/300 pps - Error Disabled
Portl1/0/2 Unicast  Shutdown 500/300 pps - Error Disabled

Total Entries: 6
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1.11 IGWP RX—E> S5 av Uk

IGMP A X —VE > a<wy REZIIZHIET HRTA—H—D—EELTFOERIIRLET,

a<w K

av s RENTA=F—

ip igmp snooping (7
1=V EE— F)

ip igmp snooping

no ip igmp snooping

ip igmp snooping
dyn—-mr—-aging-time

ip igmp snooping dyn—mr—aging—time SECONDS

no ip igmp snooping dyn—mr—aging—-time

ip igmp snooping
(VLAN & EE— )

ip igmp snooping [fast—leave [group—list ACCESS-LIST-NAME] | last-
member—query—interval SECONDS | querier | query—interval SECONDS
| query-max—response—time SECONDS | query-version NUMBER |
report-suppression | robustness—variable VALUE | suppression—time
SECONDS | minimum—version NUMBER]

no ip igmp snooping [fast—leave | last—-member—query—interval |
querier | query—interval | query-max-response—time | query-version
| report—suppression | robustness—variable | suppression—time |
minimum-version]

ip igmp snooping
mrouter interface

ip igmp snooping mrouter interface INTERFACE-ID [, |-]
no ip igmp snooping mrouter interface INTERFACE-ID [, |-]

ip igmp snooping
mrouter forbidden
interface

-]
no ip igmp snooping mrouter forbidden interface INTERFACE-ID [, |-
1}

ip igmp snooping mrouter forbidden interface INTERFACE-ID [

ip igmp snooping
proxy-reporting

ip igmp snooping proxy-reporting [source IP-ADDRESS]

no ip igmp snooping proxy—reporting

ip igmp snooping
static—group

ip igmp snooping static—group GROUP—ADDRESS interface INTERFACE-ID
[, -]

no ip igmp snhooping static—group GROUP-ADDRESS [interface
INTERFACE-ID [, |-1]

ip igmp snooping
unknown—data limit

ip igmp snooping unknown—data limit NUMBER

no ip igmp snooping unknown—data limit

ip igmp snooping
unknown—data learn

ip igmp snooping unknown—data learn

no ip igmp snooping unknown—data learn

ip igmp snooping
unknown—data expiry—
time

ip igmp snooping unknown—data expiry—time SECONDS

no ip igmp snooping unknown—data expiry—time

ip igmp snooping
ignore—topology—
change—notification

ip igmp snooping ignhore—topology—-change—notification

no ip igmp snooping ignore—topology—change—notification

show ip igmp
snooping

show ip igmp snooping [vlan VLAN-ID [, |-] | groups [vlan VLAN-ID
[, |-] | GROUP-ADDRESS] | mrouter [vlan VLAN-ID [, |-]] | statistics
{interface [INTERFACE-ID [, [-]] | vlan [VLAN-ID [, [-]]} | static-
group [GROUP-ADDRESS | vlan VLAN-ID [, |-1]]

clear ip igmp
snooping

clear ip igmp snooping {unknown-data {all | vlan VLAN-ID | group
GROUP-ADDRESS} | statistics {all | vlan VLAN-ID | interface
INTERFACE-ID} | groups {all | GROUP-ADDRESS [vlan VLAN-ID]}}
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Ha~y FOFFMAZ L FIZHHLET,

ip igmp snooping (/' 1@ —/3LEREE— R)

HHY IGMP AX—E' 7 D7 m— VR ELZ AT LET, EHITT LHITE, no
BRZEH L ET,

VoEY TR ip igmp snooping
no ip igmp snooping

NG A —H— e L

F7 AV B £

a<wy FeE—F Ja— LR EE—FR

VA I e 7 L~UL 12

EHEDTAL KFA4

Ka<wr RiF, IGMP AX—E > 7DV a— VB EE AN LET,

it B

IGMP A X — ' > V% T N— )L THMCT A HiEEZ R LET,

(config) #

# configure terminal
(config) # ip igmp snooping

ip igmp snooping dyn—mr—aging-time

HH FE LN —F —R—= D=V U TR ZRELET, T 7 4/ MEIZ
R, no IBAZMEH L ET,

VBT R ip igmp snooping dyn—mr—aging—time SECONDS
no ip igmp snooping dyn—-mr—aging—time

NWIRA—F— SECONDS : %38 LIV —4 —K— s D= — 2 v JHE (F)) 2 10~65535 @
HPHTHELET,

VAP Wi 300 fb

avy RKE—F Ta—N)VEREE— R

F 7V E L)L LUL s 12

ERLEDOHTA KT

RKa<wr KL, IGMP AX—E V7 RRICEVFEE LIV —F—F— D
T M ERTELET, IGMP =TI —p O~ 1LF Xy
A RN—F—DIFEERT 7 L— L EFTEDOHIRIZE Lo 26, F#
HLln—2—FR— NI LET,

55 B

LI N—H—R— b DO —T TR % 100 BICERET D iEE R LET,

(config) #

# configure terminal
(config) # ip igmp snooping dyn-mr-aging-time 100
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ip igmp snooping (VLAN REE— K)

HE

VLAN HAAZC IGMP A X—¥E > ZHEEAZ BN L E T, F7/o, IGMP AX—F
VITTONRT A= —5RELET, RELET 7 4/ MIETIZIL, no
REFEHLET,

VOB TR

ip igmp snooping [fast-leave [group-list ACCESS-LIST-NAME] | last-
member—query—interval SECONDS | querier | query—interval SECONDS |
query-max-response—time SECONDS | query-version MIMBER | report-
suppression | robustness—variable VALUE | suppression—time SECONDS
| minimum—version ANUMBER]

no ip igmp snooping [fast—leave | last—member—query—interval |
querier | query-interval | query-max-response-time | query-version
| report-suppression | robustness—variable | suppression-time |
minimum-version]

7S5 R —f—

fast-leave : IGMP A X — v 7 O RIKFEENG 2 A 5hic LE 1,

group-list ACCESS—LIST-NAME : ENFEBERL % AT D~ L F X ¥ A N7
JL—7% ACL THRE L £,

last—member—query-interval SECONDS : A L /N—BffiE D AR 7 ¢ > 7
72 ) —ORERRE ) & 1~25 OFFHATIEE L E7,

querier : 7 = U 7T HREE AN L ET,

query—interval SECONDS: 7 =V 7 DY =7 /7 ) —(ZME ) %
1~31744 OFPFATIRTE L £,

query—max—response—time SECONDS : ¥ = X T )7 = U —nZ&F H
(FY) & 1~25 OFFATHE L £,

query-version NMUMBER : 7 = U 7 RE[ETHY =X T NI 2 —D/N—
Vark1~3 THRELET,

report—suppression : LiR— MNNFEIBEREA A L £,
robustness—variable VALUE: T /XA MR A% 1~7T CTHRELFE T,

suppression—time SECONDS : B L AR — k ZHHI<+ 5K () 2 1~300
DOHRIPHTHRE L E£7,

minimum-version NUMBER: %R — 3% IGMP Ofg/3—T g % 2~3 T
FBELET,

F7 %V E

FTNTO VLAN T IGMP A X — B2 ZHfhE M%), fast-leave : HEX),
last—member—query—interval : 1 ). querier : #£%). query—interval :
125 #. query—max—response—time : 10 #), query-version : 3. report-
suppression : #E%f. robustness—variable : 2. suppression—time : 10
. minimum-version : 72 L (1~3 Z¥ R — k)

a<wy KE—F

VLAN i EE— K

FI7F+V L L

LUl 12

EHEDTAL KFA4

AKa< N, VLAN BT I6MP AX—v o Ve Hhic LE+, 47
TarvEIEETLHE, IGMP AX—E U THEREICRE D BT A — 2 — 5K E
LET,
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5 B
VLAN 1 TIGMP A X — B> 7 HIT 5 HiEE R LET,

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping
(config-vlan) #

VLAN 1 T IGMP A X — &> 7wkl = G35 Hika R L ET,

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping fast-leave
(config-vlan) #

VLAN 1 TIGMP AX—E 77 U THREZ AN L, 7 U T DEINT A —H —%RET D IEE R
LET,

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping querier

(config-vlan) # ip igmp snooping query-interval 300
(config-vlan) # ip igmp snooping query-version 2
(config-vlan) # ip igmp snooping robustness-variable 3
(config-vlan) # ip igmp snooping query-max-response-time 20
(config-vlan) # ip igmp snooping last-member-query-interval 3
(config-vlan) #

VLAN 1 TLAR— MMIHIEREZ AT 5 HiEEZ R L7,

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping report-suppression
(config-vlan) #

VLAN 1000 C IGMP L 7Rh— MHIHIRERT A2 125 ICRRET 5 Hikarn LET,

# configure terminal

(config) # vlan 1000

(config-vlan) # ip igmp snooping suppression-time 125
(config-vlan) #

VLANL T IGMPvl O~ /LFF ¥ X hABR A NOSINEHIET A HEEZRLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping minimum-version 2
(config-vlan) #
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ip igmp snooping mrouter interface

HE IGMP AX—E U I DAEZT 4 v I )—F—R— "B LET, L—F—
RN—FZHIBRT HI21L, no BRAEEHL £,
VB TR ip igmp snooping mrouter interface INTERFACE-ID [, |-]
no ip igmp snooping mrouter interface INTERFACE-ID [, |-]
NIRA—HF — INTERFACE-ID : %%, BT AR — M ELET, LTONRT A —F—
DOWFIrEERTE LT,
+ port : FEEL/-AR—FEBEELET,
+ port—channel : fEE L7=FR— FF ¥ 2L ZHEHEKLET,
VAVE i) 7L
avy RE—FR VLAN i EE— K
F 7 FV R L_L L~UL 12

ERLEDOHTA KT

Ka<wr RiE, IMP AX—VE U T DART (v 7 )—F—R— N &84k L
F4, no BREMFHT AL, FFELER— R —F —R— "SR S
hi—g—o

it B

VLAN 1 CAHR— b 1/0/1 % IGMP AX—VE U T RAZT > 7 )—F—R— MIURET D HEZRLET,

(config) # vlan 1

(config-vlan) #

# configure terminal

(config-vlan) # ip igmp snooping mrouter interface port 1/0/1

ip igmp snooping mrouter forbidden interface

HH IGMP AX—¥' U D—4F —R— MEIER— FERER L ET, BERE R
T 5T, no IAEMEH L ET,
VBT R ip igmp snooping mrouter forbidden interface INTERFACE-ID [, |-]
no ip igmp snooping mrouter forbidden interface INTERFACE-ID [, |-
1}
NWIA—F— INTERFACE-ID : —H —HR— F LR — F &2 ELE T, LLFDO/RT A—
Z—=DWTNEEHTEET,
+ port : FEEL/-AR— FEBEELET,
« port—channel : FEE LR — " F ¥ 2L ZBEELET,
VA Wiy L
awy RE—FR VLAN 3 EE— R
F 7V E L)L LoyUL 12

ERLEDOHTA KT

AKa<wy NiE, IGMP AX—E 7 TlLl—F —FR— MR LR ER— K
ARG L E9,

it 1

VLAN 1 TR—F 1/0/1 Z IGMP A X — > 7V D)L—F —R— FMEILR— MNMIIEET A HEEARLET,

(config) # vlan 1

(config-vlan) #

# configure terminal

(config-vlan) # ip igmp snooping mrouter interface port 1/0/1
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ip igmp snooping proxy-reporting

HHY IGMP AX—E 7 TruXr LR— MERZADICLET, BRI DI
X, Ka<> RO no XA EHL F7,

VYT R ip igmp snooping proxy-reporting [source /P-ADDRESS]
no ip igmp snooping proxy—reporting

NWIA—F— source IP-ADDRESS: 7R ¥ ¥ LR—T 4 T DEEIL IP 7 KU RAEZIRE
LEJ. FEELRWVWES, 0.0.0.0 ™MEH S ET,

FI7 ANV £

a<wy FE—F VLAN X EE— R

VAP Wi 2av% LUl 12

FEREDHA RFLY | Ao~ RiE, IGMP AX—E 707 axy LAR— MEREEEDICLE
T, HHOLR—TF2EHLTIEOLAR—FE L TERELET,

{4 -
VLAN 1 TIGMP AX—E 7 FaXxs LR— N2 HINIRET A EEZ R LET,

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping proxy-reporting source 1.2.2.2
(config-vlan) #

ip igmp snooping static—group

E # IGMP AX—VE U T DARZT 4 v I IN—ToFHELET, AXT 4 v 7T
N—T% LIAEA AN —=R— F ZHIERT 2121%, no BEMH L £7,
VB TR ip igmp snooping static—group GROUP-ADDRESS interface INTERFACE-ID

[, |_:|
no ip igmp snooping static—group GROUP-ADDRESS [interface INTERFACE-
m [, [-1

INTA—LF — GROUP-ADDRESS : 1P <)V F X ¥ A N —T7T7 RLAZRELET,

interface INTERFACE-ID: *A 2 /3—KR— FZfRELET, LFD/RT A —
Z—DWNTNhEFHTEET,

o port : FEELZAR—FE AL AN—ZHELET,

e port—channel : fFEE L7 —FTF ¥ XL B AU N—IZHELET,

F7 %V E ABT 4T T N—TDBER L
a<wy REeE—F VLAN R EE— R
FI7 IRV LUl 12

FERHEDHA RFGAY | KRa<wr NiE, IGMP AX—E L T DRET 4 7 T—TRA L N—7R—
FE%E L %9, no JEX T interface 7> a U ZIRELI-HEES. AV
/i"—j;o"— F%ﬁ”%biﬁ_o

{4 -
IGMP AX—VE U T DART 47 TN—T L XA N—R— 2B 5 HEERLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping static-group 226.1.2.3 interface port 1/0/5
(config-vlan) #
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ip igmp snooping unknown—-data limit

H /Y IGMP A X —E > 7 TAUNR=FIEDVILFF v A NI N—T OFEER T
LET, 7740 MIETEHEIE no BRAZMEH L ET,

VIEY TR ip igmp snooping unknown-data limit ANUMBER
no ip igmp snooping unknown-data limit

NRIA—H— MMBER : A N—=AED=NVF T ¥ X b T N—T 22845 LRz 1~
64 THiE L £,

T 7AWV H 64

a<wy RE—F Ja—N)RET— R

VAP Wi 2av% LUl 12

EHEDTAL KFA4

Ka<wr RliX, AUV R—FRIEO~LFF v A NIV —T DO KFEB AR
ELET,

55 B

AUN—FIEOTNT X A N T N—TDFEEE K30 = ) —IZHIRT B HiEEZRLET,

# configure terminal

(config) #

(config) # ip igmp snooping unknown-data limit 30

ip igmp snooping unknown—data learn

EED IGMP ZRX =¥ 7 TDALN=RIED T N—T DB HMNTLET, L)
(2T 2121, no A& L £,

VBT R ip igmp snooping unknown-data learn
no ip igmp snooping unknown—data learn

INTGA—F— 7L

A Ay CE)

a<wy REeE—F VLAN 3% EE— K

F 7V E L)L LUL s 12

EHEDTAL KFA4

AKa<r Rit, IGMP AX—E T TRAUNR—=RED~LFF¥ A T )L—
TOEREAHILET, ZOGE KA R»D IGMP LaR— hEZ(EL
BmLTH, ~AVTFHFRXY A DN T T 4 v 7 ORF[ICE > TT V=T RRERS
nEJ,

it B

AUN=FIEDZNLF X% XA NI )I—TF% IGMP AX—VE v 7 THEELARWREICT S HEEZRLET,

# configure terminal
(config) # vlan 1
(config-vlan) # no ip
(config-vlan) #

igmp snooping unknown-data learn
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ip igmp snooping unknown—-data expiry—time

=f:3] IGMP AX—E L I THEE LT AV AN—FRED T N—T DR EEE L E
To REZZ V7T 25G1E, no B aMH L E T,

VYT R ip igmp snooping unknown—data expiry—time SECONDS
no ip igmp snooping unknown-data expiry—time

NRIA—HF— SECONDS : > ) — DA BHIR (F)) 2 1~65535 THRE L £,

7 7 &V L

a<vy KE—FR

VLAN % EE— F

FI7F+V L L

LUl 12

ERLEDOHTA KT

RKa=w RiE, IGMP AX—V T THEE LAV AR—FRIEO LT F v R
N N—TDEHBEIEE L ET,

AN AED=NF F v A ST NV—TIEROFDNHIREZ 300 RICHRET D HIEE R LET,

(config) # vlan 1000

(config-vlan) #

# configure terminal

(config-vlan) # ip igmp snooping unknown-data expiry-time 300

ip igmp snooping ignore—topology—change—notification

HEY STP O hAR BV —ETREREO Y = X7 V7 ) —OEEFEEZIMHI L E T,
T 2120, no IBXAEHLET,

VYT R ip igmp snooping ignore—topology—change—notification
no ip igmp snooping ignore—topology—change—notification

NI A—=H— 7L

FI7 ANV £

a<wy RE—F VLAN B EE— N

VAP Wi 2av% LUl 12

ERLEDOHTA KT

AKa< FTiE, STP O AR v U—EHENEELZHGEICLV—F —FR— b
DIAADR— M L TEEENDLI Y =T ) —Z2IH L £,

it B

STPD P AR P —FHEZEWEL TP =TV =2l 2572 " LET,

(config) # vlan 1

(config-vlan) #

# configure terminal

(config-vlan) # ip igmp snooping ignore-topology-change-notification
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show ip igmp snooping

E]:3] TEEO IGMP A X —V v T EREF R LET,

VBT R show ip igmp snooping [vlan VZAN-ID [, |-] | groups [vlan VZAN-ID
[, |-]1 | GROUP-ADDRESS] | mrouter [vlan VZAN-ID [, |-]] | statistics
{interface [INTERFACE-ID [,|-1] | vlan [VZAN-ID [, |-]1]1} | static-
group [GROUP-ADDRESS | vlan VLAN-ID [, [-]]]

INTGRA—H— vlan VLIAN-ID : 1§# %3925 VLAN 25 E L £7°,
groups : FE LI N—TEFK R LET,
GROUP-ADDRESS : {58 A F T D57V —7T7 FLAZEELE£T,
mrouter : L—X —hR— FOFRERRTLET,
statistics : IGMP 2 X — b > V' OfEHERE 2 FRm LET,
INTERFACE-ID : fiatEa RnT AR — FEEELE T,
static—group : BEkLTmAX T 4 v I T N—T R R LET,

774V b 2L

a<vy KE—FR

FEDa~vy RE—F

FI7F+V L L

L~UL 1

ERLEDOHTA KT

Az~ Fid, I6MP AX— B 7 O ELRIEICE T D fFH e R L%
I, ATV a LV EEELRWSGS, BEROBRENFRINET,

it B

IGMP A X — B T OB EHRFRT D HIEEZ R LET,

# show ip igmp snooping

IGMP snooping global state : Disabled
Dynamic mrouter aging time : 300 seconds
Unknown data limit : 128

VLAN #1 configuration

Suppression time
Querier state
Query version
Query interval
Max response time

Total Entries: 1

#

IGMP snooping state : Enabled

Minimum version : v3

Fast leave : Enabled (host-based)
Report suppression : Enabled

: 10 seconds

: Enabled (Non-active)
: v3

: 125 seconds

: 10 seconds

Robustness value : 2

Last member query interval : 1 seconds

Proxy reporting : Enabled (Source 1.2.3.4)
Unknown data learning : Enabled

Unknown data expiry time : Infinity

Ignore topology change : Disabled
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IGMP A X — VYL /' CHEE LI/ N—TFERE TRt 5 hEEZ R LET,

# show ip igmp snooping groups

IGMP Snooping Connected Group Membership:

VLAN ID Group address Source address FM Exp(sec) Interface
1 239.255.255.250 * EX 382 1/0/7

Total Entries: 1

#

IGMP A X —E' v 7 D)—H —R— s DIEREFTRT D IHEEZRLET,

# show ip igmp snooping mrouter

1 1/0/4,1/0/8 (static)
1/0/10 (forbidden)
1/0/12 (dynamic)

2 1/0/14 (static)
1/0/15 (dynamic)

Total Entries: 2

#

IGMP A X — &> 7 DffFHE A KR T 2 HiEE R~ L ET,

# show ip igmp snooping statistics vlan 1

VLAN 1 Statistics:

IGMPv1 Rx: Report 1, Query O
IGMPv2 Rx: Report 0, Query 0, Leave 0
IGMPv3 Rx: Report 0, Query O
IGMPv1 Tx: Report 0, Query 0
IGMPv2 Tx: Report 0, Query 0, Leave O
IGMPv3 Tx: Report 0, Query O

Total Entries: 1

#

IGMP AX—VE L T DART 4 v 7 IN—ToFKrmTHHEEZRLET,

# show ip igmp snooping static-group

VLAN ID Group address Interface

1 235.1.1.0 10
Total Entries: 1

#
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clear ip igmp snooping

HH

IGMP A X —E > 7 DIEHE7 VT LET,

VBT R

clear ip igmp snooping f{unknown-data {all | vlan VZAN-ID | group
GROUP-ADDRESS} | statisties {all | vlan VZAN-ID | interface
INTERFACE-ID} | groups {all | GROUP-ADDRESS [vlan VLAN-ID]}}

7S5 R —f—

unknown-data : A LV X—FRIEOVLF X A NI A—T%2 7 VT LET,
all : f5E L2 IGMP A X — b VAT T V7 LET,

vlan VIAN-ID : $7ED VLAN TP IGMP A X —E U 7 E#RE 7 VT LET,
group : EJED 7 /L—F D IGMP A X —t IR A2 27 V7 LET,

GROUP-ADDRESS : IGMP A X — v > JIE#HAE2 7 V7T 5~ FX¥ A N
N—THBELET,
statistics : IGMP A X— > V" OfEHERE 27 VT LET,
interface INTERFACE-ID: 38/ E L7 — F® IGMP A X — Y Vet
U7 LET, A F—Tx—Z ID IF. UTFTOWTRILDNNT A —
2 —THRELET,

o port: fRELI-AR— FOKEEREZZ VT LET,

» port—channel : FEE L7=AR— FF ¥ AL OFHEREZ 7 VT LET,

groups : IGMP AX—¥V 7 DX A FI v M) —%227 U7 LET,

F7 %V E

L

a<wy KE—F

KibERITE— R

FI7F+V L L

LUl 12

EHEDTAL KFA4

Ka<r Rt IGMP AX—¥Y o O&FGESRE2 7 V7 LET,

il 1

TRTDOAVNR—=FREONLNT X ¥ A NI N—TE2HETDHHEEZRLET,

# clear ip igmp snooping unknown-data all

#

TRTOIGMP AX—¥E U IHitEmae 7 V756 HEERLET,

# clear ip igmp snooping statistics all

#

HAFI VT IGMP AX—E L T I N—TDxy N —%2 7 V73 A5 5EERLET,

# clear ip igmp snooping groups all

#
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112 MD RX—E> 52Uk

MLD AX—VE vV a<vy REFNICHHINT DRI A =X —D—EE2 U TFTOERIRLET,

a<w K

av s RENTA=F—

ipv6 mld snooping (7
o — LR ETE— R)

ipv6 mld snooping

no ipv6 mld snooping

ipv6 mld snooping
(VLAN 3% & E— )

ipv6 mld snooping [fast—leave [group—list ACCESS-LIST-NAME] |
last—-listener—query—interval SECONDS | querier | query—interval
SECONDS | query-max—response—time SECONDS | query-version NUMBER |
report-suppression | robustness—variable VALUE | suppression—time
SECONDS | minimum-version 2]

no ipv6 mld snooping [fast—leave | last-listener—query—interval |
querier | query—interval | query-max-response—time | query-version
| report—suppression | robustness—variable | suppression—time |
minimum-version]

ipv6 mld snooping
mrouter interface

ipv6 mld snooping mrouter interface INTERFACE-ID [, |-]
no ipv6 mld snooping mrouter interface INTERFACE-ID [,

-]

ipv6 mld snooping
mrouter forbidden
interface

ipv6 mld snooping mrouter forbidden interface INTERFACE-ID [, |-]

no ipv6 mld snooping mrouter forbidden interface INTERFACE-ID [, |-
]

ipv6 mld snooping
mrouter learn pimv6

ipv6 mld snooping mrouter learn pimv6

no ipv6 mld snooping mrouter learn pimv6

ipv6 mld snooping
proxy-reporting

ipv6 mld snooping proxy-reporting [source IPV6-ADDRESS]

no ipv6 mld snooping proxy-reporting

ipv6 mld snooping
static—group

ipv6 mld snooping static—group IPV6—-ADDRESS interface INTERFACE-ID
[, -]

no ipv6 mld snooping static—group IPV6-ADDRESS [interface
INTERFACE-ID [, |-1]

ipv6 mld snooping
unknown—data limit

ipv6 mld snooping unknown—data limit NUMBER

no ipv6 mld snooping unknown—data limit

ipv6 mld snooping
unknown—data learn

ipv6 mld snooping unknown—data learn

no ipv6 mld snooping unknown—data learn

ipv6 mld snooping
unknown—data expiry—
time

ipv6 mld snooping unknown—data expiry—time SECONDS

no ipv6 mld snooping unknown—data expiry—time

ipv6 mld snooping
ignore—topology—
change—notification

ipv6 mld snooping ignore—topology—change—notification

no ipv6 mld snooping ignore—topology—change—notification

show ipv6 mld
snooping

show ipv6 mld snooping [[vlan VLAN-ID [, |-]] | groups [IPV6—
ADDRESS | vlan VLAN-ID [, |-]] | statistics {interface [INTERFACE-
ID [, [-1] | vlan [VLAN-ID [, |-]]} | static—group [IPV6-ADDRESS |
vlan VLAN-ID [, [-]1]

clear ipv6 mld
snooping

clear ipv6 mld snooping {unknown—data f{all | vlan VLAN-ID | group
GROUP-ADDRESS} | statistics {all | vlan VLAN-ID | interface
INTERFACE-ID} | groups {all | IPV6-ADDRESS [vlan VLAN-ID]}}
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Ha~y FOFFMAZ L FIZHHLET,

ipv6 mld snooping (7' B — S/ EE—R)

HHY MLD AX—E 7 Dru—SVREZANILET, EHITT LHITIE, no
EXEHEHLET,

VoEY TR ipv6 mld snooping
no ipv6 mld snooping

INTGA—F— 7L

F7 AV B £

a<wy RE—F Ja—N)LRET— R

VA I e 7 L~UL 12

FEREDHA RTZAY | Ka~x R, MMDAX—E 707 a— SViREZ AN LET,

155 R3]
MLD AX—° 7 %7 a—r )L TEINCT A HiEE R LET,

# configure terminal
(config) # ipv6 mld snooping
(config) #
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ipv6 mld snooping (VLAN iREE— K)

HE

VLAN BT MLD A X —E v JHfEE AN LE 9, £/, MLD AX—E
TTONTRA—H—5BELFET, RELZT 74V MIRETIZIE, no B
AL £,

VOB TR

ipv6 mld snooping [fast-leave [group-list ACCESS-LIST-NAME] |
last—-listener—query—interval SECONDS | querier | query—interval
SECONDS | query-max-response—time SEZCONDS | query-version NUMBER |
report—suppression | robustness—variable VALUE | suppression—time
SECONDS | minimum—version 2]

no ipv6 mld snooping [fast—leave | last-listener—query-interval |
querier | query-interval | query-max-response-time | query-version
| report-suppression | robustness—variable | suppression-time |
minimum-version]

7S5 R —f—

fast-leave : MLD A X —t > 7 O RIEREENL 2 G %0z LUE 9,

group-list ACCESS—LIST-NAME : ENFEBERL % AT D~ L F X ¥ A N7
JL—7% ACL THRE L £,

last—member—query-interval SECONDS : V) AF—BfEiED AR 7 ¢ >
7 ) —OEERRE ) &2 1~25 OFFHATIHEE L E7,

querier : 7 = U 7T HREE AN L ET,

query—interval SECONDS: 7 =V 7 DY =7 /7 ) —(EME ) %
1~31744 OFPFATIRTE L £,

query—max—response—time SECONDS : ¥ = X T )7 = U —nZ&F H
(F) % 1~25 OFPHTHRE L £9°,

query-version NMUMBER : 7 = U 7 RE[ETHY =X T NI T —D/\—
Vark1~2 THRELET,

report—suppression : LiR— MNNFEIBEREA A L £,
robustness—variable VALUE: T /XA MR A% 1~7T CTHRELFE T,

suppression—time SECONDS : B L AR — k ZHHI<+ 5K () 2 1~300
OFFETHEELE T,
minimum—version : 7 R— ~4 3 MLD D/ N—T a3 & 212 LFET,

T 7 4k

FXTO VLAN T MLD A X — b2 JHERE « M%), fast-leave : M%), last-
listener—query—interval : 1 . querier : #%f). query-interval : 125
. query-max-response-time : 10 . query-version : 2. report—
suppression : #%f) . robustness—variable : 2. suppression—time : 10
. minimum-version : 72 L

a<vy KE—FR

VLAN T — R

FI7F+V L L

LUl 12

ERLEDOHTA KT

Ko< R, VLAN 7T MLD AX—E o Vs ANz LET, 47
arEBETAHE, MD AX—E LU THREEICE D A /NT A —F —EE
LE7,
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5 B
VLAN 1 TMLD AX—E T2/ T D5 HEEZRLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6é mld snooping
(config-vlan) #

VLAN 1 TMLD A X — ¥ > 7 OB irE = A+ o HikE R L E T,

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6 mld snooping fast-leave
(config-vlan) #

wED Y AF—0 7 ) —flEkei 2 3 ICRET 2 HEEZ R LET,

# configure terminal

(config) # vlan 1000

(config-vlan) # ipv6 mld snooping last-listener-query-interval 3
(config-vlan) #

VLAN 1 TMLD AX—E 7 D7 = UTHKEEEZBNIL, 22V T DOENRNT A=K —%
RLET,

B

AxX &

T ok %E

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6 mld snooping querier

(config-vlan) # ipv6 mld snooping query-interval 300
(config-vlan) # ipv6 mld snooping query-max-response-time 20
(config-vlan) # ipv6é mld snooping query-version 1

( ) #

config-vlan) # ipv6 mld snooping robustness-variable 3

(config-vlan) #

VLAN 1 TMLD L7AR— MHREZ B3 D HikE R L £,

# configure terminal

(config) # vlan 100

(config-vlan) # ipv6 mld snooping report-suppression
(config-vlan) #

VLAN 1000 T L R— MNHIER A 125 ICRET A HEE R LET,

# configure terminal

(config) # vlan 1000

(config-vlan) # ipv6é mld snooping suppression-time 125
(config-vlan) #

VLAN 1 TTRTOMDVI D=L FF¥ A RFRAMOBIMEHIRT S HiEERLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6 mld snooping minimum-version 2
(config-vlan) #
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ipv6 mld shooping mrouter interface

HH MLD AX—V VU T DAXT 4 v I N—H—R— b EBELET, V—HF—
RN—FZHIBRT 5121E, no BREEHL £,
VB TR ipv6 mld snooping mrouter interface INTERFACE-ID [, |-]
no ipv6 mld snooping mrouter interface INTERFACE-ID [, |-]
WA= — INTERFACE=ID : %$k 3 2R — b &HEE L £T, UTFTDONRTA—=L =D
NN EEHTEET,
+ port : FEEL/-AR—FEBEELET,
+ port—channel : fEE L7=FR— FF ¥ 2L ZHEHEKLET,
VAVE i) 7L
avy RE—FR VLAN i EE— K
F 7V E L)L UL 12

ERLEDOHTA KT

Ka< RiZ, MLD AX—E U T DAL T 4 v I )—F—R— FZBEHL
£, no BRAFEATEHE, FBELIEAR— FRL—F —R— F MRS
hi—g—o

it B

VLAN 1 TAR— bk 1/0/1 Z MLD AX—VE U T DRAZT 4 v 7 )—H—RK— MIRET D HEXZRLET,

# configure terminal
(config) # vlan 1

(config-vlan) # ipv6 mld snooping mrouter interface port 1/0/1

(config-vlan) #

ipv6 mld snooping mrouter forbidden interface

B MLD AX—E' 7 D—F —iR— bEIRR— b 2B ak L ET, Bika bk
T 5T, no IAEMEH L ET,
VBT R ipv6 mld snooping mrouter forbidden interface INTERFACE-ID [, |-]
no ipv6 mld snooping mrouter forbidden interface INTERFACE-ID [, |-
]
WA= — INTERFACE-ID : %$k 3 2R — b &HEEL£T, UTFTDO/NRTA—=L =D
nmEMHTE LT,
e port: fRELT-A— FEXHELET,
« port—channel : FEE LR — " F ¥ 2L ZBEELET,
VA Wiy L
a<wy RE—F VLAN B EE— N
F 7V E L)L LoyUL 12

ERLEDOHTA KT

AKa<wr RiF, MLD AX—E L 7 Til—F —R— MIAR SR WEE R — |k
RGELE7,

it 1

VLAN 1 THR—F 1/0/2 Z MLD A X—E > T D) —F —R— "ME LR — MNIERTET S HFEEZ T LET,

# configure terminal
(config) # vlan 1

(config-vlan) #

(config-vlan) # ipv6 mld snooping mrouter forbidden interface port 1/0/2
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ipv6 mld snooping mrouter learn pimv6

HHY PIM IPv6 7 N L AFEBREZ AN LET, EHHITT HI2IE, no JEX
ZREHLET,

VYT R ipv6 mld snooping mrouter learn pimv6
no ipv6 mld snooping mrouter learn pimv6

NI A—=H— 7L

T7HNVE CE)

a<wy RE—F VLAN B EE— N

T 74V F L LUl 12

BHEDHA RFALY | Aza~< Rid, PIM IPv6 IZ X B0 —F —R— hOEBEE2HI LET,

PIM IPv6 /34> R TON—F —R— hOHEFE 2T 5 HFEEZRLET,

# configure terminal
(config) # vlan 4

(config-vlan) # no ipv6 mld snooping mrouter learn pimv6é
(

config-vlan) #

ipv6 mld snooping proxy-reporting

HHY MLD AX—E 7 Tr Xy LiR— MERBEZENILET, BT HIC
X, Ka<> RO no XA EHL F7,

VBT R ipv6 mld snooping proxy-reporting [source IPV6-ADDRESS]
no ipv6 mld snooping proxy-reporting

NWIA—F— source IPV6-ADDRESS: 7’0 v LiRk—TF 4 7 DEEIL TP 7 KL AL
ELET, HELRWGS, S ET,

FI7 ANV £

a<wy RE—F VLAN B EE— N

VAP Wi 2av% LUl 12

ERLEDOHTA KT

RKa<wy R, MDD AX—E 7 TO7Faxs LR— MEREZ AN LE
T, BEOLR—FE2EHILTIHEOLE—FE L THELET,

it B

VLAN 1 TMLD AX—E > 7 DO7aXxs LR—T 4 v TEZ AT 5 itEZ s LET,

# configure terminal
(config) # vlan 1

(config-vlan) #

(config-vlan) # ipv6 mld snooping proxy-reporting
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T LAY —28fe | 7.12 LD AX—E >V a<w R

ipv6 mld shooping static—group

HE

MID ZAX—E U T DART 4 7 TN—T2HELET, RAEZT (v 7T
=78 LR AT —%HIBRT HI121%, no BREHEHL E T,

VOB TR

ipv6 mld snooping static—group /PV6-ADDRESS interface INTERFACE-ID
[, -]

no ipv6 mld snooping static—group IPV6-ADDRESS [interface
INTERFACE-ID T, |-1]

7S5 R —f—

IPv6-ADDRESS : 1IPv6 <)V F X ¥ A KT N—77T L AR ELET,

interface INTERFACE-ID: VU A F—DR—FEHFEELET, L FDRT
A—=H—DW\WTNNhEFEHTEET,

s port i fRELTEAR—FE U R F—IIHELET,

« port—channel : i E LA — hF v xLE U A F—IZHELET,

T 7%k

ABT 4 7 TN—TDEERL

a<vy KE—FR

VLAN T — R

VAl DA 2 %

L)L 12

ERLEDOHTA KT

RKa< RiZ, ICMP AX—E U T DARAET 4 v 7 T)—TR) A —iK—
F2%4% L ¥4, no I T interface 7> a L ZIEELEZEES. U A
F—R— hEHIERLET,

it B

MLD ARX—E U T DAET 4 7 TA—T U A F—FBINTH5HEERLET,

(config) # vlan 1

(config-vlan) #

# configure terminal

(config-vlan) # ipv6 mld snooping static-group ff02::12:03 interface port 1/0/5

ipv6 mld snooping unknown—-data limit

Ef:5] MLD AX—E 27 CTYRAF—RIEOVILTF X ¥ A NI N—TOFEEKETEE
LET, 774V MIETHEIE, no BXEBEHLET,

VIUEY TR ipv6 mld snooping unknown-data limit MNMBER
no ipv6 mld snooping unknown-data limit

NI A—F— NUMBER : A IN—=ARED~SNVF Fx A NI NV—T2FEHT 5 BRE 1~
64 THRELET,

F7 AV H 64

a<wy FE—F Ja—NVEEE— R

T 7 IV LL LUL 12

FEREDTA RIAL Y | Kavr RE, VAT —REOZLVF X ¥ A NI V=T DR RFER A
ELET,

55 B

YAFT—=FREDOSNVT X AN N—TDFEEZHRK30 = M —IZHIRT D HiEERLET,

(config) #

# configure terminal
(config) # ipv6 mld snooping unknown-data limit 30
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T LAY —28fe | 7.12 LD AX—E >V a<w R

ipv6 mld snooping unknown—data learn

H /Y MLD AX =t 7 TOY AF—RIED T N—TDFEEEFEHLET, )
(2T 2121, no A& L £,

VBT R ipv6 mld snooping unknown-data learn
no ipv6 mld snooping unknown—data learn

NG A —H— 2L

iy CE)

a<wy REeE—F VLAN 3% EE— K

F 7V E L)L LUL s 12

EHEDTA KFA4

AKa< R, LD AX—E 7T A F—=FREDILFFv A hJL—
TOFEE A LET, ZOHA, RA IS MDD LAR— hEZ(E L7
TCh, YATFXXYANNT T4 v I EB2ZGTH LTI NA—TRE
gsnEd,

55 B

U AZAF—FRIEOZNLFFX¥ A NI NA—T% MD AX—E L 7 THE LR WEREICT A EEZRLUET,

# configure terminal
(config) # vlan 1000

(config-vlan) # no ipvé6 mld snooping unknown-data learn

(config-vlan) #

ipv6 mld snhooping unknown—-data expiry-time

B # MLD AX—V' o 7 THEE LY AT —RIED T V=T DHMRZFEE L £
T, REXZ VT T 5561E, no BAEMHLET,

VOEY TR ipv6 mld snooping unknown—data expiry—-time SECONDS
no ipv6 mld snooping unknown-data expiry—time

NRIA—H— SECONDS = 2R % A U ¥+, &I 1~65535 BT,

T 7AWV H AR L

a<wy RE—F VLAN B EE— N

VAP Wi 2av% LUl 12

ERLEDOHTA KT

Ko< KiZ, MLD AX—E 7 THEE L) AT —REOSLF ¥ A
N N—TDHEMAREIEE L ET,

it B

VAT —=REO LT X ¥ A KT N—TIEROGHHANRE 300 ICEHET D HEERLET,

# configure terminal
(config) # vlan 1000

(config-vlan) #

(config-vlan) # ipv6 mld snooping unknown-data expiry-time 300
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ipv6 mld snooping ighore—topology—change—notification

H /Y STP O FARB Y —EERERFOY =T N7 = —DREFEZMEI L ET,
NI DL, no X AMBHL E9,

VB TR ipv6 mld snooping ignore—topology-change—notification
no ipv6 mld snooping ignore—topology—change—notification

IR A — K — 7L

T7HNVE L)

a<wy RE—F VLAN B EE— N

F 7 h L)L LrUL s 12

ERLEDOHTA KT

RKa<w RCTiX, STP @ bR P—EBENELE LZEEICLV—F —KR— |k
PUSNDOR— MK L TEESNAMD PRIV —Z2ME LET,

it B

STPD P AR P —FHEZBWEL TP =TV ) =2l 57k " LET,

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6 mld snooping ignore-topology-change-notification

(config-vlan) #

show ipv6 mld snooping

EL:8)

EEOMD AX— o ViEREFRLET,

VOB TR

show ipv6 mld snooping [[vlan VLAN-ID [, |-]] | groups [/PV6-
ADDRESS | vlan VIAN-ID [, |-]] | statistics {interface [/NTERFACE-
0 [, |-1] | vlan [VZAN-ID [, |-11} | static—group [/PV6-ADDRESS
vlan VLAN-ID [, |-11]

INTGA—F—

vlan VLAN-ID: 1§#H%& R4 2 VLAN Z457E L £ 97,

groups : PR LI/ N—TEFRLET,

IPV6-ADDRESS : {§ &= Fr+T D57 V—77 RLAZRELET,
mrouter : /L — X —R— FDIFEHREFR RS LET,

statistics : MLD A X — ' > 7 O#iHER A 2 £R L ET,
INTERFACE-ID : #tatHE iz #ond 2R — ha4aE L £7,
static—group : BEK LT-AX T 4 v I I NV—THFRRLET,

T 7 4k

L

a<vy KE—FR

FEDa~v RE—F

F 7 4 v b LV

L~UL 1

ERLEDOHTA KT

Ko< FiE, MLD AX—E 7 ORECIIREBICET 2B HRE2ERLE
T, ATV a v ERELRVES. ERORERFTRINET,
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7T LAY —28fE | 712 MlD AX—t' >V avw R

fili 1
MLD AR —VE' > T ORELEFTT D HEERLET,

# show ipv6 mld snooping

MLD snooping global state : Disabled

Unknown data limit : 128

VLAN #1 configuration
MLD snooping state : Enabled
Minimum version : v2
Fast leave : Enabled (host-based)
Report suppression : Enabled
Suppression time : 10 seconds
Proxy reporting : Disabled (Source ::)
Mrouter port learning : Enabled
Querier state : Enabled (Non-active)
Query version : v2
Query interval : 125 seconds
Max response time : 10 seconds
Robustness value I
Last listener query interval : 1 seconds
Unknown data learning : Enabled
Unknown data expiry time : Infinity
Ignore topology change : Disabled

Total Entries: 1

#

MLD AX—E L 7 CFEB LI N—TERERTT B HEEARLET,

# show ipv6 mld snooping groups

MLD Snooping Connected Group Membership:

Total Entries: 3

#

FM Exp (sec)

EX 258
EX 258
IN 258

Interface

VLAN ID Group address Source address

1 ffle:: *

1 ffle::3 *

1 ffle::4 3620:110:1::3a2b

MLD AX—E L T DN—H—R— FOEREZERT L HEEZRLET,

# show ipv6 mld snooping mrouter

1 1/0/4,1/0/8 (static)
1/0/10 (forbidden)
1/0/12 (dynamic)

3 1/0/14 (static)
1/0/15 (dynamic)

Total Entries: 2

#
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T LAY —28fe | 7.12 LD AX—E >V a<w R

MLD A X — &>V OfeHERE R RT 5 HEE R~ LET,

# show ipv6 mld snooping statistics interface port 1/0/1,1/0/3-4

Interface Portl/0/1
Rx: V1Report 1, v2Report 2, Query 1, vlDone 2
Tx: vlReport 1, v2Report 2, Query 1, vlDone 2

Interface Portl/0/3
Rx: V1Report 0, v2Report 0, Query 0, vlDone 0O
Tx: vlReport 0, v2Report 0, Query 0, vlDone 0O
Interface Portl/0/4
Rx: V1Report 3, vZ2Report 0, Query 3, vlDone 0O
Tx: vlReport 2, v2Report 2, Query 1, vlDone 2
Total Entries: 3
# show ipv6 mld snooping statistics vlan 1
VLAN 1 Statistics:
Rx: Vl1Report 3, v2Report 0, Query 3, vlDone 0
Tx: v1lReport 2, v2Report 2, Query 1, vlDone 2

Total Entries: 1

#

55 5
MLD AX—Y' U T DART 4 v 7 TN—ToFKrwtdHEEZRLET,

# show ipvé mld snooping static-group

VLAN ID Group address Interface

1 ffle::1 1/0/1,1/0/5

Total Entries: 1

#
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T LAY —28fe | 7.12 LD AX—E >V a<w R

clear ipv6 mld snooping

E]:3] MLD A X—¥ > 7 DiE#REZ 7 VT LET,

VBT R clear ipv6 mld snooping f{unknown—data f{all | vlan VZAN-ID | group
GROUP-ADDRESS} | statisties {all | vlan VZAN-ID | interface
INTERFACE-ID} | groups {all | GROUP-ADDRESS [vlan VLAN-ID]}}

INTG R —H— unknown-data : V A F—FRIEOLFXx A NI NA—T% 27 VT LET,
all : EBELLEMD AX—E L FERET T YT LET,
vlan VIAN-ID : & D VLAN TOMLD A X — > 7 E#REZ 27 V7 LE T,

group : FFED~NLF X ¥ A N NL—7D MD AX—E L TIERE 7 VT
LE9,

GROUP-ADDRESS : MLD A X — ¥ > JI§# A2 7 V7 T 5~V TFF ¥ A KT /—
TERELET,
statistics : MLD A X— B VO EREL 27 VT LET,
interface INTERFACE-ID: 8 E L72AR— b D MLD A X —E U F#EHE#R %
JIVTLET, A F—T7x2—A ID X, UTOWTHNNDNRT XA —H—
THEELET,

o port: fRELI-A— FOKEEREZZ VT LET,

» port—channel : FEE L7=AR— FF ¥ 2L OHHEREZ 7 VT LET,

groups : MLD AX—E L 7 DX AF I vz M) —% 27 )T LET,

T 7 4k 2L

awy FE—NK FMEFATE—

F7 4L Loyl s 12

FERHEDODHA RFGA4Y | Ravwr NiF, MD AX—E L 7O&FEEREZ 7 V7 LET,

5 B
TRTCOY AT —FREDONVT XY AN N—TEWEETDHHEERLET,

# clear ipv6 mld snooping unknown-data all

#

TRTOMD AX—¥ U ViR E 27 V735 HikERLET,

# clear ipv6 mld snooping statistics all

#

HAFI I MDD AX— L P N—TDxy N —% 27 VT 5 5EERLET,

# clear ipv6 mld snooping groups all

#
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7T LAYv—2MfE | 713 A—rEX2VTFT4—av R

1.13 R—brEF2YF4s—av>F

R—brEXx=UT 0 —HETIH., N— MR CTRAEGEEZHIRLETS, R—bteXFa2V T4 —%F
LR —RNTIIAT U IO T7 L —Lb 522 ET5E, EEIIR—FEX2) T 40 —0OEFH
F—7)V FIZ MAC 7 L2 &34k LET, FFT — 7L L TH—FR— FOFTE MAC 7 R L 2ED R K

%

BRI E LIRIE T, RBEBRD I FA T b DT7 L—bEZET DL NER) REBIZRY, #%
HY D7 747 hOwEEE RETERVEE) & LTRVWET,

R—btEXa VT —avr REZHUTHIET HNTA—F—D—Ex2UTORIIRLET,

a<w K

av s RENTA=F—

port—security limit
global

port—security limit global NUMBER

no port—security limit global

switchport port-—
security

switchport port-security [mode {delete—on—timeout | permanent} |
aging {time MINUTES | type {absolute | inactivity}} | maximum
NUMBER | violation {protect | restrict | shutdown}}

no switchport port—security [mode | aging {time | type} | maximum
| violation]

switchport port-—
security mac—address

switchport port—security mac—address [permanent] MACADDR [vlan
VLANID]

no switchport port—security mac—address [permanent] MACADDR [vlan
VLANID]

show port-security

show port—security {address | interface INTERFACE-ID}

clear port—security

clear port—security {all | address MACADDR [vlan VLANID] |
interface INTERFACE-ID}

#Ha~y FOFFMAZLLTIZHHLET,

port—security limit

global

HH

A= htX=2UT 4 —HRED VAC 7 N L RHIIRID 7' — LR E 2470
£7., 774/ FORECHETITIE, no BRELEH L £,

VBT R

port—security limit global ANIMBER
no port—security limit global

7S5 R — B —

NUMBER : MAC 7 R L A DOill[R¥ % 1~12888 OFiHTHREL £7°,

F7 %V E

72 L (HIFR7Z2 L)

a<wy KE—F

7 —/NVEREE— R

FI7F+V L L

LUl 12

EHEDTAL KFA4

Ka<r RiE, A—reX=2 U7 0 —IED MAC 7 N L AHI[RED 7 v —
PIVEREEITVET,
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7T LAYv—2MfE | 713 A—rEX2VTFT4—av R

i B
R—brtEx= VT 0 —OBETF] MAC 7 RL RO 7 a— S )LERER 1000 [ZRET A HFEE R LET,

# configure terminal
(confiqg) # port-security limit global 1000
(config) #

switchport port—security

HH R—=btX2V T —HEOR—FOREEITVWET, T 74/ FORE
WZERTIZIE, no B EMEH L E7,
VBT R switchport port-security [mode {delete—on—timeout | permanent} |

aging {time MINUTES | type {absolute | inactivity}} | maximum
MMBER | violation {protect | restrict | shutdown}}

no switchport port-security [mode | aging {time | type} | maximum
| violation]

NIRA—HF — mode : FEH L7y FU—DE—REFRELET,
delete-on-timeout : FE - U —ZBIRIFE = b Y —L LET,
permanent : FE T MY —%&KHt b —& LET,

aging : Mi[RffE& = b —Dx=—Y U VEEMEZFRE L £7,

time MINUTES : =— 2 J Wi (57) & 0~1440 OHiPHTHE L £7,
type : HIfRfS X N —Do—V U VO FREARELET,

absolute : f5E L7 AR CHEIRZI L £,

inactivity : ¥ E L7=HIE, 7L —LA&2ZELARAWEAICED LET,
maximum MMBER : R— h&7= 0 OR— hEX o YT ¢ —ORKFE MAC 7
R L 2 %% 0~32768 O THEE L £77,

violation : ESIRRED T 7 v a v HFEE L £,

protect : [EH CERWVIBEA T X THIEL £,

restricted : G CERWVWEEL T X THELET, IV ¥ —I1l5E
L. B 7 OEEITWET,

shutdown : ;"— K % Error Disabled JREEIZ L FE T, v 7 DiekE T\ E
7

T 7+ b TRTCOR— N TES), /37 A —F —[ mode: delete-on—timeout,

aging time: 043 (ZRZHL72VY) . aging type: absolute., maximum: 32.

violation: protect

a<wy REeE—F A H—T 2 —RAFKETET— K (port, range)

F 7 FIV R L_L L~UL 12

FEREDTA TG4y | Ka~v Nid, A—beX=2 U7 0 —HKEOR— FREZITWVET, N7
A—H—FRELRVGE, BELEA—FTCOR— X2 U7 4—0
gE (A%h, 2 ZRELET,

A—hEeXa DT 0 —HETHEE LZ MAC 7 RLAERITA— X2V
T4 —EHT T g SN ET, = MU —DOHIRIZ, mode /NT A —
Y —TCHRETL2EMEE— KL, aging NT A—F—THEShL -V
7HR, ==V TR Lo TIRESNE T,
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7T LAYv—2MfE | 713 A—rEX2VTFT4—av R

55 A -
A—hF 1/0/2 THR—FrEF 2T —ZFFH L, 773 3% shutdown ICRET D HiEERLET,

# configure terminal

(confiqg) # interface port 1/0/2

(config-if-port) # switchport port-security

(config-if-port) # switchport port-security violation shutdown
(config-if-port) #

switchport port-security mac—address
HEY AR—rtEXa2 V7 s —EO= N —Z2FETRELET, = MY —
ZHIFRT 2121, no B EFH L £,

VIRFY TR switchport port—security mac-address [permanent] MACADDR [vlan
VLANID]

no switchport port-security mac—address [permanent] MACADDR [vlan
VLANID]

INTGRA—HF— permanent : KFi T b U —ZEEGFELFE T,
MACADDR : 8%+ 5> FU—DOMACT RLAZIBELET,
vlan VIANID: B$k4 5> b U —d VLAN Z$5E L £,

F7 )V b L
o<y RE—F A B —T7 =2 —AFKETE— K (port, range)
FI7H VL Loyl o: 12

FEREOTA RTAY | Kaxr NE A—rEFxa2 74— M) —Z28BELET, BEL
Ik b —id, T PO ANCE STV T EnERA,

55 B
A—HK1/0/2 THR—F X2V T 4 —OKFir N —&288kT 5 HikE2 R~ LET,

# configure terminal

(config) # interface port 1/0/2

(config-if-port) # switchport port-security mac-address permanent 004066000001
(config-if-port) #

show port-security

EES] R=hrEXa2V 7 —ORERELHR L ET,
VIRFY TR show port-security [address | interface INTERFACE-ID]
INT A —F— address : A" —bEF 2V T 4 —O= ") —ZFK R LET,

interface INTERFECE-ID : R EBE M AR RT DR — b ZHEL £,
INTERFACE-ID Tl%, AT DA T a o Z4RERHRETT,

o port : FEELZAR— FOFREFRLET,

+ range port : f5iE L7 OAR— M DOIEHER R LET,

T 7 4k 2L
avy RE—F TEOa~y RE—F
F7 4L L~UL 1

FERHEDHTA TG4y | Ka~v K, R—beXxa2 )7 0 —HEORESCREZFRLET, 4
T g UERELRWES, TRTOR— FORENFEREINET,
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il FH A
R—h1/0/2 TR—bEF=2UT 4 —OKifix > b —2RERT L HEZ R LET,

# configure terminal

(confiqg) # interface port 1/0/2

(config-if-port) # switchport port-security mac-address permanent 004066000001
(config-if-port) #

clear port—security

HEY A—breFx=2VT7 4 —OHRMFE N —2 27UV T LET,

VBT R clear port-security {all | address MACADDR [vlan VLANID] |
interface INTERFACE-ID}

NI RA—=F— all : T _XCOMRFE N —227 VT LET,

address MACADDR: 7 V 745 h—DOMC T RLAZIEELE£7,
vlan VIANID: 7 V74 5=~ —® VLAN Z#$5E L F1,
interface INTERFACE-ID: 7 V735 h U —%Z2KR—bFTHELET,
INTERFACE-ID TlZ, LI FDOA 7> a v Z#REFHETT,

e port : FBELEAR—TFOZ U N —2 7 U T LET,

+ range port : fEE LT-BEHEOFR— DO v ) —% 7 VT LET,

T 7 4k 2L
a<wy RE—F TEDa~»y FE—F
F7 4L LUl

EHEDTA RFA Y | Ka<xr R, R—rex2 V7 —EEOHIRMNE = M) =22 U7
LET, Ko P —idZz V7 ShEEA,

fd I
R—hrEXa2 )74 —DHRHGEZ M) =2 XTI U T2 EERLET,

# configure terminal
(confiqg) # clear port-security all
(config) #
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1.14 LLDP o< > F

LLDP 2t~ R & F Ik T HNRNTA—=F —D—EEZ LU TFTOERITTLET,

a<w K

av s RENTA=F—

1dp (Z'a— )LEE
£—R)

11dp {run | hold-multiplier VALUE | tx—interval SECONDS | tx—delay
SECONDS | reinit SECONDS]

no 11dp {run | old-multiplier | tx—interval | tx—delay | reinit}

11dp fast-count

11dp fast-count VALUE
no 1ldp fast—count

11dp forward

11dp forward
no 11dp forward

1ldp A > H—T = —
AR EET—R)

11dp {receive | transmit}

no 1ldp {receive | transmit}

11dp subtype port—id

11dp subtype port-id {mac-address | local}

11dp management—
address

11dp management—address [TP-ADDRESS | TPV6—ADDRESS]
no 11dp management—address [IP-ADDRESS | IPV6-ADDRESS]

11dp tlv-select

11dp tlv-select [port—description | system—capabilities | system—
description | system—name]

no 11dp tlv-select [port—description | system—capabilities |
system—description | system—name]

11dp dotl-tlv-select

11dp dotl-tlv-select {port-vlan | protocol-vlan VLAN-ID [, |-] |
vlan—name [VLAN-ID [, |-]] | protocol-identity [PROTOCOL-NAME]}

no 11dp dotl-tlv-select {port-vlan | protocol-vlan [VLAN-ID [, |-]1]
| vlan—-name [VLAN-ID [, |-1] | protocol-identity [PROTOCOL-NAME]}

11dp dot3-tlv—select

11dp dot3-tlv-select [mac—phy-cfg | link—aggregation | max—frame-
size]

no 11dp dot3-tlv-select [mac—phy—cfg | link—aggregation max—frame—
size]

11dp med-tlv-select

11dp med—tlv-select [capabilities | inventory-management]

no 11dp med-tlv-select [capabilities | inventory-management]

11dp notification

11dp [med] notification enable

enable no 11dp [med] notification enable

show 11dp show 11dp [interface INTERFACE-ID [, |-] | local interface
INTERFACE-ID [, |-] [brief | detail] | management—address [IP-
ADDRESS | IPV6-ADDRESS] | neighbors interface INTERFACE-ID [, |-]
[brief | detail] | traffic [interface INTERFACE-ID [, |-]1]

clear 1ldp clear 11dp {counters [all | interface INTERFACE-ID [, |-]] | table

{all | interface INTERFACE-ID [, |-]}}

#Ha~y FOFFMEZLULTIZHHLET,
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11dp (ZFa— 1 LgEEE—FK)

HE

LLDP % 7w —/NVIZENC LET, £/, LLDP O o — SR EZ{TU
F4, T 74N FOREICETICIE, no BRAEEH L £,

VBT R

11dp {run | hold-multiplier VALUE | tx—interval SECONDS | tx-delay
SECONDS | reinit SECONDS}

no 11dp {run | old-multiplier | tx—interval | tx—delay | reinit}

795 R—f—

run : LLDP ® 7 a — N )LEREEF T L E T,
hold-multiplier VALUE : 7x—)v KT % 2~10 O#FPHTHRE L £1,

tx—interval SECONDS : FEHHI72 LLDP 7 L — A D E{E IR FP) 2 5~32768
DOHFIPFHTIRE L £,

tx—delay SECONDS: LLDP 7 L — ADIX(EELERR (7)) 2 1~8192 D#iPH
THELET, LLDP FHROTHNIToND &, THE@EMT 5 LLDP 7
L— L ZXELETN, RELEHRZTEEEZHRE LE T, AT A —
X —|¥ tx—interval @ 1/4 L FIZRET HMLENRNH D 77,

reinit SECONDS : FRAIHMEARE RG] (FD) & 1~10 O THE LET, #
ATV 7 REN R AR L E R AT, I ERE R 258 T 5 2
LTCLUDPEY 22— VOEWEEZLREITET,

F7 %V E

LLDP @ 7' o — S)LERE : #%) . hold-multiplier : 4. tx—interval : 30
. tx—delay : 2 ¥), reinit : 2

a<wy KE—F

Ja—NVEREE— R

Vel AN 2%

L)L 12

EHEDTAL KFA4

Ko< Rt LLDP O — LR EZITWET, 7o — LR EE AL
W23 5%E013 11dp run 2~ REFEHLET, TOMD/ANT A —2—T
1T, LLDP D7 0 — L85 2 —F — % ELET,

BRIV REHD LLDP 7 L — AEEMEORIL, BELOBEET A 2T
@ LLDP 1EHMOAZNMIR (TTL) 2/~ L, (535 LLDP 7 L — ATl L F
T, A= REEIT Ry U — 7 OBEMZ RS EMEE T, BET A R
THR—/L RO EF 8 S LT LLDP 7 L— AZ [ TE W REIT,
LLDP 18N R L £ 97,

it 1

LLDP Z G 5 HiExE R L ET,

(config) # 11ldp run
(config) #

# configure terminal

LLDP O 7R —/V R % 3 ICRET D HEERLET,

(config) #

# configure terminal
(config)# 1lldp hold-multiplier 3

EMM) 72 LLDP 7 L— A O XERIEE 50 IR ET D HFiEa ~ L F7,

(config) #

# configure terminal
(config) # 11dp tx-interval 50
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KRS A ~—%& 8 B

LLDP =2~ K

- 2L~

k_nxﬂi‘a—%)jfif%ﬂf\‘ Li‘a—o

# configure terminal
(
(

config)#

config)# 11ldp tx-delay 8

P EPREERER & 5 R

- =L

CAX E

TEhEERLET,

# configure terminal

(config) #

(config) # 11dp reinit 5

11dp fast—count

HH

e

LLDP-MED @ fast start DO FE{TREIIL%Z X E

FUZIE, no B &AM L £,

LET, 774/ FOREICRE

VIRFY TR 11dp fast—-count VALUE

no 11dp fast-count
NG RA—F— VALUE : LLDP-MED fast start OFEATEIHA 1~10 OFFHTHRE L E T,
F7F b 4

a<wy KE—F

Ja—/NVEREE— R

FI7F+V L L

LUl 12

EHEDTAL KFA4

Ao~ Rix, LLDP-MED @ fast start OEITEIEZZHRE L 9, fast
start X, LLDP-MED XfiaDT /NA ANFEFEIZ LLDP 7 L — L %257 5 &
912, LLDP 7 L — LD EE 2R E IR 0 K L £,

55 B

LLDP MED @ fast start ®ZE4FEEA 10 |

A~

CEX A

T5hEERLET,

# configure terminal

(config) # 11dp fast-count 10

(config) #

11dp forward

HE LLDP 7 L — A RE 2 AN LET, 7 7 4/ FOREICETIZIX, no
EXEMEHLET,

VoEY TR 11dp forward
no 11dp forward

NI RA—=H — 7L

F7 AV H 22

a<y RE—F Ja— N )LEREE—R

T 74V F L)L LoUL s 12

ERLEDOHTA KT

AKa< RiZ, LLDP BiEfeE = AN L9, LLDP D27 o — NLEEMN
M OBRIT, 52{Z L7= LLDP 7 L — A DBV 24T N E 5,

it B

LLDP ik RE 2 AT 5 FiEZ R LET,

# configure terminal

(config) # 11dp forward

(config) #
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| 7.14 LLDP 2= R

11dp (A & —

7 = —AREE— )

HE R—FTO LLDP 7 L —LDEZEFEEZANMILET, BT LHITIE, no
ﬁﬁ%ﬁ%bi?o

VBT R 11dp {receive | transmit}
no 1ldp receive {receive | transmit}

IR A — K — 7L

F7 )V b receive : T XTDHOKR— N THZ)
transmit : X TDKR— h THZD

a<wy KE—F

AV R —T 22— AREET— R

F7 4L

L)L ;12

EHEDTAL KFA4

AKa<r Rit, B—FDLLDP 7 L—ADESZ(ZEOELIEE L £,

it B

A—bF 1/0/1 TLLDP 7 L — A% 155215 Al HE

T2 GEERLET,

C
C

#
(
(
(
(

config-if-port) #

configure terminal

onfig)# interface port 1/0/1

onfig-if-port)# 1ldp receive

config-if-port)# 1ldp transmit

11dp subtype port-id

HH Port ID V7 XA T HBRELET,

VBT R 11dp subtype port—id {mac—address | local}

INTGRA—HF— mac-address : Port ID TLV O 7 % A 7% [MAC Address (3)] IZFEEL
*9, TIport ID] D7 4 —/L KNWMACT RLA Ty a— REInET,
local : Port ID TLV ®# 7 % A 7% T[lLocally assigned (7)| Zfif7 2%
rowEe L9, Iport ID] 74—V FARKR—FFEF T a—F
ShET,

F7 )V b local

awy FE—F AV H—T == ABEE—

F7F L)L L~UL ;12

EHEDTAL KFA4

Kz~ Fid. LLDP OEAGH TLV O MLEBAHEIE TH 5 Port ID TLV @
WHNAZHEE L T, Port ID TLV OIEF#HIX Port ID %7 % A4 7L Port
ID 74—/ RTHRL S, Port ID 7 4 — /L ROFHITRE L7 Z A
IS CTCHBMIZHEESNE T,

55 B

Port ID TLV ®Y% 7 % A 7% mac—address (25X E

T D HEERLET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port)# 1ldp subtype port-id mac-address

(config-if-port) #
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11dp management—address

B LLDP CT® Management Address TLV 1EROBHEZHRELET, RTEE 7V
79I 50, no IAEEH L ET,
VB TR 11dp management—address [/P-ADDRESS | IPV6-ADDRESS]
no 11dp management—address [7P-ADDRESS | IPV6-ADDRESS]
NWIRA—F— IP-ADDRESS : @+ 2% 1IPvda 7 KL AZFRE L £,
IPV6-ADDRESS : @13 2% IPv6 7 KL A& HE L £ 7,
F7 )V b FE L (Management Address TLV (T80 I FL720Y)

a<wy KE—F

AH—T 2 —AFEET— R

Vel AN 2%

L)L ;12

EHEDTAL KFA4

Ko< RiZ, LLDP OEAEHTLY 096, 7Y 3 VOBHEHETH D
Management Address TLV OFZGNILET, /NTA—F—TT7 RL R
PEEELRWES, EEICRELET FUARMEH L CEa LE+ CEE
DT RUANERE SN TWRWGAITEMESNETA),

IPv4/IPv6 7 R L A ZEERTIT no JIEX A2 A L7254 . Management
Address TLV (T S EH A, IPv4/IPv6 7 KL AZFEE L T no %
FHTBHE, M8 T D7 RLAREIMT DT RLANLERASINET,

55 B

AN—bF 1/0/1~1/0/2 ® Management Address TLV % IP 7 KL & 10.1.1.1 THEHMT D HiEEZRLET,

# configure terminal

(config)# interface range port 1/0/1-1/0/2
(config-if-port-range) # 11dp management-address 10.1.1.1
(config-if-port-range) #

11dp tlv-select

HH

LLDP 7 L — A DFEAREH TLV CHATH2NELRTE LTI, T 74/ M
RIIZiE, no BRAMH L E7,

VOB TR

11dp tlv-select [port-description | system—capabilities | system
description | system—name]

no 1ldp tlv-select [port—description | system—capabilities |
system—-description | system—name]

INTGA—F—

port—description : Port Description TLV D&z @A L9,
system—capabilities : System Capabilities TLV OfE¥#R&Z B L E 7,
system—description : System Description TLV DIEH A2 1@E L £9,

system—name : System Name TLV OIF#HZ @A L £,

F7 %V E

HESRL @HETTO TLV @ ESnswn)

a<wy KE—F

AH—T 2 —AFEET— R

FI7F+V L L

LUl 12

EHEDTAL KFA4

Ko< Fix, LLDP OREAEH TLV OIFHRO 5> b, 7 3 v O #
T D 4 FEHED TLV [FE# Management Address TLV Z[R< 47> 3 > TLV)
DEHOBREEITNET, NTA—X—ERELRVEA, 4 FIEOTX
TOF T g TLV OFRN B SN ET,
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5 B
LLDP BEAEHL TLV O A FIEO A7 > 9 o TLV 2+ _R T+ 5 FiEdx R LET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port)# 1lldp tlv-select
(config-if-port) #

11dp dotl-tlv-select

HHJ LwPf M9 % IEEE 802.1 TLV f§#MAFEL£7, 7 7 4/L MIRETIC
\ no ﬁ/‘t%‘f{ﬁﬁﬁ Li—g—o
VIRFY TR 11dp dotl-tlv-select {port-vlan | protocol-vlan VZAN-ID [, |-1 |

vlan—name [VZAN-ID [, |-]] | protocol-identity [PROTOCOL-NAME]}

no 11dp dotl-tlv-select {port-vlan | protocol-vlan [VZAN-ID [, |-]1]
| vlan-name [VZAN-ID [, |-]1] | protocol-identity [PROTOCOL-NAME]}

NI RA—H— port-vlan : Port VLAN ID TLV Z#3%(E L ¥,
protocol-vlan : Port and Protocol VLAN ID(PPVID) TLV Z%fE L £,

VLAN-ID : $87E L7~ TLV O TEE4 % VLAN Z35E L E£9., fHE LW
BA . T_TO VLAN OfE#E2mm LET,

vlan—name : VLAN Name TLV ZiE{E L9,
protocol—identity : Protocol Identity TLV ZiX{Z L ¥ 9,

PROTOCOL-NAME - Protocol Identity TLV THEBHIT A7 Fa/LZfEELE
T AR CFINILL T DO EEBY T,

» eapol : Extensible Authentication Protocol (EAP) over LAN
* lacp: Link Aggregation Control Protocol
e stp: A=YV —Tnm han

7u ha)LEREELRWES, FEEOT_RToOT e bavzi@mml 1,

T 7 4k FERL (T IEEE802. 1 TLV IFi@EN S u7e0)
a< v KE—F AV B —T 2 — AREE—R
F7 4L Ll 19

FEHEDODHA RS54y | Ka~> R, TEEES02.1 TLV O@E DO EEITVET,

55 B -
AR— Tk 1/0/1 T#7FE TEEE802. 1 TLV D@ 2 AN+ 5 HiEZ R L £,

configure terminal

onfig)# interface port 1/0/1

onfig-if-port)# 1lldp dotl-tlv-select port-vlan
config-if-port)# 1lldp dotl-tlv-select protocol-vlan 1-3
config-if-port)# 1ldp dotl-tlv-select vlan-name 1-3
config-if-port)# 11ldp dotl-tlv-select protocol-identity lacp
config-if-port) #

C
C

#
(
(
(
(
(
(
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11dp dot3-tlv-select

HE

LLDP Ci#&3 % IEEE 802.3 TLV ff#AFEE L ET, 7 74/ MIRETIZ
1L, no FEXAMEH L F9,

VOB TR

11dp dot3-tlv-select [mac—phy-cfg | link-aggregation | max—frame—
size]

no 11dp dot3-tlv-select [mac—phy-cfg | link-aggregation | max—
frame—size]

7S5 R —f—

mac—phy—cfg : MAC/PHY Configuration/Status TLV Z3%{E L £,
link-aggregation : Link Aggregation TLV Z1%{E L £,

max—frame—size : Maximum Frame Size TLV Z&E L E£ 7,

T 7%k

FER L (T IEEE802. 3 TLV IFBEN S 7))

a<wy KE—F

AH—T 2 —AFEE— R

Vel AN 2%

L)L 12

EHEDTA KFA4

Az~ RNi%, TEEE802. 2 TLV D@ DO EAITWVE T,

55 B

AR— |k 1/0/1 T MAC/PHY Configuration/Status TLV D@ % H&h4 5 HiEE R LET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # 11ldp dot3-tlv-select mac-phy-cfg

(config-if-port) #

11dp med-tlv-select

HH

LLDP Ti#l%19 % LLDP-MED TLV {E#AZHEELFI., T 74/ MIETIZ
IZ. no B &AL 9,

VOB TR

11dp med-tlv-select [capabilities | inventory-management]

no 1ldp med-tlv-select [capabilities | inventory-management]

IRTA—F— capabilities : LLDP-MED Capabilities TLV Z3%{E L £,
inventory—management : LLDP-MED Inventory Management TLV % %{Z L F
7,

T 7 4k FER L (FTO LLDP-MED TLV [Zi@E1 Su7eu)

a<vy KE—FR

AV B —T 2 —AREE—R

F7 4L

L)L 12

ERLEDOHTA KT

U

RTEHZITUVVE T, Capabilities TLV
W B3GR — ¢ LLDP-MED (2%

A=< R, LLPD-MED TLV Oi@%1dD
DOEMETNTDHE, MMORE
s LER A

it B

AR— K 1/0/1 T LLDP-MED Capabilities TLV O A HENT 5 HiEEZ R LET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # 1ldp med-tlv-select capabilities

(config-if-port) #
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11dp notification enable

HE A— hTO LLDP, LLDP-MED DA > FFEAIC LD SNIP T v FE 24
ML ET, BhicT i, Aa~> FOno IBAEMEH LT,
VYT R 11dp [med] notification enable
no 11dp [med] notification enable
NFGRA—H— med : LLDP-MED S HMKREZ G2 T D5 G IR E L £ 7,
F 7+ E M7 (LLDP, LLDP-MED A X2 Rk CTSNMP F 7 v 7 &5 L7a\Y)

a<vy KE—FR

AV B —T 2 —AREE— R

FI7F+V L L

LUl 12

ERLEDOHTA KT

AKa<r Rix, EELEAR— FTLLDP & L <% LLDP-MED DA X k233
ELTZBRIC S\NMP kT » 7 CiRET HHEBEEZ A N2 L £ 9, snmp-server
enable traps =~ K LLDP(LLDP-MED) A X hCTD b T v T @ED 7
0 — NVEREEAINCT DHENRDH Y 5,

55 B

AR— Tk 1/0/1 TLLDP MED A X "FEAERED SN\NMP kT v IR E G T A HEEZ R LET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # 1ldp med notification enable

show 11dp

HH

LLDP O ERCIH AT R L E T,

VOB TR

show 11dp [interface INTERFACE-ID [, |-] | local interface
INTERFACE-ID [, |-] [brief | detail] | management—address [/ZP-
ADDRESS | IPV6-ADDRESS]) | neighbors interface INTERFACE-ID [, |-]
[brief | detail] | traffic [interface INTERFACE-ID [, |-]]

S5 R —f—

interface INTERFACE-ID: LLDP I§#A R -T HAR— b EtEE L E7,
local : N— hTEE L7- LLDP O ai Az Fr L7,

brief : BEEIFHZF R L £,

detail : FEMIEHRAR R L £ T,

management-address : ‘FHT N AfFHAE2FR R~ L ET,

IP-ADDRESS : 1§ %&£ T HIP T RLAZEELET,
IPV6-ADDRESS : 1% &9 5 IPv6e 7 RLAZHEE L £7°,

BB XA 20 LLDP 1@ &2 £R L £,

traffic : LLDP OftFHEHRZ FR L £,

neighbors :

F7 %V E

L

a<wy KE—F

TEDa~vy RE—FR

FI7F+V L L

L~UL 1

EHEDTAL KFA4

Ko< Kid, LLDP O ECREIZET A HERAER R LET, NT A —
H—HfRELRWEGA., 7ua— "L Es R LET, brief b L IE
detail Z i H L7aWGA . HEHEEH (brief LV M) 2 FRLE T,
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(CEITIR
LLDP O 7 a — SVERGEAFRT D iR LET,
# show 1lldp
Chassis ID Subtype : MAC Address
Chassis ID : FC-6D-D1-55-68-20
System Name : Switch
System Description : APLGM220GTSS Gigabit Ethernet L2 Switch Ver.2.00

.00
System Capabilities Supported: Repeater, Bridge
System Capabilities Enabled : Repeater, Bridge
LLDP-MED System Information:

Device Class : Network Connectivity Device
Hardware Revision : A

Firmware Revision : 1.00.00

Software Revision : 2.00.00

Serial Number :

Manufacturer Name : APRESIA Systems, Ltd

Model Name : APLGM220GTSS Gigabit Ethernet L2
Asset ID :

LLDP Configurations

LLDP State : Disabled
LLDP Forward State : Disabled
Message TX Interval : 30

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

AR— K 1/0/1 ® LLDP REZXF T HHEEZRLET,

# show 1ldp interface port 1/0/1

Port ID: Portl/0/1

Port ID :Portl/0/1
Admin Status :TX and RX
Error disable :Disabled
Notification :Disabled
Basic Management TLVs:
Port Description :Disabled
System Name :Disabled
System Description :Disabled
System Capabilities :Disabled
Enabled Management Address:
(None)

IEEE 802.1 Organizationally Specific TLVs:

Port VLAN ID :Disabled
Enabled Port and Protocol VLAN ID
(None)
Enabled VLAN Name
(None)
Enabled Protocol Identity
(None)
IEEE 802.3 Organizationally Specific TLVs:

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
#
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A— b 1/0/1 @ LLDP #EIEHROFEMIG S 2 Fon T 5 HiExd R~ LE7,

Port ID: Portl/0/1

# show 1ldp local interface port 1/0/1 detail

Port ID Subtype
Port ID
Port Description

Port PVID
Management Address Count
(None)
PPVID Entries Count
(None)
VLAN Name Entries Count
Entry 1 :
VLAN ID
VLAN Name

Protocol Identity Entries Count
(None)

MAC/PHY Configuration/Status
Auto-Negotiation Support
Auto-Negotiation Enabled

Auto-Negotiation Advertised Capability :
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

: Local
: Portl/0/1
: APRESIA Systems, Ltd. APLGM220GTSS

HW A firmware 2.00.00 Port 1 on
Unit 1

01
: 0

01
: default

: Supported
: Enabled

6c01 (hex)

LLDP DT N LA E Fr T 5 HEE2 =L ET,

# show 1lldp management-address

Advertising Ports -

Advertising Ports I

Total Entries: 2

Address 1 : (default)
Subtype : Ibv4
Address : 10.5.2.77
IF Type : IfIndex
01D :1.3.6.1.4.1.278.1.42.3

Address 2
Subtype : Ipvé
Address : 10.5.2.77
IF Type : IfIndex
01D :1.3.6.1.4.1.278.1.42.3
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AR— bk 1/0/18 DR ERE 2 KT — N THRFR T D HikaR LET,

# show 1ldp neighbors interface port 1/0/18 brief

Port ID: Portl/0/18

Remote Entities Count : 1

Entity 1
Chassis ID Subtype : MAC Address
Chassis ID : FC-6D-D1-A8-DC-10
Port ID Subtype : Local
Port ID : Portl/0/18
Port Description : APRESIA Systems, Ltd. APLGM220GTSS
HW A firmware 2.00.00 Port 1 on
Unit 1
#

Ja—/N)VLIDP N7 7 4 v 7 EWmEFRRT D HEERLET,

# show 1ldp traffic

Last Change Time : 1910843

Total Inserts 01
Total Deletes 0
Total Drops : 0
Total Ageouts 0

#

WELAR— K 1/0/1 @ LLDP #atE M = FKnd b Hikx R~ LE£7,

# show 1ldp traffic interface port 1/0/1

Port ID : Portl/0/1
Total Transmits 0
Total Discards 0
Total Errors : 0
Total Receives : 0
Total TLV Discards : O
Total TLV Unknowns 0
Total Ageouts 0
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clear 11dp counters

HH

LLDP 1% 7 U 7 LE7,

VBT R

clear 11dp {counters [all | interface INTERFACE-ID [,|-1] | table
{all | interface INTERFACE-ID [, |-1}}

clear 11dp counters [all | interface INTERFACE-ID [, |-1]

INTGA—F—

counters : LLDP #itHE#HAZ 27 V7 LE 4, A7 a vV E2HEELRWEAIX
ra—UEEHE#RE 27 V7 LET, all 2 E LGS IET X ToR—
N OMEHEH & 7 — S UEERE 7 VT LET,

all : T R_RTOR—FDOLLDP FE#HREZ 7 VT LET,

interface INTERFACE-ID: LLDP 1§#%& 7 UV 7T 52X RDOR— M E2fEEL F
7,

table : [T NA 2D LLDP E# A2 27 V7 LET,

T 7 4k

L

a<wy RE—FK

KibERITE— R

Vel AN 2%

L)L ;12

EHEDTAL KFA4

AKa<r Rix, LLDP 1H#HE2 27 V7 LEd, RTIA—=FZ—THh— rE2EET
Bl REAR— ML LLDP [FEWA 7 V7 SnET,

55 B

T _TCO LLDP k& HRZE 7 UV 7T 5 HFiEE R L ET,

# clear 1ldp counters all

#

TRCOMEET NA ADOLLDP a7 V745 HkERLET,

# clear 1lldp table all

#
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| 715 R—hUV X H v havwr R

1.15 R—

UK B2 SV M= i SV

R—brVZZ NI 2 HOR— N/ R—= b F ¥y RXNVORXT ZHEH L, TNENT 7T 4T EAZ
NAELTENES S Z 8T, G LA v—2 ILROEMN ZEHT HWETT, N—FUF X b

DOLTIX T V—7 1D TS, —HOR— N/ R—+rFxxLZ27I714<Y
WCRELET, B XY —
9,

HY—
BIEICHEASND LI

—lZ, bO)—FHExth
X, 794~ —DR— K R—FF v IANRTT L LA

R— N U X2 MEREIT Ver2. 01. 00 I THAR— N LTWET,

R—hVHZ o Z o havwy REFNICHINT DT A= —D—

Rzl FTORIRLET,

a<w R

av s RENRTRA—H—

redundant group—
number

redundant group—number GROUP-ID {primary | secondary}

no redundant group—number

redundant group-—
number preempt

redundant group—number GROUP-ID preempt {disable | delay TIME}
no redundant group—nhumber GROUP-ID preempt

redundant mac-—
address—table—update

redundant mac—address—table—update count COUNT

no redundant mac—address—table—update

redundant fdb—flush

redundant fdb—flush {send enable count COUNT | receive enable |
vid VLANID | dst-mac MACADDR}

no redundant fdb—flush {send enable | receive enable | vid | dst-
mac}

show redundant

show redundant [portbase]

Ha~y FOFFMAZ LU FIZHHALET,

redundant group—humber

HE

R—=FVEUE L NOTN—TIZED Y TET, TA—TNELHIRT I

(X, no a2~ FaMMHLET,

PR

redundant group—number GROUP-ID {primary | secondary}

no redundant group—number

NG RA—H— GROUP-ID : IR— Y BB hD T N—7ID(1~32) ZfaE L £,
primary : R—hU XU X DT TA <V —IZHRELET,
secondary : "R— hU X H U vDOBH XU —ITHRELET,

774V b 2L

o<y RE—F A B —T 2 —ABEET— K

FI7F+ IRV L~Ub ;12

ERLEDOHTA KT

RKa<wr RiE, A= bR = FF ¥RV HE X TN —T%EID Y

T, 794 =V —b L3 o XV —CEELET,
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T LAYv—2MfE | 7156 R—FrU X X havw R

il 1

ZOHTIE, R—F1/0/1 ZNEINAN—T1DOT7IF5A4 <V A Z—Tx—AEL LT, "—h1/0/2 %
v F VAL =T 22— AL LTRET D EEZRLET,

# configure terminal

config-if-port) #

(config) # interface port 1/0/1

(config-if-port) # redundant group-number 1 primary
(config-if-port) # exit

(confiqg) # interface port 1/0/2

(config-if-port) # redundant group-number 1 secondary
(

redundant group—number preempt

HEY R—=hV X H L OT V2T b= RERELET, REEZT 7 4V
MZRETICIE, no a2~y REEHA L £,

VoEY TR redundant group—number GROUP-ID preempt {disable | delay 77MFE}
no redundant group—number GHROUP-ID preempt

ING A —F— GROUP-ID : IR— RN Y BB vD 7 N—TF ID(1~32) ZfE L 7,
disable : 7’V =7 b E— RE T LE T,
delay 7IME: 7V =27 NE— REZAMMI LT, BIEX A ~v— ()% 0~
300 DHFIPH CHE L £ 7,

F 7%V b 7Y =7 hE— RIZHEL), delay (207

a<wy KE—F

7 —/NVEREE— R

F7 4L

L)L 12

EHEDTAL KFA4

Ka<w Rt 7V hE—RE2RELET,

TV T RE—RE, BB F =TT A< =~ EY 21T
IFE—RERLET, V=7 NE— RBREYGOGE, B XU —N0
TIT 47 (BEICEHASILTWDLIREE) (hdd, T0®RT T4~ —
WY T7 7 LTh, B AV —IHAERA U TEHNFETTY
VTN ROBREELEETHETT 7T 4 7OREE ML, T4~
V=3B o XV —NT 7T 4 TOMIZAKX A (@@BEICHEHITY
ZRUNREE) OIRREICAR D 4, TV =T = RRAERIOBAE. T4
V=RV Ty THE BIEY A ~—OREAREE L2k, b L<
7V M E— ROBREEEELERZIL, 794~ V—=BT 7T«
TV EDLY BhH U H ) =T AF RNAIZREY £,

55 B

R—=RMVEZE " ITN—TF D1 DT )T R E—REAMNIL T, BIEX A ~—% 10 BICRTE

TOhEERLET,

# configure terminal

(config) # redundant group-number 1 preempt delay 10

(config) #
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redundant mac-address—table—update

HRY R—=RUFUH L D MC T RUAT—TVEH o b OEEHERE & %
ELET, 774N MIETICE, noa~vr REMHEHLET,

VIRFY TR redundant mac—address—table—-update count COUNT
no redundant mac—address—table-update

NWIA—F— count COUNT : MAC 7 RV AT —T7 VHH N v b DOREHEREZ AL
T, ¥EETH MAC 7 FLAT—TVEH T v bOE 1~3 O TH
ELET,

T 7+ b 2

a<wy Fe—F Ja— )R EE—FR

F 7 FIV FL_L LUL s 12

EHEDTA KFA4

R—=RNVZH o OU 0 EZMTbNT-5HA. VA Y—1/2 L~ULTOD
REBEREP AR INTZE LTH, BEHIZTXTOMEENEFIZIThi
%R FHA, BRI EOBET NA ARK A TRDO MAC 7 KL AT —
TNOxT N —=PRBEGEREICHR S TN > T nga, =
NU—DNEHH LIZRDTHETCITZYTH o N —&5G T2k
F7 4w ZIXEFIIFRERELFEFE A

AKawr R, R—h) X Z0 hOYIDEZRERIC, AL v TFNEY
LTWAHMAC 7 RLAT—7 D b —|Z8EENTWS MAC 7 KL
AEEETETHry N MAC 7T RVAT—TNVEHF Ny b)) &, T
TT 4TI BooTAR— M bEEFLET, kD, R Lo
BFNALATOMCT RLAT—T7 L OEFMEESNE T,

MAC 7 RV AT —T)VHEH /N v FORFREEAESCT & MAC 7 KA
T—TIVNEFSNAHEEEN T ELETN, RERNT 7 4 v 7 O8N
bR ETOT, 2y NU—2Z S U THEEIREZRE L T ZEEWN,

it B

MAC 7 RLAT =T VRGN v bOKEZAZNI L, HMEREE 3BICRET 2 HEEZ R LET,

# configure terminal

(config) #

(config) # redundant mac-address-table-update count 3
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R—hYFoF o haxw s R

redundant fdb-flush

HE

R—=hUVFZLH L RTOFB 77 vy a?Zb—ADOREEITOET, 7
74V MIRETIZE, no 2~ REHHLET,

VORI A redundant fdb—flush {send enable count COUNT | receive enable |
vid VIANID | dst-mac MACADDRY
no redundant fdb-flush {send enable | receive enable | vid | dst-
mac}

NI RA—F— send enable count COINT:FDB 7T v 27 L —A(GR— R U XU H L)
DEEWIEEZENCL T, EET7L—2E 1~3DHFATHEELET,
receive enable : FDB 77 v a7 L—A(GR— MU X &2 b)) {500
EHMMCLET, ZERICVMAC T RLAT—T VD7 U T H#{T0ET,
vid VIANID :FDB 77 v a7 b—Ah(R—hNU XX N THASND
VLAN % 7”0 VLAN 1D Z457E L £,
dst-mac MACADDR:FDB 75 v a7 L—AL(GR— KU Z L Z 2 ) ikl
HEEYEMAC T FL A& EFRL £,

F7 4k 2

a<wy RE—F Ja—/N)VEREE— R

F 7k LL L 12

ERLEDOHTA FTA

Kawr RNiE, R—r VXX HO FB 75 v a7 L—ADEZ(E
CBT AREEITVET, ZOBREIL. MAC 7 FL AT —T AEH 7 v
FERUL I BED Y BEOBERK EOTSAL A TD MAC 7 RLAT—7
NEFEHFTLHEDICHALET, FDB 77 v a7 L— Ak EHEE %
THE, VB ZNBELLEZBICB 77 vy a7b—5h (R—KhJ X
b)) ZEETLILENTEET, FIB 77 v a” b—A%{EHEE

BT HE, FIB 79 v vaZl—A (KR—hNUXLUEU N #%EL
TEBSICMAC 7 RL AT —F D7 U T TV ET,

MAC 7 RV AT =T NNy FTOHEFERZRY | FDB 77 v a”
=L (R=hUZZR) TOERTIBE/RE LOT /A ZARH—
MU MERRICHISE L TV DRER DD £,

FDB 77 v a7l —Ah (R— MU XX ) X, EEICHE RS
HeMAC 7 RLAT#BILE 4, LOR— Y o Z 0 hxfiokkss & Edh4
BT OITIZIEDOSESE MAC 7 KL AZRETHMENRNH Y £5, £/, &
B35 FB 77vvaZlb—A (KR—=RUXZ b)) 12 VLAN #7708
VTG-SV ET, VLAN ID ZFRE L2 WEE, 0 BMEH S ET,

55 B

R—RNY XX FDFB 7T v a7 b —ADREEITY HiEA R LET,

# configure terminal

(config) # no redundant mac-address-table-update

# redundant fdb-flush send enable count 1

# redundant fdb-flush receive enable

# redundant fdb-flush vid 100

# redundant fdb-flush dst-mac 01-40-66-4B-09-71
#
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R—hYFoF o haxw s R

show redundant

B R—hUEH hOEFEREFRRLET,

VUoBEY TR show redundant [portbase]

INTG A — 2 — portbase : "— MU XX FEHELTEAR— MELIFAR— FF ¥ HLD
HHREZRRLET, B LIEGAIL, 2EROFHRPRRINET,

77 &V 2L

a<wy RE—FK

FTEDa~vy RE—FR

FI7F+V L L

L~UL 1

EHEDTAL KFA4

AKa<r Fid, A—=F ) Zo 7 MERICEES DR E2FR L ET,

it B

R—FYZ 2 MEREORKRDIER T TR T HHEEZ R LUET,

# show redundant

Mac-address-table-update

FDB-flush send
FDB-flush receive
VLAN ID

Dst MAC address

a: Active

:Disable

:Disable

:Disable

:0

:01-40-66-C0-4F-44
(port-channel)

r: Ready (port-channel)

D: Link Down d: Link Down (port-channel)

A: Active
R: Ready
C Pre Port
1 8
GrpNo t—————= +
1 1 10 A.......
2 1 - .D......
#

R— b UFF MEROR— FREZFTT D EEZRLET,

# show redundant portbase

Port Status
Portl1/0/1 Active
Port1/0/2 Down

#

GrpNo  Pri/Sec
1 Primary
2 Secondary
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1.16 2 5—Y)>Y¥Ja< F

TV, Ay NS ERBAT AT IV = a DT T a— R E R AL LT,
EDNT 747 ab— LT Ty v T T4 P —ICHEET 5720 DAETT,
TN T avw s REZNICHIET AT A= —D—EHZ L TORIIRLET,

a<w R

awV FENRTFA—F—

monitor session
source

monitor session SESSION-NUM source {interface {INTERFACE-ID [, |-]
[both | rx | tx] | cpu rx} | acl ACL-NAME}

no monitor session SESSION-NUM source {interface {INTERFACE-ID
[,1-] | cpu rx} | acl ACL-NAME}

monitor session
destination
interface

monitor session SESSION-NUM destination interface INTERFACE-ID
no monitor session SESSION-NUM destination interface INTERFACE-ID

no monitor session

no monitor session SESSION-NUM

show monitor session

show monitor session [SESSION-NUM]

Fawy FOFEMZLLTICH M LET,

monitor session source

HE

TV I DI TR ERELET, RELLZI T —xD b LI
TANTZHIERT 5213, no A HEH L £,

VBT R

monitor session SESSION-NUM source {interface {INTERFACE-ID [, |-]
[both | rx | tx] | cpu rx} | acl ACL-NAME}

no monitor session SESSION-NUMBER source {interface {INTERFACE-ID
[ |-] | cpu rx} | acl ACL-NAME}

795 R — B —

SESSION-NUM : X 7 —V > 7Dty a &K ieik 1~4 THRELET,
interface : FEDOR— N TCZELEL N T 74 v 7 23T —mIc LET,

INTERFACE-ID : ¥ RDOKR— R EHRELET, LFOWTNNDI/RNT A —
2 —EEHTEET,

e port i fHRELI-AR—FEIT—mE LET,

+ port—channel : fEE L7z FR— b+ F ¥ X NLE2IT—mE LET,

both : IEZEM F DO/ haI T —ink LET,
rx: ZETry NI T —mE LET,

tx EEATY hEIT—mk LET,

cpu rx : CPUSED /N7y &I 77—k LET,

acl ACL-NAME : X 7 —Jt% ACL CTHREL £,

F7 %V E

L

a<vy KE—FR

a— VT R

FI7F+V L L

LUl 12

ERLEDOHTA KT

RKa<wr RiE, 39—V 7 TOIT—xuaHELET, interface 47
3 > Thoth, rx. tx B E LA WESIT both 2MFAHINLFE T,
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5 B
RT—=U Ty aril TIT—w&ER—F 1/0/2~1/0/4 \Z¥eET D HEEZ R LET,

# configure terminal

(config) # monitor session 1 source interface port 1/0/2-4
(config) #

I5—Y Uy a2 TI T APEMAC 7 7 B2 Y X MIFEET A FEA R LET,

config) # monitor session 2 source acl MAC-Monitored-Flow

# configure terminal
(
(config) #

monitor session destination interface

A # TV LTI T—RERELET, RELHRT 5T no Bk fE
ﬁﬁbi—a—o

VBT R monitor session SESSION-NUM destination interface INTERFACE-ID

no monitor session SESS/ON-NUM destination interface INTERFACE-ID
NG A —HF— SESSION-NUM : X 77—V 7Dty aFEEux 1~4 THELET,

INTERFACE-ID : X 7 —%DOR— &2 ELE T, LTOWThro T
A—H—THELET,

e port : FFEDKR—FEI Tl LET,

» port—channel : i TDOR— b F ¥ FNVEIT—HL LET,

F7F b L
gy RE—FR Ta— N )VEREE—F
FTFIVE L)L L~UL 12

FEREDHA FFALY | Ka<wr NE, 39—V 27072 BELET,

(CO TR
17—V Ty a1l TIT—hER—F1/0/1 IZHRET D HEERLET,
# configure terminal

(config)# monitor session 1 destination interface port 1/0/1
(config) #

no monitor session

HH 5= Ty g L EHIBRLET,

VoEY TR no monitor session SESSION-NUM

NI RA—H — SESSION-NUM : BIfr+ 5335 —V v oty vardbyya Kot 1~4
THRELET,

VAVE i) 2L

a<wy RE—F Ja—rVREE— K

F7F L)L L~UL ;12

FEREDHTA Ry | Kav RiE, 37—V v 7y iarzHlkRLET, 0oty a0
RELTXTHIBRSILET,
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5 B
tylal/E1IOE=F—tya U EHIRT D HEERLET,

# configure terminal
(config) # no monitor session 1
(config) #

show monitor session

HH TNy a rOREEREFRLET,

VBT R show monitor session [SESSION-NUM]

NIA—H— SESSION-NUM : v 57—V v 7y aZHRELET,

VAVE i) 7L

a<wy RE—F EEOa~v FE—F

F7F L)L LUL ]

FEREDHA RIALY | Ka<wr Nk, 37—V 7y vaoREEREERLET, B
arBRBEEELRVGS, TRTOIT—D Ty v UBRRRE
nET,

5 B
vyl ar®F10IT—Y ey g OREEFRERTTAFEEZRLET,

# show monitor session 1

Session 1
Session Type: local session
Destination Port: Portl/0/1
Source Ports:
Both:
Portl1/0/2
Port1/0/3
Portl1/0/4

Total Entries: 1

#
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R"— b7 9 = R

AETIE, A— 77 BRI D LR EaT~ Y RIZOWTEHLET,

AMEE THALT 2R — N7 7 & ZFEEIE MAC 7 R L 2~ — ZF8EFE (MAC #83F) . IEEE802. 1X ZXFF, Web 7
TP X HFEEWeb FBEE) O 3 FENH Y £, 26 OFREEIL. AccessDefender &\ 9 ERGFSE
A CHIEA T DI E T,

8.1 AMAa< > F

AA 1T, WERAR— IO 2 — L ~D—HF—DT 7 ' A% L Cax—H —D3REFE (Authentication) <2
HEFR D5 7E (Authorization) . H— B AF|HIRIL DO FLEk (Accounting) 72 SBT3 AR 2 $20L+ 25 7
L— AT —27 T, IR— N7 7B AL AMA B 2 — L CHEMES N ARRRIC L W EBLL £,

AMA <2 REZUCKHIET DT RA—H—D—EZ U TFTORIRLET,
o< K aw s RERTFA—F—

aaa new-model aaa new-model

no aaa new—model

aaa authentication aaa authentication login {default | LIST-NAME} METHOD1
login [METHOD2. . . ]
no aaa authentication login {default | LIST-NAME}
aaa authentication aaa authentication enable default METHOD1 [METHODZ... ]
enable no aaa authentication enable default
aaa authentication aaa authentication {mac—auth | dotlx | web—auth} default METHOD1
[METHODZ. . . ]
no aaa authentication f{mac—auth | dotlx | web—auth} default
aaa authentication aaa authentication control sufficient {web ID | mac | login}
control sufficient no aaa authentication control sufficient {web ID | mac | login}
aaa accounting aaa accounting {commands LEVEL | exec | network | system} {default

| LIST-NAME} {none | {start-stop | stop—only} METHOD1
[METHOD2. .. ]}

no aaa accounting {{commands LEVEL | exec} {default | LIST-NAME} |
{network | system} default}

accounting accounting {commands LEVEL | exec} {default | METHOD-LIST}

no accounting {commands LEVEL | exec}

show aaa show aaa

Ha~y FOFFMAZLU FIZHHALET,
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| 8.1 AMMA <= R

aaa new-model

HE AMAEY 22—V EFIZLET, BT HI2IE, no IBAMEH L £,
VBT R aaa new-model
no aaa new-model
NG A —H— 2L
7 7 %V b i)
a<wy RKE—F 7=V EE— R
varZ Vi A Naa % LUl 15

EHEDTA KFA4

AKa<wr RiZ, MA B a— L E2ENILET, A EY 2 — L EHEHIC
TAHE, EBOR A UHIEY AMA T Y 2 — AR L TiIThlE T,

55 B

AMAFEREZ BN T D HiEE R LET,

(config) #

# configure terminal
(config) # aaa new-model

aaa authentication login

HH

1:17\\/]) /munE@jﬁ‘ﬁ%ﬁ&hﬁ;Lij—o 13’74’ /wuul“tjjﬁ%fﬁUH—aaé j: no
avy REMHALET,

VE IR

aaa authentication login {default | LIST-NAME} METHODI
(METHODZ. . . ]

no aaa authentication login {default | LIZST-NAME}

795 R —f—

default : @ 27 A VDT 7 4+ O F R (default) ZHELET,
LIST-NAME : vt 7' A VERGFED 22— —EHZRD TN AR ELFT,

METHOD1 [METHODZ. ..] : default & L<F=—W—EFDOr 71 L HD
FITHEEZY) A N TRELET, %Mﬁfl~4o@ﬁ&@ﬁﬁAbﬁ%
BekLET, HFECIIUTONRT A= —%2 T2 ENTETET,
o local : z— /LT —HZX—Z (username A~ RCEEELI-a /A
a—Y—)Tr s URAEEITVET,
« group radius : ¥—/N—72" L —7 radius TE&
I N—T CHRIEEATVET,
s group tacacs+ : ¥—/N—2 )L —7 tacacs+ TE
IN—= T N —T CRIEEITVET,
« group GROUP-NAME : %% LTc—/"— 7 ) —7 CERAE LTV E T,
* none : =—W—%FFRILE T, AN L7 N CRRAHER S iz
TR LER A, EECTREDOFIEE LTHERLET,

X7 RADIUS H—s3—

2% SN 7- TACACS+H—

F7 %V E

default (5217 5741L local D &)

a<wy KE—F

Ja— )R EE—FR

FI7F+V L L

LUl : 15

EHEDTAL KFA4

KnV/Fi 07 A VAR R EFRELET, ZDa~vr RTEEL
Tma—Y—E#zOHTRIL., £ T 14 FPT login authentication =T~
Rz H L“Ciﬁiﬁﬁﬁﬁ“%) ZEMTEET, BBE LY — =T — 7D Ek
SNTWRWES, TOFIEFAF Yy T LET,
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ERBG
= 7’( /utuuiE®T7Zl’/V }\ (defaU1t> ﬁt% H/Eﬂ‘a—%)ji{i%ﬂ_‘ Liﬁ“ jif ']j-"_‘/{”’_‘y\‘/l/"_‘7o groupZ
ntu\uft%ﬂf*)j 73575‘["3 L. méﬁv‘ib\%/ﬁ-ﬂ ‘—77/1/7 RS *’Cmunﬁ%{fﬁjﬁb\i—g—

# configure terminal
(config) # aaa authentication login default group group2 local
(confiqg) #

aaa authentication enable

B #) FitE L~V % BT D556 OFRGE (enable F83FE) O A RE L £9, enable
AR ZHIBRT 212 i no B &AM LE 3,

VUE IR aaa authentication enable default METHOD! [METHODZ...]
no aaa authentication enable default

NWIRA—F— METHODI [METHODZ. ..] : enable s¥GESRDFEITELE U A P TRIE L %

T, FEIENAT 1~4 DO FEOHA GO EEELE T, HIEZIELLTO
T A= —F% T HZENTEET,
e enable : = —H /L5 —H X —Z (enable password 2~ R CTEE LT
XA T — R) T enable FRIEEIT WV FE T,
« group radius : Y—/3— 2L —7 radius TEFE I 7= RADIUS H— 3 —
7/1/"_‘7 C enable ntunﬁ%??b\ij—
« group tacacs+ : Y —/3— 2L —7 tacacst TEF S 472 TACACS+H—
IN—J L—7"T enable FIEEITVVE T,
o group GROUP-NAME : %8k LT — "— 7 L — 7 CERREZ TV E T,
* none : = —HW—%FFRILE T, AN L 72 N CRRAHER S hvi=s
TP LERA, EfETREDOTIEE L THERLET,

F7F b L
a<wy KRE—F Ja— )R EE—FR
FTFIVE L)L L~L ;15

FERHEDHA RFA4 v | Ka~ KX, enable 2~ RTHHEL ~ L% BT 555D enable #RGE
@ﬁﬁ% /Ebi—g— wuuL‘E'ﬁ—‘_‘/\‘_‘VCO)wun X, #%*EI/’\/Vﬁ:}TSLVC:L‘—
P —412 Tenablel2] Tlenablel5] 2MEH I F T,

FIETHRE LY — "= L —7RNEEE SN TWRWEES, 0 HEITA
X7 LET,

T 7 4V R®D enable FRFES R THENBGE I LTV R WA, enable 72
e —H LT —HRXR—Z2 T E T,

0—J V7 — X X—AT enable FRFEZIT I %A, LU T HHER LD
enable /XA U — K35 ﬁéﬂfb‘ézgﬁ‘%@i'ﬁ‘ =L, 3 y—v
TAUTREL UL 15 ITBATT 25613, N AT — RBFREINL TV
< THRBATIERRETT,

55 5
enable FALD F AR TT D HEEZ T LET, ZOHFKTIE, ——F)L—7F group2 TIEFZ TV
e

# configure terminal
(config) # aaa authentication enable default group group2
(config) #
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aaa authentication

HE

R— b7 7 & AGFEMAC #RFE/IEEE802. 1X FRFE/Web #8FE) D H KA E L
97, AR EHIBR T 21213, no WX EMAH L £,

VBT R aaa authentication {mac—auth | dotlx | web—auth} default METHODI
[METHODZ. . . ]
no aaa authentication {mac—auth | dotlx | web—auth} default
RT AL = mac—auth : MAC FEFDO F AT L F T,
dotlx : IEEE802. IX 3RFED A EE L £,
web—auth : Web FEFDO F AT L F T,
METHODI [METHODZ...] :AR— ~7 7 v AZFEHFROFEITHIEEZ Y AT
HELET, EHNET 1~4 DO HEOHMAEDLDEEZRE L E9, HIEIZ
T T DONRT A= —% T ENTETET,
e local : u—H /L5 —HF~X—Z (aaa-local-db user T~ REE LT~
:1‘”_‘4)_ )TT %77?%uu;ﬂ£%f??l/\iﬁ—
+ group radius : Y —/3—7 L —7 radius TEFH I N7z RADIUS P—/3—
TN—TTHR— T 7 v RBFHEEITVET,
« group GROUP-NAME : X%§% LTz — " — 7 N —T CRBAE TV E T,
-fww[ﬂmLMNm]:1~#—%ﬁTLi¢om_%MLkﬁﬁf
) DETETéé’LK T LER A, vian A7 a v 2 ETDH L.
Z—H— ?Ebtwm%ﬂwﬁfé:&ﬁf%iﬁo
?71‘/1/ }‘ ‘j—/\‘\‘(@j«o“— ]\77‘122,3”_‘;&“( local O)ﬁ
gy RE—FR Ta— N )VEREE— R
F 7 IV kL L~UL s 15

ERLEDOHTA KT

ZIK:T-'\?/]\i A= k?nyu»uuﬂz@jﬁ‘Jﬁ% Ebiﬁ—

FIETHRE LY — "= L —T PN S TWARWESE, 0 HkEITA
X7 LET,

ﬁﬁm'

C AEDFRERET D HEEZRLET, ZOFITIEX, BEkL7- RADIUS H—s3—

CRBREZATVE

# configure terminal

(config) #

(config) # aaa authentication mac-auth default group radius

IEEE 802. IX FRED AR ET D HEE R LET, ZOFITIX, BEk L7 RADIUS Y — \—TilGE%

fTWET,

# configure terminal

(config) #

(config) # aaa authentication dotlx default group radius

Web FAEDHF R ARTET D HEERLET, ZOFITiE, BE L7 RADIUS — "—TCEIEEITWET,

# configure terminal

(config) #

(confiqg) # aaa authentication web-auth default group radius
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aaa authentication control sufficient

HH ek LT FRREFIEZ YT 0 THEITT DA AN LET, BT 5
WZiE, no B EMH L ET,
VYT R aaa authentication control sufficient {web | mac | login}
no aaa authentication control sufficient {web | mac | login}
INTGRA—HF— web : Web FBFE T L £,
c: MACFRRECHEAH L7,
login: v /A VRRECHEH L £7°,
FI7 ANV L)
avy RKE—F Ta—N)VEREE— R
T 74V F L LUl 15
ERALEOTA RSA MA%?;~w%@mbtm£®77fwh®@¢1i ek LI kD
NEFEIZFRREAFRAIT L. W OFEGEE TG SN 5B ITiTENLED )

BIFRATE S, BRI E LT SN E T,

Ravry Reffifd 5L, Bk L?‘_jﬁﬁ’ﬁ:%‘%’lﬁ D CERITLET, FREEN
Tﬁréhf% Vko)ji]ffntu\uft@fié‘f E&)\ s n$méh575)ﬁ§%§éhfi
kO HEEFET D FE Tk L £,

R— KT 7 AFFED force, b L< 1T/ A L FEFED none X, RO 5k
TG SR Z & BBALFF AT O LMD 72, AHREDIRIEIC K > TRAGE
WL OFEFIZED Y FH A,

(EELTIE

Web RUGIEZ Bk L2 HIEDOMNY T THEMI 5 7ikz R LET,

# configure terminal

(confiqg) # aaa authentication control sufficient web

(config) #
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aaa accounting

HE

THYT 4 TOHREBELET, REZHIRT 51213, no JEAEAE
ﬁq Li—a_o

VOB TR

aaa accounting {commands ZEVEL | exec | network | system} {default
| L1ST-NAME} {none | {start-stop | stop-only} METHODI
[METHODZ. . . 1}

no aaa accounting {{commands LEVEL | exec} {default | LIST-NAME} |
{network | system} default}

INTGA—F—

commands LEVEL : Commands 7T 4 7 DOFHFNEZHRELET, FHEL
THFHEL ~ L TCIATTE DT R_RTCOa~wy ROBITCEAHIILET,

exec : (LI DR A ¥ 07T 5 MO Bxee TH T w T 4 2 7 DF Rk
ELET,

network : IR — N7 7 & AFBAETD Network 7 hH 7T 4 v T DI A
ELFET,

system : 3 AT LA R NFEAEMD System TH YT LT 4 T DS A
ELET,

default : T 7 #/V bOFRKEZERELE T,

LIST-NAME : 22— —EHRD HFREZHE LFE T, network 8L system 7
BT 4T O TIE2—Y—ERZO T XIIBETE EHEA,

none : 7AWV LT 4 VT EFEIT LW ELET,

start-stop : 7/ B ADRMBEE LK TREOM ST h O T 4 T Ay
U EEELET,

stop-only : 77 B A THERIZT H O T 40 T A v b—UREELE
4. network 7 H W T 4 2 7 DFHFRDLIEIRAFE T,

METHODI [METHODZ...] T T 47l ROFETHEE Y A FTH
ELET, EMET 1~4 SOFEOHMAEDLEZEELET, FHiECE
LFONRFGA—=E =2 H]T 52 LN TEET,

+ group radius : ¥ —/X— 7 )L —7 radius TEF I 7= RADIUS Hr—/3—
TN—TTT T 4 T EITVWET, ZDOFHEIX, commands 7 4
T 4 T TIIEETE ERA,

« group tacacs+t : P —/3— 7L —7 tacacs+ CEF I 7= TACACS+HP—
N TN =TT AT 4 TEITNET,

s group GROUP-NAME : %8k LT — =T N—TTT h o T 4 VT %AT
WET, commands 7 7 T 4 v 7 TliE, TACACS+H— _"— 7 L—"T7 %
BETHMLENRD Y 7,

T 7 4k

TRTODT T T 4 T HROEER L

a<wy KE—F

7u—sVREE—

F7 4L

L~V : 15

EHEDTAL KFA4

Ka<wo NI, 7THOoT 4 TOFRERELET, HFENBREINT
WRWES ., T T 4 o ZIEFEITESNER A

FTETHEE LI —R—= L —7" BB I TV WS, commands 70
T4 Tl avr REESLET, TALSNTIE, a~ v RIZZFET
SNFETH, BEEOUHETIIZFO T EZAXy T LET,
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i B
FHEL NV 15 Da~y ROT o7 4 v T HRERETHHEEZRLET, ZO#ITIE, a2~ F
FATHFIZB Gk U7z TACACSH Y —R—TT h T 4 T HFITLET,

# configure terminal
(config) # aaa accounting commands 15 list-1 start-stop group tacacs+
(confiqg) #

CLI ouZ A4y, ald 77 MFD Exec T T 4 T HRERETAHHFEEZRLET, ZOHITIE
oA W a7 MERICEEE LT RADIUS —R—TT7 h 7T 4 v T HFITLET,

# configure terminal
(config) # aaa accounting exec list-1 start-stop group radius
(config) #

VAT LA NRY NRERED System T AT 4 U HRERET D HiEERLET, 0BT, v
AT IA R NIRRT SEEL LT RADIUS —R—TT H T 4 o T EITOET,

# configure terminal
(config) # aaa accounting system default start-stop group radius

(config) #

accounting

E]:3] FTAVENCERTAT AU T4 v T ERELET, REZEDZT D
WZiE, no B LET,

VIRFY TR accounting {commands LEVEL | exec} {default | METHOD-LIST}
no accounting {commands ZLEVEL | exec}

INTGA—F— commands LEVEL : Commands 7T 4 v 7w LEd, F8E LI-KitE
LAV CEITARER TR T O a~vr RORKITTHASINET,
exec :Exec T U VT 4V HmALET,
default : 7 7 4 /V "D LFXNTTH U T 4o 7 HEHLET,
METHOD-LIST : 2 —W—EFDT AU T 4 > 7 HREwmHA L E T,

VAVE i) 7L

a<wy RKE—F TAVREE—NR

FIF L)L L~UL ;15

FERAEDTA RTF7A4Y | Ka~<wr Ri&, CLL IZBEET LT IV T 0 > 7O %E T A RNk
LCHEIDYTET,

155 R3]
a ) =)V A TEMEL~UL 15 D Commands 7 T T 4 7 AT A HEEZRLET,

# configure terminal

(config) # line console

(config-line) # accounting commands 15 cmd-15
(config-line) #

a =)V TI A TExec T T 4 7wt 5 HEEZRLUET,

# configure terminal

(config) # line console

(config-line)# accounting exec list-1
(config-line) #
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show aaa

HH AMAED 2 — LD a—)LREERFR R LET,

VBT R show aaa

NI RA—=H — 7L

T 7AWV H L

a<v v RE—F FEDa~v RE—F

F7F VR L)L LL ]

FEREDOTA RIAY | Kavr NI, MAEY 22— D07 —LIREEZRRLET,

55 51
AAA 7" — N VIRER Ron T D HikE R LET,

# show aaa

AAA is enabled

#
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8.2 RADIUS/TACACS+H—/N—a< > F

RADIUS/TACACS+H—/_"—D a< > R EZIUCHHINT HRT A =2 —D—EE U TORIIRLET,

a<w K

av s RENTA=F—

radius—server host

radius—server host {IP-ADDRESS | IPV6-ADDRESS} [auth—port PORT-
NUMBER] [acct—port PORT-NUMBER] [timeout SECONDS] [retransmit
COUNT] key [0 | 7] KEY-STRING

no radius—server host {IP-ADDRESS | IPV6-ADDRESS}

tacacs—server host

tacacs—server host {IP-ADDRESS | IPV6-ADDRESS} [port PORT]
[timeout SECONDS] key [0 | 7] KEY-STRING

no tacacs—server host {IP—-ADDRESS | IPV6-ADDRESS}

aaa group server

aaa group server {radius | tacacs+} GROUP-NAME

no aaa group server {radius | tacacs+} GROUP-NAME

server

server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS| IPV6-ADDRESS}

radius—server
attribute mac-format

radius—server attribute mac—format case {lowercase | uppercase}
delimiter {{hyphen | colon | dot} number {1 | 2 | 5} | none}

no radius—server attribute mac—format

radius—server
deadtime

radius—server deadtime MINUTES

no radius—server deadtime

show radius
statistics

show radius statistics

show tacacs
statistics

show tacacs statistics

clear aaa counters
servers

clear aaa counters servers {all | radius {IP-ADDRESS | IPV6—
ADDRESS | all} | tacacs {IP-ADDRESS | IPV6-ADDRESS | all} | sg
NAME}

Ha~y FOFFMAZ L TIZHHLET,
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radius—server host

HH

RADIUS Hr— _"—Z2 ek L £ 7, HIERT HI21E, no BN EHEHL £,

VBT R

radius—server host {7/P-ADDRESS | IPV6-ADDRESS} [auth—port PORT-
NUMBER) [acct—-port PORT-NUMBEK)] [timeout SECONDS] [retransmit
COUNT] key [0 | 7] KEV-STRING

no radius—server host {7/P-ADDRESS | IPV6-ADDRESS)

795 R—f—

IP-ADDRESS : RADIUS — _R—D IP 7 KL ZZ AN LF T,
IPV6-ADDRESS = RADTUS H— _"—D IPv6 7 KL 2% A LET,

auth—port PORT-NUMBER : #RE/~7 ~ b D%t UDP R— hEFEfRELE
T, MELARWESIZ B2 v mHSNET,

acct—port PORT-NUMBER : 7 710 T 4 > 7 /N> ND%ese UDP R— b &
FEBELET, HBELRWEGAIT 1813 AEHINET,

timeout SECONDS : H— R—DINEFFHEFRE] () 2 1~255 O#HPHCTIHRE L
T, BELARWEAIX A S nET,

retransmit COUNT: FFiEEI#%E 0~20 CTHELET., 0 OBASITFHEAT
WEHA, BELRWEAIZ 2 N@EHENET,

0: ANTHHARE VL TANTLEAITHRELET,

T: AT HEEHEZRES(VEXCANT 258 ICEELET, 2087
A= —ERBELLRWEGES, HERITECE LTI NET,
KEV=STRING : H—/3— L O@EEIZHW S L IR b S - a8

EANNLET, EXOEE. 32 SCFLINTEIF-AIEEZ: ASCIT X5 ( I?7] %
BR) M TE £,

T 7 4k

L

a<wy KE—F

Ja—NVEREE— R

Vel AN 2%

L~V : 15

EHEDTAL KFA4

Ko<y RiE. RADIUS H—N—Z 84k LE+, Bk LI —_—3F 7 +
JU R @D RADIUS H— =72 L—" [radius] DA /3—& L THBIIZHE
FRSIET,

it B

RADIUS Hr— —% X k9 5 Hikx R~ LE£7,

# configure terminal

(confiqg) # radius-server host 172.19.10.100 auth-port 1500 acct-port 1501 timeout 8
retransmit 3 key ABCDE

(config) #
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tacacs—server host

HH TACACS+H— N—Z X L E T, HIFRT AI121E, no BXEFEHL £,

VUBEY TR tacacs—server host {IP-ADDRESS | IPV6-ADDRESS} [port PORT]
[timeout SECONDS] key [0 | 7] KEV-STRING
no tacacs—server host {/P-ADDRESS | IPV6-ADDRESS}

NI RA—H— IP-ADDRESS : TACACS+H— _R—D IP 7 KL 2% AT LET,
IPV6-ADDRESS : TACACS+H—/ 3—®D IPv6 7 RL 2 & AN LF T,
port PORT: 77T 4> 7Ny hOsEie TCP R— hESEEEL F
T, FEELARWESIZ 9 REHIET,
timeout SECONDS : H— X—DIEFFHEFR] (B)) 2 1~255 O#HIPHCTHRE L
T4, HELRWEAII M EAINET,
0: ANTHHFHEL L TANTIHAEITHRELET,
T: AT H5HEHE2ESAVEXCTCADNTLIHEEICHEELET, 20O/ T
A—H—ZBELLRWEGES, HAERITECE LTI ET
KEV=STRING : H—/3— L DO@EEIZHW DL E L Ik b S - a8
EANITLUET, EXDOLGE, 254 XTF-LANTHIFR[EEZ: ASCIT 37 ( 7]
R BFEHTEET,

T 7 4k BRER L

a<wy RE—F Ja—NVEEE— R

F7 4L Ll 15

EHEDTAL KFA4

Ao~ Fid, TACACS+H —_"—Z ek L ET, B LIV ——1T7
7 # )V @ TACACS+H—/ 3—J )L —7 [tacacst] DAL N—E L THEINY
WZRER S ET,

it B

TACACS+H— " — 2 X8k 3 5 HFikaE R LT,

# configure terminal

(config) # tacacs-server host 172.19.122.3 port 1600 timeout 3 key ARCDE

(config) #
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aaa group server

H# RADIUS/TACACS+H— =T N—T 2AEp L, == N —THREE—F
WCBATLET, == N —T7%HIRT 5121, no BXAEHEHLET,

VIRFY TR aaa group server {radius | tacacs+} GROUP-NAME
no aaa group server {radius | tacacst} GROUP-NAME

NWIA—F— GROUP-NAME : ¥ — /=7 N —T7 D4R 2 E L ET, ZOAFNTRK 32
LT ET, AR=RIMHEHTEETA,

77 &V 7L

a<wy FE—F Ja—N)LRET— R

VAP Wi 2av% LUl 15

ERHEDTA RFA4 v | Ka< KX, RADIUS & L <IE TACACS+H— _—F)L—T %% Gk L, ¥ —
NN —=THREE—RIIBITLET, Y= N —TREE—FT
1L, BER LT — =% AR | TR T H N TEE T,

PN T =T 1Z1%, T 7 F/V P TEELSIL TV D RADIUS H——7
JL—= Tradius] & TACACS+H— X— 7 )L—7 [tacacst] 3HV. b
OEXITH > Z LT TxEH A, Tradius] & Ttacacst] 1%, B L=
T O RADIUS H— 33— L <IE TACACS+H— =M X U R— 2 & FINE

_a_o
P R—=TN—T1%, VY FENTETN—THEDT 8 lF THET
HZENTEET,

155 51
RADIUS H— _R— T )—T % VERA L, I — =T N —TREET— NICBITT A FEEZ R LET,

# configure terminal
(confiqg) # aaa group server radius groupl
(config-sg-radius) #

TACACS+H— _R— T I —TF 2 E L, b — =T N —THEET— NIIBITT A HEZ R LET,

# configure terminal
(confiqg) # aaa group server tacacs+ groupl
(config-sg-tacacs+) #
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server

) Y= N=T N =T DA NI == L ET, A= LR
T 545121, noa~vr REHLET,

VBT R server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS| IPV6-ADDRESS}

NI A—F— IP-ADDRESS : BFE— "—D IP 7 RV AZRELET,
IPV6-ADDRESS : 383 —/R—D IPv6 7 R L A ZFE L £ 77,

VAVE i) 7L

awy RE—F RADIUS/TACACS+72 )L—F P — R—HEE— R

FI7 VL)L L~L : 15

EHEDTAL KFA4

Ka<r Rix, == —7D A /—|Z RADIUS/TACACS+H— 3 — %
ek L FEd, P— 3—% radius—server host =~ K L < (X tacacs—
server host 2~ RCEEIINLTWOILENDH Y £,

TN—=TTHEEOY —R=NRESNTWDLHE. RE LEIEETHRWE
HEMTOIET,

55 B

RADTUS #—/3— 2 )L —7" [groupl] D AL /S—(Z RADIUS H— "—Z kT 5 HikErm LET,

# configure terminal
(config) # aaa group server radius groupl
(config-sg-radius) # server 172.19.10.100
(config-sg-radius) #

radius—server attribute mac—format

HH

R N7 7 ARFETH — A —~RET %37 v hD MAC 7 L ADFER
ERELET, 7 74/0 MCRETITE, no BAEHEH L ET,

VOB TR

radius—server attribute mac—format case {lowercase | uppercase}
delimiter {{hyphen | colon | dot} number {1 | 2 |5} | none}

no radius—server attribute mac—format

INTGA—F—

lowercase : MAC 7 R L A DHSLFT/INCFEMBEH L £,

uppercase : MAC 7 R L ZADH LT TRILFZMH L £,

hyphen : MAC 7 K L A DX Y)Y LI NA 7 &R L E T,

colon : MAC 7 RLADXYI Y XFiIcaar ZHEHALET,

dot : MAC 7 RLZADKXEIY ICFITE Y A Faf AL £,

number {1 | 2 | 5} : K&V CF0KE 1, 2, 5 HOHNOIEELET,
none : MAC 7 L AZXE)Y 372 LCTREL £,

T 7 4k

LTI lowercase, XUV 7 E72 L (none)

avy RKE—F

i

7o — LB EE— R

F7 4L

L~V : 15

ERLEDOHTA KT

Ka<wr N, B— N7 27 &ZAFEEO RADIUS ERK/ %47~ K TO Calling—
Station-Id @M CTHEMHTHMCT RLAD 7 y—~ v hERELET,

Az~ Rl Ver. 2.01.00 A THHR—F LTWET,
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55 5 -
RADIUS Bk X4 » @ Calling-Station-Id BHED MAC 7 R L ADER A, W KOCFE, XU ¢
U R 1E (] 213 FC6DD1. 0ABCDE) \ZEFET A HiEA Rr LET,

# configure terminal
(confiqg) # radius-server attribute mac-format case uppercase delimiter dot number 1
(config) #

radius—server deadtime

HH RADIUS H— =3 RIGEREDT v NE A AEFHELET, 7 74 /L MEIZ
RIIZIE, no B AL £,

VIEY TR radius—server deadtime MINUTES
no radius—server deadtime

NWIRA—H— MINUTES : RADIUS H—/"—=DF v R¥ A L (57) & 0~1440 DOFiPHTHE L

F9, 0ITRELTZHGA. Ty REA LTIRESNEEA,

T 7 4k 0

a<wy RE—F Ja—NVEEE— R

F7 4L Ll 15

HEREDHA RIA L | RADIUS H— e DG DR L CIRE R R WNES . ZOH— A —
Aoy LT0DZEREZLRET, TOHE, PIOMETT IR L
RADIUS Hr— R ~DFINA D EITH LIEE LN BESNET,

AIwy BCFy RAA DERET B L RISEOF— A — & HE LI
] doad }RIEE LCHL B0 BDEETHAVE S ICLET,

55 51
Ty REA L& 10 GICRET D HiEEZ R LET,

# configure terminal
(config) # radius-server deadtime 10
(config) #

show radius statistics

H RADIUS H— "—DWE b OFEHEREZFR L ET,

VUBEYT A show radius statistics

IR A — K — 7L

T7HNVE L

a<wy RE—F EEDOa~v FE—F

F 7 IV kL LL ]

FERHEDHTA RS54 | Ka< Fid, RADIUS H—_R—DWEbE O EREFR L ET,
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i
RADIUS H— _R—DfWE b DOMeHEHRE £RT 5 HiEE R~ LET,

# show radius statistics
RADIUS Server: 172.19.192.80: Auth-Port 1645, Acct-Port 1646
State is Up
Auth. Acct.
Round Trip Time: 10 10
Access Requests: 4 NA
Access Accepts: 0 NA
Access Rejects: 4 NA
Access Challenges: 0 NA
Acct Request: NA 3
Acct Response: NA 3
Retransmissions: 0 0
Malformed Responses: 0 0
Bad Authenticators: 0 0
Pending Requests: 0 0
Timeouts: 0 0
Unknown Types: 0 0
Packets Dropped: 0 0
#
show tacacs statistics
H /Y TACACS+H— R —D WG O FHERE £R LT,
VIRFY TR show tacacs statistics
NI RA—=F— 72 L
T 7+ b 3L
2wy FE—F [LEOa~vy FE—F
F 7 FV R L_L LyL sl
BAEDHA RF4 v | Ra~y Bk TACACSH —S—OB A b o#iH e o8 LET,

P -
Y SO 2 R 2 e R L ET,

# show tacacs statistics

TACACS+ Server: 172.19.192.80/49, State is Up
Socket Opens: 0

Socket Closes: O

Total Packets Sent: 0

Total Packets Recv: 0

Reference Count: 0
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clear aaa counters servers

HH RADIUS/TACACS+¥— _R—DiidHEHRZ 7 V7 LE T,

VUBEY TR clear aaa counters servers {all | radius {/P-ADDRESS | IPV6-
ADDRESS | all} | tacacs {IP-ADDRESS | IPV6-ADDRESS | all} | sg
NAME}

INTG R —H— all : TRTOY— "~ H LIIRE LEEHEEOT R TOH— =D
HiEHRE 7 VT LET,
radius : RADIUS — _—D#itHEREZ 27 V7T LE T,
IP-ADDRESS : ¥ttt z=7 V7 3+256%—1"—% IP 7 RLATHEELE
7,
IPV6-ADDRESS : #iattE#Hha 7 V7§ 25%— 3—% IPv6 7 RLATIREL
*7,
tacacs : TACACS+H— —DFEEHEFEHREZ 7 V7 LE7,
sg MME: 8 E LT — =T —TF DT X TOY—"—D#EHERE 7
U7 LET,

T 7 4k 7L

avwy RE—F FEFATE— R

F7 3R LRL L~UL s 15

EHEDTAL KFA4

Ko< Rik, RADIUS/TACACS+H— _R—D#estE®RE2 7 V7 LE1,

it B

F T D RADIUS/TACACS+H— R — DG WA 7 UV 745 Hika R L E£7,

#

# clear aaa counters servers all

P—R— 7 )—7 [server-farm] OFT X TOY——DfeHERE 7 V7T 5 HEERLET,

#

# clear aaa counters servers sg server-farm
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8.3 AccessDefender a <> F

AccessDefender 2~ K& ZIUTKHGT H/NT A —H—D—EE2LTORIIRLET,

a<w K

av s RENTA=F—

access—defender

access—defender

authentication
interface

authentication interface INTERFACE-ID [, |-] {dotlx | mac | web |
static}

no authentication interface INTERFACE-ID [, |-] {dotlx | mac | web
| static}

access—defender
static mac

access—defender static mac MAC-ADDRESS [vlan VLAN-ID] interface
INTERFACE-1D]

no access—defender static mac MAC—ADDRESS

roaming enable
interface

roaming enable interface INTERFACE-ID [, |-]
no roaming enable interface INTERFACE-ID [, |-]

logout aging—time

logout aging—time [SECONDS [MINUTES [DAYS]]] [dotlx | mac | web]

no logout aging—time [dotlx | mac | web]

logout timeout

logout timeout SECONDS [MINUTES [HOURS [DAYS]]] [dotlx | mac |
web ]

no logout timeout [dotlx | mac | web]

logout clock

logout clock HH:MM {dotlx | mac | web}

no logout clock [dotlx | mac | web]

logout linkdown
disable interface

logout linkdown disable interface INTERFACE-ID [, |-]
no logout linkdown disable interface INTERFACE-ID [, |-]

logout linkdown time

logout linkdown time {SECONDS | enable interface INTERFACE-ID
L[-1}

max—client

no logout linkdown time [enable interface INTERFACE-ID [, [-]]
max—client NUMBER interface INTERFACE-ID [, |-]
no max—client interface INTERFACE-ID [, |-]

authentication
auth_mode
port_vlan_mode

authentication auth_mode port_vlan_mode

no authentication auth_mode port_vlan_mode

aaa—local—-db user

aaa—local—db user USER-ID [password [0 | 7] PASSWORD] [vlan VLAN-
ID]

no aaa—local-db [user USER-ID]

show access—defender

show access—defender {port—configuration | port—channel-
configuration}

show access—defender
client

show access—defender client [interface INTERFACE-ID [, |-]] [type
{dhcp—snooping | disc | dotlx | mac | static | web}]

show access—defender
aaa—local—db

show access—defender aaa—local—-db

access—defender
logout

access—defender logout {ip {IP-ADDRESS | TPV6-ADDRESS} | mac MAC-
ADDRESS | user USER-ID}
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Ha~y FOFFMAZLL FIZHHLET,

access—defender

BH AccessDefender FRXETE— RIZEBITL £,

VB TR access—defender

NG A —H— e L

77 &V 7L

a<wy RE—FK Ja— LR EE— R

VAP Wi 2av% LUl 15

FEREDHA RFA Y | Ka~vy REfHT 5 &, AccessDefender iR EE— NIZBITLET,

155 R3]
AccessDefender fREET— NIZBITT A HEEZRLET,

# configure terminal
(confiqg) # access-defender
(config-a-def) #

authentication interface

HHY AR— MR THR— T 7 B AIEZ AN LET, BRI ZI%. no &
AREFEHLET,

VOB IR authentication interface INTERFACE-ID [, |-] {dotlx | mac | web |
static}
no authentication interface INTERFACE-ID [, |-] {dotlx | mac | web
| static}

NI A—F— INTERFACE-ID : 7R— N7 7 2 AFFEA AT HR— b &2 ELET, L

TONRT A= —DNT I EFEHTEET,
* port : 7 j_g"—}\@j_g ] 777‘121.%&%75& Lij_
» port—channel : I"— FF ¥ RV THR— T 7 v RAWIEEHIT L ET,

dotlx : IEEE802. IX FRAEZ AN L £ T,
c: MACRRFEZ AR L £,
web : Web FBREZ AN L E T,
static : FRAENEL L L TBER S NI R OEERE A FF ] LE T,

‘7‘“71‘/1/ }‘ "9"’\?0)‘\1‘ ]\'/C—g—/\f@j_ b?yﬁzxmunﬁﬁ‘ﬁ)ﬁ
a<wy FEeE—F AccessDefender EREFE— KN
F7F L)L L~UL ;15

FEREDTA RTA L | Ka<xy FTIE, R— ML THR— 7 7 B 282 AN L ET,

static 47> 3 1% Ver.2.01.00 LIECTHAR—FLTWET, 2047
varuEifHT S L, access— defender static mac =~ R CTHEE LR
AEARELE AR 3B L 72 BRICERREIC D L7z b D & LTIV E T,
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it 1

| 8.3 AccessDefender =< R

AR— b 1/0/2 T IEEES02. 1X FRFEZ AN T 2 HiEEd R LE£7,

configure terminal

config-a-def) #

#

(config) # access—-defender

(config-a-def) # authentication interface portl/0/2 dotlx
(

access—defender static mac

HE

PER B AR 2 Bk L E Y, =2 MY —ZHIBRT 21213, no &M L
i—g—o

VE IR

access—defender static mac MAC-ADDRESS [vlan VLAN-ID] interface
INTERFACE-ID]

no access—defender static mac MAC-ADDRESS

INT A —HF— MAC-ADDRESS : ZRGFRF AR D MAC 7 KL AZEL E9,
vlan VLAN-ID : FEREAR B A DS FRAER D) & AL S L= BRIz &% VLAN
D VLAN 1D 28 € L £,
interface INTERFACE-ID : FGEANEmRKDOHR— M EfEE L ET, LLTFDX
FTA=H—DWT e TEET,
s port: AN— hFCTHELET,
+ port—channel : ;I"— FF ¥ XV TEHELF T,
F7 %V E L
a<wy RE—FK Ja— N )LEREE— R
FI7F+ IRV Ll : 15
FEREDTA RFA4 v | Ka~wr NiL, fRGERNESRARKDOBEEKAITOE T, A EmARIX, #iT
5T~bff~b77tzm£®ﬁ@@ L\E@%_mﬁm%&bf

*&bﬂé ffﬁ_o XHLFB?E)T“—FTWWIETE ﬂ{%ﬁjﬁ“%ﬁ [
authentication interface ==~ KT static 7 3 V%?EE?ZMZ\E
NHY £,

Ao RNiLVer.2.01.00 LLETHYAR—F L TWET,

it 1

FoalE N SR & Bk I D LA R LET,

# configure terminal

(config) #

(config) # access-defender static mac fc:6d:d1:00:00:01 vlan 10 interface port 1/0/1
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roaming enable interface

=f:3] A= 7 7B AFEIEOFRFEe —I U T2 BN LET, BT 56
%, no B AR L £,
VBT R roaming enable interface INTERFACE-ID [, |-]
no roaming enable interface INTERFACE-ID [, |-]
NRIRA—H — INTERFACE=ID : 7R — N7 7 B AGRFEDFRFER — I U Z 2[4 T H 4R — K
ERELET, UFTORIA—=F =D TN EMHEHTEET,
+ port : R— FCRIER—I 72 A% LET,
+ port—channel : I"— FF v RNV TRIEr — I 72/ L E9,
T 7%V B 2
a<wy RE—F AccessDefender ZREFET— K
F 7 FV R L_L L~UL: 15

EREDOHTARTA

ZIK:"?/I\VCi N FT&'EXHALA;JEE@HALAHIEE"_‘Q/7%%9] Liﬁ_

(EELTIIE

A— b 1/0/1 TRHFEr—=3 /7%ﬁ%j3 T D HEERLET,

config-a-def) #

# configure terminal
(confiqg) # access—-defender
(

(

config-a-def)# roaming enable interface port 1/0/1

logout aging—time

HH

—\]_ %7?‘[22%&0)@53;1:.31—“//7H#Fﬁ%f ﬁbij— Eﬁﬁ’ﬁf?“7ﬂ‘

WV MZERTIZIE, no AL £,

VBT R

logout aging—time SECONDS [MINUTES [HOURS [DAYS]]] [dotlx | mac |
web]

no logout aging—time [dotlx | mac | web]

S5 R —f—

SECONDS : —— v Z W O AL Z 0 % L< 1T 10~86400 O#iFH TIHE
=

MINUTES : —~— 2 J IR D 43 B 2 0~59 O THRE L £,
HOURS : =— > JIF[H OWFRTHLAL A2 0~23 ORI THRE L £,
DAYS : —— v JIEIE D B HifZ & 0~59 OFEPHTHRE L £,
dotlx : IEEE802. IX FBFFD = — » VI AT L £,
¢ MACFBFED = —  FER 238 E L £7,

Web . Web nmpﬂi@j:"—?//aﬂ#ﬁﬁff* ﬁiﬂ]\/i‘a‘

T 7 4k

TRTOFFETOR (=T ZiIfThbhzn)

avy RKE—F

AccessDefender ZREFET— K

vard AN 2 %

L~V : 15

ERLEDOHTA KT

Ka<w R, R— T 7B ARMFOEFRE—Y 0 V2R EL
T, alliE7 747 v boOEREHMNA—Y T v s
T MU ThNET, 0 OB IT=— 0 I fThNER AL
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Web nAL‘uIE@EE ’f,:,i‘——f//yﬁjj:‘ﬁﬁ% H/Eﬂ‘a—éji{i%ﬂ_‘ Liﬁ_

# configure terminal

(config-a-def) #

(config) # access—-defender
(config-a-def) # logout aging-time 1000 web

logout timeout

HE

Zho"_’ }\Ty'kxnmnﬂi@ﬁ)‘jﬂ;ﬁfﬁ%gﬁﬁ Li‘g‘o %&ﬁiﬂ%:f:77j’/v }\ KE?—K
%, no IEAAMEH L £,

VBT R

logout timeout SECONDS [MINUTES [HOURS [DAYS]1] [dotlx | mac |
web]
no logout timeout [dotlx | mac | web]

S5 R —f—

SECONDS : %W oA Z 0 % L <1 10~86400 O#iH CTIHEL £
7,

MINUTES = A5 2h M D5y BT &2 0~59 OFiPH CHRE L 7,
HOURS - A5 R O R BT 2 0~23 OFEPH THRE L £,
DAYS : A% o> A BT A 0~59 O CHE L7,
dotlx : TEEE802. IX FBRED A M 28 E L £ 7,

MAC FRRED A I 2 F5E L £ 7,
web : Web SERED A NI A5 E L £7,

F7 )V b

TARTORIET 0 CAHIRITED 22)

a<wy KE—F

AccessDefender ZREFE— K

Vel AN 2%

L~V : 15

EHEDTAL KFA4

Ko< RiE, R— 727 v ARGEO AR 2508 L £, Az
E@Eﬂf“é%u\&é?éﬁﬁ#ﬁﬁ?é&mﬁﬁ7747/hmm
777 MLUEMTOWET, 0 BOREDEG, AMRITED b EE
Ao

ARa< RiLVer.2.01.00 LLETHYAR— K LTWET,

it 1

Web FBRED AN 2 E 3 5 Tika s LET,

(config-a-def) #

# configure terminal
(config) # access-defender
(config-a-def) # logout timeout 1000 web
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logout clock

HH FﬁE@EéfFﬁ — T 7B ARG E ISR 5 4 A~ — AR IE L
7, i%ﬁﬁ”fﬁ“'ﬁ“é X, no BRAEFEHL £,

VYT R logout clock HH: MY {dotlx | mac | web}
no logout clock [dotlx | mac | web]

NI A—H— HH MY FRFERER 24T 9 Rl 2 /e L £ 9,

dotlx : IEEES02. 1X FRiF CRFfRIR 21TV E T,
c : MAC FERET#H nﬂiﬁ#‘&%%?ﬁ*b\i‘j‘
web : Web 7% FRIE munEﬁfF[ST‘ 75_)1’?1/ v —73)—

VAVE i) 7L
a<wy FEeE—F AccessDefender R EE— K
F7F L)L L~UL ;15

ERHEDTA RFA4 v | Ka<wr KL, fTEDKEMICAR— 7 7 & AFRGEDOFRFEE 7 74 7 > M
SEUCHBHIEIC e 77 0 MR AT XA ~—HRELET,

ARa< RiLVer.2.01.00 LLETHAR—F LTWET,

(COELTIR
Web FREEDRIALZ T4 7~ b & 18:00 Il e 7/ 7 7 v 5 hiEE R LET,

# configure terminal

(config) # access-defender
(config-a-def) # logout clock 18:00 web
(config-a-def) #

logout linkdown disable interface

HH ZTf’“—}\O)U‘/75\“7‘/’iéfﬂ%Tﬁ’zquhuEODH?T'? NLER 21T
WK LET, HELXHIRT A, no BREHHLET,
VBT R logout linkdown disable interface INTERFACE-ID [, |-]

no logout linkdown disable interface INTERFACE-ID [, |-]

NI A=T = INTERFACE-ID : U > 7 X N X DRFER 7 T U N &{Tblenik— k&5
FELET, UTFONRTGA—=Z—DWFTNEMHTE £7,

s port: RN— MTHRELET,

+ port—channel : ;"— +F ¥ XV TEHELF T,

VAVE i) 7L
a<wy FEeE—F AccessDefender R EET— K
F7F L)L L~UL ;15

fifﬁh@ﬁ/f F‘?/f‘/ Kﬂ'?‘/ F&‘i\ 7\1_\9‘— }‘0)) \/7&"7?/ 71*57\]_3‘— FTytxnuuft@DyT
U MU EZITDORWE SR ELE T,

ARa< RiLVer.2.01.00 LLETHYAR— KR LTWVET,
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i B
R—K1~10TY 27 &Y
i—g—o
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VTCOR—= T 7B AEIEOT 7T 7 M EITHORWE ST 5 HiEEZ R L

# configure terminal

(config-a-def) #

(config) # access-defender
(config-a-def) # logout linkdown disable interface port 1/0/1-10

logout linkdown time

HE

A= DV 7 X AR — T 78 AGRFEOa 77 7 ML Z 4T3
5&?@&47w%mmbi?oﬁﬁ%%%ﬁé IZ. no X AMHEHL £
—g—O

VBT R logout linkdown time {SECONDS | enable interface INTERFACE-ID
[ -]}
no logout linkdown time [enable interface INTERFACE-ID [, |-]1]
NI AT SECONDS : V) > 77 B s BERGER 77 7 h OB % 1T H £ TORER (7))
Z 1~300 OHIFHTHRE L E T,
enable interface INTERFACE-ID: V) v 7 XU mbLEiFn 77 7 h£T
DHEA~—%BWETDHHR—FE2RELET, UTFTORTA—F =D T
MaEfHTEET,
s port: AN— hFCTHRELET,
+ port—channel : ;"— +F ¥ XV TEHELE T,
T 74 b 2L
a<wy REeE—FK AccessDefender ZREFE— KN
F 7V LR L~UL ;15

EHEDTAL KFA4

Kavwr NI, R—=rDV 7 X7 MhbHR— FT?*IZXuAquODDﬂ'/?‘?
ML ZATO EFTOIA~—%REL, WHTLIR—FZRELET, 2
DOERFENICY 7 X0 nb ) 77 vy FICEIALIESS, ST 58—
F OFFEF AR D 1 7T U ML T ERE A,

Ko< RifVer. 2.01.00 LIETHHR—F L TWET,

155 51
AR—Fr1~10TY v xY
THHEERLET,

YTCOR—=FT 7 RABIEOR T T U a2 FATTHETDOIA ~—ERE

# configure terminal

config-a-def) #

(config) # access-defender

(config-a-def) # logout linkdown time 10

(config-a-def) # logout linkdown time enable interface port 1/0/1-10
(
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max—client

EE"J R }\VC@?‘E"‘ FT?‘EXmuuﬂE@Eﬁﬁy AT }\%I}&—’:IJ: Li‘g— %&Hﬂiﬂ
%ﬁ%??é L. no FEXAFEHL £7°,

VB TR max—client MMBER interface INTERFACE-ID [, |-]
no max—client interface INTERFACE-ID [, |-]

ST RS NUMBER : H— N7 7 ARIEDTKR T T4 T v Mk 1~128 O#iFH T
ELET,

Interface INTERFACE-ID: xRV FA 7 v MIERET HAR— M EIEE
F9, LFORTA—Z =TT £7,

+ port: R—FTHEELET,

* port—channel : I"— FF ¥ RV THE L £ 7,

VAP Wi 2L (TRTOR—FTRRET 747 MIORER L)
a<wy FEeE—F AccessDefender EREFE— K
FI4 L)L L~UL ;15

fifﬁh@ﬁ/f F‘?/f‘/ Kﬂ'?/]\ j: j— b?&?xntu\uﬁo)ﬂfﬁy 7/])77/ ]\ﬁ%* Ebi'ﬁﬂo
ARa< RiLVer.2.01.00 LLETHYAR— R LTWET,

i -
7\1_\9‘— ]\ 1~10 TU ‘/7 &Ij‘/f@ﬂ_‘g— LT&“‘ZZWUHJ‘.EO)Dy‘j?W ]\78?3_‘%??—‘9)—6 i(@&%v_%ﬁi

TLhEERLET,

# configure terminal

(confiqg) # access—-defender

(config-a-def) # max-client 100 interface port 1/0/1
(config-a-def) #

authentication auth_mode port_vlan_mode

HHY AN—F VLAN T—= FZ A LET, BT D21, no IBAZEH L E
EE

VIUEY TR authentication auth_mode port_vlan_mode
no authentication auth_mode port_vlan_mode

NI A—=H— 7L

FI7 ANV £

avy RKE—F Ta—N)VEREET— R

VAP Wi 2av% LUl 15

FEREDHA RTALY | Ko~ RiE, MAC FEFEFR L OV IEEES02. 1X FEAE CENIfES 57—~ VLAN
ET—RATvarEAMCLET, A— bk VLAN T— KT, FGEEMEIC

XA AFI v 7IZEDYTHNTZ VLAN 23R — hDT 7 & A VLAN 5\
FRAT 4 7 VLANIZEFE L ET, ZOEEMTbND &, R % VLAN 1D
A ME L TR A FORREIFEF R SVEF AL, 7, VLAN ID OFEE
BMEERTZ /WA A ROREREDL, ¥ 7 HOX 7 L —ADOHTHEEEITI FA
M EBROVCEFRI SN EH A,
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it 1
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H— k VLAN B— RA 7> 3 VAT 5 Hikd m LET,

# configure terminal

(config) # authentication auth mode port vlan mode

(config) #

aaa—-local-db user

HE

AccessDefender D —H )T —H N—= A |2 —HP—2HEHF LFT, =2 b
V—%HIBRT 5120, no BN EHEAHL E9,

VBT R

aaa—local—db user USER-ID [password [0 | 7] PASSWORD] [vlan VLAN-
7]

no aaa—local-db [user USER-ID]

INFGA—F—

USER-ID : k¥ b2 —H—4% 63 LTLUNTHELET,
password : T—YV —D/NAT— R&&eHK L £9,

0: XATV—RELELTANTLZEAICHEELE T, AU — L 63 XLF
PINTASLET,

7T: RXRATU— REW LB TANTHILAICEELET, AU — &
100 SLFLUNTANTEET, ZONRTA—F—ZELRWES, A
U— RIZEXE LTSN E T,

PASSWORD = V-3LH L 1T B b &Nz XA — R&E A LET,
vlan VLAN-ID : FBGERINEIZEI Y 4T VLAN 28 L £7°,

T 7 4k

L

a<wy KE—F

AccessDefender EREFE— K

F7 4L

L~V : 15

EHEDTAL KFA4

Ao RiL, AccessDefender @1 — A )LF —H R— 2 |Z o— W — 2 Bk
LEd, B Lz —P—IR— "7 7 AR local DHEEITS
MENEd, n—WLTF—F_XR—=20Dx b —DEKEIL 3000 TI,

no AT —Y—ZHELRWEE, X TOx2—F—=2HIfRSLET,

5B

AccessDefender @ — W )VF —H R— 2| —HP—%BINT 5 HFiEEZRLET,

(config-a-def) #

# configure terminal
(confiqg) # access—-defender
(config-a-def) # aaa-local-db user apresia password apresia vlan 10
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show access—defender

HH

R— R~ ® AccessDefender ODEEFHEZFR LET,

VBT R

show access—defender {port—configuration | port—channel-
configuration}

INTGA—F— port—configuration : %74 — b @ AccessDefender XE A F R L F T,
port—channel-configuration : %74~ — FF ¥ X/ D AccessDefender F%iE¥
BFRRILET,

Ay L

a<wy RE—F EEDOa~v FE—F

F7F kL)L ULl

ERLEDOHTA KT

Ka<r Rk, A— b LR — b F v %L THEIET D AccessDefender

DOBGEREEZFR LET,

i 1
% 7" — @ AccessDefender s EIRMELR FnT D HIELAZ R LET,

# show access-defender port-configuration

AccessDefender Port Configuration:
mac = mac-authentication, 802.1X = IEEE802.1X,
web = web-authentication,
DHCPSNP = DHCP snooping,
TTL = web—-authentication ttl filter,

o = enable, x = disable
Type C Port
1 8 9 16 17
+———— + - + +-—
mac 1 i iiie e
802.1X L e e
web 1 it iie e
DHCPSNP 1 ....iiete vinennn.
roaming 1 ........ ceeeie.n
TTL 1 i i
#
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show access—defender client

HH

AccessDefender DFRFEY T4 7 v FOEREE R L E T,

VBT R

show access—defender client [interface INTERFACE-ID [, |-1] [type
{dhcp—snooping | disc | dotlx | mac | static | web}]

795 R—f—

interface INTERFACE-ID: XA 57 7A T FOR— 2B ELET,
UTDNRTG A —=F—DWFnE M T&E E4,
o port : FRELIZAR— FDOFEFEY 74 7 > bDOIEREFE R LE T,
» port—channel : F8EE L72AR— b F ¥ RNVDOHFET T4 T v b DOIFREE
~LET,

type : KT 57 74T v NORBGEOHEEIEEL £,
dhcp-snooping : DHCP AX—V > 7D T4 7 > MERER R LET,
disc : @RECKRIM LT 4T FOFREFRLET,
dotlx : IEEE 802. IXFHGED 7 74 7 ¥ ME#HRAER R L ET,

c :MACRRED 7 F4 7 v MERERRLET,
static : FBRERED Y T4 T N O HEERLET,
web : Web FBFED 7 FA4 7> MERERRLET,

F7 %V E

L

a<wy RE—FK

FEDa~vy RE—FR

FI7F+V L L

L~UL 1

EHEDTAL KFA4

AKa<> RiX, AccessDefender OFFEY 74 T > FOFEHREFRRLET,
AccessDefender FREFEY T4 72 MEWRIZIX, A— ~7 7 & ZRZEF MAC 3
Alk/TEEE802. 1X #&FE/Web F8FIE) | %%Ltﬁ?%?yb@mleXX%
VT THR SN T4 T hEL MAC BRERICHR L T Discard 128 &%
SN TA T FDOERPEGENET,

55 B

G T D AccessDefender FRFET T A T ¥ FDIEFERER R THHEZRLET,

# show access-defender client

Total number of Clients : 3
Total number of Discarded Clients : 1
Codes: W = Web authentication,
M = MAC authentication, - = MAC authentication (discard),
X = IEEE802.1X, D(S) = DHCP snooping (static),
Port: C = port-channel, * = roaming.

T MAC address
User

- 00-17-A4-F6-D3-04
0017a4£6d304

WD 00-17-A4-D6-B3-A4
webuser01

IP Port VID
Time  Aging

1/0/3
0:00:21 0:00:00

172.170.100.100 1/0/1 4094 10
0:20:39 0:00:00

D 00-17-29-7F-6F-2A 172.170.2.100 c/1

N/A

#

0:00:36 0:00:00
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show access—defender aaa—-local-db

HHY AccessDefender D — LT —H X—2AFREFXRLET,
VB TR show access—defender aaa—local-db

NG A —H— 2L

7 7 %V b L

awy RE—F FEEDa~r RE—F

F 7V E L)L Loyl

R EDTA R4 |72l

55 B

AccessDefender @ —H VT —H RXR—2AEFRE2FRTHHEEZRTLET,

# show access-defender aaa-local-db

VID

50
20
30
40
50
60

access—defender logout

EL:8)

REEE DI FA T haen 7T MLET,

VU T R

access—defender logout {ip {7/P-ADDRESS | IPV6-ADDRESS} | mac MAC-
ADDRESS | user USER-ID}

795 R — B —

ip: T URNTBEITAT L e IPv4/IPv6 7 FLATHRELE T,
IP-ADDRESS : 75 A 7> hDIPva 7 KL A& AN LFET,
IPV6-ADDRESS : 75 AT D IPv6 7 RLAZ AL FET,

mac MAC-ADDRESS : 0 77 b4 527 54T "% MAC 7 RLATHREL
9,

user USER-ID: v 77 7 "B 74T v haea—P—FTHRELET,

T 7 4k

L

a<wy KE—F

KibERITE— R

Vel AN 2%

L~)L : 15

EHEDTAL KFA4

AKa~x N, BEEEHD 7 FA T ew 777 M LRI L X
S

MAC FRFFICHREZ L C Discard IZBER SN TWNWD YT T4 T 2 MIxFLTAZ
< RT3 5 &, Discard OEGENER I N E T,
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i B
10.0.0.1 D IPv4d 7 RV ATIRGESNTZZ T4 T v bmkan 77 v 45 FiEERLET,

# access-defender logout ip 10.0.0.1
#

2001::2001 @O IPv6 7 L A TERIESNTZI TA T v bmkaa 77T v v 5 HiEE2 R LET,

# access-defender logout ip 2001::2001
#

00:00:00:10:00:77 D MAC 7 RV ATIRIESNTZV TA T v bmkEn 77 v b2 FEEZRLET,

# access-defender logout mac 00:00:00:10:00:77
#

[web—user] D—H—ID TRFIFELZ T7A T v MmKEa 7T b5 5EEZRLET,

# access-defender logout user web-user

#
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8.4 MACEEREA~X U F

MAC FBFER~ o R & ZRUTHIET DT A =2 —D—FH a2 FORITRLET,

vy K vy REAT A— g —

mac—authentication mac—authentication enable

enable no mac—authentication enable

mac—authentication mac—authentication discard-time SECONDS

discard-time no mac—authentication discard-time

max—discard max—discard NUMBER
no max—discard

mac—authentication mac—authentication ignore—dhcp

ignore—dhcp no mac—authentication ignore—dhep

mac—authentication mac—authentication password [0 | 7] PASSWORD mac

password no mac—authentication password mac

mac—authentication mac—authentication username mac—format case {lowercase |

username mac—format uppercase} delimiter {{hyphen | colon | dot} number {1 | 2 | 5} |
none}

no mac—authentication username mac—format

#Ha~y FOFFMAZ LU TIZHHLET,

mac—authentication enable

HHY MAC FRREZ AN LEd, MAC RREZ LT 512X, no =~ REfEH
LET,

VIEY TR mac-authentication enable
no mac—authentication enable

NI A—=H— 7L

VAP Wi i)

avy RKE—F Ta—N)VEREET— R

VAP Wi 2av% LUl 15

FEREDHTA RFAY | Ka~<y RiE, MAC FBRED 7 v — NV EE BN LET, A— hT MAC

ﬁ_o

fRbR9 52 L b TEET,

AL A A2 4 51213, authentication interface =~ R&fiH L F

MAC BRRENER SN T4 T v b :i Discard WZEERS, ML 947
VEMB T L —AEZELTH MAC BERTETSNE A, Discard Béx
I%. mac—authentication discard—time “C? E L2 RRE T 2 & B
FIIC R SvEd, F£7-. access—defender logout =2~ RIZ XV FEHT

B
MACnAL»uIE;Eﬁ)‘jJ j—éﬁ{i%%bij—o

# configure terminal
(config) # mac-authentication enable
(config) #
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mac—authentication discard-time

HE

Discard DFGKEFEZ%E L E T, 7 7 4/ MEIZETIZIX, no XA 1#
ﬁq L\i—g_o

VBT R

mac—authentication discard-time SECONDS

no mac—authentication discard—-time

75 R — B —

SECONDS : Discard % &%I5H (7)) 2 300~86400 O#iH T E L £,

T 7%k

300 #

a<wy KE—F

AccessDefender EREFE— K

F7 4L

L~)L : 15

EHEDTA KFA4

MAC FERENER S 727 T4 7> M Discard (28BS, FILZ 747
YEMPLTZL—AEZELTH MAC BEREIEFETESNEFA, Ko< R
L. Discard BHEkOLRFFFHZRE L E T, f5E LR BE S5 &
Discard B&kiT HEBIIICHEFR SV E T,

55 B

Discard DEEKRFE A 600 FICERET D HikE R L £,

(config-a-def) #

# configure terminal
(confiqg) # access—-defender
(config-a-def) # mac-authentication discard-time 600

max—discard

HH

Discard I[ZHEXTEX DN TA TV MIERELET, 7 74V hOE
ENZRTIZIE, no B ZEH L £,

VBT R

max—discard NUUBER

no max—discard

NIA—F— NUMBER : Discard \ZBERCTE DI KT 74 7 » Mz 100~200 O#iPH T
ELET,

T 74 b 200

a<wy KE—F AccessDefender XTEE— K

T 7 IV LL LUl ;15

FERHEDHTA RFAL Y | Ko< Fix, MAC §EREICRL T Discard IZBEREIND 7 T4 T > b D
HREAEFRELET,

55 B

Discard BEKA[RE7/ 2V T A 7 > MimAk DI KE % 100 ([ZHIRT 5 Hikza R L £7,

# configure terminal

(config) # access—-defender
(config-a-def) # max-discard 100

(config-a-def) #
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mac—authentication ignore—dhcp

HE DHCP, NS /% v k% MAC FBFED N T 7 4 v 7 Hlfx G5 & LET, 77 4
U MCETICE, no B AEHLET,

VYT R mac—authentication ignore—dhcp
no mac—authentication ignore—dhcp

IR A — K — 7L

T 74V b %)

a<y RE—F AccessDefender R EE— K

T 7 )V h L)L LUl 15

ERLEDOHTA KT

MAC muuﬂiﬁ’ﬁszﬁj“'— N Cix utuu EJZIJJﬁ“éi“C ]\77/1) /75i7‘3 D4
7 INET, 72 & Z2IE DHCP T IP 7%1/;05?@%?“6774’7/%
DHCP /%7 v K72 PIT i@ww%u#ﬁbhiﬁﬂ\wﬁm&_ﬁﬁﬁ%é
#é&%@%ﬁ DHCP T w b7 ay 7 Siudi=oH, 1P 7 KL ARG
DA L—RIATONT, EICY 7 a—T7 RLAREID B TH
égkﬂ%biﬁo

Ka<wo REERT5E. 75472 Mo DHCP, DHCPvE, 38 X U
By R & UDP R— &SR ICMPY6 XA T bRt L, F0/8 7 v
MZxfd % MAC BRBEEIZ LD N7 7 4 v 7l Z ATV E 29I LET, £
OD{@@ZKO‘— }‘77?Xmunﬁ® k 774 /7%’ 1ﬁ] E;%%&%i L/iﬂ__/\/o

it 1

7 7 A7 > ~@ DHCP, DHCPv6,

ZRLET,

ICMPv6 NS /X7 R % MAC RBRED kT 7 4w 7 il GRIN & 95 ik

# configure terminal

(config) # access—-defender
(config-a-def) # mac-authentication ignore-dhcp

(config-a-def) #

mac—authentication password

HH

MAC FEREDILIE SATY — REHRELE T, 7 7 +/L MIRETITIE, no B
AL ET,

VORI R

mac—authentication password [0 | 7] PASSWORD mac

no mac—authentication password mac

795 R — B —

0: RAU—RELELTANTLHEAICHRELET,
XFTANILET,

T:NAV =Rzl st TANTL2HAIEELES, 207 A —
Z—ZfE LW E, NAT— RIEPECE LT SN ET,

PASSWORD : Y-S FE 1213 5 STz A U — R&E AT LET,

INAT— RiTRK 63

T 7 4k

7LWMACTY RLAZ/SZAT— R L LTHEH)

avy RKE—F

AccessDefender ZREFET— K

F 74V b LV

L~V : 15

ERLEDOHTA KT

RKa<r R, NAC SRFECTHRETABICHEH T 2@ AU — FEFRE L
F9, MAC FRGFDOIENRA T — RRBREINTWRWES, 794 T b
DOMACT RLAZENRAT— RCHERALET,

319/421




8 R— F7 7 & AHIEFERE | 8.4 MACFRFE=~ > K

(CEITIR
MAC [ thE@jj\: GEEAPZS U — F‘;E I—paSSWOlej k_pxﬁj—%)jifi%ﬂ_‘ Li‘a—

# configure terminal

(config) # access—-defender

(config-a-def) # mac-authentication password passwordl mac
(config-a-def) #

mac—authentication username mac—format

HRY MAC FEETHOZ—HF =4 D MAC 7 RLADKREARELET, 774/ |k
DOREEIZRETITIE, no BN EHHL E7,
VBT R mac—authentication username mac—format case {lowercase |
uppercase} delimiter {{hyphen | colon | dot} number {1 | 2 | 5} |
none}

no mac—authentication username mac—format

RIA—F— lowercase : {7 & /NUFOMAE DI LET (B : febddlabedef)
uppercase : T & KLFOMAE ORI L ET (B : FC6DDIABCDEF)
hyphen : XY] V) 7% /~A 7202 LET (] : FC-6D-D1-AB-CD-EF)
colon : XYV XAk am 2 LEd (f5 : FC:6D:D1:AB:CD:EF)

dot : XHEIV 5% v ML E 7 (6 : FC. 6D. D1. AB. CD. EF)

number : XYV CFOHEEELET,
o 1: X1V 351 EFEE (5 - FC6DD1 : ABCDEF)
o 2 XUV T2 f@FEE (f5] : FC6D:D1AB: CDEF)
e 5: XYY F5 EfFE (i : FC:6D:D1:AB:CD:EF)

none : X8IV CF A L EHHA (B : FC6DD1ABCDEF)

F7 )V b case: lowercase, delimiter: none (f§] : fc6ddlabcdef)
a<wy FEeE—F AccessDefender R EE— K
FI7FV L L~ ;15

EHEDHA RFGA4 v | Ka~r KiE, MAC 3RGFCORETHHT 22—V —24DEXE2HFE L F
9, 7747 FDOVMAC T RUARFERICH L, 16 EEHOT VT 7 Xy &
KLF/INLFEOEL L EHHAT 50, 72, KUY XFOREESCK AR
ELET,

5 B
MAC 7 RL RFIFOME L —HF—ZDOMAC T RLADERERET D HiEARLET,

# configure terminal

(config) # access-defender

(config-a-def) # mac-authentication username mac-format case uppercase delimiter hyphen
number 5

(config-a-def) #
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8.5 [EEE 802. IXEBfEa~<w > F

CLI @ IEEE 802. IX#iEa~ > N & ZAUIKIET H/3T A= —D—HELLTFORITIRLET,

avs R aAvY RENRTA=F—

dotlx enable dotlx enable

no dotlx enable

dotlx timeout dotlx timeout {quiet—period | re—authperiod | server—timeout |
supp-timeout | tx—period } SECONDS interface INTERFACE-ID [, |-]

no dotlx timeout {quiet—period | re—authperiod | server—timeout |
supp-timeout | tx—period } interface INTERFACE-ID [, |-]

dotlx mode mac-— dotlx mode mac—authentication—-fail

authentication—fail no dotlx mode mac—authentication—fail

dotlx dotlx reauthentication interface INTERFACE-ID [, |-]
reauthentication no dotlx reauthentication interface INTERFACE-ID [, -]
interface

dotlx ignore—eapol- dotlx ignore—eapol-start interface INTERFACE-ID [, |-]
start interface no dotlx ignore—eapol-start interface INTERFACE-ID [, |-]
dotlx initialize dotlx initialize interface INTERFACE-ID [, |-]
interface

dotlx re— dotlx re—authenticate interface INTERFACE-ID [, |-]
authenticate

interface

show access—defender | show access—defender dotlx [statistics] [interface INTERFACE-ID
dotlx [, [-1]

Ha~y FOFFMAZ L FIZHHALET,

dotlx enable

HE TEEE 802. 1X FEAEZ AN LET, I T 51T1E, no BXAMH L E
7

VBT R dotlx enable
no dotlx enable

IR A — K — 7L

VAVE Vi) HEZ)

a<wy RE—FR Ja—/ )V REE— R

F7F L)L L~UL ;15

FERHEDHTA RSA4 v | Ka~ Fid, TEEES02. IX FRGED 7 1 — VR EEH NI LET,

{4 -
IEEE 802. IX BFEE BN T D HEERLET,

# configure terminal
(config) # dotlx enable
(config) #
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Wik~ R

dotlx timeout

E]:3] IEEE802. 1X G EDEFEX A v —Z R ELE T, T 74/ FOREIZETIZ
I, no FEXAFEH L £97,

VIRFY TR dotlx timeout {quiet-period | re-authperiod | server—timeout |
supp-timeout | tx—period} SECONDS interface INTERFACE-ID [, |-]
no dotlx timeout {quiet—period | re—authperiod | server-timeout |
supp-timeout | tx—period} interface INTERFACE-ID [, |-]

INTA—F— quiet—period : FAERHFOFEIET 1 v 7 Bl () #3% @ L £7°, fHIX 0
F721% 5~65,535 OHFPATHELE T, 0 DEE, 7u vy 7HIIH F
A,
re—authperiod : FFEFED MG (F) 25 € L £ 7, fEHIX 5~2147483647 D
FHTHRELET,
server—timeout : FRREY— N—DINEFF LM () #ELE T, HIX 5
~65, 535 OHIPATHEL £,
supp—timeout : Y7V 1 F DINERFHREE] (BY) 2 E LE7, EIX 5~
65, 535 DEIFA TR E L £,
tx-period : EAP-Request/Identity OEERE ) Z&FEL £, EHIX 0
F721% 5~65,535 OFIPHATIEELET, 0 DA, EAP-Request/Identity
EEELEEA,
SECONDS : % A ~— D (70) # A1 L £,
interface INTERFACE-ID : SO R — M2 EELET, LLTFTD/F 2 —
H—DWTNPEMHEATEET,

s port : fRELTEA—T Xy FAR— MIEETIRELITOLEICHEEL
F9, EEEECTEET,
+ port—channel : R— b F ¥ RFNA L H—T 2 —AEHRETIHHEITIETE
L\iTO

F7FIV R quite—period : 60 ). re—authperiod : 3600 %), server—timeout : 30
. supp—timeout : 30 #. tx—period : 30 ¥

a<wy RE—F AccessDefender R EE— K

F7FV L)L L~UL s 15

FERAEDTA RF7A4 Y | K~ NiX, IEEE802. IXFEAECORFES A ~v—%FHELE T,
server—timeout |X Ver. 2. 01. 00 LIFE CTH R — F LTV FET,

55 B

AR— bk 1/0/1 T TEEE802. 1X

FOREDHS A ~— 2 RET D ks LET,

# configure terminal

(confiqg) # access—-defender

(config-a-def) # dotlx
(config-a-def) # dotlx
(config-a-def) # dotlx
(config-a-def) # dotlx
(config-a-def) # dotlx
(config-a-def) #

quiet-period 10 interface port 1/0/1
re-authperiod 7200 interface port 1/0/1
server—-timeout 60 interface port 1/0/1
supp-timeout 60 interface port 1/0/1
tx-period 60 interface port 1/0/1

timeout
timeout
timeout
timeout
timeout
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dotlx mode mac—authentication—-fail

HE EEE— F& MAC SBRERIE— NICRELET, 774/ FOREITRT
WZiE, no B EMH L ET,

VB TR dotlx mode mac—authentication—fail
no dotlx mode mac—authentication—fail

WNTRA—=H — L

T 74V b %)

a<y RE—F AccessDefender R EE— K

T 74V F L LUl 15

ERLEDOHTA KT

FEEN W FEEL TWAR— FTD
LET, ZOF—RKTIE
EAP-Request/Identity DE(E

Az Rix, MAC #FF & IEEES02. 1X
F{EE— K& LT, MAC FRGERE— R HRTE
HOIZ MAC BREZFRIT L, KR L7=HEIC
MThbihvET,

55 B
IEEE 802. 1X

FAREDENEE — R % MAC FRAERIE — FICRET 5 hiEE R~ LE T

# configure terminal

(config-a-def) #

(config) # access-defender
(config-a-def) # dotlx mode mac-authentication fail

dotlx reauthentication interface

B # IEEE 802. 1X DHFRAEL AN L ET, AT HITIE, no TEAEMEH L
£
VB TR dotlx reauthentication interface INTERFACE-ID [, |-]
no dotlx reauthentication interface INTERFACE-ID [, |-]
NI A—F— INTERFACE-ID : SRDOR— b EFELET, LLTFDO/RT A =2 =D\
MEEHNTEET,
e port : fREL7-AR— FCHEHREEZ A LET,
« port—channel : {8 & L7=A— hF v XV CHBREZ AN L E T,
T7ANVE T NTOHR— FTHEY

avy RKE—F

AccessDefender X EE— K

FI7F+V L L

LUl : 15

EREDOHTARTA

A< Rix, R— hHALT IEEES02. 1X O FFRFEZ AN L £,

it 1

A"— 1 1/0/1 T TEEE 802.

1X muuﬁ@ﬁmuuﬁ%ﬁ)‘ﬁ j—éji/ii%’fﬂf\‘ L/i—g—o

# configure terminal

config-a-def) #

(config) # access-defender
(config-a—def) # dotlx reauthentication interface port 1/0/1
(
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dotlx ignore—eapol-start interface

HE

B H e FEE LT- EAPOL-Start #MEMH L ET, BEET 74V T
R3IZTA121E, noa~y REHFEHLET,

VBT R

dotlx ignore—eapol-start interface INTERFACE-ID [, |-]
no dotlx ignore—eapol-start interface INTERFACE-ID [, |-]

INTGA—F—

INTERFACE-ID : IRAR— R EZFEE L E£T, LLTFDONT A —=F =D\ T hm
HEHTEET,

+ port : $§E L7274 — b T EAPOL-Start 2% L £,

* port-channel : fifi& L7z — hF v R/L T EAPOL-Start Z M L £ 4,

T 7 4k

7 (EAPOL-Start Z MR L720)

avy RKE—F

AccessDefender X EE— K

Vel AN 2%

L~)L : 15

ERLEDOHTA KT

EAPOL-Start (%, Y7 U &> R GHEENFYIZ TEEES02. 1X FRREZ BRAAT 2 5
O+ @7 L—AL T, Kavwr Nk, 37U B b6 D EAPOL-
Start ZMHTHHR—FEHBEELET,

it B

AR— 1k 1/0/1 T EAPOL-Start Z #1425 HiEa ~xL£9,

# configure terminal

(config) # access-defender
(config-a-def) # dotlx ignore-eapol-start interface port 1/0/1

(config-a-def) #
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dotlx initialize interface

HH R— T IEEES02. 1X FRFE &2 ML L £,
VUoRv TR dotlx initialize interface INTERFACE-ID [, |-]
T A—=F— INTERFACE-ID : RGN — &R ELET, LLFONRT A —=F =D Fhin
R TEET,
« port : FRE LA — FTHEILEZEITLET,
+ port—channel : i€ L7=FR— FF ¥ 2L THIMLEZEITLET,
A Ay L
a<y RE—FR AccessDefender ZREFET— K
F7F L)L L~UL ;15

ERLEDOHTA KT

Ko< FTiE, A— b IEEE802. IX FRAEZ B L £, T~ ToOE

nE«H( BlZ U k& P4 k é?hz munE(ﬁj#Jﬁj{ iﬂemun \—72: ] i—g—o
(O ELTIR
A— bk 1/0/1 T IEEE 802. IX Bk &MU T 5 HikE R~ LET,
# configure terminal
(confiqg) # access-defender
(config-a-def) # dotlx initialize interface port 1/0/1
(config-a-def) #
dotlx re—authenticate interface
B ANR— kT IEEE 802. 1X BRFFDHRRGFA FEITLFE T,
VOB IR dotlx re—authenticate interface INTERFACE-ID [, |-]
NIRA—HF — INTERFACE=ID : IR DR — N EEE L E T, LLTFTO/RT A —Z—DW\WTh
MEHEHTEET,
e port : fRE LT=A— ]\’Cﬁuu FEEFEITLET,
+ port—channel : i€ L7=FR— FF ¥ RNV CTHEFEEEZETLET,
T 7+ b 3L
a<wy RE—FR AccessDefender FREE— K
F 7 FV R L_L L~UL 15

EREDOHTARTA

ARz~ Ri%, TEBES02. IX F8FED FRBREE Tl CEITL £,

55 B

A— Tk 1/0/1 T IEEE 802. 1X FAFDOHRiF 2 EITT 5 HEEZ R LE T,

configure terminal

config-a-def) # dotlx re-authenticate interface port 1/0/1

#
(config) # access—-defender
(
(

config-a-def) #
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show access—defender dotlx

HH

IEEE 802. IX #HiFDFHAZF L £7,

VBT R

show access—defender dotlx [statistics] [interface INTERFACE-ID
[, [-]1]

NG A —F— statistics : IEEE802. 1X FREEDHEMAF R LT,
interface INTERFACE-ID: Zmn§ HAR— NEfELET, LFDO/RT A —
A —DOWThaEEATcEET,
« port: FRELIZAR— FDOEREFRRLET,
+ port—channel : fEE L7=FR— b F ¥ R NLDOEBREFERLET,
VAVE i) 7L
a<wy KEeE—F TEDa~vy RE—FR
F7F L)L L~UL ;15

EHEDTAL KFA4

A=z~ Rix, IEEE802. IX FFEDHEM A KR L 9, statistics 47
arvEHET. A= FOBEEZITORWGEITY U v N OFERER
ﬁEGZ’Db‘7f0>ﬁ§$§%E§§ﬁ:L/ﬁiﬁ‘o statistics =7 a VAT, A—
r&FfE LA 1%, AR— b To IEEES02. 1X FRIFDOHFREFBMAF R L E
9, statistics Pfi7://a vEMFEH L7eniGA . TEEES02. 1X FRAEDHEFHE
WAEFRLET,

it 1

IEEE 802. 1X FREDIEH A K RT D HIEEZ R LET,

BE: state: Idle

KR: rxKey: false

KT: keyAvailable:

# show access-defender dotlx

802.1X Port-Based Authentication Enabled
802.1X info for Port-channell

Supplicant name: userl

Supplicant address:

portEnabled: true - portControl: Auto

portStatus: authorized - currentId: 1

protocol version: 2

reAuthenticate: Disabled

reAuthPeriod: 3600

PAE: state: Authenticated - portMode: Auto

PAE: reAuthCount: 0

PAE: quietPeriod: 60 - reauthMax: 2 - txPeriod: 30

00-0C-29-8F-8F-2A

BE: suppTimeout: 30 - serverTimeout: 30
CD: adminControlledDirections: In - operControlledDirections: In
CD: bridgeDetected: false

false - keyTxEnabled: false

326/421




8 WN— h7 7 & A ifIEHERE | 8.5 IEEE 802. IX#RiFa~ > R

A— b 1/0/1 T IEEE 802. 1X FBAEDRE WA R D Hika R LET,

# show access-defender dotlx interface port 1/0/1

Interface : Portl/0/1
PAE : Authenticator
Port Control : Auto

Ignore EAPQOL start: Disabled
Quiet Period : 60 sec
Tx Period : 30 sec
Supp Timeout : 30 sec
Server Timeout : 30 sec
Max-req : 2 times
Re-Authenticate : Disabled
Re-Auth Period : 3600 sec

#

AR— bk 1/0/1 @ IEEE 802. 1X FRFEDOM i E M A T3 2 HiEa R L E£7,

# show access-defender dotlx statistics interface port 1/0/1

Portl1/0/1 dotlx statistics information:
EAPOL Frames RX :
EAPOL Frames TX
EAPOL-Start Frames RX
EAPOL-Req/Id Frames TX
EAPOL-Logoff Frames RX
EAPOL-Reqg Frames TX
EAPOL-Resp/Id Frames RX
EAPOL-Resp Frames RX
Invalid EAPOL Frames RX
EAP-Length Error Frames RX
Last EAPOL Frame Version :
Last EAPOL Frame Source : FC-6D-D1-00-19-78

O OO OO OO O+
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8.6 Web BBREOA~T 2V F

Web FFET~ o N & Z USRS DT A—=F—D—FaZa L FORITIRLE T,

a<w K

av s RENTA=F—

web—authentication
enable

web—authentication enable

no web—authentication enable

web—authentication
http—ip

web—authentication http—ip {ipv4 IP-ADDRESS | ipv6 IPV6-ADDRESS}
no web—authentication http—ip {ipv4 | ipv6}

web—authentication
https—port

web—authentication https—port TCP-PORT

no web—authentication https—port

web—authentication
redirect

web—authentication redirect {disable [http | https] | url URL}

no web—authentication redirect {disable | url}

web—authentication
snooping proxy—port

web—authentication snooping proxy—port TCP-PORT

no web—authentication snooping proxy—port

web—authentication
redirect proxy—port

web—authentication redirect proxy—port TCP-PORT

no web—authentication redirect proxy—port

web—authentication
http—session—timeout

web—authentication http—session—timeout SECONDS

no web—authentication http—session—timeout

web—authentication
jump-url original

web—authentication jump—url original

no web—authentication jump—url original

web—authentication
overwrite enable

web—authentication overwrite enable

no web—authentication overwrite enable

web—authentication
ttl

web—authentication ttl VALUE interface INTERFACE-ID [, |-]
no web—authentication ttl [VALUE] [interface INTERFACE-ID [, |-]]

web—authentication
logging web—access
on

web—authentication logging web—access on

no web—authentication logging web—access on

#Ha~y FOFFMAZLLTIZHHLET,

web—authentication enable

HH

Web FBGEZ AN LEJ, BT HITIT, no JEAEMH L £,

VBT R

web—authentication enable

no web—authentication enable

INTGRA—HF— 7L

VAVE i) piig)]

a<vy RE—FK Ja—N)LREE—R
F7F L)L L~UL ;15

ERLEDOHTA KT

Ko< KL, Web IO 7 o — VB TEZXZ AN L ET, FHR{IC web—
authentication http—ip =~ KT Web FBIAFDOIRAE IP 7 R L 2 &2 & §k4
HUENRH Y FT,
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ERBG
Web nmuft%ﬁ)‘j] ﬁ—éﬁ¥£%%biﬁ—o

# configure terminal
(config) # web-authentication enable
(config) #

web—authentication http—ip

HHY Web FEREA DR IP 7 KL AZBRE L E T, HIBR ¥ 5121, no #
AAfEHLET,

VBT R web—authentication http—ip {ipv4 IP-ADDRESS | ipv6 IPV6-ADDRESS}
no web—authentication http—ip {ipv4 | ipv6}

NI A—=H— ipv4 IP-ADDRESS : flRAR 1P 7 KL A% IPv4a 7 RLATHREL £,

ipv6 IPV6-ADDRESS : {RAB TP 7 KL A% IPv6 7 KL ATHELET,

F7 %V E 2L

a<wy ReE—FK AccessDefender EREFE— K
F 7 FIV R LL L~UL s 15
FEREDHTA RFAL Y | Ra~r Rk, Web fBiEdR—Z VB ICRET 28 1P 7 KL AZR
ELET,
55 B

Web FBFEH D Web — =D IPv4 7 KL A% 3.3. 3. 3 ICRET D HEEZRLET,

# configure terminal

(config) # access—-defender

(config-a-def) # web-authentication http-ip ipv4 3.3.3.3
(config-a-def) #

web—authentication https—port

B Ry Web FRFEAR—Z /L0 HITPS DfF LT TCP R— FMESERELET, 7
74V N OBREITETIZIE, no I AEEHL 7,

VIEY TR web—authentication https—port 7CP-PORT
no web—authentication https—port

NIRA—HF — TCP-PORT : Web FBFEAR— % /LD HTTPS DFFH521F TCP R— h &S &E AL
£7,

FI7 ANV 443

a<wy FEeE—F AccessDefender R EE— K

VA I e 7 L~UL 15

ERHEDOHA RTFLY | Ka~r Rid, Web @BaER—% /L d HTTPS OFFH321T TCP R — &5 % %
ELET,
TCP A — M5 21~23, 443, FEICHGE L7z TELNET, SSH OfFHE T
A— k., Web UL @ HITP #H% 7R — b, L web-authentication
snooping proxy-port & L < |% web—authentication redirect proxy—port
THRELIA—NMIFBETEEEA,
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5 B
Web ZREEAR— & /LD HTTPS OFF L5 1F TCP AR — F&E% 8081 IR ET A HEEZ R LET,

# configure terminal

(config) # access—-defender

(config-a-def) # web-authentication https-port 8081
(config-a-def) #

web—authentication redirect

HE Web FBFEY X4 L7 hOBREEITVET, T 74/ FOBREICETITIE
no JEA &M L £,

VIRFY TR web—authentication redirect {disable [http | https] | url URL}
no web—authentication redirect {disable | url}

INTGRA—HF— disable : Web ALY ¥ A L 7 &I L ET,

http : HTTP @ Web §83F Y # A L 7 M & EEHIZ L F9,
https : HTTPS @ Web 38FEY # A L 7 M &2 M L E 9,
url URL:Web VXA L7 beatgELET, VXA L2 MED URL & 255

FLINTAS L ET,
77 ANV E 7L (WebRBAEY XA L7 MIAR, VFA VI FEREIEIP 7 FLX)
a<wy KE—F AccessDefender X EE— N
FI7HIV LY L~ : 15

fiﬁHJ:ODﬁ/f }““—7‘/])?/ ZIK:"?:/ F@i\ Web u»qu) 5’( L7 ]\@ H/Eﬂ%’ﬂ*l/\i'j— disable 21—70
v a T, CF:FE@7H k=)L ® Web ZFRFEV 5/( P4 ]\%ﬁ%jj Li'j—
url A7 a CERERT S & FRE L72AMB Web RRREAR— /L0 URL (21
AV FENET,

55 51
Web VX A4 L2 @ URL % rhttpi//l(). 7.15.30:8080] \ZHETAHHIEEZRLET,

# configure terminal

(config) # access—-defender

(config-a-def) # web-authentication redirect url http://10.7.15.30:8080
(config-a-def) #

{4 -
HTTP $%#5t D Web f8GER—X )L ~D U XA L7 N EBBIH T 5 HEEZ R L ET,

# configure terminal

(confiqg) # access—-defender

(config-a-def) # web-authentication redirect disable http
(config-a-def) #
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‘ 86 Webnu_‘uﬂi:l?/]\

web—authentication snooping proxy—-port

HHY Web BIEDAX =V 77 mx UEEARELET, 774/ MIRTIZ
%, no B AR L £,

VYT R web—authentication snooping proxy-port 7CP-PORT
no web—authentication snooping proxy—port

TG RA—H— TCP-PORT : 7m ¥ ¥ R— NEFHE AN LET,

FI7 ANV £

a<wy RE—F AccessDefender R EE— K

T 7 )V h L)L LUl 15

ERAEDHA R4y | T h—"—2flT51y FU—ZBRETIE, Web 77 7 ¥—(34

#5 Web A kDRI T HTTP/HTTPS @@%0) TCP A— F&EE (80/443) T
172K, Ry NU—7EHENEDTZ TCP R— F(7m%/T K FH
EEALET, ZO%HA. T 74/ bO Web FBAERE TIX Web 727 ¥ 2 %
FRAEITC X fotb\t?sf) KBFERKED T 7 4 v 7 X7 1 /7 SNET,

AR =V 7 rax L. TaxiaR— FESO TCP/IP @5 % Web
TI7RADNT 7 47 L LTERL, RiBGEmAD Web 77 R (Fm
XUR—FEMEH) ZRETDHE, X — N TAE L THNER Web
FRER— VO 2 FoR S ET,

ARX =¥ 770X UHEREIC X D Web RBRER— X )L DFK R TIiL HTTP/HTTPS
VEAL LT bR LEEA, TO70, S Web FREER—F L, BLW
HTTPS T Web FRFEIZIT®IG LER AL, F72. Web FRFEICHTh L7ZER D]
HiL, Web 77 U —D 70X RETHU RPN EZRE LRWRY . #
IRSNFER A,

TCP AR— &5 21~23, 443, HEEIZFE L7= TELNET, SSH OfFH52F
AR— k. Web UI ® HITP b2 iFA— ., XL web-authentication
https—port % L < % web—authentication redirect proxy—port TXTE L
TeAR— MIFEETEEE A,

it 1

AX—E 77 a3 RRE

(FmxvaiR— b5 : 8080) ZHIMITHHEERLET,

# configure terminal

(confiqg) # access-defender
(config-a-def) # web-authentication snooping proxy-port 8080

(config-a-def) #
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‘ 86 Webnu_‘uﬂi:l‘?/]\

web—authentication redirect proxy—-port

HHY Web LD T F T R—hMV LA LI MEBRELET, T 74V MIRET
121X, no B EMEH L ET,

VYT R web—authentication redirect proxy-port 7CP-PORT
no web—authentication redirect proxy—port

TG RA—H— TCP-PORT : 7’m ¥ ¥ R— NEFE AT LET,

7 7 &V L

a<y RE—F AccessDefender R EE— K

T 74V F L LUl 15

ERLEDOHTA KT

FaX R—RUEA LT MI, AX—E 7 7ax LR UL Fa
XY —N—ZHTLIRECEHAT 247 a2 TF, X AR—F
F5 D TCP/IP J@fE% Web 77/ B AZADNT 7 4 w7 L LTERL, Kk
BRD Web 727 B A (Fu¥xyiR—afif) 2Bt sE, Tk
P N ATE L C Web BFER—Z /W2 XA L7 FEHET,

VAV b= (VEA VY NE~DT 7B ATHE) XA L7 IR
FBAELT, TRV IKINL2ESR) T L5720, VXA L7 MNER
Web 7T U —TraX T OFIIMIBEINDIMLERH Y £,

TuaXx I R— FEMH L7z HTTPS @ Web 7 7 & A12x) LT Web ZEEY & A
V7 MISEm I EE A,

TCP ARN— b5 21~23, 443, HEIZFRE L7z TELNET, SSH OfF b3S
A— K, Web UI @ HTTP fFH5% 1A — b, X web—authentication
https—port % L < IZ web—authentication snooping proxy—port TiXIE L
TeAR— MIFBEETEEREA,

(EELTIE
Web FRAED 7 B X R — U XA L7 b (FrFIAR— K5 :8080) AT LHHEZRLET,

# configure terminal

(config) # access—-defender

(config-a-def) # web-authentication redirect proxy-port 8080
(config-a-def) #

web—authentication http—-session—timeout

HHY Web BBRAEDE vy a r FA LT U MEEZRELET, 774/ FOREI
RIIZIE, no B AL £,

VIUEY TR web—authentication http—session—timeout SECONDS
no web—authentication http—session—timeout

NWIRA—F— SECONDS : Web GRFEAR—X VMDY v a A4 LT v MR (B)) & 5~60 @
HPHTHE L £,

VAP Wi 30 #

a<wy FEeE—F AccessDefender R EE— K

F 7V E L)L L~UL : 15

HEREDOHA KFAL L ¢mvyﬁﬁ\%bwﬁt//a/®&4A7ﬁkﬁﬁ% XELET, A
HMICZHED Web FRAEVNTONTGEIC, By v a v T—7ARNERSH
f%ﬁwmwﬁ%%ﬁT%&wiﬁéﬁﬁﬁézkﬁf%iﬁo
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il 1

Webmqu@‘E/‘/a/&/fATW ]\f *

ICRET D HIEE R LET,

(config-a-def) #

# configure terminal
(config) # access—-defender
(config-a-def) # web-authentication http-session-timeout 60

web—authentication jump—url original

H /Y Web FBIERIHIZIC, Web FBFET 7 B ABED URL 12V A L2 FLE¥, &
BZT HITIE, no =~ REMHLET,

VIRFY TR web—authentication jump-url original
no web—authentication jump—url original

INTGRA—HF— 7L

7 74V b HZh

a<y RE—F AccessDefender R EE— K

T 7 )V h L)L L~UL s 15

ERLEDOHTA KT

Ka<r KL, Web FBREFRDIRFOERREEH CTYZ 747 2 b Web FEAEZE
[TolBICHELZ IRL ICY XA Ly hESEET, KREEZMHH LR
H. BHDOWET T AT MH Web FRGEY # A L7 b TldZe < [EHZ Web 383
R—=FNWNZT VA LTSGE, BELl-a /A4 U ldhlmas £ R L £7,

(EELTIE

Web mupﬂzﬁkyjﬁ# Web mup]‘_E? 7 'IZ A Hjﬂzo) URL

CVEA VY FSELTEERLET,

(config-a-def) #

# configure terminal
(config) # access-defender
(config-a-def) # web-authentication jump-url original

web—authentication overwrite enable

HH Web FBREFE D7 7 A 7 2 hdx D Web FRAENFAT SN2 A IREREIRE
U7 LET, HHCT 5121, no BXEHEHLET,

VIEY TR web—authentication overwrite enable
no web—authentication overwrite enable

NG A —H— e L

FI7 ANV L)

a<wy FEeE—F AccessDefender R EE— K

VAP Wi 2av% LUl 15

EHEDTAL KFA4

KZV\/ RiZ, Web SRGEH D7 74 7 > B Web
k—u»m: «lj: %J‘E/Bbiﬁ“

FRREN AT SN2

(EELTIIE

Web By thE{ﬁ@y 7’( 7/ ]\ 75)%0) Web e .JE@’IQ

wqu«lj( ;PKJ-IZ/ ]\‘j‘éﬁfi%ﬂ_‘bi‘a‘

# configure terminal

(config) # access—-defender
(config-a-def) # web-authentication overwrite enable

(config-a-def) #

333/421




8 R— ~7 7 & A HIEHEHE
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web—authentication ttl

HH Web FRED TTL 7 4 V& —FEREA AN L E ¥, T T HITIE, no =2+
Y REMEHLET,
VIEY TR web—authentication ttl VALIUE interface INTERFACE-ID [, |-]
no web—authentication ttl [VALUE] [interface INTERFACE-ID [, |-]]
NFGRA—H— VALUE : TTLfi% 1~255 THREL £,
interface INTERFACE-ID : TTL 7 4 VA — %A+ HR—FZ2EEL £
T LFOWTNOONRT A= —%fiT& E7,
« port : FREL/ZAR—FTTIL 74V Z —ZHILET,
« port—channel : #§EL7=AR— b F ¥ XAV TTIL 7 4 VX — % BT
T
F7F b i)
a<wy FEeE—F AccessDefender R EET— K
FI7 IV hLL L~UL ;15
EREDHTA RFA Y | Ka~<r RTIL, fEESN TIL @E2F> 1P X7y axfgel LT Web
PRk Z Kl HMREZRE L E T, RS MHEET ITLHAFRET 52 L8
TEET,

{4 -
A— 1+ 1/0/1 T TTL &

- 955 D TTL 7 4 L2 —Fiie

ETHHEERLET,

Ean
axX &

config-a-def) #

# configure terminal
(config) # access—-defender
(

(

config-a-def) # web-authentication ttl 255 interface port 1/0/1

web—authentication logging web—access on

HHY Web BIER—FNDT 7 EADO 7 HAMILET, BT 212X
BRZEEA L ET,

VoEY TR web—authentication logging web—access on
no web—authentication logging web—access on

INTGA—F— 7L

T 74V b %)

a<wy FEeE—F Ja— )R EE—FR

T 7 &V hLL LUl 15

EREDHA RFGA v | Ko< Fid, HEED Web FRIER—Z T 7 A LTZBAICa 72

ERRAYT & b%ﬁxﬁ LET,

ZOMEEIX. NI TN a—T 4 TR B ET, KEOR FNEAT
DI, WEOEHTIL, ZOMREZ BT 2B LET,

it B

Web RV —N—DT 7 A0 J 2 HMNT D HiEE R LET,

# configure terminal

(confiqg) # web-authentication logging web-access on

(config) #
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8.7DHCP RX—E Y/ A< K

CLI ®DHCP AX —E v J a<w REZIUIKHIGT DT A—F—D—EE L TORIIRLET,

a<w K

av s RENTA=F—

dhep—snooping enable

dhcp—snooping enable

no dhcp—snooping enable

dhep—snooping
interface

dhep—snooping interface INTERFACE-ID [, |-]
no dhep-snooping interface INTERFACE-ID [, |-]

dhep—snooping mode

dhep-snooping mode {deny | timer SECONDS}

no dhep-snooping mode {deny | timer}

dhep—snooping mode
mac—authentication

dhcp—snooping mode mac—authentication

no dhcp—snooping mode mac—authentication

dhep—snooping
static—entry

dhep—-snooping static—entry interface INTERFACE-ID {IP-ADDRESS
IPV6-ADDRESS}

no dhcp—snooping static—entry [interface INTERFACE-ID] [IP-ADDRESS
| TPV6—-ADDRESS]

show access—defender
dhcp—snooping

show access—defender dhep—snooping {configuration | mode-status |
status}

Fawy FOFEMZLLTICH M LET,

dhcp—snooping enable

HE

DHCP AX—E > 7 D7 ua— IV EEBHNNILET, EHIZT 521X, no
A EEHLET,

VBT R

dhcp—snooping enable

no dhcp—snooping enable

NG A —H— 2L

T 7% b 2

a<wy RE—F Ja—NVEEE— R
FI7H VL L~UL ;15

EHEDTAL KFA4

AKa< FiX, DHCP AX—E 72/ ML ET, DHCP AX—E 7D
T M) —ORREIL 400 T, FAFIv I N) =L AXT v
¥ MY —THATT,

DHCP 7 S A 7 v MM RILD L — VB EN T WA EE . DHCP A X —
B TN > TUNAAR— T, DHCP X7y MEHft S E AL,

DHCP AX—bE v 7Dy MY —ZV o727 LThual 7y hEanER
Avo DHCP @ U — 2 M5 T4 5 £ TRERITMkc S E T,

55 B

DHCP A X — ¥ > 7 & B

S BIEETLET.

# configure terminal

(confiqg) # dhcp-snooping enable

(config) #
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dhcp—snooping interface

HE AN— N T DHCP AX—VE 2 7 A AN LET, BT 51X, no &
ALfEHLET,

VYT R dhcp-snooping interface INTERFACE-ID [, |-]
no dhcp—snooping interface INTERFACE-ID [, |-]

NIRA—HF — INTERFACE-ID : IR DR — N2 E L E T, LLTFTO/RT A —Z—DW\WTh
NEMEHTEET,

o port:fEEL7-AR— FTDHCP AX—VE' > 7 E2HLET,
+ port—channel : F§ € L7=AR— hF ¥ XL TDHCP A X — ¥ 7 ZH T

LET,
F7 %V b TRTOR— b THEZ)
a<wy RE—F AccessDefender ZREFET— K
F 7V E L)L LUl 15

FERAEDOTA ¥IA4Y | Ka~wr NiZ, A— FEALTDHCP A X —E L FZ2HENC L £,

{4 -
AR— K 1/0/1 TDHCP AX—Y' U T ZHMNT D HiEEZ R LET,

# configure terminal

(config) # access—-defender

(config-a-def) # dhcp-snooping interface port 1/0/1
(config-a-def) #

dhcp—snooping mode

H # DHCP A X — &> 7" PERMIT/DENY &— RORBREEITWET, T 7 4 /L MT
RE3EAIEL, no BPXAMEH L 7,

VIEY TR dhep-snooping mode {deny | timer SECONDS}
no dhcp—snooping mode {deny | timer}

NWIA—F— deny : EBIFF R OEEE— R4 DENY £— FIZLET,

timer SECONDS : PERMIT &— RK)>% DENY &— R~OBATHE FP) 2 0 £ 7~
1L 30~604800 HOFHTHELEI, 0 IZHETH L, DENY E— F~D

BATII T A,
F7FIV b mode : 72 L (PERMIT &— F) . timer : 1800 %
a<wy FEeE—F AccessDefender R EE— K
T 7 IV LL LUl ;15

FERHEDOHA RSALL | Aa~ RNiE, DHCP A X—t > 27 ® PERMIT/DENY E— RO EZITWVE
3, PERMIT £— RCiX. IP 7 KL 2REO 7 —%4F=#—L_CxT> k
U —DBEREATWETN, 77 4 v 7 OFIENI TV EE A, PERMIT £—
RCiX DENY E— R~OBATHIRINRE S L, ZOMEIIC= 2 N Y —E#H
ZIELEJ, DENY £E— RTiX, b7 74 v 7 ORI TONET, =&
ZI1E. EHTOX Y F U — 7 HERIZ DHCP A X — ¥ v 7 &1 4 5 e,

WEEOPREEZ T 2551, *y MU — 7 OfkiEME) & DHCP A X —
BT DERINELE LT DHZ N TEET,
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i B
DHCP A X — ' 7 DEENRF L OENEE— N%& DENY £— NIIRET D HiEE s LET,

# configure terminal

(config) # access—-defender
(config-a-def) # dhcp-snooping mode deny
(config-a-def) #

DHCP A X — > 7" PERMIT &— R/>& DENY &— R~DOBITHIM % 3600 FIZRET 5 HiEEd R LET,
# configure terminal

(config) # access—-defender

(config-a-def) # dhcp-snooping mode timer 3600
(config-a-def) #

dhcp—snooping mode mac—authentication

B DHCP A X — V' v 7 D MAC BFEE— RAT v a VERIICLET, 7741
N DOREIZR I, no BXEFHL £,

VIRFY TR dhcp—snooping mode mac—authentication
no dhcp—snooping mode mac—authentication

NG A —H— e L

T7HNVE L)

a<wy FEeE—F AccessDefender R EE— K

VAP Wi 2av% LUl 15

FERHEDHA RSGA4Y | Ka~<wr N, DHCP A X—E L 7O MAC FEFE— N4> a v AT L
F4, DHCP A X— t"yﬁ‘& MAC FERED 5 N EES %A — KT, DHCP A
X — 2 7 OflEE MAC FRREIC RN T 5 £ TiThblEH A,

{4 -
DHCP A X — V' 7D MAC #EFE— RA TV g VA FNCT 5 HEEZR L E T,

# configure terminal

(config) # access—-defender

(config-a-def) # dhcp-snooping mode mac-authentication
(config-a-def) #
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dhcp—snooping static—entry

H DHCP AX—V T DAZT v/ M) —ZBELET, = M) —%
HIFRT 2121, no BRAEH L E9,
VB TR dhcp-snooping static—entry interface INTERFACE-ID {IP-ADDRESS |

[PV6-ADDRESS}

no dhcp—snooping static—entry [interface INTERFACE-ID] [IP-ADDRESS
| IPV6-ADDRESS]

INTA—HF— interface INTERFACE-ID: = h U —DORHGHR— E2HBELET, LLFD
INTA=Z—=DWTNPEHHTEET,

+ port : FFEDKR—FEHEELET,

+ port—channel : FFEDKR— b TF ¥ XL EFRELET,
IP-ADDRESS : AX2 T 4 v 7 = hU—DIP T RLAZEELET,

IPV6-ADDRESS : A2 7 4 v 7 FNY—®D 1Pv6 7 RLAZ ATJLET,

F7 %V E 2L

a<wy RE—F AccessDefender X EE— K
FI7F+V L L L~ 15
FEREDHA RSALY | Ka<w RiE, DHCP AX—VE L T DRET 4w/ b —58Be L
7,
155 R

AN—HF1/0/1 TIPT7 FLZ2192.168. 1. 10 DAZ T 4 v 7 = ") — %84T 5 HEEZ R LET,

# configure terminal

(config) # access-defender

(config-a-def) # dhcp-snooping static-entry interface port 1/0/1 192.168.1.10
(config-a-def) #

show access—defender dhcp—snooping

HE DHCP A X — ¥ >/ DiF@HE £ R L ET,

VBT R show access—defender dhcp—snooping {configuration | mode-status |
status}

NI RA—H— configuration : X EffMA R R L E T,

mode-status : BIfEE— N (PERMIT/DENY) OfE#A2E 7L E T,
status : DHCP A X— b 7Dy F —Efr2FE R LET,

F7F b L
avy RE—F TEOa~y RE—F
FI7 IRV L~UL s

FEREDHA ¥FA4» | 720
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i B
DHCP A X — ¥V VR EEFRT D HEEZRLET,

# show access-defender dhcp-snooping configuration

Port configuration (o: snooping ON)

C Port
1 8 9 1o 17 24 25
- + - + - + 4+

Snooping : ENABLE
Mode : PERMIT
Timer : 1800

Port-channel configuration (o: snooping ON)
C Port-channel ID

1 8
o +
Port-channel 1 oo,
Static Entry :
Port IP Address
Portl/0/1 192.168.2.2

Port-channell 192.168.255.255

DHCP A X — v > 7 DEMEE— N2 KRR T D HIEERLET,

# show access-defender dhcp-snooping mode-status

Mode Timer Remaining time

PERMIT 0:00:30:00 0:00:05:20

DHCP A X —v' > 7 D= h) —FMREFRRTDHHEEZRLET,

# show access-defender dhcp-snooping status

Snooping : ENABLE
Mode : DENY

C = port-channel, LE = Lease Expiration

Total : 3 (static 1, dynamic 2)

Port IP Address MAC Address LE
Portl/0/2 172.17.100.150 00-1D-09-D1-15-9F 0:4:12
c/1 172.17.100.155 00-21-70-70-7E-C5 1:1:11
Portl/0/5 191.168.1.1 N/A

#
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9 7O0€RarvrO—ILYRXRF

AKETIX, 77 Zar br—n U &k (ACL) DFREICHOW T L £1,

ACL X, 7 L— A DIEENOWER— FLZDMDEY 22— ~DT 7 & A& HHT HHERETT, BE
THT7L—LOfEE 7 L —ADORERPETEOHZ ACL 7r 77 A/LE, ACL 707 7 AV EITEGEL
72 ACL W= U Z X > TT 7B AFIEHARY —%Mk L, ACL 70 7 7 A NV EEY 2 —/VIZEINYTHZ
ETAT— ML RADOT 7B AlHZRM L £,

BACL Va7 7 A )L
TV a—/VTRELD ACL OT 72 AHI#IL, Xy T =RV —ICLoTRARVES, AT —
FLADT 7B AFIHTIZ, 7L —LDEEITR LSS P 7 RLRIZESWTT 7 8 ZADOFF A E7134H
BEATH ON—RAITT N, BEFa haLLVMAC 7 RLAREDEREZHA NS Z L HH Y £3, ACL
TuT7rANTEH, FOXIRF Yy NI R U— K LT, MATH 7 L—LDfES, 71—
LOWBEFIEZ ED 5 ACL FER Z457E L £,
AIEE THRETX 5 ACL OFERNIILL Fo® Y T,

o FEME/PLak TP ACL

o FEUE/PLAR TPv6 ACL

« $55E MAC ACL (MAC ACL)

o JEIETF A%— |k ACL (= Z/%— | ACL)

WACL fi5I| & & O gl & A iRty 2 — b

[P ACLJ . TIPv6 ACLJ . [MAC ACLJ I%. 7L — A& S %< LET, [IP ACL] TiE IPv4
X R, TIPv6 ACL) TliE IPv6 237w &, IMAC ACL) TIFJFHIE LTI IP/IPv6 /X7 > b %
R L LET,

MEBE =% A X— K ACLJ (%, T¥E5E TP ACL) & THEIE MAC ACL) O NA 7Y w RTHDY, IPv4 X
oy NEREXMRE LT, BEx, FEEMCT RLVA, IPT RLAZRE JRWHEHAEZRECE ET,
ACL FERBISCFEEE (BEYE/YEIE) IS X » CHEAHFRE/RE Y 2 — /LR R 5,

BWACL /L—/)b

ACL =L, 7L —20ARET55%M4E, ABLEEAEDT 7> 2> (PERMIT & L <X DENY) %7E
Dzt DTT, BESEMIE, ACL FERNCESWTEDET, & xIE 1P ACL OFA . FFEDEF T
e IP 7 R A AEBGRMFITHETE £, FFEDVMAC 7 R AFEEERMITHEETEEE A,
ACL V= VOB BSMIFERET DB, FTED T 4 — /v RESRUARWEGEEIE ANY FIFEE2RELET,
Bl zIE, IP 7 RL-2:192.168.0.1 56DFT_XTH T 7 4 v 7 % 1P ACL DNL—/LDEIFICEEHEES
Be, BMEILIP 7 R LU AT ANY IcsRE L £,

L5k @ ACL ClE, IEEIILESEDT RLADMIZ, 72 a U TT7 L—LAD—FHD~y X —IEH
EABRIRET D ZENTEET, 47 a V2R ELLRWEA, ANY &b LT S ET,
FEEFRER TR TOEESEMN ANY O%E, MARNRELRDZTXTOT7 L—4% [—3H) & L TLH
THN—)UZ7 ) 7,

ACL V=)V THRIET 27 7 v a ik, AR — NS DOEY 2 — VI T 5 ACL 7’1 7 7 A )L BITR
FeT D=L OEATT PERMIT OAFFEHLET, ZNHOEY 22— /LT, ACL ORY — 3585
PFORER S, 77 v a FIFEY 2— /L THIILE S, 72& 203, SN\IP =— 2 = > FMERBIZ ACL
AT A5G, ACL V— L DORMFICEET D S\WP ~ X —V ¥ —DT7 JEAEZFA]LET,
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WyPR— M2 ACL 7’1 7 7 A /L ClX, PERMIT & DENY O /L— /LD IAAEDE TR Y o —ZRERk
L. WHAR— N TCOEEEMEET 73 a 0% ACL —VICEVWE T, F72, RS RAF T g0
EHEHALIZEE. BT 537y MIR— b7 7 & AFRFEOIREEIC X & TR LB T £,

ACL FERNZ X B9, 97XTD ACL /L— L% permit H L< L deny =~ RZMHH L TBEEL E T,
permit =~ RTEERSNIZNL— T, SEHCAEB LN 7 4 v 7 2 LET, deny =2~ R T
BikSnlo— i, JMEICEE LN T 7 0 v 7 2R (BEFE) LEJ, [A— ACL 7mr77ALT
BEDOFRMCEET 25G. =TV AFEZ/ NIV — A EH S ET,

WACL (2 X% VLAN 7 (L& —

VLAN TACL IZ K27 7 B Al ZAT 5 56, BED ACL 7 v 7 7 A VEAHIIAATEVLAN 7 7 B A~
ZFEAER L, VLAN [ZEM LET, VLAN 72782~y 7, v~ v FREET 72 a v BEDIEROY
Ty T TR —HEHREIN, ~vTFELHET AL o774 rZ2EHALEST, 22T ACL ORY
BB CoMER EN, A LESAOT 7Y a IV~ v FTHRE LEEIEICIE VW E T,

9.1 ACL £ffa< > F

ACL B a~ > REZNICHRIGT HNRT A= —D—EE L TFTORITRLET,

avy k Sy RERTR—F—
access—group {mac | ip | ipv6 | expert} access—group {NAME | NUMBER} [in]

no {mac | ip | ipv6 | expert} access—group {NAME | NUMBER} [in]
vlan filter vlan filter MAP-NAME vlan—list VLAN-ID-LIST

no vlan filter MAP-NAME vlan-list VLAN-ID-LIST
access—list access—1ist resequence {NAME | NUMBER} STARTING-SEQUENCE-NUMBER
resequence INCREMENT

no access—list resequence

list-remark list-remark TEXT

no list-remark

acl-hardware—counter | acl-hardware—counter {access—group {ACCESS-LIST-NAME | ACCESS-
LIST-NUMBER} | vlan—filter ACCESS-MAP-NAME}

no acl-hardware—counter {access—group {ACCESS-LIST-NAME | ACCESS-
LIST-NUMBER} | vlan—filter ACCESS-MAP-NAME}

show access-list show access—1ist [ip [NAME | NUMBER] | mac [NAME | NUMBER] | ipvé
[NAME | NUMBER] | expert [NAME | NUMBER]]

show access—group show access—group [interface INTERFACE-ID]

show vlan access—map | show vlan access—map [MAP-NAME]

show vlan filter show vlan filter [access—map MAP-NAME | vlan VLAN-ID]

clear acl-hardware— clear acl-hardware—counter {access—group [ACCESS-LIST-NAME |
counter ACCESS-LIST-NUMBER] | vlan—filter [ACCESS-MAP-NAME]}

show access—list show access—list resource {reserved—group | reserved-priority}
resource

Kavy NOFEMELLTIZEHAL £,
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access—group

HHY ACL 7 a7y A NER—MIEALET, REEZ27 V7T 5I21%, no B
ZREHLE9,
VB TR {mac | ip | ipv6 | expert} access—group {NAME | NUMBER} [in]
no {mac | ip | ipv6 | expert} access—group [NAME | NUMBER] [in]
IRFGRA—H— : MAC ACL ZaEH L9,
:IP ACL 2 L £,
ipv6 : IPv6 ACL ZH L ¥,
expert : =¥ A/N— M ACL @M LE 9,
NAME : 835 ML 27 r 7 7 A VEETIEELET,
NUMBER : W35 ACL 27 a7 7 A NE 5 THELET,
in: ZE7L—LEHERSEE LET, REETIIHEETALEETHD
A,
774V b 2L
a<wy RE—FK AV B —T 2 —AHFKEET— R
FI7F+ IRV L~Ub 12

EHEDTAL KFA4

Ko< FiX, ACL Z#AhR— FzmHLET, £4A-— N THEAFREZ ACL IX
ACL OFERIZ &1 1 H<Td, R UMD ACL 238 ENTWAHBEAIT EE
TINET,

55 B

MAC ACL Tdaily-profile] Z#7A&— b 1/0/1 @A 5 HiEEZRLET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # mac access-group daily-profile in

The remaining applicable MAC access entries are 512

vlan filter

HH) VMN77t27/7% BHLET, VLAN 778 A~ v 7 Z2HIBRT DI
I, no B AEFEH L £9°,

VBT R vlan filter MAP-NAME vlan—list VLAN-ID-LIST
no vlan filter MAP-NAME vlan-list VILAN-ID-LIST

INTGA—F— MAP-NAME : VLAN 7 7 B 2~ v 7 OL4EIZHEE L ET,
VLAN-ID-LIST : WM+ % VLAN Z+57E L £ 4,

I id) oL

a< v FE—F Ja—/N)RET— R

F7FV L)L L~UL s 12

EHEDTAL KFA4

AKa<y RiZ, VIAN 12 VIAN 772~y FH2EHLET, BEETX 5
VLAN 7 7 & A~ I3 VLAN Z &2 1 T,
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155 R
VLAN 5 CVLAN 7 7 & A2~ v 7 [vlan-map) ZWHT 2 FEEZ L E 1,

# configure terminal
(config) # vlan filter vlan-map vlan-list 5
(config) #

access—list resequence

HHY ACL W— VD HB Y — 7 AFGREOIMELV—VERELET, 77
v b OFREIZRI I, no JEAZMH L £,

VUOEYT A access—list resequence {NVAME | NUMBERY STARTING-SEQUENCE-NUMBER
INCREMENT
no access—list resequence

NWIRA—H— NAME : BFES DAL 707 7 A VAL HEELET,

NUMBER : 3BT A ML T 77 A NE T 077 A NEETIEELET,

STARTING-SEQUENCE-NUMBER : ACL JL— LD —F~r v A FK B0 HEERE T
BHAEE B4 1~65535 OFIFTIEE L E T,

INCREMENT : ACL L— D —4 o AEB-O ABIRED A7 v FEE 1~32

OFIFHTHEELE T,
VAP Wi BRtAE S 1 10, HE0E - 10
a<wy RE—F Ja—NVEEE— R
F7 3V bk LL L~UL 12

FEREDHA RFALY | Ka~wr NiE, ACL a7 7 A VIEEET 5 ACL L— L@ HEEREK DL —
NEFRE LET, HEERE TIX. STARTING-SEQUENCE-NUMBER 7> & BR#E L
T STARTING-SEQUENCE-NUMBER DAE D A7 < 7 THISY S 5 EHNZ B
T, KMEHOHKFTRG/NEWVEEZ Y —7 o AFFE LTEHLET,

FAhE TS LITMEEZ AR T2 L ZORETREINTND T T
D ACL V=N D= o AFGH HEIICIRD EL S ET,

no WA AT DL, TXTOHBERENL—ILBT 7 H/L MTREY £,
FEELIZACL 7 a7 7 A NDHBERIGEIETT 74V MEZRE L,

155 51
ACL, a7 7 AL [R&D] T ACL L—)L D —lr v ARG HERE N — N2 EET A FEEZ R ET,

# configure terminal
(config) # access-list resequence R&D 20 5
(config) #
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list—-remark

HH ACL OFBAE A &R L ET, HIBRT 2121E, no BRXAMEH L E,
VUEY TR list-remark 7EXT
no list-remark
NG RA—F— TEXT : FHBAE#H % 256 XL TFLUNTA LE T,
VAVE i) 7L
a<wy RE—FK I _RTO ACL FFEET— K
F7F L)L LUL 12

EHEDTA KFA4

Ko< Rid, ACL 727 7 A )VOREICHAGFRZ Z&HELET,

55 B

T EAY A MUEEEHREZBNT D HEERLET,

# configure terminal

(config) # ip access-1list extended R&D

(config-ip-ext-acl) #
host 10.2.2.1.
(config-ip-ext-acl) #
#

list-remark This access-list is use to match any IP packets from

acl-hardware—counter

HH ACL N~ R =T horX—mGMI LET, BT 521, no %
ERHLET,

VBT R acl-hardware—counter {access—group {ACCESS-LIST-NAME | ACCESS-
LIST-NUMBER | vlan—filter ACCESS-MAP-NAME}
no acl-hardware—counter {access—group {ACCESS-LIST-NAME | ACCESS-
LIST-NUMBER | vlan—filter ACCESS-MAP-NAME}

INTGA—F— access—group : N— R =T Hh L Z—ThoU 95 ACL 7a7r7 AL
ERRELET,
ACCESS-LIST-NAME = ACL. 7' &1 7 7 A4 L% ACL 4 CTHELET,
ACCESS—LIST-NUMBER : ACL. 7’'v 7 7 A Va7 a7 7 A NFEFTHELE
7,
vlan—filter ACCESS-MAP-NAME : N— RO =T v Z—Thvour b1 5
T A2y FEREELET,

T 7% b )

o<y RE—F Ja—NVEEE— R

F7 4L Ll s 12

EHEDTAL KFA4

ACLN—=RT =7 oo Z—%, AL ACL 727 7 A /L VLAN 7 7 &
A<yl y FLEGAICI 7 P LET, Ko~ Rid, ACL »~—F
VT AT E—DI T NE{TH ACL 7a 77 A/, VLAN T 7 A~ v
TEREELET,
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55 5
ACL 7ua 77 A )b Tabe] DL—LiZbt v R LTEEBEDACL N— RO =7 o B —EHHIIT 5 7E
o LET,

# configure terminal
(config) # acl-hardware-counter access-group abc
(confiqg) #

show access—1list

HH TIRAV A NOREFHRELZ R LET,

VUOEY TR show access-list [ip [MVAME | NUMBER] | mac [NAME | NUMBER) | ipv6
(NAME | NUMBER] | expert [NAME | NUMBER)]

INTA—=H— ip: IP ACL ORRENWEFRRLET,

NAME - 3R EEHREFRT DAL 2707 7 A VA THRELET,
NUMBER : 3% BTG R R AT HAML 2707 7 A VEFSTHRELET,
mac : MAC ACL DEREGF#MEZF R L £,

ipv6 : IPv6 ACL OFRREFME R~ L E T,

expert : T A/3— M ACL OFRERFHREFERLET,

F7F b L
a<wy RE—F fEEDa~vy RE—R
FI7F+ IRV L~UL s

FEREDHA FTFA4 2 | Ko~ FiE, BEL7z ACL OIF#RA2FRLET, ACL OFERIZIFE L7232
WIGA, RELTETNTO ACL OREFHROMEL R RLET, ACL OFF
BEEELT, 7077 A VERELRWES, %4725 ACL FER DT
TOACLIZEET 2 EFmER R LET,

it B
T T ACL DFRFEFHROME L TR T 2 HEEZ R LET,

# show access-list

Access-List-Name Type
rd-ip-acl (ID: 1998) ip acl
simple-rd-acl (ID: 3999) ip ext-acl
rd-mac-acl (ID: 6998) mac ext-acl
ip6-acl (ID: 14999) ipve ext-acl

Total Entries: 4

fRELIZACL 70 7 7 A VO R Z R TS D HEEZ R LET,

# show access-list ip R&D

Extended IP access list R&D(ID: 3999)
10 permit tcp any 10.20.0.0 0.0.255.255
20 permit icmp any any
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FBELIEZAL 7e 7740 ON—Rux=T hHy U Z—0Na%)) OE#REFRT L HEEZRLET,

# show access-list ip simple-ip-acl

Extended IP access list simple-ip-acl (ID: 3994)
10 permit tcp any 10.20.0.0 0.0.255.255 (Ing: 12410 packets Egr: 85201 packets)
20 permit tcp any host 10.100.1.2 (Ing: 6532 packets Egr: 0 packets)
30 permit icmp any any (Ing: 8758 packets Egr: 4214 packets)

Counter enable on following port(s):
Ingress port(s): Portl/0/5-1/0/8
Egress port(s): Portl/0/3

show access—group

HE R—MIEH L ACL 72 7 7 A WVEREZFRLET,

VBT R show access—group [interface INTERFACE-ID]

NFGRA—H— interface INTERFACE-ID: 1fi#ix Rand 2R — M2 ELET,

T 7AWV H L

a<wy RE—F EEDOa~v FE—F

FI7FV L L~UL ]

FEHEDTA RFA4Y | Ka<wr Rk, R—MIBEMA L7 ACL a7 7 A VEREFRRLET,
A= P ERE LRGSR, ACL A LD T RTOR— F OFHRA
FoRENET,

55 51
WP DR— MIBEH SN TS ACL a7 7 A UEREFRTHHEEZRLET,

# show access—-group

Port1/0/1:
Inbound ip access-list : simple-ip-acl (ID: 1998)
Inbound mac access-list : simple-mac-acl (ID: 7998)
#

show vlan access—map

H VLAN 7 7 B A~ v T OBREHHRER T LET,

VBT R show vlan access—map [MAP-NAME]

ING A —F— MAP-NAME : &R $T HVLANT 7B A~ v 7T O4FIZEE LET,

VAVE i) 7L

a<wy RE—F fFEDa~< RE— K

FI4 L)L LUL ]

FERHEDHA RFALY | Ka~vr Kid, VIWN 727 vA~ vy 7OREHFRERRLET, 778 R
<y THERE LRSI, TXTO VLAN 727 v A~ v 7 OEHRNE
RENET,
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it 1

VLAN 7 7B A~ v 7o FRnT b FiEERLET,

action: forward

# show vlan access-map

VLAN access-map vlan-map 10
match ip access list: stp ipl (ID: 1888)

Counter enable on VLAN(s): 1-2
match count: 8541 packets
VLAN access-map vlan-map 20
match mac access list: ext mac(ID: 6995)
action: redirect port 1/0/5
Counter enable on VLAN(s): 1-2
match count: 5647 packets

show vlan filter

H &Y VLAN T 72 A~ w 7OE|ID B THREZFR R LET,

VUBEYT A show vlan filter [access—map MAP-NAME | vlan VLAN-ID]

INTGA—F— access—map MAP-NAME : HR$ 25 VLAN 77 B A~y 7O4HIZHEE L E
75
vlan VLAN-ID: #7593 % VLAN % VLAN 1D THEE L £

VA Wiy L

a<wy RE—F EEDa~v FE—F

F 7V E L)L LUL o]

ERLEDOHTA KT

AKa<wry RiE, VLAN 77 EA<=y 7O Y CRELZR R LET, 47
g T vlan 2 L728580% VLAN ICE W 4T VLAN 7 7B A~ v 7
ERERILET, 73T accessmap ZHEHL7ZEAIEL, FBEL
VLAN 77 2~y FZ2MMA L= VLAN 2F - LET, 7> a 2L
7RWEEA . T RTO VLAN 77 B A~ 7 TOEA L= VLAN OFEH % F#ors
LET,

it B

VLAN 7 4 V2 — iR e Fon T 2 kAR LET,

# show vlan filter

VLAN Map aa

Configured on VIANs: 5-127,221-333

VLAN Map bb

Configured on VIANs: 1111-1222

# show vlan filter vlan 5

VLAN ID 5

VLAN Access Map: aa
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clear acl-hardware—counter

=f:3] ACLNN—=Ry =T o2 —% 7 )7 LET,

VBT R clear acl-hardware—counter {access—group [ACCESS—LIST-NAME |
ACCESS—L IST-NUMBER) | vlan—filter [ACCESS-MAP-NAME]}

NG A —F— access—group ACCESS-LIST-NAME: 7 7 & AU A "4 Z$RELET,
access—group ACCESS—LIST-NUMBER: 7 7 AU A & HZEELET,
vlan—filter ACCESS-MAP-NAME : 7 7 & A~ v 74 & E L £,

T 74 b L

a<wy KE—F

KibERITE— R

FI7F+V L L

LUl 12

EHEDTAL KFA4

Ka<r Rt ACL N—FRy =7 oo Z—%227 107 LEd, ACL = VLAN
TR A~y THERRELRWEEIL. T3TD ACL 71 7 7 A L= VLAN
TR TON—RI 2T A2 —RN7 VT InNET,

55 B

ALN—RO =T oo H—% 7 VT35 HEERLULET,

#

# clear acl-hardware-counter access-group abc

show access—list resource

HH) ACL U Y —Z DR E R R L ET,

VBT R show access—list resource {reserved-group | reserved-priority}

INTGA—F— reserved-group : ACL U YV —ADfE RN E 7 V—TINACTERL ET,
reserved—priority : ACL UV V— 2 DOFE RN A ELEIETEHERLET,

T 7%V B 7L

a<wy KE—F

TEDa~vy RE—FR

F 7 4 v b LV

L~UL 1

EHEDTAL KFA4

AKa<y Rid, ACL U Y — 2R MEF R LET,
Ko< RidVer. 2.01.00 LI THHR—F L TWET,

5B

ACL U Y = 2D PIRIE 7 NV — TN TRRT L5 EEZ R LET,

Ingress ACL

# show access-list resource reserved-group

Group Function
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9.2 MAC ACLa< > F

MAC ACL {ZBd9 % MAC ACL 2~ > REZRICHINT D/NT A =X —D—E & TORIIRLET,

a<w K

av s RENTA=F—

mac access—list

mac access—list extended NAME [NUMBER]
no mac access—list extended {NAME | NUMBER}

permit | deny (MAC
ACL X EE— )

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {any |
host SRC-MAC—ADDR ‘ SRC-MAC—-ADDR SRC-MAC-WILDCARD} {any ‘ host
DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD} [ethernet—type TYPE
MASK] [cos OUTER-COS [inner INNER-COS]] [vlan VLAN-ID [inner
INNER-VLAN] ]

no SEQUENCE-NUMBER

mac access—list
enable ip—packets

mac access—list enable ip—packets

no mac access—list enable ip—packets

#Ha~y FOFFMAZ LU TIZHHLET,

mac access—list

HH

dl

MAC ACL 7' a7 7 A NVEAERR L, 4357077 A /L® MAC ACL #X7E
T— FIZBATLE T, BT 5120, no B ZHHL £,

VIRFY TR mac access-list extended NAME [NUMBER)
no mac access—list extended {NAME | NUMBER}

RIA—H— NAME = MAC ACL DA HiiZ 32 SCF-RAN (JEEHHECT) THREL £,
NUMBER : MAC ACL D71 7 7 A )L % 6000~7999 OHIMH THE L 77,
BELZWEAIEL, RIEHOEZSOF NG HEROMENBERIZED M TH
nET,

T 7+ b 3L

a<wy KE—F Ja—rVREE— K

F 7 FIV R L_L L~UL 12

EHEDTAL KFA4

ARa< Fid, MAC ACL 7 a7 » A VZ{ER L., MAC ACL RET— KRIZ
BITLET,

55 B

MAC ACL 7’11 7 7 A )L [dailyprofile] Z{ERL L. MAC ACL iXEE— RICBATT B HiEa RLET,

# configure terminal
(confiqg) # mac access-list extended daily-profile
(config-mac-ext-acl) #
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permit | deny (MAC ACL REE— K)

HH

MAC ACL D/v— V&% Ek L £, HIFRT 5121, no B AEH L £

VBT R

[ SEQUENCE-NUMBER] {permit [authentication—bypass] | deny} {any |
host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-MAC-WILDCARD} {any | host
DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD} [ethernet—type {TVPE
| HEX MASK}] [cos OUTER-COS] [vlan VLAN-ID [inner INNER-VLAM]

no SEQUENCE-NUMBER

7S5 R —f—

SEQUENCE-NUMBER = > —7/r > A¥ 7y % 1~65535 OFiPH THE L £
authentication-bypass : F&ilE/NA NAAF T a U EFEHLET,
any : ANY b2 E LET,

host : FFED AR A FDFEIFIL/FEMACT FLAZFMEL LET,
SRC-MAC-ADDR : 25{ZTEARA N/ T N—FDMAC T KL AZ$RE L £,

SRC-MAC-WILDCARD : $87 € LT=3EE 7 V—7D MAC 7 RL A ITEHT 5 U
ANVKAI—FEy b~y 7% 16 EEIEAXTHREELET, By MAE 1 12kt
T AE Y MIF vl ERERFA,

DST-MAC-ADDE : 555 R A N/ 7 V—TDOMAC T RLAZIEELET,

DST-MAC-WILDCARD : Y87 Lsidc 7 /v —7® MAC 7 RL AIZHEHT 2T A )L
Rh—FRbEy b~y 7% 16 #EHESTHEEL £,

ethernet-type : A —%x v N¥ A T HRKMFICEDHET,

TYPE : 354 —% 1y M ¥ A 7% aarp, appletalk, decnet-iv,
etype—6000 . etype—8042. lat. lavec—sca. mop—console. mop—dump .
vines—echo, vines—ip. xns—idp. arp OWTF NN TIHEEL F1,

HEX MASK : S:UE T4 —Y Ry 82 A TOTNV—T%FE L E T, HEX
TIX I N—TDARKE 0x0~0xFFFF @ 16 #¥ (0x0600 DL ) THEL X
o MASK [ IARIRIZHHIET A E Y b~y F~A 7% 16 R THRELET,
By MEOIZKHST Dy MIF = v 7 RG4MT7e 0 9,

cos OUTER-COS : VLAN Z /"D CoS [Ex 5k L LET,
vlan VIAN-ID: VLAN Z 7' VLAN 1D 25 & L9,
inner INNER-VLAN: C—tag ® VLAN 1D 5tk L1,

T 7 4k

L

avy RKE—F

MAC ACL EE— K

F 74V b LV

L)L 12

EREDOHTARTA

ARa< L RNiZ, MAC ACL /V— V&7 a7 7 AL BICEEGELET,

55 B

MAC ACL 7’11 7 7 A )L [daily—profile] ® ACL L —/LZ&BExT 5 HiEEZRLET,

# configure terminal

(confiqg) # mac access-list extended daily-profile
(config-mac-ext-acl) # deny 00:80:33:00:00:00 00:00:00:ff:ff:ff any
(config-mac-ext-acl) # permit any any

(config-mac-ext-acl) #
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mac access—list enable ip—packets

H IPv4/IPv6 7347 MIZKT 5 MAC ACL OHIEZAEMCLET, T 741k
WZERFITIE, no B ZMEH L £,
VYT R mac access—list enable ip—packets
no mac access—list enable ip—packets
RTGA—F— 72 L (IPv4/T1Pv6 2347 NI MAC ACL THl#El X u72\)
F7 AV H £
a<v v RE—F Ja—N)LEREE— R
T 74 kL L~UL s 12
FERAEDOHA RTALY | Ka~r RTIE, IPv4/IPv6 /37 v MK 2 MAC ACL DI Z AN L
£7,
R

IPv4/1Pv6 234 MZxE$ % MAC ACL OHIfl 2 G0+ 5 kA~ LE T,

# configure terminal
(config) # mac access-list enable ip-packets
(config) #
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9.3 IPACLa< >V F

IP ACL (ZB# 2% IP ACL 2~ REZIICHINT DT A—F—D—EE U TORIIRLET,

a<w K

av s RENTA=F—

ip access-list

ip access—list [extended] NAME [NUMBER]
no ip access—1ist [extended] {NAME | NUMBER}

permit | deny
(IP ACL ZTEE—R)

[SEQUENCE-NUMBER] {permit [authentication—bypass] | deny}
[PROTOCOL-TYPE | protocol-id PROTOCOL-ID] f{any | host SRC-IP-ADDR
| SRC-IP-ADDR SRC-IP-WILDCARD} [any | host DST-IP-ADDR | DST-IP-
ADDR DST-TP-WILDCARD] [fragments] [[precedence PRECEDENCE] [tos
TOS] | dsep DSCP]

no SEQUENCE-NUMBER

permit | deny  tep
| udp (53E IP ACL %
EE—R)

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {tcp |
udp} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} [{eq |
1t | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-
ADDR | DST-IP-ADDR DST-IP-WILDCARD} [{eq | 1t | gt | neq} PORT |
range MIN-PORT MAX-PORT] [TCP-FLAG] [[precedence PRECEDENCE] [tos
TOS] | dscp DSCP]

no SEQUENCE-NUMBER

permit | deny icmp
(JL9E TP ACL B E £ —
)

[SEQUENCE-NUMBER] {permit [authentication—bypass] | deny} icmp
{any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} {any | host
DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [ICMP-TYPE [ICMP—CODE]

| ICMP-MESSAGE] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER

Fawy FOFEMZ LU TICH M LET,

ip access—-1list

HE

{1

IP ACL 7' m 77 A NEER L, E4TH572 774D 1P ACL &iE
T— FIZBATLET, HIERT 2I12E, no B ZHEH L £,

VUBEYT A ip access—list [extended] NAME [ NUMBER]
no ip access-list [extended] {NAME | NUMBER}

INTG A —F— extended : L9k TP ACL 7' 7 7 A VZEZERLE T, FEE LRWEGA,
BEUE TP ACL D7 0 7 7 A W EAERR L E T,
NAME = TP ACL D414 32 CF-LAWN (JeHHEF) THRELET,
NUMBER : TP ACL D' 7 7 A V3K 5% 1~1999 (FEAE TP ACL) . & L<IE
2000~3999 (PLak IP ACL) O#EHTHE L7, fRE LRWEE, KEM
DEFZNOERROMENBERIZEID Y THRET,

VAVE i) 7L

a<wy RE—F Jua— LR EE— R

F7F L)L L~UL s 12

EHEDTAL KFA4

AKa<wr R, IP ACL o7 a7 7 A LA {ERE L. IP ACL &HE RiZ#
1ITLET,

i
ot
[
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il 1

FE¥E TP ACL [Strict-Control| ZfEpkK L, #EYEIP ACL REE— FICBITT 2 HEEZ R L ET,

(config-ip-acl) #

# configure terminal
(config) # ip access-list pim-srcfilter

permit | deny (IP ACL RETE— K)

EL:8)

IP ACL D/V— L 2% ek LE T, HIERT H121E, no FBXZEH L 9,

VBT R

[ SEQUENCE-NUMBER] {permit [authentication—bypass] | deny}
[PROTOCOL-TYPE | protocol-id PROTOCOL-ID] {any | host SRC-IP-ADDR
| SRC-IP-ADDR SRC-IP-WILDCARD} [any | host DST-IP-ADDR | DST-IP-
ADDR DST-IP-WILDCARD] [fragments] [[precedence PRECEDENCE] [tos
70S] | dscp DSCP]

no SEQUENCE-NUMBER

INTGA—F—

SEQUENCE-NUMBER = > —/r v A& 4a € LE£9, #ilHIL 1~65535 T,
authentication-bypass : FRFE/ A NAA T > a U EEHLET,

PROTOCOL-TYPE : 38 E LT-7 1 F a L a88EtELE LET, gre. esp.
eigrp. igmp. ipinip. ospf. pcp. pim, vrrp DWTINEFEH L ET,

protocol-id PROTOCOL-ID : fEE L 7= ba L&D 7o halLiza5
b LES, 7 u b anFeiE 0~255 O THE LET,

any : ANY 52 FRE L E7,
host : FFED R A FDOEFIL/58% IP 7 FLAEZMfE LET,
SRC-IP-ADDR : RETCHRA N/ T N—TDIP T RLAZEELET,

SRC-TP-WILDCARD : $8 E LT-3XE L/ NV—7D TP 7 RL AT 5T A
NVRI—KREy b~y 7% 10 EEEATHEELET, By ME 1 IZxG
TAHEY MIF=v 7 IhEFA,

DST-IP-ADDR : 565 R A N/ N—TD 1P T RLAZEELF7,

DST-TP-WILDCARD : 8 LT-505c 7 Vv—7D 1P 7 RL AICHEHT LTI A L
RH— Ry h~vv 7% 10 EBEETIEELET,

precedence PRECEDENCE : TP Precedence & & &S LET,

dscp DSCP: DSCP fE % AESt & LE 9, DSCP fEiL 0~63 DO#FH CTIHET
AHhy, DSCP 4 (afll~afl3, af21~af23, af31~af33, af4l~af43, csl
~cs7, default, ef DHER) THELET,

tos 70S: ToSHEZ LB E LET, 0~15 OFFETIHEELET,
fragments : 77 7 AL FENT= Ry FEFEELET,

T 7 4k

L

a<wy KE—F

FEAE/J0E TP ACL R EE— K

F 7 4 v b L)L

L)L 12

EHEDTAL KFA4

ARKa< RiZ, IP ACL O)Vv—L% T a7 7 A0 B8 L £, EHE P
ACL TlZ, HMETXBLUSEE IP 7 FL 2y LI N— T DI h S Bt
WCHETAZENTEET, o ha A EE LRSS, st IP 7R
VA LI NV—TZBETHMERH D £,
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il 1

FEUE TP ACL [std—ip] 7B 7 7 A VO —VEVERT A HEERLET,

config-ip-acl) #

# configure terminal

(config) # ip access-1list std-acl

(config-ip-acl) # permit any 10.20.0.0 0.0.255.255
(config-ip-acl) # permit any host 10.100.1.2
(

permit | deny tcp | udp (EFE IP ACL BREE— K)

HH

JEaE 1P ACL @ TCP/UDP /X% R DA — V&% &K L E 3, HIFRT HITIL,
no X EMFHL £,

VOB TR

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {tcp |
udp} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} [{eq |
1t | gt | nea} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-
ADDR | DST-IP-ADDR DST-IP-WILDCARD} [{eq | 1t | gt | nea} PORT
range MIN-PORT MAX-PORT] [TCP-FLAG] [[precedence PRECEDENCE] [tos
70S] | dscp DSCP]

no SEQUENCE-NUMBER

INTGA—F—

1t : f5E L72 TCP/UDP R — hFEH L W /NS WA E S BEIFIC L ET,
gt : FEE L7z TCP/UDP AR— FEH L W REWEEZ GBI LET,
eq : A& L7z TCP/UDP R — h &5 L LWHEAZ A BEMFIT L ET,
neq : /& L7z TCP/UDP A" — hEH TIX W E A GBERMFIC L E T,

PORT : JHEL 72 % TCP/UDP R— &G AT LT 7 1 F a4 THRE
LET, 7m bargif, TCP /X% » hTiX bgp. chargen, daytime,
discard., domain. echo. rexec., finger. ftp. ftp—data. gopher.
hostname. ident. irc. klogin. kshell. login. lpd. nntp. snpp.
pop2. pop3. smtp. sunrpc. shell., tacacs. telnet. time. uucp.
whois., http 7> EL X, UDP N4 v hO#HE 1T biff. bootpe.
bootps . discard . irc . domain . echo . isakmp . mobile—ip .
nameserver . netbios—dgm . netbios—ns. netbios—ss. nat-t. ntp.
snpp. rip. snmp. snmptrap. sunrpc. syslog. tacacs., talk., tftp.
time. who. xdmcp >HFEEL F9,

range MIN-PORT MAX-PORT : $§7€ L7- TCP/UDP R— &S OHEFHNIZH 5
BaE OB LET,

TCP-FLAG : TCP /3% > b DIGEDHRERA[GET, TCP 757 7 4 —/V K&
EESMIC UE T, ack, fin, psh. rst. syn. urg 2>5H8IK L£9, HEH
FIFFICFEET 2O, ERLOIEE CAR—A TR > THELE T,

ZLIANE TCP/UDP 35 L OY ICMP 2377 v R LIS DHEEE 1P ACL D /L—/L DL
B LT TY,

T 7 4k

L

avy RKE—F

IR IP ACL BREE— K

F7 4L

L)L 12

ERLEDOHTA KT

AKa< FiE. $E£3E TP ACL T TCP/UDP 4 v N &2 &8 EM L35 ACL
=B L ET,
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il 1

PR 1P ACL 7’12 7 7 A )L T TCP /N v N B REEGRIFIC T DN — VBB T 5 HiEE R LET,

# configure terminal

(config) # ip access-1list extended Strict-Control
(config-ip-ext-acl) # permit tcp any 10.20.0.0 0.0.255.255

(config-ip-ext-acl) #

permit | deny icmp (3E3E IP ACL REE— K)

HE

JEAE TP ACL @ ICMP /347 v h D — L &%k L £, BT 5121, no B
XEMHLET,

PR

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} {any | host
DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD: [ICMP-TYPE [ ICMP-CODE]
| 7CUP-MESSAGE] [[precedence PRECEDENCE] [tos T0S] | dscp DSCP]

no SEQUENCE-NUMBER

INTGA—F—

ICUP-TYPE : ICMP A v —T % A4 T2 EEEMICLET, ICMP A vtE—
KA 71X 0~255 OFFHTHEL £7,

ICMP-CODE : ICMP A v —Y a— REAHESFMHIZLET, ICMP X vt—v
a— RiE 0~255 OFFHTHEE L 7,

ICUP-MESSAGE : ICMP A w2 — VDM A S BRMHFIZ L ET, A v =4
/X administratively—prohibited . alternate—address . conversion—
error. host—-prohibited. net—prohibited., echo. echo—reply. pointer-
indicates—error . host—isolated. host—-precedence-violation. host—
redirect. host—tos—redirect. host-tos—unreachable. host—unknown .
host—unreachable . information-reply . information-request . mask-—
reply . mask-request . mobile-redirect . net-redirect . net—tos-—
redirect. net—tos—unreachable, net-unreachable. net—unknown. bad-
length, option—missing. packet—fragment., parameter—problem., port—
unreachable., precedence—cutoff. protocol-unreachable., reassembly-
timeout . redirect-message . router—advertisement . router-—
solicitation., source—quench. source—route—failed. time—exceeded.
timestamp—reply . timestamp-request . traceroute . ttl-expired .
unreachable 7> HI®RIR L 77,

ZILIANE TCP/UDP 35 L OY ICMP 2377 v R LIS DHEEE TP ACL D /L—/L DL
B EELTTY,

T 7 4k

L

a<vy KE—FR

IR IP ACL BREE— K

vard AN 2 %

L)L 12

ERLEDOHTA KT

Ko~ Rk, ¥E9E IP ACL T ICMP 47 v M2 AEEM L+ 5 ACL L—/L
PR LET,

it 1

PLAE 1P ACL T ICMP /X7 v R & A EGRM &3V — a2 EkT 5 HikE R~ LE7,

# configure terminal

(config-ip-ext-acl) #

(config) # ip access-1list extended Strict-Control
(config-ip-ext-acl) # permit icmp any any
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9.4 IPv6 ACLO< > F

IPv6 ACL (ZBHi# 9% IPv6 ACL a2~ R & ZFIUTHIET DT A= —D—EH LU TORIIRLET,

a<w K

av s RENTA=F—

ipv6 access—list

ipv6 access—list [extended] NAME [NUMBER]
no ipv6 access—list [extended] {NAME | NUMBER}

permit | deny (IPv6
ACL EE— K)

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} [esp |
pcp | sctp | protocol-id PROTOCOL-ID] {any | host SRC-IPV6-ADDR |
SRC-IPV6-ADDR/PREFIX-LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-
ADDR/PREFIX-LENGTH] [fragments] [dscp DSCP] [flow-label FLOW-
LABEL]

no SEQUENCE-NUMBER

permit | deny ‘tep |
udp (FE5E IPv6 ACL 5%
EE'— )

[SEQUENCE-NUMBER] {permit [authentication—bypass] | deny} {tcp |
udp} f{any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-LENGTH} [({eq
| 1t | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-
TPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [f{eq | 1t | gt | neq}
PORT | range MIN-PORT MAX-PORT] [TCP-FLAG] [dscp DSCP] [flow-label
FLOW-LABEL]

no SEQUENCE-NUMBER

permit | deny icmp
(JE3E TPv6 ACL % 7E
£—K)

[SEQUENCE-NUMBER] {permit [authentication—bypass] | deny} icmp
{any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-LENGTH} {any |
host DST-TPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [ICMP-TYPE

[ICMP-CODE] | ICMP-MESSAGE] [dscp DSCP] [flow—label FLOW-LABEL]

no SEQUENCE-NUMBER

Ha~y FOFFMAZ L FIZHHALET,

ipv6 access-list

HE

IPv6 ACL D717 7 A VB L, %4457 07 7AD IPv6 ACL %
EE— FICBATLEY, HIFRT 21213, no BAZMAH L 9,

VBT R ipv6 access—list [extended] NAME [ NUMBER)
no ipv6 access-list [extended] {NAME | NUMBER}

INTGA—F— extended : J59E IPv6 ACL a7 7 A NVEIER LET, IBE LR W
A FEAEIPV6 ACLDT a7 7 A LVEVER L E9,
NAME = TPv6 ACL D4 Ri% 32 SLFLAN (JLERHE ) THRELET,
NUMBER = TPv6 ACL @O 7 v 7 7 A )L &EE % 11000~ 12999 (1= # 1Pv6
ACL) . B L<IiE 13000~14999 ($z5E IPv6 ACL) O#FFHTHEL 7, &
EL72WEGE, REHOFE SN ORERKOMEPEEICED Y TONET,

T 7 4k 2L

a<vy KE—FR

7o — LR EE— R

F7 4L

L)L 12

ERLEDOHTA KT

{1

AKa< RiE, IPv6 ACL 7 a7 57 A LEER L. IPv6 ACL ZEE— R
WCBITLET,
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it 1

FEHE TPv6 ACL [ip6-std—control] Z{ERK L. #=H#E IPv6 ACL iRET— RIZBATT D HiEE R LET,

# configure terminal

(confiqg) # ipv6 access-list ipb6-std-control

(config-ipvé6-acl) #

permit | deny (IPv6

ACL REE— F)

E]:3] IPv6 ACL D/b—/ L&k L £, HIFRT HI121E, no B &EEH L £9°,

VUOEYT A [ SEQUENCE-NUMBER] {permit [authentication—bypass] | deny}
[ PROTOCOL-TYPE | protocol-id PROTOCOL-ID) {any | host SRC-IPV6-
ADDR | SRC-IPV6-ADDR/PREFIX-LENGTH [any | host DST-IPV6-ADDR |
DST-IPV6-ADDR/PREFIX-LENGTH] [fragments] [dscp DSCP] [flow-label
FLOW-LABEL]
no SEQUENCE-NUMBER

NG R —H— SEQUENCE-NUMBER = > —/r v A& 4a € LE£9, #ilHIL 1~65535 T,
authentication-bypass : FRFE/ A NAA T > a U EEHLET,
PROTOCOL-TYPE - 8 € LT- 71 h a2 585t E LET, esp. pep.
sctp DWT I EERH LET,
protocol-id PROTOCOL-ID : fEEL7=7ma ba L&D o halL iz a5
KL LET, V'r b anFEEE0~255 OFFATHEE L £,
any : ANY 52 FRE L E7,
host SRC-IPVE—ADDR : ' EDLEETLAR A D IPve 7 N L XA &85 &
LEJ,
SRC-IPV6-ADDR/PREFIX-LENGTH : %7€ DiE(E 7T 1Pv6 v b U —7 2885
e LET,
host DST-IPVE—ADDR : EEDFELEHR A ND IPve 7 L A ZE8EEME L
7,
DST-IPV6-ADDR/PREFIX-LENGTH : %5 7€ D55%: 1Pv6 %> kU — 27 2585
ELET,
dscp DSCP: DSCP fili & AE44 & L £9, DSCP ffi% 0~63 D&l THHE T
Ahr, DSCP 4 (afll~afl13, af2l~af23, af31~af33, af4l~af43, csl
~cs7, default, ef »HER) THEL ET,
fragments : 77 7 A hENT Ty FERRELET,
flow-label FLOW-LABEL : 70— 5~ )L DE2> S E LET, 7u—
F~UHEIZ 0~1048575 OFFHTHRE L £7,

774V b 2L

a<wy RE—FK FEHE /YRR TPv6 ACL R EE— R

FI7 IRV LUl 12

EHEDTAL KFA4

Ko< KL, IPv6 ACL OD)V— v &7 a7 7 A )L BB L F T, =Y
IPv6 ACL TlE. HEXBL0%% IPv6 7 KL AL LRy hU—27 D
HEBEEMHIIRETH N TEET, Ya haviEEE LS EIR.
S IPv6 7 RLAH LRy NU—J 2BETHRLERDH D £77,
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it 1

FEUE TPv6 ACL D)L— L& 86k 5 k&~ LE T,

# configure terminal

(confiqg) # ipv6 access-list ipvé-std-control
(config-ipvé-acl) # permit any host ££f02::1:2

(config-ipv6-acl) #

permit | deny (JL#E IPv6 ACL REE— K)

HE

PLAE IPv6 ACL @ TCP/UDP /X4 v hDL— L& %Gk L E4, HIRT 512
1L, no FEXAMEH L F9,

VE IR

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {tcp |
udp} {any | host SRC-IPV6-ADDR | SRC—IPV6-ADDR/PREFIX-LENGTH [{eq
| 1t | gt | neql PORT | range MIN-PORT MAX-PORT] {any | host DST-
IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH [{eq | 1t | gt | neq}
PORT | range MIN-PORT MAX-PORT] [TCP-FLAG] [dscp DSCP] [flow-label
FLOW-LABEL]

no SEQUENCE-NUMBER

7S5 R —f—

1t : 8 L7= TCP/UDP R— hEH LV /NS WEEEZAEEMHFICLET,
gt : #5E L 72 TCP/UDP R — FE B LV REWGEEZABSEMIC L ET,
eq : A& L7z TCP/UDP R — h &5 L LWHAZ A BEMFIT L ET,
neq : 87 L7z TCP/UDP A" — hEH TlX WG E A GBEMFIC L £,
PORT : 34 L 72 % TCP/UDP AR— h &S AR E L £,

range MIN-PORT MAX-PORT : ¥87€ L 7= TCP/UDP ~K— NE S D&FHANIZH 5
BHaa8& I LET,

TCP-FLAG : TCP 737 N DGE D FHIRINA[FET, TCP 77 7 7 4 —)L RN%&
BB LUE T, ack, fin, psh. rst. syn, urg 7>5ER L¥4, #HE
FIFFIZFEET 2,018, ERLOIEE CAR—A TR > THELE T,

FLIAME TCP/UDP 38 TN ICMP 234w s LIS DPEFE TPv6 ACL D /L— LD
HEERLUTT,

T 7 4k

L

a<wy KE—F

5 TPv6 ACL REE— R

F7 4L

L)L 12

EHEDTAL KFA4

AKa< Rk, $63E IPv6 ACL T TCP/UDP /34w &2 &8t 425 ACL
=V EHGELFET,

55 B

PEAE IPv6 ACL 7' 7 7 A JLC TCP /N7 v N B EEERMIZT DV — IV EAERT D HikE R LET,

# configure terminal

(confiqg) # ipv6 access-list extended ipv6-control
(config-ipv6-ext-acl) # permit tcp any ff02::0:2/16
(config-ipv6e-ext-acl) #
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permit | deny (JL#E IPv6 ACL REE— K)

HRY $L3E TPv6 ACL @ ICMP /34 v R DL— /L& %4k LET, BT 5121, no
WAL £,

VYT R [ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-LENGTH {any |
host DST-IPV6-ADDK | DST-TPV6-ADDR/PREFIX-LENGTHy [ ICMP-TYPE
L ICHP-CODE] | ICHP-MESSAGE] [dscp DSCP] [flow-label FLOW-LABEL]
no SEQUENCE-NUMBER

NIRA—HF — ICUP-TYPE : ICMP A v 2=V Z A THARBEMHFIZLET, IO A v E—
Z A 7% 0~255 OFIPATHE L £ 7,

ICMP-CODE = ICMP A v & —Y a— REBEEMFIZLET, IMP A v bE—v
21— R% 0~255 OFIPATHE L £77,

ICUP-MESSAGE = ICMP A v B — PV OFHZ GBS LET, AvE—Y
4 1% beyond-scope . destination—unreachable . echo—reply . echo—
request . erroneous_header ., hop—limit. multicast—listener—query .
multicast—-listener—done, multicast—listener-report., nd-na. nd-ns.
next—header . no—admin . no-route . packet—-too—big . parameter-
option. parameter—-problem. port—unreachable. reassembly—timeout .
redirect . renum—command. renum-result. renum—seq—number . router-—
advertisement . router—-renumbering . router—-solicitation . time—
exceeded. unreachable 7>5 3R L F£ 9,

ZAVLISME TCP/UDP #6 KON ICMP /3% R LIS DL TP ACL D/L— /L D
HLELTTT,

T7HNVE 7L

a<vy RE—NR JE3E TPv6 ACL F%EE— K

T 74V F L)L LoUL s 12

ERLEDOHTA KT

Ko< Rk, $E3E TPv6 ACL T ICMP N4y N 288 E ML 45 ACL L—
NEHGELET,

it B

PEE IPv6 ACL T ICMP /X7 M &2 BB LTV — NV BBk T 2 FiEE R L E£7,

# configure terminal

(confiqg) # ipv6 access-list extended ipv6-control
(config-ipvé-ext-acl) # permit icmp any any
(config-ipvé6-ext-acl) #
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9.5 TXRAN—FACLOT VK

T AN— |k ACL 1X., IPv4 Xy hEBAEXNRE LT 7 Al 2TV E9, =% A,3— k ACL IZ
MAC ACL L3R IP ACL DA 7 U w KT, ME®FHIZEEL/585D IP 7 KL A, MAC 7 KL AR
sy NOFERZ2 Y MAC ACL L HE8E TP ACL THNR—FT 5T _RTCOFGHEAN G ENET,

TX A=K ACL IZRH# T A =F A/ N— | ACL 2w REZNICKHET 53T A= —D—Ex2LIT

DFRIRLET,

a<w R

awV FENRTFA—F—

expert access—list

expert access—list extended NAME [NUMBER]
no expert access—list extended {NAME | NUMBER}

permit | deny (=%
As3— N ACL BREE—
)

[SEQUENCE-NUMBER] {permit [authentication—bypass] | deny} PROTOCOL
{SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any} {SRC-MAC-
ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-IP-ADDR DST-
IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [cos OUTER-COS [inner INNER-
COS]] [vlan OUTER-VLAN [inner INNER-VLAN]] [fragments]

[ [precedence PRECEDENCE] [tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER

permit | deny tecp |
udp (=% A,3— | ACL
BEET— R)

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} {tcp |
udp} {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any} {SRC-
MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | 1t |
gt | neq} PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-
WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD
| host DST-MAC-ADDR | any} [{eq | 1t | gt | neq} PORT | range MIN-
PORT MAX-PORT] [TCP-FLAG] [cos OUTER-COS [inner INNER-COS]] [vlan
OUTER-VLAN [inner INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS]

| dscp DSCP]

no SEQUENCE-NUMBER

permit | deny icmp
(2 23— |~ ACL #%
EE'— )

[SEQUENCE-NUMBER] {permit [authentication—bypass] | deny} icmp
{SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any} {SRC-MAC-
ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-IP-ADDR DST-
IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [ICMP-TYPE [ICMP-CODE] | ICMP-
MESSAGE] [cos OUTER-COS [inner INNER-COS]] [vlan OUTER-VLAN [inner
INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER

Fawy FOFEMZLLTICH M LET,
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expert access—list

HE

TXFANR—F ACL O7 27 7 A NVEER L, 4T e 774 /LD=F
AN— K ACL REET— RIZBATLE T, HIBRT AI121E, no BPREZHEHL
7,

VYT R expert access—list extended NAME [ NUMBEK]
no expert access—list extended {MAME | MIMBER

NI A—H— NMANE : =% A,8— |k ACL D4 RTE 32 CFLUN (GLEESECT) THIRELE
R
NUMBER : =% A/3— |~ ACL D7 17 7 A )L&KH% 8000~9999 DH#iFH THE
ELET, HBELRWGESIE. RMEAOFSOT NS RKOED HERYIZ
Y THNET,

7 7 &V b 3L

o<y RE—F Ja—N)VRETE— R

F 7V E L)L LUl 12

EHEDTAL KFA4

RKa<wr R, =% A=K ACL O 77 A VEER L., =% A 3— |
ACL R EE— FIZBITLE T,

55 B

T A/8— | ACL Texp_acl] ZfERRL, =F AN— b ACL REE— FIZBIT T2 EE R LET,

# configure terminal

(config) # expert access—list extended exp acl

(config-exp-nacl) #

permit | deny (=¥ Z/%— h ACLRREE— K)

HH THZAN— N ACL D/—/L &R L ET, HIFRT2121E, no BXEEA L
E3cn

VIUEY TR [ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
PROTOCOL-TYPE {SRC-IP-ADDR SKC-IP-WILDCARD | host SKC-IP-ADDR
any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any}
{DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-
ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [cos OUTER-COS
(inner INNER-COS]] [vlan OUTER-VLAN [inner INNVER-VLAM]
[fragments] [[precedence PRECEDENCE] [tos T0S] | dscp DSCP]
no SEQUENCE-NUMBER

NG A—F— PROTOCOL-TYPE : $57E L= 71 b a vz 5855 LEY, Fu haik
5 (0~255 D) . b L <L gre. esp, eigrp. igmp. ipinip,
ospf. pep. pim, vrrp DWFANZHEH L £7,
FENLNDIRT A —H —DFHEL MAC ACL, F LN IP ACL D /L— LA EkD
RIENT A= —% SR L TITEIN,

A Ay L

a<wy RE—F THAN— K ACLHEET— K

FI4 L)L LrUL 12

EHEDTAL KFA4

Kawr RliE, =2F 23— K ACL DL—LE 7177 AL FIC/ER L F
7
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55 5 -
T 28— [ ACL Texp_acl] @ ACL L—/V &2+ A HEEZRLET,

# configure terminal

(config) # expert access-list extended exp acl

(config-exp-nacl) # deny host 192.168.4.12 host 0013.0049.8272 any any
(config-exp-nacl) #

permit | deny tcp | udp (=FZR/%— K ACLRETE— R)

HH T A= | ACL @ TCP/UDP /X7y FD/b— L 288k L ET, HIkRT 512
1L, no FEXAFEH L £9,
VBT R [ SEQUENCE-NUMBER] {permit [authentication—bypass] | deny} {tcp |

udp} {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any} {SRC-
MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | 1t |
gt | nea} PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-
WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD
| host DST-MAC-ADDR | any} [{eq | 1t | gt | neq} PORT | range MIN-
PORT MAX-PORT] [TCP-FLAG] [cos OUTER-COS [inner INNER-COS]] [vlan
OUTER-VLAN [inner /AMNVER-VLAM] [[precedence PRECEDENCE] [tos T0S]
| dscp DSCP]

no SEQUENCE-NUMBER

INTGA—F— FoRT A —H—@DFHAIL MAC ACL, IP ACL. 3 X UWLIE IP ACL @ TCP/UDP
IR B VBGEDFRTE/NT A —H — %R LT &V,

T 7 4k 2L

a<wy FE—F JEEZ X A= T 7R A FFHEET— K

F7 4L Loyl o: 12

ERHEDTA KFGA4 v | Ka<r Rk, =% ZA3— K ACL @ TCP/UDP "7 v M BESELMtELET S
ACL — V&84 L £,

{4 -
TF A/N— N ACL TTCP /N7y N EAESFMHITT DN — NV ERGET D HEEZRLET,

# configure terminal

(config) # expert access-list extended exp acl

(config-exp-nacl) # deny tcp host 192.168.4.12 host 0013.0049.8272 any any
(config-exp-nacl) #
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permit | deny (expert access-list)

HE

permit (7)) F7-0% deny (JEf) —> NU—%BMLET, = FU—
YT A1, no 2~y REHFEHLET,

VBT R

[ SEQUENCE-NUMBER] {permit [authentication-bypass] | deny} icmp
{SRC—IP-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any} {SRC-MAC-
ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-IP-ADDR DST-
IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [ICMP-TYPE [ICMP-CODE) | ICMP-
MESSAGE] [cos OUTER-COS] [vlan OUTER-VLAN] [[precedence
PRECEDENCE] [tos 70S] | dscp DSCP]

no SEQUENCE-NUMBER

INTGA—F—

£ INT A —K—@EFBIEL MAC ACL. TP ACL. 3L OWEIE IP ACL @ ICMP ¥
T ROV —NVBEEDORENRNT A —F—% SR LTI TEI0,

F7 %V E

L

a<wy KE—F

VEZF A= T 78R X MREE—F

FI7F+V L L

LUl 12

EHEDTAL KFA4

AKa<wy NiE, =F 25—k ACL T ICMP 4 vy N2 EEEME L 45 ACL
=B LT,

55 B

PEAE IPv6 ACL C ICMP /X7 M &2 BB LTV — NV BBk T 2 FiEE R L E£7,

# configure terminal

(config) # expert access—list extended exp acl
(config-exp-nacl) # permit icmp host 192.168.4.12 any any any

(config-exp-nacl) #
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9.6 LAN7 VX< v T

CLI DVLAN 7 7 ¥ 2~ > 7 & ZAUTHIET DT A—Z—D R L FTORITRLET,

a<w K

av s RENTA=F—

vlan access—map

vlan access—map MAP-NAME [SEQUENCE-NUM]
no vlan access—map MAP-NAME [SEQUENCE-NUM]

match (7'~ v 7%
EE'— )

match {mac | ip | ipv6} address {ACL-NAME | ACL-NUMBER}
no match {mac | ip | ipv6} address {ACL-NAME | ACL-NUMBER}

action

action {forward | drop | redirect INTERFACE-ID}

no action

Fawy FOFEMZ L TICH M L £,

vlan access—map

HE

VLAN 77 v A<= v 7TH2ER L, BELIEY T~y 7OV T~y TREET—
REBBLES, VLAN 77 A~ 7 LTV 7~ v 7H2HIRT 51
1L, no FEXAMEH L F9,

VIUEY TR vlan access—map MAP-NAME [ SEQUENCE-NUMI
no vlan access—map MAP-NAME [ SEQUENCE-NUM]

NFGRA—H— MAP-NAME = 3%7ET % VLAN 77 kB 2~ > FOL4FIHEE LT, LSk
K32 XFETTY,
SEQUENCE-NUM : %7~ > T D —4 v ARG ERE LES, B HIx
1~65535 T,

T 7AWV H L

gy RE—FR Ta— N VERETE— R

F 7 IV hLL LUL 12

ERLEDOHTA KT

VLAN 727t 2~ 1%, VLAN IZSIT TR T 7 40w 7 ORlEEITH 7 a
T 7 ANTY, VLAN 77t A~ v FINTEEOY T~ v THRE S, W
Ty I — ARSI LET, YT~y T TIEI N T T4 v Y
D—HEME., BBLEREOT 7 a v ERELET, NI T4 v ID
—ERMITIT ACL 7'm 7 7 A L&A L, PERMIT Z&fFD ACL /L—/ L% f
KL LET, BERLEY T~y 7T, V=7 U AF SN ESWIEEFICEE
S, WERLDOL—IVIZAEE L TT 7 v a U INETEND L LD
ATV EH A,

Ka<wy RTIE, VLA 727 B R~y 7Z2ERK L. FHELI->—F v AKS
DY T~y T dT DE— NIBITLES, RELTY—F U AFEFD
YT~y TRBEINTWRWES, ST 7~y 7RI E 7,
=l AT S EIRE LR WES . 10 OEBCREFOREO T TR b/
SVMEN Y —7 A% S LTHEIMICEH S, #Fiflicy 7~ v 7% 1(E
L E9,
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5 B
VLAN 7 7 B A< P o Bl 2 Fikxa R~ L E£7,

# configure terminal
(confiqg) # vlan access-map vlan-map 20
(config-access-map) #

match (7= v FREE—F)

B H VLAN 7 7t A~ v 7OV 7~ v FIZACL 7 a7 7 A VEMSITET, HIER
T 5120, Aa~ RO no BN AEHL £,

PR T match {mac | ip | ipv6} address {ACL-NMAME | ACL-NUMBER}
no match ip address {ACL-NAME | ACL-NUMBER}

INT A —HF— mac : MAC ACL Z#E21F £97,

ip : IP ACL &3 £,

ipv6 : TPv6 ACL Z#E-31F £,

ACL-NAME : #3135 ACL 70 7 7 A VAT a7 7 A VWA THRELET,
ACL-NUMBER : #3172 ACL 7Fm 7 7 A Va7 a7 7 A VEF S THEREL %

7,
VAP Wi 2L
avy RE—FK Y7~y TREE—F
F7 3V bk LL L~UL 12

FEREDOHA NS4y | Kavr RNE, VIAN T 2782~y 7OH 7~ FIZACL 717 7 A )LEfk
SIFET, ACL 7077 ANMENT 7 4 v 7 OEBSMEITHER S, B
Sz ACL /L— L@ PERMIT SAFICAET D EHRE LT 7 v a U EITW
7,

it 1

VLIAN 7 7 &2 2~ v 7 Tylan—map| OV 7~ > 7:10 12 MAC ACL [sp_mac| #2515 HFEZRLET,
# configure terminal
(config) # vlan access-map vlan-map 10
(config-access-map) # match mac address sp mac
(config-access-map) #

VLAN 7 7 2~ v 7 [vlan-map| O 7~ 71202 1P ACL [sp_ip)] &35 HEERLET,
# configure terminal
(config) # vlan access-map vlan-map 20
(config-access-map) # match ip address sp ip
(config-access-map) #

VLAN 7 7% A~ 7 [vlan-map] O 7~ 7:30 |2 IPv6 ACL [sp_ ip6] Z#t-S1F 5 HiEzEmrmLET,
# configure terminal

(confiqg) # vlan access-map vlan-map 30
(config-access—map) # match ipv6 address sp ip6
(config-access-map) #

365/421



9 77t xarbhr—LY XK | 9.6 VIANT ZERA~ v

action

HH T~y TO—BEFHIAER LTS EOT 7 v a B ELET, 774
U MCETICE, noBXAEHLET,

VBEY TR action {forward | drop | redirect INTERFACE-ID}
no action

NFGRA—H— forward : S:IFIZAB LT/ > M EFFAI L CIBIEEE 21TV E T,
drop : FRHFICEE LTy e Fey 7 LET,
redirect INTERFACE-ID : AR EE L1237 v FERE LA — MCV
ZALV7 NLET,

F74/VE forward

a<wy RE—FK YTy TREET— R

T 7 IV LL LUL 12

FEREDHA RFA Y | Kavy RiE, 7=y ST 72 ACL 7'a 7 7 A LD)L—LITHE L
NI T4 2 kT DT v a v ERELET,

{4 -
VIAN 7 7B A~ v 7 [ylan-map] OV 7~ 72017 7 a v RETHHEZRLET,

# configure terminal

(confiqg) # vlan access-map vlan-map 20
(config-access-map) # action redirect port 1/0/5
(config-access-map) #
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10 & 5EmtEsae

ARETIE, FT7 74 v 7 OBIEHTERCHHR ORI D SO =~ > FOWTHA L £,

10.1 QS a<w > k

CLI ® QoS <y REZNIZHINT HNTA—F—D—EEUTORIIRTLET,

avwy K aAwy RENRTA—F—

mls qos trust mls qgos trust {cos | dscp}

no mls qos trust

mls qos cos mls gos cos {COS-VALUE | override}

no mls qos cos

mls qos map dscp—cos | mls qos map dscp—cos DSCP-LIST to COS-VALUE
no mls qos map dscp—cos DSCP-LIST

mls qos map dscp— mls qos map dscp—mutation MAP-NAME INPUT-DSCP-LIST to OUTPUT-DSCP
mutation no mls qos map dscp—mutation MAP-NAME

mls qos dscp— mls qos dscp—mutation DSCP-MUTATION-TABLE-NAME

mutation no mls gos dscp—mutation

priority—queue cos— priority—queue cos—map QUEUE-ID COS1 [COS2 [COS3 [COS4 [COS5 [COS6
map [cos7 [coss]]]11]]]

no priority—queue cos—map

mls qos scheduler mls gos scheduler {sp | rr | wrr | wdrr}

no mls qos scheduler

wrr—queue bandwidth wrr—queue bandwidth WEIGHTO. ..WEIGHT7

no wrr—queue bandwidth

wdrr—queue bandwidth | wdrr—queue bandwidth QUANTUMO. .. QUANTUM7

no wdrr—queue bandwidth

set set {[ip] precedence PRECEDENCE | [ip] dscp DSCP | cos COS | cos-
queue COS-QUEUE}

no set {[ip] precedence PRECEDENCE | [ip] dscp DSCP | cos COS |
cos—queue COS—QUEUE}

show mls qos show mls qos interface INTERFACE-ID [, |-] {cos | scheduler | trust
interface | dscp-mutation | map dscp-cos}

show mls qos show mls qos queueing [interface INTERFACE-ID [, [-1]

queueing

show mls qos map show mls qos map dscp—mutation [MAP-NAME]

dscp—mutation

#Ha~y FOFFMAZLULTIZHHLET,
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mls qos trust

E]:y) AR 7 L — LD CoS DL CoS fih L <% DSCP fEICFEEL £, 7
74V N OBREICETIZIE, no I AEEHL 7,

VOB TR mls gos trust {cos | dscp}
no mls qos trust

NWIA—F— cos : A5 7 L— LD CoS DIFIEE CoS fEIZHEE L £ 77,
dscp : A5 7 L— LD CoS DFFHEZ DSCP EIZHRE L £7,

VAVE VI cos (CoS fEZZH)

a<wy KE—F

A H—T 2 —AKEET— N (port, range, port—channel)

Vel AN 2%

L)L ;12

EHEDTAL KFA4

AKa<wr RiE, 7L —20 CoS OIREZEELET, ZD/RTF A—
=X T 7 47 ODWUBIEFEEZED S QS HWiETD I IV 7 4 r— 3
v () bt AT AR E T, 5 L7 L— AR EENH
DED CoS ITHFAINDNEED HIaIE% CoS fE, DSCPAEDWF T 5
DERELET,

ZE L7 L— NI EOEHR (CoS fl, DSCP fE) 27254, mls
qos cos v RIZEDER— NMIRE LT 7 4V MEIED CoS |TK
B ET,

cos (CoS DIFIEMN CoS M) TR ESINT-HE, Z[F7 L—20 CoS DXy
IZ VLAN % 7D CoS [ENKMINE T, ¥ 772 L7 L —A0HE. HHW
XA — R DOEREIZ mls qos cos override NP I TWAELEES, A— |
DT 7 v MEFEEEDEN CoS IZKMEIET,

dscp (CoS DFEIEAS DSCP ) TR E STz, %[5 7 L—LAD CoS DX
431X DSCP fEZ &M L, mls qos map dscp—cos DO~ v B2 729~ T CoS
WS ET, FE TP T v FOGAIL, cos ZakiE LT2mH L REROHE)
E& 720 4,

55 B

N— bk 1/0/1 @ CoS DFFHE % DSCP EIZERET 5 HiEE "L ET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # mls gos trust dscp
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oS av K

mls gos cos

HH A= DOT 74N MEEEEZRELET, XEZZ Y T T 521, no B
EERALET,

VBT R mls qos cos {COS-VALUE | override}
no mls qos cos

NWIRA—F— COS-VALUE : 77 # v MEJEEE Dfi % 0~7 OFPHTHRE L 7,
override : CoS DIFIERZAZ 7 L —AD QoS HFMICE B, F7 4 /b ME
JefE % CoS ICM ST AL AITHEL £7,

F7FIV R T _XTOHR— K TO, override 77 3 72 L

avy RKE—F

AR —T 2 —AFEET— K (port, range, port—channel)

vard AN 2 %

L)L 12

ERLEDOHTA KT

RKa<w RN, R—bDT 74V MEEEEZFELET, 7 74/ MBI
FEIX, CoS DIIEIZHEST= CoS DFENFETTERWEEICHEIND
CoS ZRLET, 7=k X, CoS DIFEED CoS HDGHIZH 7 7a L7 L—
LEZELTH, VLAN Z Z 3T E STV RN 7=®) CoS 2SR TE 4
No TDXIIRGEIT, AT A =2 —DFEEMN CoS TSN E T,

override T A —X—%fHTH L, ZE L7 L —L0 CoS fEX DSCP
fli., BELWnls qos trust DREIC L BT, T 7 /b MEIEED CoS ITJK
M ET,

55 -
R—F 1/0/1 OF 7 4/ k

BREE 3ITRES D TiEE R LET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # mls
(config-if-port) #

gos cos 3

mls qos map dscp—cos

HHY DSCPE L CoS D~ v B 7RI EELET, 7 7 4/V FOREITETITIE,
no R EFEHL 9,

VBT R mls qos map dscp—cos DSCP-LIST to COS-VALUE
no mls qos map dscp—cos DSCP-LIST

TG A—F— DSCP-LIST: DSCP{E (0~63) # U A FTHELET,
COS—=VALUE : DSCP EIZ%f)5 35 CoS (0~T7) #IEE L ET,

F7F b CoS fH : 0 1 2 3 4 5 6 7
DSCPE : |0~ |8 ~ |16 ~ |24 ~ |32 ~ |40 ~ |48 ~ | 56~63

7 15 23 31 39 47 55

a<wy KE—F

A H—T = —AKEET— F(port, range, port—channel)

FI7F+V L L

L~UL 12

EHEDTAL KFA4

AKa< Nk, DSCP fEL CoS D~=v 7 Z#ETELE£7, mls qos trust
o< RC CoS DFetE% DSCP fEIZ L= A IcsRanE T,
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il 1

A—bh 1/0/6 TDSCP 12, 16, 18 % CoS 1 IZ~v v ¥ /4B HEERLET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/6
(config-if-port) # mls gos map dscp-cos 12,16,18 to 1

mls qos map dscp—mutation

HH ZAE L7 Lb—AIZHHAT % DSCP EOE#~ v 728k LET, £
~ v TR T 2121, no BRELEHL £,

VUE YT R mls qos map dscp—mutation MAP-NAME INPUT-DSCP-LIST to OUTPUT-DSCP
no mls qos map dscp—mutation MAP-NAME

INTGRA—HF— MAP-NAME : ZE¥a~ » 7 D7 a7 7 A V4% 32 LFLINTHRE L £7,
INPUT-DSCP-LIST : Z5#a5t.00 DSCPED U A k& FE L £7°,
OUTPUT-DSCP : Z5 ¥ DSCP Bz 457E L £7,

T 74 b L

a<wy RKE—F Ta—N)VEREET— R

FI7FV L L~UL s 12

ERLEDOHTA KT

RKa<wy RiE, ZE7 LV —AZEHT 5 DSCP i~ v 7 Z2HekLET,
YERY LT-Z#i~ ~ 71X mls qos dscp—mutation =2~ R TCAR— MNMIE|D Y
THIENRTEET, VAR — 195 DSCP B~ v 7D KEIT 255 T
7,

DSCP Z841d, LDEEEIZ QoS [HMA 5| 72D U ~—F 0 7 OIMBRIC
HYLET, L Z2IE CoS DIFESCHImEHIE CO NI 7 0 v 7 M TO
DSCP fifii%, ZEHapiOfEMER S E,

it 1

DSCP ZHfa~ 7" Imutemap2| ZAERKT D HiEEZRLET,

# configure terminal

(config) # mls gos map dscp-mutation mutemap2 30 to 8
(config) # mls gos map dscp-mutation mutemap2 20 to 10

(config) #

mls qos dscp—mutation

HH YER L7z DSCP i~ v 7 &R — MM LE T, B0 Y TEMRTHIC
%, no FERXAEMHL ET,

VUBEYT A mls qos dscp—mutation DSCP-MUTATION-TABLE-NAME
no mls qos dscp—mutation

NI RA—F— DSCP-MUTATION-TABLE-NAME : 5@ 9% DSCP Zf#a~ v 7 D77 7 A V4
EHRELET,

VAVE i) 7L

avy RKE—F

AR —T 2 —AFEET— K (port, range, port—channel)

F7 4L

L)L 12

ERLEDOHTA KT

ARa< 2 RiL, mls qos map dscp mutation =< > K CHER L 7= DSCP Z5#4
<~y 7 ER—MIEHLET,
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il 1

A— b 1/0/11Z DSCP Z5#i~ 7" Tmutemap2| x4 5 HlEZ R~ LET,

# configure terminal

(config-if-port) #

(confiqg) # interface port 1/0/1
(config-if-port) # mls gos dscp-mutation mutemap2

priority—queue cos—map

HE

CoS LIEEXFa— DB 7ERELET, T 74NV FOETEIZRTIZ
1L, no FEXAMEH L F9,

VE IR

priority—queue cos—map QUEUE-ID COS1 [C0S2 [C0S3 [C0S4 [C0S5 [C0S6
[cos7 [cos8111111]

no priority—queue cos—map

S5 R —f—

QUEUE-ID : ¥ = —1D % 0~7 O#IPITHEE L E 7,
COSI: ¥ 2—I|Z8V YK ThHCoS % 0~7 THELET,
COS2. .. C0S8 : % 2 —|TE|V Y T2 COSI LD CoS ZHRTE L T,

F7 %V E

CoS EEEXF=—ID O~ 7T 0-2, 1-0, 2-1, 3-3. 4-4. 5-5, 6-
6. 7-7 T,

a<w2 KE—F

7 —/NVEREE— R

F7 4L

L)L 12

EHEDTAL KFA4

AKa<w RiE, CoS ¢EEFa— Dy B 7E2RELET, AT A—
2 —1F, CoS IZHK L THEEF2—ZRET DX 2 —A L TOREICHKEY
L. 7273747 —varyTRliding CoS Kt~y B 71—z
JGUTZET7 L —LZ kG 2 —ICRY 3T ET,

55 B

CoSHBSEES, 5, 6 2F=—2 28I HTHHEERLET,

# configure terminal

(confiqg) # priority-queue cos-map 2 3 5 6

(config) #
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mls qos scheduler

HE

QS DAV a—) 7 HRERELET, T 74V MIETIZIE, no =
<~ REFERHLET,

VBT R

mls qos scheduler {sp | rr | wrr | wdrr}

no mls qos scheduler

INTGA—F—

sp 1 TRTDOF = —CTrRAELHIE TN aMEH L ET,
rr: T RTOF=2—TI7vr Faber FRAEEHLET,
wrr c MMET UV Fue b FREEH L ET,

wdrr - JIEARET U Frbe s FREHEHLET,

T 7 4k

FTRCOAR—FTwrr MEZ 7 FrbE LX)

a<wy KE—F

A H—T 2 —AKEET— N (port, range, port—channel)

Vel AN 2%

L)L ;12

EHEDTAL KFA4

Aoy i, QS DAFVa—U v 7 HREBELET, KLEF2—
WU LT 7 L— B, 8 LAY Y a— U v J T - TRAEA
BB ThbihvET,

sp (FEREILHIE) OGAE. BRENE W (F2—ID DRIV EEFEF 22—
WA EINTZT7 L= DIERICEE S E T,

rr (ZUr ey i) OBA. BEX 2 —M CTOBEMNRAEIIITh
P AF2—T1ODT7 L —AZEEITEE L FT,

wrr (NEZ7 7> Febr FR) OBA, &£F 2 —ICHKE LTEADHE L
PR U727 U — 25T LT i o v 2 —ToX 0y N OLERNER 2 E L
e

wdrr NEARRE TV Feb o FX) 056, FXF 2 —ICRELEZZ v
HAEENE L7 L—2 D% A XS LT D H—T/Nrw DL
BHAF 2 E L ET,

wrr b L < X wdrr O5E. BEARY £ % LMEDR 0 DIFEF 2 — 1322 E
SR CAE INET, ZOHE, BEEENRIVEY (F2—ID NELV K
V) EHEXF2—bELEZ OICRETHALELRHY £7°,

it B

R— K 1/0/1 DRV a—V 7R & meBahlilr SR EST 5 HiEa R~ LET,

# configure terminal

(config) # interface port 1/0/1
(config-if-port) # mls gos scheduler sp

(config-if-port) #
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wrr—queue bandwidth

HE

MEZ T FrEryTATOFXF2a—DELZRELET, 774/ FOK
FEWCRTICIE, no B2 LET,

VIRFY TR wrr—queue bandwidth WEIGHTO. .. WEIGHT7
no wrr—queue bandwidth

NFGRA—H— WEIGHTO. . . WEIGHTT7 : %55 F = — (F =2 —1D:0...7) OFEH%E 0~127 O
HEATHELET,

F 7%V bk TRTCOR— DT RTOERFF=2—T1

a<wy KE—F

=L

AR —T 2 —AFET— K (port, range, port—channel)

FI7F+V L L

LUl 12

EHEDTAL KFA4

AKax NE, A7rPa—U 7 APNMET vy Fa e TADSE0
FREX 2 —DELERELET,

55 B

A=K 1/0/1 T, AT Va—0 T HANNET VL ey FROGEDEEF 2 —DELERTE
TAHAFHEEZRLET, Z0HTIE, Fa2—ID:0~7T ODELDFNEN L, 2. 3. 4. 5, 6, 7. 8IZHE

émi—é—o

# configure terminal

(config) # interface port 1/0/1
(config-if-port) # wrr-queue bandwidth 1 2 34 5 6 7 8

(config-if-port) #

wdrr—queue bandwidth

H MERET U Ry FRATOXa—D I X MaEFELET, T
74V b OBREICRETICIE, no B EFHL E,

VoEY TR wdrr—queue bandwidth QUANTUMO. .. QUANTUM7
no wdrr—queue bandwidth

INTGA—F— QUANTIMO. . . QUANTUM7 : #5151 F = — (F =2 —1D:0...7) DU + & MMH
Z 0~127 OHIPFTHRE L E T,

VAVE i) TRTOR— DT RTOEFF2—T1

avy RKE—F

AR —T 2 —AFEET— K (port, range, port—channel)

F7 4L

L)L ;12

ERLEDOHTA KT

Kavw s RiE, 2rva—U 7 HANNMERE T v P oy
BDOKEEFX2—DI 0 F MEERELET,

{4 -

AR—HK1/0/1 T, AT Va—0 o THAPNNMERARE TV ey FROGEDERFEX2—D 7 +
2 MMETAHAFEERLET, 20T, F=2—ID:0~7 DY > Z MEREFNFN 1, 2. 3. 4. 5,
6. 7. SICREINET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # wdrr-queue bandwidth 1 2 34 5 6 7 8
(config-if-port) #
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set

E]:3] RV o=~ FIEET DT 74 v 7IZ%T 5 QS 77 varuwREL
4, REXZZVT7TT5101%. nolEXAEHHL £,

VUOEY TR set {[ip] precedence PRECEDENCE | [ip] dscp DSCP | cos COS | cos—
queue COS—QUEUE}
no set {[ip] precedence PRECEDENCE | [ip] dscp DSCP | cos COS |
cos—queue COS-QUEUE}

NI RA—H— ip: IPVA N7y hOAHRERGRE LET,
precedence PRECEDENCE : TP Precedence [EA E XMz 4, fEIT 0~7 ®
fACTHEELET,
dscp DSCP: DSCPEZEZH L T3, HIX 0~63 OHEIPHIIEE L £,
cos COS: CoSfEZEXH X 9, HIX0~7 OHIPHTIHREL £7°,
cos—queue COS—QUEUE : E[EF¥ =2 —%FETEL £,

F7 %V E L

o<y RE—F R —~ T I TAREE—FK

FI7F+ IRV LUl 12

ERLEDOHTA KT

AKavw s REx, RVo—=v AT H T 74 v 71TkT % QoS 77
varERELET, RETHT/varTlE, AETL7L—LD 1P
Precedence fl/DSCP fE/CoS fED E X 2 LCE[EXF = —DIRERE, 7T
Ta4lr—vay, V=07, Fa—A 07070 RIxT H2EEE
BETDHZENRTEET,

ip A7 a U EIRELRWGS, TPva Ny RESMT b S ET,

dscp A7 v a OMEE, DSCP A~ v FIC k2 EE B L VELIN
FT M, CoS DPREITEHATOMRFEH I E T,

cos A7 g L OMFRIT CoS DIRFEITRMEE N, B OEaEH L%
fEF 2 —ZZBIRL F7,

cos—queue A 7T a DOIHT, EEF 2 —DORIROBLME L, EEFT
%7 L — L0 CoSEIZITBRS N EH A,

it B

AY—<w7 [policyl] 7 T A< w7 lclassl] ICEHTANT 74T D QST 7 a Lk
ETAHAHERRLET, Z0OFITIE, IPva 4> hODSCPE% 10 [CEZEXH# % T4,

# configure terminal

(config) # policy-map policyl
(config-pmap) # class classl
(config-pmap-c) # set ip dscp 10
(

config-pmap) #
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show mls qos interface

L) R—FTOQSHEZRTLETS,

VUBEY TR show mls qos interface INTERFACE-ID [, |-] {cos | scheduler | trust
| dscp—mutation | map dscp—cos}

NI A—F— INTERFACE-ID : f6 % KT o R — F&taE L £7,

cos : IN— hDT 7 4V MEEEDOHRELZR R LET,

scheduler : IR — F D QoS A7 V2 — U VT HXOBREEEXRLET,
trust : AN— F D CoS DIFIEDHEZF R L LT

dscp-mutation : A"— MIZHEH LTV D DSCP i~ » 72 FKr LET,
map dscp—cos : IR— h D DSCP & CoS D~ v B T EFRLET,

T 7 4k 2L

a<wy RE—F EEOa~v FE—F

F7 4L LUl

FEREDOTA RTA Y | Ka<xr i, A— MIRE LR QS REDFHRERRLET,
T A=F—Zf5E LW, QoS BUEDBEEF IR ER SIVET,

it B
RN— |k 1/0/2~1/0/5 DT 7 /v MEEEORELF T 2 HEERLET,

# show mls gos interface port 1/0/2-5 cos

Interface CoS Override
Port1/0/2 0 No
Portl1/0/3 0 No
Portl1/0/4 0 No
Port1/0/5 0 No

#

R— bk 1/0/2~1/0/5 O CoS DIFIFEDREEFK T D HiEE R LET,

# show mls gos interface port 1/0/2-1/0/5 trust

Interface Trust State
Portl1/0/2 trust CoS
Port1/0/3 trust CoS
Port1/0/4 trust CoS
Portl1/0/5 trust CoS
#

AR— K 1/0/1~1/0/2 D QoS AP a—1 7V HROBELFZRT HHEELZRLET,

# show mls gos interface port 1/0/1-1/0/2 scheduler
Interface Scheduler Method
Port1/0/1  sp
Portl1/0/2 wWrr

#
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R— Tk 1/0/1~1/0/2 1Z5# ] L7- DSCP £~ v 72 F i1 5 kxR LET,

# show mls gos interface port 1/0/1-2 dscp-mutation

Interface DSCP Mutation Map
Portl1/0/1 Mutate Map 1
Portl1/0/2 Mutate Map 2

#

AR— K 1/0/1 ®DSCPE & CoS D~ v ¥ VREEFRT D HIEEZRLET,

# show mls gos interface port 1/0/1 map dscp-cos

Portl/0/1
O 1 2 3

show mls qos queueing

HH QoS DIFE[EF o —IZFHHET HFHRERRLET,

VBT R show mls qos queueing [interface INTERFACE-ID [, |-1]

INTGA—F— interface INTERFACE-ID: 4 2 —|If%E LIZEHRRV # v X DMEDEH
HRATHR—=PFEBELET, FBELRWIGEIE, CoS LEEF2—D
¥y BT OREFTHRPERINET,

VAVE i) 7L

a<wy RE—F EEDa~v FE—F

F7F L)L LUL ]

ERLEDOHTA KT

Aa<r KL, QS OREEFEF =2 —IZHT2EMERRLET, N— M2
ELTEGE, £F 22— ICHELEMEZ VY FrE UV FRARMERET ¥
VREEUAFRTORELSY £ o X MMERRFLET, R—MEEELY
WS, CoS EEEFa—Dv v B U TREFELTLET,
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il FH A
CoS LIEEF =2 — DYy VL TRELFTT D HiEEZRLET,

# show mls gos queueing

CoS—queue map:
CoS QID

oUW DN O
~N oo WHE ODN

R— b 1/0/3 TOXKF 2 —DERLLV 4 v X MEOFREFEREFTRT D EERLET,

# show mls gos queueing interface port 1/0/3

Interface: Portl/0/3
wrr bandwidth weights:
QID Weights

U WN PO
e e

7 1
wdrr bandwidth weights:
QID OQuantum

o0 WN RO
[ e R
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show mls qos map dscp—mutation

HH DSCP Z i~ v TR EHF R LET,

VBT R show mls qos map dscp—mutation [MAP-NAME]

TG A—F— MAP-NAME = R7~9 % DSCP i~ v 7077y A N4 EEELET, 15
ELRWEA, TXTo DSCP i~ v F 2 FoRr LET,

T 74 b 2L

awy FE—F LEOa~vy RE—F

FI7FV L L~ 1

FEREDHTA RFAL v | Ka~r Rk, DSCP i~ v TR EEZFRLET,

i
71—V DSCP B~ v T Fork T D EE R LET,

# show mls gos map dscp-mutation
DSCP Mutation: mutemapl

Attaching interface:
Portl/0/1
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10. 2 R— FR—XFEHRIT 2 F

AN b= AR AR — b A_R—= 2 IR 2~ o B &2 USHIET 58T A—F =Dz LT D
i‘% \—/j_\‘ L\i—a—o
vy K vy RERT A—s—

rate-1limit rate-limit {input | output} {NUMBER-KBPS | percent PERCENTAGE}
[BURST-SIZE]

no rate-limit {input | output}

queue rate—limit queue QUEUE-TD rate—limit {MIN-BANDWIDTH-KBPS | percent MIN-
PERCENTAGE} {MAX-BANDWIDTH-KBPS | percent MAX-PERCENTAGE}

no queue QUEUE-ID rate-limit

show mls qos show mls qos interface INTERFACE-ID [, |-] rate-limit
interface rate—limit

show mls qos show mls qos interface INTERFACE-ID [, |-] queue-rate-limit
interface queue—
rate—limit

Ko~ ROFFEMAZ LI TIZHAL £,

rate—limit

E]:3] A— FORIRFIRZHRTELE T, RTEET 74/ MIETIZIE. no B %
fEH L E9,

VUE TR rate-limit {input | output} {MMBER-KBPS | percent PERCENTAGE}

[BURST-SI7F]
no rate-limit {input | output}

INTG R —H — input : AJJ/N7 v b ORFIRFIREZRE L E T,
output : (/137 v FORIR K Z R E L £,
NUMBER-KBPS : B4 (kbps) 2 8~10000000 D& TIHE L £,

percent PERCENTAGE : HI[BH 2 R — N OB O E /R %) THREL £
7, fEIE 1~100 O THRE L £,

BURST-SIZE : 73— A h %A X (kByte) &2 0~128000 DO #iH CTHEE L £,

T 7 4k 2L

a<wy RE—F A H—T 2 —RAFETET— K (port, range)

F7 4L Loyl o: 12

FERHEDHA RTFA4 v | Ko~ Rk, RN— MIHIRHHRZ % E LE 9, input O A EE L7
BE. R—=XT7 L —AFd7e—{flll7 L—2aRNEEENET,

55 B -
A— b 1/0/5 THIRHIREZRET D HiEERLET,

# configure terminal

(config) # interface port 1/0/5
(config-if-port)# rate-limit input 2000 4096
(config-if-port) #
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queue rate—limit

B Y F o — B TERAEHI & IR A R E L 97, EE 27 V742121,
no A ZMH L £,
Y Ey IR queue QUEUE-ID rate-limit {MIN-BANDWIDTH-KBPS | percent MIN-

PERCENTAGEY  { MAX-BANDWIDTH-KBPS | percent MAX-PERCENTAGE}
no queue QUEUE-ID rate-limit

INTGA—F— QUEUE-ID : RTET HH¥ 2—IDZHELET,

MIN-BANDWIDTH-KBPS : {%-aiE #5158 (kbps) 2 64~10000000 D& THE L %
7

percent : PREEAH/ ISR Z N — b OWIKO H /R CTHREL £7,
MIN-PERCENTAGE : fRFEHFIB D & 533 (%) % 1~100 O#iPH THE L £ 7,
MAX-BANDWIDTH-KBPS il [R4515% (kbps) THE L £7

MAX-PERCENTAGE : e KA1 D B 733 (%) % 1~100 OFIPH THRE L E 7,

774V b 2L

o=y RE—FR A B —T 2 —ARETE— F(port, range)
F 7V LR LAUL ;12
FEREDHTA RTAY | Ka~y RiE, A— b OFFED ¥ = —ORFEHIE & FIRTR AR E L £
—g—O
i 1

R— 1 1/0/1 TH =—1 ORFFHHR A 1000kbps. fHIFRHHE % 2000kbps 12, & = —2 OLRIFHIE % 48—
N DOHIRD 10%, HlfRHk 2 AR — R OHAIRD 50% 3% ET D kAR L ET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port)# queue 1 rate-limit 100 2000
(config-if-port) # queue 2 rate-limit percent 10 percent 50
(config-if-port) #

show mls qos interface rate—-limit

EL:8) R— b OHIHIROFEHHREZ TR LET,

VOB IR show mls qos interface INTERFACE-ID [, |-] rate-limit
NI RA—=H — INTERFACE-ID : 1§ % FRrT HHR— FEHRELET,

7 7 &V b 3L

a<wy RE—F TEDa~y FE—F

F 7V E L)L LUL o]

FREDHTA KAV | Ka~vr RiE, RELER— FOGIRFROF#RE RS LUET,
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il 1

R— bk 1/0/1~1/0/4 OFSRHIROBZENG WA F- T D HikER LET,

Interface Rx Rate

Portl/0/2 No Limit

Portl1/0/1 1000 kbps

# show mls gos interface port 1/0/1-2 rate-limit

TX Rate Rx Burst Tx Burst
No Limit 64 kbyte No Limit
2000 kbps No Limit 2000 kbyte

show mls qos interface queue-rate-limit

HH X o —IZHD Y T R OB EG M E R LET,

VUV TR show mls qos interface INTERFACE-ID [, |-] queue—rate—limit
NI RA—=H — INTERFACE-ID : 1§ % FRrT HHR— FEHRELET,

7 7 &V b 3L

a<wy RE—F FEDa~y FE—FR

F IR L LAUL

EREDOHTARTA

Ko< FiE, Fa—IZH0 Y TR IREFROREFREF R LET,

55 B

R— bk 1/0/1~1/0/2 D F = — DHHEHIROZENG WA FRT D HikE R LET,

Portl/0/1
QID Min Bandwidth

oUW N O
o°

No Limit
7 64 kbps
Portl1/0/2
QID Min Bandwidth

<o U WN PO
=
O
=
e
3
P
.

# show mls gos interface port 1/0/1-2 queue-rate-limit

Max Bandwidth

10%
No Limit
No Limit
50%
No Limit
100%
No Limit
128 kbps

Max Bandwidth
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10.3 RY>Jya<w Uk

AFETIEZ, T 74 v 7 OFFIIIE U THIHIRZAT 5 A Y 2 7 OEREIZ SV THA L £,

BRY S 7 OAEE

ARIEEORY 7 TIE, BTED T 7 4 v 7 OfFEE2E=4%1 7 L, FEEOF ARG T THE
ELET 7y arvaFTLET, 77 ailid, 7LV —L0OEE, G, BEHEEoZEBX iz n
H0ET,

BHISNT T 7 4 v 73, WORMRIITIEC T 3 BEFICHBHINET, RY 7ol
F o THBFIEZERY £, BANICEIUTO N7 7 4 v 7 07 —=IZHhBSnEd,

 ZU =V N7 w7 MR R A 2 TRl o T D B g

s A= T 7 4y 7 RN BRI A LT D 03 iORH vl 2 B8 &7 o B

« Ly N7 74 w7 R R ORH il 2 it L 7 Bep

NTZ T4 v AT —OEFECIE, 1 L— R 2 b— b FRo 2 FBERH Y £,

1= FAFATIE, FHL—ZRBBELEN I 7y 72 Az —b LTy RIZHELET, A
To—b Ly ROBWE, FETIRAN—Z M A REBETH0E DN THRESILET,

2 L— h AT, RIEFIRCIR 2 FEIS N7 7 4 v 7 &7 U —2, CIR Z i L CThokArk (PIR)
EBARWN T T4y kA za—Z, PREBEBLIEZN I 74 v 7% Ly RIZHELET,

Flo. TIANNOH T — %N T —F— RTIRETHI ENTEET, HHROFARMICELLT, 7
TNV DT IV EIWN T T4 v I BT ESNAZEEZHVETA, B T—T =T
E—RNTE, b7 74002 0D T —DOREIZESNTT Z7ANV NI T —FRELET, W T—7
FA LV RE—RTIX, T74/NV DI T—13 7Y —2TT,

WERY ST DRE
R L TOFRETIE, PN classmap I~ R T T ATy T L) T L—AFKE2Ed-7n
T ANEERLET, 7T A~y P ETIE, match a2~ RIZKXORI U T E2ITHIRNT T 4w 7D
FRIHAHE L ET,

I, policymap =2~ RIZEVW R v—<wFtWnWor7Ta 77y A VEERKLET, RV v—<v 7
ETIE class av U FZEO RV V=~ T OV T~y (R v—~vv 77T R) Z{EKL, 77
A2y T EDMITETNVET, MBTONTZI TAT Yy TORMBICERTH N T 7 4 v 7id, RV
VeI T A EOBREIN S TS, 77 v arnftbiEd, KV v—~v 77T AT
police 2~ RIZEV, NI 74 w0 %7 —r,/fx=a— /Ly FIZHETLHOORBN 7 —
E— R, R=RA MY AZAREDODRTA—F =L KN T T4 v I NT—TOT 7 araEXELET,
RN —< w775 ATIL, nls qos aggregate—policer =~ R TIER L7-ERKR Y —E o Hum
a7y ANEEATLZ b TEET,

RBIZ, A7 —7 2= AREFE— FT servicepolicy 2~ FaffifiL, {ElL7ZRY v —< v
PR —-NMIEALET, W TFT—F—RE2VT7—T =7 F—RNIZL7Z%HEE. nls qos map 2~ K
ThrI7 74w 70 7 —%RELET,

ARIEE T, AV ZIEATMNIR L TORITOILET,
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RY L THR) 7 aws REZIUSHIET D37 A =4 —D—5HE2 L FTORITIFLET,

a<wv K av s RENTA=F—

class—map class—map [match-all | match—any] NAME
no class—map NAME

match (7 2~ | match {access—group name ACCESS-LIST-NAME | cos [inner] COS-LIST |
REE—NR) [ip] dscp DSCP-LIST | [ip] precedence IP-PRECEDENCE-LIST |
protocol PROTOCOL-NAME | vlan [inner] VLAN-LIST}

no match {access—group name ACCESS-LIST-NAME | cos [inner] COS-
LIST | [ip] dscp DSCP-LIST | [ip] precedence IP-PRECEDENCE-LIST |
protocol PROTOCOL-NAME | vlan [inner] VLAN-ID-LIST}

policy—map policy—map NAME
no policy-map NAME
class class NAME
no class NAME
police police KBPS [BURST-NORMAL [BURST-MAX]] [conform—action ACTION]

exceed—action ACTION [violate—action ACTION] [color—aware]

police cir CIR [bc CONFORM-BURST] pir PIR [be PEAK-BURST]
[conform—action ACTION] [exceed—action ACTION [violate—action
ACTION]] [color—aware]

police aggregate NAME

no police
mls qos aggregate— mls gos aggregate—policer NAME KBPS [BURST-NORMAL [BURST-MAX] ]
policer [conform—action ACTION] exceed—action ACTION [violate—action

ACTION] [color—aware]

mls qos aggregate—policer NAME cir CIR [bc CONFORM-BURST] pir PIR
[be PEAK-BURST] [conform—action ACTION] [exceed-action ACTION
[violate—action ACTION]] [color—aware]

no mls qos aggregate—policer NAME

service—policy service—policy input NAME

no service—policy input

mls qos map mls qos map {cos—color COS-LIST | dscp-color DSCP-LIST} to {green
| yellow | red}

no mls qos map {cos—color | dscp—color DSCP-LIST}

show class—map show class—map [NAME]

show policy—map show policy—map [POLICY-NAME | interface INTERFACE-ID]

show mls qos show mls qos aggregate—policer [NAME]

aggregate—policer

show mls qos show mls qos interface INTERFACE-ID [, |-] map {dscp-color | cos-
interface map color}

#Ha~y FOFFMAZLULTIZHHLET,
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class—map

HE

I TAy TEERL, VT ASTy TREET—RIIBITLET, 7T X
<~ 7 EHIBRT H12E, no B AEAH L 9,

VOB TR

class—map [match-all | match—any] NAME
no class—map MNAME

INTGA—F—

match-all : 7 9 A~ v 7HNTIL—L (FT 7 4 v 7 AESEM) NEEE
FESNTWBEAIC, T XRTOSRMEWMT-THAEAKEARLET, K
INT A=A —FFEE L7e\WA | match-any 28 SV E T,

match-any : 7 7 A~ v TN T/L— L EEBEINTWAIRSIC, W
NWIrOFRMEEM T2 E A LET,

NAME = 7 5 A~ > 74 % 32 LTFLNTRELE T,

F7 %V E

class—default 235 7 # /L ;s TEEk

avy RKE—F

i

Ja—/VREE— R

FI7F+V L L

LUl 12

ERLEDOHTA KT

RKa<wr RE, VIR TE2EHR L, 7T A~y TREET— FITBITL
F9, BERAREZR KD 7 T A~ THIE 255 T,

class—default £ W9 7 T A~y I FHEINTWET, 2DV T A<y
TNE, TR TCDO N T T4 vV R EHRRT R T A~y 7T, R
V=T TWTNDORY) =~y I TRACHAEE LW SICEA &
WET,

5B

7T A< w7 lclass_home_user] #{ER L. 7 7 A~ v 7TRET— NIIBITT 2 HiEE R LET,

# configure terminal

(config-cmap) #

(config) # class-map match-all class home user
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match (7 7 A< v 7EEE—F)

HE

I TRy T DON— )V EEEFLET, HIFRT 5121, no BRAEFHLE
—g—O

VOB TR

match f{access—group name ACCESS-LIST-NAME | cos [inner] COS-LIST
lip] dscp DSCP-LIST | [ip] precedence 7P-PRECEDENCE-LIST
protocol PROTOCOL-NAME | vlan [inner] VLAN-LIST)

no match {access—group name ACCESS-LIST-NAME | cos [inner] COS-
LIST | [ip] dsep DSCP-LIST | [ip] precedence /P-PRECEDENCE-LIST
protocol PROTOCOL-NAME | vlan [inner] VLAN-ID-LIST)

795 R—f—

access—group name ACCESS-LIST-NAME : ACL ZfEILCrT 7 4 v 7 &%
FHEHELET,

cos: CoSHEAZ NT 7 4 v 7 DEESMELET,

inner : QinQ /X7 v h® C-tag DIFWE N T 7 4 v 7 OEESMEE LE
7,

COS-LIST : 8 SM L7022 CoSEAZFRE L E T,

ip : IPv4 /Xy bOBZEEBSLMEORSEE LET, FEELRWEEIL, JFE
IPva "7y N EESRMEORGICEENE T,

dscp DSCP-LIST: DSCPlEi%w ~T 7 4 v 7 OAESMEE LET,

precedence [P-PRECEDENCE-LIST: 1P Precedence & ~F 7 14 v 7 D& E
M LET,

protocol PROTOCOL-NAME : 72 s=ai)L& N5 7 4 v 7 DEHEMIZ L F
4, v h=a4iL arp, bgp., dhep. dns. egp. ftp., ip. ipv6,
netbios. nfs. ntp. ospf. pppoe. rip. rtsp. ssh. telnet. tftp 7D
BERLET,

vlan VIAN-ID-LIST: VLAN % b5 7 4 v 7 OEESEME LET,

T 7 4k

L

a<wy KE—F

JTAY Yy TRET— K

Vel AN 2%

L)L 12

EHEDTAL KFA4

Ka<w R, 7I9AS T TRIT T 4 v 7 DEBSEMEL IR DN — %%
LET, HEOL—NVEEREGELIZSGA, 7T A~y 7O — VIRE I
(match—any & L < (X match-all) 12XV EEE RN RE Y 4,

it B

7 A< w7 [class—home-user] D/L—/VEBEKT HHEEZRLET, ZOFHTIX, L—/LORER
78 match—any O 7=, ACL Tacl-home-user] (Z&E T 57> CoS fEMN 1~3 DEAICEE L LET,

# configure terminal

(confiqg) # class-map class-home-user

(config-cmap) # match access-group name acl-home-user
(config-cmap) # match cos 1,2,3
(

config-cmap) #
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policy—map

HH R =<y T E2ERL, R =<y THEET—RNIBITLEST, &Y
==y T EHIBRT HICIE, no BRXAEMFH L £,

VoEY TR policy-map NAME
no policy-map NAME

NI A—F— NANE : RV >r—~ v T %% 32 LFLUNTHELET,

T 7AWV H L

a<y RE—F Ja—N)REE—R

F 7 IV LL LUL 12

FHEDTA RTA4y | Kawr NE, RV v—<v7&ERKL, R —~ v FREET— NI
fTLUET, MERATREZR I KD R Y v—~ » 7 Hd 255 TT,

i
ARVU—<>7 Ipolicyl)] Z{ERK L., NV v —~ v TREET— NITBITT D HEEZRLET,

# configure terminal
(config) # policy-map policyl
(config-pmap) #

class

HH RV —=o T LRI —~ v TV T AR L, R —~v 77T
AREE— FICBITLET, HIFRT D213, no AL £,

VUV TR class NAME
no class NAME

NRIA—F— NAME : RV == T 7T ARSI 57 T A~y TEEELET,

F 7 FVk 72 L (class—default 723 H S45)

a<wy RE—F RV o—=v TREET—FR

F 74V R LR L~UL 12

ERHEDTA RFGA4 Y | Kav R, RV v—~v 7OV T~y T ThHHRI > —~vv T I TR
HERRL, AU =~y 77 T AREET— RITBITLET,
BILIZTRTORY) =~y T T TADNT T 4 v THBEEICEEL
W ERT 7 0 w701, class—default & L CHEEINET,

55 B
ANY T —=<> 7 policyl TV T A~ v lclass—dscp—red] ISR o—~ v 77 T A5 B8 L
T, RV =77 TAREET— NIIBITT D HEERLET,

# configure terminal

(config) # policy-map policyl
(config-pmap) # class class-dscp-red
(config-pmap-c) #
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police

BH RY U TORIBEEE T 7 v a v a8 LFET, REZHIRT D120,
no R EMFEH L £,

VB TR police ABPS [BURST-NORMAL [BURST-MAX]] [conform—action ACTION]
exceed—action ACTION [violate—action ACTION] [color—aware]
police cir CIR [bec CONFORM-BURST) pir PIR [be PEAK-BURST]
[conform—action ACTION] [exceed—action ACTION [violate—action
ACTION]] [color—aware]
police aggregate NAME
no police

ING A —F— KBPS : E-¥ 1 — | (kbps) & 0~10000000 THHE L £ 7,
BURST-NORMAL : #ZEH#E/S— A [ 41 X (kByte) & 0~16384 THHEL £,
BURST-MAX : Fx K/3— A ¥ A X (kByte) & 0~16384 THE L 7,
confirm—action: 7V —> 774 w7 DT7 7 varERELET, BE
L7724, transmit 250 S E4,
ACTION : 737 MICKkIT 2T 7 a vy ZEELET, UTFOWTFnosR
FTA—HE—EHHLET,
drop : X7 v hE RFuvy 7 LET,
set—-dscp—transmit VALUE: DSCPEZEx#zx ¥,
set—-1p—transmit VALUE: CoSfHZE XMz £,
transmit : /N7 v FEZFDOFFEXELFET,
exceed—action : f T — KT 7 4 w7 DTV aERELET, HE
L7256, drop @A S ET,
violate—action : L'y R T 7 4w /DT /v a R ELET, FHEL
WS exceed—action DREEFR LT 7 v a a2 EhLE T,
color-aware : # 7—7 UV x=xT7E—RFEEHLET, EELRZWEE. &
F—T7 I RE—RFRTEfELET
cir CIR: {RFFH5 (kbps) Z 0~10000000 THE L £,
be CONFORM-BURST : FEHE/S— 2 A X (kByte) 2 0~16384 THEL *
7,
pir PIR: e K (kbps) &2 0~10000000 THE L £7°,
be PEAK-BURST : it K/N—A h¥ A X (kByte) & 0~16384 THE L £,
aggregate NAME: S£RARV Y —ZwH L £7,

T 74 b 2L

o<y RE—F RV =~ 77 TAREET—F

FI7F+V L L L~UL 12

EHEDTAL KFA4

RKa<wr Rt R —<v 77 FATHRY o7 OHIRFERCH T —I1Z
INCTm T 74 DT I a rERELET,
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(CEITIR
RY o=y TV FTATL L= HAORY >0 7 OBREEBES D HiEZ R LET, ZOHITIE,
7T A~ w7 Tlaccess—match| I LIZ T 7 4 v 7 T, FE¥L— k Skbps, FEHENR—Z M1 X
1kByte DFHEREICE VT, A BB LB EDT 7 a2 Funy 7T OREICRY £,
# configure terminal
(confiqg) # policy-map police-setting
config-pmap) # class access-match

(
(config-pmap-c) # police 8 1 exceed-action drop
(config-pmap-c) #

HEHRR Y H— Tagg policerl] #ERA L TR v ZTOMERIEET A HFEA R LET, ZOHITIE.
7T A< v/ lelassl] ICABT DT 74 v 716 L TEHRY b—oREN@EmH I x4,

# configure terminal

(config) # policy-map policy2

(config-pmap) # class classl

(config-pmap-c) # police aggregate agg policerl
(config-pmap-c) #

RV =TI TAT2L—NFRORY U T OREERGET D HEEZRLET, ZOFITIE,
[RATHFE 500kbps, BEAHE IMbps, HEHE/BR/S—% b4 X% 10kByte DRI T, (R
WRABELIZGADO N7 7 47 (fu—) TDSCPEZE 2 IZFE L, I AHHIA il L7256 0
N7 4y (Ly R) Ry 7T 5REDEHAINET,

# configure terminal

(confiqg) # policy-map policyl

(config-pmap) # class police

(config-pmap-c) # police cir 500 bc 10 pir 1000 be 10 exceed-action set-dscp-transmit 2

violate-action drop
(config-pmap-c) #

mls qos aggregate—policer

HH LRRYP—2RELET, HIFRT 5121, no A& LE T,
VIRFY TR mls qos aggregate—policer NAME KBPS [BURST-NORMAL [BURST-MAX]]

[conform—action ACTION] exceed—action ACTION [violate—action
ACTION] [color—aware]

mls qos aggregate—policer NAME cir CIR [bc CONFORM-BURST] pir PIR
[be PEAK-BURST] [conform—action ACTION] [exceed—action ACTION
[violate—action ACTION]] [color—aware]

no mls qos aggregate—policer NAME

INTGRA—HF— NAME = 59 ) P — D4 i & 32 SCFLIN (JEESET) THREL T,
FLAME police 2~ RD/RT A—H— LR U TT,

T 7% b 7L

a<wy FE—F Ja—NVEEE— R

FI7H VL LU 12

EHEDHA RFGAL v | Ko< ik, RV —~ v 77 ITATRETDIRI U T DIRT A —
Z—DIET a7y A e L THATE 2ERNRY —2 85k L £, &#
KR —og k= b U —#% 255 T,
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il 1

EHIR Y Y — lTagg—policerd] #EBEkT D HEERLET,

# configure terminal

(config) # mls gos aggregate-policer agg-policer5 10 1000 exceed-action drop

(config) #

service—policy

HE

R =~y 7 aR— MIEALET, HIFRT 211%, no TEAZMH L %
—g—O

VBT R

service—policy input NAME

no service—policy input

TG A—F— NANE : @3 2RY) v —~ v X4 EHRELET,

VAVE i) 2L

a<y RE—FK AR —T 2 —AFEET— K (port, range, port—channel)
F7F L)L LrUL 12

EREDOHTARTA

Ao~y Rk BY v—~ o T aH— Mol S TES,

5B

A=k 1/0/1 1R Y > —< 7 Teustl-classes] ZEHATAHEZRLET,

(config-if-port) #

# configure terminal
(confiqg) # interface port 1/0/1
(config-if-port) # service-policy input custl-classes

mls qos map

HH

FNIT7 4y N T =D~y B T ERERLET, T 74 FOREI
FIIZIE, no BAE ML £,

VBT R

mls qos map {cos—color COS-LIST | dscp-color ISCP-LIST} to {green
| yellow | red}

no mls qos map {cos—color | dscp—color}

795 R—f—

cos—color COS-LIST:CoS fHIC " T 7 4 v 7 h T —%~v ¥ 7 LE
7,

dscp—color DSCP-LIST:DSCP HIZ R T 7 4 v 7N T —%~ v B 7L
EE

green: 7 U —2 N7 74w 7wy BT LET,
vellow: f = — 774 v 7wy 7 LET,
red: L'y RNT 74w ~vy 7 LET,

F7 %V E

T _TPHHR— FTCoS fl. DSCP fEA green

avy RKE—F

AR —T 2 —AFEET— K (port, range, port—channel)

FI7F+V L L

LUl 12

ERLEDOHTA KT

Ao~ ik, CoSTESH LLIZDSCPEIC L > THEASNDE T 7 4 v 7 4]
WH T —2%ELET, mls qos trust =~ R THRE I CoS DIFHE
(CoS fE/DSCP f&) IZ X V. cos—color & dscp—color DWT D kT
T4 I T —DO~y BT REH SO DB RESNET,
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il 1

R—h1/0/1 TCSE1~T%H FT T4 v 7N T —% Ly FITRET D HiEERLET,

(config-if-port) #

# configure terminal
(confiqg) # interface port 1/0/1
(config-if-port) # mls gos map cos-color 1-7 to red

AR— 1 1/0/1 TDSCPE 61~63 D NT7 7 4 v 7 H}AH 7 —% A = —|IHET HHIEEZRLET,

(config-if-port) #

# configure terminal
(confiqg) # interface port 1/0/1
(config-if-port) # mls gos map dscp-color 61-63 to yellow

show class—map

HH JIARy TREER I LET,

VIRFY TR show class—map [NVAME]

INTRA—=H— NAME - 1A RART D7 7 A~y TOARTERELET,
T7HNVE 7L

a<wy KE—F

TEDa~vy RE—FR

FI7F+V L L

L~UL 1

EHEDTAL KFA4

RKawr RiE, 7I9Ay TOREFEREERLET, 7T Ay T &2IE
ELRWES, T XTCH 7 T A<y 7O REFERLET,

55 B

FTRCDIFAY YT D

REMHHREFRT D EETRLET,

# show class-map

Class Map match-any c2
Match protocol ip

Class Map match-any c3
Match access-group acl home user

show policy-map

HH N ==y TOREFREERLET,

VUBEYT A show policy-map [POLICY-NAME | interface INTERFACE-ID]

INTA—LF — POLICY-NAME - 1§ =FrnT DR —~ v 74 ERELET,
interface INTERFACE-ID: f8E Li=A— FEHINTWHRY v—~v v
DIFRERRTLET,

VAVE i) 7L

a<wy RE—F EEOa~v FE—F

F7F L)L LUL ]

ERLEDOHTA KT

Rawy FiE, Yo~y TOREWMBERRLET, STA—4—%
BELRVSE, TRTORY =~y 7OE#ERRLET,
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i
RY—~v7 Ipolicyl] OREFRERRT HHEERLET,

# show policy-map policyl

Policy Map policyl
Class Map police
police cir 500 bc 10 pir 1000 be 10 conform-action transmit exceed-action set-dscp-
transmit 2 violate-action drop

#

A= 1/0/1ICEHASNTVWERY =~ v TONRERTT 5 k2R LET,

# show policy-map interface port 1/0/1

Policy Map: policyl : output
Class Map police
police cir 500 bc 10 pir 1000 be 10 conform-action transmit exceed-action set-dscp-
transmit 2 violate-action drop

#

show mls qos aggregate—policer

HH LR P—DOREFHRER S LET,

VBT R show mls qos aggregate—policer [NAME]

NI RA—H — NAME : 158 % Fon T H2EMR Y S —DL4RTEEELE7,

7 7 &V b 3L

a<wy RE—NK FEDa~vy FE—FR

F 7V E L)L LUL sl

FEREDOTA RIFA4Y | Kavwr FiE, IRV P—OREHFRERRLET, EORY —4%
RELRWGEG, T X TOENR Y P —OREFBRPERINET,

it 1
FTANTOENRY b —OREFHRERTT D2 HEEZRLET,

# show mls gos aggregate-policer

mls gos aggregate-policer agg-policer5 10 1000 conform-action transmit exceed-action
drop

mls qos aggregate-policer agg-policer6 cir 500 bc 10 pir 1000 be 10 conform—-action
transmit exceed-action set-dscp-transmit 2 violate-action drop

#
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show mls qos interface map

HHJ N7 74y 7 T —OREFREFR T LET,

VBT R show mls qos interface INTERFACE-ID [, |-] map {dscp—color | cos—
color}

NG A —F— INTERFACE-ID : R 2RGOR— M &EEL £,

mapdscp—color : DSCP-4 T —~ v 7 &R T HLEICHEE L £,

mapcos—color : CoS-H 7 —~ v V' H#FKRT HLEEITHELET,

F7 %V E L

a<wy KE—F TEDa~y FE—F
FI7 IRV L~k 1
FEREDHA RSA Y | Kavwr Rid, R—RNIRELE NI 74 v 70D T —ORERBHREFE
RLET,
155 51

AR—bF 1/0/1~1/0/2 DDSCPIED T 7 4 v 7 M T —D~ v ¥ VR T D HiEERLET,

# show mls gos interface port 1/0/1-2 map dscp-color

Port1/0/1
DSCP 0-7 are mapped to green
DSCP 41-63 are mapped to yellow
DSCP 8-40 are mapped to red
Port1/0/2
DSCP 0-63 are mapped to green

R— 1 1/0/3~1/0/4 D CoSIED T T 4 v JHMMA T —D~ v B T ERRT DHEE R LET,

# show mls gos interface port 1/0/3-4 map cos-color

Portl1/0/3
CoS 0-2,5,7 are mapped to green
CoS 3-4 are mapped to yellow
CoS 6 are mapped to red
Portl1/0/4
CoS 0-7 are mapped to green
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11 PoE

AREECTIL, LAN ¥ —7 L%l L CE 2545 PoE (Power over Ethernet) HREL . PoE HEREIZRE
HIHHEED a~ 2 RIZOWTHHHLET, ok, KETRHT D a3~ Nid PoE xtGHEFED A 5247

THIENTEET,

11.1 PoEa< >k

CLI ® PoE a2~ R&EFNIZKHIET BN T A =X —D—EEL FORITRLET,

a<w R

A<V RENRTFA—F—

poe power—inline

poe power—inline f{auto {max MAX-WATTAGE [time-range PROFILE-NAME]
| time-range PROFILE-NAME} | never}

no poe power—inline [auto {max | time-range} | never]

poe mode

poe mode {dot3af | high—-inrush | pre-dot3at | dot3at | pre-dot3bt
| dot3bt}

no poe mode

poe pd priority

poe pd priority {critical | high | low}

no poe pd priority

c—poe enable

c—poe enable

no c—poe enable

poe pd description

poe pd description TEXT

no poe pd description

poe usage—threshold

poe unit UNIT-ID usage—threshold PERCENTAGE
no poe unit UNIT-ID usage—threshold

show poe power—
inline

show poe power—inline [INTERFACE-ID [, |-]] {status | configuration
| statistics | 1ldp-classification}

clear poe statistic

clear poe statistic {all | interface INTERFACE-ID [, |-1}

show poe power
module

show poe power module [detaill

Fawy FOFEMZ L TICH M LET,
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poe power—inline

HE

AR— @ PoE frdEfkE X E LT, & B4 5121E, no 2~ K&
fEF L £,

VBT R

poe power—inline {auto {max MAX-WATTAGE [time-range PROFILE-NAME]
| time—range PROFILE-NAME} | never}

no poe power—inline [auto {max | time—range} | never]

795 R—f—

auto : " — N TO PoE e BOENELZ X ET HBRICIEE L £7,

max MAX-WATTAGE : PoE {8 E N AN OBEOEREBEHEZI VU v |
(mW) B CHRELET,

o BOWHBAR— M (FR— b 1, 2) TOHRTEFIL 1000~60000 T,

o FRNLANDIER— N OEREFIHIT 1000~30000 TI,
time-range PROFILE-NAME : PoE B§RECTH A AL 7 a7 7 A L EE D Y
TE7,

never : " — K CPoE {8 T A ENZ L F T,

T 7 4k

FTARTD PoE fAHEAR— P CTHRAMEMENORERL, ML P70
77 A IVDEGE L, PoE {EEITE RN (never DRTEL L)

avy RKE—F

AP —T 2= AREE— F‘

vard AN 2 %

L)L 12

ERLEDOHTA KT

SOOIy R PoB MRS A— k TO B AT,

never [ZFREIINLTWAEA, PoE fAENMEIELET, R— K TOREL
HBA4 211X, no poe power—inline never =~ RZfEH L E 4,

INT A —=H—T auto T 5L, RAMAEENORERLH A LL Y
Ta T ANDRREEIT) ZENTEET, RKRMHBENNHEEI LT
WS, PD OE 77<7E4='J/”J[JL“C§@JE’J Hij(ﬁ@ﬁ“j]ﬁ’ﬂ%/iéﬂi
T, AR E L EOEINER SN ImELEIELET, ¥
A LT 7 7 A )L time—range 2~ FT*‘%‘?‘%7D774’/I/
T, 7n774wWT”ﬁéﬂt@Wtfhﬁﬁ“% EZ AN LET,
B RMHEE 2T 7 4V MZETHE 121 no poe power—inline auto max
ZV/F%ﬁ%Liﬁo&4AV//7D774w®%DéT%ﬁ%¢6
IZ1%. no poe power—inline auto time-range =~ FZfEHL FI,

R— K TOD PoE $HEERED T R TORTET 7 4/ MZETHE 1L no poe
power—inline =~ F&{HEH L £,

55 B

AR— Tk 1/0/1 TOD PoE #AEMEREZ N D HiEE R~ L £,

configure terminal

config-if-port)# poe power-inline never

#
(confiqg) # interface portl/0/1
(
(

config-if-port) #

AR— R 1/0/1 1 PoE 45 BBORAKMIE N L XA 2L VT 0T s A NVERET D HEETRLET,

configure terminal

config-if-port)# poe power-inline auto max 7000 time-range AM9toPM5

#
(config) # interface portl/0/1
(
(

config-if-port) #
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poe mode

HHJ R— K TO PoE MREOEET—RERELET, T 74V hOREICET
2%, no a2~ F&EEHLET,

VIUEY TR poe mode {dot3af | dot3at | dot3bt | high-inrush | pre-dot3at |
pre—dot3bt}
no poe mode

NG RA—H— dot3af : TEEE802. 3af E— FAx®WH L £
dot3at : TEEE802. 3at E— NZWMH L ¥,
dot3bt : IEEES02. 3bt T— KA WH L £7, ZDOF— R 60W f5E AR — b
DHEETHZENTEET,
high-inrush : High Inrush E— FZ @M L 4,
pre—dot3at : Pre-TEEE802. 3at &= — NZ&iMH L £,
pre- dot3bt : Pre-IEEES02. 3bt E— RZ&Zw@A L E£9, ZDE— KiX 60W #4

BWAR—NORIEETHENTEET,
F7FIV R 60W #5EEAN— b CTld dot3bt, ZILIFLD PoE 58 AR— k Tlid dot3at

a<w2 KE—F

AH—T 2 —AFEET— R

Vel AN 2%

L)L 12

EHEDTAL KFA4

AKa< RTlE., A— M PoE $BOEEE— REZHELE£7, 4 PoE #
R — F Tl MBS U ClEYZRE— R8T 7 4L FTRIESNT
BY, FRAIE LTERETLHZXEETHY FHA,

dot3af, dot3at. dot3bt |, F#LZ 41 IEEE802. 3af/at/bt |ZxtI&H L7-#AHE

BE A 1TV £ 4, IEEES02.3af/at/bt ICIX% T AN H V. 21T

IEEE802 3bt OREEENEEZTT H AR — b Tl IEEES02. 3af %2 T /XA
HEIMAGEITO ZENTEET,

h1gh—1nrush pre—dot3at, pre—dot3bt |%. FFEEHED PoE ZFET A A%
E LIZE— R TY, MEEEILO PD 28 L2545 213 8E L WEE
LﬁéT EMEN D DT, HH L2V TLSIEE0,

(EELTIE

AN— bk 1/0/1 T IEEE 802.3af T— F&@HATHHEEZ R LET,

configure terminal

config-if-port) #

#

(confiqg) # interface portl/0/1
(config-if-port) # poe mode dot3af
(
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poe pd priority

HE

AR—HKTOD PoE MEOBLREEZFZTELE T, 7 74/ FOREIZRTIZ
ai\ no 2~y REMEHLET,

VIEY TR poe pd priority {critical | high | low}
no poe pd priority

INTGA—F— critical : PoE {8 DESCE % critical (BEYEE - ) ICERTELET,
high : PoE ¥AEEDOEIEE %2 high (BJEE - @) ICRE L £,
low : PoE {8 DB % low (BLE - ) IZRRE L F T,

F7 AV H F_TD PoE #AEAR— T low

avy RKE—F

AH—=T 2= AREE—F

FI7F+V L L

LUl 12

ERLEDOHTA KT

A= Rid, PoE MEOELEZFIE LT, Pk IC L HHEE) DR
BENEEORBEARLBALHEIC, AMEEEEZER L“Cf%%%%t?“é
R—hERELET, ok, {ES‘EF#I—J FOPBDOR— Do 5%

R— hESPDNSOR— FORELEL L ET,

55 B

A—h 1/0/1 @ PoE BFGEOBEIE % critical ITRET HHELZRLET,

configure terminal

config-if-port)# poe pd priority critical

#
(config) # interface portl/0/1
(
(

config-if-port) #

c—poe enable

) Continuous PoE FEREZAZNZ L £3, NI T2ITIE, no =~ F&fl
ALET,

VIRFY TR c—poe enable
no c—poe enable

INTGA—F— 7L

T7ANEb B3

a< v FE—F Ja—N)LRET— R

VAP Wi 2av% LUl 12

EHEDTAL KFA4

ARz< 2 RiL, Continuous PoE #EREZRE L F 7, WH. AA v T HBHE
B9 % & PoE HEREIZY > F &, Tﬁﬁbﬂ\é PD ~DREENEIL SN
F9 3, Continuous PoE #EEEZ BT HE. A v TFDO T 4 —LAHK—
k(B 21X reboot < RNiZ K DFLHE)) DFRIZ PoE #4HE 2 Mkl L7 Ik
BICLET, B, V7 XU &I ) dEEw i%ébi?@f
PD DAARIZ L - TIAA v FMTHREZMER L TWTH PD 28 HFEAIIZ
EET 2 EnHY £9,

it B

Continuous PoE #iEZ AT 5 HiEE R LET,

(config) #

# configure terminal
(config) # c-poe enable
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poe pd description

HE

PoE 7R— MZ PD OiiBHZREL £9°,
REMHLET,

REX 7 VT T 5HITUE, no

VIRFY TR poe pd description 7EXT
no poe pd description
NI A—F— TEXT : PD DB % 32 LFLINTAS LET,
7 7 &V L
a<wy RE—F A H—T 2= AREET— K
T 74V F L LUl 12

EREDOHTARTA

Ko< RClE, PoEAR— D PDOiBHEZREL £,

55 B

A— 1 1/0/1Z PD OFAZRET 2 HEELRLET,

# configure terminal

(config-if-port) #

(config) # interface portl/0/1
(config-if-port) # poe pd description For VOIP usage

poe usage—threshold

HEY PoE ¥AEBOEBIEHFEOEMR LEVWEERELET., 7 74/ FOREIC
B9IZiE, no a2~ REFHLET,

VIRFY TR poe usage—threshold PERCENTAGE
no poe usage—threshold

NIRA—HF— PERCENTAGE : B/ R OBEH L WA (%) 2 1~99 O THE L £
KR

VAVE i) 99%

avy RKE—F Ta—N)VEREET— R

F7F L)L L~UL ;12

BERLOHARTAY | havr g, Pob HBTOBNMMFORM LS MERRELET, &

IMEFRRNER LS VWEZER L725E, HAWVIEE L THhr 5B
RPEHLXVMELZ TEIAREICEST-BAIC, VAT L7 SNMP k
Ty S THET LI ENTEET,

55 B

B HEOENR L X WE

% b0 ET D kR R LET,

# configure terminal

(confiqg) # poe usage-threshold 50

(config) #
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show poe power—inline

HHJ N— @ PoE BH#IFHR AR R L ET,

VBT R show poe power—inline [INTERFACE-ID [, |-]1] {status | configuration
| statistics | lldp—classification}

NIRA—HF— INTERFACE-ID : IR DR — A X —T7 = —AZIFELET, A L7H

AL TRTOFR— hOFERNFRENET,

status — PoE A7 — ¥ A fFM AR R L ET,

configuration — PoE X EfF#E T~ LE T,

statistics — PoE B DKFHEME LR T 55 BT ELET,
1ldp—classification - LLDP ™ PoE 73¥AfE# A2 F# L £7,

T 7%k 2L
o<y REeE— K FEDa~vy RE—R
F7 4L LUl

EHEDHA RFGA4 v | Ka< Rix, R— bO PoE HERE#RAF < LE T,

5 R 5]
PoE 27— & ZEMAEFRT HHEE R LET,

# show poe power-inline status

Interface State Class Max (W) Used (W) Description
Portl/0/1  searching n/a 0.0 0.0
Portl1/0/2 searching n/a 0.0 0.0
Portl1/0/3  searching n/a 0.0 0.0
Portl1/0/4 searching n/a 0.0 0.0
Portl1/0/5  searching n/a 0.0 0.0
Portl/0/6  searching n/a 0.0 0.0
Portl1/0/7 searching n/a 0.0 0.0
Portl/0/8  searching n/a 0.0 0.0

Faulty code

1] MPS (Maintain Power Signature) Absent
PD short

Overload

Power Denied

Thermal Shutdown

Startup Failure

[

(2
(3
(4
[5
[6
[7] Classification Failure

]
]
]
]
]
]

#

R— |k 1/0/1~1/0/4 @ PoE iR ENGME T T D ke R LET,

# show poe power-inline port 1/0/1-1/0/4 configuration

Interface Admin Priority Time-Range
Portl/0/1 auto(M) low weekdays
Portl1/0/2  auto low

Portl1/0/3  auto low

Portl/0/4  auto low

#
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R— 1 1/0/1~1/0/2 @ PoE B = T —D#taHFH a2 £rnT 2 HiEE R LET,

# show poe power-inline port 1/0/1,1/0/2 statistics

Interface MPS Absent Overload Short Power Denied Invalid Signature
Portl/0/1 0 0 0 0 8

Port1/0/2 0 0 0 0 107

#

LLDP @ PoE syfilF A Fornd 2 htkzn LET,

# show poe power-inline lldp-classification
Interface Portl/0/1
PSE TX information:

Power type: type 2 PSE

Power source: primary power source
Power priority: low

PD requested power value: 25.0W
PSE allocated power value: 25.0W

Information from PD:

Power type: type 2 PD

Power source: PSE

Power priority: unknown

PD requested power value: 25.0W
PSE allocated power value: 25.0W

Interface Portl/0/2
PSE TX information:

Power type: type 2 PSE

Power source: primary power source
Power priority: high

PD requested power value: 0.0W

PSE allocated power value: 0.0W

Information from PD:
none

Interface Portl/0/3
PSE TX information:

Power type: type 2 PSE

Power source: primary power source
Power priority: low

PD requested power value: 20.0W
PSE allocated power value: 20.0W

Information from PD:

Power type: type 2 PD

Power source: PSE

Power priority: unknown

PD requested power value: 20.0W
PSE allocated power value: 20.0W
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clear poe statistic

E]:3] AR— b @ PoE BE#IEROME D o X —%2 V&Y FLET,

VUBEY TR clear poe statistic {all | interface INTERFACE-ID [, |-1}

RIGA—F— all : 9 _XTOR— h® PokE BHEEROFF IV 2 —% 27 VT LET,
interface INTERFACE-ID: XtG:DKR— b A v X —T = —AZHEEL £ T,

T 7 4k 2L

a<wy KE—F

KibERITE— R

Vel AN 2%

L)L ;12

EHEDTAL KFA4

RKa<r Nix, "— O PokE BEEHROHFEH I v o2 —% 7 VT LET,

it B

A— 1 1/0/1 @ PoE BA#IER O Vo X —% 27 VT35 5EERrLET,

#

# clear poe statistic interface portl/0/1

show poe power module

Ly AA v F D PoE FY 2 —MIBIET H1EMEFR R LET,
VIRFY TR show poe power module [detaill

NI RA—F— detail : PoE &Y 2 — /LD EMER A TR LET,

T 7+ b 3L

a<wy RE—F FEoa~vy RE— R

F 74V R LR LyL sl

EHEDTAL KFA4

AKa= RiE, PoE £V a— WIHET LR ECIREE RN L ET,

it B

PoE &Y a2 — VDI EFRRT D HiEE R LET,

PoE system parameters:
Unit Max Ports Device ID SW Version

1 16

#

# show poe power module
Unit Delivered(W) Power Budget (W) Usage-Threshold (%) Trap State
oo %0 % Enabled
#

PoE & ¥ =2 — VOREME I A =T 5 Hika R~ LET,
# show poe power module detail
Unit Delivered (W) Power Budget (W) Usage-Threshold (%) Trap State
Lo %0 % Bnabled
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11.2PDE=AY>VH5aAR UK

PD E=% VU VHHEIZ. AA v TF 0D LAN r—7 VR TEHZEBUSET 5 PD (Powered Device) (2%t
LTAHR—V IR RNT 7 4 v VEREFT L, INENRRWGEIZ PoE O Uty Me &% F T HiEe
TY, MHOIMT PD NERITHEEEAEIE LTZERIC, 71 2A0ERLHH Ty FLTEIRE
AITTszEnTEET,

CLIOPDE=H Y T avwy REZNICHIGT DT A—H—D—EE L TORIIRLET,

a<w R

awV FENRTFA—F—

pd—monitoring global
state enable

pd—monitoring global state enable

no pd-monitoring global state enable

pd-monitoring
period—to—start

pd-monitoring period—to—start MINUTES

no pd-monitoring period-to—start

pd-monitoring
restart—poe retry

pd-monitoring restart—poe retry TIMES

no pd-monitoring restart—poe retry

pd—monitoring icmp

pd-monitoring icmp interval SECONDS timeout MILLISECONDS count
TIMES

no pd-monitoring icmp [interval | timeout | count]

pd—monitoring acl—
mode

pd—monitoring acl-mode interval SECONDS threshold pps PACKET-PER-
SECOND

no pd-monitoring acl-mode [interval | threshold]

pd—-monitoring state

pd-monitoring {icmp | acl-mode} state enable

no pd-monitoring state enable

pd—-monitoring action

pd-monitoring {acl-mode access—1list ACCESS-LIST-NAME | icmp pd-ip
TP-ADDRESS} action {restart-poe | notify-only}

no pd-monitoring {acl-mode access—list | icmp pd-ip}

pd—monitoring auto-—
recovery time

pd—monitoring auto—recovery time MINUTES

no pd-monitoring auto—recovery time

show pd—monitoring

show pd-monitoring [INTERFACE-ID [, |-]]

#Ha~y FOFFMAZLULTIZHHLET,

pd-monitoring global state enable

HH

PD =&Y v HRELX 7 u— )L THEIIZ LET,
av s REfHLET,

2T HI1Z1E, no

VBT R

pd—-monitoring global state enable

no pd-monitoring global state enable

INTGA—F— 7L

F7 AV H 22

a<wy REeE—FK Ja—N)VEREE— R
T 74V F L)L LoUL s 12

EHEDTAL KFA4

PDE=%Y 7%, PDOEWERAT —Z ZAZEEMH L ET,
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il 1

PDE=H VT h T a— N )VICENZT D HiEERLET,

# configure terminal

(config) #

(confiqg) # pd-monitoring global state enable

pd—monitoring period-to-start

HH) PoE #AFEMTHON TN D PD £=4 U 7 OB ZRIGT 5 £ TORFM &2 5%
ELET, 7740 MIETIZIE, noa~vy REEHALET,

VBT R pd—monitoring period—-to—start MINUTES
no pd-monitoring period-to—start

WNIGRA—H — MINUTES = PoE #a@EMTHON T LEMREZ G 2 £ TORM (43) & 1~
10 OH#IPACTHE L £7

T 7+ b 3457

gy RE—FR Ta— N )VEREE— R

T 7 F L)L LoUL s 12

ERLEDOHTA KT

AKa< KX, PoEMRELZBBRL CTHORIICPD £=% 1 7 DR EZLT
S FTOR/RELIREMZHRELE T, PD 2 PoE OB G ESZ T TbiEE %
SETTHETPDE=XY VT OERERET DDA LET,

55 B

PD E=X2 U > 7 OERBRMGOF LR Z 2 5ICRET 2 HEEZ R LET,

# configure terminal

(confiqg) # pd-monitoring period-to-start 2

(config) #

pd-monitoring restart—-poe retry

HH) PoE Uy DU NTAREKEZHRELET, 774 /L MIETIZIE, no =
v REERLET,
VIUEY TR pd—monitoring restart—-poe retry 7IMES
no pd-monitoring restart—-poe retry
NRIA—HF— TIMES - PoE Ut > bV h T A [Bl¥%E 1~3 OFPTHE L £,
774V b 3 [

avy RKE—F

i

a— VT R

FI7F+V L L

LUl 12

ERLEDOHTA KT

PoE E=4 U v JHEEOERIC LD T AL 20X T v ingkb b6, #%
WS ABAR—FDT 73 3T restart-poe ZiRELTWH L PoED Y v
Fa2FATL, PoE E=2 U 7 ORMEHEHLET, Ka< FTIE, PoE
Uty hORATEEZRE L ET, RE LZEEA#E 2 THE IR
NARWEE . Y4 53— T PoE #E % #%) (poe power—inline never)
DIRREIZ LET, T 723 P notify-only DIGSIZIIBEINET A,

PoE E=% VU o ZHEHET PoE 2NEER)IT72 > 72— X, pd-monitoring
auto—recovery time =~ N CO HENE IHRFEFEZICHENMEIR L £97,
¥7-. no poe power—inline auto 2~ RCEIRTAZ L TExEI, 8
HL7ZSGA, PDE=FV U 7OEEGHALET,

402/421




11 PoE | 11.2 PDE=FY vV a~v R

il 1

PoE Uty FDVU FT A% 2[ENIRET D HEE R LET,

# configure terminal

(config) #

(confiqg) # pd-monitoring restart-poe retry 2

pd—-monitoring icmp

HE

PD £=4 VU v 7HEHED ICMP E— R TO@RT A =X —%RELET,
FI7 4 MIETICIE. noa~vy REHEHLET,

VU T R

pd-monitoring icmp interval SECONDS timeout MILLISECONDS count
TIMES

no pd-monitoring icmp [interval | timeout | count]

INFGA—F—

interval SECONDS : ICMP /347w b DOEERIME (B) 2 1~60 O#iPH THE L
ESc I

timeout MILLISECONDS : ICMP /377 v F DISEFRF BRI (2 U ) & 500~
3000 OFPHTHRE L £,

count 7IMES: ICMP /N7 kN OFF kA% 3~10 O#HIPHTHE L £7,

T 7 4k

interval : 5 ). timeout : 1000 = U #. count : 3 |A]

a<vy KE—FR

i

Ja—NLVEEE— R

vard AN 2 %

L)L ;12

ERLEDOHTA KT

Ra~<y RiE, PDE=4X U 7D ICMP E— K TO ICMP FR 37 » hik(E
Wb & 2 A 27 0 MR, BRSPS EE L £, RE LcHXRE e
ZTOINEDPHER SNRWGES, 77 v a AT EEEERTWET,

it B

PDE=H U7 ®ICMP E— FOHFENRNT A —H —%RETDHHEEZRLET,

# configure terminal

(config) # pd-monitoring icmp interval 3 timeout 2000 count 5

(config) #

pd—-monitoring acl-mode

HH) PDE=X U7 DAL E—RCOWFENT A= —5RELET, T 74
b MZETICIE, no 2~y REHEHLET,

VOB IR pd-monitoring acl-mode interval SECONDS threshold pps PACKET-PER-
SECOND
no pd-monitoring acl-mode [interval | threshold]

NG A —HF— interval SECONDS : ACL \ZEETH N7 7 4 v 7 DL — N & 5K
kG (F) 2 5~30 O THE L E3,
threshold pps PACKET-PER-SECOND : =7 7 4 v 27 L — R @D F[R L & W MH
(pps) & 5~1000 DOHIFHTHE L £7,

F7 %V E interval : 10 #), threshold : 100pps

a<vy KE—FR

i

a— VT R

FI7F+V L L

LUl 12

ERLEDOHTA KT

Ka<wy RTIE. PDE=ZY 7 DALE—RTDORNTT 47 HEMHT
LR E. N7 74 v 7D LEVEERE LET,
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i B
PDE=XVU T DALE—RTORNT T ¢ v 7 ERMREEZ 5 IZ, LEVWMHEE 800pps (IZEXET Dk
PR LET,

# configure terminal
(confiqg) # pd-monitoring acl-mode interval 5 threshold pps 800
(config) #

pd-monitoring state

B H— hTO P E=4 U L I HREEAAHICLT, B FEARELET, PD
FT=X Y T ERENCTHITIE, no avy REMHLET,

VOEY TR pd-monitoring {icmp | acl-mode} state enable
no pd-monitoring state enable

INTGA—F— icmp : PDE=X% VY 7% ICMP E— R CE®NZ LET,
acl-mode : PD E=%# Y > 7% ACL E— R THMT L £,

iy L)

avy FE—FK A VB =T 2= AFEE— R

F 7V E L)L LUL s 12

FEREDHTA RFAL Y | Ka<wr FiL, R— BT PD =XV T EZHFMMILT, T— &
FELET, IOMP T— R TIEEE L7 IP 7 L RA%612 ICMP EsR 7w k&
EEL, BEEZMHRTHIETT AL ADREZEHRLET, ACL E—F
TITBEE L PD FE=H Y 7D ACL ICEETHNT 74 v 7 B L.
BBELEZLEVWELULTOSRAICIIREE LT 7 a2 Em L7

55 51
AR—Hr1/0/1 TPDE=FY VigEZ A% (ICMP E— K) (T35 H5EEZRLET,

# configure terminal

(confiqg) # interface portl/0/1

(config-if-port) # pd-monitoring icmp state enable
(config-if-port) #

R— 1 1/0/1~1/0/2 TPDE=4 U » JHREZ A% (ACLE—F) I 2hEERLET,
# configure terminal
(config) # interface range portl/0/1-2
(config-if-port-range) # pd-monitoring acl-mode state enable
(config-if-port-range) #

A—h1/0/1 TPDE=Z Y i BT 5 hlEE R LETS,
# configure terminal
(confiqg) # interface portl/0/1
(config-if-port) # no pd-monitoring state enable
(config-if-port) #
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pd—-monitoring action

H Y R—FTDOPD E=F Y ITOERMBLT 7 aZRELETS, 7
7 4V MCRETITIE, no v REFMHLET,
VB TR pd-monitoring {icmp pd-ip 7/P-ADDRESS | acl-mode access-list

ACCESS-LIST-NAME} action {restart—-poe | notify-only}

no pd-monitoring {icmp pd-ip | acl-mode access—list}

NTGA—=F— icmp pd-ip 7P-ADDRESS: ICMP E— R COPDE=X V7 THR—Y 7D
565E% IP 7 RLATHELET,

acl-mode access—list ACCESS-LIST-NAME : ACL &— K@ PD £=% VU L/
TEMHTHACL a7 7 A VERELET,

action : E{74+57 7 v ar#HELET,
e restart-poe :PoE & Uty FLET, VAT LB TRSNMP F T v 7T

DEANHITONET,
« notify-only : PoE ® V& v FN&{THOT, BHOHITNET,
VAVE i) 2L
a<wy KE—FK A B =T 2 —AREET—F
F7F L)L LUL 12

EREDHTA RFAL v | Ka~vy R PD E=2 Y VT OERMGEEIREL, T ADX T %
M LESEOT 7 a 2R E LET, IOP E— FOHATL ICMP 2k
Rury NSRS L 7D IP T RLAEEELT, BA—U v 7V OISEDREE
ZEEH LU F9, ACL BE— FOEEIT ACL ITEBTANT 74 v 7 HEHL
£7

T U g i restart-poe & notify-only 23% ¥ . restart-poe DFH
1L PoE ZEDBIZY Y FLT, BIERNZHELET, BHEI EE TSR
WS . pd-monitoring restart—poe reset THEE L7-[EIZK7-1F PoE U
Ty FERITLETA, ZNTHEIA LRWEGIZIZAR— T PoE # %)
(no poe power—inline never)Z L £9, notify-only ®IFEIZIL PoE DY
y MIEMLEFA, WTHhOT 73 arOfRATH, VAT 7R
SNMP 7 v 7 TOBHEIIITO Z LN TEET,

it 1
A—HF1/0/1 TPDE=ZY 7 (ICMP E— R) DB IP 7 R L A% 192.168. 1. 1 IZERE L., 77 ¥ =
V% restart-poe ([ZFXET D HEERLET,

# configure terminal

(confiqg) # interface portl/0/1

(config-if-port) # pd-monitoring icmp pd-ip 192.168.1.1 action restart-poe
(config-if-port) #

R—HF1/0/1 TPDE=ZY 7 (ACLE—R)DEHR N7 4 v 7 ZFEEL, 77 ¥ 3 % notify-
only [IZRRET D HikERLET,

# configure terminal

(confiqg) # interface portl/0/1

(config-if-port) # pd-monitoring acl-mode access-list acl2 action notify-only
(config-if-port) #
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pd-monitoring auto-recovery time

H PD =4 U > ZBERE T PoE NMEZNZ 72 > 7 b6 O HEVE IARFM 232 E L £
To T 74N MIETIZIE, no 2~y REHEHLET,

VYT R pd-monitoring auto-recovery time MINUTES
no pd-monitoring auto-recovery time

TG RA—H— MINUTES — HEVEIREFHE (5)) &2 0~60 O THRE L £7,

7 7 &V 0

avy RKE—F

AV B —T 2 —AREE— R

FI7F+V L L

LUl 12

ERLEDOHTA KT

PD E=% 1 o JHEEETIL,. restart-poe DT 7 a UNEEINTWAE
AL PoE Uty FEFTEREGEIT L, BIHDHEE SR W IGE L PoE 4 ff
M LET, Ka~<2 RTiE, PDE=Z U 72X Y PoE BEMZ /- 7-
55\ PoE & HEN CTIEIAT % (PoE #FEAZNCT D) £ TORRMAZHE L
9, 0 NRESINTWAEAILIBEE TIXEIHE T, no poe power—inline
never 2 v 2 N CFEIHTEHIATLILENRH D £,

55 B

AR—11/0/1~1/0/2 TPDE=X VY > 7 OBHEEIRRE % 5 2R ET D HEE R LET,

# configure terminal

(config)# interface range portl/0/1-2
(config-if-port-range) # pd-monitoring auto-recovery time 5
(config-if-port-range) #

show pd-monitoring

HEY PDE=X I U TORELFRRLET,

VOB IR show pd-monitoring [ INTERFACE-ID [, |-1]

NG A —HF— INTERFACE-ID : RIBDR— A VX —T7 = —AZHELE T, B LT-S
AE, 7 — S VBRENFRRINET,

VAP Wi 2L

a<wy FE—F TEOa~vy RE—R

FI7F+V L L L~ 1

EHEDTAL KFA4

RKa<w R, PDE=F Y JTOREERR~LET, A—EHETH L
KETDHR— N TORENFRINET, R—F2EKETLHE, Ta—N
VIR ENFERINET,
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il 1
PDE=F YV 7D a—VREEFRT D HEEZ R LET,

# show pd-monitoring

[Global configuration]

Global state : Disabled
Period-to-start (minutes) : 3
Restart-PoE retry (times) : 3

ICMP interval (seconds) : 5

ICMP timeout (milliseconds) : 1000
ICMP count (times) : 3

ACL interval (sec) : 10

ACL threshold (pps) : 100

AR—F1/0/1 TOPDE=HZY VOB EEXF T HHEEZRLET,

# show pd-monitoring port 1/0/1

Portl/0/1
PoE port status : PoE Power supply in progress
Auto-recovery time (min) : 0
[ICMP mode]
State : Disabled
IP address : 0.0.0.0
Action : Restart-PoE
[ACL mode]
State : Disabled
access-list :
Action : Restart-PoE
#
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11.3 34 LLVVa< Uk

ALV, AL v TFOREDOEZITEDHBIORETENITHIEODARAYr P a—NTa 77 A
NTT, A LT a7 7 ALER—FD PoE BEREICEIV Y THE, ALY T T 7 AL
B RSN AT 22—V > THR— D PoE AT HZ &N TEET,

CLIOZA LV yavwy REZNIZHINT DT A—F—D—EEZ L TFTORIIRLET,
a<w K a<wV RENRFGA—F—

time-range time—range NAME

no time—range NAME

periodic periodic {daily HH:MM to HH:MM | weekly WEEKLY-DAY HH:MM to
[WEEKLY-DAY] HH:MM}

no periodic {daily HH:MM to HH:MM | weekly WEEKLY-DAY HH:MM to
[WEEKLY-DAY] HH:MM}

show time-range show time-range [NAME]

Fawy FOFEMZ L TICH M LET,

time—range

HH AL TR T 7 ANVEERL, ST 5707 7 A VOREE—R
WCBATLET, 707 7 A NVEHIBRT 5121, no 2~ REEHLET,

VBT R time—range NAME
no time-range NAME

NI RA—HF— NAME : Z A DL T a7y A N4 % 32 LFLUNTAN LET,

T 7+ b 3L

a<wy REeE—FK Ja—N)VEREE— R

F 7 FV R L_L L~UL 12

FEREDHA RTFALY | Kav RiE, A0 7 a7 7 A NVEERLT, Z4T570 77
ANVDFEET— FIZBITLET,

55 51
HA L7 a7y A )V weekdays & RFRIEIIH A2 1ERE L, BXEET— NIZBATT D HEE R LET,

# configure terminal
(confiqg) # time-range weekdays
(config-time-range) #

!
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periodic

HEY A DL T O T 7 ANCAT D a— L ERELET, e LA
Va—EHIRT A o v REEHALET,

VIRFY TR periodic {daily HH:MM to HH:MW | weekly WEEKLY-DAY HH:MM to
CWEEKLY-DAYY  HH . M}
no periodic {daily HH-MV to HH:MV | weekly WEEKLY-DAY HH:MV to
CWEEKLY-DAYY  HH . M}

NTGA—F— daily : ARDODA Y 2 — V&2 Begk L E T,
weekly : MIRD A ¥ 2 — )L A% 1L £,
HHMY : Ay 2 — )V OBRIAREZ S L < X TREZI 2 FEL 7, to £V
AISBHARIFA], to LAREDSHE TIRFZNCEZ Y L £ 77,
WEEKLY-DAY : IR A ¥ 2 — /VORMEIER S LS XK TIRRAZEEL £
T, to LYVABINBMREH. to IR THERICEY LET, HTES
F—U—RNIEFECTEEADEZRT T AT 7 Xy NN TFO LT

(monday. tuesday. wednesday, thursday. friday. saturday. sunday)

HLITZEND DI =XFTT, KTHERZAWK LG4, BHiGRER &
A UREH A SN E T,
to : PHAGIFZ/MEH & #& THREZI/MEH OB RUTEEY LE T, to DIRRITHK THE
A/EREZREELET,

774V b 2L

a<w RE—FR ALV UIUEBREE—R

FI7FV L L~UL s 12

ERLEDOHTA KT

Kawr R, ZA AL 07077 A NMIAT Y 2 — )V EBRELFET,
A LT T 7 AIIFEED A 2 — VBB EkT 5 2 LN AHE
T, BELTVWAHME A Va2 — LIS TWVWA E e S ET,

55 B

HA DL Ta 77 A VCBRO A 2—0 (AR 00:00 Blth. 4H 23:59 & 7T) ZX4&7T 55

EETRLET,

# configure terminal
(config) # time-range
(config-time-range) #
(config-time-range) #

weekdays
periodic weekly monday 00:00 to friday 23:59

show time-range

EED) BA LT Ty A NVOEREERLET,

VAT R show time-range [NAME]

NI A—=F— NAME = BT HEA LV T 0Ty A NVA%E 32 LFLUHNTANLE
T, BT DL, TRTOERPERINET,

T 74 b L

a<wy RE—F FEDa~vy RE—K

F 7 IV kL LL ]

ERLEDOHTA KT

RKa<w RiE, 240 07ma 77 A VOREEREERLET, T2
Ty ANZERE LRWGEARIT, T X TOREHFRPFRINET,
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i
AL TVTRT A NVOREFEREFZ T DHHEERLET,

# show time-range

Time Range Profile: daily
Daily 22:00 to 22:59

Time Range Profile: weekdays
Weekly Monday 00:00 to Friday 23:59

Total Entries: 2
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Efifl=a~ K

12 ®&5Fa<T UK

12.1 &FER

BEEEfOT U F

HEREER v 2SS DT A= —D—F 2L FTORITRLET,

a<w K

av s RENTA=F—

temperature notify
threshold

temperature notify threshold {high TEMP | low TEMP}
no temperature notify threshold {high | low}

show temperature
notify

show temperature notify

#Havy FOFFMAZLULTIZHHLET,

temperature notify threshold

HH BEOREREEHA COBEREZRELE T, 774V FOREICRT
k_. i\ no ﬂ:/it%,fgiﬁﬁ Li‘a—o
VIUEY TR temperature notify threshold f{high 7ZMP | low TEMP
no temperature notify [high | low]
INTGA—F— high : EfRIEEZIEE L £,
low : TRRIBEZEELET,
TEMP : EIR& D VNE FIROEE (°C) %-50~80 OHFiPH CHRE L 7,
F7 )V k high: 70°C. low: 0C

a<vy KE—FR

a— VR EE— R

FI7F+V L L

LUl 12

ERLEDOHTA KT

Ao~ ML, EEOEEREEGKE CO LRE TIROEEZ%E L %
ﬁo%ﬁﬁﬁmbth#%ﬁbthE G OGE, v I K EED
WENATONET, no B TA v a UABELARWES., FIREELET
FRIEE DT NT 7 40 MZREY £97,

PEE TR DIREE, FAlE U CAAOREEE XY H 10~20°CERE S
X7RVFEFTOT, ~— VU EEFBE LI ETRELTI I,

(EELTIE

T OV IR BEEE A T O IR FERIPH 2 - 10~55CIZER E

5 hEERLET,

# configure terminal

(confiqg) # temperature notify high 55
(confiqg) # temperature notify low -10

(config) #
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show temperature notify

HH B OIR R BE TR O RO EH A R LET,

VUEY TR show temperature notify

IR A — K — 7L

7 7 &V 2L

o< KE—FK TEDOavy RE—FR

F 7 h L)L LUkl

FREDHA R4V | Ka~r NI, EHEOREIREEAEDORESHRERRER T LET,

55 51
TEE OIRFEIR AR SIS EE DR B2 KR T2 HiEA R L ET,

# show temperature notify

High/Low Temperature Notify Information
Current Status : Normal

Current Temperature : 43C

High Threshold : 65C

Low Threshold : -10C
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12.2 CPU fRE&HEREO <

CPU PR =~ o N & 2N T DT A —F —D—F 2L FORITRLET,

a<wv K av s RENTA=F—

cpu—protect system— cpu—protect system—memory limit—check threshold [THRESHOLD]
memory limit-check no cpu-protect systemmemory limit—check

threshold

cpu-protect trace cpu—protect trace trigger THRESHOLD [polling INTERVAL]
trigger no cpu-protect trace trigger

show cpu—protect show cpu—protect trace

trace

Fawy FOFEMZ L TICH M LET,

cpu-protect system—memory limit—check threshold

HH) VAT AAEY A AN LET, T 74 FOREICRETIT
1%, no B &AM L £,

VBT R cpu—protect systemmemory limit—check threshold [ 7HRESHOLD]
no cpu-protect system—memory limit-check

NIRA—HF — THRESHOLD : > A7 5 AE U —fE RO L & VWE (%) 2 80~100 D#ipH
THRELET, LEWEEZIEELZ2WEE, 90%05 @ H I ET,

FI7 ANV £

gy RE—FR Ta— N VERETE— R

T 74V F L LUl 12

FEREDOTA RTA Y | Kaxr NE, YATLAEY) —OHEZERT LF = v Ve x A2
WCLET, Fy 7BENEETLE, 60 BT LIZAEY —HEL
Fxv 7L, LEWVEZEBRLZGAICEZE SWP T v 72 LE
o

it 1
VAT LARY) —F =y ZHEREE AN L T, B L S VWMEZE 80%ZiET D ik s LET,

# configure terminal
(confiqg) # cpu-protect system-memory limit-check threshold 80
(config) #
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cpu—protect trace trigger

HHJ CPU ffi H=REEHMERE 2 AN L E T, T SI2IE, no B AMH L %
ER

VYT R cpu—protect trace trigger THRESHOLD [polling INTERVAL]
no cpu-protect trace trigger

IRTGA—H — THRESHOLD : CPU { FASE DB L & WM (%) & 50~100 O#IPH CTHE L £
ER
polling INTERVAL : BEARFME (F)) 2 10~180 O THHE LE T, FHEL
WG E, L0PREH SN ET,

F7FIV b L)

a<v v RE—F Ja—/N)LEREET— R

T 7 hLL L~UL 12

ERLEDOHTA KT

Ka<r N, CPUEAREZERT LI F = v 7KEZAZICLET,
F v JHEENEIET 5 &, B8 LI-BEHRRETYY CPU I RZ T = v
7L, LEWEaazEl Ly aicn 72 LET,

5B

CPU h L—A R U H—iREEZHZhIZ LT,

Bifil L & VWMEZ 90%IRET 2 HEE R  LET,

(config) #

# configure terminal
(confiqg) # cpu-protect trace trigger 90

show cpu-protect trace

HH CPU i H=REE M BEDIRRE L sREA R T H a2~ R T,
VBT R show cpu-protect trace

IR A — K — 7L

7 7 &V 2L

av s RE—FR FEDa~y FE—F

F 7 h L)L UL

EREDOHTARTA

ARz~ Fid, CPURHSREKREDIRIE L REE2 TR L ET,

5B

CPU I =REEARFERE DR RE L R E & £ T D LA R LE T,

CPU Protect Trace Trigger State
CPU Protect Trace Trigger Status
Utilization Thresholds

# show cpu-protect trace

: Enabled
: Normal
: 90%
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12.3 fRSFEEHRM@FaOT R

AP SREG 2~ REZNISHINT H T A—H —D—EZ L TFTORITRLET,

a<w K

av s RENTA=F—

show tech—support

show tech—support [MODULE | interface {Port PORTLIST} system—dump]

Ko~ ROFEMAZ LI TIZHAL £,

show tech-support

HH

B AR — M a G L £,

VU T R

show tech—support [MODULE | interface {Port PORTLIST} system—dump]

INTGA—F—

MODULE » Fr~d 28 AR — MEMOFEEHEZEE L £, LFDO/RT A—
Z—=DWTNNEEHTEET,
access—defender : AccessDefender (ZBIHE T A E#HAEZ R R L ET,
+ dhepvb-client : DHCPv6 7 7 A4 7 MIBEHEHT HHEHRE TR L ET,
ipv6-multicast : IPv6 v /L FF ¥ X MIB#ET LR ER R LET,
+ loop-detection : /L — 7 HEIEERE(CBIEF D iFHR £ R L £ 7,
port—channel : ;"— b F v RVICBET R EFR R LET,
* rmon : RMON (2B 5 1M A Fm L £,
snmpv3 : SNMPv3 (B 5 &2 £on L £
+ sntp : SNTP (CRHHET B E#H AT R L F7,
spanning-tree : A/N= 7V ) —REICEHE T HEHRER R L ET,
» mmrp—plus : MMRP-Plus Aware |ZEH#E I A 1EHREE TR LE T,
« memory-error : AE Y —x= 7 —FIAMRBIZEE T HIFMAE R R LET,

interface : f V% — 7 = — A |ZBHHET IR — MMEHRER T 585
AlZEELET,

PORTLIST : F#rr$ DR —bE2faE L7,

T 7 4k

L

a<wy RE—FK

FAHESATE— N, (LEOREE— R

F7 4L

L~)L: 15

EHEDTAL KFA4

K:VVF@\&W#ﬁ—F%ﬁ%ﬁTLiﬁ AR — MESRIT T
TNy a—T 47 LATOHICHEREREZNEST HDICFEH L E
’g‘o
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il 1
FTARNTOEY 2 —VOFEAN Y A — MEREFTRT D HEEZRLET,

# show tech-support

# ______________________________________________ _
# APLGM220GTSS Gigabit Ethernet L2 Switch

# Technical Support Information

#

# Firmware: Build 2.00.00

# Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved.

# ______________________________________________ —_————
kA AkAkhkkhkhkAkhAhkhkkhkhkikh ki) % Basic System Infomation AhkkkhkhAkhAkhkkhkhk Ak hkkhkhkihxxk

[SYS 2021-7-15 23:00:30]

Boot Time : 15 Jul 2021 12:00:12
RTC Time : 2021/07/15 14:00:30
Boot PROM Version : Build 1.00.00
Firmware Version : Build 2.00.00
Hardware Version : A

Serial number : 306142200001

MAC Address : FC-6D-D1-06-CE-7D

MAC Address Number : 65535

Unit Model Name

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

AccessDefender |ZBE T 5 iR — MEMREFRT HHEEZRLET,

# show tech-support access-defender

# ______________________________________________ —_———
# APIGM220GTSS Gigabit Ethernet L2 Switch

# Technical Support Information

#

# Firmware: Build 2.00.00

# Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved.

# ______________________________________________ —_————

[ACCESS DEFENDER 2021-7-15 23:00:30]

#DHCP-snooping entry

Snooping : DISABLE
Mode: 0 (O:permit,l:deny)

Total : 0 (static 0, dynamic 0)
Binding Entry
BST Entry

IPSG-binding Entry
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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12 ff5Fa~<wr R | 124 AV —x=T5—HHa~<v R

12.4 »E)—I5—fEIHaITUF

KAA »F I EOBTHEERIT, M ONOHBERIC LV EMAFIZHEED LS TEEHRAEY —D
By MREAICEDBENE (XEY —x2TF—) BEAETLIZLNRHVET, AE)—= 7 —DERIT—
RFHY T, ZEEOFEE R SIC I VEIRLET, JRR & 2 24 ZERITFHRZ #)D T L LB
Lo (Bb2WEIMHINTWRWVnED) NHEXH /A AETHRLA T, AEY -7 —%5%E2IT
B < Z LB R CIEARAIRE T,

AEFEV—ZTF7—D) LEFEAERAETY —HKTONRY T —F—% R LT84, AE)—=x
T—HEEIIEEZERT L L. BEICEEEZFITLE T, BHERAER= T —O54, HEiED X
T B AN — Ry =277 REICBITL, LEMRHIZRY £, R—AFY —f#EIT 10 B2 ED
T —FRA LTSS bIRRICN— R =7 = 7 —REBIZBITLE T,

=R =727 —REIZR S T28E . clear memory—error 2 RIZX W /N— R =277 —Dlk
RREAMHLLE LT, ¥ <Iiin— =727 —REBIZELINE I DPEHERLET, BHEAAIGERT
7 — DA, clear memory-error TIXIRENEH I NE T A, N—RFRU =77 —DIRENMET 5
Y. AA vy TFTOREEBZHRITLTLEIVN, TN THERBAA v FORENHE SR WIGETE,
N= R =T BRICEEN D L5V H Y £,

B, ATV —x 7 —EIHBEREIT Ver. 2. 01. 00 LIFF THHR—F LTV E T,

AV =T —HHa~vy REFNIHIGET HRT A =X —D—EELUFORITRLET,

avy R aAvY FERTA—F—

memory—error auto— memory—error auto—recovery mode disable

recovery mode no memory—error auto—recovery mode disable

disable

memory—error auto— memory—error auto—recovery notify disable

recovery notify no memory—error auto-recovery notify disable

disable

memory—error fault-— memory—error auto—recovery fault-action shutdown-all
action shutdown-all no memory-error auto—recovery fault—action shutdown-all
clear memory—error clear memory—error

Ha~y FOFFMAZ LU FIZHHALET,

memory—error auto—recovery mode disable

B Ry AV -7 —HEEIREZEHCLET, 7740 MIRTITIE, no FEX
AL ET,
VBT R memory—error auto-recovery mode disable

no memory—error auto—recovery mode disable

NG A —HF— 7L

VAP Wi BWEZRL AV —= 7 —HBEEIHITAER)
a<wy RE—F Ja—NLVEEE— R

FI7H VL L~UL ;15

FEREDHTA RTALY | Ka<vr N, A€V —=T7—HENEIRKEZ BN L £7,
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it 1

AV —x I —HBHEIREREZ NI 5 HikE2 R LET,

(config) #

# configure terminal
(confiqg) # memory-error auto-recovery mode disable

memory—error auto—recovery notify disable

HE AV =7 —ABEIROEMEZENILEYS, 7740 MTETITE,
no IBAZMEM L E T,

VBT R memory—error auto-recovery notify disable
no memory-error auto—recovery notify disable

INTA—LF — 7L

VA Wiy wiEe L (A —x 77— ENEIHO@EHITAR))

a<wy RE—F Ja—NLVEEE— R

F 7V E L)L LUl 15

ERLEDOHTA KT

AKa<wrRiE, A2V —xT7—HENEIRICL DV AT L0 7 TO@EMmEE
ML ET,

it 1

ARV =7 —OHEIHOBH A BT 5 7ikE R LET,

(config) #

# configure terminal
(config) # memory-error auto-recovery mode disable

memory—error fault—action shutdown—all

B # WE D LST NRFEREICRSTEHAICT_XTOR—-F2HELET, 7
74V MZRETIZIE, no FERZHEH L £,

VIRFY TR memory—error fault—action shutdown—all
no memory—error fault-action shutdown—all

25 Al — 7L

v Wi RER L (R— NOHEIT TR

a<wy KE—F

77— NVEREE— R

FI7F+V L L

LUl : 15

EHEDTAL KFA4

AKa<wr Rt A€V —x=7—IZLVEED LST BRFRBICR 7256
T _RTOR—FEHAELET, ZOREICIVEAZE LA — M, no &
KD a< 2 R TOMED L), no memory—error auto—recovery mode
disable =~ K% L < L clear memory—error 2~ RCAFEY —xT T —
D DEIEIZ L0 PAZE DR ZITWE T,

55 B

AEY =T — |2 LV LSI REFRIBICR ST HAICR— N2 HET L HEEARLET,

(config) #

# configure terminal
(confiqg) # memory-error auto-recovery mode disable
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clear memory-error

HHJ AEY =T —D7 VT EITNET,
VUEY TR clear memory-error

IR A — K — 7L

T 7AWV H 7L

avy RE—FR FrbEdTE— I

F 7 IV LL L~UL ;15

FEREDHA RIALY | Kavr FiE, AEV—2T7—D7 VT E{TVWET, AEV—TT7—D7V
VT MTbihbd e, =7 —REEHFTTOZT I Z—/EDAEY —
T T AERERN Y By banEd, £, —HEICN—FU =
7 =T —IREEDMEE S AL, LST OARREDS BE LA ITITEFIZRE D £77,

{4 -
AN =253 —D7 )T &ITO HEEZRLET,

# clear memory-error

#
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13 8%

13.1 SDRTLEBFIEVISRT—FD)EY )

Fy N — 7 EHEIL, VAT LAEIREEZFIAL TSR Y—FRE2 )ty FTExET, VAT AEIH
FNEAFEITT 5 <‘: RESINTWVWDEREITT 7 4/V PR EIZREY £9°, F72. RSA ##/DSA L HIPRS
NET, B, EEOa Y — VAR — NMIEEERD ARG T,. VAT A EIEEREEZFIHTE
9,

BEIC2—F =T o NBFET D56
WEILA— =T 7 EPFET 256 DY AT MEIRFIAZ L NIR L ET,

LRI A—=F—REmARZ, HEEO =Y — /LR — MR L £ T,

2. EOERE ANET,

. u A EHEINFE RIS, Username 7 A —/L RIZ Tap_recovery] & AJJL T. Enter
F—Z2MLET,

4 MEENHEE L RIIRENT 7 4V PREICEENTWATED, T 74V ha—H—=Th
> b Tadpro] (WNARU—F7Z2L) TCLIIZT 7 B ADBFFTSNET,

Ethernet Switch APLGM220GTSS

Firmware: Build 2.00.00

User Verification Access

UserName:ap recovery

System will be reset, save and reboot!

Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...

B EEIC—F =T BT FRFELRVGE

EICZ—F—T B RB(FLE LW, enable N AT — RARBRESNTWAELSDT 2T AEIH
FlEZ L FICRLET,
1.RT A= —REWKEY, HBEOa ) —)ViR— MIEFLET,

2. HEDEFERZ ANET,
3. 1—H—FITE—RNlcu /A4 L6, enable =2~ F&Z{fiH L. Password 7 4 —/L N|Z
lap_recovery] & AJSJLT. Enter ¥ —%HH L £,
4. ZEEPFEE) L2 RITREN T 7 4V FEREICR SN TWDH T8, enable NAT— REEHT
T AV FORBEICTRY £,
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Ethernet Switch APLGM220GTSS
Firmware: Build 2.00.00

> enable
Password:ap recovery <—— FERRTrxrrxroxrkx LROR I E T

System will be reset, save and reboot!
Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...
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