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1(ECHIC 1.0 xETOREICDODWVWT

1.1 FETOREICDOWNT

AKX HDREER

AXFADRLICOVWT, ULTICRLED,

R B

XF ANV R BRUONSGA—F—DBRFARTTI, ANV RSTUTIE &
LDEBDIC/INGAXA—=F—ZIEEICADLTLSIZEES L,

AXFRIE ANV RSAVADELINTA =5 —ZRULET, AVY RETHIC, £

BROBICESH|ATLILEW, - —FERD/\TA—F—FlERIHE
(CHEEALET,

Courier AV bk

BEEIVY —ILORRAERLET, FIZE CLI ANV ROABE. A
ALEEONY RICHILT 2HAZERLET,

AFRE

ONY RBIDFHRBDIZHICHERLET, KEDDIFHASNEE A

AR Y RV 5y O ADRTHER

ONY ROANTEEECSIBDIEETEDGHRATHEAI 2ic5%. UTICRLET,

[A¥E]

B N Y FROBEEAREE/INSX -5 —ZRULET,

VYOI R command [parameter1]

At parameterl /\S X —% — QW ERRAIRERC EZRLCVWET,

{sh$E30}

B INY RRDORBBEINGA =5 —ZRUET, ANV RIVEF VI RXDERE
TF{FIEM MR EHEICFERSNK T, ANV RZERICERTI DD
(ZIE. MR TRYOSNT/INTA =Y —DSED—DZEET DRENHD
x9,

VIV IR command {parameter1 | parameter2}

B ONY REERFTTDIEHDICHERZ/INS X —5 —1 parameterl, L

parameter2 CTHH_EZRLTWVWET,
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1(ECHIC 1.0 xETOREICDODWVWT

| HEHR
B AN Y RTIEEHREBRERD/I\TX -5 —-ZXYD FT,
VIV IR command [parameter1 | parameter2 | parameter3]
B {FIFI A THEERNMERA SN D HZE. MR CTRUSNIZ/INTA—=F—DS
BEENN—DZBIRTDVENHDEYT, [AFENIANTERSINDEA.
M{TF®D3 203Xy FE@ERIICETTERI,
+ command parameterl
+ command parameter2
+ command parameter3
[,1-]
B WNRINGA—F —ZEHIEEIT D& 2R LET,
VIV IR command /NTERFACE-IDL]-]
command VLAN-/D[,]|-1
B INTA—F —EBBIEETCEDEZEZRLET, REBTIIR—K~1Y

=T —AVVLAN MEFIEECE2IVY RTHLWLNET, XKz
HETDHEF. 1,23 OLIICIVNZFERALTCXYID, HBETEET
BHEIF 1-3 DXIIC/NATVZEFERLET, K/eo 1,3-5,7 dK3(CT
IRENATVEMAERUTEEI D EEAETT,
AVNRINATVDEERTAR—RAZANDC EIFTERE Ao
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1EUHIC | 1.2FETOIRY FEBADTHIER

1.2 RXETOINY FEBEOEHIEE

ANV RSAVA U —T1x—X (CLI) TEATEZINTOOAYY R(E. BENICEEIN, e

AICXDESNTNET,

AETIE, AV REUTOBETHAL TVER T,

Z14—J)LRREHL |AAE

E]:y) INY ROKREZSBELE T,

VIV IR ANV R, BXKUONYY RICEERMIFTFONTVNDIINRTD/INSXA -5 —%
RLUEXT,

INSGA—5— ANV EDINRTD/INTA =T —DFMZHBALEXT, /\TAXA—F— &
¥, AT, REAELE. NNTAXA—Y—-DBEHRERERLET, £z, /(T
X—=F -k, BR%EHE. $IR. ERE T IAIREREZRLT
WX,

FIAILE THEERFOT 74 MREE/NSXA—F—EZRLEXT, AV RZESE
TIBRIDREEPEEREERLTVET,

ANV ERE—F ANV R ERTTEDE—FZERLET,
ANV RE—RDFBAICDOVTIE, M3 OYYRE—R; Z8RLTL
20

T7AIWKLARIL FBIXRY RO —RHEL NI ZRULET,

FERLEOAC RSy | RECHUT, AVY ROFEMSHE, LU0V ROFAYFUA%E
R~UET,

HIRREIR F£IAVY ROFIREEZRLET,

EREE BNV RDEEREEZRLED,

HRN—I 3V

LYY ROWHRN—I a3 VERLETD,

AR : HEOANVY FOERTHZRLET, HEXRTE—RORENSIVY RZEANT2ETORIT

PlascEH L TWET,
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1ECHIC 13V RE—F

1.3 ANV RE—FR

aOY Y RE— ROESE

FEED CLI TlEF. WD DOAN Y RE—RZFEBATEEXI, AVY RE—RIFEBE{LENTHD.
BESNAEIOAVYY RZEETLTCONY Y RE—REBITLE T, EOAVY RE—RTIIEBEDIFEDRE
BEARET DD, EEOINY ROty RHAEHEINET,

OJ4YVERDE—RE. I—Y=7H0Y MIHDFONIHELNILICE ST, ATDESEHH
[SRESNFKT,

« A—Y-RTE-F

< RERITE—R

I1—H—RTE— REFHERTE— NI BELNIDELGDLEITTR—DOEEBICELES, Cn2E
FDE— RZMIML CTETE— REHUFRT,
EITE-ROETOREEICIEIO-/NILEEE—RAHDOFT, I—TF-FTE—RrHBI70-/\b
BREE—RICEBITTES. FHELNIL 12 U EOFERTE—RICBRITIDDLENHDET,
JO—/NIVEREE—RHISIEF. ZOMOTRDHREE—R (AVFY—Tz—XAREET—RLE) B1E
[CBITTEXT, CNODTHRDHREE— RIF. —BHICETTREE—RELTHEENET, Y
THREE— RICHEEINDIREE— ROFIEUTICRLUET,

c TAVEREE—PR

« ACLBREE—F

+ AccessDefender BREE— R

s AU —T I —RBEE—R

OANY R E—FEFELNIVDFRRAZUTICRLE T,

OYY RE—R KL AL | BEER

1-Y-FFE-R LA T BERDYRTLAREEF TV I T 200, HREN
> feRRIANY RICF O ERATEXRY,
FEXETE—R LA 12 —EBDHIRNHDETE— RT. KEBADFRRIAV Y
# RICFOERTEERY, RY NT—TDELMERESRL

COBBMERBEEIVY REZRTTEXRITH. B
BT 7N BREBEDEELIVY RERTTER

B he
LARILIS | BTE-RTRESNZINRTOIVY RICTIER
TEFXT,
JO0-NILREE—R LARIV12 | —EBOHIRNH DT O—/ULREE— RT. KEDD
(contig) # REBFERTIDENTERY . KBADYTH

EE— R\DBITEAEETT,
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1ECHIC 13V RE—F

aAVYY RE—R BHELANIL BH

LAV 15 JO—-/VULRET— RTRHUESNDINTORTEIRE
OVY ROET. BLUIRTOYTREE— RAD
BITHHEETY,

S&

TV —T 1 —AREE— FOFRAZUTICRLE T,

ONY RE—R B

1V —T 1 —AREE— R (port) YIER— NEEDEEZ, EELIR—NTERET

(config-if-port) # BREE—RTI,

15 —T 1 —AEREE— R (range) YIIER— NEEDREZ. BELIHEDEHRN—

(config-if-port-range) # N TEHT BRET—RTT.

1V5—7 1 —RAFREE— R(port-channel) | R—hFrRILBEEDEEZ. IEELIR—KFv

(config-if-port-channel) # I CEHTALEEE—RTI,

15 —T 1 —XAEEE— R (vlan) FICLAV-3EEDEREZ. EEELMR VLAN

(contig-if-vian) # VH—T 1 —ATHRBIBRET— R TH,

1V —T—AREE— R ([2vlan) LAV—2VLAN T V5 —T 1 —RAEEDKRE =X

(config-if-12vlan) WY BRET—RTY. YFH(Vy—T 1 —RICH
BEREI DHERICOMEBLET

MNR—bhIY5 T —-ADBTEREAHE

REBCTYER- L ERETDHEDTI VY —T T —ADKRILEEZHRALE T, WER—SIUTD
RELCEELET,
s port (V¥ —TJx—XI1Zv kD ID)/(EEXOY D ID)/(R— kD ID)
s AVH—Tx—XIAZYy D ID (F, KEEDHEEFFEIC 1 TI,
« ZEAOY LD ID [E. AREDHBEIEEIC 0TI,
« R—bD ID FYER—-FESTI,
- BEEEPIIEEEZ I DEIE. 1/0/1-1/0/3 % 1/0/1,1/0/5 DL ICHEEL KT,

HUTIC, =k 1/0/1 D125 —7 2 —RBEE— K (port) [CBB T 2H1ZERLET,

# configure terminal
(confiqg) # interface port 1/0/1
(config-if-port) #

VLAN 1V 5 —TJ 1 —ADBITEREAE

REETVLAN 15— 1 —REREIT DHEDRLEEHRALET, VLAN 7105 —Tx—X[L
UTDORLTTEELFR T,
« vlanX (X [Z VLAN ID T. #@&I(& 1~4094)
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1ECHIC 13V RE—F

BB, Tvlan 105 OEKSIC vlan & VLAN ID OFICH¥ABRAR—IAHAQRELZIYV R, vlan10; @
&K3IC vlan & VLAN ID OEZZIFHBEVWIFINOAZ(FHFDIVY R BAHADXFINEZ(F}1FD
ONYRAHBDET,

WTIC. VLANT1O D1 Yy =T 2 —RAREET— F(vlan) [CBB T DHERLET,

# configure terminal
(config) # interface vlan 10
(config-if-vlan) #
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1(ECHIC 1.4 XY R4 VDIRE

1.4 ANV RS54V DERE

AETIZOY Y RATDEBIMERED show OY Y RTCORTERE—IPONBRICEET DRIERLE D
BEMFLEEICDVWTHBLET, £/fo. ANV RSAYVOBETHERTESIAVY RigEF—. £
HEEF—ICDOWNWTERELET,

AN Y RAS DFEBIESRE

BEREX TOET

INY ROANDEF. ZDIANXY RARBHTEDRANBROXFIDHAANT D &ICLD, XY
RXFIDANZEK T D ENTEXT,

BIZ(F. "shter"eWSXFHZANLTETIDE. show terminal IV RAETENEKT,

# sh ter

Terminal Settings:

Length: 24 lines

Width: 255 columns

Default Length: 24 lines
Default Width: 255 columns
Baud Rate: 9600 bps

B[TABIF¥—IC&DONY Y REEE

INY ROATERT[TAB]F—Z#H T &, ZORATEIRTEDIANY RA 1 DDHEEF. EDOOD
INY RXFFINBEMICHTESINET,

BIZ(E. "showen"&WVWSXFFZEANLIcRRTITABIF—%IHL7HE(E. "show environment "
EVWSXFFCHTEINET,

# show en[TAB]F—ifT

# show environment

W21 F—(C KDL THEEE

R]F—%=HLUIcHE. BRAEAITY REFC/IS A =5 DAL THRRENET,

BIZ(E. "show m"EVWSXFINEANLUICRRTRIF—ZHUIBE(E. "show m"UETEIRATEE
BINTOAXY MEFHRRENE T,

# show m[?]F—H#T

mac-address-table mls monitor multicast

# show m

Bl Z (X, "show environment " WS XFHNZEZAHNULIEBATR]IF—ZHLIBEEIE. "show
environment "L (CBIRAIEEI /SO X —F —EAITHRTREINE T,

# show enviromment [?]F—#HT

health Display health status
slide-switch Display the slide switch status
temperature Display temperature status

Output modifiers

<cr>

# show environment
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1(ECHIC 1.4 XY R4 VDIRE

RNERLDE T

show IY Y RTRRENDHERIG. UTDNIA—=F—-TIT 1 ILF IV I TEXT,
« begin F/LTER-STRING - 7 1 LY —XFi & —HT DRIDITT. RAzMHBLET,
« include F/LTER-STRING- 7 1« )Y —XFHNE—HIT DINTCD{T2RRLET,
« exclude F/LTER-STRING- 7 1 LY —XFHE—HT BD17%&. ZTRNDOBRALEXT,

BUFI(C. show running-config 1< > R T begin /\Z7 X -5 —ZFALIHEDHZRLEXT,

# show running-config | begin interface port 1/0/17
interface port 1/0/17
interface port 1/0/18
interface port 1/0/19
interface port 1/0/20

# SSH

ip ssh server
ssh user userl authentication-method password

o e e

BUFI(Z. show running-config 1Y > R Tinclude /\Z X -4 —ZFEALIHEDHZRLET,

# show running-config | include ssh user
ssh user userl authentication-method password

BLTFIZ. show interfaces status 1Y R T exclude /\oX—4% —ZFRALIHBEDAZERLET,

# show interfaces status | exclude not-connected

Port Status VLAN Duplex Speed Type

Portl/0/1 connected 10 a-full a-1000 1000BASE-T
Port1/0/13 disabled trunk auto auto 1000BASE-T
Port1/0/14 disabled trunk auto auto 1000BASE-T

Total Entries: 20

I5—AvtE—

EETCTHFHASINZVWIYY RZEI-—HF-NHIETITDE. BEUECIRICEITDZIERNTBEREZRL T,
IT5—AYvE—INEREINET, RRSNDAEEDOHDIT—AvE—IDYAE, LTODOXR
[CRUEY,

I5—Ayte—I ISUS

Ambiguous command ONY RERBHTED/INIXA—F—HPAANSNEFLEATL,

Incomplete command ONY RETFICHRELZINTD/INSA—=F—HEESNTIC. AXY
RAEITSNH LT

Invalid input detected at | AN Y RAEULKANESNEEATULT,

~marker
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FTAmbiguous commands (HVEWEIVYR) IS —XvE—INEhEsndflzrLET,

# show v
Ambiguous command

fiIncomplete command; (RELMEIANVVR) TS5 —Xvt—IHHAcNBH0ZRLET,

# show
Incomplete command

Minvalid input...; (WA SNN.) T XvtE—IHNHEAENZ0ERLED,

# show verb

A

Invalid input detected at “marker

OV Y RiE&EF — ERRHIEH+F—

ONY FANKICERATESIVY RiEF —DFEVWSZXUTICEEH LTI,

wmExX— AR

Delete H—VINIBDXFZHIFRL T, 1TOED DA Z=ECBELET,

Backspace D=V IDEDOXFZHIFRL T, TOEDDEDEEICERELEI,

LxH BE/)\y 77 —AHNOREHLLVIYY RASIERCHEOHELET, =5

Ctrl+P [CRIOONYY REFUOHTI(ICIE. F—ifExiEDRLET,

T&H FRENF—TOTY Y REFVHLERIC, BE/\Y 77—RAD 1 D#HL

Ctrl+N WIVYRICEDEXT, EHICHLVWIVY RICEDICIE. F—8F%=
BORLULETD,

EREN =YV I EENB#HLET,

AREN H—Y I =G BFHLUET,

Ctrl+R THFRAMDEAT—RELETE-—REYDEZI XTI, EAT—RDIF
BlE. TFRAMDED DL ZEBHLET, LEEET—RDIES
Z. WTFRAMFLWTFFANTLEESTEINET,

Tab ANV ROF—T—RREZITVEI,

Enter OANY RZEEITLXTD,

ONY RRTKICRRSNDABH 1HEICNE SLEWEE. BE FCRRGHEF —HRRSNET,
BERTHEF —DEVWAZUTICEHELET,

Kbl E+— A

Enter BNR—IBIC, BRORDITEZRRLED,
AR—RFF(E n BR—IRIC, BFHRORDNR—IZRRLET,
a BR—IEIC, INRTOBERERRLUET,
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Ctrl+C. Esc. &Ffcldq | R—IRIC. OV T RIRDFT,

M AR—RFXE n ZHUEEITDE Telnet HMIMISNZ A HDFT,
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2 CLINOHE | 2.1 FENDT7 € RAAE

2 CLI \NODE

2.1 BRBEN\DT7 VAT E

KEBORECRIEDICODT7 V2 XAAEF. UTO S5 BENHDHT,
« OV Y —)UiR— h TO#EH
« TELNET [C & D ¥zt
« SSH [C K D%
« Web 1—HY'——1 25 —7 1 —XTOEHE
« SNMP ¥ R—3 v —CTOD¥n

CD>S55. TELNET $&KU SSH [C&K2ERKIF. THBHARRECE 7 I7EANTEXRE A,
TELNET/SSH TO#EHRZITSICIE. MOT7 IR AETERL CREZERITDILHE. HALNIDF
BRCEBEDREZVDEBZDRENH DT,

F/eo SNMP Y R—Y v —TOEH CTF I AARER MIB DERFIREENFOMEAED S 5D—ETH
D, EREBICHELINTOREEZTOICEETERBA. SHIC. SNMP YRX—I v —H DD
£, TIHBHARRETEITOCENTER A,

ZD1cH. KEDHIEIDF 7 AT EE., VYV —J)LIR—KCKD CLINDERKE. HLIEWeb 7
0P —ZFERLL GUINDEFRZFERAL XTI,

REDHMHHIPFZRLRA

REEL. PHRET IP 7 FLANUTOREIN—IVIC > TEBRESNTVETD,

WIH 1P 7 RLADEREIL—IL

EAIP 7 RLZADKE 1 /81 MME 10 DEEE L. 2 /81 hH5 4 /N1 METIFEE MAC 7 RL R
DTAL3 /A & 16 EHH S 10 EHICEBR U /ETHEENICRESNE T,

B MAC 7 RL RN FC:6D:D1:0A:0B:0C Diza. #H8 IP 7 RL XX 10.10.11.12 & D FY,

FE MAC 7 RL R JHIP 7 RL X
FC:6D:D1:0A 108 :0C > 10.10,11.12
S s e

16 E# =10 EH IR

By TRy hNYXY
Y7xy bYXIE BER8 Ew b (255.0.0.0) [CRESNET,
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2 CLINOE | 2.1 FENDT7 I RAAE

WY [P 7 b L XDMERTIE

FEA IP 7 RLRBERED by TRV T IRRIVD SNV EICERESNTVNET, INILDEHEHZ
EEESRCELEWVEE, - Y-V 5—T 1 —ANSEED MAC 7 RLARRZER L. REIL—
WICHE>TEEIT B ENTEXRTD,
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2.2 REND7 V2 AFIR

EEDOCLI 7V AFIBEZUTICEH LET . Web 750 —ZHAWNTEEBED GUI [CIEfT 2FIE
[CDWTIE, VI bz 7Y a7 ECSBLEE L,

>V —JUiR— b TO#EHR

KBEDIOAVY—ILiR—k (RJ-45 IR— 1) [CINTX =Y —BEMKRZERLET, /\TX—F —&Eif
RiF, RS-232C U7 IUIR— b ZRBRZTHD, WRTIa1L—Y—ZFHATEDIRENHD T,
KBE/NIA—F—REmKREZERI DICF. AV —IT—TIV (—AHRJ-45 IRIF—T. £5
—ANXRRE DB-9 ORI HY—) Z. HEDIAVY —JLIR—h &, /NTX—F—&FiHRAD RS-232C
U IIR—BCEALED,

vV —)biR— b (RJ-45)

A==

NS X =4 —EREIHmE

MALZaL—9—0EGIONT 1 FUTORSICHRELTLEEWV, BB, TZal—yav
E—RZEZBRTEDHEEF. TVT100) [CERELTLIEE L,

« /R— - L— b 19600 bit/s (RERIFEKECKLDAE)

« T—%F : 8bit

« v FEw b 1 1bit

s NUTq—, 70— : 750U

INTA—F —REWRRZELSRELICD, KEDBRZANKT ., BHY—U VY ANHRIIa
L—=5—DD1Y FIICRRESNKT,

Boot Procedure 1.00.00

Power On Self Test ..ttt ittt ieeeeeeenenanaanans 100 %

MAC Address: FC-6D-D1-06-CE-7D
H/W Version: A

Please Wait, Loading V2.00.00 Runtime Image .............. 100 %
UART init: 100 %

Starting firmware...

o~~~

Press any key to login...
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TELNET/SSH Th#kx

TS HAERFERE T3 TELNET/SSH THEfRS 2 &IETER A, BRICOTAVAERLTHOV b
BEDREZTODENHDFRT, £, SSH T— /e TIHHEREE TIIEI D=6, SSH
THE I 25 5(3 SSH U —/\—HBEDREZTOBLENHD XTI,

EBDEET(E TELNET/SSH TCLI [CHEHKIT D EIETE LB A, HRED LED ORITIRELETE
BHAEBTETLAECEZERLALEBIC, XNTXA—FY—REHERDHRIIaL—F—"5
TELNET/SSH TEE(CERL TEEL,

+ Telnet/SSH D&KRtwv> 3 v#(E 8 TY,

TELNET/SSH THEeR I 2% RI13. LB E/\SX—F—FEmRAKN TCP/IP L CTRIEMREERETH D
BENBHDET, INTA—F —RERKND ping [CKDEBERT A hZEHET 275, Ry hT—
U LOBEREREEL TS0,

MHTD CLI NDEH#x

CCTlE. IBHEREREDEE(ICI VY —I)LIR— T CLI [CERT RBOFIEZRLUED,
THHEERHRETIE. T 7AW NI —=THD> b Tadpros NMEENTWVNET, EREDLEH 5T
TLT, A1 7Oy 7k (Username) ARRENcH. TIAINNI-—HY—-FhHhoV rzZAAL
TAJAVLTLEEWN, COT7 ATV MMIIFIAT—=REBRESNTOVERADT, /IXRT—RZF
A 7k (Password:) Tl& Enter Z AL TLZE LY,

Ethernet Switch APLGM212GTSS
Firmware: Build 2.00.00

User Verification Access
Username:adpro

Password:

Warning: No password has been set for this account. Please set a password for security.

#

TIAWRI—T—=THIY MIFFHEL NIV 15 (23T D Administrator 7ADY R THHO. DT
HOYRTAOTA VT DERFERTE-RICBITLUETD,

FHERTE— FTIE. BEshow AV Y RICKDERBEDREORRY. 77 17JURMEIVY ROET.
reboot HEDA VT FYZAEDIANY ROEFTZEZTOCENTEXD,

KBEOREZEZEFITDICIE. HERTE-RASIO-/NNILEREE— R, BLUREARBRICHET D
HITREE— RICBRITITDRENHD XTI,

FFHEEITE— R T configure terminal XYY RZXE{T9d &, JO—/NILEREE— RICBITLET,
JO-NIVEEE— RDOBEIFXTAY TR (config) # TRRENET,

# configure terminal
(config) #
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2CLINOER | 230001 VvEEEI—YY—-THoV hDOEE

23001 VEREEIA—Y—THOYV FDODERE

KEOD CLI NOT7VERFEZERIDLHICIE. AJAVREEI-T -7 HUY hE@BYICRE
IDRENDDET,

OJ414 VRE

CLI oOJ«VE&E(F. OV —J)UIR—b, TELNET. SSH D& 77t X#&Ehl (1 V&Rl TZEN
FNMHIICHRESNE T, OT 1 VEREF. HBED AAA BEENEX (T 74U ) DRETIEUTD
3EREOVINACEDET,
« nologin: I—4Y—%&/\XT— RZEFEDHENOT T VEERE
« login: /XX — K (password Y RTHRE) TOOT A VERE
« login local: #F L/ 1—Y =7 HIY hTOOT 1 VERE

2L, SSH ERDIBA. EOOJ1 VERETH>TH SSH I -—RETEHRIN TSI —H—
TAOJA VS DRENSDDET, &fc. SSH AT —([CHDIFSNIREEA RN/ AR T — REUA DS
AlF. Q1 VREDBEARFZREINEEA.

>V —)LiR— Kk (line console) (&, T 7 )L KT login local CERESNTVWET, COOTA VK
ETIE BHFRULI—Y—-THIOY T —DHMNETV. 7HOY NIHEDFTONIKERLA
WICIEL7ANY RE—RICBITLET, FIZIE. - —H"HEL NIV 1 D Basic User 7DV b
TAJA Y UIERIE. FERTE—RTRE<L I -FETE-RICBITLED,

Ethernet Switch APLGM212GTSS
Firmware: Build 2.00.00
User Verification Access

Username:example
Password:*xx**x*x*xx

>

TELNET/SSH (3T 7 # )L KT login ICRESNTVE T, COOJ A VEERETIE, password 1YV
RTEFLIOTA VIR T—RZOTA VEICHERLET, OJMV/IKRT—RNRESN TV
WBEIEAOTA VTR ENTEFRA, OTAIVIRT—RETIAI K TREREHFENTH ST,
AJ4VREZEZET DN, password ANV RTOJTA VAT — RZEEFTDILENHDET,

BUFIZ. TELNET ###t (line telnet) [CX 92 password O< > RTOD/VRT— RREE. SSH ik
(linessh)IZxg 2000 V&%EZ login local (CEEF 2HERLET,

# configure terminal

(config) # line telnet
(config-line) # password telnet pass
(config-line) # exit

(config) # line ssh

(config-line)# login local
(config-line) #
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2CLINGD#ER | 23 QJAVREEI-Y -7 NhUY bOEER

A—Y—-T7HhoY R&E

EEOO—NILI—Y—=7HIY I QT VERED login local [CEESNTWS S VERITOD
CLITOOIA D, Web Ul 0oOJrVICERAESNE T, 1—F =AY ~IE. ERICHERLA
IWEIEET D ENTEXT,

EHRINTNDEELANIZTRICRLUET,

BELAN)L | A—Y-—-T7HUV b | ANV RE—R FEA

LAV Basic User I—Y-—FTE-—R INTCOI—Y =T HDoY bDr

T. REEVFELANILTY . BHE
RARD AN Y RZEEITTEXY,
FICERAODRRIAN Y RIZT7 &
AFBIHICERLET,

LANJL12 | Operator BERTE— R HBO CLI THEATESZRRIAVY
JO-/NLEREE—R | R, BLUREIVYY ROKHEZT
HRAEREE—R DXL ATEFXRY, EFa2UT1r—FE
EDRETIER Ao

LAJL 15 Administrator BIERITE—R EEBOD CLI TEHTESINTOHO
JO—JVLEREE—F | YVRIC, BHIEICT7IVERATEZ
FEDEREE—R 9,

BRULI-—Y—-TFHOYVRTEEICOTA VT DE. RELEFELANILICK>T, OT1 VD
ONY RE—RBRESNET,

« BasicUser 7 ho v b, A0 VRICI-—Y—ETE-RICBITLED,

« Operator/Administrator 7 Ao > M. OT A VEICRHERTE— RICBITLERTD,

OYY RE—RDFMHICOVTIE. M3 AV RE—R, #8RBLTLLIEEL,

ERTE— RFADBIT

A—Y—RTE-FHOFERIT—E— ROBITHRE. FELNILDOZEE(C(L enable IV Y RZfE
RALET. FELNIVOEEC(E. RAIE L TRITEDOREL NIVICK U TSERIC enable password
EREL. BITRIC/NNRT—RZANTDIRHENHD XD,

722U VY —JUIR— L TERL TVWDIEEICRHEL NIV 15 OFHEERITE— RABITI BT —XT
(&. enable password N"FRESNTVWEL TERBITIFERETT .

# enable

Warning: No password has been set for this privilege. Please set a password for
security.

#
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Ffc. disable XYY RIEETRHELNIVETIF2EEZTSHAE. NRAT—RARESNTLEL
CTHABETTY,

- =7 Hho>Y SDERS

1-H—FHYIY NEERT BHE BEUHLAERLEI—Y—TFAIY RT CLI COFTVT
BAEERBLET,

A—Y—7hHoY hZERT B(CIE username IV Y RZFEARAUTERLEXT, UTIC, T1—H—
Zhtadmin, FHELNILAY15, JIKRT—RH'pass1234; & Td—H—Zh guest. FHELNILA 1,
ISR —RHtpass1111y DA —FHoY NEERTDHERLET,

# configure terminal

(config) # username admin privilege 15 password passl234
(config) # username guest privilege 1 password passllll
(config) #

COBIDETARIIUT T,
+ configure terminal JY > RZETLU TRHEERITE— RH 57O /ULREE— RICBT,
« username 1YY RZETLT. &E1—Y -7 NIV bZEER.

RIZ. AEBR L= —Y =7 77> k(admin, guest) ZFWT TELNET ###TD CLI 7 77 XAV ATEEIC
BDREFAERLET,

# configure terminal

(config) # enable password pass2222
(config) # line telnet
(config-line)# login local
(config-line) #

CDBIDETARIFUT T,
+ enable password Y RZESETUTHEIEL NI 15 ADBIT/INAT—RERE, TD/WR
D— RARESNTOVEWE I—HY—% guest ZERAL T TELNET TH:G U /CBRICHIERTT
- RICBITTEXREA.
+ line telnet <X RZETLT TELNET #EHRD 1 V&R EE— RIZHBIT,
« login local OV Y REETLT. &ZHUITDT1 VER(COFITIE TELNET £ik) TERECO
JA4VFBRIC. BRLEI—Y-THOY hNEFERT LS ICHRE,

FEDREZTSE. UTDED TELNET [CK2EHEZEITOCENTEXRT,

Ethernet Switch APLGM212GTSS

Firmware: Build 2.00.00

User Verification Access
Username:guest
Password: ¥ ***x*x*x%

> enable
Password: ¥ **xxxkk

#
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CDBIDERITAREUTTI,
« TELNET TEHRL T, HILER LA —THTV b TI—H—Fh guest, /{XT—R
M pass1111y TOTA YV, FELANILA 1 OA—Y—=FHoV hDizsh, OT1 VklEd—
P —ETE— RIZK D,
+ enable OV Y RZETLTCI—Y—FTE— RN SFERTE— R(FHEL NIV 15) 81T,
JIRAT—RZFOY T b (Password:) TlE. FFHEL AL 15 [CX L TEE L7z enable password
= Ao
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3SEARER | 3.0 EXREIVUR

3 EXEHE

AETIE. EEOEANGERIEPRERKDIRE

DWCEBELED,

B OEAEE CHEAT ZEANEITY RIC

30 EFERMEIVVE

EEDEANGRECTHEATZAVY FO—EBZUTDORICRLET,

NV R AN Y RENRTA—H5—
enable enable [PRIVILEGE-LEVEL]
disable disable [PRIVILEGE-LEVEL]

configure terminal

configure terminal

login (RITE—F) login
logout logout
end end
exit exit
help help

BANY FOFHEZENTICHRRBLEI,

enable

B RITE—RTHELNILEZBELETD,

VIV IR enable [PR/V/LEGE-LEVEL]

IRTGA—H — PRIVILEGE-LEVEL : B3 BHHELNILE 1~15 DEETIEE LE T,
EBELEWVEE. LWL IS5 BBESNET,

FIAILE mU

OVY RE—R IA—H—FTE— R, FHEXRTE-R

FIAILRLARIL LA T

ERLEDHI RST1Y

ARIAVY RE, ECFHELANIL 15 OFERITE— RICBITID/HICE
FHAULZEY,

FELNILA KD LEDE— RABITT 255, BEITOREL NILICHL
Tenable password "E&ESNTWDIREAHDFT, L. AVY —
JVIR— KT CLI [CEERLTHED. FHELNIL 15 OE— RICBITT 256
(& enable password A"ESNTWELK TEXRTI D ENTEXRT,
IRRT— RQBERENIFE. RSN T v —I)LRIC/IRKRT—RZAS
LET, NRAT—FAAICIERRTDE. BEDLANIVICRENKT,
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fEFAA
FEETE—REHELNIL15)ICBR I D HEZRLED,
# enable

password: ***

#

disable

B RITE— RTRELNILETIFERT,

VIV IR disable [PR/VILEGE-LEVEL]

INSGA—5— PRIVILEGE-LEVEL : ZEI DFELNILVZEELTR T, EEELEWIS
. LN BMEEESNET,

FIAILE mU

OVY RE—R IA—H—FTE— R, HEXRTE-R

FIAILRLARIL LA

RITE— R THELNIVZETITSHEICERLET, BEXDFIEL NI
T/IKRT—=RHAFRESNTVNTHE, /ART—REFERSNIEEA

ERLEDHI RST1Y

=B
LAV 12 DRERITE—RICER I DA EZRLET,

# disable 12
#

configure terminal

=]:y) JO—-/NLEREE—RICBITLED,

VIV IR configure terminal

INGA—5— AN

v DI 17U

ANV EE—F KEXRITTE—F

T7AIWKLARIL LA 12

FERLEDOAIRSAY | RTE—R (FBEERTE—R) »H. JO—-/ULREE—RICBITI D
SHICERALET,

fERHA -
JO-NIVERET— RICEBITDAEERLET,

# configure terminal
(confiqg) #
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login (E{TE—F)

=]:y) CLI[EAZ1 Y LIEHBLET,
VIV IR login

INGA—5— AN

T DI BL

ANV EE—F A—Y—FTE—F. BHEXRTE—F
FTIAILELARIL LA 1

EREDOHT RST1Y

074 Y ARH login local L EFZEICHIOI—T - HoUY hTATA Y
ITRHBEICFERALET, OJAVICHHNTDETDEY ¥ aV(FTlish
£9, A—DT7HIYRTAJAVITBDEEARET. FOT1VAR
M login L < IL no login DIFETEERITTETXRIN, HERLANILDEE

BN IIRERBZRZE(LH D T Ao

=B -

d—HY—4 Tuserly, TOJAM VI DA EERLET,

# login
Username: userl
Password: XxXXxX

#

logout

B KEHNOSOJT7IRLEFT,

VIV IR logout

INGA—5 — U

TI7AIbE mU

OYY RE—R IA—H—FTE— R, HEXRTE-R
FIAILRLARIL LA T

ERLEDHI RST1Y

KENOSOJ7OMLTCREY Y3 VZRALET,

A :

OJ7 9 hd2AEFERLET

# logout

Switch con0 is now available

Press any key to login...

end
Br AN Y RE—RZETE—REEHZE-—R)ICBITLED,
A AVES W 4 end
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end

INSGA—5— A

FTIAIE L

OYY RE—R IARTOIAVY RE—R
T7AIWKLARIL LA 1

EREDOHT RST1Y

ARIANY RZETIDE. REEOIANY FE—RTHDIHCEFREL,
RITE-PRECBITLET, BRLANVEBEEENI A

A :

ATVI—TI—ARET-FERT L. HEXRTE-FCRDAEZRLET,

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # end

#
exit
=]:y) BEOIOYY RE-RIEBITLED,
VIV IR exit
INSGA—5— AW
FI7AIb L
ANV RE—FR INTCHOIANY FE—F
FT7AIKLARI LA T

EREDOHT RST1Y

BEQIYY RE—RAMH. ELOOAVY RE—RICBITLET, FIZE
JO—NIVREE—RTERITLUILHBE. ANV RE—RIRTE— R (&
RETE-R)CBITLEI. RLADERTE-RFTEAKIYY RZETL
fema. BEOEYyYavyhbadd 7o NLETD,

A :

IV —T1—RAREE—RERTLTIO-/NNILREE—FICRDAEERLET,

# configure terminal
(config) interface port 1/0/1
(config-if-port) # exit

(config) #

help

=]:y) NIVTVRT LADOBREHAZERRLEXT,
VYOI help

INSGA—5— AW

FI7AIb L

ANV RE—FR INTCHIANY FE—F
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help

FTIAI LA LA 1

ERALEDHA RSV | help AX Y RIE ATV RXT LAOBEEHRBPZRELEI,
(AXY FEAEDHRBZEI DD TIEHDRTEADTITERSLETW)
NIVTDRT LAOBEIFUTDEO T,

KFEDIAINY RSV THERATEDINTCOINY bEJ A NRRT D15
B, YATLATAVTIRTOVIRFIVNY—Y () ZAHALET,

BEDXFINTHRIRDINVY FOUR MERRI DHE. INY RO—EB
EAALERICVTIRAFIUR—T () ZAALET. AALIEXFS
THED/INGA =5 — FFEIEDNY X RRRENET, T— ALY
EMFENDHAEETY,

ANV EDINGA=F =5 8DI R M ZERRTDIHFE. ANV STV
T, NIX=F=KEFE5BORDDICTTAFIVN—2 (?) ZAA
LET. ITICAALIEORY R, RSX—F— BRUSIHICEDW
T, ZETD/NIA—F V58N Y X KRRINET, IV IV
Ty I INIVTEEENZHEETT,

A :
help ONXY RZEFERAL T AVTIVRTLADEBEEHBAZRRIDHAEERLET,
# help

The switch CLI provides advanced help feature.

1. Help is available when you are ready to enter a command
argument (e.g. 'show ?') and want to know each possible
available options.

2. Help is provided when an abbreviated argument is entered
and you want to know what arguments match the input(e.g. 'show ve?'.).
If nothing matches, the help list will be empty and you must backup
until entering a '?' shows the available options.

3. For completing a partial command name could enter the abbreviated
command name immediately followed by a <Tab> key.

Note:

Since the character '?' is used for help purpose, to enter

the character '?' in a string argument, press ctrl+v immediately
followed by the character '?'.

#

T—RANIVTZFERLT. Tres EWSXFTHREDINCOFERITE-—RIVY RERRI DA
FERULET, JIXFIVUNY—2 (?) OHRICAALEXFE, A—Y—HIVY ROALZRHEITT
EBDLIC. ROAXY RS VICBRRSNE T,

# re?
reboot rename reset restore

# re
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ANV R VY IZINITZERBL T, BAMWICAA LT ip access-list DRD5 | xR KT D HE
ZERULET, JIRXRFIVNY—Y () ORICAALLEXFIE. I—F—HOVY ROANZREITTE
DEIIC, ROAVY RSA VICBRRENETD,

# configure terminal

(config) # ip access-list ?

extended Extended Access List

WORD Access-list name (the first character must be a letter)

(config) # ip access-list

37/481



3ERERE | 32 KEBRERRIVY R

3.2 REBTHRRIAVVF

EEARDOBWROREDHER CTEAIZIAINVY FO—BZUTORICRLET,

vV R

ARV RENRTKX—5—

show unit

show unit [UNIT-1D]

show environment

show environment [fan | health | memory | slide-switch |
temperature]

show version

show version

show cpu utilization

show cpu utilization

clear cpu utilization
history

clear cpu utilization history

show history

show history

BANY FOFEZENTICHRRBLEI,

show unit

=]:y) VRATAIZY bDERZRRUET

VIO R show unit [UN/T-/D]

INGA—5— UNIT-ID: 1§ ZaRRI DEBEZEELXR T, KEBETEER/NTX—F—
ZERTDHEFHD ETE A

vk U

ANV RE—F INTCOIANY RE—F

FI7AIW KL LA T

ERLEDHI RST1Y

YRATLEY1-I)ICEITDIBERERTIDIVY RTY, NTX—F—
EEELBVEEF. INTOIZY FOBERERNRREINET,

E 1 SD H—RERIE. SD H— FHMEASNTVNDHBRICOARRSINE
9o XAEU—ERI"NVRAM"E LT SD H— ROBEBHARIRSINE T,

A :

YRATLAEDIZ Y bDBHRERRIT 2 EERLET,

# show unit

Unit Model Name

1 aeewzoctss

Unit Serial-Number Status Up Time

E ok ODrzH3OMZ0S
Unit  Memory Total Used Free
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DRAM
FLASH

524
125

288 K
937 K

124121 K
33441 K

400167 K
92496 K

show environment

B EBED/\— Rz 7 DREPREDERZERZRLE T,
VIV IR show environment [fan | health | memory | slide-switch |
temperature]
INGA—F— fan : 7 7V DIREZRTR
health : ZXEDIEEEZERR
memory : XEYU —DIREERR
slide-switch : X517 R X1 v FDREZRR
temperature . ZXEDRNIPEEDREEZRT
FTIAI #L
ANV ERE—F INTCHIANY FE—F
T7AIWKLARIL LA -1

EREDOHT RST1Y

INTA=F—ZERELBEVNSRIF, INTOEEDBEBRIRRENE T,

XEU—DRREDERTRIF Ver.2.01.00 UETYR—ELEXT, e, 77
Y DIRRE(E PoE HEDH TRIRSNE T,

A -

RIEEHRZERRI DTEERLET,

# show environment

Detail Temperature S
Unit Status

tatus:
Current Temperature

Unit 1:

Fan 1 (OK) Fan 2 (OK)

Detail Memory-Error Auto-Recovery Status:

Auto Recovery Mode

Auto Recovery Notification :

Fault Action Configuration :

Unit Status Recovery

1 Normal 0

Health Status:

Unit Status Failure C

: Enabled

Enabled

ECC Uncorrectable Error Count

Count

ode
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Slide Switch Status:

Unit Status
1 Off
#

show version

=]:y) LBEDYVI LDz 7N\—=Y3ViEHRaRR~LET,
VIV IR show version

INGA—5— AN

v DI 17U

ANV RE—F INRTCOIANY RE—F

FTIAILELARIL LA 1

EREDOHT RST1Y

EBEBFOYV IR 7DON—I 3 VERERTLED,

ERASG
KBD/N\—YaVEREERRIDAHEERULED,
# show version
System MAC Address: FC-6D-D1-06-CE-7D
Unit ID Module Name Versions
1 APLGM220GTSS H/W:
Bootloader:1.00.00
Runtime:2.00.00
#

show cpu utilization

=]:y CPU EAXIBEHRZERRLE T,
VIV IR show cpu utilization
INTGA—=5F— AN

FIxI bk BL

ANV RE—R INTCOIANY FE—F
FIAI LA LA T

ERLEDHT RS1Y

KEBED CPUBRAXEREZSH. 19, BLUS5 BB TERRLET,
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A
CPU ERAXZRRI D77EZRLET,

# show cpu utilization

CPU Utilization

Five seconds - 6% One minute - 7% Five minutes - 6%
Maximum - 78 % Minimum - 5%
#

clear cpu utilization history

=]:y) CPU EREXZIUT7LETD,

VIV IR clear cpu utilization history

INSAXR—5— AN

T DI U

ANV ERE—FR KEXRITTE—bF

T7AIWKLARIL LA 12

FEHEDHC RS1Y | CPUERAERD Maximum BB & Minimum IBEDEZY Y RLEY,
=R

CPU ERXZEI VT2 EZRLET,

# clear cpu utilization history

#

show history

B REDEYY3I Y TAALEONY RERED X hZERRLET,
VIV IR show history

INGA—5— L

FIAI bk BL

ANV RE—F INTCOIANY RE—F

FI7AIW KL LA T

ERLEDHT RSTY

ABDUREOVYY RIF. REBICK>TRFEESNTHSD., EHFARTZARINV Y
RTHERIDCENTEEY, BHFINAZOATY RIE Cri+P FEEXE
¥ —%Hg & THUHEI CENTRET,. IOV Y RMIEFICHUH
ENFd, BE/N\YI77—0DP X, AV R 20ETEE T,
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=R :
ANV RONY T 7—EBRZEZRRST DAHEEZRUET,

# show history
en

help
show history

#
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3.3 EAEEIOVYYVR

EERAEDERAEECHEATZAVY FO—BZUTORICRLEXT,

vV R

ARV RENRTKX—5—

show running-config

show running-config [effective | all] [interface INTERFACE-ID |
function [MODULE-TITLE]]

write

write [memory [secondary]]

reboot

reboot [unit UNIT-1D] [force_agree] [cold]

clear running-config

clear running-config

reset system

reset system [factory-default]

ping ping {[ip] IP-ADDRESS | [ipv6] IPV6-ADDRESS} [count TIMES]
[timeout SECONDS] [source {IP-ADDRESS | IPV6-ADDRESS}]
[size LENGTH] [interval SECONDS]

traceroute traceroute {[ip] IP-ADDRESS | [ipv6] IPV6-ADDRESS} [probe
NUMBER] [timeout SECONDS] [max-ttl TTL] [port DEST-PORT]

telnet telnet {IP-ADDRESS | IPV6-ADDRESS} [TCP-PORT]

FINY FOFMZEXUTICHBALET,

show running-config

=]:y) REDREZRRLET,

VIV IR show running-config [effective | all] [interface /NTERFACE-ID |
function [MODULE-TITLEN

INGA—5— effective : 7 /\17 RDEMEICHEZEZ 2REDHERNRT DHEICIEEL

£9, BIZIE. STPHEMDIHZE. STPFREICDWTIE disable stp 7217
ARREN, D STP [CEAT DREFRRESNEE Ao

all : 77 A ) EDINTA—=F—CH]IET DAV RZEESH, IRNTOIAX
YV RREZRTIDHEICEELXRT,
interface /NTERFACE-ID : REDAVH —T 1 —RICHNT DEREZEE
NUET. INTERFACE-ID 1F. UTDWVWINHD/INTX—5—TIEEL
ESC I

« port: IBELEA—HURY NAA Y FR—MIEET DERERT

port-channel : {5 U7c/R— b F v RIVICEEET D ERZRT
o vian ! EELLZVLAN 1 V5 -7 1 —XICEET DERZERT

function : FEDEEDREZRII DHAICEELXT,
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show running-config

MODULE-TITLE : REZRIT DHBEEZEELFI. FIZE "CLLy D
KOCHRBEBZEARAXFTANLET, KINTAX—F—ZEBITDE. BE
TEDRBELDBRMN—ETRRINEKT,

FIAIE ZL
OYY RE—R HFIESRITE— R
FIAIL LRIV LAJL 15

ERLEDAA RS1Y | REERFORENBEZRRISINVY RTI,

A -
REDRENABERTI DAEERLET,

# show running-config
Building configuration...

Current configuration : 1108 bytes

# __________________________________________________________ —_——— —_
# APLGM220GTSS Gigabit Ethernet L2 Switch

# Configuration

#

# Firmware: Build 2.00.00

# Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved.

# __________________________________________________________ —_———— —_

# Date: Thu Jul 15 23:00:50 2021

# PORT

interface port 1/0/1
interface port 1/0/2
interface port 1/0/3
interface port 1/0/4
interface port 1/0/5
interface port 1/0/6
interface port 1/0/7
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

write

=]:y) REDRENBZRE T 7 T ILICESAHTT,

VIV IR write [memory [secondary]]

INSGAX—=5— memory | REDHRERNBREZRE T 7 TIVICEZIAHFT, RELDIEE

HMEWEER, BRUOFRNTXA—F—ZEBLIBREF. T5IY)—RE
T7T1ICESAENET, £oo SD A—RICEARBH LEESTRES
NEXg (7 71 )L4: apresia-startup-config.txt) o

secondary : EZABEEL AT U —RET 7 MIVICIEELET,
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write

FIAILE mU

aAVYY RE—R FIEETE—R
FIAILRLARIL LAV 15

ERLEDHI RST1Y

REDHRENRZ startup-config 7 7 1 ILICEZAL IV Y RTY,

=B -

REDRENBRZTSANY—RET 7 TIVCEERATHEERLET,

# write memory

#

Destination filename startup-config? [y/n]l: vy
Saving all configurations to NV-RAM..........

REDRENBZTSANY—RET 7 1 INCEBERATHEERLET,

# write memory secondary

Destination filename secondary startup-config? [y/n]: vy
Saving all configurations to NV-RAM.......... Done.
#
reboot
B EEZHEHLEI,
VIV IR reboot [unit UN/T-/0] [force_agree]
INSGA—5— unit UN/T-/D: BREEIITIRENIZY hDRY IR ID ZEBELFI,
KEBCTEIF/NGA—F—ZFERITDIREFHDFREA,
force agree : TEFRZ RO T ICEEZRHINICHEE T 2HEEICEELE
ED
v DI 17U
ANV ERE—FR KEXRITTE—F
TIAILRLARIL LAV 15

EREDOHT RST1Y

KBEZHEHNT DRICERLET,

A :

REZHEHIT2H52RLET,

# reboot

Are you sure you want to proceed with the system reboot?(y/n) y
Please wait, the switch is rebooting...
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REZRENICHEES T DTEZERLEXT,

# reboot force agree

Please wait, the switch is rebooting...

clear running-config

B EBDREDKRENS (running-config) ZHE L F I,

VIV IR clear running-config

INSGA—5— AW

v DI 17U

OYY RE—R FHERITE—F

TIAILRLARIL LA 15

FERLEDOACRS1Y | DRAM [CREBINTLIEBDOREDRENE (running-config) ZE %
95IANVYRTY, INTOREARFTHHFTRORECRD FT, X
fo. EBHICFEFEINTVWDOI Xy E—IEHIBRENET,

B
&EBED running-config ZHET 2 HEERLET,

# clear running-config

This command will clear the system's configuration to the factory
default settings, including the IP address.
Clear running configuration? (y/n) [n] vy

reset system

B JRATLADIEY b YRTLEBHRDEE. RE. ZEOBREEHZITVLE
EP

VIV IR reset system [factory-default]

INSAXR—5— factory-default : > X7 LAZTHBHEFREDT 7 A4 )L FREICRITHAIC
BELXRT,

FTIAI U

ANV EE—F KEXRTE—

TIAILRLARIL LA 15

FERLEDAIRSAY | YRTLAZYEZY RTDIANY Y RTY, RENT 7AW KNCREDET,
startup-config 7 7 1 LA\DREFRICEBNBREIENE T,
factory-default /\ZX—5—ZFERAT2E. UTOT 7 1ILHEIBREN
ESCIN

o YRATLADINRTODRET 71
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reset system

VAT LAARDIRTCDEFa2VT1—RELET 71
VAT LAARADIARTOOVE LIS —OFITY Y —
YZAFLARDINRNTDT — MER

A -

VAT L©ETHBHEROT 74V MRECUEY b2 EERLET,

# reset system

This command will clear the system's configuration to the factory
default settings, including the IP address and stacking settings.
Clear system configuration, save, reboot? (y/n) [n] vy

Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...

ping &X1TLX I,

ping {[ip] /P-ADDRESS | Lipv6] /PV6-ADDRESS} [count T/MES]
[timeout SECONDS] [source {/P-ADDRESS | IPV6-ADDRESS}] [size
LENGTH] [interval SECONDS]

INGX—5—

[ip] /P-ADDRESS : SBRIRA LD IPvA 7 RL AZEELERT, ip DD
(FEMAIBEET T,

[ipv6] /PV6-ADDRESS : 535 A MM IPv6 7 RL RZEIELET,
IPv6 7 RLRAU YO O—AIT RLREREVILFF v+ AR T RLAD
BEAE. VLAN 1 Y9 — T 2 —XERESHT IPV6-ADDRESS %
INTERFACE-ID DR TIEES 2RENHDET, ipv6 DI FEEET
BETY,

count T/MES : ping /Sy  DEE%E 1~255 DEE TIREL £,
B UIEAE 5 AMERENED,

timeout SECONDS : I[6EY 1 L7 0 NS (7)) %= 1~99 OFETIEL
9., LB EIF 1 MERSINE T,

source {/P-ADDRESS | IPV6-ADDRESSY : ping /\T v KTERAT D%
EIXIP7RLAZEELERT, AERETIEERLEEA.

size LENGTH : ping /87y RDTF—FEDHA X ()1 k)% 32~1,500
DEFETEELET, ARLIESE. IPv4 DIFEE(F 325 IPv6 DIEE
(3100 A, fEAEENET,

interval SECONDS : ping /X7 b DX(EERE () Z 1~3,600 OFET
BELEYT, ERLIIGEE 1 AMEREINET,

FI7AIE

ANV
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ping
AYY RE—R 1—H—EFTE— R, BESFTE—R
77 AL LA 1

FEHLEDHI RSTY | ping ZERTELTDIC(E, Cri+C F—ERL TS L,

ping /87w ROMETE IP 7 RLRICIE. 58%7 RLRAERL IP/A—3
> (IPv4/1Pv6) BMERESNE T,

A -

IP 7 FL X 172.50.71.123 DFEKIC ping ZRITI DA EZERLEXT,

# ping 172.50.71.123

Reply from 172.50.71.123, bytes=32, time<l0ms
Reply from 172.50.71.123, bytes=32, time<l0ms
Reply from 172.50.71.123, bytes=32, time<l0ms
Reply from 172.50.71.123, bytes=32, time<l0ms
Reply from 172.50.71.123, bytes=32, time<l0ms

Ping Statistics for 172.50.71.123
Packets: Sent =5, Received =5, Lost =0

VLAN 110 15— = —XT IPv6 77 RL XA ff02::1 DIEKEIC ping ZEITT 2 EZERLET,

# ping ipve ££02::1%vlanll0 count 2

Reply to request 1 from fe80::240:66ff:fea8:cfa2, bytes=100, time<10 ms

Reply to request 1 from fe80::201:2ff:fe03:400, bytes=100, time<l10 ms
Request 1 received 2 replies.

Reply to request 2 from fe80::240:66ff:fea8:cfa2, bytes=100, time<10 ms

Reply to request 2 from fe80::201:2ff:fe03:400, bytes=100, time<10 ms
Request 2 received 2 replies.

Ping Statistics for ff02::1
Packets: Sent =2, Received =4, Lost =0

#

traceroute

By traceroute ZEfTU £,

VIO R traceroute {[ip] /P-ADDRESS | lipv6] /PV6-ADDRESS) [probe
NUMBER] [timeout SECONDS] [max-ttl 77L] [port DEST-PORT]

INTA—F— [ip] /P-ADDRESS : BSERA D IPv4 7 RL AZHEELXRT, ip DED
[FAREOIRET I,
[ipv6] /PV6-ADDRESS : SIRINRA KD IPv6 7 RL XA ZHELFRT,
ipv6 DI IAIEEIHETT
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traceroute

probe NUMBER : iRy 7T D 7O—T#% 1~1000 D&EFE THE L X
9, B LIHBEE 3 MEREINED,

timeout SECONDS : [SESY 1 L7 D SR () & 1~65535 DOEHETHE
ELEYT, BRRLIBAEF S MERSNET,

max-ttl 77, X UDP T —¥ IS5 ADRK TTL {E%Z 1~255 OFHET
EELEYT. BRLICBRIF 30 MERSNET,

port DEST-PORT 1 XET —5 U5 ATHERSINDN—X UDP 5B5ER—
h&ES% 1~65535 DBETEEL XTI, *ETD UDP T—5J3 LD
UDP%BSER— hES(E. AINSA—F—THEELILESZRERELT, X
FEDIVICTTOMESNK T, ARLIIBZEIE 33434 iMERSNE T,

FTIAILE

AN

ANV ERE—-F

A—Y—FTE- R FEXRTE—R

T ALV

LA T

ERLEDHI RST1Y

traceroute 1YY RZEFETITDE. 40 /N1 hD UDP T—49 95 L%&(E
BLTREEROAEEERITLUED,

traceroute ZEHATELET BIC(E. CtrHC F—=EFL TLEZE LY,

COAX Y FDORARRRKERITRIERIT 3 T,

A :

RA K 172.50.71.123 IC traceroute &E{TI DdHE=RLE T,

Trace complete.

# traceroute 172.50.71.123

<10 ms 172.50.71.123

Pv6 iR X I 2001:238:f8a:77:7¢c10:41c0:6ddd:ecab [C traceroute {79 2 A E5%=R~LE T,

Trace complete.

# traceroute 2001:238:fe8a:77:7c10:41c0:6ddd:ecab

<10 ms 2001:238:fe8a:77:7c10:41c0:6ddd:ecab

49/481




3EARERE | 3.3EAEEIVY R

telnet

B Telnet THDT/I\A RIZF IVEALET,

VIV IR telnet {/P-ADDRESS | IPV6-ADDRESSY [TCP-PORT]

INSGA—5— IP-ADDRESS : IRA KD IPv4 7 RL AZHBELET,
IPV6-ADDRESS : IRA KD IPv6 7 RL AZEELXT,
TCP-PORT : TCP IR—h&EES% 1~65535 DFHEATEELEI ., AL
EBEIET IV OVIR— R TH2 23 ZFERALET,

FTIAI U

IRV RE—R 1—Y—FKTE-R. FEXRTE-FR

FTIAILELARIL LA T

EREDOHT RST1Y

Telnet 754 7 MEREEFERL THOT /N1 RICT7 VLA LET,.

ERA -

TI7AIWEDR—b 23 ZFERALTIP 7 RLX10.90.90.91 [C Telnet THE#EIT D AEERLET,

#

# telnet 10.90.90.91

Ethernet Switch APLGM220GTSS
Firmware: Build 2.00.00

Password required, but none set
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34887 71IIEBIOVYYR

KBENEFHITDE. RYICT - MERI’THARAENET T, T—MERICE. T—hAX=IT7T1)
ERET7AINDT7AIWIANESRAENTED. ZOBHEEZSRL CES SO REEHEXT,

T=hAX=IT7AIWERET 7 TIEZENENECAV Y ) —T 7ML ZEREST D ENTEXT,
T7MIDBBRECIDTSAN)—DT 7AIILAHMERTERWGS, EHhYF U —ICEESNE
T77 1IN ERAELTUBZEDDCENTEXRT, EHVFU—T71IERHADENBEIL,
KBEAWICE > TVWDRHMDBEN LT — A X—IORET 7 1ILAMERAENE T,
T—hBRERET 7 T EBFRLBDERICRESNTED, EEIDEESLICRRENEKT,

EBEDEE Y 7 7TIVEBIVY FEZENICHINTD/NTX -5 —D—EBZUTDRICRLE T,

NV R ANV RENTGA—5—

boot image boot image [check] URL [primary | secondary]
boot config boot config URL [primary | secondary]

show boot show boot [unit UNIT-ID]

erase boot erase boot

show startup-config

show startup-config

configure replace

configure replace {{tftp: //location/filename | ftp:
//username:password@location:tcpport/filename} | flash:
FILENAME} [force]

show config
differences

show config differences SOURCE-URL DESTINATION-URL

BANY FOFHEZENTICHRRBLEI,

boot image

=]:y) T—bhA=IT71)LEEELET,

VIV IR boot image [check] URL [primary | secondary]

INGA—5F— check : 7—h M X—=IDT7— ATz 7EBRERRI DERICEELE

9, N\=IaVvESEETINOHANEENEKT,

URL: T—=hAAXA=IT7AIDIRRET 7L IWEZANLET, LTD
WInNhroEz=EBLET,

c/URL : ZERHICRESNTWVWD T 7 1ILEEELER T,
d:/URL:SD N—RICHDT 7ML EEELET .

primary ! 75X YU —T - X=J[CHEELEXT,
secondary : TH VY )T - X—-IJ[CIH/ELET,
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boot image

FI7AIE T—hX=IT71)HbD
ANV RE—F JO-/N)LEREE—R
FIAILRLARIL LAV 15

FEHLEDHA RSy | primary £72[3 secondary /{5 X—¥ —ZBELHBWNSEEF. 7517
—T—h M A=JELTETEINET,

=B :
KBRBICRESN VWD I 7N ETSAN ) =T — b A—JICIEETDHEERLET,

# configure terminal
(config) # boot image c:/switch-image.had primary
(config) #

SDA—RRDIT7AINETSANI—T— b X—J[CHETDAEERLET,

# configure terminal
(config) # boot image d:/switch-image.had primary
(config) #

KBRED I 7N ETSANY—T— b A X=J[CH/EL. I X=IT7MIDERETRT A%
RUET,

# configure terminal
(config) # boot image check c:/switch-image.had

Version: 2.00.00
Description: APRESIA Systems, Ltd. Gigabit Ethernet 12 Switch

(config) #
boot config
B T— BT 71 IV EIBELEY,
VIV IR boot config URL [primary | secondary]
INSGA—5— URL : startup-config 771 )LD URL ZAHNLFT. LTOVNITNHD
ERXZ=FERALET,
¢/URL : EBRZICHREINTVWD I 71V EBELET,
d:/URL:SD H—RICHDT7AIZEELXT,
primary : 7SN —BRET 7 MILICEELERT,
secondary : T H VY —RET 7 M IICIEELET,
vk mU
ANV RE—R JO-/N)LEREE—R
FIAILRLARIL LAV 15

52/481



SEAERE |34 EHTFIIIVEEBIVVE

boot config

FERALEDHT RSAY | primary £7z(3 secondary /\TX—5—ZEELBEWVERE. T51Y
U—RET71ILELTEITLET,

T2AR) =AY T ) —DRET 71 ILHFEHADHY . REAIBICH
WMBRET 7 AILHBEWESICIE. TIAINNRETEHLED,

fERHA :
EBEAIICRESNTWVWBE T 71N ETSAXY—KRET7IILELTEET DA EERLET,.

# configure terminal
(config) # boot config c:/switch-config.cfg primary
(config) #

SDAH—FRRDIT7AINZETSARY—BREI 7 IIVELTEET DA EERLET,

# configure terminal
(config) # boot config d:/switch-config.cfg primary

(config) #

show boot

B KBEDT— hEREXRTLE T,

VIV IR show boot [unit UN/T-/0]

INSGA—5— unit UN/T-/D: RINTDEBEDRY IR ID ZI/ELFT, KEBETIIfE
RLEEA.

vk U

ANV RE—FR INTCOIANY RE—FR

FIAILRLARIL LA T

FEHAEDHA RS> | Tapresia-loader.conf; 7 7 M ILAMREESN TS SD A— RZBEALK
BaE. COT7MILDT—MNERERRENETD,

=B
KECEHRICERT 2BHBERENA—IREZTRRI DHEERLET,

# show boot

Unit 1

(Configured)

Primary boot image: /c:/imagel.had

Primary boot config: /c:/configl.cfg

Secondary boot image: No valid boot image.
Secondary boot config: No valid boot config.

*(SD Card)

Primary boot image: /d:/apresia-software.had
Primary boot config: /d:/apresia-startup-config.txt

Note: * indicates the used boot information.

#
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erase boot

=]:y) KBRNEOT — MERZEEELET,
VIV IR erase boot

INSAXR—5— AN

FTIAI U

ANV ERE—FR KEXRITTE—F

T7AIWKLARIL LAV 15

EREDOHT RST1Y

T— MEBNMHIBRSNICRETE. T— MEERNESAEZN/ SD A—F
MEASNTULEIEINE., EERICRBOBET — b1 X —IDRE
T77MINVERRLTCEBZEAITT, 77 7TILOBIEIC K DEE KK
E. BRUBWEMEICEZBNAH D TI DT, TEBLLES L,

=B -

KBDI7SvanbT—MEREHRETDHEZERLET,

# erase boot

#

Erasing the boot information in FLASH..........

show startup-config

BEY startup-config 7 7 1 LOABZRRL X I,
VIV IR show startup-config

INGA—5— L

FIAI bk BL

VYV RE—R FHEXRTE—F

FI7AIW KL LIV 15

ERLEDHI RST1Y

BREOKBERHFORENBTERTI ANV R T,

=B -

startup-config 7 7 1 )LOABZERRI 27 EERLET,

APLGM220GTSS Gigabit Ethernet L2 Switch
Configuration

Firmware: Build 2.00.00
2021 APRESIA Systems, Ltd. All rights reserved.

# show startup-config
# ___________________

#

#

#

#

# Copyright (C)
# ___________________
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# PORT

interface port 1/0/1
interface port 1/0/2
interface port 1/0/3
interface port 1/0/4
interface port 1/0/5
interface port 1/0/6
interface port 1/0/7
interface port 1/0/8
interface port 1/0/9

interface port 1/0/10
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

# Date: Thu Jul 15 23:00:30 2021

configure replace

By

RED running-config Z, EEL/ICREBHR CESHMIRT

VIV IR

configure replace {{tftp: //location/filename | ftp:
//username:password@location.tcpport/filename} | flash:
FILENAME} [force]

INGA—=5—

thtp: ( TFTPH—/N\—LDRET 71 ILDOREBHRERKMKRLED,
//location/filename : /BE T 71 )LD URL ZIEL X7,
ftp: | FTIPY—N\—LORET 7 1ILDOREBHRERLLET,

//username:password@location:tcpport/filename : FTP ¥ —/X\—_E®D
REZ 71D URL ZEELERT,

flash: : EERIP SD H— FORET 7 T IVDOREBHRERRL FT o
FILENAME : BRI DRET 7T ILEEREL XTI,

force ! ERETICELICESHMA ZRTLET, BRRLALHRIE. BES
MZERITI DN ESINEERIT 27OV T hIRRENKT,

FI7AIE

ANV

ANV ERE-F

FERITE—H

FI7AILRLARI

LAV 215

EREDOHT RST1Y

BELERET7 7 T IVOREBHREZFERL TRED running-config ZE&
EMZ DAV Y RTT, BAED running-config (FTHESNET,

A -

TFTP 9 —/\—n'5 Tconfig.cfg) ZHUS L. running-config ZBEMZ 24 FERLXT,

# configure replace tftp: //10.0.0.66/config.cfg

This will apply all necessary additions and deletions
to replace the current running configuration with the
contents of the specified configuration file, which is
assumed to be a complete configuration, not a partial
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configuration. [y/n]: vy

Accessing tftp://10.0.0.66/config.cfqg...
Transmission start...

Transmission finished, file length 45422 bytes.
Executing script file config.cfg ......
Executing done

FTP H—/\—H5 Tconfig.cfgy ZEUS L. running-config ZfEFHE LU CEBESRZ 2HZRLET,

# configure replace ftp: //User:123Q@10.0.0.66:80/config.cfg force

Accessing ftp: //10.0.0.66/config.cfg...
Transmission start...

Transmission finished, file length 45422 bytes.
Executing script file config.cfg ......
Executing done

RET 71 Tconfig.cfgy ZFERAL T, running-config ZHERA LU CEERZ 20 RLET,

# configure replace flash: config.cfg force

Executing script file config.cfg ......
Executing done

#

show config differences

=]:y) 2 DDREBBROABZLR L. ZDEDERRLET,

VIV IR show config differences SOURCE-URL DESTINATION-URL

INGA—5— SOURCE-URL : WBITDA U I F)LREBR REBR 1) EHxREINT
W2 URL ZHEEL XTI, URL OFERKIIUTD/INS A= —TxKRENX
EP

+ startup-config DiFE. startup-config DIFERZLRKICERLFT,
running-config D% 4. running-config DIEHRZLLEICFHERAL £
CR
flash: [PATH-FILE-NAMEDZE. IBELUILERE T 7 1 ILDBER~Z
BYREULET, FIZRIE. c/primary.cfg EAHDLET,

DESTINATION-URL : Y I )LE LT 2REER (REBR 2) 1D
F|ENTLS URL ZIEELET, URL DFRIE SOURCE-URL *RILT

ERS

FIAILE mU

OVY RE—R FIEETE—R

FIAILRLARIL LAV 15

FERAEDHARSAY | 2D0XEBHREEBR 1. REBR2) DABREZLR L. ZOENERR
LERT,
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show config differences

REBR 2 ICBVRENRERBR 1 CEENTVDIEEIE. BTORICT
SRELF () MEASNKT,

FREBR 1 [CHVRENRERR 2 [CEENTVDIHSE. BITORICY
1FRAES () MEBATNEY,

fERHA :
2 DDREBTRELBE L. ZTOERERRTDAEERLET,

# show config differences startup-config running-config

Config differences:

+interface vlan 1

+ ipv6 enable

+interface vlan 2

+ ip address 192.168.2.20/24
—-interface vlan 1

- description INTERFACE VLAN 1
-interface vlan 2

- ip address 192.168.2.20/25
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4 771 )VRE

KETIF, ZERZDT 71 VRECEET 2V Y FICDOWTHBALE T,

EED CLI o7 7MIVREINY RZFEALT. 777)LOIE—DHIBR. ZRIZEEDIRLEE %
RTITDENTEXT, BN ORACATI Y LI —-DALY T LI M) —=FIL—b
Ta4LUKRJ— Tc/y TY,

AEB T EBEAKROREICHERAT DT — A X—IP, BEROI}E/NTX—F—ZERT DI
BIRESE 7 7ML, RIEMEEZEERTIDIEHICFERITDIIRATLATZ7AILHHDET, LITD
T71WETRTLAT7AILD—ET, copy ANV REED—EDT 7 IIBEINY RTHL Y b
TALIRNI—CKBTITAVTRELVTERT D ENTERT,

running-config : IREDEKBDOEE/NSIAXA—F —ZERITDRET 7 1)L

aaa-local-db : AccessDefender DO—HILT —HFR—X

https-certificate : SSL & —/\—ZFRAZE

https-private-key : SSL B —/\— D& #

JATLTFAIIE, EREINVY RV copy INV Y RBEZEFERA L TCLEEZTOEREZITS & IFHHE
TIH. 77MILDOBHPEREREZTDOICEIETEEEA, 77 1MILDHEIRIE. —FHDIY T A
77 TCERODIAVY Y REFEHRTICETERI D ENTEEXY,
T—hAAXA=IOERET7AIVE. YRTLT7AIENDT 74 )LDOFRT, boot INY RICKDIE
ELIET7 71ILAMERENET, boot INY RTIELLBRIIZ AT AT 7AILD—DTHDT—
FAO—F—ICEZTRAFEN, T—hO—F—[CEFEINIET M X=IJERET7I1IIEIZRAT A
77 MIVERBKRICHIBRT B2 &N TERLED ET,

41 EXT 7AIVREIRVE

BERERT 71V Y FEZNICHIGT B/\TA—F —D—EBEZUTDRICRLEI,

ANV R ANV RENSX -5 —

dir dir [URL]

cd cd [DIRECTORY-URL]

rename rename FILE-URLT FILE-URL2

delete delete FILE-URL

mkdir mkdir DIRECTORY-NAME

rendir rmdir DIRECTORY-NAME
access-defender erase access-defender erase [SYSTEM-FILE]
more more FILE-URL

show storage media-info | show storage media-info [unit UNIT-ID]
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BANY FOFEZENTICHRRBLEI,

dir

B TALI R —DERERTLET,

VIV IR dir [URL]

INSGA—5— URL: RRIDI7IINELIFTA LN —DERIZIBELET,
FIAILE mU

ANV RE—FR EITE—R

FIAILRLARIL LA

FERLEDHACRSAY | ROV RE. TALIMY—DRRERRLES, 77 MIEBZEEEL
EBBIET 7 1IILDOBEBHIRRSNES . T LI MU —ZBELLSA
FTFaLIRV—RDT7AIPTc LI MY —DERERRLET, L
INERELLEVWGEEEALY T LI KN —DERERTLET,

=B
ALY ET LI MY —DBERERTRT 27EZRLET,

# dir

Directory of /c:

1 -rw 6972340 Jul 10 2017 09:48:30 imagel.had
2 -Tw 6912968 Sep 26 2017 16:06:43 image2.had
3 -rw 1615 Sep 26 2017 16:12:33 config.cfg
4  d-- 0 Oct 17 2017 02:55:21 system

30656000 bytes total (16565248 bytes free)

#

cd

B DLV T LI RN)—ZZEELFRD,

VIV IR cd [D/RECTORY-URL]

IRTGA—H — DIRECTORY-URL : ZEBHRDT 1 LU MY —ZR/ELET, BELAEW
BREADLY ST LI M) —PRRENET,

FIAILE mU

ANV RE—FR EITE—R

FIAILRLARIL LA T

FERLEDHAHARSTIY | ROV VRIE, ALY T AL —ZEBELETA LI KNI —(CEE
LEd, TALIRI—ZEEBELZEWVWEE., ALY RTa LI KNU—0if
/IR ZRRLEKRT,

59/481



4 771 )VRE | 40 BEXRD 71 )VIREOT VR

ERB :
ALY RFA LI RU—EF 1LY RU— Tc/log) ICEETBHEERLET,
# cd c:/log
#
rename
B D7 1IBEZELET,
VIV IR rename (/LE-URLT FILE-URLZ
INTGX—5— FILE-URLT : 2R1ZZEEFT DT 71)LD URL ZIBEL XTI,
FILE-URLZ : 771 )VEEE#D URL ZIEELF T,
FIAILE mU
OVY RE—R FIERTE—R
FIAILRLARIL LAV 15
FERLEDHAIRSAY | ROAXVRIE, 77MIVEDEEZTVWET, BELZTALIKNU—-D
URL ZIEEITDET 71 ILDBEIZITVNER T,

=B
ALY T4 LI R)=DT7)b Tdoctxts & Ttesttxts [CUR—LTDHEERLET,

# rename doc.txt test.txt
Rename file doc.txt to text.txt? (y/n) [n] vy

#
delete
B 77 IIVEHIBRLE T,
VIV IR delete //LEF-URL
INOA—5— FILE-URL : BIBR3 27 7 1T LD EZRIZIEEL XTI,
Pk I BU
ONYY RE—R FHEETE—R
Pk DI N V2V % LAV 15
FERALEDOHT RSy | KONV ERE BELELT 71 ILZHIBRLE T,

=B
W=bTa LI R)=DT 71U Ttestixty ZHIBRT DA FZERLET,

# delete c:/test.txt

Delete test.txt? (y/n) [n] vy
File is deleted.

#
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mkdir

B TALI RN —ZERLET,

VIV IR mkdir D/RECTORY-NAME

INSGA—5— DIRECTORY-NAME : 32T« LI KU —D/INAEZFIZIBELE
ER

TI7AIb mU

aAVYY RE—R FHEETE—R

FIAILRLARIL LAV 15

ERLEDHI RST1Y

ARANXVRIE TaLI M) —ZERLET,

=B -

ALY T LI KU —IC

Tewdiry EWSERIDT 14 LI M) —HERTDAEERLET,

# mkdir newdir

#

rmdir

B TALYU R —ZHIBRULET,

VIV IR rmdir D/RECTORY-NAME

INSGA—5— DIRECTORY-NAME : HIBR9 2T« LI KU —D/INAEZFIZIBELE
ER

TI7AIbE mU

aAVYY RE—R FHEETE—R

FIAILRLARIL LAV 15

ERLEDHI RST1Y

ARANXVERIE TaLI M) —ZHIERLE T,

A -

ALY ETa L J—® Tnewdiry WS T LK —%HIBRTDAEERLET,

# rmdir newdir

#

Remove directory newdir? (y/n) [n] vy
The directory is removed.
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access-defender erase

BrY AccessDefender D AT A7 71 )L =HIBRLE T .
VIV IR access-defender erase [SYSTEM-FILA
INTGA—H— SYSTEM-FILE: BEITBDIVRART AT 71N EEBELEXEIT. UTD/INZ
A= —DW\WINHZEFHRTEEI,
« aaa-local-db : AccessDefender A—HILT—IN—RX T 71 JL%=HEE
ITRGRICEELET,
+ ssl-files : 1D SSL 7 71 )L&EY o> O— K3 BHEIC SSL B —/\—3iE
BAE. WEHR. KU ssl-gencsr VY REFERAL TERSNIZT 7
TIVEHETDHBEEELEI,
FIAILE g
ONY RE—R BHEETE—R
FIAILELANI LI 15

EREDHTI RS1Y

IO X = —ZIBELBWGEIE. I/RTD AccessDefender D X7 A
T771ILDEIBRENE T,

=B -

AccessDefender DI NTDI AT AT 71V =HIBRT 2 HEERLET,

# access-defender erase
Erasing Access Defender local database settings.......... Done.
Erasing SSL files in FIASH.......... Done.
#
more
B 77 M1IVOABTERRLET,
IVIYIR more F/LE-URL
INTGX—5— FILE-URL : ®ixg 25771 )ILD URLZIEELXRT,
FIAILE mU
OVY RE—R FIEETE—R
FIAILRLARIL LAV 15

ERLEDHI RST1Y

RKIAXYVRIE TFAR T 7MIVOABTERRLE T, 771TILORAIC
HIREDHRIFREEXFNEENTVNDIEE. HHNDRABELXF KT
(FZEENRREINET,

62/481




4 771 )VRE | 40 BEXRD 71 )VIREOT VR

A
IW—brTac LI KU—D Tconfig.cfgy 771 ILOARBERRS DA EZRLET,

# more /c:/config.cfg

# __________________________________________________________ _

# APLGM220GTSS Gigabit Ethernet L2 Switch

# Configuration

#

# Firmware: Build 2.00.00

# Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved.
# __________________________________________________________ —_————

# Date: Thu Jul 15 23:00:30 2021

# PORT

interface port 1/0/1
interface port 1/0/2
interface port 1/0/3
interface port 1/0/4
interface port 1/0/5
interface port 1/0/6
interface port 1/0/7
interface port 1/0/8
interface port 1/0/9
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

show storage media-info

=]:y) AR L —YDERERRLET,

VIO R show storage media-info [unit UN/7-/D)]

INGA—5F— unit UN/T-/D: 1=y b ID ZHEELE T, AEETIFEEIT DUNEFDH
D EREBA.

FIAI bk BL

ANV RE—F ETE—R

FI7AIW KL LA T

FERAEDHARSAY | ROV YVRIE. YRTATHERATELGATRA L —IDBERERRILUE
EP

=B
AEBAR L —YDERERRI 2 EERLET,

# show storage media-info

Unit Drive Media-Type Size FS-Type Label

1 Flash 2oM5  FS
#
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42 774 )AE—-OY VR

770XV RTIE. 77MILOEEPT Yy TO-R, 00— REEDREZTVET,
770 AE-ARY REZNICHIGT D/INTA—F —D—EBEZUTORICRLET,

ANV R ARV REINSX -5 —

copy copy SYSTEM-FILE {flash: [DEST-FILE] | tftp: [TFTP-URLI]}

copy running-config | copy running-config {startup-config [secondary] | flash: [DEST-
URL] | tftp: [TFTP-URL] | ftp: [FTP-URLI}

copy startup-config | copy startup-config {running-config | flash: [DEST-URL] | tftp:
[TFTP-URL] | ftp: [FTP-URL]}

copy flash: copy flash: [SOURCE-URL] {SYSTEM-FILE | flash: [DEST-URL] |
tftp: [TFTP-URL] | ftp: [FTP-URL]}
copy tftp: | ftp: copy {tftp: [TFTP-URL] | ftp: [FTP-URL]} {SYSTEM-FILE | flash:

[DEST-URL]}

copy primary-config | copy primary-config secondary-config
secondary-config

BANY FOFEZENTICHRRBLEI,

copy

B JATLATFAINEIE-LET,

VIV IR copy SYSTEM-FILE {flash: [DEST-F/LE] | tftp: [ TFTP-URLI}

INSGA—5— SYSTEM-FILE: AE—=F BV RT LT 7AW ZEBELET,
aaa-local-db : AccessDefender DA—HIT—IR—=XT 71 )L%Z ]
E-L%F7d,

https-certificate : SSL H—/\—SFAZET 71 )LZIE—-LF T,

https-private-key : SSL B —/\—#EH#HT 71 )LZ - LF T,
+ attack-logunit1: 7% v o 0O0J%2E—-UF9,

csr-certificate ! SIFAEELEKR T 7 )LZOE—L &,

csr-private-key: CSR R T 71 )LZ - L&,

log: A7 71 )LZzJ— L%,

flash: : EEAICERZERLEIT, 7F¥ vy o077, AATBLENK,
CSRMERT 71)b. O 771V TIIEETERE A,

DEST-URL : A=%D 7 71 IVINREZBIZIBELX T,
thtp: . TFTP Y —N\—(Z7vFAO—RULFY,

TFTP-URL: 7 7 1)L Dim&Sez T//(TFTPY—/\—=D IP 7 KL X/IPv6
TRLR)/(T7AIVINA T70)E&)1 1 TEELED,
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copy
FIAILE L

OVY RE—R FIEETE—R

FI7AI LA LAV : 15

FERLDAIRSAY | KONV REFE. YRATLAT7AIILOAE—-ZTVET,

=B -
O0J% TFTP 3 —/X—:10.1.1.254 [C7 71 )L Tswitch-log.logs T7 v 7O—RI2HEZRLE
ER

# copy log tftp: //10.1.1.254/switch-log.log

Address of remote host [10.1.1.254]7?
Destination filename [switch-log.log]?
Accessing tftp://10.1.1.254/switch-log.log. ..
Transmission start...
Transmission finished, file length 45421 bytes.

#

copy running-config

B REDEREZ 71 )LZ2AE—-LF T,

VIV IR copy running-config {startup-config [secondary] | flash: [DEST-
URL] | tftp: [TFTP-URL] | ftp: [FTP-URLI}

INSAXR—5— startup-config : EENRFEE T 7 7/LICOAE—-LET,

secondary : CAVYYU—RET7AILICAE—LET, AA TV avzE
BELBEWSSETSAYI—RET 7rIICOE—-LET,

flash: : KBNTICREDRE T 7 1 LOEHEREFLET,

DEST-URL : REFXD T 7 A IR ET 7AW BEIBELET,

thtp: - WEDHKRET 77 )LZ TFTP B —/N\—(C7v TO—-RLFT,
TFTP-URL: 7 71 )LDk E T//(TFTP Y —/X\—=D IP 7 FL X/IPv6
ZRLR)/(T7AIVIRR, T7AI4)1 1 TEELED,

ftp: - WEDRE T 77L& FTP Y —N—C7vTO-RLET,

FTP-URL: 771 )V Dimxst%xE T//(FTP B —/\—=21—85—%):()XX T —
R)@(FTP H—/X\—®D IP 7 KL X/IPv6 7 KL X):(TCPR—K) /(T 7+
JWIKR, T74)%&)) TEELED,

FIAIE ZL
OYY RE—R HFIESRITE— R
FIAI LRIV LAJL 15
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copy running-config

EREDHC RSy | ROV RIF. BEDKRE 7 7 )L (running-config) D AE—&EfTL\ &
9, startup-config & 7> 3V ZEIEEL/CHE. write IV REFEUE
EZTV, REBWE SD A— RICEEZAFENET,

B
REDHKRET 71 )% TFTP H—/N—=:10.1.1.1 (LT 71 )LE Tcurrent-conf.cfgy T7v 7O— R
HFEERLET,

# copy running-config tftp: //10.1.1.1/current-conf.cfg

Address of remote host [10.1.1.1]7?

Destination filename [current-conf.cfg]?
Accessing tftp://10.1.1.1/current-conf.cfg...
Transmission start...

Transmission finished, file length 1240 bytes.

#

REDKRET 7 ()2t hyFU—RET 71T IVICRRS 25 EERLET,

# copy running-config startup-config secondary
Destination filename secondary startup-config? [y/n]: vy

Saving all configurations to NV-RAM.......... Done.

#

copy startup-config

=]:y) EERFRE T 7ML IE— L& T,

VIV IR copy startup-config {running-config | flash: [DEST-URL] | tftp:
[7TFTP-URL] | ftp: [FTP-URLY}

INGA—5— running-config : JRTEDKE T 7 1 JVICKRL KT,

flash: : ZEERNIPICIRAEDERE T 7 1 ILDER=E=RELE T,
DEST-URL : IREFXD T 71 VIR ET 71 I)VAEIEBELE T,
thtp: : EDRET 71 L% TFTP H—\—[2 7y FO— RLET,

TFTP-URL: 7 7 1 I)LD¥rxS% //(TFTP Y —/\—=D IP 7 F L X/IPv6
TRLR)/(T7AIIRR, T7AIV4&A)1 1 TEELEXT,

ftp: : BEDBRET 7 (L% FTP —N\—(C7v FO— RLET,

FTP-URL: 7 71 )LDErxstzE T//(FTP H—/\—1—H—2):(J)XXT—
R)Y@(FTP Y —/\—D IP 7 RLR/IPv6 7 RLR):(TCPR—K) /(T 710
JVIRR, T774)4%&)) TEBELED,

FI7AIE L
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copy startup-config

IRV RE—F FERITE—F

FTI7AI LA LAV 215

EREDHC RSy | ROY Y RIE. BBIRREY 71 )LZJIE—L%J, runninig-config 7
TavEEETDE. BEDRET 7 1ILICKRBLUET,

fERHA :
EERRET 7T EREDRE T 7T IVICKRT D AEERLET,

# copy startup-config running-config
Destination filename running-config? [y/n]: vy

Executing boot-up configuration ......
Executing done

#
copy flash:
B LEAD 7 7 )L2dE—-LFT,
VIV IR copy flash: [SOURCE-URLY {SYSTEM-FILE | flash: [DEST-URL] |
tftp: [7TF7TP-URL] | fp: [FTP-URLL}
INTGX—H— SOURCE-URL : AE—TT7 71 )LD URL ZIBEL £,

SYSTEM-FILE: Q=TT 7AINEI AT LT 7L IVSERBLES, XU
TOVRTLAT7AINEIBET D ENTEXT,
+ aaa-local-db : AccessDefender DO—AILT —FR—RXT 71 )LIZHE
ALET,
* https-certificate : SSL Y —/\—3FAZ(CHEAL XY,
* https-private-key : SSL B —/\—WERE(CHEHALET,
running-config : IREDREICHEALE T,
startup-config : EERREISERALEXT,

flash: : ZEEDOAICERZER L FT,

DEST-URL : AE=%T7 71 )LD URL ZIEELF T,

thtp: - TFTP Y —N—(Z7vFAO—RULUFY,

TFTP-URL: 7 71 )LDk E T//(TFTP Y —/X\—=D IP 7 FL X/IPv6
ZRLR)/(T7AIVIRR, T7AI4)1 1 TEELED,

ftp: : FTP H—/\—IC7v FO— RLET,

FTP-URL: 771 )V Dimxst%xE T//(FTP B —/\—=21—85—%):()XX T —
R)@(FTP H—/X\—®D IP 7 KL X/IPv6 7 KL RX):(TCPR—K) /(T 7+
JWIRR, T74)4%)1 THEELED,
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copy flash:

FIAILE mU

OVY RE—R HIERITE— R
FIAIL LRI LAV 15

ERLEDHI RS1Y

AIAVY RIE, EBREBO 7 7LD AE—ZTWET, AE—-FEEI X
TLATDF7AIWICEELEEE. AE—TT7 71DV AT LT 71 IVICHE
REnkxkd, JE—%N startup-config DFE. 7T — MERDEZTHEZ
AThn, ANV RERRIO TSN —RET71TIILOFFFEEEIN
Tt Ao

flash:F 7> 3V Tld, ZEBRFICOE—TI7 71 DOEEZEER L E
9, L& %%Eﬁ5:<‘:(é:t%§ﬁ/uo thtp: A 73>, ftp:A 23T
(. TFTP/FTP Y —N\—=([CT7 71 %=T7vO—-RLEY,

=R

W—=bTa LI KJ=DT 7A)L Tprim-conf.cfgy Z Tsample.cfgy [COE—F A EZERLET,

Destination filename

#

Copy in progress....

# copy flash: /c:/prim-conf.cfg flash: /c:/sample.cfg

Source filename [/c:/prim-conf.cfqg]?

[/c:/sample.cfg]?

copy tftp: | ftp:

B DE—rS—N=DET71)LExdo>vO0-RLXT,

IVIYIR copy {tftp: [ TFTP-URL] | ftp: [FTP-URLI} {SYSTEM-FILE | flash:
[DEST-URLY}

IS A—%— thtp: : TFTP H—/\—H'5¥HvO— RLET,

TFTP-URL . 7 71 )\ DExt% //(TFTP Y —/\—=D IP 7 KL X/IPv6
ZRLR)/(T7AIIRR, T71I4A)) 1 THRBELET,

ftp: : FTPH—/\—HB5¥ TV O0—-RLET,

FTP-URL: 7 71 VD&% T//(FTP H—N\—1—H—%): (XX T —
R)Y@(FTPH—/\—D IP 7 RLZX/IPv6 7 RLR):(TCPR—K) /(T 71
JUIRR, 774)L%&)) TEELZXY,

SYSTEM-FILE: 5> O—RUEIT7AINEIRT L7 71 IVICERL
£ UTOIVRTLAT7AIVEBET D ENTEEXT,
+ aaa-local-db : AccessDefender DO—AIT —FR—RT 71 )LIZHE
RLZET,
https-certificate : SSL Y —/\—fEBAZE(CHEALEY,
* https-private-key : SSL B —/\—WERE(CHEHALET,
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copy tftp: | ftp:

running-config : IREDRECHEALE T,
« startup-config ! EEIFREISERAL XTI,

flash: : ZEERIIC T 7 1)LEF OV O—-RLET,
DEST-URL : %2> O—R%ET 7LD URL ZIEEL T,

FIAIE ZL
OYY RE—R HFIESRITE— R
FIAIL LRIV LAJL 15

EREDOAI RSy | ROATYYRIGE, TFTP/FTP b—N—D 6T 7025 o> O0—-RLED,
VATLATFAIVERELESS. YOVAO—RULET 7MLV EYRT A
T77MIVCERLUED, flash:eA 73V EEBELEBEIE. 7717)LD
Y IVAO—RZEEFTLEY,

TFTP 5 —/\{—:192.168.1.110 i 5 SSL ;EBAZE Mcert.crty ZBUG L CHEAIT 27 EZERLE T,

# copy tftp: //192.168.1.110/cert.crt https-certificate

Address of remote host [192.168.1.110]°7
Source filename [cert.crt]?
Destination filename https-certificate? [y/n]l: vy

% Importing certificate PEM file...

Reading file from tftp://192.168.1.110/cert.crt
Loading cert.crt from 192.168.1.110 (via Portl/0/24):!
[OK - 1403 bytes]

#

copy primary-config secondary-config

B To2ARV-BEH T 7 AINZEEAVY ) —RE# T 71 IVICKBRUET,

VIV IR copy primary-config secondary-config

INGA—5F— AN

FIxI bk BL

ONY RE—R FHEXRTE—F

FIAI LA LIV 15

FERLDAAIRSAY | ROAXVRE, TSN —EEB T 7MIVORARZEZ AV Y —iELE T 7
TIVCEESIAHET,

TS3AR)-EBT7AINEChyd ) —RBT 7 IICRMRT 25 EERLET,

# copy primary-config secondary-config

Success

#
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ANV OF7Py S, URAKRZOATYVR

Ny O 7y THEEE LA N TERREFERT 2. BECLELT —h X—IVRET 7M. B&
OYRTLAT 7AW Z—3ELT TFTP H—/\—% FTP —/\— SD H— RAICEBEI—Z/ERL
TRELED, BBVEZENSDERT 7MILH O RT LAZEBIBLIED T D ENTEXT,

Ny o7y T URRNTHEONREEDT 71 ILEFUTOED T,
T—bhAX=IT 71)L : BASENAME-software.had
startup-config : BASENAME-startup-config.txt
running-config : BASENAME-running-config.txt

s SUHALN=IAVDTFIANT 7A)L : BASENAME-system-name.txt

SSHv2 RSA #xt7 7 -1 )L : BASENAME-rsa-key
SSHv2 DSA ##x¢7 7 -1 JL : BASENAME-dsa-key
AccessDefender DO —71)L 7 —%~X—X : BASENAME-aaa-local-db
SSL B —/\—ZEREZE : BASENAME-https-certificate
SSL 9 —/\—DfZ s : BASENAME-https-private-key

BASENAME (&, Ny o7y TPUX KNP OERFTEICI—F-IEEITD LT vIXTY, JL
TV IRFRRI2XFTHEET D ENTEERT, \ /1 *?"S |BRURR-R(ET 71 )VAICHER
TEFEEAo

BT 7ANDNY IT v TPOIARTZFENZNHILLTERITENET, —DDT 7 1ILOMIB(CK
KLUIHBETH. AD DANEF5IEHmESITHNET,

Ny 7w FUTc startup-config 7 71 )LIE. FEHEIC/NAF U —DFIHT -5 NIcEDICHE
DET, CORRDRET 7AMINEIT ¥ -V I MNEETIRET D EFERLIRAN. wET
BHEICII/NA Y —DFIET -5 M END L SERERITHENTLIZEE W, FIZIE. Null ZEH
MICAR—R(CEMRT DL OEHRENY. FITI—REH—IDZEICLDEIET—FEIEND KD
IHREFTTHIENTLIESE W,

THFRAMCHOERBERY 7 1 EiwET 2%E(C(E. WITI— R(E CRLF TwREL T EE L,

Ny O7yTELARZDANY REZNICHIET /IS AX—F—D—BEZUTORICRLET,

ANV R ANV RENNSA—5—

backup backup {tftp: [TFTP-URL] | ftp: [FTP-URL] | memory-card:
[/PATH]} prefix BASENAME [no-software] [no-access-defender]
restore restore {tftp: [FTP-URL] | ftp: [FTP-URL] | memory-card: [/PATH]}

prefix BASENAME [no-software] [no-access-defender] [reboot]

FINY FOFMBZEXUTICHBALET,
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backup

BiY

SD N— RERFE TFTP/FTP H—N—IC/\y &7 v TERTLET,

VIV IR

backup {tftp: [ 7F7P-URL]] | ftp: [F7P-URL] | memory-card:
[/ PATH]} prefix BASENAME [no-software] [no-access-defender]

INGX—5—

thtp: . TFTP H—N\—(C\w o7 v FLFET,

TFTP-URL: 7 7 1)L DimESeE T//(TFTPY—/\—=D IP 7 KL X/IPv6
TRLR)/(T7AIVIRA, T7A)L4&)1 1 TEELEXRT,

ftp: . FTP Y —N\—(C/\v o7 v FLET,

FTP-URL: 771 )\D%ix%eE "//(FTP —/\—1—H—8): (/XX T —
R)@(FTP H—/X\—D IP7 RLX/IPv6 7 KL X):(TCPR— ) /(T 7
JWIKR, T74)%&)) TEELED,

memory-card: : SD 1—RICN\v o7y TFUET,
PATH:SD 11— RD5EHX/NAZEELEXT,

prefix BASENAME: 774D TFL T4 v I A%EBELET,
no-software : 1 X—I 771 )LD/\v U7y TZEBKLET,

no-access-defender : AccessDefender BET7 7 1 ILD/\w O 7 v %
BB LE,

FIAIE

ANV

ANV RE—

R BIEETE— R

FTI7AI LR LA 215

ER LD

RSy | KAV VRIE, T—hX=I ZRET7MIV. YRATLT71ILD—IE
Ny O7y TEEFTUERS, SSL B—/\—FEE, SSL B —/\—# .
B KU AccessDefender OO —AINT —IXR—=XT 71L&, IPv6
FTP/TFTP B —N\—TON\y o7y TEEHET DN TEE A,

A :

SDH—RICNY O 7y TERTIDHEEZRLET,

Uploading
Uploading
Uploading
Uploading
Uploading
Uploading
Uploading

Uploading
Uploading

#

# backup memory-card: prefix backupl

...... Done.

firmware image file (backupl-software.had).......... Done.

start-up configuration file (backupl-startup-config.txt).......... Done.
running configuration file (backupl-running-config.txt).......... Done.
system name file (backupl-system-name.txt).......... Done.

SSH RSA key file (backupl-rsa-key).......... Done.

SSH DSA key file (backupl-dsa-key).......... Done.

access defender local database settings file (backupl-aaa-local-db)....
SSL server certificate file (backupl-https-certificate).......... Done.
SSL server private key file (backupl-https-private-key).......... Done.
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restore

BiY

TFTP/FTP B —/N\—=F7ESD A—RAB U R KT ZERTLET,

VIV IR

restore {tftp: [ 7/ 7P-URL]] | ftp: [FTP-URL] | memory-card:
[/ PATH]} prefix BASENAME [no-software] [no-access-defender]
[reboot]

INGX—5—

thtp: : TFTP H—\—HSUXRFPEETLETS,

TFTP-URL: 77 1)L DimETtE T//(TFTPY—/\—=D IP 7 KL X/IPv6
TRLR)/(T7AIVIRA, T7A)L4&)) 1 TEELERS,

ftp: : FTP H—N\—HBUX NP EEFTLET,

FTP-URL: 7 71 VD&% T//(FTP H—N\—1—H—%): (/XX T —
R)Y@(FTPH—/A\—D IP 7 RLX/IPv6 7 RLR):(TCPR—K) /(T 71
JUIRR, 774)L%&)) TEELEXT,

memory-card: : SD 1— AU X K7ZETLERT,
PATH : SD 71— RDEETT/NRZIEL X T,

prefix BASENAME: 77 AIWDTL T4 v I A%EANLET,
no-software : 7 — b X—3JDUR KT ZEBKLET,

no-access-defender : AccessDefender BE 7 71 )LDJ X b7 Z=EHHE
LEXT,

reboot ! U XA KNV RICKEZBIEE I DHRICIEELTT,

FTIAILE

AN

ANV ERE-F

FHERITE—bH

T ALV

LANJL 15

ERLEDHI RST1Y

AKIAVY RIE, T—hX=3 & A DRATLTF7AILDIR
h7ZETLERT, SSL *J‘—/\—EIEEH . SSL U—/\—WEHE. KU
AccessDefender OO—AINT—IRX—=XT 71 )UIE. IPv6 FTP/TFTP
HB—N—TODYURXKTZEZERITDENTEEE Ao

reboot /\TX—45—%FEHATHE. UANTRICEEIIBEEHLET,
—EDTF7AIVTURARNTICKRE LGS, BEEIEIF vV EILENE
ER
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A :

SDH—KRABURNTZERITIBHEERLET,

Downloading
Downloading
Downloading
Downloading
Downloading
Downloading

Downloading
Downloading

#

...... Done.

# restore memory-card: prefix backupl

firmware image file (backupl-software.had).......... Done.
start-up configuration file (backupl-startup-config.txt)......
system name file (backupl-system-name.txt).......... Done.

SSH RSA key file (backupl-rsa-key).......... Done.

SSH DSA key file (backupl-dsa-key).......... Done.

access defender local database settings file (backupl-aaa-local-db)....

SSL server certificate file (backupl-https-certificate).......
SSL server private key file (backupl-https-private-key).......
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4.4 SD Hh—FEEIOVYYV R

KBEDEFK(C SD A— RAMEASN TV DHE. KEREDT — MEREDEEIC SD H—RDT—
MEREFHELET, SD h—RICT—MEBIFEELTVDE, ZOT - MMEERZSECLTT—hH
AA—IJERET 71 EERLET,

SD —RI&E Td/y [ENXDY hENET, copy ANV REEDT 7 )UREINY RZEFERLTT 7
TIWDESAHBEDEERZEITS CENTEXRTY,

EBNSRBI DT — NMEHRIE "d:/apresia-loader.conf; T3, SD 1— REHIY Y R copy boot
backup clone Y R%EETIdE. T—MERZCDT 7 MIVICEZTAHFT,

BSD H— RERRKDEREE

SD LED /A& SD 1— RDIREEL 2TV TLIEE L,

SD 71— RZBYEL T B(E. FATI6 TTA—NYvY ~LTLIEELY,

T4#—X Y BMCZIESD A—RA—H—BHIDEHREINTWVWE SD A—RTA—XVv VI KNIIT7%
CERLSEEWN,

SD AH—RERDOIOVY FEZNICHIGT D/INTAXA—F—D—BZUTORICRLEXT,

ANV R ANV REINSGA—-5—
copy boot copy boot
backup clone backup clone

disable store-tech-sd | disable store-tech-sd

no disable store-tech-sd

FINY FOFBZEXUTICHBALET,

copy boot

BH SD H—RICT— MEBRZEEESAHET,

VIV IR copy boot

INGAR—5— U

vk mU

OAVYY RE—R FHEETE—R

FI7AIW KL LAV 15

FERHEDHTI RSAY | 7—MEHRIL "d:/apresia-loader.conf) [CREINETD,
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=R
SD A—RICT—MNEREZESALAEERLET,
# copy boot

Writing the boot information to SD card..........

#

backup clone

B SD H—RICEKEBEDIZA—V T 71 IVEERLEFT,
VIV IR backup clone

INGA—5— L

FIAI bk BL

VYV RE—R FHEXRTE—F

FI7AIW KL LIV 15

ERLEDHI RST1Y

IJO-VI771NVE T—MEREECEBDOIBECLELINTDT 7
1IN EFHDOD—HRDT 7 1IVE TS, VO—2T 71 )V%&HD SD h—hK%
BACEADRDOKECEALTESITZDE, JO0-VT71)LEER LT
RECRLSMFZITDRIICEDET,

AIOVY REETIDE, backup IVY RICE>TNyv I Ty TEaNn3
INRTCDIT7AINHTL T« v o X Tapresiay TSD A—RCOAE—&Nn
£, BIZIF. 54N —T—hAX—=JF Tapresia-software.had,
TSD H—RICFEEINET,

&7z SD A— R®D Tapresia-loader.confy @7 — ~NEBRHEZHRDD, 7
FAY V=T —hAX—=JF T/d:/apresia-software.had) (. TS5~
U—8ET 71)UIE T/d:/apresia-startup-config.txty [E. ZNZENEE
SNEI, CNITED. BERFICZD SD A—RMEASNTVIEE
(3. JO—VTOEEDEFZS IS EICHEDFRT,

BI7AINDINY IT7 Y FIEZFNFNHILLUTERITEINES, 1 DDT 7
ANDINY I Ty FITRBLTE, DD T 71 )LD (IFRITLED,

BASIN/ SD 71— RIC Tapresia-rsa-key; Tapresia-dsa-key; 77
WD EETDHEEF. EBFZENODT 71 ILICEFEND RSA/DSA #xd
ZEEMNICHERALET., £/, Tapresia-https-certificates; Tapresia-
https-private-key, 7 7 1 ILAFEET 2EE(F. &7 71ILHS SSL G
BAES L UOWERNBEBNC A VR—bhENEXT,

EBIERIERN S AAA O—HJ)L DB BHRZIELFT., BHLIET 7
)l Tapresia-aaa-local-dby ZEHZRI D EEHDHIEA.
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=R -
SD A—RICOO—2T7 710 ZERS A E=RULEXT,

# backup clone

Uploading boot information (apresia-loader.conf).......... Done.

Uploading firmware image file (apresia-software.had).......... Done.

Uploading start-up configuration file (apresia-startup-config.txt).......... Done.
Uploading system name file (apresia-system—name.txt).......... Done.

Uploading SSH RSA key file (apresia-rsa-key).......... Done.

Uploading SSH DSA key file (apresia-dsa-key).......... Done.

Uploading access defender local database settings file (apresia-aaa-local-db)....
...... Done.

Uploading SSL server certificate file (apresia-https-certificate).......... Done.
Uploading SSL server private key file (apresia-https-private-key).......... Done.
#

disable store-tech-sd

=]:y) NEBREG VIRIETD SD H— RADEMYR— MEBRDESAHZRIEL
F£9, T IAIBMCRTICIE. no EXZEFEALET,

VIV IR disable store-tech-sd
no disable store-tech-sd

INSGA—5— AW

Pk I |\ (NEBRS VIREICEK D SD H— RDESIAHNATEE

NV RE—R KEXRITE—F

T7AIWKLARIL LAV 15

EREDHA RSy | KEEBETE. AMFRIEO BUZZER STOP My vz 5 BERBLI D&,
SD A—RABEASN TV DHBERICEKBEDOKIMNYR— MEREES:AOH
BAHDERT, KAV RZEEAITDE. BUZZERSTOP IRY Y RIELIC
&% SD 1— RADOEMYR— MEBROESAHEREIELET,

AOVYY RIE, Ver.2.01.00 UETHR—KLZET,

=B
BUZZER STOP /Ry VR LIC KB EMYR— MMEERD SD h— FESIAHZREILT 2/ EZERLE
ED

# configure terminal
(config) # disable store-tech-sd
(config) #
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5 ATLERE

AETEF, FEDYATLERBCEIZDIANVY FICOVWTHALET,

51 7O ABEIVV R

CLI @72 XADFEIFAVY —I)LiR— b TELNET. SSH @ 3 BENHD. ZNENDT7 I XF
B(SAVEBINICHULTCT IV RAFEERET D ENTEXRT,

BEDSA VEBRIICKH LT, PICRAELT VAN —IEBEDT VELARY Y —ZEET 25E.
line OV Y RZFERALTHRELD T VERDS A VEREE— FCBITLED,

EBD AAA EENBMDISE. 51 VRERITIEET O 1 VREIF AAA TV 21— )L TEERLE
ARURANDOHENSREIRUET, EED AAA BEENEY (T T7A)LE) DBEIZ. OJ1 VEREEE
EEELET,

BH. Web I—HF—a25—Tx—XE, CLIDE ST VERIDREICKL ST, login local [CHHHT
DO VAHECT IV ABELET,

TORREBIAVY REZNICHIGT B/INTA—F—D—BZUTORICRLEXT,

ONYVR

ANV RENNSA—5—

line

line {console | telnet | ssh}

login (1 VEREE—
)

login [locall

no login

login authentication

login authentication {default | METHOD-LIST}

no login authentication

username username NAME [privilege LEVEL] [nopassword | password [0 | 7]
PASSWORD]
no username [NAME]

password password [0 | 7] PASSWORD

no password

enable password

enable password [level PRIVILEGE-LEVEL] [0 | 7] PASSWORD
no enable password [level PRIVILEGE-LEVEL]

service user-account
encryption

service user-account encryption

no service user-account encryption

session timeout

session-timeout MINUTES

no session-timeout

show users

show users
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clear line

clear line LINE-ID

show privilege

show privilege

access class

access-class {IP-ACL | IPv6-ACL}
no access-class {IP-ACL | IPv6-ACL}

ping access-class

ping access-class {IP-ACL | IPv6-ACL}
no ping access-class {IP-ACL | IPv6-ACL}

ip http access-class

ip http access-class {IP-ACL | IPv6-ACL}
no ip http access-class {IP-ACL | IPv6-ACL}

FINY FOFBZEXUTICHBALET,

line

Br A VEREE—RICBBLED,

VIV IR line {console | telnet | ssh}

INTA—F— console : —H)LOAVY —I)LDIHRST VEIBELET,
telnet : Telnet g K> 17V ZEELEXT
ssh : SSHIHERS 1 V&EIEELET

FTI2AIb g

aAXYY RE—R J0—/VULKREE—R

FI7AILRLARI LX) 12

EREDOHT RST1Y

TAVEREET—RICEB I B/cHDIANY FTT,

=B -

SSHIwmRZ1>VDZ1 Y

RLUET,

REE—RICBBL. ZOT7 7RIS R%Z "vty-filter) [CERET DA EZ

#
(config)# line ssh
(
(

config-line) #

configure terminal

config-line) # access-class vty-filter
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login (51 VE&EE—R)

B AAA BERENBHMDIZRICT 1 VERIICH T 2O 1 VEREZEBEL X,

VIV IR login [local]
no login

INSA—5— login : 57 ADAOJ A VEREZ login [CRETDHBRICEELET,
local : 51 ADOJA VAE% login local ICERETDERICEELE
9,

FIx) b AV —=ILZ1YDAJA1 Y AES loginlocal TI,

Telnet & SSH OS> DOT A >V F%lS login TY .

ANV ERE—-F TAVEREE—F

T ALV LA 215

FERLOHCIRSAY | KBED AAA BENEDDZERICAOT 1Y AEEUTHLIEELERT,
no login: 1—HY—& & /XXT— RZEFEDLZVOT 1 VERE

« login: /XRXT— R (password IX Y RTHE) TOOTA VERE

« login local: &k L/c 21— -7 Hov hTOOIA VEE

login local XADOT 1 VA FEEFEATDE. OV UIKFERTI—
P—I3FELANIL 1 DI —KTE-RICHBITLEXRT, login local D
BEE. Y —[CHOVWHHELNILDORITE— RICBITLEY,

SSH ##Cld, EoOJ40VRETEHE SSH I—TF—RETEHJEINC
A—Y—-TAOJAVIDRENHD T, Kfco SSH I—HF—([CHHDFH
NIERBEARNNNRAT—RUADBEF. O VRERFSREINEE
Ao

ERS
AVYV=IR=bDIAVEEE—RICBITLT. OJ1VAEZ login [CRET DA EZERLE
9. COFITIEH. AT VAD/NXT—R%Z Toginpassword) ICEELTWET,

# configure terminal

(config) # line console

(config-line) # password loginpassword
(config-line) # login

(config-line) #

TELNET ##tD 51 VREE— FTOY 1 V%% login local ICRET A EZ2RLET, AR
ENOCDREZRATDE, FIHIP 7 RLAAD TELNET A FIRECHED XTI,

# configure terminal
(config) # line telnet
(config-line)# login local
(config-line) #
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login authentication

=]:y) AAABRENBMDBZEICS M VERIICKNT 2001 Vv AREZEELE T,
TIAIVNCRIZEIE. no XX ZEFERALEXT,

VIV IR login authentication {default | VETHOD-L/ST}
no login authentication

INGA—%— default : 77 4 /)L DA (default) TRIET DIHEICIHELET,
METHOD-LIST : 3207414 ARDERZEELET,

FTIAIE AAAREZBMICT D&, BT 1 ViERIT default [CERESNT T,

ANV EE—F TAVREE—F

T7AIWKLARIL LAV 15

EREDOHT RST1Y

aaanew-model Y RTAAAEENBMICHED &, &1 VERIOO
JA4VREZITDIIANY Rt legin IV~ RN 5 login authentication T
NYRIZEDDFET, AAA BEEZBMICTDE. AAA TV 1—)LZER
UCCREEY —N\—ZAWCRIEARZFES G E. ERULFIERY ¥ —
(ALY RXB) CRUIEEDIEEMEZIEE T D &N TEXRT,

METHOD-LIST Tld. aaa authentication login 1Y > R CE#xRL /O
JAVAREIRELE T, default /\TX—F5—%FERATDE. TIA)
I\T“”“ﬁéﬂ?b\é default CtWSARXZEFERBLET, COARXIR b
. PIEAREETIE local GREBICEF NI —T—RE/XRT—RTR
EE) DHFMEESNTVET, default DARXY A DRY Y —ZZEET
21553, aaa authentication login default 1Y RZFERLEXT, 1§
ELO74 Y ARDREFEDHBE. local ERRDEMEZTVET,

fERHA :
OJ4 VEBaEcARY X b
DA LEZEZRLET,

FTCONSOLE-LINE-METHOD,) ZFERT2&L3(CaVYV—ILT1 V&R

# configure terminal

config-line) #

(config) # aaa authentication login CONSOLE-LINE-METHOD group group2 local
(config) # line console

(config-line)# login authentication CONSOLE-LINE-METHOD

(
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username

B I—Y=7HoY hEEKk mELXI, ERLLI-—T-ThHOUVb%Z
BIBRS BIC(F. no EREFEALED,

VIV IR username NAME [privilege L £V/EL] [nopassword | password [0 | 7]
PASSWORD]
no username [/NVANME]

INGA—%— NAME : 1 -9 —Z%ZHR/K 32 XFTEELERI,
privilege LEVEL: I—F —DFEL NI ZIEEL R T, RECEDIH5E
LANIVDEE(E 1~15 T INTX—Y—ZEBRUIBEEITFHEL NIL 1
MERSNET,
nopassword : /\XTJ—RIELDI—Y -7 HIY hEEIKT DHEEICHE
FAL%EY,
password : 1—H—0D/\XT— REZHFLET,
0:/\ATV—RZEXTANTDHEICEELE T, /IRT—RIERK 32
XFT, AIR—RAZEDHBDENTE. AXFENIXFHXFIENKT,
7:\ATV—RZBESEEATANTIEEICEELET, /{XAT—R(F
35XFT. ANFENXFIXBENET, CO/INTAX—Y—ZEBELE
WBE. /AR T— RFEXE L TBENET,
PASSWORD : EXFRIFBELENI/INAT—RZAALEFRT,

FTIAIE T 7A=Y~ Tadproy (RRT—R7EL) HEHFKEINTVETD,
FFHEL NJ)UIL 15 TY,

ANV RE—FR JA—-NIVEREE—R

FIAILRLARIL LIV 15

ERLEDHI RST1Y

BOOJAVRAOI—Y—-THoY b EERLUET, BRLALI—
‘U'— AV KE EBOOTAVARD login local (AAA EZIEE) ©
L<IE AAA EREENBI TO—NILT —IR—-RDBi =TS HEICHER
SNEY,

BRLEIA-Y-TAHorhTOJA VT DE BELUIERLANILTE
TE—RICBITLETS, HIZIE. T4/ I1—F— (adpro) TOY A
v UTaga. FELANIL 15 OFERITE—RICBITLED,

T4 I —Y— Tadproy A7 V€ ABDERLBT DY b
O, FELANIL 15 TEARLTLKES W, . EFa2UT 1 —DHERD
5, BRARKCET AN I —ZHRI D& ZHRLET,

Fap_recovery; AT AEIB (13.1 §i2R) OEHICFHENTS
h, I—H—-&CFERLBVNTLEEL, VYV —ILIR—bICELD CLI #
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username

BT, O > 7FAYFIC Tap_recoveryy & ANT D& EALILE
MESEEN, OJA V7 HoY hEUTIFERTEERE Ao

B
admin EWSBEBI—Y—%&& "Tmypassword; EWS/KRT—RZEERT D AHEERLETD,

# configure terminal
(config) # username admin privilege 15 password 0 mypassword

(config) #

password

BEY OJ4 VAR login DHZEDOOTAVIKRT—RERELERT, AT
VIRRT— R ZHIBRT DIC(E. no EXZEALE T,

VY IR password [0 | 7] PASSWORD
no password

INGA—5— 0:/\RT—RZEFXTANTBDHBRICEELET, /N\RT—REHEK 32
XFT, AR—RZEBHDENTE, AXFENXFHRFIENET,
7:)\AT—RZBES{EERATANTZHERICEELET, /{AT—R(EF
35XF T, AXFENXFHRFENET, CONTA—F—ZEIHELL
WiEE, /NIRRT — REFXE L TRESNET,
PASSWORD : ¥XXRIIFBESLESNIC/IKRAT— R EAALET,

vk INRT— FDREL L

ANV ERE—-F ZTVREE—-R

Pk DI N V2V % LAV 215

FERLOAMRSAY | REITZOT1V/IIRT—RFE. OJ1VAXD login DFEICERASN
T, KA VERNTIEOAOT A VAR T— RZEEFRTEXRT,

=B :
AVV=UZ1r0a74 VIR — REERT A EZ2RLET,

# configure terminal
(config) # line console
(config-line) # password 123
(config-line) #
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enable password

BiY

BIELARNILVOBIT/IRAD—REZRELET, /N\RT—REIUTF7TBIC
. no EXAEFERALEXT,

VYT RX enable password [level PR/V/LEGE-LEVEL] [0 | 71 PASSWORD
no enable password [level PR/V/LEGE-LEVEL]

INSGA—5— level PRIVILEGE-LEVEL : JNATD — RZBET DFHIELNIVZIBELE
T, RECETDRELNILOEE(E, 1~15 TY. CD/INSX—F—%&
BELUICBS. FELANIVE 15 & LTUEBESNET,
0: /\XAT—RZFEXTANTDHBRICEELXRT, /N\AT—REF&EK 32
XFT. AR—RAZEHDCENTE, AXFEIXFHIKAIENET,
7:)\RAD—RZBSEERATANTIHECEELERT, /N\AT—RE
35 XFT. ARXFENWXEFNXANENET, COINFX—F—ZIEELAE
WiEa. /N\AT—REFXE L TALEESNET,
PASSWORD : ¥ X FXRTclFBEFLSNI/SAAT—RZADLEXT,

FTIAIE INRAT— RDREML

ANV RE—F J0—/VULEEE—R

T7AIWKLARIL L)L 15

ERLEDHI RST1Y

enable Y Y RTHEHIELNRNILDALOT—RICBTIDESICHERT 2%
TR —RZEZRELET,

A :

MyEnablePasswordy DFREL /NJL 15 T enable password Z{ER T 2 A EERLETD,

(config) # exit
# disable
> enable

#

# configure terminal
(config) # enable password MyEnablePassword

Password: ERR R R B R S S i

Current privilege level is 15
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service user-account encryption

=]:y) IRRADT=RBEDEF21VT 1« —BROBS{LEEMCLET, BSLE
BT BT no EREFEALEY .

VIV IR service user-account encryption
no service user-account encryption

INGA—5— ZL

FTIAI g

ANV EE—F JO-NIVEEE—R

FTIAILELARIL LAXIL 15

EREDOHT RST1Y

tFaVT 1 —BHROBSENBEMCHEDE, REDREBBROFODOE
FaUTa—BRO—FH BIXIE. I—Y—-THOYED/NRT—RiE
| ERSELET, Tfe. AEENBEVORETERLALEF Y
T4 —BERE. FX (17 0) TAALTLWCTEEFNICESILL TR
EBERICRMRENEKT,

EES L SNAEREBREFNICEI LI TEREAN. HEREBHRD
ANWICEIAT 7 ZHBEITDCECRLREEZBIAIZDCENTER
T AMERNBEYDGS. REBRIEBNCY T 7 ZIEELLFETRE
FENEI,

AEETHESEEIND I EF2 )T+ —BRIEUTDOED T,

I—Y—=THIY LD/IKRT—R

o FHELANILBET/INRXT—R (enable password)

« AJAVIXAT—R (password V> RD/XRXT—R)
A—HIT—IR—XADOFIET H o> ~EER (aaa-local-db user)

« MACFREEDF@E/VAT — k~ (mac-authentication password)

« SNMPOJXZaZ7+1—. JIL—TDER

« RADIUS/TACACS+Y —/\—DHERBRHERIER

REACESATNTVDIRERBRE. £IVY FOBS{EDONRICA
DE A, FIZIE. show startup-config 1< > R CERENFRET 7 1)L
ERRTDHE. EF¥a1 )T —BERNEXTRH|ESNTLVNIEEXTE
RENET,

=B -

INADT— RS {CEEEEBRICT 27 E5ERLET,

(config) #

# configure terminal
(confiqg) # service user-account encryption
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session timeout

=]:y) CLI CKZ2EEBELYYaIVDIILT INMEZRELES, T 74/
RDEICRETICIE, no XX ZFEAL XTI,

VIV IR session-timeout V//NUTES
no session-timeout

INTGX—5— MINUTES : 514 L7 DX TOREZAEMUTEELRT, 0 DHEIE
1L IUERA. EOEHHEIE 0~1439 5T,

FTIAI 39

ANV RE—F TJAVREE—F

T7AIWKLARIL LA 12

FEREDHTIRSIY | &S VERIICHLT CLI OBBBEDEY Y3 VIA LT D NEEZEE
ELXT, BEBImAREDOEBEHENY LAYV NREEZEBZDE. BE
MCOJ7o L TRY Y 3 VHYiESNED,

&2 VENDOOTAVY F?%lﬁliﬂllaﬁ{z‘y&a‘/ﬁ’rl,\?? MEICEKD
TEDDET, FMLT7ITEH 1530 BEULEIALT T RLEVNEE
OJ4> ) hS1E#E 1 TY, 9’(/_\J TR 2 DDBE, l:lﬁ/r/U
S EHE 2 BTY, eNUADHEE, ATV RS EH(E 3 T
ER

AR -
AL IMLEBWVWKSICOAVY—ILEY Y3V ERETDAEFEZRLET,

# configure terminal

(config) # line console
(config-line) # session-timeout 0
(config-line) #

show users

B BEDT7 VT« TREEBELY Y3 VERERRLED,

VIV IR show users

INGA—5 — U

Pk I L

ANV ERE—F INTCHIANY FE—F

T7AIWKLARIL LA 1

FERLEDOAAIRSAIY BEDFZIT« 7 CLI BEZVLRDEY Y 3 VERERRI DAV
RTY,
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A -

INTOEY Y3 VERERTS 2 EZERLET,

# show users
ID Type

Total Entries: 1

User—-Name

0 * console Anonymous 15

IP address

Privilege Login-Time

#
clear line
=]:y) BREQO7YIT« TREBBEEYYaVYZEIMLED,
VIV IR clear line L/NE-/ID
INSGA—5— LINE-ID: YI¥igd 2ty a>vDo1>DID ZANLET,
vk L
VYV RE—R FHEXRTE—F
F7AIW KL LIV 15

ERLEDHI RST1Y

REDT7 VT4 CLI BE7ZIEADEYYaVAEYMI2IAYV RT
ERS

514> ID F. Ry YaVvhiMMER SN EE TSI VICE>TEIDY
THNEXI, showusers IV RZFERLTST7YV ID Z&EERL, 240V
VRTSAV IDEEELT. BELIEEY Y3 VvEYIBLED,

SSHBEXU TelnettwvravosH=CE£d,

A :

AUy 3V EYINS B TEERLET,

# clear line 1

#

show privilege

B REDFEL NIV ERRLET,
VIV IR show privilege

INGA—5— AN

v DI BL

ANV RE—F INRTCOIANY RE—F
FTIAILELARIL LA 1

EREDOHT RST1Y

REDKELNIZRTRIDIANY R TI,
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A -

REDHELNIVERRT 2 EZERLET,

# show privilege

#

Current privilege level is 15

access-class

B TELNET/SSH 07 7t X%Z#IRIT D ACL ZIEEL XTI, IEEL] ACL
ZRERT DICIE. no EXZFERL KT,

VIV IR access-class {/P-ACL | /1Pv6-ACL)
no access-class {/P-ACL| /Pv6-ACL}

INGA—F— IP-ACL : 222 IP ACL ZEEELX T, ACLOXEEBTT IP 7 RLATY It
A%ZFFA (permit) . »2WIFEE (deny) IDRAMERZEERL X
ER
IPv6-ACL : 122 IPv6 ACL Z3HEE L FX T, ACL DZEETTIPV6 7 KL AT
7Ot R%EFA (permit) . HDWFESE (deny) TDRRAMNERZEE
&#ULZFY,

FTIAI U

ANV RE—F TJAVREE—F

T7AIWKLARIL LAJL 15

FEREDHTI RSAY | TELNET/SSH D7 0 RA%HIRI 2 ACL ZIBEEITHIANY RTI, &7
1 VERICRAKR 2 DD ACL ZHEATEEXT, ACL HEHREINTWNDE
B, BEWMANACLICHRMICEY ULEIFNIE, PI7ER(FESFENE
ER

=R

Telnet D CLI 7 7t RX%& 10.1.1.1 [CHIRT D7 EERLET,

config-line) #

# configure terminal

(confiqg) # ip access-list vty-filter
(config-ip-acl) # permit 10.1.1.1 0.0.0.0
(config-ip-acl) # exit

(config) # line telnet
(
(

config-line) # access-class vty-filter
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ping access-class

BiY

ping D7 U R %ZHIRT D ACL ZIEL XTI, IEELI ACL ZHIBRT D
[Z(E. no ER=FERLET,

VIV IR ping access-class {/P-ACL | /1Pv6-ACL}
no ping access-class {/P-ACL | /1Pv6-ACL}

INSGA—5— IP-ACL : B2 |P ACL Z3HE LRI, ACLDXEET IP 7P RLATY O+
A%z (permit) . RIFESE (deny) I RAMEHRZERZL X
ED
IPv6-ACL : 1222 IPv6 ACL ZHEE L X T ACL DZEETT IPV6 77 L XT
7O R%EFA (permit) . RZIFESE (deny) TIDIRRANEREES
LEXT,

FIAI bk BL

ANV RE—FR JO-NIVEEE—R

FI7AIW KL LIV 212

ERLEDHI RST1Y

ping D7 VXA %IRRT 2D ACL ZHEEIDIANY RTI, &K 2 DD
ACL ZRETEX I, ACL AABRSNTVNDHE, BEmARHD ACL (CHH
THICEyY fUBIINE 7OERBEEESNET,

=B -

ping D7 £ £ 2% 10.1.1.1 [CHIET B EERLET .

config) #

# configure terminal

(config) # ip access-1list ping-filter
(config-ip-acl) # permit 10.1.1.1 0.0.0.0
(config-ip-acl) # exit

(config) # ping access-class ping-filter
(

ip http access-class

BiY

Web 15T x—RAD7 IV R%HRIT D ACL ZIELFT, EEL
7o ACL ZHIBRS BIC(3. no PR EFEABL X,

VIV IR

ip http access-class {/P-ACL | /Pv6-ACL}
no ip http access-class {/P-ACL | /Pv6-ACL}

INGA—=5—

IP-ACL: 8% |P ACL Z38E LET, ACLDRETT IP 7 RLATT7 Ut
RA7%ZFE (permit) . RIIFIES (deny) §H2RAMNBERZERL X
ER

IPV6-ACL : TR#E IPV6 ACL Z3E L F T ACL DX(ETTIPV6 7 KL AT
7O A%ZFA (permit) « RZIFESE (deny) I2RAMEREESR
LET,

FTIAILE

AN
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ip http access-class

ANV ERE-F JO-NILEREE—F

T LRIV LI 12

FERLEDHTRSAY |Web 1V —T1—ADT7 V2 A%4IBT D ACL ZIEEIT DAV RT
T, BK2 DD ACL ZERETEEXT, ACL WEFRINTNWDIIEE. B
HARD ACL [CEERMIICE Y RLEITINIEZE. 7VERIFETEINET,

AIYY RIE Ver.2.02.00 UETHR—MLTWETD,

ERH :
Web 15 =T 2 —ANDT7 7t RX%& 10.1.1.1 [CHIRT DA EERLET,

# configure terminal

(config) # ip access-1list web-filter
(config-ip-acl) # permit 10.1.1.1 0.0.0.0
(config-ip-acl) # exit
(
(

config) # ip http access-class web-filter
config) #
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525—=ZF)EEIVYVE

§—ZFVEEIATY REZNICHIST /(5 X—9 —D—EBEUTORICRLET,

ANV R ARV REINSX -5 —

terminal length terminal length NUMBER

no terminal length

terminal width terminal width NUMBER

no terminal width

terminal length terminal length default NUMBER
default no terminal length default
terminal width terminal width default NUMBER
default no terminal width default
terminal speed terminal speed BPS

no terminal speed

show terminal show terminal

banner login banner login cMESSAGECc
no banner login

prompt prompt STRING
no prompt

BANY FOFHEZENTICHRRBLEI,

terminal length

B REQOLYY 3V CHHICERTRI DITHZERELES ., T IAIBIRT
(ZI1E. no EREERLE I,

VIV IR terminal length NUMBER
no terminal length

INGA—5— NUMBER : BIHICHRRT DIT8ZIREL X I, &HEL0~512TY, 0%
BELLES. REICETDERTHRRFEFLLEEA.

FTIAIE 24

ANV RE—F A—Y-—RTE-—F, HFEXRTE-F

FTIAILELARIL LI 1

ERALDAC RSy | AOIXYRTE REOE Y Y3 Y THABEHICKRRT DITHEREL X
ER
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terminal length

O LIS DIEZIEE LcmE. BIZIE 50 ZHEET D& RRlE 50172 &(C
FLELET, 0 ZERIT D&, REFERNICAIZO-ILLET (—FKE=
1E735L) o

A -
BEICRTT DTH%Z 60 ICEFEIT DA EERLET,

# terminal length 60
#

terminal width

B REDOLY Y3y TOmRKRKEED 1 ITOXFRERELERT, T 746
[CRETIICIFE. no EHZEFERLET,

VIV IR terminal width NUMBER
no terminal width

INGA—5F— NUMBER : BHICERT I DXFHEEELX T BMEEEF 40~255 T
ER

vk 80

ONY RE—R A—Y—FKTE—F. FERTE-F

F7AIW KL LA T

FEREDHACIRSAY | ROV RTIR. BEOLY Y3V THAREED 1 TOXFHEZRELE
T, BRENIHRKDERNEDOREZBR DE. BIICHADBEBRIF LW
TICRRENET,

fERA -
RBEDOEY Y3 VD terminal width Z 120 XFICABIT DA EFERLET,

# terminal width 120
#

terminal length default

By CLI Oty Y avHBRICHRERICRTY DITHERELET, T 74
IWEDREICRTICIF. no EREFEALEI,

VIV IR terminal length default NUVBER
no terminal length default

INGA—5— NUMBER : BHICRRT DITH=EEL XTI, #HEF0~512TY, 0%
BELICHS. REIOETDERTERREEFELELEEA.

FTIAIE 24

ANV ERE—-F J0-/ULREE—R
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terminal length default

T ALV

LA 12

ERLEDHI RST1Y

AIVYRTIE, CLI Oty Y3 VHAKCHRKEBRICEKRTT 2178
(terminal length Y R CTEEIDEDYIHAE) =RELET., HE
DEYYI3VTIERRENEEA.

O LIS DIEZIEE LcHBE. BIZIE 50 ZHEETDE. FRlE 50172 &(C
FLEULERT, 0 ZERIDE. FEITERNICAIO-ILLEYT (—KE=
1E75L) o

A -

CLIDOt Y 3 VRBRKICHRBEICKRRYS 21T8% 60 [CEEIT D/TEZERLET,

# configure terminal

(config) #

(config) # terminal length default 60

terminal width default

B CLI Oty avHARBCOmKERD 1 TOXFHRERELFRT, T
TAIBCRTICIE. no ERZFERALET,

VIV IR terminal width default NUMBER
no terminal width default

INSGA—5— NUMBER : BHICRIRS DXNFHEEEL XTI, BREEEF 40~255 T
ER

FTIAI 80

ANV ERE—F J0—/VULEEE—R

TIAILRLARIL LA 12

EREDOHT RST1Y

ROV KRTIE CLI Y Y3 VHERBETCOWKERD 1 TOXFE
(terminal width Y Y R TEE I HEDHHAE) ZRELEXIT, BED
Yy aVTRERRENEE A

RREBNIHARDRTIBOREZBZ D E. BRIEBD DEWRNEH L WLTIC
RIRSNKY,

=B -

REDLEYI 3V terminal width % 120 XF(CHEEIT D AHEEZRLUET,

# configure terminal

(config) #

(config) # terminal width default 120
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terminal speed

By

AVY—=)UIR—kDR— - L—bZRELEXT, TIAINBDEREICET
FBICE. noe ERXZFERLETD,

VIV IR terminal speed 5PS
no terminal speed

JES A — 5 — BPS: AV —LDR— - L—REEY NB (bps) THEELFT. BE
AJBE7R(E(L 9600, 19200. 38400. 115200 M 4 FE¥ETI,

FI7AIb 9600

aAYY RE—R JA—-NILEEE—R

FIAIELARI LAV 12

ERLEDHT RS1Y

IRDEFREZREITDINY RTT, TIZHILYR—MMEBRDELS
([CHA XDORENEREZ IV Y —)LEHRTO CLI TSI 2HBBHEC—
RIC/R— - L—hZ T2 EHRNTT,

A -

YU FR— hOR— - L— k% 115200 (bps) [CRETBHEERLET,

(config) #

# configure terminal
(config) # terminal speed 115200

show terminal

=]:y) REDY —ZFILEREICEAT DEHREZIE LI I,
VIV IR show terminal

INGA—5F— AN

FI Ak BL

ANV RE—FR EFEOINYY RE—FR

FTIAILELARIL LA 1

EREDOHT RST1Y

BEDY - FIIREICEHIT DEHRERRI 2IANVY FTT,

=B -

REDIMAT T Y DIARRE/NTA—F —([CETDEHMERRI DHEERLET,

# show terminal

Terminal Settings:
Length: 24 lines
Width: 80 columns

Baud Rate:

Default Length: 24 lines
Default Width: 80 columns
9600 bps
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banner login

=]:y) NF—OTA Xy —IEZRELET, T7AIREREOOAT TN
F—ICRIICIE. no EXZFEALTT,

VIV IR banner login cMESSAGEC
no banner login

INGA—5— c:/\v¥ais () BE. OJAVYNF—XvE—IDRYIDXF%ZIE
ELET. AT UNF— Xyt —JICRYVIDXF(EFFERATEEE Ao
MESSAGE : 1—H—2&/)XRD—RpAOJ+4 > 70V 7 hDRIICERRE
NsO071YN\F—DRBEEELER T,

FIAI bk BL

ANV EE—F JO-NIVEEE—R

FIAILELARIL LAV 12

ERLEDHI RST1Y

1—Y—1 CLI LTI RUBICRRENZ O 1 YNF—ENATY
1 ZXFZIAYY RTH,

AV Y RTIE. bannerlogin D#(C, ZHEXYDXFEANDL. D
BICNF Xy E—IREKEBDTHFRANZRITET, 2 BEDODXYID
FARET DHICTATITONIIZEE,. NF—REET—FRICA>DTTFR
RDOANZRFTECTEEXT . RTVDXYIDXFDERIC Enter ZANT D E
BB HANRIRSNIRIC/NTFT—REET—RICAD, ZOEENB/NF—
XY E—IKEKERZDTFANANZHKAIT D ENTEXT,

RRIC. 2 AEDOXYIDXFZAAL. Enter ZANLTANY RZEFET
LET. RUDXFIE NF—XvE—IJDHEEZRIXFT, /\F—
XAy —I[CEATNLEVWFLISBRLET, 2 EEOXYIDXFLURE
DX FIFINTEE L TUEBEENET,

=B -

OJ1 VNS —ZRES 2/ EERLET, RYDOXFELT/N\yZaies #) MERSNET,

(config) #

# configure terminal
(config) # banner login # Enter Command Line Interface#

QA VNS —ZRES 2 EERLET, RYIOXFELT/N\vZais #) MERSNEKY, C
DRI TIRERYIDXFIEFADLTNET,

#
(config) #

# configure terminal

(confiqg) # banner login #

LINE c banner-text c, where 'c' is a delimiting character
Enter Command Line Interface
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prompt
B CLI 7OV hZHRINAALES, AV T hZT 74 KCRTIC
(F. no EXZEFERAL XTI,
VIV IR prompt STR/ING
no prompt
INGA—5— STRING : hRIIXAXENTAV IR EERIT DXFINZEEELF
Yo XFJDREIITRKA 35 XF T, RRSNDD(F 15 XFDHTY, &
EUEXFHREFUTOHEXFICEDW 7OV FRIHEDET,
%h : SNMP T—Y x> b4
%s : ANR—X
%% : %S
T DI 17U
ANV ERE-F JO-NILEREE—F
FTIAILELARIL LIV 112

EREDOHT RST1Y

CLI 7OV hZARINA AT DIANY RTT, SNMPI—I TV R4
ERELBE. BIOD 15 XFOHFERRINET, TOV T RDRAEK
RXFHIE 15 XFETT, HELNILOXZFE. 7OV T ROREDXFE
ELTRRENFT,

XZFUATDLSICERSNET,
S AP —-LARNILERLET,
#RHEL Y- LA ERLET,

=B -

Administrator #ERZFERIT 2O % TBRANCHA, ICZEEITDIHEERLET,

BRANCH A (config)#

# configure terminal
(confiqg) # prompt BRANCHSsA
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5.31Pv4 VYV |

EEDEREEP—EOEETHEAT 2BEICHEATD IP 7RLRAL DWW IPv6 7 KL XRI(E,
VLAN [CHD<{REBAVY—Tx—RX (VLAN 15 —Tx—X) ETHRELEFT, VLAN 1V 5 —
TI—RAEAKETRETELIFRERI D ENTEXRT,

REBOYIHARETIE VLAN ID:1 D VLAN 75 =T 2 —XQEFSN. T IAIB IP 7 RLAD
RESNTVWERT, ZNUAND VLAN [CVLAN 105 —T 1 —R%ZEH LT IP 7V RLAZRET D
(CEF. FTTTAISDVLAN AV 5 —T 2 —RZHIBRT DHENSHDFT,

IPv4 XY REZNICHRT B/INTA =T —D—BZUTDRICTRLET,

ANV R ANV RENNSA—5—

ip address ip address {IP-ADDRESS SUBNET-MASK | IP-ADDRESS/PREFIX-
LENGTH | dhcp}

no ip address [IP-ADDRESS SUBNET-MASK | IP-ADDRESS/PREFIX-
LENGTH | dhcp]

show ip interface show ip interface [INTERFACE-ID] [brief]
ip route default ip route IP-ADDRESS [primary | backup]
no ip route IP-ADDRESS
show ip route show ip route [IP-ADDRESS [MASK] | PROTOCOL | hardware |
summary]
arp arp IP-ADDRESS HARDWARE-ADDRESS
no arp IP-ADDRESS HARDWARE-ADDRESS
arp timeout arp timeout MINUTES
no arp timeout
show arp show arp [ARP-TYPE | IP-ADDRESS [MASK] | interface
INTERFACE-ID | HARDWARE-ADDRESS]
show arp cache show arp cache [IP-ADDRESS [MASK] | interface INTERFACE-ID]
clear arp-cache clear arp-cache {all | interface INTERFACE-ID | IP-ADDRESS}
show arp timeout show arp timeout [interface Vlan VLAN-ID]
ip tftp source- ip tftp source-interface INTERFACE-ID
interface no ip tftp source-interface
ip ftp source- ip ftp source-interface INTERFACE-ID
interface no ip ftp source-interface

BANY FOFHEZENTICHRRBLEI,
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ip address

=]:y) HED IP 7RLRAZRELERT, IP 7 RLADKREZHIRT 2155, no
R EERLET,

IVEIVIR ip address { /P-ADDRESS SUBNET-MASK | IP-ADDRESS] PREFIX-
LENGTH | dhcp}
no ip address [/P-ADDRESS SUBNET-MASK'| IP-ADDRESSI PREFIX-
LENGTH | dhep]

INGA—5— IP-ADDRESS SUBNET-MASK : IPv4 7 RLABXKUE&ET S IP 7
Ry hEADLET (fl:192.168.0.100 255.255.255.0)
IP-ADDRESSI PREFIX-LENGTH : IPv4 77 KL X, T/, i&£5. CIDR
Ty hD—=IEDIRICADLET (B :192.168.0.100/24) »
dhcp : DHCP TIP 7 RLRZBEHEUEL £,

FTIAIE VLANTIZET 7AW K IP7Z RLAAERESNTVNERT,

ARV RE—FR 15 —7 1 —RREE— R (vlan)

FTIAILELARIL LIV 112

EREDHA RSAY | ROYYRTIE, BED VLAN 1V —T =X E[C IP 7P RLREHRTE
LEY, dhep A 7> a v EFERLIEA. DHCP ZERLTIP 7 RLR

EEBEIELEY,

A :

VLAN 100 ® VLAN 15— —XTIP 7

L X% 10.108.1.27 [CREI D/ EZRLKXT,

(config-if-vlan) #

# configure terminal
(config) # interface v1anl00
(config-if-vlan) # ip address 10.108.1.27/24

show ip interface

B VLIAN MV =Tz —AD IP 7 L RABRZRRLEXT,

VYT RX show ip interface [/NTERFACE-/D] [brief]

INGA—F— INTERFACE-ID: |IP 7 RL RfE#R%&ERRT D VLAN 1 V¥ —TJ 1 —R%
BELXRT., A& %’CL‘H EITDREFHDREA.
brief : [P 7 FL ABEHROBEBHRZERRI DHBICEELE I,

FIAI bk BL

ANV RE—FR FEOINYY RE—FR

FI7AIW KL LA T

FERLEDAM RSAIY | ROV Y RIE, VLAN 1V =T 1 —ADBERERRLUET, brief /{5
X—F—ZHEELLHEE. IP7 RLADBEBRZRTLEI,
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A -

VLIAN TV =Tz —AD IP7 RLRABBERRI DA EERLEXT,

# show ip interface

Interface vlanl is enabled, link status is down
IP address is 10.243.34.123/8 (Default)
ARP timeout is 240 minutes

IP7 RLADBEBEHRERRI 2T EERLET,

Total Entries: 1

#

# show ip interface brief

Interface IP Address Link Status

ip route default

BiY

TIAIWBI—hZEBEFRLEXT, TIAINIL—HZHIBRT BDICIE. no
= ERLET,

VIV IR ip route default /P-ADDRESS [primary | backup]
no ip route default /P-ADDRESS

NIA=F— IP-ADDRESS : % A WKy 7D IP 7 RL R EHE L7,
primary | 754X YU—)L—hEEELED,
backup : /\v U7 v F)L— R EEELET,

FI7AIE RYTAvI)—hDEEERL

OAVYY RE—R J0O—/VULEREE—R

FIAILRLARIL LA 12

ERLEDHI RST1Y

ARIXRYRTRET7AIBIL— b ZEHRLUE T, primary F£7/2(3 backup
ERELEWVWSSIE. BBNICTSAYU—=ILb—hER@EN\vIT7Y TS
IW—hELTERESNET,

=B -

FTI7AIRIL—h%Z10.1.1.254 [CERET D HEZRLET,

# configure terminal

(config) #

(config) # ip route default 10.1.1.254
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show ip route

B =T IF7=TIDITY ) —-%ERRULET,

VIV IR show ip route [/P-ADDRESS IMASK] | PROTOCOL | hardware |
summary]

INSGA—5— IP-ADDRESS : JU— M EBRZRRIDRY NIT—TOF7 L RAZEELX
EP

MASK : I8 LTcRy KD =0 DB TRy SN RV ZHELE T,
PROTOCOL : static £ L < (3 connected D 7O~ J)LEIBELF T,
hardware : X7 v F LS| [CEFSNTVDI— MEREXRRLET,
summary ! TV b —DHIEFERZRRLET,

FIAIE A
OAYY RE—R FEDIAVY RE—R
FIAI LRIV LA

FERLEDHACRSAY | ROV RTR. EBOIN—FT1VIT—TIDOEBREERRLET,
summary A 7YV 3V EEEITDE. - MEROBEZRRLET,

=B :
V=TV IF7 =TI ERTRIDHEERLET,

# show ip route
Code: C - connected, S - static

* — candidate default
Gateway of last resort is 10.2.2.2 to network 0.0.0.0

S* 0.0.0.0/0 [1/1] wvia 10.2.2.2, vlanl
C 10.0.0.0/8 is directly connected, vlanl

Total Entries: 2

A -
EMERDI—T 1 VIITV M) —DOBEBERERRI DHEERLET,

# show ip route summary
Route Source Networks
Connected 1

Static 0

Total 1

#
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arp

B ARP F—TFVICRAFF 1 v I IV U —%EBIMLET, ARP T—T/ILD
ARYTa4v I IV ) —ZHIFRT BDICIE no EREERLKTI,

IVIYIR arp /P-ADDRESS HARDWARE-ADDRESS
no arp /P-ADDRESS HARDWARE-ADDRESS

IRGA—5 — IP-ADDRESS : &858 % IP 7 RLRZER/BELF T,
HARDWARE-ADDRESS : MAC 7 RL A% EL XD,

FTIAIE L

ANV RE—R J0—-/ULEREE—R

FI7AI KL LA 12

EREDOHT RST1Y

ARP =T )V IP 7 RLRBWME/N—RD 77 RLX (MAC7 KL
R) BROMDOFZITS ARP BHRZEEI DT —TILTY, BH. ARP
T =T IVEBEMMTHONBERICARP /T Y FOMC KD BETEELE
IH AONVYRICKODFEHTERIDZEEARETT,

2FF 4w ARP TV R — (3K 252 HFE TEEALETT,

=B -

AYT14v T ARPITY MY —%&EMT DA EERLET,

# configure terminal
(config) # arp 10.31.7.19 0800.0900.1834

(config) #

arp timeout

B ARP F—TIWDI—I VI LhZBRELET, T A SDREICRT
(2. no FERZERLET,

VIV IR arp timeout VM/NUTES
no arp timeout

INGA—5F— MINUTES : ARP T—3I VUK (9) & 0~65535 D#HETHRE LS
9. 0DZBE. ARPITV KU —[FEHEITIFEMLEE A,

TI7AIbE 240 5

ANV RE—R A5 —T 1 —RBREE— R (vlan)

FIAILELARIL LA 12

ERLEDHI RST1Y

ARP =)D 1F=Zv oIV RU— (BBEBELZIVKU-) OF
EARRZERELET, BVMEBFIOBENRETT YA Y —DEHFLAEL
BE. ZWITBAITVRY—(FEBLET,

ef2Us T7AIRIL—KRDARPIY KU —[F, 1 L7 T ~LTHEHIER
ENY. cleararp-cache IV REFERALIIBEEDHIHEESNET,
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A -

ARP 71 L7 b% 60 73

CREITDHEERLET,

# configure terminal

(config) # interface vlanl
(config-if-vlan)# arp timeout 60
(config-if-vlan) #

show arp
B ARP F—=TI)LDERZRRLET .
VIV IR show arp [ARP-TYPE| IP-ADDRESS [MASK] | interface
INTERFACE-ID | HARDWARE-ADDRESS)
INGA—5— ARP-TYPE: ARP DR EZIEEL X I,
dynamic: ¥ 7 FXv I ARPIYV K —DHERRLET,
static: A Y71V ARPIV K —DIHZERRULEXT,
IP-ADDRESSIMASK] : FFEDRY KT —JICHT DI MU —ZRR
IHHEICEELRT,
interface /NTERFACE-ID : FSEDVLANA V5 —T 1 —REUVILT
WBHARPIY M) —ZXRRIDHEICHEELRT, XEETIFIEET 240
Z(IHODEF A,
HARDWARE-ADDRESS : &=xRiR3 2D MACT7 FLRAZEELX T,
v DI 17U
ANV EE—F FEOINY RE—R
FTIAILELARIL LAV 1

EREDOHT RST1Y

ARIANYY RTIE HBD ARP =TI DERERRLE T,

=B -

ARP F—=TILDfERERTT 2HFEZRLET,

# show arp

IP Address

10.5.2.55
10.5.2.77

S 10.31.7.19
192.31.7.17
192.31.8.17

Total Entries:

#

S - Static Entry

5

Hardware Addr IP Interface Age (min)
00-01-02-03-04-00 wvlanl forever
00-20-06-70-04-00 wvlanl 240
08-00-09-00-18-34 wvlanl forever
00-01-02-03-04-00 wvlanl forever
00-01-02-03-04-00 wvlanl forever

101/481




5YRATLEE[53I1Pv4OVY YR

show arp cache

B ARPFv v 1DEHRERRLEXI,
VIV IR show arp cache [/P-ADDRESS [MASK] | interface /NTERFACE-/D]
INTGA—H— IP-ADDRESS : ®RINEBDARP IV KU —DIP 7 RLAZIBELEXT,

MASK: RIS D ARP TV R —DU TRy AN AUV ZEELET,

interface /NTERFACE-ID - BEDA VI —Tx—REJVILTWVWD
ARP TV M —ZRRITDHERICIEELET. UTD/INTA—=5—DWT
NHZFERATEEXT,

port : IEEL/oR— MCEET 2BEHREZRRLET,

+ port-channel : 5 L7Tc/R— b F v RIVICEIET DERERTLEF

CR

vlan i EEELAVLAN 1 V5 —TJ 2 —RICU VI T BERERRLE

9. REBETIFIEETDILEIFEHD FE A

FIAIE A
OAYY RE—R FEDIAVY RE—R
FIAI LRIV LA

FERLEDAMRSAY | ARP F¥vv2ald. ARP T—JIORBREFABITDIVI—T—RIE
el rabhEicF vy v aB®RTI,

A
ARP F v v a1%RRI DA EERLET,

# show arp cache
IP Address VID Hardware Addr Interface Age

192.168.100.254 1 FC-6D-D1-06-CE-7D CPU forever

Total Entries: 1
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clear arp-cache

=]:y) ARP T—TNWDIAFZVvIIVRN)—ZD )7 LET,

VIV IR clear arp-cache {all | interface /NTERFACE-ID| IP-ADDRESS}

INGA—5F— all : INTDARPFvv2aDH¥I1FIvIIY MY —ZHIBRLET,
interface /NTERFACE-ID: EDVLAN A V5 —T7 1 —2E UV LT
WBF1FIvITY R —ZHIBRT HEICEELET ., AEETIIIE
EITDREFHD IR A
IP-ADDRESS - 88 ELIcH 1 FZv oIy MU —ZHIBRLE T,

T4k BL

ANV EE—F KEXRITTE—bF

T7AIWKLARIL LA 12

EREDOHT RST1Y

ARIANYY RT3 ARPT—TIIDYA Iy I TV b —ZHIBRLET,

A -

ARPF¥v v ahbdINRTOYIFIv oIV N —ZHIBRT 2AE5Z2RLET,

#

# clear arp-cache all

show arp timeout

B ARPT—TJIDI—IVI51 LhERRLUED,

VIV IR show arp timeout [interface Vlan V/LAN-/D]

INGA—5— Vlan VLAN-ID: 5=R’"9 2D VLAN ZEELXR T, AEETIFIEET 2DHE
EHOHEEA,

v DI BL

ANV EE—F FEOINY RE—R

FTIAILELARIL LI 1

EREDOHT RST1Y

2E LI ARP T—Y VI AERRT BIATY RTT,

A :

ARP I =3IV I5 4 LhEaRTRI DHEZRLET,

# show arp timeout

Interface

Total Entries: 1

Timeout

(minutes)
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ip tftp source-interface

E]:y TFTP OFEZEA VY —T 1 —RZEBELEFT, T IAIBMDREICRT
(ZI1E. no FERZERLET,

JVIVIR ip tftp source-interface /NTERFACE-ID
no ip tftp source-interface

INSGAX—=5— INTERFACE-ID: TFTP Di#8fE%Z1TD VLAN 125 —TJ 1 —RXZHEEL
ESCI

FTIAI #L

ANV RE—FR JO-/NLEREE—R

FIAIL LA LA 12

EREDHA RSAY | KRB CTEAREEZEALIEA.

fERHA :
VLAN 1 Z TFTP DXEA VY —T1—RELTHRETDHEERLET,

# configure terminal
(config) # ip tftp source-interface vlanl
(config) #

ip ftp source-interface

=]:y) FTP OREREAN VY —T 1 —AZEELX T, T IAIEDREICETIC
(F. no EREERLEI,

VIV IR ip ftp source-interface /N7TERFACE-ID
no ip ftp source-interface

INGA—5— INTERFACE-ID: FTP D#@E%Z17D VLAN 1 V5 —TJ 1 —RZHEELX
ER

v DI BL

ANV EE—F J0O0—-/VULEREE—R

FTIAILELARIL LA 12

FEREDHC RSAY | REBTIF. AREZEALEE Ao

=B
VLAN1Z FTP DX EA VI —T 1 —RAEULTHREI DA EZERLET,

# configure terminal
(config) # ip ftp source-interface vlanl
(config) #
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5.4 IPv6 ONY YV |

IPv6 AN Y REZNICHRT B/NTA =T —D—EBZUTDRICTRLET,

ANV R ARV REINSX -5 —
ipvé enable ipv6 enable
no ipvé6 enable
ipv6 address ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | IPV6-ADDRESS

link-local}

no ipvé6 address {IPV6-ADDRESS/PREFIX-LENGTH | IPV6-
ADDRESS link-local}

ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64

no ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64
ipv6 address dhcp [rapid-commit]

no ipvé6 address dhcp

show ipvé6 interface

show ipv6 interface [INTERFACE-ID] [brief]

ipv6 route default

ipv6 route default {[INTERFACE-NAME] NEXT-HOP-ADDRESS
[primary | backupl}
no ipv6 route default {[INTERFACE-NAME] NEXT-HOP-ADDRESS}

show ipv6 route

show ipv6 route [summary]

ipvé neighbor

ipv6 neighbor IPV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipvé neighbor IPV6-ADDRESS INTERFACE-ID

ipvé nd ns-interval

ipv6 nd ns-interval MILLI-SECONDS

no ipvé nd ns-interval

show ipv6 neighbors

show ipvé neighbors [INTERFACE-ID] [IPV6-ADDRESS]

show ipv6 neighbors
cache

show ipv6 neighbors cache [IPV6-ADDRESS | interface
INTERFACE-ID]

clear ipvé neighbors

clear ipv6 neighbors {all | interface INTERFACE-ID}

BANY FOFEZENTICHRBLEI,

ipv6 enable
B IPv6 ZBRICLET, EMCTDICIE. no BEXZFERALET,
VIV IR ipv6 enable
no ipv6 enable
INGA—5F— AW
vk )
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ipv6 enable
OV RE—FR AV —T T —RAEREE—RK (vlan)
FI7AILRLARI LA 12
FEREDODHTI RSy | RAOATYYVRIE, IPv6 PRLADPFBREEINTLWEWASIYY—T T —XT
IPv6 U oO—hIL7 RLAZEBBAER L. IPv6 AIBERBLED,
fERHA :
IPv6 ZBMCT DA EERLET,

(config-if-vlan) #

# configure terminal
(config) # interface vlanl
(config-if-vlan) # ipv6 enable

ipv6 address

BiY

IPv6 7 FLAZRELE T IPv6 7 FL AREZHIFRT D(CIF. no FEH
EERLET,

VIV IR

ipv6 address {/PV6-ADDRESSI PREFIX-LENGTH | IPV6-ADDRESS
link-local}

no ipv6 address {/PV6-ADDRESSI PREFIX-LENGTH | /PV6-
ADDRESS link-local}

ipv6 address /PV6-PREFIXIPREFIX-LENGTH eui-64

no ipv6 address /PV6-PREFIX] PREFIX-LENGTH eui-64

ipv6 address dhcp [rapid-commit]
no ipv6 address dhcp

INGX—5—

IPV6-ADDRESS - IPv6 7 RLRZEEELET,
PREFIX-LENGTH : 7L 74y U AR%ZEBELEXT,
link-local : U>Y O O—H)L7 FLRZEELXT,
IPV6-PREFIX: |Pv6 LT 1wy U AER%EIBELET,
dhcp : DHCPV6 T IPv6 7 RL A ZEEEUE LT,

rapid-commit : DHCPv6 @R IX vy hDEKZTOHRICIEELFT,

FI7AIE

ANV

ANV ERE-F

AV —T 1 —RAEREE—RK (vlan)

FI7AILRLARI

LAXIL:12

EREDOHT RST1Y

ARINYVBRTIE, IPv6 PELRZRELFRT, EUI-64 BERDT V5 —
7x—XIDZFERALTIPV6 7 RL RZRET 155 (3 ipv6 address eui-
64 XY R%aERALEXI, DHCPV6 TIP 7 L XZBEITEID K TDHH
EICTDICIE. ipv6 address dhep IY Y RZEFERALFXT, 2OV K%
AT D&, IPv6 BBEBIRICERICED XIS
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AR -
IPv6 7 RLAZHRET DALEZRULETD,

# configure terminal

(config) # interface vlan2

(config-if-vlan) # ipv6 address 3ffe:22:33:44::55/64
(config-if-vlan) #

EUI-64 XD V5 -T2 —X IDZEARLTIPV6 7 RLAZRES DA FERLET,

# configure terminal

(config) # interface vlanl

(config-if-vlan) # ipv6 address 3ffe:501:ffff:0::/64 eui-64
(config-if-vlan) #

DHCPv6 T IPv6 7 L AZBEHISIT DL DICKRET DA EZERLET,

# configure terminal

(config) # interface vlanl
(config-if-vlan)# ipv6 address dhcp
(config-if-vlan) #

show ipvé interface

BrY VLAN I V5 =T —AD IPv6 7 RL REHR=E=RR~LET,
VIV IR show ipv6 interface [/NTERFACE-/D] [brief]
INGA—5— INTERFACE-ID: |Pv6 7 RL AEHRZRRNIDVLAN M V5 —T 1 —X

EIERELET. AEETIIIEEIT D2LEEHD I A,
brief : |[Pv6 7 L AREBHRERTT DHECIHEELX I,

FIAIE A

ANV EE—F INRTOIANY FE—R

T ALV LA 1

FERLOAMRSAY | ROAXYY RIE VLAN 19— x—RD IPv6 7 RLRAERERRLE

ER

=B :
VLAN 1TV 5 =Tz —AD IPv6 7 L RIEHERTI 27752 RLET,

# show ipv6 interface

vlanl is up, link status is up
IPv6 is enabled,
Link-local address:
feB80::240:66ff:feaf:f26f
Global unicast address:
3ffe:501:££f£f£:100:240:66ff:feaf:f26f/64 (Stateless)
NS messages retransmit interval is 0 milliseconds

Total Entries: 1

#
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IPv6 7 R L ADBEBRERTS 277EZRLET,

# show ipv6 interface brief

vlanl is up, link status is up
feB80::201:1ff:fe02:304

Total Entries: 1

#

ipv6 route default

Br IPv6 T 7 A BIL—bZERELEXT, IPV6 T 74 KIL— hEEIBRT D
[Z(E. no ER=FERLET,
YOI R ipv6 route default {[/NTERFACE-NAMEY NEXT-HOP-ADDRESS

[primary | backupl}
no ipv6 route default {[/NTERFACE-NAMEl NEXT-HOP-ADDRESS}

INGRA=F—= INTERFACE-NAME : VLAN 1 ¥ —7 T — 2 & &% LE T,
NEXT-HOP-ADDRESS : % Z ifvy 70 IPv6 7 R L 22 LE T,
primary ! 75X YU —)L—hERELET,

backup : /\v 7Y F)L—hEZRELXT,

FIAIE ZL
OYY RE—R JO0—/VLEREE—R
FIAIL LRIV LA 12

FEREDAIRSAY | ROAYVRTIE IPV6 T7AIMIL—hZEHZLUET, primary F/z(E
backup ZiEE LEWGEE., BEIMNICLWINAEEIRLTERELET,

A
IPV6 DR T 1w I )L—hEtRRT 2 EERLET,

# configure terminal
(config) # ipv6 route default vlanl fe80::0000:00££:1111:2233
(config) #

show ipvé route

B IPV6 IL—FT 4 VI T—TILDITY ") —=RRLET,
VIV IR show ipv6 route [summary]

INGA—5— summary : TV ~NJ—DOBEBRERRLUETD,
FIAI bk BL

ANV RE—F INTCOIANY RE—F

FI7AIW KL LA T
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show ipv6 route

FERLEDHIRSAY | AOAYYRTIE, EED IPV6 L—FT 1V IT7—TILDBHRERRLE
9, summary A Va3V EEETDE. - MNEBROBEEZRRLUE
EP

=R
IPV6 DIL—FT 4« VIV b —ZRRSDHEERLET,

# show ipv6 route

IPv6 Routing Table
Code: C - connected, S - static

C 2000:410:1::/64 [0/1] is directly connected, vlanl
S 2001:0101::/64 [1/1] via fe80::0000:00££:1111:2233, vlanl
S 2001:0102::/64 [1/1] via fe80::0000:00££:1111:2233, vlanl
Total Entries: 3 entries, 3 routes
#

EA :

IPV6 IL—T « VT —TILDREDREERTRS 2 EERLET,

# show ipv6 route summary
Route Source Networks
Connected 0

Static 0

SLAAC 0

Total 0

#

ipvé neighbor

B AT1w 7 ipv6 ZFA/N—TITY b —ZEHRLET. X¥T 1V IPv6
RAN—IY Y —ZHIBRT BIC(E. no EHXZEFEALEXT,

VIV IR ipv6 neighbor /PV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipv6 neighbor /PV6-ADDRESS INTERFACE-ID

INGA—5F— IPV6-ADDRESS : |IPv6 XA /)\—D IPv6 7 KL XAZEELXT,

INTERFACE-ID:NLAN A V5 —TJ 1 —AZZEELERT,
MAC-ADDRESS : 1Pv6 XA /)\—D MAC 7 RL RZHEEL XTI,

FI7AIE ZL

ANV ERE-F JO-NILEREE—F

T LRIV LI 12

FERLOHI RSAY | RKOATY Y RTIE. ATV T IPV6 RAMIN—IZY M) —Z%EHBLET,
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SRR :
RET A ipv6 RAN—TY N — &R T B HEERLET,

# configure terminal
(config) # ipv6 neighbor fe80::1 vlanl 00-01-80-11-22-99
(config) #

ipv6 nd ns-interval

By NS XvtE—JDBXEOEREEELET., T IAINFDREICRETIC
(F. ROV RO no EHZFEALEXT,

VIV IR ipv6 nd ns-interval M/LL/-SECONDS
no ipv6 nd ns-interval

INGA—5— MILLI-SECONDS : NS X vt —Y DEBEXEREDMERZ 0~3600000 =
U# (1000 U OEHEN) OBETEELXT,

FTIAI T AV SNREEIF 0, EfE(F 1000 (1#)

ANV EE—F AV —T 1 —AREE—R

FTIAILELARIL LAV 112

FERLEDOAMRSAY | KOYY RTIE, IPV6 NS Xy EZ—IDBEXEDHEREEELET,

=R
IPv6 NS X vt —I DE*ERREZ 6 WICRETDHEZRLET,

# configure terminal

(config) # interface wvlanl
(config-if-vlan)# ipv6 nd ns-interval 6000
(config-if-vlan) #

show ipvé6 neighbors

B IPv6 R1/\—1BHRZEZRRLET,
VIO R show ipv6 neighbors [/NTERFACE-ID) [/IPV6-ADDRESS]
INTA—F— INTERFACE-ID : RINIDVLAN A VY —TJ 1 —A%=IEELEX T,

IPV6-ADDRESS : %=/"3 % IPv6 7 FLRZEEELX T,

FIAIE A
OVYY RE—R IARTHIAVY RE—R
FIAI LRIV LA

FERAEDHA RSAY | KOAXY RTIE IPv6 RA/N—TY ) —&ERRLET,
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=R :
IPv6 XA /)I\—TV h)—%ERRTDAHEERLET,

# show ipv6 neighbors

IPv6 Address Link-Layer Addr Interface Type State
Fe80::200:11FF:Fe22:3344 00-00-11-22-33-44 vianl D  REACH
Total Entries: 1

#

show ipvé neighbors cache

B IPv6 R /N\—F v v a1BHRERRLET,

VIV IR show ipv6 neighbors cache [/PV6-ADDRESS | interface
INTERFACE-ID]

INGA—5— IPV6-ADDRESS : =/Rind D IPv6 XA /\—ITV rU—D IPv6 7 FL X%
EELET,

interface /NTERFACE-ID: FEDA VY —Tz—REUYVILTWVD
IPv6 RAN—ITY K —ZXRRTDHRICHEELTRT, LULTD/AZAX—
Y—DW\WITNHZFERTEET,

« port: EEELIAR—NIEETDBEHREERZRLET,

+ port-channel : 5 L7Tc/R— b F v RIVICEIET DERERTLF

CR
vian : EEELZVLAN 71 VY -T2 —R[CU VI T BERERRLUE
ER

TI7AIbE mU

ANV RE—FR INTCOIANY RE—F

FIAILRLARIL LA

FEREDODHTI RSy | AOYY RIE. IPv6 XA /\—Fv v alE®R (IPv6 X1 /\—F—T)LD
BREFMBIT DI VY —T 1 —RABEREEAEDELFr VI a1BER) %=
EON Y- C

=B
IPv6 XA N\—F v v 21 BHRERRS 2 EERLET,

# show ipvé neighbors cache

IPv6 Address VID Link-Layer Addr I/F State
1111:2222:3333:4444:5555:6666:7777:8888 1 00-00-00-01-01-01 1/0/11 REACH
Total Entries: 1

#
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clear ipvé neighbors

B IPv6 RAN=FT—=TNWDIAFZVvIIV RN I—ZEI YT LET,
VIV IR clear ipv6 neighbors {all | interface /NTERFACE-ID}
INGA—5— all : IXRTD IPv6 XA /N\—F v v2aDIVRI—ZTJT7LET,

interface /NTERFACE-ID : FEDVLAN AV —T 1 —R&2 VI LT
WY1 FIv oIV M —ZHIBRS 2BRICEELERT,

FT7AIK AN
XYY RE—R FHEXRTE—R
T7AIWKLARIL LA 12
FERLEOAMRSIY | ROV Y RTIE IPVORAN—ITY RN—DF1FIv oIV M) —%H|
BRUETD,
fEFAA

VLANTIZUY DT B IPVE XM N\—F v v 2aDIAFIVvIIV NI —ZHET DA EZRLE
ED

# clear ipv6 neighbors interface vlan 1

#
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5.5 RZIH KT SNTP OVY VR

KB KLU SNTP AV Y FEZNICHRT D/INTA—F —D—BZUTDORICRLET,

vV R

ARV RENRTKX—5—

clock set

clock set HH:MM:SS DAY MONTH YEAR

clock summer-time

clock summer-time recurring WEEK DAY MONTH HH:MM WEEK
DAY MONTH HH:MM [OFFSET]

clock summer-time date MONTH YEAR HH:MM DATE MONTH
YEAR HH:MM [OFFSET]

no clock summer-time

clock timezone

clock timezone {+ | -} HOURS-OFFSET [MINUTES-OFFSET]

no clock timezone

sntp enable

sntp enable

no sntp enable

sntp server

sntp server {IP-ADDRESS | IPV6-ADDRESS}
no sntp server {IP-ADDRESS | IPV6-ADDRESS}

sntp interval

sntp interval SECONDS

no sntp interval

show clock

show clock

show sntp

show sntp

FINY FOFBZEXUTICHBALET,

clock set

B JATLADOOYIEFEHTHRELET,

VIV IR clock set HH:MM:SS DAY MONTH YEAR

INSGA—5— HH:MM:SS : BRZR (24 EXRE) « 2. BTEELXRI,.
DAY: B (AfY) ZHEELXT,
MONTH : January. Jan. February. Feb REDZREIT. REDH %IE
ELET,
YEAR: BIBERRCEZERELXT,

T4k L

ANV RE—R FHERTE—F

T7AIWKLARIL LIV 112
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clock set

FEREDHA RS1Y | AOVY REY AT LAORAIBEREFENCTRELEX T, SNTP THRXIFRIEA
IBHBRICIIRETDDEILIHD T HA.

fERHA :
VAT LADERE 2022 F1 B 1 HOF# 6:00 (CFETREITDAEERLET,

# clock set 18:00:00 1 Jan 2022
#

clock summer-time

B YN =1 LDREZITVWERT . REZHIFRT D(CIF. no EHXZFREAL
ESCI
VIV IR clock summer-time recurring WEEK DAY MONTH HH:MM WEEK

DAY MONTH HH:MM [OFFSET]

clock summer-time date DATE MONTH YEAR HH:MM DATE
MONTH YEAR HH:MM I OFFSET]

no clock summer-time

INGA—%— recurring ! EEEL/CADEELICBBICYN -5 1 LAZHB/IERTI 2%
BICEELXY,

date : EEL/CADEELICHMICHNY =51 A=K/ TIDHBEIC
BELED,

WEEK : BRDE (1~4 £/l last) ZHEEL XTI,

DAY: BB (sun. mon7%&) ZHRELET,

DATE: BROHEfMZRELEYS (1~31) o

MONTH : B (January. February 75&. BD%&RT) ZEBEL XTI,
YEAR: U —5 4 LhT —5 DRBE/MRTEEREELXT,
HH:MM : BR17%Z 8 (24 KfERiL) A THEELER I,

OFFSET (BBEAIEE) 1 UN—F 1 AICENMT 2EHE (9) ZEEELR
9. T IAINMEIX60 T, COATEY bOEE(E 30, 60. 90. 120

T9Y,
FIAILE = 3h
ANV ERE—FR 70—/VULKREE—R
FITAI LNV LA 12

FERALEDHA RSIY | RAOAX Y RE, AEBZHAEATERAT 2RO, RAELTT 7406
RE (ER) HoEEIDBEEFHDREA.
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clock summer-time

YY—51 LADRECIE. BEEATH®BHE/MKTHEZERT S recurring
e, BNBARZERT D date EXHHDEI,

A -

YN —5 1 L% recurring XN TIEE T 2 HEZRLET, COFITIE. 4 BOE 1 HEBHDFH]
2:00 iR L. 10 BORKBBERDRI 2:00 (ST LRI,

# configure terminal

(config) #

(config) # clock summer-time recurring 1 sun April 2:00 last sun October 2:00

clock timezone

B ALY —VERELET, AREET 7AIKIRTICIE. no i %E
FEALEXT,

JVIVIR clock timezone {+ | -} HOURS-OFFSET IMINUTES-OFFSET]
no clock timezone

INTGX—5— + UTC [CHFEZMELEY,
- UTCHhoREZRELED,
HOURS-OFFSET : UTChHDA 7w b (K8 ZiBE LT,
MINUTES-OFFSET : UTCHHDA T h(3) EIRELET,

FIAILE UTC +09:00

OYY RE—R J0—=/NLEREE—R

F7AI LRIV LAV 12

FERLEDAHT RSy | ROV Y RIE. AEBZHAENTERITBRED. RAELTT 74K
FE (UTC+09:00) hoZEEITDIEIFH D EE Ao

=B -

ALY —VERFPFFLER (PST:UTCHoDATEY hH-8:00) ICREITDAHEERLET,

# configure terminal

(config) #

(config) # clock timezone - 8
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sntp enable

B SNTP 547 hEREZBMICL XTI, SNTP HEEEZEM(C T DICIF,
no XX ZEAL XY,

VIV IR sntp enable
no sntp enable

INSGA—5— AW

FTIAI 23V

ANV RE—F JO0-/NLEREE—R

T7AIWKLARIL LA 12

FEREDAMRSAY | ROV Y RTIE SNTP U547 NMEREEFMICLET, SNTP THZI
REAZITD72HICIE. SNTP B —/\—DBEHREINTVNIBHENHDFT,

fERHA -
SNTP U547V NMEREEBMCT D AEEZRLET,

# configure terminal
(config) # sntp enable
(config) #

sntp server

B SNTPH—N\—ZE&FLEXT, BEJLIY—/\—ZHIFRT DIC(F. noFEH
EEARLEXT,

VIV IR sntp server {/P-ADDRESS | I1PV6-ADDRESS}
no sntp server {/P-ADDRESS | /PV6-ADDRESS}

INGA—5F— IP-ADDRESS - SNTP H—/\—D IP 7 RLXAZEELFT,

IPV6-ADDRESS : SNTP H—/\—®D IPv6 77 RL XAZIEEL X,

FI7AIE ZL
OYYRE—R J0—/VLEREE—R
FI7AI LRI LA 12

FERLEDAMRSAY | RAONYY RTIE. SNTP U—N\—ZEHFLFT, BEHROY—/\—HEFE
NncLWs%Ba. KEBICHVWEHEZITVWERIT, &, IPv6 7HELAD
HB—/\—&DE IPv4 7 FLADY —/N\—ZBE LT,

BEEKAIRETE SNTP Y —/X—(F IPv4. IPv6 EXTZNZN2 AT,

fERHA -
IP 7 RLX192.168.22.44 D SNTP H—/\—%ZEF T DA FERLET,

# configure terminal
(config) # sntp server 192.168.22.44
(config) #
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sntp interval

=]:y) SNTP U247V b —N\—& o0y U ZRIAT DEBZRELET .
VIV IR sntp interval SECONDS
no sntp interval
INTGX—=5— SECONDS : 30~99999 MWD [EHAfEREREEL X I,
T DI 720 #
ARV RE—F JO-NILEREE—F
FTIAILELARIL LI 12
EREDHI RST1Y | R-—UVITERERELET,

=B
EfRZ 100 MICRET 2 EZERLET,

# configure terminal
(config) # sntp interval 100

(confiqg) #
show clock
B RZIBEHREZRRLED,
VIV IR show clock
INGA—5 — U
TI7AIbE mU
ANV RE—FR INTCOIANY RE—F
FI7AIW KL LA
FRLEDAAMRSAY | ROV Y REVRATLDORABHRERRLED,

=B
REDKAERRI DA EZERLET,

# show clock

Current Time Source : System Clock
Current Time : 12:27:51, 2021-07-15
Time Zone : UTC +09:00

Daylight Saving Time : Disabled
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show

sntp

BiY

SNTP 7517 MEREICET DERERTLUET,

VIV IR

show sntp

INGA—=5—

AN

FI7AIE

L

avr

RE—R

IRTOIAVY RE—R

FI7AILRLNRI

LAXIL T

EREDOHT RST1Y

ROV RTIE SNTP U547 MEREICET D EIHMERRTLET,

A :

SNTP 547> MEBEDIERERTI DT EZERLET,

SNTP
SNTP

SNTP

10::2
fe80:

Total

# show sntp

Status
Poll Interval

Server Status:

:1111 vlanl

Entries: 4

: Enabled
: 720 seconds

Stratum Version Last Receive

8 4 00:02:02
7 4 00:01:02 Synced
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5.6 Telnet ¥V R

Telnet AV Y REZNICHIRT D/INTA—=F —D—BZUTORICRLEXT,

ANV R ARV REINSX -5 —

ip telnet server ip telnet server

no ip telnet server

ip telnet service-port | ip telnet service-port TCP-PORT

no ip telnet service-port

ip telnet source- ip telnet source-interface INTERFACE-ID

interface no ip telnet source-interface

show ip telnet server | show ip telnet server

BANY FOFHEZENTICHRRBLEI,

ip telnet server

B Telnet U —/N\—ZBMCLEXT, |EMICTDICE. no BXEFERALE
ER

VIV IR ip telnet server
no ip telnet server

INGA—F— AW

vk B3

ANV RE—F JO-/NLEREE—R

FI7AIW KL LA 12

ERLDHAMRSIY | ROV RTIR. EED Telnet ¥ —/\—EEEZBRIC LTI,

ERH :
Telnet Y —N\—%FFBMICITDAHEERLET,

# configure terminal
(config) # ip telnet server
(config) #

ip telnet service-port

=]:y) Telnet —/\—D TCP R— hZEIBELFT., T IAIKCTRIICIE. no
EREERLEI,

VIV IR ip telnet service-port 7CP-PORT
no ip telnet service-port

INGA—5— TCP-PORT : TCP R— hBESZIEELET,

Pk I 23 (Telnet @ )L/ TViR—h)

119/481



53YRATLAEEE | 5.6 Telnet YV R

ip telnet service-port

ANV ERE-F

J0O—-/VULEREE—R

Ka

FI7AILRLARI

LAXIL:12

EREDOHT RST1Y

AIAVYY RIF, Telnet —/\—D TCPR— hBEESEZHZTELET,

ERA -

Telnet b —/\—® TCP/R— h&FHS% 3000 (CEEIT DA EERLET,

(config) #

# configure terminal
(config) # ip telnet service-port 3000

ip telnet source-interface

B Telnet U —N\—DEZREAN VY —T 1 —REEELET, T I AN BDK
EICRTICIE. no EXZFEALET,

VIV IR ip telnet source-interface /N7TERFACE-ID
no ip telnet source-interface

INGA—5F— INTERFACE-ID: Telnet DiBEZTTD VLAN M V5 —TJ 1 —R%ZHEEL
ESCIN

FIAI bk BL

ANV EE—F JO-NIVEEE—R

FIAILELARIL LA 12

ERLEDHI RST1Y

AERECIEAREEZFERLIE A

=B -

VLAN 1 %Z Telnet O%FEAVH—T 1 —REUTHKRET DA FERLET,

(config) #

# configure terminal
(config) # ip telnet source-interface vlanl

show ip telnet server

=]:y) Telnet B —/\—HEBEEDBEHREZEIEL XTI,
VIV IR show ip telnet server

INGA—5F— AN

FIAI bk BL

ANV RE—F INTCOIANY RE—F

FI7AIW KL LA T

ERLEDHI RST1Y

AT Y RTIE, Telnet —/\— gD BERENELEF T,
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=R -
Telnet —/N\—#EDBERERR~IT DA EERLET,

# show ip telnet server

Server State: Enabled

#
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5.7SSH ANV R

SSH OXR Y FEZENICXIGT B/INFX—F —D—EBZUTDORICRLET,

vV R

ARV RENRTKX—5—

crypto key generate

crypto key generate {rsa [modulus MODULUS-SIZE] | dsa}

crypto key zeroize

crypto key zeroize {rsa | dsa}

ip ssh server

ip ssh server

no ip ssh server

ip ssh service-port

ip ssh service-port TCP-PORT

no ip ssh service-port

ip ssh timeout

ip ssh {timeout SECONDS | authentication-retries NUMBER}

no ip ssh {timeout | authentication-retries}

ssh user
authentication-
method

ssh user NAME authentication-method {password | publickey URL |
hostbased URL host-name HOSTNAME [IP-ADDRESS | IPV6-
ADDRESS]}

no ssh user NAME authentication-method

show crypto key

show crypto key mypubkey {rsa | dsa}

mypubkey
show ip ssh show ip ssh
show ssh show ssh

FINY FOFMBZEXUTICHALET,

crypto key generate

B RSA Xt K7 (X DSA e =4 LRI,

VIV IR crypto key generate {rsa [modulus MODULUS-5/ZE] | dsa}

INGA—5— rsa ! RSA ENZLERT DIHRICEELXR T,
modulus MODULUS-SIZE : RSA DERZEELXRT. BEMLEEIR
360, 512, 768, 1024, 2048 TY., HELLWEE(F. BRZFEIRT
57OV TRAHELET,
dsa : DSA BN Z4AM T 2HRICIEEL I, DSA DRERIZ 1024 Ev b
BElE T,

v DI 17U

NV RE—R FERITE— b

FTIAILELARIL LAJL 215
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crypto key generate

EREDHC RSAY | AOY Y RTIE. SSH B —/\—DFRIEICFERT D RSA X715 DSA #
XNEERLET,

=R
RSA SBZ{E S 2755 RLEX T,

# crypto key generate rsa

The RSA key pairs already existed.

Do you really want to replace them? (y/n)[n]: y

Choose the size of the key modulus in the range of 360 to 2048. The process may take
a few minutes.

Number of bits in the modulus [768]: 768

Generating RSA key...Done

#

crypto key zeroize

=]:y) RSA #Exd&7z(F DSA XN ZHIBRLE T,

VIV IR crypto key zeroize {rsa | dsa}

INGA—5— rsa ! RSA N ZHIFR S DHRICEELXR T,
dsa : DSA X ZHIFR I DIHRICHEELR I,

FIAI bk mU

ANV RE—R FHEXRTE—F

FI7AIW KL LIV 15

FERAEDHA RSAIY | fEER U7z SSH H—/N\—D AR ZHIBRLE T,

A
BiF D RSA N ZHIFRS 277 EZRLE T,

# crypto key zeroize rsa

Do you really want to remove the key? (y/n)[n]: y

#

ip ssh server

B SSHY —/\—HEZEBMLET, SSHY —/\—EEEZEW(C T DICIF.
no Y Y RZEFEALEXT,

VIV IR ip ssh server
no ip ssh server

INGA—5F— AW

FIAI bk )

ANV EE—F JO-NIVEEE—R
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ip ssh server

T ALV LAV 12

FERLEDAMRSAY | SSH Y —/N\—#EZEMCIZIANY RTT,

=B :
SSH U —/N\—HEEEBHICT 2 EERLET,

# configure terminal
(config) # ip ssh server
(config) #

ip ssh service-port

=]:y) SSH DU —ERR—bZEELFT, T—EXAR—b%Z 22 [CRTI(C(F.
no IV RZEFEALKXT,

VIV IR ip ssh service-port 7CP-PORT
no ip ssh service-port

INTGX—=5— TCP-PORT:SSH @ TCP IR— hEBESZIEELET,

FTIAIE 22 SSHDD )L/ TViR—1)

ANV ERE—-F JO—-/NILEEE—R

FTIAILELARIL LI 12

EREDHC RSIY | SSHY /=D TCP R— rESZHRES HIAVY RTI,

A
Y—EXR—h&ES%Z 3000 [CEEITDHEZRLET,

# configure terminal
(config) # ip ssh service-port 3000
(config) #

ip ssh timeout

B SSH Ot v a3y L7 0 NBECRIEBRITEHERELXT. T
7AW MBICRTICE. ROV RD ne XX ZFEALET,

VIV IR ip ssh {timeout SECONDS | authentication-retries NNUNMBER}
no ip ssh {timeout | authentication-retries}

INSGA—5— timeout SECONDS : SSH D#EfGHEILIROEY 3 V51 L7 D NEEZ

30~600 WOEE THEEL X I,

authentication-retries VUMBER : SSH TOFRIFBRITOLO# %= & H (I
1~32 TEELEXT,

FTIAI A LT INME 120
FULI EIEo)Eﬂit1T 3

ANV RE—F JH—NIVEREE—F
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ip ssh timeout

T ALV LAV 12

FERALEDHA RSy | KOYY RTIE SSH #EHRFORIEORARTEH Oy a5 LT
T hREZERELERT,

=B
SSH& A L7 ME%Z 160 MCRET 2 EZERLET,

# configure terminal
(config) # ip ssh timeout 160
(config) #

SSH FREEDHATE#E 2 E(CKRET 2 EZERLET,

# configure terminal
(config) # ip ssh authentication-retries 2
(config) #

ssh user authentication-method

B A—Y—=THIOYRDSSHRIEARZERELE T, T 7 A/ LDFTIEAR
[CRIICIE. ROXYY REDno EXZFEALET,

VIV IR ssh user VAN E authentication-method {password | publickey URL |
hostbased UR/ host-name HOSTNAME [IP-ADDRESS | IPV6-
ADDRESS]}
no ssh user VAN E authentication-method

INGA—5— user NVAME: SSH 1—Y—ZZEELEXIT. EEI 21— —FO—7H

WA —[CEBEHRSNTVIRENHDFT,
password : 1— 5 —FRFFC/V\R T — REBFEARZFERALET,

publickey URL: 1—Y —RIACAARBIAARZFERLET, T
A—Y—DRFEREROO—NDILT 7LD URLZABDLET,

hostbased UR/ : j-_-'js o uJ-.Et/—I_\Z '\/\ Z@nlu uIEﬁ_t&{ﬁﬁH L/g—:-—g_o
A—Y—DRAMEOAO—HILT 71ILD URLZADULETD,

host-name HOSTNAME : IRA MNR—XADERIICTHA T BDNA NELETE
FLET, BATT—XHIC, 95147V RDIRAREHIEREINET,
#H (L 1~255 TY,

IP-ADDRESS : IRARNR—=ADFBIETI 17V ~D IP 7 b L RZHER

IREEICEELET,
IPV6-ADDRESS : IRA XR—=ADFIAETI Z1 7> hD IPv6 77 b L X%
BRI DBEICEELET,

TI7AIbE T 7 # )L k21— —adpro [CX L T password

ANV RE—F J0—/VLEREE—R
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ssh user authentication-method

T ALV LA 215

FREODHTI RSy | AV Y REFERALTC, 1—Y—0DRIEAREIEEC=FT, 1—H—%
(Z. username IV Y RTEHESN/c1——THDIRNENHD XTI,

o I—Y-RATRHEBARKCIIRAM-IRIAARZERT 25
B, A—Y—-DRABRT 7 AIVKLEEFISA TV RDRANET 71
EIRETDDHENHDET, BT 7AMINOERIEIEBESERALETT, #
T77MIVICIFEHDRZEHONET, KFEF1TTERLET, 117
DERARKIE 8 FO/\1 ~TT,

o BEIF. AR—ATRYIGNIETr—ILR (BEY 1. base64 TV
OI—RAEMME. OXV ) TERENET, #51 S baseb6d TV
A—REBEHRIIVHET «—ILRT, OXY T 0 =)L RIFETIEE
9o YA TT 1 —)URICIE. ssh-dss F£7zld ssh-rsa DEB SN EEK
ECEXRI,

B
userT 0)1—"f Fn nmluﬁﬁiinlmuﬁﬁ_t%{ﬁﬁﬁjéé:j Egéﬁlfjg—f\bijo

# configure terminal
(config) # ssh user userl authentication-method publickey c:/userl.pub

(config) #

show crypto key mypubkey

B RSA AR K73 DSA AHREENZRRLET

VIV IR show crypto key mypubkey {rsa | dsa}

INGA—5F— rsa ! RSA RFRICET DIBHRERRI DIHRICEELER T,
dsa : DSA RFRICET 2 BHmMERRI DHBICEELE I,

T4k BL

ANV RE—F FEOINY RE—R

T7AIWKLARIL LA 12

EREDHI RSIY | RIT Y RIE BB LT RSA/DSA ARENERRLET,

A -
RSA NFSEICBES DIEHRERRI D HEERULET,

# show crypto key mypubkey rsa

% Key pair was generated at: 23:02:10, 2021-07-15

Key Size: 768 bits

Key Data:

AAAAR3Nz aClyc2EA AAADAQAB AAAAYQCE AiBejpoQ UBrUEzM2 U7ZY3Cvx 1Ktf9QTT
gPejwiWu8 1XknaYcl ktiThgV9 HINgmmKS 90fa8ZcJ naCsesOv aKtNSpWH sVVWCE/V
py2ww60]j cYDESpbd g9owazZD b9zN4kk=

#
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show ip ssh

B SSH U —/\—DREBHRERRLET,

VIV IR show ip ssh

INSGA—5— A

FTIAIE L

ANV ERE—F FROOANYY RE—R

T7AIWKLARIL LA 1

FERLEDHI RSy | ROV Y RTIE, SSH H—/\—EEDREBREERZRLET,

A -
SSH B —/\—ge

Ea—1=
X E'B

BERTI DITEERLET,

# show ip ssh

IP SSH server : Enabled
IP SSH service port : 22
SSH server mode : V2
Authentication timeout : 120 secs
Authentication retries : 3 times
#
show ssh
B SSH Y —/N\—#EHDREEZRRLET,
VYT RX show ssh
INGX—=5— AN
FTIAIE AN
ANV RE—FR FEOIYY RE—R
F2AI LRIV LA 1
FERLEDHI RSAY | AOYY RTIE EBOD SSH ERDREZRRLED,
A :

SSH #mDBERERTI 27T EERLET,

# show ssh

SID Ver. Cipher Userid Client IP Address
0 V2 3des-cbc/shal-96 userl 192.168.0.100
1 V2 3des-cbc/hmac-shal user?2 2000::243

Total Entries: 2

#
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5.8Web Ul OAVY YV R

Web Ul AV Y REZNICHIGT BD/INTAXA =5 —D—BZUTDORICRLEXT,

NV R ANV RENSKX—H—

ip http ip http {server | secure-server | service-port TCPPORT | timeout-
policy idle SECONDS}
no ip http {server | secure-server | service-port | timeout-policy
idle}

show ip http show ip http {server | secure-server}

FINY FOFMBZEXUTICHBALET,

ip http

B RBD Web Ul OFREZTVWET, REZT AN NIRTICIE. no 2
REFERLET,

VIV IR ip http {server | secure-server | service-port 7CPPORT | timeout-
policy idle SECONDS}
no ip http {server | secure-server | service-port | timeout-policy
idle}

INGAR—5— server : HTTP D Web Ul ZB#ICULFI,
secure-server : HTTPS ® Web Ul ZB#ICL T,
service-port 7CPPORT: HTTP @ Web Ul DfFBEXIF TCP R— ~Z&35
ELERT,
timeout-policy idle SECONDS : Web Ul DY >3V &1 L7 hkE
(M) ZRELET, BIF 60~3600 DEHETIHEELET .

FI7AIE server: 5 3. secure-server: 7% L (#& %)) . service-port: 80.
timeout-policy idle: 180 #

ANV RE—F JO-/N)LEREE—R

FI7AIW KL LA 12

ERLEDHI RST1Y

AIXYY RTIE. HED Web Ul [CETDEREZTVERT,

server 7 3 3 & secure-server S 3V I(IHHBETH D, Web Ul T
(& HTTP/HTTPS W NA—AD ORI DHFNIHLET, HEITLE
EXCTERINED,
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=R :
Web Ul THTTPS ZFERJI 3R EEITDAEZRLEXT,

# configure terminal
(config) # ip http secure-server

(config) #
show ip http
=]:y) HED Web Ul DEREZFRTULET,
VIV IR show ip http {server | secure-server}
INGA—5— server : HTTP O Web Ul DEEZFRRLET,
secure-server : HTTPS @ Web Ul OFREEFRRLET,
FIAI bk mU
ANV RE—FR EFEOINYY RE—FR
FI7AIW KL LA T
ERLEDAM RSy | ATV RTIE. HED Web Ul DREBRERTLE T,

fERHA -
Web Ul THTTPS Z#ERJ 3R EEIT D AEZRLEXT,

# show ip http server

ip http server state : enable

#
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59SSLAONYYV R

SSLANY FEZNICHIGT D/INTAX—F —D—BZUTDRICRLK T,

ANV R ARV REINSX -5 —

ssl gencsr rsakey ssl gencsr rsakey [RSA-KEY-LENGTH]
show ssl https- show ssl https-certificate

certificate

show ssl https- show ssl https-private-key
private-key

show ssl csr show ssl csr

FINY FOFBZEXUTICHBALET,

ssl gencsr rsakey

B EAEERLER(CSR) BB EERLF T,

VIV IR ssl gencsr rsakey [RSA-KEY-LENGTH]

INSGA—5— RSA-KEY-LENGTH (&R&AIEE) : RSABDRIZAHNTDHEICEEL
£J, #HEIF512~2048 TI, AR LIIHE(E 2048 NMERASNET,

v DI BL

ANV EE—F KEXRITTE—F

T7AIWKLARIL LAV 15

FEREDHA RSy | AOTY RIF. WEHRE CSRZEERLET,

A :
SFEAEEREREWMEBEREERT DHEERLET,

# ssl gencsr rsakey

Country Name (2 letter code) [JP]: JP

State or Province Name (full name) [Some-State]: Tokyo

Locality Name (eg, city) [Some-City]: Shibuya-ku

Organization Name (eg, company) [Internet Widgits Pty Ltd]: Apresia

Organizational Unit Name (eg, section) []: Accounting
Common Name (YOUR domain name) []: www.example.com
Email Address []: mail@example.com

Start generating key ...
Start generating Certificate Signing Request ...

Done.

#
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show ssl https-certificate

=]:y) SSL AEEAEBHRZERRLEX I,

VIV IR show ssl https-certificate

INGA—5— AN

T DI 17U

ANV RE—F FEOINY RE—R

FTIAILELARIL LA 1

FERLEDOAMRSAY | KOYY RTI(E, SSLAREDEREZRRLET,

A
SSL AEBREBHZERTRI 2T EERLE T,

# show ssl https-certificate

Certificate Information:

Certificate Version :3

Serial Number :00:80:2D:5E:A8:BD:8D:53:C3

Issuer Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group.,
CN=Apresia, emailAddress=exampleflexample.com

Subject Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group.,
CN=Apresia, emailAddress=examplelexample.com

Not Before :2017-02-16 06:54:58

Not After :2037-02-11 06:54:58

Public Key Alg:rsaEncryption

Signed Using :RSA+SHA256

RSA Key Size :2048 bits

#

show ssl https-private-key

B SSL MBRDBEHRERRLE T,

VIV IR show ssl https-private-key

INGA—5F— AN

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

FI7AIW KL LA T

FERAEDHARSAY | KOYY RTIE, SSLWEROBERERRLET,

fERHA -
SSL MBS ARSI DAFERLET,

# show ssl https-private-key

Private key is embedded in firmware.

#
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show ssl csr

=]:y) CSR DEHRZRRLET

VIV IR show ssl csr

INGA—5— AN

T DI 17U

ANV RE—F FEEOINY RE—R

FTIAILELARIL LA 1

FERLEDACIRSAY | KOYY RTIE. HTUI CSRODBEHRERRLET,

A :
SFBAEERERERTIDAEERLET,

# show ssl csr

Certificate Request:
Data:
Version: 1 (0x1)
Subject: C=JP, ST=Tokyo, L=chiyoda-ku, O=apresia, OU=network,
CN=www .apresia.jp/emailAddress=xxx@apresia.]jp
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:9d:£3:98:37:f2:c5:7f:e0:89:b3:6a:6f:b6:9a:
£3:01:76:48:¢3:91:20:9f:b4:7c:d8:91:ac:6a:a3:
6b:df:da:7a:2e:93:9:0e:56:92:6£:01:84:6f:bd:
c5:61:21:7a:a0:29:42:c7:5b:79:22:77c:cb:2e:4a:
9a:8a:5a:c0:45:%9e:43:b4:8e:6b:2f:11:6d:al:12:
17:d7:bf:ec:ca:72:ca:ea:2b:2f:df:e4:e7:03:14:
ee:e8:97:4a:a7:0a:67:09:2b:ce:a2:£5:28:1c: fa:
a7:67:03:59:96:0a:6£:91:fd:fc:bd:1c:86:79:b8:
41:d9:04:74:01:d5:03:63:61

Exponent: 65537 (0x10001)

Attributes:

a0:00
Signature Algorithm: sha256WithRSAEncryption

8c:c6:69:d7:65:56:e8:80:5d:3b:58:fa:3f:86:91:01:aa:97:
aa:92:58:ba:1f:8c:b8:e4:99:77:£8:bl:c3:1e:1e:29:7a:e2:
98:ad:£1:59:28:3b:df:50:32:a5:d7:9a:db:65:01:a4:26:c8:
28:db:ad:d3:6a:2b:7b:53:44:0d:¢9:22:d7:16:39:fa:bf:ec:
2d:54:4d:0d:33:03:ec:cl:4e:c6:£9:8d:ac:8b:9d:c8:71:ba:
99:48:€9:a2:85:db:59:22:35:e5:f0:2e:6:dd:19:76:dd:25:
5a:01:d3:95:41:c4:bf:9e:47:82:21:98:82:c3:14:95:ac:e3:
cf:ce
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510 YXAF LAYV R

YRTLAATARY REZNICHINT B/INTA—F —D—BZUTORICRLETD,

vV R

ARV RENRTKX—5—

logging on

logging on
no logging on

logging buffered

logging buffered [severity {SEVERITY-LEVEL | SEVERITY-NAME}]
[discriminator NAME] [write-delay {SECONDS | infinite}]

no logging buffered
default logging buffered

logging server

logging server {IP-ADDRESS | IPV6-ADDRESS} [severity
{SEVERITY-LEVEL | SEVERITY-NAME}] [facility {FACILITY-NUM |
FACILITY-NAME}] [discriminator NAME] [port UDP-PORT]

no logging server {IP-ADDRESS | IPV6-ADDRESS}

logging source-
interface

logging source-interface INTERFACE-ID

no logging source-interface

logging console

logging console [severity {SEVERITY-LEVEL | SEVERITY-NAME}]
[discriminator NAME]

no logging console

logging
discriminator

logging discriminator NAME [facility {drops STRING | includes
STRING}] [severity {drops SEVERITY-LIST | includes SEVERITY-
LIST}]

no logging discriminator NAME

command logging
enable

command logging enable

no command logging enable

show logging

show logging [all | [REF-SEQ] [+ NN | - NN]]

clear logging

clear logging

show attack-logging

show attack-logging unit UNIT-ID [index INDEX]

clear attack-logging

clear attack-logging {unit UNIT-ID | all}

FINY FOFMZEXUTICHALET,
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logging on
B AT LAOTEBMCLET, EHICTBICE. no EXEFEALEFT,
VIV IR logging on
no logging on
INGA—5— AW
Pk I By
ANV EE—F JO0-/NVEREE—R
T7AIWKLARIL LAV 12

EREDOHT RST1Y

ARIARYV RTE YRATLATEBMCLE T, YRTLATNER DS
B, ZFBOO—AIWN\yT7— KOOV Y—)LiIR— k. syslog B —
N=[CHFTDINTDI AT LAATA Y —IDEAERIELET,

ERA -

YRTLAAVEBMICTDHEERLET,

time.
(config) #

# configure terminal
(confiqg) # logging on

WARNING: The command takes effect and the logging buffered is enabled at the same

logging buffered

BiY

KBEOO—HAIWN\y T 7—([CREBKIDIVRATLAAOTZRELET, T 74
ILEICRTHBAICIE default logging buffered 1Y RZEFEALET,
Ny T 7 = A\DEHFZTDENSEE(E. no EXZFEMALET,

VIV IR logging buffered [severity {SEVER/TY-LEVEL | SEVERITY-NAME}]
[discriminator VAN E] [write-delay { SECONDS | infinite}]
default logging buffered
no logging buffered

INGA—5— severity : 0i#%9 2 OJZEKE (Severity) CIEEL XTI,

SEVERITY-LEVEL : OV DEREZ 0~7 DLANILTEELEXT, BEL

ELRIVERUD KOEBEZEEAEVWOIN/NY T 7 —[CETESNET,
BEEERYRTLAOEMNICKRESNTED. 0 "REEEEDOEWVLA
LTI,

SEVERITY-NAME : O DEREZERELTIEELET, ERXELIE
emergencies. alerts. critical. errors. warnings. notifications.
informational. debugging 1'% 0. ZNZNL /L& 0(emergencies)
~7(debugging) [CXIEGL £ 3

discriminator VAME : I 5 discriminator 8 8E L X9,

134/481




53T AEE |50 X7 AO07ATY VR

logging buffered

write-delay : O—/J)L\y 77 —DYXFLAATZT TV aXEY—
[CEHNICEZTATHEICEELERT,

SECONDS : write-delay D& =AM Efex 0~65535 W TIHEELET,
infinite : 75V Y aXEY - AORBEHNESAHFZEMCLET,

FIxI bk O—HJL/\y 7 7 —A\DE8R - BH
ERELANL - informational (6)
discriminator : /3L
write-delay : 300 #

ANV RE—FR JO-/NLEREE—R

FIAI LA LA 12

ERLEDHT RS1Y

VRAFLAOAINEHDBE. YRATLOAIXvE—=IEA—-hHIL\Y
77 —CRBEINFT, O—HIN\y T 7—[CEZTAENIHNAEZETTIC,
VY —)UR— k¥ syslog —/\—=ADATDHAEITTVNETD,

AOATYVRTE, O—AIN\Y T 7—[CEHIBDIV AT LOATEEEE,
H»BWIZ discriminator ZER L GERILE T .

A—AN\Yy T 7—DOJET7o5vYaXTY—ICEBENICRESIN. X
EOBRERICAYE—IEYRAKNTTEEXT,

=R

BARELANILA 3(errors) KD EEVWIVRTFTAOTZO—HILINY T 7 —[CES AU HEERLE T,

(config) #

# configure terminal
(config) # logging buffered severity errors

logging server

BiY

OJ%&&*ET D syslog U—/N\—Z&ETHLET, EFKLTC syslog B —/\—
ZHIBRT B(C(E. no XX ZEFERALET,

VIV IR logging server {/P-ADDRESS | IPV6-ADDRESS) [severity
{SEVERITY-LEVEL | SEVERITY-NAME}] [facility { FAC/L/TY-NUM |
FACILITY-NAME}] [discriminator NAME] [port UDP-PORT]
no logging server {/P-ADDRESS | IPV6-ADDRESS}

INGA—5— IP-ADDRESS : syslog 5 —/\—D IP 7 RL AZEELXT,

IPV6-ADDRESS : syslog B —/\—®D IPv6 7 L XAZEELE T,
severity : X595 07 ZEAE (Severity) CIEEL X7,

SEVERITY-LEVEL : AU DEKXE%Z 0~7 DLANILTEELE T, EEL
ELRIVERUD. SOEZEENSVWAOTZEEFELERT,
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logging server

SEVERITY-NAME : AV DEREZERELTEELET, ERXERAIE
emergencies. alerts, critical. errors. warnings. notifications.
informational. debugging 1'% 0. ZNZNL )L 0(emergencies)
~7(debugging) [CXHL E T,

facility : 77> U T+ —BZEELET, HITZ 77V UT 1 —EIL
T779)574—FBBFELLIEZT773UT -4 TEELET, IBELAW
BE&IE local7(23) =FERALE T,

FACILITY-NUM: 772 JT 1« —8%S (0~23) THEELXT,
FACILITY-NAME: 772 UT 1 —&TERELXT, ERATEZT7 72V

T 4 — %3 kern. user. mail. daemon. authl. syslog. Ipr.
news. uucp. clockl, auth2. ftp. ntp. logaudit. logalert.
clock2. local0. locall. local2. local3. local4. local5. local6.
local7 B'%H D. ENENT 72U T 1 —&FS 0(kern)~23(local?) [CXFIE
LEXd,

discriminator VAME : @3 3 discriminator ZiEELE 9,

port UDP-PORT : syslog B —/\—D3%E% UDP R— ~ES%Z 514, £/
(& 1024~65535 THREL XTI, BELAHWSEE, 514 ZEALXT,

FIAIE A
ANV RE—R J0O—-/NLEREE—R
FIAIL LRIV LA :12

EREDHI RSy | ROV Y RTIE. OJ%Z*ET D syslog b —/\—EEFLFT,

=R
BRELANILA 4(warinigs) KD EEWLWA T % syslog B —/(—(20.3.3.3) ICXET DA EZRLE
ER

# configure terminal
(config) # logging server 20.3.3.3 severity warnings
(config) #

logging source-interface

=]:y) syslog U—/N\—&CBEZTSIVY—T 1 —RZEELET, T 74k
DREICRTICIE. no EAZFEALET .

VIV IR logging source-interface /NTERFACE-ID
no logging source-interface

INGA—F— INTERFACE-ID: syslog DiBfE%Z1TD VLAN 1 V5 —TJ 1 —R%Z#EEL
ESC I
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logging source-interface

FIAILE mU

ANV RE—F JO-/N)LEREE—R
FIAILRLARIL LA 12
FERLOAMRIAY | REBETIIAREZFERLFE A,

ERS
syslog U —/N\—&BEZETSMVY—Tz—AICVLAN 100 ZIEET D AEERLED,

# configure terminal
(confiqg) # logging source-interface v1anl00
(config) #

logging console

BrY AVY—=)bIR— OO DOEAZEZBNCLES. T IAINEREICET
[ClE. mo AV Y RZEFERHLET,
IVIYVIR logging console [severity { SEVER/TY-LEVEL | SEVERITY-NAMEY]

[discriminator NAME]
no logging console

INTGXR—%— severity : 119500 ZEKE (Severity) CIEEEL XTI,

SEVERITY-LEVEL : AT DEKXE%"Z 0~7 DLANILTEELE T, IEBEL
ELNIVERUD, KOEEEA BT ZHASNET

SEVERITY-NAME : QU DEREZEAELTEELEXT, EXELE

emergencies. alerts. critical. errors. warnings. notifications.
informational. debugging 1'% 0. ZNZNL /L& 0(emergencies)
~7 (debugging) [CXIGL £ T

discriminator VAME : @ J % discriminator Z8EL X9,

FTIAILE i3y
ANV RE—R J0—-/NVLEREE—R
FIAI LRIV LAXIL:12

FRALOHT RSAY | ROAYVRIZ. VYV —)LiIk— MO =H AT DIEEEERRICLET,

fERHA -
BRELNILA 3(errors) Kb EHVOT7E VY —)LiR— NZHAIT DA EERLET,

# configure terminal
(config) # logging console severity errors
(config) #
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logging discriminator

B V2T LAY %EERT 276D discriminator Z1ERE L F T,

VIV IR logging discriminator NVAME [facility {drops S7TR/NG | includes
STRING}] [severity {drops SEVER/TY-LIST | includes SEVER/TY-
L/ISTH
no logging discriminator VAV E

INGA—%— NAME : discriminator DZRIZEIBELF T,
facility | HEEX D TD I 1 LY ) VT ZITVWET,
STRING : tégE®%& 1 DU ERELEXT, HEER(T SYS. PORT. STP.
LAC. FDB. LLDP. ACL. QOS. PORTSEC. DHCP. DHCPV6.
STORM_CTRL. SSH. CLI. SNMP. ALARM . AAA. DEVICE.
RADIUS. DOT1X. POE. BPDU GUARD. MAC. CFG. FIRMWARE.
MEAR. MMRP. PD_Monitoring H'{EFTJEETY, EIHDHEER ZER
I2EE(F. BEEREBERZDOEICZEAZANT., OVNYTRYD XY,
includes : £HIC—HLAVWAJZHIRLET,
drops : &£HIC—HIT 2O ZHIRLFT,
severity : EXETD I ILF UV IZETVET,
SEVERITY-LIST: ERELNILDJ AR ZIEELERT,

FTIAI U

ANV ERE—F J0—/VULEEE—R

TIAILRLARIL LI 12

EREDOHT RST1Y

discriminator (&, Y RTLAOVZEXREEHEERTOVNI NN, HLL
EMAZFERLTCI LIV VI %ETSHDTAT 7L TS, FERL
7z discriminator (&, O—AIN\Y T 7=V Y —JLiIR—~DHA.
syslog U —/\—\DHENDRETEAIT D ENTEXT,

WRRDEERET. TNZNERIT DEHE. 723V ZEEDHET,
722 av(ClEincludes & drops 1'% D, includes DHFEFFREFICER
LEWYRTFAOVZFIBRLET, #IC drops DIHE(F. FEICERT D
VAT LAOTEFHIBRLETD,

ERA -

discriminator Z1E 3 2 A EZ=RLET, COBITIE. Tbuffer-filter; EWS AR TERSINI.
STPH#EETOEKRELANIL 1, 4. 5. 6 DY AT LAOTUANESIBRTZO7 71 IVAMER S NE

ER

1-4,6
(config) #

# configure terminal
(config) # logging discriminator buffer-filter facility includes STP severity includes
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command logging enable

=]:y) IRy RAOFVIEEZEMCLET, ANV ROF VY IHEEZEMICT
% EaF. no EXEFEABLET,

VIV IR command logging enable
no command logging enable

INGA—5— ZL

FTIAIE By

ANV EE—F J0O—-/VULEREE—R

T7AIWKLARIL LA 12

FEREDHAC RSy | ATy ROFVIHREE. EITESNITYY REEHRLED,
show logging Y RZFEAL TERRSNDIVY RXFAER . =&
K 255 XFTT,

fERA :
A Y ROF VI EBMICT D AEEZRLED,

# configure terminal
(config) # command logging enable

(config) #

show logging

=]:y) KBODYAT LAV ZRRLUET,

VIV IR show logging [all | [REF-SEQ) [+ NN | - NM]

INGA—5F— all : INTOOTZRFDA Yy EZ—INHBRRLET,
REF-SEQ: RAEHIRI DRI — TV ABSZEELET . + NN -
NN ZEBE UGS, BEDY —T VY ABESHORFDAOTETTRRLE
EP
+ NN SR -V AFSOOTDRICHKELICOTZERRLET . NN
CIRTTDAO7DHEERELET, SRIVT VI RZERLIEGE
F. REHFVWOJZRREULVLTRRLUET, T+ BEFE NNV IEEFOD
BICEANR=ZADBRETT,
- NN: 2R —TVABSOOJDRICREELCOTZRRLET, NN
[CIRTRITDOTDEEEELEXRT, SRIVT YV IRZERLIGE
F. REFLVWOJZERELTERRLEYS, - BEFE NWVEEFOD
BICEANR—ZADBETT,

v DI L

ANV RE—F FEOINY RE—R

FTIAILELARIL LAJL 1
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show logging

ERLDOACRSIY | O—AWN\Y T 7—D&OJE. Y-V AESCHEESFONET., O
INRIRENDE. 1 DHOHBRFDI—TVABSHNEIDHETONET,
=TV RESIE. 100000 (CETDE1TICEDKRT,

INTGA—F—ZH/ERTICAVY RZEXRT LGS, RHOXYyE—IH
5E]A 200 DTV bY—NMRRSNET,

=B :
O—AN\y 77 —ROOTZEXRRI DHEZRLET,

# show logging

Total number of buffered messages:6

#6 2016-03-03 14:49:36 INFO(6) "exit" executed by 15 from Console

#5 2016-03-03 14:49:35 INFO(6) "configure terminal" executed by 15 from Con
sole

#4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1
5)

#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)

#2 2016-03-03 14:49:27 INFO(6) "logout" executed by 15 from Console

#1 2016-03-03 14:49:22 INFO(6) "clear logging" executed by 15 from Console
#

BRELDY—TVRABSZRELCO—NIN\Y 7 7—AOAOTERRIT 2AEZRLET, D
BT, =TV REFS3DOOTHLRFDIY ) —FTERRLET,

# show logging 3

Total number of buffered messages:7

#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)

#4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1
5)

#5 2016-03-03 14:49:35 INFO(6) "configure terminal" executed by 15 from Con
sole

#6 2016-03-03 14:49:36 INFO(6) "exit" executed by 15 from Console

#7 2016-03-03 14:49:40 INFO(6) "show logging" executed by 15 from Console

#

O—AN\y 77 —ROOJTERRLTRRI DHEERLET, COFITIE =TV XES3D
OJCHE<3Et 2 BOOJIEINERRENET,

# show logging 3 + 2

Total number of buffered messages:8

#3 2016-03-03 14:49:27 INFO(6) Logout through Console (Username: 15)

#4 2016-03-03 14:49:29 INFO(6) Successful login through Console (Username: 1
5)

#
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clear logging

=]:y) KBDY AT LAOTZHIBRLET,
VIV IR clear logging

INGA—5— AN

T DI 17U

ANV EE—F KEXRITTE—F
T7AIWKLARIL LA 12

EREDOHT RST1Y

AIOAYY RTIE, EBOO—HIWN\Y T 77—, TSvVaXTEU—CRE
SNV RTFLAOTEEIBRLED,

A -

INRTDYRT LAATZHIRY 27 EZRLET,

# clear logging

#

Clear logging? (y/n)

[n] vy

show attack-logging

=]:y) Ty oOTERRULETD,

VIV IR show attack-logging unit UN/7-/D [index /NDEX]

INGA—5— UNIT-ID: 1=y b IDZBELET, AEETIIHEIC 1 TI,
INDEX : RINGDT7IYIATDAVTYVIRBESDI) AN ZEEELE
I, BELEBWEE, INRTOF7FY Yy IOTHRRENET,

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

FI7AIW KL LA T

ERLEDHT RS1Y

ARIAXYYV KT 7FvIAOT%ERRLET,

=B -

7YY OOIERRI DHEERLET,

Attack log messages

# show attack-logging unit 1

(total number:0)
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clear attack-logging

=]:y) 7EyvoOTZEIBRLED,

VIV IR clear attack-logging {unit UN/T7-/D | all}

INSGA—5— UNIT-ID: 1Zw ~ ID Z8EL XTI, AXETIEEICT TI,
all : 75w o0O0J%3NTHEELERT,

FIAI bk BL

ANV RE—R KHEXRTE—F

F7AIW KL LIV 12

ERLEDHI RST1Y

AROANYVRE. 7FyvIOTZINTHIRLET, KKRETEF. &55D
INTGAX—=F—%ERLTCERRIZIB LTI,

=B -

INRTO7YyIOTZHIBRT 2 HEZERLET,

#

# clear attack-logging all
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5.11 SNMP Y > |

SNMP (F, HEB®D MIB BHREZFEALC. EEZEBSLIUERIZIONIILTI ., EBED.
SNMP ¥ R—2 v —%ZER L TEED MIB BRICHFHAH. ESAHFDRIEETOIENTERT,

LBEDSNMPIT—I Y hF SNMPYR—I ¥ —N5 MIBEBNDT Ut XA ZHH T DHEETI .
SNMP T—2 Y 3. SNMP Y R—3I ¥ —DETTVERDIERZTV. HERICISUIRIEZFFI L
£I, #ERG. BIEERE T IV XEED 2 BETHEL. 7/ REHE (G SNMP a1 —ZRHW\WTE
ELET,

SNMP OVX Y FEZNICHIGT D/INTX—F—D—EBZUTDORICRLE T,

ONYVR

ANV RENNSA—5—

snmp-server

snmp-server

no snmp-server

snmp-server name

snmp-server name NAME

No snmp-server name

snmp-server location

snmp-server location TEXT

no snmp-server location

snmp-server contact

snmp-server contact TEXT

no snmp-server contact

snmp-server service-
port

snmp-server service-port PORT-NUMBER

no snmp-server service-port

snmp-server
response broadcast-
request

snmp-server response broadcast-request

no snmp-server response broadcast-request

snmp-server
enginelD local

snmp-server enginelD local ENGINEID-STRING

no snmp-server enginelD local

snmp-server view

snmp-server view VIEW-NAME OID-TREE {included | excluded}
no snmp-server view VIEW-NAME

snmp-server
community

snmp-server community [0 | 7] COMMUNITY-STRING [view VIEW-
NAME] [ro | rw] [access IP-ACL-NAME]

no snmp-server community [0 | 7] COMMUNITY-STRING

snmp-server group

snmp-server group [0 | 7] GROUP-NAME {v1 | v2c | v3 {auth |
noauth | priv}} [read READ-VIEW] [write WRITE-VIEW] [notify
NOTIFY-VIEW] [access IP-ACL-NAME]

no snmp-server group [0 | 7] GROUP-NAME {v1 | v2c | v3 {auth |
noauth | priv}}
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snmp-server user snmp-server user USER-NAME [0 | 7] GROUP-NAME {v1 | v2c | v3
[encrypted] [auth {md5 | sha} AUTH-PASSWORD [priv PRIV-
PASSWORD]]} [access IP-ACL-NAME]

no snmp-server user USER-NAME [0 | 7] GROUP-NAME {v1 | v2c |

v3}
show snmp-server show snmp-server
show snmp show snmp {community | host | view | group | enginelD}
show snmp user show snmp user [USER-NAME]

BANY FOFHEZENTICHRRBLEI,

snmp-server

B SNMP T—y Y MERZEMCLET ., BUICTDICIE. no EXZEE
FAULZEY,

VIV IR snmp-server
no snmp-server

INGA—F— AN

TI7AIbE i)

ANV ERE—F J0—/VULEEE—R

TIAILRLARIL LA 12

FEREDHCRSIY | ROV RIE, HEBEOSNMPI—I Y MEBEEBMICLETS . BHDH
B. SNMP YR —Yv—N D7 IR EFFHFTENERA., £/, SNMP
Sy TZEELFEE A

A
SNMP T—Y v hZEBNICTDHEERLEXT,

# configure terminal
(confiqg) # snmp-server
(config) #

snmp-server name

B VAT LABERELET, TIAINBCRTICE,. no ERZFEALF
EP
VIV IR snmp-server name NVAME

no snmp-server name

INGX—5— NAME : Y A7 LhEDXFINERK 64 XFTEELXRT . MARAICIE
XF. BF. BXONATY EREREMS) ZERATEXD,

FIAIE Switch
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snmp-server name

EE—R

Ka

AYY RE-R 70—\
T4 LA LAV 112

FEREDHIRSAY | RAOAVYRTIE. YRTLARZERELET, CDFREIE. SNMPv2-MIB
TEHEINTz sysName(1.3.6.1.2.1.1.5).0 DIBWICHH L £,

fERHA :
AT LB% "SiteA-switchy [CERET D AEERLET,

# configure terminal
(config) # snmp-server name SiteA-switch
(confiqg) #

snmp-server location

B JRATLAOT—YaVERZERELXRT ., REZHIFRT DICIE. no X
ZERALEXRT,

VIV IR snmp-server location 7£X7T
no snmp-server location

INGAR—5— location 7EX7T: VX T AAT—2 3 VIERZRAK 255 XFDXFITHE
EULET, AR—IRAEEHTEETT,

vk mU

ANV RE—FR JO-/NLEREE—R

TIAILRLARIL LA 12

FERLEOAIRSAY | ROAXVRE, EEDYRTAAT—Y 3 VERZERELET ., CORE
(. SNMPv2-MIB TE&E N/ sysLocation(1.3.6.1.2.1.1.6).0 DIEHR
([CEHELFRT,

fERHA -
EBOYRTLAOT—Y3ViEHR%E THQ 15F) ICHRETDAEERLET,

# configure terminal
(config) # snmp-server location HQ 15F
(config) #

snmp-server contact

B VAT LAEBEDEREBRERELXR T, REZHIFRT DICIFE. no O
NV h&EERLEXI,
VIV IR snmp-server contact 7£X7T

no snmp-server contact

INTA—F— contact 7FXT7T: VAT LAEBEDERLBRZERAN 255 XFOXFIT
ELET, AR—XEFEHEARETT,
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snmp-server contact

FIAIE A
ANV RE—R J0O—-/NLEREE—R
FIAI LRIV LA :12

FERAEDHARSAY | KOXYVRE EEOIY R T AEBEOEKLERZRELET ., CDX
ElE. SNMPv2-MIB TEZ I N/ sysContact(1.3.6.1.2.1.1.4).0 DiER
[CEELEXT,

ERS
KBDY AT LABEBEDEREIERZ "MIS Department |1y [CHRETDHAEZERLET,

# configure terminal
(confiqg) # snmp-server contact MIS Department IT
(config) #

snmp-server service-port

B SNMP D UDPR—hESZRELET. T 7 AN NMEICETICIE. no
REFEALERT,

VIV IR snmp-server service-port PORT-NUMBER
no snmp-server service-port

INGA—5— PORT-NUMBER : UDP IR— hESZIEELE T,

v DI 161

ANV EE—F JO-NIVEEE—R

FIAILELARIL LAV 12

FERAEDHARSAY | KOYY RIE, EEBOD SNMP OF5%(F UDP R— hESZERELE T,

fERHA :
SNMP OfF5%(F UDP /R— h&ES % 50000 [CRET DA EERLET,

# configure terminal
(config) # snmp-server service-port 50000
(config) #

snmp-server response broadcast-request

B 70— RFvY XS SNMPERANDREZBEMCLET, B\BHMICTDITIE.
no X Z=EAL XTI,

VIV IR snmp-server response broadcast-request
no snmp-server response broadcast-request

INSGA—5— mL

Pk I 23V

ANV ERE—F J0—/VULEEE—R
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snmp-server response broadcast-request

T ALV LAV 12

FERLEDHAT RSAY | AEEZBMCIT DL, TO—RF v X b SNMPEKICN T DIHEZFFAI
LET. RYNIT—IUBFBY I I T7D—HTIE, Ry hT—IKE%Z
BRI D7cHICTO—RF v A SNMP ERZITS52ENHDET,

ERS
70— RF v X~ SNMP GetRequest /W7y MW T 2 —/\—DIGEZEMICT DA EZRLE
CR

# configure terminal
(confiqg) # snmp-server response broadcast-request
(config) #

snmp-server enginelD local

BEY SNMPIVIVIDZEBELERT . TI7AIMIRTICIE no R EMEFR
LET,

VIV IR snmp-server enginelD local ENG/NE/ID-STRING
no snmp-server enginelD local

INGA—5F— ENGINEID-STRING : SNMP TV ID Z&K 24 XF (16 #XR)
THEELET,

FIAILE "8000011603"+%E& MAC 77 KL X (12 XX=F) +"00"D 24 X=F

ANV ERE-F J0-/ULREE—R

FIAILELARIL LA 12

FEREDHTIRSAY | SNMPIYIVIDIE T/\1 RZEHNT2—RDOHANFTI, 24 XF &
DN 16 ERZIEET D&, 24 XFICHDETHREN 0 THEHOHNE
ER

=B -
SNMP T3> |ID %& 332200000000000000000000 [CE&ET DA EZERLET,

# configure terminal
(confiqg) # snmp-server engineID local 3322
(config) #
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snmp-server view

BiY

SNMP B2 —ZRELFXT. SNMP £ 1 —ZHIERT B(C(E. ne X Z=(E
RULEXY,

VIV IR snmp-server view V//EW-NAME O/D-TREE {included | excluded}
no snmp-server view //EW-NAME
INGA—5— VIEW-NAME : SNMP £ 1 —&%&3EELET,
OID-TREE: 7 UL RtERZEDHZD OID YU—DATI =¥ hHiRlF%=
EBELET, OID XX (BFZEUA RTRYI>XFH) ZFEALE
ED
included : WROYTVYU—-D OID D7 I RZHFAILET,
excluded : SRDOY TV —D OID ANDF V2 A%=FHFLEE A,
FTIAIE VIEW-NAME OID-TREE Ea—4517
Restricted 1.3.6.1.2.1.1 Included
Restricted 1.3.6.1.2.1.11 Included
Restricted 1.3.6.1.6.3.10.2.1 Included
Restricted 1.3.6.1.6.3.11.2.1 Included
Restricted 1.3.6.1.6.3.15.1.1 Included
CommunityView 1 Included
CommunityView 1.3.6.1.6.3 Excluded
CommunityView 1.3.6.1.6.3.1 Included
ANV EE—F J0—-/ULEREE—R
FTIAILELARIL LAV 12

EREDOHT RST1Y

ARIAVY RIE SNMP Ea—ZiR&ELFT, BFLI SNMP Ea—I(3,
SNMP OX 2 =5 1 — I I — T TRIFERERE I DMRICERALET,

A :

SNMP E a1 —%iRET DA EERLET ., COHITIEZ. TinterfacesMibView; &L\5 SNMP
Ea—[CDWT. 1361212 UTOOIDADT7 It RA%EHATBDIY N %R LET,

(config) #

# configure terminal
(confiqg) # snmp-server view interfacesMibView 1.3.6.1.2.1.2 included
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snmp-server community

BiY

SNMP J=Xa2Z5 4 —ZRELX I, HIFRTDIC(E. no HZEERLE
ER

VIV IR

snmp-server community [0 | 71 COMMUN/ITY-STRING [view V/EW-
NAME] [ro | rw] [access /P-ACL-NAME]

no snmp-server community [0 | 71 COVMMUNITY-STRING

INGA—=5—

0:SNMPIX 251 —ZFXTANTBHBEICEHELET,
7:SNMP 121=F « — %S
DINSA—5 %
Hanxd,

KX TANTBERICIEBELET, C
ELAEWES., SNMP X257 1 —(FFEXELTH

COMMUNITY-STRING
TA—%ZAALKT,

ExFflEBsEEIN/Z SNMP =2 =

view V/EW-NAME : 5Z SNTCBRIEHERICNHTD MIBA TSz hD 7
I ABEETRI SNMPE 1 —BZIEELRT, ABLILBE. T4/
R TEEENTWVWSD TCommunityView, Ea—AEAINEXT,

ro | BIFEREFHAAAEIFICT DIZEICEELER I,

rw ! BIFEREZSTHIAH. ESAATEICTDHBRICEELET,

access /P-ACL-NAME : 187
HIPR o BiZ%E
nNd1—4—onIP 7

L7c SNMP =2 =574 —TCO7I1R%
IP ACL Z#8ELE T, ACL TlE. EET7 RLATEFAS
FLREZFLET,

FTIAILE

dA=a=5—1— Eai—% TR

private CommunityView Read/Write

public CommunityView Read Only

ANV ERE—-F

JO-NIVEREE—R

T ALV

LA 12

ERLEDHI RST1Y

ARIANY R(E. SNMPv1 X7zld SNMPv2c D7 7t A TEAT D SNMP
X274 —ZERLET, SNMP D257« —ZZ8kI D&, BE
#9IZ SNMPv1 & SNMPv2c @ SNMP Z)L—ThMERENE T,

=B -

SNMP OIXa2Z5 1 —ZEHI A EFERLET. COBITIE. HHESERIENTIEE

. BIEFEHD

SNMP £ 2 — TinterfacesMibView, T7 27t X864 OID ZEH7= SNMP A2 =51 —
fcomaccessy Z1EBLTCWET,

(config) #

# configure terminal
(confiqg) # snmp-server community comaccess view interfacesMibView rw
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snmp-server group

B SNMP )L —TZHRELE T, REZHIBRT DICF. no ERXZFERALETD,
VIV IR snmp-server group [0 | 71 GROUP-NAME {v1 | v2c | v3 {auth | noauth |
priv}} [read READ-V/EW] [write WR/TE-VIEW] [notify NOT/FY-VIEW
[access /P-ACL-NAME]
no snmp-server group [0 | 71 GROUP-NAME {v1 | v2c | v3 {auth | noauth |
priv}}
INTGX—=5— 0: SNMP I )—THZEEXTANT 2HRICEELEXT,
7 : SNMP I —TaZRBS{EERATAANTDHBECEHEELEFT, CD/INTX—
Y —ZI/ELBEWVEGEE. SNMP J)L—T&EFEXE L TAIEBENET,
GROUP-NAME : EXFTIFBES SN/ SNMP J)L—T&2ZAALET,
vl: SNMPV1 O —TZ8BELET,
v2c : SNMPV2c DY) —TZEBELET,
v3 : SNMPv3 DU —TZEBELET,
auth : /\b—‘/ F%ulquEL/ H ’flﬁb@b\% [k-? E.Ebgi_g_o
noauth : /WUy hERIE T, BHELELLBEWERICEELET,
pr“’ /\7‘/ |\7EI:IIL:DJ—.EL/ %'ﬂ:géi’% (k—j: Ebigo
read READ-VIEW : 5id+ AT RIEDT Ut RAEHEZRET D SNMP £ 1—%35
ELET,
write WRITE-VIEW : EEAMMEED T VL AGHZHREIT D SNMP Ea1—%
BEELXI,
notify NOT/FY-VIEW: SNMP k5w JTlBHT D MIB ATz b=
RS SNMPE1—%ZEELET,
access /P-ACL-NAME : 1——D7 U A%ZHIRT D1 IP ACL ZIEEL X
9, ACL Tld. XETLT7 RLATHAENDZI—HP—-D IP 7 RLAZEHELE
9,
FT7AIK Security _ o o
Group | Ver. Read View Write View Notify View
Level
initial v3 noauth restricted L restricted
public | v1/v2c | 7&ZL CommunityView | 7ZL CommunityView
private | v1/v2c | &L CommunityView | CommunityView | CommunityView
ARV RE—R | Z7O0-/NILEEE—R
FIAIWKLAR | LA 12
W
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snmp-server group

ERAEDHA R | SNMP J)L—T (3, 8 GIrdH. EERH. LU SNMP Sy FITLD
ke BH) DERE. BBECKNTDMIBATI I DT I AEHEEEHI-TO
T77A4ILTTs SNMP I—H—P SNMP JX 2 =7 1 —(FL\WINHD SNMP &
IW—TICEDEToN, - —([C5ZX5NDZHERIE SNMP JIL—TDHREANA
[CHFLEXET . SNMPv3 TlE. SNMP I —H—-DtEFa2UT 1 —LAN)IEF
SNMP ZI)L—TDEEICRNE T,

SNMPV1/v2c DiFE. BEIFE SNMP JIL—TZ2HITDHEEHD EH A

fEAG -

SNMP ) —T%=1EKS DA E=RLET, CCTlE. EIFEHAD SNMP E 21—
linterfacesMibView, TEZRSN/= MIB AT I 10 MMADFHAHAMEEDHADEFRI SN

SNMPv3 1—H—®D SNMP Z)JL—7F Tguestgroups ZE&HL CWEXT, EF¥aUT 1 —LANILIE

auth T9,

# configure terminal

(confiqg) # snmp-server view interfacesMibView 1.3.6.1.2.1.2 included
(config) # snmp-server group guestgroup v3 auth read interfacesMibView
(confiqg) #

snmp-server user

B SNMPv3 QI —H—Z{ERLE T, HIBRT DIC(E. no RAEFEALE
ERS
VIV IR snmp-server user USER-NAME[O | 71 GROUP-NAME {v1 | v2c | v3

[encrypted] [auth {md5 | sha} AUTH-PASSWORD [priv PR/V-
PASSWORDI1) [access IP-ACL-NAME]

no snmp-server user USER-NAME [0 | 71 GROUP-NAME {v1 | v2c |
v3}

INGA—=5— USER-NAME : SNMPV3 1—H—&Z%Z &K 32 XFTEELXI,
0 : SNMP UL —TEZEFXTANT DHRICIEELF T,

7 : SNMP I —TE2ZBSIERATANTBHBECEELXRT . D/
TR—=F—ZR/ELEWNEE. SNMP J)L—T&FFEXE L TRBENE
ER

GROUP-NAME : EXFIc[FBES{bENsc SNMP J)L—T2ZAHNLF
ED

v3 ! SNMPv3 1—H—ZfEB L& T,

encrypted : /N X T — K (AUTH-PASSWORD & & U PRIV-
PASSWORD) %ZBEStERXATANTDHEICEELEFET., AR LICE
B, FXE L TEENET,
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snmp-server user

auth : FREELANILZIBELE T,
md5 : HMAC-MD5-96 Fit= R I 2&EaICEELX T,
sha : HMAC-SHA-96 nlbﬂE&{ﬁﬁHjéiﬁA‘L—? L/ig_o

AUTH-PASSWORD : XXz FBESLSN/FTIL/NRT—RZEABD LR
9, FXDIHBE. MD5 TlF 8~16 XF. SHA TlF 8~20 XFTI, &
SEERDZE. MD5 TlE 16 A7 vk SHA TlE 20 A0 57y kD
16 EEFXTI,

priv PRIV-PASSWORD : BIEDIEELICERAT S {L/\XA T — R%&ig
FULEXT, FXDHER. 8~16 XFTHEELEXT, BELEADES. 16
AOFTv D16 EEFX T,

access /P-ACL-NAME (ZRETIEE)  1—Y—(CEEER (T DIEXD IP 7
v RAUR K~ (ACL) ZELZTT,

FI7AIE J1—H%—4 :initial
JIV—"T4% :initial

ARV RE—R JO0—/VLEBREE—R

FIAIEKLRIL LANXIL:12

FERAEDHA RSy | AOTY RTIE. SNMPV3 O1—H—ZERLEI, SNMPv1/v2c D5
&, SNMP J=X21=5 1 — (snmp-server community) CHXEL T/
=LY,

ERS
SNMPv3 Z)L—7 public D2 —4— Tuserl); ZEERT D AEZEZRLET,

# configure terminal
(confiqg) # snmp-server user userl public v3 auth md5 authpassword priv privpassword
(config) #

show snmp-server

B SNMP I—Y vV hDEREERRLET,

VIV IR show snmp-server

INSGA—5— A

FTIAIE L

OYY RE—R FEOIOVY RE—R

T7AIWKLARIL LA 1

FERHEOHIRSAY | ATV RIE SNMP I—Y Y bMEEED I O—/LREERRLET,

152/481



5RATAERE|511SNMP OV Y R

=R :
SNMPI—Y YV hDEREERRNIDAEERLET,

# show snmp-server
SNMP Server : Enabled
Name : SiteA-Switch
Location : HQ 15F
Contact : MIS Department II
SNMP UDP Port : 50000
SNMP Response Broadcast Request : Enabled
#
show snmp
B SNMP &REZFRTLEXT,
VIV IR show snmp {community | view | group | enginelD}
INGA—5— community : SNMP X2 =5 7 —BRZEXRRLE I,

view : SNMP £ 2 —1ER%=FXRRLET,
group : SNMP J)L—TERERRLET,

enginelD : SNMP TV YV ID fBHREXRRLED,

FIAIE A
OAYY RE—R FEDIAVY RE—R
FIAI LRIV LA

FEREDHAC RSAY | ROV Y RTIE. SNMP DR EBEHRERRLET,

fERHA -
SNMP X aZ75 1 —1BHR=RRIDAHEEZRLET,

# show snmp community

Community : public
Access : read-only
View : CommunityView

Community : private
Access : read-write

View : CommunityView

Total Entries: 2

#
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SNMP V)L —T&EERRI DA EERLET,

# show snmp group

GroupName: public
SecurityModel: vl
ReadView : CommunityView
NotifyView : CommunityView
IP access control list:

GroupName: public
SecurityModel: v2c
ReadView : CommunityView
NotifyView : CommunityView
IP access control list:

GroupName: initial

SecurityModel: v3/noauth
ReadView : restricted
NotifyView : restricted
IP access control list:

GroupName: private
SecurityModel: vl
ReadView : CommunityView
NotifyView : CommunityView
IP access control list:

GroupName: private
SecurityModel: v2c
ReadView : CommunityView
NotifyView : CommunityView
IP access control list:

Total Entries: 5

WriteView

WriteView

WriteView

WriteView

WriteView

: CommunityView

: CommunityView

SNMP 21 —REZRRI DHEERLET,

# show snmp view

restricted(included) 1.3.6.1.2.1.1
restricted(included) 1.3.6.1.2.1.11
restricted (included) 1.3.6.1.6.3.10.2.1
restricted(included) 1.3.6.1.6.3.11.2.1
restricted(included) 1.3.6.1.6.3.15.1.1

CommunityView (included) 1
CommunityView (excluded) 1.3.6.1.6.3
CommunityView (included) 1.3.6.1.6.3.1

Total Entries: 8

#

SNMP TV YV ID ZRRI DA EERLET,

# show snmp enginelID

Local SNMP engineID: 8000011603004066af££04800
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show snmp user

BiY SNMP 1 —H'—(CRAT 2 IBmRERRL XTI,

VIV IR show snmp user [ USER-NAME]

INGA—5— USER-NAME : BEDI——ZRRI DEHRICEELE T,

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

FI7AIW KL LA T

FERLEOAM RS1Y | AOY Y RTIE. SNMP 21— —DERERRLUET, 1—H—%EEL
BWEE, BERENTVDINRTODI—T-—NARREINED,

=B
SNMP 2 —H'—%ZXRRI DI EZRLET,

# show snmp user userl

User Name: userl
Security Model: 3
Group Name: public
Authentication Protocol: MD5
Privacy Protocol: DES
Engine ID: 8000011603004066aff04800
IP access control list:

Total Entries: 1
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5.12SNMP k5w 7YYV R

SNMP ~ 5w (3, BTHONDAARY M ZERA LIIHEIC SNMP ZERA L TGRS 21HETI,
SNMP ~Zvw JZFERTDICIE. SNMP T—I Y MEREEBMCTDRENHD XTI,

SNMP b2y 7OV Y REZNICHINT B/INTA—F —D—BZUTORICRLETD,

ANV R ARV RENSA -5 —

snmp-server enable | snmp-server enable traps [cpu-protect | environment [fan]

traps [temperature] | lldp [med] | loop-detection | rmon [rising-alarm |
falling-alarm] | snmp [authentication | linkup | linkdown |
coldstart | warmstart] | stp [new-root] [topology-chg] | stp-bpdu-
guard | poe]

no snmp-server enable traps [cpu-protect | environment
[temperature] | lldp [med] | loop-detection | rmon [rising-alarm |
falling-alarm] | snmp [authentication | linkup | linkdown |
coldstart | warmstart] | stp [new-root] [topology-chg] | stp-bpdu-
guard | poe]

snmp-server host snmp-server host {IP-ADDRESS | IPV6-ADDRESS} [version {1 | 2c |
3 {auth | noauth | priv}}] [0 | 7] COMMUNITY-STRING [port
PORT-NUMBER]

no snmp-server host {IP-ADDRESS | IPV6-ADDRESS}

snmp trap link-status | snmp trap link-status

no snmp trap link-status

snmp-server trap- snmp-server trap-sending disable

sending disable no snmp-server trap-sending disable

snmp-server source- | snmp-server source-interface traps INTERFACE-ID

interface traps no snmp-server source-interface traps
show snmp-server show snmp-server traps

traps

show snmp host show snmp host

show snmp trap link- | show snmp trap link-status [interface INTERFACE-ID [,|-]]
status

show snmp-server show snmp-server trap-sending [interface INTERFACE-ID [,[-]]
trap-sending

FINY FOFMBZEXUTICHBALET,
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snmp-server enable traps

BiY

SNMP hZ v TREZBMCLET, EMICTDICE. no ERXEFERAL
£,

VIV IR

snmp-server enable traps [cpu-protect | environment [fan]
[temperature] | lidp [med] | loop-detection | rmon [rising-alarm |
falling-alarm] | snmp [authentication | linkup | linkdown | coldstart
| warmstart] | stp [new-root] [topology-chg] | stp-bpdu-guard |
poe]

no snmp-server enable traps [cpu-protect | environment [fan |
temperature] | lidp [med] | loop-detection | rmon [rising-alarm |
falling-alarm] | snmp [authentication | linkup | linkdown | coldstart
| warmstart] | stp [new-root] [topology-chg] | stp-bpdu-guard |
poe]

INGX—5—

cpu-protect : CPU {REMKEICE T DEMZREL XTI,

environment [fan] [temperature] ;| ZEEDRIFIRE(CFH T 2B Z KT
LEJ, fan ZHEEIT D&, 77 VEEDEHNERELFRI,
temperature ZI5E 3 5L, BEEFOBMNZRELETI., WINEBIEE
LBEWGE, IRTDIARY MU THREEITVWET,

lidp [med] : LLDP [CRAT2BAZHRELETT, med ZIEET D&,
LLDP-MED [CR9 2 BAZHZREL XTI,

loop-detection : )L — 1R AICRI T 2B ZRELF T,

rmon [rising-alarm | falling-alarm] : RMON XY ~CE Y d@H%Z
HELXT, rising-alarm ZIEET D&, ERANRNY FOBMZHREL X
9, falling-alarm ZEEITDHE. THRANY FOBHZRELFT, &
556EELEVEGES. MADIARY MU THRELERT,

snmp : 1Z# SNMP hZ v 7OBEM%ERELFI, authentication,

linkup. linkdown. coldstart, warmstart D\ NHDA T3V %
BIRUCBE., ZYEITDINRNY NDOBHNZRELETT, ATV aVZEEE
LEWEE., INTDIARY MIH L TREZTVETD,

authentication : SNMP FEERB DB ZRE LRI,
linkup : V> 07y TOBMEHRELED,

linkdown : U > U5 TV DBEMEFRELET,
coldstart : J— )L R XY — hDBHMZRELX T,
warmstart | U4 —LARXY— hOBHMERELXI,

stp [new-root | topology-chg] : STP [CRET 2B ZREL XTI - new-
root ZiIEEI D&, IL—FTUVIRBEDENZHRELEYT, topology-
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snmp-server enable traps

chg ZIEET D&, MROYV-ZEEOBAZHRELET. E55BEEL
BONEE. WADANRY MIH U TREZITVWED,

stp-bpdu-guard : BPDU /1— ROBHZHRELET,
poe : POE DBHMZEREL XTI,

FTIAILE i3y
ANV RE—R J0—/NLEREE—R
FIAI LRIV LAXIL:12

FERLEDHAARSIY | NSA-F—ZEBELBWNGE, JO—/ULEEZRELTT,

stp-bpdu-guard > 7> 3 V(£ Ver.2.02.00 YETHR— ML TWETD,

=B :
SNMP b5y DX EMREEZBMCT 2 EERLET,

# configure terminal
(confiqg) # snmp-server enable traps
(config) #

SNMP SREER T v TERETDREICT D HEZRLET,

# configure terminal
(confiqg) # snmp-server enable traps snmp authentication
(config) #

HKBEDREVCPI7VDEED SNMP bS5y TBMZBMICT 2AEERLET,

config) # snmp-server enable traps environment

# configure terminal
(
(config) #

RMON TB7 S —A& ERT7 S —ADEAICKH LT SNMP Sy JOBMEZBMCT A EZRL
£,

# configure terminal
(confiqg) # snmp-server enable traps rmon
(config) #

STPICEAS 2 SNMP Sy JOBMEBMCITDAEERLET,

# configure terminal
(confiqg) # snmp-server enable traps stp
(config) #

LLDP MED b3 v 7ZBMICT DA EZRLET,

# configure terminal
(confiqg) # snmp-server enable traps 1lldp med
(config) #
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CPU fEFEERIRIEED SNMP b Sy TBAZBMC T D AEZERLET,

# configure terminal
(config) # snmp-server enable traps cpu-protect
(config) #

PoE @ SNMP b3 v TBMEBMC T2 A EERLET,

# configure terminal
(config) # snmp-server enable traps poe
(config) #

snmp-server host

BiY SNMP b5y TDREHRERELTT, BRI 2213 no ERZEFEAL
ENCERS

VIV IR snmp-server host {/P-ADDRESS | IPV6-ADDRESS} [version {1 2c |
3 {auth | noauth | priv}}] [0 | 71 COMMUNITY-STRING [port PORT-
NUMBER]

no snmp-server host {/P-ADDRESS| /1PV6-ADDRESS}

INTGX—=5— IP-ADDRESS : SNMP 5w TDEE%.D IPv4 7 RL AZHEELEX T,

IPV6-ADDRESS : SNMP b 5w TDEEHD IPv6 7 RLAZIEEL X
ER

version : SNMP k5w TO SNMP /\N\—Y a3V EIEELET, /\—I3
VEEELEWSEE. SNMPv] ZFERLET,

1: SNMPV1 ZERL XIS

2c : SNMPv2c ZfERALE T,

3 : SNMPv3 ZERLET,

auth : /{7 bZFEEL. BSELLEWESCEELET,
noauth : /\7 v hEFFIE T BSLELBWGSICEELERI,
priv: /{7y hESBELL. B LT DHEEICEELET,
0:SNMPOXa2Z5 1 —Z¥FXTANTBHBRICIEELET,

7:SNMP JX 2 =54 —ZBES{tRATANTBHEICHEELET, C
DINSA =5 —ZZ UIcHBE. SNMP JX 2127 « —I3FX & L TAUE
SNXI,

COMMUNITY-STRING : ¥ X XcFBES{LsNns SNMP 121 =
T4 —ZANULET. SNMPv3 DiFE, SNMP 1—H - LU TEELE
ER

PORT-NUMBER : UDP IR— h &S % 1~65535 DEFETEEL X,

FI7AIE ZL
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snmp-server host

ANV ERE-F JO-NILEREE—F

T LRIV LI 12

EREDHA RSy | KOYY RTIE SNMP b3y TOREHXERELEF T,

EBEITSD SNMP JXa2=F«—[CLT. SNMP X\—=2 3V ([CIHUT
SNMP J0Xa2=5«4—%2W& SNMP 1—5—ZH 5N UOHEFRT Ddh
ENHDERI, SNMP hTv TZEXETSD MIB AT 0 bDOEE(L,
SNMP 125« —3%25WE SNMP J)L—TICHHD< SNMP E2—T
EHOBLNET,

fERA -
SNMP S TORELEEXRETDAEERLET, COBTIE. SNMPV1 O Sy THEZTFEHD
SNMP O a2=5«— Tcomaccess; &fEHL T 163.10.50.126 [CEELX T,

# configure terminal
(config) # snmp-server host 163.10.50.126 version 1 comaccess
(config) #

snmp trap link-status

B Dy or7y T, VYO IVRERDSNMP k2 v TOBHMZYIER— K
BUTHRELET, REEEMCITBICIEno X EFERALET,

VIV IR snmp trap link-status
no snmp trap link-status

INGA—F— AN

FIAI bk B3

ONYYRE—R 15 —7x—XFEE— R(port, range)

FIAILRLARIL LAV 112

FERLEDOAAIRSAY | UVIT7 YT UV IFTITUEERDSNMP b3y TRITZYER— &8
I CHRELET, BHDHE. ZYIDR—LTUYITYv I UVos
DYHEELTE. SNMP bS5y FICKDBEAIFITHONEE Ao

=B :
R—k1/0/1 TOUYO7 Y TEFo207% SNMP bS5y TTBRAULEWRECT 2AEZRLET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # no snmp trap link-status
(config-if-port) #
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snmp-server trap-sending disable

B YIER— RBEAITSNMP b2y TOREEZTHEVWEREICLET, REZ
FEBR I DT, no EHXZFERLET,

VIV IR snmp-server trap-sending disable
no snmp-server trap-sending disable

INGA—5— AN

FTIAIE |\ (TRTDR—KTSNMP hZ vy FZX(ET D)

ANV ERE—-F 15 —7 1 —XREE— R (port, range)

T7AIWKLARIL LA 12

FERAEDHARSAY | KOXYY RTSNMP h 5w TOERENEMICHRESNYER— DS
SNMP bS5 7D/I\Ty RHARITENEE A,

fERHA -
AVI—T T —RR—bE1/0/8 h DB LS Y TOXREEENCTDHFEERLET,

# configure terminal

(config) # interface port 1/0/8

(config-if-port) # snmp-server trap-sending disable
(config-if-port) #

snmp-server source-interface traps

=]:y) SNMP by TDREZEAN VI —T 1 —AZEBELEFT. T I AN NDEE
EICRTICIE. no EXZFEALET,

VIV IR snmp-server source-interface traps /N7TERFACE-/D
no snmp-server source-interface traps

INSGA—5— INTERFACE-ID: SNMP b5y J&ZF*ETD VLAN A V5 —T 11— A%
BEELXI,

T DI BL

ANV RE—F JO0-/NVEREE—R

T7AIWKLARIL LA 12

EREDHT RSIY | AERETE. AREZEALZE Ao

=B
SNMP b5 w FDXEAN V5 -T2 —RELTVLAN 100 Z3EET D AEZRLET,

# configure terminal
(config) # snmp-server source-interface traps v1anl00
(config) #
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show snmp-server traps

=]:y) SNMP hS v JOREZERRLET,

VIV IR show snmp-server traps

INGA—5— AN

T DI 17U

ANV RE—F FEOINY RE—R

FTIAILELARIL LA 1

FEREDHI RSy | ROTYY RIE. SNMP cZ v JOEREERRLUET,

A :
SNMP S v JBEBOREERRIT DA EERLETD,

# show snmp-server traps

Global Trap State : Disabled
Individual Trap State:

Authentication : Disabled
Linkup : Disabled
Linkdown : Disabled
Coldstart : Disabled
Warmstart : Disabled

show snmp host

B SNMP bS5 v TR EFXDHREERRLET,

VIV IR show snmp host

INGA—5F— AN

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

F7AIW KL LA T

FERLOAMRSAY | RONYY RTIE. EERKLUIZSNMP b3 TOREFLEDEREZRRLED,

=B :
SNMP T—3 1Y hDRA MREZRTRY 2HFEZRLET,

# show snmp host

Host IP Address : 10.20.30.40

SNMP Version HEAVAR
Community Name : public
UDP Port : 50001

Total Entries: 1
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show snmp trap link-status

=]:y) UYOIRXT—FAD SNMP S TEEREZRRLUET,

VYT RX show snmp trap link-status [interface /N7TERFACE-/IDL|-11

INGA—5— interface /NTERFACE-ID: RINS DRNRDIN— AV 5 —T 1 —R%iE
ELXT,

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

FI7AIW KL LA T

ERLEDHI RST1Y

AIVYRE WER-MBEUTEELL, VY IRT—FIREETD
SNMP ~Z v TBAIDHREZRRLEXT . WER— hZIEELEWNGE,
INTDOR— hDRENRRSNE T,

=B -

R—b1/0/1 55 1/0/9 DIV I RT—FRAEED SNMP ~ v TBAMFREEZRRI DA EZRL

£,

Port1/0/1
Portl1/0/2
Port1/0/3
Portl1/0/4
Port1/0/5
Portl/0/6
Portl1/0/7
Port1/0/8
Port1/0/9

# show snmp trap link-status interface port 1/0/1-1/0/9

Trap state
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

show snmp-server trap-sending

By YIIER— REAITO SNMP b Sy THEREREEZRRLET,

VIV IR show snmp-server trap-sending [interface /NTERFACE-/IDL|-11

INGA—5F— interface /NTERFACE-ID: RIRI DNRDIN— b1y —T 1 — %45
ELEY,

FIAI bk BL

ANV RE—F FEEOINYYERE—F

FIAILELARIL LAV 1
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show snmp-server trap-sending

FEREDHA RSy | KOYY RTIE YEBR— MR TEELZSNMP bS5y T0/0y ik
EREZRRLET. WER—FZRELBWNGE. INTOR— DK

EZRRUET,

ERGI -

R—K1/0/1 H5 1/0/9 D SNMP bS5 FREREERRS DA EERLET,
# show snmp-server trap-sending interface port 1/0/1-1/0/9
Port Trap Sending
Portl/0/1 Enabled
Port1/0/2 Enabled
Portl1/0/3 Enabled
Portl1/0/4 Disabled
Portl1/0/5 Enabled
Portl1/0/6 Disabled
Portl1/0/7 Enabled
Port1/0/8 Enabled
Port1/0/9 Enabled
#
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513 RMON VYV R

RMON OX Y FEZNICHIGT D/INFX—F—D—EBZUTDORICRLET,

vV R

ARV RENRTKX—5—

rmon collection stats

rmon collection stats INDEX [owner NAME]

no rmon collection stats INDEX

rmon collection

rmon collection history INDEX [owner NAME] [buckets NUM]

history [interval SECONDS]
no rmon collection history INDEX

rmon alarm rmon alarm INDEX VARIABLE INTERVAL {delta | absolute} rising-
threshold VALUE [RISING-EVENT-NUMBER] falling-threshold
VALUE [FALLING-EVENT-NUMBER] [owner STRING]
no rmon alarm INDEX

rmon event rmon event INDEX [log] [trap COMMUNITY] [owner NAME]

[description TEXT]

no rmon event INDEX

show rmon statistics

show rmon statistics

show rmon history

show rmon history

show rmon alarm

show rmon alarm

show rmon events

show rmon events

BANY FOFHEZENTICHRRBLEI,

rmon collection stats

=]:y) RMON #EtEHRINEZBRMICLE T, B|MCTDIC(E. no X ZFERAL
ESCI

VIO R rmon collection stats /NVDEX [owner NAME]
no rmon collection stats /VDEX

INSGA—5— INDEX: RMON fREHE®RT > T v A% 1~65535 DEHETIEEL X
EP
owner VAME : A —F — 1Rz 127 XFURNTEELXT,

v DI BL

ONYY RE—R AV —T 1 —RAFREE— R (port)

FI7AIW KL LAV 112

ERLEDHI RST1Y

ARONY RTIE,. PER— T RMON fEHERINEDREZITLET,
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A
YIR— b 1/0/2 T RMON fREHERINEZBRICT 2 EZERLET,

# configure terminal

(config) # interface port 1/0/2

(config-if-port) # rmon collection stats 65 owner guest
(config-if-port) #

rmon collection history

BH RMON EEBEHOESZEMCLET, BEHICTBICIE. no XX Z=ER
LEXT,
VYOI R rmon collection history /VDEX [owner NANE] [buckets NUM]

[interval SECONDS]
no rmon collection history /NDEX

INGA—5— INDEX : RMON BEEEHRD1 VT v o X% 1~65535 D&EHETEEL X
ED

owner VAME : A —F—1&#R%& 127 XFUANTEELX T,

buckets VUM : RMON BEBHR TREI DAY T3y hO¥%zE 1~
65535 DFEETIHEL T T, BELBWEE, /\T v hEIF 50 MERS
nxdo,

interval SECONDS: RF v 7> 3 v hDOEUSER (¥)%Z 1~3600 D#
BTEELEXRT, EELAWNGE. BSHERIE 1800 W TT,

FIAIE A

OYY RE—R AV —T 1 —RFZEE— R (port)
FI AL LAJL 212
FERLOAMRSAY | RAONYY RT(E. YER— NEAT RMON EBEBRISOEREZTLE
ER
EFAAI

YIE/R—k 1/0/8 T RMON EBEBHROISZEMICT DA EERLET,

# configure terminal

(confiqg) # interface port 1/0/8

(config-if-port)# rmon collection history 101 owner it@domain.com interval 2000
(config-if-port) #

166/481



5YRTAERE|513RMON OV Y R~

rmon alarm

BiY

RMON 725 —LA%ZRELES, 7Z—LTY ) —ZHIFRI DIC(E. no
= ERLET,

VIV IR

rmon alarm /NDEX VARIABLE INTERVAL {delta | absolute} rising-
threshold VALUE [RISING-EVENT-NUMBER] falling-threshold
VALUELFALLING-EVENT-NUMBER] [owner STR/NG]

no rmon alarm /NDEX

INGA—=5—

INDEX : RMON 725 —ALA VT v R%Z 1~65535 OHETEEL X
ED

VARIABLE : Y TUV I 2ERDATI U MBRIFEIEELE T,

INTERVAL : ZE DYV TV J & LRE/ TREICHT2F v I DME
B (#) & 1~2147483647 D#EETIHEL X,

delta : ZHODEMEEEZ=FY UV I ULET,
absolute | ZHDIEHEEZE=ZY UV I LET,

rising-threshold VALUE: EFRUE\MEZ 0~2147483647 DEFE T
ELXET,

RISING-EVENT-NUMBER : LIRLUEWEZBBLILBRICEITI D
RMON A XY hEA VT Y I XTEELER T,

falling-threshold VALUE: TIRUEMEZ 0~2147483647 D&IFE T
ELET,

FALLING-EVENT-NUMBER : TBRUEWEZ TEI > 7ZBRICHKITI D
RMON AXRY hEA VT Y I XATEELERT,

owner STRING : A —F—15&H%Z 127 XFLIRNTEELXT,

FI7AIE

L

ANV ERE-F

JO-NILEREE—F

FI7AILRLNRI

LAXIL:12

EREDOHT RST1Y

RMON 75— LA#EIE. ZHOBOYY TILZERNICEEL. RES
Nic LRIE/ TRIEC LB L E T

A :

RMON 725 —ADITY b —Z&FKI DA EERLKT,

(config) #

# configure terminal
(config) # rmon alarm 783 1.3.6.1.2.1.2.2.1.12.6 30 delta rising-threshold 20 1 falling-
threshold 10 1 owner Name
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rmon event

By RMON ARV hZEHBRELET, IRV NIV N —%HIBRT BIC(E. no
ERZERLET,

VYT RX rmon event /NVDEX [log] [trap COMMUN/TY] [owner NAME]
[description 7£XT]
no rmon event /NDEX

INGX—=5— INDEX : RMON AR b1 VT v R% 1~65535 OEETIEEL £
ER
log: O XYt —IZ4MULET,
trap COMMUNITY: SNMP bS5 v FICKBBHZITVET, SNMP b
S TEFERETDEED SNMP X2 ="F+—% 127 XFUKNTIEELE
ER
owner VAME : A —F—1%H%Z 127 XFLURTEELET,
description S7TR/NG: RMON AR hDFE%E 127 XFUNTAAL
F9,

FI7AIE L

ANV ERE—FR JA—-NILEEE—R

FTI7AI LRIV LANIL 12

FERAEDHTI RSAY | AOYY RTIE. RMON AAXRY hEERLET, Zi#KL7 RMON 1Y
ME. RMON 75— ABBETHRITIDINRNY AE L TEALEYD,

=B
RMON ARV b (A Xy E—I4%H) Z&FI2AEZRLET,

# configure terminal
(config) # rmon event 13 log owner it@domain.com description ifInNUcastPkts is too much
(config) #

show rmon statistics

=]:y) RMON #fEtE#HR&ERRLE T,

VIV IR show rmon statistics

INGA—5F— AN

FIAI bk mU

ANV RE—FR EFEOINYY RE—FR

FI7AIW KL LA T

FERLDAA RSy | £OATY RTR. BRENALINTDO RMON FEHEBINTRREINE T,
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A
RMON #fizt Bk ERnR"I 2 5&aRLET,

# show rmon statistics

Index 1, owned by , Data source is Portl/0/1
Received octets: 0, Received packets: 0O
Broadcast packets: 0, Multicast packets: 0
Undersized packets: 0, Oversized packets: 0
Fragments: 0, Jabbers: 0
CRC alignment errors: 0, Collisions: O
Drop events: 0O
Packets in 64 octets: 0, Packets in 65-127 octets: 0O
Packets in 128-255 octets: 0, Packets in 256-511 octets: O
Packets in 512-1023 octets: 0, Packets in 1024-1518 octets: 0

show rmon history

B RMON EEE#HERRTLE I,

VIV IR show rmon history

INGA—5F— AN

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

F7AIW KL LA T

ERLEDAA RSy | £OAXY RTR. BREINALINTO RMON BEBBINERRENET,

A
RMON BE%ZFRTS 2775 RLET,

# show rmon history

Index 1, owned by test, Data source is Portl/0/2
Interval: 30 seconds
Requested buckets: 50, Granted buckets: 50
Sample 1
Received octets: 303595962, Received packets: 357568
Broadcast packets: 3289, Multicast packets: 7287
Estimated utilization: 19
Undersized packets: 213, Oversized packets: 24
Fragments: 2, Jabbers: 1
CRC alignment errors: 0, Collisions: 0O
Drop events: 0
Sample 2
Received octets: 303596354, Received packets: 357898
Broadcast packets: 3329, Multicast packets: 7337
Estimated utilization: 19
Undersized packets: 213, Oversized packets: 24
Fragments: 2, Jabbers: 2
CRC alignment errors: 0, Collisions: 0
Drop events: 0O
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show rmon alarm

By RMON 72 —LAKREZRRLUET,
VIO R show rmon alarm
INGAX—=5— AN
FTIAIE AN
aANY RE—FR FEOIYY RE—R
F2AI LRIV LA 1
FERLEOAMRSIY | AOATY Y RTIE, BHRINFCINRTD RMON 7S5 —LAREEXZRRLUE
ER
ERBI :
RMON 75— LAREZRNRNI DA EERUET,
# show rmon alarm
Alarm Index 23, owned by IT
Monitors OID: 1.3.6.1.2.1.2.2.1.10.1
every 120 second(s)
Taking delta samples, last value was 2500
Rising threshold is 2000, assigned to event 12
Falling threshold is 1100, assigned to event 12
On startup enable rising or falling alarm
#
show rmon events
Br RMON ARV MERZRRLUET,
VIV IR show rmon events
INTGA—H— AN
FI7AIE AN
ANV RE—R FEOINVY RE—R
FI7AIL LNV LAIL T
FEREDHA RSAY | AOTY Y RTIE. BFRENFLINTD RMON ARV REEERRUE

ER
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=R :
RMON ARV hDIERERRIT DAEZERLUET,

# show rmon events

Event 1, owned by managerl
Description is Errors
Event trigger action: log & trap send to community manager
Last triggered time: 21:45:25, O
Log: 1
Log Time: 0d, 21h:45m:25s
Log Description: Errors

Event 2, owned by manager?2
Description is Errors
Event trigger action: log & trap send to community manager
Last triggered time: 0:0:0, O

#
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514 ZTP ANV F

ZTP(Zero Touch Provisioning) (&. XBDEEKFCA X—I T 7 )b. BRET 77 )& TFTP H¥—
N=—hBYF T VA—-RUTCHERATHEETT, ZTP #eexERT B(C(F. DHCP ¥ —/\—& TFTP
Y- N\—ZEHEITDRENHDXT,

EBENEEBITDE. RUICAEKELLIESD A—RICESAENT - hO—Y—ZHHAH. FIED
T—hAX—YERET7AIVEFERLTREEILE T, ZTP HEEF. FHAAALLT — A X—JEF
E7 71 ETICEELER T,

WZTP#EED CEREIR

ZTPi%EexFHT 2156, EBAFIEICHD ZTP AT YvFZON(ICLTLIEE L, ZTP A1 v FH
OFF M55, ztpenable 1Y R®D force A 7 a3V Z=EFERALULVED., ZTP HEEIEEL £ A
EERED T — A X—=IBULIERET 7T SD h—REDT 71 IV EFEBLUIBE. ZTP 1#EE
FEMEL R Ao

WZTP DAET O—

REED ZTP OIMED T O— 2L FICFHBLET,

1. XBOEE)., T—hMX—IBLURET 71 ILDFHHAME

2. DHCP U —/N—=NBRYy hT—=07 L ZAP ZTP IR (CE T B EHREEUS

3. BESNILTFTPY—N—NDOMEDT 7T (A X=IT7A1)b. BRET71IL) ZHIF
4, BIBUICAX=IT 710 BET 71 )V 7ZEA

WZTP DEEA
ZTP HEEEDENERIT CLI ARV IESNEKT, KEORFKICIVY —ILIR—bhZERLTWD &,
T—hMA=JERET 7 1ILDZTHAHHDTT LICERIC, UTOXyE—IHHASNET,

Start ZTP, lock CLI for process!
Exit ZTP process by CTRL+C.

LIES<FEDE ZTP DMEBARIBL £, HIHLICHEDEAFIZUTICRUED,

Try to download image from TFTP://192.168.0.111/ZTPOS v2.00.00.had.......
Accessing tftp:...

Transmission start...

Transmission finished, file length 10835184 bytes.Done

Try to download configure from TETP://192.168.0.111/ZTPconfig.cfg.......
Accessing tftp:...

Transmission start...

Transmission finished, file length 1024 bytes.Done

Please wait, save configure to file ZTPconfig.cfg ... Done.

Set /c:/ ZTPconfig.cfg as boot configure OK.

Same firmware version as running, no need to save image!

ZTP process OK.

ZTP OK: Unlock CLI and use config from TFTP.
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COBITIE, TFTP H—NR=hDBAX=IT7AI)VERET 7AILOMAZY IV O—-RLTVWET,
BEURERET 7MIE. KERAFDIL—bTa LI K)—EICESATFN, cBICT—-HO-%5—
DARBEEEHAET, BGLIAX—IT 7R TSARXY—T—h I X=IJDT7AIVICLE
EINEY,

AAXA=IT7A)NEYIVHA—-RUIHBE. REERL TV A—IT 71 )LEDEKEBATHN.,
N=YaVNERLEDHRICETIVAO-—RLIEAX—IT7IILTOBREBZITVNET ., CDEILLE
WIBTEAX—ITFAIERET 7 1 ILDFEAAHEIC ZTP OWBATOHNEEA. /=T33 vh
F—0DiZa. BEHFITONT CLI 0Oy INEERENE I,

ZTP DAEBICKKLHBE, REFBREERALTVWDT - M XA—IJERET 71 )L, CLI
OOy I =RRLET, KBLUICHBEDHNBIZUTICRLUE T,

ZTP restore old config.
ZTP Fail: still use old image&config.

ZTP Fail: Unlock CLI.

ZTP DAIBICKM T 2ELT —AELTUTHEFONEKT, DHCP J—/\—DFRE® TFTP H—
N=ICRELET 7AIIEE, 2y hI—IOREBEODRELZT>TIEE W,

* DHCP U —/\—H'5 ZTP E([CEAT 2B/ ZEIS TS LN 2 /BE

- DHCP /W7y R THEESN/I TFTP U —/\— & OBEENEBNLZWVEE

- DHCP /Xy R TERESNICT 7 1)L TFTP Y — /=D SEIGTE AN > foHE

BMDHCP Y —/\—h 5@ I DI1EW

ZTP ##ETId. DHCP ZERA LT TFTP B —/\—PAX=IT 71)b. BEIT 7T EEBELFT,
TFTP U —N—DBERIIBEATT o T X—IT 7). REIT 7 1IVEVWTH—ADHTEEMEL. 15
ENEWT 7AIVEREERASNTVWD T — b X =3I RET 7 MILAMEREINE T,

BINOG A= —DITEIE DHCP /Ny RHRODOLITOBEHRTITVERTD,

« TFTP 5 —/\— : A>3 150(TFTP Server Address). U< I& siaddr 71 —JL R
cAX=IT7A): AT 3> 125(Vendor-Specific Information)

CRET AN AT a3 67 (Bootfile name). HUL (S file 71 —ILR

siaddr 7+ —JLR¥ file 71 =)L RIE. DHCP A>3 vV DBEHRNBEVBEDHESRENET,

DHCP A2 3> 125 ZERALTAX—I T 71 I)L&ZBMT 2%E. 4 /\1 D enterprise-
number [CEFEIT 278 (Hex ie=XT 00 00 01 16) %Z. 1 /N4 b® subopt-code [ZI& 1 %Z. sub-
option-data (AIZR) ([C[E TFTP —/\—ED T 71 )L/XR%Z Ascii XX TIVI—RU/fEZ. Z
NZNEEL TS L,

WMZTPHRETORY bT—T %M
ZTPHEBETOD DHCP B KU TFTP DS, VLAN A VY —Tx—X ETEEL XY, WIHARETIE
VLAN ID:1 TVLAN A V5 =7 2 —XHEFESNTLEXIH. no interface vlan IV R T VLAN
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15 =7 1 —XHHIBRE N, MICEFENEVREREBDOBEEF ZTP OLEBCKBRLET, i,
VLAN ID:1 XAC VLAN 71205 —TJ 1 —RX%Z=E&HF L TLDIHEIZL. ip address dhep INY Y KT [P
TRLUAZEEBEE I DRECTIHENHDET,

XKoo ZTP HEBRETO TFTP U —/N\—&D\BEF. DHCP Y—/\—hmo@HENicxy KT —I7 KL
AER (IP7RLR F—=hDz47RLR) ZERLTITVWEY . COBRIE ZTP HEEDLIEH 5T
TI2ERAMELTHESNT I KET IP P FLAZEHNE I IREDHZS. 7 FLRBERH
SIEMAINDCEEHDET,

WZTP 2D ZTP LED O#E
ZTP SWBALEEL TLDREIFEBARAED ZTP LED MRICRITLET . Fio. ZTP WEBHARKIT D&
372 ZTP LED ZFRICHRTL XY,

ZTP ONY REZNICHIET D/INTA—F —D—BZUTDORICRLEXT,

ANV R ANV RENSA—5—

ztp enable ztp enable [force]

no ztp enable

show ztp show ztp

FINY FOFBZEXUTICHBALET,

ztp enable

B ZTPEREZBMICLET, EHICTBICE. no AV Y REFERLET,

VYOI R ztp enable [force]
no ztp enable

INGAR—5— force (ARETIEE) : HEBAMKD ZTP X1 v FDRECK ST, LENRFIC
ZTP Z8E T 2B BICHELEXR T, RNTA—F—ZEELLEWVEGE

(force Z=IEE L enable DIFE) . ZTP X1 v FH ON DFHIC

ZTP HEEL F T,

FIAILE % (ztp enable)

ANV RE—R JO-/NLEREE—R

FIAILRLARIL LA 12

FEREDHC RSAY | ROTY Y RIE. ZTPHEEEEMICLED,
ZTP (FEREHNEE T DIRICENMET DHEETT, ZTP DAEBATONZINE
S REREPEBAKRIED ZTP A1 v FDRI T3V, EEHRFERT
FAHRAENDAA—IT7AIIOERET 71 IVDBFAE WD TZREFICKD
REDXRT,
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A
ZTP =BT DA EZERLET,

# configure terminal
(confiqg) # ztp enable
WARNING: ZTP is enabled now, but it won't take effect until reboot.

(config) #
show ztp
B ZTP HBREEDIREZRRLEX T,
VIV IR show ztp
INGA—5— L
vk U
ANV RE—F FROOANVY RE—R
F7AIW KL LA T
FERHEDHI RSAY | ZTP EEDREEZRRLED,

A
ZTP HEBEDINEZE RIS D TTEZERLET,

# show ztp

: Enabled Force Slide Switch
: Enabled Force Slide Switch
/c:/ZTPtest v2.00.00.had

/c:/ZTPconfig.cfg

ZTP Bootup State
ZTP Current State
Current Firmware
Current Configure

Result of last time:
ZTP Process Result
DHCP Server
DHCP Discover Retry
TFTP Server
Gateway IP address
Download Firmware
Download Configure

: Fail (DHCP connection timeout)

Result of this time:
ZTP Process Result
DHCP Server
DHCP Discover Retry
TFTP Server
Gateway IP address

: Success (Same image)
: 192.168.0.1

H

: 192.168.0.111

: 192.168.0.254

Download Firmware
Download Configure

: //192.168.0.111/ZTPOS v2.00.00.had
: //192.168.0.111/ZTPconfig.cfg
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61— x—RE/)\—FrDJx7

ARETIE ZEBEDAM VY —T 1 —AV, \—RIz7ICEAEIDIIAVVRICDVWTHBELED,

AV =T —R(ZIE, VWER—FZRIYEA VY —T T —ADMIZ, VLAN PiR—K~F v RV
EDREBAVY—TT—ANHDET,

VLAN A V& —TJx—R(F, LAV —2 D VLAN EZDEMNL AV —ZEHIT DI-HDRETN VY —
J71—ATY, AEETIF. VLAN 15 —T 2 —AERR1EEXTREIT DN AT, EHRL
TEVLAN A5 =Tz —R[CIP7RLABED LAIL AV —DREZEHRLFI,

R=hFyRILA V=T —R(F. EROYER— ZRRTREMNIC T EOLRRE LIcRmET Y
HY—T1T—RXTT, FIZIF VLAN DEIDHTHEE, B—MOiRE L TEHET DIHDREZTERLED,

VB VY —T 1 —RERMBA VY —T T —ADHKREIL. interface IV FZEFEALTHIGT D1
V=TI —ABREE—RICBITLTERITLET, fIZRE. ER-bDUVIREZIEETD
speed Y R(J, interface port IV REFRAL TR— Y5 —-T 1 —XAREE— FICBITL
THhHHEITLEY,

BHOYERN— FTRUREZTOSLENHDHE. BHOR— b EEELTC—ECTREZTOH
BER—bM VYT —AREE—FZRAITDEETEXT,

H

6.1 1y —Txx—RXAANV VR

AV =TI —RAAXY REZNICHIGT D/INITA—F—D—EBEZLUTDRICRLET,
ANV R ARV RENSX -5 —

interface interface {INTERFACE-ID | range INTERFACE-ID [,|-1}
no interface INTERFACE-ID

shutdown shutdown

no shutdown

description description STRING
no description

default port- default port-shutdown

shutdown no default port-shutdown

show interfaces show interfaces [INTERFACE-ID [,|-]] [status | counters [errors] |
utilization | gbic | description | auto-negotiation | transceiver
[detail]]

show counters show counters [interface INTERFACE-ID [,|-] | cpu-port]

clear counters clear counters {all | interface INTERFACE-ID [,|-] | cpu-port}
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BANY FOFEZENTICHRRBLEI,

interface
B BEELIA VYT —ADA VI —T 1 —AREE—FICBITLET,
VIO R interface {/NTERFACE-/D | range INTERFACE-ID L |-1}
no interface /NTERFACE-ID
INSGA—5— INTERFACE-ID : %1731V —TJ 1 —RZEELET, LLTD/NZ
A= —DW\WITNHZFERATEET,

« port: MER—KDA VY —T 1 —RBEE—RICBITLED,

« vilan:VIAN M V5 —T 1 —XAREE—RICBITLETD,
port-channel : R—hF v X)LV —T 1 —RREET— RICBITL
¥,

I2vlan : L2VLAN 75 —TJ 1 —AKEE— RICBITLED,

range : YER— ~H 2\ E L2VLAN CEEEED1 VY —7 T —ARE
T-—REBITIDBRICEELXRT, CONSA—F—ZHEELILIHEA.
INTERFACE-ID Tl port © L <I(3 12vlan DH{EFATIEET. BED 1>~
Y—TJI1—RZEEITDENTEXT,

vk mU

ANV RE—F JO-/NLEREE—R

F7AIW KL LAV 12

ERLEDHI RST1Y

REFOH/EA VY- T 1 —REEELILGE. ZHTDIHMET VY —
T —RZERLERT, fERLCHmET V5 —7 1 —XZHIBRT D23,
no X Z(EAL KT,

=B -

AV —=Tx—RAR—=Kt1/0/5DAVE—T 1 —AREET—RICBITIT DA EZRLET,

(config-if-port) #

# configure terminal
(confiqg) # interface port 1/0/5

VLAN 100 D1 V¥ =T 1 —RAREET— FICBITI B HEERLET,

(config-if-vlan) #

# configure terminal
(config) # interface v1anl00

R—bFvRIL3IDAIVY—T T —REBEE— RICBITI 2HEZRLET,

# configure terminal
(config) # interface port-channel 3
(config-if-port-channel) #
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R— bk 1/0/1~1/0/5 DBEIEE T V5 —7 1 — RAREE— RICBITT 2 HEERLET,

# configure terminal
(config) # interface range port 1/0/1-5

(config-if-port-range) #

shutdown

B AV =T —RZENCLET, BRICTDICIE. XOAXY RD no &
RZ=FEALET,

VIV IR shutdown
no shutdown

INSGAR—5— INRTDTI VY —T T —ATEX (no shutdown)

FT7AIK B

ANV RE—R 15 —7x—AREE— R (port, range, port-channel, vlan)

TIAILRLARIL LI 12

EREDOHT RST1Y

AIOAYVRIZCED, 1V =T —RAIEHREICBERLFIT, YER—
ROVESIRREICRD &, /RR—KIY VI F7y TTERLED, /Ty
N EXRETELELEDEXT,

MEBR—KDA > 45—7 £ —RXT shutdown 1Y K& no shutdown T
NYRZzEHFGLULTCETIDET, R—bhZUEY hRTBRENTEE
9o I—THRHIMEBETR & TR— A Error Disabled JREEICHR > o3& (CE
FAdd&. AELIR—hEEIHTDZEHATEET,

=B
YIER— b 1/0/1 ZERICT 2 FEZRLET,

# configure terminal
(confiqg) # interface port 1/0/1
(config-if-port) # shutdown

description

B AV =T —RICHRAZHRELXRT,

VIV IR description STR/NG
no description

INSGA—5— STRING: K 64 XFTA VY —TJ 1 —ADHPZEELX T,

v DI 17U

ANV RE—R 15— —AREE— R (port, range, vlan, [2vlan)

T7AIWKLARIL LA 12

EREDHTIRSTY HEF. IF-MIB TEESINTWLWD MIBATY 7 b TifAliasy ([ZXIG
LEI,
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EFEHAI
YIIER— ~ 1/0/10 IZ52B8 TPhysical Port 10; R ET D HEERLET,

# configure terminal

(config) # interface port 1/0/10
(config-if-port) # description Physical port 10
(config-if-port) #

default port-shutdown

B VRTLAVEY REDIR— vy ROV REZEMCLET, EHIC
IBICFE no EREEALET,

VIV IR default port-shutdown
no default port-shutdown

INSGA—5— AW

T DI )

ANV RE—F JO0-/NVEREE—R

TIAILRLARIL L)L 15

FEREDHARSAY | AEEZTZENCTDE. YRXTLD )Y L~ (resetsystem IY >V R) %&
E1T UIEBRDEENRFD R E T R TOYIER— MMIXF L T shutdown X
YV RAEBMENET, £le. YRTAVEY FMEREAREREFEDET,
AEE(F. clear running-config 1Y RZETL THHIBRENEE Ao

=B
ATLIEY MROR— b vy YO URBEEERICT 2HEERLET,

# configure terminal
(config) # default port-shutdown
(config) #

show interfaces

B 1V =T 1 —ADBERZERTLE T,

VIV IR show interfaces [/NTERFACE-/D L.|-1] [status | counters [errors] |
utilization | gbic | description | auto-negotiation | transceiver
[detail]l]

INSGA—5— INTERFACE-ID : BB ZFRRI DAV —T 1 —RXAZEELXT, BE

LEBWEEIE. INTDAM VI —T 1 —RICEETBIERNERREINE
To UTDINGA=F—DWVWITNHZEFERATEET,
port : I R— hDIBEHREERRLET,
 vian:VIAN MV —TJ 1 —X(CEEITIERZRRLEIT, CD/N
IX—Y—ZFERLUEHEE. AT aVZEELEND. description
AT AVEIEESTDRLENHDET,
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show interfaces

I2vlan : [2VLAN 7 V5 —7 1 — R (CEET D BEHRERRLET, C
DINTA =5 —%FERLIIBEE. description 4 7> 3V ZEET D00
ENHDETD,

status : IER— MDREERRLED,

counters [errors] : IER— MDESHEBERZRRILET, errors &
BEULEBEEIS—BEBEREERRLUET,

utilization : #IE/R— FOERAFERERRLET,

gbic: NSV Y —/N\—DEREXRRLET,

description : 1 >4 —7J 1 —XDHBEERRLUED,
auto-negotiation : A — N RIIIT—Y 3V DEREXRRLET,

transceiver [detail] : FS VY —/\—DIREEZEXRLE T, detail ZI5E
LIcBEEFElBRZERRUEXT,

FI7AIE ZL
OYYRE—R FEOINY RE—R
e AN LA T

EREDOHT RST1Y

A7 avEBRELEWNES. INTOYER—-MDERZRTLED,
Kfc. AT a3V TYER—-bOHMEELIIHE. BELICYER—FOD
BFmRERRLET,

A :

15 —Tx—AVLANT D VLAN M V¥ =D 1 —RiFHRERRI 27 EZRLET,

# show interfaces vlanl

vlanl is enabled, link status is down
Interface type: VLAN
Interface description: VILAN 1 for MIS
MAC address: FC-6D-D1-06-CE-7D
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YIBR— b 1/0/1 DIERZERTI A EERLET,

# show interfaces port 1/0/1

Portl1/0/1 is enabled, link status is up
Interface type: 1000BASE-T
Interface description:
MAC Address: FC-6D-D1-06-CE-TE
Auto-duplex, auto-speed, auto-mdix
Send flow-control: off, receive flow-control: off
Send flow-control oper: off, receive flow-control oper: off
Full-duplex, 1Gb/s
Maximum transmit unit: 1536 bytes

RX rate: 293 bytes/sec, TX rate: 0 bytes/sec
RX bytes: 916, TX bytes: 0

RX rate: 3 packets/sec, TX rate: 0 packets/sec
RX packets: 10, TX packets: 0O

RX multicast: 6, RX broadcast: 4

RX CRC error: 0, RX undersize: 0

RX oversize: 0, RX fragment: 0O

RX jabber: 0, RX dropped Pkts: 3

RX MTU exceeded: 0

TX CRC error: 0, TX excessive deferral: 0

TX single collision: 0, TX excessive collision: 0
TX late collision: 0, TX collision: O

YIEIR— b 1/0/1 &£ 1/0/2 DS HEHERERRI 2 EERLET,

# show interfaces port 1/0/1-2 counters
Port InOctets / InMcastPkts /
InUcastPkts InBcastPkts
Portl/0/1 110664 413
0 402
Portl1/0/2 0 0
0 0
Port OutOctets / OutMcastPkts /
OutUcastPkts OutBcastPkts
Portl1/0/1 0 0
0 0
Portl1/0/2 0 0
0 0
Total Entries: 2
#
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PER— K 1/0/1 &£ 1/0/2 DTS —HEtERERRI 2HEZRLET,

# show interfaces port 1/0/1-2 counters errors
Port Align-Err Fcs-Err Rcv-Err Undersize Xmit-Err  OutDiscard
Portl/0/1 0 0 0 0 0 0
Portl1/0/2 0 0 0 0 0 0
Port Single-Col Multi-Col Late-Col Excess—-Col Carri-Sen Runts
Portl1/0/1 0 0 0 0 0 0
Portl1/0/2 0 0 0 0 0 0
Port Giants Symbol-Err SQETest-Err DeferredTx IntMacTx IntMacRx
Portl/0/1 0 0 0 0 0 0
Portl1/0/2 0 0 0 0 0 0
Total Entries: 2
#

EBDR— MNMERIREEZRRI D HFERULET,
# show interfaces port 1/0/1-8 status
Port Status VLAN Duplex Speed Type
Portl1/0/1 connected 1 a-full a-1000 1000BASE-T
Port1/0/2 not-connected 1 auto auto 1000BASE-T
Portl1/0/3 not-connected 1 auto auto 1000BASE-T
Portl/0/4 not-connected 1 auto auto 1000BASE-T
Portl1/0/5 not-connected 1 auto auto 1000BASE-T
Portl1/0/6 not—-connected 1 auto auto 1000BASE-T
Portl/0/7 not-connected 1 auto auto 1000BASE-T
Portl1l/0/8 not-connected 1 auto auto 1000BASE-T

Total Entries: 8

R— b 1/0/1~1/0/2 DIGE DR — MEHRLFERT D HikzERLET,

# show interfaces port 1/0/1-2 utilization

Total Entries: 2

Port TX packets/sec / TX bits/sec /
RX packets/sec RX bits/sec
Port1/0/1 0
0
Portl1/0/2 0
0

Utilization
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PIEER— K 1/0/17 DSV —N\—DERERTRIT DHEERLET,

# show interfaces port 1/0/17 gbic

Portl1/0/17

Type: H-SX-SFP/R

Vendor PN: FTLF8519P2BNL
Vendor SN: PCB32FP

#

AV =T —RADFHAEY VI REZRRI DA EZRLET,

# show interfaces description

Interface Status Administrative Description
Portl/0/1 up enabled Connection to core.
Portl/0/2 down enabled

Portl1/0/3 down enabled

Portl1/0/4 down enabled

Port1/0/5 down enabled

Portl1/0/6 down enabled

Portl1/0/7 down enabled

Portl1/0/8 down enabled

Port1/0/9 down enabled

Port1/0/10 down enabled

Portl1/0/11 down enabled

Portl1/0/12 down enabled

Portl1/0/13 down enabled

Portl1/0/14 down enabled

Port1/0/15 down enabled

Portl/0/16 down enabled

Portl1/0/17 down enabled

Port1/0/18 down enabled

Port1/0/19 down enabled

Port1/0/20 down enabled

Portl/0/21 down enabled

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

YMER—K1/0/1 DA—-—RRIYI—-2 a3 ViEHRERRI DAHEZRUET,

# show interfaces port 1/0/1 auto-negotiation

Portl/0/1
Auto Negotiation: Enabled

Speed auto downgrade: Disabled

Remote Signaling: Not detected

Configure Status: Complete

Capability Bits: 10M Half, 10M Full, 100M Half, 100M Full, 1000M Full
Capability Advertised Bits: 10M Half, 10M Full, 100M Half, 100M Full, 1000M Full
Capability Received Bits: 10M Half, 10M Full, 100M Half, 100M Full, 1000M Full
RemoteFaultAdvertised: Disabled

RemoteFaultReceived: NoError
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SV —N\—DREDBHRERRS 277 5ERLET,

# show interfaces transceiver

++ : high alarm, + : high warning, - : low warning, -- : low alarm
mA: milliamperes, mW: milliwatts

Voltage Bias Current TX Power RX Power
port (V) (mA) (W / dlom) (W / dlom)
Portl1l/0/25 3.279 7.851 0.643 0.317
-1.915 -4.995
Total Entries: 1
#
Sy y—N\—DFREBERERRI DA EERLET,

# show interfaces transceiver detail

++ : high alarm, + : high warning, - : low warning, -- : low alarm

mA: milliamperes, mW: milliwatts
A: The threshold is administratively configured.

Port1/0/25
Transceiver Monitoring is disabled
Transceiver Monitoring shutdown action: None

Current High-Alarm  High-Warning Low-Warning Low-Alarm
Voltage (V) 3.279 3.700 3.600 3.000 2.900
Bias Current (mA) 7.856 13.200 12.600 5.000 4.000
TX Power (mW) 0.643 1.000 0.794 0.316 0.251
(dbm) -1.915 0.000 -1.000 -5.000 -6.000
RX Power (mW) 0.318 1.000 0.794 0.016 0.010
(dbm) -4.979 0.000 -1.000 -18.013 -20.000

show counters

=]:y) R— b OFERFBEBERERRLE T,

VIV IR show counters [interface /NTERFACE-/D,]|-]1 | cpu-port]

INGA—%— interface /NTERFACE-ID : FrE DR — b DOFEMMEHIERZEZRRLF
o RS DUER—BMDOR—bAV5 Tz —RZEIBELET,
cpu-port : FHED CPU [CEmXE N/ T L — ADFEBEHRERRILUED,

FIAI bk BL

ANV RE—R A—Y—KTE-F, FEXRTE-F
EROREE—F

FIAILELARIL LAV 1

FEREDHTI RSAY | ROV Y RTIE. YER— ~OFMBEHRAERERRLED,

ATV aVvEBELLEVGE. INTOYER—~E CPU EmETL—A
DifEHERZERTLE T,

184/481



61V —TI—REN—FRDTT7 |61 AVF—T—RIXV K

fERHA -
MIEBR— K 1/0/1 OFMREHBEREZRRT DA EERLET,

# show counters interface port 1/0/1

Portl1/0/1 counters
rxHCTotalPkts
txHCTotalPkts
rxHCUnicastPkts
txHCUnicastPkts
rxHCMulticastPkts
txHCMulticastPkts
rxHCBroadcastPkts
txHCBroadcastPkts
rxHCOctets

txHCOctets
rxHCPkt640ctets
rxHCPkt65t0l1270ctets
rxHCPkt128t02550ctets
rxHCPkt256to5110ctets
rxHCPkt512t010230ctets
rxHCPkt1024t015180ctets
rxHCPkt1519t015220ctets
rxHCPkt1519t020470ctets
rxHCPkt2048t040950ctets
rxHCPkt4096t092160ctets
txHCPkt640ctets
txHCPkt65t0l1270ctets :
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

O O OO OO ODODOD OO OODODODOOOOoooo

CPU X7 L — LADMEHERERR T 277EZERLE T,

# show counters cpu-port

Unit 1, CPU Port counters

txDropPkts : 0
CoS CpuRxPkts cpuTxDropPkts
0 0 0

1 0 0

2 0 0

3 0 0

4 0 0

5 0 0

6 0 0

7 0 0

#
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clear counters

=]:y) R— bDFEHERAD VY —&EULY FLEKT,
VIV IR clear counters {all | interface /NTERFACE-IDL,|-] | cpu-port}
INGA—5F— all : INTOFmEIBERAD VY —ZUtEY hULET,
interface /NTERFACE-ID : 2 DYIBR— hOFEEHER NV 5 —% Y
Yy bUET, WREBDIVER-EDR—I V5 —-T—RXZEBEL
ESCI
cpu-port : CPU #5527 L — ADBEHER ANV VF—Z' )2y bLET,
T DI BL
ANV EE—F KEXRITTE—bF
T7AIWKLARIL LA 12

EREDOHT RST1Y

AOAYVRTIE. mR—b& CPU EXT L —LADKBEHRNDO VY —%=
Ty cUET,

A -

YIER— b 1/0/1 OFFEHER DOV Y —&UEY hTDAHEZERLET,

#

# clear counters interface port 1/0/1
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6.2 PER—FITVR

PIER— R AN Y REZNICHIGT B/INTA =Y —D—BZUTORICRLETD,

NV R ANV RENSKX—H—

speed speed {10 | 100| 1000 [master | slave] | auto [SPEED-LIST] | auto-
downgrade}
no speed [auto-downgrade]

duplex duplex {full | half | auto}
no duplex

mdix mdix {auto | normal | cross}

no mdix

max-rcv-frame-size

max-rcv-frame-size BYTES

no max-rcv-frame-size

flowcontrol flowcontrol {on | off}
no flowcontrol

eee eee
no eee

turn-off user-port-
led

turn-off user-port-led

no turn-off user-port-led

show eee

show eee [interface PORTLIST]

BANY FOFHEZENTICHRRBLEI,

speed

B YIER— DUV IREERELET, T IAINDREICETICIE. no
ERZEERLET,

VY IR speed {10 | 100| 1000 [master | slave] | auto [SPEED-L/ST] | auto-
downgrade}
no speed [auto-downgrade]

INGA—5— 10 : 'R— DUV TEEZ 10Mbps ICERELET,

100 : ;R— b~ DY > U&EE% 100Mbps [CERELET,

1000 : R— DYV UREXR 1000Mbps [CEEELF T, RJ45 R— KT
2. 70V OEEDFERTE (master. slave) T ENTEZET,

master : VOV IEEEIAY—([CTEELE T,
slave : 7Ow O REEAIL —TJICIELE T,
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speed

auto ! VU REZTBHEAEITARECLET,

SPEED-LIST: YIR— b3V IVREEZBELET, UV IHER 10,
100. 1000 CTHEEL. BHEEI DHRIFEAZANT [CIV Y TRYID
FI, BRLEBE. INTOUYVIREEZTR—b32E L TABLE
¥, SFPIR—hTIREETDLEFHDEE A,

auto-downgrade : 7 R/\5 1 X I 2 REZBHMNIEELFT,

FIAIE

INRTDR— KT auto

RJ45 R— K TIEYR—b32Y Y IEREN 10Mbps, 100Mbps,
1000Mbps

auto-downgrade ($E%)

ONY RE—FR

1Yy =71 —RREE— F(port, range)

FTIAI LA

LA 12

ERLEDHT RS1Y

AINY KT, YER-—MDOYYIREERELET,

speed10 £, L < [d speed100 OV RZFEAL. duplex AN > KD/
A—%—T auto ZFEALBVES. NROYEBER—NTEFA—-bxRIY
I—>aveaFERLERA. MET/I\AREY VI EEITDICIE. NA
DUV OEEDT 1LY I AZEUSFARIZDENHDFT,

LFEUADEZE. SROYER—MIA—-—RRIII -3 vaFERALE
o MET/NA RTEMT DY R— NRE(E. aute /\TX—% —%FH
U735 I(E SPEED-LIST TIRELREY VUBRET. auto /N X—5—%
FRUEWERIERELIEY VY IRETY,

RJ45 7R— M T master © L < [Z slave Zi8EF D E. 1000BASE-T D
Ow OREZFEHTIBELET, 1000BASE-T TlIEZA—rRIYI -3
VOBERTOWINADTNA REoOy VEHOEE (YVX¥—) LT
BRLUET, COTAOCXRGEE. BERAETITONETIA. JOvIE
EZEELICHEE. NAY—DEEZHE LT, L. FETEEL
eHa. AT /NARE70Y VEENFH THRESN TVEITNIZLES
9. Fle. —ANNRY—T, £E5—ANAL—TTHBIBENHDF
ED

=B -

YIER— K 1/0/24 DUV O REZBBRECKRET 21 FZERLET,

(config-if-port) #

# configure terminal
(confiqg) # interface port 1/0/24
(config-if-port) # speed auto
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duplex

B MEBR—EDT 2Ly I RZRELET, TIAINKCETICIE. no
ERZERALET,

VIV IR duplex {full | half | auto}
no duplex

INTGXR—%— full: 727V IRELTEE—RICIEELEY,
half : 71 YO RE¥TEE—RICEELED,
auto . T2 LV U RZEBERAEITBZHREICLED,

FI7AIE INTDR— KT auto

ONYYRE—R 15 —7x—XFEE— R(port, range)

FIAILRLARIL LA 12

FERAEDHA RSy | ROXYY RIE. WEBER—LDT 2Ly I RZEZRELET,
KAV RD/VTX—45—71 auto TIF7%5 <. speed 7' 10 £ L <[ 100
DIEE. A—rRIVI—yavEFEARLET A
FRUATEA—-RRTY I3V a2FERBLET, auteo ZIEET D
E. BIEC¥IEOMAEYR— /AT /N ATBHMLET,

R
K=k 1/0/10 DF 1 7Ly Y REEBBEICRKET 2HFERLET,

configure terminal

config-if-port)# duplex auto

#
(config) # interface port 1/0/10
(
(

config-if-port) #

mdix
B RJ45 iR— D MDI/MDIX ZRELF T, T 7 A KIRTICIE. no
REFEALET,
VIV IR mdix {auto | normal | cross}
no mdix
INGA—5— auto : MDI/MDIX ZBHERAE I DIRECLXT,
normal : JIE/R— % MDIX [CIEELFT,
cross : PIE/R— K%z MDI [CIEEELET,
FIAILE INRNTDOYER— ST auto
ANV RE—FR AVI—TT—AREE—NR
FIAILELARIL LA 212
FERLOAMRSAY | KOYY RTIE. RJ45 R—bD MDI/MDIX ZHELFT,
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=R -
AV —Tx—RR—b 1/0/2 TMDIX IREE#Z auto ICERET DA EERLET,

# configure terminal

(config) # interface port 1/0/2
(config-if-port)# mdix auto
(config-if-port) #

max-rcv-frame-size

B MEBR—EDA—PRY b T L —LADRRKFBT A XZRELET. T
T7AIKCRTICE. AONYY RD ne ERZFEALET,

VIV IR max-rcv-frame-size BY7TES
no max-rcv-frame-size

INGX—5— BYTES: 4 =Yy b T L—LADRKFEY 1 X%& 64~9216 )\ ~DE
ECTEELXRT,

FIAILE 1536 /\1 b

ONYYRE—R 15 —7x—XFEE— R(port, range)

FIAILRLARIL LA 12

FERAEDHARSAY | KONYY RTEA—YRY R ITL—LADBRKIFARY A XEZEELET,

fERHA :
R—bk1/0/1 TOA =YY R TL—LADRRHFAY 1 X% 6000 /X1 MMIHRET DA EERLE
9,

# configure terminal

(config) # interface port 1/0/1
(config-if-port) # max-rcv-frame-size 6000
(config-if-port) #

flowcontrol

=]:y) PER— D7 O—HIEEEERELEI. T 74/ BNIRTICE. no
EREERLEI,

VYOI R flowcontrol {on | off}
no flowcontrol

INSAXR—5— on: JO—HFIHEBMLET,
off : JO—FIHEZEMCLET,

FIAI bk )

ONYYRE—R 15 —7x—XFEE— R(port, range)

FIAILELARIL LAJL 12

FEALDAAMRSAY | A—bRIVI—2 3V TRNET /N1 RETO—FHIEEEDHAENTH
NEg, COFAE. ARETTO—FEIABEMCHEO>TVWTE, BMELA
WEENHD FT,
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A -

YER— b 1/0/10 TYO—HHZBNICT 25 EZRLET,

# configure terminal

(config-if-port) #

(config) # interface port 1/0/10
(config-if-port)# flowcontrol on

eee

=]:y) EEE ZBMCLET. BMICTBICE. no EREFEALET,

VIV IR eee

no eee

INSGA—5— AN

v DI )

ANV ERE—-F 15 —7 1 —XREE— F(port, range)

T7AIWKLARIL LA 12

FEREDHC RSAY | AOY Y RIE. YER— N TEABENM—Y Ry M(EEE)ZBMCLET,
B

YIER— bk 1/0/1 TEEE ZBMICT 2 HEZRLET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # eee

turn-off user-port-led

B MR—b LED ZHEMALET, AMEREZEEMCTDICIE. no EREFERALE
ERS

VIV IR turn-off user-port-led
no turn-off user-port-led

INSGA—5— AW

FTIAI 23V

ANV RE—F JO-NILEEE—R

T7AIWKLARIL LA 12

FERLEDOACIRSAY | ROY Y RiF. MER—~DOR—~ LED ZHILET,

AEREBMICTDE. RPNV IT7 Y TLTVWBRHETER— b
LED AUBATU/CIREBICHED . HBBHDEREZETO CENTEXRT, IL—
TRAMEREZETDFY 5 — A LED [CL2BAIFTHNE T,

AIY Y RIE Ver.2.02.00 IETHR—MLTWETD,
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A
R— bk LED &3 2HEZERLET,

# configure terminal
(config) # turn-off user-port-led

(config) #

show eee

=]:y) EEE DREBWMZERRLET,

VIO R show eee [interface PORTL/ST]

INGA—5— interface PORTL/ST : RANROYER— b ZIBELET,

FIAI bk BL

ANV RE—FR FEOINYY RE—FR

FI7AIW KL LA T

FERAEDHARSAY | KOYY RTIE. EEE OFREBBRERRLET, /\TA—F—ZEBKELI
BRI INTOYER—- ~DORRERRLET,

=B
EEE DRERMERIT 2HEZEZRLET,

# show eee

Port State
1/0/1 Enabled
1/0/2 Enabled
1/0/3 Enabled
1/0/4 Enabled
1/0/5 Enabled
1/0/6 Enabled
1/0/7 Enabled
1/0/8 Enabled
1/0/9 -
1/0/10 -
1/0/11 -
1/0/12 -

#
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6.3 75—

7Z—ALLED OVYYV K

TH— 7

—ALED OV Y FEZNICKHIGT B/INSX—F —D—EBZUTDORICRLE I,

vV R

ARV RENRTKX—5—

alarm global enable

alarm [buzzer | warn-led] global enable

no alarm [buzzer | warn-led] global enable

alarm state enable

alarm [buzzer | warn-led] state enable [cause {loop-detection |
storm-control | all}]

no alarm [buzzer | warn-led] state enable

alarm duration

alarm [buzzer | warn-led] duration {SECONDS | infinite}

no alarm [buzzer | warn-led] duration

alarm buzzer beep-
type

alarm buzzer beep-type {default | TYPE-ID}

no alarm buzzer beep-type

show alarm

show alarm [buzzer | warn-led] [interface INTERFACE-ID [,|-]1]

debug alarm test

debug alarm [buzzer | warn-led [interface INTERFACE-ID [,|-]] test

BANY FOFHEZENTICHRRBLEI,

alarm global enable

=]:y) TH—BKUOT75—ALLEDDIZO—/ULREZBMICLES, T 74K
[CERTICIF. no AV Y F=ERALEXT,

VIV IR alarm [buzzer | warn-led] global enable
no alarm [buzzer | warn-led] global enable

INGA—5— buzzer : 7H—DIO—/NILEREZEEBELFT,
warn-led : 75— A LED 7 O—/\LREZEELF T,

v DI )]

ANV EE—F JO-/NIVEEE—R

FTIAILELARIL LIV 112

EREDOHT RST1Y

ARIAXYVRIEE. TH—BKUO7S—ALEDOIZO—/VULEREZBIMICLE
9o NIAX—F—ZERELBEWEA, TH—&7>5—LLED DMAHRE
MRICHED XD,

A

TH—BLUCT7S5—ALLED @/ O—/ULEREEBMICTDAEERLET,

(config) #

# configure terminal
(config) # alarm global enable
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alarm state enable

BiY

YPIER— NI CTOY —B KO T7S5— A LEDEREERELET, T 74
NZEIICIE. no OANXVY RZEFRALET,

VIV IR alarm [buzzer | warn-led] state enable [cause {loop-detection |
storm-control | all}]
no alarm [buzzer | warn-led] state enable
INSGA—H— buzzer . 7 —DREEITVET,
warn-led : 75—/ LED OEREZITVET,
cause . JH—F/c(37 5 —L LED TGEHITDINRY M EIBELET,
loop-detection : )L — IRAIEFDHBEHL XTI,
storm-control : /\7Y F A —ARKERFOHBEH LRI,
P INRTDANY N CTEAITDHEEICEELED,
FIAILE ma
ANV EE—F 15 —7 1 —XEEE— R (port, range, port-channel)
FIAILRLARIL LA 12

ERLEDHI RST1Y

REETIF. ANV MREFICTY-BLU7 5 —ALED L& DB ZTT
SNESHEYMER— LB, HEULER—hFvy¥RIVBELATEET D
ENTEXRT, Fie. BT DAY N ZEBETDCENTEXRTD,

buzzer 5 KU warn-led /\S5 X —% —%BE LB WSE(E. THDEMEC
DWTCERELERTD,

cause /\T X —5 —ZERLLE LGS, loop-detection 15T L7/-3HE
BUCEEEAZD XD,

A :

YIR— b 1/0/1 TNy R b= ARERICTY—CBMNT 2EERLET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # alarm buzzer state enable cause storm-control

YIER— b 1/0/1 TIL—THRAFCT S5 — LA LED TBMI DA EERLET,

# configure terminal

(config-if-port) #

(config) # interface port 1/0/1
(config-if-port) # alarm warn-led state enable cause loop-detection
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alarm duration

B TH—BKU75—ALLED DBMOFGRREZRELET., T AN KIC
RYICIE. no EREERLET,

VYT RX alarm [buzzer | warn-led] duration { SECONDS | infinite}
no alarm [buzzer | warn-led] duration

INGX—5— buzzer : 7Y —TCOBHDEMEZIEELE T,

warn-led : 75— /A LED OBROEEEIEELE I,
SECONDS : BRIDHFHERE-™ () %= 1~60 OHETIEEL X,
infinite | RENEEINCC EERAT DX T, EEBNEMET D15

BICEELET,

T DI 60

ANV RE—F JO0-/NLEREE—R

TIAILRLARIL LI 12

FERLEDHT RSTY | buzzer 5 XU warn-led /N5 X —% —ZIBE LB WVEE(E. MADEER
BARESNET,

=B
TY—08ERREZ 30 WICHRET DA FEZERLET,

# configure terminal
(config) # alarm buzzer duration 30
(config) #

alarm buzzer beep-type

B T -—S0EBEERELET,
VIV IR alarm buzzer beep-type {default | 7YPE-/D}
no alarm buzzer beep-type
INGA—5— default : T 7 A )L b DT —BOBEZFERT HRICEELER T, C

DA TTIE 2WEEL. 2BMELEIT D EERDELET,

TYPE-ID: 7H—&DEHED ID #IELEXI, ID (. LTFonwgnhro
A IV avIcEDERT,

« 1:2MWENMEL. 8WMELT D EZRDRLET,
2:5MEMEL. SMMELET D ZERDERLET,
3:3MEMEL. 2MMELLT D ZERDERLET,

FIAILE default
ANV RE—F JO0-/NVEREE—R
T7AIWKLARIL LA 12

EREDHI RS1Y | TH-—SOEEERELFT,

195/481



61V —TJx—RE/N—RDLT7 |63THY— F5—LALLEDIAXYVER

fERHA -

T —BFOBEZY (71 ICRET DA EZRLET,

# configure terminal
(confiqg) # alarm buzzer beep-type 1

(config) #
show alarm
By TH-BKX075—L LED DIREEREEZRRLUETD,
VIV IR show alarm [buzzer | warn-led] [interface /NTERFACE-/DL|-1]
INGA—5— buzzer . 7 —DREEREETRRLUET,
warn-led : 75 —/A LED QDREEEREERRLUET,
interface /NTERFACE-ID : RINHRDA VI —T 1 —AZEELXT,
LUTDINGA = —DW\ITNHEFERTEET,
port . KRNI DYEBR— L ZIBELXT,
port-channel : X R3 2/R—hFrRILEBELED,
FI7AIE L
ANV RE—R FEOINVY RE—R
FI7AIL LNV LA T

FREDHT RS | buzzer 5 LU warn-led /\S X —5 —ZIEELLEWNES., JV—&7o5—

L LED OMADERERRLEX T,

AV —TI1—REBELBWVGEIE. INTDT VY —T 1z —XICEE
I HEBARRSNET,

=B -

YIER— bk 1/0/1~1/0/3 DT Y —& 75— L LED DEHRERRI DA EERLET,

Alarm Buzzer:

Global State
Duration

Current Status

Interface

Portl/0/1
Portl1/0/2
Port1/0/3

Global State
Duration

Interface

# show alarm interface port 1/0/1-1/0/3

: Enabled
: 30 second(s)

Warning Time Left: 25 second(s)

: Warning

State Cause Enabled

Enabled Storm Control

Enabled Loop Detection
Enabled All

Alarm Warning LEDs:

: Enabled
: Infinite

State Cause Enabled Current Warning
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Status Time Left

Portl/0/1 Enabled Storm Control  Warning Infinite
Portl1/0/2 Enabled All Warning Infinite
Portl1/0/3 Enabled Loop Detection Ready 0 second(s)

Alarm Events:

Interface Reason
Portl1/0/1 Storm (BC)
Port1/0/2 Loop
#

debug alarm test

B TH—BKUT75—L LED OBEEFETUIDEZX XY,
VIV IR debug alarm [buzzer | warn-led [interface /N7TERFACE-/D [,|-]1] test
INSAXR—5— buzzer : 7Y —DEMEEYIDBZ 2HEICEELE T,

warn-led : 75 —L4 LED OFEZYIDEZ DHEICIEELEXT,
interface /NTERFACE-ID: 72—/ LED DA V5 —TJ 1 —RA%=IEEL
F9, UTO/INSGAXA—F—DW\WITNHhAEFERATEET,

« port: YPER—LZEELFT,
+ port-channel : 'R— ~F v R)LEBELET,

FTIAI T —BKUCT7S5—LLED AT
ARV RE—F JO-NILEREE—F
T LRIV LAV 15

FEREDHA RSy | KOAXY R THY-—BXKUT7 5 —LLED DBEEFH TYIDBEZ BHRIC
FERLET, AIZE. MohOEHTESZ—RNICLEDDIHEEL. 7
P—P7 5 —L LED OBEEER T DRICERLET,

TARTAIOVY REFRLIEE. BLONY FEANTDEERIE
IEUET,

=B :
TY—ZFHTYDEZDHEZRLET,

# configure terminal
(confiqg) # debug alarm buzzer test
(config) #

R—b1/0/1 D7 Z—L LED ZFBTYDEZ DK EZRLEXT,

# configure terminal
(config) # debug alarm warn-led interface port 1/0/1 test
(config) #
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6.4 R—hrEHBIEIRAITY R

R—hBEBERIVY REZNICHIHT B/INTA—Y—D—BEZUTDORICRLET,

vV R

ARV RENRTKX—5—

errdisable recovery

errdisable recovery cause {all | psecure-violation | storm-control |
bpdu-guard | loop-detection } [interval SECONDS]

no errdisable recovery cause {all | psecure-violation | storm-control
| bpdu-guard | loop-detection } [interval]

show errdisable
recovery

show errdisable recovery

FINY FOFMZEXUTICHALET,

errdisable recovery

By

Error Disabled IREED/R— bDOBEHERZEMICLET, T 74/ bDE
FICRIIBASIE. no AV Y REFEHLET,

VIV IR

errdisable recovery cause {all | psecure-violation | storm-control |
bpdu-guard | loop-detection} [interval SECONDS]

no errdisable recovery cause {all | psecure-violation | storm-control
| bpdu-guard | loop-detection} [interval]

INGX—5—

all : INTOHREDEHEIBEEMCLET,

psecure-violation : 'R— ¥ 21U T v —#EDEBKRKRETOEEEIR
ZEMCLERD,

storm-control : A h—AJY hO—)LCOBEEEIRZEMCLET,
bpdu-guard : BPDU i— RTOEEEIBEZBEMCLET,
loop-detection : )L —RACTOBEHEIHEZBEMCLET,

interval SECONDS : Error Disabled JREEN B R— b =15 IHT 2R (7))
% 5~86400 DEHETIEE L XTI, BELAWVNGE. 300 MHAEAINE
ERS

FI7AIE

)

ANV ERE-F

JO-NILEREE—F

FI7AILRLARI

LAXIL:12

EREDOHT RST1Y

ATV RIE, IV—TRAEEES & T/R— Y Error Disabled RBEIC 75>
B EDBEEEIROMEEZEMCLES, BPDU f— RTIE. Attacked
RENSDBEHEIAEITVED,

bpdu-guard 7 73 3 (3 Ver.2.02.00 BIETHR—ELTWET,
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A -

IANTOHEE - %M. A=A cO—J)L. BPDU H—R, R—btFaUF1—) TD
Error Disabled SREEND S BENEIH T DipexBMIC L. EIHEEZ 200 M CHRET DA EERLUE
9,

# configure terminal
(config) # errdisable recovery cause storm-control interval 200
(config) #

show errdisable recovery

B Error Disabled IREEN S D BEMEIRDEHRERRLE T,

VIV IR show errdisable recovery

INGA—5— L

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

FI7AIW KL LA T

FRLEOHT RSy | AOY Y R(E. Error Disabled REEN S D EHENEIREAE. BIRRR DR TE
PEIFEEDREZRTLET,

A :
Error Disabled IREEN S D HEMEIHDIBHR =R RIT DA EZRULET,

# show errdisable recovery

ErrDisable Cause State Interval

Port Security enabled 300 seconds
Storm Control enabled 300 seconds
BPDU Guard enabled 300 seconds
Loop Detection enabled 300 seconds

Interfaces that will be recovered at the next timeout:

Interface Errdisable Cause Time left (sec)
Portl/0/1 Loop Detection 229
#
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7 L1V —2 #iE

ARETIF. 71—V NATYTFORERANSHEEETH D NS T v IEFNIELE, L1V —2 #EE(IC
g2V RICDWTEHRBELET,

7.1 MACZ RLRAF—7)VIANY VR

MAC 7 RLRT—=TIE. A1 —YRY RAAYFHAFDORS T4 v IEERADT —IN—XTY,
T—YRY PRI YTFIE AZF Vv ATV —LERETDEZDTL—LDI K MAC 7 FL A%
MAC 7 RLRFT—=TIICBEL. ZETDIY NI —NEFEETDEHERIE MAC P RLRXT—TI)LOD
R— MERICHE > TRHRR— MIEEL R, Fioo TL—LAZRELIR— hEFEET MACT RL
A, VLAN BEDEREZE L. MACT RLRT—TILICZDEREREL T,

MAC 7 RLZXT—=TI)LOFIAICET 2 XY REZNICHIGT D/NTA—F —D—EBZUTDRICTK

L&D,

vV R

ARV RENRTAX—F5—

mac-address-table
aging-time

mac-address-table aging-time SECONDS

no mac-address-table aging-time

mac-address-table
learning

mac-address-table learning interface INTERFACE-ID [,|-]
no mac-address-table learning interface INTERFACE-ID [,|-]

mac-address-table
aging destination-hit

mac-address-table aging destination-hit

no mac-address-table aging destination-hit

mac-address-table
static

mac-address-table static MAC-ADDR vlan VLAN-ID {interface
INTERFACE-ID [,|-] | drop}

no mac-address-table static {all | MAC-ADDR vlan VLAN-ID
[interface INTERFACE-ID] [,|-1}

multicast filtering-
mode

multicast filtering-mode {forward-all | forward-unregistered | filter-
unregistered}

no multicast filtering-mode

show mac-address-
table

show mac-address-table [dynamic | static] [address MAC-ADDR |
interface INTERFACE-ID | vlan VLAN-ID]

clear mac-address-
table dynamic

clear mac-address-table dynamic {all | address MAC-ADDR |
interface INTERFACE-ID | vlan VLAN-ID}

show mac-address-
table aging-time

show mac-address-table aging-time

show mac-address-
table learning

show mac-address-table learning [interface INTERFACE-ID [,[-]]
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show multicast
filtering-mode

show multicast filtering-mode [vlan VLAN-ID]

FINY FOFMZEXUTICHEALET,

mac-address-table aging-time

B MAC 7 RLRT—TIDI—-IVIFALEZRELES, T IAI LD
REICRTICIE. no BEHXZFERLET,

VIV IR mac-address-table aging-time SECONDS
no mac-address-table aging-time

INSGA—5— SECONDS : MAC7 RLRAT—TILDEZFLEIY MY —DBEMEAFEZ 0
721X 10~1000000 WDEHLETIEEL XTI, 0ICRET DE. MACT R
LAT—=TILDIY RN —FZA LTI RENEEA,

FTIAI 300 #

ANV EE—F JO-/NIVEEE—R

FTIAILELARIL LA 12

EREDOHT RST1Y

TINTGA—F—% 0 [CHRELIBE. R—bDUY IR clear OV
Y RTOFHREUATIEIEZ LIV MU —(FBIBRENEE Ao

=B -

T-IV 51 LfEE 200 BICRET BHEERLET,

(config) #

# configure terminal
(confiqg) # mac-address-table aging-time 200

mac-address-table learning

B PIER— T MAC 7 RLAZBZBMICLET, FEZENCTDIC
(I, no EREERLKI,

VIV IR mac-address-table learning interface /NTERFACE-/D L|-]
no mac-address-table learning interface /N7TERFACE-ID L |-]

INGAR—5— interface /NTERFACE-ID: R EBDYMER—bZR—b1V5—
JI—ATEELXT,

FIAI bk B3

ANV EE—F JO-NIVEEE—R

FIAILELARIL LAV 12

ERLEDHI RST1Y

AOAYY RT MAC 7 RLZADEEINEMICHE >/ R— Tl 71—
2V RRATYFOREEANLGEED—DOTHD7 RLAEEZEEHITTD
NE<EHxEY,
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A
R—hk 1/0/5 D MAC 7 R L REBZEMICT 27 FEZERLET,

# configure terminal
(config) # no mac-address-table learning interface port 1/0/5
(config) #

mac-address-table aging destination-hit

By 5855 MAC 7 FL RIC K D EIEEEZBMCLET . EMICTDICIE no
ERZERALET,

VIV IR mac-address-table aging destination-hit
no mac-address-table aging destination-hit

INGA—5— ZL

FTIAI g

ANV EE—F JO0-/NLEREE—R

FTIAILELARIL LAV 112

FEHEDHIRSAY | MACT RLRT—=TILTEEULEIY M) —E ZYIBIMACT RLR
ERETT RLRELET L —LAZRELLGRICEHEINET, 74T
avaEEMITDHE., ZEHITD MAC 7 RLRA%ZESEHE7 RLRELET
L—LAMEEESNHBEEIY MU —DBFHMMITHOHNE T,

A :
585 MAC 7 RL RICK D EFMEBEEBMICT DAEZERLED,

# configure terminal
(config) # mac-address-table aging destination-hit
(config) #

mac-address-table static

BrY MAC ZRLAT—TIICARY T v I 7 RLAEEBMLET, TV~
J—%T7—TILHSEIBRT BICIE. no ERXEFEARALEXY,
VIO R mac-address-table static VV/AC-ADDR vlan VLAN-/D {interface

INTERFACE-ID L.]-1 | drop}
no mac-address-table static {all | MV AC-ADDRvlan VLAN-/D
[interface /NTERFACE-ID] L|-1}

INTGX—=5— MAC-ADDR: R T4V IITV hJ)—DMACTY FLRZEELXT,
vlan VLAN-/ID: T bYJ—®D VLAN Z VLAN ID THEEL XTI,

interface /NTERFACE-ID : RDA V5 —T 1 —AEEBELET. UT
DINTGA =T —DVNWITNHEFEHRATEET,
o port: IEELLA—UXRy MR- KNCEETIREZTOIHBRICIEEL
F9, BBIEETEXT,
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mac-address-table static

port-channel : I5E L7c/R— b F v RIVICEEET DR EZITOHRIC
BELET,

drop : WRZEFELEETDTIL—LZROY TIDHECEELFT, D
IVRJ)—=EF1=ZFv¥Ab MAC 7RLRADIY MJ—DHIEEFRET

ER

all : INTDRYT 1 v I MACT L RAZHIBRY BI5EICIEELX T,
FTIAI ARITAvIT7 RLADERELRL
ARV RE—F JO-NILEREE— R
T A KLARIL LIV 12

FEREDHC RSAY | RAOAXY Y RTIE. MAC PRLRT—TIVDRIY T v I IV U —%E
BHDWEHEIBRLE T, I=F v A MAC 7L RENILTFHF Y~
MAC7 FLADOWMAZEHRI D ENTEXT,

fERHA -
MAC 7 RLRAF—TIVDRAY T4 v IIY ) —=ERT DA FERLET,

# configure terminal

(config) # mac-address-table static FC6D.D106.CE01 vlan 4 interface port 1/0/1
(config) #

MR—=KrFP¥RILTMACTZ RLRT—TIDRIYT v IV M) —%ERT DA EZERLED,
# configure terminal

(config) # interface range port 1/0/5-6

(config-if-port-range) # channel-group 2 mode on

(

(

(

config-if-port-range)# exit
config) # mac-address-table static FC6D.D106.CE02 vlan 4 interface port-channel 2
config)#

multicast filtering-mode

B NIVFFY AT IV ITE—RERELEXT, T AL MDEREIC
RI(CIE. no ERZFREALKTI,
VIV IR multicast filtering-mode {forward-all | forward-unregistered |

filter-unregistered}

no multicast filtering-mode

INGAR—5— forward-all : INTDVINFF Vv ANTIL—LAZTSYvT 1 VILE
EP

forward-unregistered : ZFREFEHDIYILFF V¥ AT L —AIFYILF
FYRART—TIICEDVWTEELFRT, KEFDIILFFv AT L—
LETSvTaVIUET,
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multicast filtering-mode

filter-unregistered : EFEFHDVILFF vy AT L —ARFYILFF ¥R
RT—TIVNCEDWTEELET, REFEOIYILFFvr AT L—AlK
TaIEV v TENET,

FTIAIE forward-unregistered
ANV ERE—F VLAN BEE— bk
TIAIEKLARI LAV 12

ERLEDHI RST1Y

NIVFFVY AT ILE VY ITE—RIE. YILFFv¥ AT L —LADERE
DEEE— RZERELF T, forward-all DFEF(E. YILFFvr ALT—
TILDEFKRICE ST VLAN [CEDWTIL—LZETSVYT1VIL
F I, forward-unregistered ° filter-unregistered DIEZ5(F. YILF
FYRART—TICEZRENTVWBIYILFF v AN IL—TDTL— LAl
NIVFF v AT —=TINCEDVWTEEREINET, KEJROVILFF v R
NII—TD 7L —LAlE. forward-unregisterd DIHESET oV T 1V
EN. filter-unregistered D55 (FEIXEZITVEE A,

=B -

VLAN 100 TV FF VY AR TAIEF IV TE—RERELTCREREZE T 1YYV ITITDHEER

LES,

(config) # vlan 100

(config-vlan) #

# configure terminal

(config-vlan) # multicast filtering-mode filter-unregistered

show mac-address-table

=]:y) MACT7 RLRT—TILDIERZERRLET,

VIV IR show mac-address-table [dynamic | static] [address VAC-ADDR |
interface /NTERFACE-/D | vlan VLAN-/D]

INGA—5F— dynamic : Y1 FZVIIV M) —DHRRLETD,

static: X971 v I IV M) —DHERRLET,
address MMAC-ADDR : "R D48EY N MACT7 RLAZEIBELE T,

interface /NTERFACE-ID : FFEDA VY —T7 1 —ADBER=ERRT D5
BICIEBELFT, BELBRWESRIE, INTODA VY —Tx—XICEET
DEHENIRRENFTT, UTOVWITNHAD/INSA—F—TIEELET,
o port:IBELEA—HUXRY NAAYFR—KNCHEET DERERRIT D
BEICEELERT,
+ port-channel : 5 L7Tc/R— b F v RIVICEEET DERERTT D15
BICEELEY,
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show mac-address-table

vlan VLAN-/D:VLAN ID Z#EELXT,

FIAIE A
OAYY RE—R FEDIAVY RE—R
FIAI LRIV LA

EREDHTI RS1Y

AVI—TI—REEEITDE, BEAN VI —T I — AN EEDI VY —
TJI—RE—HIDI-_Frv ATV K -—HRRENET,

=B -

MAC 7 RL AT =TI ehheRknd 5HEZRLET,

Total Entries: 2

#

# show mac-address-table

VLAN MAC Address Type Ports
1 FC-6D-D1-06-CE-7D Static CPU
1 FC-6D-D1-BC-08-44 Dynamic Portl/0/1

INRTCDRY T4 YT MACTZ RLRT=TI IV M) —&EXRRI DA EZRLET,

Total Entries: 2

#

# show mac-address-table static

VLAN MAC Address Type Ports
1 FC-6D-D1-06-CE-7D Static CPU
4 FC-6D-D1-0A-12-F4 Static Portl/0/1

clear mac-address-table dynamic

=]:y) MACT7 RLRT—=TIDIAFZvIIV I —%I U7 LEFET,

VIV IR clear mac-address-table dynamic {all | address MAC-ADDR |
interface /NTERFACE-/D | vlan VLAN-/D}

INGA—5F— all : INTDIAMFZVvITVRI—EDIITLET,

address MAC-ADDR - 8E LY A F v IV NI —ZOUT7LZE
ER
interface /NTERFACE-ID: 94 T2V O IV RN —&EIVT TV
Y—T 1 —RZEBELEFT. ATOVWITNAD/INSA—F—THEELF
ER
« port: EBELREA—YRY NRAYFR—MNIEETDERETHET D
BRICEELERT,
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clear mac-address-table dynamic

port-channel : I5E L/7c/R— b F v RIVICEEET D ERZEET 2145
BICEELET,

vlan VLAN-/D:VLAN ID Z#EELXT,

FIAIE A
OAYY RE—R BIERITE—R
FIAI LRIV LA :12

EREDHTI RS1Y

AKIAXYVRTRIAFIVIIVRI—DHINIUTENEKT, R¥F
TAaVvIIYR)—ZI U7 BICIIREZHIRT DHENHD T,

=B -

d14FZv o MACFP RLRFT—=T)ILH B MAC 77 KL X 00:08:00:70:00:07 ZHIBRS DA EZRL

ENERS

#

# clear mac-address-table dynamic address 00:08:00:70:00:07

show mac-address-table aging-time

B MACZ RLRT—TIWDI—IVI54 Lh\ERRLET,
VIV IR show mac-address-table aging-time

INGA—5— AN

v DI 17U

ANV RE—F FEOINY RE—R

FTIAILELARIL LA 1

EREDOHT RST1Y

ARIANY RTIE MAC PRLRAT—=TIVDI—-IVIT51 hERRLUE
ED

A :

MACY RLRT—=TIVDI—IVITIA1 LhERRS DA EZRLET,

#

# show mac-address-table aging-time

Aging Time is 300 seconds.

show mac-address-table learning

By MAC 7 RL RZEDREZRRLUET,
VYOI R show mac-address-table learning [interface INTERFACE-ID [,|-1]
INGA—5— interface /NTERFACE-ID : RDIR—KA V¥ —T 1 —R%EBELE

¥ HELBWERIE, INRTOYER— FDOBERIRTEINET,
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show mac-address-table learning

FIAIE A
OAYY RE—R FEDIAVY RE—R
FIAI LRIV LA

ERLEDHI RST1Y

ARIANY KT ER—bD MAC 7 RLAZBDREZRRLETD,

=B -

RHEDYIER— D MAC 7 RLRAZEBDIREZRTRT 21 FZRLET,

Portl/0/1
Portl1/0/2
Port1/0/3
Portl1/0/4
Portl1l/0/5

#

# show mac-address-table learning interface port 1/0/1-5

Enabled
Enabled
Enabled
Enabled
Enabled

show multicast filtering-mode

B NIVFFYARTAINWIUYITE—ROREEZRTLET,

VIV IR show multicast filtering-mode [vlan VLAN-/0]

INGA—5— vlan VLAN-ID: =Ri"9 DEW®D VLAN ID ZHEELEXT, EE LGNS
BRERINTOBRIPRTEINET,

v DI BL

ANV EE—F EFROREE—R

FIAILELARIL LAV 1

ERLEDHI RST1Y

AOAVY RIE. EVLANDYILFFVY AT )L U YV TE—RZERRL
£,

A :

IRTDOVLAN DY FF v AT IINI IV ITE—REBREERRI DA EZRLET,

Interface

default
VLANOOO2

Total Entries: 2

#

# show multicast filtering-mode

Layer 2 Multicast Filtering Mode

forward-unregistered
forward-unregistered
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7.2VLAN OY YV

VLAN OX Y FEZNICKRIGT D/INTX—F —D—EBZ U TDORICRLE I,

NV R ANV RENSKX—H—
vlan vlan VLAN-ID [,]-]

no vlan VLAN-ID [,|-]
name name VLAN-NAME

no name

switchport mode

switchport mode {access | hybrid | trunk | dot1g-tunnel}

no switchport mode

switchport access
vlan

switchport access vlan VLAN-ID

no switchport access vlan

switchport trunk
allowed vlan

switchport trunk allowed vlan {all | [add | remove | except] VLAN-
ID [,[-1}

no switchport trunk allowed vlan

switchport trunk
native vlan

switchport trunk native vlan {VLAN-ID | tag}

no switchport trunk native vlan [tag]

switchport hybrid
allowed vlan

switchport hybrid allowed vlan {[add] {tagged | untagged} |
remove} VLAN-ID [,]-]

no switchport hybrid allowed vlan

switchport hybrid
native vlan

switchport hybrid native vlan VLAN-ID

no switchport hybrid native vlan

acceptable-frame

acceptable-frame {tagged-only | untagged-only | admit-all}

no acceptable-frame

ingress-checking

ingress-checking

no ingress-checking

show vlan

show vlan [VLAN-ID [,|-] | interface [INTERFACE-ID [,|-]1]1]

show vlan detail

show vlan detail

protocol-vlan profile
(ZO—-NLEREE—
)

protocol-vlan profile PROFILE-ID frame-type {ethernet2 | snap |
llc} ether-type TYPE-VALUE

no protocol-vlan profile PROFILE-ID

protocol-vlan profile
(A5 —Tx—RE&
EE—R)

protocol-vlan profile PROFILE-ID vlan VLAN-ID [priority COS-
VALUE]

no protocol-vlan profile [PROFILE-ID]

show protocol-vlan

show protocol-vlan {profile [PROFILE-ID [,|-]] | interface
[INTERFACE-ID [,I-11}
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FINY FOFBZEXUTICHBALET,

vlan

B VLAN ZZ&#&L. VLAN BREE—RICADFRT, &KL VLAN ZHIER
IBICF no EREFEALET,

VYOI R vian VLAN-ID,]-1
no vlan VLAN-/DL,|-]

INSGA—5— VLAN-ID:VLAN ID ZIEE L X,

FTIAIE default (VLAN ID:1) hMER S N7 iREE

ANV RE—F JO0-/NVEREE—R

T7AIWKLARIL LA 12

FEREDHTI RSAY | ROV Y RIE. REFED VLAN ZHHETEFL. IROD VLAN REE—
RICBITLER T, BHFAD VLAN @ VLAN ID ZIEE LIcEE(E VLAN &
EE— RA\DBITOHNTHNET,

VLAN ZHIBRT DICIE. no vlan OAY Y REFEHALEFT, T 7AW KD
VLAN (VLAN ID:1) (ZHIBR TE FtH Ao

=B -
VLAN ID 1000~1005 @ VLAN Z=&#xL. VLAN REE—PFICBITI 2 EZRLET,

# configure terminal
(config) # vlan 1000-1005
(config-vlan) #

name

BH VLAN BZHRELET, VLAN 22T 74 EDREICETICIE. no
REFEALET,

VIV IR name V.AN-NAME
no name

INSGA—5— VLAN-NAME : VLAN &%= &K 32 XFTEELXT,

FI Ak VLAN ID #* 1 @ VLAN : default
ZNLS - VLANxxxx (xxxx &, VLAN ID ZR9 4 #TDHIE)

ANV RE—F VLAN BEE—

FI7AIW KL LIV 212

FERAEDHA RSCIY | VLAN ZEEFI D&, BEMIC VLANxxxx &3 VLAN &HEIDHTHS
NEJI, KONV RZEFERATDE. VLIAN BEEEIT D ENTERT,
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A -

VLAN 1000 ® VLAN &% Tadmin-vlan, [CBREITDAHEERLET,

(config-vlan) #

# configure terminal
(config) # vlan 1000
(config-vlan) # name admin-vlan

switchport mode

By

R—EDVLAN E—RZIEELET. VLANE—RZT T AL hOREIC
RI(CIE no ANY RZERLET,

VIV IR switchport mode {access | hybrid | trunk | dot1q-tunnel}
no switchport mode
INSA—5— access . Nn—hZ7 VL XAE—RICEELFT,
hybrid : 'R— hZ/\1 77Uy RE-RICEELFT,
trunk | R—hZ SV OR—KMIIEBELEY,
dotlg-tunnel : 'R— ~Z h Y RILE—RICEELXT,
v DI access
ANV ERE-F 15 —7 11— XEREE— R (port, range, port-channel)
T7AIWKLARIL LA 12

EREDOHT RST1Y

R—hZE7IVERE-RICRELLHBE, EIDETHND VLANZTET
o hIVIE—RPN\ATUY RE-RTIE. EHOD VLAN ZEIDHT
BTENTEFRT, NMTUYRE-—RTIE IG5 LTL—LTUET
% VLAN ZEHRET D ENTEXT,

b2 RIVE—RIEVLAN by RIVEBED b RILIR— hTERBLEI. b
VRIVR—ETIR, #T9DETL—LDVLAN ¥ T BERZEBHLBEWNT Y
TRAE-RFOKSBEMEEITVET,

VLANE—RZZEEIT D&, R—MIEIDH TR VLAN DRERF VYT S
nxdo,

A :

R—=bt1/0/1ZRSVIE—RICRETDAHEERLET,

config-if-port) #

# configure terminal

(config) # interface port 1/0/1
(

(

config-if-port)# switchport mode trunk
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switchport access vlan

=]:y) 7O RXE—ROR—KIVLAN ZEIDHETEY, T IAIDREICR
FICIE. no EHXZFEALEXT,

VIV IR switchport access vlan V.AN-/D
no switchport access vian

INSGA—5— VLAN-ID: EID ¥ TS VLANZVLAN ID TEELE Y, %295 VLAN
AEELLZEWVESIE. FTLL VLAN A" EBIMICIERENE T,

FT7AIK VLAN 1

ANV ERE-F 15 —7 11— XEREE— R (port, range, port-channel)

FTIAILELARIL LA 12

EREDOHT RST1Y

RIRVERE 70CXE—RELLE M YRIVE-RDOR—KTOD
VLAN QEID HTZEITVNE T,

A -

R— K 1/0/1 272+ RE—RTVLAN ID:1000 £E|D U TBHEERLETD,

config-if-port) #

# configure terminal

(config) # interface port 1/0/1
(

(

(

config-if-port)# switchport mode access
config-if-port)# switchport access wvlan 1000

switchport trunk allowed vlan

BiY

RS2V OFE—ROR—KIVLAN ZEIDHTEI, T 7AW BDREICE
JICF no EREFEABLEYT,

VIV IR

switchport trunk allowed vian {all | [add | remove | except] /LA/N-
/DLI-1}
no switchport trunk allowed vian

INGA—=5—

all : INXNTD VLAN ZEIDHTHI,

add : I5E L7 VLAN ZEMTEID LTI,

remove : I57E L7 VLAN DEID Y THEHIBRLED,

except : I57E L7z VLAN UADITNRTD VLAN ZEIDYHTEI,

VLAN-ID : Z&$%. &i0. HIBR. BRAN TS VLAN UR L ZEELXRT,
add. remove. except DA T a3V ZEIBELHBWVWEEF. BIDHTS
VLAN AN EEEENET,

FTIAILE

INTD VLAN Z&ID BTIRRE

ANV ERE—-F

15 -7 —XAEREE— R (port, range, port-channel)

T ALV

LA 12
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switchport trunk allowed vlan

FEREDHCRSAY | ROV RE. RSV ITE—RDKR—KTODVLAN QEIDYTZRELF
9o X177 VLAN Zi#EAT D VLAN £EID YU TICEHDRHENHD
£,

ERASG
R— K 1/0/1 12 5> ZE— RTVLAN 1000 & 2000 #Z|0 U TR HFEERLET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # switchport mode trunk

(config-if-port) # switchport trunk allowed vlan add 1000,2000
(config-if-port) #

switchport trunk native vlan

=]:y) RSV IE—ROR—bDRAT 1T VLAN ZEEELEFT, T 7AW LD
REICRTICIE. no BEAZFERLET,

VIV IR switchport trunk native vlan { VLAN-/D | tag}
no switchport trunk native vian [tag]

INTGX—=5— VLAN-ID: %47« 7 VLAN @ VLAN ID ZEE LE T,
tag ! X177 VLAN Z5 I DETEELEBITZ2E—RZEMCLE
ED

TI7AIbE VLAN 1. tag # 7> 3 V7L

ANV EE—F 15 —7 1 —RXEEE— R (port, range, port-channel)

FIAILELARIL LA 12

FEREDHAARSAIY | ROV VRIEFE. FSVIE—RDR—ETRAIT 17 VLAN ZHRELE
9, AT D VLAN [E. switchport mode trunk allowed vlan 17> R
TIR—KMCEIDYTONTVWDRENHD XTI,

tag ZIEELIEHE. 1T 17 VLAN [CEREL/ VLAN O T L — L%
EREBEVLAN ¥ 0 DET L —LATIITHNETD,

fERHA -
R—B1/0/1IChSVIET—RORAT1 T VLAN £ 20 (CRET D HFERLET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # switchport mode trunk
(config-if-port) # switchport trunk native vlan 20
(config-if-port) #
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switchport hybrid allowed vlan

B N Ty RE—RDR—KZVLAN ZEID Y TERY, T I A MDERE
[CRTIICIE. no EHXZFERLET,
VIV IR switchport hybrid allowed vlan {[add] {tagged | untagged} |

remove} VLAN-/D,|-1

no switchport hybrid allowed vian

INSX—5— add : $57E L7z VLAN ZEBMTEID HTEHT,

remove : J5E L7 VLAN DEID U THEHIBRLE T,

tagged : IEEE L7 VLAN ZH IR EXV/\—([CEIDHTET,
untagged : I5TE L7 VLAN DF IIE LAV N\—CEIDHTET,

VLAN-ID : B0, B3 2 VLAN UXREIEELZFT, add. remove
ATV aVEEBELEWVGES. TNETNOXV/\—D VLAN REHN LEE

SNEY,
vk VLAN 1 (¥ J75 LX) =)
ANV ERE—FR 15 -7 —XAEREE— R (port, range, port-channel)
F7AIW KL LIV 112

FERLEDHACRSAY | ROV RIE NAMT Uy RE—FRDIR—KTO VLAN OFID HTERE
LET. R1T 17 VLAN ZHEAT D VLAN ©F T LAV /IN—(CEID
LTDRENHDERT,

=B :
R—k 1/0/1 Z/)\A1TUw RE—RICLT. VLAN 1000 Z% & X > /{—. VLAN 2000 & 3000
EFTIBRULAVN—ICEIDHE TR HEERLET,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # switchport mode hybrid

(config-if-port) # switchport hybrid allowed vlan add tagged 1000
(config-if-port) # switchport hybrid allowed vlan add untagged 2000,3000
(config-if-port) #

switchport hybrid native vlan

B INTYYy RE=ROR—KTRAT+ T VLAN ZEBELFIT, T 74N
FOREICETICIE. no BEHZFERALET,

VIV IR switchport hybrid native vlan VVLAN-/D
no switchport hybrid native vian

INGA—F— VLAN-ID : %47« 7 VLAN ZEELF I,

FIAILE VLAN 1

ANV EE—F 15 —7 1 —XEEE— R (port, range, port-channel)

FIAILELARIL LAJL 12
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switchport hybrid native vlan

FEREDHIRSAY | AOYVRIE NATVY RE-—RDR—KTRAT 17 VLAN ZREL
F£9. RELEYIBRLIL—AIF. XA T 17 VLAN [CEEESNL
VLAN DT 714 v & ULTUMEBENET, BAT S VLAN (I,
switchport mode hybrid allowed vlan 1Y > RT/R— ~ZEIDHTHN
TWDRENHDFT,

fERHA :
R—K1/0/1 12\ TVY RE—RDXRATT 17 VLAN %Z 20 [CERET DA EERLET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # switchport mode hybrid

(config-if-port) # switchport hybrid allowed vlan add untagged 1000,20
(config-if-port) # switchport hybrid native vlan 20

(config-if-port) #

acceptable-frame

B R—KTRFRFFZTIL—LDIYA TEZRELFT, T IAILEDEREIC
RYICIE no EREERLE I,

VIV IR acceptable-frame {tagged-only | untagged-only | admit-all}
no acceptable-frame

INGA—5— tagged-only : ¥ JET L —LADHZERIFANDGEICIHEELEF T,

untagged-only : ¥ LT L —LADIHERIFANDEEICEELFT,
admit-all : INTDIL—LYA TEZZIFANDEEICEELED,

FTIAIE 72 XE— RDKR—b : untagged-only

f2D VLAN E— RD/R— b : admit-all

ANV RE—F 1> 5 —7 1 —AKETE— (port, range, port-channel)

T ALV LA 12

FERAEDHARSIY | IR—hTRIMIFZDTIL—LDYA TERELET,

R—FDVLANE—RPVLANEID B TOREIS. RAIELTREIL—
LOHHNE(CEEBERIFLERA. BIZE. PIERXE—ROR—KT
Ho>TH. KIS A=Y —H admit-all DIFSC(F VLAN YT DET L —
L7ZERFHTET,

=B
R—hk 1/0/1 TRIFHFZTL—LDY A T% tagged-only [CRET DAEERLET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # acceptable-frame tagged-only
(config-if-port) #
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ingress-checking

BiY

AVILAFIVvIZBMILET, EMCITDICIE no HXZEEAL
£,

VIV IR ingress-checking
no ingress-checking
INTGX—=5— AN
Pk I By
ANV ERE—-F 15 —7 11— XEREE— R (port, range, port-channel)
T7AIWKLARIL LA 12

EREDOHT RST1Y

IV ILRF Y INENDEE. RIELICTL—LD VLAN BERER—
RO VLAN BID B TOBESZERE L. FRWBZTSHNFOY T 2h%E
RELET, EWDHAIF. BEZEILIREA.

R—EDVLANE—RPVLANED HTOREIL. RAELTRETL—
LOFMILBICRHEBEREL R, FIZIE. RSV IE—RDR—KT
VLAN 10 AEIDETONTWEWRETH>CE. TVILAFI VY
NMEMDIZECIE VLAN 10 DF T DET L —LZR(TRHF D & FiikLE
EITWET,

=B -

R— K 1/0/1 DA VILRF v o EBHICRET BHEERLES,

config-if-port) #

# configure terminal

(confiqg) # interface port 1/0/1
(

(

config-if-port)# ingress-checking

show vlan

By

VLAN fE#ZERRLEXI,

VIV IR

show vlan [ VLAN-/D,]-1 | interface [INTERFACE-/DL|-111

INGA—=5—

VLAN-ID : BEBHRERRIDVLANDUZAREEBELEXT,
interface : 'R— MCEID YT/ VLAN BHERLRLE T,

INTERFACE-ID : VLAN DEID Y TERRT D R—KEEBELFT, 15
ELULBWEEIE. INTOR—MIEET DBEHRERNRRENET, LUTOD
WINHD/INSXA—Y—TEELFT,

« port: IBELIR—KD VLAN BRERRLET,

+ port-channel : 5 L7Tc/R— hF v RILD VLAN fEHRZRRLUET,

A7 a3 VEIEELEVES. show vian 1-4094 >~ [FAfRIC. ZEEFZINT
WBIARTD VLAN OFEPR— MADEID Y TOERERRLET,

FI7AIE

ANV
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show vlan
ARV RE—R FEOIAYY RE—R
FI A RLAI LA T

EREDOHT RST1Y
ED

ARIVY R(E. BF|U VLAN OREVR— OEID HTERZERTLE

A :

INRTD VLAN OEHRZERRT 2T EERLET,

# show vlan

VLAN 1
Name : default
Description :

Tagged Member Ports

VLAN 100
Name : VLANO0100
Description :
Tagged Member Ports
Untagged Member Ports
VLAN 200
Name : VLAN0200
Description :
Tagged Member Ports

Total Entries: 3

#

Untagged Member Ports :

Untagged Member Ports :

1/0/1-1/0/2,1/0/17-1/0/28

: 1/0/2,1/0/21-1/0/23
: 1/0/3-1/0/8

: 1/0/2,1/0/21-1/0/23

1/0/9-1/0/16

R—h 1/0/1~1/0/2 D VLAN BHRERRI 2 EERLET,

Port1/0/1
VLAN mode
Native VLAN
Hybrid untagged VLAN
Hybrid tagged VLAN
Ingress checking
Acceptable frame type

Portl1/0/2
VLAN mode
Native VLAN
Trunk allowed VLAN
Ingress checking
Acceptable frame type

# show vlan interface port 1/0/1-1/0/2

: Hybrid
1
1

: Enabled
¢ Admit-All

: Trunk

: 1 (Untagged)
: 1-4094

: Enabled

: Admit-All

show vlan detail

By

FHHEZ VLAN BHRZERRLET,

VIV IR

show vian detail
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show vlan detail

INSGA—5— AW

FTIAIE L

ANV RE—R FEOIVY RE—R

T7AIWKLARIL LA 1

FEHEDHIRSAY | ROYY RIE R—KrD VLAN E— RPEID Y TERERRLFT,

fERA -

FiE VLAN BHRZERTI 27 EERLE T,

# show vlan detail

--- vlan port information ---
a = access t = trunk h = hybrid
p = private-vlan d = dotlg-tunnel

C Port
1 8 9 1o 17
- + - + +——
Port Mode 1 aattatta aaaaaaht aaaa

—--- vlan mapping information ---
u = untag t = tag

C Port
1 8 9 1o 17
Name VID +————— + + +——
default 1 1 uu.uutuu uuuuuuu. uuuu
VLANOO10 10 1 tt.tt. oL, t ...
VLANOO11 111 ...ttt oL, t ...
VLANOO12 121 t.tt. ool L.
VLANOO13 13 1 t.tt. ool Ll

#

protocol-vlan profile (ZO—/VNLEREE—R)

B O3V VLAN Z7O7 7 MV EERLE T, HIERT BIC(E. ne o=
ERALEXY,
VIV IR protocol-vlan profile PROF/LE-/D frame-type {ethernet2 | snap |

lic} ether-type 7YPE-VALUE
no protocol-vlan profile PROF/LE-/D

INGX—5—

PROFILE-ID: 7O7 74 )L 1D %Z 1~16 DEHETIEEL XTI,

ethernet2 : AT DI L —LY1 T2 1 -y b~ Il JL—AICIEEL
x99,

snap : BT DTL—LY1 T&ZSNAP JL—AICEEELEY,
llc: BRI 2T L—L51 7= LLCTL—ALICEELEY,

ether-type 7YPE-VALUE: #HRIS D1 —H Ry &1 g% 16 K 2
N1 R TEELED,
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protocol-vlan profile (FO—/VLEREE—R)

FIAIE A
OVYY RE—R JO—-NIVEEE—R
FIAI LRIV LA :12

ERLEDHI RST1Y

AIVYRTR, ZARILVLANOTOT 7 1 I)LEERLE T, ERLL
A7 70 AVIY—T—AREE—RHOR-—KMIEDHTS
CENTEXT,

=B -

ORIV VLAN Z7O7 74N Z=EERT DA E=ERLET, CDHITIE.
541 73 ethernet2, 1 —H=xv &1 EH 0x86dd) ZEiIETE

IPv6 7O (TL—A
LTWET,

(config) #

# configure terminal
(confiqg) # protocol-vlan profile 10 frame-type ethernet2 ether-type 0x86dd

protocol-vlan profile (1% —7 1 —XBEE—R)

B R—=KCFAORINVLAN 7O7 71N ZEHKLUET, HIBRT BICIE. &
ONY D no B ZFERLET,

VIV IR protocol-vlan profile PROF/LE-/Dvlan VLAN-/D [priority COS-
VALUA]
no protocol-vlan profile [ PROF/LE-/D]

INGA—F— PROFILE-ID: Z7ORIJLVLAN Z7OT7 71)LD ID ZIEELEXT,
VLAN-ID: ZO7 7 A)IEX Yy FLIETL—LD VLAN ZIEELET,
priority COS-VALUE: TOT7 71 IVICR v F Lic T L—L®D CoS ZIETE
LERIT, BELEWHE, CoSIF0 & LTURENET,

T4k L

ANV EE—F 15 —7 11— XEREE— R (port, range, port-channel)

FTIAILELARIL LAV 12

EREDOHT RST1Y

AOVYY R, fEELAZZOKIJLVLAN Z7O7 71 )L 7ER—
TT. BHITDIL—LDVLAN & CoS EZHTFLFT,

NZEID 2

A

R—k1/0/1 (270 K3V VLAN Z7O7 71 J)L(ID:10) ZEER L.
T BAEERLET,

B3I D7 L — L% VLAN 3000

(
(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
config-if-port)# protocol-vlian profile 10 vlan 3000
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show protocol-vlan

=]:y) ZOR3JL VLAN BIEDREERRLET,

VIO R show protocol-vlan {profile [ PROF/LE-/D,]-11 | interface
[/NTERFACE-ID L|-11}

INGA—F— profile : 7O KJJL VLAN 707 71 ILDERERRLET,

PROFILE-ID: &®x327OKIJLVLAN ZOT 7LD ID ZIEELF
9, BELLEWES, INTOTAT 7 MIARRENED,

interface : /Rh— MNCEEFRL/Z7ONI)L VLAN 7O771)LE. XV F
ULERETL—AICHTBIEREERRALED,

INTERFACE-ID : RDA V¥ —T 1 —AD ID ZAALET, EELE
WIEE(E. INRTDAM VY —T 1 —RICEBEITBRERIERREINET, U
TOWITNHADINTA -5 —%EFERATEEXT,
« port: EELIAR—NIEETZEHRERRLED,
port-channel : i5E L/7c/R— b F v RIVICEET DERZERRLE

EP
FIAILE mU
OVY RE—R FREDIOVY RE—R
FIAILRLARIL LA T

FERLOHT RS1Y zls:wy RiZ. 7OR3JLVLAN Z7O7 71 I)ILRR— RAODZEI D L TICEE
DEREBERERRKLETS,

=B
R—k 1/0/1~1/0/2 ®7O ~ )L VLAN DR ERRZEZRRLET,

# show protocol-vlan interface port 1/0/1-2
Interface Protocol Group ID VLAN Priority
Portl1/0/1 1 1 5
Portl1/0/2 10 3 0

11 3001 1

#

ORI —-TTOT7AIEEERTRS DA EERLET,

# show protocol-vlan profile

Profile ID Frame-type Ether-type
1 Ethernet?2 0x86DD (IPv6)
2 Ethernet?2 0x0806 (ARP)
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73U 070U5—=>3>IR VR

Do oF700 5 =23 v(F, R=bFvRIVEMEENZIERDR— N ERRIEESY VIR L.
REWICTEDOERE T DHETT, R—rF v RILDERESNDE, R—KFvyRILAIVET—
T1—REVWSHEEBA VY —T 1 —AMMERENET, AEETIF. IEEE802.3ad YV o7 T —
¥avIEHIEL. R—bFvyRIVTETRRK8R—NEERRDZENTEET,

D700 —23 YO Y REZFNITHIET D/INTAXA = —D—B=ZLUTDRICRULET,

ONYVR

ANV RENNSA—5—

channel-group

channel-group CHANNEL-NO mode {on | active | passive}

no channel-group

lacp system-priority

lacp system-priority PRIORITY

no lacp system-priority

port-channel load-
balance

port-channel load-balance {dst-ip | dst-mac | src-dst-ip | src-dst-
mac | src-ip | src-mac}

no port-channel load-balance

lacp port-priority

lacp port-priority PRIORITY
no lacp port-priority

lacp timeout

lacp timeout {short | long}

no lacp timeout

show channel-group

show channel-group [channel [CHANNEL-NO] {detail | neighbor}
| load-balance | sys-id]

BANY FOFHEENTICHRRBLEI,

channel-group

BiY

R— b F v RIVEEBRL. XYN—R—hZ&HFELFEMLET, X
VI\—IR— b ZHIRT BIC(F. no ERXEFEALETD,

VIV IR channel-group CHANNEL-NO mode {on | active | passive}
no channel-group
INTGX—5— CHANNEL-NO : R—bF v RILDII—T 1D %= 1~8 DEHETIEEL
£9,
on: R—hFyRILDBEE-—RZEXSIT 1V IICIEELEFT,
active : 'R— b F ¥ R)LDEIFE— K& LACP (active) [CHEEL TS
passive : /R— hF v RI)LDEMEE— K& LACP (passive) [CIEE LT,
FIAI bk BL
OYY RE—R 1Y =71 —RREE— R (port, range)
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channel-group

T ALV LAV 12

FERLEDODHTI RSy | ATV RIE. OY Y RE—RICHIST 2YER— b ZEXV/\—R— k&
LiciR— b FvRIVEERLET, BELER—FFvRILD ID HMERR
FOBEIE. R—bFvY¥RILDAV/N—R—bhE LU TEMENET .

JO—/)N)LEBREE— RHS no interface IV RTIR— hF v R)LT YV
—J1—X%&BIBRTDE, XV/N\—R— MDIBEEBBEBRINET,

A -
XV )\—=R—Kk 1/0/4~1/0/5 DR— = F v RIL(LACP(active) E— R) Z{ER 3 2 5= RLE T,

# configure terminal

(config) # interface range port 1/0/4-1/0/5
(config-if-port-range) # channel-group 3 mode active
(config-if-port-range) #

lacp system-priority

=]:y) LACP DY RT LABEEZRELET ., T IAIMECRTICEF. AV
YD no ERXZFERLET,

VIV IR lacp system-priority PR/ORITY
no lacp system-priority

INGA—5— PRIORITY: ¥ AT L©BFEE%Z 1~65535 DEHETIEELFI .

FT7AIK 32768

ANV EE—F JO-NILEEE—R

T7AIWKLARIL LA 12

FERAEDHARSAY | KOXYYRIE. LACP YRATABEEZZRELET. YRTLABEENN
BT /N1 XEDNSVNHFE, BET /A RITEHENEKT, Y RTAEBE
ENZELWEEEF. YRXTALID (MACTPZ RLR) OHBRTEHELET,

A
LACP ¥ X5 LABFE%Z 30000 ([CERET DHEERLE T,

# configure terminal
(confiqg) # lacp system-priority 30000
(config) #

port-channel load-balance

B R—=hFryRILVOEBEMET VIV ALEZRELET, T T4 RREIC
RYICIE no EREERLEI,
VIV IR port-channel load-balance {dst-ip | dst-mac | src-dst-ip | src-dst-

mac | src-ip | src-mac}
no port-channel load-balance
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port-channel load-balance

INTGX—H— dst-ip : 585C |IP 7 RL AR —-XDEFMRZITVNET,

dst-mac : 385t MAC 7 RL AR—XDERHEZITVE T,

src-dst-ip | KXETT/5E5% IP 7 RL AR—XD B EITVETD,
src-dst-mac : X(STT/585% MAC 7 RL AR—ZRDBHRMHETVETD,
src-ip : IXfETT IP 7 RLAR—-XDEFHEITVE T,

src-mac | XETT MAC 7 RL AR—ZD B/ ETVE T,

FIAILE src-dst-mac
ANV RE—KR J0O—-/NLEREE—R
FI7AIL LNV LI 12

FEREDODHTIRSAY | RXOATYVRIE. R—hFvyRIVDXENT T v I ICERETERDET
IWIUXLEERELET,

EFS :
BREMETILTY XA src-ip ZRET D AEEZRLET,

# configure terminal
(confiqg) # port-channel load-balance src-ip
(config) #

lacp port-priority

=]:y) LACP DIR— MBAEEZRELEFT, T 7 AN FDOREICRTICIE. no Tz
REFEALET,

VIV IR lacp port-priority PR/OR/TY
no lacp port-priority

INGA—5— PRIORITY : iIR— MBFHEZ 1~65535 DEHETIEELF T,

FTIAIE 32768

ANV ERE-F 15 —7 11— XAEREE— R (port, range)

FTIAILELARIL LIV 112

FEREDHC RSAY | AOY Y RIE LACP OR— MBEEZRELEF T, R— MEEEL. BE
([CERT 2R— b ZBET/\A ANBEIRTDERCHERLET . EROR—
hDBEENRL THDHEE. R— hESZEEERLET,

fERHA -
A5 —71x—2R1/0/4~1/0/5 TR— MBS E% 20000 (CRET D HFEERLET,

# configure terminal

(config) # interface range port 1/0/4-1/0/5
(config-if-port-range) # lacp port-priority 20000
(config-if-port-range) #
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lacp timeout

B MET/NA XD DBHAS Nz LACP BROBWHARZRELET. T 7+
IWMEICRTICIE. no ERZERALETD,

VIV IR lacp timeout {short | long}
no lacp timeout

INGA—5F— short : ZEL7c LACP BROBEMHRE 3 WICEELET, @T /A

ADEHANZ LACP 7 L — LADXEFRIE 1 #ICED XTI,

long : X5 L7 LACP BB OBMHERZE 90 MCHELFT, WET/\1
ADEHANE LACP 7 L — LADXE(EMER(E 30 HICED TT,

FI7AIE long

ANV ERE—-F 1V —7 1 —XREE— F(port, range)

T ALV LA 12

FERLEDAC RSAY | ROAXY RIE MEAT/NA Aho@BASNIC LACP BHROB AR ZERE
LET, COERIS LACP JL—AICKDMMAET/\A XICEBMEN.,
ELIT N\ RIBERHRZTTIC. EHAE LACP 7L — LADXEHERZE
HELEI,

R :
R— K 1/0/1 T LACP OBEMEARE 3 B (short E— R) ICHRET B HEERLET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port)# lacp timeout short
(config-if-port) #

show channel-group

B FrRXIIIN—TERZEZRRLUET,

VIV IR show channel-group [channel [ CHANNEL-NC] {detail | neighbor} |
load-balance | sys-id]

INSAXR—5— channel : EELTCR— M F v RILDBERZERRIT DEEICHEELET,

CHANNEL-NO: Fv )TN —FID%=EFBELET, &HHEHIF1~8 TI,
detail : FElLF v RILT I —TEHRZRRIT DHRICEELET,
neighbor : X1 /\—1FHZEXRRI DHEICEEL XTI,

load-balance : BN EIERZER NI DIHFSICIEELET,
sys-id .| LACP TEHINZ VAT LB FEZRRI DHEICEELE

ERS
FTIAIE L
ANV RE—R FEOIVY RE—R
T7AIWKLARIL LA 1
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show channel-group

FEREDHC RSAY | R=bFrRILBSZEELEVESE. INTOR—FvRILARE
SN X T, show channel-group 1Y ~RT channel. load-balance.
sys-id /\OX -5y —ZHEELLEWGEEEF. FrRILIIL—TOooIU—1IF
BEFHRRSINET,

fERHA :
INRTDOR— M F v RILDFEMBERERRI DA EERULET,

# show channel-group channel detail

Flag:
S - Port is requesting Slow LACPDUs F - Port is requesting fast LACPDU
A - Port is in active mode P - Port is in passive mode
LACP state:
bndl: Port is attached to an aggregator and bundled with other ports.
hot-sby: Port is in a hot-standby state.
indep: Port is in an independent state (not bundled but able to switch data
traffic)
down: Port is down.

Channel Group 3
Member Ports: 2, Maxports = 8, Protocol: LACP

LACP Port Port
Port Flags State Priority  Number
Portl/0/4 SA bndl 32768 4
Portl1/0/5 SA bndl 32768 5

R—bFv¥RIL3DRAN—ERERRITDHEERLET,

# show channel-group channel 3 neighbor

Flag:
S - Port is requesting Slow LACPDUs F - Port is requesting fast LACPDU
A - Port is in active mode P - Port is in passive mode

Channel Group 3

Partner Partner Partner Partner
Port System ID PortNo Flags Port Pri
Portl/0/4 32768, FC-6D-D1-70-04-00 4 SA 32768
Portl1/0/5 32768, FC-6D-D1-70-04-00 5 SA 32768

INTDF v RIVITIN—TDEFIEERERRI 27 EZERLET,

# show channel-group load-balance

load-balance algorithm: src-ip

#
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YRATLIDBERERTI DI EERLET,

# show channel-group sys-id
System-ID: 32768, FC-6D-D1-06-CE-7D

#

INTCOR—bFryRILDOYYY —ERERTI 2 EERLET,

# show channel-group

load-balance algorithm: src-dst-mac
System-ID: 32768,FC-6D-D1-06-CE-7D

Group Protocol
3 LACP
#
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STP OV Y FEZNICHIGT D/INTAX—=F—D—BZUTDORICRLEXT,

vV R

ARV RENRTKX—5—

spanning-tree global
state

spanning-tree global state {enable | disable}

no spanning-tree global state

spanning-tree mode

spanning-tree mode {mstp | rstp | stp}

no spanning-tree mode

spanning-tree
priority

spanning-tree priority PRIORITY

no spanning-tree priority

spanning-tree
(timers)

spanning-tree {hello-time SECONDS | forward-time SECONDS |

max-age SECONDS}

no spanning-tree {hello-time | forward-time | max-age}

spanning-tree tx-
hold-count

spanning-tree tx-hold-count VALUE

no spanning-tree tx- hold-count

spanning-tree nni-
bpdu-address

spanning-tree nni-bpdu-address {dot1d | dot1ad}

no spanning-tree nni-bpdu-address

spanning-tree state

spanning-tree state {enable | disable}

no spanning-tree state

spanning-tree cost

spanning-tree cost COST

no spanning-tree cost

spanning-tree port-
priority

spanning-tree port-priority PRIORITY

no spanning-tree port-priority

spanning-tree guard
root

spanning-tree guard root

no spanning-tree guard root

spanning-tree link-
type

spanning-tree link-type {point-to-point | shared}

no spanning-tree link-type

spanning-tree
portfast

spanning-tree portfast {disable | edge| network}

no spanning-tree portfast

spanning-tree
tenfilter

spanning-tree tcnfilter

no spanning-tree tenfilter

spanning-tree
forward-bpdu

spanning-tree forward-bpdu

no spanning-tree forward-bpdu

show spanning-tree

show spanning-tree [interface INTERFACE-ID [,|-]]
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show spanning-tree | show spanning-tree configuration interface [INTERFACE-ID [,[-]]
configuration
interface

clear spanning-tree | clear spanning-tree detected-protocols {all | interface INTERFACE-

detected-protocols ID}

BANY FOFHEZENTICHRRBLEI,

spanning-tree global state

B STP 70— /\ILEREZITWET . T 74 SDEREICRIICIE. no
RZ=FEALET,

VIV IR spanning-tree global state {enable | disable}
no spanning-tree global state

INGA—F— enable : STP 02U O—/\)VIREEZBMICT DEBICEEL XD,

disable : STP O O—/\)VRREZEHICIT DHEICHEELET,

FT7AIK mu
ANV RE—R JO0-/NLEREE—R
T7AIWKLARIL LAV 12
FERLEDHAIRSAY | AOTVRIE STP 70— /NILEREZEH. BEUSIIEMCEHRELE
ED
fEFAA

STPZBHMICTBTEERLET,

# configure terminal
(config) # spanning-tree global state enable
(config) #

spanning-tree mode

B STP DE—RZRELEI, T IAIBDREICETICIE. no FERZERE
FAULEY,

VIV IR spanning-tree mode {mstp | rstp | stp}
no spanning-tree mode

INGA—5— mstp . MSTP TEMEL F T,

rstp : RSTP CTEIMEL KT,
stp : STP CTEIEL XTI,

Pk I RSTP
ANV ERE-F JO-NILEREE—F
T LRIV LI 12
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spanning-tree mode

EREDHA RSy | AOY Y R STP OEMEE—R%Z STP. RSTP, MSTP ODWINATEK
ELEXT. BIEE— REYDBXBE. BEHD STP €Y 2 —)LAH
ftEen, BEDRXT—YRFHRFINIEEA.

fERHA :
ETHRD/N—I3VDSTPEI1—)L%ERSTP ICHET DA EERLET,

# configure terminal
(config) # spanning-tree mode rstp
(confiqg) #

spanning-tree priority

=]:y) Ty IBEEERELET, T IAIMDREICRTICIE, ROV R
D no LR ZREALET,

VIV IR spanning-tree priority PR/ORITY
no spanning-tree priority

INSGA—5— PRIORITY : ANZV YU - ROY—TCODEEBRERTH D

Spanning-Tree Bridge-ID Z. 7w IEBEEET)vI MACT7 RL R
THERITDEDOEELET, #HIF0~61440 TI,

Pk I 32768
ANV ERE-F JO-NILEREE—F
T LRIV LI 12

FERLEDAMIRSAY | RKINSAX—=5—[E. RSTPEULLKIESTP TERID T Y IBEEZRTE
LEIT. TUVIBEEFIL—RTUyIDBEETSREIN, BA/MASW
FEBEENBSBDET, BEENEFELWSRIZE. YXTLD MAC 7
RLRAEEZEELRY, TUYIBEEL 4096 DEHTEELEI,

fERHA -
STP 7'V wIBHEDESE 4096 [CHREITDAEFERLET,

# configure terminal
(confiqg) # spanning-tree priority 4096
(confiqg) #

spanning-tree (timers)

=]:y) STPOEBIAN—DEZRELETT. T IAIBDERECETICIE. no
ERZERALET,
VIV IR spanning-tree {hello-time SECONDS | forward-time SECONDS |

max-age SECONDS}

no spanning-tree {hello-time | forward-time | max-age}
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spanning-tree (timers)

INGA—=5—

hello-time SECONDS : BPDU % /E[@EfR ()% 1~2 OFHHETIEEL X
ERS

forward-time SECONDS : STP ODIREEBHOBITESE (M) & 4~30
DEFETIEELET,

max-age SECONDS : BPDU DSk (7)) %= 6~40 D&EETIEEL £
ERS

FI7AIE

hello-time : 2 7
forward-time : 15 %

max-age : 20 ¥

ANV ERE-F

JH—NIVEREE—F

T ALV

LA 12

ERLEDHI RST1Y

AOAXY YV R(FE, STP DEEY AN —DIEZHRELEXT, spanning-tree
hello-time DX EILE— RASTP, RSTP DIFEIEBEINE T,

=B :
STP DRI AN —ZRTE

927 EERLEXT,

config) #

# configure terminal

(confiqg) # spanning-tree hello-time 1
(

(

(

config) # spanning-tree forward-time 16
config) # spanning-tree max-age 21
)

spanning-tree tx-hold-count

B BPDU DXERBAIY MEZRELX T, T I AN MDREICRETIC
(F. no EREERLEI,

VY IR spanning-tree tx-hold-count VALUE
no spanning-tree tx- hold-count

INGA—5F— VALUE : 3XEREBHIY MEZ 1~10 DEBETEEL X I,

FI Ak 6

ANV RE—FR JO-NIVEEE—R

FIAILELARIL LIV 112

ERLEDHI RST1Y

EERENTY NI 1 MEICEETES BPDU DEXBZERLET, &
®. BPDU (31 ~2 WEIC 1 E. EBENCEEFESNEIHN. bROY-—%E
E(CL2 BPDU Z&ET 2T &N HDET, EHEIC MROY—EEHLS
ELUIHGE. WEAFHO LR ZMHIT L ENTERT, REEZEBL
7236, BPDU Dx{E% 1 WEFRTLE I,
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=R :
BPDU X EEREBHIY MEZ S ICERETBDAEERLET,

# configure terminal
(config) # spanning-tree tx-hold-count 5
(config) #

spanning-tree nni-bpdu-address

=]:y) BPDU D%E5%c” RLRZEFRELEF T, T IAIBDERECETICIE. &1
NV D no EHXZFEALEXT,

VIV IR spanning-tree nni-bpdu-address {dot1d | dotlad}
no spanning-tree nni-bpdu-address

INTGX—=5— dotld : BPDU (D%E5 7 L X(C Customer Bridge Group Address (01-

80-C2-00-00-00) ZfEAT BHEICEELXT,

dotlad : BPDU D385 7 KL X(Z Provider Bridge Group Address (01-
80-C2-00-00-08) ={£AI 2HBAICIEELET,

TI7AIbE dotlad (Customer Bridge Group Address Z{&F3)
ANV RE—FR J0-/ULREE—R
FIAILELARIL LAV 12

FERLOAMRSAY | O—AIbRy hT—UTIEEBE. BPDU D%E%7 KL A& LT Customer
Bridge Group Address "MERENE T, AIAY Y RIE —EEXTON
1% —3v kD —2 7T Provider Bridge Group Address Z{#EB 3 215&(C
RELXT,

ER :
BPDU m3%85c7” KL X(Z Provider Bridge Group Address Z{EFR 3 2552 RL XTI,

# configure terminal
(confiqg) # spanning-tree nni-bpdu-address dotlad
(config) #

spanning-tree state

B R—NBAT STP OEMEZRELEFT. T 7 AN MDREICRT (T
no ERXEFEALEI,
VIV IR spanning-tree state {enable | disable}
no spanning-tree state
INSGA—5— enable : '/R—~TOD STP ZBMICLET,
disable : /R—~T®D STP Z&EHICLFE T,
FIAI bk )
ANV EE—F 15 —7 1 —RXEEE— R (port, range, port-channel)
FIAILELARIL LRIV 12

FERALEDHA RSy | KOAXY RIFR— BUOD STP OEMEZERRE L FEMICHRELF I,
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fERA -
mR—K 1/0/1 TSTP =B#ICT B AE=ERLET,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # spanning-tree state enable
(config-if-port) #

spanning-tree cost

=]:y) R—bhD/XXAIRERELET. REZT 7AINKCREITCIE no 2
REFEALET,

VY IR spanning-tree cost COST
no spanning-tree cost

INGA—5— COST: R—b®mM/XRAOR k7% 1~200000000 OEFETIEELF T,

FI Ak BL

ANV EE—F 15 —7 1 —RXEEE— R (port, range, port-channel)

T ALV LAV 12

FERLEDAMRSAY | ROV Y R(E. RSTPEULLIF STP TEAT 5. R—bD/NXOIXbZF
BTHRELFRT, /IRAXMRESNTLEWVEGE, R— ~OFHEHN S
BEFEINED,

=B :
R—k 1/0/7 D/RA AR b7%& 20000 [CEET D AEERLET,

# configure terminal

(confiqg) # interface port 1/0/7
(config-if-port) # spanning-tree cost 20000
(config-if-port) #

spanning-tree port-priority

=]:y) STP DIR— MBEEDEZZRELET, RSTPH KU STP TOHERAETN
£9, TIAINPOBEECUEY bTBICIF. RINYY RD ne ER%ZE
EARLEI,

VY IR spanning-tree port-priority PR/OR/TY
no spanning-tree port-priority

INGA—5F— PRIORITY : iIR— MBSEEZ 0~240 DEFETIEEL XTI,

TI7AIbE 128

ANV EE—F AVY—TI—AEKEE—bH

T ALV LA 12

EREDAT RSAY | AOVYRE. R-MEEEEERELEI. CD/NSA—F—[F STP,
RSTP CHEAEINET ., /NXROAXMHRA—DHFEDIL— bR— b~ DZEED
BEECFEASN. ENNSVWEFEBEEEFEEDERT,

231/481



7LAV—2#8E|7.4STP ARV K

fERA -
R—bk1/0/7 DIR— MEB.REZ 0 ICKRETDAEERLET,

# configure terminal

(confiqg) # interface port 1/0/7
(config-if-port) # spanning-tree port-priority 0
(config-if-port) #

spanning-tree guard root

B W—bH=RZBMLET., T I7AIBDOREICRT(CEF. AATYV R
D no EXZEALET,

VIV IR spanning-tree guard root
no spanning-tree guard root

INGA—5— ZL

FI Ak )

ANV EE—F 15 —7 1 —RXEEE— R (port, range, port-channel)

FIAILELARIL LA 12

FERLEDHACRSAY | ROAVYRE R=bDIL—bA—-RZEMCLET, COHFE. TR
R— B MEIL— bIR— b DBENRMNCED £,

SRR -
R— bk 1/0/1 Hl— hR— RCBBHENESICRETZAEERLET,

# configure terminal

(config) # interface port 1/0/1
(config-if-port) # spanning-tree guard root
(config-if-port) #

spanning-tree link-type

=]:y) R=bDIY I TERELET, T IAINBDREICETICEF. &3
NV D no EHXZFEALEXT,
VIV IR spanning-tree link-type {point-to-point | shared}
no spanning-tree link-type
INSAXR—5— point-to-point : U> U %1 J%& P2P [CRRELF T,
shared : VY U514 T2 HBY YV IICKRELET,
FI Ak BL
ANV EE—F 15 —7 1 —XEEE— R (port, range, port-channel)
FIAILELARIL LRIV 12

FERLEDHACRSAY | RAYVRE R—bDOUYIIALTERELTT . RESNTLENS
B R=bDT2TLy I RAZERBLTCEBNICU Y V51 TEZRELE
9. P2P UV UBEZETHIRENHD. COUYIYATTIF STP
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spanning-tree link-type

E-RCEDVWTEERREBRZTSCENTERT, HBU VI DI
B. STPE—RICKDT . STP EERDREERZITVET,

A -

R— K 1/0/7 DUV D91 F% PP [CRETZHEERLET,

configure terminal

config-if-port) #

#

(config) # interface port 1/0/7

(config-if-port) # spanning-tree link-type point-to-point
(

spanning-tree portfast

=]:y) PortFast ZRELEX T, T 7AIPDRECETICIE. no ERXEFEAL
ESCI
VIV IR spanning-tree portfast {disable | edge| network}
no spanning-tree portfast
INSAXR—5— disable : PortFast ZEMICRE T DHEICEEL X T,
edge : PortFast @ edge E— RICREL XTI,
network : PortFast @ network €— RICERELET,
FIAILE network
ANV EE—F 15 —7 1 —RXEEE— R (port, range, port-channel)
FI7AIW KL LIV 212

ERLEDHI RST1Y

PortFast (&, LN T Y IFT/N\A R (STPZFERLBZWVWT /N1 X)THD
R—KICHERBEATZATY3 T, R—hbD STP REZELLBIC
Forwarding [CB1T9 5 &N TEXRT, PortFast NERESN TV DR—
NMERROY—ZEBROFEEZIFBEWC ENFIIRTH D/, BPDU =%
15 L73HBABIC(E PortFast N EEERENE T, network E— R(E RSTP £ L
<IE MSTP TEAEZEN. 3 #HE BPDU JL—LADRERRZRHELTH
5 PortFast ZEEE B X, edge E— RIET <(C PortFast ZEES
ENE I

A -

R— bk 1/0/7 % PortFast D edge E— RICHRET DAHEERLET,

configure terminal

config-if-port) #

#

(config) # interface port 1/0/7
(config-if-port) # spanning-tree portfast edge
(
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spanning-tree tenfilter

=]:y) MROY—ZFE@BHN (TCN) 07« IWI VY ITZBMLET, BT
B no BERZFERALET,

VIV IR spanning-tree tenfilter
no spanning-tree tenfilter

INGA—5— ZL

FTIAI g

ANV EE—F AV —T I —AREE—R

FTIAILELARIL LAV 112

FERHEOAIRSAY | AOXYVRIE. MROYV-—ZETODBEHNZZELILHEICERT D
TCN 74 IF IV IZRELET,

A

K=k 1/0/7 TTCN 71 LUV I ERET 3HEERLET,

config-if-port) #

# configure terminal

(config) # interface port 1/0/7
(

(

config-if-port)# spanning-tree tcnfilter

spanning-tree forward-bpdu

B BPDU EmXZ=BRICLEX T, FEMCITBDICIE. no XX ZFERLET,
VIV IR spanning-tree forward-bpdu
no spanning-tree forward-bpdu
INGA—F— AW
vk B3
ANV RE—F AT 1 —AREE—F
FIAILELARIL LAV 12

ERLEDHI RST1Y

ARIXY RIF. /R— b TBPDU Bk tREZBMICLE T, @H. BPDU
STPZERAT 2N ESHICLOTYENR— b THRIGESNEI A BPDU &
EHEREN B DIR— b TS L7z BPDU (3 UBA Y THhNE T, R— b
D STP EENERDBRCIIERIT D EFTEREA.

A -

BPDU D¥rxZ=BRMIC T 2HEZERLET,

(config-if-port) #

# configure terminal
(confiqg) # interface port 1/0/1
(config-if-port) # spanning-tree forward-bpdu
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show spanning-tree

B STP DIEHRZRTRLE T,
VIV IR show spanning-tree [interface /NTERFACE-/DL|-1]
INGAR—5— interface /NTERFACE-ID : RDA VY —T 1 —REEELFT, BE
LEBEWEEIE. INTDAI VY —T 11— RICEETDEBRNRRINE
o LTOVWINHD/INT A=Y —ZFERATEXT,
« port: EELAR—NIEETZERERRLED,
port-channel : i€ L/7c/R— b F v RIVICEET DERZERRLE
EP
FIAI bk mU
ANV RE—FR FROOANVY RE—R
F7AIW KL LA T
ERLEDHA RS1Y | AOAT Y RIE STPEULLIFRSTP TO STP DEHRERTLET,

A
STP DEHERRI 2 E&ERLET,

# show spanning-tree

Spanning Tree: Enabled
Protocol Mode: RSTP
Tx-hold-count: 6
NNI BPDU Address: dotld(01-80-C2-00-00-00)
Root ID Priority: 32768
Address: FC-6D-D1-78-08-00

Bridge ID Priority: 32768 (priority 32768
Address: FC-6D-D1-AA-51-89

sys—-id-ext 0)

Topology Changes Count: 0O

Priority Link

Hello Time: 2 sec, Max Age: 20 sec, Forward Delay: 15 sec

Hello Time: 2 sec, Max Age: 20 sec, Forward Delay: 15 sec

Interface Role State Cost .Port# Type Edge
Portl1/0/1 designated forwarding 20000 128.1 P2p edge
Portl/0/2 root forwarding 2000 128.2 P2p non-edge

show spanning-tree configuration interface

BrY STPA VY —TJ 1 —AFEEDHREICEITIERERRLET,
VIV IR show spanning-tree configuration interface [/NTERFACE-IDL|-11
INSAX—5— INTERFACE-ID : WRDA VI —TJx—X%=EELXT, BELELIEG

BlE. INTDAIVI—T 1 —RCHEETDIERNRRSNETT, UTOD
WINHD/INS A=Y —ZFEHTEXT,
port : I57E L7o/R— MNCEET 2ERERRLET,
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show spanning-tree configuration interface

port-channel : I5E L/7c/R— b F v RIVICEAET ERZERRLE

EP
FIAILE mU
OVY RE—R FEOIOVY RE—R
FIAIL LRI LA

ERLEDHI RST1Y

AIYYV RIE, R—KRTOSTP DEEBHRERTLET,

=B -

R—k 1/0/1 D STP F&7E

BHERRIT DT EZERLET,

Portl/0/1

Port path cost: 0
Port priority: 128

Link type: auto
Port fast: auto

Guard root: Disabled
TCN filter: Disabled
Bpdu forward: Disabled

# show spanning-tree configuration interface port 1/0/1

Spanning tree state: Enabled

Port Identifier: 128.1

clear spanning-tree detected-protocols

B ZAORINWNATL—2avzEiT\WEY,

VIV IR clear spanning-tree detected-protocols {all | interface /N7TERFACE-
1D}

INGA—5— all : INTOR—hTHRAMF I3V a N H—F2HRICEELET,
interface /NTERFACE-ID: HI7 03>V &N AH—F D R—h1Y
Y—TJ1—RZEEELXT, TVF¥—Tx—XF YPBAIVY—-T1—X
MR—=KFvRIVCHEDEFT, 1V¥—Tx—X ID [F. LTOLTNA
DINSA =5 —THEELET,

o port: EBELLA—YRY hRAAMyFR—-KCEET DEREZHETD
BRICEELET,

+ port-channel : EEL7Tc/R— b F v RIVICEEET DERZHET D15
BICEELERY,

v DI L

ANV RE—F FERITE— b

FTIAILELARIL LIV 112

EREDOHT RST1Y

ARIAVYVRIEFE. FORINMNAIL—23 v ZfTVET, RSTP ¥ MSTP
THEIFS D8N STP D BPDU ZXfEI 2 &, RER—BISTPE—R
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clear spanning-tree detected-protocols

(CBITLEI, 7ORINMNAIL—2av(E. STP E—RICBITLL
R—hZTOE—RICERIDFHET, STPOBPDU Z—EHEREL
BWBEERIDCEHNTEXTD,

fERHA :
IARTOR— MR LTFORINNIA I L -3V EEwS DA FEERLET,

# clear spanning-tree detected-protocols all
Clear spanning-tree detected-protocols? (y/n) [n] vy

#
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7.5 MSTP NV

MSTP OAXY REZNICHWT B/ NTA—F—D—EZLUTDRICRLET

vV R

ARV RENRTKX—5—

spanning-tree mst
configuration

spanning-tree mst configuration

no spanning-tree mst configuration

name name NAME
no name NAME
revision revision VERSION

no revision

spanning-tree mst
max-hops

spanning-tree mst max-hops HOP-COUNT

no spanning-tree mst max-hops

instance

instance INSTANCE-ID vlans VLANID [,|-]
no instance INSTANCE-ID [vlans VLANID [,|-]]

spanning-tree mst
priority

spanning-tree mst INSTANCE-ID priority PRIORITY
no spanning-tree mst INSTANCE-ID priority

spanning-tree mst

spanning-tree mst INSTANCE-ID {cost COST | port-priority
PRIORITY}

no spanning-tree mst INSTANCE-ID {cost | port-priority}

spanning-tree mst
hello-time

spanning-tree mst hello-time SECONDS

no spanning-tree mst hello-time

show spanning-tree
mst

show spanning-tree mst [configuration [digest]]

show spanning-tree mst [instance INSTANCE-ID [,|-1] [interface
INTERFACE-ID [,I-]] [detail]

BANY FOFHEZENTICHRRBLEI,

spanning-tree mst configuration

B MSTP BREE—RICEITLET, MSTPREE—RTOEREZIV 7T D
(Z1E. no ERZEFERALXRT,

VIV IR spanning-tree mst configuration
no spanning-tree mst configuration

INGA—F— AW

vk U

ANV RE—F JO-/N)LEREE—R

FI7AIW KL LAV 12
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spanning-tree mst configuration

FEREDHA RS1Y | KOV RIE MSTPREE—RICBITLET,

A
MSTP OV« JL—>avE—RERRI DA EZRLET,

# configure terminal
(config) # spanning-tree mst configuration
(config-mst) #

name

B MSTP U—Y3VEZERELEXT., TIAIKIRTICIE no ERZE
HULZEY,

VIV IR name NVAME
no name NAME

INGA—5F— NAME: MSTP U—3 3V E%ZERA 32 XFTEELEXT,

TI7AIbE KEDMACTZ KL R

ANV EE—F MSTP &EE— bk

FIAILELARIL LAV 12

FERLEOAMRIAY | ROV RE. MSTPU—-Y3VEAERELET,

=B :
MSTP U—23>v&% "MNames [CRETDHEZRLED,

# configure terminal

(confiqg) # spanning-tree mst configuration
(config-mst) # name MName

(config-mst) #

revision

B MSTPDUEY I VHBESZRELEFT. T IAIBDEREICETICIE. no
EREERLEI,

VIV IR revision VERS/ON
no revision

INGA—5— VERSION : MSTP DU EY 3 Vv EBESZEBELEI,

v DI 0

ANV EE—F MSTP &EE— bk

FIAILELARIL LAV 12

FERAEDHARSAY | KOXYYVRIE, MSTPOUEY 3 VESEEELED,
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A :

MSTPDUEY 3 VESZ2ICRET DA EERLET,

# configure terminal

(config-mst) #

(config) # spanning-tree mst configuration
(config-mst)# revision 2

spanning-tree mst max-hops

=]:y) MSTP DERARNRY THEZRELET. T A BDREICUEY T BIC
(F. no EXZEFEAL XTI,

VIV IR spanning-tree mst max-hops ~/OP-COUNT
no spanning-tree mst max-hops

INGA—5— max-hops HOP-COUNT : MSTP D&FRNY T8 % 6~40 OEHFE TEE
L&,

TI7AIb 20 Ry

ANV ERE—-F J0-/ULREE—R

FIAILELARIL LAV 12

ERLEDHI RST1Y

MSTP ORARY THEHREITDINY KT,

A :

MSTP DEARY THERET 2/ EERLET,

# configure terminal

(config) # spanning-tree mst max-hops 19

(config) #

instance

=]:y) MSTP 1>V X5V A%&ERH L. VLAN Z MSTP 1 VXY VR[N v EY
JUET, TVRYYVIXZHIRT DBEP VLAN ZX Y /N—H RN T D
BEE. no BHXZFEALEXT,

VIO R instance /NSTANCE-/Dvlans VLANID L,|-1
no instance /NSTANCE-/D [vlans VLAN/D L|-11

INGA—5— INSTANCE-ID : 1Bk, HIBR. $DWIEVLAN XV /N\—ZiRETDTV X
YUAD ID Z= 1~16 ODEETEEL XTI,
vlans VLANID: IEE LA VR VAR vEY D, HDWVWEIXvEY
D% iERd D VLAN ZHEELET,

TI7AIbE CISTDH. TRTD VLAN A CIST [CX v EV TENTIREE

ANV EE—F MSTP &EE— bk

FIAILELARIL LA 12
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instance

FERLEDHT RSAY | RKOAY Y RIFE. MSTP 4 VXYY ZADER. XV/I\—DiRE. HIBRZETL
Fd, TYVRIVADXAVIN\—HBHIBREND &, CIST [CYvEVYITE
Nnxd,

fERHA :
VLAN1T1~100 & MSTP A Y RAY VR 2 [NV EVY T T BIAEFERLET,

# configure terminal

(config) # spanning-tree mst configuration
(config-mst)# instance 2 vlans 1-100
(config-mst) #

spanning-tree mst priority

=]:y) MSTP A Y REVADT VY IBHEDEERELET, T 74 EDK
EICRTICIE. no EXZFEALXT,

VIV IR spanning-tree mst /NSTANCE-/D priority PR/IORITY
no spanning-tree mst /NSTANCE-/D priority

INSGA—5— INSTANCE-ID: MSTP AV RV X ID ZIBELEXRT, CIST ZIEET D
BEEF0ZANLET,
PRIORITY: 7w IB%E% 0~61440 TIRELE T, 4096 DEME
FERITDIRENDHDET,

FI7AIE 32768

ANV RE—FR JO-NIVEEE—R

F7AIW KL LIV 112

FREDODHTRSAY | AV RIF. MSTPA Y RIYVZADTY Y IBEEEZRELETT,

fERHA -
MSTPA YV RYVR2DT VY IBNREZQCRETDAHEEZRLET,

# configure terminal
(config) # spanning-tree mst 2 priority O
(config) #

spanning-tree mst

=]:y) MSTP A Y RF Y ZAD/RRAIAR N ER—MBEEZRELET, T 74/
FOREICETICIE. no X ZFERLET,

VIV IR spanning-tree mst /NSTANCE-/D {cost COST | port-priority
PRIORITY}
no spanning-tree mst /NSTANCE-/D {cost | port-priority}

INGA—5— INSTANCE-ID: MSTP AV RV X ID ZHEELET,
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spanning-tree mst

cost COST:/VRAOR k7% 1~200000000 DFHETEEL XTI,

port-priority PR/OR/TY: IR— MBS EEZ 0~240 DEFETEEL XTI,
16 DERZEIEET D2RHENHDET,

FI7AIE CIST T cost: 5L (R—h~DFEFHICKD BEE L) . port-priority :
128

OAVYY RE—R AV —TT—RABEE—R

FTI7AI LRIV LA 12

FREODHTIRSAY | AOVYY RIE. MSTP 41 VXYYV ADIA AR RER— MEEEASZREL
9, h— MEEEIZ. NSWMEOANELLLEDET,

=B
=k 1/0/1 TD CISTD MSTP /XXX b ZRET DAEFERLET,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # spanning-tree mst 0 cost 17031970
(config-if-port) #

spanning-tree mst hello-timeout

B MSTP O/\OA—% 1 L%ZRELET., T IAINEDEREICETICIE. no
EREERLEI,

VIV IR spanning-tree mst hello-time SECONDS
no spanning-tree mst hello-time

INGA—5F— SECONDS : BPDU *fEffR(#) & 1 £/cld2 TEELX I,

FIAI bk 2

ANV EE—F AT 1 —AREE—R

FIAILELARIL LAV 12

FERLEDHAM RSy | AOTY Y R(E. MSTP CTfERY % BPDU = EMERERELFI,

R :
K— K 1/0/1 ® MSTP @ BPDU 3%/5RIM% 1 BICRET 3A5ERLE T,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # spanning-tree mst hello-time 1
(config-if-port) #
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show spanning-tree mst

By MSTP B#HRERRLE T,

VIV IR show spanning-tree mst [configuration [digest]]
show spanning-tree mst [instance /NSTANCE-/D [,|-11 [interface
INTERFACE-ID L]|-11 [detail]

INTGX—5— configuration : VLAN & MSTP A1 VY RIVADN v EY ITZRRLUE
ERS

digest : COA T 3V EIBETDE. MSTP DU —IavEgPIEY 3
VES, ROMSTPU—I3 VD MD5 Y1 I ARERRLET,

instance /NSTANCE-ID: 1>V XY AD MSTP IEHREFRLZE T,

interface /INTERFACE-ID  EELTcA V5 —T 1 —AD MSTP [E#R7Z %
TUEXRT, BELEWERIE. INTDTIVY—T 1 —X(CEET DER
NERRENET, TVF—Txz—X ID (F. UTOWVWITNHAD/VT KX —
Y—TERELXI,

port I IEE LA —H Ry hRA v FIR— NNIEET DIEHRERTTS D

BRICEELEXRT,.
+ port-channel : 5 L7Tc/R— b F v RIVICEEET DERZERTT D5
BICEELEY,

detail : F¥ifl7X MSTP [BHRERRI DIHEICEHEL I,

FIAIE A
OAYY RE—R FEDIAVY RE—R
FIAI LRIV LA

FEREDHAC RSAY | ROV Y RIE. MSTP OREEIREICET 2ERERRLUET,

=B :
MSTP OFIEHRERRIT 2752 RLET,

# show spanning-tree mst detail

Spanning tree: Enabled,protocol: MSTP
NNI BPDU Address: dotld(01-80-C2-00-00-00)
Number of MST instances: 2

>>>>MST00 vlans mapped : 1-19,21-4094

Bridge Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)

Designated Root Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)

CIST External Root Cost : O

Regional Root Bridge Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)
CIST Internal Root Cost : O

Designated Bridge Address: FC-6D-D1-01-02-03, Priority: 32768 (32768 sysid 0)
Topology Changes Count: 1

Portl/0/15
Port state: forwarding
Port role: designated
Port info : port ID 128.15, priority: 128, cost: 20000
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Designated root address: FC-6D-D1-01-02-03, priority: 32768
Regional Root address: FC-6D-D1-01-02-03, priority: 32768
Designated bridge address: FC-6D-D1-01-02-03, priority: 32768, port id: 128.15

Port1/0/17
Port state: forwarding
Port role: designated
Port info : port ID 128.17, priority: 128, cost: 20000
Designated root address: FC-6D-D1-01-02-03, priority: 32768
Regional Root address: FC-6D-D101-02-03, priority: 32768
Designated bridge address: FC-6D-D1-01-02-03, priority: 32768, port id: 128.17

>>>>MST01 vlans mapped : 20

Bridge Address: FC-6D-D1-01-02-03, Priority: 32769 (32768 sysid 1)

Regional Root Address: FC-6D-D1-01-02-03, Priority: 32769 (32768 sysid 1)
MSTI Internal Root Cost : O

Designated Bridge Address: FC-6D-D1-01-02-03, Priority: 32769 (32768 sysid 1)
Topology Changes Count: 0O

Portl/0/15
Port state: disabled
Port role: disabled
Port info : port ID 128.15, priority: 128, cost: 20000
Designated root address: 00-00-00-00-00-00, priority: O
Designated bridge address: 00-00-00-00-00-00, priority: 0, port id: 128.15

Portl/0/17
Port state: disabled
Port role: disabled
Port info : port ID 128.17, priority: 128, cost: 20000
Designated root address: 00-00-00-00-00-00, priority: O
Designated bridge address: 00-00-00-00-00-00, priority: 0, port id: 128.17

R—hk 1/0/15 D MSTP OFMEHRZRTI 25 FERLET,

# show spanning-tree mst interface portl/0/15 detail

Portl/0/15

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: edge
Bpdu statistic counter: sent: 114, received: 0

>>>>MST instance: 00, vlans mapped : 1-19,21-4094

Port state: forwarding

Port role: designated

Port info : port ID 128.15, priority: 128, cost: 20000

Designated root address: FC-6D-D1-01-02-03, priority: 32768

Regional Root address: FC-6D-D1-01-02-03, priority: 32768

Designated bridge address: FC-6D-D1-01-02-03, priority: 32768, port id: 128.15

>>>>MST instance: 01, vlans mapped : 20

Port state: disabled

Port role: disabled

Port info : port ID 128.15, priority: 128, cost: 20000

Designated root address: 00-00-00-00-00-00, priority: O

Designated bridge address: 00-00-00-00-00-00, priority: 0, port id: 128.15
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R— 1/0/3~1/0/4 D MSTP DBEBRERTT 2 HEERLET,

# show spanning-tree mst interface portl/0/3-4

Port1/0/3

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: non-edge
Bpdu statistic counter: sent: 11, received: 4

Priority
Instance Role State Cost .Port#
MSTO00 designated forwarding 20000 128.3
MSTO01 disabled disabled 20000 128.3

Port1/0/4

Configured link type: auto, operation status: point-to-point
Configured fast-forwarding: auto, operation status: edge
Bpdu statistic counter: sent: 14, received: 0

Priority
Instance Role State Cost .Port#
MSTOO designated forwarding 20000 128.4
MSTO1 disabled disabled 20000 128.4
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7.6 BPDU #—KROY YV R

BPDU #7— RI3. STP TERAEMN2 BPDU 7L —AZRELIBRIC, RR— NIHIBRZT S #EE
TY, BPDU TL—AIFEE. MAMMERIOEFEESNT, 1 —Y—Ry FRAYFREDRY b
D—OBBNIEELET. XY T —IEBENRAMEENERIDEB/ELLR—KIRY b
D— U@ ERLUIGE. V- TREGECKDRY N —JICEBEEERET CENBRINE
9, BPDU H— FREZFERT D&, WRIR— KN BPDU JL—LZRELIERIC. XY D=7
[CEENRELLEALEL TR NORHEBREDREDT V23V ETVWE T,

BPDU H— RAEHMDR— KT BPDU 7L —LZZETDE. JHRK— ' Attacked DIRREICAED
£9, Attacked DREEIZT 7 4 )L hTIZBETHESMNY. errdisable recovery 1> KT BPDU
H—ROBEEIHRY A V—%RET DN, shutdown IY YV R(CKBR—NDHEREELEDFHTD
BIENREICHEDET,

BPDU /7 — RH#&EE(Z Ver2.02.00 LIETHR— KL TWET,

BPDU A— ROV Y REZNICHIGT B/NTAX—F—D—EBEZUTORICRLET,

ANV R ARV REINSX -5 —

spanning-tree bpdu-guard | spanning-tree bpdu-guard
(JO-/NILEREE—R) no spanning-tree bpdu-guard

spanning-tree bpdu-guard | spanning-tree bpdu-guard {drop | block | shutdown}
(15 —Tz—X’KEE— | nospanning-tree bpdu-guard
)

show spanning-tree bpdu- | show spanning-tree bpdu-guard [interface INTERFACE-ID
guard [,1-1]

BANY FOFEZENTICHRBLEI,

spanning-tree bpdu-guard (Z/O—/VLREE—R)

B BPDU /J—R#gEZI O—/NLTEMICLET ., EIMCTDICIE. no 2
RZ=FEALET,

VIV IR spanning-tree bpdu-guard
no spanning-tree bpdu-guard

INSGA—5— AW

FTIAI 23V

ANV RE—F JO0-/NVEREE—R

T7AIWKLARIL LA 12

FERLEDHT RSy | AOY Y RIE. BPDU H— RiggEE I O—/ULTEMICLES,
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=R :
BPDU H— R#gex= I/ O— /UL TEMICT DA EERLET,

# configure terminal
(config) # spanning-tree bpdu-guard
(config) #

spanning-tree bpdu-guard (15— —XAREE—R)

B BPDU H—RZA VY —Tz—XTEMICL., 7U2¥avzBELEXT,
T7AILE (W) ICEIICIE. ne ERZFERLEFT,

VIV IR spanning-tree bpdu-guard {drop | block | shutdown}
no spanning-tree bpdu-guard

INGX—5— drop : ZEL/BPDU JL—LAZREIS D73 VEEELERT,

block : RIEL/cINRTDI L —LEEEST D73 VERELET,
shutdown : R— N EHEITBZ 773 VERELET,

FIAI bk INTDOR— TEY EGRELZL)
ANV ERE-F AV —TI—AREE—F
T ALV LIV 12

FEREDHAIRSAY | ROAXYVRIE, A1V ¥—T—XEMT BPDU A—RZEFEHMICL. 7¥
YaVERELET, no ANV REFERIHE. BPDU H— REEMIC
LET,

EREA
R— bk 1/0/1 T BPDU A— RigEx=HF%N (72> 3 : shutdown) [CTDAEERLET,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # spanning-tree bpdu-guard shutdown
(config-if-port) #

show spanning-tree bpdu-guard

B BPDU A— FDREZERTRLET,
VIV IR show spanning-tree bpdu-guard [interface /NTERFACE-IDL,|-11
INGA—5— interface /NTERFACE-/D: BPDU H— RDREZERRT DR— K1V

Y—TJ1—REBELET, ABELIEBREINTDIVI—T T —AD
BRARTRESNET, 1VF¥—T7x—X ID (F. LTFoLwTnrm/(>
A—F—THEELZT,
port: IEE L1 —U Ry R A v FR— hDIBERERTT BHBEICHE
ELXT,
+ port-channel : IEEL7Tc/R— b F v RILDIBEHREZRTT DHBEICIETE
LEd,

FIAIE A
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show spanning-tree bpdu-guard

VY RE—R EBEOIVY RE—R
FI AR LA

EREDHC RS1Y | AOY Y RIE. BPDU H— ROBREVREZRRLET,

A
BPDU /i— FDEHRZERRI 27 EERLET,

# show spanning-tree bpdu-guard

Global State: Enabled

Interface State Mode Status
Portl1/0/1 Enabled Block Normal
Portl1/0/2 Enabled Drop Normal
Port1/0/3 Enabled Shutdown Under Attack
Portl1/0/4 Disabled Shutdown Normal
Portl1/0/5 Disabled Shutdown Normal
Portl/0/6 Disabled Shutdown Normal
Portl1/0/7 Disabled Shutdown Normal
Port1/0/8 Disabled Shutdown Normal
Portl1/0/9 Disabled Shutdown Normal
Port1/0/10 Disabled Shutdown Normal
Portl1/0/11 Disabled Shutdown Normal
Portl1/0/12 Disabled Shutdown Normal
#
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7.7 MMRP-Plus OAVY > <

RRXA v FIE. MMRP-Plus D7 T = 7%= R— b LE T, MMRP-Plus (FU YV JBIRY KD —2
THERFELL TV -2 TREET., YAY—HEC YD T 7HED 2 BRDEEICKAIENEKT, ¥
AE —H&HEIE MMRP-Plus TOD bROY —Z I 2HEET. MMRP-Plus ZEAL7L 1V —2 TR
Ry hD—UEBRYT DHBRICENAY —HEZFHDOT/I\A XAHRT 1 BIREIBEICEDRY, 77Uz
THEEEIE. MMRP-PlusHIfIZ L —LABENB YV TRy RT =0 DIREZEEL. REDE(LZIRA
LIcBBICMROY —2FTEEB L TRY hT—IYBETOLSICEELE T,

MMRP-Plus @7 D = 7H#AE(E Ver2.01.00 UBETHR—FLTWET, BH. RAXAMYFTIX
MMRP-Plus DY X & —#&EE(FHR— ML TWLWEE A

CLI @ MMRP-Plus OX Y REZNICHILT D/INTX—F —D—EBZUTORICRLEXT,

vV R

ARV RENRTAX—F5—

mmrp-plus enable

mmrp-plus enable

no mmrp-plus enable

mmrp-plus ring

mmrp-plus ring RINGID [,|-] {name NAME | vid VID | revertive
{REVERT-TIMER | disable} | fdb-flush {port INTERFACE-ID [,|-] |
timer TIME} | listening-timer TIME | hello-timeout TIME}

no mmrp-plus ring RINGID [,[-] [name | vid | revertive | fdb-flush
{port | timer} | listening-timer | hello-timeout]

mmrp-plus ring
aware

mmrp-plus ring RINGID aware INTERFACE-ID INTERFACE-ID

no mmrp-plus ring RINGID aware

show mmrp-plus

show mmrp-plus {configuration [ring RINGID [,|-1] | status
[INTERFACE-ID [,I-] | ring RINGID [,|-11}

clear mmrp-plus
failure ring

clear mmrp-plus failure ring RINGID [, -]

clear mmrp-plus
counterring

clear mmrp-plus counter ring RINGID [, |-]

BANY FOFHEZENTICHRRBLEI,
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mmrp-plus enable

B MMRP-Plus #gEZBMIC LET, MMRP-Plus #EREZEM(C T DICIF,
no IV RZEFEALKXT,

VIV IR mmrp-plus enable
no mmrp-plus enable

INGA—5— ZL

v DI g

ANV EE—F JO-NIVEEE—R

FTIAILELARIL LAV 112

FEHEDHIRSAY | AOYY RIE. MMRP-Plus #8EE2BML I,

=B
MMRP-Plus tREZ=BCT D 7TEZERLE T,

# configure terminal
(confiqg) # mmrp-plus enable
(config) #

mmrp-plus ring

B MMRP-Plus UV I DREZTVET, REZHIBRT DIC(F. no IV R
EEARLEXT,
VIV IR mmrp-plus ring R/NG/D[,|-]1 {name NAME | vid V/D | revertive

{REVERT-TIMER | disable} | fdb-flush {port /NTERFACE-/D L.|-1|
timer 7/ME} | listening-timer 7//VE | hello-timeout 7/VE}

no mmrp-plus ring R/NG/D [,|-] [name | vid | revertive | fdb-flush
{port | timer} | listening-timer | hello-timeout]

INOA—5— RINGID : MMRP-Plus Y >Z' ID (1~1000) =i EELFd,
name NAME : MMRP-Plus U > J%% 32 XFLUINTAALZET,

vid V/D: MMRP-Plus O#lfHl 7 L — LAZ3EF D VLAN @ VLAN ID Z=
BELXRY,

revertive . rvV N —UYIBHKERICEIBLBEOEEZRELEXT,
o REVERT-TIMER: EIHFFICYIDRLZITOREE L. EHZ®EAMLT
NoUIDRLUZEMYS 5 F CTORRE () Z 0~86400 DEFE TIEEL
ER
disable : BIHR(CUIDR U ZTOHRVEREICLET,

fdb-flush : FDB 75 v > 17L—A(MMRP-Plus) Z%1g LTcBROENE
ERELET,
port /INTERFACE-ID: MAC 7 RLRAT =TIV %&ED )7 T 2R—h%
R=—hAYy—T—XATEELXT,
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mmrp-plus ring

timer 7/ME: MAC7 RLRT—=T)IEZUT7 LTHH. —RMIC
MAC 7 RLADZEEBZFILT 2R (7)) Z 0~10 DEETHEEL X
ER

listening-timer 7/ME: VRV JREDY A LT D NEBR(#)Z 1~
86400 DEFHTHRELFT

hello-timeout 7/ME: )\O—7 L — L (MMRP-Plus) DREY 1 LT
NSRS (D) & 1~86400 DEEFETHEL XTI,

TI7AIbE MMRP-Plus UV I DEFE L, UV IHEFEINLHES. name | KE
#%. vid : 1. revetrive : 0 ¥, fdh-flush : port REEKT timer (3 1 ¥\,
listening-timer : 10 7', hello-timeout : 1 7

ANV ERE—-F JO—NILEREE— R

T LRIV LI 12

FERLEDOAIRSAY | RAOYY R(F. MMRP-Plus UV JDREZTVWET, RE&ERDU>VZJ ID
TORENMIONDE. ZHTD VYT IDDYYINEFSINEKT,

MMRP-Plus UV T DEREZET 7 # )L MMCZR I 5SS no mmrp-plus ring
ARV RABTIAIKNIRI/NTIA = —ZIEELTETLTLZE
Wo NNIX=F—ZHRELLEWES., ZHTDU Y TDOEZEFNHEIRS
nNxd,

MMRP-Plus UY I DEINGA =5 —DRENCDNTIEZ MMRP-Plus D
N AT — =Y IR— b I 2R RDKIMTERE CHRRIEE 0,

=B :
MMRP-Plus ®'J > 7 ID:1 ®%F1% "Ringls EUTHEEIT2AHEERLED,

# configure terminal
(confiqg) # mmrp-plus ring 1 name Ringl
(config) #

MMRP-Plus DU > ID:1 DUV I %ZHIBRT 2 EERLED,

# configure terminal
(confiqg) # no mmrp-plus ring 1
(config) #

MMRP-Plus DU >4 ID:1 TO4IE T L —A%NIET S VLAN % VLAN ID:100 & 3B AEERL
F9,

# configure terminal
(confiqg) # mmrp-plus ring 1 vid 100
(config) #

MMRP-Plus ®'J > 2 ID:1 TEIRKOBEEIHKEZ 10 MICHREIT DA EERLET,

# configure terminal
(confiqg) # mmrp-plus ring 1 revertive 10
(config) #
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MMRP-Plus ') > % ID:5 CEIBKOBBEIBZTHHEVWREE T DHEERLERT,

# configure terminal
(config) # mmrp-plus ring 5 revertive disable
(config) #

MMRP-Plus U> %' ID:1 TFDB 735w 2217 L —A(MMRP-Plus) Z3{5 L7zBRICR—k 1/0/19~
1/0/20 D MAC T RL AT =TI =D VT3 2R EET DA EZRLET,

# configure terminal
(config) # mmrp-plus ring 1 fdo-flush port 1/0/19-20
(config) #

MMRP-Plus U> 2 ID:2 TFDB 735w 227 L —L(MMRP-Plus)[C&?d MAC 7 RLATFT—=TILY
U7#%DT—TINZEEILREZ 2WCRETDAEZRLET,

# configure terminal
(confiqg) # mmrp-plus ring 2 fdo-flush timer 2
(config) #

MMRP-Plus U> 2 ID:1 TURZVREDY A LT T hEEZ 30 ICRETDAEZERLET,

# configure terminal
(confiqg) # mmrp-plus ring 1 listening-timer 30
(config) #

MMRP-Plus U> 2 ID:1 T/\O—7 L —AL(MMRP-Plus) D& 1 L7 T hfEZ 10 ICRET DA
EERLET,

# configure terminal
(config) # mmrp-plus ring 1 hello-timeout 10
(config) #

mmrp-plus ring aware

Br MMRP-Plus D7 9z 7R—hERELXT, REICHIBRT B(CIE. nod
NV REHERLUED,
A AVES W 4 mmrp-plus ring R/NG/D aware /INTERFACE-ID INTERFACE-ID

no mmrp-plus ring R/NG/D aware

INTGX—5— RINGID : MMRP-Plus U > ID %Z 1~1000 O&EEE TIEEL X9,
INTERFACE-ID : 79z 7 R—hEBBR—KEEBELFRT, UTD/V
IA=F—DW\WITNHZFERLTEHRELET,
« port . FUTFR—KMER—bA VY —T T —XTEELEY,
port-channel : 7 Ut 7 /R— hER—KhFvRAV5—T T — XTI

ELXT,
vk 1L
ANV RE—FR J0—-/ULEREE—R
FTIAIKLARI LAJL 212
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mmrp-plus ring aware

EREDOHT RST1Y

ATV RIE, MMRP-Plus D77z 7R—h&EIBELXT . MMRP-
Plus D MRAY—BHICKD, POz 7ERETIIHNT 2BD7 o7
MR—hZERALET, XVN\—NDEFEETDIR—FvRIVET T T7R—
REULTHEEATRAZEBAEETI N, ZIPR—KMIEDOYTHNTWL
BDIR—BEF v RILTODAV/NN—R— S DIRERHIBRIETET R Ao

=B -

R—bFv L1 ER—b1/0/1 Z MMRP-Plus U2 ID:5 D7 Dz 7iR—hELTHRES DAE

ERLET,

(config) #

# configure terminal
(confiqg) # mmrp-plus ring 5 aware port-channel 1 port 1/0/1

show mmrp-plus

By

MMRP-Plus E#RZERRLE T,

VIV IR

show mmrp-plus {configuration [ring R/NG/D[,|-1] | status
[/NTERFACE-IDL|-1| ring R/ING/DL|-11}

INGA—=5—

configuration : MMRP-Plus D& EBHRZRRLET,

ring R/ING/D: {8 %ZR RIS MMRP-Plus 'J> % ID(1~1000) Z=157E
L&,

status : MMRP-Plus DXT —% RI§HEXRTLX I,
INTERFACE-ID : MMRP-Plus DR T —% REHR%ZERRT D/R— hZig
ELET. UTDONSGX=F—DWLWINHZEFEARLET,

port . RRIDR—hZER—hT VY -T2 —ATHEELET,
+ port-channel : & "I DR—hER—LFrvRIAVEF—-TT—XT
BELED,

FTIAILE

AN

ANV ERE-F

FEOIYY RE—R

FI7AILRLARI

LAXIL T

EREDOHT RST1Y

ROV Y BIE. MMRP-Plus DEREP AT —F Rf5HERRKLE T,
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=R -
MMRP-Plus DREBEHREERRNT DA EERLET,

# show mmrp-plus configuration

MMRP-Plus Switch Configuration

Status : Enable
Hello interval : 100ms
Polling rate : 1000ms

MMRP-Plus Ring Configuration:

RA: Ring Aware

Vid : Hello VID

Fdb : FDB Flush Timer

Pr : Port Restart (O: enable -: disable)
Vg : VLAN Group

Re : Revertive setting

Ht : Hello Timeout Timer

Lis : Listening Timer

P : Port-Channel

ID Name Type Ptl pt2 | vid Fdb Pr Vg Re Ht Lis
1 Ringl - |1 1 - -0 10 30
#

MMRP-Plus J > % ID:5 ® MMRP-Plus BxEZR~T 2HEEZRLET,

# show mmrp-plus configuration ring 5
Ring ID : 5
Ring name :
Type : Ring Aware
Aware Port : 1/0/3
Aware Port : 1/0/5
VLAN ID 1
Listening Time : 10 s
FDB Flush

Timer : 1 s

Port -
Hello-timeout 1ls
Revertive : 0s
#

MMRP-Plus DRTFT —¥ RIGMERTI DT EZRLET,

# show mmrp-plus status

VLAN group : Default
Master VLAN : 1-4094

Slave VIAN : -

Pt. Ring MMRP Master VLAN Slave VLAN Ring name
/Pt-C. D Port Mode Port Status Port Status

1/0/3 5 Ring Aware Down Down

254/481



7 L1V —288 | 7.7 MMRP-Plus OY > B

MMRP-Plus U> 2 ID:5 DRT—5 REWRZERII DA EERLET,

# show mmrp-plus status ring 5

Port 1/0/3

Ring ID : 5
Ring Name
Port Mode : Ring Aware Default
VLAN Group : Default

Master VLAN 1-4094

Slave VLAN -
Link Status : Down
MMRP-Plus Status : Down

Master VLAN : Down

Slave VLAN : Down
Connection : Broken
Frame Type Receive Frame Count Transmit Frame Count
HelloBl 0 -
HelloB2 0 -
HelloF1l 0 -
HelloF2 0 -
FDB Flush 0 0
Link Down 0 0
Link Up 0 0
Blocking 0 0
Forwarding 0 0

Port 1/0/5

Ring ID : 5
Ring Name
Port Mode : Ring Aware Default
VLAN Group : Default

Master VLAN : 1-409%4

Slave VLAN -
Link Status : Down
MMRP-Plus Status : Down

Master VLAN : Down

Slave VLAN : Down
Connection : Broken
Frame Type Receive Frame Count Transmit Frame Count
HelloB1 0 -
HelloB2 0 -
HelloF1l 0 -
HelloF2 0 -
FDB Flush 0 0
Link Down 0 0
Link Up 0 0
Blocking 0 0
Forwarding 0 0
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R—k 1/0/3 D MMRP-Plus DRF—% RiE#HEFRT BHEERLET,

# show mmrp-plus status port 1/0/3

Port 1/0/3

Ring ID

Ring Name

Port Mode

VLAN Group
Master VLAN
Slave VLAN

Link Status

Master VLAN
Slave VLAN
Connection

HelloBl1
HelloB2
HelloF1l
HelloF?2
FDB Flush
Link Down
Link Up

: 5

: Ring Aware Default
: Default
: 1-4094

: Down
MMRP-Plus Status :
: Down
: Down
: Broken

Down

clear mmrp-plus failure ring

B MMRP-Plus T Failure JREEN' S Listening IREEICEITL XTI,
VIV IR clear mmrp-plus failure ring R/NG/D [,]-]

INSGA—5— RINGID : MMRP-Plus 'J>Z ID(1~1000) =38 L £,
FIAI bk BL

ANV RE—R FHEXRTE—F

F7AIW KL LIV 112

ERLEDHI RST1Y

AN RIE. MMRP-Plus DIREEA Faiulre DIFEIC. FE)T Listening
DIREEICLIE L EF . MMRP-Plus O revertive :%7EH" disable D55
L < (3 revertive D% 1 ¥ —iRBRFEDIRRET, EHIMIIC MMRP-Plus @
EIHETSBICERLET,

=B -

MMRP-Plus U > % ID:1 T, Failure }kEEH 5 Listening RRREICBITIT D HEERLET,

# clear mmrp-plus failure ring 1

#
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clear mmrp-plus counter ring

B MMRP-Plus #iatE®R=Z=o U7 LET,

VIV IR clear mmrp-plus counter ring R/NG/D[,|-1

INSGA—5— RINGID : MMRP-Plus Y > ID(1~1000) =3 EE L XTI,

FIAI bk BL

ANV RE—R FHEXRTE—F

FI7AIW KL LIV 12

FERAEDHA RSy | KOYY RIE. MMRP-Plus Offiatigs®R=os U7 LE T,
B

MMRP-Plus U2 1 D MMRP-Plus ftstiE#H= o U 795 hEZRLET,

#

# clear mmrp-plus counter ring 1
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7LAV—2#E |78 hZ T v IEIAXYT—23 VANV R

7.8 h2 714y O€IAVYFTF—23 VXV R

STy o IXUT—23y (FR/ICREHR) 3. BEDR— R TRELILT L —LDEESE
R—hZHIRT DHEETT. BT T v IEIXY T2 3V DERIE. &R— NI DERXEFA
MR—bFDJARTRESNE T, BEFANR—FDUXINRESNTVNDHE, BXFFAIR— ~IY
ADR— KRNI DS T 1 v I DEEFTONEEA.

RS 74w oEIAVT—2a3 VANV REZNICRIDT D/INTX—F—D—EBEZUTORICTRLE
ER

NV R ANV RENNSA—5—

traffic-segmentation | traffic-segmentation forward interface INTERFACE-ID [,|-]
forward no traffic-segmentation forward interface INTERFACE-ID [,|-]
show traffic- show traffic-segmentation forward [interface INTERFACE-ID [,|-]]

segmentation
forward

BANY FOFHEZENTICHRRBLEI,

traffic-segmentation forward

=]:y) hST7avIEIXVT—2aVREZEHZRLET. BHRZHIRT DIC
(F. no EREERLEI,
VIV IR traffic-segmentation forward interface /N7TERFACE-ID,|-1
no traffic-segmentation forward interface /N7ERFACE-/D L|-]
INSGA—5— INTERFACE-ID : 8rix%&FF Rl 851 VI —Tx—AD ID ZEELET,

LLTFDOWINHAD/INT A=Y —%FERTEXT,
port : EEE L/YEBR— M ZEXEICERLUET,
range port : 357 L/C BB OYIER — b EERXEECERLET,

T4k BL
ANV ERE-F 15 —7 11— XEREE— R (port, range, port-channel)
T7AIWKLARIL LA 12

FEREDHI RSy | RAOAYVRIE. RS T v o8I XY TF—aVDHREETVET, h—
NCrRS 7w IEIAYT—I3VDERENTWVNEE., FSTrv ot
IAVT =3 V([T KBDEELIBOHIELH D £ Ao
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A -

hST4vOIAVT—2aVICKDR—K1/0/1 DRESST 1 v I DEREEZR— b~ 1/0/1~
1/0/6 ICHIBRT 27 EERLE T,

(config-if-port) #

# configure terminal
(confiqg) # interface port 1/0/1
(config-if-port)# traffic-segmentation forward interface range port 1/0/1-6

show traffic-segmentation forward

B RSTavoEIXYT—23VDEREERRLUET,
VYOI R show traffic-segmentation forward [interface /N7ERFACE-/DL|-11
INSGA—5— interface /NTERFACE-ID : BEZRRIT D1V T—Tx—AD |ID Zi5
ELULET, BELLBWERIF, INTODTI VY -7 —X(CEETDER
NBRRENET, TV —Tx—X ID (F. LTFOWITNAD/INS X —
Y—TEELXI,
+ port: EEELIAR—NCEETDBEHREERRLET,
+ range port : I5E UL/CEHOR— MNCEET ERZRTLET,
port-channel : {5 L/7c/R— b F v RIVICEET ERERRLE
EP
vk U
ANV RE—FR FROOAVY RE—R
FI7AIW KL LAV 1

ERLEDHI RST1Y

AOAYVRIEZ. R—KMCERELIERS T v o8I XY T— 3 VDG
HFIURX MZERRLUED,

=B -

R—h 1/0/10 DEE R A AV ERRT DA EZRLET,

Total Entries: 1

#

# show traffic-segmentation forward interface port 1/0/10

Interface Forwarding Domain

Port1/0/10 Port1/0/10-1/0/16
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7.9 VLAN h>xJ)VANY R

VLAN b RJLEREIS. QinQ EFEENZ2 ATV VIICED Y —EXTONAY Ry hT -0 %%
BHLZO—AIxRYy bTD—=JBTDOR>7 1 v T VLAN BHROREZRELX T,

VLAN bV XAV Y REZNICHIGT D/INTA—F—D—BEZUTORICRLEXT,

ANV R ARV RENSA -5 —
dot1q inner dot1q inner ethertype VALUE
ethertype no dot1q inner ethertype

dot1q tunneling
ethertype

dot1q tunneling ethertype VALUE
no dot1q tunneling ethertype

dot1g-tunnelinsert
dot1qg-tag

dot1g-tunnelinsert dot1g-tag DOT1Q-VLAN
no dot1g-tunnel insert dot1q-tag

switchport vlan
mapping

switchport vlan mapping original-vlan ORIGINAL-VLAN [,|-]
{[ORIGINAL-INNER-VLANT] resultant-vlan RESULTANT-VLAN
[RESULTANT-INNER-VLAN] | dot1g-tunnel DOTTQ-TUNNEL-
VLAN} [priority COS-VALUE]

no switchport vlan mapping original-vlan ORIGINAL-VLAN [,]-]
[ORIGINAL-INNER-VLAN]

vlan mapping miss
drop

vlan mapping miss drop

no vlan mapping miss drop

dot1g-tunnel trust
inner-priority

dot1g-tunnel trust inner-priority

no dot1g-tunnel trust inner-priority

show dot1q
ethertype

show dot1q ethertype [INTERFACE-ID [,|-]]

show dot1g-tunnel

show dot1g-tunnel [interface INTERFACE-ID [,|-]]

show vlan mapping

show vlan mapping [interface INTERFACE-ID [,]-]]

BANY FOFHEZENTICHRRBLEI,

dot1q inner ethertype

B HAIIX—=VLAN 7D TPID ZIELE T, T IAILDEREICRTIC
(F. no EXZEFERAL XTI,

VIV IR dotlq inner ethertype VALUE
no dotlq inner ethertype

INGA—5— VALUE : hRZX—VLAN %2 ®D TPID %& 0x1~0xFFFF (16 ##A =)

DEEETHEELE I,
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dot1q inner ethertype

FIAI b 0x8100
ANV RE-FR JA—/NLEREE-R
TIAI LA LA 12

FERLOAMRSAY | ROAXY RFE. DRAYY—VLAN #J0D TPID ZXRELEFT, hYRIL
E-—RORSVIE-RDOIR—FTRELELTL—LD VLAN 5% C-
tag O TPID A"REMBEFLWHE. HRAYY—VLAN OBEREZSECH
WiEsNnExd, T 74 KTIE. IEEE802.1Q @ VLAN ¥ JICfEREND
0x8100 MEESNTUVER T,

=B
HAEZNY—VLAN D TPID % 0x9100 [CFRET DA EZTRLF T,

# configure terminal
(confiqg) # dotlg inner ethertype 0x9100
(config) #

dot1q tunneling ethertype

B H—EX7ONAY—=VLAN 9D TPID ZIEELEXT., T 7 AL bDK
EICRTICIE. no EXZFEALET,

VIV IR dotl1q tunneling ethertype VALUE
no dotlq tunneling ethertype

INGA—F— VALUE : Y —E X701 45 —=VLAN #2® TPID % 0x1~0xFFFF(16
EHZR) OBETHEEL XTI,

FIAILE 0x8100

ANV EE—F 15 —7x—XEEE— R (port, range, port-channel)

FIAILELARIL LRIV 12

FEHEDHI RSAY | ROXYYRIE. H—EXFONACY—=VLAN ¥ 5D TPID ZiEEL £,
RSV OE—RDOR—EHNOXETDTIL—AIFEREL] TPID T S-tag
PEE5EENET, £, FELETL—LD VLAN ¥TD TPID i ARE
E—HITDE. NAIN—RXYKRIT—DODESTavO&ELTHAMUE
ERS

=R -
R— K 1/0/1 TOH—ERXTO/IN1 5 —VLAN 7D TPID % 0x88a8 [CHRFIT DA FARLF T,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # dotlg tunneling ethertype 0x88a8
(config-if-port) #
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dot1g-tunnel insert dot1qg-tag

=]:y) YIBLIL—ALICARINY—VLAN ¥ 0% F50LF7, EZIEY H
IBICIF no EREEALET,

IVIVIR dotlq-tunnel insert dotlq-tag DO77Q-VLAN
no dotlq-tunnel insert dotlq-tag

INSGA—5— DOTIQ-VLAN : #5325 HRAHY~X—VLAN 2D VLAN ID ZEELE
ER

T4k BL

ANV ERE-F 15 —7 11— XEREE— R (port, range, port-channel)

FTIAILELARIL LAV 12

EREDOHT RST1Y

ARIARYVBREF bYRIVE-ROR—ETHYIBRLTL—LZRELIE
BIC. DRAIY—VLAN ¥V ER=ZMNEGLFT,

A -

R—hk1/0/1 TRELYTWELTL—AICVLAN S DARYY—VLAN ¥ J%ZBAT D HEERL

N

(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # dotlg-tunnel insert dotlg-tag 5

switchport vlan mapping

BiY

VLAN bYRIVERETHERTS VLAN Xy EY I IL—ILEIEELERT,
VLANXY Y EV T TV M —ZHIBRT 2IC(E. no ERERERALE T,

VIV IR

switchport vlan mapping original-vlan OR/G/NAL-VLAN L|-]
{[ORIGINAL-INNER-VLAM resultant-vlan RESULTANT-VLAN
[RESULTANT-INNER-VLAM | dotlq-tunnel DOT77Q-TUNNEL-
VLAN} [priority COS-VALUE]

no switchport vlan mapping original-vlan OR/G/NAL-VLAN L,|-1
[ORIGINAL-INNER-VLAM

INGX—5—

original-vlan OR/G/INAL-VLAN :VLAN XV EY I %= BRI DHRY
N—2RY RJ—2UDVLAN ZIEEL XTI,

ORIGINAL-INNER-VLAN : hRAZI—xy 8D—20® VLAN &7O/N
15—y hD—2U®D C-tag ® VLAN ROV Y EV I ZIBELF T,

resultant-vlan RESULTANT-VLAN : B —ERXTFONA YT =y KD —
2 ETD VLAN ZHELE T RESULTANT-INNER-VLAN HE&ESN
TWEWEE. S-tag @ VLAN E#IFERE L7 VLAN D VLAN ID {EZ (&
RLEY,
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switchport vlan mapping

RESULTANT-INNER-VLAN : H—ERX7ONA Y5 -y RO —U TER
9 S-tag D VLAN ZEEELFT,

dotlq-tunnel DOT7Q-TUNNEL-VLAN : —ERX7ANA T —F v b
D—UDVLAZIBELET, PYRILVE—RDR—FDHRETETET,

priority COS-VALUE: H—E X701 ¥ —VLAN ¥ J DB EEEESR
EULEXT, BRULIBEEEF 0 NMERENET,

FI7AIE

AN

ANV ERE—-F

15 —7 11— XEREE— R (port, range, port-channel)

FI7AILRLNRI

LAXIL:12

EREDOHT RST1Y

ARIAVY RIE VLAN b RIVEEBETD VLAN Y Y EV T &2 & F LT,
VLAN YvEVIF R YRILVE-—RELLE RS Y IE—ROR—KZD
HREFRETI,

VLAN Yy EVIARESNTVEWNEES, hYRIVE—ROR— TR
BULIEINTOTL—AlF. R—KMTEELZTIEZRXVLAN [>T H
ZVIE—ROIR—KM(H—ERTONAY -y hD—2)[CERENE
9o COEED C-tag @ VLAN BRIIRET L —LD VLAN [B%ZE. S-
tag ® VLAN BHRII/R— MCEID H Tz VLAN [BHRZ5 I EREX T,

VLIANY Y EV I TlEd, BRIN—FY RT—UTDOVLANBRE, H—
EX7ONRAY—Ry kD=2 ED VLAN 1ERB KTV S-tag. C-tag @
VLAN ZX v EY T LFEYD, cERE. FYFRIVE—RDR— KT VLAN
ID:20 DY IR EEINTT L —LEZELLEE. b—EX7O/1
A—Ry RDJ—2 LTI VLAN:30 & LTEXEWIEBL. h7EIUEL=h
A I —VLANE®R (C-tag D VLAN 1E#R) & VLAN:21 (C. S-tag D VLAN
B#H%Z VLAN:31 [, BT D& WY VEVIEFERT D ENTE
ENE I

VLAN Yy EYV I TRET DERIIHARICEMELE T, HRIN—FRY
hD—0DELZDIR—~THET BRI Y RILE— FDR—HC,
F—EXT7ONRMY =Ry D= DAOT2AEHIHT BRIV
E—ROR— KT, RETDDH—HKRNTT,

A :

Y XRIVE—ROR—KCVLANIYYEVY I IV M) —ZRETDHEERLETD,

config-if-port
config-if-port
config-if-port

(
(
(config-if-port
(
(
(

)
)
)
)
)

# configure terminal

(config) # interface port 1/0/2
config-if-port) #
config-if-port) #

#
#
#
#

switchport mode dotlg-tunnel

switchport vlan mapping original-vlan 600 resultant-vlan 1600
switchport vlan mapping original-vlan 700 dotlg-tunnel 1700
switchport access vlan 1600

switchport hybrid allow vlan add untagged 1700
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vlan mapping miss drop

=]:y) VLAN Xy EVZIC—BUEWT Y bO ROY TZE/HMICLET . &Y
[CFBICIE no ONY RZFEALET,

VIV IR vlan mapping miss drop
no vian mapping miss drop

INGA—5— AW

FTIAI )]

ANV ERE-F 15 —7 11— XEREE— R (port, range, port-channel)

T7AIWKLARIL LA 12

EREDOHT RST1Y

AIXYYVRFE VLAN Xy EVYIDIY MU —ICERULEVWIL—LAZR
Ovy7ULET. hYRILVE—RDR—TERATEX,

A :

R—bk1/0/1 TVLANY Y EVIIC—EBLEWIL—AZ ROY JICHRETDHEERLED,

config-if-port) #

# configure terminal

(config) # interface port 1/0/1
(

(

config-if-port)# vlan mapping miss drop

dot1g-tunnel trust inner-priority

=]:y) Y—EXTONAY -y NI =V DBXREICHAIN—RY RT—=UD
BEEZERALET, XEZT U7 ITBICE no EREFERALIXT,
VIV IR dotliq-tunnel trust inner-priority
no dotliq-tunnel trust inner-priority
INTGX—=5— ZL
v DI )
ANV ERE-F 15 —7 11— XEREE— R (port, range, port-channel)
FTIAILELARIL LIV 12

EREDOHT RST1Y

ARIAXVY REFRATDE. ARIN—2Y hT—=UDVLAN ¥ T DEEE
% S-tag DBEEICRMLET, bYRILE-ROR—-FTHEATEE
ER

A :

YIR— b 1/0/1 THRIX—VLAN DBEEZERIT DL SICRES 2HEERLET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # dotlg-tunnel trust inner-priority
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show dot1q ethertype

B TPID REZRRLE T,
VIV IR show dotl1q ethertype [/NTERFACE-IDL|-11
INSGA—5— INTERFACE-ID : S-tag @ TPID Z5&xkm3 2 1V¥—T7x—X |ID ZiEE
LFET, BELBRWESRF. INTDR—KEARIVY—RY RDT—TD
VLAN @ TPID B"ERRENFET, 1V —Tx—X ID (. LTOLITN
DNDINTA—F—THEELET,
« port: IBELIR—KTODTPID EHRERRLED,
port-channel : {5 L7c/R— b F ¥ RJ)LTOD TPID BRZRRLF
Cl
FIAI bk mU
ANV RE—FR FROIOAVY RE—R
FIAILRLARIL LA T

ERLEDHI RST1Y

ARAXY RIE VLAN Y RIVEERETERE L7 TPID B ZERRLEX I,

=B -

INRTCDTVY—Tx—AD 802.1Q TPID REZRTRI DA EERLK T,

Portl/0/1

Portl1/0/2

# show dotlg ethertype
802.1qg inner Ethernet Type is 0x8100
802.1g tunneling Ethernet Type is 0x88a8

802.1q tunneling Ethernet Type is 0x88a8

show dot1qg-tunnel

B VLAN bRV IEFEZRRUET,
VIV IR show dotliq-tunnel [interface /N7TERFACE-/DL|-11
INGA—F— interface /NTERFACE-ID : VLAN KV RIVEEZRRT D1 VYT —
TI—REB/ELFT, BELEWVEEE. INRTD MY RILIR— DK
ENRRENET, TV —Tx—X ID [F. LTOVWITNHD/NT A —
Y—TEELXI,
port | IEEL/R— KD VLAN bV RIVIEHRZRRLED,
+ port-channel : 5 L7c/R— b F v RILD VLAN Y RIVIERZERT
L&ERI,
FTIAI 17U
ANV RE—F FEOINY RE—R
T7AIWKLARIL LA 1

EREDOHT RST1Y

ROV Y BIE VLAN bYRIVEREERRLET,
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fERA -
INRTDORYRIVE—ROR—ED VLAN RV RIVEBREERRITDAEERLET,

# show dotlg-tunnel

dotlg Tunnel Interface: Portl/0/1

Trust inner priority : Enabled
VLAN mapping miss drop : Disabled
VLAN mapping profiles 1, 2, 3

dotlg Tunnel Interface: Portl/0/2

Trust inner priority : Disabled

VLAN mapping miss drop : Enabled

Insert dotlg tag : VLAN 10
#

show vlan mapping

Br VLAN X v EV IZREERRLUET,
VIV IR show vlan mapping [interface /N7ERFACE-/D L|-11
INGA—5F— interface /NTERFACE-ID:VLAN X v EY J%RRNT DR— M EIBEL

£, BEELBWVWEE(E. INTDVLANY Y EVIRERRENET,
VH—=Tx—RID[F. LTOWINAD/INSXA—Y—TEELFT,

« port: IBELIER—KDVLAN XYY EVJEHREZRRLUET,

« port-channel : {57 U7c/R— b F ¥ ®)LD VLAN Y v EY Jig8RZER

RUET,
FTIAIE L
ANV RE—R FEOIVY RE—R
T7AIWKLARIL LA 1

FEREDHA RSy | AOYY RIE VLANY Y EY IREERRLET,

=B
INRTDVLANNY Y EV I ZRTRITDAEERLET,

# show vlan mapping

Interface Original VIAN Translated VLAN Priority Status
Portl1/0/1 1 dotlg-tunnel 10 0 Active
Portl/0/1 2 dotlg-tunnel 11 5 Active
Port1/0/2 10 translate 100 0 Active
Portl1/0/2 20 translate 200 0 Active
Portl1/0/3 30/3 translate 300 0 Active
Port1/0/3 40/1 translate 400/2 2 Active

Total Entries: 6

#
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7.0 )b—AMaAY YV R

I—TRAEREF. L—TRMABDTI L —LZXEL. ZOTL—LZBENRELIBACIL—T
RECHELT, BRULAET IV avZETVET, IL—TRAICIIR— bR—XE—R& VLAN X—
AE—RAHD. IR—bAR=XTIIR— BT, VLAN X=X TFR—HCEFLI VLAN J&(C,
IW—=TRMT L — LADEEENE T,

R—MR—=RE—RTIL—THRAMEDT7 V> 3 V% shutdown (CL7BE. IL—TZ=RAMLUIZR—b
(& Error Disabled {RREIC#D . R— ~HBAEENZET, Error Disabled D/R— hZ&IHT BICIF.
shutdown JIY Y RICKDFEHTOD/R— ~CDERZEH. errdisable recovery 1Y RTHREL/ZEH
BIHY A Y —RBELIBROR—- hDBEEEIR. OLWITNADAEEZFERLETD,

IW—=TRAMANY REZNICHIGT B/INTA =Y —D—EBZUTDORICRLET,

vV R

ARV RENRTAX—F5—

loop-detection
global enable

loop-detection global enable

no loop-detection global enable

loop-detection
enable

loop-detection enable

no loop-detection enable

loop-detection
interval

loop-detection interval SECONDS

no loop-detection interval

loop-detection mode

loop-detection mode {port-based | vlan-based}

no loop-detection mode

loop-detection
action notify-only

loop-detection action notify-only

no loop-detection action notify-only

loop-detection vlan

loop-detection vlan VLAN-LIST
no loop-detection vlan VLAN-LIST

loop-detection
frame-type untagged

loop-detection frame-type untagged

no loop-detection frame-type untagged

loop-detection no-
check-src

loop-detection no-check-src

no loop-detection no-check-src

show loop-detection

show loop-detection [status] [interface INTERFACE-ID [,|-]]

clear loop-detection
information

clear loop-detection information [interface INTERFACE-ID [,|-]]

BANY FOFHEZENTICHRRBLEI,
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loop-detection global enable

=]:y) I—TAeEZ= o O—/VULICEMICLE T, B\HICTDICE. no X
ZERALEXRT,

VIV IR loop-detection global enable
no loop-detection global enable

INSGA—5— AW

FTIAI 23V

ANV RE—F JO0-/NLEREE—R

T7AIWKLARIL LA 12

FEREDHA RSy | AOTXY RIE V-7 0—/\LTEMICLED,

=B
I—TmgeexE 2/ O0—/\LICEMICT 2 A EERLED,

# configure terminal
(confiqg) # loop-detection global enable
(config) #

loop-detection enable

BE R— hBEA T —TRMEEZEENCLET, EBHICTDICEF, ATV
FD no XX ZERALET,

VIV IR loop-detection enable
no loop-detection enable

INGA—5F— AN,

FIAI bk )

ANV EE—F 15 =7 —XEEE— R (port, range, port-channel)

FIAILELARIL LRIV 12

FEREDHC RSAY | ROV Y RIE R— B TIL—TRAMEEZENICLED,

=B :
R— bk 1/0/1 T —TRAMEREZBNICT D HEERLER T,

# configure terminal

(config) # interface port 1/0/1
(config-if-port) # loop-detection enable
(config-if-port) #

loop-detection interval

=]:y) W—TRADIAN—HRERELEX T, T IAISDREICET T,
no X Z=EALEI,

VIV IR loop-detection interval SECONDS
no loop-detection interval
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loop-detection interval

INGA—%— interval SECONDS : )L—THMT7 L —LZXETDHEMRE () = 1~
32767 DEHETIEELEXT,

T DI 10 #

ANV ERE—F J0—/VULEEE—R

TIAILRLARIL LI 12

FEREDHC RSAY | ROYY RIE. W—TRAICERT DT L —LADXEHBERELE T,

A :
IW—THRHANT L —LADXERREE 20 MCRET D AEERLET,

# configure terminal
(config) # loop-detection interval 20
(config) #

loop-detection mode

B IW—TRAE—RZBELET, T IAINEDRECETICIE. no FH
EEARLEXT,

VIV IR loop-detection mode {port-based | vlan-based}
no loop-detection mode

INGA—5— port-based : /L — i&H %= R— hAR—RE—RTEFTULFI,
vian-based : /L—71&H% VLAN R—XE—RTETLET,

FIAILE port-based

ANV RE—F J0—/VULEEE—R

T7AIWKLARIL LA 12

FERLEDHI RSy | RAOTYY RIE I—THRADE— RER— MR—ZE UL IEVLAN R—2X
[CRELET,

R—hR=ZDI—TEMTIF. 72X VLAN £L<E@ERAT1T
VLAN TIL—TRAT L —LZXELEXT. VLAN N—XDIHE, &IR—
RDVLAN XY N—([CIV—TBRATL —LZXELET, FJDEVLAN
DAV I\=DIFEIF VLAN T DEDI—TBRAT L —LHRESNE
9o VLAN R—=XE— RTIL—TZRAL7ZE. R— ~IHAESNT
WMRIN—FDEZYEITDVLAND RS T v INTOyIENET,

(327
W—TBRHME—RER— M -RCKETDHEERLET,

# configure terminal
(confiqg) # loop-detection mode port-based
(config) #
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loop-detection action notify-only

B IW—THRHMENTBEDT7 I avE@BHADHILET, TIAIL D
HREICRIICIE. no ERXZFERLET,

VIV IR loop-detection action notify-only
no loop-detection action notify-only

INGA—5— AW

FTIAI 23V

ANV ERE—-F 15 —7 11— XEREE— R (port, range, port-channel)

TIAILRLARIL LI 12

FEHEODHARSAY | KOXY RIE IL—TRHMEEDF U 3% notify-only (CLET, D
BE. AJPSNMP h Sy FTOBHRIFTHONEITH. R— ~DEFAED
Z74vPIDOROYTDT I avIFTVER Ao

fERHA :
AV =T —AR—K1/0/1 CEBRER7 V>3 v aEaMdTdhHEERUEY,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # loop-detection action notify-only
(config-if-port) #

loop-detection vlan

=]:y) W—TRMEBNICT D VLAN ZRELE T, T I A BDREICRTIC
(F. no EREFERLKI,

VIV IR loop-detection vlan VLAN-L/ST
no loop-detection vlan VL AN-L/ST

INGA—5— VLAN-LIST : )b— M EBMICT D VLAN ZU X N TIEEL X,

v DI IANRTOD VLAN TEH

ANV EE—F JO-NILEEE—R

FTIAILELARIL LAV 12

ERLDOAC RSy | RO Y RE IV—TRABEED VLAN R—XE— RTEEL TV 2HE
D. BMCTDVLANZREL XTI, VLANDRESNTULEWNES, T
NTO VLAN [CH L TEHICED FI,

A :
JL—T#4501T VLAN 100~200 ZBMICT B AEERLET,

# configure terminal
(config) # loop-detection vlan 100-200
(config) #
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loop-detection frame-type untagged

=]:y) IW—THMA CTP JL—AT VLAN 0L 7 L —LZFERTED LS
[CUET. TIAIPDERECETICIE. no ANXY RZEFERALEXT,

VIV IR loop-detection frame-type untagged
no loop-detection frame-type untagged

INGA—5— ZL

v DI )

ANV EE—F JO-NILEEE—R

FTIAILELARIL LAV 112

EREDOHT RST1Y

AEBEEBMNCTDE. UTDO CTP ZJL—AICH LT VLAN 7L 7
L—ATEELET,
s R=—MR—=RE-—RTODECTP 7L —A
« VLANR—ZXE—RTHE®D VLAN B'F I35 L XV /\—TEID KT
LNTVBR—NSXEEIND CTP IL—A
BH. REEIEDDIFE,. £EED CTP JL—ATIE VLAN ID AA 0 D
VLAN 0 DED 7 L—LADMEREINET,

AROY Y RIFE Ver.2.02.00 UETHR—ELTWVWET,

=B -

IW—TRHMA CTP JL—ATVLAN 75 LT7 L—LZFERTEDLSICTDAEZRLET,

(config) #

# configure terminal
(confiqg) # loop-detection frame-type untagged

loop-detection no-check-src

=]:y) fOEBH OEESNIIV—TRAA CTP 7L — ADRERIC. IL—T&
MELU TS DHEEZBMCLE T, T IAIBDREICRT(C(E. no
INY RZEFEARLEY,

VIV IR loop-detection no-check-src
no loop-detection no-check-src

INGA—5F— AW

FIAI bk )

ANV EE—F AT 1 —AREE—R

FIAILELARIL LAV 12

ERLEDHI RST1Y

ARIAVY RIE HOEEH S CTP I L —AZZRE LRSI —TRMEE
RICAIBS 2A T2 avEEMLED,

REREE. =Ry bRy FRERDIV—TEBZ DTV RERORA]
(CRRIFHOERITH. IL—TORRIMHRELET 2ENNHD XTI,
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=R -
A5 —TJx—RAR— bk 1/0/1 T no-check-src #gEEBRIC T 2 HEERLE T,

# configure terminal

(confiqg) # interface port 1/0/1
(config-if-port) # loop-detection no-check-src
(config-if-port) #

show loop-detection

Br BEDI —TRAORECREERRLET,
VIV IR show loop-detection [status] [interface /NTERFACE-IDL,|-11
INGA—H— status | KA T3V EBETDE. IL—TRAMKEDREEZERRLE

9, ARRLIBE. RECHENBAT —F ABHRERRLE T,

interface /NTERFACE-ID : )L— THRASEDEREZRRT D21V 5 —
TJr—RAZEEELET, BELLEWEEIE. JO—/VULEREPIRTO
VI—T 1 —RCHEITDIERINKRRSNET,. AToLsTnho/(>
X—5—%&ERATEXT,

« port: EELIAR—NTOIL—THRABHRERERRLED,

 range port : I5E L/ZBEHDR— ETOIL—TRABRZEZRRLE

CR
port-channel : i5E L/7c/R— b F v RILDIL—TRABEHRZRRLF
ER

FIAI bk mU

ANV RE—FR FROOANVY RE—R

FIAILRLARIL LA T

FERALEDHA RS1Y | KOAT YRR L—TRAREEREOBERERRLET,

status A 73> (% Ver.2.02.00 LIETHR— ML TWETD,

R :

W—TBADIA—/VULEREERZR— NDEREBR. BRERAT—YRERRI DA EERLED,
# show loop-detection
Loop Detection : Disabled
Detection Mode : port-based
Enabled VLAN : all VLANs
Interval : 10 seconds
Interface noChkSrc Action State Result Time Left
Portl1/0/1 Disabled shutdown Disabled Normal -
Portl1/0/2 Disabled shutdown Disabled Normal -
Portl1/0/3 Disabled shutdown Disabled Normal -
Portl/0/4 Disabled shutdown Disabled Normal -
Port1/0/5 Disabled shutdown Disabled Normal -
Portl1/0/6 Disabled shutdown Disabled Normal -
Portl1/0/7 Disabled shutdown Disabled Normal -
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Port1/0/8 Disabled shutdown Disabled Normal -
Portl1/0/9 Disabled shutdown Disabled Normal -
Port1/0/10 Disabled shutdown Disabled Normal -
Port1/0/11 Disabled shutdown Disabled Normal -
Port1/0/12 Disabled shutdown Disabled Normal -
Port1/0/13 Disabled shutdown Disabled Normal -
Portl/0/14 Disabled shutdown Disabled Normal -
Portl1/0/15 Disabled shutdown Disabled Normal -
Portl1/0/16 Disabled shutdown Disabled Normal -
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

W—THRHDAT -5 A%RRT DA EZRLET,
# show loop-detection status
Interface VLAN Result Time Left Receive Last Detection Time
Portl/0/1 - Loop infinite - 2024-04-02 10:44:10
Portl/0/2 - Normal - - -
Portl1/0/3 - Normal - - -
#

A=K 1/0/1 DI —TRADREE WS AT —5 AERTS BHEERLET,

# show loop-detection interface port 1/0/1
Interface noChkSrc Action State Result Time Left
Port1/0/1 Disabled shutdown  Disabled Nommal -
#

clear loop-detection information

=]:y) W—TAOKZIERZ U7 LET,
VIV IR clear loop-detection information [interface /N7TERFACE-/DL|-11
INGA—F— interface /NTERFACE-ID: )V— Ti&HIBBEDERZ D ) 72105 —

TI—RZEELEXRT, BEELLEWVWGEE. INTDAVI—TT—RD
BRA VU TENET, ATOVWITNHAD/INTA -5 —%FERATEEXT,

« port: EELILR—NTOIL—TRABEFR=EZIVT7LED,

+ range port : EEL/IEHDR— N TOIL—THRABER=EZI Y7 LE

ER
+ port-channel : EEL7Tc/R— b F v RILDIIL—TRAERZI VT L
x93,
v DI 17U
ANV ERE—F FROIOANYY RE—R
TIAILRLARIL LA 15

FEREDHA RSy | AOYY RE W—TRAOKRERZ7 U7 LET,
ARIVY R(F Ver.2.02.00 UETHR—MLTVWET,
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W—TRADOKAEHREI U 7T 2HEFZERLET,

# clear loop-detection information

#
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711 A=A O—-JLONVE

A=Ay ~AO—LEEEE. R—FTEER ST v VBRICEICHIRTIRZRE L. BBLIE
BICFAEDT7 U avaRTUET, RI792707 3 V(d. iR—bDEZE (shutdown), b5 71 v
0ROy 7 (drep). BAIDH (none) D 3 EHENHDET, 73 H shutdown DIHFE. R—
k% Error Disabled JREEICHEITLE T, IZF Vv AT T 1 v 7IZXH L T shutdown HMEESNT
WBHBE., INTDIAZF v AT T4 v I UL THRENTONE T, 7223V drop P
none D55, REFFEHAAFAHIZF v A MIXH L TOMMTNONEKRT,

A=AV FO-LONY REZNICHBT D/INTX—F—D—BEZUTORICRLET,

ONYV R

ANV RENSA—5—

storm-control

storm-control {{broadcast | multicast | unicast} level {pps PPS-RISE
[PPS-LOW] | kbps KBPS-RISE [KBPS-LOW] | LEVEL-RISE [LEVEL-
LOWI]} | action {shutdown | drop | none}}

no storm-control {broadcast | multicast | unicast | action}

storm-control
polling

storm-control polling {interval SECONDS | retries {NUMBER |
infinite}}

no storm-control polling {interval | retries}

show storm-control

show storm-control interface INTERFACE-ID [,|-] [broadcast |
multicast | unicast]

FINY FOFMBZEXUTICHEALET,

storm-control

By

2 —LaY FO—LVEEOHRERE 7oy 3V ERELET. T74
JLROBRECRT I, AITY KO no A EEALET,

VIV IR storm-control {{broadcast | multicast | unicast} level {pps PPS-R/SE
[PPS-LOW] | kbps KBPS-RISELKBPS-LOWY | LEVEL-RISELEVEL-
LOWM} | action {shutdown | drop | none}}
no storm-control {broadcast | multicast | unicast | action}
INGAR—5— broadcast : JO— RF v A MDA =AY FO—I)LEHRELET,

multicast : Y)LFF v A MDA M—ADY FO—-)LEZRELEXT,
unicast . 1-F v A MDA =AY FO—-)LZRELET,

level pps PPS-RISE [PPS-LOW] : ERRBEH KU TERIEZ pps (/T v /
MW TIEELEXT, @HEIF0OELLIE2~2147483647 TY, PPS-LOW D
EZIEE LIEWESR. PPS-RISE DED 80% [T/ D T,
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storm-control

level kbps KBPS-RISE [KBPS-LOW] : EERIES KO TFERIEZ kbps(F0O
By N TIEELET, &F(L 2~2147483647 TJ, KBPS-LOW D
EEIEE LE WSS, KBPS-RISE® 80%IC#HEDFET,

level LEVEL-RISE [LEVEL-LOW] : ERRMES KU TIRIEZR— ~DFIH
RICH T 2EAE(%) TIEELEXT, LEVEL-LOW ZIEELLEWEE. T
7 AV MEIZFEE L7z LEVEL-RISE D 80%(CEDET,

action shutdown : F[RE(CEL/-ESICR—MERHAELET,
actiondrop : EREZBZ2/\ry = ROy FLEY,

action none : BH DA TVNET,

FI Ak ERS Ty IBRIOR b— LAY bO—)UHEE 1 B
7223V : drop

ANV ERE—-F 15 —7 11— XEREE— R (port, range, port-channel)

T7AIWKLARIL LA 12

EREDOHT RST1Y

AIVYRIZ, A—ADY RO—I)LTO&IEFEBE 7o a Vv EZREL
F9, FREZBRIDEAN—LRECHELET, EREZBBL:
#. TRREZTR2E XM —LABHEHEHESINET,

LEBR{EZ Opps (Ver.2.00.01 LIEDR—K) [CIEET D&, RENEEIC
RERENTZEDRAD/INT Y REBRKEZBU NS T v IHEIRENET,

HIRFIHZ kbps HE UK IFEDETIEEIT DELUTDHIRAH D £,
o 7233 Tshutdown ZIEET D EIETEFEH Ao
BA (SNMP k2w, OY, 7Y —, 7>—A LED) AfThnxt
Ao

AZF v ARDRA =AY FO—ILTIEUTOHIENH D X,

o 7223 vh shutdown DIFE, BRENKAINTOIZFvr XAk
Z74vIICIEDERT,
7o avhdrop UKL none DA, BHATHNEE Ao

A :

R—K1/0/1&£1/0/2TTO—RFYAMDRA—ATY FO—-IVERET DHEZERLETD,

config-if-port) #

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # storm-control broadcast level pps 500
(config-if-port)# storm-control action shutdown
(
(
(
(
(

config-if-port)# exit

config) # interface port 1/0/2

config-if-port)# storm-control broadcast level 70 60
config-if-port)# storm-control action drop
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storm-control polling

By A=Ay bO-ILOR=U YV IEREZRELET. T IAIEDRE
[CRIICIE. no ERXZERLEI,

VIV IR storm-control polling {interval SECONDS | retries { NUMBER |
infinite}}
no storm-control polling {interval | retries}

INGA—%— interval SECONDS : A ~h—AOY ~O—=)LOR—Y Y IHERE#) %= 5~

600 DEHETEEL XTI,

retries NUMBER : 72> 31 shutdown DHEIC. R— NHEXTO
RAFRITEIEE 0~360 OEETIEELEXT, 0 ZI/EITDE. Ah—A
PERENERIC. ESICKR— M EFHELET,

retries infinite : A h— AR EINTER— M EFHZELFE A,

TI7#IE R—U> IRk : 5

UbS1E#:3
AYY RE-R JO-NILREE—R
T4 LA LAV 112

FEREDODHTI RSy | AOYVRIE. A=A FO—ILOEZFUVYITORBRE. 703
v shutdown D5 E(CR— FHAEX TCORATTRIHEIRELE T,

FERBI :
R—U Y IRR%E 15 BICRET 2 AEERLET.

# configure terminal
(config) # storm-control polling interval 15
(config) #

show storm-control

By Ah=ATdY bO-ILDOER=ZFRRLET,

VIV IR show storm-control interface /NTERFACE-/D,|-]1 [broadcast |
multicast | unicast]

INGA—5— interface /NTERFACE-ID : WRDR— K~ EI/ELEFT . ATFonsgnh

DINTGA—5 —%ERATEET,
« port: EELIAR—FDBERERRLET,
 range port : I5E L/CEHDR— bDBBRERRLET,

broadcast : 71— RF v A RAM—AOYMO-ILDBERERRLE
9,

multicast : Y/LFF v ARIAS—AOY FO—-)LDERERTLET,
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show storm-control

unicast: 1-F v A=AV FO-ILDBEHRERTLET,

FI7AIE ZL
OYYRE—R FEOINY RE—R
e AN LA T

FEREDHC RSAY | ROV RFE. A=AV FO-LOREZRRLES, ST vy
BRlZEELEWNGEE. INTOBEDRENKRRINEKT,

fERHA :
R—bt1/0/1~1/0/6 D7 O—RF+ A DA =LAV FO—ILDEHRERTT DA EERLE
ER

# show storm-control interface range port 1/0/1-1/0/6 broadcast

Interface Action Threshold Current State
Portl/0/1  Drop 500/300 pps 200 pps Forwarding
Portl/0/2  Drop 80/64 % 20 % Forwarding
Port1/0/3  Drop 80/64 % 70 % Dropped
Portl/0/4  Shutdown 60/50 % 20 % Forwarding
Portl1/0/5 None 60000/50000 kbps 2000 kbps Forwarding
Portl/0/6  None - - Inactive

Total Entries: 6

R—k 1/0/1~1/0/2 DIRTORA =AY FO-ILDEBRZERTS DHEZRLET,

# show storm-control interface range port 1/0/1-2

Polling Interval : 5 sec Shutdown Retries : 3 times

Interface Storm Action Threshold Current State
Portl/0/1 Broadcast Drop 80/64 % 50% Forwarding
Portl/0/1 Multicast Drop 80/64 % 50% Forwarding
Portl/0/1 Unicast  Drop 80/64 % 50% Forwarding
Port1/0/2 Broadcast Shutdown 500/300 pps - Error Disabled
Portl1/0/2 Multicast Shutdown 500/300 pps - Error Disabled
Portl1/0/2 Unicast  Shutdown 500/300 pps - Error Disabled

Total Entries: 6
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712 IGMP AX—EVJIX VR

IGMP X —EYJIXY REZNICHINT D/INFX—F —D—EBZUTORICRLED,

vV R

ARV RENRTKX—5—

ip igmp snooping (&
A—/NLEREE—R)

ip igmp snooping
no ip igmp snooping

ip igmp snooping
dyn-mr-aging-time

ip igmp snooping dyn-mr-aging-time SECONDS

no ip igmp snooping dyn-mr-aging-time

ip igmp snooping
(VLAN REE—F)

ip igmp snooping [fast-leave [group-list ACCESS-LIST-NAME] |
last-member-query-interval SECONDS | querier | query-interval
SECONDS | query-max-response-time SECONDS | query-version
NUMBER | report-suppression | robustness-variable VALUE |
suppression-time SECONDS | minimum-version NUMBER]
no ip igmp snooping [fast-leave | last-member-query-interval |
querier | query-interval | query-max-response-time | query-version
| report-suppression | robustness-variable | suppression-time |
minimum-version]

ip igmp snooping
mrouter interface

ip igmp snooping mrouter interface INTERFACE-ID [, -]
no ip igmp snooping mrouter interface INTERFACE-ID [, |-]

ip igmp snooping
mrouter forbidden
interface

ip igmp snooping mrouter forbidden interface INTERFACE-ID [,|-]

no ip igmp snooping mrouter forbidden interface INTERFACE-ID
[!|_]}

ip igmp snooping
proxy-reporting

ip igmp snooping proxy-reporting [source IP-ADDRESS]

no ip igmp snooping proxy-reporting

ip igmp snooping
static-group

ip igmp snooping static-group GROUP-ADDRESS interface
INTERFACE-ID [,1-]

no ip igmp snooping static-group GROUP-ADDRESS [interface
INTERFACE-ID [,I-1]

ip igmp snooping
unknown-data limit

ip igmp snooping unknown-data limit NUMBER

no ip igmp snooping unknown-data limit

ip igmp snooping
unknown-data learn

ip igmp snooping unknown-data learn

no ip igmp snooping unknown-data learn

ip igmp snooping
unknown-data
expiry-time

ip igmp snooping unknown-data expiry-time SECONDS

no ip igmp snooping unknown-data expiry-time

ip igmp snooping
unregistered-filter

ip igmp snooping unregistered-filter INTERFACE-ID [,]-]
no ip igmp snooping unregistered-filter INTERFACE-ID [,|-]
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ip igmp snooping ip igmp snooping ignore-topology-change-notification
ignore-topology- no ip igmp snooping ignore-topology-change-notification
change-notification

show ip igmp show ip igmp snooping [vlan VLAN-ID [,|-] | groups [vlan VLAN-ID
snooping [,I-] | GROUP-ADDRESS] | mrouter [vlan VLAN-ID [,|-]] |
statistics {interface [INTERFACE-ID [,|-]] | vlan [VLAN-ID [,[-11} |
static-group [GROUP-ADDRESS | vlan VLAN-ID [,]-11]

clearip igmp clear ip igmp snooping {unknown-data {all | vlan VLAN-ID | group

snooping GROUP-ADDRESS} | statistics {all | vlan VLAN-ID | interface
INTERFACE-ID} | groups {all | GROUP-ADDRESS [vlan VLAN-
ID1}}

BANY FOFHEZENTICHRRBLEI,

ip igmp snooping (/O—/VLREE—R)

B IGMP XX —EYJDI7O0—-/NILREZBMCLET. BMCTDITIE
no EREFEALEI,

VIV IR ip igmp snooping
no ip igmp snooping

INGA—5— AW

FTIAI )]

ANV EE—F JO—-/NILEEE—R

T7AIWKLARIL LA 12

FEREDOHA RSy | AOYY RIE. IGMP AX—EYJ0 70— /\LREEBMICLET,

A
IGMP A X—E> 07 0—/\)LTEHMICT DA EZRLET,

# configure terminal
(config) # ip igmp snooping
(config) #

ip igmp snooping dyn-mr-aging-time

=]:y) FEULN—F—R-—bDI-IVIREZRELET, T 74V MMEIC
RYICIE no EREERLE I,

VIV IR ip igmp snooping dyn-mr-aging-time SECONDS
no ip igmp snooping dyn-mr-aging-time

INGA—5F— SECONDS : 2B LI —F—R—rDI—-IVIRKHEA#E#)Z 10~
65535 DEETEEL X I,

TI7AIbE 300 #
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ip igmp snooping dyn-mr-aging-time

ANV ERE-F JO-NILEREE—F

T LRIV LI 12

FERLEDHI RSy | AOY YV RIE IGMP AX—EY JHEEIC LD EB LI —F —R— KD
I-IVIBBERELET, IGMP YT RXIIIITU—-HEDTILF
FYvAMN—9—DEEEZERT L —LZMEDHBEZELLEN > /E
B, FELEIL—Y—R—BMEEMLETD,

fERHA :
FELEIN—Y—FR—bDI—-IVIRE%Z 100 WICKRET DA EZERLUET,

# configure terminal
(config) # ip igmp snooping dyn-mr-aging-time 100
(config) #

ip igmp snooping (VLAN REE—R)

B VLAN BAIT IGMP A X -V JeeEBMICLET, £/e. IGMP X
X—EVITOINGA—Y—ERELET, REZET 7AIKCRETIC
. no EXAEFERALEXT,

\

VIV IR ip igmp snooping [fast-leave [group-list ACCESS-L/ST-NAME] |
last-member-query-interval SECONDS | querier | query-interval
SECONDS | query-max-response-time SECONDS | query-version
NUMBER | report-suppression | robustness-variable VALUE |
suppression-time SECONDS | minimum-version NVUMBER]

no ip igmp snooping [fast-leave | last-member-query-interval |
querier | query-interval | query-max-response-time | query-version
| report-suppression | robustness-variable | suppression-time |
minimum-version]

INTGA—F— fast-leave : IGMP X X—E VU DRI IREBNCLET,

group-list ACCESS-LIST-NAME : BB ZBMICTBNILFFv XA b
IV —T% ACL TIEELZXT,

last-member-query-interval SECONDS : X >V )\ —BfBRIF D A XY
Tawv oo T)—DXEER ) %ZE 1~25 OHETHEEL XTI,

querier : VT 7HBEZBHMICLET,

query-interval SECONDS: VT )7 DY TRZ )Y T —X(EMRE (7))
& 1~31744 DEETEHEEL XTI,

query-max-response-time SECONDS: I X T I)LO T —5ERFEH
B (#) % 1~25 OHETHEEL XTI,
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ip igmp snooping (VLAN REE—R)

query-version NUMBER : VTV 7 H&EET2I XTIV ITYU—-D
N=23 & 1~3 TEELET,

report-suppression : L /R— NFIEEEEEFMCLET,
robustness-variable VALUE: O/\X M RRAZH % 1~7 TIEELXI.

suppression-time SECONDS : EELR— ~Zil# S 28E (M) & 1~
300 DEFEHTIEELE T,

minimum-version VNUMBER : YiR— b33 IGMP OR/IJ\—I 3%
2'\"3 T?EE L/gig_o

FIAILE IANTD VLAN T IGMP ZX—E>V JHEE : FE3h. fast-leave : FEf.
last-member-query-interval : 1 ¥, querier : f£3). query-interval :
125 #'. query-max-response-time : 10 #'. query-version @ 3.
report-suppression : &3/, robustness-variable : 2. suppression-
time : 10 7. minimum-version : 75 L (1~3 ZH7/R— )

ANV RE—F VLAN BREE— K

TIAILRLARIL LA 12

EREDOHT RST1Y

AIOVY RIE VLAN BfITIGMP AX—EY I Z=EBMICLET,
T3 VERIBETDE. IGMP AX—EV JHEEICEADD/INIAXA -5 —%
RELET,

fERA -

VLAN 1 TIGMP RX—EVJZEBMICT 2HEZERLET,

# configure terminal
(config) # vlan 1

(config-vlan) #

(config-vlan) # ip igmp snooping

VLAN 1 TIGMP AX —EV VB Rz BN T2 EERLE T,

# configure terminal
(config) # vlan 1

(config-vlan) #

(config-vlan) # ip igmp snooping fast-leave

VLAN 1 TIGMP AX—EV T T THEEEZBNCL. JTVT7DRINGA—F—%REITDAE

ERLET,

# configure terminal
(config) # vlan 1

(

( )
(config-vlan)
(config-vlan)
(config-vlan)
(config-vlan)
(config-vlan)

config-vlan)# ip igmp snooping querier

config-vlan)# ip igmp snooping query-interval 300

# ip igmp snooping query-version 2

# ip igmp snooping robustness-variable 3

# ip igmp snooping query-max-response-time 20

# ip igmp snooping last-member-query-interval 3
#
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VLAN 1 TL/R— ~IGIEEZRRIC T 2 EZRLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping report-suppression
(config-vlan) #

VLAN 1000 T IGMP L/R— ~MDEIEEZ 125 [CREIT D HEZRLET,

# configure terminal

(config) # vlan 1000

(config-vlan) # ip igmp snooping suppression-time 125
(config-vlan) #

VLANT T IGMPV1 OV ILFF v+ A KRR COSIMZEHIRS 57 EZRLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping minimum-version 2
(config-vlan) #

ip igmp snooping mrouter interface

B IGMP A X—EVIDRIT A v I I —F—R—hZEHELET, IL—
& —IR— b ZHIBR T B(CIE. no ERZEFERLFI,
VIV IR ip igmp snooping mrouter interface /N7TERFACE-IDL|-1

no ip igmp snooping mrouter interface /N7ERFACE-/D L|-]

INSGA—5— INTERFACE-ID : &8k, BIBRS 2 R—KRZEBELE T, LLTD/NTX—
Y—DW\WINHZEFERATEED,

« port: EELIAR—FZEHRLET,

+ port-channel : EEL/Tc/R— b F v RILEBEHRKLF T,

FI7AIE ZL
OYYRE—R VLAN REE—R
FI7AI LRI LA 12

FEREDHC RSAY | ROV YV RE, IGMP AX—EV I DRY T 1 v I )—% —R— b= &K
LEYT. no WHREFEATDE, BELILR— bHIL—F—R— bH SR
HAENET,

=R -
VLAN 1 T/R— b 1/0/1 %Z IGMP AX—EV IR T 1w I IL—5 —R— NIIEEITDAEERLE
ER

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping mrouter interface port 1/0/1
(config-vlan) #
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ip igmp snooping mrouter forbidden interface

B IGMP XX —EY T D)L= —iR— b EIER— b EERLUET, ER=HE
BRI BDICIE. no ERXZFERALEXT,
VIV IR ip igmp snooping mrouter forbidden interface /N7ERFACE-/ID L|-]
no ip igmp snooping mrouter forbidden interface /N7ERFACE-/D
L1-1}
INGA—5— INTERFACE-ID : JL—% —iR— hEIER— K EEBELET. UTD/NS
AXA=F—DW\WITNHEFERTEXT,
port . IEEL/R— b ZEIZLET,
port-channel : i€ L/7c/R— b F v RILEEZLE D,
FIAI bk BL
ANV RE—F VLAN REE—F
FIAILELARIL LA 12
FERLEDHM RSAY | AOXY Y RIE IGMP AX—EY I TIL—% —R— IS WEIER—
hEZEHLII,
B

VLAN 1 T/R—bK 1/0/1 Z IGMP AX—EV T DIL—5 —IR— bR IER— MMIEET D AEZRLE

ER

#
(config) # vlan 1
(
(

config-vlan) #

configure terminal

config-vlan)# ip igmp snooping mrouter interface port 1/0/1

ip igmp snooping proxy-reporting

=]:y) IGMP XAX—EVIJTTOF Y LR— MEREZEMICLE T, BEMCITD
ZlE. ROV Y RO no BEXZEFERALET,

VIV IR ip igmp snooping proxy-reporting [source /P-ADDRESS]
no ip igmp snooping proxy-reporting

INSAXR—5— source /P-ADDRESS : 7OF Y LIR—FT 1 VI DXEETT IP 7 RL X %15
ELET, EELEWES, 0.0.0.0 iMEASNET,

FIAI bk )

ANV RE—F VLAN REE—F

FIAILELARIL LAV 12

FERLEDHA RSTIY | AOY Y RIE IGMP AX—EYJD7OF Y LiR— hEREZB/RICLE

3_0 @*ﬂ@ I.//—R_ F%%%‘] L/_t 1 'ﬂﬁlo) I//—R_ |\t L/_t\lé_é'fé L/gig_o
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A -

VLAN 1 TIGMP XX —EVJTOF 2 LiIR— b ZBRICHKREIT 2 HEZRLEXT,

(config) # vlan 1

(config-vlan) #

# configure terminal

(config-vlan) # ip igmp snooping proxy-reporting source 1.2.2.2

ip igmp snooping static-group

B IGMP XX —EVITDRY T4 v I IIN—TZRELET, RIT1vY
IIW—TEULKEXYN=R—hZHIBRT DICIE. no BAZEFEALE
EP
VIV IR ip igmp snooping static-group GROUP-ADDRESS interface
INTERFACE-IDL,|-]
no ip igmp snooping static-group GROUP-ADDRESS [interface
INTERFACE-IDLL|-11
INGA—5— GROUP-ADDRESS : IPRIFF v AT I —TF7 RLRAZEBELET,
interface /NTERFACE-ID: XV )\—IR—hZHEBELXT, ULTD/IXZ
A=F—DWITNHZEFERTEXT,
« port: IEELIR—FZEXYN\—ICRELET,
« port-channel : EELTcR— hF v RILEXVIN—[CERELET,
FTIAIE AITAYvIIIN—TDHREMRL
ANV EE—F VLAN REE—F
FTIAILELARIL LAV 12

EREDOHT RST1Y

AIVY RIE, IGMP AX—EVIDRYT 1 v I TI—TOX)\—
h— R EZFELZE T, no XX Tinterface # 7 a3V EIEELIZIER. X
VIN—R— N ZHIBRLUET,

fERA -

IGMP AX—EYIDRI T4 v I IIN—TFEXYN—R— b ZBMS 2HEERLET,

(config) # vlan 1

(config-vlan) #

# configure terminal

(config-vlan) # ip igmp snooping static-group 226.1.2.3 interface port 1/0/5

ip igmp snooping unknown-data limit

=]:y) IGMP ZAX—EYV I TAYN=FEDNIFF v A ST I —TOFBHZIE
ELFET, TIAIKNIRITHZEG. no ERZFERALET,

VIV IR ip igmp snooping unknown-data limit NUMBER
no ip igmp snooping unknown-data limit

INGA—5F— NUMBER : XV IN\—FREDNIVFFv AT —TZFE T D LRH% 1

~64 TIEELE T,
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ip igmp snooping unknown-data limit

FTIAILE 64
ANV RE—R J0—/NVLEREE—R
FIAI LRIV LAXIL:12

ERLEDHI RST1Y

AIATY Rld, AVNA—FEDTILFF v R NI —TOBALBUER
ELED,

EEE

AVN=FEDIYNFF v AT —TDEBEZRK30 IV M —CHRI DA EZRLET,

(config) #

# configure terminal
(config) # ip igmp snooping unknown-data limit 30

ip igmp snooping unknown-data learn

B IGMP XAX—EY I TOAVN=FREDIT I —TDEBZBMILET, &
T BICIE. ne ERXZFEALET,

VIV IR ip igmp snooping unknown-data learn
no ip igmp snooping unknown-data learn

INGA—5— ZL

Pk I By

ANV EE—F VLAN REE—F

FTIAILELARIL LAV 12

EREDOHT RST1Y

AIAYY RIE. IGMP RX—EY I TAYN—FEDIILFF v A~
L—FOEBEEWICLES, COBAE. KRS IGMP LR— h &S
ELBELTE. YLFFYARNRS T v IDBELE>TIIN—THE
JEnEd,

=B -

AVNN=FREDNIFF v AT —T%Z IGMP AX—EV I TEEULBVWRECT DA EZRLE

ER

#
(config) # vlan 1
(
(

config-vlan) #

configure terminal

config-vlan)# no ip igmp snooping unknown-data learn

ip igmp snooping unknown-data expiry-time

B IGMP AX—EY I TEBUIXVIN\—FREDT IV —TDEMIERZIEE L
FI. REZVVT7I2%EIE no EREFERALET,
VIV IR ip igmp snooping unknown-data expiry-time SECONDS

no ip igmp snooping unknown-data expiry-time
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ip igmp snooping unknown-data expiry-time

IRGA—5 — SECONDS: T ') —DBEMEAR () Z 1~65535 TIHEEL XTI,
FTIAIE L

ANV RE—R VLAN FZEE—R

FIAI KL LA 12

EREDOHT RST1Y

ARV Y R(E, IGMP AX—EV I TEB U XV IN—FREDNILFF ¥
AR —TOBEMEREREELE T,

AVN=FEDNINFF ¥ AT IL—TEROBHERZ 300 WICHRET DHEFEZRLET,

(config-vlan) #

# configure terminal
(config) # vlan 1000
(config-vlan) # ip igmp snooping unknown-data expiry-time 300

ip igmp snooping unregistered-filter

B KRB IP VILFFvARITIL—TD IP YILFF v X MBEZERE L)
R—hZEEELET, REZV VT IT2HEIE no ERXEFERALET,
VIV IR ip igmp snooping unregistered-filter /NTERFACE-ID LL|-1
no ip igmp snooping unregistered-filter /N7TERFACE-/DL,|-1
INSGA—5— INTERFACE-ID : REFKIPIILFF v AT —TDIPYILFFv I
BEZEELBVWR—RZEELET, UTD/NSA=F—DW\ITNH%
EATEEXY,
port | IEEL/R—KIKRERIPIILFF v ANBEZTRELZVK
SICLET,
port-channel : i5E U7c/R— hF v RIVICKESR IPYILFF v A B
EZEEXLEVKSICLET,
FIAI bk BL
ANV RE—F JO-NIVEEE—R
FIAILELARIL LA 212

ERLEDHI RST1Y

ARIANVY RIE. REFR IPIYLFFYyARITIL—TD IPIILFFv A B
FEEELLEVWR—hZEEELET,

REHK IP XILFF v A NBEOEREVECDWTI(E. VLAN B TYIL
FEY AN RNTT 1 v I ZEEZRE S 2 multicast filtering-mode 1<
VEABDERT, AIVY RF IR—FBEATREFIPYILFF v A B
EDEENBERELET, IPVILFFY AMBEMUADRZ T 1 v UIC
HUTIEFHEZRIZILULER A,

AL IGMP XX —E Y JHENBIDZEDHEELFT, Fi.
multicast filtering-mode D%7E (3 forward-unregistered (77 )L
JE) [CLTLEES W,
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ip igmp snooping unregistered-filter

ARV Y RIE Ver.2.02.00 UETHR—FLTVWETD,

IGMP XX —EY JHEEEEFIC/R— bk 1/0/1 ICREHF IP VILFF v A NBEEETELEVESICT
BHEZERLEXT,

# configure terminal
(config)# ip igmp snooping unregistered-filter interface port 1/0/1
(confiqg) #

ip igmp snooping ignore-topology-change-notification

B STP O RROY—ZEBEREROI T RXIILI I —DXEZIHLET,
|mYICTBICE. no EREFEALED,

VIV IR ip igmp snooping ignore-topology-change-notification
no ip igmp snooping ignore-topology-change-notification

INGA—5F— AW

FIAI bk )

ANV EE—F VLAN REE—F

FIAILELARIL LA 12

FERAEDHARSAY | KOXYY RTIE STP O MROY—-ZEEANEELILHBRICI—F—R—K
BIADR— KR U TGEEEND Y 2RI T —ZMHILET,

=B
STPOMROY-—ZEEZERLTCIIRIILITY —ZMHIT2HEERLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ip igmp snooping ignore-topology-change-notification
(config-vlan) #

show ip igmp snooping

By HEBD IGMP AX—EVJBRZERTLET,

VIV IR show ip igmp snooping [vlan V/LAN-/D,|-] | groups [vlan VLAN-/D
L1-1 | GROUP-ADDRESS] | mrouter [vlan VLAN-/D,|-11 | statistics
{interface [/NTERFACE-IDL|-11 | vlan [ VLAN-/D L,]-11} | static-
group [GROUP-ADDRESS | vlan VLAN-/D |-

INSGA—5— vlan VLAN-/D: 185 %&5=z73 D VLAN ZHEL X T,

groups : FE LI —TZRRULET,

GROUP-ADDRESS : 8 BERRITDIIN—T7 RLAZIBELEY,
mrouter : JL—% —R— hDBEHRERRLEXT,
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show ip igmp snooping

statistics | IGMP XX -tV JDffEtIEREEZRRILUE T,
INTERFACE-ID : fisHBR=ERRI DR— M EEBELXI,
static-group : BERLUIAYT v I I —TERRLET,

FIAIE A
OAYY RE—R FEDIAVY RE—R
FIAI LRIV LA

ERLEDHI RST1Y

ARIAVY RIE IGMP AX—EV I DREPCREICET 2ERERILE
9. ATV avERELBVNGE. 2RORENKRREINET,

=B -

IGMP AX—EV T DREERRI DHEZEZRLET,

# show ip igmp snooping

IGMP snooping global state
Dynamic mrouter aging time
Unknown data limit
Unregistered-filter interfaces

VLAN #1 configuration
IGMP snooping state
Minimum version
Fast leave
Report suppression
Suppression time
Querier state
Query version
Query interval
Max response time
Robustness value
Last member query interval
Proxy reporting
Unknown data learning
Unknown data expiry time
Ignore topology change

Total Entries: 1

#

: Disabled

: 300 seconds
: 128

: 1/0/1

: Enabled

: v3

: Enabled (host-based)
: Enabled

: 10 seconds

: Enabled (Non-active)
: v3

: 125 seconds

: 10 seconds

: 2

: 1 seconds

: Enabled (Source 1.2.3.4)
: Enabled

: Infinity

: Disabled

IGMP X —EV I TEB U N —TERERRI DA EERLET,

# show ip igmp snooping groups
IGMP Snooping Connected Group Membership:

Interface

Source address FM Exp (sec)

VLAN ID Group address

1 239.255.255.250 *

Total Entries: 1

#
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IGMP X —EY DI —% —R— bDERZERRI A EERLET,

# show ip igmp snooping mrouter

1 1/0/4,1/0/8 (static)
1/0/10 (forbidden)
1/0/12 (dynamic)

2 1/0/14 (static)
1/0/15 (dynamic)

Total Entries: 2

#

IGMP A X —EV JDffst iR ERRI D HEERLET,

# show ip igmp snooping statistics vlan 1

VLAN 1 Statistics:

IGMPv]1 Rx: Report 1, Query O
IGMPv2 Rx: Report 0, Query 0, Leave 0
IGMPv3 Rx: Report 0, Query O
IGMPv1 Tx: Report 0, Query O
IGMPv2 Tx: Report 0, Query 0, Leave O
IGMPv3 Tx: Report 0, Query O

Total Entries: 1

#

IGMP AX—EY I DRI T 1 v I TN —TZRRS DA EERLET,

# show ip igmp snooping static-group

VLAN ID Group address Interface

L 235.1.1.0 0
Total Entries: 1

#

clear ip igmp snooping

By IGMP XX—EV I DERZEI V7 LET,

VY IR clear ip igmp snooping {unknown-data {all | vlan V/LAN-/D | group

GROUP-ADDRESS} | statistics {all | vlan VLAN-/D | interface
INTERFACE-ID} | groups {all | GROUP-ADDRESS [vlan VLAN-/D1}}

INGA—=5—

unknown-data : XV /\—FREDIYINFF v A TN —THIUT7LZE
ERS

all | IEE L7 IGMP AX—EVJERZEINRTI U7 LEFT,
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clear ip igmp snooping

vian VLAN-ID : FFED VLAN TD IGMP A X —EV JERZEI VU7 LE
ER

group : BEDTIL—TD IGMP AX—E VS EH=ES U T LET,

GROUP-ADDRESS : IGMP AX—EVJilEHEI 73 BYILFEFvy R
NI —TZ=BELET,
statistics | IGMP A X—E VI DHFEHER=I Y 7 LE T,
interface /INTERFACE-ID : 8 LTz R— D IGMP X X —E Y J1REHE
HEIIVTULET, 1VF—Txx—X ID IF. LTOWLWITNHAD/IST A —
Y—TEELZED,

« port: EELLR—MORKEHERZIVT LET,

+ port-channel : 5 L7To/R— b F v RILOFEHERZ U7 LET,

groups : IGMPXX—KE>VIDHYAFZvIOIT VNIV TP LET,

FIAIE A

ANV ERE—-F FERITE—F

T ALV LAV 12

FERLOAMRSAY | ROV Y RE. IGMP AX—EVJDEEEHR=EZI V7 LET,

=B :
INRTDAYN—FEDINFF v AT —TZHET DA EERLET,

# clear ip igmp snooping unknown-data all

#

INCTD IGMP AX—EV JHatEmRas V7 32 HEERLET,

# clear ip igmp snooping statistics all

#

Y4 FZIVY IGMP AX—EV I IIN—TDIV N —=Z2o VT T2HAEZRLET,

# clear ip igmp snooping groups all
#
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713 MLD AX—EYJITYV R

MLD AX—EYJIANY REZNICHRT D/I\NTX—F—D—EZUTDRICTRLET,

vV R

ARV RENRTKX—5—

ipvé mld snooping
(ZO—-NLEREE—
)

ipvé mld snooping

no ipvé mld snooping

ipvé mld snooping
(VLAN REE—F)

ipv6 mld snooping [fast-leave [group-list ACCESS-LIST-NAME] |
last-listener-query-interval SECONDS | querier | query-interval
SECONDS | query-max-response-time SECONDS | query-version
NUMBER | report-suppression | robustness-variable VALUE |
suppression-time SECONDS | minimum-version 2]

no ipvé mld snooping [fast-leave | last-listener-query-interval |
querier | query-interval | query-max-response-time | query-version
| report-suppression | robustness-variable | suppression-time |
minimum-version]

ipvé mld snooping
mrouter interface

ipv6 mld snooping mrouter interface INTERFACE-ID [, -]
no ipv6 mld snooping mrouter interface INTERFACE-ID [, |-]

ipvé mld snooping
mrouter forbidden
interface

ipv6 mld snooping mrouter forbidden interface INTERFACE-ID [,|-]

no ipv6é mld snooping mrouter forbidden interface INTERFACE-ID
[,1-]

ipvé mld snooping
mrouter learn pimvé

ipvé mld snooping mrouter learn pimvé

no ipvé mld snooping mrouter learn pimvé

ipvé mld snooping
proxy-reporting

ipv6 mld snooping proxy-reporting [source IPV6-ADDRESS]

no ipvé mld snooping proxy-reporting

ipvé mld snooping
static-group

ipvé mld snooping static-group IPV6-ADDRESS interface
INTERFACE-ID [,1-]

no ipv6 mld snooping static-group IPV6-ADDRESS [interface
INTERFACE-ID [,]-]]

ipvé mld snooping
unknown-data limit

ipv6é mld snooping unknown-data limit NUMBER

no ipvé mld snooping unknown-data limit

ipvé mld snooping
unknown-data learn

ipvé mld snooping unknown-data learn

no ipvé mld snooping unknown-data learn

ipvé mld snooping
unknown-data
expiry-time

ipvé mld snooping unknown-data expiry-time SECONDS

no ipv6 mld snooping unknown-data expiry-time
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Ipvé mld snooping
unregistered-filter

ipv6 mld snooping unregistered-filter INTERFACE-ID [, -]
no ipv6 mld snooping unregistered-filter INTERFACE-ID [, -]

ipvé mld snooping
ignore-topology-
change-notification

ipv6 mld snooping ignore-topology-change-notification

no ipvé mld snooping ignore-topology-change-notification

show ipv6 mld
snooping

show ipv6 mld snooping [[vlan VLAN-ID [,|-1] | groups [IPV6-
ADDRESS | vlan VLAN-ID [,|-]] | statistics {interface [INTERFACE-
ID [,I-11 | vlan [VLAN-ID [,|-11} | static-group [IPV6-ADDRESS |
vlan VLAN-1D [,[-1]]

clear ipvé mld
snooping

clear ipv6 mld snooping {unknown-data {all | vlan VLAN-ID | group
GROUP-ADDRESS} | statistics {all | vlan VLAN-ID | interface
INTERFACE-ID} | groups {all | IPV6-ADDRESS [vlan VLAN-1D]}}

FINY FOFBZEXUTICHBALET,

ipv6 mld snooping (FO—/VULEREE—R)

B MLD XX —EYJDI7O—-/NLEREZBMCLET, BT DICIE.
no ERXEFEALEI,

VIV IR ipv6é mid snooping
no ipv6 mid snooping

INGA—5— AW

FTIAI )]

ANV EE—F JO-NILEEE—R

T7AIWKLARIL LAV 112

EREDOHT RST1Y

ARIAXY RIE MLD AX—EYIJ07O—/NLEREZBMCLED,

A -

MLD AX—EY T2 00— /NILTEMCT DA EERLET,

(config) #

# configure terminal
(config) # ipv6 mld snooping

ipv6 mld snooping (VLAN REE—R)

B VLAN B TMLD AX—EVI#EEZEMLET, F/lco MLD XX —
EYITDINTGA—F—ZRELEXT, REZT JAIKIETICIE no
FERZERLET,

VIV IR ipv6é mid snooping [fast-leave [group-list ACCESS-L/ST-NAME] |

last-listener-query-interval SECONDS | querier | query-interval
SECONDS | query-max-response-time SECONDS | query-version
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ipv6 mld snooping (VLAN REE—R)

NUMBER | report-suppression | robustness-variable VALUFE |
suppression-time SECONDS | minimum-version 2]

no ipv6 mld snooping [fast-leave | last-listener-query-interval |
querier | query-interval | query-max-response-time | query-version
| report-suppression | robustness-variable | suppression-time |
minimum-version]

INGA—5— fast-leave : MLD XX —E> J DRI =B M LET,
group-list ACCESS-LIST-NAME : ENRsBtR 2B 2L FF v X k
JI)—TF% ACL TEEELFY,
last-listener-query-interval SECONDS © U X+ —BEREE D AR Y
Tav oo T)—DXEER ) %Z 1~25 OHETHEEL I,
querier : VTV 7HBEZBHMICLET,
query-interval SECONDS: VT )7 DY TRZ )Y T —X(E/R(F)
Z 1~31744 OEETEEL XTI,
query-max-response-time SECONDS: I X ZI)LO ) — 5B
B (#) % 1~25 OHETHEEL XTI,
query-version NUMBER: V TUFPHEET DI RXIIIVIITU—-D
N=I3 V% 1~2 THEELET,
report-suppression : L /R— NMIHIEEEEZBHMICLET,
robustness-variable VALUE : O/\XA MR XZHK%Z 1~7 TEELFT.
suppression-time SECONDS : BB L R— h7EMHIT DEHE (W) Z 1~
300 DEFETEELXRT,
minimum-version : H/R— T2 MLD DR/I/\—=TI30&E2(CLET,

FTIAIE INRTD VLAN T MLD RX—EV JHEE - 3. fast-leave : 5.
last-listener-query-interval : 1 '\ querier : %/, query-interval :
125 #'. query-max-response-time : 10 7', query-version : 2.
report-suppression : &3], robustness-variable : 2. suppression-
time : 10 #. minimum-version : 5L

ANV RE—F VLAN BREE— K

TIAILRLARIL LI 12

EREDOHT RST1Y

ANV RIE VLAN BT MLD AX—EY JHgEZEMCLE T, A
T2avEEETDHE. MLD AX—EVIEEICEDD/INIX -5 —%
RELET,
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=R -
VLAN 1 TMLD R X—EV I =BT DAEERLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6 mld snooping
(config-vlan) #

VLAN 1 TMLD RX—EV I DR ZERCT 2 EZRLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6é mld snooping fast-leave
(config-vlan) #

REROURAF—DIT) —RHRKEZ 3 WCKRET DA EERLEI,

# configure terminal

(config) # vlan 1000

(config-vlan) # ipv6 mld snooping last-listener-query-interval 3
(config-vlan) #

VLAN 1 TMLD AX—EV I DI TYUT7HEZRNICL. JTUTDE/INSRA—Y—ERET DA
EERLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6 mld snooping querier

(config-vlan) # ipv6 mld snooping query-interval 300
(config-vlan) # ipvé mld snooping query-max-response-time 20
(config-vlan) # ipv6é mld snooping query-version 1
(config-vlan) # ipv6 mld snooping robustness-variable 3

(config-vlan) #

VLAN 1 T MLD LR— MR EBMCT 2 EERLE T,

# configure terminal

(config) # vlan 100

(config-vlan) # ipv6 mld snooping report-suppression
(config-vlan) #

VLAN 1000 TLR— ~IFIREZ 125 BICHREIT DA EERLE T,

# configure terminal

(config) # vlan 1000

(config-vlan) # ipv6 mld snooping suppression-time 125
(config-vlan) #

VLAN 1 TINTOD MLDVT DXILFF v XA RRA DS INZFIRT 2HFERLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6 mld snooping minimum-version 2
(config-vlan) #
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ipvé mld snooping mrouter interface

=]:y) MLD AX—EYIDRIYTA Vv II—F—R—bZEHRLET, IL—
& —R— L ZHIBRT BDICIE. no ERXZERALET,
VIV IR ipv6 mid snooping mrouter interface /N7ERFACE-ID,|-1
no ipv6 mld snooping mrouter interface /N7ERFACE-/DL|-]
INSGA—5— INTERFACE-ID : Bix9d 2 R—hZIBELFT. UTD/INTAX—=5—D
WINHZERATEEXRT,
port : IEEL/R— b ZEIZLET,
port-channel : i€ L/7c/R— b F v RILEEZLE D,
T4k L
ANV RE—F VLAN BREE— K
T7AIWKLARIL LA 12

EREDOHT RST1Y

ARIANY R MLD AX—EVIDRYT 1 v I )L—5 —R— b ZEHK
LEJ, no HRZEAT D&, IBELILR—EDNIL—F—IR— D SER
AENXI,

A :

VLAN 1 T/R—K 1/0/1%Z MLD RAX—EY T DRI T« v I Ib—F—R—IRET DA EZETRL

ENCRS

(config) # vlan 1

(config-vlan) #

# configure terminal

(config-vlan) # ipv6 mld snooping mrouter interface port 1/0/1

ipv6 mld snooping mrouter forbidden interface

B MLD AX—EYTDI—5 —R—hRIER— b ZEHRLUET, BEHREMR
BRI BDICIE. no ERXZFERALET,
VIV IR ipvé mid snooping mrouter forbidden interface /N7TERFACE-/D
L]-]
no ipv6 mld snooping mrouter forbidden interface /N7ERFACE-ID
[]-]
INGA—F— INTERFACE-ID : B I 2IR—hZIBELEXET. UTD/INTA=5—D
WINHZEFERTEXRT,
« port: EELIAR—FZEHRLET,
+ port-channel : EEL/Tc/R— b F v RILEBEHRKLF T,
vk U
ANV RE—F VLAN REE—F
FIAILELARIL LA 12
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ipv6 mld snooping mrouter forbidden interface

FEREDHC RSAY | ROV RIF. MLD AX—EV I TIL—5—R— NIESENEREIER—
heZEHZLEXI,

fERHA :
VLAN 1 T/R— bk 1/0/2 &Z MLD A X—EYV T DIV—F —R— bR IER— MNIRET DA EERLE

ER

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6 mld snooping mrouter forbidden interface port 1/0/2
(config-vlan) #

ipv6 mld snooping mrouter learn pimvé

B PIM IPv6 D7 RL XRZEHEZEMCLET . BEHMICTBICE. no FEH
ZERALEXRT,

VIV IR ipvé mid snooping mrouter learn pimvé
no ipv6 mld snooping mrouter learn pimvé

INGA—5— AW

Pk I B

ANV EE—F VLAN REE—F

T7AIWKLARIL LAV 112

FERLEDHI RSy | AOY Y R PIMIPV6 (CKBI—5—R—bDEBEBEMCLET,

PIMIPV6 /Xy RTDIL—F —R— O BEBEBZENCIT DA EERLET,

# configure terminal

(config) # vlan 4

(config-vlan) # no ipv6 mld snooping mrouter learn pimv6o
(config-vlan) #

ipv6 mld snooping proxy-reporting

B MLD XX —EYJTTOFI LR— b MEREZBMCLET, BHICTD
(ZIE. ROV RD no EHXZFERLET,

VIV IR ipv6 mid snooping proxy-reporting [source /PV/6-ADDRESS]
no ipv6 mld snooping proxy-reporting

INGR—5— source /PV6-ADDRESS: 7OF Y LiR—FT 1« VI D*EET IP PRLX
ZIRELF T, BELEVES. thMEREINETD,

FIAI bk )

ANV RE—F VLAN BEE— b

FIAILELARIL LA 212
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ipv6 mld snooping proxy-reporting

EREDOHT RST1Y

AONYY R(EF. MLD AX—EYJTOTOF Y LIR— MEREZERMICL
F9, BHOLR—rZENLUTIEDLR—rELTEELET,

A -

VLAN 1T TMLD AX—EYIJDTOF Y LIR—T 1 YV IBEZEENCITDAEERLET,

(config) # vlan 1

(config-vlan) #

# configure terminal

(config-vlan) # ipv6 mld snooping proxy-reporting

ipv6 mld snooping static-group

=]:y) MLD AX—EYIDREITA v I IIN—TZRELET AFT 1YY
II—TELLIEYRF—ZHIBRT BICIE. no EREFERALET,
VIV IR ipv6é mid snooping static-group /PV6-ADDRESS interface
INTERFACE-ID L]-1
no ipv6 mid snooping static-group /PV6-ADDRESS [interface
INTERFACE-IDLI-11
INGA—5— IPV6-ADDRESS : IPV6 X ILFF v AR TI—T7 RLAZIEBELE T,
interface /NTERFACE-ID: ') R+ —DR—hZIBELET, LLTD/INZ
AXA=F—DW\WITNHZEFERATEXT,
« port: EELIAR—KZYXF—ICHRELET,
« port-channel : EEL/TcR—hFvRILEURFT—CERELET,
TI7AIbE REYT AT IIN—TDEEXL
ANV RE—F VLAN REE—F
FIAIL LA LAV 12

ERLEDHT RS1Y

AIOYY RIE. IGMP AX—EYITDRYT 4 v IT)—TPYRF—
h— R EZFELET, no XX Tinterface # 7 a3V aIEELZES. U
AF—R—bZHIBRLUET,

=B -

MLD AX—EYVIDRYFT 1w I I —TEYRF—ZEBMT DAEERLET,

(config) # vlan 1

(config-vlan) #

# configure terminal

(config-vlan) # ipv6 mld snooping static-group ff02::12:03 interface port 1/0/5
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ipv6 mld snooping unknown-data limit

=]:y) MLD AX—EYJITURF—FREDIINFF v AT —TDEBEH =S
ELEXRY. TIAIBMIRIHBEE no ERZEFERALEI,

VIV IR ipv6 mid snooping unknown-data limit VUVMBER
no ipv6 mld snooping unknown-data limit

INTGX—=5— NUMBER : XV IN—FREDNIVFF v AT —TZFE T2 LRH% 1
~64 TEELXT,

v DI 64

ANV EE—F JO-/NIVEEE—R

FTIAILELARIL LIV 112

EREDOHT RST1Y

ARARYV BEF VRF—FREDVILFF VY AT —TORAZERZHK
ELEY,

A -

YRF—FREDNINFF v AT I —TDEBEZRK30 IV M —(CHIRITDHEZRLET,

(config) #

# configure terminal
(config) # ipv6 mld snooping unknown-data limit 30

ipv6 mld snooping unknown-data learn

B MLD AX—EYITDIRF—FREDIIN—TDEZEBEMCLET, &
BMICTBICIE. no XX ZFERALED,

VIV IR ipv6 mld snooping unknown-data learn
no ipv6 mld snooping unknown-data learn

INGA—F— AW

vk B3

ANV RE—FR VLAN BEE—

FI7AIW KL LA 12

ERLEDHI RST1Y

AIXYYERIE. MLD AX—EVYITYRF—FREDNILFF v AT
W—TOEBZEMLET, CDHE. RAKHS MLD LiR—hZ%
ELELSTE VIFFv ARSI v IRBEERET D ETII—
ThEFEINET,

A -

URXF—FREDNIVFF v AT —T%Z MLD AX—EV I TEEUBRVEREICTDAEERLE

ER

config-vlan) #

# configure terminal
(config) # vlan 1000
(
(

config-vlan)# no ipv6 mld snooping unknown-data learn
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ipv6 mld snooping unknown-data expiry-time

By MLD AX—EVITEELIL) AT —FEDT I —TDOBEEAREZEE L
FI. REZV V7 I255E no FHEFERLET,

VIV IR ipv6é mid snooping unknown-data expiry-time SECONDS
no ipv6 mld snooping unknown-data expiry-time

INGA—5— SECONDS : B3hHRRZ AN L XTI, #HE(E 1~65535 T,

FTIAIE BHMEARG L

ANV EE—F VLAN REE—F

FTIAILELARIL LAV 112

EREDOHT RST1Y

AONYY R(EF MLD AX—EVITEELIEY X F—FEDNILFF ¥
ARTI—TOBEMEREEELE I,

ERA -

YRF—FREDNIFF v AT IL—TEROEMIARZ 300 WCHRET D HEZRLET,

(config-vlan) #

# configure terminal
(config) # vlan 1000
(config-vlan) # ipv6 mld snooping unknown-data expiry-time 300

ipv6 mld snooping unregistered-filter

B KRB IPv6 YILFF v AT IL—TD IPv6 Y ILFF v X MBIEZERE LK
WIR—hZEIBELE T, REZV T T 25HEIE no ERXZEFERALET,
VIV IR ipv6 mid snooping unregistered-filter /N7TERFACE-ID IL|-]
no ipv6 mld snooping unregistered-filter /N7ERFACE-/D L|-]
INSGA—5— INTERFACE-ID : K&k IPv6 YILFFv¥ AKTIL—TD IPv6 YILF
Fr AMBEEGEELEWR-FZEELET, UTD/NIA=F—-0DW
ITNNZEFHETEXT,
port | IEEL/AR—KIKREIRIPIILFF v ANBEZTELZVK
SICLET,
port-channel : i5E U/7c/R— hF v RIVICKESR IPYILFF v A B
EZEEXLEVKSICLET,
FIAI bk BL
ANV RE—F JO-NIVEEE—R
FIAILELARIL LA 212

ERLEDHI RST1Y

AROAVY RIE. REFK IPV6 NILFF v ARTIL—TD IPv6 YILFF v X
MEEZEELZVVR— R ZEELET,

KEFR IPv6 YILFF v X MBEDEXENIE(CDNTIE, VLAN BTV
WFFv XA T T 1 v I ZE{EERET D multicast filtering-mode
RYRAHODET, AAVY RIE IR— MEGTHRESR IPv6 YILFFv
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ipv6 mld snooping unregistered-filter

ANBEDImELBZERELRIT, IPv6 YILFF v ANBEUND S
T4V IR L TREEERELIEEA.
AHEBEF MLD AX—EV IBENBIDSZEDHEELRT, T,

multicast filtering-mode D:%7E (& forward-unregistered (77 )L ~
HE) [CLTLEEL,

ARV Y RIE Ver.2.02.00 UETHR—FLTVWET,

MLD XX —EY THBEER KRR — b 1/0/1 [CREBHK IPv6 VILFF v A MBEZEHELBNLSIC
I2hFEZ=RLET,

# configure terminal
(config)# ipv6 mld snooping unregistered-filter interface port 1/0/1
(config) #

ipv6 mld snooping ignore-topology-change-notification

=]:y) STP O RROY—EBEREROI Tz RIILI T —DXEZIHILFI,
| TBICE. no EREFERALEY .

VIV IR ipv6 mld snooping ignore-topology-change-notification
no ipv6 mld snooping ignore-topology-change-notification

INGA—5F— AW

FIAI bk £

ANV RE—F VLAN REE— R

FIAILELARIL LA 12

FERLEDHAHA RSAY | KOYY RTIE STP O ROV —ZEBENEELIBEICIL—F—R—bk
BIADR—=BMCHL TEEEND MLD Iz RIIII7TU—ZMFILF
EP

=B :
STPOMROY-—EEZEFE LTI RIIITY —ZMHIT A EERLET,

# configure terminal

(config) # vlan 1

(config-vlan) # ipv6 mld snooping ignore-topology-change-notification
(config-vlan) #

show ipv6 mld snooping

By KBD MLD AX—EVIERERTLED,

VYOI R show ipv6 mld snooping [[vlan VLAN-/D ,|-11 | groups [/PV6-
ADDRESS | vlan VLAN-/DL,|-11 | statistics {interface [/NTERFACE-
/DLI-11 | vlan [VLAN-/D [,|-11} | static-group [/PV6-ADDRESS |
vian VLAN-/D L, |-111
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show ipvé mld snooping

INSGA—5— vlan VLAN-/D: 185 %&5=zm73 D VLAN ZHEEL X T,

groups : FE LI —TZRRULET,

IPV6-ADDRESS : {88 ERRIDIIN—T7 RLAZIBELET,
mrouter : JL—% —R— hDBEHRERRLXT,

statistics : MLD XX —EV JDfsHEREZRRL XTI,
INTERFACE-ID : fiatiE®m =R~ d 2 R— M EIBELET,
static-group : R L/ XYT v I I —TERRLET,

FIAIE L

ANV EE—F FEEOINY RE—F

T ALV LA 1

FERLOAMRSAY | ROAXY RIE. MLD AX—EVJDRECREICHTDERERRLE
9. ATV avERELABVNGE. 2RORENKRREINET,

=B
MLD XX —EV I DREZRRYS 2/ EERLET,

# show ipv6 mld snooping

MLD snooping global state : Disabled
Unknown data limit : 128
Unregistered-filter interfaces : 1/0/1

VLAN #1 configuration

MLD snooping state : Enabled

Minimum version : v2

Fast leave : Enabled (host-based)
Report suppression : Enabled

Suppression time
Proxy reporting

: 10 seconds
: Disabled (Source ::)

Mrouter port learning : Enabled
Querier state : Enabled (Non-active)
Query version V2

Query interval
Max response time

: 125 seconds
: 10 seconds

Robustness value : 2

Last listener query interval : 1 seconds
Unknown data learning : Enabled
Unknown data expiry time : Infinity
Ignore topology change : Disabled

Total Entries: 1

#
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MLD AX—EV I TEB U IV —TEHRERTS DA EZRLET,

# show ipv6 mld snooping groups

MLD Snooping Connected Group Membership:

VLAN ID Group address Source address FM Exp(sec) Interface
1 ffle:: * EX 258 1/0/7
1 ffle::3 * EX 258 1/0/7
1 ffle::4 3620:110:1::3a2b IN 258 1/0/7

Total Entries: 3

#

MLD X —EV I DI —% —IR— hDERERTS 2HFZERLET,

# show ipv6 mld snooping mrouter

VLAN Ports

1 1/0/4,1/0/8 (static)
1/0/10 (forbidden)
1/0/12 (dynamic)

3 1/0/14 (static)
1/0/15 (dynamic)

Total Entries: 2

#

MLD ZX—EV I DfsHERZERTI A EER LTI,

# show ipv6 mld snooping statistics interface port 1/0/1,1/0/3-4
Interface Portl/0/1

Rx: V1Report 1, v2Report 2, Query 1, vlDone 2
Tx: vlReport 1, v2Report 2, Query 1, vlDone 2

Interface Portl/0/3
Rx: V1Report 0, v2Report 0, Query 0, vlDone O
Tx: vlReport 0, vZ2Report 0, Query 0, vlDone O
Interface Portl/0/4
Rx: V1Report 3, v2Report 0, Query 3, vlDone 0
Tx: vlReport 2, vZ2Report 2, Query 1, vlDone 2
Total Entries: 3
# show ipv6 mld snooping statistics vlan 1
VLAN 1 Statistics:
Rx: Vl1Report 3, v2Report 0, Query 3, vlDone 0
Tx: vlReport 2, v2Report 2, Query 1, vlDone 2

Total Entries: 1

#
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=R -
MLD R X—EVIDRYT 14w I IIN—T%H#RRIDAHE=ERLET,

# show ipv6 mld snooping static-group

VLAN ID Group address Interface

Total Entries: 1

#

1/0/1,1/0/5

clear ipvé mld snooping

B MLD AX—EYVJDE®mR=ZEI U7 LET,
VIV IR clear ipv6 mld snooping {unknown-data {all | vlan VLAN-/D | group
GROUP-ADDRESS} | statistics {all | vlan VLAN-/D | interface
INTERFACE-IDy | groups {all | GROUP-ADDRESS [vlan VLAN-/D1}}
INGA—5— unknown-data : U X F—REDNYINFFv AN I —-TEIVF7LF
ER
all | IEEL/]= MLD AX—EVJERZEINTIIVTLETD,
vlan VLAN-ID: FED VLAN TD MLD AX—EVJER=EZIVT7 LE
EP
group : RREDNIFF v AT IL—TD MLD AX—EVJiER=EI Y
7U&ET,
GROUP-ADDRESS : MLD XAX—EVIJIEHRZI V7 ITBNILFFv R
NWN—T=IBELET,
statistics : MLD XX —EV I DREHERZI V7 LEFT,
interface /NTERFACE-ID : 38 UTc/R— b @D MLD A X —E> JHfEtE
Wz ULEFET, 1VF—Tx—X ID [F. LTOVWITNHAD/VSX—
Y —THEELXI,
port : I57E L7c/R— hOREHERZ U 7 LED,
port-channel : {5 L7c/R— b F v RILDIFEHERZ D )V 7 LET,
groups : MLD AX—EVIDIA1FIvITIV R )—&EIUTLET,
v DI 17U
NV RE—R FERITE— b
FTIAILELARIL LAV 12

EREDOHT RST1Y

AIAXYY RIE. MLD AX—EVvIJD&EEHR=ZI U7 LET,
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=R -
INRTCDYRFT—FREDVYIFFv ANITIN—THBETDHEERLET,

# clear ipv6 mld snooping unknown-data all

#

INTDOMLD AX—EV IfetE®REs ) 79277 5ERLET,

# clear ipv6 mld snooping statistics all

#

Y4FZIVY MLD AX—EVIIIN—TDIV NI —&EIUTITDHEERLET,

# clear ipv6 mld snooping groups all

#
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714 iR—hE2F2VF0—a7 VR

R—btEFaUT 1 —#ETE, R—hREUTRREREZHRLEZT, R—bEFaUTr—%F
MUIIR—bTOSAT YD ODTL—LERETDE, BEERFR-—bEF21 VT —DERE
T—TIVEICEMACT7 RLRZEHLE T, BET—TILLETE—R—bDFE MAC 7 RL A¥H'&®
RERBISGELIRET, REFOISA 7Y MDoDTIL—LAZRETDE BERL REICED.
ZEITBUTAT7Y DBEE ERTELEVEE EULTRWETD,

R—btEFa2UTr—AXY REZNICHIHT D/NITA—F—D—BZUTORICRLET,

ONYVR

ANV RENNSA—5—

port-security limit
global

port-security limit global NUMBER

no port-security limit global

switchport port-
security

switchport port-security [mode {delete-on-timeout | permanent} |
aging {time MINUTES | type {absolute | inactivity}} | maximum
NUMBER | violation {protect | restrict | shutdown}}

no switchport port-security [mode | aging {time | type} | maximum
| violation]

switchport port-
security mac-address

switchport port-security mac-address [permanent] MACADDR [vlan
VLANID]

no switchport port-security mac-address [permanent] MACADDR
[vlan VLANID]

show port-security

show port-security {address | interface INTERFACE-ID}

clear port-security

clear port-security {all | address MACADDR [vlan VLANID] |
interface INTERFACE-ID}

BANY FOFHEZENTICHRRBLEI,

port-security limit global

=]:y) R—btEFa1UTr—#EED MAC 7 RL ZHIBRED I O—/VULKREZT
WEKT, TIAIBDEREICRTICIE. no EHXZERLET,

VIV IR port-security limit global NUVBER
no port-security limit global

INGA—F— NUMBER : MAC 77 RL AD#IBR#7= 1~12888 DEETIHEL XTI,

FIAI bk 5L (FIRAZL)

ANV RE—FR JO-NIVEEE—R

FI7AIW KL LIV 212

ERLEDHI RST1Y

AAYY R R—bEeFaUT 1 —#ED MAC 7 L XHIRHD Y
A—/ULREZTVEY,
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fERA -
R—bhtEFaUTa—0ERHFZHF MAC 7 RLZAEOZO—/VLEZEXR 1000 (CHRET DAEERLE
9,

# configure terminal
(confiqg) # port-security limit global 1000
(config) #

switchport port-security

B R—btEFaU)T1 —EEOR—-MDREZITVWET, T 74 SDEE
[CRIICIF. no EHZEFREALKT,
VIV IR switchport port-security [mode {delete-on-timeout | permanent}|

aging {time V/NUTES | type {absolute | inactivity}} | maximum
NUMBER | violation {protect | restrict | shutdown}}

no switchport port-security [mode | aging {time | type} | maximum
| violation]

INGA—5— mode : FE LIV M) —DE-—FZRELXT,
delete-on-timeout : ZE TV M —ZHRMNEIV K —&ULFT,
permanent : FE TV K —ZXKEtLY ) —&LXRT,

aging : IR EI VN —DI—-YVIRKEEBELET,

time M/NUTES : T—2V Tk (7) % 0~1440 DEETHEEL XTI,
type : HIRAEIV RN —DI—-IVIDAREEELED,

absolute : I5E L/cBWHRTEERML X I,

inactivity : IS EL/CHAE. T L —LZRELLEVGRICKMLET,

maximum NUMBER: R—b&HcDDR—btEF2 VT —DERKESR
MAC 7 RL X% 0~32768 DEHETIEEL £,

violation : EXRED 7 VY3V EIBELEXT,
protect : EE CEHVEEZINTEELFT,
restrict . SECESHVWEBEZINTHEELET, hoVy—(CEtEL.

OJOEFEETVED,
shutdown : 7/R— ~% Error Disabled SREEICLE T, OJDEHFEETLNE
ERS

FI7AIE INTDOR— NTER)., £/\5X—4—[d mode: delete-on-timeout.

aging time: 0 7 (%L 7\L\) | aging type: absolute. maximum:

32. violation: protect

ANV ERE-F 15 —7 1 —XREE— F(port, range)
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switchport port-security

T ALV

LA 12

ERLEDHI RST1Y

ARIVY RIE R—bEF2UT 1 —HEDR- FREETVWET, /(T
A=Y —ZR/ELBEWVWES. BELLR—FTOR—bEF2UTr—D
Bt (B3 EY) ZRELXT,

R—bhEFaUTFr—#gETEE L MAC 7 RLABRIGIR—bEF2
VT« —BEBT—TJIICEHESINET, TV hJ—DHRIE. mode /{5
X—5 —TEEITIEEE—RE. aging /\TA—Y—TIEEINDII—
IVIAR T—IVIRREICK > TRESNET,

A -

R—hk 1/0/2 TR—bEF2UT« —ZBRMICL. 72 327% shutdown [CRET DA EERLE

ER

configure terminal

config-if-port) #

config-if-port)# switchport port-security

#

(config) # interface port 1/0/2

(

(config-if-port) # switchport port-security violation shutdown
(

switchport port-security mac-address

B R—btFaUTs—HEOIY N —ZFHTERLET, TVHKU—
ZHIFRT DICIE. no XX ZFEALFT,

VIV IR switchport port-security mac-address [permanent] MACADDR
[vlan VLAN/ID]
no switchport port-security mac-address [permanent] VMJACADDR
[vlan VLAN/D]

INGA—5— permanent : XfitT> b —ZEHRKLFT,
MACADDR : &3 2TV b J—DMACT7 RLRZEELRT,
vlan VLANI/D: &i#x 35TV b'J—D VLAN ZHEEL X I,

T4k BL

ANV ERE-F 15 —7 1 —XREE— F(port, range)

FTIAILELARIL LAV 12

EREDOHT RST1Y

AIVYYRIFZ. R—bhEFa2UTFa—DI VN —EZF LTI, 8L
fekimETY MU=, E—RPARICEBITI—IVIENEtHA,

A :

R—k 1/0/2 TR—bEF2UT 1 —DKiELTY b —ZEFITD2HEERLET,

configure terminal

config-if-port) #

#

(config) # interface port 1/0/2

(config-if-port) # switchport port-security mac-address permanent 004066000001
(
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show port-security

B R=bEFa1UT1r —DREPREZHERLET,
VIV IR show port-security [address | interface /NTERFACE-ID)
INGAR—5— address : 'R—htEFa1UFTr—DIVK)—-ZRRLET,

interface /NTERFECE-ID : REBRERRI D R—LEBELFI,
INTERFACE-ID TlE. UTDA TV 3V %=IBERRETY,

port . EEEL/R—bDERZEZRRLET,

range port : IEE L/ZEHDR— bDBHREXRRLET,

FI7AIE ZL
OYYRE—R FEOINY RE—R
e AN LA T

FEREDHIRSAY | ROV REF. R—btEFaUT 7 —HEEORECREZRRLET, 7
T2 avEBELLZEVGEE, INTOR—-FDRENKRREINET,

fERHA -
R—bhEFa2UT1s—DEREVREEZRRI DA EERLED,

# show port-security
D:Delete-on-Timeout P:Permanent
Interface Max Curr Violation Violation Security Admin  Current
No. No. No. Act. Count Mode State State
Portl/0/1 32 0 Protect - D Disabled -
Portl1/0/2 32 0 Protect - D Disabled -
Portl1/0/3 32 0 Protect - D Disabled -
Portl1/0/4 32 0 Protect - D Disabled -
Portl1/0/5 32 0 Protect - D Disabled -
Port1/0/6 32 0 Protect - D Disabled -
Portl1/0/7 32 0 Protect - D Disabled -
Portl1/0/8 32 0 Protect - D Disabled -
Portl1/0/9 32 0 Protect - D Disabled -
Port1/0/10 32 0 Protect - D Disabled -
Portl1/0/11 32 0 Protect - D Disabled -
Portl1/0/12 32 0 Protect - D Disabled -
#

clear port-security

By R—btEFa2UTr—DHEREMEIVRN)—ZEZIUF7LET,

VIV IR clear port-security {all | address MMACADDR [vlan VLAN/D] |

interface /NTERFACE-IDy
INTGA—H— all : INTOHERENEIVY NI —Z2T U7 LET,
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clear port-security

address VIACADDR: 7 U 7dBITVRJ—DMACTZ RLZAEEEELE
ERS

vlan VLAN/ID: 2 )7 32T ~J—D VLAN ZHEELXT,

interface /NTERFACE-ID: V' )7 32TV N)—%R—KTEELZE
9o INTERFACE-IDTIE. UTDA T3V ZiEEABE T,

« port:IBELIER—FDIVKY—ZEIUTZLETD,

+ range port ! EEL/ICEHOR— DIV KN)—-ZIUT7LET,

FI7AIE ZL
OYYRE—R FEOINY RE—R
e AN LA T

EREDOHT RST1Y

ARIVY RIE R—bEF2UTr —HBEOHRNS IV NI —ZIUT
LET, KftLY b —FTUT7ENEE A,

fERA -

K—hEFa1UTr—DHEAETY R —EFNTIUTTEAEERLET,

(config) #

# configure terminal
(confiqg) # clear port-security all
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715 LLDP ANV

LLDP AN Y REZNICHMT B/\TA =T —D—EBEZLUTDRICTRLET,

vV R

ARV RENRTKX—5—

lldp (ZE—/ VLR
E—R)

lldp {run | hold-multiplier VALUE | tx-interval SECONDS | tx-delay
SECONDS | reinit SECONDS]

no lldp {run | old-multiplier | tx-interval | tx-delay | reinit}

lldp fast-count

lldp fast-count VALUE

no lldp fast-count

lldp forward

lldp forward

no lldp forward

lldp (1> &—Tx—
ZAREE—R)

lldp {receive | transmit}

no lldp {receive | transmit}

lldp subtype port-id

lldp subtype port-id {mac-address | local}

ldp management-
address

lldp management-address [IP-ADDRESS | IPV6-ADDRESS]
no lldp management-address [IP-ADDRESS | IPV6-ADDRESS]

lldp tlv-select

lldp tlv-select [port-description | system-capabilities | system-
description | system-name]

no lldp tlv-select [port-description | system-capabilities | system-
description | system-name]

ldp dot1-tlv-select

lldp dot1-tlv-select {port-vlan | protocol-vlan VLAN-ID [,|-] | vlan-
name [VLAN-ID [,|-1] | protocol-identity [PROTOCOL-NAME]}
no lldp dot1-tlv-select {port-vlan | protocol-vlan [VLAN-ID [,|-1] |
vlan-name [VLAN-ID [,|-1] | protocol-identity [PROTOCOL-
NAME]}

(ldp dot3-tlv-select

lldp dot3-tlv-select [mac-phy-cfg | link-aggregation | max-frame-
size]

no lldp dot3-tlv-select [mac-phy-cfg | link-aggregation max-frame-
size]

ldp med-tlv-select

lldp med-tlv-select [capabilities | inventory-management]

no lldp med-tlv-select [capabilities | inventory-management]

lldp notification
enable

lldp [med] notification enable

no lldp [med] notification enable

show lldp

show lldp [interface INTERFACE-ID [,|-] | local interface
INTERFACE-ID [,|-] [brief | detail] | management-address [IP-
ADDRESS | IPV6-ADDRESS] | neighbors interface INTERFACE-ID
[,|-] [brief | detail] | traffic [interface INTERFACE-ID [,|-1]1]
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clear lldp

clear lldp {counters [all | interface INTERFACE-ID [,|-1] | table {all
| interface INTERFACE-ID [,]-13}

FINY FOFMZEXUTICHEALET,

Ildp (FA—/VULEREE—R)

BEY

LLDP Z2J0—/VULICEMCLERY, Ffcw LLDP OT7O—/LREZETT
WET. TIAINBDREICETICIE. no EREFERLET,

VIV IR

lidp {run | hold-multiplier VALUE | tx-interval SECONDS | tx-delay
SECONDS | reinit SECONDS}

no lidp {run | old-multiplier | tx-interval | tx-delay | reinit}

INGX—5—

run: LLDP 7O /N\NILEREZEEHMCLET,
hold-multiplier VALUE : i1R—)L RE#H%Z 2~10 DEETIHEELEX T,

tx-interval SECONDS : EHEHIZE LLDP 7L —AD={E/RHF) %= 5~
32768 DEFETIEL X T,

tx-delay SECONDS: LLDP 7L — ADXEELERRE () Z 1~8192 D
HETEELEXT, LLDP BROEHFNITOND &, BEFZEHMIT D
LLDP JL—AZXELERIN. RELICHRALITEEZRELET, &
INTA—%—(% tx-interval D 1/4 LITICHRETDHENHDET,
reinit SECONDS : BHIELAREBRRE (W) Z 1~10 DEETHEELEX I,
BIZ(FY Y OREHAN—FNICALELSEC. BYUBRCREBEREZRITS
CETLLDPEYVa1-ILOBEERESEXT,

FTIAILE

LLDP @' O—/\)LEKTE - 5. hold-multiplier : 4. tx-interval : 30
. tx-delay : 2 ¥, reinit: 2 ¥

ANV ERE—-F

JH—NIVEREE—F

T ALV

LA 12

ERLEDHI RST1Y

AIAXY Y R(E. LLDP 07 AO—/ULREZITVWE T, JAO—NILRE=ZH
MICTBHFEEF Ndprun XY RZEFERALET, TOMD/INTX—5—T
(F. LLDP @7 O—/VULIKS XA =5 —ZRELFT,

R—)URFEHD LLDP T L — LAXERROEF. EEXDBET /(1 XT
D LLDP BRMOBMHR(TTL) ZR L. #5925 LLDP JL—ATEAIL
T M—ILREKERY NI DBFUZRIEEBT. BET /(1
ATHR=)U RFEHEOEE T E KR LT LLDP 7L —LAZRETETHVNGE
(C. LLDP B#HARHMLET,
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A
LLDP ZBRCIT DA EERLET,

# configure terminal
(config) # 11ldp run
(config) #

LLDP O7iR—)L R % 3 [CRET DA EERLX T,

# configure terminal
(config)# 1lldp hold-multiplier 3
(config) #

EHRYZE LLDP 7 L — LAD%(EfER%E 50 #CRET 277F%ERLET,

# configure terminal
(config) # 11dp tx-interval 50
(config) #

EEEBLEY TN —%Z S WICHRETDAEERLEI,

config)# 1ldp tx-delay 8
config) #

# configure terminal
(
(

B EREBREZ 5 WCRET D HEZERLET,

# configure terminal
(config) # 11ldp reinit 5
(config) #

lldp fast-count

=]:y) LLDP-MED O fast start ODETEIHEFRELET. T 74 SDREICRE
JICIF. no EHZFEALET,

VIV IR lidp fast-count VALUE
no lidp fast-count

INTGX—H— VALUE : LLDP-MED fast start @E{TE#¥Z 1~10 OEHLHETIEEL X
ER

FTIAI 4

ANV ERE—FR JO-/NIVEEE—R

TIAILRLARIL LI 12

FEHEDHIRSAY | AOY Y RIE LLDP-MED @ fast start OE{TEHEFRELET, fast
start (. LLDP-MED DT /\A AHHER(C LLDP 7L —LAZZETD
£DIC. LLDP 7L —LADXEEREELHRDIRLE T,

fERHA -
LLDP MED O fast start ®E1TEI#% 10 (CERET DA EERLET,

# configure terminal
(config) # 11dp fast-count 10
(confiqg) #
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lldp forward

B LLDP 7L —AEBHEZEMCLET. T 74 MDREICRTICIE.
no XX ZEAL XY,

VIV IR lidp forward
no lidp forward

INGA—5— ZL

FTIAI g

ANV EE—F JO-NIVEEE—R

FTIAILELARIL LAV 12

EREDOHT RST1Y

ARV RIE LLDP Z@EeEEZB/MCLET, LLDP 07/ O—/ILERE
MEMDRC. ZE U LLDP 7L — ADEXRAIBEZITVET,

ERA -

LLDP E@HEEEBMCT 2 EZRLET,

(config) #

# configure terminal
(config) # 11dp forward

Wdp (A% —Tz—

AREE—NR)

B R—KTODLLDP 7L —LADEREZEMCLET, BEWCTDIC(E. no
ERZFERLET,

VIV IR lidp {receive | transmit}
no lldp receive {receive | transmit}

INGA—F— AN

FIAILE receive : I NTDR— N TH
transmit : I XTD/R— ~TEM

ANV ERE—FR AVEI—TT—AREE—R

TIAILRLARIL LI 12

EREDOHT RST1Y

ARIANYY RIE IR—bD LLDP 7 L—LADEREDEEZIEEL XTI,

=B -

K=k 1/0/1 TLLDP 7L —AERBETRICT 3HEERLET.

config-if-port) #

# configure terminal

(confiqg) # interface port 1/0/1
(

(

(

config-if-port)# 1lldp receive
config-if-port)# 1lldp transmit
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lldp subtype port-id

B Port ID B 744 &K ELEFT,

VIV IR lidp subtype port-id {mac-address | local}

INSGA—H— mac-address : Port ID TLV DB 741 7% "TMAC Address (3)1 [C35
ELEXT., MportIDy D71 —=)ILRAMACTY RLATIVI—RaENx
CP
local : Port ID TLV OB 74+ 7% TLocally assigned (7)) ZERT 5
KSICEELFI, Tport IDy DT« —)LRAR—KHFESTIVI—R
ENFEY,

TI7AIbE local

ANV RE—R AT —AREE—NR

FIAILRLARIL LA 12

FEREDHC RSAY | ROV Y RIE LLDP OEAREE TLV OEBHIEIETHSD Port IDTLV
DBEHNANREIEELET, Port ID TLV DB Port ID YT 51 S&
PortID 71 —)URTHEREN. PortID 71 —)LRDBERFIHRELIEYTT
Y4 F I TCEBNICIEESNE T,

fERA -

Port ID TLV Y74+ % mac-address [CERET D AEERLE T,

# configure terminal

(config-if-port) #

(config) # interface port 1/0/1
(config-if-port)# 1lldp subtype port-id mac-address

lldp management-address

=]:y) LLDP T® Management Address TLV fE3RDBMEZHRE L FT . REZ
U793 BICIE no ERZFERALET,

VIV IR lldp management-address [/P-ADDRESS | /PV6-ADDRESS]
no lidp management-address [/P-ADDRESS | /1PV6-ADDRESS]

INSGA—5— IP-ADDRESS : @M 92 IPv4d 7 RL AZHEELXT,
IPV6-ADDRESS - BHM I 5 IPv6 7 RL AZIEELRT,

FTIAI FEAZL (Management Address TLV [@FIE 7R W)

ANV ERE-F AV —T—AREE—R

T7AIWKLARIL LA 12

FEREDHAI RSy | ROYY RIE. LLDP OEEREETLV D35, A7 3V DBHEETH
% Management Address TLV OBHZBHMICLEXT, /\TA—-5—T7
FLRZEEELBWVWGE, KEBEICKRELLT7 FLAZFERBLTEMULEY
(REBEDY RLANERESNTVWENGEFBENENEEA),
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lldp management-address

IPv4/IPv6 77 KL RZHEEE T (C no ERXZEA L 7HE. Management
Address TLV [F@HENFEA. IPv4/IPv6 77 KL X%Z3EEL T no
EERATDE. ZYUTDT RLANBHITZD7 RLANSERAESNET,

A -

R— K 1/0/1~1/0/2 ® Management Address TLV % IP 7 RL- X 10.1.1.1 TEHI 245 E%ERL

F9,

# configure terminal

(config) # interface range port 1/0/1-1/0/2
(config-if-port-range) # 11dp management-address 10.1.1.1
(config-if-port-range) #

lldp tlv-select

BiY

LLDP 7L —LADEAREBETLY CBMIDINAREHRELET, T 74/ b
[CRYICIEZ. no EREZFERLEXT,

VIV IR lidp tlv-select [port-description | system-capabilities | system-
description | system-name]
no lidp tlv-select [port-description | system-capabilities | system-
description | system-name]

INSAXR—5— port-description : Port Description TLV DIERZ @A L £,
system-capabilities : System Capabilities TLV OIEHRZ@EMLF T,
system-description : System Description TLV OIF®HR =@M L F I,
system-name : System Name TLV OBERZ@EHL £,

FTIAIE HEGL GEHEINTO TLV (@ HMSNEWN)

ANV EE—F AT —AREE—R

FTIAILELARIL LAV 112

FERLEDOAIRSAY | KOY Y R(E, LLDP DEABETLV OBHRODS5. A7 av@AE
WTHD4EHED TLV 1FH (Management Address TLV ZBR< AT 3
Y TLV) DBEHDREZITVWET, NTX—F—ZIEELLEWEGE. 4 &
FDINTDATY 3> TLV OBFERINSEHNEINET,

B

LLDP EAREBETLV D 4BEDA T3y TLV ZINTEMI DAEEZRLET,

(config-if-port) #

# configure terminal
(config) # interface port 1/0/1
(config-if-port)# 1lldp tlv-select
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lldp dot1-tlv-select

BiY

LLDP T#@%19 2 IEEE 802.1 TLV [BHR=ZEELET. T IAINIET
[Z(E. no ER=FERLET,

VIV IR

lidp dot1-tlv-select {port-vian | protocol-vlan V.AN-/D,|-1 | vian-
name [VLAN-/D[,|-11 | protocol-identity [ PROTOCOL-NAME]}

no lidp dotl1-tlv-select {port-vian | protocol-vian [ VLAN-/D[,|-11 |
vian-name [ VLAN-/D [,|-11 | protocol-identity [ PROTOCOL-
NAMEL}

INGA—=5—

port-vlan : Port VLAN ID TLV ZXEL X T,

protocol-vlan : Port and Protocol VLAN ID(PPVID) TLV Z#&EL X
EP

VLAN-ID: 8 L7 TLV OIF®THEAMI D VLAN ZHEELFT, FHEL
TWHE. INRTO VLAN OFHRZBML XTI,

vlan-name : VLAN Name TLV Z#E L% T,
protocol-identity : Protocol Identity TLV Z*fE L E 7,

PROTOCOL-NAME : Protocol Identity TLV T@#1d 270 ~)L%iE
ELXRT. BRHEXFINEUATOESEDTT,
eapol : Extensible Authentication Protocol (EAP) over LAN

« lacp : Link Aggregation Control Protocol
. stp: X/\ZvgvU-=FOKaN

ORIV ZERELBWVGE. EEOINRTOTORINLZEZBRLET,

FTIAILE

REMLL (FRTO IEEE802.1 TLV (BRI SR LY)

ANV ERE—-F

AVY—TI—AEKEE—bH

T ALV

LA 12

ERLEDHI RST1Y

AIX Y R(F. IEEE802.1 TLV DA DEEZITLNERT

=B -

R—h 1/0/1 T&E IEEE802.1 TLV DB ZBMICT D2 A EFERLET,

configure terminal

config-if-port

#
(confiqg) # interface port 1/0/1

(config-if-port)# 1ldp dotl-tlv-select port-vlan
(config-if-port)# 1lldp dotl-tlv-select protocol-vlan 1-3
(config-if-port)# 1lldp dotl-tlv-select vlan-name 1-3
(config-if-port) # 1lldp dotl-tlv-select protocol-identity lacp
( ) #
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lldp dot3-tlv-select

BiY

LLDP T#@%19 2 IEEE 802.3 TLV [BHR=EELEXT. T IAINIES
[Z(E. no ER=FERLET,

VIV IR lidp dot3-tlv-select [mac-phy-cfg | link-aggregation | max-frame-
size | power]
no lidp dot3-tlv-select [mac-phy-cfg | link-aggregation | max-
frame-size | power]

INSGA—5— mac-phy-cfg : MAC/PHY Configuration/Status TLV ZXfEL X7,
link-aggregation : Link Aggregation TLV Z&#fEL X3,
max-frame-size : Maximum Frame Size TLV Z*{E L £ 7,
power : Power via MDI TLV Z*ELE T,

FT7AIK REEL (FNXTOD IEEE802.3 TLV [FBAISNARLY)

ANV EE—F AVI—T I —RAREE—R

FTIAILELARIL LA 12

EREDOHT RSV

ARV R(E. IEEE802.2 TLV OBHMDEREZITVWERT,

=B -

R— K 1/0/1 T MAC/PHY Configuration/Status TLV O@HZBEMI 2 HEERLET,

configure terminal

config-if-port) #

#

(confiqg) # interface port 1/0/1

(config-if-port)# 1ldp dot3-tlv-select mac-phy-cfg
(

lldp med-tlv-select

By

LLDP T@%19 2 LLDP-MED TLV 1B#R%&EEELEXT., T 7AINIERET
[ZIE. mo ERXZFERLET,

VIV IR lidp med-tlv-select [capabilities | inventory-management | power-
management]
no lidp med-tlv-select [capabilities | inventory-management |
power-management]

INTGX—=5— capabilities : LLDP-MED Capabilities TLV Z*fELFE T,
inventory-management : L DP-MED Inventory Management TLV %
EELET,
power-management : LL DP-MED Power Management TLV ZixfE L
ESCI

FIAILE REMLL (FRTO LLDP-MED TLV [F@AI SR

ANV RE—F ATV —TI1—AREE—HF

FIAILELARIL LA 12
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lldp med-tlv-select

EREDOHT RST1Y

AN Y BIE. LLPD-MED TLV OBMDEREZTVNET ., Capabilities
TLV OBMZEINCTDE. HOREICEDSITHRNR— T LLDP-
MED [CXG UL EE Ao

A -

R— I 1/0/1 T LLDP-MED Capabilities TLV OB EBECT D HEERLET,

configure terminal

config-if-port) #

#

(config) # interface port 1/0/1

(config-if-port) # 1ldp med-tlv-select capabilities
(

lldp notification enable

B R—KNT®O LLDP, LLDP-MED @AY hEEIZELD SNMP hZw Fix
FEZBMCLET, BHCTBDICEF. AV ROD no AZEFEALF
ER

VIV IR lidp [med] notification enable
no lidp [med] notification enable

INGA—5— med : LLDP-MED BAIREBZBEMC T DHEICEELXT,

FT7AIK #%) (LLDP. LLDP-MED @1 Y hTSNMP hZ v FZEZEELEZWN)

ANV RE—F AV =TI —AREE—R

T7AIWKLARIL LA 12

EREDOHT RST1Y

AIOAVY R(F, BELR—KTLLDP HL K[ LLDP-MED D1V k
MNEEUERIC SNMP ~Zy T TEHNT HEZBMICLET ., snmp-
server enable traps 1< > R T LLDP(LLDP-MED) 1 RY hTD T v
TBHMOIO—)VEREZBNICTDHENHDET,

A -

R—k 1/0/1 T LLDP MED A XY hFEAERFD SNMP bS5y TEBRZEMCT DHEZERLED,

config-if-port) #

# configure terminal

(config) # interface port 1/0/1
(

(

config-if-port)# 11ldp med notification enable

show lldp

B LLDP OFREPEHRZERRLEXT,

VIV IR show lldp [interface /NTERFACE-/D,|-1 | local interface
INTERFACE-ID 1,|-] [brief | detail] | management-address [/F-
ADDRESS | 1PV6-ADDRESS] | neighbors interface /NTERFACE-ID
[.|-] [brief | detail] | traffic [interface /NTERFACE-/IDIL|-11

INGX—5— interface /NTERFACE-ID: LLDP BB %ZERRIT DR— KM EHEELFT,
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show lldp
local : /R— K TEEL LLDP D@AERZRRLET,
brief : IZBEHRERRLET,
detail : FFiflliEHRZERTLEI,
management-address : EIE27 R L A BERERRLET,
IP-ADDRESS : [8#8R7ZFRIRI D IP 7L RAZHELXRT,
IPV6-ADDRESS : {8 %&RRT D IPv6 7 RLRAZEIEELXRT,
neighbors : %7 /\1 XD LLDP BHRERRLET,
traffic : LLDP Offi5HEMZERRLE I,

T4 7L

ANV RE—F FEOINY RE—R

FIANRLAL | LA

EREDOHT RST1Y

ROAXY RIE LLDP OREVIREICEITDEMERTLET, /NTX—
Y—Z=HEELBWGEE., JO—-/NLREEZRTLE T, brief £EL (3
detail ZEALBZWNGE, REER (brief KO EFM) ERRULEI,

ERA :
LLDP 07 O—/N\ILEREZRRS DA EZRLET,
# show 11dp
Chassis ID Subtype : MAC Address
Chassis ID : FC-6D-D1-55-68-20
System Name : Switch
System Description : APLGM220GTSS Gigabit Ethernet L2 Switch Ver.2.00
.00

Device Class

Serial Number

Model Name
Asset 1D

Hardware Revision
Firmware Revision
Software Revision

Manufacturer Name

LLDP Configurations

System Capabilities Supported: Repeater, Bridge
System Capabilities Enabled : Repeater, Bridge
LLDP-MED System Information:

: Network Connectivity Device
: A

: 1.00.00

: 2.00.00

: APRESIA Systems, Ltd
: APLGM220GTSS Gigabit Ethernet L2

LLDP State : Disabled
LLDP Forward State : Disabled
Message TX Interval : 30

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

R—hk 1/0/1 @ LLDP #&7E

ERNIBITEERLE T,

# show 1ldp interface port 1/0/1
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Port ID: Portl/0/1

Port ID :Portl/0/1
Admin Status :TX and RX
Error disable :Disabled
Notification :Disabled
Basic Management TLVs:
Port Description :Disabled
System Name :Disabled
System Description :Disabled
System Capabilities :Disabled
Enabled Management Address:
(None)

IEEE 802.1 Organizationally Specific TLVs:

Port VLAN ID :Disabled
Enabled Port and Protocol VLAN ID
(None)
Enabled VLAN Name
(None)
Enabled Protocol Identity
(None)
IEEE 802.3 Organizationally Specific TLVs:

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
#

R—h1/0/1 @ LLDP BAIBHMOFMBEREZRRS 2ITEERLET,

# show 1ldp local interface port 1/0/1 detail

Port ID: Portl/0/1

Port ID Subtype : Local

Port ID : Portl/0/1

Port Description : APRESIA Systems, Ltd. APLGM220GTSS

HW A firmware 2.00.00 Port 1 on
Unit 1

Port PVID 1

Management Address Count : 0
(None)

PPVID Entries Count : 0
(None)

VLAN Name Entries Count : 1
Entry 1

VLAN ID 1
VLAN Name : default

Protocol Identity Entries Count : 0
(None)

MAC/PHY Configuration/Status :
Auto-Negotiation Support : Supported
Auto-Negotiation Enabled : Enabled
Auto-Negotiation Advertised Capability : 6c01 (hex)

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

LLDP OEEY ML RERERRI DTTEZERLKT,

# show 1lldp management-address

Address 1 : (default)
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Address : 10.5.2.77
IF Type : IfTIndex

OID :1.3.6.1.4.1.278.1.42.3
Advertising Ports R

Address 2
Subtype : Ibv4
Address : 10.5.2.77
IF Type : IfIndex
OID :1.3.6.1.4.1.278.1.42.3

Advertising Ports R

Total Entries: 2

K=k 1/0/18 OBEEREFEBNE— RTRRI BHEERLET,

# show 1ldp neighbors interface port 1/0/18 brief

Port ID: Portl/0/18

Remote Entities Count : 1

Entity 1
Chassis ID Subtype : MAC Address
Chassis ID : FC-6D-D1-A8-DC-10
Port ID Subtype : Local
Port ID : Portl1/0/18
Port Description : APRESIA Systems, Ltd. APLGM220GTSS
HW A firmware 2.00.00 Port 1 on
Unit 1
#

JH—=/N)VLLDP ST 1 v UERERRI DHEERLERT,

# show 1ldp traffic

Last Change Time : 1910843

Total Inserts 01
Total Deletes 0
Total Drops : 0
Total Ageouts 0

#

YIBR— b 1/0/1 D LLDP #EtiERER RS 2 EERLE T,

# show 1ldp traffic interface port 1/0/1

Port ID : Portl/0/1
Total Transmits 0
Total Discards 0
Total Errors : 0
Total Receives : 0
Total TLV Discards 0
Total TLV Unknowns 0
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Total Ageouts HIN0)

clear lldp counters

By LLDPB®#ZY U7 LET,

VIV IR clear lidp {counters [all | interface /NTEFRFACE-/DL.|-11 | table {all |
interface /NTERFACE-IDL|-1}}

clear lidp counters [all | interface /N7TERFACE-/D L|-11

INGA—=5— counters : LLDP fiEHEHREZY V7 LET, AT aVvEBELLEVES
(F7O—/NLEstEREY V7 LET, all ZEE LIHRIF TN TDOR—
hofEEHERE JO—/\bstERZEo U 7 L& T,

all : IXTD/R— D LLDPEHR=ZI V7 LETD,
interface /NTERFACE-ID: LLDP &% 2 Y73 2WRDNR— M EIEE

LET,

table : (51EZ7/\1 XD LLDP §H=I VU7 L9,
FTI2AIb ZL
ANV RE—FR KHEETE—R
FIAIEKLRIL LX) 12

EREDOAM RSy | AOTYR(E, LLDP BHREIUT7LET, /\SX—Y—TR— hEiEE
TDE. WRKN— BTHDOL LLDP BNV Y 7ENEd,

fERHA -
IARTD LLDP #5158 E Y V7D AE=RLET,

# clear 1ldp counters all

#

INTOREREET/I\A XD LLDP fEREY V7S 2 EERLET,

# clear 1lldp table all
#
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716 R—KUSFVFYFIIVER

MR—KUSTVETY RE 2 BDOR— N R—EFrvRILDRTFZER{L. TENENTIT 1 TERI Y
NATELTEMET D ET, BENELA V-2 TROEARZERR T DHEAETT, R—KUFVFV K
DRFFTI—T ID THAEN, —ADR—K/R=—rFvRILETSAIU—IZ. ©OI—AZEAH
VHY—=[CERELET, EAVIU—E TF3ATXY—DR— N R=rFvRILDT TV ULIEHEIC
BEICERASNDILSICHEDET,

MR—RUSF VS MMEREIX Ver2.01.00 LIETHR— ML TWETD,

R—hUF VIV RARY REZNCHIGT B/NTX—F —D—EBEZUTORICRLET,

IRV R

AVY RENRS KX =5 —

redundant group-
number

redundant group-number GROUP-ID {primary | secondary}

no redundant group-number

redundant group-
number preempt

redundant group-number GROUP-ID preempt {disable | delay
TIME}

no redundant group-number GROUP-ID preempt

redundant mac-
address-table-update

redundant mac-address-table-update count COUNT

no redundant mac-address-table-update

redundant fdb-flush

redundant fdb-flush {send enable count COUNT | receive enable |
vid VLANID | dst-mac MACADDR}

no redundant fdb-flush {send enable | receive enable | vid | dst-
mac}

show redundant

show redundant [portbase]

FINY FOFMBZEXUTICHEALET,

redundant group-number

B MR—=hUFVIY RDTIV—TICEIDUTET, JIL—THhoHIBRT B
(F. no OV Y RZEFERLEXT,

VIV IR redundant group-number GROUP-/D {primary | secondary}
no redundant group-number

INGA—F— GROUP-ID: IR— KT VTV RDII—TID(1~32)ZIBELF T,
primary : R—hUS VIV RDTSAIYU—[CRELEFT,
secondary : 'IR— U VIY RDEAVIU—ICRELET,

FTIAI U

ANV RE—F AT —AREE—R
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T LRIV LIV 12

FEREDHA RSy | KOV RE IR=bPIR—bF v RIVCIIVIY KT —TEEIDY
T, 724XV —ELLKEEAVYY—ICRELET,

fERHA :
COHTIE. R—K1/0/1 ZRERIN—F1 DTS4V VY —Tx—XRELT. R—K1/0/2 %
THFVA VY —T 1 —RELTCRETDAEERLET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # redundant group-number 1 primary
(config-if-port) # exit

(confiqg) # interface port 1/0/2

(config-if-port) # redundant group-number 1 secondary
(config-if-port) #

redundant group-number preempt

B R=KIVFVIVRDTIIV TR E—RERELEF T, REET T A
MMCRIICIE. no IV Y FZEFERALEXT,

VIV IR redundant group-number GROUP-/D preempt {disable | delay
TIME}
no redundant group-number GROUP-/D preempt

INGA—5F— GROUP-ID: IR— YT VT LD IL—T ID(1~32) ZIBEL T,

disable: 7U IV hE—REEMCLET,

delay 7/ME: ZUIVTRE—RZBEMICLT. BEYINY— (#)%Z 0
~300 DEFEHTHELEI,

FI7AIE TUITY T RE—RIFER. delay (£ 0
VYV RE—R JO—-/NILEEE—R
FIAILRLARIL LA 12

FEREDHA RSIY | ROAXY R UV TRE-RERELF T,

TIVIVTIRE—RE €HYF)-HDBTSAYI-ADYDRD ZIT
SE-—RZEHELET, TIIVITME-RPEHNDHBE. €HYYYU -
TOT47 (BEICERSNTVIRE) [CHDE. Z0RTSAIT)—
MUY Oy TUTE. AV U—RBBENY IV DNFETIUT
VIRNE-—ROREEEEITDERTT VT« TOREZEMRFEL. TS5V
U—FehVFI—DT7o0T« TORIIRY VN1 (BEICFERAEINTW
BUVVREE) DRBEICHEDET, TUIVTRE-RAEMOEE. 751
RU—NVVIOT7yvTedE, BEYAIY—DORKREAMEBLEE. ©LL
FTUIVTRE-ROREZZEELLERIC. T5AXU—NDT7IT«
OB DD, EHVII-BFRIVINAICRDFT,
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A -

R=hUFVEIVRITI—=TIDNDTIIVTRE—RZBMCLT, BEYIY—% 10 WITHRE

927 EERLEXT,

# configure terminal

(config) #

(config) # redundant group-number 1 preempt delay 10

redundant mac-address-table-update

B MR—=—KUFVEIY D MAC 7 RLRAT—TIVEH/T Y S DEEHERE
RELET, TIANBNIRTICIE. no INY RZEFEALET,

VIV IR redundant mac-address-table-update count COUNT
no redundant mac-address-table-update

INTGXR—%— count COUNT : MAC 7 RL AT —TI)VEHFH/INT v S DXEMEEEZT
[CLT. HETDMACTY RLAT—TIVEFH/I\T vy ~D# % 1~3 DEH
THEELERI,

FIAI bk )

ANV RE—F JO-/NLEREE—R

FI7AIW KL LAV 12

ERLEDHI RST1Y

MR—KUSFVETY RDYIDEZNMTONIZEE. LAV —1/2 LRILTD
REBERBIBREIN/IZELTE. BEEICINTOBEIEEICTHON
DEIFROFLA. BRELDBET/NAANELTHED MAC 7RL X
T—TIDITY hY D REBEBERECA >DTRACE > TLEWEE,
IVRY—DEHREULLIEIEMTDETIEIZLYITDI Y AN —%FEEET
DRI T4VvIRBERICIFEZELREA.

ARIANY RE. R=—KUFVIY ROYIDBZRERIC. X1V FHEE
LTW2 MAC ZRLRT—TILDIY MY —[CEFEINTWND MAC 7
RLRAZEFEETETD/TY b (MAC 7 RLRAT—=TILEFH/\T Y )
. PIOTATITUDBDOIR— b oREELXT, CNICKD. B
FDBET/INARTD MACTY RLRFT =T ILOEFHFMBESNET,

MAC 7 RL XAT =T IVEH/T v EDOREERIZEIZEPIT &, MAC P KL
AT =TIVHEHENDEERENR ELEIN FELRS T v I DB
MCHEBEDXRIDT, XY bIT—=JCIGLC CTHEYBEZRELTSLES
Lo

A -

MAC 7 L AT —=TIVEH/\T v hDOEEEBEHICL. *ERHE 3EICRES DA EERLET,

# configure terminal

(config) #

(config) # redundant mac-address-table-update count 3
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NUSYEY RITYR

redundant fdb-flush

=]:y MR—KUSFVEHYRTOD FDB 75 v ¥aJL—LADREZTVWES, T
TAILRCRTICIE. no AN Y REFEAHALEY,

IVIYIR redundant fdb-flush {send enable count COUNT | receive enable |
vid VLAN/D | dst-mac MACADDR}
no redundant fdb-flush {send enable | receive enable | vid | dst-
mac}

INGA—H — send enable count COUNT:FDB 72y aJL—A(GR—KUST VS
V) DXEEEZEMCLT, EETL—L¥Z 1~3 OHETEELE
EP
receive enable : FDB 75 v Y1 7L —A(R—MUST VIV ) Z{EHEE
EEMCILET., ZERICMACTZ RLRAT—TILDIYT7ETVNET,
vid VLANID: FDB 735y a21 7L —L(GR—KUSF VTV K TEASN
5 VLAN %2 D VLAN ID ZiEEL KT,
dst-mac MACADDR:FDB 72v>a 7L —L(R—KIUFVTY N %
#HAldD%EHE MAC Y RLRAZEEZL XD,

FI#xIbE 23]

ARV ERE-F J0—/VULEREE—R

TI7AIL LRIV LIV 212

ERLOATRSTY

AOAYY RIE. R—KNUFVF Y RNEADFDBT7 oYY a7 L —LADERE
[CBITDREZITVNET, COHEEE. MAC 7P RLRT—TILEH/N
Ty hERULTIDBEDDROBERELEDT /N XTD MAC 7 RL X
T—TIEEHITDIHICHERLET, FDB 75w a7 L —Lk(EHEEE
EEATDE. VIDBIANRELUBICFDBTY v a7l —A (R—
DHFVEF V) ZRIETDENTEEXYS, FDB 75y ¥aT7L—LA%E
WHeABMCTDE, FDBI7SvyaJdLl—A (R—KUFVFVR) %
ZELUBIC MACTZ RLRT=TILDI YU 7 ZITVWETD,

MAC 7 RLRFT—=TIVEF/\T Y hTOEFERGED, FDB 75va
JL—L (R=KUFVHFVUK) TOEHCTIFBERELDOT /N1 N
R—hUFYIY MERICHB UL TWDIRENH D ET,

FDB 72w¥aJlL—LA (R=KUFVFVR) (. EEICEKETEERSE
% MAC 7 RLRATHEAIUET, IDR— KUY SXIHEss & EE)
IBEHICIEHEBDIEE MAC P RLRAZRES DHENHD XTI, £
fo. XETD FDB 75vyaJdl—LA (R—KUFVHVER) [T
VLAN #7905 NnNEd, VLAN ID ZEE LEWNSE. 0 HMER
ENEI,
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=R -
=KUYV ROFDB 7S wvyaJdL—LDOREEITOAEERLET,

#
(config) # no redundant mac-address-table-update
(config) # redundant fdb-flush send enable count 1

( ) # redundant fdb-flush receive enable

(config) # redundant fdb-flush vid 100

( ) # redundant fdb-flush dst-mac 01-40-66-4B-09-71
( ) #

By R—KUSY VI RDOBRERRLED,
VIV IR show redundant [portbase]
INSGAX—=5— portbase : R— KUY VY NERELIR— MEEFR— M FyRILD

BRERRLET, BRLIBEE. 2RDOBERIRRSNET,

FI7AIE ZL

VY RE—R EBEOIYY RE—R
FI AR LA

ERALDAC RSy | ROV RE R—KJFUTY MERICEES 2BERERRLET,

ERA -
R— U VI MEBEDDERDIBERERRS DHEERLE T,

# show redundant
Mac-address-table-update :Disable
FDB-flush send :Disable
FDB-flush receive :Disable
VLAN ID :0
Dst MAC address :01-40-66-C0-4F-44
A: Active a: Active (port-channel)
R: Ready r: Ready (port-channel)
D: Link Down d: Link Down (port-channel)
C Pre Port
1 8 9 16 17
GrpNo +—————= + == + 4=
1 1 10 A.eniit i e e
2 1 - I
#

K= RUSY S MEREDR— N REERTT ZHEERLET.

# show redundant portbase

Port Status  GrpNo  Pri/Sec
Portl/0/1 Active 1 Primary
Port1/0/2 Down 2 Secondary
#
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717 =5—YVJAXV R

a8

S=UVIEE. XY N0 ZRBAT D7 TV —2a v I 7)Y a—iEZBNE LT,
SEDRZ T4y 02— LT/INT Y b7 FSA Y —(CEET DO DIERET T,

ES-UVIANY REZNICHRT D/INTA—F —D—EBEZUTORICTLETD,

vV R

ARV RENRTKX—5—

monitor session
source

monitor session SESSION-NUM source {interface {INTERFACE-ID
[,I-] [both | rx | tx] | cpu rx} | acl ACL-NAME}

no monitor session SESSION-NUM source {interface {INTERFACE-
ID [,I-] | cpurx} | acl ACL-NAME}

monitor session
destination interface

monitor session SESSION-NUM destination interface INTERFACE-
ID

no monitor session SESSION-NUM destination interface
INTERFACE-ID

no monitor session

no monitor session SESSION-NUM

show monitor
session

show monitor session [SESSION-NUM]

BANY FOFHEZENTICHRRBLEI,

monitor session source

BiY

E5-UVIDIST—TTERELET, RELIELIS—TO—HELLIZ
INTCZHIBRT B(CIE no P ZEFERAL KT,

VIV IR

monitor session S£SS/ON-NUM source {interface {/NTERFACE-ID
[.|-]1 [both | rx | tx] | cpu rx} | acl ACL-NAME}

no monitor session S£SS/ON-NUMBER source {interface
{/NTERFACE-IDL|-1| cpu rx} | acl ACL-NAME}

INGA—=5—

SESSION-NUM : =5 —U v TdDtyyarvESHE 1~4 TEELET,
interface : FEDR— M CRELIEMN S T v IEZS—TTICLE T,
INTERFACE-ID : ERDIR— b EIBELEXT. UTOWTNHAD/IS
X—=5—%FERATEXT,

« port: EELIAR—RZEZZ—TELET,

« port-channel : 5E U/TcR— b F Y RILZEZS—TTELEXT,

]

both : EZEMAD/\T Y hEZS—TTELET,
X ZE/TYNEZS—TTELET,
tx  XE/\TY hEZS—wELET,
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monitor session source

cpurx : CPUZED/\T Y hEZZ—TTEULET,

acl ACL-NAME: =5 —7t% ACL TEEL XY,

FIAIE L
ANV RE—R J0O—-/NLEREE—R
FIAI LRIV LA :12

FREODHTITRSAY | RXIOAYVRIE S 5—-UVITOIS—TEHRELET, interface 4~
>3V Thoth. rx. tx ZIETELHEWNSGE(E both NMERAEINET,

fERHA :
TS-UvTtvyav:l TES—mER—K 1/0/2~1/0/4 [CI8ET D HEERLET,

# configure terminal
(config) # monitor session 1 source interface port 1/0/2-4
(config) #

25Uy Itvrav2 TR =R MACT I AU R NIEET D AEERLE T,

# configure terminal
(config) # monitor session 2 source acl MAC-Monitored-Flow
(config) #

monitor session destination interface

B ES-UVIDIS—HZRELET, REZHIBRT DICIE no EHXZEE
RULET,

VIV IR monitor session S£SS/ON-NUM destination interface /NTERFACE-
/1D
no monitor session S£55/ON-NUM destination interface
INTERFACE-ID

INSGA—5— SESSION-NUM : =Z5—=V vty avEsSx 1~4 TEELED,

INTERFACE-ID : =5 —%DR—KhZEBELET, UTOVLITNHD/V
TXR—F—TEELET,

o port: FEDR—hZZT—HEELET,

+ port-channel : HHEDR—~FvRINZEZT—FELFT,

FIAIE A
ANV RE—R J0O—-/NLEREE—R
FIAI LRIV LA :12

FEREDHIRSIY | RKOAXV KRR 25UV IDI5—%&ERELET,
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=R -
TS-UvTteyvyav:l TES—%%ER—K1/0/1 [CIEETDHEERLET,

# configure terminal
(config)# monitor session 1 destination interface port 1/0/1
(config) #

no monitor session

=]:y) =o5-UvJtevyavzHBRULET,

VIV IR no monitor session SE£SS/ON-NUM

INGA—F— SESSION-NUM - HlBfg 25—V ey raryntyyavEsz 1
~4 TEELXT,

FIAI bk BL

ANV RE—FR JO-NIVEEE—R

FI7AIW KL LIV 112

FERAEDHARSAY | ROAYVRE 25UV Iy yavEHIRLES, Z0EY23 >0
REHLINTCHIFRESNE T,

=R

Ly avES1DEZY—tLY I3V EHIRI BT EZRLET,

# configure terminal
(config) # no monitor session 1
(config) #

show monitor session

B TSV vIavDRERBRERRLET,

VYOI R show monitor session [S£ESS/ON-NUM]

INGA—F— SESSION-NUM : RIRSDZ5—U 0Ty ravzEiEELEd,

FIAI bk mU

ANV RE—FR FROIOANVY RE—R

FI7AIW KL LA T

FERAEDHARSAY | ROV VRIE Z5-UV Ty yavoREBRERRLET, Zv
2avEBEBELBEVWES, INTOIZT-UVIteyyaryhRRE
QIESCI

=B
tyryavESI1DIZ -V IEy Y avOREBRERTI DA EERLET,

# show monitor session 1

Session 1
Session Type: local session
Destination Port: Portl/0/1
Source Ports:
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Both:
Portl1/0/2
Port1/0/3
Portl1/0/4

Total Entries: 1

#
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8 IN— b7 Ut At

AETEF. R—br7 I AHHEICEHZEREINY RICDWTHBELET,

AREBTRMHITBR— N7 IERBEEE MAC 7 RL AX—RZFBEF(MAC 5285F). |EEE802.1X 2%
Web 7298 —(C KB FREE (Web B3E) D 3 EEA B D FT, CNOHDFRAEIE. AccessDefender tl,\
SRAEEE THEATHONE T,

8.1 AAAJIN YV

AAA (Z. YER—KDPEI 2 —-I)IANOI—H—DT7 It RICKH L TI—Y—DEREE (Authentication)
PHERDIEE (Authorization). U —EXFIRRRDEER (Accounting) 75 L [CE T DikkE =R T D
7[/_A'j_g_t\-\\ /—R FT?tanb\niElgAAA:EJJ_}I/_tj:iE'T éﬂé%ﬁglcckbggiﬁbgijo

AAA XY FEZNICHIBT BD/INTA =5 —D—BZUTDORICRLEXT,

ANV R ARV RENSX -5 —

aaa new-model aaa new-model

no aaa new-model

aaa authentication aaa authentication login {default | LIST-NAME} METHOD!1
login [METHOD?2...]

no aaa authentication login {default | LIST-NAME}

aaa authentication aaa authentication enable default METHOD1 [METHOD?2...]

enable no aaa authentication enable default

aaa authentication aaa authentication {mac-auth | dot1x | web-auth} default
METHOD1 [METHOD?2...]

no aaa authentication {mac-auth | dot1x | web-auth} default

aaa authentication aaa authentication control sufficient {web ID | mac | login}
control sufficient no aaa authentication control sufficient {web ID | mac | login}
aaa accounting aaa accounting {commands LEVEL | exec | network | system}

{default | LIST-NAME} {none | {start-stop | stop-only} METHOD1
[METHOD2...]}

no aaa accounting {{commands LEVEL | exec} {default | LIST-
NAME} | {network | system} default}

accounting accounting {commands LEVEL | exec} {default | METHOD-LIST}

no accounting {commands LEVEL | exec}

show aaa show aaa

FINY FOFMBZEXUTICHBALET,
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aaa new-model

=]:y) AAA EV 21— I)LEBMCLET, BMICTBICIE. no BXZEFERALE
ER

VIV IR aaa new-model
no aaa new-model

INSGA—5— AW

Pk I 23V

ANV RE—F JO0-/NLEREE—R

T7AIWKLARIL LAV 15

EREDOH RSy | AOTY I\“(at AAA EYV21-I)ILEBMCLET. AAA EI21—IILEEH
[CTDE, HEEDODOTA VRS AAA V21— )LZERALTITHNE
ER

ERA

AAA BEBEEBRNCT 2T EERLET,

# configure terminal
(config) # aaa new-model
(config) #

aaa authentication login

B A4 VRIEOFRERELETT, QT 1 VRAEARZHIBRT DICIE. no
INY RZEFEARLEXRY,

VIV IR aaa authentication login {default | L/ST-NAMEYy METHOD1
[IMETHODZ...]
no aaa authentication login {default | L/S7-NAME}

INGA—5— default : 071 VFEIEDT 7 A )L DA (default) ZFREL XTI,

LIST-NAME : QA VRIED I - —FERDARZEHRELE T,

METHODT IMETHOD?..] ' default £ L <[Z1—Y—E&OOJ 1V
ARDRITAEZYARTRELX T, RHEIRT 1~4 DOITEDEHFE
DEZEZRLE T, AECEUTONIA -5 —ZFATEICENTER
ER

+ local : O—HI)LT—¥ X—ZX (username IV RTEHRLAOT 1>V
1—Y-)TOJ1 VREAETVET,

+ group radius : Y —/\—2)L— 7 radius TEZE SN/ RADIUS ¥ —
N=T ) =T THIAZITVET,
group tacacs+ : H—/\—2)L— tacacs+ CEZE S 117c TACACS+
H—N—=D)I—TTRIAEITVET,

« group GROUP-NAME : BEfxUTc B —I\—=D )L — T TRAETLE
ER

334/481



8 IR— b7 U XFIHEIMEHEE | 8.1 AAAIX Y R

aaa authentication login

none : 11— -U- %utf:jbgfg_o HU(C%F@ L/f;jj__ttnb uIE?ETSnT;i’&J—
BEFAILEEA. ERIECREDAEE LU TERALEY,

FIAIE default (217/57%(3 local D)
aANY RE—R JO—/NLEREE—R
FIAI LRIV LX) 15

FEREDHA RSAY | RAOTYYRF. OV VRIADOARZRELET, COAXYY RTERL
1—Y—-E&DARF. &F1 VEHIT login authentication 1Y
ZEALTCERTDCENTEEXRT, BELLEY—/N\—JIL—THEHFES
NTWEWESE., ZOAEIEAFY TLET,

ERAA :
A0 VERIEDT 7 )L b (default) AR ZERES DA EERLET, AR —N=D)IL—TF
groupZ t@nlb\nﬁéﬂ_*ﬂlc%ﬁﬁb\ mkb\tﬂ\b\% (Ca— jj)l/T 9/\ thlb\nﬁé?fb\ig—o

# configure terminal
(config) # aaa authentication login default group group2 local
(config) #

aaa authentication enable

B FHEL NI EIF 25 E DREE (enable REE) D AR EZRELE I,
enable FIFA X ZHIBRT DICIE. no EXZFERALET,

VYOI R aaa authentication enable default VM/E7HODT[METHODZ2...]
no aaa authentication enable default

INGA—F— METHODTIMETHODZ2..] : enable 25 AXXDETAHEZ Y A AT

ELEXY, EMIET 1~4 DOAEDHEAIEDEZEZRLXT, AEICE
LUTDINOA—5 —%ZERT D ENTERT,
+ enable : O— /)T —%/X—X(enable password 1< > RTEEL
72/)XXTJ— R) T enable BEFZTWE T,
group radius : b —/\—2)L— 7 radius TEHE N7z RADIUS & —
I\—Z)L—FT enable FRBEFZITVET,
group tacacs+ : H—/\—2)L— tacacs+ CEZE S 117 TACACS+
H— /=T )L—FT enable VI Z=TLET,
« group GROUP-NAME : E#x Ui — /=T )L— T TRIEZEITVE
ER
none ! 1— Y —ZAILEI, RICERLICARNTRIBES SN
BIFFAILEREA., EEETREDOAEE L THERLES,

FI7AIE ZL
OYYRE—R J0—/VLEREE—R
FIAI LRIV LAJL 15
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| 8.1 AAA OY VR

aaa authentication enable

EREDOHT RST1Y

AT Y Rid. enable Y Y RTHEIEL NI Z LIF2IHED enable SR:E
DAREREULE T, FREEH—/\—TOFREE(E. FELANIICIHEUTI—
H'—4(C Tenable12; Tenable15) AMERENET,

AECTEEL Y —N=II—THERSINTVEVNEGES, ZOAEFX
FyTLET,

T 7 AL B®D enable FBEEAR THENEFRINTLVELIEA. enable 52
SEEO—AIT —INRN—XTITHNE T,

O—AILT =% R—=XT enable BEFZTSHE. ZUTDHERLNILD
enable /XRT—RHABESNTVWBIRENHD XTI, 2L, AVY—
WAV THRIELANI 15 [CBITTDHEEIE. /NXT—RARESINTL)
L TERTIIAETT,

=B -

enable BEEDARZERET DA EERLFT, COARTIE. Y—/\—=T)L—"F group2 TR &E1T

WE T,

# configure terminal

(config) #

(confiqg) # aaa authentication enable default group group?2

aaa authentication

By

R— b7 U4 XFBEE(MAC FBEE/IEEEB02.1X FBEE/Web FREE) DA Z 5%
ELET, RAARZHIRT DICFE. no EREFEALEI,

VIV IR aaa authentication {mac-auth | dot1x | web-auth} default
METHODTIMETHODZ...]
no aaa authentication {mac-auth | dot1x | web-auth} default
INGA—5F—

mac-auth : MACSRESED AR ZIBEL XTI,
d°t1x IEEE802 1X [N nJ—.Eo)j]__tﬁj: Ebig—o
web-auth : Web SREFD AKX ZIEE LRI,

METHODT IMETHODZ2..] : IR— 7O RABEEARDEITHEE ) R
RCTHRELEFT, EMIET 1~4 DOHEDHEAEDLEZERLEXT, A
EICIFUTDOINTGA -5 —ZFERITDEHNTEXT,
local : O—#/L7T—% ~X—2X(aaa-local-db user <> REFRL /-
A—Y—)TR— PO ARAEZTVNET,
+ group radius : Y —/\—7)L— radius TEHRS N7 RADIUS ¥ —
N=T ) —TTR— 7O RBIETVED,
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aaa authentication

group GROUP-NAME : & U1z —I\— 2 )L— T TRIAETVE
9,

+ force [vlan VLAN-/D]: 1 —Y—%HFALET, BIICERELIEARXT
FEHES SNIBRIEHFA LR BA. vlan AT 3 VU EIBET D&,
I—Y—[CI/EL VLAN ZEID Y TR ENTEFRT,

7_‘7 7|')|/ l\ —g_/\\to)/—ﬁ FTQ‘EXWUHET local 0)(77\
ANV RE—FR 70—/VULKREE—R
FIAILRLARIL LAV 15

ERAEDHA RS1Y | ROV RE R—h7 I ABEOARZERELE T,
AETEEL Y —/N\=JIL—THEFEINTVEWNEE. TDHEFR

A
fEAG) :
MAC REFD AR ERET DAEETRLET, COHITIE. Z8FL 7= RADIUS H—/\—TREEEITL)
ESCIN

# configure terminal
(config) # aaa authentication mac-auth default group radius
(config) #

|IEEE 802X FREEDARZREIT DAEZRLEXT, CDBITIE. BEFRL7/ RADIUS B —/\—TFE
ZITWEY,

# configure terminal
(config) # aaa authentication dotlx default group radius
(config) #

Web SREED AR ZRET 2AFZRLET. COBFITIE. EFL/ RADIUS U —/\—TREEZTTL
£,

# configure terminal
(config) # aaa authentication web-auth default group radius
(confiqg) #

aaa authentication control sufficient

=]:y) BRUICRAA EZMEICD TRITI DREZB/MCLERT . EMICTD
(ZI1E. no EREERLE I,
VIV IR aaa authentication control sufficient {web | mac | login}

no aaa authentication control sufficient {web | mac | login}

/(’5)(—9— web : Web ulquEtlﬁFﬁ L/i—g_o
mac : MAC 3 Ev nIE—Clrj_Fﬁ L/gi—g_o

login : 07 VBRI CEALET,

337/481



8 IR— b7 Uz Rll{HHk e

| 8.1 AAA OY VR

aaa authentication control sufficient

FTIAILE i3y
OVYY RE—R JO0—/NLEREE—R
FIAI LRIV LI 15

ERLEDHI RST1Y

AAAETY 2 —)VEERULRIEEDT 7 A )L OFETIE. BERULIEAED
J”E%(K—WUDIE% nit?i' L/ L\_QPTU'J‘ nlh\nE(?ETéﬂﬁ_i% (t_ ‘i%ﬂl’/{ﬁ-‘;@jﬂ_
5£(gﬁit Tt"?\ I ul—l:f"iﬁﬁlt btki@éﬂi?‘o

AKOANY RZEFERTDE, BRUCARZHRUIEDTRITUEXT, RN
}E%;'STL'C:B\ ;ko)jj_fftnbuj-fkfg%l&m\ uluu ulF_Jéﬂéb‘fE%?Sﬂfc
REDAEFZEBEIDERTHRITELERT,

R— b7 Ot XD force. HLL(EOT 1 VD none (F. BIDA
ETESSNEWC ENBEEFRIORBG D=6, AEEBEDIRREIC K > TR
SFALIBEDRERIIZE DD £ A

=B -

Web FREEEZ SR U T EDRMEHICD TRET 2552 RLET,

(config) #

# configure terminal
(config) # aaa authentication control sufficient web

aaa accounting

By

TAIVTAVIDARZERELET . REZHIFRT DICIE. no FERZE
EARLEXI,

VIV IR

aaa accounting {commands L£VEL | exec | network | system}
{default | L/ST-NAME} {none | {start-stop | stop-only} METHOD7
[IMETHODZ...1}

no aaa accounting {{commands L£VEL | exec} {default | L/ST-
NAME} | {network | system} default}

INGX—5—

commands LEVEL : Commands 7 HOYT a4V IDAREERELZE
I, BELEELNITEITTEDZINTOIVYY ROERTTERAIN
*d,

exec: CLI oOJ+A >, OJ7 I RKD Exec 7ADY T4V I DAR%E
RELET,

network : 'R— N7 Ut XFBEHETO Network 7HOVT1aVIDAR%E
HELET,

system : T LA NV MREROD System 7 NIV T« VT DARER
ELET,

default : 7 7 A ) MOARERELE T,
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aaa accounting

LIST-NAME : 1—H—E&EDHARZREL XTI, network KU
system 7O VT A VIDARTIELI—Y—EROARIIEHZRTEFRE
Ao

none ! VAUV T 4 VI ERTUBWSRICEELEI,

start-stop : 7V Z ADRABRKERTROMATT ATV T 1V IT XY
t—I%EFEELET,

stop-only : 7 VL RICTRICT HOV T« VI Xy E—IZFELFE
9, network 7 H VT 4 VI DARDHEIRATE T,

METHODT IMETHODZ2..] : 7Hh oV T« VIARDETHEEZY X b
TRELEXRT, EMIET 1~4 DOAEOHEAIEDEZEFLIXT, HE
CIEFATDINGA =5 —%FERAT D ENTEEXT,

+ group radius : —/\—7)L— 7 radius TEZH 7= RADIUS ¥ —
N=DWN—=TFTT7hoVT1VI%{TVNET, CDAEE.
commands 7 O VT 1« VI TIFIBETCEZE A,

+ group tacacs+ : b —/\—2)L— tacacs+ CEZH S 117z TACACS+
H—N\—TN—TFTT7 AT 1V ITETVETD,
group GROUP-NAME : BFUIcY—N\—=DIW—TTT7hoVT1V
J%{TVNE T, commands 7 HTV T 1V Tld, TACACS+H—
N=T )N —TZIEET DUENHD X,

FI7AIE INRTCDTNIVT« VITARDEERL
OV Y RE—R JAO—-NILEREE—R
FI7AILRLARI LA :15

EREDOHT RST1Y

RARV R PHOVT AV IDAREBHRLE T, AENBRINT
WEWEE. 7HOVT 1 VIERTENEE A,

FETEELEY—/N\=T)IL—THEHFRINTLELIEES. commands
FPHOVTaVIJTIERAN Y RZEEELUXT, #NLATIE. ATV RIE
ETESNFTITH. EROUETIIZFDOHEEATY LET,

A -

FELNIVISOIONY ROTHIOVT A VIARERES 2HEERLET, COFITIE, AWV R
RITRCEIR LI TACACSH —N\—TTPHIO VT« VI ZERTLET,

(config) #

# configure terminal
(confiqg) # aaa accounting commands 15 list-1 start-stop group tacacs+
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CLioAaJda>, QU7 I RED Exec 7HOY T4 VI ARERET 2HEERLES, COHIT
(F. OJa0 VK. OJ7 0 bEICEHZRLUIZ RADIUS U —N—=TTP hIO VT4 VI ZETLET,

# configure terminal
(config) # aaa accounting exec list-1 start-stop group radius
(config) #

VRTLANY SFEERD System POV T« VI ARERES DA EERLET . COFITII.
VAT LAANY SFEEFCEFLIZ RADIUS Y —/\—TT7HI VT 1V JZTVED,

# configure terminal
(confiqg) # aaa accounting system default start-stop group radius

(config) #

accounting

B A VEBRICERT 27 HI VT« VI ERELES, REEEMCTD
(Z(F. no EXZEFEALET,

VIV IR accounting {commands [ £VEL | exec) {default | METHOD-L/ST}
no accounting {commands . £VEL | exec}

INSAXR—5— commands LEVEL : Commands 7 Hho VT« v JZzBALET. BE
L7eFHEL NIV TERIT AR INTOINY Y RORITTHRAINE T,
exec : Exec 7HU VT« VI &ERALET,
default : T 7 A )V DARTT WOV T« VI ZBALETD,
METHOD-LIST : A—HY—F&DT7 hoVT« Vv IAREBEBRALUED,

v DI 17U

IRV RE—R TAVREE—R

TIAILRLARIL LA 15

FERLEDOAIRSAY | ROYYRIE CLI CEETZTHIVT 1V IDARE T ViERCH
LTEIDHETET,

B

aAVY =LAV TEIELANIL15 O Commands 7HO VT« VI% BRI D2AEERLET,

# configure terminal

(config) # line console

(config-line) # accounting commands 15 cmd-15
(config-line) #

AVYV—=ISAYTEXec 7 NIV T« VI %#ERT 2 HEERLET,

# configure terminal

(config) # line console

(config-line) # accounting exec list-1
(config-line) #
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show aaa

B AAA BV 1 —)LDFIO—-/NVIREEERRLET,

VIV IR show aaa

INSGA—5— A

FTIAIE L

ANV ERE—F FROIOANY RE—R

T7AIWKLARIL LA 1

FERLEDOACIRSIY | AOYY RIE. AAAEY 21— 7AO—/JVREEZRRLUET,

A
AAA JO—/NVIREEZERRT 27 EERLE T,

# show aaa

AAA is enabled

#
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8.2 RADIUS/TACACS+Y—/)\—Y VR

RADIUS/TACACS+HY —/{\—=DOANY REZNICHINT B/INTX—F —D—EBZLUTDRICRLET,

vV R

ARV RENRTKX—5—

radius-server host

radius-server host {IP-ADDRESS | IPV6-ADDRESS} [auth-port
PORT-NUMBER] [acct-port PORT-NUMBER] [timeout SECONDS]
[retransmit COUNT] key [0 | 7] KEY-STRING

no radius-server host {IP-ADDRESS | IPV6-ADDRESS}

tacacs-server host

tacacs-server host {IP-ADDRESS | IPV6-ADDRESS} [port PORT]
[timeout SECONDS] key [0 | 7] KEY-STRING

no tacacs-server host {IP-ADDRESS | IPV6-ADDRESS}

aaa group server

aaa group server {radius | tacacs+} GROUP-NAME
no aaa group server {radius | tacacs+} GROUP-NAME

server

server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS| IPV6-ADDRESS}

radius-server
attribute mac-format

radius-server attribute mac-format case {lowercase | uppercase}
delimiter {{hyphen | colon | dot} number {1 | 2 | 5} | none}

no radius-server attribute mac-format

radius-server
deadtime

radius-server deadtime MINUTES

no radius-server deadtime

show radius statistics

show radius statistics

show tacacs statistics

show tacacs statistics

clear aaa counters
servers

clear aaa counters servers {all | radius {IP-ADDRESS | IPV6-
ADDRESS | all} | tacacs {IP-ADDRESS | IPV6-ADDRESS | all} | sg
NAME}

BANY FOFHEZENTICHRBLEI,
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radius-server host

BiY

RADIUS U —/N\—Z&HR LT, HIFRTDICIE. no ERZEERALET,

VIV IR

radius-server host {/P-ADDRESS | /1PV6-ADDRESS} [auth-port
PORT-NUMBER] [acct-port PORT-NUMBER] [timeout SECONDS]
[retransmit COUNT] key [0 | 71 KEY-STRING

no radius-server host {/P-ADDRESS | /PV6-ADDRESS}

INGA—=5—

IP-ADDRESS : RADIUS —/\—D IP 7 RLAZ AN LFT,
IPV6-ADDRESS : RADIUS —/\—=D IPv6 7 RL AZAHNL X,

auth-port PORT-NUMBER : FBEE/\T v kD%a% UDP R— hEFESZEIE
ELET, BELEWEEIF 1812 MERASNET,

acct-port PORT-NUMBER : 7 h oV T« >y DFESHE UDP iR—
REESZIEELERT, BELBWVNESF 1813 NMERENET,

timeout SECONDS : U —/\—DIGEFERE (1) & 1~255 DEHETHE
ELET. BELHEWSGEE 5 WHBERASNETD,

retransmit COUNT : BX[0#%Z 0~20 TEEL X T, 0 DIFEIIHEEZ
TOWEEBA., BELBEWSERIZE 2 MBERASNETD,

0: AN DHAREFXTANTBHEICHEELET,

7 ANITHEREESIEATANTDIHEEICHEELET. CD/INZ
A= —ZEELLBWNEE, HEREIFXE L TREENKT,

KEY-STRING : Y —)\— & DBEICAVNDFXE L FES{ESNHEE
BREANLTT, FXDFE. 32 XFUATHFAER ASCII XF
( 12) ZBRS) ZEERATEXY,

FI7AIE

ANV

ANV ERE-F

JO-NILEEE—R

FI7AI LRI

LA 215

EREDOHT RST1Y

ARIOVY RE. RADIUS U—N—Z&EHFL KT, BHJRLLT—/N\—EFT
7 # )LD RADIUS B —/\—=2J)L—7 Tradiusy DX /\—& L TEEH
CEFRINE T,

A :

RADIUS —/N\—Z&#HI 2 F&=RLEXI,

(config) #

# configure terminal
(confiqg) # radius-server host 172.19.10.100 auth-port 1500 acct-port 1501 timeout 8
retransmit 3 key ABCDE
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tacacs-server host

By TACACS+U—N\—ZZHRL XY, BRI BICIE. no X EFERL KT,

VIV IR tacacs-server host {/P-ADDRESS | IPV6-ADDRESS} [port PORT]
[timeout SECONDS) key [0 | 71 KEY-STRING

no tacacs-server host {/P-ADDRESS | IPV6-ADDRESS)

INTGX—=5— IP-ADDRESS : TACACS+S—/\—=D IP 7 RLAZANLFRT,
IPV6-ADDRESS : TACACS+HY —/X\—D IPv6 7 RLRAZANDLFXT,

port PORT: FHIVT 1 VI8 y hDFisk TCP R— hBSEIEEL
£7, EELEWNSARR 49 ERAESNET,

timeout SECONDS : Y —/\—DInERFEHE (#) & 1~255 OFHE TS
ELET, BELEBWSRIZ S HABERINED,

0: ANIBHEREFXTANTDHEICEELET,

7 ANITHEREESIEATANTDHEICEELET. CD/NF
A—F—ZEELLBEWNGEE, HEREIFXE L TAESNKT

KEY-STRING : Y —/)\—EDBEICAVNDFXE L FES{ESNHEE
REANLTT. FXDIFE, 254 XFURTHFABEL ASCI XF
( 121 ZBR<S) ZEERATEXY,

FT A L
ARV RE—F J0-/ULREE—F
T A KLARIL LA 215

FERLEOACMRSAY | ROATY YV R(F. TACACSHS—N\—ZEZRLET, BHRLIY—/N\—FT
T A D TACACS+HS —/\—=T)Lb—7 Ttacacs+ts DX V/)\—& L TH
BRICHERSNE T,

=R
TACACSHY —N\—&&HF I 2 F&ERLEXI,

# configure terminal
(config) # tacacs-server host 172.19.122.3 port 1600 timeout 3 key ARCDE
(confiqg) #

aaa group server

B RADIUS/TACACS+H —N\—=TJ ) —T =R L. Y—N\=TI—T%%E
E-RIZBITLUET, Y—N\—JIL—TZHIBRT BICIE. no EX=EFEH
LERT,

VIV IR aaa group server {radius | tacacs+} GROUP-NAME
no aaa group server {radius | tacacs+} GROUP-NAME
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aaa group server

IRGA—5 — GROUP-NAME : —)\=J)L—TD&BIERELET. CORRITRK
2 XFICIHEDFRT, AR—XRIIFEBTERE A

FTIAIE L

ANV EE—F JO-/NIVEEE—R

FIAI KL LAJL 215

FEREDHC RSAY | AOT Y RIE. RADIUS £ L <I(F TACACS+H —N\—=T)IL—TZ=E&E&KL .
F—N—=IN—TREE—RICBGTLET. T—N\—JI—TREE—F
TlE BRUIY—/N\—ZEAVN—([CEHFEITDEHNTEXT,

H—N=DI—TFZ(F. TTAILETEHREINTNS RADIUS H—/\—T
JL—7 Tradius; & TACACS+H—/\—=2)L—7 Ttacacs+; h'&bH. C
NOoDREZITOCELIFTERE A, Mradiusy & Ttacacs+s (& Ex
L7z RTD RADIUS H—/\—=FE LK [EF TACACS+HH —/\—=H" X > /\—(C
BENET,

P—NR=TI=TE TVEYy hENcII—TEEHT 8 AXRTEHRT
BTENTEXRT,

fERHA :
RADIUS H—N\—=TIL—TH&EB L. T—N\—TI—THBET—RICBITITDAEERLET,

# configure terminal
(confiqg) # aaa group server radius groupl
(config-sg-radius) #

TACACSHH —N\—=I)—TZEH L. T—N\—JI—TEEE—RICBITIDAEZRLET,

# configure terminal
(confiqg) # aaa group server tacacs+ groupl
(config-sg-tacacs+) #

server

By H—N=TN—TDOAVN=CH—N—ZE{FLET, XV/\-DSEKRHN
9253 BICIE no IV FZEFERLET,

VY IR server {/P-ADDRESS | IPV6-ADDRESS}Y
no server {/P-ADDRESS]| IPV6-ADDRESS}Y

INTGX—=5— IP-ADDRESS : B0 —/\—D IP 7 RLAZEEL XTI,

IPV6-ADDRESS : F3EY —/\—D IPv6 7 FL XA ZHEEL XY,

FI7AIE ZL

ANV ERE-F RADIUS/TACACS+I I —TH—/)\—BEE— R

T LRIV LAV 215
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server

FEREDODHI RSy | RAOATYY RIE, b—NN—=T)L—TDX>/)\—(Z RADIUS/TACACS+H —
IN—Z=ZEFLET, Y —/\—I[3 radius-server host 1< RE LK (F
tacacs-server host 1Y RTEIFEINTVWDRENHD X,

IN—TTEHEOT —N\—DRESNTVDHEE. RELLIEETHWE
HEMTHNET,

=B -
RADIUS B—/\—=T)L—7 Tgroupls ®AV/)X\—[Z RADIUS b —/N\—Z&KxIT DA EZRLET,

# configure terminal
(confiqg) # aaa group server radius groupl
(config-sg-radius) # server 172.19.10.100
(config-sg-radius) #

radius-server attribute mac-format

=Ly R— K7L RBEETY —/N\—ARB2I2/\7y hD MAC 7 RL D
REEELEIT., TIAIBNIRTICE. no ERXEFEALETD,
VIV IR radius-server attribute mac-format case {lowercase | uppercase}

delimiter {{hyphen | colon | dot} number {1| 2 |5} | none}
no radius-server attribute mac-format

INGR—5— lowercase : MAC 77 RL RDEXFT/IXFEFEALED,
uppercase : MAC 7 RL ADEXF TAXFZERAL XTI,

hyphen : MAC 7 RL ZOREID XFIC/\1 TV EFERLET.

colon : MAC 7 FLADRYIDXFICOAOVZEFEALKT,

dot : MAC 7 FLADRYIDXFICEU A FZ=ERLET,

number {1]| 2| 5} : RYIDXFDHZ 1. 2. 5EDOHFNSIEELRT,
none : MAC 7 FL RZERYIDXFELTIHEELE T,

FI7AIE EXF(d lowercase. XD XFIIHL (none)
ARV RE—R JO0—/VLEREE—R
FIAIEKLRIL LI :15

FERLEOAMRSAY | ROTY Y RIF. R—r7 Ut XEO RADIUS ER/ v LT Calling-
Station-Id B THERAT 2 MACZ RLADT #—Y v hEEELET,

AIYY RIE Ver.2.01.00 UETHR—MLTWETD,
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=R :
RADIUS Exx/{7w b Calling-Station-1d BED MAC 7 RLZDERZE., BEXF | KXF. XY
DXF:EUARTE BIZIXFC6DD1.0ABCDE) [CHRETDHEERLET,

# configure terminal

(confiqg) # radius-server attribute mac-format case uppercase delimiter dot number 1

(config) #

radius-server deadtime

=]:y) RADIUS —N—DKRERDTY RYATLEZRELET, T IAILNME
[CRIICIE. no ERXZERLET,

VIV IR radius-server deadtime V/NUTES
no radius-server deadtime

INSGA—5— MINUTES : RADIUS B—/\—DFT v RY A1 L(5)%& 0~1440 DEFHT
BEELEXT, 0ICRELILESE. TYRYALRERESNTEEA.

FTIAI 0

ANV EE—F J0O0—-/VULEREE—R

T7AIWKLARIL LAV 15

FERLEDHT RS1Y | RADIUS H—/\—ADBWEDLEIZH L THBEINBEWNEE., DY —/\—
FFTVLTVWBRTENEZIONKTT, ZDHE. FONETITICHAL
RADIUS H—/X\—ADEWVWEDLEZTO EINE LBV EBESINE T,
ARINY RTTY RIALERETDE. RIGEDY —/\—ZIEE LI
Al dead K& LTIKRL. BVWEDEZTNDEWVWKDICLEXRT,

=R

TY R LZE IO DCRET DHEERLET,

# configure terminal

(config) # radius-server deadtime 10

(config) #

show radius statistics

B RADIUS B —/N\—DEWEHEDREHERERTLE I,

VIV IR show radius statistics

INGA—5— L

FIAI bk BL

ANV RE—FR FROOANVY RE—R

FI7AIW KL LA T

FERAEDHA RSy | KOYY RIE. RADIUS H—/\—DBLWEDHEDHEHERERRLET,
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A :

RADIUS =/ \—DEWVWEHEDREHERZERRI 2TEERLET,

State is Up

Round Trip Time:
Access Requests:
Access Accepts:
Access Rejects:
Access Challenges:
Acct Request:
Acct Response:
Retransmissions:

Bad Authenticators:
Pending Requests:
Timeouts:

Unknown Types:
Packets Dropped:

Malformed Responses:

# show radius statistics

RADIUS Server: 172.19.192.80: Auth-Port 1645, Acct-Port 1646

Auth. Acct.
10 10
4 NA
0 NA
4 NA
0 NA
NA 3
NA 3
0 0
0 0
0 0
0 0
0 0
0 0
0 0

show tacacs statistics

=]:y) TACACSHY —/\—DEVWEDEDHEHERZRRL X,
VIV IR show tacacs statistics

INGA—5— AN

T DI 17U

ANV RE—F FEOINY RE—R

FTIAILELARIL LA 1

EREDOHT RST1Y

ARAVY RIE. TACACSHT —N—DBEVEDEDHEEREZRRLE
ER

A :

H—N\—BEDHHERERRIT 2T EERLET,

Socket Opens: 0
Socket Closes: O

Reference Count: 0

# show tacacs statistics

TACACS+ Server: 172.19.192.80/49, State is Up

Total Packets Sent: 0O
Total Packets Recv: 0
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clear aaa counters servers

Br RADIUS/TACACS+Y —/\—DfEetEHR=I U 7 LE9,

VIV IR clear aaa counters servers {all | radius {/P-ADDRESS| /PV6-
ADDRESS | all} | tacacs {/P-ADDRESS | IPV6-ADDRESS | all} | sg
NAME}

INTA—F— all : INTOY—/\—, EULIFEBELILEEDINTDY —/\—DFiET
BEHR=I U7 LXT,
radius : RADIUS H—/\—DfEsHEHR=IY 7 LET,
IP-ADDRESS : #isti5® =20 ) 795 —/)\—% IP 7PRLATHEELZE
ER
IPV6-ADDRESS : fretigs® =o' 79 5H—/\—% |IPv6 7 RL XA TIEE
L&Y,
tacacs | TACACS+H—/\—DffstBEHR=oI U 7 L£T,
sg NVAME : I8 LT —N\—=T I —TDINRTOY—/\—DfFEtIEHRZ
U7 UET,

FIAILE g

aOYY RE—R BHEETE—R

FIAILELANI LI 15

ERLEDHI RST1Y

AIXY Y R(E. RADIUS/TACACS+HS —/N\—DiffstiE®m=zo V7 LET,

A :

IARTD RADIUS/TACACS+HY —/\—DifistEHRkE= 0 U 7 2 EZRLET,

#

# clear aaa counters servers all

H—/)\—T)L— Tserver-farmy DINTOY —/N\—DFEsHEHREI ) 7D AEER~LET,

#

# clear aaa counters servers sg server-farm
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8.3 AccessDefender IV YV R

AccessDefender AN Y REZFNICHIHT B/INTA =Y —D—EBEZLUTORICALET,

NV R ANV REINSGKX—H—
access-defender access-defender
authentication authentication interface INTERFACE-ID [,|-] {dot1x | mac | web |
interface static}
no authentication interface INTERFACE-ID [,|-] {dot1x | mac | web
| static}
access-defender access-defender static mac MAC-ADDRESS [vlan VLAN-ID]
static mac interface INTERFACE-ID]
no access-defender static mac MAC-ADDRESS
roaming enable roaming enable interface INTERFACE-ID [,|-]
interface no roaming enable interface INTERFACE-ID [,]-]

logout aging-time logout aging-time [SECONDS [MINUTES [DAYS]11] [dot1x | mac |
web]

no logout aging-time [dot1x | mac | web]

logout timeout logout timeout SECONDS [MINUTES [HOURS [DAYS]]] [dot1x |
mac | web]

no logout timeout [dot1x | mac | web]

logout clock logout clock HH:MM {dot1x | mac | web}
no logout clock [dot1x | mac | web]
logout linkdown logout linkdown disable interface INTERFACE-ID [,|-]
disable interface no logout linkdown disable interface INTERFACE-ID [,|-]
logout linkdown logout linkdown time {SECONDS | enable interface INTERFACE-ID
time LI-1}
no logout linkdown time [enable interface INTERFACE-ID [,[-]]
max-client max-client NUMBER interface INTERFACE-ID [,|-]
no max-client interface INTERFACE-ID [,|-]
authentication authentication auth_mode port_vlan_mode
auth_mode no authentication auth_mode port_vlan_mode
port_vlan_mode
aaa-local-db user aaa-local-db user USER-ID [password [0 | 7] PASSWORD] [vlan
VLAN-ID]

no aaa-local-db [user USER-ID]
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show access-
defender

show access-defender {port-configuration | port-channel-
configuration}

show access-
defender client

show access-defender client [interface INTERFACE-ID [,|-1] [type
{dhcp-snooping | disc | dot1x | mac | static | web}]

show access-
defender aaa-local-
db

show access-defender aaa-local-db

access-defender
logout

access-defender logout {ip {IP-ADDRESS | IPV6-ADDRESS} | mac
MAC-ADDRESS | user USER-ID}

FINY FOFBZEXUTICHEALET,

access-defender

B AccessDefender REE— RICBITLET,
VIV IR access-defender

INGA—5F— AN

FIAI bk BL

ANV RE—FR JO-NIVEEE—R

F7AIW KL LIV 15

ERLEDHI RST1Y

AIOAYY REFEHTDE. AccessDefender ZEE— RICEITLET,

=B -

AccessDefender 38EE— RICBITIDAEERLET,

# configure terminal

(config-a-def) #

(confiqg) # access—-defender

authentication interface

B R—hBETR—E7 I ARAZEMCLUET, BEBHICTDICIE. no
ERXZERALET,

VYOI R authentication interface /N7ERFACE-/D[,|-] {dot1x | mac | web |
static}
no authentication interface /N7ERFACE-/DL.|-]1 {dotlx | mac | web
| static}

INSGA—5— INTERFACE-ID : R— h7 OV ARBIZBMCTBDR—rZEELE

o UTDNTA=F—DVWINHZEFERATEXT,
« port: R—hDR— K7 I RBIAEEEMCLETD,
+ port-channel : R— ~hF v RV TCR— N7 I AR EBHICLE
EP
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authentication interface

dotlx : |[EEEB02.1X FWEEZBMIC LRI,

mac | MAC SBEEZ=BHICL XTI,

web : Web BEFZBEMICLFT,

static | FAAEE U CEFRSNIImRDOERZHFILET,

7_‘7 7|')|/ I\ ?N—C@TI’\— I\T“?’\\—C@/T\— I\TQ‘EXM nJ-.Eb\E)(jJ
ANV RE—R AccessDefender 58— R
FIAILELANI LA 15

ﬁﬁﬁi@ﬁ’r R?’r‘/ ZIKJV\/ F'C(;\ /—R_ h%{ﬁ_t\-\/—ﬁ_ FTUtXn:muE%ﬁ)‘j”k_ L/ig_o

static A 7> 3 I(3 Ver.2.01.00 LUETHYR—bMLTWET, CODAS
Y3V %{FERYT D E. access-defender staticmac 1Y R CTEIRLZER
SEREIRAR D ER U 7eBRICEREEICARIN LB D & LTIRWLWE D,

B
R— bk 1/0/2 T IEEE802.IX RBEEZEBMICT A FEZRLE T,

# configure terminal

(config) # access-defender

(config—a—-def) # authentication interface portl/0/2 dotlx
(config-a-def) #

access-defender static mac

By FEEAEIRRZERLUET, TV MY —ZHIBRI BICIE. no EXZ=FEHR
L&,
VIV IR access-defender static mac MAC-ADDRESS [vlan VLAN-/D]

interface /NTERFACE-IO]
no access-defender static mac MAC-ADDRESS

INTGX—=5— MAC-ADDRESS : FEEAREIRAD MAC Y RL AZIEEL XY,

vian VLAN-/D: ulunﬁxgjﬁdﬁj{b\ulbn ﬁ%(‘iﬁ@@éﬂf:ﬁ%—?(:iﬁﬁﬁéﬂé
VLAN @ VLAN ID = EE L XY,

interface /NTERFACE-ID : BAAREIHADN— M ZBELET, UTD
INGA=F—DW\WI NN ZEFERATEXT,

« port: R—hTHEELET,

+ port-channel : 'R— ~F ¥ R)LTIEELET,
T4k L
ANV RE—F Z8a—/\b

EE—R

Ka
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access-defender static mac

T ALV

LANJL 15

ERLEDHI RST1Y

AOAVXY RF, BAARBHRKRDEFZITVET, RAAERK(F. FEHRT
BDR— B TR—= K7 I ABIAEOEMNDZEIC. BEINICFRIERIIE LT
EONZHKRTT, WHIHTDR— N TRIAABEIRKZHA T DICIE.
authentication interface 1< R T static A 7> 3 VZIEE T DREN
HHFET,

AIY Y RIE Ver.2.01.00 UETHR—MLTWETD,

A -

AN BImAEERT 277 E5ERLET,

(config) #

# configure terminal
(config) # access-defender static mac fc:6d:d1:00:00:01 vlan 10 interface port 1/0/1

roaming enable interface

=]:y) R—hFPOCARIAORIAA—ZI VI ZBMLET. BWMCITDEHEE
(F. no EREERLEI,
VIV IR roaming enable interface /NTERFACE-/DI]-]
no roaming enable interface /N7TERFACE-/ID]-]
INSGA—5— INTERFACE-ID : R— K7 O RABIEDRIEA—ZI VI =EFHMTT S
MR=bhZEEBELET, UTD/INSA=F—DVWITNNIZEFERATEXT,
« port: R—hCRIEA—ZIVIZEHMCLET,
+ port-channel : R— b F v R CRIEO—Z VI ZBMCLET,
v DI )
ANV ERE-F AccessDefender BEE— R
T7AIWKLARIL LAV 15
EREDHAC RSAY | RIXYRTE R—h7 I ARBEOFAEN—I VI ZBRICLET,
ERBI :

R— bk 1/0/1 TRIEA—Z Y IEEWCTBHEERLES,

config-a-def) #

# configure terminal
(config) # access-defender
(

(

config-a-def)# roaming enable interface port 1/0/1

logout aging-time

BiY

K— 7o RBAOWEET— VY TRHERELET, REET T
IWRICRTICIE no EREFERLET,
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logout aging-time

VIV IR

logout aging-time SECONDS [IMINUTES THOURS [DAYS]11] [dotix |
mac | web]
no logout aging-time [dot1x | mac | web]

INGX—5—

SECONDS: T—y v JRED#MEAZ 0 © L <IE 10~86400 DEFHT
?E/'_f L/ig_o

MINUTES : T—2 v JKBO 7 8% 0~59 DHBETEEL I,
HOURS : T—Y v KB OKHEE A Z 0~23 DHETEEL XTI,
DAYS: T—YVIJRHEOHEZ 0~59 DHEETHEEL XTI,
dotlx : |[EEE802.IX REEND I —I Y IREZEIREL T,

mac : MACREED I —Y YV JREZEEELE T,

web : Web DI —Y YV JRKEZIEELF T,

FI7AIE

INTOFIATOMN (T—I VT3 THNAEWN)

ANV ERE-F

AccessDefender 28— R

FI7AILRLNRI

LA 215

EREDOHT RST1Y

ARIAXYVRIEE, R=rT7 IV RRIAOEBEI-IYVI/REAZRELE
—g_o nlbuIE/ﬁOj’r?\ @Eﬁ'anHFEﬁb\I JJQH%FEﬁ;C—El_—g_é(\:.Dﬁ
7 MUBANMTONE T, 0 MWDBEEFI—-IV I3 ThNEEA,

=R

Web SREEDEBET—Y YV IV KEERES 2 EZRLET,

(config-a-def) #

# configure terminal
(config) # access-defender
(config-a-def) # logout aging-time 1000 web

logout timeout

BiY

MR—=RT7 O RABEEDEMNEEZRELET, XEZT IAIMIRETIC
. no EXAEFERALEXT,

VIV IR logout timeout SECONDS [MINUTES ITHOURS [DAYSI] [dotix |
mac | web]
no logout timeout [dot1x | mac | web]

INGA—5— SECONDS : B DM EfIZ 0 © L <X 10~86400 DEF THEE L

N

MINUTES : BRHRID 2 Bu% 0~59 DFEETHEEL XTI,
HOURS : BREAB DR #EAIZ 0~23 DEETEEL R I,
DAYS : BMEAR DB &A% 0~59 DHEETEEL X I,
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logout timeout

dotix : |IEEE802.1X FREEDEMHEZIBEL X,
mac : MAC nlb\pE@ﬁ}bﬁgFﬁ%? Ebgi_g‘_o

web : Web nlb\uJ—.E@ﬁ)(jJHHFﬁ&j: Ebig—o

FTIAILE IANRNTDFREITO# (BHEABIEESDIRLY)
ANV RE—R AccessDefender 58— R
FIAI LRIV LI 15

ERLEDHI RST1Y

AAT YV R, R=KT7 I ABAOEMNHEEEZRELFT . EMEEHD
E&bbﬂtb\é 70_1_IZ|\ niéjéﬂﬁFﬁb\%iLjé(\.:nlL:\EJ_.E\ﬁ77'r7\ NI
70 RUEBNMTHONET, 0 WOREDHE. BWHPHEIEFEDONFE
Ao

AIY Y RIE Ver.2.01.00 UETHR—MLTWETD,

A

Web nlb\nJ—.Eo)ﬁ)(jJHH Fﬁ x ;QE

IBEERLET,

(config-a-def) #

# configure terminal
(config) # access-defender
(config-a-def) # logout timeout 1000 web

logout clock

B FREDREICR— 7 O AR 2 —F (CERFIERT 25 1N —ZREL
I, HEZHIFRTDICIFE. no B =FEALEXRT,
VIV IR logout clock //+:MM {dotix | mac | web}
no logout clock [dot1x | mac | web]
/fax—ﬁ— HH:MM ulunIEﬁ*lZ?&/—5E#yu%$ L/gf—g_o
dotlx : IEEE802.1X 3 At IJIE‘C;UEIE%EB/%&??L\ig—O
mac : MAC E?JD\EJ—.E_CWL. nIEﬁq:lZ?%??L\ig—o
web : Web F¥5E TS uIEﬁ*B%%f?L\ijo
FIAI bk mU
ANV EE—F AccessDefender &REE—
FIAILELARIL LIV 215

ERLEDHI RST1Y

ROV Y R(F. FAEDOKBICR— K7 V2 ABAEDRIEF T 517> bC
XL THEHINCOIT DI MUBZETS VIV —ZRELEXT,

ARV Y RIE Ver.2.01.00 UETHR—FLTVWETD,
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ERASG
Web nlL:I:lJ-.EO)FUL: uE77'r 7> k7% 18:00 Lﬁ%UDﬁJ ~ i\'é'%)ﬁlf%‘_l'\bgf?o

# configure terminal

(confiqg) # access-defender
(config-a-def) # logout clock 18:00 web
(config-a-def) #

logout linkdown disable interface

B MR=bDIYITIVICKBDR—ETFIRIABIAOOT 7D MR ZITD
BOWKIICULET, REZHIBRT DICIE. no ERXZFERALET,
VIV IR logout linkdown disable interface /N7TERFACE-ID L]-1
no logout linkdown disable interface /N7ERFACE-/D L|-]
JATRA=T— INTERFACE-ID: )Y 589V (C & BRIEOT T Y M EFTHENR— h
EEELERT. UTONIA=F—-D\WITNAZFERTEXT,
port : R— KN TIEELFT,
port-channel : /R— ~F v X)L TEEL XD,
FIAI bk mU
ANV EE—F AccessDefender FREE— R
F7AIW KL LIV 15

FEREDHACIRSAY | ROV RE R=bDOUYITIVICHESR- T I ABIEOOTT
D NMLBETHDEVWESICRELXR I,

ARV Y RIE Ver.2.01.00 UETHR—FLTVWETD,

R
K=K 1~10 TUY I I TOR— R T L ABEDOT T 5 METHENK S ICT BHFERL
7,

# configure terminal

(config) # access—-defender

(config-a-def) # logout linkdown disable interface port 1/0/1-10
(config-a-def) #

logout linkdown time

=]:y) R=bDIVYIFTIVRICR—-NFPIRRIOOT 77 NMUBZETT
DECDIAN—ERELXT, REZHIFRT DICIF. no EHXZFEAL
ESCI

VIV IR logout linkdown time { SECONDS | enable interface /NTERFACE-ID
LI-1}

no logout linkdown time [enable interface /N7ERFACE-/D L|-11

INGR—F— SECONDS: UV 5585y hbRIOT T FOREEFS £ TORBE

(#) % 1~300 DEFETHEEL T,
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logout linkdown time

enable interface /NTERFACE-ID: )OO VHBRIEOTI 7 I ME
TDIAIN—ZIMETDR—BEZIBELET, UTD/ITA=F—DWNT
NHZERTEET,

port : R— R TIEELFT,

port-channel : /R— b F v RXILTIHEEL XD,

FTIAILE ZL
ANV RE—R AccessDefender 58 € E— R
FIAI LRIV LI 15

ERLEDHI RST1Y

AOAXY RIE. R=cDUYIFTIVHER—NFOCRBIOOT 75

NMUBETSETDYIY—%REL. BEIDZR—bZEEELXT, C

@E#ﬁﬂlﬂh.')/?ﬁ?/b‘ Dy o7y FICEIRBLEEBE, &Y TBR—
DFREEEHADOT 77 MLEB(IITVEE Ao

ANV RIE Ver.2.01.00 UETHR—FLTVWETD,

fERA -

R—=bt1~10 TUYIIIYTOR— T ILIABIEDOT 7 I hEEITTDETDY AN —ZHRE

9B EERLE T,

config-a-def) #

# configure terminal

(config) # access-defender

(config-a-def) # logout linkdown time 10

(config-a-def) # logout linkdown time enable interface port 1/0/1-10
(

max-client
=]:y) R—= b TOR—KT7IVECRBIAEORRKI 17V MZERELERT ., RE
ZHIBRT BIC(E. no XX ZFEALEXT,
VIV IR max-client NUMBER interface /NTERFACE-ID L|-1
no max-client interface /N7ERFACE-/ID LJ|-1
JATRA=T— NUMBER : K~ N7 2 ¢ AREDBRAD 51 7> N§E 1~128 DFET
EELEY,
interface /NTERFACE-ID: &RV SA 7Y hNZZRET DIR— b ZIEE
LET. ULTDONIX—=F—-DW\WINHZEFERATEXT,
« port: R—hTHEELET,
+ port-channel : 'R— b F v RV TIEELFT,
TI7AIbE BL (INTDIR— b TRAREY 17 FODIEERL)
ANV EE—F AccessDefender FREE— R
FI7AIW KL LIV 15
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max-client

FEREDHA RSIY | KOV Y RIE R—hFIERXBEORKRI AT MIEEELET,
ANV RIE Ver.2.01.00 UETHR—MLTWVWET,

fERHA :
R—b1~10 TU Y IY IV TOR— T O RBIAOOT 7 I b EETITDETCDIANN—%HKTE
TEHEERLED,

# configure terminal

(config) # access-defender

(config-a-def) # max-client 100 interface port 1/0/1
(config-a-def) #

authentication auth_mode port_vlan_mode

=]:y) R—hk VLAN E—RZEHMICLET, BT TBICE. no FEXZEAL
ESCI

VIV IR authentication auth_mode port_vlan_mode
no authentication auth_mode port_vlan_mode

INSGA—5— AW

FTIAI )]

ANV RE—F J0—/VULEEE—R

T7AIWKLARIL LAV 15

FEREDHI RS1Y | AOT Y RIE. MAC RBEEH KU IEEE802.1X RBEETEIET 2/R— b
VLANE—RAT2avZEEBMCLERIT, R— b VLAN E—RTIE L
BHYELCEDIIFIvICEIDHETONL VLAN ZR— D7 I7EX
VLAN 2\ ER1T 1 T VLANICEELEYT, COEENTONDE.
%7523 VLAN ID ZFiEBHE I DRA MDREEIFFFAISNE B X
7o VLAN ID OFAEBUZERFICBEVWRAMDFIAE. ¥ DETL—A
DHTEEEITIRA R ZRVWTEHFAISNEE A,

=B
R—hK VLAN E—RA T2 a3V ZzBMCT A EZRLET,

# configure terminal
(config) # authentication auth mode port vlan mode
(config) #

aaa-local-db user

B AccessDefender DAO—HANT —INR—=R([CA—F—-Z=EHKLFT, TV
b —ZHIBR T DICIE. no ERZEERL XTI,

VYOI R aaa-local-db user USER-/D [password [0 | 71 PASSWORD] [vian
VLAN-I1O1
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aaa-local-db user

no aaa-local-db [user USER-/D]

INGA—5— USER-ID: 8% 9 21— —%% 63 XFURNTEELFT,
password : 1— S —D/\XT—RZEH LFT,

0:/\XATV—REFXTANTDHEICEELET, /\AT—F(E 63 XF
DRTABDLERT,

7:)\RT—RZBESEEATANTIHEICEELTRT, /{RT—RE
100 XFHATAATEET, TO/INSX—F—ZFE LEWLHFE, /IR
T— REFEXE L TEBENK T,

PASSWORD : ¥XE UL IS NI/ NAT— RZAADLET,

vian VLAN-/D : FRERINEICEID H TS VLAN ZIEEL XY,

FTIAILE ZL
ANV RE—R AccessDefender 58— R
FIAI LRIV LI 15

FREDHT RSy | AOY Y RIE. AccessDefender OO—HIVT—IXR—X([C1—H—%%Z
ﬁbijo %ﬁbf:l_ﬁ_'g/—ﬁ '\TthulL,u.[Ejj__tb\ Iocal O)i’% (n_
SRBREINET, O—HILT—IR—ADIV KJ—DEXRHIZ 3000 T

ER
no FXTI-—HY-—ZHEELBWVNGEE., INTOI-—Y-—HHKREINE
ER

ERA -
AccessDefender D—HILT —IR—R[[CA——%EEBMITDHEERLET,

# configure terminal

(config) # access-defender

(config-a-def) # aaa-local-db user apresia password apresia vlan 10
(config-a-def) #

show access-defender

=]:y) R— kD AccessDefender DR EIFTHRERTLEFT,

VIV IR show access-defender {port-configuration | port-channel-
configuration}

INGA—5— port-configuration : £/R— kD AccessDefender REEZERRLET,
port-channel-configuration : Z/R— ~F v )LD AccessDefender &
EERRLET,

FIAI bk mU

ANV RE—FR FEOINYY RE—FR
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show access-defender

T ALV LA 1

FEREODHITRSAY | AV ERIE,. R—bFELULLKIER—MFY¥RITE}ET D
AccessDefender DERERREZRRLEXT,

EREA
£IR— b D AccessDefender SREREEZRRT DA EERLET,

# show access-defender port-configuration

AccessDefender Port Configuration:
mac = mac-authentication, 802.1X = IEEE802.1X,
web = web-authentication,
DHCPSNP = DHCP snooping,
TTL = web—-authentication ttl filter,
o = enable, x = disable

Type C Port

1 8 9 16 17

e + + +——
mac L i i e
802.1X 1 o e e
web I oot it
DHCPSNP 1 ....iiir tivenenr ounn
roaming 1 ....iiih cieiieee eenn
TTL L e e e e
#

show access-defender client

BW AccessDefender DFREEV 21 7 hDIEHRZEZRRILE T,

VYOI R show access-defender client [interface /N7ERFACE-/D L|-11 [type
{dhcp-snooping | disc | dotlx | mac | static | web}]

INGX—=5— interface /NTERFACE-ID: RIRS BV Z1 7Y hDR—bZEEELE

o UATDNSX—=F—DWVWINHZFERATEEXT,

port : IEEL/R— DRI 17V bDBERERRLET,
+ port-channel : EEL/Tc/R— b F v RIVDRBFED 517> bDIEHRZ
FRULET,

type : KR DI T 7Y bORADEREZREELF I,

dhcp-snooping : DHCP XX —EVIDITA 7V MNEBRERRLE
ED

disc : FEECKB LIS 7Y hOBEHRERRLE T,
dotlix : |[EEE 802 IX BREED T T4 7Y bMERZERRLE T,
mac : MACREED U S0 7> MERERRLET,

static : SRR EDI S17 7Y bOEHRBERZRTLET,
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show access-defender client

web : Web ulquE®77{7\ Il $E%§E/—_|__\L/i—§_o

FI7AIE ZL
OYYRE—R FEOINY RE—R
e AN LA T

FEREDHT RSy | AOY Y R, AccessDefender MBI 7 Y hDEHRZERRLUE
9, AccessDefender SBEET S 7Y MERICIE. R— 7 7 XFREE
(MAC F25E/IEEE802.1X FREE/Web F8:E) (CEZH Lo 51 77 > b DA,
DHCP AX—EVITHAINI A7 b&. MAC FBEEICKBL T
Discard [CEFRENIZI 51 7Y FDBEBNIEENET,

A :
INRTD AccessDefender FBEETV 51 7Y bDIEHREFR NI DA EERLET,

# show access-defender client
Total number of Clients : 3
Total number of Discarded Clients : 1
Codes: W = Web authentication,
M = MAC authentication, - = MAC authentication (discard),
X = IEEE802.1X, D(S) = DHCP snooping (static),
Port: C = port-channel, * = roaming.

T MAC address 1P Port VIiD
User Time  Aging
- 00-17-A4-F6-D3-04 1/0/3
0017a4f6d304 0:00:21 0:00:00
WD 00-17-A4-D6-B3-A4 172.170.100.100 1/0/1 4094 10
webuser01 0:20:39 0:00:00
D 00-17-29-7F-6F-2A 172.170.2.100 Cc/1
N/A 0:00:36 0:00:00
#

show access-defender aaa-local-db

=]:y) AccessDefender DO—HI T —FIR—RIEHRERRLET,
VIV IR show access-defender aaa-local-db

INSAXR—5— AN

v DI 17U

ANV RE—F FROOANVY RE—R

FTIAILELARIL LAJL 1

FERLEDAIRSIY | &L
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AccessDefender D—HILT —IR—REHR=EERRIT DAEERLET,

# show access-defender aaa-local-db

VID

50
20
30
40
50
60

access-defender logout

B TEEEADISA TV hEOTT7 IO RULET,

VIV IR access-defender logout {ip {/P-ADDRESS | /PV6-ADDRESS} | mac
MAC-ADDRESS | user USER-/D}

INGA—5F— ip: 007083205147 % IPV4/IPv6 7 RLATEELE T,
IP-ADDRESS : 247>V D IPv4A 7 KL RAZANDULERT,
IPV6-ADDRESS : V247>V hDIPv6 7 RLRZANULERT,
mac MAC-ADDRESS - A7 9202147 k% MAC 7 RLXT
?E/Ebig_o
user USER-/ID: O 7O KITBDUSA7Y hal1——LZTEE
EP

v DI 17U

ANV EE—F KEXRITTE—F

T7AIWKLARIL LAV 15

EREDOHT RST1Y

ARIAXYV KR REEHFDI A7V QT 7T T BIRICERLE
ER

MAC FREEICKBL T Discard [ICEIFRENTWBR I 17V MM LTE
O Y RZEERATDE. Discard DEFEAEBRINE T,

A :

10.0.0.1 D IPv4 7 RLATRHEES NIV SA 7Y himRZaO 07 I 32 A EERLET,

#

# access-defender logout ip 10.0.0.1

2001::2001 D IPv6 77 RLRATREIES NIV S 7Y binRkZQI 7O T 2AEERLET,

#

# access-defender logout ip 2001::2001
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00:00:00:10:00:77 ® MAC 77 RL ATREEE NI S 7Y binRZOI 7O b3 2/ EERLE
ER

# access-defender logout mac 00:00:00:10:00:77
#

T'web-user; OI1—Y—ID TRIEEH I A7V bianKRZOI 7O I DHEERLET,

# access-defender logout user web-user

#
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MAC nlL.\uE:|7/ '\t%ﬂ(;ﬁmgé/\jx 9 D— E&J’/{—F@%E(k_/—f\big—o

vV R

ARV RENRTKX—5—

mac-authentication
enable

mac-authentication enable

no mac-authentication enable

mac-authentication
discard-time

mac-authentication discard-time SECONDS

no mac-authentication discard-time

max-discard

max-discard NUMBER

no max-discard

mac-authentication
ignore-dhcp

mac-authentication ignore-dhcp

no mac-authentication ignore-dhcp

mac-authentication
password

mac-authentication password [0 | 7] PASSWORD mac

no mac-authentication password mac

mac-authentication
username mac-
format

mac-authentication username mac-format case {lowercase |
uppercase} delimiter {{hyphen | colon | dot} number {1 | 2 | 5} |
none}

no mac-authentication username mac-format

BANY FOFHEZENTICHRRBLEI,

mac-authentication enable

B MAC FEFZBMCLET . MAC REFZEMICT DICIE. no IV K&
EALXT,.

VIV IR mac-authentication enable
no mac-authentication enable

INSGA—5— AW

FTIAI 23V

ANV RE—F JO0-/NVEREE—R

T7AIWKLARIL L)L 15

FERLEDOHAIRSAY | AOY Y RIE. MAC RIED7O—/\ULREEBMCLET, R—KT

MAC SREEZEBMICT BIC(E. authentication interface 1Y RZ&E{EH
LED,

MAC SREENMER SN/ 54 7 ~E Discard [C&EEFSN. LI ST
TR TIL—LAEZELTE MAC FEFIZEITSNEH A, Discard
Z$%(X. mac-authentication discard-time Ci5E L/-BRENRET D&
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mac-authentication enable

HEIHICHERENE T, £/-. access-defender logout 1Y RIZKD
FENICHRRIDEETEET,

=R
MAC SREE=E®C T DA EERLET,

# configure terminal
(config) # mac-authentication enable
(config) #

mac-authentication discard-time

B Discard DEHRFHEZHRELFTT, T 74 NMEICRETICIE. no EHXZERE
RULET,

VIV IR mac-authentication discard-time SECONDS
no mac-authentication discard-time

INSGA—4— SECONDS : Discard OE#EFE () %Z 300~86400 DEETHEEL X
ERS

FI7AIE 300 #

ANV RE—F AccessDefender sREE— R

F7AIW KL LA 15

FERLEDHT RST1Y | MAC REEAET ENU 54 7> & Discard [CESFREN, LIS

VBT L —LZERELTE MAC FREEFETENE A, 2OV Y

RiE. Discard BFRORFFEZHRELFTT, BELLCHEINMRET D&
Discard Z#k(SHEINICHERSNE T,

fERHA -
Discard D& ixFEZ 600 CREIT DA EZEZRLET,

# configure terminal

(config) # access-defender

(config-a-def) # mac-authentication discard-time 600
(config-a-def) #

max-discard

B Discard [CEJRTEDRRKIZAT7VMNERELES, T 74 ~DEK
EICRTICIE. no EXZFEALET,

VIV IR max-discard NUMBER
no max-discard

INGAR—5— NUMBER : Discard [CEBHETEDRRI 17> h#%& 100~200 D
ETEELXRT,

FTIAIE 200
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max-discard
aANY RE—R AccessDefender 38 EFE— R
FIAIEKLRIL LI :15

EREDOHT RST1Y

ATV RiE, MAC FREFICkB LT Discard [CEFSNDIS1T7 YV b
DERERAHZEIBELET,

A :

Discard BSRAIREIL D 1 7 Y M RDEAEZ 100 (CHIRT 2 77EZERLET,

# configure terminal

(config-a-def) #

(confiqg) # access-defender
(config-a-def) # max-discard 100

mac-authentication ignore-dhcp

B DHCP. NS/\Zw b MACRREED bS5 7 ¢ v JHIfHINRAE LXT, T
TA)VBCRTICIE. no R ZEFERALEXT,

VIV IR mac-authentication ignore-dhcp
no mac-authentication ignore-dhcp

INGA—5— AW

FTIAI 3]

ANV EE—F AccessDefender FREE— R

T7AIWKLARIL LAJL 15

EREDOHT RST1Y

MAC BEENBHBR— B TIE, RBEECHINTDETRSITrvIET
Ay J&EN£Ezd, Ic&XF DHCP TIP P RLRZEEBITZI517V b
([F. DHCP /XTw R EIC KD MAC FBEEATHONE I A, FREENIEICE
ENFET D EZDHAE. DHCP/XT Y hAV 7Oy IENsd/céh. IPF7R
L ZEBEN R LA—=XICTHNT . &RIEMNICU Y IO-HIILT RLZHEID
HToNBENHDEXRT,

ARIANY REFRIDE. V51472 5D DHCP, DHCPV6, HKT
EREEE/\T Y % UDP IR— hESY ICMPV6 1 THBIRHE L. ZD
Ty RIS MAC REEICKD ST v v JHlHZITHENELSICL
FI, ZOMDIR— KT ICRABIED ST« v IHIEHICIIEEEREL
FE Ao

A

2547~ ®DDHCP, DHCPv6, ICMPv6 NS /Wy b7 MACTREED b5 7 1 v T HlIfHIX RH &

92 EERLE T,

# configure terminal

(config-a-def) #

(config) # access-defender
(config-a-def) # mac-authentication ignore-dhcp
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mac-authentication password

=]:y) MAC FRIEDHB/NXT— RZRELET, T 7AW NIRTICIE. no
REFEALET,

VIV IR mac-authentication password [0 | 7] PASSWORD mac
no mac-authentication password mac

INGA—5— 0:/XRT—RZEXTANTDHEICEELX T, /N\XAT—RIF&RK 63
XFCTAALET,
7RV =R ZBESKERXATANTIHRICEELXRIT ., CD/INTX—
Y—ZEELLEWGE, NAT—REEXE L TREENET,
PASSWORD : ¥ X FRTzIFEFSILSNIZ/SAAT—RZADLEXT,

FIAIbE BUMAC? RLR%&E/XRT—RE L TER)

ANV EE—F AccessDefender EE— R

FTIAILELARIL LAV 215

EREDOHT RST1Y

AONXY REF. MAC FEECTRET DRICHEAT DHE/(RT — M ERE
LET. MAC REEOHBE/NR T — RARESNTVEWNGE, 7517
YD MACY RLRZ/INAT—RTEALET,

A

MAC FBEED B/ VX T — K% Tpassword1) [CERET DA EZERLET,

# configure terminal

(config-a-def) #

(config) # access-defender
(config-a-def) # mac-authentication password passwordl mac

mac-authentication username mac-format

BiY

MACRREECOA—T—&ZD MACTY RLADERZEELEXT, T T4
FOREICEIICIF. no EHZEFEALXT,

VIV IR

mac-authentication username mac-format case {lowercase |
uppercase} delimiter {{hyphen | colon | dot} number {1| 2 | 5} |
none}

no mac-authentication username mac-format

INGA—=5—

lowercase : HF & /N\XFEDHEAEDHDEICLET (Hl : fc6dd1abedef)

uppercase : ¥ F & A X FOMHAFEaHLECLIXT (F :
FC6DD1ABCDEF)

hyphen : K10 X5 %/\1 7 VICL%F (fl : FC-6D-D1-AB-CD-EF)
colon : XD XFEZJIOVICLES (Bl : FC:6D:D1:AB:CD:EF)
dot . XtINDXNFEAE Ry NZULZEYS #l: FC.6D.D1.AB.CD.EF)
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mac-authentication username mac-format

number | XYID XFDHEEELEXT,

1: XYIDXF1EEE B : FC6DD1:ABCDEF)
« 2:RXYIDXF2@EEE Wl : FC6D:D1AB:CDEF)
« 5:XYIDXF5@IEE (I : FC:6D:D1:AB:CD:EF)

none : XYIDXFZERLEEA (Bl : FC6GDD1ABCDEF)

FI7AIE case: lowercase, delimiter: none (4l : fc6dd1abcdef)
aANY RE—R AccessDefender 32 EFE— R
FIAIEKLRIL LI :15

FEREDHA RSy | AOAT Y RE. MAC BIAECTORETERATZD I —ADOERAEREL
T V547V D MACT RLRABRICH L. 16 EBEDT7ILT 7Ry
hEXXF/I\NXFOELELZEABT DN £icw RYIDXFOBEPH
EIRELET,

fERHA -
MAC 7 RL RZRSFDBE1—H—ZD MAC 7 RLADEAEREIT DA EERLET,

# configure terminal

(config) # access-defender

(config-a-def) # mac-authentication username mac-format case uppercase delimiter hyphen
number 5

(config-a-def) #
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8.5 IEEE 802 1X REEAN Y

CLI @ IEEE 802X FEEAN Y REZNICHM T B/INTAXA =T —D—BZUTORICRLET,

vV R

ARV RENRTKX—5—

dot1x enable

dot1x enable

no dot1x enable

dot1x timeout

dot1x timeout {quiet-period | re-authperiod | server-timeout |
supp-timeout | tx-period } SECONDS interface INTERFACE-ID [,|-]
no dot1x timeout {quiet-period | re-authperiod | server-timeout |
supp-timeout | tx-period } interface INTERFACE-ID [, -]

dot1x mode mac-
authentication-fail

dot1x mode mac-authentication-fail

no dot1x mode mac-authentication-fail

dot1x
reauthentication
interface

dot1x reauthentication interface INTERFACE-ID [,|-]
no dot1x reauthentication interface INTERFACE-ID [,|-]

dot1x ignore-eapol-
start interface

dot1x ignore-eapol-start interface INTERFACE-ID [,|-]
no dot1x ignore-eapol-start interface INTERFACE-ID [,|-]

dot1x initialize
interface

dot1x initialize interface INTERFACE-ID [,|-]

dot1x re-authenticate
interface

dot1x re-authenticate interface INTERFACE-ID [,]-]

show access-
defender dot1x

show access-defender dot1x [statistics] [interface INTERFACE-ID
[ I-1]

FINY FOFMZEXUTICHBALET,

dot1x enable

B |EEE 802.1X SREEZBMICLET, EMCTDICIE. no EREFEALE
EP

VIV IR dotix enable
no dotlx enable

INSGA—5— AW

FTIAI g

ANV RE—F J0—/VULEEE—R

T7AIWKLARIL L)L 15

FERLEDHI RSy | AOY Y RIE. IEEES021X RSN/ O—/LEREZEMCLET,
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|IEEE 802.1X SREEZBMICT 2 FEZERLET,

# configure terminal

(config) #

(config) # dotlx enable

dot1x timeout

BiY

|IEEE802.1X DR BEIAN—%EEZRELET., T IAINMDEREICET
[Z(E. no ER=FERLET,

VIV IR dot1x timeout {quiet-period | re-authperiod | server-timeout |
supp-timeout | tx-period} SECONDS interface /INTERFACE-ID L|-]
no dotlx timeout {quiet-period | re-authperiod | server-timeout |
supp-timeout | tx-period} interface /N7ERFACE-/D I.|-1

INGX—5— quiet-period : FRFIAKFDORIET Oy VRE (M) ZRELET, EIE 0
F7olE 5~65,535 DEHETIEELF T, 0 DIFEE. 7Oy IHEIEHD F
Ao
re-authperiod : FRDER (W) ZREL XTI, fEIE 5~2147483647
DEHETEELXT,
server-timeout : FREET —/\—DISEFERE M) ZREL XTI, BIF 5
~65,535 DEETIHEELEX T,
supp-timeout : 77U Y FOINERFLSRE (W) ZRELX T, EIE 5
~65,535 DEETEELX T,
tx-period : EAP-Request/Identity DXEEIFR (M) ERELF T, EIL0
Xfld 5~65535 OHEBECTCEELRT., 0 DIBFH. EAP-
Request/Identity Z3XfE L&A,

SECONDS: 914X —DKE (#) ZANDLEFRT,
interface /NTERFACE-ID : WRDR— R ZIBELET, LUTD/INTX—
Y—D\WITNHZFERTEET,
« port ! EEELIA—PXRY MIR—KMCEETDIREZTOBRICEEL
T, EBIEETEET,
« port-channel : R—hF v R VY —T 1 —REHREIT DHEICIE
ELERT,

FT7AIK quite-period : 60 7'\ re-authperiod : 3600 #'. server-timeout : 30
. supp-timeout : 30 ¥\, tx-period : 30 ¥

ANV EE—F AccessDefender FREE— R

TIAILRLARIL L)L 15

EREDOHT RST1Y

AOAYY RIE. IEEE802IX R CHOREY IV —ZRELE T,
server-timeout (£ Ver.2.01.00 LIEETHR— L TWET,
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ER :
/—ﬁ_ ~ 1/0/1 T IEEE802.1X nlquE@%‘*Eg’r? % Ejéﬁ/i%—f\bijo

# configure terminal

(config) # access—-defender

(config-a-def) # dotlx timeout quiet-period 10 interface port 1/0/1
(config-a-def) # dotlx timeout re-authperiod 7200 interface port 1/0/1
(config-a-def) # dotlx timeout server-timeout 60 interface port 1/0/1
(config-a-def) # dotlx timeout supp-timeout 60 interface port 1/0/1
(config-a-def) # dotlx timeout tx-period 60 interface port 1/0/1
(config-a-def) #

dot1x mode mac-authentication-fail

B EMEE— RZ MAC RBIERBME—RICHRELFT, T 7AINNDHREICRE
FICIE. no BHZFERLET,

VIV IR dot1x mode mac-authentication-fail
no dot1lx mode mac-authentication-fail

INSGA—5— mUL

FTIAI )]

ANV EE—F AccessDefender FREE— R

TIAILRLARIL LA 15

FERLEOAIRSAIY | ROY Y R(F. MAC BEEE IEEE802.1X AN MAEEL TLWBDR— K~
TOEEE—bFELT. MAC RIERME—bZEEELET., COE—K
TlE. #HIC MAC RiEEEAITL. KB LB EIC EAP-
Request/Identity DXEMITHNET,

fERHA -
|EEE 802.1X SRELDEMEE— F&E MAC SREIAKE— RICKRET DA FERLET

# configure terminal

(config) # access-defender

(config-a-def) # dotlx mode mac-authentication fail
(config-a-def) #

dot1x reauthentication interface

B |EEE 802.1X DBERIZEMICLET ., EMCTDICIE. no FEXZFER
LEXY,
VYOI R dot1x reauthentication interface /N7ERFACE-/D I.|-1
no dotlx reauthentication interface /N7ERFACE-/D L|-1
INSGA—5— INTERFACE-ID : RRDIR— L ZBELEFET, UTD/XTX—=5—DL)
INNZEFHATEXRT,
port . IEEL//R— N CHRBIMZEMICLET,
port-channel : {5 L/7c/R— b F v RV TERIAZEMICLET,
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dot1x reauthentication interface

FIAI L FNTDR— N TERD

ANV RE—FR AccessDefender EE— R

FI ALK LAJL 15

FERLEOAMRSAY | ROV Y R(F. R—hE8AITIEEE802.1X OBEFIAZEMICLET,

EAA :
/—ﬁ ~ 1/0/1 T IEEE 802.1X ulquE@ﬁmquE&ﬁ%‘k—jéﬁ/f&j_\L/i—g_o

# configure terminal

(config) # access—-defender

(config-a-def) # dotlx reauthentication interface port 1/0/1
(config-a-def) #

dot1x ignore-eapol-start interface

B Y TUAY SHEE LT EAPOL-Start Z8&ELF T, REZT A/~
[CRIICTBICIE. no ANV RZEFERALEY,

VIV IR dotlx ignore-eapol-start interface /N7ERFACE-/DL|-]
no dotlx ignore-eapol-start interface /N7TERFACE-/DL.|-1

INGA—5— INTERFACE-ID : ERIR— b ZIELEFT, UTD/IIX—=5—DW\T
NHZERTEEY,

« port: IBEL/R— KT EAPOL-Start #EHE L £,
port-channel : {57 L7c/R— b F ¥ %)L T EAPOL-Start ZfE&HR L &

=R
FTI2AIb #5% (EAPOL-Start ZER LAL)
aANY RE—R AccessDefender 32 EFE— R
FIAIEKLRIL LI 15

ERALEDOHT RS> | EAPOL-Start 1. U Ay A SHEEIMIC IEEES02.1X SREFARMAT
DEOFERIDEMIL—ALATT, AIVYYVRIFE. Y TUAYRHHOD
EAPOL-Start #ER I DR— hEFRELE T,

=R
R—h 1/0/1 T EAPOL-Start ZEHRIT DA EERLET,

# configure terminal

(config) # access-defender

(config-a-def) # dotlx ignore-eapol-start interface port 1/0/1
(config-a-def) #
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dot1x initialize interface

=T R— R TO IEEE802.1X REFEMHL LT

VIV IR dotlx initialize interface /NTERFACE-IDI|-1

INTGA—H— INTERFACE-ID : RR—bZEIBELEXET, UTD/INSTA—=5—DNT
NHAZ=FERTEXY,

« port: EELIR— NTHELERITLET,
+ port-channel : 5 L7Tc/R— b F v RILTHHALZETLUE T,

FTIAILE ZL
ANV RE—R AccessDefender &2 FE— K
FIAI LRIV LI 15

ﬁﬁi@ﬁ’r Ra’r\/ 2&:'7\/ l\\\_t\\(;\ /—R_ |\® |EEE802 1X nlbﬂ[E&*ﬂHH'be/ig—o 3_/\(@:1&4
AERREF U Y bEN., REDFIRARIEREDELCED T,

=B :
R—k 1/0/1 T IEEE 802.1X REE =ML S 25 EZERLE T,

# configure terminal

(confiqg) # access—-defender

(config-a-def) # dotlx initialize interface port 1/0/1
(config-a-def) #

dot1x re-authenticate interface

B R— KT IEEE 802.1X SREEDBRIZETLE T,

VIV IR dotl1x re-authenticate interface /N7ERFACE-/D,|-1

INGA—5— INTERFACE-ID : RDIN— hZIELF T UTD/INSX =5 —0DL)
INHZEFERTEETD,

port . EEEL//R— N CHRMZEITLED,
port-channel : {5 L/7c/R— b F v RV THERIAZETLET,

FTIAIE ZL
ANV RE—R AccessDefender &2 F€— K
FIAI LRIV LI 15

FERAEDHARSAY | KOYY RIE. IEEE802. X RAEDBRIAMZFE TEITLED,

ERA :
R— b 1/0/1 T IEEE 802.1X REEDBERILZXITI 2AEERLET,

# configure terminal

(config) # access-defender

(config-a-def) # dotlx re-authenticate interface port 1/0/1
(config-a-def) #
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show access-defender dot1x

B |[EEE 802.1X FREEDBHRZRRLEFT,
VIV IR show access-defender dotlx [statistics] [interface /NTERFACE-ID
LI-1]
INGAR—5— statistics : IEEE802.1X FRAEDMETER 2RI L XTI,
interface /NTERFACE-ID : RIS BDIR— K EZBELET, UTD/Z
A= —DW\WITNHZFERATEET,
« port: EELIAR—FDBERERRLUET,
+ port-channel : EEL7Tc/R— b F v RILDEHRZRRLET,
FTIAI U
ANV ERE—F FEOIVY RE—R
TIAILRLARIL LA 15
FERLEDHI RSTY | AOY Y RIE. IEEESO2.IXFREEDIERAERRLE T, statistics + 7> 3
VERFEREI. R—hDEEZTHEWVESIEY YU Y SDOFRIBRREIC
DVWTDEHRZRRUET, statistics A 73V afEAETS. R—h%
BE LB AE. R— N TO IEEE802.1X SREEDHREFHRERTLET,
statistics > 3 U ZFERLCHE. |IEEE802.1X REAFDMaHERZ X
~UET,
B

|IEEE 802.1X FREEDBEMERTRI 2/ F5%ZRLK T,

BE: state: Idle

KR: rxKey: false

KT: keyAvailable:

# show access-defender dotlx

802.1X Port-Based Authentication Enabled
802.1X info for Port-channell
Supplicant name: userl
Supplicant address:
portEnabled: true - portControl: Auto
portStatus: authorized - currentId: 1
protocol version: 2
reAuthenticate: Disabled
reAuthPeriod: 3600
PAE: state: Authenticated - portMode: Auto
PAE: reAuthCount:
PAE: quietPeriod:

00-0C-29-8F-8F-2A

0
60 - reauthMax: 2 - txPeriod: 30

BE: suppTimeout: 30 - serverTimeout: 30
CD: adminControlledDirections: In - operControlledDirections: In
CD: bridgeDetected: false

false - keyTxEnabled: false
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R— 1/0/1 TD |EEE 802.1X BEDREBERERRT 2 HEERLET,

# show access-defender dotlx interface port 1/0/1
Interface : Portl/0/1

PAE : Authenticator
Port Control : Auto

Ignore EAPOL start: Disabled
Quiet Period : 60 sec

Tx Period : 30 sec
Supp Timeout : 30 sec
Server Timeout : 30 sec
Max-req : 2 times
Re-Authenticate : Disabled
Re-Auth Period : 3600 sec

#

R— 1k 1/0/1 @ IEEE 802.1X REEDFEEHERZRTII DA EZERLET,

# show access-defender dotlx statistics interface port 1/0/1

Portl1/0/1 dotlx statistics information:
EAPOL Frames RX :
EAPOL Frames TX
EAPOL-Start Frames RX
EAPOL-Req/Id Frames TX
EAPOL-Logoff Frames RX
EAPOL-Reqg Frames TX
EAPOL-Resp/Id Frames RX
EAPOL-Resp Frames RX
Invalid EAPOL Frames RX
EAP-Length Error Frames RX
Last EAPOL Frame Version :
Last EAPOL Frame Source : FC-6D-D1-00-19-78

O O OO OO OO0 O
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8.6 Web FREEAVY YV

Web BRIV Y REZNICHET B/(5 X —5 —D—BEEUTORICRLET,

vV R

ARV RENRTKX—5—

web-authentication
enable

web-authentication enable

no web-authentication enable

web-authentication
http-ip

web-authentication http-ip {ipv4 IP-ADDRESS | ipv6 IPV6-
ADDRESS}

no web-authentication http-ip {ipv4 | ipv6}

web-authentication
https-port

web-authentication https-port TCP-PORT

no web-authentication https-port

web-authentication
redirect

web-authentication redirect {disable [http | https] | url URL}

no web-authentication redirect {disable | url}

web-authentication
snooping proxy-port

web-authentication snooping proxy-port TCP-PORT

no web-authentication snooping proxy-port

web-authentication
redirect proxy-port

web-authentication redirect proxy-port TCP-PORT

no web-authentication redirect proxy-port

web-authentication
http-session-timeout

web-authentication http-session-timeout SECONDS

no web-authentication http-session-timeout

web-authentication
jump-url original

web-authentication jump-url original

no web-authentication jump-url original

web-authentication
overwrite enable

web-authentication overwrite enable

no web-authentication overwrite enable

web-authentication
ttl

web-authentication ttl VALUE interface INTERFACE-ID [,|-]
no web-authentication ttl [VALUE] [interface INTERFACE-ID [,|-1]

web-authentication
logging web-access
on

web-authentication logging web-access on

no web-authentication logging web-access on

BANY FOFHEENTICHRRBLEI,

web-authentication enable

B Web SREFEBRICLET, EMCTBICIE. no ERXZEZFEAHLET,
VIV IR web-authentication enable

no web-authentication enable
INSGA—5— AW
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web-authentication enable

FTIAILE i3y
OVYY RE—R JO0—/NLEREE—R
FIAI LRIV LI 15

ERLEDHI RST1Y

ZIKJV\/ 'Q(;\ Web nlL;\I:l.I—-Ea)ﬁ D_/\}I/ E%ﬁ)‘j‘”k— L/ig_o %HU(&- Web'
authentication http-ip 1< > R T Web REED{RAE IP 7 KL XA = &%
BDRENHDFET,

=B -

Web 3 it nE%ﬁXﬂ(ujéﬁlf&Tbgfjo

(config) #

# configure terminal
(config) # web-authentication enable

web-authentication http-ip

B Web FEEADRE IP 7 RLRZERELR T, REZHIFRT DICIE. no iZ
REFERLET,
VIV IR web-authentication http-ip {ipv4 /P-ADDRESS | ipv6 /PV6-
ADDRESS}
no web-authentication http-ip {ipv4 | ipv6}
INGA—F— ipv4 /P-ADDRESS - RI8 IP 7 RL A% IPv4 7 RL ATHEELXT,
ipv6 /PV6-ADDRESS : (R IP 7 L X% IPv6 7 FLATEELX T,
vk mU
ANV RE—F AccessDefender &REE—
FI7AIW KL LIV 215
FERAEDHARSAY | KOYY RIE. Web RBEEFR—FIVRAICEBICHKRES DRE IP 7 RL X%
HELXRT,
A :
Web FREEFID Web —/\—D IPv4 7 KL R%& 3.3.3.3 [CRET DA EZRLEXT,
# configure terminal
(config) # access—-defender
(config-a-def) # web-authentication http-ip ipv4 3.3.3.3
(config-a-def) #
web-authentication https-port
B Web FREER—% )LD HTTPS OFE=(F TCP R—hEESEZRELFI,
TI7AIWRDEREICRTICIE. no ERZFERLET,
VIV IR web-authentication https-port 7CP-PORT

no web-authentication https-port
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web-authentication https-port

INSGA—5— TCP-PORT : Web BEER—% )LD HTTPS OFE%(F TCP /R— h&ES %
ABLETD,

FT7AIK 443

ANV EE—F AccessDefender &REE— R

T7AIWKLARIL L)L 15

FEREDHA RSAY | ROYY RIE. Web FBEER—%)LD HTTPS DRFE%(F TCP R— &S
ERELXRT,
TCPR—FFES 21~23. 443, EEBIZEHREL/ TELNET. SSH OF5E%

(FR—K. Web Ul @ HTTP fFB5XFR—r. B LT web-
authentication snooping proxy-port + L < (¥ web-authentication

redirect proxy-port C:XE L7c/R— MMIEETETE A

ERAA
Web FoR /—I_{)_

ZILD HTTPS OF5EXZ

[ TCP IR— h&FES%Z 8081 [CRET DA EFZERLET,

(config-a-def) #

# configure terminal
(config) # access—-defender
(config-a-def) # web-authentication https-port 8081

web-authentication redirect

By Web FREEU Y1 LU FDREREZITVWET, T 74 MDFREICRT (I,
no XX ZERALXT,

VIV IR web-authentication redirect {disable [http | https] | url UR/}
no web-authentication redirect {disable | url}

INTGA—H— disable : Web 585EV Y1 LU R ZEEMCLE T,
http : HTTP O Web FB8EV Y1 LU hZEMICL KT,
https : HTTPS O Web F8sE V51 LU R Z=\EMICLET,
url URL :Web US A LU REEIBELET, UFTL YU NED URL &
255 XFLINTAALET,

FIAILE L (Web SBEEV 1 LU MMIBEX. YFIL U NEFRE IP 7RL
)

ANV RE—FR AccessDefender EE— R

FTI7AI LRIV LIV 15

ERLEDHI RST1Y

ATV RIE Web FBEEVY AL I NDREZTVNE T, disable A~
V3 VTR, BEDOIONIILD Web BEEV Y1 LU M ZEEMICLE
o ul ATV aVEFHAT D&, BE LIS Web S88E/R—4 )LD URL
[CUFTILI RENET,
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fERA -
Web U% 1L 2 h® URL % Thttp://10.7.15.30:8080, [CERET DA EERLET,

# configure terminal

(config) # access—-defender

(config-a-def) # web-authentication redirect url http://10.7.15.30:8080
(config-a-def) #

=B :
HTTP £ D Web FREER—FILANDIF 1 LU S EEMCTDHEERLET,

# configure terminal

(config) # access—-defender

(config-a-def) # web-authentication redirect disable http
(config-a-def) #

web-authentication snooping proxy-port

B Web FBREDAX —EY I TOF IEREZERELE T, T A BNIRTIC
(F. no PR ZEERALXRT,

VIV IR web-authentication snooping proxy-port 7CP-PORT
no web-authentication snooping proxy-port

INSGA—5— TCP-PORT : 7OFYR—rEBSZAHNLET,

vk i3]

ANV RE—F AccessDefender &REE—

F7AIW KL LA 15

FERLOAAMRSAY | 7OF Y- N—%FERTDIRY NT—JRETE. Web 757 —(34
# Web Y+ bDEET HTTP/HTTPS OBE®D TCP R—r&ES
(80/443) Tl Ry RND—UEBENESH TCP R—k (7°I:l:\=
YR—b) BESEFERALET, CDHBE. T 74D Web FEHERE

(& Web 7Ot RZ®@MTERWzH, RFBFEWKRD ST 1 v I(FT
Ay JENET,

AX—EVITOF I, TOF2R—ESD TCP/IPEE% Web
TORADES T4 v ELTERL, RBIAWHRARD Web 77X (7
OF2R—bZEFER) ZRATDE. 7OF2 T —/N—[CHEL TR
Web ZEER—% ILOBEHZRRSEEXT,

AX—EVITOFIHEEICELD Web BIER—FILDERRTIZ
HTTP/HTTPS US4 LU hZEERLEEA., Do, S8 Web B:
R—=% )b, BKXU HTTPS TD Web u,bnft(n_(ati(j‘FGbiﬁ/uo X7, Web
SREEICETh LR OBEE(E. Web 725U —D 7O+ 2 & 7E CEYIEEFISN
EIRELEVWRD, RRESNE A,

TCPR—b&ES 21~23. 443, KB(CHE L TELNET, SSH OfF5%
(FAR—hK. Web Ul @ HTTP 5 FR—hk. LT web-
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web-authentication snooping proxy-port

authentication https-port + L < (X web-authentication redirect
proxy-port CE L7cR— MMIBETETFE Ao

A -

AX—EVITOF ke

(7OF2R—hES 1 8080) ZBMICT 2HEERLET,

# configure terminal

(config-a-def) #

(config) # access-defender
(config-a-def) # web-authentication snooping proxy-port 8080

web-authentication redirect proxy-port

=]:y) Web BEED TOF VMR- KIS LI REZRELET, T IAIKIRT
(ZI1E. no EREERLE I,

VIV IR web-authentication redirect proxy-port 7CP-PORT
no web-authentication redirect proxy-port

INGA—5— TCP-PORT: 7OF VMR- hHSZANLETD,

v DI BL

ANV ERE-F AccessDefender BEE— I

T7AIWKLARIL LAV 15

EREDOHT RST1Y

TAOFIR-=KUFIL I NI AX—EVIT7OFIHEEERL< A
FoH—N\—%ZFERATIRECHEAT2AT>3 T, JOFIR—b
HS®D TCP/IP BfE%Z Web 77RO ST 14vIELTERL. RR
iimARD Web 72X (FOFUR— hZfERA) ZRMIdE. TOF
DY —/\—([CHREL T Web BEIR—FILICUFI LI hESEET,

VAL RIL=T (VALY RENDT IV ERATBE)YAL I LD
REELT, ZNMEDBRSNDER) ZEg D7cH. UFIL T RER
Web 750 —TTOF 2 DFINCEREINDBENHD XTI,

TAOFVR—MEFERLI HTTPS @ Web 77 RIZxt LT Web F2EE")
F1LU MIEBESNEE A,

TCPIR— &S 21~23, 443, KEBICHRE L/ TELNET. SSH OF5E%
(F/R—bk. Web Ul @ HTTP H5RIFR— k. 8KT web-
authentication https-port £ L < [& web-authentication snooping
proxy-port TRELTR— MIEBETEFTE A
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A
Web BEED TOF U IR— K UF1 LU & (FOFIR—EES 18080) ZBEMICT DA EERLE
ER

# configure terminal

(config) # access—-defender

(config-a-def) # web-authentication redirect proxy-port 8080
(config-a-def) #

web-authentication http-session-timeout

B Web FBEEDE Y>3V 1 LTI MEZRELET, T 74V MDEKREIC
RIICIE. no EREERLEI,

VIV IR web-authentication http-session-timeout SECONDS
no web-authentication http-session-timeout

INGA—%— SECONDS : Web FBEER—Z )LDty > 3>y A7 T S #) & 5~
60 DEETHEEL XY,

vk 30 #

ANV RE—F AccessDefender &REE—

FI7AIW KL LAV 215

FERLEDHAIRSAY | RAOXYVRIE WebFIFzYy >3 vy M A7 O NEREZERELET, &
HARIC 28D Web FBEEANTTONIERIC, EvyavyT—TILAAEES
NTHHKR Web REFZMAB TERNERZEMI D ENTEET,

fERA -
Web BREEDT Y2 a V1 A7 I MEZ 60 WICEREIT D HEZRLET,

# configure terminal

(config) # access—-defender

(config-a-def) # web-authentication http-session-timeout 60
(config-a-def) #

web-authentication jump-url original

B Web FREERINE(C. Web FREEY V2 XKD URLICUSF I LI KULET,
|NICTDIC(E. no IV REFHALET,

VIV IR web-authentication jump-url original
no web-authentication jump-url original

INGA—5F— AN

FIAI bk )

ANV EE—F AccessDefender &REE—

FI7AIW KL LIV 15

ERALEDHA RS1Y | KOT Y R Web REEIIRORTRER CY 51 7> hHY Web 585E%=
To7/BRICEEL URL ICUFA LI RESRET, RREZERALAEL
BE. HDVET S 7Y hH Web FBEEYU Y1 LU b TIIE<E#H Web
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web-authentication jump-url original

RAR—FIVICT A LHE, BHFRLEOJC VETIBERZRRLE
ED

=R

Web FREERRINEFIC Web FEE7 7 E XKD URL [CUSF M LI RSB HEERLET,

(config-a-def) #

# configure terminal
(config) # access-defender
(config-a-def) # web-authentication jump-url original

web-authentication overwrite enable

B Web FZEEED U S0 7> hHH Web FREEARITE NS (CERIEIREZ
U7 UET, EHCTTDICE no BXZFERLET,

VIV IR web-authentication overwrite enable
no web-authentication overwrite enable

INSGA—5— AW

Pk I 23V

ANV RE—F AccessDefender &REE— R

TIAILRLARIL LA 15

EREDOHT RST1Y

ARIAVY RIE Web BEERED O S17 Y hho Web FEENEITS NS
BICRIEPREZU Y FLET,

=B -

Web FBEEED I 517 Y hh 5D Web SBEEDFRITICK DIBEEREZ U Y b T HEZERLET,

(config-a-def) #

# configure terminal
(confiqg) # access—-defender
(config-a-def) # web-authentication overwrite enable

web-authentication ttl

BEY Web FBEED TTL 7 1 LY —HBEEZBRICLEX T, EMCTBIC(E no O
NV bh&EERLEXI,
VYOI R web-authentication ttl VAL UFE interface /NTERFACE-IDI,|-1
no web-authentication ttl [ /AL UF] [interface /NTERFACE-/ID |-
INGA—5F— VALUE: TTL{E%Z 1~255 CHEELXY,

interface /NTERFACE-ID: TTL 7«4 LY —%EEI 2 HR—hEEELE
To UTOVWITNHADINT A= —%FERATEET,
port : IEEL/IR—KTTTL 745 —ZBMLET,
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web-authentication ttl

port-channel : i5EL/7c/R— R F v RILTTTL 7« LY —ZFHICL
ENEC IS

FIAI bk )

ANV EE—F AccessDefender &REE—

FI7AIW KL LIV 15

ERLEDHI RST1Y

RAXYRTR BESNLETTLEZRD IP/MTy bEXNRE LT Web
WAL ZXET DEEERELET T, BREEXRTTTLIEZIEEI DN
TEEXT,

=B
R—b1/0/1 TTTL1E

1255 D TTL 71 )LY —Hee

REI DA EZERLET,

config-a-def) #

# configure terminal

(config) # access—-defender

(config-a—-def) # web-authentication ttl 255 interface port 1/0/1
(

web-authentication logging web-access on

B Web FREER—FILDF I ZXOATZBMICLET, B|EMICT BT,
no XX ZREAL XY,

VIV IR web-authentication logging web-access on
no web-authentication logging web-access on

INGA—5F— ZL

FIAI bk )

ANV RE—F J0—/VLEREE—R

FIAILELARIL LAJL 115

FERLEDHARSAY | ROV RIE HED Web RIER—FIVICF VR LIBRICOT = H
NI DHEZBMICLERT,
C@’B‘&““(i ST a—FTaVIICRIEXT, REODOINEET
Bfcth. BEDERATIE. COREZEMCIDIEZ=HEHLET,

A

Web FREFY — IN—D7 ﬁtXDﬁﬁﬁxﬂlgjﬁﬁﬁﬁT\bi?o

(config) #

# configure terminal
(confiqg) # web-authentication logging web-access on
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8.7 DHCP AX—KEYJ VYV R

CLI® DHCP AX—EYIANY REZNICHRT D/INTA—F—D—BZUTDORICRLET,

vV R

ARV RENRTKX—5—

dhcp-snooping
enable

dhcp-snooping enable
no dhcp-snooping enable

dhcp-snooping
interface

dhcp-snooping interface INTERFACE-ID [,|-]
no dhcp-snooping interface INTERFACE-ID [, -]

dhcp-snooping
mode

dhcp-snooping mode {deny | timer SECONDS}
no dhcp-snooping mode {deny | timer}

dhcp-snooping
mode mac-
authentication

dhcp-snooping mode mac-authentication
no dhcp-snooping mode mac-authentication

dhcp-snooping
static-entry

dhcp-snooping static-entry interface INTERFACE-ID {IP-ADDRESS |
IPV6-ADDRESS}

no dhcp-snooping static-entry [interface INTERFACE-ID] [IP-
ADDRESS | IPV6-ADDRESS]

show access-
defender dhcp-
snooping

show access-defender dhcp-snooping {configuration | mode-status |
status}

BANY FOFHEZENTICHRRBLEI,

dhcp-snooping enable

B DHCP XAX—EYJDI7O—-/NILREZEMICLERT, EXCTDICIE.
no XX ZREAL XY,

VIV IR dhcp-snooping enable
no dhcp-snooping enable

INGA—5— ZL

FTIAI g

ANV EE—F JO-/NIVEEE—R

FTIAILELARIL LAV 215

EREDOHT RST1Y

ARIAVY RIE DHCPRAX—EVIJZBMICLET, DHCPAX—EV Y
DIV KJ—DRAEIF 400 T, Y1 FIVITVRY—ERIT1V Y
IV hU—THETY,

DHCP 547V hHARREDIL—IVICEFSNTWDIHEE., DHCP X
X—EVIHMERCE > TVWDR— KT, DHCP /Wy bEFffsnEx &
hoo
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dhcp-snooping enable

DHCP AX—EVYJDIY NI—FUV Iy I L TEATI T I hENE
HTAo DHCP DU —XERENE T 3 2 X TEIRFMTSNET T,

=R
DHCP AX—EV I =ZBMICT 277 E%ERLET,

# configure terminal
(confiqg) # dhcp-snooping enable
(config) #

dhcp-snooping interface

B R— R8T DHCP AX—EVIJZEHMICLET, |HCTBICIF. no
ERZERLET,

VIV IR dhcp-snooping interface /NTERFACE-ID |1
no dhcp-snooping interface /N7TERFACE-IDL|-1

INGA—5— INTERFACE-ID : RDIN— hZIRELFT UTD/INSX—=5—0DL)
INHZEFERTEETD,

« port: IBELFR—KTDHCP AX—EVIEBHMICLED,
port-channel : {5 L7c/R— b F ¥ %)L T DHCP AX—E>V I =B

[CLET,
TI7AIbE INRTDR— ~TEH
ANV RE—F AccessDefender &REE—
FI7AIW KL LIV 15

FERLOHTI RSAY | ROV RIZ. R—MEANTDHCP RX—EVIEBMCLET,

=B
R—hk 1/0/1 TDHCP RX—EVIZEBMICT DA EERLET,

# configure terminal

(confiqg) # access—-defender

(config-a-def) # dhcp-snooping interface port 1/0/1
(config-a-def) #

dhcp-snooping mode

B DHCP XAX—E>ZJ®D PERMIT/DENY E— RDBREZTVWET, T 74
IWNCRIHEIE. no EREFERALEI,

VIV IR dhcp-snooping mode {deny | timer SECONDS}
no dhcp-snooping mode {deny | timer}

INGA—F— deny : EEIFFADEEE— F%Z DENY E—FICLEXT,
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dhcp-snooping mode

timer SECONDS : PERMIT £— RN DENY E— RADBITRE ()
% 0 F7clF 30~604800 WDOEHETEEL XTI, 0 [CREI D&, DENY
E— PDOBITFITONEE A

FI7AIE mode : /5L (PERMIT E—R) . timer : 1800 #
ANV RE—R AccessDefender 32 EFE— R
FIAIEKLRIL LI :15

FERLOAMRSAY | AOYY R(F. DHCP AX—E>YJ® PERMIT/DENY E— ROFZREZET
W&ET . PERMITE—FTIE IP7RLRABBO7O—-%ZE=54—LTIT
VEU—DEFRETVWERIN. bS T v I70HIERITOEREA.
PERMIT £— RTIE DENY E— RAOBITHENRESN. ZOHHEIC
TV hY—ERENELFRYT, DENY E—RTE. ~37 1 v IOHHEA
ThNEg, & ERFORY 8T —IHERICDHCP AX—EY Y
EHEATEY. KEOBEBZERXREIT DHTIC. R bT— T DK
e DHCP AX—EV JDBHRINEZMIT D ENTEXRT,

=B -

DHCP AX—EYV I DEERROEIEE— FE DENY E— RICRET 2 EERLET,

# configure terminal

(config) # access—-defender
(config-a-def) # dhcp-snooping mode deny
(config-a-def) #

DHCP XX —E>J® PERMIT £E— RN DENY E— RADHKTHIEZ 3600 M CRET DA E%

RLUET,

# configure terminal

(config) # access-defender

(config-a-def) # dhcp-snooping mode timer 3600
(config-a-def) #

dhcp-snooping mode mac-authentication

B DHCP XX—EYJ®D MAC RBIEE—RA T avEBHCLET., T
TAIVEDREICRTICIE. no R ZFEALEXT,

VIV IR dhcp-snooping mode mac-authentication
no dhcp-snooping mode mac-authentication

INSGA—5— mL

Pk I i3V

ANV EE—F AccessDefender FREE— R

TIAILRLARIL LA 15
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dhcp-snooping mode mac-authentication

FEREDHC RSAY | AOYY RIE. DHCP RAX—EY T D MAC BIEE— RA T a v =8B
[CL&ET, DHCP AX—EY T & MAC RBEEOMA N ENIET DR— KT\
DHCP XX —E> J DIt MAC FREEICHTHT DX TITHONEE A

fERHA :
DHCP AX—EY I D MACREEE— RA Y 3 Vv EBMCTDHEERLET,

# configure terminal

(config) # access-defender

(config-a-def) # dhcp-snooping mode mac-authentication
(config-a-def) #

dhcp-snooping static-entry

B DHCP AX—EVIDRITAvIITV R —ZEHRLET, TVHKU—
ZHIBRT BIC(E. no XX ZEFEAL X,

VIV IR dhcp-snooping static-entry interface /N7TERFACE-ID{/P-ADDRESS
| /PV6-ADDRESS}

no dhcp-snooping static-entry [interface /N7TERFACE-/D] [/P-
ADDRESS | 1PV6-ADDRESS]

INGA—%— interface /NTERFACE-ID: TV b —DRKR— M EEBELET, UT
DINSAX—=F—DW\WINHZFERATEEXT,

port ! IFEDR— L EIBELE T,

port-channel : FFEDR—hF v RXILEBELEFET,

IP-ADDRESS : AT 14w I IV KRJ—DIP7 RLRAZEELXRT,
IPV6-ADDRESS : AT 4w I LTV hJ—D IPv6 7 RLRAZAHDLE

EP

vk mU

ANV RE—F AccessDefender &REE—

FI7AIW KL LIV 15

FERAEDHA RSy | KOYY RIE. DHCP AX—EVIDRITA v I IV MY —ZEFRLEF
EP

=B
R—k1/0/1 TIP7RLX192.168.1.10 DAF T v I IV N —&&FIT DA EZRLET,

# configure terminal

(config) # access—-defender

(config-a-def) # dhcp-snooping static-entry interface port 1/0/1 192.168.1.10
(config-a-def) #
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show access-defender dhcp-snooping

B DHCP AX—EV I DER=ERRLET,

VIV IR show access-defender dhcp-snooping {configuration | mode-status
| status}

INGA—5— configuration : X EFERZRRLET,

mode-status : #I/ffE— K (PERMIT/DENY) DOlE®HERRLET,
status : DHCP A X—EVIDIV RN —EHRERRLET,

FI7AIE ZL
OYYRE—R FEOINY RE—R
e AN LA T

EREDHT RSy | L

A
DHCP AX—EV IREZERRI DA EERLERT,

# show access-defender dhcp-snooping configuration

Port configuration (o: snooping ON)

C Port
1 8 9 16 17 24 25
F———— + + - + +——-

Snooping : ENABLE
Mode : PERMIT
Timer : 1800

Port-channel configuration (o: snooping ON)
C Port-channel ID

1 8
e +
Port-channel 1 oo,
Static Entry :
Port IP Address
Portl/0/1 192.168.2.2

Port-channell 192.168.255.255

DHCP AX—EV I DEEE— RERRI DA EERLET,

# show access-defender dhcp-snooping mode-status

Mode Timer Remaining time

PERMIT 0:00:30:00 0:00:05:20

#
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DHCP AX—EYIDIV Y —BRERTI DHEZRLET,

# show access-defender dhcp-snooping status

Snooping : ENARBRLE
Mode : DENY

C = port-channel, LE = Lease Expiration

Total : 3 (static 1, dynamic 2)

Port IP Address MAC Address LE
Portl/0/2 172.17.100.150 00-1D-09-D1-15-9F 0:4:12
c/1 172.17.100.155 00-21-70-70-7E-C5 1:1:11
Portl/0/5 191.168.1.1 N/A

#
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OV AaAvhO—-ILURX b

Or7O€AA ~O-)LUX K

AETEF, 772Xy ~O—)LYRX M (ACL) DREICDOWCHBLET,

ACL [F. 7L —LDBEBHISYER— M OZOMDEI 2 —ILA\DT7 V2 RZFHIHT DHEETI, &
BIDT7L—LDEEE T L—LOREBESHEZESIC ACL 7OT7 71L&, ACLTOT7 71V EICE
LI ACLIL—IVICK > T I RHIERY > —Z@E L. ACLTO7 7ML ZEY 2 —)LICEIDY
TBHIETRT—RLADT7 V2 AHHZEREHELE T,

BACL 7O7 71
TI1-)ITREELESD ACL D7 V7 E2REI#IE. Ry hD—IRUY—[CLK>TEBDET, RT—
FLADT7 72 AFHITIE. 7L —LDKEETEIEE IP 7 RLAICEDNWTT I ADFAR/IFE
BETOSDA—HKUTITHA. BETORIILL MAC P RLABEDBERZAVNDCEEHDFT,
ACL 7O7 74 TlE. ZOELSBRY RT—=IRUY—[CH LT BETDTL—LDEHED. 7
L—LOREHEZEDHD ACL ERIZEEL XTI,
REEBECTEECTED ACL OERIFAUTDED TY,

- BFREE/ER IP ACL

- BREE/HRER IPv6 ACL

* i3k MACACL (MACACL)

s BRI FX/N— K ACL (ZF+X/8—k ACL)

BACL BRI C & DREEHE CEARREEEY 12—

MIP ACLs . TIPv6 ACLy « "TMACACL, 1. ZL—LDBREXNRERLEI, TP ACL) Tl
IPv4 /Xy 7% TIPv6 ACLy TIZ IPv6 /Xy bz, TMAC ACLy TIZRAIE LTIE IP/IPV6 /X
TV R ERENRELET,

MEERTFR/8— b ACLy 1F. TEER IP ACL) & TEER MAC ACLy @/\1TUwy RTHD. IPv4
Ty hERBENRE LT, #ETT. 5858 MAC 7 RL R IP 7 RLRIEE, EWHHEZRECEX
ER
ACL ERIviEsE (REMLR) (CX> CHERRRRLEEY 2 —ILARED T,

BACL L=
ACLIL=IVIZ. 7L —LDEEIDHRHEE. BRLIHGEDT V23> (PERMIT £UL<(3 DENY)
EEDHIEDTT, BBEMFIF. ACL BRICEDWTESDEFT, 2EZ(F IP ACL DBE. HEDE
ETTO%EE IP 7 RLREZEEHEHICIEETEXRI N, HED MAC 7 RLRBEBERMHICIEETESR
B Ao
ACL L—ILDEBEHZIEET DEIC. FIEDT « —ILRZZRLEWVNGEIIF ANY FEHZERELE
9o BIZIE. IP 7 RLR:192.168.0.1 SEDINTDLZT 1w % IP ACL DIL—ILDFHICERS
B2HE. FETT IP 7 FLRIF ANY FEFICERELXT,

M) @ ACL TlE, RETEWEDT RLADMIC, AT a3avTIL—LD—HDANY T —I1EHK
EEBRHICIEETDCENTERT, ATV aVEEBELEWNGE. ANY FE L TRESNE
ER
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BEARLEINTOEHEEN ANY DFE. RENRELDIINTOIL—L% =8, &L TR
IBI—ILICIED T,

ACLIL=ILTIEET R 7V avid. MEBR—-NINDOEY 1—-)VICERYTSD ACL 7AOT7 71I)LEIC
EixIT DI —ILDFEF PERMIT DHZFERLET, CNHDEY 2 —ILTIE. ACL DRY I —IEE
BEBEOHEREIN. 723 VEEEY 2 -ITHEILET, /& X (F. SNMP IT—I x> bHEE
[CACLZHERAT25E. ACLIL—ILDRHICERT D SNMPYR—I v —DF7 I RZHALET,

YIER— NIEAT 2 ACL 707 77 )L TlE. PERMIT & DENY DJIL—)LOEAHEHDETRY ¥ —
WL, WER— N TOBBEHET V2 aVIE ACL L—ILICREWET ., Fioo S/ /XA
YavEFRALLEGE. 88T 2/\T Y MIR— 7o AZEEDREIC K & TEELEATTHNE
ER

ACLERIICEL BT, INRTD ACL )L—)UIL permit HEL <[ deny IV RZEFHLTEHKLET,
permit Y RTE{HRINICIL—IVIE. FEICERLIESS T v IZFALET, deny IV R
TEEREINLIL—IVIE. FECERLULENS 7w v o ZES (BE) LEd. A— ACL 7AT7 71
TEBOEEICERT DHE. V— TV ABSNNEWIL—ILABEREENED,

BACLICKD VLAN 1)Ly —

VLAN TACL IC K277 Rz T5HE. E8D ACL 7O7 71 I)LEHAATE VLAN 7Ot
ANy TR L. VLAN [SERUEY, VLAN 7I7ERAIY FE. YVvFEREET7IIaVvEED
EEBOY TNy TTRU Y —ZFERSN. XYFEHET ACL 7O7 7 )VEERALET, T
ACL DRY ¥ —([FEREFHFICOMERESN. ERULIBED7 V> av(EY TNy JTRE UIEE
[CREVWET,

9.1 ACL&#&RIN VK

ACL 2R Y REZNICHINT D/\FX—F—D—EZUTDORICRLET,

NV R ANV RENNSA—5—
access-group {mac | ip | ipv6 | expert} access-group {NAME | NUMBER} [in]

no {mac | ip | ipv6 | expert} access-group {NAME | NUMBER} [in]
vlan filter vlan filter MAP-NAME vlan-list VLAN-ID-LIST

no vlan filter MAP-NAME vlan-list VLAN-ID-LIST
access-list access-list resequence {NAME | NUMBER} STARTING-SEQUENCE-
resequence NUMBER INCREMENT

no access-list resequence

list-remark list-remark TEXT

no list-remark

acl-hardware- acl-hardware-counter {access-group {ACCESS-LIST-NAME |
counter ACCESS-LIST-NUMBER} | vlan-filter ACCESS-MAP-NAME}
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no acl-hardware-counter {access-group {ACCESS-LIST-NAME |
ACCESS-LIST-NUMBER} | vlan-filter ACCESS-MAP-NAME}

show access-list

show access-list [ip [NAME | NUMBER] | mac [NAME | NUMBER]
| ipvé [INAME | NUMBER] | expert [NAME | NUMBER]]

show access-group

show access-group [interface INTERFACE-ID]

show vlan access-
map

show vlan access-map [MAP-NAME]

show vlan filter

show vlan filter [access-map MAP-NAME | vlan VLAN-ID]

clear acl-hardware-
counter

clear acl-hardware-counter {access-group [ACCESS-LIST-NAME |
ACCESS-LIST-NUMBER] | vlan-filter [ACCESS-MAP-NAME]}

show access-list
resource

show access-list resource {reserved-group | reserved-priority}

BANY FOFHEZENTICHRRBLEI,

access-group

BiY

ACL 7O7 71 )R- KIBERALET,
NEFERLET,

HKEZED T FTBICIE no

VIV IR

{mac | ip | ipv6 | expert} access-group { NAME| NUMBER} [in]
no {mac | ip | ipv6 | expert} access-group [NAME | NUMBER] [in]

INGX—5—

mac : MACACL ZERAL X,

ip: IPACLEBRLET,

ipv6 : IPv6 ACL Z#EALF T,

expert : T+ X/\—h ACL ZEAL XTI,

NAME : B35 ACLZ7O7 71 ILE S TIEELET,
NUMBER : B33 ACLZ 707 71 LB S TIHRELET,

in: RETL-—LZHEHNRELET, FEETIIEEIDLEREHDR
Ao

FTIAILE

AN

ANV ERE-F

1TV —T—AREE—R

T ALV

LA 12

ERLEDHI RST1Y

AOVXY R(F. ACL ZR—BMIHERALET, &R— N TEARREG ACL
(F ACL OFERIC&IC 1B TY, BUERID ACL BBFSNTVNDIHEF
FEEENFT,
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=B
MAC ACL Tdaily-profiley ZMR—k 1/0/1 [CEAT DA EFZERLET,

# configure terminal
(config) # interface port 1/0/1
(config-if-port) # mac access-group daily-profile in

The remaining applicable MAC access entries are 512
(config-if-port) #

vlan filter

B VLAN 72 ZAX v T&BALET, VLAN 72X v TZHIBRYT DI
(F. no EREERLEI,

VIV IR vlan filter MAP-NAME vlan-list VLAN-/D-LIST
no vlan filter VAP-NAME vlan-list VLAN-/D-LIST

INGA—F— MAP-NAME : NLAN 7 V2 A Y T7OEZRIEBELF I,
VLAN-ID-LIST : @FAd 2 VLAN ZHEEL XTI,

T DI BL

ANV EE—F J0O0—-/VULEREE—R

FTIAILELARIL LA 12

FERLEOAM RSIY | AOY Y R(E VLANICVLAN 7€ ARy T2 BELXT, BIRTED
VLAN 722X v ZIFVLAN C&IC 1 ETT,

=R -
VLAN 5 TVLAN 77t A< v~ Tvlan-map, @RI DHEERLET,

# configure terminal
(config) # vlan filter vlan-map vlan-list 5
(config) #

access-list resequence

B ACLIL—IOBE®Y—T Y AESREOBEIN I ERELET. T I+4
IWEDRECRTICIE. no ERXZFEALET,

VIV IR access-list resequence { VAME | NUMBER}Y STARTING-SEQUENCE-
NUMBER INCREMENT
no access-list resequence

INGA—5F— NAME : JZESTDACL TOT7 7 1ILEZEIBELE T,

NUMBER: 8ET 2D ACL 7O7 71 )V ET7O7 7M1 ILESTEELE
ER

STARTING-SEQUENCE-NUMBER : ACL L—=ILD>—T 2V AHFESDE
EIRECORBESZ 1~65535 DFHETIEEL X,
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access-list resequence

INCREMENT : ACLIL—=ILDY =TV RESDEEREDRAT Y E%Z 1
~32 DEHETHEEL KT,

FI7AIE BAES 110, EOHME: 10
OV Y RE—R JAO—-NILEREE—R
FIAIEKLRIL LANXIL:12

FERLEDHIRSAY | AOTVRIE. ACL 7O771IICEHRT D ACL IL—ILDOBEHFED
W—ILZzEELERT,. BEBEEFTIE. STARTING-SEQUENCE-
NUMBER h 5Bt LT STARTING-SEQUENCE-NUMBER DED X
Ty I TEAIEINDIHICENT. RMEADHF TRENSWVEZY -5
VABEBE L TERLEY,

RBESELIIBMEZEEIT DE. TORRATERSINTNDIINT
DACLIL=ILDY =TV ABSEEEBICIRDELENK T,

no EXZFEATDE. INTOEBREBIL-IUATITAIKIREDE
9, BELLACLTAOT 7 M IDHERIIHEET 74 MEZREL &

ER
fERHA :
ACLZO7 74 )L TR&D; TO ACLIL—ILDY =Y ABSEHRBIN—IVELTEITDIHEETRL
x£9,

# configure terminal
(config) # access-list resequence R&D 20 5

(config) #
list-remark
By ACL DFEABHRZZEFRKL I, HIFRT BICIE. no PR ZEREABL KT,
VIV IR list-remark 7£XT

no list-remark

INGA—5— TEXT : SREABHRZ 256 XFLATAALET,
v DI BL
ANV EE—F INRTDACLEREE—R
FTIAILELARIL LIV 112
ERAEDOHI RSIY | ROV RE ACL 7O7 7 M ILOREICHABREERLED,
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=R -
PO RAY AN B BRETENT DA EZRLEXT,

# configure terminal

(config) # ip access-1list extended R&D

(config-ip-ext-acl) # list-remark This access-list is use to match any IP packets from
host 10.2.2.1.

(config-ip-ext-acl) #

#

acl-hardware-counter

B ACL /\=RDT7HIVI—ZBMLET, BMCTDICFE. no o
EEARLEXT,
VIV IR acl-hardware-counter {access-group {ACCESS-L/ST-NAME |

ACCESS-LIST-NUMBERY | vian-filter ACCESS-MAP-NAME}

no acl-hardware-counter {access-group {ACCESS-L/ST-NAME |
ACCESS-LIST-NUMBERY | vian-filter ACCESS-MAP-NAME}Y

INSGA—5— access-group : /\— R I T 7 HIVY—-THOV gD ACL 7OT7 74
IWZEELXRT,

ACCESS-LIST-NAME : ACL 7O7 71 )Lz ACLATHEELE I,

ACCESS-LIST-NUMBER : ACL 7O7 74 )= 7O7 71 JLESTIEE
L&,

vlan-filter ACCESS-MAP-NAME : )I\— RO 7HhoV5¥—ThHOV b
BTV IEAR Y TEIBELFT,

FI7AIE E:3Y)
aANY RE—R JO0—-/VLEREE—R
FI7AI LRI LA 12

FEHEDOHTI RSy |ACLN—RIxT7HhHovy—(d. BARHLEACL ZO7 71 )L VLAN 7
JEAX Y Iy FUIEBARICHD Y RLET, 2OV Y RIE. ACL
IN=RITFHOVIT—DADIY (TS ACL FO7 741 )L. VLAN 7
O ARy TEEELEXT,

fERHA -
ACL ZO7 74 )L Tabcy DIL—=IUICEyY BUTEIHBED ACLIN—RID 7 AI VY —=BMCT DA
EERLED,

# configure terminal
(confiqg) # acl-hardware-counter access-group abc
(config) #
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show access-list

B TIOCRIADEREBRZRTLET,

SVEYI R show access-list [ip [NAME| NUMBER] | mac INAME | NUMBER] |
ipv6 [NAME | NUMBER] | expert [INAME | NUMBERI]

INGA—5— ip: IPACLDEREBBRERRLUET,
NAME : BEBRERRIDACLZTOT 71 ILATEELE T,
NUMBER : BEBHRERRID ACLZOT 7 ILESTIEELE T,
mac : MACACL OEREBHRZEZRTILET,
ipv6 : IPV6 ACL DREBHRERTLED,
expert | TFX/{\— K ACL DEERBRERRLET,

T DI BL

ANV ERE—F FROOANYY RE—R

FTIAILELARIL LA T

EREDOHT RST1Y

ARIAYY RIE BiU7c ACL OERZERRLET, ACL DERIZIEEL
BWEE, RELLINTD ACL OREBBROMEERTLEIT., ACL
DERZEEEL T, TOT7MIVEEELBWNSE. &I DACLERD
INRTDACL [CEAT 2REBHRERRLET,

A :

INRTD ACL DREBBROMEZERRI B77F5%ERLET,

# show access-list

rd-mac-acl (ID: 6998)
ip6-acl (ID: 14999)

Total Entries: 4

Access-List-Name Type
rd-ip-acl (ID: 1998) ip acl
simple-rd-acl (ID: 3999) ip ext-acl

mac ext-acl
ipve ext-acl

BELICACL 7O7 71 IILDERERRT DHEERLE T,

# show access-list ip R&D

Extended IP access list R&D(ID: 3999)
10 permit tcp any 10.20.0.0 0.0.255.255
20 permit icmp any any
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BELEACLZOZ7 70 U\=ROLTAIVE—HEW) DEHRERRIDHEERLET,

# show access-list ip simple-ip-acl
Extended IP access list simple-ip-acl (ID: 3994)

20 permit tcp any host 10.100.1.2 (Ing: 6532 packets Egr: 0 packets)
30 permit icmp any any (Ing: 8758 packets Egr: 4214 packets)

Counter enable on following port(s) :
Ingress port(s): Portl/0/5-1/0/8
Egress port(s): Portl/0/3

10 permit tcp any 10.20.0.0 0.0.255.255 (Ing: 12410 packets Egr: 85201 packets)

show access-group

=]:y) MR—KCHEALZ ACL 7AO7 71 IILIEHRERTLUE T,

VIV IR show access-group [interface /NTERFACE-/D]

INGAR—5— interface /NTERFACE-ID : 1[EHRERTS 2R— b EEELET,

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

FI7AIW KL LA T

FERALDHC RSAY | ROV RIF. R—KMIBALK ACL 7OT7 71 VEHRZRRLETD,
R—hZIBE LEWEEIE. ACL ZEAL TLWDINTOR— LDIERA
RRSNET,

=B
WINHDR— MTBERASNTWVNSD ACL 7O7 7 MIIVERERRT 2 A E5Z2RLET,

# show access-group
Port1/0/1:
Inbound ip access-list : simple-ip-acl (ID: 1998)
Inbound mac access-list : simple-mac-acl (ID: 7998)
#

show vlan access-map

=]:y) VLAN 772 Ry TOERERBRERRLET,

VIO R show vlan access-map [VAP-NAME]

INSGA—5— MAP-NAME : Rixg % VLAN 7O AR Y TO&EIZIEELX T,
FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

FI7AIW KL LA T
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show vlan access-map

FEREDHT RSy | AOYY RIE. VLAN 792 AY Y TOZREBRERRLUET, 79X
TV TE2EEELEVNESE. IRTODVLAN 7€YY TDEEREHINE
~ENEXI,

=R
VLAN 7O RY Y TZRRIT2HEERLET,

# show vlan access-map

VLAN access-map vlan-map 10
match ip access list: stp ipl (ID: 1888)
action: forward
Counter enable on VLAN(s): 1-2
match count: 8541 packets
VLAN access-map vlan-map 20
match mac access list: ext mac(ID: 6995)
action: redirect port 1/0/5
Counter enable on VLAN(s): 1-2
match count: 5647 packets

show vlan filter

B VLAN 772 RAT Y JOEID Y TREEZERTLUE D,

VIV IR show vlan filter [access-map MAP-NAME | vlan VLAN-/D]

INGA—5— access-map MAP-NAME : "ixd B VLAN 7 O AX v TD AR ZIETE
LET,

vlan VLAN-/ID: =<3 2% VLAN Z VLAN ID THEEL X,

FIAIE A

VY RE—R EBOIVY RE—R
FI AN RLA LA

FERLEDHI RSy | ROYYRIE. VLAN ZOEAXY TOEID Y TREERRLET, A7
> a v Tvlan ZERLHEEIE VLAN [CEID YT/ VLAN 7O AN Y
TEFRRUET, A7 32T access-map ZFEALIHE(E. IBEL
VLAN 702 ARy FZ@BA LU VLAN ZRRUET, A>3V %FEH
LEWEE., INRTD VLAN 77 ATX Y T TOEA L VLAN DOfER
ERAULET,

A
VLAN T 1 )Y —E#%ERRT 2T EERLET,

# show vlan filter

VLAN Map aa
Configured on VLANs: 5-127,221-333
VLAN Map bb
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VLAN ID 5

VLAN Access Map: aa

Configured on VLANs: 1111-1222

# show vlan filter vlan 5

clear acl-hardware-counter

B ACLIN—=FrDxzT7HhoVd—%&0' )7 LET,

VIV IR clear acl-hardware-counter {access-group [ACCESS-L/IST-NAME |
ACCESS-LIST-NUMBER] | vlan-filter [ACCESS-MAP-NAME]}

INGA—5— access-group ACCESS-LIST-NAME : 7O R ) A NZEIBELEXT,
access-group ACCESS-LIST-NUMBER : 7 V2R A NEBEIBELE
ER
vlan-filter ACCESS-MAP-NAME : 7 O AR Y T&%&EE/ELET,

T DI 17U

ANV RE—R KEXRITTE—F

T7AIWKLARIL LA 12

EREDOHT RST1Y

AAXYBREC ACLN\N=bDzT7HhOV -0 )7 LET. ACL ¥
VLAN 72Xy TE2ZIBELEWVGEIFE. INRTO ACL 7O7 74
IWPVLAN 7O AN Y TN RO 7 hoVy Qo Ur7En£d,

A :

ACLIN=RD 7 NIV %20 U7 ITDHEERLET,

#

# clear acl-hardware-counter access—-group abc

show access-list resource

=]:y) ACLUY —ZADERRREERRLET,

VIV IR show access-list resource {reserved-group | reserved-priority}

INGA—5— reserved-group : ACL UV —XDERARKRE T IL—TFIBTRRLETD,
reserved-priority : ACL UV —XDERARAZELEIRTCERRLUET,

v DI L

ANV EE—F FEOINY RE—R

FTIAILELARIL LI 1

FEREDHC RSAY | AOT Y RIE. ACL YUY —ROERRIERRLET,

AIY Y RIE Ver.2.01.00 UETHR—MLTWETD,
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=R -
ACLUY —RADERKRZE T I —TIBTERRT DAEERLET,

# show access-list resource reserved-group

Ingress ACL
Group Function
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9.2 MACACL ONY YV I

MACACLICEEY 2 MACACL AN Y REZNICHINT D/NOX—F —D—EBZLUTDORICRLET,

ANV R ARV REINSX -5 —

mac access-list mac access-list extended NAME [NUMBER]
no mac access-list extended {NAME | NUMBER}

permit | deny (MAC | [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
ACLEZREE—R) {any | host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-MAC-
WILDCARD} {any | host DST-MAC-ADDR | DST-MAC-ADDR DST-
MAC-WILDCARD} [ethernet-type TYPE MASK] [cos OUTER-COS
[inner INNER-COS]] [vlan VLAN-ID [inner INNER-VLAN]]

no SEQUENCE-NUMBER

mac access-list mac access-list enable ip-packets

enable ip-packets no mac access-list enable ip-packets

BANY FOFHEZENTICHRBLEI,

mac access-list

=]:y) MAC ACLd7O7 71 L& L. &HI5T707 71 )ILD MAC ACL
REE—RICBITLET, BRI DICFE. no EREFEABLET,

VIV IRX mac access-list extended NVAME [NUMBER]
no mac access-list extended { VAME | NUMBER}

INGA—5— NAME : MAC ACL D% dl%Z 32 XFHUA (kEEXF) THEELERT,

NUMBER : MAC ACL 707 71 JL&ES%Z 6000~7999 D THEE
LET, BELBEWERE. RERAODESOHFHSRRDEN BENICE

DHETHoNFKRT,
FIAILE mU
ANV RE—F JO-/NLEREE—R
FIAILRLARIL LA 12

FERLOAIRSAY | AOY Y RIF. MACACL OT7O7 71 I)LE{EER L. MAC ACL REE—
RICBITLET,

=R
MAC ACL Za7 71 )L Tdailyprofiles ZfEBL. MACACL REE— RICBITITDAEZRLE
ER

# configure terminal
(confiqg) # mac access-1list extended daily-profile
(config-mac-ext-acl) #
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permit | deny (MAC ACL REE— R)

BiY

MACACL DIL—I)LZ=EFxL XTI, HIFRT DICE. no X ZEERALEXT

VIV IR

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
{any | host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-MAC-
WILDCARD} {any | host DST-MAC-ADDR | DST-MAC-ADDR DST-
MAC-WILDCARD} [ethernet-type { 7YPE | HEX MASK}] [cos
OUTER-COS] [vlan VLAN-/D [inner /NNER-VLAM]

no SEQUENCE-NUMBER

INGA—=5—

SEQUENCE-NUMBER: > — > X35 % 1~65535 OEMETEEL X
ER

authentication-bypass : S35/ \1/\XA T 3 Vv &2FERLET,

any ! ANY £HZHEELX T,

host : 5 EDRR FDXFETT/585E MAC 7 L RZ2F&HBEELET,
SRC-MAC-ADDR : XETTRA N/ T IL—TD MAC 7 RL AZIBELE
ED

SRC-MAC-WILDCARD : 387 UTo# 5787 )L— 7D MAC 7 RL R(CTHE
BI271ILRAH—REY kY vy TZ 16 EHFERATEELES, By
E1(ICHBTDEY MIFzvIEINERA

DST-MAC-ADDR : 58" A N/ TIL—TD MAC 7 RLXZEEL X
ED

DST-MAC-WILDCARD : $8E L3E%IIL—TD MAC 7 KL X(T#ERT
B271IVRA—REY hY vy TZ 16 EBFEATIEEL X,

ethernet-type : 1 — Ry h5 1 TEZHICEDET,

TYPE: &tk 921 —HPxRy b5+ 7% aarp. appletalk. decnet-iv.
etype-6000 . etype-8042. lat. lavc-sca. mop-console. mop-
dump. vines-echo. vines-ip. xns-idp. arp DVWINNATEELZE
ER

HEX MASK : &t-& 321 —Y Ry b1 TDIIN—TZBELEXT,
HEX TIZZIL—7DAEZ 0x0O~0xFFFF @ 16 ¥# (0x0600 B E) T
BELET. MASK EREICHIGTDEY hN Y TVYRI% 16 EHTHE
ELEXT, EY MBEOICHIETDEY MIF v IRNKRATLEDET,

cos OUTER-COS:VLAN #JD CoS fEZz&HE LERT,
vlan VLAN-ID:VLAN %2 D VLAN ID Z&t#H& LET,
inner /NNER-VLAN : C-tag @ VLAN ID Z5&fFE LE T,

FI7AIE

ANV
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permit | deny (MAC ACL REE— R)

ANV ERE-F MACACLEREE—F

T LRIV LI 12

FERLOHTI RSAY | ATV RIEZ. MACACLIL—ILZETOT7 70 IV EICEFLET,

=B
MACACL 787 7 )L Tdaily-profiles @ ACLIL—ILEERT 2HEERLET,

# configure terminal

(config) # mac access-list extended daily-profile
(config-mac-ext-acl) # deny 00:80:33:00:00:00 00:00:00:ff:ff:ff any
(config-mac-ext-acl) # permit any any

(config-mac-ext-acl) #

mac access-list enable ip-packets

B IPv4/I1Pv6 /X7y MZXd D MAC ACL D#HIEZBMICLES, T 74/
MMZRETICIE. ne ERZEERL XTI,

VIV IR mac access-list enable ip-packets
no mac access-list enable ip-packets

INSGA—5— =L (IPv4/1Pv6 /N7 b E MAC ACL THIEISNZRLY)

FTIAI 3]

ANV EE—F JO-/NIVEEE—R

FTIAILELARIL LIV 112

FERLEDHI RSy | ROV RTIE IPV4/IPv6 /Wy MIxEd 2 MAC ACL D#IfEIZEF#IC
LEXd,

A

IPv4/IPv6 /Ty BICXT D MAC ACL DFHHIZBMICT DA EZRLERT,

# configure terminal
(config) # mac access-1list enable ip-packets
(config) #
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9.3IPACLONYYV R

IPACL [CBSET D IP ACL OV Y FEZNICHIGT B/\SX—F —D—EBEZUTDRICRLET,

NV R ANV RENSKX—H—
ip access-list ip access-list [extended] NAME [NUMBER]
no ip access-list [extended] {NAME | NUMBER}
permit | deny [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}

(IPACLEREE—R)

[PROTOCOL-TYPE | protocol-id PROTOCOL-ID] {any | host SRC-
IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} [any | host DST-IP-
ADDR | DST-IP-ADDR DST-IP-WILDCARD] [fragments]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER

permit | deny tcp |
udp (#E5& IP ACL 5%
EE—F)

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
{tcp | udp} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-
PORT] {any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-
WILDCARD? [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-
PORT] [TCP-FLAG] [[precedence PRECEDENCE] [tos TOS] | dscp
DSCP]

no SEQUENCE-NUMBER

permit | deny icmp
(55K IP ACL fREE—
)

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
icmp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD}
{any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD?}
[ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER

FINY FOFMZEXUTICHBALET,

ip access-list

=]:y) IPACL 070771 )EERL. ZEI2T7OT771ILD IP ACL FBE
E—RICBITLET, HIBRT DICIE. no EXZFERALET .

VIV IR ip access-list [extended] VAME[NUMBER]
no ip access-list [extended] { VAME | NUMBER}

INSAXR—5— extended : LK IPACL O 7O7 71 ILEER LE T, IBELEWNEA.

ZHEIPACLOTOT 71 ILZEERRLE T,
NAME : |P ACL D&mEIZE 32 XFUA (FEERXF) TEELXT,
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ip access-list

NUMBER: IP ACLOTO7 71 ILES%Z 1~1999 (B IP ACL) . ©
L <[& 2000~3999 (#53k IP ACL) DEETEELX T, HELEWNES
A, KMEADBESHORKRDENBEHMICEDHETONET,

FT7AIK AN
XYY RE—R J0O-NILEEE—R
T7AIWKLARIL LA 12
FERAEDHI RSAY | AOY VR IPACLOTOT7 71 IILZEER L. IP ACLEREE—RICH
TLET,
A :

T#E |P ACL TStrict-Controly Z1ERL. 1Z#E IP ACLERETE—RICBITIDAEEZRLET,

(config-ip-acl) #

# configure terminal
(config) # ip access-list pim-srcfilter

permit | deny (IP ACL REE—R)

BiY

IPACLDI—IVEEFRLET, HIERT 2(CIE no XX ZEERL KT,

VIV IR

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
[PROTOCOL-TYPE | protocol-id PROTOCOL-/D] {any | host SRC-
IP-ADDR | SRC-1P-ADDR SRC-1P-WILDCARD} [any | host DST-/P-
ADDR | DST-1P-ADDR DST-1P-WILDCARD] [fragments]
[[precedence PRECEDENCE] [tos TOS] | dsep DSCA

no SEQUENCE-NUMBER

INGA—=5—

SEQUENCE-NUMBER - > — TV RESZIEELE T, BHEIEF 1~
65535 T3,

authentication-bypass : S35/ \1/\XA T 3 Vv EFERLET,

PROTOCOL-TYPE: B LZ7OR I EEREZHELET, gre.
esp. eigrp. igmp. ipinip. ospf. pcp. pim. vrrp ODWV\INHZEFEA
LEd,

protocol-id PROTOCOL-/D: #EELA7ORINE SOOI ZES
BEfELES, ORIV ESE 0~255 DHEETEELED,

any ! ANY £HZHEELX T,
host : K EDRA hDEEFETT/5E5% IP 7 FLREREELET,
SRC-IP-ADDR : FETTRA N/ I —TFDIP 7RLAEEBELEY,
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permit | deny (IP ACL REE—R)

SRC-1P-WILDCARD : 8 LTS ETTIIL—T D IP 7 RL XITHEAT %
TAILRA—REY by T%Z 10 A TEELZS., EvMME 1 (C
MHTdDEY MIFzvrEnEzE A,

DST-1P-ADDR : 385c IR A N/ TI—TD IP 7 RLAZBELF T,

DST-1P-WILDCARD : 8 L123B5ETIL—TD I1P 7 RLX(TERAT 27
TILRA—REY by TZ 10 EBFEATIEEL X,

precedence PRECEDENCE : |P Precedence [EZ&HEHE LET,

dscp DSCP: DSCPEZ&EGEHE LET, DSCPEIE 0~63 DEF TIE
EIBDN. DSCP & (aft1~af13. af21~af23. af31~af33. afd1~
af43. cs1~cs7. default. ef " 5EIR) TEEL XTI,

tos 70S: ToSEZEHEMHELET, 0~15 DEHETEEL T,
fragments : 75XV hENfc/\Ty hZEIBELET,

FI7AIE ZL
OYYRE—R TXE/ER IP ACLREE—R
FI7AI LRI LA 12

EREDOHT RST1Y

ARIANYYRIE IPACL DIL—=)LETOT7 7V EICEFRLET ., FLE P
ACL Tl3. RETLHKUBEE IP 7 RLRELLEIN—TDHZEEE
HICEET DI LN TEXT, ORI ZERELLBEIE. 5BEIPTR
LRELLKBIN—TZEEST D2RENHDEXT,

=B -

ZAE IP ACL Tstd-ipy AT 7 MILDIL—IVZER TS DA EERLET,

config-ip-acl) #

# configure terminal

(config) # ip access-1list std-acl

(config-ip-acl) # permit any 10.20.0.0 0.0.255.255
(config-ip-acl) # permit any host 10.100.1.2
(

permit | deny tcp | udp (53R IP ACL REE—R)

B ¥R 1P ACL @ TCP/UDP /Xy hDIIL—ILZEFRLF T, HIBRT BIC
(F. no EXZEFEAL XTI,
VIV IR [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}

{tcp | udp} {any | host SRC-/P-ADDR| SRC-/P-ADDR SRC-/P-
WILDCARD} [{eq | It | gt | neq} PORT | range M/N-PORT MAX-
PORT] {any | host DST7-/P-ADDR | DST-IP-ADDR DST-/P-
WILDCARD} [{eq | It | gt | neq} PORT | range M/N-PORT MAX-
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permit | deny tcp | udp (53 IP ACL REE—R)

PORTY L TCP-FLAG] [Iprecedence PRECEDENCE] [tos TOS] | dscp
DSCA
no SEQUENCE-NUMBER

INGA—=5—

It : i5E L7 TCP/UDP R— hHES K DNSWBEEZEHRHEFICLET,
gt {5EL/c TCP/UDP IR— hES LD REVWBEZEBEHEICLET,
eq: EELIC TCP/UDP R—hESEHELWEEZERRAICLET,

neq : 5E L7 TCP/UDP IR— hHES TIIBEWSEZERRHEFICLE T,

PORT: B#&£75% TCP/UDP IR— hESZHFELEFTORIILET
BELXIT, 7O AIE. TCP /T v K TIX bgp. chargen.
daytime. discard. domain. echo. rexec. finger. ftp. ftp-data.
gopher. hostname. ident. irc. klogin. kshell. login. Ipd.
nntp. snpp. pop2. pop3. smtp. sunrpc. shell. tacacs. telnet.
time. uucp. whois. http I'OIEEL XTI, UDP /NT v bDBEIZ
biff. bootpc. bootps. discard. irc. domain. echo. isakmp.
mobile-ip. nameserver. netbios-dgm. netbios-ns. netbios-ss.
nat-t. ntp. snpp. rip. snmp. snmptrap. sunrpc. syslog.
tacacs. talk. tftp. time. who. xdmcp N SIEEL FT,

range M/N-PORT MAX-PORT : 8% L7z TCP/UDP R— h&ES DEH
RICHDIGEEEHFEICLETD,

TCP-FLAG: TCP /Xy RDIZEDIMEIRBIEET, TCP 7577 1—)L
RZEHEXHICLEXT, ack, fin, psh. rst. syn. urg N"H5FERL X
9, BHAEKICIEEI 2HE(E. LEEDIEFETAR—IATRYI>TEEL
£9,

ZNUUANE TCP/UDP KT ICMP /Ty B DHESR IP ACL DJL—)L
DBALAL T,

FTIAILE

AN

ANV ERE—-F

W3R IPACLEREE— B

T ALV

LA 12

ERLEDHI RST1Y

RAXY RIE #63R IPACL TTCP/UDP KTy hEBEEMLET D ACL
W= EeZiFELET,

=B -

R IPACL 7O 7 1ILTTCP I\ Y hEEBERHFICT DIV —ILEERT 2 A EERLET,

# configure terminal

(config) # ip access-1list extended Strict-Control
(config-ip-ext-acl) # permit tcp any 10.20.0.0 0.0.255.255
(config-ip-ext-acl) #
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permit | deny icmp (3% IP ACL REE—R)

BiY

3R IP ACL D ICMP /XT w hDIL—)LZEFKL X T, BRI DICIE. no
R EERLET,

VYOI R

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
icmp {any | host SRC-/P-ADDR | SRC-IP-ADDR SRC-1P-WILDCARD}
{any | host DST7-/P-ADDR | DST-1P-ADDR DST-1P-WILDCARD}
[/CMP-TYPELICMP-CODEY | ICMP-MESSAGE] [Iprecedence
PRECEDENCE] [tos TOS] | dsep DSCA

no SEQUENCE-NUMBER

INGX—5—

ICMP-TYPE: ICMP Xwt—I5 14 TEEBEHICLET, ICMP Xv
t—I%5 1 F(F 0~255 DEHEHTIEEL X,

ICMP-CODE : ICMP Xwt—Y - RZEBFHICLET, ICMP Xy
t—2 00— R(F 0~255 DEFETEEL XTI,

ICMP-MESSAGE : ICMP X w2 —3YDEEZEHRHICLET, Xv
t — ¥ % (& administratively-prohibited . alternate-address .
conversion-error. host-prohibited. net-prohibited. echo. echo-
reply . pointer-indicates-error. host-isolated . host-precedence-
violation . host-redirect . host-tos-redirect . host-tos-
unreachable . host-unknown . host-unreachable . information-
reply. information-request. mask-reply. mask-request. mobile-
redirect . net-redirect. net-tos-redirect. net-tos-unreachable .
net-unreachable . net-unknown . bad-length. option-missing .
packet-fragment . parameter-problem . port-unreachable .
precedence-cutoff. protocol-unreachable. reassembly-timeout.
redirect-message . router-advertisement . router-solicitation .
source-quench. source-route-failed. time-exceeded. timestamp-
reply. timestamp-request. traceroute. ttl-expired. unreachable

NHRERLEI,

ZNLAE TCP/UDP KT ICMP /Ty RS DIRER IP ACL DJL—)b
DBEEALTT.

FI7AIE

ANV

ANV ERE-F

#i3R IP ACL REE— R

Ka

FI7AILRLARI

LAXIL:12

EREDOHT RST1Y

AIOXY Y R(E #5K IPACL TICMP \Tw hZ=E&8EHET D ACLIIL—
WEBEFLET,
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=R -
IR IPACL TICMP /Wy hZEEREGEET DIV —ILZERT DA EZRUET,

# configure terminal

(config) # ip access-list extended Strict-Control
(config-ip-ext-acl) # permit icmp any any
(config-ip-ext-acl) #
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9.4 IPv6 ACL VYV I

IPv6 ACL [CBEET D IPv6 ACL AN Y REZNICHNT D/NTA =T —D—BEZUTDRICTRLET,
ANV R ARV REINSX -5 —

ipv6 access-list ipv6 access-list [extended] NAME [NUMBER]
no ipvé6 access-list [extended] {NAME | NUMBER}

permit | deny (IPv6 | [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
ACLEEE—R) [esp | pcp | sctp | protocol-id PROTOCOL-ID] {any | host SRC-
IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-LENGTH} [any | host DST-
IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [fragments]
[dscp DSCP] [flow-label FLOW-LABEL]

no SEQUENCE-NUMBER

permit | deny tcp | [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
udp (53 IPv6 ACL | {tcp | udp} {any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-
BEE—R) LENGTH} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-
PORT] {any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-
LENGTH} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-
PORT] [TCP-FLAG] [dscp DSCP] [flow-label FLOW-LABEL]

no SEQUENCE-NUMBER

permit | deny icmp | [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
(53 IPv6 ACL BB | icmp {any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-
T—R) LENGTH} {any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-
LENGTH} [ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [dscp
DSCP] [flow-label FLOW-LABEL]

no SEQUENCE-NUMBER

FINY FOFMZEXUTICHEALET,

ipv6 access-list

B IPv6é ACL 0707 7 )LEERR L. ZEI2TOT771)LD IPv6 ACL
REE—RICBITLET, BRI DICFE. no EREFEABLET,

VIV IR ipv6 access-list [extended] NVAME [NUMBER]

no ipv6 access-list [extended] { VAME | NUMBER}

INTA—F— extended : 53K IPv6 ACL O7O7 71 IL=EERLE T, IEE LGNS
B, BEIPV6 ACLOTO7 71 )L EERLE T,

NAME : 1Pv6 ACL D&RI%Z 32 XFURN (FEERXF) TEELEXI,
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ipv6 access-list

NUMBER : IPv6 ACL D707 71 )LES% 11000~12999 (IZ# |Pv6
ACL) . UL <IF 13000~14999 (#:3E IPv6 ACL) DEIFETIEEL X
9, BELABWVWEE., KMEADESHNORADENEBNICEID L TOHN
£,

FI7AIE AN

OAVYY RE—R J0O—/VULEREE—R

FI7AIW KL LA 12

FEHLEDHC RSy | ROV RIE IPV6ACLOZFOT 71 I)LEER L. IPV6 ACLREE—R
CBITLERT,

B
F4E IPv6 ACL Tip6-std-controls ZfEpL. 1R%E IPv6 ACLEREE— RICBITI DA EZRLE
CR

# configure terminal
(confiqg) # ipv6 access-list ip6-std-control
(config-ipvé6-acl) #

permit | deny (IPv6 ACL BEE—R)

B IPv6 ACL DIL—I)LZEZEFZKL XTI, HIFRT DIC(E. no EHZFERLET,
VIV IR [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}

[PROTOCOL-TYPE | protocol-id PROTOCOL-/D] {any | host SRC-
IPV6-ADDR | SRC-1PV6-ADDR/PREFIX-LENGTH} [any | host DST-
IPV6-ADDR | DST-1PV6-ADDR/PREFIX-LENGTH] [fragments]
[dscp DSCA] [flow-label FLOW-LABEL]

no SEQUENCE-NUMBER

INGA—5— SEQUENCE-NUMBER : > — 4TV RESZIEELE T, BHEIEF 1~
65535 T3,

authentication-bypass : 25/ \1/\XA T 3 V= HERALET,

PROTOCOL-TYPE : B LZ7ORINEEREZHELET, esp.
pep. sctp DLWINAZEFERALET,

protocol-id PROTOCOL-/D: #EEL7ORINE SOOI ZESE
BEfMeLES, ORIV ESE 0~255 DHEETEELET,

any ! ANY £4ZHEELX T,

host SRC-/PV6-ADDR : FFE DXETTRA D IPv6 7 KL R EEERH
ELET,
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permit | deny (IPv6 ACL BEE—R)

SRC-IPV6-ADDR/PREFIX-LENGTH : REDXETT IPv6 Ry KD —2
EABRMGELET,

host DST-/PV6-ADDR : FFEDFBIHRIRA LD IPv6 7 KL REGHEHE
LET,

DST-1PV6-ADDR/PREFIX-LENGTH : FFED%ES IPv6 Ry N —T%
BEEHELET,

dscp DSCP: DSCPEZ&EGEHE LET, DSCPEIE 0~63 DEFE TS
EIBDN. DSCP & (aft1~af13. af21~af23. af31~af33. afd1~
af43. cs1~cs7. default. ef " 5EIR) TEEL XTI,

fragments : 75 XY hENfc/\Ty hZEIBELET,

flow-label FLOW-LABEL : JO—S X)L DEZEHEFHEELET, 7
O—SA~JUE(F 0~1048575 DEETHEEL £,

FI7AIE ZL
OYYRE—R TAE /YR IPv6 ACL SBEE— R
FI7AI LRI LA 12

EREDOHT RST1Y

ARIOANY R IPv6 ACL DIL—)ILZ2TO7 71V EICEFLE T, BE
IPv6 ACL Tl REETH KUVFEHE IPv6 7 RLRELLERY T =0 D
HEEBEHICEEIT D ENTEXY, ORI EERELLHBRIZ.
58 IPV6 7 FLREULLIERY RO —UZIBETDIUENHD KT,

A :

TLE IPv6 ACL DIL—I)LEBIRT DT EZRLET,

(
(config-ipvé6-acl) #

# configure terminal
(confiqg) # ipv6 access-list ipv6-std-control
config-ipv6-acl)# permit any host £f02::1:2

permit | deny (53R IPv6 ACL BREE—R)

B 55K 1Pv6 ACL @ TCP/UDP /Ty hDIIL—I)L7ZZEFKL XTI, HIBRT BIC
(F. no FERZFERLET,
VIV IR [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}

{tcp | udp} {any | host SRC-/PV6-ADDR | SRC-IPV6-ADDR/PREFIX-
LENGTH}Y [{eq | It | gt | neq} PORT | range M/N-PORT MAX-PORT]
{any | host DST7-/PV6-ADDR| DST-1PV6-ADDR/PREFIX-LENGTH}
[{eq | It | gt | neq} PORT | range M/N-PORT MAX-PORT] [ TCP-
FLAG] [dscp DSCH] [flow-label FLOW-LABEL]

no SEQUENCE-NUMBER
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permit | deny (53R IPv6 ACL BREE—R)

85 X—— It $55E L7 TCP/UDP R— hEE & D NS WEAEAREHICLET.
gt J5E L7z TCP/UDP — hBE LD RS VBAEABEHICLET.
eq : JEE L7 TCP/UDP — hESE ZELWVEAEAREHICLET.
neq : J5E L7z TCP/UDP — hES TIREWSAESREMICLET,
PORT : ¥ 72 TCP/UDP R— hBESZIBELX I,

range M/N-PORT MAX-PORT : 8% L7z TCP/UDP R— hEFES DEH
RICHDBEEERREICLETD,

TCP-FLAG: TCP /Xy RDIZEDIMEIRBIEET, TCP 7577 1—)L
RZEHEXMHICLEXT, ack, fin, psh. rst. syn. urg N"H5FEIRL X
9, BHAKICIEEI 25HE(E. LEEDIEFETAR—IATRY>TEEL

x93,
ZFNLANME TCP/UDP KT ICMP /Ty RBIA DR IPv6 ACL DJL—
IWDBEERLTY,

FIAILE mU

ANV RE—R ¥R IPv6 ACL BREE—R

FIAILRLARIL LA 12

FERLOAMRSAY | ROVY Y R(F. #:5R IPv6 ACL T TCP/UDP /Xy hZEEHBEHET D
ACLIW =) 7Z=&FLET,

=B
55K IPv6 ACL 7O 7AILTTCP NIy hESHEHICT DIV —IVEERT 2 EERLET,

# configure terminal

(confiqg) # ipv6 access-list extended ipv6-control
(config-ipvb-ext-acl)# permit tcp any £f02::0:2/16
(config-ipvé6-ext-acl) #

permit | deny (353K IPv6 ACL BREE—R)

B JL5R IPv6 ACL D ICMP /\Ty bDIL—ILZZE#FZKL KT, HIFRT DIC(E.
no ERXEFEALEI,
VIV IR [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}

icmp {any | host SRC-/PV6-ADDR | SRC-1PV6-ADDR/PREFIX-
LENGTH} {any | host DST-/PV6-ADDR| DST-1PV6-ADDR/PREFIX-
LENGTHY L/CMP-TYPELICMP-CODA | ICMP-MESSAGE] [dscp
DSCP [flow-label FLOW-LABEL]

no SEQUENCE-NUMBER
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permit | deny (53R IPv6 ACL BREE—R)

INGA—=5—

ICMP-TYPE: ICMP Xwt—I5 14 TEEHEHICLET, ICMP Xv
t—I%5 1 F(F 0~255 DEHEHTIEEL XTI,

ICMP-CODE: ICMP Xy —Y 01— RZEEHREHICLET, ICMP Xv
t—2I 00— (3 0~255 D&EFETEEL XD,

ICMP-MESSAGE: ICMP XvwE—IDEEZEHRRHICLET, Xv
t — 3% (% beyond-scope. destination-unreachable. echo-reply.
echo-request . erroneous_header. hop-limit. multicast-listener-
query . multicast-listener-done . multicast-listener-report . nd-
na. nd-ns. next-header. no-admin. no-route. packet-too-big.
parameter-option . parameter-problem . port-unreachable .
reassembly-timeout. redirect. renum-command. renum-result.
renum-seq-number. router-advertisement. router-renumbering.

router-solicitation. time-exceeded. unreachable i*5:#RL £,

ZNLSME TCP/UDP KT ICMP /Ny RSN DR IP ACL DJL—)U
DiFaEEUTT,

FI7AIE

ANV

ANV ERE-F

3R IPv6 ACLEREE— B

FI7AILRLNRI

LAXIL:12

EREDOHT RST1Y

AIOX Y RI(F. #:5& IPv6 ACL T ICMP /Xy hEEESEGET D ACL
W= EeZHLET,

A -

3R 1PV6 ACL TICMP /X7y b ZEEBEHE T DI —IVERRY 275 EZ2RLET,

# configure terminal

(config) # ipv6 access-list extended ipvé-control
(config-ipve-ext-acl) # permit icmp any any
(config-ipv6-ext-acl) #
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9.5 TFX/)\—KACLOVV R

THR/N—h ACL (&, IPv4 )Xy hERENRE L7 72 Rz {T\WER T, TFRX/N—K ACL
([ MAC ACL &HE3R IP ACL /N1 TUy R T, RE&EEFHEITT/FEED IP 7 RLA MACT KL
ARy hOFERIEE. MACACL &HE5R IP ACL THN—F B INTOHEENEENETD,

ITHFR/\—HACLICEETDIFR/\—HACLOVY REZNICHIDT D/INSX—F—D—EZLUT

DRICRLE T,

ONYV R

ANV RENSA—5—

expert access-list

expert access-list extended NAME [NUMBER]
no expert access-list extended {NAME | NUMBER}

permit | deny (T
RI8— b ACL &R=E
T—hK)

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
PROTOCOL {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR
| any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-
ADDR | any} {DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-
ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-
MAC-ADDR | any} [cos OUTER-COS [inner INNER-COS]] [vlan
OUTER-VLAN [inner INNER-VLAN]] [fragments] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER

permit | deny tcp |
udp (ZFX/\—hk
ACLEREE—R)

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
{tcp | udp} {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR |
any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-
ADDR | any} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-
PORT] {DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR |
any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-
ADDR | any} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-
PORT] [TCP-FLAG] [cos OUTER-COS [inner INNER-COS]] [vlan
OUTER-VLAN [inner INNER-VLAN]] [[precedence PRECEDENCE]
[tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER

permit | deny icmp
(TFR/X=K ACL
REE—R)

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
icmp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-ADDR | any}
{SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR |
any} {DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any}
{DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR |
any} [ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [cos OUTER-
COS [inner INNER-COS]] [vlan OUTER-VLAN [inner INNER-
VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP]

no SEQUENCE-NUMBER
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FINY FOFBZEXUTICHALET,

expert access-list

By

IFR/\—FACLOTOT7 71 ILEER L, ZHTHTOT7T7ILDIF
AIN—hk ACL EBREE—RICBITLET, HIBRTBICIE. no X EFERL
x99,

VYOI R expert access-list extended NVAME [NUMBER]
no expert access-list extended { VAME | NUMBER}

INGA—5— NAME : TH X)\— b ACL D%F1%Z 32 XFHUA (FLHEEXF) THEEL
ESC I
NUMBER : THFX)/)\— K ACLOTO7 71 )LES%Z 8000~9999 DEiH
TEELERT, BELLBWSGEEF. KEADESOHFNORRDENEE
MICEDHTONET,

v DI BL

ANV EE—F JO—-/NILEEE—R

FTIAILELARIL LAV 112

EREDOHT RST1Y

ARAVXY RIFE. TFR/N—KFACLOZAT 71 I)V&EER L. TFX/—h
ACLEREE—RICBITLET,

fERA -

TH+R/)X—hkACL Texp_acli ZfEEiL. TFX/\— K ACLREE—RICBITIDAEZRLEXT,

(config-exp-nacl) #

# configure terminal
(config) # expert access-list extended exp acl

permit | deny (ZF+X/¢— kK ACL REE—R)

B ITHFR/)\—bh ACL DIL—)LZEFHEKLE T, HIFRT DICIE. no R ZER
LEXY
VIV IR [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}

PROTOCOL-TYPE{SRC-IP-ADDR SRC-1P-WILDCARD | host SRC-
IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host
SRC-MAC-ADDR | any} {DST-IP-ADDR DST-1P-WILDCARD | host
DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD |
host DST-MAC-ADDR | any} [cos OUTER-COS [inner /NNER-COS]I
[vlan OUTER-VLAN [inner /INNER-VLANM] [fragments]
[[precedence PRECEDENCE] [tos 7TOS] | dsep DSCA

no SEQUENCE-NUMBER
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permit | deny (ZF+X/8—k ACL BREE—R)

INTGX—H— PROTOCOL-TYPE: BELAEZ7ORNINZEZEREHFELET, 7OKD
ILES (0~255 D#EHE) . ©UL< (L gre. esp. eigrp. igmp. ipinip.
ospf. pcp. pim. virp DLWINHAZFEHRLET,
ZFNUNDING A= —DEEIE MAC ACL, BKT IP ACL DIL—ILE
FORE/NTA—F—ZSRL TSV,

FIAI bk BL

ANV RE—FR ITHFR/N—KACLEREE—F

FIAILRLARIL LIV 12

ERLEDHI RST1Y

ARIAVY REF. TFX/N—k ACL OIL—)IZ=TFOT 7L EICVERRL £
ER

=B -

TH+R/)\—hkACL Texp_aclh D ACLIL—ILZEZRT DHEERLET,

(config-exp-nacl) #

# configure terminal
(config) # expert access—list extended exp acl
(config-exp-nacl) # deny host 192.168.4.12 host 0013.0049.8272 any any

permit | deny tcp | udp (TF+R/¢—k ACLREE—R)

By

I+ X/N—k ACL @ TCP/UDP /Ty hDI)IL—IL=Z8FLET ., HIFRT
BICE. no ERXZEFERALET,

VIV IR

[SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}
{tep | udp} {SRC-/P-ADDR SRC-1P-WILDCARD | host SRC-/P-ADDR
| any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-
ADDR | any} [{eq | It | gt | neq} PORT | range M/N-PORT MAX-
PORN {DST-1P-ADDR DST-IP-WILDCARD | host DST-/P-ADDR |
any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-
ADDR | any} [{eq | It | gt | neq} PORT | range M/N-PORT MAX-
PORTY LTCP-FLAG] [eos OUTER-COS [inner /INNER-COS]] [vlan
OUTER-VLAN [inner /INNER-VLAM] [Iprecedence PRECEDENCE]
[tos 7OS] | dsep DSCA

no SEQUENCE-NUMBER

INGX—5—

FBINS A= —DFHAF MAC ACL. IP ACL. B&UHEER IP ACL D
TCP/UDP /X7y hDIL—IVEFRDRE/NZA—F—ZSRLTES
LYo

FTIAILE

AN

ANV ERE—-F

BRI FRX/N—KT7 72XV RASREE—R
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permit | deny tcp | udp (TFX/¢— kK ACL REE—R)

T ALV LAV 12

FRALOHTI RSAY | AOY Y RiZ. TFX/S—k ACL @ TCP/UDP /Xy w haEHREHET
BACLIL—I&EEZEZLUET,

=B
THFR/)N—bFACLTTCP /Wy b EBBEHICT DI - EEFRIT DT EZERLET,

# configure terminal

(config) # expert access—list extended exp acl

(config-exp-nacl) # deny tcp host 192.168.4.12 host 0013.0049.8272 any any
(config-exp-nacl) #

permit | deny (expert access-list)

B permit (§FA) F7zld deny (L) TV KU—ZEMLEI., TV hH
U—7ZHIBRT BIC(EF. no ANV RZEFEALEXT,
VIV IR [SEQUENCE-NUMBER] {permit [authentication-bypass] | deny}

iemp {SRC-/P-ADDR SRC-IP-WILDCARD | host SRC-/P-ADDR | any}
{SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR |
any} {DST-/P-ADDR DST-IP-WILDCARD | hest DST-/P-ADDR | any}
{DST-MAC-ADDR DST-MAC-WILDCARD | hest DST-MAC-ADDR |
any} [/CMP-TYPELICMP-CODEY | ICMP-MESSAGE] [eos OUTER-
COS] [vlan OUTER-VLAM [Iprecedence PRECEDENCE] [tos TOS] |

dscp DSCA
no SEQUENCE-NUMBER
INGA—5— FINT A= —D5HAIE MAC ACL, IP ACL., BKXUHEE IP ACL @
ICMP )XTw RDIL—IVEFRKDRE/INTAX—F —ZZR LTS,
v DI BL
ANV EE—F BRIFRIN—KT7ICAVANEREE—R
FTIAILELARIL LIV 112

FEREDODHTI RSy | AOAYYVRIE, TFX/)\—k ACL T ICMP /Xy hEBBEHEETD
ACLIL—=I)L=&ERKULET,

A :
YLK IPv6 ACL TICMP /XTy hZEEBEHE T DI —ILZERT 2 A EZRLET,

# configure terminal

(config) # expert access-list extended exp acl
(config-exp-nacl) # permit icmp host 192.168.4.12 any any any
(config-exp-nacl) #
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9.6 VLAN 7 Ut AX v

CLID VLAN 7V 2R Y FEZNICHR T D/INSA =5 —D—BZUTORICRLET,

vV R

ARV RENRTKX—5—

vlan access-map

vlan access-map MAP-NAME [SEQUENCE-NUM]
no vlan access-map MAP-NAME [SEQUENCE-NUM]

match (W< v &%
EE—R)

match {mac | ip | ipv6} address {ACL-NAME | ACL-NUMBER}
no match {mac | ip | ipv6} address {ACL-NAME | ACL-NUMBER}

action

action {forward | drop | redirect INTERFACE-ID}

no action

BNV FOFBZEXUTICHALEI,

vlan access-map

By

VLAN 7O ANy TZ=ER L. BELIEY IR Y TOYTY v TRE
T RZRABLET, VLAN ZIOERAN Y TELLKET TV Y TZHIRS
BI(C(E. no ERZEFERALET,

VYOI R vlan access-map MAP-NAME[SEQUENCE-NUM]

no vlan access-map MAP-NAME [SEQUENCE-NUM)]

INGA—5F— MAP-NAME : 3/ZFES D VLAN PO AX Y TOERIEIBELF T, Al
[FFRK 32 XFETTIY,
SEQUENCE-NUM : Y TRy 7D -V AHBSER/BELET . BHE
#iFH (X 1~65535 TI,

T4k BL

ANV EE—F JO-/NIVEEE—R

FTIAILELARIL LAV 212

EREDOHT RST1Y

VLAN 722X v I, VLAN [CHDIF TS T 1 v o DHliH=ETS
TJ774ITY, VLAN ZOEAT Y F(ICIFEHRDY T v THEFE
TL\ YINY TFY -V ABSTHAMLET, KFYTIYVITIELS
T1vID—BEGEE, BRLAEBEDT7 VY3V EBELET., b
T4 v ID—HEHICIE ACL 7OT7 71 I)LEERBL. PERMIT £&D
ACL )L=)LEHEEHEE LET, BRULAEYTIYY JE. YTV XES
NMINEVNEFICFMEIN. WINHADIL—=ILICERLTT IV 3V HET
SNDELEDOTHEFITOEE A
ATV RTIE. VLAN 722X Y TEAERL. EELEY—T Y RE

SOYTNY TERETDE—RICBITLET, BELILY—TVRES
DY TNy THEFEINTVEWNGE, AT I VY THEFEINE
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vlan access-map

Yo VT VABSEREELBWVEE. 10 DEHRTREFDOEFDH TR
EBNSWMEN Y —T VY RBESELTEBNCERSN. HRICTIYY T
R L E T,

=R
VLAN 792 AN v &k 2 AF%ERLE T,

# configure terminal
(config) # vlan access-map vlan-map 20
(config-access-map) #

match (M 7< v 7E&REE—R)

B VLAN 722Xy 70U 7Yy 7 ACL ZAT7 71 I =EHDITED,
HIBRT DICIE. ROV RD ne EXZFERAL XTI,

VIV IR match {mac | ip | ipv6} address {ACL-NAME| ACL-NUMBER}
no match ip address {ACL-NAME | ACL-NUMBER}

INGA—5— mac : MACACL = DIF £,

ip: IPACLZBDIFET,
ipv6 : IPV6 ACL Z#i DT %9,
ACL-NAME : #2132 ACL 7O7 70 )L=7O7 71 ILATIRELE

EP
ACL-NUMBER : #2132 ACL 70771 )L 2707 71 )LES TIEE
LET,

FTIAIE L

ANV EE—F BINy TEREE—NR

FI7AI KL LA 12

FERLEDHI RSy | AOY Y RIE. VLAN 7oAy 7OY Ty FIC ACL Z7AT7 71U
EMDIFET, ACL7AT7AIIERZ T4 v IVDEBEEICHERIN.
BIREN/z ACLIL—IL®D PERMIT £EICERIT D EIBELLT V3V
EITWED,

B
VLAN 7222~ v 7 Tvlan-maps OB 7~ w 7:10 [ MACACL Tsp_macy ZE#DIFDAEZR
LET,

# configure terminal

(config) # vlan access-map vlan-map 10
(config-access—map) # match mac address sp mac
(config-access-map) #
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VLAN 72+ X< v 7 Tvlan-mapy ®Y7<w 7:201C IPACL Tsp_ipy D3 3AEERLE
ER

# configure terminal

(config) # vlan access-map vlan-map 20
(config-access-map) # match ip address sp ip
(config-access-map) #

VLAN 7222~ v 7 Tvlan-maps OB T~ w 7:30 (2 IPv6 ACL Tsp_ip6s Z#DIF DA EESRL
£,

# configure terminal

(confiqg) # vlan access-map vlan-map 30
(config-access—map) # match ipv6 address sp ip6
(config-access-map) #

action

B HIXY TO—BREICEBRLILBEDT V2 aVvERELES, T 74
IWHICRETICIE. no R ZEERALEXT,

VIV IR action {forward | drop | redirect /N7TERFACE-/D}
no action

INGA—5— forward | FHICER L/ Y h2FFA U CTERXDIBZITVER T,
drop : £HICER L/ y b2z ROV FLET,
redirect /NTERFACE-ID : &HICEBUI/\T Y hZIEE LiciR— I
UL LI RLET,

v DI forward

ANV EE—F IOy TEREE—R

FTIAILELARIL LAV 12

FERLEDAT RSIY | AOVXVRE. YT v TICHBOFLACLTOT 71 IILDIL—ILICEEL
TEhZ2T74v0(CRTDT7IYaVZERELET .

ERA :
VLAN 72 22Z¥ v 7 Tvlan-mapy OB TNy 202702 aVaEREST DA EZRLET,

# configure terminal

(config) # vlan access-map vlan-map 20
(config-access-map) # action redirect port 1/0/5
(config-access-map) #
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10 B SohliEEae

KETIE. bTT 1 v o DEEFENCTEHROFHIEICENLDHEDINVY RDWTEHRBELET,

10.1 QoS OV R

CLI @ QoS AV Y REZNICHIGT D/INTA—F—D—BZUTDORICRLET,

vV R

ARV RENRTAX—F5—

mls qos trust

mls qos trust {cos | dscp}

no mls qos trust

mls qos cos

mls qos cos {COS-VALUE | override}

no mls qos cos

mls qos map dscp-
cos

mls qos map dscp-cos DSCP-LIST to COS-VALUE
no mls qos map dscp-cos DSCP-LIST

mls qos map dscp-
mutation

mls qos map dscp-mutation MAP-NAME INPUT-DSCP-LIST to
OUTPUT-DSCP

no mls qos map dscp-mutation MAP-NAME

mls qos dscp-
mutation

mls qos dscp-mutation DSCP-MUTATION-TABLE-NAME

no mls qos dscp-mutation

priority-queue cos-
map

priority-queue cos-map QUEUE-ID COS1 [COS2 [COS3 [COS4
[COS5 [COS6 [COS7 [COS8]11111]

no priority-queue cos-map

mls qos scheduler

mls qos scheduler {sp | rr | wrr | wdrr}

no mls qos scheduler

wrr-queue wrr-queue bandwidth WEIGHTO...WEIGHT?7

bandwidth no wrr-queue bandwidth

wdrr-queue wdrr-queue bandwidth QUANTUMO...QUANTUM?7

bandwidth no wdrr-queue bandwidth

set set {[ip] precedence PRECEDENCE | [ip] dscp DSCP | cos COS |

cos-queue COS-QUEUE}
no set {[ip] precedence PRECEDENCE | [ip] dscp DSCP | cos COS |
cos-queue COS-QUEUE}

show mls qos
interface

show mls qos interface INTERFACE-ID [,|-] {cos | scheduler | trust
| dscp-mutation | map dscp-cos}

show mls qos
queueing

show mls qos queueing [interface INTERFACE-ID [,]-]]
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show mls qos map
dscp-mutation

show mls gqos map dscp-mutation [MAP-NAME]

FINY FOFMZEXUTICHEALET,

mls qos trust

B 2ETL—LD CoS DiEE% CoS BELL(F DSCPEICEELES., T
TAIVEDREICETICIE. no EXZEFEALET,
VIV IR mls qos trust {cos | dscp}
no mlis qos trust
INGA—5— cos ! ZfET L — LD CoS DiEE%Z CoSEBICHEELXRT,
dscp : ZET L — LD CoS DIEZE%Z DSCPEICEELX I,
Pk I cos (CoS EZ&R)
ANV ERE-F 15 —7 11— XEREE— R (port, range, port-channel)
T7AIWKLARIL LA 12

EREDOHT RST1Y

AOYYVR(F, FETL—LD CoS DIBEEEBELET. CD/STA—
9—(31 EZ2T71vIDNIEIEEZEDH D QoSHERETDI ST —23

Y (988) TOCXDLRERICETDIERET. ZELLETL—LHNEERNES
DED CoS ICHEEINDH ZESDD1EEZ CoS fE. DSCP EDOWLITNIC
FTEINERELXT,

FELIETL—LICEBELEEDER (CoS &, DSCP B) H7EWVNEE. mis
qos cos IX Y RICKDER—BNIRELIET 74 )L MEEED CoS ICk
IRENEXT,

cos (CoS DIEEN CoSfB) [CRRESN/IEZE. RETL—LD CoSDKX
& VLAN #7®D CoS B RMENEFT, I LTL—LDFE. &
W\ [FR— EDELEC mis qos cos override NEAINTWNDIHEE., R—
hDT T A )L MBEREDEN CoS ICRIRENE T,

dscp (CoS DISIEA DSCP fB) ICRESNHE. BETL—LD CoS
DX 7 E DSCP EZZH L. mls qos map dscp-cos DX v E> J(ZHED
T CoS [CRMENFRT, 3E IP /Ty hDHZEF. cos ZHRE LB E
FEROEMEE LD RT,

=B -

R—k 1/0/1 D CoS DIEIE% DSCPEICEKET DAEERLET,

config-if-port) #

# configure terminal

(confiqg) # interface port 1/0/1
(

(

config-if-port)# mls gos trust dscp
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mls qos cos

=]:y) R=bDTITAINBEEZRELE T, REZIZUTITBICIE no
REFEALET,

VIV IR mls qos cos { COS-VALUFE | override}
no mls qos cos

INTGX—=5— COS-VALUE: 77 # )L MBEEDEZ 0~7 DEETIEELX T,
override : CoS DIEREORETL —LAD QoS FHICLHI. T4 b
BEEZ CoS [CRMREEDIGEICEELX I,

TI7AIbE INRTDR—KTO. override A 7> 3zl

ANV EE—F 15 —7 1 —XEEE— R (port, range, port-channel)

T ALV LAV 112

ERLEDHI RST1Y

ARIVY RIE. R=bDT 7 A MBEEZRELET. T 74 MMEE
ElE. CoS DIBEICH STz CoS DAEHNERITTERVFEEICHEEIND
CoSZERULEFT, 7c&Z(F. CoSDIEEN CoSEDHZRICYIELTL —
LEZELTHE. VLANIY IR EENTWE W6 CoSEESIRTEX
Bho TOXKISHHZEIC, R/INTA—F—DHREMEHN CoS [CRERENF
ED

override /\J X —%—ZFHT D&, ZELILTL—LDCoSEY DSCP

fB. BELU mls qos trust DRTEICKLDOT. T 74 )L MEEED CoS IZR
BEnExd,

A :

K=k 1/0/1 OF 74 )L MEGEE 3 ICRET 2HEERLET,

config-if-port) #

# configure terminal

(config)# interface port 1/0/1
(

(

config-if-port)# mls gos cos 3

mls qos map dscp-cos

=]:y) DSCP fE& CoS DNV EVIZEELF T, T AN BDREICRTIC
(F. no EXZEFEALFT,

VIV IR mlis qos map dscp-cos DSCP-L/STto COS-VALUE
no mis qos map dscp-cos DSCP-L/ST

INSGA—5— DSCP-LIST: DSCP{E (0~63) ZUXKTHEELEXT,
COS-VALUE : DSCP{EICXI T D CoS (0~7) ZHEL XTI,

FIAILE CoSfE: |O 1 2 3 4 5 6 7
DSCP 0~ |8 ~ |16~ |24~ |32 ~|40 ~ |48 ~ |56 ~
& : 7 15 23 31 39 47 55 63
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mls qos map dscp-cos

ANV ERE-F 15 —7 1 —AFEE— R (port, range, port-channel)

T LRIV LAJL 212

FEREDHIRSAY | ROTYY RIE. DSCPEE CoSODVY Y EVIZIEELFI . misqos trust
ONY Y RT CoS DiEfEZE DSCPEIC LIcZBICEBaENE T,

fERHA :
R— bk 1/0/6 TDSCP 12, 16, 18 # CoS 1[N v EVITIAFERLE T,

# configure terminal

(config) # interface port 1/0/6

(config-if-port) # mls gos map dscp-cos 12,16,18 to 1
(config-if-port) #

mls qos map dscp-mutation

By RELILTL—LAICHERYT S DSCP EOEHBY Y TZ2&HELFT., B
X v TZHIRT BICIE. no PR EFERLE T,

VIV IR mls qos map dscp-mutation VAP-NAME INPUT-DSCP-LIST to
OUTPUT-DSCP

no mls qos map dscp-mutation VIAP-NAME

INGA—=5— MAP-NAME : ¥y 7OTOT7 71 )V&% 32 XFLUATEELE
ER

INPUT-DSCP-LIST : ZE¥#a75 D DSCPED ') A hZIE L X T,
OUTPUT-DSCP: Z#a5E0D DSCPEZEE L F Yo

FIAIE A
ANV RE—R J0O—-/NLEREE—R
FIAI LRIV LA :12

FERLEDHAI RSy | ROV RIE ZETL—LAICHERET S DSCP BTy TZ2&EHZLET,
ERR L7=Z#a< v IS mis qos dscp-mutation T RT/R— ~ZE|D
LUTHRENTEEY, YiR— I 5 DSCPEMET Y TDORAIL 255 T
ER

DSCP Z#a(d, MDEKE(IC QoS BERESI S /cHD I Y —F 2 T DA
([CEELET, &z CoS DIEBEVPHFEFEHTORS T+ v IRETD
DSCP fE(E. ZHATDEIMERSNE T,

A
DSCP &Y v 7 Tmutemap2) ZERT DA EZRLET,

# configure terminal

(config) # mls gos map dscp-mutation mutemap2 30 to 8
(config) # mls gos map dscp-mutation mutemap2 20 to 10
(config) #
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mls qos dscp-mutation

=]:y) YERL L7z DSCP AN Y JZR— MMCEAL XY, BID U TERERT DIC
(F. no EXZEFERAL XTI,

VIV IR mls qos dscp-mutation DSCP-MUTATION-TABLE-NAME
no mls qos dscp-mutation

INSGA—5— DSCP-MUTATION-TABLE-NAME : B9 2 DSCP Z¥av v D70
T77MIVBEEELRT,

T4k BL

ANV ERE—-F 15 —7 11— XEREE— R (port, range, port-channel)

FTIAILELARIL LAV 12

EREDOHT RST1Y

AIXY Y R(E. mls qos map dscp mutation <> RTERL L7z DSCP
TNy TER—NIBERALED,

A -

R—k 1/0/1 (C DSCP Z#a< v~ "mutemap2; Z#EAIT2AEZEZRLET,

config-if-port) #

# configure terminal

(config) # interface port 1/0/1
(

(

config-if-port)# mls gos dscp-mutation mutemap?2

priority-queue cos-map

=]:y) CoS EXEF1—DVVEVIZRELETT, T 7AIBDREICRTIC
(F. no EXZEFEAL XTI,

VIV IR priority-queue cos-map QUEUE-/D COST[COS2[COS3[COS4
[COS5[COS6[COS7ICOSSIM
no priority-queue cos-map

INGA—5— QUEUE-ID: F¥21—ID 7%= 0~7 OEETEEL XTI,
COST:Fa21—[CEDETS CoS %= 0~7 THRELET,
COS2..COS8: Fa1—([CEIDHETD COSTHUND CoS ZHELE T,

TI7AIbE CoS &EEEF2—IDDYYEVTIE0-2, 1-0. 2-1. 3-3. 4-4. 5-5. 6-
6. 7-7 T,

ANV EE—F JO-NIVEEE—R

FIAILELARIL LA 12

ERLEDHI RST1Y

ARAVYVRIE CoS EXEF1—DIYYvEVIZZRELER T R/INTA—
F—IF. CoS [CHUTEBEF1—ZRETDF 21— 1T VI DREICHKH
L. 922745 —23VToEEINc CoOSKAEARTY Y EVTIL—)LIC
WU TRET L —LAZXEF 21— ([CIRDDIFTET,
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A -

CoSEBHXE3. 5. 6 212 (CEIDHTEAEERLET,

# configure terminal

(config) #

(confiqg) # priority-queue cos-map 2 3 5 6

mls qos scheduler

BiY

QoS DRTIVa2a—VUVIAREXRELEXT. T IAINIRERTICIE. no
ANV RZHERALED,

VIV IR mls qos scheduler {sp | rr | wrr | wdrr}
no mls qos scheduler
INTGX—=5— p: INTOF1—TCrEBEHEAREERLII,
rrl INTDF1—TIUY ROEYARZERLEI,
wrr: MMEZS DY ROEYARZEFERALET,
wdrr . MMERRE S DY ROEVARZFERALEY,
v DI INTOR—bTwrr (MEZYY FOEYAR)
ANV ERE-F 15 —7 11— XEREE— R (port, range, port-channel)
T A KLARIL LAV 212

EREDOHT RST1Y

AIVYYVRIE. QSDRT IV a1a—UVIARERELETT, REEFX1—
CINABLIETL—AIF BELERT Y 2—U Y T)IL—)VICHE > TEEMD
BATHONET,

sp (E2BEHIE) OFEE. BEENSWVW(F2—ID BAKREWV)ZERE
Fa—-[CIRBENLTL— /_\b‘bllLE%(g_lJaéﬂi@“o

r (O ROEVAR) OFE. EEF 21— TOEBENLTLEIITD
I, ZEFa21—T1DO20T7L—LZ=IBHICNIELET,

wrr (MMES DY FOEVAR) OFE. EF1—ICRELLEHDEE
BBUIET L —LBICHIGLIc DY 5 —T/INTy S DALEBIEEZRE L
N

wdrr (IERES DY ROEVAR) DA, EF1—ICRELIEIAY
YNMEEMEUITL—ADY A RCHIGLIEHO Y —TINVTy kDL
HEEZRELEXT,.

wrr 5 U< (3 wdrr DIFE. EARIT A VY LMMEN 0 DXEF 1 —(F7D
BEAHETUEINET, COHE. BEENLDEWN (Fa—-IDHELD
KEW) XEF1—EEHFEQICKETDINENSDDFT,
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=R -
R—bt1/0/1 DRT Y 2=V IARERLEBEHHARICKRET DA EERLED,

# configure terminal

(config) # interface port 1/0/1
(config-if-port) # mls gos scheduler sp
(config-if-port) #

wrr-queue bandwidth

B MEZDY RAOEY AR TODF 2 —DEHEHRELEFT, T IAILSDEK
EICRIICIE. no EHZFEALEXT,

VIV IR wrr-queue bandwidth WE/GHTO...WEIGHT/
no wrr-queue bandwidth

INTGX—=5— WEIGHTO..WEIGHT7 : &%+ 21— (¥21—1D:0..7) DEH%Z 0~
127 DEBETEEL X,

TI7AIb INRTDIR—EDIRTDEEF21—T 1

ANV EE—F 15 —7 1 —RXEEE— R (port, range, port-channel)

FIAILELARIL LAV 12

FEALDAA RSAY | ROV RE AT Va—UVIARMMES DY ROEYARDBE
BEEF1—DEHAZRELXRT,

fERHA :

R—Kt1/0/1 T AT Va—UVITARIMES Y ROEYARDBEDXREF 1 —DEFEHRTE
IDAEERLET, COBITIE. £2—ID:0~7 DEHFHMZFNFN 1. 2. 3. 4. 5. 6. 7. 8%
ESNEXKI,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # wrr-queue bandwidth 1 2 34 5 6 7 8
(config-if-port) #

wdrr-queue bandwidth

=]:y) MEREZDY ROEYARTODF 1 —DIAVILAEZRELET, T
T AIVEDHREICETICIE. no EHXZFEALET,

VIV IR wdrr-queue bandwidth QUANTUMO...QUANTUM7
no wdrr-queue bandwidth

INGA—F— QUANTUMO...QUANTUM? : &g+ 21— (F2—1D:0..7) DT AV
5 I\fE%Z 0~127 OEHETEELXT,

FIAILE INTDR—EDINTDEEF1—T 1

ANV EE—F 15 =7 —RXEEE— R (port, range, port-channel)

T ALV LAJL 12

FEALDAA RSAY | ROV RE, AT Va—UVIARMNNMEREZ VY ROEYARDS
BORXEEF1—DIAVINMEZRELX T,
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fERA -

R—K1/0/1 T AT Va—UVITARNINMERES DY ROEVYARDBEDEEF 21— DT+
YINMETDAFEERLET, COFITIE. F2—ID:0~7 DT A VY LAMENZFNFN 1. 2. 3. 4.
5. 6. 7. 8ICEHEEINET,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # wdrr-queue bandwidth 1 2 34 5 6 7 8
(config-if-port) #

set

B MUY=V CEBRITDRT Ty IICHTBQoST7IavEIBEL
I, REZZVT7IBICIE. no BERZFERBLET,

VIV IR set {[ip] precedence PRECEDENCE | [ip] dscp DSCP| cos COS | cos-
queue COS-QUEUE}
no set {[ip] precedence PRECEDENCE | [ip] dsep DSCP| cos COS |
cos-queue COS-QUEUE}

INGA—5F— ip: IPVv4/X\TY bDOHZENRELET,
precedence PRECEDENCE : |P Precedence [EZEZ#X £, {EX 0
~7 DHEETEELXI,
dsecp DSCP: DSCPEZEEMA XTI, {EIF0~63 DEEFHEEL X,
cos COS: CoS EZEEHA XTI, {ElF 0~7 DHETEELXI,
cos-queue COS-QUEUE: XEF¥ 1 —ZIEELET,

v DI 17U

ANV EE—F MUY=y TUOSAZEE—R

FTIAILELARIL LAV 12

FEREOAMRSIY | ROV VRE RUY—IVIICERIT DN T v I(CHT B QoS T7 Y
VavERELET, RETZ7IaVTlE. BRITZDIL—LD IP
Precedence {B/DSCP {&/CoS EDEERI PEEF 1 —DREKRE, 7
ST —av, UN—FVI, Fa—AVIDTOLRICHNT 28
EEBET D EHNTEXT,

ip A 72 aVEIBELEWVES. IPv4 /Ty RBBMCEBRSNE D,

dscp F 7> a >V DAIE(F, DSCPEB]V Y TICKDESHMZI LDEBEESN
KN CoS DREISEHMATDENMERSNKT,

cos AT a3V DAIEIL CoS DIREICKREN., THEDEZERL TE
FEF¥a1—Z=FIRLET,

cos-queue 7 3V DMIR(Z, EEF 1 —DBEROARMEN., XET
57L—ALD CoSEBICIERMENFTE As
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fERHA -

MUY=y Tpolicyly @UZAR Y Tclass1y ICERI DT T vID QoS 7oravza
RETDHEZRLET, COFITIE. IPv4 /Ny D DSCPEZ 10 [CEEHBRZIET,

config-pmap) #

# configure terminal

(confiqg) # policy-map policyl
(config-pmap) # class classl
(config-pmap-c) # set ip dscp 10
(

show mls qos interface

B R—hKT®O QoS BEZRRLET,
VIV IR show mls qos interface /N7TERFACE-/D[,]-]1 {cos | scheduler | trust |
dscp-mutation | map dscp-cos}
INGA—5— INTERFACE-ID: 188 Z=R RS Dh— hEEELET,
cos : IR—bhDT T A MBEEDREEZRRLUET,
scheduler : 'R— D QoS AT Va1 —YUVIARDEEEZRRLED,
trust : /R— D CoS DIEEDREZRITLET,
dscp-mutation : /R— ~MNIERAEIN TS DSCP Biavw JaRRLE
EP
map dscp-cos : /R— D DSCP fE& CoS DYV EY IERRLUET,
FIAI bk BL
ANV RE—F EFEOIXYYERE—FR
FIAILELARIL LAV 1

ERLEDHI RST1Y

ROV RlE IR—BZERE L QoS REDBEHRERRLET,
INGX—=F—ZHRELEWSEARIF. QoS REDHEBERINKRRSNET,

=B -

R— K 1/0/2~1/0/5 DF T # )L MELEDREERTT BHEERLET .

Interface
Portl1/0/2
Portl1/0/3
Portl/0/4
Port1/0/5

# show mls gos interface port 1/0/2-5 cos

Override
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R—b 1/0/2~1/0/5 D CoS DIFRDREERTRY 2/ EERLET,

# show mls gos interface port 1/0/2-1/0/5 trust
Interface Trust State
Port1/0/2 trust CoS
Portl1/0/3 trust CoS
Portl/0/4 trust CoS
Port1/0/5 trust CoS
#

R— K 1/0/1~1/0/2 D QoS AT Y 1— UV I ARDEEERTT BHEERLET,

# show mls gos interface port 1/0/1-1/0/2 scheduler
Interface Scheduler Method
Portl/0/1 s
Port1/0/2 wrr

#

AR— K 1/0/1~1/0/2 IZBF L 7= DSCP BT v JaHRRT B HhEaERLET,

# show mls gos interface port 1/0/1-2 dscp-mutation

Interface DSCP Mutation Map
Portl1/0/1 Mutate Map 1
Portl1/0/2 Mutate Map 2
#

R—k 1/0/1 @D DSCP & CoS DN vV EY IR EZRIRT DAEFERLET,

# show mls gos interface port 1/0/1 map dscp-cos

Portl/0/1
O 1 2 3 4 5 6 7 8 9

show mls qos queueing

=]:y) QoS DEEF 1 —ICEET DEHRERRLET,
VIV IR show mls qos queueing [interface /N7TERFACE-/D L|-11
INSAXR—5— interface /NTERFACE-ID: &F 1 —(CRELICEAIP T 4 V5 LMEDE

BaeRXTRITDR—hERELERT. BELLBWSRIE, CoS &&EEF1—
DY v EVTDREBRNKRRENET,
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show mls qos queueing

FIAIE A
OAYY RE—R FEDIAVY RE—R
FIAI LRIV LA

FERALEDHA RSy | AOTY RIE. QoS DXEF1—ICBT2BEHRERRLET, R—bZiE
ELIBE. EF1—CRELLMES VY ROEYARXCMERES Y
YEROEYARTOEAP I A VY ©MEERRLET, R—hZEELK
WEE. CoS EXEF 21— DY VEVIREEZRTLED,

=B
CoS EXFEF21—DIY Y EVIREERRI DHEERLET,

# show mls gos queueing

CoS—queue map:
CoS QID

~ o U WDN P O
~N oUWk ON

R—hK 1/0/3 TORF1—DEHPT A VY AMEOREBEBRZERTI 2 EERLET,

# show mls gos queueing interface port 1/0/3

Interface: Portl/0/3
wrr bandwidth weights:
QID Weights

U WN PO
e e

7 1
wdrr bandwidth weights:
QID Quantum

do U WN PO
[ e R e
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show mls qos map dscp-mutation

=]:y) DSCPZ#]VY Y TREZRRLET,

VIV IR show mls qos map dscp-mutation [VAP-NAME]

INGA—F— MAP-NAME : =ixd % DSCP ZaNvy 77O 71 I EEEBELE
9, EBELEWES., I/NTOD DSCP E#|Y Yy TaRRLET,

FIAI bk BL

ANV RE—FR FEOINYY RE—FR

FI7AIW KL LA T

FERLEDAMRSAY | ROV Y R(F. DSCP VY TREZRRLET,

(327
2 0—/VL DSCP & v TERRI 2 HEERLET,

# show mls gos map dscp-mutation
DSCP Mutation: mutemapl

Attaching interface:
Portl/0/1
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10.2 R— kR—-AFFHBRITV R

R— MAN—FFERIVY REZNICHBT D/INTA—F—D—BEZUTDORICRLET,

ANV R ARV REINSX -5 —

rate-limit rate-limit {input | output} {NUMBER-KBPS | percent
PERCENTAGE} [BURST-SIZE]

no rate-limit {input | output}

queue rate-limit queue QUEUE-ID rate-limit {MIN-BANDWIDTH-KBPS | percent
MIN-PERCENTAGE} {MAX-BANDWIDTH-KBPS | percent MAX-
PERCENTAGE}

no queue QUEUE-ID rate-limit

show mls qos show mls qos interface INTERFACE-ID [,|-] rate-limit
interface rate-limit

show mls qos show mls qos interface INTERFACE-ID [,|-] queue-rate-limit
interface queue-rate-

limit

BANY FOFHEZENTICHRRBLEI,

rate-limit

BiY R— DOFIRFHERELET . REZT 7AIKTRTICE. no FERX
EERLET,

VIV IR rate-limit {input | output} { VUMBER-KBPS | percent
PERCENTAGEY IBURST-51ZF)

no rate-limit {input | output}

INGX—5— input : AS1/\T Y FOFIRFIZHZREL XTI,
output : /W7y FOFIRFIRZRELF T,

NUMBER-KBPS : #lIfR® 13 (kbps) = 64~10000000 D#FHETHEE L X
ER

percent PERCENTAGE : HIfRHIHZR— M DFHRDEDE (%) THRE L
F9, B 1~100 DEFETEELF T,

BURST-SIZE : J\—R k1 X (kByte) Z 0~16380 DEHFH TIEEL X
ER

FI7AIE ZL

ONYYRE—R 15 —7x—XFEE— R(port, range)

T ALV LA 12
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rate-limit

EREDOHT RST1Y

AOVY RIE, R—BMCHIRFEHZRELE T, input OFIHZEELT
BE. R—XTL—AFRBT7O0-H#ETL—-LNEEENKT, D5
B. flowcontrol on 1YY RTHRR— DT O—FIEEEZEIC L
TLZE L,

A -

R—h 1/0/5 TAH/ITy hOFEHRERES 2 EERLET,

config-if-port) #

# configure terminal

(config) # interface port 1/0/5
(

(

(

config-if-port)# rate-limit input 2000 4096
config-if-port)# flowcontrol on

queue rate-limit

By

F a1 —BUCTRIEFEEHRTRZEREELET, REZT 7T BT,
no XX EFERLET,

VIV IR

queue QUEUE-/D rate-limit {M/N-BANDWIDTH-KBPS | percent
MIN-PERCENTAGEY {MAX-BANDWIDTH-KBPS | percent MAX-
PERCENTAGE}

no queue QUEUE-/D rate-limit

INGX—5—

QUEUE-ID: RET DF1—ID ZHEELK I,

MIN-BANDWIDTH-KBPS : {183 (kbps) & 64~10000000 D#aE T
EBELED,

percent : {RIFFHIH/HIRFHRZR— SOFHOBERPETEELEXT,

MIN-PERCENTAGE : fREEFEB DA DR (%) Z 1~100 DFHFETHEEL X
ED

MAX-BANDWIDTH-KBPS : HIfR 1% (kbps) TIEEL X I,

MAX-PERCENTAGE : B RKEEDENE (%)% 1~100 DEFETHEL X
9,

FI7AIE

ANV

ANV ERE-F

15 —7 1 —XREE— F(port, range)

FI7AILRLARI

LAXIL:12

EREDOHT RST1Y

ARIXYRIE R—hDFEDF 1 —DRIEFHEFIRTHEZRELX
ED
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=R -
R—bk 1/0/1 TH2—1 OREEFIZZ 1000kbps. HIPRFIK % 2000kbps (T, F 1 —2 DRIEFZ%E
R— RDEIFD 10%. FIRFIHER— NOFEIHD 50%ICHETDAEERLET,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # queue 1 rate-limit 100 2000
(config-if-port) # queue 2 rate-limit percent 10 percent 50
(config-if-port) #

show mls qos interface rate-limit

B R— ~DOHEEIRDREERERRLET,

VIV IR show mls qos interface /NTERFACE-/D [,]-] rate-limit
INGA—5— INTERFACE-ID : 18 R%ZFRRT 2IR— hZEELX T,

T DI BL

ANV EE—F FEOINY RE—FR

FTIAILELARIL LI 1

FEREDHC RSAY | AOTY RIE. RELR— FOFIRFEHOERZRRLET,

FEFH -
R— K 1/0/1~1/0/2 DHBHIBOBEEREXTT BHEERLET,

# show mls gos interface port 1/0/1-2 rate-limit
Interface Rx Rate TX Rate Rx Burst Tx Burst
Portl/0/1 1000 Kops No Limit 64 Kbyte  No Limit
Port1/0/2 No Limit 2000 kbps No Limit 2000 kbyte

#

show mls qos interface queue-rate-limit

B F 21— (CEID B TIFEGIROREFRERRLE I,

VIV IR show mls qos interface /NTERFACE-/D [,|-] queue-rate-limit
INGA—5— INTERFACE-ID : 8 R%ZFRRT 2IR— hZEELX T,

T4k BL

ANV EE—F FEOINY RE—R

FTIAILELARIL LI 1

FEREDHIRSAY | ROYYRIE, F21—(CBID Y THRTROREBRERRLED,
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A -
R—K 1/0/1~1/0/2 DF 12 —DOFHFHRDEEBRERRT DHEZERLET,

# show mls gos interface port 1/0/1-2 queue-rate-limit
Portl/0/1

QID Min Bandwidth Max Bandwidth
0 64 kbps 10%

1 No Limit No Limit

2 No Limit No Limit

3 2% 50%

4 No Limit No Limit

5 64 kbps 100%

[ No Limit No Limit

7 64 kbps 128 kbps
Portl1/0/2

QID Min Bandwidth Max Bandwidth
0 No Limit No Limit

1 No Limit No Limit

2 No Limit No Limit

3 No Limit No Limit

4 No Limit No Limit

5 No Limit No Limit

[ No Limit No Limit

7 No Limit No Limit
#
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10.3/RU>>JaY VR

KEITIE. T T70 v IDEEICIEU THREHIREITSRY 2V I DEEEICDWTHBELED,

WRY YT DERENE

AEBORIDVITIE FIED RS T1 v I0OHEBEE=Y IV IL. FEHOFBKRRICIELC THE
L7 02avaRTLET, 7023 vI(ClE. 7L—LADKE, &6, BEHEMECESSHIN
HOHET,

BRSNS T 1 v I FROFIBAKRICISEC TIRBICHEEINET, RUZYIDARICKD
THEMERRBDTIN. EXNCEUATORS T4 v INS—[CRESINEXT,

« JU=2Y ST 1 v FRAFEAHIRFESRE TE > TOD KRR

c TIO—F5T7 0 v 7 MRFEAFHIRTEHZER L COWDHRAFBFTRZBZ AR

« LY RS T v o FAIRETENRRABFRZBIE Lo RE

STy INS—DPEARECIE 1T L—bARE 2 L—bARD 2BENHDET,
1L—rAHTE. FIL—bEBBLIEN ST v M ITO—ELLELY RICOELET. 1
TO—&Lvy RDEWVWE, FBIDIERAN-—A YA XZBBRITDINEDINTRESNE T,

2 L=—bhARTE, REFEH(CIR)ZTED S Trvo%ZEIU—VIC, CIR ZBIBL TRAFE
(PIR)ZBRZBEVWSSTrvI%ZAITO—(C. PIRZBELIL NS T v o%ZLy RICHELET,

Klcs TIANWBDAS—ZEAS—E—RTEEIDCENTEXY, FBOMARRICELST. T
T7ANWBDHT—EDEXVWSST T v INST—([CHBESNDCEE@HDEEA. HZ—T D17
E-—RTE. hST0vIPBNT—DRECEDVTCT IAN DN T—ZRELE T, hT5—7
ZAYVRE-—RTE TTAINDAS—FTU—-VTY,

WRY Y I DHRE
MUV IDERETIE. RAIC cdass-map IXY RTUTAYY TEWNWS T L—LAFEZEEHTO
T71IVEEBLET, V5ANYY T LETIE, match AY Y RICEKDRUIVIHEITS RS T vy
DEFEEHELE T,

R(Z. policy-map OV Y RICKDRYY—TvTEWNSTOT7 7NN =EERLES, RUY—T v S
LETIE. cdass AV Y RICKDRYY—IyvTOHTIY T (RUY—IvTFUOSR) HEKL. 735
ARY TEDIBDFETWET, MDIFONIEITARY TORGEICERT DS T v ol R
V-V TUSRALEDEREICH > TFEESN, 7o¥avhiahngd, RUY—IvFUSXTIlE
police ON Y RICED. STy I%EIU—2/AT0O— /Ly RICHEITDIHOHEHP LS —
TR, N=ZARPAZABEDINGA—=F—&, ERTTavIAT—TODT7 I3V ERELET,
MUY= v U5 RXTIE. mis qos aggregate-policer 1Y > RTER U/=EHNRU P —&WSH
WO 71V EHERAITDEETEEXY,
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REIC, TV5—T1—X

FREE— RT service-policy IN Y RZEFERAL. fEERLIRY Y- v

EYEBR— NIBRALES, A7—FE—REHST—TIx7E—RICLAHBES. mis qos map YV
RCThS T v OIS —ZRELXRT,
AEBETIE. RYUDVTEADAICH L TDHMTHONET,

RUDYITARY REZNICHIET D/INTA—F —D—BZUTORICRLET,

ONYVR

ANV RENNSA—5—

class-map

class-map [match-all | match-any] NAME
no class-map NAME

match (VS5 A< v~/

match {access-group name ACCESS-LIST-NAME | cos [inner] COS-

BREE—R) LIST | [ip] dscp DSCP-LIST | [ip] precedence IP-PRECEDENCE-
LIST | protocol PROTOCOL-NAME | vlan [inner] VLAN-LIST}
no match {access-group name ACCESS-LIST-NAME | cos [inner]
COS-LIST | [ip] dscp DSCP-LIST | [ip] precedence IP-
PRECEDENCE-LIST | protocol PROTOCOL-NAME | vlan [inner]
VLAN-ID-LIST}

policy-map policy-map NAME
no policy-map NAME

class class NAME
no class NAME

police police KBPS [BURST-NORMAL [BURST-MAX]] [conform-action

ACTION] exceed-action ACTION [violate-action ACTION] [color-
aware]

police cir CIR [bc CONFORM-BURST] pir PIR [be PEAK-BURST]
[conform-action ACTION] [exceed-action ACTION [violate-action
ACTION]] [color-aware]

police aggregate NAME

no police

mls qos aggregate-
policer

mls qos aggregate-policer NAME KBPS [BURST-NORMAL [BURST-
MAX]] [conform-action ACTION] exceed-action ACTION [violate-
action ACTION] [color-aware]

mls qos aggregate-policer NAME cir CIR [bc CONFORM-BURST] pir
PIR [be PEAK-BURST] [conform-action ACTION] [exceed-action
ACTION [violate-action ACTION]] [color-aware]

no mls qos aggregate-policer NAME

service-policy

service-policy input NAME

no service-policy input
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mls qos map

mls gqos map {cos-color COS-LIST | dscp-color DSCP-LIST} to
{green | yellow | red}

no mls qos map {cos-color | dscp-color DSCP-LIST}

show class-map

show class-map [NAME]

show policy-map

show policy-map [POLICY-NAME | interface INTERFACE-ID]

show mls qos
aggregate-policer

show mls qos aggregate-policer [NAME]

show mls qos
interface map

show mls qos interface INTERFACE-ID [,|-] map {dscp-color | cos-
color}

BANY FOFHEZENTICHRRBLEI,

class-map

B TDIARIY TR L. VAN Y THREE—RICBITLET, VX
Ny TZHIBRT BICIE. ne BERZERLET,

VIV IR class-map [match-all | match-any] VAME
no class-map NVAME

INSGA—5— match-all : 7S5 XYY JHRTIL—IL (RS T7 1 v IEREH) NMERE
FESNTUNDBRIC, INTORKZ/ICIHZBEZAEREHABRLERT, &
INTA—=—ZIBELEWVNEE. match-any N ERAENE T,
match-any : 75 XYY TRTIL—ILHEREFRINTNDHEIC. WS
NHDORBZRICITIZGEEAREHELKRT,
NAME: 25 AN v F87% 32 XFUATEELER T,

FIAILE class-default 1'7 7 ot )L N TE#R

ANV RE—FR JO-NIVEEE—R

FI7AIW KL LIV 112

ERLEDHI RST1Y

AIVYRIEZ. 9T5AXY THEEHR L. 95 AY Y THREE— RICBTL
F9, BRAFEHRERDT T AT Y T#IL 255 T,

class-default “\W\S 75 AY Y T FFNEINTVNET, CDITAT Y
TlE. SIRTOLT T4 v IEEBREFBITERL IS A Y T, RY
=Y TTVWITNDORY Y=Y TS RACEEBRUEBWSGEERS
Nnxd,

A :

2752w 7 Tclass_ home_user; ZER L. 75 AN WY

REE—RICBITT2HEERLET,

(config-cmap) #

# configure terminal
(config) # class-map match-all class home user

440/481




10 EBSEHIfEEE | 103 /RU Y YTV R

match (V5 AY Y TREE—R)

BiY

DSAXY TDI—IZZEFLET. HIFRTDICIE no HXZFEAL X
ED

VYOI R

match {access-group name ACCESS-L/ST-NAME | cos [inner] COS-
LIST| [ip]l dsep DSCP-L/ST | [ip] precedence /P-PRECEDENCE-LIST
| protocol PROTOCOL-NAME | vlan [inner] VLAN-L/ST}

no match {access-group name ACCESS-L/ST-NAME | cos [inner]
COS-L/ST| [ip]l dscp DSCP-L/ST | [ip] precedence /P-
PRECEDENCE-LIST | protocol PROTOCOL-NAME | vlan [inner]
VLAN-ID-LIST}

INGX—5—

access-group name ACCESS-LIST-NAME : ACL Z#ERLTChZ 71 v
VARG ERELXRT,

cos: COSTEE RS T v IDEREHGEELET,

inner : QinQ /X7y h® C-tag DBERZLS T« v IV DEBEEELE
ER

COS-LIST: BBERMH LD CoSEZIBEL XTI,

ip: IPVv4 /Ty bOHEEGBFGEDORRELET, BEELBWVNEE(E. FF
IPv4 )\Ty FEEBRHEDHRICETNET,

dscp DSCP-LIST: DSCPEZ S 71 v I DEREHELET,

precedence /P-PRECEDENCE-LIST: IP PrecedencefE= 271w o
BEEHELET,

protocol PROTOCOL-NAME: ZO KW E RS T 1 v I DEBEHEIC
LEd, 7OKIL%IL arp. bgp. dhcp. dns. egp. ftp. ip. ipv6.
netbios. nfs. ntp. ospf. pppoe. rip. rtsp. ssh. telnet. tftp 1'5
EBIRLEXT,

vian VLAN-ID-LIST:VLANZ bS5 71 v I DEBEHFELET,

FIxIL K

AN

ONY RE—FR

USANY TREE—R

FI7AI LA

LA 12

ERLEDHT RS1Y

RIANVRE 95ANYTTRS 71 v I DEBEGELDI—ILZEE
BLUET, BROIL—IWEEZRLILEBEE, VAR Y TOIL—IVREELE
(match-any £ L < (3 match-all) ([CKDEREEDEENREDET,
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A

22 AX w7 Tclass-home-users D)=L Z&EFT 2HEFZRLET, COBFITIE. IL—ILDOBRE
BE#EN match-any @7zb. ACL Tacl-home-user; [CEET 2H CoS EA 1~3 DHBEICEREL
£9,

# configure terminal

(config) # class-map class-home-user

(config-cmap) # match access-group name acl-home-user
(config-cmap) # match cos 1,2,3

(config-cmap) #

policy-map

B RUY—w TEER L. RUD— v TREE—RICBITLET, RY
>—~ v T&HIBRS BI(C(E. no XX ZEFEBLET,

VIV IR policy-map NVAME
no policy-map NVAME

INGA—5F— NAME : RU>—<w TE% 32 XFLATIEELE T,

FIAI bk BL

ANV EE—F JO-NIVEEE—R

FIAILELARIL LAJL 12

FERLEOAAMRSAY | ROV RIE. RUY—TY v TZER L. RUY—X v THREE— R
TUET, 1ERAIREERADRY 2 —X v T#I3 255 T,

=B
MRYU>—< v Tpolicyls ZEEL. RUY—I v TREE—RICBITIDAEERLET,

# configure terminal
(confiqg) # policy-map policyl
(config-pmap) #

class

=]:y) RUY—XyTETRYUY =YY TS RZZEHE L. RUD—XvTIS
AREE—RICBITLET, HIFRTZICIE. no K ZREALET,

VIV IR class NAME
no class VAME

INGA—5— NAME : IRU> =y TS RICHDIFTDI AN Y TZIBELE T,

FTIAIE 5L (class-default HNERAEIND)

ANV EE—F RUY—IY Y TREE—R

FIAILELARIL LA 12

FEALOAM RSy | ROV RE RUY—IvTOYTYY TTHBRIY—NvTISX
EERL. RUSY—TY Y TOSIAEBEE—RICBITLED,
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class

EBIFRUIEINTORI Y=Y TISADNS T 1 v IHBRIFECERL
BTWKS 71 v P03, class-default & L TH3EINET,

B
RYUY—T v Fpolicyl TUSZRY YT Tclass-dscp-red; [CHIDKRY Y=y U5 AEZHFL
T. RUI—IVTISREEET—RICBITIDAEZERLETD,

# configure terminal

(config) # policy-map policyl
(config-pmap) # class class-dscp-red
(config-pmap-c) #

police

BiY RUDYIDRIRFIEE T V> a v z&xLET, REZHIRT DICIE.
no X = AL KT,

VYT RX police KBPS[BURST-NORMAL [BURST-MAX]] [conform-action
ACT/OM exceed-action AC7/ON [violate-action AC7/OM [color-
aware]

police cir C/R [bc CONFORM-BURST] pir PIR [be PEAK-BURST]
[conform-action AC7/OM [exceed-action AC7/ON [violate-action
ACT/OM] [color-aware]

police aggregate VAME

no police

INTGX—=5— KBPS : 9L — b (kbps) Z 0~10000000 THEEL XTI,

BURST-NORMAL : #2#)\— X b5 X (kByte) Z 0~16384 THEEL X
ED

BURST-MAX : & K/I\—X b 51 X (kByte) Z 0~16384 THEEL XTI,

confirm-action : 7 -V ST v oDT7 03 VERELEXT, IETE
LAEZWEE. transmit A EREINEXT,

ACTION: )\ BT 2702 avEEELER T ATOVWITNHD
INTA—=Y—%FERLET,

drop : /W7y hE ROV IULET,

set-dscp-transmit VAL UF: DSCPEZEEH]I £,
set-1p-transmit VALUE: CoSEZEZTRZFI,
transmit : /\T Y hZZDXRFEEFELFRT,

exceed-action : T TO— ST wIDT7 I3 VERELET, IBE
LB WNEE. drop HEREEINE D,
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police

violate-action : LY RS T4 v ID7 03V EXRELET, EEL
TV E. exceed-action DREERU 7V avaEmwLET,

color-aware : 1S5 —7 Dz 7 E—RZFERALEXT, EEELEBEWNGE.
S—TJSAYVRE—RTEELET

cir C/R : {REEFH (kbps) Z 0~10000000 THEEL XTI,

bc CONFORM-BURST : {8#/\— X k- X (kByte) = 0~16384 Tig
ELXRT,

pir PIR : BA%1 (kbps) & 0~10000000 THEEL £ T,

be PEAK-BURST : & KI\—X b1 X (kByte) &= 0~16384 THEEL X
ER

aggregate NVAME : E£HI/RY O —Z#EAL£T,

FI7AIE ZL

ANV ERE-F RUY—YYTIOSAZEE—R

T LRIV LI 12

FEREDHC RSAY | ROV REF RUY—T v TFISIXTRY VY IDOHIRTHPN S —IC
Wb 74 voDT7 I3V ERELRT,

B

RUY—IYVTISZATT L—hARDKRI VI DEREZEERS DAEEZRLET . COFITIE.
U5 ANY Y Taccess-matchy [CEHLIENS T v I T L — b 8kbps, BE/N-X YA X
TkByte DFIFREICHWNT. FHEBELCHBEDY I3 vE ROy JETIREICEDET,

# configure terminal

(config) # policy-map police-setting
(config-pmap) # class access-match
(config-pmap-c) # police 8 1 exceed-action drop
(config-pmap-c) #

&KUY — Tagg policerl) EFEALTRY VY OBEEISES 2 5ERLET, COBIT
lF. 252X w7 Tclassly CBBTZ RS T4 v oCHLTENRU Y —DRENBRASNET,

# configure terminal

(confiqg) # policy-map policy?2

(config-pmap) # class classl

(config-pmap-c) # police aggregate agg policerl
(config-pmap-c) #
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RUY—YVTISAT2 L—hARDKRI VI DEREZEERS DAEEZRLET, CDFITIZ.
{REEH18 500kbps. A 1Mbps. 1E4/RK/N\—X b1 X% 10kByte DFHEEICHNT. &R
EEERZEBELIBEEDRS T v (A TH—) TDSCPEZ 2 ICREL. BRAFBRZEBLS
BORST71vy (LyR) ZROY FIBRENERENET,

# configure terminal

(confiqg) # policy-map policyl

(config-pmap) # class police

(config-pmap-c) # police cir 500 bc 10 pir 1000 be 10 exceed-action set-dscp-transmit 2
violate-action drop

(config-pmap-c) #

mls qos aggregate-policer

=]:y) SRV —ZRELEFT, HIBRT DICIE. no EXZEFERLET,
VIV IR mls qos aggregate-policer NAME KBPS [BURST-NORMAL [BURST-

MAX]] [conform-action AC7/0O/N] exceed-action AC7/ON [violate-
action AC7/ON] [color-aware]

mls qos aggregate-policer VAN E cir C/R [be CONFORM-BURST]
pir P/R [be PEAK-BURST] [conform-action AC7/ON] [exceed-
action ACT7/ON [violate-action AC7/ONMN] [color-aware]

no mls qos aggregate-policer VAME

INGA—5 — NAME : IRV Y —D&RIZ 32 XFUA (BEEXF) TEHEELE
ERS
ZNLNE police INX Y RD/NSAX—F—&RAULTT,

FI7AIbE L

OYY RE—R J0—-/NILEREE—R

F7AI LRIV LAV 12

FEREDODHI RSy | AOYVRIG. RUY—T YV TISRATERET DRIV ITDINS A —
Y—DOHETOT7IILELTERTEZEN RIS —%ZHRLET. &
WY —DEATY MY —#(% 255 T,

LB
EHRYU Y — Tagg-policer5) Z&FIDHEERLET,

# configure terminal
(config) # mls gos aggregate-policer agg-policer5 10 1000 exceed-action drop
(config) #

service-policy

B RUY—X vy TZR—-KIBERALET, BRI DICF. no EXZEFERAL
ESCI

VIV IR service-policy input NVAVE
no service-policy input
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service-policy

INTGX—=5— NAME : @RS 2RU Y —Y v TREEBELEXRT,
T4k L

ANV ERE—-F 15 —7 1 —XEREE— R (port, range, port-channel)
FTIAILELARIL LAV 112

EREDOHT RST1Y

ARIAVY RIE RUD =y TER—MIEIDHTED,

fERA -

R— bk 1/0/1 (2R —< w7 Tcustl-classes; Z@EAT DA EERLET,

config-if-port) #

# configure terminal

(config) # interface port 1/0/1
(

(

config-if-port)# service-policy input custl-classes

mls qos map

BiY

RS T4 v IBANS—DNY v EY T EZFLET, T IAIMDEREIC
RYIICE. no ERXZFERLET,

VIV IR

mls qos map {cos-color COS-L/ST | dscp-color DSCP-L/ST} to
{green | yellow | red}
no mls qos map {cos-color | dscp-color}

INGA—=5—

cos-color COS-L/ST: CoS EIC T T4 v I#HBHT—=IvEYITL
*d,

dscp-color DSCP-L/ST: DSCP fBIChS 71 v I HS =X v EY
JULED,

green: J -V STy IV EYILET,
yellow: T ITO—hrZ 71 v UV EYIULET,

red: LYRKSTrvIEIYEYITLET,

FIAIE

INRTDHR— KT CoS fE. DSCP fEH green

ANV ERE-F

15 —7 11— XEREE— R (port, range, port-channel)

FI7AILRLARI

LAXIL:12

EREDOHT RST1Y

ARIANY BIE. CoSEEULLIEIDSCPEICK>THEHAESND NS T1v D
NS —%HRELFT, mls qos trust I RTIEESN CoS DIE
& (CoS fB/DSCP &) [C&LD. cos-color & dscp-color DL\TND LS
T4V IHRNS—DOR Yy EVIHBERENDINHRESNE T,
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=R -
R—bt1/0/1 TCoSTEI1~7THERS T v IHBAST—%L Y RICRETDAEERLET,

# configure terminal

(config) # interface port 1/0/1

(config-if-port) # mls gos map cos-color 1-7 to red
(config-if-port) #

R—h 1/0/1 TDSCPB61~63 D57 1 v UBHS— % TO—ICHET 2 HEERLET,

# configure terminal

(confiqg) # interface port 1/0/1

(config-if-port) # mls gos map dscp-color 61-63 to yellow
(config-if-port) #

show class-map

B IIAN Y TREZRRLET,

VIV IR show class-map [ VAMA]

INSAXR—5— NAME : \BBRZERRT DI TANY TDAFIZEELEXT,

v DI BL

ANV RE—F FROOANYY RE—R

FTIAILELARIL LAJL 1

ERALDAC RSy | RAXV R V7ANY TOREBRERRLET. V7RV Y TZi5
ELBWEE. INTDIIAY Y TOBEHRERRLED,

=B
INTDISAN Y TOREBRERTS 2HEERLET,

# show class-map

Class Map match-any c2
Match protocol ip

Class Map match-any c3
Match access-group acl home user

show policy-map

=]:y) RUY—Y vy TOREBRERRLET,

VIV IR show policy-map [POL/CY-NAME | interface /INTERFACE-ID]

INSGA—5— POLICY-NAME : 188 ERRT DRI —X v TRAZIEBELET,
interface /NTERFACE-/D: 8 LTciR— hMERAESNTVWDIRY =T v
ToERERRLUET,

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR
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show policy-map

T ALV LA 1

FERAEDHARSIY | KAV RE RUY—I v TOREBBRERRLET. NTX—F—%
EBELEWGS. INTORY Y-y TOERZRRLET,

=R
RYU2—< v Tpolicyls OREBERERRI DHEZERLET,

# show policy-map policyl

Policy Map policyl
Class Map police
police cir 500 bc 10 pir 1000 be 10 conform-action transmit exceed-action set-dscp-
transmit 2 violate-action drop

#

R—hk 1/0/1 [CBRASNTWVWSRY Y- v TOERERRIT 2AEZRLET,

# show policy-map interface port 1/0/1

Policy Map: policyl : output
Class Map police

police cir 500 bc 10 pir 1000 be 10 conform-action transmit exceed-action set-dscp-
transmit 2 violate-action drop

#

show mls qos aggregate-policer

=]:y) EHRU S —DREBBRERTLET,

VIV IR show mls qos aggregate-policer [ VAME]

INGA—5F— NAME : fE8R =R~ DENRY T —DERZEELE T,

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

FI7AIW KL LA T

FERLOAMRSAY | ROV RE. EWRU Y —DREBERZRTLET, EORU T —&%
EBELEWES. INTOENRY I —DREBBRENRRSNET,

=B
INTOENRI) T —DREBHRERRYS D2ITEERLET,

# show mls gos aggregate-policer

mls qos aggregate-policer agg-policer5 10 1000 conform-action transmit exceed-action
drop

mls gos aggregate-policer agg-policer6 cir 500 bc 10 pir 1000 be 10 conform-action
transmit exceed-action set-dscp-transmit 2 violate-action drop

#
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show mls qos interface map

B EST 4y OHBNS —DEREBFERZRTLUEX T,

VIV IR show mls qos interface /NTERFACE-/D[,|-] map {dscp-color | cos-
color}

INTGA—H— INTERFACE-ID : RIS DRRDR— M EEBELF I,

mapdscp-color : DSCP- 15 —Y v JZRRT DERICEELEFT,
mapcos-color : CoS-N5—Y v TZRRITDHRICIEELET,

FT7AIK AN
XYY RE—R FEOIOAVY RE—R
TIAILRLARIL LA
FERHEDHI RSTY | £OY YV RE. R—MIRELE RS T v VB HS—DREBBRER
~UET,
=R

R—hk 1/0/1~1/0/2 ® DSCPIED ST« w VBN S — DN v BV JERTRS 2 A EFERLE
ED

# show mls gos interface port 1/0/1-2 map dscp-color

Portl1/0/1
DSCP 0-7 are mapped to green
DSCP 41-63 are mapped to yellow
DSCP 8-40 are mapped to red
Portl1/0/2
DSCP 0-63 are mapped to green

R— b 1/0/3~1/0/4 D CoSTED ST 1 v AN —DIY v EV I ZRRI DHEERLET,

# show mls gos interface port 1/0/3-4 map cos-color

Portl1/0/3
CoS 0-2,5,7 are mapped to green
CoS 3-4 are mapped to yellow
CoS 6 are mapped to red
Portl1/0/4
CoS 0-7 are mapped to green
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11 PoE

AETIE. LANT—TILERBLUTCEAEMIET D PoE (Power over Ethernet) #gE&. PoE #gE
([CREET AHEED AT Y RICDWTEHBELET, Bd. RETREHIT DAY R(E PoE WIHHEEDH
ETITBDENTEET,

11.1 POE OAVY >V

CLI @ PoE OAN¥Y REZNICHMT D/\TA—F—D—EZUTDRICRLET,

ANV R ANV RENNSA—5—

poe power-inline poe power-inline {auto {max MAX-WATTAGE [time-range
PROFILE-NAME] | time-range PROFILE-NAME?} | never}

no poe power-inline [auto {max | time-range} | never]

poe mode poe mode {dot3af | high-inrush | pre-dot3at | dot3at | pre-dot3bt |
dot3bt}

no poe mode

poe pd priority poe pd priority {critical | high | low}
no poe pd priority

c-poe enable c-poe enable

no c-poe enable

poe pd description poe pd description TEXT

no poe pd description

poe usage-threshold | poe unit UNIT-ID usage-threshold PERCENTAGE
no poe unit UNIT-ID usage-threshold

show poe power- show poe power-inline [INTERFACE-ID [,|-]] {status |
inline configuration | statistics | lldp-classification | dot3bt}
clear poe statistic clear poe statistic {all | interface INTERFACE-ID [,|-]}
show poe power show poe power module [detail]

module

BANY FOFHEENTICHRRBLEI,
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poe power-inline

BiY

R— RO PoE BMAERELET. RELHIKRT BT, no IV K
EERLET,

VIV IR

poe power-inline {auto {max MAX-WATTAGE [time-range
PROFILE-NAME] | time-range PROF/LE-NAME} | never}

no poe power-inline [auto {max | time-range} | never]

INGA—=5—

auto : 'R— NTD POEREDIEERET DRICIEELE T,

max MAX-WATTAGE : POoE#BENEMDHEEDRAMEBENZEI U DY
b (mW) BUTHEELET,

« 60WHRENR— b (R— bk 1. 2) COREEE(E 1000~60000 TI,

« ENLUIOREER— ~DEREEEE 1000~30000 TI,

time-range PROF/LE-NAME : PoE BEEETHY A AL VI FAOT 71 )L %
AOHTHT,

never : '"n— T PoEiGEZEMICLET,

FI7AIE

INTOD PoE #EBR— hTRABBENOREL L. F1LLYITO
T71ILDEFIE L. PoE #5EFHER) (never DREL)

ANV ERE-F

AV —TI—AHFREE—F

FI7AILRLNRI

LAXIL:12

EREDOHT RST1Y

CDIOAX Y RIE, PoE (EXIGR— S TOMERFIRE T,

never [CERESNTVDIES. PoE HEMNMEIELET, R— N TODIRE
B Y 2(C(X. no poe power-inline never 1Y RZEFERLEY,

INTGX—5—T auto ZFERATDE. RABEENDRECT T ALALYY
TO77MIVDIEEZITOICEHNTEXT, RABRKEANERESNTL
TWHSA, PD OBAV ZAZHAEIL TEBNICRAEKEANRESN
FI, RARBEIULOENNERSNIIHEICIIHEEEZFELELED,
Y1 LLYITFAT7AI)IE time-range VY RTEEFIZHTOT 71
VT, 7O7 7 )VATEFRSNICHREIZT PoE HEEHEEZEMICLE
9. RABIEENZT 7 # )L MZR I HBE(C(E no poe power-inline auto
max YV RZERLET, 1ALV I TOT7 71 IILDEID HTZHIER
9 3IC(E. no poe power-inline auto time-range 1Y RZFERAL X
ER

R—hTO PoE HBHEDINTOREZT 7 AL KIRIHEIF no
poe power-inline <> RZERALET,
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=R :
mR— b 1/0/1 T®D PoE $AEMEEXEMNICT D AEZERLET,

# configure terminal

(config) # interface portl/0/1
(config-if-port) # poe power-inline never
(config-if-port) #

R—k 1/0/1 [C POE #BORAMBEHE YA LAL Y I TOT 7 AN ERET DA EZRLET,

# configure terminal

(confiqg) # interface portl/0/1

(config-if-port) # poe power-inline auto max 7000 time-range AM9toPM5
(config-if-port) #

poe mode

B IR—KTO PoE{GBDEMEE—RERELET, T IAIBDEREICET
(ZIE. mo OV Y RZEFERLET,

VIV IR poe mode {dot3af | dot3at | dot3bt | high-inrush | pre-dot3at | pre-
dot3bt}
no poe mode

INSGA—5— dot3af : |[EEE802.3af E— RZHEAL XTI,
dot3at : |[EEE802.3at E— FZEAL XY,
dot3bt : [EEE802.3bt E—FZEAL XY, COE—FIF 60W #HER—
RDOHEET D ENTEET,
high-inrush : High Inrush €— FZ#RAL X7,
pre-dot3at : Pre-|EEE802.3at E— RZH#EBL XY,
pre-dot3bt : Pre-|[EEE802.3bt E—RZHEALFXJI, CDE— RIF 60W
REBR—BNDOHEET D ENTEETD,

FTIAI 60W $5B/R— b TlE dot3bt. Z1LUHD PoE #5E/R— kT3 dot3at

ANV ERE—FR AVH—TT—AREE—NR

TIAILRLARIL LI 12

FEHEDHIRSAY | ROYY RTIE, R—KIC PoE HEDEEE—RERELFI, & PoE
RE/R— FTlE. BEAKRICIGC TEVLBE—RAT IAI S TERESN
THED, RAIEULTEEIDREIEIHD XA,
dot3af. dot3at. dot3bt (J. ZMNZ4 IEEE802.3af/at/bt [CXHItiL 7=4&
BHEEZITLE T, |IEEE802.3af/at/bt ([CIFEAEBEENHD. HIX(F
IEEE802.3bt DIFEEEETTS/R— N TIL IEEE802.3af WIGDZTET /N
1T RACHEBIHBEITSCENTEET,
high-inrush, pre-dot3at. pre-dot3bt (&, FEZ¥®D PoE FET/\1 X
ERELICE—RTY, BEEHD PD Z#EHE LICHERICITEE LR WVED
{EIC72 2 OIREMEN B D7D, FERLEWLWTLIZE W,
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AR -
R— & 1/0/1 T IEEE 802.3af E— R&EBHI DA E=ERLET,

# configure terminal

(confiqg) # interface portl/0/1
(config-if-port)# poe mode dot3af
(config-if-port) #

poe pd priority

By R—KNTD PoE HREDEBELEZXRELEFT, T IAIMDEREICET(C
[F. no AY YV REFERHLZET,

VIV IR poe pd priority {critical | high | low}
no poe pd priority
INSX—5— critical : POE #eEBDELE % critical BEE &) ICREL XTI,
high : POE #8EDEEE = high(BEE ' &) ICREL XD,
low : POE$REDESLEZ low(BEE (1K) ICHRELET,
T4k IANTD PoE #5ER— KT low
ANV EE—F AVH—TT—AREE—NR
T7AIWKLARIL LA 12

EREDOHT RST1Y

ROV Y RIE. PoE HBEDBFEEEREL XY, PoE [CKDIEEEHDR
ENEBEDHREREZRADHRIC. KMELEEZZRLU THREZFELETD
R—hZRELEXT, 6. BEENBZEOEBDR—DH2HRIF
R— hBESHNESVWR— bOREBEEBELET,

A :

R— Ik 1/0/1 © PoE BHBRBOELEE critical CRETBHFERLET,

configure terminal

config-if-port)# poe pd priority critical

#
(config) # interface portl/0/1
(
(

config-if-port) #

c-poe enable

B Continuous PoE HEEZBMICLET, EMCTDICIE. no IV K%
EALEXT,.

VIV IR c-poe enable
no c-poe enable

INSGA—5— mL

Pk I 23V

ANV ERE—F J0—/VULEEE—R

TIAILRLARIL LI 12
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EREDHTI RS1Y

AV Y BRI Continuous PoE #aEZREL £, BE. RTYFHEH
BT DE PoE #EEFU Y hEaN., #FEHRL TS PD NDIREMMEIEE
NEIH. Continuous PoE HREZEMCTDE. AT YFDIA—ALRX
“—bk (BIZ(F reboot AVY Y RICKDHEILEN) DRIC PoE fREZEME L
TERREICULET, BB, UV IFT IV EZNICHSBEMIIRELEITD
T. PD OHARICK D TFRT Y FRITHREZHRLTVWTE PD H'EH
MICERET D ENHBDED,

A -

Continuous PoE #EEZ=ERICT D AEZRLET,

(config) #

# configure terminal
(config) # c-poe enable

poe pd description

By

PoE R—KIC PD DFAZERELXT, XEZI U7 ITDICE no IV
Y RZEERLEYT,

VIV IR poe pd description 7£XT

no poe pd description
INGA—5F— TEXT: PD DA%z 32 XFLNTANDLET,
FIAI bk BL
ANV EE—F AVY—TI—AEKEE—bH
FIAILELARIL LAV 12

ERLEDHI RST1Y

ARINY RTIE, PoER—bD PD OFHBAZRELF T,

=B -

AR— K 1/0/112 PD OBBERET BHEERLET.

# configure terminal

(confiqg) # interface portl/0/1

(config-if-port) # poe pd description For VOIP usage
(config-if-port) #

poe usage-threshold

By PoE HfEDBNERARDER LS VMEZRELRT. T 74/ bDREIC

RI(CIE no ANY RZERLET,

VY IR poe usage-threshold PERCENTAGE

no poe usage-threshold

ISSA—5— PERCENTAGE : ENER=RDERLEVME(%) % 1~99 OEETIHEL
x9,
FTIAILE 99%
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ANV ERE—-F J0-/ULREE—R

T ALV LAV 12

FREDHA RSAY | ROV Y RIE. PoE B TCTOBNEAROERLEMEZRELTT. B
HERENERLEVMEZBBLISIZE. HDVIIBBEL THSBAER
EHERLUEWMEZ TEIDREICR S /IHFRIC. Y XTAOJPSNMP b
Sy I TBMIDENTEXT,

=B
BHEAROERLEWMEZ 50%(CRET DA EFZRLET,

# configure terminal
(confiqg) # poe usage-threshold 50
(config) #

show poe power-inline

B R— @D PoE B&EIEHRERRLET,

VIV IR show poe power-inline [/NTERFACE-/ID L.]-1] {status |
configuration | statistics | lldp-classification | dot3bt}

INGA—F— INTERFACE-ID : IRDIR—bAVH—T 1 —AZI/ELET, BEEL

eBE. INTOR— FOBEWARRSINEKT,

status : POE X7 — 5 XEWMZRR LK T,

configuration : PoE REBHRERRLET,

statistics : POE BEDEHERER TS 2HGICEELE T,
lidp-classification : LLDP O PoE S 48EHRERRLET,

dot3bt : 60W #5E/R— ~D IEEE802.3bt (CEIT 2 1EHERTLF T,

FI7AIE ZL
OYYRE—R FEOINY RE—R
e AN LA T

EREDHA RSy | AOY Y RIF. R—bOD PoE BEEHRERRLET,
dot3bt A 7> 3 (3 Ver.2.02.00 LIETHR—MLTWET,
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=R -
POE RT—¥ RIEHR=RRI D HEZRLET,

# show poe power-inline status

Interface State Class bt-Type Max (W) Used (W) Description
Portl/0/1  searching n/a n/a 0.0 0.0
Portl/0/2  searching n/a n/a 0.0 0.0
Portl/0/3  searching n/a n/a 0.0 0.0
Portl1/0/4 searching n/a n/a 0.0 0.0
Portl1/0/5 searching n/a n/a 0.0 0.0
Portl/0/6  searching n/a n/a 0.0 0.0
Portl/0/7  searching n/a n/a 0.0 0.0
Port1/0/8  searching n/a n/a 0.0 0.0

Faulty code

] MPS (Maintain Power Signature) Absent
PD short

Overload

Power Denied

Thermal Shutdown

Startup Failure

[1
(2
(3
(4
(5
(6
[7] Classification Failure

]
]
]
]
]
]

Type code
DS - Dual Signature Device
SS - Single Signature Device

#

R— I 1/0/1~1/0/4 D PoE BEEHERTT BHEERLET,

# show poe power-inline port 1/0/1-1/0/4 configuration
Interface Admin Priority Time-Range

Portl/0/1 auto (M) low weekdays

Portl/0/2 auto low

Portl/0/3  auto low

Portl/0/4  auto low

#

R— b 1/0/1~1/0/2 @ PoE BAET S —DifatEHRERTI 2 EZRLET,

# show poe power-inline port 1/0/1,1/0/2 statistics

Interface MPS Absent Overload Short Power Denied Invalid Signature
Port1/0/1 0 o o o s
Portl/0/2 0 0 0 0 107

#
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LLDP @ PoE HEBHMERRI DA FZERLEXT,

# show poe power—-inline lldp-classification
Interface Portl/0/1
PSE TX information:

Power type: type 2 PSE

Power source: primary power source
Power priority: low

PD requested power value: 25.0W
PSE allocated power value: 25.0W

Information from PD:

Power type: type 2 PD

Power source: PSE

Power priority: unknown

PD requested power value: 25.0W
PSE allocated power value: 25.0W

Interface Portl/0/2
PSE TX information:

Power type: type 2 PSE

Power source: primary power source
Power priority: high

PD requested power value: 0.0W

PSE allocated power value: 0.0W

Information from PD:
none

Interface Portl/0/3
PSE TX information:

Power type: type 2 PSE

Power source: primary power source
Power priority: low

PD requested power value: 20.0W
PSE allocated power value: 20.0W

Information from PD:

Power type: type 2 PD

Power source: PSE

Power priority: unknown

PD requested power value: 20.0W
PSE allocated power value: 20.0W

457/481



11 PoE [ 11.1 PoE XYYV R

IEEE802.3bt BIEDEHRERRI 2 EF&ERLET,

#

Interface Admin

Status
Portl/0/1 auto
Portl1/0/2 auto
Type code

# show poe power-inline dot3bt

Opr Class bt-Type Power (W)
AltA,B AltA,B Used/Max
on,on 3,4 DS 26.9/45.4
n/a n/a n/a 0.0/0.0

DS - Dual Signature Device
SS - Single Signature Device

clear poe statistic

=]:y) R— @ PoE BEBHROMetho vy —&2 ULy bLET,

VIV IR clear poe statistic {all | interface /NTERFACE-IDL|-1}

INSGA—5— all : INTDR— bD PoE BEBHRDHE NIV -0 )T LET,
interface /NTERFACE-ID : HRDIR—hA V¥ —Tx—AZBELF
EP

FIAI bk BL

ANV RE—R FHEXRTE—F

FI7AIW KL LIV 212

EREDOHT RST1Y

AIOXR Y RIE IR—bD PoE BEBHRDIE DIV 5 —2%20 )7 LET,

=B -

R— 1k 1/0/1 D PokE BEIRWDFE NIV Y —=Z o VT I 2AEZRLET,

#

# clear poe statistic interface portl/0/1

show poe power module

=]:y) AAYFDPoE EY 21— )LICEETDFEHRERRLET,
VIV IR show poe power module [detail]

INSAXR—5— detail : POE €Y 21— )LOFHIERZEZRRLE T,

v DI 17U

ANV RE—F FEOINY RE—R

FTIAILELARIL LA 1

ERLEDHI RST1Y

ROV RIE PoE €Y 21— )VICEAET 2REPREZRRLE T,
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A
PoE €Y1 —/ILDEHRERTI 2 EERLET,

# show poe power module

Unit Delivered (W) Power Budget (W) Usage-Threshold (%) Trap State
oo %0 % Bnabled
#

PoE EY a1 —LOFMIBERERTI 2 EZRLET,
# show poe power module detail
Unit Delivered (W) Power Budget (W) Usage-Threshold (%) Trap State
Lo 50 99 Bnabled

PoE system parameters:
Unit Max Ports Device ID SW Version
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11.2PDE=-HUVJIYVER

PDEZH VUV IHEEIL. RTYFNHDS LAN =T I)VIRBTENZEIE I D PD (Powered Device)
(EHLTR=DYIDORS T v VEREETL. RENBRWVNEEIC PoE DY MREZEHT D
BEETT,, [MONDERT PD ATRICHEEZEFEIELIERIC. TN\ XDERZEHTILY NLUTE
HZER{TITDENTEXT,

CLIOPD EZFUYIANY REZNICHIGT D/INTAX—F —D—BEZUTORICRLE T,

ONYV R

ANV RENSA—5—

pd-monitoring
global state enable

pd-monitoring global state enable

no pd-monitoring global state enable

pd-monitoring
period-to-start

pd-monitoring period-to-start MINUTES

no pd-monitoring period-to-start

pd-monitoring
restart-poe retry

pd-monitoring restart-poe retry TIMES

no pd-monitoring restart-poe retry

pd-monitoring icmp

pd-monitoring icmp interval SECONDS timeout MILLISECONDS
count TIMES

no pd-monitoring icmp [interval | timeout | count]

pd-monitoring acl-
mode

pd-monitoring acl-mode interval SECONDS threshold pps PACKET-
PER-SECOND

no pd-monitoring acl-mode [interval | threshold]

pd-monitoring state

pd-monitoring {icmp | acl-mode} state enable

no pd-monitoring state enable

pd-monitoring
action

pd-monitoring {acl-mode access-list ACCESS-LIST-NAME | icmp
pd-ip IP-ADDRESS} action {restart-poe | notify-only}

no pd-monitoring {acl-mode access-list | icmp pd-ip}

pd-monitoring auto-
recovery time

pd-monitoring auto-recovery time MINUTES

no pd-monitoring auto-recovery time

show pd-monitoring

show pd-monitoring [INTERFACE-ID [,]-]]

BANY FOFHEZENTICHRRBLEI,

pd-monitoring global state enable

By PD E=4 Uy Itz O0—/ULTEMICLET, |EHICTBICE. no
NV RZ=ERALXT,
VIV IR pd-monitoring global state enable

no pd-monitoring global state enable
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INGA—F— AN

TI7AIbE i)

ANV RE—F JO-/NLEREE—R

FI7AIW KL LAV 112

FERAEDHAIRSAIY |PDEZSYVTIE. PD OBERT - RZERLET,

=B
PDEZ&VUVI%I7O0—-/VLICEMICT 2HEERLET,

# configure terminal
(confiqg) # pd-monitoring global state enable
(config) #

pd-monitoring period-to-start

=]:y) PoE #EMTHNTHS PD EZF UV T DERZRIRT 2F TOREZ
BELEFRT, TIAIBMIRTICIE no INY REFEALETD,

VIV IR pd-monitoring period-to-start V//NUTES
no pd-monitoring period-to-start

INGA—5— MINUTES : POE#EBENMTHNTH OERZRIRT 2 X TORME (4) Z 1
~10 DEHETHEEL K I,

v DI 350

ANV EE—F JO-/NIVEEE—R

FTIAILELARIL LIV 112

FEREDHC RSAY | ROYY RIE. PoE #EBZEMKLTHSRAIC PD EZF ) VT DER%E
IO ETORFLEHRHEZRELEXT, PD H* PoE DBEAHKBERITTHHIE
BZETETIDERTPDEZSI VYV IDERZRET DICHICHERLETD,

fERHA -
PD EZH Y VI DEMRRBOEFEREZE 2 DCKRETDHEERLET,

# configure terminal
(config) # pd-monitoring period-to-start 2
(config) #

pd-monitoring restart-poe retry

=]:y) PoE ULy hDU RSAEIHZRELFT, T IAIKTRTICIE. no
ONY RZERLET,

VIV IR pd-monitoring restart-poe retry 7/MES
no pd-monitoring restart-poe retry

INGA—5— TIMES : PoE Uty bDYU hS1E¥%ZE 1~3 ODHBETHEELX I,

v DI 3 [E

ANV EE—F JO-NILEEE—R
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T LRIV LIV 12

ERAEDHT RSAY | PoE EZH UV IHBEOERICEDT NI RDIIVHRDONDHE. %
LFBR— D7 T3V Trestart-poe X TELTWNDE POED U Y
h%ZE{TL. PoE EZH UV JDORBRZBRALEZT., AOVY RTIE.
PoE Utvw hDHTEMZERELET, RELICERZEBI TEHEIBENE
FENBZWEE, ZHTD/R— KT PoE {5EZHEY (poe power-inline
never) DIREEICLE T, 72U 3 VH netify-only DIBAHICIFSHEINE
Ao

PoE €EZ4 UV J#EET POE NERIC/E 5 7o/R— K&, pd-monitoring
auto-recovery time VY R TOEEEIHKERBRICESHEELE
9, F7/=. no poe power-inline auto IV RTEIHI D EEHETEX
9, BIHL/IHS. PDEZYVVIDEREBERLED,

=R
POEUEY hDU SSAE#% 2 EICRET DA EZERLET,

# configure terminal
(config) # pd-monitoring restart-poe retry 2
(confiqg) #

pd-monitoring icmp

B PD EZHUVIHED ICMP E— RTOHB/INSX—F—ZHRELF
o TIAIKCETICIE, no ANY RZEFERLET,
VIV IR pd-monitoring icmp interval SECONDS timeout M/LL/SECONDS

count 7/MES

no pd-monitoring icmp [interval | timeout | count]

INTGX—=5— interval SECONDS : ICMP /X7 v kD% (E[ERE () Z 1~60 OEE T
ELET,

timeout V/LL/SECONDS : ICMP X7y hDISERFSRE(Z UMW) Z
500~3000 DEHETEEL X I,

count 7/MES 1 ICMP /X7 v b DBEX[E#7%Z 3~10 DEHE TEEL T,

FIAIE interval : 5 7, timeout : 1000 = U % count : 3 [0
aANY RE—R JO—/NLEREE—R
FIAI LRIV LA :12

FERLOHI RS1Y | AOYVRIEZ. PDEZYYVID ICMP E— RTO ICMP EXR/Xrw b
REBAREYM AT D NEE., BEEHZEELER T, RELICEELEY
%E_A’_t:&)m&h EE:IIL, éﬂfd\b\ %é\ 7o 3 /(k—1¢j Tg_EﬂﬂE%?fb\i
ER

462/481



11 PoE|11.2PDEZ#YYJONVR

=R -
PDEZHZUVIDICMP E—ROHB/INOAXA—F —%HRETDHEERLET,

# configure terminal
(config) # pd-monitoring icmp interval 3 timeout 2000 count 5
(config) #

pd-monitoring acl-mode

B PD EZ4UYJ®D ACL E—RTOHBNIAXA—F—ZRELEXT, T
TAIKCETICIE no ANy RZEFERALET,

VIV IR pd-monitoring acl-mode interval SECONDS threshold pps PACKET-
PER-SECOND
no pd-monitoring acl-mode [interval | threshold]

INGA—5— interval SECONDS : ACLICEHIT DT 1 v IDL— b ZEHRIT D

IR (7)) & 5~30 DEETEEL X,

threshold pps PACKET-PER-SECOND: b2 14 v L—hrDTRULE
LME (pps) % 5~1000 O&FETisE LE T,

TI7AIbE interval : 10 #), threshold : 100pps
ONY RE—R J0—-/ULEREE—R
FI7AIW KL LAV 112

FERLEOAM RSy | ROV Y RTIE PDEZSIVUVIDACLE—RTORS T 1 v I EELR
IOREERE. STV IDLEVMEERELX I,

EAA :
PDEZYUVIDACLE—RTO RS T« v VERBER%E 5 BIC. LELEZE 800pps [CRET S
HiEERLET,

# configure terminal
(confiqg) # pd-monitoring acl-mode interval 5 threshold pps 800

(config) #

pd-monitoring state

B R—hTOPDEZIVVIEREZEMCLT. E—RERELEXI, PD
TZH IV I EEHCTDICIE no ANV RZEFERALET,

VIV IR pd-monitoring {icmp | acl-mode} state enable
no pd-monitoring state enable

J8SA—5— iemp : PD E=4 UV 5% ICMP E— RTAMICLET,
acl-mode : PD EZ4 VUV J% ACLE—RTEMICLET,

FIAI bk )

ANV RE—FR AVI—TT—AREE—NR

FIAILELARIL LA 212

463/481



11 PoE|11.2PDEZ#YYJONVR

EREDHTI RS1Y

AOVY R, IR— KRBT PD EZYUVYIEEBHCLT. E—REH
ELET, ICMP E— RTIEEHF L] IP 7 RLRFEIC ICMP ER/(T Yy
REEEL. DBEZBRITDETT NI ADREEZERLFI, ACL
E—RTIEEHZRLIEPDEZSYYVYIDACLICERS DT Tr v I %E
B, BELELEWMEUTDOBEICEBERLETIVYaVERBELEY

=B -

R—hk1/0/1 TPD EZF UV IHEEZRS (ICMP E—R) [CT2HEERLET,

config-if-port) #

# configure terminal
(confiqg) # interface portl/0/1
(

(

config-if-port)# pd-monitoring icmp state enable

R—h 1/0/1~1/0/2 TPD E=F UV JtREZER (ACLE—F) ICITB2HEZERLET,

# configure terminal

(config) # interface range portl/0/1-2
(config-if-port-range) # pd-monitoring acl-mode state enable
(config-if-port-range) #

R—hk1/0/1 TPD EZH UV IBBEEEEMNICT DA EERLET,

configure terminal

config-if-port) #

#

(config) # interface portl/0/1

(config-if-port) # no pd-monitoring state enable
(

pd-monitoring action

BiY

R—KTO PD EZHYVIDERNRET VI VERELEXT, T
TAIVMCRETICIE. no AVYY RAEFAHLET,

VIV IR

pd-monitoring {icmp pd-ip /P-ADDRESS | acl-mode access-list
ACCESS-LIST-NAME} action {restart-poe | notify-only}

no pd-monitoring {icmp pd-ip | acl-mode access-list}

INGA—=5—

icmp pd-ip /P-ADDRESS . ICMP €E—RTO PD ®EZ4 Y JTIR—U
VIDFEEZ IP7 RLATEELET,

acl-mode access-list ACCESS-L/IST-NAME : ACLE—RDPDEZ=HU
VOTEATDACL O 71 ILEEELE T,

action : 17925703 VEEELEXT,
+ restart-poe : POEZUt v hLFET, YXFTLAOTP SNMP kS v

JToBHIBITHhNET,
 notify-only : POE DUt Y hZ{THT . BHIDOATNETD,

FTIAILE

AN

ANV ERE—-F

1TV —=T—RAREE—F

T ALV

LA 12
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EREDHTI RS1Y

AONXYYR(F. PD EZY VYV ITDERNREZEEL. TN\IATRDI IV
EREBLIEBEDT VY3 VERELET, ICMP E— RDBE(E ICMP
ER/T Y MDFEKE D IP7 RLRAEEBEL T, R—U Y ITDIHEDIR
BEEHRLET, ACL E—RDBEIF ACL ICEBIDNTTrvI%E
HBULEXT,

7202 3 VICIS restart-poe & notify-only 1'% D . restart-poe DIZE
[F PoEZESICUtY LT, EIRRAZERLE T, BERIER TSR
L5 5. pd-monitoring restart-poe reset TIE7E L/=[E#/(F PoE U
Yy hEEITULEIN. ZENTEEIBUEWGEICIFR— KT PoE Z&L)
(no poe power-inline never)[CL X3, notify-only D55 (C(E PoE D
Uty MEEBLEEA. WISNDT7 I3 VDHBETE. YATAOY
P SNMP Sy JTOBAIIITS CENTEET,

=B -

MR—Kk1/0/1 TPDEZFUVI(ICMP E—R)DER IP 7 RL X%Z 192.168.1.1 [CEREL. 7
> 3 V7% restart-poe [CRRET DA EZRLET,

config-if-port) #

# configure terminal
(confiqg) # interface portl/0/1
(

(

config-if-port)# pd-monitoring icmp pd-ip 192.168.1.1 action restart-poe

R—K1/0/1 TPDEZFYVI(ACLE—R)DERNS T v IZEIBEL. 723 V7% notify-
only [CERET DA EERLET,

(config-if-port) #

# configure terminal
(config) # interface portl/0/1
(config-if-port) # pd-monitoring acl-mode access-list acl2 action notify-only

pd-monitoring auto-recovery time

=]:y) PD EZ% U JHHET PoE WERICE > /ciZE D BEEIBRFEZERE L
£, TIAIBNIRTICIEF. no OIVY RZEFBALET,

VIV IR pd-monitoring auto-recovery time V/NUTES
no pd-monitoring auto-recovery time

INGA—5— MINUTES : BEHEIREFE (2) Z 0~60 DEETHREL R J o

v DI 0

ANV EE—F AVH—TT—AREE—NR

T7AIWKLARIL LA 12

FEHEDHTIRSAY | PDEZSY YUYV THEETIS. restart-poe D7V a3 VHMEESINTND

BE(E PoE Uty bZEFEREETL. ERIERINAZWVGE(E PoE
EEHCLET, AIAYY RTIE. PDEZY U VTICTED PoE HMERIC
o 75 EIC PoE ZEBE# TEIHT 5 (PoE ZBEBMICT D) £ TORE
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ZIRELET., 0 NRESNTVDIHEITEE TIFEIHE T, no poe
power-inline never IX > R CFETERIHITDBENHD FT,

A :

R— b 1/0/1~1/0/2 TPD EZH UV JDBEEEIHKREZ 5 DCREIT DA EERLET,

# configure terminal

(config) # interface range portl/0/1-2
(

(

config-if-port-range)# pd-monitoring auto-recovery time 5
config-if-port-range) #

show pd-monitoring

=]:y) PDEZSIUVIDEREZERRLET,

VIV IR show pd-menitoring [/NTERFACE-/D L|-11

INSGA—5— INTERFACE-ID : RRDR—hA V¥ —T 1 —R%=EBELXT, EBL
eEEIClE. Z7O—NILERENRREINEKT,

FIAI bk BL

ANV RE—FR FEOINYY RE—FR

F7AIW KL LA T

EREDOHT RST1Y

ARINVRE PD EZFVUVIDREZRRLET, R—hEEETD
EXIGT DIR— FTORENEKTRSNET, R—hZERIDE, JO—
INIVERENRRENEKT,

=B -

PDE=ZHUYIDIO—-/LREZRRI DHEERLET,

# show pd-monitoring

[Global configuration]

Global state : Disabled
Period-to-start (minutes) : 3
Restart-PoE retry (times) : 3

ICMP interval (seconds) : 5

ICMP timeout (milliseconds) : 1000
ICMP count (times) : 3

ACL interval (sec) : 10

ACL threshold (pps) : 100
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R—K1/0/1 TOPDEZI VUV IDREZERRS DA EERLET,

# show pd-monitoring port 1/0/1
Portl/0/1
PoE port status : PoE Power supply in progress
Auto-recovery time (min) : 0
[ICMP mode]
State : Disabled
IP address : 0.0.0.0
Action : Restart-PoE
[ACL mode]
State : Disabled
access-list :
Action : Restart-PoE
#
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1M351LLYIIVVER

FALLYIE A1 Y FOREDKREEZMEDHEBOHEMCTDILHDRTI 21— ILTAT 7+
TS, FAMLLYITOT7AILZER—bD PoE #HEICEIDLUTDE, 1ALV ITOT 71
[CEFRSNICRT I 2—)UITRD> TIR— D PoE ZBRCT D ENTEXT,

CLIOFA ALY IANY REZNICHRT D/INTA—F —D—BZUTORICRLET,

ANV R ANV RENNSA—5—

time-range time-range NAME

no time-range NAME

periodic periodic {daily HH:MM to HH:MM | weekly WEEKLY-DAY HH:MM
to [WEEKLY-DAY] HH:MM}

no periodic {daily HH:MM to HH:MM | weekly WEEKLY-DAY
HH:MM to [WEEKLY-DAY] HH:MM}

show time-range show time-range [NAME]

BANY FOFHEZENTICHRBLEI,

time-range

By SALLYITOT7AIVEERL. ZEIT2TOT77MILOREE—R
CBITLET, TOT77MILZHIBRT Z(C(F. no INY RZFEALF
ER

VIV IR time-range NAME
no time-range NVAME

INGA—5— NAME: 54 ALY I TOT 74 )V&% 32 XFURNTAALET,

v DI L

ANV EE—F JO-/NIVEEE—R

FTIAILELARIL LIV 112

ERALEDOHA RSAY | ANV R FMLLYITOT7IVEERL T, ZHI2TOT7
TIDEREE—RICBITLERT,

=R -
Y14 LLYITFAOT 71 )L weekdays ZRFEEEZER L. REE— RICBITI DA EZERLED,

# configure terminal
(confiqg) # time-range weekdays
(config-time-range) #
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periodic

By FALLYITAT7AINCAT I a—)VZEHRLET. BEJRLLRYT
YVa1—)VZHIBRS B(CEne INY REFEALED,

VIV IR periodic {daily ~#/+H:MMto HH:NMM | weekly WEEKLY-DAY HH:MM
to [WEEKLY-DAYY HH:MM}

no periodic {daily ~/+H:NMMto HH:MM | weekly WEEKLY-DAY
HH:MMto [WEEKLY-DAN HH:MM}

INSAXR—5— daily : HXXDRT Y 21— )L7=BEHFRLET,
weekly : BRDRXT V21— )LEEHRLUET,

HH:MM : X772 1 —)LORBRLE U R TRLIEEELR T, to £
DETH FIREZ). to LIENMR TIFZICEZH L XTI,

WEEKLY-DAY : SBRRT Y 21— )LORKBERE L IFRTEHZEEL
£J. to LDHINFBIER. to LIENMRTREHICZAEL XTI, FHATE
2F—TJ—REEBCREBZRITZILT 7RY MINXFDXFF
(monday. tuesday. wednesday. thursday. friday. saturday.
sunday) tL<IEZNODHEBE=XFTT, KTEAZEKELIEE.
FiREER R UCBANBRAINE T,

to ! FAMRIXI/RER &R TRZ/MERDERICEE LTI, to LRI T
Z/ERZEEELET,

FI7AIE ZL

Oy RE—R G4 LLYIBEE—R

T LRIV LI 12

FEREDHC RSAY | ROV RE. YMLLYITOT7AINCRT Y 12— )LZEHRLE T,
FALLYITOT 7AIICIEFEBDORAT Y 21— )VEEFT D ENFIHE
T, BEELCVWDHIEE AT Y 1 —)LICEFESINTVDEHEEINEKT,

fERHA -
FALLYITOAT7AISERORTY 2—) (BRE 00:00 FAtA. £ 23:59187) =&EFITDH
EERLULED,

# configure terminal

(confiqg) # time-range weekdays

(config-time-range) # periodic weekly monday 00:00 to friday 23:59
(config-time-range) #

show time-range

By FALLYITOT7 7 IVDBERERRLET,

VIV IR show time-range [ VAME]
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INSGA—5— NAME : RinSBDYALLYITOT714I&% 32 XFURNTAALE
I, BT BE. INTDBERNERREINED,

FIAILE mU

OVY RE—R FEDIVY RE—R

FIAILRLARIL LA

FERLEDHAMRSAY | ROVYVRIE. ALY I T7AO771ILDEREBHRERRLUET, 70
771 IEZERE LBWERF. INTOREBBRIRREINET,

=B
SALLYYTOT7MIIVOREBRERRI 2 EERLET,

# show time-range

Time Range Profile: daily
Daily 22:00 to 22:59

Time Range Profile: weekdays
Weekly Monday 00:00 to Friday 23:59

Total Entries: 2
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12 /ZRFANV B

12.1 REREBERINYVE

EEREBEREIVY REZNICHLT D/N\IAXA—F—D—BEZUTDORICRLET,

vV R

ARV RENRTAX—F5—

temperature notify
threshold

temperature notify threshold {high TEMP | low TEMP}
no temperature notify threshold {high | low}

show temperature
notify

show temperature notify

FINY FOFBZEXUTICHBALET,

temperature notify threshold

B KBEOREREBER COESREZRELEXT, T IAINDREICRT
(Z(F. no EXZEFEALET,
VIV IR temperature notify threshold {high 7£V/P | low 7TEMP}
no temperature notify [high | low]
INGA—5— high: FREEZEELEI,
low: TIREEZEELXT,
TEMP: ERRHDWVETRODEE (°C) Z-50~80 DEETHEEL X,
FT7AIK high: 70°C. low: 0°C
ANV EE—F JO-NILEEE—R
FTIAILELARIL LAV 12

EREDOHT RST1Y

ROV R REDOREREBEGEECTO LRE TROBEERE LX
9, KETRHUCEENMEE LICEESRENDBE. OJICLDESD
BHANMTONE T, no A TATYaVvEEELAVSS, LREEE
TREEOWANT TAILMIREDERT,

FETRAMY 2 rEEF. RAEUTCABEOERERELDE 10~20°CEE
B<EDERIDT, N—IVEERBLIETRELTLLES L,

=B -

EBEDREREEHR COREHEZ-10~55°CICREIT DA EERLET,

(
(config) #

# configure terminal
(confiqg) # temperature notify high 55
config) # temperature notify low -10
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show temperature notify

=]:y) EEDBREREERBREOREPREFTRZERTLET,

VIV IR show temperature notify

INGA—5— AN

T DI 17U

ANV RE—F FEOINYY RE—R

FTIAILELARIL LA 1

FERLEDAMRSAY | ROTY Y RIF, HEDOREREERKEDREPEEFRERRLET,

fERHA :
EBDREIREERKEEDIREERRIT DHEZEZRUET,

# show temperature notify

High/Low Temperature Notify Information
Current Status : Normal

Current Temperature : 43C

High Threshold : 65C

Low Threshold : -10C
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12.2 CPU REMEIN Y F

CPU REHEINV Y REZNICHIRT B/NTA =5 —D—BZUTORICRLEXT,

vV R

ARV RENRTKX—5—

cpu-protect system-
memory limit-check
threshold

cpu-protect system-memory limit-check threshold [THRESHOLD]

no cpu-protect system-memory limit-check

cpu-protect trace
trigger

cpu-protect trace trigger THRESHOLD [polling INTERVAL]

no cpu-protect trace trigger

show cpu-protect
trace

show cpu-protect trace

FINY FOFBZEXUTICHBALET,

cpu-protect system-memory limit-check threshold

=]:y) VRATLAAEY —EREEZEMCLET ., TIAINDOREICRTIC
(F. no EXZEFEAL XTI,

VIV IR cpu-protect system-memory limit-check threshold [ 7+H/RESHOLD]
no cpu-protect system-memory limit-check

INGA—5— THRESHOLD : ¥ AT LAXEY —EAKRDERL EME(%)Z 80~100
DEETHEELXRT, LEWVMEZEELLZWSGS. 90% N ERESINET,

FIAI bk )

ANV ERE-F J0-/ULREE—R

FIAILELARIL LA 12

ERLEDHI RST1Y

RANYVRE YRATLAAE)-—DERRZERIT DT v IKEZE
[CULET, FoyvIBENEETDE, 60 WIEICXAEY —FAEXZ
Frvo L, LEWMEZBELISIHEICAOTESNMP bS5y TEEALE
ER

=B -

VATLAXE)—F oy IREZEBMCL T, BRUEWMEZ 80%ICRET DTEERLET,

(config) #

# configure terminal
(confiqg) # cpu-protect system-memory limit-check threshold 80

cpu-protect trace trigger

BiY

CPU ERXREREEZEMICLE T, EMCTDICIE. no ERZERL
£,

473/481




12 RSFOVY R | 12.2 CPU {RE8#EEOY YV R

cpu-protect trace trigger

VIV IR cpu-protect trace trigger 7/RESHOLD [polling /INTERVAL]
no cpu-protect trace trigger

INGA—5— THRESHOLD : CPU {£RAEMDEHR L E L \E (%) Z 50~100 DFHFE TEE
LEI,
polling /NTERVAL : Esf5RREkE (7)) &£ 10~180 DEFH TIEEL £, BE
LEWESE. 10 W ERSNED,

FIAI bk £

ANV EE—F JO-NILEEE—R

FTIAILELARIL LIV 112

EREDOHT RST1Y

RIXY RE, CPU ERXZERIDTF v IHEZBENCLEI,
FryvIRENEEIDE. RELCERBRTTFY CPU EHAXZ
Frvo L, LEWMEZBELICHGRICOJZEENLET,

ERA -

CPU bL—XMUN—REZBIICLT. BERLEWMEZ 90%ICKRET DHEZRLET,

(config) #

# configure terminal
(confiqg) # cpu-protect trace trigger 90

show cpu-protect trace

B CPU EAXREREEDREEREZRRI IV FTT,
VIV IR show cpu-protect trace

INGA—5F— AN

FIAI bk BL

ANV RE—FR EFEOINYY RE—FR

FI7AIW KL LA T

ERLEDHI RST1Y

ROV R(E. CPU ERREREEOREEREERRLE I,

=B -

CPU ERAKREREEDREEREZRRI DITEZERLEX T,

CPU Protect Trace Trigger State
CPU Protect Trace Trigger Status
Utilization Thresholds

# show cpu-protect trace

: Enabled
: Normal
: 90%
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123 RFEBEHERF/IAVVE

RTBEHEIE IV Y REZNICHRT D/INTA =T —D—BZUTORICRLEXT,

vV R

ARV RENRTKX—5—

show tech-support

show tech-support [MODULE | interface {Port PORTLIST} system-
dump]

BANY FOFHEZENTICHRRBLEI,

show tech-support

BiY

BT R— MERZEEL XIS

VIV IR

show tech-support [MODULE | interface Port PORTL/ST system-
dump]

INGX—5—

MODULE : ®RY DEMIR— MEROBREIRELFT, UTD/\S
A=F—DWITNHZEFERATEXT,
+ access-defender : AccessDefender [CEEE T B IEHRERRLET,
dhcpvé-client : DHCPv6 V51 7Y MMCEEET DIFHR=ERRLE
CR
« ipv6-multicast : IPv6 ¥ILFF v X SCBIET DIEHRERRLET,
loop-detection : JL—THRAEEEICEET DiERERR LTI,
+ port-channel : R—hF v RIVICEET DEHRERRLED,
« rmon : RMON [CEET EHRERRLET,
snmpv3 : SNMPv3 [CBEET DIEHRERRLE T,
« sntp : SNTP [CBEET D EHRERRLE I,
« spanning-tree : R/XZV IV —RECEET DIEHR=ERRLET,
mmrp-plus : MMRP-Plus Aware [CE8&ET D ER=ERRL XTI,
« memory-error : XEY—I5—EIAKEICEET DERERTLE
Cl

Interface Port PORTL/ST system-dump : 1 > 45 —7 1 —X(CE&ET D
B R— MERZRTIT DHBRICEELET,

FI7AIE

ANV

ANV ERE-F

FHEXRTE— b, EREOREET—F

FI7AILRLARI

LA 215

EREDOHT RST1Y

ARIVY R &Y R— MEBRZERRLE T, KT R—MERII LS
TNW2a—FT1VIE UL BAMICRERBRENET D/HICERBLE
ED
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=R -
ITARTDEY 12— )LOEMYR— MERERRIT DA EERLET,

# show tech-support

# __________________________________________________________ _
# APLGM220GTSS Gigabit Ethernet L2 Switch

# Technical Support Information

#

# Firmware: Build 2.00.00

#  Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved.

# __________________________________________________________ —_————
kAhkkhkkkhkhkkhkhkkhkhkkhkhkhkhkkkhkxkhxk BaSiC System Infomation kAhkhkkhkhkkhkhkkhkkkhhkhkhkhkkhkkhrxk*

[SYS 2021-7-15 23:00:30]

Boot Time : 15 Jul 2021 12:00:12
RTC Time : 2021/07/15 14:00:30
Boot PROM Version : Build 1.00.00
Firmware Version : Build 2.00.00
Hardware Version : A

Serial number : 306142200001

MAC Address : FC-6D-D1-06-CE-7D

MAC Address Number : 65535

Unit Model Name

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

R— bk 1/0/1~1/0/2 DEMHR— MMEBRERTI 27 FZERLET,

# show tech-support interface port 1/0/1-2 system-dump

#Show counters interface INTERFACE-ID
Portl/0/1 counters

rxHCTotalPkts

txHCTotalPkts

rxHCUnicastPkts

txHCUnicastPkts

rxHCMulticastPkts

txHCMulticastPkts

rxHCBroadcastPkts

txHCBroadcastPkts

rxHCOctets

txHCOctets

rxHCPkt640ctets
rxHCPkt65t0l1270ctets
rxHCPkt128t02550ctets
rxHCPkt256to5110ctets
rxHCPkt512t010230ctets
rxHCPkt1024t015180ctets
rxHCPkt1519t015220ctets
rxHCPkt1519t020470ctets
rxHCPkt2048t040950ctets
rxHCPkt4096t092160ctets
txHCPkt640ctets :
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

ocNeolololBololNolNoNoNoNololololeolNolNolNolNolNolNo]
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124 XEY—IS>—EIHIYVR

KRA Y FIREDEFHERIE. MOSNDANERICKDERFICEED LS| TERENEXEY —DEY
MREICKDERHE (XEV—I5—) NEETDCENHDFT, XTY IS5 —DERIF—RKN
T, HEEOBREBGEICEDEBEHLEIN. EREADIANERISFHERZAD TE LB RARET
ED (HDVEBRASINTLVEVED) NHOEBXHW/ A XEXETHEA T, XEV-IF7—%&EZLICHS
CEFRBRTIEARAEETT,
XEY—IZ—DS35BETEBRXEY —EBRETONU T —I7—ZRAMLEBE. XEU-—I
S —BEEIRKEEERAT S . BEINICEBEZRTLES ., QERARELEIS—DHES. KEDR
T—IREN—RI 7 I —REBICBITL. LEFLICHEDERT, A—XEJ—EEHT 10 @XUED
I —ZRAUCHBBEARKIC/N— RO 7 IS —REICHBITLET,

IN—=RO 7 IT5—REICED/HEE. clear memory-error IV RICED/N\—RI 7 IT5—0DIK
RBZMELILLET, ISICN—RITTIS—REBICRDINEDH ZHERLET, EERTELT
Z—D¥%E. clear memory-error CTIFRENBHEINETE A, /\— R 7 IS5 —DREH T D
BE. ATy FOBEHZRITLTLIEEN, ZNTERS A v FORENEESINLZWVEE(E.
IN—=RITT7BRICEENGDRNIHDFT,

BH. XEY—-IS—1EIHHEES Ver.2.01.00 LETHYR—KNLTWET,

XEY—IS—EHIAVY REZNICHIHT D/INTA—F—D—BZUTORICRLEXT,

ANV R ANV RENSA—F—

memory-error auto- | memory-error auto-recovery mode disable
recovery mode no memory-error auto-recovery mode disable
disable

memory-error auto- | memory-error auto-recovery notify disable
recovery notify no memory-error auto-recovery notify disable
disable

memory-error fault- | memory-error auto-recovery fault-action shutdown-all

action shutdown-all | no memory-error auto-recovery fault-action shutdown-all

clear memory-error clear memory-error

BANY FOFHEZENTICHRBLEI,

memory-error auto-recovery mode disable

By AXEU-IS—BHEBREENCLET. TIAIBNIRTICIE. no
RZ=FEALET,

VIV IR memory-error auto-recovery mode disable
no memory-error auto-recovery mode disable

INGA—F— AW

FIAILE RELL XEY-—I>—BHEIREEM
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memory-error auto-recovery mode disable

AYY RE—R JAO—-NILEREE—R

F7AI LRIV LAJL 15

EHEDHTI RSy | RKOAYYRIE. XTY—IS—BEHEIAKEEEECLET,
fERHA -

AXAEV-—IS—BEBERBEZENCIDHEZRLET,

(config) #

# configure terminal
(config) # memory-error auto-recovery mode disable

memory-error auto-recovery notify disable

By AEV-IS—BBERDBMZENCLRT, T 74 MIRTICE
no XX ZREAL XY,

VIV IR memory-error auto-recovery notify disable
no memory-error auto-recovery notify disable

INGA—F— AN

FIAILE RELL (AEY-IS—BEBEIHDOBEMETER)

ANV RE—FR JO-/NLEREE—R

FI7AIW KL LIV 15

FERLEOHIRSIY | AOATYVRE XEBEU-—IS—BHERICKDYRTAOTTORMNEE
MULET,

=R

XEU-—IS—DBEHEHDBNEEMNCIT DA EERLET,

(config) #

# configure terminal
(confiqg) # memory-error auto-recovery mode disable

memory-error fault-action shutdown-all

=]:y) RED LS| "EEREBICHSOLBRICINTOR—-MZHAELXT, T
TAIVBICRETICIE. no ERXZFERALET,

VIV IR memory-error fault-action shutdown-all
no memory-error fault-action shutdown-all

INGA—5— ZL

FTIAIE JREBL (R— ~DEAZEIZITHOARLY)

ANV EE—F JO-NILEEE—R

FTIAILELARIL LAV 15
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memory-error fault-action shutdown-all

FEHEDOHIRSTY | AOYVRIE. XBY—IS—(CEDEBED LS| A"EBIRECH>II5E
[CINRTDR—FZHAELF T, COBEICKIDEAELIZR—KIE. no
EXDOIOANYY RTOHEEDESIED. no memory-error auto-recovery
mode disable 1YY FE L <I[d clear memory-error 1Y R TXE
U—I5—HoDEEICEDHAZEDREREITVNET,

fERHA :
AEBY—IS5—(C&LD LSI ARBERECH S IIBEICR— N EBHEST DA EERLUET,

# configure terminal
(config) # memory-error auto-recovery mode disable
(config) #

clear memory-error

=]:y) XEV—IS—DIUT7ZTVET,
VIV IR clear memory-error

INGA—5— AN

T DI 17U

ANV EE—F KEXRITTE—F

T7AIWKLARIL LAV 15

FERLEDHI RSy | AOXVRE, XBEY-—IS—DIUTETVET, XEU-I5—0DY
D7HMThNd &, I5—REBRTODIS—HIVI—BEDXEY —
IZ—ICET2RBEENS VLY hENFET, £. —BHIC/\—RTzx
TISRENMRESIN. LSI ORENEREDHRICEIETEICED XTI,

A
XEBY—IS5—DIVT7%{TIHEERLET,

# clear memory-error

#
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13 fFix

13.1 AT LEBFIRVSAT—FDOUEY H)

*y hI—UEEEEF, JRTLAEIBEEEZEMNBLTNNRT—FrEULEY hTEXRT, Y RXTAEIH
FIEZRTIDE RESNTVDIRERIT IAISRECRDET, Koo RSA #2/DSA BEHIBR
ENXRY, AH. KEDQAVY —J)UIR— MMCEEERDNAEASELET. YR T LAEBKEZFRAT
SR

BEBCI-Y—-THDUY bHEESDEE
KECA—Y-THIOYMEEITDIHEDI AT LAEIRFIEZUATICRLED,
1S A =Y —FEmAZ, EBOIVY —)LiR—MIERLED,
2EBDERZANET,
3.A04 vBEmEmH,NRREINIZS, Username 7«1 —JLR(C Tap_recovery; & A7 L T. Enter
F—ZHLET,
4. ZEBNBEREUACREIREN T 7AIRKEICRENTWDS, T7A4N NI =T HD
vk Tadpros (SRXT—R#L) TCLICZZERAAFAIENET,

Ethernet Switch APLGM220GTSS

Firmware: Build 2.00.00

User Verification Access

UserName:ap recovery

System will be reset, save and reboot!

Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...

BEBECI-—Y—THoY MEELEVES
FBCI-Y—-THUY MAFEELERVA. enable /XRT—RAREENTVDHBEDIY T AEIR
FIEEUTICRLUET,
1SR =F—FTEmKRZ. KEOIAVY —JUIR—BMIERLET,
2EBDERZANEKT,
3.1—H—RTE-RICOTAM VLS, enable IV RZEFEHRL. Password 71 —J)LRI(C
fap_recovery; “ AN LT, Enter ¥—ZHL XTI,
4. FEBNERE UIRIEIRENT 7AW RREICREN TS/, enable/SXRT— REBEET
TAISDRBEICHEDET,
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Ethernet Switch APLGM220GTSS
Firmware: Build 2.00.00

> enable

Password:ap recovery < BT S rA AR AR RS NFE T

System will be reset, save and reboot!
Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...
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