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3.36.5 config mac_based_access_control ports ....... ...t 293
3.36.6 clear mac_based_access_control auth.mac........... .. ... i .. 294
3.36.7 create mac_based_access_control_local mac ......... ... ... 294
3.36.8 config mac_based_access_control_local mac.......... ... 295
3.36.9 delete mac_based_access_control_local ...... .. .. .. o i 295
3.36.10 show mac_based_access_control ....... ... i e 296
3.36. 11 show mac_based access_control local ...... ... ... i, 297
3.36. 12 show mac_based access_control authmac.......... ... .. .. ... .. 298
3.36. 13 config mac_based_access_control Max_USersS .......iiuiiiii i 298
3.36. 14 enable authorization network.......... ... 299
3.36. 15 disable authorization Network ......... ...ttt 299
3.36. 16 show authorization . ....... ... et 300
BT R T T R T T R 301
3.37.1 config authentication auth_mode........ ... . . 0., 301
3.37.2 show authentication POTLS ...t e e e 301
c38 S H T o R oo 302
3.38. 1 enable SSh. ... e 302
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3.38.2 disable ssh. ... e 302
3.38.3 config ssh authmode . ... ... . e 303
3.38.4 show ssh authmode . ... ... . e 303
3.38.5 config SSh ServVer . ..o 304
3.38.6 show ssh server ... ... i e 305
3.38.7 config SSh USeT ..ottt e 305
3.38.8 show ssh user authmode . ... ... ... . i e 306
3.38.9 config ssh algorithm. ... . e 307
3.38.10 show ssh algorithm. . ... .. 308
3,30 S L T L R oot 309
3.39.1 enable ssl ... e 310
3.39.2 disable ssl. ..o e 311
3.39.3 config ssl cachetimeout timeEOUL ... ... ..ttt e 312
3.39.4 show ssl cachetimeoUt .. ... ... ..ot e et 312
3.30.0 Show sSl ..o 313
3.39.6 show ssl certificate . ... .o e e e 313
3.39.7 download ssl certificate..... ... e 314
3. 40 BB AL T = o R et 315
3.40.1 enable web_authentication......... ...t 315
3.40. 2 disable web_authentication........... . .ot 315
3.40. 3 create web_authentication USeT ... ... .. c.iiniuninini i, 316
3.40.4 config web_authentication USET ... ... ...ttt e 317
3.40.5 config web_authentication auth_failover .......... ... ... 317
3.40.6 config web_authentication authorization network ............ ... .. .. ......... 318
3.40.7 config web_authentication clear_redir_url ......... . ... 318
3.40.8 config web_authentication method ....... ... . . .. . 319
3.40.9 config web_authentication POrtS ... ...ttt e e 320
3.40. 10 config web_authentication redir_url ........ ... 320
3.40. 11 config web_authentication switch_http_port ........ ... ... 321
3.40. 12 config web_authentication virtual Ip....... ...t 322
3.40. 13 clear web_authentication auth_state......... ...t inen.... 322
3.40. 14 delete web_authentication............ .ot 323
3.40. 15 show web_authentication.......... ..o 323
3.40. 16 show web_authentication auth_state ports.......... ... 324
3.40. 17 show web_authentication POTrtS ... ..o e e 325
3.40. 18 show web_authentication USeT ........ ..ottt 325
A B D T 326
N T T T T 327
5.1 FARLEDIZBIE T 2B &0 ..o 327
.2 ALY — WRARICEIET DBIG LRI ..o 327
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1. NRSA—F—REFIE

INT A —H—DFRITE

HFROGRICEVITI Z LN TEET, ST A—F—RE

a7 E,
avy RIAVFRONT A—=F =R EMAK D DV ETelnet (K8t v 3 )2 L D)X 3 E Tk
LFEJ, WEBX—R GUIHAUIHE(SW~==2T /L) S L T 7ZE0,

L1 RS A—E—BREFIE
(1) /87 A—8 —FEMAE A 2/8T A—F —FEDOFIE

T A=k — RO (1. 2 ISR |

l
| ST R — R TESRR OB (1. 3 B |
!

8T A — 5 =R FEAR OB O |
l

AU DB ON |

!

LED R T v 7 DORER
PWR #/R LED 2854 L CWA Z L 2R L TL 2 &y,

!

FRENTZS, AINF—ZH L TFIW,

FRINI WA, Ctrltr 2L, 20V —)LliE % H
LT ZEW,

B>

Press any key to login..

l

INT A B —BRE Ui AR 0D 27 [ T OD RS
DLFOEX I RFBARRINTNDZ EEHERL TS
AN
TRENBZWEGEE, Ctrltr 2L, 2 Y —/VHi#R %2 H
LTSN,
<FRHBI>

ApresialightGM110GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.01.00
Copyright (C) 2010 Hitachi Cable, Ltd. All rights

reserved.
UserName:
!
| VAT AuTA (2.2, 1 HBH) |
l
| VAT BRT A= —ORE (2 EBH)
!
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(2) Telnet ZH W=/ "F XA —X%
Telnet Z W\ /2 8T A —X — DR EIL, AREEE D LAN 2 S IP 7 KL ANE
DIHA[FETT,

AEENST T T TR
#logout

Press any key to login...

l

INT A= —BERA & FBIR OFF & L, ARIEEHHY
ShLEA

l

Y N7V TET

—BEDTFIA

AL B Y THNTZIP T FLRIZ Telnet 2~ R

TT&thT<téwo

1) telnet 10.0.0. 1
7'r 7 bk (UserName:) WNER/REIND Z & MR LT
720N,

)
VAT AT A (2.2.1 THBR)
)
VAT LNT A= —DREQ ESR)
)

vy NT v TET
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1.2 INT A —3 —ERTFiInRDEE
AEEED/NT A —H —FBICH BRI EDOSFI L OBEREE £ 1-1, & 1-21RLET,

F£1-1 RNTRA—H —RERKDEM
T H H i k%
1 MR DRRE ANST (VT100 A.#4)

A H A £k

1 Xy T H 8bit/F ¥ 7 7 4

2 ANy 7TE Y b 1bit

3 N T4 7L

4 7 v — il i) 7L

5 R— e L—F 9600bps

6 SRR r— 7L |RS—232C r— 7 L (A R L— h),

7277 L. ARIEEMAIZ DB-9 4 AW 2 %
IR EFEHOZ L
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1.3 /N5 A —5 —REImARDER

e oy — VA —7 )L
5 R— e REARLEE D= Y —)VR— b2 BERM STV 5

L L
INT A X AE Yim

(APL—R)ZHWTESRELE7,

yd

(]
Tl ] Tl
O  [FUO000)] QOO0

S S
'...........

S
.....‘......

a—4

RS-232C #—TJJL
(RArL—F)

1-1 RS-232C 77— 7 )L Dk

o = -j—«c _:] :3 ) E ﬁ:*ﬂ%‘
= 72'§‘j:%" =1 — \'j—b—— t ﬁ*%%#ﬂ%ﬁ i = SN L~ ]\;i\ RS 3 C( b
5 0\ < : y /]// \o ]\ @ »y 5] ‘é—o N / 7

A 2T 5> TWET,

F1-3 arV— LR — DO AHEE

oy iz
> No 1554 F5DONE
: . - 7
2 SD BET—H ij}
3 RD ZET—X
4 - - —
5 SG [A]#% 7 — &
6 - - —
7 - —
8 - - —
9 _ _
EEFIE

LEEG L. B
(2%, /85 A — B —BERDMIC RS-2320 r— T L EHEE L . &
0 2 Y —LR— Rzl

DEAFFICEFERLGOT ZE0,
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RS-232C ¥ —7 VDY U EE A Ticllicdi L £ 77,

7% 1-4 RS-232C r— 7 VR #-B (D-SUB9 B> -9 v DiH

INT A —H— 3R E i
KAEE M= X R
9 £ D-SUB (A4 R) Bt R H
9 v’ D-SUB
[ = PR
1 1
2 2
3 3
4 4
5 5
6 6
7 7
8 8
9 9
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2. AXEKETA A3 —T 2 —RADEKIRE

A<V RIA UV HRICE DRI A —F—DFR/BREFTEZHAL £,
2.1 a< 2 FOREHRE

2EBIOIEOa~ ROFGFMIZCTREIND, K~y FOSIEBOERTLHAEZ £ 2-11TRLE
j_o

#* 2-1 a~r FelEoEKLHH]

VIRV 21 B
<o SCFH, E T AMEDFRE M E
Al B AFETIZBDESL AR
[ ] A P HE
() B DT A =2 —% 1 ODEHRELT
(%)
ITALIC (£ BEDIRT A —H—|Z5E
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2.2 HE
a<w L RIA4 VT ROME AL £,

2.2.1 aydq Y
login4 :adpro (iZX W v AT Aizu A4 LET, RS EIFERHCII SNA Y — RIEEEE STV
FHADT, TOFFIVEZF—0F2LCal A LTLIEEN,

ApresialightGM110GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.02.00
Copyright (C) 2010 Hitachi Cable, Ltd. All rights reserved
UserName: adpro
PassWord:

2.2.2 #EMET Aok ap_recovery

Ver. 1.01.00 /53 X7z Tap_recovery| [FEEED RAU— R, REAZETHMILT L Z &2
TEDLHEN 72T 1D v F T,

a2y v RS, 2= P —BEELEZT IV b, NRATU—R, 7T v aAE Y —IREEN
TeRE, B 7 DT XTOHEER, RIS ITONET, 77k lTap_recovery] O/3A T — RiX
HVEFA, ZOTHTL MNIay Y —LR— NOKRTHTT,

ApresialightGM124GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.02.00
Copyright (C) 2010 Hitachi Cable, Ltd. All rights reserved.
UserName:ap_recovery
System will be reset, save and reboot!
Load Factory Default Configuration... Done.
Saving all configurations to NV-RAM... Done

Please wait, the switch is rebooting...
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2.2.3 ARV EAR
2.2.3.1 ARV FAAXF
Ka< RTA o HRITRICF//NCF 2 XL £,

2.2.3.2 ANFHSTREEE

(1) a~v>y ROANOBEIL, 0 a~y REZRATRRR XFINOHANTIIETEL . B2TOIXFEHD
AT EH Y £H A,
(#H]) “save config’a~y RaEM L TAT

| # save config |

‘#sac |

(2) fEHFTRE 2~ REHY ImWEAIIE, (2] —Z2 ML T2 S0, AJISCFR) b 3R AT RE 7R
Ay REFRLES, BEOa~y FRBRTE 256103, BIRWERETOa~v» FRE
RENFET, T, RNTA—F—FRETHav ROESIC, 0xF—Z2ANTDHLE, T A—
AR ERPHE R R T HZENTEET, [TABIF—%2# 9L AR~ RRHIUZZED
WA Ea<w R4 VICHEBMICER R LETOT, ETCOXTINEANTIHILERNDH D T/ A,
Bl Z 1L “sa” V) TN HEIN e/ a~ 2 Rl “save” THDHZ 2D ENTEET,
(1)

‘ # sal[TAB] &% — |

‘# save |
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2.2.3.3 BEDRE
BHENKE T T vaAE ) —|ZEXALITIE, “save configia~2 Rafio T XV,
($51))

#isave config

Command: save config

Saving all configurations to NV-RAM...... Done.

Success.

2.2.3.4 EEOAY A—)L
g REITRFICFR R TE Z2NAEN 1 I E 52056 1E, Wi FICE RS —NFEREINE
T, ZOWREET, MEIZL CEFrRG#F—2 AL TFIW,

2.2.3.5 F—DFENA
A~ v N — & KRB — W 2 LU IZRi#E LT,

* 2-2 a~ v FEx—oOfivJy

Delete F— =Y NEBTEXFEHIBRL T, WIZ, ZOTIES X Fa il 7
NLET,

Backspace ¥ — LT T — Y VOEFENCHIBR L T, WIS, ZOITICE> TWD LT 5 K
27 FLET,

Insert ¥ —F 721X FroEFTEYVIEZFT, FrDOBE. LFEMHAL, BIOX T % 4AIT
Ctrl+R 7 hLET,

FETA) & RE1F— FEWZH—I N EBHLET,
T & RE1%— FIZA—=Y v aeBE L ET,
b & R — ANCAA Lica~ s Faefgik LEd, b RAIF -2 - ONcFR

ENTNDHHDOEY IO a~y RRRRINET, DX, BIED
tyvaroavry FERzRETZLNTEEY, a~vr FEREZIEE
(2R - THINZHED H729D121F, TS REIF—2H L £,

T & R — THERHF—IIBREDOE v v a VAN Ehza~y RERIZE TR
Davwy FeRRLET, Fa~vr Nid, AN LEERICERRENET,
EmEREIF—2MHEA LT, fioa~vr FE2RAELET,

Tab % — EZHHDKRDT 4—NVRIZh—INVvE7 bLET,
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7 2-3 FoRHlE X — O T

A= 2N — WDOR—T KRR LET,

CTRL+c BEDS—UNFRINDLDGH, ED D=V ORREILDET,
ESC % — BEORX—VPERINDIGE, BV OX—VORFREZIEDET,
n WON—TwFR LET,

p AIDON—V A2 RRLET,

a D=V NERREINDGE, RO DOX—=VDORREIEDET,
r BAERRINTNDEX—UERH L ET,

a N=UFRREZPHE I, Y ORX—VERRLET,

Enter ¥ — WOITEIZT—T V= N —&2FRLET,
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3. avy KON
IEEE

O —Loz70er 1LTH ABERLTLEITY FOBYH—FLT
BYES., REBEDAY Y FEANLESEOERRIEISEEA,
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3.1
3.1.1

YA R Mr—TJ)LEHa<T VR
cable_diag ports

H #Y

VA AN —=TNDERET AN LET, VA AN =TT =N
L7ZGEE, =279 —0X A4 7L RAEFRZZ L £,

15 3C

cable_diag ports < <portlist> | all >

Gk

VARNT—=TNEBBLET VA AN —T VT —D% A 7%, lopen|
F721% lshort] T9, lopen] &iX, =T —IZ72>TWVWDAXDY A A N r—
THADREEESNT-EGIT TR L WA N L AR LEY, Ishort] &i%, =
Tl o TWVDBRDY A AN —T R ESN-ETcra— LT
HZlERLET, R—RV 2T v 7 LTWDAEAE, TANTIEYA A
Nr—TNVOHEERE LE T, AT =X AN I T v TIRDT, r—"T
JUZIE Tshort)] =X° lopen] OFEEIZH Y FHEAN, R—FDRAT—H AN
YO ETDOEE. ZLOERNEZLNE T, A— MIEFERYA AN
— T NVAERGED B D DIZEENL TS U E— M= M —OERNPEL T 5
B, VE— = F—DEFENPAS>TNDLELTYA RN r—7 /LD
EEBWT LN TEET, K= MY A A N —T VBN 2 OGE,
TANORERIZr —T VR LERRINET, TANTEZT—DXA T &
WABHIEMRHLET, A7 A MTIHINREO Ay v N EFERT 20 TIE
BLIEEW, KTFAMIVARA RN —TAETTHY, KT 7 A 8= —7
JZEHRE L TV DR — MET A N ORISR TT,

INT A—H —

{portlist> — 7 A FFHAR— MEHLZIEELET,
all — T _XTOR—

il o = T

78 L,

;GJL:I:,\/{“—:‘) =iV

1.00. 01 LLFE

fHERE:AR— R 21~24 DY A4 A N —T LVBW AT 123

#icable_diag ports 21-24
Command: cable_diag ports 21-24

Perform Cable Diagnostics ...

Port  Type Link Status Test Result Cable Length (M)
21 GE Link Up 0K 3
22 GE Link Down No Cable -
23 GE Link Down No Cable -
24 GE Link Down No Cable -
#
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3.2 EXMFIPAT Uk

3.2.1 config ipif

H #Y

IPAHE—T 2 —AEZELET,

3L

config ipif System < ipaddress | bootp | dhep | ipv6 ipv6address
{ipvbnetworkaddr> >

Ipaddress =ipaddress <network_address> < vlan <vlan_name 32> | state
< enable | disable > >

G

AKa<o R, IPA v E—T 2 —AEAA v FITERELET,

INTA—=H —

ipaddress <network_address> — {9 B2 IPA L X —T7 =2—ADIPT KL
AL Fy h~vRA7 AN LET, WHROEXTT RLRLE~RT DOIEHRE R
ETEET (B :10.1.2.3/255.0.0.0 £721F 10. 1. 2. 3/8 @ CIDR 72 &),
<(vlan_name 32> — IP A V& —7 = — AZXd 5 VLAN 4,

state <enable | disable> — IP A > % —7 = — A% lenable] (F%h) £7-
I% ldisable] (f&2h) L FET,

bootp— AA v FDIPA L HZ—T =—AIZIPT FLAZEIY B TH-DIT,
BOOTP 7'z b =)L Z&5&IR L £ 7,

dhep —ZAA v FDIPA L Z—Txz—AZIP T RLAZEIN B THE-DIZ,
DHCP 7'm h a L &R L £ 77,

ipv6 ipv6address <{ipv6networkaddr> — IPV6 %> hU—27 7 KL A, Z 0D
T RUVAIIHEARNT RLAE XYy NI T VLT 4 v 7V ADRSEZERLE
T, —ODAUHE =T 2 —AEED IPV6 7 RLAZRETHZ ENTE
F7T, HLOWT RLABRERINDE, 20 ipif GBS ET,

il PR =

EHET AU FOHRA~ S REFATTEET,

S/ N— g v

1. 00. 01 LI

FEREIP A2 —T 2 — RAEHET HITIT

#iconfig ipif System ipaddress 10.48.74.122/8
Command: config ipif System ipaddress 10.48.74.122/8

Success.

3.2.2 show ipif

H Y

ZA VFDIPA L HE—Tx—RABREEERLET,

[15'8 show ipif

B Ka<wr FiE, AL v FDIPA v Z—T 2 —AREEZFRLET,
INT A—H— L,

i PR IE 72 L,

KIS A— 3

1.00. 01 LAR%
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FREIP A VA —T 2 — ABEEFRTAHITIE

#ishow ipif

Command: show ipif

IP Interface Settings

Interface Name : System

IP Address £ 0.0.0.0 (MANUAL)
Subnet Mask :0.0.0.0

VLAN Name . default

Admin. State : Enabled

Link Status : Link DOWN

Member Ports T 1-24

Total Entries : 1
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3.3 ERXMGRAyFavT Uk

3.3.1 create account

HHY THho L NEERLES,

5 create account < admin | user > <username 15>

B! AKazw s P, 1~ XFETOZ—HF—4 L 0~15 LFETDO/NAT— R
Ta—HF—=THo NEfERT&EET, TV MISHETIERTE E
7,

INT A — K — admin <username> - EHET H v kDLHI,
user {username> — L—H—T H 7 N DRI,

il PR = EHET AU FOHARA~Y S REFATTEET,

a— P T 1~15 LRI £,
IRAT — RZ 0~15 XLFEICR Y F£F

X/ N— 3 v

1.00. 01 LAR%

EAB]: THCL) W) a2—P—Z &2 H L CEBEET I > N EERT 5I121%

#icreate account admin HCL

Command: create account admin HCL

Enter a case—sensitive

Enter the new password

Success.

new password :kkkek

again for confirmation:kkskk

3.3.2 config account

ELD)

T MINRAT — REFHELET,

W config account <username)

B! AKa< Rk, lTereate account| =a~> R TIEEK L7712 MMZ/SRAD
— REHRELET, 2~ FADNRIC, HWASZAT =R LW T — R
B LWARZRT— ROFANERTR RN INET,

INT A—H— username> = 7 H 7> b4, T MIBEICERSNLTWVAIMLENRH Y F
ER

il PR #1H BHET A OB Ka<w s REFTTEET,

Z— P —LT 1~15 TR0 1,
XA — KT 0~15 TR0 17,

KHGN— 3

1.00. 01 LLKE
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ERE: THCLY WO Ty DO RAT— REFRET HI2IE

#iconfig account HCL

Command: config account HCL

Enter a old password:skskk
Enter a case—sensitive new password:ksik
Enter the new password again for confirmation: sk

Success.

3.3.3 show account

H Y THU Y NeFoRLET,

S show account

=3 A Ka<r R, A v FIHEREFEADOTXTOT I heRRrLET, 7
v M1 8 HE TIERTEET,

INT A —H— 2L,

it PR IH BHET D bDOBARa~ REFEITTEXET,

R AN— g 1. 00. 01 LABE

ERGAERR L= T 1w v b &FRT DI

#show account

Command:

show account

Current Accounts:

Username

Total Entries:

Access Level

1

3.3.4 delete account

B BEFo7T 1oy b EHIBRLET,

A 3C delete account <username>

i BH AKa<> RiX, lereateaccount] <> RTIERR L7727 H 7> F&EHIBRL £
ER

INT A —H— {username> - HIFRT 27 7> A,

ihill PR = BHET IO FOHKa<w s FEFTTEET,

X N— g v

1.00. 01 LARE
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ERE: THCLY EWoH T h oy F&HIRT 521X

#tdelete account HCL

Command: delete account HCL

Success.

3.3.5 show session

H Y BfEa 7Aoo —F—DU XA MR RLET,

3 show session

B! AKavwy NF avr Rpafiankéxicn /74 LTnsLa—HF—nU R
MR LET,

INT A —H— L,

it PR IH 72 L,

S N— g 1. 00. 01 LARE

it B = —H —

mwua 7o  LHEEFR R 21T

#show session

Command:

ID Live Time

show session

From Level Name

8 0:0:53.410

Total Entries:

Serial Port 4
1

adpro

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

3.3.6 show switch

HE ZA v FIZEAT 2 — kB iEmE R~ LET,

53T show switch

it AKavwr FiE, A4 vy FIEATLERERTLET,
INT A —H — 72 L,

il {2 72 L,

X N— g v

1.00. 01 LARE
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G AA » FONEWEFRTT D121

#show switch

Command: show switch

Device Type : APLGM124GTSS Gigabit Ethernet Switch
MAC Address : 00-40-66-00—24-00

IP Address ©0.0.0.0 (Manual)

VLAN Name : default

Subnet Mask :0.0.0.0

Default Gateway :0.0.0.0

Boot PROM Version : 1.00.01

Firmware Version : 1.01.00

System Name
System Location

System Contact

Spanning Tree . Disabled

GVRP : Disabled

IGMP Snooping . Disabled

802. 1X : Disabled

Telnet . Enabled (TCP 23)
Web . Enabled (TCP 80)
RMON : Disabled

SSH : Disabled

SSL : Disabled

CLI Paging : Enabled

Syslog Global State: Disabled
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.3.7 show serial_port

EED BHEDOV Y TR —- FREEZFRRLET,

[15'8 show serial_port

Es! AKa<wr R, BIEOV Y TR — MREERRLET,
IRTG A — L,

i PR IE 7L

K R— g v 1.00. 01 DARE
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EABI: U 7 AR — MREZFTRT DI

#ishow serial_port

Command: show serial_port

Baud Rate 1 9600
Data Bits : 8
Parity Bits . None
Stop Bits 1
Auto—-Logout : 10 mins
#

3.3.8 config serial port

H Y VU TNR—FOREE LET,
98 config serial_port < baud rate | auto logout >

baud _rate =baud_rate < 9600 | 19200 | 38400 | 115200 >
auto_logout =auto_logout < never | 2_minutes | 5_minutes | 10_minutes

| 15_minutes >

B AKa<wr Rk, YUV TR —bR—L—FEHB 77U MR EZZRELE
7,
INT A —H— baud_rate <9600 | 19200 | 38400 | 115200> — %A A k& OBEIfFHH

ENBHVIUTNAR—=L—bh, ROLODDF T arRNH0ET 0 9600,
19200, 38400, I3 TN 115200,

never — —HF—MEDANRRL o THary Yy —uge s 7y I
BANIRRE A fERF L £ 77,

2_minutes — Z—HF—InHLDOANNR72L 72> TG 2 pfRRK‘EIC, Y —
JMTHEBICe 7T R LET,

5 minutes— Z—HF—MNDHD AN oo THhD 5 ofkiEkic, 2> Y —u
FHEBICe ST R LET,

10_minutes — Z—HF—=nDHD AN/ 2o T b 10 pfwklz, 2>V
—VIZHEBNICe 77 FLET,

15_minutes — Z—HF—=BHD AT 72 7o T D 16 pfkamkic, a2V
—VIXBEINICe T R LET,

il B =5 T EHET AV FOHARa~ s REFITTEET,

Xt/ N—3 g 1.00. 01 LR
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RG> TAR— L — FEERET HICIE

#iconfig serial_port baud_rate 115200
Command: config serial_port baud_rate 115200

Success.

3.3.9 enable clipaging

H A RN I R=VLULZFRT 56, 2y Y —)VEEDA 0n—1 7%
—RHEILE L E T,

130 enable clipaging

A Kawy Nk, ar Y =)Vl THERS— VIR RS G, X—Y T8I
—EHEIELE T, 7 74/ MEIX Tenable] (F%h) T3,

INT A —H — 7L,

il BRI EHET I bOBhRav s REFRITTEET,

XA/ N— 3 v 1.00. 01 LAFE

B Tshow)] a3~ FOHABSN—VORBICELIL LS, BEOFRZ ~FHFILSEDITF

#tenable clipaging

Command: enable clipaging

Success.

3.3.10 disable clipaging

H i g R 1 EEU EOFRERRT D56 A OKR%E T2 Y —/VEHE
DAy a—Y 7k —FHeE T HHe 2 iz UE T,

9 disable clipaging

Wi AKa=r Fid, 1EEL EOERZRRT 556, FEHEROKEZ T2 Y —L
B DAY v—Y 7 —RE Ik DB 2 HEANIZ L E 7,

INT A —H— 7L,

il PR # 15 EHET I FOBARI< L REFATTEET,

S N— g 1.00. 01 LAFE
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B Tshow] 2~ ROHANL—T D5

BRICE L L X BEFRO —RHFIE 2T 5123

#idisable clipaging

Command: disable clipaging

Success.

#

3.3.11 enable telnet

H i1 Telnet 71 h L2 LI AL v F L OWBEEZANCLET,

B enable telnet [ <tcp_port_number 1-65535> ]

B! AKa<wr RiZ, AL vF D Telnet 71 ha Lz HHLEST, AL vFD
Telnet U 7 T A hiR— "NEFEHETEET,

INTG A —=H— {tep_port_number 1-65535> — TCP AR— F &+, TCP AR— F&F51E, 1~65535
T, T 74/ MEIE, 23 T,

il BRI BHET WO VOB Ra~vw L REFATTEET,

X N— 3 v

1.00. 01 LAR%

{5 B : Telnet ZAHZNIC

L. A— &R 23] 23/ETHITIT

ftenable telnet 23

Command:

Success.

enable telnet 23

3.3.12 disable telnet

= AA v F D Telnet 71 b a /L8R LET,

L disable telnet

B! Ko< Rix, AL vF O Telnet 71 b2/ ZWahc LET,
INTA—=H— 72 L,

il FR g 15 BHET AUV NOBRRa~y RERITTEET,

;(Aj‘:t,\/i_‘:/\\ a

1.00. 01 LAKE

ERE: A A »F D Telnet 711 ks 2L Z I BT

#disable telnet

Command: disable telnet

Success.
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3.3.13 telnet

H telnet 7’1 h L& L CUODFESRIZEERE L £ 97,

9 telnet <ipaddr> [ tcp_port <value 0-65535> ]

B Az~ R, Telnet 7'mr b /L4 U CLOFBEER B L £ 7,

INTG A= — {ipaddr> — Telent Zffif] L Tt T 28&&sD 1P 7 FL A2 AN LET,
tep_port <value 0-65535> — ¥EEIZfEiHT 5 TCP A — FEEZEZ AN LET,
77 /v MEF, 23 TY,

i) PR IE BHET DY NOIZBRa~v L ReFLTTEET,

;GJL:I:,\/{“—:‘) =) o

1.00.01 LAKE

ERAY S

—

{FEFAE]:TCP AR — &S 123] D Telnet 7’12 = /LZ4- LT IP 7 FL A (10.53.13.99) Ozt

VL

fitelnet 10.53.13.99 tcp_port 23
Command: telnet 10.53.13.99 tcp_port 23

3.3.14 enable web

H #Y

AA v F D web X— & GUI ZHNZLET,

9 enable web [ <tcp_port_number 1-65535> ]

BIG)] AKa<r Rix, 24 v F DO web R—Z UL ZHNLET, AA v F O HITP
A= NESEIRETCEET,

IRT A= — <tcp_port_number 1-65535>— TCP 7R— k&5, TCP AR— hFEEIL, 1~65535
T, T 744 MElE, 80 TY,

i PRI BHET Y hOHRKa~ s REFRITTEET,

K S— 3

1. 00. 01 LAKE

ERFHTTP 2/ L, A— hES 180 ZEXET HITIE

#tenable web 80

Command:

Note:

Success.

enable web 80

SSL will be disabled if web is enabled.

3.3.15 disable web

H /Y AA F D web _X— A GUI L L ET,
98 disable web

B AA F D web X— A GUI AL LET,
INT A —H— 7L,

i) PR IH BEET v hOIHAKaw s REEITTEET,

KHGN— 3

1.00. 01 LAKE
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5 5] - web ~— & GUT ZEZh23 A I121%

#tdisable web

Command: disable web

Success.

#

3.3.16 save

H 1 NV-RAMIZAA v Far 7 4Xal—ar OEBRERGFELET,

L save [ < config | log | all > ]

S AKa<wy Rix, V-RAMIZHAEDAAS v Far 7 4Fal—va BRGFLE
T, RESNIEAA, v Far 7 Falb—a i, A vy FE2HEBT S
TN AAL v FDOAEY —|Zun—REINET,

INT A —H— config - BWEDAAL v F a7 ¥ a2l — 3% NN-RAMIZREFELET,
log— BEO R 7 % NV-RAMIZERIFE L 7, RFES7-a Z13HIBRCTE EHA,
all - BUET 7/ F_R—h SN2 74X al—va v OEEL 0T &R
LETHAEDAAL v Far 7 4 Xab—3 g LHED T VO )7 % NV-RAM
WCIRFELET, $—U— RZHEELZRWIESIL. config ZHEE LT-HE LA
Clz72 ) £,

il PR 1A BHET T hDOHKa~y ReEITTEET,

KHGN— 3

1.00.01 LLF%E

ERBINV-RAMIC AA » FOBAED L 7 4 X2 b—3 3 U EHRIET A2

#isave config

Command: save config

Saving all configurations to NV-RAM...... Done

Success.

{FEFAENV-RAM IZ A A FOEIEDOu 7 2 IR1FT 5121

#save log

Command: save log

Saving all log information to NV-RAM...... Done

Success.
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i FAB NV-RAM \Z A A » FOBAED AL 7 4 F 2 b—3 g v bn 2 fd 510

#save all

Command: save all

Saving all configurations and log information to NV-RAM...... Done.

Success.

3.3.17 reboot

H 7 AA T EHEEHLET,

138 reboot [ force_agree ]

A AKav NI, AA v TEHEBHLET,

INTRA—=H— force_agree — force_agree ZfiET % &, HEEBIOERZITOTIC, 3 <IZ
FHEBINMGE D 7,

il BRI BWHET O hOHRAKRa~ L REFTTEET,

X N— 3 > 1.00. 01 AR

B A A v F 2 FEET 523

#ireboot
Command: reboot
Are you sure you want to proceed with the system reboot? (Y|N)

Please wait, the switch is rebooting...

G : A A > F 2 50 S 51213

#ireboot force_agree

Command: reboot force_agree

Please wait, the switch is rebooting...

39/330



3.3.18 reset

H Y

AA v F&ET TNV IRECRLET,

1% 3C

reset [ config | system ] [ force_agree ]

B!

Ka<wy RF . AL v FOar 7 4 Xal—arvr2 7 74V NEEICRELE
7,

IRT A= B —

config — config DX —Y— REHETHE, IPT RVA, T b, AA
v FEER 7 EEGHT RTORENT 74V MEEICRY £9, A1 v T
X REETIC, BRI S L E T,

system — system D¥F—T— REHFET D L. A v TFORENT 7 4/ M
AR SN2tk REBXOHESNMTOhET, BEESNTL L7 4+TV—T 1
VT AR ZANOTRTCOZ N =BT VT ENET,

force_agree — force_agree Z{§ET 5 &, fERAEITHOTIZ, Reset 3w K
N ICEITINET,
WRIA=H—=Z/ELRNE AL v TFOBIEDIPT KLA, TAhT 2 b,
BLOAAS v FOEREr 7 IZERINEE A hOTRXTONRT A= —37
TANVBIREIZY A NT ENET, A, v FIIRFEEITHEH L EEA,

il o = T

EHET AV FOARRKa~x s FEETTEET,

K N— =

1. 00. 01 LLFE

ERFE:IP 7 RL A, aa—HF—=Th oo b BIOAAL v Fa ZBREUSNOT 7 L MEIZAA v F 8
FGRA—E—%E YA NTTHI21Z

fireset

Command: reset

Are you sure you want to proceed with system reset

except IP address, log and user account?(y/n)

Success.

ERB: A A »FRTGA—=H—%F 7 3 )L MEIZY A M TT5120%

fireset config

Command: reset config

Are you sure you want to proceed with system reset? (y/n)

Success.
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ERE TR TCDOARAL v FRTG A= —%FT 75 )L MEIZY AT L, IMEL T, AA v F 2 HEHT
A2l

fireset system

Command: reset system

Are vou sure you want to proceed with system reset, save and reboot? (y/n)
Load Factory Default Configuration... Done.
Saving all configurations to NV-RAM.. Done

Please wait, the switch is rebooting..

3.3.19 login

HEY 2L v FDaryy—pica s A LET,

g3 login

A Kaw N, v 7 A 2B LES, 2P —HELXATV—=RFFr 7|
MFERINET,

INT A —H — 7L,

il B = I 2L,

R N— g 1.00. 01 LARE

G e 7 A & BT 51T

#login

Command: login

UserName:

3.3.20 logout

H AA v FOary—hbua Ty b LET,

138 logout

B RKa~v N, AAyTFoOarI—rhbua 77y NLET,
NG A — 72 L,

il BRI 72 L,

T N— g 1.00. 01 LABE

ERBI: e 77 7 3 5HI2iE

#logout
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3.3.21

config terminal _line

B HEEICFERTEDa~vy ROITEERELET,

9 config terminal_line < default | <value 20-80> >

i Ka<y R, BREICERTEba~y ROTRERELET, 7740 ME
X 24 T9,

INT R —H— 7L,

ihill PR = EHET AV FOARRKAaA~x L FEFETTEET,

X N— g v

1.00. 01 LAR%

G EEICE RTINS~y ROITHEE 30 TICRET A2

ftconfig terminal_line 30

Command: config terminal_ line 30

Success.

3.3.22 show terminal _line

H i B IR R CEDLTRER T LET,

L show terminal_line

B ARKa~ N, HEICERTELa~vy FOTREFR R LET,
INTA—=H— 72 L,

] PR IH 72 L,

KHGN— g

1.00.01 LLF%E

il B Fos T & DIHEDIT R E TR 512

#ishow terminal_line

Command: show terminal line

Terminal Line :

24 (Default)

3.3.23 enable jumbo_frame

HE Ty VR T L — MR AT LET,

[ 3 enable jumbo_frame

i AKa<w R, V¥ o R7L—Lb2HMNHELET,
INT A — L — 72 L,

i) PR IE BHET Y NOHRRa~w L ReF{TTEET,

;GJL:I:,\/{“—:‘) =) o

1.00. 01 LLFE
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R v R 7 L— AEREE AN T 521X

#ienable jumbo_frame

Command: enable jumbo_frame

Success.

3.3.24 disable jumbo_frame

HE Ty VR T L— AERE A BT L E T,

AT disable jumbo_frame

it Ka<wr R, Py rR7L—AZ2EMcRELET,
INT A — L — 72 L,

i) PR IE BHET N NOHRRa~v L ReF{TTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LLFE

AR v R 7 L— AREE R T3 5121

#disable jumbo_frame

Command: disable jumbo_frame

Success.

3.3.25 show jumbo_frame

H /Y X AT L— MMERROBITER ER TR LET,

L show jumbo_frame

B Aavy B Vv R T L — ABERE OBERE A SR LE T,
INT A —H — 7L,

il {55 2H EHET IV MOBhRav s RERITTEET,

X N— 3 v

1.00.01 LAR%

Gy R 7 L — ADOBREEFRT HITIE

#ishow jumbo_frame

Command: show jumbo_frame

Jumbo Frame State

: Enabled

Maximum Jumbo Frame Size : 9216 Bytes
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3.3.26 show tech support

B T = INY R — MERER T LET,

[15'8 show tech_support

B! Ka<wy RiX 77 =AY A= MIRELE R DAL v FOMEFREFERL
£7,

INT A — B — 7L,

il R I BHET IV b OBhKRa~v s REEITTEET,

S N— g 1.00. 01 AP

G 77 =Y R— MEREFRTT DI

# show tech_support

Command: show tech_support

APLGM124GTSS Gigabit Ethernet Switch

Technical Information Report

[CPU Utilization 9401490ms]
CPU Utilization :

Five Seconds = 7 % One Minute — 3 % Five Minutes — 4 %

[Device Information 9401690ms]

Device Type : APLGM124GTSS Gigabit Ethernet Switch
MAC Address : 00-40-66-00-24-00
IP Address 2 0.0.0.0 (Manual)
VLAN Name ! default

Subnet Mask :0.0.0.0

Default Gateway :0.0.0.0

Boot PROM Version : Build 1.00.01
Firmware Version @ Build 1.00.01
Hardware Version @ A

Spanning Tree : Disabled

GVRP : Disabled

IGMP Snooping > Disabled

802. 1x : Disabled

TELNET : Enabled (TCP 23)
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3.3.27 upload tech support toTFTP

HE T =NV — MERE TFTP Y —N—~T v 7 — R LET,

9 upload tech_support_toTFTP <ipaddr> <path_filename 64>

EiE! AKa<r R, T7 =AY R— MIKBELRD AL v FOMERBRETE
TFTP $r—N—=~T v Fu— R L E T, Ka~vr FE&ETHIZESC F— 24
EBNMEIELET, Ty T a— RSN T 7 A MZOWTIEANA T U —FHl
ELTT =TI K AT LE T,

NG A — M — {ipaddr> — TFP #— "—®D IPv4 7 FL Z & &K E L £,
{path_filename 64> — TFTP % — —IZfRMET D5 T 7 = NV R — MERD 7
TANBERELET, LFEINIHRZK 64 LFTT,

i) PR IE BEET N NDIRRa~wy REFETTEXET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LLFE

ERE: 727 =H P R— ME#HREZ TFIP — _"—~7T v 7 u— K4 520

# upload tech_support_toTFTP 10.0.0.66 tech_suppport. txt
Command: upload tech_support_toTFTP 10.0.0.66 tech_suppport. txt

Connecting to server.................. Done
Upload techsupport file............... Done.
Success.

s
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34 RAYyFA1—T4)T4aATF
3.4.1 download firmware_fromTFTP

H #Y

TFTP — =5 LW T 7 — b7 =T 2 X7 a—RLTA A —JLL
e

3L

download firmware fromTFTP < <ipaddr> | <ipv6addr> > <path_filename 64>
image_id <value 1-2>

B!

Aawr Rk, TFP = =MoL\ T 7 — L =T X7 n—RLE
ER

8T A B

{ipaddr> — TFTP %+—/X—®D IP 7 KL X,

{ipv6addr> — TFTP #—/"—@D IPv6 7 KL &,

<{path_filename 64> — TFTP H—R_R—CH DT 7 —L T =T D/NA L 77— A
7 =T 4%, %l aplgmR10100. img

image_id <value 1-2> — BfFLC\bH &/ a v IDEBELET, B v
ary IDERETLHILICE ST, A/ vy FITEBRLE 2O 7 7 =20 =7
N—T g VEREITTE 7,

il FR = IH

BEHET A hOHKa<wy FEFTTEET,

X N— g v

1.00. 01 LARE

3.4.2 download cfg_fromTFTP

HE TETP = N—MNHAAf v FODar 74 Falb—varsT7yrA Ve T a—
RLCTA A= LET,

98 download < cfg fromTFTP < <ipaddr> | <ipv6addr> > <path_filename 64>
[increment] >

HE] RKa< i, TFIP == b A v FDar 7 4 Fal—rar 774
NaFyra—RLET,

INT A —H — {ipaddr> — TFTP #—/"—®D IP 7 KL A,
{ipvbaddr> — TFTP #—,3—@ IPv6 7 KL &,
<{path_filename 64> — TFTP —NR—iZHArar 7 X2l —Ta 77 AL
DAl ary 74 Falb—rar7r7 A4 H: setting. txt
increment — ¥R AL vTF AL T 4 Falb—TalTrANDF U1
— KWA[RETY, a7 4 X2l —2 a7 7 A WIARINTND AL v
FRIA—F—DHEERTHEICT 7 AN EF T u— T LRT
XFET, MOTRTOAAL v TFNRNTRA—Z—|TELTINTICZEOEFERD £
R

il BRI EHET AN bOHRKa~v s REFETTEET,

X N— 3 v

1.00. 01 LAR%

TEEE

0 Ao oA—RLfzavI4Falb—2avI7AILERAEDEREICETH®R 51
b, Yo7 TLTWER— FE—HEEIhET,
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APl = T4 FaL—var Ty AV ey rn— F5IC3

#download cfg_fromTFTP 10.48. 74. 121 c:¥cfg¥setting. txt
Command: download cfg_fromTFTP 10.48.74. 121 c:¥cfg¥setting. txt

Connecting to server................... Done.
Download configuration................. Done.
Success.

#
i
ra APLGM124GTSS Configuration

ri

## Firmware: 1.01.00

e Copyright (C) 2010 Hitachi Cable, Ltd. All rights reserved.
pra
#
#
##t BASIC
#

#iconfig serial_port baud_rate 9600 auto_logout 10_minutes

Command: config serial_port baud_rate 9600 auto_logout 10_minutes

Ao —RREaA~VRICE-ST, a7 4Fal—var 7 7 A NVOERENEIHEX RREDHL
vrua— KRG EInET, Fvrue—RR5ET35E, [End of configuration file for
APLGM124GTSS] DA v —UNEREN, a2~ R 7 ks 9,

#tdisable authen_policy

Command: disable authen_policy

Success.

3.4.3 config firmware

HE Tr—AhU=T I varA A=V riEit s varE LTRE £237 7
— AU =TI a A A—VEEIRLET,

AT config firmware image_id <value 1-2> < delete | boot_up >

B! RKa<w R, 77— =7k7varA A—VERELET, 77—4
VTR varEiEihtsva sl LTERT20HIBRT 20, BIRTE F
R

INT A= — value 1-2> - BIfELTWH 7 v a v A A—VEBELET, AL vFid2
ODT 7 =LV =T N_"=V g VERFFL, A A=V IDERET H I & T
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TEET,

delete = ZDONRT A== AN/JL, HELIL Y7y —L v =T8I a4
A=V HHIBRLET,

boot up = ZDONRTA—=F—% AN, Kt/ a A A—VELTT 7
— LT =T A A=Y IDERELET,

il o = T EHET AV FOAKa~x L F2ETTEET,

SHER— g v 1.00. 01 LARE

HRF: 77— 2T var A A= 1 2t a8 LTHRET I

# config firmware image_id 1 boot_up

Command: config firmware image_id 1 boot_up

Success.

3.4.4 show firmware information

H Y T7r—bvzTRs v a fiBERTLET,

3T show firmware information

B! RKa<v N, Z77—AL0=z7®7a fFEWRERRLULET,
INT A — L — 72 L,

1l R+ 1H L

S/ N— g v 1.00.01 LA

G AA v FOHEDT 7 — L0 =T HHERERTT D11

#show firmware information

Command: show firmware information

Image ID : 1(Boot up firmware)
Version : 1.01.00

Size 1 2962640 Bytes
Update Time: 0000/00/00 00:01:01
User : adpro (CONSOLE)

Image 1D 2

Version : 1.00.01

Size 1 2945568 Bytes
Update Time: 0000/00/00 00:03:03
User : adpro (CONSOLE)

#
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3.4.5 show config

H #Y

AA v FOBEFFIIMEGFEINTWNE AL 7 4 Xal—a Vi EEF R LE

B
5 show config < current_config | config_in_nvram > < | modified | >
i AKazry FiE, WRAMIZRFSNTNLTRTOary 71 Falb—ra VREE
FIBAERES LTS ary 7 4 Xal—a VREEZFR R LET, F—F—F
ZMEM LT, [Enter] T 14795, [Space] T1_—=TF>, la] TFNTOHK
ExUARNLET,
a7 4F 2 b—ra UREE UTOIETHTIVRHNZY A FSNET,
Basic (serial port, Telnet and web | ACL
management status) SNTP
storm control IP route
IP group management LACP
Syslog ARP
QoS 1P
port mirroring IGMP snooping
traffic segmentation access authentication control (TACACS
port etc.)
port lock Bandwidth
8021x GM
SNMPv3 Banner_promp
management (SNMP traps RMON) SMTP
VLAN AAA
FDB (forwarding data base) LLDP
STP LOOP_DETECT
SSH MBA
SSL
INT A —H— current_config — NV-RAM IZRFERTIC AT LR EER R LE T,
config_in NVRAM — NV-RAM | {%f LIEREEFRRLET,
modified = T 74/ MRENOEFINTZREOHERRLET,
il R =2 EHET T b @ﬁﬁﬂv/h%iﬁf%iT

K/ N—3 g >

1.01. 00 LA

TEEE

0 /XT A—H current_config IZX VW ERINHK

EE A
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B BAED 2 7 4 F 2 b— g VREEBRT 511

#ishow config config_in_nvram

Command: show config config_in_nvram

#

t# APLGM124GTSS Configuration

#

# Firmware: 1.01.00

# Copyright (C) 2010 Hitachi Cable, Ltd. All rights reserved
#

# BASIC

config serial_port baud_rate 9600 auto_logout 10_minutes
config default_language japanese
# ACCOUNT LIST

create account admin adpro

# ACCOUNT END

config terminal_line default

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

RGN T 7 40 MREENSEEINT-BAEOa L 7 X a l— g VRERREERT AHITIT

# show config current_config modified

Command: show current_config modified

enable loopdetect
enable ssl
config ipif System vlan default ipaddress 192.168.3.4/8 state enable
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3.4.6 upload

H Y

BAEDAAL v FREETZIIAA v FOREkEw 7% TFTPIc 7 v 7u— KL%,

13

upload < cfg toTFTP | log toTFTP > < <ipaddr> | <ipv6addr> >
<{path_filename 64>

B!

RKa<wr R, BBEOAAL v FREELTIIAA v FOERE 7 OWTF g
TFTP 27 v 77— KL E9,

INT A=Y —

cfg toTFTP — AA v FOBEDRE % TFIP —N"—|(27 v Fu— K455
HICHELET,

log toTFTP — AA v FJ@FE T 7 % TFTP % — _"—|27 v 7' — KI5 481248
ELET,

<ipaddr> — TFTP #—/R—®D IP 7 KL &,

{ipvbaddr> — TFTP #—/X—@ IPv6 7 KL X,

<{path_filename 64> — AA v F AL T 4 Fal— a7 7ANVOLN%E
TETP #— "—{ZHEE LT,

il B =5 T

EHET AV FPDOHARa~ s FEFITTEET,

XA/ N— 3 v

1.00. 01 LAR%

IEEE

IRT A —=H— cfg toTFTP 12X 07 v 77— K LR EBRICIL, account [HHIT
EFENEH A,

FRpl: 274 X2 —va T rANET v — KT 521%

flupload cfg_ toTFTP 10.48. 74. 121 coufig up. txt
Command: upload cfg_ toTFTP 10.48. 74. 121 coufig_up. txt

Success.

Connecting to server

Upload configuration
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3.4.7 ping

H Y

Xy FU— 7 BERMOEREE T A P LES,

9 ping <ipaddr> [ times <value 0-255> ] [ size <value 1-60000> ] [ timeout
{sec 1-99> ]

7B AKa< Rk, VE— kK IP 7 FL A2 Internet Control Message
Protocol (ICMP) =2 — X w2 —TZXELES, F0%, VE—RFIPT RUL
I AvE—VEBIRLET, ZiUL, AL v F LU E— b TS AR OHEE
MEERT HTOICERASINET,

NG A= B — dipaddr> — A FDIP 7 RLAZFRELET,
times <value 0-255> — E(FTH% ICMP =2 — X »E—%%, [0 OfEIZEE
E LSS, IOMP =a— A v — U2 MRICEE LET, RKXMEIE 1265) T
T T 74V MEIX T0) TT,
size <value 1-60000> — 7 A M /37» hOYA X, fEOHPHIZ, 1~60000
<7,
timeout <sec 1-99> — VE— AT NAANLDIEEFHFOFA LT U NET
ORI ZERLET, 1~9POHFATHEETEET, 7 74/ MEIF 1T
ER

i PR IE 7L,

X/ N— 3 v

1.00.01 LAR%

ERE: TP 7 R L& [10.48.74. 121 1T 4 [A] ping T A121%

#ping 10.48.74.121 times 4
Command: ping 10.48. 74. 121

Reply from 10.48.74.121, time<10ms
Reply from 10.48.74. 121, time<10ms
Reply from 10.48.74.121, time<10ms
Reply from 10.48.74.121, time<10ms

Ping statistics for 10.48.74.121
Packets: Sent =4, Received =4, Lost =0
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3.4.8 ping6

E:D) IPv6 %> b T —27 OB EITVET,

X ping6 <ipv6addr> [ times <value 1-255> | size <value 1-6000> | timeout
<value 1-10> ]

] Aa< Rk, IPv6 x> hU—27 OBEHIERH L E9,

IRT A=K — ipvbaddr> — 7R A F®D IPv6 7 KL A Z#EE L £,
times <value 1-255> — PE9 % ICMP = — A v — U8, FAMEIT 255)
T, FHELRWEAIL., IOWP =a—R vyt —U5%E LT ET,
size <value 1-6000> — T A M /T > O A X, EOHFHIL, 1~6000
T,
timeout <value 1-10> — U E— hT A ANMLDINEEFHOXA LT 7 M F
TOMRFMZERLET, I~10POHETHRETEET, 77 4/0 Malx 1]
T,

il PR 1 L,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LLFE

i F{5]: 1Pv6 7 K LA [FE80::254:85FF:FE32:1804] T 6 [8] ping %47 9 121

#ping6 FE80::254:85FF:FE32:1804%System times 6
Command: ping6 FE80::254:85FF:FE32:1804%System times 6

Reply
Reply
Reply
Reply
Reply
Reply

Ping

from FESO:
from FE8O:
from FE8O:
from FESO:
from FE8O:
from FE8O:

1254
12b4:
1254
1254
12b4:
1254

Statistics for

85FF:FE32:1804, bytes=100 time=10 ms
85FF:FE32:1804, bytes=100 time<10 ms
8bFF:FE32:1804, bytes=100 time<10 ms
85FF:FE32:1804, bytes=100 time<10 ms
8bFF:FE32:1804, bytes=100 time<10 ms
8bFF:FE32:1804, bytes=100 time<10 ms
FE80: :254:85FF:FE32:1804

Packets: Sent =6, Received =6, Lost =0

Success.
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3.4.9 traceroute

B AA v F ERERMORKE 2B L £,

9 traceroute <ipaddr> [ ttl <value 1-60> ] [ port <value 30000-64900> ]
[ timeout <sec 1-65535> ] [ probe <value 1-9> ]

] AKavr Nix, AA v F LREHRMORK LB L ET,

INT A= B — {ipaddr> - 5D IP 7 FL &,

ttl <value 1-60> -~ BHf/L—F U 7 = A h®D TTLfll, /L—F —DHEKETT,
Ka<wy R, 220073 AHORy MU — 7 RBERFT HM, ZAELE
R

port <value 30000-64900> - A~— K&, 1024 2 2 MLERH Y £3, A
OFPHIL, 30000~64900 T,

probe <value 1-9> - u—7@OEFTY, #HIX, 1~912720 £7,

il B = XE BEHETh U bORRa~w REFITTEET,

A= g v 1.00. 01 LAK&

G A A > F & 10.48. 74. 121 O 2B 51213

#itraceroute 10.48.74.121 probe 3
Command: traceroute 10.48.74.121 probe 3

1 <10 ms. 10.48.74. 121
1 <10 ms. 10. 48. 74. 121
1 <10 ms. 10.48.74. 121

3.4.10 config terminal line

H i BEICERTEDa~y ROTHERELET,

L config terminal line < default | <value 20-80> >

G| AKawy Rix, HflcE R TXba~vy ROTHARELE T, 77 4/ M
X 24 T,

INTA—=H— 72 Lo

] PR IH EHET WO OB ARa< L ReFTTEET,

Xt N— 3 v 1. 00. 01 LABE

ERFEEHICE RSN D a~y FOITEE [30) ICRET ST

# config terminal_line 30

Command: config terminal_line 30

Success.
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3.4.11 show terminal line

H i BEICFRRTEDLa~vy ROITREFRRLET,

A 3C show terminal_line

it Aa< R, MEICFRRTEa~v FOTEEFRRLET,
INT A —H — 7L,

il {55 2H 72 Lo

X N— 3 v

1.00.01 LAR%

FERGEEICE R SND a~vr ROITHAER RS 5121F

# show terminal_line

Command: show terminal_ line

Current terminal line number : 30
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3.5av  FEEavT UK

3.5.1 7

H Y A RIA A H—T 2 —ACLDIZBITHTXTCHha~vy ReERLET,

5L ? [ <command> ]

B ARa<wr R, avr R0 H—7 x=—A(CLL) TRIHMRER T X CTHa~
Y RERTRLET,

INT R [<command>] - @#Y)ea~> FEILIT 1?) ZANTHE, EELIZa~» Nigxt
FTHFTRCONRT A—H—D—EN o~ FEREOBEARF L o~ RNIZH
CHEZE U a~vy RedicRrENET,

i) R = 7L,

X N— g v

1. 00. 01 LI

ERFCLIICE ENHT R TCha~vy REERT HITIT

#?

?

cable_diag ports

clear
clear
clear
clear
clear
clear
config
config
config
config
config
config
config
config
config
config
config

config

arptable

counters

fdb
log

port_security_entry port

802.
802.
802.
802.
802.
802.
802.

Ip
Ip
1x
1x
1x
1x

1x

access

account

default_priority
user_priority
auth_parameter ports
auth_protocol
capability ports
init

reauth

_profile profile_id

admin local_enable

arp_aging time

arpentry

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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ERBIAFED 2~ FICHT DT A—F —2Ford 51T

#? config account

Command:? config account

Command: config account

Usage: <username>

Description: config user account

#

3.5.2 dir

H) S KRG v F—T 2 A (LD BT BT TDa~y RaER LT
3

3L dir

Gy Ka<wr NE, 2w FIA A 4 =7 =—A(CLD THMAERT~TO
a~vy ReRRLET,

INT A —=H — 7L,

il Bl 5 IH 72 L,

K N— =

1.00. 01 LAR%

G T _XTha~vy REFERTHITIE

#dir

?

cable_diag ports

clear

clear arptable

clear counters

clear fdb

clear log

clear port_security_entry port

config 802.
config 802.
config 802.
config 802.
config 802.
config 802.
config 802.

Ip
Ip
1x
1x
1x
1x
1x

config access

config account

default_priority
user_priority
auth_parameter ports
auth_protocol
capability ports
init

reauth

_profile profile_id

config admin local_enable

config arp_aging time
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.5.3 config command_history

H i avy FEREEZRELET,

[15'8 config command_history <value 1-40>

] AKavr N, axr FEREZRELET,

INTA—=H — <value 140> — Ny 7 7 THEFF S LD, ANZETL7ca~ 2 ML, 40 £TO

BRBRICET L a~vy RRERTEET,

il R = T EHET AU FOHARA~ s REFATTEET,

SHER—Y g v 1.00.01 LAKE

ERF: o~ REEae 120) IZRET DHITIE

#tconfig command_history 20

Command: config command_history 20

Success.

3.5.4 show command_history

HHY avy NgRRERRLET,

98 show command_history

it Aa<w Rk, avr FEREZERRLET,
INTA—=H— 72 Lo

il BRI 72 L,

Xt N— 3 v 1. 00. 01 LABE

ARG o~ FEREZFRT 21213

#ishow command_history

Command: show command_history

?
? show
show vlan

show command history
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3.6 LLDPa< > F

3.6.1 enable |ldp

ELED) AA v F O LLDP AL AN L £,

5L enable 11ldp

B! Ao~ RiZ, LLDP #ERED 7 o — /LI U £ 3,
AHEREZ AT D &, AA v FIE, LLDP 2347 v h DEZIEZBRIA L, LLDP 2347
v MO EITNET,
BAR— b OERAHEREIX, R—FZ L O LLDP REIHEIEL ET, LLDP 7 v
NOBEIDOT=DIZ, AL v FIEHR— M &I L TERE XA =2 bEET,
LLDP /X7 > M &ZET D722, AA v FIERA N—T N AT —TILNDO X
ANR=F A ZANHEMENTZLLDP X7 v b X0 IEREFEH LT,
77 # )V ME T LLDP YR AT EE%h T,

INT A —H— 2L,

i) PR IE BHET WO OB ARa~w s REFITTEET,

K N— g 1. 00. 01 LAKE

{55 451 : LLDP % 20

T 5120

# enable 1ldp

Command: enable 1ldp

Success.

3.6.2 disable Ildp

ELD)

AA wF O LLDP #fE & MZhiz L £ 9,

3 disable 11dp

i ARz~ Rk, LLDP@EI/NT > hOEZEERIELET,
INT A—H — 2L,

il BRI BHET N DB Ravw L REFATTEET,

X N— g v

1. 00. 01 LI

{55 F 451 : LLDP % 45512

T 5T

# disable 1ldp

Command: disable 1ldp

Success.
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3.6.3 config |ldp

message_tx_interval

H Y

Ny FEERBEEE L ET,

9 config 11dp message_tx_interval <{sec 5-32768>

BC]] Ka<wy R, 777 4 77RF— ERRAN—Zl0MNZ FET HHEEZHIE L E
ER

INT A —H— message_tx_interval — fEE DR — MII1T 5 LLDP B Dk 3 5 1515 M O EkE
FAEELET, #iPAIE5~32768 P CY, T 7 4/L MEIZ 30 B TT,

i) PR IE BHET N OB ARa~w L REFATTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LI

FERIB: <7 > FEfEFREZ [30) ICRET DIC

# config 11dp message_tx_interval 30

Command: config 1ldp message_tx_interval 30

Success.

3.6.4 config |ldp

message_tx_hold_multiplier

ELD)

AKa<wr RF, AveE—CR— NV RN F IS5 Y ERELET,

e config 11dp message_tx_hold multiplier <int 2-10>

B Az~ KX, LLDPDU TO txTTL 1281 5 TIL A HHET 2 DIEH S5
m%kh%mﬂ@%@f?oﬂLiuwwﬂﬁyFLioT%héﬂiTo%@
PREFHAMEI X 65535 & (message_tx_interval * message_tx_hold_multiplier) @
INEWHFIZIR D FF, 8= M — A A v FTIEEE SN BmMORRHIM  (TTL)
ORISR D & BT — X IE 1A N—AA v F DO MB M SHIFRE I ET,

INT A — B — message_tx_hold multiplier — #iPHIX, 2~10 TJ, T 74 /L MHIZ 4 TT,

i) PR IE BHET WO OB ARa~w L REFATTCEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LI

ERB:~ L F T I YOEE [3) ITEEST DI

# config 11dp message_tx_hold _multiplier 3

Command: config 1ldp message_tx_hold_multiplier 3

Success.
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3.6.5 config |ldp tx delay

H LLDP 7R — b O] GEIEMR) 2#ZE L EJ, LLDP MIBa2 7Y OER
D=0, Hife L7- LLDP @z EE L£9, [tx delay) (. MIB=> T
DOBEEIREFT DT DI LLDP A v — V5 EET A /R EERZLET,

L config 1ldp tx_delay <sec 1-8192>

B! LLDP message_tx_interval (X{ERIFE) 1% 4 x tx_delay (EIEME) LLETH D
PDERH D £,

INT A= — tx_delay — ®PHIZ 1 0205 8192 b T, 7 7 4 /b MEIX, 28T,
FE . Tx Delay i, 0.25 * msgTxInterval AT &R B MENH Y £97,

il R+ IH EHET W bORKRa~v U FeFITTEET,

A= g v 1.00. 01 AW

I AR 2 18] RRIES D12

# config 11dp tx_delay 8
Command: config 1ldp tx_delay 8

Success.

3.6.6 config |ldp reinit_delay

H i AR O R MEZZEE LE T,

98 config 1ldp reinit_delay <sec 1-10>

G BERAZNE S5 LLDP A— MME, %D [disable] (HZh{k) 2~ Rk,
reinit_delay (FRRIHEIRIE) R FFEE L £ 97,

INT A —H— reinit_delay — ®iPAIZ 1 B0 D 10 TF, 7 74/ MEE, 2B TT,

il {2 EHET W FOBRKRa~v L FeFITTEET,

S N— g v 1.00.01 VAR

il B PR PR 2 5] ICZEH I 51213

# config 11dp reinit_delay 5
Command: config 1ldp reinit_delay 5

Success.
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3.6.7 config |ldp

notification interval

H #Y

EFHEHD SNMP b T v 7Ly — @M Z R ET 2 BERED X A ~— %2R E
LET,

e config 1ldp notification_interval <{sec 5 — 3600>

. AA w FIT K > THER SN D iEE L7= LLDP 8 S A O kg %2 7 v — Lo &
FLET,

INT R notification_interval — &AL 5 75 3600 T3, 7 7 + /L MEIX 5 B TY,

i) PR IE BHET N OB ARa~w L REFATTEET,

;GJLII:,\/{“—:‘) =) o

1. 00. 01 LI

filt A1 @ R O A T10) ICAFE 212

# config 11dp notification_interval 10

Command: config 1ldp notification_interval 10

Success.

3.6.8 config |ldp

ports notification

ELD)

TEFIEHD SNMP kT > 7 L — il E RMET 28R — b e ELET,

fi#3C

config 1ldp ports < <portlist> | all > notification < enable | disable >

B!

LLDP D7 — & OZEF S LLDP R A /N—F /3 A5 AR — MIZAE Liz@imo iz

R ST 6 D SN\P R T v 7 L — "~ D & R — N OZETEE D 1%
5% Tlenable] (A%h) F7-1% ldisable] (B ICLET, EHROEEITIT, F
LWERNRIE®R, 2 A L7 0 M, EFEHRPEZENET, EHROZ A 72,
T— X ORF/FEN/BIRDP G ENET,

INT A=Y —

{portlist> - BET HA— MEIHAZEE L £ T,

all = Y AT LDOTRXTOR— FRETLHEE. Tall] ONNT A =2 —%{f
HLET,

notification — KA X—DF A ANEEE LB TR S 7 LLDP 5— &
EHEDSNP ~7 v T2 AN EIITEN LET, 77 40 b T, @EITE
NTT,

ihill PR =

EHET AV FOHARa~ s REFITTEET,

X N— g v

1. 00. 01 LI

B : AR — & SNMP D@ EIRAE 2 28 9 5 (2 1E

# config 11dp ports 1-5 notification enable

Command: config 1ldp ports 1-5 notification enable

Success.
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3.6.9 config |ldp

ports admin_status

H Y

BR—FZLEOFEE—FLEZEE—FERELET,

9 config 11dp ports < <portlist> | all > admin_status < tx_only | rx_only |
tx_and_rx | disable >

i IO T a it EOR—RIRLLP 77 4 v ZIZBINT 500, SHIC
ZINAR— 3 LLDP T 7 o4 v 77— EIIm TR FF A4 2 O 2 6l L %
R

INT A= — <portlist> - WET HA— MHEZIEE L £,
all —= Y AT LOTXTOR—FMEeRETL%61E, Tall) O/RT A—Z —%Af
ALET,
tx_only = $8EAR— MILLDP /X7 v REEE LETH, XA N—FT A ANHD
AT ATy METmry 7 LET,
rx_only — fEER— MIRA N—FT /A ZNEO LLDP /37 v M EZE L ETA,
HAN=FT A 2SO > M7 my 7 LET,
tx_and_rx — fEEAR— MILLDP /X7 > N DOEZEW T ZITWVET,
disable — ¥ER— MTEITF D LLDP /47 v b DEZEE BN L ET,
ZR—F AT —FZRAIFT 74V MLV tx and_rx 12725 CTUWVET,

i PR IE BHET N DB Rav L REFITTCEET,

X/ N— 3 v

1.00. 01 LAR%

AP AR— b 15 DEEE— FEXET—FERET DI

# config 11dp ports 1-5 admin_status tx_and_rx

Command: config 1ldp ports 1-5 admin_status tx_and_rx

Success.
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3.6.10 config |ldp ports mgt_addr

H#Y BHT RLADA U AZ U AR TN E SR — k% lenable) (%))
F7-1% ldisable] (SEZNHIZ L FT,

L config 1ldp ports < <portlist> | all > mgt_addr ipv4 <ipaddr> < enable |
disable >

AR RKavwy NI VAT LD IPT RUABEER— ML SN LERH DD
EOMERELET, LAY 3T AL ATIE, KEFHT FLAZMEBNCIEETE
F9, URAMIBMENDIEHRT FL AL, FEHT R LRI S
EDA L HE—T 2 —ANLO LLP IZHAESNET, I HIZ, ZOFEHTY RLAD
A H =T 2—AT ifindex B THEMENET,

INT A= — <portlist> - WET HA— MHEZIEE L ET,
all — VAT AOTRTOR— MERET HHEEE, Tall] O/RXTA—F—%ff
HALET,
ipvd — IPV4A D IP 7 R L A,

i PR IE BHET N DB Rav L REFITTCEET,

XA/ N— 3 v

1.00. 01 LAR%

ERF: R — R 1212 LTCT RLAZY N —O&BAHNCT HI1T1T

# config 11dp ports 1-2 mgt_addr ipv4 192.168. 254. 10 enable
Command: config 1ldp ports 1-2 mgt_addr ipv4 192. 168. 254. 10 enable

Success

3.6.11 config |ldp ports basic_tlvs

HE

R —FEIFR— M T =70 HIMAD LLDP @6 1 DL koA 7 v a v
DTN T —2ZA THENATDHEIITERELET,

15 3C

config 11dp ports < <portlist> | all > basic_tlvs < all | < port_description
| system_name | system_ description | system_ capabilities > > < enable |
disable >

Gk

ALy FOT VT 4 772 LLDP R — M, @, HA OB FICUET —H
ZEATTWET, A LLDP @E 2D b DT — X X A 7k L EE BRSNS
=i, EROR— P ELIFR— M NV —TICRETE L4004 T v a7 —
AR ET, WHET —FFA 7L, 4 DOIEARN e E#R Y (7 (end £ LLDPDU
TLV. chassis ID TLV, port ID TLV. Time to Live TLV) 23&% VY £4, MHEHT—
BEATHWIINIT HZ LT TEERA, ST, A7 a  TEIRAMGER 4O
DT =B EZATHRHY EF, Zibik, Tport_description], [system_name],
[system_description). B X lsystem_capability] T,

INT A= —

<portlist> - RET HHR— haHEZEEL £7,
all = VAT LADTXRTOR— FERETDHHAEIL, Tall] ONRTF A—H—%(F
ALET,
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INT A= —

port_description — ZDTLV DA a v F—H XA 7%, LLDP =—T = b
NAR— F®D [Port Description TLV] ZiX[ETHAINENH D 2R LET,
77 A P TIREN R > TWET,
system_name — ZD TV DA T > a7 —H XA 7%, LLDP =— x> b3
[System Name TLV] ZEETAMENDH D L2 RLET, T 7 4V b TILER
272> TWET,
system_description — 2D TV DA T arF—H A4 7%, LLDP =—T =
k23 [System Description TLV] Z# X5 M E R HHZ L2 RLET, T 74
VR TIREEIC 2o TV E T,
system_capabilities -~ 2O TV DA arF—H XA 7L, LLDP =—T =
73 System Capabilities TLV] ZiXET A M ERHDHZ EZ/RLET, System
capability X, T XA AN B—4% 7V v Floldn—Z —EREx g3 5
ME DI, ETRUESNIEENBUEAN TH LN E S NERLET, T 74V
b CIFIENIC 72 > TV,

ihill PR =

EHET AV FPOHARa~ s REFITTEET,

X N— g v

1. 00. 01 LI

fERE: T _RTOR— Mt U CHAMIO LLDP @& e . v AT A4 TLV 24T 5 121%

# config 11dp ports all basic_tlvs system name enable

Command: config 1ldp ports all basic_tlvs system_name enable

Success.

3.6.12 config |ldp ports dotl tlv pvid

HEY KR — NEIIAR— T A—T0 Wl LLDP i@ %175 1 -DLL Ed TEEE 802. 1
YEPLO AR — b vlan ID TLV 7 — X X A T 5T D L OICHE L ET,

9 config 11dp ports < <portlist> | all > dotl_tlv_pvid < enable | disable >

BC]] DTN DA T a7 —4# 547X, TEEE 802. 1 #EHLO AR —  VLAN TLV 1%
EDMEE L2 LLDP BHEN AJRER AR — MIRF R SNH M E I maRELET,

INT A= — <portlist> - RETHHR— MNEAPHZETE L E 7,
all = Y AT LOTXTOR—MERET D5 1E, Tall) ORT A—F —%Aff
ALET,
dotl_tlv_pvid = ZDTLV DFF 3 > DF—% % A 7%, IEEE 802. 1 #EHLO R
— [ VLAN ID TLV 35{F 238 E L7z LLDP SHE DN Al RE7R AR — MIFFRI SN D00 E 9
ERELET, T 74V FTHEHEDZR>TOET,

i PR IE BHET N DB Rav L REFITTCEET,

X/ N— 3 v

1.00. 01 LAR%
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G _RTOR— MIxt U TH Ao LLDP 5@ %n7> & VLAN 44 TLV 3% E1 51213

# config 11dp ports all dotl_tlv_pvid enable

Command: config 1ldp ports all dotl_tlv_pvid enable

Success.

3.6.13 config |ldp ports dotl1_tlv_protocol_vid

HE

EAR— NEITR— T A—77 M@ LLDP i@ %26 1 ->LL o 1EEE 802. 1
WO T Na LT AT T 4T 4 TWVTF—ZEZ A THENTHEIICERELE
T,

13

config 11dp ports < <portlist> | all > dotl_tlv_protocol vid < vlan < all
| < vlan_name 32 > > | vlanid <vlanid_list> > < enable | disable >

Gk

DTV OF T a D7 =224 71, #cTH0—hV AT A0 1 ka
NTATUT AT ADA AL ANR— MIEREENDIZNE I MERLET,
T harTAT T 4T 4 TV IE, AT —Y a2k y N —27 OBEICEE
RTa N VEEAT AR LEST, A=Y =T e han, U
IT7 TV a T e harB L OSEEORCEREIAET ST m hao
NY)T—vaid, 2y hU—=27 0O bRoP— LRt R 2 5ERH Y £
9+, F5iEAR— N TEAPOL, GVRP, STP (MSTP #%&p). BLNLACP 1 k=L
ATUTATAEBENT DL, BABNENNI/RD, ZoTa bharr7A4TrT
ST A ITBAEEELET,

INT A—H —

<portlist> - RET HAHA— huHZIEEL £,

all = Y AT LOTXTOR— MERET DAL, Tall] O/RT A—F —%Aff
HALET,

dotl_tlv_protocol_vid — Z®DTLV DA T g DF—4& %A 7%, 1EEE 802. 1
YEHLOD AR — b VLAN ID TLV 2615 2387 L 7= LLDP 2&{E 23 Al RE/R AR — MZHF A &5
MEIMERELET, 7 740 N TEHERDIZR > TWET,

vlanid_list — 2O a~ 2 FAICEEINDH VID DU X K,

il B =5 T

EHET AV FOHARa~ L REFITTEET,

X N— 3 v

1.00. 01 LAR%

R _TOR— Mt L TH IO LLDP 5@ %nh 5 VLAN 4 TLV 3% &4 51213

#iconfig 11dp ports all dotl_tlv_pvid enable

Command: config 1ldp ports all dotl_tlv_pvid enable

Success.

66/330




3.6.14 config |ldp ports dotl tlv_vlan name

H #Y

R — FERFAR— T V—T3 Al LLDP @ %176 1 ->LL o 1EEE 802. 1
HEHLOD VLAN £ TLV T — X X A T2 AT 5 L H IR E L £,

f&3C

config 1ldp ports < <portlist> | all > dotl tlv_vlan_name < vlan < all |
<vlan_name 32> > | vlanid <vidlist> > < enable | disable >

G

DTN DOE T a7 —22A71F, ke dT 50— A7 50O VLAN 4 O
A UVARANIR— MIEEEINDIZNEIDERLET, A— FOEED VLAN
_ﬁmﬁtgntﬁn\ﬁ@ﬁVMNmﬁ@ﬁéhiﬁo

8T A

portlist> - RETHA— hEHZEELET,

all = Y AT LOTRXTOR— MERET DAL, Tall] O/RT A—F —%Aff
ALET,

dotl_tlv_vlan_name - ZDTLV DA T a o DOF—2 XA 7, e dTsha—h
WY AT LDVIAN A DA AL U ANRR— MIEEEINDENE I DERLET,
— N EE D VLAN (IZXKISAHT S i=356, A2h7e VLAN ID pda &g+, 7
7 /v FTIHESIZ R > TVET,

ihill PR =

EHET AV FOHARa~ s REFITTEET,

X N— g v

1.00. 01 LAR%

R T _RTOR— M U TH MO LLDP 5@ 6 VLAN 4 TLV 23 ET 512

# config 11dp ports all dotl_tlv_vlan_name vlanid 1-3 enable

Command: config 1ldp ports all dotl_tlv_vlan_name vlanid 1-3 enable

Success.

3.6.15 config |ldp ports dotl tlv protocol identity

HE

ER— N EIIAR— T —7H, HAMIO LLDP i@ %in~ & 1 oLk ko 1EEE 802. 1
YLD T a ha LT AT T 4T 4 TWVTF—Z 2 A4 THENTDHEIICRELE
KR

3L

config 11dp ports < <portlist> | all > dotl_tlv_ protocol_identity < all |
[ eapol | lacp | gvrp | stp ] > <enable | disable>

B!

ZOTVDOF T arDF =24 A4 71X, #IcT250 =0V AT L5071 ko
NTAT T AT A DA VAR LV APR— MIEREEINDINE I DERLET,
T haVTAT T 4T 4 TVIE, AT —Ya ity hU—7 OEEICEE
7T N a)VEBAT AR LET, A=Y =T e han, U
277V = a VT e P a B XOERORCERFTAT 578 hano
N)xz—vaii, xFy NUV—270O bR v— G2 RffFT 528503 H0 £
4, F5EAR— N TEAPOL, GVRP, STP (MSTP #%7p) . BLNLACP 1 kLT
ATUTATAEANCT DL, BERNEIRY, ZOTa harTAT T
ST A TBE A L ET,

INT A=Y —

{portlist> - ET HA— MEHAZHEELET,
all = VAT LADTRTCOR— FERETHLEIL. Tall] O/RT A —F—%Aff
ALET,
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INT A= —

dotl_tlv_protocol identity - ZDTLV DA a L DF—& X A 7%, xHIsd
D= AT DT A NANTATUT LT A DAV AK L APNR— Mk
BENBEMNEIDERLET, B bbavT AT T 474 TWVIE, AT —V 3
NZFRy N — 7 O¥MEICEE /T e N3V ERaT A BRI L E T, AR
=y y—uabanr, Vo r7 7V r—va T e harB I O0EHO
RUARHAETLZ 7o baloR)o—ya i, 2y hU—7D hARnY—¢
P2 R FF T 2 BN DY £9,  FEEAR— N TEAPOL, GVRP, STP (MSTP %5
o)  BEWLACP 7 a ha VT AT T 4T 4 ZHMNTT D &, BB HENR
D, ZOF7a bhaATAT T 4T IRBEMERELET, T 740 FTIIEY
272> TUWET,

il o = T

EBHET O FOHARa~ s REFTTEET,

K N—V g

1.00. 01 LAKE

fFERF T _XTOR— ML THMAIO LLDP @E L7 a7 AT T 47 4 TLV 2R ET D

2

# config 11dp ports all dotl_tlv_protocol_identity all enable

Command: config 1ldp ports all dotl_tlv_protocol_identity all enable

Success

3.6.16 config |ldp ports dot3 tlvs

H Y FAR— NEZIIR— 7 —703 Ao LLDP @A 5 1 ->LL ko> TEEE 802. 3
EWOFBRE A O TLV 7 —F 2 A T2 D XK E L ET,

9 config 1ldp ports < <portlist> | all > dot3_tlvs < all |
[ mac_phy_configuration_status | link_aggregation | power_via_mdi |
maximum_frame_size] > < enable | disable >

Giks DIV DOFTF v a DK TV 2@l AT 52 &N TEET,

INT A=Y — <portlist> - RET HA— Ml ZE L £

all = Y AT AOFT_XTOR—= FERETDHEE, Tall] OTA—=F =%l
ALET,

mac_phy_configuration_status — Z®D TLV DA a5 —H XA 7%, LLDP

T — = OV MAC/PHY configuration/status TLV ZEETAMLENRH L Z &
ZRLET, ZDOXAFIX, IEEE 802.3 U7 D2 oDKmmN R BT 271
v 7 AB X/ FITHERTE T AT 0OREMN R v U — 7 OERE % ST
THZENARETHDHZ LA RLTWET, FELEAT L & FHIEAR— b2
F—hxIvm—Ta VR AR — R LTV ANE I, HEDNEITH D)
E o7 BENEIIBERE, B L OHEMERRRR VAU 2 A 752 EHET, T 74NV T
TESIC > TNET,
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INT A= —

link_aggregation — ZDTLV DA > g v F—HFH A4 71X, LLDP=—T = b
2% [Link Aggregation TLV] Z&ETHMERHDH I LanLET, ZDOXAT
% IEEE 802.3 MAC IR ABEDY I T 7 ) F—va AT —H A% R LE
T, fHEHRIT, R—RNV 72T 7 V5= arTEHENEI N, A—FBREHL
72120V ZICELHLNLENE I N, BLOKRADLNTZAR— FD ID #Ff-> T
WAHRERSHY 9, T 7 4L b TIREDT 2> TWET,

power_via_mdi — ZDTLV DA T a T —H XA 7E, LLDP =—T = b )

[Power via MDI TLV] Z&ETHMLENSHDHZ a2 /RLET, 3-50 IEEE 802. 3
PMD A > 7V A F—3 3 (10BASE-T., 100BASE-TX 35 J TF 1000BASE-T) 12Xk V.
B SN TWDENRMIIE L AT A LT 7 2N L CEABPME SN E

o MDI TLVRRHOBAMAGICE D . Fy FU—ZFHEB@MEITV, KETD
IEEE 802.3 LAN 27— 3 > MDI /DY R— MERELZBRHE LES, T 741
N CITEEZHIZ 72 > TOET,

maximum_frame_size — DTV DA T g o5 —F % 4 %, LLDP=—2 =
2y TMaximum—frame—size TLV| Z X ETAVLERHLZ 2R LET, T 74
JU N T 72> TWVET,

il o = T

EHET O FOHARa~ s REFTTEET,

;(ATJ‘:E,\/R\_‘:/\\ a

1.00. 01 LAKE

i _TOR— MIxt L CH Ao LLDP i@ %) & MAC/PHY iR E/ AT — X AR ET DI

#config 11dp ports all dot3_tlvs mac_phy_configuration_status enable

Command: config 1ldp ports all dot3_tlvs mac_phy_configuration_status enable

Success.

3.6.17 config |ldp forward_message

H 1Y LLDP 23N EZHDFED LLDP DU 787w h DEak 2R T L £,

3 config 1ldp forward_message < enable | disable >

A LLDP % M&%hiZ L C. LLDP forward message & H M L7z & &, %{§ &7 LLDP DU
Ny NEBRIELET, T 74/ b TIEENC 72> TV ET,

INT A —H— 2L,

i) PR IH BEHET T hOHKav s REETTEET,

KHGN— 3

1.00. 01 LAKE

i F5): LLDP forward LLDPU DU AR ET 5121

# config 11dp forward_ message enable

Command: config 1ldp forward_ message enable

Success.
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3.6.18 show Ildp

H Y AKa<wr Rk, A v FO@BED LLP REAT —X A% FRrLET,
[15'8 show 11dp

4 ] Ka<wy RiZ, A vy FOBEDLLDP BREAT —X AFRr LET,
IRTG A — L,

il BRI 2L,

KR R— g v 1.00. 01 LARKE

B LLDP §RE AT — X A& FKowd H120%

#ishow 11dp
Command: show 11dp

LLDP System Information
Chassis Id Subtype
Chassis Id
System Name
System Description

System Capabilities

LLDP Configurations

: MAC Address
: 00—-40-66-00-24-00

. Gigabit Ethernet Switch
. Repeater, Bridge

LLDP Status : Disable

LLDP Forward Status : Disable

Message Tx Interval 30

Message Tx Hold Multiplier: 4

Relnit Delay D2

Tx Delay D2

Notification Interval : 5
#
3.6.19 show |ldp mgt_addr
H LLDP OFBLT KL AEME R R LET,
138 show 11dp mgt_addr [ ipv4 <ipaddr> ]
it B ARz~ R, LLDP OFEY L AERER R LET,
INT A —H— ipvd — IPVA D IP 7 KL A,
il B[R - IH 72 L,

SHER— g v 1.00.01 LAKE
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fEABIERY LA ERE £ T 51

#show 11dp mgt_addr ipv4 192.168.254. 10
Command: show 1ldp mgt_addr ipv4 192. 168. 254. 10

Address 1 :
Subtype . IPv4
Address : 192.168. 254. 10
IF Type . Unknown
0ID :1.3.6.1.4.1.278. 1. 35. 106

Advertising Ports

3.6.20 show |ldp ports

H LLDP J@MA 7 > a V&R — FREZ L ICFER R LET,

[958 show 11dp ports [ <portlist> ]

EAiA! Ao~ Rk, LLDP#@EIA T v a v ER— MREZ EICFRLET,
INT A= — {portlist> - KT HAR— M AEEL £ T,

A= b VA FERELRWGE, §STOR— bOFERPIRTINES,

il o = T B,

SHENR—T g v 1.00.01 LARE

ERE AR — D TLV A7 3 VakiE Z &1 LLDP #FR1 5 121X

# show 11ldp ports 1
Command: show 1ldp ports 1

Port ID |

Admin Status ¢ TX_and_RX
Notification Status : Disable
Advertised TLVs Option
Port Description Disable
System Name Disable
System Description Disable
System Capabilities Disable
Enabled Management Address
(NONE)
Port VLAN ID Disable
Enabled Port_and_protocol VLAN_ID
(NONE)
Enabled VLAN Name
(NONE)
Enabled Protocol_identity
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(NONE)

MAC/PHY Configuration/Status Disable

Power Via MDI Disable

Link Aggregation Disable

Maximum Frame Size Disable
#
3.6.21 show Ildp local ports
H H > LLDP 3840 & ZaATe 72 OISR — b T L OBUEDE AR R LT,
98 show 11dp local_ports [ <portlist> ] [ mode < brief | normal | detailed > ]
B! Ao~ Rk 10> LLDP @k & A A Te 72 IR — | T & OBIED IR A #

m~LET,

INT A —H — {portlist> -

£ }\\\«C“‘é‘o

RET DA — MEHZIRE L £T,

R—=RU R NERELRVGS. TXTOR— FOBFERBRRENET,
brief - brief (f§5)®— NIZBIF A EREFR R LET,
normal — normal GEH)E— ROEHREZFRLET, ZhiET 740 MEDOFER

detailed — detailed GEf) £ — RIZBIF D EHREE R LET,

il o = T B,

SHENR—Y g v 1.00.01 LAKE

5 FB : 4 AR — b &R F7{A LLDP i@ %0 % detailed GEf) ©— N CTFERT HITIE

#show 11dp local_ports 1 mode detailed
Command: show 1ldp local_ports 1 mode detailed

Port ID : 1

Port Id Subtype

Port Id

Port Description

R1.01 Port 1

Port VLAN ID

Management Address Count
(NONE)

PPVID Entries Count
(NONE)

VLAN Name Entries Count
Entry 1 :

Vlan ID

Vlan Name

Protocol Identity Entries Count
(NONE)
MAC/PHY Configuration/Status

Auto—negotiation Support

: Local
D 1/1
: Hitachi Cable Limited APLGM124GTSS

: default

. Supported
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Auto—negotiation Enabled
Auto—negotiation Advertised Capability -
Auto—negotiation Operational MAU Type

Power Via MDI

Link Aggregation
Aggregation Capability
Aggregation Status
Aggregation Port ID

Maximum Frame Size

: Enabled

6c01 (hex)

: 0000 (hex)

: Not Supported

: Aggregated

: Not Currently In Aggregation
1

: 15636

5 F3) e AN — S oo H 4R LLDP #8401 % normal (%) £— R THERT B2

# show 11dp local_ports 1 mode normal

Command: show 1ldp local_ports 1 mode normal

Port ID : 1

Port Id Subtype

Port Id

Port Description

R1.01 Port 1

Port VLAN ID

Management Address Count
PPVID Entries Count

VLAN Name Entries Count
Protocol Identity Entries Count
MAC/PHY Configuration/Status
Power Via MDI

Link Aggregation

Maximum Frame Size

> Local
D 1/1
: Hitachi Cable Limited APLGM124GTSS

S = O O =

(See detail)
(See detail)
(See detail)

: 1536
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5 F) B E AR — b O F3{AI LLDP i@ %0 % brief (ff%)) £— R THEKRT HITIE

#show 11dp local_ports 1 mode brief
Command: show 1ldp local_ports 1 mode brief

Port ID @ 1

Port Id Subtype . Local

Port Id D 1/1

Port Description . Hitachi Cable Limited APLGM124GTSS
R1.01 Port 1

#
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3.6.22 show |ldp remote ports

B A N—=IOETERER R LUET,

X show 11dp remote_ports [ <portlist> ] [ mode < brief | normal | detailed > ]

B Kavwy Rt RANRN—DONRTGA—=Z =N G FREERRLET,
R2MWMOVLANA T FU—L W0HOEHRT FLAZ U M —2ZETEET,

INT A= — {portlist> - BET HA— MEFHEZBEEL E T,

A= MU A NERELRWGA, TXTOR— hOIFRBFRINET,

brief — brief (ffi%) £— NIZBITF H1FHREzFRLET,

normal — normal G#) E— ROEFRER S LET, ZHUIT 7 4V MEDORRTE
— RT7,

detailed — detailed (FEMl) & — NICHBITHIEHREZFR L ET,

il B =5 T 3L,

Xt/ N—3 g 1.00. 01 LR

ERE ) F— T —7 v b —% brief (f§5) £— K THERTHI2IX

#show 11dp remote_ports 1 mode brief

Command: show 1ldp remote_ports 1 mode brief

Port ID : 1

Remote Entities Count : 1

Entity 1
Chassis Id Subtype : MAC Address
Chassis Id : 00-40-66-10-27-00
Port Id Subtype . Local
Port 1D s 1/1

Port Description

HERHB:VE— T —7 1> b —% normal (GEH) T— R CTHRRTHITIX

# show 11dp remote_ports ports 1 mode normal

Command: show 1ldp remote_ports ports 1 mode normal

Port ID : 1

Remote Entities Count : 1

Entity 1
Chassis Id Subtype : MAC Address
Chassis Id : 00-40-66-10-27-00
Port Id Subtype . Local
Port ID D 1/1

Port Description

System Name
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System Description

System Capabilities

Management Address Count 0
Port VLAN ID : 0
PPVID Entries Count 0
VLAN Name Entries Count 0
Protocol ID Entries Count 0
MAC/PHY Configuration/Status > (None)
Power Via MDI : (None)
Link Aggregation : (None)
Maximum Frame Size 0
Unknown TLVs Count : 0

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

EHE: ) E— 7T —7 N> b —% detailed GEM) E— FTRZRTDHITIT

# show 11dp remote_ports 1 mode detailed

Command: show 1ldp remote_ports 1 mode detailed

Port ID : 1

Remote Entities Count : 1

Entity 1
Chassis Id Subtype : MAC Address
Chassis Id : 00-40-66-10-27-00
Port Id Subtype . Local
Port ID C1/1

Port Description

System Name

System Description

System Capabilities

Management Address Count 0
(None)

Port PVID
PPVID Entries Count
(None)

VLAN Name Entries Count 0
(None)

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.6.23 show Ildp statistics

HHY AT LD LLDP HEHE R AR LET,

L show 11dp statistics

B! Kazw Rix, AL v TFORAN=FT A ADT 7T 4 7 4 OWEZFRLE
R

INT R —H— 7L,

il B = 1 2L,

X N— g v

1. 00. 01 LI

B 7 v — SViEEHE R 2 FoR T SIS

# show 1ldp statistics

Command: show 1ldp statistics

Last Change Time 6094
Number of Table Insert 01
Number of Table Delete 0
Number of Table Drop 0
Number of Table Ageout 0

3.6.24 show |ldp statistics ports

HE AR— b O LLDP #HERAEF T L ET,
HESC show 11dp statistics ports [ <portlist> ]
B! AKawr R, A— I LD LLDP HEHEERRLET,
INT A= — {portlist> - BET HA— MEHEZIREEL £ T,
R— M)A PEEELRWGE, $XTOR— FOERNFETFENET,
i) PR IE 2L,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LI
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B AR — b 1 OFEHEREFRT DI

# show 1ldp statistics ports 1

Command: show 1lldp statistics ports 1

Port ID: 1

11dpStatsTxPortFramesTotal 27
11dpStatsRxPortFramesDiscardedTotal
11dpStatsRxPortFramesErrors
11dpStatsRxPortFramesTotal 27
11dpStatsRxPortTLVsDiscardedTotal
11dpStatsRxPortTLVsUnrecognizedTotal : 0O
11dpStatsRxPortAgeoutsTotal
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3.7 NF—¢70V T hDREaT VR

3.7.1 config command_prompt

H ) avy a7 NERELET,

98 config command_prompt < <{string 16> | username | default >

L AKavr FEALCavry N a7 aERTEET,

INT A= — string 16 — A EHT 16 LFLNOFH LWARTEZ A THZ LT, a~vy
R7uo 7 b eBRTEET,
username — AV Ry a7 en A4 ra—P—ZITEELET,
default - TGHfREa~ R a7 Mz Yy hLET,

il PR = EHET AU FOHARA~Y S REFATTEET,

LD HIFRIZLL T O Y T4,

reset] A~ FRFTEND &, AR SNca~w sy R r 7 MIERES
NIRBEEZHEFF L E9, 7272 L. lreset config/reset system] ZT< 2 K
FITSns L, a~vr N7a 7 MITHERREOANF—IcV &y haivE
ER

X N— 3 v

1.00. 01 LAR%

o~ R 7 & THCL) ICEET 520X

#iconfig command_prompt HCL

Command: config command_prompt HCL

Success.

3.7.2 config greeting_message

B a7 AN —EFELET,

9 config greeting message [ default ]

i ARav U FiE, a A" —2RELET,

INT A —H— default - default # AJJ95 &, NFf—a<v FEZELL, ANF—L LGN

IR ED AN =12V 'y FSVET,

Nh—x5 ¢ X &R ITIL, Tconfig greeting message] o~y RO T,
<Enter>%27 Vw7 LET, HREANL, NF—x7 4 ZITFB SN TW5D
av U REfHL T —2 KR LET,

Quit without save: Ctrl1+C
Save and quit: Ctrl+W
Move cursor: Left/Right/Up/Down
Delete line: Ctrl1+D
Erase all setting: Ctrl+X
Reload original setting: Ctrl+L
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il = EHET A bOHRa~ s REETTEET,
L DOHFRIZLL T D@ Y T,

reset] A~ RRFETIND &, BEINTAT—ITEE I KRB &R
LEd, 7272L. lreset config/reset system] A~ RBRETINSH &, &
IR — X TR HATREO N —2 Uy hEnE T,
NT—ORRAEFRIT, 617480 7/FAT T, (1ATIZ80 LFTETET).
Ctr1+W X DRAMIZE T SN\ F— 2R 1FT 272 T, [save config/save
all] A~ REXA T LCT7T7 v v a A —IRFTIHILERHY £7°,
BIEN TOHRAEZNTT,

Xt/ N—3 g 1.00. 01 LR

B ST — &R 512

#config greeting_message

Command: config greeting message

Greeting Messages Editor

ApresialightGM124GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.01.00
Copyright (C) 2010 Hitachi Cable Limited, Ltd. All rights reserved

<{Function Key> {Control Key>

Ctrl+C Quit without save left/right/

Ctrl+W Save and quit up/down Move cursor
Ctrl+D Delete line
Ctrl+X Erase all setting
Ctrl+L Reload original setting

3.7.3 show greeting _message

H i AA Y FICBERESINTNWDER T A N\ =B E T,

5L show greeting_message

Gl Ka<wy Fid, A vy FIBEREISNLTNDDR T A T —& 5
LEd,

INT A —H— 72 L,

il BRI 72 L,

K N— g 1.00. 01 LLR%
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FERG:BE, FESNTWDr T A VT —52B 3 520

#show greeting_message

Command: show greeting_message

ApresialightGM124GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.01.00
Copyright (C) 2010 Hitachi Cable Limited, Ltd. All rights reserved
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3.8 2y FD—-UEE (SNWP) o<k

KRAA »F 1L, Simple Network Management Protocol (SNMP) X— 3z 1, 2 BLU3 ¥R —k
LTWET, 2—F =%, S\MP D EDN—V 3 VTR v FEERBS LOHIET 20 BETE T,
SNMP D 3 DDN—=V g F, BHAT =2 arbxy NU—I7 7 2T 28 %2V 7 1 —

LAYV ) £,

SN\MP R— a2 DX 2 VT 0 —EREIFLL T OROEY TT,

SNMP /X | FERES 1L it

—V=

Ve

vl a3 2= 4 LT a3 2 =T 4 CFHNTFEREICAEH & 41 F 79— NoAuthNoPriv

vace a3 2=T 4 T A a2=T 4 X%ﬁ” FRRELCA#E A &4V FE 97— NoAuthNoPriv

v3 a—H—4 Z— W= IFRFEfE H & AU E 97— NoAuthNoPriv

v3 MD5 ¥ 721 SHA FREEIE HMAC-MD5 F 7213 HMAC-SHA 7 /L 3 U X A2 EE-SW T T

iﬁ‘— AuthNoPriv

v3 MD5 DES & 7-1% SHA FRFEIL HMAC-MDS F 721X HMAC-SHA 7 /b 2 U X AT EESWTIThi

DES %9~ AuthPriv

DES 56 £ v MEE- 5 A CBC-DES (DES-56) A= HEHAR (2 F-DS\WTHB
mEnEd

3.8.1create snmp user

HAY

H LN SNMP o —H — AR L, 1R L7= SN\MP 7 /L — e a—HF—2B8 ML E7,

15 3C

create snmp user <SNMP_name 32> <{groupname 32> [ encrypted < by_password auth
<md5 <auth_password 8-16> | sha <auth_password 8-20> > priv < none | des
<priv_password 8-16> > | by_key auth < md5 <auth_key 32-32> | sha <auth_key
40-40> > priv < none | des <priv_key 32-32> > > ]

B!

AKa<w R, HrLv SN 2 —HF—Z2AEk L, fERk L7z S\MP 7 b — 12—

—ZBEMLET, SNWPIILLFOEE ZHEIEL 7,

A=V DR Ty EREFHFICERE I N TW W L ZRFEL 7,

mﬁ SNMP A &=V BNERNREE TN R TN DN E D el L1,
Fb— RKBFEORETICSREND Z L&D, A vE—YORRFICA

77/7/1/727?7‘&#0

INT A—H —

<SNMP_name 32> — 1 L\ SNMP = — ¥ — &3 511 9~ 5 4 557 32 XL O 4 i,
{groupname 32> — H LU SNMP 2 —H —235hiinfsh it &35 SNMP 27 /L — 7 &3k Bl 4
A BT 32 SUFLAN O 4 R,

encrypted — SNMP 24 U723RGED X A 2B L F 3, =—F—([ZLLFDE
WP CTEET,

by_password — FRIEL T T A N —D 7= DT SNMP o —HF— [T/ AT — K& A1
HEDICERLET, NAU—RIE, LR T lauth_password| #f5ET 252 &
WZEoTERINET, ZOFXEHTELET,

by_key — RiE& 7°*74'/<¢/~—0>7‘:&5¢’ SNMP = —H —|Z5{bx— %2 A 1T 5 &
HIWZHERLET, F—I1d, 6 ERRCLVIBET LI LICkoTERSNET,
ZOHREHREL £,
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INT A — B — auth — SN\MP 22— % —ZFRRET 27D H SN ARFET VT Y LD XA T'%
BIRLET, UTOBRIOHY £,
md5 — HMAC-MD5-96 FBFEL LA FEE L £, mdb (X, LAFDO 122 ANT5HZ &
IZE-T, FIHSET,
<auth password 8-16> — IRA MIKTH Ny "RZIETEAHALHIT— 20k
ZERAIT DD S 4D A ST 8~16 SCFEA,
Cauth_key 32-32> — RA MIXT 537y MRZETELLH>=—T = N E2#
AT D DI S D AT 32 LT O LT & 16 B CTAH LET,
sha — HMAC-SHA-96 FRFEL /L& H L £,
<auth password 8-20> — R A MIXTAH Ny "RZIETEALHITZ— =20 k-
ZERAIT D T DI S 405 M S 8~20 SLFE D L,
<auth_key 40-40> — AR A MZxtT 537 MRZETEL LI I=—V = FER
Al D 2 DI S D AT 40 LTFOF—% 16 HEHH X TAH LET,
priv — priv (I A R =) RTGA—=F—%BMT25L, Lougntex=a T ¢
—eOICRIAET VT Y ZAITIMA T, AL ARRICZR Y £3, 2—H—TLLF
DRV TEET,
des — AT A—H—ZBIMNT 5 &, 56 By hDRESA(LD 72D DES-56 f=HED
HMNFREE 720 £,
<{priv_password 8-16> — A "R —T = MIIEETHIA v E—ORE LG
FAT D 7o O T 2 A T 8~16 SCF DO LFH,
<priv_key 32-32> — BRA PR —V = MIEETHA v E—VDORNEER 510
T DT DI S D A0t T 32 LTFOF—% 16 EEEATAN LET,
none — A/NT A—HK—5 BT 5 L, B L EITWER A,

] PR IH BEET N DR Ra~w L REFITTEET,

KHGN— g

1.00. 01 LLKE

R A A > F D SNMP = — W —ZERS 4 5 121%

#create snmp user HCL default encrypted by_password auth md5 knickerbockers priv none

Command: create snmp user HCL default encrypted by_password auth md5 knickerbockers priv none

Success.
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3.8.2 delete snmp user

HHY SNMP 7' /L—""73 65 SNMP 2 —H—ZHIBR L, F 7o kbofHT S 47z SNP 71—
T HHEIBRLET,

5L delete snmp user <SNMP_name 32>

B Aa<r R, S\NMP 7 L—7 735 SNP 2 — % —ZHI L, 726 isfAHi &n
72 SNMP 7 /v —7 L IR L £7,

NG A=K — <SNMP_name 32> — HIBR S5 SNMP —— W —Z 5k B9~ 5 Y 9857 32 SCFLA
N D SCFF,

il BRI BWHET O hOHRAKRa~ L REFITTEET,

K AN— g v 1.00.01 LA

RG] A A~ FIZATIHEAH D SWP 2 —HF —ZHIERT 51213

#idelete snmp user HCL

Command: delete snmp user HCL

Success.

3.8.3 show snmp user

HE SNWP 7 V=T D —H =2 T —T VN D% SNP = —F—4 (2B T D1l A &
RLET,

138 show snmp user

S| Ka<r Rk, SWP 7 —7 O a—Y—4 7 —T )IVNOF SNIP 2— % —4 |2
B4 FMaERR<LET,

ST R — B — 7L,

il B = 1 72 L,

KN —T g 1.00. 01 LAKE

R 2 A FICBRERE SN TS SN\P 2 —HF— 2 FRT 5121%

#ishow snmp user

Command: show snmp user

Username Group Name SNMP Version Auth-Protocol PrivProtocol

initial initial V3 None None

Total Entries: 1
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3.8.4 create snmp view

HHY MIBA 7227 FESNP 32— % DT 7B AZEIRT 572010, a3a2=
T4 LTFINCE 2 —%E 0 S TET,

5T create snmp view <view_name 32> <oid> view_type < included | excluded >

S| ARa<r RiE, MIBA7 V=27 hESWP ~FX—T v DT 7 A&MHIRT 57
WIZ, A a2a=FT 4 LFIN 2 —ZE Y TET,

INTG A—H — <view_name 32> — {ERRE 15 SNMP b = —Z kB4 A M 9a 45 32 SCFLIN
DILFH,
{oid> — SNP ¥ R =T ¥ IZ L > TT 7 v AA[fER#H TH LN EREIND
FTV=2l hY Y —MBY Y —) &I 54727 KD,
view type — LLFDOE 2 —% A 7&EIRLET,
included — S\NMP v % —Y ¥ WNT VA TEA ATV =27 bOY A MNIZDOA
TVl beEDET,
excluded — S\NP ¥ 2=V ¥ WNT VB RATELA T V=27 DU R RNLIZD
F7 7 NEBRNLET,

il R I EHET IV b ORhKRa~v s REEITTEET,

X N— g v

1.00. 01 LAR%

55 ] SNMP © = — 2B T 51X

ficreate snmp view HCL 1.3.6 view_type included

Command: create snmp view HCL 1.3.6 view_type included

Success.

3.8.5 delete snmp view

H ZA s FANERLFE D S\WP B a—=x > U —ZHI L £,
98 delete snmp view <view_name 32> < all | <oid> >
A AKa<r Rk, A v FITERFEAD SWP B a—x > h U —%HIBR L £9,
INT A=K — <view_name 32> — {ERE &5 SNMP b = — Z 3k 514 5 A 80T 32 SUF LN
DILFF,
all — BT 25 A4 v FDSNP B2 —F _RTEEELET,
oid> — AA v FNBHIBRENI AT V27 vV U —WMIB Y Y —) Ziksld4 5
F7 7 b~ 1D,
il PR =1 BHET W bORKRa~wy REFRTTEET,

K/ S— =

1.00. 01 LLFE
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i ] 3R BB AD SNP B = — % 24 v F S HIRT 5I121%

#idelete snmp view HCL all

Command: delete snmp view HCL all

Success.

3.8.6 show snmp view

H Ay ZA < FITHERLE 2D SNP © 2 — % FoRrk LE T,

[958 show snmp view [ <view_name 32> ]

Gk Ka<r RiE, AL v FIERFEADSNP Ba—x F ) —2 KR LET,

INT A —H— {view_name 32> — FIR LD SNMP B = —Z 5k R4 2 2 o 32 LN
DILFH,

it PR IH 7L,

Xt N— g v 1. 00. 01 LAB%

B :SNMP B = —F% &2 £ond 512X

#ishow snmp view

Command: show snmp view

Vacm View Table Settings

View Name Subtree View Type
restricted 1.3.6.1.2. 1.1 Included
restricted 1.3.6.1.2. 1. 11 Included
restricted 1.3.6.1.6.3.10. 2. 1 Included
restricted 1.3.6.1.6.3.11.2. 1 Included
restricted 1.3.6.1.6.3.15. 1. 1 Included
CommunityView 1 Included
CommunityView 1.3.6.1.6.3 Excluded
CommunityView 1.3.6.1.6.3.1 Included

Total Entries : 8
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3.8.7 create snmp community

H #Y

SNPv R =V % —b o=V NEDEFREERT DOICSNMP 2 2 =7 ¢
—DLFHNEAER LET, 23 2=T 4 —XFINE, A v TF EOZ—V
FN~DT I ABLTIBED/SNAT— RO X ) o2 LEd, LUTFORE T
22 =T o —FINSHIGFHT TE T,

SN\MP 22 2 =7 4 —IZT7 7B ARBEREMIBA T V=7 FOYV Ty hEERE
T4 MIB b = —,

SNMIP 22 2 =F 4 IZ7 7 B RAAREARMIB A7 ¥ =7 MZiE, Tread_write] (3t
HEEAEE) F£721F lread_only) (FEAHLOAKR) LB F9,

Tl
=

f&3C

create snmp community <community_string 32> view <view_name 32> < read_only

| read_write >

Gk

AKa<r R, SNMP 22 =2 =7 ¢ LA EE/MR L, Z0a =7 1 —74|
W27 7B AHIRELT O LTFHN B B TES

INTA—H —

{community_string 32> — SN\MP I X = =7 4 — D A > N—%iHT 5 32 LT F
TOYATHCTH, ZoXFINE, VE—RFDSNP v R —T v 23, AA
FOSNP =—2 = FNOMIBAT V=7 MIT 7B ATAHEICNNAT—ROD
EOERHLETS,

view <view name 32> — UE—FSNMP v~ % — % —NAA v FIZT VB ARATE
HZMBAT V=7 bOTNV—TOBNAER S5 32 X7 F TOH A5t srT
F,

read_only — Ka<> RTERENZaI 2=7 4 —XFF &2 H L T, SNMP
A 22T A= DAUN=F AL v TFOMB TV aHiArH L ORLTEE
7

read_write— Ko~ RTERINTZaI =7 4 LFFN M H LT, SNMP =
Ra=nT 4= A N TIAL vTFDOMB 2T oY EHLEXTEXET,

il o = T

BHETH T bOIHKRa~v ReFEITTEET,

;ﬁ‘:[‘\/{‘—‘f) g

1. 00. 01 ARk

ERBISNMP 22 X = =7 ¢ X5 THCL) ZAERT 212iE

#create snmp community HCL view ReadView read_write

Command: create snmp community HCL view ReadView read_write

Success.

THEHAFOREREBICEVWTIE, 332 =2FT14—48D8—HT 52T SNWP 7=
— TN DT I EANFRENET . SNWP H#EEZFERA LG LMES. delete snmp

community

REZTLEOLENHYET,
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3.8.8 delete snmp community

H ) AA o FDORFED SNWP 2 2 2 =7 ¢ LFHIEHIFR L E7,

9 delete snmp community <community_string 32>

B Aawy Rix, AA v FNDLERFEHSD SNP 2 2 =7 ¢ CFHZHIBR L F
R

INT A —H — {community_string 32> — SN\MP 2 X = =7 4 DA L\ Ei#RIT 5 32 XFF T
DYATEH LT, ZOXFHNE, VE—FDSNP v F—V ¥ B, AA vF
DSNMP == =2 FNDOMIBAT V=7 MZT 7B AT HEERAT—RD
KO LES,

il R I EHET WO FOBERIa~ L FEFATTEET,

X N— g v

1.00. 01 LAR%

FEABISNP =2 2 = =7 ¢ CFF) THCL) ZHIBRT 521X

#tdelete snmp community HCL

Command: delete snmp community HCL

Success.

3.8.9 show snmp community

HHY AL v FIZEESNTVWASSNMP 2 2 =7 4 LFFNERRLET,

98 show snmp community [ <community_string 32> ]

Bl RKa<wr R, AL v FICEESN TS SNP 23 = =7 ¢ LFHERRL
£7,

INT A —H — {community_string 32> — SN\MP 2 X = =7 4 DA U \E#RIT 5 32 XFFE T
DA IHFH,  ZOLFINE, VE—FDOSNP v 2 —T ¥ 23, AA
FOSNMP =—V = "NOMIBAT V=7 MIT 7 BATEHEIINAT — R
DEIITHHLET,

il BRI 72 L,

X N— g v

1.00. 01 LARE
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FEREERAEAS L2 SN\P =2 R o =5 ¢ UFH 2 ForT 5120

#show snmp community

Command: show snmp community

SNMP Community Table

Community Name View Name
private CommunityView
public CommunityView
HCL ReadView

Access Right
read_write
read_only

read_write

Total Entries: 3

3.8.10 config snmp enginelD

HHY AA v FDSNP = PV DORBIF R ELET,

9 config snmp enginelD <snmp_enginelD 10-64>

1 AKa<r RiE, AL v FOSWP =2 PV OBl 2% E LET,

INT A —H— {snmp_enginelD 10-64> — A A v F D SNMP = U I ET D LA/ EHFTD
LA,

i) PR IE BHET DY NOIZBRa~v L ReFLTTEET,

I N— 3 1.00. 01 DABE

i 5] : 2 A~ F @ SNMP enginelD (2 0035636666 % {159 5121%

#config snmp enginelD 0035636666
Command: config snmp enginelID 0035636666

Success.

3.8.11 show snmp enginelD

B AL v FDSNMP =P DO FEF R LUET,

[15'8 show snmp enginelD

B AKa< Rk, AL v FOSNP =2 ¥ DBl +2FRrLET,
NG A—H— 2L,

i PR IE 7L,

X/ N— 3 v 1.00.01 LARE
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{F ] A A~ F @D SNMP enginelD R4 5121

#ishow snmp enginelD

Command: show snmp enginelD

SNMP Engine ID : 10

3.8.12 create snmp group

H i HLWSNMP 7 —7 % 721X SNWP B 2 —IZ S\WP 22— Y —Z~ v B /45T
— 7 NVEVERLET,
98 create snmp group <groupname 32> < vl | v2¢ | v3 < noauth_nopriv |

auth_nopriv | auth_priv > > < read_view <view_name 32> | write_view

{view_name 32> | notify_view <view_name 32> >

B! AKa< R SNMP B2 —|{Z SN\WP 22— —%2 < v B 73258 LU SNMP 7L
—FENTT— T A EER L E T,
INT A —H— {groupname 32> — T LU SNMP = —H—MNxfnftif s SNMP 7L — 7 %%

BT 5 e BEHCF 32 SUFLAN D4 i,

vl = SN\WP X—T a3 > 1 2T 55AICEELE T, Simple Network
Management Protocol (SNMP) /R— g 1%, T=XTHFELFHIE Ly FU
— I TNA Attt T o3y NU—2FH T 1 ha LT,

v2c— SNMP R—2 5 2 2T 258 ELE T, SNWP v2e X, * v b
T — <3V A NMEBERIZERS LT, B4t EJ, SMI (Structure of
Management Information) BLX Ot F = U T o —ffElcB Wik ST\ E
R

v3 = SNMP N— g 3 AT HGAICHEELE T, SNWP v3 (X, x*» hU
— 7 ETRREE Ty FORESALEJIHT 22 L1280 T, A~DLRT
T RAERMLET, SNMP v3LLFO/RT A —F—%BMLET,
A=V DORE- Ry PREEPRICEEIN TN EZRIELET,
FRE— SNUP A B — U BWHENREFE LD DR TODENE I 0 EHlr L £,
5 - RIBFEDOEBEITICBIREND Z L 2Bi<T0IC, A v E—YOREIC
AT TZ TN EDTET,

noauth_nopriv — AA v F & UE— kK SNMP v 2 —T ¥ HICEESN BN >
MIIFFFAT bbb H Y 8 A,

auth_nopriv— AA v F L UFE— | SNMP ¥ % — ¥ MICITEFEEI LB T 05,
EEANT Y NI ZiEdH Y FHE A,

auth_priv — A4 v F & UFE— F SNMP v % — ¥ BICILEREE & 387 v b
DR BAL RS ME T,

read_view — {ERE & H72 SNMP 7 /L— 7728, SNMP A vt — V2B RT 5B A
RELET,

write_view — {ERK SAL72 SN\MP 7 L — 712, EXALMEL B -E 5 85481CI5E
LET,

notify view— fEp &7z SN\NMP 7 /L—7 3, AA v F D SNP =— = > b T
Ko TERSNIZSNP b7 v T A=V E2ZETHEICEELET,
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INT A—H— view <view_name 32> — UE—KSNMP ¥R — ¥ NAAL v FIZT 7V BATE
HMBAT Y =7 hOTN—TOMBNMERN S D 32 SUFFE TOPA 58

A,
ifill PR 71 EHAT DY hOAERA~Y FEFATTEET,
XEN—T g v 1. 00. 01 LUK

5 1] : SNMP 7' v— 74, THCL) #A{ERCT B I2iX

#icreate snmp group HCL v3 noauth_nopriv read_view vl write_view vl notify_view vl

Command: create snmp group HCL v3 noauth_nopriv read_view vl write_view vl notify_view vl

Success.

3.8.13 delete snmp group

H 1Y AA o F NG SNP 7 —T7EHIR L £,

[15'8 delete snmp group <groupname 32>

B AKa<r Rk, AL »F 05 SNWP 7 v—T7 ZHIBRL £,

NG A=K — {groupname 32> — LU SNMP . —H — 35 i1 F &35 SNMP 20— 7 %k
B9 5 He i BT 32 SCTLAN D44 i,

i) PR IE BEET N NDRRa~w REFETTEET,

K/ N— g 1.00. 01 DA%

fEE: THCL) &\ 9 4R SNMP 7 /b — 7 2 HIERd 51213

#idelete snmp group HCL
Command: delete snmp group HCL

Success.

3.8.14 show snmp groups

H#Y AL FICHIERESIN TS S\NP F NV —T DI N—T 4 e FwLET, F
. BN —T DX 2T 4 —FFTIN/ LB LI AT —Z A RERLE
ER

138 show snmp groups

B! ARawy R, A v FICBERESINTND SN 7 V—T DI N—T 4 %5
RLET, Fh, EN—TD0eX2 VT 4 —FET N/ LIV BIOART—X
A RRLET,

INTG A — B — 72 L,

i PR T 72 L,

X N— 3 v 1.00.01 LA
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ERE: 2 A > FICHEREIN TS SN\MP 7L — 7 2 FKRT HI21E

#ishow snmp groups

Command: show snmp groups

Vacm Access Table Settings

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Total Entries: 5

. Group3

! ReadView

D WriteView

: NotifyView

: SNMPv3

: NoAuthNoPriv

. Group4

: ReadView

D WriteView
. NotifyView
: SNMPv3

* authNoPriv

: Groupb

! ReadView

P WriteView
. NotifyView
: SNMPv3

: authNoPriv

! initial

I restricted

! restricted
© SNMPv3
: NoAuthNoPriv

. ReadGroup

: CommunityView

: CommunityView
: SNMPv1
: NoAuthNoPriv
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3.8.15 create snmp host

HEY AA v FDOSNMP T—V = MIES>TERIND SNWP ~ T v 7 OEELEE
L E9,

5L create snmp < host <ipaddr> > < vl | v2¢ | v3 < noauth_nopriv | auth_nopriv
| auth_priv > <auth_string 32>

B Ka<wr FiE, A4 vFOSNNP =—V = MI Lo TAEBEENS SNP kT v
T DOEETAEER L ET,

INT A=K — {ipaddr> = SN\MP F 7 v 7OEEFE P T R LA,
vl = SN\MP "= = > 1 2 HT G AICHELE T,
v2e— SNMP N— = > 2¢ AT 2 HAICHREL T,
v3 = SN\MP X—T 2 U 3 T 25T ELET, SNMP v3 11X, Xv YV
— 7 ETRGEE T > N L EJHT 22 L1280 T3 A~DRETR
TR AERMELET, SNMP v3LLFO/NRT A —F—%BMLET,
A=V ORE- Ry PRFEERICELINTW W EZRIELET,
FBRE— SNMP A B — U NHELNREE I LR TODENE I E kL ET,
BB - RIBFEDORBITICBREIND Z L 2B<TEDIC, A v EBE—VORNEIC
AT UT N ENNTET,
noauth_nopriv — AA v F & JE— kK SNP v 32—V ¥ BICEEFEINDE 7
MIFRGE LR S L BTV ER A
auth_nopriv. — AA v F L U E— |k SNWP ~ % — 2 ¥ B IERGEIT LT
2, EEANT Y MIER S RIFATWER A,
auth_priv — A4 v F & UE— bk SNP v 31— v lilI L OWEE 7 » MR
AlE & B EAL A ECT,
<auth_string 32> = ZA v FDSNP =—V = "2 7 72T 572012
U E— b SNMP v~ % — v Z38GET 5 1o BECCFS,

i) PR IE BHET WO OB ARa~w L REFATTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LI
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fERB]:SNMP A v t—T %5535 SN\MP 78 A ks Z1ERN 3 5 121E

#create snmp host 10.48.74. 100 v3 auth_priv public
Command: create snmp host 10.48.74.100 v3 auth_priv public

Success.

3.8.16 delete snmp host

= AA T DSNMP =— = MIE > TAEKRSILD SNIP k7 v 7 O%(E % Hl
L £,

98 delete snmp < host <ipaddr> >

BIG)] AKa<wr RiI, AL v TFOSNMP =—V = ML THEBREND SNP kT v
T OEEREHIRLET,

INT A —H— <ipaddr> = SN\MP h 7 v 7OE(EHL IP T RL A,

il BRI BWHET WO bOHRKRa~ L REFRITTEET,

S N— g v 1.00. 01 LAFE

EFF:SNMP AR A h> B U —ZHIBRT 51X

fidelete snmp host 10.48.74. 100
Command: delete snmp host 10.48.74. 100

Success.

3.8.17 show snmp host

E:S) AA T OSNP =—T = MZEoTHERIID SN\P b7 v 7 OEELEFR
RLUET,

H#§ 3L show snmp host [ <ipaddr> ]

BC]] Ka<wr FiE. AL v FOSNMP =— x> Mo THERESNS SN FF v
TOEERELTHRESNZVE—FS\WMP R — %D IP T L AR IR
ERHRERTLET,

INT A — <ipaddr> — SNMP k7 » 7 DE[F5 1P 7 KL X,

] PR I 2L,

RIGaN—T g v 1.00. 01 LA
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ERE: A A > FICBERESN TS SNP AR A M &2 FRT 5HI21T

#ishow snmp host

Command: show snmp host

SNMP Host Table
Host IP Address SNMP Version Community Name / SNMPv3 User Name

10. 48. 76. 23 V3 noauthnopriv initial
10. 48. 74. 100 V2c public

Total Entries : 2

3.8.18 create trusted_host

H Y N7 A NBANEERLET,
L create trusted_host < <ipaddr> | network <network_address> >
GG AKavwr i, hTZAMFARMEERLET, 10HETO IP T KL A5 SNWP

F720E Telnet R—=ZADFHY 7 b7 = TR TAAS v F2HHTHZLNT
XFET, INHDOIPT RLRAE, w3V AL FVIANIZFTBT 2LERH Y
F79, IPT7 FULARRESNRWGE, 2—F—Na—F—HBLO 2T
—REZHMS>TNTH, EDIPT RLADDLBAL v F~DT 7 ERATTEE

A,

INT A= — {paddr> — EELZIP T RLAD NTF A AR MEERLET,
<network_address> — fEkENDA N T A FKRANDIPT RL AL Ry U —
70

ill PR - TH BHETH T NOHRRav REFITTEET,

SHGEAR—T g v 1.00.01 LARE

ERF: b T A AR A N EERT D120

#icreate trusted_host 10.48. 74.121
Command: create trusted_host 10.48.74.121

Success.
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AP T AR MRy BT =7 ZERT 5121

ficreate trusted_host network 10.48.0.0/16
Command: create trusted_host network 10.48.0.0/16

Success.

3.8.19 delete trusted_host

HEY EF0 Tcreate trusted_host] =~ RCTYERRL7Z b T A REKEA P R —
ZHIBR L £,

98 delete trusted _host < ipaddr <ipaddr> | network <network_address> | all
>

i BH Ko< FNiL, Eid lereate trusted_host] <y RTHERRL7ZZ F T A bR
A bz U —ZHIERLET,

INT A —H— dipaddr> = FZARKRA D IPT KL X,
<network_address> - FJ7 ARy NU—=7 DRy U= T KL A,
all = N7 A RMKRAMOTXTHHIFRINET,

il {55 2H EHET I NOHhAKa~ s ReRITTEET,

K N— g

1.00. 01 LAR%

FERE TP 7 LA 110.48.74.121) O F T A A A N &HIBET 51203

#idelete trusted_host ipaddr 10.48.74.121
Command: delete trusted_host ipaddr 10.48.74.121

Success.

ERF: %y hU—27 KL & [10.62.0.0/16] O rF A hFRA MRy b7 —7 ZHIBR4 5120%

#tdelete trusted_host network 10.62.0.0/16
Command: delete trusted_host network 10.62.0.0/16

Success.

G T A RARA Ry Y —ZHIBRT5121%

#idelete trusted_host all
Command: delete trusted_host all

Success.
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3.8.20 show trusted host

HiY [create trusted host] I~ RTAAL v FIHERR LIZ R T A REKRA DY
A bEFRRLET,

3 show trusted_host

B! Az RiX. lereate trusted_host] =<2 RTAA v FIT/EK LT b T &
FARA MDY R M EFRLET,

INTA—=H— 72 Lo

il BRI BHET T NOBRa< REFATTEET,

;GJL:I:,\/{“—:‘) =) o

1.00. 01 AR

BB : P ARKRA MDY R P EFRTRTHITIE

#show trusted_host

Command: show trusted_host

Management Stations

TP Address/Netmask

10. 53. 13.94/32

Total Entries: 1

3.8.21 enable snmp

ELD)

SN\MP b7 v 7 EHLET,

HESC enable snmp < authenticate_traps | linkchange_traps | traps >

i Ravwr R, ALy TFOSNWP F7 v 7EAHICLET,

INT A —H— authenticate_traps — SNMPERRE N 7 v 72 H I L E9,
linkchange traps = SN\MP U > 27 F =V NI v P 2H B LET,
traps = S\NMP 7 v 7ML ET,

i PR IE BHET WO NDOHBRa~vw L REFATTEET,

XA/ N— 3 v

1.00. 01 LAR%

ERE: A A »F D SNP b T v FZHIT DI

#ienable snmp traps

Command: enable snmp traps

Success.
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ERE:AA S FOSNP Y oI F 2P NIy P HR— NEHEIIT A2

#enable snmp linkchange_traps

Command: enable snmp linkchange_traps

Success.

5 FB1 : SNMP 3RGE - 7 » YR — M 2G0T 5120

#tenable snmp authenticate_traps

Command: enable snmp authenticate_traps

Success.

3.8.22 disable snmp

EED AA v FDSNWP T v T e BRI LETS,

9 disable snmp < authenticate_traps | linkchange traps | traps >
B! Kawr RiE, A4y T OSWP 7 v 7 EEHICLET,

INT A — K — authenticate_traps — SNMP ERGE b 7 v 7’2 Hhiz L £97,

linkchange_traps = SNMP U > 7 F =¥ v T w72 LET,
traps = SN\MP k7 v 7 & B L ET,

il o = T EHET AV FOARKa~x s FEETTEET,

S N— g o 1.00.01 LA

fili 1451 - SNMP B8GE T » 7 2 BERHIC 9 51213

#idisable snmp authenticate_traps

Command: disable snmp authenticate_traps

Success.

RSN Uy 7 F =P N Ty FERENCT HITIT

#tdisable snmp linkchange_traps

Command: disable snmp linkchange_traps

Success.
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ERBI:SNMP kT DAL < F D OEEZR <ITIE

#idisable snmp traps

Command: disable snmp traps

Success.

3.8.23 config snmp |inkchange_traps ports

H i1 Vo7 F=2r P b7y 7OEGHEZHELET,

AT config snmp linkchange_traps ports < all | <portlist> > < enable | disable
>

BIG)] RKa<wr NI, Vo 7TV b7y 7OREHBEERELET, EFR— D
LICREFRETT,

INTA—=H— all - _XCTOR—hEHRELET,
{portlist> - A— MEEHEZIEEL £,
enable = ZOR—rDY 7 F 2V T v TOREEANILET,
disable = ZOR—=FDIV I F 2T T v TOEEEZEINLET,

i PR IE FEWET WO DR Rawy REFITTEET,

X N— 3 v

1.00.01 LAR%

EREAR— RN 1~4DSN\NP Y o7 F P NFy FHR— NERETHITIE

#iconfig snmp linkchange_traps ports 1-4 enable

Command: config snmp linkchange_ traps ports 1-4 enable

Success.

3.8.24 show snmp traps

H i AA Yy FDOSNP b7 v T Y R— b 2FRLET,

98 show snmp traps [ linkchange_traps [ ports <portlist> ] ]

A Ka<wy Rid, A vy FICBHERE LSNP b T v 7 AR— hAT—4 2%
R LET,

INT A= B — linkchange_traps = BIfEDOSNMP U > 7 F =P b T v S AT—H A% FRKRL
7,
<portlist>=SNWP 7 v FHR— b &FRT LR - rDY XM ERELET,

] PR I 7L,

KHGN— 3

1.00.01 LLF%E

99/330




EREBFED SNMP R 7 v 7R — h &SR 5121

#ishow snmp traps

Command: show snmp traps

SNMP Traps . Enabled
Authenticate Traps . Enabled
Linkchange Traps . Enabled
s

3.8.25 config snmp system_contact

B A v FEERT LB ELEATILET,

9 config snmp system_contact [ <{sw_contact> ]

BC]] AKa~vy R, A v FE2EHT 2EEH S Z 253%07T 5 72 DIc4miB LU0/
FIIMMOEREAILET, K128 LFEEHTEET,

INTA—=H — {sw_contact> — FgK 128 LFEMMATEEI, EHHELELHELRWGS
(T, NULL 2 T& £9,

it PR IH BHET U NOARKRa~v REFATTEET,

X S—Y a3 v 1. 00. 01 LAB%

ERB: AA » FOHEEHLEIC THCL) 2% ET DI

#iconfig snmp system_contact HCL

Command: config snmp system_contact HCL

Success.

3.8.26 config snmp system_location

=AY AA  FORBLHTOHHAEZ AN LES,

HESC config snmp system_location [ <sw_location> ]

B Ka~xy R, A v FORBEHFTOHAEATILET, &K 128 LF41l
JATEET,

INT A —H— {sw_location> — B K 128 XFZMHEHTEE T, LT EL2WGAEIL,
NULL Zffi i T& £9°,

i PR IE BHET N NDHBRavw L REFITTCEET,

XIeN— g 1.00.01 VAR
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ERBI: [5F] DAL v TG ERET DITIE

#config snmp system_location 5F

Command: config snmp system_location 5F

Success.

3.8.27 config snmp system_name

H i1 AA v FOA4RTERELET,

[958 config snmp system_name [ <{sw_name> ]

Gk DA<y RNiE, A v FOARTZBRELET,

INTA—=H — {sw_name> — fx K 128 LF&#MHACTEET, ARIEHEE L2V AIL, NULL
A TEET,

it PR IH FEHET WO OB ARa~w L ReFTTEET,

KR— g v 1. 00. 01 LARE

fE ] TApresialightFM108GT-SS| D AA v F4 &/ ET HI2IE

#config snmp system_name ApresialightFM108GT-SS
Command: config snmp system_name ApresialightFM108GT-SS

Success.

3.8.28 enable rmon

EED AA »F O RMON ZH T LE T,

HESC enable rmon

25 RKa< N, Fit® [disable rmon| <y REHIEH LT, AL vF
DY E—rE=FY 7 (RMON) ZH%) « I LET,

INT A —H— L,

i) PR IH BEET v hOIHKaw s REEITTEET,

;(ATJ‘:E,\/R\_‘:/\\ a

1.00. 01 LAKE

R - RMON 2 H 2029 5 I121%

#enable rmon

Command: enable rmon

Success.
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3.8.29 disable rmon

H Y A A F D RMON Z HzhiZ L E T,

58 disable rmon

2B AKa< Rix, EFEO enable rmon a2~ REHIFEHL T, AL vTF DU
F—hE=FU 7 (RMON) ZH%) - Mhic LET,

INT A —=H — 72 L,

il BRI EHET I NORhKav s RERITTEET,

i/ N— 3 v 1.00. 01 LARE

{5 1] : RMON % #2129 5 121X

#disable rmon

Command: disable rmon

Success.
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3.9 *y bU—UEHATUF
3.9.1 show packet ports

HHY AA FPEZAE LTI ANT Y MCBT OFEHERER T LET,

5L show packet ports <portlist>

A <portlist> TIRTE INT-AHR— F T L ITEZE SN 37 v MCBET 58 RHE
WAERRLET,

INT A —H— <portlist> — FRTHR— MEZITIR— MGFHAZIEE L £

il BRI 72 L,

KHGN— 3

1.00.01 LLF%E

A=k 2037y Mo FRRT 510

#ishow packet ports 2

Command: show packet ports 2

Port Number : 2

Frame Size Frame Counts Frames/sec Frame Type Total Total/sec
64 0 0 RX Bytes
65-127 0 0 RX Frames
128-255 0 0

266-511 0 0 TX Bytes
512-1023 0 0 TX Frames
1024-1518 0 0

Unicast RX 0 0

Multicast RX 0 0

Broadcast RX 0

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.9.2 show error ports

H ) H— MEDT T — AR E TR LE T,

[15'8 show error ports <portlist>

Wt Ka<wy Rix, A v FRBEER— ML TIEL, v 7B EZTo 72T
TO Ny T — R R LT

INT A —H— <portlist> — BRTHR— MEZITIAR— MGFHAZIEE L £

il B 2E 7L,

XA/ N— 3 v

1.00. 01 LAR%
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FRE:AR— R3O T—2FR AT BHITIE

#ishow error ports 3

Command: show error ports 3

Port Number : 3

RX Frames TX Frames
CRC Error 0 Excessive Deferral 0
Undersize 0 CRC Error 0
Oversize 0 Late Collision 0
Fragment 0 Excessive Collision O
Jabber 0 Single Collision 0
Drop Pkts 0 Collision 0

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

3.9.3 show utilization

B UTNZA NTHARRE#RE R LET,

9 show utilization < cpu | dram | flash | ports [ <portlist> ] >

B AKavr Rix, VI NAEA LNTAA v FOEHEFEGTRER T L ET,

INT A= — cpu= ZDONFRA=LZ = AT DL, AL v FOBHED CPUMEHFREZFRL
7
dram— ZDO/RNTRA=Z =% AT DL AA v FOBAED DRAM i i 2 2R
LET,
flash— ZONRFGA—=F =2 AT DL, AL v FOBIEDT T v 21
rRALET,
ports—= ZD/NTFA—H—% ANTHE, AL v TFOBHEDOKR— MERHFEEER
RLET,
<portlist> - RFT 2R — FMAEZIEELET,

it PR IH 7L,

Xt N— 3 v 1.00. 01 LABE

il 1 : BAE D CPU R 2 £~ 3 %1213

#ishow utilization cpu

Command: show utilization cpu

CPU Utilization :

Five Seconds — 3% One Minute — 2% Five Minutes — 5%

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
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fi 1451 - BiAE D DRAM il J =R 2 FRom 9~ 51213

#ishow utilization dram

Command: show utilization dram

DRAM Utilization :

Total DRAM : 131,072 KB
Used DRAM : 65, 604 KB
Utilization : 50%

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

ERABBIED T T v a AE Y —MIHREERRT DITT

#ishow utilization flash

Command: show utilization flash

FLASH Memory Utilization :

Total FLASH . 16, 384 KB
Used FLASH 7,371 KB
Utilization T 44%

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
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] AN — MEARE 2 R 512

#ishow utilization ports

Command: show utilization ports

Port

TX/sec

RX/sec  Util Port TX/sec RX/sec  Util

© 0 N O O &=~ w N =

DN = = = = = e = e e
S © 00 N O O W N = O

21

gOOOOOOOOOO

S O O O O O o o o

0

SO O O o o O

w
S

S O O O O O O O o o o o o

0

22
23
24

S O O O O O O OO0 O = O O O = O O o o o o

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

3.9.4 clear counters

HEY ALy FOFFI T2 ET )T LET,

[ 3 clear counters [ ports <portlist)> ]

B! RKavwr NI AL v TFMMERT L0 2% 7 V7 Liitaa v "( LV LE
D

IRFGRA—=F— <portlist> — HR— FMHPHEZIEELET,

i) PR IH EHET WO OB ARa~w L ReFETTEET,

KHGN— 3

1.00.01 LLF%E
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R N A Y A s

#iclear counters ports 2-9

Command: clear counters ports 2-9

Success.

3.9.5 clear log

HAY

AA v TFORER 7% 7 V7 LET,

[ 3 clear log

it Kavr FiE, AAMAyFoOREa 727 V7 LET,
INT A — L — 72 L,

i) PR IE BHET N NOHRRa~v L ReF{TTEET,

S/ N— g v

1. 00. 01 LLFE

B v 7w E 7 VT 35120

ficlear log

Command: clear log

Success.

#

3.9.6 show log

B AA v FOfERER 7 #FRLET,

S show log [ index <value_list X-Y> ]

BC]] Kavr Nx, A v TFOREREe 7ONFERRLET,
e RFR T 6, 000 #E T,

INT A —=H — index <value_list X-Y> — Ko< KL, <value_list X-¥>7 4 —/L K T=
— W —EE LB R TOEMOERe 7 =& LET,
TG A= —LRE LW E, TXTORKEr 7= M) —RNRRENE
E

il BRI 72 L,

X N— g v

1.00. 01 LARE
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ERBI: AA v F ORI R 7 23R 5121

#ishow log index 1-5

Command: show log index 1-5

Index Data Time Log Text

w

0000-00-00 00:00:39 System warm start
2 0000-00—00 00:00:39 Successful login through Console (Username: adpro)
0000-00-00 00:00:22 Spanning Tree Protocol is enabled

—_

3.9.7 enable syslog

H Y VAT a7 %) E— MRAMIEET OWBEE AT LET,

138 enable syslog

BIG)] AKa<wr RiE, YAT7Lsa7%YE— FRAMIEETOHELZAEDCLE
D

INT A— B — 7L,

i PR IE BHET W VOB Ra~vw L REFAITTEET,

S N— g v 1.00. 01 LIp&

FERE]: A A > F D syslog HEEZ AN T HITIE

#tenable syslog

Command: enable syslog

Success.

3.9.8 disable syslog

H i VAT L7 %Y E— MRA MIHET oM BT LET,

[55'8 disable syslog

B! AKav R, YA7Lu7%YE— MRA MIFET H#¥EL TDIC L E
BN

INT A—H — 72 L,

Tl B 5 I EHET I NOAhKIa< L REEITTEET,

S N— g v 1.00. 01 LAFE
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{HEE): A A > F D syslog MFE A HEZIZT A 121X

#idisable syslog

Command: disable syslog

Success.

3.9.9 show syslog

H syslog DAT —Z ANFEHETITENTHLNFR R LET,

3 show syslog

2 Ao~ RiE, syslog DAT—F ANANETNTBGTH LT LET,
INT A — L — 7L,

i) PR IE 2L,

N — g v 1. 00. 01 LARE

fE B syslog BEREDBAED AT — X A B FKoRrT HITIE

#ishow syslog

Command: show syslog

Syslog Global State : Disabled

3.9.10 create syslog host

HiY H72IT syslog DIEENEEZRELET,
9 create syslog host <index 1-4> [ severity < informational | warning | all >

| facility < localO | locall | local2 | local3 | locald | local5 | local6 |
local? > | udp_port <udp_port_number> | ipaddress <ipaddr> | state < enable

| disable > ]
25 A Ko< NiL, #7212 syslog DEENEREZHEL £,
INTG A=K — index 1-4> — A~V REEHT OHRA MDA T v 7 AEHELET, 1~4D

B DN 4 SOFNHAFRERA VT v 7 ANH D £,
severity — HEL )LD A U —4%, LUUTOHHZSEICL T LI,

Bl T

a— K

4 Warning (B45) : Z&LOREE

6 Informational (F¥RAY) : EMEIER DA vE—
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IRT A=K — FofiE Ty VT4

a— K

16 o — A WERH 0 (local0)
17 o—A R 1 (locall)
18 2— A EH 2 (local2)
19 o — A /WfERH 3 (local3)
20 o—H R 4 (local4)
21 2 — A ER S5 (localb)
22 o —H/WfERH 6 (local6)
23 o—AWER 7 (local7)

local0 — B—HNEHO DA vE—U%2 Y E— FEA MIEETHIHAEICHEEL
F9, ZAUTERY XD 16 FITHIE L E T,

locall — B—=AUNVEH 1 DOA v =% ) T— FARA MIKEETLHAICHEL
F9. ZHUEERY A MO 1T HFITRISELET

local2 - B —ANFEH2 DA =% U E— FARX MIERFRTALAICHEEL
£9, ZAUFTERY A RO 18 FITHHE L ET,

locald — B—HNWEHS DA vE—U%2 Y E— MR A MIEETHIHAEICHREL
£9, ZAUFEERRY A R 19 FITxHE L ET

locald — = /AEH ADA vy =% F— FRA MIEETLHEICHEEL
F9. UL ERY A Fo 20 FTRISE L ET

locals — B—HNWAEMA S5 DA vE—T% Y E— hRAMIEETLHIHAITHEEL
£7, ZAUFTERY A R 21 FTHHE L ET

local6 — B—ANVfEH 6 DA v E—V% Y E— FRA MIEETLIHGICHEL

F9, ZAEERI A RO 22 FITHHIELET,

B—ANMERTOA =% Y E— MR MIRET2HAITHREL

F9, A ERI A ND 23 FBITHELET,

udp_port <udp_port_number> — syslog 72 ha /LN A v t—I% U F— R A B

\CIEETH7-OIEHT D UDP A— FESERELET,

ipaddress <ipaddr> — syslog X v E—UNEFEINAIVE—FFARMDIPT KL

AxEELET,

state <enable | disable> — UE— hiRA h~D syslog XA vE—VDEEE

lenable] (A%h) F721% ldisable] (FEZhH)IZLET,

local?

il o = T EHET AV FOHARa~ s FEFITTEET,

SN — g > | 1.00.01 LA

il A syslog R A b & VERRT 5 121F

#icreate syslog host 1 ipaddress 10.68.88.1 severity all facility localO
Command: create syslog host 1 ipaddress 10.68.88.1 severity all facility localO

Success.
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3.9.11 config syslog

H Y syslog DIEENAZLE L £7,

9 config syslog host < all | <index 1-4> > severity < informational | warning
| all > [ facility < localO | locall | local2 | local3 | locald | localb |
local6 | local7 > | udp_port <udp_port_number> | ipaddress <ipaddr> | state
< enable | disable > ]

it B Ka< Rid, syslog 7w FavzREL, AT Lu7iFRE U E—FRA M
EELET,

NG A—H— all - FIHARER T _XTOAL T v 7 A H/ELET,

{index 1-4> — a~< > FEEHTIHHA DA T v 7 AR/ ELET, 1~4 D
FlGDONTZ A DORIHFRERA VT v 7 ANRB Y £77,
severity — BHEL~)NLDA T —%, UTOMHEZSEIZL T EZEN,

HfE T

g — K

4 Warning (45) : Z&EOYREE

6 Informational (fE#1) : HFHREMLZ DA vE—V

informational — {HFHREY2 A v =% U T — F AR MIEETHALEICHEELE
T, ZHITERY A RO 6 FITHIGLET,

warning — #EH e A v —U% U E— MRA MIEET I HAICHEELET,
ZAUTERU A MO 4FITHISLET,

all — A v FIZAERESNDBIEY AR — K LTS Syslog A v E—V DT R T%H
Ut— AR MIEFLET,

facility - FRETE L7 7 v U T 41X FDEY TH,

BiE 7707

a— R

16 72— EH 0 (local0)
17 72— MAEH 1 (locall)
18 o—AfERH 2 (local2)
19 72— EH 3 (locald)
20 2—AMAERA 4 (locald)
21 a— A WfERH S5 (localb)
22 72— EH 6 (local6)
23 2 —AMAER 7 (local?)
local0 — B—HNMEHODA v =% U E— MRRA MIEETHHAITTHEEL

F9, AT ERY A RO 16 FITRHIELET,

R—HNMEH1DOA Yy E—U% Y E— FRR MIEETLIHEEITHEEL

F9, AT ERY A PO 1T FEITHIGELET,

local2 — B—ANfEH 2D A v tE—T% Y E— FARA MNMIEETHILEITHEEL

F9, ZF bR Y A P 18 FITHIELET,

O—HNER 3 DAY E—% Y F— FARA MIEETHEAITHEEL

F9, ZHFERY A PO 19 FITHHELET,

locald — v —HNWEHA4DA v =% Y E— FMRA MIEETLIHAITHEEL
F9, ZHUTEREY A FD 20 FITHIG L E T,

locall

local3
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INTA—=H—

locals — B—J/AEH 6 DA v E—V% U E— FRA MUMHET HHEITHEL
F9, AL ERI A RO 21 FITHELET,

local6 — B—HNAHE6 DA v E—T% VE— FRA MIEETHHGITHEE L
£9, ZAUFTEFRY A R 22 FTxHE L ET

local? — B—ANAEH T DAy E—T % VE—FER MIRETHHEIHEL
F9, ZHEERI A D 23 FITHHELET,

udp_port <udp_port_number>— syslog 7’2 b2 /L)X A vt —T% U E— FAR R I

EET DDA T 2 P A — FESEZRELET,

ipaddress <ipaddr> — syslog X v E—UNEFEENAIVE—FFAMDIPT L

AEEELET,

state <enable | disable> — UE— F7RA h~D syslog A v E—DEER

fenable| (%h) £7-1% ldisable] (HEZhH)IZL E9,

il o = T

EHET AV FOHRa~ L FEFTTEET,

KHGN— 3 v

1.00.01 LLRE

{FH ) syslog IR A R ZERTETHITIT

#config syslog host all severity all facility local0

Command: config syslog host all severity all facility localO

Success.

FERFIT R TORA MK LT syslog ™A MEFRET HITIE

#iconfig syslog host all severity all facility local0

Command: config syslog host all severity all facility localO

Success.

3.9.12 delete syslog host

H REFED syslog IRA M&E AL v FNHHIBRLE9,

AT delete syslog host < <index 1-4> | all >

B AKa~<y Rk, REFHD syslog BA ME AL v FLHIBRLET,

INT A= M — {index 1-4> — a~ > FZEHTHIRA MDA VT v 7 AZBELET, 1~4
DFFE- DN 4 SOF|AFEERA VT v 7 ANRH Y £9°,
all — a2 RE2TRTOARA MIEATAEAICHEELET,

il B = IR BHET I bOAHAKRa~ Y REFITTEET,

X N— 3 v

1.00. 01 LAR%
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{5 ) BRIEFE A D syslog A8 A K ZHIERT A121%

#idelete syslog host 4
Command: delete syslog host 4

Success.

3.9.13 show syslog host

ELD BHEAAL v F TREINTWD syslog WA MEFRRLET,

[958 show syslog host [ <index 1-4> ]

B! AKa~w RiE, AA v FICHBIERE SN TS syslog mA MERRLET,

INTA—=H— {index 1-4> — a~ Y RZHEATL2HRA MDA T v 7 AEEELET, 1
~4 DFFDOONTZ 4 DORIHRIREIRA VT v 7 ANRD D £7,

it PR IH 7L,

KR— g v 1.00. 01 VAR

il JH 1 syslog A8 X MEHRZFRT HIT1F

#ishow syslog host

Command: show syslog host

Syslog Global State : Enabled

Host 1
IP Address :10.0.0.5
Severity ALl
Facility . LocalO
UDP port 1 bl14
Status : Disabled

Total Entries :

#

1
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3.9.14 config log save timing

H Y

AA Y TFDT Ty aRrRE) —~al B RETLHEEZHRELET,

13

config log_save_timing < time_interval <min 1-65535> | on_demand |

log _trigger >

B!

RKa<w L RX AL v TFDT7 T v a A ) —~0l 2 RGFETHHEZREL
ij—o

INT A=Y —

time_interval <min 1-65535> — 127 7 A L OIRAFEZ FATT 5 MR %2R E
LET, vl 7r7A4ME, ZZCTRELLRKM X455 JERiFEESnET,
on_demand — Tsave all] F£721% lsave log)] a2~ R&{FEHL T, F#T
AA Y FIRAFT D EBELTLGRICETn 7 7 7 A VERFLET,

log trigger — AA v FIZB T AR MNEZ DTN AA v FIon 7 E2RAF
LET,

il FR = IH

BHET A hOHBKa<wy FEFTTEET,

X N— g v

1.00. 01 LARE

G 2 77 7 AV ORLFZ 30 DREFRICEIET 2121

#iconfig log_save_timing time_interval 30

Command: config log save_timing time_interval 30

Success.

3.9.15 show log save timing

H i AA v FDTT a2 AT =~ T Ty ANERGFTDHRESEERRL
EXRS

S show log_save_ timing

B ARaAwy RII AL v T DT T v arX®) —~al 77 A )VERFT HE
FEEZRLUET,

INT A — L — 72 L,

i) PR IE L,

KHGN— 3 v

1.00. 01 LAKE

G0 77 7 A NV ERAET L TH5EERTT 1213

#show log_save_timing

Command: show log save_timing

Saving log method: on_demand
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3.9.16 delete ipif

System

H Y

IPv6 7 RL A& HIBR L E9,

9 delete ipif System < ipv6address <ipv6networkaddr> >

B RKa< N, IPv6e 7 RLAZHIBRL E7,

INT A —H — {ipvbnetworkaddr> — IPv6 x> hU—27 7 RLAZRELET,
il BRI EHET N DB Rav L REFITTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 ARk

G AT AA VB —T 2—AD IPv6 7 R L A ZHIT 5120

fidelete ipif System ipv6address FE80::200:1FF:FE02:303/128
Command: delete ipif System ipv6address FE80::200:1FF:FE02:303/128

Success.

3.9.17 enable ipif_

ipv6_link_local _auto

HEY IPv6 7 RUAREEINTWRWEA, V7 a—UAT R A0 HBRE
EHMZLET,

AT enable ipif_ipv6_link_local_auto <System>

it AKa<wr RiE, IPv6 7 RUARHIEIZHRE SN TV RWGAE, Jorra—7
VT KL ADHBRREZE B Li¢‘1m67%vxﬂ%ﬁ;mﬁéﬂ1w
D8AE. V7 ua—hnT RLUAIZHBIMIZERE S ., IPv6 ALBEENBRAA L
FT, IPv6 7 RUARHMEIZERE SN TV WSS, T 74/ M2L0, U
Y a—HT RLAFRESNT, IPve AU TENC2 D £, ZOHE)
REEHENCTDHZEICE-T, Vo ua—AT7 RLATHBICRE S
v, TIPv6 ALERASBRAG L E 9,

INTG A—H— 7L,

i) [ = 2 BHET W NDHRRavw L REFETTEXET,

K/ N— g >

1.00. 01 AR

RG] A v Z—T 2—2ADY 7 a—h LT R AOHBERELANCT HI2IT

fenable ipif_ ipv6_link_local_auto System

Command: enable ipif_ipv6_link local_auto System

Success.
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3.9.18 disable ipif_ipv6_link local auto

H IPv6 7 RLARRESNTWARWES, Vo ra—hLT RLADHBERE
R LET,

3L disable ipif_ipv6_link_local_auto <System>

B Ko< Rk, IPv6 7 RLARIREICERESNTWARWES, Vo Za—h
VT R A HBEREE NI LET,

INT A —H— 7L,

i) PR IE BHET DY NOIZBRa~v L ReFLTTEET,

KHGN— 3

1.00.01 LAKE

B A =T =—ZAD ) 7 a =T FLADEEREZENTT 51T

#idisable ipif ipv6_link_local_auto System

Command: disable ipif_ipv6_link local_auto System

Success.

3.9.19 show ipif_ipv6_link_local _auto

H i Vorua—hn7 RUAHBREDKEEZR R LET,

W show ipif_ipv6_link_local auto

i AKavr FiE, Vo r7ua—hnT7 RUAHBREDKRELZFRLET,
INT A — B — 7L,

i) R = 1 72 L,

X N— g v

1.00. 01 LAR%

FERG A 2 —T7 = — AEWRAE TR T HITIE

#ishow pif_ipv6_link local_auto

Command: show pif_ipv6_link local_auto

IPIF: System
#

Automatic Link Local Address: Disabled
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3.10 SMTPa< > K

SMTP (Simple Mail Transfer Protocol) 1%, B A—/DT KL RAIZESIE o a~wy RaefH
LTAA v FDANRY b A= NVDZEHEIZEET LA v FOWETY, A v FIEMP DY T A
TURELTRESN, —FHT—N"—FAAL v T NEDRA =V EZ(F L, B A — /e
WELEH L, A v FIHELTEZEHICEELET, ZNUCE VKO T —27 70— 7Rl O
BHENPBELII, AL v T OREA N N CTUELEEN M E L, AA v FITHAELTMEA X2 b
DFFKIC LIV X2 T =Dk S E T,

SMTP #EHEIZRITH 7 A4 T e LTDAAL v F OEE/RKE:

Z ORE A BEYNCEME S E 5 12iE, SMIP #—"—D IP 7 KL A & TCP R— MIELLLEESATWH
AVENH Y 9, [server| & [server_port] D/3NT A —H —Z@UNCERETH Z 212X - T leonfig
smtp)] A~ RAEREL £,

A= NVZGEHEEAA v TFICRE L TEBLLERH D £, ="~ ICZEHEOHERPEE I, Hk
NI I, A v FERPZEFICA =L EINFET, lconfigsmtp)] 2~ FDladdmail_receiver)
& ldelete mail_receiver] O/XT A —Z —ZHL T, K8 AETDOA—NZEEZTEZ AL v TFIC
BEcCcEET,

BRI BRELEZEHICEFEENDA v E—VORELET FLRAEZRETHZENTEETS, o
UT LD AL FOBEECRE SIC oW TR VAR ERESGL 2 &N TEET, lconfig smtp)
a<w REEHLEZD, Iself mail_addr] /RT A —Z—%HELT, I'7A4AX—FDE A —/VEHK
ETAHZEHLTEET,

ZASH D SMIP = N—=InEDEF A —NEZETEDLN. A Yy FILT A MA—NLVEEOREELT
LIENTEET, TAMA—NVOREICIE, £7 lenable smtp] =~ FaAflf L T SMTP #¥RE
Bz L., &IZ Tsmtp send_testmsg] 2= REANLET, ZOEEORENIE LW & 2 HER
T H72DIT, SMIP Z5RE L2 TR CTOZEEIEL, SMIP H—_"—nbDH T NVT A MR b=V %%
(EiE R R N VB

RDOARXL FDENDPOEDTHERALILGE., A v TFEZEEHEICA =V ZEELET,
AL TN a— )V RAX — NETILT A — L AHX — EBFEE LTI,
W= "R Y 7 X2y KRB 7 o T,
N— Y 7T PREEI 72 - T2,
SNMP FBREAS A A FIT &L - THA S 7-HF,
ALy FHERT Y b Y =D A A » FIT K o T NVRAM IZPRAFE S L7z IR,
Ty =L T DX a— KA NI TRTP H— N — B PR A LTI,
Z i, TFTP — =35 D linvalid-file (43 ij£77/(/I/)J [file—not—found (7 7 A VR
OMY FHA) ], Tcomplete(GET) ). ltime—out(j XA LT T R)| DA -T2 ELFET,
AA TN AT LY By MPFA LR,

SMTP H— R —RE([FT DB A —VIZITIRDAA v FA Xy MERPEENET,

A — VL EHERDET N E IPT KL A

SMTP H— = Rt =V B REFE LTI TAT > bl T4 A LAZ T, AL v TFhbHAvE
—VEZFELEAMbEENE T, FHINTZA v E—DIZTEFR T LT A LAZ U TRfFEE
7

BT A—NEEOERNEIRD AL v FITHELTZA XV b,

Ty =AU 2T ORGFEIIET v T 7 — R la—F =t Lo TA Xy MBS b X, XX
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TERMB L2 —HF—DIP T KL A, MACT RL A, —HPF—Z WA R MNEERKREOY AT AA vE
— L EEINET,

BEEEIFEUA R MR AELERE. 2BENOD A vE—VF Y AT AT T — A v — VN ICFET
SnET,

[Delivery Process (BMEH) | HIZHA L7724 X2 FEEMIZ OV T

BREORBOVOBRERA —/VIEEHHLOWE A — L2 EZ LEWVWTCERFINET,
EERFDLOREE A —ITRKRIOFETRIFSNET, 30FETRIFESND EFHA—/VITHEES
ET,

MDA =V PZEFIRDNTORNWEES, EEHD A=V OIEFICAN LI, FBEENETS
ET,

HXEORKBEIX3EITT, HARE 3ENCRZETHIE T NBIICHEENFETINET, B
ERICELTHA vy E—VRZEINRWGE, A—/MTEINET,

A TN Yy MU URTER LEGE, BERD A — VTSN E T,

3.10.1 enable smtp

B SMTP 7 A7 hE LTAAL v FEAMTLET,
[15'8 enable smtp
B AKa< RiX ldisable smtp 2~ > K| S HICEREZLEFTETIT, AA v

FhHSMIP 7547 h& LTHR/ BN LET,

INT A= — L,
ihill PR 71 BHET WY FOARI<y REFRITTEET,
Xt S— 3 v 1.00. 01 LAB%

i A2 A > F D SMTP 2 Hh2d 5121

fenable smtp

Command: enable smtp

Success.

3.10.2 disable smtp

HHY SMTP 7 AT > hE LTAAL v F Wz LET,
5L disable smtp
25 A ARa< FNiL lTenable smtp 2~ K] CHICREZELERTETIZ, AA v

FhHSMIP 7547 h& LTHR/ BN LET,

INT A —H— 7L,
Hill PR - TH BHETHT v OB KRa~w ReFETTEET,
SHER—T g v 1.00. 01 LARE
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55 R : A A~ F D SMTP % B0 129 5 121

#idisable smtp

Command: disable smtp

Success.

3.10.3 config smtp

EL:b)

AAYFDMP 7 74T b & LTRBERBREEZITVETS,

3L

config smtp < server <ipaddr> | server_port <tcp_port_number 1-65535>
| self_mail_addr <mail_addr 64> | add mail_receiver <mail_addr 64>

| delete mail_receiver <index 1-8> >

B!

ARKa< L R SMIP —_R—R X — )L EF DR EZAIT O 72 DI LB N
TA—H—HRELET, $37/bi\14y%®wwﬁ%#ﬁ%u
VEE+ 272012, ELL ETERETLHIVLENRDD £1,

INTA—=H—

server <ipaddr> — UE— ;T A 2 LD SMTP —_X—D [P 7 KL 2%
BELET,
server_port <tcp_port_number 1-65535> — SMTP ¥ — X— |28k 5 TCP
A= bEEEZADLET, SMIP O— iR — N&EFIL, [25) T,
self_mail_addr <mail addr 64> — E(EILDE ﬁl)l*—/b77}\L/5<%E)\le/
FT., ZOT FLRFZBEHFICHESNIZEFA—AT FLRIZRY F
T DALy FTIE, A—AT FLRAZ I DETRETDHILNTE
F9, UFHNIHRK 64 LFFETOAFETNEHATEET,
add mail_receiver <mail_addr 64> — ZD/XT A —X —%IRT5HZ &
XY, AL Y TFNOEDBEFA—NA v E—VOZEEEZBMTE £,
%24y?_ki8oif® BEFA—ILT RLAZBINTXET,
delete mail_receiver <index 1-8> — ZD/XT A —X —ZJRIRNT 5 L
REV A RDPBA—NZEZEZHRTE T,

il o = T

ﬁﬂ%Tﬁﬁ/F®ﬁ$27/F%%ﬁf%i?o

KHGN— g

1.00.01 LLF%E

{55 P51 - SMTP 3R E 21T 9 |

2

#iconfig smtp server 10.48.74.100 server_port 25 add mail_receiver smtp@hitachi-cable. co. jp

Command: config smtp server 10.48.74. 100 server_port 25 add mail_receiver

smtp@hitachi—cable. co. jp

Success.
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3.10.4 show smtp

EED ZA v F D SMIP BEREDRRE/ N T A= —DNFIZOWTSHRLET,

[15'8 show smtp

i BH Ko< RNiZ. server information (r—/3—1fF#) | mail recipients
(A= IVZAEHE) | RAA v T O SMIPHEEEDBEDORELZFRLFE T,

INT R —H— 7L,

il R I 2L,

s N—T g 1.00. 01 LUK

ERE: A A > FICHAERESN TS SMTP 8T A —4 —%2 B+ 5 (21%

#ishow smtp

Command: show smtp

smtp status: Enabled

smtp server address : 10.48.74.100

smtp server port : 25

self mail address: smtp@hitachi—cable. co. jp

Index Mail Receiver Address

O N O U1 = W NN

smtp@hitachi-cable. co. jp

3.10.5 smtp send_testmsg

H 1Y AA Y F THRELTCA—NZEHEIITAMNA—=NVEZERELET,

L smtp send_testmsg

B! RKavry FIRESNTEETOZEEICT A ANV EZREFELET, T4
b A — LE[E1E SMTP H— R — D ENFICE VM ThIE T,

INT A —H— 72 L,

i) PR IH FEHET WO NOHARa<w L ReFTTEET,

SIEN— g 1. 00. 01 LARE
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ERFRE LT A — IV EEERBICT A N A — VA2 XET DI

# smtp send_testmsg

Command: smtp send_testmsg

Subject: This is a SMTP test.
Content: Hello everybody!!

Sending mail, please wait---

Success.
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311 RAyFiR—bravwr kK
3.11.1 config ports

HI AZA v FDOA =Y Fy hAR— P ERELET,

5L config ports < <portlist> | all > < medium_ type | speed | flow_control <enable
| disable> | state <enable | disable> | learning <enable | disable> |
{description <desc 32> | clear_description> | mdix < auto | normal | cross
> >
medium_type =medium_type <fiber | copper>
speed =speed <auto | 10_half | 10_full | 100_half | 100_full | 1000_full [ <
master | slave > ] >

B RKavwry NI, AL v FOAL =Ry hAR—FERELET, <portlist> TU A
b INTEAR— NDOBBEEEZTET,

INTGA—H— all — AL v FDOFT_XTOR—FERELET,

<portlist> — FET HAR— hF2IR— MEHZEELET,

medium_type <fiber | copper> - TV ARKR— bERETHHE, FEHL TS\
BAT AT DOIATERELET,

speed = R— FOEEAFH L ET, 22— —IZUTFTOFRNTEET,

auto — R— rOA—hFxIvT—vaEADNILET,

<10 | 100 | 1000> — KR— FDEEFHE (Mbps) ZREL £,

<half | full> = R—RETINT a2 Ly I AEEIN—TT a7 by 7 AL LT
RELET,

<master | slave> — copper A"— F TIiL, ~ A X —f&E (1000M/Full_ M2k v F =
Ty A HEBLOWHEL A Y EA FICBEET HIERE BT DL ENTEE
T, YAF—REIL, IHIZ 200 L TWOHIYE LA YO~ AL — - AL —
TERERELE T, ZOBRIZ2 SOMEL A YO X A I U Tl E ST D
T2DITMETY, XA I Tl — AL — 22> T AX =L A4 ¥ |
ICRESNET, AL—7RE (1000M/Full_S) X, ~AZ—nbZEL-T—
BARN)—=LLXOVEA I TEDLEAIN—TEZAITRERLEST, —HOE
(2 1000M/Full M # 3 E L7=A. b 9 —F O#HGIX 1000M/Full_S |2 E T 2 2
DY FET, TNLUNOREETDEMA— NV U7X 25X LET,
IEEE 802.3-2005 1000BASE-T fLAEICHEML L /=35 (& & DA FIRE T,
flow_control <enable | disable> -#ER— F D7 a—i#ilfHl% [enable] (H%h)
F721% ldisable) (JEZHIZL ET,

state <enable | disable> — ARN— M EZAZhFEZITENCL £,

learning <enable | disable> — W— F D MAC 7 F L 2 DHE A% E 1= 13RI
LET,

description <desc 32> — HER L7z — &M T 572012 32 LFLLF O A5
BroOXFHNEANTTLET,

clear_description — R L7=AR— hDFHHEZ 7 V7 LET,

mdix — AR— h D MDIX % E L E3, MDIX & lauto (HE) |, Mormal GEAF) .
fcross (7B R) | MHEBRTEFET,
Mormal GEAF) | IZRE LSS WWIXE— RFOR— MMIA ML — Mr—T L %&f#
FH L7z PC NIC ~DB N AIRETY,  Teross (/7 mR) | ICRELZEE, o=
A v FDOMIXET— ROR— FMNIAN— " —T NV TERT 5 2 ENA[FETT,
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[ s EHET AV FDOHARa~ s FEFITTEET,

St N—2 g > | 1.00.01 LA

ERE]: AR — k 20~24 OEES 10Mbps, ZNAT 2T L v F A ATF—X AEHHIT HI2IE

#iconfig ports 20-24 speed 10_full state enable
Command: config ports 20-24 speed 10_full state enable

Warning: For combo ports, the configuration is set to medium_type copper

Success.

EEE— KTl BERECE_EFLUVFE _EET—FZEHLEIRELIHYET,
HMAET—HBMLEWVWE, VUV BILIINBWNMGEL) VIBILTEIS—FEDGL
BIELLBZEHEENHY FET,

3.11.2 show ports

H i R—FOREERTLET,

98 show ports [ <portlist> ] [ description | err_disabled ]

B! Rawy R, F—bOBREZRRLET, T A—F—R3RW0EAIE, T
TOR— R LUET,

IRTGRA—H— <portlist> — RRTHAR— M ELITA— MEFHZEE L £,

description — A&/XF X —H& —% [showports|] =~ RICEMTSE. AN
BAHDOR— FANERINET,
err_disabled — #EFCIRAE L BN e o> TR IN 2 G TN R— DU A & FK

RLET,
il R 21 72 Lo
SHER—Y g v 1.00.01 LAKE

BB~ TOR— FREZFTT HITIE

#ishow ports

Command show ports

Port State/ Settings Connection Address
MDIX Speed/Duplex/FlowCtrl Speed/Duplex/FlowCtrl Learning
1 Enabled  100M/Full/Disabled LinkDown Enabled
Auto
2 Fnabled  100M/Full/Disabled LinkDown Fnabled
Auto
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3 Enabled  100M/Full/Disabled LinkDown Enabled
Auto
4 Enabled  100M/Full/Disabled LinkDown Enabled
Auto
5 Enabled  100M/Full/Disabled LinkDown Enabled
Auto
6 Enabled  100M/Full/Disabled LinkDown Enabled
Auto
7 Enabled  100M/Full/Disabled LinkDown Enabled
Auto
8 Enabled  100M/Full/Disabled LinkDown Enabled
Auto
CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
BT X TOR—= FREZ#P & O TERRTDITT
# show ports description
Command: show ports description
Port State/ Settings Connection Address
MDIX Speed/Duplex/FlowCtrl Speed/Duplex/FlowCtrl Learning
1 Enabled Auto/Disabled LinkDown Enabled
Auto
Desc:
2 Enabled  Auto/Disabled LinkDown Enabled
Auto
Desc:
3 Enabled Auto/Disabled LinkDown Enabled
Auto
Desc:
4 Enabled Auto/Disabled LinkDown Enabled
Auto
Desc:
5 Enabled Auto/Disabled LinkDown Enabled
Auto
Desc:
6 Enabled Auto/Disabled LinkDown Enabled
Auto
Desc:

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
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3.12 Time&ESNTPa< > K

3.12.1 config sntp

H Y

SNTP —bt 2 &2 ELET,

& 3C

config sntp < primary <ipaddr> | secondary <ipaddr> | poll-interval <int
30-99999> >

Gk

Ko< Fi, SNTP — =75 SNTP [k 2 BfS9 2R E4% LE 4, SNIP %
T B0 ARKa~r R TSNP 24802 T 50 ENH Y £9 (Tenable
sntp] ML T & W),

ST A

primary — SNTP fH#HZBFT 2774~ U —"—D [P T KL A,

{paddr> — 7’7 A< UH—R—=DIP T KL A,

secondary — 77 A < U P — S—MEH T E ROBEEIT SNTP 1 #2 fs§
THE ) P—rR—,

dpaddr) —= B o ZFVH—R—D P T KL A,

poll-interval <int 30-99999> — SNTP O EHEWA U 7 =2 h T B [E, &
— U > ZRIREIE. 30~99999 Fb D #iH T,

il PR =

BEHETh U NOIRRa~w REFTTEET,
SNTP H— R —Zff 4 5 7-D11%, Ko~ R TSNP #FENCT 5 LB R H
W $£9 ( lTenable sntp] ML T 7ZE W),

X/ N— 3 v

1.00.01 LAR%

i F 51 : SNTP 3% € %47 9 121

#config sntp primary 10.1.1.1 secondary 10.1.1.2 poll-interval 30

Command: config sntp primary 10.1.1.1 secondary 10.1.1.2 poll-interval 30

Success.

3.12.2 show sntp

HAY

SNTP {E#h AR L ET,

[ 3 show sntp

Gk AKa~ FiE, SNIP REFREF T LET,
INT A — L — 72 L,

i) PR IE 7L,

K/ N—3 g >

1.00. 01 LLFE
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{55 Fi 451] : SNTP

RENE AR T DT

#ishow sntp

Command: show sntp

Current Time Source
SNTP

SNTP Primary Server
SNTP Secondary Server
SNTP Poll Interval

: System Clock
: Disabled
:10.1.1.1
:10.1.1.2

1 30 sec

3.12.3 enable sntp

HY SNTP Z /N LET,

138 enable sntp

2 Ko< Rk, SNTP 282 LEd, SNTP D/RT X —Z — IR ET D &
ERH Y F9( Tconfig sntp] ZZMM LT ZEVY), SNTP ZHZNIC L TiX
ETHE, FETHRELETRTOY AT ABBHREN EEE SHET,

INTG RA—H— 7L,

i PRI EMET N OB ARa~ L REFATTEET,  SNTP gRIEIL SNTP A3 FERE
THEOICRESNDMENHY £ (lconfigsntp] ZZML T ZE W),

KIEN— g 1.00.01 LA

{5 F 51 : SNTP ¥§RE 2 H 2023 D I12iE

#ienable sntp

Command: enable sntp

Success.

3.12.4 disable sntp

H#Y

SNTP % #EZhiz L £ 5,

[5'8 disable sntp

] Ao~ Rk, SNTP 84z LET,

INT A—H — 7L,

il BRI FHET WO NDHBRaw Ly REFTTEETS,

Kt A= v

1.00.01 LARE
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{5 F 51 : SNTP % #2012 9 5 12 1%

#idisable sntp

Command: disable sntp

Success.

3.12.5 config time

ELD FETU AT LR L B OBREEZITVET,

[ 3 config time <date ddmmmyyyy> <time hh:mm:ss>

Gk AKa<r R, VAT LR E B OBREEZITWVET,  SNTP 2R E S A%
lEshs e, FEEShET,

INTG A —=H— date — FAHZIE 2 M7 D% AT 3 0%, FITIT AT OBRF 2 L

TELET, #Hl: 03aug2010
time — A7 ABFEIZ hhimm:ss A TE L EJ (hh:BE, mm: 4y, ss:fiE 2 #7
D, 24 W), Il 19:42:30.

] PR I FEHET I bOHRKav REFITTEET,
SNTP 28R E SNANZ SN D &, FEVTHRE Lo A7 LAKEE & AR EIE
EEXINET,

K N— g v 1.00.01 LA

RG] : FBY T AT LRH & A ORELETT 5 I21

#iconfig time 03aug2010 16:30:30
Command: config time 03aug2010 16:30:30

Success.

3.12.6 config time_zone

B BRI L2 A L= EREL, VAT LIy 7 2 LET,

9 config time_zone < operator < + | = > | hour <gmt_hour 0-13> | min <minute
0-59> >

B RKa<w R XA L= NI TV AT A uy VREEHELET, ¥
A L= UFREICE 0 SNTP AR S L E T,

INT A —H— operator = UTC IZxfT % & A LY — 2 OFfFE TR 2800 (+) F 72 135 )
LET,

hour — UTC & DFES O ZF8E L £,
min- BINFEZIFTWE L2200 () Z28BEL, A4 LY —VZfELE

ﬁ_ﬂo
Il PRS- H BHETH U bORKRaw REFITTEET,
X/ N— g v 1.00. 01 LA
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B 2 A D —

NP ==

UERERATOITIX

#config time_zone operator + hour 2 min 30

Command: config time_zone operator + hour 2 min 30

Success.

3.12.7 config dst

H P<—% A 5 (DST : Daylight Savings Time) ZHZhC L. BB 2R E L £9,

AT config dst < disable | repeating | annual >
Repeating =repeating < <{s_week <{start_week 1-5, last> | s_day <start_day
sun-sat> | s_mth <start_mth 1-12> | s_time <start_time hh:mm> | e_week
<end_week 1-5, last> | e_day <end_day sun—sat> | e_mth <end_mth 1-12> | e_time
<end_time hh:mm> | offset < 30 | 60 | 90 | 120 > >
annual < {s_date start_date 1-31> | s_mth <start_mth 1-12> \ s_time <start_time
hh:mm> | e_date <end_date 1-31> | e_mth <end_mth 1-12> | e_time <end_time
hhimm> | offset < 30 | 60 | 90 | 120 > >

G ARav FE DSTZAEMNILTRELET, Aa~vr FEANT 58, £0
DSTERIZHIG LD L DICT AT Lo vy 7 Q% LET, DST g FH T
E L7 d K OVSNTP r— B 2A 2RI U CRRGE LI2RF O 5 0 & 27 ARFRIC
TERLET,

INTA—=H — disable — AA v F @ DST Z=HiREH OFHEE & Mshl L £,

repeating — U ¥'— NE— R&EHT 25 & DST OFFH ORFFHENSH /R0 £
o VE—FE—FTIE FRERZMEFLTDST (h~—2 A4 L) OFIGA L& T
AEEETINENDD 3, BIxIE DST (h~—F A L) 24 AOFE2-O+
HEH2D, 10 AORKEOHER ETERELET,

annual — 7= a7 VE— REMHT 25 &, DST(H~—& A L) OZFFE ORFHFIHEED
ARV ET, T=aTAE—RTIE DST (h~—%1 L) ORLHEEHKETH
RAEMICHEET 2 HENH Y £, FIAIT.DST (h~—F A L) 4 A3 HND,
10 H 14 HETEHRELET,

s_week — DST(r~—4 A L) BT A HEZREL T,

{start_week 1-5,last> — DST 3Bt 2 WHOFE S, 1IFFE 1MB, 213FE 2MAH

LHex, last [T H ORI,

e_week — DST(V~—F A L) DT T HHEZHRELET,

<end_week 1-5, last> — DST(H~—& A L) BT T HHOF S, 1IEHE 1HEA, 2
X 2 A LHiX . last 13H ORAEH,

s_day — DST (Vr~=—% A L) NEBT LR ZHRELET,

{start_day sun-sat> — 3 XFOHFTFTAHEH L TR I 72 DST(H~—F A L)
59 HHEH, (sun, mon, tue, wed, thu, fri, sat)

e_day — DST(h~—H A L)PKTITHHHERELET,

<end_day sun-sat> — 3 LFDRFEMEH L TRINIZDST(F~—F A L) BT
3 AWEH, (sun, mon, tue, wed, thu, fri, sat)

128/330




INT A= —

s_mth — DST(Vr~—% 1 L) 3BAtET 2 H AR E L7,

{start_mth 1-12> — DST(¥~—& A L) n5fHEET 5 AFE 7,

e_mth — DST(H~—% A L) BT T2 HE W,

<end_mth 1-12> — DST(H~—F A L) BT T 25 HE 5,

s_time = DST (V~—% A L) DBAT HRAZREL T,

{start_time hh:mm> — 24 B CBEZ] (hh:BF, mm:4y) 2E L E4,

e_time — DST(H~—F A L) DK T T HRA ZRE L ET,

<{end_time hh:mm> — 24 BFH|THZ] (hh:FF, mm:4y) 2R LET,

s_date — DST(V~—& A &) 3BthT A4 EH (A B) 2R ELET,
{(start_date 1-31> — BAAH ZEFETER L F T,

e_date — DST(V~—% A 1) NBMAT H4EH (HH) 2% ELET,
<end_date 1-31> — & THZEHTTELET,

offset <30 | 60 | 90 | 120> — ¥~—Z A1 AW OBMEZITFESEZ R LET,
AIREZR A 7 v FEERIE. 30, 60, 90, 120 T¥, 7 7 /L ML, 60 T,

il o = T

EHET OV FOHARa~ L FEFTTEET,

KHGN— 3

1.00.01 LLFE

G A A v F DOV ~—H A LEHRET HITIE

#config dst repeating s_week 2 s_day tue s_mth 4 s_time 15:00 e_week 2 e_day wed e_mth 10 e_time

15:30 offset 30

Command: config dst repeating s_week 2 s_day tue s_mth 4 s_time 15:00 e_week 2 e_day wed e_mth
10 e_time 15:30 offset 30

Success.

3.12.8 show time

B BIEDORZIRE L IREE RS LET,

L show time

B Aa< s NI BIEOVAT AR EFHRICAM LR Oy 7 4 Falb—T g
VhFRRLUET,

IRTG R — L,

il BRI 72 L,

X N— g v

1.00. 01 LARE
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ERB: AL v F DO AT LT v JICRIERE SNV TWARZ 2 R4 5120

#show time

Command: show time

Current Time Source :

Current Time

Time Zone

Offset in minutes
Repeating From
To
Annual From
To

System Clock

: 1 Days 01:39:17
: UTC +02:30
Daylight Saving Time:
: 30

: Apr 2nd Tue 15:00
: Oct 2nd Wed 15:30
: 29 Apr 00:00

: 12 Oct 00:00

Repeating
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3.13 Asymmetric VLANO <> K
3.13.1 enable asymmetric_vlan

H £ AA »F O asymmetric VLAN 2% LET,

[ 3 enable asymmetric_vlan

Bt Ka<r KX, AA v F O asymmetric VLAN BEEEZH N L E T,
INT A — L — 72 L,

il PR =1 EBEET W NORRa~wy REFATTEET,

X N— 3 v

1.00. 01 LAR%

i F 3 - asymmetric VLAN Z&Z023 AI121%

ftenable asymmetric_vlan

Command: enable asymmetric_vlan

Success.

3.13.2 disable asymmetric_vlan

H i A A > F D asymmetric VLAN Z2EzhiC L £,

5L disable asymmetric_vlan

G Ka< Rix, AA v F O asymmetric VLAN BERE 2 B2 L £,
INT A= L — 72 Lo

il PR =1 EHET A bOHRKa~ s REETTEET,

K/ N— g >

1. 00. 01 LI

i F 3 - asymmetric VLAN Z M523 5 121%

Success.

#disable asymmetric_vlan

Command: disable asymmetric_vlan

3.13.3 show asymmetric_vlan

HE AA v F D asymmetric VLANIREEZ S L £,

5L show asymmetric_vlan

B! Ka<r Nix, AA v F @ asymmetric VLANIRAEA TR L F9,
INT A— B — 7L,

il BRI 72 L,

X N— g v

1.00. 01 LAR%
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R A A FICEERE STV D asymmetric VLANJRBEAZ FoRT A121X

#show asymmetric_vlan

Command: show asymmetric_vlan

Asymmetric VLAN: Enabled

3.14 BPDUA— K<Yk

3.14.1 enable bpdu_guard

EL:] AA v F D BPDU H— FEREZ AN L £,

[ 3 enable bpdu_guard

B! Ra<wr Rix, AA v FOBPDU H— REEEEAZ AN L E T
INT A—H — 72 L,

Tl B 5 I EHET WO FOBRKa~ s FeFITTEET,

X N— 3 v

1.01. 00 LAR%

{55 1511 : BPDU 7 — NHEREZ A 223 D I2iX

#tenable bpdu_guard

Command: enable bpdu_guard

Success.

3.14.2 disable bpdu_guard

B AA v F O BPDU A — FHREZ BRI L £,

5L disable bpdu_guard

B! AKa<r Rk, A4 »F O BPDU H— REEREZ TN L £,
INT A —H — 2L,

il PR =1 EHET v NOBZKa~ s REFTTEET,

KHGN— 3

1.01. 00 LAKE

{55 1511 : BPDU 7 — NHERE 2 E2hi2 3 5 121X

#tdisable bpdu_guard

Command: disable bpdu_guard

Success.
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3.14.3 config bpdu_guard ports

EL:] AL FOR— M BPDU H— RESREZ 7% E L £ 9,

&L config bpdu_guard ports <<portlist> | all> [state <enable | disable> |
mode <shutdown>]

Gk BPDU /' — R&ANZ L7zA— K T BPDU /7 v R & %15T % & err-disable
JREE L 72 0 AR — K % shutdown (Z L E9,

INTG A= — ports <<portlist> | all> - BPDU #'— FH§REZ R ET HR— M E72iTA— b
UYARNZEANLET, all XTA—F—2 ANNTHE, AL v FOTXTOR
— "BKG L7 £,
state <enable | disable> — ¥EE &M 7= — k® BPDU & — RHEAFEA enable
TH%), disable THEMILET, 77 4/L P TIEEHIT > TVET,
mode <shutdown> — BPDU /X7 v k% 3A5 L/2R— k% shutdown |Z L 7,

i PRI EHET DT NDOHBRa~ s REFITTEET,

X N— 3 v

1.01. 00 LAR%

{FE ] AR — b @D BPDU H— REFZHZ LT, KAEE— F% shutdown IZFRET D ITIE

#config bpdu_guard ports 1 state enable mode shutdown

Command: config bpdu_guard ports 1 state enable mode shutdown

Success.

EIEER

‘) IR TV — B> TWNBR— FTlE. ABPDU Hi— FIEE£ERET 3
CEMTEERA, £, BPDU H— FH#EEEMNEBIZIE > TS R— FTlX, R/ =

VIV —%

BETHCENTEEEA,

0 BPDU 5 — Ri%&ElZ. R4 v F THH— k &tLf= IEEES02. 1d BPDU(STP, RSTP, MSTP)
DIy FRHRERYET,
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3.14.4 config bpdu guard recovery time

EL:] BPDU A — R DU /8 —IFfE 23 E L £,

e config bpdu_guard recovery_time <<{sec 60-1000000> \ infinite>

] BPDU 7/ — R DU Y —Refi 23 E L E T

INT A — K — recovery_time <<sec 60-1000000> | infinite> — H®EIFIZEI4 5 BPDU &

— R U BN —H A L% 60~1000000 B> OFPH £ 72 1T ERICRE L £,

7 7 )V OfEIZ 60 £ T9,

Infinite NT A—Z —ZFRETH LV DN —F 4 APERIZERTE S, HE)
"ifza L7e720 £7,

i) B = XE BHET U ORI REFITTEET,

SHER—Y g v 1.01. 00 LAKE

B : A A~ F D BPDU A — REERE Y /83U —BEfH A 120 FICERE 3 5 121X

#iconfig bpdu_guard recovery_time 120

Command: config bpdu_guard recovery_time 120

Success.

3.14.5 config bpdu_guard log

HE AA v FOBPDU H— FIZT o n 7 RKEEREL£T,
9 config bpdu_guard log <none | attack_detected | attack cleared | both>
] AA v FOBPDU A — FIZBHT 5 v 7IREE 2R E L ET,
INT A —H— <none> - B ~DEXALLE LERA,
{attack_detected> —BPDU /N7 » M &M L7cHEIl, m 7 ~DFEZIALZ L
EJrp8

{attack_cleared> — U BN —KfflIC L D5 HENEIH, olda~r RiZkb
FENERZIT72HEIT, B 7 ~DFEZRALE LET,

<both> =BPDU /X7 v MEB L OMEH L7GAICH T Or V2 EX AL E T,
7 7 4V h Tl both BRE SN TVET,

il R = T BHET DO OB Ra~ s ReFTTEET,

s A— g 1.01. 00 AR

i F51: BPDU ' — R Z4RHEZ both & L CRIET HIZ

#config bpdu_guard log both
Command: config bpdu_guard log both

Success.
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3.14.6 show bpdu_guard

H i AA v FEBLOHR— hD BPDU H— NIREEEZF R L ET,

9 show bpdu_guard [ports [<portlist>]]

B AA v FEB LR — gD BPDU H'— RIRREAZ TR L £ 97,

INT A — B — ports — A"— h® BPDU 7 — FRAEEZ R R S EH T,
<portlist> - FREEZWVWHR—-FI A M2 AN LET,

i PRg T 72 L,

K N— g v 1. 01. 00 LA

{F ] A A~ F @D BPDU H— RBEEXFRT AT

#show bpdu_guard

Command: show bpdu_guard

BPDU Guard Global Settings

BPDU Guard Status . Enabled
BPDU Guard Recovery Time : 120 seconds
BPDU Guard Trap Status . Both

BPDU Guard Log Status : Both

s
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{FEF AR — b BPDU H— RRELZF T DI

#ishow bpdu_guard ports

Command: show bpdu_guard ports

Port State Mode Status
1 Enabled Shutdown  Normal
2 Disabled Shutdown  Normal
3 Disabled Shutdown  Normal
4 Disabled Shutdown  Normal
5 Disabled Shutdown  Normal
6 Disabled Shutdown  Normal
7 Disabled Shutdown  Normal
8 Disabled Shutdown  Normal
9 Disabled Shutdown  Normal
10 Disabled Shutdown  Normal
11 Disabled Shutdown  Normal
12 Disabled Shutdown  Normal
13 Disabled Shutdown  Normal
14 Disabled Shutdown  Normal
15 Disabled Shutdown  Normal
16 Disabled Shutdown  Normal
17 Disabled Shutdown  Normal
18 Disabled Shutdown  Normal
19 Disabled Shutdown  Normal

20 Disabled Shutdown  Normal
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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315 I+ D—TFT 429 T—48R—=Xav UK

3.15.1 create fdb

H #Y

=X Y ARMMC T RLATZ 3 U—T 4 T T—T) (FT—HX—R) [TA
AT 4w 72 b —%ERLET,

L create fdb <vlan_name 32> <macaddr> port <port>

B! KAav NI AL v TFDA=F Y AMMCT RLAT7 4V —F 4 T T—7
Mz b —ZE L E T

INFGA—F— <vlan_name 32> — MAC 7 K L AM{EfET 5 VLAN 44,
<macaddr> — 74T —T 4 V7T —TZBMEILDH MAC T KL A,
port <port> — MAC&{Z%7 FL AIZHIET 2R — hEH, AA vy FITID
A= FENLT, HIIEESNTZT A RN T 7 4 v 7 ik LET,

il {55 2H EHET WO bOBEKRa~v L FEFATTEET,

XA/ N— 3 v

1.00. 01 LARE

ERf: =% % 2 F MAC FDB => N U —Z{ER$ A 121%

#create fdb default 00-40-66—-00-00-01 port 5
Command: create fdb default 00-40-66-00-00-01 port 5

Success.

3.15.2 create multicast_fdb

H SNVFHRXYAPVACT RVATZ AU =T 4 T T =T (T —H_X—=2X) |
ABT 47 M) —&{ERR L ET,

L create multicast_fdb <vlan_name 32> <macaddr>

27 Ka<wy N, AL v FOVALF XX A RMCT RVAT 4 U—F 4 T T —
R P —FERLET,

INT A —H— <vlan_name 32> — MAC 7 KL A3MFEET 5 VLAN 4,
<macaddr> — 74V —F 4 V7T —TVIZIBIMENS MCT FL A,

il BRI EHET WO NDHARa~v L REFETTEET,

;GJL:I:,\/{“—:‘) =) o

1.00. 01 LLFE

BAG:~VTF XY ARMAC 7+ V=T 4 7= M) —Z2ET 212

ficreate multicast_fdb default 01-00-5E-00-00-01
Command: create multicast_fdb default 01-00-5E-00-00-01

Success.
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3.15.3 config multicast _fdb

H #Y

A2A v F DNV FXRYARMCT RLVAT U —F 4 U TTF—HR— A%k
ELET,

fi#3C

config multicast_fdb <vlan_name 32> <macaddr> < add | delete > <portlist>

B!

Ka<=r FiI. L FFXY A MMMCT FLRAT T —F 4 v I T —T V2R
L/\i—é—o

INT A=Y —

<vlan_name 32> — MAC 7 R L ANTEFET D VLAN 44,

macaddr> — ¥ /VF XY AN T T —F 4 T T—TVBEMESNDMCT K
LA,

<add | delete> — add 1%, N— &7 —7 /MBI L ET, delete i%, ~/L
FXXYARNTF T =T 4 T T—TNnbR— hEHIRLET,

<portlist> — RETHR— MEZITIAR— MGFHAZIEE L £7

il FR = IH

EHET AV FOHARKAaA~x L FEFETTEET,

X N— g v

1.00. 01 LAR%

ERF:~LF v A BVMAC 7+ U —F (VT HRET HITIE

ficonfig multicast_fdb default 01-00-5E-00-00-01 add 1-5
Command: config multicast_fdb default 01-00-5E-00-00-01 add 1-5

Success.

3.15.4 config fdb aging_time

HAY

7 F U_»*j‘a/]) ‘/7‘*’7“»—5/\‘“—2@31“—7‘/\‘/75(/( A%%&ﬁbiﬂ—o

1% 3C

config fdb aging time <sec 10-1000000>

Gk

TV T HA DT, AL v FOEE T ACEE L £, KEILMC T R
VALESHET DR — NEENOHRENDZA T Iv I T+ T —T 47T
— TNy N =B, ==V T EALNICT T RAINIRNE T—T
HHIFRSNE T, =—T 7 XA AiF 10~1000000 P CTHELET, 7 7 +/L
R CIE 300 IR ESINTWET, ==V 7 XA ANEFITEVGEE, &
DEECHFEE LR NWEA T I v I 73T —=F 4 T =T h =L
TLET, ZHUE REAT Yy hOFEEEIERITHEREE 2D £3, LarL,
TV T EALPETEDLLELE O N —RIEFIZRFIFRETL
FWET, THFEE LT FLAR T+ T —FT 4 77— VTR 6
Wy NEZETLOEVHERE LT L, TOHE, A v T XTI TOR
—hMZITy hET7B—FRXy A RNTH0, AL v T RFFOHEDL L &
BRIZLTLEWET,

INTA—H —

{sec 10-1000000> — MACT KL AT 4+ U—7F 4 » I T —=ZX—=AHEOT—
Y74 A L, 10~1000000 25 E L £ 9

il SR = T

EHET AV FOARKa~x s FEETTEET,

KHGN— 3 v

1.00.01 LLF%
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ERE:fdb =— 2 72 A LEFHTETHICIT

#iconfig fdb aging time 300
Command: config fdb aging time 300

Success.

TEFE

0 SR FDB DT Y k1) —AEIEE SN DML SEC> —2~<SEC>-1 F TOHERIENH
UEd,

3.15.5 delete fdb

HY AA T DT HI—T 4T T—HE_X—=ADxT ) —%HIFRLET,

98 delete fdb <{vlan_name 32> <macaddr>

B AKa<wr R AL v TFOMCT RLAT 4T —F (v FF—2_X— 2| ERK
Lz b —ZHIBRLET,

INT A=K — <vlan_name 32> — MAC 7 R L ANTFELET D VLAN 44,
<macaddr> — 74T —F 4 T T —T ML HIERT D MAC T KL A,

il BRI BHET H v NOHRRa~y RERITTEET,

SN — g 1.00.01 LA

fift 51 : FDB % 7K A HIBR 9~ 2 1213

ftdelete fdb default 00-40-66—-00-00-01
Command: delete fdb default 00-40-66-00-00-01

Success.

ERf:~1FF% 2 DBy MU —Z2HIBRTA121%

#delete fdb default 01-00-5E-00-00-01
Command: delete fdb default 01-00-5E-00-00-01

Success.
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3.15.6 clear fdb

H #Y

TRTCOBPIZFBEINTZMCT RLRAER AL v FO T+ T—F 4 v T F—
HAR—=2ZN6 7 U7 LET,

L clear fdb < vlan <vlan_name 32> | port <port> | all >

B! RKavw U RIAA YT DT AT =T 4 T T —ERX—=RIHA T I v 75
Hainieor NV —%227 07 LET,

IRT A=K — <vlan_name 32> — MAC 7 K L ZAMFET D VLAN 4,
port <port> — MAC ZE#{FHET R L RIZxIST DR — N7,
all = A v F DT F T =T 4 T T—HRXR—=ZADTXTDOXAFTIv /=T
YRV —% 27 UTLET,

i) PR IE BEET U NDRRa v REFETTEET,

;GJL:I:,\/{“—:‘) =) o

1.00.01 LAKE

FERFE: T _XTCTOFBFAFIv I N —% 7 U 73520k

#iclear fdb all

Command: clear fdb all

Success.

3.15.7 show multicast_fdb

HA AA v FDRNTF XY ARNT AT =T 4 T T —HRXR—=ZADONEFEERRLE
R

3 show multicast_fdb [ vlan <vlan_name 32> | mac_address <macaddr> ]

B! AKa<w o RI AL v FOLFFYy AMMCT RLATZ 3 U—F 4 75—
A R—ZADBUEONER TR LET,

INT A= B — <vlan_name 32> — MAC 7 K L ZAMMFET 5 VLAN 4,
<macaddr> — FDB = F U —NERENDHMACT RLARAEZFRELET,
NRIA=H—FRE LRV T XTO~ALFF¥ A FFDB = F U —2FE
RENET,

] PR IH 72 L,

KHGN— 3

1.00. 01 LAKE
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fFERFIMAC 7 RV AT —T NV aRRT BT

#show multicast_fdb vlan default

Command: show multicast_fdb vlan default

VLAN Name ¢ default

MAC Address : 01-00-5E-00-00-01
Egress Ports : 1-5

Mode ! Static

Total Entries : 1

3.15.8 show fdb

EL:] BUEDZ=F ¥ A MMACT RLAT 4 U —FT 4 LI T —AXR—RERRFLET,

3 show fdb [ port <port> | vlan <vlan_name 32> | vlanid <vidlist> | mac_address
<macaddr> | static | aging time ]

B! RKaz FiE, A v FDOT7 V=T 4 7T —=F_XR—=ZADBUEDNE & FoR
LET,

INT A= — port <port> — MAC E(EHET FLAIHIET DR — b&EG, A v FIXION

—hEN LT, HIHESNTET NS RN T 7 4 v 7 EHRELET,
<vlan_name 32> — MAC 7 K L ZAXFES D VLAN 4,

<vidlist> = VID YA MZ X o TRSNTZVIAN D= N —Z KR LET,
<macaddr> — 7+ T —F 4 VI T—HR—=AT —TJUIFET HMC T KL A,
static — A¥ 7T 47 MCT RLARAZ LV M) —%2FRLET,

aging_time — MAC7 RV AT AU —F 4 U I T —HRXR=ZADZ—V T XA A

FRRILET,
Il PRS- H 5L,
Xt/ N— g 1.00. 01 LLp&

ERF =% ¥ A FMAC 7 RL AT —7 L& FoRT DI

#tshow fdb
Command: show fdb

Unicast MAC Address Aging Time = 300

VID VLAN Name MAC Address Port Type

1 default 00-40-66-00-00—-01 CPU Self

Total Entries : 1
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3.15.9 config multicast port filtering mode

H i R—FDZNFHRXY ATy b TANZ ) TE—FERELET,

9 config multicast port_filtering mode < <portlist> | all >
< forward_unregistered_groups | filter_unregistered_groups >

Wt Kazwy FliE AL v FORFER— MG TL~vALF XY X MR Ty b7 40
2) = RERELET,

IRTGRA—H— Kportlist> [ all> = vAFH¥ A MR—b 74 VF ) U TE— RERET

HR—=FNEFIFAR—RIARNEANILET, all RXTA—=F—ZFANTDH L,
AA T OFTRTOR— MR RERD ET,

{forward_unregistered_groups | filter_unregistered_groups> - ZHLHD
20DF T arONTRICL T ANVZ Y T — REeRETDHIENTE

i—é—o
il PR #1H BHET A hOHBKa<wy FEFTTEET,
KG/N— g 1. 00. 01 LA

B AR— N 1I~4 DT X TOITN—THlRETHINT XY AN T ANEZ Y TE— RERET D
2%

#config multicast port_filtering mode 1-4 forward_unregistered_groups

Command: config multicast port_filtering_mode 1-4 forward_unregistered_groups

Success.

3.15.10 show multicast port filtering mode

HHY R—=bDNVFXY ATy NT 4 NEY) o TE—REeRRLET,

98 show multicast port_filtering_mode

i B AKa<y FE AL v FOR—= M TLHREDVALFXF¥ A ATy F7 o
NWE) U TE—RERRLET,

INT A —H— 72 L,

il {2 2L,

S N— g 1. 00. 01 LAR%

RGN XTOR— DOV LVTF Xy A MR- T 4V E2 ) 7E— REBRT 521X

#ishow multicast port_filtering mode

Command: show multicast port_filtering mode

Multicast Filter Mode For Unregistered Group:
Forwarding List: 1-28
Filtering List:
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3.16 IGPRX—Fa< > K
3.16.1 config igmp_snooping

EED AA v FDIMP ARX—THFHELET,

5T config igmp_snooping < vlan_name <vlan_name 32> | vlanid <vidlist> | all >
< state < enable | disable > | fast_leave < enable | disable > >

Gk AKavr R, A v FOIM AX—T2HELET,

IRTGRA—H— <vlan_name 32> — IGMP A X — 7% g% E 9 % VLAN 4,
<vidlist> — RETDHVLAND Y 2 M &fRELET,
All = AA v FRRESNDTNTO VAN ZH5E L £7,
Fast_leave <enable | disable> —IGMP A2 X —7® fast-leave (E IZHEML) HERE
% Tenable] (F%h) £7/21% [disable] (FEZHICLE4 ZOHREZADICT D
L. VAT AN IGNP Leave A vt —TU %% L., Leave X v —UHEETBHHK
ARWIN—=TDERBEDRA S ThHLHE, A AA—TEICHR S L E T,
State <enable | disable> — #§7E L 7= VLAN @ IGMP A X —7% [enable| (H%h)
F 721 [disable) (FEZH)IZL FT,

ihill PR = EEET O FOBARI< L REFATTEET,

X N— g v

1.00. 01 LAR%

{5 IGMP A X — 7 %R ET HITI1E

#iconfig igmp_snooping vlan_name default state enable

Command: config igmp_snooping vlan_name default state enable

Success.
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3.16.2 config igmp _snooping querier

H#Y

B O ) EEFEOME B . A= D L AR— N ERFORKEFHE (B))
BIXOIGMP 2AX—7 23T 208537 v MEKEZRELET,

& 3C

config igmp_snooping querier < vlan_name <vlan_name 32> | vlanid <vidlist>
| all > < query_interval <sec 1-65535> | max_response_time <sec 1-25> |
robustness_variable <value 1-255> | last_member_query_interval <{sec 1-25>

| state < enable | disable > | version <value 1-3> >

!

AKa<wr R, IGMP AX—7 7Y T72RELET,

8T A B

<vlan_name 32> - &KET D IGMP A X—7 7 Y TIZx9 5 VLAN &,

<vidlist> — IGMP AX—7' 7 = U 7358 E S5 VID i,

All — 24 vy FRRESNDTXTO VAN 2f57E L £7,

Query_interval — —fi¥J72 7 = U 7 XERIRBAE MM THEELET, 774V

ML, 125 BT,

Max_tresponse_time — A NI HD VL AR— N2 FOKKEM F), FT74+/1 6

flil% 10 T,

Robustness_variable — PHEINDZ YT %y b EOXRTy FOBERITIGLETIO

B A £ 9, Robustness variable (BXEEM:ZE%0) OEIZLLF O IGMP

Ay b—VHREHET G AEICHEHIILET,

- Group membership interval — </VFF ¥ A ML —H—N{xy N —7 LD

=TV A NN E WS 5 F TORER],  FIROFEIZLL 0@ Y T,

(BB x 7= URR) + (1 x 7= VISZERMNE) .

- Other querier present interval-~/VFF ¥ A ML—Z—RNT7 YT THD

D~ FF v A ML—2 =N EHET 5 £ TOREM, RROFEIZLLT

DBy T, (BREMEEH x 7R + (0.5 x 7= VISERR .

- Last member query count — /b—X —NT)—THIZT—T /LA L /N—=03UN
& R RN 24E S #U7z Group-Specific Query $%, 7 7 # /L MEIE Robustness

Variable (ERZEPEAEL) DA T,

© T 74/ NI LY. robustness variable (BRZEEPEZEH) 1% (2J IRIESINT

WET, 7Ry hoTy MBEREL 2D & TRTLILGEICIE. ZOEEZHE

RLLET,

Last_member_query_interval — Leave—group X v —U~DIHE L L TCEE L

Ay ¥B—T %G T group-specific query A v — VMO KRKE, ZOREE

FLLT, v=F =BT AT N—T AN BROBHFFR 2B ¢ 5 2 &0

T&E %7,

State — YRBEEDS enable MIEE . IGMP Querier & U CIBBINCTX F4 (IGMP 7 =V

Ny beiRE LET), [disable (#Exh) | OYE. AA v FZr7 V7L LT

BHEL XA, AA v FITHER LI LAV 3/b— 2 =78 IGMP 7' 11 3 T BERED

ERMEEL, vV T Fx X ML—T 4 U IHRERIRHE L WA Z ke iﬁ%

ELTRESNET, TOITRVWES, VA Y3L—F=n7x 7L LT

REmnEIMP 7 =Y "7y bEEELETAL, YAV TFHFY A L—T 4 7

T hanry FEFEELRWED, A= MIL—F—FR—RrE LTHALT

v MIR Y £,

Version = Z D VLAN 8595 IGMP /X7 v b D AR—V g U EIRE L E T,

il o = T

BHETH T bOIHKRa~v REFEITTEET,
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XA/ N— g v

1.00. 01 LAR%

ERFIGMP A X —7 7 = U 72K ET 521X

#config igmp_snooping querier vlan_name default query_interval 125 state enable

Command: config igmp_snooping querier vlan_name default query_interval 125 state enable

Success.

3.16.3 config router ports

B AR—hraeL—F—AKR—FL LTHELET,

9 config router_ports < <vlan_name 32> | vlanid <vidlist> > < add | delete
> <portlist>

Bl Kazxy FiE, vV FHx XA M X =T NDN—F =T8T 2 AN — M %
RELET, Ziud, e bavofEICh b LT EERE LTLr—2—0
FOFT_XTONTy FavVFF ¥y A M X =T NDON—F—IZHET D K
IITRELET,

INT A —H— <{vlan_name 32> — JLb—H& —iR— FNMFEET D VLAN 4,
vidlist> — ET B/L—4 —R— ko VID &,
<add|delete> — BRET H/N—F —HR— N & BINT 50 HIBRT 20 HE L E
7
{portlist> — HETHAR— M ZIEE L £,

i) PR IE BHET N NOHRRa~w L ReF{TTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LLFE

ERE: 22T 4w 7 —H—R— FZRET HITIT

#iconfig router_ports_forbidden default add 1-10
Command: config router_ports_forbidden default add 1-10

Success.

145/330




3.16.4 config router _ports_forbidden

EL:b] R— M % forbidden (ZAIE)L—%—HK—hE L THELET,

9 config router_ports_forbidden < <vlan_name 32> | vlanid <vidlist> > < add
| delete > <portlist>

G ARawr Rix, vV FFx 2 M X =T NON—F —~DOEHi w251 5 R —
MaEEfRELET, i, 2Bkrv—F —R— b0 —F 4 7w b
HEHELRNE I LET,

INT A—H — {vlan_name 32> — /L —H& —iR— N D{E{ET 5 VLAN 4,
vidlist> — ZEIRAR— b & LTRET 248 — b~ VID i,
<add | delete> — #8 L7z VLAN OZEIEAR— b 2B E 2 ITHIBRT 52028 9
MEELET,
<portlist> — L)L —& —R—F L L TREINLAA— MFHZHRELET,

ihill PR = BHET WD FOHARa~ L REFITTEET,

X N— g v

1.00. 01 LARE

FERG 2RV —F — R — P AR ET DT

#iconfig router_ports_forbidden default add 2-10

Command: config router_ports_forbidden default add 2-10

Success.

3.16.5 enable igmp snooping

H Y AA o F D IMP AX—T H M LET,

98 enable igmp_snooping [forward_mcrouter_only]

B! AKawr RiE, AL v F O IMP AX—T %G L ET,
[forward_mcrouter_only] MEEEINDH L, AL v FlE~LFFv A hL—
T 77 kanory b &I HliE Ny b OSSNy — 4 —
R—hZ2FEHLES,

INT A —H— forward_mcrouter _only — Ko<y RICZ DRI A —X—ZBINTH L, 21
Y FEINTF XY XA MV —T 477 a bansg oy k& TGP filfE > b
DA ESN e —F —R— &2 FEHLET,

i) PR IE BHET T NOHRRa~v L REFLTTEET,

K/ N—3 g >

1. 00. 01 LLFE

RG] A A > F D IGMP 2 X — 7 ZHNT 5121

ftenable igmp_snooping

Command: enable igmp_snooping

Success.
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3.16.6 disable igmp_snooping

H#Y

AZA < F D IGMP A X — 7 ZHhic LE T,

1% 3C

disable igmp_snooping [forward_mcrouter_only]

B!

AKa<wr Rk, A4 vF O IMP AX—7ZHH LET,
[forward_mcrouter_only] MWEEIND E. AA v TFlFaz=F v XA hL—F
g Fa bhairy b wLFXRY A N—T 4T e hairy
R 38 KOV IGHP ISy P OFBNCES W —F =R — FEFE LET,
a2 RO ENHEHMEIZONWT, Ka<> RIZCLI THER— SN E T2 —
S —iN— NFEE O AT NEWEITEIZ D £,

IRT AL —

Forward_mcrouter_only — ZD/NT A—X—%Ka< REBMT5HE, AA
vFIFa=F ¥ A M—F 4 Ta hal sy h wALFFy R RL—T
7 7a hansry b B IOV G HilE S N OB E S oL —
H—R— h%&%¥ L., disable igmp_snooping forward_mcrouter_only =~/
RIFIENIC/2 0 3, AL v FII~wAVTF XX A MN—TFT 4 77 a faRyr
> k& IGMP il R > b ORI ES W —F —HR— b2 FH L ET,

ihill PR =

EHET AV FOARKAa~x s FEFETTEET,

i A= v

1.00. 01 LAR%

ERE: 2 A >~ F D IGMP A X — 7 Z T HI21T

#tdisable igmp_snooping

Command: disable igmp_snooping

Success.

3.16.7 show igmp_snooping

H Y AA T ED IMP AX—T DBED AT —H A Fr LET,

98 show igmp_snooping [ vlan <vlan_name 32> | vlanid <vidlist> ]

A AKawr Rix, AL v FOHED IGMP AX—T AT —H AL a7 41Xzl
— g R RLET,

INT A= — <vlan_name 32> — IGMP AX—7' a7 4 ¥a b — a3 &5 T % VLAN 4.
vidlist>) — BoRTHar 7 X2 b—a O VID &,

il BRI 72 L,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LLFE
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55 IGMP A X — 7 % FKR4 B I121T

#show igmp_snooping

Command: show igmp_snooping

IGMP Snooping Global State
Multicast Router Only

VLAN Name

Query Interval
Max Response Time
Robustness Value

Last Member Query Interval

: Disabled
. Disabled

: default
: 125

: 10

D2

o1

Querier State
Querier Role

Querier IP

Querier Expiry Time

State
Fast Leave

Version

Total Entries :

: Disabled
 Non—Querier
:0.0.0.0

0 secs

: Disabled

: Disabled

: 3

3.16.8 show router ports

H Y BEAL v F TRESNTNDHIL—F —KR—F2FRLET,
98 show router_ports [ < vlan <vlan_name 32> | vlanid <vidlist> > ] [<static
| dynamic | forbidden > ]
i Aa=r Fid, AA v FICBRAERESNL VD LV—F—HR - Z2FRLET,
INT A—H — <vlan_name 32> — /L —& —iR— K DEFET D VLAN 4,
vidlist> — T 5 /—%—R— ~® VID i,
static — HAYICRE SN TN DOV —F —KR— b EERRLET,
dynamic — BIFJICREINTWANL—F —R— 2R R LET,
forbidden — BAYICERTE I TS forbidden (ZIE) Vo —HF —KR— s Z2FHR
LET,
i) PR IH 7L,

KHGN— 3

1.00.01 LLF%E
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AV —F =R — P 2 FRT 1T

#ishow router_ports

Command: show router_ports

VLAN Name . default
Static Router Port :
Dynamic Router Port:

Forbidden Router Port:

Total Entries: 1

3.16.9 show igmp_snooping group

H AA v F EOBIED IGMP AX—T T )—TDar7 4 Falb— g R
LET,

AT show igmp_snooping group [ < vlan <vlan_name 32> | vlanid <vidlist> > ]

A RKa<y RIAAL v TF EOBIED IGMP AX—T T N—TDa7 4 Xz l—
varrRrALET,

INT A= — <vlan_name 32>— IGMP AX—7 7 )L —7 1A ST 5 VLAN 4,
<vidlist> — IGMP A X —F 7 N—FIE#RE BT 5 VID U R b,

i PR IE 7L,

K/ N— g 1.00.01 LARE

B EBRAED IGMP A X — 7 7 ) — 7 B+ 512X

#show igmp_snooping group

Command: show igmp_snooping group

Source/Group : NULL/239. 255. 255. 255
VLAN Name/VID : default/1

Reports o1

Member Ports 14

Router Ports : 8

Up time © 122

Expire Time : 260

Filter Mode : EXCLUDE

Total Entries 1

#
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3.16.10 show igmp_snooping host

H 1Y FEEDAR— NETIXVLAN IV — T 28k L7z IGMP AR A b & FoRr LE T,

9 show igmp_snooping host [<vlan_name <vlan_name 32> | vlanid <vidlist>
ports <portlist> | group <ipaddr>> ]

BCs] AKavy R, FFEDR— M ETIIFFED VLAN (2 7 /— T % %56k L= IGMP 7R
A MERRLET,

NG A=K — <vlan_name 32> —VLAN Z$8E L TH A MEHRAFE R L ET, VLAN E£7-013R—
R EFRE LARWAS . TR TOBERR A FRERINET,
<vlanid>— VLAN ID Z¥5& L £,
<portlist>— W—hrDY A FZ4REL THA MEHREFE R LET, VLAN £7=
FAR— FEBEELRWEES, T X TORER A MRFREINET,
{paddr> — Z/V—7"D P 7 RLAZHEL THRA MEHREF R LET,

il BRI 7L,

K N— =

1.00.01 LAR%

) IGMP A X — 7 = liiE (Fast Leave) HEREZF R4 25I1T1X

# show igmp_snooping host

Command: show igmp_snooping host

VLAN ID Group Port No IGMP Host
1 225.0.1.0 2 10.0.0.1
1 225.0.1.0 2 10.0.0.2
1 225.0.1.0 3 10.0.0.3
1 225.0.1.2 2 10.0.0.4
1 225.0.2.3 3 10.0.0.5
1 225.0.3.4 3 10.0.0.6
1 225.0.4.5 5 10.0.0.7
1 225.0.5.6 5 10.0.0.8
1 225.0.6.7 4 10.0.0.9
1 225.0.7.8 4 10.0.0. 10
1 239. 255. 255. 250 7 10.0.0.11

Total Entries : 11
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317 Voo 7o )Fr—arvav vk
3.17.1 create link_aggregation

H Y

AL FDOY T TV =g v I—TEERLET,

fi#3C

create link_aggregation group_id <value> [ type <lacp | static> ]

B!

Kawr N, BAOBIFE2T2) 0770 5= ar Z7e—7%Fk L
\i—a—o

INT A= —

value> — ZNV—7ID ZRELE T, WKRK8ETDY o T 7V r— a7
—TERETCEET, IN—TIDICL > THEITN—TZFHH LT,

type = FN—TMERT 2V o077V =2 a8 4 TERELET, A
TEBELRWGAIE, T 740 N2 A 71X Istatic) 12720 £,

lacp = AN— 7 —"7"% LACP #jilL b L CHRE L 9, LACP IZIERH Sz AR— b
TN—T BRI ATV E T, LACP YLD AR — M d, FERR E AL EITR Y
*9 (config lacp_ports MDD = &),  LACP #EHLO R — X LACP #EHLDO T X
A RNCHH T DMERDH Y T,

static—- 727 VX =y a Vi R—= I N—T% 28T 4 v 7 L LTHRELET, &
BT 4P R—=b I N—T1F, "N T I I N—TDarT7 4 Xal—ra a2k
BLIEGE., Vo7 SNTEWT A, A2 FHTRET HLENH SO T, LACP
WDOR— "I N—T L LTHEHICELETHZENTEEFAL, AT v T
g7 TN —a yEENT GG, #EOmmESETICHRE S L. TTOR
— FR[E—DHE/T 27 Ly J AFRETHDZ L MR LTI IEEN,

il B =5 T

EHET AT FOHBARAT S REFATTEET,

X N— 3 v

1.00. 01 LAR%

R T 7Y A— g S —F R ERR T AT

#create link_aggregation group_id 1

Command: create link_aggregation group_id 1

Success.

#

TEEE

(’IW&U—XF@UV?T@U?—PH>7w—7§%i@%@%%ﬁﬁ—bﬁ+
2EYFET, GM 1) —XITHLVTIE APLGM118GTSS & APLGM124GTSS M # =X 8.
ENUSNEHREBEAR— M2 LRV ET,

AN—mR—FrE, —F—R—rLarvhRR—FZ2HEELLITHEFTEA,
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3.17.2 delete link aggregation group_id

EL:] REFHDV 7T TV —va v IA—7%HIBRLET,

9 delete link_aggregation group_id <value>

B RKa<wr N, HEFHOV 2T 7V 55—y a7 v—7%HIRLET,
INT A —H — value> — Zv—7 1D #fELET,

i PR IE FEWET N DR Rawy REFITTEET,

X N— 3 v

1.00. 01 LAR%

R T 7Y A= g S A—FE2HIRT AT

#delete link_aggregation group_id 6

Command: delete link_aggregation group_id 6

Success.

3.17.3 config link_aggregation group_id

HAY

VERS DY 2 T T =g P —T 2R ELET,

3L

config link_aggregation group_id <value> < master_port <port> | ports
<portlist> | state < enable | disable > >

B!

Ko< L, D create link_aggregation 2t~ K& CTIERR S 7=
Voo 77V F—va v I —T2RELET,

8T A B

group _id <value> — ZV—7 IDZBELET, RRKS8ETOY 27T 7 VT

= a I N—TERETEET, FNA—T IDIZL > TEITN—TZHA L E

R

master_port <port> — v AXKR—  FKF, YALXZR—NIRHV I TTVG

—varyIn—70R—F R—hEGF I2LD) ZFHELES, Vo277
Vr—=2a =703 X TOR=MI, vAZR—FLRIR—-Frarr

A FXal—arr gL ET,

ports <portlist> — Yo 777V~ a TN —IZFET AR — bEIX

AN— NEPHEZFRE L £ 7,

state <enable | disable> — ¥8E SNV I T 7V F—va I N—T%
lenable] (B%h) £7-1% (disable] (ZEZH) L FE,

1l SR = T

BHETH T OB KRa~v ReFETTEET,
Voo T7 70—y g I —FITEE T E A,

KHGN— 3

1.00. 01 LAKE
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fERE: R— N DRSS I N—T . T NA—TF IDl, AXR—K1 BT N—F AL NF— | 1-4 L3t
WCEFRT DHITIT

#iconfig link_aggregation group_id 1 master_port 1 ports 1-4

Command: config link_aggregation group_id 1 master_port 1 ports 1-4

Success.
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3.17.4 config link aggregation algorithm

ELD)

Voo T7 70—y a7 ad) AAERELET,

13

config link_aggregation algorithm < mac_source | mac_destination |

mac_source_dest | ip_source | ip_destination | ip_source_dest >

GLL!

Ka~wy N, BRSBT —2 OFEFEITH L, egress N— FEZBRIRT HEE, A1 >
FICE > THRAESILD /37 v FOBNERE LET, AL, 7 KL AS—20
BRI VT RAEEH LT & & DBAHTY,

T A= H

mac_source — AA v FITIXEFEITLMAC T RL A2 F=v 7 LET,
mac_destination — AA v FILEEHXMAC T RLAEZTF v 7 LET,
mac_source_dest — AA v FIXFEILB L PERFLEMCT RLRAEF v LE
7

ip_source — AA v FITXETLIPT FL2A&2F =y 7 LET,

ip_destination — AA v FIFTEEHLIPT RV R &2TF v 7 LET,
ip_source_dest — AA v FIFIFE LB LI OEELRIP T FLAZF =y 7 LET,

il B =5 T

EHET AV FPOHARa~ s FEFITTEET,

XA/ N— 3 v

1.00. 01 LAR%

ERBEEEBLIOEE T MC DY 7 T 7V A= a7 3 ) R LEHRET HITIE

#config link_aggregation algorithm mac_source_dest

Command: config link_aggregation algorithm mac_source_dest

Success.

0 7L X LD ip_source £f-1% ip_destination MiFE. Unknown unicast.,
Broadcast, U Multicast @ 7 L—AlFA—FLxz7EahEH A,

3.17.5 show link_aggregation

H A v F EOBAEDY) T 7V F—varDar7 4 Xal—a rE2R
RLET,

[ 3 show link_aggregation [ group_id <value> | algorithm ]

B! Rawy R AL v F EOBUEDY > o 7 7V F—varpary7 4 ¥al
—YarERRLET,

IRTG A= — value> — Z—7 1D HHE LT,
algorithm — T OT7 LY ALKk THRETAV 2T 7V F— g
VERRTHIENTEET,

i) PR IE 7L,

K/ N—3 g >

1.00. 01 AR
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HHRE: 2T TV = arDary7 4 Xalb—a ryaFERTAI20F

#ishow link_aggregation

Command: show link_aggregation

Link Aggregation Algorithm = MAC-source

Group 1D
Type:
Master Port
Member Port
Active Port

Status

Total Entries :

: Static

: Disabled
Flooding Port :

3.17.6 config lacp ports

HAY

LACP #lloR— MR EL £,

15 3C

config lacp_ports <portlist> mode < active | passive >

B!

AKa< RiE, LACP R— & LTHREFEADR— MR ELET (create
link_aggregation Z&HRD = &),

INT A—H —

<portlist> — FETHAR— MEITR— M EEE LT,

mode — LACP 7R— K723 LACP il 7 L — A B BT 25008 5 MERET HE—
REBRINLET,

active — Active LACP /R— hiZ, LACP Hlffl 7 L — A DM L iX[EEITH &
DARETT, ZHAUT XY LACP #EHLDT A ATV 7 OE Exx T v =—
ML, 2= BIZS L TCHA T I v ZIZERINE T, T —T~D7R
— MBI, FITHIR EOERNR— N TNV —TDOEEELITH 12O, D
EBLWNTNNDT NA AD LACP R— F & [Active] & L TRET HHLEN
HVET, TAALRIMGLE S LAP 2V R—FLTWARLERH Y 3,
passive — [Passive] & L CER/E 4172 LACP AR — b iX. LACP filffl 7 L — A
DIMBNTEFE A, Vo7 ENER— =T BRI —2 9 U &FT
W, i EZ R I — ML, BIRICEE AT O IZIE, B0 8D b —iEh
factive] LACP R— F THHIMNENH IV £9 (EitEsROZ L),

il B =5 T

BEET HO v bOARAKRa~ REFITTEET,

X N— 3 v

1.00. 01 LAR%
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{F ] LACP AR — hE— RREZIT O I2I1X

#config lacp_ports 1-12 mode active

Command: config lacp_ports 1-12 mode active

Success.

3.17.7 show lacp_ports

ELD BIIED LACP RA— hE— RRREZFE R L E T,

[958 show lacp_ports [ <portlist)> ]

GLs Ko~ Rk, BUED LACP £— NEELZFRLET,

INT A= — {portlist> — FETDHAR— MNEIIAR— MEHEZEELET,

LACP R EAX R R LET,

il FR = T L,

Xt/ N—3 g 1.00. 01 LAFE

) LACP AR— hE— RRELXF T DI

#tshow lacp_ports 1-10

Command: show lacp_ports 1-10

Port Activity

Active
Active
Active
Active
Active
Active
Active

Active

© 0 3 O O = w N =

Active

—
(e

Active
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3.18 JL—TBsika~v U K
3.18.1 config loopdetect

H #Y

AL FNIN—TBHIEREZ R E L £,

3L

config loopdetect < recover_timer < 0 | <value 60-1000000> > | interval <value
1-32767> >

B!

ARa<r Rk, AL v F2EICV—T7FhIEFRE (LBD) ZiE L £,

INT A—H —

recover_timer — /L —MREN 2L RoTen e T = v 7 T HRMZRET D721
HEND I ANY — A =X LRMERTLRIE () o [o) [3FlfECchb, AENY
N =A== ALPEHTHDLZ 2B LET, o T, FEITES A — b
ZEE LTI F8 A, FEITEIRSE 556 1X. lconfig ports <portlist>
state disable] LT lconfig ports <portlist> state enable] I~ K& {#
MLET, BHIHZA~—DOFT 74V MEIZ60 (B) T3, ARh7e&iPHIX, 60~
1000000 T4,

interval — 7/ APN—T A X b EBHT HOICTITOa T 1 Fa b
—> g7 A M7a ha)L(CTP : Configuration Test Protocol) /34w k& K29
% Wik (1) . A hEbHiL, 1~32767 T, 7 7 4 /b MEIE 10 TT,

il B = T

EHET AU PDOHRAY S REFITTEET,

X N— g v

1. 00. 01 LAKE

G EIHZ A ~—% 0, CTP X(EMMEA 20 IR ET HI21%

#config loopdetect recover_timer O interval 20

Command: config loopdetect recover_timer 0 interval 20

Success.

3.18.2 config loopdetect ports

HH AA v FDOR— MIV—TThIEEREEZREL £7,

3 config loopdetect ports < <portlist> | all > state < enable | disable > method
< shutdown | drop >

B! AKavwy RiF, A vFOR—har7 1 Fal—ar TL—7PLERES &
ELET, enable [ZFRE L7z — ML FICHERE LT A A » FIZBWTAE LTV —
TOBRIMPENZ 2D £,

IRTGRA—H— <portlist> — M—TRIMAT —F AEFHET DR — MHZIRE L £,

all = T _XTOR— MIREZBEHLET,

state — AR— b U A MIEE SR — ML—T7Bh1EH4#ER Tenable] (%))
F721% Tdisable] (M IZLET, T 740 FTIEHEDR>TWVET,
enable — /L—7FHIEMERED A7 — % A% [enable] (A& IZREL F7,
disable — /L —"7 P ILHERED A7 — & X% [disable) (HE5h) IZFEELET,
method — /L — 7 Bh IEMBRERR TE 4 L= — MZxt LT, shutdown EifEE721% drop
BEOEL L EERLET, 7T 7 4/L ML shutdown T,

shutdown — 7R— M|Z shutdown X E & H L £9,
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Drop = A"— MZ drop 3% E & i L ¥ 9, Drop sx & TlI/L— 7RI L X7 v Mg
R rbhx1,

il R = T

BHET DT FOBRARKa~w L REFETTEET,

i A= a v

1.01. 00 LARE

LBD EhfE(%., HEBREBICHEAMN SNV —TERERIL—LEZZETHETIL—T
BREEHIBTLETS

-ver.1.00.01 £FTHLBD (&, I—TERERAIL—L% BEHEKR— FTRIE]
TEHIETIL—T#RHAMLET,

-ver.1.01.00 LAF% LBD Tl&, I—TEEHEER I L—L % BEERNKR— TR
11 32 &TIL—THAMLET,
CDI—TERERTIL—LIL, Tag VLN IZIERELTEY £ A,

(Tag R— b TH Tag I 5ESNFIEEHSINFET)

ZD1=. *AHE TEIET BIZ(E Native VLAN 22 F T 5L EAHY £,

RGN — TR IR RE 2 A NIC T D ITIF

# config loopdetect ports 1-5 state enable

Command: config loopdetect ports 1-5 state enable

Success.

3.18.3 enable loopdetect

=AY AA  FON—T B IR & E AL THNIC L E T,

ST enable loopdetect

BC]] AKa~y Rk, 24 v FO—TBIEEEE A 2@ BAL T lTenable) (AENIZLET,
7 7 4V MElx Tdisable) (f6%h) T3,

INT A —H — 2L,

i PRI EHET WO DB Ra<w L REFITTEET,

X/ N— 3 v

1.00. 01 LAR%

] L— 7By IR BERE 2 241 B TH ST D11

# enable loopdetect

Command: enable loopdetect

Success.

158/330




3.18.4 disable loopdetect

B AA s FO)—T B IHERE & 25 & B TR L £ 7,

5T disable loopdetect

G AKa<r N, A v FON—TRhIEEREZ EE R TR LES, 7741
Ml ldisable] (4%h) T4,

INT A —H — 7L,

il BRI BHET T NDOBRa~v L REFATTEET,

KHGN— 3

1.00. 01 LAKE

it A1 : 71— Z B 1L RE & S8 E B THERDIC 3 5121

# disable loopdetect

Command: disable loopdetect

3.18.5 show loopdetect

H ZA v F DHEAEDODN—TPHIEERED a7 4 F 2L —2a U EFRLET,

3 show loopdetect

BIG)] AKawy R, A v TFOL—TREEED a7 4 X2 —Ta 2R R LE
7,

INT A—H— L,

i PRI 72 0L,

Kha/N—3 g v

1.00.01 LLFE

G L — BRI RED 2> 7 4 X2 L — 3 Y EFERT BT

#ishow loopdetect

Command: show loopdetect

Loopdetect Global Settings

Loopdetect Status : Enabled
Loopdetect Interval : 20

Recover Time
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3.18.6 show loopdetect ports

HA AL v FOR—FZEIV—TIRED a7 4 X2 b —va v BFRRLET,

L show loopdetect ports < <portlist> | all >

B! Kazr FiE, 24 vy FOR—FZTLDOBIEDON—TPjIEEREDO = 7 4 F a2 L—
AL ERT—HAERRLET,

INT A—=H— <portlist> — RET HAR— MMz E L £
all = Y AT LDOFT_NTOR— MEeRETLHEE. Tall] OT A —=F—%H
LT,

IS =] 72 L,

X N— 3 v

1.00. 01 LAR%

RGN AR— Tk 1~9 O)L—TFhIEED a7 4 X a L— g U E2FrRT AT

#ishow loopdetect ports 1-9

Command: show loopdetect ports 1-9

Port Loopdetect State  Method Loop Status
1 Disabled Shutdown  Normal
2 Disabled Shutdown  Normal
3 Disabled Shutdown  Normal
4 Disabled Shutdown  Normal
5 Disabled Shutdown  Normal
6 Disabled Shutdown  Normal
7 Disabled Shutdown  Normal
8 Disabled Shutdown  Normal
9 Disabled Shutdown  Normal
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3.19 MACR—XVLANO< > k

3.19.1 create mac_based_vlan

H AZBT 47 MAC_R—ZAVLAN = b U —%Efk L ¥,

XL create mac_based_vlan mac_address <macaddr> vlan <vlan_name 32>

EiE! Ka<wr Rix, 2AZT 47 MAC_X—ZVLAN = U —Z{ERk L £,
ABT 47 MAC_X—AVLAN =2 h U =R —HF— Tk L TERSND &, 2D
22— =D N T T 4 v ZIEZOR— hTEET D PVID TR FEE L
VLAN D R T, EfTEShEzT,
ABT 47 MAC_X—AVLAN = R U —ZxF LTt R — F &b k= b
U—lZ7a— VURARGH Y £97,

INT A —H— mac — MAC 7 R L A,
vlan — MAC 7 R L R kAT &5 VLAN,

il PR =1 BHET WY bOHRARa~w s RERTTEET,

S/ N— g

1.00.01 LIfE

55 5] i MAC X— 2 VLAN m—H )L R Y —Z B3 5 121%

# create mac_based_vlan mac_address 00-40-66-00-00-01 vlan default
Command: create mac_based_vlan mac_address 00-40-66-00-00-01 vlan default

Success.

3.19.2 delete mac_based_vlan

HE 2B T 47 MAC_X—Z VLAN = h U —ZHIER L £,

3L delete mac_based_vlan [ mac_address <macaddr> vlan <vlan_name 32> ]

B Kavwy NI, 7—F_X=2= M) —ZHIFRLE T, MACT KL Z2I LU VLAN
ZREELRWEE, A= MIHIST SNIZAZT 4 v 720 B ) —OF TR
HIbR S E TS

INT A —H— mac — MAC 7 R L A,
vlan = MAC 7 K L ZZxHEATHT S35 VLAN,

il B 5 7 EHET DY bOHRKa~ s REETTEET,

S/ N— g v

1. 00. 01 LI

fERE]: A2 ¢ > 27 MAC ~X— & VLAN = > [ U — % B3 521X

# delete mac_based_vlan mac_address 00-40-66-00-00-01 vlan default
Command: delete mac_based vlan mac_address 00-40-66-00-00-01 vlan default

Success.
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3.19.3 show mac_based vlan

H i ALT 47 MACRXR—AVLAN = b —%2F R LET,
5L show mac_based_vlan [ mac <macaddr> | vlan <vlan_name 32> ]
B AKa<r Rix, AZT 427 MACR—AVLANT > h U —ZFRLET,
INT A—H— mac - XART AT RY—DMACT FL A,
vlan - -3 Hx=2 h U —D VLAN,
i P54 I 72 L,
K N— g v 1. 00. 01 LAR%

{FFAE]: MAC X— & VLAN =2 b U —%Fpx73 3120%

# show mac_based_vlan

Command: show mac_based_vlan

MAC Address VLAN Status Type

00-80-e0-14-a7-57 200 Active Static
00-80-¢c2-33—-¢c3-45 300 Inactive Static
00-80-¢c2-33-¢c3-45 400 Active 802. 1X

Total Entries: 3
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3.20 MLDAX—ZFa<w > K
3.20.1 config mld_snooping

EED AA v FITMD ARXR—T R ELET,

5T config mld_snooping < vlan <vlan_name 32> | vlanid <vidlist> | all >
< state <enable | disable> | fast_done < enable | disable > >

BLL! AKavr FiE, AA v FICMD AX—TZRELET,

INTA—=H — <vlan_name 32> - FXET 5 MLD A X—7|Z%}9 % VLAN 4,
(vidlist> - BRE I45 VID O#LFH,
all- A4 v FOTXTDOVLAN ZHELET,
state — B L7 VLAN O MLD A X — 7 BEhE% [enable| (5%h) £7z1% disable]
(HMIZLET,
fast_done — MLD A X—7 Fast done #fE% [enable] (%)) F7213% ldisable]
(2 I LET, ZOMREL Tenable] (F%h) 12725 & AL /7NEMD OFE
TAYE=URVATLAIZEIND ETITITN—=TN0IRIT 52 &8 T
EENE

il FR = IH EHET AV FOARKAaA~x s FEFETTEET,

X N— g v

1.00.01 LARE

ERBIMLD A X =T DAT— R E{NI L TT 7 4/b hD VLAN IZRRET HITIE

#iconfig mld_snooping vlan default state enable

Command: config mld_snooping vlan default state enable

Success.

3.20.2 config mld_snooping querier

H Y MLD AX—=F 72V T4 ~—LBMHERELET,

[958 config mld_snooping querier < vlan <vlan_name 32> | vlanid <vidlist)> |
all > < query_interval <sec 1-65535> | max_response_time <sec 1-25> |
robustness_variable <value 1-255> | last_listener_query_interval <sec
1-25> >

G ARa~r FiE, — kg7 2V EEORE ) ( VAT —=roD b R— &
ﬁoﬂfﬂ%ﬁsﬁ M) Z#FHE L, MLD A X =72 Lo TIRFES D /3 7 v b DK
PR LET,

INTA—=H — <vlan_name 32> - FXET 5 MLD A X—7|Z%}9 % VLAN 4,

<vidlist>= VID ® U R I,

all- AL v FOFTXTOVLAN ZZELET,

query_interval - —fi¥f)7e s = U T EHEMREMHEMTRHRELET, T 7+
Jv MBI 125 BT,

max_reponse_time - U AF =5 D LR — ks EBFFOR KR (B), 77 4V
MiEiE 10 BT,
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INTA—=H—

robustness_variable - PR INDH 7Ry N EDOTy hOBKIZIE LT
Z OB AR L £9, Robustness Variable (BXEMZE%E) OfEIZLL T O
MLD A vt —VMRAFET 258 S ET,

Group listener interval-~/LF F ¥ X hL—F =Ry NU—27 LD T —
TNZA AP BT 2 E ToORM, RBROFHEIZLLTO#EY T,
(B x 7 VR + (1 x 7= VRERR) .

Other querier present interval-</LFFx¥ A N—FX—NRNI/ VT ThHsb
LD~ FF v A hL—F =720 E T 5 £ TOREH, MRBOFHREIZLLT
DB TY,  (BREEEH x 7 URR) + (0.5 x 7= VISEMR .

Last listener query count—/L—% —MN 7 )L —TF NI —A /L) AF—iR3W7g
WERRTHICEE SN N—T2E G R = V¥, 77 4/ M
Robustness Variable (BRZEVEZSH) DfE T,

F 7 )L M2 LY robustness variable (BRZEMEEOIT 2] ITHREINT
WET, Y7 Ry FOAT y MEERELS 25 ETRTL5EICE. ZoEx
R LET,

last_listener_query_interval — Done—group A v —I~DnZ& L L CEE
L7 A v EB—2%E e group—specific query X v —U M ORKR KRR, 20
ffRzmE< LT, v—% =0T A KT N—7 1Y 25— RO R 2 X
"D ENTEET,

il o = T

FEHET WO DR Raw Ly REFITTEET,

KHGN— g

1.00.01 LLF%E

ERF: 7 =V R E 126 7, IREZ AL TMD AX—7 27 U 7T AR TET HI2IX

#config mld_snooping querier vlan default query_interval 125

Command: config mld_snooping querier vlan default query_interval 125 state enable

Success.

3.20.3 config mld_snooping mrouter_ports

B AR—hreL—F—AKR—FL LTHELET,

9 config mld_snooping mrouter_ports <vlan_name 32> < add | delete >
<{portlist>

B! Ka<wr R, VT X v A M R—TND)—F —|ZHkiT 5 AR — A%
BELET, UL, 7'm ha voREIC»»D L TIEELE L TL—F =N
FoT_RTONRT v e~V F X ¥ A M F—TNDN—F—ZEET D K
INIRELET,

INT A= B — <vlan_name 32> - b—#& —RK— hMFEFET B VLAN 4,
<add | delete> — JL—% —AHR— M ZBIMEZITHIBRL T,
{portlist> - ET HH— hHFHEZFHEELET,

Tl PR 18 BHETh U bOIRKRa~w REFATTEET,

X N— 3

1.00. 01 LAR%
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RG] — 2 —FR— N2 1~10 OF— NGHA R ET 12T

# config mld_snooping mrouter_ports default add 1-10

Command: config mld_snooping mrouter_ports default add 1-10

Success.

3.20.4 config mld_snooping mrouter_ports_forbidden

ELD R— b % forbidden ($£1F) L—HX—F— b LTHRELET,

AT config mld_snooping mrouter_ports_forbidden <vlan_name 32> < add |
delete > <portlist>

A AKa<wy Rix, vV FFx A M R—T NN —F — T8 L72AR— M
RRELET, ik, BiEAL—F—F— b B3V—T 4 Iy RS
LAWK SICLET,

INT A —H— <{vlan_name 32> - () —H —R— NITEET D VLAN 4,
<add | delete> - ZEIE—& —R— M ZBIMEITHIBRLET,
<portlist> - RETHH— MHEZEELE7,

il BRI EHET I bOBhRKav s RERITTEET,

S N— g v 1.00. 01 LAFE

i R 2R L — 2 — R — R 1~10 OR— NEFHAZBRET HI21E

#iconfig mld_snooping mrouter_ports_forbidden default add 1-10

Command: config mld_snooping mrouter_ports_forbidden default add 1-10

Success.

3.20.5 enable mld_snooping

H i AA v FDOMD AX—TZHIMZLET,

L enable mld_snooping

Bz Aa<wr Rit, AL v FOMD AX—TZHMNLET,
INTG A—H— 7L,

i) PR IE BEET N NDRARaw REFETTEXET,

PN YA S I 1.00. 01 LAR%
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FERE: A A~ FOMD AX—FZ2 BT BT

# enable mld_snooping

Command: enable mld_snooping

Success.

3.20.6 disable mld_snooping

H i1 AA v FDMD ARX—F T LET,

L disable mld_snooping

it Aa<wr Rix, A4 v FOMD AX—THEHLET, MD AX— %
IMZTHE, T7AHNMIEVTTOMD & IPv6 vV FFv A RFT 7 o
I INAAL »FNTT7T7 v RLET,

INT A—H— 7L,

i PR IE EFEWET WO DR Rawy REFITTEET,

X N— 3 v

1.00. 01 LAR%

R A A > F O MLD A X — 7 Z 8T 5I121T

# disable mld_snooping

Command: disable mld_snooping

Success.

3.20.7 show mld_snooping

H i AA v F EOBHEDOMD AX—F a7 4 Fal—rvaraFrLET,

98 show mld_snooping [ vlan <vlan_name 32> | vlanid <vidlist> ]

A Ka<wr Fid, A4 v FOBREDMD AX—FZAar 7 4 Xalb—a a2
~LET,

INTA—H— <vlan_name 32> — MLD AX—7"a> 7 4 ¥alb—a %5 T25 VLAN 4,
<vidlist> = VID DU X K,
RT A—=H—ZELRWEE, VAT AETRTOMD A X—7DHMED =
Y74 X2l —varBFRRLET,

il BRI 72 L,

X N— 3 v

1.00. 01 LAR%
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fEFABIMLD A X — 7% Ford B IIE

# show mld_snooping

Command: show mld_snooping

MLD Snooping Global State . Enabled
VLAN Name : default
Query Interval © 125

Max Response Time : 10
Robustness Value D2

Last Listener Query Interval : 1
Querier Router Behavior : Non—Querier
State : Disabled
Fast Done : Disabled
Receive Query Count 0

Total Entries:

3.20.8 show mld_snooping group

HA 2L o F EOBIEDOMD AX—F I N—TFar7 4 Fal—ia&2Fznrl
E

98 show mld_snooping group [ vlan <vlan_name 32> | vlanid <vidlist> ]

BIG)] AKa< RiE, A v FOBREDOMD AX—F a7 4 Fal— g 2FoR
LET,

INT RA—=H— {vlan_name 32>— MLD AX—7 7 )N—72a 7 4 FXal—a NERESMH
9% VLAN 4,
<vidlist> = MLD AX—F 7 —F a7 4 Falb—a UFEREBRT S
VID,
NI A=H—=ZELRWES, VAT AT T_XTOMD FV—T AR —F =
V74X 2= arEFRRLET,

il PR 1A 2L,

R N— g v 1.00.01 LARE
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fEFMLD A X — 7 2 FKRxT BI21T

#show mld_snooping group

Command: show mld_snooping group

Source/Group
VLAN Name/VID
Port Member
Mode

Source/Group
VLAN Name/VID
Port Member
Mode

Source/Group
VLAN Name/VID
Port Member
Mode

2000::100:10:10:5/FFOE::100:0:0:20
default/1

1-2

INCLUDE

2000::100:10:10:5/FF0E: :100:0:0:20
default/1

3

EXCLUDE

NULL/FFOE: :100:0:0:21
default/1

4-5

EXCLUDE

3.20.9 show mld_snooping mrouter ports

HAY

BAEAAL v F THRESNTWNWHIL—F —R— E2ForLET,

15 3C

show m1d_snooping mrouter_ports [ vlan <vlan_name 32> | vlanid <vidlist> ]

[ static | dynamic | forbidden ]

B!

AKaxr FiE, AA v FICBHERESN TV L—F—F— FE2RRLET,

INT A—H —

{vlan_name 32> — [FHAEFZRTH/L—X —R— NIFLET S VLAN 4,
vidlist> — fF#MEZRRT DRIEWH H/V— 2 —O VID #ilH,

static —FFIIICRESN TNDH L —F —KR— 2R R LET,

dynamic — BIICERESIN TWAIL—F —KR— 2R LET,

forbidden — BAYICERTE I N TS forbidden (ZEIE) LV —F —R— s Z2FK R
L%,

T A=B—ERELBRWGE, VAT KEAS v FICBERES N TNDT
RXTON—F—R— R RLET,

il o = T

78 Lo

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LLFE
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AV —F =R — P 2 FRT 1T

# show mld_snooping mrouter_ports

Command: show mld_snooping mrouter_ports

VLAN Name . default
Static Router Port : 1-10
Dynamic Router Port

Forbidden Router Port

VLAN Name : vlan2
Static Router Port

Dynamic Router Port

Forbidden Router Port

Total Entries : 2
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3.21 RIFTIARNR=ZVGy)—Taka)l MSTP) a<w > K
ARAAL v FIE3FEONR—V g v DRANR= 7Y Y —7 1 bz (802. 1D STP, 802. 1w Rapid STP,
802.1s MSTP) ZH# KR —FLTWET, ~AFFAARN_A= Y —F o kab (MSTP) I [EEE £E
2LV ER SN AEREHIE C DO VLANE 1 DOANR=Z TV ) —f VAR VR BT L,
X U= PIZEBORKEERMELET, #-oT, ZRHDOMTIP a2y 7 4 X2l —va it bhT 7
4 I a— RONRT L T EIFN, B—D AR T — A VAR AEENRAE LB AT
b, ROV CREBLE B2 NE T A ENTEET, ZNICKkY, BEEISBELEA LV AZ Y
AR OSTH LW AR Y —2FRPWNKHLET, ZNUHVIANHOZ L—AZ, ZhHD 32D A
W=7 —=7nm kajb (STP, RSTP, MSTP) OWFiuna i L, FH MU A S iz
Yy VERBBLTURSINET, A7m ha/LTCliL, BPDU (Bridge Protocol Data Unit) /37w RiZ
B ITTEIT, ZAET DT HNA AN, AR TV AV ARZ VA AR Y ) ——V g
V. BEOEAGIZHHEDT ONIZVIAN Z KR TE L L HICLTWET, TUHDA U AHX U AX
Instance_ID T L » THrMH S E 9, MSTP Tidk, 5D A= 7" J —% CIST (Common and Internal
Spanning Tree) TH#Hifi L4, CISTIZHEAIICHKAMSTP U — 3 v & F0RKEMAZIREL, 1 OD
ZR= TV ) —Z ST 5 1 DA T ) v DL IITRENTES, FDw, 85 VIAN &
HOYBToNZT7b—AF, Xy FU—27 LOFEBRICRESNTZY —Y a VHO R LT — X R
i@ £,
Xy FU—=27 EOMSTP ZEH L TWD AL v F X LLTFTD 3 ODREMEEFF> 1 DO MSTP 27 4 F
2b—varERLET,
(1) 32 XFF CO¥ARBTCERINZTa 7 4 ¥ 21— a3 4] (Teonfig stpmst_config_id)
<2 R TCO name <string>& L CiKEF).
2) Tarrz4Falb—var)evar&e] (Trevision level| & L TRETEHE,
(3) 4094 D=L A > v —T L ( [VID range] & L CEREFHM).
(4) AA v F NP R— T2 4094 £ TDOVLAN & A LV AZ AL DRIGSIT T,

AA v FTNSTP HREZFIH T D72 012iE, U FOFIEEETLET,
AA v FIZMSTP FHEZITVET ( Tconfig stp version] 2~ K) |
MSTP A VA Z v AU AR T )V —TF T A F VT 4 X ELET ( Tconfig stp priority]
a<w 2 R)
A9 5 VLAN % MSTP Instance ID (ZiBIIT DM E 23 H D £3 (config stp instance_id 2~ K) |

3.21.1 enable stp

H 1Y AA 9 FDANR= Y ) —TFa halzE s a— )L THEICLET,

5L enable stp

i RKa<wy Rt A v TFOANR= 7Y ) —TFa harrksa— )L TH
iz LET,

INT A —H— 7L,

i) PR IE BHET Y NOHRRa~w L REF{TTEET,

KHGENR— g 1.00.01 LARE

170/330




R AL »FDOANR= 7Y ) —Ta ba)z 7 a— L THIICT 5120

#enable stp

Command: enable stp

Success.

3.21.2 disable stp

H 1Y AA v FDANR= Y ) —F 1 b3k a— L TESICLET,

L disable stp

B! AKa<r Rt A, v FORR= 7Y ) —TF v harwy/a— YLk
M LET,

IRT A= — 2L,

it PR IH BHETH T NOHRRav REFITTEET,

KEN—V g

1.00.01 LLF%E

R AL v FDOANR= 7Y ) —7 1 b a)LaEEHCT HI0E

#idisable stp

Command: disable stp

Success.

3.21.3 config stp version

H AL TFDAN=Z V) —TFa halOA—Vg o7 a— U CERELE
ED

138 config stp version < mstp | rstp | stp >

B ARa<r R, AL v FIHARAEND AR TV ) —OR—T 3 Va3 L
EX

INT A=K — mstp— ANT A =L —Z@IRT L, A v FDOINVFTNAN= 7Y ) —F
a2 k=L (MSTP) & 7 v — 7 S)VICRRE L E 3,
rstp— RNRTA—F—%2BINTHE, AL v T DTy RANR= TV ) —Tn
k=L (RSTP) % 7' 0 — 7 VCRRE L £ T,
stp = RRT A= —%ERTHELE, AL T OANR= 7Y ) —Tnr hajin
(STP) % 7 0 — )L IR E L E£77,

il BRI BHET T NDORRa~y REFITTEET,

KHGN— 3

1.00. 01 LAKE
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R AL v F o~V F T NANR= 7Y ) =7 k) MSTP) HIic 7 a— UcREd 512l

#config stp version mstp

Command: config stp version mstp

Success.

3.21.4 config stp

EL:)

AA »FIZ STP, RSTP, BLOMSTP #f&E L £7,

3L

config stp [maxage <value 6-40> | maxhops <value 6-40> | hellotime <value
1-2> | forwarddelay <value 4-30> | txholdcount <value 1-10> | fbpdu <enable
| disable> ] (1)

B!

RKa< R, AA v TFRIRICAR= 7Y ) —7a baj)b (STP) 2R ELE
T, STP A=V a VHIZEITSNDU FOTRXThOa~vy R, BIEAL vFIZ
REESHTWET,

INTA—=H—

maxage <value 6-40> — AMEITHWMEHRN R Y NU—27IZHDHILE/NNA & KEIZ
TEER L. BT LWADREROBEELZY T 202 <TEDICHFELET, L—h
TV oDkt y hENDZDOfEIX. A A v TF LD Bridged LAN (7'V v
THABR ST LAN) NOT A ARFFS TNWDHAN= 7Y ) —ar 7 4%
2 =g VEDRTEL TRV ZHERT 57D DE T, AEARE L7z
RRIZV— R 7 U w0 B0 BPDU N7 » RIREZE ST RITIUE, AA v TFIiX
HCBPDU X7y hEEE L A— T Y v IR0 a2Gr 2 LET, =
DR TAAL v FOT Y v VHIE TN —F/ NS T, A v FiZr—r7Y
DIV ET, 6~40 o TR ARINTE £, 7740 MEIX 20
T,
maxhops <value 6-40> — AA v F &5 L7= BPDU (bridge protocol data unit)
SNy RBEESNDAHIOAR=2 7Y U —#HNOT A AR OFR v 7%
RELET, ERICEETLIET, EAAS v FIX 1 DT ORY T IV M &
WOHLTWEET, AA vTFIL, TOHEBPDU X7 v FEEFEL, R— MCRF
LTCWEIHEREZMIRLET, Ry TH 7o MI6~40 THELET, FT74/0
ML 120) T,
hellotime <value 1-2> — L — T NS R ZL DT 4 Fal—TaAvtk
—VORGEHRERTE L, AL v TFRELHEL WD ZEE2MLEET, 1~
2ROMORHZBR L E T, 7 7 4/ MEX, 2 BT,
forwarddelay <value 4-30> — JREEZZ T LRI — b T A AT D5
KEEF (F),  4~30 BO#iH CRifZBINTE £, T 74V MEX 15T
7
txholdcount <value 1-10> — Mg Z & 12EE S5 BPDU Hello 84 h DK
¥, T 74V MHEIX6TT,
fbpdu <enable | disable> — STP Z#E%hiz 9% &, STP BPDU /347 v hMtiod %
Y NI = TR ZAPHEESNET, 7 74/ MEE Tenable] T,

il B =5 T

EHET AV FOHARa~ s FEFITTEET,

K/ N—2 9

1.00. 01 LAR%
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i ] :Maxage % 18. Maxhops % 1512 LT STP Z#R/ET AT

#config stp maxage 18 maxhops 15

Command: config stp maxage 18 maxhops 15

Success.

FEREE

0 TILFTILARN=ZGY)—Ta ka)b WSTP) Tlk, RR=Z TV 1 —mKR—+
CEICERESNDT=O. MSTP 2FERT HX 4 v FIZIX Tconfigure stp ports] O
IURZEEALT Thellotimel] Z#RETHALELAHY F9,

3.21.5 config stp ports

ELD R— KLU TSP 2% E LET,

AT config stp ports <portlist> < externalCost < auto | <value 1-200000000> > |
hellotime <value 1-2> | migrate < yes | no > | edge < true | false | auto >
| restricted_role < true | false > | restricted_ten < true | false > | p2p
< true | false | auto > | state < enable | disable > | fbpdu < enable | disable
>

B RKa<wr R, A— 7 A—7Zk L TSTP ZEREB L ORE L ET,

INT A=Y — <portlist> — RET HAR— MM ZIEE L £,

externalCost — fEEL72A— KU XA MIxfL, N7y ORI ND I A Mg
EFT AN w7 E2ERLET, FA—FaX NI, BEBOICRETDINA MY v 7
EEHRETEET, T 74/ ML Tauto (HE) | TI,

auto = ANTFA—H—%RETHE, VA NMUFE LA — M LT, i
TRy MREA Y — R&2 HEJIJIZEEE LE T, Default port cost: 100Mbps
port = 200000. Gigabit port = 20000.

<value 1-200000000> — 1~200000000 O TEEZEFR L, IMBa A M ZREL
T, MSVWHTFTEEETDHE, Ty MEER— M E L TRIHSNDMEN L
N0 ET,

hellotime <value 1-2> — FEEAR— b2 Bridged 7'V v I L VG SIS LAN
FEoOT ARy T 4 XFal—varAye—VERET LM, 0k
WCLTAAL v TFNELEHEL TWDLZ 2L ET, 1~2 WO TR 48
WTexEF, 7740 MaZ2HTT,

migrate <yes | no> - [Yes] ZET 5 &, STP REICHT H1E@REY 7 =& b
TAHMDT Y v DIZBPDU X7y R ER— EREETHIHEICKELET, AA v
FINRSTP IZFRE SN D &, AR— ML 802. 1D STP 7% 802. 1w RSTP £ TBATT 5 2
EMNTEET, AL v TFHMSTIPIZRESND & AA— ME 802. 1D STP 225 802. 1s
MSTP £ CTHBATT 52 EMNMTE&FEJ, RSTP & MSTP (FHEHED STP & HAFTE £33,
RSTP & MSTP DFI|51%802. 1D % v b 7 — 2 78 802. 1w £7-1% 802. 1s WAHZ 2%~ b
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U— 8T DR — b ETIXERINEEA, BT AL FOTRTELIT—H
IZBUNT 802, 1w RSTP £7-12802. Is 27 v 7/ L— Ru[fEr Ry NV — 7 A5 —
arvERITEISA L MIER LA — N TIEIANRT A—F—% [Yes] & LET,

edge <true | false | auto> - trueld, BRKA—Fr2T v PR—FELTHEL
F9, oL, M Y—0ZERICLo TL—TREDOEENELDLE, =
VAR MIZy VKRR LTOBKERNET, = v UR— MIEH BPDU 2~
v MEZITRY FHA, L, BPDUANTy ERZEINDLE, TOFR— NIz
VR— hOBERELNET, false (X, TOR— MIZ v IVR— FOBERBRNT
EERLTNET,

p2p <true | false | auto> — true |%, JWIRAK—FZ PP RK—hF L LTHRELET,
P2P AR— MI= v VR — F EEITWETA, P2P AR— MIL EHE— R TOLENME
THRTERY EF, RSP OFEEL LT, = v UR— ML, P2P A— Mdafik
W7 T —F 4 TIRBEBITEB LEJ, P2P OfED false DAL, T DHR— MZ
P2P AR — b DEAEN RN L Z R L TWET, AutolZT D&, A— MMIWNDOTH
ATREZRREIC ( Ttrue) ZFEE L7cHREE FIERIZ) P2PAR— M & LTEMEL 5, A—
FNOBEKER IR FIZIE ECEE— RERE IR’ EY) | AEIIC Ifalse]
ERRE LTREEFRRRIZR D £9, AT A—2—DF 7 4 /L ML, Tauto] T,

state <enable | disable> — R— h U A MZFEEENTZR— M STP % lenable]
(B%h) £721% Tdisable) (HEZ)IZLEF, 7 74/L ML lenable] T,

restricted role — b— FAR— FE LTBBIRTAINE I DEZIRELEST., T 74
Jb MBI Tfalsel (f4) T,

restricted_ten — ZDOR— MR MRV —DOLBLERET H0EINERELE
9, T 7V MA lfalsel ({&) T1,

fbpdu <enable | disable> — A#hZT 5 &, STP BHEE L7=A— b TEHIZ/ -
TWDHEEITSTP BPDU N7y RO Ry MU —2 TS, ANBEESNE T,

Z—P—NHR— KT LIZBPDU /T v FDEREEZFH I LT2WGE, BVICIRO
ERANCTHISENRHY 9, 1. STP 227 0 — LB T 0ERH Y £
9, 2. BPDU D% 7 v — )L CHNCT HHLE NSV £, 7 u—sL STP
S+ 5121%, [disable stp) a~> R&EMHALET, [fbpdu) %27 m—s3L
AT 5120%, Tconfigstp) 2~ REEH L £, 7 7 /b MElL [enable]
(Bzh) T9,

1l SR = T

BHETH T bOIHKRa~v REFEITTEET,

KIEA—=T 3

1.00. 01 LAR%

FIEER

o stp E— RIZB W TIL edge DIEZE true IZHE L THILEEL EH A
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{3 5 :Path cost auto,
BRET HITIE

hellotime 2 ), migration enable, 7"— k 1~2 @ state enable T STP %

ficonfig stp ports 1-2 externalCost auto hellotime 2 migrate yes state enable

Command: config stp ports 1-2 externalCost auto hellotime 2 migrate yes state enable

3.21.6 create stp instance_id

H Y MSTP {2 STP A A & > A 1D Z1ER% L £,

[ 3 create stp instance_id <value 1-4>

B! AKa<wy Rk, ~VvF I VA= 7Y ) —7a kb (MSTP) @ STP A
YABUAID BERLET, AL v FIILE DA AL R (1 20F
CIST CTARTEXEHA, ) DOV, 4fHOA A% A 1D ZEKT 5 2
ENTEET,

INT A — B — value 1-4> — AA v FIZSTP A VAKX LV AZIRET D720 1~4 O#
PHONOFRE L ET,

il BRI BWHET O hOHRAKRa~ L REFTTEET,

X N— 3 v

1.00.01 LAR%

ERG): A= T Y= VAR R 2 BERT DI

ficreate stp instance_id 2

Command: create stp instance_id 2

Success.

3.21.7 config stp instance_id

EL:b)

STP A v A& A ID ZiBINE7ZIFHIBR L £9,

3L

config stp instance_id <value 1-4> < add_vlan | remove_vlan > <vidlist>

B!

Ka<r Nix., AA vFIZ linstance id] ZV1ERk+ 5= Lick->T, VID
(VLANID) ZFREHFRHD STP A Y AL LA~y T LET, STPAUAX R
IZFECMSTP 2> 7 f a2 b— g VEFOEBA LV A—% > TWnET, x*
v NU—Z\Z8F D, STP &®PHOEIITHIRIZH 0 FHAN, K&, KK
S5MEDSTP A AKX A (1 DIFEFETERNT 74/ b= b —) 2K
— FLTWET, VIDIZ—JEIZ 1 ODSTP A V' AFZ L RZETFTET S 2 &N
TxES.

INT A—H —

<value 1-4> — AA v F|T instance_id ZFHET D 72DIZ 1~4 OFFHI S 5
ELET, AAvFIFT 0] ELTHRESNTVOERTERNT 74 /L
VX&VXHH@%§@5@®SW“I%%f%Iwaiﬁ

add_vlan - vid_range <vidlist>/XT A —& —L+ Lz BREFAHD
STPinstance_id {Z VID Z3B ML £ 97,
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INTA—=H—

remove_vlan — vid_range <vidlist>/3XT A —# — LIz REFHD
STPinstance_id 2> VID ZHIFR L £,

<vidlistd) —AA v FITRREF D VLAN O /6 VID OFPHEZHEE L E T, 1D
BT h 1~4094 OFPHTAA v FDOVID ZH KR —FLET,

il o = T

FHET WO OB AR~ REeFETTEET,

KHGN— 3

1.00. 01 LAKE

ERF: A o AZ A ID 2 Z5%E L CVID 10 ZBINT 5121

#config stp instance_id 2 add_vlan 10

Command: config stp instance_id 2 add_vlan 10

Success.

ERE: A A% A ID 2036 VID 10 214 5121

#config stp instance_id 2 remove_vlan 10

Command: config stp instance_id 2 remove_vlan 10

Success.

EIEER

0 B L STP instance_id 2% DE L STP &@EIZHZ R A v FATy T&h, RLa>
TJ4XalL—a3>Drevision_level BB ER L name (&) ZHEOUHEHLHY

353_0

3.21.8 delete stp instance_id

HY AA v F NG STP A A HZ 2 1D ZHIBRLET,

98 delete stp instance_id <value 1-4>

B Kavwr Fix, A vy FNRLEREFRHD STP A AL o Z 1D ZHIR L £
D

INT A=K — value 14> — ZAA v FIWZANR=Z L TV ) —A VAR L AERIRETHT-D
2 1~4 OFPHNLIRELE T,

i P54 I FEBMET WU NDOIHRRa<vy REFITTEET,

;(ATJ‘:E,\/R\_‘:/\\ a

1.00.01 LLF%E
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ERE]: A A > F S STP A A% A 1D 2 #HIET 5121%

#idelete stp instance_id 2

Command: delete stp instance_id 2

Success.

3.21.9 config stp priority

EL:b)

STPA VAR AL T 4 Fal—aZEHFTLET,

1% 3C

config stp priority <value 0-61440> instance_id <value 0-4>

Gk

RKa<w N, AAYTFDSTPA LV AX L ALy T 4 Fal—a  REL
BHLET, MSTPIE, v— b7V v b— hAR— b, FEER— F DR
(R 2R L g3, STP flklc @ W MBEEZEIV Y THZ Licky, A
A FNHZE Ny R E L TERIR LT instance_id (TR 5 2 £77,
B O EMMENE L, BREEITE 8D £9,

INT A= —

priority <value 0-61440> — 0~61440 OfEA BRIV L. #5347 v MR L
THESNTA VA A IDICEEEARE LET, HFNMERVITE, B
Fixm< 2 £, 2oz U —i34096 DK ETHLERH Y £7,
instance_id <value 0-4> — BXEHFHDA L AL A ID KT HEILED
BEANLET, 0D L AZ LA IDIE, AL v FICHNERESNTZT 7 &
J k@ instance_id (CIST) THBHZ L ZRLET,

il o = T

EHET AV FOARKa~x s FEETTEET,

K/ N— g

1.00. 01 LLFE

fE ] Instance_id 2 (X3 28 JEEEAEIZ 4096 23 ET HI2I

#iconfig stp priority 4096 instance_id 2

Command: config stp priority 4096 instance_id 2

Success.
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3.21.10 config stp mst config id

H#Y

MSTP 22y 7 4 X2 Lb—ar IDEEHFLET,

13

config stp mst_config id < revision_level <int 0-65535> | name
{string> >

B!

AKa< Rix, A v FIZBIEFRESNTWAMSTP 27 4 Fab—
a v E—BIGRRILET, AN IR ERIEL. TdET 5 MSTP
HPFHOFEB]F & LU TBPDU X7 MZIFFELE T, [FIU revision_level
EXHTERFOAAL v F X, RCMSTP#HO —HTH D & R EsNnET,

8T A

revision_level <int 0-65535> — 0~65535 DfEi& AJ) L. MSTP fE#k % ik
BILET, ZOMEITARTE T, A A v FITEEE L7 MSTP el 2 551 L
£9, 77V MEIZ T0) TT,

name <{string> — 32 XFLLND YA FHTF-OXFHNEATI LT, AL v
FOMSTP 2 —BIC#AI L £, 2D name (%) (T revision_level
Df. & Hlz, AL » FITERE L7= MSTP fEIk 255! L £ 9, name (£ Ai) 23
ANSNRNE T T4V FIET A ADVNAC T RLRIZR Y £,

ihill PR =

EHET AV FOARRKAa~x s FEFETTEET,

X N— g v

1.00. 01 LARE

ik F 1 -

JEYar L% 10120, 4Hi% THCL) [ L TAA v IO MSTP fEIk 2 2 ET A I121%

#config stp mst_config id revision_level 10 name HCL

Command: config stp mst_config id revision_level 10 name HCL

Success.
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3.21.11 config stp mst_ports

H Y

MSTP A V' AKX LV ADFE—Far 7 4 Xal—arrbEHLET,

3L

config stp mst_ports <portlist> instance_id <value 0-4> < internalCost <
auto | <value 1-200000000> > | priority <value 0-240> >

B!

Ko< KX, STP instance_id DA R—har 7 4 X2l —a U ZHEHFLE
T, —T AT D L MSTP HEFEII AR — FOBRELZFEHALC, 74V —F
(4 U TIREICBE I, VX —T 2— A ER L ET, HAICHBEITLH-
DIGERT DA L H—T = — AITEVVEIE LG L Ed, EREARE T A
VAL ATIE, MSTP BB 1T f/ ND R — FEEE 7+ U —F 4 ZIRFBIC L,
oA H =T x—R%ETry 7 LET, KRELEEHENERE T Y FOTeD
2. KFOEWEBRELZERT 52 LIZTERESIEIN,

T A= H

portlist) — RET HHR— MEFITFR— MEFHAZFTEEL £

instance_id <value 0-4> — A A v FITHKEFEHAD instance_id Zf5ETH7-
WIZ 0~4 OFHNOEMEZ A LET, 00T Y —[F CIST (Common and
Internal Spanning Tree) %L %9,

internalCost — RKNXNTFG A —Z — | AV HZ—T =2—ANSTP A VA X ANT
BINSNDGEHER— b~DERE AT v FOMXIR a2 A NERELET,
77 )V MilX Tauto] TT, D2 ODA T arNH £9 .

auto — internalCost {ZA/NRT XA —H —%ERGTH L A —T—RA|TH
ISR R L — FERELE T, T 74 MEIFZA v F—T 2 —AD A
TATAE— RIZESEET,

value 1-200000000 — /L—7" 7338 L7236 1~200000000 DHEPH OfE % 5>
A MR L CREAL— FERELET, internalCost DEMERVNIEE, &
HWCRESINET,

priority <value 0-240> — ;R— b A ' ¥ —7 = — ADEAH % 0~240 OFi[H
DHRELET, RUICEEISEZWNA V¥ —T = —RTEEVELE (hE
W) A5z, RBICERSE SEZW0A U F — T o — AT RO EE (K&
W) 7 52 F9,

il o = T

EHET AV FOHARa~ L REFTTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LI
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ERp: A A% A 1D 2, BB internalCost, fESLE 16 THR— b 1~5 ZEET HITIE

#config stp mst_ports 1-5 instance_id 2 internalCost auto priority 16

Command : config stp mst_ports 1-5 instance_id 2 internalCost auto priority 16

Success.

3.21.12 show stp

H Y ALy FICBIEREENTVWASSIP a7 4 XFal—v g v ERRLE
D

138 show stp

BIG)] AKa<wr Rit, AL v FOBEDSTP a7 4 X2l —var2FRL
E

T R — B — 72 L

i PR IE 7L,

K AA— g v 1.00.01 LA

ERF: A A~ F D STP D AT —HF R A FmrT AT
AT — R A 1 STP AR — 5 o CHBNC 7= STP

#ishow stp

Command: show stp

STP Bridge Global Settings

STP Status : Enabled

STP Version . STP compatible
Max Age . 20

Hello Time 12

Forward Delay : 15

Max Hops . 20

TX Hold Count 16

Forwarding BPDU : Enabled
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AT —H A 2 RSTP 2%t LA & 7= STP

#ishow stp

Command: show stp

STP Bridge Global Settings

STP Status : Enabled
STP Version : RSTP
Max Age : 20
Hello Time 12
Forward Delay : 15

Max Hops 1 20

TX Hold Count 16
Forwarding BPDU : Enabled
#

AT —H A 31 MSTP \Zxf LA &7z STP

#ishow stp
Command: show stp
STP Bridge Global Settings

STP Status : Enabled
STP Version : MSTP
Max Age . 20
Forward Delay : 15

Max Hops : 20

TX Hold Count 16
Forwarding BPDU : Enabled
#
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3.21.13 show stp ports

B ALy FBERESN TS STPAR—bhary 7 4 Fal—va &Rl
E

e show stp ports [ <portlist> ] [ instance <value 0-4> ]

Wt Kavy NiE, FEDOR— FELITIR— N7 A—71Zx4 5 STP N— F%
ErFRRLUET,

INT A= — portlist> — #RTHR—MEITAR— MEHZECELET, 1 OOFR—

MEBAFRRSNET, K= FEHELRWEE, A— K 10O STP [F#A
FoRENET, AXR—=ZN—_ Ip] BLO ) F—ZLEHL T, OO
N—FOFRERSLET,

instance <value 0-4> — FH[IZFHE L7- instance_id (2% d 2 ID % 0
~4 D TADILES, 0D X AZ L AE, AL v FORFITHRE Lz
F 7 4 )L h® instance_id (CIST) Z R L F9,

il R = T L,

S N— g o 1.00.01 LI

ERE]: AR — K 1 D STP AR— MEHREFRT DL (AL v FIZHEZ 7L STP)

#ishow stp ports

Command: show stp ports

MSTP Port Information

Port Index 1 , Hello Time: 2 /2 , Port STP Enabled

Restricted role : False, Restricted TCN : False

External PathCost : Auto/200000 , Edge Port : Auto /No , P2P : Auto /Yes
Port Forward BPDU : Enabled

MSTI  Designated Bridge Internal PathCost Prio Status Role

0 N/A 200000 128 Disabled Disabled

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.21.14 show stp instance

B 2L FDSIPA LV AZ L AL T 4 X2l — g BZRRELET,

98 show stp instance [ <value 0-4> ]

G Ka<wr Rix, AL v FOHEDSTP A L AL L AREL STP A VAKX
2 DOEEREEZFR R LET,

INT A —H— <value 0-4> — AA v FIZEHTEFEHD instance_ id ZATTLET, 0O

VR =i, AL v FONEBIZHEIN TS CISTOSTP 27 4 F 2
L—ya v ERRLET,

il o = T mL

R N— g v 1.00.01 LAKE
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R AL > F DA L AH A0 (NEBCIST) kT D STPA LV AF L AayT7 4 Xal—al %k
FoRT BHITIE

#ishow stp instance 0

Command: show stp instance 0

STP Instance Settings

Instance Type : CIST
Instance Status . Enabled
Instance Priority : 32768 (Bridge Priority : 32768, sys ID ext : 0 )

STP Instance Operational Status

Designated Root Bridge 1 32766/00-40-66-39-78-E2

External Root Cost 1200012

Regional Root Bridge : 32768/00-40-66-1A-33-24
Internal Root Cost : 0

Designated Bridge : 32768/00-40-66-71-20-D6
Root Port 1

Max Age : 20

Forward Delay : 15

Last Topology Change : 856

Topology Changes Count 1 2987

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

3.21.15 show stp mst_config_id

H MSTP =2 7 4 X2l —ar IDEFRLET,

L show stp mst_config id

B Ka<w R, A v FOBIEDMIP 207 4 Fab—3i g 1D 2FR
LET,

INT A —H— 2L,

i) PR IH 72 L,

K/ N— 5 1.00. 01 LARE
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ERG: AL FICBERESNTWAMIP 2> 7 4 Xalb—3 a2 1D 2R T HICIE

#ishow stp mst_config_id

Command: show stp mst_config_id

Current MST Configuration Identification

Configuration Name : 00:40:66:1A:33:24 Revision Level :0
MSTI ID VID list

CIST 1-4094
#
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3.22 Ny FR b—LHFEa<TY K

A a—H Ry hT—7 B~V T XY A Iy b7 e —RE ¥ A MRy M EoNr
v RRIEEFEZRRETCHHEZTHSNTOET, ZONT 74 v 7idFy NV —7 EOBREDORER,
WPE LRy NT—7 — R EOBEMEICL > THNT 2260 79, TORE. A1 vFD
AN—"T"y MIRBERFEEL, Xy NT =T BIEONT 43—~ VAR EBEBEZ D203 H 0 7,
ZDONRTy AN —LEZFET LD, KA T Ty A M—LNRWEZEGR LEET 5 2 &
INFATRE T,

Ny RA R —=ARIHICIE, A v FICATNENTZ Ty BOAX ¥ U E2ITV, 22— —NHE Lz
BMEA RICH A D700y NEBEFE LT, BIfEE— N2l Drop) 7% [Shutdown) ZHEE
THZERHRET,

Dropl A7 Y a vV Tlk, AA v T OF T EhA 02— VEREICER L, BiEZEx 7
SOy MIRICERT M ECHESNE T, BEROXISRLER57y FAM—AF, 7r—F
FYAMEVALTFHFY AL, SEAPDI=F 5 X M3y ML THHTT,

[Shutdown] F 7> a v DFE. AL v FDF v T h o 2o X —r)VEEEICER L, BiE%E

Mz % & (STP BPDU X7y b &FRLS) &2 THORT 7 4 v 7 AJNFIRICERT M E THESNET,
BEROMR LR Dy A RM—AF, 70— FFx A e~ FFv 2 MIH LTEDTT,
X 5|2 [CountDown) A 7> a » THE LI-REMMNIZ N7y v B A h—2a03 kT2 &, A— MHAZESH
BEX =R AENET, HELEZR—FOEIRIZIE. (1) 559%OHENY I Y —&2%o0,
(2) FEha~v  FIZXVERSELIHFERHY 3, FEia~vy FTE, AR — ME2EYHR— MZ
I B2 7-%, BhAR— b 2B HR— NI NVUIN R L THEIHTEET,

3.22.1 config traffic control

H Tu— KXy A MNAFFr A NSEEARADL =% 2 3y B A b — A
WEHFELET, N—RFRUzT7 A M—=AFNZNZ, Y7 b7 =T A=A LN
N7 47— bDE=X) TR LET,

9 config traffic control < <portlist> | all > < broadcast < enable | disable
> | multicast < enable | disable > | unicast < enable | disable > | action
< drop | shutdown > | threshold <value 64-1000000> | time_interval <secs
5-30> | countdown < <minutes 0> | <minutes 5-30> > >

EiE! AKav s RI, 77— Xy XA N ~AVFFxy 2 NGEARADOZ=F % X hNTy
FAM—=LHl#IZEELET, Y7 U7 FT77 4y ZHlHIA =X L% B0
THIET, N—KRUxzT Y7 NI =2TOWAD=ALNFERHTEES, Y7 b
V7 OEIENCED, vy N UBEE AA v F DY I NY —ZRALL £,

IRT A= — portlist> — NF 7 4 v ZHIBEOTOICEET HR— ML EE LET,
all =2 v FD LT 7 4 v ZHFEOTZDICTXTOR— M ERETH LI BEL
E36

broadcast <enable | disable> — 7u— K¥+ &2 h 2 h—L4fili#l%Z lenable] (F

) £7-1% [disable) (EEZHIZL £,

multicast <enable | disable> — /L FF ¥ A h 2 h—AHilf#HlZ [enable] (H%h)
F7-1% ldisable] (EZHIZLFET,

unicast <enable | disable> — i RHD =% ¥ A N T 7 4 v 7 #IlffH %
lenable] (A7%h) %721 ldisable] (BEZH)IZLET,
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INT A=Y —

action = AA v FTA =AM SN EET 73 a U BITORELX LE
T RO2ODF T arPNhHEd .

drop— AA v TFON—=RT=TIZED N7 7 4w 7 IIZITOET, BIRT S &
AL FDON— R =T BHEE LTZBEICEDS S T vy A M= LD EATV,
Ny A RN—=APRRETDHE RENUET L TRELZBEA SO/ Ty M
BEFELET,

shutdown — AL v FOY 7 by = TIZED T 74 v 7HIZED, 77y A
F—LOREZRALET, A h—LBRHIND L, AL v FIFANR= TV
—DIRFFICHETH D STP BPDU T v R &R T_XTD b T 7 1 v 7 DATINTKS
LTy EBBEEESNET, U MU ZA~w—RKRia% b7y hA h—
AP GE T DR — MIPAZEICRITL, (1) 5 5%OBENY B NY —ZFFO0,
(2) Tconfigports <portlist> state disable] IBIL N lconfig ports <portlist>
state enable] 2~ NICXVAR— 2ty h o THEBEINEYA, 204
TvarEBEIRT S L [time_interval ] 74—V RHERET HHLERH Y 97,
ZHICED AL v TFOF o TNb0 0Ty MY 7Y o 7Rt S N
v N A M= LRFAETL0E D I LET,

threshold <value 64-1000000> — f&E SN/ b7 7 ¢ v 7 HilHAEE)§ 2 BlfED
EMB, Drop E— KTOHN I, Kbit/F T, shutdown E— K TOHN X packets/
WTt, A=A 774 v 7HIEZ N TTEAL v FIZLoTRELE
I, 7 7 4V MHEIX 64Kbit/ VT,

time_interval — AA v FDOF v T InD N7 7 4 v 7 HIEBEREICEE S D~ L
FTHXXYAIBIRT e —RXr 2 Ty MDY FORGBHRBERELET,
INHDRTy NAT Yy MZED WO ATy MBI Z W L7203 S
nET,

countdown — N7 7 4 v 7 A N—LBRBEFOR— b 2T vy NEF T THET
ALy FHRFHET D () 2R LET, AT A—H—[F, action 7 4 —/L
T shutdown Z$E L, N— KU =728 2D M7 7 4 v 7 HHEZITDRVGEICH
NTT,

<minutes 0> — 7 7 4 /L MEIX [0)] THY, F—HFFr ¥ v hE T ENFEHA,
<minutes 5-30> = ¥ v FF VT LHETICAL v FOFFET 25 (97) & 5~
30 THRELET, [lcountdown] # A iRtk & 37 > b A h—L703< £ 95T
BV, FDOR— ML TRest] (UKIE)F— RIZER L., IR TNAER— &
FEITY WA =L, 5 5HBOBENY IR —F T a U &fFfFoTY 3 —
T&EET,

<secs 5-30> — Interval % 5~30 FPHICGHE L 7, 7 74V MEIZ 5 TT,

il o = T

BHETH U NOAKRa~w REFITTEET,

KHGN— 3

1.00. 01 LAKE
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B AR—F 1I~121Zd L TR T 74 w7z E L, 70— FEy X bR b= Al z A7
LI

#iconfig traffic control 1-12 broadcast enable action shutdown threshold 64 countdown 10
time_interval 10
Command: config traffic control 1-12 broadcast enable action shutdown threshold 64 countdown

10 time_interval 10

Success.

3.22.2 show traffic control

H i BAED T 7 4 v VHIHRELZR R LET,

5L show traffic control [ <portlist> ]

Bz Aovr B AL v FOREDR b—H T 7 4 v J D=7 Fa L
—YaraRRLET,

INTA—=F— portlist> — 774 v 7 HliHEZFNT DR — PELEFAR— NI X FEHEE
LET, A— MU X MNRFHORY) EREOMICK vy 2 ZHLET,

] PR I 72 L,

S N— g 1.00. 01 LARE

ERFR— K 1~4 D FT7 7 4 v 7 HIEHREEFRrT DI

#tishow traffic control 1-4

Command: show traffic control 1-4

Port Thres Broadcast Multicast Unicast Action Count Time

hold Storm Storm Storm down Interval
1 64 Disabled Disabled Disabled drop 0 5
2 64 Disabled Disabled Disabled drop 0 5
3 64 Disabled Disabled Disabled drop 0 5
4 64 Disabled Disabled Disabled drop 0 5

Total Entries : 4
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3.23 R—+rx5—Yyavwok

3.23.1 config mirror

port

H #Y

AL FIWCIT—FR—FEREL. XY NI =T A=T 7 —MDOT /34 AT
BELEZR— 2B T5 N7 7 4 v 7 2GR BET L ERER
THZLERTEET,

13

config mirror port <port> [ <add | delete> source ports <portlist> < rx
| tx | both > ]

B!

ARa<r Rix, A— MEFEMREER— MIEFEEINDITRTO NI 74 v I &
FFOZEERARIIL Ay NT—T A=T 7 —=OMOT N, ARy hT—7
NG T4 =X ) T35 ENRTEET, 6T, 1 HMFELITME
FHNZEZESND VT 7 4 v 7 IR ZER— NI 77—V 7 a3nsd &

) RFRE D AIRE T,

INT A=Y —

{port> — Target "R— M (I T7— T v FBZEINLA— N EZRELET,
<add | delete> — source ports /X7 A —Z —|ZHRESNDHIT—HR— &2 iB
INETIFHIRT 25 A ITHREL £,

source ports = X 7 —3NHAR— FEIEA— MEFH, ZiX Target 78— b
EHrET,

<portlist> — IT7—SNDHR— FEIFA— ML ELE T, T3TO
NZ 747 Rar—&h, Target R— MIEE S DR — MG T,

rx — A= FEEFR—= KMV A MNOKR— NEFABZET 537 v hOBE
7=V 7 LET,

tx — A—FEITAR—=FY A NNOR— FEFHANIEET D37 v hOAHE
7=V 7 LET,

both — R—FFEZEFEAR—F U A MNOR— EBREZETDHTXTO/7 v b
ZIT7—V 7 LET,

1l SR = T

BHET T NORRKa~w REFITTEET,
Target R — MIEEILR—FE LTHRETEEEA,

K/ N— 9

1.00. 01 LAR%

FERG: X 77—V 7R — b BT 5123

#config mirror port 1 add source ports 2-7 both

Command: config mirror port 1 add source ports 2-7 both

Success.

G X 77—V U AR—= b EHIERT 2121

#config mirror port 1 delete source ports 2-4 both

Command: config mirror 1 delete source ports 2-4 both

Success.
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3.23.2 enable mirror

H i BEFEHLR— I TV T ary 4 Xal—va 2 LET,

R enable mirror

25 A Ko< NiZLLF® [disablemirror] &fHAEDLHE T, AA v FITHR—F
7=V rarv4Xalb—rarrE ALK, A— 1T 2
Y74 X 2= a rEERETICI TV RN EIITEICT S 2
ENTEET,

INT A —H — 7oL,

i PR IE FEWET WO DR Rawy REFITTEET,

K N— g 1.00. 01 LARE

ERFIR 7=V T a7 Xal—raryafqoct iz

#enable mirror

Command: enable mirror

Success.

3.23.3 disable mirror

H 1Y REREHAR— I T—=V a7 Xal—ra 2Bl £7,

L disable mirror

B AKa< FiZ ki Tenable mirror] &fAEDLET, AA v FITHR—F
TV U REAV T4 X2l —va B AN LRI, R— I T7—D
Jar 74X alb—ra EERETICI TV U A EITESICT
HIENWTEET,

INT A —H— 7L,

i) PR IE BEET N NDRRa~w REFETTEET,

K N— g 1.00. 01 LAR&

RS T—Y a7 s Xal— g 2HEhcT 512X

#disable mirror

Command: disable mirror

Success.
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3.23.4 show mirror

H #Y

AL v F EOBAEDOR— I T—V o rar 7 4 Xal—araEzrLE
7,

5T show mirror

B RKawy RiZ AL v F LOBEDOKR— I TFT—V 7 ar7 4 Fal—a
VERRLUET,

INT A — L — 7L

i) PR IE 2L,

K/ N—3 g >

1.00.01 LAKE

FERB: I 7=V 7arr7sX¥alb—Talra2FRT HICE

#show mirror

Command: show mirror

Current Settings

Mirror Status : Enabled

Target Port 1

Mirrored Port

RX :
TX

5-7
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3.2 R—rEFXFaYFs—a<U K
3.24.1 config port_security ports

EED R—rDEXF2 VT 4 —Z2RELET,

5T config port_security ports < <auth_portlist> | all > < admin_state < enable
| disable > | max_learning addr <max_lock_no 0-64> | lock_address_mode <
DeleteOnTimeout | DeleteOnReset | Permanent> >

2 Kawr FiE, R—r0tFx=a V7 ¢ —HELRELET, <auth_portlist> TR
ESNIER— FOBDPEELEZTET,

IRTA—H— <auth_portlist> — BETHAR— b E/iTAR— MEHZIEEL £,
all — A v FOFTXTOR—= M LA —bEF2U T —2RELET,
admin_state <enable | disable> — VA FMHNOR—FIHFLAR— X2 T 4
—% lenable] (A%h) £721% ldisable) (FEZh)IZL E7,
max_learning_addr <max_lock_no 0-64> — "— h~® FDB NTHEIFIZ U A b X
HMAC T R U AEZHIRL £97,
lock_address_mode <DeleteOnTimout | DeleteOnReset | Permanent> — 7 K1 &
Eny I §LHEERLEY, RO3IDOFT T arBndHh £d .
DeleteOnTimeout — 2 v 7 SN/7-T7 L AL, =m— 07X A4 AR ZICHIFR I
EJUaS
DeleteOnReset — B v 7 ST RL AL, Uty M HFEIISND E THIFRS U
FHEA,
Permanent — 2w 7 ST RLA X, =— V70U FLEHA,

il R I EHET A b OHERa~v s REETTEET,

X N— g v

1. 00. 01 LAKE

G AR— X2 T 4 —2RET DI

#iconfig port_security ports 1-5 admin_state enable max_learning addr 5 lock_address_mode

DeleteOnReset

Command: config port_security ports 1-5 admin_state enable max_learning addr 5

lock_address_mode DeleteOnReset

Success.
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3.24.2 delete port_security entry vlan name

H MACT KL A, R—F+FEH, BIORVIANID oA — X2 T 4—x2 b
U—%ZHIBRL £,

5T delete port_security_entry vlan_name <vlan_name 32> mac_address
<{macaddr> port <auth_port>

Gk FHEHLOR—HR— X2 VT —x2 2 M) —%KR— I ES, VLANAB X
OMAC 7 RLAZ L IZHIBR L £9,

INT A— B — vlan name <vlan_name 32> — HIRT DR — FDOXHIET 5 VLANA EZ AT L FE
7
mac_address <macaddr> — FEFEHLTHIFRT DR — MIxFnd 25 MAC T KL
A NTTLUET,
port <auth_port> — B AT LZMAC T RL ZZFEH L TWAR— KB
AN LET,

i) PR IE BHET N NOIZBRa~v L REFLTTEET,

;GJL:I:,\/{“—:‘) =) o

1.00.01 LAKE

B A - Ex=2U T 4 —ZHIBRT 51T

#delete port_security_entry vlan_name default mac_address 00-04-66-10-2C-C7 port 6

Command: delete port_security_entry vlan_name default mac_address 00-04-66-10-2C-C7 port 6

Success.

3.24.3 clear port_security_entry port

EED FERLIER— xR VT 0 —BEENEIEL TWDMACT FLAZHREDR
— 7T LETS,

L clear port_security_entry port <auth_portlist>

B! Ka<wy FIEHBEDOR— MINZAAL v FREEHLIZMCT FL A2 h Y —
VT LET, Aa~vr N, A—brOtxa U7 0 —HEiEOAITER L E
R

INT A —H — Cauth_portlist> — 7 U7 J 54— M FE7IAR— MGHZfEE L £7,

il Bl 55 2H EHET WO bOBEKRa~v L FEFATTEET,

X N— 3 v

1.00.01 LAR%

B A= TR EF 2V T =2 V=22 U7 F5I20F

# clear port_security_entry port 6

Command: clear port_security_entry port 6

Success.
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3.24.4 show port_security

B BEOR— X2 V7 4 —FREFZRLET,

9 show port_security [ ports <auth_portlist> ]

BC]] Ka<wr RNt A4 v TFOR— OFR— X270 —FReFRrLET,
FTRINDHERIL, A—FEeF2 V70— HFHEORE, FEHITLT7 FLX
DIRFKE, BEIOe vy 7 E—RNEERET,

INT A= — <auth_portlist> — ZMT HAR— ME IR — MNEEHAEEL £ T,

i) PR IE 7L,

;GJL:I:,\/{“—:‘) =) o

1.00.01 LAKE

B A— X2 U7 4 —IFREFTT DI

#ishow port_security ports 1-10

Command: show port_security ports 1-10

Port_security Trap/Log : Disabled

Port Admin State

Max. Learning Addr. Lock Address Mode

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

© 0 3 O O = w N =

—
[e]

DeleteOnTimeout
DeleteOnTimeout
DeleteOnTimeout
DeleteOnTimeout
DeleteOnTimeout
DeleteOnTimeout
DeleteOnTimeout
DeleteOnTimeout

DeleteOnTimeout

—_ e e e e e e e e

DeleteOnTimeout
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3.25 7O kFaJLWLANa<w > KR
3.25.1 create dotlv_protocol_group

H #Y

7o k3L VIANKSRED 7 1 h a2 L —F VR L £,

15 3L

create dotlv_protocol_group group_id <int 1-16> [ group_name <name 32> ]

B!

Ka< Rix, 7o ha)L VIANERED 7' e a7 v —7%Ek L £7,

INT A= —

group_id - 7' b3l dty bEMOE v b EBTOHEDIHEMT ST 7 B
)T N—T7 O 1D,
group_name — 71 f L7 )V—T % EBREIL, PFARET 32 XFTT, v
— I ENIRE I N E | [ProtocolGrouptgroup_id| & W9 ZL—74 A H &Y
WCAERESNE T, BlxIX, group_id 28 2 DEAICHEVAER I N DA ETI.
[ProtocolGroup2) & 720 F9°, HEWVEK S NWIZARINREGFO 7 V—7 L EHET
% & . [ProtocolGroupt+group_id+ALT+num] & W IHRBELNER I ET, hum)
XL LET, SBICEETDE, ZOROENMUDLVITHEHINET,
5l © Group ID 23 1 A, HEVERKR I H4HIE, ProtocolGroupl | &720 F
7
Z DARIDPEIZAFE L T\ 5 & [ProtocolGroupIALTL MR VI S v E 4,

il B = T

EHET AU FOHRAY S REFATTEET,

K I— 3

1. 00. 01 LI

G 7 e s a2l r—FEERT 5121

# create dotlv_protocol_group group_id 1 group_name General_Group

Command: create dotlv_protocol_group group_id 1 group_name General_Group

Success.

194/330




3.25.2 config dotlv_protocol group

HH# o bar—iIc7a barizBemlEd,

5L config dotlv_protocol_group < group_id <int 1-16> | group_name <name 32> >
< add protocol <Ethernet_2 | ieee802.3_snap> <hex> | delete protocol <
Ethernet_2 | ieee802.3_snap > <hex> >

B! RKa<wr RNiE, Ve bharsZr—7c7e barzBant£4,
INT A —H — group_id - 7ua Loty NEOE Yy N ERRBITAT-DIFERATL T2

a )L —7 D 1D,

Group_name — 7’1 kI /LT )—T4

protocol_value- 7’1 ka2 )VHIZ, HHESNTZT7 L—L XA T7TD7 1 ka)Lzik
BT H7-OIfEHSNET, 277y FXFINE, 7L—2 247128 -T, L
TIRITED 1 DxFi>TWE T, (AJJERUZL 0x0 7> 5 0xFFFF),

A—HFXy NI TIE, 16y N QA 27T v ) O 16 #ETT,

{8l : IPv4 1% 800, IPv6 |% 86DD. ARP |% 806 72 &,
IEEE802.3 SNAP TlX, 16 B>y M 2477 v k) O 16 #IETT,

B : TPv4 [ 800, IPv6 X 86DD, ARP (% 806 72 &,

il B = XE BHET WU ORI~ REFITTEET,

S N— g v 1.00.01 AR

fERF: e harZe—7F1127a hai IPve 28T 5121

#config dotlv_protocol_group group_id 1 add protocol ethernet_2 0x86DD
Command: config dotlv_protocol_group group_id 1 add protocol ethernet_2 0x86DD

The protocol value configured to add will take effect on both frame types Ethernet_2 and
ieee802. 3_snap.

Success.

fERF: 7 halrZe—7F1o7a k=l IPve ZHIRT 5121

#config dotlv_protocol_group group_id 1 delete protocol ethernet_2 0x86DD
Command: config dotlv_protocol_group group_id 1 delete protocol ethernet_2 0x86DD

The protocol value configured to delete will take effect on both frame types ethernet_2 and
ieee802. 3_snap.

Success.
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3.25.3 delete dotlv_protocol group

H i 7a ha s —7EHIRLET,

&L delete dotlv_protocol group < group_id <int 1-16> | group_name <name 32>
all >

B! Ko< R, v barlZr—7%2HRLET,

INT A= — group_id = HIBRT 27V —7 1D ZfREL T,

group_name — HIfRT B 7 N—TL4EZFHRELFI,
all - 27 NV—7"%HIBREIRL £7°,

il B = T EHET AU FOHRAY S REFATTEET,

A= g v 1.00. 01 AR

G e harZr—7 1 2851 5120%

# delete dotlv_protocol_group group_id 1

Command: delete dotlv_protocol_group group_id 1

Success.

3.25.4 show dotlv_protocol_group

HA Jua hav I N—FTCERINZT e harvERRALET,

98 show dotlv_protocol_group <group_id <int 1-16> | group_name <name 32> >
BC]] RKa<wr RE, e har s v—7CERESN e hartzRRrLET,

IRT A=K — Group_id— RATHZN—TIDERELET, ZA—7 1D ZHELRWEGA,

BRELEZTRTOTa ha Ll —FRNERENET,
Group_name — 7’1 bk )—T4

il R = T 7L,

A= g v 1.00. 01 AR

B e halrZ—7F 1D 1 2FERTHI21E

# show dotlv_protocol_group group_id 1

Command: show dotlv_protocol_group group_id 1

Protocol Group ID Protocol Group Name Frame Type Protocol Value
1 General_Group EthernetI] 86dd
1 General_Group TEEE802. 3 SNAP 86dd

Total Entries: 1
#
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3.25.5 config port dotlv ports

H Y RESNTWLT 1 Far I N—TIZ_KI3ER— M) AN ANTLHE 7L
X0 NDTZHIZ VLAN 280 4 CTE

L config port dotlv ports <all> < add protocol_group < group_id <int 1-16>
| group_name <name 32> > < vlan <vlan_name 32> | vlanid <int> > [ priority
<value 0-7> ] | delete protocol_group < group_id <int 1-16> | all > >

B! RKa<wr NI, FESNLTWAY e har s —FIliS3&RK—M) A Mnrb A
NFTBHETRULAT Y FOT2HO VAN ZF D M TES, ZOFD 2 TiE, Tdelete
protocol_group) A7 a &AL CHIBRTE £,
WhEZ 2~ FTRELRWES, 774/ hOR— MEEEIL, 7v har
VLAN IR > THFHSND X 7 LNy FOBREICR Y £7,

INT A =L — Group_id —= 7'& ka7 n—7n 7 —7 1D,
Group_name — 7' &2 ha L7 —T74,
Vlan = A— MIART 1 b a7 n—7"%xtii31F 5 VLAN,
Vlan_id = VLAN ID ZH8& L £9,
Priority = 71 h3/MZ K-> THRESND VIAN IZHH SN2 T » MITHHES
TonoBEEZEELET,

il B 5 2 EHET Y bOHRKa~ s REETTEET,

X N— g v

1.00. 01 LAR%

{5 VLAN marketing—1 Z%| VY ¥ TR — M ZL—7F 1D 1 ZRET HITIE

# config port dotlv ports all add protocol_group group_id 1 vlan marketing-1

Command: config port dotlv ports all add protocol_group group_id 1 vlan marketing—1

Success.
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3.25.6 show port dotlv

H i 7'a b a I —FZESN R — I D AT DX T LTy MZRIGST
53D VIAN £ R LET,

5T show port dotlv [ ports <portlist> ]

B! AKa<wr RiE, 7a barZv—FCEKSN TR — b ANT DX T LT
> MIKHEAT B30 D VLAN 2 FoR LE T,

INT A= — Portlist - FaTHAR— MEHZEELET,
RELRWES, TXRTOR— FOBFERNFRENET,

il BRI 720,

R N—T g v 1. 00. 01 LARE

ERF:AR— K 1~2 D71 kz)L VAN Fi 2 Ford 5120

# show port dotlv ports 1-2

Command: show port

dotlv ports 1-2

Port: 1
Protocol Group ID VLAN Name Protocol Priority
3 default -
4 VLAN300 -
5 marketing—1 -
Port: 2
Protocol Group ID VLAN Name Protocol Priority
default -
VLAN300 -

Total Entries: 6
#

marketing—1 -
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3.26 Q-inQa<w > K
3.26.1 enable qging

H Y AKa<r R, Q-inQE— FZANIC L ET,

5L enable qing

A AKa<r RiE, inQE—RZAMMILET,
Cin QEANCTDHE . TRTOFRY hT—7R— FOFEIDNNWI RA— kL7,
HNEB TPID 78 88a8 IR E SN E T, BEFDA X T ¢ » 7 VLAN (39 ~_T SP-VLAN
LR ET, BINCEE LT RTOL2 T LA, 2V 7 &£, GVRP
BLOSTPIZFE CTEDICT OIME N H Y £77,
AA > F D GVRP 2 EATT HMENH D5 1E. TR, FEITGVRP 2 H%)
WZLET, Q-inQ D7 74/ MilL, [disable] (%)) T9,

INT A—H — 2L,

il BRI BHET N DB Ravw L REFITTEET,

K N— =

1. 00. 01 LI

fEABI:Q-in-Q ZHZCT DT

#enable qinq

Command: enable ging

Success.

3.26.2 disable ging

H i AKa~r RiE, QinQE— RN LET,

3L disable ginq

B! AKa<r R, Q-inQE— FRE®EHZLET,
I FEEH LT R_RTCOL2 7 RLR T, 7 U7 EnEd, #RICEEE LT
TOVIAN=T > h U —Z27 U7 &4, GVRP 1% ldisablel (HEZh) 2720 £7,
AA > F D GVRP & FATT D MENH H5H1E, ST RIIC, FBITGVRP 2 H%)
CLET, BEFED SP-VLAN [T T RTAHXT v 1Q VLAN & L TEITLET,
Q-in—Q OF 7 4 /L Mk, ldisable) (#E%h) T,

INT A —H— 2L,

il BRI BHET I bOHRa~vw s REFRTCTEET,

K/ N—3 g >

1. 00. 01 LI

it B Q-in-Q ZMRhIT 51T

#disable qing

Command: disable ging

Success.
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3.26.3 show ging

H /Y 77— Q-inQ R R LET,

[15'8 show qing

B! AKawr Rid, 78— L Q-inQ AT =¥ REFRLET,
INT A —H — L,

il {55 2H EHET I bOHRKa~v s REETTEET,

K /N— g

1.00. 01 LAR%

ERE]: 72— N0 Q-in-Q D AT —X A& FrT A2

#ishow ging

Command: show ging

QinQ Status: Enabled

3.26.4 show qing ports

H 70— Q-inQBLOFR—F Q-inQEF— FOARAT—H A EFRLET,

L show qing ports [ <portlist> ]

B AKa<wr R, UFE2EL7a— L Q-inQ AT —X 2% FRLET,
Q-in—Q F— R TOHR— FD&EIF LUK — MM TPID,

INTRA—=H— <portlist> - F/RTHHR— MEAPHZEE L E 7,
INTA—=H—FBELRWGE, VAT AT TXTOQ-inQ A— MEREFRL
ENRS

i) PR IE BHET WO DB ARa<w L REFATTEET,

S/ N— g v

1. 00. 01 LI

ERF: A — b 1~4 D Q-in-Q AT —X AZFK T 521X

#ishow qing ports 1-4

Command: show qing ports 1-4

Port Role Outer TPID VLAN Translation

NNT
NNT
NNT
NNT

B~ W DN

Total Entries

0x88a8
0x88a8
0x88a8
0x88a8

Disabled
Disabled
Disabled
Disabled

T4
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3.26.5 config qing ports

HY Q- inQAR— hEFRELET,

9 config ging ports < <portlist> | all > [ role < nni | uni > | outer_tpid
<hex 0x1 - Oxffff> | vlan_translation < enable | disable > >

B AKa~< RiE, VLANBERED R — F L LEREAITVE T, Q@-in-Q B— RAHERT
bHLE, KREFTANTEIHY FHEA,

IRTGRA—H— <portlist> — FRET D AN— MHilH,
role = Q-in-Q E— R TOR— FDOEE|, UNI AR — N E/II NN A — ROV
iR L ET,
outer_tpid — SP-VLAN % ' & TPID,
vlan_translation — AR EHRESINT-HE, VLAN kT AL —T 3 UREDR
— hCEITINET, REMEIX, 7740 MZED Tdisable] (JEZh) T,

il R+ IH EHET W FORKRa~w L FeFITTEET,

X N— g v

1.00. 01 LAR%

ERB:AR—F 1~4 %2 NI AR —HFE LTHREL, 7 7% —TPID % 0x88a8 IZFXE T DX

ficonfig qing ports 1-4 role nni outer_tpid 0x88a8

Command: config gqing ports 1-4 role nni outer_tpid 0x88a8

Warning: The outer TPID will be globally applied to all ports!

Success.

3.26.6 create vlan_translation

HE LV L—L & LTEMESD VLAN R 7 AL —3 g b=V &R T 27, Bl
EDOL—)V B L E7,

[958 create vlan_translation < add cvid <vidlist> svid <vlanid 1-4094> | replace
cvid <vlanid 1-4094> svid <vlanid 1-4094> >

FiH AKa~r RiE, VLAN h 7 U A b—3 3 W b— LB ER L CH— S % ZO%(E /7
v MEBNE I LEHR L E T (C-VID X S-VIDIZZEE L, /X7 v hO TPID T ¥
Z—TPID IZEHELET),

INT A= — cvid = INI AR— "B A 7 VAT 53w hd C-VLAN 1D,
svid = C-VLAN ID #@&#T 5, £71337 v MIFA IS S-VLAN 1D,
<vlanid 1-4094> - 1 ~4094 O#ifH D VLAN 1D,

il B 5 I EHET W FOBRKa~ s FeFITTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LI
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i F 51 : S-VLAN 100 % C-VLAN 1-10 [ZBIDEID 4 CTA2 325 VLAN kT o AL —3 3V b— L E2ERT

HITIX

ficreate vlan_translation add cvid 1-10 svid 100

Command: create vlan_translation add cvid 1-10 svid 100

Success.

3.26.7 delete vlan translation cvid

H i) VLAN k7 AL —v g Vb— L& HIBR L £,

S delete vlan_translation cvid < <vidlist> | all >

it B Ka<wr R, VIAN h T AL —2 g o b— L &R LET,
NG A—H— cvid = VLAN F T > AL —3 9 D C-VID Lb— L Z2457E L E T,
il BRI EHET Dy NOBZRKRa~v s REFITTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LI

ER 3 =T C-VID VLAN kT > A L —3 3 b— L& HIET 5 1201%

#idelete vlan_translation cvid all

Command: delete vlan_translation cvid all

Success.

3.26.8 show vlan_translation cvid

H VLAN F 7 v AL —3 g U b— L RRLET,

3 show vlan_ translation cvid [ <vidlist)> ]

G| AKawy FI BEFHVLAN T oA L—ygrar7 4 Xab—3i g 2ER
LET,

INTG A —H— cvid = FEEL7ZCVID YU A FDQ-inQ FT AL —3 3 2 /b—/b,

il BRI 720,

K/ S— =

1. 00. 01 LI
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fFEAH:C-VID 10~C-VID 40 ® VLAN h T AL —g U Ib— V& FoRT HITIE

#show vlan_translation cvid 10-40

Command: show vlan_translation cvid 10-40

CVID  SVID  Action

10 100 Add
20 100 Add
30 200 Add
40 400 Replace

Total Entries: 4
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3.21 b2 7av o TAUT—a3aT UK

N7 48T AT =23 T, ML LT VLAN 2 S B/ ESWR— N I —7 125835 2
ETVLAND N T 7 4 v 7 2L ET, VLAN L— ARSI, RIZ, NI 74w 08T A T—
a V=R EA SN ET,

3.27.1 config traffic_segmentation

H i AAYTDRNT T4 T RTAT—va X ELET,

L config traffic_segmentation <portlist> forward_list < null | <portlist>
>

B! Kaxw FE, AAvFICR T 74 w7087 AT—va ZRELET,

INT A= — <portlist>) — NT 74w IR T AT —va v ERETDHHR— MEIEFR—
P ZEE LE T

forward_list — ECTHEINIZR— I OIEINTZ7 L —022Z[ETHHR
— MEFEAR— MEHERRE L E T,

null — A— MIFEEINEHEA,

<portlist> — #Rk Y A FOR— MEHARRELES, ZOUAMIFT 74
IR T AT = a U HE LTREFEHDRE—AAL v F BIZH DL BEND

DE4 (B : ED config traffic_segmentation THFE L7=<portlist>),

Hill PR 210 BEHETh U bORRav REFTTEET,

KEa/N—T 3 1.00. 01 LAR%

ERF AR — K 11~15 27 L =L ZHEET 572012, BA—F 1~10 &% ET HI2i%

#iconfig traffic_segmentation 1-10 forward_ list 11-15

Command: config traffic_segmentation 1-10 forward_list 11-15

Success.

3.27.2 show traffic_segmentation

HE AA v F EOBIED N TG T 4 v 78T AT —varpary7 4 Fal—v
3 EFRRLET,

L show traffic_segmentation [ <portlist> ]

Bl Ka<vw Rix AL v FOERED N T T 4w 7T AT —arDar 74
Xal—raryeaFRnrLET,

INT A —H— portlistd) — AL v TFDHEHED NT T 4w 7 BT A T—varar7 4x
2l —TayRERRINDAR— MEIIF— MEHZREE LT,

il R 1E AT = a AR A MBIOEEY X MIFE—AA v F RI2R
L7 £8 A,

S N— g v 1. 00. 01 LAR%
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R AL v F EOBEDO N T 7 4w 78T AT —Va a7 4 Xal— g 0 2FHrT 5
12

#ishow traffic_segmentation

Command: show traffic_segmentation

Traffic Segmentation Table

Port Forward Portlist

1 1-24
2 1-24
3 1-24
4 1-24
5 1-24
6 1-24
7 1-24
8 1-24
9 1-24
10 1-24
11 1-24
12 1-24
13 1-24
14 1-24
15 1-24
16 1-24
17 1-24
18 1-24

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.28 VLANO< > F

3.28.1 create vlan

EED AA »F O VLAN ZAERRIC L E 9,

5T create vlan <vlan_name 32> tag <vlanid 1-4094> [ advertisement ]

G Ao Rid, AA v FIZ VLAN Z1ERk L £ 37,

INT A —H— <vlan_name 32> — {ERk4 % VLAN 4.
<vlanid 1-4094> — {Eik7 5 VLAN @ VLAN ID(1-4094),
advertisement — VLAN 73 GVRP(TEHETE H L O IHEEL T, AT A—
A —NEESNRNE AL v FIXVLAN IZBT 5T _XTOGRP A vE&—T %
EETHIENTEERHA,

i PRI BHET DY NOIZRRa~v s REFITTEET,

HVLAN AL 32 XFLUNTHRELE T, a7 4 X=2b—v g T LiIlkK
4094 * T VLAN Z{ER T £,

X N— g v

1.00. 01 LARE

] VLAN vl Ttag 2] ZAERET 511X

#icreate vlan vl tag 2

Command: create vlan vl tag 2

Success.

3.28.2 delete vlan

H i AA v FITREF D VLAN ZHIBR L £ 7,
138 delete vlan <vlan_name 32> | vlanid <vidlist>
B! AKa< FiE, A v FITRERFHD VLAN ZHIER L £7,
INT A —H— <vlan_name 32> — HlIE®3 % VLAN @ VLAN 4,

<vidlist> — HIBRS 2 8% VLAN 1D FPH 2 f5E L £9,
ihill PR = EHET AV FOHRa~ s FEFEITTEET,

X N— g v

1.00. 01 LAR%

fEFBI:VLAN Tvl] ZHIBRd 2120

ftdelete vlan vl

Command: delete vlan vl

Success.

206/330




3.28.3 config vlan

H#Y

FEFHFHD VLAN IZR— R 2B LE£7,

3L

config vlan <vlan_name 32> < < add < tagged | untagged | forbidden > |
delete > <portlist> | advertisement < enable | disable > >

B!

Ka<r FiE, REHEH» VLAN OR— U X MIAR—FEZBMUES, BIMR
— ~Z Ttagging) (¥ Z7f+&). luntagging] (¥ 772 L), [forbidden) (%)
DREENTEET, T 744 MLV A— ME luntagging] (¥ 772L) &L
THID B THNET,

8T A

<{vlan_name 32> — ~"— M Z31BIN9 5 VLAN 4,

add — Tadd] "I A—=F—%AN$TH L, VIWIZHR—hzBMLET, &
MT5HR—=MIX3O>DEA THRHY £7,

tagged — IBIIAR— & /&L LTHRELET,

untagged — IBIAR— &2 X 772 LE L THRELET,

forbidden — JBJIAR— hZEEIEAR—F & LTHREL £,

delete — 8 L7z VLAN 2B AR — F & HIBR L £ 77,

<portlist> — f57E L7z VLAN IZIBMNT 5, E7IFHIBRT 2K — M E72i3R— |
HWPHAFRE L E7,

advertisement <enable | disable> — 87 L 7= VLAN k- GVRP % lenable] (f
W) £7-1% [disable) (FEHICLUET,

il o = T

EHET AV FOARKa~x s FEETTEET,

;GJL:I:,\/{“—:‘) =) o

1.00. 01 LLFE

R 4~8 DIR— &2 X 7 ft&R—1K & L TVLAN [vl] (ZEMT 2

#iconfig vlan vl add tagged 4-8

Command: config vlan vl add tagged 4-8

Success.

5 FHB : VLAN 7> 5 38— bk Z2HIBR3 2121k

#iconfig vlan vl delete 6-8

Command: config vlan vl delete 6-8

Success.
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3.28.4 create vlan vlanid

H i AA  FITHEELD VLAN 1D Z ARk LT VLAN Z4ERR L £,

S create vlan vlanid <vidlist> [ advertisement ]

i A= Fid, Ay FITHEED VAN ZEpk L £ 9,

INTGA—F— vidlist> — 1R HH% O VLAN 1D fipH 2 f5E L £,
advertisement — GVRP |[ZHEHET 2D LoV EE L £7, @ LeWiga,
VLAN 38R ISEE TE 8 A,

i) PR IE BHET Y NOHRRa~v L ReF{TTEET,

;GJLII:,\/{“—:‘) =) o

1.00.01 LLF%

i 5] : 2 A~ 12 VLAN 1D ZAERY T A 121T

#icreate vlan vlanid 5-6 advertisement

Command: create vlan vlanid 5-6 advertisement

Success

3.28.5 delete vlan vlanid

H 1 AA » FITHRE ENT-H% D VLAN % VLAN ID 1T X » THIB L £,
HESC delete vlan vlanid <vidlist>

Bl AKa~ R, A v FITREFHOEEO VLAN ZHIER L £ 7,
IRT R — <vidlist> — HiIFR7 585D VLAN ID & Z 46 L £7,

il BRI FHET WO NDHBRaw Ly REFTTEETS,

X N— g v

1.00. 01 LARE

i FE: 2 A~ F D VLAN 1D Z B4 5 I121%

ftdelete vlan vlanid 5-6

Command: delete vlan vlanid 5-6

Success
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3.28.6 config vlan vlanid

EL:] REFEAHD VLANIZA— hZBINLET,

9 config vlan vlanid <vidlist> < <add < tagged | untagged | forbidden >
delete > <portlist> | advertisement < enable | disable > | name <vlan_name
32> >

2t Ko~ N, BEFH VLAN OFR— KU X MIAR— M BINEZITHIBR L F
T BINAR— Mz lTtagged] (¥ 7f+%) | lTuntagged] (Z Z'721).[forbidden]
EER)ofEEZ LET, [F—AK— % lTuntagged] (#2772 L) &L THE
DVLAN DA L NR—= MZFTHZ b TEET,
advertisement /X7 A —# —ZfH L CAR— S GVRP (TEIET D20 EH vd
FBECTEET, Mhame] NTA—F —TEHOVLEDH % VLAN DA FITZRE L
EXE

INT A —H— <vidlist> — BRET D EE VLAN ID O Z R E L £7,
tagged — IBIIAR— &2 & /ffx L LTHRELET,
untagged — IBIIAR—FEX 772 L ELTHRELET,
forbidden — JBfIAR— hZAEIEAR—F & LTHREL £,
<portlist> — VLAN (ZIBHNF 2 A — ki,
advertisement — 78— k% GVRP (28 S 5354, ladvertisement] /37 X
— =% NN LET, RO 2OD/NRTA—F—NhHV ET :
enable — 78— b % GVRP [Z3E##f X F 7,
disable — AN— % GVRP |23 & EH A,
name — [name| D/X7 XA —X—% AJJ L, AW 3% VLAN D4R Z%E L ET,
{vlan_name 32> — VLAN O£ Hi1&E AT LET,

i PR IE FEWET WO DR Rawy REFITTEET,

X/ N— 3 v

1.00.01 LAR%

B A A~ FIZ

B D VLAN (2R — k2 BINd 5120

#config vlan vlanid 5 add tagged 7 advertisement enable name HCL

Command: config vlan vlanid 5 add tagged 7 advertisement enable name HCL

Success.

3.28.7 enable pvid auto_assign

H PVID O HBYEID Y CEAICLET,

L enable pvid auto_assign

G AKa~ Rk, PVID OFBEFEID S TEAICLET,
INT A — L — 2L,

i) PR IE EHET WO DB ARa~w L REFITTEET,

K/ N—3 g >

1. 00. 01 ARk
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fEFH):PVID O HENEI D 4 T2/ ITT DI

#enable pvid auto_assign

Command: enable pvid auto_assign

Success.

3.28.8 disable pvid auto_assign

H i PVID O HEEI D Y TABEHIZ L F T,

[ 3 disable pvid auto_assign

Gk Ko< ik, PVID ©HEhEI Y 4 TEREhIZ L £,
INT A —H— 72 L,

il BRI EHET WO NDHBARa<v L REFETTEETS,

;GJL:I:,\/{“—:‘) =) o

1.00. 01 LLFE

fE B :PVID @ HEYEI D 24 T2 Eh2 3 5121

#idisable pvid auto_assign

Command: disable pvid auto_assign

Success.

3.28.9 show pvid auto_assign

HHY PVID O HENEI Y M TAT —F A KR LET,

3L show pvid auto_assign

i AKa<wr Rix, PVIDOHBIFI O Y TAT —F 22 R R LET,
INT A—H — 7L,

il B 5 7 L,

X N— 3 v

1.00. 01 LAR%

fE B PVID O BENEI D 24 T AT —H A2 FR_T DT

#ishow pvid auto_assign

Command: show pvid auto_assign

PVID Auto—assignment: Enabled
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3.28.10 config gvrp

H#Y

AA > FIZGVRP 23T L E T,

13

config gvrp < <portlist> | all > < state < enable | disable > |
ingress_checking < enable | disable > | acceptable_frame < tagged_ only
| admit_all > | pvid <vlanid 1-4094> >

Gk

ARKa< N, AA > FIZ Group VLAN Registration Protocol ZiRE L £,
AT VAF =7 GVRPIEFROESZ(E. B LR — K VLAN ID (PVID) % @%
ETEET,

T A= H

<portlist> — GVRP ZH T HAR— b EITA— MEFHEZEE LT

all — A vy FOFTRTOR— FERELET,

state <enable | disable> — A"— kU A FTIRE L7=4~— FZ GVRP HEE
lenable| (%h) £721% ldisable] (FEZH)IZL £,

ingress_checking <enable | disable> — 8 ESNTAR—F U R MZkT 5 A

VI VAF % lenable] (%)) £721% ldisable] (X)) IZLET,

acceptable_frame <{tagged_only | admit_all> - AIEEEDT=HIZ A A v F 0

ZFAND T L —bH A THRLUET, tagged only iX, ¥ 7 & D VLAN 7
V=L a2 AnD Z e amLEY, —J7, adnit_all 1, # 7 {f&EB L

W2 TR L7 =L %% T AN EE2RLET,

pvid <vlanid 1-4094> - R— MIBHE 257 7 4 /L b D VLAN 1D Z45E L %

R

il B =5 T

EHET AT FOBARAT S REFATTEET,

X/ N— 3 v

1.00.01 LAR%

ERB: A TV AF = 7 IREER L OVGVRP (MO EZE 2R ET HITIT

#config gvrp 1-4 state enable ingress_checking enable acceptable_frame tagged_only pvid 2

Command: config gvrp 1-4 state enable ingress_checking enable acceptable_frame tagged_only pvid

2

Success.

3.28.11 enable gvrp

H 1 Z A F D GVRP AN LET,

3L enable gvrp

ShAA T disable gvrp ¥ 7-AKa<~ Rid, AL v FDGCGRP 27 4 F 2L —
TarEEELRWT, AL vFDGRP ZEN L £,

INT A —H— 2L,

il B = 1 EHET N DB Ravw L REFITTEET,

K N— =

1. 00. 01 LAKE
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{55 P51 : — %472 VLAN Registration Protocol (GVRP) % &Zhicd4 AI2i%

#enable gvrp

Command: enable gvrp

Success.

3.28.12 disable gvrp

H AA »F D GVRP ZMZhIZ L E 7,

3 disable gvrp

A enable gvrp Z 87" AKa~ R, AL v FDGRP a7 4 Falb— 3
EEELRNT, AL vy FDGRP 2L F T,

INTA—=H— 72 Lo

il BRI BHET I bOAhKRa~ L FEFEITTEET,

Xt N— g 1.00. 01 LB

15 451 : — %472 VLAN Registration Protocol (GVRP) % MEZhNZ4 521X

#disable gvrp

Command: disable gvrp

Success.
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3.28.13 show vlan

EL:) AA  FITHRE SNIHBUED VLAN REZ R L E T,
9 show vlan < <vlan_name 32> | vlanid <vidlist> | ports <portlist> >
G Ko< Rik, VLAN ID, VLAN4 | VLAN ¥ A 7' B Uft& /B TR AT —H
A BEOVLAN O A N THh DR — k@ Member/Non-member/Forbidden A
TR AL G VLAN T 50~ U —fRER T LET,
INT A —H— {vlan_name 32> — Y~ UHREXF TS VLAN 4,
vlanid <vidlist> — RRT D 8% D VLAN 1D #EPHZ45E L £9
ports <portlist> — F/RT HA— FEIFIFA— MEHEZEELET,
il BRI 72 L,

X N— g v

1.00. 01 LARE

fERE: 2 A > FOBALED VLAN 3R E 2 Frd 5121

#tshow vlan

Command: show vlan

VID 1 VLAN Name ¢ default
VLAN Type : Static Advertisement . Enabled
Member Ports D 1-24
Static Ports T 1-24

Current Tagged Ports

Current Untagged Ports : 1-24
Static Tagged Ports

Static Untagged Ports : 1-24
Forbidden Ports :

Total Entries : 1

ERE: A A~ FOBHED VLAN 3R E Z Fon ™ 5121

#tshow vlan port 1

Command: show vlan ports 1

Port 1
VLAN ID Untagged Tagged Forbidden Dynamic
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3.28.14 show gvrp

H i AA o FDHR—KUARDGRP AT —H A%FRm LET,

L show gvrp [ <portlist> ]

i Ka<wr Rt AAvFOR—FY ARDGRP AT —% 2% FrLET,

INT A=K — <portlist> — GVRP A7 —Z ANFRRINHR— M ETITAR— M A fRE L
EXN

il BRI 2L,

K/ I— =3 1.00.01 LARE

B :GVRP AR— h AT — X A& FKrmd 512X

#tshow gvrp 1-10
Command: show gvrp 1-10

Global GVRP : Disabled

Port PVID Reassigned GVRP Ingress  Acceptable Frame Type
PVID State Checking

- Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames
Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames
- Disabled Enabled All Frames

© 0 O o Ol &~ w o —
e e N e e e e T s
|

—
[e]

Total Entries : 10
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3.29 ARPOT Uk

3.29.1 create arpentry

H ARP T —T NWAZABZT 4w 72 ) —ZER L ET,

5L create arpentry <ipaddr> <macaddr>

B AKa<wr Rit, AL v FDOARP T—T /LI IP 7 LA LG5 MAC 7 R L
A NJTUET,

INT A =L — {ipaddr> — ARP 7 — 7 /LIC&ELT D IP T RL A,
<macaddr> — FEIP 7 RL ZITkHST 5 MAC 7 R L&,

] PR I BHET T NOBRavy REFATTEET,

AA T, 255 EFTTCOARET 4 v 7 ARP = M —%HKR—FLET,

K N— =

1.00. 01 LARE

ERE TP 7 R LA 110.48.74.121) & MAC 7 R L& [00-40-66-00-07-36] DAXF ¢ 27 ARP =
N —ZERT B2

#icreate arpentry 10.48.74.121 00-40-66-00-07-36
Command: create arpentry 10.48.74.121 00-40-66-00-07-36

Success.

3.29.2 config arpentry

H ARP T —TNNZAET 4w 72 N —HRELET,

5L config arpentry <ipaddr> <macaddr>

BTG ARKavwr NI, ARPT—TNWCAEZT 4y /2 MY —5RELET, A A
vFDARP T—TNDT Y —|ZIP T KL AR ERGTHMACT KL A&
ETEET,

INT A= — <ipaddr> — ARP & — 7 VT EEET A IP 7 FL A,
<macaddr> — FELIP 7 FL RIZxHET 5 MAC 7 FLA,

i) R = BHET WO VOB Ra~v L REFATTEET,

X N— g v

1.00. 01 LAR%

ERE TP 7 R LA 110.48.74.12] & MAC 7 K& [00-40-66-00-07-36] DAX T (7 ARP =

) —%

BRET DT

#iconfig arpentry 10.48.74.12 00-40-66-00-07-36
Command: config arpentry 10.48. 74. 12 00—-40-66—-00-07-36

Success.
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3.29.3 delete arpentry

H Y ARP 7 —T NN AT 4y 7 M) —ZHIFRLET,
e delete arpentry < <ipaddr> | all >
B! EF2 Tereate arpentry] =~ R TIERLZAXT v 7 ARP= b —%,
TRV —DIPT RV RAERIE lall) 2FETH5ZEICXVHIBRLET,
lall) ZFRETDHE, AL Y TFDARP T—TMIT_RTI7 VT ENET,
NG A=K — <ipaddr> — ARP T—7 L HHIRT S IP 7 KL A,
all — ARP = U —ZF XTHIFRL 7,
i PR IE FEWET WO DR Rawy REFITTEET,

XA/ N— 3 v

1.00. 01 LAF%

ERE] : IP 7 KL A 110.48.74.121) % ARP 7T — 7 /L BHIBRT 521X

#idelete arpentry 10.48. 74. 121
Command: delete arpentry 10.48.74. 121

Success.

3.29.4 config arp_aging time

H# AL FDARP T —T N N == T 7 NI A~Y—ZRELET,

L config arp_aging time <value 0-65535>

B! AKa< Rid, ARP= MY —=NT 7B ASNARVIREET, AA v F D ARP T
— 7 VITARAF S D e RIFFI (0) a8 L £ 7,

INT A=K — time <value 0-65535> — ARP =—" 0 7' &% A L (43), fHIX 0~65535 DHFHA
HIFETXET, 7 7 4/0 MEIX 20 5T,

il BRI FHET WO NDHBRaw Ly REFTTEETS,

X N— g v

1.00. 01 LARE

fERE] : ARP = — o I T 7 A~ —%F

ERAY e

I
it

ftconfig arp_aging time 30

Command: config arp_aging time 30

Success.
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3.29.5 show arpentry

EED ARP 7 —T N TR LET,

9 show arpentry ipif System [ ipaddress <ipaddr> | static ]

B! AKa<vU RiE, AM Yy FOARP T —TNLVOBREONFEEE R LET,

INT A —H — ipaddress <ipaddr> — L IP A v F—T =2 — Rk TDHy NU—2 T KL
Ao
static = ARP 7T —TNVDRET 4 v 7= M) =R RLET,

i) PR IE 7L,

S /A= 2 > | 1.00.01 DAKE

] ARP T — T N EETRT HIZ

S

#ishow arpentry

Command: show arpentry

ARP Aging Time : 20

Interface IP Address MAC Address Type

System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast
System 10.6.51. 15 00—-1D-60-E7-B5-CD Dynamic

System 10. 22. 8. 50 00-80-C8-DF-E8-EE  Dynamic

System 10. 30. 28. 112 00-30-28-01-12-02 Dynamic

System 10. 39. 77. 24 08-00-01-43-00-00 Dynamic

System 10. 44. 8. 253 00-44-08-FD-09-09 Dynamic

System 10.53.7.12 00-50-BA-11-11-04 Dynamic

System 10. 56. 85. 10 00-0E-A6-8F-72-EA Dynamic

System 10. 67. 33. 67 00-00-E2-58-DB-CF Dynamic

System 10. 71.77. 126 00-04-96-20-D5-25 Dynamic

System 10. 73.21. 11 00-19-5B-EF-78-B5 Local

System 10. 73. 60. 106 00-00-00-11-12-13 Dynamic

System 10. 255. 255. 255  FF-FF-FF-FF-FF-FF Local/Broadcast

Total Entries : 15

217/330




3.29.6 clear arptable

HHY HAFIv 7 ARPTF—T Ny ) —% T _THIELET,

9 clear arptable

it B AKa<w U RX AL YT DA T—TNANOLEATIv 7 M) —ZHIBRL
F9, AXT AT ARPT—T N N —ZEBEZITEEA,

INT RA— B — 7L,

il BRI BHET O NDOHBRa~ L REFATTEET,

X N— g v 1.00. 01 LAR%

ERB] : ARP T —T b XA F v 7oy M) —ZHIBRT 521X

#iclear arptable

Command: clear arptable

Success.
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3.0 W—F4a4 ¥ 7—TNavFk
3.30.1 create iproute

H 2L FDIPN—T 4 T TF—=TNMITF 74/~ IP— bz U —%ER
LT,

AT create iproute default <ipaddr> [ <metric 1-65535> ]

B! Ka<wr Rt AAvTFOIPN—T 4 T T—TNMIT 7 H IV EDAZXT 4
v IPL—Frxzy b —ZERLET,

INT R —H— dpaddr) — RTZ A MKy TN —F—DHF— A IPT FL A,
<metric 1-65535> — AA v F L EFLIP 7 KL AMON—% —DfEFKT /N —
TarrZ7abvaror )y 7z =2 AN LET, T 740 MET
1] T,

] PR I FEHET I NOHRKavy REFITTEET,

KHG/N— 3

1.00.01 LLF%

fEFABI A S Y > 2l

) ZHLT, AET 4277 FL& [10.48.74. 121 Z—F 4 > 77

— 7 VTN 21T

#icreate iproute default 10.48.74.121 1
Command: create iproute default 10.48.74.121 1

Success.

3.30.2 delete iproute

H i AA v FDIWPN—T 4 T T—TNNET 74/ ~IPL— =2 b U —%HIBR
LET,

[ 3 delete iproute default

BC]] RKa<wr R, AAvTFOIPNV—T 4 TT—TNANET T HIVEDAZT 4
v 7 IP—hxr MY —ZHIBRLET,

INTG A — B — 2L,

] PR I EHET WO NOHARa<w L ReFTTEET,

K I— 3

1.00. 01 LAR%

FERF:F 7 44 b IP Lb— N &HIERT 5I120%

#idelete iproute default

Command: delete iproute default

Success.
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3.30.3 show iproute

H#Y

AA v F FOBAED IPV—TFT 4 VT T —T NV ERRLET,

9 show iproute [ <network address> | static ]
G| AKa<wr Rix, AL v FOHRED P V—T 4 T T—TVERRLET,
INT A —H— <network_address> — Fxv hU—2 IP 7 KL A,
static - AX¥ T 4 w7 IP)L— FE@ERLET,
il BRI 72 L,

X N— g v

1. 00. 01 LI

ERFIP V—F 4 v T —TIVORNKEFRT HITIT

#ishow iproute

Command: show iproute

Routing Table

IP Address/Netmask

0.0.0.0
10.0.0.0/8

Total Entries: 2

Gateway Interface Hops Protocol

10.1. 1. 254 System
10. 48. 74. 122 System

[u—

Default

Local

—_

3.30.4 create ipv6 neighbor_cache ipif

H i IPv6 A X —T 2 —RZAXT 4 v 7R AN—%BILET,
HESC create ipv6 neighbor_cache ipif <ipif_name 12> <ipv6addr> <macaddr>
G| AKawr R, IPV6 A v H—T 2—RAZAXT 4 v I FA N—ZBIMLET,
INT A —H— ipif_name> — f V' HA—T =2 — AL HE AT LFT,

<ipvbaddr> — FA N—DT KL AZ AN LET,

<macaddr> — FA /N—ODOMACT KL A& AT LET,
] PR IH BHET U bORKRa~v REFLTTEET,

KHGN— 3

1.00.01 LLF%E

EFF: TPV A v X —T = — A AE T 4 v 7 A RN—Z BT 512X

#create ipvb neighbor_cache ipif System fe80::20b:6aff:fecf:7ec6 00-04-66—-03-04-05
Command: create ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ec6 00-04-66-03-04-05

Success.
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3.30.5 delete ipv6

neighbor cache ipif

H#Y

AV H—T 2 —AFXANR=T RULAFX ¥ v ahb IPve R4 NN—ZHIRLE
7,

f&3C

delete ipv6 neighbor_cache ipif < <ipif_name 12> | all > < <ipv6addr> |

static | dynamic | all >

Gk

ARKa< RN, IPv6 A Z—T 22— ADFA N N—Fyvaxz ) — L
RFAET 4 v 7 X AN—Fy v ax M) —ZHIBRLET  AZT 407 %
FATIv I bHIBRT L ZENTEET,

T A=

{ipif_name> — IPv6 f ' HX—T =— AL AL ET,

{ipvbaddr> — XA N—D7 KL AZ AT LET,

all = A2T 4 v I/ BIOFA T Iy sz M) =G0 T X TOT R —
DHIFR S IVET,

static - AX T 4 v 7T M) —%HIERLET,

dynamic — ¥4 FI v 7= b —%HIBELET,

il B =5 T

EHET AT FOHBARAT L REFATTEET,

XA/ N— 3 v

1.00. 01 LAF%

B RAN=F v v 2 ZHIBRT D ITIE

#delete ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ech
Command: delete ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ecb

Success.

3.30.6 show ipv6 neighbor_cache ipif

H IPv6 FA N—F ¥ v Va2 FrLET,

AT show ipv6 neighbor_cache ipif < <ipif_name 12> | all > <ipv6address
{ipv6addr> | static | dynamic | all >

G Kawy R IBELIEA V=T 2—ADFA R"—F v v oty h ) —%
FTRLET, BELLEZ U R —, T R_XTOZ U N —, BLOTRTORH
TA4 v I N —E2RRLET,

INT A —H— {ipif_name 12> — f V' HZ—T = —A%4 &% ANJJLET,
{ipv6addr> — 7 RL A& A LET,
static —AXT 4w I h)—ZRKRLET,
dynamic — A FI v/ M) —ZFK R LET,

i) PR IE 2L,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LI
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R A B —T 2— AV AT LDRA N—2FrmT 521

#show ipv6 neighbor_cache ipif System all

Command: show ipv6 neighbor_cache ipif System all

Neighbor

Link Layer Address Interface State

FE80: :240:66FF:FE00: 3

Total Entries:

00-11-22-33-44-55 System T

State:

(I) means Incomplete state. (R) means Reachable state.
(S) means Stale state. (D) means Delay state

(P) means Probe state. (T) means Static state

#

3.30.7 create ipvbroute

H 17 IPv6 AXT 4 v 7 — NEfER L E7,

AT create ipvbroute <default> < <ipif_name 12> <ipv6addr> > [ <metric
1-65535> ]

A Ko NiE, IPv6 2AZTF 4 v 7 — NMIERALET, R27 X MRy ThT
o—NLT7 RLADHES, A v 2 —T7 = — A4 EHRETAHLEILH Y 5 A,
X ANKy TR I7a—NT RLADYE, A V¥ —7 = — AL 5 fEE
THVENH Y 7,

INT A= — default - 7 # /L hb— hERELET,
ipif_name 12> = L—b+DA U H—T 2 —AEHRELET,
dipvbaddr> — KNL— DR T XA MRy FT RLAZIEELET,
<metric 1-65535> — A A wF & EFLIP 7 RV AMDON—X —DE KT/ —
T4 7a halpAr )y sz b =2 AN LET, T 740 ME

) <9,
i) PR IE BEET N NDIRARaw REFETTEXET,

;GJLII:,\/{“—:‘) =) o

1.00.01 LLF%

fEFBI: A S Y > 7 il

M| ZFEHALT, A¥TFT 4 v 77 KL A [£e80::20b:6aff:fecf:Tec6] %L

—F 4 T —OVZEBINT AT

#create ipvbroute default System fe80::20b:6aff:fecf:7ech
Command: create ipvbroute default System fe80::20b:6aff:fecf:7ecb

Success.
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3.30.8 delete ipv6broute

HY IPv6 L— R ZHIBR L £,

9 delete ipv6route < <default> < <{ipif_name 12> <ipv6addr>| all >

B ARawy R, IPv6 A¥T 47— NMNMEHALET, X7 A MKy 7R m
— LT RLADBE AV F—T 2 — AL ERETALEIIH Y FHA, X7
ANRY TR o a—=NT RVADGHE AV E—T7 = — AL fRET D
ERbHYET,

INT A —H— default — ¥ 7 4/ hb— hEFRELET,
dipvbaddr> — F7 4/ hb—hDF T A MRy 7T RLAZRELET,
all — B &SNIZAZT 4 v 7 v— F 2T _RCHIRLET,

i) PR IE BHET D NOHRRa~v L ReF{TTEET,

XIS N— 3 1.00. 01 LAKE

] 1Pv6 A 2T 4

v 7 )v— b & HIBRT 5113

#delete ipvbroute default fe80::20b:6aff:fecf:7ech
Command: delete ipvbroute default fe80::20b:6aff:fecf:7ecb

Success.

3.30.9 show ipv6 nd

ELD)

A H =T 2 —ADEREERLET,

5L show ipv6 nd [ ipif <ipif_name 12> ]

B! Aa< Fid, IPve ND TR Lo fEHE R LET,
INT A —H — {ipif_name> — A VX —7 = — XD,

i) R = 1 7L,

X N— g v

1. 00. 01 LI

FERG: A v X —T = — ADEREFRT BT

#ishow ipv6 nd ipif System

Command: show ipv6 nd ipif System

Interface Name

NS Retransmit Time

: System
: 0(ms)

223/330




3.30.10 show ipv6route

H IPv6 L— R EFR LET,
S show ipv6route

it Ko< Rk, IPv6b— hEFRLET,
INT A —H — 7L,

i PR IE 7L,

XIeN— g 1.00. 01 LAFE

3= T D IPv6 L— B FKRT BT

#ishow ipv6route

Command: show ipvbroute

IPv6 Prefix: ::/0 Protocol: Static Metric: 1
Next Hop : 3FFC::1 IPIF . System

Total Entries: 1

3.30.11 config ipv6 nd ns ipif

H Y IAN=—DY Y vz—va NI LEIRARELET,
98 config ipv6 nd ns ipif <ipif name 12> retrans_time <uint 0-4294967295>
B! AKawr RiE, FARX—DY ) vo—a VCBE LG ERELET,
INT A —H— {pif_name> — A ¥ —7 = —ADLHi,
retrans_timer — XA NX—DV VY T — g U EFEETDHE TORIERR (I Y
).
il BRI EHEThIy b ORI~ FEEITTEET,
I N— 3 1. 00. 01 LAKE

] IPv6 nd ns £ V' H—7 = — AL RET DITIX

ficonfig ipv6 nd ns ipif System retrans_time 10000
Command: config ipv6 nd ns ipif System retrans_time 100000

Success.
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3.31 QoSa<w >k

AA v FIE, 802. Ip B X 2 —Z2 Y HR—FLFET, A v T4 OOELF 2 -0 £7°,
el 3EX2— (77 23) MEFKEL-LD 0 BxX=2— (7T
WCHIESIND 8 OOENRE X TIIAA v T OB E X

N6 OEYE X 2 — 21,
0) £ T2H Y £9, IEEE 802. 1p (p0 76 p7)

7 EUTO XS IZEEMNT S ET,

BREOIL. A vFDQ Fa— (2L THERET,
BRELIZ. AL vFDQ Fa—(ZHY Y THRET,
BRE 2L, A4 v TFDQ F2—IZHVYTOHNET,
BREIIL. A v TFDQ Fa— (2L THERET,
BRE AL, AL vTFDQR Fa—|(ZEHY Y TERET,
BHRES L, AL v TFDQR F2— (2L TOENET,
BREGIL. A vTFDQR Fa—|(ZEHY Y THERET,
BRETIZ, A4 v FOWF2—ICB8V Y TONET,

BREA Y a— U o TII EROEBE Y 2 -l L > TEEINET, A v TFIF4HOELF = —

ZZEZLET, TOEFT. RbEWVELF2—D3 bR BEWVELTF2—D0 2720 £3, £
— RU =7 F a2 — [ FRITRVMER Ny RERET DRIy 7 7 OFTXTO/NTr Yy b EEEL
T, BELEONA—RV 2T EEX 2 =R TR TCONTry hOEFEERETTDHE, KbEWAN— Y
TR 2 —F, ZELTVWATRTORY Yy NEFEETEL LT E1,

3.31.1 config bandwidth_control

H A b — 2 T 2 B L

3L

config bandwidth_control <portlist> < rx_rate < no_limit | <value
64-1024000> > | tx_rate < no_limit <value 64-1024000> > >

i A a=xr FiE, A= PR THMIETR# 2% E L £,

INTA—H — portlistd — WETHAR— FELIFIHA— MGHEZEE L £7,

rx_rate — FO/XT— A —4 (no_limit F7=iE<value 64-1024000>) % F57E L T,
FETHRELER— BNy FEZETE@EICHEH I ET,

no_limit — fEER— FRZET D7 v FOEEEHIRL EH A,

<value 64-1024000> — FFEAR— M TZETDH FT7 7 1 v 7[R (Kbps) Z+57E L
E3 AN

tx_rate — FOD/3T— A —% (no_limit F7=(F<value 64-1024000>) ZF57E L T,
ECHRELER—IFR Ny h2RECTE2EEICEH ST ET,

no_limit — FEER— FRZET D37 v FOWEZHIRE L FH A,

<value 64-1024000> — LFEAR— M TZAETDH M T 7 1 v 7R (Kbps) & F57E L
E

ihill PR = EHET AV FOARKAaAx s FeFETTEET,

s A— g 1.00. 01 LAK&
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ikt P51 < P Sl V0 2 R E 9 2 1

#config bandwidth_control 1 rx_rate 66

Command: config bandwidth_control 1 rx_rate 66

Note: To perform precise bandwidth control, it is required to enable the flow

control to mitigate the retransmission of TCP traffic

The specified RX rate is not a multiple of 64, thus the closest

smaller multiple 64 is chosen.

Success.

FERER

@ = mE 64-1024000Kbps & 75 Y AN FIKICEE S BIEIE 64Kbps DR E
BABESICEEMICRAZINETT, APLFM o 1) —X Tl 62. bkbps DE# L 55 &
SICEBBHRESINET,
rx_rate /NS A —2 —RFIZH LT, forwarding rate N"—FICHESHEWNWEELH
UET,
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3.31.2 show bandwidth_control

H i Bk EFIE T — T VAR L ET,

9 show bandwidth_control [ <portlist> ]

B Kavy Rid, AA v FOBAEDOHIIEFIE O E Z R — MlICER R LET,
INTA—=H— <portlist> — FRTHAR— b ELIFIA— MM ZHELET,

i PR IE 7L,

KIGN—= a v~ 1. 00. 01 LARF

Ao P AB7) - A S R E & R 9 5 1SS,

#show bandwidth_control 1-5

Command: show bandwidth_control 1-5

Bandwidth Control Table

Port RX Rate TX Rate Effective RX Effective TX
(Kbit/sec) (Kbit/sec) (Kbit/sec) (Kbit/sec)

1 no_limit no_limit no_limit no_limit

2 no_limit no_limit no_limit no_limit

3 no_limit no_limit no_limit no_limit

4 no_limit no_limit no_limit no_limit

5 no_limit no_limit no_limit no_limit

#
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3.31.3 config scheduling

H Y

FZCOSHFa—IlC " T T A I AT D a— ) VT A= ALERELET,

1% 3C

config scheduling <class_id 0-3> weight <value 1-55>

B!

AL FINF4 OON— R =2 TBEXF 2 —0NHVET, Zhb420F 2—
DIBHLIDICANRTy by BT TH0LERHD £9, Ka< R,

INHD4ODN— Y = THEEF 2 —NEZSNTWVDIEELEELET,

24 v FDOF 7 )V Ml ( Tconfig scheduling] =~y RAEHA I N2\
7)) T mbEWEEX 2 — (=R =27 F2—3) NoHxbRVELT 2
— (=R 27 F=2—0) FTIEFINN— RV =2 TELF 2 —%2ZE 2L TNE

7T, EN—FU =7 Fa—F, RIERWMELEX 2 =BTy NEEEFFAIT
HFET, No 773 R_XTORTy FEFEELET, &bEWAN—RFT =T #
X a2—NTRXTORTy NOWREEZTETT DL, mbmv— Ny = T
Fa—iF, KELTWVAETRTONNTy FNOEGFEERBLET,

weight <value 1-55> — BEAfHTIN/ZCOS F=2—DT oA FNEFELET,

1 ~55 O TIHZIREETE £9,

INT A=Y —

<(class_id 0-3> — Tlconfig scheduling] =T~y KB4 2O/ — KU = THE
TxXa—DNICEHINIDERELET, 400N — RNU = THEHLF 22—
E BBERWERETHD 0 X2 —2FD0 000 3DFFIZL - THAI S E
R

il o = T

BHETH T bOIHRa~ REFEITTEET,

;GJLII:,\/{“—:‘) =) o

1. 00. 01 ARk

R SEF2—IC N T T A I AT a— ) T A= ALERET HITIT

# config scheduling 0 weight 55

Command: config scheduling 0 weight 55

Success.

3.31.4 show scheduling

HA AL FICBHERESNTWD N T T 4w I AT Va— ) T aRRrLET,

5L show scheduling

. AKa<w Rt AAvTFOBRED N T T 4 v I ATV a— U T A=A L%
FoRLET,

INT A — L — 7L,

i) PR IE 72 L,

;GJLII:,\/{“—:‘) =) o

1.00.01 LLF%
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ERBBED A Y 2 — Y U TRIERF T DHITIE

#ishow scheduling

Command: show scheduling

QO0S Output Scheduling

Class ID Weight

Class—0
Class—-1
Class—2
Class—3

0 >~ DN =

3.31.5 config schedul ing mechanism

= QS HERED A Va2 — 1) UV T A= AL EHRE LTI,
98 config scheduling_mechanism < strict | weight_fair >
B Ao RiE, QoS HERET — B ADMBILE Y T A E 22T H729DIT weight fair

Eostrict AW ALNBLRIRLET, A v FIF 420 — R0 = THEILE
CoS HEHFET, ZNHA4DOD/N— R = TS CoS D 1 DI ANy M
VYT TOHVNERHYET, Z0avr R, INHD 450/ — R = TR
JE CoS NEEEND LW IHBRAERELET,

AL v FOT 7 4V MEZ, b EWELES 2 — (F=2—3) MO bRV ESE
Fa— (F2—0) FTIEFICNN—F 7= TEILE CS ZEEL TWVEFET, £F
== E, WITIRNMEIEEE CoS 337 v R EEFFAITHE T, Ny 7 7189 T
DOy FERELET, X7y PRXVEW—ER7 T RATRZEIND L.
RITAR N CoS N ANT y haF a—IlEETHLICELEALBNET, LEWn
CoSIZZAEEIND /N ME, KVIERWT FANRF 2 —DRENTTT5HFE Tk

FEINFEHA,

INT A —H— strict — strict /NXT A= —ZIEETH L., EiDCoS Fa—00 T 7 4 v
IR LET, MiFa—DRENTETTLETIMIF 2 =003 > MI
EEINEEA,

weight_fair — [Weight fair] /X7 A —X%—% ANJT 5 &, EIE CoS DA EA
T ESNTNET Ay FZ2RBELES, N7y MIB—IZRBEINL Z &2 D

ijao
Il PRS- TH BHETh L bOIRRav REFITTEET,
X/ N— g v 1. 00. 01 LIRE
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RS QS Fa—Il T T4 v I ATV a— U T A=A LEHRET HITIX

#config scheduling_mechanism strict

Command: config scheduling_mechanism strict

Success.

3.31.6 show schedul ing_mechanism

HEY AA T DEIED N T T4 v VATV a— ) T A=A LR LET,

[ 3 show scheduling_mechanism

B! RKa<wr Rt AA YT OBED N T T 4 v I AV a— ) T A=A A
R LUET,

INTA—=H— 72 L,

it PR IH 7L,

KHGN— 3

1.00.01 LLF%E

BRI A T a— ) T A= AL LR DI

#ishow scheduling_mechanism

Command: show scheduling_mechanism

Q0S Scheduling mechanism

CLASS ID Mechanism

Class—0
Class-1
Class—2
Class—3

strict
strict
strict

strict
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3.31.7 config 802. 1p

user_priority

H #Y

ZA v FCHAREER AEDON— R 2T X2 —D 1 DIT AT b
802. 1p 21—V — B EZ~ v S LET,

fi#3C

config 802. 1p user_priority <priority 0-7> <class_id 0-3>

GLL!

AKa< R, 802. lp 2—HF—BEFEIIEKSNT, ATy NaE400F
NpN— R =T X2 —D 1 DIi~ vy 7T 5 HEEZRELET,

2L FOYHIRIETIEZ, LT O@EY AJ1T 5 802. 1p = — W — {85 E DffE %
4 OON— R =2 THEF 2 —Z~vy 7 LET,

802. 1p N—RDU =27 Fa2— e

=~ o Ol W N~ O
W W NN = O O
+H
it

DO~ AFx—~<%. [EEE 802. ID I FNAEVEICESHTWET,
IO~ 7E, <class_id 0-3> (NN—RT =27 F 2 —DFR) 2kt LT
802. Ip 21—V — B EEIFETH L TEETETET,

INT A—H —

<priority 0-7> — class_id (/N— R =7 % 2 —DFK ) IHHE S 5 802. 1p
a— P — B,

{class_id 0-3> = AA v FDON— R = THEEx 2 —DF S, KA vFIZ
X, AHON— R =T EEX 2 —RHV ET, ZhboDFa—130 (RbHIK
WSEEE) & 3R b W) O TE SN ESNE T,

il o = T

EHET AV FOARKa~x s FEETTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LLFE

fE B A A > FIZ 802.

Ip 2=V —EBHEZFRES DHITIE

#iconfig 802. 1p user_priority 1 3

Command: config 802. 1p user_priority 1 3

Success.
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3.31.8 show 802. 1p user _priority

HHY A3y b 802. 1p 22— W —BIefE & A1 v F O A HO N— Ky = T
Xa—btOHBEO~ Yy T EFR R LET,

L show 802. 1p user_priority

A ARa<r Rk, Ay b 802. Ip B A4 v T D AHON— KT =
TEEX2—D 12 DBIEO~ Yy B T ERRFLET,

INTG A—H— 7L,

i) [ = 2 7L,

K N— g 1.00. 01 LAR%

il 451:802. 1p = —H —B I 2 FIR$ 511

#ishow 802. 1p user_priority

Command: show 802. 1p user_priority

Q0S Class of Traffic

Priority-0 —-> <Class—1>
Priority-1 -> <Class—0>
Priority-2 -> <Class—0>
Priority-3 —-> <Class—1>
Priority-4 -> <Class—2>
Priority-5 -> <Class—2>
Priority-6 —-> <Class—3>
Priority-7 -> <Class—3>

3.31.9 config 802. 1p default_priority

H A AA v FIZ802. 1p T 74/ NOBHREEZRELET, XTI Ly e A
AvTFNZETDHE, Ravwr RTRELEEBILEX, N7y NOBELET ¢
—/)L RiZid#i s E7,

138 config 802. 1p default_priority <<portlist> | all> <priority 0-7>

B ARa<y R, AL v TFNZGE LT=Z T2 LNy NOT 7 4V b OB
HICBTA2HEEZ LE T, Ra~vr RCADEINEEMEL, 7y M3 4{H
DN—=RT 2 THELEF2—0D ) L0 ENICIEE SN DD ERET DDl
AanEd,

INT A= — <portlist> — FHETHR— bFIIR— MEHAEZEELET,

all — AL v FOTXTOR— MNIEHLET,

{priority 0-7> — AA v FEIFAAL v FOR— MR ZELIZ 772 L
Xy NIZHEND 2T DS,

1l SR = T EHET AU FOHARa~ s REFTTEET,

K R— g v 1.00. 01 VAR
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ER: A A FIZ 802. 1p 7 7 4/ kDB FE AR ET H 21X

#iconfig 802. 1p default_priority all 5
Command: config 802. 1p default_priority all 5

Success.

3.31.10 show 802. 1p default_priority

Hi EELICHERE SNDRNCATI T DX 772 LNy MZED B THATWHEL
TED 802. 1p BIGHAZF R L E T,

138 show 802. 1p default_priority [ <portlist> ]

B AKa<y RI FHERICIEESNDRICATIT D42 7 L3y MZEID 4T
SNTWAHHEIED 802, Ip B AF R L ET,

INT A — K — <portlist> — RRTHAR— MEIIR— MEFHEZEE LT,

il BRI 2L,

KIS N—T 3 v 1.00.01 LA

FEAG: AL v FIZ802. Ip T 7 4/V NOBLEa L 7 4 Xa L —Ta iy ERTHICIT

#t show 802.1p default_priority
Command: show 802. 1p default_priority

Port Priority

Y —
O© 0 N O Ol

1 0
2 0
3 0
4 0
5 0
6 0
7 0
8 0
9 0
10 0
11 0
12 0
13 0
14 0

0

0

0

0

0

0

[\
o
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21
22
23
24

S O O O

3.31.11 config cos mapping

HAY

AA yFITHEHT 2D CoS R— b~y BT HEERELE T,

15 3C

config cos mapping ports < <portlist> | all > < none | < ethernet <802. 1p>
| ip < tos | dsep > > >

B!

AKa<w Rid, AA v F D Cos LR—rD~ v B THREICH L, A1
NSRBI S D FiEEBRE LTS, @S- » M, Y72 CoS F = —
ICHRE SN E T,

INT A= —

<portlist> — FETHAR— FEIFIF— MaHEZHEELE7,

all - T_XTOR—FMERETLLAITHRELET,

none — EJCE R — 2D CoS HEREZ T XTI L £,

ethernet — 4/ —% Ry F 7 L—AR—ZDEELEELZAC L ET,
802.1p — [802.1p CoS) ZHZNZL £,

ip— £f—HFvy N7 L —A_R—2ADEBRELENCLET,

il o = T

FHET AV FOARKa< s FeETTEET,

;GJLII:,\/{“—:‘) =) o

1.00. 01 LAKE

ERB: AR —K 1% CoS A x—T /N & LTHRETDHITIT

#iconfig cos mapping ports 1 ethernet 802. 1p

Command: config cos mapping ports 1 ethernet 802. 1p

Success.

3.31.12 show cos mapping

H i CS~vy BT aFRLET,

9 show cos mapping [ port <portlist> ]

i Ka=r RiE CS =y B TORZAR— M EHEIOVWTRRLET,

INT A= — <portlist> — RRTHR— MEHZFEELE T, NTA—F—ZHELLRWV
Bald, X TOR— NOBREERENRRINET,

il BRI 72 L,

Kt A= v

1.00. 01 LARE
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A5 :CoS = v B ZHE A FIRT 121

#ishow cos mapping

Command: show cos mapping

Port Ethernet_priority IP_priority

1 802. 1p
2 802. 1p
3 802. 1p
4 802. 1p
5 802. 1p
6 802. 1p
7 802. 1p
8 802. 1p
9 802. 1p
10 802.1p
11 802.1p
12 802.1p
13 802.1p
14 802.1p
15 802.1p
16 802.1p
17 802.1p
18 802.1p
19 802.1p
20 802.1p

of f
off
of f
of f
off
of f
of f
off
of f
of f
off
of f
of f
off
off
of f
off
off
of f
off

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.31.13 config cos tos value

H AA o FTRAFEER 4 ODN—RT =T F2—0D 1 DIZASI 7 hd 1P
~y XD ToSEE~ Y7 LET,

L config cos tos value <value 0-7> <class <class_id 0-3>>

Gk ARKa<v NE, TS % T 74977 TAR BV TITRELET,

INTA—=H— value 0-7> — N7 7 4 v 27 7 7 RCBEM TS 5 AT > - D ToS i,
<class_id 0-3> = AA v FDON—RY = TEEF 2 —DFF, KA vTF
i, AEON—= R =27 EEX 2 —RHD ET, ZhbDFa—130 (&b
RWERE) & 30rb@m W BEE oM TETaEsnE T,

il BRI EHET WU NDHRa~v L REFETTEET,

K/ N— 5

1.00. 01 AR
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ERFI:TOS 62 T 7 4 w77 TFA1~y B TIZRET AT

#config cos tos value b class 1

Command: config cos tos value 5 class 1

Success.

#

FEEIE
0 AT RIZIE Tcos) MEREAHY ETA. cos) (ST BREILHEE A,

3.31.14 show cos tos

H i NFT 4TI TAR YL T ET D T0S DfEEFRRLET,

3T show cos tos [ value <value 0-7> ]

B! ARKa<w NI, ToSERNT T4 I I TR v TOEFEREERLET,
INT A=Y — value 0-7> — A~y RO TOS fH, /T A—F—=WEESNRWVE, b

TAT7A4 I 7 TARYELTOTXTD TS ERFRENET,

il o = T 3L,

K N— g v 1.00.01 LAKE

ERBI:TOS 5 DTOS T 7 4 w7 7T A~y BT 2R T 5I120%

#show cos tos value 5

Command: show cos tos value 5

TOS value Class

3.31.15 config dscp_mapping

H AA v FTHHAARER A HDON— R 2T Fa2—0D 1 DITATI’N7ry R TP
Ny ZDDSCPEZE~ v 7 LET,

HESC config dscp_mapping dscp_value <value 0-63> < class <class_id 0-3> >

! AKa<w FiE DSCPvy B T2 2774077 7 ACRELET,

INT A= — {value 0-63> — 7 7 A 1D & BN 1T 5 AJ)28 » k@ DSCP f,

{class_id 0-3> — AA v TFD/NN—R7 = TELEX 2 —DF T, KAA vFIT
. 4O N— R =2 THELEF 2 —0H D FT, ZhbDF=2—120 RHIK
UVMEBSEEE) L 3 bmVELE) M CEEEM S S ET,

ihill PR = BHET A hOHKa<wy FEFTTEET,

s A— g 1.00. 01 LAK&
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ERBIDSCP D NT 7 4 v 7 7 T AR BT ERET DI

#config dscp_mapping dscp_value 8 class 1

Command: config dscp_mapping dscp_value 8 class 1

Success.

3.31.16 show dscp_mapping

ELD NI T 4y I I TAR Yy B TS % DSCP DfEZF R LE T,

AT show dscp_mapping [ dscp_value <value 0-63> ]

] ARKa< RE, DSCP 8T 7 4 v VTR~ B TOREERNLET,
INT A —H— <value 0-63> — AS1X7 > RO DSCP i, /ST XA —H —DERTEN SN T

WA, R TIT74 v 7 7 TFANIETDODSCP vy B I RERENET,

il o = T 3L,

SHENR—Y g v 1.00.01 LAKE

ERBIDSCP D T 7 4 w7 7T AV T EERT HITIE

#ishow dscp_mapping

Command: show dscp_mapping

DSCP Class

O© 0 3 O O1 = W N = O

S S VY WY W u—
N O Ol kW NN = O
O O O O O O O O O O O o o o o o o o o

—
oo

19 0
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.32 7O ERFEI)RA+ (ACL)aAT K

AL FIET 72 AHIEY A FEEAL T, IPT7T FLABIOMAC 7 KL RIZESERFEDT A
ARLTNA AT N—T~DFXy NI —I T VA ETEL LI LET,

TIRATO T 7 ANEERT DL, F37 y b~y XOFRDEFERIZHEN, AA v F RN o Mgk
HRET DO DERELRETET DL IR £T,

TR ATa T 7 A IVOVERITEARIINC 2 DOERSIZHSINE T, T [create access_profile]
av  REEHAL T 78207 7 A VEERLET, #I2iE, 7%y K 10.42.73.0 ~
10.42.73.255 2R LCENT 7 4 v 7 ZHIR LTZWEGEE, IZUDICAAL v FITX L TE 7 L— 2D
H7 4=V R TRCERET LT 7R 7 7 AV EERLET,

RONCREDIEEL LTIP T RLAZEHATLT 78X T a7 7 A VEERLET,
create access_profile ip source_ip_mask 255.255.255.0 profile_id 1

EROBITIE, A v TFRZELEETL—2DIP 74—V RERETDHT /AT 77 A V%
YERRLE LT, AA v F BB LK EETT IP 7 R A Z3BfEIC LV source_ip_mask E A L E
¥, profile id XTA—=F—ZEHLCT 7 AT 07 7 A MTHBIESERELET, 22 TiE1
ARELET, ZHUTBEENELCTZ L SBRELEID Y THROIMEMN LET, profile_idiE, 71
77 ANY A NNTERELZHELET, HFDO/NS W access_id 1T ERMVELRENFEEIET,
TIRAT BT 7 ARG LTV — VRNICEEDRH D56 b EWEBEE (bW access_id)
DNV—NPERSNET, 778ATa 7 7 A N0ET 7 AN—LORIRIZET 21EHRIL T it a2 M
LTL7EEN,

AA v F iddeny RNTA—F—ZfEH L THEICES 7L —LEFEELET, ZITlE ROAT v
TTHRETHIP 7 L AL ip_source_mask BBE D AND XL —3 g T,

ALy FOT I vATa 7 7 A NVOYIEIL, VT 7 4 v 7 7a—% permit FFA)) LTWET,
T7 4 v 7 ZHIRT D72DIZIE, deny (JER) RTA—F—ZMHTO2LERH Y £7,
TIRATOT 7 ANDIERE, A v T RHLRET L—LOEERETTT A NVZ Y T2 RIET
LI OIZHMELZBINT HMENRH Y =9, configaccess_profile 2~ REFEH LT, HET5HHN%E
EERTDIHLDA—AEERLET, SOHIZHLWVAL—ATER— 0L H5 IP T KL ZAOHPAIC
T EAEBESTDLICHRETHAHIZ R THEL X I, ZTORFITIEL, 10.42.73.0~10. 42. 73. 255 D
IPEEET FLRERONT Y 8T 4 0Z Y7L, FFAILARVWAR—MERELET,

config access_profile profile_id 1 add access_id 1 ip source_ip 10.42.73.1 port 7 deny

TIRATO T 7 A NVEEK LIZE EIZRE L Iprofile id1) ZMH L 9, ladd] /XTF A —%
—IT7T 7 EATa T A1 LEEMT OB —L Y X NI BEHEE AL v FITEMLE T, T
IR AT 0T 7 A NNTEEE LB — VT, — VBRI, —L U 2 NRNICEBEEZRET S
access_id ZEIV Y TAZ LN TEZET, access_idIFA T v 7 AFZEEDOLZEX L, profile_id
N TOETEICEE R 5 2 /A, access_id [T —WF =071 7 7 A LDl 2 DNL— IV EFRERT 5
Balc, BCHEHTEET,

ip/RTA—F—ZZDOH LWL —ARE T L —Eh~y XANDOIP 7 RLRIZHEAENS L2 LET,
source_ip X2 DN — &K T L—L A~y ZDOEETLIP T RVAIZHEHAT 2 X IICAAL v FITHERL
£, ®EIC, IP 7 FL A 10.42. 73. 1 1% source_ip_mask 255. 255. 255. 0 [ZHEA L, 10.42.73.0 &
10. 42.73. 255 DDOEEITLIP 7 FL AT IP 7 L Z 10.42.73.0 2 52 £, S ITHITRAT & R — K
(R— R EZ DBRRESNET,
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3.32.1

create access profile

H #Y

Ay FIZT 7 BRATR T 7 A NVEFEHR L, AT D7 L—LDFHE~y XD EDE
DAL T PRETDNPERLET, A YT RREDT L —L~y X T 4 —)L
RCRDOTFHEEMAEDE TR EZANTHZENTEET, L—ITxT D
BRI 72 EIX. TED lconfigaccess_profile] @~ REZANLTIHRELET,

3L

create access_profile < ethernet | ip | ipv6 | packet content mask >
profile_id <value 1-256>

ethernet =ethernet < vlan [ <hex 0x0-0xOfff> ] | source_mac <macmask> |

destination_mac <macmask> | 802.1p | ethernet_type >

ip =ip < vlan [<hex 0x0-0x0fff>] | source_ip_mask <netmask> |
destination_ip_mask <netmask> | dscp | < icmp [ type | code ] | igmp [type]
| tep [ sre_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-0xffff> |
flag mask < all | <urg | ack | psh | rst | syn | fin > > > | udp < src_port_mask
<hex 0x0-0xffff> | dst_port_mask <hex 0x0-Oxffff> > | protocol_id_mask
<0x0-0xff> > >

ipv6 =ipv6 < class | flowlabel | source_ipv6_mask<ipvémask> < tcp
[src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-0xffff> ] | udp
[src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-Oxffff> ] > >

packet_content_mask = packet_content_mask < destination_mac <macmask> |
source_mac <macmask> | c_tag <hex 0x0-0xffff> | s_tag <hex 0x0-Oxffff> |
offsetl <value 2-126> <hex 0x0-Oxffffffff> | offset2 <value 2-126> <hex
0x0-OxFEFFEFFF> | offset3 <value 2-126> <hex 0x0-OxfFFffffff> | offsetd <value
2-126> <hex OxO-Oxffffffff> >

B!

Aavy FEAAL vy FIZT 78 AT 0T 7 A VB L, AT 27 L— DK~
Y HDEDEGHAA v TFNRHETDINERLET, AA v T RFFEDT L— L
Y H T 4=V FTROTDEEMBEDETCT AT ZANTHIENTEET,
L= UK B BARBY72fEIX, FRLD lconfig access_profile] =~ K& AJ)
LTHELET,
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INT A=Y —

ethernet — A4 vy FRENT > by XD LA ¥ 2 DS ERHET H50IHE
LET,
vlan — VIAN v 27 2l ERE L £T, v~ A7 ORED 12 By FOBBHBRITR
0 E7,
source_mac <macmask> — E[EITCMAC 7 RLADMAC 7 RL A~ AT ZHEELE
To ZOAZIT 16 EEEAATSNET,
destination_mac <macmask> — E(EHLMACT RLZADMACT RV A A7 ZIEE
L%,
802.1p — AA v TF MW7 L—L~y XD 802. Ip BERMEEZHET H2HLEITHELE
7
ethernet_type — A v FNET L —L~y X DA —H Ry N A FEEZFHET
L% AITHRELET,

ip— AL v FBRET L =L~y ZDIP 74—V REFHETHHEITHEELET,
vlan — IAN ¥ 27 ZfERE LE T, v A7 ORED 12 By FNOBRDPHRITAS
nET,
source_ip_mask <netmask> — FEETLIP T KL ADIPT RL AR ZHEEL
7
destination_ip_mask <netmask> — ZE[ESE IP 7 KL AD IP 7 KL AV RZ %45
ELET,
dscp — AA v FNE T L—Lb~y Z D DiffServ Code Point (DSCP) 7 4 —/L K
AT OIHGEICREELET,
icmp — AA v FNEL T L—I~y XD Internet Control Message Protocol (ICMP)
74—V FERET DHOICRELET,
type — AL T NETL—LD IMP XA 77 4 —)L RERET HHEITHEL
EJ RN
code — AA v FNET L—L0D IMP Code 7  —/V REFHET HHAITIEE L
7,
igmp — AA v FMN &7 L —2AD Internet Group Management Protocol (IGMP)
74—V FERET DLOICRHRELET,
type — AL T NETL—LD IMP XA 77 4 — )V RERET HHEITHEL
EJ RN
tep — AA wF N7 L—AD Transport Control Protocol (TCP) 7 4 —/L K%
AT DGAEICRELE T,
src_port_mask <hex 0x0-0xffff> — FETLAR—FDTCP HR— h~RA 7 BFEEL
7,
dst_port_mask <hex 0x0-0xffff> — EEHXAR—FDTCP R — h~R 7 ZHEEL
EJc a8
flag mask — w72 flag mask XT A —X—% AN LET, T XTOAS R
MIFREFRENEL L TTCP A— FEFEF->TEBY, 2o DFFIFI ATy &l
DT OMERET D37y hO—EIBE T D flagbit ZHF-> TR, /7
v NNOFFED flagbit Zi&E L T, X7 > FEHESR L E T, all, urg (urgent) .
ack (acknowledgement). psh (push), rst (reset). syn (synchronize). B LW
fin (finish) BRIV TEE T,
udp — AA v F 147 L—2I® Universal Datagram Protocol (UDP) 7 . —/L K%
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FETHHEAICHEELE T,

src_port_mask <hex 0x0-Oxffff> — EEFILA— FDUP R— v A7 ZIEEL
EJr N

dst_port_mask <hex 0x0-0xffff> — EX(EHEAR— RO UP R— h~A7 ZHEEL
£
protocol_id_mask — AA v FNK 7y b7 a ha 1D 7 4 —/v REHHET
BB BITIEELET, 2O7 44—V RIZZ ZTAN LEERNEG EN TV AEAIL,
TN —VZ5Es L ET,

ipv6 - IPv6 7 4 VX VT~ AT HRELET,

class = IPv6 7 ZAZHELET,

flowlabel — IPv6 7 — 7~ L ZfEELE T,
source_ipv6_mask — IPv6 (G 7 ~A 7 ZRELET,
tep — TCP DAR— b~ A7 Z4EE L E T,

udp — UDP DR— h~ A7 ZfELET,

src_port_mask — IPv6 L4 (TCP/UDP) iX{ELA— FDOV TR #HELET,
dst_port_mask — IPv6 L4 (TCP/UDP) EfFEA— "7 ~A 7 ZHELET,

packet_content_mask — T /XA AMNT 4 V2 —FT BHFRIZUDF 7 4 —)V REER
LET,
ofsetl~offsetd — ZNELNDUDF 7 4 —/L RiZ4 A hODT =2 THV, &
7y NI T77 L ANnBn A b (ZOnOHEIER A 77y METT,) B
TWET, B85 T4 2D packet content 7 4 —/L K& — 347w KOIEEED 128
NA NIPHERST EBAHETT,
DA T8y MI2BIBE Y, packet content 7 4 —/L KRG ——TF v
TP, ELTENENDT 4 —/V KB AL MBI, At 78y ME
1%, 2. 6, 10, 14, 18, 22, 26, 30, 34, = +» = 126 720 FF, 7t
N 126 IZBAL T, ZOfEIE 126, 127, 0, 131 bOXT y M CHEREILE T,

profile_id <value 1-256> — 7’10 7 7 A VX HDEHRIEZHRTE L E T, EL
Eilifio7ra 7 7y A VL TRESN, KbIEWT a7 7 A0 1D Db En
BREEZEDLET, 1~256 DHEIPHTTa 77 AL ID Z A TEET,

ihill PR =

EHET AV FOHARa~ s FEFITTEET,

XaS—a

1. 00. 01 LAKE
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ERE: T 7 AU A ML— V2B T 5 1T1E

#create access_profile ethernet vlan source_mac 00—-00-00-00—-00-01 destination_mac
00-00-00-00-00-02 802. 1p ethernet_type profile_id 1

Command: create access_profile ethernet vlan source_mac 00—-00—-00-00-00-01 destination_mac
00-00—-00—-00-00-02 802. 1p ethernet_type profile_id 1

Success.

#create access_profile ip vlan source_ip_mask 20.0.0.0 destination_ip_mask 10.0.0.0 dscp icmp
type code profile_id 2

Command: create access_profile ip vlan source_ip_mask 20.0.0.0 destination_ip_mask 10.0.0.0
dscp icmp type code profile_id 2

Success.

#icreate access_profile packet_content_mask offsetl 2 OxFFFFFFFF profile_id 3
Command: create access_profile packet_content_mask offsetl 2 OxFFFFFFFF profile_id 3

Success.

#

3.32.2 delete access profile

HAY ERE DT 78270 7 7 A VEHIBRLE T,

98 delete access_profile < profile_id <value 1-256> | all >

it AKa<r Rix, AL v FIHEREADOT 7 AT a7 7 A VEHIBRLET,
INT A —H— profile_id <value 1-256> — Ka< . RTHIRT AT 7 ®8AT0 77 A V%

AT 2/ A& 1~256 OFPFTIHE LET, ZOMHIXT 7 EAT a7 7 AL
M Tcreate access_profile | <~y FTIEMRENARRZEI Y Y THNET,
1~256 DHFPHTT w7 7 A )L IDFEFE AN TEET,

all — HIBRT 23T _XCOT 7 AV A N7 7 A VERELET,

il B =5 T EHET AT FOBARAT L REFATTEET,

Xt/ N—3 g 1.00. 01 LAFE

ERE: 777 AL IDB 1 OT 78 ATa 7 7 A )LEHIET 51T

# delete access_profile profile_id 1

Command: delete access_profile profile_id 1

Success.
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3.32.3 config access profile

H #Y

AZA Y FICT 7 BAT 0T 7 A NVEREL, ZIENT Y Nk T 00 7457
— T LMERDDIZOIZAA v FPMEMNT oMl ZER L ET

lcreate access_profile] I~ R&EMEHL TANI Lo~ A7 I3imEEEZFH L.
BELIETZ L —LD~y X T 4 — )L RNICAA v F BRI LIS A LET,

3L

config access_profile profile_id <value 1-256> < add access_id < auto_assign
| <value 1-65535> > < ethernet | ip | ipv6 | packet content > > | delete
access_id <value 1-65535> >

ethernet =ethernet < < vlan <vlan_name 32> | vlan_id <vid> > [ mask <hex
0x0-0x0fff> ] | source mac <macaddr> [ mask <macmask> ] | destination_mac
<macaddr> [ mask <macmask> ] | 802.1p <value 0-7> | ethernet_type <hex
0x0-0xffff> >

ip =ip [ < vlan <vlan_name 32> | vlan_id <vid> > [ mask <hex 0x0-0xOfff> ]
| source_ip <ipaddr> [ mask <netmask> ] | destination_ip <ipaddr> [ mask
<netmask> ] | dscp <value 0-63> | < icmp [ type <value 0-255> code <value
0-255> 1 | igmp [ type <value 0-255> ] | tep | protocol_id <value 0-255> >
> ]

tep =tcp [ src_port <value 0-65535> [ mask <hex 0x0-Oxffff> ] | dst_port
<value 0-65535> [ mask <hex 0x0-Oxffff> ] | flag < all | < urg | ack | psh
| rst | syn | fin > > ]

udp =udp [ src_port <value 0-65535> | dst_port <value 0-65535> ]

ipv6 =ipv6 [ class <value 0-255> | flowlabel <hex 0x0-Oxfffff> | source_ipvé
dipvbaddr> [ mask <ipvémask> ] | < tep [ src_port < value 0-65535> [ mask <hex
0x0-0xffff> ] | dst_port < value 0-65535>[ mask <hex 0x0-0xffff> ] ] udp <
sre_port <value 0-65535> [ mask <hex 0x0-0xffff> ] | dst_port <value 0-65535>
[ mask <hex 0x0-Oxffff> ] > > 1 >

packet _content =packet_content [ offsetl <hex O0xO0-Oxffffffff> [ mask <hex
0x0-OxFEFFffff > ] | offset2 <hex 0x0-Oxffffffff > [ mask <hex 0x0—-0xffffffff
> 1 | offset3 <hex 0x0-Oxffffffff > [ mask <hex 0xO-Oxffffffff > ] | offsetd
<hex 0x0-O0xfFFFffff > [ mask <hex 0xO-Oxffffffff > ] | port < <portlist> |
all > > <permit [ priority <value 0-7> [ replace_priority ] | replace_dscp_with
<value0-63> | counter < enable | disable > ] | deny | mirror >]

B!

RKa<w RiE, AA v FWCTI78ATa 77 A VEFREL, ED lcreate
access_profile] A~ RZMH L TAN LIz~ A7 EITGmBEIE A L, FrEE
PHAFHLETCASILET,

INTA—=H —

profile_id <value 1-256> — Ko< R THRETHT V7 EBAT a7 7 A /LEi#pl
TAHRIBEEANTILET, ZOfEIZT 78 A7 07 7 A /L3 create access_profile]
Ay FTERESNDFFCE D Y ToNES, Tu7 70 IDE, o7 r 7y
AN E I U R B EEEZRE L, A VT v I ABFSERELET, 204
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VT I AFFIIARa FESRITER S, T BRI 0T s A VAL E
T, EEEIOT e 7 AL L TERESN, LKW a7 7 A1 1D R
ROEWVEBEELRDLET, 1~256 OFPHTT B 7 7 AV IDFSE AT TEET,
add access_id <value 1-65535> — FETHREL-T7®AT 07 7 A )LIZ/)L—)L
ZIBIMLET, BEIIMER LI —ADA T v 7 R ENET, R— MMfE
T E DLV DI OWTOFEMIE, KEOA v haX v a  OHEESRL
TLIE&EWN,

auto_assign — A/XT A —X—% HET DH/N—/VITHEIIZE T (1~65535
OHIPH) ZFHIV Y TET,

ethernet — AR D/NT A —X —|ZHADEZ Ny NOFEEETZITEFEZRET D72
WIZKENTy hDOLAY 28 o AL v FRHELET,

vlan <vlan _name 32> — BEIZA/EEK L CTWA ZDOVLAN 72127 728 A7 a7 7 A4 )b
AL ET,

vlan_id <vid> — BEIC/ERK L CWA Z DO VLAN IZHc T 78 A7 a7 7 A V%56
LET,

source_mac <macaddr> — E(ETCMAC 7 KL A& Fo/ X » NEFIZT 78 A7 0
T ANEEMLET,

destination_mac <macaddr> — E[EITLMAC 7 RL A& EHO/NTF > NETFIZT 7k
277 A NVEEHLET,

802. 1p <value 0-7> — 802. 1p B EFF >/ v NETIZT 7 ¥AT R T 74
NEEHLET,

ethernet_type <hex 0x0-0xffff> — /X4 > b~y ZFWNIZ 16 #EH D 802. 1Q A —H
Fv NEA T EHFEONRTy FEFICT 78 AT a7 s AV EBEHALET,

ip— AL v TFNRENRT Y RO IP 74—V RERETLHAICHEELE T,

vlan <vlan_name 32> — BEIZ/ERR L CWA ZDOVLAN ZFICT7 782707 7 A )L
ZHALET,

vlan_id <vid> — AVLAN ID Z£ O VLAN 727 7827 a7 v A V&l L
7

source_ip <ipaddr> — EETLIP 7 RLAZFHORry NFIcTr 7827 a7
TANEEAT LG EICHELET,

destination_ip <ipaddr> — 77 ERA 70 7 7 A Lk ZOEEFELIP T L A5
ORIy MIETEH L E T,

dscp <value 0-63> — 778X 7 7 AN IP /X7y MDD
Type—of-Service DiffServ @=— KR A > k. DSCP) 7 4 —/V RICZ Dz H9T 5
N7y M L TOREMT 225G ICHEE LET,

icmp— AA v TFNERTFy hOA X —Fy hary h—NLAytE—U7 v han
(ICMP) 7 4 —/V RZFHET D255 AICHEE LT,
Type<0-255> — A A v FNEKENr v hD IMP XA 77 4 —)L REET 54
IZHRELET,
Code<0-255> — AA v TFNE 47 FOICMP 22— K7 4 — )L REFET B4
IZHRELET,

Igmp ~AA v FNENRTry hOA B —Ry NT)V—TF<vx—T A 7 bz
JV(IGMP) 7 4 — )V R fET 25 GICHEELET,
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Type<0-255> — AA v FINE /7w hDIGNP Z A 77 4 —)v REf{ET 255
WZHELET,

tep — %7347 > MO Transmission Control Protocol (TCP) 7 ¢ —/V K&
TOGAEICHELET,

src_port <value 0-65535> — 77 &8 A 7 07 7 A JLid~ v FNIZA TCP 14157t
R— 2oy MZZTEA L £,

dst_port <value 0-65535> — 7 7B AT 07 7 A )Lid~v X WNITA TCP L5
W= FEFFO/T Y MIETEALET,

flag — XHET D TCP 77 7 DX A T2 ATJLET,

all 1 TRTCOT7ZIVRRRINET,

urg : TCP il 7 < 7 (urgent : B&A)

ack: TCP #llf#l 7 < 7 (acknowledgement : 7&KER)

psh: TCP #ilf#l 7 < 7 (push : 7w =)

rst: TCP #li#l 7 Z 7 (reset : Ut v b)

syn: TCP {7 < 7 (synchronize : [FHi{k)

fin: TCP 417 Z 7 (finish : #£7T)
udp — &34 v ~® Universal Datagram Protocol (UDP) 7 4 —/L RZ & L £ 7,
src_port <value 0-65535> — 77 B AT 17 7 A Lid~y X PNIZA UDP 2615 7T
N—RNZ2Fo 7y MIZTEH LET,

dst_port <value 0-65535> — 7 7 & AT 107 7 A /Lid~v X NIZA UDP {5k
R— bt &2y MZETEALET,
protocol_id <value 0-255> — AA v FNBE N v ho7a ha)vLID 74—/ K
EHETHELIICHEL, 2O7 44—V RIZZZTCANLEREGENTWDY;
Ay UFoA— i L ET,

ipve - IPv6 7 4 VX VT~ A7 HRELET,

class — IPv6 7 7 AZFRE L 7,

flowlabel — IPv6 72—~ A EELFET,

source_ipv6_mask — IPv6 X507 KLU AZEEL £7,

tep — TCP R— "7 ~R 7 ZHELET,

udp — UDP R— " T~ A7 ZRELET,

src_port — IPv6 L4 (TCP/UDP) iE{GieR— hOHT~RA 7 #HELET,
dst_port — IPv6 L4 (TCP/UDP) FEHEAR—FDOY T~ 7 ZfaE L £T,

packet_content — Jx K4 DA 7y MEEETCEET, H—-DUF 71— L K&
LTHREBEND AN, NOT—EME A7y FCRETEET, A7y N7
7 LU A RIBRICER ERTRETT,
offsetl — offsetll — 70 77 AL TEZLEAUFF 74—V RTF—&F|Z~v v F
TLT—HERELET,
port <portlist> — AA v FDR— EFEFEZHEL, L— > TT 7 EBA%
TFRELITESELET, Tall) 3T TOFR— M L THRETSZ N TEF
7
permit — AA v FICK DR LA THT 7 AT 0 7 7 A )WITHEET H /N7
v FEHEELET,
priority <value 0-7> — AA v FIZBEIZERE L T % 802. 1p 7 7 #+ /L h DB
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EEEIHRITZVWEGEIC, ZONTA—Z—2BELET, K7 1=V FEHEE
TDHE. AA T BRZE LTy NOFOZ OBILEIZ—KT 537 v M.
BEIZHRTE L7z CoS F = —ITHRE SN FE T,

replace_priority <value 0-7> — &€ L7z CoS &% = —{Z/ /X7 v b Z 55T DEIIC,
Zoa~y RTHICHE L TV D EEICEE T 537 » D802 1p 7T 7 4 /v D
BB T ¢ — L FICAN) LTI EICEE MR T2 WIGEIT, ZORT A4
—2 AN LET, FHELRWEEIE, Ty MIEx S 202 AT H O 802. 1p
=P —BRELZ TOMEICEEZHRZ SN ET,

replace_dscp_with <value 0-63>— 2~ ROEFHIDOES CTHIE L= KM ICEE
THANTNr sy b TDSCP) 7 4 — /v RIZFEdR SN AEEFEE L ET,

counter — WU X —HREEEABINEITEICLET, ZiFA T a T,
T AN F TR R TOET, L—ART =A== ZRRINRNE
By HETDHNNT Yy R NSNET, AR TR—A—Z =TI
e, A=l I EEXINET,

deny — 727 AT 0T 7 A VG L7RWWST v MIAA v FIZ Ko TR
LI LEFRESNTTANZY) T ENET,

mirror — 77 B AT 0T 7y A NI TDHNNry hER—NMIIT—VU 7L
ESr s
delete access_id <value 1-65535> — Ka~< FZHHEL T, f{—V %y 7
Ty A, IP a7 7 A, F7-13 packet_content 71 7 7 A L) HIEE ACL L
—VEHIBRLET, K256 DAL—ARNTXTOT 7/ AT 0T 7 A VHEETE
ESr e

il o = T

EHET AV FOHARa~ L FEFITTEET,

KHGN— g

1.00.01 LLFE

55 F45: 10, 42. 73. 0~10. 42. 73. 255 OHFIFHINT IP 7 RL ZAZFHOR— KT DT L —LE T 4 NE Y v
T H-0Ta7Zr7ANVIDNLIDOT 7 BAT 07 7 A )V ERET HIZE

# config access_profile profile_id 1 add access_id 1 ip source_ip 10.42.73.1 port 7 deny

Command: config access_profile profile_id 1 add access_id 1 ip source_ip 10.42.73. 1 port 7 deny

Success.
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3.32.4 show access profile

H £ A yFIBERESNTND T 7 EAT 7 7 AV ERTLET,

9 show access_profile [ profile_id <value 1-256> ]

Gk AKavwy R, BIERESN WD T /82T 77 A VERRLET,
INT A= B — profile_id <value 1-256> = 7B 77 A /L ID ZHEELT12DT 17 7 A

WNIDICKT AT 78R T7— a7 4 Xal—arDhezizRnrLET,
T 77 A IDEFE 1~256 OFFHTAIILET,

il o = T 72 L,

K= g 1.00. 01 LAR%

ERB: AL » FICBERESINTWDTRXTOT 7RI 0 7 7 A )V ERRT HIZIE

#ishow access_profile

Command: show access_profile

Access Profile Table

Profile ID: 101
Masks Option
VLAN Source IP

Type: IPv4 Frame Filter 3 ICMP

Dest. IP DSCP Prot

OxFFF 20.0.0.0

Total Profile Entries: 1

Total Used Rule Entries: 0

Total Unused Rule Entries: 256

10.0.0.0 ICMP
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3.33 7O0—A—42—0a<T K
3.33.1 config flow_meter profile_id

H #Y

T ATO T ANENL—NIESINEANr Yy h T B —_R—ADRA—F Y T
Her e L £,

1 3C

config flow_meter profile_id <value 1-256> access_id <access_id> < < rate
<value 64-1024000> burst_size <value 4-16384> rate_exceed
{drop_packet |remark_dscp <value 0-63> > > | delete >

B!

Ravwy RiE, 78—R—2A2—Z VU TEHELET, A=V 7RI,
[ Znb—Fbh 24 7—F—F] (single—rate two—color mode) ® %% KR —
FLET, RERED/NNT A —F =% BT HI21X, 727 B AL— V& EINAERK

THENDHY £,

IR 2 Kbps QBN TRRIETE £ 928, g4 EE L7zgha, 207 4 Fa b

—3 a3 UITHE- T, il Ny MIREE, £701EDSCP 7 4 — v REEID 4 THH

7,

REL— FEBEFT 572D, 7y MIACL b—/UIZHEW LR S v E T,

Ko7 —RA—%—1 o FHEEIT ACL L— L2 Tpermit] 2 mirror] OIFE DI

AT,

ST A B

profile_id - 7B 77 A /L ID Z+&E L £,

access_id - 77 A ID #HELE T,

flow meter — 7NV —h2 T —Ta—A—X—%2RELET,

rate- YU N L— 2T —F—RDL— FEEELET, 70 —0OREHI
g 2 Kbps THEE L £97, /b — ME 64 Kbps T, &EAMRE/R R L— ME
1,024,000 T3, LML, A7 b — ME62.5 Kbps DfEH & 700 £7,
E->T, 100 Kbps {ZL— FEZFKELTH, 62.5Kbps D L — EBFENTR Y £7,
burst _size— Y I NVl — 12 HT—F— R KONN—RA M A XEEELET, H
frl&, Kbytes TY, /S—2A h¥ A XDHR/AMEIT 4 K31 M T, KA 16384 K
NA R TT, N—R MY A XOFEI 4, 8, 16, 32, 64, 128, 256, 512, 1024,
2048, 4096, 8192, 16384 K /A FDfFHTY, 7> T, 10 Kbyte (23— [
A REZRBELTH. 8 Kbyte D/X—Z A ZABHNZ/2 0 7,

rate_exceed - > /N L— K2 AT —F— NOBEL— hZ@iE L7z 7 > b
DIFIZHOWTEHELET, ZORBITLLTFOFEONT N EIRE T ET,
drop_packet: HiE/ 7 v F AT S,

remark_dscp: DSCP OFN N ¥ TE N7y M~v—27F 5, L7z y MIE
TR S A < BROE SALE T

delete - HHE L7 0 — A —H —%HIFRL F9,

il B = T

EHET AU FDOHRAY S REFATTEET,

X N— g v

1.00. 01 LAR%
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EREACL v — U Z—F T D ATy hOL— K ENR—X NEFRET HIZIE

# config flow_meter profile_id 1 access_id 1 rate 64 burst_size 64 rate_exceed drop_packet
Command: config flow_meter profile_id 1 access_id 1 rate 64 burst_size 64 rate_exceed

drop_packet

Success.

3.33.2 show flow meter

EL:) TR =ADA =LY TR EEFTLET,
' show flow_meter [ profile_id <value 1-256> [ access_id <access_id> ] ]
B AKavwr NI, 7r—R2A =2 —DOFRELRRLET,
INTA—=H— profile_id - 7@ 7 7 AV 1D ZHE L T,
access_id — 77 A ID ZfEELET,
il BRI 72 L,
K/ N— g v 1.00. 01 VAR

G 7 a— A =2 —ORELF KT DI

# show flow_meter

Command: show flow_meter

Flow Meter information:

Profile ID : 1 Access ID : 1 Mode : Single-rate Two—color
Rate: 2000 (Kbps) Burst Size:1000 (Kbyte)
Actions:

Conform : Permit

Violate : Drop

Profile ID : 1 Access ID : 2 Mode : Single-rate Two—color
Rate: 2000 (Kbps) Burst Size:1016 (Kbyte)
Actions:

Conform : Permit

Violate : Permit Replace_dscp : 20

Total Flow Meter Entries: 2
#
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3.34 802.1Xav< > Fk

ARAA » FI1%, IEEE 802. IX AR — F _R—ZA B LKA b _X—R 7 7 & AHIHBERE N ST ET,
ZORAI=ANE, A= FRT7 L —LEEZET DRI S 2T UXR R 0WER— F D&%
AR—MIFRETHIEIZLY, BiE2—Y—F IO R Yy NT—TFNRAL ANRR Yy NT—2 J V—
ATV RATE LA 2525 L #BRILET,

3.34.1 enable 802. 1x

By AA wFD 802. 1X B—_"—ZEHH L ET,

A 3C enable 802. 1x

= B RKa<wr NI AL v FD802. Xy NT—7 T 7w AGIT 7V r—a3
MM LUET,

INT A—H — 72 L,

il BRI BHET DD NOIZRKRa~w L REFITTEET,

R R— g 1.00.01 LA

5 511:802. 1X A0 9 5 12i%

ftenable 802. 1x
Command: enable 802. 1x

Success.

3.34.2 disable 802. 1x

H i) AA s F D 802. 1X r—"\—Z ML E T,

98 disable 802. 1x

Bl Ka<wy RE ALy T D802 IXFy NT—7 T 7 vAGI#T ) r—a v
BRI LET,

INT A—H — 7L,

il BRI BHET N DB Ravw L REFITTEET,

R N— 5 1.00. 01 LAFE

5 511 :802. 1X & #E5HZ 9 5 121%

#tdisable 802. 1x
Command: disable 802. 1x

Success.
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3.34.3 show 802. 1x

H AA v F T 802. IX ¥ ——DOHIEDOFLILRAE L FREREL £ R LET,

9 show 802. 1x < auth_state | auth_configuration > [ ports <portlist> ]

Wt AKa<r Rk, AA v FT802. IX — "—DIEDFEFRINAE & 5BFER C & 3
RLUET,

INT AN — auth_state — 802. IX V" — X —DHIERIRRELZ T R LT T,

auth_configuration = 802. 1X — "—OHIEDRFERELE X R L FT,
ports <portlist> — BT HR— MFE=IIFR— bEFAEZEELET,
PURICRRRERR EDREMZ R L E T,
802. 1x Enabled / Disabled — AA v F® 802. IX HREDBIED AT —HF A %
RRLET,
Authentication Mode — MAC 7 KL RIZ LA FE2IEA— M L B0, RFEE
—FE&RRLET,
Authentication Protocol — AA v F & RADIUS H— N—[U]CHEH 3 D FEAET

o ha)lAAf— b EFR-LUET, Radius_Eap] F721% llocal) ZFEETHZ
EINTEET,
Port number — AA v FOYEI /R — MiaFRRLET,
BERE © Authenticator/None — RIZHRRSIL7oA— MO 802. 1X BERE A R
LET, AL v FITRETE 5H802. IXHEREN22H VY F9°, lAuthenticator]
B L None],
AdminCt1Dir: Both / In — RERFEDHIEIAR— FSLEZW S5 £ 72135215 W)
T TBEICHEAZITONE I PEeRRLET,
OpenCt1Dir: Both / In — RERFEDHIENI AR — hANIESL M J7 ) £ 72133245 W72
T CHEIZHEZIT O N E I ERRLET,
Port Control: ForceAuth / ForceUnauth / Auto — R— k DOFRGRIRTEDEHE
FlfEH A2 F8E LET, [ForceAuth] |LA— I\0>7k~~’z/74/7 & % TR A
\Z98H L EJ, [Forcelnauth| 34— N &2 FEFRGEICHAI L £,
QuietPeriod — QuietPeriod # A ~— DR EM T, T 7 4/ MEIZ 60
FTI A3, 0~65535 ORI TEE T F 9,
TxPeriod — Tx ¥ A ~—OYMREMTT . 7 7 4 /L MEIE 30 B TT 3, 1~
65535 B OHIH TER TE £ T,
SuppTimeout — Request / Identity /X7 v &R T _XTDEAP /N7 v MIZ
TV TV B N (=P —) DOLOREEFFORRAEFR R L ET,
ServerTimeout — RADIUS H—/N—225 DIRE A ORI DR S 2 KR L E T,
MaxReq — 7V v b ~D Ny NOFEEREEZERLET,
ReAuthPeriod — iH#5¢d % Bt DM TR LE7,
ReAuthenticate: Enabled / Disabled — B#REZIT O ME I MERRLET,
PUF Ol 4 £or U CHBEDRRIRIREES R SV E T,
Port number — AA v F O R — MEAEFRRTLET,
Auth PAE State: Initalize / Disconnected / Connecting / Authenticating
/ Authenticated / Held / ForceAuth / ForceUnauth — Authenticator PAE
DOBIEDOREE RS LET,
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INT A=Y —

Backend State: Request / Response / Fail / Idle / Initalize / Success /
Timeout — Backend Authenticator MIIEDIRELZ TR L £,

Port Status: Authorized / Unauthorized — ZFREIF 7 A DR EZFR R L E
9, Authorized |, =—H—NFIEII, Xy NT—ZIZT 7/ EATESHZ
LA EHLUET, Unauthorized 1X, = —¥—0FFEES T, Xy hT—2IT
TIREATERNIEEEWLET,

il B = T

L,

X N— 3 v

1.00. 01 LAR%

{5 31 : 802. 1X #2

DIRREH IR T HITIE

#show 802. 1x auth_configuration ports 1

Command: show 802. 1x auth_configuration ports 1

802. 1X

Authentication Mode

Authentication Protocol

Port Number
Capability
AdminCr1Dir
OpenCrlDir
Port Control
QuietPeriod
TxPeriod
SuppTimeout
ServerTimeout
MaxReq
ReAuthPeriod
ReAuthenticate

160
130
: 30
: 30
2

: Enabled
: Port_based
: Radius_EAP
* None
: Both
: Both
* Auto
sec
sec
sec
sec
times
: 3600 sec
: Disabled

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
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FERE] AR A F_— 2D 802. 1X @ 802. 1X FREFDIREEAX FKRT A2

#show 802. 1x auth_state
Command: show 802. 1x auth_state

Port Number : 1
Index MAC Address Auth PAE State

Backend State Port Status

16

00-40-66-4D-4E-0A Connecting

Idle Unauthorized

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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3.34.4 config 802. 1x

capability ports

EED AA v FOR— D 802. IX FRIALLRE L ET,

& SC config 802. 1x capability ports < <portlist> | all > < authenticator | none
>

25 AH Ao RiZiL, lauthenticator] & Tnone] @ 2 DOMENH Y A— KT
LICRETEET,

INT A= — {portlist> — FETDHAR— MNEIIAR— MaHZEELET,
all — A4 v FOFTXTOR—FEHELET,
authenticator — 2w U =27 DT Vv AMELZRET A= OICFRIET 2 & 2
T o LENRDH Y T,
none — AR— b 802. IXHEREIZ K » THIEI S E A,

i PR IE FEWET WO NDIRRavwy REFTTEET,

S N— g v 1.00. 01 LAFE

fEHE AR —  1~10

(2 802. IX BREA X ET D ICiX

#config 802. 1x capability ports 1-10 authenticator

Command: config 802. 1x capability ports 1-10 authenticator

Success.
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3.34.5 config 802. 1x

auth_parameter ports

H#Y

AR— MEEFAN D 802. IX FRIF/NRNT A =X —%RELET, T 74/ FD/RT R
— X —F. BELE®HBENOT R TOR— 2T 7 4L O 802. IX ZEICKE
LEd,

3L

config 802. 1x auth_parameter ports < <portlist> | all > < default |
direction < both | in > | port_control < force_ unauth | auto | force_auth
> | quiet_period <sec 0-65535> | tx_period <sec 1-65535> | supp_timeout
{sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> |
reauth_period <sec 1-65535> | enable_reauth < enable | disable > >

B!

Ko< Rix, A— FRFHAND 802. IXFRIE/NRT A —F—%ZHRELET, T 7
FIV RONRT A =2 =1 FEELEFHENOT X TOR— 2T 74/ FOD
802. IXFXTEIZRE LET,

INT A=Y —

{portlist> — RETHAR— FEIEA— MEHEZFRRE L £7,

all - A v FOFTRTOR— M ERELET,

default — $5& L7ZHPANO T X TOR— b &7 7 4 /L b D 802. 1X fEITR

LET,

direction <both | in> — HEI S NIT=AR— MR EZEW T £ 7-13ZEHFMTIET
WEETa Yy 7T HENEIDERELET,

pmtwﬂml— A— MO IS BT 2 EEAOHIE 2R E L £,

PLFORFEA T > a v RndH 0 £7,

force_auth — A"— N OFFE% Authorized IRREIZ L ET, *v NY—2I T 7k
IR SNET,

auto — R— M AT — X ATFRET B ADFEREZ KM L E9,

force_unauth — 7"— b OFGFE% Unauthorized IRREIZC L F 3, X*v hU—I T

A= 717E§XL§E7fo

quiet_period <sec 0-65535> — FBFFIZEM L=, B L <RIEZ BT 2 £

ToOMBEEHFELET,

tx_period <{sec 1-65535> — EAP Request/Identity /X7 v MZEETH=D

BTV I M (=P =) O DINEEFRFORMERE L E T,

supp_timeout <sec 1-65535> — Request / Identity /X7 v FM&ZFR TR TD

EAP /X7y MTHRT Y7V 0 b (=P —) 0 b OJRE 215 OWFE 23 E L

7,

ServerTimeout — RADIUS — =6 DISE ZFRFORFMOR S 2R R L E T,

max_req <value 1-10> — 7 U > b (22— =) ~D/ 7 v b OFEERE

ERELET,

reauth_period <sec 1-65535> —H#id 2 HFIEOMEEREL £7,

enable_reauth <enable | disable> — AA v FNHEEIFT H0E 5 NEkiE

LET, AT 5 &, EFE Re—authentication Period (FFRRaEMIRERFERT) )

74— )V RTRELLRB T — — 42 HEiE L ET,

ihill PR =

BHET D bOIRRa~v REFITTEET,

K N— =

1.00. 01 LAR%
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fERF] AR — b~ 1~20 {2 802. 1X AL/ NT A —H — &R TET HI2IX

#config 802. 1x auth_parameter ports 1-20 direction both
Command: config 802. 1x auth_parameter ports 1-20 direction both

Success.

3.34.6 config 802. 1x auth_protocol

ELD AA v F D802 IXFBFEF 1 ha v EHFELET,

AT config 802. 1x auth_protocol < local | radius_eap >

B! RKawr N, @iE7e harzRELET,

NTA—S— local | radius eap - T IRAT Y FIVDXA TEIFELET,
i) PR IE BHET N NOHRRa~v L ReF{TTEET,

I N— 3 1.00. 01 LAKE

ERE: A A~ FORGET 1 b )L EZRET HITIE

# config 802.1x auth_protocol radius_eap

Command: config 802. 1x auth_protocol radius_eap

Success.

3.34.7 config 802.1x init

B A— MEEFAN O 802. 1X #ERE A #I L L £,

S config 802.1x init < port_based ports < <portlist> | all > | mac_based
| ports <<portlist> | all > [ mac_address <macaddr> ] >

B RKa<wr N, BBE LA — M E 7213/ E LA — N O EET 5
MAC 7 R L2 802. IX BEREZ 7= 72 HITHIE L £ 7,

INT A —H— port_based = AA v FNAKR— FEFDIHIZFDT 802. IXHEHEZ WIHI LT 5

O ELES, Wb EZ KRB INOIR—FERETHZ N TEET,
mac_based — AA v FNR— FEB DRI 802. 1X #ERE 2 FIH LT
HEDITHELET, MIHWHLEZ KR INDHOMCT FLAZRRETHZ N TE
£7,

ports <portlist> —AR— M E7iEA— FFHEZFHELE7,

all — 2 vy FOFTRTOR— FEFHELET,

mac_address <macaddr> — #IHI{k3 2 MAC T FL A& ASJLET,

il B =5 T EHET AT FDOHBARAT S REFATTEET,

Xt/ N—3 g 1.00. 01 LAFE
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1§)ﬂfﬂ ‘@—’\VC@T k @n@nm«{jﬁ &~ //%?ﬂﬂ;@ftﬁ‘é

# config 802.1x init port_based ports all

Command: config 802. 1x init port_based ports all

Success.

3.34.8 config 802. 1x reauth

EL:b)

AA v F D 802. 1X FFidiRE 27 & L £ 7,

3L

config 802. 1x reauth < port_based ports < <portlist> | all > | mac_based
| ports < <portlist> | all > [ mac_address <macaddr> ] >

B!

2'-(:["\7:/ Ffi\ R— ]‘%%L:%/)‘\U\Tnmuﬁfﬁﬁ'f/\/rX;}‘Zﬁwunﬂzbi‘j‘

INT A= —

port_based = AA v FNR— hEFSDIHIZES N 802, 1X #EEEZ FIFRFET 5
ICHELET, HiitZ AR INLIR— M2 ET LN TEET,
mac_based — AA v F PR — FESZEIIMACT F LU ADHIZEESUT2 802, 1X
BEREZ AL 2 KO ITHBE L £ T, MRGEA &G SND MAC 7 R AZH5TE

THZENTEET,

ports <portlist> — FRiFT BA— hEIFAR— FHEZEEL £,
all — AL v FOTXTOR—FEEELET,

mac_address <macaddr> — FFRFETHMAC T RV A& AJILET,

il B =5 T

BHEThU L bOARKRa~w REFITTEET,

X N— 3 v

1.00. 01 LAR%

fEHE] AR — bk 1~18 |

Z802. IX FRGEA R ET HITIX

ficonfig 802. 1x reauth port_based ports 1-18

Command: config 802. 1x reauth port_based ports 1-18

Success.
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3.34.9 config radius add

EED AA v FHRADIUS —_—L@F T 50 DREZ LET,

9 config radius add < server_index 1-3> <server_ip> key <{passwd 32> < default
| < auth_port <udp_port_number 1-65535> | acct_port <udp_port_number
1-65535> > >

Gk AKa< FiE, AA Y FHRADIUS Yy —"A—L@ETLOOREL LET,

INT A—H — {server_index 1-3> — RADIUS — N—D DR TEICESTZEIY Y TE4,

K3 DOFTD RADIUS b —N_—REDITN—T% AL v FIZASITEET,
{server_ip> — RADIUS H— "—D [P 7 KL &,
key — AA wF & RADIUS B — _—[CTHHT LA T— RERSHEZHEE L

7,

{passwd 32> — RADIUS Hr—/3— L 2 A v FHMFEHT DG WEHE, 32 XFLL
WTHELET,

default — Tlauth_port] & lacct_port] REDMIFIZT 7+ /L k UDP R— b
FrafMLET,

auth_port <udp_port_number 1-65535> — ZBFEV 7 = A MZx[9 5 UDP R—
&S, 7740 MEX T1812) T,

acct_port <udp_port_number 1-65535> — 7 W T T 47 U 7 A MIXT
% UDP R— b&ES, T 74+ /L MilE 11813) T,

il B =5 T EHET AV FOHARa~ s REFITTEET,

Xt/ N—3 g 1.00. 01 LR

i 51 : RADIUS H— N—iBER E & 1T 9 121X

#config radius add 1 10.48.74.121 key HCL default
Command: config radius add 1 10.48.74.121 key HCL default

Success.

3.34.10 config radius delete

H 1 AT F RADIUS H— "—2E A HIFR L £,

AT config radius delete <server_index 1-3>

B! Ao~ Rk, AR RADIUS r—_R—REEHIRL £,

T A= — {server_index 1-3> — M L7=\> RADIUS —_R—DF 5 Z2FEE L E7,
i) PR IE BEET N NDRRa~w REFETTEXET,

K N— g 1.00. 01 LAR%
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15 451 - 5% 78 1% # RADIUS

A V|| R

#iconfig radius delete

1

Command: config radius delete 1

Success.

3.34.11 config radius

ELD AA v FHRADIUS H— "= L@ET 50 DREEZ LET,

AT config radius <server_index 1-3> < ipaddress <server_ip> | key <passwd
32> < auth_port <udp_port_number 1-65535> acct_port <udp_port_number
1-65535> > >

i AA v FHRADIUS ==Ll T 50 DREEZ LET,

INT A —H— {server_index 1-3> — RADIUS ¥ — R—DIIEDHREICHKREZEIY ¥ TE4,
K3 DETO RADIUS Y —N—BED T N—T &AL v FIZANTETET,
ipaddress <server_ip> — RADIUS ¥ — X—®D IP 7 KL A,
key — AA wF & RADIUS r— N—[ THEHTH XAV — R SHZHE L
EScaN
<passwd 32> — RADIUS #—/3—& A v F Ml I3 2 A REHE, 32 5L
WTHELET,
auth_port <udp_port_number 1-65535> — FRFEY 7 =& MNZ%t4 5 UDP H~—
NG, T 74/ MEX 11812 T,
acct_port <udp_port_number 1-65535> — 7T hH T 47 U 7 A MNIXT
% UDP AA— &R, 7 74/V Ml 1813) T,

i) PR IE BHET D NOHRRa~v L ReF{TTEET,

XN —T g v 1.00. 01 LB

{5 F51 : RADIUS H—/N—

WEBUE£21T D 121

#config radius 1 10.48.74.121 key HCL default
Command: config radius 1 10.48.74.121 key HCL default

Success.
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3.34.12 config radius parameter

H Y RADIUS H— "—=D/RTF A —H —%FZELET,

9 config radius parameter < timeout <int 1-255> | retransmit <int 1-255)>
>

] A< Rk, RADIUS $—R—DRF A —F —5RELET,

NG A — B — timeout <int 1-255> — Y— N—DIEE Z O, 7 7 4/ MEIX 5 BT,
retransmit <int 1-255> — EEEE, 77 4V MEIZ 2 T,

i) PR IE BEET N NDRARaw REFETTEXET,

K N— g v 1.00.01 LA

R RADIUS H— R—D X A AT 7 "NA T a v 2/ET AT

# config radius parameter timeout 3

Command: config radius parameter timeout 3

Success.

3.34.13 show radius

B AA v FICHESNT-BAED RADIUS REEZF R LET,
HESC show radius

= B RKa<wr Nk, AL v FOBED RADIUS B EEFE R LET,
INT A—H — 7L,

il BRI 7L,

HIEN—T g v 1. 00. 01 LA

FEAB: A A > FITEETE SNTZBED RADIUS HE A F T HI21T

#tshow radius

Command: show radius

Timeout : 5 seconds

Retransmit D2

Index IP Address Auth—-Port Acct-Port Status Key
Number Number

1 10.1.1.1 1812 1813 Active HCL1

2 10.2.1.1 1800 1813 Active HCL2

3 10.3.1.1 1812 1813 Active HCL3

Total Entries : 3

260/330




3.34.14 show acct client

B BAEDORADIUS TH O VT 4 T TF7A4T 2 haeFnRLET,

L show acct_client

BC]] Kavwr R, AA vy FICBHERE SN TWDHBIAED RADIUS T4 7 7
4TI TAT v hEERLET,

INT R —H— 7oL,

il BRI 2L,

KG/N— g v 1.00.01 LAR%

ERBI:RADIUS T H D T 4 77 AT v b aESRT 521X

#ishow acct_client

Command: show acct_client

radiusAcctClient ==>
radiusAcctClientInvalidServerAddresses 0
radiusAcctClientIdentifier Hitachi Cable

radiusAuthServerEntry ==>

radiusAccServerIndex : 1

radiusAccServerAddress 10. 53. 13. 199
radiusAccClientServerPortNumber 1813
radiusAccClientRoundTripTime
radiusAccClientRequests
radiusAccClientRetransmissions
radiusAccClientResponses
radiusAccClientMalformedResponses
radiusAccClientBadAuthenticators
radiusAccClientPendingRequests
radiusAccClientTimeouts

radiusAccClientUnknownTypes

S O O O O O O o o o

radiusAccClientPacketsDropped
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

3.34.15 show auth_client

EED BAEDRADIUS %8GEY 74 7> b &EFR L ET,

[ 3 show auth_client

A Kavwr R, AA vy FICBIERE STV HBIED RADIUS F8FEY 7 A
T hERRLET,

INT A —H— 7L,

i) PR IH 72 L,

K N— g 1.00. 01 LARE
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fE R :RADIUS FEGEY 74 7 > &SI 5HI121%

#ishow auth_client

Command: show auth_client

radiusAuthClient ==
radiusAuthClientInvalidServerAddresses 0
radiusAuthClientIdentifier Hitachi Cable

radiusAuthServerEntry ==>
radiusAuthServerIndex :1
radiusAuthServerAddress .0.0.0
radiusAuthClientServerPortNumber
radiusAuthClientRoundTripTime
radiusAuthClientAccessRequests
radiusAuthClientAccessRetransmissions
radiusAuthClientAccessAccepts
radiusAuthClientAccessRejects
radiusAuthClientAccessChallenges
radiusAuthClientMalformedAccessResponses
radiusAuthClientBadAuthenticators
radiusAuthClientPendingRequests
radiusAuthClientTimeouts

radiusAuthClientUnknownTypes

S O O O O O O O O o o o o o

radiusAuthClientPacketsDropped
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.34.16 show auth_diagnostics

B BIEORGEZ WA Rm LET,

9 show auth_diagnostics [ ports <portlist> ]

B N— FRX=ZXATAA v FOBAEDFFEZ K Z R~ LE T,
INT A — K — ports <portlist> — FH~"— MRFHZFEE L £7

i PR IE 2L,

X IeN— g 1.00.01 AR
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G AN — - 1 OFAEOBIEZ KT & £ 5123

#show auth_diagnostics ports 1

Command: show auth_diagnostics ports 1

Port number : 1
MAC address: 00-40-66-5D-60-02

EntersConnecting
EapLogoffsWhileConnecting
EntersAuthenticating
SuccessWhileAuthenticating
TimeoutsWhileAuthenticating
FailWhileAuthenticating
ReauthsWhileAuthenticating
EapStartsWhileAuthenticating
EapLogoffWhileAuthenticating
ReauthsWhileAuthenticated
EapStartsWhileAuthenticated
EapLogoffWhileAuthenticated
BackendResponses
BackendAccessChallenges
BackendOtherRequestsToSupplicant

BackendNonNakResponsesFromSupplicant

D DN O N O = O O O O O O NN O w

BackendAuthSuccesses
BackendAuthFails 0
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

3.34.17 show auth_session statistics

H i BUEORGEE v v a UiEHE#RE R R L ET,

98 show auth_session_statistics [ ports < portlist > ]

B K= "IR_XR—=ZATOAA v FOBIEOFRFEE v a VFEHEREER T LET,
INT A —H— ports <portlist> — R— MNP EZFEEL 7,

i) PR IH 7L,

Xt N— 3 v 1. 00. 01 DARE
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B AR — T 16 OBIEORGEY v ¥ a3 UHtiHE#EFT T 51213

#show auth_session_statistics ports 1

Command: show auth_session_statistics ports 1

Port number

MAC address: 00-40-66-5D-60-02

SessionOctetsRx 7808

SessionOctetsTx 469102741

SessionFramesRx 122

SessionFramesTx 4196211

Sessionld etherl 2-1
SessionAuthenticMethod Remote Authentication Server
SessionTime 70803

SessionTerminateCause NotTerminatedYet
SessionUserName 456

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.34.18 show auth_statistics

H BEORIERFE R R LET,

[ 3 show auth_statistics [ ports <portlist)> ]

GG N— b R_R=ZATDAA v F OBAEDORIERAF R TR L ET,
INT A —H— ports <portlist> — R— MOPFHZIEE L £,

il BRI L,

K N— =

1. 00. 01 LI
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G AR — 1 OBIEOZREHE 2R RT 5101%

#show auth_statistics ports 1

Command: show auth_statistics ports 1

Port number : 1
MAC address: 00-40-66-5D-60-02

EapolFramesRx
EapolFramesTx
EapolStartFramesRx
EapolReqldFramesTx
EapolLogoffFramesRx
EapolReqgFramesTx
EapolRespldFramesRx
EapolRespFramesRx

InvalidEapolFramesRx

SO O NN DNO W DN NS

EapLengthErrorFramesRx

LastEapolFrameVersion 1
LastEapolFrameSource 00-40-66-5D-60-02
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.34.19 create 802. 1x user

EL:] B L 802, IX —H—ZfEk LE 4,

& create 802. 1x user <username 15>

B! Ko~ Rig, B 802 IX =—V—Z2Ek LE,

INTA—H— {username 15> — PMAEITF 16 LFLUN T —VF—HEHELET,
i PR IE FEWET WO DR Rawy REFTTEETS,

e N— g 1.00. 01 LAFE

i 1 :802. 1X o —HW —Z Bk 2 121

ficreate 802. 1x user HCL

Command: create 802. 1x user HCL

Enter a case—sensitive new password sk
Enter the new password again for confirmation:sksksksksk

Success.
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3.34.20 show 802. 1x

user

H i AA v F D802 IX2—HF—Th 7y "NeFmrLET,

L show 802. 1x user

EiE! ARa< R, A v FITBEFRE I TN D 802. 1X R— h_"—RF 721K A
F_R—=2DFy NT—7 T 7 EAfln—hVa—F—&FKRLET,

INT A—H — 2L,

il BRI 7L,

X N— g v

1. 00. 01 LI

ERE]: A A > FICBERE SN TS 802, 1IX 2 — P —52 BT 52T

#tshow 802. 1x user

Command: show 802. 1x user

Index UserName

1 ctsnow

Total Entries: 1

3.34.21 delete 802. 1x user

HH AA »F D802 IX 2—H =T FEHIBRLET,

&L delete 802.1x user <username 15>

i AKavwy Rix, A v FICBIERE SN TND 802, 1X A— h_"—ZX F 72X
ARNR=2AORy NT—=0 7 72 Afa—ha—F—2HIRLET,

INT A —=H — {username 15> — Z—H—4 (X 15 LFFE TO LA T THE T £,

i) PR IE BHET WO OB ARa~w L REFATTEET,

K N— 5

1.00. 01 LI

5 51 : 802. 1X o — W —Z HIR4 5121

fidelete 802. 1x user ctsnow

Command: delete 802. 1x user ctsnow

Success.
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3.3 7V RFERHEaAT R

7 7 & AFRGEHIMEIL. TACACS/XTACACS/TACACS+/RADIUS 7’12 b 2 V& L CAA v F~DERIRT
IR AERAREICLET, 2—PF—NRAA[ vF~Du A o0, BEHE L NIVOEE~DT 7 & 25T
B LT LR, NAT—=RDOANZRD HALET, TACACS/ XTACACS/ TACACS+/ RADIUS FRFEDSN A A v
FTHMZ 2D & AA v F % TACACS/XTACACS/TACACS+/RADIUS H—/ 3— L HifE L, = —H — DR
LET, EMTbhiza—Y—3, A v F~DT 7B RAEHFTENET,

HIE TACACS EX =2 UF 4 —7a haViZB 3oy T 4T 4 2O 30—V a U FELE
T, RKAAL v FOY 7 b7 =T ILTACACS DLLF O ARA—=V g a2 R—hLET,

TACACS (Terminal Access Controller Access Control System) — X% =2 U T 4 —D= DD /NAT — R
Frxv 7, Wik, BXOa2—V—T 7 va oz, 1 5F13FnL EOFEFR O TACACS H—3
—ZEALTITWET, X7y bOEZEIZIE UDP 7a harzERA L 7,

XTACACS (#£3E TACACS) — TACACS 7' &1 b = L DHLIRM T, TACACS 7’1 b /L L W ZFEFEDFFEY 7 =
ARNEVAR A= RIZHISLET, Ny bOEZEIZIZUP e ba vz LET,

TACACS+ (Terminal Access Controller Access Control System plus) — % hU—27 F 31 2D
DI DIZFEMe T 7 & AR 28 L E 4, TACACSHE, 1 BEIEZNLL EOEFRIOH— R —%§%
HLUCHEIEa~Y REFEHAT2 2N TEXET, TACACSHT 17 R a/LiX, AA v F & TACACS+T —F >
DEOTXTD T 7 4 v 7 &M S LET, £/, TCP 7'm b a vzl L TEEEOmVEES
ITWET,

AL wFIE, T v AR~ REMH L CREIET 5720 RADIUS 71 ha/L bR — kL
%4, RADIUS (Remote Authentication Dial In User Server)l. ZRIFHIZ )—“EH kY —s— % {f A
L. J~F IR DEHREROZE, 22—V —DFGE, 7 747 > bR —HF =2 — R E Rt
ét WCME a7 4 F 2 b—ra UERT R TORMEEAITOHEEI G FFH £, RADIUS (IR 7 &
VUV A RSN avy REFEHALTAL v FTIEHTEET,

TACACS/XTACACS/TACACS+/RADIUS Dt F = U 7 4 —BEREN (EFIZEMET 2 7201TiX, A4 v F LS D
PFEY — =L EN DT A A LT B2 —Y = L XA T — b%aa
TACACS/XTACACS/TACACS+/ RADIUS Hr— —DREZIT I LERH Y T, A v FR2—HF—|T
P—4 L RNAT — ROBEREZFT 5 B, AA » F 1%, TACACS/XTACACS/TACACS+/RADIUS H— /R — |2 —H
—IEDOBINWE DR EZITWET, == ZLUTFTD 35D HD 1 DOIREEKL T,

(1) =T, =P —HLRAT—FRERFEL, 22—V —IZAL v F~OWHEDOT 7 v AL S
ZET,

(2) P——=lF, ANENTZ2—P =L LERRAT— REZF T, A, v F~DOT 7 v AEHELL
EJ RN

(3) Y= =T, BEEOWEDLEIIE U EHA, ZORETAL vy FITY— "= XA LT Tk
EZITEY, A Yy RU R MIIERE SNIZROFERE FIE~EBITLET,

ARAA » FIZIE TACACS, XTACACS, TACACS+, RADIUS D% 7'm k=i /LIZ 4 DOFEFEY —/N— 7 /L—
TNRH LN COMABIAENTNET, TNHDENL b P —N=T =T L AL v FIIT 7 A
kB 2=V —OFRGEEH SN ET, REEY — =7 =T NIHEE DOIEE TR — N — &

EL, A=Y =NAL v F~OT 7 AMEZIGT 256 1 FHORGEY — A —ISBREAKIH L £ 77
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FRREMTONR TR, VA MO 2FB O — —IZIKHE L, DL FREEOLE D e X £,

FEIN TV — =7 N —T 12, FFEDO T v I VBEET HHRA NOBREBETEXET,
Bl 21X TACACS FRFEY—/3— 7 /b—7 1%, TACACS FBREY — N— DBz B TE £7,

AL v FOEHEL, 22—V —ERDORA Y v KU A NI 6 FEHD R 5 FEH1E
(TACACS/XTACACS/TACACS+/RADIUS/local/none) ZgXETE X7, T HDHFEIL ALEICIE~AKEZ D
ZEWHEET, AA v F ETOEEO2—F—RFHIEH I ET, U A MIITHRK 8 DDA
EREECTEET, 2=V —DBAAL v FITI7BALLI ET DL, AL v F XY 2 D 1 EHDRER
FEZRIR L CRGEZITWE T, 1 FHOFIETRGEY — N—Z il L T HRBEEN IR > T2 2RIT UL,
Ay FIIV A OO FELZRAET, ZOFIRZ, BEELKIT D0, EESND0, £7213Y
A NDOTRCORGEFEEZR UKD E TRV IRSNET,

AA o F~OT 7B AMEERG L2 —F—X, @07 7 B AEEZEZ LN TS Z LIZZHEHES
72EV, EEERMEL VORI Z ST 720121k, =2 —3—i% lenable admin] =~ NiZ7 72
TAL, AL v FICEBREICL Y FRNICRESNTWNDL/NAT — ROANPMEIZRY £,

EEEIE

('Tmm&xmmw~MM%ﬂmesmﬁﬁLtI>%4%4f&U~Emﬁmau
Fth, A{YFEHF—N—FF. ALTOraL 2EALE2<RLRETET
SPBEAHYET BIZE. XA v FI= TACACS BIEE£ELw L1184, KR FH—n
— Iz HABOBREEFTVET),

3.35.1 enable authen_policy

H VAT RT AR —E B LET,
L enable authen_policy
G Kazr N, FEEPERT DAL v FIT 78 AT 22 —F—D72b DR

FER VU —FHMILET, AT DHE, T AT T A Ay R A
FeF vl L, Bl A U HEO2— —3BGEICE T 2RFEFELZ RN L F

ER
INT A —H— 2L,
i) PR IE EHET WO DB ARa~w L REFITTEET,
K N— g 1.00. 01 LAR%

ERB: v AT LT 72 AFRFER Y o —Z2 /T D21

#ienable authen_policy

Command: enable authen_policy

Success.
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3.35.2 disable authen policy

H i VAT AT AR Y —H W LET,
3L disable authen_policy
B! Kavwr R, BHEAEPERT DA v FIT 7B AT 22— —D72H DR

AERY U—H B LET, Wbl AL v TFiFa—VF -4 LT —
NRFEDT=Dlza— AN a—HF—=T H 7 T —ZRX—=R T VAL ET,
I BT, AA vy FIL, BUE, EHFLNVOMHERICT 7 & 2255 E @0
— WP =D OIZFRAEE LT — I A RX—T VXA T — REZIF ANET,

INT R —H— A
i) B = XE BHETH L hOARRav REFTTEET,
e N— g v 1.00. 01 LAR&

B AT DT 72 ARRGRER Y > — NI 511

#tdisable authen_policy

Command: disable authen_policy

Success.

3.35.3 show authen policy

H i AA v F EDVAT AT IR AR —DAT—H AeF R LET,
3L show authen_policy

A AL v F EDOT 7B RFEIHRY —DBRED AT — X A2 Frm LET,
INT A —H— 7L,

il PR 1A 72 L,

KIS A— 3 1.00. 01 LLFE

ERB: > AT LT 72 AFRFER Y v —%2FRornT HI120%

#ishow authen_policy

Command: show authen_policy

Authentication Policy: Enabled
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3.35.4 create authen login method |ist name

HY A—P=NAL v FIIu 7 A T LEOFIEHED 22— —FEFZA Y v N
A MEER L £

5T create authen_login method_list_name <{string 15>

B Kavwy R, 2—VF—»Na 7 A T 5BORAFEY A FEERLET, K
ZA yFiE HRBEDAY v FY X b &Y R—FLTHWETH 120377
FNBRELTTRENTOLLD HIRTE EEAMHEOA Y v R X M Z
B2 ANAER B LR E S NAMERNH Y £,

INT A= — (string 15> — 15 LFLNOEARBFOXLFIEZ AT LT, AV v FU A
FEERLET,

i) PR IE BHET D NOHRRa~w L REF{TTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LLFE

ERE: A Y >y RU A~ THCL] Z1ERd 51X

#create authen_login method_list_name HCL

Command: create authen_login method_list_name HCL

Success.

3.35.5 config authen_login

H ) A=Y =P u A T LROBRETEELRET 22— —EREITT 741
FDORXYy FYR M ERELET,

3 config authen_login < default | method_list_name <string 15> > method <
tacacs | xtacacs | tacacst | radius | server_group <string 15> | local |
none >

i =P =NAL v FIIu I A T DEEORIESEEHET 22— —ERE

57T b A FY A AL £, A KO LA
DIEFE T, FIAEFERICEELHE 2 E4, fl2E, »n7 A4 A Yy RURRZ
[tacacs, xtacacs, local] DNEFE TFRALHELZ AT LTEGE. A4 v FIEET
P—=N=T N —THND 1 FHD ltacacs] RAAMIGIEY 7 =X &2 EELE
T, FOYV—N—NGIRERN WSS 2K B D Ttacacs | AA MIFEIEY
JEANEEEL, VA MPKRTT2ECIOFIEERT ET, A v FIE
UARDOWDT 1 kb xtacacs ZHEHL T, ALY —r 22 HHLET,
xtacacs U Ak Z MM L THRINMTONARVEEIE, AL v FICRES N
Mocal IT AT Y FOT —H_XR—=2ty MEEH L TEEO2—F —EBFEL
T, Local AV v FBMA SN AH, 2—P—ORRITALS » FITRESH
kn%waﬁﬁyF@%@’Wﬁbi?

INSDOFEIZE ST, IR LT — Y — (213 TUser] DOERD LN 5.
2 HbNET, 2P —NEPE L~V DOMER| \_Eﬂ?ﬁ L7254 lenable admin|
Av Y FEFET L, A v FICEHEICI D FRICHES N TNDH/NAT— R
DANNLEIZ72 D £7 ( Tenable admin] IZ2OWTOFEMIE, 2Dk v =
> ® lenable admin] OFHPAZZMML TIZEW),
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INT A=Y —

default - 22—V —EZXINTZT 7 BV AZHEDOT 74V DAY v R A &

FRLET, 22— —ZL T OIS EEZ 1 DFEITHAG DT TRK4OF

TERNTEET,

tacacs — A/XT A —H —%BINT BE. TACACS server group V A LD U E

— k@ TACACS server hosts 2>5 TACACS 7'&t k2 /L& L Ca—V —iBik %

TOMERH Y £,

xtacacs — AK/XT X —X —Z BT AHE . XTACACS server group U A~

E— b ® XTACACSserver hosts 735 XTACACS 7'mt h 2L &M L Ca2—%—R&

REZAT O BN H D £,

tacacst — ARK/XT XA —X —Z BN+ AHE4E . TACACS+ server group J A RdD 1

F— k@ TACACS+ server hosts 7>5 TACACS+7' 12 h )L &fE L Ca—H%—

FREEAT O LERH YD 7,

radius — &RX/XF XA —X —Z BT 55, RADIUS server group U A DY

£ — k™ RADIUS server hosts 75 RADIUS 7' & h = /L& L Ca— Y —3GiE

EATHOMLERH Y 7,

server_group <string 15> — K/XT XA —X —%BINTIHL5E. A A v FITH

EFEHD L= —EFDO— =T —T % H L Ca—P =385 21T ) M

N FET,

local — R/XTF A —X—%BMT 556, A4 vF LdDr—J1/L user account

T—HR—=2AEEA L T2 — =R IT O MLERH Y £,

none = A/X7 A —H =BT L5556, AL v FIT 7 AT H72OORGEE

PVEH Y FH A,

method_list_name — Z—V—{C Lo TEBEBINZA Yy RV RXA ML EATIL

F9, 22—V —IZUTOEIESEE 1 DFEITMAEDETARA Y v KU A b

IZHRKADETEBMTEET,

tacacs = AT A= —ZBINT 556, U E— F D TACACS Hh— 3 =75

TACACS 7' ha /L&l L Ca—H— mM:ﬁ IMEENH Y T,

xtacacs — A/XNT A —F —%BINT 55 U &— kD XTACACS H— —

XTACACS 71 b 2 V&2 L T —H—3 L.JM:ﬁ IMENDH Y £,

tacacst — AKNT A —HF —ZBINT 556, TACACS+H—/3—7» 5 TACACS+7 1

FanrzERL TCa—F—GEE T O MLERH Y £7,

radius — AT XA —F —ZBINT 555, UE— F® RADIUS ——/nb

RADIUS 7'm R a V& L Ca—H —FEa1T O MERH D 77,

server_group <string 15> — AR/XT A —Z —% BT 2556, A1 vTIIi%

EFEHDL—P—EFD — =T —T 5 H L Ca—P 38 21T ) M

N FET,

local - RRF A= —5BINT D56, A4 vF LD v —7J1/L user account
— A NR—2AHH L T —Y—FREETOLERH Y 7,

none = A/XT7 A —H —ZBMT 555, AL v FIZT 7 EATH72OORGEE

VEH Y FH A,

ihill PR =

EHET AV FOARKAaA~x s FEFETTEET,

K/ I— =3

1.00. 01 LAR%

271/330




{5 FA5 - 2REE A >/ > RN TACACS, XTACACS, Bl W local # ZDEHE T —HF—EFFA Y v FU 2 |k THCL]
IZERET DI

#iconfig authen_login method_list_name HCL method tacacs xtacacs local

Command: config authen_login method_list_name HCL method tacacs xtacacs local

Success.

FRE:FT 73V DAYy RU A NEFEEEA Y~ K XTACACS, TACACS+, @ —H /L DNEIZEHRET H I

#config authen_login default method xtacacs tacacst local

Command: config authen_login default method xtacacs tacacs+ local

Success.

FEREHR

0 BEEOFRaLELT Tnonel EFHIEk Tlocal] ZAAHTBE. AVYYEKRYR K
FLIETI7AILEDAY Y FYRMIRIOZBIENLEZTEINFET,

3.35.6 delete authen login method |ist name

H 2P —NRAAL v FIZul A T HEORISTEERET 52—V —E
nr7A4AYy KR NEHIBRLET,

5T delete authen_login method_list_name <{string 15>

B AKa< Rix, 2—HF—nnm 7 A T HBORGEHEY A NEHIBRLET,

INT A= — {string 15> — 156 SLFLANO A FEFTOLTFH 2 A ) LT, HIbRT 2 2 Y
v RYURANEERLET,

i) [ S 2 BHET O NORKRKa~w REFITTEET,

Xt/ 3= 3 v 1.00. 01 AR

ERE: A Y > KU A RS THCLY ZHIFRT 2121%

#idelete authen_login method_list_name HCL
Command: delete authen_login method_list_name HCL

Success.
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3.35.7 show authen login

EED A—P—RBAA v TFIZu T A o DEROBIESTEDORER S —P —iE
Yy RURANEFRRLET,

5 show authen_login < default | method_list_name <string 15> | all >

B Kavwr R, 2= —03ua 74 T HEOBFEA Y v R A MERRLE
R

INT A= — default = KNXNFG A= —Z AT HE, 2—F—NRAAL v FIZrrs/AT5
BROT 74N R Ay YR MERFLET,
method_list_name <string 15> — K 15 FF TOFMEMFLFEL % AT
LT, #7795 Imethod list] ZEFRLET,
all = KRTA—=H =2 AT 2L, BUEAAL v FITRESNL TN DT NTO
WRER T A Ay RERRLET,
T4 Y RUIRONT A—H —%FRLET,
Method List Name — BEWHEHAA Y v KU R M,
Priority — =P —=RN2AA v FiTr 7 A F 5B, RAEDT=DIZMWE b
SNHAYy RUA T e havolFzERLEYd, 1GxbEy) b4
(& AR TESENANZ 2T T b E T,
Method Name -= A Y v KU A ML T LICETEINSAEFHR2 T 40— 12 hajL
HEHRLET,
Comment — AV v ROHX A 7% EFELFET, [User-defined Group] 1%, ==—
YP—EZINTZY— =TV —TE2HR L%, Built—-in Group) X, A A
v FIE R E S 415 TACACS, XTACACS, TACACS+3S L TONRADIUS & = U 7 ¢
—~7a barzsBMLUET, [Keyword] 1%, llocal] (AA ‘)?O):L—‘U“~7’
7 ‘7/ N&S L7278GE) & Tnonel (AA v FOTXTOMEREICT 7 ®8ATHT-
DIZFRRET D LEED 72 N) & WD TACACS/XTACACS/TACACS+/RADIUS (2 i 5 4%
(TR 03 MOy | 3 - R = S IS

i PR IE 7L,

X/ N— 3 v

1.00. 01 LAR%

ERF]: THCL) EWOLDFRIEa A LAY v R A M E2BRT 51

#show authen_login method_list_name HCL

Command: show authen_login method_list_name HCL

Method List Name Priority Method Name Comment

hel 1 tacacs+ Built—in Group
2 tacacs Built—in Group
3 HCL User—defined Group
4 local Keyword

s
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3.35.8 create authen _enable method |ist name

H £ AL v FTCR—Y —DHERZEH O 2 —F— L ~VLpBEHE LU BT
DAY v FOa—HP—ERZA Yy FUAMERELET,

[5'8 create authen_enable method_list_name <string 15>

B Kavwy RiE, A v F TCa—F—2@EDOT—F— L ULHERN G EBE L
NOVHERRICHME T DRFEA Y v ROZ—F—FFRA Y v N A FEZRELE
To A v FOWH O —Y — LR Z TG L2 — =N EHE L ~L
MEMRZ G H 720X, BEFENER LI HEIC L VRGEL 2 T D MERH D £
T AA v TR 8D Tenable method list] NFEITTE E9,

IRT A=K — {string 15> — 15 SLFLAN O 547 D 554 A ) LT AERCT % Tenable
method list] ZE&FRLET,

il {55 2H BHET I bOHRKa~v s REETTEET,

X/ N— 3 v

1.00. 01 LAR%

A o — P — MR 2 A PRE HERIC FA% T 5 7201C THCL) & WO A Da—HF—FEFA Y v FY X |

ZVERT DI

ficreate authen_enable method_list_name HCL

Command: create authen_enable method_list_name HCL

Success.
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3.35.9 config authen _enable

H #Y

AA y?"’@l~*f~®1‘%ﬁ§%i;ﬁ’@l~*f~ LAUL o B BE L ~OLHERRIC
FHETDRFAY v FOaA—HF—ERAY v FURA M EERLET,

& 3C

config authen_enable < default \ method_list_name <string 15> > method
< tacacs | xtacacs | tacacs+ | radius | server_group <string 15> |

local_enable | none >

B!

Kavwy NE, A vy FTCa—HF—%i# ﬁ’@:“—‘ﬁ:“— UALHERR N & B L
NNVHMESRIC AT DERFEA Y v ROZ—HP—TEFZA Y v FURANERELFE
ﬁ}Z4y%wk%@J~%~vAw%@%ﬁﬁbtn~%~ﬁ@ﬁ%V&w
MEFRZ 1S5 701213, BEHENER LI B K VRGEZZ T O LERH Y £
T, AR 8MHD Tenable method list] 23 A A~ FIZ[RIHFL u%??f%iﬁ”o
ARa~ L RCHRE LTRIESEDNEE C, R RICEEE2 52X 7, flx
oA Ay KUY A RI ltacacs, xtacacs, local_enable] DJEFE T nfl:jf
B AN LTEHA . 24y?ii¢%—ﬂ—7w~7W@1$E@FM%%J
RAMIGRAEY 7 =2 b &2k E LET, fEEN GO WEE, ==L
—7' D 2% HD [TACACS | AA MIFHIEY 7 =& ]\%ﬂéfnb UARBKET
THECZOFIEARTET, AL vyFiL, VA FDORDOT 17 | 2)L xtacacs
ZREALT, RACy—r7 > A%HALET, xtacacs U A F&EH L THIEE
PITONZ2WIGETE. AA v TFITHE STz Tlocal _enable | /XA T — R
ty hEFHL TEYO2—Y—%230FEL 7,
INHOHFOWTNNDHETRHAES Nz —H —iL, TAdnin] (EFHE) L
NIVOMERZ IG5 2 ENTEET,

INT A—H —

default - = —HF—ERINTEHEHEROFEIEOT 7 4L DAY~ R

A NEFRRLET, 2P —IZLL FOFRRET L% | DE IS AA DE THRK

4 OFETEINTEET,

tacacs — AR/XT A —Z —%BINT 555, TACACS server group U A~

E— M TACACS server hosts 235 TACACS 7' b /L& ffi ] L C—H—3R

REAAT O BN H D £,

xtacacs — A/XT A —F —ZBINT 585, XTACACS server group U A hdD

U & — k0 XTACACSserver hosts 7>% XTACACS 7'm h /L& fEH L T —4
—RREAAT O BN H D £,

tacacst — AN T A —H —Z BT BE4E . TACACS+ server group U A h®dD

U & — k@ TACACS+ server hosts 7°5 TACACS+7' &t h /v &(EH L CTa—H
—RREAAT O BN H Y £,

radius — AKXT XA —H —ZBIN4 5345 . TACACS server group U A MDY

E— R RADIUS server hosts 235 RADIUS 7' b /L& ffi ] L Co—H—3R

REAAT O BN H D £,

server_group <string 150 — A/XT A —X —ZBINT 5565, AA v TFIT&

ERHOL—P—EZROY — "= N —T % L Ca2—V—iEx2 1T o &%

ERH D ET,

local_enable — A&K/XF A —5—%55%?"5%{5\ AA v F EOwv—TJ1)L user

account 7 —H N—RAZHH L T2 —WF —FiEE2ITHILERH D 7,
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INT A—H— none — A/XT A —F—%BNT D56, A v TIZT 78 AT H1-DDORGE
IEH Y £ A,
method_list_name — Z—H —Z K-> TERINTAY v RURARMEATL
F 4 (create authen_enable), L — W —|ZLL FOIEFIEE 1 OF - I1THHA
BAOETAAY v YA MIgERK4DETEMTEET,
tacacs = A/NT A —F —% BT 555, UE— FO TACACS H— 3=
TACACS 7' &t fh V&M L Ca— W —G8GE&1T O LENRH Y 7,
xtacacs = ANT A —=Z —ZBINTD5E, UE— O XTACACS H— =15
XTACACS 7'wt b AV A L Ca— W —3RAEA1T 9 MERH VD £,
tacacst — AR/RXT XA —H —Z BT A4 . TACACS+H— X—7)> & TACACS+
2 havEEHL T —F—REEEITOMLERH Y £7,
radius — AT A—=F—=ZBINT 556, UE— hD RADIUS — 3—/nb
RADIUS 7' h 2L &M L Ca— W —GRGEE1T O LENRH Y 7,
server_group <string 15> — A/XT XA —X — % BMNT 5565, AA v FITR
EBRHDL—F—EROY — =T N —T 5L T —W—REE1T ) &
ERHD ET,
local_enable — AT A —X —% BT 556, AA vTF EOa—H)L user
account 7 —H X—R &M H L Ca2—WF—RGEEIT I LERH YV £F, TN
A AP —h VA FT—T)NVRAT— K%, [config admin local_password]| =
~ U REFEHLTRETEET,
none — A/NT A —H —ZBINT 556, AA v F LOFHE L-VLHERICT
I B AT HTOORIEFINEL Y FHA,

i) PR IE BHET WO DB ARa~w L REFITTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LI

il A 2 —H —
AT S

EFRDAY v R Z b THCL] %2FFEA Y » R TACACS, XTACACS, & — /L DIEIZFRE

#config authen_enable method_list_name HCL method tacacs xtacacs local_enable

Command: config authen_enable method_list_name HCL method tacacs xtacacs local_enable

Success.

FRE:T 73V DAYy KU R M&EFEIFEA YV ~ K XTACACS, TACACS+, @ — B VDIEIZHRET H I

#config authen_enable default method xtacacs tacacs+ local_enable

Command: config authen_enable default method xtacacs tacacs+ local_enable

Success.
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3.35.10 delete authen _enable method |ist name

B WHO2—P— L OUMERR & E R L ~UERRIZHAS T 2 720 ORFE T L%
HETHI—V—EROB A LAYy RURAMEHIBRLET,

5T delete authen_enable method_list_name <string 15>

B Ka~wy N, BEO2—P— L~V OWHERZEIE L~ LHERICHE T 57
DORFEFEERET 22— —ERO A AV v YR MEHIFRL E
R

INT A —H— {string 15> — 15 SCFLAN DA JEETF O L7552 N1 LT, HIBRT 5 lenable
method list] ZEFK L E 7,

ihill PR = EHET AT FDOHBKAaw s REFATTEET,

K N— =

1.00. 01 LAR%

R 2= —EFZDA Y v R A+ [THCL) ZHIFRT D120

ftdelete authen_enable method_list_name HCL

Command: delete authen_enable method_list_name HCL

Success.
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3.35.11 show authen_enable

B A2A v FTa—PF— DR A B O —HF — L ~LHERD & BRE L~ LHERR
WZHARET DRBAEA Y Y ROAY v RU R MERRLET,

5 show authen_enable < default | method_list_name <string 15> | all >

B K:ﬂ'?/l\ . L%@:L—“H’_V“\/V@Tﬁﬁﬁ%”@figl/“\/b*@ﬁﬁ AT DT

DOBFEHEERET 22—V —EROO A LAYy KU A MEFRLE

ﬁ‘o

INT A —H— default — KXT A —H—% ANJTDH L, 22—V —RAAL v TFOEHE L L
MEMRIZT 7B AT HEDOT 74NV M AY vy RUR MNERRLET,
method_list_name <string 15> — Hx K 15 LFF TOYMA I T LTH %2 N )
LT, #7795 [lmethod list] ZTE{FLE T,
all = ANRTFA=Z =2 ANT DL, BHEAL v FICTRESNLTNDTTO
WREe 7 A A Yy RERRLET,
T4 RUIERONRT A—=Z —% KR LET,
Method List Name — BEWHHA Y v RU A M,
Priority - 22—H—=NAA v FIZr 74 U FT D, FBIEDTZDICHE WA HE S
NHAYy RUZA N halvolEErxsERLET, 1(3?‘61?11/‘) o4 (b
Ky CEENEM AT HiE T,
Method Name — X YV v RURXR N T EIZFEITSNDHEXF 2T 4 —7 1 hajn
EEFRLET,
Comment - AV v FOH A THEFLET, [User-defined Group| L. = —H
—ExINY—NR—=T ) —T %ML FJ, [Built—in Group] X, A A v F
IR TE S 415 TACACS, XTACACS, TACACS+EB L OYRADIUS ¥ = U T 1 —T 1
farzsBULET, [ Keyword] X, llocal] (AA ‘/?0) local enable /X 2&
U — R%&J L72383E) & Tnone) (AA v F DT XTOMRRICT 7 ERAT L7729
ICFRRET B LB 722 0N) &y 9 TACACS/XTACACS/TACACS+/RADIUS 1240 B $4fi &
A LA E SR L £,

il BRI 7L,

X N— 3 v

1.00. 01 LAR%
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FEHB @ O — P — L~ ER 2 E S L ASAHERICAE T 72012 X TOA Y v KU A M
FoRT BHITIE

#ishow authen_enable all

Command: show authen_enable all

Method List Name Priority Method Name Comment

Permit 1 tacacs+ Built—in Group
2 tacacs Built—in Group
3 HCL User—defined Group
4 local_enable Keyword
default 1 tacacs+t Built—in Group
2 local_enable Keyword

Total Entries : 2
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3.35.12 config authen application

B RIEWHDAY v YA M LT, BEEDTCDIZAA v FIkAx 2T 7
Vor—a & ELET,

5L config authen application < console | telnet | ssh | http | all > < login
| enable > < default | method_list_name <string 15> >

B! AKawy R, EREADOAY v RURXAREFERH LT, 2—F—L LBk
OVEHE L ~UL (authen_enable) T 7' A T ABIEHT A AL v TFORK
EHT 7V r—a v (ar)—), Telnet, SSH, Web) % L %7,

INT A —H— application - &XET AT T r—rary#@RLET, LT 204
TaroloERRLET,
console - A<~ RIAf A B —Txz—2A0 T A4 Ay RERTELET,
telnet — Telnet BV A U AV v REZRELET,
ssh = Secure Shell B/ A AV v REFRELET,
http = Web f v #—T7 =—2Au A AV FERELET,
all = ¢+ _XTCOT7 Y r— g (arV—), Telnet, SSH, Web) m 7/ A
Ay RERELET,
login = BEKFHDOAY v FY A PafEALT, 2—F—L~Vro@in s
AEATOT TV —arE®ELET,
enable — BERFEHD A Y » KU A MFEH LT, @EO2—H— L2
HEMERICARSEL T TV r—va v aRELET,
default = 774/ AV vy FYURAFMEMEHLT, 22— —RiEx1757 7
Vor—va & ELET,
method_list_name <string 15> — BEKFHADA Y v FU A REMEHL T, =
— W —FREHOT 7 r—a VERELET, 16 CFLN DM BT O
LFHN AT LT, BEEHDA Y v R A MERELET,

i) PR IE EHET WO DB ARa<w s REFITTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LAWKk

fFERFEIWeb A H—T 2 —ZADT=OIZT 74V A Y v R A MERET HITIE

#config authen application http login default

Command: config authen application http login default

Success.

280/330




3.35.13 show authen application

H #Y AL v FOxIeT 7V r—2a VO ORIEEER R LET,

[15'8 show authen application

B! Kawy Rt A v FICBEREENTNWDHALSL v Far7 4 Falb— s
VTV r—v g (Y —) b, Telnet, SSH. Web) Zx9 253X CTORFE
AYy FUVA N (m7Ay BHEREOAMERE) ZFRLET,

INT A —=H — 7L,

Tl B 5 I 7L,

KHGN— 3

1.00.01 LLF%E

ERBI: AL v TFOTXTOT 7Y r— a3 0lxtd 574 L lenable method list] #FRnnd 5

2%

#ishow authen application

Command: show authen application

Application Login Method List  Enable Method List
Console default default
Telnet default default

SSH default default

HTTP default default

#
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3.35.14 create authen server_host

H Y

FREEY—— 2Rk L £,

3L

create authen server_host <ipaddr> protocol < tacacs | xtacacs | tacacs+
| radius > [ port <int 1-65535> | key <<key_string 254> | none> | timeout
<int 1-255> | retransmit < 1-255> ]

Gk

Ao~ Rk, AA »FIZ TACACS/ XTACACS/ TACACS+/ RADIUS & =V T 1 —
7'a b S Ll — P —ERORGE — A= ZA{F L E T, 2—H—n
BEER Y O—ZAMILTAAS v FILT 78R EZH LD L, AL v TFIXY E—
R AR A R~ D TACACS/ XTACACS/ TACACS+/ RADIUS H—/N—|ZFFE/ X7 » b &k
fEL¥9, 9% & TACACS/XTACACS/TACACS+/RADIUS H—/"— %% DERK 2387
FLIFESRL, AL v FIZH#HY A v E—VEIELET, 1 DOPEARA K |
THEBORGET 2 ha VEEIES 5D 2 & ILR[EETT 03,
TACACS/XTACACS/TACACS+/RADIUS IZBID =T 47 4 TH Y . HHaMEE R 72
WZ EZHERPMETYT, AR — MR — \— (3R K 16 5T,

8T A B

server_host <{ipaddr> — BT BV E— P — =D IP T KL A,

protocol — H— =T 57 han, DIFrO&ERLET,

tacacs — H— /3= TACACS 7’12 b a L& H L TV A HAITEIR L £9,
xtacacs — P— /3= XTACACS 7’12 b 2 /L& L CWALEIT®RIRL £77,
tacacst — YV —/X—23 TACACS+7' 2 h /LA L CWASAITER L9,
radius — % —/3—=723RADIUS 7' &2 h 2 /L& H L TWADEAITERIR L 97,
port <int 1-65535> — H—/N— L TRGEET 1 b 2 /LIZAEH 3 5 1~65535 D1
HR—FFES, N— FESOHHMEIL, TACACS/XTACACS/TACACS+H — /X — D
A% 49, RADIUS Y— "—DA13 1812 & 1813 T, MHDOESZREL Tk
XFalT7—%mETHILHAHETT,

key <key_string 254> — FXE L 7= TACACS+F 7=1% RADIUS — N—D A & HHF
T HEIEX—, K264 LFE TOYMERTEIEELET,

timeout <int 1-255> — AA v F 0, h—"—=nHOFEEY 7 T A F ~DIRE
RO () A AN LET, 77 40 MEIL 5 B TT,

retransmit <int 1-255> — P — N=InDLDIEEN2WGEIT, T /3 ADFERE
U7 T ANEFETHEHEEALET,

ihill PR =

EHET AV FOARKAaA~x s FEFETTEET,

i A= v

1.00.01 LAR%

ERE AR — FEE 1234, XA LT 7 FOED 10 B, BRI 5 Th 5 TACACSHRFE Y — /N —%

B 21213

#create authen server_host 10.1.1.121 protocol tacacs+ port 1234 timeout 10 retransmit 5

Command: create authen server_host 10. 1. 1. 121 protocol tacacst port 1234 timeout 10 retransmit

5

Success.

282/330




3.35.15 config authen server_host

H Y

o P EROBAY — S~ E R LT,

13

config authen server_host <ipaddr> protocol < tacacs | xtacacs | tacacs+
| radius> < port <int 1-65535> | key < <key_string 254> | none > | timeout
{int 1-255> | retransmit < 1-255> >

Gk

Ao~ R, AA » FIZ TACACS/XTACACS/TACACS+/RADIUS ¥ ¥ = U 7 4 —
7 kst s Lic e —F —ER ORI — " —ZHELE T, 2 —F =258
FER Y = HINZ L CAL v FIZT VB AERALD &AL v TILY E— b
7 A b > TACACS/XTACACS/TACACS+/RADIUS H— R —|ZFGE/ N7 > k&%
L E9,79 % & TACACS/XTACACS/TACACS+/RADIUS H—/N— %% DER % F8GE F
IS L, 2 v FICET R A v =22 RUET, 1 O0OWEIARZ k F
THEHORGET 2 ha VEBES®E 5D 2 LIXAEETT D3,
TACACS/XTACACS/TACACS+/RADIUS |1IBID = TF 47 4 ThH V| A ZF7= 7
WZ EIZEBRBPMETT, AR — FAREZR Y — N — (3K 16 5 TT,

INT A—H —

server_host <ipaddr> — ZE T AV E— P —"—=DIP T KL X,
protocol = Y —N—2MEHAT A2 bz, L OL&ERLET,

tacacs — B —/ 3= TACACS 712 b a L& L CWAFAITEIR L 9,
xtacacs — H— 3—73 XTACACS 72 b a2 VZfEH L CWALEITER L £9,
tacacst — P —/ X—73 TACACS+7' 12 h 2 /L2 H L CWAEAIEIN L 7,
radius — B —/ 3= RADIUS 7' &2 h a /L& H L TV A EAITEIR L £9°,
port <int 1-65535> — H—/N— L TCEGEET 1 h = /LIZfEH T 5 1~65535 D
BN — hE T, RN— hESOWMIMEIL, TACACS/XTACACS/TACACS+H—/X—D
BT 49, RADIUS H— "—D AT 1812 & 1813 T, MHDFE ZEHRE L
TEXa VT s—%MET52LHARETT,

key <key_string 254> — ®&E L 7= TACACS+E 721 RADIUS H— _"—D 7 &t
BT DREREF—, B K 254 LT FE TOPARE T E7213 Tnone ] ZHE L E7,
timeout <int 1-255> — AA v F N, b—_R—NEDRFEY 7 = A h~DJ&
Baf ORI () 2 AN LET, 7740 MEIZ 5B TT,

retransmit <int 1-255> — Y— =N DINENR72WIGAIZ, T35 ADGR
FAEV VT A N EEETHEEAEASN LET, KT 4 —/L K TIL TACACS+7 & |k
IVITERIECE EH A,

il o = T

EHET AV FOHARa~ s REFTTEET,

K/ N— =

1. 00. 01 LI

FEFAB AN — FE G 4321, A LT U PO 12 ¥, HEEEDS 4 TH D TACACSHRAEY —/—%

BRET DHITIE

#config authen server_host 10.1.1.121 protocol tacacst port 4321 timeout 12 retransmit 4

Command: config authen server_host 10. 1. 1. 121 protocol tacacs+ port 4321 timeout 12 retransmit

4

Success.
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3.35.16 delete authen server_host

H Y

2P EEOBIE— N — YR L ET,

3L

delete authen server_host <ipaddr> protocol < tacacs | xtacacs | tacacs+

| radius >

B!

K=y BiE ALy FIHERFE A O 2 —F —EFRKGBREY — /S =R 2 b 2 HlER
L\i—a—o

INT A= —

server_host <ipaddr> — HIfgT 5V E— F—1—D P T RL A,
protocol = L—WF—RHIR L=\ — =257 e b=, DLF»
DTN L ET,

tacacs — P —/3—=78 TACACS 712 b a L&l L TWAEAITEIRL £,
xtacacs — H—/3—73 XTACACS 7' h V& L CWAHEITEIRL £,
tacacst — Y —/N—728 TACACS+7' 2 h a L& FEHA L TWALGAEITEIR L E T,
radius — %—/3—/3 RADIUS 7’12 b /L &M L TWAIEEITEIN L £,

il B = T

FHET AV FOHRKax s FEETTEET,

;GJL:I:,\/{“—:‘) =) o

1.00.01 LAKE

i ] o — P —EFE D TACACSHERIEY — N —Z W3 A 121

#delete authen server_host 10.1.1.121 protocol tacacs+

Command: delete authen server_host 10.1.1.121 protocol tacacs+

Success.

3.35.17 show authen server_host

HiY 2 — P —EROBI ——E SR L £,

98 show authen server_host

A AKavr R, A v FIERE O 2 —F —EZRRIE—"—2 SR L E
7
WDIRT A —H—NERENET,
IP Address — FEFEH—/3—D IP 7 KL A,
Protocol = H— "—=2MEHT 2572 h=zb,  FERIZIE TACACS, XTACACS,
TACACS+ZF 7213 RADIUS 23 £ 5 AIREMES E < 72 97,
Port = H—_—DRER—  EHF, 7 7 4+/V MEIZ 49 TT,
Timeout — AA v F W, h—_"—=nDLOFEFEY 7 T A N ~DIRE & RO IFR
),
Retransmit — FF4E 7 4 —/L ROfEIE TACACS — =5 DISE R 72 WA
W2y TA ADGEREY 7 =X NEFETHIEEERLET, A7 44—/ KT
X TACACS+7' & h 2 /LIFEMETE £/ A,
Key — #%E L7 TACACS+H— N—D A L I H585EF—,

INT A —H— 7L,

i) PR IH 2L,

KHGN— 3

1.00.01 LLF%E
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G ALy FIZBHERE SN TV ORGEY — " — 2 R8T 51T1T

#ishow authen server_host

Command: show authen server_host

IP Address Protocol Port Timeout Retransmit Key

10. 53.13. 94 TACACS 49 5 2 No Use

Total Entries : 1

3.35.18 create authen server_group

B i 2= —ERORBIY — =T N —T E B L £T,
138 create authen server_group <string 15>
B! Ka<r N, BiEr— "= L —7%Elk LET, FiEh—n_"—7 11—

ZVERR L £, —3—21—7 L%, TACACS/XTACACS/TACACS+/RADIUS @+
—NR—% =P —EHJZDA Y v YR MEADOEIELT I VI T NAN—T550F
L7=H D T9, lconfig authen server_ group] =~ RZEMHHL T, 8%
TORFE— =% Z D/ ) —F BN TE £7,

INT A= — {string 15> — 156 LCFLAND A FETFOLFHE2 A LT, H L AEKT
HYp—N— T N—T R EFRLET,

i) P 2 BHET W NDOHRRa~v s REFITTEET,

T N— g 1.00.01 LA

FEAB: Y — =T —7 Tgroup_ 1| Z{ERT 521X

#create authen server_group group_l

Command: create authen server_group group_l

Success.
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3.35.19 config authen server_group

H Y

2P ERORIY — ) =T ERELE T,

3L

config authen server_group < tacacs | xtacacs | tacacs+ | radius | <string
15> > < add | delete > server_host <ipaddr> protocol < tacacs | xtacacs

| tacacst | radius >

Gk

ARa<r Rk, BEEV— "= N—T%HELET, B —"—T—T%
B L £9, — 3= L—7 L%, TACACS/XTACACS/TACACS+/RADIUS D H—
—%, =P —FERDAY v N A MEHORFEA T TV IZ T V—T431F LT
HLDOTY, 2=V —[FY— =T N —T DX A T % Ta haLo-T, £7/-
ITEREH T — "= N —TI Lo TERTEET, RKav FEHEHALT,
KR SMHE CORFEY —NR"—%2 DI NV—TIZBMTEHZENTEET,

8T A

server_group — AA v FIZEHEFTEZ T har s n—7
(TACACS/XTACACS/TACACS+/RADIUS) . E£721% lcreate authen server_group] =X
<V R TER LT — P —ER N —T Ik o T/ N—T 2 EHE L ET,
tacacs — AA v FITFEE I TV D TACACS —_—7 o ha vz LE1,
TACACS 7'vt h A VAT 50— =2 2O N—T1BMT 52 LR T
xFET,

xtacacs = AA v FIZFEIEX LTS XTACACS Hh—"—T" 1 b L& L &
9, XTACACS 7'v ha L aHT LY — =705 Z 07 V—7I2EBNT5 2
EMTEET,

tacacst — AA v FIZFEEINTWA TACACSH—_"—T o ha Lz L E
9, TACACS+7'm h a v zEHT 2 — "= F 2 07 N —158MT5 2
EMTEET,

radius = AA v FITFEIEI N TN D RADIUS —"—TFa ha Lzl LET,
RADIUS 7'mt h a V&3 20— =72 207V —15BMT5 2 ERT
xFET,

{string 15> — 15 SLFLAN DM FEFO LT 2 A J) LT, AERE OV —
NI N—ThER LET, K7 NL—T1F7 v harvizhrbobdHh—1—0D
ENRABEDRELBNTHENRTEET,

add/delete — — =T =T N E VP — N—ZBINFEZITHIBRL ET,
server_host <ipaddr> — BIIEIFHIFRT DY E— F—1"—D P T FL &
EANITLET,

protocol — v —R—NFEHTE7a haLzZ AN LET, RO 4 D047 3
B FET

tacacs = H— /3= TACACS FERE7' 1 ha /L& L TW A EAICHEE L 7,
xtacacs — H— X—3 XTACACS FRFE7' 1 ha L& HEH L TWAGEAICHEE L E
7

tacacst — —/X—MN TACACSHEFET 1 ha /L zEH L TWAEAICHEE L E
7

radius = ¥ —/3—=723RADIUS #BFE7' 1 F 2 L2 MH L TV AEAICHREL E
7,

il B =5 T

EHET AV FOHARa~ s FEFITTEET,

K/ N— 9

1.00. 01 LAR%
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fERE]: Y — =2 L—"7" Tgroup_1] IZFBGEAR A M ZBI13 5I121%

# config authen server_group group_l add server_host 10.1.1.121 protocol tacacs+

Command: config authen server_group group_l add server_host 10.1.1.121 protocol tacacs+

Success.

3.35.20 delete authen server_group

H =P —ERORGEY — = NV —TFHIFR L £,

[ 3 delete authen server_group <string 15>

1A AKa< o R, B — =27 L —7%HIBR L7,

IRT A=Y — {string 15> — 15 CFLAN DA DL FH 2 A LT, HIBRT D 1ER
FEHOYV—N—TN—ThEXLET,

il B - IH BHET Wy b ORI~ FEEITTEET,

S N— 3 v 1.00. 01 LARE

R — =T —7 Tgroup_1) ZHIET HI121E

#delete authen server_group group_l

Command: delete authen server_group group_l

Success.

3.35.21 show authen server_group

EE’J A A /?:O)ntuni"j_“_/\‘—yﬂ/‘—7 %%Tbi‘ﬁ—

AT show authen server_group <string 15>

B Ka<r Rit, A v FICBAERE SN TV DRAES — =T N —T 52 TR L
*7,

Ka<wy Rix, RO7 41—V ReRRLET,

Group Name — HEEIN TWAH I N —T B IR —V—ERIN—T 2 ET A
A v FICBUERE SN TV DY — =7 L—T DA,

IP Address — %—/"—®D IP 7 K LCZO

Protocol — Y— "=l HT LG 12 k2L,

INT A =L — {string 15> — 15 SCFUN D YA TEF O LFHN 2 N1 LT, KT DI
HDYP—=N—= T N—THEHFLET,

Ka< Radstringg/NT7 A—F—R LTANTDHE, AL v T DT XTORE
A — =T N —T KR L ET,

il o = T 72 L,

K= g v 1. 00. 01 LAR%
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B A Ay FICBIERE SN TV DGES — A= NV —T 23R T 5121

#ishow authen server_group

Command: show authen server_group

Group Name IP Address Protocol

radius

tacacs

tacacst

xtacacs

Total Entries : 4

3.35.22 config authen parameter response_ timeout

= AL T, FA LT T NORHIZ—H =5 OFBFED L AR > R % FFORERH]
R ELET,

9 config authen parameter response_timeout <int 0-255>

B =P —=NDDFRFED L AR AT HAA v T ORLEHZHBELET,

INT AN — response_timeout <int 0-255> — =t/ — )L F72|L telnet 2> H 2 —HP — DR

AEL AR AT DAL v TFORLIREMAZREE LET, 013414 L7 7 MZ
RMORNWZ EEEWLET, T 7 40 MEIZ 30 BT,

il R = T EHET AU FOAKAa~ L F2ETTEET,

SHER— g v 1.00. 01 LARE

ERF: VAR ADE A LT 7 N 60 FICRET HICIX

#config authen parameter response_timeout 60

Command: config authen parameter response_timeout 60

Success.
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3.35.23 config authen parameter attempt

H#Y AA y FINGRAED R % R T D e RIEEUZ 3E L £

98 config authen parameter attempt <int 1-255>

B! Kawy Fid, A1 v FREREORSZHET DK BEZRELET, =—
P—NRAEL R D Z &P TE DRI, F8EREGRIEIC RIS 2 &, £0
=W = XA v TF DT IV ERAZEL I, S DICRAEERAD Z &N TE
<RV EF, A Y A OEEIE, HERREEZIT O 7212 60 FHFOMLENR
HY E£9, Telnet DFAIE. AA v TF UM I ET,

INT A —H— parameter attempt <int 1-255> — B v 7 SIDHNTAA v FIZ L HEREIED
7DD Z N TEDLIRKREIEEHE L ET,

il PR =1 EHET WU NOHRa<v Ly REFETTEET,

i A= a v

1.00. 01 LAR%

{%ﬁﬁ{ﬂ o uﬁ%‘@ﬂiﬁiﬁ %&ﬁiﬂjﬂéézfi

#config authen parameter attempt 5

Command: config authen parameter attempt 5

Success.

3.35.24 show authen parameter

Hi AA y FICBERE SN TV DREENT A —F =R R LET,

AT show authen parameter

it B ARKavw U R VAR AL A LT U B2V —RRE 2 lAh 5 EH a5
DAL Y TFITREISNTWDLBEDRIENT A —F —2 R - LET,
Kavwy NiE, RO7 44—V RERRLET,
Response timeout -2 Y — /L E7-1% telnet b2 /A L E2RL D2 —H —

DFBFEL AR ZZxET D AA v T OFRFHLRFEICEI D Y4 T 55 B ERFH,

User attempts — 1 v 7 LD R —H— ﬁ‘uuuﬁé‘fnﬁo@é\_kﬁ‘fﬁ 534
KIEH,

INT A —H — 72 L,

il BRI 72 L,

K I— 3

1.00. 01 LAR%
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G ALy FIZBHERE L T DRGENNT A —F —2 ST 212F

#ishow authen parameter

Command: show authen parameter

Response Timeout : 60 seconds
User Attempts )

3.35.25 enable admin

H TP L BEEE L VVITHEIRE A L E T
98 enable admin
25 BH Ka<wr NI, @FEOL—P—L YL L LTAAS vFilca s (v Lizthk, B

%Vﬂw IERTLHGAIMERHLET, XMy TFicar/Ar Liekoa—F—
1;—%~v«w@%@@ﬁﬁ52%ﬂfwiﬁ EHE L~V ORER &
?ét ARavwr REANL, BRI ANA Y — RE AT LET, A

Témﬁﬁﬁ 1%, TACACS/XTACACS/TACACS+/RADIUS, n—%—mﬁ@ﬁ

~7\~7/I/~7°\ local enable (AA wvFou—h LTl M) 2%, 3}

AE72 L (none) 23% Y F£9°, XTACACS & TACACS L local enable (A A v FDn

—HINT IR EYAR— LT RWeD, 22— — T — N —|ZFER 7

ThH NEERR L., =—Y—4 lenable]. BLOEHANERET H/NR T

— RERGETHMLEND Y 7, AEEEITFERER Y v —2° [disable] (%)) T

HOHGAIZITIFATTCEER A,

INT A —H — L,
il PR = 1A 7201,
K N— g v 1.00. 01 LARE

B A A~ FOEHEMRZ AT DT

ftenable admin

Password: sekskeksksk
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3.35.26 config admin local enable

HHY BEE L~V OMERD DD — A =T VN A T — REHRELET,

9 config admin local_enable

B A=z R, lenable admin] @~ ROB—H )V THBR/SAT — N &%
ELFET, local _enable] HFHZBINL T2 —H — L~ )LOMHERZEBE L
SULOMERRIC EIF D &, 2087 v a IREEND AL v FIT o — LK
FRLINAT— R&2 AT 5 K BRI ETS,

INT A=K — {password 15> — Ka~<> Rz AN L%, =2—VF—FTxDO/ AT — R &I
BFLWRRAT— R SHICHEROTEDICHOH LWAIRATY— &2 AN LT,
XAT— RiT 16 3PN O AT CHRELE T,

i) PR IE BHET D NOHRRa~w L REF{TTEET,

;GJL:I:,\/{“—:‘) =) o

1. 00. 01 LLFE

fEHHI: Tlocal_enable] FRFESFIEDTZHD/RAT — REHRET HI1T1E

#iconfig admin local_enable

Command: config admin local_enable

Enter the old password:

Enter the case—sensitive new password:skkksieick

Enter the new password again for confirmation:siskskskk

Success.

3.36 MACR—X 7Vt XflfEIa~<> k

3.36.1 enable mac_based_access_control

HHY MAC N— A7 7 & Al Z A8 LE T,

58 enable mac_based_access_control

B! Ka<wy RiE, A v FTUCR—RT 7 B AGIEGNCLET, 77 /L M
FOAEMMEINTWERA,

INT A —H— 2L,

il B 5 2 EHET Iy NOHRKa~ s REETTEET,

K I— =3

1. 00. 01 LAKf

ERB: A A > FIZMAC X— AT 7 & Afilifl &2 7 v — )L THINZ T 521X

# enable mac_based_access_control

Command: enable mac_based_access_control

Success.
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3.36.2 disable mac_based access_control

H £ MAC ~N— 7 7 & A il TN L E T,

5L disable mac_based access_control

] Ka<y Fix, AA vy FOMCR—=AT 7 & AHlEE BTN LET,
IRTA—=H— A O

il BRI EHET AT bOIHRa~v s REFETTEET,

xS /N— 3 > | 1.00. 01 LARE

ERB: A A~ F D MAC X— AT 7 & AHilifl &2 7 v — )L T 5121

# disable mac_based_access_control

Command: disable mac_based_access_control

Success.

3.36.3 config mac_based_access_control password

HE MAC N—27 7 2 ZHIEI D NAT — RERE LET,

98 config mac_based_access_control password <passwd 16>

i A== FIERADIUS H—N—EHOFEHEH SN O ATV— FERELET,

INT A —H— {password 16> — RADIUS &— RTiX, AA wFId RADIUS H— 3— L D@EfFITX
A0 —RZEMHLES, ¥—1316 LFLUNTHEELET,

Tl B 5 I EHET WO FOBRKa~ s FeFITTEET,

Xt/ S — 3 v 1. 00. 01 LABE

B :MAC X— R T 7 & ZAHFH D /R AT — RERET HI121X

#iconfig mac_based_access_control password switch

Command: config mac_based_access_control password switch

Success.

3.36.4 config mac_based access control method

H ) MAC R—R 7 7 & AHHH ORI EEZ R E L ET,

5L config mac_based_access_control method < local | radius >

Gk Ko~ N AR & v — VT — 2 ~N— Xk H 7> RADIUS #EHIZ 9% ik &
LET,

INT A —H— local - B—HNT —Z_X—RAERH LI-BiFEHELET,
radius — RADIUS H— N— & LGEREAfEE L £,

il B IH EHET WO POBRKIa~ s FEFITTEET,

X haN— g 1.00. 01 LIR&
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5B MAC RXR— AT 7 & A A Vv REFRET HITIE

#config mac_based_access_control method local

Command: config mac_based_access_control method local

Success.

3.36.5 config mac_based_access_control ports

HE

MAC R— A7 7 & A DT A —H —ZFHELET,

15 3L

config mac_based_access_control ports < <portlist> | all > < state < enable
| disable > | mode < port_based | host_based > aging time < infinite | <min
1-1440> > | hold_time < infinite | <sec 1-300> > | max_users <no_limit | <value
1-128> > >

B!

AKaw s R, MACN—RT 7 & AHIHIRE DT A —F —ZFELET, MACT
R U AGBREAREEDS AR — Mt L CTAEZIT, 7 A N VIANBSREDN IR C°H 6. =
DOFR—RMIEIVHFonTWbda—F—D T 7 1 v 713, FiEEBiE L7V RY
Rk SN FEH A, RFEEZ BB L2V 2 —F =, AA v FICL V- R 2t &
NEHA, 2—H =050 2B T 5L, TOVIANZ 7 4 X2l —arDd
ETHRIESNTE N T T 4 v 7 BERET D ENTEET,

INT A=Y —

ports — MAC 7 N L AFBAKEEZ BN 7213 NI 48— MEFHZRE L T,

state — MAC AC H¥REZ AN E 71T L £,

mode — R— FN—=ZAFETUIHRA FR=Z2DNTNNEIELET, R—FX—2
X, A= MR T 2T R TO2—F—RNL O ORGEERZILFT L 2 L2 EWR
LET,

aging time — FRIFEAR A N FRERIRAEZ R OIS, aging time X% A LT 7 M7
HE BRAMIKRBIEREBICED £,

hold_time = A8 A N 2SFRGEEMEIZ LML U 7= 856 I CRBRE A BAA C X Ao 0GR, = — ¥
=Ny b —REBEZFETZ U T LRWERY | IROFFEL Z OFRFFENICHLG L E
A,

max_users — IANpealk” 7 A T v MO EIHE,

il R = T

EHET AU FOHRa~ s FRFATTEET,

X N— g v

1. 00. 01 LAKE

fERFIMAC R— 2T 7 & ZHE DR — F OIRFEZFHET HITIE

#iconfig mac_based_access_control ports 1-8 state enable

Command: config mac_based_access_control ports 1-8 state enable

Success.
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3.36.6 clear mac_based access_control auth mac

H i) 2 —PF—DBIEORIERELX Y £y b LET, HRIHE, BEa2— -7 74
v 7 B AE UTe#RIZBG L E T,

5 clear mac_based_access_control auth_mac < ports < all | <portlist> > |
mac_addr <macaddr> >

B! AKa<wr RiE, 2—H— (it ITAR— M) ORGEEREEZ 7 VT LET, A— b (F
ik —%—) IIRFEIEREIZEY £, A— M (EiF=a—F =) ICBEEL T
HFTRXRTCDEA~—n) Yy bIET,

INT A —H — ports — MAC ZHIfRT 5 AR — MliPHZFEE L E7,
<macaddr> = ZMMAC 7 RL R &SRR F&HIBRLET,

i PRI EHET DT OB Ra~ s REFITTEET,

XA/ N— 3 v

1.00. 01 LAR%

i MAC R— 27 7 & AN L O FR L= MAC 27 U 74 512X

#iclear mac_based_access_control auth_mac ports all

Command: clear mac_based_access_control auth_mac ports all

Success.

3.36.7 create mac_based access control local mac

H ) n—HNF—E =2 N —ZERR L ET,

W create mac_based_access_control_local mac <macaddr> [ vlan <vlan_name 32>
| vlanid <vlanid 1-4094> ]

B! AKawr RN, v—ILF—F_R—2xr M) —%EHRLET,

INT A —H— mac — H—H/LE— RTT 7 EANFAIESND MACT RLA,
vlan = MAC 7 FLADGERES D & AR— MI I D VLAN (IZ J'O BTHNET,
vlanid - MAC 7 FLANFRIAES N D &, R— MIZ D VIANICHEID B THNET,

il B IE EHET WO ORI~ FEeFITTEET,

KHGN— 3

1.00. 01 LAR%

EHBIMAC ~—27 72 RAfilflla — > MY —Z BT HI2iE

#create mac_based_access_control_local mac 00-40-66-00-00-01 vlan default

Command: create mac_based_access_control_local mac 00-40-66-00-00-01 vlan default

Success.
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3.36.8 config mac_based access control local mac

HHY VAC XR—RA7 7B Aflfla —INT —F_X—2Ax N —%RELET,

L config mac_based_access_control_local mac <macaddr> < vlan <vlan_name 32>
vlanid <vlanid 1-4094> >

25 AH Aa< FiX. mac_based_access_control_local] @~y F&EH L T, 1ERE
HDMCR—=AT 7 A —INT —F =22 b —2RELET,

INTGA—F— mac — QA A FOMAC T RLAZFRELET,

vlan—VLAN% IEoTH—7 Y PVIANZEELET, ZOFRA RBRBIESND &
ZOVIANIZEID ¥ TonET,

vlanid = VIDIZL > CTH—5 v FVLAN Z$5E L E 9, FA MPBFRRESND &, #
— 77 kN VLAN BEET DA, ZOVLANICE 0 Y CTohEd,

]S EHET AU FOHRA~ S REFITTEET,

K A— 3 > | 1.00.01 LS

i F 1] - MAC f\“—xT&txﬁéﬂ?ﬁﬂu~ﬁ/v%“~§w\“~zi‘/ kU — 00-40-66-00-00-01 D Z —4" >
VLAN ldefault] ZFRET HIC

# config mac_based_access_control_local mac 00-40-66-00-00-01 vlan default
Command: config mac_based_access_control_local mac 00-40-66-00-00-01 vlan default

Success.

3.36.9 delete mac_based access control local

HE H—HNT—=F_X—=2x ) —%HIBRLET,

5L delete mac_based_access_control_local <mac <macaddr> | <vlan <vlan_name 32>
| vlanid <vlanid 1-4094>>

it AKavw R, m— N7 —F_X—2x b —%HIBRLE T,

INTA—=H — mac = ZDOMACT RLAIZK S TT =¥ RX—2A%HIBRLET,

vlan = ZOVIANEL DOF — X RX—2AZHIRE L E7,
vlanid = Z@® VLAN ID OF —H R_X—Z2 2 HIR L £,

il PR = EHET AV FOHARA~ S REFITTEET,

K A— 3 > | 1.00.01 LS

fERBIMAC 7 KL RIZ K> Ta—HLd MAC _— AT 7 & ZHl# % 519 5121%

fidelete mac_based_access_control local mac 00—-40-66-00-00-01
Command: delete mac_based_access_control_local mac 00-40-66-00-00-01

Success.
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i F) - VLAN £ 12 & > T — B LD MAC _X— R T 7 & ZHIfH & 5IRT 5 121T

#delete mac_based_access_control_local vlan default

Command: delete mac_based_access_control_local vlan default

Success.

3.36. 10 show mac_based_access_control

HE MAC R—27 7 & AR OB EE TR LET,

138 show mac_based_access_control [ ports [ <portlist> ] ]
B Aa<r Rk, MACR—2T 7 v AHlHOREEZFRLET,
INT A —H— ports — MAC X— 27 7 & ZHIHDOKR— S DOREEZFRARLET,
Tl PR =1 72 L,

X/ N— 3 v

1.00. 01 LAR%

fEFIMAC N— 27 7 & Al 2 R 511X

#tshow mac_based_access_control

Command: show mac_based_access_control

MAC Based Access Control

State
Method

Password

Max Users

: Disabled
. Local

: default
: 128

B MAC R— AT 7 & AR — b &2 F£RT DHITIE

#ishow mac_based_access_control ports 1-4

Command: show mac_based_access_control ports 1-4

Port State Aging Time  Hold Time  Auth Mode Max Users
(mins) (secs)

1 Enabled 100 100 Port_based 128

2 Enabled 100 200 Host_based 128

3 Enabled 50 300 Port_based 128

4 Enabled 200 100 Host_based no limit

#
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3.36.11 show mac_based_access _control local

HHY MAC N—A T 7 2 AfilfHlmn = NT —Z_X—=2 %R R LET,

3 show mac_based_access_control_local [ < mac <macaddr> | < vlan <vlan_name
32> | vlanid <vlanid 1-4094> > ]

Bz AKa<r FiZ, MACR—RAT 7 Z#lHa — LT —F_X—2%2FRrLET,

INT A= — mac = AMAC 7 KL RIZL 5 TMAC R—R 7 7 B RHlfla —H 7 —2X—R%
KRLET,
vlan = VLAN I L > TMAC R—RA T 7 B AHlHr —H VT — X RX—REFKRL
EJcpe
vlanid — VLAN ID |{Z X o> TMAC R— AT 7 & AHlffla — )T —H RX— R % FoR
LET,

il BRI 7L,

Xt/ S — 3 v 1. 00. 01 LABE

fERBIMAC N—2 7T 7 & Al e — I NT —H_X—= A B £ RTHITE

#show mac_based_access_control_local

Command: show mac_based_access_control_local

MAC Address VLAN Name VID
00-40-66-00-00-01 default 1
00-40-66-00-00-02 v123 123
00-40-66-00-00-03 v123 123
00-40-66-00-00-04 default 1

Total Entries: 4

{HEFEMAC 7 R LA MAC R— AT 7 & ZffHla — LT —F _X— 22K RTHI203

#show mac_based_access_control_local mac 00-40-66-00-00-01

Command: show mac_based_access_control local mac 00-40-66-00-00-01

MAC Address VLAN Name VID

00-40-66-00-00-01 default 1

Total Entries: 1
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{5 ] VLAN 235 MAC X— 27 7 & 2 #lifla —h 5 —Z X— 2 2 FKrT 5H120%

#show mac_based_access_control_local vlan default

Command: show mac_based_access_control_local vlan default

MAC Address VLAN Name VID
00-40-66—-00-00-01 default 1
00-40-66-00-00-02 default 1

Total Entries: 2

3.36.12 show mac_based_access_control auth_mac

H ) MAC N—27 7 & AHEHORBILREE FR LET,

AT show mac_based_access_control auth_mac [ ports <portlist)> ]
it A Ao~ R, MACN—RT 7 & Al OFRGEREZ FR L £,
INT A—H— ports = AN— FMMOLFRIAEAT —F AR R LET,

il = 72 L,

xS /N— 32 > | 1.00.01 LARE

i B :MAC ~X— A7 7 & AT OIRBE &2 Frr T D 121

# show mac_based_access_control auth_mac

Command: show mac_based_access_control auth_mac ports 9

Port Number : 9
Index MAC Address Auth State VID Aging Time/
Hold Time

1 00-40-66—00-00-00 Authenticated 200 45
2 00-40-66—00—-00-05 Failure 1 1

CTRL+C ESC q QUIT SPACE n Next Page ENTER Next Entry a All

3.36.13 config mac_based_access_control max_users

EL:] ALY AT v P ORKEERELET,

AT config mac_based_access_control max_users < no_limit | <value 1-128> >

i Ka~v RiE, hvors2—togRa——HllREfE L E7,

INTA—=H— no_limit = ¥ A7 LD K= —F—H% FDB i JOBREHD 8K IZ L £,
<value 1-128> = T/SA ABKORIGEREY 74 7~ MUEEEL £,

il PR #1H BEHET D FOHKAa~w s REFTTEET,

Xt/ — 3 v 1. 00. 01 LABE
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FEHI B MAC N— AT 7 & A A O K= — P — a2 B E T D12

#config mac_based_access_control max_users 128

Command: config mac_based_access_control max_users 128

Success.

3.36.14 enable authorization network

H RS REI T T A AR e — S LICEME L £,
98 enable authorization network
BTG Xy N —U7RBEEE AN L E T, AT 5 &, FREEEM: (fF © VLAN) A% RADUIS

P—R—F i Fn— I NT —ER=AC L > TEHYV Y TOHNET, EOBMENZA]
INAMNL. Hx OBREBIEFELET,
BEOFREETT 7 v MIT L 0 BRI/ o> TUWET,

INT A=Y — 72 L,

il R = T EHET AUV FOHRa~ s REFTTEET,

K/ N—2 3 > | 1.00.01 BAKE

ERB: Z OFITIL 7 a1 — N LEREEDOIRRE A AN BT

# enable authorization network

Command: enable authorization network

Success.

3.36.15 disable authorization network

EE"] Erﬁ*&ﬁb :idwﬁ—‘énuuft%f7 7 —/NUZ )(jJ'ﬂﬁ Li.ﬁ”
S disable authorization network
gjﬁ% ? b4 T*'7_‘7uqu’i’4ﬂf>JJ Li?—o

B DOTEREN N 72> TWABEA, RADUIS h—_—F = idn—h L5 —H
AN THID Y TONTBIEE A2 EYE (B2 VLAN) 1%, flx DFEY 2 —/Lak

ENEINC > T THER SN ET,

BMHEOFRFEITT 7 4V M XD BN 72> TOET,

INT A—H — 72 L,

i B = XE BHET IO NOIRKRav REFTTEET,

X aN— g 1.00. 01 LA
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B Z OB TIE 7 71— VL REREDIRRE & B2 9~ 5 1213

# disable authorization network

Command: disable authorization network

Success.

3.36.16 show authorization

HEY REAT — A A% KR LET,
T3 show authorization

i FOREAT — 2 AR LET,
IRTG R — L,

Tl PR =1 2L,

Xt/ N—3 g 1.00. 01 LLp&

R ZOflix, BIEAT—X A EFRLET,

#tshow authorization

Command: show authorization

Authorization : Enabled
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3. 37 7)b9:j)bnnmnrt:|7/ I“

3.37.1 config authentication auth_mode

HH A= MIRE SN RO E— FERELET,

Iy config authentication auth_mode <port_based | host_based>

i Ko~ RiE, & Sz MAC/802. IX/WEB §8GE F ROFFEE— RERE L 7,

INT A —H — auth_mode - FIFE— REHEELE7,
port_based — 12D A I\7§>n.wﬁé7h7ifﬁm\ FUAR— K EDOETDORA BT
IR AEFAESNET, BIECKM L IEHGAI2E, £OR— MIROFRIEDRA %
ke LE7,
host_based = £ TCO—H —|IEBNIFEIES IV E T,

il BRI EHET T NDHBRavwy REFITTEET,

KHGN— 3

1.00.01 LLFE

(E TR

T }‘O)munﬁ%‘—}‘%j“— f_— 2

[CRRIET DI

#iconfig authentication auth_mode port_based

Command:

Success.

config authentication auth_mode port_based

3.37.2 show authentication ports

H i R— MIRE SN RORGEE— FER R LET,

9 show authentication ports [<portlist>]

B! ARKa< o NiE, A— MIEEINTRGESFROFAE— RERRLET,

IRTG A =B — <portlist> - HELLER—FORBREE— FEFRRLET, KN— FOBEDEM S
NEHAICIE, 28— FOFEIEE— RERRLET,

IS = ﬁﬂ%?ﬁ?/%@&K:V/b%%ﬁT%iﬁo

XA/ N— 3 v

1.00. 01 LAR%

G R—F 12650 EX2Y T 4 —F— RERRTHITIT

#ishow authentication ports 1-5

Command:

show authentication ports 1-5

Port Authorized Mode

Port_based
Port_based
Port_based
Port_based
Port_based

[ 2 B N O N

301/330




3.38 SSHaA<w > F
UE—HKPC (SSHZ ZA T h) EALvF (SSHHY—3—) B TEF =27 22@EEIT O 72D SSH

7'v bV OREIE, U TOFETITWET,

(1) Tcreate account admin <username> <password>|] T~ RCTEHHL ILDT 7 AMELED
ThHUY MR LET, KRPIEIZAAL v FIEHE LNV O2—W—T o NElEkT 255
BELERILT, NAY— RORECEHET, ANAT— R, SSH 7 ® b3zl Lz a7riE
EREVPHESLI NI, A vy Tl 74 T D8RI L ET,

(2) Tconfig ssh user authmode] =i~y RZ&fHH L T, 1~$~7ﬁ?7%%ﬁﬁbiTo:@ﬁ
AA T W SSHEEGR DML ZFF AT DO 2 —H —OFRIALFIELIEE L E 7, Z DORBREHIEIC

lpassword|. [publickey]., lhostbased] @ 3 223V £,

(3) SSHZ FAT > MY —=N"—TEZET DA v =V OS5, BTN LE5LT 1T
ALz BELET,

(4) Tenable ssh] @~ KT, SSHZHZ LET,

NS OFIRGE T . LBRAHHINOBEEMERA L TY T— FPCHE AL v FOREITS 2 L4
TEET.

3.38.1 enable ssh

H SSH Z %0 LE T,

L enable ssh

B AKa<r Rk, AL v FOSSHEZHGIZ L ET,
INTG RA— K — 7L,

i) PR IE BEET N NDRRa~w REFETTEXET,
s N— g 1.00. 01 LA

fEFB) « SSH # /029 HI21E

#tenable ssh

Command: enable ssh

Success.

3.38.2 disable ssh

HE SSH RN L E T,

5 disable ssh

i ARa<r Rk, AA »F O SSH #EhIZ L ET,
INT A—H — 7L,

il {2 EHET WO FOBERIa~ L FEFTTEET,
X N— g v 1.00. 01 LARE
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fE B - SSH 2 #3029 5 121%

# disable ssh

Command: disable ssh

Success.

3.38.3 config ssh authmode

EL:)

SSH #BFFE— FOREEITWVET,

3L

config ssh authmode < password | publickey | hostbased > < enable | disable
>

B!

Ka< N, 2=V —0BAA v FITT 78 AT A7 SSH FEFE— RE iR
ELET,

NG A—H—

password — AR/NT A —& —|%, Hﬁfi%‘z’)w’vl' v FITEIT DR T — 1T
BRIE LTS AT — RZ2fE L7z & TR L £ 77,
publickey — A/XT X —x — % FELEEDFEGEIZ SSH Y — R —TiRE L= AR
HoOar 74 Xalb—varty F2EHLEWEZITRIRLET,
hostbased — A/XT X —H — % FHENEIEZHAA harva—X26H L
TN E EITEIR L E 9, AT A —H — (X SSHFRGE¥E 2 M B & 95 Linux =
— P —[FICRESN, AR AL B a—FITILSSH 71 75 LA A b —
JLER, Linux X —F 4 VAT AREEI L TWALENRSH Y 97,
<enable | disable> — AA v FITHRE I N7- SSHFEFEE [enable] (F%h) %
721% ldisable] (EZh)IZL £,

il B 5 T

EHET AU PDOBARAT S REFATTE LT,

X N— g v

1.00.01 LAR%

fERE] 2T — RIC X % SSH#REEE— RAAZNTT HI12iX

#config ssh authmode password enable

Command: config ssh authmode password enable

Success.

3.38.4 show ssh authmode

EED SSHREREE— FOREEZF R LET,

L show ssh authmode

B AKavy NiE, AA v FICRESNTZBAED SSHERELZ R LET,
INT A —H — 7L,

i PR IE 7L,

X/ N— 3 v

1.00.01 LAR%
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B A Ay FICRE SNIZBIEORIEE— F2Fr T 21

#show ssh authmode

Command: show ssh authmode

The SSH Authmode:

Password : Enabled
Publickey : Enabled
Hostbased : Enabled

3.38.5 config ssh server

HAY SSH Y —"—Z@E LET,

AT config ssh server < maxsession <int 1-8> | timeout <sec 120-600> | authfail
dint 2-20> | rekey < 10min | 30min | 60min | never > >

B! Aa<r FiE, SSHY—AR—ZRELET,

INT A —H— maxsession <int 1-8> —AA v FIZEIFICESGE CE L2 —Y —HEZHRTELE
T, T 74V MEIEZ8 T,
contimeout <sec 120-600> — #EHD X A4 LT 7 MR ZFEE L £, 120~600
Mol TRz E LEY, 77 4/L MEX 120 BT,
authfail <int 2-20> — —H =N SSHFRFEEHA L T s A v 2RlHhb &
MTED LIREEZERENEELET BE L EIREERAEZEZ D & AL >
FIIB 20 | 22— —IFHEAL v FITHERL, 27 & LETLE
N £,
rekey <10min | 30min | 60min | never> — AA v F A3 SSHKF B4 2 H 4 % )
MEsELET,

il B - IH BHET N hOIRRa~vy ReEFRTTEET,

Xt N— 3 v 1.00. 01 LB

B : SSH Y — =& RET DI

#config ssh server maxsession 2 contimeout 300 authfail 2

Command: config ssh server maxsession 2 contimeout 300 authfail 2

Success.
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3.38.6 show ssh server

H SSH —"—DRELEF T L ET,

A 3C show ssh server

B! Ko< R, SSHY—_R—DOREEFRLET,
INT A —H — 7L,

il {55 2H 72 Lo

X N— 3 v

1.00.01 LAR%

B« SSH % — "—%F/RT 52T

#ishow ssh server

Command:

SSH Server Status

SSH Max Session

Connection Timeout

show ssh server

. Disabled
: 8
: 120 (sec)

Authenticate Failed Attempts @ 2

Rekey Timeout . never

Listened Port Number D22

#

3.38.7 config ssh user

EED SSHa—#—Z2RELET,

&L config ssh user <username 15> authmode < hostbased < hostname <domain_name
32> > < hostname_IP <domain_name 32> <ipaddr> > | password | publickey >

it AKav R, SSHa—W—giEhEERELET,

INTA—H — <username 15> — SSH —H —Z il § 22— —H & 15 LFFE TOYAIEF
THELET,
authmode = AA v F~Du /A 52 HET 5 SSH 22—V —DRFEE— REFEE L
FT, FEFIIUTONTA—F—GERINT LN TEET,
hostbased — FRFEAIZ YU E— F SSHH—_—2FHTHLGITRIRL 5, AN
TA—=F—%FIRT DL, SSHa—HF =D DIZLLFO AT BB/ D F
EE
hostname <domain_name 32> — VU &— F® SSH 2 —% —%H]F 2 32 SLFLIND
P PRIT-OLTFHN AT LET,
hostname_IP <domain_name 32> <ipaddr> — SSH = —H—D KR N4 & XT3
IP7 RLAZASILET,
password — HEEERDO/NAT — REMHEH L Ca2—W —38GEA1T 2 58 I0# IR L
FT, Kavr FEANTLE, A vy FiFa—H =2 AT — RO A ZHRK
L. RIZSRAT—REFEXA T L THERTH LI T T NLET,
publickey — SSH %—/N— LD NPHEEZ I L CGRRAEAETT 5 BBl L £ 9,

il {2 EHET A b OHERa~w s REETTEET,

xitiN— =2 > | 1.00.01 LA

305/330




it 1) : SSH = — V' — & E T DI

# config ssh user HCL authmode password

Command: config ssh user HCL authmode password

Success.

3.38.8 show ssh user authmode

ELD SSHaA—¥—OREELFRLET,

3T show ssh user authmode

k! AKavwr i, SSHa—VF—ORELZFRTLET,
INT A — L — 72 L,

i) PR IE BHET N NOHRRa~v L ReF{TTEET,
X S— 3 v 1.00. 01 LAK¢

i A :SSH = — WV — %2R RT B I1T0%

#show ssh user authmode

Command: show ssh user authmode

Current Accounts:
Username AuthMode  HostName HostIP

HCL Password

Total Entries : 1

=
FEER

SSHA—H—%2BTFETHICIE. BEFFIRSAYFIZA—YF—THhHoo r2ERT S
DWERHYET, 1—HF—T7HO FREICETHERIC DVTIE, A =27
JL®D Tlcreate account] S L TLIEELY,
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3.38.9 config ssh algorithm

HHY SSH7 LT ZLEZHRELET,

RESC config ssh algorithm < 3DES | AES128 | AES192 | AES256 | arcfour | blowfish
| cast128 | twofishl28 | twofishl192 | twofish256 | MD5 | SHA1 | RSA | DSA
> < enable | disable >

B! AKa< Rix, BiEORESLICEH SIS SSH T VTV RAD X A THFE L
£7,

INT A —H— 3DES — Triple_Data Encryption Standard K 5{k 7 /L2 Y A% lenable] (F
) 7213 Tdisable) (%) IZL £,

AES128 — Advanced Encryption Standard AES128 Bf =S b7/ Y X A%
lenable] (%)) £7-1% [disable] (ZEZH)IZL £,

AES192 — Advanced Encryption Standard AES192 K54k 7 /LI X A%
lenable] (A%h) £721% ldisable] (FEZH) L £,

AES256 — Advanced Encryption Standard AES256 BfE{b7 /12U X A%
lenable] (A%h) £7-1% ldisable] (EZNHITL ET,

arcfour — Arcfour W57 /L2 Y X% lenable] (B%h) £7-1% ldisable]
() iz LET,

blowfish —Blowfish Bf {7 /LY X A% lenable] (%)) £7-13 Tdisable]
(I LET,

cast128 — Cast128 K55 T/ =Y X L% Tenable] (%)) £7-1% ldisable]
(2 I LET,

twofish128 — Twofish 128 BS54k 7 /LY X A% [lenable] (F%h) £7-1%
ldisable) (HEZH)ITL £,

twofish192 — Twofishl192 5 k.7 /LY X A% Tenable] (CA%h) 721X
ldisable] (fEX)IZLET,

MD5 — MD5 Message Digest B 5 b7 /L2 X L% lenable] (%)) £721%
[disable] (HEZH)IZL E7,

SHA1 — Secure Hash Algorithm B 54k % lenable] (F%h) £7-1% disable] (E

I LET,

RSA — RSA W57 /L= ) X L% Tenable] (F%h) £721% Tdisable] (#E%h)
LEI,

DSA —Digital Signature Algorithm K5 ={b% lenable|] CA%h) £7-1% disable]
() I LET,

<enable | disabled — ZA v FIZARa~w L RTCANLET LY X L%
lenable) (A%h) £721% ldisable) (FEZH) L £,

i PR IE EHET WO DB Ravwy REFITTEET,

XA/ N— 3 v

1.00. 01 LAR%
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FEF : SSH 7 LY X LERETHITIE

# config ssh algorithm blowfish enable

Command: config ssh algorithm blowfish enable

Success.

3.38.10 show ssh algorithm

HEY SSH7 VT XLDHREEFRLET,

[15'8 show ssh algorithm

B AKa<w Rix, SSHT AV TY ZALDREAT —H AR LET,
INT A —H— 72 L,

il = 2L,

X/ N— 3 v

1.00. 01 LAR%

ERE] : 2 A > FICBERTESNTWS SSH 7 LAY X AEERT HITIT

#ishow ssh algorithm

Command: show ssh algorithm

Encryption Algorithm

3DES : Enabled
AES128 : Enabled
AES192 : Enabled
AES256 : Enabled
arcfour : Enabled
blowfish @ Enabled
cast128 : Enabled

twofishl128 : Enabled
twofish192 : Enabled
twofish256 : Enabled

Data Integrity Algorithm

MD5 : Enabled
SHA1 : Enabled

Public Key Algorithm

RSA : Enabled

CTRL+C ESC q QUIT SPACE n Next Page ENTER Next Entry a All
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3.39 SSLavwr Kk

Secure Sockets Layer (SSL) &if. #iF., T XN BAB IO LA LT, m"ANETZ T A
7 v M REREENAZRMET 5 X2 U T ¢ —HRE T,

ZOEFXa VT o —HEERIT, LR v v a VT SRS RS ST A — 42— FEEDRE ST v
FVRALBLIOF—EEZRET D, BEEAL—FEMEENL X2 U T 4 —XFHNC LD EH LT
£, SSLiZ. U TF?D 3 DO TR SN E T,

(1) $EacHe: W5 A A — M CFHNORAI O T EHT 22087 LY XLEZBEL TWET,
AKAA »F X, RSA (Rivest Shamir Adleman) ABRSET LTV ANELT X NVELT N TY XL
(DHE : DHE DSS Diffie-Hellman ABA#ET LTV XA E LTHE) ZFHLET, KRL-ULid, #
XL CHEHETDHFELZIEL, BRIy o—2 g 0 %179 £ TORAEEIT-> T, kDL
AU E WD 7 T AT b, AR MNEORYIO T at R LD £,

(2) B5ft . B AL — FORDEREL, 7 74T FERAMITEZET DA vE—T O
EEUHE LT, KA v FIX 2 EOK STV TY X LZYR—FLTHNET, KA
A v FIT 2 EEOB ST LAY ALZHR—FLTHET,

- ARNU—LAKEE - AL v FIF2FHEDOA RN — AR ZIZRSELET, 1 D140 B> METO

RC4, £ 9 1 D1F 128 B METORCA TT, N OO A vE—TORFEALIZHEH S 1,
2O OIIE 7 T4 T FERA M T HEIEL2LERH Y 97,
CRC 7’1 » 755 - CBC (Cipher Block Chaining : 57w v @) &1k, BNCHE 5L L
Te7my 7 O SXEHERLCEEDT vy 7 O S b E21T 2 HIETT, KAA »F X, DES
(Data Encryption Standard) TxEF9 5 3 DES_EDE Kk E{ba— KEzH¥AR— ML, K5 Xa24t
L ET,

B) Ny aT NI AL BEEAL— FNORZEDOEMTIZ, Avt—TFREa— RERETHA Y
BTV A MEREHELET, ZOAyE—UVRGEa— FEEFEINTEA v EB—UTH
FEi, BEMEZEREEL, BEHELZHLELET, KRAA v FiL., MD5 (Message Digest 5) &
SHA (Secure Hash Algorithm) ® 2 fEfED /Ny a7 N3 A LhZPR—bFLET,

TN 3DONRTA—=H =L, AL v F ETO4OOFREE L THBICHAS DS, —r3—¢

RA M TRERBEEITOZOD IO F{ba— REERLET, B5AAL— b OHNL 1D,
FIITEEEMABRDOETEITTHZENTEETR, BRTLIEFAAA— MLV EXF2 YT 71—
LrYLROB BRI PHRRF DN T 4 —~< AT L E T, AL — MIEENDEHRITIAA v FI2iE
FELTW W, FEAELMEIND 7 7 A VEFH -FHEN X a— RTL0ERH Y 77,
ZOFEHET 7 A VNI EAEEE AL v F ETIEITTH LN TE LA, FEHET 7 A LI,
TFTP —N—%fFH L TAS v FICF 7 or— R TEET, KAA v FIL, SSLv3 BLOTLSv] &
A—hLTWET, SSLOMDON—T a3 NIRRT EIZEBER2NBZARHY ., 7747~
ENBARA FAOFRRER A v & — VHRERHZEN B ET 2 HE0H D £7°,
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3.39.1 enable ssl

H i AA v F D SSLIEREZ AN L ET,

9 enable ssl [ ciphersuite < RSA_with RC4_ 128 MD5 | RSA_with_3DES_EDE_CBC_SHA
| DHE_DSS_with_3DES_EDE_CBC_SHA | RSA_EXPORT with_RC4_40_MD5 > ]

B! RKa<w Rt A vFIZV A RENTRESAAL — FD 1 DL EOMAEHHEIC

IV AAL v TFDOSSLEFAMNILET, "NTA—F—72LTARa~v K2 ATH
Tl E o TAAL v TFDSSL AT —Z A5 AN UET, SSL LT3 L.
AA v F D Web v F—T ¥ DI/ 7,

INT A —H— ciphersuite — BF A A A — MIRIEE v v g VITHEHT S, EHEREESO/NT A
— & — FFEOW ST VT Y XL BILOEOY A XEWRET HLFHNTT,
2—WF =T O EDMAG LT HBIRTX E T,

RSA_with_RC4_128_MD5 — RSA key exchange. stream cipher C4(128-bit keys).
MD5 Hash Algorithm O HETT,

RSA_with_3DES_EDE_CBC_SHA — RSA key exchange, CBC Block Cipher 3DES_EDE
encryption, SHA Hash Algorithm OfHAEHHETI,
DHE_DSS_with_3DES_EDE_CBC_SHA — DSA Diffie Hellman key exchange. CBC Block
Cipher 3DES_EDE encryption, SHA Hash Algorithm O#HAEHHTI,
RSA_EXPORT _with_RC4_40_MD5 — RSA Export key exchange & stream cipher RC4
encryption (40 By hF%—) OFHAEDOETT,

E AL — ME, T 740 FTIEADNIR>TOET A, SSLEEREIZT 7+ /L b
WLV > TVET, BEAAL—bZ2FROSSLEZANILTHAAL vFD
SSL AT —Z AFARITRY FH A,

il o = T FHET AV FOARKa< s FEETTEET,

S R— g v 1.00. 01 VA&

BT XTORE S AA — MK L, AA v F O SSLEREEZ AT 51T

#enable ssl

Command: enable ssl

Note: Web will be disabled if SSL is enabled

Success.

FEER

0 2L UFDSSLIEEEEM-TBETRTOREERS— FAERIZAY ET, 155
DESRAA—FE2FERTHICE, BYEBEERAA—MEHECEHMSSLaT Y FEE
ALTHOBER S — F£EH-TIRENRHYET,

0 2L U FOSSHLEEERNITT HE. R4 v F(INebT 2—S v BOFR— + (K— k
80) £ EMI- LET. WebwR—v (2O A T BF6HIz1Z. RL DT> +Y—I
Thttps://1 THEHADLENSHY T (I : https://10.90.90.90),
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https://10.90.90.90/�

3.39.2 disable ssl

H Y

AA »F D SSLHEREA TSN L E,

13

disable ssl [ ciphersuite < RSA_with_RC4_128_MD5 | RSA_with_3DES_EDE_CBC_SHA
| DHE_DSS_with_3DES_EDE_CBC_SHA | RSA_EXPORT with_RC4_40_MD5 > ]

B!

Ka<r NI, A v FOSSLZ2ENIL, AA v FORFGAA— O E AR
HEDELEICTH LB TEET,

INT A=Y —

ciphersuite — WF 5 A A — MIFEREE v v a VM5, IEMEREE S D/8T A
— &= FFEORE LT VT XA, BIOEOY A RERET 5 LFHITT,
22— =X TFTDO EDOMAE DO HBINTEX E T,

RSA_with_RC4_128_MD5 — RSA key exchange. stream cipher C4(128-bit keys).
MD5 Hash Algorithm OFHAE>HTI,

RSA_with_3DES_EDE CBC_SHA — RSA key exchange, CBC Block Cipher 3DES_EDE
encryption. SHA Hash Algorithm OfHAEHETI,
DHE_DSS_with_3DES_EDE_CBC_SHA — DSA Diffie Hellman key exchange., CBC Block
Cipher 3DES_EDE encryption. SHA Hash Algorithm O#AEiH T,
RSA_EXPORT_with_RC4_40_MD5 — RSA Export key exchange & stream cipher RC4 (40
vy hx—) OMAGDOETT,

il B =5 T

EHET AV FOHARa~ s FEFITTEET,

X/ N— 3 v

1.00. 01 LAR%

fERE: A A~ F D SSL AT —Z A Z T 5121

#disable ssl

Command: disable ssl

Success.

{5 FA 4] KB A 4 — N RSA_EXPORT with RC4 40 MD5 D&% HEZHIZ4 B3

#disable ssl ciphersuite RSA_EXPORT_with_RC4_40_MD5
Command: disable ssl ciphersuite RSA_EXPORT_with_RC4_40_MD5

Success.
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3.39.3 config ssl| cachetimeout timeout

HiY SSL¥ Y v aXZ A LT U heRELET,
L config ssl cachetimeout timeout <value 60-86400>
B Aa~< Rk, SSLEgEEZFEH LTI 747> b ERA MEOH LSO

RIMREBRTELET, 74T 2 MERR MBS EZ T3 & FITH LU SSL &
v a NS LET, ZOEEELST5ESSLEy g VT BEBEDERA
k& OBEGICIITEEIBRNH I ET,

INT A=K — timeout <value 60-86400> — 60 ~86400 DI TH A LT 7 M AZ AT L
THEL, SSLEV 22— 03 H L B2 SSL xAvm—a v A LD
AT SSL 8 ID AN A MR T 5 At AfRE L ET, 774/ FOF v
v aZA LT Y ML 600 TT,

il B =5 T BHET WU FOHARa~ s REFITTEET,

Xt/ N—3 g 1.00. 01 LLp&

ERBI:SSL v v a XA LT T hE 7200 FMIZERET HITIE

#config ssl cachetimeout timeout 7200

Command: config ssl cachetimeout timeout 7200

Success.

3.39.4 show ss| cachetimeout

H iy SSL¥ ¥ vy af A LTV hERTFLET,

3L show ssl cachetimeout

B! Kawy RiE, A vy FICBEREENTND SSL¥ vy v v a XA LT U M
ZHLET,

INTA—=H— 72 Lo

] PR IH 7L,

Kha/N— g v 1.00. 01 LAf%E

FRE: AL v FIZBREENTWASSL XYy a XA LT Y N2BBT 51T

#ishow ssl cachetimeout

Command: show ssl cachetimeout

Cache timeout is 600 second(s)
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3.39.5 show ssl

HHY AA v F EDSSL AT —HALFEA T 7 A NVDARAT —H AR RLET,
[15'8 show ssl

B AKa<wr Rix, AL v F LEDOSSLAT—X 22 LET,

INT A —H— 7L,

il PR =1 2L,

SN — g 1.00. 01 LARE

ERF: AA v F ED SSL AT —XF XA & BT HI121E

#show ssl

Command: show ssl

SSL Status Disabled
RSA_WITH_RC4_128_MD5 0x0004 Enabled
RSA_WITH_3DES_EDE_CBC_SHA 0x000A Enabled
DHE_DSS_WITH_3DES_EDE_CBC_SHA 0x0013 Enabled
RSA_EXPORT_WITH_RC4_40_MD5 0x0003 Enabled
#

3.39.6 show ssl certificate

ELD AA v T EDOSSLEEA T 7 A NVDAT—H2 A SR LET,

130 show ssl certificate

B AKa<wr Rix, A4 v F EDOSSLIEHET 7 A LVOIERESRL £,
INT A —H— 7L,

] PR IH 2L,

K N— g 1.00. 01 LAR&E

B AA v F EOGERAET 7 A )VIERESRS D121

# show ssl certificate

Command: show ssl certificate

Loaded with RSA Certificate!
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3.39.7 download ssl| certificate

EL:) AA v F LD SSLEKREMGEH 7 7 A V&2 7 m— RLET,

9 download ssl certificate <ipaddr> certfilename <path_filename 64>
keyfilename <path_filename 64>

B! Ka<r Fid, AA v F T SSLEKREZ AN 92 12O DFEME 7 7 A /v & TFTP H—
N Fyra— KT LxEHLET, GEAEZ 7 A ViE, *y hT—7
FDOTFARAL AEREET DO DT — % —FLEkTH D . FrAH OFROF
RED T DG, EToT DV HIVELL IR EDERPEM STV ET, SSLKREZ kK
[RIZIER T 5720121%, == 7 74T "B LIREHE T 7 A V& FF
OVENH Y ET, KA v T, LT [ der] ZFFOFEMEL 1 DDAV R
—hLET,

INT A= L — <ipaddr> — TFTP #—/N—D [P 7 KL A& AS) L ET,
certfilename <path_filename 64> — F U — N+ AHFFHET 7 A LDI/RR &
T ANKHEANTILET,
keyfilename <path_filename 64> — # 7 1a— NI AMBEBIHE T 7 4 LD I/RA
L7 AN EANNLET,

i) PR IE EHET WO DB ARa~w L REFITTEET,

K N— =

1. 00. 01 LAWKk

B GEHEFEZ 7 ANV EREBRT 7 ANV B AL v FICF T n— R4 5123

#tdownload ssl certificate 10.53.13.94 certfilename c:/cert.der keyfilename c:/pkey. der

Command: download ssl certificate 10.53. 13.94 certfilename c:/cert. der keyfilename c:/pkey. der

Certificate Loaded Successfully!
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3.40 WEBEEEEa < F
IPv6 (Z & % WEB GRAEITIARY R — KT,

3.40.1 enable web_authentication

EL:] WEB FRREMREZ ARNC L £,

& enable web_authentication

A DA~ N3 WEB FRRHEREZ AN L E T,
INT A —H — 7L,

i PR IE BHET WO NDOBRa~vw L REFATTEET,
S N— g v 1.00. 01 LLR&

5. WEB RRAERERE 2 A 2hIC 3 B ITiX

#enable web_authentication

Command: enable web_authentication

Success.

3.40.2 disable web_authentication

ELD WEB #BRERERE & ME2hIZ L 97,

L disable web_authentication

B! Z D=~ N WEB EAEHERE 2 2z L E T,
INT A —H— 72 L,

i) PR IE BHET DY NOIZBRa~v L ReFLTTEET,
I N— 3 1. 00. 01 DABE

fEH: WEB RRAEAERE 2 2N 23 5121

#disable web_authentication

Command: disable web_authentication

Success.
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3.40.3 create web_authentication user

HI) a2 RIZWEB RBGED v — Lo —P—E Bk L £,

9 create web_authentication user <username 15> [vlan <vlan_name 32> | vlanid
{vlanid 1-4094>]

B! WEB FRRED 11— Ty )b — W —Z AR D RHTAE T2 2~ o R T, VLAN 284R7E
ENRWGE SEED YT H 4172 VLAN 2FE(E L 22 WEE1TIE, WEB EREL— 1 —
X7 74V MVLAN DB T 72 AT 52 L BARETT,

INTA—H— User — WEB _—ZAD 7 7 & ZHIHOT 17 S EAER L ET,
@%mmew>—¥ﬁ%@$l&f¥ﬁﬁf1“$“%%ﬁﬁbi?o
Vlan - F%FF VLAN & 257 L £
<vlan_name 32> - MAC 7 K U ADMFELET 5 VLAN 44,

i PR IE BHET WO NDOBRa~vw L ReEFITTEET,

S N— g v 1.00. 01 LLR&

{iﬁﬁ {EJ WEB n:uulTiO) H— j]/]/:L»—*Ij‘ 75_’{/[552@"5

#create web_authentication user webuser vlan default

Command: create web_authentication user webuser vlan default

Enter a case—sensitive new password:sikseksek

Enter the new password again for confirmation:sksksieksek

Success.

TEEE

0 WEB SZSFIZH VT, A—H—ZEB LU/ T— RIZRD 6 BEOXTLERATEE

BA, Eo=BEF, WEBFRERICARRELYFTOTHELLNE S TEFELES
LY,
XRILF

.I e
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3.40.4 config web_authentication user

HY Zoawy R WEBRFEr — v — P — % ELET,
9 config web_authentication user <username 15> [v/an | clear_vlan]
Vian = vlan <vlan_name 32> | vlanid <vlanid 1-4094>
G| WEB #RiFn — o —W — 2R ET HRIMEHT 5 a2~ RT9, VLAN BMEE S
MR WEE UTEND 4T B 7z VLAN 2FE(E L7 W56 WEB Gk — 1 —137 7
4V b VLAN DBIZT 7 A3 5 Z LN A[RETT,
INTGA—F— User = WEB X—R 7 7 RHHHAOT h o v M EFEELET,
<username 15> — AT 15 LFLIN T2 —HF—HEHFEL T,
Vlan - F%FF VLAN & 257 L £
<vlan_name 32> - MAC 7 R L ZAHMFIET 5 VLAN 44,
Clear vlan — ZDT7 W7 MIV 7 ESNTWAVIANFEREZZ VT LET
il R I EHET W POBRKa~ U FeFRITTEET,

X N— g v

1.00. 01 LARE

{iﬁﬁgﬂ WEB 3 [T DL—ED jj/I/:L_‘"j: ﬂi’ E?Z)N—@i

#iconfig web_authentication user webuser clear_vlan

Command: config web_authentication user webuser clear_vlan

Success.

3.40.5 config web_authentication auth_failover

H WEB ZREE 7 = A LA — —fREA R TE L £7,

5L config web_authentication auth_failover <enable | disable>

i FURE T = A LA — =N TIE, RADIUS Hr— S—(Z B L\ & | GRFEIE = Z
—LR D ET,
RET = A VA — =GR TIE, RADIUS B — A — (3B EE T e — D LT — &
N—ZNFFEEH S E T,

INT A—H — Enable - v N2 LEBEE T = A VA —"—ZHMMI L ET,
Disable — 7’1 F I FREET = A VA —_—%MIHZ L £7,

i) PR IE BHET DY NOIZBRa~v L ReFLTTEET,

;GJLII:,\/{“—:‘) =) o

1.00.01 LAKE

'ﬁﬁﬁﬁfiﬂ mqu7 A /Vj“’“/\%'{j( %ﬁ)‘j] ﬁ‘éﬂdi

#iconfig web_authentication auth_failover enable

Command: config web_authentication auth_failover enable

Success.
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3.40.6 config web_authentication authorization network

B Fy N — 7B DAEOF R AN LET,

9 config web_authentication authorization network [radius <enable | disable>
| local <enable | disable>]

Wt Radius FIENA T2 5 & (RADIUS H— S — X D &I B THNIRRAET —F &%
THLYD £,

H—AVRRENEINC 2D &, v NT = Z R—= 2 LD EIY T HNIRAET

—ZDRZITID £97,

INT A=Y — Radius = AT/ 5 & RADIUS $r— "—IC X W EID Y TOHNRBIET — X &%
FERY £, T 740 MRBIIAZ T,
Local = A#hiZ7en &, v—INT —H_X—=R 2L VEHED Y TOHNFRIET — 4
TR0 E9, 7740 MREIFEHTT,

il BRI BHET N VOB Ra~ L REFATTEET,

X N— g v

1.00. 01 LARE

ot 6 :

2 — A VESREDZ T IR Z A BT

#iconfig web_authentication authorization network local enable

Command: config web_authentication authorization network local enable

Success.

3.40.7 config web_authentication clear_redir_url

H Y WEB ZBFED U A L7 kN URL Z#{HE L £7,

98 config web_authentication clear_redir_url

B VXAV RURLBRZ VT Sb e, SBRERRBI LT=%kIZZ A4 7 M s 7
U=V XA LT hERVET,

INT RA— B — 2L,

il {2 EHET A bOHERKa~v L REETTEET,

X N— g v 1.00. 01 LA

ERBI: WEB ZRGEDT U XA L2 FURLEZ 27 Y T4 51T

#iconfig web_authentication clear_redir_url

Command: config web_authentication clear_redir_url

Success.
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3.40.8 config web_authentication method

H 1 WEB RBREHEZ R E L E T,

9 config web_authentication method <local | radius>

EiE! Zoawy NIZEY, WEBFRREICMEH &4 5 RADIUS 7’1 h L& o —HF — N EE
952 EMNARETT,
Zoa= RIZE Y RADIUS 7'm b L ASERE S415H & WEB FRGEIX 802. 1X %5
LRI RADILS iR EZ A LE T, “configradius”’a~r NiZL - TEMEH
72 RADIUS r— "= U7 o ha iz R — L TWAXLERH Y 7,

INT A —H — Local — B—H /LT —HX—2A fz/\ TRREDMTOND Z L 2B E LT,
Radius = RADIUS ¥— N—%Jr L CERREDMTOND Z E 2 REL 7,

i) PR IE BEET U NDRARa v REFETTEET,

K/ N— g 1.00. 01 LAR%

B WEB RBRE 1L E R ET DI

#config web_authentication method radius

Command:

Success.

config web_authentication method radius
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3.40.9 config web_authentication ports

EE"] AN— b~ D WEB FRRE/NT A — 4 — %Eﬁ/’_jg[/\i—é—o
9 config web_authentication ports <<portlist> | all> [state]

State =state <enable | disable> | aging time <infinite | <min 1-1440>> |
block_time <<sec 0-300>>

B! :@:vykif~b@MBM&A7x A—hRELET,

INT A =L — ports — ZOREIHEHINH AR — MaHEZEEL £,
<mﬁhﬂ>—’®§i DR — MU AREATILET,
all - ZOREIHEHAINLIETOR—FNEFRELET,

state — WEB Z¥FFDHR— MIRBEEAFEE L F97,
aging_time — FRFES N7 A M AFRREIREEZRFF L CW A RIGEE R E Liﬁ“
infinite - A— M ETCEFESNTZAA MR —T 07 FENBRWEIITHEE

ij‘o
block_time = R A N MFHFEIZKM L7284, “block_time” THIRE I #L7-KFH]
0y 7 INET,

i) [ = 1 BHET h o NOIRKRI~ s REFITTEET,

A= g v 1.00. 01 LAK&

ERB): A— bk 1-9 O WEB FRIRREZ F T 5121

#iconfig web_authentication ports 1-9 state enable

Command: config web_authentication ports 1-9 state enable

Success.

FEER

0 WEB REEM AL R— F CRIEDHEELED T L—LIE, 1 —H Ry T L—LA
ATFARIP A2 IPTORALELTRTIP DI L—LEBYET,
EIEIORENELED T L—L (FHIZIEICMP,UDP 2 &) (&, RIEEITHEEINT
HADTIEELCEE L,

3.40.10 config web_authentication redir_url

H i) WEB GHAED A4 L2 N URL % E L £7,
[5'8 config web_authentication redir_url <{string 128>
G UKA L7 b RL BREINSE, 2= —ITREER R LTtk, 2D/ A(C

VEA LV FERET,
TONRANT VT ENDBE, 7I9A4AT 2 MIRENRKS L%, o URLICY &
ALV7 S EFA,

IRT RA—H— {string 128> — FBAENKIN L=t DI FA T vid U XA L7 hE5d URL 245
ELET, 774NV FTIRIVEAA LY MREIZZ VT ENTHET,
Hill PR - TH BHET T NORRKa~w REFITTEET,

S R— g v 1.00. 01 VA&
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ERB]: WEBFRFET 74V U XA L7 N URL Z%ET DHIZ

#iconfig web_authentication redir_url http://www. website. com

Command: config web_authentication redir_url http://www. website. com

Success.

3.40.11 config web_authentication switch http port

H i) WEB RRAEMEAT 2 A A v F O HITP R— F 2R E L ET,

98 config web_authentication switch_http_port <tcp_port_number 1-65535>
[<http | https>]

BC]] HTTP X HTTPS F @ TCP A— ki, HTTP XX HTTPS /347 v b 238k 3 5 7= o1l
& E4, HTTP UL HTTPS 2347 M CPU OFRGFALEE X T v 7' A v =T
IR AT HIDIHEAINET,
ESNZRWEA, HTTP OF 7 4/ bR — & 5% 80 TF, & L CTHITPS ©»F
7 4L FIR— FEFIF 443 T, b7 0 b LR EESNARWES. T 4L
k7'a b 2V HTTP T3, HTTP IX TCP AR — b 443 |2 CEME T & £/ A, £72HTTPS
IZTCP R— k 80 ICTEMETX 8 A,
R A RN HITPS B — R FCHiffIZREFET 5 X 512 L7z GE . WEB GRAE/NT £
— X —"switch_http _port”% “https” IZXET HVLENH Y £4, £L T
“enable SSL” =~y NITHRMICHRE L2 THT e A,

INT A—H — switch_http_port — WEBFRFEAA v FBEHA L, 2 —HF —NFRFE7 v A 2K T
THIP R—bZ2HEELET, K— bFESOHMAIT1 205 65535 TY,
http — WEB FRFEAS Y 3% TCP AR — b ETHITP 7’1 b 2 /L CEMET 5 Z L 2#FEL
EJc e
https — WEB ZREFA3243% TCP 48— ~ ECHITPS ' h 2 L CEIET 5 2 & 2157E
LET,

it PR IH BHET T FOBRARaw L REFITTEET,

KHGN— g

1.00. 01 LAKE

] WEB RREEAME T 25 A A »F @ HITP AR — ~ % 8888 |23k E T HI1TI%

#config web_authentication switch_http_port 8888 http

Command: config web_authentication switch_http_port 8888 http

Success.
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3.40.12 config web_authentication virtual ip

H Y ZOavy RIIWEBFRGEHORMB IP T RLAZREL 7,

9 config web_authentication virtual_ip <ipaddr>

EiE! WEB RRREDEAR TP 7 R L A lX, @BRESALTWRWAR A M b OFBFEE R %
ZATAHT DERCEH S E T, 2O 1P IZREE S 37z TCP /347 » REROAIE L <
JIEE MK S VET,
ZOIPT RLRAIZARP 347y BT IONP 47w MOSE LEH A, Z OfAE IP
7 RV RIZIER =% 7%y FNICFET DR A RPCRIP A ¥ —7 = — AITHK
ESNTZT FLAIZLARNE LTSN,

INT A —H— virtual_ip - fRAHIP D IP 7 FL AZFRELE T,

i) PR IE EHET WU NDHRa~v L REFETTEET,

;GJLII:,\/{“—:‘) =) o

1.00.01 LLR&

fE B WEB GRRERIRAR IP 7 RV A Z R TET HIT

#iconfig web_authentication virtual_ip 1.1.1.1

Command: config web_authentication virtual_ip 1.1.1.1

Success.

3.40.13 clear web_authentication auth_state

HAY

ZOa<wy RIZWEBRGF N —Z2 27 U7 LET,

3L

clear web_authentication auth_state <{ports>
Ports = ports <<portlist> | all> [authenticated | authenticating | blocked]

| macaddr <macaddr>

B!

A= FRR—= b R_N—=2F— FIIHEINTHE. TOR— MEIRGES 2 REE
R £9, TOR— MIBEFZRTLIE2TOXA~—1Z Yy FEShET,

A= FPHEA FR—RFE— RIZREINTHA, £2OFR— b EOa—W— 38T
7V T ENET,

n—%~i*yh7—7V77tzTét WCHRBFESNDMLERH Y £97,

INT A=Y —

ports = ZOREIMEHNSNDAR—FU R M ZFE Li#

<portllst> OREMHEHEINDER—=FI A MEZ ZIZATILET,
all - ZOREIHEHINLIETOR— F%?ﬁLiT

authenticated — 5 1 A — FOETOFEI N2 —F—% 7 VT LET,
authenticating - 5 1 A" — FOETOEFEFO2—YF—%2 7 VT LE7,
blocked - 3?35 1AR—bORETOTr Yy 7 ERlca—F—%2 7 V7 LET,
macaddr — ZOREIHEHINDMCT RLAZEELET,
<mmwﬁ;@ﬁﬁ WA SNDMCT RLAZZ ZICADLET,

il o = T

FHET WU OB ARa~x L REFETTEET,

;(ATJ‘:E,\/R\_‘:/\\ a

1.00. 01 LAKE
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ERFE: AN—hK 1-5 ODWEBFRFF=> Y —% 27 U 74 5121%

#iclear web_authentication auth_state ports 1-5

Command: clear web_authentication auth_state ports 1-5

Success.

3.40.14 delete web_authentication

EED ZOavy RIFWEBREr— A Na—HF—% 7 VT LET,
9 delete web_authentication <user <username 15> | all_users>
B! ZOa~vy RIIWEBRFEr — ANV a—HF—%2 7 V7 LET,

INT A—H — User — HIfRS N D2 —F AL EHELET,

{username 15> — AT 156 XFLUN T2 —V—ZE2HELET,
All user - B—A N DBIZHAETHO—YFT H U FEHIFRL £,

ill PR - TH EHETH T NOIBHARa~v L REFEITTEET,

SHENR—Y g v 1.00.01 LAKE

fFF: WEBRite — o —Y—%2 7 U 79 5120%

#tdelete web_authentication user userl

Command: delete web_authentication user userl

Success.

3.40.15 show web_authentication

H Y ZDawy RIFWEBFGED 7 o — SUVEEERFRLET,
S show web_authentication

i ZOawy RIZWEBFBRED 7 v — SV EE FoR LET,
INT A —H— 7L,

i) R = 2 7L,

S N— g 1.00.01 LK%

il FABI . WEB RRGED 7 10— VVERE 2 R 51213

#show web_authentication

Command: show web_authentication

Web—Base Access Control

State : Disabled

Method : RADIUS

Authentication Failover : Enabled

Redirect Path : http://www. website. com
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Virtual IP N |

Switch HTTP Port : 8888 (HTTP)
RADIUS Authorization . Enabled
Local Authorization . Enabled

3.40.16 show web_authentication auth_state ports

H i ZDawy NiEA— FNORGEREEZR R L £,

98 show web_authentication auth_state ports [<portlist>]
it Zoawy KRR — FORFEREEZE R LET,

INT A —H— Ports - RSN HAR— MNGiPHEZFEE L E7,

it PR IH 7L,

Xt N— g 1. 00. 01 LABE

B AN— FOREEREEZFRT 5H121F

# show web_authentication auth_state ports

Command: show web_authentication auth_state ports

H:Host-based P:Port—based

Port MAC Address Original State VID Aging Time/
RX VID Block Time
1 00-00-00-00-00-01 (H) 20 Authenticated 4004 Infinite
1 00-00-00-00-00-03 (H) 100 Blocked - 60
2 00-00-00-00-00-02 (H) 20 Authenticated 1234 Infinite
2 00-00-00-00-00-04 (H) 110 Authenticating - 10

Total Authenticating Hosts :1
Total Authenticated Hosts :2
Total Blocked Hosts 11
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3.40.17 show web_authentication ports

EED ZOa~y FIZWEBBEER— FREZF R LET,
9 show web_authentication ports [<portlist>]
i D= NI WEB GRREAR— FPREZF R LET,
INT A—H — Ports— RSN AHAR— MaHZFEEL £ T

i PR IE 7L,

XIeN— g 1. 00. 01 LAR%

fERF]: A— bk 1-3 O WEB FBGEHR— X E &2 FRT D121

#show web_authentication ports 1-3

Command: show web_authentication ports 1-3

Port State Aging Time Block Time Auth Mode
(Minutes) (Seconds)
Enabled 60 120 Host—Based
2 Enabled 60 120 Host-Based
Enabled 120 120 Host—Based
#

3.40.18 show web_authentication user

H i Zoavy RFa——RWEBRFET WV FERTRLET,

i show web_authentication user

B! A=W —BWEBFRRRET I Vv P EFRT LI L EWREICT S a vy R TT
PNAY— RIFEH L~V FIZER R SNET,

INT A — L — 72 L,

i) PR IE 7L,

S R— g v 1.00. 01 LA

{FEHE]: WEBFRFET v v R EFRRT HITIE

#show web_authentication user

Command: show web_authentication user

Username Password VID

webuser webuser -

Total Entries:1
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4 FRLDEIEFE

(1) =Y —)LAR— MNTIE, /NT A= —KERFDO T RS-232C 7 — 7 VA L, @ ORI
I LW T E &,

(2) R—=FrITF7—V JHEREIZ, source R — P E LTERE LA — P TEZEINTZT L — AL fiE
Mrd B2 ODOEETT, > T, Target F—hFE LTRELEZAR— MNIIE, 7FI9A4PExy b
U — 7 HfRAT T DIEE DIAMIEERE L 72T IE &0,

(3) W—HFVLAN ZRTETHHE. FA R AL v F U ITAT)RE L TWRWNWT L—TDR— kbR
A2 NBICIRERITY) 2L IXTCEFEH A, TTRA MIBEEO I NAN—FIZBTH 2 LT T A,
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5. b TNYa—TFTa Y

5.1 RRLEDICREEY SIMRB EXE

e

xR

[PWR] LED 23 54T L72W

BIR T — RORAREEDACA Ly b EBFRa 2 MCIEFICE
SNTWDHZ EAHERLTLITEEN,

VAARNT—T N ERGE LT
[LINK/ACT] LED 23 BUET L7\

VA A RNT—T IV EE RN E ) DR LT F &,

BEGHFTF DU RN IEFIZEEL TWAMNE I R L T E 0,

TV 2T =TT 7 (RJ45) DERECRE 200 E D DR L T<
EEW,

BTN NIC £7213NT DB A — RiR— FThHBE, VA A
Nr—TNVRA ML — R r—TNTHDHIEEMRELTIIEEN,
£, HBERMATRANATOMIX R— hDBHE, VA A RNr—T LR
IR —T N ThDHIEEMRLTITEIN,

SFPEV 2a— A NELIHAINTWND Z EE2MERL T EEN,

5.2 ) )VinRICEHET DBEREAK

HZ

s

EIREALTYH Login
a7 B E R

a2 = VIR OBERFOBRENE LN 2R LT EE
A%

FREMEIE TEEEE 9600bps, 1 ¥ ¥ 77X 8y b, Ahy 7Yy
FMlLEY b NUT gL, 7r—iilli#iZ2 L, RS, ERIZHEF [ON]
T7

[CONSOLE| & =12 Y — Uik & D RS-232C ##c 77— 7 VIS IE LU 2
LR LTS IEENY,

[CONSOLE] ~DHERe A IET 2 E 5 s L T 7230,

[POWER] LED BEITLTWAZ & ZMERL T ZEW,

REMBEFIZAS STV

EFER T ThUE, NEDOATY —CRENRAEL TS LE
Z6NET, PAR— FISEDICBWEDELZE N,
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5.3TelnetICBAET AR LXK

B

xR

VRS Telnet 1240
nJA T HIENRTERN

AKEBEBOIPT FLA, Fv h~RAY . T 74/ hL— OB ENE
W CTHDLI MR LTLSEIWN, FEHRERICVEY M LLITE
FEEEADIN TWAZ EHERL TSI,

Pee L CUWN SR — R OE{ERED ENABLE JRBEIC 72 > TW D Z & ATk
L TLEEVY, ENABLEJRBEZ R H1X, VA R Mr—T IV DOREEG & i
LT &N,

Telnet LED T 57 RUARAKEEDT RLATHD Z L 2R
LTL &,

AIEBENIEFITEH L, BIEL TS 2 E 2R L TIEENY,

5.4 RA 9 F VI NTHEEICEET SRR EME

EES

xR

SRR D BB DG AT — & O ik
DT

BRI 2 DR — ~ VLAN Z /—FICFTE L TV W E 9 D ieis
LTL7E&EN,

B & ARLEEROY A X N r—T )V OEERNIER Th D Z & 2
L TLIEE N,

BIRROPHFGE SN TWAH AR — R ENABLEJRRE CTH D0 E 9 D viEzd L
TLIEE,

Sy N B AT B,

BEOR— NS NEND 7 L—LDOAMN 100% % 2 T2
DE IR L TLZE, (FREDAR— NI 100% % 2 5 A H
LR LIEGE, MR — MIOEELKIF L, Ty haAREET D
BEndH £9,)

5. 5 VLANIZERE Y HIRR EAE

HZ

R

VID ZfEETH LT — R vt—
UIMEBRIND,

FRE L VID A, BRI VLAN Zv— 7 il S cnbd e x, =
T—Aob—=UNFRENET, VIDODRTEEELEL T EEW,

5.6 SFPICRYEY SR LXK

HZ

X

SFP Z 38k L TWAIREETIlIE L
VA

SFP #3383 L TV URAE Tl E L2 WAL, SFP SR eI A 127 -
TWAHAREMENH D £9, SFPZ2HEREELE LTI, HENR
T DAL SFP UTEEDORERNEZ ONET,
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6. BRI

No.

H H

s

LANA U HF—=T =2— A

TEEE802. 3 : 10BASE-T
TEEE802. 3u : 100BASE-TX
IEEE802. 3u : Auto—Negotiation
TEEE802. 3z : 1000BASE-X
TEEE802. 3ab : 1000BASE-T

oY —)v
AHE =Tz —R

ITU-T &5 V. 24/V. 28

Ty hU— 7 EH
v kaj

RFC1157 : Simple Network Management Protocol (SNMP)
RFC1901 : Introduction to Community—based SNMPv2

RFC1905 : Protocol Operations for Version 2 of the Simple
Network Management Protocol

RFC1908 : Coexistence between Version 1 and Version 2 of
the Internet—-standard Network Management Framework
RFC2570 : Introduction to Version 3 of the Internet-—
standard Network Management Framework

RFC2575 : View-based Access Control Model (VACM) for the
Simple Network Management Protocol (SNMP)

S NU— 7 EH S

RFC1213 : Internet FE%E MIB

RFC1493 : Bridge MIB

RFC2819 : RMON MIB 4 7 /L —=>

RFC2021 : RMON2 MIB @ 9 & Probe config ®—%p
RFC2233 : ifMIB

BE7m han

RFC793 : TCP (Transmission Control Protocol)
RFC768 : UDP (User Datagram Protocol)

RFC1350 : THE TFTP PROTOCOL (REVISION 2)
RFC783 : TFTP Client

RFC791 : IP (Internet Protocol)

RFC792 : ICMP (Internet Control Message Protocol)
RFC826 : ARP (Address Resolution Protocol)
RFC854 : TELNET

RFC1769 : SNTP(Simple Network Time Protocol)
RFC3164 : SYSLOG

RFC951/RFC1541 : BootP/DHCP Client

IGMP snooping

RFC1112 : IGMPv1 (snooping only)
RFC2236 : IGMPv2 (snooping only)
RFC3376 : IGMPv3 (awareness only)
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No.

TH H

s

t¥a U7 —7u b
=y 4

RFC2865 : RADIUS (client only)

RFC1492 : TACACS+ Authentication For the Management Access
RFC2138/RFC2139 : RADIUS Auth. For Management Access

RFC2866 : RADIUS Accounting

RFC4250 : The Secure Shell (SSH) Protocol Assigned Numbers
RFC4251 : The Secure Shell(SSH) Protocol Architecture
RFC4252 : The Secure Shell (SSH) Authentication Protocol
RFC4253 : The Secure Shell (SSH) Transport Layer Protocol
RFC4254 : The Secure Shell (SSH) Connection Protocol

RFC4255 : Using DNS to Securely Publish Secure Shell (SSH) Key
Fingerprints

RFC4256 : Generic Message Exchange Authentication for the Secure
Shell Protocol (SSH)

< DAl

VCCI Class A YEfL
IEEE802.3ad : V> 7 7 7 ) if— a3
[EEE802. 1Q : tag group VLAN,

QoS (IEEES02. 1Q priority mapping/queuing)
IEEE802. 1D : STP/RSTP

IEEES02. 1Q : MSTP
IEEE802. 3x : 7 = —Hil4#

IEEE802. 1AB : LLDP
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