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3.34. 20 Show 802. 1X USET . vttt ettt ettt et ettt e e et e 282
3.34.21 delete 802, 1X USOT . vttt vttt ettt et et 282
L35 T AR T R 283
3.35.1 enable authen _PolicCy . ...t e 284
3.35.2 disable authen policy . ... e 285
3.35.3 show authen policy . ... e 285
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3.35.4 create authen_login method_list_ name.......... ... . 286
3.35.5 config authen _Login . ...t e e 286
3.35.6 delete authen_login method_list name.......... ..., 288
3.35.7 show authen L1ogin . ... ... e e 289
3.35.8 create authen_enable method_list name........... .. .. . iiiiiiiiinnenn. 290
3.35.9 config authen_enable . .. ... . 291
3.35.10 delete authen_enable method_list name .......... ... iinininennennn. 293
3.3b. 11 show authen_enable. ... .. .. 294
3.35.12 config authen application............iiuiiiiiin i 296
3.35. 13 show authen application....... ...t 297
3.35. 14 create authen server_hoSt .. ... ...ttt 298
3.35.15 config authen server_hoSt . ... .. ...t i 299
3.35.16 delete authen server_host .. ... ...ttt e 300
3.3b. 17 show authen server_host ..... ... ... 300
3.35. 18 create authen SETVET_groUD . ......c.vtuiun ittt 301
3.35.19 config authen SETVer_group . .........couiuniniunintin i, 302
3.35.20 delete authen Server_group............vuiiniiiiniiniiin i, 303
3.35.21 show authen Server_group............oouiuiiniinin ittt 303
3.35.22 config authen parameter response_timeoUt ... ........u o eeeennnn. 304
3.35.23 config authen parameter attempt ...........oiiiiiiinininnnninennenenenn 305
3.35.24 show authen parameter . ... ... ...ttt i e 305
3.35.25 enable admin. ... ... e 306
3.35.26 config admin local_enable . ... ... . . i 307
236 MAC =R 7 7 A = R 308
3.36.1 enable mac_based_access_control ...... ..o e 308
3.36.2 disable mac_based access_control ......... i 308
3.36.3 config mac_based_access_control password .......... .. ... 309
3.36.4 config mac_based_access_control method........... .. .. . . i i 309
3.36.5 config mac_based_access_control auth_failover ............ .. ... ... 310
3.36.6 config mac_based_access_control ports ...... ..ot e 310
3.36.7 clear mac_based_access_control auth mac............ ... . .. 311
3.36.8 create mac_based_access_control_local mac.......... ..., 311
3.36.9 config mac_based_access_control_local mac .......... ... ... 312
3.36.10 delete mac_based_access_control_local ....... .. .. i 313
3.36. 11 show mac_based_access_control ...... ... 314
3.36.12 show mac_based_access_control_local ...... . .. o i 315
3. 36. 13 show mac_based_access_control auth.mac............ ... ... .. 316
3.36. 14 config mac_based_access_control Max_USETS .. ...ttt 316
3.36.15 enable authorization network.......... ...t 317
3.36.16 disable authorization network....... .. ... i e 318
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3.36. 17 show authorization ... ...ttt e e e e e 318

3.36. 18 config mac_based_access_control mac_format ............. ... 319
3.36. 19 config mac_based_access_control password_type ...........coiiiiiiiiiii... 319
LT T R E T R 320
3.37.1 config authentication auth. mode....... ... . i 320
3.37.2 show authentication POT LS ..ttt e e e e 320
238 SSH T i R oo 321
3.38.1 enable ssh. .. o 321
3.38.2 disable ssh. ... 321
3.38.3 config ssh authmode . ... ... 322
3.38.4 show ssh authmode . ... ... ... 322
3.38.5 config ssh server. ... .. . 323
3.38.6 show ssh server. ... ... o 324
3.38.7 config ssh USer . ...t e 324
3.38.8 show ssh user authmode . ... ... .. . . i 325
3.38.9 config ssh algorithm. ... ... oo i e e 326
3.38.10 show ssh algorithm. ... ... i e e e e et 327
230 SO I L R 328
3.39.1 enable SSl. ... e 329
3.39.2 disable ssl. . . 330
3.39.3 config ssl cachetimeout timeoUL .. ... .ottt ittt i i 331
3.39.4 show ssl cachetimeoUt . ... ...ttt ittt et it 331
3.39. 5 Show SSl ... e 332
3.39.6 show ssl certificate. ... .ot e e e 332
3.39.7 download ssl certificate . ...ttt ettt 333
A0 WEB B E T = v N 334
3.40.1 enable web_authentication........ ...ttt 334
3.40.2 disable web_authentication..........oouiiiiiiinininini ittt 334
3.40.3 create web_authentication USer ....... ...ttt 335
3.40.4 config web_authentication USeT ... ... ...ttt e 335
3.40.5 config web_authentication auth_failover .......... ... ... 336
3.40.6 config web_authentication authorization network ............ ... ... . ......... 336
3.40.7 config web_authentication clear_redir_url ......... .. ... 337
3.40.8 config web_authentication method......... ... . ... . i 337
3.40.9 config web_authentication POTtS .. ...t 338
3.40. 10 config web_authentication redir_url ........ ... 339
3.40. 11 config web_authentication switch_http_port ........ ..o .. 339
3.40. 12 config web_authentication auth_page ....... ... ... 340
3.40. 13 config web_authentication virtual Ip....... ...t 341
3.40. 14 clear web_authentication auth_state........... .. ... ... . i .. 342
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3.40. 15 delete web_authentication ... .......u.u i e e 343

3.40. 16 show web_authentication ..........uuiuitii i et et e 343
3.40. 17 show web_authentication auth_state ports .......... oo, 344
3.40. 18 show web_authentication POrts . ..... ...t e 345
3.40. 19 show web_authentication USET ..........euiunin ittt 345
3.40. 20 show web_authentication auth_page ...........o.iiiii i 346
3. Al POE I i R e e 347
3.41.1 config PO POT TS ..ttt e 347
3.41.2 ShoW POE POTES . ottt e 349
3.41.3 config Poe SYSTOmM. ..ottt 350
3.41.4 Show Poe SYSTemM. ..ottt 351
3.41.5 config poe 1ecover_MOde . .. ..ottt e 352
3.41.6 poe MANUAl _TECOVET . . vttt ettt ettt et e e e e e e e e e e 352
3.42 COMMAND LOGGING T 2/ R oottt ettt e et e e e e e e et e e 353
3.42.1 enable command logging . ......o.uiniriien e e e 353
3.42.2 disable command 1ogEINg ... ..vuuitn e e e e 354
3.42. 3 show command LOgEING . .. oottt e e e e e e 354
3.43 PERIPHERALS T i R oottt et e e e e e 355
3.43.1 config green_mode POTTS .. u ittt ettt e e ettt 355
3.43.2 show green mode POT TS ..ttt e e e ettt 355
3.43.3 port_led Test ... e 356
3.43.4 shoW enVITONMENT . ...ttt et e e e e et et 357
3044 A= MEAMEEREIR I~ R o 358
3.44.1 config auto_recovery_Mode . ... ...t e 358
3.44.2 show auto_recovery_MOde . ... ..t e e 358
4o B B D T 359
B, R T T Iy T L 360
5.1 FR LED BT BB LS . e 360
5.2 ALY — /UIRICBIE T 2B L0t .. 360
5.3 Telnet ICBIHT BHBR L RFM oo 361
5.4 AA T U INATHERBICBIE T BB LR ... 361
5.5 VLANIZBEE T 2B &R oo 361
5.6 SFPICRHE T BBIGE L AR oo 361
5.7 PoE IZBIHE T HBIB LRI Lo 362
5.8 WIRIAHEI Y 7 CBIET BB E R ..o 362
B, b . o 363
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1. NoA—3—3KRFFIE
INTRA—=H—DREITRD IR I VITH > ZenTEET, XNTA—F—REFIMEIHOWTIL 1.4

fizZR L TEEN,

O RIA VTR ORT A—=F —FREWMAKD DT Telnet GRK8 v a )Ickd)E3 =T
WL FEF, WEBRX—R GUI FIIHHK(SW~==2 T /L) 2L T 70,

1.1 AR OREBE—&
BRI ZBRREIC B D HIfTRF O 7 7 4 L PEREMZ £ -UTRLET,

it

REAR LIZGEICE, Tsavel 2 ROFEITIC L W BREDRAFESNET,
HEFRFOREIZRTHAITIEL, Treset system) 2~ ROFEITIZ L W REMIHUL SN E T,
F1-1 T 74N IEREE
REHH N HH A RF D % E il
Account Admin ERET T b (ORRAT—R) “adpro” (72 1L)
Account User Z—=P—=TH T F(ORRT—R) mL (L)

Command Prompt

a<wy R7ar7 b

HHETH LR Y
—ETHTE

Auto Logout HEja 77 v ~ORERH 10(43)
CLI Paging Wi A 7 a—/Ld—FE | Enabled (#i{E)
Terminal Line B R DITEL 24(1T)

TELNET TELNET |2 X % $E & Bt Enabled (TCP 23)
WEB WEB ~_— 2 GUI T X % 3 (& Haks Enabled (TCP 80)

IPif DHCP Mode

DHCP IZ X A&FLIP 7 R L 2 &0 4T

Disabled (FEEHE)

IPif IPaddress

B IPvA 7 KL &

FRER 1L (0.0.0.0)

IProute Default IPVAT 7 4V hFr— T = A WER L

IPv6 Address BH IPv6 7 KL & BRIER L

IPv6 Neighbor IPVv6 AX T (v 7 A /N— WER L

ARP Aging Time ARP 7 — 7 VR RSERBIC L D = — U v TR 20 (%)

FDB Aging Time MAC 7 — 7 VRS RRIC L B = — O o I 300 ()

VLAN State VLAN OB {EIR & Enabled (Eh1E)
VLAN Name VLAN 44 default (vid=1)
Port State A— b OIRRE GE M/ FETEME) 15 (Enabled)
Medium Type AV ARR— D AT 4T %A 7 (Fiber/Copper) Copper (UTP)

Port Speed Duplex

B 1E A /ElE 77 A 3 BhRR

Auto—Nego ( H BhER5%)

Port MDIX MDI/MDI-X 0> H BhaRak Auto-MDIX (H Eh3¥a%)
Port Flow Control 7 a —HlIE O BHERE Disabled (FEEI{E)
Jumbo Frame Jumbo Frame H&HRE Enabled (@h{E)

Link Aggregation Status Vo7 70— a RO EEIRRE Disabled (FEEHE)
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R EH H WA HE A RF DR i
Link Aggregation Type Vo o7 7Y AA—2 g 0% A 7 (Static/Lacp) Static
Link Aggregation Algorithm | Vo 27 7 7 VA —T a7 /03 X MAC source
Mirror R— 7=V v 7HREDEIERE Disabled GEEIE)
Syslog 1 HRIEHERE DO BRI AR Disabled (JEE{E)
Syslog Host o JERERE IP T RL A JERL
SNMP Status™ SNMP D EERTE Enabled (#{f)

SNMP Community

aAIa=7 14

public (Read_Only)

private (Read_Write)

SNMP Traps kT v FRERE D ENRIRTE Enabled (#){f)
SNMP Host NIy TEERIP T FLA BRERL

SNMP System Contact VAT AL BT bk BRERL

SNMP System Location AT Al — gy RERL

SNMP System Name VAT BR— I RERL

RMON UE— hE=H U I HEEOBIERRE Disabled (JEE)E)
SSH SSH HHE Disabled (JEE)E)
SSL SSL #&RE DB EIRRE Disabled (JEE)E)
LLDP LLDP H&HE D BRI RE Disabled (JEE)E)
GVRP GVRP H&BE DB fEIRRE Disabled (JEE)E)
IGMP Snooping IGMP Snooping F&HE Disabled GEEHE)
MLD Snooping MLD Snooping #%HE Disabled (FEEIE)
Traffic Control Status Ry AN — AHIERRE OB R RE Disabled GEENE)

Traffic Control Action

A K — LA OEEE— K (Drop/Shutdown)

Drop (VX7 v MAKEE)

Traffic Control Threshold

A — LllAE O B

64 (kbps)

Shutdown £— K (pps)

Traffic Control Interval

A b — LA OO ] B H]

5(f)

Traffic Control Countdown | A h— AHIEIRED R — kEAZE F TR 0 (%))

Traffic Control Recover A N — LR D AR — B HCE TR 300 ()
LoopDetect Status N—T B IS BE D EE IR AE Disabled (FEEH{E)
LoopDetect Method Jo— TR O {EE— K (Drop/Shutdown) Shutdown (A" — k PAZE)
LoopDetect Interval Jb— T REAR D ] B R ] 10 (7))
LoopDetect Recover Timer | /L— IR — hBIT 5 £ TORER 60 (7))

BPDU Guard Status BPDU 7 — REERE D BEIRTE Disabled (FEEIE)
BPDU Guard Recovery Time | BPDU H'— RHHIFHIFFC AN — kPR & TORERH 60 (F»)

STP Status AR= 7Y U —7a bk aVsREOBERE Disabled (JEE{E)
STP Version #fFE/N—7 =5 > (MSTP/RSTP/STP) RSTP

STP Max Age BPDU 0D f5 A A% 5 20 (F»)

STP Hello Time o~ — [ERE R 2(#)
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REHH WA H AT IRE 0D 3R 7 il
STP Forward Delay 74 U— KT ¢ LA K 15 (7))
STP Max Hop WRBy Tk 20
SMTP Status SMTP 7 7 A 7 > MEREOEEIRRE Disabled (JEE)E)

SMTP Server

SMTP $—/S—IP 7 R L&

FREZ2 1L (0.0.0.0)

SNTP Status

SNTP 7 F A 7 > MEREDEIEIRAE

Disabled

SNTP Server

SNTP #— "—IP 7 R L &

FERL(0.0.0.0)

SNTP Poll Interval SNTP H— /R —~ D VA H IR IR 720 (F))

MAC Auth State MAC FRAERERE Disabled GEEIE)
MAC Auth Method MAC 383 J77% (Local/Radius) Local

MAC Auth Failover RADIUS AJSZEHED Local FREFY) D £ 2 Disabled (FEEIE)

MAC Auth Format

MAC 3REERFDT RL AT 3 —~ v b

Case:uppercase

Delimiter:none

MAC Auth Password Type

MAC FREERED /SR T — R & A

Manual_string

WEB Auth State WEB FRAIFFERE Disabled GEEIE)
WEB Auth Method WEB £83F /57% (Local /Radius) Local

WEB Auth Virtual IP

WEB FEAEH O{RAE TP 7 K L&

FREZ2 1L (0.0.0.0)

WEB Auth Failover RADIUS HRISEHED Local FRFFYI W B % Disabled (JEE)E)
802. 1X Suth State 802. 1x FHAIFAHRE Disabled (JEEIE)
802. 1X Auth Protocol 802. 1x #37IE 7% (Local /Radius_EAP) Radius_EAP
RADIUS Server RADIUS ¥—/ 3—IP 7 K L & BRERL
RADIUS Timeout RADTUS $r— N—JRED K A4 AT 7 b 5(F)

RADIUS Retransmit RADIUS Y — R—RJIGE DO F %R 2 ()

QinQ Status JEIE 4 7 VLAN BRE OB EIRRE Disabled (JEBIE)
QinQ Role N— k% A 7O 43%E (WI/UNI) NNT

QinQ VLAN Translation VLAN ZE#apkre BRI RE Disabled (JEE)E)

Bandwidth Control

A Al 1 )

HIE 72 L (no_limit)

COS Mapping

COS < > 7 (Eth_Priority/IP_Priority)

Eth_Priority(802. 1p)

802.1p 0 (Class 1)
802. 1p 1 (Class 0)

802. 1p 2 (Class 0)
802. 1p User Priority Tag User Priority fED/\— K =7 % 2 — 802.1p 3 (Class 1)
802. 1p 4 (Class 2)
802.1p 5 (Class 2)
802.1p 6 (Class 3)
802. 1p 7 (Class 3)
802. 1p Default Priority Tag 72 L 802. 1p HE5E{H 802. 1p 0 Priority

IP Priority TOS Value

TOS fEIZBREAT T DAN—F DT =7 F 22—

TOS 0-7 (Class 0)

IP Priority DSCP Value

DSCP Iz BhE AT T D/ N— R = 7 ¥ =2 —

DSCP 0-63 (Class 0)

ACL

7 U AU A N OFKE

RERL
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HH T IRF D % E i

PoE State™?

B AR RE D BRI RE

Enabled (Eh{E)

PoE System Power_Limit

Ay FRE ORI PRAE

AL Ah ]

APLFM108GTPOE
APLFM116GTPOE
APLGM110GTPOE
APLGM124GTPOE

2 125(W)
2 125(W)
2 125(W)
2 375(W)

PoE Ports Power_Limit

AR — I BAAZ O A I BR AR

APLFM108/116GTPOE :

15, 400 (mW)

APLGM110/124GTPOE :

31, 200 (mW)

Command Logging State™®

A~ N ZEERE OB EIREE

Enabled (Eh{E)

Green Mode State™

HEIERROEFIRE

Enabled (Eh{E)

X1 SNMPHEREIZT 7 + /L R R ke

=T AR EHIRTORNERDH Y T,
2 PoEREREIXLL T OFSFE CxiIG L E 97,
FM3 U — RX2KfE : APLFM108GTPOE, APLEM116GTPOE (FM1. 03. 00LAMED Y 7 R 7 = 7 R— 3 V)

GM3 U — RX2KFd : APLGM110GTPOE, APLGM124GTPOE (GM1. 04. 00LAMED Y 7 R 7 = T R— 5 V)

2B, MU —XDY 7 kv =7 (FML. 04. 00LLHT) TiX, PoEMSRED T 7 4 /L R EILFIEEIET T,
3 a~r Ru ZHEEIX. Y7 b U =7 /38— 3 > (FML. 07. 00/GM1. 03. 00LARE) T L £ L7,
M4 BEIIEREIX. Y7 b =T N— 3 2 (GML. 04. 00LAKR) TIBIIL £ L7z,
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1.2 VAT LEKE—E

R HERE BT A VAT AR KIEAEE 1-210 - LET,

#z 12 VAT AREKE—E

m M

o~

N

O}

FDB(MAC Address Table)

MAC 7 R L AT — 7 LB

8191 (A& T 4 v 7 &)

unicast A¥ 7 4 v 7 b —H

256

multicast AX T 4 v 7= MU —¥

128

ARP T — 7 LB G5

1024 (RAHT 4 v 7 &T)

ARP
AET 4y M) —H 255
VLAN VLAN % 4094
Q-in-Q VLAN F 5 v 2L —3 3 v — ¥ 16 (Replace)
802. 1v Z’m k2L VLAN 70— 78 16
S A

802. 3ad Link Aggregation

Voo 77V = a I —7%

APLFM124 : 14 7 v—"
APLFM116 : 9 7' L—"
APLFM108 : 5 7' /b—"
APLGM124 : 8 7' /—
APLGM118 : 8 7' /L—
APLGM110 : 5 7' —"

L 7N —Zxb 95 A N —R— MM

8

QoS N= R =T F2—% 4 (Class 0-3)
L ]
TR A DT T 7 AV FM U —X:512
GM >~ —X: 256
ACL

17977 AN T B — ¥

Ryl
FM Y —X:512
MY —X: 256

Port security A— N THIBRS 5 MAC 7 N L 2535 % 64

Telnet Session Telnet DFEIFFE v g ¥ 8

User Account WEa S OT T N 8

Trusted Host Trusted &R A b IP = kU —%% 10

Syslog Host Syslog B IP = MY —%& 4
Pyl

IGMP Snooping

IGMP ~ /L F ¥ v 2 ks —T7 %

FM Y —X: 1024
GM Y —X: 128

TP 7R A MK

1024

MLD Snooping

MLD = /L F % % A k ZL— 74K

253 Sl
FM 2 U —X : 1024
GM ) —x: 128
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N

O}

MAC Based Access Control

MAC F2ZEC RADIUS FRGEIC X B UIN AR EK

128 (E[E A1)

MAC [F HEET LOCal mup L:ct éiy }\ U %éﬁ

128

Web Authentication

WEB F83E T RADIUS FR3EIC L B U A Hm R 3K

512 (HEE4(K)

WEB #8EF T Local 3REFIC L A= b U —3%k

16

802. 1x Authentication

802. 1x RFF T RADIUS FRIFFIC L B IR EK

16 (7R— b HLAL)

802. 1x FRHFC Local IR LA MU —¥%

128

Radius Server RADIUS ¥—/"—®D IP =2 U —$ 3
MSTP MSTP A > A 2 o 2 %% 4
LLDP LLDP @ %0 VLAN £t 32
LI
1024000 (Kbps)
Bandwidth N7 74 7 HIBRIE
FM > U — X :62.5 %%
GM 2 U — X : 64 {55
Pyl
Py R T L—2bY A X (Un-Tag) FM Y — X : 2044 (Byte)
GM >V —X:9212(Byte)
Jumbo
Pyl
¥ rART L —AH A X (Tag) FM 2 Y — X : 2048 (Byte)
GM > U —X: 9216 (Byte)
SMTP SMTP #— 3—@ IP => kU —4%% 1
SNTP SNTP $— R—D IP = F U —¥& 2
AAMA GREEY —N—®D IP = F U —%& 16
AAA AAA BREEY — X — 7 L — T 4
AMAFBFEY— =1 V=7 D IP= bY—% |8
SSH SSH DAt v o a ¥ 8
SNMP MIB Bz —dD x> I —#% 30
SNMP MIB Z' b —F D x> kU —# 30
SNMP SNMP Community £ D x> kU —% 10
SNMP v3 22— —Z Dz h U —¥ 10
SN\MP b T » FIEEHRDIP = b —% 10
LOG B 7 ORAFAFE 6000 (Line)
Mirror — U 7 OERE R — Mk 1
SSL Certificate SEFHED A VIR — MK 1
L ]

PoE

APLFM108GTPOE : 125 (W)
APLFM116GTPOE : 125 (W)
APLGM110GTPOE : 125 (W)
APLGM124GTPOE : 375 (W)

22/364




i
o}

AR— b~ BALO G HE ) il BRAE

APLFM108/116GTPOE :
15, 400 (mW)
APLGM110/124GTPOE :
31, 200 (mW)
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1.3 NS A—3—FEFIE
(1) RTA—=H—REMRKEHNTZ/NT A —% —ZEDTFNE

| T R — 5 —BRESRR OYEN (1. 4 i)

l

| 8T A —FREM OB (1.5 {5 )
l

| T A5 — BRI DT ON
I

| A OB ON
l

LED /R 7 > 7 DR
PWR 7R LED N kT L TWA Z & ZfER L TS0,

l

FRENTZH, fAIPF—ZHLTFIV,
FREINDWIEES, Ctrl+r 2L, =Y —)VEHEZE
FLTLIEEN,

SRR

Press any key to login...

l

INT A —H —F Ej%j{@i%ﬂ_‘ @@ﬁﬁmu
uTwioﬁ%rﬁéhfwé LEMERL T
AN
RSN WGE, Ctrltr 2L, =Y — Ll % &
FLTIREE,

GBI
ApresialightGM110GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.06. 00
Copyright (C) 2014 Hitachi Metals, Ltd. All rights

reserved.
UserName:
J
| VAT AT T A L (2.2.1 HBHR)
l
| VAT KXNT A= B — D GE (2 BB
l
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AIEEN ST T T T R
#logout

Press any key to login...

l
INT A=A — R EIRAR A EIRL OFF & L, AZEEGEY
SAUET,

)

Ty T v TET

(2) Telnet ZHW= T A—X2 —REOFE
Telnet Z W= /RT A—2 —DREIL, AEBEN LANICEHE SN IP 7 RLARKESINTWDLHEE
DI A[RETT,

ASEBEICEI D B THNTZIP 7 FL AT Telnet 1< > R
TT 7 EALTLIEZNY,

%) telnet 10.0.0. 1
7'u 7 | (UserName:) WERIND Z & ZffEad LT
720,

l

| VAT Au s A (2.2.1 HBR) |
!

| SAF BRT A —ORE (2 EBH) |
l

| Y Ny TET |

25/364



1.4 NS A—=F—BRFEImRDER
AR DT A =5 =B MBEIRIGROGME R OEERMFEE 1.3, £ 14 IORLET,

F 1-3 /RNT A — X —REGRK DM
TH% H H T Bk
1 YRR DT ANST (VT100 A.#42)

HE HOH AN =S

1 Xy T X 8bit/F ¥ 77 X

2 ANy 7E Y b 1bit

3 NU T4 72 L

4 =7 v — il f 2L

5 AR— e L—F 9600bps

6 YRR r— 7V |RS-232C r—7 L (A R L— b)),

7272 L. ARIEEANT DB-9 A4 AR 2 %
72 EFEHOZ &
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1.5 NG A =R —KRTFinRDELR
NI A = —FERRERIEE Da Y —)LiR— F B EERMN S TWAER Yy — 17— 0
(AP —R)ZHNTHERLET,

IRTA—H—
RE IR

1l o
@ [PU0oog) Cooodd

RS-232C 54— TJJL
(RArL—H)

1-1 RS-232C 7 — 7' /L Dk

TRICAREEDO 2 Y — LR — FDO Y U REZTH L £7, =20 Y —/LiR— &, RS-232C (DTE {1:4E,
A2l TWET,

*x 1-5 aV—I)LiR— FDOE AEE

v No. | 554 ETDONE fii %
) _ - _
2 SD EET—X 7
3 RD SAET—H A
A - - _
5 SG [B] 3 7 — A -
6 - - _
; - - _
o - - _
9 _ _ _
FEEIE

@O -k S5 A —BEE DI RS-2326 r— TN EEMH L B
OBABIIERHELEN TS,
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RS-232C 7 —7 /LD U ELEZ FEtlcid# L ET,

7 1-6 RS-232C 77— 7 VHEkeRE#5] (D-SUB9 &L -9 &' DA

IRT A — K —ERTE b
KEBEM=a R Z K

9 &' D-SUB (A A) T axy

9 £°> D-SUB

[ = vk E

1 1

© |0 | (& |1 |~ |W [
© |0 | (& |1 |~ |W [
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2. AXKRIAA4A 23— —RADERIEE
Oy ROV HRICE BT A— B —DFT/BRE A L £,

2.1 a< 2 FOXRRE
2ERBLNIFED A~ FOFFEMIC TR IND K2~y FOSIEORGLHAIZR 2-1I1TRLET,

* 2-1 2= N5 EOEFLHA

TR = B
< LFF, FETIFEORES L
Al B AFEFIIBDOEL LA ERIR
[ ] B AT RE
() BEONRTA—H—" 1 ODHEARL LT
o
ITALIC (£ B D/NT A —H —|Th5E
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2.2 W=
g R4 FROMEEZHALE T,

2.2.1 asv4 >
login4 :adpro (X VW v AT Aizu A LET, RN EFERHICIZ SR T — RIZERE ST
FHEADT, ZOFFIVX—0EFH LTI AL TLEEN,

ApresialightGM110GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.06. 00
Copyright (C) 2014 Hitachi Metals, Ltd. All rights reserved.
UserName : adpro
PassWord:

2.2.2 #HMET Ao b ap_recovery
Ver. 1.01.00 »HFHEIEINT- Tap_recovery| 1FEED AT — N, REZETHHLTAZ &0
TEDLHR 2T H v FTT,
0 A ERIFFC, 2= —RNRELEZTHIT L b, NAT—K, 77 v a2 AF ) —IRESN
TeRE, B 7 DETEHEEL CTHEEBTONES, 7V b lap_recovery] O/NA T — Ridd
DEFA, ZOT AT MEIary Y —LE— OB THEHTT,

ApresialightGM124GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1. 06.00
Copyright (C) 2014 Hitachi Metals, Ltd. All rights reserved.
UserName:ap_recovery
System will be reset, save and reboot!
Load Factory Default Configuration... Done.
Saving all configurations to NV-RAM... Done

Please wait, the switch is rebooting...
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2.2.3 AT U FAR
2.2.3.1 ARV FAAXF
Ra~y R A HRITRIT/ /N7 & KRILET,

2.2.3.2 AN TTHERE

(1) a~<> FOANDOIE, £Da~y REGREATRER SCFINOAATTIIXE LS, 2TOLFHD
ANZIHEDH Y £ A,
(f5]) “save config’a~. RZEME L TAL

‘ # save config |

‘#sac |

(2) fEHFEE/ o~ REHD T 0EEITE, (21— L T E &V, ACFFN HEIRATFE/
av U REFRRLET, O a~ s FRRIRTEX 256121E, BIRAMERETOa~ s RBRE
TRENET, Fo. RNTA—H—EBRET DL FOBEIC, [F—%2ANTHE, /8T A—
YR ERMPEERTRTHENTEET, [TABIF—2F L, ANAfERa~y RRbUEZED
XFEH e a<w RTA ACHBCERLETOT, ETOLFINEANTIVNERS D £X A,
Bl Z 1L “sa” &) STFHINDBINATRE/R 3= 2 NiE “save” THAHAZ L E2MB LN TEET,
(1)

| # salTAB] % — |

‘# save |
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2.2.3.3 BEDRE
BRNRE T T v a AT —|TEXIALITIL, “save configla~ v R&EfE-> T 7ZEV,
($51))

#isave config

Command: save config

Saving all configurations to NV-RAM...... Done.

Success.

2.2.3.4 BEOARAY O—)L

A<y FEATRHCR R TE ZRAED 1 BAEICIE b RWEEE, Bl PSRRI —03Fr S E
T ZORET, MBS CIRTHIEF—2 AN L TRV,
FEER

O -~ roxFansEe FoXLrREET. ZOBEEBELOE—ZFL
U7 b0 1LY OXFIIME 80 XFISHE &L,

2.2.3.5 ¥—0OFELE
Swy NS — & ERHEE— O AL FIC R L ET

£ 2-2 a~vr NREXF—OFENE

Delete ¥ — H—INEYTELFEZYIRL T, RIS, FOITICES - XFE2EICY T
FLET,

Backspace ¥ — a1 — Y VOEFBICHIER L T, WIZ, ZOITICHE> TWAH LT H K
W7 hLET,

Insert ¥—F7-1% Fol A 7RGV EZET, FUOBAE. XFEEHEAL. BIOXFEEZAIC
Ctrl+R 7 MLET,

FETA) & RE1 S — WA= NVEBEILET,
FTa) & RE1F— FIZA—=Y NV aBE L ET,
b E REIF— ACAN Lica<r Fa@iRLEY, EM&REIF -2 ZOICEZoR

ENTWVDHHLOEY bRTDa~y RRFREINET, 20X HIT, BED
tyvaroavry NEREERETZENTEET, a~vr NERLIESE
W CRNCHED 272 0121%, TrhREREIF—Z2#H L £,

NEEFSE Exe T XEHIF—IF3BAEDOE Yy v a VICA &N a~vy RBRIZBW TR
Da<wy FuEFRLET, Ka~vr Fid, AN LEIERICERSET,
EmERMF—ZMEHLT, fioa~vr FE2RELET,

Tab & — EWZHIRDT 4 —IVRICh—Y V%227 N LET,
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£ 2-3 FURHIEHF — DV

AR AN — WDOR—TV R LET,

CTRL+c BEDON—UDRRINDGE, KD OX—VORREIEDET,
ESC & — BRHON—VNRERREINDGH, Y ORX—VDORREIEOET,
n WDOR—T %R LET,

p AION—V 2 RRLET,

q BEON—VBRRRENDGH Y ORX—VORREIEOET,
r BEFRRINTNDEX—UEFHLET,

a NR=UFRREFWETIZ, BV ORXR—V 2R RLET,

Enter % — WOATETIZT—7 N2 MY —%FRLET,
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3. avy FOEH
EEEIE

O o —Lvz7er 100 TE ABLEBELTLSITY FOBSFHE— LT
EYFET, REFHDITY FEANLIEGEOEIRIESLFEEA,
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3.1
3.1.1

YA R Mr—TJ))EZHav o R
cable_diag ports

H Ay

VA RN —T L OBEE T A N LET, YA A R —T I T T — A
LSt =T7—04 17 L RAEETEDILET,

15 3C

cable_diag ports < <portlist> | all >

]

VARANTF—=TNEBEHILEST, VAR NTFT—T VDT —X% A 7%, Topen|
F721% Ishort] T3, lopen] &iF, =T —IZ7>TWDHRDY A A Fr—
TV E ST TR L TR 2R L EY, [short) &i%, =
Tl o TNDBRDY A A N —T RFESIN-ETcra— LT
AZ R LET, AT —=HARY 7T v 7T DS, Ishort] X° lopen]
TT—ORBEEH Y FEAN, VI X7 TITREOLERHY T3, 7
A RNTEERYA RN =7 NARERINTEY Y E— 33— M —0ER
DEHLTWVWDHEEIZIE, VE— M= —OFBFENBA->TNDHE LTV A
ARNT—=TNOEEMEEZE T ENTEET, VAR N —T NS
ILTWRWIGEEITIEL, No Cable ERRESNET, TA TR, YA A r—
TNLNOEILBRELETHSEBHEE L TLLEIN, F—7 NVHEECA VX —
7z —ZADORBICL Y EEORI LB RDIGAENH Y £, KT A NDOFAT
RRIZZ2Wr N7y FEEHLET, £, R—FDV 77 v 7TBIOY 7
A UNEELETOTIEELLEES N, BB T 7 ANR—r—T N 2hE
e L CWADAR— R TlE, A7 A MOXRITITRD FHA,

INT A =L —

<portlist> — 7 A T HAR— hFHAZIEE L £,
all — ¥ _XTOKR— K

il R IH

L,

X/ N— g v

1. 00. 01 LLf%

RG] AR— R 21~24 DY A4 A N —T V2 AT 9 12T

#icable_diag ports 21-24
Command: cable_diag ports 21-24

Perform Cable Diagnostics ..

Port Type Link Status Test Result Cable Length (M)
21 GE Link Up 0K 3
22 GE Link Down No Cable -
23 GE Link Down No Cable -
24 GE Link Down No Cable -
#
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3.2 EXRWMLZIPa<TU K

3.2.1 config ipif

H Ay

IPA LV E—T 2 —ABRELET,

3L

config ipif System < ipaddress | bootp | dhep | ipv6 ipv6address
{ipvbnetworkaddr> >

Ipaddress =ipaddress <network_address> < vlan <vlan_name 32> | state
< enable | disable > >

]

Ka<w RNt IPA v E—Tx2—RA%BAA v FITHKELET,

INTA—=H—

ipaddress <network_address> — {Ef 342 IP A v X —T7 x—ADIPT Rl
AL xRy b A7 AN LET, 1EROIEATT LA e~ 7 OIFREfR
ETEET (F:10.1.2.3/255.0.0.0 £721F 10. 1. 2. 3/8 ?® CIDR JEX72 ),
<vlan_name 32> — IP A > ¥ —7 = —AZxtn9 %5 VLAN 44,

state <enable | disable> — IP A > ¥ —7 =— A% lenable] (%)) £7=
% ldisable] (EZh)IZLET,

bootp— AA v FDIPA L X —T =2—AZIP T RLAZEIN YK THEDHIZ,
BOOTP 7' & h 2 /L &38R L £ 97,

dhep —AA Y FDIPA L Z—T2—AZIPT RLAZE VB TH-DIT,
DHCP 7' & h 2L &8 IR L £ 97,

ipv6 ipvbaddress <{ipv6networkaddr> — IPV6 x> hT—27 T KL X, Z D
T RUVARIIHEARNT RVARERY NU—T T VLT 4 v 7V ADESEERLE
T —ODAE—T 2 —RTEED IPV6 T RV AZRETHI ENTE
F79., HLWT RULAPREREIND L, 2O ipif IENESET,

il BRI

BHET Iy NOHAKa<wy REFITTEET,

K N—2 3

1.00. 01 LAF%

FERGIIP A Z—T 2 —AEHETHITIT

#tconfig ipif System ipaddress 10.48.74.122/8
Command: config ipif System ipaddress 10.48.74.122/8

Success.

FEFRGIIP A 2 —7 = — AT B121E

ficonfig ipif System ipaddress 0.0.0.0/0
Command: config ipif System ipaddress 0.0.0.0/0

Success.
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3.2.2 show ipif

H 1 ZA v FDIPA L EZ—T 2—ARELFRLET,

&L show ipif

2 AKa<wr Rix, A4 v FDOIPA LA —T 2 —ARELEFRLET,
INT A=K — 7L,

] PR =5 I 2L,

KN — g 1.00. 01 LIPE

FERBIP A v X —T = — AR EEF T A2

#ishow ipif

Command: show ipif

IP Interface Settings

Interface Name : System

IP Address £ 0.0.0.0 (MANUAL)
Subnet Mask :0.0.0.0

VLAN Name . default

Admin. State : Enabled

Link Status : Link DOWN

Member Ports D 1-24

Total Entries : 1
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3.3 ERMIGRAyFaTU kK

3.3.1 create account

H /Y THhY v M aE LET,

1§ create account < admin | user > <username 15>

G AKa<y R, 1~15 LFETOL—F—4 L 0~15 LFETO/NAT—FK
Ta—H =T NeElT&ET, TV MISHETERTE £
R

IR X — admin <username> - FHET I 7 N DA,
user <username> - L—H—7 7 NDLHI,

] R = I BHET W NOIHRRaw REFTTEXET,

Z— P —L1F 1~15 LFIT 0 T4,
XA — RIZ 0~15 LRI 0 £

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1.00.01 LLF%

B THIL) EW S a2 —WF—R AL TEHET I U > BT 21213

ficreate account admin HML

Command: create account admin HML

Enter a case—sensitive new password: sk

Enter the new password

Success.

again for confirmation:kkkk

3.3.2 config account

H /Y T MIANAT— RERELET,

1§ config account <username)

i BH Ko< i, Tereate account| =~y RTHERR LT 7 Mo XA D
— REHFRELET, 2~ FADNRIZ, HWWSRAT =R HLWIRAT — R
HLWART — ROFAN RS RRPSNET,

INT A—H— username> - T AV ", THT Y MIBEIZERINLTWAXLENRSH D F
ER

] PR = I BHET I NOIHRRaw REFTTEET,

a— P =T 1~15 LFITR Y F7,
PNAT — RZ 0~15 LFITAR Y £77,

X/ N—2 g v

1.00.01 LLF%E
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ARG THML] E WO T hDONRRAT — REH/RETHITIT

#iconfig account HML

Command: config account HML

Enter a old password:skkkk
Enter a case—sensitive new password: sk
Enter the new password again for confirmation:seksksk

Success.

3.3.3 show account

El:p] T NeFoR LET,

&S show account

B! Kazwr i, Ay FIMEREHDOTXTOT Ay MR LET, 7
T ME 1 8l E CIERRTE £ 9,

INT A= — 7L,

il PR 2 BHET WO hOHRKRa~wy REFTTEET,

SN — g v 1.00.01 LA

FERBAERR L7277 o> hEFRRT DI

fishow account

Command:

show account

Current Accounts:

Username

Total Entries:

Access Level

1

3.3.4 delete account

H /Y BEFO7T 1o FEHIBRLET,

L delete account <username>

i BH AKa< R, lereateaccount] =~ RTIERR L7727 Z 7 FEHIBRL %
ER

INT A —H— {username> - HIFRT DT v M,

il BRI BHET Wy b ORI~ REFITTEET,

KIEN— g

1.00. 01 LAF%
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ERF: THL) W 7T h o &HIBRT 212i%

#tdelete account HML

Command: delete account HML

Success.

3.3.5 show session

HE BEa /74 hOa——DU A NeRRLET,

3L show session

B ARawr RN, avry RS EXxiie 7/ LTnbhre2—F—nU X
MRRLET,

INT A= — 72 L,

il BRI 72 L,

K/ N— = 1.00.01 LA

R 2= —

narsA Ly Uiz FiEEFRRT 5120

fishow session

Command:

ID Live Time

show session

From Level Name

8 0:0:53.410

Total Entries:

Serial Port 4
1

adpro

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

3.3.6 show switch

H Y AA v FITET L R RERER T LET,

T 3L show switch

] AKavwr Fid, AA vy FICETLIERER S LET,
INT A —H— 72 L,

il R IH 7L,

K N—T 3 > 1. 00. 01 LARE
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ERE: A A~ FOIEHRE R T HIZE

fishow switch

Command: show switch

Device Type

MAC Address

IP Address

VLAN Name
Subnet Mask
Default Gateway
Boot PROM Version
Firmware Version
System Name
System Location
System Contact
Spanning Tree
GVRP

IGMP Snooping
802. 1X

Telnet

Web

RMON

SSH

SSL

CLI Paging

Syslog Global State:

: APLGM124GTSS Gigabit Ethernet Switch
: 00-40-66-00-24-00

2 0.0.0.0 (Manual)

: default

©0.0.0.0

$0.0.0.0

: 1.00.01

: 1. 06.00

. Disabled

: Disabled

: Disabled

. Disabled

. Enabled (TCP 23)
. Enabled (TCP 80)
. Disabled

: Disabled

: Disabled

. Enabled

Disabled

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.3.7 show serial_port

H /Y BAEO ) T NVAR— MNREEFRRLET,

&L show serial_port

A Aawr Rix, BEOV) TVAR—  REZFRLET,
INTA—=H— 72 L

] PR =5 I 7L

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLf%

B 2 U 7 LI —

FRIE&ZFTT HITIT

#ishow serial_port

Command: show serial_port

Baud Rate
Data Bits
Parity Bits
Stop Bits
Auto—Logout

: 9600
: 8
: None
1

: 10 mins

3.3.8 config serial_port

H 1 VUTNR—POREELET,

I3y config serial_port < baud rate | auto_logout >
baud_rate =baud_rate < 9600 | 19200 | 38400 | 115200 >
auto_logout =auto_logout < never | 2_minutes | 5_minutes | 10_minutes
| 15_minutes >

A AKa<wr Rk, YUTAER— b R—L—kFLHER T U MFRIZRE L E
E

INT A— K — baud_rate <9600 | 19200 | 38400 | 115200> — FFFEAR Z k & O@iEI2MH
ENDBVIUTNR—=L—b, ROL4ODF T arnNH) £ 9600,
19200, 38400, I3 L TN 115200,
never — L—HF—nHDOANNRLleoTharyy— s/ 7y v
BRIRRE 2 fERF L £,
2_minutes — T—HF—=HD AN N7 72> TG 2 pfRkIC, =2 Y —
JMTHBIICe ST R LET,
5_minutes— L—WF—MNEHD AN/ 7o THh D 5 ofktkic, 2 Y —v
FHBICe ST R LET,
10_minutes — Z—WF—nEBD AN N2 725 ThHH 10 pfkE%zIc, a2V
—/VFHEICe 7T N LET,
15 _minutes — Z—WF—=BD AN o> THb 16 ki, =Y
—VZHBIMICe 77 Y B LET,

] PR =5 I EHET WO DR Rawy REFTTEET,

K/ N— 3

1.00. 01 LAF%
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R ) TAR—L— R E2ERETHITIL

#iconfig serial_port baud_rate 115200
Command: config serial_port baud_rate 115200

Success.

3.3.9 enable clipaging

H i A RR I R=VLEEFRFTH5E, Ay Y —/VBEEOA I n—1 v 7 &
—REE I LET,

&3 enable clipaging

i Ka<wy N, ar Y —/VEjE TEEN—VICER SN 56, X—Y 2L
—EHEIELET, 774/ MHEIX Tenable] (F%h) T,

INT A —H — 7L,

il PR < LH BEET T NOIRRa~v L ReERITTEET,

K/ N— 3 1. 00. 01 LA

fERBI: Tshow] 2~ RO IINX—TV DOEZIZELT-

L& HEEOFRRE —HELE ST 512X

#enable clipaging

Command: enable clipaging

Success.

3.3.10 disable clipaging

HHY a2 R 1 EEU EOERAER AT D56 BB OR% T2 Y —/LVHEkE
DAY a—V 7 e —RHe I3 DREREZ BN LE T,

&3 disable clipaging

B! AKaxr N, 1 HEL EOFRERRT 256, FHEOREZ T2 Y —/b
BEDOA7 0—Y 7 —kFlk T 5B 2 BT L E 7,

INT A —H— 7L,

il PR = 2H EHET WO DOHhAKRa~ L REFITTEET,

RSN —=T g 1. 00. 01 LARE

ERB: [show) <> ROHNNR—V DRZIZE LT

& & BEFRO -RHFIE 2T 512

ttdisable clipaging

Command: disable clipaging

Success.
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3.3.11 enable telnet

H /Y Telnet 7 v ha V&2 L7- AL v TF L OBEEZAEICLET,

I3y enable telnet [ <tcp_port_number 1-65535> ]

it Ka<wr Rix, A4 vFoD Telnet 7u haLzZHNILET, ZA vFD
Telnet U 7 T A hiR— "NEFEHRETEET,

INT A —H— {tep_port_number 1-65535> — TCP AR— h &, TCP A" — h&FEH X, 1~65535
T, T 740 MAZ, 23 TY,

] [R5 I EHET WU NOHRKa~ L REFETTEET,

i 3— 3 1.00. 01 LABE

55 R : Telnet ZHZNZ

L. B— &R 23] #B/ETHICE

ftenable telnet 23

Command: enable telnet 23

Success.

3.3.12 disable telnet

H AA v F D Telnet 711 k)L Z MG LE 4,

L disable telnet

i Ka<wr Rig, AL vF O Telnet 71 s 2L 2B LET,
INT A —H — 7L,

] PR =¥ I BEHET T NOHRRav REFITTEET,
Xfhta/N— g v 1. 00. 01 LA

B AA v F O Telnet 7’12 b /L& MWEhIZT 512

fidisable telnet

Command: disable telnet

Success.
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3.3.13 telnet

H /Y telnet 7’12 b IV &S L CEDOFEERIZHE R L £ 77,

&L telnet <ipaddr> [ tcp_port <value 0-65535> ]

B Az~ R, Telnet 7'm b /L4 U CLOFEER B L £ 7,

INT A =L — {ipaddr> — Telent Zfiifl L Tl § D2Mkdzd 1P 7 FLAZ AT LET,

tep_port <value 0-65535> — #EHLIZEEH T2 TCP A" — FEHE AT LE T,
7 7 )V MElX, 23 TT,

Hill PR - BEHET I NOARKRa~w s REFTTEET,
ARIEFE NG D IPv6 Telnet 7 74 7 2 MEREIZITIXIS L TEY 8 A,
RIEE ~D TPv6 Telnet 7 7 & A|LA[EE T,

=T g v 1.00. 01 LA

] TCP AR — h& 5 [23] @ Telnet 712 b =/LZ 4L CIP 7 KL A (10.53.13.99) ORI HEGE
T 51X

#itelnet 10.53.13.99 tcp_port 23
Command: telnet 10.53.13.99 tcp_port 23

3.3.14 enable web

H 1 AA > F D web X— A GUL Z B LFT,

i3 enable web [ <tcp_port_number 1-65535)> ]

i AKa<r Rk, A v FDweb X—AGUI AL ET, AA v FDHITP
R— FETERETEETS,

INTG A =B — {tcp_port_number 1-65535>— TCP A" — h&F 5, TCP AR— F&EF 1L, 1~65535
TY, T 74V MHEX, 80 TY,

] BRI EHET D ORI REFITTEET,

RS N— 9 v 1.00. 01 LARE

fEREHTTP A%z L, A— hE&E5 [80) ZxET HITiX

ftenable web 80

Command: enable web 80

Note: SSL will be disabled if web is enabled.

Success.
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3.3.15 disable web

H /Y AA v F D web X— R GUI LI L ET,
L disable web

B! AA v FD web X— R GUI LT LET,
INT A=K — 72 L,

] PR =5 I BEET T hOIHARaw s REEITTEET,

K/ N— =

1. 00. 01 LLf%

55 FF1 s web ~X— & GUT Z 23 41213

fidisable web

Command: disable web

Success.

#

3.3.16 save

H NV-RAMIZAA v Far 7 4 FXalb— a3 OEBREREFELET,

3L save [ < config | log | all > ]

iE AKawy R, NV-RAMIZBEDASL vFar 7 4 Fal—va  aR ELE
T, MRESNTEAAS vTFar74Xalb—Tarit, A v TFE2HEHTD
TN AAL v FDAEY) —lZn— FEhET,

INT A —H— config - BEDAA v F a7 ¥ al— 3 % NN-RAMMIZIRELET,
log - BIfED = 7% NV-RAM IZfRAF L £ 3, (RFFS 7w ZITHIBRCTE £8 A,
all - BET 7 F_R—ha&N7zar 74 ¥alb—va VY OER L 7 &{ifF
LETHEDAAS v F a7 4 Xalb—3 g EHEDT Z Ol J7 %z NV-RAM
IR LET, F—U— RZHELZRWEGAIL, config ZHHE LT2HA & [F
ClZ7e v £,

il BRI BHET T NDORARa~w S REeFITTEET,

ﬁ(‘ﬂ‘/L\/“‘—‘:jH Ve

1. 00. 01 LLf%

FEABINV-RAMIZAA »FOBIEO LT 4 X a2 b—3a VERFET HICE

#isave config

Command: save config

Saving all configurations to NV-RAM...... Done

Success.
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55 5] NV-RAM \Z A A~ FOEHED a7 2R 7T 51213

#save log

Command: save log

Saving all log information to NV-RAM...... Done

Success.

FERBNV-RAMIZ A A v FOBIEO T 7 4 X2l —arial 2R ET 512k

fisave all

Command: save all

Saving all configurations and log information to NV-RAM...... Done.

Success.

3.3.17 reboot

H 17 AA v T EHEELET,

&3 reboot [ force_agree ]

] RKavr RE, A4y FEpEEILET,

INTGA—H— force_agree - force_agree ZIEET 5 &, FHEEBIOMEZITHOTIZ, T <IZ
FHEBMME D 97,

] PR =5 I BHET T hDOHRARa~w L ReFITTEET,

K N— g v 1.00. 01 DARE

B ZA > F 2BEHT 5123

fireboot
Command: reboot
Are you sure you want to proceed with the system reboot? (Y|N)

Please wait, the switch is rebooting...

G AA > F 2 5fiil BB 95 1213

fireboot force_agree

Command: reboot force_agree

Please wait, the switch is rebooting...
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3.3.18 reset

H /Y AA v FH#T 7V FREICKLET,

L reset [ config | system ] [ force_ agree ]

it AKa<w RiF, A v FDary74Xal—varazT 74V FEEICRLE
R

INT A—H— config —config DF—U— REZfFETHE, IPT RLA, THU N, AA

v FIEER T G0 T RTCORENT 74V MEEICRY £, A v F
FFREBE T, RIS VE T,

system — system@ﬁF J— RERETDHE, AL v TORENT 7 4V Ml
WCEE IN%, REBIOHESNMThET, BESTLE 74T —T 1
YIT =B R=ANDTRTCOZ ) —=R7 VT INET,

force_agree - force_agree Z48ET H &, WERZITHOTIZ, Reset a~v 2 K
DT ITEITSNET,
WNIRA=Z—ZfFELRNE, A v FOBREDIP T RLVA, TAHAV L b,
BLOAS v TFOEREr ZIIEEINET A MDOT XTO/NRT A —H—

T xNVIREIZY AN ESNET, AA vy FIIRAFELIIFHER L EEA,

il R IH FHET AV FOHRKax s FeRITTEET,

S N— g o 1.00. 01 LA

ERFEIP 7 RL A, aa—HF—=Th o b BIORAAL vFa ZBREUSNOT 7 )V MEIZAA v F X
FTA—=K—% YA RNTTHITIE

fireset

Command: reset

Are you sure you want to proceed with system reset
except IP address, log and user account?(y/n)

Success.

ERB: AL »FRTGA—=H—%F 7 3 )L MEIZY A N TT5120%

fireset config

Command: reset config

Are you sure you want to proceed with system reset?(y/n)

Success.
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FERF: TR TCDRAAL v FRT A= —%FT 75/ MEIZY AT L, BRIEL T, AA v F EFELHET

A%

fireset system

Command: reset system

Are you sure you want to proceed with system reset, save and reboot?(y/n)

Load Factory Default Configuration... Done

Saving all configurations to NV-RAM.. Done

Please wait, the switch is rebooting...

3.3.19 login

H 1 A2A yFOar)—piza sl A LET,

L login

i Ka<wr Rix, m 74 v ERBLES, a2—HF—H LAY —FKFr 7|
NERINET,

INT A—H— 72 L,

] BRI 72 Lo

KIRN—= g

1. 00. 01 LAR%

RG] e 7 A &R 51T

#login

Command: login

UserName:

3.3.20 logout

HHY AA v FOa)—npbal 7y hLET,

&3 logout

B RKa<wr Rt AL v TFoary—rhbun 7y sLET,
INTA—H— 72 L

il PR = 2H 72 L,

K/ N— g v

1. 00. 01 LLf%

ERF: e 77 T M9 5I2E

#logout

49/364




3.3.21 config terminal_line

HHY HEICKRTED A~y FOITHERELET,

&L config terminal_line < default | <value 20-80> >

A AKa<r R, BHEICERTEDa~y ROITEERELET, 77 4/V ME
I3 24 T,

INT A —H— 7L,

il PR < LH BEET U NOIRRa~v L ReRITTEET,

KIEN— g

1.00. 01 LAR%

ERFEEEICEREND T~ ROITHE 30 {TICRET HI21X

#iconfig terminal_line 30

Command: config terminal_line 30

Success.

3.3.22 show terminal_line

Hi BHICE T TE T8 ER R LET,

3L show terminal_line

At B Aa~r R, BAICERRTELa~vy FOITEEZR R LET,
INTA—=H— 2L,

il BRI 72 L,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLf%

RG] : FR TE DHEDITHERTT LI

fishow terminal_line

Command: show terminal_line

Terminal Line

: 24 (Default)

3.3.23 enable jumbo_frame

HHY VxR 7 L—AEREE ARSI LET,

3L enable jumbo_frame

GLs Ka<wr RiE, DY R7L—AEAMMIEELET,
INT A —H— 7L,

il PR = 2H EHET WO DOBRAKRa~ L REFATTEET,

K/ N— 3

1.00. 01 LAR%
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R v VR 7 L— MEEEZ BT DI

ttenable jumbo_frame

Command: enable jumbo_frame

Success.

3.3.24 disable jumbo_frame

H Ux AR T L— MR A NI L E T,

3L disable jumbo_frame

B AKa<wr R, Pv v R7b—L 52 EHICRELET,
INT A—H— 7L,

i) [R5 2 BHET WO NOHRKRa~ Ly REFITTEET,

K N—2 3

1.00. 01 LAR%

BRG] Vv VR 7 L— MERE A BN T DI

ttdisable jumbo_frame

Command: disable jumbo_frame

Success.

3.3.25 show jumbo_frame

H /Y Ty AR T7 L — AR OBEREL R T LET,

L show jumbo_frame

B AKavwr FliE, V¥R 7 L—MEREREDOBERELZ R T LET,
INTA—=H— 72 L

] PR =5 I BHET DT FORARKaw s REFITTEET,

X/ N— g v

1. 00. 01 LI

Gy R 7 L — ADBEEFRTHITIE

#ishow jumbo_frame

Command: show jumbo_frame

Jumbo Frame State

. Enabled

Maximum Jumbo Frame Size : 9216 Bytes
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3.3.26 show tech_support

HHY T =N — MEREER R LET,

&L show tech_support

BIC]] RKavw RE, 727 =NV R— MNIUEE R DAL v TFOMERFHREERRL
E

INT A —H— 7L,

il BRI BEET U NOIRRa~v L ReRITTEET,

K/ N— 3

1.00. 01 LAR%

B 77 =Y R— MEREFRTT DI

# show tech_support

Command: show tech_support

APLGM124GTSS Gigabit Ethernet Switch

Technical Information Report

[CPU Utilization 109089150ms ]

CPU Utilization :

Five Seconds = 7 %

One Minute - 3 % Five Minutes — 4 %

[Device Information 109089350ms]

Device Type

MAC Address

IP Address

VLAN Name

Subnet Mask
Default Gateway
Boot PROM Version
Firmware Version
Hardware Version
Serial number
Spanning Tree
GVRP

IGMP Snooping
802. 1x

TELNET

WEB

RMON

SSH

SSL

Syslog Global State:
Dual Image

: APLGM124GTSS Gigabit Ethernet Switch
: 00-40-66—-00—24-00

2 0.0.0.0 (Manual)

! default

:0.0.0.0

:0.0.0.0

* Build 1.00.01

: Build 1. 06.00

DA

: Disabled
: Disabled
: Disabled
: Disabled
. Enabled (TCP 23)
. Enabled (TCP 80)
: Disabled
: Disabled
: Disabled

Disabled

: Supported

52/364




[Connection Session Status 109089550ms]

ID Login Time Live Time From Level Name
8 0/00/01 06:18:03 0:0:5.280 Serial Port 4 adpro
(#i<)
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3.4 AAvyFA—T4)T4aAXF

3.4.1 download

H Ay

TFTP B —R— S LW T 7 — AT =T FEFAA, v T DA 7 4 X2 b—
arvIZrANEE T e—RLTA VA =L LET,

&3 download <firmware_fromTFTP < <ipaddr> | <ipv6addr> > <path_filename 64>
image_id <value 1-2> | cfg_fromTFTP < <ipaddr> | <ipv6addr> >
{path_filename 64> [increment] >

2 AKa<r Rix, TFIP == 5H LW T 7 — AT =T £72EAL vF D=
V74X alb—varIyANEF Y a—RRLET,

INT A= — Cipaddr> — TFTP #—_3—®D IP 7 KL A,
Cipvbaddr> — TETP #—/3—D IPv6 7 KL &,
<{path_filename 64> — TFTP %h—R—IZHA T 77— T =2 T DI/NA L T 7 — A
=74, 15l : aplgmR10100. img
FolE, TFIP Y —NR"—lhHdar 7 4 X2l —va 77 A /VD/NAE
T4X¥ 2l —ar Ty A4, Bl setting. txt
image_id <value 1-2> — BfELCWb &7 a v IDEEELET, 7 v
a3 IDERETHIEIZEST, A v FITEBR L 2O 77— 0 =T
W=V g VEITEET,
increment — HHIR AL v F AL T 4 X2l —Ta T rADE T 0
— RMWARETY, I 74 Xal—ral 77 AR ENTNDAA v
FNRIGA—=B—OHREERTHEIINC T 7 AN EF T 0 — RTH5ZENT
XFET, MOTARTORL v FNRNFGRA—F—IEFTINTICZEOEEED &
R

] PR =5 I BEET T hOIHARaw s REETTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%

FEER

() YU O—RLtavI4XaLb—2 3V I 7 AL EBEOSRTI-BEHE 51
B, UUH Ty TLTWNDHE— FE—BUahET,
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APl a7 FaLb—var Ty ANV EF Y — T LI

#tdownload cfg_fromTFTP 10. 48.74. 121 c:¥cfg¥setting. txt
Command: download cfg fromTFTP 10.48.74. 121 c:¥cfg¥setting. txt

Connecting to server...........o.eeeuv.o.. Done.
Download configuration................. Done.
Success.

#
it
Htt APLGM124GTSS Configuration

i

ri Firmware: 1.06. 00

pran Copyright (C) 2014 Hitachi Metals, Ltd. All rights reserved.
it
#
#
##t BASIC
#

#iconfig serial port baud_rate 9600 auto_logout 10_minutes

Command: config serial_port baud_rate 9600 auto_logout 10_minutes

Hyoa—RREIA~VL RIE-oT, a7 4Fal—2 a7 7 A NVORRENBICEEA RBEDH
vrna— KRB ENET, ¥Uurue—RR%ETT 5L, TEnd of configuration file for
APLGM124GTSS] DA wtE—VNERI L, I~ R 7 I £9,

#tdisable authen_policy

Command: disable authen_policy

Success.
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3.4.2 config firmware image_id

H A

Ty —LyxTvrvasA A—VrEEtsaE LTRE. £SR3V 7
— LU xT I a A A=V IR LET,

1% 3C

config firmware image_id <value 1-2> < delete | boot_up >

B!

Ka<wrRiF, 77— =zT®73avAA—VERELET, 77—24
veTRvsarvEEIE s ar b UTHEATADEIRT A0 BIRTX
‘j—o

INTA—=H—

<value 1-2> - BELCWDEBZ v a v A A=V Z2ELET, AA v FiL2
ODT 7 —AT =T NR—=TaERFEL, A A=V IDEEETDH I L TER
TEET,

delete - ZDNTA—FZ—% AL, BELL 77y —Lv=T k87 aA
A=V HHIBRLET,

boot up - ZDONTA—HX—%EASL, EEfEIar A A—TELTT Y
— AT A A=V IDERELET,

il BRI

BHET T hDOHRRaw s REFEITTEET,

ﬁ(‘ﬂ‘/L\/“‘—‘:jH Ve

1. 00. 01 LI

FRB: 77— =TI ar A A= 1 B3 LTHEET AT

# config firmware image_id 1 boot_up

Command: config firmware image_id 1 boot_up

Success.
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3.4.3 show firmware information

EED Try—bv=zT eI va  EREFRLET,

L show firmware information

B RKa<wr RN, 7r—2sv=T7k®7va AfHeRrLEzT,
INTA—=H— 2L,

il BRI 2L

K= g 1. 00. 01 LARE

G AA »FOHEDT 7 — L7 = TR Z ZTT 51213

fishow firmware information

Command: show firmware information

Image ID : 1(Boot up firmware)
Version : 1.06.00

Size : 3013340 Bytes
Update Time: 0000/00/00 00:06:06
User 1 adpro (CONSOLE)

Image ID D2

Version : 1.00.01

Size 1 2945568 Bytes
Update Time: 0000/00/00 00:03:03
User . adpro (CONSOLE)

#
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3.4.4 show config

H A

AL v FOBEAEFEZIMEMFEESN TS a7 4 Falb—ya VkELXFERLE
j«o

1§ show config < current_config | config_ in nvram > [ modified ]
B! AKawy FE, WRAMIZRFESN TN LT RTOary 7 Fab—ya VREE
TIFBERE SN TS Ay 7 Fal—va VREARFLET, F—FR—F
ZEA LT, [Enter] T1479 2. [Space] T1X—I9F >, la] TTRTOHK
ExVANLET,
AT 4Fab—vaUREIFR. UTDIRTHT FVRNCY XA S E T,
Basic (serial port, Telnet and web | ACL
management status) SNTP
storm control IP route
IP group management LACP
Syslog ARP
QoS IP
port mirroring IGMP snooping
traffic segmentation access authentication control (TACACS
port etc. )
port lock Bandwidth
8021x GM
SNMPv3 Banner_promp
management (SNMP traps RMON) SMTP
VLAN AAA
FDB (forwarding data base) LLDP
STP LOOP_DETECT
SSH MBA
SSL
INTA—H— current_config - NV-RAMIZIRIFETICAT LT EL R R L E T,
config in NVRAM - NV-RAM (CfR7F L7-fkEE2 R R LET,
modified - T 74/ MRENOEHFINTEREDHEFFLET,
1l PR < LE BEET T NOIARa~y RERITTEET,

K N—2 3

1.01. 00 LAR%

FEER

0 /NS A —% current_config [Tk Y RRESNDHEREFHICIE. account FHITEF

nFEtEA,

O 2 nzEco—nra-—v—cruBRLERD— PRI, BRESAT
CERENET.

58/364




ARG BED a7 4 Fa b—a UREEZSRT HIT1F

#ishow config config in_nvram

Command: show config config in_nvram

#

# APLGM124GTSS Configuration

#

# Firmware: 1.06. 00

# Copyright(C) 2014 Hitachi Metals, Ltd. All rights reserved
#

# BASIC

config serial_port baud_rate 9600 auto_logout 10_minutes
config default_language japanese
# ACCOUNT LIST

create account admin adpro

# ACCOUNT END

config terminal_line default

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

G 7T 7 40 MRENOEESNIBAEDI L T 4 X2 b—va VRERREFT T HITIE

# show config current_config modified

Command:show current_config modified

enable loopdetect
enable ssl
config ipif System vlan default ipaddress 192. 168.3.4/8 state enable

59/364




3.4.5 upload

HAY

BIEDAA v FREFTIAAL v FOERD 7% TFTPIZT v 77— RKLET,

3L

upload < cfg toTFTP | log toTFTP > < <ipaddr> | <ipv6addr> >
{path_filename 64>

B!

Ka<r Rix, BEDOAAL v TFHREEITAAL v FORERa 7Ok
TFTP 127 v 7 — KL FE1,

INTA—=H—

cfg toTFTP — AA v FOEIEDOKE % TFTP — =27 v ' a— K95
BICHELET,

log_toTFTP — AA v FJ@ER 7 % TFTP H— _—|27 v 7 u— R+ 55510
ELET,

<ipaddr> — TFTP $—/X—®D IP 7 R L A,

{ipvbaddr> — TFTP ¥r—/3—®D IPv6 7 KL &,

<{path_filename 64> — AA v F a7 4 Fal— a7 7ALDOHR%E
TETP H— N—{ZFRE L £,

il BRI

EFHET AV FOAKax FeRTTEET,

K/ N— g v

1. 00. 01 LLf%

FEER

INSG A—%B— cfg toTFTP I2& Y 7 v TA— K LERTEIFRIZIE. account 1HFHRIL
EENFEHA,

ERE: a7 4 Fal— a7 ANET v Fa— R+ 5120%

#tupload cfg_toTFTP 10.48. 74. 121 coufig_up. txt
Command: upload cfg_toTFTP 10.48.74. 121 coufig_up. txt

Success.

Connecting to server

Upload configuration
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3.4.6 ping

HAY

Ty P =7 RER OB EZ T A P LET,

I3y ping <ipaddr> [ times <value 0-255> ] [ size <value 1-60000> ] [ timeout
{sec 1-99> ]

B Ko< KL, VE—F IP 7 FL A|Z Internet Control Message
Protocol (ICMP) =a— A vt —VHREFELET, D%, VE—KIPT L
2 Ay E—VEBIBLET, Ziud. AL v F LV E— M A O
MZ R T DT OIS ET,

IRTA—=H— dpaddr> — RA RO IP T RLAZRELET,
times <value 0-255> — EETHH IOMP =2 — X vE—I% 10 OfEICEK
ELTSGE, IO =a—A v E—UZMERICEELET, &HAEIT [255) T
¥, 7740 M To) TY,
size <value 1-60000> — 7 & M/ 7y FDY A X, EOHPFHIZ, 1~60000
T,
timeout <sec 1-99> — U E— T NA AMEDINEEFHFOXA LT U RET
O ZERLET, 1~9 POFHTIHETEET, 7 74/ MET 1T
R

] PR =5 I 7L,

ﬁ(‘ﬂ‘/L\/“‘—‘:jH Ve

1. 00. 01 LI

EREIP 7 R LA 110.48.74. 121 (2 4 18l ping T2 121%

#iping 10.48.74.121 times 4
Command: ping 10.48.74.121

Reply from 10.48.74.121, time<10ms
Reply from 10.48.74. 121, time<10ms
Reply from 10.48.74. 121, time<10ms
Reply from 10.48.74.121, time<10ms

Ping statistics for 10.48.74.121
Packets: Sent =4, Received =4, Lost =0
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3.4.7 pingb

H i IPv6 X v b U =7 ORI EITVET,

L ping6 <ipvbaddr> [ times <value 1-255> | size <value 1-6000> | timeout
<value 1-10> ]

B! AKa< FiE, IPve Xy MU —7 OZWIHEH L E T,

INTA—H— <ipvbaddr> — HRA h® IPv6 7 KL A ZHRE L ET,

times <value 1-255> — PE79 % IOMP = — A v — I8, feRfllL 1255)
T, FHELARWEAIEL, IOMP ma— X v —I%%E LT £,

size <value 1-6000> — 7 A M/ X7 v hOH A X, EOHFPFHIZ, 1~6000
<7,

timeout <value 1-10> — UE— hTN\A ANEDIGEEZFFOXA LT U ME
TORMZERLET, I~10POHPEATHECTEET, 774/ MA 1)

<7,
Hill PR - 7L,
S N— g o 1.00. 01 LA

fEAH: TPv6 7 K LA [FES0: :254:85FF:FE32:1804] (Z 6 [] ping #1T 9 (2%

#ping6 FE80::254:85FF:FE32:1804%System times 6
Command: ping6 FE80::254:85FF:FE32:1804%System times 6

Reply from FE80::254:85FF:FE32:1804, bytes=100 time=10 ms
Reply from FE80::254:85FF:FE32:1804, bytes=100 time<10 ms
Reply from FE80::254:85FF:FE32:1804, bytes=100 time<10 ms
Reply from FE80::254:85FF:FE32:1804, bytes=100 time<10 ms
Reply from FE80::254:85FF:FE32:1804, bytes=100 time<10 ms
Reply from FE80::254:85FF:FE32:1804, bytes=100 time<10 ms
Ping Statistics for FE80::254:85FF:FE32:1804

Packets: Sent =6, Received =6, Lost =0

Success.
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3.4.8 traceroute

H /Y AA T LEFIEMOREZBH L ET,

&L traceroute <ipaddr> [ ttl <value 1-60> ] [ port <value 30000-64900> ]
[ timeout <sec 1-65535> ] [ probe <value 1-9> ]

At AKavxr Fid, AA vy FLEERMAORKZBH L E7,

INT A= — {ipaddr> - EEILD P T FLA,

ttl <value 1-60> - iBEf/L— KU 7 =X hD TTLfl, /L—F — DK TT,
KAz R, 22007 A RHORy MU — 27 R EFET DM, 28ELE
R

port <value 30000-64900> — AR— F& 7>, 1024 ZEX HMLENRH Y £7, H
DOHEIPHIL, 30000~64900 T,

probe <value 1-9> - 7u—7 DR TY, #HIE, 1~V ET,

il PR EHET IO FOBRIA< Y REFATTEET,
XE/S— 5 1.00. 01 LA

fERE]: A A > F L 10. 48. 74. 121 ORI 2B A 121X

#itraceroute 10.48.74. 121 probe 3
Command: traceroute 10.48.74.121 probe 3

1 <10 ms. 10. 48. 74. 121
1 <10 ms. 10. 48. 74. 121
1 <10 ms. 10.48.74. 121

3.4.9 config terminal line

H i1 HEHICERTEba~vy ROITHRERELET,

S config terminal_line < default | <value 20-80> >

B! Ko< Nid, HHEICE R TCESa~vy ROTEEAHRELET, 774V ME
1% 24 T9,

INTA—=H— 2L,

] PR =5 I BEHET T NOHRKRav REFITTEET,

X N—2 g 1. 00. 01 PARE

FERG EEICF RIS a~r ROFTEE 130) IR ETHITIT

# config terminal_line 30

Command: config terminal_line 30

Success.
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3.4.10 show terminal |ine

Hi HEICEK R TED A~y ROITHAERRLET,

L show terminal_line

A AKavwr FiE, BEICERTEDa~y FOITHEFRRLET,
INTA—=H— 2L,

il BRI 72 L,

K/ N— =

1. 00. 01 LLf%

B B ICF RSN D I~ FOITHEFRTFT 51203

# show terminal_line

Command: show terminal_line

Current terminal line number : 30
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3.bavr rFEEa<T VR

3.5.1 7

EL) A R BE—T 2= A CLDIZBIT H TN TOavy FEFRLET,

3L ? [ <command> ]

G ARa<wr RiE, avr R0 A2 —7=—Z(CLD) THAFRERT N THOa~
Y RERRLET,

INT A—H— [<command>] - @G)ea~> REILIT 1?) ZANTHE, fEELI-a~r Rioxt
THTRTONT A—=Z—D—RRa~ FEREOMHLHH & 2~ FRICH
CHELHOBBOa~y FERIFRINET,

il R I 7 L,

KIEN— g

1.00. 01 LAF%

ERFICLILICE EN AT R TCha~vy REERTHITIE

#?

?

cable_diag ports

clear

clear arptable

clear counters

clear fdb

clear log

clear port_security_entry port

config
config
config
config
config
config
config
config
config
config
config

config

802.
802.
802.
802.
802.
802.
802.

Ip
Ip
1x
1x
1x
1x
1x

access

account

default_priority
user_priority
auth_parameter ports
auth_protocol
capability ports
init

reauth

_profile profile_id

admin local_enable

arp_aging time

arpentry

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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ERBFFED 2~ RIZHT H/3T7 A—F—%FRT 5T

#? config account

Command:? config account

Command: config account

Usage: <username>

Description: config user account

#

3.5.2 dir

Hi av U NI E =T 2= ACLDIZBTF LT X TCOavy FERRLE
D

&S dir

= ] AKa<wr Rix, a~r RIAM 4% —72—A(CLD) THIAREERTXTOD
avy ReERRLET,

IRTG A — L,

] R = I 7L,

K= g v 1.00. 01 LARE

FERG: X Toa~v Ly REFRRT 521

#dir

?

cable_diag ports

clear

clear arptable

clear counters
clear fdb

clear log

clear port_security_entry port

config
config
config
config
config
config
config
config
config
config
config
CTRL+C

802.
802.
802.
802.
802.
802.
802.

Ip
Ip
1x
1x
1x
1x

1x

access

default_priority
user_priority
auth_parameter ports
auth_protocol
capability ports
init

reauth

_profile profile_id

account

admin local_enable

arp_aging time
ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.5.3 config command_history

H avy FEREZRELET,

I 5'e config command_history <value 1-40>

B! Ko< Rix, a~vr FEEZHELET,

INTG A =S — value 1-40> — Ny 7 7 THERF S LD, ANCFEITLIca~ 2 P, 40 £TO
BHBICFIT LIma~y RRFRTxET,

il BRI BHET I NOAhAKIa< L REFEITTEET,

Xt/ N— g v

1.00. 01 LAF%

FERF: =z~ NEREEZ 120) IZRETHIIX

#iconfig command_history 20

Command: config command_history 20

Success.

3.5.4 show command_history

HI av o NEEERRLET,

&3 show command_history

At Aa<w R, a~vr FEREZFERRLET,
INTA—=H— 2L,

il B < LH 72 L

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LLf%

ERF: o~ REREZFrT 5120

#tishow command_history

Command: show command_history

?
? show

show vlan

show command history
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3.6 LLDP o< >k

3.6.1 enable Ildp

B AA v F O LLDP BAEZ AN L E T,

T 3L enable 11dp

At Kz~ Fi, LLDP BBED 7 v — S LHIIENC A L £,
AHEREZ AT H &L AA v FId, LLDP 2347 v F DEZIEZBMA L, LLDP /34
v M OB ZITNE T,
R — kD BRI 7o EREIL, R— R L @ LLDP fREICKFE L £, LLDP 234 v
NDOBHIDOT-DIZ, AA v FIEAR— N &2 LTHERE A N—IZH L ET,
LLDP /X7y R EZETH1-0OI21F, AL v TIERA N—FT A AT —T LND I
ANR—=F R ZANHBHENT- LLDP 47 v F L0 iE#REFE L ET,
77 /b ME Tl LLDP YRR T HERN T,

INT A — L — 7L,

il PR 2 BHET W hOHRKRa~wy REFTTEET,

R R— g v 1. 00. 01 LARE

{55 451 LLDP % A %1

T A2

# enable 1ldp

Command: enable 1ldp

Success.

3.6.2 disable |ldp

B AA v F O LLDP #EZ BRI L E T,

T 3L disable 11dp

B Az~ Rix, LLDP@EI/ T v hOEZEERIELETS,
INT A—H— L,

il BRI BEHET T hDOHKaY s RERITTEET,

K/ N— 3

1.00. 01 LAF%

{55 51 : LLDP % fEZh1

2T A2

# disable 11dp

Command: disable 11ldp

Success.
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3.6.3 config Ildp message_tx_interval

H /Y Ny MMEMREZERE L E T,

I3y config 11dp message_tx_interval <sec 5-32768>

3iH RKav s RiE, 77T 4 7R — FPRRA STl 2 Fs 9 2 S 2 il L E
7,

INT A—H— message_tx_interval — fEE DR — M5 LLDP BAI Ok 3 5 1515 o MkE
EEELUEY, #PHIE5~32768 P TY, T 7 4/V MEIZ 30 T,

il BRI BHET WY b OBhKRa~ L REFETTEET,

L I 1. 00. 01 LAB%

G > FEERFZ [30) IZBRET 5T

# config 11dp message_tx_interval 30

Command: config 1ldp message_tx_interval 30

Success.

3.6.4 config |ldp message_tx_hold multiplier

H Ka<w o R, AveE—VHR— N RV TFTFIA4 Y ERELET,
S config 11dp message_tx_hold_multiplier <int 2-10>
2 A A2~ Rix, LLDPDU TO txTTL (281} 5 TTL fEZFHET 2 0OIEH S s

msgTxInterval OFHTF, TTLILLLDPDU /37 > MI Lo TEHESNE T, £D
PREFHAMIIL 65535 & (message_tx_interval * message_tx_hold_multiplier) @
INSWHITRY £, 8= b= A v F TR FEE S Ll E ORFHIH (TTL)
OHRENFKD &, BT —ZIIRAN—ZA v FOMBPLHIFRSLET,

INT A —H— message_tx_hold_multiplier — #HIX. 2~10 T4, T 7 4V MEIX 4 TY,

il R IH EHET AV FNOARKAa<x s FeFEITTEET,

HAN— g v 1. 00. 01 LA

ERG:~NTF T T4 YDfE%E 3] IZEETHITIE

# config 11dp message_tx_hold multiplier 3
Command: config 1ldp message_tx_hold_multiplier 3

Success.
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3.6.5 config Ildp

tx_delay

H A

LLDP AR— N DR GEIERIE) 22 %8 LE9, LLDP MIB =27 Y DOEHE
D=, MWk L7~ LLDP @A B L £9,  [tx delay] 1%, MIB=> T2

DB EDT-DIZLLDP A v —V a2k ET o2/ NElEE ERLET,

1 3 config 11dp tx_delay <sec 1-8192>

B LLDP message_tx_interval GX{EMFE) X4 x tx_delay (ERIEMFE) LAETH D
VENRBH Y £7,

INT A=K — tx_delay — PHIZ 1 #26 8192 FTH, 77+ /v MEIZ, 28T,
HE . Tx Delay i, 0.25 * msgTxInterval A R &R AMNENH Y F97,

] PR =5 I BEHET T NDOHKa s RERITTEET,

KIEN— g

1.00. 01 LAF%

o 1] - SR HEFRF ] 2

8] RET DHITIX

# config 11dp tx_delay 8
Command: config 1ldp tx_delay 8

Success.

3.6.6 config Ildp

reinit_delay

HAY

P ERBE O/ IMEZZEFE L £,

L config 11dp reinit_delay <sec 1-10>

G| BEAZE S5 LLDP AR— ME, Hh o [disable] (ME&h{k) =2~ KDk,
reinit_delay (FRRIHILIELE) RFREIFPHE L £ 7

INT A= M — reinit_delay — #iHIX 1 225 10 BT, 774/ ML, 28T,

] PR =¥ I BHET I NOIHRRaw REFITTEET,

KIEN— g

1.00. 01 LAF%

B : AR ERAE R 2 [5) (CAEE4 5T

# config 1ldp reinit_delay 5

Command: config lldp reinit_delay 5

Success.
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3.6.7 config Ildp

notification_interval

H A

EFRHEAD SNMP T v 7Ly — NG EEIET 28RO X A ~— 2R iE
Li—ﬁ—o

1§ config 11dp notification_interval <{sec 5 — 3600>

GILs AA TN K o TER SN B Uiz LLDP A H @A OMEZ 7 1 — Lo
HFLET,

INTA—=H— notification_interval — &iPHIL 5 #7H5 3600 T4, F 7 + /L MEIZ 5B TT,

il PR = 2H BHET WY b OBhKRa~ L REFETTEET,

S/ N—2 g v

1.00.01 DLF%E

it B @R O A T10) ICEFES 5121

# config 11dp notification_interval 10

Command: config 1lldp notification_interval 10

Success.

3.6.8 config |ldp

ports notification

HAY

EFRBEADSNMP v T v 7Ly —N@EMEEETHIER— R 2R ELET,

1% 3C

config 11dp ports < <portlist> | all > notification < enable | disable >

B!

LLDP D F — & DZEE S LLDP FA N—F /34 A5 R — MIZZAE LIZlE o
B SNTGEE A0 SN\P R T v 7 L — "D ER— N OE R IBH O
5% lenable] (A%h) F7-1% ldisablel (BN IZLET, BFOTHEITIT, F
LWAERN G, 2 A4 L7 0 MEH, EFERPAEZENET, EROF A 72,
T2 ORF/FRAN/ RN EENET,

INT A =L —

<portlist> - HETHHA— MUAZIEELET,

all = VAT LADOTRTCOR— MERET H25E1E, Tall] ONT A —X —%ff
ALET,

notification — FA /N—DFT /A ZANEHAF LT-BH TR & 47z LLDP 7 — X
D SNP R Ty TR A AN E TSNS L ET, T 740 BT, @
2T,

il BRI

BHET WO DR Raw L REFTTEET,

K/ N— 3

1.00. 01 LAF%

B AR — b SNMP D@ IR RE A A 3 521X

# config 1ldp ports 1-5 notification enable

Command: config 1ldp ports 1-5 notification enable

Success.
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3.6.9 config Ildp

ports admin_status

HAY

BER—RTEOXREFEE—RNEZEE—FERELET,

&L config 11dp ports < <portlist> | all > admin_status < tx_only | rx_only |
tx_and_rx | disable >

i B INBDOA T aNE, EOR—RINLLDP T 7 4 v Z7IZBMT 500, EHIC
ZINAR— b3, LLDP R 7 4 v 7 Z— 5[ E 72X G a3 2 O A filfH L E
77,

INT A—=H— {portlist> - WET HA— MUPHZIEELET,
all = Y AT LOFTRTOR— FERET L2H5E1X, Tall] ORTF A—F—%Aff
HLET,
tx_only = ¥HER— MELLDP N7y FEEEFELETH, XA NN—T A ZANH 0D
ATy MiZ7 ey 7 LET,
rx_only — ¥EER— MIRA N—=F /A 2B O LLDP Ry b &BZE L ET N,
XA NR=FT A ZSOHIH ATy MET vy 7 LET,
tx_and_rx - FEER— ML LLDP N7 v M OEZAFH T 21TV ET,
disable — FEER— MTIRITH LLDP /37 v b DEZ(E 2 L £,
BER— M AT =X AL T 7 F /L MZEY tx_and_rx 272> TWET,

] PR =5 I BHET W DR Raw L REFITTEET,

ﬁ(‘ﬂ‘/L\/“‘—‘:jH Ve

1.00. 01 LLFE

EREAR— T 1-5 OEEE— REZEE— RERET DI

# config 1ldp ports 1-5 admin_status tx_and_rx

Command: config 1lldp ports 1-5 admin_status tx_and_rx

Success.
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3.6.10 config |ldp ports mgt_addr

H BT RLADA VARV AR T E SR — k% lenable| (%))
F7-1% ldisable] (EEZHIZL E9,

S config 11dp ports < <portlist> | all > mgt_addr ipv4 <ipaddr> < enable |
disable >

B ARKavwy RE VAT LD IP T RUAPRER— LB I DEN B D)
EOMERELET, LAV 3T A ATIE, FFHT FLAEEBNICIEE T
F9, UANMIBIMENDZEHT LRI, FEHT R LRSS S -4
EDA L E—T 2 —ANGLO LLP IZH@AINET, S 62, ZOEET NLAD
A v H—7—A L ifindex B THEI SN E T,

INT A—H— portlist> - HRET HAR— FMaHEZFRE L 9
all = VAT LADTRXTOR— MR ET LHHAE1L, Tall] ORT A —F —%4ff
ALET,
ipvd = IPVA D IP 7 L &,

] PR =5 I BHET W NDIRRaw L REFITTEET,

X/ N—2 g v

1.00. 01 LLFE

A R— 12128 LCT LAy MY — OB E DT HI21T

# config 1ldp ports 1-2 mgt_addr ipv4 192. 168.254. 10 enable
Command: config 1ldp ports 1-2 mgt_addr ipv4 192. 168. 254. 10 enable

Success
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3.6.11 config |ldp ports basic_tlvs

H A

BR— NERIIAR— N A—70 HOEIO LLDP @56 1 DLl oA 7 v g v
DTN T =X XA THFENATDHEIITHRELET,

3L

config 11dp ports < <portlist> | all » basic_tlvs < all | < port_description
| system_name | system description | system_ capabilities > > < enable |
disable >

B!

ALy F DT 7T 4772 LLDP AR— ML, %, HAMO@EMICFIZ0mHET —F
ZE A TWET, HAMILLDP @6 2N b DT — X X A 7% 1 {ELL BB 5
72012, HAOR— N EER— NN —TICRETED 4504 v a T —
AN ET, BET—Z XA F2IE, 4 ODEKRE#®RZ A 7 (end £ LLDPDU
TLV. chassis ID TLV, port ID TLV, Time to Live TLV) &V £9, MET —
BEA TN H EILTEETA, SHIT, 7T a o TE&EIRAEEZ R 4 O
DT —HEZATHRHY 3, Zibid, lport_description], [system name],
[system_description], B L lsystem_capability] T,

INT A =L —

<portlist> - RET HA— MEFHEAFE L £,

all = VAT LOTXTOR— MNERET 25H61E, Tall] ONTA—F—%A{f

M LEd, port_description - ZDOTLVDOA T a5 —X %A 7%, LLDP =

— = MR — b®D [Port Description TLV] ZEETANENH D Z L Z R
LET,

T 7 AV N TITENZ 7> TVET,

system_name — ZDTLV DA S a7 —X XA 7L, LLDP =—T = bR
[System Name TLV| ZEETHAMLENH D Z L 2R LET, T 74V F TILED

272> TWET,

system_description — ZDTLVD AT a5 —FZ A7, LLDP=—T =
kA3 [System Description TLV] Z#iF(ETHMERSHHZ LE2RLET, T 74

b N CIIEIC 72 > TV ET,

system_capabilities -~ ZDTLVDA T a T —FF A 7%, LLDP=—T =
k7% TSystem Capabilities TLV] Z X ET AL ENHDH Z LA /RLET, System

capability X, /XA ANV ¥—% 7V v Flid—¥ —HiEL It 5

ME DI FETRESNIEEDNBIEAN THLINE D NERLET, T 74V
N CIEIEBhIZ 72 > TWVET,

il R IH

EHET AV FOARKAax s FEFEITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LLFE

ERF: T _RTOR— MU TH MO LLDP @D . o AT 24 TLV 435 1201%

# config 11dp ports all basic_tlvs system name enable

Command: config 1ldp ports all basic_tlvs system name enable

Success.
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3.6.12 config |ldp ports dot1_tlv_pvid

H A

HER—FEIEF— b7 —T7H KAl LLDP i@ %En»> 5 1 ->LL @ 1EEE 802. 1
HEPLOR— b vlan ID TLV T —H X A THFHT DL HOICRELET,

1% 3C

config 11dp ports < <portlist> | all > dotl_tlv_pvid < enable | disable >

B!

DTV DAT v a D7 =5 %A 7%, IEEE 802. 1 O AR — | VLAN TLV 1%
ED3MERE L7z LLDP EEANFTREZR AN — MTHF AT SN E I DERE L £ T,

INTA—=H—

portlist> - HRET HAR— FMuHEFRE L 7

all = VAT LADOTRCOR— MR ET H25E1E, Tall] ONT A —2 —%f
ALET,

dotl_tlv_pvid — ZDTLV DA T 5 o DF —& % A 7%, IEEE 802. 1 #EHLO AR
— N VLAN ID TLV 3¥{E 2348 E L7z LLDP E{E DN FIRE72 AR — MIFFRI SN D0 E 9 )
EWRELET, 7 74/ hTIEEHIZ/>TOET,

il BRI

BHET WO NDIRRawy REFITTEET,

K/ N— 3

1.00. 01 LAF%

R _TOR— Mkt U TH IO LLDP @56 VLAN 4 TLV & ET A 121X

# config 11dp ports all dotl_tlv_pvid enable

Command: config 1ldp ports all dotl_tlv_pvid enable

Success.
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3.6.13 config |ldp ports dot1_tlv_protocol_vid

H A

BR— NERIIAR— N7 A—7703 I LLDP #5251 2L E o TEEE 802. 1
WO T Na VT AT T AT 4 TIVTF—2 2 A TRENATAHALIICHRELE
7,

15 3C

config 11dp ports < <portlist> | all > dotl_tlv_protocol_vid < vlan < all
| < vlan_name 32 > > | vlanid <vlanid_list> > < enable | disable >

B!

ZOTNV DA T arOFr—442A4 7%, T omn—ANV AT LDOTm k=
NTAT T AT ADA VAR ARKR— MIEFEINDINE I DERLET,
T RNaANTAT T 4T 4 TWVIE, AT —3a iRk y bV —7 OFEICESE
7w o gEmT o HERRELES, A=Y =T e han, U
IT7 TV = a AT ha VBRI OSEEORCARIAET ST e haLo
N)xz—vadf, 2y MU —27 0O AR U— 8t 2RI H2EHIERH Y £
4, FEEAR— N TEAPOL., GVRP, STP (MSTP Z&te). 3L NLACP 1 k2L 7
AT TATAEAEDNCT D E, BADNENNI/RY, ZOTa harr7 47T
74T A TEEERE LET,

INTA—=H—

portlist> - RET HAR— FMaHEFREL 7

all = VAT LADOTRCOR— MEFET D251, Tall] ONT A —X —%f
ALET,

dotl_tlv_protocol_vid - ZDOTLVDOA T a D5 —H# %A 7%, 1EEE 802. 1
YEPLD R — | VLAN ID TLV 2613 238 7E L 7= LLDP 25{E S AT REZR AR — MIFFRT &b
MEIMERELET, T 74/ b TIEED /> TWVET,

vlanid_list - ZOa~ 2 FAICEEINH VID DU X K,

il R IH

EHET AV FNOARKAa<x s FEeFETTEET,

X/ N— g v

1. 00. 01 LLFE

BT OR— M3 L THAMO LLDP %17 5 VLAN 44 TLV Zf¢E 9 2 1213

ficonfig 11dp ports all dotl_tlv_pvid enable
Command: config 1ldp ports all dotl_tlv_pvid enable

Success.
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3.6.14 config |ldp ports dot1_tlv_vlan_name

H A

BHR— NERIIAR— N7 —7703 I LLDP @525 1 > LL E o TEEE 802. 1
HWEILO VIAN L TLV T —F X A THENTH5 LR ELET,

3L

config 11dp ports < <portlist> | all > dotl_tlv_vlan_name < vlan < all |
<vlan_name 32> > | vlanid <vidlist> > < enable | disable >

]

DTN DA T > arDF—22A4 71 /ETDHa—I ) AT L@ VLAN 4 D
AVABAPRR— MIEEENLEIZNE I DERLET, HR— b2 VLAN
(RS S =6, B2h7e VLAN 1D 8@ E SAvE T,

IRT AL —

<portlist> - RETHHA— MPHEZIEE L £7,

all - ‘/XTAO)ﬁ‘/\’C@T FERETHHEAE. Tall) O/F A—F —%Aff
HALET,

dotl_tlv_vlan name— ZODTLV DA T g OF—2 X2 A X, T srua—h
WY AT BDOVLAN G DA 2 AR ARR— MIEEINDINE I DERLET,
N N MEED VLAN (SRS T Sz 86 . A28 VLAN ID 8@ S k¥, 7
7 4V h I Ao TWET,

il BRI

BHET WO DR Raw L REFTTEET,

K/ N— 3

1.00. 01 LAF%

T _RTOR— M L CH /I LLDP @& 6 VLAN 4 TLV 23R ET 5121

# config 11dp ports all dotl_tlv_vlan_name vlanid 1-3 enable

Command: config 1lldp ports all dotl_tlv_vlan_name vlanid 1-3 enable

Success.
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3.6.15 config |ldp ports dotl1_tlv_protocol_identity

H A

HER—FEIEF— b7 —T7H KAl LLDP i@ %En»> 5 1 ->LL @ 1EEE 802. 1
WPLOTa Na VT AT o T AT 4 TINTF—2 2 A TEEATAHALIICHRELE
7,

15 3C

config 11dp ports < <portlist> | all > dotl_tlv_ protocol_identity < all |
[ eapol | lacp | gvrp | stp ] > <enable | disable>

B!

ZOTNV DA T arOFr—242A4 7%, T —ANV AT LOTH k=
NTAT T AT ADA VAR APRKR— MIEFEINDINE I PERLET,
T RNaAANTAT T 4T 4 TWVIE, AT —3a Rk y bV —27 OFEICESE
7w o gEmT o HiEREELES, A=Y Y =T e han v
IT7 TV F—=va AT ha VBRI OSEEORCARIAET ST e haLo
NRYxz—vgid, Xy hU—27 O bR P— LBt T2 51 H Y £
4, F$5EAR— FTEAPOL, GVRP, STP (MSTP #%& ) . 3L NLACP Fu fh =L 7
ATUTATAEEDNCT D E, BADNENNI/RY, ZOTa harr7 (47T
ST A A EEE LET,

INTA—=H—

<portlist> — FET HAH— FMFHEZIEE L £7,

all = VAT LADOTRCOR— MEFET H25E1E, Tall] ONT A —2 —%f
L %9, dotl_tlv_protocol_identity— ZD TV DL arDF—H X AT
W, ST —HNVT AT AT NANT AT T AT A DA VAL AR
A= MIEFEINLINEIPERLET, TR bbarvT AT T 47 4 TLVIE,
AT —vaslFxy NU—7 OBEICEE 7' a havzi@md 5 HikaEgt L
9, A=y Y—Tuabrav Vo7 7V r—ra sl e hanks
FOEZHORCERFAET LR haltoN)z—vaid, Xy hU—270 b
A Y— LB AR R T AN H Y £, FEEAR— K TEAPOL, GVRP, STP
(MSTP &%) . BEIOLACP 0 Na AT AT T 4T 4 ZHNCTH & @M
AR, Z0Ta havT AT T4 T i@ ERELET, T 740
~CITIEZIZ /> TUVVET,

il BRI

BHET WO NDIRRaw Ly REFTTEET,

K/ N— 3

1.00. 01 LAF%

ERF] X TOR— M L CTHAMO LLDP @67 ha v 7 AT T 47 4 TLV iR ET 5D

Al

# config 11dp ports all dotl_tlv_protocol_identity all enable

Command: config 1ldp ports all dotl_tlv_protocol_identity all enable

Success
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3.6.16 config |ldp ports dot3_tlvs

H A

FER—FEIEA— b T —T77 IR LLDP @ En /6 1 ->LL o TEEE 802. 3
HEILOMRRE A D TLV T — 2 2 A4 THRNATH L5 IR ELE T,

3L

config 11dp ports < <portlist> | all > dot3_tlvs < all |
[ mac_phy_configuration_status | link_aggregation | power_via_mdi |

maximum_frame_size] > < enable | disable >

B!

ZDOTLV DA T > a D% TLV Z2EBNZHE NI T 52 ENTEET,

INTA—=H—

portlist> - HRET HAR— FMaHEZFREE L 9

all = Y AT ADOTXTOR— NERET DAL, Tall] ORT A —F—%ff
HALET,

mac_phy_configuration_status — Z®D TLV DA 7> g 5 —H& ¥ A 7, LLDP
T —x v ROV MAC/PHY configuration/status TLV ZXETAMNENHHZ &
ZRLET, ZDOXA 1L, IEEE 802.3 U7 D2 ODOKIGNRIR DT 27 1L
v 7 AR L O/ ETEERE T AT NOREN LT v b U — 7 OHEgiE % st
THIENARTHDLZ EERLTWET, FELIEIATS & HRITA— R
F—hxTvm—va VBREEE TR — N LT DN E D0, ENFETH D0
E9 . HERRAMEAE, B X OBRIERTRE/ZR MAU ¥ 4 72 G R %9, T 74/ KT
XN 2> TV ET,

link_aggregation — ZDTLV DA v a s —X XA 7L, LLDP =—T = k
2% TLink Aggregation TLV] Z&ETHOMENSH DL LA RLET, ZOXAT
I IEEE 802.3 MAC IZBITFBBAEDY > 77 7V F—va b AT —H AR LE
T, BT, K= RV 777V A= g TEEMEI N, R— MREHL
71OV U 7IZFEEOLNLNE I BEXORALNIZA— D ID ZF > T
WAHRENRH Y 9, T 7 4/ b TIEEIZ /2> T ET,

power via mdi ~ZDTIVDOA T > a T —X X A7 E, LLDP=— = > KA MDI
TLV] Z&ETHOMLERSHD Z EE/RLET, 320 IEEE 802.3 PMD (10BASE-T,
100BASE-TX 46 & UF 1000BASE-T) Tld, e ShioRiftfan v 27 LY 7 BT
EBHEMAET D R TEET, WI TLV RAOEHMIGEICEY, Ry hU—2
B CIET D IEEE 802.3 LAN AT —3 3 > D MDI XU —H7R— MEREEZT R
NEAZXUMMTDHZENTEES, 7740 ETIEEDIZR > THET,
maximum_frame_size — ZDTLV DA T v a5 —X X A &, LLDP =—T =
723 Maximum—frame-size TLV] #EEFTOMENRH LI LEZRLET, T 74
Jb BTN/ > TWVET,

il BRI

BHET WO NDIRRaw Ly REFTTEET,

K/ N— 3

1.00. 01 LAF%

B9 _TOR— M L CTH I LLDP 3@ &> 5 MAC/PHY 8RE/ AT — X A Z R ET HI121%

ficonfig 11dp ports all dot3_tlvs mac_phy_configuration_status enable

Command: config 1ldp ports all dot3_tlvs mac_phy_configuration_status enable

Success.
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3.6.17 config |ldp forward_message

HI LLDP 2SS DOFED LLDP DU /X4 h DRk i & L £ 7,

&3 config 11dp forward_message < enable | disable >

B! LLDP % ##50/Z L T, LLDP forward message Z A ZNZ L7z & &, 5{5 S/ LLDP DU
Ny MERELET, 77 40 N TN > TWET,

INTA—H— 7L,

] PR =5 I BHET I NOIHRRaw REFITTEET,

S/ N— g v 1.00. 01 LIKE

{8 51 : LLDP forward LLDPU DU Z 3% 7EJ 5I1T1%

# config 1ldp forward_ message enable

Command: config 1ldp forward_ message enable

Success.

3.6.18 show Ildp

H Ka<y Rix, AL v FO@ED LLDP REAT —Z A xFRr LET,
3L show 1ldp

= B AKa<r Rk, A v FO@BED LLP ZEAT —H AFRLET,
IRTG A — L,

il PR = 2H 72 L,

K N—T g v 1.00. 01 LARE

B LLDP 3R EAT — X A& Ford 521X

#show 11dp
Command: show 1ldp

LLDP System Information
Chassis Id Subtype
Chassis Id
System Name

: MAC Address
: 00-40-66-00-24-00

System Description
System Capabilities

. Gigabit Ethernet Switch
. Repeater, Bridge

LLDP Configurations
LLDP Status . Disable
LLDP Forward Status : Disable
Message Tx Interval : 30
Message Tx Hold Multiplier: 4
Relnit Delay P2
Tx Delay D2
Notification Interval 5
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3.6.19 show |ldp mgt_addr

HAY LLDP O BT KL AR E R R L E T,

&3 show 11dp mgt_addr [ ipv4 <ipaddr> ]

a1 Ao~ Rk, LLDP OFHT L AEHREFRRLE T,
RT A—H— ipvd = IPVAD IP 7 KL &,

] [R5 I 2L,

K N— g v 1.00. 01 LARE

RG] AR T N LR ERAEFRRT HI2T

fishow 11dp mgt_addr ipv4 192.168.254. 10
Command: show 1ldp mgt_addr ipv4 192.168. 254. 10

Address 1 :
Subtype : IPv4
Address © 192.168. 254. 10
IF Type : Unknown
0ID ©1.3.6.1.4.1.278.1.35.106

Advertising Ports
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3.6.20 show |ldp ports

H /Y LLDP A 7> a v &R — FREZ L ICFERLET,

L show 11dp ports [ <portlist> |

2 A Ko< R, LLDP@EA 7L a v 2 R— MREZ LICFRLET,

INT A—H— {portlist> — F/RT HAH— FHFHZFEEL £7,
R—=F)AMEEELRWGS, T XTOR— FOFHRPBRINET,

] PR =5 I 7L,

KHGN—T 3 1.00.01 LLRE

FERE:R— FD TV A7 3 VERET LIC LLDP #F 71 51213

# show 11dp ports 1
Command: show 1ldp ports 1

Port ID 1
Admin Status ¢ TX_and_RX
Notification Status . Disable
Advertised TLVs Option
Port Description Disable
System Name Disable
System Description Disable
System Capabilities Disable
Enabled Management Address
(NONE)
Port VLAN ID Disable
Enabled Port_and_protocol VLAN_ID
(NONE)
Enabled VLAN Name
(NONE)
Enabled Protocol_identity
(NONE)
MAC/PHY Configuration/Status Disable
Power Via MDI Disable
Link Aggregation Disable
Maximum Frame Size Disable
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3.6.21 show |ldp local_ports

H i 1l LLDP 3@ % #lA5A T 72 OIZ R — b Z L OBEOE#EF R LE T,

I3y show 11dp local_ports [ <portlist> ] [ mode < brief | normal | detailed > ]

B! Az~ R, 70> LLDP @ & #l 70 iA T e 72 OIZ AR — |+ T L DBEDIF# A
~LET,

INT A= — {portlist> — WET HA— MlFHZIEE LET,

A= RV A MERELRWGE, TXTOR— FOEFERPERINET,

brief - brief (fii%) &— NIZEIF H1FHREFR R LET,

normal — normal GA%)E— FOEHREZR R LET, THUET 740 MEDORR
E— T,

detailed — detailed GEH) £E— RIZBIIAEHREE R LET,

il BRI L,

S A= g v 1. 00. 01 LARE

5 5] 45 AR — ~ AR J14HI LLDP 3@%1 % detailed GERI) &— R THERT ST

#show 11dp local_ports 1 mode detailed
Command: show 1ldp local_ports 1 mode detailed

Port ID : 1
Port Id Subtype . Local
Port Id D 1/1
Port Description : Hitachi Cable APLGM124GTSS R1.06 Port 1
Port VLAN ID 1
Management Address Count 0
(NONE)
PPVID Entries Count 0
(NONE)
VLAN Name Entries Count 1
Entry 1 :
Vlan ID 1
Vlan Name ! default
Protocol Identity Entries Count 0
(NONE)
MAC/PHY Configuration/Status
Auto—negotiation Support : Supported
Auto—negotiation Enabled . Enabled

Auto—negotiation Advertised Capability : 6¢01 (hex)
Auto—negotiation Operational MAU Type : 0000 (hex)

Power Via MDI : Not Supported

Link Aggregation
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Aggregation Capability : Aggregated

Aggregation Status : Not Currently In Aggregation
Aggregation Port ID 1
Maximum Frame Size : 1536

fd 1 R AR — b O M LLDP 3@ %0 4 normal (E#) £— FTHRFRT DT

# show 11dp local_ports 1 mode normal

Command: show 1ldp local_ports 1 mode normal

Port ID : 1

Port Id Subtype . Local

Port Id D 1/1

Port Description . Hitachi Cable APLGM124GTSS R1.06 Port 1

Port VLAN ID 1
Management Address Count 0
PPVID Entries Count 0
VLAN Name Entries Count 1

0

Protocol Identity Entries Count

MAC/PHY Configuration/Status : (See detail)
Power Via MDI : (See detail)
Link Aggregation : (See detail)
Maximum Frame Size 1 1536

#
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55 A g AR — kO H 3| LLDP 3@ %0 % brief (fi5) £&— RTHERT ST

ttishow 11dp local_ports 1 mode brief
Command: show 1ldp local_ports 1 mode brief

Port ID : 1

Port Id Subtype . Local

Port Id 1 1/1

Port Description : Hitachi Cable APLGM124GTSS R1.06 Port 1
#
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3.6.22 show |ldp remote_ports

H /Y XA N=DOHTFREZ T LET,
I3y show 11dp remote_ports [ <portlist> ] [ mode < brief | normal | detailed > ]
BIC]] Ka<wy X, FAN—DONRIF A= =IO EEERER T LET,

B2 fHDOVLIANA T MU —L 10 HOET FL A= P —2ZFTE £,
INT A= — {portlist> — WET HA— MlFHZIEE LET,

A= RV A MERELRWGE, TXTOR— FOEFERPERINET,

brief - brief (fii%) &— NIZEIF H1FHREFR R LET,

normal — normal GEH) E— ROEHRER R LET, ZHUEXT 7 4L MEORRE
— RTT,

detailed — detailed GEf) £— RIZBII A EHREE R LET,

il BRI L,

S A= g v 1. 00. 01 LARE

ERE: ) E— T —T7 N N —% brief (f§i5) £— RTHERITHI2IX

#ishow 11dp remote_ports 1 mode brief

Command: show 1ldp remote_ports 1 mode brief

Port ID : 1

Remote Entities Count : 1

Entity 1
Chassis Id Subtype : MAC Address
Chassis Id : 00-40-66-10-27-00
Port Id Subtype . Local
Port ID c1/1

Port Description

ERF: ) E— 7T —7 v  h —% normal (@%) T— R TERTDHITIE

# show 1ldp remote_ports ports 1 mode normal

Command: show 1ldp remote_ports ports 1 mode normal

Port ID : 1

Remote Entities Count : 1

Entity 1
Chassis Id Subtype : MAC Address
Chassis Id : 00-40-66-10-27-00
Port Id Subtype . Local
Port ID C1/1

Port Description

System Name
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System Description

System Capabilities

Management Address Count 0
Port VLAN ID : 0
PPVID Entries Count 0
VLAN Name Entries Count 0
Protocol ID Entries Count 0
MAC/PHY Configuration/Status : (None)
Power Via MDI : (None)
Link Aggregation : (None)
Maximum Frame Size 0
Unknown TLVs Count : 0

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

G ) E— b7 —7 V= F ) —% detailed GEM) E— FTERFRTDITIE

# show 11dp remote_ports 1 mode detailed

Command: show 1ldp remote_ports 1 mode detailed

Port ID @ 1

Remote Entities Count : 1

Entity 1
Chassis Id Subtype : MAC Address
Chassis Id : 00-40-66-10-27-00
Port Id Subtype . Local
Port ID D 1/1

Port Description

System Name

System Description

System Capabilities

Management Address Count 0
(None)

Port PVID
PPVID Entries Count
(None)

VLAN Name Entries Count 0
(None)

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.6.23 show |ldp statistics

H 1Y VAT LD LLDP #iEHEHRE KR L ET,

&L show 11dp statistics

BIC]] RKa<wr RE, AA YT ORANRN—T A ZADT I T 47 4 OBMEEFRRLE
R

INT A—H— L,

] PR =5 I 7201,

K/ N— 3

1.00. 01 LAF%

FERE: 7 v — UG A R T DI

# show 1ldp statistics

Command: show 1ldp statistics

Last Change Time 6094
Number of Table Insert 1
Number of Table Delete 0
Number of Table Drop 0
Number of Table Ageout 0

3.6.24 show |ldp statistics ports

EED N— L@ LLDP #taHE e Frs L £7,

1§ show 11dp statistics ports [ <portlist> ]

A AKa< Rix, A—hZTEO LLDPFHFtEFRLET,

INT A= — {portlist> — WET HA— MlFHZIEE LET,
R—=FU)AMEEELRWES, T XTOR— FOFHRPBRINET,

il R IH 7L,

K N—2 3

1.00. 01 DA%
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RG] A — b 1 OfEHEFRZ ZR 3 51213

# show 11dp statistics ports 1
Command: show 1ldp statistics ports 1

Port ID: 1

11dpStatsTxPortFramesTotal L 27
11dpStatsRxPortFramesDiscardedTotal
11dpStatsRxPortFramesErrors
11dpStatsRxPortFramesTotal L 27
11dpStatsRxPortTLVsDiscardedTotal
11dpStatsRxPortTLVsUnrecognizedTotal : 0
11dpStatsRxPortAgeoutsTotal
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3.7 NF—¢7aV T hoiREa<T R

3.7.1 config command_prompt

ERD) avy R7a 7 hEHRELET,

I3y config command_prompt < <string 16> | username | default >

A AKav s ReflLCa~vy R 7 b aERTEET,

INT A= — string 16 — A HET 16 SLFLUNOFH LWARTIZ AN THZ LT, av
N7 T e BEETEET,
username — A~v Y R7arF  Eu /A ra—P—LLIZETLET,
default - T~ FFar 7 M)y FLET,

] R = I EBMET Y NDIRRa<wy REFITTEET,

L DHIFRIILL T O#E D T,

reset] A~ FRFTENDH L, KESNca~vry P77 MIKES
NTIRBEEZHERF L E9, 7272 L. lreset config/reset system] < K%
Eiranb L, a~vr Ra 7 MITHHMEEO AT —2U vy & E
R

K N— g

1.00.01 LLF%

G o~ R a7 M THL) ICEET 5120

#iconfig command_prompt HML

Command: config command_prompt HML

Success.

HML #

3.7.2 config greeting_message

H /Y a7 AN\ —2RELET,

&3 config greeting _message [ default ]

B RKa<wr R, a7 AN\ F—%2FELET,

INT A—H— default - default Z AT AL, NF—a<w RELHE L, NF—TTHEH

fiRFER E DN F—IZV By S ET,

NWh—xF ¢ X &< IZIE. Tconfig greeting message] =~ KD T,
Enter>%7 Vv LEY, fFlREZANL, NF—x7 4 XIS TND
avy REEAL T —Z2FRKRLET,

Quit without save: Ctrl+C
Save and quit: Ctrl+W
Move cursor: Left/Right/Up/Down
Delete line: Ctrl+D
Erase all setting: Ctrl+X
Reload original setting: Ctrl+L
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il BRI

EBET Y NDIRRa<wy REFITTEET,
DOHFRITLLT D@ Y T,

reset] A~ RNFATIND & BEINTAT —IIEE S NTREAHER:
LEd, 7272L. lreset config/reset system] T~ RNE[TEINhb L, &
B SN =X LIGHARRO AN —I2 )y b EhE T,

NP — DR EIL, 617480 LF/K1TTT, (1171280 LFTH6ITET),
Ctr1+W /X DRAMICAE T SN2\ F—Z{RFTH 72T T,  [save config/save
all] A~V REXAT LTI T vya A —IRFTILERD Y £7,
BIEN TOHEZNTY,

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1.00.01 LLF%

B ST — AR 512

ficonfig greeting message

Command: config greeting _message

Greeting Messages Editor

ApresialightGM124GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.06. 00

Copyright (C) 2014 Hitachi Metals Limited, Ltd. All rights reserved

<Function Key>

{Control Key>

Ctrl+C Quit without save left/right/

Ctrl+W Save and quit up/down Move cursor
Ctrl+D Delete line
Ctrl+X Erase all setting
Ctrl+L Reload original setting

3.7.3 show greeting _message

B AA y FICBIEREIN WD 7 A N —2 BB LU ET,

L show greeting_message

B! Ka<wr NI, A v FICBERESNTWD DR 7 A AT — 25
L,

INT R —H— 7L,

il R IH 3L,

K N—2 3

1.00. 01 LARE
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FERG]BE, RESNTWDa s A o —2B R 510X

#show greeting message

Command: show greeting message

ApresialightGM124GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1. 06. 00
Copyright (C) 2014 Hitachi Metals Limited, Ltd. All rights reserved
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3.8 2y rT7—VEHE (SNWP) o<k

ARAA v FiX, Simple Network Management Protocol (SNMP) X— g 1, 2 BLOW3 2V AR—F
LTWET, a2—F—F, SWMP D EDN—2 a2V TAL v FEERB LOHIET 2208 E X 7,
SNMP D 3 DD N— 5 %, BHAT—Ya b Xy NU—7 7 AR ET 28 %207 1 —

LU ) £,

S\MP X— g DX 2 VT 4 —HEBEIZLA T OROED TT,

SNMP /X FORIE S 1 Bl

— 3

g

vl a3 a=T 44— TS a3 2 =7 4 —CFFNEFRFECAE ) S 40 E 79— NoAuthNoPriv

v2c a3 2 =T 4 —3LFF IIa=7 4 ~X%§U ORI &40 E 97— NoAuthNoPriv

v3 a—W—4 :L~'H‘ ZOTFRREICAE F & 4uE 97— NoAuthNoPriv

v3 MD5 & 7= 1% SHA FRFEIX HMAC-MD5 & 7213 HMAC-SHA 7 /b2 ) X AZHESW T T
j’biﬁ‘— AuthNoPriv

v3 MD5 DES % 7-1% SHA DES | #87E(X HMAC-MD5 % 721% HMAC-SHA 7 /L =2 U X A2 HSNTITH

A FEd— AuthPriv
DES 56 v v ~iF5- )55 CBC-DES (DES-56) FEAEF KL |2 F-S T
BinsnEd

3.8.1create snmp user

HAY

L SNMP o —HF—Z{ER L. {ERE L7 SNMP 7 L — Al —HF —Z B L £,

3L

create snmp user <SNMP_name 32> <groupname 32> [ encrypted < by_password auth
<md5 <auth_password 8-16> | sha <auth_password 8-20> > priv < none | des
<priv_password 8-16> > | by_key auth < md5 <auth_key 32-32> | sha <auth_key
40-40> > priv < none | des <priv_key 32-32> > > ]

]

Ko<y RiE, B LSNP 2 —H—ZA{Ep L, R L7z S\NIP 7L — 7 1C 2 —H

—ZBMLET, SNWPIZLLTOEHEZRIEL T,

A=A Ny PREEFICEREIN TN &2 RFEL £77,

mﬁ SNMP A =V BNERNRBEE TN HETWHDENE D el L £,
FAb— REBEOEE LTI EIND Z L 2D, A=Y DONEIZA

7T T NEDNTET,

INT A—H —

<SNMP_name 32> — HF L\ SNMP = —— Z 35k Bl 3~ 2 Y- 955 32 SUT AN D44 il
{groupname 32> — 7 LU SNMP = —H — 235t AT S 45 SNMP 7 /v — 7 258515
2 M SR 32 ST LLN D4 i,

encrypted - SNMP Z i L7=38GED X A 7RI L 9, 2—H —|ZLAF Dk
RN TEET,

by_password - FRFEE 7T A N —DT2DIZ SNMP 22— —|Z/RA T — R & AS)9
HEDICERLET, NAU—FX, LAF T lauth_password] #$5ET 52 &
Lo TERSINET, ZoOFREHRELET,
wayf%ﬁk754ﬂy~@szmWnﬁ% b —% A7 2% &
IICERLET, F—Ii%, 16 EEXICKLVIE Eﬁ“é_é:_oto“c ERINET,
ZOHFREHEREL E7,
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INT A =L —

auth — SNMP 2 — W —Z383ET D - DIEH SN DBAET VIV X LD X A T %

BIRLET, LUTOBRBHY £,

md5 — HMAC-MD5-96 FRAE L~ LA FREL £T, md5 1L, LLIFDO 122 ANTH 2L
IZ&oT, FIENET,

<auth password 8-16> — "R A MIXT B3y FRZETEDLHI=—Y = b
ZRRAT 5 IO SN D AT 8~16 SUFH,

Cauth_key 32-32> = R A MIKTHTy FZETELLHI>ITZ—V = FER

IG5 T DI S 405 M 58 80F 32 SUF O AN & 16 EBUEACTA I L E T,

sha — HMAC-SHA-96 GEAE L~V & L £,

<auth password 8-20> — R A MIXT 57y FRZETELHLHI=—TV = b
ZERAIT DT I 405 M ST 8~20 SUF D ILFF,

{auth_key 40-40> — /R A MZHKTH T v MRZETEL LI TZ—TV 2 AR

A[G 5 T2 DI S5 A 55T 40 RO F— %m@@ﬁﬂflﬁbi#o

priv - priv (FXIA R —=)RXTFG A= —%BMNTHL, LVEVWEXRF2U T 4

— T DIZRBRET VT U A AIIMA T, B b b Al 7e 9, —HF— 3T
DOFRNTEET,

des - AT A—=F—ZBINTH L, 56 B FORFE(LD 2D DES-56 FEHED

RN AREE 720 £,

<priv_password 8-16> — IRA RN —V 2 MIEETHA v EBE—VONEEERE

T D 7o O I3 2 A ST 8~16 LT D ILFF,

<priv_key 32-32> — KA PN —TxV MIEET DA v =Y DONEZR 1L

T HIDITHEH SN D AT 32 LFOXF—% 16 EFHATAN LET,
none - AT A =X —%BINT5HE. BEALEITOER A,

il BRI

BHET T NDOHRRKaw s ReFEITTEET,

K/ N—2 g v

1. 00. 01 LLf%

fERE]: A A > F D SNMP 2 —H —ZAER T 5 12T

#create snmp user HML default encrypted by_password auth mdb knickerbockers priv none

Command: create snmp user HML default encrypted by_password auth md5 knickerbockers priv none

Success.

94/364




3.8.2 delete snmp user

H SNMP 7 /L—"7" %25 SNMP 2 —H—ZHIBR L, F 75t fHiT &7z SN 27 /0—
T HHIERLET,

1§ delete snmp user <SNMP_name 32>

BIC]] Aa< Rix, SWP Z/b—7035 SNWP —H—ZHIBR L. F72kboffi) S
72 SNMP 7L —7 L IR L £ 9,

INTA—=F— <SNMP_name 32> — HIBRE A% SNMP = —H — %3319 % 1 f4 #5507 32 SUFLA
N D SCF5,

il PRI BHET T NOBRAKRa~w L ReFITTEET,

KHG/N— 3 v 1.00.01 LLRE

G A A > FIZATIFHD SNMP =— P — Z HIfRd 5 121X

#idelete snmp user HML

Command: delete snmp user HML

Success.

3.8.3 show snmp user

H ) SNMP 7 /b—7" D —H—4 T — 7 LN D4 SNWP = —H— 2 [ ZBT 2 (K & 3%
RLET,

&3 show snmp user

Bs Ka<r Rix, S\NP 7 v—T7 D2 —% —4 7 — T /LND S\NP = —HF—4 (2
B oiFMmaR-LET,

INT A—H— 7L,

] PR =¥ I 7L,

X/ N— g 1.00. 01 LA

RG] A Ay FIZBHERE STV D SNP 22— — 2 TR 5121

#ishow snmp user

Command: show snmp user

Username Group Name SNMP Version Auth-Protocol PrivProtocol

initial initial V3 None None

Total Entries: 1
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3.8.4 create snmp view

ERD) MIBAZ7 =7 b SNP v F—T % —DT7 7B AZHIRT D702, 23 =
=T 4 —XTFINCE 2 —% B B TET,

1§ create snmp view <view_name 32> <oid> view_type < included | excluded >

A AKa<wy RiE, MIBA7 Y =2 &SNP w3 —V % —D7 7 A %HIRT 5
DI, a3l a=T 4 =TI 2—FED Y TES,

INTG A =S — view_name 32> — fEE &5 SNMP B = — Z k04 5 A3t s 32 UL
DILFH,
oid> — S\P v R —V v —|Z K> TT 7 B AR TH LA BT S
H2A7V=r bV U—WMBY U =) EZBHT o472 kD,
view type - U FDOE 2—H A TR LFET,
included = S\NP ¥ %=V ¥ —NT VB ATE LA T V=7 hDUARMNIZD
FTVx I NeEOET,
excluded - S\NNP ¥ % — V% —MNT VB ATEELT7 V=27 OV A IMBHZ
DATxl MR LET,

] PR =5 I BEHET T NOHRKRav REFITTEET,

I

1.00. 01 LAR%

5 F1 - SNMP & = — & AR 5 121X

ficreate snmp view HML 1.3.6 view_type included

Command: create snmp view HML 1.3.6 view_type included

Success.

3.8.5 delete snmp view

B AA  FAITHERRE D SWP B2 —=x > U —ZHlR L ET,
&3 delete snmp view <view_name 32> < all | <oid> >
A Ka<wr Rid, AA v FITERFEAD SNWP E2—x 0 MU —Z2 BB LET,
INTGA—H— <view_name 32> — TERLEAUD SNMP b = — 25kl 2 M 55305 32 ST LI
DT,
all — HIFRT 2 AA v F D SNWP B 2—F_RTEEFEELET,
oid> — AL v FBHIRENEZ AT V27 PV U —MIB Y Y —) Ziksld 5
A7 =7 b ID,
| PR ST EET H Y NORARKaw REFITTCXET,

K N— 3

1.00. 01 LAR%
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] 3R BB 72D SNP E = — % A A F S HIRT B2

fidelete snmp view HML all

Command: delete snmp view HML all

Success.

3.8.6 show snmp view

H Y AA  FANERRF D SWP B 2 —%FRLET,

&S show snmp view [ <view_name 32> ]

B Ka<wr Rix, A v FIERFEASD SNWP B 2—x 2 b —&2FrR LET,

INT A—=H— view_name 32> — FREND SNMP B = —Z k54 2 H 5505 32 LN
DILFH,

il PR = 1H 72 L,

X N— g v 1.00. 01 LA

B SNMP B 2 —fRE A Fornd BI12iE

#ishow snmp view

Command: show snmp view

Vacm View Table Settings

View Name Subtree View Type
restricted 1.3.6.1.2. 1. 1 Included
restricted 1.3.6.1.2. 1. 11 Included
restricted 1.3.6.1.6.3.10. 2. 1 Included
restricted 1.3.6.1.6.3.11.2. 1 Included
restricted 1.3.6.1.6.3.15. 1. 1 Included
CommunityView 1 Included
CommunityView 1.3.6.1.6.3 Excluded
CommunityView 1.3.6.1.6.3.1 Included

Total Entries : 8
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3.8.7 create snmp community

H A

S\MP v —Y ¢ —,o—2x v b EORBEREERT HDICSNMP 2 2 =7 ¢
—DOXFINEERLET, 2 2a=T 4 —XFHX, A vF EOZ—T
DT 7B AEATIBEDO/RAT — RO X 5 7etkBl 2 LET, LUTOREIL=
R a=T A —XTFANCHIST TE T,

SNWP 2R 2 =F 4 —IZT7 VB AR S MIB AT V=7 OV Ty N ER
4% MIB B = —,

SN\MP 2 R 2 =7 4 —IZT7 7 B RAA[RERMIBA 7 ¥ = 7 MZIX, [read_write] (ft
HEEAIRE) F720F Tread_only] (FEAHLOAR) L3 £,

3L

create snmp community <community_string 32> view <view_name 32> < read_only

| read_write >

]

ARawy RiE, SWMP 2 2 =7 4 —XFFNEER L, 203 a2=7 4 —3F
N7 7 AHIR AT O SCFFNZED B CTET

INTA—=H—

{community_string 32> — SNMP 2 X = =7 4 — D A L \—%3BIT 5 32 L7 F
TONAEECTFH, ZOXFHNE, VE—FDSNP v X —T v —H A
FDSNMP T — = RNOMIB ATV =7 MIT 7B AT HERIC/AAT— R
DEHITHEHLET,

view <view name 32> — UE—FSNMP v % —V % —WBAA v FIZT VAT
HMIBAT Y= hOTN—TOFBNAEH S D 32 LFE TOYAHRE LT
5,

read_only — Ka~< RTEMINZaI 2 =7 4 —XFH&EH L. SN\MP =
ST A —DAUNR—FTAAL v TFOMBar T oY EFHIHLOLTEET,
read_write— RKa~ > FTIERINZa I 2 =7 ¢ —3FF|&EH L. S\MP =
ST 4= AR FAAL v TFDOMIB a LT Y EHAEETEET,

il BRI

FHET AV FOAKax FeRTTEET,

KN—V 3

1.00. 01 LAR%

FEABISNP 2 X = =7 ¢ —3CF4 [IML) Z{ERT 2121

ficreate snmp community HML view ReadView read_write

Command: create snmp community HML view ReadView read_write

Success.

#

0 T ERORERECENTIL. 93174 —&A—BT 327D NP 7%
S r—HENT I EAMNET SN ET, NP #EE %A LA MBS . delete snmp
community SREZTHEOSVENHY FT,
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3.8.8 delete snmp community

H 1 AA T INHRFED SN\P 2 X 2 =7 4 — X FHZHIFR L ET,

&L delete snmp community <community_string 32>

BIC]] AKa<r Rit, AL v FDBERFEHLD SNWP 22 2 =7 4 — X TFHEHIBRL
ENR

INT A—H— {community_string 32> — SNMP 22 X =2 =T 4 — D X U NZ B35 32 5 E
TOYAFEH LTS, ZOLFINE, VE—FDSNP v R —T % —2, AA
vFDSNMP === NNDOMIBAT V=V NMIT 7 BATHEEICNAT —
FOXIITHHLES,

] PR =5 I BHET T hDOHRARa~w s ReFITTEET,

K/ N— 3

1.00. 01 LAR%

FEABISNP 2 2 =2 =7 ¢ —3CF4 [IML) ZHIBRT 5121

fidelete snmp community HML

Command: delete snmp community HML

Success.

3.8.9 show snmp community

EL:) AA Y FICRESNTND NP 2 2 =7 4 —XFHNERRLET,

&3 show snmp community [ <community_string 32> ]

B! Ka<wy RiE, A vy FICREIN TS SNP 2 2 =2 =7 ¢ —LFFN & FR
LET,

INT A—H— {community_string 32> — SNMP 2 X =2 =7 4 — D X U NZ B35 32 5 F
TOATE LTI, ZOXFHNE, VE— DO SNWP v F—TV v —», A
AYFDOSNP === NNOMIBA TV =2 MIT 7 EATHERIT/ AT
—FOEIITHALETS,

] PR =¥ I 7L,

KIEN— g

1.00. 01 LAR%
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FERGEBAEAS LT S\WP 22 2 = =T f — X FH 2 FRT BHI201E

#ishow snmp community

Command: show snmp community

SNMP Community Table

Community Name View Name
private CommunityView
public CommunityView
HML ReadView

Access Right
read_write
read_only

read_write

Total Entries: 3

3.8.10 config snmp enginelD

H i AA v FDSNP =2 P DOFAIF R E L7,

S config snmp enginelD <snmp_enginelID 10-64>

B Ka<r RiEx, AL v T DOSNP =2 2 Ol %2 E L ET,

INT A —H— <{snmp_enginelD 10-64> — A A v F @ SNMP = 2 ZIRET A LA FED
CFF,

i) [R5 I HHET WU NOIBHARa~ L REFETTEET,

K= g v 1. 00. 01 LA

B 2 A > F D SNMP enginelD (Z 0035636666 % fF5.9 521X

ficonfig snmp enginelD 0035636666
Command: config snmp enginelID 0035636666

Success.

3.8.11 show snmp enginelD

H /Y AA wF D SNMP =P DRI F-ZFoms LET,

&3 show snmp enginelD

B AKa<r Rid, AL v FOSNP =P O F2FRLET,
INT A= — 7L,

] PR =5 I 2L,

K N— g v 1.00. 01 LARE
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fERF: 2 A~ F D SNWMP enginelD ZF 4 5I11%

#tishow snmp enginelD

Command: show snmp enginelD

SNMP Engine ID : 80000116030040664599a6

3.8.12 create snmp group

HHY HLUWSNMP Z—7 %7213 SNWP B 2 —IZ SN e —H —A <~ v B /45T
— 7 IVEAERR L E T,
I3y create snmp group <groupname 32> < vl | v2¢ | v3 < noauth_nopriv |

auth_nopriv | auth_priv > > < read_view <view_name 32> | write_view

<view_name 32> | notify_view <view_name 32> >

B ARKa<2 R SNMP B2 —IZ S\WP 2—H ' —%~ v B 758 LU SNMP 7L
—FEIIT TNV ERR L E T,
INT A=K — {groupname 32> — ¥ LV SNMP = — P — N5 hifT i &b SN\MP 7L — 7 % 5%

B9 2 KT 32 SCTFLAN D4 Hil,

vl - SN\NMP R—2 g U 1 2T 25 GICfRE L E3,  Simple Network
Management Protocol (SNMP) N— g > 11d, T=X T A2 FEREHIEIRy FU
— I TN AT D3y NI EFH T 1 ha L TT,

v2c- SNMP N—2 g 2 2T 58I CfRELE T, SNWP v2e ld, Ry b
=<3V Ay NMEMAERIIZERE LT, Bk LET, SMI (Structure of
Management Information) BILUEF 2 VU F ¢ —tpEICBWTHIL SN TV E
7

v3 - SN\WP X— = 3 AT LGAICHEELE T, S\WP v3 X, *v hY
— 7 ECRAEE N v FORESLEHT 22 L2 0 T A~DRRR
T eAERMLUET, SNMP v3LLFDO/NT A —F—ZiBILET,

Ay —=VORE- Ty RREETIZEEIN T RN EERFELE T,
FRE— SNMP A B — U BHENREE TN LR TNDNE I 1l LE T,
B b— RBFEDOEETTICBREIND Z L2 <Tm0Ic, A vBE—VORRIC
AT TN ENTET,

noauth_nopriv — A4 v F L UV E—k SNMP v 32— ¥ —[HIIZIEEIN B 7
v MITFFT bbb H 0 £H A,

auth_nopriv — AA v F L U FE— | SNP v % — 3 ¥ —[EIITELERI M B T
D, EEART Y MR ESRIZH D AL

auth_priv — AA v F & UE— k SNMP ¥ % — v —[BICILEREF & B3 v

k OBF AL HE T,

read_view - YERR & 472 SN\MP 7 /b—7 73, SNWP A v — VA ERT DA
RELET,

write view - ERK X472 SNMP 7 /L— |0, EXIALME LB 5558 FFE
LET,

notify_view— fER S 372 SNMP Z/L—7 78, AA v F D SNMP =— = > R T
Ko TAERSNIZSNP T v T RA =52 GT 25A8ICHEELET,
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INT A —H— view <view name 32> — UFE— K SNMP v % — % —PDAA v FIZT 7 EAT
XHMBAT V=7 FOTV—TDOABNAEH 5 32 SUFF TO AT

T4,
Hill PR =T BHET W NDORRa~ REFTTEET,
X/ N— g 1.00. 01 LI

fEAF:SNMP 7 v—74% THML] Z1ERd 5121

ficreate snmp group HML v3 noauth_nopriv read_view vl write_view vl notify_view vl

Command: create snmp group HML v3 noauth_nopriv read_view vl write_view vl notify_view vl

Success.

3.8.13 delete snmp group

H i1 AA TN SNP 7V —T IR L ET,

S delete snmp group <groupname 32>

B! AKa<r Rix, AL v F06 S\WP 7/ v—FZHIR L £9,

INTG A—H— {groupname 32> — H L) SNMP — W —3 % IinfFiF S b SNIP 70— 7 % 3k
B9 2 AT 32 SCTFLAPN D4 il

i) [R5 I THET W NOIBhRa~ L REFETTEET,

KR — g v 1. 00. 01 LA

ERE: THML] & W9 4RO SNMP 7 v — 7 2 B4 5120

fidelete snmp group HML
Command: delete snmp group HML

Success.

3.8.14 show snmp groups

H 1 AA v FICHERESN TS SN\ V=T DI N—T 45 F R LET, =
72 B N—T0xX2 )T 4 —FT N/ LNV EBIORAT—H A EFRLE
7

&3 show snmp groups

B Ko<y N, AL v FICHERESNTND S\NP ZV—T D7 )V— T4 % 5
RLET, Fh ZEIN—T0eX2 )T 4 =T/ LIV BIORAT—X
AR LET,

INT A—H— L,

il BRI 2L,

K N— g v 1.00. 01 LARE
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FERG: 2 A > FICHAERTE SN TS SNMP 7 L—F 2 KR4 5HI121%

#ishow snmp groups
Command: show snmp groups

Vacm Access Table Settings

Group Name . Group3
ReadView Name ! ReadView
WriteView Name D WriteView
Notify View Name : NotifyView
Security Model : SNMPv3
Security Level : NoAuthNoPriv
Group Name . Group4
ReadView Name ! ReadView
WriteView Name : WriteView
Notify View Name : NotifyView
Security Model : SNMPv3
Security Level : authNoPriv
Group Name . Groupb
ReadView Name : ReadView
WriteView Name D WriteView
Notify View Name : NotifyView
Security Model © SNMPv3
Security Level : authNoPriv
Group Name : initial
ReadView Name ! restricted
WriteView Name

Notify View Name : restricted
Security Model : SNMPv3
Security Level : NoAuthNoPriv
Group Name : ReadGroup
ReadView Name : CommunityView
WriteView Name

Notify View Name : CommunityView
Security Model : SNMPv1
Security Level . NoAuthNoPriv

Total Entries: 5
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3.8.15 create snmp host

H AA T OSNMP =—Y = MIE->THERSIND S\WP k7 v 7 OEELEE
L ET,

1§ create snmp < host <ipaddr> > < vl | v2¢ | v3 < noauth_nopriv | auth_nopriv
| auth_priv > <auth_string 32>

B! AKa<wr RiE, AA v FDOSNMP =— x> ML TEREND SNP R T v
T OEGIEVER L E T,

INTGA—H— <ipaddr> - S\MP k7 v 7 OEFEHL IP T KL A,
vl - SN\WP X—T 3 > 1 2T D58 iEELE T,
v2c- SNMP /X— 2> 2¢ T 2HAICHEEL T,
v3 - S\MP N— 3 U3 T AGEICHELET, SNWP v3 11X, Ry Y
— 7 ECRAEE N v FORE S EHT 22 LI 0 | T/, A~DRRT
T RAERMLET, SNMP v3LLFO/NRT A—F—%BMLET,
A=V ORE- Ny EREEHFICERE SN TN RN L2 RFEL E T,
FRRE— SNMP A w2 — U NHEBNREE LN R TND N E S E il L E T,
5 b— RBFEDEETICBREND Z L 2Bi<T0IC, A vE—YDONEIZ
20T TN ENTET,
noauth_nopriv - AA v F &L UFE—h SNMP v~ 32— ¥ —[HICERE EN D37
> MIFRFEL RS L BITVER A,
auth_nopriv - AA v F & U E— F SNMP v 3 — ¥ ¥ —MNITERFEII L E T
2, EEAT Y IR BRI TV ERE A
auth_priv - A4 v F LU F—h SNWP v % — V¥ —MBLOEE 7 v M
FRRIE & HF LSBT,
Cauth_string 32> - AA v FDOSNP =—2 = b7 7B AT AH=0HIC
UE— b SNWP v 32— ¥ —ZBaE9 5 A U4,

il PR 2 BHET HU v hOIRRa~ REFITTEET,

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1.00.01 LLF%E

EFB:SNMP A v t—T %5259 5 SNMP s A k2B 512X

ficreate snmp host 10.48.74.100 v3 auth_priv public

Command: create snmp host 10.48. 74. 100 v3 auth_priv public

Success.
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3.8.16 delete snmp host

H AA T OSNMP =— = MZE > THERIIND SN\IP kT v T OEE % H
L ET,

3L delete snmp < host <ipaddr> >

BIC]] RKa< R, A4 v FOSNMP =—2 = Mo TEBREND SN\P kT v
T DEEREHIRLE T,

NG RA—H— ipaddr> - SN\MP 7 v 7 OEER IP 7 KL A,

] [R5 I HHET Wy NOIBHRa~ L REFETTEET,

S/ N—2 g v

1. 00. 01 LLf%

EAFI:SNMP 7R A b b U —ZHIBRT5121%

fidelete snmp host 10.48.74. 100
Command: delete snmp host 10.48. 74. 100

Success.

3.8.17 show snmp host

H /Y AA Y FDSNMP=—T = MIE S THEMRIND SNP kT v FOEETEER
RLUET,

3L show snmp host [ <ipaddr> ]

=50 AKa< Rt A4 v FOSNMP =— =0 Mo TEMREND SNP T v
TORGBRELTHRESNEZVE—FSNWP X —V ¥y —DIPT7 RLAB LW
REHRAEFR T LET,

INT A=K — dipaddr> — SN\MP 7 v 7OFER TP 7 KL A,

] PR =¥ I 2L,

K/ N— 3

1.00. 01 LAR%

BRI 2 A v Fic

BUERE S TS SNMP 8 2 N & ForT 5121

#tishow snmp host

Command: show snmp host

SNMP Host Table
Host IP Address

SNMP Version Community Name / SNMPv3 User Name

10. 48.76. 23
10. 48. 74. 100

Total Entries

V3 noauthnopriv initial
Ve public

D2
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3.8.18 create trusted_host

H 1) F T ARKANEERRLET,

&L create trusted_host < <ipaddr> | network <network_ address> >

A Aa<wRix, FT7ARFANEERLET, 10HETOIP T KL AH SNMP
F72ld Telnet R—ADEFEHY 7 N = TR TAAL v F 2 EFHTH LN T
XFET, INODIPT RLAEF, RV A MVIANIZFTET DXL ERH D
F9, IPT FULAREESINRWEGS, 2—F—Pa—F LB L0 Y
— REH->TWVWTH, FOIPT RLANLH AL v F~DT 7B AL TEE
A,

RT A=K — Cipaddr> — f§E L7 IP 7 RLAD R T A B A R E{ERLET,
<network_address> — fEERENA T A RKAMDIPT KL AE Xy T —
7,

il BRI BHET T OB ARaT REFITTEET,

K/ N— 3

1.00. 01 LAR%

ERB: b F A RA A N EIERT D20

ficreate trusted_host 10.48.74.121
Command: create trusted_host 10.48.74.121

Success.

AP F T A FRA MRy FU =7 ZERT 51213

ficreate trusted_host network 10.48.0.0/16
Command: create trusted_host network 10.48.0.0/16

Success.
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3.8.19 delete trusted_host

H i F30 lTcreate trusted host] @2~> R CIERLZZ NI A MESA P Y —
ZHIFR L ET,

S delete trusted _host < ipaddr <ipaddr> | network <network_address> | all
>

A AKa<r Rix, kB lcreate trusted_host] Z~> RTIEE L7 F T A ks
A bz R —ZHAIBRLET,

IR A B <ipaddr> — hFARKARDIPT KL 2,
<network_address> - NZ7 A MFxy NTU—7 DRy NU—7 7T RL A,
all - FZA KA POTRTHHIRENET,

il BRI BHET WO NDOBRKRa~ L REeFITTEET,

KIEN— g

1.00. 01 LARE

fHERF:IP 7 R A2 110.48.74.121] O N7 A MARA MZHIBRT 512X

fidelete trusted_host ipaddr 10.48.74.121
Command: delete trusted_host ipaddr 10.48. 74.121

Success.

ERB: %>y hT—27 7 R A 110.62.0.0/16)] O F T A MFKA MRy FU—27 ZHIBRT 5120%

ftdelete trusted_host network 10.62.0.0/16
Command: delete trusted host network 10.62.0.0/16

Success.

G R A PARRA Py U —ZHIBRT 2121

fidelete trusted_host all
Command: delete trusted_host all

Success.
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3.8.20 show trusted_host

H i [create trusted host] T2~ RTCAAL v FI/FEKR LT R T A RKARDY
A bR LET,

3L show trusted_host

S BH ARa<> RiX, lereate trusted_host] @~ RTAA v FIM/EHK L= h T A
FARA MDY R MEFRRLET,

INTA—=H— A O

] R = I BEHET T NOHRRav REFITTEET,

Xt/ N— g v 1. 00. 01 LA

FRF : T AREARNDY A NEFRRT HITIE

fishow trusted_host

Command: show trusted_host

Management Stations

TP Address/Netmask

10. 53. 13.94/32

Total Entries: 1
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3.8.21 enable snmp

HAY

SN\MP k7 v 72/ LET,

3L

enable snmp < authenticate_traps | linkchange_ traps | traps |

login_trap | login_fail_trap | logout_trap >

B!

Ka<wr RiF, AL vFOSNP T v 2N LET,

IRT AL —

authenticate_traps - SNMPERAE N T v 72 H I L E T,
linkchange_traps - SNMP U 27 F =V T v 72 HLET,

traps - SNWP T v ZEH L ET,

login_trap - SN\NMP a2 7' A4 > T v FZ/BIMLFET,

login_fail trap - S\WMP B2/ A > 7 =AW T v FEAHIZLET,
logout_trap - SN\N\P 277 h T v 7 ZHIMILET,

nyAy. vl TN, el AT A NDIFED T v S IE, 1,03 LIET
PAR—hEINET,

il R IH

FHET AV FOHAKax s FeFITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LI

FER: A A > F D SNP kT v FEENTT AT

ftenable snmp traps

Command: enable snmp traps

Success.

ERE: AL > FOSNP Vo 7 F =y hTy P R—NEHDT AT

ftenable snmp linkchange_traps

Command: enable snmp linkchange_traps

Success.

il JH 5 - SNMP Z8GE k7 » AR — FEFARICT DI12iF

ftenable snmp authenticate_traps

Command: enable snmp authenticate_traps

Success.
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3.8.22 disable snmp

HAY

AA v F O SNP FT v T EMEGIZ L ET,

3L

disable snmp < authenticate_traps | linkchange_traps | traps |

login_ trap | login_fail_trap | logout_trap >

B!

AKax FiE, A4y TFDOSNP 7 v FEHHLET,

IRT AL —

authenticate_traps - SNMP 383E b 7 v 7 & MEZhiZ L F 9,
linkchange_traps - SNMP U o7 F =V T v 72 HH L E£9,

traps - SNWP T v FE BT L ET,

login_trap - S\NMP 2 7' A > ~ T v S8 L E T,

login_fail trap - S\WMP 22/ A > 7 = A )V T v FEHHIZLE T,
logout_trap - SN\NMP 277 h b7 v 728 LET,

nyAy. vl TN, el AT A NDIFED T v S IE, 1.03 LIET
PAR— S ET,

il R IH

FHET AV FOHRKax s FeRITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LI

{5 F 51 : SNMP 58GIE & 7~ 7 & BZh 23 H 121X

ttdisable snmp authenticate_traps

Command: disable snmp authenticate_traps

Success.

ERFISN\NP U o 7 F =P b Ty P ERENCT HITIE

#tdisable snmp linkchange_traps

Command: disable snmp linkchange_traps

Success.

EFAGI:SNMP b T v T DAL v F D DOREZERITIE

ttdisable snmp traps

Command: disable snmp traps

Success.
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3.8.23 config snmp |inkchange_traps ports

H i) Vo7 F2 YV N7y 7ORGHIEZRELET,

I3y config snmp linkchange_traps ports < all | <portlist> > < enable | disable
>

BIC]] RKa<wr RN, Vo7 Tz Vb7 7OREREERELET, HEHR— D
EIZRRIEFHE T,

INTG A =S — all - +_XTOR—FERELET,
<portlist> — N— MEMHAZFREL 7,
enable - ZOR—FDV L 7 F 2 T v T7OEEEENCLET,
disable - ZOR—=bDY I F 2V T v TOREEZTHCLET,

il BRI EHET WY NDORAKRa~ L REFITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LI

ERFAR— R I~4DSN\NP V> 7 F P NIy R — 2R ETAHITT

ficonfig snmp linkchange_traps ports 1-4 enable

Command: config snmp linkchange_traps ports 1-4 enable

Success.

3.8.24 show snmp traps

H AA v FDSNWP b T v T R—-FEFTRLET,

1§ show snmp traps [ linkchange_traps [ ports <portlist> ] ]

GILs Rawy R, A v FICBIERE LSNP b7 v 7 R— hAT—4 2%
HZRLET,
nJA4y vl 7 N a4 T2 ANDIFEDNT v T AT —H A1X1.03
DT AR—hSnET,

INT A—H— linkchange_traps - BIEDSNMP UV > 7/ F =2V N T v AT —H AR R L
*7,
<portlist> -SNMP 7 v 7 H R — hZFRT LR - DU X FEEELET,

] PR =5 I 7L,

K/ N— g v

1. 00. 01 LLf%
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FERE:BAED SNMP R 7 v 7R — h&a2RT5120%

#ishow snmp traps

Command: show snmp traps

SNMP Trap . Enabled
Authenticate Traps : Enabled
Linkchange Traps . Enabled
Login Trap : Disabled
Logout Trap : Disabled
Login Fail Trap . Disabled
#

EREBIEDY) 7 F P SNMP F T v T AT —Z ZA BB 51201%

#ishow snmp traps linkchange_traps

Command: show snmp traps linkchange_traps

Linkchange Traps : Enabled
Port 1: Enabled
Port : Enabled
Port 3: Enabled
Port : Enabled
Port : Enabled
Port 6: Enabled
Port : Enabled
Port : Enabled
Port 9: Enabled
Port : Enabled
Port : Enabled
Port 12: Enabled
Port : Enabled
Port : Enabled
Port 15: Enabled
Port : Enabled
Port : Enabled
Port 18: Enabled
Port : Enabled
Port : Enabled
Port 21: Enabled

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

© 00 N O O1 B~ W DN

N — = = = = = =
S O 0 N O O W NN = O
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3.8.25 config snmp system_contact

H i) AA y FoEHT D H N EL AT LET,

X config snmp system_contact [ <sw_contact> ]

BIC]] Kawr R, A v FEERT 2K S E 238013 272 OIC4RTB LY
FLIIMOEREATLES, K128 LFEHEHTEET,

INT A= H— {sw_contact> — fx K 128 XL CTX E3, EEHYEZIEE L 2WIEE
¥, NULL 2l T& £,

il BRI EHET WY DORAKRa~ L REFITTEET,

S/ N—2 g v

1. 00. 01 LI

FEFRB: A A~ T OB FIZ THML) Z23%ET HI121E

ficonfig snmp system_contact HML

Command: config snmp system_contact HML

Success.

3.8.26 config snmp system_location

H /Y AA v FORRESFTOMHE AT LET,

S config snmp system location [ <sw_location> ]

BIC]] Kavy Rix, A v TFOREGFTORPE AT LET, HK 128 LF41H
MT&EET,

INT A=Y — <sw_location> — Fe R 128 LFAMMPTE LT, HTEZHE LRWIEEIL,
NULL ZfEf T& £,

] PR =5 I BHET D NDRRaw L REFITTEET,

X/ N—2 g v

1.00.01 LLF%E

ERB]: TBF] DAL v F &2 T T 521X

ficonfig snmp system_location 5F

Command: config snmp system_location 5F

Success.
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3.8.27 config snmp system_name

H i) AA  FOXFZRELET,

L config snmp system_name [ <{sw_name> ]

B! Zoavwr RiE, A v FOLARIEZRELET,

INT A—H— {sw_name> — fx K 128 XFEMHEHTEET, ARIZIHELRWGAIL, NULL
A TEET,

] PR =5 I BEHET T NOHRKRav REFITTEET,

XhaN— g v 1. 00. 01 VAR

fE A TApresialightGM124GT-SS| DA A v F4 5 ET HITIE

ficonfig snmp system_name ApresialightGM124GT-SS
Command: config snmp system_name ApresialightGM124GT-SS

Success.

3.8.28 enable rmon

EL:B) AA > F O RMON ZH 9 LET,

L enable rmon

BIC]] RKa<r Rix, Ti® [disable rmon] 2~y REKIZHEH LT, A1 vF
DY E—hE=F1 27 RMON) ZAHL) - B LET,

INT A=K — 72 L,

] PR =¥ I BHET DT FORARKaw s REFITTEET,

X/ N— g 1.00. 01 DA%

i : RMON & 5029 5 121X

#tenable rmon

Command: enable rmon

Success.
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3.8.29 disable rmon

H AA > F O RMON # fEZhIZ L E T,

X disable rmon

A Ka< NiL, EFO® enable rmon 2~ REHLIZEH LT, AL vFDY
E—FE=X U7 (RMON) ZHZ - T LET,

INT A =L — 2L,

I BRI BHET T hOIBAa s REFITTEET,

S A= g v 1.00. 01 LAR%

i F1 : RMON % #0129 5 12 1%

fdisable rmon

Command: disable rmon

Success.
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3.9 Ry rI—HEHRaTUF
3.9.1 show packet ports

HI AA y FWEZAE LIo Ty M 2FeHERER T LET,

L show packet ports <portlist>

it <portlist> THE SNTAR— K T LICEZ(E SN T > MCET S
WmELRLET,

INTA—=H— <portlist> — AT HAHR— FMFELITA— ML ELE7,

il B < FE 72 Lo

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LI

B R—F 2 D87y MEHE#REFRT T 5123

#ishow packet ports 2

Command: show packet ports 2

Port Number : 2

Frame Size Frame Counts Frames/sec Frame Type Total Total/sec
64 0 0 RX Bytes
65-127 0 0 RX Frames
128-255 0 0

256-511 0 0 TX Bytes
512-1023 0 0 TX Frames
1024-1518 0 0

Unicast RX 0 0

Multicast RX O 0

Broadcast RX 0 0

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.9.2 show error ports

Hi WN— MEOT T —iFHEREZFR LET,

&3 show error ports <portlist>

GILs Kawy R, A vy FREER— M LTEE L, 7y b= T —Hat
HHEFRRLET,

NI A= — <portlist> — FRT DA — FEIIA— MEHZHEE L ET,

il PR < FE 2L,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%
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B AR— T 3 Dx T —fEtE#RAFRTT 51T

#ishow error ports 3

Command: show error ports 3

Port Number :

CRC Error
Undersize
Oversize
Fragment
Jabber
Drop Pkts

3

RX Frames TX Frames
0 Excessive Deferral 0
0 CRC Error 0
0 Late Collision 0
0 Excessive Collision 0
0 Single Collision 0
0 0

Collision

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.9.3 config utilization notify

Hi EED CPUB LA E VI REEERELRELE T,

S config utilization notify <cpu | dram> [state<enable | disable>] | threshold
<20-100> | [polling interval <10-300> | trap_state <enable | disable> |
log_state <enable | disable>]

5B Kawr RiE, ZEEO CPUB IO E D EHR@BMEZRE L ET,

CPU&DRAM fii i3 R =t~ > R, CPU 35 JLUY DRAM O AR A8 % &8 1A I BE 45
L2 LI VEERELAER LGS, /7R T vy I L ) a— Y — B
THOBERETT,

INT A= — <cpu | dram> - fEFISR@ERELFET L ET,
state<enable | disable> - BIEDEARA AR E 2 ITMEHTHRE L E T
threshold <20-100> - @19 %56 ORfEZ 20%0> 5 100%DFiPH THE L £,
Z OBl E B 2 72 ¥54 . “OVERLOADING utilization status”®w Z&H L E9,
o, BEAZBEIREBASEE L W /NS < 7mo7 56 “NORMAL utilization
status"On 72 LET, 774 /b MEIT 1006T
polling interval <10-300> — BHMEDE A Z 10 #7225 300 B THE L £,
77 v M 60 BT,
trap_state <enable | disable> - BEZBZ7-HED SNMP ~ 7~ 7H &2 H%)
FRIFEHTIRELE T, T 7 4V MEIZHES) (disable) TT,
log_state <enable | disable> - BfEZHBXT-HADY AT Lu /M1 E2HE
S TRELET, 7 7 4V MEIFAS) (enable) TH,

il PR = 2H EHET WO POBRa~x L FEFITTEET,

K/ N— 3

1. 03. 00 LAR%
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fER]: CPU {3 FH =@ 0 2 BME 100%, A—VU > ZTEkg 10 B TRET 512X

#iconfig utilization notify cpu threshold 100 polling interval 10
Command: config utilization notify cpu threshold 100 polling interval 10

Success.

3.9.4 clear utilization

H#Y HE1E > CPU 35 J O DRAM B et il a 7 UV 7 LE T,

3L clear <cpu | dram>

= Ao R, #EO CPU I O DRAM i SR #EdHEH A2 27 V7 LET,
INTA—=H— <cpu | dram> - 7 U7 F A HEHREHEREIEE L T

cpu - CPUSEARIZBET A1E#REZ VT LET,
dram - DRAM fEH=RICEA D 1EH%E= 27 V7 LE T,

il BRI FHET WU MDOHRAKRa~< L REFATTEET,

S S— 3> | 1.03.00 LA

B CPU A RHEHE#RE 7 U 74 5113

ticlear utilization cpu

Command: clear utilization cpu

Success.

3.9.5 show utilization

HHY UT NG A NTHHRREHERE RS LET,

&3 show utilization < cpu | dram | flash | ports [ <portlist> ] >
a1 RKavwr Rix, VIV EA LNTAA v FOEHFEFEHTRE R T L ET,
INT A—H— cpu - AA v FOBUED CPUMEAREFRLET,

dram - AA v FOHIED DRAM FHREZFR L ET,
flash - A4 v FOBIED T 7 v afflHF LR R LET,
ports - AA v FOBEDOR— MEFAEREFRLET,
<portlist> — #rTHAR— MGHEZIEE L £7,

il BRI L,

S N— g o 1.00. 01 LA
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i 5 BIAE D CPUE A2 RRT H121%

#ishow utilization cpu

Command: show utilization cpu

CPU Utilization :

Five Seconds — 3% One Minute - 2% Five Minutes — 5%

Maximum - 27 % Minimum - 0%

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

filt F 31 - BIAE D DRAM Al FH R A FoR” 3 51213

fishow utilization dram

Command: show utilization dram

DRAM Utilization :

Total DRAM : 131,072 KB
Used DRAM : 68, 586 KB
Utilization 52 %

Utilization(max) : 52 %
Utilization(min) : 52 %

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

ERPLBEDT T v a A® Y —MHRERRT LHITT

fishow utilization flash

Command: show utilization flash

FLASH Memory Utilization :

Total FLASH . 16, 384 KB
Used FLASH 7,371 KB
Utilization D 44%

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

119/364




B AN — MERR 2R DI

#ishow utilization ports

Command: show utilization ports

Port TX/sec RX/sec  Util Port TX/sec RX/sec  Util
1 148810 148810 100 22
2 148810 148810 100 23
3 0 148810 50 24
4 0 0 0
5 0 0 0
6 0 0 0
7 0 37 1
8 0 0 0
9 0 0 0
10 0 0 0
11 36 0 1
12 0 0 0
13 0 0 0
14 0 0 0
15 0 0 0
16 0 0 0
17 0 0 0
18 0 0 0
19 0 0 0
20 0 0 0
21 0 0 0

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

0 TX/sec. RX/sec MBI packet/sec TY .
Util [ TX/sec, RX/sec TNZENDHRKEREL— MM T HEIEZHZRA00& L.
BitEEZRTRLZET,
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3.9.6 show utilization notify

H 1 CPU 3 & U DRAM fifi  Rid@ MR RE D kB A KR L E T,
&L show utilization notify <cpu | dram>
B Az~ RiX, CPU 3 LU DRAM fE FH =l A RE DX E & R LE T,
RT A=K — cpu - CPU i =@ AFERE IR T 2R EIREZ RN L 7,
dram - DRAM ffi =@ EiERE IC BT o kB A RN L £ 7,
il BRI 2L,

KIEN— g

1. 03. 00 LAR%

A5 8] - BAAE 0> CPU il SR IEABRRE DR E &2 R 9 5 1213

#ishow utilization notify cpu

Command: show utilization notify

cpu

CPU Utilization Notify Information

Current Status : NORMAL
State : Enabled
Threshold : 100%
Polling Interval : 10 sec
Trap State : Disabled
Log State . Enabled
#

3.9.7 clear counters

EED AA v F ORI T B E 7 VT LET,

1§ clear counters [ ports <portlist> ]

B! RKa<wy RI, AL v TFWMERT L0227 V7 Ltitaa "M L L&
R

INT A —H— <{portlist> — HR— F#HiPHEZFEE L F T,

] PR =5 I BEHET T NOHRKRav REFITTEET,

X/ N—2 g v

1. 00. 01 LLf%

RGO 2% )79 5I10%

ticlear counters ports 2-9

Command: clear counters ports 2-9

Success.
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3.9.8 clear log

H i) AA v TFORIEe 7% 7 )T LET,

&L clear log

B AKa<r Rix, AL v FOREKEa 722707 LET,
INT A=K — 72 L,

] PR =5 I BEET T hOIHARaw s REETTEET,
K N— g v 1.00. 01 LAR%

ARG v 7iEwE 7 V7351203

ticlear log

Command: clear log

Success.

#

3.9.9 show log

H i1 AA v TFDEEe V2R R LUET,

1§ show log [ index <value_list X-Y> ]

B! RKavr Rix, A v FOREREe 7ORNFERRLET,
e RF U 6, 000 T,

INT RA—H— index <value list X-Y> — Ko< KL, <value list X-Y>7 4 —/L R C=
— P —PRE LG E R ToEROERe 7 2F R~ LT,
T A= —LRELRWEE, TXTORKERr 7= M) —nRREE
R

] PR =5 I 7L,

i/ N— 3 v 1..00. 01 LARE

ERB: AL~ F O 7 % FKRT DHI2IE

#ishow log index 1-5

Command: show log index 1-5

Index Data Time Log Text

w

0000-00-00 00:00:39 System warm start
2 0000-00-00 00:00:39 Successful login through Console (Username: adpro)
1 0000-00-00 00:00:22 Spanning Tree Protocol is enabled
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3.9.10 enable syslog

HAY

VAT AT %) F— FRA MIKETIEELZANICLET,

&L enable syslog

it AKawy Rix, VAT L7 %) F— MRA MIEETOHEZAEICLE
R

INT A —H— 7L,

] PR =5 I BEHET T NOHRRaw REFITTEET,

K/N—V 3

1.00. 01 LAR%

FERG]: A A > F D syslog EEEZ AN T HITIT

ttenable syslog

Command: enable syslog

Success.

#

3.9.11 disable syslog

H /Y VAT AT &Y E— FRA MIFEET AL ENICLET,

S disable syslog

B AKavwr RiE, VATAr T %V E— FRA MIEETHHEELEICLE
R

INT A —H — 7L,

il BRI EHET D NOBRKAa< L REFITTEET,

X/ N— g 1. 00. 01 VAR

G 2 A > F D syslog RE A NI DI

ttdisable syslog

Command: disable syslog

Success.
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3.9.12 show syslog

H 1 syslog D AT — X ANHNEIZIZEHTH L NFRLET,

&L show syslog

B AKa~ RiX, syslog DAT—=Z ZADRHENETITENTH LR LET,
INT A= — 7L,

] PR =5 I 7L,

K/ N— =

1. 00. 01 LLFE

5B syslog BEREDBAED AT —H A% FKorkT 521X

#show syslog

Command: show syslog

Syslog Global State : Disabled

3.9.13 create syslog host

H BiclZ syslog DEENAEZRELET,

1§ create syslog host <index 1-4> [ severity < informational | warning | all >
| facility < localO | locall | local2 | local3 | local4 | local5 | local6 |
local7 > | udp_port <udp_port_number> | ipaddress <ipaddr> | state < enable
| disable > ]

Gl AKa< o Fid, i syslog DIXMERNEEHREL T,

INT A—H—

{index 14> — A< FZWEHITHIEA MDA LT v 7 AZBBELET, 1~4D
B DON= 4 OOFHAARERA VT v 7 ANRH D 7,
severity — EELULDA U lr—4%, LIFOHHZZZIZL T a0,

HefE HE

a— R
4 Warning (#45) « #EDRAE
6 Informational ([F#AY) : HHREIEZ DA vE—T
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INT A =L — g 77T A

a— K

16 a—A A0 (local0)
17 a—hfEH 1 (locall)
18 a—hfEH 2 (local2)
19 o— A 3 (locald)
20 a— b fEH 4 (locald)
21 a—hfEHS5  (localb)
22 n— A NfEH 6 (local6)
23 a—hUfEHT (localT)

local0 — B—HFEH O DA v—T% U E— FHRA MIEETLHHEICHEEL
F9, ZAUTERY A D 16 FITHIELET,

locall — B—HfFEH 1 DA vE—T% U E— FHRRA MIEETLIHAIHEEL
F9, ZTHUTERY A MO 1T FISHIGELET,

local2 — B—HNWfFH2 DA vt—T% U E— FHRA MIEETLIHAIHEEL
F9, ZHUZERY A MO 18 FIZHIGLET,

local3 — B—HNWFHI DA vE—T% U E— FRA MIEETLEEICEEL
F9, ZAUZERY A MO 19 FIZHIELET,

locald — B—HNWMFH A DA vE—T % E— FHRA MIEETLIHAIEEL
F9, ZAUTERY A O 20 FIZHIGLET,

locals — B—HNfEH S DA vE—T %V E— MR MIEETLHEICHEL
F9, ZAUZERY X b 21 FiTHIELET,

local6 — B—HNHH6 DA vE—T% U E— FRRA MIEETIEAICEEL

T, ALY A b 2 FITHIGLET,

D—HNER T DAY E—% ) F— AR MOEETHHAICHEEL

F9, AT ERY R b 23 FITHIGLET,

udp_port <udp_port number> — syslog &2 hZ /LN A vE—T% Y F— FKRA B

ICEET AT 5 0P R— hEBEZEELET,

ipaddress <ipaddr> — syslog X v E—UNEFEINDIVET—FERA D IPT KL

ZxEELET,

state <enable | disable> — U E— FAHRA F~D syslog XA v E—VDEE

lenable] (A%h) F721% ldisable] (ERH)IZL FI,

local?

il R IH BHET AV MO Kax s FeFITTEET,

i s— 3> | 1.00.01 LU

fFE B syslog R A M ZAERKT B I12iX

ficreate syslog host 1 ipaddress 10.68.88.1 severity all facility localO
Command: create syslog host 1 ipaddress 10.68.88.1 severity all facility localO

Success.
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3.9.14 config syslog

H syslog DIEENEELLHL L LT,

I3y config syslog host < all | <index 1-4> > severity < informational | warning
| all > [ facility < localO | locall | local2 | local3 | locald | localb |
local6 | local7 > | udp_port <udp_port_number> | ipaddress <ipaddr> | state
< enable | disable > ]

=5 B Ka< R, syslog 7a ha Lz EL, AT L a7 E#RE2 ) £— FAR A MZ
EELET,

INT A= — all - FIHFRER T _XCOA T v 7 AZBELET,

{index 1-4> — < RZWHATHIRA MDA T v 7 AZBELET, 1~4 D
B DONW= 4 SORHFIEE/2A VT v 7 ARH Y £,
severity — HEL~)LDA U —4%, LTOHRAZZZEIZLTLEIN,

Sl B

a— K

4 Warning (45) . L ORAE

6 Informational FE¥#RAY) : HMEMLEx A A vE—

informational — {2 A v E—U% U E— MARRA MIEETHEAITHELE
T, ZHITERY A RO 6 FITHIELET,

warning — ZER R A vE—T & U E— FHRA MIEETLIHACEELET,
AT EREY A PO 4 FJISHIS L ET,

all — A v FIZAERINDBIEY R — K LTW5% Syslog A vE—V DT RTH
VE—FHRAMIEFLET,

facility — FREETZ D77V U T 4 IXLLTFTOEY TT,

KofiE Ty VT4

=N

16 a—hfEHO0 (localO)
17 o—A A1 (locall)
18 a— b fEH 2 (local2)
19 a—hfEH 3 (locall)
20 a— M 4 (locald)
21 a—hfEHS5  (localb)
22 a—hfEH 6 (localb)
23 a—ANEH T (local?)
local0 — B—HNAERH O DA v E—T% Y E— FRA MIXETLHEITHEL

9, 2T ERY AR 16 FBITHHE L ET,

locall — B—HHH 1 DA vEe—T% U E— FFRA MIEETLEAICEEL
F9, ZAUTERY A MO 17T FBICHIELET,

local2 — B—HIFEHA2 DA vt —T% ) F— MR R MIEETALESICEEL
F4, T bRV A P 18 FITHIE L E T,

local3 — B—HNWFHI DA vE—T% U E— FHRA MIEETLIHAIEEL

9, 2T ERRY A RO 19 FiTHHE L ET,
locald — B—HANfERA 4D A v E—T% Y F— FAR A MIEETAESICTEEL
9, ZAUTEFRY A R 20 JITHE L ET,

126/364




INT A= — locals — B—=ANAEH 6 DA v E—V% U E— FMRA MIMMETHHEEITHEL
F9, ZHEERY A RO 21 FITHHELET,
locale — B—H/UEH 6 DA vE—V% U E— hHRA MIEETHHAICHEL
F9. UL ERY R b 22 FTRHSE L ET
local? — B—W/UEH T DA vE—V% U E— bHRA MIEETHHAICHEEL
F9, ZHEERY A O 23 FICHIELET,
udp_port <udp_port_number>— syslog 72 haZ /LN X vE—% Y F— hkR A M
EETHEOIHEHTD 0P A— FNESERELET,
ipaddress <ipaddr> — syslog XA v E—UVRNEEINDVE—FKSA MDD IPT FL
AERELET,
state <enable | disable> — UE— FRA b~ syslog A vE—YDEE%
lenable] (A%h) F721% ldisable] (HEZh)IZLET,
] [R5 I EHET WU NOHKRa~ L REFE[TTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLf%

FEHAFI 1 2D syslog IR A b EFRET HITIE

ficonfig syslog host 1 severity all facility localO

Command: config syslog host 1 severity all facility local0

Success.

BT _XTORA MK LT syslog mA MERET HITIX

#iconfig syslog host all severity all facility localO

Command: config syslog host all severity all facility localO

Success.
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3.9.15 delete syslog host

H REFRHD syslog RA R &AL v TFNHHEIBRLET,

S delete syslog host < <index 1-4> | all >

B! Ko< Nk, REHFRHD syslog IRA bz ZA v FPLHIRLET,

NG A= B — {index 1-4> — A~ FZBEMT LKA MDA T v 7 A% ELET, 1~4

DFEHZDON= 4 ODOFIHFATRE/2 A T v 7 ANRH Y £,
all — I~ F&ETRTORA MIEHAT2HEICEELET,

Il PR =F-IH THETHT L NOIBARa~v L REFETTEET,
X/ N— g 1.00. 01 LA

B FREFE A D syslog 8 A R ZHIFRT HI21E

tidelete syslog host 4
Command: delete syslog host 4

Success.

3.9.16 show syslog host

H HEAA v F TRESNTND syslog mA F&EFRLET,

L show syslog host [ <index 1-4> ]

] RKa<wr Rix, A v FIZBTERE SN TS syslog R A MEFRRLET,

INTGA—H— dindex 1-4> — a~ > REHEHATLIEA MDA VT v 7 AEZBEELET, 1
~4 DFHFDONTZ 4 SOFIHFEERA VT v 7 ARH Y £7,

il BRI 2L,

RS N—T 3 > 1.00.01 LAR%

B syslog A8 A MEHWZ FRT 5121

tishow syslog host

Command: show syslog host

Syslog Global State : Enabled

Host 1
IP Address :10.0.0.5
Severity ALl
Facility : LocalO
UDP port : 514
Status : Disabled

Total Entries : 1
#
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3.9.17 config log_save_timing

HAY

AA v TFDT Ty arAE) =~ 2T HEERELET,

3L

config log save_timing < time_interval <min 1-65535> | on_demand |

log_trigger >

B!

Kavw U NI AL v TFDT7 Ty va ) —~n 7 2 jff T 5 HEEZREL
\i—g—o

INTA—=H—

time_interval <min 1-65535> — B 277 7 A L ODIRTF % FATT HRIE 2 3% E
LET, Bl 77 A0E ST TRELERH X42) JEITRESNET,
on_demand — [save all] F721% [save log] 2~ K&HEHA LT, F&T
ALy FIRFT D LHE LGB 7 7 7 A VERFELET,

log trigger — AA v FIZa T AR MEZBT-NZAA v FIZa 72 {_-1F
LET,

il BRI

BHET T hDOHRRKaw s REFEITTEET,

K/ N— 3

1.00. 01 LAR%

RG] v 77 7 A N DORAFZ 30 s3HBRICEET D12

ficonfig log_save_timing time_interval 30

Command: config log_save_timing time_interval 30

Success.

3.9.18 show log_save_timing

H i AA v TFDT T a AT =l Ty A NERGET DRETEEZRRL
£7,

L show log_save_timing

B RKawy RIAA T DT Ty arXE)—~al 77 A VERTFTHRE
HiEESRLUET,

INT A — K — 2L,

il BRI 72 L,

KN—V 3

1.00. 01 LAR%

G0 77 7 A NVERAFT 2 HEZFTT 51203

#ishow log_save_timing

Command: show log_save_timing

Saving log method: on_demand
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3.9.19 delete ipif System

EED IPv6 7 L AZHIBRL £,

1§ delete ipif System < ipv6address <ipv6networkaddr> >

B! AKa~ RiE, IPv6 7 FLAZHIBRL 9,

INTGRA—=F— {ipvbnetworkaddr> — IPv6 X FU—27 7 FLAZ$ELET,
] PR =5 I BEHET D NDIRRaw L REFITTEET,

KN—2 g v 1.00. 01 LARE

ERE: S AT A B —T 2 —AD IPv6 7 KL AEHIET 5120%

tidelete ipif System ipv6address FE80::200:1FF:FE02:303/128
Command: delete ipif System ipv6address FES80::200:1FF:FE02:303/128

Success.

3.9.20 enable ipif_ipv6_link_local _auto

H IPv6 7 RUANRES N TV WS, U7 a—0LT L A0 HERRE
EAEMTLET,

1§ enable ipif_ipv6_link_local_auto <System>

B! Aa~< R, IPv6 7 FLUADRPFEICRE SN TOWRWES, Ve ru—7

NT RUAOHBEREEZBIZLET, IPv6 7 KL ANPRIZERE ST
LA, Vv a—hnT KLU AXHBRICEHRE S, [Pv6 ALEEDSBHAA L
F9, IPVv6 7 RLUARHMICRESN TWRWEES, T 74/ M2ED, Y
Y a—H)VT R ATRESNT, IPve TR0 £, ZOHHE
REXANNCTHZLITE T, Voo —L7 RLATHBMICRES
AU, IPv6 ALERASBRAAE L £,

INT A —H— L,
il PR 7 IH BEET ANV FOHARA~ Y RERITTEET,
xHEN—Y 3 v 1. 00. 01 LABE

ERE: A v Z—T 2—ADY) 7 a—h LT KL ADOBEBEREEZ AT DI

#ienable ipif_ipv6_link_local_auto System

Command: enable ipif ipv6_link_local_auto System

Success.

130/364




3.9.21 disable ipif_ipv6_link_local_auto

EL:h] IPv6 7 FLVANRE SN TORWES, V7 u—=017 R ADHEREE
I UET,

1§ disable ipif_ipv6_link_local_auto <System>

3iH Ka< FiE, IPv6 7 FLARBREICRE ST RWEE, U run—7
NT FLADHBREZ TN L E,

INTA—=H— 2L,

] [R5 I EHET WU NOHRKa~ L REFETTEET,

K N— g

1. 00. 01 LI

ERG A Z—=T2—ADY 7 a—)T KL ADBHERRTE X BT 5120

#idisable ipif_ipv6_link_local_auto System

Command: disable ipif ipv6_link local_auto System

Success.

3.9.22 show ipif_ipv6_link_local _auto

ELD Vo 7a—ANT FLAAEREDIREEZFR R LET,

&S show ipif_ipv6_link_local_auto

A AKavwr RiE, Ve r7a—L7 RLAABREDRELZ R T LET,
INT A —H — 7L,

il BRI 72 L

K/ N— 3

1.00. 01 LAR%

FERGA 2 —T7 = — AR ERRT HITIE

#ishow ipif ipv6_link_local_auto

Command: show ipif_ipv6_link_local_auto

IPIF: System
#

Automatic Link Local Address: Disabled
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3.9.23 show self-test result

H 1 AA T OB I S 7z self test fERAZFRLET,

&L show self-test result

BIC]] AKa<wr Rix, AA v T ORBREZFENE 4172 DRAM, FLASH A€V | SW-LSI,
PHY, POE =t h 2 —F—®D self test fiBa2FRLET,

INT A—H— 7L,

] R = I POE Test D& H (%, APLGM110GT-POE 35 X O APLGM124GT-POE O 2 ¥Ff D A 3o

SNFET,

S/ N—2 g v

1. 04. 00 LL[%

B self test fEREZFTT HITIE

#ishow self-test result

Command: show self-test result

Self-test Result

DRAM Test :

FLASH Test :

SWLST Test :

PHY Test :

POE  Test :

No

No

No

No

No

error

error

error

error

error
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3.10 SMTPa< >k

SMTP (Simple Mail Transfer Protocol) X, T A—/DOT NLARIZESZFiloa~vy REFEH
LTAAL v FDANRY N A=)V DOZEFITEET DAL v TFOIETT, AA v FILSMIP D2 T A
T RELTRESIN, —FHP—R—FAA v TFPbDA vyt —V%ZEL, B A—/VICi#EE) el
WEEH L, A v FICERELEZEHICE B LET, ZHUCED/INNRO T — 7 71— T OB O
BHENER I, A v T OREA N2 M CUEEHEN M EL, A4 v FIBAELTRMEA X2 b
DFFKIC IV X2V T 4 =k nE 7,

SMTP BEBRICH T 527 FA4 7 & LTDARA v FOEELAEE]:

Z OFSEEZ T UNCEME S H12iE, SMTP $—3—D TP 7 KL A & TCP AR — MIIE L FES LT
HRERBH Y F9, [server] & [server_port] /3T A —2 — % @Y ET 5 Z £ 12& > T lconfig
smtp) I~ RBERE L £,

A= NVZEGEEAA v TICRE L TEBRERNH D £3, V—"—IZZEHDOEHRNERE S,
PAFL I, AL TIERNZEFICA—NLZILET, lconfigsmtp] =T~ KD laddmail_receiver)
& ldelete mail_receiver] O/NT7 A —F—ZfH LT, K8 ANETORA—NZEFE AL vFIC
BEcCEET,

BHEILI.RELEZEFICEEEINDIA v E—VDRETLT FLAEZRET LI ENTEET, =
TUT LD AL v FORERESCRHIERR EIC O W T L VM7 E a2 150 Z &N TEE 7, leonfig smtp)
av REMEHLEEY, [self mail_addr] NI A—=F—ZFEL T, 7'IT7A4AX— b DEFA—/ILER
ETHZEHLTEET,

ZAGE D SMIP = N—=InEDEF A=V EZIFETEDN, AL v FIZT AN A= NVEEOREET
HIENTEET, 7AMA—NVOREICIZ, £7 lenable smtp] =1~ & LT SMTP F&#E
AN L, WIZ Tsmtp send_testmsg) T~ REANLET, ZOBEOKENIELW & &R
T BT, SHTP 3% E L2 TR TCOZEHIL, SMIP —_"=n0D0H U TNT A KR vE—V k%
BT L £7,

KDA R FOERNOE D THRAE LIS, A1 v FHRIEEICA— A& HE LET,

AA yFAT A RS B E T b A S R LB,

A— Y 7 X REBIZ - T2,

R—EWRY 77 v TIREEIC IR o TR,

SNMP FBFIES A - FC &= THIR ST

ALy FHRERT Y B Y —=D3AA » FIT Lo T NVRAM A PRAT S LTI,

T B 2T DF T KA S R HUT TFIP 3 S LRSS A L2,

RIS, TFTP H— 3= 50 Tinvalid-file (81727 7 A 1) |, [file-not—found (7 7 A LA,
20V EHA) I Teomplete GET) ), time—out (j XA AT T b)) DAy E—VEEHET,

A FICT AT DY o I LT,

SMTP H— N—REEFTHE T A —MUIRD AL v FA X2 MERDEGENET,

A— VIEEHEROET VL E TP T KL A

SMTP Hh—R—b X =V RFE LI TA TV Nl T4 A LA T AL v TFnbAvE
—VEZELEAMbEENE T, THINTZA v =TI TR T LT A DAZ TR EE
7

B A—INEEOERK LD AL v FITRELIZA N2 b,

77— AU T DRFEITT v T 7= Rl a—HF -l o TAR_ MR IS L&, # X
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PEMBLE2—YF—DIPT RL A, MACT RL A, 2—HF—Z B AR FNEEFOL AT AA v
—UEHITEEFEINET,

BEEF CA X MRRAELZE 2EBANODORA vy —VF T AT LA T — X v —UMELICERTR
IhET,

[Delivery Process (BMEH) | HIZFEAE LT2A X2 FEEMIIZ DWW T
BEREDOFENDBRAR — VTR EHFLOWEE A — L2 EZ LBV TEESNET,
EERFDOREEF A — TR K 30 ETHRESNE T, 304 TRIFSND LA — VIR S
nEJ,

MDA v — U BZEFHF IR T RWEE, BERD A —/LOIEFIZAINL LI, BEENETS
nEJ,

FRIEE DRKRIREIL 3 [EITH, HARRE 3ENCEET HE TS B IICHEENFETINET, R
EHIZELTHLA v E—VURZESINEWES, A —/UMIBEEINE T,

ALy FNV Xy N T URHRE LIZGE, BEHDA—VIESNE T,

3.10.1 enable smtp

B SMTP 7 A4 7> b LTAAL v TF AT LET,
L enable smtp
A AKa<> Rix ldisablesmtp 2~ K| CHICREZLEFETIT, A A v

FH SMIP 7 547 b&ELTHR/EHZLET,

IRT R — 7L,
il BRI BEHET I NOARKRa~w s REFTTEET,
S AA—T g v 1.00. 01 LA

R 2 A F D SMTP /2T BT

ttenable smtp

Command: enable smtp

Success.

3.10.2 disable smtp

H SMTP 7 F A4 7> FE LTCAAL v F HBHIZLET,
[1:5'8 disable smtp
A ARza< KL lTenable smtp 2~ K] L HICHREEZELEFETIC, A A v

FH SMIP 7 947 b&ELTHR/EHZLET,

INT A —H— 7L,
Hill PR - BEHET I NOARKRa~w s REFTTEET,
S AR—T g v 1.00. 01 LA
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55 5] 2 A > F D SMTP & HEZEhZ 151213

#tdisable smtp

Command: disable smtp

Success.

3.10.3 config smtp

HAY

AAFDSMIP 7 T4 T bE L THRERBREERITVET,

3L

config smtp < server <ipaddr> | server_port <tcp_port_number 1-65535>
| self mail_addr <mail_addr 64> | add mail_receiver <mail_addr 64>

| delete mail_receiver <index 1-8> >

B!

Ka< RiEMIP $— R =0 X — )L EH DR E LT D T2 DI BN
FGA—H—RBELET, Aa<wr RiE. AA v F O SMIP HEREN IEH 1T
BB 272012, ELS BTHRETILENDY 7,

INTA—=H—

server <ipaddr> — UE— hT /34 A LD SMTP —/"—D [P 7 KL A %
RELET,

server_port <tcp_port_number 1-65535> — SMTP H— S —|ZHEf#4 % TCP
R—=FrEZEZADLET, SMIP O—fH)72dR— hEEX, 125) T,
self_mail_addr <mail addr 64> — E(FILDOEFA—/LT FLAEZ AL
9, ZOT7 FLRATIZEHICHEESNZETA—AT FLAITRY
T DAL T TIE, A—NAT RLRE1IDOFETHRETDHILENTE
F9, XFINIKK 64 LT FE TOREARBETMEH T ET,

add mail_receiver <mail_addr 64> — ZD/NT A —X —ZEINTHZ &
LD, 2L v TFNEDBFA—NA v =D EE 2 BENTEET,
BEAAL v TFTLIT8DETODETF AT FLAZBIMTEET,
delete mail_receiver <{index 1-8> — ZD/XTF XA —HX —ZRIRT 5 &,
HEY A NNPD A= NVZEHEEHIRTEET,

il R IH

FHET AV MDA Kax s FeEITTEET,

X/ N— g v

1. 00. 01 LLf%

5 451 SMTP 5% € &2 47 5 121%

ficonfig smtp server 10.48.74.100 server_port 25 add mail_receiver smtp@hitachi-metals. com

Command: config smtp server 10.48.74.100 server_port 25 add mail_receiver

smtp@hitachi-metals. com

Success.
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3.10.4 show smtp

= AA > F D SMIP BEREDFRE /X T A — X —DRNFIZOWTEHR L E7,
&L show smtp
i BH Ko< RiL. Tserver information (r—/3—1E#) | mail recipients

(A —IVZ(ZHE) | RAA v TF O SMTP HEREDIRIEDIRIER FR L £,

INTA—=H— 72 L,

i) BRI 72 L,
=T g v 1.00. 01 LAR:

G AA v FICBUERE SN TN D SMIP NT A—F—% BT 51T

#ishow smtp

Command: show smtp

smtp status: Enabled
smtp server address : 10.48.74.100
smtp server port : 25

self mail address: smtp@hitachi-metals. com

Index Mail Receiver Address

smtp@hitachi-metals. com

O N O O = W DN
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3.10.5 smtp send_testmsg

H 1 AA T THE LA —NZEEHEIZT A NA—NVEERELET,

L smtp send_testmsg

BIC]] Kavwy FERESNTZETOZEHRIT AN =NV EEEFELET, TR
K A= LIE(E 1 SMTP H— R — DR ENFICHEV T E T,

INT A—H— 7oL,

] PR =5 I BEET T hOIHAKRaw s REEITTEET,

R R— 3 v 1. 00. 01 LA

AP BE LI A —VZEHEBICT A MA -V ZXET 5T

# smtp send_testmsg

Command: smtp send_testmsg

Subject: This is a SMTP test
Content: Hello everybody!!

Sending mail, please wait---

Success.

137/364




3. 11 RAyFiR—ravwr kK
3.11.1 config ports

HAY

AA 9 F DA —F v FE— FERELET,

3L

config ports < <portlist> | all > < medium type | speed | flow_control <enable
| disable> | state <enable | disable> | learning <enable | disable> |
{description <desc 32> | clear_description> | mdix < auto | normal | cross
> >

medium_type =medium_type <fiber | copper>

speed =speed <auto | 10_half | 10_full | 100_half | 100_full | 1000_full [ <

master | slave > ] >

B!

AKawy Rit, A v FOL—HF Xy hAR—FEHFELET, <portlist> TY R
FENTEAR— FOIRNEEESZITET,

INTA—=H—

all — AL v FOFTXTCOR—hEHELET,

<portlist> — RETHAR— MFEIEHR— MaPHEZFEE L £ T,

medium_type <fiber | copper> - T RKR—FrDAFT 4 T HA THIBELET,
speed - A— FOBEHELEELET, =—F—IZLUTOBBRBTEET,
auto — A— hxdv o — g VICERELET,

<10 | 100 | 1000> — JBFHE (Mbps) #EEE— RIZRELET,

<half | full> — F_HEFLIFL-EHIHELET,

<master | slave> — [EEE— K (1000M/Full) Tl¥, v A ¥ —REE-IFAL—TF
REXBELET, v AX —E (1000M/Ful l_M) 1%, ¥E LA YICEhET 55 @A
WEN LB & DX A 2 Tl A ST L E 3, A L—T7FRE (1000M/Full_S) 1%,
VAL —EDEA I THBNC LV HESLSE T, v A X —F%E (1000M/Ful1_M) &
L7 A i, #ke i 2 L—73%E (1000M/Full_S) 12T 2 LE R H Y £9, Fh
PSNOBEET D EMA— NIV 7 X ElEiEZ LET,

IEEE 802.3-2005 1000BASE-T fIARIZHENL L 738 & OB N ATRE T,
flow_control <enable | disable> -7 v —Hl#HZ A% £ - I1TERIC L £,
state <enable | disable> — RN— FDEMEEZHZhE-IZENIC L ET,

learning <enable | disable> — MAC 7 KL REE A E - I1TEM L £,
description <desc 32> — IR— h D3 X k% 32 XFELLF ONMAFEH T O SLTFF
TAHLET,

clear_description — R—FrDaA AL &2 7 U T LET,

mdix - AR— hDMIX Z%E L E3, MDIX &I Tauto (HE) |, Mmormal GEAE) ],
lcross (Z7mR)] MHBIRTEFET,

Mormal GE#%) | ICRE LA WIXE— ROR—MIA R — Mr—7 L %A{#
Fi L7z PC NIC ~D 8 N A RE T, [cross (7 1 R) | ITERE LTIZHA. oA A
v F O MIX E— ROR— MIA N L— N —7 VT 5 Z LR AMRETT,

il BRI

BHET Iy NOHhAKRa~v L REFITTEET,

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1.00.01 LLF%E
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R AR — N 21~24 OFEEE 10Mbps, INAT 2Ly T A ATF—R AEHAMNTTHITIE
ficonfig ports 21-24 medium_type copper speed 10_full state enable

Command: config ports 21-24 medium_type copper speed 10_full state enable

Success.

()iﬁ?ﬁﬁt@ﬁﬁ%—FﬁsT—h*j&1—>a>%L<@EE%—Ftébﬁ
EEE— FTl. BEEEPL - ERL UL ET— FEahe3RELABY T,

WET—HLAENE, UL IBISAENEE®Y VIBILTE IS —ROBL
BEEHIBANBYFT,
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3.11.2 show ports

H i) R—FORELFRRLET,

I3y show ports [ <portlist> ] [ description | err_disabled ]

B! Ka<wr Rt A—FOREERRILET, XTI A—F—NERWVEAEIE, T
TOR— R LET,

INT A—H— portlist> — FRTHAR— FELIFAR— MEHEFEE L E7,

description - A/XF X —H& —% [showports] =~ RIZEBEMTSE. A
HEHDOR— FANEREINET,
err_disabled - EGEIRFE L RN RS 2RI 2 G TR — DU R F &2 FK

RLET,
Il PR =F-TH 2L,
S N— g o 1.00. 01 LA

AT _XTOR— FREZFTT DI

#ishow ports

Command show ports

Port State/ Settings Connection Address

MDIX Speed/Duplex/FlowCtrl Speed/Duplex/FlowCtrl Learning

1 Enabled  100M/Full/Disabled LinkDown Enabled
Auto

2 Enabled  100M/Full/Disabled LinkDown Enabled
Auto

3 Enabled ~ 100M/Full/Disabled LinkDown Enabled
Auto

4 Enabled  100M/Full/Disabled LinkDown Enabled
Auto

5 Enabled  100M/Full/Disabled LinkDown Enabled
Auto

6 Enabled ~ 100M/Full/Disabled LinkDown Enabled
Auto

7 Enabled  100M/Full/Disabled LinkDown Enabled
Auto

8 Enabled  100M/Full/Disabled LinkDown Enabled
Auto

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

140/364




3.11.3 show sfp diag

EL:)

SFP DYEEZE L~V EFKRLET,

L show sfp diag [ <portlist> ]

B ARy Rix, SFP OWESZ(E L~L% (dBm) L CHRR L E 7,

INT A—H— portlist> — F/RTHAR— FELIIFA— FMGHEZEELET,

] [R5 1 SFF-8472 (ZHEHL L 7= SFP 23%f5eT9, M (H-FX-SFP/R) TR~ SN EH A,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 04. 00 LL[%

] SFP 7R — F DWEZAF LV &2 FRT HI21T

#ishow sfp diag

Command: show sfp diag

Port TX Power RX Power
(dBm) (dBm)
9 -6. 90 -21.60
10 No power =5.00

3.11.4 show sfp info

EL5)

SFP DR X —E#AEFr L E T,

L show sfp info [ <portlist> ]

B! AKa< R, SFPOR X —EREERLET,

INT A=K — <portlist> — #pRTHAR— FETR— FRHZIETE L ET,

] [R5 I SFF-8472 (ZHEHL L 7= SFP 23%f5eT9, M (H-FX-SFP/R) TR RSN EH A,

K/ N— 3

1. 04. 00 LAR%

fE A SFP AR — |~ 9 DR X — A2 F T HI21T

ttishow sfp info 9

Command: show sfp info

SFP Port
Vendor Name
Vendor Part Number

Serial Number

: 9

: FINISAR CORP.

: FTRJ8519P1BNL-EX
: PA507GD
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3.12 Time & SNTPa< > F

3.12.1 config sntp

HAY

SNTP H—bE 2 &2 #ELET,

S config sntp < primary <ipaddr> | secondary <ipaddr> | poll-interval <int
30-99999> >

2 ARz~ Rid, SNTP $r— =5 SNTP {2 BG4 LE 3, SNTP %
FERT272DITiF  Aa~2 RTINTP AN T HMEDNH Y £7 (Tenable
sntp] ZZM LTI NY),

INT A=Y — primary — SNTP [EHAZBUGT 57T <~ U — =D P 7 FL A,
{paddr> — 7’7 A4~ U % —"—D IP T KL A,
secondary — 77 A < U Y — =Ml H] TE A2 WIGAE T SNTP i 2 BfS7 5
v HY PR
dpaddry — B FVH—RX—D P T RL A,
poll-interval <int 30-99999> — SNTP O EHEH % Y 7 =X ~ DR, K
— U 7RI, 30~99999 B D#iPH T4,

] R = I BHET T hDORARa~w L ReFITTEET,

SNTP Hr—_—ZfFEHTH72DI121F, Ka~> R TSNP ZHMNZTHHENH
W £9 ( Tenable sntp] ZZML T ZEW),

JXA‘—J‘/EJ\/{‘—:‘/\‘H N

1. 00. 01 LI

5 451 : SNTP 5% € &2 47 5 121X

#iconfig sntp primary 10.1.1.1 secondary 10.1.1.2 poll-interval 30

Command: config sntp primary 10.1.1.1 secondary 10.1.1.2 poll-interval 30

Success.

3.12.2 show sntp

EED

SNTP 1A F R L £,

3L show sntp

B Aa~r Rk, SNTP REFMEFR T LET,
INT A —H— 7L,

il R IH 7L,

K/ N— 3

1.00. 01 LAR%
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{# F 451 - SNTP

REEMEFTT DT

#tishow sntp

Command: show sntp

Current Time Source
SNTP

SNTP Primary Server
SNTP Secondary Server
SNTP Poll Interval

: System Clock
: Disabled
10,1, 1.1
:10.1.1.2

1 30 sec

3.12.3 enable sntp

HHY SNTP ZH N LET,

I3y enable sntp

B! AKa< 2 Rk, SNIP ZGNC LET, SNTP O/XT A —F —([FRIEHET H b
FRH Y F9( Tconfig sntp) ZBMML T ZEVY),  SNTP ZHC L%
ETHE, FETRELEZETNTOY AT AEBREN EEE S ET,

INT A—H— 7L,

] R = I EEET Y o NOHRa~v L REFETTEET,  SNTP BRIEIL SNTP 23HRE
THEIICRESINAMENHY £F (Tconfigsntp] ZHM LTI ZEWY),

R R—T g v 1.00. 01 LAR%

{5 H 451 : SNTP #¥BE &2 202 B 12X

fienable sntp

Command: enable sntp

Success.

3.12.4 disable sntp

HHY SNTP Z 02 LE 7,

1§ disable sntp

] ARz~ Rix, SNTP Z8hiz LE 7,

INT A—H— 7L,

i) [R5 I BHET WO NOHRKRa~ Ly REFITTEET,
K N— 3 v 1. 00. 01 LA
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{5 F 51 : SNTP % #0129 5 121%

#tdisable sntp

Command: disable sntp

Success.

3.12.5 config time

HHY TFEI T AT AR & B OREZITWET,

S config time <date ddmmmyyyy> <time hh:mm:ss>

] KHV/Fi VAT LR L A OREEZITVET,  SNTP 235E SILVA 4D
ans b, EEXINET,

INT A—H— date - AffE AIZIL 2 HiDEF, FITITAMOBRFEEH L TERLET,

51+ 01042013
time - VAT AFFEIX hhimm:ss T L THE L F9,

il : 19:42:30

it e BEETH T NOIRKRaY REFETTXET,
SNTP RERE SNAZNC SN D & FEITRE LIV AT LK & B ATRBER
FEEZENET,

K N—T 5 1. 00. 01 AR

B FE T AT AR & B ORGEZTT D 121

#config time 01042013 19:42:30
Command: config time 01042013 19:42:30

Success.

3.12.6 config time_zone

EED AT DALY =V EREL, VAT L0y 7 2R LET,

&3 config time_zone < operator < + | = > | hour <gmt_hour 0-13> | min <minute
0-59> >

i A RKawy NI ALY =V E> TV AT A7 0y VREZRELET,
A LY —UFREICE D SNTP IEHASGRE SN E T,

INT A —H— operator - UTCIZXIT B & A LY — 2 OB TR 2800 (+) F 7213085 ()
LET,

hour - UTC & DFES OB ZIEE L E T,
min - BINEZITEE L7220 ORI (4) #fE L £1,

il R IH FHET AV FOHRKax s FeRITTEET,

S N— g o 1.00. 01 LA
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RG] 2 A DS — U BREEITOICIE

ticonfig time_zone operator + hour 9 min 0

Command: config time_zone operator + hour 9 min 0

Success.

3.12.7 config dst

H 1) Y~ —H% A 5 (DST : Daylight Savings Time) Z AN L, KR EZRE L £,

S config dst < disable | repeating | annual >
Repeating =repeating < <s_week <{start_week 1-5, last> | s_day <start_day
sun—sat> | s_mth <start_mth 1-12> | s_time <start_time hh:mm> | e_week
<end_week 1-5, last> | e_day <end_day sun-sat> | e_mth <end_mth 1-12> | e_time
<end_time hh:mm> | offset < 30 | 60 | 90 | 120 > >
annual < <s_date start_date 1-31> | s_mth <start_mth 1-12> | s_time <start_time
hh:mm> | e_date <end_date 1-31> | e_mth <end_mth 1-12> | e_time <end_time
hhimm> | offset < 30 | 60 | 90 | 120 > >

] AKazwy RiE DSTZAMMILTHRELET, Ka~vr AT 56, &0
DSTERICHIG LD LI AT A7 my 7 Oz LEd, DST IHHEITFEI TR
E LT REH 36 KOVSNTP $— B 2 ZFIH U CRROE L 72 IREI Ol 7 D o 2 7 M IREEIC
TEHLET,

INTA—=H— disable — AA v F @ DST ZEEiR ] OFHEE & hic L E 5,

repeating — U B — FE— RZMH$ 5 &, DST OFHORRIFIHENAZIC/R Y £

T, UE—RrE— T, FEREZHEHLTDST (F~—% A L) OBMAE KT

HEETILERHY £3, FIzIiE, DST (F~—F A L) 24 HOFE2HO+

BEHNS, 10 HORKEO B £ TERELET,

annual — 7 =27 /LE— RE2MHT 5 L, DST(~—% A L) OFF ORI TR

B ET, T=aT VE—RTIE, DST (F~—FA L) OBMHE LK TH
ZEEMICHET D MENH Y £, FIZIX DST (P~—F A L) 4 H3HMNG,

10 4 BECTERELET,

s_week — DST(P~—& A L) BT H2HEZHELET,

{start_week 1-5, last> — DST 3BH&AT 2 DOFE R, LITFHE 1HE, 21XE2HE

LHex, last 1T H O &,

e_week — DST(H~—& A L) B TT ol ZHELET,

<end_week 1-5, last> — DST(H~—F A L) BT+ 2HOFE S, 1135 1HA, 2

W 2B X, last 13X A ORI,

s_day - DST (h~—%A L) BT HHEH 2R E L E T,

{start_day sun-sat> — 3 LF-OHFFZMP L TR I N7 DST(H~—% 1 1) 235

W59 AHEHA., (sun, mon, tue, wed, thu, fri, sat)

e_day — DST(H~—F A L) BT T HERZHELET,

<end_day sun-sat> — 3 LFORFTEMHH L TEINZDST(h~—H A L) BT

I 5HMEH, (sun, mon, tue, wed, thu, fri, sat)
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INTA—=H—

s_mth — DST(Hr~—& A1 L) BBIGT D H ZRELET,

{start_mth 1-12> — DST(¥~—% A L) 3BT D A FK 5,

e_mth — DST(H~—% A L) KT 95 HES,

<end_mth 1-12> — DST(H~—F A L) DT+ 5 HEK =,

s_time - DST (r~—% A L) DA T ORAELRELET,

{start_time hhimm> — 24 Bl CHEEZ] (hh:Bf, mm:4y) 2R L ET,

e_time — DST(Vr~—H A L) WK T T O ZRELET,

<end_time hh:mm> — 24 ¢l CHREZ] (hh:Ff, mm:%y) ZF L E7,

s_date — DST(H~—% A1 L) MBLET 24EH (A B) 2% E L £,
{(start_date 1-31> — BAtAA Z#HFTELET,

e_date — DST(H~—% A1 L) MBLET 24EH (A H) 2% E L £,
<end_date 1-31> — & THZEHFTRLET,

offset <30 | 60 | 90 | 120> — Y~—X A AMOBEME TRy Z R LET,
AIREZR A 7 v MR, 30, 60, 90, 120 T9, F 74/ ML, 60 T,

il R IH

EHET AV NOARKAax s FeFEITTEET,

K N— g

1.00.01 LLF%E

EABAA v FOY~—5 A AEBTES DI

ficonfig dst repeating s_week 2 s_day tue s_mth 4 s_time 15:00 e_week 2 e_day wed e_mth 10 e_time

15:30 offset 30

Command: config dst repeating s_week 2 s_day tue s_mth 4 s_time 15:00 e_week 2 e_day wed e_mth
10 e_time 15:30 offset 30

Success.

3.12.8 show time

H i) BUEDORFZIRE L REBEFR R LET,

AL show time

= B AKa<wy R BIEOV AT AR ELICAM ERZI DO 7 4 Fab—r 3
VERRLUET,

IRTG A — L,

] PR =5 I 7L,

®thGa =T g v 1.00. 01 LK%
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ERB: AA > F O RT LT vy ZICHERE SIVTWAH R R d 5121

fishow time

Command: show time

Current Time Source : System Clock

Current Time : 01 Apr 19:42:50
Time Zone : UTC +09:00
Daylight Saving Time: Repeating
Offset in minutes 130
Repeating From : Apr 2nd Tue 15:00
To : Oct 2nd Wed 15:30
Annual From : 29 Apr 00:00
To : 12 Oct 00:00
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3.13 Asymmetric VLANO< > K
3.13.1 enable asymmetric_vlan

HiY A A > F D asymmetric VLAN ZHZhZ LE4,

I3y enable asymmetric_vlan

B AKa<r Rit, AA v F O asymmetric VLAN BEREZ AN L £,
INT A—H— 72 L,

il PR = 1 EHET WO FOBERa~ s FEFITTEET,

K N—2 3

1.00. 01 LAF%

i ] asymmetric VLAN Z G302 9 520X

#tenable asymmetric_vlan

Command: enable asymmetric_vlan

Success.

3.13.2 disable asymmetric_vlan

HiY A A > F D asymmetric VLAN ZEhiZ LE4,

S disable asymmetric_vlan

GILs Ka<r RiE, A4 v F O asymmetric VLAN HEREZ ESHIZ L E T,
INT A—H — 72 L,

il PR = 1 EHET WO FOBERAa~ s FEFITTEET,

K/ N— 3

1.00. 01 LAF%

{# A asymmetric VLAN 224 A 1201%

Success.

#disable asymmetric_vlan

Command: disable asymmetric_vlan

3.13.3 show asymmetric_vlan

H i AA »F D asymmetric VLANIRBEAZ SR L £,

&S show asymmetric_vlan

i Ka<r Rix, AA v F O asymmetric VLANJRAEAZ FR L E7,
INT A—H — 7L,

il PR < LH 72 L

K N—2 3

1.00. 01 LAR%
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ERG: 2 A FICHERTE SN TS asymmetric VLAN IRREZ x4 511X

#tishow asymmetric_vlan

Command: show asymmetric_vlan

Asymmetric VLAN: Enabled

3.14 BPDU i— Fa< > K
3.14.1 enable bpdu_guard

H AA »F O BPDU H— FEEREZ AN L £7

L enable bpdu_guard

i AKa<wr Rk, A4 vFOBPU H— FEEREEZ AN L £,
INT A—H— 72 L,

I BRI BHET WU VORI~ REFATTEET,

ﬁ(‘ﬂ‘/L\/“‘—‘:jH Ve

1.01. 00 LLFE

55 51 : BPDU 7 — NEEREZ 20T 5 I2i

#tenable bpdu_guard

Command: enable bpdu_guard

Success.

3.14.2 disable bpdu_guard

H AA »F O BPDU H— FERE 2 HEANIZ L £ 7

L disable bpdu_guard

i AKa<r Rk, AA vFOBPDU H— FEEREAZ i L £,
INT A—H— %L,

I BRI EHET WU NOBRa~v s REFATTEET,

ﬁ(‘ﬂ‘/L\/“‘—‘:jH Ve

1.01. 00 LLFE

55 51 : BPDU A7 — NEERE 2 IE2h I3 5 12i

#tdisable bpdu_guard

Command: disable bpdu_guard

Success.
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3.14.3 config bpdu_guard ports

HAY AA v FOR— M BPDU H— RE§REA FXE L £ 7,

S config bpdu_guard ports <<portlist> | all> [state <enable | disable>
mode <shutdown>]

] BPDU /' — R & AN L7=A— K TIEBPDU /7 » R & %15 T 5 & err-disable
REE L 720 AR — b % shutdown [Z L E T,

INT A—H— ports <<portlist> | all> — BPDU &' — FE§REZ &R E T H AR — b £/ 1THR— b

VAREANLET, all RTA—H—% ANTDHE, AL v TFOTXTOR
— FRIRERD T,

state <enable | disable> — ¥gT &N 7= — h? BPDU & — RHEHEZ enable
THZ), disable THEHZLET, 77 4/L F TIN5 TOET,

mode <shutdown> — BPDU /X% v h & %25 L7274 — k% shutdown [T L E 7,

1l FR=F IH BEET OO FDOBARA< L FRFATTEET,

S N— g 1.01. 00 LARE

B : AR — k@ BPDU H— R Z2H 52 LT, IRAEE— K% shutdown [ZERET D ITIE

#iconfig bpdu_guard ports 1 state enable mode shutdown

Command: config bpdu_guard ports 1 state enable mode shutdown

Success.

FEEIE

()<xm:>7vu—ﬁﬁﬁuaaruéﬁ—rfm~¢3WUﬁ—P%%§ﬂi¢é
CEMNTEERFA, £f-. BPDU H— FHEBEMNEBIZIE > TS R— FTlE, R/ =
DY —ERETBHIENTETEEA

0 BPDU 5 — Ri%&ElZ. R4 vF THH— k&Lt IEEES02. 1d BPDU(STP, RSTP, MSTP)
DIy FHRERYET,
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3.14.4 config bpdu_guard recovery_time

H A BPDU H7— KD U A3 Y —HffE] 23 E L £97

I 5'e config bpdu_guard recovery_time <<sec 60-1000000> | infinite>

A BPDU ' — R DU /8 —IFf#] 23 E L7,

INT A —H— recovery_time <<sec 60-1000000> | infinite> - HENEIFIZEST % BPDU
— KU B/NY =X A 5% 60~1000000 F OFAFH F 7= 1 X MEBRIZFRE L £
77 /v~ OfEIE 60 BT,
Infinite NT7 A =X —%ZFEETDHE VI NY —F A4 APERIZHRE S0, BE)
BRz Le< b x7,

I BRI EHET Iy NOHhKIa< L REFETTEET,

X/ N— g v

1.01. 00 LLF%

fERB]: A A~ F @ BPDU A — REERE Y BN — B & 120 FPIZRRET D 1TIE

#iconfig bpdu_guard recovery_time 120

Command: config bpdu_guard recovery_time 120

Success.

3.14.5 config bpdu_guard log

HHY AA v F O BPDU H— FIZBET 5 u 7R Z R E LET,
L config bpdu_guard log <none | attack_detected | attack_cleared | both>
] AA v F O BPDU H— FIZBHT o u 7Rz E LET,
INT A—H— <none> - BV ~DEXALZ LET A,
{attack_detected> —BPDU /N7 v &M L7 HEIS, n 7 ~DEZIALEZ L
7,
<attack cleared> — U BNV —FEEIC L2 BENEIH, £/-ida~> Ficks
FEEIHEZIT oG/, R/ ~OEFEZALEZ LET,
<both> = BPDU /37 v Mk KOMEIH L= 58 ICli i D r 7 & EEARL £ T,
7 7 4V F Tl both BNFRE SN TWVET,
il BRI BHET I NOAhAKIa< L REFETTEET,

K/ N— 3

1.01. 00 LAF%

51 BPDU A — R 7 {KRE% both & L TERET HITiF

#iconfig bpdu_guard log both

Command: config bpdu_guard log both

Success.
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3.14.6 show bpdu_guard

H AA v FBLOKR— D BPDU H— NIREEEZFIR L £,

L show bpdu_guard [ports [<portlist>]]

B AA v FBLOKR— gD BPDU H— NIRREZ F R L £7,

IRT A=K — ports — A"— h @ BPDU #'— RIKFEZ FR S HEHT,
<portlist> - FIREFELZWR—FY X 2 AN LET,

I BRI 72 L.,

Xt/ N— g v

1.01. 00 LAF%

R 2 A~ F D BPDU H— REEZF T 51X

#tishow bpdu_guard

Command: show bpdu_guard

BPDU Guard Global Settings

BPDU Guard Status : Enabled
BPDU Guard Recovery Time : 120 seconds
BPDU Guard Trap Status : Both

BPDU Guard Log Status . Both
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] AR— k@ BPDU ' — RREZXFERT HITIT

#tshow bpdu_guard ports

Command: show bpdu_guard ports

Port State Mode Status
1 Enabled Shutdown  Normal
2 Disabled Shutdown  Normal
3 Disabled Shutdown  Normal
4 Disabled Shutdown  Normal
5 Disabled Shutdown  Normal
6 Disabled Shutdown  Normal
7 Disabled Shutdown  Normal
8 Disabled Shutdown  Normal
9 Disabled Shutdown  Normal
10 Disabled Shutdown  Normal
11 Disabled Shutdown  Normal
12 Disabled Shutdown  Normal
13 Disabled Shutdown  Normal
14 Disabled Shutdown  Normal
15 Disabled Shutdown  Normal
16 Disabled Shutdown  Normal
17 Disabled Shutdown  Normal
18 Disabled Shutdown  Normal
19 Disabled Shutdown  Normal

20 Disabled Shutdown  Normal
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.15 I+ D—T 4 T—A~R—Xa<7 Uk

3.15.1 create fdb

H Ay

Z=F Y ARVMACT RLA T U —F 4 7T —T ) (F—F_X—2R) |[ZA
AT 472 ) —& B LET,

15 3C

create fdb <vlan_name 32> <macaddr> port <port>

]

AKa<wr R . AL v TFOL=F ¥ A NMCT RLRATZ 4 T —F 4 o F—F
M B —ZERR L £,

INTA—=H—

<vlan_name 32> — MAC 7 R L ANTFEFET D VLAN 4,

<macaddr> — 74T —T 4 V7T —TMIBMEILDH MAC T KL,

port <port> — MAC IEH[EHT RL RAIZKIGNT HAR— FEE, AA vTFIXID
A= EN LT, WIHRESNIZT A AN T 7 4 v 7 &L LET,

il BRI

BHET T hDOHRRaw s REFEITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LI

AR =% % A F MAC FDB => kU —&1ERk$ 5 121%

#create fdb default 00-40-66-00-00-01 port 5
Command: create fdb default 00-40-66-00-00-01 port 5

Success.

3.15.2 create multicast_fdb

H YINTFXYAMMCT RLARATZ 3T —=F 4 T T —T) (F—HX—2R) [T
AZBT 47 M) —EERLET,

L create multicast_fdb <vlan_name 32> <macaddr>

BIC]] AKa<r Rt A v TFDOLF XX ARNMCT RLAT 3T —F 4 7 F—
B R—= 22y N —EERR L E T,

INT A=K — <vlan_name 32> — MAC 7 R LU ANTFEHET D VLAN 4,
<macaddr> — 74T —F 4 V7T —T NZBMEILDHMAC T KA,

il PR 2 BHET WU NOHRKRa~ Ly REFITTEET,

X/ N— g v

1.00. 01 LAR%

ERF:~1FF¥ A RMC 74V —F 47 M) —Z2E T 51C1E

ficreate multicast_fdb default 01-00-5E-00-00-01
Command: create multicast_fdb default 01-00-5E-00-00-01

Success.
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3.15.3 config multicast_fdb

H A

AZA FDNLFXXY A RNMMCT RLATZ AT —F 4 L T F—F_R— R 53
ELET,

1% 3C

config multicast_fdb <vlan_name 32> <macaddr> < add | delete > <portlist>

B!

Ka<wr RiE,. vV FXF¥YARMMCT RLARAT T —F ¢ 75 —T )V EHERL
LE7,

INTA—=H—

<vlan_name 32> — MAC 7 R L ANTEFET D VLAN 4,

<macaddr> — ¥~ /VF XY A RNT T —F 4 T T—T/VZIBMENLMCT K
LA,

<add | delete> — add 1%, N—F&2T—7LIZEBIML £4, delete I, <~/
FXY AN T AT =T 4 T T—TNAnbR— N EHIRLET,

<portlist> — FETHAR— FF7 TR — FHZIEE L E7,

il BRI

BHET T hDOHRRaw s ReFEITTEET,

K/ N— 3

1.00. 01 LAR%

ERF:~ L F v 2 NMAC 7+ U —F 4 7 HFRETDHITIE

ficonfig multicast_fdb default 01-00-5E-00-00-01 add 1-5
Command: config multicast_fdb default 01-00-5E-00-00-01 add 1-5

Success.

3.15.4 config fdb aging _time

HAY

7j_]7\__.-'7‘1/|» 3/7“71»—5/\‘»—X0)3:“—“/\‘/754 A%%&E]\/ij—o

1% 3C

config fdb aging_time <sec 10-1000000>

]

T T H A NF, A, v TFOEE T u AT LET, BEITMACT R
VA ESHNT AR — NESNOR SN T AT I v I T+ T =T 4 TT
— TN M) =N, == T H A LNIIT I ARSI, T—T
LHIENET, =— 0 7 H A 2% 10~1000000 P CTIHEEL£T, 77 4L
FTIE 300 MICRRESNTWET, == 7 XA ABREFICEWVGE, T
DEECFELRWEA F I v I T4 T —F 4 T —T N h—E 7o
TLET, 2L AEAT Y FOKXEZGIEEZTHKE 20 £3, Ll
T T EAAPETEDLEEL D ) =R RLHIBRERTL
FWVWET, ZHUTEELT RLAR T+ T —F 4 v T —T L TROIT b
Wy NEZETOEWEREZ L6 L, TOEHA, AL v FIETXTOR
—NMIT Yy "ETE—REX v A RNT 5700, AL v FREEORRDE L &
BRIZLTLEWET,

INTA—=H—

{sec 10-1000000> — MACT7 RV A7 U —F 4 VT T —HZ_X—ZfHOT—
VTR A A, 10~1000000 o AEE L F1,

il R IH

FHET AV FOHRKAax s FeRITTEET,

KIEN— g

1.00. 01 LAR%
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ERF:fdb =— 0 T2 A AERET HITIE

#iconfig fdb aging_time 300
Command: config fdb aging time 300

Success.

FEREE

0 EPEIZFDB DT Y k1) —AEIEE S DML SEC>+2~<SEC>-1 F TOHEMIENH
3

3.15.5 delete fdb

H 1Y AL v F DT T —T 4 TT—H_X—=ADT N —ZHIFRLET,

&3 delete fdb <vlan_name 32> <macaddr>

B! AKa<wr Rig. AA v FDOMCT RLVRA T 5T —F 4 v 7 F— 52— 2 THERR
L= R —%HIBRLET,

INT A=K — <vlan_name 32> — MAC 7 R LU ANTFEHET D VLAN 4,
<macaddr> — 7+ V=74 L 7T =T N HHIERT 5 MAC T RLA,

i) [R5 I BHET WO NOHRKRa~ Ly REFITTEET,

K N— 3 v 1. 00. 01 LA

155 51 : FDB % 7K AU HIBR T 5 121X

#tdelete fdb default 00-40-66-00-00-01
Command: delete fdb default 00-40-66—-00-00-01

Success.

R ~1FXv A DBy MY —ZHIRT 511X

#tdelete fdb default 01-00-5E-00-00-01
Command: delete fdb default 01-00-5E-00-00-01

Success.
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3.15.6 clear fdb

H A

TRCOBPICFBEINTZMCT RLARAEARAL v F DT+ T—F 4 T F—
BR—=2ZAN6 7 T LET,

1§ clear fdb < vlan <vlan_name 32> | port <port> | all >

i B Kavw NI AL v TFDOTr T =T 4 T T—ERX=R A F I v 7ITF
Hanle=zr N)—%2 207 LET,

IRTA—=H— <vlan_name 32> — MAC 7 R L ANTFE(ET 5 VLAN 4,
port <port> — MAC (57 R L RIZxIHT HAR— F&EH,
all - AL v F DT T—=T 4 T T —F_XR=ZADTXTOXAFT Iy T
Y= 7T LET,

] [R5 I EHET WU NOHRKa~ L REFETTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLF%

FERAF:FT_XTOFB AAF Iy 7 "N —% 7 U T35

ficlear fdb all

Command: clear fdb all

Success.

3.15.7 show multicast_fdb

H 1 AA T ORNF XY ARNT AT —T 4 T T —ERXR—ZADONFEFRRLE
R

1§ show multicast_fdb [ vlan <vlan_name 32> | mac_address <macaddr> ]

=B AKa< R AL v FDVILFHFXYARMCT RLAT A U—F 4 75—
A _X—ZADBHEONEZ=FR R LET,

INTGA—H— <vlan_name 32> — MAC 7 R L ANRTEFET D VLAN 4,
<macaddr> — FDB =2 h U —NERINDMCT RLRAEZELET,
RTA—=B =TI E LIRWEA T RTOVALFF v A FFBxT 2 b —2F%
RENET,

il BRI 2L,

X/ N—2 g v

1. 00. 01 LLf%
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FERFIMAC 7 RL AT — 7 Va2 Ford 5121

fishow multicast_fdb vlan default

Command: show multicast_fdb vlan default

VLAN Name : default

MAC Address : 01-00-5E-00-00-01
Egress Ports :1-56

Mode ! Static

Total Entries : 1

3.15.8 show fdb

ELD BAEOZ=F ¥ A MMACT RLRTZ 4T =T 4 VI T I _X—R5FRLET,

1§ show fdb [ port <port> | vlan <vlan_name 32> | vlanid <vidlist> | mac_address
<macaddr> | static | aging time ]

B! Kavwr FE, AA v TFOTH V=T 4 I T—=FXR=ADBUEDONE 2 FKR
LET,

INT A—H— port <port> — MAC ZEfEHET RL RIZHIET DR — hEH, A v FIXZ DR

— FZENLT, HIHESNTET A RN T 7 4 v 7 sk LET,
<vlan_name 32> — MAC 7 R L ANTFELET D VLAN 44,

<vidlist> = VID U A MZ KXo TRESNIZVIANDO T M —ZFR L E T,
<macaddr> — 7+ VU —F 4 VT T —HRX—RAT —T )VHFLET HMAC T R LA,
static — A¥ T 47 MCT FL A M —%2FRLET,

aging time — MAC7 RV AT 4 T —F 4 VT T —H_X—ADZ—V T XA L

AFRALET,
Hill PR =-TE L,
X/ N— g 1.00. 01 LA

ERF =% % 2 FMAC T RLAT—T7 VA& FRT DI

tishow fdb
Command: show fdb

Unicast MAC Address Aging Time = 300

VID VLAN Name MAC Address Port Type

1 default 00-40-66-00-00-01 CPU Self

Total Entries : 1

158/364




3.15.9 config multicast port_filtering_mode

EED R—bDVNVT XX ATy NI 4 VF ) T E— RERELET,

&L config multicast port_filtering mode < <portlist> | all >
< forward_unregistered_groups | filter unregistered_groups >

it B Kazxy NI AA v FORER— MIHFT 2wV FF ¥ XA My 7 40
VU TE—RERELET,

INT A—H— Kportlist> | all> - vV FF¥ AMKR—F T 4L Z U TE— RERET

HAR—=FEIIR—=FI A2 ANLET, all XTA—F—%2 AT D&,
AL v FOFTRTOR— MB3RIR LR 4,

{forward_unregistered_groups | filter unregistered_groups> - ZALH D
2ODF T arODVTICE T AN Z Y 7= REeRETHIENTE

\i—g—o
Hill PR =-TE BHET H T FOBARa~v s REFEITTEET,
X/ N— g 1.00. 01 LI

ERG: A= I~ DT X TCOITN—THRET HYNT XY AN T 4 NVE ) o TE— RERETDH
Zix

ficonfig multicast port_filtering mode 1-4 forward_unregistered_groups

Command: config multicast port_filtering mode 1-4 forward_unregistered_groups

Success.

3.15.10 show multicast port_filtering_mode

EL:D] R—=FDZNVFFXY ATy N TANZ Y TE—RERRLET,

I3y show multicast port_filtering_mode

B! Ka<wy P AL v FOR—= M TL2HREDO~NFT XY A Ty b7 4
NE Y TE— REFRRLET,

INT A —H — 7L,

] PR =5 I 7L,

KN—2 g v 1. 00. 01 LA

ERF: TR TCOR—= DO LFFY A NR— T4 VEZ ) TE— REBRT5HI21L

#show multicast port_filtering mode

Command: show multicast port_filtering mode

Multicast Filter Mode For Unregistered Group:
Forwarding List: 1-28
Filtering List:
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3.16 IGP AX—ZFa<w U K
3.16.1 config igmp_snooping

ELiD) AA v F D IMP AX—TZiELET,

1§ config igmp_snooping < vlan_name <vlan_name 32> | vlanid <vidlist> | all >
< state < enable | disable > | fast_leave < enable | disable > >

Bk AKavr FiE, A4 v TFOIM AX—F2HELET,

IRTG A= — <vlan_name 32> — IGMP A X —7"%g%E 7 % VLAN 4,
<vidlist> — HETHVIANOU R MERELET,
All - AL o FRERESNDTNTO VAN Z45E L £7,
Fast_leave <enable | disable> —IGMP A X—7® fast—leave (JE <I|ZHfEL) HEhE
%z [lenable] (FA%h) £72iL Tdisable] (EZNICLET ZOHREEZAENIT D
L. VAT AN IGMP Leave A vE—T %% L, Leave A v bE— TV HIRGETHA
ARBIN—=TDREDHRA N THLGE, A A= TECICH S E T,
State <enable | disable> — ¥§E L 7= VLAN ® IGMP A X—7"% [enable] (%))
F721% ldisable) (FEZH)IZL F9,

il BRI BEET O NOIRRa~v L ReRITTEET,

K/ N— 3

1.00. 01 LAR%

R IGMP A X — 7 2R ET AT

ficonfig igmp_snooping vlan_name default state enable

Command: config igmp_snooping vlan_name default state enable

Success.
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3.16.2 config igmp_snooping querier

H A

BEO7 )R EOHE ) . A A= ED LR — N ERFORKKEWN 7))
BEIYIGMP A X —T ZRGET 287y MEKERELET,

3L

config igmp_snooping querier < vlan_name <vlan_name 32> | vlanid <vidlist>
| all > < query_interval <sec 1-65535> | max_response_time <sec 1-25> |
robustness_variable <value 1-255> | last_member_query_interval <sec 1-25>

| state < enable | disable > | version <value 1-3> >

B!

RKa<wr N, IGMP AX—F 27 U 7 2HELET,

IRT AL —

<vlan_name 32> - EXET D IGMP A X —7" 7 = U 7|Z%f9 5 VLAN 4,

<vidlist> — IGMP A X—7"7 = U 7 HMFEE S5 VID P,

All — 2 v FRRESNDTXTO VAN Z457E L E T,

Query_interval — —fiy7e 7 =V 7 A EMRBREABEMATRHRELET, T 74V
MEIX, 125 BT,
Max_response_time — A N\MHD L AR— b aFORKER F)., T7x10 K
1% 10 B T9,

Robustness_variable — PARINLZ VT %y v EO/RFy FOHERIZELTIOD
LA FHH U FE 3, Robustness variable (BRPMEZE$0) OfFEIZLLF D IGMP
Ay —=VHREFHET A GEIEH S ET,

- Group membership interval — </VFF ¥ A ML—H—NFxy hT—7 LD
=TT A NN E IS D TOREE,  RIFROFREIZLLTO®E Y T,
(Mg x 7= VR + (1 x 7= VISERR) .

- Other querier present interval-~/VFF ¥ A ML —Z—RNI7 VT ThHb
D<=/ F X v A Mb—F =N\ T 5 E TORFM, MROFHEIZLLT
D@D TT,  (BEEMHEE x 7 VMR + (0.5 x 7= VIREMR .

- Last member query count — Jb—% —NJ)L—THNIZ T —H )L A L R—=PN R
U E R RIS IS & 72 Group-Specific Query 2, 7 7 # /L Ml Robustness
Variable (BXEMZ540) OfE T,

- F 74 )L MMZ XY, Robustness Variable (BRAEMEZEH) 1% 2] IR TEINT
WET, 7Ry hoTy MBEREL 2D & TRETLILEICIE. ZOfEEH
RLET,

Last_member query_interval — Leave—group X v B —~DR&E L TEE L
A wb—T%ETe group-specific query X vt —IMOR KM, ZOMEA
L LT, = =0T A KT N—T A MBROBRHEFE 2 S5 2 &8
T&EE9,

State — IRFEAS enable DA, IGMP Querier & L CIEIRTX F9(IGMP 7 =V
Ry MERELET), ldisable (JE9) ) OGH. A v FIZ7 =7 & LT
BRELERTA, AA Y FITHER LI LAV 3L—F =0 IGMP 7' 12 X T HERE D 7
ERMEEL, vV TF X x R ML—T ¢ U THEREZ UL L 22 W IGE . Z ORI IS,
ELTRESINET, £ TRWVWEA, LA Y3L—F—nrx 7L L&
REZLNWEIMP 7 =Y Ty FEERELETAL, vV TFFXY A M—T 7
Ta hangy MEEELRWED, A— MIL—F2—FKR—hEe LTHA LT
U MMZR Y ET,

Version - Z VLAN 23415425 IGMP /X7 » hDO A=V g U AEELET,

il R IH

EHET AV FNOHKAx L FEeFETTEET,
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JX‘{]‘:IL\/{“_‘:‘/\‘EI Vg

1.00.01 LLF%E

ERBIIGMP A X —7 7 =) 7 ARET HITIX

ficonfig igmp_snooping querier vlan_name default query_interval 125 state enable

Command: config igmp_snooping querier vlan_name default query_interval 125 state enable

Success.

3.16.3 config router_ports

H 1 R—brEL—F—FR—r L LTRELET,

L config router_ports < <vlan_name 32> | vlanid <vidlist> > < add | delete
> <portlist>

BIC]] AKa<r Rt vV F X5y 2 A X—=TND)—F— T8k 5 R— MMl %
RELET, Zux, e havofEIC)h»rbbTEEREE L TLr—2 =50
FOTRTONNT Y FaEVAT XY A M X —T VO —F—|ZEZET L X
INTRELET,

IRT A —H— <vlan_name 32> — /b—4& —7R— K FAET S VLAN 44,
vidlist> — BRET H/—H —R— kD VID i,
<add|delete> — BRET H/L—F —H— & BINT 2 0HIBRT 2 08E L £
7T
<portlist> — WETHA— hHZFEEL £,

] [R5 I EHET Wy NOHKRa~ L REFETTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLf%

R AZT 4 7 —F—R— N ZHETHITIT

ficonfig router_ports_forbidden default add 1-10
Command: config router_ports_forbidden default add 1-10

Success.
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3.16.4 config router_ports_forbidden

HAY R— b % forbidden (3EIk)/L—F—AHR—FL LTRELET,

&L config router_ports_forbidden < <vlan_name 32> | vlanid <vidlist> > < add
| delete > <portlist>

A Ka<wr Rit, w/VFFv A M 2—TILD)—H — D 2 2R L4 5 R —
FMEFAAZRELET, iUk, BV —F—KR— BV —T 4 77w K
PAEFE LW E D IZLET,

IRTG A= — <vlan_name 32> — JL—& —iRK— M MFELET D VLAN 44,
<vidlist> — BEEAR— F & LTHRET 28— b VID HifA,
<add | delete> — f7E L7z VLAN D2 (LR — h ZBINE 72 13HIBT 2085
PRELET,
portlist> — kN —F —R—F L LTERESNHIA— MHAZFEELET,

il BRI BHET WO NDRRa~vy REFRTTEET,

K/ N— 3

1.00. 01 LAF%

fERE 2 — 2 —R— N2 RET HITIE

ficonfig router_ports_forbidden default add 2-10

Command: config router_ports_forbidden default add 2-10

Success.

3.16.5 enable igmp_snooping

H AA o F D IMP AX—T %[N LET,

I3y enable igmp_snooping [forward_mcrouter_only]

B! Ka<wy RiE, A v FOIM AX—TE#{MILET,

[forward_mcrouter_only] MIEEINDZ L, AA v FiE~/LFFv A hL—

T A 77 u hanory b TGP FiliH Sy b ORI DWW L— 2 —
A= EFELET,

INT A —H— forward_mcrouter_only — Ko< RIZZ DT A—H—%BINT5HE, A A
Y FIIvNTF XYy A MV—T 477 a hansog oy kTGP filf#E Sy b
DN FES N —F —R— bR L ET,

il BRI EHET WY NDOBRAKRa~ L REFITTEET,

K/ N— 3

1.00. 01 LAR%

FER: A A~ F O IGMP A X —F 2B/ T 51213

#tenable igmp_snooping

Command: enable igmp_snooping

Success.
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3.16.6 disable igmp_snooping

HAY

AA v F D IGMP A X — 7 Z M LE T,

15 3C

disable igmp_snooping [forward_mcrouter_only]

B!

AKa<r Rid, AL v F O IGMP AX—7 28I L £7,
[forward_mcrouter_only] MNFEEIND L, AA v Fliz=% ¥ A hL—F
g r7a hansry v, < IVFXY A M—TFT 4770 hairy
N BEOVIGKP Hlf# N7 v E ORI FES W — 2 — KR — b EE L ET,
A<y RO ECEHNECHOWT, A< 2 RIZCLI THR— F SR E 32—
H—R— NEEO VAT NEEIXENC /D £,

INTA—=H—

Forward_mcrouter_only - ZD/XT A —H —&RKa<w NBEMTH &, AA
vFiIz=F v A ML—T T a hal Xy b wLFRy A RL—T
(7 7a hansry b BIOVIGHP filE S b OB EES W oL —
H—iR— F%&%E L, disable igmp_snooping forward mcrouter_only 2~/
RIZEEZNZ 720 3, AL v FIEI~vATFX A M—T 4 77 a haiy
v~ & IGMP #f X 7 v R OIS W v—F — R — b 2FE L ET,

il BRI

BHET T NDOHRRaw s REFEITTEET,

I

1.00. 01 LAR%

ERF: A A F O IGMP A X —F 2N+ 5121%

#tdisable igmp_snooping

Command: disable igmp_snooping

Success.

3.16.7 show igmp_snooping

H 1 AA v F ED IGMP AX =T DBAED AT —HZ 2 %R LET,

I3y show igmp_snooping [ vlan <vlan_name 32> | vlanid <vidlist> ]

B Ka<wr Rix, 2L v FOBIED IGMP AX—FAF—F A bar7 XL
—varERRFLET,

INT A— K — <vlan_name 32> — IGMP AX—7 a7 4 Xal—a 2535 VLAN4,
vidlist) — R THa 7 X2 b— a0 VID #iPH,

] [R5 I 7L,

K/ N— 3

1.00. 01 LAR%
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B IGMP A X — 7 R4 512

#tishow igmp_snooping

Command: show igmp_snooping

IGMP Snooping Global State
Multicast Router Only

VLAN Name

Query Interval
Max Response Time
Robustness Value

Last Member Query Interval

: Disabled
. Disabled

: default
: 125

: 10

22

o1

Querier State
Querier Role

Querier IP

Querier Expiry Time

State
Fast Leave

Version

Total Entries :

: Disabled

: Non—Querier
2 0.0.0.0

: 0 secs

: Disabled

: Disabled

: 3

3.16.8 show router_ports

HHY BEAAL v T CTHESNTWANL—HF —FR— R EFRRLET,
i3 show router_ports [ < vlan <vlan_name 32> | vlanid <vidlist> > ] [<static
| dynamic | forbidden > ]
B AKav R, A v FIZB(ERESN TNAHNL—F —FR— MR LET,
INT A= L — <vlan_name 32> — /L—& —H— FNDBEET D VLAN 44,
<vidlist> — FRTH/—F —R— O VID #ilH,
static — FFOICRESNTWVWDONL—F —FR— heFRLET,
dynamic — BJYICRE SN TVWDH L —F —R— FEFRRLET,
forbidden — FAUIZERE SN TV 5 forbidden (ZEIk) /L—% —R— k&R
LET,
il R IH 2L,

ﬁ(‘ﬂ‘/L\/“‘—‘:jH Ve

1. 00. 01 LLf%
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B L—F =R — FEFIRT DT

#ishow router_ports

Command: show router_ports

VLAN Name ! default
Static Router Port :

Dynamic Router Port:
Forbidden Router Port:

Total Entries: 1

3.16.9 show igmp_snooping group

B AA v F EOBED IGMP AX—T T N—TDar7 4 Xzl — g BRR
LET,

1§ show igmp_snooping group [ < vlan <vlan_name 32> | vlanid <vidlist> > ]

A Ka<y RiFAAL v F EOBAED IGMP AX—TF T NV—TDar7 4 X ol —
varaEFRLET,

INT A=K — {vlan_name 32>— IGMP A X —7 7 ) — 7 1EH A S M35 VLAN 4,
<vidlist> — IGMP A X —F 7 )—FIERE BT 5 VID U Z |,

] PR =5 I 7L,

K N—T g 1.00. 01 LLRE

i BIAED IGMP A X — 7 7 ) — 7 B+ 512X

#ishow igmp_snooping group

Command: show igmp_snooping group

Source/Group : NULL/239. 255. 255. 255
VLAN Name/VID . default/1

Reports 1

Member Ports 4

Router Ports 18

Up time © 122

Expire Time : 260

Filter Mode : EXCLUDE

Total Entries |

#
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3.16.10 show igmp_snooping host

H 1 BEEDR— N ET I VIAN I T —T % B ek Uiz IGMP AR A h &R LET,

I3y show igmp_snooping host [<vlan_name <vlan_name 32> | vlanid <vidlist>
ports <portlist> | group <ipaddr>> ]

BIC]] AKa~<y R, FFEDOR— N ETZITRFED VLAN (27— 7 %88k L7 IGMP &
A beRRLET,

INTGA—H— <vlan_name 32> —VLAN ZH457E L TR A ME#MZF R L £9, VLAN £7213HR—
R EFRE L2 WGA, TR TORER A FRFERENET,
<vlanid>— VLAN ID Z48& L £,
<portlist>— R—hrDVU A FEHEL THA MEREF R LET, VLAN 7=
IR — FEEELR2WEE, T XTORERA MBRFERINET,
dipaddr> — ZV—7®O 1P 7 FUAZIRE L THA MEREERLET,

] PR =5 I 2L,

K/ N— 3

1.00. 01 LAR%

HAFIGMP A X —7 5 E iR (Fast Leave) MfEZ R R4 DICiX

# show igmp_snooping host

Command: show igmp_snooping host

VLAN 1D Group Port No IGMP Host
1 225.0.1.0 2 10.0.0.1
1 225.0.1.0 2 10.0.0.2
1 225.0.1.0 3 10.0.0.3
1 225.0.1.2 2 10.0.0.4
1 225.0.2.3 3 10.0.0.5
1 225.0.3.4 3 10.0.0.6
1 225.0.4.5 5 10.0.0.7
1 225.0.5.6 5 10.0.0.8
1 225.0.6.7 4 10.0.0.9
1 225.0.7.8 4 10.0.0. 10
1 239. 255. 255. 250 7 10.0.0. 11

Total Entries @ 11
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317 Vo7 )F—a>vavw vk
3.17.1 create link_aggregation

HAY

A2AFOY 2T TV =g o I —T 2R L £,

1% 3C

create link_aggregation group_id <value> [ type <lacp | static> ]

B!

Ka<r Rix, EEO#NFE2ETHY 277V — g IJ—F%2ER L
\ij—o

INTA—=H—

value> = ZNV—7ID#ELET, WRK8ETDOIV I 77—y a7 n
— T HERETCEET, IA—TFIDICL->THEIN—T%FHH L ET,

type - JN—TIMERHTHI 0T 7V =2 a DA TEBELET, ¥4
TEEELRZOVEAE, T 74V FATNE [static) 12720 £97,

lacp - AR— M7 —"7"% LACP ¥l L U CHEE L 9, LACP [ZEHN Iz — b
TN —T\CE B 2 TV E T, LACP YLD R — ML, SRR EN LTI/
%9 (config lacp_ports Z#&MdD = &), LACP #EHLOD R — b LACP ¥EHLD 5 X
A R ZHERET DMERDH Y T,

static- 77UV~ a v iR—hIN—T2RAE2T 4o 7L LTHRELET, X
BT AT HR—= NI N—T1F, "NTFo 7T N—TDar7 4 FXal—ralzhgk
WL E, Vo7 ENEMT A, A2 FEICRET D2LENH 5D T, LACP ¥
WOR—RFN I N—T L LTRHGBICEET L ENTEEEAL, AT v TV
2T 7N —=a YEMEHAT %G, O MRS EUICERE S, TRTOR
— FB[E—DHE/T 2Ly V ARETHDHZ Lo L T IEEN,

il BRI

EFHET AV FOAKax FeRTTEET,

K/ N—T g v

1. 00. 01 LI

ERE: ) 2T 7= g A —T R T A I

ficreate link_aggregation group_id 1

Command: create link_aggregation group_id 1

Success.

B

FEREE

0 M) —XTIE o7V =23 v —THERIIEEGEHKR— -+
2L YET, GM 1) —X[ZHLVTIL APLGM118GTSS & APLGM124GTSS A& &=k 8.
TAUN TR GEBEAR— b2 &Y FET,

AUN—R—KFE, 2—F—R—+rEaVRR—FZ2HEEZZLEITHEEZTEA,
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3.17.2 delete link_aggregation group_id

H i REFRHDO) 7T IV —var JA—TEHIBRLET,

&L delete link_aggregation group_id <value>

i AKavwr RiE, REFHOV LI 77V 5 —var JA—7%8IRLET,
INTA—H— value> — ZV—7 1D ZEELET,

il B < LH BEET U NOIRRav Ly RERITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LI

RGN T 7= g I A—T R BT

fidelete link_aggregation group_id 6

Command: delete link_aggregation group_id 6

Success.

3.17.3 config link_aggregation group_id

H 1) EREH DY 2T 7V = a v IA—TE2RELET,

1§ config link_aggregation group_id <value> < master_port <port> | ports
<portlist> | state < enable | disable > >

i BH Ko< NiL., EEO create link_aggregation @< R &R TIERR S 7=
Vo277V —var IV—7EFELET,

NG A= S — group _id <value> — V=7 D 2fEELET, MR8 ETDOI 777V 7
= arIN—TERETEET, F—T IDICL o THEITNN—T %A L E
7
master_port <port> — v AKX KR—  FH, YAXR— NIRRT 7057
—varyIN—=7DR=F (R=F &5 IZLD) 2RELET, Vo770
V57— a v I N—70F_XTOR— R ME, vAZKR— kR —harr
4 X2l —varyrErFrEd,
ports <portlist> — Vo 7 7 7 U~ g ZA—FICFEdT AR — MERIX
A— N AFRE LE T,
state <enable | disable> — fgEINTZV I T 7V F—2 a v I —T%
lenable] (A%h) £7-1% ldisable] (HEZhH)IZL £,

I BRI EHET I NOAhAKIa< L REFEITTEET,

Vo7 70— g IA—7I3EETEER A,
Vo7 70— a Ot aR— b LRGEREEE (802, 1x &FE, MAC FFE, WEB
PRFE) OFR— FMFEHIZTTE EHA,

K/ N— 3

1.00. 01 LAFE
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fERE]: R— N DRI N—T TA—F 1D, ~AZR—F 1 ETN—TF AL NR— | 1-4 1t
WZEFRT DT

#config link_aggregation group_id 1 master_port 1 ports 1-4

Command: config link_aggregation group_id 1 master_port 1 ports 1-4

Success.

3.17.4 config link_aggregation algorithm

HAY

Vo o7 70— a7 ALERELET,

3L

config link_aggregation algorithm < mac_source | mac_destination |

mac_source_dest | ip_source | ip_destination | ip_source_dest >

B!

Ko< NiE, AMOEHT —% OEEIZKT L, egress IR— M ZRIRTHEE, A1 v
FICE S THRFEESND Ty FOEG AR E L ET, AEEIZ, 7 RV AXR—2D
BT NI ALEEH LI EXOHRETT,

INTA—=H—

mac_source — AA v FITIEEFEITLMC T RLAZTF 2w 7 LET,
mac_destination — AA v FITEEHLMC T RLAEZT =7 LET,
mac_source_dest — AA v FIFEFE LB L OEEHLMC T LA EZF v 7 LE
7

ip_source — AA vy FITEEILIPT FLA&F =y 7 LET,

ip_destination — AA v FITEERXIP T KL A2 F=v 7 LET,
ip_source_dest — AA v FIFXXETLBIOEBLIP T FLRAETF =7 LET,

il R IH

EHET AV NOARKAax s FEeETTEET,

X/ N— g v

1.00.01 LLF%

ERGEEEBLIOEETMC DY 2T 7 A= g 073 AAERET HITIE

#config link_aggregation algorithm mac_source_dest

Command: config link aggregation algorithm mac_source_dest

Success.

0 7L X LA ip_source £f-=1% ip_destination MFE. Unknown unicast.
Broadcast., U Multicast @7 L—ALIZA—F z7ahFEF A
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EIEER

0 Unknown unicast/Broadcast/Multicast D EENMEIETEZEKEY & L=7/)31) X
LTIRY B ToNnFET,
Unknown unicast, Broadcast, L2 Mulicast : MAC_DA. MAC_SA. SRC_PORT
IP Multicast : SIP, DIP, SRC_PORT
MAC_DA : 385 MAC 7 FL X
MAC_SA : E{ETMAC7 FL R
SRC_PORT : 1%¥{EJt TCP/UDP ;R— + &S
SIP: #EFTIP7FLR
DIP: 85 IP 7 FL X

3.17.5 show |ink_aggregation

H AA v F LOBEDOY I T 7V A= arDaryZ 4 Xalb—va ek
S~LET,

&L show link_aggregation [ group_id <value> | algorithm ]

B Ka< R AL v F EOBREDO) T 7V F—varDary7 4 Xal
—YarEFRLET,

INTGA—H— value> — ZL—7F 1D ##EL £,
algorithm — fFEHFOT VIV AN K> THRETH IV 2 T7 7V F— 3
VEhEFRARTHIENTEET,

] PR =5 I 2L,

K= g v 1.00. 01 LARE

ERE:) T U= ardDary 7 4 Xalb—3a AR AT AT

#ishow link_aggregation

Command: show link_aggregation

Link Aggregation Algorithm = MAC-source

Group ID 1

Type: : Static
Master Port 1
Member Port @ 1-4
Active Port 1
Status : Enabled

Flooding Port : 1

Total Entries : 1
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3.17.6 config lacp_ports

HAY

LACP #ELOAR— P 2R E L9,

15 3C

config lacp_ports <portlist> mode < active | passive >

B!

Ko< Bk, LACP R—F & LTHREFR DR — 2R ELET (create
link_aggregation Z#Z&MD Z &),

IRT AL —

<portlist> — HETHAR— FETA— FEHZIE T L E T,

mode - LACP 7R— Rh 23 LACP il 7 L — A Z LT 2008 9 I EIRET 5 E—
RERLET,

active - Active LACP A"— R, LACP il 7 L — LA DMPRE REEEITH 2 &
A[BETT, TAUT XY LACP ¥EJLD T R4 ATV 7 OEMNE xR T T—
ML, ZNA—TIEMBSE L THEA T I v 7 ICEEINET, J—T~OR
— MBI, FITHIBRZR EOENR— N T N—T DEFEELT D T2OI121E, D7
L EBHLWVTNNDT /I, ZAD LACP R— % TActive] & L CE&ET DHHLEN
HVFET, TS RIS E D LACP VR —F L TWALERDH Y 97,
passive - [Passive] & U CE¥E Z#17= LACP 7R— R, LACP fili#l 7 L — &
DN TEERA, Vo7 ENTER— N N—T N Rr I m— 3 U &LT
W, iR Im— ML, BIICEE AT O I, RO LD
lactive| LACP R— N CHAHIMERH Y £§ (LEzBBOZ L),

il BRI

BHET T hDOHRRKaw s ReFEITTEET,

I

1. 00. 01 LAR%

i 5] LACP 7R — FE— REREZEIT 9121

ficonfig lacp_ports 1-12 mode active

Command: config lacp_ports 1-12 mode active

Success.
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3.17.7 show lacp_ports

H 1 BIED LACP R— M E— REREZFR R LET,

L show lacp_ports [ <portlistd> ]

B! AKa~ R, BUED LACP B— RREXR R LET,

INT A—H— <portlist> — RETAHA— bEITAR— MEHEZFTEE L E T,
IRTGA—=H—EHEE LRSS, VAT AT TRTOR— MIOWTHAED
LACP B EZ KR LET,

il BRI 7L,

KN — g 1.00. 01 LARE

{F A LACP AR— hE— K

REEFTT DHITIT

#ishow lacp_ports 1-10

Command: show lacp_ports 1-10

Port Activity

Active
Active
Active
Active
Active
Active
Active

Active

© 0 1 O U1 = W DN =

Active

—
o

Active
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3.18 JL—TBsika~v > K
3.18.1 config loopdetect

H /Y AL FNN—TPHIERE AR E L ET,

I3y config loopdetect < recover_timer < 0 | <value 60-1000000> > | interval <value
1-32767> >

B AKa~ R, A v TFRRIV—T7F1EERE (LBD) Z#8ELF9,

INT A—H— recover_timer - /L—UREN 2 oo e T = v 7 T HRRIZRET H 7201

HE)D XY —A B = X LMERT LRI (B) o T0) 135l fETHY BHEYY
ANY =A== XLNEHTHDLZEHZERLET, o T, FEITEYLRAR—T
ZEME L2070 F A, FEICEIHESE 585413, Tconfig loopdetect ports
<{portlist> state disable| B IL T lconfig loopdetect ports <portlist> state
enable] A~ FEMEMALET, HIAZXA~—DF7 7+ /L MEIZ60 (F) TH,
A7 ®PHIL, 60~1000000 T,

interval - TN ADPN—T A X2 hEBET L0 RTOa T ¥ b
—> g7 A R 2L (CTP : Configuration Test Protocol) 2347 v k& E{E4
% WG (F) . A2h&DHIL. 1~32767 T, 5 7 4/ MiIZ 10 T,

il PR I BHET Iy NOHhAKavy REFITTEET,

S N— 3> | 1.00.01 DL

G182 A4 ~—% 0, CTP &{EMMREE 20 ICRET A2

#iconfig loopdetect recover_timer O interval 20

Command: config loopdetect recover_timer O interval 20

Success.

FEEE

o W—THHEBEEICTIL— TR LI5S FONL—TREAZIMYBROLTTEL,
IW—TRRETIE, VAN —FE (T T4/ 60 7)) FBT 5L BEEIBAITTHN
ROIL—TRHMETIL—THEHEL. v FT—V RPN TREGIKEIZLEY FT,
W—TREFZRHAIHETERWMGE., VAN —BREOM) ICL5FHEIRE
BRESNDCLEZHELFT,
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3.18.2 config loopdetect ports

ELH)

AA v FOR— MV —TBil xR E L E7,

3L

config loopdetect ports < <portlist> | all > state < enable | disable > method
< shutdown | drop >

]

RKa<wr Rix, A v FOR—bar7 4 Xalb—v g TL—7BhIEERER R
ELFT, enable I[ZFRE L7z — ML T LTZAA v FITBWTELTZL—
T ORRADBEN 72D £,

INT A—H —

portlist> — W—THHMAT — X AR ETHAR— FaAZEEL £,

all - §_XCOR— MIFREZHEHA L ET,

state - "— FU X2 MIFEEINTZAR— MLV —ThIE#RER Tenable] CA%h)
$720F Tdisable] (BENIZLET, T 74/ FTIIEDIR>TWVET,
enable - L—7FhILMSRED AT — % A% lenable] (HZH)ICRELET,
disable - N—T7BhILERED AT — % 2% [disable) (EZh) ICRRELE7,
method - L —7"BHILAKRERR & L7 — MZxt LT, shutdown Ei{EE 721% drop
WEOELLNEERLET, 7 7 4 /L MEIX shutdown T,

shutdown - A"— T shutdown SR EZwH L £,

Drop - AN— T drop REZ WM L E T, Drop iiE TId/L—7 Mk L7 > Mg
EIFATOIET,

il FR=F IH

FHET AU FOHKAx L FeRITTEET,

K/ N—T g v

1. 01. 00 LI

B v — T B IEFERE 2 AT D ITIE

# config loopdetect ports 1-5 state enable

Command: config loopdetect ports 1-5 state enable

Success.

LBD BhE(L. #BEICHAN SN —TEREAIL—LERETHLETIL—T
BRAEHIBILETS,

-ver.1.00.01 FETHLBD (X, I—TERERATIL—L%F BEHKR— FTZIE]
THETIL—TEZBHMLET,

- ver.1.01.00 LABED LBD TlE, W—TEHREAIL—L%E BEBEAR— TR
E1 952 &TI—TRAMLET,
CDI—TERERATL—LIL, Tag VLANIZIZRELTEY FE A,

(Tag R— FTH Tag 5 SNTITEHSNET)

FD-8. ®AHESETERET BIZIE Native VLAN 28 E T 2RENHYET,
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3.18.3 enable loopdetect

= AA v FON—TPhIERE 2 EE HEAL CHNIC LE T,
L enable loopdetect
A Kawy Rix, A v FOL—TBhIEHERE 2 2EE B T lenable] (AENIZLET,

F 7 4L MEIZ Tdisable) (M%) T3,
1. 03 LAFED B L —FBHIRBEREIC L W L — T 2 LT- 83510, AEE D console
LED Z S S5 LED s el i bRE 28N L £ L7,

INT A=K — L,

il PR I BHET I NOHhAKa< Ly REFITTEET,

S S— 3> | 1.00.01 DL

1 )L— 7B I B RE A SR E HAL THZNIC T 51213

# enable loopdetect

Command: enable loopdetect

Success.

FEREE

o IL—THRENEED LED SR ATfRbHEREIZ & U, REE D console LED SiikREENE D
UExd,
-ver.1.03.00 LA TIE. JL—THE L TULVSIREET console LED AR L ET .
WL—TREINEBRIN-BEICIELED SEd REICHEBRINET,)
- ver.1.02.00 LIBITlE. JL—THRE L TH console LED (TR L EE A,

3.18.4 disable loopdetect

B ALy FON—T B I HERE % 2 AL TR L E T,

S disable loopdetect

G| Kawr RiE, A v FONL—TBh IR EERA CEICLET, T 741
Ml Tdisable) (%)) T,

INT A—H— 7L,

I B = T EHET IOV NOBRKa~y RERTTEET,

K N— g v 1.00.01 LA

B /V— 7B LB RE 2 S B TRESIC 3 513

# disable loopdetect

Command: disable loopdetect
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3.18.5 show loopdetect

H i 24 o FOBEON— TPl a L 7 s Xa L —a 2R LET,

&3 show loopdetect

BIC]] AKavy NE, A v TOVL—TFhiE#ED 2y 7 4 Xalb—varaRRLE
E

INT A=K — 2L,

] R = I 7L,

w3 —a > | 1.00.01 LAKE

RG] — TP RED a7 4 Fa L— g U ERRT AICIE

#tishow loopdetect

Command: show loopdetect

Loopdetect Global Settings

Loopdetect Status . Enabled
Loopdetect Interval : 20
Recover Time 0

#
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3.18.6 show loopdetect ports

H i) AL o FDOR—FZEINV—TIHERED a7 4 X2 b —Ya B ERLET,

I 5'e show loopdetect ports < <portlist> | all >

2 AKawy RiE, A v FOR— KL OBEOL—FFhIEMEED 2> 7 4 X a L —
Varv b AT AEFRRLET,

INTA—H— <portlist> - RET HA— MuHZETE LT,
all - AT LOFTXTOR— MERET D501, Tall] ORT A—2—%2fH
LET,

il R = I 7L,

K/ N—2 g v

1.00.01 LLF%E

FERE] R —  1~9 DL—TFRhIRED a7 4 X2 L — a U EFERTAITIT

#ishow loopdetect ports 1-9

Command: show loopdetect ports 1-9

Port Loopdetect State  Method Loop Status
1 Disabled Shutdown  Normal
2 Disabled Shutdown  Normal
3 Disabled Shutdown  Normal
4 Disabled Shutdown  Normal
5 Disabled Shutdown  Normal
6 Disabled Shutdown  Normal
7 Disabled Shutdown  Normal
8 Disabled Shutdown  Normal
9 Disabled Shutdown  Normal
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3.19 MACAR—XVLANa<T > k

3.19.1 create mac_based vlan

B ZBT 47 MAC_R—ZAVLAN = kU —&ERk L £,

L create mac_based_vlan mac_address <macaddr> vlan <vlan_name 32>

A Ka<r Rix, AZF 427 MAC_X—ZAVLAN = U —ZERk L 7,
ABT 47 MAC X—AVLAN = b U —PNa—HF—Zxt L THEREND L&, 2D
=P =D NT T 4 v 7 X ZDOR— FTEET S PVID ICBR AR <$RE LT-
VLAN D F T, FEfTE8nEd,
ABT 4 w7 MACX—AVLAN = h U —Zxf L TiE, AR — F &S big k= b
U=z a—rVRRARSH Y 97,

R A— K — mac - MAC 7 KL A,
vlan - MAC 7 R L ARG &35 VLAN,

il BRI BHETH T FOBRARIT S FEFATTEET,

K N—2 3

1.00. 01 LAF%

5 5] MAC _X— 2 VLAN @ —H )b N U —ZER 4 5 121%

# create mac_based_vlan mac_address 00-40-66-00-00-01 vlan default
Command: create mac_based_vlan mac_address 00-40-66-00-00-01 vlan default

Success.

3.19.2 delete mac_based vlan

EL:H) AL T 47 MAC_—Z VLAN =2 h U —ZHIpr L £,

L delete mac_based_vlan [ mac_address <macaddr> vlan <vlan_name 32> ]

B! Ka<wr FE, 7—=F =2z M) —=ZHIFRLET, MACT FL A3 LT VLAN
BRELRWSEE, A— MG SN A 4T 4 v 72 ) —OF TR
HiBR S E T,

R A— K — mac - MAC 7 KL A,
vlan - MAC 7 R L R |ZHAHT S b VLAN,

] R = I BHET I NOIHRRaw REFTTEET,

K/ N— 3

1.00. 01 LAF%

RG] A 2T 4> 27 MACX— A VLAN => U —Z YT 5121

# delete mac_based_vlan mac_address 00-40-66-00-00-01 vlan default
Command: delete mac_based_vlan mac_address 00-40-66-00-00-01 vlan default

Success.
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3.19.3 show mac_based_vlan

H ALT 47 MACRX—AVLAN = b U —%FRLET,
I 5'e show mac_based_vlan [ mac <macaddr> | vlan <vlan_name 32> ]
i AKavwr R, A¥T 4 v 7 MACR—AVIAN=V h U —%FRLET,
INT A—H— mac - FngHTL FRU—DMCT KL A,
vlan - /R4 2= h U —d VLAN,
] R = I 72 L,

K/ N— 3

1.00. 01 LAF%

fER: MAC _R—Z VLIAN = RN U — %2 FRT5I1201%

# show mac_based_vlan

Command: show mac_based_vlan

MAC Address

VLAN Status Type

00-80—e0-14-a7-57 200 Active Static
00-80—c2-33-c3-45 300 Inactive Static
00-80—c2-33-c3-45 400 Active 802. 1X

Total Entries:

3
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3.20 MMD AX—ZFa<w Uk
3.20.1 config mld_snooping

EED AA v FITMD AX—TZHRELET,

1§ config mld_snooping < vlan <vlan_name 32> | vlanid <vidlist> | all >
< state <enable | disable> | fast_done < enable | disable > >

B Aawr Rid, A v FICMD AX—TE2#FHELET,

INTRA—=F— <vlan_name 32> — FXET 5 MLD A X —IZ%}9 % VLAN 44,
<vidlist> - %&Eéhé VID O#ilH,
all- AL vy FOFTXTOVIAN ZHE L E T,
state — R L7 VLAN @ MLD A X —7'H§HE% [enable | (5%h) £ 7-(XTdisable]
(2 Iz LET,
fast_done — MLD A X —7 Fast done #46E% lenable] (%)) F7-1% ldisable]
(ENIZLES, ZOBRER lenable] (AR (275 & A /NFMLD D5
TAYE=UNVATAMIZEEIND LT ITIN—TN0HKkiTHZ LNRT
EESE

il BRI BEET U NOIRRav L ReERITTEET,

K/ N— 3

1. 00. 01 LAR%

FEABIMD AX—FDAT— hEFNZLTT 74/ O VLAN IZERET D121

#iconfig mld_snooping vlan default state enable

Command: config mld_snooping vlan default state enable

Success.

3.20.2 config mld_snooping querier

EED MLD AX =T 72V T DI A ~—LBEEZREL T,

I3y config mld_snooping querier < vlan <vlan_name 32> | vlanid <vidlist>
all > < query_interval <sec 1-65535> | max_response_time <sec 1-25> |
robustness_variable <value 1-255> | last_listener_query_interval <sec
1-25> >

it B Kavr Bk, —xzR7 2V EEORE ) ( VAT—rbDLR— %
REORKIER (1) 2% E L, MLD A X —FIC L » CTIRFES D /7 v DRk
PR LET,

TG A= — <vlan_name 32> — FXAET 2D MLD A X—7|Z%x}9 % VLAN 4,

<vidlist>= VID ® U X k,

all- AL vy FOFTXTO VAN ZRE L ET,

query_interval — —#72 7 =V T A EMEE BN CTRELE T, T 74
SV MER 125 BT,

max_reponse_time = U AT =60 LR — N EFFORKEER] (), 7 7 4 v
MENE 10 BT
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INTA—=H—

robustness_variable - T I 7Ry N EO/ Ty hOEKIZE LT
T O AR LU £ 9, Robustness Variable (BRAMZEED) OMEIZLL T O
MLD 2 v t—UM@EitE T 25 8RS ET,

Group listener interval-</LFF ¥ XA hL—Z—NF% vy hT—7 LD T )L—
FITA PN LT 5 TORR,  RBOFFEIZLLT 0@ Y T,
(BB E x 72 V) + (1 x 7 VIRERR) .

Other querier present interval-</LFF ¥ A ML —Z—RNI7 YT Thd
D= /LTFF v A hb—Z =70 LW D ETORH, FEOFREIZLLT
DBy T, (BREMAEE x 7= UM + (0.5 x 7= VIREMR) .

Last listener query count-/L—& —N7 /L—7NiZr—H /L ZAF—7u 7
WERIRTENCEE SN/ —T I F 7 =V, 7 740 Ml
Robustness Variable (BXFEPEZEE) OfE T,

T 7 4V MZ XV | robustness variable (BRZEEMEZEE) X 2] \—lﬂﬁéj’bf
WET, FT Ry oy MEENEL 85 ETPRETLEAICIE. ZofiE
HOLET,

last_listener_query_interval — Done—group A v B—I~DInEE L TEE
L= A v E—%ETe group—specific query A v — O KREL, 0
ffRZE< LT, v—F =0T A N7 —7 Y 2 —H ROk MR 2 ) <
LI LENTEET,

il BRI

BHET T NDOHRRaw s REFEITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LLf%

RG] 7 = VRE 125 70, SRIEEZ AN L TMD AX—7" 27 =) 72K ET HIC

ficonfig mld_snooping querier vlan default query_interval 125

Command: config mld_snooping querier vlan default query_interval 125 state enable

Success.

3.20.3 config mld_snooping mrouter_ports

H /Y R—haL—F—FR—hre LTRELET,

&3 config mld_snooping mrouter_ports <vlan_name 32> < add | delete >
{portlist>

S| Ko< Rit, vV FF v A M X—TIND)—F — TRkt 5 R — M %z
RELEY, 2k, 7a FavoMBEIZ» OO TEELRE LTL—2—N0
FFOTRTCONT Y hae~vw LT H ¥ A M X—TNDN—F—ZEFET D L
IICHRELET,

INTA—H— <vlan_name 32> - /L—% —R— MPFEET 5 VLAN 4,
<add | delete> — —% —AR— M ZBIMEZITHIRL T,
<portlist> - FHET HAH— MUPHEZIEE L 7,

il PR < LH BEET U NOIRRav L ReERITTEET,

X/ N—2 g v

1. 00. 01 LLf%
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FERE]: V— 42— — NZ 1~10 DR — MNP Z R ET HITIE

# config mld_snooping mrouter_ports default add 1-10

Command: config mld_snooping mrouter_ports default add 1-10

Success.

3.20.4 config mld_snooping mrouter_ports_forbidden

HEY R— h%& forbidden (£i1k) N—&—R— K& LTHRELET,

S config mld_snooping mrouter_ports_forbidden <vlan_name 32> < add |
delete > <portlist>

B AKa<wy RE, v AF¥r R M X—=TND—F — (T Lg AR — b
ERELET, UL, FiEA—F—R— R P—T 4 Ty N EAEE
LWL I LET,

INT A—H— <vlan_name 32> - Z&(/L—& —R— NMELET D VLAN £,
<add | delete> — ZElb/L—% —R— hZBMEZITHIBRL ET,
{portlist> - WET HAH— hMHFHEZFREL ET,

] PR =5 I BEHET DT NOHRKRav REFITTEET,

K= 3

1. 00. 01 LAR%

R 2R L — & — R — R 1~10 DR— MNEFHAZRET HITIE

#config mld_snooping mrouter_ports_forbidden default add 1-10

Command: config mld_snooping mrouter_ports_forbidden default add 1-10

Success.

3.20.5 enable mld_snooping

H 1y AA v FDOMD ARX—TEHINLET,

S enable mld_snooping

=3 A Ko< Rit, AL v FOMD AX—TZHNMN L £,
INT A—H— 7L,

i) [R5 I BHET WO NOHRKRa~ Ly REFITTEET,

K N—2 3

1.00. 01 LAR%

TEEE

0 MDRXR—EVHNR—S3 2 20Y—RT LY U BEEIZR Y HR— FTF,
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ERE: A A >~ FDOMLD A X —F 2 /DT AT

# enable mld_snooping

Command: enable mld_snooping

Success.

3.20.6 disable mld_snooping

HHY AA v FDMD A X — T HEGH LET,

1§ disable mld_snooping

B! ARKa<wr Rix, AL vFOMD AX—7%8HcLET, MDAX—T %M
T HE, TTANLMIEDTRTOMD & IPv6 ~/LFFX¥ AT 7 4
VI MAL v FNTTZ7 Ty RLET,

INT A—H— 7L,

] PR =5 I BHET T hOHRARa~ L ReFITTEET,

K/ N— 3

1. 00. 01 LAR%

fERF: A A~ F O MLD A X — 7 Z N2 5121%

# disable mld_snooping

Command: disable mld_snooping

Success.

3.20.7 show mld_snooping

HHY 2L v F EOBIEOMD AX—F a7 4 Fal—iara2FrLET,

L show mld_snooping [ vlan <vlan_name 32> | vlanid <vidlist> ]

B! AKa<wy R, AL v FOBEDOMD AX—F2Aar7 4 Fal— g0 %2%
RLUET,

INT R — <vlan_name 32> — MLD AX—7F a7 Fal — g 25T % VLAN 4,
<vidlist> = VID DU & b,
IRT A—=H—=ZFRELIRWGA, VAT JEITRTOMD AX—7DOHED =
V74X alb—arERRLET,

il BRI 2L,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLf%
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A MLD A X —F 2 FR 4 21213

# show mld_snooping

Command: show mld_snooping

MLD Snooping Global State : Enabled
VLAN Name : default
Query Interval 1125

Max Response Time : 10
Robustness Value P2

Last Listener Query Interval : 1
Querier Router Behavior : Non—Querier
State : Disabled
Fast Done : Disabled
Receive Query Count 0

Total Entries:

3.20.8 show mld_snooping group

H AZA v F EOBIEOMD AX—T IV —T a7 4 Xal— a3 uF R0
ENRS

I3y show mld_snooping group [ vlan <vlan_name 32> | vlanid <vidlist> ]

=5 AKa<r Rix, A4 v FOBIEDOMD AX—7 a7 4 X a2l — 3 &2FKR
LET,

INT A—=H— <vlan_name 32>— MLD AX—7 7 N—Tar7 Xz lb— 3z A5RESH
4% VLAN 44,
vidlist> = MLD AX—TF ' )—T a7 4 Falb—a NERESRT D
VID,
NI A= —FRELRWEGEE, VAT LI TRTOMD FV—TAX—F 2
V74X 2L —varEFRRLET,

il BRI 2L,

K N— g 1.00. 01 LARE
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FERFIMD A X —F2FH T 5I20%

#show mld_snooping group

Command: show mld_snooping group

Source/Group
VLAN Name/VID
Port Member
Mode

Source/Group
VLAN Name/VID
Port Member
Mode

Source/Group
VLAN Name/VID
Port Member
Mode

2000::100:10:10:5/FF0E: :100:0:0:20
default/1

1-2

INCLUDE

2000::100:10:10:5/FFOE: :100:0:0:20
default/1

3

EXCLUDE

NULL/FFOE::100:0:0:21
default/1

4-5

EXCLUDE

3.20.9 show mld_snooping mrouter_ports

HAY

BIEAA v F THRESNTNDNL—F —FR— bR RLET,

15 3C

show m1d_snooping mrouter_ports [ vlan <vlan_name 32> | vlanid <vidlist> ]

[ static | dynamic | forbidden ]

B!

Ka<r Rif, A v FICHEXRTESINTNDHL—F—FR— b aeFRLET,

INT A—H —

<{vlan_name 32> — [EMAF T DH/NL—F —R— FFEET D VLAN £,
<vidlist> — AR DBRIE W H/L—F — 0 VID #ilH,

static —FFIICRESN TN DH L —F —KR— FE2F R LET,

dynamic — BIHIICRRE SN TV DHNL—F —FR— hERRLET,

forbidden — FHFHIICERE I T 5 forbidden (Zkik)/L—& —R— h &2 FER
LET,

INT A =L —F BB L72WGE, VAT AFAL v FICHERESINTWDT
RXTONV—F—R— bR RLET,

il R IH

2L,

KIEN— g

1.00. 01 LAR%
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B L—F =R — FEFIRT DT

# show mld_snooping mrouter_ports

Command: show mld_snooping mrouter_ports

VLAN Name ! default
Static Router Port : 1-10
Dynamic Router Port

Forbidden Router Port

VLAN Name ! vlan2
Static Router Port

Dynamic Router Port

Forbidden Router Port

Total Entries : 2
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3.21 RIWFFINARNR=ZUHGYy—FakajL MSTP) av > K
AAA v FIE3FEHDONN—Y g v DANR= 7Y ) —F 1 bz (802. 1D STP, 802. 1w Rapid STP,
802.1s MSTP) ZH# R — KL TWET, ~AFFAARNN= 7Y —Fa ha) (MSTP) % [EEE H£E
DR EFRSNTAEERE T EHBO VAN 2 1 DDOANR=Z TV V= VAR Ay B L
Xy MU= HZEBORBE AR L ET, o T, TAHLDOMSTP a7 4 Fal—a i b7 7
47— RONRT U TETD, B—DANR=Z TV Y — A VAR REENBE LT HET
b, SRV CRBL E 272 0VEOICT D2 ENTEET, 2Ly, BEMRELEA L AX Y
AR STH LW AR Y —2FRNKRLET, ZNHVIWNHOZ L—AX, 26D 32D A
NR= 7Y J—71 khaj (STP, RSTP, MSTP) DWWz L <, FR @MU AER S -
TV o VHRELTAEEINET, A7 a2 k=L ik, BPDU (Bridge Protocol Data Unit) /347 v KT
ZITRFEITO, ZUET DT NA RN, ANR=ZU TV V= LV RAZ VAR AN TV ) — ) —U g
V. BEOENLDIZHIGDT N VIAN ZXBITEX A LI LTWET, TbDA U AX A
Instance_ID IZ L » CTHPME S L E 4, MSTP TIE, 5D A= 27" Y —% CIST (Common and Internal
Spanning Tree) THEfE L E9, CIST IXZHENIIZAMSTP UV —2a v & ZORKEHZREL, 120
ANR= IV ) =" KT D 1 OO T Y v VDL HICRENTET, ZTDiwd, Bips VLAN %
HOEToNZT L—AE, Xy NU—2 FOFBAICHRESNZY —Y a U HORR DT — X 1R
@0 ET,
Fy hT—=27 EOMSTP ZEH L TWAAA v FIEL, LD 3 DOBEMEZFFS 1 DOMSTP 27 4 F
2l —yalrEEbLET,
(1) 2 XFEFTCO¥MERFCERINT a7 X2 — 34 (Teconfig stpmst_config id]
a2 R TCO name <string>& L CTERTEF),
2 Tarr4¥al—arbVa %S ( Trevision level] & L TREHEM).
(3) 4094 D=L A b7 —7 L ( [VID range] & L TEEFEH),
(4) AA v FRYPHR— 1254094 £ TOVLAN & A VAKX AL DFIGSITTY,

AA » FTMSTP BERE AR T 572DI12iE, U FOFIREETLET,
AA o FIZMSTP FBREZITVWET ( lconfig stp version] <2 K) |
MSTP A VA X L ACWY) R AR TN =T 5344 VT 4 R ELET ( lconfig stp priority]
a2 R)
9% VLAN % MSTP Instance ID |ZIBINT 2 X EENH Y £9 (config stp instance_id 2~ K)

3.21.1 enable stp

H Y AA Y FDAN= 7YY —7a fhalzEr7a— )L THNZLET,

3L enable stp

B Ka<wr Rix, AL v FDOARAR= Y ) —TF o halzy Zla— )L TH
L ET,

INT A= — 72 L,

] [R5 I FHET W o NOHBHRa~ L REFETTEET,

K N— g v 1.00. 01 LAR%

188/364




ERG: AA v TFOARNR= 7Y ) —Fa haliE sl a— L THENCT A2

ttenable stp

Command: enable stp

Success.

TEEE
0 nru\uE#E (MAC I:IIL\IJIE WEB EIL\HE 802 1 X D'L\DIE) t 0) -|< |~ {#Fﬁ lj:_G % iﬁA}O

3.21.2 disable stp

H AL o FDANR= T =T harkEra—r YL CTEICLET,

L disable stp

i A AKawy RiF, A v FOAR= 7Y ) —TFa harkzsa— )L T
TN LET,

INT A — K — 7L,

] PR =5 I BHET DT FORARKaw s REFITTEET,

X/ N— g 1.00. 01 LA

G AL v FDANR= 7Y ) —T v b a)L a4 5120

#tdisable stp
Command: disable stp

Success.

3.21.3 config stp version

= 2L S FDANRN=Z LTI ) =A==V g v 7 a— VIR ELET,

L config stp version < mstp | rstp | stp >

B Ka<w RiE, AA T DAN=Z TV Y —DNN—=T 3 U EFRIRLET,

INTG A =B — mstp - RNFGA =L —ZRINT DL AL T OYAVT T NAN= TV Y —F

o k=L (MSTP) & 7 1 — S LR E L E T,

rstp— RNRNTRA—F—%RRNTLH L A v TFOITEy RANR= 7Y —T 1
k=)L (RSTP) & 7' 0 — 7S )LIZERE L £ 7,

stp = ANRTA—H—ZEIRTDH L, A v TFOAN= 7YY —Tm hajl
(STP) % 7' — S )UIZRE L E T,

il R IH EHET AV FOHRKAax s FeFEITTEET,

=T g v 1. 00. 01 LA
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ERG: AL v F o~V F T NANR= 7Y ) —TFa ha) MSTP) HIic 7 a— iR ET 51T

ficonfig stp version mstp

Command: config stp version mstp

Success.

3.21.4 config stp

HAY

AA > FIZ STP, RSTP, BLNMSTP iR E L £,

3L

config stp [maxage <value 6-40> | maxhops <value 6-40> | hellotime <value
1-2> | forwarddelay <value 4-30> | txholdcount <value 1-10> | fbpdu <enable
| disable> 1 (1)

B!

Ka<wr N, A vTFpERICA A= 7Y ) —Fa 2L (SIP) #BELE
9, STP A=V a VAICEITENDUTOTRTOa~y Rk, BUEAAL v FIT
BMEINTWET,

INTA—=H—

maxage <value 6-40> — AfEITHVERNF >y T —7IZH D TR/ A & KT
TEER L. T LWARDRIEROBELY T L2055 TeOIC®RELET, L— b
TV oIk y FEND ZOfEIX, AA v F Lo Bridged LAN (FY v
THI AR SALIZ LAN) WOT AL ZARFFSO TWNDHANR= T ) —a 7 4%
2= a VERTE L TR EERT H72OOETYT, AMENE L7
KElZL— R 7 U » b BPDU X7 RIS R STV RITHIE, A1 v I
H4CTBPDU X7y hEFEL AN— 7Y v IR 5252 LET, =
DR TAAL v F DTV v ViBAF TN —F/ NS T, AL v Fid—r7Y
CICRY ET, 6~40 RO TRMAZBIRTEET, 7 74/ MEIX 20
T7,
maxhops <value 6-40> — AA v F 235 L7z BPDU (bridge protocol data unit)
SRy RS NDHIDOANR= 2 7Y ) —#FHNOT A AR OF » T %
HELET, ER0ICEETLIET, EAAM v FIX 1 OTORY T IV b &
WHLTWEET, AA vFiE, TOHBPDUNT v M EKFEL, RA— MIIREF
LCWelEmAEfE L ET, Sy 7o MI6~40 THELET, T 741
MEIX T20) T,
hellotime <value 1-2> — Lb— h T NNA RZXLDar T 1 Fal—var Ayt
—VOEGHREREL, AA v TFRELERL WD ExmbEET, 1~
2HOMORZBIR LET, 7 7 4/L MEX, 28 TF,
forwarddelay <value 4-30> — IRBEZ A H T DRI/ — N T A ANFHET D%
KEEM (B),  4~30 BO#P TR 28R T £4, T 74/ MEIZ 15T
7
txholdcount <value 1-10> — ff@Z & 1Z28¥E 415 BPDU Hello /X7 v b DK
¥, T 74/ MElL6 TT,
fbpdu <enable | disable> — STP ZMEshlZ9 % & STP BPDU /377 » k23D 3
Y NI =TT NRNAANLEEFEINET, T 74/L MialL Tenable] T,

il BRI

BHET WO NDIRRaw Ly REFTTEET,

KIEN— g

1.00. 01 LAF%
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{5 ] :Maxage % 18, Maxhops % 1512 LT STP Z5RET AT

#config stp maxage 18 maxhops 15

Command: config stp maxage 18 maxhops 15

Success.

TEEE

0 ZULFTLRA=UHYY—FO kal MSTP) Tlk. /R H Y1) —hik—

Z &l

BESNDT=H. MSTP 2FERHT B X4 v FIZI Tconfigure stp ports] O

Y2 RZEERLT Thellotime] ZRET ABLENHY FT,

3.21.5 config stp ports

HHY R—=RFL~L TSP 2% ELET,

S config stp ports <portlist> < externalCost < auto | <value 1-200000000> > |
hellotime <value 1-2> | migrate < yes | no > | edge < true | false | auto >
| restricted_role < true | false > | restricted_ten < true | false > | p2p
< true | false | auto > | state < enable | disable > | fbpdu < enable | disable
> >

G2 Aa<y Fid, A— 7=k LTSTP Z2Eds LORELET,

INT A—H— {portlist> — KETHAR— MaPHAZFEE L £7°,

externalCost — fEEL72A— MU X MZX L, X7 v NO#RRIZ)HNDH TR N %
KT AN w7 E2ERLET, F—FaX I, HEWICRETDINA M) v
EEHRETEXET, T 74/ ML Tauto (HE) | T,

auto - ANTF A= —%FRETHE, VA MIIEELZA— M LT, &KER
TNy MEEA Y — REHEIMICHE L £ 9, Default port cost: 100Mbps
port = 200000. Gigabit port = 20000.

<value 1-200000000> — 1~200000000 DOFiFH A2 EF L. B2 2 M E2REL
FT, MSWHFERETH L, Ny MEER— & L TERIBENDMEEN L
N E9,

hellotime <value 1-2> — FEEAR— FA Bridged 7V v PIC L ViS5 LAN
FOMMDOT AL AT T 4 Fal—a Ay —VEFET LR, 2Dk
WL TAAL v TFRELHEL TWDHZ E2HMLEET, 1~2 B O®H TR % 3
RTEEd, T74VMaF2HTT,

migrate <yes | no> - [Yes] Zf%ET 5L, STPXTIZHTHEHREZY 7 A K
THMDT Y v DIZBPDU X7y hER— EBREETHIHEICRELET, A1 >
FNRSTP ISR E SN D &, A— FE 802. 1D STP 75 802. 1w RSTP £ THATT 5 =
ENTEET, AL T MBMSTPICHESND &, A— ML 802. 1D STP /5 802. 1s
MSTP £ CTBATT 5 Z &N T& £, RSTP & MSTP (HEE#ED STP & HAF T £33,
RSTP & MSTP OFI51% 802. 1D % v kU — 27 23 802. 1w £ 7213 802. 1s NAZh72 % » b
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T — 7T AR — b ETITERENETA, B AL FOTRTEIT
IZBUNT 802. 1w RSTP £721% 802. Is I 7 v /' L— Ru[fER %y U — 7 AT —
arvERIIBE T AL MR LA — N TIEARNRT A—%—% [Yes| & LET,

edge <true | false | auto> - true |, BRFA— 2=y VKR—FELTHREL
4, L, MY —0FBICL > TLV—FRAOAREENELD L, =y
VR—= My VR =ML LTOBREZRNES, = v PR — MI@EF BPDU 7
v NEZITERY A, b L, BPU ATy EBRZEENDE, ZTOR— MNIT v
UR— bOBELRNET, false (X, TOR— MIZ v VR— FOBEKNRNT
EERLTVET,

p2p <true | false | auto> - true |%, JBIRAR—FZ PP R—FE L TIHRELET,
P2P R— MI= v PR— F LT ETA, PP AR— MMILE T EHE— R TOLEME
THRTEARY EF, RSP OFER L LT, =y UR— Mgk, P2P A— MIaHiE
W7+ T —T 4 U RIEICERE L E9, P2P OfEN false DAL, FDR— M
P2P R— hDEENR RN L Z R L TWET, AutollT5E, A—HMIWNDOTH
AIREZRIFIZ ( Ttrue) Z4E/E L7cWp & [AIERIZ) P2P AR — R & LCEIEL £9, HA—
FOBERE LB (B ZIE T EE— FERESNER ) | HEINIZ [false]
ZIEE LIREE RIERIC 720 £9°, AT A—F—0DF 7 4 )b ML, Tauto] TT,

state <enable | disable> — A"— h U R MIFEE I N2 — M STP % [lenable]
(B%h) £7-1% disable) (HEZHIZLE9, T 74V ML Tenable] T,

restricted role — L— hFR—F & L TEIRTANEINEZRELET, T 74
JU MEIZ Tfalse) (1B) T,

restricted_ten — ZOR— N MR —DOEHERIETHNE I DEERELE
9, T 74V MEIL false) (&) T3,

fbpdu <enable | disable> — AT BH L. STP MHEE L7z — b TELhIZ2 -
TWABEAEIZ STP BPDU X7y EIMBLO Ry R T —7 T8, AN HERES ILE T,
Z—HF—=NR— KT EIZBPDU X7 v hDEREE AN LI WA, AR O
EEHEMTHHMENHY £3, 1. STP 227 0 — LIl CT A2 0ENH Y £
9, 2. BPDU D#rE%L 7 v — )L CHNCT HHLERNH Y £4, 7 a— UL STP
LT 5121, disable stp) 2~> R&EMALET, fbpdu) 27 m—r31
AT D120, Teonfigstp) 2~ REEHLET, 7 7 4 /L Ml lenable)
(F%h) T3,

il R I

EHET AU FNOHRKA~ S FeFEITTEET,

JXA‘—J‘/EJ\/{‘—:\/\‘EI Ve

1.00.01 LLF%E

FEER

0 STP E— RIZHEL\TIZ edge DIEZE true ITRE L THHEEELE A,
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{H 45 : Path cost auto, hellotime 2 #, migration enable, AA— bk 1~2 D state enable T STP %
BROET DITIE

#config stp ports 1-2 externalCost auto hellotime 2 migrate yes state enable

Command: config stp ports 1-2 externalCost auto hellotime 2 migrate yes state enable

3.21.6 create stp instance_id

H MSTP |Z STP A > A% > A ID #{ERk LE 9,
&S create stp instance_id <value 1-4>
A Ka<wr Rix, v VFFANARARA= 7Y ) —F 1 h=ab (MSTP) @ STP A

VAR AID BAER LET, AA v FIIIS DA AKX A (101X
CIST CEWTEEHA, ) "DV, 4oL 2% A 1D 2T 52

ENTEET,

INT A=K — <value 14> — AA v FIZSTP A VA X L AZFRET HT-0HIZ 1~4 O#i
NG ELET,

] PR =5 I BEET T hOIHARaw s REEITTEET,

RS/ N— 3 v 1.00.01 LLRE

R 2= T — (AR A2 R T AT

ficreate stp instance_id 2

Command: create stp instance_id 2

Success.

3.21.7 config stp instance_id

H Y STP A A X A 1D Z BN E T IFHIBR L E T,
1§ config stp instance_id <value 1-4> < add_vlan | remove_vlan > <vidlist>
it B Ko< Fid, AA v FIZ Tinstance_id)] Z1ERLT S Z &2k ->T, VID

(VLANID) % EEHDSTP A L AKX LA IZ~w T LET, STPA AKX LA
I RIUMSTP 2> 7 4 o b—3 3 VAR OEBA L AA—% > TnET, X
v NU—271ZBIF 5, STP &FHDOEIITHIRIZH D TN, KHEEIL, KK
5D STP A LV AH A (1 DIIEETERWNWT 73/ b b —) PR
— RFLTWET, VIDIZT—FEIC 1 DD STP A V AZ L R T RET 52 &0
TEET

INT A —H— <value 1-4> — AA »FIZ instance_id ZFRET H7-DIZ 1~4 OFFHN O
ELET, AAyFIF 0] ELTHRESNTWAIERTEXRNT 74 /L b
VAR A IDL &G 5 Mo STP #iH A4 AR — F L TWE,

add_vlan - vid_range <vidlist>/XT A —X&— LIz BREFHD
STPinstance_id {Z VID ZB/n L £,
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INTA—=H—

remove_vlan — vid_range <vidlist>/XT A —& — LIz REFEHD
STPinstance_id 72>% VID ZHIFR L £,

<vidlisty —A A » FITEREWH D VLAN D)6 VID O#iFA A+ E L £3, ID
BN 1~4094 OHFIPH TAA v F O VID ZHH—h LET,

il BRI

BHET T hDOHRRaw s REFEITTEET,

X/ N—2 g v

1. 00. 01 LLf%

ERB: A 2 A% A ID 2 Z5E L TCVID 10 28007 5121

ficonfig stp instance_id 2 add_vlan 10

Command: config stp instance_id 2 add_vlan 10

Success.

ERE: A 2 Z A ID 2035 VID 10 2R3 5121

ficonfig stp instance_id 2 remove_vlan 10

Command: config stp instance_id 2 remove_vlan 10

Success.

FEER

0 B L STP instance_id 2SR L STP &BEIZHZRA v FHATy Tah, ALaY
J4XalL— 3> Drevision_level BEE LR L name (L) ZHFO>OBEHLAHY

353_0

3.21.8 delete stp instance_id

H 1 2L F NG STP A 2 Z A 1D ZHIER L £,

&3 delete stp instance_id <value 1-4>

B Kawr Fid, AL v FPOREFHD STP A 2 Z X 1D 2HIFRL £
R

INTGA—H— value 1-4> = ZA v FIZANR= U TV ) —Af VAR LV AERET D120
W2 1~4 OFFHNSIEELET,

] R = I BEHET T hORARa~w s ReFITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI N

1. 00. 01 LI
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FERE]: A A F G STP A A% A 1D 2 YR+ 5121

fidelete stp instance_id 2

Command: delete stp instance_id 2

Success.

3.21.9 config stp priority

EED

STPA v AZ Ay T 4 FXal—arZEBHLET,

1% 3C

config stp priority <value 0-61440> instance_id <value 0-4>

]

RKa<w o Ritx, AL vTFDSTPA VAR LAy T 4 Fal—a U RIEE
BHLET, MSTP X, L—hT7 U v, Jb— hiR— b, FEER— L DOEIR
WA L ES, STP kI Em VB EZE D Y THZ Lizky, #
A o FITHEE Ny A E U GEIR LT instance_id IR 5 2 £,
BEREOREMMERNTE, BEEEILELS D 4,

INTA—=H—

priority <value 0-61440> — 0~61440 OfEZEIR L. HzE/ X7 MMIX L
THRESNTA LV AZ A IDITEEELRRE LET, HFENMRWITE, B
S 20 ET, 20T MU —134096 O E T 2MLERDH Y £7,
instance_id <value 0-4> — BXEFHDA L AKX A IDIZKHLET HEIED
HEATILET, 0D U AZ LA IDIX, A v FICNERESNTZT 7 4
JV N @ instance_id (CIST) THAHZ LEZRLET,

il R IH

FHET AV MO Kax s FeFRITTEET,

KIEN— g

1.00. 01 LAR%

i B Instance_id 2 (ZxF 3 DHESEEEAEIC 4096 Z 3% ET D21

ficonfig stp priority 4096 instance_id 2

Command: config stp priority 4096 instance_id 2

Success.
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3.21.10 config stp mst_config_id

HAY

MSTP 22> 7 4 X2l —ar IDEEFLET,

3L

config stp mst_config id < revision_level <int 0-65535> | name
{string> >

B!

AKawr Rix, A v FIZBIERESNTWADOMIP 27 f Fab—
3 UE—BEIGRAILET, AN SINIERIT. FNAET D MSTP
FiPH OB & LTBPDU X7 » MRS E T, AU revision_level
LABTEFFOAAL v FIE, AU MSTP &iHO —E#CTH D & RSN ET,

IRT AL —

revision_level <int 0-65535> - 0~65535 DfE 4 AJj L. MSTP fiElsk % ik
BILET, ZOMII4RTE T, AL v FIZERE L7z MSTP fEIK 2751 L
F9, 774V MEIX [0) TY,

name <string> — 32 UF-LLAND AT OXFHNE AT LT, AL v
F D MSTP fEik & —EZ#kA LE 9, Z D name (44#1) 1. revision_level
DE L HEIT, AA v FITRE L7z MSTP Ik 2 7% 5 L £3°, name (£ A1) 23
AJENTNE | T T4V NAIT A ADNACT RLUAIZR D £,

il BRI

BHET T NDOHRRaw s REFEITTEET,

I

1.00. 01 LAR%

(EEET

JEYa LUl 10120, 4Fi%E THIL] 12 L TCAA v T MSTP FEIk 2 2% T A 121%

ficonfig stp mst_config_id revision_level 10 name HML

Command: config stp mst_config id revision_level 10 name HML

Success.

196/364




3.21.11 config stp mst_ports

HAY

MSTP A v AZ LV ADR— a7 4 X2l — a2 BHLET,

3L

config stp mst_ports <portlist> instance_id <{value 0-4> < internalCost <
auto | <value 1-200000000> > | priority <value 0-240> >

B!

Az~ R, STP instance_id DR—har 7 4 X2l — a2 FHLE
T, =T WIET D L MSTP BEREIX AR — FOEREEZGBH LT, 74U —F
AV TIRBBICEBIE DA A —T 2 — A RIRLFE T, EOICEEISE LT~

DITEINT B A v Z— T = — R TIFE B E A4+ 5 LE T, ﬁ%ﬁﬂﬂb%
VAR ATIL, MSTP BRI I/ NDAR— N EEZ 7 4+ U —TF ¢  7IREEID
oA =T x—2% T 0y LET, RELEENERE T I\O)t
2, IV EWEREZERT 2 Z LICTHEELESY,

IRT AL —

<portlist> — WET DR — FEZITHR— FMiFHAZEELET,

instance id <value 0-4> — A A v FITREFEHD instance_id ZHETH7-
DIZ 0~4 OFPHAN HEfEEZ AT LET, 0 D= U —[LCIST (Common and
Internal Spanning Tree) Z R L £,

internalCost - ANRXT A —H —|F A L H—T 2 —ANSTP A LV AZ L ANT
BIRINDGE . FBER— h~DHRE T NOMXH a2 A MEFELET,
77 )V Ml Tauto] TT, D2 OOA T arNH0 £9 ¢

auto - internalCost IZARNRNT XA —X —%EIRT B L A X —T =2—R|ZH
BRI RE 2R EV— P ERELES, 774V MEZA V=T 2= AD A
T AT A= RIZEIxET,

value 1-200000000 - /L —7 73584 L7c 86, 1~200000000 OOFiPHOAE A £5-5
I A NEFEH L TREL— FEEELET, internalCost DENMEVIEE, &
WCEEINET,

priority <value 0-240> — IR— A ' X — 7 = — ADEIEE 0~240 O#iH
MBIEELET, HICHESHEZNA ¥ — T = — A ZEEVEEE (X
WHUHE) 52, REBICEBXESETEWA U F— T = — RTTRVME S E (K&
WEUE) 2 52 £,

il R IH

EHET AV FNOARKAa<x s FeFEITTEET,

ﬁ(‘ﬂ‘/L\/“‘—‘:jH Ve

1. 00. 01 LLFE
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ERG: A > A% A2 1D 2. HE) internalCost, fESLEE 16 Th— b 1~5 #8ET HI121%

#iconfig stp mst_ports 1-5 instance_id 2 internalCost auto priority 16

Command : config stp mst_ports 1-5 instance_id 2 internalCost auto priority 16

Success.

3.21.12 show stp

HHY 2L FICHIERESNTWVWALSIP a7 4 ¥ ab—a v a2F R LE
R

L show stp

B! AKa<r Rid, 2AA v FOBIEDSTP a7 4 Xalb—vaZ2FrL
ENRS

INT A — K — 7L

] PR =5 I 2L,

KRG N—T 3 > 1.00. 01 AR

ERF: A A~ F D STP D AT —X A5 R AI121E
AT —H A 11 STP H¥aR— 3 o THIZ 7= STP

#ishow stp

Command: show stp

STP Bridge Global Settings

STP Status : Enabled

STP Version . STP compatible
Max Age 20

Hello Time 12

Forward Delay : 15

Max Hops 20

TX Hold Count 16

Forwarding BPDU : Enabled
#
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AT —H A 2 RSTP IZ%F LA &7~ STP

#show stp

Command: show stp

STP Bridge Global Settings

STP Status : Enabled
STP Version : RSTP
Max Age 20
Hello Time 12
Forward Delay : 15

Max Hops 20

TX Hold Count 16
Forwarding BPDU : Enabled
#

AT —H A 31 MSTP 2% LAZNZ & 3u7- STP

#ishow stp
Command: show stp
STP Bridge Global Settings

STP Status : Enabled
STP Version : MSTP
Max Age 20
Forward Delay : 15

Max Hops 20

TX Hold Count 16
Forwarding BPDU . Enabled
#
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3.21.13 show stp ports

ELY) A FRERESN TS SIPHE— a7 4 Fal—va b 2RRL
EXI

LB show stp ports [ <portlist> ] [ instance <value 0-4> ]

BIC]] Ka<r Rt FFEDOR— M ELIFFR— N7 —T12xt9 5 STP AR— hik
ErRRLET,

INT A—H— <portlist> — F/RTHAR— FELITA— FMEHZREELE T, 1 OOKR—

MEBMPARRINET, A= FEHEELRWEE, A— K 10O STP {FHn
TREINET, A== Ip] BLO ] F—Z2FEHLT, LV D

R— FOFMEFRTTLET,

instance <value 0-4> — FEHIIZFRE L 7= instance_id IZ%)id % ID % 0

~4 D TANLET, 0DA L AZ AT, A v FOREICHRE LT

57 # )L h® instance_id (CIST) Z R L F7,

il BRI AN

S N— g o 1.00. 01 LA

ERF]: R — K 1 D STP AR— MR EFRT DITIE (AL v FIZHEZ /L STP)

fishow stp ports

Command: show stp ports

MSTP Port Information

Port Index | , Hello Time: 2 /2 , Port STP Enabled |,

Restricted role . False, Restricted TCN : False

External PathCost : Auto/200000 , Edge Port : Auto /No , P2P : Auto /Yes
Port Forward BPDU : Enabled

MSTI  Designated Bridge Internal PathCost Prio Status Role

0 N/A 200000 128 Disabled Disabled

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.21.14 show stp instance

H 2L FDSIPA LV AZ L Ay T f{Fal—arrEFRrLET,

L show stp instance [ <value 0-4> ]

B! Kawy RiE, AL v FOBIED STP A U AZ L AREL STP A L AL
ZDEEREEF R L ET,

INT A —H— <value 0-4> — AA v FIZERIEFEAD instance_id Z AT LFET, 0D

VU=t A v TFONFIZEESIL TS CISTOSTP 27 1 F =
L—yarvaRRLET,

il BRI mL

RS N— 9 v 1.00. 01 LARE
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ERG: AL > TF DAL AKX A0 (NEBCIST) IZXTDHSTPA LV AF L ATy T 4 Fal—val %
T HITIX

#ishow stp instance 0

Command: show stp instance 0

STP Instance Settings

Instance Type : CIST
Instance Status . Enabled
Instance Priority : 32768 (Bridge Priority : 32768, sys ID ext : 0 )

STP Instance Operational Status

Designated Root Bridge 1 32766/00-40-66-39-78-E2

External Root Cost 1200012

Regional Root Bridge 1 32768/00-40-66—-1A-33-24
Internal Root Cost 0

Designated Bridge : 32768/00-40-66-71-20-D6
Root Port 1

Max Age 20

Forward Delay : 15

Last Topology Change : 856

Topology Changes Count © 2987

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

3.21.15 show stp mst_config id

H 1 MSTP 27 4 F =2l —arIDEFRLET,

3L show stp mst_config id

B! Ko< Rit, 24 v FOBLEDOMSTP 207 4 Xab—3 g 1D 2FHR
LET,

INT A= — 2L,

] [R5 I 2L,

K/ A— = 1.00. 01 LARE
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FERE: AL v FICRERTESNTWVAMTT 2> 7 X2l — a3y IDAFERTHICIE

fishow stp mst_config_id

Command: show stp mst_config id

Current MST Configuration Identification

Configuration Name : 00:40:66:1A:33:24 Revision Level :0
MSTI ID VID list

CIST 1-4094
#
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3.22 Ny PR F—ALFEHOTYF

A2 —F Ry NT—7 EIZIIwLTFHr AT a— RF vy XA MR EORTy M2 T H5S
NTCWET, ZORT 74 v 71FFy NI —7 EOBEORER, MELZFRy NU—T — R L
DOBEMEIZ L > THEMT 22 b H D £T, TORRER., AA v TFOLBEEDMBEREEL, v MY
— I BIRONRT =~V AW EE G252 ERH Y ET, RAL T TIEZ O/ v P A M—20R
LR U325 2 & R AIRE T,

2Ny B A R —LAHEITIE, AA v FICATIENT Ty ROAF ¥ U Z2ITV, 22— —2FE L1z
B A B LS L9, ®EE— NIZiX Tdrop) F721% Tshutdown] ZFEET D Z EBHKET,

ldrop| 7' a Tk, AA v TFDOF v T BaeA o Z— IVEEICER L, BiEz#E 7=
GONT sy MIRICERT M E CHEESNE T, BROXMRERDL Ty FAM—A1F, 7r—R
XY AMEvATFHXY AN, SBEAHOZ=F ¥ X~y N TT,

[Shutdown| #7223 > Tk, 78— FX¥ AN EVAT XX A NEHRIZAL, v TFOF v T
B A B — VIR L, Tecountdown| A 7Y 3 U CHE LZREREIN (0 B~1800 ) 12X
v RA M=k 5 &, A— ML, BEX v -V EHIILET,

PAZE L7= AR — FOEIHIZIE, UHOBﬂ%KM@%®§@)ﬁA) ZfFOM, (2) FHha~r RNZX
WEHSE2HERHY £5, FEia~> FCEIETIZIE, MHER— NORT—X 228, HX)
WO BEZ D VERH Y £7,

3.22.1 config traffic control

EED THa—RFy RN/ TIAFFv R NSERHOL=% % 2 s 37 v b & b—A0
HERELET, N—FU=T7AM—AHENINA, Y7 b =T A= LN
N T4 L— b DE=H DT ELET,

I3y config traffic control < <portlist> | all > < broadcast < enable | disable
> | multicast < enable | disable > | unicast < enable | disable > | action
< drop | shutdown > | threshold <value 64-1000000> | countdown < secs 0-1800>

| time_interval <secs 5-30> | recover_time<secs 10-300> >

BIC]] AKa<r RE, 7ae—REy 2 N <ATXX A NBEAHOZ=F ¥ A f3r
FNAR—LHZHELET, Y7 =T 8T 7 4 v 7 A =X L%
TAHZET, =Ry T YT R T DA RLNfERHTEEST, V7 b
U7 OFBNC LY, vy MU UKREE AL v TF DY AN —Z R L ET,

INT A — portlist> — ~T7 7 4 v ZHlfEDI- ;uﬁﬁéf NGPHAZFRE L E7,
all — AL v TFD T 7 4 v ZHIIDOTZDIZTXRTOR— FNE2RETDHLOEE
sz‘j—o

broadcast <enable | disable> — 71— K& ¥ A b X h—LAHlffl% Tlenable] (F
%) F£721% [disable] (#EZh)IZL E9,

multicast <enable | disable> — ~/LFF ¥ A h A h—Afil#Hl% lenable] (5%h)
F7-1% ldisable] (HEENIZLET,

unicast <enable | disable> — SEERHO =% ¥ X N T 7 ¢ vV #Iif#%
lenable] (A%h) F721% Tdisable] (MEZ)IZ L FT,

action — AA v FTRT v MR M—AZBRANLTZBEOMIEE— REZFELET,
#h{EE— FiZiE, ldrop) F£721% lshutdown] Z¥f57E '?‘ZD_J:Z’PHjEEiﬁ‘O

drop — A v FON—=FKU=TIZLD M7 74 v Z7HlENC LD 7y X b—
LDOFELRHMLET, Ty FAM—LDRRIMIND & ,{j( 75>Eﬁl%ﬁ—5ifﬁ‘wﬁ

203/364




BEBX DTy NEREELET,

shutdown — A v FOY 7 b= TIZED T 7 4 v ZHEEIZ LY 7y B A
M—2OREERIMLUET, N7y MR M—Aniahd e, 77— ¥y 2 b
EXNT XY A NERHBICAAL v TFOF v T AU ZaAT s b E T R
LET, SHIHT U MY EAv—RRi% S/ v B A h—L0 < HEIC
X, TOR—FEAZELET, HELEZA—FOEHIZIZ, (1) FBEFEHko "
g XY —%2FFoh, (2) Tconfigports 1 statedisable] 38X X lconfigports
1 state enable] =2~ REZH L CFHTR— 2V ty M52 L THEIAHTE
7,

threshold <value 64-1000000> — ffiE SN2 b7 7 4 v 7 ZHIHT 2HE T,
drop E— ROHEALIL Kbit/F T, shutdown E— K TOHALIL packets/FVTI,
F 7 # )V MElZ drop &— KT 64Kbit/ BT,

time_interval — AA v FOF v TF@RNE N7 7 4 v 7 HBEBEREICE BN D~
NTFXXYARNBIOT = RXY X Ty bOh Y o2 ERBREREL 7,
Oy NI B EERTLHZET AN NI 70 vy 7 PEELEE LT &
ER L ET,

{secs 5-30> — Interval & 5~30 RIMRICERE L £ T, T 74/ MEIZ 5T,
countdown — 77 4 v 7 A M —ANGEL TWDR— 2T vy NE 7T 5D
FCORRMI () ZHBE L3, AT A—F—[X, action 7 4 —/L R T shutdown
EREL, Y7 MU=TIZKB N T T 4 v 7 lIEIT O GAICETT,

{secs 0-1800> — 77 # /L MEIX [0) T, R—hMIv v v MU ESREE A,
Xy MU T LETORA v FRFHHET L RH (B) 2 1~1800 THE L £9,
1. 03 LARED IR E PR 2R RF S 0 I D RVICAE R ShvE L,

recover_time - shutdown E— RIZHFHA h—LDORIMIC LV AZEINHA— b
ZZHEWIZEIHT 5 F CORERFMZRE L E T,

{secs 10-300> — HENE IAFFHEIFMHE 2 10 B ~300 FICRE L £, 7 74 /v ME
X 1300 T9, action/¥F7 A—# Tdrop E— REHELI-LEEICITEHTE X
A,

1. 03 LARE> & B EWE IR A 10 72 ~300 RO #iPH Co—HF — N ETE 5 &
INCERINE LT,

il BRI

EHET AV FOARKax FeRTTEET,

K/ N— 3

1.00. 01 LAR%
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R AR—F 1~121cf LT r— Ry 2 b2 h—ARE 64Kbit/F « BEGIREMR 10F) - v R A
7 HEE 0 B - HEWMEIREERE 60 DD b7 7 ¢ v 7 il 2R ET HIIX

#config traffic control 1-12 broadcast enable action shutdown threshold 64 countdown 0
time_interval 10 recover_time 60
Command: config traffic control 1-12 broadcast enable action shutdown threshold 64 countdown

0 time_interval 10 recover_time 60

Success.

3.22.2 show traffic control

H 1 BEDONT 7 4 v 7 HRREERRLET,

i3 show traffic control [ <portlist> ]

A Ka<r Rif, A, v FOBEDAN—L T 7 4 v 7 HHOZREEZFZRLE
7,
1. 03 LLF&EDY B Recover time D/ T XA —HBANZ L 0 F-nBIMEE LT,

IRT A —H— portlist> — N7 74 v 7 HlHAZRRTHHR— FEIFHA—FI X NEFRE
LET, A— MU X NHFHORY) & xEOMIZ - ZFEHLET,

I BRI 2L,

K= g v 1. 00. 01 LR

FERF: AR — N 1~4 D 77 4 v 7HIBEREE R T DI

fishow traffic control 1-4

Command: show traffic control 1-4

Port Thres Broadcast Multicast Unicast Action Count Time Recover
hold Storm Storm Storm down Interval time

1 64 Enabled Disabled Disabled shutdown 0 10 60

2 64 Enabled Disabled Disabled shutdown 0 10 60

3 64 Enabled Disabled Disabled shutdown 0 10 60

4 64 Enabled Disabled Disabled shutdown 0 10 60

Total Entries : 4
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3.23 R—+rx5—Yrvyavwok

3.23.1 config mirror

port

H Ay

AA 0 FICIT—HR—r2RELBELEZR— 2@BTO2N T 7 4 v 7 &
F NI =0 ZA=T 57— EOF A 2B U CERT L N TEET,

15 3C

config mirror port <port> [ <add | delete> source ports <portlist> < rx
| tx | both > ]

B!

AKa<vwr NI HBELLER— I N2@ZWT AT 74w 752 F%y NT—J A=T
TR EDT A AR L TRy NIV—T N T T 4w I DFE=HX Y TN
TEXET, A7V a AREICLY ., L FMERIEm M TEZEIND VT 7
4 I ERETHIT— VT HARETT,

INTA—=H—

<port> — Target "— F (X T —2edR— M) ZFHREL £,

<add | delete> - source ports T 7 —J ohR— FZBME-ITHIRLET,
source ports - X 7—Jjth— b, Target "— F&EGTeZ LIXTEETA,
<portlist> — I F—JEAR— b EIFTA— MlHZHEL £7,

rx - I7—nAR—FCRETLHZ Ty NOBZLEIT—V T LET,

tx = IT7—AR— P TCEETLI Ty bOREIT—D T LET,

both — X7 —JiAR— F CEZETLH Ty hEIT7—V 7 LET,

il BRI

BEHET W NORRav L REFITTEET,
Target " — MIIT—AR— b LTHRETEEEA,

KN—V 3

1.00. 01 LAR%

R I 7=V AR —= 2B 5I2i%

ficonfig mirror port 1 add source ports 2-7 both

Command: config mirror port 1 add source ports 2-7 both

Success.

FEER

0 JUBTHYF—L a3 uR— b E35—1) V54388, LNAFER— FDETE
SS5—TELTRELTIEE,

BRTFEIL—LTEIF—Y VI LET,

Target IR— FIZVLAN A7 H A4 SN TUWBIEE. Target R— B LT/

@ 250 L0350 TSI BLIL—LOBALEET L—LO LA

AN T L—LALIZVIANRIZEHEEINET, 7UH4 U VLAN ZHIfRT 52 &I12& Y
Target R— DL D I L—LEHZR#ETLHENTEET,
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3.23.2 enable mirror

HI REHELR— I TV T ar7 s Xalb—varyzacLET,

X enable mirror

Bt Ka< RZLLF® [ldisablemirror] &EHLEEDLH T, AA vFITHR—
TV T ar7 4 Xalb—rarEANLERI, A—FIT—V T3
V74 X2 —va EERETICI TV T EAE T T S 2
ENTEET,

INTA—H— 2L,

IR S IE BET H Y NOBRARKa~w REFITTXET,

KN — g 1.00. 01 LAR%

RFII =Y v T ar7 4 Xal—a 2T 510X

ftenable mirror

Command: enable mirror

Success.

3.23.3 disable mirror

HI MEFHLR— I T—=V T ar 74 Xalb—a 2B LET,

&S disable mirror

B Ka< FiZ Eild lenable mirror] &EHMAGHOE T, AA v FITAHR—
TV UTREA T 4 K2l —Ya B AN LRI, R—FIT—V)
Tar 7 4Xalb—rvarEERETICI TV U EAE IR ESICT
HZEMNTEET,

INT A—H— 7oL,

] [R5 I BHET IO NOHRKRa~< Ly REFITTEET,

K N— 3 > 1.00. 01 LAR%

ERF:IT—Y a7 4 Xal—a 2Nt 5iix

fdisable mirror

Command: disable mirror

Success.
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3.23.4 show mirror

H A

2L F EOBIEOR— I T—V Va7 4 Fal—rar2FirLE
7,

&S show mirror

BIC]] AKa<w R AL v F EOBIEOR—FIT—V 7 ar7 4 Fal—3
VR LET,

INT A —H— 7L

] [R5 I 7L,

K N— g

1. 00. 01 LI

FRB: I 7=V a7 o FXal—arE2FH T 51I00%

fishow mirror

Command: show mirror

Current Settings

Mirror Status : Enabled

Target Port o1

Mirrored Port

RX :
TX

5-7
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3.2 R—rEFXaF4s—a<vU K
3.24.1 config port_security ports

H /Y R—=hrDOExF2 VT 41— ELET,

S config port_security ports < <auth_portlist> | all > < admin_state < enable
| disable > | max_learning addr <max_lock no 0-64> | lock_address_mode <
DeleteOnTimeout | DeleteOnReset | Permanent> >

it Ka<w NiE, R—hotxa U7 0 —Eig2E LET, <auth_portlist>THi
E SN — bDOBNEEL T ET,

INTA—=H— <auth_portlist> — RET DA — FELIIA— MEFHZFE L E7,
all — A v FOFTXTOR=MIFFLA—bEF2V T —2RELET,
admin_state <enable | disable> — U XA FNOKR— M LA—FrEF=2U T 4
—% lenable] (A%h) £721% ldisable) (HEZh)IZL E,
max_learning addr <max_lock_no 0-64> — A"— k-~ FDB N TEIFJIZ Y X F &h
HDMACT RUABZRIRL 9,
lock_address_mode <DeleteOnTimout | DeleteOnReset | Permanent> — 7 KL %
ruy L HEERLET, RO3IODF T a s BNH0 £
DeleteOnTimeout - B w7 IN7=T KL AL, =—T 7 XA LAfRwEICHIBRE S U
EJr S
DeleteOnReset - ® v 7 SNz 7 KL AX, Uty b oFEB SIS ETHIBRS L
FHA,
Permanent - B v 7 IN7T RLVAE, =—Y 77 MLEHA,

] PR =5 I BHET W NOIHRRav REFTTEXET,

K/ N— 3

1.00. 01 LAF%

R AR—rEF=2 VT 4 —ERETDHIC

ficonfig port_security ports 1-5 admin_state enable max_learning addr 5 lock_address_mode

DeleteOnReset

Command: config port_security ports 1-5 admin_state enable max_learning_addr 5

lock_address_mode DeleteOnReset

Success.

TEEE

0 SUSTHSEE (MAC SBEF. WEB S23E. 802. 1x 833[) & DA— FERIETEEH A,
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3.24.2 delete port_security_entry vlan_name

H MAC T RL A, R—hET, BEOVIANID »HAR—hEXFa2 T —z2 h
U—%HIBRL £7,

1§ delete port_security_entry vlan_name <vlan_name 32> mac_address
<{macaddr> port <auth_port>

BLs AR OBE—R— X2 VT —x2 M) —%2R— KB, VLAWNLB X
NMAC 7 RL A Z L CHIBR L 9,

INT A —H— vlan name <vlan_name 32> — HIFRT DR — FOXHLT 5 VLANA Z AT L
75
mac_address <macaddr> — ZFEEH» THIFRT DA — MIXIST 25 MACT FL
A NS UES,
port <auth_port> — BMCAJILIZMAC T RLRZFEHL CWAR— "N EE2%
AN LET,

il BRI EHET WY NDOBRAKRa~ L REFITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLF%

EAF:A— X2V 7 4 —ZHIRT D121

fidelete port_security_entry vlan_name default mac_address 00-04-66-10-2C-C7 port 6

Command: delete port_security_entry vlan_name default mac_address 00-04-66-10-2C-C7 port 6

Success.

3.24.3 clear port_security_entry port

H i) FELUIEA—FEX=2 U7 0 —ENEIEL TWD MAC T KL AZEDNR
— "7 UTLET,

S clear port_security_entry port <auth_portlist>

i Ka<y FE FEOR = MINZAAS v FRFEELIZMCT R AT b —
VT LET, Aavr Nid, K= botxa V7 ¢ —HEOHICERLE
R

INT A —H— Cauth_portlist> — Z7 V745K — hEXIIAR— MOFHAZEELET,

] PR =5 I BEHET T NOHRRav REFITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LI

EAE: A= FZEICAR— b EF 2 VT =2 P =227 VT4 5120F

# clear port_security_entry port 6

Command: clear port_security_entry port 6

Success.
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3.24.4 show port_security

H i) BAEOR— X2 7 4 —HFRERRLET,

&L show port_security [ ports <auth_portlist)> ]

B AKa<wy RE, A v FOR—= b OR—beFxa T 4 —tFEREERLET,
RREINDERIT, A—FEX2 VT r— FHEORE, FEHITLT7 LA
DIRFKE, BEOe vy E— NEeEHET,

INTA—=H— <auth_portlist> — BT LR — NELIIAR— MaHATEE L £,

il R -2H 3L,

X N— 3 1.00. 01 LAKE

AP AR = EF=2 VT 4 —ERERTT DT

#ishow port_security ports 1-10

Command: show port_security ports 1-10

Port_security Trap/Log : Disabled

Port  Admin State Max. Learning Addr. Lock Address Mode

1 Disabled 1 DeleteOnTimeout
2 Disabled 1 DeleteOnTimeout
3 Disabled 1 DeleteOnTimeout
4 Disabled 1 DeleteOnTimeout
5 Disabled 1 DeleteOnTimeout
6 Disabled 1 DeleteOnTimeout
7 Disabled 1 DeleteOnTimeout
8 Disabled 1 DeleteOnTimeout
9 Disabled 1 DeleteOnTimeout
10 Disabled 1 DeleteOnTimeout
#
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3.25 ZAOraJVLIANa<T U R
3.25.1 create dotlv_protocol_group

EL)

7'm h 3L VLANBERED 7' e L 7 —T 2 El L £ 77,

15 3L

create dotlv_protocol_group group_id <{int 1-16> [ group_name <name 32> ]

B!

Ka<r N, v ba)LVLANBREO 7' a a7 L —7%Ek L 7,

INTA—=H—

group_id - 7’1 hadty MEMOE Y b EFKT H-OIHEHT LT e
L7 —7D 1D,
group_name - /1 ha )TN —T4, REIL, PEAEKT 32 XFTT, Jv
— AN E I E . [ProtocolGrouptgroup_id] &\ 9 7 L—74 75 H#8hi
WA ESNE T, BIZIE. group_id 2% 2 OHEEICHEVAEKR S DA ETIE.
[ProtocolGroup2| & 720 £9, HEWVERINIZAFINEEFEDO 7 NV—7 L EHET
% & . [ProtocolGrouptgroup_id+ALT+num] &WHMREL™MFEA I ET, hum)
I BERBLET, SOICEETDE, ZOROENMRDY ICFEHEINET,
5l © Group ID 2% 1 DA, HEVEMR I H4AEIL, [ProtocolGroupl] &720 &
7
Z OLBIDBEICAFAEL T D & | [ProtocolGroupl ALTLI M W ICHEA SN E T,

il PR I

EHMET Y MDA Rawy REFITTEET,

KIRN— 7

1.00. 01 LAF%

ERF: e harZ v—7EERkT BI21E

# create dotlv_protocol_group group_id 1 group_name General_Group

Command: create dotlv_protocol_group group_id 1 group_name General_Group

Success.

212/364




3.25.2 config dotlv_protocol_group

H 1 7a hanrg—Ic7a ha izt Ed,

I 5'e config dotlv_protocol_group < group_id <int 1-16> | group_name <name 32> >
< add protocol <ethernet_2 | ieee802.3_snap> <hex> | delete protocol <
ethernet_2 | ieee802.3 snap > <hex> >

Bt Ka< R, e barrZr—7c7a balzBnt £4,

INT A=Y — group_id - F'u hairdty Moty b EFENTHDICHERT L7 e |

)T —70 1D,

Group_name - 7' & ko)L 7L —T74,

protocol = 7L —AX A TEIOTm Fa/MEEZEELET,

T L —ULH AL, ethernet_2 F 721X ieee802.3_snap ZiEIR TE F9,
(ZL—LF A7 ieee802.3_1lc IZITXIELTHY THA)

7 haUET BESNTE T L—AZ A T OTa ha v E#BIT 57D &

WET, ANERITI6 vy M @A 27T b)) OL68EET, 0x0 725 0xFFFF T,

B : IPv4 I 0x0800, IPv6 i% 0x86DD, ARP (I 0x0806 72 &,

il PR I BHET Iy NOHAKRavy RERITTEET,

HAN—Y g v 1. 00. 01 LA

G e halrZr—7F1127a hail IPve 28007 5121

#iconfig dotlv_protocol_group group_id 1 add protocol ethernet_2 0x86DD
Command: config dotlv_protocol_group group_id 1 add protocol ethernet_2 0x86DD

The protocol value configured to add will take effect on both frame types Ethernet_2 and
ieee802. 3_snap.

Success.

G 7a harZr—7F107a hail IPve ZHIET 5121

#iconfig dotlv_protocol_group group_id 1 delete protocol ethernet_2 0x86DD
Command: config dotlv_protocol_group group_id 1 delete protocol ethernet_2 0x86DD

The protocol value configured to delete will take effect on both frame types ethernet_2 and
ieee802. 3_snap.

Success.
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3.25.3 delete dot1v_protocol_group

H ) 7' hav s —7wHIRLET,

I 5'e delete dotlv_protocol_group < group_id <int 1-16> | group_name <name 32>
all >

i A AKa<wr RNix, v halv s r—7%HIRLET,

INT A= — group_id - HIBRT D7 V—7 1D ZfRE L 7,

group_name - HIfRT B N—T4ERELET,
all - 27N —7ZHIBRER L E 5,

il PR IR BHET I NOHAKRavy REFRITTEET,

=T g v 1. 00. 01 LA

AR 7' e hav s v—7"1 ZHIRT 5103

# delete dotlv_protocol_group group_id 1
Command: delete dotlv_protocol_group group_id 1

Success.

3.25.4 show dotlv_protocol_group

H i) Za haV =T TEREINT e halviER R LET,

I3y show dotlv_protocol_group <group_id <int 1-16> | group_name <name 32> >
B RKa<wr RNE, e barsZ—7CTERSN7n hareaFRrLET,

NG A— K — Group_id - RARTHI/N—TIDEZEELET, ZA—7 1D ZfELRWIGHE,

RELIZTRTCOT e haL sl L—RNERESnET,
Group_name - 71 k)L J)L—T4,

il PR I L,

S N—T g v 1. 00. 01 LA

G 7ae harZ—7F1D 1 2FERT5HI21T

# show dotlv_protocol_group group_id 1

Command: show dotlv_protocol_group group_id 1

Protocol Group ID Protocol Group Name Frame Type Protocol Value
1 General_Group EthernetIl 86dd
1 General_Group TEEE802. 3 SNAP 86dd

Total Entries: 1
#
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3.25.5 config port dotlv ports

EED RESNTWNL T B han I N—TICHSER— P R NOANTLH TR
Xy b OTZDIZ VAN 20 YT EF,

1§ config port dotlv ports <all> < add protocol_group < group_id <int 1-16>
| group_name <name 32> > < vlan <vlan_name 32> | vlanid <int> > [ priority
<value 0-7> ] | delete protocol_group < group_id <int 1-16> | all > >

B! Kawr PN, BESNTWDLT B Far s —F D ZR—F) XA B A
NT BT L7y RO VAN ZE|0 4 CTEF, ZOHEID KT, [delete
protocol_group| A a2 fEH L THIBRTE £9,

BREL a~ L RTHRELRWEE, 7740 FOKR— MEEEIZ, v hal
VIAN I K> THBESND Z 77 LTy FOBREICRY $9,

INT A —H— Group_id - 7a ha /g L—70 7 —7 1D,

Group_name - 712 k)L J )L—T4,

Vlan - A— MIART 17 b2V N—T %5315 5 VLAN,

Vlan_id - VLAN ID Z#8& L £7°,

Priority - 7' b2/ U Ko THRE S LD VLAN ICHF S NI T v MITHRD
oD EEELRRELES,

il PR < FE EHET WO bOBRKRa~w s FEFATTEET,

K N—2 3

1.00. 01 LAF%

fE B VLAN marketing—1 2|0 ¥ TR — M L—71D 1 Z&FET HITIX

# config port dotlv ports all add protocol_group group_id 1 vlan marketing—1

Command: config port dotlv ports all add protocol_group group_id 1 vlan marketing—1

Success.
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3.25.6 show port dotlv

H i) 7u ha I —TICESNWER— NI AT HE T LNy NSRS
5D VLAN 2R LET,

L show port dotlv [ ports <portlist> ]

B RKa<wr Rix, 7o barZr—71CESWaR— bbb AT 255 77 LR
v MIRHSTT HiH VIAN 2R R LET,

INT A =L — Portlist - FoR7T HA— MHEZIEEL £,
BELRWEES, T TOR— FOE#RNFRINET,

] R = I 7L,

K N— g v 1.00. 01 LARE

RG] AR— K 1~2 D71 k2L VLAN F# &2 Ford 5120

# show port dotlv ports 1-2

Command: show port

dotlv ports 1-2

Port: 1
Protocol Group ID VLAN Name Protocol Priority
3 default -
4 VLAN300 -
5 marketing—1 -
Port: 2
Protocol Group ID VLAN Name Protocol Priority
default -
VLAN300 -

Total Entries: 6
#

marketing—1 -
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3.26 -inQavw>F
3.26.1 enable qing

B AKa< NE, QinQE—REZAHNTLET,

3L enable qing

GBI Aa<r R, @inQE—REHFHZLET,
Q- in QEHFMNZITHE . TRTORY NT—T7 R — FDOFEEDZNI RA— K~ L7220
HhE TPID 7% 88a8 | »nxﬁéhiﬁ“ BEfED A X T ¢ 27 VLAN 139 T SP-VLAN
LRV ET, BMICEELETRTOL2 7 L AR, 27U T7ENET, GVRP
BLOSTP I ZFE TEICT LIMLE R H Y £77,
AA »F D GVRP ZEATT HMENH D55 1E, LT RN, FEITGRP 2 A %)
WZLET, Q- in QDT 74V MiX, [disable] (H5)) T4,

INT A—H— L,

il BRI BEHET T NDOHKaY s REEITTEET,

K/ N— 3

1.00. 01 LAF%

fEFAB:Q-in-Q ZHZNTT D ITIE

#enable qing

Command: enable qing

Success.

3.26.2 disable ginqg

B AKa<r NE, QinQE— REZMEIHIZLET,

&3 disable qing

A ZIKSI“\?/I\;’E Q-inQ E— REMEEHHIZ L £,
BICEB LT _RTOL2 7 FLAIZ, 27U 7 ENET, BICsE LT
TOHOVIANZ > Y —{F27 U7 &3, GVRP |X [disable] (HEZh) 2720 F9,
AA »F D CVRP ZETT HMENH D55 1E, LT RN, FEITGRP ZH%)
WZLET, BEED SP-VLAN [T _RTCA&ZF ¢ w7 1Q VLAN & LTETLET,
Q-inQ ®F 7 /v ML, ldisable] (M%) T,

INT A—H— L,

il PR 2 BHET W hOHRKRa~wy REFTTEET,

K R—T g v 1. 00. 01 DAR%

R :Q-in-Q & MZhZ 9 B I12i%

#idisable qing

Command: disable ging

Success.
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3.26.3 show qing

H 1 Ja—s3 L Q-inQ #F o~ LET,

&L show qging

A AKa<wr R, Z7e— L Q-inQ AT —Z ZA%2FRrLET,
INT A=K — 7L,

] PR =5 I BHET N NDIRRaw L REFITTEET,

S A= g v 1.00. 01 LARE

FERF: 7o —3L Q-in—Q D AT —H A FKRT HITIHE

#show qinqg

Command: show qing

QinQ Status: Enabled

3.26.4 show ging ports

HAY 7 a— L Q-inQBLOAR—F QinQE—RORAT—HRAEZRRLET,

&S show qing ports [ <portlist> ]

GLs Ravwr RiE, UFEEH 72— L Qin QAT — X A%FKrLET,
Q-in-Q E— R TOR— F D& EIF LR — FSHEE TPID,

INT A —H— portlist> - ERTHR— FMaHEFREL 7
INTRA=B—ZRELRWGE, VAT ALTXTO QinQ A — MEHMAEER L
EXE

il BRI BHET WY b OBhKRa~ L REFETTEET,

X/ N— g 1.00. 01 LARE

ERF:AR— K 1~4 D Q-in-Q AT —X AZF£ T DT

#tshow ging ports 1-4

Command: show qing ports 1-4

Port Role Outer TPID VLAN Translation

NNI  0x88a8 Disabled
NNI 0x88a8 Disabled
NNI  0x88a8 Disabled
NNI  0x88a8 Disabled

I I N

Total Entries : 4
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3.26.5 config qing ports

H i) Q- inQA— FhEHELET,

&L config qing ports < <portlist> | all > [ role < nni | uni > | outer_tpid
<hex 0x1 - Oxffff> | vlan_translation < enable | disable > >

BIC]] Ko<y R, VIABEOR— N L~V EREEZITVET, @-inQ T— R T
o lE, KRETANTEIHY A,

INT A= B — {portlist> — BXET HA— MEPH,
role - Q-in—Q E— R CTOR— FDO&E|, UNI A— K E/2IE NI A— F DOV
ZBEIRL£7,
outer_tpid - SP-VLAN Z Z'® TPID,
vlan_translation - AZIEFRESNIZHE, VIAN F T AL —3 g VIRZEDR
— hCEMTENET, REMIE. T 7 AN MKV [disable) (HEZh) T,

il BRI BHET WY b OHAKRav L REFITTEET,

K/ N— 3

1.00. 01 LAF%

R AR—F 1~4 % NI AR—FE LTHREL, 7 7% —TPID % 0x88a8 |[ZFXE T D ITI%

ficonfig qing ports 1-4 role nni outer_tpid 0x88a8

Command: config qing ports 1-4 role nni outer_tpid 0x88a8

Warning: The outer TPID will be globally applied to all ports!

Success.

3.26.6 create vlan_translation

HEY BLVvLb— & LTGEMSD VLAN b7 o A L—3 g b= V2 BT 270, Bl
TEDL—L B L ET,

I3y create vlan_translation < add cvid <vidlist> svid <vlanid 1-4094> | replace
cvid <vlanid 1-4094> svid <vlanid 1-4094> >

B! Ko<y RiE, VLAN b T VA L—v g2 L b— L 2B L TH— S % 7 DOR%(E 7
v NEBIMEIXER L EF(CVID X S-VIDICER L, 77y b TPID X7 ¥
Z—TPID IZEH L ET),

INT A—H— cvid - NI IR— k21 7 VAT B3 @ C-VLAN 1D,
svid - C-VLAN ID #@&#ad 5. F7zid v MIFFA S D S-VLAN 1D,
<vlanid 1-4094> - 1 ~4094 O#FiFHD VLAN 1D,

il PR = 2H EHET WO FOBERIa~< L FEFITTEET,

K N—2 3

1.00. 01 DA%
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{5 F 51 : S-VLAN 100 % C-VLAN 1-10 |ZBIDEID M TA2 325 VLAN h T 2 AL —3 3 U b— L BB T

A%

ficreate vlan_translation add cvid 1-10 svid 100

Command: create vlan_translation add cvid 1-10 svid 100

Success.

3.26.7 delete vlan_translation cvid

H i VIAN fh 7 > AL — g3 Ub— L EHIBR L £ 9,

&L delete vlan_translation cvid < <vidlist> | all >

i AKa<r Rix, VLA S o2 L—3 g3 U b— L a8 LE T,
INTG A =B — cvid - VLAN 7 > AL —3 9 D CVID b— L& ELET,
il BRI BHET v hOAARa~wy REEITTEET,

K/ N— 3

1.00. 01 LAF%

fERF:3_TD C-VID VLAN kT > AL —3 3 VI — L aHIRd A120%

fidelete vlan_translation cvid all

Command: delete vlan_translation cvid all

Success.

3.26.8 show vlan_translation cvid

HA VLAN h 7 AL —va  b— )RR LET,

L show vlan_translation cvid [ <vidlist)> ]

A Ka<y RiZ BREFHVLAN hF AL —grar7 4 XFal— g UV EFER
LET,

INT A—H— evid - F§ELZZCVID YU A FDQ-inQ hTF AL — 3 Lb—)L,

] R = I 7L,

K/ N— 3

1.00. 01 LAF%
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fE B :C-VID 10~C-VID 40 ® VLAN h T > AL —3 3 /)b— /)L A2 FKIRT HITIE

fishow vlan_translation cvid 10-40

Command: show vlan_translation cvid 10-40

CVID SVID  Action

10 100 Add
20 100 Add
30 200 Add
40 400 Replace

Total Entries: 4
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3.21 S Dav T AVT—a3 O

N7 74w TA T —a T, ML LI VLAN 2 & BI/NSWR— 7 —F12 5845 2
ETVIAND N5 7 4w 7 ZEELET, VLAN L— A BB S, RIS, NI 74 v 78T A T—3
a V=V S NET,

3.27.1 config traffic_segmentation

HHY AAYTFDNT T 4w I VTAT—2a VERELET,

L config traffic_segmentation <portlist> forward_list < null | <portlist>
>

A AKax PiE, AAYTFIE NI T4 v 08T AT a 2 ELET,

INTA—H— portlistd — NT T4 w7 BT AVT—va VEFRETDHHR— FEIER—
M ZfRE LE T,

forward list — ECHEINIZAR— M DiEEINTZT7 L — LA EZET 5
— FNEIIAR - M ARRE L E T,

null — R— MIFBFESINEEA,

<portlist> — #ixk U A hOR— hHAZIFEL 9, OV AMIET 74
IR T AT —=va e LTRERADFE AL v F LICH L 0ER D
V£ () ED config traffic_segmentation THEE L 7=<portlist>),

il PR BHET AT NOBHKRa~v Y REFEITTEET,
SIEN—T 3 1. 00. 01 LA

ERB]: R — 1 11~15 27 L — A ZHET H7-012, R— bk 1~10 ZRET DX

ficonfig traffic_segmentation 1-10 forward_list 11-15

Command: config traffic_segmentation 1-10 forward_list 11-15

Success.

3.27.2 show traffic_segmentation

EL:h] A2A v F EOBHED N T T 4 v 78T AT —varDar7 4 Falb—v
g xR LET,

1§ show traffic_segmentation [ <portlist> ]

A AKavwy RF AL v TFOBEDONT T4 v 7T AT —aropar7y
Xal—ralrmFRLET,

INT A—H — {portlist> - AA v FDOBHED N T T 4w 78T A T—varar7 44X
2 b —a URFRREINDAR— NEIIAR— MHEEELE T,

] R = I v AT = a VA=Y A MBIOEREY X MIFE—AA v F R
FUE7e 8 A,

X/ N— g 1. 00. 01 LA
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R 2L v F EOBED N T T 4w 78T AT —arDary7 4 FXal— g 2FnrdT b
ZiE

#ishow traffic_segmentation

Command: show traffic_segmentation

Traffic Segmentation Table

Port Forward Portlist

1 1-24
2 1-24
3 1-24
4 1-24
5 1-24
6 1-24
7 1-24
8 1-24
9 1-24
10 1-24
11 1-24
12 1-24
13 1-24
14 1-24
15 1-24
16 1-24
17 1-24
18 1-24

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.28 VLANa< > F

3.28.1 create vlan

H i AA v F O VLAN ZAER L £,

1§ create vlan <vlan_name 32> tag <vlanid 1-4094> [ advertisement ]
i AKa< FiE, AA v FITVLAN Z1Ek L £9,

INT A —H— <{vlan_name 32> — {E%9 % VLAN 4,

<vlanid 1-4094> — {ER3 % VLAN @ VLAN 1D (1-4094),
advertisement — VLAN 7S GVRP I[OHH#ECTX A LI ELET, AT A—
B—MNHEINRNE AL v FIIVLANIZEIT AT _RTDOGRP A vE—T%

EETDHIENTEERTA,

i) [ -2 BHET N NOIZRRa~ s REFITTEET,
HVLAN AL 32 LFLUANTHRELE T, 2074 Falb—ar T EICHRK
4094 F T VLAN Z{ERRC& £,

K N—T g v 1. 00. 01 LARE

fEFFVLAN Tvl), ltag 20 Z1ERKT 520

ficreate vlan vl tag 2

Command: create vlan vl tag 2

Success.

3.28.2 delete vlan

B AA T TEFEHD VLAN ZHIBR L £,
L delete vlan <vlan_name 32> | vlanid <vidlist>
B! AKa~xr FliE, Ay FITREWFHD VLAN ZHIBR L £,
INT A= — <vlan_name 32> — HIFR3 2 VLAN @ VLAN 44,

<vidlist> — HIBR7 285D VLAN 1D & A48 7E L £,
il BRI BHET T DR ARaT REFITTEET,
KIGN—T g v 1. 00. 01 LARE

fEFABIVLAN Tvl] ZHIBR9 5120

fidelete vlan vl

Command: delete vlan vl

Success.
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3.28.3 config vlan

HAY

BEWHLD VLAN [TR— FEBIM L E7,

3L

config vlan <vlan_name 32> < < add < tagged | untagged | forbidden > |
delete > <portlist> | advertisement < enable | disable > >

B!

AKa<wr X, HEFEH VAN OR—FY A MIAR—MZEMLUES, EBINR
— hZ Ttagging] (# Z7f+%). luntagging] (% 7’72 L). [forbidden) (Z%il)
DOI|ENTEET, T 74/ MIXVAFR— NI luntagging] (¥ 7 72L) &L
THVYBTHNETS,

IRT AL —

{vlan_name 32> — A"— NZBIIT 5 VLAN 44,

add — ladd] "TA—=F—%HATH L, VIANICAR—FZBMLET, 1B
MTHR—=RZIZ3ODEA THRHY £,

tagged — BIMIAR—FEX 7L LTHRELET,

untagged — IBIIAR—hEX 772 LELTHEELET,

forbidden — BMMAR— F&ZZEIEAR—F L LTIREL T,

delete — & L7= VLAN nH AR — M & HIBR L £ 7,

<portlist>— $57E L7z VLANIZBMNT 5, E7IFHIBRT 2R — M E72idR—
HHEZFRELET,

advertisement <enable | disable> — 87 L 7= VLAN L GVRP % lenable] (f
) E£7-1% Tdisable] (BEZHIZLET,

il R IH

FHET AV MDA Kax s FeRITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LLf%

B 4~8 DR— " &2 H &R —FE L TVLAN (vl ([ZEBIMT5121%

ficonfig vlan vl add tagged 4-8

Command: config vlan vl add tagged 4-8

Success.

5 1] VLAN 2> 5 3R — k2 HIR 2 120%

#iconfig vlan vl delete 6-8

Command: config vlan vl delete 6-8

Success.

FEER

R—MIIFEBDZTE LN ZEY B TEHIENTEET RO VLN AT H
A EINTZR—bTIEH, 279G LT L—LEZELIHFEICHR— b VLAN ID(PVID)
[CKYUEIET D VAN ZROFET,
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3.28.4 create vlan vlanid

H i AA » FITAEED VLAN 1D & {FRk L C VLAN Z/ER L £,
L create vlan vlanid <vidlist> [ advertisement ]

i A= Nid, ALy FITHEED VLAN ZEpk L £ 7,
INTA—=H— <vidlist> — {ERT 2 %D VLAN ID #2458 7E L £,

advertisement — GVRP {ZHEHEET AN LR WMEE L E T, HE LR WIEA.
VLAN |[ZEIRICHE#E T X £/ A,

il R IH FHET AV FOHRKax s FeRITTEET,

S N— g o 1.00. 01 LA

i 5] 2 A~ FIZ VLAN 1D ZERKT 5 121%

ficreate vlan vlanid 5-6 advertisement

Command: create vlan vlanid 5-6 advertisement

Success

3.28.5 delete vlan vlanid

B AA w FITFHE SNT-8% D VLAN % VLAN 1D IZ X » THIB L £,
S delete vlan vlanid <vidlist>

A AKa~xr Flid, AA vy FICREWFHDOEED VLAN ZHIER L £7,
IRT A= — <vidlist> — HiIFRd 245 VLAN 1D fifHZHEEL £,

il BRI BHET T DR RaT REFITTEET,

KIGN—T g v 1. 00. 01 LARE

5 FF: 2 A~ F @ VLAN 1D ZHIR4 5I121%

#tdelete vlan vlanid 5-6

Command: delete vlan vlanid 5-6

Success
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3.28.6 config vlan vlanid

HAY

TEWH D VLAN [TR— FEBM L E7,

3L

config vlan vlanid <vidlist> < <add < tagged | untagged | forbidden > |
delete > <portlist> | advertisement < enable | disable > | name <vlan_name
32> >

]

AKa<y R, REFH VLAN OR— Y X MIAR— 2 BINEITHIBR L E
T, BIMAR— MMZltagged] (¥ 7f+&) | luntagged] (¥ Z7721L),forbidden]
EE) oFEEE LET, [F—&— % luntagged)] (X Z772L) &L THEHK
DVLAN DA /NR—MZT 52 TEET,

advertisement /N7 A —4% —Z{FH L CTHR— N GVRP IZHEET B0 E 9 vh

fRETEET, hame] T A —F —TEEONLIEDH % VLAN DA FTZFRE L
EXR

INTA—=H—

<vidlist> — FRET D HEE VLAN ID O Z R E L £77,

tagged — IBIIAR— h&X 7 {f&x L LTHRELET,

untagged — BIIAR— &2 Z 772 LELTHRELET,

forbidden — BMAR— & ZEIEAR— L LTIREL

<portlist> — VLAN (ZIBHNS 2 AN — k&P,

advertisement — AR— k% GVRP |2 ¥ 556, Tadvertisement] 2X7 A
—H = ANNLET, RD2OD/RXT A =X —R3HY £79 :

enable — AN— k% GVRP | S & F 7,

disable — 7"— R~ % GVRP | S HE WA,

name — [name] M/XT7 A —X —% AJj L, ZH T 25 VLAN DA4RTZRELET,
<vlan_name 32> — VLAN D4 Ri1E AS LET,

il BRI

BHET T hDOHRRaw s REFEITTEET,

X/ N— g v

1. 00. 01 LI

iG] 2 A > FICEREFHSO VLAN ([2R-— &2 BT 51203

#iconfig vlan vlanid 5 add tagged 7 advertisement enable name HML

Command: config vlan vlanid 5 add tagged 7 advertisement enable name HML

Success.

TEEE

‘) RA—— M7 HA 2T B2 55 L VAN A | DEHDEBE. PVID £ 58T 2 4E
EHYERA. BREIZT SOTHA LEBBHLET. e VAN ST O ko
JUVLAN 72 & DISEEI BN TIE. EHDE 57 L VLN £ 744 >3 5718, PVID

BT INERAHYET.
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3.28.7 enable pvid auto_assign

HHY PVID O HEVEID M TE2HEIZLET,
L enable pvid auto_assign
i Aa~ s RiE, PVID OFEED HTEHAMMILET,
INT A—=H— 72 L,

T 7 )V MEIZFH %N (enable) T,
il PR < LH EHET WO bOBERa~v L REFATTEET,
K/ N— 3 1. 00. 01 LARE

fEHF]:PVID O BEEI D 24 TE2HIT DI

fienable pvid auto_assign

Command: enable pvid auto_assign

Success.

3.28.8 disable pvid auto_assign

HHY PVID O HEhEI D 4T A M L E T,

&3 disable pvid auto_assign

B! Az~ Rix, PVID O HEWEI D 4 CTE I L ET,
INT A= — 72 L,

il BRI BHET T hORARa~w L ReFITTEET,
RN — g 1.00. 01 LAR%

fE B :PVID O HENEI D 24 CT A BT 5121

#idisable pvid auto_assign

Command: disable pvid auto_assign

Success.
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3.28.9 show pvid auto_assign

HHY PVID D HENEID Y CAT— X AT LET,

L show pvid auto_assign

B AKa~< R, PVIDOHBE/FI VY TAT—F R 2R R LET,
INT A=K — 7L,

] PR =5 I 2L,

K N— g v 1.00. 01 LAR&E

FEAF:PVID O BBYEI D YT AT —Z 22 FHRTHITIT

tishow pvid auto_assign

Command: show pvid auto_assign

PVID Auto—assignment: Enabled

3.28.10 config gvrp

H AA FIZGVRP R ELET,

1§ config gvrp < <portlist> | all > < state < enable | disable > |
ingress_checking < enable | disable > | acceptable_frame < tagged_ only
| admit_all > | pvid <vlanid 1-4094> >

21 B Ko< Rif, AA wFIZ Group VLAN Registration Protocol Z#fE L £7,
AT VAT 7 GVRPIFMDEZIE, BL UK — K VLAN ID (PVID) % &%
ETEET,

INT R — {portlist> — GVRP ZHZNZTHAHR— FEidA— M EfRTELE T,

all — A v FOFTRTOKR— FERELET,

state <enable | disable> — A"— h VU A FCTHIE L7278 — MI GVRP H¥AE
lenable| (F%h) £7-1% ldisable) (FENIZLET,

ingress_checking <enable | disable> — f8ESNT=AR—F VU A MIXT5HA
YT VAFx w7 % lenable] (B%h) £7-1% ldisable] (ExhH)IZL £,
acceptable_frame <tagged_only | admit_all> - AEEFED DI A A v F N
ZIFTAND 7L —b XA TR LUET, tagged_only X, # 7 ff&d VLAN 7
L—ART 2T ANLSZ R LET, —F, adnit_all iX, #7ffEB X
WL TR LT V=& T AL 2R LET,

pvid <vlanid 1-4094> - RN— MIBE T 57 7 4 /L b VLAN 1D Z57E L %

—5—0
il PR 7 IH BEET AV FOHARA~ Y RERITTEET,
xHEN—Y 3 v 1. 00. 01 LABE
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ERE: A 7L AF = ZIREER L ONGVRP [E RO EZE 2R IET HITIT

ficonfig gvrp 1-4 state enable ingress_checking enable acceptable_frame tagged_only pvid 2
Command: config gvrp 1-4 state enable ingress_checking enable acceptable_frame tagged_only pvid
2

Success.

3.28.11 enable gvrp

H /Y AA T O GVRP ZH N LET,

&3 enable gvrp

A T disable gvrp ZfE7eARKa~y NiE, AL v TFDOGRP 227 4 Fal—
alEEELIRWT, AL T DGVRP ZHMLET,

INT A—H— L,

] PR =5 I BHET WO NDIRRawy REFTTEET,

K N— g v 1.00.01 LA

{5 431 : — %472 VLAN Registration Protocol (GVRP) #AZMZT 5I12i%

#tenable gvrp

Command: enable gvrp

Success.

3.28.12 disable gvrp

ELD AA »F D GVRP Z T L E T,

&3 disable gvrp

ahnBA enable gvrp Zff¥7-AKa< o Nix, A/ v FDGRP a7 4 FXal— 3
AEHELIRNT, AA v F D GVRP Z LT L E,

INT A —H — 7L,

il BRI BEET W NOIRRav Ly ReERITTEET,

X/ N— g v 1. 00. 01 VAR

{5 451 : — %472 VLAN Registration Protocol (GVRP) #MEZNZ4 51213

#disable gvrp

Command: disable gvrp

Success.
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3.28.13 show vlan

HHY AA y FITEEE SNTZBHED VLAN R EA KR LET,
L show vlan < <vlan_name 32> | vlanid <vidlist> | ports <portlist)> >
B! Ao~ RiE, VLAN ID, VLAN4 | VIAN ¥ A 7 Z (G & /B TR AT — X4
A BEIOVLAN O A N TH B R — b D Member/Non-member/Forbidden A
T HAERGULA VAN ICHT 2~ —ERERRLET,
INT A —H— <vlan_name 32> — ¥~ URELZF/~T D VLAN 4,
vlanid <vidlist> — FIRT 58O VLAN 1D #iPHZFEE L £7
ports <portlist> — £/rTHAR— FEIEA— MuFHEZFRTELE7,
il PR < LH 72 L

K/ N— 3

1.00. 01 LAR%

R 2 A FOBAED VLAN B EZXFHrT AI121%

#tshow vlan

Command: show vlan

VID
VLAN Type
Member Ports

Static Ports

VLAN Name . default

: Static Advertisement : Enabled
t1-24
:1-24

Current Tagged Ports

Current Untagged Ports : 1-24
Static Tagged Ports

Static Untagged Ports : 1-24
Forbidden Ports

Total Entries : 1

R 2 A FOBAED VLAN B EZXFHrT AI121%

#ishow vlan port 1

Command: show vlan ports 1

Port 1
VLAN ID Untagged Tagged Forbidden Dynamic
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3.28.14 show gvrp

H /Y AA v FDR—FY A RDGCRP AT —H A% KR LET,

L show gvrp [ <portlist> ]

B RKa<o Rix, A vFOR—FYZARDGRP AT —H A%FKRLET,

INT A= — <portlist> — GVRP A7 —Z ANKREINDHAR— ME/ITA— MHAZFEE L
£7,

] PR =5 I 2L,

KHGN—T 3 1.00. 01 AR

] :GVRP AR— s AT — X A& Fornd 5 I121%

ttshow gvrp 1-10
Command: show gvrp 1-10

Global GVRP : Disabled

Port PVID Reassigned GVRP Ingress  Acceptable Frame Type
PVID State Checking
1 1 - Disabled Enabled All Frames
2 1 - Disabled Enabled All Frames
3 1 - Disabled Enabled All Frames
4 1 - Disabled Enabled All Frames
5 1 - Disabled Enabled All Frames
6 1 - Disabled Enabled All Frames
7 1 - Disabled Enabled All Frames
8 1 - Disabled Enabled All Frames
9 1 - Disabled Enabled All Frames
10 1 - Disabled Enabled All Frames

Total Entries : 10
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3.29 ARPO<T >k

3.29.1 create arpentry

H 1Y ARP 7 —T WNZAZT 4 v 7 N —ZAERLET,

1§ create arpentry <ipaddr> <macaddr>

BIC]] RKa< Rk, AL v FDOARP T—T /WM IP 7 KL R LE5fIRT 5 MACT KL
A ANSTILUET,

INT A—H— {ipaddr> — ARP T— 7 /LIZB kT H IP 7 RL A,
<macaddr> — FF IP 7 KL A9 % MAC 7 KL A,

] R = I BEET T hOIHARaw s REETTEET,

AL v FIE, 255 F TCORET 47 ARP= v N —%H R —FLET,

KIEN— g

1.00. 01 LAR%

ERFIIP 7 KL A 110.48.74.121] & MAC 7 KL & [00-40-66-00-07-36] DAXF (7 ARP =
NY —&ElT 5121

#icreate arpentry 10.48.74.121 00-40-66-00-07-36
Command: create arpentry 10.48.74.121 00-40-66-00-07-36

Success.

3.29.2 config arpentry

H Y ARP 7 —T NIRRT 472 N —ZRELET,

1§ config arpentry <ipaddr> <macaddr>

BIC]] AKawy NI, ARPT—T WAL T v 72 M) —ZRELET, A A
YFDARP T —TNDT hY—IZIPT RLREGT D MAC T LR &4
ETEXET,

INTG A=K — {ipaddr> — ARP T— 7 /LIZB kT H IP 7 RL A,
<macaddr> — FELIP 7 RL RITxET 5 MAC 7 R L&,

il BRI BEHET T NORARa~ S ReFITTEET,

K/ N— 3

1.00. 01 LAR%

ERFIIP 7 LA [10.48.74.12] & MAC 7 K L2 [00-40-66-00-07-36] DAXF 4 7 ARP =2

) —%

RET DHITIE

#iconfig arpentry 10.48.74.12 00-40-66-00-07-36
Command: config arpentry 10.48. 74. 12 00-40-66—-00—-07-36

Success.
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3.29.3 delete arpentry

H 1Y ARP T —T NIRRT 4y 72y M) —ZHIBRL £ 9,

&L delete arpentry < <ipaddr> | all >

Bt k372 lcreate arpentry] 2~ RCIERRKLTZAX T 4 v 7 ARP =2 N —%
TR —DIP 7 RLVAETE lall) ZETHZ LICLVHIRL £,
lall) 2¥EETHE, AL Y TFDARP T—TMI TR TV T ENET,

INT A= — {ipaddr> — ARP 7 —7 VB HIRT 2 IP 7 R LA,
all — ARP = b U —Z 3 X CHIfRL 7,

] PR =5 I BHET T NORARa~w L ReFITTEET,

X/ N— g v

1. 00. 01 LI

FERIG : IP 7 KL & [10.48.74.121] % ARP T — 7 A0 B HIBRT 41213

ttdelete arpentry 10.48.74. 121
Command: delete arpentry 10.48.74. 121

Success.

3.29.4 config arp_aging time

H Y AL FDARP T—TNTy N == T U N ~v—5RELET,

1§ config arp_aging time <value 0-65535>

B! AKa< Rid, ARPZ MY —NT 7B ASNRVIREET, AA v F D ARP 7
— 7 JARAF SN D I KIF () 3% E L £ 7,

INTGA—H— time <value 0-65535> — ARP =—3 0 7' % A L (4y), fiHIZ 0~65535 DOHiH A
SIRETEET, 7740 MEIZ 20T,

il BRI BHET T NDOBRAKRa~w L ReFITTEET,

K/ N— 3

1.00. 01 LAR%

ERB] : ARP =— > T U NI A~ —%HET DHITIE

ticonfig arp_aging time 30

Command: config arp_aging time 30

Success.
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3.29.5 show arpentry

ELD ARP 7 — T N EFKR L ET,

I3y show arpentry ipif System [ ipaddress <ipaddr> | static ]

A AKa<r Rix, AL v TFDOARP 7T —T NVOBEONTEFZ R LET,

INT A —H— ipaddress <ipaddr> — L IPA v H—T7 =2 — ATk T DA Ry hU—F7 T KL
Ao
static - ARP T —TNVNDAET 4 v 72 b —%2FRLET,

il R IH 2L,

S/ N—2 g v

1. 00. 01 LLf%

] . ARP T — 7 NV E R T BT

#ishow arpentry

Command: show arpentry

ARP Aging Time : 20

Interface IP Address MAC Address Type

System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast
System 10.6.51. 15 00-1D-60-E7-B5-CD Dynamic

System 10.73.21.11 00-19-5B-EF-78-B5 Local

System 10. 255. 255. 255  FF-FF-FF-FF-FF-FF Local/Broadcast

Total Entries

4

3.29.6 clear arptable

H 1 HAFI w7 ARPT—T N ) —Z2FT_THIERLET,

S clear arptable

BIC]] ARKa< RiZ. AL v FDARP T—TNANHEAF I v 7= M) —%HIRL
F9, AT 47 ARPT—T N b — 3B EZITEE A,

INT A—H— 7L,

] [R5 I BHET WU NOHRKRa~ Ly REFITTEET,

K N—2 3

1.00. 01 LAR%

ERB] : ARP T —T N A Ay 72 M) —ZHIBRT 5120%

ticlear arptable

Command: clear arptable

Success.
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3.30 W—F4 ¥ 7—7NLavFk
3.30.1 create iproute

H AA Y TFDIPN—T 4 T T—TMIT 74/ hIPb— bz b U —%AERL
LET,

I3y create iproute default <ipaddr> [ <metric 1-65535> ]

B Ka<w o Rk, AAAvTFDIP V=T 4 T T—TNIT 74V EDAXT 4
v 7 IP— bz b —ZER L ET,

INT A—H— dpaddry — R A MKy T N—F—DF— 7 A IPT L A,
<metric 1-65535> — AA v F & LEL IP 7 RL AMONL—Z —Da KT /L —
T 7arardr ) vz v =2 AN LET, T 740 MElL
1] T,

] R = I EHET o NOHRa~v L REFETTEET,

Xt/ N— g v

1.00. 01 LAR%

fEAE: A U > 7 fE

) ZHLT, AT 4y 7T R [10.48.74. 121 Z—TF 4 > 7

— 7 VBT 5

ficreate iproute default 10.48.74.121 1
Command: create iproute default 10.48.74.121 1

Success.

3.30.2 delete iproute

H 1 AA T DIPNV—T 4 T T—=TIVINET 74 /v hIPL— b b U —%HIBR
LET,

S delete iproute default

BIC]] RKa<r R, AL v FDIPINV—T 4 TT—TNANET T H IV EDAZT 4
v 7 IPb— b FU—ZHIBRL 9,

INT A—H— 7oL,

] R = I EHET D NOHRa~v L REFETTEET,

KIRN—= g

1.00. 01 LAR%

ERG:F 7 44k IP b— N &2HI%T 51201%

tidelete iproute default

Command: delete iproute default

Success.

236/364




3.30.3 show iproute

HAY

2L o F FOBIED IPV—TFT 4 o T T —T NV EERRFLET,

&L show iproute [ <network_ address> | static ]
B Ka<o Rix, AL v FOBREDIPV—T 4 VI T—TN%2F R LET,
INT A—H— <network_address> — %X hU—27 IP 7 KL A,
static - A¥ 7 4 v 7 IP/L— FZRINL 9,
] PR =5 I 72 L,

K/ N— 3

1.00. 01 LAF%

ERFIIP L—T 4 T —T IVONKEFRT HITIT

#ishow iproute

Command: show iproute

Routing Table

TP Address/Netmask

0.0.0.0
10.0.0.0/8

Total Entries: 2

Gateway Interface Hops Protocol

10. 1. 1. 254 System
10. 48. 74. 122 System

—_

Default

Local

[a—r

3.30.4 create ipv6 neighbor_cache ipif

HI [PV6 A U H—T =2 —RALREZT 4 v I RAN—FBIMLET,
1§ create ipv6 neighbor_cache ipif <ipif_name 12> <ipv6addr> <macaddr>
B! AKa~w  RiE, IPv6 A v H—T 2 —RZAXT 4 v I RAN—FBILET,
INT A —H— ipif_name> — f A —T = — AL HE ASTLFT,

{ipvbaddr> — KA /N—DT7 KL AZATJLET,

<macaddr> — XA /N—®OMAC T RLRAEZ AN LET,
] PR =5 I BEHET T NOHRKRav ReEFITTEET,

X/ N—2 g v

1. 00. 01 LLf%

B IPVE A X —T == AIAZT 4 v 7 XA N—Z BT 51213

#create ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ec6 00-04-66-03-04-05
Command: create ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ec6 00-04-66-03-04-05

Success.
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3.30.5 delete ipv6

neighbor_cache ipif

H A

A B=T 2 —=AFAN=T FLAF v v ahnb IPv6 1A —ZHIFR L %
j—O

3L

delete ipv6 neighbor_cache ipif < <ipif_name 12> | all > < <ipv6addr> |

static | dynamic | all >

]

AKa<wy R, IPV6A X —Tz2—ADFXA N N—Frviaxr N)—_ &L
CWFART 4 I RXANRN—F Y viaxy N —%2HIRLET, AZT 4 v 7 b
HAFI v 7 bHIBRT A ENTEET,

IRT A= B —

{ipif_name> — IPv6 f ' X —T7 = — AL & ATJLFET,

{ipvbaddr> — XA N—DT KL A& AT LET,

all - AF T4 v 7 BIOFAFIv Iz N =280 T _XTOT R —
DHIFR S IVE T,

static — A¥ T 4 v 7 MY —%HIFRL £,

dynamic — ¥4 FIv 7z M) —%HIERLET,

il BRI

BHET T NDOHRRaw s REFEITTEET,

X/ N—2 g v

1. 00. 01 LLf%

RG] RAN=F ¥ v 2 ZHIERT D121

fidelete ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ecb
Command: delete ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ect

Success.

3.30.6 show ipv6 neighbor_cache ipif

H i1 IPV6 R A N—F ¥ v 2 FRLET,

1§ show ipv6 neighbor_cache ipif < <ipif_name 12> | all > <ipv6address
{ipvbaddr> | static | dynamic | all >

B! Ka<wr REBELEA v E—T 2—ADFA "—F vy v oz ) —%
KRLET, BELIELZ M) — I X_XTOZ RN — BLXITXTORH
TA v I N) =R RLET,

INT A —H— {ipif_name 12> — f VA —T = — AL H ANTJLET,
ipvbaddr> — 7 FLZ2Z AL LT,
static —AZ 7T 4 v 7 M) —ZRKRLET,
dynamic — #AF I vz M) —2FRLET,

il R IH 7L,

K/ N— 3

1.00. 01 LAFE
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A A L H—T 2= AV AT AORA N5 FRT DI

#tishow ipv6 neighbor_cache ipif System all

Command: show ipv6 neighbor_cache ipif System all

Neighbor Link Layer Address Interface State

FE80: :240:66FF:FE00: 3 00-11-22-33-44-55 System T

Total Entries: 1

State:

(I) means Incomplete state. (R) means Reachable state.
(S) means Stale state. (D) means Delay state

(P) means Probe state. (T) means Static state

#

3.30.7 create ipv6broute

HEY IPV6 AXT 4 v 7 L— &R LET,

1§ create ipvbroute <{default> < <ipif_name 12> <ipv6addr> > [ <metric
1-65535> ]

B ARa<r Rix, IPv6 A¥ T 4 v 70— NMIEHLEST, X7 A MKy TRBT

O— LT RLADEE, A v B —T7 2 — AL ERETHHLEITH Y A,
XT ARy TN o r7a—hNT RUADYE, A V4 —T7 2= — AL 5 RE
THULENDH 7,

INT A —H— default - ¥ 74/ hb— hEHELET,

{ipif_name 12> - L—b+DA LV H—T = —A&BELET,

ipvbaddr> — KL —FDRZ A FARy FT7 RLAEZRELET,

<metric 1-65535> — ZA v F & FFIP 7 L A DN —Z —DE A FKT /L —
Tavr7aharoAr )y sz M) =2 AN LET, T 740 MEX

My <9,
Hill PR - BEHET T NOARRKa~w s REFTTEET,
X/ N— g 1.00. 01 LI

B A Y v 7S T 2 LT, AZ7 4 v 277 RLA [fe80::20b:6aff:fecf:Tec6) Z /L
—T AT T =T TIEIT I

ficreate ipvbroute default System fe80::20b:6aff:fecf:7ecb
Command: create ipvbroute default System fe80::20b:6aff:fecf:7ecb

Success.
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3.30.8 delete ipv6route

H 1 IPv6 /L— M ZHIBR L £,

&L delete ipvbroute < <default> < <ipif_name 12> <ipv6addr>| all >

BIC]] Aa< R, IPv6 ZA¥T 4 v 70— MIEHLET, X7 A MRy FN 7o
—NLT RLADEE A v B —T = — AL EEETALETIHY /A, 17
ARNByTWY o 7a—INT RVADEE AV F—T7 2 —AAEHRET H A0
FnH 0 ET,

INT A —H— default - S 74/ hb— hEHELET,
dipvbaddr> — 774/ hb—RDFXR T A RKR Y 7T RLRAERELET,
all — TERRENT-AZT 4 v 7 — F 2T _RTHIBR L £,

] [R5 I EHET Wy NOHRa~ L REFETTEET,

K N— g v 1.00.01 LA

{5 5 : IPv6 A & T «

v 7 v— KN EHIBRT 512X

fidelete ipvbroute default fe80::20b:6aff:fecf:7ecb
Command: delete ipvbroute default fe80::20b:6aff:fecf:7ech

Success.

3.30.9 show ipv6 nd

H i1 AV H =T 2 —ADEREFE R LET,

T 3L show ipv6 nd [ ipif <ipif_name 12> ]

B Aza<y Rix, IPv6 ND ICEE#E L-IE#@A £~ LET,
INT A—H— {ipif_name> — A ' H—T7 = —ADLHil,

] PR =¥ I 7L,

K/ N— 3

1.00. 01 LAF%

R A X —T7 2 — ADIEREFoRT DI

#ishow ipv6 nd ipif System

Command: show ipv6 nd ipif System

Interface Name

NS Retransmit Time

. System
: 0(ms)
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3.30.10 show ipv6route

H i) IPv6 L— h 2R R LET,

&L show ipvbroute

B AKa< R, IPv6 b— FE2FRLET,
INT A=K — 72 L,

] PR =5 I 72 L,

K N— g v 1.00. 01 LARE

R F_T D IPv6 L— N ZFERT BT

#tishow ipv6route

Command: show ipv6route

IPv6 Prefix: ::/0 Protocol: Static Metric:
Next Hop : 3FFC::1 IPIF : System

Total Entries: 1

1

3.30.11 config ipv6 nd ns ipif

EL:D] FANR—=DY ) vr— g NIEE LGB ERELET,
&3 config ipv6 nd ns ipif <ipif name 12> retrans_time <uint 0-4294967295>
i A AKa<wr RiE, FAR—DY ) vo—Ta VCBE L5 e #RE LTS,
INT A —H— {ipif_name> — A ¥ —7 = —ADHHi,
retrans_timer — XA N—D YV VT —a L EFHETDHETOERIERRH (I Y
)
] [R5 I EHET Wy NOHRa~ L REFETTEET,
X/ N— g 1.00. 01 LA

] IPv6 nd ns A V' F—7 = — A ZFRET HITIE

ficonfig ipv6 nd ns ipif System retrans_time 10000
Command: config ipv6 nd ns ipif System retrans_time 100000

Success.
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3.31 QSa~v >k

AA T, 802. IpBHF 2 —% P FR—FLET, AA v FIFT4OOEEF2—0HVET, Z
NHOELEF 2 —12F, EL- VD3 FEX2— (FT7R3) oKLV D 0FFa— (7T A
0) FTHHY EF, IEEE 802. 1p (p0 5 p7) ITHEZIND 8 DDMBILEHX T IZAA v F OBIE X
7 ELNTFO X S IR S ET,

BRE 0L, A vTFDQ Fa—IZEV Y THRET,
BRE 1T, A v TFDQ XFa—IZEV Y THRET,
B 213, AL v FOQ Fa—IZHV Y THNET,
BERE3 L. A v FDQ Fa2—ZEY Y THRET,
BRE 4T, A vTFD QR Fa—IZEV Y THRET,
BRES X, AL v TFO QR Fa2—IZHV Y THNET,
BRE6I1L. A v FDQ Fa2—ZEY Y THNET,
BERETIZ, A v F D Fa2—ZEY Y THNET,

BRERA Y 2= U X ERROEES 2 -tk TRESINE T, A v T4 EOELT2—
%%KLiﬁo%@m%m\%%%w%%%:~®3ﬁ%W%ﬁmﬁ%%;—@okﬁwiﬁo%A
— Y =7 F 2 — XK MBS EIZ Ny v R ERET DRIy 77 DT _XTONRT v REXEL
F9, HELEOANA— R 2T EEX 2 =BT _XTONTy FOREEZETTHE, KbEWA—RY
T EEX 2 —IF, ZELTVWATRTORY Yy FEFEETXAL9I10h0 T,

3.31.1 config bandwidth_control

H i) N— P A= X THAIIRHIE 25 E LE T,

I3y config bandwidth_control <portlist> < rx_rate < no_limit | <value
64-1024000> > | tx_rate < no_limit <value 64-1024000> > >

B A avr NE, A— b= 2 CHIRIEHIE A2 3 E L E T,

INT A —H— portlist> — RETAHA— bEITAR— MEHEZFTEE L E T,

rx_rate — FO/3T—A—4 (no_limit F7=i%<value 64-1024000>) & F57E L T,
FECHELER— IRy M2 ECE o8 EICEMA ST ET,

no_limit — fEER— FRZET D7 v FOEEZHIRL EH A,

<value 64-1024000> — FFEAR— M TETDH M7 7 1 > 7R (Kbps) Z+57E L
EJ N

tx_rate — FOD/87—A—% (no_limit F7=1X<value 64-1024000>) & f8E L T,
FECTHELEAR— IRy MR ECE M EICEM S EET,

no_limit — fEER— FRZET D37 v FOEEEFIRL 5 A,

<value 64-1024000> — LFAR— M TEAIETDH M T 7 1 v 7[R (Kops) 257 L
E

il BRI

EFHET IV FOAKaw FeRTTEET,

K/N—V 3

1.00. 01 LAR%
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A5t P 457) - A i )0 2 53 % 1

ticonfig bandwidth_control 1 rx_rate 66

Command: config bandwidth_control 1 rx_rate 66

Note: To perform precise bandwidth control, it is required to enable the flow

control to mitigate the retransmission of TCP traffic.

The specified RX rate is not a multiple of 64, thus the closest

smaller multiple 64 is chosen.

Success.

EEEIE

0 £5 T EE (L 64-1024000Kbps & 72 Y E 9 A%, IR &N BIE(L 64Kbps &R &
BAESICEHEBMICHAERINET,
rx_rate /85 A —%4 —@ forwarding rate A—FIZHESBWWEENRHY T,

3.31.2 show bandwidth_control

HHY BRI T — 7 VB2 FR L ET,

S show bandwidth_control [ <portlist> ]

] AKa<wr RiE, AA v FOBAEO R O E 2 A — MR R LET,
INFGA—H— <portlist> — FRT5A— MERIFA— MNHZIEE L ET,

il PR = 2H 72 L,

K N—2 3 1. 00. 01 LAR%

o 1) - i S VRS AE & R 9 B 1SS,

#ishow bandwidth_control 1-5

Command: show bandwidth_control 1-5

Bandwidth Control Table

Port RX Rate TX Rate Effective RX Effective TX
(Kbit/sec) (Kbit/sec) (Kbit/sec) (Kbit/sec)

1 no_limit no_limit no_limit no_limit

2 no_limit no_limit no_limit no_limit

3 no_limit no_limit no_limit no_limit

4 no_limit no_limit no_limit no_limit

5 no_limit no_limit no_limit no_limit

#
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3.31.3 config scheduling

HAY

HZCOSFa—IChT T A I AT a— ) U T A=A LEZHRELET,

15 3C

config scheduling <class_id 0-3> weight <value 1-55>

B!

AA v TFINE A ODN—R 7 =T B2 —RNHD FT, ZNH4ODF 22—
DHIH1IDIZANNNT Yy N~y B 7T HMERDY £, Ka~vr R,

INHD4DDN— R = TEEF 2 —NECSN TV DIEEEZREL ET,

A2A v F DT 7 )V ME ( lconfig scheduling] i< RoMEHA I\
7)) T bEVEBEX 2 — (=T =27 % 2—3) NHEBIRVELF 2
—(N— R Y27 F2—0)FCIERIC N N— R = TELEF 2 — 5B LT X

F79, EN— Ry =T Fa—E, RIERDVELEX 2 =037y MNEFEZFFAT
HET, RNy 77T _XTORTy hEFEELET, bR AN— T =7
X 2—NTRXTORTy NOWREEZFETT 5L, mbm— Ny = T
Fa—, ZELTWATRTONT Y NOEEEFBLET,

weight <value 1-55> — EAFFIT N2 COS Fa—D TV = A FNEHEELET,

1 ~55 OFEFI CEAfEECE E T,

INTA—=H—

{class_id 0-3> — Tlconfig scheduling] =Z~> KB4 2D/ — R T
HFa—DENTHEASINANERELET, 420N — Ry = TELEF = —
I RBIEWVELEETHD 0 X2 —%2FF20 10 3DEFIZL > Tilkpl Sh E
‘a—o

il R IH

EHET AV FNOHKAx L FEeFETTEET,

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1.00.01 LLF%

RGN EFXFa—IC N T T A I AT a— ) U T RA A=A LERET AT

# config scheduling 0 weight 55

Command: config scheduling 0 weight 55

Success.

3.31.4 show schedul ing

H 1 AA O FICBIERESNTWD N T T 4w VATV a—) I EFRRLET,

L show scheduling

BIC]] AKa<wr Rix, AL v FOBRED N T T4 v I AP a— ) TAN=A L%
ForLET,

INT A—H— 7oL,

] [R5 I 2L,

K/N—V 3

1.00. 01 LAR%
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HAGLBAEDA Y a—U U REEFRTRT DITIE

#tishow scheduling

Command: show scheduling

QO0S Output Scheduling

Class ID Weight

Class—0
Class-1
Class—2
Class—3

O B> DD

3.31.5 config schedul ing_mechanism

HAY

QSHEFED ATV a— ) U T A=A LEHELET,

13T

config scheduling mechanism < strict | weight_fair >

]

AKa<r RiX, QoS HEREY — A DB Y T X% 2212F 57291 weight fair
L ostrict A D= AANLIBIRLET, AA v FIZUE 4 DD/N— N7 = TR HE
CoS ZEHFET, ZNHA4DD/N— N7 =TI CoS D 1 DA N
v T TAHALERHYET, Z0avr RiE, 2hbD 450D/ — R = T
JE CoS NIKEEND LW IHTRREZIEELET,

AA v FOT 7 H v MEZ b EWEEF 22— (F2—3) 22Ok bIRVVESL
Fa— (Fa2—0)FTIEEIC N N— R = TELECS ZEHELTWEET, £F
=— %, WITRVMEEEE CoS 2337 » RREEFFA[T D E T, Ny 7 7129 TC
Oy hEEELET, X7y MRV EW—E 27 TATRESND L,
RIAEN CoS BTy FaFa—lXETLHL0ICELEALNRET, LEwn
CoSIZZEEIND /Ny NI, KVIEWT T ANRFT 2 —DEENTE T T 5HFE Tk
FEEanEEA,

INT A =L —

strict - strict X7 A—F—%ZRETH L., LD CoS Fa—N0 T 7 4 v
JENFLET, MiF 2 —DRENTETTHETIIF 2 =613 7 v ME
EEINEEA,

weight_fair - [Weight fair] /X7 A —X—% AJ1T 5 & B CoS NE I
T ESNTNETAT y FERBE L LT, N7y MIB—IEHIND Z L2
EXE

il BRI

BHET IV b OHAKRav L REFITTEET,

K/ N— 3

1.00. 01 LAF%
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B4 QS Fa2—IC h T T 4w I AT a— ) U T AN =X LERETDHITIE

ficonfig scheduling_mechanism strict

Command: config scheduling mechanism strict

Success.

3.31.6 show schedul ing_mechanism

El:p] AL FDEIED N T T4 v I ATV a— ) v T A=A L TR LET,

3L show scheduling_mechanism

i A Kawy NI, AAyTFOBIED N TG T 4 v VATV a—0 T A=A A
RRLUET,

INTA—H— 72 L,

il PR = 1H 72 L,

K R— g v

1. 00. 01 LLf%

HAG AT a— ) T AN= AL ERKRT DITIE

#ishow scheduling mechanism

Command: show scheduling _mechanism

Q0S Scheduling mechanism

CLASS ID Mechanism

Class—0
Class—1
Class—2
Class—3

strict
strict
strict

strict
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3.31.7 config 802. 1p

user_priority

H A

2 wF THBAFRER 4AHDON—FR 7 2T HF2—0D 1 DIZASINTr > FD
802. Ip 2— Y — L EE~ v LET,

1% 3C

config 802. 1p user_priority <priority 0-7> <class_id 0-3>

B!

AKa< NiE, 802. 1p 22— —BLEIZHESNT, ATy hE 40508
NN— R = TBEX 2 —D 1 DI~y T T 5 HEZRELET,
ALy FOPHRAETIL, LTO@EY A3 5 802. 1p = —HF— B EDE%
4 OON— Ry 2 THREX 2 —lZ~vy 7 LET,
802. 1p N—R 2T ¥ 22— =

ERYI3S

~N O O1 W N = O
W W NDND=EO O
+
o

IO~ AFx—~<F, IEEE 802. ID IZ& FNDEVEICEASNTNET,
O~y 7L, <class_id 0-3> (ON— KT =27 X a—DF ) 125 LT
802. 1p 22—V —LELIRETH L TERTEET,

INT A =L —

<priority 0-7> — class_id ('N— R =7 F 2 —DFK5) (E#E S5 802. 1p
o — B,

(class id0-3> = A v FDON— R =2 THELEFT2—DFK S, AKAA vFIT
X, AHON— R =T EEX 2 —RHV FET, ZhbDF=2—1F0 RHIK
VMEBSERE) L 3(b m\WMERED) O TE S AN ESNE T,

il R IH

FHET AV MDA Kax s FeRITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLf%

fERB): A A~ F1Z 802.

Ip 2=V —BHEZRET DITIE

#tconfig 802. 1p user_priority 1 3

Command: config 802. 1p user_priority 1 3

Success.
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3.31.8 show 802. 1p user_priority

H ) A28y B 802 1p 2 — W —BIfH L 2 A v F D 4 HDON—FT = 7B
Xa—bEDBEO~ Yy VU T EFRLET,

3L show 802. 1p user_priority

BIC]] AKaxr Rix, Aoy o802 Ip AL 2 A v F O AHDON— R =
THEEX2—D1DLDBRED~Y Y E L T HFRLET,

INT A —H— 72 L,

] [R5 I 2L,

KN — g 1.00. 01 LAR%

M 51:802. 1p = — P —BFE 2 FR T 51213

ftshow 802. 1p user_priority

Command: show 802. 1p user_priority

QO0S Class of Traffic

Priority-0 -> <Class—1>
Priority-1 -> <Class—0>
Priority-2 —> <Class—0>
Priority-3 -> <Class—1>
Priority-4 -> <Class—2>
Priority-5 —-> <Class—2>
Priority-6 -> <Class—3>
Priority-7 -> <Class—3>

3.31.9 config 802. 1p default_priority

H Y AA TN 802. 1p T 7 AN FOBHEEFHRELET, X772 Xry hEA
AvIFNZETDHE, Ravwr RCRELEELEX. 7y hOBIIET 4
— /)L RiZit#ian x4,

&3 config 802. 1p default_priority <<portlist> | all> <priority 0-7>

A ARa<w Rix, AA v TFNZELTZZ T2 LNy bOT 7 4 v b OB
HIZBET2EE LET, Ka~vr RTADSINELRMEIE, X7 v b2Y 4
DN—=RT =TT 2 —D 5 L0 EFUTIRIE SN DD EPIET H 12Dl
HEnEd,

RT A=K — <portlist> — FET HAR— MELITHR— MNaFHZIEE L E T,

all — 24 v FOTRTCOR— MEHALET,

{priority 0-7> — AA v FEIFAAL v FOR— MR ZELIZZ 772 L
Xy MR X C DI,

Hill PR - BHETh L NORRa~ REFTTEET,
X/ N— g 1.00. 01 LA
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FERB]: A A ~FI2802. 1p T 7 4 /v s DEREEZRTET HI2IE

ticonfig 802. 1p default_priority all 5
Command: config 802. 1p default_priority all 5

Success.

3.31.10 show 802. 1p default_priority

H 1) R RICERESNDRNCANTDZ 77 L3y MBI B THNTWDE
TED 802. 1p BAEEA R R L E T,

&3 show 802. 1p default_priority [ <portlist> ]

B! Aoy FE FHERICHESNDANCATI T2 7 Loy MZEID 4T
SN TWAEIED 802, 1p B AF R L ET,

INT A=K — <portlist> — #RTHAR— M ETR— FEFHZIETE L ET,

il BR = I 2L,

RS NN—T 3 v 1. 00. 01 LARE

FEFG: A A »FIZ802. Ip T 7 A/ FOEBEEa L 7 4 X2 Lb—31 3 VEFERT AR

# show 802. 1p default_priority
Command: show 802. 1p default_priority

Port Priority

[ S S —
© 0 N O O

1 0
2 0
3 0
4 0
5 0
6 0
7 0
8 0
9 0
10 0
11 0
12 0
13 0
14 0

0

0

0

0

0

0

[\
o
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21
22
23
24

S O O O

3.31.11 config cos mapping

EL:)

AA vy FITEMT % CoS R— b~y B IV HEZRELET,

3L

config cos mapping ports < <portlist> | all > < none | < ethernet <802. 1p>
| ip < tos | dsep > > >

B!

AKa<r Rix, A v F D Cos LR— hD~ v B THEREICKT L, AJ1287
b SEERRN AV D HEZFRE LE T, dill Sz 37 v M, @872 CoS F 2 —
IR SN E T,

IRT A= H—

<portlist> — WETHAR— FELIFIF— FMHEZEELET,

all - T R_XRTOR—MEHRETLHHEITHEELET,

none — BSEEEAN— D CoS HREZ T XTI L E 7,

ethernet — A —V Xy h 7 L —AR—ZADELELH ML ET,
802.1p — [802.1p CoS] AL FET,

ip— A=V Xy b7 L—A_X—Z2DERELAMLET,

il R IH

FHET AV FOHRKax s FeRITTEET,

K N—2 3

1.00. 01 LAR%

ERB]: R — 1% CoS A x—7 /)& L THET DHITIE

#iconfig cos mapping ports 1 ethernet 802. 1p

Command: config cos mapping ports 1 ethernet 802. 1p

Success.

3.31.12 show cos mapping

H /Y CoOS~vy BT hFRLET,
L show cos mapping [ ports < <portlist> | all > ]

B AKavr R, CoS ¥y BV TDHEHR— & HEICOWTERRLET,
INTGA—H— <portlist> — RRTHR— MHAZFRE LT, NTA—F—ZFELRN
BalE, $XTOR— NOBREERENRRINET,
all - T RXCOR— b EERTRTIHEICHEELET,

] [R5 I 7L,

JXA‘—J‘/EJ\/{“—:‘/\":’I N

1. 00. 01 LI
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i CoS ~ v B VMR A FoRT 5 I121%

#show cos mapping

Command: show cos mapping

Port Ethernet_priority IP_priority

1 802. 1p
2 802. 1p
3 802. 1p
4 802. 1p
5 802. 1p
6 802. 1p
7 802. 1p
8 802. 1p
9 802. 1p
10 802.1p
11 802.1p
12 802.1p
13 802.1p
14 802.1p
15 802.1p
16 802.1p
17 802.1p
18 802.1p
19 802.1p
20 802.1p

of f
off
off
of f
off
off
of f
off
off
of f
off
off
of f
off
off
of f
off
off
of f
off

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.31.13 config cos tos value

H AA wFTHIRAFEER 4 DODN—FR T =T F2—0D 1 DIZAS)/N7 >y D IP
~yFD TSz~ vy 7 LET,

1§ config cos tos value <value 0-7> <class <class_id 0-3>>

] ARKa< FiE TS & b7 74 v 77 TATy BV TICRELET,

NG A= S — value 0-7> — N7 7 ¢ w7 77 RCBEAHNT T 25 AT1/3 D ToS i,
{class_id 0-3> — AA v TFDO/N—RT = TERLEX2—DFF, KA vTF
i3 AHDON=F Y =T EEF2—DHVES, ZnbDF=2—130 kb
IRV & 30rb @ VMBEE oM CEFEfESnET,

i) [R5 I THET WU NOIBHRa~ L REFETTEET,

KIEN— g

1.00. 01 LAR%
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ERFITOS b2 FT7 7 4 v 7 7 TFA 1~y BV TICRETHITIE

#iconfig cos tos value 5 class 1

Command: config cos tos value 5 class 1

Success.

B

FEEIE
o AT RIZIE Tcos) MREAHY ETAS. lcos) [CEAT BREILHEE A,

3.31.14 show cos tos

EL:] NG44 I I TAR Y T HT D T0S DIEEFR R LET,

3L show cos tos [ value <value 0-7> ]

] ARKa<w RiE, ToSE NI T 4970 T7A vy B TDIFREF T LET,
INT A—L— <value 0-7> — AJj~ry b TOSfE, /3T A—=F—=MEESNRNE b

TAT 49T T TAS Y ETDOTRXTO ToSENEFRINET,

il B 5 I AN

S AA—T g v 1.00. 01 LLF&

ERBI:TOS 5 DTOS vT7 7 4 w7 7T A<y BT 2R T HI20%

fishow cos tos value 5

Command: show cos tos value 5

TOS value Class

3.31.15 config dscp_mapping

H i) AA v FTHIHARER AHON— R =27 F2—D 1 DIZAS 7y b TP
N~y ZDDSCPEE~ vy 7 LET,

1§ config dscp_mapping dscp_value <value 0-63)> < class <class_id 0-3> >

] AKa<w FiE, DSCPY oy 7% b T 7497 7 T ACHRELET,

INTA—=H— <value 0-63> — 7 7 A ID & BEMIT 425 AT 7 > b D DSCP K,

{class_id 0-3> — A v T O/ — R T =T ELX 2 —DF 5, KAAL vTFIC
. AEDON— R = TELEFT 22— H D ET, 2N6DF2—1F0 RHIK
UVMBIERE) L 3 b VB TR EEMNE SN ET,

iill PR 7 IH BEET AV NOHKRA~v Y RERITTEET,
xHEN—Y 3 v 1. 00. 01 LABE
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ERBIDSCP D NT T 4 w7 7T AR B T HRIET HITIT

ficonfig dscp_mapping dscp_value 8 class 1

Command: config dscp_mapping dscp_value 8 class 1

Success.

3.31.16 show dscp_mapping

H 1Y NG T 4w TGA Yy T a5 DSCP DEEF R LET,

1§ show dscp_mapping [ dscp_value <value 0-63> ]

] Aa< KX, DSCP h I 7 4 w7 0T A~ BV T OREEFRLET,

IRT A= — <value 0-63> — AJ1734 > R DSCP A, 735 A —Z —DREN STV
WA, N7 4y T I TFTANIRTDDSP vy B I RFRENET,

] [R5 I 2L,

RS/ N— 3 v 1.00.01 LLRE

ERBIDSCP D ST 7 4 w7 7T A~ v BT ERRTHITIE

#tishow dscp_mapping

Command: show dscp_mapping

DSCP Class

© 0 1 O O1 = W N = O

S Y S —
N O O W N = O
S O O O O O O O O O O O o o o o o o o

—
oo

19 0
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.32 7O ERFHEI)R+ (ACL)aT >k

AA FIET 7B AHEY A REEH LT, IPT7T RLABIOVAC 7 R LU ARIZHESEEEFEDT A
ARLT NA AT N—T DXy NT—I T 7 ABELETEHLIICLET,

TIRATR T ANEERT DL, KTy Ry FOFRDOIEFERITHEN, AL v TRy Mgk
TRET DIZODEEZHRETELLIITRD ET,

TR ATa T 7 A IVOVERIIIEARIZ 2 DOEFSTHS I E T, AT lcreate access_profile]
av U REEALTCT 782707 r A VEEKRLET, FIZIE 7Ry b 10.42.73.0 ~
10.42.73.255 2L T2 T 7 4 v 7 ZHIRLIZWES, IZUDICAL v FIZx L TK 7 L— A DR
7 4 — LV R I RCEFET LT 7R T a7 7 A VEERLET,

HAINCHEDIKEL LTIP T RVRAEMEHT LT 7 8A7 07 7 A VE/ER L ET,
create access_profile ip source_ip_mask 255.255.255.0 profile_id 1

FROBITIE, AL v TFRZELEETL—LDIP 74—V REZHET LT 78 AT0 77 A V%
TERRLE LTz, AA v TR LTEKEEITL IP 7 LU AZBREIC LV source_ip_mask EfRA L
T, profile_id /XT A—H—%fEH L CT 7 RAT 07 7 A ZHEBIFEZEZRELET, 22Tkl
ERELET, ZHTHENECTE SELELZRD B THEOIHEM LET, profile_idiX, 7'm
77 ANY A NNTEEELHELET, HFO/NS VW access_id 1 ERWVVELENMTHEINET,
TIBRATa 77 A VIR LT — LVNICEEDRN D DHEE. Kb EWEILE (& H{EV access_id)
DV—VBMEREINET, T78ATB T 7 AV ET 782V —VOHIRICET 5 1EHRIL Tz 2]
LTLEEN,

AA v F iLdeny NTGA—FZ—ZFHLTHEICE) 7L—LZEELET, 22 TiE ROAT v
TTHEETAHIP 7 KL A& ip_source_mask FRE® AND XL —3 3 > CT1,

Ay FOT 7 8ATa T 7 A NVOMMIEIZ, T 74 v 7 7a—% permit GFA)) LTWET, b
T 747 ZHRT 272DIZiE, deny (FEM) NI A—F—ZHT2M0ENH Y £,

T ERATa T 7 A NVOERE, AL v T REL/ET U—LOEREETIT T A VE ) T RRET
LTI MEZ BN 203 H3 8 ) £3°, configaccess_profile 3~ FafH LT, MET HAYE
EERTHH LV — L EERLET, EHICHLVWL—ALTER— b HDH IPT KL ADOHHIC
T BAEEST DL OICHET A2/ TAHAEL XD, ZOFITIE, 10.42.73.0~10. 42. 73. 255 D
IPIERET RVRAEFFONry NeT7 4 vZ ) 7L, FFAILaWAR— haEELET,
config access_profile profile_id 1 add access_id 1 ip source_ip 10.42.73.1 port 7 deny

TIRATO T 7 ANEER LI EZIZHEE LT lprofile_id 1] #HLET, ladd) /87 A—#
— T AT T A1 LEEMIT OB =Y R NMIRED R AL v FIEBMLET, 7
IR AT T T 7 AN LTSI — S, =V EEBIL, =LY A NNICEREZHRET D
access_id ZEIV B TCAHAZ LN TEET, access idIFA T v I AR EOHLZEK L, profile_id
W TOEREITHELY 5 2 £ A, access_id (Z2—WF—NT a7 7 A VB E 2 DV— )V EfEERT 5
LEls, BCHERTEET,

ip/RTA—F—[ZZDH LWV —ANRE T L—Lb Ny XNOIPT FLAICHEBAESNS L ST LET,
source_ip [(FZ DN — &K T L —Lb~y XDEEITLIP T RVARIZHEHT D LK HICAAL v FITHERL
F9, ®HEIC, IP T R A 10.42.73. 1 1% source_ip_mask 255. 255. 255. 0 IZHA L., 10.42.73.0 &
10.42.73. 255 OREIOEEITLIP 7 RLAIZ IP 7 R A 10.42.73.0 2 5-2 F3, HAAICHITRAT & R— K
(F— EZDREESNET,
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3.32. 1

create access_profile

H A

AZA Yy FIZT I RAT 0T 7 A NVEER L, AT 27 L—LDH~y XD EDHE
DEAA Y FPRRETONERLET A v TFRFEDT L—Lb~y T (—)L
RCRAITAEE LA DETY A7 EANT D2 LR TEET, L—LcHT 3
BRI fE1E, Fieo lconfigaccess_profile] 2~ FEZANLTHELET,

3L

create access_profile < ethernet | ip | ipv6 | packet content _mask >
profile_id <value 1-256>

ethernet =ethernet < vlan [ <hex 0x0-0x0fff> ] | source_mac <macmask> |

destination_mac <macmask> | 802.1p | ethernet_type >

ip =ip < vlan [<hex 0x0-0xOfff>] | source_ip_mask <netmask> |
destination_ip_mask <netmask> | dscp | < iecmp [ type | code ] | igmp [type]
| tep [ sre_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-0xffff> |
flag mask < all | <urg | ack | psh | rst | syn | fin > > > | udp < src_port_mask
<hex 0x0-0xffff> | dst_port_mask <hex 0x0-Oxffff> > | protocol_id mask
<0x0-0xff> > >

ipv6 =ipv6 < class | flowlabel | source_ipv6_mask<ipv6mask> < tcp
[src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-O0xffff> ] | udp
[src_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-Oxffff> ] > >

packet_content_mask = packet_content_mask < destination_mac <macmask> |
source_mac <macmask> | c_tag <hex 0x0-Oxffff> | s_tag <hex Ox0-O0xffff> |
offsetl <value 2-126> <hex O0x0-Oxffffffff> | offset2 <value 2-126> <hex
0x0-OxFFFFFfff> | offsetd <value 2-126> <hex 0x0-Oxffffffff> | offset4d <value
2-126> <hex 0x0-Oxffffffff> >

B!

Ka<wy RFAAL v FIZT 78 ATa 7 7 AV EER L, AT DT L—DLDFK~
Y HDEDEH AL v TFRRETLNERLET, A v TFRRED T L— A
O HT 4=V RCTHROTHEEMAGDOE TR ZANTHIENTEET,
JL— U9 A BAR 2 fEIL. FEE® lconfig access_profile] i<y K& AJ]
LCTHRELET,
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INTG A—H—

ethernet — AA v FNENNT y "y XD LAY 2 Dy ERET H2HEAITHE
LET,
vlan — VIAN ¥ 27 & E L £3, v X7 ORKED 12 By FOBRPHIRITA
D ET,
source_mac <macmask> — IE{FITLMAC T RLADMAC T RLAV AT ZHELE
T, ZO~AZT 16 EEEXA S ET,
destination_mac <macmask> — E[EHEMAC 7 RLADMAC T RL A~ AT ZIRE
LET,
802.1p — AA v F N7 L—Ah~y XD 802. Ip BAMEAFET H5EITHEEL E
7
ethernet_type — AA v TFNE T L —Lb v Z DA —V %y NZ A TEEZRES
LY%EIHEE LET,

ip - AL YT BETL—L~yFDIP 74—V RERFET DHAITHEELE T,
vlan — ANV 27 ZHERELET, v A7 ORED 12 By FOHBHGITR
D ET,
source_ip_mask <netmask> — FEETLIP T RLADIPT KL A A7 Z¥TEL
7,
destination_ip_mask <netmask> — P/ IP 7 KL AD IP 7 RL AV A7 %45
ELET,
dscp = AA v FNET7 L —Lb~y XD DiffServ Code Point (DSCP) 7 4 —/L K
ERETAHGEICEELET,
icmp — AA v FNE T L—2Io~y XD Internet Control Message Protocol (ICMP)
74—V RERET DG EICEELET,
type — A v FNETL—LDIMP XA 77 4 —/L REFET HHEITHEE L
*7,
code — A v FNRET L—LD ICMP Code 7 4 —/b REFAET HIGEITHHEL
£7
igmp — AA v FN 47 1L —2IOD Internet Group Management Protocol (IGMP)
74—V RERET DG EICEELET,
type — AL v FNET L—LD IGMP ¥ A 77 4 —/L REFHET H5E5IHEE L
7,
tep — AA v FNE T L— IO Transport Control Protocol (TCP) 7 4 —/L K%
ET LA ELET,
src_port_mask <hex 0x0-0xffff> — HEFILAR— FD TCP R— Fh~ A7 ZFEEL
7
dst_port_mask <hex 0x0-0xffff> — FEHLAR—FDTCP R— h~R 7 ZHEEL
7,
flag_mask — WH)7 flag mask /3T A —%—2 AN LET, T XTDOASN 7w
MIHRERNEL L TTCP R— NEEEZR->TEBY, ZThbo0FF T Ty &L
DT DEMERET D37y FO—ESICEET S flagbit ZFf > TWET, /7
v FNORFED flagbit ZFAEL T, N7 v FZHEES LE T, all, urg (urgent) .
ack (acknowledgement). psh (push)., rst (reset). syn (synchronize). BL W
fin (finish) NHERTE ET,
udp — AA v F %7 L —2L D Universal Datagram Protocol (UDP) 7 1 —/L K%
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WETLHEGAICREELET,

src_port_mask <hex 0x0-0xffff> — EETLAR—FDUDP R— r~ A7 ZFHEL
7,

dst_port_mask <hex 0x0-Oxffff> — R¥FEHEAN— D UDP R— v A7 ZfEL
7

protocol_id_mask — AA v FNE Ny ko7 a ha)v ID 74—V REfdsd
DEAEIHBRELET, 207 4 — /L RIZZ ZTAN LIEBRE N TV DA,
LIFON—V G L ET,

ipv6 — IPv6 7 4 VW Z U T~ A7 ZRELET,

class — IPv6 7 7 AZ4RE L £,

flowlabel — IPv6 7 —F~ L& fEE LET,

source_ipv6_mask — IPv6 {5V 7~ AV ZHEL £,

tep — TCP DR— b~ A7 ZHEELET,

udp — UDP DR— b~ 27 ZEELET,

src_port_mask — IPv6 L4 (TCP/UDP) X(ELAR— hDH 7~ R 7 ZELET,
dst_port_mask — IPv6 L4 (TCP/UDP) ZFEHEAR— "7 <A 7 ZFELET,

packet_content_mask = T/NA AN T 4 NVH Y T T AHAREIZUF 7 4 —V K%
EFRLET,
offsetl~offsetd — ZNFNDUDF 7 4 —/L NiZ4 A "DOF—ZTHV ., F
7y R T77 L ANEn A, b (ZOn OEENRA 7y METT,) B
TWET, B8E T4 2D packet content 7 4 —/L K& — 347 > NOIFEED 128
NA I HESZ ENAIEETT,
BHIOA 7y MI2MNHEEF D | packet content 7 4 — /b KPR —/R—F
THEP, FLTENRTNDT =)L KR4 34 b, A4 7%y ME
%, 2. 6. 10, 14, 18, 22, 26, 30, 34, + + + 126 L2V EF, A7 v
N 126 (2B LT, ZOfEIE 126, 127, 0, 131 hD/~Ty FTHESIVET,

profile_id <value 1-256> — 7' 7 7 A VKT HEHRELZHZR T LT, EL
FElixfho 7o 77 AL L THRESH., HKbLEWS2 77 4L 1D 23Kk bEWN
BREEZELET, 1~256 D#EPHTCT a7 7 AL ID Z# AT TE £9,

il BRI

BHET IV b OHhARav L REFITTEET,

K/N—V 3

1.00. 01 LAF%
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ERE: T 722 ) A ML— L 2R T 512X

ficreate access_profile ethernet vlan source_mac 00-00-00-00-00-01 destination_mac
00-00—00-00-00-02 802. 1p ethernet_type profile_id 1

Command: create access_profile ethernet vlan source_mac 00-00—-00-00-00-01 destination_mac
00—-00—00-00-00-02 802. 1p ethernet_type profile_id 1

Success.

ficreate access_profile ip vlan source_ip_mask 20.0.0.0 destination_ip_mask 10.0.0.0 dscp icmp
type code profile_id 2

Command: create access_profile ip vlan source_ip_mask 20.0.0.0 destination_ip_mask 10.0.0.0
dscp icmp type code profile_id 2

Success.

ficreate access_profile packet_content_mask offsetl 2 OxFFFFFFFF profile_id 3
Command: create access_profile packet_content_mask offsetl 2 OxFFFFFFFF profile_id 3

Success.

#

3.32.2 delete access_profile

HEY VEREH DT 78 AT a7 7 AV EHIBRLET,

L delete access_profile < profile_id <value 1-256> | all >

] Ka<y FiE, A v FINEREHROT 7 8270 7 7 A VZ2HIFR L,
INTRA—F— profile_id <value 1-256> — Ka~y RTHIRT A7 7 BRI 07 7 A L%

BT DFEE 1~256 OFPFATHRELE T, ZOEIZT7EAT 07741
7 [create access_profile | @< FCERINAFFICEI D Y THINET,
1~256 O#HIPHTT a7 7 A N IDF5E AN TEET,

all — HIBR T 29T _RCOT I/ BRAY R N Ta 77 A VERELET,

il PR BHET IO NOBRIA< Y REFATTEET,
XS — 5 1.00. 01 LA

ERE:7a 77 AL IDB 1 OT 782707 7 A VEHIERT 512X

# delete access_profile profile_id 1

Command: delete access_profile profile_id 1

Success.
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3.32.3 config access_profile

H A

AA 9 FIET 7 RATO T 7 A NVEBIEL, ZEANT Y DERET D0, 7 4V
Vo T30 aRDLTDICAAL vy TFRERATHEZERLET,

lcreate access_profile] a~> REMFH L CATI LIz~ A7 GmBfEE=FEH L,
BELEZ V=D~ X T 4 — /L FRNICAL v TR LI L A LE T,

3L

config access_profile profile_id <value 1-256> < add access_id < auto_assign
| <value 1-65535> > < ethernet | ip | ipv6 | packet_content > > | delete
access_id <value 1-65535> >

ethernet =ethernet < < vlan <vlan_name 32> | vlan_id <vid> > [ mask <hex
0x0-0x0fff> ] | source_mac <macaddr> [ mask <macmask> ] | destination_mac
<macaddr> [ mask <macmask> ] | 802.1p <value 0-7> | ethernet_type <hex
0x0-0xffff> >

ip =ip [ < vlan <vlan_name 32> | vlan_id <vid> > [ mask <hex 0x0-0xOfff> ]
| source_ip <ipaddr> [ mask <netmask> ] | destination_ip <ipaddr> [ mask

<netmask> ] | dscp <value 0-63> | < icmp [ type <value 0-255> code <value
0-255> ] | igmp [ type <value 0-255> ] | tep | udp | protocol_id <value 0-255>
> > ]

tep =tep [ src_port <value 0-65535> [ mask <hex 0x0-Oxffff> ] | dst_port
<value 0-65535> [ mask <hex 0x0-Oxffff> ] | flag < all | < urg | ack | psh
| rst | syn | fin > > ]

udp =udp [ src_port <value 0-65535> [ mask <hex 0x0-Oxffff> ] | dst_port <value
0-65535> [ mask <hex 0x0-Oxffff> ] ]

ipv6 =ipv6 [ class <value 0-255> | flowlabel <hex 0x0-Oxfffff> | source_ipv6
ipvbaddr> [ mask <ipvémask> ] | < tep [ src_port < value 0-65535> [ mask <hex
0x0-0xffff> ] | dst_port < value 0-65535>[ mask <hex 0x0-Oxffff> ] ] udp <
src_port <value 0-65535> [ mask <hex 0x0-0xffff> ] | dst_port <value 0-65535>
[ mask <hex 0x0-Oxffff> ] > > ] >

packet_content =packet_content [ offsetl <hex 0x0-0xffffffff> [ mask <hex
0x0-OxffEfffff > ] | offset2 <hex 0x0-OxFEffffff > [ mask <hex 0x0-Oxffffffff
> 1 | offset3 <hex 0x0-Oxffffffff > [ mask <hex 0xO-Oxffffffff > ] | offsetd
<hex 0xO0-O0xffffffff > [ mask <hex OxO-Oxffffffff > ] | port < <portlist> |
all > > < permit [ priority <value 0-7> [ replace_priority ] | replace_dscp_with
<value0-63> | counter < enable | disable > ] | deny | mirror >]

]

Ka<wr RN, AAVvFIT 72T a7 7 A VEREL, ED lcreate
access_profile] A~ REMEH L TAN Lo~ A7 EITGREMEZEH L, FrEME
BRAEDETAN LET,

INT A—H —

profile_id <value 1-256> — Ka~> RTHET DT 7 AT 07 7 A LZi#5]
TAREM AN LET, ZOMEIXT 78 A7 27 7 A )L create access_profile]
avy RCERSNDORFIZEIV Y ToNE T, e 77 AL IDIE, o7 a7y
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AN E I U TR B EARE L, A VT v IV ABRSERELET, 204
YTy P AF IR FERITER S, T8 AT 0T 7 A VAL E
T, EEERthO T e T AL E L CRESH, RLEWT a7 7 AL 1D A
b EVEREZ D £, 1~256 ORI TT 0 7 7 AL IDFEZEANTEET,
add access_id <value 1-65535> — FCIRELEZT 7/ vAT 17 7 A /LI )L—)L
ZBMUET, EIIERLIELV—VOA Ty 7 A S ET, A— MIE
T E D=V DEUITHOWTDFEMIT, KEDA » huZ 7 a  DHEZRL
T 7EEwn,

auto_assign — A/NT A —H — |3 RET DH/N—/VHEPIZET (1~65535

DOHFIF) ZH Y TET,

ethernet — LT OD/RT A —=Z —(ZHASE Ty NOREEEITEEELZRIET HTC
WIZKENNT Y FDOLA Y 28 na AL v F &L ET,

vlan <vlan_name 32> — BEIC/ERL L CWD Z D VLAN 72T 7B AT 07 7 A )V
AL ET,

vlan_id <vid> — BEIZA/ERRL CTWA Z DO VIAN 2T 78 A7 a7 7 A V&
L%,

source_mac <macaddr> — FE{EICMAC 7 KL A& FfDO T v NEFIZT 7B AT 1
TrANEBEALET,

destination_mac <macaddr> — E(FEICMAC 7 KL A& o/ NETFIZT 7k
AT T 7 ANEEHLET,

802. 1p <value 0-7> — 802. Ip Bl ZFHH> X rv "EFICT 782707 7 A
NEBEHLET,

ethernet_type <hex 0x0-O0xffff> — /X7 v ko~ ZNIZ 16 LD 802. 1Q 4 —H-
Ty "EA T ROy NEFICT 7 AT a7 AV EEBLET,

ip — AA v TFBRERT Y RO IP 7 4 — /L REHET 2HAITHEEL £7,

vlan <vlan_name 32> — BEIZ/EEA L CWA Z DO VLIAN 72T 7 AT a7 v A )b
AL ET,

vlan_id <vid> — AR VLAN ID ZFf DO VLAN 227 72T a7 v A L&A L&
7

source_ip <ipaddr> — HETLIP 7 RL A ZHFH S ry NETFICT 7B A 7
TANEERT 25 EITHEELE T,

destination_ip <ipaddr> — 77 A7 a7 7 A V& Z DEEHL IP T KL A &L
Oy M EH LET,

dscp <value 0-63> — 77 ®RA7 a7 7 A /LN IP /X4 RP®D
Type—of-Service DiffServ =t— KR A >, DSCP) 7 4 —/V RICZDEEHT 5
Ny MR L COREAT D551 E L ET,

icmp - AA v TFWENRTy DA A —Fy hary h— L AvyE—U7a hal
(ICMP) 7 4 —/V RETRET 25 B ITHE L £7%
Type<0-255> — AA v FNE 7w D IMP XA 77 4 —)b RERET DHE
WZHRELET,
Code<0-255> — AA v FNENT y O IMP 22— R 7 4 —/b F2fi&d 556
IZHELET,

Igmp ~-AA I FINENTy bDA U E =Ry NI NV—T =V A Fa ha
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JV(IGMP) 7 o —/v K& & T D5 AITHRE L £
Type<0-255> — AA v FRK /4w RO IGMP % A 77 4 —)V REfET 556
WZHRELET,
tep — %737 > RN Transmission Control Protocol (TCP) 7 4 —/L K&
TOHLGEICHELET,
src_port <value 0-65535> — 77 A7 1 7 7 A WiF~v ZFHNIZA TCP iX{ETT
N—RNZ2FFO Ty MZETEHALET,
dst_port <value 0-65535> — 77 A7 1 7 7 A Lid~v X NIZA TCP iIE{E 5k
N—RNZ2FFO Ty MTETEHALET,
flag — XHET D TP 7 F7 7 DIA T2 ASJLET,
all : T R_RTOT7 T IPBRRSNET,
urg : TCP #l{#l 7 < 7 (urgent : BXA)
ack: TCP #lffl 7 Z 7 (acknowledgement : 7&FR
psh: TCP#llfHl 7 < 7 (push : 7w =)
rst: TCP #lf#l 7 Z 7 (reset : Ut v )
syn: TCP #4877 < 7" (synchronize : [RIH#A{k)
fin: TCP fil##1~ Z 7 (finish : & 7T)
udp — 4734 > k@ Universal Datagram Protocol (UDP) 7 4 —/V RZ A L £ 7,
src_port <value 0-65535> — 77 & A 7117 7 A Wit~y ZPNIZA UDP i%{E T
R—NaFFo"ry MZETEHALET,
dst_port <value 0-65535> — 7 7 A7 1 7 7 A Vit~ ZPNIZA UDP i%{E 5
N—RNZFFOTry MIETEHALET,
protocol_id <value 0-255> — AA v FNRE v vhoo7ua haL D7 41—V K
ERHETDHELICHEEL, 2O 4=V FICZZTANLEEREER TS
A UFo— v L ET,

ipv6 — IPv6 7 4 VW Z U I~ A7 ZRELET,

class — IPv6 7 7 AZFEE L ET,

flowlabel — IPv6 72— ~YULZEE L F 7,

source_ipv6_mask — IPv6 &{E77 L A& EE L £,

tecp — TCP R— h YT~ R 7 ZHRELET,

udp — UDP R— "W T~ R 7 ZHELET,

src_port — IPv6 L4 (TCP/UDP) EfEILA— ROV T~ A7 Z4aE L ET,
dst_port — IPv6 L4 (TCP/UDP) EfEHEAR— FOVT~R 7 Z4EE L ET,

packet_content — g K4 DA 7y hEfFECEET, H—DUF 7 4 —/L R &
LR END 4N, NOT—ERE{ A7y PCHRETCEET, A7y U7
7 LU A FEERICRERTRE T,
offsetl — offsetd — 7B 77 A NV TEHZLIZLUF 74—V KT —H|I~v v T
THT—HERELET,
port <portlist> — AA v FDOHR—FEFEHFEL, L—MWU-TT 7R %
HRFLIFEGRLE T, Tall] FT_XTOR— ML THRET LA ENTEE
7
permit — AA v FICKDRIEZFFAT LT 7 BA T 07 7 A VITEET D37
v FEiEELET,
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priority <value 0-7> — A A v FIZEEIZEHRTE L T3 802. Ip 7 7 4/ b DAL
EAEBEERZTZWVGERIC, ZONRNTA—F—2HBELET, K74 — IV REHETE
THE, AA T RZE LTy hOHRO Z OB BT 537 v M,
BEIZHRE L7z CoS F = —ITHRIE SN E T,

replace_priority <value 0-7> — f§%€ L7z CoS % = —|Z 7 v h ZEEET D HIIZ,
ZOavy FCHRICHEEL TV A RHEICHET 53 v D 802. IpT 7 4 /L + D
BIREAEEE T 4 — /L FICAS LTEICEE R T2 WIGAI, ZORTA—X
—Z AN LET, HBELRWERIT. ATy MIRE I HENT, ATIH O 802. 1p
2= P BREELZ TTOMEICEE R ONET,

replace_dscp_with <value 0-63>— 2~ ROBEHIDOERSL THE LT EEIZHEES
FTHATI3r b TDSCP) 7 4 —/b RICRER SN D EEFRE L £7

counter — AU A —ERBEANEITEDCLES, ZUIA T a3 o TT,
T 7 4N NTIRENC RS> TOET, A—ABT7a—A—F —(THRS RNV
By HETLONNT Yy FR AT FENET, AR T H—A—F—THRSH
H%E, o=l EEZINET,

deny — 778 AT 07 7 A VA LRV ST MIAAL v FIT K - Tk d
LZEEFHENT T ANZ I T EINET,

mirror — 77 BAT0 T 7 A W —ET LTy FER—KMIIT—V 7L
7,
delete access_id <value 1-65535> — Ka~< R&#EHL T, 1 —V %y
Ty A, IP a7 7 AL, F-I packet_content 7' 7 7 A LB EEE ACL L
—VEHIBRLET, K256 DIL—LNTRCOT VAT BT 7 A4 )VTHRETE
7,

il BRI

EHET WO DR Raw Ly REFITTEET,

KIEN— g

1.00. 01 LAF%

{55 511 10. 42. 73. 0~10. 42. 73. 255 O&IPANTIP 7 RL A ZFOR— T DT L —L&E T (L EZ )
T4 AEDIITa T ANIDN L OT VAT 7 7 A IV EHRETHI2IE

# config access_profile profile_id 1 add access_id 1 ip source_ip 10.42.73.1 port 7 deny

Command: config access_profile profile_id 1 add access_id 1 ip source_ip 10. 42. 73. 1 port 7 deny

Success.

FEREE

0 APLGM TI& ethernet. ip. ipv6. packet_content_mask #hF4IZ ACL JL—IL &
EZFADTL—THEERBTEIYETOENTLET,
B—JIW—TIZHBET S/ FEZELIEE. RBEWTOI74L1D
EU70€RXIDEHL DAL NMEBELHIISNET, BHE5TIL—TIZHET 5/
Ty hEZELI-EE. REGEEIBRLIE permit BT deny (deny A EfL) [Tk
STHIETIENhET,
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3.32.4 show access_profile

H i) AL v FIBERESNTWDET 78AT e 7 7 A VEFRKr LET,

L show access_profile [ profile_id <value 1-256)> ]

i ARa<wr FiE, BERESN TN T VAT a7y A VERRLET,

INT A—H— profile_id <value 1-256> - 7u 77 AV IDZEELC1lo>DTa 77 A
VIDIZKT BT /AT — a7 4 FXal—ya O FRRLET,
7'a 7y ANIDEEE 1~256 OHEHPFATAN L ET,

il R IH 2L,

S/ N—2 g v

1.00.01 LLF%E

ERG: AL v FICBERESNTWVWDLTRTDT VAT 07 7 A VEFKRT DHIZIE

#ishow access_profile

Command: show access_profile

Access Profile Table

Profile ID: 1

Type: Ethernet Frame Filter

Owner: ACL
Masks Option
VLAN

Source MAC Destination MAC  802. 1P Eth Type

OxFFF

00-00-00-00-00-01 00-00-00-00-00-02

Profile ID: 2

Type: IPv4 Frame Filter — ICMP

Owner: ACL

Masks Option

VLAN Source IP Dest. IP DSCP Prot Type Code
0xFFF 20.0.0.0 10.0.0.0 ICMP

Total Profile Entries: 2

Total Used Rule Entries: 0

Total Unused Rule Entries: 256
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3.33. JO—A—A—a<T UK
3.33.1 config flow_meter profile_id

H Ay

T I EBERTO T AL ENL— LISy R T a—R_R— XD A—F ) T
HREEZRE L £,

15 3C

config flow_meter profile_id <value 1-256> access_id <access_id> < < rate
<value 64-1024000> burst_size <value 4-16384> rate_exceed
{drop_packet |remark_dscp <value 0-63> > > | delete >

B!

AKa<w R, 78—R—ARA—F ) 7 EFRELET, A—F 1V 7HEE
[Nt —h2H87—F—FK] (single-rate two—color mode) 0)7%;5_"3‘1?_
FNLET, AEERONRT A =2 —%lATHI2E, 77 B A=V EFHNNER

THUENRDHY E7,

T %2 Kbps O BAL TRRECE £ 908, g2 il L7256, 274X = b
— ¥ a IS T IR Ny MIREE, 721X DSCP 7 4 — L FERID B THR
7

BRE L — M EESTT 572D, N7y MEACL b— VeV LB S L E T,

K7 —RA—Z—U o FTHREIT ACL /L—/L2S [permit] 7> Mmirror] O¥EE DI

ATT,

INT A =L —

profile_id - 7w 7 7 A /L ID ZfRE L E T,

access id - 77 EBA D &HEELET,

rate- YU NL—h2HT—F—ROL— MAEELET, 70 —0REHK
g % Kbps CTHEE L E 7, fx/IL— ML 64 Kbps T, XEAHE/RRA L — MiX
1,024,000 TH, L22L22A6, A7 — M 62.5 Kbps Of5# L 72 7,
E- T, 100 Kbps ICL— FZRELTH, 62.5Kbps D L— FBNERINTA2 0 £,
burst_size— >INl —h 2T —F—RKRONR—ZA M A XZEELET, B
firl%. Kbytes TT, /N—A b ¥ A XDF/IMEIT 4 K31 T, FHRfEIT 16384 K
INA R T, N—R MY A XOFEIL 4, 8, 16, 32, 64, 128, 256, 512, 1024,
2048, 4096, 8192, 16384 K /A FOfEHTY, 7> T, 10 Kbyte [2/3— R
A RXFEHBRELTYH, 8 Kbyte D/X—Z M A AWERNT2 0 7,

rate exceed — YNV L — K2 BT —F— ROFEL— F2BE L 4 v b
DB HOWTHRELE T, ZOLITLL FOHFEOWT NN EZRETEET,
drop_packet: #BiE/ N b EHEEES S,

remark_dscp: DSCP OFEID {TENT v MI~v—27F 5, Bim Lz \7 v MIE
TR B Sl 2 | < BRE S IVE T,

delete - ¥EE L7 — XA —F¥—%HIlRLET,

1l FR=F IH

EHET AU FNOHRKAY S FeFEITTEET,

X/ N—2 g v

1.00. 01 LLFE
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B ACL V= —FT HATINry hDOL— K ENR—ZA NERET HI2IT

# config flow_meter profile_id 1 access_id 1 rate 64 burst_size 64 rate_exceed drop_packet
Command: config flow _meter profile_id 1 access_id 1 rate 64 burst_size 64 rate_exceed

drop_packet

Success.

3.33.2 show flow_meter

H i) TR—N—=ADA—=F Y IR EEFRLET,

1§ show flow_meter [ profile_id <value 1-256> [ access_id <access_id> ] ]

i ARKavr NI, 7r—A =4 —OFRELERRLET,

IRTG A e — profile_id - 7B 7 7 A L ID ZfgE L £ T,
access_id - 77 A ID&ZFHEL T,

] BRI 72 L,

X/ N— g 1. 00. 01 LARE

RG] 7 e —A—F—ORELF T DHITIF

# show flow_meter

Command: show flow_meter

Flow Meter information:

Profile ID : 1 Access ID : 1 Mode : Single-rate Two—color
Rate: 2000 (Kbps) Burst Size:1000 (Kbyte)
Actions:

Conform : Permit

Violate : Drop

Profile ID : 1 Access ID @ 2 Mode : Single-rate Two—color
Rate: 2000 (Kbps) Burst Size:1016 (Kbyte)
Actions:

Conform : Permit

Violate : Permit Replace_dscp : 20

Total Flow Meter Entries: 2
#
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3.34 802.1Xa<v>

K

AKAA v FiE, IEEE 802. IX R— F _XR— 2B L NAR A h_"—2 T 7 & AHEHEREE NS S TWET,
ZDAH=ZANL, A= IR T7 L —AEEZETDHENTW - S 2T R 5 RS R— FOSRM 2%

R— MIRET D Z L

Ry, =Y —F IO Ry NTV—I TR ARE Y FU—T Y Y —

AT IV BATCEHHA 525 2B LET,

3.34.1 enable 802. 1x

H 1 AA F D 802. IX Y — N—Z P L FET,

AL enable 802. 1x

BIC]] RKavw U RE AL FD802. 1IXFy NT—7 T 7w AG#T 7Y r—a v
EHINCLET,

IRTG A — L,

] PR =5 I BEHET T hOHRARa~w S ReFITTEET,

K N—T g v 1.00. 01 LA

155 511 : 802. 1X 2 AT

ERAY S

#tenable 802. 1x

Command: enable 802. 1x

Success.

3.34.2 disable 802.1

X

H i1 AA T D 802. 1X Y — N—Z MR LU ET,

L disable 802. 1x

BIC]] AKa<y RiE AL vy FDB02. IX Ry NT—r 7 7w AHI#HT 7V r—a v
BN LET,

INT A —H — L,

] PR =¥ I EEET v hDIBKa~w s REEITTEET,

K N—T 3 v 1.00.01 LLRE

15 F31:802. 1X & MERNIZ 9 B ITIE

#disable 802. 1x
Command: disable 802.

Success.

1x
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3.34.3 show 802. 1x

ELD AA > F T 802. 1X B — "—DHUEDRGIRRE L Gk Ex TR LET,

I3y show 802. 1x < auth_state | auth_configuration > [ ports <portlist> ]

B! Ka< Nk, AA v FT802. 1X ¥ — 3 —DIUEDFRILIRAE & ALK E & F
~LET,

INT A —H— auth_state - 802. IX »— _R—DOBEFHIRIREEZF R L E7,

auth_configuration - 802. 1X ¥ — "—OHFEDFEFEREL X R L E T,
ports <porthst> - 2T LR — bELEFFA— FMHEZEE L £,
PUTICERGER E Dt R LET,
802. 1x Enabled / Disabled — AA v F® 802. IX#REDHAED AT — & A %
KHRLET,
Authentication Mode — MAC 7 R L AIZ KB F 1T AR— Mz X D0, 3RGEE
— R&2RRLET,
Authentication Protocol — AA w < & RADIUS tr— N—[]Cffi 9 HF8GEY

o ha)LAAf— hE2FRLET, [Radius_Eap] £721% local | Z¥ETHZ
EWTEET,
Port number — A A v FOYERIIRAR— MIaR R LET,
FEHE - Authenticator/None — FIZEREINT-A— D 802. 1X HEREZ TR
LET, AA v FITHRETE 802, IXHEREN 2-5H VY £77, lAuthenticator]
B LV Nonel,
AdminCt1Dir: Both / In — AREBREDHIFIR — b 2363 M 518 £ 72135215 T 1A
T CHEICHE AT N E D hERRLET,
OpenCt1Dir: Both / In — RIBEEOHIER — S EZ W G EE I3 E T
T B ZAT O N E I PERRLET,
Port Control: ForceAuth / ForceUnauth / Auto — 7"— ~ OFRILIREEDEFE
HiHEZFEE LE T, [ForceAuth] 1IN — b DA —8 T 47— ZiliEE A
Wil LEJ, [ForcelUnauth) [L78— N ZIEFREEIZHRSI L E T,
QuietPeriod — QuietPeriod # A4 ~— DO FIHIFEME T, & 7 4/ MEIZ 60
FTCTI A3, 0~65535 ORI CTETE TEE T,
TxPeriod — Tx # A ~—OHHREM T, 7 7 4 /L MEIL 30 FHTTR, 1~
65535 P OHIPH CTAEHE T £7,
SuppTimeout — Request / Identity /3% h&ZER< §°XT® EAP /X4 v MT
4o TV b (=) NHOINEEFFORM AR R L ET,
ServerTimeout — RADIUS H— =5 DInE 2 FORE ORI ZF R LET,
MaxReq — 7 U > b~D/R7y NOFEEREEZRRLET,
ReAuthPeriod — M5t d™ 2 FHEBEDO MR ZZR L £,
ReAuthenticate: Enabled / Disabled — FREGEEIT I ME I MEFRLET,
LUF Ol A2 £or L CBEDRFRIREE DV R SV E T,
Port number — A A v FOYEAI /AR — A FERLET,
Auth PAE State: Initalize / Disconnected / Connecting / Authenticating
/ Authenticated / Held / ForceAuth / ForceUnauth — Authenticator PAE
DBSLEDREEZ TR L ET,
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INTA—=H—

Backend State: Request / Response / Fail / Idle / Initalize / Success /
Timeout — Backend Authenticator ®HIEDIKAEE TR L F T,

Port Status: Authorized / Unauthorized — ERiE7 v AR E2F R L F
o Authorized |%, = —HW—2GRFES N, Xy NI =27 IZT 7 EATESZ
LA B L E£9, Unauthorized IZ, o —V —0iEI N, v hU—2 T
TIREATERNIEEZBKRLET,

il BRI

L,

K/ N— g v

1. 00. 01 LLFE

155 F 51 : 802. 1X #2

EDRREZ R T DT

#ishow 802. 1x auth_configuration ports 1

Command: show 802. 1x auth_configuration ports 1

802. 1X

Authentication Mode

Authentication Protocol

Port Number
Capability
AdminCrlDir
OpenCrlDir
Port Control
QuietPeriod
TxPeriod
SuppTimeout
ServerTimeout
MaxReq
ReAuthPeriod
ReAuthenticate

: 60
: 30
: 30
: 30
P2

: Enabled
: Port_based
: Radius_EAP
: None
: Both
: Both
: Auto
sec
sec
sec
sec
times
1 3600 sec
: Disabled

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
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fER: A A R — 2D 802. 1X @ 802. 1X ZREF

DIRREEFRT 5 121F

fishow 802. 1x auth_state
Command: show 802. 1x auth_state

Port Number : 1
Index MAC Address Auth PAE State

Backend State Port Status

16

00-40-66-4D-4E-0A Connecting

Idle Unauthorized

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

269/364




3.34.4 config 802. 1x

capability ports

EED AA » FOR— MEFHD 802. 1X Bk &3 E L E 97,

&L config 802. 1x capability ports < <portlist> | all > < authenticator | none
>

=hBA Ko< RiZiL, lauthenticator] & [none] @2 DOMEEENRH Y . HA— T
s _&“fﬁ“fé‘i?

INT A =L — <portlistd> — RET HA— FELIFAR— MEHEZFEE L E7,
all — A v FOFTRTOR— MR ELET,
authenticator — x> NI —27 DT 7 ¥ AMEE TG T 572 OICFEGET =& A

Zolf T DN DY £7,

none — AN— b3 802. IX#EREIZ K o Tl SN E A,

il B < LH BEET h U NOIRRa~v Ly ReERTTEET,

i N— g v 1. 00. 01 LAk

B AR— b 1~10 (T

802. IX B¥FEA XTI D I2IX

ficonfig 802. 1x capability ports 1-10 authenticator

Command: config 802. 1x capability ports 1-10 authenticator

Success.
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3.34.5 config 802. 1x

auth_parameter ports

H A

AR— FEPAN D 802. 1X FRFF/XT A —H —HRELET, T 74/ FD/XT X
—Z—3. BELEHENOT R TOR— NE2F 7 4L Fd 802. 1X R EIZRE
LET,

15 3C

config 802. 1x auth_parameter ports < <portlist> | all > < default |
direction < both | in > | port_control < force_unauth | auto | force_auth
> | quiet_period <sec 0-65535> | tx_period <sec 1-65535> | supp_timeout
{sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> |
reauth_period <sec 1-65535> | enable_reauth < enable | disable > >

B!

Ko< Rit, A— MRPHND 802. IXFRIF/NNT A—X—ZRELET, T 7
FIWRDOIRNT A==, fFELIZ&EHANOT X TOR— 2T 74/ FD
802. IX X EIZR L ET,

INTA—=H—

{portlist> — RETDHAR— MNEIIFR— MEHETEELE T,

all — A vy FOFTRTOR— M ERELET,

default — $§E L7FPANOT R TOR— b &7 7 4 /L b D 802. IX B EIZR

LET,

direction <both | in> — HIlfHl &iv7=AR— b 2SEZAR M) £ 72 1ZZ A5 H 2

DBEET Ry 7T MEIDERELET,

port_control — AN— M ORI 5 EEHHOHIEZRE L £,

UTORGEAT v a vrBb £77,

force_auth — R— F DFFEZ Authorized JREEIC L ET, x>y U= T 7 &
WFFT S E

aMo—ﬁﬂ%%%ﬁﬁ%km£7ﬂtx@ﬁ%%ﬁﬁbif

force_unauth — " — k OFBFEA Unauthorized IREEIZ L ET, Ky NU—2 7T

7R EZT vy ISRET,

quiet_period <{sec 0-65535> — FRREIZIN L7=1% ., #H L <FBAEZBALGT 5 &

TOMMREZRELET,

tx_period <sec 1-65535> — EAP Request/Identity /X7 v F&FEETH-D

WZH TV M (2= =) b DINEEFF ORI Z R E L £ T,

supp_timeout <sec 1-65535> — Request / Identity /X4 v F &R 3 XTD

EAP /Xy MZKT 237U v b (—H—) ) b DIRE & 5 OWFH] 2 3E L

7,

ServerTimeout — RADIUS Hh— =75 DIREZFRFORH O R S 2 KR LET,

max_req <value 1-10> — %7 U H > b (=P —)~D 7 v F OFEEFFIEK

ERELET,

reauth_period <sec 1-65535> —H#id 2 HRIEOMMEEREL £7,

enable_reauth <enable | disable> — AA v FNEHIRIET HNE I NERTE

LEd, AT 5 &, i [Re—authentication Period (FEEEEEEINRAFR]) |

74— )V RCHRELRR T — — 2 HiiE L E T,

il BRI

BHET AT FDOHARAT S FRFITTEET,

K/N—V 3

1.00. 01 LAF%
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ERG): AR — b 1~20 12 802. 1X FBAE/NT A —H —&HIET DHIZ

#iconfig 802. 1x auth_parameter ports 1-20 direction both
Command: config 802. 1x auth_parameter ports 1-20 direction both

Success.

3.34.6 config 802. 1x auth_protocol

EED AA v F D802 IXFBFET 7 haVERELET,

1§ config 802. 1x auth_protocol < local | radius_eap >

] AKavwr FiE, BEE7 e FaveRELET,

INT A —H— local | radius_eap - T HRIFTa haLoXZ A THEELET,
il PR = 2H EHET WO POBRa~x L FEFITTEET,

RSN —T g 1.00. 01 LIp%

B AL v FORGET v b VAR ET DI

#iconfig 802. 1x auth_protocol radius_eap

Command: config 802. 1x auth_protocol radius_eap

Success.

3.34.7 config 802.1x init

H i A— MEEFHAN D 802. IX BEREA PIME L £,

I3y config 802. 1x init < port_based ports < <portlist> | all > | mac_based
| ports <<portlist> | all > [ mac_address <macaddr> ] >

B! RKa<wr N, lBELEA— M E7IZIEE LA — N O EET 5
MAC 7 R LA 802. IX#REZ 7= 72 BICHIHIE L £,

INT A—H— port_based - A A v FNAR— FEFDIHIZHD N 802, IXHKEEZ #IHLT 5

EIOICHELET, YL EZ AR INDOAR— hNEEET L ENTEET,

mac_based — AA v FNRR— FES DAL 802. 1X BEREA 1L
HEIIHEELET, VUL EZ KB SNDMAC T RVAZIEET HZ ENTE
EJaN

ports <portlist> —AR— M FEiTAR— FMEHEZFET L £,

all — 2 v FOFTRTOR— FEHETELET,

mac_address <macaddr> — #JHHLTHMACT KL AZ A LET,

il BRI FEHET WO MDOHRARa~v L REFATTEET,

S N— g o 1.00. 01 LA
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RG] 3 TOR— F OFEFERRE~ & 2L 51

ticonfig 802.1x init port_based ports all

Command: config 802. 1x init port_based ports all

Success.

3.34.8 config 802. 1x reauth

EL:] AA v F D 802. 1X HibiiE & L £,

1§ config 802. 1x reauth < port_based ports < <portlist> | all > | mac_based
| ports < <portlist> | all > [ mac_address <macaddr> ] >

B AKawr Rix, A— hEFITESN “Cu.unl{ﬁ%LT/w’X%ﬁw.&biﬁ‘

INT A —H— port_based - AA v FNR— FHFEDRIZED - 802. 1X BEREAZ BRI 5

NNCFRELET, HRGEEZ AR INLIR— M E2HEETHZ kﬁ‘f%i'ﬁ‘

mac_based — AA v FNHR— FEFSEIIMACT R L ADIRIZHEE-SU = 802. 1X
HEREZ AL T 2 X O ICHRE L E T, FHadilZ2 &R S D MAC T RL 2 A FRE
THZENTEET,
ports <portlist> — FFRFET 2R — b FE/IIA— MEFHA R EL T
all — A v FOFTRTOR— M EfRELET,
mac_address <macaddr> — FFEFETHMACT KL A& AL ET,

] PR =5 I BHET I NOIHRRaw REFITTEET,

K= 3

1.00. 01 LAF%

fERF:AR— bk 1~18 (T

802. 1X HRFF AR ET D IC

#iconfig 802. 1x reauth port_based ports 1-18

Command: config 802. 1x reauth port_based ports 1-18

Success.
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3.34.9 config radius

add

EED AA v FHRADIUS H— = LEET 5720 OREE LET,

I3y config radius add < server_index 1-3)> <server_ip> key <passwd 32> < default
| < auth_port <udp_port_number 1-65535> | acct_port <udp_port number
1-65535> > >

] AKa< s FiE, AA v FHRADIUS — S—L@ET LD DOREL LET,

INT RA— K — {server_index 1-3> — RADIUS $— _R—DA T v J AFEFE2EY Y CTET,
BRI DETO RADIUS r—_R—% 2 A v FITBEETEET,
ALy FTIRELToA T v 7 A OF WA RADIUS DISE 2 HERE L
BN LTz RADIUS A fBREH— 3 — & L TR L £75
{server_ip> — RADIUS ¥— "—D IP 7 KL A,
key — AA v F & RADIUS Y= N—f TR 52T — N ERF 582 HEE L
E9
<passwd 32> — RADIUS h—/N—& XA v F M3 2 A EHE, 32 UL
WTHELET,
default — Tlauth_port] & Tacct_port] FREDWHFIZFT 7 /L ~ UDP AR— |
FrafHLET,
auth_port <udp_port_number 1-65535> — FRFFY 7/ = & MI%td 2 UDP ~—
NS, 774V MEE T1812) T,
acct_port <udp_port number 1-65535> — 7 hH DT 47 U 7T A MY
% UDP R— ~EH, 7 74/ M (1813 TT,

il PR = 2H BHET Iy b OBhKRa~x L REFETTEET,

xS N— 3 v 1. 00. 01 LAR%

£ 451 : RADTUS H— /3 —

BIEREZITOICE

ticonfig radius add 1

10. 48. 74. 121 key HML default

Command: config radius add 1 10.48.74.121 key HML default

Success.

3.34.10 config radius delete

H AT A RADIUS Y — "—REZHIFR L £,

1§ config radius delete <server_index 1-3>

A A Ao~ Rk, ADHFEH RADIUS — N—REZHIR L £9,

INT A= M — <server_index 1-3> — HIER L 72\ RADIUS —_R—DF S EFE L £ T,
] PR =5 I BEHET T NOHRRav REFITTEET,

K/ N— 3

1.00. 01 LAR%
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15 451 - 5% 7€ 5 #+ RADIUS

A V21 || S mAYE

ticonfig radius delete

1

Command: config radius delete 1

Success.

3.34.11 config radius

EED B4k L7= RADIUS H— _"—DRELZLEE LET,

1§ config radius <server_index 1-3> [ ipaddress <server_ip> | key <{passwd
32> | auth_port <udp_port_number 1-65535> | acct_port <udp_port_number
1-65535> ]

i AA » FHRADIUS H— "— LIl T 5720 OREL LET,

INTA—H— <server_index 1-3> — %k L 7= RADIUS H— =D A T v 7 AFHEEE L
£,
ipaddress <server_ip> — RADIUS #—/3—®D IP 7 RL AZZAH L ¥,
key <passwd 32> — RADIUS ¥ —/N—& 21 o FHME M 2 A TE A 32 3C
FUNTEELET,
auth_port <udp_port_number 1-65535> — FXFFY 7 =& MIZxd 25 UDP R—
FEFEEELET,
acct_port <udp_port_number 1-65535> — 7 hH T 4 7 U7 A NMIXT
% UDP AN— hEFELXFELET,

il PR = 2H EHET WY DORAERa~ L REFTTEET,

Xt/ S—Y 3 v 1.00. 01 PARE

{5 F51) : RADIUS H— /N —

HEEELT HITIE

#iconfig radius 1 10. 1.

1.1 key HML-1

Command: config radius 1 10.1.1.1 key HML-1

Success.
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3.34.12 config radius parameter

H 1 RADIUS H— =D /RF A —H — % E L ET,

&L config radius parameter < timeout <int 1-255> | retransmit <int 1-255>
>

2 HA A< Rix, RADIUS — _R—DRT A —H— 5 R ELET,

IRT A= — timeout <int 1-255> — H—/"—DINE ZFFOREM], 7 7 4V MEIL 5 BT,
retransmit <int 1-255> — FEEEE, 77 4L MEIX 2 T,

il PR 2 BHET WU NOHRKRa~ Ly REFITTEET,

S/ N—2 g v

1. 00. 01 LI

fE R RADIUS Hr— R—D X A AT 7 " A a v 2RETAHICIE

# config radius parameter timeout 3

Command: config radius parameter timeout 3

Success.

3.34.13 show radius

B AA T E ST BIED RADIUS @ EZ Fn LET,
&S show radius

2 Ko< Rix, AA v FOBLED RADIUS RE & Frx LET,
INT A—H— 7L,

il BRI 2L,

K/ N— 3

1.00. 01 LAR%

B A A~ FITERIE

SNT-BIAED RADIUS 3 E A FnT A 21X

fishow radius

Command: show radius

Timeout : b seconds

Retransmit 2

Index IP Address Auth—-Port Acct-Port Status Key
Number Number

1 10. 1. 1. 1 1812 1813 Active HML1

2 10.2. 1.1 1800 1813 Active HML2

3 10.3. 1.1 1812 1813 Active HML3

Total Entries : 3
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3.34.14 show acct_client

H 1 BEORDIUS T AT T 4TI T7AT v heRrnLET,

&L show acct_client

BIC]] AKaw s Rix, Ay FIZBIERE SN TWDELED RADIIS 7 7 T
4TI TAT Y heFRRLET,

INT A—H— 7oL,

] PR =5 I 2L,

KHGN—T 3 1.00. 01 LAR%

ERBI:RADIUS T A D T 4 77 AT v MeslRd 5121%

fishow acct_client

Command: show acct_client

radiusAcctClient ==>
radiusAcctClientInvalidServerAddresses 0
radiusAcctClientIdentifier Hitachi Cable

radiusAuthServerEntry ==>

radiusAccServerIndex : 1

radiusAccServerAddress 10.53. 13. 199
radiusAccClientServerPortNumber 1813
radiusAccClientRoundTripTime
radiusAccClientRequests
radiusAccClientRetransmissions
radiusAccClientResponses
radiusAccClientMalformedResponses
radiusAccClientBadAuthenticators
radiusAccClientPendingRequests
radiusAccClientTimeouts

radiusAccClientUnknownTypes

S O O O O O O o o o

radiusAccClientPacketsDropped
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

3.34.15 show auth_client

EED BUED RADIUS FRFEY T4 7 > b &2FR LET,

&S show auth_client

B AKa<wy RiE, AA v FIZBIERE STV HBUED RADIUS §8GEZ 7 A
T hNERRLUET,

INT A= — 7L,

il PRI L,

K N— g v 1.00. 01 LAR&E
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f# A :RADIUS F8FEY 74 7 v &SR3 512X

fishow auth_client

Command: show auth_client

radiusAuthClient ==
radiusAuthClientInvalidServerAddresses 0
radiusAuthClientIdentifier Hitachi Cable

radiusAuthServerEntry ==>
radiusAuthServerIndex :1
radiusAuthServerAddress .0.0.0
radiusAuthClientServerPortNumber
radiusAuthClientRoundTripTime
radiusAuthClientAccessRequests
radiusAuthClientAccessRetransmissions
radiusAuthClientAccessAccepts
radiusAuthClientAccessRejects
radiusAuthClientAccessChallenges
radiusAuthClientMal formedAccessResponses
radiusAuthClientBadAuthenticators
radiusAuthClientPendingRequests
radiusAuthClientTimeouts

radiusAuthClientUnknownTypes

S O O O O O O O O o o o o o

radiusAuthClientPacketsDropped
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.34.16 show auth_diagnostics

H i) BUEDFRIEZM &2 R LE T,

&L show auth_diagnostics [ ports <portlist> ]

B N— hR_X—=ZATAA v FOBUEOFFEZW AR L ET,
INT A —H— ports <portlist> — "— MEIHZFEE L £

] PR =5 I 72 L,

XoS—va &~ 1.00. 01 IR

G AR — 1 OBAEOFRIEZK &2 FKorT 5121

#ishow auth_diagnostics ports 1

Command: show auth_diagnostics ports 1

Port number : 1
MAC address: 00-40-66-5D-60-02

EntersConnecting
EapLogoffsWhileConnecting
EntersAuthenticating
SuccessWhileAuthenticating
TimeoutsWhileAuthenticating
FailWhileAuthenticating
ReauthsWhileAuthenticating
EapStartsWhileAuthenticating
EapLogoffWhileAuthenticating
ReauthsWhileAuthenticated
EapStartsWhileAuthenticated
EapLogoffWhileAuthenticated
BackendResponses
BackendAccessChallenges
BackendOtherRequestsToSupplicant

BackendNonNakResponsesFromSupplicant

DD DN O N O = O O O O O O N DN O w

BackendAuthSuccesses
BackendAuthFails 0
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.34.17 show auth_session_statistics

H /Y BEORGEE v v a UEHEREZFR R LET,
I3y show auth_session_statistics [ ports < portlist | all> ]
B K=" _X—=ZATDOAA v F OBLEDOFAEE v ¥ a3 UFEHERE R L ET,
INT A=K — ports <portlist> — A~— FEHZIEEL £7,
all - &2 TOR— FOKEHEHRERTLET,
] PR =5 I 7L,

K/N—V 3

1.00. 01 LAR%

B AR — b 16 OBUEDORGEYE v ¥ a3 UtiHE#REZ R T T 21213

#ishow auth_session_statistics ports 1

Command: show auth_session_statistics ports 1

Port number

MAC address: 00-40-66-5D-60-02

SessionOctetsRx 7808

SessionOctetsTx 469102741

SessionFramesRx 122

SessionFramesTx 4196211

Sessionld etherl_2-1
SessionAuthenticMethod Remote Authentication Server
SessionTime 70803

SessionTerminateCause NotTerminatedYet
SessionUserName 456

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.34.18 show auth_statistics

H REORIEREE R R LET,

&3 show auth_statistics [ ports <portlist> ]

A R—= I R—=ZXTDOARA v F OBAEDORIAAFHERER R LET,
INT A —H— ports <portlist> — AR— F&PHZIEE L E T,

i) BE 52 L,

K/ N— 3

1.00. 01 LAF%
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G AR — b 1 OBHEORFER G &2 KT 2121

fishow auth_statistics

ports 1

Command: show auth_statistics ports 1

Port number : 1

MAC address: 00-40-66-5D-60-02

EapolFramesRx
EapolFramesTx
EapolStartFramesRx
EapolReqldFramesTx
EapolLogoffFramesRx
EapolRegFramesTx
EapolRespldFramesRx
EapolRespFramesRx

InvalidEapolFramesRx

EapLengthErrorFramesRx

LastEapolFrameVersion

LastEapolFrameSource

S O N NN WD NS

1
00-40-66-5D-60-02

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.34.19 create 802. 1x user

ELD B LV 802, 1IX e —H—ZAEk LE T,

S create 802.1x user <username 15>

A A Ko< Bk, # LV 802, 1X = —H —Z1E L £,

INT A —H— {username 15> — YA HEET 16 LFLUAN T —VPF—HZEELET,
] PR =5 I BEHET T NOHRKRav REFITTEET,

X/ N— g 1.00. 01 LA

SEFBI:802. 1X = —H—

AR DI

ficreate 802. 1x user HML

Command: create 802. 1x user HML

Enter a case—sensitive new password:k#kicksok

Enter the new password again for confirmation:sksksksksk

Success.
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3.34.20 show 802. 1x

user

HHY AA v F D82 IX2—H =T HU v hNeFRRLET,

&L show 802. 1x user

A ARa<r Rk, AL v FICHERE SN TND 802, IX R— b _"—AF 2 |TAR A
FA_R—=Z2DFy NT—0 T 72 AflHln—Nva—F—2RKRLET,

INT A—H— L,

il BRI 2L,

K/N—V 3

1.00.01 LAF%

R A A FICHERE SN TS 802. 1X 2—H—2 B4+ 5121%

fishow 802. 1x user

Command: show 802. 1x user

Index UserName

1 ctsnow

Total Entries: 1

3.34.21 delete 802. 1x user

H i) AA v F D802 IX 22— =T HUr FNEHIBRLET,

S delete 802. 1x user <username 15>

A Ko< Rix, A4 v FICHBIEHRE STV D 802, 1X AR — h_X—R F 72137k
ARNR=ZADRXy NI =077 72 A{IHe—h a2 —F—ZHIRLE9,

INT A —H— {username 15> — L —H—41% 156 WFF TOFAFHFTTHRETE T,

il PR 2 BHET HU v hOIRRa~w REFITTEET,

KIEN— g

1.00. 01 LAF%

5 1 :802. 1X o — W —Z N4 5 121%

#tdelete 802. 1x user ctsnow

Command: delete 802. 1x user ctsnow

Success.
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3.3/ 7Y e REFLHIEO<T U

7 7 & AFRGERIMEIL, TACACS/XTACACS/TACACS+/RADIUS 7’11 b 2 L& L CTAA v F~DELRIRT
IR AEAREIZLE T, 22— —RN2AA v F~Du s A R0, EHELNILDEE~DT 7 & X %24T
BIET LR, NATU—RDANZRD HIVET, TACACS/ XTACACS/ TACACS+/ RADIUS FBFEAAA >
FTHMN 2D L. AA v F 1T TACACS/XTACACS/TACACS+/RADIUS H— R — L W& L, = —H — DR
ZLET, ERNMTbh a2 ——F, A v F~DOT 7 AEZFTEINET,

BE TACACS EX 2 VT 4 —7 v ha/ WX B R D= T 4 T 4 B FFO3 DO —V a UINMFELE
T RAAL v F DY T P =T ILTACACS DLLTF O AR—=V g & R—FLET,

TACACS (Terminal Access Controller Access Control System) - X2 T 4 — DDA T— R
Fxv 7, Wik, BXOa2—V—T7 7 v aromme, 1 BF3FnLl EoEFRID TACACS H—3
—ZFH L TITWET, 7y hOEZ[EITIE UDP 7'm I\:UI/%:@FH LET,

XTACACS (L3R TACACS) - TACACS 7'm k = /L OOJEIERR T, TACACS 7'v k=)L K ZFFEDOFEREY 7 =
AREVARAT—RIZRIGLET, 7y hOEZEIZIZWP a2 hava2fEHLE7,

TACACS+ (Terminal Access Controller Access Control System plus) - X hU—Z7F 314 2D
D= DITFEMI T 7 & AHI 2428 U £3, TACACS+HX., 1 BE-ITFNLL EOEFRID Y — R —Z2f%
HLUCRIEa~ > REEHT A2 ENTEET, TACACS+7 1 h a/ljE, AA v F & TACACS+7T —F
DEDTXTDORNT T 4 v 7 Z2ls b LET, £/, TP 7m b azH L TEEEDOEMREL
ITWET,

ALy FUE, T ARRERE 2~ REMFH L CREAET 5729 @ RADIUS 7’1 h 2L bR — KL
F-9, RADIUS (Remote Authentication Dial In User Server)|. FHEFFIC Y E&— h Y — —ZffiH
L\J—f~’;é%ﬁﬁﬁ®§% 2 —H—DFEAE, 7747/h#2—% (Y — B R &R
LIy 7 4 X 2 b—y a3 UERTRCORMEEIT O &ZE L EFH £4, RADIUS (3R 7 &
VA MSNTca~wy REFEHLTAAS vy FTIEHTEET,

TACACS/XTACACS/TACACS+/RADIUS DE ¥ = U 7 4 —HEBEN IEF IZEMET 5 7-0121F. AA v TF LSO
SREEY— =L I DT A A+ T B2 —Y—4 L X2 T — F%a@
TACACS/XTACACS/TACACS+/ RADIUS Hh—/N—DFREZITILERNH Y £9, AL v FR2—HF—|C
P LAY — ROBRELT O B, AA v F 1, TACACS/XTACACS/TACACS+/RADIUS H—/N—|Z 2 —
—RIEDMNE LR EITWET, —"R—ILUTD 32D I LD 1 SDOIE AR L £,

(D) P—=—F, 2P —HLRXRT—REFFEL, 2 —F—ZAAL v T ~OWEHEDT 7 & AEx 5
ZET,

(2) ==k, AN ENTZa2—P—Z L RAT— REZFHTT, AL v TF~DOT 7 B RAZHELR L
EJ a8

(3) Y— =%, FBIEOMNEDLBIL L ETA, ZOFFETAAL v FIFh—_"=NL4 A4 LT 7 bk
TR, A Yy FU A MHIIERIE SIVZIROFFE FESEBITLET,

A AA v FIZIE TACACS, XTACACS. TACACS+, RADIUS D471 k=i LJHIZ 4 D DRI — "— 7 L —
TINBH LM EOMAIAENTNET, TNHDOEN A U —NR—=T N —T L, AL v FITT 7 A
HRAD =P —OFFEEH S E T, BREY— =7 N — T NIAEE DNAE CRREY — N — % 5%
EL, 22— —=NAL v TF~DOT 7B AMELZTGT 5561 FHORGE — A —ZRRFEAKE L £ 77,
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m&mﬁbnﬁfni )xb@2%9®%~ﬂ~ IR L, LR RBROME S ot X £97,
EINTOWDLFTFEY — =7V —T12%, FEO T 1 F a v BEWET 2R A MOBZLEBEETE ET,
mziTmmsmﬁﬁ~A~7w— i TACACS FBREY — N— DB AR TE ET,
AA v FOEFHEFIL, 22— —EFTDRA Y v RV A M 6 MO R 2585515
(TACACS/XTACACS/TACACS+/RADIUS/1ocal/none) ZFXETE ET, ZiAHDHEZ, [EEICH~FEZ D
ZLEMWARET, AA v F L TCOBFEO—W—FHFEICEH INET, VA M iﬁﬁ80@mﬁﬁ$
EREGETEET, 2=V —RBAAS v FIT78ALELIETDE, A v TFIFV A MO 1 FEBORG
FiEEER L GRREEITWE T, 1 FBHHOFIETHREY — S —Z @il L THEEREN K-> T Z 22
AA v FIFY A NOROFEERLET, ZOFIEI \‘ﬁﬁm%ﬁéw\ﬁﬁéﬂéb\iti)
A RNOTRCOBFEFEEZAR LKEDD TRV IRSNET,
AA v F~DT 7 AL TG Lo —F—13, %%@77tx%%52%n1wé:kmj@§<
728, FHERHME L~V ORI 2 UG T 5 7-D121E, = ——I% Tenable admin] =~ KiZ7 2
AL, AA v FIEBEEIT L0 FHI »n}ﬁéﬂf%é/\%? RDOANIDBVEIZ 720 £,

iE3

et

FIH

"TMM&XMM%~Mﬂ%hRMWS@&&LEI>?4?4F%U~E@ﬁﬁ%U
FRA, RAyFEY—N—FfIF. ALTAFIL ZERALEZE2<ELEEZET
SHEAHYFET BIAIL, R4y FIZ TACACS FBEEZERE L1=HE. RR FH—
—ICHEFDEEZTVET),

3.35.1 enable authen_policy

H VAT NT IR ARBGERY) =G L ET,
L enable authen_policy
B ARKa<wr R, BHENERT DAL v TFICT IV EATH2—F—D=HODFR

RERY =G LET, AT DE, TR Fu A A Yy KU X
= v 7 L. D?/l’ /de‘?@;""‘qj-"—wu; L1ﬁﬁqj—émuuﬂijﬁ‘{£% E*Rbi

—3—0
INT A=K — L,
Hill PR - BEHET I ORI REFTTEET,
S A—T g v 1.00. 01 LA
HERF: AT LT 7 RAFER Y —EH T el e

ttenable authen_policy

Command: enable authen_policy

Success.
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3.35.2 disable authen_policy

= VAT AT I AR Y — N L ET,

L disable authen_policy

B Ka<wr NI, BHEPERTDHDAA v TFILT 7 BATH—F—D1=HDF
RERY —Z WP LET, WD L AL v FIFa2—F—H LR RT—
NREED =Dl — N a—F =T 7 T —FX—=R T 78 ALET,
IHIT, A v FIR, BUE, BEEA LV OMERIZT 7 B 2%l 5 2 @D
— =D DI ;.Ek LTE—H A X—TNANRNAT — REZ T ANET,

INT A—H— L,

] PR =5 I EEET v hDOIHRKa~v L REEITTEET,

K N—T g 1.00. 01 LARE

ERB: > AT LT 7 AFRGER Y v — & Bh T 51213

ttdisable authen_policy

Command: disable authen_policy

Success.

3.35.3 show authen_policy

H AL o F EDVAT LT 7V ARBHERY) V—DAT— X A BFRLET,
L show authen_policy

BIC]] AA o F EOT 7B ARIHRY) —DBEDAT —F A KR LET,
INT A= — 72 L,

] R = I 2L,

X/ N— g v

1. 00. 01 LLf%

B AT DT 7 B ARRRER Y U — 2R T DI

#ishow authen_policy

Command: show authen_policy

Authentication Policy: Enabled
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3.35.4 create authen_login method_Iist_name

H i) 2P =N v T 7 A T HBEORAFTED L —F—ERA Y v R
A bEERLET,

S create authen_login method_list_name <{string 15>

BIC]] AKav R, 2—F—=>0a 71 T 5BORGEHEY A MEERLET, K
ZA yFIE KRBEDAY v FYZX PP R—FLTWETR, 1 20F7 7
FNRELTTFHENTNDED HIRTE EE A BEDOA Y v FU A ME
B 2 NAEREB T ORESNDMERH Y 7,

INT A= — {string 15> — 15 SLFLIADYA I FOILFHZ AT LT, AV v FU R
FNERLET,

il BRI EHET WY DORAERa~ L REFTTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LI

ERF: AV >~ KUY A~ [HML) Z21ERd 5 120%

ficreate authen_login method_list_name HML

Command: create authen_login method_list_name HML

Success.

3.35.5 config authen_login

HHY == A T HBEOBIEHEERET D — P —EREITT 7 4L
FDOAYy RYRA M ERELET,

S config authen_login < default | method_list_name <string 15> > method <
tacacs | xtacacs | tacacs+t | radius | server_group <string 15> | local
none >

it B A—P=N2AAL vy FIZu T A T LHEOBIASTEEZRET 22—V —ERE

T 74NV DAYy RYURNERELET, Kavr NTRE LICFRIETIE
DIAE T, WA RICEEL B ET, FlxiX, /A A Yy FURMC
[tacacs, xtacacs, local ] DIEF CTFRFEFEEZ AT LTS A, A4 v FixET
P R—=T N —TND 1HEFBD [ltacacs] HA MIGRIEY 7 = A M EEEFELE
T EOY—=R=MEIREN WIS, 2&FB® ltacacs | A MIFEIED

JTANEEEL, VAMPKRTTL2ETCIOFIREZHRTET, A1 v T
YA MDWDT 1 k2L xtacacs ZEHL T, ALY —r A2 HALET,
xtacacs U A &R L CHREFENTTDOILZ2WIGAETE, Z4y?u§ﬁéﬂk
Mocal I TH T hOT—F_X—2t vy M L YO —Y —%23%GE
F9, Local AV v RAMEHINDRE, = —F—OERIZA A v T _ﬁﬁéﬂ
Y= —ﬁwTﬁ?/h@%@L@fbiﬁ
INHDHEIZE > T, BEECHEH) LIz —H —{Ti% [User) OFERRD H35-
ZHNET, 22—V —NEHE L)L OMERICHEHT L7254 lenable admin]
AV REETL, A v FICERAFICL D FANCRES LTV D /RAT—F
DASIPREZ/2 Y £9 ( Tenable admin] [Z2WTOFEMIL, Z0&7 v =
> ® lenable admin] OFMBZZHRL T 7ZIWY),
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T AL —

default - 2 —WP—ERINLT 7 EARIDT 74V DAYy FU A M

FRLET, 2—F T TORGEFEEX 1 DEITHAEDOE TRK 4 OF

TEBIRTEET,

tacacs - AT A —H —%FBINT BHEE . TACACS server group J A kD VU E

— [ @ TACACS server hosts 75 TACACS 7' 1t k 2L & ffi ] L Ca—H—i8iE &

ITOVENHY £7,

xtacacs - RK/XT A —H —%1BINT HE . XTACACS server group U A k® )

F— ~® XTACACSserver hosts 725 XTACACS 7'&t b 2 L Z&{#f L T2 — % —3&

REAAT O BN H D FT,

tacacst - AT XA —Z —Z BN B4 . TACACS+ server group U A RV

F— b TACACS+ server hosts 235 TACACS+7' & h a2 L&A L CTax—H%—

RAREZAT O BN B D £,

radius — AT XA —H —%BINT 5354 . RADIUS server group U A Rl

E— b ® RADIUS server hosts 2>5 RADIUS 7'v& h 2L 24 L €= —H —3&GE

EATOMERH Y £,

server_group <string 15> — A/XT A —X — & BINTHGE65. A A v TIT&

EEHDLZ—YP—EROY— =T N —T 5 H L Ca—Y =38 &7 O LB

N ET,

local — K/XT A=A —%BINT 556, A4 vF EdDOr—7J/L user account

T RXR=2AH L Ca—F—FREE1T O LERH D £7,

none - R/NTA—Z—ZBINT 555 A v FITT 7 8AT D7D DGR

PEHY £HE A,

method_list_name - Z—H —IZLH>TEZRINTZAY v FURA R EATIL

F9, 2=V XU TORGEHEE 1 DEITHMAEDETARA Y v KU A K

IR K4 DFETEMTEET,

tacacs - AT A —=Z —ZBIT 555G, U E— FD TACACS H— =5

TACACS 7’1t ha Lz L Ca— Y —FREE1T O LERH VY £7,

xtacacs - A/XT A —F—&BINTH5GE. UE— @ XTACACS H— N—/n 5

XTACACS 7’1 b a /v & L Ca—H—REAEEATHOLERH Y £,

tacacst - ANT A —Z —ZBIT 535G, TACACS+H —/3—7)x 5 TACACS+7 1

Fa vzl L Ca—F—GRRE21T O LERH D £7,

radius — AT A =2 —Z BT 254, UE— O RADIUS — 3 —inb

RADIUS 7' b a L& L Ca— =i T I LERH Y £,

server_group <string 15> — A/XT7 X —X —%BINT D56, AL v FIT&

EWHDL—P—ERZDY— =T —F % L Ca—P —FEEIT O LE

NI ET,

local — R/XT A =2 —ZBMNT 5855, AA vF EDOv—H)L user account
—HRXR=25MH L T2 — VP —FBREA T O NERH Y £,

none - R/NFA—Z—ZBINT 55, A v FITT 78 AT D7D DGR

VEHY E£HE A,

il R IH

FHET AV FOARKax s FeRITTEET,

KIEN— g

1.00. 01 LAR%
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fFE B FERREA F‘ TACACS\ XTACACS., B L Wlocal #ZDIEHE T —HF—FEFA Y v KU A | THML]
WZRRTET DT

ficonfig authen_logln method_list_name HML method tacacs xtacacs local

Command: config authen_login method_list_name HML method tacacs xtacacs local

Success.

ERE: T 74 FDRA Y KU A NEFEFEA Y~ K XTACACS, TACACS+, v — W /)VONEIZEE T HIZi

ficonfig authen_login default method xtacacs tacacs+ local

Command: config authen_login default method xtacacs tacacst local

Success.

FEEE

0 B FAFa/)LELT Thonel Ff=ldk Tlocall ZAATBRE. AYVYEKEYRFE
FETIAILEDAY Yy YR MIRORIAENLEEEZTEINET,

3.35.6 delete authen_login method_Iist_name

B =P —=NAAL v FIZr T A T HEORFHEEZRET 52— —
2JA LAYy RUAXMEHIBRLET,

S delete authen_login method_list_name <string 15>

B RKa<wr R, 2——na s A T 500G EY 2 M EHIBRLET,

INT A= — {string 15> — 15 SLFLIN DY I T O I 2 AT LT, RS54 Y
v RURAMEERLET,

i) R I BHET N NOIZRARa~ L ReFITTEET,

X N— g 1.00. 01 LAFE

ERB: A >~ KU A R THIL) ZHIBRT D I121E

fidelete authen_login method_list_name HML

Command: delete authen_login method_list_name HML

Success.
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3.35.7 show authen_login

H i) 2P —NAA v FIZr 7 A T DEEOFRAESTEORE W A —H—
Yy RUARNEFRRLET,

1§ show authen_login < default | method_list_name <string 15> | all >

BIC]] AKavw o R, 2= =030l T 5BORGEAY v RU A MERRLE
E

INT A—H— default - KNNTA—=F—% AT HE, 2—PF—NAAS v FIZn AT 5H
BEOT 74NV M AYy RURMERRLET,
method_list_name <string 15> — K 15 SUFF CTO AL T LTI % AT)
LT, #7795 Imethod list] ZERELET,
all - ANRTA=Z—% ANT DL, BUEAA v FITHESNTNDHTRTD
PRER T A A Yy RERRLET,
U4 RUIFIRONRT A—=Z—%RKRLET,
Method List Name - BREWHA Y v FU A M,
Priority - 2= —=R2A v FiCn 7 A T 5B RAEDTZDIZMNEDE
SNDHAYy FRUAMTr barloliFzERLET, 1URbmEVy) b4
(B BARWY) THEAENERL M T v E S,
Method Name - XY v RU X NG T IcFETEINI X2V T 40— hau
EEFRLET,
Comment - A Y > ROX A 7% EF L FT, [User—defined Group| %, ==—
P— %éht*f~/\~7/v~7 &ML E9, [Built-in Group| (X, AA
v FICE R TE S35 TACACS, XTACACS, TACACS+I L OYRADIUS B = U T ¢
— 7 ]\311/7&7%5@ L%9, lKeyword] 1%, llocal] (A A y?"@ib—‘ﬁ“—T
ﬁ?yF%ﬁLtmﬁﬂjMmm(x4/?®T“T®% W7 7R TS
OIZFRFET B BN 720N) £y 9 TACACS/XTACACS/TACACS+/RADIUS (2o B 1
Wiz LI-iGEa S £,

] PR =5 I 7L,

S/ 3—2 g

1. 00. 01 LLf%

ERF: THML] WO L DRI 7 A AV KU X &2+ 51C

#ishow authen_login method_list_name HML

Command: show authen_login method_list_name HML

Method List Name Priority Method Name Comment

hml 1 tacacs+ Built—in Group
2 tacacs Built—in Group
3 HML User—-defined Group
4 local Keyword

#
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3.35.8 create authen_enable method_Iist_name

H A FTCa—F—OWHERZ BT O —F — L) BEHE LU BT
DAY v ROa—P—ERA Yy FUAMERELET,

S create authen_enable method_list_name <{string 15>

BIC]] Kawy R, AA v F TCa—F—Z@E O —F— L-ULHE[R) b E T L
SOMEIRIZAE T 2F8FEA Y ROZ—WF—ERKA Y v RURAMERELE
To AA v FOEE D2 —W— L-VUUMERAZ UG Ll —F— 3 EHE L~ L
FERRZ G D=0, BHEHENER LI FIEIC K VFRREEZZ T AL E R H D &
T, AA v FITEHEK 8D lTenable method list] MWEITTEE£,

INT A =L — {string 15> — 15 SCFLAN D M 55 O CFF 2 AN J) L C ERCT % lenable
method list] #EF L ET,

] PR =5 I BEHET T NOHRKRav REFITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LI

A o — P — R A S PREAEIRIC TS T A 72012 THIL] 2 WO D2 —HF—EFEFEA Y v FU R |

ZAERT DI

ficreate authen_enable method_list_name HML

Command: create authen_enable method_list_name HML

Success.
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3.35.9 config authen_enable

H A

24y%fa~$-@%@%tﬁ@n—f—VN»%%%@%VN»@@K
FHET DIAEA Y v RO —P—TEFA Y v FU A P EERKLET,

3L

config authen_enable < default \ method_list_name <{string 15> > method
< tacacs | xtacacs | tacacst | radius | server_group <string 15> |

local_enable | none >

B!

AKavy NI, A vy TF Ca—PF =%l O —HF— LR O EEE L
SOUVMERRICH AT DERAEA Y FO2—HW—FEFEA Y v U X FERELE
?73JK/fz/fFO)l_#%0>:lb—ff*—I/“\/V$@KE%EHi%%L/f::l~—%F~—ﬁ§¢5ﬂ£%§L/fizv
HEPR 2155 7201213, BEENER LI HIEC K VBGEEZ T AL ERH D £
F, HK81ED lenable method list] AAAA v FICFFHIEITTE £,
Ko~y RTHRIE LTCRFETEDNEE T AlGEft I L 5.2 3, il 21X
/A RXYy KRNI ltacacs, xtacacs, local_enable | DJIEZE TR uﬂijf
EE AT UTESE x%y%ii¢%~ﬂ~0w~7mw1§a@rmmwJ
WA MIGEREY 7 = A F&2XE LET, iR B o NRWEE, —~"—27 1
W7@2§E®PWWEJTXFLM&)7iXF%£BL URA NPT
THECTZIOFIRZHTET, AA vFiL, VA RDOEDT 1 | 2)L xtacacs
ZHEALT, MU —F7 o AZ2HEALET, xtacacs V A M2 L THEEE
PITONI2WEEEIX, AA v FITRE S IT- llocal_enable | D/XAT— R
o FEREHALTEYD2—F—%2REEL£7,
INHOHOWT IO FIECHIES e —F —X, TAdmin) (FHE) L
NV OMERZHUGT 5 Z &N TEET,

INTA—=H—

default - = —VP—ERINTEHEEHEROFIEOT 74V DAY v R
A NERRLET, 2= —IZLL T OFRRES L% | DEITHA G D THRK
4 OETEIRTEET,

tacacs - AT A —HX — % BINT 534 . TACACS server group U A RDVY
£ — h D TACACS server hosts 75 TACACS 7' b =L &l L Ca—H—3&
REEAT O MENRH Y FF,

xtacacs - AT XA —X — 5B+ 5345 XTACACS server group U A hdD
U &— k@ XTACACSserver hosts 75 XTACACS 7'm h 2L & L T2 —H
—WRREEAT O MERH D FT,

tacacst - AR/NNT A —H —5BINT BE4E . TACACS+ server group U A D
U sE— h® TACACS+ server hosts 75 TACACS+7' & b L&A L CT=z—H
—WRREEAT O MERH D FT7,

radius - A/NT XA —HF —%ZiBIIT 585, TACACS server group Y A Rd
£ — h® RADIUS server hosts 7>5 RADIUS 7'z b =L &M L Ca—H—3&
REEAT O BN H Y £,

server_group <string 15> — A/XT XA —H —%BINT 556, A v T ITK
EHHDL—Y—EFZDY — =T ) —T % H L Ca— =i 21T O &
ERH Y ET,

local_enable — AT A —X —% BT 556, A4 vF EOa—h user
account 7 —H RX—2ZAZHH L Cax—H —BiF21TH LE R H Y £9°,

291/364




INT A —H— none - AT A= —%BINT 556, A vy FIZT 7 EATHOOHE
IVNEDH Y £ A,
method_list_name - 22—V —|C ko TEREINZA Y Y RUA M EATIL
i?‘@mﬂewﬂ%mﬂmmao 2 —P— I T ORI TiEE 1 D= I1T/ A
BOETEAAY vy FU R MIEKRK4ODETBEMTE E7,
tacacs - AT A =X —ZBINT 556, UE— D TACACS Hh— 31— b
TACACS 7'& ha V&M H L Ca—V—BiEEIT O LERH Y 77,
xtacacs - AR/NT A —F—ZBIMNT 556, U E— FO XTACACS Hh— =5
XTACACS 7't h a L& L Cax—W —BREE 1T H LERH Y £7,
tacacst - AR/NT A —HF—ZBINT 56 TACACS+H—/S—726 TACACS+7
g haLEFEHL C2— =R 1T O LERH Y £7,
radius — AT A =2 —%BINT 5%, U E— FORADIUS h— 3= 5
RADIUS 7'm h 2V L C2— —FRRE& 1T O MENRH D 5,
server_group <string 15> — AT A= —% BT 556, A4 v FITiX
EWHDL—P—EFZDY — =T N —T %ML Ca—F =i 21T O M
TRHY 5,
local _enable — A/XNT X —HZ —%ZBINT A48, A vF EOua—h)L user
account 7 —H R—2A &M L T2 —HF—BGEE2 1T O LERH Y 4, TN
A AP —HNAF—TN/RAT— R, lconfig admin local_password] =
<~ REMHLCRETCEET,
none - AR/NT A —X—FBINTHEE. AL vTF LOBEEE LVHERIZT
I AT HIDOFIETIVNEDH Y XA,

] [R5 I BHET W hOHRKRa~wy REFTTEET,

KIEN— g

1.00. 01 LAFE

RG] = —— T
T 520

DAYy RU AN THIL] ZFEFEA Y > R TACACS, XTACACS, B — /L DJEIZEEE

#config authen_enable method_list_name HML method tacacs xtacacs local_enable

Command: config authen_enable method_list_name HML method tacacs xtacacs local_enable

Success.

AR T 74V DAY v KU A NEGRIEA Y v K XTACACS, TACACS+, B —H/VDNEIZERET D21

ficonfig authen_enable default method xtacacs tacacs+ local_enable

Command: config authen_enable default method xtacacs tacacst local_enable

Success.
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3.35.10 delete authen_enable method_Iist_name

H i) WO —W — U~ VMR & B L ~VHERRIZ A48T 5 7o O ORBGES 5%
BET2a—V—EZROO I A LAY v RU X MEHIBRLET,

S delete authen_enable method_list_name <string 15>

BIC]] AKa~wy R, @O —H— L~V OMERE EHE L VHERICHAS T 572
DOBIEFEEHET Da—V—EROR T A LAYy RURXNEHIBRLE
R

INT A =L — {string 15> — 156 SUFLAND A G F DO LFH % AN LT, HIBRT % lenable
method list] ZE#KLET,

] PR =5 I BEHET W NORRav L REFITTEET,

KIEN— g

1.00. 01 LAR%

ERF]: 22— —FEFRKDA Y >~ KU A~ THIL) ZHIBRT 520X

#tdelete authen_enable method_list_name HML

Command: delete authen_enable method_list_name HML

Success.
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3.35.11 show authen_enable

HEY 7</l’ v FCa—W— DR Z B D2 —F — L-UUMEIR ) D BLE L ~ULHERR
\CFAMET DRGEA Y v RORA Y » KU R NERRLET,
1§ show authen_enable < default | method_list_name <string 15> | all >
B! Kﬂ?/% \L%®Jw%wvAw®%@%£ﬁ%VAw%@ ZHET DI
DOFFEFEERET 22— —FEROR T A LAYy YA MERRLE

ﬁ—o

INT A—=H— default - AT A—=H—% AJJTH L, 2—HF—=NAAL v TFOEHE L)L
WMERRIZT 7 B AT DEDT 74V b A Yy R A MERRFRLET,
method_list_name <string 15> — K 15 FF TOXAIEHT LTI %2 NT]
LT, #1775 lmethod list] ZEXLET,
all - ANRFGRA=F =2 AN$2 L, BEAL v FITRESNTNDLTTO
WaEr 7 A A Yy ReRRLET,
U4 RUIFRONRT A—=Z—%RKRLET,
Method List Name - BRIEWHA Y v KU X MM,
Priority - 2—H—NAA v FlZa 7 A T 5, RBEEOTZDIZHWEHE X
NHAYy FYUANTr balolEFzERLET, 10kb&EV) 2064 (kb
V) CEEIRM T HvET,
Method Name - AV v KU R R T LIZETEIND X2V T 4 —7 2 b2
EEFRLET,
Comment - A Y v RDHX A T HEFZLFET, [User-defined Group) 1%, =—H
—ExINTY == —T 2SR L£9, [Built—in Group) L. A A v F
(2% E X415 TACACS, XTACACS, TACACS+S L UNRADIUS ¥ = U7 1 —7' 1
FarzzLE9, [ Keyword] 1%, llocal] (AA /7‘0) local_enable /XA
U — R%&Jr LIZF8FE) & Tnonel (AA v F DT XTOMREIZT 7 EAT 5728
WZERGIET A LEEDI 72 0N) & W 9D TACACS/XTACACS/TACACS+/RADIUS 124X 40 5 £ 47 %
FER L7ZREE SR L £,

] R = I 7L,

K N— 3

1. 00. 01 LAR%
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FEAG @ O —F— LR EHE L -NHERICAK T H72DICT_XTOAY v RY R &
TR HITIX

fishow authen_enable all

Command: show authen_enable all

Method List Name Priority Method Name Comment

Permit 1 tacacs+t Built—in Group
2 tacacs Built—in Group
3 HML User—defined Group
4 local_enable Keyword
default 1 tacacs+ Built—in Group
2 local_enable Keyword

Total Entries : 2
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3.35.12 config authen application

H i) RIEFHDAY v RY A MR LT, BEEDTZOICAA v FIThkAx 2T 7
Vor—2a % ELET,

S config authen application < console | telnet | ssh | http | all > < login
| enable > < default | method_list_name <string 15> >

GiLs Ka<y FiE AFFEHDOA Y v RURA AL T, 2—F—L LB X
WEHE LUl (authen_enable) TR 7 A VT HBIHEHT LA A v F O
EHT 7V r—var(ar/— Telnet, SSH, Web) Za% & L £,

INT A= — application - RETDHT IV r—va IR LET, LLTFD5 504
Tard1lOEBRLET,
console - A< RIAf v A v H—Txz—Aal AL Ay RERELET,
telnet - Telnet R/ A A Y v RERELET,
ssh - Secure Shell B A AV v REFHELET,
http - Web A > F—T =—2Au A XY v RERELET,
all - T R_RTCOT IV r— g (/) —/L, Telnet, SSH, Web) 1 7' 1 >
Ay RERELET,
login - BEKFHDAY v FY A PafEALT, 2a—PF—1L~VLo@in 7
AEATOT IV —arERELET,
enable — HEFHDA Y v FURX NEFEH LT, @FOZ—F —L L EE
BHEHRICAMSE LT 7 ) r—ra v ERELET,
default - 774NV hAY vy FYRMEMEALT, 22— —B3EE21T5 77
Vor—valBZ#ZELET,
method_list_name <string 15> — BEKFEHDA Y v KU X M&FHLT, =
—P—RAAOT 7V r—a UERELET, 16 LTI O M R1E T D
LFHNE AT LT, BEFEHADAY v R A NERRELET,

il BRI EHET WY DOBRAERa~ L REFITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLf%

ERGI:Web £ L X —T 2 —ADT=DOIZT 74V " A Y v KU R NERET HITIE

ficonTig authen application http login default

Command: config authen application http login default

Success.
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3.35.13 show authen application

H i) AA o FORERIRT 7V r—3 a3 Db DRIFHEEZFR T LET,
&3 show authen application
B ARa<r Rt A v FICBEREINTNWDIAS, vFar7 4 Fal—g

VT r— g (ar/—, Telnet, SSH, Web) (Z%[4 25T _XTDEL:
Ay FUREN (arAr, BHEFEORENME E) Z#FRRLET,

IRTG A — L,
Hill PR - 7L,
S AA—T g v 1.00. 01 LA

ERBI: AL v TFOTXTOT Y r— a9 0% d 5714k lenable method list] #FRT 5

2%

#ishow authen application

Command: show authen application

Application Login Method List

Enable Method List

Console default
Telnet default
SSH default
HTTP default
#

default
default
default
default
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3.35.14 create authen server_host

HAY

oAb — N —ZER L E 3,

3L

create authen server_host <ipaddr> protocol < tacacs | xtacacs | tacacs+
| radius > [ port <int 1-65535> | key <<key_string 254> | none> | timeout
<int 1-255> | retransmit < 1-255> ]

]

AKa<r Rk, A1 vFiC TACACS/ XTACACS/ TACACS+/ RADIUS ¥ =V 7 ¢ —
71 b ARG L — P —E R OBGE — " — & Ek L £ 9, =—HF—n
FRER Y > —Z AT L TAA /ﬁ TR RERRDE, A vy FIFY E—
R AR A 0> TACACS/ XTACACS/ TACACS+/ RADIUS Hr— S—|Z8GE/ N7 v k&%
ELEJ, 925 & TACACS/XTACACS/TACACS+/RADIUS H— S — 3% DER A 38
FITER L, A vy FIC@EURA v E—V 2R LET, | DOYBEARR - L
THEBORIET 2 b a L EZEEIE 5 2 LIXATRETT A8,
TACACS/XTACACS/TACACS+/RADIUS IZHID =T 47 4 TH Y . AHMEEF- 72
WZ EZHERNBMETY, AR — MR — N\ — (3R K 16 5 TT,

INT A =L —

server_host <ipaddr> — BT 25 YV E— S — =D IP 7 KL A,

protocol - H—N=7MEHT 57 ha, TR LET,

tacacs - P —/N—73 TACACS 7’12 h LA L CWAHAITEIR L £,
xtacacs — P— 3—73 XTACACS 7’12 h 2 /L&A L CWASHEITERIRL £,
tacacst — P—/X—R TACACS+7' 2 f /L ZHEH L TV AEHAITEIR L £7,
radius — H—/N—=23 RADIUS 7’12 b a2 L& L TV AGAIZEIR L E 7,
port <int 1-65535> — ¥— 3— ETERFET' 1 b 2 /LI T 5 1~65535 DI
HER— FES, N— FESOPIHEIL. TACACS/XTACACS/TACACS+H—/X— D}
A3 49, RADIUS H— _R—DH-A1% 1812 & 1813 TF, MEDODEFEZZREL Tt
X274 —%mETH5Z L HARETT,

key <key_string 254> — FXJE L7~ TACACS+E 721X RADIUS H— X—D A &
T HRAEF—, BN 254 LFE TONYMERHFEBELET,

timeout <int 1-255> — AA v F N, ==L OWGEY 7 =X b ~DIRE
ORI () Z AN LET, 7740 MEIZ ST,

retransmit <int 1-255> — % — X—=n 5 DIRENRWGEIT, T3 ADFRGE
U7 A NaeHET HEEE A LET,

il BRI

BHET T NDOHRRaw s REFEITTEET,

I

1. 00. 01 LAR%

15 1) - AR — I\%ﬁz’n 1234, XA L7 7 FOED 10 Bb, FEFEELDS 5 TH D TACACSHBFEY —/N\—%

(RS R

ficreate authen server_host 10.1.1. 121 protocol tacacs+ port 1234 timeout 10 retransmit 5

Command: create authen server_host 10. 1. 1. 121 protocol tacacs* port 1234 timeout 10 retransmit

5

Success.
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3.35.15 config authen server_host

HAY

a— P ERORBIY —N"—EHELET,

3L

config authen server_host <ipaddr> protocol < tacacs | xtacacs | tacacs+
| radius> < port <int 1-65535> | key < <key_string 254> | none > | timeout
dint 1-255> | retransmit <int 1-255> >

]

A< R, AA » FIZ TACACS/XTACACS/TACACS+/RADIUS ¥ ¥ = U 7 4 —
7 ks Lle 2 — Y —ERORGES —"—Z2 & E LT, 2 —F =058
FERY =AML TCAA v FIT VAR BD &AL v FITY E— b
R A B D TACACS/XTACACS/TACACS+/RADIUS Hr— SN —|ZR8FE/ N7 v b & 5(E
LE9.79 % & TACACS/XTACACS/TACACS+/RADIUS H— S — |3 F DR Z3R3F £
TIFESR L, A v FITE R A vy E—VZIRLET, 1 DOWEERA |
THEEOBIET 2 ha VEEESE 25 Z L IXRETT A5,
TACACS/XTACACS/TACACS+/RADIUS 1FBID=> T 47 4 ThH VO, A Z R 72
W LICHERALETY, PAR— PARERY — S — IR A 16 5TT,

INT A =L —

server_host <ipaddr> — ZH A2V E— P —1R_"—D P 7 KL &,
protocol - H— =T 572 ha, UUTFro@RLET,

tacacs - P—/3—7N TACACS 711 b L& L CWAEAITEIR L £,
xtacacs — H—/N—73 XTACACS 7’12 h /LA H L TV A IEAITEIRL £9°,
tacacst — P—/ 3= TACACS+7' 12 h /L& L TV A HAITE®EIR L £97,
radius — $—/3—=78 RADIUS 712 h 2L &M L CWABEEITEIR L £4,
port <int 1-65535> — H—/— L CREAET 1 h =/ LI 5 1~65535 D
ARAR— N &5, A — NS OFIHIEIL, TACACS/XTACACS/TACACS+H—/3—0D
BB 1% 49, RADIUS — _"—D A3 1812 & 1813 TF, MEDEFE S EHE L
TExa2 VT 4—%20 T2 L HAETT,

key <key_string 254> — FX7E L 7= TACACS+ZE 7=1% RADIUS Y— X—D A & 4k
BT DRBAET—, fx K 2564 LT FE TOFARLTFE7-13 Inone] ZFELE T,
timeout <int 1-255> — AA v F R, == EOFEFEY 7 =X F~DJS
BrEfGORR () Z# AT LET, 7740 MEILS B TT,

retransmit <int 1-255> — P —/N—=InEDINENRNGEIZ, T 731 ARG
AEY 7 A N EEETLEEEALET, AT 4 —/L KT TACACS+7 1 b
VIFHEIECE A,

il R IH

EHET AV FNOHAKAS s FeFETTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLFE

RG] AN — P 4321, ZA LT 7 PO 12 ¥, FHEEEAD 4 T D TACACSHEBREY —/—%

BET HITIE

#iconfig authen server_host 10.1.1.121 protocol tacacst port 4321 timeout 12 retransmit 4

Command: config authen server_host 10. 1. 1. 121 protocol tacacs+ port 4321 timeout 12 retransmit

4

Success.
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3.35.16 delete authen server_host

HHY — P —ERORGEY — N —ZHIFR L 3,

3L delete authen server_host <ipaddr> protocol < tacacs | xtacacs | tacacs+
| radius >

GILs Ka< RiE ALy FIHERE 7 D — P —E RGBT — /S — R 2 -2 HlER
L,

IRNT A — K — server_host <ipaddr> — HIf&R+T AUV E— P —X—D P T KL A,
protocol - L—H—NHIFR LW — =S5 7 e bai, LU,
HIEFERL ET,
tacacs - Y—/3—=73 TACACS 7’1t b /L&Al L TW AL EITEIRL £97,
xtacacs — H—/3—=73 XTACACS 7' fh V&M L TV ASAITIEIRL £7,
tacacst — H— 3= TACACS+7' 1 h L ZMHEH L TWHIGEICTEIR L £,
radius — ¥ —/N—28 RADIUS 7’1 b 2 VA L TV DA ITRIRL 9,

il PR = 2H EHET WY NDOBRAKRa~ L REFITTEET,

K/ N— =

1. 00. 01 LLF%

AP = — Y —iE

FE D TACACSH+ERFEY — " —ZHIFR3 5 1

fidelete authen server_host 10.1.1. 121 protocol tacacs+

Command: delete authen server_host 10.1.1.121 protocol tacacs+

Success.

3.35.17 show authen server_host

H Y 2 — P —TEROFBA——ZE B FT,

I3y show authen server_host

B Ka<wy Rix, A vy FIEHREA D2 —F —ELXRIE — N —Z2 L £
ER
WDINT A —F—NFRENET,
IP Address - ZFWEFY—/X—D P 7 KL &,
Protocol - H— "—AMEMAT 571 hzijl,  FEEITIZ TACACS, XTACACS.
TACACS+E 7213 RADIUS 235 £ 5 AlRetEn @< 720 £97,
Port - H—_—DEER— FEF, 774/ MHEIX 49 TT,
Timeout — AA v F N, =/ "—=NDEOFRFEY 7 = A h~D)EHE % FFORFH]
),
Retransmit — FFIR(E 7 4 —/b ROEIX TACACS Yr— 3= 5 DISE N 72V IG5
2. TAA ZADRGREEY 7 A b2 @mik T DA R LES, K7 4 —/L T
I% TACACS+7 &1 b = VI HETE £H A,
Key — f%E L7z TACACS+H— "—D 4 & 473 B 38GE % —,

INT A= — 72 L,

] [R5 I 2L,

K= g

1. 00. 01 LLf%

300/364




A AA >y FICBUERE SN TV DGE — =2 FR T 21213

fishow authen server_host

Command: show authen server_host

IP Address Protocol Port Timeout Retransmit Key

10.53.13. 94 TACACS 49 5 2 No Use

Total Entries : 1

3.35.18 create authen server_group

El5] 2P ERORFAS — =T N —TEAER L £,
&L create authen server_group <{string 15>
B RKa<r R, @BfE—"—27 v —7%2{Ek LET, RFE—_—27—7

ZERR L E9, —"—F)L—7 L%, TACACS/XTACACS/TACACS+/RADIUS -
—N\—% =P —FERDOAY vy NV A MEHORGED T I VI T NV—T531F
L7=HDT9, lconfig authen server_group) T~ RZfH LT, 8=
TORFEY — =% Z D7 N—TIBNTE 1,

INT A—=H— {string 15> — 15 SLFLANDEMA R TFOLTHNE AT LT, B L <AEkT
HY— = N— TR EFRLET,

] R = I BHET I NOBRKRa~ Yy REFITTEET,

K N— g v 1.00. 01 LAR%

fERE]: Y — N— 27 )L—"7" Tgroup_1| ZAERKT HITIE

ficreate authen server_group group_l

Command: create authen server_group group_l

Success.
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3.35.19 config authen server_group

HAY

A=Y= ERORIAEY — A= N —TZRELET,

3L

config authen server_group < tacacs | xtacacs | tacacs+ | radius | <string
15> > < add | delete > server_host <ipaddr> protocol < tacacs | xtacacs

| tacacs+ | radius >

]

AKawy Rix, @EEYy— "=V —TEHELET, ik —"—IL—"7%
ERL L £, $—s3—21—7 &%, TACACS/XTACACS/TACACS+/RADIUS D H—X
—%, =P —ERDOAY v U A MEHORGEN T T VT N—T51F LTz
HLDOTY, 2=V —[FPh—NR—=TN—TDE A T Ta haylk-T, £/
HERFAY—NR—T N —T L5 TERTEET, AKav REFEHALT,
BRS8MHE CORIMEY —NR"—Z2 DI N—TITBMTHZENTEET,

IRT AL —

server_group — AA v F|ZHEEFTLH e har s —7
(TACACS/XTACACS/TACACS+/RADIUS) . F7-1% lcreate authen server_group| =
<V R THER L= =R I N—T I LTI N—T 2 ERELET,
tacacs - AA v FIZFEIEIFL TN D TACACS Yy —"—T 1 ha Lzl LET,
TACACS 7'vt b a v ZEHT 5 —N"—712F 2 207 N—10EMT 52 ERT
EET,

xtacacs - AA v FITFEIEI N T D XTACACS —_"—7 1 ha Lz L E
9, XTACACS 7'vu FaVEHT 52— =721 %2 Z 07 V—I12E8NT5 2
EMNTEET,

tacacst - AA v FIZFEEEI N TV D TACACSH—"—T7 1 b a /L& L E
9, TACACS+7' v ha VT 52— =122 207 V—7I128NT5 2
EMNTEET,

radius - AA v FITEEI LTS RADIUS r—"—T7 1 Lz L ET,
RADIUS 7’v h a V& A — =2 2O V—7TBNTHZ ENT
EET,

{string 15> — 15 SCFLN O Y T F O L FH 2 N T LT, AERREH DY —
NI N—THERLET, R NL—T1I7 0 haihhnb b h—s—n
ENRMABEDEHBIMT D ENTEET,

add/delete - V— =T N —T MLV — N—ZBINFEZITHIBR L F T,
server_host <ipaddr> — BINEZIZAIFRT DU E— F—1"—D IP 7 KL R
EANNLET,

protocol - —NR—NHEHT AT barzZASILET, RO A4ODA T 3
VBB FET

tacacs - Y —/N—23 TACACS F8FE7' 1 b a /L& fEH L CWASEAITHRE L £9,
xtacacs - P — 3= XTACACS #BFE7' 2 h a VA L CW A HAICHREL £
7

tacacst - T —/ X—M TACACSHBFET 1 ha /L&A L TWAEAICHE L E
75

radius - Y—/3—=23 RADIUS FBFE7 0 ha L&l L CWAEAICHEELE

el

o

il BRI

BHET A FOHARAT L FRFITTEET,

K/ N— g v

1.00.01 LLF%
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RG] : - —s3— 27— Tgroup 1] IZFBAEAR A b ZIBINT 5T

# config authen server_group group_l add server_host 10.1.1.121 protocol tacacs+

Command: config authen server_group group_l add server_host 10.1.1.121 protocol tacacs+

Success.

3.35.20 delete authen server_group

EED =P —ERORIETF — =T N —TZHIFRL ET,

1§ delete authen server_group <string 15>

Bk AKa<r FiE, BEEF— =7 —F2HIR L 7,

INT A=Y — {string 15> — 15 JCFLANOFMA R T O LTH 2 AT LT, HIBRT 2 1ERk
BHOY—N—TN—T 5 EHRKLET,

] PR =5 I BEHET DT NOHRKRav REFITTEET,

X/ S—Y 3 v 1. 00. 01 PARE

R == )—"7 Tgroup_1] ZHIRT 521X

ftdelete authen server_group group_l

Command: delete authen server_group group_l

Success.

3.35.21 show authen server_group

HI) AA »F OB — =T N—T e FRKR L ET,

1§ show authen server_ group <string 15>

i A Kawr Rix, A v FICBERE SN TV ORI —— T L —T %R L
9

Kavy Rk, RO7 44—V ReERRLET,

Group Name — EEIN TWA I N —TBIPa—V—ERIN—T 2 ET A
A v FICBIERTE SN TV DY — "= L —T DA,

IP Address — %h—/X—®D IP 7 KL X,

Protocol — H— N—NEATHFEET 2 2L,

INT A= — {string 16> — 16 SLFLAN DA FHT- DO CFH 2 A1 LT, Fornd DR
B DY —NR— T N—F o EE L ET,

ARKawy RaEdstringp/NT7 A—HX =/ LTANTDHE, AL v TFOTXTOR
A —N— N —T e FR LET,

il BRI 2L,
S N—T g v 1.00. 01 LIR%
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FERF: AL > FICHERTE SN TWBRFE — "= N —T % FoRT 51|

#ishow authen server_group

Command: show authen server_group

Group Name IP Address Protocol

radius

tacacs

tacacst

xtacacs

Total Entries : 4

3.35.22 config authen parameter response_timeout

HHY AA TN, ZA LT U EORNZZ—F =06 DFRFED L A K 2 A % FFOREH]
PRELET,

1§ config authen parameter response_timeout <int 0-255>

BIC]] == D OFRIED VAR AR T DAL v FOFRFHLRMATRE LE T,

INT A —H— response_timeout <int 0-255> — == >V — /L% 7-1% telnet 2> &2 — P —DER

AELV AR AIKT DAL v T OFRFBIFMZHEE L £T, 01XX A4 LT 7 MZ
BN Z EEERLET, 7740 MEX 30 TT,

il BRI FEHET WD NOHRKRa< L REFATTEET,

S N— g o 1.00. 01 LA

AP VAR ADZA LT U % 60 ICRET DI

#iconfig authen parameter response_timeout 60

Command: config authen parameter response_timeout 60

Success.
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3.35.23 config authen parameter attempt

H#Y AA v FRGRAEDR R T DI KRR E L ET,

&3 config authen parameter attempt <int 1-255>

i Kazxy Rid, A1 vy FRRRAEORB ZHRT HDRRNEHERE L ET, +—
P—NRAEE R D Z &N TE DR RERL, FHEREGRIEICRIT 2 &, 2D
A=Y= IR v F~DT 7 B ARG S, SOICRAEERA D Z LN TE
IRV ET, A Y — L OBEEIE, FHERGEEIT O 72HIC 60 PRFOMLEEN
HY ET, Telnet DLFEIT, AA v F LU S ET,

INT A —H— parameter attempt <int 1-255> — T v 7 SNBENIAA v FIZ L DFGEED
Tk A D Z LN TEDRRKEEARE L LT,

il BRI EHET W NDOBRKRA< L REFITTEET,

KIRN—= 3

1.00. 01 LAR%

'fﬁﬁﬁﬁ] u»uu uityf@ﬁi‘jtii %&'ﬁiﬂﬁ“ébili

ficonfig authen parameter attempt 5

Command: config authen parameter attempt 5

Success.

3.35.24 show authen parameter

H i AA o FICBIERE SN TV DIRBINT A —F— %R LET,

S show authen parameter

B! AKa<w U RIX VARV AZA LT U MBL O —F =385 2 A 5 B A5
T AA » FITRE SN TV LBUEDTRFE T A —F —ZFR LET,
Ka<wr Rix, RO7 41—V FaFRRLET,
R%mmeﬂmmm-HVV_Wikitdmtﬂ%ﬂy{y%%ﬁéﬁ_ﬁ;

DRBFEV AR ZNZKET D AA v FOFRFHRFRIZEI D 24 T Hh 5% E R,

User attempts — 2 v 7 SNAHETICZ—H — 75>nmuIE7£’*iﬁ%f> LN TE D
KA,

IRTG A — L,

] R = I 7L,

K/ N— 3

1.00. 01 LAR%
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ﬁﬁﬁ{ﬁﬂ%/f /9: fﬁﬁ ELTU Z)nm?ﬁ/\oﬁ){"—&“—é’ﬁﬁng_éc:&i

#ishow authen parameter

Command: show authen parameter

Response Timeout : 60 seconds
User Attempts 5

3.35.25 enable admin

H Z— = L UL B EBE L UITHERR 2 45 U E T,
AL enable admin
A AKa<r Rk, BEO2—F =L~ LTAAS v Ficu s Ao Lict, &8

%VAW WCEET LS EIMEMLES, A vy Filun /A o LeEO2—H—
in—#—v«wm%@®@ﬁ52%ﬂ1mi# B L UL OMER 2 HY
'3‘571 L ARav o REANL, BEEHANATY—REASNLET, A
HEIZ munﬁj3ﬁg 1%. TACACS/XTACACS/TACACS+/RADIUS, Z—H —TEZED Y

—/\—7/l/~7°\ local enable (RAA vFoua—h)LTH ) Fioid, 2

FGE7Z2 L (none) M3V F 9, XTACACS & TACACS X local enable (AA wFDnr

—ANT AT R) Y AR—FLTHWRWED, 2—F— 3 — =R

ThU Ly MefERR L, —H%—4% Tenable], BIOEHENHKET H/3AT

— RERET HMEND Y 3, AEEITEREER Y > —28 [disable) (&%) T

HOLGEITIIFATTEER A,

INTG A —H— L,
il BRI 2L,
S N—T g v 1.00. 01 LA

ARG AA > FOEHEMEREZANTT D121

ftenable admin
Password: sksksksksksk
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3.35.26 config admin local_enable

H 1Y BHE LV OMERDT-DDa— A F—T N NAT — RERELET,

I3y config admin local_enable

Wi AKa<y KL, lenable admin) =~ ROBR—H IV THZR/NAT — K&k
ELET, [local_enable] FA AN Coa—W— L ~ULOMEREZEBE L
NOVOMERRIZ BT D L, 208 v a VZREEIND AL v T o — VT
FELIZNAT— RE AT D L) ICERESNET,

INT A=K — {password 15> — Kz~ RE AN LI=tk, =—W—|TTDO/ AT — K KIZ
HLUVWRAT — R S LICHERDOTZDIZHOH LWWIAT — RE AN LET,
NZAT— RE 15 SCFLIN O AT CHRE L £,

] [R5 I EHET W NOHRa~ L REFE[TTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LI

] Tlocal_enable] FREEFIEDTZOD/NAT — REFRIET HITIT

ficonfig admin local_enable

Command: config admin local_enable

Enter the old password:

Enter the case—sensitive new password:kiikick

Enter the new password again for confirmation:ssksksksksk

Success.
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3.36 MMCR—X7VXHlfHla< k

3.36.1 enable mac_based_access_control

H i MAC ~—27 7 & Al &2 A2 LE,

&3 enable mac_based_access_control

Wi Kavy Rk, A v FTUACR—RT 7B AHEHEEINILET, 7741 MZ
FVAEMMESNTOER A,

INT A= — L,

il FR=-1H BEHET v NOHRKRa~wy REFTTEET,

KHG/N— =3 > | 1.00.01 LR

RG] AA > FIZMAC RX—RAT 7 B Al 7 a0 — L THRIZT 2121

# enable mac_based_access_control

Command: enable mac_based_access_control

Success.

#

3.36.2 disable mac_based_access_control

EL:5) MAC ~N— 27 7 & Al & B2hi U E,

&3 disable mac_based_access_control

L] ARa~r Rk, AL v FDOMACR—AT 7 & Al & B LE S,

INT A—H — 72 L,

1l B -2 EHET AU FOHRKA~ S FeFEITTEET,

xS — = > | 1.00.01 LAKE

ERB: A A~ F D MAC RX— AT 7 & Al &2 70— )L CEYNZT 5120

# disable mac_based_access_control

Command: disable mac_based_access_control

Success.
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3.36.3 config mac_based_access_control password

HAY VAC =27 7 & ZHIE DR AT — RERELET,

S config mac_based_access_control password <passwd 16>

HiH] A=~ FIE RADIUS Y — N—RH OFBFEICHEH SN DS ATV — P2 E LT,

INT A—H— <password 16> — RADIUS &— K TiX., AA v FILRADIUS Y— — & D[N
AUV—REMALES, 1T 16 TFUNTHEELET,

il PR < FE BEHET v NOHRAKRa~wy REFTTEET,

K N—2 3

1.00. 01 LAF%

B MAC X— A7 72 A D /S AT — REFHTET DHIC

#iconfig mac_based_access_control password switch

Command: config mac_based_access_control password switch

Success.

3.36.4 config mac_based_access_control method

H /Y MAC RX—R7 7 & A OFREFEERE L E T,

I3y config mac_based_access_control method < local | radius >

BIC]] Ko<y X RREHFEEZ v — VT — 2 ~_—Z & H17)> RADIUS #2232 D58 iE
LET,

INT A —H— local - B—HNT —F_X—2A %KM L-REEHELE T,
radius - RADIUS Y—/N— A LZRBRE 2 E L £7

il PR #1H BEET WD FDBARa< L FRFIATTEET,

K N—2 3

1.00.01 LAF%

fERF]MAC X— 27 72 A A Vv RERET HITIE

ficonfig mac_based_access_control method local

Command: config mac_based_access_control method local

Success.
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3.36.5 config mac_based_access_control auth_failover

= MAC _X—R7 7 & AHlifld failover Za¢E LE T,

I 5'e config mac_based_access_control auth_failover < enable | disable >

i A< Rid, radius — 3= 5 OFEFEIGE N 72 < FREEA LI U 72 BS, #RGES
Era— N7 —2_X—=2ZRM~G VB2 570D failover HEEA X E L £ 7,

INT A=K — enable - RADIUS FGEHY— N—DFBFEISE IR VEF failover HREA AN L E T,
disable - RADIUS FREF—/ X —DiBGFE 72 EF failover #AE A 412 LU E T,

il B < LE BHET W MOIRRa~vy REFETTEET,

xths/N— =2 > | 1.03.00 LAKE

A HMAC X— AT 7 & AHHT failover #¥EREZ AN T HI121E

#config mac_based_access_control auth_failover enable

Command: config mac_based_access_control auth_failover enable

Success.

3.36.6 config mac_based_access_control ports

H MAC R— 27 7 & A DR T A—2 —ZFHELET,

I3y config mac_based_access_control ports < <portlist> | all > < state < enable
| disable > | mode < port_based | host_based > aging time < infinite | <min
1-1440> > | hold_time < infinite | <sec 1-300> > | max_users <no_limit | <value
1-128> > >

A AKa~< Rk, MACR—RAT 7 & AHIFIRRED/RT A —2 —Z&FELET, MACT
R U AGRAEERE N A — MK L THZI T, 7 A N VLANBREEN T CTH 556, =
DR—=MZEIVTFENTWDZ—F =D T 7 4 v 7%, PBFEZ @i LW RY
Rk SNFEH A, RiEE BB L2 02— =3, AA v FICL v —v R et
NEEL, 2—F =i BT 5L, TOVIWN AL 7 4 Falb—aDb
ETCRIESNTE N T 7 4 v 7 BRIET D ENTEET,

INTGA—H— ports — MAC 7 R U AGRAEMERE R B2 E 721303 5K — MEPHA R E L 9,
state — MAC 7 R L AFHFAEREZ A4 £ 7213 L E T,

mode - ™ — P _R—ZAFHIIHFRA RR—Z2DOWNV T EZIEELET, A— FX—2
X, A— H’%‘fﬁ?‘éﬁ‘f\“f@iwﬁv—iﬁ XU ORFER R AL LA LET,
aging_time — FRFEA A M>M£E4j: EZ RO, aging_time ¥ A LT 7 MI7z2
BHE. BRAPMIKRBIERREBICEY £9, 7 7 4L MEIL 1440 43T,

hold_time — "R A N SFRGEEIEIZ L L7255 ICFRRE 2 BlAA T X 72 VIREf, =—W
MEY NY—IRREZFE)TZ VT LARWRY | IROFEFEIT Z ORFENIZBIfA L £4
Mo T 7 F IV MEIZ 300 B TT,

max_users — An— NMEIZINEFIRERIA ZRE L E T, B, A— NMEOIUEK
OFFINL, HEESKOINEEK (%)Jﬂ;ﬁf 128) X E DHFIFAN CTHIR S E T,

Hill PR =T BHETH L NDOIRRa~ REFTTEET,

St —2g > | 1.00.01 LU
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fE B MAC R— R 7 7 & AHlEIOR— s OIREEZRET 511X

#iconfig mac_based_access_control ports 1-8 state enable

Command: config mac_based_access_control ports 1-8 state enable

Success.

3.36.7 clear mac_based_access_control auth_mac

H i 2—YP—OBEORFEREZ Yy P LET, FRGEEL, BE—F -7 7 ¢
v 7 B LTe I L E T,

I3y clear mac_based_access_control auth_mac < ports < all | <portlist> > |
mac_addr <macaddr> >

BIC]] ﬂ§:3<?«/ NiE, =—%— (73— OFRIEREEZ 7 V7 LET, A—F (F

Fa—Y—) JIREIERREICR Y £, A— MERIFa2—F—)ICE#E L T

5?&T@?47—ﬁ)?ykéﬂifo

INTG A =S — ports - MAC ZHIERT 2R — MEHAZEE L7,
<macaddr> - ZDMAC 7 FL ZZFORA M&HIRLET,

] R = I BHET I NOIHRRaw REFITTEET,

K/ N— 3

1.00. 01 LAF%

B MAC X— 27 7 & AN L O FR L= MAC 227 U 74 512X

#clear mac_based_access_control auth_mac ports all

Command: clear mac_based_access_control auth_mac ports all

Success.

3.36.8 create mac_based _access_control_local mac

HHY H—HNF—E_N—Zx N —2ER L ET,

L create mac_based_access_control_local mac <macaddr> [ vlan <vlan_name 32>
| vlanid <vlanid 1-4094> ]

B! AKa<wy RiE, o—HAF—F_X—2x b —%ERLET,

INT A —H — mac - B—H)VE— R TT 7 BANFAIINDHNMACT RLA,
vlan - MAC 7 RLUANGERES D &, A— MIZ D VLAN IZHI D Y THNET,
vlanid - MAC 7 RLUARFRIESND &, R— MIT D VLANICHID B THNET,

I BRI BHET Iy NOAhKa< L REFEITTEET,

K/ N— 3

1.00. 01 LAF%
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B MAC NX— A7 7 Afilflia — e Y —E{ERT 5 I12iE

ficreate mac_based_access_control_local mac 00-40-66-00-00-01 vlan default

Command: create mac_based_access_control_local mac 00-40-66-00-00-01 vlan default

Success.

3.36.9 config mac_based _access_control_local mac

HHY MAC X—R7 7 Aflfila —h T —H =2 N —ZHELET,

I3y config mac_based_access_control_local mac <macaddr> < vlan <vlan_name 32> |
vlanid <vlanid 1-4094> >

25 BA AKza<> FNiZ. mac_based access control local| =<y R L T, 1ERFH
FD MAC «~x7&ﬁz%ﬂ1ﬁﬂm—w/v7 IRX—Ax v MY —ZRELET,

INT A —H — mac - ARAEAA RDMACT RLUARAEZFRELE T,
Vlan—VLANZ. Lo TH =7y PVIAWNZIEELET, TORX FPFERES LD &

ZOVLANIZEID HTHNET,

vlanid - VIDL FoTH— v FVLANZIRELET, A MRREIESIND L, ¥
—7 v P VLAN 3FET 258, ZO VLN (IZEID B TonET,

il BRI BHET Iy NOAhKIa< L REFETTEET,

K/ N— 3

1.00. 01 LAF%

f5 451 : MAC /\“~X77txﬂ%ﬂf§ﬂu»—ﬁzlx?‘»—&/\“»—;<i‘/ kU — 00-40-66-00-00-01 DX —4 < K
VLAN [default] ZHETHIT

# config mac_based_access_control_local mac 00-40-66-00-00-01 vlan default
Command: config mac_based_access_control_local mac 00-40-66-00-00-01 vlan default

Success.
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3.36.10 delete mac_based_access_control_local

H ) B—HNTF—E_X—2x L N —EHIERLET,

S delete mac_based_access_control_local <mac <macaddr> | <vlan <vlan_name 32>
| vlanid <vlanid 1-4094>>

] AKavwr RE, u—ILTF—F_R—2x20 b —ZHIBRLET,

INTG A =S — mac - ZOMACT RLAIZE - TT—F_X—2%HIBRLET,
vlan - ZOVIANKL DT —H X—2AZHIBRLE7,
vlanid - ZDVLAN ID OF —Z X—2 & HIR L £7,

il B < FE BHET W MDA Ra~vy REFETTEET,

K/ N— g v

1.00.01 LLF%

fEREMAC 7 RL A2 L > Ta—H /LD MAC _— R T 7 & A& EIRT 5120

fidelete mac_based_access_control_local mac 00-40-66-00-00-01
Command: delete mac_based_access_control_local mac 00-40-66-00-00-01

Success.

fE I VLAN £ 12 L > Ta—H /L d MAC =— R T 7 & ZAHIE & EIRT 5120

#tdelete mac_based_access_control_local vlan default

Command: delete mac_based_access_control_local vlan default

Success.
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3.36. 11

show mac_based_access_control

H i) MAC N—27 7 & AHHOREEZ R - LET,
I 5'e show mac_based_access_control [ ports [ <portlist | all> ] ]
W] Ra<y Rk, MMCR—R7 7 AHHOREEZFR T LET,
INT A—H— ports — MAC X—R7 7 & ZHflEIDR— N DIRREEZ R L E T,
all - B TOR— FERRSELHBITHELET,
] R = I 72 L,

K N—2 3

1.00. 01 LAR%

fEFB:MAC X— R 7 7 & Al & Fr 9 5121

#tshow mac_based_access_control

Command: show mac_based_access_control

MAC Based Access Control

State
Method

Authentication Failover:
MAC Format Case
MAC Format Delimiter

Password
Password Type

Max Users

. Disabled

. Local
Disabled

. Uppercase

: None

: default

: Manual String
: 128

5 5] - MAC _R— 27 7 & ZHHIR— N 2 ERT BT

#show mac_based_access_control ports 1-4

Command: show mac_based_access_control ports 1-4

Port State Aging Time Hold Time Auth Mode Max Users
(mins) (secs)

1 Enabled 100 100 Port_based 128

2 Enabled 100 200 Host_based 128

3 Enabled 50 300 Port_based 128

4 Enabled 200 100 Host_based no limit

#
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3.36.12 show mac_based_access_control_local

H HY MAC R—AT 7 ¥ Z#lfla — VT —Z _R—=2A 2 FKRr LET,

I 5'e show mac_based_access_control_local [ < mac <macaddr> | < vlan <vlan_name
32> | vlanid <vlanid 1-4094> > ]

B AKa< Rix, MACRXR—RT7 7 Afliia—I VT —2_X—REFRLET,

INT A—=H— mac - AMAC 7 KL AIZL 5> TMAC X—R T 72 Aflfla — I NT —H X=X %
FoRLET,
vlan - VLANZIZ K > TMAC X—RA T 7 B Ao — I V7 — 2 X=X %KL
7
vlanid - VLAN ID (2 & > TVMAC N—RA7T 7 ¥ Rl n — B VT — F N— R & FR
LET,

] R = I 72 L,

Xt N— g 1. 00. 01 LAB%

R BIMAC N— 27 7 E il o — I N T — 2 N— X FRRT DI

#ishow mac_based_access_control_local

Command: show mac_based_access_control_local

MAC Address VLAN Name VID
00-40-66—-00-00-01 default 1
00-40-66-00-00-02 v123 123
00-40-66—-00-00-03 v123 123
00-40-66-00-00-04 default 1

Total Entries: 4

FERGIMAC 7 RUADE MAC _R— R T 7 & ZHfHla — VT —F_XR— R E2 KT HI2IT

#ishow mac_based_access_control_local mac 00-40-66-00-00-01

Command: show mac_based_access_control_local mac 00-40-66—00-00-01

MAC Address VLAN Name VID

00-40-66-00-00-01 default 1

Total Entries: 1
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5 1 - VLAN 225 MAC _— R 7 7 & Al e — V7 — 2 RX— R % Foprd 51T

#tshow mac_based_access_control_local vlan default

Command: show mac_based_access_control_local vlan default

MAC Address VLAN Name VID
00-40-66-00-00-01 default 1
00-40-66-00-00-02 default 1

Total Entries: 2

3.36.13 show mac_based_access_control auth_mac

HHY MAC X—7 7 & ZHfHOFEIRIREZ R LE T,

1§ show mac_based_access_control auth_mac [ ports <portlist)> ]
] Ko~y RiE, MAC =27 7 & AHIEORIEREEZ TR LTS,
INT A —=H— ports - R— FPOLRFEAT —F AR R LET,

] BRI 72 L,

X/ N— g 1. 00. 01 LARE

i B MAC RX— AT 7 & AHEHOREA £ RT D121

#ishow mac_based_access_control auth_mac

Command: show mac_based_access_control auth_mac ports 9

Port Number : 9
Index MAC Address Auth State VID Aging Time/
Hold Time

1 00-40-66—-00-00—00 Authenticated 200 45
2 00-40-66-00-00—05 Failure 1 1

CTRL+C ESC q QUIT SPACE n Next Page ENTER Next Entry a All

3.36.14 config mac_based_access_control max_users

H FaRlEZ 7 AT b ORKREERELET,

S config mac_based_access_control max_users < no_limit | <value 1-128> >
A Kawr N, EEEEOIAE 2R E AR E L £,

NG A—H— no_limit - AN— MMEOPUALL FIHIE 128) BE & P T no_limit f8E L7256,

FDB i RKBGREL D 8K £ TN AIRE L 72 0 £,
<value 1-128> - HEESROINKF A[RE/ 2 K A FHE L E T,

il PR I BHET I NOHAKavy REFRITTEET,

S N— g 1.00. 01 LARE
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i MAC R— 27 7 & A O K —F —H A2 R ET DT

#config mac_based_access_control max_users 128

Command: config mac_based_access_control max_users 128

Success.

TEEE

@ 1 ziomEmB s ERA5E. show Tb 372 K> Type H#RI= BlockByNBA

ERTEINET,
BlockByMBA : MAC ZREEEFRI S NEWMERIZFDBRRSNFET .
UnBlockByMBA : MAC EREEEF RIS N1=ZSICFDBRRSNFET .

3.36.15 enable authorization network

H JEVEHEREIC R AEREEE 7 o — U a M L £ 9,
L enable authorization network
GBI Fy NU—ZEREEANC LET, AT 5 L, FRFEEME (il : VLAN) 23 RADIUS

ENDDIE, fllx OBGEIEATF L ET,
JBPEDTEREITT 7 4 /L MZ KD RIS > TV ET,

P—R—F - 1Fu— LT —EZ_X—2 |2 L ->TEYV L TENET,

E D JEMEDFF AT

INT A—H — 2L,

1l FR=F IH BEET OO FDOBARA< L FRFATTEET,

KHR— 3 > | 1.00.01 LS

ﬁﬁﬁ@] 7D_/§/l/uu NE@'H( %ﬁ)‘jj i

fenable authorization network

Command: enable authorization network

Success.
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3.36.16 disable authorization network

H 1 JEMEREREIC R A FREEE 7 o — WIS L £ 9,
S disable authorization network
%‘E% ? b4 ]\ U—7 munﬁ%ﬁ%ﬁ Li—g—

ENENC > TV T HER SN E T,
JBMEDOFRFETT 7 4V M2 X 0T/ TV ET,

INT A=K — L,

1l FR=F IH BHET AU FOHhKAx L FeFRITTEET,

S A= g v 1.00.01 LLF&

] 7 e — L EREF DR BE A2 NI 51T

fidisable authorization network

Command: disable authorization network

Success.

3.36.17 show authorization

H i) WIEAT —Z A BFRLET,
L show authorization

] PAEAT — X A FR LET,
INT A —H — 72 L,

il BRI 7L,

K N—T 3 v 1.00. 01 LARE

B Z OB, BIEAT — X A FRLET,

fishow authorization

Command: show authorization

Authorization : Enabled
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3.36.18 config mac_based_access_control mac_format

EL:H)

MAC R—RA 7 7 AHIDOMAC T RL A7 3 —~v hERELET,

3L

config mac_based_access_control mac_format < case [lowercase | uppercase]

| delimiter [hyphen | none] >

]

Ao KL, RADIUS Yr— " —Z 8 H L= MAC X— AFRFERED MAC 7 KL A7 #
—< v NERELET,

A e

case - MAC 7 RUVADRKILF//NLFZIBIRT H L ZITHELET,

lowercase - MAC 7 RL A Z/NLFPICRET D EEITRELE T,

uppercase - MAC 7 KL AZ RILFIZIRET H & XITHRELET,

delimiter - MAC 7 KL ADXEI Y XFEHEMT 5 & ZITHELET,

hyphen - MAC 7 RLADKEIY LFE LT, 7o E2EHTHEXITRELET,
none — MAC 7 RLADRXEI) SUFZEH Lo & ZITRE L E T,

1l FR=F IH

BEHET I NOARKRav s REFTTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 06. 00 LAF%

ERB]: MAC 7 RV AT —~ v N KT/ XU X578 LICRET DI

# config mac_based_access_control mac_format case uppercase delimiter none

Command: config mac_based_access_control mac_format case uppercase delimiter none

Success.

3.36.19 config mac_based_access_control password_type

H MAC =T 7 R AHD/NSAT — B S A T HiE L LT,

I3y config mac_based_access_control password_type < manual_string |
client_mac_address >

] AR~ FiE, RADIUS $r— N—gBGERF O/ SAY — KA A THFELE T,

INT A=K — manual_string - RADIUSERGFRFIZIEEIZERE L2/ AU — R&fEA L £,
client_mac_address — RADIUSERGFRFIZZ T4 7 > FDOMACT KL AZ /XA T — R &
LTHERLETS,

] BRI BHET DT NOHZEARa~ s REFTTEET,

X/ N—2 g v

1. 06. 00 DL

G R SNA T — ¥ A T2 AT TR ET DI

# config mac_based_access_control password_type manual_string

Command: config mac_based_access_control password_type manual_string

Success.
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3.37 RILFFIRa<TFR

3.37.1 config authentication auth_mode

H /Y RN— MIRE SN RORGEE— FERELET,

I3y config authentication auth_mode <port_based | host_based>

B! Ko~ Rid, 8E S 47z MAC/802. 1X/WEB SEAEF ROFFEE— REFEL T,

INT A—H— auth_mode - FFEE— R&ZHEELET,
pmt%wd-10®T1Fﬁwﬁéﬁtﬁm\m@f_FL@éTQTXFﬁ
B AZFFRSNET, RECRR LTS E1TE, £ OR— MIROFEIEDOR A%
ke L £ 7
host_based - £ THO—WF — XA GRGESILE T,

] R =5 I EHET DT NDIRRa<wy REFITTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1.00.01 LLF%E

o 51 :

DR — N OFFEE— RE R —

]\’\\‘_X \—nxi'aﬂé

#config authentication auth_mode port_based

Command:

Success.

config authentication auth_mode port_based

3.37.2 show authentication ports

H i A= MIRE SN FRRE A ROFIEE— FZR R LET,

I3y show authentication ports [<portlist>]

] RKa<r N, A— MERESINTZHESROFEGEE— N2R R LET,

INT A= — <mmhu>—?ibtf FORFEE— FERRLET, RN— FOFRENEIE S
NEEAITIE, 2R — hORGEE— FE2FRLET,

il BRI ﬁ@%?ﬁ?/b@ﬁﬁﬂv/b%iﬁfﬁiﬁo

K N—2 3

1.00. 01 LAF%

o -

AR=F1 650X )T 4 —F— RERRTHITIX

#ishow authentication ports 1-5

Command :

show authentication ports 1-5

Port Authorized Mode

Port_based
Port_based
Port_based
Port_based
Port_based

Ol W= W DN =
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3.38 SSHaw> kK
UE—RPC SSHZ TAT ) LEAA > F (SSHY—/—) [ TEFX 27 R@fEE1T 572D SSH

v kAl ORER, UTOFETITOVET,

(1) Tcreate account admin <username> <password>] <~ RCEIHEL ILDT 7 & AMEFFD
T MEERLET, RFIRIZA A v FICERELXVO2—HF =T 7 MR T 55
EEFRILT, NAY—= RORELZHET, ANAT—RIiE, SSH7 1 b a)L & Lo Ze7rm
BRBEDMESLSNTZH%, A vy TFIca A4 T ABICERLET,

(2) Tconfig ssh user authmode] =~ R&EMFEHL T, 2= =T U hERELET, T DK
AA TS SSHEEREOMES. 77 ] T DD 2 — W —OFFEFIEZRE L E3, 2 OFRGEHFIEICIE,

[password]. [publickey]. Thostbased] ® 3 2MRHV 9,

(3) SSHZ FAT v b &V —"—HTEZET DA v =T OIS, T EITHW DI LT
ALZHRELET,

(4) Tenable ssh] =<~ KT, SSHEZAMZLET,

IHODOFIENET %, BEREMNOBEZHFHLTYE—FPCOHL AL v FOEEITH Z N
TEET,

3.38.1 enable ssh

H 1Y SSH Z#A#C LET,

&3 enable ssh

. AKa< Rix, AL vFOSSHEFMZLET,
INT A — L — 72 L,

] [R5 I BHET W NOHRKRa~ Ly REFITTEET,
K R— g v 1.00. 01 LAR%

fEH : SSH Z# BNz T 521X

ftenable ssh

Command: enable ssh

Success.

3.38.2 disable ssh

H i SSH Z #ENZ L E

L disable ssh

B! AKa<r RiE, AA v F O SSHZBNZ L ET,
INT A —H — 7L,

] PR =5 I BEHET T NOHRRav REFITTEET,

KN—V 3

1.00. 01 LAR%
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fE B« SSH % #0295 121%

# disable ssh

Command: disable ssh

Success.

3.38.3 config ssh authmode

EED

SSH 7 T uiE:‘E“’_‘ ]\ ODE&H/E_‘;E??b ‘iﬁ"o

3L

config ssh authmode < password | publickey | hostbased > < enable | disable
>

]

Ka<r Rt a—V—NAAL v FIT 78 AT 570D SSHRFEE— R& iR
ELET,

T A= B —

password - A/XT A —H—F FHENAAL v FIZBIT LR 2 — AT
BRE LT/ AT— REFEH L7z & XIC@IRLET,
publickey — A /NT7 X —& — % BEHEFHMFEAEIZ SSH — "— TR E L 7=
EOary 7 4 Xalb—varly FEFEALEWEXITERLET,
hostbased — A/XT XA —H — %, FHENEIEIHRA baryBa—Z22H L
TN EFITERIR L E 77, AT A —F —(F SSH 38GERE A VB & 3% Linux =
— P —[FICHRESIN, ARA FI U Ea—ZIZZSSH 71 7T A3 A A h—
VEN, Linux XV —F 4 U VAT ANEBH L THWALERH Y £9°,
<enable | disable> — AA v FITHE Z7- SSHERFEZ [enablel (H%h) &
721% Tdisable) (IEZH)IZL £,

il BRI

BHET T hDOHRRaw s ReFEITTEET,

KIRN—= g

1.00. 01 LAR%

ERF: XA DU — R X % SSH #ZiEE— REA%hic =

#iconfig ssh authmode password enable

Command: config ssh authmode password enable

Success.

3.38.4 show ssh authmode

H SSHERFEE— ROREE TR LET,

3L show ssh authmode

At B AKavr FliE, AA v FICRESNBIED SSHREZ R T LET,
INTA—=H— 2L,

il BRI 72 L,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLf%
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RG] AA > FITHE SN IBEDORGEE — F2FRTT 51

fishow ssh authmode

Command: show ssh authmode

The SSH Authmode:

Password . Enabled
Publickey : Enabled
Hostbased : Enabled

3.38.5 config ssh server

HAY

SSHH—NR—%FHE L ET,

3L

config ssh server < maxsession <int 1-8> | contimeout <sec 120-600> |
authfail <int 2-20> | rekey < 10min | 30min | 60min | never > >

]

Ka<r Rk, SSHY—"—%EELET,

INTA—=H—

maxsession <int 1-8> —AA v FICFEIKICEG CE D2 —Y —HE2HETELE
T, F 740 ML 8 T,

contimeout <sec 120-600> — #£HiD ¥ A L7 7 MNEMZHEE L E 7, 120~600
BoO#PECTRMZHELET, 7 740 MAEIX 120 BT,

authfail <int 2-20> — = —H =N SSHFFEEFEHA L T/ A v 2R/ AD L
MDTED LIREHAERENRELET HRE L LIREHMABZ S & A1 >
FIIE A | 2= IHEXAAS v FICHER L, n /A V&% LETLE
NI ET,

rekey <10min | 30min | 60min | never> — A A v F 73 SSH g5 22 H 4 5 1
MzaE LET,

il R IH

FHET AV FOHRKax s FeRITTEET,

X/ N— g v

1. 00. 01 LI

fERF : SSH Y —"—Z R ET 5 I1T1E

ficonfig ssh server maxsession 2 contimeout 300 authfail 2

Command: config ssh server maxsession 2 contimeout 300 authfail 2

Success.
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3.38.6 show ssh server

H SSH Y —N"—DOREZF T LET,

L show ssh server

B! AKavwr Pk, SSHYE—N—DORELFRTLET,
INTA—=H— 2L,

il BRI 72 L,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLf%

] SSH — _"— & FRT BT

fishow ssh server

Command:

SSH Server Status

SSH Max Session

Connection Timeout

show ssh server

. Disabled
8
: 120 (sec)

Authenticate Failed Attempts @ 2

Rekey Timeout

! never

Listened Port Number 122

3.38.7 config ssh user

HAY

SSH 2—%—Z%EL £,

3L

config ssh user <username 15> authmode < hostbased < hostname <domain_name
32> > < hostname_IP <domain_name 32> <ipaddr> > | password | publickey >

]

Ko< Rk, SSH2—W—3RGFEHiEE2RE L F7,

INT A =L —

{username 15> — SSH = —H—%Z G4 25 2 — W —4 % 15 CFFE TO AT
THEELET,

authmode - AA v F~Ou T A U EAHET D SSH 22— —DFEAEE— FEZHEL
9, BEFFLUTONRTA—=F—%BRTH LN TEET,

hostbased - FRFEMIZ YU E— b SSH h— "—ZFHT 255 IR L 7, AR
TA—H—%FIRT H L SSHZ—F =D 7= DIZLL FOASI BRI/ F
7

hostname <domain_name 32> — VU &— h® SSH —H —%H]F 2 32 SLFLIND
Fef FEFOSLFHNEANTT L ET,

hostname_IP <{domain_name 32> <{ipaddr> — SSH =.—H—D K & 4 L%t d 5
IP7 RLRAZANLET,

password - BEEEER DAY — Rl L Ca—F—38RELAT 5 Ha i8I L
FT, Ravr REANTLE, AL v FlEa—F =R T — KD AT & HR
L. RICHRAT—REFEXA T LTHRT DL 7nr 7 MLET,
publickey - SSH %—/N— EDAPH#EZ I L TRBREZTT D A ICEIR L 97,

il BRI

BHET T NDOHRRaw s ReFEITTEET,

K/ N— 3

1.00. 01 LAR%
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B :SSH = — W —Z R ET B I1T1E

# config ssh user HML authmode password

Command: config ssh user HML authmode password

Success.

3.38.8 show ssh user authmode

ELD SSH A —#—DORELF T LET,

L show ssh user authmode

BLL! AKawr RiE, SSHa—HF—DREEZRTLET,
INT A —H— 7L,

i) [R5 2 HHETh U NOHBHRa~ L REFETTEET,
X/ N— g 1. 00. 01 LA

& FB1: SSH = — W — 2 F£oRr 3 5 1201%

#tshow ssh user authmode

Command: show ssh user authmode

Current Accounts:
Username AuthMode  HostName HostIP

HML Password

Total Entries : 1

ERER
SSHA—H—%BETHICIE. BEFEIRS VFIZA—YF—THO2 FEERT S

WMWENHYFET, A—HF—T7hO 2 FREICET HERIC DLVTIE, A¥ =27
JLD Tcreate account] S L TLZELY,
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3.38.9 config ssh algorithm

H SSH7 VI3V ALEZHELET,

&L config ssh algorithm < 3DES | AES128 | AES192 | AES256 | arcfour | blowfish
| cast128 | twofish128 | twofishl92 | twofish256 | MD5 | SHAL | RSA | DSA
> < enable | disable >

] Ko~ N, EREORE SALITHH SN D SSHT VT XLDZ A THFHE L
E

INT A—H— 3DES — Triple_Data Encryption Standard B 5{k. 7 /L3 Y X A% lenable] (F
) £7-1% (disable) (N IZLET,

AES128 — Advanced Encryption Standard AES128 Bf ek 7 /L3 VU X L%
fenable| (%h) £7-1% ldisable] (HEZhH)IZLET,

AES192 — Advanced Encryption Standard AES192 Bf 2k 7 =Y X L%
lenable] (F%h) £721% [disablel (M) L £,

AES256 — Advanced Encryption Standard AES256 B ek 7 /L3 U X L%
fenable] (F%h) F7-1% ldisable) (HEZh)IZLE7,

arcfour — Arcfour B=2{t 7 /L =Y X L% lenable] (A%)) £7-1% ldisable]
() Iz LET,

blowfish —Blowfish BB b7/ 2 Y X A% lenable] (B%h) F£7-1% [disable]
(€.::3)) N Al =

cast128 — Castl128 W5 EAL 7 /v X L% Tenable] (B%h) F7-1% ldisable]
(L) I L ET,

twofish128 — Twofish 128 B5{k7 /L= X L% lenable] (BA%h) F7-ix
ldisable] (#EN)IZL £,

twofish192 — Twofish192 K57 /LY X A% lenable] (F%h) £7=ix
ldisable] (HEZN)IZL £,

MD5 — MD5 Message Digest BFE{k 7 /LY X A% lenable] (B%h) £7-1%
ldisable] (HEZH)IZLET,

SHA1 — Secure Hash Algorithm i§ 54k % lenable] (A%h) £7-1% ldisable] (4

I LET,

RSA — RSA B 54bT7 /v T YU X L% lenablel (B%h) £721% ldisable] (fE%h)
ZLET,

DSA —Digital Signature Algorithm F§54k.% lenable] (%)) £ 7-1% [disable]
(2 I LET,

<enable | disable> - AA vy FICARKa~L RTCASHLET LT X L%
lenable] (F%h) £721% [disable) (M) L E9,

] PR =5 I EHET D NDIRRa~w L REFITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLFE
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FEAF] : SSH 7 /LT Y AL EFRETHITIT

# config ssh algorithm blowfish enable

Command: config ssh algorithm blowfish enable

Success.

3.38.10 show ssh algorithm

HA SSH7 /LT XLDHREEXFRLET,

&3 show ssh algorithm

B AKa<wr Rig, SSHT AT ZAOREAT—H A% ERRLET,
INT A —H — 7L,

] BRI 72 L,

X/ N— 3 v 1.00.01 LA

RG] : AL > FICBERTESN TS SSH 7 LY X AEERTHITIT

#ishow ssh algorithm

Command: show ssh algorithm

Encryption Algorithm

3DES : Enabled
AES128 : Enabled
AES192 : Enabled
AES256 : Enabled
arcfour : Enabled
blowfish : Enabled
cast128 : Enabled

twofishl128 : Enabled
twofish192 : Enabled
twofish256 : Enabled

Data Integrity Algorithm

MD5 . Enabled
SHA1 . Enabled

Public Key Algorithm

RSA : Enabled

CTRL+C ESC g QUIT SPACE n Next Page ENTER Next Entry a All
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3.39 SSLavw> kK

Secure Sockets Layer (SSL) &, #iE. T VX NBAB IO S{bEEH LT, m"A ML T4
7 v M ZEREENA R T 5 X 2 U T 4 —HRET T,

ZoEx=U T 4 —HEREI, mﬁt//a/;ﬁﬁﬁéﬁaﬁﬁﬁﬂﬁf~&w\%ﬁ®%%M7w
FYRALBLIOF—REERET D, BT AAL— FEMEEINL X2 YT 0 —XFHNT LD EBL T
9, SSLIZL, uT®3o®&KT%&éni#

(1) $EHL: W5 AA — FCFHNORMOE S TIE EHT L2207 VT XLEHEL THET,
KA A “/?: 1%. RSA (Rivest Shamir Adleman) ABH#E7 /L IV XL LFIoHANVBLTILTY XA
(DHE : DHE DSS Diffie-Hellman ABHSET /LU XA & LTHE) ZEMLET, KL~ULid, 4
AL THET2HFLHEL, kORI oo—3 3 %2179 ETORFEEIT> T, ROV
AYUIZHETr E WD T T AT > b, RA MEORPIIO Tt A L2 £97,

(2) BEBAL : BEBAAL — FDORDEMEIX, 7 T7A4 T FERA MITEZET DA vE—V DR E1L
BEi B b T, AR v FIL 2 BEHOK (LT L2 Y X L&Y R — KL TWVET,

- ANV —LKE - Ay FIT2FFEDOA N — AR SIS LET, 121340 By METO

m4%510iHBEyF%T@MMT? INHOEITI A v — VORI S i,
BESEHOTZDIZIET FA T FEFRAMIT—HIELILERH Y £,
CBC 7’1 v 7 g5 —cm(mmgBmwcmmmg:% Ty 7 ) LiE. BiCHE 5L
ey 7 OELEHER L CHED T v v 7 Ol bE1T ) HIETT, ARAA v FIL, DES
(Data Encryption Standard) TiEZT % 3 DES_EDE K5k 2 — R&VR— kL., B &A%
L ET,

(3) NyvaTA) XL BEEAL— FOEEBEDOEETIX, A vb—ViEa— RE2RETDH A v
TV AV A MERRERELET, ZOAvE—UREET— NIIERFE I A v E— THE
A&, BEMAEEL, BEWEAZHELET, XRAA v FiE. MD5(Message Digest 5) &
SHA (Secure Hash Algorithm) @ 2 fifEDO NNy a7 13 A hEHW R —F LET,

TNH3IDONRTG A= =T A v F ETO4HO>OEREE L THBICHAEDI L, —r3—
RAMATLEERBEZITI OO IO F{ba— R AR LET, AL —FDOHNL 1D,

FLIFEBEMAEGOETCETTLHZENTEETE, BRI LESFAAS— MLV EXF2UT 4 —
LSRRI D /R T r—<  AFEE L E T, BT AL — NMIZEENDHERITAA » FITiX
FEL TN, GERAZEEMEIND 7 7 A NV EF =FHEANS X T o a— RT50ERH Y 5,
ZOFEHET 7 A VIRV ERERER AL v F ETIEITTAZENTE A, AEHET 7 AW

TFTP —_—%fEH L CAA v FICF T a— R T&xE9, KAAXA vF L, SSLv3 BLONTLSv] &
AR—=RLTWET, SSLOMDON—T 3 NIKRAAL v F LIZAEMERNBENARHY, 7747
R BERA R A~DOFEFER A v — VISR N R ET 2560850 £,
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3.39.1 enable ssl

H 1 AA v F O SSLEEREZ AENZ LET,

13 enable ssl [ ciphersuite < RSA_with_RC4_128 _MD5 | RSA_with_3DES_EDE_CBC_SHA
| DHE_DSS_with_3DES_EDE_CBC_SHA | RSA_EXPORT_with_RC4_40_MD5 > ]

BIC]] RKa<wr Rix, A v FIZY A RENTEREZAAL — D 1 DL EOMAEHEIZ

SV AL v TFTDOSSLEFEMILET, "NTA—F—72LTARa~v K2 ATH
TLIZESTAAL vFDSSL AT —HX A AN LET, SSL 2 M5 &,
2AA v F D Web v~ % —T ¥ — N2 Y £,

INT A —H— ciphersuite — B3 A A — MIFRFFE v v a VIMERHT 5, EfEREFED/RT X
— X — FFEDORE LT VT U XA, BIOEOY A XERET 5 LTFHITT,
=P — I T D EDMRA GO HRIRTE T,

RSA_with_RC4_128 MD5 - RSA key exchange. stream cipher C4(128-bit keys).
MD5 Hash Algorithm OFLAAI>H T,

RSA_with_3DES_EDE_CBC_SHA — RSA key exchange, CBC Block Cipher 3DES_EDE
encryption, SHA Hash Algorithm OfHAE>H T,
DHE_DSS_with_3DES_EDE_CBC_SHA — DSA Diffie Hellman key exchange, CBC Block
Cipher 3DES_EDE encryption. SHA Hash Algorithm O#LAE HH T4,
RSA_EXPORT_with_RC4_40_MD5 — RSA Export key exchange & stream cipher RC4
encryption (40 By h3F—) OMAEHETT,

5 A1 — MI, 7740 FTEANI Lo TOETA, SSLEKREIZT 7 41 &
WL VE > TWET, AL —FE2FFOSSLEZAMMILTH AL vFD
SSL A7 —Z ATAMIR Y £ A,

il FRZF LH FHET AV M OHRKax s FeRITTEET,

S A— g v 1.00. 01 LLF&

ERF]: T RXRTORFAA — MR L. AA v T O SSLEEREZFH T T HI2I

ftenable ssl

Command: enable ssl

Note: Web will be disabled if SSL is enabled

Success.

TEEE

0 x4 YFDSSLEEE AT BETARTORERS — FAEMIZHYET, 5%
EEAXAAM— FEFERATHICIE. BULBEERA—FEHECEMSSLaT Y FEE
FFJ L CTHDEBERA— FE2EHZTHILENDY T,

0 24 9FDSSL MEEEBMITTBE. R4 vFIEWeb TR—S v —HDE— b (K
—F8O)EEMIZLET, Web v h—Sv—(cO5 (2T B=oIzE. RL DT>
M1)—I& Thttps://] THREHALEMNHY EI (H . https://10.90.90.90),
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https://10.90.90.90/

3.39.2 disable ssl

HAY

AA v F O SSLEREZ hc LET,

3L

disable ssl [ ciphersuite < RSA_with_RC4_128 MD5 | RSA_with_3DES_EDE_CBC_SHA
| DHE_DSS_with_3DES_EDE_CBC_SHA | RSA_EXPORT with RC4_40 MD5 > ]

B!

Ka<r Ritx, A4 v FDOSSLZERHZL, AL v TFOREFEAAL— D E A
HEDELEHITHZENTETET,

INTA—=H—

ciphersuite — B AA — MIGAEE v ¥ a VAT D IBHERK T D/8T A
—H— FFEOKFALTNTY XL BLOEOY A X2 RET 5 FHTT,
=P =TT D EDMAEGDLE HRINTE LT,

RSA_with_RC4_128_MD5 - RSA key exchange. stream cipher C4(128-bit keys).
MD5 Hash Algorithm OfLAEI>H T,

RSA_with_3DES_EDE_CBC_SHA — RSA key exchange. CBC Block Cipher 3DES_EDE
encryption, SHA Hash Algorithm DS H T,
DHE_DSS_with_3DES_EDE_CBC_SHA — DSA Diffie Hellman key exchange., CBC Block
Cipher 3DES_EDE encryption, SHA Hash Algorithm OFHAEHHETT,
RSA_EXPORT_with_RC4_40_MD5 — RSA Export key exchange & stream cipher RC4 (40
vy X —) OMAGDE T,

il BRI

BHET T NDOHRRaw s ReFEITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H N

1. 00. 01 LI

EFE]: A A~ F D SSL AT — X A EWNNCT 5I20%

fidisable ssl

Command: disable ssl

Success.

5 R 5 B4 A 4 — I RSA_EXPORT with_RC4_40_MD5 D% HEZhIZ 4 A 1213

ttdisable ssl ciphersuite RSA_EXPORT_with_RC4_40_MD5
Command: disable ssl ciphersuite RSA_EXPORT with_RC4_40_MD5

Success.
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3.39.3 config ssl| cachetimeout timeout

H 1 SSL¥ v v a2 A LT MERELET,
L config ssl cachetimeout timeout <value 60-86400>
Bt Ko< RiE, SSLEREEZHA LTI IA4 T b EFRA MEDOH LWEASHLD

MEARELET, 2947 v FEFRA NP A TS EFICH LUV SSL &
v a VNI LET, ZTOEEELSTHESSLEy v a K DREEDR A
k& OFBICITTEEAFR A SN E T,

IR A= B — timeout <value 60-86400> — 60 ~86400 DHiFHTHZ 1 LT v M2 AT L
TREL, SSLEV 2 — L0 L< 527 SSL R AT —y 3 VARE LD
ATLZ SSL 8 1D A RNMEZHERF T 2 AR ZHELET, T 740 DX ¥
v aZA LT Y ML, 600 TY,

il BRI BHET AT FOHBARAT S FERFITTEET,

RS NN— g v 1.00. 01 LARE

ERBI:SSL % v o XA LT 7 h& 7200 FIZRET A 121X

ficonfig ssl cachetimeout timeout 7200

Command: config ssl cachetimeout timeout 7200

Success.

3.39.4 show ss| cachetimeout

HAY SSLEX Y v ad A LT Y NeFoRLET,

&S show ssl cachetimeout

B RKawy Rig, A v FICBEFRESNTNDSSLF vy v ad A LT U M
S LET,

INT A= — 7L,

] PR =5 I 2L,

K N— g v 1.00. 01 LARE

G AA vy FITRESNTND SSLF ¥ v a A LT U MEZRT DT

fishow ssl cachetimeout

Command: show ssl cachetimeout

Cache timeout is 600 second(s).
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3.39.5 show ssl

H#Y AA v F EDSSL AT —HALFHT 7 A NVDARAT—H AFrLET,
&S show ssl

B! AKa< Rix, A4 vF EDSSL AT —Z Z%BBLET,

INT A—H— 72 L,

il BRI 7L,

K N— g 1.00. 01 LARE

fERG): AL v F ED SSL A F—X% A5 BBTA121%

fishow ssl

Command: show ssl

SSL Status Disabled
RSA_WITH_RC4_128_MD5 0x0004 Enabled
RSA_WITH_3DES_EDE_CBC_SHA 0x000A Enabled
DHE_DSS_WITH_3DES_EDE_CBC_SHA 0x0013 Enabled
RSA_EXPORT_WITH_RC4_40_MD5 0x0003 Enabled
#

3.39.6 show ssl certificate

HEY 2A v F LD SSLFAFHZ 7 A VD AT —F 2 2B L £7°,

L show ssl certificate

At B AKa<wr Rix, A vF EDSSLAFAET 7 A L OFERESR L ET,
INT A= — 72 L,

] PR =5 I 7L,

X N— g v 1.00. 01 LA

B AA v F EOGERAET 7 A VIERESRT 5121

# show ssl certificate

Command: show ssl certificate

Loaded with RSA Certificate!
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3.39.7 download ssl certificate

HAY

AA v F LD SSLEEREHREH 7 7 A V& Xy n—RLET,

3L

download ssl certificate <ipaddr> certfilename <{path_filename 64>
keyfilename <path_filename 64>

B!

AKa~sr Rix, AA v F T SSLEReA R+ 2720 OFEHET 7 A V% TFTP H—
N=mpbHXyra—RFHEXERALET, GEHEZ 7 AL, *y FT—72
FEOTFT AL RAEHIAT HTDIfELNSGT — X —FfL8kTh V. FrAHOFEHRSR
RED T D, E70T7 VFNEL TR EDIERPEM I TWET, SSLREZ K
[RICIER T 272213, == 77347 "R — LTEHET 7 A V& FF
OPENRHY T, KAA v FiL, DERIBROGEHEEZ 1 >OHFKR—FLET,

INTA—=H—

{ipaddr> — TFTP #—/3—D IP 7 KL A% AN L E T,

certfilename <path_filename 64> — ¥ 71— R HFFHET 7 A L DI/SA L
T AN EANTILET,

keyfilename <path_filename 64> — % 71— N9 HFREATHLT 7 A )LD IRA
LT ANKEANTILET,

il BRI

EHET AV FOAKaw FeRTTEET,

I

1.00. 01 LAR%

HAF: GEHET 7 AV E BT 7 AN E AL v FICE T a— KT 5

#tdownload ssl certificate 10.53.13.94 certfilename c:/cert. der keyfllename c:/pkey. der

Command: download ssl certificate 10.53.13.94 certfilename c:/cert. der keyfilename c:/pkey. der

Certificate Loaded Successfully!

FEER

() TJr—LAY T TDNA—T 3 Uk 2T Y O— RAIEELEHER VHERD T 7
LY APRBREYET,
Ver1.06.00 LIF& : SEBRZ D 7 A JLIX 8192 /\A b  FEZRBE T 7 14 )LIE 4096 /N1 +D

T77AIWVF A XETEYO0— KMNAHETY,

Ver1.05. 01 LLRIT: SEBAE 7 7 A4 JLIX 2048 /XA . MEB T 7 A4 )LIX 1024 /X4 +D

T77ANWNG A XETEYO0— KMNAEETT,
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3.40 WEBERFEa <> K

3.40.1 enable web_authentication

EL:5; WEB FRFEFERE 2 AN L £ 9

3L enable web_authentication

i ZOa~y R WEB RRGHEREA AN LE T,
INTA—=H— 2L,

il PR = 2H EHET WO OB ERAa~x s FEFATTEET,

S/ N—2 g v

1. 00. 01 LLf%

fE I WEB FRAFHEEE 2 B ZhC T 5 I1TIX

#tenable web_authentication

Command: enable web_authentication

Success.

FEEE

0 IPV6 1= & 5 WEB SBEE IR+ H—

F TS

3.40.2 disable web_authentication

H WEB FERIEFEAE 2 BN L £97,

3L disable web_authentication

G D3~ R WEB @G RE A RN LE T,
INTA=H— mL,

il B < LE BEET v NOIRRa~v Ly ReERITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LLf%

i I WEB FRAFHEEE 2 E2hi2 9~ 5 121X

#disable web_authentication

Command: disable web_authentication

Success.
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3.40.3 create web_authentication user

H i 2~ RIZWEB RFED B —H b —H —F{ER L £,

I3y create web_authentication user <username 15> [vlan <vlan_name 32> | vlanid
<vlanid 1-4094>]

BIC]] WEB FRFED 1 — 1 )L — P —ZAER T DR T % 2= 2 R T7, VLAN 2MEiE
S NZ2WIGE SUTEN Y 4T 5072 VLAN BAFELE L 72 WGEIZ IR, WEB FRGEL— % —
I7 74V RVLAN DAL T 7B AT 2 Z ENAIRETT,

INT A= — User - WEB N—ADT 7 2 AR OT v > FafElk L £,
<username 15> — AT 156 XFLUNT—HF—H &2 ER L £7°,
Vlan - @Gk VLAN 4 ZfEE LT
<vlan_name 32> - MAC 7 R L AHMFIET % VLAN 44,

] PR =5 I BEHET T NOHRRav REFITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LLf%

R : WEB 5%

D — ) —P—E kT B2

ficreate web_authentication user webuser vlan default

Command: create web_authentication user webuser vlan default

Enter a case—sensitive new password:kiiksoksk

Enter the new password again for confirmation:skskskskskek

Success.

3.40.4 config web_authentication user

EED ZOav Y RIEWEBRGEr — I a—HF—%RELET,
1§ config web_authentication user <username 15> [v/an | clear_vlan]
Vlian = vlan <vlan_name 32> | vlanid <vlanid 1-4094>
B! WEB BGER — V2 — W — % ET DRI T 5 a2~ R TY, VLAN BHRES
NZRWEE XITED 2T H 7z VLAN 23MFE L 722 WE | WEB FRGEL— Y —137 7
F VN VLAN DI ZT 78 AT 5HZ LNA[RETT,
INT A= B — User - WEB N—A7 72 ZHHOT A0 MataE LET,
{username 15> - PMAHHT 16 LFLN T —HPF -4 EfELE£7,
Vlan - F8GEVLAN 4 2@ L ¥
<{vlan_name 32> — MAC 7 R L AN{ELET S VLAN 4,
Clear vlan - ZTOT AT MIU 7 ENTVD VIANEREZZ VT LET
il BRI EHET WY b DORAKRa~ L REFITTEET,

K/ N— 3

1.00. 01 LAR%
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] WEB GEGE D — /b2 —H — 2 RET HITIE

#iconfig web_authentication user webuser clear_vlan

Command: config web_authentication user webuser clear_vlan

Success.

3.40.5 config web_authentication auth_failover

H 1 WEB 5RGED failover Za% € L £ 9,

1§ config web_authentication auth_failover < enable | disable >

G| Ko~y R, radius $— 3= 5 OFGEIE 2372 < FBREA I L7 BS, 58FES
B —NT —H X=X~V KX 57200 failover HEZ % E LT,

INT A —H— enable - RADIUS FRGEV— N —DFGFINE 72V failover BEREZ ANZ LE T,
disable - RADIUS FEFEV— N —DFHFEE 72 VWOEF failover #ERE 2 MEZHIC L £ 97,

] PR =5 I BEHET T NOHRKRaw REFITTEET,

X/ N— g 1. 00. 01 LA

51 WEB 58FIE T failover H#EREZ A 2hIC Es

#iconfig web_authentication auth_fallover enable

Command: config web_authentication auth_failover enable

Success.

3.40.6 config web_ authentication authorization network

H i1 v N — 7 BT HRGEOFFRI 2/ LET,

i3 conflg web_authentication authorization network [radius <enable | disable>
| local <enable | disable>]

GILs Radius FRREAA LN 72 D & RADIUS H— 3= L VBV M THNRERET — X &%
JHLY £,
0 —HNVBRERE N2 D &, B — N T —H_X—ZA L VEY Y THNZREET
— ZRZITID £77,

T A= — Radius - HZNT7/2D & RADIUS H— N—Z X 0 EIY YT HN-RET— ¥ 5%

THY £9, 7740 MREIZADTT,
Local - ANZ2D L, m—INT —Z_X=Z 2LV EIV B THNIRIAET —H
AT £9, 774 MREBIIAHTT,

il BRI FHET WU NDOHRARa~v L REFATTEET,

S A— g v 1.00. 01 LLF&
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RG] v — U AREREDRZ TR Z AT %I

#iconfig web_authentication authorization network local enable

Command: config web_authentication authorization network local enable

Success.

3.40.7 config web_authentication clear_redir_url

HAY WEBFERED U # A L7 M IRL Z#1HELE T,

1§ config web_authentication clear_redir_url

B! VXA L7 FURLBZZ VT END L, BGERRE L= 947 > MIv s 7
7 hR—VNZ) XAV NENET,

INTA—=H— 2L,

il BRI EHET WY b DOBRAERa~ L REFITTEET,

X N—2 g 1.00. 01 DAF%

ERB: WEBFRFREDT VXA L7 FURLZZ7 VT3 51T

#iconfig web_authentication clear_redir_url

Command: config web_authentication clear_redir_url

Success.

3.40.8 config web_authentication method

H Y WEB #GE i it E L £,

1§ config web_authentication method <local | radius>

B ZOawy RIZLY, WEBFRAEIZAEH 415 RADIUS 7' b 2 L% o — P —NHEE
952 EMNARETT,

ZOo=r RIZE Y RADIUS 7’11 h LR E SN S & . WEB 223E1T 802, 1X 243
LEIC S RADIUS BREZ A L E9, “configradius”’z=~r Rick->TEMNE
72 RADIUS Yr— =34 70 ha a2 R—F L TWALERH Y £7°,

INT A —H— Local - B—H )T —HZRXR—2EN L CRIENMTONLZ L2 EELET,
Radius - RADIUS Yr— "—% I L CERGENfTOND Z L #HEE L E7,
Hill PR =-TE BHET T NORBRARaY L REFETTEXET,

S A— g v 1.00. 01 LLF&
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fEFIB: WEB FRREHIEZRET DHIT

#iconfig web_authentication method radius

Command: config web_authentication method radius

Success.

3.40.9 config web_authentication ports

EED

ﬂs"_‘}\ODWEB n»ppﬂi/\7)z & %Iﬂﬁi—’bi‘a‘o

3L

config web_authentication ports <<portlist> | all> [state]
State =state <enable | disable> | aging time <infinite | <min 1-1440>> |
block_time <<{sec 0-300>>

B!

:@:vaif~b®MBm&A7% H—HBELET,

T A= B —

ports — ZORREICHA SN LR — M AEE L £,

<portlist> - ZOFREIMHEHEINDLIA -V A NEATLET,

all - ;®§ﬁu@ﬁéﬂé£f@ﬁ FNEtEELET,

state — WEB FRAEDHR— MIREEZFEE L £7

aging time — FRRES ATz A MFRREREAZRFF L CWARIEEZEE L £9,
infinite - WIESNIZHRA MR —U 7 7 FERARWE S ITHEELET,
block_time — FRAEIZKRIXL7=FAA MET o v 7 SELIERIAZRE L 7,

il BRI

FHET AV FOARKax FeRTTEET,

K/ N— 3

1.00. 01 LAR%

FEFE]: AR— R 1-9 © WEB ZERINEEZ AT i

ficonfig web_authentication ports 1-9 state enable

Command: config web_authentication ports 1-9 state enable

Success.

FEER

"meﬁﬂﬁm&$ THADHEEL BT L—LlE. 1 —HRy hTL—LE
AFMRIP A2 IP 7O FALEALTRIP DI L—LERYET,
DEDHENEHE DT L—L (BIZIE ICHP, UDP 42 &) (X, BETF—TILA~BHFE
NETHN, BIEICEIEZEGTORELAOTIEECE S,

Ft-. IPVB 2DV THBIOREN T L—LD=DEBRBINET,
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3.40.10 config web_authentication redir_url

H i) WEB REGEY # A L7 N URL % E LE T,

&L config web_authentication redir_url <string 128>

A VXA L7 NURL BHESINTHE, 22— 3FRENRS L7k, 2D/ R
VEALVT FERET,
ZDORANT VT EINDE, 7 TAT 2 MIEFENRKEI LT=%., o URLIZY &
AV NERERA,

INTGA—H— (string 128> - FRRENEHI LT D7 FA T "RV XA L7 hsivd IRL & 15
ELET, 774NV ETRIFA L7 MERIZZ U 7 S TWET,

] PR =5 I BHET T hOHRARa~w S ReFITTEET,

K/N—V 3

1.00. 01 LAR%

ERB]: WEBFRGET 74/ h U XA L7 b URL 3% ET HIT

ficonfig web_authentication redir_url http://www. website. com

Command: config web_authentication redir_url http://www. website. com

Success.

3.40.11 config web_authentication switch_http_port

H 1 WEB #EFENEHT D AA v F O HITP R— FE2REL E7,

I3y config web_authentication switch_http_port <{tcp_port_number 1-65535>
[<http | https>]

BIC]] HTTP X% HTTPS F @ TCP AR — ki, HTTP XX HTTPS »{/7 v k2389 2 722k
& E9, HTTP XX HTTPS #$/47 v M CPU OFBREALEE X 13 7' A o _—IZT
IR AT HEOIHEHEINET,
FRESN2WEA, HITP OF 7 4/ hAR— F&EH1L 80 TJ, & L CHITPS ®F
T A RAR— FEEIE 443 T, b7 a Fa BN BESNBRWEAE, T 7 41
kv kUi HTTP T, HITP 1L TCP AR— b 443 |2 CEIE T & 8 A, 72 HTTPS
1L TCP AR— b 80 ICTHEMETE £H A,
ARA RAYHITPS E— R FCHHIFNIITRIET 2 L 912 LTI2W A, WEB FRFE/ X T A
— X —"switch_http_port”% “https” IZKET DHDLERH Y T, LT
“enable SSL” =~  NITHEANCERE LR ITNIERY XA,

INT A—H— switch_http_port — WEB ZEFEAA v FMEH L, 22— =G v A2 K& T
T5TCPA—bERELET, A— FEFO®AIL1 7»5 65535 T,
http - WEB ZRFF/SY3% TCP AR — b ETHITP 7’12 b 2 L CEMET 2 Z L 2T L
EJr N
https - WEB #8FEASY45% TCP AR— b L CTHTTPS 7' b 2L CEIMET 5 Z L 248 7E
LET,

] PR =5 I BEET v hOIHARaw s REETTEET,

X/ N—2 g v

1. 00. 01 LI
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B WEB SRFEAME G B A A »F D HITP iR — k% 8888 IZFRET 5T

#iconfig web_authentication switch_http_port 8888 http
Command: config web_authentication switch_http_port 8888 http

Success.

3.40.12 config web_authentication auth_page

H Ay WEB S8GIECHEH 7~ 2 FRREREI I & — W — R R S EIVWMER O SCTHNIE A i E
LE9d,

1§ config web_authentication auth_page <<login | logout> <{default |
customize_text_box line <value 1-8>> <content <multiword 70> | clear>>

B Ko< N2 X 0 EBEE I WEB F8GE login F 7213 logout B[ (ZAEE O L T4 1 H
HHNARIA XL TRKRIEDZ ENAREE 2D 77,

NG A= B — login - B A%~ A X9 % WEB &7k login M 25 & L £ 7

logout - W AZ~A X925 WEB ZEiE logout HEHZHE L £,

default - WEB GRAEMIH ZHHEIZRE LET, DAX A XEINT-NEEZ 7 VT
LET,

line - TX A MR I ADH AL~ A RAERELET,

<value 1-8> - WAXSARXTHTHA MRy 7 AFZFEZHRELET,

content - IR LTZTFA MRy I AT AT <A XG5 LFHRGFRERE L F
R

<multiword 70> - IR L7727 F A MR v 7 A~KERT D0 A X~ A AOLELT
F & R T 70 LFICTANLET, BAOHEITRK 36 LFLR £7,
BERRTG L I D CTFANTREE BRI 7] ZBWTANLET, £/, AAKE
ERETAHAE. AT =3Iy 7 by T Ty a— RFXE
Shift-JISIZRE L T ZE,

clear - BIRL7ZT F A MR v 7 AT SN TWD I AL~ A AL TFH% 7
7LET,

il R IH FHET AV MDA Kax s FERITTEET,

S A— g v 1. 03. 00 LLF&

fift FA: WEB FRGE login BN ALE D LFHNE I A Z A ~ A ZAFIRRET D121

ficonfig web_authentication auth_page login customize_textbox_line 1 content ~ZAHIFH FiEN D
NIV HIT FREA~TEE < ZE0n, 7
Command: config web_authentication auth_page login customize_textbox_line 1 content ”Z |

TEPRDNEIRNTIETRATEKE 2SN, 7

ficonfig web_authentication auth_page login customize_textbox_line 8 content "MAIL
taro. densen@hitachi—metals. com”
Command: config web_authentication auth_page login customize_textbox_line 8 content "MAIL

taro. densen@hitachi— metals. com ”
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fifi JH 45 WEB ZRGE login B DA A X A ~ A ALFHN &7 VT 351213

#iconfig web_authentication auth_page login customize_textbox_line 1 clear

Command: config web_authentication auth_page login customize_textbox_line 1 clear

fE B WEB FRGE login B DB AKX A ~ A RALFH|% defalut [ZETIZIX

#config web_authentication auth_page login default

Command: config web_authentication auth_page login default

3.40.13 config web_authentication virtual_ip

ELD Zoa=y NIZWEBBREM O IP 7 F LA 2@ E L,
L config web_authentication virtual_ip <{ipaddr>
A A WEB RRREDAR TP 7 R LA, fBRES N TWRWA A RS ORBREER %
AT DRHEEH S E T, 2D IPIZEE S 472 TCP /3Ty FELRODAIE L <
BRI S IVET,

ZOIPT RURIZARP 47w R XUZ ICMP N4y MOSE L FEH A, Z OffE 1P
7 RURZIER =7 %y FNICFET HHRARPCRIP A V¥ — T = — A%
TEINTZT RFLAIZLARNE L TL7EEN,

INTRA—=H— virtual _ip - [REBIP D IP Y RLURAZHRELE T,

il B = I BHET Y NOIBRARa v REFETTEXET,
A TP (T 70.0.0.0” Z3%E L6, WEBGRAHEREZ AN CE EHA,

S A— g v 1.00. 01 LLF&

fEHE]: WEB FRGEARAR IP 7 RL AR ET H 121X

ficonfig web_authentication virtual_ ip 1.1.1.1

Command: config web_authentication virtual_ip 1.1.1.1

Success.

341/364




3.40.14 clear web_authentication auth_state

H 1 oy NIEWEBBRIFEm o N —2 27 U7 LT,

L clear web_authentication auth_state <{ports>
Ports = ports <{portlist> | all> [authenticated | authenticating | blocked]

| macaddr <macaddr>

A A= FNR— FR—=Z2F— RIITRESINTHE. TOR— MIFEGHESNRVREE
WCRY £, FOR— MIERT 4L 1@54v~i)ﬁ/béni¢
A= FNEA PR—=RF— NIIHREINTHE, TOFR— b EO2—W—

7T ENET,
=P = IRy NIV =TT VAT H-OICHRBGESNAMLENH Y 7,
INT A—H— ports - ZOREIHEHINLAF— U X l\é’?ﬂﬁﬁiﬂbiﬁ_

<portlist> ZDOREIHEHINHFR— NI A NEZZICASHLET,

all - ZORECHEMSNDETOR— h%%ﬁbi#

authenticated - % 1 R — FOETORFES N2 —F—% 27 U T LET,
authenticating - 2 1 A" — FOETORGEF DL —Y—%2 27 V7 LET,

mmmdf%61fﬂh®éf®7my7éﬂtlﬁﬁ 27 V7 LET,

macaddr - ZORTEIHEHAEINDMCT RLAZIEELET,
<mw®0_@ﬁﬁ ERENAMCT RLAEZZZICAD LET,
Hill PR =F-TH BHET DT NDORHRARaY L REFETTEXET,

=T g v 1.00. 01 LA

G R—HK 1-5DWEBRFF= M) —%2 27 U7 T 51

ficlear web_authentication auth_state ports 1-5

Command: clear web_authentication auth_state ports 1-5

Success.
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3.40.15 delete web_authentication

ELD ZOav Y RIFWEBRiEr— I Va—W—%2 27 V7 LET,

L delete web_authentication <user <username 15> | all_users>
it Zoawy RIFWEBRGEe — v a—F—%2 7 V7 LET,

IRT A=K — user — HIfRSN D2 —F A EFRELET,

{username 15> — AT 156 XLTFUNT2—F -4 EHRELFT,
all user — B—H/LDBICHDHETCHOZ—F T H v FZ2HIRL £,

il R IH FHET AV M OHRKax s FeRITTEET,

S AA—T g v 1. 00. 01 LAFE

ERF: WEB Bk — v a—H—% 7 1) 74 5|

fidelete web_authentication user userl

Command: delete web_authentication user userl

Success.

3.40.16 show web_authentication

H /Y ZDa<y RIZWEBRFED 7 0 — LR EE R L E T,
&S show web_authentication

i ZDawy RIZWEBFREED 7/ — LR EEF R LET,
INTG A— K — 2L,

] PR =¥ I 2L,

KHGN—T 3 1.00. 01 LAR%

ﬁiﬁﬁm WEB munﬁ@? D‘_‘/\/l/ E%%Tjﬂé

#tshow web_authentication

Command: show web_authentication

Web—Base Access Control

State : Disabled

Method : RADIUS

Authentication Failover : Enabled

Redirect Path : http://www. website. com
Virtual IP T P |

Switch HTTP Port : 8888 (HTTP)

RADIUS Authorization : Enabled

Local Authorization : Enabled

#
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3.40.17 show web_authentication auth_state ports

H Zpawy RiFR— hORGEREZF R LE T,

L show web_authentication auth_state ports [<{portlist>]
a1 ZOavy FIR— MOFIEREEZFR R LET,

INTG A— L — ports — #/RINDHAR— MEFHZIEE L £,

il R IH 2L,

X N—Y g 1.00. 01 DAF%

ERF: A— FOFRFERAEZ FRT DT

# show web_authentication auth_state ports

Command: show web_authentication auth_state ports

H:Host-based P:Port-based

Port MAC Address Original State VID Aging Time/
RX VID Block Time
1 00-00-00-00-00-01 (H) 20 Authenticated 4004 Infinite
1 00-00-00-00-00-03 (H) 100 Blocked - 60
2 00-00-00-00-00-02 (H) 20 Authenticated 1234 Infinite
2 00-00-00-00-00-04 (H) 110 Authenticating - 10

Total Authenticating Hosts :1
Total Authenticated Hosts :2
Total Blocked Hosts
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3.40.18 show web_authentication ports

ELD ZOavy RIFWEB AR — MR EZ R R LET,
I3y show web_authentication ports [<{portlist>]
i Zoa~vy RIZWEBREGEAR— FREEZR TS LET,
INT A— L — ports— F/RSILHA— MNEGPHAZFEE L £ 9

] PR =5 I 7L,

Xt 3=V 3 v 1. 00. 01 DAF%

'fﬁﬁﬁﬁ” 71;0‘_— }\ 1-3 @ WEB G IJEET ]\ DXE%%E%?%) L:ht

#ishow web_authentication ports 1-3

Command: show web_authentication ports 1-3

Port State Aging Time Block Time Auth Mode
(Minutes) (Seconds)
1 Enabled 60 120 Host—Based
2 Enabled 60 120 Host—-Based
Enabled 120 120 Host—-Based
#
3.40.19 show web_authentication user
H ZOawy RIa—Y—NWEBRGET AU hEFRLET,
S show web_authentication user
A 22— =R WEBFRRET W U "N aFKRnTH I LA AREICTH2a~ RTT
INAT— RIIEHL VO FIZERREINET,
INT A —H— 7L,
] [R5 I 72 L,

S N—T g v 1.00. 01 LARE

fERGI: WEBFRFET v v b &EFRRTHIZ

#ishow web_authentication user

Command: show web_authentication user

Username Password VID

webuser webuser -

Total Entries:1
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3.40.20 show web_authentication auth_page

HHY WEB FRGIE Tl 3 2 5RAEEI I (ZEFLHE D3 7 A X A ~ R8G5k LT O CFHIE #
NEEZF R LET,

&S show web_authentication auth_page

A A< RiL, WEB ZREEF login 7213 logout WEIIZH A X~ A RBGEINI-LF
FINEMANBEEZ R R LET, AARBLRRIEDLIIMENT L2424 —IF VYT Y
=7 Cx Ly a— RFRAE Shift-JISIZERE L T 72 &0,

INTA=H— mL,

il B < LH BHET WU NOHRARa~ ReFATTEET,

X/ N— g v

1. 03. 00 LL[%

il A WEB GRREN A X A ~ A ALFIINA 2 FRT 51T

#tishow web_authentication auth_page

Command: show web_authentication auth_page

Login Page Customized Text Box:

L ZHRIHFER DB RN FIL TR~ ZTHE S 7ES 0,
2.

3. [Mn&bti]

4.

B AT AREHEES R U — 7 @Y

6. YL FEA & )8 KRR

7. TEL © 123-4567

8. MAIL : taro. densen@hitachi-metals. com

Logout Page Customized Text Box:

L ZHRIHFER DB 2N FIL TR~ ZHE < 720,
2.

3. [Mn&bHi]

4.

5. fH#R T AT LRI v b U — 7 Y

6. YU HA )8 KRS

7. TEL : 123-4567

8. MAIL : taro. densen@hitachi— metals. com

#
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.ATPOEa<w > K

POE (Power over Ethernet)(Z. TP 7 — 7 /LD EDIMLE DOEOXTICHREEZ EES S, #E
Z LIRS B RIS EE ) 2 k59 % TEEE802. 3at (ZYEHL L 7-#rE T3,
Z OMEFETT APLGM110GT-POE 3 & Y APLGM124GT-POE O #FE Cxfhs L CUYE T,

3.41. 1 config poe

ports

HAY

A — h D PoE BREZ BE L £ 7,

3L

config poe ports [all | <portlist>] state [enable | disable]
| priority [critical | high | low]
| power_limit [class_based | user_define <value 1000-31200>]

]

KR —F D PoE AT —H AT 7 /v bR € THZN (enable) T,
A— N OFBHIBRAEIXT 7 4 /L FE%E T 31200 (mW) T,
Z OEHIREIL, = — W —F5E (user_define) T 1000~31200 (mW) D HiPH Ta&E
TEET,
F AT g VBRTEICEYD ——NPD I T AEEET S (class_based) |TE
B9 5 LB AEETT,
U T AR— AT BN S D & PD 7 T ANHERI SN, £D 7 T A
i =488 EIRMEN AR — McEl v 4 TonEd,
7T AR—=ATX, LLFD5 BN AR— MAEEREZBEMRE L ET,
%7 7 ADNE FREITZEE V@B LIV D LRERMEE > THWET, ZH
Bt r — 7 NCB T HENHRREEBEL TWHTZDTT,

<7 TA> <faELRE> <ZEES IR >

Class 0 16. 2 (W) 0. 44~12. 95 (W)

Class 1 4. 2(W) 0. 44~ 3.84(W)
Class 2: 7.4(W) 3. 84~ 6.49 (W)

3 16. 2 (W) 6. 49~12. 95 (W)

Clase 4 31.2(W) 12. 95~25. 50 (W)

Clase

INTA—=H—

ports — MHER— FEHEELET, lall] REITER— FNRRRITRY £7,
state — AR — FORELEHL) Tenable] F7-1XM%) [disable] ZFRE L E T,
T 7 4V FREITAZ Tenable] TI,

priority — #AEAR— FOELNEN ZFEE L 7,

{critical> - BRI Z R bE<ERELET,

<high> - #BAEIAM A 2 FRHICESERELET,

<low> — HEFENAA. Z i IR RE LE T,

power_limit - &R — FOBEFIBELZFEEL 7,

{class_based> - &R — MIEEHINTZPD DI Z A2 HERH LT, 207 T X
2 U7 AR B HIIRE S R E SAVE T

user_define> — #7AN— b OFFEMHIREZ 1000~31200 (mW) THHE L £4

il BRI

BHET T NDOHRRaw s ReFEITTEET,

K/ N— 3

1. 04. 00 LAR%
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FERG]: AA— N 1-4,5 @ PoE HREZ 3R ET BT

#iconfig poe ports 1-4 state enable priority critical power_limit class_based
Command: config poe ports 1-4 state enable priority critical power_limit class_b
ased

Success.

ficonfig poe ports b state enable priority critical power_limit user_define 1000

Command: config poe ports 5 state enable priority critical power_limit user_define 1000

Success.

FEER

‘)i%%ﬂmﬁéﬁﬁbt%é~734#U%4®%bﬁ—h#6%ﬁéﬁﬁbi¢o
FSAA YT 4 LALARCEICE, BER— b SBEMICEAERIBLET,
(it I L - S ERRIC L > TREHREE BB L BT, BT LEH
21 L -2 EREOE AR BLE I EhITIRHY TLA)

0 INT A—%A —(state, priority, power_limit) #EE LI5S, AR K— FDHEH
—BMICELEINET,

()uwtmﬁmfAﬁtéﬁ%ﬂ@ﬁ@jmmﬁﬁfwawamU$¢AmM$ﬁ
EANLTHYRCHETHELET,

(’cmﬂgmms:7>Pt$U~?—Qﬁﬁwﬁ—hﬂiiﬁﬁww%mﬂtbt%
EHABBIETOIET,

J7—LozT7NnN—=oavIicky, R— MHEBFIRIEDT 74U MENRLZY FT,

-N—2 3> (Ver.1.04) Tl&., T+ )L +EH (Class Based) T,
- IN—2 3 > (Ver. 1.05) LAREIX., T 74 L MMEAS (User Define : 31200mW) T,
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3.41.2 show poe ports

HI KR — R D PoE JRHEA F/R L E T,

L show poe ports <portlist>

B! Ko< Rix, %KR— O PoEREEEZF TR L £,

INT A =L — <portlist> — FARTHR— MGHEZRT L £,
B Sz & 3R — bR e 0 9,

il BRI 2L,

KHGN—T 3 1. 04. 00 LAR%

ERF: AA— K 1-5 O PoE B E A FRT HITIT

#ishow poe ports 1-5

Command: show poe ports 1-5

Port State Priority Power Limit (mW)
Class Power (mW) Voltage (decivolt) Current (mA)
Status

1 Fnabled Low ———(Class—based)
0 14800 549 271
ON 1 802. 3af-compliant PD was detected

2 Fnabled Low ———(Class—based)
1 1900 552 35
ON 1 802. 3af-compliant PD was detected

3 Fnabled Low ———(Class—based)
2 4900 550 90
ON 1 802. 3af-compliant PD was detected

4 Fnabled Low ———(Class—based)
3 9900 552 182
ON : 802. 3af-compliant PD was detected

5 Enabled Low ———(Class—based)
4 15100 550 276
ON : 802.3at-compliant PD was detected

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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3.41.3 config poe system

HI) AA v F O PoE e iE L £,

I3y config poe system power_limit <{value 20-375>

B AKa<y RixAA v FDPoE Z&%ELET,

INT A—H— power_limit — AA v FEKOKERIRMEZ W) HATAH LET,
APLGM110GTPOE & APLGM124GTPOE Tl KMENF72 ) £9,
<value 20-125> — APLGM110GTPOE
<value 20-375> — APLGM124GTPOE

] PR =5 I BHET T hORARa~ L ReFITTEET,

K/ N— g v

1. 04. 00 LA

il AR FEHIFRME A 100W ISR ET D121

ficonfig poe system power_limit 100

Command: config poe system power_limit 100

Success.

FEER

0 Z A F DI EHIR{EE  APLGMI 10GTPOE & APLGM124GTPOE TR KAEMNRL Y £,
APLGM110GTPOE 0D 3% e £E B (% 20~125 (W) T,
APLGM124GTPOE 0D 3% e €6 (% 20~375 (W) T,

()4x4v%@%@ﬁ%ﬂmﬁéﬁﬂﬁé%ﬁnmnmmwmnwﬁwt7ntxt;
ST G LB EEET B R— FE YL T4 YT 1 BMENHR— F A DB
SHAEEEIELES. CORETBAETINRESNIECHRIBEINES,
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3.41.4 show poe system

H i) A A wF D PoE RiEZFm LET,

L show poe system

B Ko< RiZAA v FDPoEREEEZFR L ET,
INT A=K — 7L,

] PR =5 I 72 L,

K/ S— = 1. 04. 00 LA

ER: A A~ F D PoE HEEFERT HITIT

#ishow poe system

Command: show poe system

PoE System Information

Power Limit 1 375.0(Watts)

System Total Power Consumption 2 0.0(Watts)

System Power Remained : 375.0(Watts)

Power Disconnection Method : Deny Low Priority Port
PoE Recover Mode : Auto (Delay: 180 sec)
PoE Environment Status : Normal

#

AEEIE

0 APLGM124GTPOE %8 7 PoF # BB & » T FAN BEEf A I &l s hET,
RS 185W LIEI27 2 & FAN BEEAEEIZA Y . 1550 LITFIZ7: % & FAN EEz
PEEEGEICRY £7,

0 T7—LY9TF7NN—230I(2&Y., POEHREREDERFENELY T,
- N—2 32 (Ver. 1.04) TlE, SEHBINERSIN-KR— FDHREHIRIE (User
Define MIBEIEZ1—F—EEFEE. Class Based DIFBEIZIEPD 7 5 X DFAE LIRE)
BEFLTEHLEFD,
- N—2 3> (Ver. 1.05) LIBRIE, ZEHBINER SN -RR— FTERIZERLT
WAHEENDZASTLTERELET,
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3.41.5 config poe recover_mode

HAY

PoE #a (% RREA b DG EEIHE— F 2B E L £,

15 3C

config poe recover_mode [auto <delay_time <value 180-600>> | manual]

B!

A< FiXPok fAEEILRENSOKREBRIBE— RERELET,

AA » F X FAN i RS E OMANZ LV PoE faE A EIL LET,
APLGM110GTPOE D334, FAN ¥ 2 L CH PoE #AdE A E1E L EH A, IRERE
(65°CHEIE) Z %14 5 & PoE fRENMEIE S E T,

APLGM124GTPOE M54, FAN &5 (2) (3) s OfAINZ KLV PoE #AEA1Z1E L E 7,
F7o, RERE (65 CHIR) Z M L TH PoE fa A1 LE T,

INTA—=H—

auto - JEEIFT H LA — M TPE igENFHHH SN E T, MEMHE CoORR4A

180~600 (1)) THETE £, 7 74 /b F&EL 180 (F) TT,

manual — FEFEIF L TH PoE AGEITHAINET A, HEEMIZIZaZ~Y AT
[poe manual_recover] MMETY,

il R IH

FHET AV MDA Kax s FeRITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 04. 00 LL[%

B #3FEEIHE— N4 manual IZERET DITIE

ficonfig poe recover_mode manual

Command: config poe recover_mode manual

Success.

3.41.6 poe manual_recover

H 1 PoE #AFEAS IIRIED DR A FRB L £ 77,
&S poe manual_recover
B! AKa~< Rix, PoE faEIFILRENDIRELZHHEL £,
FREEIHE— K lconfig poe recover_mode| (manual) X ERFIZHZNTI,
INTA=H— mL,
il BRI EHET WY NDORAKRa~ L REFITTEET,

K/ N—T g

1. 04. 00 LL[%

ERE]: AA >~ F O Pok WEAF T HI2IE

#ipoe manual_recover

Command: poe manual_recover

Success.
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3.42 COMMAND LOGGING <> F
COMMAND LOGGING =< RiE, a~r RIA A v F—Tx2—RA L TEITLIZa~r ROBIB LW
Kz 73+ ba~2 RT9, 7744 hTlX lTenable] HXhE 72> TWET,

3.42.1 enable command logging

H avr FaiREsahic LET,
S enable command logging
BIC]] AKavw R, avr Fe ZEREEZAENICHRELET,
7ere L, EEPSEEP EITREEZTAAAATWDMITEEL EE A,
INTA—=H— L,
] [R5 I EHET W NOHRa~ L REFETTEET,
Xt 3— 3 > | 1.03.00 BARE

RG] =<2 o JHE2ANIRET 51213

#tenable command logging

Command: enable command logging

Success.
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3.42.2 disable command logging

H avr e 7R EESICLES,

L disable command logging

A AKavw R, avr e ZEREEZEDICHRELET,
INTA—=H— 7L,

il BRI BEET U NOIRRa~v Ly ReERITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 03. 00 LI

FERIB): a2 Na ZHEE 2 BNICRES D21

#tdisable command logging

Command: disable command logging

Success.

3.42.3 show command logging

H i g~ Ru 7R ET R LET,

1§ show command logging

B RKa<r N, BIMEOa~ > Ra TR EERr LET,
INT A —H— 7L,

] PR =5 I BEHET T NOHRRav ReEFITTEET,

K/ N— 3

1. 03. 00 LAR%

B BED I~ Nu ZHREREL £ T 21T

#ishow command logging

Command: show command logging

Command Logging State : Enabled
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3. 43 PERIPHERALS 1= > K
3.43.1config green_mode ports

H i ZIR— D green mode R E L ET,

S config green_mode ports <<portlist> | all> state <enable | disable>

SRR ZAR— M D green mode 17 7 # /L MR E THZ) (enable) T,
greenmode ARG E, V7 XU R— FOEBEEIEE() 7 XD LT
HAR— NOWEEENZHIR) & — 7 VEOEEIKE BEishl-r—7 VvV E%x
HIE L, BRI =70 SN TR — N DOIEEET) ) »EZhTT,

INT A—H— ports <<portlist> | all> — green mode ZFHKET HHR— FEIIR—FVJ R + %
AALET, all ZHET DL AL v FOFTNTOR—FRFRERY £,
state <enable | disable> — FREINT-HA— KD green mode ZH%) lenable]
F 73S [disable) ICRELET,

] PR =5 I BEHET W NORARRav L REFITTEET,

K/ N— 3

1. 04. 00 LAR%

ERF]: 42— K@ green mode BEREZ B ET HITIX

ficonTig green_mode ports all state enable

Command: config green_mode ports all state enable

Success.

FEER

0 APLGM124GTSS B U* APLGM124GTPOE @ a > ARAR— kIZHWLT, UTPAR— k& Fiber

R—F#RBEFRALTVWSIEES. UTORIENHY FT,

MUTPR—F Q2T)D 1) VU IREEERIZ K o T, Fiber ik— + (21F, 23F. 24F) T
YOO FTDUNEET BIEENHYET,

QUTP 7/R— (23T, 24T) DY) >V KEEBREIZ K o T, Fiber iIRi— k 21F, 22F) T
YOO FTDUNEET BIEENHYET,

CDFIRIZ. T 2RKR— b (21T~24T) D Green Mode 2E % (Disable) IZF 5 Z

L TCHBETHENTEET,

3.43. 2 show green_mode ports

EED ZIR— D green mode JIREEZF R L E£7,

3L show green_mode ports <portlist>

A Ka< NiL, 38— KD green mode JREEXZFE R L E T,
INT R —H— portlist> - RARTHR— NELIFIAR—FI XA NEANLET,
il R IH 2L,

K/ N— 3

1. 04. 00 LAR%

355/364




B AR— bk 1-4 O green mode JRAEAZFH T HIT1%

#ishow green_mode ports 1-4

Command: show green_mode ports 1-4

Port State Operation State
1 Enabled Normal

2 Disabled Normal

3 Enabled Power Down

4 Enabled Power Down

3.43. 3 port_led test

HHY 27— h @ LED FiRRB & il L £,

L port_led test <off | green | amber | blink_green | blink_amber>

B! Ka<r FiE, FHR—= bV 7 IREEICERZR < & TOR— b D LED F£oRZ 4T
FrFABRSEET

INTG A =L — off — AR — hD LED FrR AW DY o 7R TER R L E T,

green — &R — k@ LED TR & Hka il TERLET,
amber — 42748— N LED R A SL TR LET,
brink_green — 47— k@ LED F/R & fkta i TR R LE T,
brink_amber — 74— kD LED #RE2BESBTERLET,

il BRI FHET WU MOHRAKRa~v L REFATTEET,

SN — 3> | 1.04. 00 LA

il AP 42— b O LED FoR Ak fa4T THRR T 51213

#port_led test green

Command: port_led test green

Success.

ERF]: 2R — O LED Bz @E o Y 7 RETHRRT HI2iE

fiport_led test off
Command: port_led test off

Success.
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EIEER

0 OV RAABIZY STy FLTWER— K&, —EY o8 UnRELET,

3.43. 4 show environment

H 1 AA  FONEREEE & FAN BifEREEZ KRk LE T,
L show environment
B Ka=r Rt AL v T ONERIEE & FAN #ifEREEEZ R R L £7,

AA T OWNEREIIIMHRE L VK 5CIEEm< D £,
%ED FAN 7% 513, APLGM110GTPOE (FAN1) + APLGM124GTPOE (FAN1/FAN2/FAN3) T,

INTA—=H— 72 L,

Hill PR =-TE Az~ RNi%., APLGMI10GTPOE & APLGM124GTPOE O#EFE Txflts L TV E T,

S S— 3> | 1.04. 00 LA

B AA v FONERRE & FANBIRREZ R 51213

fishow environment

Command: show environment

System Temperature (Celsius) : 26
Fan 1 : Normal
Fan 2 > Normal
Fan 3 : Normal
#

0 24y FILBERE (65°CHE) DIRFIZ L Y PoE B EELELET,
F 7- .APLGM124GTPOE o> & FAN 2% (FAN2/FAN3) M#&&NIZ & Y PoE#AE#FEIE L E T,
FAN 2% (FAN) 24251 L T4 PoE 4B X B ShEHA.

® © — C e ©
° o

@ FAN3

e

07 T

B
ole o o0&

S
O©©@\

3-1 APLGM124GT-POE @ FAN fi & [X]
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.44 R— rESMEMREIHaOT UK
A— MEEMEAEIRa < NI, A— MEOREEAEOREEMENHER TE WG E, EEANe 7%
RfE L CEEFREENC L VEEGEIRZRAR LoD a~w 2 RTY, T 740 F Tk [disable] )L

o TWET,

3.44.1 config auto_recovery_mode

HEY AA v FOR— MEFRRBO@RENEN 2 RN— ML LR TE WgE, BEIfE
LV EIRERAALE T,

L config auto_recovery _mode < enable | disable >

A AKa~wr N, R— MEFORBOREMED 2 R— ML EER CER2W5EE, BE)
FESC IV ERERAET, BEFEE L2560 = 71213 Systen
restart”’ B 73 SVET,

INTA—=H— enable - HEIFEEIZ lenable] (FZNIZEELE T,
disable - HENF LB % [disable) (JEZH)IZEREL F7,

il BRI BEET U NOIRRav L ReERTTEET,

X/ N—2 g v

1. 06. 00 LL[%

B A— R WY —BRREEA N T DITIT

#iconfig auto_recovery_mode enable

Command: config auto_recovery_mode enable

Success.

3.44.2 show auto_recovery_mode

HE =PV AN —F— FREZRRLET,

1§ show auto_recovery_mode

B AKa~< Rix, BUEOA— RN I AN —F— RREZRRLET,
INT A—H — 72 L,

il R IH 2L,

K/ N— 3

1. 06. 00 LAR%

A BAEOA— R U AN —RELZFTT DI

#ishow auto_recovery_mode

Command: show auto_recovery_mode

Auto Recovery Mode :

Success.

Enabled
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4 FRLDEIEFE

(1) a2 —)LiR— NZiX, RNT A =X —RERFDO T RS-232C &7 —7 V& L, 105 OEHRC
T L2 W T P&,

(2) R—=hrIT7—=V 7HRElIL, source AR— h & U TRRIE LIcAR— P TER[E SN2 7 L— L% & fif
I o720 OEETT, > T, Target R—FE L TRE LIZAR— M, 7TFI7A4PEXY b
U — 7 b9 DR LIAMI G LT IE S0,

(3) R—=HFVLAN ZRETIHHE. ZANRARA v F U ITNAT)NEL TORNT IL—TDOR— kbR
A RNBIGREZRITH) LI TXERA, AR NIEEO I NLV—FICETAZ LITTXERA,
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5. SIS a—Fa T

5. 1 RIRLED ICEAET RBHREMK

HE

xR

[PWR)  LED 23 mAT L7220,

B2 — RREREBFEOACA Ly F By NMCESICHELE
SNTWNDZ LR LTITEIN,

VA RN =T EER LT
[LINK/ACT] LED 2354T L72uvy,

VAR RNT—TIVZEENI2NINE D DEER L TLE X0,

PR F Ou RN IEFIZEEL TV DN E I DR L TS 7280y,

EY 2T —7 T 7 RI-45) DHHGIC B 23720 5 iR LT <
7E,

B FNNIC 213N T DI R — RR— FThHHHEA. VA A
NF—TNVBRARNL— K r—TNLTHDHI EEMHERLTLTEIN,
Fo, BERHETEAANATOMIX R— hDBFE, VAR N r—T R
JOaRT—T N ThhHI EEHERLTIIEIN,

SFPEYV 2a— N ELLHAINTWND Z 2R L T 7ZE0,

[CONSOLE] LED 2353 LT 5,

WEMEE - I3 F ORISR Y P T =712 TOL—7 BT Ty
MHER L TL 72 &,

5.2 V- I)LinRICEEYT SRR EAE

G

R

BIRHEA L TH Login
A=A NN ARV dRAAR

a2y = VERROBERFOBRENELN L 2R LT ZE
[

PREEIE TEEERE 9600bps, 1 ¥ ¥ 77X 8y b, Abhy 7Yy
Ml EY M RNUT o200, 7e—flf#l72 L, RS, ERIZHK TON]
T9,

[CONSOLE| & = Y — LR & ™ RS-232C £kt — 7 VN IE L2
L ARMERLTLIEE W,

[CONSOLE] ~ODFEGEMNIER N E 9 2 ilER L TL 7P &0,

[POWER] LED 24T LTCWVWD Z & Z2MER L TL7Z&E W,

REMNIEHFIZ AT S THRUY,

EFRTFTHIUL, NEHDOAEY —ICRENBEL WD LEE
ZHNET, PAR— PSR DIICBWEDELZE W,
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5.3 Telnet [CEEET HIRR LXK

HE

xR

VEARDD Telnet 12XV
QJA T HIENRTERN,

AIEEBDOIP T LA, Xy h~RA7, T 74/ bLb— FORENE
WTHHI MR L TLEIW, FEREZIIV Y P LLIEE
BFHBEANIN TS Z E LR LTI EN,

Bee L CWAAR— N OBERED ENABLE IRREIZ 72 > TWA Z L 2Tk
L TLEEVY, ENABLEWREEZ H1E, VA A M r—T IV ORGE & e
BLTLIEEN,

Telnet LE D 957 RLUARAREEDT RLATHD Z & & HEGd
LTLEE,

AIEEPEFITEB L, BIEL TV Z & 2R LT ESVY,

54 RAYFUINTHEICEET PREEAEK

HE

xR

UHA B B DA T — & O ik
MTEIR,

BAIRF IR 2 DAR— [ VLAN Z L—FIZFTE LTV E 9 e
LTL7ZEN,

KR L AEBH O A A N — T VOGS IER Tl b = & 2k
BLTLEE,

BIER DR STV D R — NS ENABLEIREE TH H 728 9 iR L
TLIEEW,

Ty bR ARREET D,

BEDOR—FNLHAEND 7 L—LDARN 100% %82 TR0
MEIDHER L TLIZE, (FFEDR— NMZ 100% % # 2 5 A H3
LR LA, BIA— MIORELZRITL, Ty haAR%ET S
SEmd0 £9,)

5.5 VLAN [ZBHE Y SRR &K

HZ

R

VID Z$ 8 €T DL =T — X vb—
UNREREND,

IRE L VID 2, BRI VLAN ZL—7 il S Tnb e,
F—AvbE—UNKRREINET, VID DBREEZEEL T E I,

5.6 SFP TR E T SR EME

HZ

R

SFP 238k L CWAIRRECIEfE L
AR

SFP 2385k L TWAIREE T E LR W AT, SFP SR 5e a4 1278 -
TWHAEEMENH Y 9, SFP2FEEE LE LT 7ZE0, HEN
FHT DHEA1L SFP TEBEBDOERE RN EZ LIVET,
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5. 7TPoE IZEHET SRR XK

HZ R

#FED Status 25 Enable 1272 > TWA W2 R L TL 72 &0,

VA RRST =T JAZRFE NI E D iR L TL7EE W,

TV 2T =77 7 (RI-45) DR IE A2 Ip &5 R L T2

SiR~RES LA
S0,

URRDIRE I TALEH L TV ADEZHR LTI EE N,

AA  FOfFERIRZ L TRV ZHER L T 7EEN,

5.8 A7 7 VICEEY AR EXEK

Bis R
FEEEA LT HAET 7 o A EEE Tr7rEDLDODDRENEZEZONET, IX—%2biTHZ L, B
L7200, HUWeRODIRGEE S L VIR TTICBWEHbE7Z S0,
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6. BRI

No.

H H

O B K

LANA U F—T 2 — A

TEEE802. 3 : 10BASE-T
TEEE802. 3u : 100BASE-TX
TEEE802. 3u : Auto—Negotiation
TEEE802. 3z : 1000BASE-X
TEEE802. 3ab : 1000BASE-T

oY —)b
A HE =Tz —RA

ITU-T #&h75 V. 24/V. 28

Ty NU— 7
A=l =%

RFC1157 : Simple Network Management Protocol (SNMP)
RFC1901 : Introduction to Community—based SNMPv2

RFC1905 : Protocol Operations for Version 2 of the Simple
Network Management Protocol

RFC1908 : Coexistence between Version 1 and Version 2 of
the Internet—standard Network Management Framework
RFC2570 : Introduction to Version 3 of the Internet-—
standard Network Management Framework

RFC2575 : View-based Access Control Model (VACM) for the
Simple Network Management Protocol (SNMP)

o b U

RFC1213 : Internet #E¥E MIB

RFC1493 : Bridge MIB

RFC2819 : RMON MIB 4 7' /L —=7

RFC2021 : RMON2 MIB @ 9 & Probe config ®—3
RFC2233 : ifMIB

WESa han

RFC793 : TCP (Transmission Control Protocol)
RFC768 : UDP (User Datagram Protocol)

RFC1350 : THE TFTP PROTOCOL (REVISION 2)
RFC783 : TFTP Client

RFC791 : IP (Internet Protocol)

RFC792 : ICMP (Internet Control Message Protocol)
RFC826 : ARP (Address Resolution Protocol)
RFC854 : TELNET

RFC1769 : SNTP (Simple Network Time Protocol)
RFC3164 : SYSLOG

RFC951/RFC1541 : BootP/DHCP Client

IGMP snooping

RFC1112 : IGMPv1 (snooping only)
RFC2236 : IGMPv2 (snooping only)
RFC3376 : IGMPv3 (awareness only)
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No.

H H

O B

X274 —71 kK
=y

RFC2865 : RADIUS (client only)

RFC1492 : TACACS+ Authentication For the Management Access
RFC2138/RFC2139 : RADIUS Auth. For Management Access

RFC2866 : RADIUS Accounting

RFC4250 : The Secure Shell (SSH) Protocol Assigned Numbers
RFC4251 : The Secure Shell (SSH) Protocol Architecture
RFC4252 : The Secure Shell(SSH) Authentication Protocol
RFC4253 : The Secure Shell (SSH) Transport Layer Protocol
RFC4254 : The Secure Shell (SSH) Connection Protocol

RFC4255 : Using DNS to Securely Publish Secure Shell (SSH) Key
Fingerprints

RFC4256 : Generic Message Exchange Authentication for the Secure
Shell Protocol (SSH)

Z DAl

VCCI Class A EHL
IEEE802.3ad : U 7 77 F—a v
IEEE802. 1Q : tag group VLAN,

QoS (IEEE802. 1Q priority mapping/queuing)
IEEE802. 1D : STP/RSTP

IEEE802. 1Q : MSTP

IEEE802. 3x : 7 1 —Hill{#)

IEEE802. 1AB : LLDP

IEEE802. 3at : PoE Plus
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