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3.3b. 15 config authen server_host ....... ... e 295
3.35.16 delete authen server_host ..........iiiuiiiin i 296
3.3b. 17 show authen server_host...... ... . i i 297
3.35. 18 create authen Server_grOoUD .. ... i ittt ettt et ettt eeeeeeenn 298
3.35.19 config authen Server_groUD ... ...ttt ettt ittt ettt eieieenns 299
3.35.20 delete authen Server _GrOoUD .. ...ttt ettt ettt 300
3.35.21 show authen Server_gToUD .. ...ttt et et e e e e e e 300
3.35.22 config authen parameter response_timeout ...........c.o.uiiiiiiiinnnnnnnnn 301
3.35.23 config authen parameter attempt ... ........ it 302
3.35.24 show authen parameter . ... ... ..ttt e e e e 302
3.35.25 enable admin. .. ...t e 303
3.35.26 config admin local_enable. ... ... .. 304
236 MAC =R 7 7 A = R 305
3.36.1 enable mac_based_access _control ........ ot 305
3.36.2 disable mac_based access_control ......... i 305
3.36.3 config mac_based_access_control ports ....... ..o 306
3.36.4 config mac_based_access_control method....... ... .. . . . . i 307
3.36.5 config mac_based_access_control mac_format .......... ... . ... 307
3.36.6 config mac_based_access_control password_type ........ ..., 308
3.36.7 config mac_based_access_control password ........... ..ot 308
3.36.8 config mac_based_access_control auth_failover ............ .. ..o .. 309
3.36.9 config mac_based_access_control MaxX_USETS .. ...ttt 310
3.36.10 enable authorization network.......... ...t 310
3.36. 11 disable authorization network....... ... . . it 311
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3.36.12 create mac_based_access_control_local mac........ ... ... ... i L. 312
3.36. 13 config mac_based_access_control_local mac ......... ..., 312
3.36. 14 delete mac_based_access_control_local ..... .. .. .. . i i 313
3.36.15 clear mac_based_access_control auth_mac.......... .. ... ... i i, 313
3.36. 16 show mac_based_access_control ...... ... . i e 314
3.36. 17 show mac_based_access_control _local ...... ... .. o i i 315
3. 36. 18 show mac_based_access_control auth_mac.......... ... .. i inen... 316
3.36. 19 show authorization....... ... ... i i 316
B B A e il P 318
3.37.1 config authentication auth.mode...... ... .. .. . . i 318
3.37.2 show authentication POTTS. ... ...ttt i e 319
C38 SSH T R 321
3.38.1 enable ssh. .. 321
3.38.2 disable ssh. ..o 321
3.38.3 config ssh authmode . ... ... .. i 322
3.38.4 show ssh authmode . ... ... . 322
3.38.5 config ssh server. ... ..o 323
3.38.6 show ssh server. ... ..o i 324
3.38.7 config Ssh USeT . ..ottt e e e e e 324
3.38.8 show ssh user authmode..... ... .. . . . i 325
3.38.9 config ssh algorithm. . ... ... it 326
3.38.10 show ssh algorithm. ... ... et e e 327
230 SO I L R 328
3.39.1 enable Ssl ... e 329
3.39.2 disable ssl. . . e 330
3.39.3 download ssl certificate . ...ttt ittt 331
3.39.4 ShoW SSl ..t e 332
3.39.5 show ssl certificate. ... ..ot i i e e e e 333
A0 Wb BRI E T R 334
3.40.1 enable web_authentication............ ittt 334
3.40.2 disable web_authentication......... ...ttt 335
3.40.3 config web_authentication POTrtS ... ...t e e 335
3.40.4 config web_authentication virtual_ip....... ...t 336
3.40.5 config web_authentication switch_http_port ......... ... 336
3.40.6 config web_authentication redirect ......... . 337
3.40.7 config web_authentication session_timEoUL ... ....vviit it 337
3.40.8 config web_authentication method ...... ... .. i 338
3.40.9 config web_authentication authorization network ............ ... .. 338
3.40. 10 config web_authentication auth_failover ........... ... 339
3.40. 11 create web_authentication USer ........ ...ttt 340
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3.40. 12 config web_authentication USEr .. ... ...ttt e e 341
3.40. 13 delete web_authentication USET ... ....u.viiritit ittt 341
3.40. 14 config web_authentication redir_url ........ ...t 342
3.40. 15 config web_authentication clear_redir_url ......... ...t 342
3.40. 16 config web_authentication auth_page ........ ... . 343
3.40. 17 clear web_authentication auth_state........... ... ... . .. . i .. 344
3.40. 18 show web_authentication........o.uuiuirii i i et 345
3.40. 19 show web_authentication POTTS ... ...ttt ittt i e e 345
3.40. 20 show web_authentication auth_state ports ......... ..ot iinnnnn.. 346
3.40. 21 show web authentication connection..............ouuviniinineineneinennenann. 347
3.40. 22 show web_authentication USET ..........uiuiun ittt 348
3.40. 23 show web_authentication auth page ............uuuiiuiiniiniiininennenann. 349
A1 DHCP Snooping T1= i/ R oottt e e e e e e e e e 350
3.41.1 enable dhCp_SNOOPING .« vttt ettt et e e e e e e e e 350
3.41. 2 disable dhep_snooping .. ...t e 350
3.41.3 config dhcep_SNoOPINg POTTS o .ttt e e e e e e e e et 351
3.41.4 config dhcp_snooping mode deny....... ... 352
3.41.5 config dhep_snooping mode timer .. ... ...ttt in ittt 352
3.41.6 config dhep_Snooping INSPeCTION .. vttt ittt ettt et et ettt e e 353
3.41.7 create dhep_snooping static entry . ...ttt e e 353
3.41.8 delete dhep_snooping static entry . ...ttt eeieeaenn 354
3.41.9 config dhep_snooping option 82 state .........oiiiiinninininininininnenan. 354
3.41. 10 clear dhep_SNOOPING ENtTY oo vt et e e e e 3bb
3.41. 11 show dhCp _SNOODINE . v vttt et e e e e e 356
3.41. 12 show dhep_SNOODPINgG POT LS . vttt ettt e et e e e e e e 357
3.41. 13 show dhcp_snooping Static _entry ... ...ttt e e 357
3.41. 14 show dhep_SNOOPINgG ENtTY .ottt e e e e e e e 358
A2 POE T s R L 359
B o) o B i 1= o Yo Y< T Yo i o= 359
3.42.2 ShOW PO POT LS vttt 361
3.42.3 config PO SYSTOM . .\ttt ettt e e e e e e e e e e e e e e 362
3.42.4 ShoW PO SYSTOIM. .\ vttt e e e e 363
3.42.5 config poe recover_MOde . . ...t e 364
3.42.6 POe MANUAL_TECOVET . . ottt ettt e e e e e e e e 364
3.42.7 config poe check mode .. ... 365
3.42.8 show poe check mode . ... .. 366
A3 PD B U L T R 367
3.43.1 config pd—monitoring global state.......... .o 367
3.43.2 config pd—monitoring period—to—Start ........ ...ttt 367
3.43.3 config pd—monitoring restart—Poe Tetry ...ttt et e et ettt 368
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3.43.4 config pd—moNitoring 1CMP . ..ttt e e et e e e e e e e e e ettt et et 368

3.43.5 config pd—mONitoring POT S ittt e e e e e e e e e e e e e e e e e e e e 369
3.43.6 delete pd—MONItOTING POT LS . vt ittt et e e e e e e 370
3.43.7 show pd—mONItoring . ..ottt e e e 370

3. 44 COMMAND LOGGING T &/ R ottt ettt e e e et e et e 372
3.44.1 enable command 1ogEINg . ...ttt 372
3.44.2 disable command L1ogGINg . .. ..ottt 372
3.44. 3 show command LogEINg . . ...ttt e e e e 373
3.45 PERIPHERALS T i N Lt e e e e e 374
3.45.1 config green_mode POTLS . ..ottt 374
3.45.2 show green_mode POTtS . . ...ttt 374
3.45.3 port_led test . .t 375
3.45.4 show environment . ... ... ... e 376

B 4B R T L R 377
3.46. 1 config auto_recovery_MOde . ... ...ttt e e e e e 377
3.46.2 show auto_recovery_MOAe . . ..ottt ettt e e e e e e ettt 378

4o B DT I 379
B N T T I T L e 380
5.1 FR LED BT BBIG L0 R . 380
5.2 AV Y — UARICBIET HBIZ L0 .. 380
5.3 Telnet (ZRIH T 2HB & AFM oo 381
5.4 AA v F U INATHERBICBIE T 28R LM ... 381
5.5 VLAN \ZBHHE T 2B L0/ Lo 381
5.6 SFPICRHEIT B BIB L X .o 381
5.7 PoE ICRHIT B BIB L R R .o 382
5.8 WA Y 7 NCBIET BB &R ... 382
B, R . 383
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1.

NG A= —EREFIBE
/RT A= S —DRGEL, BOESR O,
2y RIA U HRICE D 2~y FRAIIC OV TIE 3 A BIBL T E &,

BOERAR DEfe, /NT A—HF—D

REFIMETITVET,

728, Web X—2R GUI FUZHOWTIFHIK(SW~==2 7 W) 2SR L T Z &0,

1

1 HRERORERE—&

BRI ZAEREIC B D HIRIRF D7 7 4V PEREMZ £ -UTRLE T,

FRELHE LZEEI2E, Tsave| 2~y ROFEITICE VW REMEESINE T,

HTREOBREICRTHEITIE, Treset system] 2~ ROFEITIZ L VRENYIEL I L E T,
#F1-1 T 74V IREE
BEHEH N " Hfar BRE D 3% TE AL
Account Admin EHETH T h(RRAT—R) “adpro” (72 1)
Account User a—HF =T Hh 7 h(RAT—R) L7z L)

Command Prompt

a<wy R7ar7 b

HRET AL N Y
AT AR

Auto Logout HEin 77 7 b OFEE 10 (53)
CLI Paging Wi A 7 a1 — /)L —E k- Enabled (Fh{E)
Terminal Line B R R DITEL 24 (47)

TELNET TELNET |Z & % 3 & Enabled (TCP 23)
Web Web ~N— 2 GUI | L % LE@E 6 Enabled (TCP 80)

IPif DHCP Mode

DHCP IZ X A& B IP 7 R L 2HE Y 4T

Disabled (GEENE)

IPif IPaddress

EPLIPVA 7 RL A

BEH Y (10.X. X. X)

IProute Default

IPvaS 7 4V b — b= A

BRIERL

IPv6 Address B IPV6 7 R LA RERL

[Pv6 Neighbor IPv6 AZT v 7 FA /83— RERL

ARP Aging Time ARP 7 — 7 VEEREREIC L A = — U v I 20 (43)

FDB Aging Time MAC 7 — 7 VEEEHRRIZ X B =— T o J I 300 (F)

VLAN State VLAN O EhELR AR Enabled (E1f)
VLAN Name VLAN £ default (vid=1)
Port State AN— k DWRAE (EME/FETENE) & PE (Enabled)
Medium Type I URR—bDAT 4T %A 7 (Fiber/Copper) Copper (UTP)

Port Speed Duplex

R{E /15 77 0 B B

Auto—Nego ( B BhE&5%)

Port MDIX MDI/MDI-X o> H B8k Auto-MDTX (H Bh7874)
Port Flow Control 7 v —HlE OB EKEE Disabled (FEENE)
Jumbo Frame Jumbo Frame FiE Enabled (Bh{E)

Link Aggregation Status Uy o7 7Y 7= a REREOBIEIRRE Disabled (FEBIE)
Link Aggregation Type Vo277 ) A—y g D% A7 (Static/Lacp) Static

Link Aggregation Algorithm

Vo o7 70— g7 03 ) XL

MAC source
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REE H NE H R RE D % E A
Mirror A— I T7—U v THEREOTERRE Disabled GEBIE)
Syslog B J R s RE OB R Disabled (FEE)E)
Syslog Host 0 JHRESE TP 7 R LA RERL
SNMP Status™! SNMP DB IR RE Enabled (BH{E)

SNMP Community

A 2=T =4

public (Read_Only)

private (Read_Write)

SNMP Traps k7 v FEE#EOBIERE Enabled (E){f)
SNMP Host N7y TEERIP T RLA WER L

SNMP System Contact VAT LA HEY B WER L

SNMP System Location VAT hal—va v RIE L

SNMP System Name VAT BT WIER L

RMON UE— hE=F U IEREOBIEIRE Disabled GEENE)
SSH SSH H#E Disabled (JEEN{E)
SSL SSL HERE DENEIRBE Disabled (JEE{E)
LLDP LLDP #RE D ENEIRBE Disabled (JEE{E)
GVRP GVRP #RE D ENEIRAE Disabled (JEE{E)
IGMP Snooping IGMP Snooping FHE Disabled (FEEIfE)
MLD Snooping MLD Snooping ##HE Disabled (JEEIE)
Traffic Control Status Ny B AN — Ll RE OB EIR R Disabled GEENE)
Traffic Control Action A b — LA OBEE— R (Drop/Shutdown) Drop (/<47 v MEIE)
Traffic Control Threshold | A b—AflfEORHE 64 (kbps)
Traffic Control Interval A — HEERR O B R IR R 5(f)

Traffic Control Countdown | A k— AIHIKED AR — kPHZEE TORERH] 0 FHZEZ L
Traffic Control Recover A b — LD R — b B i E TR 300 (7))
LoopDetect Status — 7By I RE D BRI AR Disabled (JEE{E)
LoopDetect Method Jb— 7R OB EE — K (Drop/Shutdown) Shutdown (7K — h FAZE)
LoopDetect Interval Jb— 7 B D T R 10 (F)
LoopDetect Recover Timer | L—7 IR AR — ML 5 £ TOREMH 60 (7))

BPDU Guard Status BPDU ' — REEREDEHEIRTE Disabled (FEEIE)
BPDU Guard Recovery Time | BPDU #'— NH#IBIFRF AR — kB E TORFMH 60 (7))

STP Status ARz 7 ) =7 a h a VRO BIEIRRE Disabled (FEBIE)
STP Version BE/N—3 2 > (MSTP/RSTP/STP) RSTP

STP Max Age BPDU 0 i KA R ] 20 (7)

STP Hello Time aN=Eaii| Z1 A 2(#)

STP Forward Delay 7+ T — T 1 LA Kl 15 (%)

STP Max Hop KRBy T Tk 20

SMTP Status SMTP 7 Z A 7 > MEREO B EIREE Disabled (JEE{E)

SMTP Server

SMTP $—/"—IP 7 R L&

FRE2 1L (0.0.0.0)
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e A

N

HAFTIRE D 3% TE B

SNTP Status

SNTP 7 Z A 7 MEREDEEIRFE

Disabled

SNTP Server

SNTP $—/"—IP 7 R L&

FRE2 1L (0.0.0.0)

SNTP Poll Interval SNTP H— /S —~ DRV V& 3o [H BRI ] 720 (F5)

MAC Auth State MAC FBAEHERE Disabled (JEEIE)
MAC Auth Method MAC F8FES7 1% (Local /Radius) Local

MAC Auth Failover RADIUS AKJEZHFD Local FRAE/TRHIFRFED] V F5 2 | Disabled GEEI{E)

MAC Auth Format

MAC BBGERF DT RL A7 3 —~< v b

Case:uppercase

Delimiter:none

MAC Auth Password Type

MAC FREFRF D RRA T — K& A =

Manual_string

Web Auth State Web FRALA%AE Disabled (FEEIE)
Web Auth Method Web FXGFE 1% (Local/Radius) Local

Web Auth Virtual IP Web FBEEH OAR IP 7 K LA FBRE L (0.0.0.0)
Web Auth Failover RADIUS RIGZERFD Local FRAE/FRHIFAFEDI Y & 2 | Disabled GEEIF)
Web Auth Redirect Web FRFEME I ~D5RH Y 2 A L7 k Enabled (&1E)
Web Auth Session Timeout Web SRFFME DY v g U F A AT 7 MR 120 (%)

802. 1X Auth State 802. 1X FBAFHEHE Disabled (FEEIE)
802. 1X Auth Protocol 802. 1X 8714 (Local /Radius_EAP) Radius_FAP

802. 1X Auth Failover RADIUS RIGZERFD Local FRAE/FRHIFRFEDI Y & 2 | Disabled GEEIF)
RADIUS Server RADIUS H—/S—IP 7 KL & RRER L

RADIUS Timeout RADIUS — R—JEED X A LT v kB 5(%)

RADIUS Retransmit RADIUS H— \—RIGE DR 2 ([a0)

QinQ Status JEIE 4 7 VLAN BEBE OB /EIRRE Disabled (FEEIE)
QinQ Role AR— bt & A 7 D435 (NNI/UNID) NNI

QinQ VLAN Translation VLAN Z5Haae o B R 8 Disabled GFENE)

Bandwidth Control

7 Sl il

I 72 L (no_limit)

COS Mapping

C0S < v v'> 7 (Eth_Priority/IP_Priority)

Eth_Priority(802. 1p)

802.1p 0 (Class 1)
802. 1p 1 (Class 0)

802. 1p 2 (Class 0)
802. 1p User Priority Tag User Priority fEOD/~— K% =7 % 2 — 802.1p 3 (Class 1)
802. 1p 4 (Class 2)
802.1p 5 (Class 2)
802.1p 6 (Class 3)
802. 1p 7 (Class 3)
802. 1p Default Priority Tag 72 L 802. 1p 21l 802. 1p 0 Priority

IP Priority TOS Value TOS fEICBIEAfH T DO N—FR T =7 ¥ = — TOS 0-7 (Class 0)
IP Priority DSCP Value DSCP fEIZBIENT 1T D AN— R = 7 & 2 — DSCP 0-63 (Class 0)
ACL T AHIE Y Xk OFRGE BRERL

DHCP Snooping State DHCP Snooping HEE Disabled GEBEHE)
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REHHA N HE R IRE 0D 3% A
DHCP Snooping DENY Mode DHCP Snooping B{EE— K (PERMIT/DENY) Disabled (PERMIT)
DHCP Snooping Mode Timer | DHCP Snooping PERMIT “E— REFDITFZ A ~— | 1800 (F))
DHCP Snooping Option 82 DHCP Snooping A 73 = o 82 1EHATINKERE Disabled GEEI{E)
DHCP Snooping Inspection DHCP Snooping MR %4t (ARP/1Pv4) 4:C Enabled Git%2)
PoE State™ EEVARS &5 Y UK S Enabled (&1E)

PoE System Power_Limit

AA -y FREO B HIFRAE

APLGM110GTPOE: 125 (W)
APLGM118GTPOE: 250 (W)
APLGM124GTPOE: 375 (W)
APLGM110GTPOE2: 125 (W)
APLGM118GTPOE2 : 250 (W)
APLGM124GTPOE2:375 (W)

PoE Ports Power_Limit A— N HEAL O I BRAE 31, 200 (mW)
Command Logging State™® AN CEE (N Enabled (B){F)
Green Mode State™ BEIIERE OEMERTE Enabled (Eh{E)
SFP Auto Recognition™® = VRN — b SFP H BhERak Enabled (@){F)
PD Monitoring State™® PD E=% U v JHEREDOEERRE Disabled (JEBIE)
PD Monitor Period—to-Start | PD &=4 U > 7 O BI#AIEH 3(7)

PD Monitor Restart retry |PDE=% U > 7 ® PoE Fidh CHOMEIHFITEIEL | 3 (")

PD Monitor ICMP Interval PDE=% Y v 7D ICMP B#E IR 5(F)

PD Monitor ICMP timeout PD =% U v 7D ICMP &4 H ] 1000 (X U )

PD Monitor ICMP count PDE=% U v 7 D ICMP - k[E %K 3([HD)

1 SNMPHEREIZT 7 + /b &

SHEN ]|

ICBWT, SWPa 2 2=TF 4 —&AN T HLETHOSNMP~ R—

T =MD T 7 AN I ET, SNMPHEREZ A L7 W4, delete snmp community, delete
RECAI 2=T 4 —%, 22— —AEZHIRTLILENRDHD £,
2 PoEREREIZLL T OFSFECxIIG L E 97,
GM3 U — X6HEFE : APLGM110GTPOE, APLGM124GTPOE (GM1. 04. 00LAMED Y 7 R 7 = 7 R— 5 V)
: APLGM118GTPOE, APLGM110GTPOE2, APLGM118GTPOE2, APLGM124GTPOE2
3 a~wr Ru ZHEEIX. Y7 b= 73— 3 > (GM1. 03. 00LARE) TEAIL £ L7z,
X4 BEIBEREIZ. Y7 FU =7 N— 3 2 (GM1. 04. 00LARE) TBAIL £ L7z,
5 SFPHBNFERFRISAEIX., ¥ 7 F U =T /3= 3 > (GML. 12. 00LARE) TiEMM L £ L7z,
6 PDE=HX U U THEREIZ, Y7 b =T 3= 3 2 (GML. 14. 00LLRE) TN L & L7z,

snmp user
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1.2 PRTLEXKE—E
BT AV AT A RKIEER 121" LET,

AR 2 REL

#z 12 VAT AREKE—E

m H

o~

N

KAE

IPif IPaddress

IP 7 FL ¥

1 ()

IProute

N— T =T

1 (Default /L— 1)

FDB (MAC Address Table)

MAC 7 R L A7 — 7 /LB G5k

8191 (RAZ T 4 w7 &r)

unicast AX T 4 v 7T hU—%

256

multicast AX 7 4 w7 b —#

128

ARP T — 7 LBk H

1024 (AT 4 v 7 &Te)

ARP
AT 4y N —# 255
VLAN VLAN % 4094
Q-in-Q VLAN 7 v AL —3 g U b— L 16 (Replace)
802. 1v 71 k2L VLAN 7 v— 74K 16

802. 3ad Link Aggregation

Voo 77V =y ar I—7%

APLGM124 : 8 7' )L—
APLGM118 : 8 7' /L—°
APLGM110 : 5 7' /—"

L TN— kT H A =R — MK 8
Q0S N R 2T % o —f 4 (Class 0-3)
o TIREAYANDTa T ANV 256
e ETOTOT 7 A NMIKT DT 7B ANL— 1V | 256 (HEE41K)
Port security A— N THIBRY % MAC 7 R L 25238 %4 64
Telnet Session Telnet D[EIFFE v > 3 VK 8
User Account WiEa S A4 OT vy MK 8
Trusted Host Trusted 8 A2 h D IP =2 kU —%& 10
Syslog Host Syslog E{E5LD TP = b U —# 4
IGMP < /L F % v & K 7 L— 7% 128
IGMP Snooping
IP & % & 1024
MLD Snooping MLD = /VFF% v A k7 —T%% 128

MAC Based Access Control

MAC FRFEC RADIUS FRFEIC X 2 IR EK

i VLAN: 128 (& 4 14)

A VLAN: 64 (CLEE 4K)

MAC Aicy ijET LOCal pm_)p L:J: }:)I:/ }\ U %iﬁ

128

Web Authentication

Web Z2EFC RADIUS FEEIC L A N B A S

ERi VLAN: 512 CEEE A E)

A VLAN: 64 (CLEE 4K)

Web Aicy ijET LOCal pm_)p L:J: }:)I:/ }\ U %iﬁ

16

Web SREFRTORIEFE v > a v

63

802. 1X Authentication

802. 1X FRZF T RADIUS FREFIC L B I I R

I VLAN: 16 (R — |k BAT)

A VLAN: 64 (EEE LK)
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H H N " KA
802. 1X FRFET Local FBFFIC L B> U —4%k 128
Radius Server RADIUS H— _"—D I[P = U —¥% 3

DHCP Snooping

DHCP Snooping T — 7 /L& éx5

126(RAXT 4 v 7 &Te)

AZT 4y =8

126

MSTP MSTP A > 2 % v 2 ¥ 4
LLDP LLDP 8 %0 VLAN % 32
1024000 (Kbps)
Bandwidth N7 7 4y 7 IR
64 {55

Ty IR 7 L—AY A X (Un-Tag) 9212 (Byte)
Jumbo

xR T L —AH AKX (Tag) 9216 (Byte)
SMTP SMTP H—/ 3= [P = kU —4& 1
SNTP SNTP #— =D [P =k J —¥ 2

AMA FRFEY — =D TP = b U —%% 16
AAA AAA BBRED — R — T —T % 4

MARBEEY—N—1 7 —TFDIP = b Y —% |8
SSH SSH D[ElY v 2 a ¥ 8

SNMP MIB B = —®D x> b U —%k 30

SNMP MIB Z /v —7 D> kU —¥ 30
SNMP SNMP Community £ D=y b U —% 10

SNMP v3 —HF—# D=z b —% 10

SN\MP + T » ZEHRD IP = U —% 10
LOG 0 7 DR 6000 (Line)
Mirror 27—V T DL R — MK 1

SSL Certificate

EFRAED A AR — MK

1

PoE

HE R O G T 7 il PRAK

APLGM110GTPOE: 125 (W)
APLGM118GTPOE : 250 (W)
APLGM124GTPOE : 375 (W)
APLGM110GTPOE2: 125 (W)
APLGM118GTPOE2 : 250 (W)
APLGM124GTPOE2:375 (W)

R— b~ BAL O G #E ) il BRAE

31, 200 (mW)

W1 EBICEREFRERT 7B AT 2 ORI —ILEIL 256 T, T 7RS0T 7 A4 ALRIKT
256 L EDT 72 A N—)LBEIN BTHZ LITHRERA,
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1.3 MEAIP7 FLRERE

Ver. 1.08.00 LABED 7 7 — A7 = 7 Tl&, FIEHEBIRHCHI IP 7 KL ARLLUF O E/L—/MIZHE-
THEBRESNET, THEHOREICEDETIP Y FLAEZEHE LTI EIVY,
(1) #1 IP 7 K L 2D ENL—/L

FHIIP 7 FLADIET 1 34 MI 10 DBETEE L, 284 b2vb 434 M ETIEEEEMAC T R L
ADTNL3 /34 FE 16 EEE D 10 A L7 E CHBEMICRE SN E T,
FEFEMAC 7 R L AAS 00:40:66:0A:0B:0C DA, ©I# IP 7 R L A% 10.10.11. 12 £ 720 F9,

ZLEMC7 FLR N} IP7 KLR
00:40:66:0A, :0B, :0C, [ > 10,.10,.11,.12,
Bl fE T T A

16 E#H=>10 EH L
@2 ¥ 7Fxy h~wR7

Y7 Xy b~2A70%, EERS8 By b (255.0.0.0) [CRESNET,

(3) W1 IP 7 R L 2 DR IT 1k

Ver. 1. 02 LIfE D NX— g U CTHIMF SN 7Z8L TiE, I IP 7 R L ANEEE b » 7R LD/ —
a— RS~V IR EINET, FNURTONR— g o CHm SN TIZYE IP 7 RLAD

SENDHY FHAN, NR—a— RFUL EDOMACT RLAFERTHAHWIUT EOMAC 7 L AFER
ZolZ, ()OFWIIP 7 KL ADRENL—IIIME-> THEET 2N TE £ T,

- \
s Cl 1
|||||||||||||||||| ||| ||| || || | ||| || | | |||||||||||||||||| —

| Defa \t IP 10 10 11 12/8
/|\ L

IIIIIII\IIIIII\II I
MEAIP7FLR

IEER

@ zsummomm P 7 FLRIZ WA default (vidD) ISARELET.
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1.4 NS A—3—EFIE
(1) RTA—=H—REMRKEHNTZ/NT A —% —ZEDTFNE

| T R — 5 — BRSOV (1. 5 i)

l
| 8T A— B —FREE OB (1. 6 BB IR
l
| T A= 5 — BRI O ON
I
| A8 DI ON
l

LED R T v 7 DR
PWR /R LED 2854 L CWA Z & 2R L T2 &0y,

!

FRENTZH, fAIPF—ZHLTFIV,
BREINWGE, Ctrl+R Z# L, 2> Y —)VHEE %
HHLTLEE0,

SRR

Press any key to login...

l

INT A —H —F Ej?ﬁj{@i%ﬂ_‘ ﬁ@ﬁﬁmu
PLTFD L5 %Téh“(b‘é LERRER LT IEEN,

FRINRNEE, Ctrl+R 2L, 2 Y —/VEE %
B LT 7EEN,
<GEoRBi>

ApresialightGM110GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.15.00
Copyright (C) 2021 APRESIA Systems, Ltd. All rights

reserved.
UserName:
J
| L AT KT T A (2.2, 1 HBR)
l
‘ VAT KXT A —H— D GE (2 BRI
l
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AREENOT 7T Dk
#logout

Press any key to login...

l

INT A — B —REMAZEPROFF & L, ARIEENSED

l

Yy Ty TET

(2) Telnet ZHW= T A—X2 —REDOFHE
Telnet Z HW/2/XT A —2 — DX EIT. ANLEEN LAN TR SV IP 7 KL AN

BOHFETT .

ARIEFEITEID Y THNZ IP T R AIZ Telnet 2~ K
’CT?‘TZZ LTSN,

f51) telnet 10.0.0.1
7' 7 K (UserName:) DRI ND Z & &R L TL

f;éb\o

!

VAT LT A (2.2, 1 HEW) \
!

URT IRT A — DR (2 EHIR) |
!

ty N T v TET |
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1.5 /NS A =8 —REinRD %R
RIGED/NT A —F —FRIE MR R ORME R ONERER 2R 1-3, £ 14 1TRLET,

K 13 NTA—F—REMKRDEM

T % H OB K
1 Ui AR D% E ANST (VT100 H.f4)
# 1-4 BIESMN
HE H H Tt kR
1 Ty T H— 8bit/F v 7 7 F—
2 ARy 7E Yk 1bit
3 N T — 7oL
4 7 v —il{# L
5 A—L—Fk 9600bps (7 7 4 /L )
6 WREEGE T — 7 v |RS-232C r— T L (A R L— k),
7272 L, ASEEAL DB-9 A4 A A =2 %
7 Z—FMMHOZ L
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1.6 /INT A —R—KRTFinRDELR “
NI A = —FERRERIEE Da Y —)LiR— F B EERMN S TWAER Yy — 17— 0
(AP —R)ZHNTHERLET,

1t ot ot
w O ([PUCO0g) D000

e

e e e e e

A e s B e e
m-.:”--
..~..:...

RS-232C 54— T )L
(R FL—H)

1-1 RS-232C 7 — 7' /L Dk

TREICAREED 2 Y — VR — b AR ETEH L ET, =Y —3FR— ME, RS-232C (DTE ft:
BE, ARz o>TWET,

F 1-5 a2V —LR— DO AL
v No. | 554 EEONE 1%
) _ - _
2 SD RET—% H7)
3 RO |%fz7r—# A
A _ - _
5 56 [alj% 7 — A -
A _ B _
; _ - _
g _ - _
9 - _ _

FEREE

@ -tz ssa—s—mEBOBZ RS20 T —TLEEEL.
BANHILD 1B H QBB <X L ENT CEEL,
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RS-232C 7 — 7 /LD U ELEZ FEtlcidd# L ET,

# 1-6 RS-232C 4 — 7 VS H1 (D-SUBY 29 EL O8h

ARAEE M =T 2 — /i’?}—&_gj{fgﬂqﬁ%;'{
9 v’ D-SUB (A4 R) bt = O/
9 v'> D-SUB
B R o
1 1
- 2
- 3
- 4
- 5
- 6
- 7
- 8
- 9
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2. OAXKRIAA4A B3 —T 1 —RADEKRIEE
Oy ROV HRICE BT A— B —DFT/BRE A L £,

2.1 a< 2 FOXRRE
2EBIOIEOa~vY ROFHHC TR EIND, Fa~y NO5|HOERTLHAEZR 2-1 1R LE
‘a—o

# 2-1 a~r FelBoKLHA|

UL =4
<> A, E T IRME DI E D
Al B AFEFIIBDOEL B EERIR
[ ] B ATHE
() B DT A—H—% 1 ODERELT
w5
ITALIC 1K D IRT A — B —Z5E|
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2.2 W=
g R4 FROMEEZHALE T,

2.2.1 asv4 >
login4 :adpro (X VW v AT Aizu A LET, RN EFERHIIT SR T — RIZERE ST
FHADT, ZOFEFE Enter F—ZMHL T/ A LTLEE,

ApresialightGM110GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.15.00
Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved
UserName : adpro

PassWord:

Warning: No password has been set for this account. Please set a password for

security.

e AL

@O o sonknTF LT T KRT—FEBESATLDELT A
FTRSAVTRE, BEA v E—UNERENET, €52 YT —OBAN
5. DFAUTHYY MEEART— KEREL TS,

2.2.2 #HMET Ao > b ap_recovery
a ) —)LiRk—brDOua A EETOD [UserName:| 717 8T lap_recovery| Z+EL T
Enter Z AJ19 5% &, HEEOHIUL P ITOIET, THD L FRONAT—=REZFLETDT T v
2 A —IRGFINTHERR, BLOETour/2HE L CEEEZFEEH L E T,

ApresialightGM124GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1. 15.00
Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved
UserName:ap_recovery
System will be reset, save and reboot!
Load Factory Default Configuration... Done
Saving all configurations to NV-RAM... Done

Please wait, the switch is rebooting..
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FEER

0 create account A< > KT, 2—H—% lap_recoveryl DT7Hh > FDYERKIET
BETT A, 2V V—IKR— FTEHIOBHENENELESN, T4 THO U REL
CTIXERATEEFADT, HBZA—H—RBDTHOUREFERELLHZVNTLCESLY,

o lap_recovery] [ Ver.1.01.00 LIED 7 7 —L Dz 7 TR LTWET,

2.2.3 ARV EFAR
2.2.3.1 OV RFAIXF
Ka<wr R4 FRITRIF/ /N CF a2 XFI L ET,

2.2.3.2 AN##5EHEEE

(1) 2~ FOANOBEZ, £Da~y FE@ikrTe 2 XTI OB AT TIEE <, B TOILFHIO
ADNZIEDH Y £ A,
() “save config’a~y REEIELTAN

| #isave config ‘

| ftsa ¢ ‘

(2) MR/ a~ 2 FEMY IWEEITE, [P]1F—2M L TSV, ATSCFF10 bR Al fe
A<y FeFRRLET, BBOa~ s FRRIRTE 25681203, BIRAEReEToa~ sy PR
KRINET, Flo, RIRA—F—2RETHa~vy ROHBHEIC, (¥ —2AN1T5L, T
A= —ORERMZ FRT D ENTEET, [TAB]F—2M4 L, ATARERa~Y b
TUTZDOICFHN M7 L CHERICER R LET O T, BTOXFINEANT LLEN DY £H
Poo BIZIE “sa” L) LFHING [TAB] F—THiTET 5 & “save” a~» FRFRENET,
(1)

|#sa[TAB]39*— ‘

|#save ‘

2.2.3.3 BEDRE
EENKE T T vy a AT —ICEZATITIL, “save config’a~y REffio T 7ZEW,
(f51))

#isave config

Command: save config

Saving all configurations to NV-RAM...... Done.

Success.
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2.2.3.4 BEORY O—)L

g REITRFCERTE Z2NED 1 BEIZINE S22 WA, im MICERFIESF—NFRREN
F9, ZOWRET, LBEIZL UEERHES—Z2ZATILTFIV,

EEEIE

O =< roxsansse. FoRLEREET, Z0BEESELOS—2F
WY RO TTRY DXFIIEE 80 XFIHE AL

2.2.3.5 ¥—0FELNE
Svy NS — & ERHEE— O AL FICER L E7

#F 2-2 a~vr NREF—OFWE

Delete F— A=Y NEBTELFEHIRL T, RIZ, ZOITICE ST XFE LT T
FLET,

Backspace ¥ — a1 — Y VOEFHICHIER L T, WIS, ZOITICE > TWA L TH K
W7 P LET,

Insert ¥—F7-1% G AT EOVEZET, FUDEE. XTFEHAL, BIOXTEAIC
Ctrl+R 7 hLET,

FETA) & RE1F— WA — I VEBEILET,
FTa) & RE1F— FIZA—=Y NV aBE L ET,
b E REIF— avy FIFCHLE—FICAY, BfEOE vy avrpa< s RERNG,

AN Uiz~ RO LEd, AR Lz 2~ > RO
BAH (F—=~> FOBAD, —iRE L THAT) OBRICHEM L E
T, I FFOH LE— R TR, RFERNCAT Lica~ > RREOR
S, k& REIF— 2T NIRRT 3~ o RICIEREI Y o b
E9, BESF LV A~y NIV EZ BT T & REISF—2EH L

E I
T & REIF— a2 RERHLE— FT, BEXSFTLOa~y REFRHLET, W
X — 2T OB L o~ > RIZIERE D b 4,
Tab ¥ — vy ROF—U— REEITVET,
# 2-3 FoRHHF— o
A= AN WOR—=T R RLET,
CTRL+C BEDON—UDRRINDGE, KD OX—VORREIEDET,
ESC 2% — BEORX—VBRERINDIGE KV OXR—VORRE IO ET,
n WONR—T TR LET,
p AION—T 2 RRLET,
q BEON—VBRRRENDGH BV DOXRX—VORREIEOET,
r BAERRINTNDE =R LET,
a NR=UFRREFWETIZ, BV ORX—V 2R RLET,
Enter % — WOITEZIZT—7 N ) —&2FRrLET,
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3. avy FOEH
EEEIE

@O o —Lvz7er L1 TE ABLEELTLAITY FOBSFHE— LT
EYFET, REFHDITY FEANLIEGEOEIRIESLFEEA,
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3.1 #¥—J)gkav KR
3.1.1 cable_diag ports

H Ay

VAR NRT =TIV T A N LET, VYA A NXT A —T Ll
TGN INTBE. =T —DX A T EIRAEGETREZKH L ET,

15 3C

cable_diag ports < <portlist> | all >

]

VAARNT =T NEDBELET, F—T7 B, %y4xk&7*
ZWEZEEEL, WEERLZ ETiIThbhvEd, BWRER T, 7—7
w@%/4x%A7 %L TOKy lOpen) 7¢ EDOBWINTOI, BAEH
T A MERER T LET,
TRTOYAARRTIZRILT 0K OB TONSGE, YA — b
DT A MERIT T0K) ERARINET, MR — M —T DRI
TWRWE B L7236, No cable] R RSINET, V73— 1T
— I SILTWRWVIRRE CE W T — T L 288k L7281 h No
cable] LFRENDHTEDRHV ET, WTFNLDY A AT T T —
DHERINT TS, 7T A MERTIIHIET DY A A MRT & ZO/REE
RLET, REWRT T —X A 7121 T0pen) IShort] WdHV 97,
ZD95H l0pen) X, VA A MXTHPEHEDLFT CEKANCOIN 0T
HTEERLET, THUL, VAR ST W ERFREOFEEMED B Y
ESr VN 1§Jzij /7/\—F7“—73>@méﬂfb\tﬁb\bk ECHr—T7 IV
L TW5b WCHLEREINDZ ERH Y, TOpen) DARRENLT L H 7
~7w®£ %mTki@Diﬁho)/?ﬁ%@%ﬁ%ﬁﬁﬁﬁ&\ﬁ
AWM A LB T, FRLS DT —% 7 ([Short] 72 ¥) NFR
SN, T NRBEEICR AL IDORENRD DEVRH D 7,

INT A—H —

<portlist> — 7 A h9HA— FMifHEfFHTELET,
all — T X_RTOR—FEHEELET,

il R IH

L,

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1.00.01 LLF%

FERF:AR— N 1~3 DYV A A ST 7 —T VZME21T 9 121X

ticable_diag ports 1-3

Command: cable_diag ports 1-3

Perform Cable Diagnostics ...

Port Type Link Status Test Result Cable Length (M)
1 GE Link Up 0K 0
2 GE Link Down No Cable -
3 GE Link Down Pairl Open at 2 M -
Pair2 Open at 1 M
Pair3 Open at 1 M
Pair4 Open at 2 M
#
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FEER

o ApresialightGM124GT-SS B U ApresialightGM124GT-PoE/PoE2 Tl&. R— + 22 D4
—JILEMIE 16bps TY O 7y T LTWABBEIZRY ., EHTFHETY,

O s rosrBcrE— oI 7Y TBEBY Lo EYURRELETOT
SEEEN,

O roroRsLBELET BB LTCEEL, F—TL0H
HO( 8- T 1 RORBIZEYRBOR S EREDBANRSY ET,

@ o7 rTnEBELTL AR EETR FORRIZEE Y EEA,
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3.2 EXRWMLZIPa<TU K

3.2.1 config ipif

H Ay

IP7 FLAEHRAERE LET,

3L

config ipif System < ipaddress | vian | state | bootp | dhep | ipv6 >>
ipaddress =ipaddress <network_address>

vian = vlan <{vlan_name 32>

state = state < enable | disable >

ipv6 = ipv6 <ipvbnetworkaddr>

]

ARa<w RTEAASL v FDIPA U F—T2—A%EHEL, IPT FLAFEHEY
BEkLET, IPT RLAXOTINO VIAN IZIERR SIS IP A VX —T =— A
CRESNET, IPT FLADRELEIZOFE) (IPv4, v6) . @BOOTP,
(QDHCP, NHIEIRTE £,

INTA—=H—

ipaddress <network_address> — AA v FIZKET D IPv4 7 KL A& Ry b+
A7 BANNLET, WEROEXTT LA~ A7 OIFEREEECE £ T

(f : 10.1.2.3/255.0.0.0 F721% 10. 1. 2. 3/8 & CIDR B2 &),

ARKa< RT0.0.0.0/0 Zf5E LA, IPT RLABKREYOIRREIZR D F
9, Ver. 1. 11 LA Tl MEEEBIFICIP A VX —7 = —ANEFLHT, 7D IP
7 RLAA30.0.0.0/0 IZRESNTWND E, HEEGIZ IP 7 RL-A230.0.0.0/0
MOHHEIIP 7 RLRAICEZH 2 5 F 9 (current_config DEXHLZ ),

vlan <vlan_name 32> — IP f > #—7 = — A& {ERT % VLAN Z45E L £,
state <enable | disable> — IP f > #—7 = —R% lenable] (%)) £7-1%
disable] (MEZNICLET, BRI THE, IPT FLRAOREICED LT,
AA v F LD IPBENMTARL R ET,

bootp = AA wFITIPT RLA&HIV Y THHiEE LTBOOTP 71 k= /L% 58k
RLET,

dhep = AA wFITIP 7 RV RAZEID Y THHEE LTDHCP 7'a |k 2L A 34R
LET,

ipv6 ipv6address <ipv6networkaddr> — IPv6 %> NU—27 7 KL RAZFEEL
T4, TOT RFLVAFHRART RLALERY NU—I T LT 4 v I ADES %
ERLET, —ODA L Z—T2— A TEED IPv6 7 RLAZRETHZ LN
TEET, LW RLARNERINDE, ZOipif IBISNET,

il R IH

BEET TN 3312 OAKa~v REFITTEET,

ﬁ/ﬂ\/§—3\25 Ve

1. 00. 01 LLf%

ERE: A A > FIZIP 7 RLAZHRET HI2IT

Success.

#iconfig ipif System ipaddress 10.48.74.122/8
Command: config ipif System ipaddress 10.48. 74.122/8
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BB AL v FOIP A ¥ —T 2—AZ T H121E
ficonfig ipif System ipaddress 0.0.0.0/0
Command: config ipif System ipaddress 0.0.0.0/0

Success.

FEEE

0 (Ver. 1.08 LL[&)
ATV KRTIPA A —2012—X%0.0.0.0/0CHEFETHE. IP7 RLANEKEY

DREICEYFT, IP7FLRAEBBREHRETHHA P77 FLADEICEEHRZ D
5. REZRFELTHEHIILENHYET,

IPA422—7x2—X%0.0.0.0/0CEETHEHEAIFaVY—ILKR—FZEFERALT
{IEELY, telnet HED) E— FEHKZRAWEBE, OYY FAARELIZIPT
RLANKREIYDREIZHEY ., VE—MDLT7IOERTELGLBYET,

G AA v FOIP A ¥ —T = —AZ Wb H121E
#iconfig ipif System ipaddress 0.0.0.0/0 state disable
Command: config ipif System ipaddress 0.0.0.0/0 state disable

Success.

FEER

0 (Ver. 1. 08 LL[%)

IPA 23— 1 —REFZLICEMILT 555G, state disable AT a v E#FERAL
TL 2Ly, state enable DIKEETIP 7 FL X% 0.0.0.0/0 ICERET HE. AD
BATIXIP7Z RLADRKREILELGY IPA U3 —DJz—ANFERATELGLRAYET
N, BiE#TS5E Ver. 1.08 TRESN-IP7 FLRABEHREMAECLY .. 1
IP7 FLANEFMICEIYHBTOIET,
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3.2.2 show ipif

HHY IPT7 RLAFEREFRLET,

&L show ipif

B AKa<wr Rit, A4 v FOIPT FLAFREFRLET,
INT A=K — 7L,

] PR =5 I 2L,

K/ N— g > | 1.00.01 LI

RG] A A v F D IP T FLAEHRAEFRRT HI2IE

#ishow ipif

Command: show ipif

IP Interface Settings

Interface Name : System

IP Address © 10.10. 11. 12 (MANUAL)
Subnet Mask : 255.0.0.0

VLAN Name : default

Admin. State : Enabled

Link Status : Link DOWN

Member Ports 1 1-24

Total Entries : 1
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3.3 ERMIGRAyFaTU kK

3.3.1 create account

H /Y T o v N ERERRLET,

S create account < admin | user > <username 15>

BIC]] RKa<wr Rix, FRT7 IO ME2ERLES, BT A7 0> MaE, 5x
HHEBRIZ L > TEBET W U Fea—F—T v hOWTUNEREL E
T, 2K ERRAT— RIIRK 16 XFRMERTEES, 7H Y MIsHE
ECERTHZENTEET,

INT A—H — admin <username> — EHET HU L FOLRIEZRELET,
user <username> — L—W—T I NOAFIEHELET,

] R = I HHET D NOHRa~v L REFETTEET,
=P =T 1~15 LFLNTASN LET,
NAT — RiF 0~15 ICFUANTAD LET,

X/ N— g 1. 00. 01 LA

A o ——4 [APS] OEHET H o b EERT 512X

Success.

#icreate account admin APS

Command: create account admin APS

Enter a case—sensitive new password: ik

Enter the new password again for confirmation:seksksk

3.3.2 config account

ELD THADY NONRAT— REERELET,

1§ config account <username>

B! Ka<wy RiE, fEREOT H 7 hONRRAT— RELEHELET, a~vr FAS
Bz, HOWSRZAT =R FHLWANRT — R LWRRATY — ROF AT 22T
KRN EINET,

INT A —H — {username> — BEXSNTWAT WU MAERELET,

] PR = I BEHET T NOHRKRav REFITTEET,

=P =T 1~15 LFLUNTASLET,
INAT— RX 0~15 SCFLUINTA I L E7,

X/ N—2 g v

1. 00. 01 LLf%
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B ——4& TAPS] OT H v hO/NAT— REHRETHITIT

#iconfig account APS

Command: config account APS

Enter a old password:skskkk
Enter a case—sensitive new password: sk

Enter the new password again for confirmation:ssksksk

Success.

3.3.3 show account

HE TAU S ME#REFRRLET,

3L show account

i Kavwy i, AA v FOT7 Y MERERRLET, 22— —4 LHERR
FRINET, "AT— NEIRRINEHA,

INTA—H— 72 L

il BRI EHET WY b DORAKRIa~ L REFTTEET,

XfIs/N— 3 > | 1.00. 01 LA

B AERR LT o v MEREFRTT DI

fishow account

Command: show account

Current Accounts:

Username Access Level

Total Entries: 1
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3.3.4 delete account

H Ty NERIFRLET,
L delete account <username>
Bt Ko< RiE, BEHINTWAT AU FE2HIBRLE T, adpro b EDT-ET

DT 17 NIRRT 5 L EED2—Y—4, RNAU—RNTHEEICR A T
EAHZ LT ES,

IRT A= — Cusername> - BT A7 v "N EFEELET,
Hill PR - BHET T NORRKa<w s REFITTEET,

RS/ N— 5> | 1.00.01 LUK

ERBF]: TAPS] WO BEFEDOT v s &HIBRT 512X

#tdelete account APS

Command: delete account APS

Success.

3.3.5 show session

HEY nJAva——EFRRLET,

L show session

At AKa~xr RiE, e /A opoa—HF—2 IV A TERRLET,
INT A —H — 7L,

il BRI 72 L,

R/ N—2 =3 > | 1..00. 01 LA

R e /A vhoea—YF—D U X b ERFTDHITIE

fishow session

Command: show session

ID Live Time From Level Name

8 0:0:53.410 Serial Port 4 adpro
Total Entries: 1

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
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3.3.6 show switch

H i) AA v FOREKRIGHREF R LET,

X show switch

Gk Kavwr FiE, A v FOEARFREZFRLET, MACT FLZ, LU TL%
e EOFEAFEROMELY . EOMOEEFRNFRINET,

INT A — B — 7L,

] PR =5 I 7L,

St S— 3> | 1.00.01 LA

G AA » FICET DIEMERTT DI

fishow switch

Command: show switch

Device Type
MAC Address

: APLGM124GTSS Gigabit Ethernet Switch
: 00-40-66-0A-0B-0C

IP Address ©10.10.11. 12 (Manual)
VLAN Name . default
Subnet Mask : 255.0.0.0
Default Gateway ©0.0.0.0

Boot PROM Version : 1.00.01
Firmware Version : 1.15.00
System Name

System Location

System Contact

Serial Number 1170892130007
Spanning Tree . Disabled
GVRP : Disabled
IGMP Snooping : Disabled
802. 1X : Disabled

Telnet : Enabled (TCP 23)
Web . Enabled (TCP 80)
RMON : Disabled

SSH : Disabled

SSL : Disabled

CLI Paging : Enabled

Syslog Global State: Disabled
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.3.7 show serial_port

H /Y YT NR— R ELZRRLET,

&L show serial_port

BIC]] AKa<wr R, 2y =T —7EHTITH VY 7R — MBEICET b
ErFrLET,

INT A — K — 2L,

] PR =5 I 7L

®thgas3—a > | 1.00. 01 LARE

ERF: ) TR — FREEFRT DI

Baud Rate
Data Bits
Parity Bits
Stop Bits
Auto—Logout

#ishow serial_port

Command: show serial_port

: 9600
: 8
: None
21

: 10 mins

3.3.8 config serial_port

H 1 U TIR— NOFREEITNVET,

S config serial_port < baud rate | auto_logout >
baud_rate =baud_rate < 9600 | 19200 | 38400 | 115200 >
auto_logout =auto_logout < never | 2 minutes | 5_minutes | 10_minutes |
15_minutes >

BIC]] AKa<wr Rix, 2y — AT —7LEHTITHI> VY TLVEEOR—L— &
e 770 MEREZRE L E T,

NG A— K — baud_rate <9600 | 19200 | 38400 | 115200> — AR R k& DBEICHEH &
NHYTNVAR—L—Kbps] ZFELET (1.5 [T A—F —FEmADHE
i) 2B, 77 4/L FERIEIL 9600 T,
never - —HP =IO DANN L o Thary— v 77 v METICH
WIRBEZHERF L 7,
2_minutes - —WF—=nED AN 2o T 2 fklatkic, av Yy —b
FHEBICe ST R LET,
5 minutes - L —WF—=0nED AN 72> ThD b ki, 2>/ —u
FHEBICe ST R LET,
10_minutes - —HF—=MNHED AN o> THH 10 pffEFZIc, 20—
JVITHEIIC 7T 7 b LET,
15_minutes - —HF—=MNED AR o> ThbH 16 Iz, =20V —
JVTHBIICe 7T N LET,

] [R5 I EHET Wy NOHKRa~ L REFETTEET,

K N—2 3

1.00. 01 LAR%
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ERE: ) TR — FDOR—L— M ZRETHITIE

Success.

ticonfig serial_port baud_rate 115200
Command: config serial_port baud_rate 115200

3.3.9 enable clipaging

El:p] awr RFEREREN—VHEN TR RIEET,

REC enable clipaging

i AKaxr RN, a~xy FERERS 1R EERDGEIC, BHEIX 7 n—/L
SHPIIAN—VHEATERSEET, 77 4/0 FREL Tenable] (A%h) T
B

INT A —H — 7L,

il BRI BEET W NOIRRav Ly ReERITTEET,

SHsS—2 g > | 1.00.01 LI

ERG: 2~ FRER 1L EOGEIC, B OFRRE —RHEIE S5 1201E

Success.

fenable clipaging

Command: enable clipaging

3.3.10 disable clipaging

HHY v RERRGEHREZ HBER—U%K) TRRSEET,

&3 disable clipaging

B AKa<wry R, a~vy FRRERS 1 EmELL EE R 55510, BRI —
KD LTERRLET,

INTA—=H— 2L,

il BRI BEET W NOIRRav s ReRITTEET,

X 3—2 =3 >0 | 1.00.01 LLKE

B =~ > ROWIIRERD 1@ EOHEIC, Frae HEED 3251213

Success.

#tdisable clipaging

Command: disable clipaging
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3.3.11 enable telnet

H Telnet EHEREZ AN L £ T,

I3y enable telnet [ <tcp_port_number 1-65535> ]

B! Ko<y RiE, Telnet L DAL v FOFHBEEENCLET, A vFD
Telnet fFHLZ T A — M SEZIETEET,

INT A —H— {tcp_port_number 1-65535> — TCP AR"— " E=EZEZ AT LFET, TCP R— MES
1%, 1~65535 DHFIFACTHREL TSV, AT L& 23 BEHENET,

il BRI BEHET WY NDOBRAERa~ L REFITTEET,

i 3s— =3 > | 1.00. 01 LA

fEF: Telnet Z AL, R— rFE5 110023 Z&RETHITIE

#tenable telnet 10023
Command: enable telnet 10023

Success.

3.3.12 disable telnet

H Telnet & HRERE 2 TN L £ 7,

S disable telnet

B Az~ R, Telnet |2 K25 AA v F OFEPIEG % M LET,
INTG A— K — 72 L,

] PR =¥ I BEET T hOIHARaw s REETTEET,
®thgas3—a > | 1.00. 01 LARE

B AA v F O Telnet 7’12 b /L& MWEHIZT 512

fidisable telnet

Command: disable telnet

Success.
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3.3.13 telnet

H Telnet THLOBEZSITHERE L £7°

&L telnet <ipaddr> [ tcp_port <value 0-65535> ]

S| AKa<wr R, Telnet 7 74 7 v MEREMFH L TAAL v F b U E— TN
A ANTHERE L E T,

INT A=K — <ipaddr> - Telnet Zfi ] L CTHEfid 2HZmD IP 7 RLAZ AT LE T,

tep_port <value 0-65535> — #&fclfFEHT 5 TCP R— FEEFEANLET, &
425 L 23 AL £9°,

Il PR =F-IH EHET T NOIBH AR REFETTEET,
ARIEFE NG D IPv6 Telnet 7 74 7 2 MEREIZITIXISE L TEY 8 A,
AAEE~D IPv6 Telnet 7 7 & AL A[FETT,

RS/ N— 9> | 1.00.01 LUK

A Telnet T IP 7 K1 A (10.53.13.99) D5 /34 A2, TCP AR— k 10023 THEEEET 5 121%

fitelnet 10.53.13.99 tcp_port 23
Command: telnet 10.53.13.99 tcp_port 23

3.3.14 enable web

H 1 AA wFD Web _X— & GUI Z#HNZ L FE T,
1§ enable web [ <tcp_port_number 1-65535> ]
Bt Ka<wy NiE, AA v F D Web X—Z GUI BN LET, Web _X—Z GUI T

X Web 77 O =% L7 A A » FOEMENRAJFE T, Web ~<X— & GUI Tf#
A9 2% HITP A — FESEIEE T £,

INT A=K — {tcp_port_number 1-65535>— TCP R— +&ESE A LE9, TCPHR— hEFEE
IX. 1~65535 OFIPHTHREL T EEW, BT 5 & 80 MEH SN ET,
Il PR =F-TH EHET T NOIBHARav L REFEITTEET,

St S— 3> | 1.00.01 LA

fE B HTTP Z# A%z L, A— &S 110080 Z&RET DT

#tenable web 10080
Command: enable web 10080

Note: SSL will be disabled if web is enabled

Success.
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3.3.15 disable web

H 1 Web ~_X— 2 GUI Z N LE T,
X disable web
Bt Ka<wy NiE, AL vFD Web X— R GUI #HHZ LFT, AA v FOHEAE

X, a~w U R A B —T =2 — A TEITARRIZZR D 17,

INTA—=H— 72 L,

il PR IR FHET WU NDOHAKRa~v L REFATTEET,

St S— 3> | 1.00.01 LA

{5 451 - Web ~— 2 GUT 4223 A 121

fidisable web

Command: disable web

Success.

#

3.3.16 save

H Y REHRE R LET,

3L save [ < config | log | all > ]

A Aa<r R, BUEOREERSCD 7% NV-RAMIRTFELET, BRESIHRE
BT, A v TFPNEETHEEICEBREEE LTERIET,

INT A—=H— config — BIEDRREH WA NV-RAMIZRIF L £ 7,

log - BfEO T 7% NV-RAM IZIRFLE T, RESNT-a 7 ITHBRTE A,
all - BIEOREHEWME 0 7 O J7 %2 NV-RAM IZBRIEL £,
INT A= — R R L WE, RETHFROAMTESIET,

il BRI FEHET IO NDOHAKRa~ L REFATTEET,

RHGE/N— 5> | 1.00.01 LUK

B NV-RAM \Z A A~ FOBIFEDORETHHRE2RTFT D21

#isave config

Command: save config

Saving all configurations to NV-RAM...... Done

Success.
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55 5] NV-RAM \Z A A~ FOEHED a7 2R 7T 51213

#isave log

Command: save log

Saving all log information to NV-RAM...... Done

Success.

5 B - NV-RAM (CERIE DR ETH R & 1 7 & RAF 9 5121

#tsave all

Command: save all

Saving all configurations and log information to NV-RAM...... Done.

Success.

FEER

0 save 17 > ROETH. CPUSBAKEEERT CPU utilization (OVERLOADING) O
SREAShBEENHY ET.

3.3.17 reboot

ELE) FEBZIATLET,

L reboot [ force_agree ]

Gk AKavwr BiE, Y7 M)y MCXDHEBHZITVET,

INT A= — force_agree - force_agree ZfiET 5 &, HEBIOERZITOTIC, T <IT
FEEDRE D £7,

] [R5 I BHET WU NOHRKRa~ Ly REFITTEET,

%fIs/N— 3 > | 1.00. 01 LA

B 2 A > F 2 RBEIT 5123

fireboot

Command: reboot

Are you sure you want to proceed with the system reboot? (Y|N)

Please wait, the switch is rebooting...

FEER

@ oot o7 rEERETEREDN L THBEEEDT 28810, BRINE
5L EMR % 51T TEREANT S,
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3.3.18 reset

H i BE DY ZATVE T,

I3y reset [ config | system ] [ force_ agree ]

BIC]] RKa<wr Rix, AL v TFoOHEHLEZITWET, EHTL2AESCCTHRENE KR &
TV ONDA T v a VEBRIRT 52 ENTEET,

NG A= S — config — BIEDOTXTOBRE AP 7 KL A, TH vy MEEET) NUIHIEIC

RO, AA v FEREa 737 V7 —SnEd, REIFRIFFB S E 3725, NV-
RAMICIIRfFENFEEA, £, BEBIITOLEEA,
system = AA v FORENYEICREY . FHES) L £, BIEIEL NV-RAM (2%

FINET,
force_agree — force agree Zf5ET D &, WHEREZITOTIT, reset I~w 2 KA
T ICFATINET,

config, system WD/ T A —X—HLIRELRWGAE, AL vTDIPT K

VAL TAY b, axr R7ar7 b B8RO T A oA F—LADREN

MIMMEICRY £9, £, AA v FEREae 7137 )V 7 —ShvEH A, &EIFHD
IREECIR S AVE T8, BREIL NV-RAM IZIRfF SN FERH A, ELFEEBNII I TONEY
o

il BRI FHET IO NDOHRAKRa~ L REFATTEET,

RS/ N— 9> | 1.00.01 LU

B —FBORE (AP T R RAFE)RAL v Fu JEEZR SN ToOREZMIHUET 21iE

fireset

Command: reset

Are you sure you want to proceed with system reset
except IP address, log and user account?(y/n)

Success.

B 3~ TORE ZHHIEICE IS

fireset config

Command: reset config

Are you sure you want to proceed with system reset?(y/n)

Success.
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RG] X TORELZMPEICR L, A v F2HEHT LT

fireset system

Command: reset system

Are you sure you want to proceed with system reset, save and reboot?(y/n)
Load Factory Default Configuration... Done

Saving all configurations to NV-RAM.. Done

Please wait, the switch is rebooting...

FEER

reset systema T REETLEGE. OV I74TXRE77MIILOWEALL L BEH

NMIHONFET,
3.3.19 login
H i AL v FICHa AL LET,
&3 Login
BIC]] RKa<wr Nx, AA vy FIZHa A LET, 70 OO0z 7 O
WAL ET,
INT A—H— 72 L,
] R =5 I 7L,
X/ N— g 1. 00. 01 LA

FERB: A A > FIZHa 7 A 9 B0

#tlogin

Command: login

UserName:

3.3.20 logout

H i) AL vFnbuasZ Ty NLET,

S logout

i B AKavwr RiE, AL v Fror s 7w b LET Telnet X° SSH THifE L TV 535
. By varpnursihEd,

INT A= — 72 L,

il BRI 72 L,

XN —a > | 1.00. 01 BARE

R AL vy Fnbu Ty 45123

#logout
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3.3. 21

enable jumbo_frame

HHY DX URT L— AR AN LET,

I3y enable jumbo_frame

A Kazwr R, VY rR7b— LB GNCRELE T, HELH R A X
TS K> TRV . ApresialightGM 3 U — XHLEL Cldfe K 9216 /XA b (#
P& ECTHELET,

INT A= — 72 L,

] [R5 I HHET Wy NOHBHRa~ L REFETTEET,

Kt N— 3 > | 1.00. 01 LA

R v VR T L— MEEEE AT BT

Success.

ttenable jumbo_frame

Command: enable jumbo_frame

3.3.22 disable jumbo_frame

H Ty VAR T L— AEREA SN L £,

S disable jumbo_frame

it B Kaxr N, V¥ R 7 b— AEREEZENCRE LET, 1522 31 MN(F 7
M) UTOT7 L= OB PRI TV E TS,

INT A — B — 7L,

] [R5 I HHET Wy NOHBHRa~ L REFETTEET,

X/ N— g 1.00. 01 LA

R v VR T L — AEREZ I3 512

Success.

ttdisable jumbo_frame

Command: disable jumbo_frame

3.3.23 show jumbo_frame

H X VAR T L= MEREOBE L TR L E T,

&S show jumbo_frame

At Kavwr BiE, Py A7 L—LBREREORTEAERRLET, £, Vr v
N7 L — LEREEZ AN LA DRK T L —aY A X R R LET,

INT A—H— 7L,

i) [ I BHET N NOIZRARa~ L ReFITTEET,

X/ N— g v

1.00. 01 LAR%
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ERF: Yy R T L — ADREEFRT HITIT

#ishow jumbo_frame

Command: show jumbo_frame

Jumbo Frame State : Enabled
Maximum Jumbo Frame Size : 9216 Bytes

3.3.24 config default_language

EL:S) Web N—2 GUI DFRFk 2 ELET,

I3y config default_language < japanese | english >

FiH AKza= Fid, Web N—Z GUI DR REH COFFEE— FEREL £,
7 7 4V MR EX, [japanese] T,

INT A —H — 7L,

] PR =5 I BEHET T NOHRKRav REFITTEET,

X/ N— g 1. 00. 01 LA

B Web —H— A L H—T = —ZADORRFiHE HAGEICT HITIE

ticonfig default_language japanese

Command: config default_language japanese

Success.

3.3.25 show default_language

B Web ~—Z GUI DIEHEFEEZ R R LET,

L show default_laguage

At B Ao~ R, Web _X—2 GUI OF/REH COSEE— REFRLET,
INT A= — 7L,

] PR =5 I BEET v hOIHARaw s REETTEET,

K/ N— g > | 1.00.01 LI

ERB):Web 22— —A L X —T 2 — ADFEHSEL R RT HITIE

#ishow default_language

Command: show default_language

Default language : Japanese
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3.3.26 show tech_support

H /Y T =N AR — MERERRLUET,

I3y show tech_support

BIC]] Kavw o Rix, 77 =NV HR— MIBELRDL AL v T OBEGEHREZRTL
E

INT A —H— 7L,

] PR =5 I BEHET W NORRav L REFITTEET,

K N— g v 1. 00. 01 LA

G 77 =Y R— MEREFRTT DI

#ishow tech_support

Command: show tech_support

APLGM124GTSS Gigabit Ethernet Switch

Technical Information Report

CPU Utilization :

[CPU Utilization 109089150ms]

Device Type

MAC Address

IP Address

VLAN Name

Subnet Mask
Default Gateway
Boot PROM Version
Firmware Version
Hardware Version
Serial number
Spanning Tree
GVRP

IGMP Snooping
802. 1x

TELNET

WEB

RMON

SSH

SSL

Dual Image

Five Seconds = 7 %

One Minute = 3 % Five Minutes —

[Device Information 109089350ms]

: APLGM124GTSS Gigabit Ethernet Switch
: 00-40-66—0A—0B-0C

: 10.10.11.12 (Manual)
! default

1 255.0.0.0

:0.0.0.0

* Build 1.00.01

: Build 1.15.00

DA

: 170892130007

: Disabled

: Disabled

: Disabled

: Disabled

: Enabled (TCP 23)

. Enabled (TCP 80)

: Disabled

: Disabled

: Disabled

Syslog Global State:

Disabled

: Supported

4 %

53/384




[Connection Session Status 109089550ms]

ID Login Time Live Time From Level Name
8 0/00/01 05:18:03 0:0:5.280 Serial Port 4 adpro
(#i<)
3.3.27 upload tech_support_toTFTP
H T =ANY AR MERE TFIP Y — =7 v T e — FLE T,
S upload tech_support_toTFTP <ipaddr> <path_filename 64>
GBI AKa< s Rix, 77 =B R— MIUE LD A4 v FOEEEH%Z TFTP
—NR—Z7 v Fr—KLET,
INT A=K — {ipaddr> = TFTP —_—D P 7 KL A& AN LE T,
<path_filename 64> — TFTP ¥ — N—(Z{_FTEH 7 7 A VAL E AT LET,
il BRI BHET T NDOHRRav REFETTXET,
%Hi/S— g > | 1.08. 00 LA

ERE T 7 =Y R— MERZ TFTP —_—|27 v 7 u— R4 52T

#upload tech_support_toTFTP 10.0.0.66 tech_support. txt
Command: upload tech_support_toTFTP 10.0.0.66 tech_support. txt

Collect technical support information .....................

Prepare the uploaded file .....................

Connecting to server............ooevv.o.. Done.
Upload technical support information... Done.
Success.

#

FEEIE

upload 2<% > FMEITH. (PUSERIRREZTY CPU utilization (OVERLOADING)
ATNHAShBEENHY ET.

a Y —J)LiR— k&Y upload tech_support toTFTP o< FOETHIZ@MF—
NAhEhBE, AT REITEPRLELET,
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3.4 RAYyFa1—F4JT4—aAXFK
3.4.1 download firmware_fromTFTP

H i1 TETP = R—=NE T 7 — LT =T 77 A NV rn— R LET,

1§ download firmware_fromTFTP < <ipaddr> | <ipv6addr> > <path_filename 64>
image_id <{value 1-2>

BLs ARa<r Rix, TFIP ==L 77 =LAy =T X 7 ra— KL T, %E
NW-RAMMIZIRFLET, ¥V omr— L7277 =AU =7 2T 21218, 2E
FEENLETT,

INT A=K — {ipaddr> - TFTP #—_X—D P 7 KL A& AN LET,
{ipv6addr> - TFTP #— "—D IPv6 7 KL 2 & A L £ 1,
<{path_filename 64> — TFTP 4 ——ZHB 77— T =T D7 7 A IV4LE AN
J1LE9, #l: aplgmR11500. img
image_id <value 1-2> - 77 —A v =7 &{{FT258 27 a IDEASNLE
T, B aryIDEHETAHIZLICE-T, 2BEHD 77— 7 =T "=V g
VERMTE ET,

il BRI BHET T DR RaT REFITTEET,

R N—2 3 > | 1.00.01 LI

FEREE

() Jr— LY T FOAY L O— K. CPU S&EKEEE RS CPU utilization
(OVERLOADING) O 5 M h s h BBAMRHY 7.

J7—LDI7DEYrO— MRRZTRYBIEM 100%127% o T L RERLIE A G
L TIThNZFET, Success RRINENDETHFLFLELY,

3.4.2 download cfg_fromTFTP

HAY

TETP — R—MM BB/ ET 7 A NE X T u— R LFET,

15 3C

download < cfg fromTFTP < <ipaddr> | <ipv6addr> > <path_filename 64>

[increment] >

GLL!

AKa<r Rix, TFTP $—"—NORE T 7 A NVEX 7 a— KL T, B/EDRK
BN U E T, NV-RAMIZIIRIE SN FEHADTITEEL I,

INTA—=H—

{ipaddr> = TFTP %— "—®D IP 7 KL 2 A LET,

{ipvbaddr> — TFTP #—_"—D IPv6 7 L 2 &% AN LET,

<path_filename 64> — TFTP %—_—ITHLHET 7 A NVDT 7 A VWK% N
L%, #il: tmp¥setting. txt

increment — ¥ a0 — RKLEERETZ 7 A /NVTHRO a2 NiL, BIEORTE
WCEHa~v RELTEITLET,

il R IH

FHET AV FOHRKax s FeRITTEET,

K/N—V 3

1.00. 01 LAR%
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FEER

() B9 UO—RUERETI 7 AL EREOREICEE MR 50, Yo7y TL
TWBHR— ME—EE S hET,

ERFRET 7 A V& TFTP — = b X 7 o m— R4 51201%

#idownload cfg_fromTFTP 10. 48.74. 121 c:¥cfg¥setting. txt
Command: download cfg fromTFTP 10.48.74. 121 c:¥cfg¥setting. txt

Connecting to server.............c..o... Done
Download configuration................. Done
Success.

#
ri:
i APLGM124GTSS Configuration

HH

ri Firmware: 1.15.00

## Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved
Hit
#
#
##t BASIC
#

#config serial_port baud_rate 9600 auto_logout 10_minutes

Command: config serial_port baud_rate 9600 auto_logout 10_minutes

RKa<w o RiZkoT, RETZ7 7 A NVDOERENEITK A IR ED X U o — RRBGEINNET, ¥ oo
o— K252 T35 &., TEnd of configuration file for APLGM124GTSS| D X v —IUNER I,
avw L Ra T IREEXE T,

#idisable authen_policy

Command: disable authen_policy

Success.
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3.4.3 config firmware image_id

H WIEEEIRFCEB T2 7 7 — A0 =7 O@RIR, £33 7 7 —2 7 =7 OHIFRE
fTOET,

1§ config firmware image_id <value 1-2> < delete | boot_up >

i B ApresialightGM 2V — X Tlx, WNEHNC 2 DD T 7 — L7 = 7 k&5 2 &N

FRET. FNFENEZ 3 ID(,2) TS ET,
Ka<r Nt RIEEEIRFCERTS 77— =27 42827 a2 1D THEL
F9, FoF, B ar D EREL T 77— =T OHIREITWVET,

INT A—H — value 1-2> - RSN TWATZ 77— AT =27 O® 7> ar IDEEELET,
delete — ¥ L7 a v 1IDO7 77— =T ZHIBRLET,
boot_up - FEELI-EZ L ar DD 77— -7 CTREREE LET,

il BRI FHET WU NDOHKRa~ L REFITTEET,

RHG/N— 9> | 1.00.01 LUK

fERGF: 27> arID1O77—A0 =7 CREFEEIT AT

ticonfig firmware image_id 1 boot_up

Command: config firmware image_id 1 boot_up

Success.

TEEE

0 HALADREZEY . LRSS a3V DEBEQIF—LY T 7P CRETE
HNMES . HBMICH IDEENT7—LY TP TR LET,
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3.4.4 show firmware information

HHY 77— LU =T OEREFETLET,

3L show firmware information

BIC]] Ka<wr Rt A v FIRGFEENTWDE 77— =7 OfF#REFR R LET,
77— T DERILZ. RFELTWDEEE vary ZEICERINET,

INT A —H— 7L,

il BRI 2L

%It N— 3 > | 1.00. 01 DL

ARG AL vy FIRGFESINTNDL T 7 — LU = 7 OIFREF T DI

Image ID
Version
Size

Update Time:

User

Image ID
Version
Size

Update Time:

User

#tshow firmware information

Command: show firmware information

: 1(Boot up firmware)
: 1.15.00
1 3582324 Bytes

2022/02/22 00:00:00

. adpro (CONSOLE)

2
©1.15.00
1 3582324 Bytes

2022/02/22 03:07:15

. adpro (CONSOLE)
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3.4.5 show config

HAY

AL v FREEFEL TS, FHRIMETESN TS

RERMERTLET,

I3y show config < current_config | config in_nvram > [ modified ]
BIC]] RKa<wr Nix, A v T RBEEEL TO AR EFR, F7201E NV-RAM [ZR(F &

TV HREF R BN E) #RR LET,

KRR DOF —AR— NAST, [Enter] T 14792, [Space] T1~—TF

2, la] TIRTOBREEZRRLET,

HEFHRIL, UTOIETH T TV —RICY A FSIvET,

# BASIC # BANNER_PROMP

# UTILIZATION_NOTIFY # SSH

# STORM # SNOOP

# LOOP_DETECT # FDB

# Q0S # SMTP

# MIRROR # ACL

# BANDWIDTH # SNTP

# SYSLOG # 1P

# TRAF-SEGMENTATION # PDM

# SSL # MBA

# POE # LLDP

# DDM # MLDSNP

# MANAGEMENT # ARP

# SNMPv3 # AAA

# VLAN # DHCPSNP

# PROTOCOL_VLAN # Web_Authentication

# 8021X # ROUTE

# PORT_LOCK # NDP

# LACP # MULTI_AUTHENTICATION

# STP # PORT

# BPDU_PROTECTION
INT A —H— current_config — BUEFMEL CTWAREEZFERLET,

config in NVRAM — NV-RAM (CPRTFEN TV OREZ ZR L ET,

modified = 77 4/ MRENOEE I NTEREDHERR LET,
] PR = I BEHET W NORKRav L REFITTEET,

I

1.01. 00 LAR%

FEER

0

INS A—%A — current_config [Z&

BFENFEA,

0

802. 1X

ﬂ'b\ﬂE—C D jJ}bl -&_'ﬁ

[CRRSNFET,
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G BAEDRENE A 3T TERT DI

#ishow config config_in_nvram

Command: show config config in_nvram

#

# APLGM124GTSS Configuration

#

# Firmware: 1.15.00

# Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved
#

# BASIC

config serial_port baud_rate 9600 auto_logout 10_minutes
config default_language japanese

config terminal_line default

enable clipaging

enable command logging

# UTILIZATION_NOTIFY

config utilization notify cpu state enable threshold 100 polling interval 60 trap_state
disable log state enable

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

BT 7 40 MREN O AR SN BEDOREFME R T 21T

#ishow config current_config modified

Command:show current_config modified

enable loopdetect
config ipif System vlan default ipaddress 192. 168. 3.4/8 state enable
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3.4.6 upload

HHY EG R E T e JERE TP — —C7 v 7 u— N LET,

&L upload < cfg toTFTP | log toTFTP > < <ipaddr> | <ipv6addr> >
{path_filename 64>

B! Kawr L, A v FOREEBRE L Z7HERO B H03%f57E LT TFTP
P—R—Z7 v Fu—RLET, 77 =W YR—MEROT v Fo— R

[3.3.27 upload tech_support_toTFTP] ZZM L T 7Z &V,

INTA—H— cfg_toTFTP = AA v FOREHFRET v 7 r— FTH5AICHEEL T,
log_toTFTP - ZA vy FOu 75k %E=T v 7 u— T 558 EL £,
<ipaddr> — TFTP #—/"—D IP 7 KL AZ AL E T,
ipvbaddr> — TFTP %— 3—®D IPv6 7 KL A& AH LT,
{path_filename 64> -~ 7 v 70— RT 577 A VELEATTLET,

il BRI BEET W NOIRRav L ReRITTEET,

XhaN— g v 1. 00. 01 LA

FEREE

0 INTG A—B— cfg_toTFTP [T& Y 7w FO— K LEHRTEIHERIC(X. account [FER
FEFENFEA.

fEAW R EREHE TFTP —"—|27 v 7 u— R+ 5121%

#tupload cfg_toTFTP 10.48. 74. 121 coufig_up. txt
Command: upload cfg toTFTP 10. 48. 74. 121 coufig_up. txt

Success.

Connecting to server.............c.uuu.. Done.
Upload configuration................... Done.
#
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3.4.7 ping

HAY

ping 3T LET,

3L

ping <ipaddr> [ times <value 0-255> ] [ size <value 1-60000> ]
[ timeout <sec 1-99> ]

B!

ping iX. VU E— FF /34 Z|Z Internet Control Message Protocol (ICMP) — =t
—AvbE—UEFEL, T RADINEEMWRTDHIET, A vF LT A
A OB EZT A N LET, Ravr FE2FT35H L, ping ZFETLTED
fERERTILUET,

IRT AL —

ipaddr> = VE—hFHRARDIP T RLAZIRELET,

times <value 0-255> - E([FT D% ICMP =2 — A v —IHAEASILET, &
ELRWGEA X 0ICRE LESGA, IOMP ma—X v e — V%% LT £
T 7T 7 AV MEIZ0 TT,

size <value 1-60000> — 7 A M7 v bOY A XE NS LET, EOHH
I%. 1~60000 byte T,

timeout <sec 1-99> — UE— FT A AMLDISEEFFOX A LT U M %
ERLET, 1~9 OB TIHEECEES, 774/ MAIZ LB TT,

il R IH

L,

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1. 00. 01 LLf%

ERF:IP 7 R &

10.48.74. 121 2 4 [A]l ping T 5121

#ping 10.48.74.121 times 4
Command: ping 10.48. 74. 121

Reply from 10.48.74. 121, time<10ms
Reply from 10.48.74.121, time<10ms
Reply from 10.48.74. 121, time<10ms
Reply from 10.48.74. 121, time<10ms

Ping statistics for 10.48.74.121
Packets: Sent =4,

Received =4, Lost =0
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3.4.8 pingb

HAY IPv6 T ping ZF(TL £,

&L pingb <ipvbaddr> [ times <value 1-255> | size <value 1-6000> | timeout
<value 1-10> ]

B! AKa~wr REFEITTDHE, IPV6 T RLADY £— b T /3 AT ping ZFEITL
TEDRREFTLETS,

INTG A =S — (ipvbaddr> — U E—hAKARDIPv6 T RLAZELET,
times <value 1-255> — I¥ET 5% ICMP a2 — R v —VAEANLET, 15
ELRWGAIX, IOP =a— X ye—T%%E Lkl £7,
size <value 1-6000> - T A N7y bOY A X% AT LET, EOHH
IZ. 1~6000 byte T3,
timeout <value 1-10> = UE— T /A ZAMLDIEEERFOX A LT 7 MEEH
ZEXRLET, I~I0BOFHTHETCEET, 774V MEIZ LB TY,

il R IH 2L,

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1. 00. 01 LLf%

fEAH: TPv6 7 K LA [FES0: :254:85FF:FE32:1804] (Z 6 [] ping #1T 9 (2%

Reply from FE80:
Reply from FE80:
Reply from FE80:
Reply from FE80:
Reply from FE80:
Reply from FE80:
Ping Statistics

Success.

#ping6 FE80::254:85FF:FE32:1804%System times 6
Command: ping6 FE80::254:85FF:FE32:1804%System times 6

:2564:85FF:FE32:1804, bytes=100 time=10 ms
:254:85FF:FE32:1804, bytes=100 time<10 ms
:254:85FF:FE32:1804, bytes=100 time<10 ms
:254:85FF:FE32:1804, bytes=100 time<10 ms
:254:85FF:FE32:1804, bytes=100 time<10 ms
:2564:85FF:FE32:1804, bytes=100 time<10 ms

for FE80::254:85FF:FE32:1804

Packets: Sent =6, Received =6, Lost =0
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3.4.9 traceroute

HiEY traceroute ZFEIT L E 7,
&L traceroute <ipaddr> [ ttl <value 1-60> ] [ port <value 30000-64900> ]
[ timeout <sec 1-65535> ] [ probe <value 1-9> ]
B! traceroute [X UDP & ICMP IZ KV U E— M T3, ZA~DOREE A TG 52
Wra~<> RT9F, Ka~<w FiL, traceroute Z#FE(T L CHEEEZFERLET,
IRTA—=H— ipaddr> — BEHD IPT FLAEZANLET,
ttl <value 1-60> - FEHT LN —H —DFKREE AT LET, 77 +/V MEIX
30 T,
port <value 30000-64900> - ]9 % UDP R— hEBEEZASILET, T 74 /L
M 33435 T,
timeout <sec 1-65535> - IGEFFLIFMA AN LET, 774/ MEIX 5T
7
probe <value 1-9> - 7o —7DOREETYT, T 74/ MEIZ1 TI,
] PR =5 I BEET T hOIHARaw s REETTEET,
XfIs/N— g > | 1.00. 01 LA

RG] Y E— N F 31 % (10. 48. 74. 121) 12 traceroute & FEITT 52T

#itraceroute 10. 48.74. 121 probe 2
Command: traceroute 10.48.74.121 probe 2

1 <10 ms. 10.48.74. 121
1 <10 ms. 10. 48. 74. 121

3.4.10 config terminal line

H 1Y I RORFTREZRELET,
&3 config terminal_line < default | <value 20-80> >
A AKa<wr Rt a~vUV RIA A F—T 2 —ATORRNMIBEERELET,
INT A= — default — 7 7 4/ MED 24 |[ZFRE L F7,
<value 20-80> — FR/RTTHL 20~80 OHEIPH THE L £,
] PR =5 I BHET T hORAKRa~w L REeFITTEET,

Xha/N— g v

1.00. 01 LAR%

ERE:EEICR RSN D a~vy ROTEE 130) IZHRETHICIT

Success.

#iconfig terminal_line 30

Command: config terminal_line 30
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3.4.11 show terminal |ine

HI av Ly ROFPTHEEFRLET,

&L show terminal_line

i RKa<wr R, avw> R4 A 0 —T 2= ADFRRTREFR T LET,
INT A=K — 7L,

] PR =5 I 2L,

K N— g > | 1.00. 01 LA

FERB R ICE R SND a3~ FOITEREFTT 510

fishow terminal_line

Command: show terminal_ line

Current terminal line number : 30

3.4.12 show self-test result

H Y EEF OB LT T 2 MEREEFERLET,

&S show self-test result

B! AKa<r Rix, A v FORLBRFIZENM S 4172 DRAM, FLASH A€ YU —_ SW-LSI,
PHY, POE 2> ha—F—DE L7757 A NOFEREFRELET,

INT A= — 7L,

] R = I POE Test D& H1%. APLGM110GTPOE/POE2, APLGM118GTPOE/POE2 35 L O

APLGM124GTPOE/POE2 OFE TR INE T,

K/ N— 3

1. 04. 00 LAR%

ERF: L 7T A DOFERAEZFRRT HITIL

Self-test Result

fishow self-test result

Command: show self-test result

DRAM Test :
FLASH Test :
SWLST Test :
PHY  Test :
POE  Test :

No
No
No
No

N/A

error

error

error

error
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3.4.13 show sfp diag

H SFP Y 2 — /L DWEZE L~ NV ER R LET,

L show sfp diag [ <portlist> |

B Ka<wr Fid, AA v FIZHEE LIZ SFPEY 2 — LD WEZ(E LUl % (dBm) B
ATRRLET,

INT A=K — <portlist> - x4 HA— bFELIIA— MNIFHEFEELET,

] PR =5 I SFF-8472 YEJLAL 23 %15 ¢, B (H-FX-SFP/R) IFR RSN FEH A,

St N— 3 > | 1.04. 00 DL

ERF: hZ

—AN=ONAHT LIV EFIRT DI

#ishow sfp diag
Command: show sfp diag
Port TX Power RX Power
(dBm) (dBm)
9 -4.77 -5.3b
10 -4. 98 -5. 30
#

3.4.14 show sfp info

HAY SFP &Y o — VOV H—{FREFRLET,

L show sfp info [ <portlist> ]

B Ko< R, BELESFPEY 22— LORVE—fEREZFRLET,
INT A=K — <portlist> - X DA — hFELIIA— MNIFHEFEELET,

il BRI 2L,

K/ N— 3

1. 04. 00 LAR%

ERF: T v —R_R—DIER AR RT HITIE

#ishow sfp info 10

Command: show sfp info 10

SFP Auto Recognition State: Disabled

SFP Port 210

Vendor Name : FINISAR CORP.
Vendor Part Number : FTLF8519P2BNL
Serial Number : PC8OZMP
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3.bavr rFEEa<T VR

3.5.1 7

H i1 avr FOEHERRLET,

3L ? [ <command> ]

B AKa<wy Rix, HELZa~y ROBMiE 72537 A—2—a~r RO
REDEFEREF I LET,

INT A= — [<command>] - EEL7za~> RIZxHT 5T X TCONTA—F—D—FKlLav
Y FEEREDR R £ 7213 & e p PO a~ FERRLET, HAKL
TeHAIE, BfEORr 74 v a—F—OHER TR a2~ Fo—FEE kK
~LET,

il BRI 72 L,

XfI/N— 3 > | 1.00.01 LA

FERAFICLL ICEENDHT R TChOa~vy ReFErT 5120k

#?

Command: ?

?
cable_diag ports

clear

clear arptable

clear counters

clear fdb

clear log

clear mac_based_access_control auth_mac
clear port_security_entry port

clear utilization

clear web_authentication auth_state
config 802. 1p default_priority

config 802. 1p user_priority

config 802. 1x auth_failover

config 802. 1x auth_parameter ports
config 802. 1x auth_protocol

config 802. 1x capability ports

config 802. 1x init

config 802. 1x reauth

config access_profile profile_id

config account

config admin local_enable

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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ERBFFED 2~ RIZHT B3 A—F —%FKRT 521

#? config account

Command:? config account

Command: config account
Usage: <username>

Description: config user account

#
3.5.2 dir

H 1 av s F—EBE2RRLET,

L dir

A Kavwr R, vr A ra——OHERTHMAERa~ FE2 R TERRL
£7,

INT A —H— 7L,

] R = I 72 L,

St S— 3> | 1.00.01 LA

FERG: X Toa~v Ly REFRRT 5121

#dir

?
clear
clear
clear
clear
clear
clear
clear
clear
clear
config
config
config
config
config
config

config

config

arptable

counters

fdb
log

Command: dir

cable_diag ports

mac_based_access_control auth_mac

port_security_entry port

utilization

web_authentication auth_state

802.
802.
802.
802.
802.
802.
802.

1p
1p
1x
1x
1x
1x
1x

default_priority
user_priority
auth_parameter ports
auth_protocol
capability ports
init

reauth

access_profile profile_id
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3.5.3 config command_history

H /Y avy NEEOR M ZHRELET,

S config command_history <value 1-40>

B! AKavw R, a~vr NEEOR B EZRELE T, Kavr Fe ALz
R TRV LOBIEIE RS S 556, REMEZE ATz~ FEREIZHI
brEIVET,

INTGRA—=F— <value 1-40> - A~ FBREAZRKA0HFETRRTLIENTEET,

] R =5 I BEHET T NOHRRav REFITTEET,

Xt 3—3 3 > | 1.00. 01 BARE

AP =~ RIREOF R ZE 120) ICRETDHITIE

Success.

#iconfig command_history 20

Command: config command_history 20

3.5.4 show command_history

El:p] a~vy NgElEE2RRLET,

L show command_history

A AKawy R, BIfEOty v arcoavy NgEEsERLET,
INT A —H— 7L,

] [R5 I 2L,

Kha/ 3= g > | 1.00.01 LI

AR o~ FBREZ R T 5121

?
? show

show vlan

#ishow command_history

Command: show command_history

show command history
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3.6 LLDPa< > K
3.6.1 enable |ldp

HEY LLDP BEREZ /2N L £,

S enable 11dp

A AKa<y Rix, AA v F O LLDP HEEZHZNC LET,
AMEREZ AN THE, AL v FITLLDP 7 L— LD %EZE 4B L, LLDP 7
L — LD EITWVE T, KR — bOBRPZREESHMNE L, A—hT &
D LLDP R EIHIF L £, AA v FIXLLDP 7 L— A2 X 0 B OFHE R A N
—HEEITEA L E T, AL v FIEIRAN—EEEND LLP 7 L — L5 %ET5H 2
& T, LLDP XA N—F A 2 FREFH UET,
F 7 4L NREIL, [disable] (HEZh) T,

INT A—H— 7oL,

il BRI BHET T DR RaT S REFITTEET,

R N—2 3 > | 1.00.01 LI

5 FB1: LLDP AN 9 5 I120%

#tenable 11ldp

Success.

Command: enable 1ldp

3.6.2 disable Ildp

HHY LLDP BERE 2 HEhIZ L 9,

&3 disable 11dp

B! AKa<wy RiE, A4 v FDLLP 7 L —LDEZEEFIELET,
INT A= — 72 L,

] PR =5 I BHET T hORARa~ L ReFITTEET,

Kt N— 3 > | 1.00. 01 LA

i F 51 : LLDP % #0129 5 121%

#idisable 1ldp

Success.

Command: disable 1ldp
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3.6.3config |ldp message_tx_interval

HHY LLDP 7 L— L DX[ERIR A AR L E T,

I3y config 11dp message_tx_interval <sec 5-32768>

B Ko< Rix, EWIICEET S LLDP 7 L— 20X EMBEEZEE L 7,
NG R —H— {sec 5-32768> — #iPH|% 5~32768 B C¥, T 7 /L MHIX 30 T,

] PR =5 I BHET T hDOBRARa~w L ReFITTEET,

Kt N— 3 > | 1.00. 01 LA

EAE]LLDP 7 L — ARG % [10) (ZRET D121

#iconfig 11dp message_tx_interval 10

Command: config 1ldp message_tx_interval 10

Success.

3.6.4config |ldp message_tx _hold_multiplier

HAY LLDP 7 L — AD AR —/ NEEEHELET,
S config 11dp message_tx_hold_multiplier <int 2-10>
Bl LLDP D@ &IEF I XA 2B (TTL) 288 0 | LLDP %fhisT /3 A AL TTL (2D &

EWIFIIZ LLDP 7 L— A% Keep-Alive & L TEELET,

Kawy Nid, A vy FR@AT 5 TTL OEHIHERT 58—/ RRERAEE
LET, AA v FIXLLDP 7 L—LADOEEFERIRE E A —/L RREOFER (L LI
65535 DOWNTNAVNE W) Z TTL & LT L £, A N—2EE 1L, 21
v F NGO LLDP 7 b— L3 iEih 2 726, BRI S iz TTL 258l L 7212 12 % D
LLDP KA /N—F A Z{HEHRZHIBR L E T,

SUVRZ AL R R FRA N—EEE D Keep-Alive #52 /5 Tx 72Uk
T, L CEl E TR RRETFET 20 E2EDHMETT, A N—HEN
R—b R L A UM% 8RS LT Keep-Alive DZEIT R LT=HE . A
N—HEEIT LLDP 7 L — AN Tl &z TTL &2 TSR 21TV, AL v T
D LLDP R A /N—F A 2GR EHIBR L E T,

IRTRA—H— dnt 2-10> - &iPHIX, 2~10 T¥, &7 4/ MHEIZ 4 T,

il BRI FHET WO NDOHARa~< L REFATTEET,

St S— 3> | 1.00.01 LA

ERFLLDP 7 L— A DR —/L REKE (3] IZE8ETA121%

#config 1ldp message_tx_hold_multiplier 3
Command: config 1ldp message_tx_hold_multiplier 3

Success.
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3.6.5 config |ldp tx_delay

H LLDP 7 L — A DXEIRIER M 2R E L £7°,
&L config 11dp tx_delay <sec 1-8192>
B! AKa<r RiE, LLDP 7 L— A DEFBERM 2558 L E 3, 55 BERF I,

HATEHRAIER BRI ER L CER INDSBRIE T, RENRLETHET
LLDP 7 L — ADEGFEEZELELEE N H Y £9°,
LLDP 7 L — A D EEEMRITEBIER B O 4 200 ETH L MLERH D £97,

INT A=K — {sec 1-8192> — &I 1 5 8192 T4, 57 4L MEIZ 2 T,
Il PR =F-IH EHET T NOIBH AR REFETTEET,

RHG/N— 9> | 1.00.01 LUK

fEABILLDP 7 L— A DE(ERER ] &2 18] (IR ET HITIE

#config 11dp tx_delay 8
Command: config 1ldp tx_delay 8

Success.

3.6.6 config |ldp reinit_delay

E:p] 2518 O LLDP oL 2 & L £,

S config 11dp reinit_delay <sec 1-10>

=3 A ARza~< RiX, LLDP & #8502 L7 IO LLDP 2B 2027 5 (BRI 556
D/ MEHLRFR AR E L E T,

NTGA—F— <sec 1-10> — HiPAIL 1 05 10 HTT, F 74V Mk 2 BT,

i) [ I BHET T hDOHRRaw s ReFEITTEET,

Kt N— 3 > | 1.00. 01 LA

il 1] : AR RE R 2 (5] ([CAEF 4 51T

ticonfig 11dp reinit_delay 5
Command: config 1lldp reinit_delay 5

Success.
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3.6.7 config Ildp

ports notification

HI LLDP R @M AT 5 A — M &2 E LET,

&L config 1ldp ports < <portlist> | all > notification < enable | disable >

A Ao~ FTCIHE, LLDP AREMAEIT O A — FZHEE L E 7, LLDP AL,
LLDP A /=T34 ZERNER I NTZHAIT, SWP b T v 7 &2 %EF L ET,
BHNNIHHRARA N—T A ZAFROBEEC, —TERO HH /A /HIBR, K5
NEENET,

NG A= B — <portlist> | all - BETHHR— MaPAZFEE L E T, TITOR— FERE
THEAE, Tall) ORT A= —ZFHLET,
notification — %4 — kT LLDP B @A AR F 71T 8z L E,
F 7 IV FREIE, TRTOR— T ldisable] (£E%h) T,

] PR =5 I BHET T hOBHRARa~ L ReFITTEET,

R/ N— 9 > | 1.00.01 LA

i ] AR — 1~ 1-5 > LLDP R i@ En 2 AN+ 5 121%

Success.

#iconfig 11dp ports 1-5 notification enable

Command: config 1lldp ports 1-5 notification enable

3.6.8 config |ldp

notification_interval

HI LLDP ZE Bl D o/ NEE MR A i E LE T,

1§ config 11dp notification_interval <sec 5 — 3600>

B! Ao~ Rk, LLDP BF@ACTEET 5 SNP k7 v 7 O/ NEEMIRZ 18 E
LEd, ZOFEMMREIE. FHIFIZERE LT LLDP R A /S —F /31 ZFHREEH )
HAELLELBSIZ, SWP FF v TOERZEMT 2&ZFN B H Y £7,

IRT A= — <sec 5 — 3600> — #iPHIL 5 75 3600 T, F 7 4L ML 5 BTY,

il B = I WHET AT NORAKAT S FEETTEET,

SN —2 5 > | 1.00. 01 BAE

55 51 LLDP 5@ FnfEf@ ofE 2 [10) 22 E 3 512X

Success.

#config 1ldp notification_interval 10

Command: config 1ldp notification_interval 10
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3.6.9 config Ildp ports admin_status

H 1 KR — O LLDP EZEE— RERELET,
&L config 11dp ports < <portlist> | all > admin_status < tx_only | rx_only |
tx_and_rx | disable >
BIC]] AKa<r Rix, &K — O LLDP 2 (EE— RZRELET, AN— NHNALTLLDP
TU—LDEEFEITIME I, HDNEZE LI LLP 7 L— A% SH L TxRA
IN—=F A ANERETFTONEIDERETHZENTEET,
INT A —=H— <portlist> | all - HETHAR— MUFHZEELET, TXTOR— N E2RET
L%aE, Tall] ORTA—F—%MHLET,
< tx_only | rx_only | tx_and_rx | disable >
tx_only — LLDP 7 L — A ZEE L E T2, 35 LLDP 7 L — A TR L £,
rx_only — ZfZLLDP 7 L—LAZBMLUETH, LLDP 7 L—LZEELEH A,
tx_and_rx — LLDP 7 L — A DEZENH ZITVE T,
disable — LLDP 7 L — A& XEH T, 52f5 LLDP 7 L — ANTEGL L £ 77,
7 7 4 )V h TIET R TOR— T ltx_and rx| TT,
] PR =5 I BEHET T NOHRARa~w L ReFITTEET,
R /R— 3 > | 1.00. 01 LLRE

fERF: AR — b 1-5 O LLDP 255 — REZRET A2

Success.

ticonfig 11dp ports 1-5 admin_status tx_and_rx

Command: config 1lldp ports 1-5 admin_status tx_and_rx
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3.6.10 config |ldp ports mgt_addr

HI LLDP FHT R L AEHROBANET 2R ELITVET,

&L config 11dp ports < <portlist> | all > mgt_addr ipv4 <ipaddr> < enable
| disable >

BIC]] Ko< Rk, HF7 FL AT 5 LLDP BHOFREZITVWET, HEAR—KT
WIS S LLDP EHIC S AT AOEHT RLAEZ GO LN EIMERETH I L
MTEFET, EHET FLADA U H—T7 x2—A % iflndex I TEE L £7°,

NG A= B — portlist> | all - HETHA— MEPHZFEE LT, T3CTOR— M ERE
THEAE, Tall) ORT A= —ZFHLET,
dipaddr> = IPVA D IP 7 RLAZ AN LET, TOIPT RLAIL, v AT A
ICRESNZIP T FLAE —HTIHIXLERHY £7°,
< enable | disable > - feE L7 — F CHI/ 2R ELE T,

] PR =5 I BHET T hDOBRARa~w L ReFITTEET,

RGN — = > | 1.00. 01 LLRE

FERG]: AR — K 1-2 O LLDP fFHIZEEET RL A Z2E D H =012

Success

ficonfig 11dp ports 1-2 mgt_addr ipv4 192.168.254. 10 enable
Command: config 1ldp ports 1-2 mgt_addr ipv4 192. 168. 254. 10 enable
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3.6.11 config |ldp ports basic_tlvs

HAY

LLDP O A R TLV IO @ A BT AR EXITVE T,

3L

config 1ldp ports < <portlist> | all > basic_tlvs < all | <
port_description | system name | system_ description |

system_capabilities > > < enable | disable >

]

LLDP FEAEH TLV (X, TEEES02. 1AB TiE 5 LLDP TORAM) 72 @i <3,

LLDP T TLV(Type Length Value)i. LLDP 7 L —AIZE EN LA HMATE L

F9, HEAEE LV 1T, B2 TIL O L 5 208 £ 5 AR 7030 015 @
DI, 4 >DF T g EAER (R— » O (Port Description), ¥ AT
24 (System Name) . A7 ADRHA (System Description). AT AV R— K
i # (System Capability)) 3& 0 £§, Aa~vr NTIX, &4 7 a il
AR — NEALTHEATHNE I NERETHIENTEET,

INTA—=H—

<portlist> | all - BETLHHR— MUHZEELE T, T XTOR— FNERE
THEAE. Tall) ONRT A= —%fFHLET,

all | <port_description | system_name | system description |
system_capabilities> — WHEIT HEREZIBEELET, TXTOHEREBET D
ik Tall) #fEHLET,

port_description — Port Description [E¥DEHEZIREEL 9,
system_name — System Name [F¥RODBAENZFEE LE T,

system_description — System Description [EHDBHZIEE L £,

system capabilities — System Capability [EERZ B LE T, AA v F i@
M9 AHIEHIL. Repeater] [Bridge] Td,

< enable | disable > - $RE LR — b, @AFEHROF D/ Bz E LE
75

T 7 AN E T, TRTOR— M TTXTOBANGE R [disable) (M) T
R

il R IH

BHET T hDOHRRaw s REFEITTEET,

K/ N—2 g

1. 00. 01 LI

FERG T _TOR— MIx LT LLDP mAERIZ S AT A4 2 E D BT

Success.

#config 1ldp ports all basic_tlvs system_name enable

Command: config 1ldp ports all basic_tlvs system_name enable
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3.6.12 config |ldp ports dot1_tlv_pvid

HAY

LLDP @ TEEE802.1 TLV(AR— k VLAN ID) ®@ENCEE 4 AR EAITVE T,

3L

config 11dp ports < <portlist> | all > dotl_tlv_pvid < enable | disable
>

B!

LLDP Tl&, TEEE802. 1AB TiE H L5 A H TLV Oz, PKik TLV & FRTH
HA T a EREBMT H I ENTEET, [EEES02. 1 TED b ILiE TLV
DHIZIX PVID (Port VLAN ID) & EHET,

RKa<y RTHE, PVIDE#RE R — NEATHEITHE0NEINERETDH I LN
TXET,

INTA—=H—

<portlist> | all - HETHA— MNUHZBELET, T XTOR— FERE
THEAEE. Tall] ONRT A—=2 =2 LET,

< enable | disable > - f§E L7=AR— F CHI/E AR ELE T,

T 74V T, TRTOR— T [disable] (&%) T,

il R IH

FHET AV FOHAKax s FeRITTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%

1 FAB) -3~ T D AR— MR LC LLDP J@ %012 TEEE802. 1 TLY 0 PVID 1§ & & 5 512

Success.

ficonfig 11dp ports all dotl_tlv_pvid enable
Command: config 1ldp ports all dotl_tlv_pvid enable

3.6.13 config |ldp ports dotl_tlv_protocol vid

HAY

LLDP @ TEEE802.1 TLV(Protocol VLAN ID) ®i@%IZBd AR EZXITWVE T,

3L

config 11dp ports < <portlist> | all > dotl_tlv_protocol_vid < vlan <
all | < vlan_name 32 > > | vlanid <vlanid_list> > < enable | disable >

]

ARz RTIE, 1EEES02. 1 TE®D HALAHEIE TLV @ 9 H D Protocol VLAN 1D
iz R— FENLCHRMT 2N E I ERE L E T, Protocol VLAN ID fF#iI%
VLAN AL T3 50 E IO MERETHZ N TE £,

INT A—H —

<portlist> | all - EETLHHR— MHAZEELET, TXTOR— M EHE
ERAY Ak \%HJ®N§%~?—%ﬁ%Li?

all | < vlan_name 32 > — J@%13 5 VLAN Z3%E L £9, 93T?D VLAN Z@%n
THEAIIE, Tall) OARTA—=F—%HHLET,

vlanid_list — %013 % VLAN 2 VLAN ID DU A F CTIREL £,

< enable | disable > — ¥§E L7=AR— k., VLAN CHZ)/BhzaHxE L £,

T 74/ T, T_XTOAR— K TTXTOVLAN A [disable] (HEZh) T4,

il BRI

BHET T NDOHRRaw s ReFEITTEET,

K/ N— 3

1.00. 01 LAR%
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R 3= T D R— NIx LT LLDP i@ %12 TEEES02. 1 TLV @ Protocol VLAN ID fF¥#% &8 41213

Success.

#iconfig 11dp ports all dotl_tlv_pvid enable
Command: config 1ldp ports all dotl_tlv_pvid enable

3.6.14 config |ldp ports dotl_tlv_vlan_name

H LLDP @ IEEE802. 1 TLV(VLAN Name) D% 4 2R EZITVE T,

S config 11dp ports < <portlist> | all > dotl_tlv_vlan_name < vlan < all
| <vlan_name 32> > | vlanid <vidlist> > < enable | disable >

B! Az~ FTIE, IEEE802. 1 TE® HAVHHLHE TLV O 9 H D VLAN £ {Fil & AR —
NHEALCTHEAT 50 E I 0 EFRE LE T, VLAN A 1F 8% VLAN B T+ 2
MEIIPERRET DI ENTEET,

INT A=Y — <portlist> | all - RETLHHR— MIHZIEELET, T XTOR— FM%&5%
ETDHEAEIT, Tall) ORT A= —%HHLET,
all | < vlan_name 32 > — J@HIT 5 VLAN Z3EE L £ 4, 93CD VLAN & 3@
W A5HEAE. Tall) 2FEELET,
< vlanid_list > — 1#@%019 % VLAN Z VLAN ID ® Y 2 h THEE L £7°,
< enable | disable > — fEEL7=AR— ~. VLANAL CHR/ N Z2HRE L ET,
T 74/ FTIE, TRTOAR— FTETOVLAN A [disable] (JEZh) T,

i) [R5 I BHET WO NOHRKRa~ Ly REFITTEET,

KGN — 3 > | 1.00. 01 LA

{55 F 5] LLDP 3@ %1 TEEES02. 1 TLV @ VLAN £ 5% 2 6 A 121X

Success.

#iconfig 11ldp ports all dotl_tlv_vlan name vlanid 1-3 enable
Command: config 1ldp ports all dotl_tlv_vlan name vlanid 1-3 enable
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3.6.15 config |ldp ports dotl1_tlv_protocol_identity

HAY

LLDP @ IEEE802.1 TLV(Protocol ID) ®imEMNZRIT AREAZITVVET,

3L

config 11dp ports < <portlist> | all > dotl_tlv_ protocol_identity < all
| [ eapol | lacp | gvrp | stp ] > <enable | disable>

B!

ARz~ RTIE, TEEE802. 1 TED HLAVAHILIE TLV @ 5 6D Protocol 1D fE#H %
R— ML THEHTH0E I NERELE T, AT 577 k =/1% EAPOL,
GVRP. STP. LACP . {HBENCHEEITANE I A ET S LN Tx £,

INTA—=H—

<portlist> | all - FETHA— MNEHZBEELET, T XCTOR— FERE
T55E1E, Tall] ORTA—F—%2fEHLET,

<Call | [ eapol | lacp | gvrp | stp ] > — @A+ 5 70 haLizfEELE
T, TRTOT v havEHRETHHEIT lall) ORTA—F—%FHLE
ER

< enable | disable > - e L/=AR— b, v baL THRN/ ERhE2RE L F
R

T 7 AN RTE, TRTOR—FTTFRTHOT 7 F 2R [disablel (HE5) T
D

il R IH

FHET AV FOHRKax s FEFRTTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%

RG] TOR— MR LT LLDP #4012 IEEES02. 1 TLV @ Protocol ID &#H & & 5121

Success

ficonfig 11dp ports all dotl_tlv_protocol_identity all enable
Command: config 1ldp ports all dotl_tlv_protocol_identity all enable
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3.6.16 config |ldp ports dot3_tlvs

HAY

LLDP ¢ IEEE802.3 TLV ®i@EIZE T AR EFITWVVE T,

3L

config 11dp ports < <portlist> | all > dot3_tlvs < all |
[ mac_phy_configuration_status | link aggregation | power_via_mdi |

maximum_frame_size] > < enable | disable >

]

A=< RTCIE, IEEE802. 3 TiE®D b A YL TLV O #a AN — ML CHlAT 5
MEIMEFRELET, VAT LN @ENT 5 IEEES02. 3 TLV OfFHIZIX. MAC/PHY
A% EIRHE (MAC/PHY Configuration/Status), Y > 27 7 7' U % — 3 (Link
Aggregation) . PoE RHE (Power via MDI), K7 L —A WA X (Maximum Frame
Size) NV, B HRER— NELLTHINT HNEINERETHIENTEE
R

RT AL —

<portlist> | all - BET 2R — MEHZIEELET, 3 XTOR—FERET
H%aiE. lTall] ONRFA—=F—%2fEALET,

< all | [ mac_phy_configuration_status | link_aggregation | power_via_mdi
| maximum_frame_size | > - WHIT HEREBELE T, TXTOBREBET
HE%E1E, Tall) AL ET,

mac_phy_configuration_status — MAC/PHY s%EIRFEED WM 25 E L £9°,
link_aggregation — V> 7 77 ) rF—a UAFHRoOBEBMERELE T,
power_via_mdi — PoE fREEDEMZIFE L £,

maximum_frame_size — K7 L — LW A AOEHMERE L £7,

{ enable | disable > - fE L7=AR— b, BHBEROAR/ BhE2RELET,
7 74N T TR TOR— b TR TO@AERD [disable) (M) T,

il R IH

FHET AV M OHAKax s FeRITTEET,

X/ N— g v

1. 00. 01 LLf%

RG] T ToR— MK LT LLDP #E1Z TEEE802. 3 TLV ¢ MAC/PHY R EIREELZ 5 H 12T

Success.

ficonfig 11dp ports all dot3_tlvs mac_phy_configuration_status enable

Command: config 1ldp ports all dot3_tlvs mac_phy_configuration_status enable

3.6.17 config |ldp forward_message

HAY LLDP 7 L — LA DERIE AR E L 7,

1§ config 11dp forward message < enable | disable >

BIC]] AKa~ FTIE, LLDP 7 L— ADREINEIC DWW T ORELZITVET, LLDP 7
L — DRED A OS5 E . LLDP #EE B (KM ) T LT3z /5 L72 LLDP 7 L—
DEMOR— MIEEETEEY, LLDP 7 L— ARENEZ OB, ZIE L
LLDP 7 L — NEAA v F THm S v, oK — M3k s £ A,
7 74V Tl [disable) (#%h) T,

INT A —H— < enable | disable > — k94 2/ LAWVWEAHRELE£7,

il BRI EHET WY NDORAERa~ L REFITTEET,

K N—2 3

1.00. 01 LAR%
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it I LLDP 7 L — KRk 2 ST 2113

#config 11dp forward_ message enable

Command: config 1ldp forward_ message enable

Success.

3.6.18 show Ildp

THHROMIZ, EAEH TV Tl SN2 ERbEENET,

H LLDP IRFEA R R L £7°,
3L show 11dp
A Ka<wr RiE, A4 v FOLLPIREZFRRLET, LLDP O 71— L7225 0E

INT A=K — L,

il BRI 7L,

RHGE/N— 9> | 1.00.01 LU

i 451 : LLDP R FE A 7R3 D 121X

#tshow 11dp
Command: show 1ldp

LLDP System Information

Chassis Id Subtype : MAC Address

Chassis Id : 00-40-66-00-24-00
System Name :

System Description . Gigabit Ethernet Switch
System Capabilities . Repeater, Bridge

LLDP Configurations

LLDP Status : Disable
LLDP Forward Status . Disable
Message Tx Interval : 30

Message Tx Hold Multiplier:
Relnit Delay

Tx Delay
Notification Interval

C1 DO N
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3.6.19 show |Idp mgt_addr

ELD LLDP FE Y KL A@EnfEsh a2 # R~ LET,

&L show 11dp mgt_addr [ ipv4 <ipaddr> ]

BIC]] AKa<r Rix, AL v FOLLPEFT KL AD T o — L@tz R L
ENR

INT A=K — ipvd — IPv4a D IP 7 RL A ZfRE L £7°,

] PR =5 I 2L,

®thgas3—a > | 1.00. 01 LARE

fERE]: LLDP BT N L R EMARTTHICIT

#ishow 11dp mgt_addr ipv4 192.168. 254. 10
Command: show 1ldp mgt_addr ipv4 192. 168. 254. 10

Address 1 :
Subtype . IPv4
Address © 192.168. 254. 10
IF Type : Unknown
0ID ©1.3.6.1.4.1.278.1.35.106

Advertising Ports

3.6.20 show |ldp ports

H 1Y LLDP DR — MRERF AR R L ET,

L show 11dp ports [ <portlistd> ]

B! Ko< Rix, &R— O LLP RERBHMRTEEFRLET,

INT A= — <portlist> - RARTHR— MlHATEL 7, AW LIHE. T 3TOHR—
N OERBPERINET,

il BRI L,

K/ N— 3

1.00. 01 LAR%

82/384




fEAM:AR— 1O LLDP AR— FREBFIME FRT D121

#ishow 11dp ports 1
Command: show 1ldp ports 1

Port ID 1
Admin Status : TX and_RX
Notification Status : Disable
Advertised TLVs Option
Port Description Disable
System Name Disable
System Description Disable
System Capabilities Disable
Enabled Management Address
(NONE)
Port VLAN ID Disable
Enabled Port_and_protocol VLAN_ID
(NONE)
Enabled VLAN Name
(NONE)
Enabled Protocol_identity
(NONE)
MAC/PHY Configuration/Status Disable
Power Via MDI Disable
Link Aggregation Disable
Maximum Frame Size Disable

3.6.21 show |ldp local_ports

EED LLDP Oi@sE A A — b T EICRK TR LET,

1§ show 11dp local ports [ <portlist> ] [ mode < brief | normal | detailed
> ]

BLL! AKa<r RiE, &R — hTilad 5 LLDP o Bk e tfd#a R LET,

TG A= — <portlist> — FRT LR — MHIFHEZIEE L £, A LILEEIE, T XTOR

— FOFEERBERRSINET,

< brief | normal | detailed > - ERE—REZHEELET, T— Fick-o
T, RINDERENRRD 4,

brief - fli%E— FCHMEFR ST LET,

normal — HFHE— N TIHEREZR RS LET,

detailed - FEMIE— N CHEWMERLET,

E— REEMTHE, BEE—RFTHREERLET,

il B 5 I 7L,

RHGE/N— 5> | 1.00.01 LUK
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FEAB): AR — N 1 O LLDP @EfEH & i 5 € — R CHRRT 5121

#ishow 11dp local_ports 1 mode brief
Command: show 1ldp local_ports 1 mode brief

Port ID : 1

Port Id Subtype
Port Id

Port Description

. Local
1 1/1
: APRESTA Systems APLGM124GTSS R1.15 Port 1

FEAB]: AR — N 1 O LLDP @ EnfE A B % € — N CHRRT DI

#ishow 11dp local_ports 1 mode normal

Command: show 1ldp local_ports 1 mode normal

Port ID @ 1

Port Id Subtype

Port Id

Port Description

Port VLAN ID

Management Address Count
PPVID Entries Count

VLAN Name Entries Count
Protocol Identity Entries Count
MAC/PHY Configuration/Status
Power Via MDI

Link Aggregation

Maximum Frame Size

. Local
1/1
: APRESTA Systems APLGM124GTSS R1. 15 Port 1

S = O O =

(See detail)
(See detail)
(See detail)

: 15636
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FEAB]: AR — N 1 O LLDP @ EfE &2 3EHE — R CHRRT 5 121%

#ishow 11dp local_ports 1 mode detailed
Command: show 1ldp local_ports 1 mode deta

Port ID : 1

iled

Port Id Subtype

Port Id

Port Description

Port VLAN ID

Management Address Count
(NONE)

PPVID Entries Count
(NONE)

VLAN Name Entries Count
Entry 1 :

Vlan ID

Vlan Name

Protocol Identity Entries Count
(NONE)

MAC/PHY Configuration/Status
Auto—negotiation Support

Auto—negotiation Enabled
Auto—negotiation Operational MAU Type
Power Via MDI
Link Aggregation
Aggregation Capability
Aggregation Status

Aggregation Port ID

Maximum Frame Size

Auto—negotiation Advertised Capability :

: Local

D 1/1

: APRESIA Systems APLGM124GTSS R1.15 Port 1
1

: 0

1
. default

: Supported
: Enabled

6¢01 (hex)
0000 (hex)

: Not Supported

: Aggregated

: Not Currently In Aggregation
1

© 1536

85/384




3.6.22 show |ldp remote_ports

HHY LLDP XA N—F A X FERAE KR L ET,

I3y show 11dp remote_ports [ <portlist> ] [ mode < brief | normal |
detailed > ]

it B Ao~ Rt ZELELDP 7 L—ATHLNTE R A N—FT A ZAERE TR
LET, KA NRN—=F A ZERTIE, 32D VAN > F Y —& 10 fHOZH
7 RVAZ U MY —E AT EET,

INT A= — <portlist> — KT HAR— MEHAEEL £9, HRLEGAIE. TXTOR
— MDOIFRBERRINET,
< brief | normal | detailed > - F/RE— RZEELET, T— Rick-
T, BRINDEHRENERD 5,
brief - flig €t — NCIEHRER R LET,
normal — WBHE— FTIHEHREERLET,
detailed — FEMIE— RCHEREZRRLET,
E—RFZ2AKTLE, BFE-FTHEREERILET,

] PR =5 I 2L,

X N— g 1.00. 01 LA

G A— N 1 ORAN=FT A AEREMSHE— FTRRT DT

Port ID : 1

#ishow 11dp remote_ports 1 mode brief

Command: show 1ldp remote_ports 1 mode brief

Remote Entities Count : 1

Entity 1
Chassis Id Subtype : MAC Address
Chassis Id : 00-40-66-10-27-00
Port Id Subtype : Local
Port ID D 1/1

Port Description
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FERG:A— K 1 ORA N—F A 2 FRZ@E T — R TERTDHITIT

#show 11dp remote_ports ports 1 mode normal

Port ID : 1

Command: show 1ldp remote_ports ports 1 mode normal

Remote Entities Count : 1
Entity 1
Chassis Id Subtype
Chassis Id
Port Id Subtype
Port ID
Port Description
System Name
System Description
System Capabilities
Management Address Count
Port VLAN ID
PPVID Entries Count
VLAN Name Entries Count
Protocol ID Entries Count
MAC/PHY Configuration/Status
Power Via MDI
Link Aggregation
Maximum Frame Size

Unknown TLVs Count

: MAC Address

: 00-40-66-10-27-00
: Local

P 1/1

S O O O O

(None)
(None)
(None)

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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FERB:AR— R 1 ORAN—F A ZEREZFHEHET— N CTHETTHITIT

#show 11dp remote_ports 1 mode detailed

Command: show 1ldp remote_ports 1 mode detailed

Port ID : 1

Remote Entities Count : 1

Entity 1
Chassis Id Subtype : MAC Address
Chassis Id : 00-40-66-10-27-00
Port Id Subtype . Local
Port ID c1/1

Port Description

System Name

System Description

System Capabilities

Management Address Count 0
(None)

Port PVID
PPVID Entries Count

(None)

VLAN Name Entries Count 0
(None)

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All

3.6.23 show |ldp statistics

H1 AT LD LLDP #EHEHRE R R L ET,

L show 1ldp statistics

B AKa< v Fid, LLDP XA N=F A ZIGHRBREOH G 2RI L ET,
INT A —H — 7L,

] PR =5 I 2L,

®thgas3—a > | 1.00. 01 LARE
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5 61 LLDP it s &2 o3 5 121%

#ishow 11dp statistics

Command: show 1ldp statistics

Last Change Time : 6094
Number of Table Insert 1
Number of Table Delete 0
Number of Table Drop 0
Number of Table Ageout 0

3.6.24 show |ldp statistics ports

H 17 AN— b TO LLDP #aHE M aE R L £,

&3 show 11dp statistics ports [ <portlist)> ]

i AKa<wr RiE, A—FToOLLP fFHROFFEZRRLET, LLDP 7 L— LD
B EOERPERINET,

INTA—=H— <portlist> - F/rT HA— MEPHZIRE L 7,

il BRI 2L,

®thgas3—a > | 1.00. 01 LARE

fERF]: AA— bk 1 @ LLDP #aHE#m A2 £rnd 511X

#ishow 11dp statistics ports 1
Command: show 1ldp statistics ports 1

Port ID: 1

11dpStatsTxPortFramesTotal © 27
11dpStatsRxPortFramesDiscardedTotal
11dpStatsRxPortFramesErrors
11dpStatsRxPortFramesTotal © 27
11dpStatsRxPortTLVsDiscardedTotal
11dpStatsRxPortTLVsUnrecognizedTotal : 0
11dpStatsRxPortAgeoutsTotal
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3.7 NF—¢7aV T hoiREa<T R

3.7.1 config command_prompt

H 1 a~wr R7unr 7 b ERELET,
I3y config command_prompt < <string 16> | username | default >
A Ka<wr FTlE, a~y Ry beBELEY, £, nrAf ra—9—
HEMERT DL ICERET DI L LARETT,
INT A —H— {<string 16> | username | default>
{string 16> - ¥MAEEF 16 LFLNOFH LWARTIZ AT T5Z LT, av
YR P EERLET,
username — AV RFu T e/ f ra—HP—Z[ITEELET,
default - TiHfiRfa~> F7a> 7 MUy FLET,
] R =5 I BEHET DT NOHRKRav REFTTEET,
fDHIRIZLL T O ) T,
reset] A~y RRFEfTENDL L, BEINca~v L R e 7 MIEESH
TIRBEEZHERF L E 9, 7272 L. [reset config/reset system] 2~ RNFELT
SNbHE, avry Na 7 MITHHARFOREIZY By hENET,
KN—2 g v 1. 00. 01 LA

ARGl g~ a7 e TAPS) ICETTHI1201E

Success.

APSH

#iconfig command_prompt APS

Command: config command_prompt APS
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3.7.2 config greeting_message

HAY

B NS —ERELET,

15 3C

config greeting message [ default ]

B!

Aavy B B4 RS NG AT —ERELET, /F—Of
BOER ST —=7 4 4 — TV E T

IRT AL —

default - default # ASJ325¢, Nf—a<w FEEEL, NF—3THH
TP E DN F—IZ Y 'y P ENET,

Nh—xF 4 X —%FA< 121X, Tconfig greeting message] =<2 RDET,
Enter>% 27 Vw7 LET, H#REANL, NF—2F7 4 Z—ZiER ST
Lavy LTS —2RRLET,

Quit without save: Ctrl+C

Save and quit: Ctrl+W

Move cursor: Left/Right/Up/Down

Delete line: Ctrl+D

Erase all setting: Ctrl+X

Reload original setting: Ctrl+L

il R I

EHET D NOHRa~ L REFETTEET,
i DHIRIZLL T Ow Y T,

reset] A~ RRETIND &, BEINIAT—IIEE SNTREBAHER:
LEd, 7272L. lreset config/reset system|] I~ RNFEfTENB &, &
B ENATFT =X TG AR OREICY Yy FEvE T,
NPT —ORRERIT, 617%80 L 7/FATTY, (14TI280 LFTEITET),
Ctr1+W |Z DRAMIZEE /=T — %2R EFET S 7217 T9, [save config/save
all] A~y REHXATLCT Ty va A ) —IURFETIHERD Y £,
BIEN TOHARTT,

KN—V 3

1.00. 01 LAR%
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ARG g A N F— A RET B I21T

#iconfig greeting message

Command: config greeting message

Greeting Messages Editor

ApresialightGM124GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1. 15.00
Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved

<{Function Key> {Control Key>

Ctrl+C Quit without save left/right/

Ctrl+W Save and quit up/down Move cursor
Ctrl+D Delete line
Ctrl+X Erase all setting
Ctrl+L Reload original setting
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3.7.3 show greeting_message

HHY a7 A N =R RKRLET,

&L show greeting message

B! Kawr FE, 2 vy FICBAERESNTWDL 0 7 A N\ F—2FR LET,
NF—ZBH LU BRICHER T 256 I LET,

INT A —H— 7L,

] PR =5 I 7L,

RG/N— = > | 1.00. 01 AR

G 7 A R F—%FrT BT

#ishow greeting message

Command: show greeting_message

ApresialightGM124GT-SS Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.15.00
Copyright (C) 2021 APRESIA Systems, Ltd. All rights reserved
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3.8 xy rD—VE®E SNWP) o<k

ANAA v F X, Simple Network Management Protocol (SNMP) N— g1, 2 BLOW3 VKR —
FLTWET, 2—H—i%, SWMP D EDN— g o TAA v FZERB LOHIET 2046 E T %
T, SNMP D 3 OO NR—V g E, BEAT—va vt xry NU—7F 30 A2 2% 2
T A =L YULRER D FF, SWMP A=V arDbxa )T o —HEEIZLLTOROEY TT,

SNMP /3| FRGRES 1L B!

—T3

Ve

vl aAIa=T 44 2 a2 =7 4 —ZITRRECE A S 41 E 97— NoAuthNoPriv

v2¢c a3 a=T 4—4 IIa=T~4 *—Z. FOREIZAE FH & 41 E - NoAuthNoPriv

v3 a—Y—4 a2 — P —Z I IRRAEICfE A S 41 FE 9 NoAuthNoPriv

v3 MD5 ¥ 721X SHA FOREIT HMAC-MD5 & 72 1% HMAC-SHA 7 /b = U X A2 HSWTTT

b:}’biﬁ“— AuthNoPriv

v3 MD5 DES & 7213 SHA FOGEIX HMAC-MD5 & 7213 HMAC-SHA 7 /b = ) X A|ZFED W TET

DES HIVET - AuthPriv

DES 56 £ v R 503 CBC-DES (DES—56) A= HEH #5412 FoSu
TEMENET

3.8.1 create snmp

user

HAY

L SNMP = —— 2 Bk L £ 4,

3L

create snmp user <SNMP_name 32> <groupname 32> [ encrypted <
by_password auth <md5 <auth_password 8-16> | sha <auth_password 8-20>
> priv < none | des <priv_password 8-16> > | by_key auth < md5
<auth_key 32-32> | sha <auth_key 40-40> > priv < none | des <priv_key
32-32> > > ]

B!

AKa< Rk, HrLwv SNP =—HF—24Es L, fER L7z SN\P 7 v — 7 12—
P—%BMLET, SN\WP (ZLLAFOHEE ZRFEL £7°,
f;w?~9®ﬁ”>/nykﬁ%%#fﬁfﬁéhfb%m\ EERRFELET,
FORE — SNMP A v B — U N HRREE TN ORTNDNE D a il LET,
W5k — RIBFEOEGBITICBREND Z L ZBi<T2DIi, A vE—VORNE
WA T TN ENTET,

INTA—=H—

<SNMP_name 32> — H[ LU SNMP = —H— &35 9~ 2 A 55T 32 SCFLAN D

e AT LET,

{groupname 32> — H LU SNUP =—HF =23 %biifFHiT 41D SNMP 70— 7 %

BT 5 A T 32 SCFRAN DA E AT LET,

encrypted — SNMP Zffi [ L7238GED ¥ A 72w L £§, =2—V—ZLLTD

BN TEET,

by_password — FRiEE 7T A N —D 72O SNP —H—|Z/XAT— R & A

NTHEICERLET, /AT — KX, LLFT lauth_password] #HEET

LHZEICkoTEREINET, ZOHFKNEHERLET,

by_key — FRFAEE T T A R —DIZHIZ S\WP 2 —H — (i B ¥ — &2 A ST 5
NCERLET, F—F, 6EERICLIVIBEET S LICL-TERSN

F9., BEX2VT 04—k ZOHNFHERWNLEEA,
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INT A—H —

auth — SNMP = —H — % BEET 2 72 OIEH SN DFRAET VT Y X LD X AT

BBRLET, UTOBRRIHY 7,

md5 — HMAC-MD5-96 F¥FEL~ /L& FEE L E T, md5 (X, LFD 122 AT 5

ZEITko T, FIHENET,

<auth password 8-16> — R A NMIXTH 7y MRZETEHLHIT—V =

¥ N EGRAIT D T OIS S AL D A 9T 8~16 SCTA,

<auth_key 32-32> = ARA MIT o7y FPRZETELLIZ—V = b
ZFRAIT DT DI S5 M S 32 SCEDUFES & 16 HEEIENT AT

LET,

sha — HMAC-SHA-96 FBGE L~V & L £,

<auth password 8-20> — A MIXITH 7y "RZETEZHLLHIZ—TVx

v NEBAT DT DI S D A S8 8~20 SCFED LFH,

<auth_key 40-40> - RA MZHKTH X7y MRZETEL LI =—T = b
ZR AT DT DI S35 A T 40 LT O F—% 16 #EIEANTAT L

£7,

priv — priv (A4 N —) T A=K —%iBT5H é: FoEWERY T

S —T=OICFRFET T Y AL AZ T, Bk b aRelz 20 £4, 2—H%—

IFLL T OB TE E T,

des - ANRXT XA —H—ZBINTH L, 56 B> FDEFE(LD =D DES-56 FEHE

OFEHANFREE 720 £97,

<{priv_password 8-16> - RA FPNT—T = MIFETHEA v E—YDHNE
W5t 5 7o DI 3 2 M 5005 8~16 SCF D 3CF5,

<priv_key 32-32> - RA MNZ—x 0 MIEETIHIA v E—VONELIRE

FALT DO SN D AT 32 XTFOF—% 16 B TAH L E

ER

none — AT A =X —% BT 5L, BEELEITOVER A,

il BRI

BHET Iy NOHhAKRa~v L REEITTEET,

K/ N— g v

1.00.01 LLF%

fift FA 31 BT AR SNMP = — W — 2 /ER3 5 1213

none

Success.

#create snmp user APS default encrypted by_password auth mdb knickerbockers priv none

Command: create snmp user APS default encrypted by_password auth md5 knickerbockers priv
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3.8.2 delete snmp user

H i1 SNMP == —H — & HIBR L £ 9,

&L delete snmp user <SNMP_name 32>

B Aa< Rk, SN\UP Zb—7" 75 SNMP 2 —H —ZHIR L £,

INTGA—H— <SNMP_name 32> — HIFRE 4125 SNMP = — — 235519 2 /8 9o 57 32 LA
DILFHNE NI L ET,

] PR =5 I BHET T hDOBRAa~ L ReFITTEET,

St S— 3> | 1.00.01 LA

15 F 1 : SNMP = — - — Z-HllR3- 5 121X

#tdelete snmp user APS

Command: delete snmp user APS

Success.

3.8.3 show snmp user

B SNMP = — W — DA KR L ET,

AL show snmp user

B Ko< R, BESH TS S\P 2 —HF— DR a2 For LE T,
INT A= — 72 L,

] PR =5 I 2L,

%Hi/S— g > | 1.00.01 BLRE

ERE]: A A > FICBERESN TS SNWP 2 — Y —Z2FR_T 51T

#ishow snmp user

Command: show snmp user

Username Group Name SNMP Version Auth-Protocol PrivProtocol

initial initial V3 None None

Total Entries: 1
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3.8.4 create snmp view

H i1 SNMP Bz —x > b U —Z8Ek L ET,

I3y create snmp view <view_name 32> <oid> view_type < included | excluded >

BIC]] SNMP B = —l%, AA v FDOMBIZHT 2 SNWP v 1 — ¥ —D7 7 & X & HlfR
THDO, MIBAZ7 V=7 NOFHEEETHHDOTYT, 2I2=7 14 —4
RITN—TH EMBTENT, TNEIOT 7 B AfHEZEELET,
SNMP B =—(%, 0ID & B a—% A TOMAEDLEIC L 2T b U — TRk
ENFET, H U MU —TiE, FEELZO0IDLLTFOMIB AT Y =7 MIH L,
included (77 A0[HE) b L< X excluded(T7 7 & AEIE) L) L— L& 45
ELET, DO 22—y M) —THATDV—ABFET LS
X, 0ID RV U —D/— MBS E T,
ARKa<wr RiE, SWP Ea—=> M) —%%§LET, ALE=a2—4Dx Y
—BFELTVTH, 01D BEEIZ—FH L TWhARThuE, Bz vy —L
LT SNET,

INT A —H— <view name 32> — SNMP B = —%4 2 A1 L ¥,
oid> = SN\MP Bz —= > b U —D 0ID 25 E L £,
view type - U FDOE 2—F A TZ IR LFET,
included = SNMP ¥ R =¥ =607 7B A& LET,
excluded — SNMP = X — % —M DT 7B AZ [ LER A

il PR 2 BHET HD v DI ARa~wy REFITTEET,

%Hi/S—2 g > | 1.00. 01 BLRE

ERFI0ID 11.3.6) LFOMIBA TV =2 ha~DT 7 AZIA[THT L N —ZAERRT 512X

Success.

ficreate snmp view APS 1.3.6 view_type included

Command: create snmp view APS 1.3.6 view_type included

3.8.5 delete snmp view

HHY SNWP B z—= > b U —ZHIBRL £ 7

&3 delete snmp view <view_name 32> < all | <oid> >

i AKa<wyr Rid, BERENTZSNP Ea—=2 M —ZHIBRLET, BELE
SNWP B2 —D—2DxTr b — b LFTRTO=S M —ZHIRTE E
BN

INT A —H— <view name 32> — SNMP B =2 —%4 2 A1 L ¥,
all — fEEL7Z SNP B2 —DF_RTOHOZY b —ZHIBRL 7,
<oid> — FEE L7 SWP B2 —DfED = b U —ZHIBR L £9,

il PR = 1 EHET W NDOHRKRA~ L REFITTEET,

KIRN—= g

1.00. 01 LAR%
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G 3R BB HD SNMP B o —% 24 v F b HIERT 5120

Success.

fidelete snmp view APS all

Command: delete snmp view APS all

3.8.6 show snmp view

HI7 S\WMP E'2e—x2 b —2FRRLET,

1§ show snmp view [ <view_name 32> ]

i AKawr Fid, BEESNTWSESWP Ea—x M —%2FRLET, ELE
SWP E2—Dx N —DHhZERFTHIEETEET,

INTA—=H— <view_name 32> — FI/RT D SNWP B = —ZfRE LE T, B LI-HAITT T
DSNWP Ez—x 2 U —RFRRINET,

] PR =5 I 2L,

X/ N— g 1.00. 01 LA

ERBI:SNP B 2—x > Y — &2 T _RTHERT HITIE

#ishow snmp view

Command: show snmp view

Vacm View Table Settings

Total Entries

View Name Subtree View Type
restricted 1.3.6.1.2. 1.1 Included
restricted 1.3.6.1.2. 1. 11 Included
restricted 1.3.6.1.6.3.10.2. 1 Included
restricted 1.3.6.1.6.3.11. 2. 1 Included
restricted 1.3.6.1.6.3.15. 1. 1 Included
CommunityView 1 Included
CommunityView 1.3.6.1.6.3 Excluded
CommunityView 1.3.6.1.6.3.1 Included
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3.8.7 create snmp community

H 1 SNWP =1 X 2 =7 ¢ — & B LET,

I3y create snmp community <community_string 32> view <view_name 32> <
read_only | read_write >

AL SNMP =2 X = =5 ¢ —(%, SNMPv1 B LU v2e TSNP v F— ¥ ¢ —Da—H—k
BNTEERH SV E T,
AKaxy RTIE, SWP 22X 2 =7 4 —Z8& L, TO—H =T 2 HfFiE
FRA SNMP = — L HEFR L~ULTHEE L £, MERL~LIZ1T Tread_write]
(FiAEFEAlRe) F72ld read_only) FAHLOAZ)D3H D £7,

INT A—H— {community_string 32> — SNMP = X =2 =7 4 —®D A /3= Z k5925 SNMP =
L2 =T 4% 32 LFE COFARECCTIN AN LET,
view <view name 32> - 7 7 & A&iPHZ RT SNMP £ = —Z$EEL 7,
read_only - FER L~V % [FERM L DA IZHEELET,
read_write — MR L~V % [HiAEXAEE] ICHEELET,

] PR =5 I BEET T hOIHARaw s REETTEET,

XfIs/N— g > | 1.00. 01 LA

5 FF]:SNMP =2 X =

=7 4 — [APS] Z1ET 511X

Success.

#create snmp community APS view ReadView read_write

Command: create snmp community APS view ReadView read_write

3.8.8 delete snmp

community

EED

SNMP 22 =2 =7 4 —ZHIBR L F9,

S delete snmp community <community_string 32>

] Ka<wr RiE, BEINTWDSNIP 2 2=7 ¢ —%HIBR L £, W5
NTODSNWP 2 2= 4 —bHIBRTDZ ENTEETS,

INT A—H— {community_string 32> - HI&4TASNMP 2 S 2 =T 4 —%2 23 2= 1 —4 T
fRELET,

] PR =5 I BEHET T NOHRKRav REFITTEET,

K/ N— 3

1.00. 01 LAR%

FERFSNMP =2 X = =7 ¢ — [APS] ZHIBRT D I2iX

Success.

#delete snmp community APS

Command: delete snmp community APS
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AEEIE

0 TIHEEBORERECSNTIE. 931271 —ZA—HF 5L TH NP T4
— VO —DoDT I EAMNEFAINET, SNWP HEEZEA LA LVMES. delete
snmp community. delete snmp user BREZTHILENHY FI,

3.8.9 show snmp community

H SNWP 2R 2 =7 4 —DIFHREFR R LET,

&3 show snmp community [ <community_string 32> ]

] AKawy FE, BERENLTHWD SN 2 2=7 4 —%2F R LET, FiED =
22T A —HDEROHLERTRSEL LB TEET,

INT A—H— {community_string 32> - ' RTASNMP a3 a=F 4 —% a3 a2=T 4 —4 T

BELET, B LEBESIZTRTOSNMP 23 2=F 4 —RNERINFT,

il PR IR L,

%It N— 3 > | 1.00.01 DL

ERBISNMP 2 2 == ¢ — [APS] DIF#RAEERT HITIT

#tshow snmp community APS

Command: show snmp community APS

SNMP Community Table

Community Name View Name Access Right
APS ReadView read_write
#

3.8.10 config snmp enginelD

H i1 SNMP = > & L Dkl 7 A gk e LET,

3L config snmp enginelD <snmp_enginelD 10-64>

B Ao~ Rix, S\Pv3 TEH SN D= U Ol 25 E LET,

INTG A =S — <snmp_engineID 10-64> — A A v F @ SNMP = > V> ZHRET 5 A I T DX
FHNEATILET,

] PR =5 I BEET T hOIHARaw s REETTEET,

®thgas3—a > | 1.00. 01 LARE

] A A > F D SNMP enginelD (2 0035636666 % {159 5121%
#config snmp enginelD 0035636666
Command: config snmp enginelD 0035636666

Success.
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3.8.11 show snmp enginelD

H SNMP = o DBl &2 FRoR LE T,

&L show snmp enginelD

B Ka< Rix, A v FOSNP =P OiilF2F R~ LET,
INT A=K — 2L,

] PR =5 I 721,

K N— g v 1.00. 01 LARE

fERF: 2 A~ F D SNMP enginelD ZF 4 511X

SNMP Engine ID :

#ishow snmp enginelD

Command: show snmp enginelD

80000116030040664599a6

3.8.12 create snmp group

HAY

SNMP 7' L— 7 ZERk L £ 47,

3L

create snmp group <groupname 32> < vl | v2c¢ | v3 < noauth_nopriv |
auth_nopriv | auth_priv > > < read_view <view_name 32> | write_view

{view_name 32> | notify_view <view_name 32> >

B!

SNMP 7 /b—" 1%, SNP 22— — LSNP 22X 2 =7 ¢ — LD X Z DR %
FRELET, SNP 2—H%—1%, Fr@d 2 SNWP 7 /b— 7 CTHRE S - HEBR O %
FHCT 7B ARFAISNET,

AKa<wr Rix, S\WP Z b —7 2 IS8 LET, 2B, S\WMP 2 2=7 1 —
2B LT A IR, R4 O SNP 7 v — 7 BN HENCRER S E T,

INT A =L —

{groupname 32> — SNMP 7'V —7"%4% A1 L £,

vl = SNMWP R— = > 1 2T 258 ELET,

v2c = SNWP N—V 3 v 2 AT ALAICEELE T,

v3 = SNMP N— 2 > 3 2T 2B T E LE T, SNMPv3 TIX SNWP 77 &
AZBWTCERIEE B S b A2 PR — L THY, BIEER B L2 AT 50 E 9
W RT A= —THRELET,

noauth_nopriv — #iF. B ELEITWER A,

auth_nopriv — REZITWE TN, KoALITITWERE A,

auth_priv — F&fF & B L2 TV E T,

read_view — #iA M LT 7 & A Z /RT SNMP B2 — &SR L £7,

write view — EXIALT 7 & AEPHZRT SNWP B = — 28RN L £ 77,

notify view — SNMP 7 v 72k G4 2&iHZ R~ B 2 — 2 @R L £7°,
view <view_name 32> — £ 7 7B RIZxTH SNWP B2 —&FEELET,

il R IH

FHET AV MDA Kax s FeRITTEET,

K N—2 3

1.00. 01 LAR%
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i I :SNMP 27 v—7 TAPS| ZVERRT B 121E

#create snmp group APS v3 noauth_nopriv read_view vl write_view vl notify_view vl

Command: create snmp group APS v3 noauth_nopriv read_view vl write_view vl notify_view vl

Success.

3.8.13 delete snmp group

HEY SNWP 7 L — 7 & HIBR L £9,

S delete snmp group <groupname 32>

B! AKa<r Bid, AA v F5H SWP ZL—7ZHIBLE4, 2D SNP ~A—
g Y CH—® SN 7 V—T% DT b U —=BEET 556, TXTo=r M)
—NHIBRSHET,

INT A —H— {groupname 32> — HIT 5 SNMP F—TF % I NV —T 4 TCHRELET,

] PR =5 I BEHET T NOHRKRav REFITTEET,

X/ N— g 1. 00. 01 LA

5 5] : SNMP 27 v ——7" TAPS| ZHIkRT 5121

#idelete snmp group APS
Command: delete snmp group APS

Success.

3.8.14 show snmp groups

H SN\P 7 Vv—7 "% FKom LET,

X show snmp groups

G| AKawr Fid, BESH TS SNWP 7 L—7 DA FR LET, B0
SNMP R—20 2 ZHRHET DA, TRENHOFERICE LD TERREINE
7

INT A—H— 7L,

i) [R5 I 2L,

R N—2 3 > | 1.00.01 LI
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B 2 A > FITHAE

FTEIN TS SNMP V' IL—TF 2 FKRT HITIE

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Group Name
ReadView Name
WriteView Name
Notify View Name
Security Model

Security Level

Total Entries: 5

#ishow snmp groups

Command: show snmp groups

Vacm Access Table Settings

: Group3

: ReadView

P WriteView

: NotifyView

: SNMPv3

: NoAuthNoPriv

. Group4

: ReadView

P WriteView
: NotifyView
: SNMPv3

: authNoPriv

. Groupb

: ReadView

D WriteView
: NotifyView
: SNMPv3

: authNoPriv

P initial

! restricted

. restricted
: SNMPv3
. NoAuthNoPriv

: ReadGroup

: CommunityView

: CommunityView
: SNMPv1
. NoAuthNoPriv

103/384




3.8.15 create snmp host

HAY SNWP k7 v 7 OEEEEZRE L ET,

I3y create snmp < host <ipaddr> > < vl | v2¢ | v3 < noauth_nopriv |
auth_nopriv | auth_priv > <auth_string 32>

GILs ARa<wr R, S\WP R 7 > 7T OREHRAA MERELET, HE L7z SNIP =

Ra2=T4—4b LILSNP 22—V —D 7 7 & 2% (FrE 4 2% 7 /v—7 s
EINTWALSNWP E2—) IS UTSWP o v 7Z2EELET,

INTGA—H— Cipaddr> = SN\MP k7 v 7 OEFL TP 7 KL A,

vl = S\MP N—V 5 1 2T 25 GICHEELET,

v2c — SNMP /X— 3 > 2¢c AT EAICHEEL £,

v3 = SNWP R— = > 3 2T G AICRELET,

noauth_nopriv — #iF. BFELEITWERE A,

auth_nopriv — @REZITWE TN, KoALITITWERE A,

auth_priv — BRGE &S ZITVWVE T,

{auth_string 32> —= SN\WP 2 2 a2 =7 4 —4 b L T2 —F—AEHFELE
R

il R IH FHET AV FOHAKax s FeRITTEET,

RHGE/N— 5> | 1.00.01 LUK

ERE]SNMP R 5 v 7 OEENEEEET A 121X

ficreate snmp host 10.48.74.100 v3 auth_priv public
Command: create snmp host 10.48. 74. 100 v3 auth_priv public

Success.

3.8.16 delete snmp host

H /Y SNMP 7 O RAZHIR L E T,

1§ delete snmp < host <ipaddr> >

B AKa< Rix, SWP s 7 v 7OREELEO= N —ZHIBRLE T,
INTA—=H— {ipaddr> = SN\WP h 7 v ZOXEEIP T FLAEZALET,

] PR =5 I BEHET T NOHRKRav REFITTEET,

X/ N— g 1. 00. 01 LA

ERFISNP k7 v 7RG U —%HIFRT HI121E

#idelete snmp host 10.48. 74. 100
Command: delete snmp host 10.48. 74. 100

Success.
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3.8.17 show snmp host

H 1 SNWP ~Z v T DREFREFR R LET,

I3y show snmp host [ <ipaddr> ]

A Ko< Rid, BEELIZSNWP T v FORELEOBREF T LUET, BFEOE
BHRIPT RLARICK S TERTHIELTEET,

INT A — K — {ipaddr> = SN\NMP b7 v 7 OEEFEHR IP T FLAZ AN LETS,

il BRI 2L,

R N—2 3 > | 1.00.01 LI

FERF]: SN\NP k7 » P IRELDOIEHRE R AT DHITIE

#ishow snmp host

Command: show snmp host

SNMP Host Table
Host IP Address SNMP Version Community Name / SNMPv3 User Name

10. 48. 76. 23 V3 noauthnopriv initial
10. 48. 74. 100 V2c public

Total Entries '@ 2

3.8.18 create trusted_host

H FNZARFARZ U R —ZERLET,
&3 create trusted_host < <ipaddr> | network <network_address> >
B AKavwr RiE, FTZARMKRARNEERLET, b7 A MR MBAREESILD

ELCHRELEIPT RFLA(LLLIER Yy N2 7 RLUAHEHO IP 7 KL &)
PIAAD IP 7 RLANDLIER Yy NU—IZRBATT 7B ATERL R0 ET, +T
A R A R ORERITHEK 10 HF TRHETT,

INT R — {paddr> = FTZAKRKAFDIP T RLAZIEEL T,
<{network_address> - FNTARNKANDXY NU—T T RLAZRFEELET,
Hill PR =-TE EHETHT L PO ARKa<w L REETTEET,

St S— 3> | 1.00.01 LA

ERB: b F A RA A N EERT D20

ficreate trusted_host 10.48.74.121
Command: create trusted_host 10.48.74.121

Success.
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AP T A PRA MRy FU =7 EERT 51213

ficreate trusted_host network 10.48.0.0/16
Command: create trusted_host network 10.48.0.0/16

Success.

3.8.19 delete trusted_host

HHY NZA KA =2 B —ZHIBRLET,

S delete trusted _host < ipaddr <ipaddr> | network <network address> |
all >

B! AKa<wr RiE, PTFARMRA M= MY —ZHIBRLES, = MU —@5], &
HNFT S N —F RCEHIRTHZ N TEET,

INTA—=H— <ipaddr> - HIBRT 265D IP 7 FLAZHELET,

<network_address> - HIRTAXNEDORY hT—I T RLAZEELET,
all - BE SN TNHETD T A MKRA MRHIBRSNET,

il R IH FHET AV MO Kax s FeRITTEET,

RHGE/N— 5> | 1.00.01 LUK

fHERF:IP 7 R A2 110.48.74.121] O N7 A MARA MZHIBRT 512X

fidelete trusted_host ipaddr 10.48.74.121
Command: delete trusted_host ipaddr 10.48. 74. 121

Success.

ERB: %>y hT—27 7 R A 110.62.0.0/16) O F T A MFKA MRy hT—27 ZHIBRT 520X

ttdelete trusted_host network 10.62.0.0/16
Command: delete trusted host network 10.62.0.0/16

Success.

G R AR A P N —Z2F X THIBRT 51C1F

fidelete trusted_host all
Command: delete trusted_host all

Success.
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3.8.20 show trusted_host

H /Y N7 ARRANERRFLUET,

L show trusted_host

BIC]] AKa<r Rix, BEEINTHWD N TFARKRANDY A NEFRLET, T A
FRANZIPY RVATHRELLSGES, P 7Ry h~RA 7% [/32) L L TR
RLUET,

INT A=K — 72 L,

] R = I BHET DT FOBRARKaw s REFITTEET,

®thga3N—a > | 1.00. 01 LARE

FRF : T AREARNDY A NEFRRT HITIE

fishow trusted_host

Command: show trusted_host

Management Stations

TP Address/Netmask

10. 53. 13.94/32

Total Entries: 1

3.8.21 enable snmp

EL:B) SNWP 7 v F RN LET,

S enable snmp < authenticate_traps | linkchange traps | traps |
login_trap | login_fail_trap | logout_trap >

] Ka<wr FiE, ALy FOSNWP +7 v TFOFEMILET, £/, FiED T v
TORERL THMNTHI LTI ET,

INT A —H— authenticate_traps — FRIFRILEED T v FH T2 HNC L £,

linkchange_traps — Vo 2 F oV T 7HITEZHINZI LET,
traps = SN\MP v 7 v 7HI1 2 BN L ET,

login_trap - R A v b7 v IO EEHIZLET,

login_fail trap - @A 7 =24V Ty THODERANILET,
logout_trap - B2 7 U N T v FHNERMZLET,

il R IH FHET AV FOHRKax s FeRITTEET,

RHGE/N— 5> | 1.00.01 LUK
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ERG: A A »F D SNP ~ T v FEENCT AT

Success.

ftenable snmp traps

Command: enable snmp traps

fERFISNP Vv 7 F =P b Ty FHDEANCT DX

Success.

#tenable snmp linkchange_traps

Command: enable snmp linkchange_traps

{55 51 - SNMP 283E b 7 » I 2 F ST+ 5121

Success.

fienable snmp authenticate_traps

Command: enable snmp authenticate_traps

3.8.22 disable snmp

HAY

SN\MP F 7 v 7 &2z LEd,

3L

disable snmp < authenticate_traps | linkchange traps | traps |

login_ trap | login_fail_trap | logout_trap >

]

RKa<w Rk, AL TFDOSNP b7 v 72\ LET, F£/2, FED T v
TORER L CEHZT DL ELTEET,

INT A—H —

authenticate_traps — FRaEREIED N T v 7H A2 HERhIZ LE T,
linkchange_traps — Vo 2 F =z o 7HITZEEDNZILET,
traps — SNMP 7 v ) BN L ET,

login_trap - =7 A N7 v TN Z N L ET,

login_fail trap - v A 7 =A N NT v THITEEHILFET,
logout_trap - B2/ 7 U s T v 7HIEEH L FT,

il R IH

FHET AV FOHAKax s FeRITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LLf%
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{5 F 31 : SNMP 5RGIE k7~ 7 H ) & BhZ T 512

#tdisable snmp authenticate_traps

Command: disable snmp authenticate_traps

Success.

ERBISNP U o 7 F =P v Ty T B ENICT BT

#disable snmp linkchange_traps

Command: disable snmp linkchange_traps

Success.

ERB]: A A~ F D SNP b 7 v 7 H I E BT A2

#idisable snmp traps

Command: disable snmp traps

Success.

3.8.23 config snmp |inkchange traps ports

H VoI F 2P Ty TOMBR— N ERELET,

S config snmp linkchange traps ports < all | <portlist> > < enable |
disable >

i Kavwr RiE, Vo7 Fzr b7y 7OREHEZHRELET, R—hT&
\ZEXERTRE T,

INTA—=H— all - T _XTOR— FEHELET,

{portlist> - AR— hEIPHZFEE L £,
enable — ZOR—FDY I F 2o N T T OFEELTEDCLET,
disable = ZOR—F+DV L 7 F 2 T v TOEEZHEICLET,

il PR IR FEHET WO NDOHRARa~v L REFATTEET,

St S— 3> | 1.00.01 LA

R AR— RN 1I~4DY 7 F 22 NI P EEDNCHRET AT

#config snmp linkchange_traps ports 1-4 enable

Command: config snmp linkchange_traps ports 1-4 enable

Success.
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3.8.24 show snmp traps

ELD SN\WP h 7 v TREZFTFLET,

I3y show snmp traps [ linkchange_traps [ ports <portlist> ] ]

i Ka<wr Rk, A4 v FOSNWP h 7 v 7OREFHREFRLET,

INT A—H— linkchange _traps = SNMP U 7 F =¥ b7 v 7 OREFREEZ L ET,
<portlist> - X/rT HA— hHHEFREL ET,

] PR =5 I 7L,

K N— g v 1. 00. 01 LA

FERE]SNMP K 7 v 7 EER WA Fornd D12

#ishow snmp traps

SNMP Trap

Linkchange Traps
Login Trap
Logout Trap
Login Fail Trap

Authenticate Traps :

Command: show snmp traps

: Enabled
Enabled
: Enabled
: Disabled
: Disabled
: Disabled

ERBI:SNP Uo7 F =P b7y POREBREFZ T HIT1T

#ishow snmp traps linkchange_traps

Command: show snmp traps linkchange_traps

Linkchange Traps . Enabled
Port 1: Enabled
Port 2: Enabled
Port 3: Enabled
Port 4: Enabled
Port 5: Enabled
Port 6: Enabled
Port 7: Enabled
Port 8: Enabled
Port 9: Enabled
Port 10: Enabled
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3.8.25 config snmp system_contact

H i) AA y F o EHT L H Y EL AT LET,

I3y config snmp system_contact [ <sw_contact> ]

B Kawr RiE, A v FOFRE R EOLEHRE AT LET, TOHEHIL,
ZA o FDOIEAREHRIC [System Contect] & L THERRINET,

INTA—=H— {sw_contact> — K 128 LFZMPTEET, HEHEHLYELZEEL WS
¥, NULL 2l T& £,

il BRI BEHET WY NDOBRAERa~ L REFITTEET,

xtitv3— 3 > | 1.00. 01 BARE

G AA > F OHEIFI L H 2 TAPS] ITRIET 5121

#iconfig snmp system_contact APS

Command: config snmp system_contact APS

Success.

3.8.26 config snmp system_location

H i AA v FOREGITOMHE AT LET,

S config snmp system_location [ <sw_location> ]

GILs Kawr RiE, A v FORELTR EOEBEHRE AT LET, ZOHEH
1. AA v FOEARERIZ [System Location] & L TEREINET,

INTA—=H— <sw_location> — K 128 LFAMHTE LT, HITZHEE LRWIGEIL,
NULL ZffEfl T& £,

] PR =5 I BEHET T NOHRKRav REFITTEET,

Xt 3— 3 > | 1.00.01 BARE

A A A > F & [6F] IZiRET DT

ficonfig snmp system_location 5F

Command: config snmp system_location 5F

Success.
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3.8.27 config snmp system_name

H i) AA  F O ZRELET,

I3y config snmp system_name [ <{sw_name> ]

Gl ZDawy Rk, A v TFOLR EOEEEREAD LET, ORI,
AA o F OIEARE#RIC System Name| & L TCHERRINFET,

INT A= — <sw_name> — K 128 XFAMEHTE ET, AATEHELRWESIE, NILL &
R TE £,

il BRI BEHET WY NDOBRAERa~ L REFITTEET,

xtitv3— 3 > | 1.00. 01 BARE

I A A~ F4 % [ApresialightGM124GT-SS) (R ET A2

Success.

ficonfig snmp system_name ApresialightGM124GT-SS
Command: config snmp system_name Apresial.ightGM124GT-SS

3.8.28 enable rmon

EL:) RMON Z A 2hZ L9,

S enable rmon

A Aawr Rix, Ay TFOVE—KrE=XY 7 RMON) ZHHLET,
INT A—H— 7L,

il BRI BHET T hDOBHRARa~w L ReFITTEET,

RGN — = > | 1.00. 01 LLRE

i : RMON & 5029 5 121X

#tenable rmon

Success.

Command: enable rmon
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3.8.29 disable rmon

H i RMON % #2502 L 7,

i3 disable rmon

it AKawr RiE, AAyFOIVE—FE=FY 7 (RMON) Z B L £,
INT A —H— 7L,

BRI BHET T OB Kaw Ly FEETTEET,

%/ S— g > | 1.00. 01 BLRE

i F1 © RMON % #0129 5 12 1%

fdisable rmon

Command: disable rmon

Success.
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3.9 Ry rI—HEHRaTUF
3.9.1 show packet ports

H Ny MEEHER AR L E T,
1§ show packet ports <portlist>
] RKa<wr Rix, &F— FCEZEINT Ty NoFGEHERZEFR S LET,

INTA—=H— <portlist> - FRTHR— FEITR— MEHZHEE L £,

il BRI 7L,

%It N— 3 > | 1.00.01 DL

AR —F 2037y MEHERZ FR T 5103

#ishow packet ports 2

Command: show packet ports 2

Port Number : 2

Frame Size Frame Counts Frames/sec Frame Type Total Total/sec
64 0 0 RX Bytes

65-127 0 0 RX Frames

128-255 0 0

256-511 0 0 TX Bytes

512-1023 0 0 TX Frames

1024-1518 0 0

Unicast RX 0
Multicast RX 0
Broadcast RX 0

oS O

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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3.9.2 show error ports

H /Y Ny b7 —OfEHERE R LET,

AL show error ports <portlist>

B! RKa<vr NE, A v TFREER— M LTE L, 7y b= 7 —#dEt
HWaRrLET,
728, TX Frames @ CRC Error (ZH 7> FENFEH A,

INTA—=H— <portlist> — FRTHAR— /IR — MEHEZIEE L7,

] R =5 I 7L,

XhN— g 1. 00. 01 LA

ERF]:R— b 3 Dy =T —EHE#R A ForT DI

#ishow error ports 3

Command: show error ports 3

Port Number : 3

RX Frames TX Frames
CRC Error 0 Excessive Deferral 0
Undersize 0 CRC Error 0
Oversize 0 Late Collision 0
Fragment 0 Excessive Collision 0
Jabber 0 Single Collision 0
Drop Pkts 0 Collision 0

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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3.9.3 config utilization notify

H CPU/DRAM i kb RE 2 R E L £ 47,
I3y config utilization notify <cpu | dram> [state<enable | disable>] |

threshold <value 20-100> | [polling interval <value 10-300> |
trap_state <enable | disable> | log_state <enable | disable>]

Bl Ko< N, 2EE CPU/DRAM ffi @M A3 E LE 7,
CPU/DRAM {5 FH Z25@ 2N RE L. CPU X° DRAM O FLIRBE 2 A A ICBE L L. FEE
EEERLIZSE, v/ T v Ik a—F—~g@m L £7,

INT A— K — <cpu | dram> — CPU # L < |% DRAM Offi @R E 2 i€ L £,
state<enable | disable> — BIEOEMEZ AL ELITESCTHRE L £,
threshold <value 20-100> — AT 255G OBEIfEZ 20%5> 5 100%DHiPH THE
LET, ZOMEEB2 7284, “OVERLOADING utilization status”dm 7%
HALET,

Fo, BEZEITRENGBEL D /NS < 72o784 . “NORMAL utilization
status”"Ou 72 LET, T 7 /b MElX 1009 TT,

polling interval <value 10-300> — BMEDEAMNEE 10 B0 5 300 B CTHE
LEd, 574/ MHEIX 60T,

trap_state <enable | disable> — BMEZB7=HED SNWP ~ 7 v FH &4
EFITESTHRELET, T 7 +/0 MaIZES) (disable) TY,

log_state <enable | disable> - BB 2 7-HE D 2T L0 7 H 1 Z2HE)
FHITEHTHEELET., T 7 4/ MEIZAR (enable) T,

il BRI BHET IV b OHARav L REFITTEET,

S S— 3 > | 1.03.00 DL

fE R CPU {5 F Z8a@ %n 2 BEME 100%, A— VU > 7Tk 10 B CRET 5 I1TiX

ficonfig utilization notify cpu threshold 100 polling_interval 10
Command: config utilization notify cpu threshold 100 polling interval 10

Success.
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3.9.4 clear utilization

H CPU/DRAM f# i =5t E a2 27 V 7 — L £ 9,
L clear <cpu | dram>
B! AKa<r R, @O CPU/DRAM i R atH s HE2 27 )V 77— L £,

INT A=K — <cpu | dram> — 7 U 7 —F ARG HIEREZFEE L ET,
cpu — CPUMEARICET A HAE 7V 7 —LET,
dram — DRAM fE HERICBA D HEZ 27 V7 — L £,

il R IH EHET AV FNOARKAa<x s FeFEITTEET,

$fhtX— g > | 1.03.00 LI

i 1: CPU A RHGHEwE 7 U 7 —9 51213

ficlear utilization cpu

Command: clear utilization cpu

Success.

3.9.5 show utilization

H /Y N— Ry = 7HHEGGEHEREER T LET,

1§ show utilization < cpu | dram | flash | ports [ <portlist> ] >

BIC]] AKa<wr Rk, BHFDOAA v F O/ — T = THEHEFEHE®RE Y TV A
L TFARLES, CPU, DRAM, FLASH, #57R— FOfFHREZIGL £,

INT A= — cpu = AA v FOBAED CPUEHFEL R R LET,

dram - AA v FOHFED DRMM FHEEFR L £,
flash — AA v T OBAED FLASHEHREZFZRLET,
ports — AA v FOBIEOKR— MEFAFEEZRRLET,
<portlist> — #rTHAR— FMGHEZIEEL 7,

il BRI 3L,

RHGE/N— 5> | 1.00.01 LUK

i 5 BIFE D CPUE A2 RRnT HI121%

#ishow utilization cpu

Command: show utilization cpu

CPU Utilization :

Five Seconds = 3 % One Minute — 2 % Five Minutes — 5 %
0 %

Maximum - 27 % Minimum

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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5 451 BAE D DRAM {3 % 2o~ 3 5 121%

fishow utilization dram

Command: show utilization dram

DRAM Utilization :

Total DRAM : 131,072 KB
Used DRAM : 68, 586 KB
Utilization 152 %

Utilization(max) : 52 %

Utilization(min) : 52 %

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

fitt FA 31 - BAE D FLASH (=R & F£R 9~ % 1213

fishow utilization flash

Command: show utilization flash

FLASH Memory Utilization :

Total FLASH . 16, 384 KB
Used FLASH 7,371 KB
Utilization D 44%

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
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il FH B AN — MERRR 2R 21213

#ishow utilization ports

Command: show utilization ports

Port TX/sec RX/sec  Util Port TX/sec RX/sec  Util
1 148810 148810 100 22
2 148810 148810 100 23
3 0 148810 50 24
4 0 0 0
5 0 0 0
6 0 0 0
7 0 37 1
8 0 0 0
9 0 0 0
10 0 0 0
11 36 0 1
12 0 0 0
13 0 0 0
14 0 0 0
15 0 0 0
16 0 0 0
17 0 0 0
18 0 0 0
19 0 0 0
20 0 0 0
21 0 0 0

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

0 TX/sec. RX/sec MBI packet/sec TY .
Util [ TX/sec, RX/sec TNZENDHRKEREL— MM T HEIEZHZRA00& L.
BitEEZRTRLZET,
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3.9.6 show utilization notify

H /Y CPU/DRAM {i F S#@ AR RE D% ERRE A o L E 7,
L show utilization notify <cpu | dram>
B A=z~ R, CPU/DRAM I RiE S REOREL R - LE T,

IRT A= — cpu — CPU fifl =R AIFEREIZ BT Ak EIRRE A v L £ 77,
dram — DRAM i FH @ R (C BT ok BB KR L £ 77,

il PR IR L,

S S— 3> | 1.03. 00 LA

5t 81 - BAAE 0> CPU Al SRIEABRRE DR E &2 R 9 5 1213

#ishow utilization notify cpu

Command: show utilization notify cpu

CPU Utilization Notify Information

Current Status - NORMAL

State : Enabled
Threshold : 100%
Polling Interval : 10 sec
Trap State . Disabled
Log State . Enabled
#

3.9.7 clear counters

H i1 Ny MEE I B —% 7 VT —LET,

1§ clear counters [ ports <portlist> ]

B! AKavw s Rix, A v FORTy "MEath o 22— 7 07 —LET, B
R—bDHY L E—DHEI VT35 LHTEETS,

INT A=K — portlist> - A— FPHZIEELET,

] PR =5 I BEHET T NOHRKRav REFITTEET,

RHGE/N— 5> | 1.00.01 LUK

RGBT 2 =27 VT —35IT0F

ficlear counters ports 2-9

Command: clear counters ports 2-9

Success.
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3.9.8 clear log

HI BhEa 7% )7 —LET,

&L clear log

BIC]] AKa<r Rix, A v TFOREREa 727 ) 7—LFET, Aavr NAKOERE
13550 £,

INT A—H— 7L,

] PR =5 I BHET T hDOBRAa~ L ReFITTEET,

RGN — = > | 1.00. 01 LLRE

G 0 75 AE 7 V7 —9 5120

ticlear log

Command: clear log

Success.

3.9.9 show log

H /Y JBlEw 7 Rom LET,
i3 show log [ index <value_list X-Y> ]
A Kawr NI, 2 vy FOREER 7ONFEEZFRRLET,
7 73R AR 6,000 fTE TERRTE £,
INT A —H— index <value_list X-Y> - Ko~ R, <value_list X-Y>7 4 —/L N Cz—

P—NIRE LB LK T oMM OERe 72K~ LET,
IRTA—=H—HEELRWGA, X COEREe /= M) —%2F R LET,

il BRI 3L,

RHGE/N— 5> | 1.00.01 LUK

FERE: AL v T OREREe 7% FKRTHI20E

#show log

Command: show log

Index Date Time Log Text

2 0000-00-00 00:00:34 Successful login through Console (Username: adpro)
1 0000—-00-00 00:00:27 System warm start (CONSOLE)
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3.9.10 enable syslog

H Syslog EREA AN LET,

&L enable syslog

it B AKa<wy Rix, VA7 7% E— MRA MIEET D Syslog B2 AT
LET,

INT A —H— 7L,

] PR =5 I BEET T hOIHARaw s REETTEET,

®thgas3—a > | 1.00. 01 LARE

FERG]: A A > F D syslog EEZ AN T HITIT

ttenable syslog

Command: enable syslog

Success.

3.9.11 disable syslog

EL:H) Syslog B¥RE A MEZhIC L £ 7,

S disable syslog

GLs Kavwy RiE, AT a7 %) E— FRR MIEET D Syslog BERE & 21T
LET,

INT A—H — 72 Lo

il BRI EHET W NOBRAKRAa~ REFITTEET,

X/ N— g v 1. 00. 01 LA

G 2 A~ F D syslog RE A N T HITIE

ttdisable syslog

Command: disable syslog

Success.

3.9.12 show syslog

HEY Syslog BEREDIRIEL TR L E T,

S show syslog

SrkJE| AKa< Rit, syslog DR TEIREEZF R LET,
NG A — 72 L,

il BRI 72 L

A= | 1,00, 01 DU
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5] : syslog BEREDRERRE & F 3 51213

#show syslog

Command: show syslog

Syslog Global State : Disabled

3.9.13 create syslog host

H Syslog r—"—ZEk L E T,

S create syslog host <index 1-4> [ severity < informational | warning |
all > | facility < localO | locall | local2 | local3 | locald | localb
| local6 | local7 > | udp_port <udp_port_ number> | ipaddress <ipaddr)> |
state < enable | disable > ]

i AKaxr Rid, Y AT a7 z2ikET 5505 (Syslog h—3—) 85k L £,
F7-. B L7 Syslog ' —_X—IZxf LT, FOL~)voualE2EET50, H
DWVNE, EORBHTEET D0, REDRELITVET,

INT A —H —

{index 1-4> - a~ > RZWMHTIKRA MDA T v 7 A&HEELET, 1~4
DFEFZDONTZ 4 DOFNHAIRERA VT v 7 ANRH D 7,
severity - HEL~VLZELET, LTOMHAESEICL TIEEN,

HfiE HE

a— R
4 Warning (45) . L ORAE
6 Informational (fE¥AY) : TEHREMLZ DA vE—
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INT A =L — g

a— K

Z7 VT 4 —

16
17
18
19
20
21
22
23
local0 -
locall -
local2 -
local3 -
locald -
localb -

local6 -

local7 -

lenable]

a— A0 (local0)
a—hfEH 1 (locall)
a—hfEH 2 (local2)
a— AWM 3 (locald)
a— b fEH 4 (locald)
a— A /WEH S5 (localb)
n— A NEH 6 (local6)
a—hfEHT (localT)

B—=AMEM O DA yE—T% ) F— hARA MIKETLHEIHEE

LET, ZFUT LY 2 Mo 16 BI2HELET,

O—ONWERH1DOA =% F— FHRA MIEETLIHAICETE

LET, ZAUTERIY A MO 1T HFITHHIELET,

O—ONVEH2 DA vE—T% Y F— FAR A MIEETLIHAL

LET, ZiUT Y 2 Mo 18 Bz LET,

ZHEE

i~

R—=AMERM3 DAy E—2% ) F— AR MIHETLHEIHEE

LET, ZiUTEEZY 2D 19 FICHE LET,

O—NNWERH 4D A =% F— FHR A MIEETLHAL

LET, ZAUTEFRY A MO 20 FiTxh LET,

a—HWEHS DA vt—T% U F— hRA MIUEETLHE

LET, ZiUTEEY 2 Mo 21 BlowHs LET,

ZHEE

ZHE

a—hUERH 6 DA vE—T% Y F— AR MIEETAHHEICHEE

LFET, ZrUTERRY A b 22 FITkHs LET,

O—NNWERTOA =% ) F— FAR A MIEETLHAL

LET, 2T ERY XD 23 FBICxm LES,

LET,

(CBE%h) £7-1% ldisable] (EZH)IZL ET,

ZHEE

udp_port <udp_port _number> — syslog 7 ma b2/’ X vE—I% U FE— Rk
A MIHET DDA T L5 UDP A— hESERELET,
ipaddress <ipaddr> - syslog A v E—UNEEINBZVE—FFAMDIPT
R L2 Z467E
state <enable | disable> — UE— hRA h~D syslog A v E—TDEER

il R IH FHET AV MDA KAax s FeRITTEET,

S S— 3> | 1.00.01 LA

{# HH:Syslog Yh— N— % BEET 510X

Success.

ficreate syslog host 1 ipaddress 10.68.88.1 severity all facility local0
Command: create syslog host 1 ipaddress 10.68.88.1 severity all facility localO
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3.9.14 config syslog

HHY Syslog h—/"—DBREENEZZET L ET,

&3 config syslog host < all | <index 1-4> > severity < informational |
warning | all > [ facility < localO | locall | local2 | local3 | local4
| local5 | local6 | local? > | udp_port <udp_port_number> | ipaddress
{ipaddr> | state < enable | disable > ]

B! Aoy Rit, B4 L7 Syslog — "—DBREELEHELET, ZOH——|C
EETHHEROMEREOEREBITI ZENTEETS,

INT A= — all - FIHFRER T RXTCOA T v 7 AZBELET,

{index 1-4> - a~  RZ#EHATHIRA MDA T v 7 AEHEELET, 1~4
DFEZFDONT=Z 4 OOFNHA[RE/R A T v 7 ANRH D £,
severity - EE L~ NLEZHELET, LUTOMBAEZEEIZLTLIEIN,

Sl B

a— K

4 Warning (45) : 2L ORAE

6 Informational FE¥RAY) : HMEMLEZ A A vE—

informational — {F#e A vE—U% U E— KRR MIEETHLHEICHEE
LEJT, ZIUIEFELVAMD6FIZHHELET,

warning — BE R A v E—T %2V EF— FARA MIEETLILAIHEELE
T, ZHITERY A PO 4FITHIGLET,

all — A4 o FIERINABEY R — K L TWA Syslog A vt —T 04 _C
ZUE—FRARMIEFELET,

facility - ffETE 577 U T 4 —XLAFo@Y T,

KofiE Ty VT4

=N

16 a—hfEHO0 (localO)
17 o—A A1 (locall)
18 a—h U fEH 2 (local2)
19 a—hfEH 3 (locall)
20 n— A fEH 4 (locald)
21 a—h ) fEHS5 (localb)
22 a— b fEH 6 (local6)
23 a—ANEH T (local?)

locald - B—ANHEHOD A vE—T% U F— bR A MIEETLHAICHETE
LEd, ZAUTERY R o 16 TSRS LET,

locall - B—H A1 DA vE—T% U E— FEA MIEETIHAICETE
LEd, 2T ERY 2D 17T HBISHIELET,

local2 - B—ANHEH2 DA vE—T% U F— hEA MIEET2HAICHEE
LET, AT ERY A D 18 FICHISLET,

local3 - B—ANHEH3IDRA vE—T% U T— bR A MIEETHAICHETE
LEd, 2T ERY 2D 19 FBISHIELET,

locald - v —HNWMEH4DORA =% ) B— MEX MIEET LI HEICETE
LEd, 2T ERY 2 o 20 FISHIELET,
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INTA—=H—

locals - B—H AL DA v E—T% U F— bR A MIEET L5681
ELET, ZiUIERY A D21 FITHISLET,

locale - B—H/NAEH 6 DA v =T % UE— MR MIEETLHEIHEE
LEY, ZHIFERY R D22 FISHIELET,

local? - B—HNMEHT DR v =T % VE— MR MIEETLHEIHEE
LET, 2T BtV 2 bo 23 Fxs LET,

udp_port <udp_port_number>- syslog 7’0 kI /L3 A vt —T% ) E— hAHRA

MZEET D7D T 2 UDP R — FEZEHELET,

ipaddress <ipaddr> - syslog A v EB—UNEEINDIVE—FFARDIP T

FLAZHELET,

state <enable | disable> — U<E— hiFR A F~D syslog A vE—VDEEL

lenable] (A%h) F721% [disable] (HEZH)IZLET,

il R IH

FHET AV MDA Kax s FeRITTEET,

K/ N— g v

1. 00. 01 LLf%

FERAE: AT v 7 A 1D Syslog br— _"—ZFREST AITIE

Success.

#config syslog host 1 severity all facility localO
Command: config syslog host 1 severity all facility local0

3.9.15 delete syslog host

H 1 Syslog h— "—ZHIFR L £,

S delete syslog host < <index 1-4> | all >

G| ARa<wy R, Syslog v—"—DOFREZHIRLET, A>T v 7 ATEBI S
B —DDP == H L IET R TORGRFE A Syslog $—/N—DF%E & HIFRT
HZENTEET,

NG A— K — dindex 1-4> - A~V REEHTAHFRANDOA VT v 7 AZBELET, 1~4
DFEBDODON 4 DORHFIRERA T > 7 ARB D £,
all - a< 2 RET_XTORZ MIEAT AT LET,

il PRI BHET T DR RaT S REFITTEET,

Kt N— 3 > | 1.00. 01 LA

{#E A H:Syslog h— N—ZHIFRT 510X

Success.

tidelete syslog host 4
Command: delete syslog host 4
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3.9.16 show syslog host

H 1Y Syslog = "—OREFHRERRLET,
L show syslog host [ <index 1-4> ]
A AKa~< RiX, Syslog r——DFREZER T LET, FFED Syslog +r—s3—
DIFMOHHBEFFTEET,
INT A— K — dindex 1-4> - A~V RZEHHTHAHRANDOA VT v 7 A&BELET,
I~4 DFEFZ DN A SDOFIHFIRE/RA VT v 7 AW D £,
] [R5 I 7L,
%Hi/S— g > | 1.00. 01 BLRE

B syslog b —"—DIE#HRZE FRT DI

#ishow syslog host

Command: show syslog host

Syslog Global State : Enabled

Host 1
IP Address :10.0.0.5
Severity ALl
Facility : LocalO
UDP port : 514
Status : Disabled

Total Entries : 1
#
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3.9.17 config log_save_timing

HAY B 7 % FLASH IZORIFT D T E L £,

&L config log_save_timing < time_interval <min 1-65535> | on_demand |
log trigger >

B! Kaxy NI, AA vy FOFLASHIZ v 72 R/FT 2 HIEEEE LET, EHR
ICEEZRARZAT O L, o~ RETRHIIT O HiE, BXUOr 7 BAERICES
AL HEEZRIRL £,

INT A —H— time_interval <min 1-65535> - a7 OEFEELFETT HIREEZRELET, &
703, T TCRE LR X4) ZEITkHFESET,
on_demand — [save all] F721% lsave log] 2~ R&ZfEHL T, FEITA
Ay Fleue 72 R HFmLET,
log_trigger — B A XY bOREMIIAA v FIZa V2 RHFLET,

il B < LH BEET W NOIRRav L ReRITTEET,

Xfhta/N— g v 1. 00. 01 LA

EHB: v 77 7 A N DORAFZ 30 s3HBRICEET D12

Success.

ficonfig log_save_timing time_interval 30

Command: config log_save_timing time_interval 30

FEER

0 ISy aAEY—CRETELOYIZRKX 4,000 TCT.

3.9.18 show log save timing

Hi FLASH (v V25T D HEER T LET,

L show log_save_timing

A AKa<wr Rix, A v FDT7TvvarAE) —lin /e EX AL TIEOZRTIR
exFrLET,

INT A—H— 7L,

il BRI 7L,

$fhta =3 > | 1.00. 01 LLRE

G0 77 7 ANV ERAFT 2 HEZFT T 51213

#

#ishow log_save_timing

Command: show log_save_timing

Saving log method: on_demand
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3.9.19 delete ipif System

EED IPv6 7 R L AZHIBR L E9,

1§ delete ipif System < ipv6address <ipv6networkaddr> >

15 AKa<r RiE, IPve 7 RLAZHIBRL £,

INTGRA—=F— {ipvbnetworkaddr> - IPv6 Ry hU—277 RLAZIELET,
] PR =5 I BEHET T NOHRKRav REFITTEET,

KN—2 g v 1. 00. 01 LA

ERE: S AT A B —T 2 —AD IPv6 7 KL AEHIET 5120%

Success.

ttdelete ipif System ipv6address FE80::200:1FF:FE02:303/128
Command: delete ipif System ipv6address FES80::200:1FF:FE02:303/128

3.9.20 enable ipif_ipv6_link_local _auto

B IPv6 7 RLANRRESINTWRWGEDY 7 a—h L7 KL ADOHERRE %
AL ET,

1§ enable ipif_ipv6_link_local_auto <System>

=50 RKa<r R, IPv6 7 RUANBREIZERE SN TV WSS, V7 a—L
7 RUVAOHBERREEZACLET, IPv6 7 RLADNHEICRES N TWSHE
B, V7= 7 RUAIZEBIICERE S i, IPve U BRLE L £ 7,
IPv6 7 KL AMBHFEICERE SN TWARWES, T 74/ b TlEY 7 —hL
7 RURIERRE ST, IPve BTN/ £3, ZOBHBRELZ AT
HZLICkoT, Vo Zua—hnT RUAIZHEIICRE SHL. IPv6 JLBR)NEE
BLET,

INT A—H— 7L,

] [R5 I BHET WU NOHRARa~ Ly REFITTEET,

X/ N— g v

1.00. 01 LAR%

R A X —T =2 ) 7 a—)VT KL AD B

ErxAMNTHITIT

Command:

Success.

#ienable ipif_ipv6_link_local_auto System
enable ipif ipv6_link local_auto System
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3.9.21 disable ipif_ipv6_link_local_auto

H IPv6 7 RLANRIE SNV TWRWEEDY 7 a—J T R A0 HERRE L
hlz UET,

1§ disable ipif_ipv6_link_local_auto <System>

B! Ka<r FiE, IPv6 7 FUARHEICRE STV RWES, U r7r—L
7 RLAOHBERREZEIZLET,

INTA—=H— L,

] [R5 I HHET Wy NOHBHRa~ L REFETTEET,

RS/ N— 5> | 1.00.01 LUK

ERG A Z—=T2—ADY 7 a—)T KL ADBHERRTE X BT 5120

#idisable ipif_ipv6_link_local_auto System
Command: disable ipif ipv6_link local_auto System

Success.

3.9.22 show ipif_ipv6_link_local _auto

B Yo r7ua—hNT7 RLAHBIREDRELZR S LETS,

L show ipif_ipv6_link_local_auto

B Aa<w Rix, Vorza—hnLy RUAHBREDKRELZ R R LET,
INT A=K — 7L,

] PR =¥ I 7L,

R/ N—2 =3 > | 1..00. 01 LA

FERGA 2 —T7 = — AR ERRT HITIE

#ishow ipif ipv6_link_local_auto

Command: show ipif_ipv6_link_local_auto

IPIF: System Automatic Link Local Address: Disabled
#
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3.10 SMTPa< >k

SMTP (Simple Mail Transfer Protocol) (%, &1 A—/LDT FLRIZHKIE TR a~r REfEH
LTCAAL Y TFDAXRY N A—VOZEFITIHETDHAAL v FOERETT, AA v FTIESMP DY Z
AT RMELTRHRESN, —HP—R—FAAL v TFNoDAvE—VEZ(EL, B A—MICEYZR
HHREFLHE L, A v TFICRELEZEEICEELET, ZNCX /IO T — 7 71— 7ol
DOEDEHES I, A v TFOBREA XY N TUBLEHENR\ L, AA v FITHA LIZREA <
FNOFEEICE VX2V 7 4 —0 b S ET,

SMTP #REICH1F 57 T4 T R LTORARA v FOEEREE:

Z OREABUNCEMES B HITIE, SMTP H— =D IP 7 FL AL TCP R— MIELLRESHT
WAMERH Y £97, Tserver] & [server_port] O/XT XA —F —Z@YNIHRETH I LIZL-T
lconfig smtp] =~ REERE L F4,

A= NVZEGEE AL v TICRE L TEBRERNH Y £3, = _"—ICZEHFOHFRPEE I,
WP SN, A, v FIFERPIZEEICA—LENET, [config smtp] =~ KD [ladd
mail_receiver] & Tdelete mail_receiver] MO/XNT A —H —ZfEH LT, K8 AETORA—/LE
BEEZAAL Y FITBETEET,

BHEFIL, RELEZEHFICEBEINDIA v E—VOREILT FLAZRETHIENTEET,
ZHICE Y AL v FORRECIIER EIZHOW T L VMR E#R 2G5 2 E N TEEJ, lconfig
smtp] A~ R&EMFEH LY, Iself_mail_addr] /NT A—H—%FEL T, 774 X—FsDEFA
—NERETDHIEHTEET,

ZAGE D SMIP = N—InEDEF A —NVEZIEFETEDN, AL v FIZT AN A= NVEEOREET
HTIEMTEET, 7AMA—VOREICIL, £ lenable smtp] =~ RAAlH LT SMTP #5E
BN L, WIT Tsmtp send_testmsg] 2~ RZAJJLET, SMIP ZRE L7127 XTOZEEMN.
SMTP == b DY T VT A MR vt —V%ZE L, ZOMBROGBEEN R CE ET,

WDOAX FOENNPOEDTHERELLELGS, A v FIIZEHEICA—NVEZEELET,
AL FIZa— )b RAZ— NEF T 4 — LA X — NBRFAE LK,
R— "BV 7 X7 REEIZ 72 - T2 I,
R—= RV 7T v 7RI > T,
SNMP FEREDS A A FUZ K o THEG I 72K,
AA TR U =D AA v FIZ Ko T NVRAM IZPRAF 7=,
T =TT DX a— KA N TRTP Y —/N— B H 33 A U 7=,
ZHUZIE, TFTP = "—2 6D Tinvalid-file ()72~ 74 V)|, [filenot-found (7 7 A /L3
B0 EHA) ], Tcomplete GET) |, Ttime—out (XA LT T )| DA =T EHFE T,
AA Y FIZ AT LU By MOFAE LT,

SMTP H— R —RE(EFTDE A A —WIZIFIRD AL v FA X MERPEENET,

A= VIEEHER DTN L IP T KL A, SMIPH—NR—L Ao b —UHRE LT TA T v b ailk
BITDEEADAR LT AL v TF DB A=V E2ZELEZAMLEENET, THENZAvE
—VNIEE P T LI HA DA TN EET,
BFA—NVEEOHERKERD AL v FITFHAELTA X,

77— AU T DRFEIIET v I 7= Rl a—P— Lo TA_y MBI &, # X
JEMF L2 ——DIP T LA, MACT RL A, a2—HP—ZNA X NREAREOL AT LA v
—V ez FEEINET,
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BHER CA X ERRAE LR, 2IBENDLDORA v E—VIET AT AT T — R v —U RN ELICE
IRENET,

Delivery Process (BEH) J HUTFAEL7A N2 FEEMIZOWT
BEREORWBEEA — VIR ERDLOWE A — L EZ LEWTEREINET,

EEHDOREE A —MFRK 0 ETHRIFESNET, 30HETRIFESIND EHHA —/VITFEHES
ET,

MDA =V PZEBFITRNTORWIEE | RERFD A —/VOIEFIZ AN IV, FEENET
ENET,

FIEEORKBEILIETT, 3EIETENBICHEENETINET, BERKICGEL LAY E
— VAR EINRNG S A VIEBEESILE T,

AL TN ¥y MU UOBES LIZGE, BEMFDA—/VTEINET,

3.10.1 enable smtp

H SMTP 7 Z A 7 > MEREZ AT L ET,
L enable smtp
A Ka<r Rk, AL v FDOSMIP 7747 MEREZ AN LET, EBRICET

A=NEFRETLHEOITE, NTA—F—ZELSHRETLHLERDHY £,

INT A=K — L,

il FR=F IH EHET AU MO KAS L FeFRITTEET,

RS/ N— 5> | 1.00.01 LUK

ERB]: AA >~ F D SMIP 7 T A4 7 MEREZ AT HI2iX

ttenable smtp

Command: enable smtp

Success.

3.10.2 disable smtp

B SMTP 7 Z A 7 > MEREZ TZhiZ L E T,
3L disable smtp
A RKa<w Rk, AL v TDOMP 7 F74 7 MERBEZENZLET, RESNTZ

NT A= F—FREHF RIS SN ETOTIEELS LSV,

INT A=K — L,

il BRI FEHET I NDOHRKRa< L REFATTEET,

St S— 3> | 1.00.01 LA
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ERB: AL >~ F D SMIP 7 74 7 MEREZ NI HI121E

#tdisable smtp

Success.

Command: disable smtp

3.10.3 config smtp

ELD SMIP 2 FA 7 & FDONTA—F —FEEITVET,

1§ config smtp < server <ipaddr> | server_port <tcp_port_number 1-65535> |
self _mail_addr <mail_addr 64> | add mail_receiver <mail_addr 64> |
delete mail_receiver <index 1-8> >

B! Ka< FILSMIP H— =R =V AZH DBRIEEAT O T2 DI B2 T A —
F—HRELET, Kawr NI, AA v F O SMIP ERENS IEFIT/EEN T 5720
2, ELS B TRETDILER D £,

INTRA—=F— server <ipaddr> = UE— kT /%A A ED SMTP $—/3—D P 7 KL AZIEE
L%,
server_port {tcp_port_number 1-65535> — SMTP H— N—|Z4id 25 TCP /K —
FEFEANTLET, SMIP O R AN — hEH1x, 125) TY,
self_mail_addr <mail addr 64> — EHETLDOBEFA—ILT FLRAZ AN LE
To ZOT7 FLRAIZEHICEKESNIZETFA—ILT FLRIRDVET, =
DAA vy FTlE, A=NAT FLRAZ1IODLETRETHIENTEET, XF5
13K 64 LFF TOFARPFPENTE LT,
add mail_receiver <mail_addr 64> - ZD/XT A —HF —%ENTHZ LXK
D, AL v TFNEDEFA—NA v E—VOZEZLBNTEET, KAy
FITLIZBODETODEFA—NT FLAZBIMTEET,
delete mail_receiver <index 1-8> — ZD/XT A —X —%@EINTH L, FHEV
A RMNBA—NZEEEZHIBRTEET,

il BRI EHET WY DORAKRa~ L REFTTEET,

Xt 3— 3 > | 1.00.01 BARE

{5 F 51 : SMTP 8% € 247 9 121%

Success.

ficonfig smtp server 10.48.74.100 server_port 25 add mail_receiver
smtp@apresiasystems. com
Command: config smtp server 10.48.74.100 server_port 25 add mail_receiver

smtp@apresiasystems. com
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3.10.4 show smtp

HAY

SMTP #EBEDFRE /N T A —H — % TR L FT,

&L show smtp

B Ko< Rk, Tserver information (Y—/3—1E#H) | Imail recipients (X
—IVEZAEH) | RAA T O SMIP HBREDRIEZ FR LE T,

INT A — B — 7L,

] PR =5 I 7L,

K/ N— 3

1.00. 01 LAR%

ERB: A A~ FICBAERTE ENTNWD SMIP RNT A —H —Z2FRT HIT1T

#ishow smtp

smtp server port

O N O O = W DN

Command: show smtp

smtp status: Enabled
smtp server address : 10.48.74.100
: 25

self mail address: smtp@apresiasystems. com

Mail Receiver Address

smtp@apresiasystems. com
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3.10.5 smtp send_testmsg

HHY AA Y FTHRELTCA—NZEEIZT A MA—NVEZRELET,

L smtp send_testmsg

A Aa<wy FIRESNTEETOZEHRIITAMA—NVEEFELET, TA R
— )LE(E X SMTP Y — R — DR ENFIZHEV TOIVE T,

INT A—H— 7L,

] PR =5 I BEET T hOIHARaw s REETTEET,

%It N— 3 > | 1.00. 01 DL

AP BE LI A —VZEHEBICT A AV ZXET 5T

#ismtp send_testmsg

Command: smtp send_testmsg

Subject: This is a SMTP test
Content: Hello everybody!!

Sending mail, please wait---

Success.
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3. 11 RAyFiR—ravwr kK
3.11.1 config ports

HAY

WELAR— h OBIEZITVET,

3L

config ports < <portlist> | all > < medium type | speed | flow_control
<enable | disable> | state <enable | disable> | learning <enable |
disable> | <description <desc 32> | clear_description> | mdix < auto |
normal | cross > >

medium_type = medium_type <fiber | copper>

speed = speed <auto | 10_half | 10_full | 100_half | 100_full |
1000_full [ < master | slave > ] >

B!

Ka<wr Rt A v TFOER— FORRESLY 7 HER EOREEITVET,
Fo, VAR PN CHEHTAIAT A TEBTET DI ENTEET,

INTA—=H—

all = A v FDFTRCOR—FEHRELET,

<portlist> - RETHHR— FNEIFA— MEFHEZFEE LT,
medium_type <fiber | copper> — AL RKR— DATF 4T HA THIGEELET,
speed ~ R— b DV IV HEEZRTELET, 22— —IILLTOBRNTXE T,
auto - A — hRIT—2 g9 IR ELET,

10_half — 10Mbps ¥ —HICHFE L £,

10_full - 10Mbps 4 " HEIZFHE L £,

100_half — 100Mbps ¥ " HIZFRE L £ 7,

100_full — 100Mbps 4= " HE|ZFXE L 9,

1000_full — 1Gbps 4= " EIZEE L £,

<master | slave> — 1000BASE-T 7~— k M [&EEE— K (1000M/Full) Tlx, v A X —
REFINIA V=T RECRHELET, v AZ —i&E (1000M/Full M) 1X, »EL
A VICEET AR B LRt XA L U TR AL LET, AL—T
XA (1000M/Full_S)i&, v AX —L DX A IV THIENZ L VLS E T, v R
5 — 3 E (1000M/Full M) & L7z3551Cid, e deid A L — 7 3% (1000M/Full_S)
T DMERH Y 7, ZRLUSNORETIERA— MY 7 X T v Z5 X
LET,

IEEE 802.3-2005 1000BASE-T fLARIZHEHL L 7-351& & OBEG S F[RE T,
flow_control <enable | disable> - 7 —flfllZA%h £ 7~ 1XEHZ LE T,
state <enable | disable> - R— FNOEMEEZ AN F - ITESNC L E 9,
learning <enable | disable> — MAC 7 KL A ¥ 2 A%h £ 7~ 13RI L £,
description <desc 32> — IR— hD T X & 32 LFLLUT O T8 D LFF)
TANLET,
clear_description - m"—FrDI AL 27 U T —LE7,
mdix — 10/100/1000BASE-T A"— MZF31F D MDIX @ E L E T, MIXFHEIX
lauto (HE)) |. Tnormal (MDI-X)]. lcross (MDI)| 7»5HEINTX F4,
Mormal (MDI-X) | IZRELGA . A ML —RMr—7 1% L TPCMI)IZ
Pt 5 Z EFEETT, leross (MDD) | IZERE LA, AL —Kr—7 1
ZEH LT 21 v F MDI-X) IZ#ke 95 = & A AE T,

il BRI

BHET T hDOHRRKaw s ReFEITTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%
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FERGAR— b 21~24 ZHH L, VUo7 HES 10Mbps & _HIZT 510

#config ports 21-24 medium_type copper speed 10_full state enable
Command: config ports 21-24 medium_type copper speed 10_full state enable

Success.

TEEE

‘)Jmiﬁﬁkwﬁﬁ%—P@~T—h*ﬁ&:—)ayitﬁﬁitébﬁrTé
W, ERE—RTlE. BEEELL - ERLVE_ET— FEAahEIRENSD
WES, WAT—BLAENE, UUIBISALENERLY VORI LTHTS
—EOBEEEE R BBANBYET,

3.11.2 config sfp auto_recognition

H# SFP H BB RE A X E L £7,
S config sfp auto_recognition < enable | disable >
i A K=z~ R, SFP HEREEIERE 23 E L £9°, SFP BEhRdaRe 2 i 4%

L. AVARR = DAT AT HATOFREIZESLT, HHTDIAT 4+ 7HREE)
FNCEIR SN E T,

INT A — enable — SFP H#ERFIEREZ AN L £,
disable — SFP H B8 AE 2 Bz LE T,

il BRI L

RS N—T 3 > 1.12. 00 LAR%

i 151 : SFPH BhaalbERE & A 2029 251213

#config sfp auto_recognition enable

Command: config sfp auto_recognition enable

Success.

EEEIE

(’sw%ﬁ%ﬁ%%iﬁ%ttét~érw:yﬁﬁ—hmswm®$EMEﬁéh
. Fiber R— F THRIESEBIET ZEBETIE Fiber R— rA, ZHLUNDIBEIE
UTP R— kAS. B AREICEESNET,

(’sw@ﬁ%ﬁ%%E;U~%EE@¢%E%@@@$E%U§%%E~:yﬁﬁ
—rOYty FORRELT—BMIZY U RERRREICHEY T,
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3.11.3 show ports

H i R—=FORELFRRLET,

L show ports [ <portlist> ] [ description | err_disabled | media_type ]

B! AKa<wr Rix, F—bOFRELFR T LET, /o, BEOV V7 RELFRT
HTENTEET,

INT A=K — <portlist> — R T HAR— MEITA— MEFHZIBEELET,

description - @ AL FAJTILEAR— FOBHAZERRLET,

err_disabled — /L — %1% BPDU A — RHERE 72 & CHEGRIRRE AN RN 2 7 o 72
R—FrE2FRLET,

media_type — R—FDRAT 4 T XA ThHFKRrLET,

il BRI L,

RS/ N— 5> | 1.00.01 LU

AT X TOR— FREZFTT DI

#ishow ports

Command show ports

Port State/ Settings Connection Address

MDIX Speed/Duplex/FlowCtrl Speed/Duplex/FlowCtrl Learning

1 Enabled Auto/Disabled LinkDown Enabled
Auto

2 Enabled Auto/Disabled LinkDown Enabled
Auto

3 Enabled  Auto/Disabled LinkDown Enabled
Auto

4 Enabled Auto/Disabled LinkDown Enabled
Auto

5 Enabled Auto/Disabled LinkDown Enabled
Auto

6 Enabled  Auto/Disabled LinkDown Enabled
Auto

7 Enabled Auto/Disabled LinkDown Enabled
Auto

8 Enabled Auto/Disabled LinkDown Enabled
Auto

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh
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3.12 Time & SNTPa< > F

3.12.1 enable sntp

HI SNTP BEREZ AT L £ 7,

S enable sntp

B! AKa<x Rix, SNTIP 7 747 » MERBZ AN LE T, SNTP [ IR —/3—7)»
LRFANE M A T 27 1 2L T, REZIRIIZAT 5121 SNTP r— "—Z[E L
SRETLHLENHY £9, SNIP CREAIIFMA TS5 &, FEITHRE LT
NTOYAT LHREN EFHEE SNET,

INT A — B — 7L,

] PR =5 I BEHET T NOHRKRav REFITTEET,

®thiN— a3 > | 1.00. 01 LARE

15 F 51 : SNTP ¥%RE 2= H 2029 HI12iE

#tenable sntp

Success.

Command: enable sntp

3.12.2 disable sntp

HHY SNTP #ERE A HELNIZ L £ 7,

L disable sntp

B AKa<= Rix, SNTP 7 F A4 7 > MEREZ B LE T,
INT A= — 72 L,

] PR =5 I BHET T hDOBRARa~ S ReFITTEET,
Kt N— 3 > | 1.00. 01 LA

{5 F 51 : SNTP % #0129 5 121%

#idisable sntp

Success.

Command: disable sntp
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3.12.3 config sntp

H 1 SNTP H— " —Z g% E LET,

&L config sntp < primary <ipaddr> | secondary <ipaddr> | poll-interval
<int 30-99999> >

B! ARz Rix, SNTP CHREEMERAZ RS T 2 — " —Z&E L7,

IRT A= — primary <ipaddr> - #F A < U —SNIP —"—D IP 7 KL Z & AN L £7,
secondary <ipaddr> - ¥4 & U —SNIP $—_X—D IP 7 FL2Z AN LET,
poll-interval <int 30-99999> — SNTP O HHHM%Z U 7 = 2 M4 5 g% 5
ELET, A=V 7HRIE. 30~99999 B O T7,

il BRI BHET T hORARa~ S ReFITTEET,

RGN — = > | 1.00. 01 LLRE

{5 1) : SNTP Hr— " — %58 BT 51T

Success.

#iconfig sntp primary 10.1.1.1 secondary 10.1.1.2 poll-interval 30
Command: config sntp primary 10.1.1.1 secondary 10.1.1.2 poll-interval 30

3.12.4 show sntp

HHY SNTP &R EDIFHAFK T LET,

&3 show sntp

B! Aa< Rix, SNIP 7 T4 7 MEREDREFHREFRLET,
INT A= — 72 L,

] PR =5 I 2L,

Kt N— 3 > | 1.00. 01 LA

{55 451 : SNTP 3% &

i a KR HITIE

#tishow sntp

Command: show sntp

SNTP Poll Interval

Current Time Source : System Clock
SNTP : Disabled
SNTP Primary Server D 10.1.1.1
SNTP Secondary Server ©10.1.1.2

: 720 sec
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3.12.5 config time

H 1) TFECTU AT A E AT OREEZITTVET,
&L config time <date ddmmmyyyy> <time hh:mm:ss>
At Aol Rix, FEICU AT AREM & BAOFREEZITVE T, SNTP HERE CHEZI
EMERST 5L, FHTRELEZV AT LARME AT EEXSNET,
IRT A= — date —HAHZ 2 HTDET, AL 2 HTOETFFE 7213855 3 3UF, FIT A M 0T
TRELET,
B : 29032015 (H % 2 Mo FTELIZES
290Mar2015 (H Z##TF 3 XF TR LIGH
time — 3 A7 LAFERENE hhimmiss B TE L £,
B 19:42:30
il PRI BHET WO NOHRARa~ ReFITTEET,
%Hi/S— g > | 1.00. 01 BLRE

RG] FBY T AT ARH & A OREETT 91213

Success.

fconfig time 29032015 19:42:30
Command: config time 29032015 19:42:30

3.12.6 config time_zone

HH T2 ALY =V EPREL, VAT L7y 7 2B LET,

S config time_zone < operator < + | = > | hour <gmt_hour 0-13> | min
<minute 0-59> >

B! RKavw U Rix, AL =S TUV AT LA/ uy VRELZHELET, ¥
A LS —FRIEICE Y SNTP fEH AT SN E T,

TG A= — operator — UTCIZXf¥ % & A LY — 2 OFREE TR 2180 (+) F 721385 )
LEd,
hour — UTC R & D75y (RfH) 245 E L £ 9,
min — UTC KffH] & D255 (57) Z4EE L 7,

il B < LH BEET W NOIRRav L ReRITTEET,

Xha/N— g v

1.00. 01 LAR%

G 2 A D = RBRIEZAT D12

Success.

#iconfig time_zone operator + hour 9 min 0

Command: config time_zone operator + hour 9 min 0
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3.12.7 config dst

HAY

Yo DERIELET

3L

config dst < disable | repeating | annual >

Repeating =repeating < <s_week <{start_week 1-5, last> | s_day <start_day
sun—sat> | s_mth <start_mth 1-12> | s_time <start_time hh:mm> | e_week
<end_week 1-5,last> | e_day <end_day sun-sat> | e_mth <end_mth 1-12> |
e_time <end_time hh:mm> | offset < 30 | 60 | 90 | 120 > >

annual < s_date <{start_date 1-31> | s_mth <start_mth 1-12> | s_time
{start_time hh:mm> | e_date <end_date 1-31> | e_mth <end_mth 1-12> |
e_time <end_time hh:mm> | offset < 30 | 60 | 90 | 120 > >

B!

RKa<r Nix, ~—% A 2 (DST : Daylight Savings Time) ZiRE L £, &
av Yy REANCT L5, EODSTERIZHLIGUALIICVAT LAYy Y
OFFEE LET, DST JHHEIL T8 CRE L 723 L OVSNTP h— e 2 2 FI ] L
TRRE LB O O v AT ARFRICER L £,

INT A =L —

disable — A A v F @ DST ZRHiREM OFHEE 2 MhiZ L E 7,

repeating — U & — FE— RZMHEMAT 2 & DST OFHIOREFFHFEN G20
F9, VE—brE—RTIE FAEXEZEHLTDST (B~—% 1 24) OBHA
EETRHERET 2MENHY £9, FlxE, DST (b~—&F A L) 4D
H2HOLHEAND, 10 HOREKHEOHERETERELET,

annual - 7 =2 7V E— RZ2HT 25 &, DST(H~—% 1 L) OFEEI ORI
BRENR0ES, 7T=a2T70EF— RFTIEL, DST (~—% A1 L) OBIGH

ERTHEZFEMICIEEET A2RERHY 9, HIZIX, DST (F~v—H A1 L) %4
H3HMDH, 10 H 4 HETEREELET,

s_week — DST(Hr~—% A L) BT HHEEZHTE L E T,

{start_week 1-5, last> — DST 3BHAGT D DOFE S ZREL LT, 1 I1FH 16

H., 213 2 BE LFix. last ITHOEKEEZE® L ET,

e_week = DST(h~—X A L) BT T HHEZRELET,

<end_week 1-5, last> — DST(H~—& A L) BT HHOFEFZHELET,

LIEEE LEE, 2135 2E &hix, last ITH OREELZERLET,

s_day — DST (~—HFA L) NG THEAEZHELET,

{start_day sun-sat> — 3 LFOHRT-ZHEH L TE I DST(H~—H A L) N
BthT AR 2% ELF£9, (sun, mon, tue, wed, thu, fri, sat)

e_day - DST(V~—H A )BT T DA ZRELET,

<end_day sun-sat> — 3 LFOEFTEMH L TR INT DST(F~—4 A L) D3
TTAEAZRELET, (sun, mon, tue, wed, thu, fri, sat)
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INT A—H— s_mth = DST(~—% A L) DB T HHAZREL 7,

{start_mth 1-12> = DST(H~—HF A L) BALET D HAF SEZRELET,
e_mth — DST(Y~—& A L) BKTTL2AFZZRELET,

<end_mth 1-12> = DST(H~—H A L) P TTHAEZEZEREL ET,

s_time — DST (r~—% A L) DBALET DR ZRE L ET,

{start_time hhimm> - 24 FFH|THRZ| (hh:FF, mm:4y) £ L E7,

e_time — DST(H~—4 A L) B TT DR ZRELET,

<end_time hhimm> - 24 K] THREZ| (hh:FF, mm:43) 2R L E T,

s_date — DST(H~—& A L) Bfta+ 28E R (HH) 2R E L £T,
{start_date 1-31> - BAMRH ZEFTTELFET,

e_date — DST(H~—% A L) BT HFEH (HH) 2% E L E7,
<end_date 1-31> - & THZHFTELET,

offset <30 | 60 | 90 | 120> - ¥r~—% A4 AFOBIE - IFE S5~ LE
I, AIRE/ARA T kv FEERTIL. 30, 60, 90, 120 TY, F 7 4/ MElX, 60 T
7

il R IH FHET AV MDA Kax s FeRITTEET,

St S— 3> | 1.00.01 LA

AP~ —F A LDERET DITIT

ficonfig dst repeating s_week 2 s_day tue s_mth 4 s_time 15:00 e_week 2 e_day wed e_mth 10
e_time 15:30 offset 30

Command: config dst repeating s_week 2 s_day tue s_mth 4 s_time 15:00 e_week 2 e_day wed
e_mth 10 e_time 15:30 offset 30

Success.
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3.12.8 show time

HI AT AR L ORI E A RoR LE T,

&L show time

B Ko< R, BIED T 2T AR & LR ELF R LET,
INT A — K — 7L,

] PR =5 I 2L,

%/ S— g > | 1.00. 01 BLRE

ERG: 2 A v F DL AT AR ZFRT HITIE

#show time

Command: show time

Current Time

Time Zone

Offset in minutes
Repeating From

To
Annual From

To

Current Time Source :

System Clock

© 01 Apr 19:42:50
: UTC +09:00
Daylight Saving Time:
: 30

: Apr 2nd Tue 15:00
* Oct 2nd Wed 15:30
: 29 Apr 00:00

: 12 Oct 00:00

Repeating
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3.13 Asymmetric VLANO< > K

3.13.1 enable asymmetric_vlan
HiEY Asymmetric VLAN ZHBZhZ L ET,
I3y enable asymmetric_vlan
B! Ka=r RiE, ZA v F O Asymmetric VLANBEREA AN L E T, FERIFRtERL
A LRWGEIFAZIC LN TS ZE N,
INT A —H — 7L,
] R = I EHET D NOHRa~v L REFETTEET,
3= = > | 1.00. 01 LA

i ] : Asymmetric VLAN Z G329 HI1201%

Success.

#tenable asymmetric_vlan

Command: enable asymmetric_vlan

3.13.2 disable asymmetric_vlan

HiEY Asymmetric VLAN Z#EZhIZ L F9,

S disable asymmetric_vlan

GILs Kawr R, AA v F O Asymmetric VLAN HEREZ M2hio LE T,
INT A—H — 72 Lo

I BRI EHET WY NOBRAKRI~ L REFITTEET,

X/ N— g 1. 00. 01 LARE

{5 ) : Asymmetric VLAN Z 24 A 121%

Success.

#idisable asymmetric_vlan

Command: disable asymmetric_vlan

3.13.3 show asymmetric_vlan

HiY Asymmetric VLAN OREEZFRRLET,

&S show asymmetric_vlan

At AKa<r Rix, AA v F O Asymmetric VLAN OIRFERZ KR L ET,
INT A—H— 7L,

il B < LH 72 L

K/ N— 3

1.00. 01 LAR%

145/384




ERG: 2 A FICHERTE SN TS Asymmetric VLAN IRREZ -4 511X

#tishow asymmetric_vlan

Command: show asymmetric_vlan

Asymmetric VLAN: Enabled
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3.14 BPDU i— Fa< > K
3.14.1 enable bpdu_guard

H BPDU #'— R#ie =B 2hic LE 7,

L enable bpdu_guard

A AKa<wy Rix, AA v FOBPIU H— REERED 7 o — AR EE AL ET,
BPDU ' — R — M HAL CHZY/ H2h A2 f5E L £ 9, BPDU W — RN AR DR —
F T, BPDU 7 L — A% 535 & err—disable JREE & 72 V) 7R — Kk % shutdown
LET,

INT A=K — 72 L,

i) [ -2 BHET N NOIZRRa~ L REFITTEET,

St N— 3 > | 1.01.00 LA

55 51 : BPDU 7 — NEEREZ B 20T 5 I2i

Success.

ttenable bpdu_guard

Command: enable bpdu_guard

3.14.2 disable bpdu_guard

HE BPDU 77— NH$RE & BN L £,

&3 disable bpdu_guard

B! AKa~ Rix, AA v FOBPDU H— FEERED 7 1 — LR E &2 BERHZ L7,
INT A—=H— A O

] BRI BHET T hOIBARa REFITTEET,

KIRN—

1.01. 00 LAR%

5 41 : BPDU 47— RHRE 2 29~ 5121

Success.

#idisable bpdu_guard
Command: disable bpdu_guard
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3.14.3 config bpdu_guard ports

H 1 A— NI BPDU T — NiREZ X E L7,

S config bpdu_guard ports <<portlist> | all> [state <enable | disable> |
mode <shutdown>]

B! Aoa<r Rk, &A— FHEALTBPDU H— FOBMEEZHE L £,

INT A= — ports <<portlist> | all> - BPDU #'— R§REZFXET D4R — b E213H— K
YARNEANLET, all RTA—F—% ANTDHE, AL v TFOTXTOR
— "3RS LD £,
state <enable | disable> — ¥RE 74— F® BPDU I — FHEHREZ enable
TH#Z, disable THNZLET, 7 7 4/V h TIEEDNZ /> T ET,
mode <shutdown> — BPDU /X% v k& %2f5 L7274 — k% shutdown (Z L E 7,

il R = I BHET I NOBRKRa~ Yy REFITTEET,

%h/N—T g > | 1.01.00 LI

B : AR — @ BPDU H— R ZH 502 LT, IRAEE— K% shutdown [ZERET D ITIE

Success.

#iconfig bpdu_guard ports 1 state enable mode shutdown

Command: config bpdu_guard ports 1 state enable mode shutdown

FEER

o BPDU /i — RHSBEMB IR — F Tlk. RSV W) — IR TE T A,

o BPDU /i— RISBEDIR &1 B8y ML, R4 v FTHH— 9% IEEE802. 1D
BPDU (STP/RSTP/MSTP) & 42 U £,
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3.14.4 config bpdu_guard recovery_time

H 1 BPDU H— KDY Y —KE 23 E L E T,

I 5'e config bpdu_guard recovery_time <<sec 60-1000000> | infinite>

A ARz~ RiX, BPDU H— R TOR— O BHBE IR ZRTE L ET,

INT A — recovery_time <<sec 60-1000000> | infinite> — HEEIFICEII % BPDU H'—
KU BN —F A L% 60~1000000 F» OFIPH F 72 1 MERICEEE L E T,
7 7 /v h OfEIL 60 BT,
Infinite XT A—X —ZF5ETDH LV AN —H 4 APERIZFRE SV, BHE)
Bz Lel7eh 7,

] R = I EHET D NOHRa~v L REFETTEET,

%/N—T 3 > | 1.01.00 LI

fERB]: A A~ F @ BPDU A — REERE Y BN — B & 120 FPIZRRET D 1TIE

Success.

#iconfig bpdu_guard recovery_time 120

Command: config bpdu_guard recovery_time 120

3.14.5 config bpdu_guard log

EL:5)

BPDU H— Foou V&% E L £7°,

15 3L

config bpdu_guard log <none | attack_detected | attack_cleared | both>

]

Ko< Rk, BPDU H— NEEREICRE 2 0 ZREEZ R E L £7°,

INTA—=H—

<none> - B/ ~DEXIALEZ LEFA,

{attack_detected> —BPDU /N7 v M &M L7I2HEIC, n 7 ~DEZIALE L
7,

<attack_cleared> — U B NU —EFIC LD HEMEIH, £/olia~r NcksF
BEIHZIToI2HEAIC, B/ ~DEZARELET,

<both> = BPDU /X7 v MEAIB L OMEIH LB BICHT On 7 2 E &AL E
R

7 7 #/V F Tld both BRRE SN TVET,

il PR I

BHET T hDOHRRaw s ReFEITTEET,

K/ N— 3

1.01. 00 LAR%

151 :BPDU ' — R 7 4KRE% both & L TERET HITiF

Success.

#iconfig bpdu_guard log both
Command: config bpdu_guard log both
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3.14.6 show bpdu_guard

H 1 BPDU % — RIRfEAZ KR L E T,

I 5'e show bpdu_guard [ports [<portlist>]]

B! AKa<r Rix, Z7e— by L EAR— NEALTO BPDU T — R EEZ R R L E
R

INT A= — ports — 7"— h® BPDU ' — RiREEAZ For S E T,
{portlist> - ERIVZWR—FIY A MEATILET,

] R =5 I 72 L,

%I/N—T g > | 1.01.00 LI

fERE]: 2 A~ F @D BPDU H— RIREZXFRT HITIT

ttishow bpdu_guard

Command: show bpdu_guard

BPDU Guard Global Settings

BPDU Guard Status . Enabled
BPDU Guard Recovery Time : 120 seconds
BPDU Guard Trap Status : Both
BPDU Guard Log Status : Both
#
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] AR— kD BPDU ' — RREZXFERT HITIT

#tshow bpdu_guard ports

Command: show bpdu_guard ports

Port State Mode Status
1 Enabled Shutdown  Normal
2 Disabled Shutdown  Normal
3 Disabled Shutdown  Normal
4 Disabled Shutdown  Normal
5 Disabled Shutdown  Normal
6 Disabled Shutdown  Normal
7 Disabled Shutdown  Normal
8 Disabled Shutdown  Normal
9 Disabled Shutdown  Normal
10 Disabled Shutdown  Normal
11 Disabled Shutdown  Normal
12 Disabled Shutdown  Normal
13 Disabled Shutdown  Normal
14 Disabled Shutdown  Normal
15 Disabled Shutdown  Normal
16 Disabled Shutdown  Normal
17 Disabled Shutdown  Normal
18 Disabled Shutdown  Normal
19 Disabled Shutdown  Normal

20 Disabled Shutdown  Normal
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.15 I+ D—T 4 T—A~R—Xa<7 Uk

3.15.1 create fdb

H Y 2=F Y AMMACT RLADRARET 4 w7 MU —ZEfLET,

1§ create fdb <vlan_name 32> <macaddr> port <port>

A Ko< Rid, MACT RLREEET—T )L (FDB: 7+ U —F 4 v V5 —H _—
) RizAZT 4y 72 ) —ZAERLET, AL v FOHRIET —7 /UL,
N— k& VLAN, MAC 7 RL ZDfAGDLEDT L b =B S, A1 >
FRZE LT 7 L— AFEEET — 7 L OERE SIS ED R — MO LE
I, EE. AT =T NOT S M) I AL T NZETDH N T T4 v D
HEICFEE LEI0, Ko~y RCEABNZRT b —2ERLET,

INTGA—H— <vlan_name 32> — MAC 7 KL ADFIET 5 VIANZ Z AT L ET,
<macaddr> — AH¥ T 4 v 72 R —OMCT FRLRAZ AT LET,
port <port> — MAC (T RL AIZxHET DR — FESEREL T,
AA v FILZDOR— N THESNIET NA RN T 74 v 7 sk LET,

il PRI BHET T hOBHRARa~ L ReFITTEET,

R/ N— 9 > | 1.00.01 LA

R 2=%% A NMAC T RLAZADAXZT 4 v 7 ) —Z{ERRT 512X

Success.

ficreate fdb default 00-40-66-00-00-01 port b5
Command: create fdb default 00-40-66-00-00-01 port 5

3.15.2 create multicast_fdb

ELD SYNAVTFXXARMCT RLADRET 4 v 7 MY =285 LET,

L create multicast_fdb <vlan_name 32> <macaddr>

B ARa<r Rix, v FFv XA MMCT RLRERET —T NV EICAXT v 7T
VR —EEELET, EfTREATIIFER— MNIHV Y TOoNREREA,

INTG A =S — <vlan_name 32> - MAC 7 KL ADF(ET % VLAN L & AT L E T,
(macaddr> — AH¥ T 4 v 7 ) —OMCT FRLRAZ AT LET,

] PR =5 I BEHET T NOHRKRav REFITTEET,

X/ N— g 1. 00. 01 LA

G ~1LF XY A RMCT RLADRAET 4 v 7 ) —%2 BT 5121%

Success.

#icreate multicast_fdb default 01-00-5E-00-00-01
Command: create multicast_fdb default 01-00-5E-00-00-01
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3.15.3 config multicast_fdb

B “IVF XX ARMMCT RLADAZT v 72 M) —ZfRELET,

&L config multicast_fdb <vlan_name 32> <macaddr> < add | delete >
{portlist>

GBI Aa<wr Rit, v vF R ZARMCT RLREGET—T LV EOREZT (v 7T
YR —IZR—=FEF0 Y TES,

INTG A =S — <vlan_name 32> — MAC 7 R L ADMFEET 5 VLAN 4 & ASJLET,
<macaddr> - A¥T 4 v 7T U —DMACT RLAZASLLET,
<add | delete> — add (X, => h U —IZAR—FZBMLET, delete (X, =
YR =B AR— MEHIBRLET,
<portlist> — RETHAR— FEIFA— MHEZIEE L E T,

il BRI BEET U NOIRRaw L ReERITTEET,

XISN—v 3 | 1.00. 01 BARE

ERF:~NVF XX ARMCT RLVADAZT 47 MY —ZKR— K 1-5 ZFI0 YK THITIE

Success.

ficonfig multicast_

fdb default 01-00-5E-00-00-01 add 1-5

Command: config multicast_fdb default 01-00-5E-00-00-01 add 1-5

3.15.4 config fdb

aging_time

HAY

MAC 7 R L REEET — T D =— VIR AR E L E7,

13T

config fdb aging time <sec 10-1000000>

B!

AKa<wr Rid, MAC T RL REERET—TADE A FI v I/ N —DxT—
VIR AR ELET, T 74/ hTIX 300 BT,

AL v FIE, ZETHTZL—LOREITLMCT RLANLFEE L, MACT R
ABRIET — TNV EIZE AT I v 72 N — 2 HEICERLES, A4 v F
F, ZELE 7L —AD55%EMAC T RL A% MAC 7 R L REEET — 7 LR
L. ZOEREITCICHIED R — MIHEEE L E 9, MAC 7 KL REZET —7 L |k
THOMNG72WIEATX, X4 VLAN O3 T D A L 3—7R— MIHRE SV ET
(7T T 40 7), FAFI vz b —id, —EHRZOR— M HE(E
JEMAC 7 RLAD T L— L %%Z5 LI WGEICHIBR S vE T,

TV TREIRIEFICEWGS, BRICZDORA RBFELBRWE A F I v
T MY =2k, R 7 L —LAOEENMTbNAZ ENHD T4, —
. =V T EALPETEL L2 Y —OHIRPERI TS T2
W, 7T 9T A TSR T DHAREENRSH Y £7,

INTA—=H—

{sec 10-1000000> - MAC 7 KL A7 U —F 4 T T —HRXR—AfEOT—
T HA L, 10~1000000 B OFFHTHRELET,

il R IH

FHET AV MO Kax s FeRITTEET,

KIEN— g

1.00. 01 LAR%
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EREFDB D — v 72 A4 KA RET HI2IX

ticonfig fdb aging_ time 300
Command: config fdb aging time 300

Success.

TEEE

0 FDB B4R EMt=T > k) —HH 1) F— SN BERIZAAIE +2 A <A SE>-1
= TOBMEAHYET.

3.15.5 delete fdb

HH A=F ¥ AN/ TAFFYARMCT RLADZAEZT w7 ) —ZHIBRL
ENR

i3 delete fdb <vlan_name 32> <macaddr>

i AKa<wr RiE, A v TFDO2=F % A FMAC T R REZIET — T L0 /LT F
¥ A MMAC 7 R U ABRET — T NG LI AR T 4 v 7= B —&HIBRL
£7,

INTA—H— <vlan_name 32> — MAC 7 KL ANTFET S VIANAE AT L ET,
<macaddr> — AX T 4 w7 MACT RLAZ ATILFET,

] [R5 I HHET Wy NOHBHRa~ L REFETTEET,

*fIs/N— 3 > | 1.00. 01 LA

G2 =% % ZA MMAC T RLREZET —T VDAL T 4 v 7 M) —ZHIBRT 510X
fidelete fdb default 00-40-66-00-00-01
Command: delete fdb default 00-40-66—-00-00-01

Success.

RG]~ FF ¥ A BMAC T RLARBRET — T IVDAZT v 7 b —%HIRT 5I120%
#tdelete fdb default 01-00-5E-00-00-01
Command: delete fdb default 01-00-5E-00-00-01

Success.
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3.15.6 clear fdb

H Y MAC 7 R L REZET — T NDXAF I v 7 F)—ZHIBRLET,

I3y clear fdb < vlan <vlan_name 32> | port <port> | all >

BIC]] AKa<wr Rix, A4 YT DOVMCT RLVRRET —T VDX A F Iy M
—% 27 V7 —LFET, A v FRME, VIANHAL, b L IR — A THET
HIZENTEET,

INTGA—H— <vlan_name 32> — MAC 7 R L ANFFEAET D VLANZ Z A LET,
port <port> — MAC (T KL RIZxHET 2R — hESEATLET,
all = AA v TFDT AT =T 4 T T —ERXR=ADTXTODHIAFTIv I
N)—% 2707 —L%ET,

i) R I BHET N NOIZRRa~ L REFITTEET,

Kt N— 3 > | 1.00. 01 LA

FERAF:FT_XTOFBAAF Iy 7 N —% 7 VT —35I1201%

ficlear fdb all

Success.

Command: clear fdb all

3.15.7 show multicast_fdb

H 1 <~V TF Xy A KMACT RLRERET — TV OIEFHRE R R LET,

1§ show multicast_fdb [ vlan <vlan_name 32> | mac_address <macaddr> ]

2B Ka<r Rt AL v T DOV TFF¥ A FNMCT R REZET —T VONE%
KRLET, BTRNEIT, RET 4 v 7 XA F I v 7 OliGFOT Y —R
GENET,

IRT A=K — <vlan_name 32> — MAC 7 KL ADFIET S VIANZ Z AT L ET,
<macaddr> = FDB = U —Z R IRT HRRDOMAC T L AZIEELET,
WNRIA=H—FRELRWEA, TXTO~/LFF¥ A NFDBxTY b =23
RENET,

] PR =5 I 7L,

X/ N—2 g v

1. 00. 01 LLf%
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ERF:~LFF¥ A FMAC T R L ABRET — 7 V&2 FRT DT

VLAN Name
MAC Address
Egress Ports
Mode

Total Entries

fishow multicast_fdb vlan default

Command: show multicast_fdb vlan default

: default

: 01-00-5E-00-00-01
:1-5

! Static

3.15.8 show fdb

HAY

=%y A BMMAC 7 R L ARERET — 7 VOB REE R LET,

3L

show fdb [ port <port> | vlan <vlan_name 32> | vlanid <vidlist> |

mac_address <macaddr> | static | aging time ]

]

Ka<r RiE, A v TFD2=Fv A FMAC T R L RERET — T VDIEHRE E
RLET, FRARIT, AXT 4 v I AT I v 7Ol GOy ) —2NE
FNETN, AT 472 N)—RITAERRTHIELTEET, £/,
AR— K, VLAN, MACT RLAZIREL TERRTHIEHTEET,

INT A =L —

port <port> — FRTHAR—FEHRELET,

vlan <vlan_name 32> — /"¢ % VLAN % VLAN 4 THRE L £ 7,

vlanid <vidlist> -3/"9 % VLAN & VLAN ID ® U 2 b CTHREL £,
mac_addredd <macaddr> - £~ THMACT RLAZFEELET,

static -~ AT 4w/ N —DHhERRLET,

aging_time — MAC 7 KL RHRET — T VDT — 0 V2 FR L E7,

il BRI

L,

K= 3

1.00. 01 LAR%

ERF =% % 2 FMAC T RLAT—T7 VA& FRT DI

tishow fdb

VID VLAN Name

Command: show fdb

Unicast MAC Address Aging Time = 300

MAC Address Port Type

1 default

Total Entries

00-40-66-00-00-01 CPU Self

156/384




3.15.9 config multicast port_filtering_mode

HAY

7\]‘:‘_‘ ]\0)7/1/?:4,'()(}{ ]\/\Ob‘\y ]\7/1'/]/& U \/7:5_ F%&%&Hﬂ;bi—a—o

3L

config multicast port_filtering mode < <portlist> | all >

< forward_unregistered_groups | filter unregistered_groups >

B!

Ko< RiE, vV FF¥ A FMMACT R L RERET — T /WIS LTV
NVTFXY AN RNT T 4 v EER— NIHRIETHNE I MNEEDDH~ILTF X
YARNT4NEY) T E— RERELET,

INTA—=H—

Kportlist> | all> - v VF XY AT 4 NE Y U TE— RERETHAR— b
FLEFAR—NIARNEANLET, all XTA—=F—FANTHE, AL T
DT XTOR— IBRG LR T,

{forward_unregistered_groups | filter unregistered_groups>
forward_unregistered_groups — ZDF— K TIIRBEO~LF XY A T
T4y ZIIRG AR — MTEE SN ET,

filter_unregistered_groups — Z DE— N TIIRBEEFEDO~ILF ¥ A b T
7 A v VIIRRAR— MR SNER A,

il PR IR

BHET T NDOHRRaw s REFEITTEET,

K/ N— 3

1.00. 01 LAR%

ERF A= I~4 VT AN T4 NVEZ ) o TE— RERET HIZIE

Success.

ficonfig multicast port_filtering mode 1-4 forward_unregistered_groups

Command: config multicast port_filtering _mode 1-4 forward_unregistered_groups

3.15.10 show multicast port_filtering_mode

H “NVF XX AT 4NEY) T = REeFERLET,

&3 show multicast port_filtering mode

At B AKa<wr Rit, R—rDOALFFY AT 4NE) o TE— REeFERLET,
INT A= — 72 L,

] PR =5 I 2L,

K N— g > | 1.00. 01 LA

ERF:~LTFF¥ A RNKR—K 74 V&) 7E— REeRRTHIZE

#ishow multicast port_filtering mode

Command: show multicast port_filtering mode

Multicast Filter Mode For Unregistered Group:
Forwarding List: 1-24
Filtering List:

157/384




3.16 IGlP RX—EF 5 av > K
3.16.1 enable igmp_snooping

HI IGMP A X — ' JHEREZ AT L £ 7,

1§ enable igmp_snooping [forward_mcrouter_only]

BIC]] AKa<r Rix, AL v FDOIGMP AX—V 2 JHEAR /o — )L THEINC L E
T IGMP AX— B> ZHEA T 5 L, v FF ¥ A KRR D IGMP /37
v hEE=Z VT LTENTFX A MEET =T NVDOFAFI v Iz R
— % HEICHEFT L ET,

INT A —H— forward_mcrouter_only — RKa<> KIZZD/NRT A—H—%BNT5HL., AA
Y FIIvNTFFxY A M—T 477 a hansog oy keGP §ilf#E 7y ko
FRBNZ DN L —H — R — N R L E T,

i) [ I BHET T hDHRRaw s ReFEITTEET,

R/ N— 9 > | 1.00.01 LA

il JH IGMP A X — B JHEREZ A RIS 21T

Success.

#ienable igmp_snooping

Command: enable igmp_snooping

3.16.2 disable igmp_shooping

HAY

IGMP A X — & JHERE & EZhIZ L,

1% 3C

disable igmp_snooping [forward_mcrouter_only]

]

AKa<wr NiE, A vTFO IGMP A X —E L FHpex 7 o — )L Tz LE
T, IGMP A X — & v THEEN IR DA, ~ /LT F v A Mgk T — 7 /LT HE)
Bz s, = M) =132 E T 4 v 7 BERICIRESNE T,

INT A =L —

forward_mcrouter_only — Z DT A —H —hRKa< RGBT A E, AA
vFFr=F Yy A M—TFT 4T harry b wAFFy A R L—T
g7 7a hansry b BIOVIGH il hOFRBNCES W —H
—R— &% E L, disable igmp_snooping forward_mcrouter_only 2= K
N2 T, A v FE~ATIY R =T 477 a havyy
k& IGMP il 7 R ORI E S W e — 2 —R— b2 FE L E T,

il BRI

BHET T NDOHRRaw s ReFEITTEET,

X/ N— g v

1. 00. 01 LLf%
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fEFB]: IGMP A X — & JHRE &2 B30 29 5 12iE

Success.

#idisable igmp_snooping

Command: disable igmp_snooping

3.16.3 config igmp_snooping

HAY IGMP A X — b ZHEREDIMEZ R E L £,

1§ config igmp_snooping < vlan_name <vlan_name 32> | vlanid <vidlist)> |
all > < state < enable | disable > | fast_leave < enable | disable > >

B! Kawr Rid, AL vFO IGMP A X — 2 JHEEOEEL % E L £ 4, T6MP
ARX—E U 7 %A T D VAN R EOBREEITVET,

INT A —H— vlan_name <vlan_name 32> — X[Z® VLAN % VLAN 4 TIEE L £ 1,
vlanid <vidlist> - %% VLAN Z VLAN ID ® U 2 h CTHRE L £ 7~
all — FXTOVLAN 255 & LET,
state <enable | disable> — 8% L7z VLAN ® IGMP A X —t’> 7% [lenable]
(%) £721% Tdisable] (FEZHICL £,
fast_leave <enable | disable> — IGMP A X— > 7 D fast—leave (BIRFEERL)
HEEE%A Tenable] (F%h). F72i% ldisable] (EZH)IZLF9, Z DOHEREEZ AL
IZF DL, VAT LN IGNP Leave A v & — V&5 LI2HEIT, A" —iTk
EHICTN—T D OHIBRSET,

il PR = 2H EHET WY OBhEKRa~< L REFEITTEET,

Xt 3— 3 > | 1.00. 01 LIRE

fEFAGIGMP A X — ¥ v JHEREDENMEZ R ET 12T

Success.

#iconfig igmp_snooping vlan_name default state enable

Command: config igmp_snooping vlan_name default state enable

159/384




3.16.4 config igmp_snooping querier

HAY

IGMP 7 = U 7 DR E &ZITWE T,

3L

config igmp_snooping querier < vlan_name <vlan_name 32> | vlanid
<vidlist> | all > < query_interval <sec 1-65535> | max_response_time
{sec 1-25> | robustness_variable <value 1-255> |
last_member_query_interval <sec 1-25> | state < enable | disable > |

version <value 1-3> >

B!

AKa<r R, IMP 7=V TREXZITWES, 72U 7, T2~ L1F*
YA RRETYALT X v A ML—F—DGFELRWEGEAIZ, IGMP 7 = U — DML
HERITLET, 72U 7Tk, UTFO3FEEOBH T A—F =060 £7,
- 7 =x= U —fHll@E (query_interval) : ¥ =x7 /L7 = U OFEERREF),

- EKRIENEM (max_response_time) : A L N—w LR — b OFF B RG]
(),

- B 2NZA MR AEE (robustness_variable) : IGMP Leave X v — % 5{E4
L2 AUN= T UR— PRI TG E D, A N—E RS
LETOY 2RI N7 Y FERE, ZiUdTy e ARLWREET,
fIEIETERGE LTI/ oY —L A NR_R—= T LR— h O RAEHFT 50
BEEDDHNRT A= —L L THEHINET,

IHBITEET D IMP 7 =) —OHF CTHESIL, ~VTFHFXY ARy hU—7

WTOILTFFx A NMACT RLUREEET — 7 /VOFEBRICEHA S ET, Bz

I, IGMP A X — B> FHERE CTHE LTz A U R —KR— hO=— T F T,

(7= ) —[IfE x BN F R AR + (RRINERR) TR S ET,

INTA—=H—

vlan_name <vlan_name 32> - %f&t& 725 VLAN % VLAN 4 CHEE L £,
vlanid <vidlist> - ®fZ& 722 VLAN % VLAN ID DU 2 M CHEL £

all = F_XTOVLAN 255 & LET,

query_interval - 7 = U —ffRZfE L EI, 77 4+/L MAIL 125 TT,
max_response_time — FAJSERMAZHEL £, 7 7 /L MialX 10 TY,
robustness_variable — B/XA NRAEHK AR ELET, T 74/ MaIZ2 T
7

last_member_query_interval — IGMP )L —FARY 7 ¢ w7 7 =) —DikfE
MlREREMCTHRELES, JNV—T AT 4 v 7 72U —[L IGMP Leave A
v —VEZELELGARICATF Xy XA ML—F— (b L7 = U 7) 3,
DA N—DIFEZ MR T DICDITEE L ET, IWERRWEE, FEH LY
N—TDx ) =PRI ET,

state — IGMP 7 =V 7T #4gE% Tenable) (A%h). F72i% [disable] (IE%h) (T
LET, AO%LE. *y hI—7RNICMIc7 =Y 7 & LTEMET 27 31 &
DHEIELRWEAIZIE, 727 LCEfEL, 7Y —%2EFELLET, 7
U T5EA & 72 DM DT A APFIET D561, "B/ 7 & LTERESN
el sy 7 LTEELE T,

version — IGMP D/3— 3 U AHRE L £,

il R IH

FHET AV MDA Kax s FeRITTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%
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EREIGMP 7 = ) 7 23R ET DT

#iconfig igmp_snhooping querier vlan_name default query_interval 125 state enable

Command: config igmp_snooping querier vlan_name default query_interval 125 state enable

Success.

3.16.5 config router_ports

HHY N— B —R— R NeRELET,

I3y config router_ports < <vlan_name 32> | vlanid <vidlist> > < add |
delete > <portlist>

A Kavwr BiE, v—F—FR—rEHELET, HIIELTFXFr ATy B

TUNE Y T EATHIEBED AL » F 2R3 D56 0G5 & CTHRIICEE
ELRTIUIR BN EnH Y £77,

INT A —H— {vlan_name 32> — L —HX —iR— FNPIFETDHVLANA Z ATILET,
vidlisty — ET H/N—F —R— DO VID #HE A LET,
<add|delete> — BET D/ —F —HR— FEBIMEIFHIRERTLET,
<portlist> - FHET HH— MGHEZIEEL 7,

il R IH FHET AV M OHRKax s FeFITTEET,

RHGE/N— 5> | 1.00.01 LUK

ERE: A2 T 4> 7 —H —R— N ZRET HITIE

ticonfig router_ports default add 1-10
Command: config router_ports default add 1-10

Success.

3.16.6 config router_ports_forbidden

HAY forbidden (kb)) V—4Z —A—FZREL £,

S config router_ports_forbidden < <vlan_name 32> | vlanid <vidlist> > <
add | delete > <portlist>

B! AKav R, Blrv—2—FR—FZ2ELET, T FBELLZR— BV
—T ATy FEERELRVWE S ITLET,

INTG A =S — <vlan_name 32> - Xf5 L 722 VLAN % VLAN 4 CTHIE L £,

vlanid <vidlist> - xf% & 725 VLAN % VLAN ID CTIEE L £,
<add | delete> — #57E L7~ VLAN OZE (R — N OB E - ITHIEREZIEE L £,
<portlist> — BIYH L ITHIBROXI SR LR — FRAZEE LT,

il BRI FHET WO NDOHARa~v L REFATTEET,

RHGE/N— 5> | 1.00.01 LUK
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R AL — 2 — R — N 2 RET I

Success.

ticonfig router_ports_forbidden default add 2-10
Command: config router_ports_forbidden default add 2-10

3.16.7 show igmp_snooping

H &g IGMP A X— b JHEREDIREBZ R TR L £,

1§ show igmp_snooping [ vlan <vlan_name 32> | vlanid <vidlist> ]

] AKa<y RiE, AL v FOIMP AX—E L T ORESCHRELFRLET,

INT A —H— vlan <vlan_name 32> - /"I H%GD VLAN % VLAN 4 CTHEE L £,
vlanid <vidlist> - F7R$ X5 D VLAN Z VLAN ID THRE L 75,
HlgT DL, TTOVLAN TOIRBEDFE RINET,

] PR =5 I 7L,

K= 3

1.00. 01 LAR%

AP IGMP A X — B> 7 DR 2 F£n T 51T

VLAN Name

Query Interval

IGMP Snooping Global State
Multicast Router Only

#ishow igmp_snooping

Command: show igmp_snooping

. Disabled
. Disabled

. default
1125
: 10

Max Response Time
Robustness Value

Last Member Query Interval
Querier State

Querier Role

Querier IP

Querier Expiry Time

State

Fast Leave

Version

Total Entries : 1

D2

1

: Disabled

: Non—Querier
2 0.0.0.0

: 0 secs

: Disabled

: Disabled
23

162/384




3.16.8 show router_ports

H /Y =B —R— N EFRLET,

X show router_ports [ < vlan <vlan_name 32> | vlanid <vidlist> > ]
[<static | dynamic | forbidden > ]

BIC]] AKa<wr R, BIEEOV—4—FR— b E2RRLET, FELIL—F—K—]
EAET 4y 2 M) =W ERRTHIENTEET,

IRTG A= — vlan <vlan_name 32> — %8 VLAN % VLAN & CfeE L £,
vlanid <vidlist> — %% VLAN % VLAN ID CTHE L £,
static — AXT 4 v I BEFON—H —R— e RKRLET,
dynamic - FE L7V —F —R—+2FE R LET,
forbidden - forbidden (#£1k) v —% —HR— h&EFR L ET,

] PR =5 I 7L,

Xt 3— 3 > | 1.00.01 BARE

B L—F =R — FEFIRT DI2F

VLAN Name

Total Entries:

#ishow router_ports

Command: show router_ports

. default

Static Router Port :
Dynamic Router Port:

Forbidden Router Port:

1

3.16.9 show igmp_snooping group

H 1 “NT Xy A N T NV—TDIEREFERLET,
1§ show igmp_snooping group [ < vlan <vlan_name 32> | vlanid <vidlist> > ]
21 RA AKa<wr R, IGMP AX—E 7 TRl SN~ TF v A M7 —T7OE#
ERRELUET,
INT A=K — <vlan_name 32> - F/~k9 % VLAN % VLAN 4 CHEL £,
<vidlist> - #7~$% VLAN 2 VID ID THEL £,
] PR =5 I 72 L,

X/ N—2 g v

1. 00. 01 LLf%
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G~ VT F v A N N—TEFRT DI

#ishow igmp_snooping group
Command: show igmp_snooping group
Source/Group : NULL/239. 255. 255. 255
VLAN Name/VID : default/1
Reports 1

Member Ports 4

Router Ports : 8

Up time © 122

Expire Time 1 260

Filter Mode . EXCLUDE
Total Entries 1

#

3.16.10 show igmp_snooping host

H ~“NVFXXAMBARERRLET,

1§ show igmp_snooping host [<{vlan <vlan_name 32> | vlanid <vidlist) |
ports <portlist> | group <ipaddr>> ]

] AKa<r FiE, IMP AX—E 7 THRAISNIZ< LT F ¥ A PARA F&FoR L
EXR

INTG A =S — <vlan_name 32> - VLAN Z45E L CTHA A ME#ZZ R LET, VLAN 721308 —

N EARE L2WEA, TR TORRARR hRERENET,

<vlanid> - VLAN ID Z48@& L £,

<portlist> - R—hrDY A NEEL THA MEHRER R LET, VLAN £/
IR — R EEELZ2WEGE, T X TORERA RBRERINET,

dpaddr> = Z—7DIP 7 FLAZIEEL THRR MEREZFRLET,

il B 5 I 72 L,

St S— 3> | 1.00.01 LA

B~V T F v A FRA MNEFRFRT DT

#ishow igmp_snooping host

Command: show igmp_snooping host

VLAN ID Group Port No IGMP Host
1 225.0.1.0 2 10.0.0.1
1 225.0.3.4 3 10.0.0.6

Total Entries : 2
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317 Vo7 )F—a>vavw vk
3.17.1 create link_aggregation

HAY

Vo o775 —ar T—T28kLET,

1% 3C

create link_aggregation group_id <value> [ type <lacp | static> ]

B!

ARa<wr Rt ATV o277V~ a I A—T7%ERLET, U
YIOT TV = a i, BETR— NERETDAXT 4 v/ & LACP 7
L—DL &L CHET Nf A xIFvm— 9 2179 X453 7 (LACP)
D2FEHED A A THRHY, FTN—TFT LW TnaEH+T20EELET,

IRT AL —

value> = Z—7 1D ZfE LE T, K 8(FIE THrRA— MEDF4y) F
TOV I T TNV =g INN—TERECTEET, FL—71IDIcLk-»T
KT N—TmR L ET,

type = JN—FIMEHTHV I T 7V 5= ar XA TERELET,

AATHBELRWGE, T 74/ N ¥ A 7% Istatic) (2720 £,

lacp — R— M7 —7% LACP #EJJL L L THRE L £, LACP (ZBEG S /=T
A AL Rx T m— 3 UM THOIVET, (config lacp_ports &M Z
&£)o  LACP YEHLO AR — NX LACP YERLO T S A R THERET A MERH D £,

static = R—= NI N—T%HRET 4 v 7 L LTHRELET, RA¥T 4 IR
— "NN—TEEE LGS, Vo 78ROMT A ATRELMHRLTLE
I,

Vo o770 r5—a Tk, #iOmMT A ZAREUICRESIL, A— K7
N—TDOFENR—DOHE/T 2Ly 7 ATHLHLERD Y £,

il BRI

EHET WO DR Rawy REFTTEET,

KN—V 3

1.00. 01 LAF%

RGN 2T 7 A= a I A—TFERERT A2

Success.

B

ficreate link_aggregation group_id 1

Command: create link_aggregation group_id 1

TEEE

‘) M Y—ZXDY o T7HTYE— a8 )L—THDRKIL. APLGM118GTSS &
APLGM124GTSS M &K 8. ZNLISMIE ZEBEAR— -2 LY ET,

‘) SHETHEAE (802, 1X EREL. MAC SREL. Web SBII) & DA— FERIETEE LA,
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3.17.2 delete link_aggregation group_id

HEY Vo7 7 )= a v I —T%H8IRLET,

I3y delete link_aggregation group_id <value>

Gl AKawr Rid, FEFHOV 2T 7V 75— ar JA—T%HllRLET,
INTG A— L — <value> - Zv—7 1D #fRELE T,

il R -2H EHET WO POBRAa~x s FEFITTEET,

X N— g 1.00. 01 LAE

ERE: ) 2T 7 A— g P —T 2T A1

tidelete link_aggregation group_id 6
Command: delete link aggregation group_id 6

Success.

3.17.3 config link_aggregation group_id

EED Vo o7 F—=ar I—THFELET,

1§ config link_aggregation group_id <value> < master_port <port> | ports
<portlist> | state < enable | disable > >

= AA ARKa<r Rix, O create link aggregation @2~ R CTIEER S =Y > 7
TV 5= aryIN—7OR— IV E TR EDOREEXITVET,

INT A—H— group_id <value> -~ ZL—7 1D E#HELET, K/ NV—FI/L—71DIC L
> Tl SET,

master_port <port> - vAX—R—rEfELET, Vo IrT7 7V r—var
IN—T L1 DOV AR —R— "R ETHUNERD 7,

ports <portlist> — Vo 777V~ a s T N—ICHET 53T X THOR—
MNeEELET, HEDHR— MIFEvAX—R—F L EDOILERH Y T,
state <enable | disable> — #EE LIV I T 7V F—va TNV —T%
lenable] (A%h) F721% ldisable] (HEZhH)IZLET,

Il PR =F-TH EHET T NOIBH AR REFETTEET,
Vo7 700 —yaryOpiEia— b EFRGEERE (802, 1X F2AE. MAC Z8FE. Web
ORE) OFR— MFHIZTTE EH A,

RHGE/N— 5> | 1.00.01 LUK

ERGI:AR—N1-4TV I 77V = a7 N—71%2%ETHITIX

#config link_aggregation group_id 1 master_port 1 ports 1-4

Command: config link aggregation group_id 1 master_port 1 ports 1-4

Success.
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3.17.4 config link_aggregation algorithm

HAY

Vo7 70— a7 a) AAEBRELET,

3L

config link_aggregation algorithm < mac_source | mac_destination |
mac_source_dest | ip_source | ip_destination | ip_source_dest > |

[ system_priority <value> ]

]

Ka<r Rix, AWOET — X OFEIZK L, egress IN— M & RINT HEE, A A
TN L o THRIES N DTy O ERELET, £72, LACP DV AT LME
SR AEFE L ET, LACP TlE, xfM$ 57 /A AT LACP v AT AMEJCIE % Lk
L. VAT DMMEREPNNSWNTNSA ANT IT 4T/ AX N R — NERELE
T, VAT MERENFEEOS I, FERIZMACT R AR ZITWET,

INTA—=H—

mac_source — EfFIEMAC 7 R L AR— A CHMELLET,

mac_destination — F¥{EJEMAC 7 R L AR— A THEMITELET,
mac_source_dest — FFEILIB L OEFIHEMAC 7 RV AR—ZACAMDIH L ET,
ip_source = E(FIL I[P 7 RLAXR—ZXATHAMIHLET,

ip_destination — ES IP 7 KL AXR—ZATHM T L ET,

ip_source_dest — EFILB L OEEL IP T FLAR—XATAMGHBLET
system_priority — LACP @ A7 AMEJEE % 1~65535 DHEIPH CHELET, 77
4 /v ML 32768 T,

il BRI

EHET AV FOAKav FeRTTEET,

K/ N— 3

1. 00. 01 LR
1.07. 00 LLF% (system_priority /3T A —H —% PR — 1)

B XE B LOEBEILMAC 7 FLAN—ZDARZET VY XL EBRET D ITIE

Success.

#iconfig link_aggregation algorithm mac_source_dest

Command: config link aggregation algorithm mac_source_dest

FEREE

7ILaY X LD ip_source £f=I1& ip_destination MiFE. Unknown unicast.
Broadcast., U Multicast @7 L—AlFA— Koz 7EahEH A,

0 Unknown unicast/Broadcast/Multicast d R EENMEIETEEKEY & L=7/)31) X
LTIRY R TonFET,
Unknown unicast, Broadcast, L2 Multicast : MAG_DA, MAC_SA. SRC_PORT
IP Multicast : SIP, DIP, SRC_PORT
MAC_DA : 585 MAC 7 F L X
MAC_SA : E{ETMAC7 FL R
SRC_PORT : 1%¥{EJt TCP/UDP ;R— + &S
SIP: ZEXTIP7FLR
DIP: 385 IP 7 FL X
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3.17.5 show |ink_aggregation

HAY Vo7 705 —va Y OREEREFR T LET,

L show link_aggregation [ group_id <value> | algorithm | system_priority]

BIC]] RKawr REx, AAvTFEOV 77V 5r—va ORERFHRER R LE
R

INT A —H — value> — Z—7" 1D R E L E 7,
algorithm — V> 77 7 V=2 a7 N3 A LhEERrLET,
system_priority — LACP DT AT AMEHELZ R RLET,

] PR =5 I 7L,

K/ N— g v

1.00.01 LARE
1.07.00 LAWK (system_priority /8T A —X —Z P R— )

ERE: ) 2T 7 A= g VEREEZF TR T HICIE

Group ID
Type:
Master Port
Member Port
Active Port
Status
Flooding Port :

Total Entries :

#ishow link_aggregation

Command: show link_aggregation

Link Aggregation Algorithm = MAC-source
Link Aggregation System Priority : 32768

|

! Static
1

D14

1

: Enabled

1

1
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3.17.6 config lacp_ports

EED LACP R — h DF— RREEITVET,

I3y config lacp_ports <portlist> < mode < active | passive > | lacp_timeout
{short | long> | port_priority <value> >

B! AKa= FiE, LACP R— M OAHE— Fa@E LEJ, ABEE— FIZiT, LACP
T L —ALHEET D Active &, ZIEFHEH D Passive D 2 O ET— KN H Y F
T, Fo. R—=brDT 7T 4 T/ AZ A OREIHAT 2 H— MELEE R
— MR CRELET, RN— MEEEIDNSWENRT 77 4 TITR RS 0T
A

INT A —=H— <portlist> — RETLHAR— FEIFTA— MEHZFEE LE T,
mode — LACP |l 7 L — A DAL E— R % active/passive 22BN L E T,
active — ALHRE— R Active DA, XTA)T 234 A2 LACP #IiHl 7 L — L & 1%
BLET, THUTEY LACP HEHLD T /NA A TY 7 REEZ R T — L,
MEIS U TENICAET SNE T, A— M A—TOEREZITHIHE, T
T— D7D, WTNNDT /SA ATLACP R— h & TActive| IZERET HLHE
WY ET,
passive — JLFRE— K73 Passive DA, XT3 A A5 D LACP Hlf 7 L —
LEFHLET, LACPHIE 7 L—2DZFIZLY Vo 7 REOR T =— A H
mENET,
lacp_timeout — WFAEEENLZET D LACP il 7 L — L DZEX A L7 7 b
Rl 2 g E LET, 7 7 4V FEREIX, short TY,
short = LACP DXAZ# A L7 U MR Z 3 FIICERE L £7,
long - LACP D54 A L7 U M A 90 FMIZRE L £ 7,
port_priority <value> — LACP D7 — MEJEE % 1~65535 O#iFACTRE L F
3. T 74/ MEE, 32768 T,

il PR = 2H EHET WO POBRAa~x L FEFITTEET,

Xt 3—3 =3 > | 1.00. 01 BARE
1.07. 00 LA (lacp_timeout & TN port_priority /3T A —H —% PR — 1)

G LACP R— FDE— REREEITH 21T

Success.

ficonfig lacp_ports 1-12 mode active

Command: config lacp_ports 1-12 mode active
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3.17.7 show lacp_ports

H LACP IR — R DE— N ELZ R R LET,
L show lacp_ports [ <portlist)> ]
B! Ao RiX, LACP 7R— h DMLFRE— ROBREHME R R L ET,
INT A—H— <portlist> - RET LR — FEFA— MRPHEZFET L7,
NI A=H—FRELRWEA, TXTOR— O LACP HEEZF R LET,
] PR =5 I 2L,
®thgas3—a > | 1.00. 01 LARE

1.07. 00 LA (port_priority /37 A —& —FKx&EHHR— )

fift B LACP 7R — F DE— FREZFRT DITIE

#ishow lacp_ports 1-10

Command: show lacp_ports 1-10

Port Activity LACP_Timeout Port_Priority
1 Active Short 32768
2 Active Short 32768
3 Active Short 32768
4 Active Long 32768
5 Active Long 32768
6 Passive Long 10000
7 Passive Long 10000
8 Passive Long 10000
9 Passive Short 10000
10 Passive Short 10000

#
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3.18 JL—TBsita<w > K

N—TPhlka~< RTIE, Ry MU —27 TUO—T R4 LTS5 8 IR 50— 7R 4 5
ELFET,

N—TRFEEN BN DR — FTIE, A v TFR—EMBEBTL—7RM7 L —AZEELET, BY
DIEE LIV —T A7 L — L& 25 LTcHmaIls, VTR E LT AR LET,

N—T A LTEBEDORRR—F U= 7 L —LDEER— FOZER—F) OT 7 ayv
X, &R — h®D method /XT A —% —TIRTHZ LN TEFET, shutdown ZFHEEL7-HE. FERK
— MIN—T7RHRERHCEAZE SN E T, drop ZFEELZGAIE. L —T7RAKTL T ey 7 LEHA,

FEER

‘) I—THRNMETHERTIL—TRAN I L—LALIF, 29 LLTEESNET,
(Tag R— b TH Tag 5T ITEHESINFET)

FD=®. *EEEE TELET BT Native VLAN 2B FE T A2 ENH Y 9,
-ver.1.00.01 £TIE., L—THRHMIL—LZ TEEHOKR—FTRIE] §52¢&
TIL—TERAMLET,

-ver.1.01.00 LI§IX., W—THREMIL—L%E TBEBENKR—FTRE] §5H2&
TIL—TZEZRMLET,

0 IW—TRHMT L—LDEEAEIL. BEMLR—FORE (BIRIE. Voo T75
UEF—S 3 DFBY 0, ANRZUTIY—DRAT—RRGE) OEELZ
+ZEF, Voo 7y T LE=R—brTERITLEEESNBEFRY FEA,

‘) IV— TR, R v FEAEATERNARADSHEETT M. BIELIEH T
SUTLTHY. AT IEEECRY FO—VREICE > TEADICEMELLEL
CEBHYFEIODOT, BADEIZIEITBELEZSL,

3.18.1 enable loopdetect

H#Y =T RREREREE AN LET,

HESC enable loopdetect

A AKa~y R, v—7EERExr 7 v — L THEIICLE T,
7 7 /v FREIT S (disable) T,

INTA—=H— A O

] R = I EHET D NOHRa~v L REFETTEET,

$ti/S— 3 > | 1.00.01 LA

B v — T BRI RE 2 A NS T D 1CiT

#ienable loopdetect

Command: enable loopdetect

Success.
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EIEER

IL—TRMIREETIL, LED atRb#aEIZ & Y RKEED console LED A EiR L F

ER

- ver.1.03.00 LI TIlE., IL—THE L TS IREET console LED AR LFE T,
WL—TREINEBRIN-BEICIELED SFd REICHEBRINET,)

- ver.1.02.00 AR Tl&., JL—TH#%1L T4 console LED IFHE L £ A,

3.18.2 disable loopdetect

ERD) N— TR RE R A A v FCTHEIZLET,

&3 disable loopdetect

A Ka<wr RE, v—7BhIkREE 7 n — L TERIC L E T,
T 7 4V MR EIT RN (disable) T,

INT A—=H— A O

] BRI BEET H T NOIHARa~vy RERITTEET,

RG/N— = > | 1.00. 01 LARE

B v — T BB RE 2 BN C 3 D 1CIT

#tdisable loopdetect
Command: disable loopdetect

3.18.3 config loopdetect

H i N—TRRFMEEED N T A —H —ZHELET,

I3y config loopdetect < recover_timer < 0 | <value 60-1000000> > | interval
{value 1-32767> >

B! RKa<wr N, V—7RABEREOANAR — F D BIEE SN NV—T AT
r DFEMMRER X OV — 7 RERE) O O AEVEIRRMZ e LE T,

INT A—H— recover_timer — /L — 7 ARIED O BENE A £ CTORFH (FP) 238 E L £ 77,
0] ZXE LSS, BIERNENZ R 57O FENC L 2EIENMEIIRY F
R

FENVERIZIILTa~r RaH L ET,

lconfig loopdetect ports <portlist> state disable]

[config loopdetect ports <portlist> state enable]
HEMEIR X A ~—DF 7 4 /L ML 60 B TY,
interval — L= PIILBEREDN AR LR — F I HEE SN — T I L— A
(CTP(Configuration Test Protocol) 7 L—A) OEEREFD) #3&/E L £,
7 74/ MEIZ 10 BT,

il FR=F IH FHET AU OB KAx L FeFRITTEET,

St S— 3> | 1.00.01 LA
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ERBEIRZ A ~—% 0, 7 L—2OEEMFEZ 20 ITRET HITIT

Success.

#config loopdetect recover_timer O interval 20

Command: config loopdetect recover_timer O interval 20

TEEE

IW—TRAEETIL—T 2B LI5S, BOMIIL—TREZMYBRVTTS
Lo JL—TREIREN S 1) /3N —B/ (T 74)L ~ 60 #) #Fid89 5 £ BHEIRA
fIbhET, L—TRETHSBEE., ROIL—TRMEFT—HHLEIL—TEHRE
BTY, 2y FT—02ENFREGREBICHEYET, L—THRLERZRHAITHTE
TERWNGEICE, BBERZENET SV AN —HREOM) ZREL. FEE
BZERESNSIELETHELET,

3.18.4 config loopdetect ports

EED

I— TR RE A R — MZEREL £,

3L

config loopdetect ports < <portlist> | all > state < enable | disable >
method < shutdown | drop >

B!

Ka<wr Rid, A v FOR— MIA—THRAEREARELET, L— 2B
L7 E0EEE— K E LT, A— MEAZE (shutdown) £ 72130 D A (drop) D &
HHMMEBRIRTE F4, drop TlE, —7ORBENIITVETA, R— MK
L5707 a NHMTOWERA(EIZT v 7V 7 R— N CHEAINETD),

INT A—H —

<portlist> — —THRAMSREZ R ET DR — hEHEELE T,
all - ¥_XTOFR— MIFREZEHALET,
state — L—TIRAKBKEEZ B E T ENIC L E T, T 740 M TIRES T,
enable — AR— F D/ —7fuHEREZ Tenable)] (@) IZEXELET,
disable — AR— h D/ —TfFRE%L Tdisable] (JEZH)ICRELET,
method — E/EE— FAFRE L £J, 7 7+ /b M shutdown T,
shutdown — EJfEE— K% shutdown |ZF%E L £7°,
drop - BIfEE— K% drop X EIlZ@H L9,

il FR=F IH

FHET AU FOHKAx L FeFRITTEET,

K/ N—T g

1.01. 00 LI

G AR—  1-5 O — T REiS e 2 AT 512X

Success.

ficonfig loopdetect ports 1-5 state enable

Command: config loopdetect ports 1-5 state enable
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3.18.5 show loopdetect

Hi N—TRRAEREDOREL R LET,

L show loopdetect

Bl Aoy Rix, W—7RIEED Ve — L EE TR LET,
INT A= — 72 L,

] BRI 2L,

R/ N—2 3 > | 1.00. 01 LA

5B v — T RIS RE DR & & TRk T HI2IX

#tishow loopdetect

Command: show loopdetect

Loopdetect Global Settings

Loopdetect Status . Enabled
Loopdetect Interval : 20
Recover Time 0

#

3.18.6 show loopdetect ports

H =T RRAERED R — MERER R LE T,
&3 show loopdetect ports < <portlist> | all >
1A Ko<y Fid, ER— O —THBHEEORERT BCHRIIRELZ R LET,
INT A=Y — <portlist> - RET HA— MEaHLFRE L £,
all - TXTOR— FBRHRICRY F7,
il FR=F IH 2L,
X/ N— g v 1. 00. 01 LARE

B R — b 1~5 O —FRILBERE DR E 2 R 51213

#ishow loopdetect ports 1-5

Command: show loopdetect ports 1-5

Port Loopdetect State Method Loop Status
1 Disabled Shutdown  Normal
2 Disabled Shutdown  Normal
3 Disabled Shutdown  Normal
4 Disabled Shutdown  Normal
5 Disabled Shutdown  Normal

174/384



3.19 MACAR—XVLANa<T > k

3.19.1 create mac_based vlan

B MAC _X— R VLAN D=2 R U —ZERL L £,

L create mac_based_vlan mac_address <macaddr> vlan <vlan_name 32>

A Aa<r Rid, MACR—AVLAN DAET v 7z b —Z2Ek L £7,
MAC _—Z VLAN |X, #%% 3D MAC 7 RL A& E(EL & T HMENAS SN
B A= FOPVID ZZET, = N —NTHEIN VAN IZFTR T2 H O
ELTRT T 4y 7 EITWET,

INT A—H— <macaddr> - X5 HMACT RLAZFEELET,
<vlan_name 32> - MAC 7 R L Z{ZHRHEAHIT S35 VLAN 2 VLAN A4 THE L £ 7,

il BRI BHET T FORRaT S REFITTEET,

SN — 9 > | 1.00. 01 BARE

5 BB :MAC ~X— & VLAN O > R U — % 1Bk 3 5 I121%

Success.

#icreate mac_based_vlan mac_address 00-40-66-00-00-01 vlan default
Command: create mac_based_vlan mac_address 00-40-66-00-00-01 vlan default

FEER

0 MAC R—Z VLAN ZEEY 57— JILIE, REOESFEILD:=H/NY a1 T—TILE
FERALTVWET, Ny PEDHEEICEY ., MMCA—XVIANT—J)LOIT U Y
—ZBRTERWNGEELHYFET,

0 MAC R—Z VLAN TlE, RELTWAN\Y PadET7LIT) XLOEFRE. FTED
EHEBRIETERRBICTIVALGGEEEERTEREARELOT VI EAHY F
T BIZIE. E—DOIDDNMACT FLRZZSHERT DHEENZELFET,

3.19.2 delete mac_based_vlan

H 1 MAC _—Z VLAN = b U —ZHIER L £9°,

S delete mac_based_vlan [ mac_address <macaddr> vlan <vlan name 32> ]

B! Ko< Fid, BEELEMCR—RLAWNDRET v 7o b —wHIRLE
T MACT RL R EVLAN ZFRELBRWGAE, T XTCDORAET v 7 F—
ZHIBRLET, XA F I v 277y b U —(GR— FERETAR A h_X— A BFEZ f#
AL, ¥4Iy 7 VLAWN THEMER S LD = MU —) IFHIBRSILEE A

RT A=K — <macaddr> - =2 N U —ZHIFRT HXGDOMAC T RLAZ AT LET,
<vlan_name 32> — MAC 7 R L Z|ZHISAHT S D VIAN A &2 AT L ET,

il BRI BHET T hORAKRa~w L REeFITTEET,

KN— 3

1.00. 01 LAR%
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i A :MAC ~X— & VLAN O > kU — & HIR3 5 121%

fidelete mac_based_vlan mac_address 00-40-66-00-00-01 vlan default
Command: delete mac_based_vlan mac_address 00-40-66-00-00-01 vlan default

Success.

3.19.3 show mac_based_vlan

HHY MAC R—AVIAN D=2 R U —ZFRLET,

L show mac_based_vlan [ mac <macaddr> | vlan <vlan_name 32> ]

G ARa<wy RiE, MACR—AVIAN D= N —2KRJLET, RET v/ &
ATIv I FOT N —RERINET,

INT A—H— mac <macaddr> - B RTAHZL MI—DOMACT FLAZ AN LET,

vlan <vlan_name 32> - XR_TAHZL M) —DVLAN&LEZ AT LFET,

il BRI 7L,

St S— 3> | 1.00. 01 LA

55 FF] MAC _X— Z VLAN D> N U — % FRT HI1201%

#tshow mac_based_vlan

Command: show mac_based_vlan

MAC Address VLAN Status Type

00-80—e0-14-a7-57 200 Active Static
00-80—c2-33-c3-45 300 Inactive Static
00-80—c2-33-c3-45 400 Active 802. 1x

Total Entries: 3
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3.20 MD RX—E>5av Kk
3.20.1 enable mld_snooping

HEY MLD AX—E U THEREZ AT L E T,

3L enable mld_snooping

BIC]] Ka<wr Fit, 2L v FOMD AX— v TR 7o — )L THINC L E
T, MLD A X — B> ZHEREIZ. IPv6 v /LFF v A MBIEIZTHEH S HHERET.
IPv4 < /LF ¥ A REfETO IGMP 2 X — ' ZHEREICHEY L £ 7,

INT A=K — 72 L,

] PR =5 I BHET T hOBHRAKRa~ L ReFITTEET,

%/ S— g > | 1.00. 01 BLRE

FEER

@ noxx—crrs—Savi0v-RT LBy L UBRERRY R~ FTT,

il JHFMLD A X — B ZERRE 2 AT NS T 5 1TIE

Success.

#tenable mld_snooping

Command: enable mld_snooping

3.20.2 disable mld_snooping

H 1 MLD AX—E U JHEREZ BT L E 7,

3L disable mld_snooping

B Aa< Rit, MLD AX—¥ 7 % 7 a— )L CTEICLET,
INT A—H— 7oL,

] PR =¥ I BEET T hOIHARaw s REETTEET,

$fhta =3 > | 1.00. 01 LLRE

B MLD A X — B2 JHERE & B2 3 5 121X

Success.

#idisable mld_snooping

Command: disable mld_snooping
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3.20.3 config mld_snooping

EED MLD A X — ' JEEREDEMEA R EL £ 7,

I3y config mld_snooping < vlan <vlan_name 32> | vlanid <vidlist> | all >
< state <enable | disable> | fast_done < enable | disable > >

B! Kawr NE, AL v FOMD AX—E L ZHEREOBEZHE LET, IGMP %
X =T & T2 VLAN R EOREFITET,

IRTG A= — vlan_name <vlan_name 32> — £ VLAN % VLAN & CHE L £,
vlanid <vidlist> — %%t VLAN % VLAN ID ® U 2 h CHRE L 7,
all = F_TOVLAN 255 & LET,
state <enable | disable> — ¥RE L7- VLAN ® MLD 2 X —t'> 7' % [enable]
(%) £7-21% Tdisable) (ZEZHICLET,
fast_done — MLD A X—t°> 7 @ Fast done #fE% lenable] (BA%h) F7-1%

[disable] (B IZLET, ZOMRELZANTTDE, A 73—TMLD Done

A —VEZETDHEEBIZ TN =T DR SNET,

il B < LH BEET U NOIRRa v ReERITTEET,

Xt 3— 3 > | 1.00.01 BARE

fEFAMIMLD A X —¥ v JEEREDOENMEZ R E T 5 12T

Success.

#iconfig mld_snooping vlan default state enable

Command: config mld_snooping vlan default state enable
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3.20.4 config mld_snooping querier

HAY

MLD 7 = U 7 O EEITWVET,

3L

config mld_snooping querier < vlan <vlan_name 32> | vlanid <vidlist> |
all > < query_interval <sec 1-65535> | max_response_time <sec 1-25> |
robustness_variable <value 1-255> | last_listener_query_interval <sec
1-25> >

B!

Ko< RiE, MWD 7 =Y 7EREEZITWET,

INTA—=H—

vlan_name <vlan_name 32> - %f&t& 725 VLAN % VLAN 4 CHEE L £,

vlanid <vidlist> — x4t & 72 % VLAN % VLAN ID THEE L £7,

all — F_XTOVLAN Zxf5 & LET,

query_interval - 7 = U —ffRZfE L E3, 7 7 4+/L MAIX 125 TT,
max_response_time — FAJSERMAZHEL £, 7 7 /L MialX 10 TY,
robustness_variable — B/XA NRXAEHK AR ELET, T 74/ MAIZ2 T
7

last_listener_query_interval — MLD Z/V—7" AR 7 (v 7 7 ) —DEE
MEEHEM TIRELE T, FNV—T AT 4 v 7 72U —|FMLD Done A
=V EZELELGAICI AT F Y A ML—2— (b LFZZ7 U 7)) 03, o
AUN—DFEEMERT DTOICEE LET, WER2WGA, FH LI
— 7oz b —PHIBRSNES

il R IH

FHET AV FOHAKax s FeRITTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%

ERFIMLD 7 = ) 7 2% ET A 121X

Success.

ficonfig mld_snooping querier vlan default query_interval 125

Command: config mld_snooping querier vlan default query_interval 125 state enable

3.20.5 config mld_snooping mrouter_ports

EED IPv6 /L —F —R— FERELET,

1§ config mld_snooping mrouter_ports <vlan_name 32> < add | delete >
{portlist>

B Aa< Rix, AXT 47 IPv6)L—H—R— FZRELET,

TG A= — <vlan_name 32> - /L—X —R— FPFET D VLANA &2 AT LET,
add | delete> — —& —K— hZBMEITHIBRL £7,
<portlist> - BET HA— MNEHEZIEEL T,

] PR =5 I FEET WU U NORRKa~ L REFTTEET,

K/ N— 3

1.00. 01 LAR%
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FERFAR—F1~10%2AZT 4 v 7 IPv6 L—F —R— MIRET HITIE

#iconfig mld_snooping mrouter_ports default add 1-10

Command: config mld_snooping mrouter_ports default add 1-10

Success.

3.20.6 config mld_snooping mrouter_ports_forbidden

H 1 forbidden (Z£1l:) IPv6 L— % —AKR—F & L THELET,

S config mld_snooping mrouter_ports_forbidden <vlan_name 32> < add |
delete > <portlist>

= B Ao~ Rk, &1k IPv6 L— X —R— hE2EELET,

INTGA—H— <vlan_name 32> - x{&t& 722 VLAN % VLAN 4 CTHE L £ 7,
<add | delete> — #857E L7= VLAN Ok LR — kOB E 72 13HIBR A2 E L £
7
<portlist> - BAE L ITHIBROKRIG L 72 5K — NEIPAZIEE L £,

] [R5 I BHET WU NOHRKRa~ Yy REFITTEET,

Kt N— 3 > | 1.00. 01 LA

FERG: AA— b 1~10 228 1E TPv6 L— & —7R— NI ET HITIX

#iconfig mld_snooping mrouter_ports_forbidden default add 1-10

Command: config mld_snooping mrouter_ports_forbidden default add 1-10

Success.

3.20.7 show mld_snooping

H MLD A X — B v JHREDIRREZ Fn L E 3,
L show mld_snooping [ vlan <vlan_name 32> | vlanid <vidlist> ]
B AKa<wr Rid, AL v FDOMD AX—E U FORERORELZF T LET,

IRTG A=K — vlan <vlan_name 32> - F T HxIED VLAN % VLAN &4 CTI5E L ¥4,
vlanid <vidlist> — F/R"T D %5 VLAN % VLAN ID CTHEEL £,
BT AH L. TTO VLAN TOIRENERTINE T,

il B 5 I 7L,

RHGE/N— 5> | 1.00.01 LUK
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fiE ] MLD 2 X — B DR RE A Tt B I2IT

#tshow mld_snooping

Command: show mld_snooping

MLD Snooping Global State : Enabled
VLAN Name . default
Query Interval 1125

Max Response Time : 10
Robustness Value 2

Last Listener Query Interval : 1

Querier Router Behavior : Non—Querier
State : Disabled
Fast Done : Disabled
Receive Query Count 0

Total Entries: 1

3.20.8 show mld_snooping mrouter_ports

HH IPv6 L — & —R— F & F R LET,

1§ show mld_snooping mrouter_ports [ vlan <vlan_name 32> | vlanid
<vidlist> ] [ static | dynamic | forbidden ]

A Kawr RiE, BUED IPv6 L—F —R— FaRRLET, FH L7 IPv6 L—
B—R—hEeRAET 472 N)—DWFERRTHIENTEET,

TG A= — vlan <vlan_name 32> — %}£® VLAN % VLAN & CHEE L £,

vlanid <vidlist> — %% VLAN % VLAN ID THE L £,
static — AZT 4 v 7 BEED IPv6 )L—H —KR— b e R LET,
dynamic — ¥ L7= IPv6 L—HF —R— bR R LET,
forbidden — forbidden (Z51k) IPv6 /L — & —R— h ZF R L £7,

il BRI 72 L,

St S— 3> | 1.00.01 LA
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B L—F =R — FEFIRT DT

#tishow mld_snooping mrouter_ports

Command: show mld_snooping mrouter_ports

VLAN Name . default
Static Router Port : 1-10
Dynamic Router Port

Forbidden Router Port

VLAN Name ! vlan2
Static Router Port

Dynamic Router Port

Forbidden Router Port

Total Entries : 2

3.20.9 show mld_snooping group

H Y IPv6 v L F X ¥ A N A—TDIEHRERRLET,

I3y show mld_snooping group [ vlan <vlan_name 32> | vlanid <vidlist> ]

B! ARKa<r FiE, MLD AX—E 7 TR SN IPv6 v /L FF ¥ A K7 L—T7 D
THRERRLET,

INT A=K — <vlan_name 32> - F/~k9 % VLAN % VLAN 4 CHEL £,
<vidlist> - #7~7 % VLAN & VID ID THeE L £,

i) [R5 I 2L,

KGN — 3 > | 1.00. 01 BLRE

fERE]IPV6 ~ /L F % v A kI —T DI E £RT DI

#ishow mld_snooping group

Command: show mld_snooping group

Source/Group : 2000::100:10:10:5/FF0E::100:0:0:20
VLAN Name/VID : default/1

Port Member : 1-2

Mode : INCLUDE

Source/Group : 2000::100:10:10:5/FFOE: :100:0:0:20
VLAN Name/VID : default/1

Port Member : 3

Mode : EXCLUDE

#
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3.21 RIWFFINARNR=ZUHGYy—FakajL MSTP) av > K
ARAAL v FIX SO NR—T g > DANR= 7Y Y —7 1 h 2/ (802. 1D STP, 802. 1w Rapid STP,
802. 1s MSTP) Z#¥R— h L CWE T, ~VFF N A= 7Y U —71 b =2 (MSTP) 1% IEEE ZE S
ICE D ERSNTAEHEHIE T, BEDOVIANE 1 DDA TV —f VAR LRIy B S
Lo Xy b= PICEROREZ R L ST, €oT, SRHDOMIP 27 4 7 b—va Uid b
TI4 IR RONT L TET, Mo DANZ e Y ) — A YA AT GEEDRFE LT
ATH, JRWEIPH CEEBLZEZ 720K T2 ENTEET, 2Ly, BEEN/RELEA VA
FUAROS>TH LD bR Y —2FRPRLEY, ZRHVIAWNHADOZ L—AiF, ZTh b0 3
DOANR= 7YY —7F 1 k3 (STP, RSTP, MSTP) DWWl LT, &5 Ml AR
N7 o PERBL T INET, A7 2 F=/LTlid, BPDU(Bridge Protocol Data Unit) 234
v MZH THT 2TV, ZIET DT AL AR, AN TV Ve VARGV A L ARN= 7Y Y =]
—vary, BIOZENLIZHIGEDOT L VLAN ZXBTE 5L 9ICLTWET, THHDA U AH
> A% Instance_ID (2 X » CTH¥EE N E T, MSTP Tlx., D A/=> 27" I —% CIST(Common and
Internal Spanning Tree) CTEEfi L9, CISTIXHFIAIICEA MSTP U — g v & F D K& FH 2 E
L. 1 ODOAR= T ) —%fEKT 5 1 OOET Y v PO X SICAENTET, T, Eip
HVLAN ZE 0 Y CTonz7 L—2Ai%, v hU—7 EOBHBICRESINZ) —Ya VDR e?
TR AEEY £,
Fy RU—27 EOMSTP ZEH L TWA AL vFiE, LTD 3 OOREMEEZFFS1 DO MSTP =227 ¢
JlL—varEFEbET,
(1) 2 XFETO¥MEHRFCERINS a7 4071 — a4 ( Tconfig stp
mst_config id] =< KTO name <string>¢ L TCETEHEMH),
@2 TavrzgrZr—yar)eyarFzRs] (lrevision level] & L THREFH),
(3) 4094 D=L A F7—7 L ( IVID range] & L TEEFH),
(4) AL v FPHPR— 325 4094 EETOVLAN & A A Z AL OXIGSIT T,

AA » FTMSTP HERE AR T 572DI12iE, U FOFIREETLET,

A A FITMSTP FHEZITWET ( lTconfig stp version] =2~ K)
MSTP A VA K v AZ@YNIIp ANR= o TV ) =T 534 F VT 4 —%%ELET ( lconfig stp
priority] =<2 K) .

H594 2% VLAN % MSTP Instance IDIZBIIT AMENH Y £ (config stp instance_id =<
R)

3.21.1 enable stp

= ANR= 7Y ) —=TFa halEFEC LET,

&3 enable stp

23 A RKa<r Rix, AL v FORR= TV ) —T 1 hakz s a— )L THIIZ
LET,

INT A= — 72 L,

] PR =5 I BHET DT FORARKaw s REFITTEET,

%/N—T 3 > | 1.00.01 LI
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ERG: A= 7Y U —7a b aEAINCT 520X

ttenable stp

Success.

Command: enable stp

TEEE

O =ee oncmim web I 02 X BED LoR— FERETEEEA.

3.21.2 disable stp

H Y A= 7Y ) —7a halEEHCLET,

L disable stp

Eba! RKa<wr Rix, A vFOARNR=2 7Y ) —TF v halzsa— L TR
LET,

IRTG A — 7L,

] PR =5 I BEHET T NOHRKRav REFITTEET,

X/ N— g 1. 00. 01 LA

B A= 7 ) —Ta ka)L 28T A0

#tdisable stp

Command: disable stp

Success.

#

3.21.3 config stp version

H By AN T Y —DNR—T 3 VERELET,

&3 config stp version < mstp | rstp | stp >

i AKa<wy Rix, AA v TFOARR=U TV —DONR—=Ta v ERELET, v/L
FINANR= T ) —Ta ha/LMSTP), ¥y RAXR= 7Y —7nr b
2L (RSTP), A/RX= 7> —71 fa/L(STP) LR L £,

INTA—H— mstp — MSTP ZfH L £7°,
rstp = RSTP ZfEH L £,
stp — STP Z#EHLET,

] PR =5 I BEHET T NOHRKRav REFITTEET,

K/ N—2 g v

1. 00. 01 LLf%

184/384




ERG:~NTF TN AR= 7 ) —T 1 b 2L (MSTP) IZEET DL

Success.

ficonfig stp version mstp

Command: config stp version mstp

3.21.4 config stp

EED

A A FIZ STP, RSTP, BLNMSTP #3%XE L £7,

3L

config stp [maxage <value 6—40> | maxhops <value 6-40> | hellotime
<value 1-2> | forwarddelay <value 4-30> | txholdcount <value 1-10> |
fbpdu <enable | disable> ]

B!

Ka< RiE, A v FEEIAR= 7Y ) —7m hal (STP) #xRELE
9, STP A=V a VHICETENDUTFOTRTCOa~vy Rit, BEAL vF
ICRRESNTWET,

INTA—=H—

maxage <value 6-40> — AKEITHVMERNB Ry MU —2712H D ITLE/NA ZKiE
WZHEBR L. HT LWADRIEMOEIE LT 50 Te I ELET, L—
F7 Uiz E 0ty hENRDZOEIX, AA v T EMdD Bridged LAN (7'
vV THABRE S L LAN) NOT A ANRFFS TNWDHAN= 7Y ) —ay
T4 7=y a UERFIE L TR WD EERT D70 OE T, AESR
Ltﬁ_W~P7J//ﬂ%®WWfﬁvFﬂxEéﬂfw@fﬂi\X4V
IHATBPDU N7y FEEEFEL, V= b7 U oD D5 2L 5 L LE
To ZOWRETAAL »TF DT Y » VSR —F/ NI TIE, A vy Fidv
—F7 U VIRV ET,  6~40 DOFFATRMABRTEET, T 744
NMEIX 20 TF,
maxhops <value 6-40> — AA v F3%f5 L7= BPDU (bridge protocol data
unit) /N7y RPEIEISNDRIO A= 7 U —FFANOT S A AEOK >
THERELET, ENOICEETHET, A v TFIT 1 ODTORyTH Y
YREEOLLTWEEY, AA vFIiE, ZTOHBPIU AT FEFEHEL, R—
WRFFL QWA LET, Ay T Ur ME6~40 TIHREL £7,
77 4V MElx 120) TY,
hellotime <value 1-2> - L —hrTFT XA AL DBar T4 7L —ar Ayt
—VORGBHBERE L, AL v TFRELHEL WD E2MLEET, 1
WELIZ2HORMERINLES, 7740 MEE, 28 TT,
forwarddelay <value 4-30> — IRREZ A H I HHIIZ/N— N T /31 ANFHET S
KRR (D) 2k E LET, 4~30 WO TR A2 RINTEET, T 77
U METE 15 BT,
txholdcount <value 1-10> — FHEZ & 1235(E &5 BPDU Hello 247 v F Dk
KEEHRELET, T 740 MEIZ6 T,
fbpdu <enable | disable> — STP ZH#EZ)Z9% &, STP BPDU /3% v 3D ¢
Y NI =TT NRA AMBEEINET, T 74/L MHIL Tenable] T,

il BRI

FHET AV FOAKax FeRTTEET,

KIEN— g

1.00. 01 LAR%
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{5 51 : Maxage % 18, Maxhops & 1512 L C STP Z#&/ET DL

Success.

#config stp maxage 18 maxhops 15

Command: config stp maxage 18 maxhops 15

TEEE

o ILFFLRA=ZUHYY—FO kaL MSTP) Tld. RIKZHT Y Y —hiK—
FZEIZERESNST=8O. MSTP #FRHT SR A v FIZIX Tconfigure stp ports]
aAvY VU REFERALT Thellotimel ZRETHADELAHY EFT,

3.21.5 config stp

ports

EED

AR—FL~ULTSTP 2R ELET,

S config stp ports <portlist> < externalCost < auto | <value 1-200000000>
> | hellotime <value 1-2> | migrate < yes | no > | edge < true | false
| auto > | restricted_role < true | false > | restricted_ten < true |
false > | p2p < true | false | auto > | state < enable | disable > |
fbpdu < enable | disable > >

G2 ARa~vwr Rk, A= b=k L TSP Z2ElEB LORE LETS

IRTA—=H— <portlist> - FXET HA— MNlHAIEE L £,

externalCost — FEE L7z — R U R MZKF L., X7 v FOEREIZ)H)D T A B
ERTANI w7 2EHRLET, A—ba A ML, BEWICRET 2004 b
Uy ZEERETCEET, 7 74/ MEE lTauto (BE) | T,
auto = RANTFTA—F —%FRETHE, VANMIFBELZA— MIX LT, &
BWRNR TNy MEEA Y — R HBEICERE L £, Default port
cost: 100Mbps port = 200000. Gigabit port = 20000.
<value 1-200000000> — 1~200000000 DO#iPH THEAZEFH L. S = 2 b2k
ELET, MNIWEFEIEET D L. Ty MEEZEIRT 28— FOE
SENELSRY ET,
hellotime <value 1-2> — fEER— "7V v U D LAN Eofthod A1
Y FITBPDU Ny R EEETOMRERELET, V—h 7 U I THD A
A v FILBPDU X7y bEEETHZETHDO AL vy F~@mLET, | BF
TCIX 2 O Z IR TE £9, 7 74/ MEIX 2 BT,
migrate <yes | no> - [Yes] @& ClL, STP HREICHTHIHEHREZY 7= b
THMDOT Y » DIZBPDU Ry FEEETLAHEICHELET, A TN
RSTP IZRRE S NS &, AA— ML 802. 1D STP 7% 802. 1w RSTP £ TEITT 5
ZEMNTEET, AA v TFHMSTPIZEREIND &, A— ML 802. 1D STP 2>
5 802. 1s MSTP £ TRATT HZ &N T&EE£J, RSTP & MSTP |FAEHED STP &
HAFTEETA, 802. 1D F v F U —27 23 802. Iw £721% 802. 1s ALK v
=2 1CEiT 2R — b BT, BRI ERA, B AV ROTRTE
72IE—¥BIZ 3BT 802, 1w RSTP £ 721% 802. 1s 127 v 77 L— RAa[RER % v b
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U= AT —aEq TS A MR LTZAR— F TEART A—F —
% [Yes| & LET,

edge <true | false | auto> — true ZFEIRTHELR— Iy IR —FEL
THRESNET, 727 L. PRaP—DEEIZL > TLb—FRAEDATRENEN
HBLDHE, myUR—hELTOBEKERNET, o, =Ty R—FT
BPDU N7y b &Z(ETHE, ZOR— MIT Y UVKR— FOEKERNET,
false |, Ty VAR—FELTHRESINLTWRWI A2/ LET, auto I3,
BPDU /X7 h&ZIE LARWEAR Y THEIMNIC= y UR— &80 £9,

restricted_role — /L— hAR—h & L CGEIRTOINE I DEIRELET, T 7
+ v MElx lfalsel ({&) T,

restricted_ten — ZOR— "B MR P—DOLEELZEFETHANE I MEIRTEL
9. T 74V MHEIX [false] (&) TY,

p2p <true | false | auto> — true !X, ERK—F& PP R— & LTHREL
F9, PP A—MIZvTUR—FELETHETA, P2P AR— MNIEZEHE—
R COHZENET DR THERD ET, RSTPOFEEE LT, =y VAR — MA
Bk, P2P AR— MIBWHIZ 7+ UV —T 4 7IRIEIZER LET, P2P OEN
false DFAIL, TDOR— MI PP R— hDOBEENRNZ L A2RL TN E
T AutolZTH L, A—MIVWOTHARERKFHC ( [truel ZFRE L7
ERIERIZ) P2PAR— R E LTEMEL ST, A— FOBEKEZLRIRF (BIIX,
PUEE— FEBREINRERE) | BEIMIC false) ZFE L7zKF & [AER
W0 ES, KRXTA—=HZ—DF 7 3/ MEIX, lauto] T,

state <enable | disable> — A"— kU A MIFEE IN/=AR— M STP &
lenable] (7%h) £7-1% ldisable) (EZH)IZLET, T 74V MilX
lenable] T,

fbpdu <enable | disable> — AZhZ T 5 &, STP MRE LIz — b THED R
STWBEAIZ STP BPDU /X7 R MULODO R > T —27 T34 A bRk S
F9, =P =R — T LITBPDU N7 v b DEEEEZ AN LT WEA,
RONCIROBREEAINCT HLERHY £, 1. STP %7 v — LT L)
T HMENRHY 7, 2. BPDU DisiE%E 7 v — )L THMIT 2 LERH
DET, Z7r— VLI STP #3512l Tdisable stp) =2~ RZ&Af#
MALET, [fbpdu) &7 va— VIZHMMET HITIE, Teonfig stp) T~ K
PFERALET, T 74V MHlX Tenable] (F%h) T,

il BRI

EHET AV PO Ka<w FeRITTE £,

ﬁ/ﬂ\/§—3\25 Ve

1. 00. 01 LLf%

FEER

o STP £E— RIZHUVTIE edge DIEZ true ITBE L THMBEL EH A
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{H 45 : Path cost auto, hellotime 2 #, migration enable, A— bk 1~2 D state enable T STP %
BROET DITIE

#config stp ports 1-2 externalCost auto hellotime 2 migrate yes state enable

Command: config stp ports 1-2 externalCost auto hellotime 2 migrate yes state enable

3.21.6 create stp instance_id

HHY MSTP |Z STP A > 2 & > A 1D #{ER% L £ 9,
I 5'e create stp instance_id <value 1-4>
A Ka<wr N, v VF LR R=0 7YY —Fa fag (MSTP) @ STP A > &

2UZA D EERLET, AA vFITIES DA o AX A (1 9% CIST T
HTEXEHA, ) DY, AHDOA L AZ A ID ZERTHZ N TE £ T,

INT A=A — <value 1-4> — AA wFIZSTP A LV AZ LV AZIRETHT-0DIZ 1~4 OFFHAND
FBELET,
Hill PR - BEHET T ORI REFTTEET,

St S— 3> | 1.00.01 LA

ERB: A= T ) — A AR R 2 BERT DI

ficreate stp instance_id 2

Command: create stp instance_id 2

Success.

3.21.7 config stp instance_id

H STP A L AKX VA D ZBIME AR LET,
1§ config stp instance_id <value 1-4> < add_vlan | remove_vlan > <vidlist>
2 AR Ko< R, AA v FIZ linstance_id] Z{Ek+ 252 itk >T, VID

(VLAN ID) # R EHFHLDSTP A v AX L Aw S LET, SIPA AKX LA
IE, WCMSTP 227 4 L —a &R OBIA U R—%FfoTVET, X
v MU —21Z81F 5, STP #HOEIITHIBRIEH » FH AN, KFPHIT, K5
EDSTP A L AL A (I DFEETERNT 74/ b F—) ¥R —
FLTWES, VIDIZ—EIC L ODSTP A L AZ LRI TBT 52 ENT
xFET,

INT RA— K — (value 1-4> — AA v FIZ instance_id ZFEET D720 1~4 OFFHNLIETE
LET, AAYTFIE 10) ELTRESNTVWDOLEETERNT 74/ M v
25 A DLl A& 5 Ho STP #i 2 R— F L TWET,

add_vlan - vid_range <vidlist>/XT A —# — Lz FREFHHD
STPinstance_id {Z VID 2B L £,
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INT A —H— remove_vlan — vid_range <vidlist>/XT A —% —L 4Lz BREFHD
STPinstance_id 72>% VID Z IR L £,

<vidlisty —AA v FITHREFHD VLAN Ot VID OFFHZIEE L E7,
ID FHZ A 1~4094 OFPHCAA v FOVID AR —F LET,

il BRI FHET WU NOHRKRa~ L REFITTEET,

RS/ N— 5> | 1.00.01 LUK

ERB: A > A% A ID 2 Z5E L TCVID 10 28007 5121

ficonfig stp instance_id 2 add_vlan 10

Command: config stp instance_id 2 add_vlan 10

Success.

ERE: A 2 Z A ID 2035 VID 10 2R3 5121

ficonfig stp instance_id 2 remove_vlan 10

Command: config stp instance_id 2 remove_vlan 10

Success.

FEER

B L STP instance_id ## DR L STPEHICHZIRA v FHRIYyTeh, AL
V74 L— 3 Drevision_level BB ERL name (&) FEHEODLELHY

£,
3.21.8 delete stp instance_id
H 1 AA v FNESTP A AZ LA D ZHIBRLET,
I3y delete stp instance_id <value 1-4>
B RKa<wr RiE, A v T DOHEEFHD STP A A X A 1D #HIBRLET,
IRT A= M — value 14> = AA v FICANR= U IV Y —A LV AB U ABRIRET 512012 1
~4 OFPFHMLIEE L E T,
il BRI BEHET I NORARKRKa~w s REFTTEET,
X/ N— g 1. 00. 01 LR
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FERE]: A A F G STP A A% A 1D 2 YRt 5121

fidelete stp instance_id 2

Command: delete stp instance_id 2

Success.

#

3.21.9 config stp priority

H STP A VAR Ay T 4 J—varERmgiLET,

1§ config stp priority <value 0-61440> instance_id <value 0-4>

=507 AKa<w s Rix, AL vFDOSIPA LV AZ AL T 4 T b—2a URELE B
LEJ, MSTPIX, v—F7 U w¥ A— bhAR— bk, HER— FOBRJFUMES
EEMEHLET, STPHEBICEWELRELZEIV B THZ LR, A vy TFIC
BNy M E L CEBIR L7 instance_id ICBEMER 52 £, BIREDOR
EMAMEVZ S, BTSSR £,

INT A — R — priority <value 0-61440> — 0~61440 DfEZTIR L., izt /7 v MIX LT
fRESNIA U AZ A IDITEBREZRE L ET, TRV E, BT
<R ET, 2oy N Y —13 4096 OfEHETHMERH D T,
instance_id <value 0-4> — FREFHDA L AKX A ID Xt AELLE OE
EANILET, 0OA L AZ A DI, A v FICHERESNTZT 7 40 b
@ instance_id (CIST) THHI LEZRLET,

i) [R5 I HHET W NOIBRa~ L REFETTEET,

X/ N— g 1. 00. 01 LA

i B Instance_id 2 (ZxF 3 DHESEEEAEIC 4096 Z 3% ET D21

Success.

#config stp priority 4096 instance_id 2
Command: config stp priority 4096 instance_id 2
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3.21.10 config stp mst_config_id

HAY

MSTP 22> 7 4 7 L—ar IDEHEFLET,

3L

config stp mst_config id < revision_level <int 0-65535> | name <string>
>

B!

AKa<wr Rix, A v FICBHERESNTWDHOIMSTP a7 4 7 L—Ta vk —
BRI LET, ZZICANESAERIT. 2003 )E 7 5 MSTP &iPH 05+ &
L TBPDU N7y MIRfFEvEd, [RIU revision level E&4RITEZFFDOAA
v FIE. R CMSTP #iHD—E#TH D & R snE 1,

IRT AL —

revision_level <int 0-65535> — 0~65535 DfE % A1 L. MSTP fEisk 23k L
£9, ZOMIFARTE LIS, AL v FITHRE LI MSTP sz @I LEd, 77
4V MEE Toy <,

name <string> - 32 XTFLINDO-AEETOLTHNE ATILT, AL v FOD
MSTP fElk 2 — = ICEkBI LEd, @ name (LA . revision level OfE &
AT AL FITRRIE LT MSTP SIS 2785 L £, name (4471 BSAT) Sh7p
WE L T T x )V RNBIET AA ADMAC T RLUAIZR ) £,

il PR IR

BHET T NDOHRRaw s REFEITTEET,

K/ N— 3

1.00. 01 LAR%

(EEET

YEYarLoUL%a 10120, 4Ri%E TAPS] 2L TAA v T O MSTP fHIk 2 B E T D ITIE

Success.

ficonfig stp mst_config_id revision_level 10 name APS

Command: config stp mst_config id revision_level 10 name APS
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3.21.11 config stp mst_ports

HAY

MSTP A v AZ LV ADR— a7 4 71— a 528 HFLET,

3L

config stp mst_ports <portlist> instance_id <value 0-4> < internalCost
< auto | <value 1-200000000> > | priority <value 0-240> >

B!

AKa< Rix, STP instance id DiR—har 74 7L —TaZHHLE
T, —TFWRFEAETDH L USTP BRI R — FOEREZMHER LT, 74V —F
4 U TRBEICER S A LA — T 2 — AR L E T, SIS E 5T
WIBEIRT DA H—T 2 — AIEVBREZMS LES, EBENFE A
VAL ATIL, MSTP MR I I/ N DR — " EEE 7+ U—F 4 ZIRFEIZ L,
oA Z—Tx—RA%T vy LET, KELEMENGRE 7Y hOT=d
12, FORWEBREELEHRT 52 LICTERSIEIN,

RT AL —

{portlist> - WETHA— MFEIIAR— MEHEFRELET,

instance_id <value 0-4> — AA v FIZHEHTEFHAD instance_id ZI¥ET H7-
OIZ 0~4 OFFHANSEMEEZATILET, 0 D= b Y —[X CIST (Common and
Internal Spanning Tree) Z L %9,

internalCost — AXXT A —F —F, A L HF—T =2—ANSTP A LV AZ L ANT
BIRINDGE, FBER— b~ 7 » NOMRIZR a2 A NERELE
9, T 74V ML Tauto] T, KD 2OOF T arRNH F3

auto — internalCost (AT A —H —%ERTH L, A H—T7 =2—A|ZH
RIS RE R e — N ERELET, 774 MEIZA VF—T 2 —AD R
T4 T A= RIZESIEET,

value 1-200000000 — /L — 7733842 L7354, 1~200000000 D EiPHOfE % £F5
A RNEMH L Th#/L— &R ELET, internalCost DEMEVIEE, &
HCREINET,

priority <value 0-240> — RN— hA > X —7 = — ZADEIEAEZ 0~240 DH[H
NPHEELET, BICEmEISEZWNA VX —T 2 — R TEEWVELRE (NS
W) A5z, RBICERSE SEZWNA U H — T o AR WEE (K&
W) 2 52 E T,

il R IH

FHET AV MDA Kax s FeRITTEET,

X/ N—2 g v

1. 00. 01 LLf%

ERF: A > A% 221D 2. HE) internalCost, fESLE 16 Th— b 1~5 2{E8ET HI21T

Success.

#iconfig stp mst_ports 1-5 instance_id 2 internalCost auto priority 16

Command : config stp mst_ports 1-5 instance_id 2 internalCost auto priority 16
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3.21.12 show stp

HAY

ZA o FITBIERESNTWASSITP a7 4 S L—a v 2FRLET,

L show stp

B! Ka<wr RN, AAvFOSIPary7 47 b—arrRrLET,
INT A=K — 7L

] PR =5 I 2L,

KN —a

1.00. 01 LAFE

fERF: AL ~F D STP DATF—X A5 AT
AT —H A 1: STP H¥aR—2 g U THEIZ E = STP

#tshow stp

Command: show stp

STP Bridge Global Settings

STP Status

STP Version
Max Age

Hello Time
Forward Delay
Max Hops

TX Hold Count
Forwarding BPDU

: Enabled

. STP compatible
120

12

: 15

120

16

. Enabled

AT —H A 21 RSTP

W5t LA &7z STP

#show stp

Command: show stp

STP Bridge Global Settings

STP Status

STP Version
Max Age

Hello Time
Forward Delay
Max Hops

TX Hold Count
Forwarding BPDU

: Enabled
: RSTP
120

12

115

120

16

: Enabled
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AT —H Z 31 MSTP 2%t LAZhZ &vi- STP

#show stp

Command: show stp
STP Bridge Global Settings

STP Status

STP Version
Max Age

Forward Delay
Max Hops

TX Hold Count
Forwarding BPDU

: Enabled
: MSTP
120

: 15

: 20

16

: Enabled

3.21.13 show stp ports

EL:5)

AL v FBRERESNTVWSHSIPR— a7 4 7/ L—ar2FRLET,

15 3L

show stp ports [ <portlist> ] [ instance <value 0-4> ]

]

Ka<r Rt BEOR— MEZIEIR— L —T71Zx1 5 STP A— FRE S
FRLET,

INT A—H —

<portlist> — FRTHR— M EITAR— MEHAZBELE T, 1 2OFR— |

BHRPELRINET, A—FE2RELRWEGS, A— K 10O STPFRAFRS
nNETF, AX—23—_ Tp] BLO® Iny F—%FEHL T, &Y OF— hoOfE
WmaeRTLET,

instance <value 0-4> - HHIZEXE L7z instance_id {ZxfId9° 25 ID %2 0~4 D
BITADLET, 0D AZ AL, A vy FONIICHELIZT 7 4/ b
@ instance_id (CIST) Z/~xLE7,

il BRI

L,

KIRN—

1.00. 01 LAR%
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ERE]: R — K 1 D STP R— MR EZFRT DL (AL >~ FIZHZ 2 STP)

#ishow stp ports

Command: show stp ports

MSTP Port Information

Port Index 1 , Hello Time: 2 /2 , Port STP Enabled
Restricted role . False, Restricted TCN : False

External PathCost : Auto/200000 , Edge Port : Auto /No , P2P : Auto /Yes
Port Forward BPDU : Enabled

MSTI  Designated Bridge Internal PathCost Prio Status Role

bl

0 N/A 200000 128 Disabled Disabled

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.21.14 show stp instance

H /Y AL FDSIPA VAR AL T 4 T —arhbRprLET,

1§ show stp instance [ <value 0-4> ]

ZiBH AKa<r Rix, AL v TFDSTP A VAKX U AKE E STP A A K AOEHER
HexFrLET,

INT A —H— Kvalue 0-4> — AA v FITEREFEHAD instance_id Z AT LET, 0Dk
V=, AL v TFONTIZRESIN TS CISTOSTP a7 4 L—va %
ForLET,

] PR =5 I 2L

$fhta =3 > | 1.00. 01 LLRE
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FERG: AL v TFDOA L AR A0 (NECIST) 12T ASIPA L RE L Ry T4 b —a %
ForTHITIX

#ishow stp instance 0

Command: show stp instance 0

STP Instance Settings

Instance Type : CIST
Instance Status . Enabled
Instance Priority : 32768 (Bridge Priority : 32768, sys ID ext : 0 )

STP Instance Operational Status

Designated Root Bridge 1 32766/00-40-66-39-78-E2

External Root Cost 1200012

Regional Root Bridge : 32768/00-40-66-1A-33-24
Internal Root Cost 0

Designated Bridge : 32768/00-40-66-71-20-D6
Root Port 1

Max Age 1 20

Forward Delay : 15

Last Topology Change . 856

Topology Changes Count . 2987

CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.21.15 show stp mst_config id

H /Y MSTP o7 4 /' L— g IDZFR LET,

L show stp mst_config_id

i Ka<wr RNiF, AAvFOMSIP 207 4 7 Lb— a2 1D EFRRLET,
INT A— K — 2L,

] PR =5 I 2L,

®thgas3— 3 > | 1.00. 01 LARE
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FERG: AL v FICBRERESNTWAMSITP 27 4 7 L—3 a2 1D 2FE T HI21T

#tshow stp mst_config id

Command: show stp mst_config id

Current MST Configuration Identification

Configuration Name : 00:40:66:1A:33:24 Revision Level :0
MSTI 1D VID list

CIST 1-4094
#
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3.22 Ny PR F—ALFEHOTYF

A a—F =Ry NT—7 RIZEv AT Xy A MRLTB— R¥ XY X N0y M TH

&ﬂfwi?o:@F?74y7m*yF7~7L®%X@IE%\&%Lk*yFU~7ﬁ~F@
OBRIEIC L > THINT 222 b0 £T, TORE. A v FORUBEEHRENEAEL, v b

T — 7 BRO/INT F—~v A ’E'—”E“%f%uzé EDRHVET, KA v FTIEZONRTr Yy FA F—2A

Wz R LR 2 2 L 23 ve T,

Ny RAR—ARIEITIE, AL v FICADNENTRTy FOAF v V2TV, 22— —RHEEL
TR A B LB L £, BifEE— NIE Tdrop) £721% lshutdown) %45 #é*&ﬁm%if

[drop| A 7Y a Tl 47— VRREICERASSR DO N7 7 0 v 7 DEELXBZ 256, M
B 725 ®Wﬁﬁﬁh774/7%ﬁﬁbi? B ORI RE D/ A R— Ai\7m~
¥y A e TFHRy AN SEAAOZ=F % 2 Ty FTT,

[Shutdown] F 7L a Tl A Z— 7 SAHFHEICT B — REx 2 b E<LFF v 2 h OB
G0y MBI R, Tcountdown) 473 3 o THIE LTI (0 F~1800 B) &34 k%
N—L3 kT 5 &, R—REAZEL, BEXA -V LET,

PAZE L7-AR— FOEIRIZIE, (D100 5 300 RO BB B NY —%2F500, (2) FEja~vr K

WCEVEBESELHERSHY £9, Fiha~> FCEHIBET I, MR AR— FORT—X R &5,
BIODBEZDMENH Y 3,

3.22.1 config traffic control

B Ny B A=Al E R E LET,
S config traffic control < <portlist> | all > < broadcast < enable |

disable > | multicast < enable | disable > | unicast < enable | disable >
| action < drop | shutdown > | threshold <value 64-1000000> | countdown <
secs 0-1800> | time_interval <secs 5-30> | recover_time <secs 10-300> >

A Kazr Nix, N7y A b—AfligezE LET, X7 > b A b — A
MRETHI SN D37 v MlE, 7ua—FRF v X M/~ FF v 2 3EHEARHD
=X X A MRHY, TNFICH L TEEZRET L2 N TEET, Y7 b
TVxT7 8T T4 A=A LEBNTHZET, N"—RKy=T YT Y
LT OWAH=ALPMERATEET, Y7 hy=TOHIEIZED, ¥ v h & D
UHEREE AA T DU B NY —ERAE L E T,

IRT A= — portlistd = T 7 4 v ZHIEIDOT-DIZRET HAR— MGHEZFEE L E7,
all - AA v FDO T 7 4 v 7HIEOZDIZTRTOR— 2R ET DXL OfEE
LET,

broadcast <enable | disable> - 7o — RK*¥ 4 2 s 2 h—LAfilf#% [enable]
(B%h) £7-1% ldisable] (EZHIZLET,

multicast <enable | disable> — =/ FF ¥ A h X h—Lfilf#l %2 [enable] (F
) £721% ldisable] (B IZL £,

unicast <enable | disable> - S FRHDOAI=F¥ A N T 7 4 v 7%
fenable] (A%h) F7-1% ldisable] (JEZH)IZ L FT,

action — AA /?:T/\b‘/ A =% LB OBEE— FERE L E
9,  #ET— Nizik, ldrop) F721% lshutdown] ZFEETHZ ENHEEET,
drop =~ AA v TFDN—KRU=TIZKDBNT 740 v I7HIENCKY, Ry PA F—
ADFREZERAMLET, Ty bA =LA IND &, RENUETHET
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BEZ B 720Dy NEBEELET,

shutdown - AA v FDY 7 hy=TIZLD b7 7 40 v Z7HINCED Ty bR
M—2OREEBRMLUET, 7y b2 M—ARKRHENDE, Tr— Xy X
MEwNTF XX A NEXNRIZAL v TRNOD T X —% 10 h 2D SR
LET, SHIHT U MY EAv—RRi% S/ >y B A h—L0 < HEIC
X, TOR—FEMAZELES, AELEZA— FOERICE. (1) FEHMEZOBE
g XY —%2FFoh, (2) Tconfig ports 1 state disable] FBJEL N lconfig
ports 1 state enable] 2~> REMH L CFEHTHR— 2ty F$52&T
BIHTEET,

threshold <value 64-1000000> — f§& 47z b7 7 4 v 7 &3 2B T,
drop &— ROHALIL Kbit/FT9, shutdown &— K CTOHNIL packets/F T,
F 7 # /v MElX drop &— KT 64Kbit/ BT,

time_interval — AA v FOF v FIEHRNO F T 7 4 v 7 HlIEEREICEON D~
NTFFXxr A MBIONTa—RFxy A STy hohy o2 —BEMRZZE L E
T ZONTy NI E—EERTHI LT, AN NT T 4w 7 PEEE R

LicZ e LET,
{secs 5-30> - Interval & 5~30 BPREIMRICERE L £ T, T 74/ MEIZ 5T
7,

countdown — /347> M A =AW L TWAR— 2Ty NE DT UTHET
O () ZHE LE T, KXTF A —%—|%, action 7 4 —/L T shutdown %
FREL, Y7 hu=TI2LD b7 74 v 7 HZIT I HEICHEDTT,

{secs 0-1800> — 77 #+/L MiIX 0] T, R—MIT vy NF U ENFEHA,
Ty MU T LETOAL v FRFHET 20 (7)) & 1~1800 THRE L £
7T

1. 03 DAREDS B FRE PTRE/RBEI Ny M ORI EFE SN E L=,

recover_time — shutdown T— FIZEBITA A F—LOBMICEXVHAZEINTZA—
ZHBERICHEIRT 2 £ COREIFMERE LET,

<secs 10-300> - HEWVEIAFHERFRZ 10 FP~300 PICRRELE T, 7 7 4/ ME
1% 1300] T9, action /X7 A—H—"TCdrop T— R&ZEE L-HAIITEH &
FH A,

1. 03 LB~ B H BVE IR 2 10 #2~300 P O#H T2 — W =N ETE 5 X
INCETINE LT,

il BRI

BHET T hDOHRRKaw s ReFEITTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%

FERE:AR— B 1~12 125 LT 72— R¥ v A F 2 b — ARME 64Kbit/F> « BEIRIGE 1070 - Ao |
Ao R 0R - HEVEIHFE 60 D T 7 4 v 7 Hilill AR E T 510

Success.

#config traffic control 1-12 broadcast enable action shutdown threshold 64 countdown 0
time_interval 10 recover_time 60
Command: config traffic control 1-12 broadcast enable action shutdown threshold 64

countdown 0 time_interval 10 recover_time 60
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3.22.2 show traffic control

H i) N7 7 4y 7R EE R R LET,

L show traffic control [ <portlist> ]

BIC]] AKa<vwr RE, AAYTDODAM—L T 74 v 7HIEOREEZRRLET,
1. 03 LLRE> D Recover time D /3T A —X —iBINC L0 RARPBEMIIE LT,

INT A —H — portlist> - 774 v 7 HlHEERTHHR— FELIFIAR—FI A MEFEEL
F9., A=) X MEHPHDORY) & HEEORIZ - ZHEHLET,

il R I 2L,

K S— = | 1.00. 01 LARE

FERF: AR — N 1~4 D 77 4 v 7HIEREE R T DI

fishow traffic control 1-4

Total Entries

Command: show traffic control 1-4

Port Thres Broadcast Multicast Unicast Action  Count Time Recover
hold Storm Storm Storm down Interval time

1 64 Enabled Disabled Disabled shutdown 0 10 60

2 64 Enabled Disabled Disabled shutdown 0 10 60

3 64 Enabled Disabled Disabled shutdown 0 10 60

4 64 Enabled Disabled Disabled shutdown 0 10 60

4
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3.2 R—FrE25—Y¥avwok
3.23.1 config mirror port

EL:D) IT—AR—bERELET,

S config mirror port <port> [ <add | delete> source ports <portlist> < rx
| tx | both > ]

B RKa<vwr NI, 37— —brE2XRELET, R—rI 7=V 7 TiE HBEL

EAR—F R T—AR—NEBRTDHNT T4 v 7 Ea—L T, ¥—F v
A=k (I7—0ER—=1F) TEEXELET, ¥—F Yy PAR—MNIRy NU—27 X
=T = EOT A, AT HIET, XAy NIV—V N T T 4T DE=
YN TEET, A7V a VBEICKY, 1 FREIEm G m CEZE S
NHNT 74w BEETHIT—IU 7 HHRETT,

INT A —H — {port> — Target "— KM (X 7 —IehR— M) ZfHELET,

<add | delete> - source ports T 7 —Jnih— h&BIMEZITHIBRLET,
source ports — X 77—t — FEFEE L ET, Target A"— b i'é\&)i"@/u
<portlist> - I T7—JAR— FEHELET, HEF— FOHEARETT,

rx — X7 —JAh— FCERETLINF Yy hOHREIT—Y T Liﬁ—o

tx - IT7—AR—FCHEHETIHI Ty bOBREI TV T LET,

both - I 7 —JuAR—FCEZET IOy F&EIT7—U T LET,

i) [ S BHET U NORKaw s REFITTEET,
Target I"n— MEII T —JtAR—FE LTHRETE EHA,

RHGE/N— 5> | 1.00.01 LUK

G X 7 —V A= b EBINT 512

ficonfig mirror port 1 add source ports 2-7 both

Command: config mirror port 1 add source ports 2-7 both

Success.

+*r

Vo7V T—2avR— 35— 07T 55A. LAAFIEBR—FD2T%E
S —ELTHRELTLEES,

VLAN 2 Gt Z I L—LTIS—) 25 LFET,
Target IR— FIZVLAN A7 H A N TUWWBIBE. Target ih— MZEHE LT/

AADPLD T L—LALIFVIAINRHIZEEESNFET, 7HA 2 VLAN ZEIfRT 5 Z &I
LY Target R— kA SN I L—LEHZRBETEIENATEET,

@ 2oL —ross5—vryTiE 8UBLIL—LOBELRETL—LO
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3.23.2 enable mirror

HHY A=K I 7=V TH2EMMILET,

AL enable mirror

BIC]] Kaxr NE, "= rI7—V72FMMILES, AICTLHE, IT—R
— FREHE ST T T4 v IMWI TV T IhET,

INT A —H— 7L,

il BRI BEET W NOIRRav L ReRITTEET,

W N—T 3> | 1.00.01 LA

G AR—FI TV T2 {RITT DT

#tenable mirror

Success.

Command: enable mirror

3.23.3 disable mirror

EL:D] A= IT7—=V 7 HMhcLET,

L disable mirror

2 AKavw s RiE, K= 7=V 7%BHILET, IT—F—FDBREIN
TWTh, hTI7 74971337V 7 a3nEthA,

INTG A— K — 72 L,

] PR =¥ I BHET DT FORARKaw s REFITTEET,

®thgas3—a > | 1.00. 01 LARE

G AR—FI TV 2B T 51T

#disable mirror

Success.

Command: disable mirror
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3.23.4 show mirror

HI A= I 7=V TOREFREZT T LET,

&L show mirror

B AKa<w R, A= 7=V 7RI T7—FR— b ORELFRLET,
INT A=K — 7L

] PR =5 I 2L,

R/ N— g > | 1.00.01 LA

RGN R— NI T7—U P OFREFRER T AHITIT

fishow mirror

Command: show mirror

Current Settings
Mirror Status : Enabled
Target Port 1
Mirrored Port

RX :

TX : 5-7
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3.2 R—b+bEFaUT4—aTUF

3.24.1 config port_security ports

HHY A—rEFxF=2 U7 s —HEERELET,

S config port_security ports < <auth_portlist> | all > < admin_state <
enable | disable > | max_learning addr <max_lock no 0-64> |
lock_address_mode < DeleteOnTimeout | DeleteOnReset | Permanent> >

G| Kavwr I, R—hbexa 07 —HEzRELET, A—bEx=2U7 11—
BEREIE, FBE LA — RN TFDB 7 — 7 b~ &b MAC 7 RL Az b
U—EaflRLES, = b —BEZBATMAC T N L AL FDB 77— 7 /LI B gk
SNTAR— M2 LEE@BEZHRLET, FDB 7 —7 L7 GEL, 350
v 7 E— R HIERTE ET,

INTA—=H— <auth_portlist> — RET DA — b E7iIAR— MEHAZEE L 7,
all = 2 v FOFTNTOR =M LA— X2V 7 —2RELET,
admin_state <enable | disable> - f8EL72AKR— FDHR—brEF 2V T 1 —H
% lenable] (A%h) £7=i% ldisable] (HEzh)IZL £,
max_learning_addr <max_lock_no 0-64> — ¥§E L7 — K CEIMIZFTEH SN 5
MAC 7 R L 2 Dl RRME 2 i E L £ 7
lock_address_mode <DeleteOnTimout | DeleteOnReset | Permanent> — 7 KLl
A0y 7 TE5HEZUTO3 OO Ty a vinbIEELET
DeleteOnTimeout — FDB 7 —7 /DT — 7 7 M ETT7 FL A2 e v 7 LE
R
DeleteOnReset — FHEEL/ZITHEBOHEHE T FLrtn vy 7 LET,
Permanent — N — hEF¥ =2 U7 4 —REOHNLETT L XZu v 7 LET,

(EEOFEEE ey 7 ST RUARRFEESNET)

il BRI BEET W NOIRRav s ReRITTEET,

X/ N— g v 1. 00. 01 LA

EAF: A= EF2 VT 4 —ZRET DI

Success.

ficonTig port_security ports 1-5 admin_state enable max_learning addr 5 lock_address_mode
DeleteOnReset
Command: config port_security ports 1-5 admin_state enable max_learning_addr 5

lock_address_mode DeleteOnReset

TEEE

o

SEtAE (MAC BBEE. Web FBRE. 802. IX FBEE) &DR— MR TEEEA,
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3.24.2 delete port_security_entry vlan_name

EL:) R—bExa2 VT4 —OREDT MY —ZHIBRLET,

I3y delete port_security_entry vlan_name <vlan_name 32> mac_address
<macaddr> port <auth_port>

GILs AKavr RiE, FELER— P EXF2V 74— MU —% VLANA, MACT K
VA, A= ESZRELTHIERLES,

INT A —H— vlan name <vlan_name 32> - =2 b U —IZX5T D VLANAEZATILET,
mac_address <macaddr> - —> K~ U —IZxfIxTHMAC T RLAZATJLET,
port <auth port> - =¥ h U —ZxH5THAR— FESEZANLET,

] PR =5 I BEHET W NORRav L REFITTEET,

KIEN— g

1.00. 01 LAR%

R AR— X2 T s —D=2 M) —Z2HIBRT 5120

6

Success.

fidelete port_security_entry vlan_name default mac_address 00-04-66-10-2C-C7 port 6
Command: delete port_security_entry vlan_name default mac_address 00-04-66-10-2C-C7 port

3.24.3 clear port_security_entry port

H i FER—FDR— X2 V74— M) =227 VT —LFET,

S clear port_security_entry port <auth_portlist>

GILs AKavwr RiE, lEER—FCTHEELAEMCT RLAZY R —%227 U7 —L&%
T, Rav U RiE, A—FrDEX2 V7 4 —HEOHITEFKRLET,

INTGRA—=F— Cauth_portlist> = 7 V7 —32AK— hERIFA— ML EL E7,

] [R5 I EHET W NOHRKa~ L REFETTEET,

KN—2 g v 1. 00. 01 LA

G AR—F 6 CEHLIEA—bEF2 VT4 =D N —%2 7 V7 —9 52

Success.

#iclear port_security_entry port 6

Command: clear port_security_entry port 6
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3.24.4 show port_security

H i) R—=hrExF2 74 —lFRERRLET,

AL show port_security [ ports <auth_portlist)> ]

BT AKa<wy RE, AL v FOR—bOR—beFa T —FHREZRRLET,
TRINDERIZ. R—hEF2 VT 40—, FHEORE, FEHITL27 FLX
DIERARE, BEIUOry 7 E—REEHRET,

INTG A— L — <auth_portlist> — F/RTHAR— MNEZIFA— MEHEZFEE L E7,

il R -2H 7L,

S/ 3—2 g v

1. 00. 01 LLf%

AP AR— xR VT 4 —fERERTT DT

Port_security Trap/Log :

#ishow port_security ports 1-10

Command: show port_security ports 1-10

Disabled

Port  Admin State Max. Learning Addr. Lock Address Mode
1 Disabled 1 DeleteOnTimeout
2 Disabled 1 DeleteOnTimeout
3 Disabled 1 DeleteOnTimeout
4 Disabled 1 DeleteOnTimeout
5 Disabled 1 DeleteOnTimeout
6 Disabled 1 DeleteOnTimeout
7 Disabled 1 DeleteOnTimeout
8 Disabled 1 DeleteOnTimeout
9 Disabled 1 DeleteOnTimeout
10 Disabled 1 DeleteOnTimeout
#
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3.25 ZAOraJVLIANa<T U R
3.25.1 create dotlv_protocol_group

EL)

7u ha /L VIANKEEED 7 s a /L —TF B VERE L E 9,

15 3L

create dotlv_protocol_group group_id <int 1-16> [ group_name <name 32> ]

B!

Ko< Rit, 7a ba/LVLANBEED 7' a0 b a /)L 7 )v—7 2B L £,

INTA—=H—

group_id - 7’1 ha oty MEfMOE Y FEFET H-OIEHT L7 e b
VT N—TDID ZHRELET,
group_name — 7B IV TN—THEATTLET, RREIX CEARETF 32 X
FCTT, TNV —TEANEEINRL WIS, [ProtocolGrouptgroup_id] &vvH 7
=T A HENCER S IVE T, FlZIX, group_id 7% 2 DIGAEICHEVERS
b4, [ProtocolGroup2) &720 F9, HEVER SN -LABINBEFD 7V
— 7 L EHE LA, [ProtocolGrouptgroup id+ALT+num] & U5 (B4 D3 H
SNFET, Tnum) 100G LET, SHICEET DL L, TORDOEBRDY
A EET, il : Group ID 28 1 OE, HEVERK S D4R,
[ProtocolGroupl| & 720 F9°,
ZOLRIMBEECAFIEL TV & [ProtocolGrouplALT1) 23D W IZHEA S E
D

il BRI

FHET AU FOHKAx L FeFRITTEET,

ﬁ:ﬂ\/§_3\25 Ve

1. 00. 01 LLf%

ERE: 7 e s a7 v—F e T A Il

Success.

ficreate dotlv_protocol_group group_id 1 group_name General_Group

Command: create dotlv_protocol_group group_id 1 group_name General_Group
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3.25.2 config dot1v_protocol_group

EL:H)

Za bhar g —Fic7a haryzEnLEd,

3L

config dotlv_protocol_group < group_id <int 1-16> | group_name <name
32> > < add protocol <ethernet_2 | ieee802.3_snap> <hex> | delete
protocol < ethernet_2 | ieee802.3_snap > <hex> >

B!

Ka<wr RNx, e bharlr—Ac7ae ha Lz emnlEd,

A e

group_id - 7m ha Loty Moty b EFRBT DD T 57 7 b
AT —FOID ZHEELET,
Group_name — 7’1 h /I N—TZE AT LET,
protocol — 7L —AXATEIONT e ha/VEEfRELET,
T L —ULH A 7L, ethernet_2F 7-idieee802. 3_snapZ TR T £,

(7L —DL% A Fieee802. 3_1lciZiIxtit L THY FHA)
7 k) VEE, BBESNZ T L—A XA T DT e b2 EBIT 5 76
shEd, AEATI6E Yy F QA7 7 v ) O161ELE T, 0x07)> 5 0xFFFF T,
51 : IPv41%0x0800, IPv6iX0x86DD, ARPIX0x0806 73 &,

il FR=F IH

FHET AU FOHKAx L FeRITTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%

RG] e har s —7 1127 e k3l IPve 28T 51203

ieee802. 3_snap.

Success.

#iconfig dotlv_protocol_group group_id 1 add protocol ethernet_2 0x86DD
Command: config dotlv_protocol_group group_id 1 add protocol ethernet_2 0x86DD

The protocol value configured to add will take effect on both frame types ethernet_2 and

FERG: e harZr—F1o7Fa k=2l IPve ZHIET 5121

Success.

#iconfig dotlv_protocol_group group_id 1 delete protocol ethernet_2 0x86DD
Command: config dotlv_protocol_group group_id 1 delete protocol ethernet_2 0x86DD

The protocol value configured to delete will take effect on both frame types ethernet_2
and ieee802. 3_snap.
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3.25.3 delete dot1v_protocol_group

EED u har g A—7EHIRLET,

I3y delete dotlv_protocol_group < group_id <int 1-16> | group_name <name
32> | all >

B AKa<w Rx, v halvZL—7%2HIrRLET,

TG A= — group_id — HIpr3 5 7 —71ID ZHELET,

group_name — HIFRT DI N—T4EHRELET,
all - 27NV —7ZHIFREIR L £,

il BRI FEHET I NDOHRKRa< L REFATTEET,

RHGE/N— 5> | 1.00.01 LUK

ERG: 7' e ha v v—7"1 ZHIRT 5103

ftdelete dotlv_protocol_group group_id 1
Command: delete dotlv_protocol_group group_id 1

Success.

3.25.4 show dotlv_protocol_group

ELD Zu baN I N—FTERSNE T 0 PV EFRRLET,

1§ show dotlv_protocol_group <group_id <int 1-16> | group_name <name 32> >
B RKa<wr R, v harv/A—7TERSINE7e harvzazRrLET,
IRTG A= — group_id = R LH7N—7ID 2fELET, Z—7IDEZHEE LRV

A BELETRTCOTa ha Ll —TFRnFERINET,
group_name — 7' ha )T N—T{ B AT LET,

il B 5 I 7L,

RHGE/N— 5> | 1.00.01 LUK

ERF: e halrZa—7 1D 1 2FERT5HI20T

#ishow dotlv_protocol_group group_id 1

Command: show dotlv_protocol_group group_id 1

Protocol Group ID Protocol Group Name Frame Type Protocol Value
1 General_Group EthernetI] 86dd
1 General_Group TIEEE802. 3 SNAP 86dd

Total Entries: 1
#
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3.25.5 config port dotlv ports

H A

REINTWAHTa ballZn—IlES3ER—=F ) A MM ANTHH TR
L%y FO7=8HIZ VLAN ZE| 9 4 TE 4,

3L

config port dotlv ports <all> < add protocol_group < group_id <int 1-
16> | group_name <name 32> > < vlan <vlan_name 32> | vlanid <int> >

[ priority <value 0-7> ] | <delete protocol_group < group_id <int 1-16>
| all > >

B!

Ka<wr R, ESNLTWAT B ha bl —FZHKI3&EFR—F ) A MDD
ANTHE T2 Uy FDTZ® VLAN 80 B TES, Z0EIY 4T,
[delete protocol_group| F 7' 3 v ZfEif L CHIBRCE £9,
BREEZa~ 2 RTHRELRWES, 7740 hOKR— MEEE X, 7u b=
JVVLAN IZ L > CHFEEND X 77 L3y NOBSEEIZR 0 £,

INTA—=H—

group_id <int 1-16> - 71 kI )L N—T D7 N—7F 1D ZfE L £7,
group_name <name 32> — 7B haI NI N—TZHEANTILET,

vlan <vlan_name 32> — 7"— MIAKT® Fa/V I N—T%x ST % VLAN 4 %
ATTLET,

vlan_id <int> — VLAN ID Z$§&E L £,

priority <value 0-7> - 7’1 ha /Uil X > THREI NS VLAN ([T S 7N
oy MIRHES T b OBEEEZIEE L ET,

1l FR=F IH

FHET AU FOHKAx L FeFRITTEET,

X/ N— g v

1. 00. 01 LLf%

] VLAN marketing—1 Z#%E| VY ¥ TR — M/ A—7 1D 1 &R ET HI2IX

Success.

ficonfig port dotlv ports all add protocol_group group_id 1 vlan marketing-1

Command: config port dotlv ports all add protocol_group group_id 1 vlan marketing—1
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3.25.6 show port dotlv

= 7a hav I n—FIZEDSNTZAR— NI B AT HE T L3y MRS D
535 VLAN £ R LET,

L show port dotlv [ ports <portlist> ]

B! AKa<wr Rk, v harZn—F2ESWeR— b AT 252 77 LX
oy MERHGATT HiLd VLAN Z2FRoRx LE T,

INT A—H— portlist — F/RTHAR— FHHZFEEC L 7,
BELRWES, T XTOR— FOBERNERINET,

] R = I 72 L,

R/ N— g > | 1.00.01 LI

RG] AR— K 1~2 D71 k2L VLAN F# &2 Ford 5120

#ishow port dotlv ports 1-2
Command: show port dotlv ports 1-2

Port: 1
Protocol Group ID VLAN Name Protocol Priority
default -
4 VLAN300 -
marketing—1 -
Port: 2
Protocol Group ID VLAN Name Protocol Priority
default -
4 VLAN300 -

marketing—1 -

Total Entries: 6
#
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3.26 -inQa<w> bk

3.26.1 enable qing

H i1 Q-in—Q E— REHILET,

3L enable qing

At Aawr RiE, @inQE— RZHEMMILET,
CinQZHEMITDE, TRTORY NU—T KR— bOEEFIN NI A— b &7
D . ANE TPID 73 88a8 ICRESNE T, BEFEDOAX T 4 v 27 VLAN (39T
SP-VLAN & 720 4, #WICFE LT XToOL2 T FLRiE, 7V T7—3h
£7, GVRP BXOSTP IZFE) CTEZT H2HLE R H D £77,
AA v F O GVRP ZFATT D MEN S H5E1X, TR, FEITGRP 2 f
M LET, QinQ DF 7 /b M, ldisable] (%) T,

INT A—H— 7oL,

il BRI BHET T DR RaT REFITTEET,

R N—2 3 > | 1.00.01 LI

il B Q-in-Q Z A ZNCT D ITIE

#enable qing

Success.

Command: enable qing

3.26.2 disable ginqg

H Q-inQE— FEZMEEIZ L E7,

&3 disable ging

A RKa<r FiE, QinQE— REEHIZLE T,
R LT _RTCOL2 7 RLAEZ UV 7 —SnEd, B8 L9
TOVLAN = N U —F 27 U7 —4, GVRP X [disable] (&) 2720 £,
AA v F O GVRP ZFATT HMEN S H5E X, TR, FEITGRP 2
e LET, BEFO SP-VLAN (IR CTAHX T 47 1Q VLAN £ LTHEITLZ
7, Q-inQ OF 7 4 /L MEIE, [disable] (fEZ%)) TJ,

INT A—H— 7L,

i) R I BHET N NOIZRRa~ L REFITTEET,

RGN — 3 > | 1.00. 01 BLRE

R :Q-in-Q & MZhZ 9 B I12i%

#idisable qing

Success.

Command: disable ging
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3.26.3 show qing

H 1 Za—s3L Q-in-Q ZE R L FET,

&L show qing

A AKa<w Rit, 72— L Q-inQ AT —Z AZFRLET,
INT A=K — 72 L,

] PR =5 I BEET T hOIHARaw s REETTEET,

K N— g > | 1.00. 01 LA

FERF: 7 a— 3L Q-in—Q D AT —H A5 FH T DI

#show qing

Command: show qing

QinQ Status: Enabled

3.26.4 show ging ports

Q-in—Q E— FTOR— h D&EF L OVR— K4 TPID,

H Ja— L -in-Q BLXOVR— bk Q-inQ T— ROARAT—H XA 2R RLFET,
&S show qing ports [ <portlist)> ]
B Aa<wr RiE, UF28070— UL Q-inQ AT —X A2 E£RLET,

INT A =L — <portlist> — FRT LR — MHAIEEL £7,

L\i—g—o

INTA=Z—=ZIRE LRWGE, VAT ATTNTO Q-in—Q R— MEREZFET

il R IH FHET AV FOHAKax s FeRITTEET,

St S— 3> | 1.00.01 LA

ERF:AR— K 1~4 D Q-in-Q AT —X AZF£ T DT

#tshow ging ports 1-4

Command: show qing ports 1-4

Port Role Outer TPID VLAN Translation

NNI  0x88a8 Disabled
NNI 0x88a8 Disabled
NNI  0x88a8 Disabled
NNI  0x88a8 Disabled

S w oo+

Total Entries : 4
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3.26.5 config qing ports

HHY Q-inQ A— hEFRELET,

&L config qing ports < <portlist> | all > [ role < nni | uni > |
outer_tpid <hex Oxl — Oxffff> | vlan_translation < enable | disable > >

B! Ko<= NiE, VIANBEEEO R — F LU EZITVET, Q-in-Q T— FA3EL)
ThdLE, KRE iﬁ&ﬁf ITdH 0 EH A,

INT A—H— <portlist> — HET HAH— MHEZ AT LET,
role — UNI AR— R 721X WI AR— FOWF R ETIR L £,
outer_tpid — SP-VLAN % 7' TPID # AJJ L £,
vlan_translation - AR EEESNIGE, VLAN h T U A L—3 3 UBED
R—hTIFEITSNET, T 740 bi%ElE, 8 (disable) TY,

il B < LH BEET U NOIRRaw L ReERITTEET,

3= =3 > | 1.00. 01 LA

FERAF:AR—F1~4Z NI AR—F & LTEREL, 77X —TPID % 0x88a8 IZRET HIZ

Success.

#iconfig qing ports 1-4 role nni outer_tpid 0x88a8

Command: config qing ports 1-4 role nni outer_tpid 0x88a8

Warning: The outer TPID will be globally applied to all ports!

3.26.6 create vlan_translation

EL:h] BLUL—L L LTBMEND VLAN F 7 U AL — g Wb — )V EAERRT 570,
BAEON— ) @R £,

1§ create vlan_translation < add cvid <vidlist> svid <vlanid 1-4094> |
replace cvid <vlanid 1-4094> svid <vlanid 1-4094> >

B! AKa<r RiE, VLAN T A Lb—3 g 2 b— b 2R L TH— S Z 7D %(E 3
sy N BE X ESR L E 9 (C-VIDILS-VID IZEFE L, 37 > hod TPID iX
7 UX—=TPIDIZEE L ET),

INT A —H — cvid = INI R— " b A 7 L AFT 537y hD C-VLAN ID Z# A LET,
svid = C-VLAN ID #®E#¥ 5, £33 v MIEA SIS S-VLAN 1D & AT
L%,
{vlanid 1-4094> - 1 ~4094 O#FiFHD VLAN 1D # A LET,

il PR = 2H EHET WY b DOBRAKRa~ L REFITTEET,

K N—2 3

1.00. 01 LAR%
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{5 F 51 : S-VLAN 100 % C-VLAN 1-10 |ZBINDEID 4 TA2 325 VLAN h T AL —3 3 U b— L BB T
AL

ficreate vlan_translation add cvid 1-10 svid 100

Command: create vlan_translation add cvid 1-10 svid 100

Success.

3.26.7 delete vlan_translation cvid

H#Y VLAN 7 > A L— g 2 b— L &HIBR L 97,

i3 delete vlan_translation cvid < <vidlist> | all >

i AKa<wr FiE, VLA FF o 2Lb—3 g U b— L 2B LET,
INT A= — evid = VLAN T v AL—3 3 O C-VID L— /L ZFRE L £ 7,
] [R5 I HHET Wy NOHRa~ L REFE[TTEET,
%/N—T g > | 1.00.01 LI

fERF:3_TD C-VID VLAN kT > AL —3 3 Vb — L AHIRd A120%

fidelete vlan_translation cvid all

Command: delete vlan_translation cvid all

Success.

3.26.8 show vlan_translation cvid

HH VIAN kT v AL —v g b— L FR LET,

i3 show vlan_translation cvid [ <vidlist> ]

A AKa<r Fid, BEFHVLAN T AL — g 0 b— L E2FRLET,
INT A= — evid — FEELZCVID Y A FD Q-inQ T AL —3 3 L—/L,
] BRI 72 L,

R/ N—2 3 > | 1..00. 01 LA
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fE B :C-VID 10~C-VID 40 ® VLAN h T > AL —3 3 L /)b— /)L B FKIRT HITIE

#ishow vlan_translation cvid 10-40

Command: show vlan_translation cvid 10-40

CVID  SVID  Action

10 100 Add
20 100 Add
30 200 Add
40 400 Replace

Total Entries: 4
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3.21 S Dav T AVT—a3 O

N7 74w TA T —a T, ML LI VLAN 2 & BI/NSWR— 7 —F12 5845 2
ETVIAND N5 7 4w 7 2L ET, VLAN L— AR S, IS, NG 74y 287 A T—
varv—LNEHERET,

3.27.1 config traffic_segmentation

H 1Y N7 4w IR T AT a b= VERELET,
&3 config traffic_segmentation <portlist> forward_ list < null | <portlist> >
i Ra<wr o Rix, N4 v 78T A T—val b—VEHELET, b7 74

7R T AT —a TR, AR — bk EERESEAR— R Y X NOMAE DRI
XN —NVEAERLET, HELIZANKR—FTZELE7 L—2A1F, L—Z
Peo THREIEAR— R U A MIBEREINTWDAR— Mk ShET, 7740 b
X, TRTOR— MK L TEIRESRR— MU A R 2T _XTOR— MIHRESIN
TEBY., VT 749 78T AT —2 a N XDEBEHIREMTHOILEE A,

INT A —H — {portlist> - ANJAFR—rEHEELET,

forward_list — ANJAR— M TZELT7 L —LDHEELER— FEHRELET,
null - A— MIFEEINEFH A,

<portlist> — HAEAR—hD U X FEFELET,

il BRI FEHET WU bDOHRARa~v L REFATTEET,

it/ S— 3 > | 1.00. 01 LA

ERF:AR— F 11~15 27 L— A EH5ET 572012, A— bk 1~10 Z@RET HIZIE

ficonfig traffic_segmentation 1-10 forward_list 11-15

Command: config traffic_segmentation 1-10 forward_list 11-15

Success.

3.27.2 show traffic_segmentation

H 1 NI T4 IR T AT a DR EEFERLET,

I3y show traffic_segmentation [ <portlist)> ]

2 HA RKa<w2 RiF, AAvTDORT T4 v 78T ATV aOREERRLE
R

INT A —H — portlistd) = AL TFD T T 4 w7 VT A T—2a VREDPRRINDH
— FEIFA - A TRELE T,

I BRI v A T = a VAR — YA RBIGEEE Y A MIFR—AA v F EiZ720T
e £ A,

%/N—T g > | 1.00.01 LI
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ERE: AL > F DO RNT T 4w 7T AT —2 9 VOREERF T DI

#ishow traffic_segmentation

Command: show traffic_segmentation

Traffic Segmentation Table

Port Forward Portlist

1 1-24
2 1-24
3 1-24
4 1-24
5 1-24
6 1-24
7 1-24
8 1-24
9 1-24
10 1-24
11 1-24
12 1-24
13 1-24
14 1-24
15 1-24
16 1-24
17 1-24
18 1-24

CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.28 VLANa< > F

3.28.1 create vlan
H VLAN ZfERk L £9°,
1§ create vlan <vlan_name 32> tag <vlanid 1-4094> [ advertisement ]
At Aa~< Rix, AA v F EIZVLAN Bk L E 9,
INT A —H— <{vlan_name 32> — VLAN& &2 AN L FE T,
<{vlanid 1-4094> — VLAN ID(1-4094) % AJJ L £,
advertisement — VLAN 3 GVRP |SEHETE D X ICHREL £, AT A —X
—MREESNRNE AL v FITVLAN BT 2T _XTDGRP A v — T &k
BTHZENTEERA,
] R = I HHET D NOHRa~v L REFETTEET,
- VLAN AL 32 CFLINTHREL £ T, a7 4 7 b—3 3 2 LITRK 4094
F CTVLAN i C& £,
X/ N— g 1.00. 01 LA

{55 F 451 : VLAN 1D 2% 2 @ VLAN Z{ERk$ 5121

Success.

ficreate vlan vl tag 2

Command: create vlan vl tag 2

3.28.2 delete vlan

H i1 VLAN ZHIR L E 3,

i3 delete vlan <vlan_name 32> | vlanid <vidlist>

BIC]] AKa<wr Fix, BESILTHD VAN ZHIFR L EF, VLANA E L <L VLAN 1D
THIBRT % VLAN 235 L £,

INT A— K — <vlan_name 32> — HF&9 % VLAN & VLAN 4 CHRE L £,
<vidlist> — A9 % VLAN Z VLAN ID THeE L £,

] [R5 I BHET WU NOHRKRa~ Ly REFITTEET,

RGN — 3 > | 1.00. 01 BLRE

fERB:VLAN Tvl] ZHIRT 5120

fidelete vlan vl

Success.

Command: delete vlan vl
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3.28.3 config vlan

HAY

VLAN Z7R— MZE| Y Y CTFE9,

3L

config vlan <vlan_name 32> < < add < tagged | untagged | forbidden > |
delete > <portlist> | advertisement < enable | disable > >

B!

Aa<r Rk, VLAN 2R — MZEID Y4 THh, B0 Y TOMREITONET, HlV
MTHEEIX, Ttagging] (¥ 7 f1&). Tuntagging] (¥ 772L)., [forbidden]
EEIE) OWTIDDFA TERELET, 7 74/ b TET X TOAR— M VLAN
ID 751 » ldefault] VIAN2IZ 772 L THID M THNTVET,

IRT AL —

<vidlist> - %}%: VLAN % VLAN 4 CHIE L £ 77,
add — VLAN (ZAR— b 280 CTHIY 24 TE, VLANOED Y TITIFZLLFD 3 5D ¥
A TDONTNINERELET,
tagged - ¥ A& L LTHRELET,
untagged - ¥ 772 LE L THRELET,
forbidden - ZEIEAR— M & LTHRELET,
delete — VLAN OFI D {TEZHIFR L £7,
<portlist> — AHRKR— FEFELET,
advertisement <enable | disable> — ¥R L 7= VLAN @ GVRP % [enable] (F
%) F721% Tdisable] (#EZh)IZL F£9,

il BRI

EHET AV FOAKav FeRTTEET,

I

1. 00. 01 LAR%

fERB]: AR— ~ 4~8 T VLAN [vl] % & 7 f& CEID Y4 THITIE

Success.

ficonfig vlan vl add tagged 4-8
Command: config vlan vl add tagged 4-8

fEF AR —  6~8 725 VLAN Tvl] OFEIY ¥ TEHIERT 511X

ticonfig vlan vl delete 6-8

Command: config vlan vl delete 6-8

Success.
#
EBFIE
1 D2DR—MIEEHDZ JHELVANZEIY B THIENTEFET, BRDE T

TLUVLANATH A vEanf-R—rTIE, 279G LIL—LZZELEEHRICEE
Bl&ELT/HR—KVLAN IDPVID) 22 L TR A VLAN ZRELF Y,
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3.28.4 create vlan vlanid

H 1 BELD VLAN ZERL L £,

I3y create vlan vlanid <vidlist> [ advertisement ]

B! Az~ Rix, VLAN ID Z$5@E L T VLAN 2Bk L £,

INT A=K — <vidlist> — {ERKT 5 VLAN 2 VLAN ID ® Y A h CfeEL £,
advertisement — GVRP IZHHET A LRWIMNEE L E9, B L2 WEE.
VLAN (ZE) IS HEHE CE £ A,

] [R5 I BHET W NOHRKRa~ Ly REFITTEET,

%/x—T 3 > | 1.00.01 LI

55 R A A~ F1Z VLAN 1D 5,6 @ VLAN Z{ERk3 % 1213

Success

ficreate vlan vlanid 5-6 advertisement

Command: create vlan vlanid 5-6 advertisement

3.28.5 delete vlan vlanid

B D VLAN ZHIBR L £,

S delete vlan vlanid <vidlist>

B ARz~ RiX, VLAN 1D Z$57& L CHEH D VLAN ZHIFR L £,
INTG A— K — <vidlist> — %@ VLAN % VLAN ID DU A F CHRE L 7,
il BRI BHET T hDOBHRARa~w L ReFITTEET,
RGN — = > | 1.00. 01 LLRE

i 5] : A A~ F @ VLAN 1D 5,6 @ VLAN ZHIk&3 5121

Success

#tdelete vlan vlanid 5-6

Command: delete vlan vlanid 5-6
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3.28.6 config vlan vlanid

B HED VLAN Z R — MMZE Y 5 TE9,

&L config vlan vlanid <vidlist> < <add < tagged | untagged | forbidden > |
delete > <portlist> | advertisement < enable | disable > | name
{vlan_name 32> >

=4 Ao Rix, VLAN ID 248 L CTHED VLAN 27K — MMZE D 4T H 0, #HY
WTOMEEITVVET, F7-. VLAN ID 22— FHEE L TV A4 1%, VLAN
OEEELITHI LN TEXET,

NG A= B — <vidlist> — %152 VLAN Z VLAN ID ® U A2 h THE L £,
add — VLAN {ZAR— R ZBIITHIV Y TEF, VLAN OEID Y TIZIFLLFD 3 2D
ZATONTNNERELET,
tagged - ¥ A& L LTHRELET,
untagged - ¥ 772 LELTHRELET,
forbidden — Z&lbAR—h & LTHRELET,
delete — VLAN OEID {TEHIFR L £7,
<portlist> - WARRN—FEfaELET,
advertisement <enable | disable> — ¥HZE L 7= VLAN @ GVRP % [enable]
CB%h) £721% (disable) (EZHIZL £,
name — VLAN 4 & ZAH L E T,
<vlan_name 32> — #7=7/2 VLANX Z AT LET,

il R IH FEHET IO NOHRAKRa~ L REFATTEET,

RHGE/N— 5> | 1.00.01 LUK

iG] 2 A > FICEREFHSO VLAN ([2R-— &2 BT 51203

#iconfig vlan vlanid 5 add tagged 7 advertisement enable name APS

Command: config vlan vlanid 5 add tagged 7 advertisement enable name APS

Success.

TEEE

() RA—— M7 HA 2T B2 55 L VAN A | DEHDEBE. PVID £ B8 2 4E
EHYERA. BREIZT SOTHA L EBBHLET, VAN ST O ko
JUVLAN 72 & DISEEI BN TIE. HDE 57 L VLN £ 744 23 218, PVID

BT INERAHYET.
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3.28.7 enable pvid auto_assign

HHY PVID O HEhEID 4 CTEHIH L ET,

L enable pvid auto_assign

BIC]] AKa<r Rk, PVID OBHBFEID Y TEAICLET,
7 7 %)V MEIZA %) (enable) T,

INT A — K — 2L,

] PR =5 I BEET T hOIHARaw s REETTEET,

®thgas3—a > | 1.00. 01 LARE

fEHF]:PVID O BEEI D 24 TE2HIT DI

Success.

fienable pvid auto_assign

Command: enable pvid auto_assign

3.28.8 disable pvid auto_assign

HHY PVID O HEhEI D Y4 CA M L E T,

&3 disable pvid auto_assign

B! Az~ Rix, PVID O HEWEI D 4 CTE I L ET,
INT A= — 72 L,

il BRI BHET T hOHRARa~w L ReFITTEET,
%Hi/S— g > | 1.00.01 BLRE

fE B :PVID O HENEI D 24 CT A BT 5121

Success.

#idisable pvid auto_assign

Command: disable pvid auto_assign

3.28.9 show pvid auto_assign

H PVID O HEWNEID Y CRAT—H A& FoRLET,

3L show pvid auto_assign

] Aa~ 2 R, PVIDOHBEFI D Y TAT —F A2 F R LET,
INT A—H— 7L,

i) [R5 I 2L,

K/ N— 3

1.00. 01 LAR%
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FEAFI:PVID O BEYEI D YT AT —F 22 FRTHITIT

tishow pvid auto_assign

Command: show pvid auto_assign

PVID Auto—assignment: Enabled

3.28.10 config gvrp

EED

AN— R IZ GVRP 3R E=C PVID # %0 Y4 T E 4,

3L

config gvrp < <portlist> | all > < state < enable | disable > |
ingress_checking < enable | disable > | acceptable_frame < tagged_only
| admit_all > | pvid <vlanid 1-4094> >

B!

Ka< Rix, AA »FIZ Group VLAN Registration Protocol (GVRP) # A — k
BN TRELET, £/, A7 L AF = v 70—k VLAN ID(PVID) % 3% &
TEXET, PVIDIL, U AR — M H IR L7 L= 522G LEEHAEDT 7 41
K VLAN Z 45 L. MAC ~X— & VLAN 72 EO@EIEIZ L 0 fthod VLAN (ZEhICEI 0 24T
SALZRWRY . PVID THRE &AL7= VLAN 1D @ VLAN & L CALE &S E T,

T AL —

<portlist> — GVRP ZHENIT 2R — b EIIA— MFHZIHEEL £7,

all = AL v FOFTRTOR— MEFHELET,

state <enable | disable> - A"— kU & h THEE L7274 — M IZ GVRP #ERE
lenable| AzhFE 721X ldisable] MEZHIZL £7,

ingress_checking <enable | disable> — Ingress F = v 7 ZHGhCT 5 &A%

EORR— MZBWT, %G/ > FOVLAN D& Z{5AR— hDVLAN DS H72 25

B Ny EBBIEESNET, 7740 FEREIT Tenable] HZTT,

acceptable_frame <tagged_only | admit_all> — AREEFED - DIZA A v F N5

FAND 7L —bH A T HRLET, tagged only (X, ¥ 7 ftxd VLAN 7 L —

LT EZITAND Z L ER LR, —J7, adnit_all i3, ¥ 7 & BLOY

T L7 b—LEZFANDL I EERLET,

pvid <vlanid 1-4094> — 7" — b VLAN ID(PVID) Z#8& L £,

il BRI

BHET T NDOHRRaw s ReFEITTEET,

K N—2 3

1.00. 01 LAR%

ERB: A > TV AF = ZIREER L ONGVRP (RO EZIE 2R IET HITIT

pvid 2

Success.

ficonfig gvrp 1-4 state enable ingress_checking enable acceptable_frame tagged_only pvid 2

Command: config gvrp 1-4 state enable ingress_checking enable acceptable_frame tagged_only
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3.28.11 enable gvrp

HI) GVRP Z AN L E T,

&L enable gvrp

B AKa<r Rix, AL v T OGRP REE 72— )L THMILET,
INT A=K — 72 L,

] PR =5 I BHET T hDOBRARa~w L ReFITTEET,
Kt N— 3 > | 1.00. 01 LA

5 5] : GVRP % 2 & — )L CHNCT 5121

#enable gvrp

Command: enable gvrp

Success.

3.28.12 disable gvrp

H Y GVRP ZfEsnlZ L £,

3L disable gvrp

=B Ka<r RiE, AL v FDGRP HREE Z 0 — )L TEGIZ L £,
INT A—H— 7L,

] [R5 I THET Wy NOHRa~ L REFETTEET,
$fita— 3 > | 1.00. 01 LUK

i FA 5] GVRP % 7 & — )L G 5 121

#disable gvrp

Command: disable gvrp

Success.
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3.28.13 show vlan

HAY AA v FICRESNTZ VLA R EEZ TR LET,

L show vlan < <vlan_name 32> | vlanid <vidlist> | ports <portlist> >

B! AR~y RiE, VLAN ID, VLAN4, VIAN # A 7 ZIft& /B TR AT —X
A, BEIOVLAN D A 2 N—T&H B4 7R — k@ Member/Non-member/Forbidden A
T A AT A VAN ICET 2~ U —1FlaeFfr LE T,

INT A= H— <vlan_name 32> - ¥~ U —RELFRTDHVLANAZ AT LET,
vlanid <vidlist> - F7R$ 2450 VLAN ID #PHAFEE L £7,
ports <portlist> — Frn9 HAR— bFEIIHA— MNEFHZIEEL T,

il B < LH 72 L,

K/ N— g v

1. 00. 01 LI

fE ] A A~ F @ VLAN R E A FrT 5I120%

fishow vlan

VID

VLAN Type
Member Ports
Static Ports

Forbidden Ports

Total Entries

Command: show vlan

1 VLAN Name : default
: Static Advertisement ! Enabled
D 1-24
D 1-24

Current Tagged Ports
Current Untagged Ports : 1-24
Static Tagged Ports
Static Untagged Ports : 1-24

R A A~ F @D VLAN R E X T 5120

#ishow vlan port 1

Port 1
VLAN ID Untagged

Command: show vlan ports 1

Tagged Forbidden Dynamic
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3.28.14 show gvrp

H i) AA v FDR—KIY A RDGCRP AT —H A% KR LET,

L show gvrp [ <portlist> ]

i Ka<wr Rix, AAvFOR—KY A RDGRP AT —X ZA%F R LET,

INTGA—H— <portlist> = GVRP A7 —& A& KR T HAR— MNEIIAR— M ZHEE L £
E

] PR =5 I 2L,

®thgas3—a > | 1.00. 01 LARE

] :GVRP AR— s AT — X A& Fornd 5 I121%

ttshow gvrp 1-10
Command: show gvrp 1-10

Global GVRP : Disabled

Port PVID Reassigned GVRP Ingress  Acceptable Frame Type
PVID State Checking
1 1 - Disabled Enabled All Frames
2 1 - Disabled Enabled All Frames
3 1 - Disabled Enabled All Frames
4 1 - Disabled Enabled All Frames
5 1 - Disabled Enabled All Frames
6 1 - Disabled Enabled All Frames
7 1 - Disabled Enabled All Frames
8 1 - Disabled Enabled All Frames
9 1 - Disabled Enabled All Frames
10 1 - Disabled Enabled All Frames

Total Entries : 10
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3.29 ARPO<T >k

3.29.1 create arpentry

EL ARP T —T WNCABZT 4w 7 b —EfER LE T,

S create arpentry <ipaddr> <macaddr>

2 HA AKa< Rid, ARPT—TNVDALZT v 7 b —&A{Ek LET, ARP 7 —
T, RARDIPT FLALEVMACT RLADMGERT T —Z_X— AT,
TCP/IP E 21T D BRIC SR E N E T,

INT A=K — dipaddr> — ARP 77— 7 /WG T H IP T RLAEZ A LET,
<macaddr> - FFLIP 7 FLAIZHIET D MACT RLAZ AN LET,

] PR = I BEET T hOIHARaw s REETTEET,
AL FIE, 266 FTTCDOAXT 427 ARP = N —%ZHHR—FLET,

Kt N— 3 > | 1.00. 01 LA

ERF:IP 7 R &

10.48.74.121] & MAC 7 RL- & [00-40-66-00-07-36] D AX T 4 7 ARP T~

> RN — BT AT

Success.

ficreate arpentry 10.48.74. 121 00-40-66—-00-07-36
Command: create arpentry 10.48.74.121 00-40-66—-00—-07-36

3.29.2 config arpentry

H 1 ARPF—FNDAZT 4y 7 N —%iRELET,

S config arpentry <ipaddr> <macaddr>

BLs Aoy Rid, ARP T —T ICEEENTWDIAXT 4 v 7 ) — &Rk
LET, Ao~y NTRETRER T B Y —id, BRCRE TRESLTWT,
D ARP 7 — T IVZEFRICBE SN TV A L DIZIRH N E T,

INT A=K — {ipaddr> = ARP 7 —7 /MZEERT D IPT RLAZ AT LET,
<macaddr> - FFLIP 7 L AIZHIETHMACT RLAZ AL ET,

il PR 2 BHET HD v hOIHARa~vy REFITTEET,

X/ N— g v

1.00. 01 LAR%

ERF:IP 7 R L&

10.48.74.12) & MAC 7 R L& [00-40-66-00-07-36] (DAHX T 4 7 ARP =2/

N —ZfRET DHITIE

#iconfig arpentry 10.48.74.12 00-40-66-00-07-36
Command: config arpentry 10.48.74.12 00-40-66-00-07-36

Success.
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3.29.3 delete arpentry

H /Y ARP 7 —T NVDAET 47 M) —ZHIBRLET,

&L delete arpentry < <ipaddr> | all >

BIC]] Aa<wr Rix, BESNTWDARP T—TIVDAXT v 7T b U —%HIER
LET,

INTG A —H— ipaddr> — ARP 7—7 A BHIBRT S IP 7 RLAEZ AT LET,
all = ARP = NU—ZFT XCHIFRL £,

] [R5 I BHET W NOHRKRa~ Ly REFITTEET,

%/x—T 3 > | 1.00.01 LI

FER : IP 7 KL & [10.48.74.121] % ARP T — 7 A0 B HIBRT 41213

fidelete arpentry 10.48.74.121
Command: delete arpentry 10.48. 74. 121

Success.

3.29.4 config arp_aging time

H 1 ARP T —TNDT—V o T HA~—RELET,

1§ config arp_aging time <value 0-65535>

S Aa< Rid, ARP=> F—NT7 7B RAENARVIREET, AA vF D ARP 7
— 7 JVRAF SN D R (00) i E L E 9,

NG A— K — time <value 0-65535> — ARP =— U 7% A L (4y) AN LET, HIZ O~
65535 DHIPHHIFECTE EI, 7 7 4/V MEIL, 2055 TT,

] PR =5 I FEET IO NORRKa~v L REFTTEET,

Kt N— 3 > | 1.00. 01 LA

ERF] : ARP == T T N A< — 5 ET DHIZIE

ticonfig arp_aging time 30

Command: config arp_aging time 30

Success.
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3.29.5 show arpentry

H i) ARP 7 —7 N EFoR L ET,

I3y show arpentry ipif System [ ipaddress <ipaddr> | static ]

B AKa< Rix, A4 v FDOARP T—TILVONEEZFRLET,

INT A=K — ipaddress <ipaddr> - EFIPA v X —T =2 — A KIS THFy NU—I T K
VAEANTTLET,
static = ARP T —T VDA EZT 4 v 72 N —%FRLET,

] [R5 I 2L,

%fhN— 3 > | 1.00. 01 LA

] . ARP T — 7 NV E R T BT

#ishow arpentry

Command: show arpentry

Total Entries

ARP Aging Time : 20

Interface IP Address MAC Address Type

System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast
System 10.6.51. 15 00-1D-60-E7-B5-CD Dynamic

System 10.73.21. 11 00-19-5B-EF-78-B5 Local

System 10. 255. 255. 255  FF-FF-FF-FF-FF-FF Local/Broadcast

4

3.29.6 clear arptable

H 1Y HAFI 7 ARPT—T N ) —Z2FT_THIERLET,

S clear arptable

BIC]] AKa<w Rid, AAL v FDARP FT—T I EAFI v sz M) —%2HIBL
F9, AT 47 ARPT—T N b — 3B EZITEE A,

INT A—H— 7L,

] [R5 I BHET WU NOHRKRa~ Ly REFITTEET,

RGN — 3 > | 1.00. 01 BLRE

{5 A : ARP T —

TN ZAF Iy 7o M) —%HIRT 512X

ticlear arptable

Success.

Command: clear arptable
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3.30 W—F4 ¥ 7—7NLavFk
3.30.1 create iproute

H T 7NV M —ERELET,

S create iproute default <{ipaddr> [ <metric 1-65535> ]

it Aawr Rix, 774V Mr—bhOxr b —Z2ERLET,

INTG A= B — ipaddr> — R A MKy T N—F—DF— b+ U xA IPT RLRAEZIBELET,

<metric 1-65535> — R7 A R v N —FX—FTONL—F —KEEETLET,
77 4V MEIX 1 TY,

il BRI FHET WU NDOHKRa~ L REFITTEET,

RHG/N— 9> | 1.00.01 LUK

ERG: A — R A [10.0.0.254] OF 7 4/ M— FE2J/ETAHITIT

ficreate iproute default 10.0.0.254
Command: create iproute default 10.0.0.254

Success.

3.30.2 delete iproute

HHY T 7/ b— b aHIRLE T,

S delete iproute default

a1 AKa<vRix, 77V —hx M) —%HIBRLES,
INT A —H— 7L,

il BRI EHET WY NORAKRa~ L REFITTEET,

X/ N— g 1. 00. 01 LA

BT 7 v bv— b E2EIBRT 5121

tidelete iproute default

Command: delete iproute default

Success.
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3.30.3 show iproute

H IP/L— MEHMAFRRLET,
L show iproute [ <network_address> | static ]
i B Ka<wr FiE, A v FOIP = MEREFRRLES, 77747 2axsT

v K= T 7 4V h— h 2 FERTHZENTEET,

INT A —H— <network_address> — FERF/BEDII Ay NT—7 IPT RLAZEELET,
static - RE LT 74/ Mb—FE2FRRLET,
NTALF—ZIRELRWGE, T NTOARRRIP LV— MEREZRTLET,

il BRI 72 L,

RHG/N— 9> | 1.00.01 LUK

RGP V— T —7ILORNEETR T HITIT

#ishow iproute

Command: show iproute

Routing Table

TP Address/Netmask Gateway Interface Protocol
0.0.0.0/0 10. 0. 0. 254 System Default
10.0.0.0/8 0.0.0.0 System Local
Total Entries: 2
#
3.30.4 create ipv6 neighbor_cache ipif
Hi IPv6 ZAZT 4 v I XA N—Z BN £,
I3y create ipv6 neighbor_cache ipif <ipif_name 12> <ipv6addr> <macaddr>
At B ARawy RiE, IPV6A U H—T 2 —RZAXT 4 v I FAN—FBILET,
INT A —H— ipif_name> - A VX —T = — AL &E ATILF T,

ipvbaddr> — XA NRX—DT RLAZ AT LFET,
<macaddr> - FAX—ODOMACT RLAZ AN LFET,

il R IH

FHET AV FOHAKax s FeRITTEET,

St S— 3> | 1.00.01 LA

AP IPVE A X =T == AZAZT 4 v 7 XA N—Z BT 5121

Success.

ficreate ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ec6 00-40-66-03-04-05
Command: create ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ec6 00-40-66—03-04-05
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3.30.5 delete ipv6 neighbor_cache ipif

HAY

IPv6 R A N—ZHIFR L £9°,

3L

delete ipv6 neighbor_cache ipif < <ipif_name 12> | all > < <ipv6addr> |

static | dynamic | all >

B!

AKa<w R, IPv6 f o F—T 2 —ADFA N XN—Fy vz b)) — L
CHAST 4 v IR A Ry vz N —ZHIRLET. 247497
bEAFTIVvIBHIRT LI ENTEET,

INTA—=H—

ipif_name 12> | all> - IPv6 f v X —T7 = — AL &H# AT LE T,

all - 2 TCOIPv6 A H—T = — AR LET,

ipvbaddr> — XA N—DT KL A& AN LET,

static - A¥ T 4wz M) —%HRLET,

dynamic - #AFI vz b —%Z - LET,

all " AXT 4 v I BIOEAFIv Iz N =2 G0 _XTHOT M) —%
RLUET,

il BRI

BHET T hDHRRaw s ReFEITTEET,

X/ N— g v

1. 00. 01 LI

it ) : IPv6 R A /S—F ¥ v ¥ =2 ZHIFRT 211

Success.

ftdelete ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ecb
Command: delete ipv6 neighbor_cache ipif System fe80::20b:6aff:fecf:7ecb

3.30.6 show ipv6 neighbor_cache ipif

EED

IPv6 A A N—ZFRLET,

3L

show ipv6 neighbor_cache ipif < <ipif_name 12> | all > <ipv6address
{ipvbaddr> | static | dynamic | all >

B!

RKa<wr R, BELIEA VA —T =2 —ADXANRN—Fy v ot b —%
FRrLET, HBELEZ VP —, T _XTCTO M) —, BXOIRTHARZ
TAv I M) —ZFKRLET,

INT A—H —

{ipif_name 12> | all> — IPv6 A > X —T = —AZ & AN LET,
all —= 2 THOIPV6 A LV H—T = — A& /RLET,
{ipvbaddr> - RA X—DO7T7 KL A AN LET,
static -~ AZ T 4w/ P —ZRLET,
dynamic - ¥4 FI v/ F—%RLET,
all " AX T 4 v I/ BIOXAFI v 72 N —2EGLT_XTHOT M) —%
A~LET,

il R IH

L,

K N—2 3

1.00. 01 LAR%
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fERB: IPv6 A N—Z2F£RmT 52T

Neighbor

#ishow ipv6 neighbor_cache ipif System all

Command: show ipv6 neighbor_cache ipif System all

Link Layer Address Interface State

Total Entries:

FE80: :240:66FF:FE00: 3 00-11-22-33-44-55 System T

State:

(I) means Incomplete state. (R) means Reachable state.
(S) means Stale state. (D) means Delay state

(P) means Probe state. (T) means Static state

#

3.30.7 create ipv6broute

ELE) IPv6 AXT 4 v 7 — NEMERLET,

1§ create ipvbroute default <<ipif_name 12> <ipv6addr>> [ <metric 1-65535> ]

B! AKa< o Rix, IPv6 AZT 4 v 7 — NMUMEHLET, X7 A MKy TR m—
PNILT RLADEE, A v X2 —T 2 —AAEHRETLHLETIHY FHA, F7 A
Ny TNV 7a—nT RLADES, A VX —T7 = — AL EHET HHE
B ET,

IRT A= — ipif_name 12> - L — DA U H =T = —RAZRELET,
ipvbaddry — AKL— FDORZ A MRy FT7 RLAZFEELET,
<metric 1-65535> — AA wF & L IP 7 FLAMDONL—Z —DFEE T L—F
47 7ahardOAN) vy 7 M) =2 AT LET,
7 7 4V MEIX 1] T,

] [R5 I BHET WU NOHRKRa~< Ly REFITTEET,

St N— = > | 1.00.01 LUK

RG] A 2T 4> 7 )— T [fe80::20b:6aff:fecf:7ec6] ZVERT AHITIT

Success.

ficreate ipvbroute default System fe80::20b:6aff:fecf:7ecb
Command: create ipvbroute default System fe80::20b:6aff:fecf:7ecb
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3.30.8 delete ipv6route

DWMENDHY £,

H IPv6 L— R ZHIBR L E7,
L delete ipv6route <<default> <ipif name 12> <ipv6addr>| all >
it AKa<y Rix, IPv6 AZT 47— NMUEHLEST, x7 A MKy 7R 7 8

— LT RLADEE, AV X —T 2 — AL ERETHLE IS A, F
JARNKYy TN o r7a—NT RUVADEE, A VX —T =2 — AL %EHET

INT A —H— default - ¥ 74/ hb— hEHELET,

{pvbaddr> —F# 7 A MKy 7T FLAZEELET,
all — ER SN AZT 4 v 7 )V— 2T _XTHIKRLET,

pif_name 12> - L — DA v EZ—T = — AL EIRELET,

il BRI FHET WU NDOHRAKRa~x L REFATTEET,

RHG/N— 9> | 1.00.01 LUK

fERF:IPv6 A Z T ¢ v 7 b— F &S 5I121%

fidelete ipvbroute default fe80::20b:6aff:fecf:7ecb
Command: delete ipvbroute default fe80::20b:6aff:fecf:7ect

Success.

3.30.9 show ipv6 nd

H i1 IPv6 A v X2 —T = —ADFEREFR T LET,

1§ show ipv6 nd [ ipif <ipif_name 12> ]

] Aa~ FiE, IPv6 ND (TP L= fsa R LET,
INT A —H— ipif_name 12> — f VX — 7 = —ADLEIZ AN LET,
il R IH 7L,

X/ N— g 1. 00. 01 LA

FEFGTIPY6 A v X — 7 = — ADER A F T BHI21T

#tshow ipv6 nd ipif System
Command: show ipv6 nd ipif System

Interface Name : System
NS Retransmit Time : 0 (ms)
#
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3.30.10 show ipv6route

HHY IPv6 L — MERAFRLET,

&L show ipvbroute

B! AKa<r R, IPv6 L— MEREERLET,
INT A=K — 7L,

] PR =5 I 2L,

K/ N— g > | 1.00.01 LI

RG] _To IPv6 /b— F 2 FrTHI121T

#tishow ipv6route

Command: show ipv6route

IPv6 Prefix:
Next Hop

Total Entries:

21 /0 Protocol:
: 3FFC::1

Static Metric: 1

IPIF : System

#
3.30.11 config ipv6 nd ns ipif

H IPv6 XA NR—D Y Y T — a ANIE L7235 ERE L £7,

L config ipv6 nd ns ipif <ipif name 12> retrans_time <uint 0-4294967295>

it AKa<wy RiE, IPV6E RAN—DY V7 —ra VBB LA RELET,

INT A —H— ipif_name 12> — f V' H—T = —ADLREIZ AL ET,
retrans_timer — RANX—D YV U T —3 3 AT DHE TORERER (I Y
) Z# AN LET,

il BRI EHET WY NDOBRAERa~ L REFITTEET,

Xhia/3— 3 > | 1.00. 01 LARE

i HI]: IPv6 nd ns f v ¥ —7 = —AZHRET DITIE

Success.

ficonfig ipv6 nd ns ipif System retrans_time 10000
Command: config ipv6 nd ns ipif System retrans_time 100000
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3. 31

QS a<w UK

AA v FIE, 802 IpBEHEX 2 —A L TITHIELET, AL vF T4 OB LEF 2 —%2H2 TE
D, TNENOERY 2 —IIEREZ R TREEDMFEINTOET, KEELEOF 2 —123(F 7
A 3) T, FAREIE DX 2 —L0(7 7 A 0)TJ, IEEE 802. Ip IZHE I 15 8 DOMEIEE & 7 (5L
FEOMND DIZAA v TFOETEFXa—ELLTFO X D ICEEMIT I E T,

AL TFDOQ Fa— (FTAI)
AL v FDQ Fa— (FTA0)
AAYTFOQ Fa— (7T R0)
I, A vFDOQU F2— (FTR1)
AAYTFDORFa— (7T A2)
AAYTFORFa— (FTR2)
ALY TOWHFa— (7T A3
ALY TOWHFa— (VTR

—

DETHNET,
DHETHNET,
DHETHNET,
DHETHNET,
DHETHNET,
DHETHNET,
DHETHNET,
DHETHNET,

== = = =

ﬁﬁ‘(‘ﬁﬁ‘(‘mﬁ
—

(N Yy N

T THF THY OHYE OHF O O O

—

BRER 2= U I ERROEBEF 2 -l Lo TEREEINET, A v TFEFEEFa2—D Ry 7

7TWIANTy FMRE SIS &L RBERENEN Q3 F 2 — b B ELE MV Q0 F = —DJIEE
¥ 2—ZEZLET, HN—FU =7 F 2—F, WIELEMERNF 2 —232E(F AR I 72 D AT
VT —DFTRTONry hEEELET,

3.31.1 config bandwidth_control

H ) R— F COREHIE 2R E L ET,

1§ config bandwidth_control <portlist> < rx_rate < no_limit | <value 64-
1024000> > | tx_rate < no_limit <value 64-1024000> > >

G| Ao Rk, A— NN CTHIEIE 23808 UE T, fksli s (s (rx) . 2%
& (tx) DENZIUCK L THIRZIEE L, HBEWIELL LD N7 7 ¢ v 7 13l [R
kT,

INT A=K — {portlist> - ETHHA— MELIFA— MNaFHEZFRE L 7,
rx_rate - KRR — N TZETH/3 v FORIGHIEZRE L £,
no_limit — SZfFHAIkHH 2TV E A,
<value 64-1024000> — SAZHIROHIBRIE % [Kbps] THE L £7°,
tx_rate — MR — FNOLEET L7 v NOFRGIEZHE L £,
no_limit — EFHARHIEZITVOER A,
{value 64-1024000> — ZEHIROHIBRIE % [Kbps] THEL £,

il BRI BHET T DR ARaT S REFITTEET,

R/ N—2 3 > | 1.00.01 LI
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A5t P 457) - A7 i )0 2 53 % 1

ticonfig bandwidth_control 1 rx_rate 66

Command: config bandwidth_control 1 rx_rate 66

Note: To perform precise bandwidth control, it is required to enable the flow

control to mitigate the retransmission of TCP traffic.

The specified RX rate is not a multiple of 64, thus the closest

smaller multiple 64 is chosen.

Success.

EEEIE

0 537 FEE(L 64-1024000Kbps & 72 Y A%, ERIZHE Sh BB 64Kbps DIER
ERBESICBEFMICRAEINET,
rx_rate /85 A —%4 —@ forwarding rate A—FIZHESBWWEERHY X,

3.31.2 show bandwidth_control

HHY il EZ R~ L ET,

S show bandwidth_control [ <portlist> ]

] AKa~< Rix, A v FORIBHIEORE S AR — IR R LET,
INT A=K — <portlist> - R d§HA— bFELIIA— MNIFHEFEELET,

i) [R5 I 2L,

®thgas3—a > | 1.00.01 LARE

ot 1) - i S VR AE & s 9 B 1SS,

#tshow bandwidth_control 1-3

Command: show bandwidth_control 1-3

Bandwidth Control Table

Port RX Rate TX Rate Effective RX Effective TX
(Kbit/sec) (Kbit/sec) (Kbit/sec) (Kbit/sec)

1 no_limit no_limit no_limit no_limit
no_limit no_limit no_limit no_limit
no_limit no_limit no_limit no_limit

#
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3.31.3 config scheduling

HAY

QoS DEF 2 —DHEAFITEFHELE T,

15 3C

config scheduling <{class_id 0-3> weight <value 1-55>

B!

ALy FITIE 4 DO/N— RFU = THEEF 2 —(Q0/Q1/Q2/Q3) 3V £9, AJj/N
Ty MI, INHDOXF2—DI bEONTNNITy BT &, Ny T r—IZ

REINET, Ka~vr R, 260450 — R0 = TEES 2 —I0RTE
T 5 HAAFT (weight) 2 F57E Li# BAMITIE, EFa2—D Ry 77—k
BTy BB EINTWVD EXIZ, EOFa—00 37 v NOEEZGT
HNERETHEICSHENDIZ ERH Y 97,

T 7 4/ METIX, Q0<Q1<Q2<Q3 THEA(TITNREINTIH Y, FHERFITILQ3
D BEEINET, EEONT Y NEGIEFIL, X a—D Ny 77 —IKEE
EHEAMFTOM, BIORFVa—) VTR =X NI E > THRELET,

INTA—=H—

{class_id 0-3> - WETHNN— RV = T2 —%2EELET,
weight <value 1-55> - F a2 —|IERET HDHEAFTITOHEEZIEEL £7, 1~55
DHIPATIHEZfRETE ET,

il PR IR

BHET T NDOHRRaw s REFEITTEET,

I

1.00. 01 LAR%

ERB]: % = —0 (2

BAHAFITE 165] ZikET DI

Success.

ficonfig scheduling 0 weight 55
Command: config scheduling 0 weight 55

3.31.4 show scheduling

EL:D] QoS DA F 2 —DEAMF T TR L ET,

L show scheduling

it B AKa<wy Rix, & — B0 7EHEF 2 —(Q0/Q01/Q2/Q3) IZFRE STV HEMA
T Z2FRCET,

INT A —H — 7L,

] PR =5 I 7L,

I

1.00. 01 LAR%
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G4 % 2 —ICRE STV D EAIT 2 RRT DITT

#ishow scheduling

Command: show scheduling

QO0S Output Scheduling

Class ID Weight

Class—0
Class-1
Class—2
Class—3

O B>~ DD

3.31.5 config schedul ing_mechanism

HHY QS HERED A r P a— VUV T A=A LEHELET,

&3 config scheduling mechanism < strict | weight_ fair >

B! RKa<wr NiE, QSHEEDODATr Y a— Y TADN=ZALEZRELEST, ATV
2=V T AN=ZANE, FFa2—DONRy 77 —ICBHINT Ty N EE(E
T HNEF Z R ET D HA T, weight fair & strict 225 £9°, strict D
A, BERTLE, BEEOSW 2 —O Ny FERELET, LVE
HEDOERNF 2 —D Ny 7 7 =TSNy M, BEREEOE N 22—
DRy 77 =N D ET, EEZBLET A, weight fair Z3ERT 5
L. BHAMITORENWF 2 —nBIEFIC N v FEEEITV, BH—IC0Bsn
ESR

INT A —H— strict - A7 a—U T A D= AL strict ZERTELET,
weight_fair — A&7 Y2 —U 7 A=A ALIZ weight fair ZFEE L 9,

i) [R5 I HHET W NOIBHRa~ L REFETTEET,

K S—Ta | 1.00.01 LABE

ERB: A 2= T RA =R L ERET DHITIE

Success.

ficonfig scheduling mechanism strict

Command: config scheduling mechanism strict

240/384




3.31.6 show schedul ing_mechanism

EL:) QS HHED A Va—V v I AH= AL EFRLET,

&L show scheduling_mechanism

A ARKa<w RiX, QSHWEEDRA TV a— ) v T A=A LEFRLET,
INTA—=H— 2L,

il BRI 72 L,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LI

HAG AT a— ) T AN=ALZRKRT DITE

#ishow scheduling mechanism

Command: show scheduling_mechanism

QO0S Scheduling mechanism
CLASS ID Mechanism

Class—0
Class—1
Class—2
Class—3

strict
strict
strict

strict
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3.31.7 config 802.

1p user_priority

H 802. Ip 21—V —BIEHE LB FX 2 —%2~v >y T LET,
&L config 802. 1p user_priority <priority 0-7> <class_id 0-3>
A Kaxr RNix, Aoy o802, 1p 2—F— L N— N7 = T =
—D~v BT EHRELET, AL v FIE AN LTE T o&E Ry N EiRk
THRRIC, ~ v BT THEFa—D Ny 77— L 7,
AA T OYHREETIZ, LLTFDEY AT v R 802. 1p — W — B ED
fElzx L e =R~y BV IR TVET,
802. 1p N—RT 2T Fa2— 5
0 1 BRKIES
1 0 5 Z[35
2 0 AR
3 1 BRI
4 2 s
5 2 HrE
6 3 e
7 3 B
IRT A= — {priority 0-7> — 802. 1p 2 —H—ERELFEET L £,
{class_id 0-3> - v v B I HEBEX 2 —DFSEZIHELET,
i) R I BHET N NOIZRARa~ L REFITTEET,
Kt N— 3 > | 1.00. 01 LA

EAE]:802. 1p = — W — S 1) 1 L TEEF 2 —Q 2~y B 735121

Success.

ficonfig 802. 1p user_priority 1 3
Command: config 802. 1p user_priority 1 3
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3.31.8 show 802. 1p user_priority

HI 802. 1p L —H — Bl L B2 — LD~y B T EFRRLET,

&L show 802. 1p user_priority

BIC]] Ka<wr Rix, ATy o802, Ip L N— Ry = TEEFa— LD~
T EFRIRLET,

INT A—H— 7L,

] PR =5 I 2L,

%It N— 3 > | 1.00. 01 DL

it 1802, 1p = — YW — B LB 2 — D~ vy VU V2R 21T

Priority-0
Priority-1
Priority—-2
Priority-3
Priority—4
Priority-5
Priority—6
Priority-7

ttshow 802. 1p user_priority

Command: show 802. 1p user_priority

QO0S Class of Traffic

(Class—1>
{Class—0>
{Class—0>
{Class—1>
{Class—2>
{Class—2>
{Class—=3>
{Class—3>

3.31.9 config 802. 1p default_priority

B 802.1p 7 7 4 /L MEEEARTE L £,

&3 config 802. 1p default_priority <<portlist> | all> <priority 0-7>

B ARawy Rix, BEEBERDLNY T Ly %5 LEEEEICED 4T
% 802. 1p EEJCE 2 R — NN CRROE L £77,

RT A=K — <portlist> - RETHHR— FNEIFA— MEHEZFEE LT,
all = 24 v FDOTRTOR— MIEHLET,
<priority 0-7> — E|D ¥ CHERMEEFEE LT,

] R = I BHET I NOHRKRa~ Yy REFITTEET,

K/ N— 3

1.00. 01 LAR%
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FERB]: AL ~FI2802. 1p T 7 4 /v s DEREEZRTET HI121%

ticonfig 802. 1p default_priority all 5
Command: config 802. 1p default_priority all 5

Success.

3.31.10 show 802. 1p default_priority

HE 802.1p 7 7 /v MEEE AR R L E T,

1§ show 802. 1p default_priority [ <portlist> ]

] AKa~< R, 802.1p 7 7 4 /v MEFRELZFR R L ET,
INTGRA—=F— <portlist> = FRTHR— b ELIFIA— MEHZHEEL 7,
il R IH 7L,

XN— g 1. 00. 01 LA

fERB] AR — b 1-16 @ 802. 1p 7 7 4/ h DIESEE DR E & F£RrT HI1T1E

ttshow 802. 1p default_priority 1-16
Command: show 802. 1p default_priority 1-16

Port Priority

© 0 3 O O1 = w N =

= e
Ol B W NN = O
S O O O O O O O O o o o o o o o

—
(o))
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3.31.11 config cos mapping

H i) AA FIZWMHTH CoS R— b~ B 7 HEZRELET,

I3y config cos mapping ports < <portlist> | all > < none | ethernet
<802. 1p> | ip < tos | dsecp > >

G Kasy NE, AL vy FDCos LAR—FDO~vy B THRRICR L, AR T
FOSRRR S D TiEARE LET, il STy MEL w7 CoS F 2 —
IRk ShET,

INTGA—H— <portlist> - RETHHR— FNEIFA— MEHEZFRE LT,
all = TR_RTOR—MEHRETLHHEITHEELET,

none — fBSEREER—Z D CoS HREA T X CHENIC L E T,

ethernet - A —H¥F v h 7 L —AR—ZADEREEZEHCLET,
802.1p - [802.1p CoSJ ZAHZhNZL £,

ip <tos | dscp> = IP /X7 v hR—ZXDEHREEZFHZL T,

il R IH FHET AV FOHAKax s FeRITTEET,

RS/ N— 9> | 1.00.01 LUK

ERG:AR— K1 % CoS A x—T7 /& LTHRETDHITIE

#iconfig cos mapping ports 1 ethernet 802. 1p
Command: config cos mapping ports 1 ethernet 802. 1p

Success.

3.31.12 show cos mapping

H CoOS~vw BV T RFRLET,

1§ show cos mapping [ ports < <portlist> | all > ]

A AKa<r FiE, CS ¥y BV TDHEYR— L HEICOVWTERLET,
INT A= — {portlist> — KT HAR— MlFHZFIEE L £T,

NT A =B —ZBZME LIS, TR TOR— NOBEERELFRLET,
all = ¥ _XCTOKR— FEERRTHEHIHEELET,

il BRI 3L,

RHGE/N— 5> | 1.00.01 LUK
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i CoS ~ v B v VM A FoRT 521X

#show cos mapping

Command: show cos mapping

Port Ethernet_priority IP_priority

1 802. 1p
2 802. 1p
3 802. 1p
4 802. 1p
5 802. 1p
6 802. 1p
7 802. 1p
8 802. 1p
9 802. 1p
10 802.1p
11 802.1p
12 802.1p
13 802.1p
14 802.1p
15 802.1p
16 802.1p
17 802.1p
18 802.1p
19 802.1p
20 802.1p

of f
off
off
of f
off
off
of f
off
off
of f
off
off
of f
off
off
of f
off
off
of f
off

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

3.31.13 config cos tos value

EL:B) ToSTED +T7 74 v 7 T Ay B T 2BELET,

1§ config cos tos value <value 0-7> <class <class_id 0-3>>

B AKavw R, TSEEN—RY =2 T7EBEF 2 —DOvy B 7 ERELET,

INT A= — <value 0-7> = NT 7 4 w7 7T AZBEAHTTH AT > D ToS % 15
ELET,
{elass_id 0-3> = AA v FDON—= R =2 TREF 2 —OF T2 ELET,
RAAL v FIE, AHDON— R =T EEF2—DNDHVET, ZNbDFa—
120 (RBIRVERLE) & 3(URbmWVELE) O TS 25 S ET,

i) [R5 I HHET W NOIBRa~ L REFETTEET,

KIEN— g

1.00. 01 LAR%
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ERFEITOS b2 h T 7 4 v 7 7 TF7A 1~y BV TICRETHITIE

#iconfig cos tos value 5 class 1

Command: config cos tos value 5 class 1

Success.

TEEE

0 AT RISl Teos) MREAHY EFA. cos) (ST RRTILHEE A,

3.31.14 show cos tos

HI TosfED N T 7 4 w0 IV T A~ B T RRLET,

3L show cos tos [ value <value 0-7> ]

i RKa<w Rt ToSTEO N T 7 4 v 7 VT A~ B T E2FRLET,

INT A =L — value 0-7> = AF"7y hOTOSEAZFREL £, /N T A —F —DFFENE

WA, ITRXRTCDO N TIA T4 v I VT A E T RFERENET,

il BRI L,

S S— 3> | 1.00.01 LA

ERBI:TOS 5D TOS bF 7 4 v 7 7T A~y BT HFRTDHITIE

#tshow cos tos value 5

Command: show cos tos value b

TOS value Class

3.31.15 config dscp_mapping

HAY DSCPIED NTF 7 4 vV ) TAS Y U TEFRELET,

1§ config dscp_mapping dscp_value <value 0-63> < class <class_id 0-3> >
] Aa~< Rix, DSCPEEN— Ry =T EEX 2 —Dv v B TR ELET,
NG A= S — <value 0-63> — 7 7 X ID & BT 4% DSCP & F57E L %9,

{class_id 0-3> = AA v FDO/NN— R =2 TBEX2—DFFERELET, K
AA FNNE, AHON— R = THELEF 2 —RHD T, ZNHDF=2—(F0
(T DIRVMEEE) & 3mbEVELE M TEEEMEEINET,

il R IH FHET AV FOHRKax s FeRITTEET,

S S— 3> | 1.00.01 LA
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ERBIDSCP D NT T 4 w7 7T AR B T HRIET HITIT

ficonfig dscp_mapping dscp_value 8 class 1

Command: config dscp_mapping dscp_value 8 class 1

Success.

3.31.16 show dscp_mapping

HHY DSCPIED N T 7 4 v 7 IV T A~y B TR LET,

1§ show dscp_mapping [ dscp_value <value 0-63> ]

B ARKa< RiE, DSCPIED ST 7 4 v 7 7T A~ v & TR LET,

INTG A —H— <value 0-63> = AJj"7ry D DSCPEAFEE LE T, /XT A —F —Dg%EN
ENTWRWGEA, T _XTODSCP N T 7 4 w7 7 TAYy BV I RFERENE
R

il BRI 2L,

KGN — 3 > | 1.00. 01 BLRE

ERBIDSCP D RNT T 4 v 7 7T A~y B T R RT HITIT

#ishow dscp_mapping

Command: show dscp_mapping

DSCP Class

© 0 3 O O = W DN = O

[ S Sy S
D O A W N = O
SO O O O O O O O O O O O oo oo oo o o o

—
-3

18 0
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.32 7O ERFHEI)R+ (ACL)aT >k

AA FIET 7B AHEY A REEH LT, IPT7T RLABIOVAC 7 R LU ARIZHESEEEFEDT A
ARLT NA AT N—T DXy NT—I T 7 ABELETEHLIICLET,

TIRATa T 7 ANEERT D E, K37y by B—OFOFERIZHEN, AL v F B3y K
HRR A IRET DO DEELRETE L X IITRY £,

T AT T 7 A NVOVERRITIEARIINC 2 SOETaIE T, BHIZ Tcreate
access_profile] A~ REEA LT 727 a7 v A VE2ERLET, #lziE, 7% v bk
10.42.73.0 ~ 10.42.73.255 (CKLTEPMNT 7 4 v 7 ZHlIRLIZWGE . (ZLOICAA v FITH L
THEILV—LOET 4 — )V RTRTCERMET D7 78RS0 77 A VEERLET,

HAINCHEDIEL LTIP T RVRAEMEHT LT 78X 7 07 7 A VE/ERR L ET,
create access_profile ip source_ip_mask 255.255.255.0 profile_id 1

EROBITIE, AL v TFNZELEFETL—LDIP 74—V RERHET LT 78R T 77 ()L
EERLE LTc, AL v F PRI LICAIEEIL IP 7 R X ZFEFEIC LV source_ip_mask & MG L
9, profile id XT A—FZ =ML TT 7 AT 07 7 A VCHBIEFESZHRELET, 22Tl
1ZBELET, ZAEBENEC L SEEELTIV Y THIDIHEM L £, profile_idix, 7
BT 7ANY A FHNTEEREZRELE T, BFDO/NE W access_id 1ZE@MWBERENMT G SN E
To TIRART BT 7 A VITEEG LTIV —VNICHAE DR S 556, b @EVELEE (kbR
access_id) D/V— VMBS ESNET, 77 8ARAT 077 ANV ET I AL—LOFKIBRIZEET 5 EHRIT
TRAEZHL TIZ3N,

AA v F JTdeny RTA—FZ—ZMHLTHBEIZAI 7L —2ZHEELET, 22 TlE, ROAT
v P TIRETH IP 7 LA & ip_source_mask BRE D AND XL — 3 T,

AL F DT I RAT0T 7 A NVOYIEIL, T 7 4 v 27 7 u—% permit GFA) LTWET, b
T 7 4y 7 2 flRT H72011E, deny (JE) NT A —F —2HTHMERH Y £,

T RAT T 7 ANVONERHE, A v TFRHLRFET L — LDERETIT 4 NV F ) T RIE
TH-OICEELZBINT H2XLENH Y £9°, config access_profile 2~ REFEH LT, F¥T D
B ERTHH L=V EERLET, SHICHLVWAL—ALTER— 26 H5 IPT FLAD
HEICT 78 AZESTDHEICHRET DA R THAEL X H, ZOHITIE, 10.42.73.0~
10.42.73.255 O IPXfE5ET RV AZRONT v FaT AV Z ) 7 L, #Fal L7gWR— F&2fRE L
£

config access_profile profile_id 1 add access_id 1 ip source_ip 10.42.73.1 port 7 deny

TIRATO T 7 ANEER L EXIZHEE LT (profile_id 1) ZH L EJ, ladd) /3T A—
A—XT7 VAT a7 7 A1 EEEMT N Y R NIPED HHEE AL v FITEMLET,
TR AT T 7 ARG LIRS, =L EEI L, =LY A NNICEREE A HRTET D
access_id ZEIV U TAHZ LN TEET, access idIFA T v 7 AR EOLEZEX L, profile_id
NTOEBEEITHEE 52 £ A, access_id 1T —WF =071 7 7 A LA & DL— )L A fRERT
LA, BOHEHTEET,

ip /NFGA—F =T DOF LV — A RNE T L —b~y X —NO IP T FLAICHEHENS LIl
F9, source_ip IZZDN—NEK T L —b Ny X —OFETIP T FLRICEATALHICAAL vF
WHRR L E9, ®BIC, IP T R A 10.42. 73. 1 1% source_ip_mask 255. 255. 255. 0 {ZHEA L.
10.42.73.0 & 10.42.73.255 OEIOEEITLIP 7 FLAIZIP 7 R A 10.42.73.0 52 £4, &K%EIC
IR EAR— b (R— &S D REESNET,
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EIEER

o APLGM < ') — X Tl ethernet. ip. ipv6. packet_content_mask D& 2 4 FIZxt L
TIL—ILEEZFALTIL—THEEARBICEIY YT, BILTHELET,
ZENTY PRI IL—TARAOEHIL—ILIZHZYT 5568, RELENTOD 7
AIWIDEBRUT7IERIDEZEL DAL NMBELFIFENFETH, ZBT HIL—ILH
BEOUTN—TIZHEET H5E6. RRELDIETOITIL—TIZHLTHAEL. &
R B EIEALIE permit BT deny (deny M ESL) [Ck-oTHITEShET,

0 ACL # 1 7 ipv6 & packet_content_mask, BT DHCP Snooping #&E(X. A TH 2
BEETCLMMEEATEE A, £, 2AFALEBEE. —DD2 4 FI2H L TH
EAEEA: ACL DI KIL—ILEA, RREEHEFRHONFESICHESINET,

0 APLGM & 1) — X TR AT A% )L— L&k (E ethernet. ip. ipv6.
packet_content_mask D& TH A A TDEETHEK 256 T, —DDF A FIZxfL
TEHREMAMBELZIL—ILHIT. EREHERBEZEZAGVEERNTEHFERR & L THIE
EHY FEAD., UTOEEICERENFIREINSIZEAHY FT,

- DOHP RAX—E U JHEEZEMICLTL\SIES
- AL A4 Fipv6 £ L < I& packet_content_mask DJL—ILZEFHL TLSIEE
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3.32. 1

create access_profile

HAY

ACLT 7B AT a7 7 A NVE/ERLE T,

3L

create access_profile < ethernet | ip | ipv6 | packet_content_mask >
profile_id <value 1-256>

ethernet =ethernet < vlan [ <hex 0x0-0xOfff> ] | source_mac <macmask> |

destination_mac <macmask> | 802.1p | ethernet_type >

ip =ip < vlan [<hex 0x0-0xOfff>] | source_ip_mask <netmask> |
destination_ip_mask <netmask> | dscp | < iecmp [ type | code ] | igmp
[type] | tep [ src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0—
O0xffff> | flag mask < all | < urg | ack | psh | rst | syn | fin > > > |
udp < src_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-0xffff> > |
protocol_id_mask <0x0-0xff> > >

ipv6 =ipv6 < class | flowlabel | source_ipv6_mask<ipv6mask> < tcp
[src_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-0xffff> ] | udp
[src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-0xffff> ] > >

packet_content_mask = packet_content_mask < offsetl <{value 2-126> <hex
0x0-OxFFFFFfff> | offset2 <value 2-126> <hex 0x0-0xffffffff> | offset3
<value 2-126> <hex 0x0-Oxffffffff> | offset4d <value 2-126> <hex 0x0-
OxfEFEFffeE> >

B!

AKa<wr RiE, CLOT 7 vA7a 7y A VEERLET, T78ATa 77 AL
. ANT L7 =0 DMy ERET D0 EERLET, 7077 AL Tl
BN H A T DREEITWET, ZA 71X ethernet, ip, ipv6,
packet_content_mask @ 4 fEH) HRINATRET, AT 57 L — LA ORIEH AR
FTDSFEEITVE T, ethernet # A 7 TlL, A —H% Ry b7 b— AR A FHAEX
KLU, ECA—FFy by Z—GHMETLMAC T FLARFSEMAC T LR 8
DERNEEND) ZMET HNL—NEEDDLIENTEET, ip ¥ A7, ipvb
2 ATNE, ENEIIPvA, IPv6 X7 wy b EFRIERIG L L, TP~y & —/IPv6 ~ >
HZ—(IP7 RV R/IPv6 7 R L ZEFRR ENEEND) L, TOEZITH BT
o ha/LDOEREZFERTHL—IAVEZEDDZ ENTEET, packet_content_mask
%, 2= —ERDOT BT 7 A LT, TXTOT L—LEZfiactg s L, AR
A —F =8 ETDEI DO EDIRK AN, NDOT ¢ — )V RERKAHE
THETLHIENTEET, A 72 ELILE, HET L7 — LV REfREL
F9, WERNGRERD 74—V RIZZA TIZH o TEZRY | Hl 21X ethernet ¥ A
TaBR LI 6, VLAN # 7 &2 didid 2% Tvlan), XfEIEMAC T L X Z2fi&d 2
[source mac|, %EHEMAC 7 R U A %FH#& 9% [destination_mac|. EtherType %
A9 % lethernet_typel, 802. 1p JEEMMZ AT D 802, Ip) 726 1 &L E
D7 4=V REEBRLET, 74—V FZLoTE, ~AZEEBET L2000 H
WET, BELLEZ7 44—V DL, FOERESRTL0%E, ~A 7 THRET
HTENTEET, 77 8ATO T 7 AL, V—)VEFED DD DOFHEE T O
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MEEFRTDHHOT, BRI ED X S ITBRELIT 9 20, 707 7 AV EICHE
BT AT 7 EAL— NI LS5 TEDLNET,

INT A—H —

ethernet — f —H % v h 7 L —AZFELFRICLET,
vlan — VLANERZFAE L E3, 6 KD 12 8y h~AZZELET,
source mac <macmask> — EEILMAC T RLZZF|WE L E 3, MACT RL ZAERD
By AT ERELET,
destination _mac <macmask> — ZESCMAC T RLAZFTHELET, MACT KL AR
KD 48 By b~ A7 ZHEELET,
802. 1p — 802. 1p LM ZFRAEL 7,
ethernet_type — EtherType fEZZHE L £,

ip - IP N7y P EFESRICLET,

vlan — VLANfEHAZRAEL £9, 128y hO A7 ZfELET,
source_ip_mask <netmask> — EFETLIP T FLAZHEL EJ, IP 7 KL 2EX
DR Ey PRI ZEELET,

destination_ip_mask <netmask> — %4 IP 7 FLAZFR&ELFT, IPT KL A
WDy h~A7ERELET,

dscp - DiffServ Code Point (DSCP)ff% FH4s L %7,

icmp — Internet Control Message Protocol (ICMP) /3%~ R THDEIME 5 ATl
HELET, LTFOA T a kb IO A vt —VNO—# & HENRICED
HZENTEETS,

type = ICMP A 77 4 —/V FEFEL £

code = ICMP =— K7 ¢ —/L REFA L 7,

igmp — Internet Group Management Protocol (IGMP) X%~ N THHMNE Dk
PFELET, LTOA T a3 2L ) I6MP A vt — VO —iERENRICED
HTENTEET,

type = IGMP Z A 77 4 —/V RaFH&E L £ 7,

tep — Transport Control Protocol (TCP)/ X%y R THLAIME I METHELF
T, LFOAT v a 2Kk D TP~y ¥ —O—HEFENGICE DL LN TE
£7

src_port_mask <hex 0x0-0xffff> — E{F7C TCP AA— M Z A LET, 16 D
16 vy b~AZ ZfELET,

dst_port_mask <hex O0x0-Oxffff> — %E4c TCP A— hZFHA& L 3, 16 XD
6y h~A7ZHELET,

flag mask - TCP ~y X —D =z hu— L7537 %fELET, 2 ha—L 7
Z71E6 By hOEHR T, URG, ACK, PSH, RST, SYN, FINOE v b~ v 7 T
MENET, TNENOE Y MIX L TRERSRET 20 EINEEELE

T, all ZIRIRL2GE, T 3TOE Y FARAIRIZRD £,

udp - Universal Datagram Protocol (UDP) /34> K THAEME I MEFEL £
o UFOAT T a2k D) UDP ~y =Dz it RICEHD L LN TE
£9

src_port_mask <hex 0x0-Oxffff> — E{F5C UDP A" — M Z A& LET, 16 #EHD
6ty h~A7ZHELET,

dst_port_mask <hex 0x0-Oxffff> - %E4C UDP AR — N Z A& L £ 9, 16 KD
16 By hO~RA7 ZRELET,
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protocol_id mask - 7@ b2/ ID 74— /L REZFELET, 16 EEDS E Y b
VA7 BRELET,

ipv6 - IPv6 /X7 v M AFHERRIZ L ET,
class — IPv6 7 7 A& L £ 1,
flowlabel - IPv6 7 12— L&A L £7,
source_ipv6_mask — IPv6 XETLT RL AZHENRICLET, IPv6 7 L 2AJE
XD64 By h~RA7ERELET,
tep = TCP N7y R CTHLMNEIMERFELET, LTOF T 3 /1280 TCP
Ny B =D —IBERERRIZED D Z ENTEET,
src_port_mask — E{EIC TCP R— FEFEZPHEL T, 16 HHED 16 £y h~ A
7 HEELET,
dst_port_mask — %85 TCP AR — FNEHSEZMHA L E7, 16 RO 16 By h~RA 7
EREELET,
udp = UDP X7y R THLMNE I EMELET, U FOF 7T a 12X b UDP
Ny X —D—RERHERNGIZE DD LN TEET,
src_port_mask — E{EILUDP R — FEFEZPFHEL FT, 16 HED 16 £y F~ A
7 HEELET,
dst_port_mask — %85 UDP AR — FNESEHA L ET, 16 EHDO 16 By h~RA 7
BRELET,

packet_content_mask — T R_XRTHOT7 L —AZTELRIZ L T, offsetl~

offsetd TERINDIEED 4 EHEZMERNGR LT HIENTEET,
offsetl~offsetd - 22—V —fFEDOENZHAE L £7, FHEEITIL of fsetl~
offsetd TEFXIN, A7y Min CHRESNET, HELA 7Y MA
WZX LT, A7 L—2 D% D n A NEPLRGT D 4 54 M SFiAx}
RV ET, FBETE DA 7y MEIZ, 220D E D 4 Bl BERUE D 7
T, 2, 6, 10, 14, 18, 22, + « + « 126 720 k7, A7k v ME 126 15
ETHE, JEEENG 126, 127, 0, 1 23 MAPHERRICRY £7,

profile_id <value 1-256> - 727 A7 0 7 7 A L OFMTEIEELET, 2D
TR e 7 A NVOBEEEIC B S ET, AR ACL TliX, #1472
EITMNL L CEMEL 928, A IRE—0EBO T a7 7 A VB FET D56
X, BIEWT e 77 AL ID OA—ANBIEFICHELET, a7 7 A1 1D
I 1~256 OFPHCTHE L £,

il BRI

BHET T hDOHRRKaw s ReFEITTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%
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FERE: 7 7 A0 77 A VEVERT 21T

ficreate access_profile ethernet vlan source_mac 00-00-00-00-00-01 destination_mac 00-00-—
00-00-00-02 802. 1p ethernet_type profile_id 1

Command: create access_profile ethernet vlan source_mac 00-00—-00-00—-00-01 destination_mac
00-00-00-00-00-02 802. 1p ethernet_type profile_id 1

Success.

#create access_profile ip vlan source_ip_mask 20.0.0.0 destination_ip_mask 10.0.0.0 dscp
icmp type code profile_id 2
Command: create access_profile ip vlan source_ip_mask 20.0.0.0 destination_ip_mask

10.0.0.0 dscp icmp type code profile_id 2

Success.

#icreate access_profile packet_content_mask offsetl 2 OxFFFFFFFF profile_id 3
Command: create access_profile packet_content_mask offsetl 2 OxFFFFFFFF profile_id 3

Success.

#

3.32.2 delete access_profile

H ACLT 78 A7 a7 7 A VEHIBRLET,

I3y delete access_profile < profile_id <value 1-256> | all >

a1 AKa<wr RiE, LT 7827 a7 7 A LE2HIBRLET,

INT A=K — profile_id <value 1-256> —HIfrT 567 27 BAT 07 v A NVE T 077 A/ 1D
THRELET,
all - T RTCOT7 7 AT 77 A NVEHFELET,

i) [R5 I HHET W NOIBHRa~ L REFETTEET,

®fa/ =23 > | 1.00. 01 LA

ERE: 777 AL IDR 1 OT 782707 7 A VEHIRT 521X

#idelete access_profile profile_id 1

Command: delete access_profile profile_id 1

Success.
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3.32.3 config access_profile

HHY ACLT 78 AT a7 7 A BIZT 78 A N— LV EBAERR L ET,

&L config access_profile profile_id <value 1-256> < add access_id <
auto_assign | <value 1-65535> > < ethernet | ip | ipv6 | packet content >
< port < <portlist> | all > > < permit [ priority <value 0-7>
[replace_priority] | replace_dscp_with <value 0-63> | counter < enable |
disable > ] | deny | mirror > | delete access_id <value 1-65535> >
ethernet =ethernet < < vlan <vlan_name 32> | vlan_id <vid> [ mask <hex
0x0-0x0fff> ] > | source_mac <macaddr> [ mask <macmask> ] |
destination_mac <macaddr> [ mask <macmask> ] | 802.1p <value 0-7> |
ethernet_type <hex 0x0-O0xffff> >
ip =ip < < vlan <vlan_name 32> | vlan_id <vid> [ mask <hex 0x0-0xOfff> ]
> | source_ip <ipaddr> [ mask <netmask> ] | destination_ip <ipaddr>
[ mask <netmask> ] | dscp <value 0-63> | < icmp [ type <value 0-255> |
code <value 0-255> ] | igmp [ type <value 0-255> ] | tep | udp
protocol_id <value 0-255> >
tep =tcp [ src_port <value 0-65535> [ mask <hex 0x0-Oxffff> ] | dst_port
<value 0-65535> [ mask <hex 0x0-0xffff> ] | flag < all | < urg | ack |
psh | rst | syn | fin > > ]
udp =udp [ src_port <value 0-65535> [ mask <hex 0x0-Oxffff> ] | dst_port
<{value 0-65535> [ mask <hex 0x0-Oxffff> ] ]
ipv6 =ipv6 [ class <value 0-255> | flowlabel <hex 0x0-Oxfffff> |
source_ipv6 <ipvbaddr> [ mask <ipvbmask> ] | < tep [ src_port < value 0-
65535> [ mask <hex 0x0-0xffff> ] | dst_port < value 0-65535>[ mask <hex
0x0-0xffff> ] ] udp < src_port <value 0-65535> [ mask <hex 0x0-Oxffff> ]
| dst_port <value 0-65535> [ mask <hex 0x0-O0xffff> ] ]
packet_content =packet_content [ offsetl <hex 0x0-Oxffffffff> [ mask <hex
0x0-0xffffffff > ] | offset2 <hex OxO-Oxffffffff > [ mask <hex 0x0-
OxFEFfffff > ] | offset3 <hex OxO-OxffFFFfff > [ mask <hex 0x0-Oxffffffff
> 1 | offsetd <hex 0x0-Oxffffffff > [ mask <hex 0x0-Oxffffffff > ] ]

2 AKa<wr RiE, L7 27827077 A )V BT 7B AL—LE2RELET, RE

FTHL—E, T T A IVTERSNZA TIZAEEL, #ET7 4 —V RIS
EFNTVWERENRDHY £, HIzIE, ZA 7 ethernet TEFESNIZT BT 7 AL
FIZZ A7 ip CRETDNV—NERETDHILITTEETA, £, FETIP
T RLADHEZFERNRET 5707 7 AV LTI, 588 IPT RLAEZHET D
N—IVERETDHIEIFITEETA, RETLHNL—ATIE, Fu7rAMIEE
NDHETRCOMREGEFT2HETLILEIH Y AL, FAEETICL->TUI~vRY
ERETELLONRHVETH, a7 7 ANV EORAY LFE—THAHMLETH
DEHA, BIZIE Fu7 7 A0 ETHYIP 7 R L ATk LT 255. 255. 255. 255
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(TRTOFESE P T FUAFEREZFELSG LT D) LRI BRES AT
T, /L—/LTCIE 255.255.255.0 L WIH A7 ZEHATHZENTEET, 20D
Ba, U THIPT RLAIZHLT24 By hOY T Ry b~ A7 ZiEH L2 %
v NT—=2T7 RLAD ) — ReRERBEELET,

ANT V=L NRE LT NV— VBB LTS8 OB (T 7 > a )X, permit,

deny, mirror @ 3 FHFAN LRI L £9, permit (X, A7 L —LEFHFRLET,
IobLE, BEEICETOINER EAEET DI ENTEET, deny X, AT
L— AT L ET, nirror (X, 37—V 7 HR—hMIANT7L—20%
Ak LET,

IRT A= B —

profile_id <value 1-256> - 727 tA70 77 A LD ID Z45E L ET,

add access_id <value 1-65535> — 7 7B A a7 7 A )T 7 A)IL—)L%B
MMLUES, RETDHIEIIIERT D — VORI F 2 ELET, O+
X, A—72 77 AV TOBEEICHEH I, KHIERWT 7 EA2L—L 1D 2 Ff
D= NBIEFICHE L £,

auto_assign — 77 B A)L—L®D ID ZHERICEID Y TES, F— a7 7 AL
NTHEH I TW2WNES/NIWEFERFI D Y THRET,

ethernet — ethernet # A4 7OT7 /AT a7 7 A /LVDO)L—)LTHEHLET, LIF
DOREIC LD FERNGN— LV OEESLM 2 EL £,

vlan <vlan name 32> - VLANfHF#HZIHAE L 7, SEEM T VLAN A THEL £
7

vlan_id <vid> - VLAN 1RO L £, BESAFHT VLAN ID THRE L £7.
mask 472 a3 TI2 8y bR AT EfETDHI LN TEET,

source_mac <macaddr> — EFETLMAC T RL AZFE L 79, &FHLMLITVACT
RLABATHRELE T, mask 772 TMACT RLAEXD 48 £y h~ A
JEBETCEET,

destination_mac <macaddr> — %8JCMAC 7 KLU AZFH&E L £, S ESMIT MAC
T RLAERTIEELET, mask 7> a > TMCT RLAERD 48 By b~
A7 HRETEET,

802. 1p <value 0-7> - 802. Ip a4 A L £4, A BSMILKME(0~T7) T
ELET,

ethernet_type <hex 0x0-0xffff> — EtherType ZFi& L £9, S/ T 16 ¢
16 vy hOFRTHELETS

ip- ipZATDOT 7 EAZATO 77 ANLDOL—)LTHEHLET, LTFTOREIZEY
TAEN RN — VOB ERELE T,

vlan <vlan_name 32> — VLANHF#HRZHEL 9, SFSFLMHITIVIANL CTHREL F
R

vlan_id <vid> - VLANEHROFIAE L EF, GESMIL VLAN ID THREL 7,
mask 7> a T2y "R EIBETHZENTEET,

source_ip <ipaddr> - #EILIP T RLAZTE LT, SBEZIP T FL
AR THELET, mask A7 a v TIPT7 FLAERD 32 By b~ 7 %45
ETEET,

destination_ip <ipaddr> - %85 IP 7 FLAZFEL £, AESMEFIP TR
LA THELET, mask 773 a0 TIP 7 FLRAERAD 2 vy h~R 7 %

256/384




fRECTEET,

dscp <value 0-63> — DSCPHZFAE L £7, SESMITEME (0~63) THREL £
R

icmp — ICMP X7 REESESMHELET, UTOF T a2k ICMP A vt
—VNOIERZRENRIZED D ZENTEET,

type <0-255> — ICMP # A 77 4 — /L R&ZFHAE L £ 9, A BEGHFIEEE (0~255)
THRELET,

code <0-255> — ICMP =1— K7 ¢ —/L F&FHE L £9, SESMITHIE (0~255)
THRELET,

igmp — IGMP X7y FEABESME LET, LFOAF T2 a2k IGMP A vk
—VNOEREFERGICED D ENTEET,

type <0-255> — IGMP ¥ A 77 4 —/V &t LE 9, B85 M1E5E (0~255)
THRELET,

tep = TCP Xy R &2EEEMEE LET, LFOAF T2 a /2L Y TP~y ¥ —
DIEREFENGIIEZ DL ENTEET,

src_port <value 0-65535> — EfFIC TCP A — " FEEZEZREL T, AESLMIT
M (0~65535) THELET, mask 77> a o Tl6 KD 16 By h~A 7 %
fREc&E7,

dst_port <value 0-65535> — %4C TCP "— M EFZFEL T3, AESMHITE
B (0~65535) THRE L £9, mask 7 a > T16 KD 16 £y b~ A7 %45
ETEET,

flag = TCP ~y X —Darv ha—V7 7 7 2RELET, AEEEIIEKTT 7
(urg/ack/psh/rst/syn/fin) THEL E 7, all DBEEIXT I TO T T FHER
ShifRETHESNET,

udp — UDP X7 hEAESEME LET, UTFOA T a3 12k D UDP ~y & —
DIEHREPERNRICEZTDDH LN TEET,

src_port <value 0-65535> — &[Z7C UDP R— hEF&Eiid LET, AESLMIT
B (0~65535) THRELET, mask A7 arTle D16 By h~AT %
fRETEET,

dst_port <value 0-65535> — %E%C UDP &"— FEFEZRAEL £9, SBSHITK
fiE (0~65535) THRE L £9, mask 7 a > T16 8D 16 £ b~ 27 Z45
ETEET,

protocol_id <value 0-255> — 7’v ha)L 1D 7 4 —/L REZFEL E£I, 5%
PR35l (0~255) THRE L £,

ipv6 — ipv6 XA T DT 7B AT a7 7 A NDNL—LTHEHLET, LLTFTOREIC
KBRS — NV OEEEMHERELET,
class = IPv6 7 7 ZZFHAE L 9, GESEMITHUE (0~255) THRE L £ 7,
flowlabel — IPv6 7 —F LA GRA LET, AEGMIL 16 #5020 £y KT
ELET,
source_ipv6_mask — IPv6 EETLT FLAZHEL 7, SEMIXIPve 7 R L
A THELET,
tep = TCP N7 b2 BBESRMFE LET, UFOA T a 1280 TP~y ¥ —
DIERZHES RGO D ENTEET,
src_port — EJC TCP AR — hEZZ A L £3, &BSM13H1E (0~65535) T
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FELET, mask 47> a v TI6HED 16 By b~ A7 ZBETEXET,
dst_port — %E%¢ TCP AR — h& S 2 A LE T, A8 135E (0~65535) T
ELET, msk 77 a v TI6HERED 16 By h~ AT EZIBETXET,

udp = UDP Ry NEEHEMEE LET, LTFOAF T a kb UDP ~y & —
DOIERERESRICEDD Z ENTEET,

src_port — PEFIC UDP AN— FESEZFHA L £, AESAHITEIE (0~65535) T
FELET, mask 47> a > CI6HEED 16 By N~ AT ZIBETEXET,
dst_port — 56%% UDP RN— FEF S 2 il LE . AESRMIIEME (0~65535) THi
ELET, msk 77 a vV TI6H#ERD 16 By h~ AT EZIBETXET,

packet_content — packet_content_mask ¥4 7D7 7ERX 077 A /VTHEHL
F7., UTOREIZLVRENRONL— VOGBS EIRELET,
offsetl — offsetd - 77 AT 7 7 AV TCERLILEFZHEL T, 6
ST 16 %32 By FTHREL £,

port <portlist> — L— L EZEWHT DAL v T DR—  EZEZBELET, &XE
L7ZR— MIADT Dy ERT 7 & 2 — L ORERNRICe Y £97, all 133
RTOR— bR £7,
permit — = /WZHET L7y MEFFAILES, UTOAT v a A2 ky,
HREREO R 21T S Z N TEET,
priority <value 0-7> - AJJL7=/3/ v b &, 8E L7ME (0~T7) D 802. 1p &
HELEFFONTy NEBIRUTHRIRL, FRED NN— KT = 7HEEF 2 —THR%
L£79, replace_priority 7> a v ZBMT B L. /X7y D 802. 1p BHCE
HihZ2EXWWMZ D ENTEET,
replace_dscp_with <value 0-63> — AJ)/3/r+ k@ DSCP fE % f5E L 7= (0~
6 ITEEHZ ET,
counter — B U X —HEEEA A E-IFESICLES, ZNFA T a T
o T AN P TIEHEDR>THET, L—ARBT7r—A—F—ITHERIN
BRWGE AT ATy KRBT hERET, AR T a— A —H—(C
WRENDHE, hv o2 —F EEXSNET,
deny - W= VIZEETH Xy 2T 4V B2V 7 LET,
mirror — L= /VICEET oy FaIT7—U T LET,
delete access_id <value 1-65535> — FEEEL/=T 7 A /L—)LZHIBRL FT,
] PR =5 I BEET T hOIHARaw s REETTEET,
Kt/ — g > | 1.00. 01 LA

fif F 4512 10. 42. 73. 0~10. 42. 73. 255 OFPANT IP 7 KL A ZFFOR— R TO T L—LE T (L HF U >
T H0DITa Ty ANIDN L OT 7 ERAT a7 7 A NVERET DHITIE
ficonfig access_profile profile_id 1 add access_id 1 ip source_ip 10.42.73.1 port 7 deny

Command: config access_profile profile_id 1 add access_id 1 ip source_ip 10.42.73.1 port 7
deny

Success.
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3.32.4 show access_profile

H ACLT 78 AT a7 7 A NET I ANL—NVEFRLET,

X show access_profile [ profile_id <value 1-256> ]

A ARKavw RiE, ACLT 78R 077 A )V EBERINTWDLT 7 EAL—L%
FrRLET,

INT A—H — profile_id <value 1-256> - a7 7 A /L ID ZEELCl>DTa 77 A )L
DIk T D7 7 8ANV—NDHERRLET, 077 AV 1D &% 1~256
DHEIPFATANLET,

] PR =5 I 7L,

XfIs/N— g > | 1.00. 01 LA

ERG: AL v FICBAERE SN TWATRTOT 78 AT 07 7 A )VEFRT DI

#ishow access_profile

Command: show access_profile

Access Profile Table

Profile ID: 1 Type: Ethernet Frame Filter
Owner: ACL

Masks Option

VLAN Source MAC Destination MAC  802. 1P Eth Type
0xFFF 00-00-00-00-00-01 00-00—00-00-00-02

Profile ID: 2 Type: IPv4 Frame Filter — ICMP
Owner: ACL

Masks Option

VLAN Source IP Dest. IP DSCP Prot Type Code
0xFFF 20.0.0.0 10.0.0.0 ICMP

Total Profile Entries: 2

Total Used Rule Entries: 0

Total Unused Rule Entries: 256
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3.33. JO—A—A—a<T UK
3.33.1 config flow_meter profile_id

ELb)

TIRATO T 7 AN EN— DNy T B R—=AD A —H T
THEREE X TE L E T,

15 3C

config flow_meter profile_id <value 1-256> access_id <access_id> < <
rate <value 64-1024000> burst_size <value 4-16384> rate_exceed
{drop_packet |remark_dscp <value 0-63> > > | delete >

B!

Kavwr NiE, 7r—_"—2RRXA—=Z Y TERELET, A—% 1 7HiE
X, (o7 —h 255 —%F— K] (single—rate two—color mode) D%
A=K LET, AERONRT A—F—2HHT HIT1E, 77 EBAL—LE 5K
WZAERRT 20 ER H Y £,

R 2 Kbps O BN TRRE TE £, g4 EE L-He, 27471
— ¥ a Ao T, BNy MIIREE, E72IEDSCP 7 4 — L REEID M TH
NET,

RELV— FEESFT 572018, N7y MIACL V—/VZIEWLER S E T,
K7 —A—H—1U o FTHEREIX ACL /L— /L Tpermit] 7> Tmirror] DG D
i ASER

INT A =L —

profile_id - w7 7 A )V IDFEBEZHELET,

access_id - 77 EBAIDEZZIBELFT,

rate = YU NL—h2HT—FE—ROL—hERELET, 7o —0ORENR
IglE % Kbps THRE L £9, f/hb— ML 64 Kbps T, BREFRE/ AL — MX
1,024,000 T,

burst_size - ¥ 7N L — k2 HT7—F— RKON—R " A XEHFELET,
BAZLIZ, Kbytes T, N—R A XOF/MEIZ 4 K34 R T, e RHEIZ
16384 K /34 R TH, N—R M A XOFREIL AK A FOFEHTT,
rate_exceed - VU N L — K2 W T —F— RFROREL— bME@w LT/
FOWERIZOWTRELET, ZOLBEFLL FOHEOWT AN EFRETE £
7

drop_packet: i/ /X7 > N EEFET S,

remark_dscp: DSCP OFEIV Y TE N7 v MI~v—27 T 5, #Him L7377 > ME
F MR E A S <BRESNET,

delete — fEE L7z 7 0 — A —HX—%HIERL £,

il BRI

BHET T hDOHRRaw s ReFEITTEET,

K/ N—2 g v

1. 00. 01 LLf%

B ACL L— V=BT DA T Yy FDOL— R EAR=Z M ERET DT

drop_packet

Success.

#config flow_meter profile_id 1 access_id 1 rate 64 burst_size 64 rate_exceed drop_packet

Command: config flow_meter profile_id 1 access_id 1 rate 64 burst_size 64 rate_exceed
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3.33.2 show flow_meter

HAY TH—_R—ZADA =RV TREEFRRLET,
I3y show flow_meter [ profile_id <value 1-256> [ access_id <access_id> ] ]
B RKawr R, 7e— A= —DFEEHRZRLET,
PRG A — K — profile_id <value 1-256> - 7B 77 A )L ID HHZIELET,
access_id <access_id> - 77 A IDFHFEHRELET,
] PR =5 I 7L,
K N— g v 1. 00. 01 LA

G 70— XA =2 —DOREEFRT DHITIL

fishow flow_meter

Command: show flow_meter

Flow Meter information:

Profile
Rate:

Profile
Rate:

#

Actions:
Conform :
Violate :

Actions:
Conform :
Violate :

ID 1
2000 (Kbps)

Permit

Drop

ID 1
2000 (Kbps)

Permit

Permit

Access ID : 1 Mode : Single-rate Two—color
Burst Size:1000 (Kbyte)

Access ID : 2 Mode : Single-rate Two—color
Burst Size:1016 (Kbyte)

Replace_dscp : 20

Total Flow Meter Entries: 2
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3.34 802.1Xavw> kK

AAA »F X, IEEE 802. IX R— hR—ZAB LKA h_X—RT 7 & AHIERERE N B ST E
To TOAB=ALF, F— IR 7 L—AEEZET DRI S 2T HUT 72 B V&R — F O
EER—MIRETHZ LY, Fifr—Y—F 23O Ry NU—F7 T NNA ZANRFy NU—2 1
V—RLT VEATELHAZHE25Z 2B LET,

3.34.1 enable 802. 1x

HHY 802. 1X FRAFHEREZ AN L9,

L enable 802. 1x

B! Ao~ R, 802. IXBFHAKRED 7/ a — LR EEH N LET,
INT A=K — 72 L,

] PR =5 I BHET T hOBHRARa~ L ReFITTEET,

Kt N— 3 > | 1.00. 01 LA

5 F B : 802, 1X FRFEMERE 2 A2 9 D21

#tenable 802. 1x
Command: enable 802. 1x

Success.

TEEE

0 B VLAN 2T 2184, 21U S TaREARARARIE 64 BKTT.
K% 64 1Z(2. MAC/Web/802. 1X DRI THAT 258 VLAN Dk M EEHE
_d_o

(B VLAN @R L MER L. COBKINEMICEEENELA)
0 BERDBIEERIL VAN E 81 FLTEBBRINES., 208, BIEERAKIC
L VAN (SHEELANEEBAHET e, BEDBTEMBRLET.

3.34.2 disable 802. 1x

HHY 802. 1X FRAFHERE 2 MEhIZ L £ 9,

T 3L disable 802. 1x

B Aoa< R, 802. IX BFEMERED 7' o — S LR E & RN L E T,
INT A—H— 7L,

] PR =5 I BEET T hOIHARaw s REETTEET,

$fita— 3 > | 1.00. 01 LLRE
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5 51 : 802. 1X FRAFAERE 2 N3 5121

Success.

fidisable 802. 1x
Command: disable 802. 1x

3.34.3 config 802. 1x auth_protocol

H 802. IXFFE7' 1 h I VARE LE T,

1§ config 802. 1x auth_protocol < local | radius_eap >

i A AKaxr i, 802 IXFHGET v ha v 2fFE L9, m—HAEE. b LI
RADIUS 7’1t h =LA L -RBREZ IR L £9,

NG A —H— local | radius_ eap — T HFRAET 0 haLvDX A TEFRELET,

] [R5 I HHET Wy NOHRa~ L REFE[TTEET,

XfIs/N— 3 > | 1.00. 01 LA

fEFF:FEEE 7 2 b 22L& RADIUS HRUTERE T 1T

Success.

#iconfig 802. 1x auth_protocol radius_eap

Command: config 802. 1x auth_protocol radius_eap

FEREE

0 802. 1X DO — A JLEBEEIZ. MD5 DAY H— k LET,

3.34.4 config 802. 1x auth_failover

HAY

802. 1X FEED failover ZREL F 1,

3L

config 802. 1x auth_failover < enable [ mode < permit [ vlanid <vlanid 1-
4094 > ] > | local ] | disable >

]

Ao~ RiL. 802. 1X ZBEE T RADIUS Yr— _N—DFEEISEN R WEE, v —h LT
— H N_R— AFREE, F I RE A FRRERTF FT 24T O failover BEREA X E L £,

INTA—=H—

enable — FEREY — X—BIGE N 72V RE, failover HREA M L £,
permit - EE?E%W/<~75>EKE’K7D§7L£D\E# SR RAERT FT ATV E T,
vlanid <vlanid 1-4094> - FHEFFFA[ZIZATE TS vlianid ZHE L £ 1,
local - %ﬁ?ﬁ#%ﬁﬁ’fﬁ?ﬁi‘f;b\ﬂj@ 0 — BT —E X=X DHBREEITVET,
disable — FRFEV— "= DISENRWVERZ, failover HREZ M H L EH A,

il PR IR

EHET T FOHARIAT S FEFATTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 09. 00 DL

263/384




RG] 802, 1X ZREE T failover HEREZ BN T A1

ficonfig 802. 1x auth_failover enable mode permit vlanid 3

Command: config 802. 1x auth_failover enable mode permit vlanid 3

Success.

TEEE

‘) T 1A LA —N—iBEI B+ BRI SREE R (Permit) (. ¥ T4 —L
FESE & 17 BRIEEME A B B 1=, +HRHOE. EALTEEL,

@ oo Cornit) 3. BESR TV RADIUS $—/S—2 THE A LT
NDBFIZ, 7)) H > FIZEAP-Success ZiRLET ., LML, TV HY b4
FkIZ & 5 TI& EAP-Success Z{E& + FRFI R INIRREIZCAE 59, BIEEXRGLEE®
REIRINt:  EAPOL-Start X EZ# YR L. RANEZBRYRIZEEIHY E
ER

‘) I 1A LA —N—HERE(E. RADIUS H—/S\— DB EMN S A LT ™ k LB (=8
T DHEETY, RIABDOBEEZELEBERIBELER A

() T T A LA —IN—HERESRERE . RADIUS H—/N— D& A LT ™ +EERIIE 30 #0 LIRS
BELTLESWL, TIAHILLEREIZISRTT,

3.34.5 config 802. 1x capability ports

H Y AR— NI T 802. IX FRFFZRE L 77,

&L config 802. 1x capability ports < <portlist> | all > <authenticator | none>
i Ko< RiE, 802 IXF¥GEA FEfi§ 5 AN — FZ2BE LET,

NT A —=F—  [<portlist> - RET HAR— b EITR— MEHEZRE L £7,

all — 2 v FDOFTXRTOR— 2R ELET,
authenticator — Z DA — hTIX 802. IXFiFFut A& E L 7,
none - ZMDAR— FTIZ802. IXFAFIZL V&I SN EH A,

il R IH FHET AV MO Kax s FeRITTEET,

®Hh/N— =3 > [1.00.01 DA

] AR — & 1~10 1T 802. 1X FILEZ R ET AT

ficonfig 802. 1x capability ports 1-10 authenticator
Command: config 802. 1x capability ports 1-10 authenticator

Success.
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3.34.6 config 802. 1x auth_parameter ports

HAY

802. IXFRFF/NT A—H —ZRE L ET,

3L

config 802. 1x auth_parameter ports < <portlist> | all > < default |
direction < both | in > | port_control < force unauth | auto | force_ auth
> | quiet_period <sec 0-65535> | tx_period <sec 1-65535> | supp_timeout
{sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> |
reauth_period <sec 1-65535> | enable_reauth < enable | disable > >

B!

Ko< NiE, A— FHEALD 802, IX FBAF/NT A—X —ZFHE L E1, default /3
TA—H =T, KRR — D 802. IXFRIERELET 7 /v MEIZCE L £,

INTA—=H—

<portlist> - WET HA— bEITA— MEFHZIBEELET,

all — 2 v FDOFTXTOR— F%&F beiﬁ“

default — $5E L7zA— h @ 802. IX AR ELZ T 7 4 /v MEIZRE L E7,
direction <both | in> — A— h_X—ZFWREIZB T, 802. IX FRFEEAT 9 AR — k

ZAZ M S (both) F72ITZFH T (in) DIEE ZHIET 20 Z R E L E

“9’"0

port_control - FRAFALERICE T H2EHHOHIEZHE L ET, LLTORGES 7~
a BB, 802 IX FRAEAAT 9 AR — bk TlX rautoj ERELET,

force_unauth — 7"— b Z5&H|AYICIRRRERIRAEIZ L £ T,

auto - R— kT 802. 1X & niE’i’ﬁO M*%%:bk ;inﬂﬂ% LETS

force_auth — 7"— R & JRHf|ICFEREF A DRFEIC L T,

quiet_period <sec 0-65535> — FRFFKAHL DT 1 /7%%%@% LES, 7V
T EBBRECRKT 5 &, 7 ry ZRFHEARE T 5 F TIEHEY 7Y 1 ko
HRSREZFITL THISE LEE A,

tx_period <sec 1-65535> — EAP Request/Identity /X% v k&[5 M@ % % E

F 9, tx_period THRE LW, ¥ 7V B2 b DINENIEN - 2156, HEiE
1% EAP Request/Identity /347 v & HELET,

supp_timeout <sec 1-65535> — EAP Request/Identity LAZFD 3T D EAP /N4 v
MZXTHH TV B N (22— =) DD DISE ORI Z % E L E T,
server_timeout <sec 1-65535> — RADIUS H—/S—7n 0 DJRE & FF DR 2 38 L
£7,
max_req <value 1-10> — H% 7V & MZE(ET 5 EAP Request/Identity /37 v
NDOERREEEZHRELET,

reauth_period <sec 1-65535> — 7 74 7 F OEM 2 FHEIEOMREEZRE L
£

enable_reauth <enable | disable> — AA v FNHRHIFTIMNE I NEREL E
T, AT 5L, Treauth_period) /3T A—X—THRELZHE TCL—V—%
BRGEL £,

il R IH

BEHET T NORARRKa~w s REFTTEET,

X/ N—2 g v

1.00. 01 LAR%
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ERB): A — b 1~20 {2 802. IX fBAE/NT A —H —% T 7 4 /)L FiXEIZT HITIX

Success.

ficonfig 802. 1x auth_parameter ports 1-20 default
Command: config 802. 1x auth_parameter ports 1-20 default

3.34.7 config 802.1x init

ELD A— b 802. 1X FALE ML L F 7,

1§ config 802. 1x init < port_based ports < <portlist> | all > | mac_based
> ports <<portlist> | all >> [ mac_address <macaddr> ] >

Bk Aa~<r R, %Ebtf—bw8w1xwﬁ%tt (I L £,

INTG A =S — port_based — A— h_X—ZFHFET 802. 1X AL & ML T HBRTHE L £
mac_based — A A h_X— AFUFET 802. IX FRFEE WML HERICHEE LE 4, ¥
Wb ZFHT 2 RBHAA R ZVMC T RLUATIHRET DI LM TEET,
ports <portlist> — AR— hFEIF— FMEFHEZIEEL T,
all = A v FOTRTOR— MEEELET,
mac_address <macaddr> - #JHbLTAHAFPDODMACT KL AEZ AT LET,

i) [R5 I HHET W NOIBRa~ L REFETTEET,

KN— g v 1. 00. 01 LA

ﬁiﬂq{ﬁj —g—/\f@j‘  OFRGE 'Ij( %*ﬂﬂ;ﬁ’ﬂﬁj—é

Success.

ficonfig 802. 1x init port_based ports all
Command: config 802. 1x init port_based ports all

3.34.8 config 802. 1x reauth

ELD 802. IX ABREDHFEREZITV E 4,
&3 config 802. 1x reauth < port_based ports < <portlist> | all > |
mac_based > ports < <portlist> | all > [ mac_address <macaddr> ] >
] Ao~ RiE, HBE LA — hT802. IX RGN HRGEZ 1272 BTV ET,
INT A —H — port_based — AN— F_X—RAFIECHILFEAZITO BRI E L £,
mac_based — ARA F_N—ZFWFECHABELIT O BICIHEE L £9, B2 1T9
HRABANEZMACT RLATIEET S22 ENTEET,
ports <portlist> — A— M E=iEA— bFHEZFHE L ET,
all - A v FOTRTOR— b EFRELET,
mac_address <macaddr> — FFRRALT DR A RDMAC T RLAZ AT LET,
] PR =5 I BEHET W NOARRav L REFITTEET,
Xt 3— 3 > | 1.00.01 BARE
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FERG]: AR —  1-18 0 802. 1X FRFEZ FRAET 51

Success.

ticonfig 802. 1x reauth port_based ports 1-18
Command: config 802. 1x reauth port_based ports 1-18

3.34.9 config radius add

HAY

RADIUS H— _R— %24k L7,

3L

config radius add < server_index 1-3> <server_ip> key <passwd 32> <
default | < auth_port <udp_port_number 1-65535> | acct_port
<udp_port_number 1-65535> > >

B!

Ko< Fix, FRERICHEHT 5 RADIUS —_"—2RELET,

T A= B —

<server_index 1-3> = RADIUS ¥ —/N—DA T v 7 ARG E#H D Y TET,

K 3 DOFETORADIUS = "—% 24 v FITRETEET, BELIA T v

7 A5 D/NS WIIEIZ RADIUS DISE ZRERE L, EAITIGE L7z RADIUS H—3
— b — N — & U TRk L £,

{server_ip> — RADIUS #—_—@D IP 7 KL AZ AN LET,

key <passwd 32> - RADIUS H—/3—& A » F03Mli 52 A MEHEE 32 3

FLNTHRELET,

default — Tlauth_port] & Tacct_port] EREDWM HFIZT 7 /L~ UDP AR — b

B aeRELET,

auth_port <udp_port_number 1-65535> — #RiFFV 7 =X MI%td 5 UDP R"— bk

FErBELET, 7740 MElZ, 1812 TY,

acct_port <udp_port number 1-65535> — 7 hH DT 47U 7 A MIXIT

5 UDP R— bESERELES, 7 74/L MaE, 1813 T,

il BRI

BHET T hDOHRRaw s REFEITTEET,

K= 3

1.00. 01 LAR%

{5 1) : RADIUS H— /N —Z %Gk 5 121E

Success.

ficonfig radius add 1 10.48.74. 121 key APS default
Command: config radius add 1 10.48.74. 121 key APS default
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3.34.10 config radius

HAY

Bk L7 RADIUS —R— DR EXLEH L7,

3L

config radius <server_index 1-3> [ ipaddress <server_ip> | key <passwd
32> | auth_port <udp_port_number 1-65535> | acct_port <udp_port_number
1-65535> ]

]

gk L7~ RADIUS H—R_R—DF EX LT LET,

INTA—=H—

(server_index 1-3> — %k L72 RADIUS h—"—DA VT v 7 AFKZEHIEE L
EJr RN

ipaddress <server_ip> — RADIUS #— _—®D [P 7 KL RAZAEE L £7,

key <passwd 32> - RADIUS H—/3—& XA » F03Mli 52 A MEHEE 32 3

FLUNTEHRLET,

auth_port <udp_port_number 1-65535> — FRFFY 7/ =X MIxfd 5 UDP FR— K
B BELET,

acct_port <udp_port_number 1-65535> — T H VT 47 V7T A NIXT
% UDP AR— b/ S ZZLEHL £,

il PR IR

BHET T NDOHRRaw s REFEITTEET,

K/ N— 3

1.00. 01 LAR%

5 B3 : RADIUS H— N—R EAE BT T 5121

Success.

ficonfig radius 1 ipaddress 10.1.1.1 key APS-1
Command: config radius 1 ipaddress 10.1.1.1 key APS-1

3.34.11 config radius delete

H AJJF# RADIUS H— S —gE 2 HIFR L £97,

&3 config radius delete <server_index 1-3>

it Aa<r Rk, ASFEHRADIUS — "—RE L HIBR L £9°,

INT A —H— <{server_index 1-3> — HIR L 7=V RADIUS y—_R—DEE5EIETETLET,
il B < LE BEET U NOIRRa v ReRITTEET,

XIS N—v 3 | 1.00. 01 BARE

55 FA 1« 3% 5 A RADIUS Hr— N —3RE 2 HIFR 2 121X

Success.

ticonfig radius delete 1

Command: config radius delete 1
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3.34.12 config radius parameter

H 1 RADIUS H— =D/ T A —H — % E L ET,
&L config radius parameter < timeout <int 1-255> | retransmit <int 1-255>
B Aza< Rix, RADIUS H—R—DRT A —F —%ZFHELET,
INT A —H— timeout <int 1-255)> — Y — N—DnE 2 F oM A A LET,

77 4V MEIX 5 B TY,

retransmit <int 1-255> — kA AN LES, 7 74V MEZ 2 TT,
] [R5 I BHET W NOHRKRa~ Ly REFITTEET,
Kt N— 3 > | 1.00. 01 LA

fE R RADIUS Hr— R—D X A AT 7 " A a v 2RETAHICIE

Command:

Success.

ficonfig radius parameter timeout 3

config radius parameter timeout 3

3.34.13 create 802. 1x user

H 802. IX FiFD m — I )L —HP—Z2 Bk L £,

L create 802.1x user <username 15>

G| Ko< &, 802. IXFEIED 1 — 2 —F —Z2Ek L £,

INT A —H — {username 15> — PATHT 16 L TFUNTL—HF—LEZHELET,
] PR =¥ I BEHET T NOHRRav REFITTEET,

Rt N— 3 > ] 1.00. 01 LR

{5 F51: 802, 1X FBEFD u— B )L a—HF —Z1EkT 5 IC

Command:

Success.

ficreate 802. 1x user APS
create 802. 1x user APS

Enter a case—sensitive new password:kiisksok

Enter the new password again for confirmation:sksksksksk

3.34.14 delete 802. 1x user

HH 802. IX FiFDu —H N a—F—%2HlELET,

S delete 802. 1x user <username 15>

] ARa<r Rid, BESI TS 802. IXFRAED r—H )L a—H—ZHIfR L 97,
INT A — K — {username 15> — —H—4 (X 15 LTFF TCOFMAFITCHRETETET,
i) [R5 I HHET W NOIBRa~ L REFETTEET,

K N—2 3

1.00. 01 LAR%
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fif 1 : 802, 1X GRAED v — Va2 —HF —ZHIFRT 5HI1T1%

fidelete 802. 1x user ctsnow

Command: delete 802. 1x user ctsnow

Success.
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3.34.15 show 802. 1x

HAY

AA T D 802. 1X iR E R L OGRIRREEZ T R L7,

15 3C

show 802. 1x < auth_state | auth conflguratlon > [ ports <portlist> ]

B!

Ko< Rt AA v F D 802. IX FHILR TR L UGRGRIREEAZ R L E T,

INTA—=H—

auth_state — 802. IX FAERAEA TR L £ 77,

auth_configuration — 802. IX FRFFR EA TR LFE T,

ports <portlist> — FRTHAR— bFEIEFA— MEFHZIEEL T,

UUFIZRRiEmE L ET,

<{show 802. 1x auth_configuration FEITHFICR RINDH/NT A —Z —D@A>

802. 1X Enabled / Disabled - 802. IX#FFOHED AT — X A% F/rLET,

Authentication Protocol - 802. IXF&FE~7' v ha L zF R L E T,
[radius_eap] F7-1% Mocal | ZIETAIENTXET,

Authentication Failover — failover MEREDHIED AT — 4 A KR L E T,

Failover Mode — failover B§REICISIT DFRFEFIEEZ R R L E T,

Permit VLAN ID - failover #48EC permit $§E D@ VLAN ID #F& R~ L E7,

Port number — A A v FDKR— " EFEEEZERLET,

Capability : Authenticator/None — £&7AR— kD 802. IXFRiFAFE R L E T,

CtlDir: Both / In — ARFRIAEDHMEIAR — k3K M 7 A F 72 13AZ H1A7210 T
WEICHIEZIT O N E I DEFRRLET,

Port Control: ForceAuth / ForceUnauth / Auto — AN— s DOFRFEIRAED B FE

2 fEE LE T, [ForceAuth] [ZAR— hDOA—k T 4 7 —F — % F0GEHE 7

(258 L FE 9, [ForceUnauth| (FAR— k& IERGEICHRHI L £9,

QuietPeriod — FRRERRATZ. WAL T A £ CORMZRRTLET,

TxPeriod — ¥V B> 235 EAP Response/identity 2347w N DISEN 72\

BORFBRH AR R LUET,

SuppTimeout — Request / Identity /X4 M &R §XTO EAP /X4 MIXE

THHTV A (2—F—) DOOINEERORMARRLET,

ServerTimeout — RADIUS H— "=/ b DIGE ZFRF O 2R R LET,

MaxReq — Y7V B h~® EAP Request /X7 v NOFEERBEFERLET,

ReAuthPeriod - #5925 HREGEDHIEZ 2R L £,

ReAuthenticate: Enabled / Disabled — FERFEEAT O N E I NPERRLET,

{show 802. 1x auth_state =~ RIATRFHIRRIND/XT A —H — D>

Port number — AA v FDHR— FHFESEERLET,

Auth PAE State: Initalize / Disconnected / Connecting / Authenticating

/ Authenticated / Held / ForceAuth / ForceUnauth — Authenticator PAE

REREZ FoR L £,

Backend State: Request / Response / Fail / Idle / Initalize / Success /

Timeout — Backend Authenticator MIRAEAFIR L £77,

Port Status: Authorized / Unauthorized — FRIF7 & ADHEERE2FE L F

9, Authorized |Z, Z—HW—NEFEZN, XY NT—J TV EBARATEHZ L

B L $£9, Unauthorized |, = —V—MNFEINT, 2y hU—2ITT 7

TATERVWIEEBEKRLET,

il BRI

2L,

jj‘ lﬂ\/\\"_““/\\ I

1.00. 01 LAR%
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FERG:A— R 1 0 802. 1X FRIrR Ex £ T A1T1T

#ishow 802. 1x auth_configuration ports 1

Command: show 802. 1x auth_configuration ports 1

802. 1X : Enabled
Authentication Mode : Port_based
Authentication Protocol : Radius_EAP
Authentication Failover : Enabled
Failover Mode : Permit
Permit VLAN ID : 3

Port Number 1

Capability . None

AdminCrlDir : Both

OpenCrlDir . Both

Port Control : Auto

QuietPeriod : 60 sec

TxPeriod 2 30 sec
SuppTimeout : 30 sec
ServerTimeout 130 sec

MaxReq 2 times
ReAuthPeriod : 3600 sec

ReAuthenticate : Disabled

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
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fERF] R — kD 802. 1X FRIRINIEEZ F/RT H121T

fishow 802. 1x auth_state
Command: show 802. 1x auth_state

Port Number : 1
Index MAC Address Auth PAE State Backend State Port Status

00-40-66-4D-4E-0A Connecting Idle Unauthorized

16
CTRL+C ESC g Quit SPACE n Next Page p Previous Page r Refresh

3.34.16 show radius

H 1 AA o FICRESINT- RADIISREEZEZ R LET,
L show radius
A Ka<r Rix, AA v FORADIUS REAZF~LET,

Status (Z1%. RADIUS JHEZRAEIZEHGR7: < TActive] #FRLET,

INTA—H— 72 L,

il BRI 7L,

St S— 3> | 1.00.01 LA
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ERB): AL~ FITFRE S 4172 RADIUS

B 22T 5121

fishow radius

Command: show radius

Timeout : b seconds

Retransmit 2

Index IP Address Auth-Port Acct-Port Status Key
Number Number

1 10. 1. 1.1 1812 1813 Active APS-1

2 10.2. 1.1 1800 1813 Active APS-2

Total Entries : 2

#

3.34.17 show 802. 1x user

H AL v FD 802 1XBiEn— I La—PF—T H 7 FEFERELET,

&S show 802. 1x user

WL Aawr RiE, A4 v FICHERES LTS 802, 1X FIED 1 —H /Lo —H—
TR e LET,

INT A= — 7L,

] [R5 I 7L,

K N— g > | 1.00. 01 LA

FERE]: A A > FICHERE STV D 802, 1X §R

AED I — N2 —P—E2FRT 52T

fishow 802. 1x user

Command: show 802. 1x user

Index UserName

ctsnow

Total Entries: 1
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3.34.18 show acct_client

H i) RADIUS Y I T 4 77 AT haRpLET,

L show acct_client

BIC]] Aa< s Fix, A v FICBERESN TS RADIS T AT T 4 T 7 T4
T hERRLET,

INT A—H— 7L,

] PR =5 I 2L,

®thgas3—a > | 1.00. 01 LARE

ERGRADIUS T H I v TF 4 v 70T T v FaFEr+5120%

fishow acct_client

Command: show acct_client

radiusAcctClient ==>
radiusAcctClientInvalidServerAddresses 0
radiusAcctClientIdentifier APRESTA Systems

radiusAuthServerEntry ==>

radiusAccServerIndex @ 1

radiusAccServerAddress 10.53. 13. 199
radiusAccClientServerPortNumber 1813
radiusAccClientRoundTripTime
radiusAccClientRequests
radiusAccClientRetransmissions
radiusAccClientResponses
radiusAccClientMalformedResponses
radiusAccClientBadAuthenticators
radiusAccClientPendingRequests
radiusAccClientTimeouts

radiusAccClientUnknownTypes

S O O O O O O o o o

radiusAccClientPacketsDropped
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.34.19 show auth_client

H i) RADIUS R8GIEY A4 7> bR LET,

&L show auth_client

BIC]] Aa<r Rix, A v FIZBIERE I TS RADIUS BFEY 74 7 R &= FR
LET,

INT A —H— 7L,

] PR =5 I 2L,

%It N— 3 > | 1.00. 01 DL

5 FIBI:RADIUS 38GIEY 74 7 > b &FRT HI121%

fishow auth_client

Command: show auth_client

radiusAuthClient ==
radiusAuthClientInvalidServerAddresses 0
radiusAuthClientIdentifier APRESTA Systems

radiusAuthServerEntry ==
radiusAuthServerIndex :1
radiusAuthServerAddress .0.0.0
radiusAuthClientServerPortNumber
radiusAuthClientRoundTripTime
radiusAuthClientAccessRequests
radiusAuthClientAccessRetransmissions
radiusAuthClientAccessAccepts
radiusAuthClientAccessRejects
radiusAuthClientAccessChallenges
radiusAuthClientMalformedAccessResponses
radiusAuthClientBadAuthenticators
radiusAuthClientPendingRequests
radiusAuthClientTimeouts
radiusAuthClientUnknownTypes
radiusAuthClientPacketsDropped

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

S O O O O O O O O o o o o <o
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3.34.20 show auth_diagnostics

H i) Rl TR LET,

&L show auth_diagnostics [ ports <portlist> ]
i R— bRX—=ATAA v FORFLWE R T LET,
INT A=K — ports <portlist> — ~"— F#iHZFETET L F T,
] PR =5 I 7L,

Xt/ S—v = > | 1.00.01 DA

fEAB AR — T 1 ORFEZW & FR=T DI

#ishow auth_diagnostics ports 1

Command: show auth_diagnostics ports 1

Port number : 1
MAC address: 00-40-66-5D-60-02

EntersConnecting
EapLogoffsWhileConnecting
EntersAuthenticating
SuccessWhileAuthenticating
TimeoutsWhileAuthenticating
FailWhileAuthenticating
ReauthsWhileAuthenticating
EapStartsWhileAuthenticating
EapLogoffWhileAuthenticating
ReauthsWhileAuthenticated
EapStartsWhileAuthenticated
EapLogoffWhileAuthenticated
BackendResponses
BackendAccessChallenges
BackendOtherRequestsToSupplicant

BackendNonNakResponsesFromSupplicant

DD DN O N O = O O O O O O N DN o w

BackendAuthSuccesses
BackendAuthFails 0
CTRL+C ESC q Quit SPACE n Next Page ENTER Next Entry a All
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3.34.21 show auth_session_statistics

H 1 PRkt v v a URtEHEHRAE RS L ET,
I3y show auth_session_statistics [ ports < portlist> ]
Bt RN FR—=ZATDOAA v TFOEFEE vy v a VFFHEREZERRLET,

IRT A= — ports <portlist> — R— hgHZFHTELE T,
all = T X_XTOR— MR RTIHGEIHEELET,

il PR IR L,

KHGN—T 3 1.00. 01 LAR%

RG] A— N 1 OFEGEE v v 3 UREHERZ TR T HITIE

#ishow auth_session_statistics ports 1

Command: show auth_session_statistics ports 1

Port number : 1
MAC address: 00-40-66-5D-60-02

SessionOctetsRx 7808

SessionOctetsTx 469102741

SessionFramesRx 122

SessionFramesTx 4196211

Sessionld etherl_2-1
SessionAuthenticMethod Remote Authentication Server
SessionTime 70803

SessionTerminateCause NotTerminatedYet
SessionUserName 456

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.34.22 show auth_statistics

HA FRERET R R LET,

L show auth_statistics [ ports <portlist> ]

B A= " RXR—=ATDAAL v T ORI FHEREFRLET,
INT A —H— ports <portlist> — AN— FEPHAZIEET L E T,

il BRI 7L,

KHGN—T 3 > 1. 00. 01 LAR%

B AR — b 1 OFRBGERET 2 £ T 5113

#ishow auth_statistics ports 1

Port number : 1
MAC address: 00-40-66-5D-60-02

EapolFramesRx
EapolFramesTx
EapolStartFramesRx
EapolReqldFramesTx
EapolLogoffFramesRx
EapolRegFramesTx
EapolRespldFramesRx
EapolRespFramesRx
InvalidEapolFramesRx

EapLengthErrorFramesRx

LastEapolFrameVersion

LastEapolFrameSource

Command: show auth_statistics ports 1

S O N NN W NN

1
00-40-66-5D-60-02

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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3.3/ 7Y e REFLHIEO<T U

7 7 2 AFRGEREIX, TACACS/XTACACS/TACACS+/RADIUS 7'&2 h 2 V&M L CAA v F~DLATR
T RAEZARICLET, 2=V —RRAAS v F~Du s A 0, EHE L NVORHE~DT 7 A%
T892 & DK, NAT—ROATZRD HIVET, TACACS/ XTACACS/ TACACS+/ RADIUS FRRFELS A A
v FTHMZ 2D L AA v F1F TACACS/XTACACS/TACACS+/RADIUS H—/3— L3EHE L, 22— — D
BELET, EMTb2—F—I, A, v F~DT 7 v RAEFATEINET,

BIE TACACS EX = V7 44— a ha/VZIZRRDLZ T 4T 4 —%FD3 DDO/NN—T 3 UBFAE
LET, RAAL v F DY 7 M =TI TACACS DLLTF 35D/ —V g 2P R— M LET,

TACACS (Terminal Access Controller Access Control System) — BEX¥ =2 U T 4 —D7=DHD/NA T —
KFxzv 7, @ik, BEIOPa2—V =T 7 v aro@mz, 1 6Fi3Enll EOEFR O TACACS
—NR—Z AL TITVWET, 7y FOEZEIZIE UDP e ha a2 LET,

XTACACS (JEESY TACACS) — TACACS 7'm b /L DPEIRIR T, TACACS 7'u k=)L X 0 ZFFEDFRIEY 7
TARELVARS A= RIZHINLET, N7y FOEZEIZIZ WP Ve havzfEHLET,

TACACS+(Terminal Access Controller Access Control System plus) — % KNU—27 F /34 ZDER
AEDT=DIZFEM 72 T 7 2 Al A 42k U EJ, TACACSHE, 1 B EITZnL EOEFR DY —N—%
R L CRAEa~ > REEHT2 2 N TEET, TACACS+7 1 k a/biX, AA »F & TACACS+7 —F
YOBOTXTO T 7 4 v 7 ElEFLLET, £72, TCP 7'm b a)L &AM L TR S MaE
EITVWET,

x%y%m\77ﬁxmﬁﬁﬁnvxh%ﬁ%bfmﬁﬁétb@mmw7n%:w%#f KL
F9, RADIUS (Remote Authentication Dial In User Server)l. #FWiEEHIZY F— b P — N —%1fFH
L\i—%—’;éﬁﬁgﬁ@ﬁ% A=W —DFRFE, 7 TA T v MR =P =T — R E T
LI E a7 4 T — g UIERT X TORMEITHIEE LB ET, RADIUS iTAE 7 &
VA MSNTca~vy REFEHLTAAS vy FTIEHTEET,

TACACS/XTACACS/TACACS+/RADIUS Dt F = U 7 ¢ —HEREDN IEH ICEMET 5 72012iX, A4 v F LSt
DFBFE— =L MEIN DT NA A LT BREHO 22— Y —4 L AT — F%a@
TACACS/XTACACS/TACACS+/ RADIUS $— N—DREEITIMERH Y £9, AL v FR2—HF—|Z
P LAY — ROBEREZLT OB, AA »F 1L, TACACS/XTACACS/TACACS+/RADIUS H—/3—|Z 2 —
YLD WA DLEEZITVET, —_"—=ZUTD 35D LD 1 SDOEEZK L £ 7,

(1) ==, 2=V L RXRT—=REFFEL, 2=V —ZAA v F~OWEHEDT 7 & A% 5
ZET,

(2) ==, AhENza—P—5 L RRAT— REZ T, A, v F~DOT 7B RAEEL L
EJ I

(3) P—_—F, BAEORIWEDEIIGELEF A, ZORETAL v FIEh— =B 4 A LT ¥
MR . AY v RU A MRICERE SNTIROBFE HIE~EBITLET,

A A A » FITIE TACACS, XTACACS, TACACS+, RADIUS D% 7w k=)L IZ 4 S DFEFH—/"— 7 )L—
TRHONCDMAAENTNET, ZNHDOEN M, P —N"—=T N —T L A v TFIIT /&R
ERAHDL—W—OFEHFEH SN E T, B — =27 L — T NI LB DA TR — N — % 3%
EL, 2= —=NAL v F~D7 7 v AMELZRGET 256, 1 FH OB — N —ZFRAEZ K L £
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T, RAEAM T RTIUE, VA RO 2FHOP— = {TEKE L, LA FRBEOME N FE X 3,
EINTODLFTFEY — =7V —T12%, FFEDOT 1 havPNBEET 2R A OB ZBREFETEE
9, Bl Z0E TACACS FRFEY —/3— 7 /L — 1%, TACACS FBiEV— " — DI Bk TE 97,
AA v FOEFHEFIL, 22— —EFTDRA Y v R U A NI 6 MO R 558551
(TACACS/XTACACS/TACACS+/RADIUS/local /none) ZF%XECTE E9, ZiLbDHEIT, (LRI ~KF 2
LT ENARET, A v F ETOBEFEO—F—GRIECEHINET, U A M iﬁﬁSo@mﬁﬁ
BB TEFET, 2=V —RBAAS v TFIZTI78ALLIETHE, A v TFTITV A LD 1EFHOR
REHFEZ BRI L CRRREZITWE T, 1 FHOFETIRAEY — N —% @il L CHRERENIE > T I i
X, AL v FITY A NORD FiEERRET, ZOFMEIL, AN T 0, RSN, £
XU A NOTRTORGEHEEZR LKDDLETHRYIKSNET,
A F DT 7 AL TG LTc—F—(%, %%@77tx%%526nfw5:kmiﬁﬁ
LIEE, BHEBEL VO ZEET 5720120, =2—Y—I% Tenable admin] 2~ KIZ7
JEAL, AA v FIEBFIZ LD FR ;nxﬁééﬂfb\%)/\xv ROANBVEIZ72 ) £97,

FEEE

Gl

0 TACACS. XTACACS. TACACS+. RADIUS [EMII LT T4 T4 —ThHY. EHEE
HYFEEA, R4y FEY—/N—[MIF. BCLTOFaL ZEALE2<{EALETE
EIORENHYFET BIAIK. R4y FIZTACACS FRELZERTE LI=HE. R b
H—N—[CHLEFEDBREZITVET ).

3.35.1 enable authen_policy

HI VAT KT I RARGER Y =GN L ET,
L enable authen_policy
B AKa<w o Rix, EHENERT DAL v FIZT 7 BATLH2—F—DIdDR

FERY —Z A LET, AT DE TAARFR T A AV FY R
F&EF = v 7 L. = 7’( /H%EO):L"“H-"—H»L‘; L1ﬁﬂq'j—%)nmnﬂiji{£%1%*ﬁ L%

—g—O
INT A=K — L,
il B 5 I BEHET I ORI~ REFTTEET,

RHGE/N— 5> | 1.00.01 LUK

G AT LT 7 B ARRER Y U — 2[RI ks

ttenable authen_policy

Command: enable authen_policy

Success.
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3.35.2 disable authen_policy

H VAT AT B ARAER Y —H I L ET,

L disable authen_policy

A AKawy Rix, FHEENERT DAL v FILT 7 BATH2—P =D DDFE
AER Y — I L ET, WD L, AL v FiIF—Y—H LA T—
NRREDT=DIza— N a—HF =T H 7 T —Z_X—=R T 7 ALET,
IHIT, AA v FIE, BUE, BEE LV OMERIZT 7 B A& B 2@
— =D LMHE& LCE—BNA F—T NIRRT — REZIFANET,

INT A—H— 7oL,

] PR =5 I BEET T hOIHARaw s REETTEET,

®thgas3N—a > | 1.00. 01 LARE

ERB: > AT LT 7 AFRGER Y v — & Bh T 51213

Success.

ttdisable authen_policy

Command: disable authen_policy

3.35.3 show authen_policy

EL:D] AL F EDVATF AT 7B RABARY V—DATF— X AEFRLET,
L show authen_policy

BIC]] AL o F EOT 7 VAR —DAT— X A eFRLET,

INT A= — 7L,

] R = I 7L,

Kha/N— g > | 1.00.01 LI

AT LT 7 B ARRRER Y U — 2R T DI

#tishow authen_policy

Command: show authen_policy

Authentication Policy: Enabled
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3.35.4 create authen_login method_Iist_name

H i 2P =Ny FIZa A T LBEOFRAFEO L —F—EFZA Y v NI R
NEERC L E T,

S create authen_login method_list_name <string 15>

BIC]] Kavw R, 2—VF—nn A T 25BORFEHEY A MEFRLET, K
AL o FE, WKRBEDAY v RYRA MW R—FLTWETN, 12077
FNBRELTTFHNENTNDIED, HIRTEEEA, HEOAY vy FU X |
IE, A IAERB LUBRE SN D NERH Y 7,

INT A= — {string 15> = 15 LCFLINDFA T T O LTI Z AN LT, AV v FU A B
FEFRLET,

il BRI BEHET WY NDOBRAERa~ L REFITTEET,

Xt 3— 3 > | 1.00. 01 BARE

ERE: XY > KU A~ TAPS] ZAERNT 51X

Success.

ficreate authen_login method_list_name APS

Command: create authen_login method_list_name APS

3.35.5 config authen_login

HHY == I T HBEOBIEHEERET D — P —EREITT 7+ L
FDAYy RYURA M ERELET,

S config authen_login < default | method_list_name <string 15> > method <
tacacs | xtacacs | tacacst | radius | server_ group <string 15> | local
| none >

it B A—P—=NAAL vy FIZun T A T LHEORATEEZRET 22—V —ERE

T 74NV DAYy RYURMNERELET, AKa~vr NTHRELCRIESIE
DIEFE T, FRIAERICEELE 2 4, flzxiX, e /42 Yy R A RMZ
ltacacs, xtacacs, local ] DIEZF CTFRFEHFIEEZ AT LTS A, A4 v FiEET
P N—=T N —THND 1 FHD [tacacs| A MIFEIEY 7 =& }‘75_*3931:. L&
T EOY—=R—=MEIREN WIS, 2FB® ltacacs | A MIFEIED

JTANEEEFEL, VANDPKRTTL2ETCIOFIREZHRTET, A1 v T
YA MDOWOT 1k a)bxtacacs ZHEHL T, ALY —r A2 HALET,
xtacacs U A M &R L CHRBIENTTOILZ2WIGAETE, X4)?u§ﬁéﬂk
Mocal ] 7H 7Y hOT—H_X—A% >y F&EH L TEYO2— — %350
F9, Local AV v RAMEHINDRE, = —HF—DERIZAA v T _aﬁfﬁéﬂ
Tea—AnNT Iy ]\@%Bﬁ IZIRIE L ET,
INHDOHEIZE T, BEEICHEP) LTz —HF —IiX rUserJ DIERR D Fr iR 5.
ZHIWET, 2—PF—RNEHE L~V OHERICER L7255, lenable
admin] I~ RZFATL, AA v FITEBEIT L0 FHl »Eﬁﬁéﬂflﬂé/\ox
T — ROATIRRENZ72 ) £F ( Tenable admin] ([Z2WTOFEMIZ, 2Dk
7> a® lenable admin] OFAZSH L TIEIWY),
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INTG A—H— default - 2 —P—ERINZT VB ARHEDT 7 /L FDAY v R A &
FrRLET, 2—F 1T TORGEFEEZ 1 DELITHAEDE TRK 4 OF
TEIRTEET,
tacacs — AT A —X —&BINT 5556, TACACS server group UV A kDU E
— R ® TACACS server hosts 235 TACACS 7' h /L& L C o —H—3%iE %
ITOVENH Y £7,
xtacacs — AR/NT A —Z —ZBINT B354, XTACACS server group U A h®D )
“E— h® XTACACSserver hosts 7% XTACACS 7'm h /L&A L Ca—H—58
REAAT O BN H D FT,
tacacst — AT XA —H —ZBINT 534 . TACACS+ server group U A DY
F— [ TACACS+ server hosts 735 TACACS+7'u b L &L CTa—H%—
RMREZAT O N H D £,
radius — AT A =X —Z1B179 %535E . RADIUS server group U A DU E
— R ® RADIUS server hosts 2> RADIUS 7' h =)L & L C 2 —H—3&iE %
ITHOVENHY £7,
server_group <string 15> — AK/XT7 XA —X —%BINT HLGE. A1 v FITHE
BEHDAL—P—EZOYV— =T N—T % L T2 — —BFEET O LEN
HYET,
local — K/XT A —H—%1BINT D55, A4 vF EOw—7J1/L user account
TR —=2AH L Ca—F—FREE1T IO LERH D £7°,
none — AT A—H —%IBINTH5GE,. AL v FIZT 7 BATHIODOFIET
EHY FH A,
method list _name — Z—W—|Z K-> TEZRINTZA Y v RURNEASLE
T, =PI FORBAEF EE 1 DETITHAEDETARA Y v KU A BT
BK4DETEMTEES,
tacacs — AT A =X —Z BT 5856, UE— F® TACACS H—rs3—n 5
TACACS 7't h /L& L Ca—H— mftzﬁ:ﬁ IMENH Y ET,
xtacacs — AK/NT A —F —ZBINT 5 U E£— ~ D XTACACS H— 31— 5
XTACACS 7'&r b =2 )L % fifi ] LT:L—*JL~M &%ﬁ IMENDHY FT,
tacacst - AT A —=F =2 BT 556 TACACS+H—/3—75 TACACS+7' 1
Fa v L Ca—F—RREE T O LENRH D £7,
radius — KNT A —=Z—Z BT 556, UE— O RADIUS — =75
RADIUS 7' h a L& L Ca— W —3GEA1T ) LENRH Y £,
server_group <string 15> — A/XT A —H — %Lﬁﬂ?‘é%ﬁ AA > FITEEIE
HEHDL—P—EZDOY—N"—T N—T % L C—V R 1T O BN
HYET,
local = RKXNF X=X —% BT H5E6. AA vF EDOr—h/L user account

—HRXR=25MH L Ca— VP —FBREA T O NERH Y £,
none — ANNT A—H —ZBINT 556, AA v FIZT 7 BRATLHOOFGET
WVEH Y £HE A,
i) [R5 I HHET W NOIBRa~ L REFETTEET,

K/ N— 3

1.00. 01 LAR%
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i ) F8FE A > » K TACACS., XTACACS\ BLrWlocal # ZDIEZEC—HF—FFA Y v KU & K
TAPS] |ZEXET DIZ

#config authen_login method_list_name APS method tacacs xtacacs local

Command: config authen_login method_list_name APS method tacacs xtacacs local

Success.

FERFI:T 72 DAY KU A MEFEFEA Y~ K XTACACS, TACACS+, m— U /LDIEIZEET S
s

(B

#iconfig authen_login default method xtacacs tacacst local

Command: config authen_login default method xtacacs tacacst local

Success.

FEER

0 SO Ra)LELT Thonel Ffld llocall Z#ADNTHRE. AUV EKEYRE
FETIAILEDAY Y FYRMIROEIENAEEESTEINET,

3.35.6 delete authen_login method_I|ist_name

H i) =P —=NAAL v FIIn A T LEORAF EERET b —F—ERD 1
JALRAYy RYURNEHIBRLET,

I3y delete authen_login method_list_name <{string 15>

. AKawr RiF, 2= —>0v 74 3 2BO8EHEY X S EHIBRLE T,

INT A—H— Sstring 16> = 16 CFLND YA FEFOLFIN 2 AT LT, HIERT DAY »
FURAMEERLET,

il R IH FHET IO NDOHAKRa~x L REFATTEET,

RHGE/N— 5> | 1.00.01 LUK

ERE: A > KU R R TAPS] ZHIBRT 2121%

fidelete authen_login method_list_name APS
Command: delete authen_login method_list_name APS

Success.
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3.35.7 show authen_login

H 1 =P —=NAAL » T A T HBEOFRAFTEDOREWR ot — P —ERA
v RURXNERRLET,

1§ show authen_login < default | method_list_name <string 15> | all >

BIC]] AKavw NI, 2= =030l A T 5BORFEAY v FU A 2R RLE
E

INT A —=H— default — ANRXTFRA—H— AT H L, 2—VF—RAAS vFilZurs(T5%
BEOT 74NV M AY Yy RURMERRLET,
method_list_name <string 15> — fx K 15 SLFFE TO A RE T 5% AT
LT, #5775 [lmethod list] ZEFL ET,
all - KNRTA=H =% AT DL, BUEAAS v FITERESNTWNDHTXTD
AL T A LAYy RERRLET,
T4 RUIFRONT A= —%2 KR LET,
Method List Name — BEWH A Y v FU A M,
Priority — 2 —H#—=RNAAL v FIZr 7 A T L, BIAEOT-DIZHWEDbE S
NHAYy RUZARNTr baldlEFzERLET, 1G&bEV) 2264 (&
HAKWY) TEIENEAZ T HAvE T,
Method Name — X Vv KU R ML T LIZETEINDA X2V T 4 —T 2 b2
EEFRLET,
Comment — XY v RDH A 7 2EF L £J, [User-defined Group] 1, =—H
—EBRINY—R—=TN—T%2FKR L ET, Built-in Group]) X, AA v F
|2 AR E & 4% TACACS, XTACACS, TACACS+3 LTRRADIUS ¥ =2V F 4 —7

o halZEsR L FE9, Keyword] 1. llocal | (7\/( vFDL—Y—T Hh

F &I L723RGE) & Tnonel (AA v F DT R TOMREICT 7 AT 51201
AET D MEEN 72N LU D TACACS/XTACACS/TACACS+/RADIUS (%4> % 4k % 1 H
Byt A

] PR =5 I 2L,

%/N—T g > | 1.00.01 LI

ERF: TAPS] EWHLDEBIER A AV KU A M EFRRT5HIT

#ishow authen_login method_list_name APS

Command: show authen_login method_list_name APS

Method List Name Priority Method Name Comment

APS 1 tacacs+ Built—in Group
2 tacacs Built—in Group
3 APS User—defined Group
4 local Keyword

#
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3.35.8 create authen_enable method_Iist_name

H HY X4y??ﬁ~f~@%@%t%®n—$—VNw#%Mﬁ%VNwKLHé
Ak A Yy ROa—P—EFRAY v FURAMEFRELET,

S create authen_enable method_list_name <{string 15>

B! Kavy NE, A vy FTCa—HF—%i@ @i~%~v~w%@ﬂgﬁﬁﬁv
SOVHERRIZFHAE T DREFEA YV v ROZ—P—ERA Y v RURXMERELE

T A v FOEHEDL—Y — V’\/V%BE’S:E%%LKZL““% WEBA L
MERR 2155 7201213, BHEDNERE LI HIEIC L VFRGEE2Z T DN ERHV F
T, AA TR 81D lenable method list| MNF{TTEET,

IRT A=K — {string 15> = 15 SLFLIND YA T T-O L7512 A1 LT, BT 5
fenable method list] ZEFLFET,
Il PR =F-IH BHET T NDORHRARaY L REFETTEXET,

RHG/N— 9> | 1.00.01 LUK

] 2 — Y — *@Bﬂ%ﬁﬁ%ﬁ%lﬁ CHAET DD TAPS] LWV I A DA—F—EFRAY v FU R K
R D11

ficreate authen_enable method_list name APS

Command: create authen_enable method list name APS

Success.
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3.35.9 config authen_enable

EED

X4yffi~$%@%@%‘ﬁ@i~%~vNW#E%ﬁ%VNw%@K%
T DRAEA Y v ROZ—H—FFZA Y v FU R NEERLET,

3L

config authen_enable < default \ method_list_name <string 15> > method
< tacacs | xtacacs | tacacs+ | radius | server_group <string 15> |

local_enable | none >

]

Kawr NI, 2 vy FTa—F—z@HO2—F— LR O EHE L
NOVHERIC AT DRRIEA Y v ROaZ—PF—FEZFA Y v FU A FE2HRELE
To AA v FOBEE D2 —H — L-YUERZ UG Lo 2 —F — RN EEE L ~L
MEFR A5 5 7= 01213, HEEDER LT B KV RGEZZ T 20 ERH Y £
9, K 81D Tenable method list] 2[RIRFIZFEITTEE T,
AKa<wy FTRE LICRFEFEDNEE T, BiERICEEL 52 F7, #lz
L. v 7 A4 AV v KU A RNZ [tacacs, xtacacs, local_enable] DJEZ Ti¥i
FEEAND LI2HE. A v FIRET ==L —THNDO 1 FHD

[TACACS | ARA MIFFEY 7 = A MEAXELET, FIAENELNRWEE, ¥
—N=T V=T D 2FHD ITACACS | ARA MIFZFEY 7 = A FMEFHEL., U A
BT TLETCIOFELHTEST, A vFiE, VA MOKROTa =
xtacacs AL T, AU —F A= HELET, xtacacs U A MEfEHL T
HIREDM T O WEEARIE, A1 v FITHE SN [local _enable | /XA T
— Ry heHL YO —F—ZFERE L 7,
ZNEDFDONWTNNOGIETRIAES e 22— —(F, TAdmin] (FEE) L~
IVOMERZRSGT HZ LMW TEET,

INTA—=H—

default -~ 774NV FDRAY v KU A M ERELET,

method_list_name - T—HP—EFXINTA Y Y RURMMEAILET

(create authen_enable), LA TFORREHIEER K4 SDETHEMNTEXET,

tacacs — AT A —=H—ZBINT H5E, VE— hD TACACS —/3— 5

TACACS 7' & h a V& fli ] L Ca— P —G83E&AT ) LENRH Y 7,

xtacacs — A/NT A —Z —ZBINT 584, U E— O XTACACS H— =5

XTACACS 7't b /L& L Ca—F—RAEEAT O LERH Y 77,

tacacst — AT A —H —&BINT A5 . TACACS+HY— 3—3 5 TACACS+7 1

FanEfEH L Ca——RGEE1T ) LERH D 7,

radius — AT A —=F—2BI4 556, UE— D RADIUS H—"—inb

RADIUS & b avzffifl L Ca—¥ —f8RE&21T O LERH Y £7,

server_group <string 15> — AT X —H —[F, AA v FITREHHDL2—H

—EBOY—N—=TN—T L] L Ca—F =TV E T,

local enable — AXTF A —X—F, AA vF O —H)L user account T —

AR—=2%MH L Ca—F—BiEETORLERHV ET, T4 ADr—T)L

A F—T N R2AT— R, (config admin local enable|] =~y R&EFH LT

RETEET,

none = A/NT XA —X—|X, AA v F EOEBE LNUMERIZT VAT H720
DFFHINEDH Y £ A,

il R IH

FHET AV MDA Kax s FeRITTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%
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ERF]: 22— —FFRD A Y v KU A K TAPS] ZFEFEA Y » K TACACS, XTACACS, v — I /LVDEIZE
ETDHITIE

ficonfig authen_enable method_list_name APS method tacacs xtacacs local_enable

Command: config authen_enable method_list_name APS method tacacs xtacacs local_enable

Success.

FERFI:T 72 DAY KU A MEFEFEA Y~ K XTACACS, TACACS+, m— U /LDIEIZEET S
s

(B

#iconfig authen_enable default method xtacacs tacacst local_enable

Command: config authen_enable default method xtacacs tacacst local_enable

Success.

3.35.10 delete authen_enable method_Iist_name

H i) WE D —H — LR & BEE L~V MERIC TR S 2 72D ORBFE T L 2 #l
ETHaA—PF—FEROR T A LAYy R A NEHIBRLET,

L delete authen_enable method_list_name <{string 15>

B! AKawr Nk, @EOL—F— L UL OMERZ EBE L ~UERIC AT 57
WORIASTEERET D — Y —EROU T A LAY v FU X MEHIBRL E
R

IRNT A —H— {string 15> - 15 XFLND AT T O XL TH % N ) LT, HIERT 5
fenable method list] ZEFLFE T,

il R IH FEHET IO NDOHAKRa~x L REFATTEET,

RS/ N— 5> | 1.00.01 LUK

ERG: 22— —ERD A Y v K A TAPS] #HIFET HI2I1E

#tdelete authen_enable method_list_name APS

Command: delete authen enable method list name APS

Success.
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3.35.11 show authen_enable

H A

7\/1' v F T —P— DR 2B O — P — LR B EBLE L ~UUHER
ﬂ‘*%'—a—éuunftf Yy ROAYy RURARNEFRRLET,

3L

show authen_enable < default | method_list_name <string 15> | all >

B!

Kﬂ?/k \L%®JW%WVAw®%@%£ﬁ%VAw%@ AT ST
nunEji/f%fﬁ/T:—gqén‘—ﬂ‘ @B&/I)/f //]\)X]\%%ﬂ_\‘bi
‘a_o

INTA—=H—

default - ANTA—=F—% AT)T 5L, 2—F—=BAA v FOEFHEE L)L
WMERRIZT 7B AT HBEDT 74V R A Yy RU A REFRRLET,
method_list_name <string 15> — B K 15 XF £ TO¥MARET LT % AN
LT, #1775 lmethod list] ZEFXLET,

all - KRRFGA=F—% AT DL, BUEAAS v FICRESNTWNDHTRXTO
WAk 7 A A Yy ReRRLET,

U4 Y RUIFRONRT A—=Z —%RKRLET,

Method List Name — BRIEWHA Y v KU X M,
Priority = 2—=HF—=RN2AA v Filu 7 A o F 5B, RIAEDTZDIZMNEDE S
NHAYy RUZARNTr balolEFzsERLET, 1G&bEV) 2264 (&
HALVY) CTEEIER T S E T,

Method Name — A Y > RURX M ZEIZFETEINLHEXF 2V T 4 —T 2 hajn
EEFRLET,

Comment — XY v ROX A 7 EFELET, User—defined Group| 1%, ==—W
—ERINY—R"—=T ) —T% SR L EJ, [Built-in Group] 1%, A A v F
|2 WSEER T K45 TACACS. XTACACS, TACACS+3 JLTRRADIUS X =2 U F 4 —F
o halizsBLUET, [ Keyword] 1%, llocal] (AA /?0) local enable /X
AU — Rzt LIZG8GE) & Tnone) (AA v F DT XTOMREILT 78X T 57
OIZFRFET B LEN720N) &y 9 TACACS/XTACACS/TACACS+/RADIUS (2440 A Hiffr
REA LIRS L ET,

il BRI

L,

KN— 3

1.00. 01 LAR%
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FEAG @ O —F— LR EHE L -NHERICAK T H7DICT_XTOAY v RY R &
TR HITIX

fishow authen_enable all

Command: show authen_enable all

Method List Name Priority Method Name Comment

Permit 1 tacacs+t Built—in Group
2 tacacs Built—in Group
3 APS User—defined Group
4 local_enable Keyword
default 1 tacacs+ Built—in Group
2 local_enable Keyword

Total Entries : 2
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3.35.12 config authen application

HEY REFRHDAY v R A MEMEH LT, BFEDTEDICAAL v FIkx 2T 7Y
r—varERELETS,

S config authen application < console | telnet | ssh | http | all > <
login | enable > < default | method_list_name <string 15> >

GiLs Ka<y FiE AFEHDA Y v RUZ REHEHLT, 2—F—L LB LD
EHE LUl (authen_enable) Tr 7' A VT ABRIHERAT A AL v FOKRERT
T Y r—ar(ary—), Telnet, SSH, Web) ZHE L £,

INT A=Y — application - XETHT7 7V r—ra v EZRIRLET, UTO5 2047y
9D 1 DEERLET,
console — A~ RIA A H—Tx2—A0 T AL Ay REFRELET,
telnet — Telnet B A A Y v REFRELE T,
ssh = Secure Shell B A A Y v REFHELET,
http - Web A v Z—T x—2Aa A Ay REHRELET,
all — T R_RTCHOTFY r— g (ar/—/b, Telnet, SSH, Web) & 714 > X
Yy FERELET,
login = BERFHDA Y v RYURX A LT, =2—F—L~Lo#EFe /A
VEATOT SV = a v ERELET,
enable — BEFEHDA Y v RY R MEFEH LT, @HO2—F— L~ L2EH
FHERICAE ST SV r—va v aRELET,
default = 774/ b AY v FURAFEEH LT, 2= —3RGE2{T797 7Y
r—a v ERELET,
method_list name <string 15> — BEHELHLDOA Y v RU X &R LT, ==—
P—REEHOT 7V r—ya U ERELET, 16 TN O A 3T O T
AN LT, BEREHDOAY v RU A MERELET,

] [R5 I EHET Wy NOHKRa~ L REFETTEET,

i S— =3 > | 1.00. 01 LA

ERGI:Web £ L X —T 2 —ADT=DOIZT 74V " A Y v KU R NERET HITIE

Success.

#iconfig authen application http login default
Command: config authen application http login default
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3.35.13 show authen application

HHY AA v FOkERIRT TV r—2a Db ORBIE T EEFRLET,

&L show authen application

BIC]] Kavw R, A vy FIZBIERESNTWALT 7Y r—yar(aryy—
Jb. Telnet, SSH, Web) |Z¥T 23T XTOFFEAY v KU A~ (v A
v, BEERHOGIMER E) BRI LET,

INT A=K — 7L,

] R =5 I 2L,

RS N—T 3 > 1.00. 01 LAR%

ERB:AA v TFOTXTOT 7Y r—a3 0%k d 57 AL lTenable method list] #FK/RT

HI2IX

#ishow authen application

Command: show authen application

Application Login Method List Enable Method List
Console default default
Telnet default default

SSH default default

HTTP default default

#
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3.35.14 create authen server_host

HAY

R — A — R ER LT

3L

create authen server_host <ipaddr> protocol < tacacs | xtacacs |
tacacst | radius > [ port <int 1-65535> | key <<key_string 254> | none>
| timeout <int 1-255> | retransmit < 1-255> ]

]

Aa< Rix, AA »FIZ TACACS/ XTACACS/ TACACS+/ RADIUS & ¥ = U T ¢ —
7'u haMEh Lle 2 — P —BROBIET —"—ZER L £, =—%—»n
BFER Y =B L TAAL v FIZT VB A ERRD E . AL v TFITU E—
kA A b 0> TACACS/ XTACACS/ TACACS+/ RADIUS H— S—|TR8GEN7 v b &k
ELEJ, 925 & TACACS/XTACACS/TACACS+/RADIUS H— S — (3% DER A 387
FLHESR L. A v FIH#E R A vy E—VEIELET, 1 DOYEAR A bk
THEBORIET 1 b a VEZEESE 2 Z LIXATRETT 28,
TACACS/XTACACS/TACACS+/RADIUS (FBID T T 47 4 —ThH 0, AHMEEFF-
RN EICEENMETT,  YAR— FARER Y — =3 K 16 BT,

INT A =L —

server_host <ipaddr> - BT HH— =D IP 7 KL AZ AT LET,
protocol — H— =T 572 ha VAL TR L ET,

tacacs — P —/ 3= TACACS 7’11 b /LA L CWAEAITERIR L 7,
xtacacs — W —/3—73 XTACACS 7’12 h a /L &2 L TWAHEITRIR L £,
tacacst — H— 3= TACACS+7' & h 2 L& H L CWAEAISER L £,
radius — ¥ —/ 3= RADIUS 7’11 k /L& L TV A EAIT®RIR L £,
port <int 1-65535> — H—/ 3— L CREET = b 2 /LI T 2 1~65535 DK
HR— P EZEZANLET, A— MESOMWIEIZ, TACACS/XTACACS/TACACS+
P — R—DHATE 49, RADIUS $— _R—D AL 1812 & 1813 T, MHDF S
ERELTEX 2T 4 —%M ETHZEHARETT,

key <key_string 254> — FRE L7z TACACS+ZE 7=1% RADIUS r— _"—D A b 4fy
T HRAEFT— 2 AN LET, ek 254 T F TOHMBE T A AT HE T,
FOREF — 2 L2255 1E, none &I L £77,

timeout <int 1-255> — AA v F N, b= "=NHOFIEY 7 = A F~DIHE
ORI () Z AT LES, 7740 MEIZ SR TT,

retransmit <int 1-255> — Y — R—=NEDINENIRWIGEIT, T3 ADFEEE
U7 A NEFETHEEEATILET,

il R IH

FHET AV MDA Kax s FeRITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LLf%

RG] AN — P 1234, ZA LT 7 B O 10 ¥, FHEEEAS 5 T D TACACSHEBREY —/—%

1Bk %12

B8

retransmit 5

Success.

ficreate authen server_host 10.1.1.121 protocol tacacs+ port 1234 timeout 10 retransmit 5

Command: create authen server_host 10.1.1.121 protocol tacacs+ port 1234 timeout 10
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3.35.15 config authen server_host

H 2P —ERBOTIEY —N—ZFHELET,
I3y config authen server_host <ipaddr> protocol < tacacs | xtacacs |

tacacst | radius> < port <int 1-65535> | key < <key_string 254> | none
> | timeout <int 1-255> | retransmit <int 1-255> >

A A< Rid, AA w FIZ TACACS/XTACACS/TACACS+/RADIUS ¥ = U 5 ¢ —
2k 2k L 2 — P —ERORGE — N — 2R ELET, =—F =2
FERY =2 NI L TAL v FICT 78Rl B D L, A v FITVE—F
7" A b 0> TACACS/XTACACS/TACACS+/RADIUS H— R —|ZFFE N7 v h & HE

L., EOERARBFEE 72IFHES L E T, TACACS/XTACACS/TACACS+/RADIUS 35!
DT 4T 4—ThHV, BEHMEERTZ/2WE ICEENSSLETT, FR—F
AIREZR Y — N — 3K 16 5T,

NG R — B — server_host <ipaddr> - ZHETLH— =D IP 7 FL 2% ASHLET,
protocol — H— =T 570 ha L ELTFH6RIRLET,

tacacs — P —/3—73 TACACS 7' b 2L &MH L CWAHEAITER L7,
xtacacs — P— 3= XTACACS 7’2 b V&2 L CWALEEITEIR L 97,
tacacst — H— 3= TACACS+7' &2 h 2L &M H L CWAEAITERIR L £,
radius — Y —/ 3= RADIUS 7’12 b 2 /L2 H L TV A GEITERIR L E7,
port <int 1-65535> — #—/"— ETHEET = ks 2L T % 1~65535 DK
BAR— I EFEANLET,

R— FESOYHMEIL, TACACS/XTACACS/TACACS+¥—/3— D55 (% 49, RADIUS
= "—DEIEL 1812 & 1813 TT, MADFEFEZHEL TEXa T 4 —%
B 952 & HAHETY,

key <key_string 254> — % 7E L7~ TACACS+F 7=1% RADIUS H— _— L HFH 2
PRREF—Z2 AN L ET, K 264 LT F TOYARMET-F721L [none] ZFEE
LET,

timeout <int 1-255> — AA v F 0, b= "—=nEOFGEY 7 =& F ~DIRE
RO () 2 AN LET, 7740 MEIZ ST,

retransmit <int 1-255> — Y — "—=NEDIEENRWGEIZ, T 31 ADFGE
V72X MNEHETLHREEATILET, K7 0 —/L R TIXTACACS+7 1 | =
JVIHEMETE EHA,

il R IH FHET AV MDA Kax s FeRITTEET,

RHGE/N— 5> | 1.00.01 LUK

FEAB: AR — FE5 4321, Z A L7 7 ME 12 7, FEEEL 4 O TACACSHEREY — N —ZRET H 121X

#iconfig authen server_host 10.1.1.121 protocol tacacst port 4321 timeout 12 retransmit 4
Command: config authen server_host 10.1.1.121 protocol tacacs+ port 4321 timeout 12

retransmit 4

Success.
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3.35.16 delete authen server_host

HAY

a2 — P EFOBIS — N —ZHIBR L £,

3L

delete authen server_host <ipaddr> protocol < tacacs | xtacacs |

tacacst | radius >

B!

Ka<r Rix, AA v FIHERFE D 2—PF —EZRIEY — 3 —R 2~ 2 YR
L\i—é—o

INTA—=H—

server_host <ipaddr> - HIfgT 29— =D IP T KL AZ AJTILET,
protocol — Z—WF—=DHIFR L=\ —"—ITFHEIND 72 ha Lzl Frb
BIRLET,

tacacs — P —/3—7N TACACS 7’11 b /L&A L CWAEAITERIR L £7,
xtacacs — P—/3—23 XTACACS 7’2 b LV Z L CWAESITEIR L £,
tacacst — H— /3= TACACS+7' &2 h /LA H L TV AIGAITIEIR L E T,
radius — ¥ —/ X=X RADIUS 7’11 k /L2 L TV D EAITRIN L £,

il R IH

FHET AV FOHAKax s FeRITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LLf%

G 2 — Y —

XD TACACSHEREE Y — " —ZHIRxd 512 1E

Success.

fidelete authen server_host 10.1.1. 121 protocol tacacs+

Command: delete authen server_host 10.1.1.121 protocol tacacs+

296/384




3.35.17 show authen server_host

F o L TR — S or L 2T
L show authen server_host
B! Ka<wr Nt 22—V —ERLIRBE—"—{FHhE2 TR LET,

WDIRNT A—H—NRREINET,

IP Address — FRFEV—3—D IP 7 KL AT,

Protocol — H— R—=MEHAI 271 k2L, FEEIZIE TACACS, XTACACS,
TACACS+E 7213 RADIUS 23 E £ 5 vlRetENn @< 720 £97,

Port — —_—DEMER— NEE, 7 74/ MHEIX 49 TT,

Timeout — Y — =B OFGFEY 7 T X b ~DJSE 5O () T9,
Retransmit — FFE(E 7 4 —/L FOMEIZ TACACS H— R— 5 DISE N2 WEE
2. TAA ZABREEY 7 A b2 HET LA RLET, K7 14—V FTiX
TACACS+7' & ks 2 )VIFEMETCTE £/ A,

Key — &% 7€ L7z TACACS+H— R —D A & 74 5385 E % — T,

INTA—=H— 72 L,

il PR IR L,

St S— 3> | 1.00.01 LA

1%)5‘5”§IJX/I) ‘73: fﬁjj_i‘ Eéhfll éntunﬁ—&‘—/\‘—%?&ﬂ_‘—éﬂé

fishow authen server_host

Command: show authen server_host

IP Address Protocol Port Timeout Retransmit Key

10.53.13. 94 TACACS 49 5 2 No Use

Total Entries : 1
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3.35.18 create authen server_group

HEY =P —EROBIE — =TV —THAERR L £7,

&3 create authen server_group <{string 15>

B! AKawr FiE, B — "=V —7%ER L ET, RBIEr—"—7 1 —7%
ER L Ed, $— =27 L—7 &%, TACACS/XTACACS/TACACS+/RADIUS D H—
N—Ze, =P —EFERDAY v N A MEHORGEN T Y =27 NV—T431F
L7t D T9, lconfig authen server_group] i<y REFHHAL T, 8EE T
DRBFEY —N"—Z Z DI NV—TIEMTEET,

INTA—H— {string 15> - 16 CFLAN O AT T OLTHN 2 A LT, B L AERT 5
== N—TEEXELET,

il PR = 1 EHET WO OB RA s FEFITTEET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 00. 01 LI

ERG]: Y — N— 27 )L—7 Tgroup_1] ZAERKT HITIE

Success.

ficreate authen server_group group_l

Command: create authen server_group group_l
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3.35.19 config authen server_group

HAY

A=Y EROBAS — =N —TERELET,

3L

config authen server_group < tacacs | xtacacs | tacacst | radius |
{string 15> > < add | delete > server_host <ipaddr> protocol < tacacs |

xtacacs | tacacst+ | radius >

]

ARawy R, i — "= N—7%RELET, WA — " —7 L —T%1E
B LET, H—3—2L—7F &%, TACACS/XTACACS/TACACS+/RADIUS 04— 3 —
B, 2P —ERXDOAY v RUXAMEHOEFEA 7T TV =27 V—7531F L= b
DTY, 2—P—[FHV == N —T DX A T T halll-T, £HILE
BEHLY—NR—TN—TIZ Lo TERTEET, Kavr Re@EHL T, H&KS8
HE COREY —N"—2 Z DT A—FIEMTH LN TEET,

RT AL —

server_group — AA v FICFEEFT LT har s —7
(TACACS/XTACACS/TACACS+/RADIUS) . £ 7-1% lcreate authen server_group] 2~
VR TER L — Y —EB I N—T LTI N—TEEZLET,

tacacs — AA v FITEIEI N TV D TACACS — "—T 1 ha Lzl LET,
TACACS 7'vt b AV EEAT 52— =72 2O N—T1BMT 52 LR TX
EJ N

xtacacs — AA » FITFEIEE I TV D XTACACS Hr— "—7' 1 ha /L& L&
9, XTACACS 7’11 b A V&S 2 — =722 ZO7V—T1TBMT 5 2 &5
T&EET,

tacacst — AA v FITFEEI N TWD TACACSH— "—7" 1 h )L &2 L £,
TACACS+7' & f a Lz HHT A2 — "= 2O NV—10EBMNT 52 LN TE
EJ e

radius — AA v FITEIESI LTV D RADIUS r— "—T' 1 fa L zHLET,
RADIUS 7'&2 h a VT 20— =72 2O N—T1BIMT 52 LR TX
EJ e

{string 15> = 15 SLFLARN DA HRBFOLFH| 2 A ) LT, ARRFH DI —N
— T N—TEERLET, AKIZN—T1F 70 harizhrrbbTHh—n"—DLA
ARG DEHIBENTHZ ENTEET,

add/delete — ¥ —/ "—=F L —T D — R —FBINE ZITHIBR L 7,
server_host <ipaddr> - BIIE7=IZHIFRT DV E— F—1R—D P 7 RL 2%
ATTLET,

protocol — —N—MEHT A7 haLz AN LET, RO 4ODOF T a3
N FET

tacacs — P —/X—MN TACACS #FE7' 2 b V&2 L CWAEEICHRE L F9,
xtacacs — P — /3= XTACACS BFE7' 2 h 2 L&A L CWAHEICHREL £
75

tacacst — P —/ 3—/3 TACACSHEFET 1 b a /L& fEH L CWAGAITHEE L9,
radius = ¥ — N—RADIUS BGE 7' 2 h 2 VAMH L CWDIEAICIEE L E T,

il BRI

BHET T hDOHRRKaw s ReFEITTEET,

K/N—V 3

1.00. 01 LAR%
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i Y — = L—7 Tgroup_1] ITFFEA A b Z B4 2121%

#iconfig authen server_group group_l add server_host 10.1.1.121 protocol tacacs+

Command: config authen server_group group_l add server_host 10.1.1.121 protocol tacacs+

Success.

3.35.20 delete authen server_group

H i1 2 — P —EROBY —— T L —TZHIFR L £7,

1§ delete authen server_group <string 15>

Bk Ko< P, RES— =27 V=T ZHIBRL £,

INTA—H— {string 15> - 16 SCFLAN O ST OILT5 2 A LT, HIBRS 2 (BRI
B DY —NR—= TN —T 5 EF LET,

] PR =5 I BEHET T NOHRKRav REFITTEET,

X 3—2 =3 >0 | 1.00.01 LLKE

B Y — =7 V—7 Tgroup_1J ZHIFRT %121

ftdelete authen server_group group_l

Command: delete authen server_group group_l

Success.

3.35.21 show authen server_group

H i1 AA T ORI — "= T N—T KR LET,

3L show authen server_group <{string 15>

B Rawr RiE, A v FICBHERE SN TV DRGEY — " — 7 N —T % FR L
£

Kavy R, WO7 44—V RERRLET,

Group Name — HEEINTVWEH I N—TBIR2—V—ERIN—T 2 ETe AL
v FIZBERE STV D — =T L —T DA,

IP Address — #—/S—D 1P 7 FL X,

Protocol — H— S—MEHFT H585E7 2 k=L,

INTA—=H— {string 15> = 15 CFLAND¥A T T O LFH %2 N J) LT, Fond DR
B DY —NR—= TN —T 5 EZLET,

Ka< Ruedstringp/NT A—X =/ L TANTHE, AL v FOTXTOER
FEYV—N— TN —T TR L E T,

il BRI 7L,

St S— 3> | 1.00.01 LA
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B ZA > FITHHERE SN TV DRI —N— I NV —F 2 FRRT 52T

#ishow authen server_group

Command: show authen server_group

Group Name IP Address Protocol

radius

tacacs

tacacst

xtacacs

Total Entries : 4

3.35.22 config authen parameter response_timeout

H A2A o FN, ZA LT U FOFN =Y =225 OFEFED L AR A Ze 5 OIFH
PELET,

S config authen parameter response_timeout <int 0-255)>

B 2= =D DFHIAED VAR Rk T HAA v FORFBRHE AR E L E 7,

INT RA—H — response_timeout <int 0-255> — =2V — /L £ 771 telnet 2> H 2 —HP — DA

FEL AR RTHT B AL v FORLIERMZIRELET, 01344 L7 7 R
ROBPWI EEBERLET, 774V MEF 30 TT,

il R IH FHET AV FOHAKax s FeRITTEET,

RHGE/N— 5> | 1.00.01 LUK

ERB: VAR ADH A LT T M 60 RICRET HICIE

#iconfig authen parameter response_timeout 60

Command: config authen parameter response_timeout 60

Success.
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3.35.23 config authen parameter attempt

H 1 AA y FRGRAEDRL E TR T DK AR E L ET,

&L config authen parameter attempt <int 1-255>

A AKa<r Rix, A v FRRGEORLEZTFRT HERKEEEZHELET, fHE
B OFRIEC R T D &, O —HF —ZAAL v F~DOT 7B RAEHE I,
X5 _mﬁ%:nitifé ZENTERL RV ET, ar Y — ORI, FHERE
ZAT O 12012 60 RO E R H Y £3°, Telnet DAL, AA v F LUK
ShET,

INT A— K — parameter attempt <int 1-255> — @ v 7 &N DRNZAA v FIZ L HRFEDT=
WAL D Z LN TEHRKREBARELET,

] [R5 I BHET W NOHRKRa~ Ly REFITTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLF%

{iﬂq{zﬂ u»un nﬁ%‘@ﬁﬁkiﬁ %ﬁﬁéﬁ“é@di

Success.

ficonTig authen parameter attempt 5

Command: config authen parameter attempt b5

3.35.24 show authen parameter

HHY 2A y FICBHERE SN TV ORI T A—F -2 R LET,

T 3L show authen parameter

A Kaswy NE, VARCVAZA LT U MBI O —F =382 A 2 R E 5
DAL Y FITRESNTWVDORBFENT A —F =2 LR LET,
Ka<wy RiE, RO7 4 — LV REFRRLET,
Response timeout —=1> Y —)LE 7% telnet 21 7 A VR DB 2—HF—D
FREL AR AWK D A4 » FOFFHRFICEHI Y 24 T 51 5 R IE R 2 &R
L%,
User attempts — B v 7 SPAHFNIZ—F —NRFELRAD Z LN TEX LK
mi¥aFrLET,

INT A —H— 7L,

il R IH 2L,

K/N—V 3

1.00. 01 LAR%
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A ALy FICBUERE L TV DR T A —F — 2 FRT 21213

#ishow authen parameter

Command: show authen parameter

Response Timeout : 60 seconds
User Attempts 5

3.35.25 enable admin

H & LY LIV BEEE L YVITHEIRZ FH L E T
AL enable admin
Bl AKa<wr Rt BEO2—F—L UL L LTRSS v Flcua sl A Lk, &

%V’\/V IERTLHEAIMEHLET, AAM v FlZn A LIk —F—
in—ﬁ—v«w@%@mﬁﬁﬁi%hfwiﬁ B LUV OMER 2 R
Tét ORI REASNL, BAHARAT— READ LT, A%
BBIZE munﬁjfﬁg 1%, TACACS/XTACACS/TACACS+/RADIUS, =—H —EFD

~/§~7/1/~7°\ local enable (AA vFDu—hAThH N 1%, 3R

FE72 L (none) &Y F9, XTACACS, TACACS 33 KX TNRADIUS (%, local enable

(AA v FOa—ANT I ) ZHR—FL TRV, 22— —F¥—

NIRRT I e LT, —%—4 Tenable] BIXOVEHENRET

HNAT — R T 20BN H D 3, AEREITERFEAR Y > —72% [disable]

(7)) ThoHLGEITIFFETTEXERHA,

INTA—H— 72 L,

il BRI L,

St S— 3> | 1.00.01 LA

G AA » FOEHEMEREZANTT D121

ftenable admin
Password: sksksksksksk
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3.35.26 config admin local_enable

H BHE LV OMERDT- DD a— A F—T NN AT — RERELET,

I3y config admin local_enable

A ARz Kix, lenable admin] 2~ KO —N NV THNR/RAY — REHE
L%, llocal_enable] FH AR L Ca—H — L ~LOWHERZEHE L ~L
OHERIZ LT DL, ZDv 7 v a NIRHBEND AL v FIo o —h Bk L
JeNAT—REANTHEOICERINET,

INT A=K — {password 15> - Ka~<w>r REZAJJL7=#%., 2—VF =IO XA T— K KIZ
FLWRRAT =R ELICHERDOT-DICHOH LWWIR T —RE A LET,
NZAT— RE 16 CFLINO A CHRE L £,

] [R5 I EHET Wy o NOHRa~ L REFE[TTEET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLF%

fERB]: Tlocal_enable] FRFESFIEDTZODI/NAT — REFRET HITIE

Success.

ficonfig admin local_enable

Command: config admin local_enable

Enter the old password:
Enter the case—sensitive new password:kikiksick

Enter the new password again for confirmation:sksksksksksk
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3.36 MMCR—X7VXHlfHla< k

3.36.1 enable mac_based_access_control

H i MAC N—RA7 7 & AHlERERE 2 TN L £,

S enable mac_based_access_control

GILs Ko< Fid MAC R—R7 7 & AHIEEEED 7 v — VEREEZ AN L&
To MAC X—R7T 7 & AHIEEREIL, B X RO MAC T R L2 & LT
AEZATVMAC T RV AGERE) . T 7 o v Z7HlZ1T O TY, 7741 b
TIFAMEINTWERA,

INT A —H— 7L,

] PR =5 I BEHET W NORRav L REFITTEET,

X/ N— g 1. 00. 01 LA

fitt I :MAC N— R 7 7 & Al REZ 7 0 — L THAINC T 511

#tenable mac_based_access_control

Command: enable mac_based access_control

Success.

FEER

0 Ver. 1.05 LIED T 7 —L9 1T &Y. NACA—R T4 4 R & & A EHE -0

L

!

—IVUHREEYR—FLET, BEASNEARR FAR—EERND I OFREER—
fAR—322J9 556, HLLVKR— FCTREDKENSIERLNET,

BRI VLAN ZERAT 5155, Y S THRGERKINEHKIL 64 ImKTI,
ERAH 64 [Z(F, MAC/Web/802. 1X MEEBEETHEAY S E1H) VLAN Din KB Z EH F
ERS

(B VLAN ZERA LG WMERIZ. CORRKPBHICEFEFEFNFEFELEA)

IR DRIEHERIE VAN EXA 2 FLTEHERINET . £DH, FBEHRRAELIC
LR VAN [CFELGWEEENMHIET D&, ImARDEBLEZHBRLFET,

3.36.2 disable mac_based_access_control

HAY MAC N— 27 7 & A HHlliHFERE 2 BE2hIZ L £,

S disable mac_based_access_control

] AKa< Fid, MACN—RT 7 & AHIEFERED 7 v — SILVERIE 2 HEIC L £,
INT R —H— 7L,

] [R5 I HHET Wy NOHRKa~ L REFETTEET,

X/ N— g 1. 00. 01 VAR
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i B MAC R_— R 7 7 & AHIHERERE D 7' 0 — N LR TE & N9 5121

Success.

fdisable mac_based_access_control

Command: disable mac_based_access_control

3.36.3 config mac_based_access_control ports

EED

MAC R— R 7 7 & A D /N T A—H —%i%E LE T,

3L

config mac_based_access_control ports < <portlist> | all > < state <
enable | disable > | aging time < infinite | <min 1-1440> > | hold_time <
infinite | <sec 1-300> > | max_users <no_limit | <value 1-128> > >

B!

Ka<r Rix, N— MHEALTMAC RXR—RA T 7 ¥ Al 2 EIT7T 50 EREL, R
FERFD /N T A —2 — 5B E L E T, MAC X—R 7T 7 & AFHHNEG 2 72— b Tlx
:L‘—"j“‘—@ N A 710 mquﬁ)EkyJ L/fci j’j/b iﬁBL éﬂi’d‘/u

INTA—=H—

ports <Kportlist> | all> - A— hEEPAZZHEL T,
all = TRTOR— FPHRERD £7,
state <enable | disable> — MAC X— A7 7 & ZAHIHZH £ - I1TEMZ L E
ER
aging_time <infinite | <min 1-1440>>- muﬂzd—;zl\ﬁ>wuﬂEhk & % PR O] T
To FALT U T D ERA MIKRFIERIEICR Y £9, 77 4/0 MEIE, 1440
7CY,
infinite — ¥ A A7 7 FLEH A,
hold_time <infinite | <sec 1-300>> — 7" A b 23ZRFFEIEIZ LR LI-HEI1CRE
%FﬂlﬁﬁAT%fﬁb\HﬁfFﬁfj— a—HP—pm M) —REBEFETI Y T — Liﬁb\ﬁﬁi
ﬁ®mni @ﬁﬁw IR LER e T 7 4/ ML 300 BT,
infinite — FRAEIXEBI L £ H A,
max_users <no_limit | <value 1-128>> — R— NEIZINE AIRE/R R REL A6 E L
T4, B, A— NMEOIEHOBIIL, EEROIUEE (WIHIME128) 5 E O#
PN CHIBR S AL E T
no_limit — AR— FMEOHIRIZH £ A,

il R IH

BEHET T NDOARKRKa~w s REFTTEET,

K N—2 3

1.00. 01 LAR%

R MAC X— 27 7 & ZAHIH DR — FOARFEZ X ET HITIE

Success.

#iconfig mac_based_access_control ports 1-8 state enable

Command: config mac_based_access_control ports 1-8 state enable
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3.36.4 config mac_based_access_control method

EL:) MAC 7 R L AGEREDRBRE LA R E L £7,

X config mac_based_access_control method < local | radius >

GILs A< FiE, MACT FUABREDORERES R ABE L £, v —VAGIE b
L <UFRADIUS Hr——IZ L HF8GEAEINL £9,

INT A —H — local — B—W T —H_X—AZH L-#iF2 T LET,
radius — RADIUS H— S— & LREREZfEE L £9,

il BRI BEHET WY NDOBRAERa~ L REFITTEET,

Xt/ S— a3 | 1.00.01 LA

ERB]MAC 7 R U AGRRED AR ET HIZ

#iconfig mac_based_access_control method local

Command: config mac_based_access_control method local

Success.

3.36.5 config mac_based_access_control mac_format

HiY MAC 7 RLUARZEFOMAC T RL A7 —~<v AR/ ELET,

S config mac_based_access_control mac_format < case [lowercase |

uppercase] | delimiter [hyphen | none] >

B AKa<> R, RADIUS H—/R—TMAC 7 R LRI AT OBEDO MAC 7 RL A D
T —~v FERELET,

IRTG A= — case = MAC 7 N L ADRILF//NLFEERT 5 & S ITREL LT,
lowercase — MAC 7 RV A Z/NLFIZRET 5 & S ITRELE T,

uppercase — MAC 7 KL A& KILFIZIRET D & IR ELE T,

delimiter — MAC 7 R L ZADXY) ) LFZMEHT 5 & S ITRELET,

hyphen — MAC 7 RL ADXEI Y LFE LT, 7o 2 EHTHEXITRTELFE

—a—O
none — MAC 7 RLADRY)Y LFAMFEHLRNE ZITRELET,
Hill PR =-TE THET T NOIBARa~v L REFETTEET,

S N— g 1. 06. 00 LLRE

fEABI: MACT RLAT 4 —~ v b & RICF/ XD CF LISRET DI

ficonfig mac_based_access_control mac_format case uppercase delimiter none

Command: config mac_based_access_control mac_format case uppercase delimiter none

Success.
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3.36.6 config mac_based_access_control password_type

EL:) MAC 7 R L AGBRED/SAD — RE A THFHELE T,

I3y config mac_based_access_control password_type < manual_string |
client_mac_address >

G| K< RiE, RADIUS Hr—/S—"TMAC 7 RN L AFRAEEAT 9 BRI T 232D
— FOFXEHELET,

INT A —H— manual_string — 3XCDY T4 7 b THEBENRATY—RE2FEHLET,
client_mac_address — 7 A T2 FOMACT RLAZ/RAT— RIZHERHLET,
AT — NIfEH SN EE A,

] PR =5 I BHET W NOIHRRav REFTTEET,

st N— 3 > | 1.06. 00 LA

fEAMIMAC 7 R L AFRFFCH@ AU — R HFRUICERET 5121

Command:

Success.

#iconfig mac_based_access_control password_type manual_string

config mac_based_access_control password_type manual_string

3.36.7 config mac_based _access_control password

EL:B) MAC 7 R L AGRRED I/ XA T — REFREL T,

S config mac_based_access_control password <passwd 16>

it AKa< FiE, MACT NV AGERE T 2l S 2V — R 28 E LEd,

INT A —H— <passwd 16> = T _XCDOIT TFA T FOMACT RUAFEIGETHEH I 28
AUV—FRERELET,

il PR = 2H EHET WO POBRAa~x s FEFITTEET,

X/ N— g 1.00. 01 LARE

1%)%{%:1\/[/\(: 7 FVXWLJ;:E@;:E B/NAT — ]\2"53

XET DHITIE

Command:

Success.

#iconfig mac_based_access_control password switch

config mac_based_access_control password switch
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3.36.8 config mac_based_access_control auth_failover

H MAC 7 F L AFRFED failover % E L £7°,

I3y config mac_based_access_control auth_failover < enable [ mode < permit
[ vlanid <vlanid 1-4094 > ] > | local ] | disable >

GILs Az~ RiE, MAC 7 R L AFEFEET RADIUS %~/\~ﬁ>%@m RAESE DN RN

{:l\\ o—h )T —H =T K BHFGE. £ VXERE I RERERF RT 21T 9
failover HREZ R E L £,

INT A —H— enable — FRFEY—/N—GINEN R WA D failover *%%Ab’ﬁ_’ﬁ;jﬂl LET,
permit — nwﬁ*f—/\—ﬂ%@ﬂ?Kﬁ%ﬁb‘ﬁ BRI RRRERF AT 2 TV E T,
vlanid <vlanid 1-4049> - FRFEFFA[ZIZFTET 5 vlanid Zi%E L £ 77
local — FBFE—/N—=BIRENIRVEE, B — VT —F X— T L5780 %
fTOET,

disable — FEREY—/N—InDIRE NN G O failover MREZ BN L E T,

il R IH FHET AV FOHAKax s FeRITTEET,

K N—T 3 > | 1.03.00 LI
1. 09. 00 LLFE (permit /XF A — & —)

FEBIMAC 7 R U AFEET failover #BEZ BN T 511X

#config mac_based_access_control auth_failover enable

Command: config mac_based_access_control auth_failover enable

Success.

TEEE

‘) T 1A LA —N—iEBEI B+ BRI SREE R (Permit) (X, ¥ T4 —L
RISE & B AIEEME A B D=0, +OBHOE, BRALTIEEL,

() T 1A ILA—N—HERESRTERE . RADIUS H—/N— DS A LT ™ FEERIE 30 # LRI
HBELTLESWL, T4 FEEIFIS5FTT,
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3.36.9 config mac_based_access_control max_users

EL:) MAC 7 R L AGEREDRRFEY FA T~ FORKBEREL LT,

&L config mac_based_access_control max_users < no_limit | <value 1-128> >

BT Ko<y Rid, SEEEEKRTMACT RURAGRGEY 74 T v N & IR ATRE 72 e K%
BELET,

INT A—H— no_limit — A— MEOIXEE (WIHE128) i% & & HF CTno_linmi té8E L7=5H
SRR FICR D 92, BLL L ChI2MARREDOF AR ARETT,
max_users <value 1-128> — #{E IR TINE FIRE/RIG AR A 1~128 TAI L F
3. 77 A/V MiElE, 128 TY,

il BRI BEET U NOIRRaw L ReERITTEET,

$tin/s—va > | 1.00.01 LA

FEFE]MAC ~— 27 7 & A O g K= — Y — % 128 IZEXET HITIE

Success.

#config mac_based_access_control max_users 128

Command: config mac_based_access_control max_users 128

TEEE

@ vczuo

IR AMAEEZ -84, show fdb a <> F® Type 1E#R(Z Bl ockByMBA

ERTEINET,
BlockByMBA : MAC ZREEEFRI SNEWMEERIZFDBRRSNFET .
UnBlockByMBA : MAC EREEEF RIS N1=ZSICFDBRRSNFET .

3.36.10 enable authorization network

H Y MAC 7 R L AFHFE CORGEBIEDEI D Y TEAMILET,

S enable authorization network

G| A=y Rix, MAC 7 R U AGRRERFZAT 5 S A RRREEEOEI D 4 TE BRI
LEd, AT 5L, BiERA MG SN RGEEM 2 R — b Jiﬂﬂw‘é
ZENTEET, REBMEICHTED VLAN MR G EN D &, BREER A T
TEIC VIAN ZIRETHZ ENTEET, XA FTIv 27 VAN), 77 4L %
REIL. Tdisable) (E%h) T,

INT A= — 72 L,

il PRI BHET T DR RaT S REFITTEET,

X/ N—2 g v

1. 00. 01 LLf%

310/384




fERB]MAC 7 R U ARRREIC K 2FRREBRMEOEI D ¥ TEH T 512X

fenable authorization network

Command: enable authorization network

Success.

TEEE

@O 5 rsorvmizsyBr LN ERY HTEBE, D—3 L T Bk
VLAN ID RGBT, ;"— kD Ingress checking SREZEMIZTAINLELRAHY F
_d_o

ZDEEIL Tconfig gvrp all ingress_checking disable] A< > FTIWLWET,

3.36.11 disable authorization network

ELD VAC 7 R L AFERE COREGGEBMEDOEI Y 4 TE M L E T,

L disable authorization network

] AKa= Fid, MAC 7 R U AGERERFICAT G S D R8REIBIEDE] V) 24 T2 HghiZ
LET, BEHOLE ., BEEAR A M SN D3GERMEIT AR — Mo
T, EASET,

MAC 7 R U AGBREDFEFEBIEDOE D Y TIXT 7 4L N CTHL T,
INT A—H— L,

i) [R5 I EHET WO NDHBhRav L REFETTEET,

KR — g v 1.00. 01 LARE

fEFBI:MAC 7 R L AFREECTOFRGEEIEDE ) 2 T A2 B+ 51T

#tdisable authorization network

Command: disable authorization network

Success.

311/384




3.36.12 create mac_based_access_control_local mac

H MAC 7 RV AFFEDOE — )V — P —Z ek L £ 7,

L create mac_based_access_control_local mac <macaddr> [ vlan <vlan_name
32> | vlanid <vlanid 1-4094> ]

it B AKa<wy RiE, MACT RLUAGRIED2—F —Z m— T —H X— R T8k L
£,

INT A= — mac <macaddr> - @—H )2 —HF—DOMACT RLAZHRELET,

vlan <vlan_name 32> - {57 2 FGEEM: (VLAN) 2 VLAN 4 CHEE L £ 7,
vlanid <vlanid 1-4094> - {592 3GEEME (VLAN) 2 VLAN ID THEL £79,

il PR IR FHET WO NDOHRARa~v L REFATTEET,

St S— 3> | 1.00.01 LA

fERGIMAC 7 RV RO —H )V — P — %8t 512

ficreate mac_based_access_control_local mac 00-40-66-00-00-01 vlan default

Command: create mac_based_access_control_local mac 00-40-66-00-00-01 vlan default

Success.

3.36.13 config mac_based_access_control_local mac

EED MAC 7 RLAGHGED r — L a—HF—EfRE L £,
I3y config mac_based_access_control_local mac <macaddr> < vlan <vlan_name
32> | vlanid <vlanid 1-4094> >
GILs Ka<wr FiE, o=V T —=F_N=R TGS TOD MAC T R L AGRGED
PG mamE LEd,
INT A —H — mac <macaddr> - B—H /L2 —HF—DMCT KL AEZFEELET,

vlan <vlan_name 32> - {57 2 FGEEM: (VLAN) 2 VLAN £ CHEE L £ 7,
vlanid <vlanid 1-4094> - {592 38GEEME (VLAN) 2 VLAN ID THEL £79,

il BRI FHET WO NDOHKRa~v L REFATTEET,

St S— 3> | 1.00.01 LA

FERFIMAC 7 R RIEOa —h L a—F— 5 fET AT

#config mac_based_access_control_local mac 00-40-66-00-00-01 vlan default
Command: config mac_based_access_control_local mac 00-40-66-00-00-01 vlan default

Success.
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3.36.14 delete mac_based_access_control_local

EED MAC 7 R L AGHGED B —H L a—HF—ZHIBR L £,

I3y delete mac_based_access_control_local <mac <macaddr> | <vlan <vlan_name
32> | vlanid <vlanid 1-4094>>

B! Kawr RE, B =BT —=F =2 IBERS TN D MAC T B L ARRRED =
—Y—x N —ZHIBRLET,

INT A —H— mac <macaddr> - B+ —hLa2—HF—DOMACT RLAZFEE L E1,
vlan <vlan_name 32> - % EDOFIEEM (VLAN) MIE S nf-u—h o —3—
ZHIBRT DB, K5 L7225 VLAN & VLAN 4 THRE L £,
vlanid <vlanid 1-4094> - $FEDOFEREEYE (VLAN) 2MfF 5 S nfcm —hLa—4
—ZHIBRT BB, x5 72D VLAN % VLAN 1D THRE L £,

] PR =5 I BEHET DT NOHRKRav REFITTEET,

Xt 3— 3 > | 1.00.01 BARE

FHREMAC 7 U AREIEOE — V2 —F— 5 HIfRT 51T

Success.

#tdelete mac_based_access_control_local mac 00-40-66-00-00-01
Command: delete mac_based access _control local mac 00-40-66-00-00-01

3.36. 15 clear mac_based_access_control auth_mac

EL:] MAC N—A7 7 2 Al Uy b LET,

S clear mac_based_access_control auth_mac < ports < all | <portlist> > |
mac_addr <macaddr> >

B! Ko<y NiE, MAC RN—RT7 7 A CRIES N2 —HF—H DI — b

OFFEREEZ V> hLET, BELEZA— DI WIE2—P — 1 IRBFEIRE
RV E9, FRBGEIa—Y— 77 ¢ v 7 2525 LB iThbivET,

INT A —H— ports <all | <portlist>> — MAC X—RA 7T 7 ¥ A#lfHl% V)t v b9 DHR— M
HEEELET, T XTOR— FERETL2H5E1F, lall) 2HELET,
mac_addr <macaddr> — MAC X— A7 7z A#HZ VY T HHRANEMACT
RLATHELET,

] [R5 I THET Iy NOHRa~ L REFETTEET,

K N—2 3

1.00. 01 LAR%

{F G MAC R— AT 72 H#HE Uty N B120%

Success.

#iclear mac_based_access_control auth_mac ports all

Command: clear mac_based_access_control auth_mac ports all
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3.36.16 show mac_based_access_control

HAY MAC X—27 7 & ZHIHOREZFR LET,

I3y show mac_based_access_control [ ports [ <portlist | all> ] ]

i ARa= NiE, MACR—AT 7 B AHIHOREEZR R LET, 77—/ ULk
. b LLIIAR— M OFREZBIR L TRRTHZENTEETS,

INT A=K — ports — "— MR ORELZRTLHEITHEEL £7,

all - 2 TCOR— FEeXRETIHIHAEIHRELET,
INTA—H—FHREL2WGAE, 7 — L EERRLET,

il BRI 3L,

RHG/N— 9> | 1.00.01 LUK

B MAC X— A7 72 AFIEORE (71— V) ZFRoRd DT

#show mac_based_access_control

Command: show mac_based_access_control

MAC Based Access Control

State . Enabled
Method : RADIUS
Authentication Failover: Enabled
Failover Mode : Permit
Permit VLAN ID 3

MAC Format Case . Uppercase
MAC Format Delimiter  : None
Password : default
Password Type : Manual String
Max Users : 128

#

5] MAC X— 27 7 & ZAHIHORE (R — B 2R3 5121

#show mac_based_access_control ports 1-4

Command: show mac_based_access_control ports 1-4

Port State Aging Time Hold Time  Auth Mode Max Users
(mins) (secs)

1 Enabled 100 100 Port_based 128

2 Enabled 100 200 Host_based 128

3 Enabled 50 300 Port_based 128

4 Enabled 200 100 Host_based 128

#
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3.36.17 show mac_based_access_control_local

H MAC 7 RV AFGEDO R — v a—HP—2 RN L ET,

L show mac_based_access_control_local [ < mac <macaddr> | < vlan
<vlan_name 32> | vlanid <vlanid 1-4094> > ]

B! AKa<y RiE, MAC T RLAGEFEDO R —H VT —H RX—R|ZHFE SN TN DH
— VP —DEREFRRTLET,

INT A —H— mac <macaddr> - FER_"THa—hLla—HF—DOMACT FLAZFEELE T,

vlan <vlan_name 32> - % EDOFIEEM (VLAN) MIE S nf-u—h o —3—
HRRT DT, fB L7275 VLAN &2 VLAN £ CTHRE L £,

vlanid <vlanid 1-4094> - FriE OFRAEEME (VLAN) 3 5- S e e — v —H4
—ZHIRT DB, R E 72D VLAN & VLAN ID THRE L £7°,

NI A= —FRE LW E, X TOr—INT —F_X—2A %K R LE
R

il B 5 I 7L,

RS/ N— 9> | 1.00.01 LUK

FHAFIMAC 7 LU RFEIFO e — )V a—P —52F X CERRTHIT

#tshow mac_based_access_control_local

Command: show mac_based_access_control_local

MAC Address VLAN Name VID
00-40-66-00-00-01 default 1
00-40-66-00-00-02 VLAN123 123
00-40-66—00-00-03 VLAN123 123
00-40-66-00-00-04 default 1

Total Entries: 4

fERE]MAC 7 R U RAEEDEFED B — H )L a2—F— % Fmd 512

fishow mac_based_access_control_local mac 00-40-66—-00-00-01
Command: show mac_based_access_control_local mac 00-40-66—00-00-01

MAC Address VLAN Name VID

00-40-66-00-00-01 default 1

Total Entries: 1
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FERFIMAC 7 KU ARIEO 7 — I V2 —H — %3R5 B (VLAN) 245 E L CERT 512

fishow mac_based_access_control_local vlan default

Command: show mac_based_access_control_local vlan default

MAC Address VLAN Name VID

00-40-66-00-00-01 default 1

Total Entries: 1

3.36.18 show mac_based_access_control auth_mac

EL:] MAC R—R 7 7 & Al OFRIEREEEZ KT LET,

I3y show mac_based_access_control auth_mac [ ports <portlist> ]

] Aa< s FiE MACR—A7 7 & AHIENC L D5 A— F OFEGEREEZ R R LET,
INT A — K — ports <portlist> — ¥HE LA — FEEOFHIFEAT — X A2 FE /R~ LET,

il R IH 2L,

XHiN— = > | 1.00. 01 LAKE

{F ] MAC RX— 2T 7 & R OIREE R FRrT AT

#tishow mac_based_access_control auth_mac ports 9

Command: show mac_based_access_control auth_mac ports 9

Port Number : 9
Index MAC Address Auth State VID Aging Time/
Hold Time

1 00-40-66—-00—-00-00 Authenticated 200 45
2 00-40-66-00-00—05 Failure 1 1

CTRL+C ESC g QUIT SPACE n Next Page ENTER Next Entry a All

3. 36. 19 show authorization

H i1 MAC X—27 7 & ZHIH ORGERMEDOEID M TORELFRLET,

&3 show authorization

BIC]] ARa<r Rk, A v FONAC RX—RAT 7 & AHIFEIOFEFERIEDOE U 4 TORR
ErFRRLET,

INT A — K — 7L,

i) [R5 I 7L,

K N— 3 > 1.00. 01 LLRE
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5 B MAC R_R— 2T 7 & ZHIEH OFRGERIEDOEI D Y CTORE L FRT HI2IX

fishow authorization

Command: show authorization

Authorization : Enabled
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3.37 WIFTIEBEa<T R
3.37.1 config authentication auth_mode

HAY

N ]\uun nunE:E“—}‘%f I"Ebi‘?‘o

3L

config authentication auth_mode <port_based | host_based

[port_vlan_mode]>

]

Ao~ Rk, A— MRGE MAC/802. 1X/Web FRGE) DFEAEE— REZRE L E7,
AR — RIZIEAR— P R—=A L RA FR=ARH Y | R— b= A TIIEKR—
T 1 BEDORFEOHEITV, FRREIZKEITIULR—AR— FOFTXTHORA LT
TIRANFAENET, FAMR=ZATiH, HER—FTTXTOHRA M
Lfﬁﬁumﬁ%ﬁwif

INTA—=H—

port_based — N— b _X—RFFFE— FEFREL 7

host_based — RA h_X—RAFEFFE— REZFEE L E 9, port_vlan_mode %M
L=88E. A— M VLANE— R4 7 v a VidERH SN EEA (T 7 4V Fa%E),
port_vlan mode — /R— h VLAN E— RA 7> a U &2fiH L £7, &A— K VLAN £
— RTIE, @ DOERA MR—ZFRIEE— R & FAREICER DR A Moxt LT
BATH 2 ENTEEI 2, BEEEMIC VLAN ID 2ok A 2T 2 3RGEF A L
£, 272U, VLW X 7 OE 7 L —LADOHRTEIEZITHI A A ML, RiEEM %
Flo72 0 A CTOHRGETF T SNE T, ZORGEE— RTi, &K — FTW@
AR LIZARA R (VLAN # DX 7 L— ADHL THRELRIT IR A T, #i
BHEZFZNE O T hEnEHA) OFRGEEME (VLAN ID) IS %, =
DOAR— RO PVID #ZH L ET, BITRAEEZ =T HAHR A M, Wm_mﬁﬁﬁ
L72RA MEFRIT VLAN 1D OFERRERMEAFFOLERH V| LS OGE TR
AR E LTSN E T, 2L, VIAN X VD& 7 L—LADOHRTHEE21TH
TXLﬂEMTM&%x?éFA X, BN A F T A WA T B RREER T &
AIVET GRRERMEN R 558 1 TF8GERI E LT SN ET), EDOR— KT
#«f@mﬁfx%#ffbﬁ<@otaA 258 U7= PVID IXEREMEICE Y £
7, A— bk VLAN E— RE, 802. IX FBFER L NMAC ~_X—RFRFED A Txbis L E
R

il R IH

FHET AV MDA Kax s FeRITTEET,

X/ N—2 g v

1.00. 01 LA
(port_vlan_mode A7 =3 1% 1. 14. 00 LA

B AR — D

IJALAIJEE:E”_— ]\%T }\/\\"_’X LDXE?%)

Success.

#config authentication auth_mode port_based

Command: config authentication auth_mode port_based
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FERF: 2R— FOFWIFE— FEHRA FR—ZGR— F VLAN B— R) ICERETHI21T

#config authentication auth_mode host_based port_vlan_mode

Command: config authentication auth_mode host_based port_vlan_mode

Success.

TEEE

@ = xEEE—ETHAF T VN EBE S A REEEL NAC
VAN F—8 R—RIZHAF T I T bY—& LTRRENES, NAC VLAN F—%
N—REFNy2aT—TILEERLTEY. BRICKYESFIVvITIUI)—%
BRTET. A4+ 30 WNABELENSENBY T,

o-kxwx AEAE—FTVUMNE—FATLaUZNMCEIATERT 156

lenable authorization network] A< > FTH A4+ 3v% VLAN "é’ﬁx)]kbf( 1=
=0y,

WEB ZRREAEFMDIZEE. KRR FA—XBIAE— FTR—FVLANE—FAX T a2 %
ﬁﬁﬁﬁ'élklif‘%iﬁ/\;o

0 MAC R—REBEEY 54 7 > bDExK# (config mac_based_access_control

max_users)® no_limit] &, RA PAR—XBHAE— FOR—FVLANE—FF T
avOBRIEERYR— T,

3.37.2 show authentication ports

H R— FMRGEDOWFEE— RERRLET,

&L show authentication ports [<{portlist>]

B! Ao~ RiE, A— FFRGEEMAC/802. 1X/Web 8GE) OFGEE— REFR L ET,

INTA—H— <porthst> - FRE L2 — FOREREE— FEF R LET, R— FOIEERAEM
SN EITE, 2R — FOFRGEE— RER R LET,

i) [R5 I ﬁfi%Tﬁ?/ NOZB AR~ REFLTTEET,

X/ N— g 1. 00. 01 VAR
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ERG: A—hF 1205 5 OFFEFE— RE2FERT D121

#ishow authentication ports 1-5

Command: show authentication ports 1-5

Port Authorized Mode

Host_based port_vlan_mode
Host_based port_vlan_mode
Host_based port_vlan_mode

Host_based port_vlan_mode

(S 2 I O N N

Host_based port_vlan_mode
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3.38 SSHa<w > F
UE—HKPC (SSHZ FA T R) EALwF (SSHY——) W TEF 27 2BEE1TH 720D SSH

7'a ha L OREL, LFOFIETITWET,

(1) Tcreate account admin| =2~y RCEHEL VDT Vv AMEZEST I M2ERRLE
T RFIATAA v FIZEHEL~NVDO2—F =T I NEEkT 5 HEERIUTT, AT —
ROREEEGHET, ARRAT— R, SSH 71 h a V&2 L2l E RIEN L S nT-
%, A vy FIZu A T LML £,

(2) Tconfig ssh user authmode] =~ R&EMFHL T, 2= =T U hERELET, T O
AA - F D SSHEHE DR 2 FF ] T DO 22—V —OFRFEHEZRE L T, T OFRIEHIEIC
1%, [password], [publickey]. hostbased] ® 3-223% 1V £,

(3) SSHZ FAT v b &V —N"—HTEZET LA v E—VOE L, EEITHWDIE LT L=
UAXLZERELET,

(4) Tenable ssh] =<2 KT, SSHZHAZIZLET,

INDHOFIENRTETH, KERFEBRNOBELEHLTY E—FPCLAL vy FOERZITH Z &
MTEET,

3.38.1 enable ssh

H 1Y SSH ZHMZ LET,

L enable ssh

. AKa<w Rix, AL vFOSSHEFMMZLET,
INT A —H— 72 L,

] [R5 I BHET WU NOHRKRa~ Yy REFITTEET,
Kt N— 3 > | 1.00. 01 LA

fEFIB) © SSH Z#HZN29 5121

fenable ssh

Command: enable ssh

Success.

3.38.2 disable ssh

H /Y SSH Z #ENZ L E

L disable ssh

B! AKa<r RiE, AA vy F O SSHEZBNZ L ET,
INT A —H — 7L,

] PR =5 I BEHET T NOHRKRav REFITTEET,
X/ N— g 1. 00. 01 LA
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{55 F5 : SSH % 2501

e a Y el =

fidisable ssh

Command: disable

Success.

ssh

3.38.3 config ssh

authmode

ELD SSH BFEE— ROBREZITVE T,

1§ config ssh authmode < password | publickey | hostbased > < enable |
disable >

A AKawy Rix, =W —RBAAL v FIZT 7 ®AT 572D SSHFBFEE— R &%
ELET,

INT A —H — password — AT A —H —(%, FEENAAL v FIZBT HRIEC 2 — B VI
ELTNRAT— REfH LW E ZICEIRLET,
publickey — AT X —&—(F EHHENFHIEIZ SSH $—/3—TRE L 72 AB
#oar747v—varty MR LZWE ZITBRLET,
hostbased = A/X7 A =& —|X, HEENFIELIAA har Ba—F—%ffH
THEEFICRIRLET, FA I Ea—F— I SSH T 17T A0 EEI LT
WAHMEDRH D £77,
<enable | disable> — AA v FITHE &7z SSH #8FE% lenable) (%N £7-
13 Tdisable] (EZh)IZLET,

] [R5 I HHET Wy NOHBHRa~ L REFETTEET,

xtitv3— 3 > | 1.00. 01 BARE

fERF: AT — K|

Z X5 SSHERFEE— REAZhC

i

Command :

Success.

#config ssh authmode password enable

config ssh authmode password enable

3.38.4 show ssh authmode

ELD SSHREREE— FORELZF R LET,

1§ show ssh authmode

] AKawr RiE, A v FICRESNT SSHERELR S LET,
INT A — B — 7L,

il {28 7L,

XaN— g v 1.00. 01 LA
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G A A » FITRE SN E— FE2 R 21203

fishow ssh authmode

Command: show ssh authmode

The SSH Authmode:

Password . Enabled
Publickey : Enabled
Hostbased : Enabled
#

3.38.5 config ssh

server

H Y SSH H— "—ZE L ET,

I3y config ssh server < maxsession <int 1-8> | contimeout <sec 120-600> |
authfail <int 2-20> | rekey < 10min | 30min | 60min | never > >

B AKa< Rix, SSHY—"—ZRELET,

INT RA— K — maxsession <int 1-8> —-AA v FICFRFICHEG X ba—YF—H2ZTELE
T, T 74/ MEIZS T,
contimeout <sec 120-600> — DX A LT 7 MM ZIEE L E3, 120~600
B oO#FTRMARELET, 7 74+/V MEIX 120 BT,
authfail <int 2-20> - —H =N SSHFGEZMHEH L T/ Af v 2RkHD 2 &
NTED LREFBAERENEELET, RELL LREFREZ#BEZ D &AL v
FIIE 20, 22—V —XHEAA v FICHER L, v /A4 % LETHE
NI ET,
rekey <10min | 30min | 60min | never> — A A » F 7 SSH W§5- A2 4 5 5
MzEELET,

] PR =5 I BEET T hOIHARaw s REEITTEET,

$fhta =3 > | 1.00. 01 LLRE

fERF] © SSH Hh— "—%ET 51T

Success.

ficonfig ssh server maxsession 2 contimeout 300 authfail 2

Command: config ssh server maxsession 2 contimeout 300 authfail 2
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3.38.6 show ssh server

H SSH Y —N"—DOREZF T LET,

3L show ssh server

B! AKavr Pk, SSHYE—N—DOFRELFRTLET,
INTA—=H— 2L,

il BRI 72 L,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LI

] SSH — _"— & FRT BT

Rekey Timeout

fishow ssh server

SSH Server Status
SSH Max Session
Connection Timeout : 120 (sec)
Authenticate Failed Attempts @ 2

Command: show ssh server

: Disabled
: 8

! never

Listened Port Number 122

3.38.7 config ssh

user

EL:B) SSHa—H#F—ZREL £,

S config ssh user <username 15> authmode < hostbased < hostname
{domain_name 32> > < hostname_IP <domain_name 32> <ipaddr> > \ password
| publickey >

B! AKa<xy R, SSHa—V—gat HiEERELET,

INTG A =S — <username 15> — SSH —H —Z @I 52—V =4 % 15 LT F TOYMEHL
FCHELET,
authmode — AA v F~DOw 7 A ZfHET 2% SSHA—Y —DFRRFEE— P& E
LET, BHIFLUTONTA—F—%HIRTHZ LN TEET,
hostbased — FFEAHIZ Y E— F SSH —_—2 i HT 255 L E5, A
TA—H—%FIRTH & SSH 22— =R DT DIZEL F O AN BB/ Y F
R
hostname <domain_name 32> — U E— h® SSH = —H— %G54 5 32 LFLIHN
DY FOLFINE AT LET,
hostname_IP <domain_name 32> <ipaddr> — SSH = —H% —D KA " L5fInd 5
IP7 RLREASLET,
password — EFHLFHEFRD/NAT — REMFH L T2 —W —38FE%1T 9 LA 12N
LET,
publickey — SSH ¥—/N— EDAB#EZ ] L TREBREZAT D B A ICEIN L 97

] PR =5 I BHET I NOIHRRaw REFITTEET,

K/N—V 3

1.00. 01 LAF%
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B :SSH = — W —Z R ET 5 I1T1E

#iconfig ssh user APS authmode password

Command: config ssh user APS authmode password

Success.

3.38.8 show ssh user authmode

ELD SSH A —#—DORELFK R LET,

L show ssh user authmode

BLL! AKawr RiE, SSHa—H—DREEZRTLET,
INT A —H— 7L,

i) [R5 2 THET h O NOBRa~ L REFE[TTEET,
X/ N— g 1. 00. 01 LA

& FB1: SSH = — W — 2 F£oRr 3 5 1201%

#tshow ssh user authmode

Command: show ssh user authmode

Current Accounts:

Username AuthMode  HostName HostIP

APS Password

Total Entries : 1

FEER

SSHA—H—%2BET HICIE. BEFIFIRSAYFIZA—YF—THhoU r2ERT S
WERAHYFET, A—F—T7HO 2 FREICEATHIERIC DLVTIK, ¥ =2

7LD Tcreate account] ZHBBEBLTLE&ELY,
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3.38.9 config ssh

algorithm

HAY

SSHT VY ALEHRELET,

3L

config ssh algorithm < 3DES | AES128 | AES192 | AES256 | arcfour |
blowfish | cast128 | twofishl128 | twofishl92 | twofish256 | MD5 | SHA1
| RSA | DSA > < enable | disable >

]

Ka<r Rix, BREORESALICHEA SND SSH T VTV RAD XA T HiRE L
jzj_o

INTA—=H—

3DES — Triple_Data Encryption Standard B55{k77 /L3 X A

AES128 - Advanced Encryption Standard AES128 FEE(LT7 /L= U X A

AES192 - Advanced Encryption Standard AES192 Rf5{b7 /LU X A

AES256 - Advanced Encryption Standard AES256 Rf/5{t7 /L= U X A

arcfour — Arcfour Bf 57 3V X b %

blowfish — Blowfish Bf /b7 /L3 U X A

cast128 — Castl28 K= b7 /LT X A

twofish128 — Twofish 128 B Bfb 7/ X A

twofish192 - Twofishl192 Kf 5 {b7 /L= Y X A

twofish256 — Twofish256 W5 {b7 /L= Y XA

MD5 — MD5 Message Digest Bf5{b7 /L3 U X A

SHA1 — Secure Hash Algorithm K21k

RSA — RSA WE#Ab7 /=Y XA

DSA - Digital Signature Algorithm BF5{b% Tenable] (%) £7-1%
[disable] (HEZh)IZL £,

<enable | disable> — AA v FIZARaA~ L RTAN LT NAIY X L%
fenable] (A%h) F£721% [disable] (HEZH)IZLE7,

il BRI

EHET AV FOAKax FeRTTEET,

K/ N— 3

1.00. 01 LAR%

ERF : SSH 7 V=) XA ZFRETHITIE

Success.

ficonfig ssh algorithm blowfish enable

Command: config ssh algorithm blowfish enable
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3.38.10 show ssh algorithm

H i) SSHT LT ZLADORELXFRLET,

&L show ssh algorithm

A Aa<w Rk, SSH7 LT ZLADOREAT—H A FrLET,
INT A=K — 72 L,

il BRI 2L,

RHG/N— 9> | 1.00.01 LUK

ERE] . A4 S FICBERTESN TS SSH 7 LAY X AEERTAHITIT

tishow ssh algorithm

Command: show ssh algorithm

Encryption Algorithm

3DES
AES128
AES192
AES256
arcfour
blowfish
cast128
twofishl128 :
twofishl192 :
twofish256 :

: Enabled
: Enabled
: Enabled
: Enabled
: Enabled
: Enabled
: Enabled

Enabled
Enabled
Enabled

Data Integrity Algorithm

MD5
SHA1

: Enabled
. Enabled

Public Key Algorithm

RSA

CTRL+C ESC q

: Enabled

QUIT SPACE n Next Page ENTER Next Entry a All
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3.39 SSLavw >k

Secure Sockets Layer (SSL) &, #iE. T VX NBAB IO S{bEEH LT, m"A ML T4
7 v M ZEREENA R T 5 X 2 U T 4 —HRET T,

ZOtX 2T 0 —HEREIT, BREEE Y v a VTR ARE RSN T A — 2 — REEDK LT
NIV ALBIOF—EEZRETDH, BEEAAL—FEMEINL X2V T 4 —XFINTEL D EH LT
WET, SSLIE. LT D 3 DB TH SN ET,

(1) HAHe . BB A A — M CFHNORAIOERS TIiE, HHATLIAMET VT XAZFELTWE
T, AAA v Fix, RSA (Rivest Shamir Adleman) ARR#EET LIV XL LTI X IVLELT LI
A2 (DHE : DHE DSS Diffie-Hellman ABH#ET /L) XA & LTHRE) 2R LET, AL-~Ub
%, BAEZHL CTHEAT A FLEL, Boboxr T m— 9 %2179 £ TORFEETT- T,
ROLJUZHET WS 7 T AT U RANHOERIOT oA 720 £,

(2) K5t : BEBAAL— FOWRDEMIL, 7 74T FERA MNITEZET DA vE—VOKE
{bE &G TT, KAL v FIL 2 BEOEFLT VT Y AAZYR—FLTHWET,

« ARNU—LAWEE - AA vFIiE, 128 By MEDORCA A R —ABFEICRHS L E T,
ZOHHIA v =V O SIS, EEREHOTZOIZIEZ T4 T FEARRX MET
—HSHLILERHY FT,

CBC 7' v 7 W5 — CBC (Cipher Block Chaining : Wf5~7' v~ 7 HEH) L%, Ak 51k
L7 ay 7 OWETHER L THED T vy 7 O EITH HIETT, KA vF
X, DES (Data Encryption Standard) CEF%9 % 3 DES_EDE K 5{k=2— K & AES (Advanced
Encryption Standard) Z#¥7A— kL., B X&24AKL E7,

(B) Ny TaTNI) XL HEEAL— NORBROBEETIE, A vl— Vit — FZRET D A
b=V A MERREBELET, ZORXvE—VRiEEa— NIREIShEA Yy E—Y
THFBL &, BAMEEREE L, FEKBEEIELET, AZXA v Fid, MD5(Message Digest
5) & SHA (Secure Hash Algorithm) ® 2 fEEED Ny a7/ A LZYAR— M LET, SHA T,
SHA-1 Jt TN SHA-2 ZHAR— h L CTWE T,

INEH3ODNRTA—E—|T, AA v F ETOIOOBREE L CTRBICEAS DS, — 33—
EARA N TRERBREEITI DD IEOM b — REAKLET, AL — FOFNE 1
D, FRITEHAEMAEDE TEITTHI N TEETN, BIRTIHEEASL— MLV EXF2 YT
A — LIV RBZ R DR T 4 —< L AFEMLET, BEAA— MIEENDHERIZIAAL v F
WZITFE L TN, GEAZEEMEEIND 7 7 A NV EF =FHENG X T o a— KT 5081’ H Y
T, ZOGAET s ANADRRNEREREE AL v F ETEITTHIENTEERA, GEAET 7 4
WL, TRTP = N—ZfH L TAAS v FIZF¥ Vo m— R TEET, KAA v FIE, SSLv3.0, TLSv1.0
~1.2%YHR—=FLTCWVWET, SSLOMDONAR—=T g VIIARAL v F LITHBENRNBERH D
TIGAT L RIBRA FADORBIER A vt — VIR RIENA AT A BENH Y T,
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3.39.1 enable ssl

H 1 AA v F O SSLEEREZ FENZ LET,

&L enable ssl [ version < all | < tlsl.0 | tlsl.1 | tlsl.2 >> | ciphersuite
< RSA_WITH_RC4_128_MD5 | RSA_WITH_3DES_EDE_CBC_SHA |
DHE_DSS_WITH_3DES_EDE_CBC_SHA | RSA_WITH_AES_128_CBC_SHA |
RSA_WITH_AES_256_CBC_SHA | RSA_WITH_AES_128_CBC_SHA256 |
RSA_WITH_AES_256_CBC_SHA256 | DHE_DSS_WITH_AES_256_CBC_SHA |
DHE_RSA_WITH_AES_256_CBC_SHA »>]

B! AKa<wr Rix, A vFOSSLEREEZ AN LET,

NI A= —7pLTARa~y Re AT LEESGE. A4 v F O SSLEERED 7 a—
NERENEINIRVET, H IS A=V UREAAS — MNIEEIRET A,
T A== TANLTEGAEIL, FEELL TS N—=T g K5 A A — R
HINT20 9, SSLESHED 7 o — LR EITAFE SNE A,

NG RA—HK— | vyersion - TLS N— 3 U AIEET HHAIMHHTHA T 9 o TF,

ciphersuite - Bf B A A — N EFEET HHAIHEHAT 247V 3 T,
T 7 FERETIE, 2TOTLS N—T g UV ORF S5 AL — EBENI 72> TV
FI . SSLEERED 7 v — VR EITEES) T, SSLIREZEN T 245G, A7
3R L TARa~ FE AL TSSLEERED 7' o — VR EZ AN L, AL
TRUNTLS N— 3 VR UWEF 5 A A — Md disable ssl 22~ RIZE D EHIZ LT
<TEE0N,

il PRI BHET T hDORARa~w L ReFITTEET,

St N— = > | 1.00.01 LUK
(version 7" 3 1% 1. 12. 00 LAFE)

ERF: 2 A F O SSLHEREZ AN 51T

ftenable ssl

Success.

Command: enable ssl

Note: Web will be disabled if SSL is enabled

B R ED TLS "= a U ROIE S5 AA — FEFRITT DT

Success.

ftenable ssl version tlsl.1 tlsl.2 ciphersuite RSA_with_ AES_128_CBC_SHA
Command: enable ssl version tlsl.1 tlsl.2 ciphersuite RSA_with_AES_128_CBC_SHA
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EIEER

0 24 UFOSSLEEEEMCTBE. R4 vFiENeb THR—S v —ADR— k (K
— +80)ZEMZLET, Web v R—C v —(CATA 2T B=6HIZIF. RLOIT Y
k1)—I& Thttps://] THRELIDLENHY EFI I : https://10.10.10.10),

3.39.2 disable ssl

HAY

AA v F O SSLEREZ Ehlc LET,

3L

disable ssl [ version < all | < tlsl.0 | tlsl.1 | tlsl.2 >> | ciphersuite
< RSA_with_RC4_128 MD5 | RSA_with_3DES_EDE_CBC_SHA |
DHE_DSS_with_3DES_EDE_CBC_SHA | RSA_WITH_AES_128_CBC_SHA |
RSA_WITH_AES_256_CBC_SHA | RSA_WITH_AES_128_CBC_SHA256 |
RSA_WITH_AES_256_CBC_SHA256 | DHE_DSS_WITH_AES_256_CBC_SHA |
DHE_RSA_WITH_AES_256_CBC_SHA >]

]

Aa<r Rix, AA v F O SSLIEHEZ BN L £3,

NI A—=F—7pLTARa~y Re AT LIESGE. A4 v F O SSLEERED 7 m—x
JVERENENZR Y ET, H IS NAN—T g UREAAS — MNIEEISRET A,
NI A== TANLTHEEIE, FBELLE TS X"—Va U5 A A — R
MEZNT 720 £9, SSLISRED 7/ o — LR EITEE I NEH A,

INTA—=H—

version = TLS N—V a U EARET 2L EICERT 247 v a »TF,
ciphersuite - Bf 5 AA — NEIRET DL AIHEHT L4 7 a o TF,

il BRI

EHET AV FOAKax FeRTTEET,

K/ N— 3

1.00. 01 LIfE
(version 7> =3 % 1. 12. 00 LL[%)

ERE]: A A > F D SSL AT — X A EB NN 5HI20%

fidisable ssl

Success.

Command: disable ssl

AR ED TLS "= a Y ROIE S5 AA — M EFRITT DT

Success.

ftdisable ssl version tlsl.1 ciphersuite RSA_with_AES_128_CBC_SHA
Command: disable ssl version tlsl.1 ciphersuite RSA_with_AES_128_CBC_SHA
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3.39.3 download ss| certificate

HAY SSLBKREMIRER 7 7 A V& AU u—FLET,

L download ssl certificate <ipaddr> certfilename <path_filename 64>
keyfilename <path_filename 64>

B! Ka<wr NiE, A v FTSSLEREZHERT D720 DFEWEY 7 A v & TFTP 4

—N=bF T ra— RTLHEXIHERALET, SEHEZ 7 AV, *v RU
— 7 LOTNRA RAEREET Do T — Xk Th Y . FraH O H
RFRFED T D D, £1oT7 UV FNEL T EDERPEM S TWET, SSL 1%
REERKRICIEAT2720120%, ==L 7747 "B —E LT-GEWE Y
TANERFOLERDH Y E£T, KAA v F X, DER BROFEAEL 1 2OHH

R—RFLET,

INT A= H— <ipaddr> - TFTP #— "—®D P 7 KL AZ AN LET,
certfilename <path_filename 64> — ¥ — R BFFHET 7 4 L DI/RR
L7 7ANKEANTILET,
keyfilename <path_filename 64> — ¥ 71— R 5FEHRAZHT 7 A /L DX
AL Ty ANLE NI LET,

] [R5 I EHET W NDHARa<w L REFTTEET,

$fhtX— g > | 1.00.01 LI

ERG: GERAEZ 7 ANV ERMEBR T 7 ANV E AL v TFIZX U a— RT 5120

#tdownload ssl certificate 10.53.13.94 certfilename c:/cert. der keyfilename c:/pkey. der
Command: download ssl certificate 10.53.13.94 certfilename c:/cert. der keyfilename
c:/pkey. der

Certificate Loaded Successfully!

Success.

FEREE

0 TJ7—LYITON—2aVICE>THAY Y O— KB IRER UHERD 7
7AILT A XARELRY FT,
Ver1.06.00 LAF% : SEFAE D 7 4 JLIX 8192 /34 +. FEHE D 7 1 JLIX 4096 /A
DIF7ANFAXETEIVVA—FAAETY,
Ver1.05.01 LIFT : SFBAZ 7 7 A4 JLIL 2048 /N4 b, BEZREE T 7 €4 ILIZ 1024 A +
DI7ANYAXETHE I O—KEMNE[EETT,
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3.39.4 show ssl

H SSL A7 —X A xF£xLET,

&L show ssl

B AKa<r Rix, AL v FEDSSL AT —X A% FRLET,
INT A=K — 72 L,

] PR =5 I 2L,

%/N—T g > | 1.00.01 LI

fERG: AL v F ED SSL ATF—X% A5 FKomd AI121E

fishow ssl

Command: show ssl

SSL Status
TLS 1.0
TLS 1.1
TLS 1.2

Cipher Suites:
RSA_WITH_RC4_128_MD5
RSA_WITH_3DES_EDE_CBC_SHA
DHE_DSS_WITH_3DES_EDE_CBC_SHA
RSA_WITH_AES_128_CBC_SHA
RSA_WITH_AES_256_CBC_SHA
RSA_WITH_AES_128_CBC_SHA256
RSA_WITH_AES_256_CBC_SHA256
DHE_DSS_WITH_AES_256_CBC_SHA
DHE_RSA_WITH_AES_256_CBC_SHA

0x0004
0x000A
0x0013
0x002F
0x0035
0x003C
0x003D
0x0038
0x0039

Enabled
Disabled
Disabled
Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Enabled

Disabled
Disabled
Disabled
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3.39.5 show ssl certificate

HHY AA v F EDOSSLAFHTZ 7 A VD AT —H A Frm LET,

&L show ssl certificate

i Ka<wr R, AL v F EOSSLIFAEY 7 A LDOIFREZFZRLET,
INT A=K — 7L,

] PR =5 I 2L,

K N— g > | 1.00. 01 LA

B AA v F EOGERAET 7 A VIERERTT 5121

fishow ssl certificate

Command: show ssl certificate

Loaded with RSA Certificate!
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3.40 Web FBEEa~ >k

3.40.1 enable web_authentication

B Web FRGEAERED 7/ — NLVEREEZH I LT,
&L enable web_authentication
Bt D awy RiE Web FBaERED /' a — S LEREEZ BN LE T,

AR— M Web FEEO AN 2R ET H,E1E, Ra~vr F2@EH L2 LT
config web_authentication ports 2~ F&HAWTHEBNIERELE T,

INT A=K — L,

il BRI BHET T hOBHRAKRa~ L ReFITTEET,

RHG/N— 9> | 1.00.01 LUK

fitt . Web FRAERERED 7 0 — NVERE Z AT 5121

#tenable web_authentication

Command: enable web_authentication

Success.

TEEE

0 Ver 1.05 LIED T 7 —LH9 7 &Y. Web B LA HEF-O—I L ke
HYR— bk LET, B Sh=hR FAR—REBRORORTR— hAO—3 25
I 558, :ILLWKR— FTERIBREMNS | SH#HANE T,

0 Web SREF CAIETaE A SR ARB Y & 3 (% 63 TT,

0 B VLAN 2T 2184, 21U S TaREARARARIE 64 K TT.
B K%K 64 (2%, MAC/Web/802. 1X (D& SBEFCHEFAY 2B VLAN DIk EHE
_g_o
(B VLAN @R L MER L. COBAINEMICEEENELA)

(’Ww%ﬂﬁﬁ%ﬁﬁ—hf%ﬂ@ﬁ%tﬁé?b—Aﬁ~4—ﬂ*vh7b—A9
ATHRIP A2 IPTO AN EASATHNTICP DI L—LERYFET,
ST &N EL BT L—L (FIZIE ICMP, UDP £2 &) (. SBEET— TILAZEF S
NETH, BEEICEIEZEIITHONEFLEADTIEELL LY,
Fiz, IPVBICDODVWTHRBIEOHEN T L—LD=HEERHRINETT,

(’sﬁ*@%éEﬁ@VMN&A%prfﬁﬁéhi¢o%@tw~%§ﬁ$ﬁﬁt
L VAN IZHEELAWEEBNHEST L. BRODIEMBLET,
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3.40.2 disable web_authentication

HHY Web FRGEHERED 7 1 — LR GE - HERNIC L £ 97,

3L disable web_authentication

] ZDawl Rid Web BGHERED 7 0 — LR EE B L E T,
INTA=H— mL,

il B < LH BEET U NOIRRav s ReERITTEET,
$tin/3S—v a2 > | 1.00.01 LA

fili 1451 : Web GRAEHERE D 7 1 — 7 VERGE 2 I 5 121
#disable web_authentication
Command: disable web_authentication
Success.
#
3.40.3 config web_authentication ports
H Y A— NHALT Web @B N7 A —X — %R ELET,
1§ config web_authentication ports <<portlist> | all> [state]
State =state <enable | disable> | aging time <infinite | <min 1-1440>>
| block_time <<sec 0-300>>
At ZDa~ L RIFIAR— FHALT Web fAE/NT A—X —%2FHELET,
INT A —H— ports <<portlist> L all> - RETHR— MEHEZEELET,
all - ZOREIHEHENLIETOR—FZHRELET,
state <enable | disable> — Web FFED R — MIRAEZ H %) (enable) /MEZh
(disable) IZFRE LE T,
aging_time <infinite | <min 1-1440>> - GRFESI M7= A b FRRERAE & (RFF
LTWORMEIRELET, 7740 ME 1440 53T,
infinite - %ﬁd\éﬁéhtfx Mx:—y'fﬁ FENRWE I ITHRELET,
block_time <sec 0-300> - FFAEIZKM LIZAR M&T vy 7 S DR ZHRE
LEd, 774/ NI 60FTT,
il B < LE BEET U NOIRRa v ReRITTEET,
Xt 3— 3 > | 1.00.01 BARE

fE ] AR— b~ 1-9 @ Web FREEAEH T AT

Success.

ficonfig web_authentication ports 1-9 state enable

Command: config web_authentication ports 1-9 state enable
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3.40.4 config web_authentication virtual_ip

HAY

Web m[_an‘_E)EH 0)’{& IP 77 ]\\‘ LA %‘f;&ﬁ:—_’ l-/i—ﬁ—o

15 3C

config web_authentication virtual_ip <ipaddr>

B!

Web FRFAFDRAB IP 7 R L A%, REBFFMEAR DO ORIFERZZ AT L IP T R
LATE, 0.0.0.0 BDERESNTWAEA. Web FBIENENMEL £H A,
KWEIPTPVXiW%wﬁ%@ﬁ¢6Kb® RO EETH Y . ARP
ZH IOMP IZHINE LET A, AR IP T FLANEET LRy U — 7 R A T
1%@“5%%1 TR AEEDIP Y RLRAEZTRETHZ ENTEET, L, &
HELERRD IP T RL A LR IP 7 RLARFE—DOH 7y MIERESN TS
&L URARD ARP Z R TE T, Web FREZ BT EHADTIERE LS LIV,
(5] ARFRRESGA D 192, 168. 0. 1/24 THAE IP 7 K L A3 192. 168. 0. 10 DIFGE)

RT AL —

virtual_ip — Web #@REH 22 (T HIAR TP 7 RLAEZRE L £7,

il BRI

BHET T hDOHRRaw s REFEITTEET,
AEBEBOBEIP 7 RLADR—D IP 7 RLAZHE LTS48, WEB _X— 2D
PR EAMEA TE £ A,

X/ N— g v

1. 00. 01 LI

{iﬁﬁ {@J :Web G ufh}zﬁ {}i

LIPT7 RLAZRETHIC

Success.

#iconfig web_authentication virtual_ip 1.1.1.1

Command: config web_authentication virtual_ip 1.1.1.1

3.40.5 config web_authentication switch_http_port

EED

Web ZREE M T HTTP/HTTPS @ TCP A"— F & E52H/ELET,

3L

config web_authentication switch_http_port <{tcp_port_number 1-65535>
[<http | https>]

B!

Web FRFEM[E CD HTTP/HTTPS @ TCP AR — hEHEZREL T3, FBEIN/W
A&7 harOT 74NV N TP AR— MESEZHEHALET, 7u haLiiEE
L7aWa, HITP 2SS v £97,

Web FBFE% HITPS CEMES ¥ 2A. Ao~ RThttps AR — K &2EE
72 £ C” enable ss1” o~ R TCSSLEFEZH NI T AMLERDH Y 47, if_\
Web FRFE%A HTTPS 75 HTTPS IZAE W 3 5855518, 7 disable ss1” =2~ KT SSL
FERE A MEZhiZ L7 LT, A=< FTChttp kﬁﬁﬁﬂf’w FEBREL T I,

INTA—=H—

switch_http_port <{tcp_port_number 1-65535> — Web FXELHEHE T TCP &~A— k
Fir (1~65535) ZfRELE T, UTFOA Ty arcre harzipRrca 1,
http — HTTP (Z%f L CiiEfH S vk 9,
https — HTTPS (Zxf LU Gl S E

il BRI

BHET T hDOHRRaw s ReFEITTEET,
HTTP O%54A. TCP AR— K 443 FrTITEMEL £H¥ A, [RIEEIZ HTTPS DA 121E TCP
A— b 80 FTITEMEL FH A,

K N—2 3

1.00. 01 LAR%
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f55 FFL 451 - Web ZREFEIFIIZ 35V T HITP © TCP AR — &5 8888 Z i 42 L H IR ET A I2i%

Success.

#iconfig web_authentication switch_http_port 8888 http
Command: config web_authentication switch_http_port 8888 http

3.40.6 config web_authentication redirect

EL:] Web BEREY # A L7 MEREEZRELET,

1§ config web_authentication redirect [<enable | disable>]

] Web F8AEY & A L7 MEREIZ, RIBFESAR D Web FRAEH OMAH TP 77 B L 2 LISt
DY A MZT 7 BALEBIC, /KB IPT RLAIZY Z A L7 F S CTHEEINIC
Web FREM I IZF5E T 51 ’Cﬁ‘ YDA R A IR RAR TP
T RUVAZFRE LT Web BAER— X )W ZHF T 20BN H D 9,

INT A—H— <enable | disable>
enable — Web F8aE Y & A L 7 MEREZ AT L E TS
disable — Web #@8GiE Y # A L 7 NEEREZ ME2HIC L £ 9,

] PR =5 I BEHET T NOHRKRav REFITTEET,

KN—2 g v 1.11. 00 AR

it 51 Web FRAE Y & A L7 MEREZ AN T DI

Success.

#config web_authentication redirect enable

Command: config web_authentication redirect enable

3.40.7 config web_authentication session_timeout

H I Web SRAEHHOE v a U XA LT U MR ZRE L E T,

&3 config web_authentication session_timeout <sec 0-120>

5] ARa< RiL, WEBFERER— %@ﬁ//a/&4A7ﬁ%ﬁﬁ%ﬁibi?
tyTa 24 LT U MFHEZECRET D 2 & T, KRR EHIRHIC
Botya BMLL LD LT 558 DEEOAR ZEMT 52 LATE i
T, ART A= —DF 7 /L Ml 120 (B) TT,

INT A= — session_timeout <sec 0-120> — Web FILHE DT v a XA LT 7 FEEE
ERWTRIELET, 0 OBAIEE Y a v AL AT Y MERELE A,

il PR < LH BEET W NOIRRaw L ReERITTEET,

K/ N—2 g v

1. 11. 00 LLf%
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it FH 5] Web 783

BE DY v a4 L7 7 M Z 30 RIIERIET D ITIE

Success.

#config web_authentication session_timeout 30

Command: config web_authentication session_timeout 30

3.40.8 config web_authentication method

H i) Web FBFEHELZ R E L ET,

1§ config web_authentication method <local | radius>

A ARa< R, Web BFHERE COGEEZ 0 — B LT —F _X— 2 % AW CIHEfEd
% %> RADIUS 'H‘~/\~“G%ﬁ‘rﬁ“é MEBRELET,

INT A —H— {local | radius>
local - B—HNT —F_X—2 % L CREELITVET,
radius — RADIUS Y— N—TEREEZITW\VE T,

i) [R5 I HHET W NOIBRa~ L REFETTEET,

XN— g 1. 00. 01 LA

fitt F 18] - Web RRAETIE A RET HIZ

Success.

ficonTig web_authentication method radius

Command: config web_authentication method radius

3.40.9 config web_authentication authorization network

H /Y WEB FHRE IR I GRRE R E 2 B2 20 E 9 sk E LE T,

i3 config web_authentication authorization network [radius <enable |
disable> | local <enable | disable>]

i ARa< R, Web FGERRIIRFICFEGE Y — S —23MRFF T 2 A3 I01FH (VLAN 1% 3
) O LA EE LE T, RADIUS y—"—ZMHT 2556 - 17—
A RXR—= 2T HGETNRT A= — 3R 0 F4,

INTG A= — radius <enable | disable> — enable &/ &9 5 & RADIUS — "—2 5 %6(E
SNOFRAEBME ] - VLA Z2Z LET, 7 740 FREFAZTT,
local <enable \ disable> — enable RE LT HE T —NIILT —HX—ZADFH
EEMEASRLET, T 740 MREITARTT,

il BRI BEET W NOIRRaw L ReERITTEET,

K/ N—2 g v

1. 00. 01 LLf%
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'fiﬁﬁ{ﬁj D"_’jj/l/T &’\"—‘Z@muuﬂ‘:@l\iff ﬁﬁﬁ“%’)

#iconfig web_authentication authorization network local enable

Command: config web_authentication authorization network local enable

Success.

TEEE

R ZEAT HEES. Aa<7 2 KDt lTenable authorization network
vy RTHRIEERHED Y |:l —NILEREZENTEIBHENHY T,

@O 5 rsorvmizsyBr LN ERY HTEBE, D—3 L T Bk
VLAN ID ME# B8, lconfig gvrp all ingress_checking disable] o< > I~’C~‘
R— kD Ingress checking BREEZENICT HILENHY FT,

3.40.10 config web_authentication auth_failover

H A4 Web ZBAED failover HFEARTE L 9,

1§ config web_authentication auth_failover < enable [ mode < permit
[ vlanid <vlanid 1-4094 > ] > | local ] | disable >

] K< RiE, Web sBREIZF51 T RADIUS 4%—/<~75> RAESE N R NG E, |
—INT = HNX— 2K DGR, F T ITRGIFICERAETF P &21T 5 failover H§RE
ERELET,

INT RA—H — enable — failover #§REZ AN L E T,

[ mode < permit [ vlanid<vlanid 1-4094 > ] | local ]
permit — RADIUS ‘H‘—/\_b>%m/¢7ﬁ>7‘£b‘ﬁj% SR RRRERF T L E T,
vlanid <vlanid 1-4094> —g¥GEFF W] SN7-%E DOFTE vlianid Zi%E L £

7
local = RADIUS H— N—7nDRE N2 WEE, B —H L7 — 2 X— 2 CTRGEL
7,
disable — failover H§AEZ MEZHIZ L £ 7,
] [R5 I HHET I NOHKRa~ L REFETTEET,

RHGE/N— 5> | 1.00.01 LUK
1. 09. 00 LAF% (permit /3T A — & —)

{5 451 : Web ZREEC failover HEREA AN T A I121T

#config web_authentication auth_failover enable mode permit vlanid 3

Command: config web_authentication auth_failover enable mode permit vlanid 3

Success.
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EIEER

() T I A LA —N—HEREIT 1T B RS AREREE A (Permit) X, %2 U T4 —L
RISE & R A ABEE A H D=0, +HREDLE. FRALTIEEL,

@ RS, RIS — (% { A7 FEEIE 30 BEIAIS
HRELTLESWD, T4 LEEIXISFHTT,

3.40.11 create web_authentication user

HE Web FRFEH OB —H Va2 —PF—Z &L £7,

L create web_authentication user <username 15> [vlan <vlan_name 32> |
vlanid <vlanid 1-4094>]

BIC]] Ka< Rt Web @Bl r— /v —H—ZFHEMR L 9, RRERDhERC

B Y CTHVLAN #5352 ENTEET, VLANFHRPEFEE SN2 WA,
SAFEI Y 4T 5307 VLAN BFELE L2 WEEAIZIE. Web REE2— W —|35F 7 4 /L
k VLAN 23 S v E 9,

INT A—H— user <username 15>— Web X—ZAD7T 7 AHIEHDT I 7 N Z1ERK L F
T AT 16 LFUNT2—F—ZBE2ER L E 7,
[vlan <vlan_name 32> | vlanid <vlanid 1-4094>]
vlan <vlan_name 32> — FREAFRLIHFIC 22— —(TE| D 4TS VLAN L AHEE L

\ij—o
<vlanid> <vlanid 1-4094> — VLAN ID # A1 LE 7,
Hill PR - BEHET I NOARKRKa~w s REFTTEET,

RHGE/N— 5> | 1.00.01 LUK

{# FA 4] - Web FHEED 1 — B )L — P —ZVERRT B 121%

ficreate web_authentication user webuser vlan default

Command: create web_authentication user webuser vlan default

Enter a case—sensitive new password:skkskksoksk
Enter the new password again for confirmation:skskskkkek

Success.
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3.40.12 config web_authentication user

H Web ek — AV a—HF—ZfFEE L ET,
X config web_authentication user <username 15> [v/an | clear_vlan]
vlan = vlan <vlan_name 32> | vlanid <vlanid 1-4094>
B Ka<r Rt BRI TS Web Balr — /v —H —ZfRE L 7,
INT A —H— user <username 15> — Web X—XT7 7B RHIHBOT H T v v 2HEELET,
Foffy Pl T 15 LFUN T —F =4 2R ELET,
[ mode < permit [ vlanid<vlanid 1-4094 > ] | local ]
vlan <vlan_name 32> — FRFFRDIEFIZ 22—V — |28V Y4 TH VLANZL A HRE L
£
vlanid <vlanid 1-4094> - VLAN ID # A L£7,
clear vlan -~ ZDO7 T MU 7 ZNTWA VLANEHRZ 27 U 7 —LET,
] PR =5 I BEHET T NOHRKRav REFTTEET,
X/ N— g 1. 00. 01 LA

fERBF: Web FRGET — B /b —H— |28 ) 24T 7= 38EE VLAN DR E & BRI 512

Success.

ficonfig web_authentication user webuser clear_vlan

Command: config web_authentication user webuser clear_vlan

3.40.13 delete web_authentication user

H Web FBGE 2 — )L —F—ZHIR L E T,
L delete web_authentication <user <username 15> | all_users>
At B AKa~ o FiE, BEEIN TS Veb @ikn — I va—F—2HIR L 7,
INTG A —H— user <username 15> — HIfRd A2 —V —LZE2HEELET,
all users — Web f¥iEu— /L2 —H —Z2 2 THIFRL 9,
il BRI BEET U NOIRRa~v Ly ReRITTEET,

K/ N— 3

1.00. 01 LAR%

il B Web FBFER — W b2 —H—ZHIERT 51T

Success.

fidelete web_authentication user userl

Command: delete web_authentication user userl
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3.40.14 config web_authentication redir_url

HI) Web FBFEY # A L7 h URL & E L £ 7,

&L config web_authentication redir_url <string 128>

BIC]] RKa<r Rix, WebiBfbD VXA L7 NIRLERELET, VXA L7 K URL R
WE INT=HE, 22— —1% Web §RREA TN L 72141 J&ﬁébt RLIZU XA L7
FEHET, VFA L2 FURL BRESILTWRWESRIL, k& icr 77
v NHOBEIZY XA LT NINET,

NG R —H— {string 128> — Web #BFlfRIC2—H—NU XA L7 &b RL ZHELET,

] PR =5 I BHET T hORARa~w L ReFITTEET,

St N— = > | 1..00.01 LUK

fEFB):Web FRFET 7 4V F U XA L2 K URL 3% E T DIT

Success.

ticonfig web_authentication redir_url http-//www.webslte.com

Command: config web_authentication redir_url http://www. website. com

3.40.15 config web_authentication clear_redir_url

ELD Web FBFEDV XA L7 NURLEZZ VT —LET,

1§ config web_authentication clear_redir_url

B! ARa<wr R, ZESNZVXA L7 N RLEZZ YT —LET, VXA LT B
URL 37 UV 7 —& b &, 2—F—E Web BRENH LIzZRICr 7T v NAO
WY XA VT FSIVET,

INT A —H — 7L,

] PR =¥ I BEHET T NOHRRav REFITTEET,

K/ N— 3

1.00. 01 LAR%

5 R Web ZBEED Y XA L2 R URL 227 U 7 —15IZ

Success.

#iconfig web_authentication clear_redir_url

Command: config web_authentication clear_redir_url
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http://www.website.com/

3.40.16 config web_authentication auth_page

HHY Web FHGEE A% T A X~ A X LT L ET,

I3y config web_authentication auth_page <<login | logout> <default |
customize_text_box line <value 1-8>> <content <multiword 70> | clear>>

Bt Ko< N2 X0 EFE T Web 3EEE login £721% logout B Z D A X~ A XL
LR DO FHNEBINTHZ ENTEET,

INT A —H— <login | logout>

login - XEZMHAT 2% % login BHIZL £,

logout — FXTE % 1 3 5 %5 % logout M L E 7,
{default |customize_text_box line <value 1-8>>

default — xfGeif Z FIHNRAEIZRE L E T,

customize_text_box line <value 1-8>— RIRMEHIZT F A FAR v 7 A&BI

LET, DAFSARXTDHTHXANRy I AR ZERELET,
content <multiword 70> - BRL 727 F R bR v 7 RIZRKRFT 5 0T & 8 6%
LET, BRLETFA MRy 7 RCRRTDHXFH] CEATT0 XFLA, &
TRMAFOLEIL 35 JLFEUN) 288k L ET, XFIIOEHE %R [7)
EBWCANLET, ok, BAREZBRET2GH81F. FHT 24— 1Y
7T Ty a— RRZE Shift-JISITEEL T EEWY,
clear — HIRL7ZTHF A MRy 7 RATBEESNTWELLTFHNE 7 ) T —LET,

il R IH FHET AV FOHAKax s FeRITTEET,

RS/ N— 5> | 1.03.00 LUK

fil JH 451 : Web GRGIE login Wi & W A XA ~A X4 D56

#iconfig web_authentication auth_page login customize_textbox_line 1 content ”~ZAHIHFiE
DONPLRNFILTFRAZTHERKZI N, 7
Command: config web_authentication auth_page login customize_ textbox_line 1 content "2

FIRTAER OB RN TTIE FRE~ ZHfE < 7230y, 7

fitt A1) : Web FRGE login M DN A XA A AL FHN %27 V7 —F5120F

#iconfig web_authentication auth_page login customize_textbox_line 1 clear

Command: config web_authentication auth_page login customize_textbox_line 1 clear

55 1 - Web F8AE login i %27 7 4 /L MIETIZIE

ficonfig web_authentication auth_page login default

Command: config web_authentication auth_page login default
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3.40.17 clear web_authentication auth_state

H i) Web FGERAEZ 27 UV 77— L £ 7,
I3y clear web_authentication auth_state <ports>
Ports = ports <<portlist> | all> [authenticated | authenticating |
blocked] | macaddr <macaddr>
B! RKa<r Nk, WebfBFEOREZ 27 VT —LET, A— R AR— FX—ZF—
RIZERE SN E . TOR— MIGRIESNRVRIBIZE Y £9, ZOR— b
BRI 22 Tor A ~—F VY FShET,
R— FPHRA PRN—=Z2F— FIIRESNHE, LTOR— b Loa—§—
TV 7—an%Ed,
=PIy PV IZT VB RAT L OICHRIAE SN O MNENR B D £,
INT A —H— ports <<portlist> | all> - RETHAFR— rFAZHEELET, ETHOR—F
ERET HHEEIX, Tall" R ELET,
[authenticated | authenticating | blocked]
authenticated — 2 1 A"— FOLETCOHIFFEDOZ—Y —%2 7 V7 —LFT,
authenticating - 2 1K — FOERTORFEFDO2—YF—%2 7 VT —LE7,
blocked = 2% 1HR— FDETOT Ry 7 Slca—F—% 7 VT —LET,
macaddr <macaddr> - ZOREIHHENDLMCT FLAEZ AN LET,
] PR =5 I %ﬁ%‘?’ﬁ?‘/}‘@ﬁﬁﬂ‘?/}‘%;@ﬁfﬁi?o
X/ N— g 1. 00. 01 LA

ﬁiﬁﬁ%ﬂf_ I 1-5 @ Web mqu’Hi ;5_)7 U7 — ‘3‘5

Success.

ficlear web_authentication auth_state ports 1-5

Command: clear web_authentication auth_state ports 1-5
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3.40.18 show web_authentication

HAY Web ZREED 7V v — NVERIEL TR LET,

3L show web_authentication

B Ka<r Rt Web fBiED 7 v — VR EERRLET,
INTA—=H— 2L,

il BRI 72 L,

X/ S— 3 > | 1.00.01 BARE

i 51 - Web GRAED 7 v — SV ERGE & Ron$ D121

fishow web_authentication

Command: show web_authentication

Web Authentication

State
Method

Redirect Path

Session Timeout

: Enabled

. Local

Authentication Failover : Disabled

: http://www. website. com

Virtual IP S P R B |
Switch HTTP Port : 80 (HTTP)
RADIUS Authorization : Enabled
Local Authorization : Enabled
Redirect Action : Enabled

: 120 seconds

3.40.19 show web_authentication ports

H i Web #GEAR— FREZRRLET,

1§ show web_authentication ports [<portlist>]

B Ka< Rix, Web FBiEDOR— FREEXERLET,
INTA—=H— ports <portlist> — BIEXF T HA— bHHEZIEE L ET
] PR =5 I 7L,

KN—2 g v 1. 00. 01 LA
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] AN — b 1-3 O Web FERER— MREEZFTT HITIE

#tishow web_authentication ports 1-3
Command: show web_authentication ports 1-3
Port State Aging Time Block Time Auth Mode
(Minutes) (Seconds)
Enabled 60 120 Host—Based
2 Enabled 60 120 Host—Based
Enabled 120 120 Host—-Based
#

3.40.20 show web_authentication auth_state ports

H /Y ARN—F D Web BFRIKEEZRRLET,

S show web_authentication auth_state ports [<portlist>]

3iH AKawr Fif, A— boWeb BiRREEZFERLET,

INTA—H— ports <portlist> - WRFEREELFFT LA — MRHEZFEE L £,
] PR =5 I 7L,

K= 3

1.00. 01 LAR%

il B AN — ~ ORBRERIE 2 R 512

#tishow web_authentication auth_state ports

Command: show web_authentication auth_state ports

H:Host-based P:Port-based

Port  MAC Address Original State VID Aging Time/
RX VID Block Time

1 00-00-00-00-00-01 (H) 20 Authenticated 4004 Infinite

1 00-00-00-00-00-03 (H) 100 Blocked - 60

2 00-00-00-00-00-02 (H) 20 Authenticated 1234 Infinite

2 00-00-00-00-00-04 (H) 110 Authenticating — 10

Total Authenticating Hosts :1
Total Authenticated Hosts :2
Total Blocked Hosts
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3.40.21 show web authentication connection

HHY Web FRGESH AR DHEReE R & GBaERFOE v v a UFMEF R LET,

3L show web_authentication connection

it Ko< B, Web BRSO R OESHIFH & B4 R ORBIERFO & » 2 g AAF#H
R RLET,

INT A —H— 7L,

il B < LH BEET W NOIRRav L ReRITTEET,

Rp/N— = > | 1.11.00 LARE

it F 1) - Web RRGES AR DHEERE G it & FBAERF O ¥ v ¥ a UEMARTT HI121T

#ishow web_authentication connection

Command: show web_authentication connection

Web Authentication Connections:
1. 00-40-66-CC-BA-64, 192.168. 10. 207
(1) 14_dst_port (host)=80, 14_src_port (host)=2195, 14_src_port (switch)=50205,
last_hit_time=1035150
TotalNum=1

Web Authentication Sessions:
Current Time: 1056000 (ms)
1. 00-40-66-CC-BA-64, 192.168. 10. 207, rx_port=l,
14_src_port (switch)=50205, session_start_time=1035150
TotalNum=1
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3.40.22 show web_authentication user

H 1 Web BBET7 U M ERRLET,
L show web_authentication user
B! RKa= RiE, WebiBiE7 o v ME#REFRLET,

IRAT— RIFEHET v FOBEDHFTRENET,

INTA—=H— 72 L,

il PR IR L,

St S— 3> | 1.00.01 LA

A Web RBRET A D~ M & FTRT DI

#tshow web_authentication user

Command: show web_authentication user

Username Password VID

webuser webuser -

Total Entries:1
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3.40. 23 show web_authentication auth_page

7Ty a— RFRE Shift-JIS ICEREL T &0,

HEY Web FBGECHE T 2 5RAEME M I EFLE 23 A Z ~ A A8 Gk L TALE O FHIE
WarFrLET,

3L show web_authentication auth_page

Bt Ka< R, Web Z83F login F 721X logout HEIZ T A X~ A X GR I 372 3L

FHIERER R LES, IARBEZRRISEDITMENT 274 —IF AV T by

INT A=K — L,

il BRI FHET WU NDOHKRa~ L REFITTEET,

RS/ N— 5> | 1.03.00 LUK

B Web FRAEN A X A ~ A ALFSIEMAFTTT D121

#tishow web_authentication auth_page

Command: show web_authentication auth_page

Login Page Customized Text Box:

L ZHRIHFER DB RN FIL TR~ ZHE < 7E S0,
2.

3. [Mn&bti]

4.

B.AEH Y AT ARHEES R U — 7 @Y

6. FH2Y4E 4 0 Network Maneger

7. TEL 1 123-4567

8. MAIL : network. manager. ab@apresiasystems. com

Logout Page Customized Text Box:

L ZRHFERDP B RO FIT TR ZTHE < 7230,
2.

3. [Mn&bti]

4.

5. fF#R S AT LRI v b U — 7 Y

6. HYE 4 0 Network Maneger

7. TEL 1 123-4567

8. MAIL : network. manager. ab@apresiasystems. com
#

349/384



3.41 DHCP Snooping A< > K
3.41.1 enable dhcp_snooping

HEY DHCP Snooping #EED 7 0 — VLR E X AN LE T,
3L enable dhcp_snooping
it B A=~ R, DHCP Snooping #EED 7/ v — VR ELZ AN L ET,

AN— MHENLTHRET D5 AEITIE config dhep_snooping port @t~ K CHZhHE
hEFRE LT T,

INT A=K — L,
ffil] B 52 THET T NOIBARa~v L REFETTEET,

St X— g > | 1.11.00 LI

85 . DHCP Snooing BERED 7' 0 — LR E A HANZ T 5121

#ienable dhcp_snooping

Command: enable dhcp snooping

Succsss.

TEEE

0 DHCP Snooping #&E & ACL M HFAICIZHIEAH Y F£9 . ACL IL—ILDEFRIKIRIZ K
2 TIE. RO< > FTDHCP Snooping BEEZAMICTERWVEZENHY T,

0 DHCP Snooping DEKXI Y 1 —%% 126 T,

3.41.2 disable dhcp_shooping

HHY DHCP Snooping #EED 7' 0 — LR E N L E T,

1§ disable dhep_snooping

B! A=< RiX, DHCP Snooping BERED 7' v — SLERE A MEZHIZ L E 5,
INT A—H— L,

] PR =5 I BEET T hDOHKa s REEITTEET,

R/ N—T 3 > | 111,00 IR

5 5] DHCP Snooing HERED 7' 1 — S LR E X NI 51T

#idisable dhecp_snooping

Command: disable dhcp snooping

Succsss.
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3.41.3 config dhcp_snooping ports

H i AR— b HA\L T DHCP Snooping #§REZ 3% L £,

I3y config dhep_snooping ports <<portslist> | all> [ vlan <vlan_name 32> |
vlanid <vidlist>] state <enable | disable>

GBI ARz~ Rix, A— ML T DHCP Snooping HEREZ BXE L £ 7,

VLAN 235 L7=84 . FBE L7 VLAN OL % xtd l LET, VLAN BB EINT
W WAL, 2 TOVIANIZEH S NE T,

NTA—H— ports <portlist> | all — RETHHR— rEHEZ AN LET, HEEOELTOR
— hEXRETHEHAE Tall] 2RELET,

vlan <vlan_name 32> — %% & 72% VLAN % VLAN 4 CHE L £,

vlanid <vidlist> — %% & 725 VLAN #iJH Z VLAN ID THRE L £,

state <enable|disable> — 7x— MHLAZ T DHCP Snooping Z A %hd 5 W TR IZ
LET,

il R IH BEET AT FDOHBARa< L FEFATTEET,

KHR— 3 > | 1.11.00 LIRE

fFEAF]: HEEOR— B 1,3,4 O VLAN2 (2% LT DHCP Snooing ¥&REZ A NI HI121%

#iconfig dhcp_snooping ports 1,3-4 vlanid 2 state enable

Command: config dhcp snooping ports 1,3-4 vlanid 2 state enable

Succsss.

0 SHETHeEE (MAC SREL. Web SRIL. 802. 1X BEL) & DH— FMERXTEEHA,

0 DHCP Snooping #EEEAER S 2 VLAN A 1 [E1EINT 2 & . AL DA A 7 ip I2B%E
TEBZRAIL—ILEH 2 ERD LET,
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3.41.4 config dhcp_snooping mode deny

HiEY DHCP Snooping ®E— RKZHE L E£7,

&L config dhep_snooping mode deny <enable | disable>

25 AR A< RNiZ. DHCP Snooping D E— RZFREL ET,
DENY &— R4, A /34~ MI%H LT DHCP Snooping OfEFICHE-S< 7 ¢
NEV T HERL, BEINLTWRWIP T RLABRKEILTHLHEITIET
7y 7 LET,
PERMIT *&— R34, 4% DHCP Snooping DDA EZFERM L, /347 v D
WA ZITWER A, config dhep_snooping mode timer =~ 2 K TED LT
IR ARG8T 5 &, DENY E— RIZER L, 7y FOBRBEEITOET,

INT A —H— enable — DHCP Snooping ®&— K% DENY (Z L £,
disable — DHCP Snooping <& — K% PERMIT 2720 F9,

il BRI BHET WO NDIRRa~vy REFRETTEET,

X/ N— g 1.11. 00 LARE

i A : DHCP Snooping M<E— K% DENY (23 B 121%

Succsss.

ticonTig dhep_snooping mode deny enable

Command: config dhcp snooping mode deny enable

3.41.5 config dhcp_snooping mode timer

H 1Y DHCP Snooping @ PERMIT E— RCEH EN DX A ~— % ELET,

I3y config dhep_snooping mode timer <<sec 0> | <sec 30-604800>>

B A< RiZ, DHCP Snooping @ PERMIT &— R COUED ¥ 4 ~—%HEL £
7,

INT A —H— timer <<{sec 0> | <sec 30-604800>>
<sec 0> = 0 &Z AT %, 0 DAL PERMIT 55 DENY ~DOYJRERZ TV EH A,
{sec 30-604800> — PERMIT 7>% DENY ~DEIRRE; %2 30~604800 [ CRYHANL T
HELET,

] PR =5 I BHET DT NOIRARa~v L REFETTEET,

K N—2 3 > | 111,00 LA

5 F 5] : DHCP Snooping @ PERMIT E— R2v6 DY) 0 B 2 e % 60 MR ET AT

Succsss.

#config dhep_snooping mode timer 60

Command: config dhcp snooping mode timer 60
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3.41.6 config dhcp_snooping inspection

EED DHCP Snooping DAXMGE N7 7 4 v 7 HFELE T,

I3y config dhep_snooping inspection <arp <enable | disable> | ipv4 <enable
| disable> >

A A== &, DHCP Snooping DIEEMR T 7 4 v 7 #fREL £ T,
ARP, TPv4 ZNZHIITH L THEMT 20 E S 2l THRETE 95,

INT A= — arp — enable DA ARP /X7 v M BRAEXRIT/R Y £,
ipv4d — enable DA, IPv4 /N7 v R BRRAXRIZ/ZR Y F7,

] PR =5 I EEET v hOIHKa~w s REEITTEET,

X S— 3 > | 111,00 BARE

i I : DHCP Snooping DA XtE A5 ET 51213

#config dhep_snooping mode arp enable ipv4 enable

Command: config dhcp snooping mode arp enable ipv4 enable

Succsss.

3.41.7 create dhcp_snooping static_entry

EED DHCP Snooping DAX 7 4 v 7= N U —Z/ERL £7

S create dhep_snooping static_entry mac_addr <macaddr> port <port> <vlan
<vlan_name 32> | vlanid <vlanid 1-4094>> <ip <ipaddr> >

i Az~ FIE, DHCP Snooping DAX T 4 v 7= M —ZfERL £,

INTG A =S — mac_addr <macaddr> - XL 7RDMRDMAC T RLUAEFEL £7,

port <port> — KRR —FEHRELET,

vlan <vlan_name 32> — %% VLAN % VLAN & CIEE L £,
vlanid <vlanid 1-4094> — x{&: VLAN % VLANID CHi/E L 7,
ip <ipaddr> — XIRERDEGAKD P T RURAZFELET,

il BRI BHET IV b OHAKRav L REFITTEET,

S S— 3> | 111,00 LA

fEF: DHCP Snooping D AKX T 4 v 7 = M —%BEGKT 51213

#create dhep_snooping static_entry port 1 mac_addr 00-11-22-33-44-55 vlanid 1 ip 1.2.3.4
Command: create dhcp_snooping static_entry port 1 mac_addr 00-11-22-33-44-55 vlanid 1 ip
1.2.3.4

Succsss.
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3.41.8 delete dhcp_snooping static_entry

H i DHCP Snooping DA X T 4 w7 = b —%HIERL £7,

I3y delete dhcp_snooping static_entry mac_addr <macaddr> port <port> <vlan
<vlan_name 32> | vlanid <vlanid 1-4094>> <ip <ipaddr> >

B! f57E L 72 DHCP Snooping DAX T 4 v 7= N —ZHIBRL £,

INTA—H— mac_addr <macaddr> - XL RDMRDMACT RLAEFREL LT,

port <port> — ®HRKR—FEHRELET,

vlan <vlan_name 32> — %[5 VLAN % VLAN % CHiE€ L £,
vlanid <vlanid 1-4094> — %}%: VLAN % VLANID T{&E L £ 7
ip <ipaddr> - MR ERDERKDIP T L AZREL 7,

il R IH EHET AV FNOARKAa<x s FeFEITTEET,

RHGE/N— 9> | 1.11.00 LU

i B DHCP Snooping AKX T 4 w7 = h ) —%HIFET 521X

fidelete dhcp_snooping static_entry port 1 mac_addr 00-11-22-33-44-55 vlanid 1 ip 1.2.3.4
Command: delete dhcp_snooping static_entry port 1 mac_addr 00-11-22-33-44-55 vlanid 1 ip
1.2.3.4

Succsss.

3.41.9 config dhcp_snooping option_82 state

HEY DHCP Snooping T Option82 f#MATIEREZ R E L £ 7,
S config dhep_snooping option_ 82 state <enable | disable>
i A A=zt Fi, DHCP Snooping @ Option82 &I IHEREZ B E L £ 7,

Option82 &M IMEREZ 325 & SR D DHCP /X7 » NIkt L CTHE@E T
DHCP H— 3 —|Z #5159 2 A BEfe AR — B &5 VLANID 7¢ & OfF G #2800

THZENTEET,

INT A —H— state <enable | disable> — enable ZF% % L7-3¥% . DHCP Snooping T
Option 82 DfifHAZIBML £, disable D&HE, BIL EHA,

] PR =5 I BHET I NORHRRaw REFTTEET,

RHG/N— 9> | 1.11.00 LU

B DHCP Snooping @ Option82 {f AT IBERE 2 33 51213

#iconfig dhep_snooping option_82 state enable

Command: config dhcp_snooping option_82 state enable

Success.
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3.41.10 clear dhcp_snooping entry

EED DHCP Snooping TOX A F Iy /v bM) =227 U7 —LET,

I3y clear dhep_snooping entry <ports <<portlist> | all> [vlan <vlan_name
32> | vlanid <vidlist>] | mac_addr <macaddr> port <port> <vlan
<vlan_name 32> | vlanid <vidlist>> <ip <ipaddr> >

G| A=z~ R, DHCP Snooping DE=FV U JICL OV FELIEXAF Iy I
V=% UT—L%ET,

INT A= — ports <<portlist> | all> - RETHHR— FaHEZ AN L ET, HEOET
DR— hetR T 25513, Talll ZHEELET,
vlan <vlan_name 32>— x}%: VLAN % VLAN 4 CHHEL £7,
vlanid <vlanid 1-4094> — %[4 VLAN % VLANID THiEL £,
mac_addr <macaddr>- 7 U7 —F 25xH% MAC 7 RLAR—ATHELET,
port <port> — ®HEKR—FEHRELET,
ip <ipaddr> - XHLRDEEKEDIP 7T RLAZRELE T,

il B < LH BHET T NDOIRRa~vy REFEITTEET,

$fitiN— 3 > | 111,00 LUK

fifiJf5: DHCP Snooping DF¥ A F Iy /7 b =227 VT —3 512

Succsss.

ficlear dhcp_snooping entry ports 1-3 vlanid 1-2

Command: clear dhcp_snooping entry ports 1-3 vlanid 1-2
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3.41.11 show dhcp_snooping

HHY DHCP Snooping #§RED 7' 0 — /N VERTEHFKom L E T,

&L show dhep_snooping

A Az~ KX, DHCP Snooping BERED 7/ v — VR EZ R R LET,
INT A= — 2L,

] PR =5 I 72 L,

K N— g > | 111,00 LA

i . DHCP Snooing BERED 7 o — LB E A F T AI213 (52— K725 PERMIT O8:4)

ttshow dhep_snooping

Command: show dhcp snooping

DHCP/DHCPv6 Snooping

State : Enabled
ARP Inspection : Enabled
IPv4 Inspection : Enabled
Force Deny Mode : Disabled

Current Mode : Permit
Timer : 60 Seconds
Remaining Time : 51 Seconds
Option_82 : Disabled

#

B3 : DHCP Snooing ¥ERED 7 11 — SNV TE & #n T HITIX ((B— RN DENY (272 > 7255 A

#ishow dhep_snooping

Command: show dhep snooping

DHCP/DHCPv6 Snooping

State : Enabled
ARP Inspection : Enabled
IPv4 Inspection : Enabled
Force Deny Mode : Disabled
Current Mode : Deny
Timer : 60 Seconds
Remaining Time : —
Option_82 . Disabled
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3.41.12 show dhcp_snooping ports

H 1Y DHCP Snooping F¥BED R — MR EZ MR L £7,
L show dhep_snooping ports <<portlist> | all>
i A=~ R, DHCP Snooping #§EED AR — MR EZ R L E 7,

INT A= — ports <<portlist> | all> - fERT LR — MEHAZ AN LET, BRTOHR—
h AR D5 aIE, Tall] ZFEELET,

il PR IR L,

S S— 3> | 111,00 LA

fift 1 : DHCP Snooing FERED AN — MR E Z MRS 92 1213

#ishow dhcp_snooping ports 1-4

Command: show dhcp_snooping ports 1-4

Port State Enabled VLANs

1 Disabled -

2 Enabled 2

3 Enabled 1-3,100
4 Enabled -

#

3.41.13 show dhcp_snooping static_entry

H 7 DHCP Snooping DAX 7 4 v 7 M) —%FRLET,
1§ show dhcp_snooping static_entry [ports <portlist>]
i A X L7 DHCP Snooping DAX T 4 w7 v M) —%FKRLET, A— NEIEE

LIBE. fBR— oo onr-oy N —0L%i2FR R LET, A— MEE
AW LIEBAITETCO U M) —E2F R LET,

INTA—H— ports <portlist> - fEELTZAR— b AR E LI P —2FRKRLET,

il BRI L,

it S— 3 > | 111,00 LA

fEF]: DHCP Snooing D AKX T 4 w7 =2 M) —ZfERT 51213

#show dhcp_snooping static_entry ports 3

Command: show dhcp_snooping static_entry ports 3

Port MAC Address VID 1IP Address

3 00-11-22-33-44-55 100 1.2.3.4

Total Entries :1
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3.41.14 show dhcp_snooping entry

H 1Y DHCP Snooping DX A I v 7z M) —&2FKRLET,
&L show dhep_snooping entry [ports <portlist>]
G DHCP Snooping ME=4 U v 72X W AEREShi=y N —2HEELE T, FA—

FEFRE L2 E . JRAR— Mk L TR SNz M) —DhEFRRLE
T, A= MEEZER LG AT TOEA T Iy I/ M) —%2FRRLET,

INT A—H— ports <portlist> — fEE LIZAR— FEaRE LTIeFA T Iy I/ ) —&#K
mLET,
il FR =-1H 2L,

RHG/N— 9> | 1.11.00 LU

fE 5] DHCP Snooing DX A I v 7= b —%2KRT HIT1F

#ishow dhcp_snooping entry

Command: show dhcp_snooping entry

Port MAC Address VID IP Address

3 00-11-22-33-44-55 100 1.2.3.4
3 00-66-77-88-99-00 1 12. 34.56.78
4 00-11-33-55-77-99 3 5.6.7.8

Total Entries :3
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3.42POE v F
POE (Power over Ethernet) X, TP/ — 7 /LD EDHAEDOHEOXTICEMREEZEEIE, BEL
U728 B 52 TR Z 8 1 &2 (4G9~ 5 TEEES02. 3at |(ZHEHL L 7-#%RE T,

Z DOHEFEIT APLGM110GTPOE/POE2, APLGM118GTPOE/POE2 33 J TN APLGM124GTPOE/POE2 D} 6 H&fE oD A
TR L TWET,

3.42.1 config poe ports

H i1 HBAR— D PoEHEREARELE T,
S config poe ports <all | <portlist>> state <enable | disable>

| priority <critical | high | low>
| power_limit <class_based | user_define <value 1000-31200>>

BIC]] K IRN— F D PoE AT — & RLT 7 # /v hi%E TH%N (enable) T,

— N OFEERIBRE LT 7 4 /L FE%E T 31200 (mW) T,

Z OFEHRIPEIX, = —P —F57E (user_define) T 1000~31200 (mW) 0> #fi[H T %
ETEET, Fo. 22— =24k L7 PD Class THAEHIRE L 32
(class_based) (IZEHT 5 L L A[EETT,

T T ANR— R I E DRSNS & PD 7 T AR HEMRE S, 2D T A
2 U7 4R EIREA R — McEl v B TonEd,

7T AR—=ATIL, ATO5EMNLAR— MyEEREZ B8 LET,
KT T ADWELREITZEBENHBE IV D LRERELR>TWET, I
TR — T VBT BB ELBR L TWDHI2HTT,

<ITRA> <fGEERE> <sEEJ >

Class 0 16. 2 (W) 0. 44~12. 95 (W)
Class 1 4.2 (W) 0. 44~ 3.84(W)
Class 2: 7. 4(W) 3. 84~ 6.49 (W)
Class 3 16. 2 (W) 6. 49~12. 95 (W)
Class 4: 31.2(W) 12. 95~25. 50 (W)
INTGA—H— ports <<portlist> | all>~ HGHAR— FEHEELET, lall) REITEKR—h

RFGRITIR Y £,
state <enable | disable> — ¥EE SN 7R — h®D PoE #%E % lenable] (A
#h) F£721% Tdisable) (HEZH) IZFEL ET, ldisable] IZRRE L7286, Yk
RN— I biaEILZSNEE A,
priority <critical | high | low> — fAEAR— MOEIEIEMN 2 E L £,
PESENBAL I B D eritical, high, low &7 0 £,
power_limit <class_based | user_define <value 1000-31200>> — £&%7A&R— kD
farEHIREATEE LET,
class_based — &R — MIEEHSNTZPD 7 7 A2 HEBH LT, 207 T X
(2 U7 Aa Bl IR iR E S IVE TS
user_define <value 1000-31200> — £/ — h OFAEHIFREZ 1000~31200mW
DOHIPATHELE T,

il BRI BHET Iy NOHhAKRav L REFITTEET,

K 3— 3 > | 1.04. 00 LI
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FERG]: AA— B 1-4,5 @ PoE e 3R ET BT

ased

ficonfig poe ports 1-4 state enable priority critical power_limit class_based

Command: config poe ports 1-4 state enable priority critical power_limit class_b

Success.

ficonfig poe ports b state enable priority critical power_limit user_define 1000

Command: config poe ports 5 state enable priority critical power_limit user_define 1000

Success.

FEER

0

e & & &

RERIREZEBBLIEBE, T34/ T4—OEVR—ALEBENEHBLE
Yo TIAF)T4—LRLULKRLEICIK, BEFER— MO SEBEMICENZHIG
LFEI. FriCERLE-ZERFICEL >THREFIREZHEBELIGETH, &
FTLILFICERLE-ZERSBOBARBEIFLINSIDITTEHY FEA)

/N A —75—(state, priority, power_limit) ZEE L1=5HE. JARK— +DIEE
A—RICFILE LI-RICHEBEZHRLEY,

user_define TANT HHREHIFRMEIL. 200mV B TEMEL £,

config ports A<V RIZkY, T—2RBEDKR—FEEZEM (disable)[CLTH
BARKBIIITHONET,

T77—LoxzF7N—oavIckyY, R—MEEFIRIEDT 74U MENELY F
ERS

- NN—2 3> (Ver.1.04) DT 7 #JL ~MEIL (ClassBased) TT,
- IN—2 3 > (Ver. 1. 05) LIED T 7 + )L MME(E (UserDefine:31200mW) T3,
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3.42.2 show poe ports

HHY %R — h D PoE iRE L BB IMEE R R LET,
I3y show poe ports <portlist>
B! AKa<wr Rig, &FR— FOPoE FELMEBEENEEFR R LET,
INT A—H— {portlist> - T HA— MGPFHZIEELET,
BREESNT & ZITRR— IR RIRERY £,
A<y RETRICER SN OFHAOHMIT FRL 2B RI7ZI 0,
State = A"— h~D PoE A7 —X 2% RLET,
Priority — A~— b ~OHEELEZ R LET,
Power Limit — N— N OFRERIREZ R L ET,
Class = PD D27 7 2 (0-4) /R L £ T,
Power - fRFEEIMEA R L E T, (HEAL : mW)
Voltage - fafBBEZ R L E ¥, (AL : dV)
Current - fAEERA T LE T, (EA7 : mA)
il B < LH 7L,
Xt/ S—va > | 1.04. 00 DA
B A— bk 1-5 O PoE % E % £nd HI2iE
#tishow poe ports 1-5
Command: show poe ports 1-5
Port State Priority Power Limit (mW)
Class Power (mW) Voltage (decivolt) Current (mA)
Status
1 Fnabled Low ———(Class—based)
0 14800 549 271
ON : 802.3af-compliant PD was detected
2 Fnabled Low ———(Class—based)
1 1900 552 35
ON : 802.3af-compliant PD was detected
3 Fnabled Low ———(Class—based)
2 4900 550 90
ON : 802.3af-compliant PD was detected
4 Fnabled Low ———(Class—based)
3 9900 552 182
ON : 802.3af-compliant PD was detected
5 Enabled Low ———(Class—based)
4 15100 550 276
ON : 802.3at—compliant PD was detected
CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh
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3.42.3 config poe

system

HAY

AA T D PoE BEREZ X E L £77,

15 3C

config poe system power_limit <value 20-375>

B!

RKa<w REFAAL v FDPEZRELET,

INTA—=H—

power_limit <value 20-375> — A A v FRAKOIREHIRIEE (W) HALTATIL
E3 e
APLGM110GTPOE/POE2, APLGM118GTPOE/POE2. 35 J TN APLGM124GTPOE/POE2 Cht Ak
B0 £,

<value 20-125> — APLGM110GTPOE/POE2

<value 20-250> — APLGM118GTPOE/POE2

<value 20-375> — APLGM124GTPOE/POE2

il BRI

BHET D DR Raw L REFITTEET,

K/ N—T g v

1. 04. 00 LLF%

G A A v FEEORERIRIEZ 100W IZEET 5121

Success.

ficonfig poe system power_limit 100

Command: config poe system power_limit 100

FEER

‘).X4v?é%®ﬁ%ﬂ@ﬁ€ﬁﬂ?é%ﬁ~memewHLmﬂjﬁtZE
EoT. HLBIBERIET 2R— P& YUETSA4 U T4 —HENKE— R D
BhtcREEEILELET. CORELBENAEEShIETHEShET,
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3.42.4 show poe system

HHY A A wF D PoE IRREEFR L E T,

L show poe system

A AKa<r RiZAA v FDPoE REEZFRLET,

RT A=K — Ka<wy RONRTA—=Z =TT SWERAN, a~vr RETHICE RSN %

HAHOBMRITI TRASRITZI N,

Power Limit — ZEEDOREENHIREZ R L T,

System Total Power Consumption — ¥EEDOEFHHEEIMEEZRLFET,

System Power Remained — #&@& THAEE AIHE/RFR Y OIGEEIMEEZ R L E T,
Power Disconnection Method — #a#EE /IR % il L 72 55A OFaEE 1L 1L
Z;2 LE9, Deny Low Priority Port IX. config poe ports CTixiE L7
priority \ZfE> CHELIZIET 5 TETT,

il PR IR L,

S S— 3 > | 1.04. 00 DL

ERBI: A A~ F D PoE fRE & FRT HI2IX

#ishow poe system

Command: show poe system

PoE System Information

Power Limit : 375.0(Watts)
System Total Power Consumption :0.0(Watts)
System Power Remained : 375.0(Watts)
Power Disconnection Method : Deny Low Priority Port
PoE Recover Mode : Auto (Delay: 180 sec)
PoE Environment Status : Normal
#

EESFIAE

0 APLGM124GTPOE/POE2 2B D . PoE #A BB (= & - T FAN EERRAS BN 45 &
nEvd,
AEHREA 1850 LI E(Z7 5 & FAN EEEAE R/ Y . 1550 LIFIS% % & FAN @G
AEEERIEY 7
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3.42.5 config poe

recover_mode

HHY PoE #aEfF ILREE D DFRBERIAE— FERELE T,
I3y config poe recover_mode [auto <delay_time <value 180-600>> | manual]
BIC]] A< R PoE fEE ILREN D OREEBE— REREL 7,
AA » F1F FAN B/ S OMEIC KV PoE fffE & fF 1k L £,
APLGM110GTPOE/POE2, APLGM118GTPOE/POE2 D354, FAN #& % fadin L C % PoE
fREAF I UEE A, IRERE (65°CHIM) Z AT 5 & PoE fAEAME L SV E
R
APLGM124GTPOE/POE2 D354, FAN &5 (2) (3) B DFFNIZ &L ¥ PoE #5EE 215 11
LEJ, Fo, RERT 65CHIE) Z A L TH PoEFAEAFILLET,
INT A —H— [auto <delay_time <value 180-600>> | manual]
auto <delay_time <value 180-600>> — E1GIF3 5 & 4 — b TPoE EN
HINET, WMEFBE TORME%Z 180~600(F)) CHHETEEY, T 74
Jb REREE 180 (B)) T,
manual - ZHEEFLTH PoEMEITHMAINEREA, BEHFMICITa~YF
A7) Tpoe manual_recover| DNMAEET,
] [R5 I EHET W NDHARa<w L REFTTEET,
XfIs/N— 3 > | 104,00 DARE

B #3FEEIHE— N4 manual IZFRET DITIE

ficonfig poe recover_mode manual

Command: config poe recover_mode manual

Success.
#
3.42.6 poe manual_recover
HHY PoE el IIREE ) DGR A P L E 77,
&S poe manual_recover
i ARa~< RiX, PoE#aEME IRIKEEOHAELZ BB L E7,
BB IHE— K [lconfig poe recover_mode| (manual) R ERFIZEHZN T,
INTA—=H— 72 L,
il PR = 2H BHET WO FOBKRIa~x s FEFITTEET,
Xt 3—3 3 > | 1.04. 00 DA%

ERE]: AA >~ F O Pok WEAF T HI2IE

Success.

#ipoe manual_recover

Command: poe manual_recover
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3.42.7 config poe

check_mode

HHY PoE BERE D AR — MIRIEEEH 2 50E L £,

I3y config poe check_mode < state <enable | disable> | checking times
<value 1-10 > | polling times < value 30-120 > | poe_shutdown <enable |
disable> | led_alarm <enable | disable> >

] Az~ RiEPoE #REDO R — MREEEHRAZRELE7,

INT A—H— state <enable | disable> — enable ICFRET 2 &AR— U v F M f:IC PoE #

REDOR— MREERAITWET, 7740 bREIL. H%) (enable) TY,

checking times <value 1-10 >— PoE f¥RED R — MIRBEESHH ORI 23R TE L £
T, HEREROEFICKB LSS, PE=F—0r 72 MO LET, 77+
U REREIE, 3EITT,
polling_times < value 30-120 >— PoE #§RED AR — MRRERAH O AR — Y o Jlf
MaRELET, 7740 FRIEIL, 30 TT,
poe_shutdown <enable | disable>- enable ([ZF¥E$ 5 & Pok =7 —FHFFIC
XFRD PoE 71y 7 OFFEZAFIE LET, 7 7 4/0 FRIEIX, L) (disable) T
D
led_alarm <enable | disable>- enable (ZFXET 5 & PoE =7 — R IZ %152
7D PoE 711 7 @ PoE LED 2RI SEET, 77 4/V FREL. A%
(enable) T9,

il PR = 2H BHET WO FOBKRIa~x s FEFITTEET,

$tin/s—v 3 > | 1.10.00 LA

filiJHf: PoE FERED R — MREBE A RES DI

Success.

ticonTig poe check_mode state enable checklngftimes 2 polling_times 60 poe_shutdown
enable led_alarm enable
Command: config poe check_mode state enable checking times 2 polling times 60

poe_shutdown enable led_alarm enable

FEER

AT FIE, PoE HEEDR— MABREBZER LTI, KEERENRLELS
B, AT RSV TICKBBHMBRUPER— DY FEERLET,
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3.42.8 show poe check_mode

HHY PoE BERE DIRBRE R EZ2 FKom L £97,

L show poe check_mode

A Ao~ Rk PoE BEREDIREEE R EX R R LET,
INTA—=H— 72 L,

il BRI 7L,

K/ N— g v

1. 10. 00 LLFE

151 PoE FERE DIRREEG i iE 2 & d 5 113

State
checking_times
polling times
Poe shutdown

led_alarm

#tishow poe check_mode

Command: show poe check_mode

: Enabled
: 3

: 30

: Enabled
: Enabled
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SSA3PDE=AYFATUFR
PDE =% 1 JHREIL. PoEEIRMLIE AR — M SN T\ D525 T /31 A (PD: Powered Device) D
FENE 2 I RERL L. ISE DR WA TR AR — N TOPEDFLEh 72 EOFFE LT 7Va/%%
T DHRECTT, ZOHEEE AT L. RADDOEE TZET NA APINE LR ol
2. BEIIZT AN ZZBERHISEL 2N TEET, o, HlRIETET A ANKEFIZL Y E
wCEM R Rﬂﬁt@%f%?ﬂ%x#%ﬁﬁﬁﬁﬁf%&wﬁAaﬁ:Rﬁ@ﬁt@% REfCIEe
MR LT, BHOMEEZMZ D T2OIC BEIRIZK SR — F OPoEfRE A T 5 2 LN TEE
T, T DOPoEfREOEMLITa~ I\Oﬁéﬁ L VIT7o4, FXIE (current_config) IZKBEE AL E S, PD
FE=H Y I L o> CPoEfENENML SN TR — N2 EIB ST 5121, FEICPoEa~ Yy REFRITT
LhEE Ho L HBEIRRRAZRE L CITEORFMFB®ZRICHEBEIBSEL HERDH Y £7,
ZET A ADFEIEERIL, HRA— EMSICMP Ny » hEEE LT Ed, oz, Bt
LITEBAKROEHIPT RLALFRIURX Y hU—2 (BT HIPT KL AD ) — RICRESNET, £
7o XRA— MTEHIPT R A% Y THVLANE [/—OPVIDZHET HHLERH Y 77,
Z DOF%AEIT APLGM110GTPOE/POE2, APLGM118GTPOE/POE2 33 J2 UF APLGM124GTPOE/POE2 O 6 F§FE D 7 C
Xt LTV,

3.43.1 config pd-monitoring global state

H PDE=4Y IR ZRE LET,

S config pd-monitoring global state < enable | disable >

it AKa<w RiE, PDE=FZV 7O 7 u— ViEafaEL 7,

INT A= — enable = PDE=4 U L JHEREN 7/ 1 — /L TH T2 D 5,
disable - PD E=X% U ' JHEREDN 7/ 00 — L THEZNIZ R Y £7,

] [R5 I EHET W NDHBARa<v L REFTTEET,

S N— 3 > | 1.14.00 LA

EHE: PDE=2 Y o JHREARTET A2

#iconfig pd-monitoring global state enable

Command: config pd—monitoring global state enable

Success.

3.43.2 config pd-monitoring period-to-start

H /Y PDE=4 U  VREREDRHBHAGRM 2R E L E T,

S config pd-monitoring period-to-start <value 1-10>

B! Ra=y Fid, PDE=4 Y v JHEREOB R 2 BT D IFR 2 30E L £9. Pok
MEAB L TD, T3, AR Z BT 2 £ CORFMZ AL THRE L £
77,

INFGRA—=F— <value 1-10> — /3o ABEHIBAAGRIFIHA] 2 4y AL THRE L 97,

] PR =5 I BHET I NOIHRRaw REFTTEET,

Xhi3—T =3 0 | 1,014,000 AR

367/384



B PDE=42 VU o ZEERE DR BARIF M 2 5E 4 2121

#iconfig pd-monitoring period-to-start 5

Command: config pd—-monitoring period—to-start 5

Success.

3.43.3 config pd-monitoring restart-poe retry

HI PDE=% Y L JHERE T D PoE FREB ORI TR 23 & LE T,
S config pd-monitoring restart—poe retry <times 1-3>
i AKa<wr Rk, PDE=F U ZHEEETO PoE HLEh R A TR 23R T L %

T, PDE=X Y THERETIL., T3 ZAE|ISERFD T 7 > 3 % restart—poe
ICRE LTS E, EMRIEERIC X DT A A D OINVE R TE 720
BAIZPoE ZHEEN L CTT A ADOEIHERAET, KT A—Z—THEL
7o[B1%55y . PoE OFEENZFRIT L, ki L CTT A ANBIEE DR TE RN
Yie. PoE 2~y ROPBEICRITS N TS T 58— FD PoE frdE &1L L

i—ﬁ—o
INT A —H— <times 1-3> = TN ABEHY I A BB EREL T,
Hill PR =T BHETHT Y FOARRa~ REFITTEET,

S S— 3 > | 1.14. 00 DL

ERE]: PDE=4& U o JHERETD PoE BB OFITEIM AR ET HI21X

ficonfig pd-monitoring restart-poe retry 2

Command: config pd-monitoring restart—poe retry 2

Success.

3.43.4 config pd-monitoring icmp

HAY PDE=FY VR OIEIEER AR E L E T,

L config pd—monitoring icmp interval <{sec 1-60> timeout <int 500-3000>
count <{times 3-10>

] ARa<wr R, PDE=2Y » IHERROIFEERORELZITNET, 7314 ZAD
BifllX IOMP 2 L, Bt N7 > FOXREME., 24 47 7 MR, BB
rixE LET,

INT A—H— interval <{sec 1-60> — EEfl N7 v N OEEHMBEMHEM TREEL ET,
timeout <int 500-3000> - EEH/ N7y RO XA LT U MR Z X U BHALTHEE
LET,
count <times 3-10> — B "7 > NOFEREEZIHEEL 7,

il B < LH BHET N NDIRRa~vy REFRETTEET,

St/ S— 2 > | 1,14, 00 LA
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FEAGI: PDE=4 U o FTHEED IR 23X ET D121

Success.

#iconfig pd-monitoring icmp interval 2 timeout 2000 count b5

Command: config pd-monitoring icmp interval 2 timeout 2000 count b5

3.43.5 config pd-monitoring ports

EED

PDE=# VU JHERED R — AL TOEMEZ R E L 7,

3L

config pd-monitoring ports <portlist> [ icmp [ state [ enable |
disable ] | pd-ip [ <ipaddr> | <ipv6addr> ] action [ restart—poe |
notify-only ] ] | auto—recovery time <int 0-60> ]

B!

AKa<r Rix, PDE=Z U » THEEEOR— N CTOEBWEZIEE L £, R—
BN TOEIESS, IR N7 FOEEILIP 7 R LR, T3, AW RA R
DT 73 a . Pob EMEILED HENEIHEM 232 E L E T,

INTA—=H—

state <enable | disable> — PD E=# VU o F¥ERED R — ~ BN COENEZ %
ELFET, eneable DIFEITT NA AL ZITV, disable TIXEEMR L A,
pd-ip [<ipaddr> | {ipv6addr>] - %47 58— K DIIFER 7 v FDOEGE
FeIPT7 FL A, B LIZIPVE 7 RLAZRELET, HFELT FLRAIIER
—hMZ2E 1 /= RFOZREFRET, T TICBEHSNTWDAR— MIx L TE
) —ROT7 RLRAZRE LGS EEE SNET,

action <restart-poe | notify-only> — T /34 AND DISENHER TE 20
EDOT 7 arEEELET, restart—poe Tl PoE OFEENTFT /XA ZADIE
IHZ3 A F 9, notify-only TITIEHAIDAHITV, PoE OFCENLZEMK L FH A,
auto—recovery time <int 0-60> — PD E=4% U  JHSREIZ L VW R— ~ @D PoE #&
BEELELESE0AEEIRKRZ S CHRELET, 0 DEAIXAEEIRE
F°, PoE 2~ RIZE D FE)THR— hD PoE B ELZRTHLENDH Y £,

il R IH

EHET AV FOARKAax s FeFEITTEET,

Xfha/N— g v

1. 14. 00 LAF%

G PDE=4 U THERERRFE DR — F THIZT 51T

Success.

#iconfig pd-monitoring ports 4 icmp state enable

Command: config pd—monitoring ports 4 icmp state enable
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ARG PDE=X U U THRREDERI SR ET 7 v a U ERET HITIE

#iconfig pd-monitoring ports 3 icmp pd-ip 10.0.0.1 action restart—poe

Command: config pd—monitoring ports 3 icmp pd—ip 10.0.0.1 action restart—poe

Success.

G PDE=XV e O BEMEIRFMZRET D12F

#iconfig pd-monitoring ports 5 auto-recovery time 0

Command: config pd-monitoring ports 5 auto—recovery time 0

Success.

3.43.6 delete pd-monitoring ports

HHY PDE=% 1V vV BEREDRARR R ZHIBR L £,

&3 delete pd-monitoring ports <portlist> icmp pd—ip

B! Ko~ RiE, PDE=X Y V7 OERMGEOREZHIFRL £,
INTRA—=F— <portlist> - BEHXREREL TWVDHHR— bEIEELET,

il B < LE EHET WO bOBERa~v s REFATTEET,

it N— 3 > | 1L 14,00 DA

FEHIB: PDE=2 U > ZHERE OB SR A IR 2 (21

#delete pd-monitoring ports 3 icmp pd-ip

Command: delete pd—monitoring ports 3 icmp pd—ip

Success.

3.43.7 show pd-monitoring

H Y PDE=X Y V HREOREL R LET,

3L show pd-montoring {<portlist>}

B! ARKavwr NI, PDE=ZYV VITHEORELZRNLET, R—FE2fRELTS
By YEA— FOREEZRRLET, A= FZREELRZVWEAIL, Zu— b
RIENRRTINET,

INT A—H— 72 L,

] PR =5 I 72 L,

R/ N—T 3 > | 114,00 IR
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G PDE=F VU JHRED 7 v — VERIEA TR T HITIT

#tishow pd-monitoring

Command: show pd-monitoring

[Global configuration]
Global state
Period—to—start (minutes)
Restart—PoE retry (times)
ICMP interval (seconds)
TICMP timeout (milliseconds)
ICMP count (times)

: Enabled
)

12

12

: 2000

G PDE=42 U » THEREDORFER — h OBRIEZ Fnd DITIE

#tshow pd-monitoring 3

Command: show pd-monitoring 3

Port 3

PoE port status

Auto—recovery time(min)
[ICMP mode]

State

IP address

Action

. PoE Power supply disable
: 0

: Enabled
:10.0.0.1
. Restart—PoE
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3.44 COMMAND LOGGING <> F
COMMAND LOGGING =2~ > NiX, a~> I A X —T7x2—AELTHEITLI-a~vy RO &
VR AEa ZlcH i+ 5a~2 RT4, 744 F Tl lenable] A%h& 72> TWET,

3.44.1 enable command logging

HI avr Re BRI LET,
S enable command logging
BIC]] AKavwy NI, a~vr Fa 7EREAENGRELET,
7oL, EENEETPEITREZTAAATODMITEMEL EE A,
INTA—=H— 72 L,
il BRI BHET WY b OBhKRa~ L REFETTEET,
%t/ 3— 3 > | 1.03. 00 LI

RG] 2~ o ZHE2ANSRET 121

ttenable command logging

Command: enable command logging

Success.

3.44.2 disable command logging

H g~ e KR BRICLET,

S disable command logging

B AKavwr NE, a~vr Fa Z7ERE R E LET,
INT A —H — 72 L,

] PR =¥ I BHET WO NDIRRaw Ly REFTTEET,
X/ N— g 1. 03. 00 LAFE

RG] =~ Fa 7HRRE 2 BOICEE S 2121

#tdisable command logging

Command: disable command logging

Success.
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3.44.3 show command logging

HHY a~v e 7EEREEFRRLET,

&L show command logging

A AKav R, avr e 7BERELRRILET,
INTA—=H— 72 L,

il BRI BHET T MOIRRa~vy REFETTEET,
X/ N— 3 > | 1.03.00 LARE

RG] 2~ Fa ZERERE 2 R T 5121

#ishow command logging

Command: show command logging

Command Logging State : Enabled
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3.45 PERIPHERALS a < > F
3.45.1 config green_mode ports

H i £ IR— M@ green mode ZEREL E7,
S config green_mode ports <<portlist> | all> state <enable | disable>
SRR 7R — b D green mode LT 7 # /L FiXTE TH%) (enable) T,
green mode WHEM GG, V7 XU R— bOBEEIERE() 7 XD LT
WAHKR— FOIEEESZHIE) &7 —7 NVEOEREIRE B In-r—7 1K
PHTE L., BRI —7 0w SN2 A— N OIEEE T ZHIE) BEZTT,
INT A—H — ports <<{portlist> | all> — green mode ZEET HAR— b E7/-IFHA—FVU X b
EANNLET, all ZHETLHE AL v TFOTXTOR— IR RERD ET,
state <enable | disable> — #HE &N7=AR— kD green mode ZH%)
fenable] F 71X [disable] [ZEXELET,
] PR =5 I BHET I NOIHRRaw REFTTEET,
X/ N— g 1. 04. 00 AR

ERF]: 42— K@ green mode BEREZ B ET HITIX

Success.

#iconfig green_mode ports all state enable

Command: config green_mode ports all state enable

FEER

APLGM124GTSS B Tf APLGM124GTPOE/POE2 M a A RR— kM ZHWT, UTP A R— K &

Fiber R— FZEEFEALTLBIEE. UTOFIELAHY £7,

MUTPR—F Q2T)D 1) VU IREEERIZ K o T, Fiber ik— + (21F, 23F. 24F) T
YOO FTDUNEET BIEENHYET,

QUTP 7/R— (23T, 24T) DY) >V KEEBREIZ K o T, Fiber iIRi— k 21F, 22F) T
YOO FTDUNEET BIEENHYET,

CDFIRIZ. T 2RKR— b (21T~24T) D Green Mode 2E % (Disable) IZF 5 Z

L TCHBETHENTEET,

3.45.2 show green_mode ports

EED F-R— N D green mode JRAEAZFH L E T,

3L show green_mode ports <portlist>

B AKa< RiE, 38— F® green mode JREEZ TR L £,
INT A—H — <portlist> - KARTHR— NELITAR—FI XA N2 AN LET,
il R IH 7% L,

K/ N— 3

1. 04. 00 LAF%
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B A— bk 1-3 @ green mode JRAEAZFH T BT

#ishow green_mode ports 1-3

Command: show green_mode ports 1-3

Port State Operation State
1 Enabled Normal

2 Disabled Normal

3 Enabled Power Down

3.45.3 port_led test

HEY AAN— D LED FRIRIE 2 il L £ 47,

S port_led test <off | green | amber | blink_green | blink_ amber>

B! AKazr RiE, FR— 0V o7 IREBIZERR <A TOR— O LED KR4 i1
KTELITARESEET,

INT A —H— test <off | green | amber | blink green | blink_amber>

off — &R — hD LED RZEHED Y 7 IRETERLET,
green — &4 — @ LED KR & fEta ST TR LET,
amber — AR — D LED R AR TR RLET,
blink_green — &4 — N LED XRZ A AR CERILET,
blink_amber — 42AN— k@ LED FRZF QA CTERLET,

il R IH EHET AV FOHRKAax s FeFEITTEET,

S S— 3 > | 1.04. 00 DL

it A B: 42— b O LED FIR &k (o 4T TERR T 51213

fiport_led test green

Command: port_led test green

Success.

ERF]: 2R — O LED Bz @E oY o 7 RETHRRT HIZiE

fiport_led test off
Command: port_led test off

Success.

FEEIE
0 JUs TPy TLTNBE— L. AaTY RAABII—EY Vo2 89Y LET.
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3.45.4 show environment

A AA »F OWERE L FAN BEREZ 2o LE T
1§ 3L show environment
o Ry R A v FOWNEHRE L FAN BEREE R LT

AA v FONENREIIINRIEE L0 5CITEEmL< 720 7,
FEIED FAN FB1L. APLGM110GTPOE/POE2 (FAN1) .
APLGM118GTPOE/POE2, APLGM124GTPOE/POE2 (FAN1/FAN2/FAN3) T,

INT A=K — L,

2| [ = T ARz~ RN, APLGM110GTPOE/POE2. APLGM118GTPOE/POE2. # LN
APLGM124GTPOE/POE2 OfFE CTxfhin L CUWVET,

S S— 3 > | 1.04. 00 DL

B AA v FONERRE & FANBIRKREEZ R 51213

#tshow environment
Command: show environment
System Temperature (Celsius) : 26
Fan 1 : Normal
Fan 2 : Normal
Fan 3 : Normal
#

0 24w FIEERS 65°CHBIB) DRAIZL Y POERELELELET,
F1=. APLGM124GTPOE/POE2 (D& FAN 2% (FAN2/FAN3) M#&EEN(Z &k Y PoE #AE %=1k
LET,
FAN 2% (FAN) 441 L T4 PoE B IXBEL S hEHA.

o o —

©

FAN3

e o ’9/;
e e o o
® e
o o] o ®
L] @ @ e L] L] o L

AT L

3-1 APLGM124GT-POE ¢ FAN {if & [X]
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.46 R=Fa<T UK
REFa~< 2 Rid, &A"— FPOREEMRIZBWTRE 2 L2556, EEFEERIC L 2EHER A E
‘a—o

FEEIE

‘):xzvppm~ﬁ—rﬁ%ﬁﬁcamriﬁﬁﬁzLt%ﬁw—ﬁmu@méa
MELTHEBYET. CRODEENRELEBATEEREQTERAHY TT
DT, EETE-EYHR— FEOE TR S,

3.46.1 config auto_recovery _mode

HHY AL F OR— NEFEREEOE RN 2 R— A LER TE 2 WSS, HEIHE
EENZ LV EIBZRAET,

&3 config auto_recovery_mode < enable | disable >

L Ao~y FiE, AN— MEREBOREMED 2 N— MU E#ETE R2VWEE. B

BFEEINC LV EIRZRAE T, BEHES LGA OS2 71211 Systen
restart” B VRIS ET, T 74 FEEIE. #Z(disable) T,

INT A—H— < enable | disable >
enable - HENFELENZ lenable] (A7) ICRELE T,
disable — HE)FEE#HIZ [disable] (R ITERTEL £,

il R IH BHET Wy NOHhAKRav L RERITTEET,

St — g > | 1.06. 00 LA

B A— R WY —BREEA N T DITIT

#iconfig auto_recovery_mode enable

Command: config auto_recovery_mode enable

Success.
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3.46.2 show auto_recovery_mode

HHY F— "IN —F— FREZFRRLET,

&L show auto_recovery_mode

A AKavr RNE, A= VAN —F— NREZRRLET,
INTA=H— L

il B < LH 7L,

i N—y 3~ | 1.06. 00 DARE

EAE A — U AN —REZFTT DI

#tishow auto_recovery_mode
Command: show auto_recovery_mode

Auto Recovery Mode : Enabled

Success.
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4 FRLDEIEFE

(1) a2 —)LiR— NZIX, NT A —H =R ERFDO IR RS-232C 7 —7 V& L, 1@ OEH RN
T L2 W T P&,

(2) R—=hrIT7—=V 7HRelL, source R— h & L TRRIE LIcAR— F TERE SN T L— L% 2 fif
I 272 OEETT, o> T, Target "—FE L TRE LIZA— ML, 7T 74P —Fxy
MU — 7 BT D AEE LM IEGE L RN T IZE 0,

(3) R—=HFVLAN ZRETIHHE. ZA N RARA v F U ITNAT)NEL TOVRNT IL—TDOR— kbR
A RNBIGREZRITH) 2 LITTXFEHA, AR NIEROILV—TICRTAZ LIZTXERA,
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5. SIS a—Fa T

5. 1 RRLED ICEAET R BHREMK

HE

xR

[PWR) LED 23 mAT L7220,

B — FRREEDACA Ly M EEFRa v MIIERICHE
SN TNDZ EEERL TN,

VAR DRT =T NV am R LT
%, TLINK/ACT| LED 25547 L7
A%

=T VATEERIRNINE D B L T TEE 0,

BT U RN IEFIZEMEL T DM E I DR L TS 72 &0,

TV 27— T 7 (R]-45) DRI RE D720 E D DR L T<
7230,

PERHFERNIC £33N T O A — RFR—FTHLHBE, ¥—7
AMARL— hr—F A CThd o L aHR LTSN,

F7-. HEEAHTFERATOMIX R—FDBEE, r—7 AN ra R4r
— 7N ThbHIEaMRLTIIEIN,

SFPEY 22— /LRELLBHAINTNDZ EE2MHER LTS,

[CONSOLE] LED 23 53%& LT 5,

WRLIERE F 23T ORISRy P U — 2 ICTA—T RAET TR
HERR L TSN,

5.2 V- ILInRICEEYT SBREAE

G

R

BIRHEALTH Login
A=A /N ARV (R AN

O — VR RDBESRENIE LW & 2R L T &0,
FEMEIY T{E 3 9600bps, 1 ¥ ¥ 77 ¥ —8 v b, Ay /Y
vy b1 Ey b NUFo—7eL, 7a—ill#72 L, RS, ERILHK
ON] T,

[CONSOLE] & =1 — /LK & D RS-232C $&fe r — 7 /L S IE LW
Z AR L T EE,

[CONSOLE] ~DHEGNIEFE N E I EFR L TL &0,

[POWER] LED WNAATLTWAZ & ZMER LT ZE0,

REMENIERFICA ST
Uy,

EERLFETHIUL, NEDO AT —|[ZRENBELTND LEE
ZHNET, VAR — b EOICBHAWEDLEL TS0,
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5.3 Telnet [CEEET HIRR LXK

HE

xR

VEARD Telnet 12XV
QJATHIENRTERN,

AIEEDIP T LA, Xy h~RA7, T 74/ bLb— hORENIE
WTHDH I EEERLTLIEIY, FRER IV Yy P LLIX

BRHFRARIN TN Z LR L TSV,

B L QU5 — D OIBIEEREDS Enable IREEIC /72> TWWH Z L &
B L CL 72XV, Enable JREEZAR BIE. YA R MRT & —T LD
AR LT IEE,

Telnet LE D & 27 FLAPAKIELEDT NLATHD Z & 2R
LTL7ZEw,

AAEEPIEFITEBI L, BIEL TWVWD 2 & 2R LTSSV,

5.4 R4y F U NTHEEICEE

TOHRERME

HE

xR

URA B B DA T — & O ik
MTEIR,

B GRRMNB] &2 DR— ~ VLAN 7 —FIZATE L TN 8 5 Gk,
LTL7Z&EW,

BUR L ARBEBEMOY A 2 " _XT o —T IV OREGENIE N ThH Z &
BHER L T &0,

BU AR DB STV D AR — RS Enable JREETH 202 E 5 D8 L
TLZEN,

Ty bR ARREET D,

BEDOR—FLLHDEND 7 L—LDOARN 100% % 2 TR
WNE I DER L TLZE W, (FFED AR — NI 100% A #8 2 5 Hfif
DER LG, A= MIbEEZRKITL, N7y br ZAR%4E
TOHEENRH £9,)

5. 5 VLAN [ZRHE Y SRR &K

HZ

Ao

VID 8 E€TH L =T — X vb—
UNREREND,

FRE LI VID S, BRSO VLAN 2L —F TS Tnh & x,

T—AybE—UNRRRENET, VIDORELEEL T ZIV,

5.6 SFP TR E T SR EME

HZ

xR

I

SFP 38k L T Bk
AN

ReCHfE L

ulll

SFP Z &85k L TWAIREETHE LW AT, SFP B ARFERRIREET
B> TWDHHREMENH Y £9°, SFPE2HEEELEL TS
VW, BHEDRERTAHESILSFP UTEBEOBRE NEZ SNLET,
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5. 7PoE ICBHET HHR EXRE

HZ xR

B D Status 2 Enable 1272 > TWAMLZ R L TLFE W, F7-,
PDE=X U A L TWDIGE. EOLIZEECESN
TPoE i EAIFILT DL IR — FOBREL HBMICET T2 Z &8
HYEFTDT, EW@%E@E LTL7EE0N,

WRARAEE I LRV, VA A NRXT I —TNIZEBERNR DD E ) il L TL &V,
Y aT— 7770U4®@@ﬁ WD E I DHER L TL 2
Wy,

SR DAGEE T 7 A LGB L TWDHNEER L T 2SN,

AA v F O EFIBEHEBZ TRV EHERL T IEE N,

5.8 NBAE T 7 VICEEY SRR EAE

% B
FEEEA LT HEET 7 o A EEE T7 o ZDEODORENEZLNET, INN—2bITHZ L. B
L7220, Bk DIRFEIE S L <ITRFEITCICBMWEHhE < 7Z 30,
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6. BRI

No.

H H

%O B

LANA U HF—T 2 — A

TEEE802. 3 : 10BASE-T
TEEE802. 3u : 100BASE-TX
TIEEE802. 3u : Auto—Negotiation
TEEE802. 3z : 1000BASE-X
TEEE802. 3ab : 1000BASE-T

a2 —)b
AHE—=Tx—R

ITU-T #&h45 V. 24/V. 28

Ty NU— B
7'a kajn

RFC1157 : Simple Network Management Protocol (SNMP)
RFC1901 : Introduction to Community—based SNMPv2

RFC1905 : Protocol Operations for Version 2 of the Simple
Network Management Protocol

RFC1908 : Coexistence between Version 1 and Version 2 of
the Internet—standard Network Management Framework
RFC2570 : Introduction to Version 3 of the Internet-—
standard Network Management Framework

RFC2575 : View-based Access Control Model (VACM) for the
Simple Network Management Protocol (SNMP)

Ty b U — 7 WG

RFC1213 : Internet & #%E MIB

RFC1493 : Bridge MIB

RFC2819 : RMON MIB 4 /L —7

RFC2021 : RMON2 MIB @ 9 & Probe config d—f
RFC2863 : ifMIB

~ U H—fiE MIB

WETe han

RFC793 : TCP (Transmission Control Protocol)
RFC768 : UDP (User Datagram Protocol)

RFC1350 : THE TFTP PROTOCOL (REVISION 2)
RFC783 : TFTP Client

RFC791 : IP(Internet Protocol)

RFC792 : ICMP (Internet Control Message Protocol)
RFC826 : ARP (Address Resolution Protocol)
RFC854 : TELNET

RFC1769 : SNTP (Simple Network Time Protocol)
RFC3164 : SYSLOG

RFC5321 : SMTP (Simple Mail Transfer Protocol)
RFC951/RFC1541 : BootP/DHCP Client

IGMP snooping

RFC1112 : IGMPv1l (snooping only)
RFC2236 : IGMPv2 (snooping only)
RFC3376 : IGMPv3 (awareness only)

383/384




No.

H H

%O OB

X2 UT4—T7 1 b
a)b

RFC2865 : RADIUS (client only)

RFC1492 : TACACS+ Authentication For the Management Access
RFC2138/RFC2139 : RADIUS Auth. For Management Access
RFC2866 : RADIUS Accounting (802. 1x only)

RFC4250 : The Secure Shell (SSH) Protocol Assigned Numbers
RFC4251 : The Secure Shell (SSH) Protocol Architecture
RFC4252 : The Secure Shell (SSH) Authentication Protocol
RFC4253 : The Secure Shell (SSH) Transport Layer Protocol
RFC4254 : The Secure Shell (SSH) Connection Protocol
RFC4256 : Generic Message Exchange Authentication for the
Secure Shell Protocol (SSH)

xaalii

VCCI Class A #EHL
IEEE802.3ad : V> 7 7 7V F— g
IEEE802. 1Q : tag group VLAN,

QoS (IEEE802. 1Q priority mapping/queuing)
IEEE802. 1D : STP/RSTP

IEEES02. 1Q : MSTP
IEEES02. 3x : 7 1z — il

IEEE802. 1AB : LLDP

IEEE802. 3at : PoE Plus
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