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1. Ay —%

1.1 &£F
L~y Critical
0 7RI System cold start
B! MWas M ERBRA SN EERLET,

K= 3 v

1. 00. 00 LLF%E

L~ Critical
a7 RN System warm start
B BN Y 7 — MNEB L7 2R LET,

KGN —a v

1. 00. 00 LLFE

1.2 BEREHK - 0T RHE

L~ Informational

o 7 RR Configuration saved to flash (Username: <username>, IP: <{ipaddr>)
At B REBHRELMRELEZLEZRLET,

Kt/ N— g

1. 00. 00 LAR%

L~ Informational
7 JRoR Configuration saved to flash by console (Username: <username))
B! AN REFERERG LI 2R LET,

KGN —a v

1. 00. 00 LLFE

L~ Informational
v 7R System log saved to flash (Username: <username>, IP: <ipaddr>)
At B O ERFELEZ R LET,

K= 3 v

1. 00. 00 LLF%E

L~ Informational
0 7R System log saved to flash by console (Username: <username))
A A=A T ERF LI EERLET,

KGN —a v

1. 00. 00 LLFE
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L~ Informational
° J R Configuration and log saved to flash (Username: <username>, IP: <{ipaddr>)
B! REBRER 7 ERGF LIt eRLET,

A= =

1. 00. 00 LLF%E

L~y Informational
o 7RI Configuration and log saved to flash by console (Username: <username>)
B AV ANLEREERER T ERGF LI EERLET,

KT S— Y3 v

1. 00. 00 LLFE

L~ Warning

0 7RI The runtime image (<{image>) loaded is not the original boot-up image
(<image>) configured.

] EE) SNTFATA A= file NIELL BHIRADRPp-TZEERLET,

S/ N— g >

1. 03. 00 LAk

1.3 "—=23av7y7J

L~ Informational
=R/ "N Firmware upgraded successfully (Username: <username>, IP: <ipaddr>)
2] N=2a Ty TR E2RLET,

KGN —a v

1. 00. 00 LLFE

L~ Informational
o 7 RIR Firmware upgraded by console successfully (Username: <username>)
B A= AMBEEITLTC, X"=Va v Ty 7RI L2 2R LET,

K A— 3 >

1. 00. 00 LLF%E

L~ Warning
T KRR Firmware upgrade was unsuccessful! (Username: <username>, IP: <{ipaddr>)
EIC| N=Ta T IPRRRLTEZ EE2RLET,

KGN —a v

1. 00. 00 LLFE

L~ Warning
v 7R Firmware upgrade by console was unsuccessful! (Username: <username))
A AV AMBFETLT, X=Va v T v NER L2 AELET,

S/ N— g >

1. 00. 00 LAk
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1.4 REBFHBRODF2O0—F

L)L Informational

o 7R Configuration successfully downloaded (Username: <username>, IP:
{ipaddr>)

Wi REFROL T v — PRI L 2R LET,

TS — Y a

1. 00. 00 LAR%

L~ Informational
7 JRoR Configuration successfully by console downloaded (Username: <username))
i B I ANLFETLT, REFROX 7V — KBRS Lt Ea2RLE

B

K/ N— =

1. 00. 00 LA

L~ Warning

o 7R Configuration download was unsuccessful! (Username: <username>, IP:
{ipaddr>)

Wi REBFROF T — RRR LI L 2R LET,

HIoN— g

1. 00. 00 LAR%

L~ Warning

=R/ "N Configuration download by console was unsuccessful! (Username:
{username>)

G AV APBFEITLT, REFHROF TV m—FRRB LI 2RLE
R

KN —a v

1. 00. 00 LLFE

1.5 BEFHROT7 vy ITO—F

L~ Informational
0 7R Configuration successfully uploaded (Username: <username>, IP: <ipaddr>)
B REBEMOT v 77— KRR LTEZ Ex2RLET,

HIeN— g

1. 00. 00 LAR%
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L~ Informational
=8/ -7 Configuration successfully by console uploaded (Username: <username))
B AV ANEETLT, BREBROT v a— KRR L2 2RLE

B

K A— 3 v

1. 00. 00 LLF%E

L~ Warning

o 7R Configuration upload was unsuccessful! (Username: <username>, IP:
{ipaddr>)

B REHROT v 7o — RPN LT 2R LET,

KN —a v

1. 00. 00 LLFE

L~ Warning
v U Configuration upload by console was unsuccessful! (Username: <username))
B! Y= ANLFETLT, REFROT v 7o — KRR LTt 2R LE

B

X/ N—T g v

1. 00. 00 LAk

1.6 aJo7y7A—Fk

L~ Informational
0 7R Log message successfully uploaded (Username: <username>, IP: <{ipaddr>)
Bl R7DT v — NP LT xR LET,

KGN —a v

1. 00. 00 LLFE

L~y Informational
o 7 RIR Log message successfully by console uploaded (Username: <username>)
B ALY = AMBETLT, v O7 v 7u— PRI LI L aRLET,

Kt/ N— g v

1. 00. 00 LLF%E

L~ Warning
a7 RN Log message upload was unsuccessful! (Username: <username>, I1P: <{ipaddr>)
B! ayD7 v 7ua— RKPRRILEZ EE2RLET,

KGN —a v

1. 00. 00 LLFE
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L~

Warning

=874 -7

Log message upload by console was unsuccessful! (Username: <username))

B!

ALY =AML FEITLT, BT v Ta— KRR L 2R LET,

K A— 3 v

1. 00. 00 LAk

1.7 R=rDYOTFTvT-Bov

L~ Informational
7 JRoR Port <portNum> link up, <link state>
B! A=V o7 oLtz LET,

i{l‘ lll\/ih—\:/‘\ g

1. 00. 00 LAk

L~y Informational
=874 -7 Port <portNum> link down
Bl R—=rRNV o7 Fx Lzt aRLET,

TS — Y a

1. 00. 00 LAR%

1.8 a4 >@vyvy—Ii)

L~y Informational

a J R Successful login through Console (Username: <username))
B avYy—nua AR Lzt ERLET,

K A— 3

1. 00. 00 LAk

L~y Warning
0 7R Login failed through Console (Username: <username>)
G| avy—na A URRRLEZZEERLET,

HIoN— g

1. 00. 00 LAR%

1.9 OJ7o r(ary—i)

L~y Informational
v 7R Logout through Console (Username: <username))
B avYy—nnbua 7Ty Nl ERLET,

K= 3 >

1.00.00 IR Z L 2 L ET,
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L~ Informational
o 7 RKR Console session timed out (Username: <username))
B Ay =Ny alNEALTRNLT, a7 MLl EERLET,

K A— 3 v

1. 00. 00 LAk

1.10 a5 4 > (HTTP)

L~ Informational
7 JRoR Successful login through Web (Username: <username>, IP: <ipaddr>)
. HITP B 7 A U LT Z &2 R LET,

i{l‘ lll\/ih—\:/‘\ g

1. 00. 00 LAk

L~y Warning
=874 -7 Login failed through Web (Username: <username>, IP: <ipaddr>)
Bl HITP & 7' A U BRIE LT Z & 2R L ET,

TS — Y a

1. 00. 00 LAR%

1.11 BT 7k WebX—XGUI (HTTP))

L~y Informational
a J R Logout through Web (Username: <username>, IP: <{ipaddr>)
Bl HITP Tr /7o b L2t aRLET,

K A— 3

1. 00. 00 LAk

L~y Informational
ERZE N Web session timed out (Username: <username>, IP: <ipaddr>)
B! HITP 2y v a NI A LTV FLT, BT MLEEZEEZRLET,

HIoN— g

1. 00. 00 LAR%

1.12 a5 4 > (SSL)

L~y Informational

=874 - Successful login through Web (SSL) (Username: <username>, IP: <{ipaddr>)
] SSLu A R LI L aRLET,

X N— g v 1. 00. 00 LAF&
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L~y Warning
=8/ -7 Login failed through Web (SSL) (Username: <username>, IP: <ipaddr>)
Bl SSLe A UKL E 2R LET,

K A— 3 >

1. 00. 00 LAF%

1.13 a5 77~ k(SSL)

L~ Informational
7 JRoR Logout through Web (SSL) (Username: <username>, IP: <ipaddr>)
BCs] SSLTrZT7URNLIEZEERLET,

X/ N—T g v

1. 00. 00 LLF%E

L~ Informational
=R TN Web (SSL) session timed out (Username: <username>, IP: <{ipaddr>)
it SSLEy v a R AALTURNLT, vl 7MLl 2R LET,

TS — Y a

1. 00. 00 LAR%

1.14 0454 > (telnet)

L~y Informational
a J R Successful login through Telnet (Username: <username>, IP: <ipaddr>)
i B telnet B 7 A U BRI LT Z 2R LET,

Kt/ N— g

1. 00. 00 LLFE

L~y Warning
0 7R Login failed through Telnet (Username: <username>, IP: <{ipaddr))
2w BA telnet B 7 A U RRMLTEZ 2R LET,

HIoN— g

1. 00. 00 LAR%

1.15 a5 7 k (telnet)

L~y Informational

=874 -7 Logout through Telnet (Username: <username>, IP: <ipaddr>)
B telnet TRZ 7 U RN LTEZEERLET,

S/ N— g > 1. 00. 00 LAR%
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L~ Informational
v 7R Telnet session timed out (Username: <username>, IP: <ipaddr>)
At B telnet By a v NAA LT RNLT, Bl 70 L2 EEZELET,

K=Y a v

1. 00. 00 LAk

1.16 SNMPODEREE 5K BX

L~ Warning
7 JRoR SNMP request received from <ipAddress> with invalid community string!
B SN\MP U 7 = A MZEBWT, AERaIIa=T 4 AZHEHLTT 78X TH

NizZ a2 LET,

i{l‘ IIL\/R\—\:/‘\ g

1. 00. 00 LAk

1.17 STP#gE

L~y Informational
o 7z Topology changed (Instance:<InstancelD> port<portNum>)
iAA STPHEREICBWTC AR 7Y Y —D bR V=N LTz 2R LET,

KR N—T 3

1. 00. 00 LLFE

L~ Informational
07 RKR [CIST | CIST Regional | MSTI Regional] New Root bridge

selected( [Instance: <InstancelD> IMAC: <macaddr> Priority :<value>)
] STP #EEEIC BV T, HLWAL— 7Y v URBHESNIZZ L 2R LET,

K= 3

1. 00. 00 LAk

L~y Informational
= -5 Spanning Tree Protocol is enabled
G STP HEREM BRIl ol Z B R L ET,

Ko N—= g

1. 00. 00 LAR%

L~ Informational
7 JRoR Spanning Tree Protocol is disabled
Bl STP HRBEN TN I o Te Z & 2R L ET,

i{l‘ IIL\/R\—\:/‘\ g

1. 00. 00 LLFE
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L~ Informational
° J R Port <portNum> STP root restriction is enabled
B! N— A= ORIBEZAEDC LIzt 2R LET,

A= =

1. 00. 00 LLF%E

L~ Informational
T KRR Port <portNum> STP root restriction is disabled
B! J— FhAR— FORIREZEHIC Lz 2R LET,

KN —a v

1. 00. 00 LLFE

1.18 A%« > (SSH)

L~ Informational
=874 -7 Successful login through SSH (Username: <username>, IP: <ipaddr>)
A SSHa 7 A4 U BB LIz E xR LET,

TS — Y a

1. 00. 00 LAF%

L~ Warning
7 JRoR Login failed through SSH (Username: <username>, IP: <ipaddr>)
B SSHa 7 A U RNRRLI-Z & 2R LET,

KN —a v

1. 00. 00 LLFE

1.19 a%J 7 k (SSH)

L~ Informational
T JHRoR Logout through SSH (Username: <username>, IP: <{ipaddr>)
i SSHCr 77U MLIcZEE2RLET,

Ko N—= g

1. 00. 00 LAR%

L~ Informational
o RN SSH session timed out (Username: <username>, IP: <{ipaddr>)
Bl SSHEyvarBFA LT RLT, a7 ULzl tafLET,

K/ N— =

1. 00. 00 LA
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1.20 SSHY—/\—1HkgE

L~ Informational
T JRoR SSH server is enabled
A SSH hr— N—HEREN AN R oo Z B R LET,

K R— 3 v

1. 00. 00 LAR%

L~ Informational
=R/ "N SSH server is disabled
A SSH H— N—HEREN TN /o Te bR L E T,

K N— 3

1. 00. 00 LAk

1.21 FBEERY) —DE. B

L)L Informational
T JHRoR Authentication Policy is enabled (Module: AAA)
B PRER Y —NEMC st R LET,

KR N—T 3

1. 00. 00 LLFE

L~ Informational
a7 R Authentication Policy is disabled (Module: AAA)
Bl FOREAR Y =D Ao 2 e AR LET,

K A— 3

1. 00. 00 LAk

1.22 O—A)LEETHOOSL (@Y —IL)

L~ Informational

7 JRKoR Successful login through Console authenticated by AAA local method
(Username: <username>)

B H—AVERGEL, Y —Am A R LTl E R R LET,

K /N— 3 v

1. 00. 00 LAk
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L~y Warning

=R/ - Login failed through Console authenticated by AAA local method (Username:
{username>)

Wt B—HVRRAEL, A Y —Am A URKRLTEZ R R LET,

K A— 3 v

1. 00. 00 LAR%

1.23 O—AILEEETHOAT A > (HTTP)

L~ Informational

7 JRoR Successful login through Web from <userIP> authenticated by AAA local
method (Username: <username>)

] 2—AVBFEL, HITP B /A U3 LIe 2 L 2R L ET,

K/ N— =

1. 00. 00 LAR%

L~y Warning

=874 - Login failed through Web from <userIP> authenticated by AAA local method
(Username: <username>)

GIks B—AVRRE L, HITP B 7 A Uid R L= 2 L 2R L ET,

HIoN— g

1. 00. 00 LAR%

1.24 O—AILFZBEETHBET A > (SSL)

L~ Informational

o 7 FRKR Successful login through Web (SSL) from <userIP> authenticated by AAA
local method (Username: <username>)

] B—ANVRBAEL, SSLR A URREI LI Z L AR LET,

Kt N— g

1. 00. 00 LAR%

L~y Warning

a7 RN Login failed through Web (SSL) from <userIP> authenticated by AAA local
method (Username: <username>)

G B—HVRRREL, SSL e s A UKL EERLET,

HIeN— g

1. 00. 00 LAR%
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1.25 O—AJ)IEIETOOY A > (telnet)

L~ Informational

=874 2N Successful login through Telnet from <userIP> authenticated by AAA local
method (Username: <username>)

Bl 2—ANGRFEL., telnet B 7 A URRKE LT L 2R LET,

TS — Y a

1. 00. 00 LAR%

L~ Warning

7 JRoR Login failed through Telnet from <userIP> authenticated by AAA local
method (Username: <username>)

Wi H—VEBREL, telnet m 7 A UNRIRLIZZ L 2R LET,

REIG A= 5 v

1. 00. 00 LAR%

1.26 O—AJIBEETORAY A > (SSH)

L)L Informational

= -5 Successful login through SSH from <userIP> authenticated by AAA local
method (Username: <username>)

o] B VGRREL, SSHE A UBREI LTI L 2R LET,

KR N—T 3

1. 00. 00 LLFE

L~ Warning

° J R Login failed through SSH from <userIP> authenticated by AAA local method
(Username: <username>)

] B—ANVBREL, SSHR 7 A URKRI LT Z L 2R LET,

Kt N— g

1. 00. 00 LAR%

1.27 B IEf& L,'CO)D7’f./(:| \J_)l/)
L~ Informational
7 JRoR Successful login through Console authenticated by AAA none method
(Username: <username>)

K /N— 3 v

1. 00. 00 LAR%
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1.28 REEZELTOBT A > (HTTP)

L)L Informational

= -5 Successful login through Web from <userIP> authenticated by AAA none
method (Username: <username>)

Giks A2 LT, HITP 7 A U3 B LIz Z L AR L E T,

Kt/ N— g 1. 00. 00 LARE

1.29 FEEEmLTORT A > (SSL)

L~y Informational

T 7R Successful login through Web (SSL) from <userIP> authenticated by AAA none
method (Username: <username>)

GIks AR LT, SSLR A U BRI L2 & 2R LET,

X N— 3 1. 00. 00 LAKE

1.30 ZBifZ LAY A > (telnet)

L~ Informational

0 7 RN Successful login through Telnet from <userIP> authenticated by AAA none
method (Username: <username>)

Wt FRREZ2 LT, telnet B A VBRI LI=Z L ERLET,

i{l‘ IIL\/R\—\:/‘\ g

1. 00. 00 LAk

1.31 A LTOAY A > (SSH)

L)L Informational

7 JRoR Successful login through SSH from <userIP> authenticated by AAA none
method (Username: <username>)

B! FRREZR LT, SSHR A UL Z & 2R LET,

KR N—T 3

1. 00. 00 LLFE
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132 numnEﬂ_l\_lsJ:émmnE—Ca)Da’r /(:l \/_)l/)
L~ Informational
a7 RN Successful login through Console authenticated by AAA server <serverIP>
(Username: <username>)
Bl A — N — T L AHIAT, a v V=l A BRI LT 2R LET,

K R— 3 v

1. 00. 00 LAR%

L~ Warning

7 JRoR Login failed through Console authenticated by AAA server <serverIP>
(Username: <username>)

Wt R —/N—IZ L HFRFET, avy Y —ru s A4 URRRLTIZZ EERLET,

K N— g

1. 00. 00 LAk

L~ Warning

a7 KoK Login failed through Console due to AAA server timeout or improper
configuration (Username:<username>)

B PRREY— R —DFFENZ A 27 7 M LTe, b LITRENHIES TWNDH A, =

= A UNRR LT EERLET,

X/ N— g v

1. 00. 00 LAR%

1.33 BBEIH—/N\—IZ K BEREETHORAY 1 > HTTP)
L~ Informational
a7 R Successful login through Web from <userIP> authenticated by AAA server
<{serverIP> (Username: <username>)
%‘E% ntunE“H‘“—/\‘— K 5mun$f HTTP = 7 /]) /ﬁ‘ﬁk% Lz & %‘fil‘% Lij«

K= 3 v

1. 00. 00 LAk

L~ Warning

o 7R Login failed through Web from <userIP> authenticated by AAA server
<{serverIP> (Username: <username))

Bils FRE— N—IZ L DREFET, HITP B /A V3R L2 b 2R L E T,

HIeN— g

1. 00. 00 LAR%
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L~

Warning

0 7 FRKR Login failed through Web from <userIP> due to AAA server timeout or
improper configuration (Username:<username>)
At B BIE— N—DFFENHZ A LT 7 F L=, b LIIRENEE > TWND A,

HITP 0 7 A U BRI L2 2R LET,

Kt N— g v

1. 00. 00 LLF%E

1. 34 Eﬁ%ﬁ#—/§—|:$5n.hxnﬁfwﬂ74 (SSL)

L~ Informational

7 JRoR Successful login through Web(SSL) from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

] FRAEY— N —IZ K DFFET, SSL e /A U R LIl L 2R LET,

S/ N— g >

1. 00. 00 LA

L~ Warning

=874 -7 Login failed through Web(SSL) from <userIP)> authenticated by AAA server
{serverIP> (Username: <username>)

B PRRE— N—IC L DRBFET, SSLe /A UKL= 2R LET,

Kt/ N— g

1. 00. 00 LAR%

1.35 EBEIH—/N\—IC Kk BERETHORY A > (telnet)
L~ Informational
T J R Successful login through Telnet from <userIP> authenticated by AAA server
<{serverIP> (Username: <username>)
%‘E% ntunE’ﬁ-“—/\‘— c]: ZD%’E?\%ET\ telnet & 7/]) ‘/75>E$ZIJJ L/7LC Z & %2‘% Lijﬂo

K= 3 v

1. 00. 00 LLF%E

L~ Warning

=874 72N Login failed through Telnet from <userIP> authenticated by AAA server
<{serverIP> (Username: <username))

i PRREY— = L AFERET, telnet B A UKL 2R LET,

HIeN— g

1. 00. 00 LAR%
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L~

Warning

o 7 RKR Login failed through Telnet from <userIP> due to AAA server timeout or
improper configuration (Username: <username))
B! FOREY — N—DFBFEN X A LT 7 M L7z, H LK< !iﬁﬁﬁﬂﬁeﬁféo Tb\é%\

telnet B A UKL 2R LET,

K A— 3 v

1. 00. 00 LAk

1.36 FREEH—/N\—IZKBEBIEETOHOOY 1 > (SSH)

L~ Informational

7 JRoR Successful login through SSH from <userIP> authenticated by AAA server
{serverIP> (Username: <username>)

Wi FRREY —N—IZ L DFFET, SSHR 7 A URRH LT L 2R LET,

i{l‘ IIL\/R\—\:/‘\ g

1. 00. 00 LAk

L~ Warning

=874 - Login failed through SSH from <userIP> authenticated by AAA server
{serverIP> (Username: <username>)

Wt AL — N —IZ X DFFET, SSHr 7 A U RNRRLIEZ E 2R LET,

HIoN— g

1. 00. 00 LAR%

L~ Warning

7 JRoR Login failed through SSH from <userIP> due to AAA server timeout or
improper Configuration (Username: <username))

i RRRE— N—DFBIENR X A LT T R LT, b L IERENFE > TV D %, SSH

RIA KRR LTIt ERLET,

KR AN—=T 3

1. 00. 00 LLFE

1.37 B—AILEEEIC L HEBEER~ADBITCO U Y—I)
L~ Informational
= -5 Successful Enable Admin through Console authenticated by AAA local_enable
method (Username: <username>)
?R% “‘jj/l/muu Iz & >, = T/V“‘/VVC@%@%%BE@%??ZJSEEIJJ L=z & ;5_’2%

Li‘a‘o

TS S— Y a

1. 00. 00 LAR%
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L~

Warning

=R/ - Enable Admin failed through Console authenticated by AAA local_enable
method (Username: <username))
B 0 — AV L - T, ay Y — L TOEHEMHEROBITNIELI-Z L 2%

Li‘@—o

K A— 3 v

1. 00. 00 LAk

1.38 O—NILEBEEIC &k 2 EEEER~ DT HTTP)

L~ Informational

7 JRoR Successful Enable Admin through Web from <userIP> authenticated by AAA
local_enable method (Username: <username>)

] B VRSREIC K > T, HITP TOEEEMEROBITNEI LI L 2R L E

B

i{l‘ lll\/ih—\:/‘\ I

1. 00. 00 LAk

L~ Warning

=R TN Enable Admin failed through Web from <userIP> authenticated by AAA
local_enable method (Username: <username>)

] B = VRBREIC K > T, HITP TOEBAMEROBITNRIGLIZZ L 2R L E

B

K R— 3 v

1. 00. 00 LAR%

1.39 O—HILEBEEIC K HEEEER~DHIT(SSL)

L~y Informational

o 7 RN Successful Enable Admin through Web (SSL) from <userIP> authenticated by
AAA Tlocal_enable method (Username: <username>)

B! 71— VERREIZ K o T SSL COEHEMERDOBITARNI L2 2R LET,

K= 3 v

1. 00. 00 LAk

L~ Warning

=874 2N Enable Admin failed through Web(SSL) from <userIP> authenticated by AAA
local _enable method (Username: <username>)

i B — B VERAEIC & > T SSL COEHEAMROBITNRIU LI L 2R LET,

TS S— Y a

1. 00. 00 LAR%
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1.40 O— jJ)l/nrmnE'»J:éﬁqEE%*EBE’\a)iz (telnet)

L)L Informational

= -5 Successful Enable Admin through Telnet from <userIP)> authenticated by AAA
local _enable method (Username: <username>)

i B —JVEBREIZ L - T, telnet TOEHEHROBITHR LI L&KL

£7

HIoN— g

1. 00. 00 LAR%

L~ Warning

7 JRoR Enable Admin failed through Telnet from <userIP> authenticated by AAA
local_enable method (Username: <username>)

GILs H—JVEBREIZ £ 2T, telnet TOFHEHEROBITNEMLIZZ L ZRL

i\é«o

KGN— 3

1. 00. 00 LAk

.41 O—AIIZBEEIZ K 5 EEEERBE~DHEIT (SSH)

L)L Informational

| = -5 Successful Enable Admin through SSH from <userIP> authenticated by AAA
local _enable method (Username: <username>)

B B — A VEBREIC & o T SSHCOEBEMERDOBAITRMI LI Z L 2K LET,

KR N—T 3

1. 00. 00 LLFE

L~ Warning

07 RKR Enable Admin failed through SSH from <userIP> authenticated by AAA
local_enable method (Username: <username>)

Wt 17— VERREIZ & > T SSH COEBEEHEIROBIT N R LI Z L 2R L ET,

K=Y a v

1. 00. 00 LAR%

1.42 LG L TOEEEEBR~ADBIT(O 2 Y—I)

L~ Informational

7 JRoR Successful Enable Admin through Console authenticated by AAA none method
(Username: <username>)

] RRER LT, 2 Y =V TORHEHROBIT AR LI Z L 2R LET,

REIG A= 5 v

1. 00. 00 LAR%
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1.43 R L TOEEEERA~DFEITHTTP)

L)L Informational

o 7RI Successful Enable Admin through Web from <userIP> authenticated by AAA
none method (Username: <username>)

i FREZL LT, HITP TOEEEMEROBITVMRI L2 L 2R LET,

TS — Y a

1. 00. 00 LAR%

1.44 FB5E7% L TOEEEERA~DZIT (SSL)

L~y Informational

T J R Successful Enable Admin through Web(SSL) from <userIP)> authenticated by
AAA none method (Username: <username>)

Wi WBREZe LT, SSL COEHEMROBITVHS LIZZ L 2R LET,

S/ N— g v 1. 00. 00 LAR%

1.45 FREE7G L TOEEEERADHEIT (telnet)

L~ Informational

° J R Successful Enable Admin through Telnet from <userIP> authenticated by AAA
none method (Username: <username>)

it FRAlE7e LT, telnet TOEHEMEROBATVHRI LI L 2R LET,

I N— 3 v 1..00. 00 LARE

1.46 FREE7E L TOEEEER~DFEIT (SSH)

L)L Informational

7 JRoR Successful Enable Admin through SSH from <userIP> authenticated by AAA
none method (Username: <username>)

G FRREZR LT, SSH COEMMEROBITRMII LI Z L 2R L ET,

R/ N— g 1. 00. 00 LLFE
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1. 47 numnEﬂ_l\_lsJ:émmnE—Ca) EE%*EBE“@*% (:l \/_)l/)

L)L Informational

a7 RN Successful Enable Admin through Console authenticated by AAA server
<{serverIP> (Username: <username))

Wi RFEY—N—IZ L DFEFET, a2V — L COEHEMEROBITHRRII Lz &

ZRLET,

HIoN— g

1. 00. 00 LAR%

L~ Warning

7 JRoR Enable Admin failed through Console authenticated by AAA server
{serverIP> (Username: <username>)

B! PRREY — =T X DRFET, a v VY — LV TOEHEMEROBITN R LI &

i{l‘ IIL\/R\—\:/‘\ I

1. 00. 00 LAk

L~ Warning

[=RZE TN Enable Admin failed through Console due to AAA server timeout or improper
configuration (Username: <username))

B PRREY— N —DFFEN Z A 27 7 F LT, b LITRENHIES TWNDH A, =

VY= LV TOEBEMEROBITHN IR L E 2R LT,

K R— 3 v

1. 00. 00 LAR%

1.48 FREEH—/N—[C K SR THOEEEERADHEIT (HTTP)

L~y Informational

a7 R Successful Enable Admin through Web from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

it FRREY— =12 K D RBFET, HITP COEBEHEROBITNRY) LIz Z L &%

L/ijao

K= 3 v

1. 00. 00 LAk
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L~

Warning

0 7KK Enable Admin failed through Web from <userIP> authenticated by AAA server
{serverIP> (Username: <username))
it PBFE— N—IC KL BEEFE T, HITP CTOEEEMEROBITN AR LIZZ L 2%

Li‘@—o

K A— 3 v

1. 00. 00 LAk

1.49 FBEEHY —/N—IZ X SR THOEEEER~DIEIT (SSL)

L~ Informational

7 JRoR Successful Enable Admin through Web(SSL) from <userIP> authenticated by
AAA server <serverIP> (Username: <username>)

] ALY —/N—IZ L HFBAET, SSL COEHEMEROBITRMI LIz LE2FKL

i-a‘o

i{l‘ lll\/ih—\:/‘\ I

1. 00. 00 LAk

L~ Warning

=R TN Enable Admin failed through Web(SSL) from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

GIks AV — =2 L DFBFET, SSL TOEBEMEROBITNRIM LI Z L E KL

35‘@—0

K R— 3 v

1. 00. 00 LAR%

1.50 FBEEH—/N\—IZ & SR THOEBEEERAN DT (telnet)

L~y Informational

T J R Successful Enable Admin through Telnet from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

it PRRET—/N—IZ X DFEFE T, telnet TOEIEMEROBITHRRN LIz L%

#ZLET,

K= 3 v

1. 00. 00 LAk
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L~

Warning

0 7RI Enable Admin failed through Telnet from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

GIks FRAEY —N—IC K DFFET, telnet TOEFBEMROBITNRU LI L%
KLET,

Kt N— g v

1. 00. 00 LLF%E

L~ Warning

o 7R Enable Admin failed through Telnet from <userIP> due to AAA server timeout
or improper configuration (Username: <username))

B PRE — N—DFBFENZ A L7 7 LT, b LATREDME > TWD 5,

telnet COEBEMEROBITHRB LIZZ EERLET,

KN —a v

1. 00. 00 LLFE

1.51 EBEEH—/N\—IZ &k SR CTHEEEIER~DFEIT (SSH)
L~ Informational
o 7 RR Successful Enable Admin through SSH from <userIP> authenticated by AAA
server <serverIP> (Username: <username))
Bl FRFEY — R =2 X HFRIE T, SSH COEHEMEROBITHRILIZZ L E2HEL
*9,

KN— g

1. 00. 00 LAR%

L~ Warning

7 JRoR Enable Admin failed through SSH from <userIP> authenticated by AAA server
{serverIP> (Username: <username>)

G FRE— = L HFBFET, SSH COFBLEHEROBITNIM L= Z L E2 KL

ij—o

KGN —a v

1. 00. 00 LLFE

[PEayi% Warning

=874 -T2 Enable Admin failed through SSH from <userIP> due to AAA server timeout
or improper configuration (Username: <username))

B FRREY— R —DFFEN Z A L7 7 Lo, b L IEREDHE > T 5 %, SSH

TOBEHEMEROBITNRIM LI L 2R LET,

Kt N— g v

1. 00. 00 LLF%E
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1.52 FRFEHERE

L~y Warning
o 7 RKR AAA server <serverIP> (Protocol: <{protocolname>) response is wrong
B PBRE — N—DINENRNEY THDHZ xR LET,

K A— 3 v

1. 00. 00 LLF%E

L~ Informational
o 7R AAA doesn’ t support this functionality.
B PRREREREIZ DWW T, B AR— R L CW Wz 2R LET,

KN —a v

1. 00. 00 LLFE

L~ Warning
=874 -7 AAA server <serverIP> (Protocol: <protocol>) connection failed
B! REE—R—=L OGN I A LT N LT E2FLET,

X/ N—T g v

1. 00. 00 LA

1.53 IP7 FLRADEE

L)L Informational

7 JRoR Management IP address was changed into <ipAddr> by (Username: <username>,
IP:<ipaddr>)

GilE IP7 RUANER SN L2RLET,

KGN —a v

1. 00. 00 LLFE

L~y Informational

=874 -7 Management IP address was changed into <ipAddr> by console (Username:
{username>)

B A=A IPTY RUAPRERINTZ 2R LET,

A= =

1. 00. 00 LLF%E
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1.54 RNXT—FDEE

L)L Informational

0 7 FRKIR User <username> Password was changed by (Username: <username>,
1P:<ipaddr>)

Wi WA — R EEESNZ LR LET,

K N— 3 v 1. 00. 00 LAR%

L~ Informational

7 7 RoR User <username> Password was changed by console (Username: <username))

] ALY =IINBNRAY = RREESNZZ 2R LET,

X/ N—T g v

1. 00. 00 LAk

1.55 JA—FF ¥R R F—L

L~ Warning
0 7 RN Port <portNum> Broadcast storm is occurring
A T — ¥y A RARN—ARBELTIZZEERLET,

X/ N— g

1. 00. 00 LLFE

L~ Informational
a7 R Port <portNum> Broadcast storm has cleared
B THa— K%y A MR R—APREHINTZZEERLET,

K= 3

1. 00. 00 LAk

1.56 WILFFXF¥YRARFRF—L

L~ Warning

7 JRoR Port <portNum> Multicast storm is occurring
B! ST HRXY AR LRFEELEZ L ERLET,
W S— 3 v 1. 00. 00 LARF

L~ Informational
o 7 RR Port <portNum> Multicast storm has cleared
A YNTFHRYARA N LAREEINT AR LET,

K A— 3 >

1. 00. 00 LAk
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1.57 "=+ y R8Oy

L~ Warning
0 7R Port <portNum> is currently shutdown due to a packet storm
i NIy FOAR—=LHZE>T, A=y y MU SN LERLE

R

TS — Y a

1. 00. 00 LAR%

L~ Informational
7 JRoR Port <portNum> recover from shutdown state
B PAZEIREMN O AR — IV EIR L2 2R LET,

i{l‘ IIL\/R\—\:/‘\ g

1. 00. 00 LAk

1.58 MACAR—R7 7 = Rl

L~ Informational

T JRoR MAC-based Access Control host login successful (MAC: <macaddr>, port:
<portNum>, VID: <vid>)

Bl RABNPREREINA LT 2R LET,

KR N—T 3

1.03. 00 LLFE

L~ Informational

=874 -7 MAC-based Access Control host aged out (MAC: <macaddr>, port: <portNum>,
VID: <vid>)

it RA FBRHYINIC ot Z LB RLET,

K= 3 v

1. 03. 00 LAk

L)L Critical

a7 RN MAC-based Access Control unauthenticated host (MAC: <macaddr>, Port
<portNum>, VID: <vid>)

B RANDPRRFECRIE LI Z & 2R LET,

TS — Y a

1.03. 00 LAR%
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1.59 WebzE7

L~ Warning

a7 RN Web Authentication unauthenticated user (Username: <string>, IP:
{ipaddr>, MAC: <macaddr>, Port: <portNum>)

GILs WA RDPRRECRE LI E 2R LET,

R/N— g

1.03. 00 LAR%

L~ Warning
7 JRoR Web Authentication enters stop learning state.
B! nAunE:L“—‘H’ iﬁﬁ‘ﬁiﬁ:&—ﬂ’ HIBIZE L2 & 2% LET,

K N— g

1. 03. 00 LA

L~ Warning
=R TN Web Authentication recovers from stop learning state.
B AL — Y — A g R —F —HilRZ TESRBICEF LI 2R LET,

HIoN— g

1.03. 00 LAR%

1.60 802. 1XZREE

L~y Informational

=8/ -7 Radius server <serverIP)> assigned VID: <vid> to Port <portNum> (Account:
{user_account>)

] Radius $—/X—23VLAN ID 2&|D 4T Z L 2R L £,

K= 3

1. 00. 00 LLF%

L)L Informational

=874 2N 802. 1x Authentication success from (Username: <{string>, Port <portNum>,
MAC: <macaddr>)

B! RA SRR LIz Z & 2R LET,

TS — Y a

1. 00. 00 LAR%

L~ Warning

o RN 802. 1x Authentication failure from (Username: <string>, Port <portNum>,
MAC: <macaddr>)

B! RANDPRRFECRI LI 2R LET,

K= g

1. 00. 00 LA
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L~

Warning

a7 R 802. 1x Authentication failure for the radius server <{server_ip> timeout
from (Username: <user_account>, Port <{portNum>, MAC: <macaddr>)
Bl Radius —S—=DZ A LT D MIED, AAMPRIEICKRE LI EE2RL

i‘@—o

Kt N— g v

1. 00. 00 LLF%E

L~ Warning

0 7R 802. 1x Authentication failure for the 802. 1X client session timeout from
(Username: <user_account>, Port <portNum>, MAC: <macaddr>)

B IIAT ey arDFA LT MTED  ARA MRREEICKRIELIZZ &

ZRLET,

KT S— Y3 v

1. 00. 00 LLFE

1.61 JL—TJRH1EH8RE

L~ Informational
=874 -7 Configuration Testing Protocol detects a loop in port <portNum>
Bl N—TPHIEE T —T OREEZRA LTI 2R LET,

Kt/ N— g

1. 00. 00 LAR%

L~L Informational

7 JRoR Port <portNum> recovers from Loopback Detection err—-disabled state
automatically

] N—T B IEHERE T err—disabled &R o /eR— FRNF A ~—IZ LV HEME)H L

Il ERLET,

RiTES— Y 3 v

1.05. 00 LLFE

L~y Informational

0 7 RN Port <portNum> recovers from Loopback Detection err—disabled state
manually

] N—T P IEHERE T err—disabled &R o> 7cR— b2 F@IC LV EIFSERLZ &

K A— 3 v

1. 05. 00 LLF%E
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1.62 SFPi&E1kR

L~ Informational
=874 2N Port <portNum> SFP has been removed
i SFP Rk EINT=Z xR LET,

Kt/ N— g

1.03. 00 LAR%

L~ Informational
7 JRoR Port <portNum> 1000BASE-SX SFP has been inserted
i B 1000BASE-SX SFP 23MffiA SN2 &R LET,

X/ N—T g v

1. 03. 00 LAk

L~ Informational
o 7 RR Port <portNum> 1000BASE-LX SFP has been inserted
At B 1000BASE-LX SFP M ASN-Z &R LET,

TS — Y a

1.03. 00 LAR%

L)L Informational
7 JRoR Port <portNum> 100BASE-FX SFP has been inserted
A 100BASE-FX SFP ZMfA SNz Z 2R L ET,

KR AN—T 3

1. 00. 00 LLFE
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1.63 BPDUA— Fi%aE

L~ Informational
T KRR Port <port> enter BPDU Guard err—disabled state (mode: shutdown).
Bl BPDU 7 L— A Z i1 L2 AR — RS err—disabled 172 o722 L 2 F L1,

Kt/ N— g

1. 04. 00 LAR%

L~ Informational
7 JRoR Port <port> recover from BPDU Guard err—disabled state automatically.
A err-disabled £ 7o 7o AR — FAHEICHEIFLIZZ 2R LET,

X/ N—T g v

1. 04. 00 LA

L~ Warning
o 7 RR Port <port> recover from BPDU Guard err—-disabled state manually.
Bl err-disabled 72> 7o R — N R FETEHIFLIZZ EEZRLET,

TS — Y a

1. 04. 00 LAR%
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2. EEFLSYT—E

Trap 01D . BA

coldStart 1.3.6.1.6.3. 1. 1.5. 1 |BIRBARFICEE LET,

warmStart 1.3.6.1.6.3.1.1.5.2 |V 7 — MNEEhFHIHE L E T,

linkDown 1.3.6.1.6.3.1.1.5.3 |AR—FD VU 7 AREED, down IREEICEH SN T-RFIZIEE
LET,

linkup 1.3.6.1.6.3.1.1.5.4 |["R—hD VU 7 ARAE, up IRRBICEH SNTZRRZIEE L
£,

authenticationFail [1.3.6.1.6.3.1.1.5.5 | RiE/AR I 2=7 ¢ AT K5 SNMP Bk A %[5 L7z kRflo

ure BLET, HEBELLGE, S TEXMELET,

newRoot 1.3.6.1.2.1.17.0. 1  |[ARX=2 7Y U —71a ha/WZTHICA—FT Y v
IEHSNRRICEELET, flZiX, PARrY—%1k
B A—DRETIZ/RSTERFIZEE L ET,

topologyChange 1.3.6.1.2.1.17.0.2 ANR= 7Y )= baplCxry hU—7 hARa ¥
—DEFRFICIEE LET, 7272 L. newRoot Z15{5 L7-HF
IFEE LEE A

risingAlarm 1.3.6.1.2.1.16.0. 1  |RMON #EBEICBWT, 77 —AHEREIC L v . MIB {23 BEME
PLECHEIMLTZE & b T v T2 XELET,

fallingAlarm 1.3.6.1.2.1.16.0.2  |RMON HEBEICBWT, 77 —AHEREIC L v . MIB {23 BEME
LRI LTz & b T v 72 XMELET,

11dpRemTablesChang |1. 0. 8802.1.1.2.0.0.1 |l1dpStatsRemTableLastChangeTime DfENEAL L7= & &

e 7o TEEELET,

11dpStatsRemTableLastChangeTime |%, > kU —»E
K., BEW, HIESNnZEEIEFINET,
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