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1. Aag—&

1.1 &5
L~y Critical
=R N System cold start
B e N ERBRA SN Z E 2R LET,

X/ N— g v

1. 00. 00 DL

L~ Critical
u 7FER System warm start
B! gy 77— MEBILI-Z L 2R LET,

1.08.00 LAED N—T a0 V7 — FMEROFRZBEMLE LT,

K S— Y a

1. 00. 00 LAR%

L~y Critical
o 7R System warm start (CONSOLE)
EAE! IV ANEDOMBTHENY 7 — NEE L2 2R LET,

X/ N— g v

1. 08. 00 LI

L~ Critical
0 7R System warm start (WEB)
it B WEB A > X —T =— AL Oma THGNY 77— NEBIL7-Z 2R LT

‘a_o

K S— Y a

1. 08. 00 LAR%

L~ Critical
=8/ -7 System warm start (TELNET)
B telnet R OMS THEN ) 77— MEEI L2 L 2R LET,

X/ N— g v

1. 08. 00 LL[%

L~y Critical
o 7R System warm start (SNMP)
B SNMP 7> 6 O s CTHEZR N Y 7 — MEEN L= Z L 2R L ET,

K/ 3N— 3

1. 08. 00 LAR%
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L~ Critical
=8/ -7 System warm start (CPU EXCEPTION)
B! CPU FIAMLEE CTHEZS N ) 7 — MBI L 722 2R L E T,

show tech-support =~ FCu /%, VHA— FEOETEBHAE TS
AN

K/ 3N— 3

1. 08. 00 LAR%

L~ Critical
=ERZE - System restart
B V7 MU =T OFEIRLEE TN T — LT B R LET,

(R EOERMZOFEENCL Y, v 7B GEa08H0 £9, )
show tech—support =~y R TwrZEIE, VA — MEOETBRAG®TFX
AN

X/ N— g v

1. 08. 00 LL[%

2 RERHR - OURE

L~ Informational
=8/~ Configuration saved to flash (Username: <username>, IP: <{ipaddr>)
B! REHRERGF LI E 2R LET,

TS — Y a

1. 00. 00 LAR%

L~ Informational
o 7R Configuration saved to flash by console (Username: <username))
EAE! Y=L REFRERGF LI 2R LET,

XIe/N— g v

1. 00. 00 LL[%

L~ Informational
=8/~ System log saved to flash (Username: <username>, IP: <ipaddr>)
B! 0O ERF LI EERLET,

K N— 3

1. 00. 00 LAR%

L~ Informational
o 7R System log saved to flash by console (Username: <username))
Bl A=A T ERELIZZ EERLET,

X/ N— g v

1. 00. 00 LI
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L~y Informational

=8/ -7 Configuration and log saved to flash (Username: <username>, IP:
<{ipaddr>)

Wt REFME v V2R Ll 2R LET,

K N—= 3

1. 00. 00 LAR%

L~ Informational

=ERZE - Configuration and log saved to flash by console (Username:
{username>)

B AV ANOREFRE R T EIRELIZEZRLET,

X/ N— g v

1. 00. 00 LI

L~ Warning

=R N The runtime image (<image>) loaded is not the original boot-up image
(<image>) configured.

B! EE) ST FITA A=V file DIEL L GARD RN Z L 2R LET,

K N—= 3

1. 03. 00 LAR%

B3N—oarFyd

L~ Informational
o 7R Firmware upgraded successfully (Username: <username>, IP: <ipaddr>)
B N=2a T TN L=t ERLET,

X/ N— g v

1. 00. 00 LI

L~ Informational
=8/ -7 Firmware upgraded by console successfully (Username: <username>)
] I MBEFETLTC, N—=Var T oINS L2 LR L ET,

K N—= 3

1. 00. 00 LAR%

L~ Warning

o 7R Firmware upgrade was unsuccessful! (Username: <username>, IP:
{ipaddr>)

B N=Ta Ty TRRILTEZ L AR LET,

K/ N— =3

1. 00. 00 LI
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L~ Warning
0 7R Firmware upgrade by console was unsuccessful! (Username: <username))
B AUV ANBFEITLTC, XN=Va T v 7 NRBRLEZZ 2R LET,

K/ 3N— 3

1. 00. 00 LAR%

ABREBEBROF I oO—F

L~y Informational

o 7R Configuration successfully downloaded (Username: <username>, IP:
<ipaddr>)

B HEFHROX T v — RBRRI LI 2R LET,

K N—= 3

1. 00. 00 LAR%

L~ Informational

=8/~ Configuration successfully by console downloaded (Username:
{username>)

it AV —=NAnbFET LT, REFHROF U o — FRRH LI Z 2R LE
B

K/ 3N— 3

1. 00. 00 LAR%

L~ Warning

o 7R Configuration download was unsuccessful! (Username: <username>, IP:
<ipaddr>)

B HEFHROX T a— KRR LIZZ 2R LET,

X/ N— g v

1. 00. 00 LL[%

L~ Warning

0 7 EIR Configuration download by console was unsuccessful! (Username:
{username>)

it A=A FET LT, REFHROF Y o — FRKLIZZ L 2R LE
B

K N— 3

1. 00. 00 LAR%
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1.5 REBHRDT v TO—F

L~y Informational

=8/ -7 Configuration successfully uploaded (Username: <username>, IP:
<{ipaddr>)

it REHROT v 7 a— BRI L2 2R LET,

Kt/ N— 3 v

1. 00. 00 LAR%

L~y Informational

=ERZE - Configuration successfully by console uploaded (Username:
{username>)

Wt ALV APBIATLC, REHROT v 7o — FBRH LIZZ &R LE

R

X/ N— g v

1. 00. 00 LI

L~ Warning

=ERZE N Configuration upload was unsuccessful! (Username: <username>, IP:
<ipaddr>)

B! RIEMHROT v 7 a— RN LI 2R L ET,

Kt/ N— g v

1. 00. 00 LAR%

L~ Warning

v J KR Configuration upload by console was unsuccessful! (Username:
<{username>)

B! V=N LFETLTC, REBROT v 7 e — RN L2 2R LE

‘j‘o

XIe/N— g v

1. 00. 00 LI

607y r7a—Fk

L~y Informational

=8/~ Log message successfully uploaded (Username: <username>, IP:
<{ipaddr>)

GILE B7DT T u— PR LT LR LET,

Kt/ N— 3

1. 00. 00 LAR%
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L~ Informational
=8/ -7 Log message successfully by console uploaded (Username: <username)>)
B! A= ANBIATLT, BT vy 7a— KPR L7l E 2R LET,

K N—= 3

1. 00. 00 LAR%

L~ Warning

o 7R Log message upload was unsuccessful! (Username: <username>, IP:
<ipaddr>)

B! R7OT vy 7 u— RBRRBRLIEZ 2R LET,

K/ N— a3

1. 00. 00 LI

L~ Warning

o 7R Log message upload by console was unsuccessful! (Username:
{username>)

B! A= ANBIATLT, R OT7 vy — R KPRRRL7Z E 2R LET,

G S— Y a

1. 00. 00 LAR%

AR=bDIVOTT - T

L~ Informational
=ERZE - Port <portNum> link up, <link state>
B A= RNV I 7T LR L ET,

X/ N— g v

1. 00. 00 LI

L~ Informational
o 7 FER Port <portNum> link down
] AN N/ N7/ Sy D il o7 N D= S N

K N—= 3

1. 00. 00 LAR%

84 (@yvy—I)

L~ Informational
7R Successful login through Console (Username: <username))
B! aryy—=na A UREAILIZ EERLET,

K N—= 3

1. 00. 00 LAR%
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L~

Warning

=8/ -7

Login failed through Console (Username: <username))

B!

ayy—nua A4 UnKRLiz-Z B R LET,

Kt/ N— 3 v

1. 00. 00 LAR%

ORI TFTIR(E@E@YY—I)

L~ Informational

o 7R Logout through Console (Username: <username))
B! ayvy—nrhbuls7y Lzl ERLET,

Kt/ N— 3 v

1.00.00 AR Z L &R LET,

L~ Informational
0 7 EIR Console session timed out (Username: <username))
it B ayv Y=ty alrBNEALTURNLT, B 7N LI EERLE

‘j‘o

*tho/N— 3 v

1. 00. 00 LAR%

.10 854 > (HTTP)

L~ Informational
=8/ -7 Successful login through Web (Username: <username>, IP: <{ipaddr>)
B! HTTP & 7' A U IRpRE L= 2 L 2R LT,

Kt/ N— 3

1. 00. 00 LAR%

L~ Warning
=8/~ Login failed through Web (Username: <username>, IP: <ipaddr>)
B! HITP o 7 A U RRLTeZ & 2R LET,

Kt N— 3 v

1. 00. 00 LI

118577 b Web XR—X GUI (HTTP))

L~y Informational

v 7 FEoR Logout through Web (Username: <username>, IP: <ipaddr>)
Wi HITP Tr 277 U hLIeZ LZmRLET,

Kt N— g 1. 00. 00 LARE
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L~ Informational
v 7FER Web session timed out (Username: <username>, IP: <ipaddr>)
B HITP 2y > a v MFA LT RLT, a7 MLl EERLET,

Kt/ N— 3 v

1. 00. 00 LAR%

12894 > (SSL)

L~y Informational

o 7R Successful login through Web (SSL) (Username: <username>, IP:
<ipaddr>)

B! SSLu 7 A VIR LT Z &R LET,

KN—Tm

1. 00. 00 LAR%

L~ Warning
=8/ -7 Login failed through Web (SSL) (Username: <username>, IP: <ipaddr>)
B SSLe 7 A NI L2 LR LET,

*tho/N— 3 v

1. 00. 00 LAR%

138572 ~(SSL)

L~y Informational
o 7 FE Logout through Web (SSL) (Username: <username>, IP: <ipaddr>)
B SSLTrZ 7RIt ERLET,

Kt/ N— 3

1. 00. 00 LAR%

L~ Informational
=8/~ Web (SSL) session timed out (Username: <username>, IP: <ipaddr>)
B! SSLEyvarmFA LT RLT, v T U MNLIEZEERLET,

"G A= = v

1. 00. 00 LI

14 0454 > (telnet)

L~ Informational
=8/~ Successful login through Telnet (Username: <username>, IP: <{ipaddr>)
BT telnet B 7 A U LI Z L 2R LET,

KN—Tm

1. 00. 00 LAR%
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L~ Warning
=8/ -7 Login failed through Telnet (Username: <username>, IP: <ipaddr>)
BT telnet B 7 A U BRI L7 Z L AR LET,

K N—= 3

1. 00. 00 LAR%

158457 b+ (telnet)

L~ Informational
o 7R Logout through Telnet (Username: <username>, IP: <ipaddr>)
B telnet T2/ 7 U MLEZ EERLET,

K N—= 3

1. 00. 00 LAR%

L~ Informational
v 7 FEoR Telnet session timed out (Username: <username>, IP: <ipaddr>)
20 A telnet By v a vV NHXA LT T MLT, /77 MLl EBRLET,

TS — Y a

1. 00. 00 LAR%

. 16 SNMP @) EB3IE 2% B
L~ Warning
v J KR SNMP request received from <ipAddress> with invalid community string!

B!

S\MP U 7 =2 MZBWC, AERAI 2a=T 445 LTT 7 AR TH
NicZ &R LET,

K N—= 3

1. 00. 00 LAR%

.17 STP #%gE

L~ Informational

o 7R Topology changed (Instance:<InstancelD> port<portNum>)

] STP BREICHIN T, AAS=0 7 ) =0 biRe S— VA LI 2 L as L&

R

Kt N— 3 v

1. 00. 00 LI
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L~y Informational

=8/ -7 [CIST | CIST Regional | MSTI Regional] New Root bridge
selected( [Instance: <InstanceID> JMAC: <macaddr>
Priority :<value>)

Wi STP #EREICHR N T, LW — b7 U v VRS EN e Z L 2R LET,

S — Y a

1. 00. 00 LAR%

L~ Informational
7R Spanning Tree Protocol is enabled
Bl STP BEBREN BN o2 Z & 2R L ET,

X/ N— g v

1. 00. 00 LI

L~ Informational
=ERZE N Spanning Tree Protocol is disabled
B! STP ¥ERENIENIC 2p 7= Z L AR L E T,

G S— Y a

1. 00. 00 LAR%

L~ Informational
0 7 EIR Port <portNum> STP root restriction is enabled
B = FAR—=FOHIREZHEN LI L AR LET,

K/ N— a3

1. 00. 00 LI

L~ Informational
=ERZE N Port <portNum> STP root restriction is disabled
B J— hAR— FOHIREENZ LIzt 2R LET,

X/ N— g v

1. 00. 00 LI

.18 a4 > (SSH)

L~ Informational
o 7R Successful login through SSH (Username: <username>, IP: <ipaddr>)
B! SSHue 7 A N L2 2R LET,

X/ N— g v

1. 00. 00 LI

L~ Warning
o 7R Login failed through SSH (Username: <username>, IP: <ipaddr)>)
B SSHe 7 A NI Li-zZ L aRLET,

K N—= 3

1. 00. 00 LAR%
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1.19 a5 7  (SSH)

L~ Informational
0 7R Logout through SSH (Username: <username>, IP: <ipaddr>)
B SSHTrZT7 U NLIEZEERLET,

K N—= 3

1. 00. 00 LAR%

L~ Informational
o 7R SSH session timed out (Username: <username>, IP: <ipaddr>)
B! SSHEyvarvBFA LT LT, a7 Lzl taRLET,

X/ N— g v

1. 00. 00 LI

. 20 SSH H-—/\—HkgE

L~ Informational
0 7R SSH server is enabled
B SSH — _—EREN G IR/ Z e B LET,

K N—= 3

1. 00. 00 LAR%

L~ Informational
=ERZE N SSH server is disabled
Bl SSH Hr— N— eI IR o T 2 BR LET,

XIe/N— g v

1. 00. 00 LI

21 BREEARY) O —DER. B3

L~ Informational

0 7 EIR Authentication Policy is enabled (Module: AAA)
B PRRER Y —NEI s T Z EERLET,

X/ N— g v

1. 00. 00 LI

L~ Informational
=ERZE N Authentication Policy is disabled (Module: AAA)
B ROREAR Y =N oo ERLET,

K N—= 3

1. 00. 00 LAR%
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22 a— ﬁ)bnnu\nE—Gwnﬁ\4>(: ‘/‘/—)l/)
L~ Informational
=8/ -7 Successful login through Console authenticated by AAA local method
(Username: <username))
B n—HAFEIEL, vV —Ana A R LIEZ L ERLET,

K N—= 3

1. 00. 00 LAR%

L~ Warning

7R Login failed through Console authenticated by AAA local method
(Username: <username>)

Wt H—AVRREEL, A Y —Am A UKL ERLET,

Kt N— 3 v

1. 00. 00 LAF%

.23 A—AILRBEETOAT A > HTTP)

L~y Informational

o 7 FER Successful login through Web from <userIP> authenticated by AAA local
method (Username: <username))

Wi B—ANVRFEL, HITP # 7 A U3 LIz Z & 2 m LET,

K N— 3

1. 00. 00 LAR%

L~ Warning

=ERZE N Login failed through Web from <userIP> authenticated by AAA local
method (Username: <username>)

GLE! P—HAGEEEL, HITP v 7 A U3 R L= Z L &R LET,

"G 8= = v

1. 00. 00 LAR%

.24 0—AJLFBEETOR Y A > (SSL)

L~y Informational

o 7 FEo Successful login through Web (SSL) from <userIP> authenticated by AAA
local method (Username: <username>)

GLE! H—HAGEREL, SSL e /A U LT D L AR LET,

Kt N— 3 v

1. 00. 00 LAR%
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L~ Warning

0 7R Login failed through Web (SSL) from <userIP> authenticated by AAA
local method (Username: <username>)

Wi B—ANVRFEL, SSL e /A UKLz Z L AR LET,

Kt/ S— 3

1. 00. 00 LAR%

25 A—AIIEEEITOAOY A > (telnet)

L~y Informational

7 KoK Successful login through Telnet from <userIP> authenticated by AAA
local method (Username: <username>)

Wi H—AVEBREL, telnet B 7 A VBRI LIZZ L AR L E T,

i S— Y a

1. 00. 00 LAR%

L~ Warning

=RZ4E TN Login failed through Telnet from <userIP> authenticated by AAA local
method (Username: <username))

A = VERREL ., telnet m 7 A UKL Z L 2R LET,

K N—= 3

1. 00. 00 LAR%

.26 O—AJLFBEETDO A A > (SSH)

L~y Informational

o 7 FR Successful login through SSH from <userIP> authenticated by AAA local
method (Username: <username))

Wi B—ANRFEL, SSHR 7 A VR LIz Z L AR LET,

K S— Y a

1. 00. 00 LAR%

L~ Warning

[=RZ4E TN Login failed through SSH from <userIP> authenticated by AAA local
method (Username: <username))

Gk P—AVERGEL, SSHR 7 A URRIRLIZZ L 2R LET,

X/ N— g

1. 00. 00 LI
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27 an.\nIEf& L—CO)D74J(:| \/_)l/)
L~ Informational
=8/ -7 Successful login through Console authenticated by AAA none method
(Username: <username))
Bl RRE72 LG, aryY—nrua A VR L2t AR LET,

K N—= 3

1. 00. 00 LAR%

28 BBEE LAY A > (HTTP)

L~y Informational

7 KoK Successful login through Web from <userIP> authenticated by AAA none
method (Username: <username>)

GLE! WAE72 LT, HITP v 7 A U LIz Z L &AoR LT,

i S— Y a

1. 00. 00 LAR%

29 LTOBRS A 2 (SSL)

L~y Informational

ERZE N Successful login through Web (SSL) from <userIP> authenticated by AAA
none method (Username: <username>)

GLE! RAEZR LT, SSLE A U B LTI Z L E2RLET,

"G A= = v

1. 00. 00 LAR%

B0 LTOOS A4 v (telnet)

L~y Informational

v 7 FEoR Successful login through Telnet from <userIP> authenticated by AAA
none method (Username: <username))

Bl PRRE7Z2 L C, telnet B A U LIz Z B RLET,

Kt N— 3 v

1. 00. 00 LAR%
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.31 an.\nIEf& LTcmno 7 a2 (SSH)

L~y Informational

o 7R Successful login through SSH from <userIP> authenticated by AAA none
method (Username: <username))

Wi AR LT, SSHRZA U B LI Z & 2R LET,

K N—= 3

1. 00. 00 LAR%

. 32 nru\uE-U-_/\_lsJ:émqu—co)Da’r /(:l \j_)[/)
L~ Informational
0 J RN Successful login through Console authenticated by AAA server
{serverIP> (Username: <username))
B PREY— N—C K BFFET, av Y — ol A UBRkhLi-Z L &R L E

R

K N—= 3

1. 00. 00 LAR%

L~ Warning

=8/~ Login failed through Console authenticated by AAA server <serverIP>
(Username: <username))

B! PRRES — N—|Z L AFFET, av Y — a4 U RRR LTI EEZRLE
B

TS — Y a

1. 00. 00 LAR%

L~ Warning

=R TN Login failed through Console due to AAA server timeout or improper
configuration (Username:<username))

i RAE— N—DFRFENFZ A L7 U FLT2, b LITEREDHE> TV D 2%,

ayvYy—nua A UnERRL-Z B R LET,

Kt N— 3 v

1. 00. 00 LI

.33 EEEIE-H-_/“_': E %) an.\nIE—COD (m) 7 a2 (HTTP)

L~y Informational

o 7 FEo Successful login through Web from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

GLE! RRE— N—IZ K BFFET, HITP B /A U3 LT 2 L 2R L ET,

Kt N— 3 v

1. 00. 00 LAR%
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L~ Warning

0 7R Login failed through Web from <userIP> authenticated by AAA server
<{serverIP> (Username: <username>)

A RFEY— R —C K BFFET, HITP 2 /A V3 L= Z L &R LT,

K/ 3N— 3

1. 00. 00 LAR%

L~ Warning

7R Login failed through Web from <userIP> due to AAA server timeout or
improper configuration (Username:<username))

i REE — N—DFEFERZ A L7 7 b LTz, b L ITREDBHE S TWD 25,

HITP v 7' A U R L= Z 2R LET,

KR N—T 3

1. 00. 00 LI

34 BB — R~k BRI TOAS A U (SSL)

L~y Informational

v J KR Successful login through Web (SSL) from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

i A RFEY— R —C K BFFET, SSL a7 A U L= Z L 2R LE T,

K/ 3N— 3

1. 00. 00 LAR%

L~ Warning

o 7R Login failed through Web(SSL) from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

B ARRET— N—IC K DFBIET, SSLm /A U BRI LI Z L &R LET,

X/ N— g v

1. 00. 00 LL[%

L~ Warning

0 7 EIR Login failed through Web (SSL) from <userIP> due to AAA server timeout
or improper configulation (Username: <username>)

B! FREY— = DFFENZ A L7 7 FL7o, & L IERENHE > TV D 2,

SSLa A UK LI-Z & 2R LET,

K N— 3

1.07. 00 LAR%
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L35 BRI —/N\—IC &K BEREETOR T A > (telnet)

L~y Informational

o 7R Successful login through Telnet from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

B! PRFE— N—Z L DFRFET, telnet /A UM L= Z L &R L ET,

K N—= 3

1. 00. 00 LAR%

L~ Warning

7R Login failed through Telnet from <userIP> authenticated by AAA server
{serverIP> (Username: <username>)

A RE— N—IZ L BRFET, telnet B A USRI LT Z L 2R LET,

Kt N— 3 v

1. 00. 00 LAF%

L~ Warning

=ERZE N Login failed through Telnet from <userIP> due to AAA server timeout
or improper configuration (Username: <username))

B! FREY— = DFFENZ A L7 7 FL7o, & L IERENHE > TV D 2,

telnet B 7 A UKL= E 2R LET,

K N—= 3

1. 00. 00 LAR%

.36 FREE Y —/N\—IC & BFREETO AT 1 > (SSH)

L~y Informational

7R Successful login through SSH from <userIP> authenticated by AAA
server <{serverIP> (Username: <{username>)

GLE! RREY— S —C K DFFET, SSHu 7oA U LIz Z L 2R LET,

Kt N— 3 v

1. 00. 00 LAR%

L~ Warning

=8/~ Login failed through SSH from <userIP> authenticated by AAA server
<{serverIP> (Username: <username>)

i A FE— N—Z L DREFET, SSHE 7 A UKL= Z L2 R LET,

K S— Y a

1. 00. 00 LAR%
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L~

Warning

=8/ -7 Login failed through SSH from <userIP> due to AAA server timeout or
improper Configuration (Username: <username))
Bl FREY— = DFFEN Z A L7 7 FL7o, & L ITRENHE > TV D 2,

SSHa 7' A UK LI-Z & 2R LET,

S — Y a

1. 00. 00 LAR%

3T O—AIUEBEEC K S EBREER~ADOBIT(@ VY —I)

L~y Informational

7 KoK Successful Enable Admin through Console authenticated by AAA
local_enable method (Username: <username>)

B = VRAEC K-> T, a v V=V TOEREHROBITHRD LI L %

ALET,

Kt/ S— 3

1. 00. 00 LAR%

L~ Warning

=8/~ Enable Admin failed through Console authenticated by AAA local_enable
method (Username: <username))

Wt H—AVBREC L > T, 2 Y = L TOEFBREHROBITHNRKLIZZ L&

RLET,

TS — Y a

1. 00. 00 LAR%

.38 O—HILEBEEIC & & EEEERA~ DT HTTP)

L~y Informational

o 7 FR Successful Enable Admin through Web from <userIP> authenticated by
AAA local enable method (Username: <username))

Wi B —JVEBREIS & o THTTP TOEBEAMROBATHRD LI Z L 2R L%

‘j‘o

Kt/ S— 3

1. 00. 00 LAR%

L~ Warning

[=RZ4E TN Enable Admin failed through Web from <userIP> authenticated by AAA
local_enable method (Username: <username)

i = — 71 JVERAEIZ & o THITP COFREMEROBATH R L2 Z L 2R L E

R

"G 8= = v

1. 00. 00 LI
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.39 O—HILEBEEIC & 5 EEEHER~ DT (SSL)

L~y Informational

o 7R Successful Enable Admin through Web(SSL) from <userIP> authenticated
by AAA local_enable method (Username: <username))

Wi H—HVRBREIC & > T, SSL TOEHEMEROBATHMII LI Z L 2R L E

‘j‘o

S — Y a

1. 00. 00 LAR%

L~ Warning

=ERZE - Enable Admin failed through Web(SSL) from <userIP> authenticated by
AAA local_enable method (Username: <username>)

i 2 — 1 VIRFEIC K o T, SSL COEFREMEROBATN R LT Z L &2 R L E

R

Kt N— 3 v

1. 00. 00 LI

40 O— N ILEREEIC K S EEEER A~ DT (telnet)

L~y Informational

o 7 FER Successful Enable Admin through Telnet from <userIP> authenticated
by AAA local_enable method (Username: <username))

Wi B —JVEBREIC & o T telnet TOEEFMEROBAITRMRI LIZZ L 2/R L

i‘a‘o

TS — Y a

1. 00. 00 LAR%

L~ Warning

=R TN Enable Admin failed through Telnet from <userIP> authenticated by AAA
local_enable method (Username: <username>)

B 2 — 1 VIREEIZ K o T, telnet TOFHEMEROBITNRR L2 L AR L

i—g—o

Kt N— 3 v

1. 00. 00 LI
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A1 O—AILEBEEIC &

5 EEEER~ DT (SSH)

L~y Informational

o 7R Successful Enable Admin through SSH from <userIP> authenticated by
AAA local enable method (Username: <username))

G B —JVEBREIC £ o T, SSH TOEHEAMROBATHRD LI Z L 2R L%

‘j‘o

S — Y a

1. 00. 00 LAR%

L~ Warning

=R TN Enable Admin failed through SSH from <userIP> authenticated by AAA
local_enable method (Username: <username>)

i 2 — 1 VIRFEIZ K o T, SSH COEFBEMEROBATN RN LT2Z L2 R L E

R

Kt N— 3 v

1. 00. 00 LI

A2 R L TOEBEERADBIT(I2V—I)
L~ Informational
o 7 FER Successful Enable Admin through Console authenticated by AAA none
method (Username: <username))
i B FRER LT, 3 Y — L TCOFBEEMEROBITVRID LI L amLET,

TS — Y a

1. 00. 00 LAR%

A3 FREEE L TOHOEBEERA~ DT HTTP)
L~y Informational
o 7 FR Successful Enable Admin through Web from <userIP> authenticated by
AAA none method (Username: <username>)
B RRE7e LG, HITP COEHEEHROBITHRRD LI Z 2R L ET,

K N—= 3

1. 00. 00 LAR%
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.44 an.\nIEf& L —C@ EE%*EBE’\O)@?‘_I (SSL)

L~y Informational

o 7R Successful Enable Admin through Web(SSL) from <userIP> authenticated
by AAA none method (Username: <username>)

G ARREZR L. SSL COBEREMROBAITRMII LIZZ LR LET,

K N—= 3

1. 00. 00 LAR%

.45 FBEE G L TOEEBER A~ DT (telnet)
L~ Informational
BRI Successful Enable Admin through Telnet from <userIP> authenticated
by AAA none method (Username: <username>)
%\E% wunﬁfot L//C telnet T@%fi%‘%ﬁﬂ@%??b’&% L/f?_ Z & %‘f/jf\‘ Li—g—o

i S— Y a

1. 00. 00 LAR%

.46 FREE7%E L TOEEEHERA~DTEIT (SSH)

L~y Informational

7 FRKoR Successful Enable Admin through SSH from <userIP> authenticated by
AAA none method (Username: <username>)

Gk ABREZR LT, SSH COFBEMEROBAT I LI Z L 2R LE T,

"G A= = v

1. 00. 00 LAR%

AT B — A — (& BB TOEEEEBAOBT (A2 Y—I)

L~y Informational

v J KR Successful Enable Admin through Console authenticated by AAA server
<{serverIP> (Username: <username>)

Wi ALY — N —IZ L HRBFET, 22 Y — L COFEEHEROBAT R L= 2
LERLET,

Kt N— 3 v

1. 00. 00 LI
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L~

Warning

0 7R Enable Admin failed through Console authenticated by AAA server
<{serverIP> (Username: <username>)
Bl FFEY— N—|Z L DFGE T, o Y — /L COEHEMEROBITN R L= 2

LERLET,

S — Y a

1. 00. 00 LAR%

L~ Warning

=ERZE - Enable Admin failed through Console due to AAA server timeout or
improper configuration (Username: <username))

i AL — N—DFRFENFZ A L7 U M LT2, b LUITEREDHIE> TV D 2%,

ALY =V COFEHEHROBATN R LI L 2R LET,

Kt N— 3 v

1. 00. 00 LI

A8 BREI Y —/N—IZ K A THOEEEIER~DFIT (HTTP)
L~ Informational
o 7 FER Successful Enable Admin through Web from <userIP> authenticated by
AAA server <serverIP> (Username: <username))
Bl FFEY— N —|Z X HEREE T HITP TOBEPREMEIRDOBIT AL LT 2 & &R
LET,

TS — Y a

1. 00. 00 LAR%

L~ Warning

=R TN Enable Admin failed through Web from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

B ARRE— /N —C K HFBIET HTTP COEMMEMRDOBITNRIL L= Z & &

Li—g—o

Kt N— 3 v

1. 00. 00 LI

. 49 an.\nIE-'j-_/ \_ls J: %) nrh\nIE—CO)%IE%*EBE’\@*z (SSL)

L~y Informational

o 7R Successful Enable Admin through Web(SSL) from <userIP> authenticated
by AAA server <serverIP> (Username: <username>)

Gk FOREY —/N—IZ L HRYEET, SSL TOEBLEMEIROBATAME) LI 2 & 278

Li—g—o

"G 8= = v

1. 00. 00 LI
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L~ Warning

=8/ -7 Enable Admin failed through Web(SSL) from <userIP> authenticated by
AAA server <serverIP> (Username: <username))

B! FORE— = L DFBFET, SSL COEHEMBOBITHN R L= Z & 2R
LET,

S — Y a

1. 00. 00 LAR%

L~ Warning

7R Enable Admin failed through Web(SSL) from <userIP> due to AAA server
timeout or improper configuration (Username: <username))

B RREY— = DFFENZ A L7 7 F L7z, & LIIRENME > TV D A,

SSL TOEFFLEMEROBITNRR LI Z & 2R LET,

XIe/N— g v

1. 07. 00 LL[%

- 50 an.\nIE-'j-_/ \_ls J: %) an.\nIE—CO)%IE%*EBE’\O)*z (te I net)
L~ Informational
u 7FER Successful Enable Admin through Telnet from <userIP> authenticated
by AAA server <serverIP> (Username: <username>)
it B SRAE Y — = L AFREE T, telnet CTOEFEMEROBITHNKI L2 &%

RLET,

K N—= 3

1. 00. 00 LAR%

L~ Warning

=R TN Enable Admin failed through Telnet from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

Wi FUREY —/N—IZ L DFEFE T, telnet TOEBEHEROBITN I L= Z L %
~LET,

X/ N— g v

1. 00. 00 LI

L~ Warning

=8/~ Enable Admin failed through Telnet from <userIP> due to AAA server
timeout or improper configuration (Username: <username>)

Wt RAE—N—DFRFENZ A LT U hLT2, b LUTREDHE> TV D 2%,

telnet COEBEMEROBITNER L= L2 RLET,

S — Y a

1. 00. 00 LAR%
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51 BRI —/N\—(C & BRI THOEEEER~DFHIT (SSH)

L~y Informational

=8/ -7 Successful Enable Admin through SSH from <userIP> authenticated by
AAA server <serverIP> (Username: <username))

G RBREY — /X —C L HFBAE T, SSH COFHEMEMOBITHNMI) LIz Z L 4o
LET,

S — Y a

1. 00. 00 LAR%

L~ Warning

=R TN Enable Admin failed through SSH from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

B ARRE— N —IC K HFBIET, SSH COEMMEMRDOBITNRIG L= Z & &2

Li—g—o

XIe/N— g v

1. 00. 00 LI

L~ Warning

=ERZE - Enable Admin failed through SSH from <userIP> due to AAA server
timeout or improper configuration (Username: <username))

B! FREY— = DFFEN Z A L7 7 FL7o, & L IERENHE > TV D 2,

SSH TOEHEMHEROBITHIRM L2 & 2R LET,

K N—= 3

1. 00. 00 LAR%

.92 ERGEHERE

L~ Warning
7R AAA server <serverIP> (Protocoli <{protocolname>) response is wrong
B! RRE — N—DINEN A E Y THDOHZ L ERLET,

X/ N— g v

1. 00. 00 LAR%

L~ Informational
=8/~ AAA doesn’ t support this functionality.
] PRREREREIZ DWW T, RS AR— R L CWW WD L BRLET,

K N—= 3

1. 00. 00 LAR%

L~y Warning
=ERZE - AAA server <serverIP> (Protocol: <protocol>) connection failed
B! PREY— =L DDA LT U N LT B R LET,

X/ N— g v

1. 00. 00 LL[%

28/45




B3IPF7RFLRADER

L~y Informational

ERZE SN Management IP address was changed into <ipAddr> by (Username:
<{username>, IP:<ipaddr>)

GLE! IP7 RVAPERESNIZZ L 2R LET,

X/ N— g v

1. 00. 00 DA%

L~y Informational

BRI Management IP address was changed into <ipAddr> by console (Username:
{username>)

GLE! ALY =N IPT RUANER SN L 2R LET,

K/ 3N— 3 v

1. 00. 00 LAR%

54 NNRT—FDEE

L~y Informational

BRI User <username> Password was changed by (Username: <username,
IP:<ipaddr>)

GLE! NAY = RPEESNTZZ 2R LET,

"G A= = v

1. 00. 00 LI

L~y Informational

=8/ -7 User <username> Password was changed by console (Username:
{username>)

Wi ALY =P NRAT — RRERSN I LR LET,

K N—= 3

1. 00. 00 LAR%

55 JA— KX+ X MR b—L (traffic control)

L~ Warning
7 RKoR Port <portNum> Broadcast storm is occurring
B Tua— K%y A NRA N —AREELIEZZEEZRLET,

X/ N— g v

1. 00. 00 LI
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L~ Informational
=8/ -7 Port <portNum> Broadcast storm has cleared
Bl Tu—RE¥y A MR M —ARNRESNTZZ EERLET,

Kt/ N— 3 v

1. 00. 00 LAR%

06 WILFEXE N R FR b—L (traffic control)

L~ Warning
7 KoK Port <portNum> Multicast storm is occurring
A “ILFXYAPAM—=LNRELIZZLERLET,

Kt/ N— 3 v

1. 00. 00 LAR%

L~ Informational
=8/~ Port <portNum> Multicast storm has cleared
Bl ~YNATFF YA NA N —APEESNZ B R LET,

KN—Tm

1. 00. 00 LAR%

BTAR—boxwy RS2 (traffic control)

L~ Warning
=8/ -7 Port <portNum> is currently shutdown due to a packet storm
Bl NTy FOAR—=LIZLES>T, A= "BV vy MU SN EERLE

‘j‘o

Kt/ N— 3

1. 00. 00 LAR%

L~ Informational
0 7 EIR Port <portNum> recover from shutdown state
Bl PAZEIRRE N D AR — MBI L7 L 2R L ET,

i‘j‘ 1|:‘\/§‘—:\/¢ a

1. 00. 00 LI

.58 MAC R—R 7 7 = A il

L~y Informational

=8/~ MAC-based Access Control host login successful (MAC: <macaddr>, port:
<portNum>, VID: <vid>)

it SR DFBREN I LT Z & H R LET,

Kt/ N— 3

1. 03. 00 LAR%
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L~y Informational

=8/ -7 MAC-based Access Control host aged out (MAC: <macaddr>, port:
<portNum>, VID: <vid>)

it AL AR N T — T 7 b L2 L 2R LET,

K/ 3N— 3

1. 03. 00 LAR%

L~ Critical

o 7R MAC-based Access Control unauthenticated host (MAC: <macaddr>, Port
<portNum>, VID: <vid>)

i U AR DFGENRIL LT Z L 2R LET,

X/ N— g v

1. 03. 00 LAF%

L~ Warning
=R N MAC-based Access Control failover mechanism is triggered.
B MAC FBFEIZFUNT, RADIUS H— =22 6 OFRREISE D3 72 W56 | failover #

L £h ‘j"_‘jy/l/munﬁi 7= j:g@fﬁleunﬂEZ))@JVE L7zZ & &IR Liﬁ‘

K N— 3

1. 07. 00 LARE
1. 12. 00 LARE (FRAFRFEY AR — k)

.59 Web £33

L~y Informational

o 7R Web Authentication successful user (Username: <string>, IP: <{ipaddr>,
MAC: <macaddr>, Port: <portNum>)

B! S AR DRIEREID LI Z L 2R LET,

X/ N— g v

1.07. 00 LAR%

L~ Warning

[=RZ4E TN Web Authentication unauthenticated user (Username: <string>, IP:
{ipaddr>, MAC: <macaddr>, Port: <portNum>)

it U AR DFSREN R LT Z & 2R LET,

K N— 3

1. 03. 00 LAR%

L~ Warning
=R N Web Authentication enters stop learning state.
B b — =R R —F—HIRICELZZ 2R LET,

KR N— 3

1. 03. 00 LAF%

31/45




L~ Warning
ERZE SN Web Authentication recovers from stop learning state.
B! AL — =R R —F—HlRZ FTHEORECER L2 2R LE

‘j‘o

K N—= 3

1. 03. 00 LAR%

L~ Informational

=ERZE - Web Authentication logout user (Username: <string>, IP: <ipaddr>,
MAC: <macaddr>, Port: <portNum>)

B PRI T 7T U M LT 2 E R L E T,

i‘j‘ 1|:‘\/§‘—:\/¢ a

1. 07. 00 LL[%

L~y Informational

=ERZE N Web Authentication aging timeout user (Username: <string>, IP:
<ipaddr>, MAC: <macaddr>, Port: <portNum>)

Wt WAL ARN = —T U T A MLV s/ 2 L 2R LET,

K N—= 3

1. 07. 00 LAR%

L~y Informational
ERZE SN Web authentication failover mechanism is triggered.
it BA Web FEREIZFUNT, RADIUS Hr—/3—7n 5 OFRFEINE 0 72 WA failover £

BEIZ K D o — B VERREE 7 XEHIERGE N EE L 72 2 & 2o Li‘j—

X N— g v

1.07. 00 LLFE
1. 12. 00 LARE (GEAIFEFEY R — F)

L~y Informational

o 7R Web Authentication redirects user (IP: <ipaddr>, MAC: <macaddr>,
Port: <portNum>)

B RIBAEHAR D EE O P ~V XA VLT N2 EERLET,

i‘j‘ 1|:‘\/§‘—:\/¢ a

1. 12. 00 LI

L~ Informational

v J KR Web Authentication session timeout user (IP: <ipaddr>, MAC:
<macaddr>, Port: <portNum>)

i A AFERESAR N DD TCP £y g URNEETH A LT U LI &R LE

‘a_o

K N—= 3

1.12. 00 LAR%
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.60 802. 1X &83

L~y Informational

o 7R Radius server <serverIP> assigned VID: <vid> to Port <portNum>
(Account: <user_account>)

Wi RADIUS H—/3—723 VLAN ID Z#|0 4Tz Z L &R L ET,

K N—= 3

1. 00. 00 LAR%

L~ Informational

=ERZE - 802.1x Authentication success from (Username: <string>, Port
<portNum>, MAC: <macaddr>)

B Ui AR DFEN R LI Z & 2R L ET,

XS — g v 1. 00. 00 LARE

L~ Warning

=ERZE - 802.1x Authentication failure from (Username: <string>, Port
<portNum>, MAC: <macaddr>)

B! AR DFREN KL LT & 2R L ET,

K N—= 3

1. 00. 00 LAR%

L~ Warning

B AN 802. 1x Authentication failure for the radius server < serverIP >
timeout from (Username: < string >, Port <portNum>, MAC: <macaddr>)

Wi RADIUS H—/S=DHF A LT 7 MZ LV GROBIEN KB L7 Z L 2R L E

‘j‘o

X/ N— g v

1. 00. 00 LI

L~ Warning

7 RN 802. 1x Authentication failure for the 802.1X client session timeout
from (Username: < string >, Port <portNum>, MAC: <macaddr>)

B IIAT U ey aryOEA LT T MIED, MROBIEN KL LTZZ &

R LET,

KR N—T 3

1. 00. 00 LL[%
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L~y Informational

0 7R 802. 1x logout success from (Username: <string>, Port <portNum>, MAC:
<{macaddr>)

it RN 7T U MLl E RN LET,

K N—= 3

1.07. 00 LAR%

L~ Informational

=ERZE - 802. 1X failover mechanism is triggered.

Bk 802. 1X FRRE(Z YN T, RADIUS Hr— X—/n b OFBFEISE D372V E | failover
FEREIC K v — U VERREE T (TR RE S I E L7 2 L 2R L E T,

X/ N— g v

1.12. 00 LAR%

. 61 7I_\X F&_anmnIE (7|_\ |“ VLAN :E_ P)
L~ Warning
=RZ4E TN Authentication failed: Assigned DVLAN <vid> is different from the
first DVLAN <vid>.
B! BRAFNR—=AFBIEE— ROKR— b VLAN £ — R CTEET 5K — FRGE

N S ANEN Lj]”(nmnﬂiéﬂ%)jﬂx ]\Z))Hijm \—muniEﬁkIjJ
LR AR RO, AR &

(802. 1X/MAC FR:F) Hépe
L7=A R N OFRGEEM (VLAN 1D) & R7e A5
LT EN-Z 2R LET,

K N—= 3

1.12. 01 LAR%

Lb Warning
=ERZE - Authentication failed: Assigned DVLAN is none.
L] AR A= ARIEE— FOF— F VAN £— K CBIET 5 # — h &7

(802. 1X/MAC FHEE) #EREIZ BBV T, ZRAFAR A MIEREEE M (VLAN 1D) 2357F7E L
W=, BREERERE LTI N2 2R LET,

X/ N— g v

1.12. 01 LAp%

.62 )L— TH LB EE

L~y Informational
[=RZ4E TN Configuration Testing Protocol detects a loop in port <portNum>
B! N—TBIILERE TN — T DR EZ A LT Z L 2R LET,

X/ N— g v

1. 00. 00 LI
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L~y Informational

o 7R Port <portNum> recovers from Loopback Detection err—disabled state
automatically

Wi N—T Wi IHERET err—disabled &g oloR— R3¥ A v —IZ XV HEE)
L2 &R LET,

S — Y a

1. 05. 00 LAR%

L~ Informational

7R Port <portNum> recovers from Loopback Detection err—disabled state
manually

B N—TBHIERKRET err—disabled &/po7cR— b2 FENIC KL VERMSEZZ

LR LET,

XIe/N— g v

1. 05. 00 LI

. 63 SFP #H#k
L~ Informational
o 7 FER Port <portNum> SFP has been removed
B SFP Rk EanizZ L &R LET,

TS — Y a

1. 03. 00 LAR%

L~ Informational
=ERZE N Port <portNum> 1000BASE-SX SFP has been inserted
B 1000BASE-SX SFP M ANSN/=Z &R LET,

X/ N— g v

1. 03. 00 LL[%

L~ Informational
0 7R Port <portNum> 1000BASE-LX SFP has been inserted
B! 1000BASE-LX SFP 2MFAIN/=Z L 2R L ET,

K S— Y a

1. 03. 00 LAR%

L~ Informational
=ERZE N Port <portNum> 100BASE-FX SFP has been inserted
B 100BASE-FX SFP MfiASN/zZ &&= RLET,

K/ N— =3

1. 00. 00 LI
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.64 BPDU i — %8k

L~ Informational
0 7R Port <portNum> enter BPDU Guard err—disabled state (mode: shutdown).
#BA BPDU 7 L — A &8 L7 — b M err—disabled (272 o722 & Zor LET,

K N—= 3

1. 04. 00 LAR%

L~ Informational

7R Port <portNum> recover from BPDU Guard err—-disabled state
automatically.

Wi err—disabled L 722> 7oA — FAHBTEIR LI Z L 2R LET,

K/ N— a3

1. 04. 00 LL[%

L~ Warning
=ERZE N Port <portNum> recover from BPDU Guard err—disabled state manually.
25 B err-disabled & 72 o7 — FRFEITHEHIFLIZZ 2R LET,

G S— Y a

1. 04. 00 LAR%

. 65 PoE #%8E

L~ Critical
o JFERR PoE module starts supplying power on port <portNum>
B! PoE #88EMNBME LT Z E AR LET,

X/ N— g v

1. 07. 00 LI

L~ Critical
o 7 FER PoE module stops supplying power on port <portNum>
Bl PoE fEENME L L7722 &R LET,

K N—= 3

1.07. 00 LAR%

L~ Critical
=ERZE N <{portNum>: Other Fault. Power Denied.
B PoEfREBIC =T —0KE LT 2R LET,

X/ N— g v

1. 07. 00 LI
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L~

Critical

0 7R PoE (Port<portNum>-<portNum>) is error.
] PoE AR — NMIPEENBELLZZ 2R LET,

K N—= 3

1. 11. 00 LAR%

.66 CPU - DRAM A & ') {1 FA 3@ XN 6E

L~ Warning
7 KoK CPU utilization enters OVERLOADING status.
B CPU DN ESNT-BEZEE L2 2R LET,

K N—= 3

1.07. 00 LAR%

L~ Informational
0 7 EIR CPU utilization enters NORMAL status.
B! CPU O RN E SN T-BEZEE LRELSEEU TICER L2 &

R LET,

K N—= 3

1.07. 00 LAR%

L~ Warning
=ERZE N DRAM utilization enters OVERLOADING status.
B DRAM O RN B E SNT-BIEZ B L2 2R LET,

X/ N— g v

1. 07. 00 LI

L~ Informational
0 7 EIR DRAM utilization enters NORMAL status.
B! DRAM D SR A3 E S 7= Bl & il L 7= RiE s S BIELL FIcm L= 2

LEIRLET,

K N—= 3

1.07. 00 LAR%

67 a< 2 KO #EE

L~ Informational
=ERZE - Command "<string>” was executed successfully (Username:<username>).
Bl string LFHTREND CLTI a~> RBIELL Efranizl tanrLET,

K N—= 3

1.07. 00 LAR%
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L~ Informational
0 7R Command "<string>” was executed unsuccessfully! (Username:<username)).
B string CFH|TREND CLT a~<y FBRIELL EfFENR ol L &R

LET,

S — Y a

1.07. 00 LAR%

.68 SFP AR— 1) > B AR AN

L~ Warning

7 KoK SFP Port <portNum> link down (RX Power: <rx power> dBm, TX Power <tx
power> dBm).

Wi SFPAR—= WY 7 Z0 L L2 LaRmLET,

K N—= 3

1. 08. 00 LAR%

.69 Link Error ¥4

L~y Critical
=ERZE - Port <portNum> link up, Link Error.
B A=Y 7 v FHEIZ Link Error NREALF-Z 2R LET,

X/ N— g

1. 08. 00 LL[%

L~ v Critical
0 7R Un—recovered link error occurs on port <portNum>.
i HA Link Error A L2 2R LET,

K N—= 3

1. 08. 00 LAR%

L~ Critical

[=RZ4E TN More than 2 ports occur un-recovered link error, and reboot the
system.

i AA 24— ML E Link Error 384 L2 2 RLET,

Auto_recovery_mode 73 enable g EDHAH. V7 —hFLET,

XIe/N— g v

1. 08. 00 LL[%
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.70 MAC Error &40

L~y Critical

=8/ -7 Un-recovered MAC internal error occurs on port <portNum>, and reboot
the system.

G R— b AT — % ZEREAFO RMCT MAC Error BWFEAE LI Z & &R LETS

X AN—T 3 1. 10. 00 LA

39/45




2. by IT—E&

21 #3597

Trap 01D B!

coldStart 1.3.6.1.6.3. 1. 1.5. 1 |\ ARHIERE LET,

warmStart 1.3.6.1.6.3.1.1.5.2 |V 7 — MNEBEFHIHE LE T,

linkDown 1.3.6.1.6.3.1.1.5.3 |AR—rD U > ZIREEA, down IREBICE T SN/ RFIZIE(E
LET,

Linkup 1.3.6.1.6.3.1.1.5.4 |AR—FD YU 7 JIRHEN, up KREBICEE S N/-REZEE L
£,

authenticationFail|l.3.6.1.6.3.1.1.5.5 |RE/R=aI2=7 ¢ AICL D SNMP ZRZZ(F L7 RRIZE

ure FELET, HEBELLEGA. SPHTEXELET,

newRoot 1.3.6.1.2.1.17.0. 1 A2NR=y 7Y V=7 o ha il CHEiY— T ) oY
WOBHSNIRHICEE LET, Bl FAR e o—2& ks
A —PETIZ o T2 RFIZEE L ET,

topologyChange 1.3.6.1.2.1.17.0. 2 ANR= 7Y )= bap il Cxry hU—7 bR Y
—DEERHIIEE LET, 7272 L. newRoot #1515 L 7=HF
IFEE LEEA,

risingAlarm 1.3.6.1.2.1.16.0.1  |RMON F&REIZER\WT, 77— AMERRIC X 0 . MIB fE23BEfE
PLEIZHMUTERIC b T v T 2R E L ET,

fallingAlarm 1.3.6.1.2.1.16.0.2  |[RMON FEBEICHWT, 77— LEREIC L V. MIB AN BIfE
PITZHA LIZRRZ R 7y 2R E LET,

11dpRemTablesChang|1. 0. 8802. 1. 1.2.0.0. 1 |11dpStatsRemTableLastChangeTime DBV, L 7= I

e N7y T REEFELET,
11dpStatsRemTableLastChangeTime (X, = > b U —»{E
R, AH, HIBRSNRICERESRET,
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22RUE—B NIV T

bpduGuardAttackDetected

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 1. 1. 1

Variables sysDescr, sysObjectID, bpduGuardTrapMode, iflIndex

T AR— @ BPDU guard #ERENA %N CT&H ¥ BPDU JRAEN " Normal”> 5 UnderAttack”
(BB LIEBRICRE LET,

bpduGuardAttackRecovered

SnmpVersion v2c
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 1. 1. 2
Variables sysDescr, sysObjectID, bpduGuardRecoveryType, iflndex
R AR— 1~ BPDU guard B¥REAI 2N T Y BPDU IR HEZY UnderAttack”?> & "Normal”
R LTBRICEE L E T
loopDetected
SnmpVersion vZce
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 2. 1. 1
Variables sysDescr, sysObjectID, iflndex
EFR R— I T loop Z MK L72BRICEE LET,
loopRestart
SnmpVersion v2c
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 2. 1. 2
Variables sysDescr, sysObjectID, loopdetectRecoveryType, iflndex
EFE Loop Z#n L CPAZE L7 AR — b MEIR L72BRICHME L E T,

broadcastStormOccurred

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 3. 1. 1

Variables sysDescr, sysObjectID, iflIndex

TE#% A= hTT7BE—R¥¥Y A MR ML LIZBRICEEFLET,
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broadcastStormCleared

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.3. 1. 2

Variables sysDescr, sysObjectID, iflndex

£ K hTT B — Ry 2 b X b— AR S VR S AR o T RIE LE T,

multicastStormOccurred

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.3. 1. 3

Variables sysDescr, sysObjectID, iflIndex

TEF R—=F TNV F ¥ A PAP—LDBPBAMENTRFTEE LET,

multicastStormCleared

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.3. 1. 4

Variables sysDescr, sysObjectID, iflndex

FEF% R FTeAF XX A RA =LA SRS R TERICIEE L E T,
stormPortShutdown

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 3. 1.5

Variables sysDescr, sysObjectID, iflndex

% R=PFTTR=RFY A PR F—LELFIIATFHFY AR F—LEHRAL,

S BIZA b— L5k LIoRER, AN— MAZELIZRRICXE L £,

stormPortShutdownRecovered

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.3. 1.6

Variables sysDescr, sysObjectID, iflIndex

T Ny FAM—=AIZE VA LA — FEIF LIERRICEE LET,

cpulUtilizationStatusChange

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 4. 1. 1

Variables sysDescr, sysObjectID, cpuUtilizationNotifyCurrentStatus
TEFR CPUMEF N B A A CAT —H AZEE LIRFICHE L E T
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dramUtilizationStatusChange

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 4. 1. 2

Variables sysDescr, sysObjectID, dramUtilizationNotifyCurrentStatus

FEF% DRAM i IS BRE A BB X C AT —# A &L H LIERHIZEE LETS
macAuthFailure

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.5. 1. 1

Variables sysDescr, sysObjectID, macAuthMAC, macAuthVID, ifIndex

TE# B AR DY MAC ~— AGRREIZ R L 72 Rl 26 L £
webAuthFailure

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.6. 1. 1

Variables sysDescr, sysObjectID, webAuthUsername, webAuthMAC, webAuthIP

TEFE Ui AR 73 Web FEREIC R LIZRFICEE L £,
webAuthStopLearning

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 6. 1. 2

Variables sysDescr, sysObjectID

T Web FRREDFE A H ik L7RFICHE L E T,

webAuthRecoverLearning

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.6. 1. 3

Variables sysDescr, sysObjectID

EFE Web FRREDFE I REED HE IR L2 RRICIEE LE T,
dotlxAuthFailure

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 7. 1. 1

Variables sysDescr, sysObjectID, dotlxUsername, dotlxMAC, iflndex

TEFE Ui AR 802, 1X FEREIZ R L 72 ICRE L £
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login

SnmpVersion v2c
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 8. 1. 1
Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
TEFE RN~ A LERICEELET,
loginFailed
SnmpVersion v2c
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.8. 1. 2
Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
EFE BRI E A~ T A REL L TR ISR E LT,
logout
SnmpVersion vZce
SnmpTrap0ID 1.3.6.1.4.1.278.102.1.8. 1. 3
Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
TEF% SR IEE D 7T h LERRICEE L ET,
sfpLinkDown
SnmpVersion v2c
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 11. 1. 1
Variables sysDescr, sysObjectID, sfpPortlndex, sfpDiagRXPowerValid
sfpDiagRXPower, sfpDiagTXPowerValid, sfpDiagTXPower
TE# SFP R— bMWY 7 Z0 LIERHIZIEE L ET
linkErrorDetected
SnmpVersion vZce
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 12. 1. 1
Variables sysDescr, sysObjectID, linkErrorPortIndex
T Link Error Zfifin L7zRpiZikfE L9,

macInternalErrorDetected

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 12. 1. 2

Variables sysDescr, sysObjectID, linkErrorPortIndex
7% MAC Error % f%n L7=HFIZE(E L ET,
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poeErrorCheckPoEError

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 14. 1. 1

Variables sysDescr, sysObjectID, poeSystemPortIndex, poeSystemPortIndex
EF% PoE Error Z il LIZRHZIAE L ¥,
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