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1.1

L~ Critical
=R/ 22N System cold start
i WasNERBEA SN L 2R LET,

X/ N— 3 v

1. 00. 00 LAF%

L~ Critical
0 7 RN System warm start
A gsn ) 77— MEBI L2 L 2R LET,

XA/ N— 3 >

1. 00. 00 LAF%

L~y Critical
U R System warm start (CONSOLE)
A =DM TSN Y 7 — MEF L2 2R LET,

XA N— 3 v

1. 00. 00 LAF%

L~ Critical
U R System warm start (WEB)
At WEB A o & —7 = —ANbL O TH#ERN Y 77— MNEE L7 2 L 2R LET,

RSV a v

1. 00. 00 LAF%

L~ Critical
0 J KR System warm start (TELNET)
Bt telnet R OMS TSN Y 7 — M EFIL7=Z L 2R LET,

RSV a v

1. 00. 00 LAF%

L~y Critical
0 7 RN System warm start (SNMP)
A SNMP 7205 D4y CHEZR N U 7 — MZE L 7= Z 2R L ET,

XA N— 3 v

1. 00. 00 LAF%
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L~ Critical
o 7 RN System warm start (CPU EXEPTION)
Bt CPU BN LER CREZS N Y 7 — MEBN L7 Z 2R L E T,

show tech-support =~ R Tr ZEE%, AR — MEOE TBHEEGE T3V,

RSV a v

1. 00. 00 LAR%

L~ Critical
o J s System restart
B V7 Ny 2T OEIBBETHERN Y 7 — N L2 2R LET,

show tech-support 2~y RTr ZEEI%, AR — MEOFE TBHEEGE T3,

RSV a v

1. 00. 00 LAF%

1.2
L~y Informational
=R/ - Configuration saved to flash (Username: <username>, IP: <{ipaddr>)
A REBHRERGF LT 2R LET,

XA N— 3 v

1. 00. 00 LAF%

L~y Informational
o 7 RN Configuration saved to flash by console (Username: <username))
A AN EERERG LI EERLET,

X/ N— 3 v

1. 00. 00 LAF%

L~y Informational
=R/ - System log saved to flash (Username: <username>, IP: <ipaddr>)
A 0y ERF LI EERLET,

RSV a v

1. 00. 00 LAF%

L~y Informational
o 7 RN System log saved to flash by console (Username: <username))
BIC]] A= AN T ERELIEZ EERLET,

RSV a v

1. 00. 00 LAF%
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L~y Informational
=R/ - Configuration and log saved to flash (Username: <username>, IP: <{ipaddr>)
A WREERE R TR F LIt BRLET,

XA/ N— 3

1. 00. 00 LAR%

L~ Informational
=R/ - Configuration and log saved to flash by console (Username: <username))
BIC]] AN REFRER T ERGF LI EERLET,

RS —Y 3 v

1. 00. 00 LAF%

L~ Warning

o 7 FRoR The runtime image (<{image>) loaded is not the original boot-up image
(<image>) configured.

B! B ST FITA A=V file DIEL S FARAD RN T Z LR LET,

KIS N—=T 3

1. 00. 00 LAF%

1.3
L~y Informational
=R/ - Firmware upgraded successfully (Username: <username>, IP: <ipaddr>)
A N—=a T v TR Lz EERLET,

RS =Y 3 v

1. 00. 00 LAF%

L~y Informational
o 7 RN Firmware upgraded by console successfully (Username: <username>)
B A= ANEFEITLTC, X"=Va T v R LI-Z AR LET,

RS — Y a

1. 00. 00 LAF%

L~y Warning
o JHRoR Firmware upgrade was unsuccessful! (Username: <username>, IP: <ipaddr>)
B W= a7 TR RILTEZ LR LET,

KIS N—=T 3

1. 00. 00 LAF%

L~ Warning
o 7 RN Firmware upgrade by console was unsuccessful! (Username: <{username))
GBI OV LVTETFLENR=a v Ty PR LT 2R LET,

KIS N—=T 3

1. 00. 00 LAF%
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1.4

L~y Informational

=R/ - Configuration successfully downloaded (Username: <username>, IP:
{ipaddr>)

A REFMROL T o — RPN L2 & 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

L~ Informational
=R/ - Configuration successfully by console downloaded (Username: <username))
i B AV =B ETLT, REFHROFZ T o —FRRH LI AR LE

R

K N—=T 3

1. 00. 00 LAF%

L~y Warning

o 7 RN Configuration download was unsuccessful! (Username: <username>, IP:
{ipaddr>)

B! REFBROF T — RPN LTeZ 2R LET,

RSV a v

1. 00. 00 LAF%

L~y Warning

o 7 RN Configuration download by console was unsuccessful! (Username:
{username>)

it B A= inbETLT, REFHROF T o — FPRRLIEZ E AR LE

R

RS —Y 5

1. 00. 00 LAF%

1.5
L~ Informational
=R N Configuration successfully uploaded (Username: <username>, IP: <ipaddr>)
B REBEMOT v 77— KPR LTeZ L 2R LET,
X N— 3 > 1. 00. 00 LA
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L~ Informational
=R/ - Configuration successfully by console uploaded (Username: <username))
B! 2y V= VTEITLIEREEROT v 7 — RBELIZ &R LET,

XA/ N— 3

1. 00. 00 LAR%

L~y Warning

o 7 RN Configuration upload was unsuccessful! (Username: <username>, IP:
{ipaddr>)

i REHMDOT v 7 m— FRRRLIZ 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

L~ Warning
o 7 FRoR Configuration upload by console was unsuccessful! (Username: <username))
G| 2 — )V CEITLEREEFROT v 7m— RRRR L2 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

1.6
L~y Informational
=R/ - Log message successfully uploaded (Username: <username>, IP: <{ipaddr>)
BIC]] nryO7 vy ua— KPR LI EERLET,

RS =Y 3 v

1. 00. 00 LAF%

L~ Informational
=R/ - Log message successfully by console uploaded (Username: <username>)
B! AV —LVTEIT L D7 v 7a— R L2 L2 RLE T,

RS — Y a

1. 00. 00 LAF%

L~y Warning
o JHRoR Log message upload was unsuccessful! (Username: <username>, IP: <ipaddr>)
A nrDOT T u— RPRLTZ a2 R LET,

KIS N—=T 3

1. 00. 00 LAF%
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L~

Warning

0 7 RN

Log message upload by console was unsuccessful! (Username: <username>)

B!

A= NVTEITLEu 07 vy e — RBRRRLEZZ E 2Rl ET,

RSV a v

1. 00. 00 LAR%

1.7

L~ Informational

0 7 RN Port <portNum> link up, <link state>
B R—=FRNV o7 LT EaRLET,

RS — Y a v

1. 00. 00 LAF%

L~ Informational
0 7 RN Port <portNum> link down
B R—IRV I X L2l ERLET,

KIS N—=T 3

1. 00. 00 LAF%

1.8 ( )
L~ Informational
0 7 RN Successful login through Console (Username: <username))
B ayy—=nn A PRI LI L AR LET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Warning
U RN Login failed through Console (Username: <username))
A avYy—nua AR RIRLEZZ EERLET,

KIS N—=T 3

1. 00. 00 LAF%

1.9 )
L~y Informational
=R Logout through Console (Username: <username>)
B avY—nAhbul7yu Ll EERLET,
S A— g v 1.00. 00 LAKE

10/46




L~y Informational
U RN Console session timed out (Username: <username))
B A=y alrBNEALTYRLT, rR TN LEEZEERLET,

XA/ N— 3

1. 00. 00 LAR%

1.10 (HTTP)

L~y Informational

0 7 RN Successful login through Web (Username: <username>, IP: <{ipaddr>)
A HITP B 7' A U BRI L= Z L &R LET,

RSV a v

1. 00. 00 LAF%

L~y Warning
0 7 RN Login failed through Web (Username: <username>, IP: <ipaddr>)
A HITP = 7 A U BNRIR L7 Z L 2R LET,

XA N— 3 v

1. 00. 00 LAF%

1.11 (Web GUI(HTTP))

L~y Informational

0 7 RN Logout through Web (Username: <username>, IP: <ipaddr>)
BIC]] HITP Tr 77U M L2 & RLET,

XA N— 3 v

1. 00. 00 LAF%

L~y Informational
=R Web session timed out (Username: <username>, IP: <{ipaddr>)
BIC]] HITP v > a UBRFA LT RNLT, 27U MLzl EZRLET,

RSV a v

1. 00. 00 LAF%

1.12 (SSL)
L~y Informational
=R Successful login through Web (SSL) (Username: <username>, IP: <{ipaddr>)

B!

SSLe 7' A U L2 L AR LET,

XA N— 3 v

1. 00. 00 LAF%
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L~y Warning
0 7 RN Login failed through Web (SSL) (Username: <username>, IP: <ipaddr>)
A SSLa 7 A U kRIRL7-Z EERLET,

XA/ N— 3

1. 00. 00 LAR%

1.13 (SSL)
L~ Informational
U RN Logout through Web (SSL) (Username: <username>, IP: <{ipaddr>)
it B SSLCrZ 7y LI EERLET,
KA/ N— g v 1. 00. 00 LA

L~y Informational
0 7 RN Web (SSL) session timed out (Username: <username>, IP: <{ipaddr>)
BIC]] SSLEy > arBEALTTURLT, a7y LIl EERLET,

XA N— 3 v

1. 00. 00 LAF%

1.14 (telnet)
L~y Informational
0 7 RN Successful login through Telnet (Username: <username>, IP: <ipaddr>)
Bt telnet B 7 A UM LIz Z & LET,

XA N— 3 v

1. 00. 00 LAF%

L~y Warning
=R Login failed through Telnet (Username: <username>, IP: <{ipaddr>)
A telnet B 7 A4 VR L= Z 2R LET,

RSV a v

1. 00. 00 LAF%

1.15 (telnet)
L~y Informational
=R Logout through Telnet (Username: <username>, IP: <{ipaddr>)
A telnet TR 7 MLT2Z EE2RLET,
S A— g v 1.00. 00 LAKE
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L~y Informational
=R/ - Telnet session timed out (Username: <username>, IP: <ipaddr>)
B telnet Ty a v NAA LT ML, a7 RLZ EERLET,

XA/ N— 3

1. 00. 00 LAR%

1.16 SNMP
L~ Warning
=R/ - SNMP request received from <ipAddress> with invalid community string!
BIC]] SN\MP U7 =2 MZBWT, AERII2=T 4 AZMHHLTT 7 8ZATH

nizZ a2l ET,

K N—=T 3

1. 00. 00 LAF%

1.17 STP
L~ Informational
=R/ - Topology changed (Instance:<InstancelD> port<portNum>)
BIC]] STPHEREIZ B W C A= Y ) —D hARe =N b L= 2R L ET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Informational
ERZE I8 [CIST | CIST Regional | MSTI Regional] New Root bridge

selected( [Instance: <{InstancelD> JMAC: <macaddr> Priority :<value>)
B! STP HERBIZFWT, FrLvwb— b7 Uy UNEH SN2 L 2R LET,

R S— Y 3

1. 00. 00 LAF%

L~ Informational
=R N Spanning Tree Protocol is enabled
i B STP BEHEN AN 72 o2 2 L R LT,

KIS N—=T 3

1. 00. 00 LAF%

L~ Informational
ERZE N Spanning Tree Protocol is disabled
i B STP MEHEN N IZ 7n o 72 2 L B R LT,

RS — Y a v

1. 00. 00 LAF%
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L~y Informational
U RN Port <portNum> STP root restriction is enabled
At N— hR—=bFOHIREFEN LT 2R LET,

XA/ N— 3

1. 00. 00 LAR%

L~y Informational
T U R Port <portNum> STP root restriction is disabled
A o= FAR— FOHIRE N LT E 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

1.18 (SSH)
L~y Informational
0 7 RN Successful login through SSH (Username: <username>, IP: <ipaddr>)

B!

SSHa 7' A U L2 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Warning
U RN Login failed through SSH (Username: <username>, IP: <{ipaddr>)
B SSHu Z A UMK LI-Z E 2R LET,

RS =Y 3 v

1. 00. 00 LAF%

1.19 (SSH)
L~ Informational
U RN Logout through SSH (Username: <username>, IP: <ipaddr>)
it B SSHCr 77y hLIZEZRLET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Informational
=R SSH session timed out (Username: <username>, IP: <ipaddr>)
BIC]] SSHEy > a v BDEALTTURLT, a7y LIl EE2RLET,

RSV a v

1. 00. 00 LAF%
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1.20 SSH

L~ Informational
U R SSH server is enabled
A SSH r— _— RN AN R o2 Z 2R LET,

RSV a

1. 00. 00 LAF%

L~ Informational
U RN SSH server is disabled
A SSH r— "—HEREN TN R o T2 Z 2R LET,

RS — Y a v

1. 00. 00 LAF%

1.21
L~ Informational
0 7 RN Authentication Policy is enabled (Module: AAA)
B PRRER Y —MMEIN o2 E BN L ET,

KIS N—=T 3

1. 00. 00 LAF%

L~ Informational
0 7 RN Authentication Policy is disabled (Module: AAA)
B PRREAR Y =N o D L BN LT,

KIS N—=T 3

1. 00. 00 LAF%

1.22 ( )
L~y Informational
= AN Successful login through Console authenticated by AAA local method
(Username: <username>)
i B B—HARRREL, I Y=l R LS AR LET,
Kfha/N— 7 1. 00. 00 LA

L~y Warning

0 7 RN Login failed through Console authenticated by AAA local method (Username:
{username>)

B! 2—HNVRREL, aryY—nrun A4 Nl B R LET,

R S—Va v

1. 00. 00 LAF%
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1.23 (HTTP)
L~ Informational
o JFs Successful login through Web from <userIP> authenticated by AAA local
method (Username: <username>)
25 ] B—ANAGRAEL, HTTP v 7 A VR L= Z L 2R L E T,

RSV a

1. 00. 00 LAF%

L~y Warning

o 7 RN Login failed through Web from <userIP> authenticated by AAA local method
(Username: <username>)

GILs R—HARFEL, HITP B 7 A U3 R LTz Z & AR LE T,

K N—=T 3

1. 00. 00 LAF%

1.24 (SSL)
L~y Informational
o 7 RN Successful login through Web (SSL) from <userIP> authenticated by AAA
local method (Username: <username))
i B—AARFEL, SSL e /A U LI L AR LET,
XA/ N— 3 v 1. 00. 00 LA

L~y Warning

o JHRoR Login failed through Web (SSL) from <userIP> authenticated by AAA local
method (Username: <username>)

i B—AARRFEL, SSL e /A UKL L ERLET,

R S— Y 3

1. 00. 00 LAF%

1.25 (telnet)
L~y Informational
0 JFs Successful login through Telnet from <userIP> authenticated by AAA local
method (Username: <username>)
B! 02— B VEREL, telnet B 7 A VKB LT Z AR LET,
s/ N— 3 1. 00. 00 LA
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L~

Warning

ERZE N Login failed through Telnet from <userIP> authenticated by AAA local
method (Username: <username>)
B! n—VERREL ., telnet B 7 A UKL IZZ AR LET,

K N—= 3

1. 00. 00 LAR%

1.26 (SSH)
L~y Informational
o JFs Successful login through SSH from <userIP> authenticated by AAA local
method (Username: <username>)
A n—HVEEFEL, SSH 7oA VBRI L= Z AR L ET,

K N—=T 3

1. 00. 00 LAF%

L~y Warning

=R/ - Login failed through SSH from <userIP> authenticated by AAA local method
(Username: <username>)

i B—ANARFEL, SSHr /A UKL L& RLET,

RSV a v

1. 00. 00 LAF%

1.27 ( )
L~ Informational
=R/ - Successful login through Console authenticated by AAA none method
(Username: <username>)
BIC]] FAER LT, aryY—nrua A RS Ll AR LET,

KIS N—=T 3

1. 00. 00 LAF%

1.28 (HTTP)
L~y Informational
0 JFs Successful login through Web from <userIP> authenticated by AAA none
method (Username: <username>)
B SREFAR LT, HITP v /A USRS L2 L & L ET,
X N—T 3 v 1. 00. 00 LARE
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1.29 (SSL)
L~y Informational
=R/ - Successful login through Web (SSL) from <userIP> authenticated by AAA none
method (Username: <username>)
BIC]] PREZR LT, SSL e /A URB L= Z AR L E T,

RSV a

1. 00. 00 LAF%

1.30 (telnet)
L~y Informational
o JFs Successful login through Telnet from <userIP> authenticated by AAA none
method (Username: <username>)
BIC]] PRRE72 L C, telnet B 7 A U LIz Z AR LE T,
Kfha/N— 7 1. 00. 00 LA

1.31 (SSH)
L~y Informational
0 JFs Successful login through SSH from <userIP> authenticated by AAA none
method (Username: <username>)
GILs AR LT, SSHrZ A U LicZ L 2R LET,
Kfha/N— 7 1. 00. 00 LA

1.32 ( )
L~ Informational
o JHRoR Successful login through Console authenticated by AAA server <serverIP>
(Username: <username>)
BIC]] BAFY— R—IC L 2RFET, avY— a4 VR Lz a2 RmLET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Warning

=R/ - Login failed through Console authenticated by AAA server <serverIP>
(Username: <username>)

A AR —N—Z X DFFET, ar Y —nu 7 A UnRRLeZ 2R LET,

KIS N—=T 3

1. 00. 00 LAF%
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L~

Warning

ERZE N Login failed through Console due to AAA server timeout or improper
configuration (Username:<username))
BIC]] PRREY— R—DFRFEN Z A L7 7 b L2, b LT ENMEESTWNDH A, =

= na A UKL L ERLET,

KGN —T 3 v

1. 00. 00 LAR%

1.33 (HTTP)

L~ Informational

o JHRoR Successful login through Web from <userIP> authenticated by AAA server
<(serverIP> (Username: <username>)

it B RAEY— N—Z X BFIET, HITP 2 7 A U RS L= L 2R L £,

KIS N—=T 3

1. 00. 00 LAF%

L~y Warning

=R/ - Login failed through Web from <userIP> authenticated by AAA server
<(serverIP> (Username: <username))

GILs AN — =T L BRFET, HITP B /A VR L= Z 2R L ET,

Kfha/N— 7

1. 00. 00 LAF%

L~y Warning

=R/ - Login failed through Web from <userIP> due to AAA server timeout or
improper configuration (Username:<username>)

B! AEY— N—DFFENZ A LT T M LTz, b LATRENHIES TWVD %,

HITP v 7' A UL Z 2 Rm L Ed,

RS —Y 5

1. 00. 00 LAF%

1.34 (SSL)
L~y Informational
o 7 RN Successful login through Web(SSL) from <userIP> authenticated by AAA
server <{serverIP> (Username: <username))
BIC]] AP — N — T L AEET, SSLue /A U L2 2R LET,

KIS N—=T 3

1. 00. 00 LAF%
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L~

Warning

o JHRR Login failed through Web(SSL) from <userIP> authenticated by AAA server
<{serverIP> (Username: <username>)
BIC]] AP — N — T L AFEET, SSLue /A oL 2R LET,

K N—= 3

1. 00. 00 LAR%

L~y Warning

o JHRR Login failed through Web (SSL) from <userIP> due to AAA server timeout
or improper configulation (Username: <username)>)

B! FRREY — N —DFEFENZ A L7 U F LT, b L IERENMIE S TV 52, SSL

o0y A4 UNKRRLI-Z E AR L ET,

RS —Y 3 v

1. 00. 00 LAF%

1.35 (telnet)
L~ Informational
o JHRoR Successful login through Telnet from <userIP> authenticated by AAA server
<(serverIP> (Username: <username))
BIC]] A — "= 2 L AFRFE T, telnet 7 A U L= Z L AR L ET,

R S—Va v

1. 00. 00 LAF%

L~y Warning

ERZE N Login failed through Telnet from <userIP> authenticated by AAA server
<(serverIP> (Username: <username>)

BIC]] ALY — X —|Z L BERFEE T, telnet B /A U R L2 2R LET,

RS —Y 5

1. 00. 00 LAF%

L~y Warning

=R/ - Login failed through Telnet from <userIP> due to AAA server timeout or
improper configuration (Username: <username))

B! FRE— N—DFFEN XA LT U M L2, b LATRENHELIES TWD %,

telnet B 7 A UKL TZZ E 2R LET,

RS — Y a

1. 00. 00 LAF%
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1.36 (SSH)
L~y Informational
o JHRoR Successful login through SSH from <userIP> authenticated by AAA server
<(serverIP> (Username: <username))
BIC]] AP — N —C L AEET, SSHue VA Uk L2 2R L E T,

KIS N—=T 3

1. 00. 00 LAF%

L~y Warning

=R/ - Login failed through SSH from <userIP> authenticated by AAA server
<(serverIP> (Username: <username>)

GILs RAEY— R —IC L BRFET, SSHu 7 A ULz L 2R LT,

K N—=T 3

1. 00. 00 LAF%

L~y Warning

=R/ - Login failed through SSH from <userIP> due to AAA server timeout or
improper Configuration (Username: <username))

Wi FRREY —N—DFBRAENZ A LT T b LIz b L UFRREDHHE- TV 5%, SSH

o0J A UNKRRLI-Z E AR L ET,

R S—Va v

1. 00. 00 LAF%

1.37 ( )
L~y Informational
o JFs Successful Enable Admin through Console authenticated by AAA local_enable
method (Username: <username>)
B! B—HNFRREIZ L > T, 2 Y — L COEHEHROBITRRIN LT Z & &R
LET,
s/ N— 3 1. 00. 00 LA

L~y Warning

=R/ - Enable Admin failed through Console authenticated by AAA local_enable
method (Username: <username>)

A H—HVREREIC &> T, 22 Y — LV TOEBEHROBATN R LI Z L 2R

Li‘d—o

KIS N—=T 3

1. 00. 00 LAF%
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1.38 (HTTP)
L~y Informational
o JFs Successful Enable Admin through Web from <userIP> authenticated by AAA
local _enable method (Username: <username))
A 12— AVERREIZ L o T, HITP TOEBEHROBITNRI LI Z L 2R L E

B

XA/ N— 3 >

1. 00. 00 LAF%

L~y Warning

ERZE N Enable Admin failed through Web from <userIP> authenticated by AAA
local_enable method (Username: <username))

G B —VEBREIZ K o T, HTITP COEBEEMEROBITN R LIZZ L 2R L £

B

RS —Y 5

1. 00. 00 LAF%

1.39 (SSL)
L~ Informational
o JF Successful Enable Admin through Web(SSL) from <userIP> authenticated by
AAA local enable method (Username: <username))
GBI 1 — A VERREIZ & o T SSL COEBEMEROBITHRAN LI Z L 2R LET,

XA/ N— 3 v

1. 00. 00 LAF%

L~y Warning

=R/ - Enable Admin failed through Web(SSL) from <userIP> authenticated by AAA
local_enable method (Username: <username))

Wi B — W VRBAEIC & o T SSL COFHEAMERDOBITNRIG LIZZ L 2/RLE T,

KIS N—=T 3

1. 00. 00 LAF%
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1.40 (telnet)
L~y Informational
o JFs Successful Enable Admin through Telnet from <userIP> authenticated by AAA
local_enable method (Username: <username))
Bt 12— VEBREIZ Lo T, telnet TOEBEHROBITHRARD L2 LERL

£7,

RSV a

1. 00. 00 LAF%

L~y Warning

ERZE N Enable Admin failed through Telnet from <userIP> authenticated by AAA
local_enable method (Username: <username))

it B M= VEEREIZ Ko T, telnet TOEBEMEROBITHNRILIZZ L&mRL

£,

KIS N—=T 3

1. 00. 00 LAF%

1.41 (SSH)
L~y Informational
=R/ - Successful Enable Admin through SSH from <userIP> authenticated by AAA
local_enable method (Username: <username))
A 2 — ) VERREIZ K o T SSHCOEEMERDOBAT AN LT Z & 2R LET,

Kfha/N— 3

1. 00. 00 LAF%

L~y Warning

=R N Enable Admin failed through SSH from <userIP> authenticated by AAA
local_enable method (Username: <username))

Wi B — T VRBAEIC & o T SSH TOFHEAMEROBITNRIG LIZZ L 2R LE T,

KIS N—=T 3

1. 00. 00 LAF%

1.42 ( )
L~y Informational
0 JFs Successful Enable Admin through Console authenticated by AAA none method
(Username: <username>)
i ARER LT, a2 — L TOFHEEMROBATARA LI Z L 2R LET,
Kfha/N— 7 1. 00. 00 LA
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1.43 (HTTP)
L~y Informational
o JFs Successful Enable Admin through Web from <userIP> authenticated by AAA
none method (Username: <username))
A FBRE7e LC, HITP COEEEHEROBITNMRN L2 L 2R LET,

RSV a

1. 00. 00 LAF%

1.44 (SSL)
L~y Informational
o JFs Successful Enable Admin through Web (SSL) from <userIP> authenticated by
AAA none method (Username: <username>)
i FRAEZR LT, SSL COEBEMROBATRRII LIZZ L AR LET,
X/ N— 3 v 1. 00. 00 LA

1.45 (telnet)
L~y Informational
0 JFs Successful Enable Admin through Telnet from <userIP)> authenticated by AAA
none method (Username: <username))
B! k72 LT, telnet COEHEMEROBITRMN LT L EZRLET,
Kfha/N— 7 1. 00. 00 LA

1.46 (SSH)
L~y Informational
=R/ - Successful Enable Admin through SSH from <userIP> authenticated by AAA
none method (Username: <username))
i FRAEZR LT, SSH COEBEMROBATRRII LIZZ LR LET,
X N—T 3 v 1. 00. 00 LAR#
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1.47 ( )

L~ Informational

o JHRoR Successful Enable Admin through Console authenticated by AAA server
<(serverIP> (Username: <username))

i B I —N—Z L BWEA T, 2V — L TOEHEHEROBITRRD L= &

ZRLET,

RSV a

1. 00. 00 LAF%

L~y Warning

=R/ - Enable Admin failed through Console authenticated by AAA server
<{serverIP> (Username: <username))

Wi IS — N—IC L BREFET, 2> Y — L TOBEHEHEROBITNRK L2 &

ZRLET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Warning

=R N Enable Admin failed through Console due to AAA server timeout or improper
configuration (Username: <username>)

B! PREY— = DFEIENZ A L7 U F LT, b LITRENHIES TV DA, =

VY=V TOEBEMHEROBITHN IR L Z E 2R LET,

R S—Va v

1. 00. 00 LAF%

1.48 (HTTP)
L~y Informational
o JFs Successful Enable Admin through Web from <userIP> authenticated by AAA
server <{serverIP> (Username: <username))
it B FRE— /N =T L 2FFET, HITP COEEEMEROBAITNRIN LT Z & &R
LET,
X/ N—T 3 v 1. 00. 00 LAR#
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L~

Warning

=R/ - Enable Admin failed through Web from <userIP> authenticated by AAA server
<{serverIP> (Username: <username>)
BIC]] FRREY — =2 L DFEAE T, HITP TOEHEEWHEROBITN IR L2 & 2R

Li‘d—o

KGN —T 3 v

1. 00. 00 LAR%

1.49 (SSL)
L~ Informational
o JFs Successful Enable Admin through Web(SSL) from <userIP> authenticated by
AAA server <serverIP> (Username: <username>)
Bt FRREY — =2 K BFRFET, SSL COEHEMROBATHRI LIz Z &R L

£,

RS —Y 5

1. 00. 00 LAF%

L~y Warning

=R/ - Enable Admin failed through Web(SSL) from <userIP> authenticated by AAA
server <{serverIP> (Username: <username))

B! PRET— =2 L DFFET, SSL TOEHEMEROBITN KM LI L &R L

£,

KIS N—=T 3

1. 00. 00 LAF%

L~y Warning

o 7 RN Enable Admin failed through Web(SSL) from <userIP)> due to AAA server time
out or improper configuration (Username: <username))

Wi FRREY — = DFRREN Z A LT 7 b LTz, b L ITBREDEE-> TV 2%, SSL

TOEHEHROBATNRKLIZZ L 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

26/46




1.50 (telnet)
L~ Informational
o JFs Successful Enable Admin through Telnet from <userIP> authenticated by AAA
server <{serverIP> (Username: <username))
i PRREY— /" —|Z L A FERE T, telnet TOEFHEMEROBITNRALI-Z &%

i—“]\/i‘a—o

RSV a

1. 00. 00 LAF%

L~y Warning

ERZE N Enable Admin failed through Telnet from <userIP> authenticated by AAA
server <{serverIP> (Username: <username))

A PRREY— R —IZ KX BFRRET, telnet TOEHEMHEROBITNRKKLIZZ &%

i—“]\/i‘a—o

KIS N—=T 3

1. 00. 00 LAF%

L~y Warning

=R/ - Enable Admin failed through Telnet from <userIP> due to AAA server timeout
or improper configuration (Username: <username)>)

B! FRE— N—DFFENZ A LT U M L2, b LATREDNHEIES TWVD %,

telnet COFEEEMBROBITN AR LI-Z L 2R LET,

R S—Va v

1. 00. 00 LAF%

1.51 (SSH)
L~y Informational
=R/ - Successful Enable Admin through SSH from <userIP> authenticated by AAA
server <{serverIP> (Username: <username))
A FRREY— R —IC L BHFBRE T, SSH COEBEHEROBITNKAEI L2 &R L

£,

R S— Y 3

1. 00. 00 LAF%
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L~

Warning

=R/ - Enable Admin failed through SSH from <userIP> authenticated by AAA server
<{serverIP> (Username: <username>)
BIC]] FRE— N —{Z X HFRFE T, SSH COEHEMEROBATN IR L - Z L 2R L

£,

KGN —T 3 v

1. 00. 00 LAR%

L~y Warning

=R/ - Enable Admin failed through SSH from <userIP> due to AAA server timeout
or improper configuration (Username: <username)>)

Wi FRREY —N—DFBRAENZ A LT 7 b LIz b L UFRREDHHE-> TV 5%, SSH

TOEHEHROBATNRKLIZZ L 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

1.52

L~y Warning

=R/ - AAA server <serverIP> (Protocol: <{protocolname>) response is wrong
B PREY — N —DIREN AR Y THH L E R LET,

R S—Va v

1. 00. 00 LAF%

L~ Informational
=R/ - AAA doesn’ t support this functionality.
B PRRFREREIZ DWW T, BEREN TR — R L CWRWnWZ &R LET,

RS —Y 3

1. 00. 00 LAF%

L~y Warning
o JHRoR AAA server <serverIP> (Protocol: <protocol>) connection failed
Bt R — =L OGN I A LT TN LT 2R LET,

RS — Y a

1. 00. 00 LAF%
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1.53 IP

L~y Informational

=R/ - Management IP address was changed into <ipAddr> by (Username: <username>,
IP:<ipaddr>)

GILs IPT RUVAPEFESNIZZ 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Informational

=R/ - Management IP address was changed into <ipAddr> by console (Username:
{username>)

GILs ALY =B IPT RUAPER S L 2R LET,

K N—=T 3

1. 00. 00 LAF%

1.54
L~y Informational
=R/ - User <username> Password was changed by (Username: <username>
IP:<ipaddr>)
A WA= FPERINTZ LR~ LET,
KIS N—=T 3 1. 00. 00 LAR%

L~ Informational
=R/ - User <username> Password was changed by console (Username: <username>)
BIC]] AUV ANHNRAT = RPER SN 2R LET,

R S— Y 3

1. 00. 00 LAF%

1.55 traffic control
L~y Warning
=R N Port <portNum> Broadcast storm is occurring
B To—REYy A MARM—LBRELIZZEE2RLET,
KIS S—T 3 v 1. 00. 00 LA
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L~ Informational
0 7 RN Port <portNum> Broadcast storm has cleared
B Tua—REXy A NAM—LAREHEINZZ EERLET,

RSV a v

1. 00. 00 LAR%

1.56 traffic control

L~y Warning

=R/ 22N Port <portNum> Multicast storm is occurring
BIC]] VYA FXXYARNA NN ELEZEERLET,

RS — Y a v

1. 00. 00 LAF%

L~ Informational
0 7 RN Port <portNum> Multicast storm has cleared
B VNAFXY A MR M—ARREINTEZ EERLET,

KIS N—=T 3

1. 00. 00 LAF%

1.57 traffic control

L~y Warning

0 7 RN Port <portNum> is currently shutdown due to a packet storm

i B Ry ROAR=ALIZE>T, F— MRV yy MU SN a2 RLE

B

KIS N—=T 3

1. 00. 00 LAF%

L~y Informational
U RN Port <portNum> recover from shutdown state
A PHEERIEN O R — MR ER LI 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

1.58 MAC
L~y Informational
0 7 RN MAC-based Access Control host login successful (MAC: <macaddr>, port:
<{portNum>, VID: <vid>)
B! iR DOBIENEN L2 Z EZRLET,
X N— g 1. 00. 00 LA
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L~y Informational

=R/ - MAC-based Access Control host aged out (MAC: <macaddr>, port: <{portNum>,
VID: <vid>)

it B PR AN T — T U L2 L BN LET,

K N—= 3

1. 00. 00 LAR%

L~y Critical

=R/ - MAC-based Access Control unauthenticated host (MAC: <macaddr>, Port
<{portNum>, VID: <vid>)

it SR DA KR LT Z L 2R L ET,

RS —Y 3 v

1. 00. 00 LAF%

L~ Warning
ERZE I8 MAC-based Access Control failover mechanism is triggered.
i BH MAC FREFIZI\NT, RADIUS H—rX—3 5 OB DN R WEE . failover H

BEIC &V v — D VRERE £ T2 I 35RHRERES B E LT 2 L 2R L &£,

K= a

1. 00. 00 LLR%
1. 03. 00 LARE (GRHIFRFEY R — 1)

1.59 Web
L~ Informational
ERZE N Web Authentication successful user (Username: <string>, IP: <ipaddr>,
MAC: <macaddr>, Port: <portNum>)
55‘@% fjﬁuﬁj{@muumb)ﬁkyj L/f\_; & %T Li‘a—

RS —Y 5

1. 00. 00 LAF%

L~y Warning

=R N Web Authentication unauthenticated user (Username: <string>, IP:
{ipaddr>, MAC: <macaddr>, Port: <portNum>)

it B i AR DFSRENRI L7 Z &L 2R LET,

RS — Y a

1. 00. 00 LAF%

L~y Warning
ERZE I8 Web Authentication enters stop learning state.
Bt nAL»uIE:L"—VH- i&b)ﬁfﬁl"—qj— %UBE Lﬁ_;&ffﬂ_‘ Li‘é—

RS — Y a v

1. 00. 00 LAF%
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L~

Warning

ERZE I8 Web Authentication recovers from stop learning state
it B RAEL— P =D I R — Y —HilfRZ TR 5 RBIEI/I L2 L 2R LET,

XA/ N— 3

1. 00. 00 LAR%

L~y Informational

=R/ - Web Authentication logout user (Username: <string>, IP: <ipaddr>, MAC:
<{macaddr>, Port: <portNum>)

A RS 7T U M L ERLET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Informational

=R/ - Web Authentication aging timeout user (Username: <string>, IP: <{ipaddr>,
MAC: <macaddr>, Port: <portNum>)

A AR RN =T 72 A ML VO SN 2R LET,

RSV a

1. 00. 00 LAF%

L~y Warning
ERZE I8 Web authentication failover mechanism is triggered.
A Web FFEIZFUNT, RADIUS Hr— =5 OFBFEILE N2V IGH . failover

BEIC &V v — D VRBRE £ T2 3R HRERES B E LT 2 L 2R L &£,

R S— Y a

1. 00. 00 LAB# (1. 02. 00 &£ T L~L{d Informational)
1. 03. 00 LARE GREIFRFEY AR — ~, L~ % Warning ()

L~y Informational

=R/ - Web Authentication redirects user (IP: <ipaddr>, MAC: <macaddr>, Port:
<{portNum>)

GILs RFEREIGARNEE DA TP ~Y A L7 P LT Z L &R LET,

RS — Y a v

1.02. 00 LAF%

L~y Informational

=R/ - Web Authentication session timeout user (IP: <ipaddr>, MAC: <macaddr>,
Port: <portNum>)

GILs RIBIEGARN DD TCP > a VPIRETH A LTV N LI 2R LET,

KIS N—=T 3

1.02. 00 LAF%
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1.60 802.1X

L~y Informational

=R/ - Radius server <serverIP)> assigned VID: <vid> to Port <{portNum> (Account:
{user_account>)

GILs RADIUS #—/S—73 VLAN ID Z2HI D BT Z L 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Informational

=R/ - 802. 1x Authentication success from (Username: <string>, Port <portNum>,
MAC: <macaddr>)

it B SR DFRRER I LT Z & &R LET,

K N—=T 3

1. 00. 00 LAF%

L~y Warning

=R/ - 802. 1x Authentication failure from (Username: <string>, Port <portNum>,
MAC: <macaddr>)

A i AR DFSREN R LT Z &L 2R LET,

RSV a v

1. 00. 00 LAF%

L~y Warning

0 7R 802. 1x Authentication failure for the radius server <serverIP> timeout
from (Username: <string>, Port <portNum>, MAC: <macaddr>)

i RADIUS H—/"—=DHF A LT U MI LY | BROGENKIG L2 L 2R L E

B

RS —Y 5

1. 00. 00 LAF%

L~y Warning

0 7R 802. 1x Authentication failure for the 802. 1X client session timeout from
(Username: <string>, Port <portNum>, MAC: <macaddr>)

it B JI7AT ey aryDIALT U MKV IROEFEN KRR LT & &

i—“]\/i‘a—o

RS — Y a

1. 00. 00 LAF%
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L~y Informational

=R/ - 802. 1x logout success from (Username: <string>, Port <portNum>, MAC:
<{macaddr>)

B! AR AN e 7T ML Z EERLET,

K N—= 3

1. 00. 00 LAR%

L~y Warning
ERZE TN 802. 1X failover mechanism is triggered
i BH 802. 1X FAREIZIUVNT, RADIUS Hr— =0 OFERESE DR 72 WA failover

PREEIC & 0 v — D VEBRE £ 73R RERE S B E L T2 2 L 2R LE T,

R S— Y a

1. 00. 00 LAB# (1. 02. 00 &£ T L~L{d Informational)
1. 03. 00 LARE GREIFRFEY AR — ~, L~ % Warning )

1.61
L~ Informational
=R/ - Configuration Testing Protocol from port <portNum> detect a loop in port
<{portNum>
B! N—TBIEBE CA— T ORELZ R LT Z L 2R LET,

R S—Va v

1. 00. 00 LAF%

L~y Informational

=R/ - Port <portNum> recovers from Loopback Detection err—disabled state
automatically

Wi =T IHERE T err—disabled L 2o feR— FRBEEZ A v —IC KV ERL

-2 EERLET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Informational

=R/ - Port <portNum> recovers from Loopback Detection err—disabled state
manually

GILs N—TBhIEHERE T err—disabled &g > 7oA — FEFENC LV ERI T2 L

ZRLET,

RS a v

1. 00. 00 LAF%
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1.62 SFP

L~ Informational
=R/ 22N Port <portNum> SFP has been removed
it B SFP kB SNz LR LET,

RSV a

1. 00. 00 LAF%

L~y Informational
U RN Port <portNum> 1000BASE-SX SFP has been inserted
A 1000BASE-SX SFP MEA SN/ Z L &2 /RLET,

RS — Y a v

1. 00. 00 LAF%

L~y Informational
U R Port <portNum> 1000BASE-LX SFP has been inserted
B! 1000BASE-LX SFP MEA SN2 L &ZRLET,

KIS N—=T 3

1. 00. 00 LAF%

L~y Informational
U RN Port <portNum> 100BASE-FX SFP has been inserted
B 100BASE-FX SFP WMEA SN2 & &R LET,

RS =Y 3 v

1. 00. 00 LAF%

1.63 BPDU
L~ Informational
0 J KR Port <portNum> enter BPDU Guard err—-disabled state (mode: shutdown).
B BPDU 7 L — A& L7 A — b3 err—disabled 127227~ Z ¢ 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

L~ Informational
=R/ 22N Port <portNum> recover from BPDU Guard err-disabled state automatically.
B err-disabled &7 o7 AR — M HBICEHIFLIZZ 2R LET,

RSV a v

1. 00. 00 LAF%
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L~ Informational
ERZE N Port <portNum> recover from BPDU Guard err—disabled state manually.
B err—disabled 72 oo AR — M FEITEIFS T 2R LET,

RSV a v

1. 00. 00 LAR%

1.64 CPU DRAM

L~y Warning
o 7 RN CPU utilization enters OVERLOADING status.
A CPU D HENRESNICEEL BB L2 2R LET,

RSV a v

1. 00. 00 LAF%

L ~)r Informational
o 7 RN CPU utilization enters NORMAL status
Bt CPU D A E SN -BIME &2 L7 RE SR FICER L2 & &

i—“]\/i‘a—o

KIS N—=T 3

1. 00. 00 LAF%

L~y Warning
o 7 RN DRAM utilization enters OVERLOADING status.
A DRAM DA =R G E SN ZEm L7 2 2R L ET,

KIS N—=T 3

1. 00. 00 LAF%

L~ Informational
o 7 RN DRAM utilization enters NORMAL status.
A DRAM D 3R E S V7 B 2 480 L 7= REE ORI LL T icil IR L= 2 &

ZRLET,

RSV a v

1. 00. 00 LAF%

1.65

L~y Informational

o 7 RN Command "<string>” was executed successfully (Username:<username>).
B string CFH|TREND CLT 2w RBIELS EfTSNZ 2R LET,

XA N— 3 v

1. 00. 00 LAF%
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L~y Informational
o 7 RN Command "<string>” was executed unsuccessfully! (Username:<username>).
B string XFHITREND CLI a~vy RBELS EfTsNholcZ E&mRL

£,

RS —Y s

1. 00. 00 LAR%

1.66 SFP
L~y Warning
o 7 RN SFP Port <portNum> link down (RX Power: <rx power> dBm, TX Power <{tx power>
dBm) .
A SFPAR— RV I X LI EERLET,

RS — Y a v

1. 00. 00 LAF%

1.67 Link Error

L~y Critical
=R/ - Port <portNum> link up, Link Error.
it B R—hr U 77 v 7EEC Link Error ZRAE L2 L 2R LET,

KIS N—=T 3

1. 00. 00 LAF%

L~ Critical
=R/ - Un-recovered link error occurs on port <portNum).
Wt Link Error WRAELFZ L &R LET,

R S— Y 3

1. 00. 00 LAF%

L~y Critical
=R/ - More than 2 ports occur un-recovered link error, and reboot the system.
A 2 " — FLLELink Error WRAELTZZEE2RLET,

Auto_recovery_mode 25 enable EEDHRS., V77— LET,

RS — Y a v

1. 00. 00 LAF%
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1.68

L~ Critical
=R N Fan <fanNum>: Stopped.
i {fanNum> TR I NDHEZD T 7 | Zlﬁl%ﬁi@ﬂ:ﬁ%\éi Lz tzRLET,

(Z CHERBHISR £,

7 7 VYRBEIL show environment =< |

KIS N—=T 3

1. 00. 00 LAF%

L~ Critical
o JFs Fan <fanNum>: Slow.
Bt {FanNum> TR INDEZD 7 7 | Cﬁf&@%ﬁiﬁ%\éi Ll ExmRLET,

(Z CHERBHISR £,

7 7 VYRBEIL show environment =< |

XA/ N— 3 v

1. 00. 00 LAF%

L~ Informational
o 7 RN Fan <fanNum>: Recovered.
B! SFanNum> CREINDHIEZDO 7 7 UHREENLEIRLI-ZZ 2R LET,

XA N— 3 v

1. 00. 00 LAF%

1.69

L~y Warning

=R N High temperature enters ABNORMAL status.

B TEENIREED, IR B CRREDRIRIRICGE L2 2R LET,

RN EE T show environment =< > NIZ CHERHSkRE 1,

RSV a

1. 00. 00 LAF%

L~ Informational
=R N High temperature enters NORMAL status.
B SEENIEEN, EEBRAEE TR EOEEHENOEIFRL-Z 2R LET,

R S— V3 v

1. 00. 00 LAF%

L~y Warning
=R/ - Low temperature enters ABNORMAL status.
A FEE IR DS, IR RE CRUE DIRIRIRICE L2 L 2R LET,

RN EE (T show environment =< > NIZ CHERHSkRE 4,

KIS N—=T 3

1. 00. 00 LAF%
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L~y Informational
=R/ - Low temperature enters ABNORMAL status.
A PEENIREN, BB CREDIKEMMNSER L2 2R LET,

XA/ N— 3

1. 00. 00 LAR%

1.70
L~y Warning
o 7 RN Link aggregation Port <portNum> does not receive LACPDU normally.
BIC]] LACP RE D LAG A 73— 7R— k<portNum> T, — &M LACPDU %5218 L72\»

ZEERLET,

K N—=T 3

1.01. 00 LAR%

L~y Informational

o 7 RN Link aggregation Port <portNum> recovers from LACPDU receiving abnormally
state.

GILs LACP B} 7E D LAG A > /N—7R— h<{portNum> T, LACPDU DZENEIA L2 & &

i—\‘]\/i‘a—o

RSV a v

1.01. 00 LAF%

L~ Warning
o 7 RN Link aggregation Port <portNum> links down.
BIC]] LAG A 2 /3—7R— FportNum> BNV v 7 X7 o LIz Z L &R LET,

KIS N—=T 3

1.01. 00 LAR%

L~ Informational
=R/ - Link aggregation Port <portNum> links up.
B! LAG A /X3 —7R— h<portNum> 3 Y 77 v 7 L7 Z L &R LET,

KIS N—=T 3

1.01. 00 LAF%
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2.1
Trap 01D B!

coldStart 1.3.6.1.6.3. 1. 1.5. 1 |EJRBEARHIEG LE T,

warmStart 1.3.6.1.6.3.1.1.5.2 |V 7' — MEEHFFZEE L E T,

linkDown 1.3.6.1.6.3.1.1.5.3 |AR—FD VY 7 fREEA, down IKFEICE E SN RFIZE(E
LET,

linkup 1.3.6.1.6.3.1.1.5.4 |AR—FD Y 7 AREEN, up IRABICE L I NTZRFIZHE L
£7

authenticationFail [1.3.6.1.6.3.1.1.5.5 |RIE/R2 =2 I 2=7 4 £ X 25 SNWP ZR A 5(5 L 7Rl 2k

ure BLET, HERELLELGA. PRI T EXELET,

newRoot 1.3.6.1.2.1.17.0.1  |AN= 7Y U —Ta ha/WZTHEEA— T Y v
(B SNERFICEE LET, FlziEX, hARe Y—21k
A <—PETIZIRoTZRFICE R LET,

topologyChange 1.3.6.1.2.1.17.0. 2 ARz 7Y ) —7a balTxy hU—7 bARa Y
—OEFIHIEE LET, 7272 L. newRoot %155 L7-HKf
IEEE LEH A,

risingAlarm 1.3.6.1.2.1.16.0.1  [RMON HEREICIWT, 77— LBEREIC L D . MIB {23 REME
PLEZEEIM U7 R T v TR EE LET,

fallingAlarm 1.3.6.1.2.1.16.0.2  |RMON FEREIZIRWNT, 77— AHERRIC X 0 . MIB fE2BEE
PLITCHA LIZRRIC R T v 7R R E LET,

11dpRemTablesChang|1. 0. 8802. 1.1.2.0.0.1 |11dpStatsRemTableLastChangeTime DENZE(l L 7=HFIZ

e N7 T aEELET,

11dpStatsRemTableLastChangeTime IZ. =+ ~ U —25ME
B, B, HIBRSNRFICEREINET,
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2.2

bpduGuardAttackDetected

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 1. 1. 1

Variables sysDescr, sysObjectID, bpduGuardTrapMode, iflIndex

EFR AR— M BPDU guard BEREASE X ToH W BPDU IRHEA"Normal”/» 5 UnderAttack”
(BB LIZBRICEE L E T,

bpduGuardAttackRecovered

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 1. 1. 2

Variables sysDescr, sysObjectID, bpduGuardRecoveryType, iflndex

yeE A— NZ BPDU guard ¥ERENHZIT&H Y BPDU JKAEAN"UnderAttack”)> 5 "Normal”
(CER LB E L E T,

loopDetected

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 2. 1. 1

Variables sysDescr, sysObjectID, iflndex

ER R—F T loop A LTZBRIZEE LET,

loopRestart

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 2. 1. 2

Variables sysDescr, sysObjectID, loopdetectRecoveryType, iflndex

% Loop Z %N L CPAZE L 7c AR — M 3MEJR L7 BRICEE L £ 7

broadcastStormOccurred

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 3. 1. 1

Variables sysDescr, sysObjectID, iflndex

fises R—=hTT7BE—=FRXXY A PAM—LERMULEBRICEELET,
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broadcastStormCleared

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 3. 1. 2

Variables sysDescr, sysObjectID, iflndex

EF A=K TT7H—=FRX¥ XA MR M—LRINMI N2 R TERFITEEFE LET,

multicastStormOccurred

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 3. 1. 3

Variables sysDescr, sysObjectID, iflndex

TE % A= R TINVFFr A NA D=L SNTERHISEELET,

multicastStormCleared

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 3. 1. 4

Variables sysDescr, sysObjectID, iflndex

TEFR R—=hTwLF XX A DA b= AP SN RO TZRFHITIHE LET,

stormPortShutdown

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 3. 1. 5

Variables sysDescr, sysObjectID, iflndex

TE % R—=RTT7B—=RFRF¥Y A MAR—LFELIEITATHFY AN M—LEREL,
S DIZA MLk L2k, AN— FAZE LZRAZEE L ET,

stormPortShutdownRecovered

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1.3. 1.6
Variables sysDescr, sysObjectID, iflndex
%

Ny FA =LK VA LA — FMER LIERICEE LET,

cpulUtilizationStatusChange

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 4. 1. 1

Variables sysDescr, sysObjectID, cpuUtilizationNotifyCurrentStatus
%

CPUMEHRNBEEZEBRA CTAT —F A B H LRI ELET,
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dramUtilizationStatusChange

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 4. 1. 2

Variables sysDescr, sysObjectID, dramUtilizationNotifyCurrentStatus
T DRAM A =R BRMEZ 2 CAT —F A& B LIERHZEE L E T,
macAuthFailure

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 5. 1. 1

Variables sysDescr, sysObjectID, macAuthMAC, macAuthVID, iflIndex

TEFR I AR Y MAC S — A GEREIC R L 72 Rl Cas (R L T

webAuthFailure

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 6. 1. 1

Variables sysDescr, sysObjectID, webAuthUsername, webAuthMAC, webAuthIP
TE % i AR Web FRREICRL L 72 RICME LE 5,

webAuthStopLearning

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 6. 1. 2

Variables sysDescr, sysObjectID

TEFR Web GRAEDFHE 2 Pk L7RHTRE LE T,

webAuthRecoverLearning

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 6. 1. 3

Variables sysDescr, sysObjectID

% Web FRFED 78 P RBEM HIEIH L 7RI E L E T,
dotlxAuthFailure

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 7. 1. 1

Variables sysDescr, sysObjectID, dotlxUsername, dotlxMAC, iflndex
TE % Ui AN 802. 1X FRREIZRHL L 72RFIC IR E L £,
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login

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 8. 1. 1

Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
EF RN EEE A~ 7 A LTZRHZEE LETS

loginFailed

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 8. 1. 2

Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
% Ui AR AN E A~ A R LT RRISR R L

logout

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 8. 1. 3

Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
TE % IARNEENOR T U N LIERHZEE L ET,

swFanRecover

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1.9. 1. 0

Variables sysDescr, sysObjectID, swFanID

% 7 7 DEEREEARIED HEIH L7ZRHC R E LE T,
swFanStop

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1.9. 1. 1

Variables sysDescr, sysObjectID, swFanlD

7% 7 7 v OEERE IR 2R LIZRRCIAE L E T,

swFanSpeedLow

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.9. 1. 2

Variables sysDescr, sysObjectID, swFanID

% 7 7 > DEEAERIR 2 B LR fZE LT,
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swTempHighRecover

SnmpVersion vZc

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 10. 1.0

Variables sysDescr, sysObjectID, swTemperatureCurrent

T LEENIRED, IREEEEERE CROE O IR IR LI RRIEE L E T

swTempHigh

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 10. 1. 1

Variables sysDescr, sysObjectID, swTemperatureCurrent

% EENIRED, IREE B RE CROE DM 2 %0 L 72 Rplo s 5 LR

swTempLowRecover

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 10. 1. 2

Variables sysDescr, sysObjectID, swTemperatureCurrent

TE % ZEENIREEDS, TR A RE CTak & OARIR Ik B 18R L 72 RRIZEE L E T

swTempLow

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 10. 1. 3

Variables sysDescr, sysObjectID, swTemperatureCurrent

TE % LEENIREEDS . TR EIHERE TR DARIR I 2 B L 72 R 8B L E 9

sfpLinkDown

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 11. 1. 1

Variables sysDescr, sysObjectID, sfpPortlIndex, sfpDiagRXPowerValid, sfpDiagRXPower,
sfpDiagTXPowerValid, sfpDiagTXPower

7% SFP AR— WY 7 Z 0 LTERRITEE LET,

linkErrorDetected

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 12. 1. 1

Variables sysDescr, sysObjectID, linkErrorPortIndex

7% Link Error Z M L7-HHIZEE LE T,
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linkAggRecvLACPDUAbnormal

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 13. 1. 1

Variables sysDescr, sysObjectID, linkAggPortlIndex

7% LACP R E @ LAG 78— T, —ERFH] LACPDU 25215 L 22 WMRHZIAE L £ 77,

linkAggRecoverFromAbnormal

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 13. 1. 2

Variables sysDescr, sysObjectID, linkAggPortlIndex
R LACP 8% 7 ® LAG R — k¢, LACPDU D15 2MEIR LIZRHC A L E T
linkAggPortLinksDown

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 13. 1. 3

Variables sysDescr, sysObjectID, linkAggPortlIndex
7% LAGAR— bRV 7 2y LIERHZEE LE TS
linkAggPortLinksUp

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 13. 1. 4

Variables sysDescr, sysObjectID, linkAggPortlIndex
7% LAG AR— bRV 77 v 7 LIERHZEE L E TS
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