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1. OJ—%&

1.LTAAAESa—)LTcOaY A VEE

L1LTAMAEREDER

=8/ -7

AAA is <status>

L~

Informational

i

AA D7 v —7WIREEDRE RS L ITERNICAEE SN2 Z L 2R LE T,

K S—Y 3 v

2. 00. 00 LARE

1L1.28B~0OJ A4 VKT

a2 J R Successful login through <exec—type> <from client—ip> authenticated by
AAA <aaa—method> <server—ip> (Username: <username))

L~ Informational

B WE~ORT AT T RANDY | TN AA T 22—/ L D8RRI L

el &ERLET,

{exec—type> : 7 7 & A 1% Console, Telnet, SSH, Web, Web (SSL) DV vd 1L
MTFERRLET,

{from client-ip> : 7 747 bDIP 7 RLAZERRFLET,
FREF A none, local, server DWT N TERLET,
{server—ip)> : PGEV—""—D IP 7 KL AZFRK/RLET,

{username> : B/ A L a—H—HEFRRLET,

{aaa—method> :

KeN—2 g &

2.00. 00 LI

L1.3IEE~DOYT A VRKR GRREEK)

=8/ -7 Login failed through <exec—type> <from client—ip> authenticated by AAA
{aaa—method> <server—ip> (Username: <username>)

L~ Warning

B! HE~OUT AT 7 RARHY  ZND A EY 22—V K DRFETRE L

e lHERLET,

{exec—type> : 7 7 & A Jj{E% Console, Telnet, SSH, Web, Web (SSL) D141
MCRRLET,

{from client=ip>: 7 74 7 "D IPT RLAZFRLET,
WAL A none, local, server DWTHNINTERLET,
ALY —N—D IP 7 FLAEZRTRLET,

<username> : B/ A L a—H—HEFKRLET,

{aaa—method> :

{server—ip> :

KIS N—T 3

2.00. 00 LARE
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L1LAKE~DOT A VKRR (S —N—FILE)

=8/ -7 Login failed through <exec—type> <from client—ip> due to AAA server
{server—ip> timeout (Username: <username>)

L~ Warning

BiCs] EE~OR T AT 7 EADRDY, ENBRFE— =D XA LT T MC

PREIZ R LT 2R L ET,

{exec—type>: 7 7 & AJj{E% Console, Telnet, SSH DWW NNTHRARALET,

{from client=ip> : 7 AT D IP 7 FL A& FRLET,
CERREY—R—D IP T RLAEFRLET,

a7 rva—Y—4ERRLET,

{server—ip>

{username>

HIRN—= g

2.00. 00 LARE

1.1 ¥HEE— F~ADBITHI

a7 R Successful enable privilege through <exec—type> <from client—ip>
authenticated by AAA <aaa—method> <{server—ip> (Username: <username))

L~ Informational

B B A== A E Y 2 — LORRFEIT KV FHEE— ROBATICREI LT
ZEEIRLET,

<exec—type> : 7 7 & A Ji{E% Console, Telnet, SSH, Web, Web (SSL) DV v§ 1
MTFERRLET,

{from client-ip> : 7 IA T FDIP T RLAZRRLET,

AT none, local, server DWTNINTERLET,
PRE— =D IP 7 FL AR RLET,

nrA v a— = ERRLET,

{aaa—method> :
{server—ip> :

{username> :

HIRN—= g

2. 00. 00 LARE

1.1.6 HHEE— F~DBITRER GREEXE)

=8/ -7 Enable privilege failed through <exec—type> <from client—ip>
authenticated by AAA <aaa—method> <server—ip> (Username: <username))

L~ Warning

G B A A=Y =BT — N ~OBITZIT L, MA £V 2 —/LORREICE

ML EZ2RLET,

{exec—type> : 7 7 & A J7{E% Console, Telnet, SSH, Web, Web (SSL) D141
MTFRRLET,

{from client=ip>: 7 74 7V "D IPT RLAZFRLET,

<aaa—method> : FBEF % none, local, server DWT NN THEITLET,
CRRREY—AN—D IP T FLAERRLET,

Ry = ERRLET,

{server—ip>

{username) :

X/ N— g

2.00. 00 LI
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L1 T HEE— F~OBITERBM S —N—ELE)

=8/ -7 Enable privilege failed through <exec—type> <from client—ip> due to AAA
server <server—ip> timeout (Username: <username))

L~ Warning

i 07 A v a— P —=PREEE— F~OBIT2RIT L. SREY — A= S E DT

WRIELTEZ E R LET,

{exec—type>: 7 7 & A J7{%E% Console, Telnet, SSH OWWTFNMNTERRLET,
{from client=ip>: 7 747 h®D IP 7 KL AZFRLET,

{server—ip> : FEY—/R—D IP 7 L A% FE/rRLE7,

{username> : B 7 A L a—W—ZEFR R LET,

KIS N—T 3

2.00. 00 LARE
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1.28RE. 27— LDz 7HEE

1.2.1 27 =Lz 7EHFRI

=8/ -7 Firmware upgraded by <session> successfully (Username: <username>[, IP:
{ipaddr>, MAC: <macaddr>], Server IP: <server—ipaddr>, File Name:
{filename>)

L~y Informational

Wi A A=V T7ANDE T a— NI LIl 2R LET,

(session> : BT A v 2—HW—DT 7B AFEEFRRLET,
{username> : B/ A A —H—HEFRKRLET,

<ipaddr> : 7 747 hDIP 7 KL AZFRLET,
<macaddr> : 7 74 7 RDOMACT RLAZFRLET,
{server—ipaddr> : —/X—D IP 7 FL AZFKRLET,
{filename> : —"—DT7 7 A NELEFRLET,

KIS N—T 3

2.00. 00 LARE

1.22277—Loz77y7O— K@i

=8/ -7 Firmware uploaded by <session> successfully (Username: <username>[, IP:
{ipaddr>, MAC: <macaddr>], Server IP: <server—ipaddr>, File Name:
{filename>)

L~ Informational

Bl 77 =AU T DT 7= NIRA LI EERLET,

(session> : B A v a—W—DT7 7 v A FHEZFERLET,
{username> : B/ A v a—W—ZEFRLET,

dipaddr> : 7 AT bDIP T KL AZFRLET,
<macaddr> : 7 7 A4 7 FDMACT RLRAZFRLET,
{server—ipaddr) : —_X—D IP 7 KL AZERLET,
{filename> : ¥ — N—D7 7 A NE4 & TR LET,

K S—Y 3 v

2. 00. 00 LARE
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1.238BF774ILDOAH0— KL

o 7K Configuration downloaded by <session> successfully. (Username:
<username>[, IP: <{ipaddr>, MAC: <macaddr>], Server IP: <{server—ipaddr>,
File Name: <filename)>)

L~y Informational

i B REZ7ANDE T ra—RICEH L Ea2RLET,

{session> : B A v 2=V —DT Vv AFHEERRLET,
username> : B/ A L a—H—ZEFKRLET,

ipaddr> : 7 F7A 7 FDIPT KL AZFRLET,
<macaddr> : 774 T FDVMACT KL AZFRLET,
{server—ipaddr> : —/X—D IP 7 FL AZFKRLET,
filename> : ¥ —_"—D7 7 A N4 EFERLET,

K S— Y a v

2.00. 00 LARE

1.24F/FEI774ILDOT7y T0O— KL

=8/ -7 Configuration wuploaded by <session> successfully. (Username:
Cusername>[, IP: <{ipaddr>, MAC: <macaddr>], Server IP: <{server—ipaddr>,
File Name: <filename>)

L~ Informational

Bl REZ7ANDT v 7r— NI LI L 2R LET,

(session> : B A v a—W—DT7 7 v A FHEZFERLET,
{username> : B/ A v a—H—ZEFRLET,

dipaddr> : 7 AT bDIP T KL AZFRLET,
<macaddr> : 7 7 A4 7 FDMACT RLRAZFRLET,
{server—ipaddr) : —_X—D IP 7 KL AZERLET,
{filename> : ¥ — N—D7 7 A NE4 & TR LET,

KIS N—T 3

2. 00. 00 LARE

1.2.505Avy+—C07y F7O0— KW

=8/ -7 Log message uploaded by <session> successfully. (Username: <username)>[,
IP: <ipaddr>, MAC: <macaddr>])

L~y Informational

i HA 07 Aye—YOT7 v 7Fa— RIS LI ERLET,

(session> : BT A v a—HW—DT 7B AFEEFRRLET,
{username> : B/ A A —H—HERKRLET,

<ipaddr> : 7 747 FDIP 7 KL AZFRLET,
<macaddr> : 7 74 7 RDOMACT RLAZFRLET,
{server—ipaddr> : —/X—D IP 7 FL AZFKRLET,

X InN— g v

2.00. 00 LI
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1.26 74vyo045n7yFOo— Kl

=R N Attack log message uploaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>])

L~y Informational

i HA Ty DTy Tu— NN LIl L ERLET,

{session> : B A v a—W—DT Vv AFHEERRLET,
{username> : B/ A v a—W—ZEFK R LET,

ipaddr> : 7 F7A 7 FDIPT KL AZFRLET,
<macaddr> : 77 A4 7 FDMACT L AZFRLET,

K S— Y a v

2.00. 00 LARE

1.2.1 27 =Lz 7EHELK

=8/ -7 Firmware upgraded by <session> unsuccessfully (Username: <username)[,
IP: <ipaddr>, MAC: <macaddr>], Server IP: <server—ipaddr>, File Name:
{filename>)

L~ Warning

A AA=VT7ANDE 7 ra— RRBLIEZ & 2R LET,

(session> : B A v a—W—DT7 7 v A FHEZFERLET,
{username> : B/ A v a—H—ZEFRLET,

dipaddr> : 7 AT FDIP T KL AZFRLET,
<macaddr> : 7 7 A4 7 FDMACT RLAZFRLET,
{server—ipaddr) : — =D IP 7 KL AZERLET,
{filename> : ¥ — N—D7 7 A NE4 & TR LET,

K S—Y 3 v

2. 00. 00 LARE

.28 27—Lz70O7 v 7a—FXK

=8/ -7 Firmware uploaded by <session> unsuccessfully (Username: <username)>[,
IP: <ipaddr>, MAC: <macaddr>], Server IP: <server—ipaddr>, File Name:
{filename>)

L~ Warning

BiCs] AA=TT7ANDT v 7 ua— RIKRRLIEZZ EE2RLET,

(session> : BV A 2 —HW—DT 7B A FEEFRRLET,
{username> : B/ A A —H—HERKRLET,

<ipaddr> : 7 747 FDIP 7 KL AZFRLET,
<macaddr> : 7 74 7 RDOMACT RLAZFRLET,
{server—ipaddr> : —/N—D IP 7 FL AZFKRLET,
{filename> : 4 —"—DT7 7 A N EFRLET,

KS/N—T 3

2.00. 00 LI
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1.298BF 774 ILDOAH > O— KL

=R N Configuration downloaded by <session> unsuccessfully. (Username:
<username>[, IP: <{ipaddr>, MAC: <macaddr>], Server IP: <{server—ipaddr>,
File Name: <filename)>)

L~ Warning

Wi RIET7ANDL T a— RICRRLIZZ L 2R LET,

{session> : M AL a—YP—DT 7 AFELEERLET,
username> : B/ A L a—H—ZEFKRLET,

ipaddr> : 7 F7A 7 FDIPT KL AZFRLET,
<macaddr> : 77 AT FDVMACT KL AZFRLET,
{server—ipaddr> : —/X—D IP 7 FL AZFKRLET,
filename> : »—_"—D7 7 A N4 EFERLET,

K S— Y a v

2.00. 00 LARE

1.2 108BE774ILOT7yTO— KL

=8/ -7 Configuration wuploaded by <session> unsuccessfully. (Username:
Cusername>[, IP: <{ipaddr>, MAC: <macaddr>], Server IP: <{server—ipaddr>,
File Name: <filename>)

L~ Warning

i RIET7ANDT v 70— RIRRLIZZ L 2R LET,

(session> : B A v a—W—DT7 7 v A FHEZFERLET,
{username> : B/ A v a—H—ZEFRLET,

dipaddr> : 7 AT bDIP T KL AZFRLET,
<macaddr> : 7 7 A4 7 FDMACT RLRAZFRLET,
{server—ipaddr) : —_X—D IP 7 KL AZERLET,
{filename> : ¥ — N—D7 7 A NE4 & TR LET,

KIS N—T 3

2. 00. 00 LARE

.21 adrvtE—on7y 70— K&l

=8/ -7 Log message uploaded by <session> wunsuccessfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>])

L~ Warning

Wi B AyE—VOT v 7 u— NIRELIZZ L 2R LET,

{session> : B A v a—W—DT Vv AFEERRLET,
{username> : B/ A v a—W—ZEF R LET,

ipaddr> : 7 F7A 7> FDIPT KL AZFRLET,
<macaddr> : 77 A4 7 FDMACT L AZFRLET,

X InN— g v

2.00. 00 LI
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1.2 12748y o0507y77O0— KL

=R N Attack log message uploaded by <session> unsuccessfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>])

L~ Warning

i HA Ty sa D7y Tu— NIRIRLIEZ L ERLET,

{session> : B A v a—W—DT Vv AFHEERRLET,
{username> : B/ A v a—W—ZEFK R LET,

ipaddr> : 7 F7A 7 FDIPT KL AZFRLET,
<macaddr> : 77 A4 7 FDMACT L AZFRLET,

K S— Y a v

2.00. 00 LARE

L2 13 HATED I 7FAILEATITEDIT7AINEy 00— FEK

=8/ -7 Downloaded by <session> unsuccessfully (Username: <username>[, IP:
{ipaddr>, MAC: <macaddr>], Server IP: <server—ipaddr>, File Name:
{filename>)

L~ Warning

B! WHIRED T 7 ANEA T DD T 7 ANDE T ra— NIRRLIEZ L&

~LET,

(session> : B A v a—W—DT7 7 v A FHEZFERLET,
{username> : 1V A a—HP—LEFKRLET,

dipaddr> : 7 7A T h®DIP T KL AZFRLET,
<macaddr> : 77 A4 T FOMCT RLAZFRLET,
<server—ipaddr> : $—/N—D [P 7 RLAZFRLET,
{filename> : ¥ —_"—DT7 7 A N EF R LET,

K S—Y 3 v

2. 00. 00 LARE

1.2 14ABREI7 74 ILREF

=8/ -7 Configuration saved to flash [by console] (Username: <username>[, IP:
{ipaddr>])

L~y Informational

BiCs] BUEOREXREREL LTI T v va A —ICRFLLEZLEZRLE

7,
(username> : B/ A v a—H —ZEFRLET,
dpaddr> : Z7I9A T DOIPT RL AR FR LET,

KIS N—T 3 v

2.00. 00 LI
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1.3 7o) 75—a VEE

1.3 T R=FrF¥RILDT VT

o 7K Link Aggregation Group <group_id> link up
L~ Informational
i HA R—=R"TF X RNVNT v REICEL LT EERLET,

{group_id> : IR— FF ¥ XD T N—Ti#ME 2 FR L ET,

K S— Y a v

2.00. 00 LARE

.32 K= FrFrRILDEIY

0 7R Link Aggregation Group <group_id> link down
L~ Warning
A R—=FF v RNVNE T RREBICEE LT 2 RLET,

{group_id> : "R— " TF ¥+ X NVD T N—T#HBFEZTE2ERLET,

jtj‘ /[L\/\\“_“:/\‘ I

2.00. 00 LARE

1.3.3 R—FF¥RILD*/N\—R— kDB

=8/ -7 {ifname> attach to Link Aggregation Group <group_id>
L~ Notice
B A= F ¥ RV A L N—R— BN =Z L E2RLET,

{fname> : BIMINTZAR—FDA o H—T =2 — AR LET,
{group_id> : I"— FF ¥ XD T N—TRIF 2R RLET,

KeN—2 g

2.00. 00 LI

1.3.4 V9700 75—=23 v TL—TD* R —FKR— DR

=8/ -7 {ifname> detach from Link Aggregation Group <group_id>
L~ Warning
i HA A= F ¥ RN DH A N—R— RSN 2R LET,

{ifname> : A ENT-HR—F DA v H—T =2 — 24 F R LET,
{group_id> : I"— hF ¥ XD T N—TRIF 2R RLET,

K S—Y 3 v

2.00. 00 LARE

1.3. 5 EA—"R— FF ¥ RILTEHOIAT/INA R EZRE

=R TN LACP: LAG <group_id> detected multiple system—id on <ifname>
L~ Warning
Bl [f—AR— b F v RV TEEDOK T A AR s nzZ L 2R LET,

{group_id> : I"R— " TF ¥ X NVD I N—T#HAFEZTE2ERLET,
{fname> : MEARH LIER— DA v ¥ —T = — A4 5 R LET,

X InN— g v

2.00. 00 LI

15/48




1.3.6 LACP 2 A L7 DT —HZERH

=R N LACP: LAG <group_id> detected timeout mismatch on <ifname>
L~ Warning
i HA KT /SA X & DT LACP ZA LT U MFHO A=A LI Z & 2R L

£,
{group_id> : I"— FF ¥ XD T N—TRIF 2R R LET,
{ifname> : EZHHE LI-AR— DA v X —T =2 — 24 %R LET,

itj‘ /[L\/\\“_“:/\‘ = o

2.00. 00 LARE

1.3. TLACP 2 4 LT FFE

=8/ -7 LACP: LAG <group_id> LACPDU receive timer expired on <ifname>
L~ Warning
A LACP DX A LT 7 "IRFEAELIZZ L AR LET,

{group_id> : "R— " TF ¥+ X NVD T N—T#HBFEZTE2ERLET,
{ifname> : A LIZFR— DA v —T = — AL ZRLET,

itj‘ /[L\/\\“_“:/\‘ = N

2.00. 00 LARE
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1.4 )L— THRHBEE

1.4.1 )L—T &850

=R TN {interface—-id> loop occurred
L~ Warning
B! R—= TN —TZRA LT 2R LET,

{interface—id> : L —7 %I L7 — FERLET,

K S— Y a v

2.00. 00 LARE

1.4.2VLAN TIL— T &85

=8/ -7 {interface—-id> VLAN <vlan—id> loop occurred
L~ Warning
A VLAN CLA—T %R L= 2R LET,

{interface-id> : fiJEZ M L7=AR— F &R LET,
Kyvlan—id> : =% & L7~ VLAN @ VLAN ID Z.R LT,

K S—Y 3 v

2.00. 00 LARE

1.4 3 L—THHMDR— FEAENSEIR

=R N {interface—-id> loop recovered
L~ Notice
i HA N—TRRFMERE COR— FAZENBEIBLZZ L 2R LET,

{interface-id> : N— FAZEMLLEIR LA — b2 RLET,

KIS N—T 3 v

2.00. 00 LI

1.4 AVLAN TOI)IL—TBHMICK HHR— FAEMN IR

=R N {interface—id> VLAN <vlan—-id> recovers from loop
L~ Notice
B VLAN TR LT — N X DR — "D OEIB LT Z ¢ 2R LET,

dinterface—id> : I"n— FHHZENSEIH LA — 2R LE T,
<vlan—id> : L—7 3 &47= VLAN @ VLAN 1D Zx L1,

K S—Y 3 v

2.00. 00 LARE

1.4 5VLAN TOIL—TREBDA—/1N\—J70—

=8/ -7 Loop VLAN numbers overflow
L~ Warning
B! VLAN TKREIZLV—TFZ AL, VAT MEEREBR L2t 2RLET,

{interface-id> : RHZ I L7=AR— FE R L ET,
vlan—-id> 1 V—7Z R L7 VLAN f > X —7 = —ZAD VLAN 1D ZRr L% 4,

X InN— g v

2.00. 00 LI
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1.5 LLDP E8i&E

1.5. 1LLDP-MED @ h RO O—EHZHRH

=R TN LLDP-MED topology change detected on port <portNum>. (chassis id:
{chassisType>, <{chassisID>, port id: <portType>, <portID>, device class:
{deviceClass>)

L~y Notice

BILE LLDP-MED & kAN w =AW 2 L7 Z & 2R LET,

<portNum> : R L7=AR— hZ R LFET,

{chassisType> : LLDP CHlHI SNy ¥ — XA TH R LET,
{chassisID> : LLDP CilAI &7z ¥ — ID Zr LET,
<portType> : LLDP Tl I 7=AR— K~ ID V7 X A T HRLET,
<portID> : LLDP Tl &N 7oA — F ID AL ET,

{deviceClass> : LLDP-MED Cilifi ST A A7 T A& LET,

KIS N—T 3

2.00. 00 LARE

1.5.2 359 % LLDP-MED T/\4 XU S RIEHRERE

o 7R Incompatible LLDP-MED TLV set detected on port <portNum>, (chassis id:
{chassisType>, <chassisID>, port id: <portType>, <portID>, device class:
{deviceClass>)

L~ Notice

GAUG WiE9 % LLDPMED 734 A7 T AfFHRE TG LI Z L 2R LET,

<portNum> : #tH L7=AR— b &2/RLE9,

{chassisType> : LLDP T SNy ¥ —V Z A T a2 R LE T,
{chassisID> : LLDP Tl SN/ v — ID AR L £ 7,
<portType> : LLDP TiBHI &Nz AR— K ID VT XA T HRLET,
<portID> : LLDP Tl EN7/zAR— F ID Zm LET,

<deviceClass> : LLDP-MED Tl SN2 T A AT T A% R LET,

KIS N—T 3

2. 00. 00 LARE
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1.5. 3 Rxti>D LLDP-MED ;@ 01E %R % BR1%

=8/ -7 Incompatible LLDP-MED TLV set detected on port <portNum>, (chassis id:
{chassisType>, <{chassisID>, port id: <portType>, <portID>, device class:
{deviceClass>)

L~y Notice

BILE ARHFIED LLDP-MED O TLV fF 2 BUfGF L2 2 & 2R LE T,

<portNum> : AH L7=AFR—FZRLFET,

{chassisType> : LLDP CHlHI SN/ ¥ — XA T H R LET,
{chassisID> : LLDP TSN/ v — ID R LET,
<portType> : LLDP THAI S N/=AR— K ID VT XA T ERLET,
<portID> : LLDP Tl EN7/=AR— M ID 2L ET,
{deviceClass> : LLDP-MED THlEI S NT=T /A AT T A&~ LFET,

KHGN—T 3 > 2.00. 00 LARE
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1.6 R— B8E

1.6.1 R—tDT7vT

=8/ -7 Port <port> link up, <nway>
L~ Informational
i HA A= RV o7 v TREBICBITLIEZ E 2R LET,

<port> : U 77 v IREEICBAT LA — MR LET,
<nway> : YU IV HELT 2Ly 7 AERLET,

HIRN—= g

2.00. 00 LARE

1.6.27 R—+tDEFH Y

=R N

Port <port> link down

L~ Informational
A R—=TrNY 7T RBEBIIBIT LI 2R LET,

port> : Uo7 X REEICEBITLIZAR— a2 R LET,

Fhta/N— g v

2.00. 00 LARE

1.6.3SFPE 21— )LDiE

=8/ -7 Unit <unitID> Port <portNum> <tr_type> has been inserted.
L~ Informational
B SFPEY 2 — A REEINTZ 2R LET,

<unitID> : 2=v F ID Z/RLET, AIEETIE 1 T,
<portNum> : SFP E¥ a2 — A RNA IR — FERLET,
<tr_type> : SFPE®Y 2 — /L OLFRE R LET,

X/ N— g

2.00. 00 LI

1.6.4SFP £ a—I)LDikE

=8/ -7 Unit <unitID> Port <portNum> transceiver has been removed.
L~ Informational
Bl SFP BV 2 — AW SN2 2R LET,

unitID> : 2=v F ID Z/RLET, AIEETIE LTI,
<portNum> : SFP E¥ a2 — AR A IR — FERLET,

Fhta/N— g v

2.00. 00 LARE
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1. 7 SNMP B:&

LTI AREROZIa =T 14—4AI2Kk S SNMP E3R

=R TN SNMP request received from <ipaddr> with invalid community string

L~ Warning

BILE RERAI2=7 4 —HEFO NP =—T = )b SNIP ZEREZAF L7 Z
LAERLET,

dpaddr> : S\MP =—2 = D IP T RLAZ R LET,

KHGN—T 3 > 2.00. 00 LARE
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1.8 SSH Bg&

1.8.1 SSH Y —/N\—#EEDH L

0 7 RN SSH server is enabled
L~ Informational
B! SSH — _—EREN G I 2o/ Z e R LET,

Fhta/N— g v

2.00. 00 LARE

1.8.2 SSH 4 —/N\—#EEDESNE

0 7R SSH server is disabled
L~ Informational
Bl SSH Hr— "—REREN TSN/ oo Z R LET,

Fhta/N— g v

2.00. 00 LARE

1.8.3SSHOSATZ U ALDT IR (BT A VLN

=R TN Successful login through SSH (Username: <username>, IP: <ipaddr |
ipv6address>)

L~y Informational

G SSH 7 747 v " BEBA~DOT 7 E2ARSHY | A EV 2 —LZHEH LR

=Y =GRV e S AR LT EER L ET,

Cusername> : SSH 27 A4 7 v hOz2—HP—LZ R LET,

{ipaddr | ipv6address> :SSHZ A4 7> h®DIP 7 KL A/IPv6 7 KL A&k
LET,

X/ N— g

2.00. 00 LI

1.8.ASSHO SATZ VA LDT IR (BTA VKK

=8/ -7 Login failed through SSH (Username: <username>, IP: <ipaddr |
ipvbaddress>)

L~ Warning

G SSH 7 47 v " BEBA~DOT 72 ARHY | A YV 2 —LZHEH LR

ka7 kLTl L ERLET,

<username> : SSHZ A7 v hDO2—HF —LEZRLFT,

{ipaddr | ipv6address> :SSHZ ZA4 7 h® IP 7 KL A/IPv6 7 KL A %&/R
L%,

3

HIRN—= g

2.00. 00 LARE
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1.8.588HmOs A va—HF—oa4d7y k

=8/ -7 Logout through SSH (Username: <username>, IP: <ipaddr | ipv6address>)
L~y Informational
B! SSHor 7 A va—F—pna /7y Ll EaRLET,

<username> : SSH 7 I A4 7 v hDO2—HF —LEZRLET,
{ipaddr | ipv6address> : SSHZ A4 7> h®DIP 7 KL A/IPv6 7 KL A&7k
LET,

Fhta/N— g v

2.00. 00 LARE

1.8.6SSHoOJAva—4—DEyiavE84LT7I b

0 7R SSH session timed out (Username: <username>, IP: <ipaddr>)

L~ Informational

A SSH ba /A va—W—DryrarnNIA LT NTHUMENT-ZZ EE2RL
7,

Cusername> : SSH 7 5 A4 7 v hOa—YPF—ZEZR_LET,
dpaddr> :SSHZ FA T + D IPT7T RLRAZRLET,

Fhta/N— g v

2.00. 00 LARE
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1.9X Fr—La> bO—)LEEE

1.9.1 P34 99 R F—LELEDKRE

=8/ -7 {Broadcast | Multicast | Unicast> storm is occurring on <interface—id>
L~ Warning
i HA NI 747 AM—LBRELTNDZ 2L E2RLET,

{Broadcast | Multicast | Unicast>: FT7 7 4 v 7 A h—LOfEEZ R L E
R

{interface-id>: b7 7 4 v 7 A h—LADFEZBRH LA VX —T =2 —R %
HRLET,

K S— Y a v

2.00. 00 LARE

1.9.2 b3 74 99 R M—LFHEDKRE

=R N {Broadcast | Multicast | Unicast> storm is cleared on <interface—id>
L~y Notice
B BELIE NI 74w 7 A=A fRHSINTZ E ML 2R LET,

{Broadcast | Multicast | Unicast>: FT77 4 v 7 A b—LOfEHAZRLE
ER

dnterface-id>: F 77 4 v 7 A b—LADORHERE LA v X —T =2 — 2%
ZRLET,

K S—Y 3 v

2.00. 00 LARE

1.9.3 b3 74 vV R F—LEBHICKSKR— FOAE

=R TN {interface—-id> is currently shut down due to the <Broadcast | Multicast
| Unicast> storm

L~ Warning

B! NI 74y A M—LBMICEVR—FMEPHZELTZ L2 RLET,

dinterface-id>: NF 7 4 v I A N—LDORAEZBRHB LA L Z—T =2— A%
FRLET,

{Broadcast | Multicast | Unicast>: FT7 7 4 v 7 A h—LOfEEZRLE
7

X InN— g v

2.00. 00 LI

.94 b3 04 v R F—LRBRHIZLSR— FHAEMNSEIB

0 7R Port <interface—id> recovered from shutdown state
L~y Notice
Bl A R—hzar ha—UEECTOR— FAENSGEBLIE-Z L 2R LET,

{interface-id> : I"— FAZEMLLEIR LA — 2R LET,

KIS N—T 3

2.00. 00 LARE
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1.10 STP E8:&E

1.10. 1 STP AL

=8/ -7

Spanning Tree Protocol is enabled

L~

Informational

Wi

STP WA o7~ 2 & R LET,

itj‘ /[L\/\\“_“:/\‘ = o

2.00. 00 LARE

1.10.2 STP M EME

=8/ -7

Spanning Tree Protocol is disabled

L~y

Informational

Wt

STP NEZHZ A2 o7~ Z & 2R LE T,

KIS N—T 3

2.00. 00 LARE

1.10.3STP @ bAROS—FEHEAE

0 7 RN Topology changed (Instance:<{instance-id>, <interface_id>,
MAC: <macaddr>)

L~ Warning

BILE STP O bR\ P—ZHEMNFEELIZZ L 2R LET,

instance—id> : AR I—EHERIMLIZMST A > AKX A ID /R LET,
{interface-id> : hAR BV —EHEBRHM LIA L X —T =2 — A2 K RLET,
<macaddr> : 77U v MACT RLAZERLET,

KIS N—T 3 v

2.00. 00 LI

1.10.4STP THIL— T U v DEEH

0 7R [CIST | CIST Regional | MSTI Regional] New Root bridge selected
([Instance:<instance-id>], MAC: <macaddr>, Priority:<priority>)

L~ Notice

B STP THi7Zlo— b7V v UREBHIN-Z 2R LET,

{instance—id> : X{G2 &7 AH MSTA > AZ L A D Z R LET,
<macaddr> : 77U v MACT RLA&ZFRLET,
{priority> : 7V v VBLEEEZRLE T,

K S—Y 3 v

2.00. 00 LARE
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1.10. 5 STP THIL— FR— F&ER

=8/ -7 New root port selected (Instance:<{instance-id>, <interface_id>)
L~y Notice
FiEA STP THi72iZ/v— AR — IR EI N2 L 2R LET,

{instance—id> : X{G &7 AH MSTA L AZ A D Z R LET,
{interface_id> : FAR B —EHEBM LA L X —T =2—AZFRLET,

KIS N—T 3

2.00. 00 LARE

1.10. 6 STP THR— FDRBEEAFEE

0 7R Spanning Tree port status change (Instance:<instance—id>,
{interface_id>) <old_status>-><new_status>

L~ Notice

Bl STP TAR— hORIBICEENFAE L L 2R LET,

{instance-id> : X;fHR L 72D MST A LV AXZ A ID /R LET,
{interface_id> : hARBR Y —EBHEEZMM LA LV F—T = —AZFRLET,
<old_status> : ZEHATOKEEZRLE T,

<new_status> : ZEHATOKEEZRLE T,

KIS N—T 3

2.00. 00 LARE

1.10.7 STP THR—k

DRENEEARE

0 7 RN Spanning Tree port role change (Instance:<instance—id>, <interface_id>)
<old_role>—><new_role>

L~y Notice

BILE STP TR — FOKENEENRAE L Z L 2R LET,

<instance-id> : &fH &7 D MST A LV AX L A ID ZR LET,
{interface_id> : NARBRY—EHZRM LA L F—T = —AEZRKRLET,
<old_role> : ZHRATOKE 2~ LT,

<new_role> : ZHATOKE 2~ L E T,

KIS N—T 3 v

2.00.00 LI

1.10.8MSTP T Y X2 L X %iEM

0 7R Spanning Tree instance created (Instance:<instance-id>)
L~ Informational
Bl MSTP CTH/ZIZA v AX ANBMENT-ZZ L 2R LET,

{instance—id> : XfG2 & 7% MSTA L AZ L A D H R LET,

K S—Y 3 v

2.00. 00 LARE
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1.10. 9 MSTP TA > R &2 U A #Hlk&

0 7 RN Spanning Tree instance deleted (Instance:<instance-id>)
L~y Informational
B! MSTP CA LV AZ U ANHIRENTZZ 2R LET,

{instance—id> : X{G &7 AH MSTA L AZ A D Z R LET,

KIS N—T 3

2.00. 00 LARE

1.10.10STPDE— FEE

0 7R Spanning Tree version change (new version:<new_version)>)
L~ Informational
B STP DEF— FNETIN-Z EERLET,

<new_version> : I{fEL CTWA STP ODF— RZFERLFT,

KIS N—T 3

2.00. 00 LARE

1.10. 11 MSTP D) —¥ 3 VIEREE

0 7 RN Spanning Tree MST configuration ID name and revision level change
(name:<name> revision level: <revision_ level>)

L~y Informational

BILE MSTP TU—Ya v A0MST VBV a Vv ER SR Z L ERLET,

<name> : V—Ta VAEFRRLET,
{revision_level> : MST U BV a3 V&2 RLFET,

X InN— g v

2.00. 00 LI

1.10. 12 MSTP DA > X & > XIZ VLAN Z3E /N

=8/ -7 Spanning Tree MST configuration ID VLAN mapping table change
(instance:<Instance-id> add vlan:<{startvlanid> [~ <endvlanid>])

L~ Informational

BILE MSTP TA AKX U R VLAN BB S iz Z L& Rm L ET,

{Instance—id> : MR ERAHBA LV AX L AT R LET,
{startvlanid> : IBJI & A7= VLAN O#iJH CTHRIAE A D VLAN 1D #FRr L £97,
<endvlanid> : IBINE 7= VLAN O#iH T T a0 VLAN 1D #F R L E£1,

KIS N—T 3

2.00. 00 LARE
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1.10. 13MSTP D41 > A& > X T VLAN % HlIf&

=8/ -7 Spanning Tree MST configuration ID VLAN mapping table change
(instance:<Instance-id> delete vlan:<{startvlanid> [- <endvlanid>])

L~y Informational

Wi MSTP TA VAKX U AH 5 VLAN IR & iz Z L 2R LET,

{Instance-id> : ML MRDHA LV AR L AEFRLET,
{startvlanid> : HlIFR & AL7= VLAN O#iFH CRA4A D VLAN 1D #F£/R L £,
<endvlanid> : B A7~ VLAN O#iJH TR T HD VLAN 1D #F R L E£1,

K S— Y a v

2.00. 00 LARE

1.10. 14STPDIL— b A—FIZE YREBR— F~EE

0 7R Spanning Tree port role change (Instance:<instance—id>, <interface—-id>)
to alternate port due to the guard root

L~ Notice

Bl STP T/b— h W — FEEREIC L W RER— b0 b7 2 L 2R LE T,

{instance—-id> : }FH LD A LV AL L A EE R LET,
dinterface-id> : MR LB A v X —T =z — AT LET,

itj‘ /[L\/\\“_“:/\‘ I

2.00. 00 LARE

1.10. 15 STP THIEZ: BPDU 318

0 7 RN Invalid BPDU received on <interface—id>
L~ Warning
Bl STP TAIEZR BPDU #%2fE L2 2R LET,

dinterface—-id> : ZELIA LV H—T 2 —AZETRLET,

X/ N— g

2.00. 00 LI
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1.11 Telnet BE&E

1.11.1Telnet V547V bR T VR (BT A1 VDY)

=R TN Successful login through Telnet (Username: <username>, IP: <ipaddr>)
L~ Notice
B Telnet 7 7 A 7 ¥ hINBHEBA~DT 7 ARH Y | AMATY 22— /LA L7

W — P —3FEIC LV e VA AR L2 E 2R L ET,
(username> : Telnet 7 A4 7 v hDO2—H —LZRLET,
{ipaddr> : Telnet 7 FA T D IP T RL A% R LET,

K S— Y a v

2.00. 00 LARE

1.11.2Telnet 747V bR T7 VR (BT1 VKK

0 7R Login failed through Telnet (Username: <username>, IP: <ipaddr>)
L~ Warning
SRR Telnet 7 7 A4 72 b BIEE~ADT 78 A0RHY , MAEY 22— VAEH L%

W —W =3RRIk /A AR L AR L ET,
username) : Telnet 7 A4 7 v FOa2—HF—£ZZ R LET,
{ipaddr> : Telnet 7 FA T FDIP 7 RLAZRLET,

K S—Y 3 v

2.00. 00 LARE

1.11.3Telnet @O %A va—F—0Os 79+

=8/ -7 Logout through Telnet (Username: <username>, IP: <ipaddr>)
L~y Informational
FiEA Telnet DR /A v a—HF—Ru 77 N Lzl a2 RLET,

(username> : Telnet 7 A4 7 v hDOD2—HF —LZ R LET,
{ipaddr> : Telnet 7 FA T D IP T RL A% R LET,

X/ N— g

2.00.00 LI

1.11.4Telnet @B A 21— —DEv L a V24 LTI+

0 7R Telnet session timed out (Username: <username>, IP: <ipaddr>)
L~ Informational
i HA Telnet O /A v a—HF—Dtv vy arNF A L7 7 MTHUENEZZ L%

RLET,
(username> : Telnet 7 A4 7 v hDO2—HF —LZRLET,
{ipaddr> : Telnet 7 A7 "D IPT RLAZ R LET,

KIS N—T 3

2.00. 00 LARE
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1.12 ZERERE

1.12. 1 RAREEA BEEFE % 88

ERZE N Unit <unitID> Sensor: <sensor_id> detects abnormal temperature <{degree>C
L~ Critical
B! EEONITIRENEEAEE L2 s a2 2R LET,

unitID> : t=v R ID Z;m L ¥4, ARIEETIT1 TT,
{sensor_id> : B H—ID ZR L E£7,
{degree> : BIEDWHRIRE DORIEME A~ L ET,

KHGN—T 3 > 2.00. 00 LARE

1.12.2 REREEABEEHRERICE )R

=8/ -7 Unit <unitID> Sensor: <sensor_id> temperature back to normal
L~ Notice
B LB ONEIRE N BERBERNICR -2 s ammLi-Z 2R LET,

unitID> : = =vw P ID Z/RLE7, AREETIZL T,
{sensor_id> : oV —ID Zr L ¥,

KHGN—T 3 > 2.00. 00 LARE
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1.13 3>y —JLiR— FEE

1.183.1avy—IiR— ko7 o R (OT A4 VR

=8/ -7 Successful login through Console (Username: <username>)
L~ Informational
B! A=K = I BEESOT 7 EARNHY . AMA TV 2 — L EFH LN

a—YP—=FRERC LV e A I LTt R R L ET,
{username> : 7 A T v hDO2—WF—ZEZRLET,

G N— 3

2.00. 00 LARE

1.13.2a y—IiR— kD oDTF7o R (OF 4 VRE)

0 7R Login failed through Console (Username: <username))
L~ Warning
B ALY VR— I BEBEBA~DT 7B AR HY . AA ED 2 — LB HH LN

a—P—FBIEC LV e S KLz ERLE T,
{username> : 7 7 AT v hDa2—W—LERLET,

K S—Y 3 v

2.00. 00 LARE

1.13.3avy—IiLiR— bty A 21— —nas7o b

0 7 RN Logout through Console (Username: <username))
L~y Informational
FiEA ayY— ) R—boul A4 ra—HF—n3u 7Ty KL EERLET,

{username> : 7 A T v hO2—WF—ZEZRLET,

KIS N—T 3 v

2.00. 00 LI

1.134a y—)R—btORJA 21— —DEy 3 VEALTD L

0 7R Console session timed out (Username: <username>, IP: <ipaddr>)

L~ Informational

i ALY =R —= ORI, A== NI A LT TR IT U MLl L
R LET,

{username> : 7 A T v hDO2—WF—ZEZRLET,

K S—Y 3 v

2.00. 00 LARE
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114 X T LT 74 ILEE

1.141 754 )—=T— b A =D TOREED

=8/ -7 Booted from primary firmware <URL>
L~ Informational
i HA WEENTITA) =T 7 — LU T CREILIZZEERLET,

KURLY : A~V —T 7 —LT =T DNNAZRLET,

Fhta/N— g v

2.00. 00 LARE

11422 h o) —T— b A =D TOREED

=8/ -7 Booted from secondary firmware <URL>
L~ Warning
B! EENED LX) =T 7 — A= T CTREILIZZEEZRLET,

URLY : B H o XV —T 57— AT =T ONRA%ER LET,

Fhta/N— g v

2.00. 00 LARE

114 3HEELET— r A =D LIS TOREE)

0 7R Booted from firmware <URL>

L~ Warning

G LENTTAS)—=H20FE N F)—UNDT 7—L0 =7 TRB L
ZLERLET,

KURL> : BEN L7277 7 — 20 =T ORAZRLET,

X/ N— g

2.00. 00 LI

1144543 —RET7 1L TDRE

=8/ -7 Booted with primary configuration <URL>
L~ Informational
A HEENTTA) —RET 7 ANVERPAALTEREILTZZ E 2R LET,

KURLY : FI9A <V —RET 7 ANDIRAZRLET,

Fhta/N— g v

2.00. 00 LARE

L1455 hV 5 ) —BRET7 AL TOREE

=8/ -7 Booted with secondary configuration <URL>
L~ Warning
Bl LERE ) —RET 7 ANEHPANTEB L2 AR LET,

KURLY : BH AU —HET 7 AINDIRAE R LET,

X/ N— g

2.00. 00 LI
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114 6 EEELI=BRET 7 A ILLSL TOREED

=8/ -7 Booted with configuration <URL>

L~ Warning

BiCs] EENTTA~ ) —HboWTE D F Y —LSDRET 7 A NV EFGEHIAAT
EEN L2 AR LET,

<URL> : BN LTZFRET 7 A VDR A R LET,

KHGN—T 3 > 2.00. 00 LARE

1.14.7 T4 FERETDIE

=8/ -7 Booted with default configuration

L~ Alert

B HENT 74V MNRETEB LIZZ 2R LET,
K/ N— g 2. 00. 00 LARE
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1.15 FR— b 7 U & R BB &E
1151 R— b7 RBIAOOT A VK
=8/ -7 {auth—type> login succeeded [uid=<username>] [mac=<mac—address>]
[ip=<ipaddr>] interface <interface—-id> [vid=<vid>] [new vid=<target—
vid>]
L~y Informational
Wi BA Pt —H— DR — 7 7 B AFECEI LI Z L ERLET,

auth—type> : ] L7238l N &~ L £7,

{username> : R— K7 7 B AFRFED 2 —WF —Z 2R L E T,

<mac-address> : W— h7 7 B RFFEZ FA T FOMACT RLAZRLET,
<ipaddr> : R—= "7 7B AFGFEZ FA T O IP T RLAZRLET,

I IATV NOEGIA VA —T 2 — AR LET,

<vid> @ GRAERNCZ A4 7 > F3SETE LT e VLAN @ VLAN 1D 2/~ L ET,
<target-vid> : A F X v 7 VLAN TD VLAN 1D #F /R L £,

{interface—id> :

KIS N—T 3

2. 00. 00 LARE

1.15.2 R— b7 U XEBEE T ORI
0 7R {auth—type> : authentication succeeded : uid=<username>
L~ Informational
B RN— 7 7B AGFETOER L — Y — DGR LIz Z A2 RLE T,

<auth—type> : i L723RGF i Nz R LE9,
{username> : IN— h 7 7 B ARFED L —H —Z Z R LT,

jtj‘ /[L\/\\“_“:/\‘ = o

2. 00. 00 LARE

1.15. 3 R— b7V RBRTOAT 1 VKK

=R TN Login failed through <auth-type> (Username: <username> IP: <ipaddr>)
L~ Warning

Wi BA Pt —H— DR — 7 7 B AFFECR L2 L 2R LET,

<auth-type> : i L7=#GE XN E R L ET,
{username> : Ih— h 7 7 B ARFED L —HF —Z Z R LT,
{paddr> : R— 7 7 BRABFEZ FA T D IP T FLRAZRLET,

X InN— g v

2.00. 00 LI
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1. 15. 4 MAC FREEDERFE K BX
0 7 RN Mac—based access control unauthenticated host (MAC: <mac—address>, port
dinterface-id>, VLAN: <vid>)
L~ Warning
Wi W= b7 27 AFRFET MAC FBRED 2~ — Y —FBREIC R L= 2 L 2R L E T

<{mac—address> : FBIAEZ TA T L FOMCT RLAZRLET,
nAhthEy 747/ }\O)Efjb/r /& 731“—2;&/7_‘]\/&‘?_

Vid> 1 72 FAT v RSFTE LTV A VLAN @ VLAN 1D Z = LE T,

{interface—-id> :

Fhta/N— g v

2.00. 00 LARE

1.15.5 802. 1X FRREDFREEK K
0 7R 802. 1x authentication failure from (Username: <username>, port
{interface—id>, MAC: <mac—address>)
L~ Warning
i R— b7 7 & AFEFET 802. IX BAED 2 — W —FBALITKRIM L7 Z L AR LETS

username) : B— NT I B RO 2—HF—LZE R LET,
WREY TA T v O A A —T = — AR LET,
FOREY TA T ROMACT RUAERLET,

{interface-id> :

<{mac—address> :

Fhta/N— g v

2.00. 00 LARE

1.15. 6 Web FRFEDEFRFE KX

0 7 RN Web authentication unauthenticated user (Username: <username>, IP: <
ipaddr >, MAC: <mac—address>, port <interface—id>)

L~ Warning

BiCs] R— "7 7 & AFERET Web FFED 2 — W —FBREICKR LT Z L 2R L ET,

{username> : — K7 7 B AFRFED 2 —W —Z ZR L F T,
Cipaddr> : §8FEYZ 74 7> hDIP 7 KL AZRLET,
CRFEZ TA T RONMACT KL AR LET,
PBAEY TA TV FOBEGA LV H—T = — AR LET,

<{mac-address>

{interface-id> :

X/ N— g

2.00. 00 LI

1.15. T R—= b7 XBHOOT Tk

0 7R Logout through <auth-type> (Username: <username))

L~ Informational

BiCs] RN—= 7 7 B AFRETRHIAER 7T U MR AELTZ L AR LET,

Cauth—type> : T HFFED X A T HRLET,
{username> : I"— h 7 7 B ARFED L —HF —Z Z R LT,

Fhta/N— g v

2. 00. 00 LARE
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1. 15 8 7R FTatxnu\nJ.—t-Cnunl—tﬂ_l\_b\"_)o)rb-\xb\f&ll\

=8/ -7 radius ({ipaddr>) timeout : uid=<username>
L~ Warning
B! R— F7 7 & AZEHET RADIUS H— R = B DS EN NI 2R LET,

{ipaddr> : RADIUS #—/R—D [P 7 RL A &R LE T,
{username> : R"— F T 7 B RGO 2 —V —ZEZ R LET,

KIS N—T 3

2.00. 00 LARE

1.15.9DHCP A X —E VY J TE— K2 4 ¥ —Fth

=8/ -7 dhepsnooping : Mode-Timer started
L~ Infomational
i DHCP A X — &> 7 C HREDHNMED L IFX A ~—DHFRTEIZL YV E— ¥

A<—DhH L MNEUUNBBLI-Z L 2R LET,

KIS N—T 3

2.00. 00 LARE

1.15. 10 DHCP A X —E V4 TE— RZTEMNFE

=R N dhcpsnooping : mode changed to <status> <method>
L~ Infomational
B DHCP AX—E > /T, E— ROEENRKAELLZ LERLET,

{status> : DHCP A X — ¥ 7 DF— R&Exr LET,
<method> : DHCP A X —t° > 7 DE— REFDOHEERRLET,

X InN— g v

2.00. 00 LI

115,11 DHCP RX—E VS TMC I E— FEEHE

0 7R dhcpsnooping : mode changed to mac—authentication mode <state>
L~ Infomational
Bk DHCP A X —¥ > 7 C, MAC BFEE— ROIRENET SN2 L 2R LET,

{status> : DHCP A X —t°> 7 D MAC FEFE— ROBAEDREEZ R L £,

KIS N—T 3

2.00. 00 LARE
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1. 15. 12 Web FREED

RELY VEAREE

=8/ -7

{ipaddr> (Kuser—agent>) <http—method> <url>

L~

Infomational

Wi

=R T 7 AFFET Web FBREDFEFAER—V~DT 7 At L IFFRFE—
COVEA VT NP ELIEZEERLET,

Cipaddr> : §8FEY 74 7> hDIP 7 KL AZRLET,

{user-agent> : FilkY 7A 7 v b2 —Y—x2—T = MERERLET,
<http—method> : FRFEAL— DT 7 & ZWED HTTP/HTTPS D A YV v RZERL £,
<urly : FREX—T DT 7 AREO IRL a2~ L £,

K S— Y a v

2.00. 00 LARE

1.15. 13 R— + 7V RAREE D R H B

0 7R authentication 1is not permitted (<reason>): [mac=<mac—address>]
[ip=<ipaddr>] interface <interface-id> vid=<vid>

L~ Warning

A RN— 7T 7B AGFENEBERA S L <ILR— b BN THE S e i RERGEEL

ZHE L7 ORI L7 2 2R L ET,

(reason) : KW E o -HALZ R LET,

<{mac-address> : JRiFZ AT FOMACT RLAZ/RLET,

ipaddr> : Y FA T D IPT KL RAZRLET,
dinterface—id> : §BFEZ A 7 ¥ b OBHA v X —T7 = — A& R LET,
vid> 1 7T A4 7 > MAETE LTV VLAN @ VLAN 1D 2R L E 7,

K S—Y 3 v

2. 00. 00 LARE
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1.16 > XFL0%5

1.16.1 4 —LRXRE— (A2 —ILEME)

0 7 RN System warm start (CONSOLE)
L~ Notice
LB gy —J)LiR— hTOa~xy REEICIDEEDO Y +—2H A X — b (FiE#h)

MBEELTZZ L E2RLET,

Fhta/N— g v

2.00. 00 LARE

1.16.2 9+ —LRX%— k (Telnet ¥ HDIEE)

0 7R System warm start (TELNET)
L~y Notice
Bl Telnet HO A~ FEMEIC K VIEBEO Y +— L2 2 — | (FEE) BFEL

Tl ERLET,

Fhta/N— g v

2.00. 00 LARE

1.16.3 9+ —LX A2 —  (SSH R D)

0 7 RN System warm start (SSH)
L~ Notice
B SSH D a <y REAEIC L VEEO Y 4 — LA % — N (FE) BREAE LT

LERLET,

KS/N—T 3

2.00. 00 LI

1.16. 494+ —LRZ—F (SNMP T~ —2 v —DEE)

0 7R System warm start (SNMP)
L~y Notice
i HA SNWP =R —V v —DEEIC L VEED T +— L A% — b (FLE) B4E LT

ZEERLET,

Fhta/N— g v

2.00. 00 LARE

1.16.5 9+ —LXZ— (Web Ul TDE/E)

0 7 RN System warm start (WBE)
L~y Notice
B Web Ul TOEMEICLVIEED D +— LA — | (Fl#E) BNBELLZ L AR

Li—g—o

X/ N— g

2.00. 00 LI
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1.16.6 VA —LRXEZ—+ )ty bKRE D)

=8/ -7 System warm start (RESET BUTTON)
L~ Warning
LB Ve hARZ AL AEBOY +— 22X — N (FRE) BNBELTEZ & 55

LET,

itj‘ /[L\/\\“_“:/\‘ I

2.00. 00 LARE

1.16. T EXGIS—ITHSBEHRE

0 7R System re—start reason: System Fatal Error
L~ Emergency
B! VAT AIZEKRBRZ TR RAE L CEENFEEIL-ZEERLET,

K S—Y 3 v

2.00. 00 LARE

1.16. 8 CPU pISMLIE(IC L S BESFEE

ERZE N System re—start reason: CPU Exception
L~ Critical
B! CPU BIAMLEE S 34 L CIEEDNHEE L7 2 & 2R L £,

X InN— g v

2.00. 00 LI

1.16.93—)ILFRE—F

=8/ -7 System cold start
L~ Warning
i HA HEOa—)V RAZ—NMTbnZ a2 R LET,

itj‘ /[L\/\\“_“:/\‘ = N

2.00. 00 LARE

1.16. 10 SNWP ¥ R — D v —DEEIZL S5 —IL FXE—

a7 FHR System cold start (SNMP)
L~ Notice
Bk SNWP = 3% — v —DEEIC L D IEBEB D 2 — )L R A X — FMfThhiz 2 & &%

Li—g—o

KS/N— 3

2.00. 00 LI

L1611 949y FFy T84 —ICL5BEBELE

0 7R System re—start reason: Watch Dog
L~ Critical
A T vF Ry T2 <=l LAEEOHEEINRE L2 ERLET,

itj‘ /[L\/\\“_“:/\‘ I

2.00. 00 LARE
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1.16.12 AT LOEEMI L DEIR

=R N System status goes normal.
L~ Notice
i HA VAT LARREIREBNOEBA LI L AR LET,

HIRN—= g

2. 00. 00 LARE

1.16.13 VAT LTERERE

0 7R System status goes abnormal
L~y Alert
B VAT ABERERREIZ ST E AR LET,

i{r /IL\/\\“_“:/\‘ g

2.00. 00 LARE

116 14 SRATFLRATF—EADEEFEE

0 7R System Status Code is changed ({failure code >-< failure code ).
L~ Warning
FiEA VAT DAT =R AIEERRE LTt ERLET,

{fajilure code><{failure code > :IEFED[EET— NZRLET,
bit[8] : BIROREE

bit[10] : 7 7 » DFEE

bit[11] : JEEER

bit[14] : A vy FILSIDAEY —xF—

bit[15] : AA »F LSI DEIHARHRERAEY) —= T —

bit[16] : AL v FILSIDAEFY —TF—(—FTT—)

bit[17] : A4 »F LSI DEIHAHRERAE) — =T —(N—Fx=T—)

ﬂ;b/f‘—“‘/“a Ve

2.00. 00 LARE (IREEEF DOH)

1.16. 15 ZEDFEE

=R N

System started up.

L~y

Informational

Wi

LENEE L2 A2 RLET,

K/ N— 3

2.00. 00 LARE
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1.17 1)V — B

L1 DRTLAERY) —DERAENEEEZEA

=8/ -7 Unit <unit-id> System memory CODE utilization exceeded UPPER-VALUE%
L~ Warning
B VAT LAEY —OFEHRPEEEEER L2 L 2R L ET

unit-id> i 2=v FID ZRLET, AREETIL1 TT,
CODE : VAT A AT —DEEERLET,

bit[0] : SYS_MEM
bit[1] : SYS_HUGE
bit[2] : SEC_MEM

UPPER-VALUE : #%7E L 7- ELVEfl (%) 2R L £ 9,

HIRN—= g

2.00. 00 LARE

1.17. 2 CPU fE RN EEEZ B

=R N CPU utilization has exceeded the threshold (before
<THRESHOLD_BEFORE_VALUE>%, current <THRESHOLD_VALUE>%)

L~ Warning

A CPUEHI R A L7 2 L 2R L E T,

THRESHOLD_BEFORE_VALUE : [ERij CPU = (%) R L ¥ 9,
THRESHOLD_VALUE : BFED CPU =R (%) 2~k L E 7,

HIRN—= g

2.00. 00 LARE

1.17. 3 CPU FE AEMNEEKEICE R

0 7R CPU utilization has become less than the threshold
L~y Notice

BiCs] CPUE AL TICR o722 & 2R LET,

S S— 3 v 2.00. 00 LAKE
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L1I8R—btxal) T4 —FHE

L1 1R—brtEFa T4 —DERNVHEE

=R TN MAC address <mac—address> causes port security violation on <interface-—
id>

L~ Warning

B! N—brEFa2 )7 4 —CERDPERINZZEEZRLET,

<{mac-address> : ESOIREDFIN & 7257~ MAC T FL AZ R LFET,
{interface-id> : M MNRAE LA LV X —T =2 — A% /R LET,

KHGN—T 3 > 2.00. 00 LARE

1182 R—btEFa) T4 —DERIN L XTLERZRB

=8/ -7 Limit on system entry number has been exceeded.

L~ Warning

A R=brExF2 VT4 —OBREEND AT L EREBERBLIZZEEZRLET,
S N— g v 2. 00. 00 LAR%
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1.19 Web UI BE:&E

1.19.1Web Ul A7V £X (B 1 U HiTh)

=8/ -7 Successful login through <connection—type> (Username: <username>, IP:
{ipaddr>)

L~y Informational

Wi BA Web UL ~D7 7 AR HY | AMAEY 2 — L EMH L2 —HF—FEEC LY

07N 2R LET,

{connection—type> : #EH AR LET,

{username> : ¥t/ 7A 7 FO2—V—Z4E R LET,
<ipaddr> : #§:7 A 7 hD IP T KL AZRLET,

itj‘ /[L\/\\“_“:/\‘ = o

2.00. 00 LARE

1.19.2Web Ul A7V 2R (B 54 VKRB

=8/ -7 Login failed through <connection-type> (Username: <username>, IP:
<ipaddr>)

L~ Warning

B Web UI ~DT7 7B ANRH Y | AMAEY 2 — NV EHEH LRV —F =GR LY

B ACRILTIZ L ERLET,
{connection—type> : £ FXZ R L FET,

{username> : B/ 74 7 O —Y—ZERLET,
paddr> : Bt 7 7A 7 bDIP 7 KL AZRLET,

itj‘ /[L\/\\“_“:/\‘ = o

2. 00. 00 LARE

1.19.3Web Ul dBRY A va—H—0BITT I+

=8/ -7 Logout through <connection-type> (Username: <username>, IP: <{ipaddr>)
L~y Informational
B! Web Ul Or 7 A va—HF =Pl 7y MLl iR LET,

{connection—type> : #EH HFNE R LET,
{username) : &t 7 A TV hDa—HF—ZH R L E T,
ipaddr> : #5427 7A 7 hDIP 7 RL A& R LET,

X InN— g v

2.00. 00 LI
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1.19.4Web Ul BT A a2 —4H—DEv a3 VR4 LTI+

0 7 RN {connection—type> session timed out (Username: <username>, IP: <ipaddr>)

L~y Informational

Wi BA Web UI ®Or VA va—HF—DtyarRN¥ A LTV TSN L%
RLET,

{connection—type> : G T A R L £7,
{username> : B/ IA T hO2—HP—ZE R LET,
dipaddr> : B A 7 hDIP T RLAZRLET,

KIS N—T 3

2.00. 00 LARE
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2. by IT—E&

21128 Sy

Trap 01D B

coldStart 1.3.6.1.6.3.1.1.5. 1 |EHRBELARHCIEEF LET,

warmStart 1.3.6.1.6.3.1.1.5.2 | U 7 — MNEEhFHIHE LE T,

linkDown 1.3.6.1.6.3.1.1.5.3 |"AR— LDV 7 AREEAS, down IKREIZE B ST FEIZE(E
LET,

1inkUp 1.3.6.1.6.3.1.1.5.4  |AR—FD VU ZAREEN, up IRABICEH I AT RFITIEE L
£

authenticationFail [1.3.6.1.6.3. 1. 1.5.5 |RIEZR =3I 2=7 4 —4IZ X 5 SNWP ZR %515 L7 REIC

ure EELET HERAELESE S PH T EXELET,

newRoot 1.3.6.1.2.1.17.0.1  |STP IZTHITNA— TV v IR SN -HHIEE L
FT. IR bR OB F A =D TIC IR o T
IZEFELETS

topologyChange 1.3.6.1.2.1.17.0.2 |STPIZ TRy hT—7 bR a O—OERRHIEGFLET,
7272 L. newRoot #1518 L7=HTXE LEH A,

risingAlarm 1.3.6.1.2.1.16.0.1  [RMON HEREICIRWT, 77— LHEREIC L W . MIB {3 B
PLEICHMUZZRRIC b7 v 72X E L ET,

fallingAlarm 1.3.6.1.2.1.16.0.2  |RMON HEREIZIWNT, 7T —AkEREIC L 0 . MIB flH3 B
DU LIZRIC b T v 72X E L ET,

11dpRemTablesChang [1. 0. 8802.1.1.2.0.0. 1 |11dpStatsRemTableLastChangeTime ODAENZEAL L 7= 112

e N7 T EEEFELET,
11dpStatsRemTableLastChangeTime (X, =X b U —HE
R, AR, HIBRSHRRCEFE SN E T,
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22RUE—B ST

2.2 1 \— Rz 7E&E

gm2TemperatureWarning

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.109.2.5.1. 1. 0. 1

Variables sysDescr, sysObjectID, gm2TemperatureUnitld, gm2Temperaturelndex

B HEE O PIFRE DS BUE OHPH 2B 2 7= 58Ik E LET,
gm2TemperatureNormal

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.109. 2. 5.1.1.0. 2

Variables sysDescr, sysObjectID, gm2TemperatureUnitld, gm2Temperaturelndex

TEFE HEE D NI EE DN R E D FPHNIZ R o 72 BRICIRE L £ 9

gm2CpulUtilizationRising

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.109.2.5.1.4.0. 1

Variables sysDescr, sysObjectID, gm2CpuUtilizationInlmin

T CPUEHEE (1 /[ ) BHED L& WMEZ IR L7-BICsE LET,

gm2CpulUtilizationFalling

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.109.2.5.1.4.0. 2

Variables sysDescr, sysObjectID, gm2CpuUtilizationInlmin

FEF% CPU MR (1 3 fFE)) DBUED L & VMEARMGICR - 72BRICEE LET,

gm2MemoryUtilizationRising

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.109.2.5.1.5.0. 1

Variables sysDescr, sysObjectID, gm2SystemUnitID,
gm2DramUtilizationFailureStatusCode

TEFE VAT AAEY —OMEHARENELE LS VEZEE LZERICHELET,
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2.2.2 VAT LEE

gm2SystemStatusCodeChange

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.109. 2. 5.2.1.0. 2

Variables sysDescr, sysObjectID, gm2SystemUnitID, gm2SystemHealthFailureCode
B3 VAT DAT —Z ATEEPIREAE LIZBRICEE LE T,

gm2SystemStatusAbnormal

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.109.2.5.2.1.0. 3

Variables sysDescr, sysObjectID, gm2SystemHealthStatus
3 VAT BAREARIEC Ao 1 B LT

gm2SystemStatusNormal

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.109.2.5.2.1.0. 4

Variables sysDescr, sysObjectID, gm2SystemHealthStatus
TEFE VAT LANEEIREOEIB LRI ELET,
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2.2. 3 HeReRSE

gm2LoopDetectionPortDetected

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.109.2.5.3.1.0. 1
Variables sysDescr, sysObjectID, iflndex

EH A= RN C—TERMLTBICEELET,

gm2LoopDetectionPortRecovered

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.109.2.5.3.1.0. 2

Variables sysDescr, sysObjectID, iflIndex

TEF N—TRRFNC LD BAZE Lo — P AVEIR L72BRISEE LET,

gm2LoopDetectionV1anDetected

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.109.2.5.3.1.0. 3

Variables sysDescr, sysObjectID, iflndex, dotlgVlanIndex
FEF% VLAN T/L— 7" % 1 LTBRIEE L £

gm2LoopDetectionVlanRecovered

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.109.2.5.3.1.0. 4

Variables sysDescr, sysObjectID, iflIndex, dotlgqVlanIndex

TE# VLAN TO/A— 7 AN L 0 BAZE L 7oA — P BMEIR L7ZBICHE L E T,
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