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Critical

System cold

start

1.00.01

Critical

System warm

start

1.00.01

Critical

System warm

start (CONSOLE)

1.06.00

Critical

System warm

start (WEB)

WEB

1.06.00

Critical

System warm

start (TELNET)

telnet

1.06.00

Critical

System warm

start (SNMP)

SNMP

1.06.00

Critical

System warm

start (CPU EXEPTION)

CPU

1.06.00
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Critical

System restart

APLGM verl.06.00

1.06.00

1.2

Informational

Configuration saved to flash (Username: <username>, IP: <ipaddr>)

1.00.01

Informational

Configuration saved to flash by console (Username: <username>)

1.00.01

Informational

System log saved to flash (Username: <username>, IP: <ipaddr>)

1.00.01

Informational

System log saved to flash by console (Username: <username>)

1.00.01
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Informational

Configuration and log saved to flash (Username: <username>, IP: <ipaddr>)

1.00.01

Informational

Configuration and log saved to flash by console (Username: <username>)

1.00.01

Warning

The runtime image (<image>) loaded is not the original boot-up image

(<image>) configured.

file

1.00.01

1.3

Informational

Firmware upgraded successfully (Username: <username>, IP: <ipaddr>)

1.00.01

Informational

Firmware upgraded by console successfully (Username: <username>)

1.00.01

Warning

Firmware upgrade was unsuccessful! (Username: <username>, IP: <ipaddr>)

1.00.01

Warning

Firmware upgrade by console was unsuccessful! (Username: <username>)

1.00.01
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1.4

Informational

Configuration successfully downloaded (Username: <username>, IP:
<ipaddr>)

1.00.01

Informational

Configuration successfully by console downloaded(Username: <username>)

1.00.01

Warning

Configuration download was unsuccessful! (Username: <username>, IP:
<ipaddr>)

1.00.01

Warning

Configuration download by console was unsuccessful! (Username:

<username>)

1.00.01

1.5

Informational

Configuration successfully uploaded (Username: <username>, IP: <ipaddr>)

1.00.01

8747




Informational

Configuration successfully by console uploaded (Username: <username>)

1.00.01

Warning

Configuration upload was unsuccessful! (Username: <username>, IP:
<ipaddr>)

1.00.01

Warning

Configuration upload by console was unsuccessftul! (Username: <username>)

1.00.01

1.6

Informational

Log message successfully uploaded (Username: <username>, IP: <ipaddr>)

1.00.01

Informational

Log message successfully by console uploaded (Username: <username>)

1.00.01

Warning

Log message upload was unsuccessful! (Username: <username>, IP: <ipaddr>)

1.00.01
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Warning

Log message upload by console was unsuccessful! (Username:

<username>)

1.00.01

1.7

Informational

Port <portNum> link up, <link state>

1.00.01

Informational

Port <portNum> link down

1.00.01

1.8

Informational

Successful login through Console (Username: <username>)

1.00.01

Warning

Login failed through Console (Username: <username>)

1.00.01

10747




1.9

Informational

Logout through Console (Username: <username>)

1.00.01

Informational

Console session timed out (Username: <username>)

1.00.01

1.10

(HTTP)

Informational

Successful login through Web (Username: <username>, IP: <ipaddr>)

HTTP

1.00.01

Warning

Login failed through Web (Username: <username>, IP: <ipaddr>)

HTTP

1.00.01

1.11

(Web GUI(HTTP))

Informational

Logout through Web (Username: <username>, IP: <ipaddr>)

HTTP

1.00.01

Informational

Web session timed out (Username: <username>, IP: <ipaddr>)

HTTP

1.00.01

11747




1.12

(SSL)

Informational

Successful login through Web (SSL) (Username: <username>, IP: <ipaddr>)

SSL

1.00.01

Warning

Login failed through Web (SSL) (Username: <username>, IP: <ipaddr>)

SSL

1.00.01

1.13

(SSL)

Informational

Logout through Web (SSL) (Username: <username>, IP: <ipaddr>)

SSL

1.00.01

Informational

Web (SSL) session timed out (Username: <username>, IP: <ipaddr>)

SSL

1.00.01

1.14

(telnet)

Informational

Successful login through Telnet (Username: <username>, IP: <ipaddr>)

telnet

1.00.01

Warning

Login failed through Telnet (Username: <username>, IP: <ipaddr>)

telnet

1.00.01
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1.15

(telnet)

Informational

Logout through Telnet (Username: <username>, IP: <ipaddr>)

telnet

1.00.01

Informational

Telnet session timed out (Username: <username>, IP: <ipaddr>)

telnet

1.00.01

1.16 SNMP

Warning

SNMP request received from <ipAddress> with invalid community string!

SNMP

1.00.01

1.17 STP

Informational

Topology changed (Instance:<InstancelD> port<portNum>)

STP

1.00.01

Informational

[CIST | CIST Regional | MSTI Regional] New Root bridge

selected( [Instance: <InstancelD> JMAC: <macaddr> Priority :<value>)

STP

1.00.01
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Informational

Spanning Tree Protocol is enabled

STP

1.00.01

Informational

Spanning Tree Protocol is disabled

STP

1.00.01

Informational

Port <portNum> STP root restriction is enabled

1.00.01

Informational

Port <portNum> STP root restriction is disabled

1.00.01

1.18

(SSH)

Informational

Successful login through SSH (Username: <username>, IP: <ipaddr>)

SSH

1.00.01

Warning

Login failed through SSH (Username: <username>, IP: <ipaddr>)

SSH

1.00.01
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1.19 (SSH)
Informational
Logout through SSH (Username: <username>, IP: <ipaddr>)
SSH
1.00.01
Informational
SSH session timed out (Username: <username>, IP: <ipaddr>)
SSH
1.00.01
1.20 SSH
Informational
SSH server is enabled
SSH
1.00.01
Informational
SSH server is disabled
SSH
1.00.01
1.21
Informational

Authentication Policy is enabled (Module: AAA)

1.00.01

Informational

Authentication Policy is disabled (Module: AAA)

1.00.01
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1.22

Informational

Successful login through Console authenticated by AAA local method

(Username: <username>)

1.00.01

Warning

Login failed through Console authenticated by AAA local method (Username:

<username>)

1.00.01

1.23

(HTTP)

Informational

Successful login through Web from <userlIP> authenticated by AAA local

method (Username: <username>)

HTTP

1.00.01

Warning

Login failed through Web from <userIP> authenticated by AAA local method

(Username: <username>)

HTTP

1.00.01

1.24

(SSL)

Informational

Successful login through Web (SSL) from <userlIP> authenticated by AAA

local method (Username: <username>)

SSL

1.00.01

16747




Warning

Login failed through Web (SSL) from <userlIP> authenticated by AAA local

method (Username: <username>)

SSL

1.00.01

1.25

(telnet)

Informational

Successful login through Telnet from <user P> authenticated by AAA local

method (Username: <username>)

telnet

1.00.01

Warning

Login failed through Telnet from <userlIP> authenticated by AAA local

method (Username: <username>)

telnet

1.00.01

1.26

(SSH)

Informational

Successful login through SSH from <userlIP> authenticated by AAA local

method (Username: <username>)

SSH

1.00.01

Warning

Login failed through SSH from <userIP> authenticated by AAA local method

(Username: <username>)

SSH

1.00.01
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1.27 ( )
Informational
Successful login through Console authenticated by AAA none method
(Username: <username>)
1.00.01
1.28 (HTTP)
Informational
Successful login through Web from <userlIP> authenticated by AAA none
method (Username: <username>)
HTTP
1.00.01
1.29 (SSL)
Informational
Successful login through Web (SSL) from <userIP> authenticated by AAA none
method (Username: <username>)
SSL
1.00.01
1.30 (telnet)
Informational

Successful login through Telnet from <userIP> authenticated by AAA none

method (Username: <username>)

telnet

1.00.01

18747




1.31 (SSH)
Informational
Successful login through SSH from <userIP> authenticated by AAA none
method (Username: <username>)
SSH
1.00.01
1.32 ( )
Informational
Successful login through Console authenticated by AAA server <serverlIP>
(Username: <username>)
1.00.01
Warning
Login failed through Console authenticated by AAA server <serverlP>
(Username: <username>)
1.00.01
Warning
Login failed through Console due to AAA server timeout or improper
configuration (Username:<username>)
1.00.01
1.33 (HTTP)
Informational

Successful login through Web from <userlIP> authenticated by AAA server

<serverIP> (Username: <username>)

HTTP

1.00.01
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Warning

Login failed through Web from <userIP> authenticated by AAA server

<serverIP> (Username: <username>)

HTTP

1.00.01

Warning

Login failed through Web from <userlIP> due to AAA server timeout or

improper configuration (Username:<username>)

HTTP

1.00.01

1.34

(SSL)

Informational

Successful login through Web(SSL) from <userlIP> authenticated by AAA

server <serverlIP> (Username: <username>)

SSL

1.00.01

Warning

Login failed through Web(SSL) from <userlIP> authenticated by AAA server

<serverIP> (Username: <username>)

SSL

1.00.01

Warning

Login failed through Web (SSL) from <userlIP> due to AAA server timeout

or improper configulation (Username: <username>)

SSL

1.03.00
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1.35 (telnet)
Informational
Successful login through Telnet from <userIP> authenticated by AAA server
<serverIP> (Username: <username>)
telnet
1.00.01
Warning
Login failed through Telnet from <userlIP> authenticated by AAA server
<serverIP> (Username: <username>)
telnet
1.00.01
Warning
Login failed through Telnet from <userlIP> due to AAA server timeout or
improper configuration (Username: <username>)
telnet
1.00.01
1.36 (SSH)
Informational

Successful login through SSH from <userlIP> authenticated by AAA server

<serverIP> (Username: <username>)

SSH

1.00.01

Warning

Login failed through SSH from <userlIP> authenticated by AAA server
<serverIP> (Username: <username>)

SSH

1.00.01
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Warning

Login failed through SSH from <userlIP> due to AAA server timeout or

improper Configuration (Username: <username>)

SSH
1.00.01
1.37 ( )
Informational
Successful Enable Admin through Console authenticated by AAA local_enable
method (Username: <username>)
1.00.01
Warning
Enable Admin failed through Console authenticated by AAA local_enable
method (Username: <username>)
1.00.01
1.38 (HTTP)
Informational

Successful Enable Admin through Web from <userlIP> authenticated by AAA

local_enable method (Username: <username>)

HTTP

1.00.01
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Warning

Enable Admin failed through Web from <userIP> authenticated by AAA
local_enable method (Username: <username>)

HTTP
1.00.01
1.39 (SSL)
Informational
Successful Enable Admin through Web(SSL) from <userIP> authenticated by
AAA local _enable method (Username: <username>)
SSL
1.00.01
Warning
Enable Admin failed through Web(SSL) from <userIP> authenticated by AAA
local_enable method (Username: <username>)
SSL
1.00.01
1.40 (telnet)
Informational

Successful Enable Admin through Telnet from <userIP> authenticated by AAA
local_enable method (Username: <username>)

telnet

1.00.01

Warning

Enable Admin failed through Telnet from <userlIP> authenticated by AAA
local _enable method (Username: <username>)

telnet

1.00.01
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1.41 (SSH)
Informational
Successful Enable Admin through SSH from <userlIP> authenticated by AAA
local _enable method (Username: <username>)
SSH
1.00.01
Warning
Enable Admin failed through SSH from <userlIP> authenticated by AAA
local _enable method (Username: <username>)
SSH
1.00.01
1.42 ( )
Informational
Successful Enable Admin through Console authenticated by AAA none method
(Username: <username>)
1.00.01
1.43 (HTTP)
Informational
Successful Enable Admin through Web from <userlIP> authenticated by AAA
none method (Username: <username>)
HTTP
1.00.01
1.44 (SSL)
Informational

Successful Enable Admin through Web(SSL) from <user P> authenticated by

AAA none method (Username: <username>)

SSL

1.00.01
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1.45 (telnet)
Informational
Successful Enable Admin through Telnet from <userIP> authenticated by AAA
none method (Username: <username>)
telnet
1.00.01
1.46 (SSH)
Informational
Successful Enable Admin through SSH from <userlIP> authenticated by AAA
none method (Username: <username>)
SSH
1.00.01
1.47 ( )
Informational

Successftul Enable Admin through Console authenticated by AAA server

<serverIP> (Username: <username>)

1.00.01

Warning

Enable Admin failed through Console authenticated by AAA server

<serverIP> (Username: <username>)

1.00.01
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Warning

Enable Admin failed through Console due to AAA server timeout or improper

configuration (Username: <username>)

1.00.01
1.48 (HTTP)
Informational
Successful Enable Admin through Web from <userlIP> authenticated by AAA
server <serverlIP> (Username: <username>)
HTTP
1.00.01
Warning
Enable Admin failed through Web from <userlIP> authenticated by AAA server
<serverIP> (Username: <username>)
HTTP
1.00.01
1.49 (SSL)
Informational

Successful Enable Admin through Web(SSL) from <user P> authenticated by
AAA server <serverlIP> (Username: <username>)

SSL

1.00.01
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Warning

Enable Admin failed through Web(SSL) from <userIP> authenticated by AAA

server <serverlIP> (Username: <username>)

SSL

1.00.01

Warning

Enable Admin failed through Web(SSL) from <userIP> due to AAA server time

out or improper configuration (Username: <username>)

SSL

1.03.00

1.50

(telnet)

Informational

Successful Enable Admin through Telnet from <userIP> authenticated by AAA

server <serverlIP> (Username: <username>)

telnet

1.00.01

Warning

Enable Admin failed through Telnet from <userlIP> authenticated by AAA

server <serverlIP> (Username: <username>)

telnet

1.00.01

Warning

Enable Admin failed through Telnet from <userIP> due to AAA server timeout

or improper configuration (Username: <username>)

telnet

1.00.01
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1.51 (SSH)
Informational
Successful Enable Admin through SSH from <userlIP> authenticated by AAA
server <serverlIP> (Username: <username>)
SSH
1.00.01
Warning
Enable Admin failed through SSH from <user P> authenticated by AAA server
<serverIP> (Username: <username>)
SSH
1.00.01
Warning
Enable Admin failed through SSH from <userIP> due to AAA server timeout
or improper configuration (Username: <username>)
SSH
1.00.01
1.52
Warning

AAA server <serverlIP> (Protocol: <protocolname>) response is wrong

1.00.01

Informational

AAA doesn"t support this functionality.

1.00.01
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Warning

AAA server <serverlIP> (Protocol: <protocol>) connection failed

1.00.01

1.53IP

Informational

Management IP address was changed into <ipAddr> by (Username: <username>,
IP:<ipaddr>)

1P

1.00.01

Informational

Management IP address was changed into <ipAddr> by console (Username:

<username>)

1P

1.00.01

1.54

Informational

User <username> Password was changed by (Username: <username>,
IP:<ipaddr>)

1.00.01

Informational

User <username> Password was changed by console (Username: <username>)

1.00.01

29/47




1.55

traffic control

Warning

Port <portNum> Broadcast storm is occurring

1.00.01

Informational

Port <portNum> Broadcast storm has cleared

1.00.01

1.56

traffic control

Warning

Port <portNum> Multicast storm is occurring

1.00.01

Informational

Port <portNum> Multicast storm has cleared

1.00.01

1.57

traffic control

Warning

Port <portNum> is currently shutdown due to a packet storm

1.00.01

Informational

Port <portNum> recover from shutdown state

1.00.01
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1.58 MAC

Informational

MAC-based Access Control host login successful (MAC: <macaddr>, port:
<portNum>, VID: <vid>)

1.00.01

Informational

MAC-based Access Control host aged out (MAC: <macaddr>, port: <portNum>,
VID: <vid>)

1.00.01

Critical

MAC-based Access Control unauthenticated host(MAC: <macaddr>, Port
<portNum>, VID: <vid>)

1.00.01

Warning

MAC-based Access Control failover mechanism is triggered.

Radius MAC

failover

1.03.00
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1.59 Web

Informational

Web Authentication successful user (Username: <string>, IP: <ipaddr>,

MAC: <macaddr>, Port: <portNum>)

1.03.00

Warning

Web Authentication unauthenticated user (Username: <string>, IP:
<ipaddr>, MAC: <macaddr>, Port: <portNum>)

1.03.00

Warning

Web Authentication enters stop learning state.

1.00.01

Warning

Web Authentication recovers from stop learning state.

1.00.01

Informational

Web Authentication logout user (Username: <string>, IP: <ipaddr>, MAC:

<macaddr>, Port: <portNum>)

1.03.00

Informational

Web Authentication aging timeout user (Username: <string>, IP: <ipaddr>,

MAC: <macaddr>, Port: <portNum>)

1.03.00
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1.60 802.1X

Informational

Radius server <serverlIP> assigned VID: <vid> to Port <portNum> (Account:

<user_account>)

Radius VLAN 1D

1.00.01

Informational

802.1x Authentication success from (Username: <string>, Port <portNum>,
MAC: <macaddr>)

1.00.01

Warning

802.1x Authentication failure from (Username: <string>, Port <portNum>,
MAC: <macaddr>)

1.00.01

Warning

802.1x Authentication failure for the radius server <server_ip> timeout

from (Username: <user_account>, Port <portNum>, MAC: <macaddr>)

Radius

1.00.01
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Warning

802.1x Authentication failure for the 802.1X client session timeout from

(Username: <user_account>, Port <portNum>, MAC: <macaddr>)

1.00.01

Informational

802.1x logout success from (Username: <string>, Port <portNum>, MAC:

<macaddr>)

1.03.00

1.61

Informational

Configuration Testing Protocol detects a loop in port <portNum>

1.00.01

Informational

Port <portNum> recovers from Loopback Detection err-disabled state

automatically

err-disabled

1.01.00

Informational

Port <portNum> recovers from Loopback Detection err-disabled state

manually

err-disabled

1.01.00
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1.62 SFP

Informational

Port <portNum> SFP has been removed

SFP

1.00.01

Informational

Port <portNum> 1000BASE-SX SFP has been inserted

1000BASE-SX SFP

1.00.01

Informational

Port <portNum> 1000BASE-LX SFP has been inserted

1000BASE-LX SFP

1.00.01

Informational

Port <portNum> 100BASE-FX SFP has been inserted

100BASE-FX SFP

1.00.01
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1.63 BPDU

Informational

Port <port> enter BPDU Guard err-disabled state (mode: shutdown).

BPDU err-disabled

1.01.00

Informational

Port <port> recover from BPDU Guard err-disabled state automatically.

err-disabled

1.01.00

Informational

Port <port> recover from BPDU Guard err-disabled state manually.

err-disabled

1.01.00

1.64 POE

Critical

PoE module starts supplying power on port <portNum>

<portNum> PoE
(ApresiaLightGM110GT-PoE/GM124GT-PoE )
1.04.00

Critical

PoE module stops supplying power on port <portNum>

<portNum> PoE
(ApresialLightGM110GT-PoE/GM124GT-PoE )
1.04.00

Critical

Port <portNum>: Other Fault. Power Denied.

<portNum> PoE
(ApresiaLightGM110GT-PoE/GM124GT-PoE )
1.04.00
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1.65 CPU DRAM

Warning

CPU utilization enters OVERLOADING status.

CPU

1.03.00

Informational

CPU utilization enters NORMAL status.

CPU

1.03.00

Warning

DRAM utilization enters OVERLOADING status.

DRAM

1.03.00

Informational

DRAM utilization enters NORMAL status.

DRAM

1.03.00

1.66

Informational

Command "<string>" was executed successfully(Username:<username>).

string CLI

1.03.00

Informational

Command "<string>" was executed unsuccessfully!(Username:<username>).

string CLI

1.03.00
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1.67

Critical

Fan <fanNum>: Stopped.

<fanNum>
(ApresialLightGM110GT-PoE/GM124GT-PoE

show environment

1.04.00

Critical

Fan <fanNum>: Speed low.

<fanNum>
(ApresiaLightGM110GT-PoE/GM124GT-PoE
show environment

1.04.00

Informational

Fan <fanNum>: Recovered.

<fanNum>
(ApresialLightGM110GT-PoE/GM124GT-PoE

1.04.00

1.68

Critical

System temperature is higher than threshold.

® )
(ApresiaLightGM110GT-PoE/GM124GT-PoE
show environment

1.04.00

Informational

System temperature recovered to normal.

(ApresialLightGM110GT-PoE/GM124GT-PoE

1.04.00
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1.69 SFP

Warning

SFP Port <portnum> Iink down (RX Power: <rx power> dBm, TX Power <tx power>
dBm).

SFP

1.04.00

1.70 Link Error

Critical

Port <portnum> link up, Link Error.

Link Error

1.06.00

Critical

Un-recovered link error occurs on port <portNum>.

Link Error

1.06.00

Critical

More than 2 ports occur un-recovered link error, and reboot the system.

2 Link Error

Auto_recovery_mode enable

1.06.00
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1.71

Warning

Link aggregation Port <portNum> does not receive LACPDU normally.

LACP LAG <portNum> LACPDU
1.07.00
Informational

Link aggregation Port <portNum> recovers from LACPDU receiving abnormally

state.

LACP LAG <portNum>  LACPDU

1.07.00

Warning

Link aggregation Port <portNum> links down.

LAG <portNum>

1.07.00

Informational

Link aggregation Port <portNum> links up.

LAG <portNum>

1.07.00

40/47




2.1

Trap oID
coldStart 1.3.6.1.6.3.1.1.5.1
warmStart 1.3.6.1.6.3.1.1.5.2
I inkDown 1.3.6.1.6.3.1.1.5.3 down
linkup 1.3.6.1.6.3.1.1.5.4 up
authenticationFail (1.3.6.1.6.3.1.1.5.5 SNMP
ure 5
newRoot 1.3.6.1.2.1.17.0.1
topologyChange 1.3.6.1.2.1.17.0.2

newRoot

risingAlarm 1.3.6.1.2.1.16.0.1 RMON MIB
fallingAlarm 1.3.6.1.2.1.16.0.2 RMON MIB
I1dpRemTablesChang [1.0.8802.1.1.2.0.0.1 |IldpStatsRemTableLastChangeTime
e

I ldpStatsRemTableLastChangeTime
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2.2

bpduGuardAttackDetected

SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.1.1.1
Variables sysDescr sysObjectlD bpduGuardTrapMode iflIndex
BPDU guard BPDU "Normal” "UnderAttack”
bpduGuardAttackRecovered
SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.1.1.2
Variables sysDescr sysObjectlD bpduGuardRecoveryType iflndex
BPDU guard BPDU "UnderAttack” "Normal”
loopDetected
SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.2.1.1
Variables sysDescr sysObjectID iflIndex
loop
loopRestart
SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.2.1.2
Variables sysDescr sysObjectlD loopdetectRecoveryType iflndex

Loop

broadcastStormOccurred

SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.3.1.1
Variables sysDescr sysObjectID iflIndex
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broadcastStormCleared

SnmpVersion v2c

SnmpTrapOID

1.3.6.1.4.1.278.102.1.3.1.2

Variables

sysDescr sysObjectID iflIndex

multicastStormOccurred

SnmpVersion v2c

SnmpTrapOID

1.3.6.1.4.1.278.102.1.3.1.3

Variables

sysDescr sysObjectID iflIndex

multicastStormCleared

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.3.1.4
Variables sysDescr sysObjectID ifIndex
stormPortShutdown

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.3.1.5
Variables sysDescr sysObjectID iflIndex

stormPortShutdownRecovered

SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.3.1.6
Variables sysDescr sysObjectID iflndex

cpuUtilizationStatusChange

SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.4.1.1
Variables

sysDescr sysObjectID cpuUtilizationNotifyCurrentStatus

CPU
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dramUtilizationStatusChange

SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.4.1.2
Variables sysDescr sysObjectID dramUtilizationNotifyCurrentStatus

DRAM

macAuthFailure

SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.5.1.1
Variables sysDescr sysObjectlD macAuthMAC, macAuthVID, iflIndex

MAC

webAuthFailure

SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.6.1.1
Variables sysDescr sysObjectID webAuthUsername, webAuthMAC, webAuthlIP
Web
webAuthStopLearning
SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.6.1.2
Variables sysDescr sysObjectlID
Web

webAuthRecoverLearning

SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.6.1.3
Variables sysDescr sysObjectlID
Web
dotlxAuthFailure
SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.7.1.1
Variables sysDescr sysObjectlD, dotlxUsername, dotlxMAC, iflndex
802.1x
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login

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.8.1.1

Variables sysDescr sysObjectlID, loginUsername, loginFrom, loginlP
loginFailed

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.8.1.2

Variables sysDescr sysObjectlD, loginUsername, loginFrom, loginlP
logout

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.8.1.3

Variables sysDescr sysObjectlD, loginUsername, loginFrom, loginlP
swFanRecover

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.9.1.0

Variables sysDescr sysObjectlD, swFanlD

swFanStop

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.9.1.1

Variables sysDescr sysObjectlD, swFanlD

swFanSpeedLow

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.9.1.2

Variables sysDescr sysObjectlID, swFanlD
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swTempRecover

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.10.1.0

Variables sysDescr sysObjectlD, swTemperatureCurrent

swTempHigh

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.10.1.1

Variables sysDescr sysObjectlD, swTemperatureCurrent

65 )

sfpLinkDown

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.11.1.1

Variables sysDescr sysObjectlID, sfpPortindex, sfpDiagRXPowerValid, sfpDiagRXPower,
stpDiagTXPowerValid, sfpDiagTXPower
SFP

linkErrorDetected

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.12.1.1

Variables sysDescr sysObjectlD, linkErrorPortlindex
Link Error

I inkAggRecvLACPDUAbnormal

SnmpVersion v2c
SnmpTrapOID 1.3.6.1.4.1.278.102.1.13.1.1
Variables sysDescr sysObjectlD, linkAggPortlndex

LACP LAG LACPDU

I inkAggRecoverFromAbnormal

SnmpVersion
SnmpTrapOID

Variables

v2c

1.3.6.1.4.1.278.102.1.13.1.2

sysDescr sysObjectlD, linkAggPortlindex
LACP LAG LACPDU
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1 inkAggPortLinksDown

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.13.1.3

Variables sysDescr sysObjectlD, linkAggPortlindex
LAG

I inkAggPortLinksUp

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.13.1.4

Variables sysDescr sysObjectlID, linkAggPortlndex
LAG
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