NPRESIN. —

APRESIA Systems Bk &4t



#il o - ROk B R

No.

F A H

2l

i

=

20204 1 H 28 H

- Verl.12 v 2 « b7 v 75xtI5—% (TD61-6842) X 0 FrHIERK

1/50




T U DIz
AREEHT ApresialightoM > U —Xdu Z « NJ v I —ElIcHOWTEH L= 0 TF,

A Eii F OpgFE— R

U =24 iL¥a A
Apresial.ightGM >V — X | ApresialightGM110GT-SS APLGM110GTSS
Apresial.ightGM118GT-SS APLGM118GTSS
Apresial.ightGM124GT-SS APLGM124GTSS
Apresial.ightGM110GT—PoE APLGM110GTPOE
Apresial.ightGM118GT—PoE APLGM118GTPOE
ApresialightGM124GT-PoE APLGM124GTPOE

COEEY VAL, FIICEHBREN TV AFENATDLSE &
EHERMR L 2WEEEXICET LI O THDLZ a2 RL, HAE
B4 HWNET,

0 version
‘) RFC

Apresia IX. APRESIA Systems RISt BERPHHE T,
Ethernet/Af —# 3 v ME, B LE€o v 7 AR SHOBEMHIE T,
ZOMT T R4, BITAEEORIES L < ITBERPEETT,

2/50



—_ e e e e e e e e ek ek e ek e e e e e e e e e e e e e e e e e e e e e e e

11

.13
.14
.15
. 16
.17
.18
.19
.20
.21
.22
.23
.24
.25
.26
.27
.28 F
. 29
.30 F
L3l &
.32
.33 F
.34
.35 F
. 36
.37

) 5
T Lo = 6
E A S = By AP 7
T R D T T R 8
B D T o T = R 8
2 D T 7 T = R e 9
R R U T T T o B 10
L N = B P 10
7T 0 R (T h) e 11
A L (HTTP) « o e e 11
277 7 K (Web =2 GULMHTTP) ) .ottt et et e e e e 11
L N (1 ) A 12
1= 7 NN €S ) 12
7 A L (Lelnet) oottt 12
7T 0 R (Eelnet) ..ottt e e 13
SNMP DFERIEZREI « o o e 13
ST e . o oottt 13
T A L (SSH) e 14
L 7 NN €1 £ 15
SSH N R o 15
AR U DB R, 15
B =TI VERRE T DR T A L (Tl ) ettt 16
2= VERFETD B T A L (HTTP) oottt e e e e 16

T —HVFBRETCD T 7 A 2 (SSL) ottt ettt e e e 16
2= VERFE T DB T A 2 (TelNet) oottt e e 17
T— I VERRE T DT 7 A 2 (SSH) vttt et e e 17
o A D G R 7 N G I PP 18
FRRE72 L TDBE T A L (HTTP) oottt e e e e e e e e et 18
FroT Tl D G = 7 (Rl (30 1 18
FOREZR LT B Z A L (Telnet) . v 18
FOREZR LD 7 A L (SSH) vttt 19
FREY — N lC K AFRRE OB T A (T ) e 19
TRE T — R = L AFRETOE T A L (UTTP) e e 19
FRRE— N = K DFRRETDE 7 A L (SSL) « et 20
TRE T — R —IZ L AFRETOE 7 A 2 (telnet) vt 21
FRRE — NI L DFBRETCTO I 7 A L (SSH) oo 21
0 — I VERFRIC LA B HEHERA~DBIT (T —IL) 22

3/50



1.38 B — W NFBREC KD BEHEEMER~DOBITHTTP) .. e 22
1.39 B — I NFBGEC K DB HEEEMEIR~DREIT (SSL) « o 23
1.40 T — W VEREERIZ X A B FE MR ~DIEAT (telnet) .ot 23
1.41 2 — O NGRGREC K DB EREHERR ~DAT(SSH) « oo 24
1. 42 FERER L COBEEMEIR~DRBIT (T2 b)) e 24
1. 43 FRFEA L COBHEHEIRA~DIBIT HTTP) .« oot 24
1. 44 FBFEZR L COBBREHEIR~DBAT (SSL) .« oot 24
1. 45 FBFEZR L COEBEEHEIR~DBAT (telnet) .. ..ot e 25
1. 46 FEGE/R L COBEREHMEIR ~DREIT(SSH) oo e 25
147 FEREY — = K DFRE COBEBEMERA~OBAT (2 Y =)L) Lo 25
1.48 FBFE — N—IZ L HFEGE COEBEMER~OBITHTTP) oo 26
1.49 FBEE— N — I L DFGE COBEBREMERR~DOBAIT(SSL) oo 26
1. 50 FBREY— N—IZ K AFE8RE COEBEHER~DEAT (telnet) ..o 27
L.51 FRAEY — N—IC K DFEGE COBEELEMERA~DOBAIT(SSH) oo 28
L B R . 28
153 TP 7 R L R D e 29
LBA 7N R T = R D T et e 29
1.65 71— RF ¥ A FAF—2 (traffic control) ...t 30
1.56 w/LFFx A MR F—2& (traffic control) ...t 30
1.57 R—h v v bH T2 (traffic control) ...ttt 30
1. 58 MAC «*—x?ytxﬁ%ﬁﬂ ........................................................... 31
159 Web BB © oottt 32
160 802, 1X ZBRIE .ottt et e e e 34
LB = e . o 35
L B2 SEP A o 36
1. 63 BPDU 7 R RE ..ot e 37
L. B4 POE BEAE . . 37
1.65 CPU « DRAM A <& UMb B 2R b e . o 38
1. 66 T~ R TR . 39
1.67 SFP AR — R U o R L oo 40
1.68 Link Error BRI .ottt e e e 40
L. B8O 7 7 L T . 41
L 70 T B R T . 41
L7L U T U= a U 42
1. 72 DHCP Snooping BEHE ... .t 43

N T o T B 44
2 L B N T o 7 44
2.2 N U DT T 45

4/50



1.1

L~y Critical
v J KR System cold start
GGl e ERBEA SN 2R LET,

KN—T m

1.00. 01 LAF%

L~ Critical
=RZE - System warm start
A g T — hEB L2 AR LET,

1.06.00 IO NN—2 g 10, U7 — FNEROFHRZEBMLE L1,

i{l‘ 1|:‘\/§‘—:\/¢ a

1.00. 01 LAR%

L~ Critical
o 7R System warm start (CONSOLE)
B! =DM TN Y 7 — MEF L2 EERLET,

Kt/ N— 3

1. 06. 00 LAF%

L~ Critical
0 7 EIR System warm start (WEB)
it B Web A X —7 2 —ANLDOMS THERNY 7 — MEBIL7-Z L 2R LET,

X/ N— g v

1. 06. 00 LLRE

L~y Critical
o 7R System warm start (TELNET)
B telnet R OMAT THEENY 7 — MEBI L2 Z 2R LET,

X/ N— g v

1. 06. 00 LLFE

L~y Critical
v J KR System warm start (SNMP)
Bl SNMP 72 &5 DA Chas N ) 7 — MEB) L7 Z L 2R LET,

Kt/ N— 3

1. 06. 00 LAF%
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L~y Critical
0 7R System warm start (CPU EXEPTION)
it B CPU BB CTHEZS N Y 7 — MEBEN L7 Z E2n L E T,

show tech-support =~ N Cu 7%, AR — MEOFETBHAE TV,

K S— Y a

1. 06. 00 LAF%

L~ Critical
o 7 HFKoR System restart
B! V7 RN =T OEIBAIE TN 7 — L Z 2R LET,

P OBRBZOFEENZ LY, v 7B H I G65a08H0 £, )
show tech-support =~ RCr ZHR%E, AR — FEOETEMAE TSIV,

XIe/N— g v

1. 06. 00 LLRE

1.2

L~ Informational

=8/ -7 Configuration saved to flash (Username: <username>, IP: <{ipaddr>)
B! REBRERGF LI EERLET,

TS — Y a

1.00. 01 LAF%

L~ Informational
o 7R Configuration saved to flash by console (Username: <username))
)| ALY ANOREFRERGFELIZZ AR LET,

X/ N— g v

1.00. 01 LARE

L~ Informational
=8/ -7 System log saved to flash (Username: <username>, IP: <ipaddr>)
B! 0y ERGF LI EERLET,

S = a

1.00. 01 LAF%

L~ Informational
o 7R System log saved to flash by console (Username: <username))
Bl ayV—=nAhbu P ERFELIEZ AR LET,

i‘j‘ 1|:‘\/§‘—:\/¢ a

1.00. 01 LARE
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L~ Informational
=8/~ Configuration and log saved to flash (Username: <username>, IP: <ipaddr>)
B! REERE TR F LIt 2R LET,

K/ 3N— 3

1.00. 01 LAF%

L~ Informational
=ERZE - Configuration and log saved to flash by console (Username: <{username))
B AV DL EBRE VARG LI EERLET,

X/ N— g v

1.00. 01 LARE

L~ Warning

=R N The runtime image (<image>) loaded is not the original boot-up image
(<image>) configured.

B! L) ST FATA A= File WIEL K GEARD RN Z LR LET,

K N— 3

1.00. 01 LAF%

1.3
L~ Informational
o 7R Firmware upgraded successfully (Username: <username>, IP: <ipaddr>)
B N—=Da T IR Lz L 2R LET,

X/ N— g v

1.00. 01 LARE

L~ Informational
0 7 EIR Firmware upgraded by console successfully (Username: <username))
2t B A= ML FEITLTC, N—=Va Ty IR Lt ERLET,

K N—= 3

1.00. 01 LAF%

L~y Warning
o 7R Firmware upgrade was unsuccessful! (Username: <username>, IP: <ipaddr>)
B N=Ta T TR EERLET,

X/ N— g v

1.00. 01 LARE

L~ Warning
o 7R Firmware upgrade by console was unsuccessful! (Username: <username)>)
B! A= ANEFEITLTC, XR=Var Ty Nl 2 RUET,

K N—= 3

1.00. 01 LAF%
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1.4

L~y Informational

=8/ -7 Configuration successfully downloaded (Username: <username>, IP:
{ipaddr>)

Wt REFROL T m— RBREH L2 & E2RLET,

X/ N— g v

1.00. 01 LARE

L~ Informational
7 KoK Configuration successfully by console downloaded (Username: <username>)
EAE! A= ANBIATLTC, REFHROX 7 rm— KB LIZZ 2R L E

B

K/ 3N— 3 v

1.00. 01 LAF%

L~ Warning

v J KR Configuration download was unsuccessful! (Username: <username>, IP:
{ipaddr>)

B! REHHROL T rm— RPN LI-Z 2R LET,

TS — Y a

1.00. 01 LAF%

L~ Warning

o 7R Configuration download by console was unsuccessful! (Username:
{username>)

i A= APLIATLT, RERHROF T rn— BRI LI 2R LE

B

X/ N— g v

1.00. 01 LARE

1.5
L~ Informational
=8/~ Configuration successfully uploaded (Username: <username>, IP: <ipaddr>)
Bl REBRDOT v 7T — RBRRIILI-Z L2 RLET,

"G A== v

1.00. 01 LARE
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L~ Informational
=8/~ Configuration successfully by console uploaded (Username: <username))
Bl Y= APBFEITLT, HEFHROT v 7Fe— RPN LEZ 2R LE

‘a—o

K/ 3N— 3

1.00. 01 LAF%

L~ Warning

7R Configuration upload was unsuccessful! (Username: <username>, IP:
<ipaddr>)

B WREFHRDT v 7 a— RINKIL72Z L a2RLET,

KR N— g

1.00. 01 LARE

L~ Warning
=ERZE N Configuration upload by console was unsuccessful! (Username: <username>)
B! ALY =AML FETLT, REHROT v 7o — KRR L ERLE

‘a—o

K N— 3

1.00. 01 LAF%

1.6
L~ Informational
=ERZE - Log message successfully uploaded (Username: <username>, IP: <ipaddr>)
B 0707y 7a— RN Lz ERLET,

X/ N— g v

1.00. 01 LARE

L~ Informational
o 7 FER Log message successfully by console uploaded (Username: <username>)
B ALY AMBEITLT, B D7 v Fa— RPN LI EE2RLET,

S = a

1.00. 01 LAF%

L~ Warning
=ERZE N Log message upload was unsuccessful! (Username: <username>, IP: <ipaddr>)
B! ayD7 v7a— KPNRILIZZ L2 R LET,

X/ N— g v

1.00. 01 LARE
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L~

Warning

=8/~

Log message upload by console was unsuccessful! (Username: <username)

B!

A= INBLFEITLTC, a7 v 7a— KRR L2 EE2RLET,

Kt/ N— 3

1.00. 01 LAF%

1.7

L~ Informational

=R -0 Port <portNum> link up, <link state>
B! R—=INV oI T7 v L2t ERLET,

KN—T m

1.00. 01 LAF%

L~ Informational
o 7 FER Port <portNum> link down
B R—= IRV F L2 bR LET,

*tho/N— 3 v

1.00. 01 LAF%

1.8 ( )

L~ Informational

=8/ -7 Successful login through Console (Username: <username))
B! ayV—=num A PR EERLET,

Kt/ N— 3

1.00. 01 LAF%

L~ Warning
=8/~ Login failed through Console (Username: <username))
Bl ary—nua A URNRRLEZ EERLET,

K/ N— a3

1.00. 01 LLFE
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1.9 ( )
L~ Informational
=8/ -7 Logout through Console (Username: <username>)
B! ayY—=nAhbua TNl ERLET,

XIn/N— g v

1.00. 01 LARE

L~ Informational
7 KoK Console session timed out (Username: <username))
B! A=y alrnNEALTTRLT, BT YN LEEZ EERLET,

i S— Y a

1.00. 01 LAF%

1.10 (HTTP)

L~ Informational

o 7R Successful login through Web (Username: <username>, IP: <ipaddr>)
Bl HITP & 7' A U R L= Z & &R LET,

X/ N— g v

1.00. 01 LARE

L~ Warning
=8/ -7 Login failed through Web (Username: <username>, IP: <ipaddr>)
B! HITP v 7 A U BNRIR LT Z L &R LET,

K N—= 3

1.00. 01 LAF%

1.11 (Web GUI(HTTP))
L~ Informational
=ERZE N Logout through Web (Username: <username>, IP: <ipaddr>)
i AA HITP Cu s/ 7o hLizZtERLET,

K/ N— a3

1.00. 01 LARE

L~ Informational
v 7FER Web session timed out (Username: <username>, IP: <ipaddr>)
B! HITP By a v MFA LT RNLT, a7 U LicZl EERLET,

K S— Y a

1.00. 01 LAF%
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1.12 (SSL)

L~ Informational
0 7 EIR Successful login through Web (SSL) (Username: <username>, IP: <ipaddr>)
B SSLe 7 A R L2 L AR LET,

Kt N— 3 v

1.00.01 DLF%

L~ Warning
o 7R Login failed through Web (SSL) (Username: <username>, IP: <ipaddr>)
Bl SSLa 7 A4 UKL= EERLET,

K N— 3 v

1.00. 01 LAF%

1.13 (SSL)
L~y Informational
o JFHR Logout through Web (SSL) (Username: <username>, IP: <ipaddr>)

Wi

SSLTuaZ 7o L2 EERLET,

"G A= = v

1.00.01 LLF%

L~ Informational
=8/ -7 Web (SSL) session timed out (Username: <username>, IP: <ipaddr>)
B! SSLEYy > avmEA LT RLT, a7 ULl EERLET,

K N— 3 v

1.00. 01 LAF%

1.14 (telnet)
L~ Informational
o 7R Successful login through Telnet (Username: <username>, IP: <ipaddr))

Wi

telnet 27 A UMK L2 L &R LET,

Kt N— 3 v

1.00.01 LLF%

L~ Warning
=8/~ Login failed through Telnet (Username: <username>, IP: <ipaddr>)
B telnet B 7 A UM RIAL72Z L 2R LET,

K N— 3 v

1.00. 01 LAF%

12/50




1.15 (telnet)
L~ Informational
=8/ -7 Logout through Telnet (Username: <username>, IP: <ipaddr>)
B telnet TR/ 7 U MLTEZ EERLET,

Kt N— 3 v

1.00.01 DLF%

L~ Informational
o 7R Telnet session timed out (Username: <username>, IP: <ipaddr>)
Bt telnet EyvalBEA LT T RLT, B 7 L2 EERLET,

i S— Y a

1.00. 01 LAF%

1.16 SNMP

L~ Warning

0 J RN SNMP request received from <ipAddress> with invalid community string!
B! SN\MP U 7 = A MZBWT, AERaIa=T 4 AZEHLTT 78X 7D

NizZ &R LET,

Kt N— 3 v

1.00.01 LLF%

1.17 STP
L~ Informational
v 7 FEoR Topology changed (Instance:<InstancelD> port<portNum>)
] STPHEEEICI VW TC AN= 7Y ) —D hARa =R L 2R LET,

"G A= = v

1.00.01 DLF%

L~y Informational
=ERZE N [CIST | CIST Regional | MSTI Regional] New Root bridge

selected( [Instance: <InstancelD> JMAC: <macaddr> Priority :<value>)
GiUs! STPBEEEICISWN T, HTLWL— b7 ) v UNBHENEZ L 2R LET,

Kt N— 3 v

1.00.01 DLF%E
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L~ Informational
0 7oK Spanning Tree Protocol is enabled
i B STP MSREMN BN I o7 2 L R LE T,

KN—Tm

1.00. 01 LAF%

L~ Informational
7R Spanning Tree Protocol is disabled
Bl STP MEREN TN Z 72 o T2 2 L R LE T,

i‘j‘ 1|:‘\/§‘—:\/¢ a

1.00. 01 LARE

L~ Informational
7R Port <portNum> STP root restriction is enabled
B! N— R —FOHIBREEMNI L=t E2RLET,

KN—T m

1.00. 01 LAF%

L~ Informational
0 7 EIR Port <portNum> STP root restriction is disabled
B! N— A= FOHIREED L 2Rm L ET,

X/ N— g v

1.00. 01 LARE

1.18 (SSH)
L~ Informational
=8/ -7 Successful login through SSH (Username: <username>, IP: <ipaddr>)

B!

SSHa 7' A4 Uk L2 & 2R LET,

*tho/N— 3 v

1.00. 01 LAF%

L~ Warning
=ERZE - Login failed through SSH (Username: <username>, IP: <ipaddr>)
B! SSHr 7 A VBRI L2 L &R LET,

X/ N— g v

1.00. 01 LARE
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1.19 (SSH)
L~ Informational
0 7 EIR Logout through SSH (Username: <username>, IP: <ipaddr>)
B! SSHTrZ7U NLIZEERLET,

K/ N— =3

1.00. 01 LARE

L~y Informational
=R N SSH session timed out (Username: <username>, IP: <{ipaddr>)
i SSHEwv v a v BFA LT RLT, BT ML EERLET,

K N— 3

1.00. 01 LAF%

1.20 SSH
L~y Informational
7 Ko SSH server is enabled
EAE! SSH r— N—HEBEN N R oo 2 BR LET,

X/ N— g v

1.00. 01 LARE

L~y Informational
0 7R SSH server is disabled
B! SSH Hr— N"—HEREN N R o2 Z L 2R LET,

K N—= 3

1.00. 01 LAF%

1.21
L~ Informational
=ERZE N Authentication Policy is enabled (Module: AAA)
B FRRER Y U —MMEM o R LET,

K/ N— a3 v

1.00. 01 LARE

L~ Informational
=8/~ Authentication Policy is disabled (Module: AAA)
] FWAEAR Y =R ol Z R LET,

K S— Y a

1.00. 01 LAF%
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1.22 ( )
L~ Informational
o 7 FER Successful login through Console authenticated by AAA local method
(Username: <username))
B 0—HNVEREL, 2 Y —nal A Rl EERLET,

X/ N— g v

1.00. 01 LARE

L~ Warning

BRI Login failed through Console authenticated by AAA local method (Username:
{username>)

Wi B—AVRFEL, AV —Am A UNKRILTIEZ LB R LET,

K/ 3N— 3 v

1.00. 01 LAF%

1.23 (HTTP)
L~ Informational
7 RKoR Successful login through Web from <userIP> authenticated by AAA local
method (Username: <username))
Bl o —HVFRFE L, HITP 2 7' A U BRI L2 2 & 2R L E7,

"G A= = v

1.00. 01 LARE

L~ Warning

=8/ -7 Login failed through Web from <userIP> authenticated by AAA local method
(Username: <username>)

A R—HAGRRFEL, HITP v 7 A UM RE L7 Z L AR LET,

K N—= 3

1.00. 01 LAF%

1.24 (SSL)
L~y Informational
7 RKoR Successful login through Web (SSL) from <userIP> authenticated by AAA
local method (Username: <username>)
i 2—ANRGEL, SSLe A U LT EERLET,
X N— 3 1.00. 01 LARE
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L~

Warning

0 7R Login failed through Web (SSL) from <userIP> authenticated by AAA local
method (Username: <username>)
S| n—AVEEREL, SSL e A UKLt R LET,

K/ 3N— 3

1.00. 01 LAF%

1.25 (telnet)
L~ Informational
0 J RN Successful login through Telnet from <userIP> authenticated by AAA local
method (Username: <username))
i AA 72— B VEREE L, telnet B A UK LT Z AR LET,

K N—= 3

1.00. 01 LAF%

L~ Warning

=RZ4E TN Login failed through Telnet from <userIP> authenticated by AAA local
method (Username: <username>)

Wt B—HVGRAEL ., telnet B /A UMRIALIZZ L AR L ET,

K/ 3N— 3

1.00. 01 LAF%

1.26 (SSH)
L~ Informational
o 7 FR Successful login through SSH from <userIP> authenticated by AAA local
method (Username: <username))
B 0—ANAGRREL, SSHue 7 A U LizZ 2R LET,

K N—= 3

1.00. 01 LAF%

L~ Warning

=8/~ Login failed through SSH from <userIP> authenticated by AAA local method
(Username: <username))

Gk = VRGEL, SSHRr 7 A UKLz Z LB R LET,

K/ N— a3

1.00. 01 LARE
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1.27 ( )

L~ Informational

=8/ -7 Successful login through Console authenticated by AAA none method
(Username: <username))

B RAEZR LT, avyY—nra A PR LIz L a2 R LET,

X/ N— g v

1.00. 01 LARE

1.28 (HTTP)
L~ Informational
o 7 FR Successful login through Web from <userIP> authenticated by AAA none
method (Username: <username))
B! REER LT, HITP v /A U BRI L= Z L &R LET,

K S— Y a

1.00. 01 LAF%

1.29 (SSL)
L~ Informational
0 J RN Successful login through Web (SSL) from <userIP> authenticated by AAA none
method (Username: <username))
Bl PREZR LT, SSLue /A VB L2 B R L E T,

S = a

1.00. 01 LAF%

1.30 (telnet)
L~ Informational
7R Successful login through Telnet from <userIP> authenticated by AAA none
method (Username: <username))
Bl FREZR LT, telnet B /A UREHLIZZ L 2R LET,

XIe/N— g v

1.00. 01 LARE
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1.31 (SSH)
L~y Informational
=RZ4E TN Successful login through SSH from <userIP> authenticated by AAA none
method (Username: <username>)
B FRRE/R LT, SSHE A U BI L2 & &R LET,

X/ N— g v

1.00. 01 LARE

1.32 ( )
L~ Informational
v J KR Successful login through Console authenticated by AAA server <serverIP>
(Username: <username))
] PBRE— =T L DRET, v Y=l A Rl LizZ 2R LET,

K S— Y a

1.00. 01 LAF%

L~ Warning

=RZE - Login failed through Console authenticated by AAA server <serverIP>
(Username: <username>)

i ROREY— N—C K DFFET, ar Y —nu A Nkl 2R LET,

X/ N— g v

1.00. 01 LARE

L~ Warning

[=RZE TN Login failed through Console due to AAA server timeout or improper
configuration (Username:<username>)

Wt RE— N—DFRIAENZ A LT U FLTo, b LUTREDFIE - TVND %A, =

Y= na AR L EERLET,

K S— Y a

1.00. 01 LAF%

1.33 (HTTP)
L~ Informational
0 J RN Successful login through Web from <userIP> authenticated by AAA server
<(serverIP> (Username: <username>)
B PRAEY— N K AREET, HITP 2 /A ULz & 2n LET,

X/ N— g v

1.00. 01 LARE
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L~

Warning

=8/~ Login failed through Web from <userIP> authenticated by AAA server
<{serverIP> (Username: <username))
it REEY— N —Z X DFEET, HITP 2 /A U L= L 2R LET,

K/ 3N— 3

1.00. 01 LAF%

L~ Warning

7R Login failed through Web from <userIP> due to AAA server timeout or
improper configuration (Username:<username>)

i AE —N—DRFENZ A LT 7 M Lo, b LIIREDHIESTND %,

HITP & 7' A U3 L= Z &R LT,

K/ N— a3

1.00. 01 LARE

1.34 (SSL)
L~ Informational
u 7FER Successful login through Web(SSL) from <userIP> authenticated by AAA
server <serverIP> (Username: <username))
] AP — N —C L AZEET, SSLue /A vk L2 2R LET,

K/ 3N— 3

1.00. 01 LAF%

L~ Warning

=ERZE N Login failed through Web(SSL) from <userIP> authenticated by AAA server
{serverIP> (Username: <username>)

i FOREY— N —C K DFFET, SSLe /A Rl 2R LET,

K/ N— a3

1.00. 01 LARE

L~ Warning

0 7 EIR Login failed through Web (SSL) from <userIP> due to AAA server timeout
or improper configulation (Username: <username)>)

B! FREY— _R—DFFENZ A L7 7 F L7, b L IERENMIE > TV 52, SSL

oOJ A4 UNKRILI-Z E AR LET,

K N— 3

1.03. 00 LAF%
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1.35 (telnet)

L~ Informational

v J KR Successful login through Telnet from <userIP> authenticated by AAA server
<{serverIP> (Username: <username))

B! FRFFE— N —Z L DFRFE T, telnet /A U LT=Z L 2R LFET,

X/ N— g v

1.00. 01 LARE

L~ Warning

7 KoK Login failed through Telnet from <userIP> authenticated by AAA server
<serverIP> (Username: <username>)

i FOREY— R —IZ L AFEAET, telnet =7 A UK LIZZ EARLET,

K N—= 3

1.00. 01 LAF%

L~ Warning

=8/ -7 Login failed through Telnet from <userIP> due to AAA server timeout or
improper configuration (Username: <username))

Wt PRE — R —DBFENZ A LT 7 F LT, b LIIREDFIESTND A,

telnet 27 A UK LI-Z L AR LET,

K/ 3N— 3

1.00. 01 LAF%

1.36 (SSH)

L~ Informational

v J KR Successful login through SSH from <userIP> authenticated by AAA server
<{serverIP> (Username: <username))

B! RAEY— N —Z X DFIET, SSHu VA U R L2 L &R LET,

K S— Y a

1.00. 01 LAF%

L~ Warning

=8/~ Login failed through SSH from <userIP> authenticated by AAA server
<{serverIP> (Username: <username))

i FOREY— =T K DFFET, SSHe A U RLTcZ 2R LET,

X/ N— g v

1.00. 01 LARE

21/50




L~

Warning

=8/~ Login failed through SSH from <userIP> due to AAA server timeout or
improper Configuration (Username: <username))
Bl PBRE— N—DFRFEN Z A L7 7 L7, b LT EDHE > T\ 54, SSH

oOJ A UNKRILI-Z E AR LET,

S — Y a

1.00. 01 LAF%

1.37 ( )
L~ Informational
0 J RN Successful Enable Admin through Console authenticated by AAA local_enable
method (Username: <username>)
B 02— VEREIZ L 5T, a2y Y — LV TCOEBEHROBITHRRI LT Z & 2R

L/i—a—o

Kt/ S— 3

1.00. 01 LAF%

L~ Warning

=8/ -7 Enable Admin failed through Console authenticated by AAA local_enable
method (Username: <username>)

Wt H—HVGEREIC & - T, a s Y = LV TOFEBEHROBATN R LIZZ L 2R

LET,

K N— 3

1.00. 01 LAF%

1.38 (HTTP)
L~ Informational
o 7 FR Successful Enable Admin through Web from <userIP> authenticated by AAA
local_enable method (Username: <username))
B! 1 — I VERREIZ Lo T, HITP TOEBEHEROBITRRINI LI 2R L E

‘a—o

Kt/ S— 3

1.00. 01 LAF%
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L~

Warning

0 7oK Enable Admin failed through Web from <userIP> authenticated by AAA
local _enable method (Username: <username))
B 1 — I VERREIZ Lo T, HITP TOEBEHEROBITNRM L2 2R L E

‘a—o

K N—= 3

1.00. 01 LAF%

1.39 (SSL)
L~ Informational
0 J RN Successful Enable Admin through Web(SSL) from <userIP> authenticated by
AAA local_enable method (Username: <username))
B 12— VERREIZ L o T SSL COEBEMEROBITVRRN LI Z L 2R LET,

K/ N— 3

1.00. 01 LAF%

L~ Warning

a7 KoK Enable Admin failed through Web(SSL) from <userIP> authenticated by AAA
local_enable method (Username: <username))

Wi B — D VRRAEIC & o T SSL COEHEAMHROBITNRIA LI Z L 2R LE T,

TS — Y a

1.00. 01 LAF%

1.40 (telnet)
L~ Informational
o 7 FR Successful Enable Admin through Telnet from <userIP)> authenticated by AAA
local_enable method (Username: <username))
] 1 — I VERREIZ Lo T, telnet TOEEEHEROBITHRRIA LI L &L

i‘a—o

K N— 3

1.00. 01 LAF%

L~ Warning

[=RZ4E TN Enable Admin failed through Telnet from <userIP> authenticated by AAA
local _enable method (Username: <username))

i 72— VEBREIZ £ o T, telnet TOEEHEMROBATHRMLIZZ L 2R L

i—a—o

X N— g v

1.00. 01 LARE
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1.41 (SSH)
L~ Informational
=8/ -7 Successful Enable Admin through SSH from <userIP> authenticated by AAA
local_enable method (Username: <username))
B 12— HVRBREIZ & > T SSH COFEELEMEROBITRRPI LIz Z L 2R LET,

"G 8= = v

1.00.01 DLF%

L~ Warning

=R N Enable Admin failed through SSH from <userIP> authenticated by AAA
local_enable method (Username: <username>)

Wt 1 — A VEBREIZ & o T SSH COEBEHROBITN R L2 Z L 2R LET,

K/ N—T 3

1.00. 01 LAF%

1.42 ( )
L~ Informational
0 J RN Successful Enable Admin through Console authenticated by AAA none method
(Username: <username>)
B! RRER LT, ay Y — LV TOEEEMHROBITNEN LT 2R LET,

"G A= = v

1.00.01 DLF%

1.43 (HTTP)
L~ Informational
v 7 FEoR Successful Enable Admin through Web from <userIP> authenticated by AAA
none method (Username: <username))
B! BRE7e LG, HITP COEHEEHEROBITNMN LizZ 2R L ET,

Kt N— 3 v

1.00.01 DLF%

1.44 (SSL)
L~ Informational
v 7FER Successful Enable Admin through Web(SSL) from <userIP> authenticated by
AAA none method (Username: <username)
B A2 LG, SSL COEHEMEROBITAR LIz t 2R L ET,

S — Y a

1.00. 01 LAF%
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1.45 (telnet)
L~ Informational
o 7 FER Successful Enable Admin through Telnet from <userIP)> authenticated by AAA
none method (Username: <username))
GG FOAEZ2 LT, telnet TOEBEMEROBITHPHRI LI Z 2R LET,

"G 8= = v

1.00. 01 LLFE

1.46 (SSH)
L~ Informational
=8/ -7 Successful Enable Admin through SSH from <userIP> authenticated by AAA
none method (Username: <username))
B! FBRE7Z2 LG, SSH COEHEMEROBITARI LIz L 2R LET,

Kt/ N— 3

1.00. 01 LAF%

1.47 ( )
L~ Informational
0 J RN Successful Enable Admin through Console authenticated by AAA server
<(serverIP> (Username: <username>)
B! FRREY— R —C L DFEAET, 22 Y — L COBEHEMHEROBITHRA LT Z &

ZRLET,

Kt/ N— g v

1.00. 01 LAF%

L~ Warning

[=RZE TN Enable Admin failed through Console authenticated by AAA server
<{serverIP> (Username: <username))

Wi RV — N —IZ L DRERET, 22 Y — L COEHEMEROBITN R L Z &

ZRLET,

XIe/N— g v

1.00. 01 LLFE
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L~

Warning

0 7oK Enable Admin failed through Console due to AAA server timeout or improper
configuration (Username: <username>)
it B PRRE— N—DFRFEN Z A LT 7 hLie, b LITREDREIE->TWDH AL, 2

VI IV TCOEREWEROBITN R LI L 2R LET,

S — Y a

1.00. 01 LAF%

1.48 (HTTP)
L~ Informational
0 J RN Successful Enable Admin through Web from <userIP> authenticated by AAA
server <serverIP> (Username: <username))
BT AR — N —IC L DFFE T, HITP TOEHEEHEROBITHNMRI LI 2 & &R

L/i—g—o

Kt/ S— 3

1.00. 01 LAF%

L~ Warning

a7 KoK Enable Admin failed through Web from <userIP> authenticated by AAA server
<{serverIP> (Username: <username))

G FREY—/N—IZ L DREFE T, HITP TOFBREHEROBITNRM L= Z & &R

LET,

K N— 3

1.00. 01 LAF%

1.49 (SSL)
L~ Informational
v 7FER Successful Enable Admin through Web(SSL) from <userIP> authenticated by
AAA server <serverIP> (Username: <username))
Bl AP — =T L DFHFE T, SSL COEHEMEROBITARI LIZZ 2R L

i‘a—o

Kt/ S— 3

1.00. 01 LAF%
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L~

Warning

0 7oK Enable Admin failed through Web(SSL) from <userIP> authenticated by AAA
server <serverIP> (Username: <username))
%‘E% i nﬂiqj-”'—/\"—& J: %) AN nﬂif SSL T@r@ﬁ%‘%BE@@TTZ)S%E\& Lf: Z & %i_\‘ L

i‘a—o

K N—= 3

1.00. 01 LAF%

L~ Warning

7R Enable Admin failed through Web(SSL) from <userIP> due to AAA server time
out or improper configuration (Username: <username))

B FRE— N —DFWEEN L A LT 7 F LT, b L ITREDHE S T D %, SSL

TOEHEHROBITN R LI LR LET,

K N— a3

1. 03. 00 LLRE

1.50 (telnet)
L~ Informational
o 7 FER Successful Enable Admin through Telnet from <userIP)> authenticated by AAA
server <serverIP> (Username: <username))
] PRREY— /R —|Z L HFERET, telnet TOEHEWEREOBITHRRALI-Z L%

RLET,

K N— 3

1.00. 01 LAF%

L~ Warning

=R N Enable Admin failed through Telnet from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

Wi FRFEY— N—IZ L DFBAE T, telnet CTOEBEEMHROBITHNRKLIZZ &%

R LFET,

X/ N— g v

1.00. 01 LARE

L~ Warning

=8/~ Enable Admin failed through Telnet from <userIP> due to AAA server timeout
or improper configuration (Username: <username)>)

Wt PRE — R —DBFENZ A LT 7 M LT, b LIIREDFIESTND A,

telnet COBEEEMRBOBITN IR LIz L 2R LET,

K N—= 3

1.00. 01 LAF%
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1.51 (SSH)
L~ Informational
=8/ -7 Successful Enable Admin through SSH from <userIP> authenticated by AAA
server <serverIP> (Username: <username))
B FOREY— 3 —Z L AFREAET, SSH COEEEMEROBITRREI L= Z LA /RL

i—a—o

X/ N— g v

1.00. 01 LARE

L~ Warning

7 KoK Enable Admin failed through SSH from <userIP> authenticated by AAA server
<serverIP> (Username: <username>)

i ROREY— N—IZ K HRBRET, SSH COEBAHEROBATHRM L2 Z L2 L

i—a—o

K N—= 3

1.00. 01 LAF%

L~ Warning

=8/ -7 Enable Admin failed through SSH from <userIP> due to AAA server timeout
or improper configuration (Username: <username))

Wt PRET— N—DFBIERZ A LT 7 hLT2 b L ITEREDHE > TV D 2%, SSH

TOEBHEHROBATNRILIZZ L 2R LET,

K/ 3N— 3

1.00. 01 LAF%

1.52

L~ Warning

=8/ -7 AAA server <serverIP> (Protocol: <protocolname>) response is wrong
] PREY— R —DIEEN A Y THHZ L E R LET,

K N—= 3

1.00. 01 LAF%

L~ Informational
=8/~ AAA doesn’ t support this functionality.
GG FUREABREIC DWW T, BREA AR — R LTV Z & 2R LET,

XIe/N— g v

1.00. 01 LARE
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L~

Warning

=8/~

AAA server <serverIP> (Protocol: <protocol>) connection failed

B!

PORE— =L DRFRN A A LT U ML 2R LET,

Kt N— g

1.00. 01 LAF%

1.53 1P
L~ Informational
=R -0 Management IP address was changed into <ipAddr> by (Username: <username>,
1P:<ipaddr>)
Bl IPT RLANERINTZZ L ERLET,

Kt/ N— 3 v

1.00. 01 LAF%

L~ Informational

=8/ -7 Management IP address was changed into <ipAddr> by console (Username:
{username))

Wi AV =ANEIPT FUANERENIZZ L2RLET,

Kt/ N— 3

1.00. 01 LAF%

1.54
L~ Informational
=8/ -7 User <username> Password was changed by (Username: <username>,
IP:<ipaddr>)
Bl WA — R PERINZZ 2R LET,

KN—Tm

1.00. 01 LAF%

L~ Informational
=8/~ User <username> Password was changed by console (Username: <username))
Bl AN HRAT — RPER IR LR L ET,

XIe/N— g v

1.00. 01 LARE
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1.55 traffic control

L~ Warning

=RZ4E TN Port <portNum> Broadcast storm is occurring

B T — KXy A NARN—ARRELTLZ EERLET,

XIn/N— g v

1.00. 01 LARE

L~ Informational
=R -0 Port <portNum> Broadcast storm has cleared
B! THE—R¥y AR M—APHINTZZ EERLET,

i S— Y a

1.00. 01 LAF%

1.56 traffic control

L~ Warning

=R N Port <portNum> Multicast storm is occurring
B VN F XX ARNAN—LNRELTZZEERLET,

X/ N— g v

1.00. 01 LARE

L~ Informational
0 7R Port <portNum> Multicast storm has cleared
] VNNFXY A NA N—APRESNTEZ EERLET,

K N—= 3

1.00. 01 LAF%

1.57 traffic control

L~ Warning

=ERZE - Port <portNum> is currently shutdown due to a packet storm

B NIFy FOAR—AIZE->T, "= By MU VERTl EERLE

B

X/ N— g v

1.00. 01 LARE

L~ Informational
0 7 EIR Port <portNum> recover from shutdown state
] PAZEIRIEN O AR — I IR L7 Z 2R LET,

K N—= 3

1.00. 01 LAF%
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1.58 MAC

L~y Informational

=RZ4E TN MAC-based Access Control host login successful (MAC: <macaddr>, port:
<{portNum>, VID: <vid>)

Wt S ARDFRAER I L2 Z &L 2R L ET,

"G 8= = v

1.00. 01 LARE

L~y Informational

=R -0 MAC-based Access Control host aged out (MAC: <macaddr>, port: <portNum>,
VID: <vid>)

Wi R AR N T =T 7 b LIZZ L 2R LET,

K/ N—T 3

1.00. 01 LAF%

L~ Critical

=8/ -7 MAC-based Access Control unauthenticated host (MAC: <macaddr>, Port
<{portNum>, VID: <vid>)

it i AR DRSREN R L7 Z & 2R LET,

K N— 3

1.00. 01 LAF%

L~ Warning
=R N MAC-based Access Control failover mechanism is triggered.
%}Elﬂﬂ MAC ml_)p j’OI/\«C RADIUS _'j-“—/\‘—ﬁ)ro@uAu\niEsz))fcﬁl/\%é.\\ fallover *g%

&Y I:"—W/l/munﬁi 7= i?fﬁﬁﬂmunﬁﬁ‘@bﬁzbﬁ_ Z & %T Li?‘

Kt N— 3 v

1. 03. 00 LARE
1. 09. 00 U\ﬁﬂp (?Iﬁ%”muniqj‘j_ }‘)

31/50




1.59 Web

L~y Informational

v J KR Web Authentication successful user (Username: <string>, IP: <ipaddr>,
MAC: <macaddr>, Port: <portNum>)

i SR DRRAEN I L2 Z L 2R L ET,

X/ N— g v

1. 03. 00 LARE

L~ Warning

o 7R Web Authentication unauthenticated user (Username: <string>, IP:
{ipaddr>, MAC: <macaddr>, Port: <portNum>)

B AR DOFFEN R LTI Z & 2R L ET,

K N—= 3

1.03. 00 LAF%

L~ Warning
ERZE SN Web Authentication enters stop learning state.
it AL — P =R R =P —HIfRICEL 722 L 2R LT,

K N— 3

1.00. 01 LAF%

L~ Warning
=R N Web Authentication recovers from stop learning state.
B BRE— =R R —F—H[RE T SREICER LI & 2R LET,

X/ N— g v

1.00. 01 LARE

L~y Informational

=8/ -7 Web Authentication logout user (Username: <string>, IP: <{ipaddr>, MAC:
<{macaddr>, Port: <portNum>)

it RREGAR AR 7T U R LT Z LR RLET,

S = a

1.03. 00 LAF%

L~ Informational

=ERZE - Web Authentication aging timeout user (Username: <string>, IP: <ipaddr>,
MAC: <macaddr>, Port: <portNum>)

B AR RN == T A DLV Ofra 2 B RLET,

X/ N— g v

1. 03. 00 LARE
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L~y Informational
ERZE SN Web authentication failover mechanism is triggered.
Wt Web FFEIZFUNT, RADIUS Yr— =5 ORBFEILE D2V A, failover

BEIC &V v — D VBRI £ T RERE S B E L 12 2 L 2R L& T,

S — Y a

1.00.01 LLF%
1. 09. 00 LARE GRHIGRFEY R — 1)

L~ Informational

7R Web Authentication redirects user (IP: <ipaddr>, MAC: <macaddr>, Port:
<portNum>)

B RIBAE AP EEORAEIP ~V XA V7 LT 2R LET,

X N— g v

1. 11. 00 LA

L~y Informational

=ERZE N Web Authentication session timeout user (IP: <ipaddr>, MAC: <macaddr>,
Port: <portNum>)

A RIBFHRNHOD TP £y v a VPN EBTHA LT U ML LR LET,

K N—= 3

1. 11. 00 LAF%
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1.60 802.1X

L~y Informational

=8/ -7 Radius server <serverIP)> assigned VID: <vid> to Port <portNum> (Account:
{user_account>)

GLE! RADIUS #—/3—73 VLAN ID 2 %[V H Tl Z L Z/R LT,

X/ N— g v

1.00. 01 LARE

L~y Informational

=R -0 802. 1x Authentication success from (Username: <string>, Port <portNum>,
MAC: <macaddr>)

B AR DOFFEN I LTI Z & 2R L ET,

K N—= 3

1.00. 01 LAF%

L~ Warning

=RZ4E TN 802. 1x Authentication failure from (Username: <string>, Port <portNum>,
MAC: <macaddr>)

Wt i AR DRSREN R L7 Z & 2R LET,

K/ 3N— 3

1.00. 01 LAF%

L~ Warning

7R 802. 1x Authentication failure for the radius server <{serverIP> timeout
from (Username: <string>, Port <portNum>, MAC: <macaddr)>)

Wi RADIUS #—/"—=DZ A L7 7 MI &V | SROBIEN K LI Z 2R L E

B

K N— g

1.00. 01 LARE
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L~

Warning

0 7R 802. 1x Authentication failure for the 802. 1X client session timeout from
(Username: <string>, Port <portNum>, MAC: <macaddr>)
it B TIAT o ey alOFALT T MIED  mRKOBREN KN LT &%

ALET,

K N—= 3

1.00. 01 LAF%

L~ Informational

=ERZE - 802. 1x logout success from (Username: <string>, Port <portNum>, MAC:
<macaddr>)

B AR 7T U MLl EERLET,

KR N— g

1. 03. 00 LLRE

L~ Informational
=R N 802. 1X failover mechanism is triggered.
2B 802. 1X FRAEIZIUNT, RADIUS Hr— =75 OFRFEINE D3 72 WA failover

PREEIC &V v — D VRBRE £ T2 3R RERE S M E L2 2 L 2R L £ 7,

K N— 3

1. 09. 00 LAF%

1.61
L~ v Informational
=R N Configuration Testing Protocol detects a loop in port <portNum>
B N—T IR T —T OREEZRA LT L AR LET,

X/ N— g v

1.00. 01 LARE

L~y Informational

=8/~ Port <portNum> recovers from Loopback Detection err—disabled state
automatically

i A N—TBhIEHERE T err—disabled &g o7 — PR ABEIZ A ~—IZ X VEFL

2ol ERLET,

K N— 3

1.01. 00 LAF%
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L~y Informational

=8/~ Port <portNum> recovers from Loopback Detection err—disabled state
manually

A N—TBhIEHERE T err—disabled &g 7oA — F 2 FENC LV ERI B2 &

ZRLET,

K N—= 3

1.01. 00 LAF%

1.62 SFP

L~ Informational

=R -0 Port <portNum> SFP has been removed
B SFP Rk L E R LET,

K/ 3N— 3 v

1.00. 01 LAF%

L~ Informational
0 7 EIR Port <portNum> 1000BASE-SX SFP has been inserted
B! 1000BASE-SX SFP 2MEA SN Z L &R L ET,

K N— 3

1.00. 01 LAF%

L~ Informational
=ERZE N Port <portNum> 1000BASE-LX SFP has been inserted
B 1000BASE-LX SFP BfFA SN2 &L ET,

X/ N— g v

1.00. 01 LARE

L~ Informational
0 7 EIR Port <portNum> 100BASE-FX SFP has been inserted
B! 100BASE-FX SFP MEA ST Z L &R LET,

K N—= 3

1.00. 01 LAF%
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1.63 BPDU

L~ Informational
0 7 EIR Port <portNum> enter BPDU Guard err—disabled state (mode: shutdown).
H! BPDU 7 L — A&/ LA — 23 err—disabled (272 o7~ 2 L AR L E T,

Kt N— 3 v

1.01. 00 LLF%

L~ Informational
7 KoK Port <portNum> recover from BPDU Guard err—disabled state automatically.
i AA err—disabled £ 72 o7 — FREHEICHEIF LI EERLET,

K N— 3 v

1.01. 00 LAF%

L~y Informational
=RZ4E TN Port <portNum> recover from BPDU Guard err—disabled state manually.
] err—disabled & 2>/ AR— M FETERIFSELLZ L E2RLET,

KR S— 3

1.01. 00 LAFE

1.64 POE
L~ Critical
o 7 FE PoE module starts supplying power on port <portNum>
B! <portNum>D7R— KT PoE fg BN LI L 2R LET,

(ApresiaLightGM110GT-PoE/GM118GT-PoE/GM124GT-PoE 7 5E%)

K N— 3 v

1.04. 00 LAF%  (ApresialightGM118GT-PoE /% 1. 10. 00 LARE)

L~ Critical
o 7 FEo PoE module stops supplying power on port <portNum>
A <portNum>DR— kT PoE fgEMAMFIE L2 Z L 2R L E T,

(Apresial.ightGM110GT-PoE/GM118GT-PoE/GM124GT-PoE D Jr3%4k)

Kt N— 3 v

1.04.00 LA  (ApresialightGM118GT-PoE i 1. 10. 00 LAR%)

L~y Critical
=ERZE N Port <portNum>: Other Fault. Power Denied.
i AA <portNum>®D 7R — M TPoEfEEBIC =T —0DKE L2 2R LET,

(Apresial.ightGM110GT-PoE/GM118GT-PoE/GM124GT-PoE D Jr3%4k)

KR S— 3

1.04. 00 LAF%  (ApresialightGM118GT-PoE /% 1. 10. 00 LARE)
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L~ Critical
0 7R PoE (Port<portNum>—<portNum>) is error.
] PoE R—h7 v o ZIZEENBE LTI EE2RLET,

K S— Y a

1. 10. 00 LAF%

1.65CPU DRAM

L~ Warning
7 KoK CPU utilization enters OVERLOADING status.
Bl CPU D RN E SN BB ER L7 Z L 2R LET,

i S— Y a

1. 03. 00 LAF%

L~ Informational
0 7 EIR CPU utilization enters NORMAL status.
it B CPU O =R A3 E SR 2 8l L7 RE NS EELL FICiER L2 & &

A~LET,

K N—= 3

1.03. 00 LAF%

L~ Warning
=ERZE N DRAM utilization enters OVERLOADING status.
B DRAM O =N E SNT-BEZ B L2 L 2R LET,

i‘j‘ 1|:‘\/§‘—:\/¢ a

1. 03. 00 LARE

L~ Informational
0 7 EIR DRAM utilization enters NORMAL status.
B! DRAM DR E SN FEZEE U7 RENSBEMELL N IcER L2 &

ZRLET,

K N—= 3

1.03. 00 LAF%
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1.66

L~ Informational
=8/ -7 Command "<string>” was executed successfully (Username:<username>).
Bl string LFHNITREND CLT a~ 2 RBIELL FEfTanizl 2R LET,

SR —T g v 1. 03. 00 LARE

L~y Informational

7 KoK Command "<string>” was executed unsuccessfully! (Username:<username>).

GLL! string XFHITREND CLT 2~ FRIELS FEITSNR -T2 ZE 2R L
£75

K/ 3N— 3 v 1.03. 00 AR
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1.67 SFP

L~ Warning

0 7 EIR SFP Port <portNum> link down (RX Power: <rx power> dBm, TX Power <{tx power>
dBm) .

Gk SFPAR—F BV I F o Ll tamLET,

X/ N— g v

1. 04. 00 LLRE

1.68 Link Error

L~ Critical
=8/ -7 Port <portNum> link up, Link Error.
B! A= MU 77 v 7B Link Error B3AE L2 2R LET,

KGN —= 3

1. 06. 00 LAF%

L~ Critical
=R N Un—recovered link error occurs on port <portNum>.
A Link Error ¥4 L2 2R LET,

XIe/N— g v

1. 06. 00 LLRE

L~ Critical
=8/ -7 More than 2 ports occur un—recovered link error, and reboot the system.
B! 24— FLLELink Error XA L7222 RLET,

Auto_recovery_mode 2 enable ZEDHS. V77— FLET,

KN—Tm

1. 06. 00 LAF%
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1.69

L~ Critical
u 7FER Fan <fanNum>: Stopped.
Bl FanNum> TR EINDFE D7 7 AZEEMEIENFE L2 L 2R LET,

(Apresial.ightGM110GT-PoE/GM118GT-PoE/GM124GT-PoE D Jr3%4k)
7 7 VURBENL show environment =< NI CHERHSEE T,

X/ 3— g v

1.04.00 LA  (ApresialightGM118GT-PoE i 1. 10. 00 LAR%)

L~ Critical
=R -0 Fan <fanNum>: Speed low.
B FanNumd> TEEINALAHBE SO 7 7 SNEREHERRA L2 2R L ET,

(ApresialightGM110GT-PoE/GM118GT-PoE/GM124GT-PoE D Jr3%4k)
7 7 VURBENL show environment <) NI CHERHEE T,

K N—T 3

1.04.00 LAF%  (ApresialightGM118GT-PoE /% 1. 10. 00 LARE)

L~ Informational
0 7 EIR Fan <fanNum>: Recovered.
it B FanNum> CTEINIHIEEZO 7 7 U HNEENGEIRLEZZE 2R LET,

(Apresial.ightGM110GT-PoE/GM118GT-PoE/GM124GT-PoE o Zx3E4k)

KR S— 3

1.04.00 LAF%  (ApresialightGM118GT-PoE /% 1. 10. 00 LARE)

1.70
L~ Critical
=8/ -7 System temperature is higher than threshold.
Bl SEE NI RREN SRR 65 CH) ICE L2 2L ET,

(Apresial.ightGM110GT-PoF,/GM1 18GT-PoE,/GM124GT—PoE 07 3E4)
B EEREEIT show environment =~ N2 CHEFRH R E T,

K N—T 3

1.04.00 LAF%  (ApresialightGM118GT-PoE /% 1. 10. 00 LARE)

L~ Informational
[=RZE TN System temperature recovered to normal.
B EENBERENSIREEPOER LI EEZRLET,

(Apresial.ightGM110GT-PoE/GM118GT-PoE/GM124GT-PoE D Jr3%4k)

"G 8= = v

1.04.00 LA (ApresialightGM118GT-PoE i 1. 10. 00 LAR%)
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1.71

L~ Warning
0 7 EIR Link aggregation Port <portNum> does not receive LACPDU normally.
B LACP F%7ED LAG A > /X—7K— h<portNum> T, —EMK[# LACPDU % 32{5 L 721>

ZEHERLET,

X/ N— g v

1.07. 00 LLRE

L~y Informational

7 KoK Link aggregation Port <portNum> recovers from LACPDU receiving abnormally
state.

Bk LACP B2 E D LAG A > /N—7R— h<portNum> T, LACPDU DZEPEIA L= Z & &

ALET,

K N—= 3

1.07. 00 LAF%

L~ Warning
0 7 EIR Link aggregation Port <portNum> links down.
B! LAG A v /3—7R— h<portNum> 3 U v 7 X L= Z L &R LET,

K N— 3

1.07. 00 LAF%

L~ Informational
=ERZE N Link aggregation Port <portNum> links up.
Bt LAG A > /N—7R— MportNum>BNV > 77 v 7 LIcZ L& RLET,

X/ N— g v

1.07. 00 LLRE
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1.72 DHCP Snooping

LR LET,

L~ Informational
SR -GN DHCP Snooping: Mode-Timer started.
E DHCP Snooping DENEE— KEBITI 0 BZ 4 ~—NRESH, BASNEZ

"G 8= = v

1.11. 00 LLF%

{status> :

L~y Informational
" 7R DHCP Snooping: mode changed to <{status> <method>.
B DHCP Snooping ®EMEE— R b7z Z LA R LET,

DHCP Snooping DEIEE— R&R LE3, [PERMIT| £7-13 [DENY] OWFh

MERLET,
<method> :

DHCP Snooping ®ENEE— FDEI W 2 FikE R LET,
721% manually] OWTFHNnERLET,

lautomatically] =

KR N— 3

1. 11. 00 LAF%
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2.1
Trap 0ID B

coldStart 1.3.6.1.6.3.1.1.5. 1 |EJFBARIEEF LET,

warmStart 1.3.6.1.6.3.1.1.5. 2 Uf—k@%%:%ﬁbiﬁ

linkDown 1.3.6.1.6.3.1.1.5.3 — hD U 7 AREEN, down IRBEICEH SNT-HFICEE
LET,

linkup 1.3.6.1.6.3.1.1.5.4 |AR—brD U > Z7ARAED, up IREEICE T SAUZIRFIZE(E L
EJx a8

authenticationFail|l.3.6.1.6.3.1.1.5.5 |RiE/R=II2=7 ALK D SNMP ZRZZ(F L7 RRIZ %

ure FELET, HERELLELGA. SPHIT-EXELET,

newRoot 1.3.6.1.2.1.17.0. 1  |[AN=2 7Y U =71 ha/ VI THEA— T U v
B SNERFICEELET, fIZIE. PR U—%fk
B A<= TR TR EE LE T,

topologyChange 1.3.6.1.2.1.17.0.2  |ANR= 7Y U —Ta haZTxry NI —27 hARRrY
—DEFERIEE LET, 7272 L. newRoot 2355 L7-FF
ITEE LER A,

risingAlarm 1.3.6.1.2.1.16.0.1  |[RMON ¥BEIZRBWT, 77— %BEIC L VU . MIB {23 B
uL:%MLkﬁ:%?yf%%%Lifo

fallingAlarm 1.3.6.1.2.1.16.0.2  |RMON F&REIZRWT, 77— AMERRIC L 0 . MIB fE23BEE
PLITZHA LIZRRZ R T v T 2R E LET,

11dpRemTablesChang|1.0.8802.1.1.2.0.0.1 |11dpStatsRemTableLastChangeTime ODAEIZAL L 7= ERIC

e

N7y 7T EEELET,
11dpStatsRemTableLastChangeTime (X, > b U —HE
K, B, HIFRSNRHCEREINET,
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2.2

bpduGuardAttackDetected

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 1. 1. 1

Variables sysDescr, sysObjectID, bpduGuardTrapMode, ifIndex

TE# AR— MZ BPDU guard BEREANE R TdH ¥ BPDU RHEAY"Normal”/» 5 UnderAttack”

BB LIZBRICEE LET,

bpduGuardAttackRecovered

SnmpVersion vac

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 1. 1. 2

Variables sysDescr, sysObjectID, bpduGuardRecoveryType, iflndex

R 7R— MZ BPDU guard FEREASEZITH VU BPDU IRFEAY"UnderAttack”?> & Normal”
WZER LIEBRICEELET,

loopDetected

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 2. 1. 1

Variables sysDescr, sysObjectID, iflndex

EF AR— R~ T loop Z A LTZBRICEFE LET,

loopRestart

SnmpVersion vac

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.2. 1. 2

Variables sysDescr, sysObjectID, loopdetectRecoveryType, iflIndex

T Loop Zf%n L CPAZE L 7o AR — FME)S L72BRICEE L E T

broadcastStormOccurred

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 3. 1. 1

Variables sysDescr, sysObjectID, iflndex

TE % R—=FTT7HR—=R¥¥Y A MR M—LEBIULIZBRICEELET,
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broadcastStormCleared

SnmpVersion v2c

SnmpTrapO0ID 1.3.6.1.4.1.278.102. 1. 3. 1. 2

Variables sysDescr, sysObjectID, iflndex

TE % R—=FTT7Hr—=RFRFyr A PR M= BMINRL RO TERHZHE L E T,

multicastStormOccurred

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.3. 1. 3

Variables sysDescr, sysObjectID, iflndex

TEH R—= R TYATF ¥ A DA P—LPRA SN RFHICIEE LET,

multicastStormCleared

SnmpVersion vac

SnmpTrapOID 1.3.6.1.4.1.278.102.1.3. 1. 4

Variables sysDescr, sysObjectID, iflndex

TEFR R—= R TwLF XX A DA b—LPRE S < RO T RpICER LET,

stormPortShutdown

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 3. 1.5

Variables sysDescr, sysObjectID, iflndex

TE# R=PFTTR—=FX¥ A PR =L ELFIIATFHRY AR =L EREIL,
S HITA b— LD kfe L7k, AN— FPAZEL7ZRFICEE L £,

stormPortShutdownRecovered

SnmpVersion vac

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.3. 1. 6
Variables sysDescr, sysObjectID, iflndex
R

Ry FA M= AR Y AZE LT AR — FAVER LICRRCRE L E T

cpulUtilizationStatusChange

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 4. 1. 1

Variables sysDescr, sysObjectID, cpuUtilizationNotifyCurrentStatus
7%

CPUMEH RN BEABE A CAT—H A EE LI-FICEELET,
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dramUtilizationStatusChange

SnmpVersion v2c

SnmpTrapO0ID 1.3.6.1.4.1.278.102. 1. 4. 1. 2

Variables sysDescr, sysObjectID, dramUtilizationNotifyCurrentStatus
% DRAM fE SR BRI A X CTAT — X A A AR LRICEE LET,
macAuthFailure

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.5. 1. 1

Variables sysDescr, sysObjectID, macAuthMAC, macAuthVID, ifIndex

TEH I AN MAC S — A FHREI M L 72 RIS ix 5 L&

webAuthFailure

SnmpVersion vac

SnmpTrapOID 1.3.6.1.4.1.278.102. 1.6. 1. 1

Variables sysDescr, sysObjectID, webAuthUsername, webAuthMAC, webAuthIP
T Ui AR 7S Web FRREIZ I LT2BRIZEZE L E T,
webAuthStopLearning

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.6. 1. 2

Variables sysDescr, sysObjectID

TE# Web FRRED - 2 Hik L7-RRIZRE(E L £ 7,

webAuthRecoverLearning

SnmpVersion vac

SnmpTrapOID 1.3.6.1.4.1.278.102.1.6.1. 3

Variables sysDescr, sysObjectID

R Web FRREDFE IR EED HE R L2 RRICIEE LT,
dotlxAuthFailure

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 7. 1. 1

Variables sysDescr, sysObjectID, dotlxUsername, dotlxMAC, iflndex
% B RS 802. 1X FEREIC KRB L T2 RpISRE L £,
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login

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.8. 1. 1

Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
R AR DS E A~ 7 A v LTRSS L E T,

loginFailed

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.8. 1. 2

Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
R B AR DI E T T A R UTERRICIE R LT,

logout

SnmpVersion vac

SnmpTrapOID 1.3.6.1.4.1.278.102.1.8.1. 3

Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
T IR IEE D 7T T b LTERHICEE L ET,
swFanRecover

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.9. 1. 0

Variables sysDescr, sysObjectID, swFanID

R 7 7 v DR EIREED HEIR LICRHZIXE L ET,
swFanStop

SnmpVersion vac

SnmpTrapOID 1.3.6.1.4.1.278.102.1.9. 1. 1

Variables sysDescr, sysObjectID, swFanID

R 7 7 v OEERE 2 R LR ISR E L E T,

swFanSpeedLow

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.9. 1. 2

Variables sysDescr, sysObjectID, swFanID

% 7 7 DOEMERIR 2 Lo RRCEfE LET,
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swTempRecover

SnmpVersion v2c

SnmpTrapO0ID 1.3.6.1.4.1.278.102.1.10. 1. 0

Variables sysDescr, sysObjectID, swTemperatureCurrent

% HEE IR DS SR B F R DA IR L 72 REICiME L E T,

swTempHigh

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 10. 1. 1

Variables sysDescr, sysObjectID, swTemperatureCurrent

R P IR 2N SRS (65°CH) 2 L2 Rp o fZE L7,

sfpLinkDown

SnmpVersion vac

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 11. 1. 1

Variables sysDescr, sysObjectID, sfpPortIndex, sfpDiagRXPowerValid, sfpDiagRXPower,
sfpDiagTXPowerValid, sfpDiagTXPower

R SFP R— h3U »7 2y LIZRRCIEE LE T

linkErrorDetected

SnmpVersion v2c

SnmpTrapO0ID 1.3.6.1.4.1.278.102. 1. 12. 1. 1

Variables sysDescr, sysObjectID, linkErrorPortlIndex

TEH Link Error Z i L 7=RHIZIXE L E T,

linkAggRecvLACPDUAbnormal

SnmpVersion vac

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 13. 1. 1

Variables sysDescr, sysObjectID, linkAggPortIndex

T LACP X FED LAG 7 /L—7"C, —iERfH LACPDU &3 {7 L 72 W FHZIE(R L £ 77

linkAggRecoverFromAbnormal

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102.1.13. 1. 2

Variables sysDescr, sysObjectID, linkAggPortIndex

FEF% LACP X FED LAG 7 /L—7"T LACPDU DEARAMEIR LZRFIZEE L £ T
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linkAggPortLinksDown

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.13. 1. 3

Variables sysDescr, sysObjectID, linkAggPortIndex
FEF% LAG R— R 23U 7 o v LIZRRIZIAE L E T
linkAggPortLinksUp

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 13. 1. 4

Variables sysDescr, sysObjectID, linkAggPortIndex
EF% LAG N— F Y 77 7 LTIERRHTEE L £ T

poeErrorCheckPoEError

SnmpVersion vac

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 14. 1. 1

Variables sysDescr, sysObjectID, poeSystemPortIndex, poeSystemPortIndex
7%

PoE Error Z#E L7-BFIZIEE L £,
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