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1. Aag—&

1.1 &5
L~y Critical
=R/ -7 System cold start
A BEEE D ERBRA SN ZZ 2R LET,

KIRN—= 3

1.00. 01 LAR%

L~y Critical
=R/ -7 System warm start
B MegsnN Y 77— MEBILI-Z 2R LET,

1.06.00 LI A= g o 80 U7 — FERKROERZBEML £ L7,

K/ N—T g

1. 00. 01 LLf%

L~ Critical
o R System warm start (CONSOLE)
A =N EOMS T ) 7 — MNEBI L7ZZ L AR LET,

K/ N— 3

1. 06. 00 LAR%

L~ Critical
o 7 FRR System warm start (WEB)
B Web A > X —7 = =AML OMA TN Y 7— MNEFI L2 2R LET,

K/ N— =

1. 06. 00 LI

L~y Critical
o R System warm start (TELNET)
i A telnet R OMA THER N Y 7' — MEBH L= Z L 2R LE T,

K/ N— g

1. 06. 00 LI

L~ Critical
o 7 FRR System warm start (SNMP)
A SNMP 2> &5 D4y CHESR N U 77— MEB L7 Z 2R L ET,

KIRN—= g

1. 06. 00 LAR%
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L~ Critical
=R/ -7 System warm start (CPU EXCEPTION)
A CPU FIAMLEE TR 2SN ) 7 — MBI L 722 2R L E T,

show tech-support =~ FCur /7%, VHA— FEOETBHAE TS
AN

X/ N— g v

1. 06. 00 LAR%

L~ Critical
=R/ -7 System restart
A V7 RNy T OB HLEETH#EEN Y 7 — M LiZ &R LET,

(R EIOERWZOFEENCE Y, o 7B GE5a08H0 £9, )
show tech-support =~y RN TCTwrZEIE, VA — MEOETBRAG®TFX
AN

K/ N— =

1. 06. 00 DL

1.2 RERHR - OV RE

L~y Informational
=R/ -7 Configuration saved to flash (Username: <username>, IP: <ipaddr>)
A REHRERGF LI E 2R LET,

X/ N— g v

1.00. 01 LAR%

L~ Informational
o R Configuration saved to flash by console (Username: <username))
B A=A REFRERTF LI EEZRLET,

K/ N— =

1. 00. 01 LLf%

L~y Informational
=R/ -7 System log saved to flash (Username: <username>, IP: <ipaddr>)
A 07 ERF LI EERLET,

X/ N— g v

1.00. 01 LAR%

L~ Informational
o R System log saved to flash by console (Username: <username))
B! A=A T ERELIZZ EERLET,

K/ N—T g

1. 00. 01 LI
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L~y Informational

=R/ -7 Configuration and log saved to flash (Username: <username>, IP:
{ipaddr>)

B! RERHRE D T2 RAF LT e R LET,

X/ N— g v

1.00. 01 LAR%

L~y Informational
=R/ -7 Configuration and log saved to flash by console (Username: <username))
A YN LRERERRE T ERGF LI EERLET,

K/ N— g v

1.00. 01 LARE

L~ Warning

7 7RI The runtime image (<image>) loaded is not the original boot—up image
(<image>) configured.

B! ELE) ST FITA A=V file DIEL LK GARD RPN Z L 2R LET,

K N—2 3

1.00. 01 LAR%

1.31\—C 307y

L~ Informational
o R Firmware upgraded successfully (Username: <username>, IP: <ipaddr>)
A N=2a T TN L=t ERLET,

K/ N— g v

1. 00. 01 LLf%

L~y Informational
=R/ -7 Firmware upgraded by console successfully (Username: <username>)
A TN EETLT, X—=Va T o 7INRHLimZ a2 RrLET,

K/ N— 3

1.00. 01 LAR%

L~ Warning
o R Firmware upgrade was unsuccessful! (Username: <username>, IP: <{ipaddr>)
A N=U a7 TN LT ERLET,

K N— g

1. 00. 01 LLf%

L~ Warning
o R Firmware upgrade by console was unsuccessful! (Username: <username))
GBI AUV ANHFEITLT, X=Var T o FREBLEZZ EE2RLET,

K/N— 3

1.00. 01 LAR%
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1LABRERFBROAVoO—F

L~y Informational

=R/ -7 Configuration successfully downloaded (Username: <username>, IP:
{ipaddr>)

i HEFROX T v — RBRRH LI 2R LET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%

L~ Informational
0 7R Configuration successfully by console downloaded (Username: <username))
G| AV =B ET LT, REFROF D o — PRI L2 L 2R LE

R

K N—2 3

1.00. 01 LAR%

L~ Warning

o J s Configuration download was unsuccessful! (Username: <username>, IP:
{ipaddr>)

B! RERHROZ T — KRR LIZZ 2R LET,

K N—2 3

1.00. 01 LAR%

L~ Warning

o R Configuration download by console was unsuccessful! (Username:
{username>)

] A= APHFTLT, REFHROLZ Y a— FPRRE LI L 2R L&

R

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%

1.5 REBHRDT v TO—F

L~y Informational

=R/ -7 Configuration successfully uploaded (Username: <username>, IP:
{ipaddr>)

i REFRDOT v 7o — BRI LI 2R LET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LI
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L~ Informational
=R TN Configuration successfully by console uploaded (Username: <username))
B IV =N BEITLT, RERBROT v 7o — KPR LI-Z &2 RLE

‘a_o

X/ N— g v

1.00. 01 LAR%

L~y Warning

=N Configuration upload was unsuccessful! (Username: <username>, IP:
<ipaddr>)

i REFHMOT v 7 a— FRKI L 2R L ET,

K/ N— =

1. 00. 01 LI

L~ Warning

o R Configuration upload by console was unsuccessful!  (Username:
{username>)

B! AUV B FEITLT, REFHROT v 7 — RBRKR LI L2 RLE
R

K N—2 3

1.00. 01 LAR%

1.6 a7y 7ao—FK

L ~L Informational
=R/ -7 Log message successfully uploaded (Username: <username>, IP: <ipaddr>)
B! BT DT vy T a— RRE LI EEaRLET,

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1. 00. 01 LLf%

L~ Informational
=R/ -7 Log message successfully by console uploaded (Username: <username)>)
A A= ANBIATL T, B OT7 vy — KPR LI &R LET,

K N—2 3

1.00. 01 LAR%

L~ Warning

o R Log message upload was unsuccessful! (Username: <username>, IP:
{ipaddr>)

] R7OT vy T u— RBPRRBRLIEZ E2RLET,

K/ N—T g

1. 00. 01 LI
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L~ Warning
o 7 FRR Log message upload by console was unsuccessful! (Username: <username))
A A= LFETLTC, D7 v/ e— RRRILIZZ L 2R LET,

K/ N— 3

1.00. 01 LAR%

LTR—=bDIVOTYT - T

L~ Informational
=87 -7 Port <portNum> link up, <link state>
B! R—=btBV o777 L=zt LET,

K/ N— 3

1.00. 01 LAR%

L~ Informational
=R/ -7 Port <portNum> link down
B AN N/ N7 Sy A D il o7 N D= S N

KIRN—= g

1.00. 01 LAR%

.84 (@a>ry—i)

L~y Informational
=R/ -7 Successful login through Console (Username: <username>)
B ayy—pnu A4 UREALIEZ LR LET,

KIRN—= g

1.00. 01 LAR%

L~ Warning
o 7 FRR Login failed through Console (Username: <username))
B! avyy—nua A URRILEZZ EERLET,

K/ N— =

1. 00. 01 LI

.97 r(@>yYy—I)

L~y Informational
=R/ - Logout through Console (Username: <username))
GBI A=A T Y ML EERLET,

KIRN—= g

1.00. 01 LAR%
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L~ Informational
o 7R Console session timed out (Username: <username))
i ay =Ny ralrdZALT TR LC, BT N LD EERLET,

K/ N— 3

1.00. 01 LAR%

1.10 A5 4 > (HTTP)

L~ Informational
o R Successful login through Web (Username: <username>, IP: <ipaddr>)
B HTTP & 7' A RSB L= 2 L 2R L ET,

K/ N— 3

1.00. 01 LAR%

L~ Warning
=R/ -7 Login failed through Web (Username: <username>, IP: <ipaddr>)
A HITP 7 7 A VBRI LT L 2R LET,

KIRN—= g

1.00. 01 LAR%

1.11 85979 k Web R—X GUI (HTTP))

L ~yL Informational
=R/ -7 Logout through Web (Username: <username>, IP: <ipaddr>)
B HITP Cr /7o hLizZ & &R LET,

KIRN—= g

1.00. 01 LAR%

L~y Informational
=R/ -7 Web session timed out (Username: <username>, IP: <ipaddr>)
B! HITP 2>y v a v BE¥A LT RNLT, a7y MLzl &&RLET,

K/ N—T g

1. 00. 01 LI

1.12 854 > (SSL)

L~y Informational

o 7 FRR Successful login through Web (SSL) (Username: <username>, IP: <ipaddr>)
B! SSLa 7 A ULl xR LET,

s —T a2 | 1.00.01 DU
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L~ Warning
=R/ -7 Login failed through Web (SSL) (Username: <username>, IP: <ipaddr>)
A SSLe A U RILI-Z E2RmLET,

K/ N— 3

1.00. 01 LAR%

1.13 84577 k(SSL)

L~ Informational
=87 -7 Logout through Web (SSL) (Username: <username>, IP: <ipaddr>)
B! SSLca /7w hLizZtERLET,

K/ N— 3

1.00. 01 LAR%

L~ Informational
=R/ -7 Web (SSL) session timed out (Username: <username>, IP: <ipaddr>)
A SSLEyvavBEA LT RLT, BT N2 EERLET,

KIRN—= g

1.00. 01 LAR%

1.14 a4 4 > (telnet)

L ~yL Informational
=R/ -7 Successful login through Telnet (Username: <username>, IP: <{ipaddr>)
Bt telnet B 7 A UK LTZZ 2R L ET,

KIRN—= g

1.00. 01 LAR%

L~ Warning
=R/ -7 Login failed through Telnet (Username: <username>, IP: <ipaddr>)
i telnet B 7 A UK LT L 2R LET,

K/ N—T g

1. 00. 01 LI

1.15 8457 b (telnet)

L~y Informational

o 7 FRR Logout through Telnet (Username: <username>, IP: <ipaddr>)
i BH telnet TR T MLIZZEERLET,

s —T a2 | 1.00.01 DU
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L~ Informational
=R/ -7 Telnet session timed out (Username: <username>, IP: <ipaddr>)
G| telnet B a v WNEZA LT 7 RLTC, B 7 M LEZEERLET,

K N—2 3

1.00. 01 LAR%

1. 16 SNMP @ FERIE & BX

L~ Warning
a J R SNMP request received from <ipAddress> with invalid community string!
i SNMP U 7 = A MZBWTC, RERII a=T 4 —A&EHEHALTT 7 AT

NIiZZ L amLET,

KHGN—T 3

1.00. 01 LAR%

1.17 STP #&E

L~ Informational
7 7R Topology changed (Instance:<InstancelID> port<portNum>)
i STP BEREIC B W T, A= 7Y U —D bR P—NE L= 2R LT,

K/ N— =

1. 00. 01 LLF%

L~y Informational
ERZE N [CIST | CIST Regional | MSTI Regional] New Root bridge

selected( [Instance: <InstancelD> JMAC: <macaddr> Priority :<value>)
i STP #REICHR N T, LW — b7 U v VB EN e Z L 2R LET,

K N—2 3

1.00. 01 LAR%

L~ Informational
=R N Spanning Tree Protocol is enabled
i A STP BEREN BN e o122 L 2R L E T,

K R— g

1. 00. 01 LI

L~ Informational
mEZE TN Spanning Tree Protocol is disabled
B STP MERENBENIC 72 o722 L 2R LE T,

K N—2 3

1.00. 01 LAR%
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L~ Informational
o 7 FRR Port <portNum> STP root restriction is enabled
At = M R—=FOHIREZHEN LI L AR LET,

K N—2 3

1.00. 01 LAR%

L~ Informational
=N Port <portNum> STP root restriction is disabled
B J— hAR— FOHIREBENZ LIz E 2R LET,

K/ N— =

1. 00. 01 LI

1.18 A% 4 > (SSH)

L~y Informational
=R/ -7 Successful login through SSH (Username: <username>, IP: <{ipaddr>)
A SSHe 7 A4 Bk L2 E2rnLET,

K N—2 3

1.00. 01 LAR%

L~ Warning
o R Login failed through SSH (Username: <username>, IP: <ipaddr>)
B SSHa 74 UKL xR LET,

K/ N—2 g v

1. 00. 01 LLf%

1.19 a5 7  (SSH)

L~y Informational
=R/ -7 Logout through SSH (Username: <username>, IP: <ipaddr>)
B! SSHTue /7w hLizZ &ERLET,

K/ N— =

1. 00. 01 LI

L~ Informational
o R SSH session timed out (Username: <username>, IP: <ipaddr>)
B SSHE Yy v a vBEA LT RLT, BT RLTEZEERLET,

K N—2 3

1.00. 01 LAR%
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1.20 SSH H—/\—#&aE

L~ Informational
o 7 FRR SSH server is enabled
B! SSH — N"—RBEREN N /2o Te Z B LET,

K/ N— =

1. 00. 01 LLf%

L~ Informational
0 7R SSH server is disabled
B! SSH Hr— "—RBEREN BN/ oo Z B LET,

K N—2 3

1.00. 01 LAR%

1.21 FBEER ) O—DER. E

|

L~ Informational
0 7R Authentication Policy is enabled (Module: AAA)
B! FOREAR Y =AM o Z L AR LET,

K/ N— =

1. 00. 01 LI

L~ Informational
o 7 FRR Authentication Policy is disabled (Module: AAA)
BIC]] PREAR Y =N Ao Z L BR LE T,

K/ N— 3

1.00. 01 LAR%

1.2 0—ANLRETOOSTA (@AY —)IL)

L~y Informational

=N Successful login through Console authenticated by AAA local method
(Username: <username>)

B! B—ANVRIEL, Ay Y —Am s A VR LT EERLET,

S N— g v 1.00. 01 LARE

L~ Warning

=R/ -7 Login failed through Console authenticated by AAA local method
(Username: <username))

i B—HNVRIEL, arY—Amn A U RRBILIZ L ERLET,

Xha/N— g v

1.00. 01 LAR%

15/49




1.23 O—AIILEEEETHORA T 1 > (HTTP)

L~y Informational

o J s Successful login through Web from <userIP> authenticated by AAA local
method (Username: <username))

Wi 2—AVERGEL, HTTP B 7 A U3 Lz Z L &R LET,

K/ N—T g v

1.00. 01 LAR%

L~ Warning

0 7R Login failed through Web from <userIP> authenticated by AAA local method
(Username: <username>)

i 72— AVERGEL, HTTP = 7 A U R L7z Z L 2R L ET,

K N—2 3

1.00. 01 LAR%

1.2 O—AJLRSEFTOHOO S 1 > (SSL)

L~y Informational

0 7R Successful login through Web (SSL) from <userIP> authenticated by AAA
local method (Username: <username>)

Wi R—HLGEREL, SSL B A UM LI L AR LET,

S/ N—2 g

1.00. 01 LARE

L~ Warning

o 7R Login failed through Web (SSL) from <userIP> authenticated by AAA local
method (Username: <username))

GILs B—ANFEFEL, SSLE A UKL L ERLET,

K N—2 3

1.00. 01 LAR%

1.26 00— jJ)[/nru\uE—C‘\@l:la\"r )(telnet)

L~y Informational

=N Successful login through Telnet from <userIP> authenticated by AAA local
method (Username: <username>)

Wi P—VEBREL, telnet B 7 A UM LIZZ L AR LET,

K/ N—2 g v

1.00. 01 LAR%
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L~

Warning

=R TN Login failed through Telnet from <userIP> authenticated by AAA local
method (Username: <username))
B! B—NFEREL, telnet B 7 A UK LIZZ AR LET,

KR N—T g

1.00. 01 LAR%

1.26 O—AHIJLEREETHOO 4 A > (SSH)

L~ Informational

0 7R Successful login through SSH from <userIP> authenticated by AAA local
method (Username: <username>)

i A NVERGEL, SSHR A U LIz Z L 2R LET,

K N—2 3

1.00. 01 LAR%

L~ Warning

=R/ -7 Login failed through SSH from <userIP> authenticated by AAA local method
(Username: <username))

i B—ANVRFEL, SSHe 7 A UKLz Z L AR LET,

K N—2 3

1.00. 01 LAR%

.21 @itz Lcongq1 > (ary—Ii)

L~ Informational

=R/ -7 Successful login through Console authenticated by AAA none method
(Username: <username))

Wi RREZR LT, avr Y —An A U R L L 2R LET,

K N—2 3

1.00. 01 LAR%

1.28 BEEAZLTOAS A > (HTTP)

L~ Informational

=N Successful login through Web from <userIP> authenticated by AAA none
method (Username: <username>)

Wi AR LT, HITP = 7 A VSR L7z Z L 2R LET,

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1. 00. 01 LLf%
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1.29 an.\nIEf& LTcmno 7 Q4 (SSL)

L~y Informational

=R/ -7 Successful login through Web (SSL) from <userIP> authenticated by AAA
none method (Username: <username))

Wi AR LT, SSL A U LIz Z L B R LET,

K/ N— =

1.00. 01 LAR%

1.30 BEEE LA 1 > (telnet)

L~y Informational

=R N Successful login through Telnet from <userIP> authenticated by AAA none
method (Username: <username))

B! PRFEZR LT, telnet 7 A USRI LT L BRLFET,

K/ N— 3

1.00. 01 LAR%

1.31 B LTmO 4 4 > (SSH)

L~ Informational

=N Successful login through SSH from <userIP> authenticated by AAA none
method (Username: <username>)

i RAER LT, SSHRZA U B LTI & 2R LET,

K N—2 3

1.00. 01 LAR%

1. 32 nu_,\uE-U-_/\_lsJ:émqu—Co)Da’r /(:l \j_)[/)
L~ Informational
° J R Successful login through Console authenticated by AAA server <serverIP>
(Username: <username>)
A FEEY— NN —Z L AFIET, av Y — a4 Bk L2 ¢ 2Rr L ET,

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1. 00. 01 LI

L~ Warning

=R/ - Login failed through Console authenticated by AAA server <serverIP>
(Usernamei {username))

i B REEY—N—Z L DWEET, av Yy —ra A N L2 2 RLET,

K/N— 3

1.00. 01 LAR%
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L~

Warning

=R TN Login failed through Console due to AAA server timeout or improper
configuration (Username:<username))
%\E% E}SHIE‘H-"—/\“—@WL‘HEZP5/( AT‘? k L/f:_\ %) L/< Iﬂiﬁsﬁﬁﬁﬁofb\é%\ =

YI=nna AR LI B R LET,

K N—2 3

1.00. 01 LAR%

1 . 33 nrqu'U'_/ \_ls J: 6 mqu—Ca) O 7 ’f ~ (HTTP)

L~y Informational

0 7R Successful login through Web from <userIP> authenticated by AAA server
{serverIP> (Username: <{username>)

i FREY— SR —C X DFEFET, HITP 2 7 A VU3 R L= Z s 2R LT,

K N—2 3

1.00. 01 LAR%

L~ Warning

=R N Login failed through Web from <userIP> authenticated by AAA server
{serverIP> (Username: <username>)

GILs AE— N—Z KL DREFET, HITP B /A VSRR L= 2 L 2R LET,

K N—2 3

1.00. 01 LAR%

L~ Warning

=N Login failed through Web from <userIP> due to AAA server timeout or
improper configuration (Username:<username))

i A RREY — N—DFHIEN Z A L7 7 b LTz, b LIIRENHE> TV D%,

HITP v 7' A UK L7z Z 2R LET,

K/ N—T g v

1. 00. 01 LLf%

1 . 34 an.\nIE-'j-_/ \_ls J: %) an.\nIE—CO) A 7 ’f ~ (SSI—)

L~y Informational

=R N Successful login through Web(SSL) from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

Wi ALY —N—IZ K DFBAET, SSL e/ A U3 R LT Z & AR L ETS

K/ N—2 g v

1. 00. 01 LLf%
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L~ Warning

o 7 FRR Login failed through Web(SSL) from <userIP> authenticated by AAA server
{serverIP> (Username: <username>)

GILs RREY— R —C X BFFET, SSLu 7' A UKL= Z L 2R LET,

KR N—T g

1.00. 01 LAR%

L~y Warning

o R Login failed through Web (SSL) from <userIP> due to AAA server timeout
or improper configuration (Username: <username))

i FREY — = DFBFEN X A L7 7 b LT, b L ITERENHIE > TV D 4, SSL

BIA PRI LTI LR LET,

K/ N— g

1. 03. 00 LI

1.35 BBEFY—/\—IZ & BEBITOHOO Y 1 > (telnet)

L~y Informational

o J s Successful login through Telnet from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

it B FREY— " —Z K DFEFET, telnet B A VBRI L2 Z LA /RLET,

X/ N— g v

1.00. 01 LAR%

L~ Warning

=N Login failed through Telnet from <userIP> authenticated by AAA server
{serverIP> (Username: <username>)

i AR — N = K BFRFET, telnet B /A UKL= L &2/RLET,

K N— g

1. 00. 01 LLf%

L~y Warning

=R/ -7 Login failed through Telnet from <userIP> due to AAA server timeout or
improper configuration (Username: <{username))

A RAEY — N —DFIEN Z A LT 7 b LTz, b LAIRENHE> TWND %,

telnet B 7 A UKL= E 2R LET,

K/ N— 3

1.00. 01 LAR%
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1 . 36 an.\nIE-'j-_/ \_ls J: %) nrh\nIE—Go) A 7\’{ D (SSH)

L~y Informational

=R/ -7 Successful login through SSH from <userIP> authenticated by AAA server
{serverIP> (Username: <username>)

Wi ALY —N—IZ K DFBAET, SSHr A VBRI LT Z & 2R LETS

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LLf%

L ~L Warning

0 7R Login failed through SSH from <userIP> authenticated by AAA server
{serverIP> (Username: <username>)

i ALY —N—IZ L DRBAET, SSHr /A UM REI LT Z & 2R LETS

Xfhta/N— g v

1.00. 01 LAR%

L~ Warning

=R/ -7 Login failed through SSH from <userIP> due to AAA server timeout or
improper Configuration (Username: <username))

A PRREY —/N—DFEFEN Z A L7 7 b LIz, b L < ITREDFIE > TV D %, SSH

oA UNRLI-Z E AR LET,

K/ N— 3

1.00. 01 LAR%

1.371 O—A IR K S EBEER~DBIT(O VY —I)

L~ Informational

o 7R Successful Enable Admin through Console authenticated by AAA
local _enable method (Username: <username)

A 02— NVFRREIZ L > T, 2y Y — LV COEHEHEROBITHRRII LI L 2R

LET,

KIEN—T g

1.00. 01 LAR%

L~ Warning

=R/ - Enable Admin failed through Console authenticated by AAA local_enable
method (Username: <username))

i A H—HAGEREIZ &> T, 2 Y — L TOEBREROBITHNRE LI Z L 2R

Lij—o

K/ N—2 g v

1. 00. 01 LLf%
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1.38 O—HJLEEREIC & 2 EEEERA DT HTTP)

L~y Informational

o J s Successful Enable Admin through Web from <userIP> authenticated by AAA
local_enable method (Username: <username)

B! 2= VEBREIC & > T, HITP TOEBHAHEROBITHRRI LI L 2R L E

R

K/ N—T g v

1. 00. 01 LLf%

L~ Warning

=R N Enable Admin failed through Web from <userIP> authenticated by AAA
local_enable method (Username: <username>)

i A H— A VRFEIC K o T, HITP TOEBEEHEROBITN R L2 L 2R L E

D

K N—2 3

1.00. 01 LAR%

1.39 O—HJLERREIC & S EEEHERA DT (SSL)

L~y Informational

0 7R Successful Enable Admin through Web(SSL) from <userIP> authenticated by
AAA local_enable method (Username: <username>)

i B — 71 JVERAEIZ & o T, SSL COEEEMERDOBITRMRID LI Z L 2R LT,

S/ N—2 g v

1. 00. 01 LLF%

L~ Warning

=R N Enable Admin failed through Web(SSL) from <userIP> authenticated by AAA
local_enable method (Username: <username)

G 72— 77 JVERREIZ & o T, SSL COFEEMEROBATHIMLIZZ L 2R LET,

K N—2 3

1.00. 01 LAR%
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1.40 O— N LEREEIC & 2 EEEERADAT (telnet)

L~y Informational

o J s Successful Enable Admin through Telnet from <userIP> authenticated by
AAA local enable method (Username: <username))

B! H— W VREREIZ & o T\ telnet TOEHEMEROBATVRID LI Z 2R L%

R

K/ N—T g v

1. 00. 01 LLf%

L~ Warning

=R N Enable Admin failed through Telnet from <userIP> authenticated by AAA
local_enable method (Username: <username>)

B! H—AVIRREIZ & o T, telnet TOEBEHROBITNRMLT2Z L 2R L%

R

K N—2 3

1.00. 01 LAR%

1.41 O—HJ)LEEREIC & 2 EEEHERADFEIT (SSH)

L~y Informational

0 7R Successful Enable Admin through SSH from <userIP> authenticated by AAA
local_enable method (Username: <username>)

i = — 71 JVERFEIZ K o T, SSH COEEEMERDOBITHRID LI Z L 2R L E T,

S/ N—2 g v

1. 00. 01 LLF%

L~ Warning

=R N Enable Admin failed through SSH from <userIP> authenticated by AAA
local_enable method (Username: <username)

G 7 — 77 JVERREZ & o T, SSH COFBHEMEROBATHIMLIZZ &L 2R LET,

K N—2 3

1.00. 01 LAR%

1.42 BEEE L TOEBREER~OBIT(O VY —I)

L~y Informational

=N Successful Enable Admin through Console authenticated by AAA none method
(Username: <username>)

i A WAER LT, a3 Y =V TOFREHROBITNRD LT Z L 2R LET,

ﬁ:ﬂ\/§_3\25 Ve

1. 00. 01 LLf%
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1.43 8572 L TOEBREER~ DT (HTTP)

L~y Informational

o J s Successful Enable Admin through Web from <userIP> authenticated by AAA
none method (Username: <username))

B! FRAEZR LT, HITP TOEBEMEROBITHARI LTI Z L 2R L ET,

X/ N—2 g v

1. 00. 01 LLf%

144 BEEH L TOEEEERADIET (SSL)

L~y Informational

o 7R Successful Enable Admin through Web(SSL) from <userIP> authenticated by
AAA none method (Username: <username>)

i FRREZR LT, SSL COFBEMEROBATRMI L2 LR LET,

K N—2 3

1.00. 01 LAR%

1.45 FBEE7E L TOEEEER~ DT (telnet)

L~y Informational

=N Successful Enable Admin through Telnet from <userIP> authenticated by
AAA none method (Username: <username>)

Wi FBREZ2 LT, telnet TOEBEHEROBATAM LI Z L 2R LET,

K N—2 3

1.00. 01 LAR%

1.46 FBEE7 L TOEEEERA DT (SSH)

L~y Informational

=N Successful Enable Admin through SSH from <userIP> authenticated by AAA
none method (Username: <username>)

L ROREZR LT, SSH COEHEMEROBATRMI LIZZ L 2R LET,

Xt N— 5 1.00. 01 LARE
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1- 47 an.\nIE-'j-_/\_l\J:%)HIL\HIE-G@%EE%*EBE/\OD*z (:I \/_)l/)
L~ Informational
o 7R Successful Enable Admin through Console authenticated by AAA server
{serverIP> (Username: <username>)
B AL —N—Z L DRFET, 22V — LV COFREMHEROBITHRIN LT &

R LET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1. 00. 01 LLf%

L~ Warning

=R N Enable Admin failed through Console authenticated by AAA server
{serverIP> (Username: <username>)

i RREY — R = L DF8RETC, 2 Y — /L COFEBEMROBITNRK L2 &

R LET,

K N—2 3

1.00. 01 LAR%

L~ Warning

=R/ -7 Enable Admin failed through Console due to AAA server timeout or
improper configuration (Username: <{username))

A RREY — N—DFEFERZ A L7 7 F LTz, b LIIREVHE->TN DA, =

VY= )V TCOEBEMHEROBATN I L= Z 2R L ET,

K/ N— 3

1.00. 01 LAR%

1.48 BREEH —/N\— 2 K BRI CTHEEEER~DEIT (HTTP)
L~ Informational
o 7R Successful Enable Admin through Web from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)
BIC]] FEY— N —|Z X HFREE T, HITP TOEHEHEROBITHRRII LI Z L &R L
£7,

K/ N— 3

1.00. 01 LAR%
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L~

Warning

=R TN Enable Admin failed through Web from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)
BIC]] FRFEY— /R —|Z X BERFE T, HITP TOEHEMHEROBITNILI-ZZ L 2R L

i‘a_o

X/ N— g v

1.00. 01 LAR%

1.49 BREEH —N\— I K SR TOEEEER~ DT (SSL)

L~y Informational

0 7R Successful Enable Admin through Web(SSL) from <userIP> authenticated by
AAA server <serverIP> (Username: <username>)

] FOREY — N —IZ L HRYEET, SSL TOFEBHMEROBATHEI LIz Z L 2R

i—g—o

Ffhta/N— g v

1.00. 01 LAR%

L~ Warning

=R N Enable Admin failed through Web(SSL) from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

G RBAEY — X —C L HFAE T, SSL COFBEHEROBITNIMLIZZ L 2R L

i‘a_o

KIE A= a

1.00. 01 LAR%

L~ Warning

0 7R Enable Admin failed through Web(SSL) from <userIP> due to AAA server
timeout or improper configuration (Username: <username>)

GO BREF— N—DFBIEN T A LT T b LT, b LS ITRGEDHIE > TV 5%, SSL

TOBEHEMERDOBITNIR LI-Z 2R LET,

K/ N—T g

1. 03. 00 LI
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1.50 BBEEH —/N\—IZ K BB TOEEEERA~ DT (telnet)

L~y Informational

o J s Successful Enable Admin through Telnet from <userIP> authenticated by
AAA server <serverIP> (Username: <username))

i A FRRE Y — /NI KL DFERE T, telnet TOFHEHERDOBATHE) LI Z & &R

L\i—g—o

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1. 00. 01 LLf%

L ~L Warning

=R N Enable Admin failed through Telnet from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

i A FRRE Y — /NI K DFERE T, telnet TOFHEHEROBATH R LI Z & &R

L\i—g—o

K N—2 3

1.00. 01 LAR%

L~ Warning

=R/ -7 Enable Admin failed through Telnet from <userIP> due to AAA server
timeout or improper configuration (Username: <username>)

A RAEY — N —DFIEN Z A LT 7 b LTz, b LAIRENHE> TWND %,

telnet COFEEEMBOBITN R LIz L2 RLET,

K/ N— 3

1.00. 01 LAR%

27/49




1.51 FBEEY —/N\—IC &K DR TOEHEHER~DFIT (SSH)

L~y Informational

=R/ -7 Successful Enable Admin through SSH from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

Wi FOREY — N —IZ KL DRYEET, SSH TOEBHEMEROBATHEI LIz Z L 2R

\ij—o

K/ N— =

1. 00. 01 LLf%

L ~L Warning

=R N Enable Admin failed through SSH from <userIP> authenticated by AAA
server <serverIP> (Username: <username>)

] FRRE— N —IZ K HFIET, SSH COEMEHRDOBITN RN LI Z L &R L

\ij—o

Ffhta/N— g v

1.00. 01 LAR%

L~ Warning

o 7R Enable Admin failed through SSH from <userIP> due to AAA server timeout
or improper configuration (Username: <username))

A RREY = N—DFEFER Z A L7 7 b LTo, b L <UTRREDHEE > TW D %, SSH

TOEHEEROBATH R LI L 2R LET,

X/ N— g v

1.00. 01 LAR%

1. 52 FRREH#RE

L ~yL Warning

=R/ -7 AAA server <serverIP> (Protocol: <protocolname>) response is wrong
BIC]] AL — N —DJEER WY THDHZ 2R LET,

KIEN—T g

1.00. 01 LAR%

L~ Informational
=R/ - AAA doesn’ t support this functionality.
i A PREREREIC DN T, BERED AR — R LTV ARWZ L AR L ET,

JXA‘—J‘/EJ\/{‘—:‘/\‘EI Ve

1. 00. 01 LI
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L~

Warning

o 7R AAA server <serverIP> (Protocol: <protocol>) connection failed
Bt AEY— =L DGR XA LT TNt EZRLET,

X/ N— g v

1.00. 01 LAR%

1.53IP7FLADEE

L~ Informational

=87 -7 Management IP address was changed into <ipAddr> by (Username:
<username>, IP:<ipaddr>)

i IP7 RUABRERSNZ L 2R LET,

KIRN—= g

1.00. 01 LAR%

L~y Informational

=R/ -7 Management IP address was changed into <ipAddr> by console (Username:
{username>)

Wi AUV =ANEIPT FVAPRERENIZZ L2RLET,

KIRN—= g

1.00. 01 LAR%

1.54 XRT)— FDEE

L~ Informational

=R N User <username> Password was changed by (Username: <username),
IP:<ipaddr>)

Wi NAT— RPERSNZ 2R LET,

K/ N— 3

1.00. 01 LAR%

L~ Informational
=R/ -7 User <username> Password was changed by console (Username: <username))
i A A= INBRAT — RRER SN2 2R LET,

K/ N— g v

1. 00. 01 LI
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1.5 JA— KX+ X MR b—L (traffic control)

L~ Warning
=R N Port <{portNum> Broadcast storm is occurring
B! TH—RFXYARNAN—AREELLZLERLET,

K/ N— =

1. 00. 01 LLf%

L~ Informational
0 7R Port <portNum> Broadcast storm has cleared
B THa— KXy A MAM—ABREINTZZ EE2RLET,

K N—2 3

1.00. 01 LAR%

1.56 TILFF ¥R

X b—L (traffic control)

L~ Warning
0 7R Port <portNum> Multicast storm is occurring
A “NLFXYAPAM—LNRELIZZEERLET,

K/ N— =

1. 00. 01 LI

L~y Informational
=R/ -7 Port <portNum> Multicast storm has cleared
BIC]] YNATFF YA NA N —AREESNZEBRLET,

K/ N— 3

1.00. 01 LAR%

1.57T R—Frrvy

k&> (traffic control)

L~ Warning
=R/ -7 Port <portNum> is currently shutdown due to a packet storm
B Nry FOAR—=LIZEST, F—"RTv vy MUV ENTZZ EERLE

R

K/ N— =

1. 00. 01 LI

L~ Informational
o 7 FRR Port <portNum> recover from shutdown state
B PAZERIEN O R — MR L2 2R LET,

Xha/N— g v

1.00. 01 LAR%
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1.58 MAC X—R 7 ¥ + X ll{E]

L~y Informational

=R N MAC-based Access Control host login successful (MAC: <macaddr>, port:
<portNum>, VID: <vid>)

i Ui AR DEEN R LI Z & &R L ET,

JXA‘—J‘/EJ\/{“—:\/\":’I Ve

1.00. 01 LAR%

L~ Informational

0 7R MAC-based Access Control host aged out (MAC: <macaddr>, port: <{portNum>,
VID: <vid>)

B! R AN T =T 7 b LIZZ L 2R LET,

K N—2 3

1.00. 01 LAR%

L~y Critical

o 7 FRR MAC-based Access Control unauthenticated host(MAC: <macaddr>, Port
<portNum>, VID: <vid>)

B! AR DFBREN KL LT & 2R L ET,

K N—2 3

1.00. 01 LAR%

L~ Warning
7 7RI MAC-based Access Control failover mechanism is triggered.
%EE»% MAC n:un j;QI/ \/C RADIUS _H‘_/\_ﬁ) |>.O O)WUHJ‘_EJ/_.L:\‘K%) fcﬁb\%{j\\ fallOVer *géﬁb

X e—NEREEE T igﬁﬁﬂmunﬁz}‘%ﬁz L7z &EERLET,

K/ N—T g v

1. 03. 00 LLFE
1. 09. 00 LAFE (GEAIFEFEY R — K)

1. 59 Web 323

L~y Informational

=R/ -7 Web Authentication successful user (Username: <string>, IP: <ipaddr>,
MAC: <macaddr>, Port: <portNum>)

i Ui AR DIFEN R LI Z & &R L ET,

X N— g 1.03. 00 LA
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L~

Warning

=R TN Web Authentication unauthenticated user (Username: <string>, IP:
{ipaddr>, MAC: <macaddr>, Port: <portNum>)
BIC]] SR DFGRED KM LT Z E 2R LET,

KR N—T g

1. 03. 00 LAR%

L~ Warning
=R N Web Authentication enters stop learning state.
B! b — =R R —F—HIRICELZZ 2R LET,

K/ N— g v

1. 00. 01 LI

L~ Warning
7 7RI Web Authentication recovers from stop learning state.
BIC]] PRk — = g R ——flfRE TR 2REBIER L2 s 2L ET,

Xt/ N— g v

1.00. 01 LAR%

L~y Informational

=R/ - Web Authentication logout user (Username: <string>, IP: <ipaddr>, MAC:
<macaddr>, Port: <portNum>)

B! AbmAN e 7T U L Z B R LET,

K/ N— g v

1. 03. 00 LI

L~ Informational

a J R Web Authentication aging timeout user (Username: <string>, IP:
<ipaddr>, MAC: <macaddr>, Port: <portNum>)

i AR RN T = U T A DIV O SN2 LB R LET,

RS/ N— 3 v

1. 03. 00 LI

L~ Informational
ERZE N Web authentication failover mechanism is triggered.
A Web FRREIZIUNT, RADIUS Hr— 3= 0 OFEREISE D72V IGE | failover FERE

(&0 m =D VEERE R I mARERE S EME LI Z 2R LT,

K/ N— 3

1.00. 01 LLFE
1. 09. 00 LARE (FRAFRFEY AR — k)
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L~y Informational

=R/ -7 Web Authentication redirects user (IP: <ipaddr>, MAC: <macaddr>, Port:
<{portNum>)

B! R R DB ORI ~V XA L7 LT Z & anRLET,

KR N—T g

1. 11. 00 LAR%

L~y Informational

=N Web Authentication session timeout user (IP: <{ipaddr>, MAC: <macaddr>,
Port: <portNum>)

Wi RBFIRAROD TCP v a UPRETHA LT U R LI EamLET,

K/ N— g

1. 11. 00 LLf%

1.60 802. 1X 83
L~ Informational
=R N Radius server <serverIP> assigned VID: <vid> to Port <portNum> (Account:
{user_account))
i B RADTUS H— 3= VLAN ID Z#HI D 4T Z L AR L ET,

X/ N— g v

1.00. 01 LAR%

L~ Informational

=N 802. 1x Authentication success from (Username: <string>, Port <portNum>,
MAC: <macaddr>)

i Ui AR DFEN R LI Z &R L ET,

K N— g

1. 00. 01 LLf%

L~y Warning

=R/ -7 802. 1x Authentication failure from (Username: <string>, Port <portNum>,
MAC: <macaddr>)

B! AR DFBREN KL LT & 2R L ET,

K/ N— 3

1.00. 01 LAR%

L~y Warning

"7 RN 802. 1x Authentication failure for the radius server <serverIP> timeout
from (Username: <string>, Port <portNum>, MAC: <macaddr>)

Gkl RADIUS H—/R—D A K77 MLV | SROBFES KL LI Z & 2R LE

R

K/ N— g v

1. 00. 01 LI
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L~

Warning

o 7 FRR 802. 1x Authentication failure for the 802.1X client session timeout
from (Username: <string>, Port <portNum>, MAC: <macaddr>)
BIC]] TJIAT v by arOZ A4 LT ML B AR DFRFENRIA LT Z & %

RLET,

X/ N— g v

1.00. 01 LAR%

L~y Informational

=N 802. 1x logout success from (Username: <string>, Port <portNum>, MAC:
<{macaddr>)

i PRI AR T 7T T M LTl E R L E T,

S/ N—T g v

1. 03. 00 LI

L~y Informational
7 7RI 802. 1X failover mechanism is triggered.
i BH 802. 1X FEFEIZIUNT, RADIUS H— =5 OFEFENE D 72 WG4, failover

BEEEIC LV v — I VEEREE 7 3R GIRERED B E L e 2 & 2R LE T,

K N—2 3

1. 09. 00 LAR%

1.61 KRR b A—REBEE (FR—

k VLAN €E— )

L ~L Warning

=R/ -7 Authentication failed: Assigned DVLAN <vid> is different from the first
DVLAN <vid>.

] RARR—=ZAFBAEE— FOKR— F VLAN £— RTEHET LK — R

(802. 1X/MAC FREF) HEREIZ B W T, IBINTCTEREEE N D R A M DN IR L
72 A b OFRGEEM: (VLAN 1D) & B2 538Gt 2 Fi o7, FRRERKE LT
MPREN7F-Z xR LET,

K/ N—T g

1. 14. 00 LLf%

L~ Warning
=R N Authentication failed: Assigned DVLAN is none.
i B BFARNR—=RAFWFEE— FOKR— K VLAN € — R TEET DK — i3

(802. 1X/MAC ZZFF) HEREIZ BN T, ZRAEAR A MIFREEEME (VLAN ID) 2MFE(E L7
U\fl&)\ muuﬁ%aﬁk L’C&&f@éﬂf_; k ffﬂ_‘ Li‘j_

X/ N— g v

1. 14. 00 LAR%
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1. 62 JL— JBh L #E

L~ Informational
=R N Configuration Testing Protocol detects a loop in port <portNum>
B! N—TIEBERE T — T DRAEE I LT Z & 2R LET,

K/ N— =

1. 00. 01 LLf%

L~ Informational

=87 -7 Port <portNum> recovers from Loopback Detection err—disabled state
automatically

] =T BHIEBERET err—disabled L7go7oR— FAREIS A v —IZL VWL

bl ERLET,

Xfhta/N— g v

1.01. 00 LAR%

L~y Informational

=R/ -7 Port <portNum> recovers from Loopback Detection err—disabled state
manually

GILs N—TWIHERET err—disabled L 72 o7cR— b AFEICLVERI TR &
2R LET,

K/ N— 3

1.01. 00 LAR%

1. 63 SFP &1k

L~y Informational
=R/ -7 Port <portNum> SFP has been removed
i B SFP Rk EainizZ L &R LET,

Xha/N— g v

1.00. 01 LAR%

L~ Informational
o 7 FRR Port <portNum> 1000BASE-SX SFP has been inserted
B 1000BASE-SX SFP 2MfA Sz Z L &R LET,

K/ N—2 g v

1. 00. 01 LI

L~ Informational
=N Port <portNum> 1000BASE-LX SFP has been inserted
B 1000BASE-LX SFP 2MfA Sz Z L &R LET,

Xha/N— g v

1.00. 01 LAR%
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L~ Informational
o 7 FRR Port <portNum> 100BASE-FX SFP has been inserted
A 100BASE-FX SFP WA SN2 Z &R LET,

K N—2 3

1.00. 01 LAR%

1. 64 BPDU 1 — R #%5E

L~ Informational
o R Port <portNum> enter BPDU Guard err—disabled state (mode: shutdown).
FiAA BPDU 7 L — A& L7 — F DS err—disabled 1272 2o 7-Z ¢ 2R L £77,

K N—2 3

1.01. 00 LAR%

L~ Informational
=R TN Port <portNum> recover from BPDU Guard err—disabled state automatically.
ahnBA err-disabled & 2o 7R — FARHBITEIFLIZ-Z 2R LET,

K N—2 3

1.01. 00 LAR%

L~ Informational
=N Port <portNum> recover from BPDU Guard err—disabled state manually.
B err-disabled & 2o 7c AR — A FE)TERIFSEZZ EERLET,

K/ N—2 g v

1. 01. 00 LLf%

1. 65 PoE &k

L~ Critical
=R/ -7 PoE module starts supplying power on port <portNum>
G <portNum>DAR— kT PoE 58N LI Z L 2R L £,

(APLGM110GTPOE/POE2, APLGM118GTPOE/POE2, APLGM124GTPOE/POE2 D Z324%)

K/ N—T g

1. 04. 00 LL[%

L~ Critical
=R/ -7 PoE module stops supplying power on port <portNum>
B <portNum>D AR — T PoE ff@EAMEIL L7z Z & ZRLET,

(APLGM110GTPOE/POE2, APLGM118GTPOE/POE2, APLGM124GTPOE/POE2 D Z324%)

K N—2 3

1. 04. 00 LAR%
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L~

Critical

=R/ -7 Port <portNum>: Other Fault. Power Denied.
G <portNum>DAR— K TPoE MBI T —NRAELLZ L ZRLET,

(APLGM110GTPOE/POE2, APLGM118GTPOE/POE2, APLGM124GTPOE/POE2 D A 3£4E)

K/ N— 3

1. 04. 00 LAR%

L~ Critical
=N PoE (Port<portNum>—<portNum>) is error.
B! PoE AR— b7 ay VICEENEAE L EEZRLET,

S/ 3—2 g v

1. 10. 00 LI

1.66 CPU - DRAM A &) {5 FA 2@ XN 6

L~ Warning
o 7 FRR CPU utilization enters OVERLOADING status.
A CPU DAE NG E SN -FEZ B L2 L 2R LET,

KIRN—= g

1. 03. 00 LAR%

L~ Informational
=N CPU utilization enters NORMAL status.
A CPU DI RN E SN BMEZEE LRENGEELL TICER L2 & &

ALET,

K/ N—T g v

1. 03. 00 LL[%

L~y Warning
o 7 FRR DRAM utilization enters OVERLOADING status.
A DRAM DA R G E SN Z i L7 2 L 2R LET,

KIRN—= g

1. 03. 00 LAR%

L~ Informational
=N DRAM utilization enters NORMAL status.
A DRAM OfE N E SN T-BEZ B L7 RENSEEL T ICE R L2 &

R LET,

K/ N— =

1. 03. 00 LI
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1.67 <> FOJHEE

L~y Informational
o 7 FRR Command "<string>” was executed successfully (Username:<username>).
B! string LFHTREND CLT a~> RBIELL Efranizl tanrLET,

K/ N— =

1. 03. 00 LI

L~ Informational
0 7R Command "<string>” was executed unsuccessfully! (Username:<username>).
B string CFHITREND CLI o~ RBRIELLFETaNenro=Z L &R L

i—g—o

K N—2 3

1. 03. 00 LAR%

1.68 SFP R— k1) > ¥ BRi& &0

L~ Warning

0 7R SFP Port <portNum> link down (RX Power: <rx power> dBm, TX Power <tx
power> dBm).

i SFP R— bRV 7 F o L2 e 2mLET,

K/ N— =

1. 04. 00 LLI%

1.69 Link Error #&R40

L~y Critical
=R/ -7 Port <portNum> link up, Link Error.
i B RN— RV 277 v FHEC Link Error NREAELZZ E 2R LET,

K/ N—T g

1. 06. 00 DL

L~ Critical
7 7RI Un—recovered link error occurs on port <portNum>.
B Link Error 234 L7-Z 2R LET,

K/ N— =

1. 06. 00 LI
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L~ Critical
=R/ -7 More than 2 ports occur un—recovered link error, and reboot the system.
Bt 2 7 R— FPLE Link Error WRALZZ 2L ET,

Auto_recovery_mode 73 enable FXTE DA .

U7 —hrLET,

KR N—T g

1. 06. 00 LAR%

1.70 77 VEBRA

L~ Critical
=R N Fan <fanNum>: Stopped.
B! FanNum> TR EINDFEZD 7 7 AZEEHE RN E L2 2R LET,

(APLGM110GTPOE/POE2, APLGM118GTPOE/POE2, APLGM124GTPOE/POE2 (D A 324)
7 7 IRBEIT show environment =~ NIZ CHEZRH S FE T,

K N—2 3

1. 04. 00 LAR%

L~ Critical
=R N Fan <fanNum>: Speed low.
Bt FanNum> TR EINDEHZD 7 7 AREHENBEL -2 L 2R LET,

(APLGM110GTPOE/POE2, APLGM118GTPOE/POE2, APLGM124GTPOE/POE2 D F324k)
7 7 IRBEIX show environment =~ RIZCHRESRHSEE,

X/ N— g v

1. 04. 00 LAR%

L~ Informational
mEZE TN Fan <fanNum>: Recovered.
B! SFanNum> CREINDHE SO 7 7 U NEENOER LI 2R LET,

(APLGM110GTPOE/POE2, APLGM118GTPOE/POE2, APLGM124GTPOE/POE2 D Z324%)

JXA‘—J‘/EJ\/{“—:‘/\":’I Ve

1. 04. 00 LL[%

1.7 RERERA

L~y Critical
o 7 FRR System temperature is higher than threshold.
B TEE NI EREE S ER R A (65 CH) ICE L= Z L 2R LET,

(APLGM110GTPOE/POE2, APLGM118GTPOE/POE2, APLGM124GTPOE/POE2 D F 324)
IREDIRBEIT show environment =1~ NIZ CHEERH kE 4,

K/ N—2 g v

1. 04. 00 LL[%
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L~ Informational
=R/ -7 System temperature recovered to normal.
B EENBEERENERRENOER L 2R LET,

(APLGM110GTPOE/POE2, APLGM118GTPOE/POE2, APLGM124GTPOE/POE2 D A 3£4E)

X/ N— g v

1. 04. 00 LAR%

.12 2097705 —2 a3 UikeE

L~ Warning
0 7R Link aggregation Port <portNum> does not receive LACPDU normally.
i LACP 8% E D LAG A > 73—7R— h<portNum> T, —EWRfH LACPDU 2518 L7232

LR LET,

KIRN—= g

1. 07. 00 LAR%

L~y Informational

o 7R Link aggregation Port <portNum> recovers from LACPDU receiving
abnormally state.

GILs LACP 3% 7E @D LAG A > /3—7K— ~<portNum> T, LACPDU DZENEIAL7=Z &%

RLET,

X/ N— g v

1.07. 00 LAR%

L~ Warning
=N Link aggregation Port <portNum> links down.
B LAG A > /N—7R— h<portNum>RN Y > 7 A LimZ LR LET,

K N— g

1. 07. 00 LI

L~y Informational
o 7 FRR Link aggregation Port <portNum> links up.
A LAG A > /N—7R— hportNum>BX VY > 7 7 v 7 LIz Z LR LET,

K/ N— 3

1.07. 00 LAR%

40/49




1. 73 DHCP Snooping ##E

L~y Informational
=R N DHCP Snooping: Mode-Timer started.
B DHCP Snooping DEIFE— FAEITID B2 & A ~—RE I, BsIhizZ

LR LET,

K/ N— =

1. 11. 00 LLf%

L~ Informational
0 7R DHCP Snooping: mode changed to <status> <method>.
A DHCP Snooping ®EMEE— R Hbo7zZ LA RLET,

{status> :

DHCP Snooping OBH{EE— 47k LE¥. [PERMITS E724% TDENY) OV
ERLET,

<method> :

DHCP Snooping DEYEE— KDYV k2 Frik% R LE T, Tautomatically)
721X Tmanually] OWThrERLET,

K N—2 3

1. 11. 00 LAR%

1.7TAPD E=4 ') U JHkHE

L~ Informational
=R/ -7 Port <portNum> pd-monitoring [ICMP-mode] start.
B A— F<portNum> TPD £=#% U v ZVWNEMEBIME LT-Z L 2R L ET,

K/ N— =

1. 14. 00 LLf%

L~ Warning

o 7 FRR Port <portNum> pd-monitoring [ICMP-mode] [restart-poe] detected pd—
down, restart PoE.

GILs PDE=%U > ZHEREIC R D . A — F<portNum> T PD / — RIAKJRE 7= 8 PoE

ZEEE L2 AR LET,

K N—2 3

1. 14. 00 LAR%

41/49




L~

Warning

o 7 FRR Port <portNum> pd-monitoring [ICMP-mode] [notify-only] detected pd—
down.
it B PDE=41U 7 HEREIZ LV, AR— F<portNum> CTPD / — RDX 7 LT

ZEHERLET,

X/ N— g v

1. 14. 00 LAR%

L~y Error

=N Port <portNum> pd-monitoring [ICMP-mode] retry times is expired, stop
PoE.

i PD £E=4 VU U IHERETHED Y F 7 A B A L7270, AR— F<portNum>

D PoE g aAF I LI Z & 2R LET,

JXA‘—J‘/EJ\/{‘—:‘/\‘H Ve

1. 14. 00 LLf%

L~ Informational

=R/ -7 Port <portNum> pd-monitoring [ICMP-mode] auto-recovery time expired,
restart PoE.

GILs PD E=24 U > 7 HERE T HEME IFIFA RS L7272, AR— h<{portNum>?® PoE

falEZm L2 L AR LET,

Xt/ N— g v

1. 14. 00 LAR%

L~ Informational
o 7 FRR Port <portNum> pd-monitoring [ICMP-mode] restart PoE manually.
it B PD ®=4 U » JHERE T I L 727" — b <portNum>?® PoE #4&E % TEI CHBH L 7=

ZEERLET,

X/ N— g v

1. 14. 00 LLf%
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2. by IT—E&

21128 Sy

Trap 0ID B

coldStart 1.3.6.1.6.3.1.1.5. 1 |EJFRBARHIEE LET,

warmStart 1.3.6.1.6.3.1.1.5. 2 Uf—k@%%:%ﬁbiﬁ

linkDown 1.3.6.1.6.3.1.1.5.3 — hD Y U ZARAED, down RABICETE SN REIZ AR
LET,

linkup 1.3.6.1.6.3.1.1.5.4 |AR—brD VU > Z7ARAED, up IREEICE T SAUIZIRFIZE(E L
EJx a8

authenticationFail [1.3.6.1.6.3. 1. 1.5.5 |RIEZR =2 I 2=7 4 —4IZ X 5 SNWP ZR %515 L7 REIC

ure EELET HERAELESE S PH T ERELET,

newRoot 1.3.6.1.2.1.17.0. 1  |[AN=2 7Y U =71 ha/VZTHEAL— T v
B S ERHIRE LET, #l2E PR e o—2 s
A= TIZRoT-RFIZEE L ET,

topologyChange 1.3.6.1.2.1.17.0. 2 AN 7 )= a hanil Cry hU—27 hdkRkn v
—DEERTIEELET, 7277 L. newRoot Z i LTI
ITEE LER A,

risingAlarm 1.3.6.1.2.1.16.0.1  |RMON f¥EIZHB VT, 77— LMREIC L 0 | MIB fE23BEME
HL:%MLK%Z%?Vf%%%Li?O

fallingAlarm 1.3.6.1.2.1.16.0.2  |RMON F&REIZER\WT, 77— AERRIC L D . MIB {23 BEE
LT LIZRRZ R 7 v 2R E LET,

11dpRemTablesChang|1.0.8802.1.1.2.0.0.1 |11dpStatsRemTableLastChangeTime DAEIZAL L 7= HRIC

e N7 T EEELET,
11dpStatsRemTableLastChangeTime (X, = b U —ME
Ak, AR, HIBRSNIZRHIEFE SN E T,
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22RUE—BA RS YT

bpduGuardAttackDetected

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 1. 1. 1

Variables sysDescr, sysObjectID, bpduGuardTrapMode, ifIndex

% AR— MZ BPDU guard B¥REDIE%H T Y BPDU IR HED " Normal”/> 5 UnderAt tack”
IR LTZBRICEE L ET,

bpduGuardAttackRecovered

SnmpVersion vZce
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 1. 1. 2
Variables sysDescr, sysObjectID, bpduGuardRecoveryType, iflndex
FEF% AR— NI BPDU guard #REANE %) CTd ¥ BPDUIRAE” 23 ”"UnderAttack”?> & Normal”
(R LTZBRICEE LE T
loopDetected
SnmpVersion v2c
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 2. 1. 1
Variables sysDescr, sysObjectID, iflndex
TEF% 7N— I T loop Z i LIZBRIZIEE L E T,
loopRestart
SnmpVersion vZce
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 2. 1. 2
Variables sysDescr, sysObjectID, loopdetectRecoveryType, iflndex
T Loop Z 4 L CPAZE L7 AR — P MEIR L7CBRICHE L E T,

broadcastStormOccurred

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 3. 1. 1

Variables sysDescr, sysObjectID, iflndex

TEFR R—=FTT7 =&y X PR b—L2BRH LTBRISEELET,
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broadcastStormCleared

SnmpVersion vZc

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 3. 1. 2

Variables sysDescr, sysObjectID, iflndex

FEF% A—=FTTH—RFFy 2 MR =LA SN2 TR o TeRHTIRE LET,

multicastStormOccurred

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.3. 1. 3

Variables sysDescr, sysObjectID, iflIndex

TEF K= b TN F ¥ A PAP—LDBPBAMENTRFTEE LET,

multicastStormCleared

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.3. 1. 4

Variables sysDescr, sysObjectID, iflndex

TEF% R—=F TN FHFY X PR —LPBRHMSNRLS IR TRFITEE L ET,
stormPortShutdown

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 3. 1.5

Variables sysDescr, sysObjectID, iflndex

% R=PFTTR=RFY A PR F—LELFTIATFHFY AR F—LEBRAL,

S BITA b— L5k LIoRER, AN— MHZELIZRRICRE L £,

stormPortShutdownRecovered

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.3. 1.6

Variables sysDescr, sysObjectID, iflIndex

T Ny FAR—=AIZE VA LA — FEIR LERRCEE LET,

cpulUtilizationStatusChange

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 4. 1. 1

Variables sysDescr, sysObjectID, cpuUtilizationNotifyCurrentStatus
EFR CPUMEF N B A A CAT —H AZEE LIRFICHE L E T,

45/49




dramUtilizationStatusChange

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 4. 1. 2

Variables sysDescr, sysObjectID, dramUtilizationNotifyCurrentStatus

FEF% DRAM i IS BRE A BB X C AT —# A &EH LTIERHZEE LETS
macAuthFailure

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.5. 1. 1

Variables sysDescr, sysObjectID, macAuthMAC, macAuthVID, ifIndex

TE# B AR DY MAC A — AGRREIZ R L 72 R 26 L £
webAuthFailure

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.6. 1. 1

Variables sysDescr, sysObjectID, webAuthUsername, webAuthMAC, webAuthIP

TEFE Ui A 7S Web FRREIZ I LT2pIZRfZE L ET,
webAuthStopLearning

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 6. 1. 2

Variables sysDescr, sysObjectID

T Web FRREDFE A H i L7RFICHE L E T,

webAuthRecoverLearning

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.6. 1. 3

Variables sysDescr, sysObjectID

EFE Web FRREDFE I REED B IR L7ZRRICIEE LE T,
dotlxAuthFailure

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 7. 1. 1

Variables sysDescr, sysObjectID, dotlxUsername, dotlxMAC, iflndex

TEFE Ui AR 802, 1X FEREIZ R L 72 ICixE L £ 95,
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login

SnmpVersion v2c
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 8. 1. 1
Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
TEFE RN~ A LERICEELET,
loginFailed
SnmpVersion v2c
SnmpTrap0ID 1.3.6.1.4.1.278.102. 1.8. 1. 2
Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
EFE U AR IEE A~ T A LRI L TR ISR E LT,
logout
SnmpVersion vZce
SnmpTrap0ID 1.3.6.1.4.1.278.102.1.8. 1. 3
Variables sysDescr, sysObjectID, loginUsername, loginFrom, loginIP
TEFE SR AEE D 7T h LERRICEE L ET,
swFanRecover
SnmpVersion v2c
SnmpTrap0ID 1.3.6.1.4.1.278.102.1.9. 1.0
Variables sysDescr, sysObjectID, swFanID
EFE 7 7 v DEHREE IR DR LKA E LT,
swFanStop
SnmpVersion vZce
SnmpTrap0ID 1.3.6.1.4.1.278.102.1.9. 1. 1
Variables sysDescr, sysObjectID, swFanID
EFE 7 7 O IR 2 B Lo RHSEE LET
swFanSpeedLow
SnmpVersion v2c
SnmpTrap0ID 1.3.6.1.4.1.278.102.1.9. 1. 2
Variables sysDescr, sysObjectID, swFanID
TEFE 7 7 v DRHEMEIE 2 i L7 RRICEE LET,
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swTempRecover

SnmpVersion vZc

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 10. 1. 0

Variables sysDescr, sysObjectID, swTemperatureCurrent

TEFE FETE NIREE S SR AL F R DI L 72 RRICIAE L E T,
swTempHigh

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 10. 1. 1

Variables sysDescr, sysObjectID, swlemperatureCurrent

EFE FEE NI S SR SR (65°CH) Z i L= RFICi¥ME L £ 7,
sfpLinkDown

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 11. 1. 1

Variables sysDescr, sysObjectID, sfpPortlIndex, sfpDiagRXPowerValid

sfpDiagRXPower, sfpDiagTXPowerValid, sfpDiagTXPower

% SFP AN— kWY 7 H v LTERRICEE LETS
linkErrorDetected

SnmpVersion v2c

SnmpTrapOID 1.3.6.1.4.1.278.102. 1. 12. 1. 1

Variables sysDescr, sysObjectID, linkErrorPortIndex

EF% Link Error % L7=FFIZEE LET,

linkAggRecvLACPDUAbnormal

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 13. 1. 1

Variables sysDescr, sysObjectID, linkAggPortIndex

EF LACP BXRED LAG 7 /L—7"C, —ERfH LACPDU & 32{8 L 7R WK EE(E L £ 97

linkAggRecoverFromAbnormal

SnmpVersion v2c

SnmpTrapO0ID 1.3.6.1.4.1.278.102.1.13. 1. 2

Variables sysDescr, sysObjectID, linkAggPortIndex

R LACP X FED LAG 7 /L—7"T LACPDU DEARAMEIR L7ZRFIZEE L £ T
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linkAggPortLinksDown

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102.1.13. 1. 3

Variables sysDescr, sysObjectID, linkAggPortIndex

R LAG R— R 23U 7 o v LIZRRIZIEE L E T
linkAggPortLinksUp

SnmpVersion v2c

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 13. 1. 4

Variables sysDescr, sysObjectID, linkAggPortIndex

T LAG N— FAN U 77 v 7 LIERRHTEE L E T

poeErrorCheckPoEError

SnmpVersion vZce

SnmpTrap0ID 1.3.6.1.4.1.278.102. 1. 14. 1. 1

Variables sysDescr, sysObjectID, poeSystemPortIndex, poeSystemPortIndex
EF% PoE Error Z il LIZRHZIAE L ¥,
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