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1. MIB
1.1 RFC 1213(RFC1213-MIB)

MIB

interface(2)

OID: 1.3.6.1.2.1.2

ifNumber(1)

ifTable(2)/ifEntry(1)

iflndex(1)

ifDescr(2)

1fType(3)

ifiitu(4)

ifSpeed(5)

ifPhysAddress(6)

ifAdminStatus(7)

ifOperStatus(8)

ifLastChange(9)

ifInOctets(10)

ifInUcastPkts(11)

ifInNUcastPkts(12)

ifInDiscards(13)

ifInErrors(14)

i fInUnknownProtos(15)

ifOutOctets(16)

ifOutUcastPkts(17)

i fOutNUcastPkts(18)

ifOutDiscards(19)

ifOutErrors(20)

ifoutQLen(21)

ifSpecific(22)

ip(4)

OID: 1.3.6.1.2.1.4

ipRouteTable(21)/
ipRouteEntry(1)

ipRouteDest(1)

ipRoutelfindex(2)

ipRouteMetricl(3)

ipRouteMetric2(4)

ipRouteMetric3(5)

ipRouteMetric4(6)

ipRouteNextHop(7)

ipRouteType(8)

ipRouteProto(9)

ipRouteAge(10)

ipRouteMask(11)

ipRouteMetric5(12)

ipRoutelnfo(13)

ipRoutingDiscards(23)
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MIB

tep(6)

OID: 1.3.6.1.2.1.6

tcpRtoAlgorithm(l)

tcpRtoMin(2)

tcpRtoMax(3)

tcpMaxConn(4)

tcpActiveOpens(5)

tcpPassiveOpens(6)

tcpAttemptFails(7)

tcpEstabResets(8)

tcpCurrEstab(9)

tcpInSegs(10)

tcpOutSegs(11)

tcpRetransSegs(12)

tcpConnTable(13)/
tcpConnEntry (1)

tcpConnState(1)

tcpConnLocalAddress(2)

tcpConnLocalPort(3)

tcpConnRemAddress(4)

tcpConnRemPort(5)

tcplnErrs(14)

tcpOutRsts(15)

udp(7)

OIb: 1.3.6.1.2.1.7

udplInDatagrams(1)

udpNoPorts(2)

udpInErrors(3)

udpOutDatagrams(4)

udpTable(5)/udpEntry(1)

udpLocalAddress(21)

udpLocalPort(2)
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1.2 RFC 1493(BRIDGE-MIB)

MIB

dotldBase(l) 0ID: 1.3.6.1.2.1.17.1

dotldBaseBridgeAddress(1)

dotldBaseNumPorts(2)

dotldBaseType(3)

dotldBasePortTable(4)/
dotldBasePortEntry(1l)

dotldBasePort(1)

dotldBasePortifindex(2)

dotldBasePortCircuit(3)

dotldBasePortDelayExceeded
Discards(4)

dotldBasePortMtuExceededDi
scards(5)

dot1dTp(4) 0ID: 1.3.6.1.2.1.17.4

dotldTpLearnedEntryDiscards
@

dot1ldTpAgingTime(2)

dotldTpFdbTable(3)/
dot1ldTpFdbEntry(1)

dotldTpFdbAddress(1)

dotldTpFdbPort(2)

dotldTpFdbStatus(3)

dotldTpPortTable(4)/
dotldTpPortEntry(1)

dotldTpPort(1)

dotldTpPortMaxInfo(2)

dotldTpPortinFrames(3)

dotldTpPortOutFrames(4)

dotldTpPortinDiscards(5)
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1.3 RFC 2665(EtherLike-MIB)

MIB

Dot3(7)

OID: 1.3.6.1.2.1.10.7

dot3StatsTable(2)/
dot3StatsEntry(1)

dot3Statsindex(1)

dot3StatsAlignmentErrors
(2)

dot3StatsFCSErrors(3)

dot3StatsSingleCollisionFr
ames(4)

dot3StatsMultipleCollision
Frames(5)

dot3StatsSQETestErrors(6)

dot3StatsDeferredTransmiss
ions(7)

dot3StatsLateCollisions(8)

dot3StatsExcessiveCollisio
ns(9)

dot3StatsInternalMacTransm
itErrors(10)

dot3StatsCarrierSenseError
s(11)

dot3StatsFrameTooLongs(13)

dot3StatsInternalMacReceiv
eErrors(16)

dot3StatsEtherChipSet(17)

dot3StatsSymbolErrors(18)

dot3StatsDuplexStatus(19)

dot3ControlTable(9)/
dot3ControlEntry(1)

dot3ControlFunctionsSuppor
ted(1)

dot3Control InUnknownOpcode
s(2)

dot3PauseTable(10)/
dot3PauseEntry(1)

dot3PauseAdminMode (1)

dot3PauseOperMode(2)

dot3InPauseFrames(3)

dot30utPauseFrames(4)
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1.4 RFC 2021(RMON2-MIB)

MIB

probeConfig(19)

OID: 1.3.6.1.2.1.16.19

probeCapabilities(l)

probeSoftwareRev(2)

probeHardwareRev(3)

probeDateTime(4)

probeResetControl (5)

probeDownloadFile(6)

probeDownloadTFTPServer(7)

probeDownloadAction(8)

probeDownloadStatus(9)

netConfigTable(11)/
netConfigEntry(1)

netConfiglPAddress(1)

netConfigSubnetMask(2)

netConfigStatus(3)

netDefaul tGateway(12)
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1.5 RFC 2819(RMON-MIB)

MIB

statistics(l) OID: 1.3.6.1.2.1.16.1

etherStatsTable(1)/
etherStatsEntry(1)

etherStatsindex(l)

etherStatsDataSource(2)

etherStatsDropEvents(3)

etherStatsOctets(4)

etherStatsPkts(5)

etherStatsBroadcastPkts(6)

etherStatsMulticastPkts(7)

etherStatsCRCAlignErrors
(©)]

etherStatsUndersizePkts(9)

etherStatsOversizePkts(10)

etherStatsFragments(11)

etherStatsJabbers(12)

etherStatsCollisions(13)

etherStatsPkts640ctets(14)

etherStatsPkts65t01270ctet
s(15)

etherStatsPkts128t02550cte
ts(16)

etherStatsPkts256t05110cte
ts(17)

etherStatsPkts512t010230ct
ets(18)

etherStatsPkts1024t015180c
tets(19)

etherStatsOwner(20)

etherStatsStatus(21)

history(2) 0ID: 1.3.6.1.2.1.16.2

historyControlTable(1)/
historyControlEntry(1)

historyControl Index(1)

historyControlDataSource

(&)

historyControlBucketsReque
sted(3)

historyControlBucketsGrant
ed(4)

historyControl Interval (5)

historyControlOwner(6)

historyControlStatus(7)

etherHistoryTable(2)/
etherHistoryEntry(1)

etherHistorylndex(1)
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MIB

etherHistorySamplelndex(2)

etherHistorylntervalStart

(©)

etherHistoryDropEvents(4)

etherHistoryOctets(5)

etherHistoryPkts(6)

etherHistoryBroadcastPkts
@)

etherHistoryMulticastPkts
(®)

etherHistoryCRCAlignErrors
(©)

etherHistoryUndersizePkts

(10)

etherHistoryOversizePkts

1)

etherHistoryFragments(12)

etherHistoryJabbers(13)

etherHistoryCollisions(14)

etherHistoryUtilization

(15)

alarm(3) OID: 1.3.6.1.2.1.16.3

alarmTable(1)/alarmentry(1)

alarmindex(1)

alarminterval (2)

alarmvariable(3)

alarmSampleType(4)

alarmvalue(5)

alarmStartupAlarm(6)

alarmRisingThreshold(7)

alarmFallingThreshold(8)

alarmRisingEventindex(9)

alarmFal lingEventIndex(10)

alarmOwner(11)

alarmStatus(12)

event(9) OID: 1.3.6.1.2.1.16.9

eventTable(l)/eventEntry(1)

eventlndex(l)

eventDescription(2)

eventType(3)

eventCommunity(4)

eventLastTimeSent(5)

eventOwner(6)

eventStatus(7)

logTable(2)/1ogEntry(1)

logEventindex(1)

logIndex(2)

logTime(3)
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MIB

\IogDescription(4)
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1.6 RFC 1907 (SNMPv2-MIB)

MIB

system(1)

OID: 1.3.6.1.2.1.1

sysDescr(1)

sysObjectID(2)

sysUpTime(3)

sysContact(4)

sysName(5)

sysLocation(6)

sysServices(7)

sysORLastChange(8)

sysORTable(9)/sysOREntry(1)

sysORIndex(1)

sysORID(2)

sysORDescr(3)

sysORUpTime(4)

snmp(11)

OID: 1.3.6.1.2.1.11

snmpinpkts(1)

snmpoutpkts(2)

snmpinbadversions(3)

snmpinbadcommunitynames(4)

snmpinbadcommunityuses(5)

snmpinasnparseerrs(6)

snmpintoobigs(8)

snmpinnosuchnames(9)

snmpinbadvalues(10)

snmpinreadonlys(11)

snmpingenerrs(12)

snmpintotalreqvars(13)

snmpintotalsetvars(14)

snmpingetrequests(15)

snmpingetnexts(16)

snmpinsetrequests(17)

snmpingetresponses(18)

snmpintraps(19)

snmpouttoobigs(20)

snmpoutnosuchnames(21)

snmpoutbadvalues(22)

snmpoutgenerrs(24)

snmpoutgetrequests(25)

snmpoutgetnexts(26)

snmpoutsetrequests(27)

snmpoutgetresponses(28)

snmpouttraps(29)

snmpenableauthentraps(30)

snmpsilentdrops(31)

snmpproxydrops(32)

snmpV2(6)

OID: 1.3.6.1.6
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MIB

snmpModules(3)

snmpMIB(1)

snmpMIBObjects(1)

snmpSet(6)

\snmpSetSerialNo(l)
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1.7 RFC 2863(IF-MIB)

MIB

ifMIBObjects(1)

OID: 1.3.6.1.2.1.31.1

ifXTable(1)/ifXEntry(1)

ifName(1)

ifInMulticastPkts(2)

ifInBroadcastPkts(3)

ifOutMulticastPkts(4)

ifOutBroadcastPkts(5)

ifHCInOctets(6)

ifHCInUcastPkts(7)

ifHCInMulticastPkts(8)

ifHCInBroadcastPkts(9)

i fHCOutOctets(10)

ifHCOutUcastPkts(11)

ifHCOutMulticastPkts(12)

ifHCOutBroadcastPkts(13)

ifLinkUpDownTrapEnable(14)

ifHighSpeed(15)

ifPromiscuousMode(16)

false(2)

ifConnectorPresent(17)

ifAlias(18)

ifCounterDiscontinuityTime(19)

0:00:00.00

ifTableLastChange(5)

ifStackLastChange(6)
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1.8 RFC 2571(SNMP-FRAMEWORK-MIB)

MIB

snmpEngine(1)

OID: 1.3.6.1.6.3.10.2.1

snmpEnginelD(1)

snmpEngineBoots(2)

snmpEngineTime(3)

snmpEngineMaxMessageSize(4)
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1.9 RFC 2572(SNMP-MPD-MIB)

MIB

snmpMPDStats(1)

OID: 1.3.6.1.6.3.11.2.1

snmpUnknownSecurityModels(1)

snmpInvalidMsgs(2)

snmpUnknownPDUHandlers(3)
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1.10 RFC 2573N(SNMP-NOTIFICATION-MIB)

MIB

snmpNotifyObjects(1)

OID: 1.3.6.1.6.3.13.1

snmpNotifyTable(1)/
snmpNotifyEntry(1)

snmpNotifyName(1)

snmpNotifyTag(2)

snmpNotifyType(3)

snmpNotifyStorageType(4)

snmpNotifyRowStatus(5)

snmpNotifyFilterProfileTable(2)/
snmpNotifyFilterProfileEntry(1)

snmpNotifyFilterProfileName(1l)

snmpNotifyFilterProfileStorTyp
e(?)

snmpNotifyFilterProfileRowStat
us(3)

snmpNotifyFilterTable(3)/
snmpNotifyFilterEntry(1)

snmpNotifyFilterSubtree(l)

snmpNotifyFilterMask(2)

snmpNotifyFilterType(3)

snmpNotifyFilterStorageType(4)

snmpNotifyFilterRowStatus(5)
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1.11 RFC 2573T(SNMP-TARGET-MIB)

MIB

snmpTargetObjects(1)

OID: 1.3.6.1.6.3.12.1

snmpTargetSpinLock(1)

snmpTargetAddrTable(2)/
snmpTargetAddrEntry(1)

snmpTargetAddrName(1)

snmpTargetAddrTDomain(2)

snmpTargetAddrTAddress(3)

snmpTargetAddrTimeout(4)

snmpTargetAddrRetryCount(5)

snmpTargetAddrTagList(6)

snmpTargetAddrParams(7)

snmpTargetAddrStorageType(8)

snmpTargetAddrRowStatus(9)

snmpTargetParamsTable(3)/
snmpTargetParamsEntry(1)

snmpTargetParamsName(1)

snmpTargetParamsMPModel (2)

snmpTargetParamsSecurityModel

(©)

snmpTargetParamsSecur ityName

4)

snmpTargetParamsSecuritylLevel

®)

snmpTargetParamsStorageType(6)

snmpTargetParamsRowStatus(7)

snmpUnavai lableContexts(4)

snmpUnknownContexts(5)

19/66




1.12 RFC 2574 (SNMP-USER-BASED-SM-MIB)

MIB

usmMIBObjects(1l) OID: 1.3.6.1.6.3.15.1

usmStats(1)

usmStatsUnsupportedSecLevels

@

usmStatsNotInTimeWindows(2)

usmStatsUnknownUserNames(3)

usmStatsUnknownEnginelDs(4)

usmStatsWrongDigests(5)

usmStatsDecryptionErrors(6)

usmUser(2)

usmUserSpinLock(1)

usmUserTable(2)/
usmUserEntry(1)

usmUserEnginelD(1)

usmUserName(2)

usmUserSecurityName(3)

usmUserCloneFrom(4)

usmUserAuthProtocol (5)

usmUserAuthKeyChange(6)

usmUserOwnAuthKeyChange(7)

usmUserPrivProtocol (8)

usmUserPrivKeyChange(9)

usmUserOwnPrivKeyChange(10)

usmUserPublic(11)

usmUserStorageType(12)

usmUserStatus(13)
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1.13 RFC 2575(SNMP-VIEW-BASED-ACM-MIB)

MIB

vacmMIBObjects(1) OID: 1.3.6.1.6.3.16.1

vacmContextTable(1)/
vacmContextEntry(1)

vacmContextName(1)

vacmSecurityToGroupTable(2)/
vacmSecurityToGroupEntry(1)

vacmSecurityModel (1)

vacmSecurityName(2)

vacmGroupName(3)

vacmSecurityToGroupStorageType

4)

vacmSecurityToGroupStatus(5)

vacmAccessTable(4)/
vacmAccessEntry(1)

vacmAccessContextPrefix(1)

vacmAccessSecurityModel (2)

vacmAccessSecuritylLevel (3)

vacmAccessContextMatch(4)

vacmAccessReadViewName(5)

vacmAccessWriteViewName(6)

vacmAccessNotifyViewName(7)

vacmAccessStorageType(8)

vacmAccessStatus(9)

vacmMIBViews(5)

vacmViewSpinLock(1)

vacmViewTreeFamilyTable(2)/
vacmViewTreeFami lyEntry(1)

vacmViewTreeFami lyViewName

@

vacmViewTreeFamilySubtree

(&)

vacmViewTreeFami lyMask(3)

vacmViewTreeFamilyType(4)

vacmViewTreeFami lyStorageTy
pe(5)

vacmViewTreeFami lyStatus(6)
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1.14 RFC 2576 (SNMP-COMMUNITY-MIB)

MIB

snmpCommunityMIBObjects(1l)

OID: 1.3.6.1.6.3.18.1

snmpCommunityTable(1)/
snmpCommunityEntry(1)

snmpCommunity Index(1)

snmpCommunityName(2)

snmpCommunitySecurityName(3)

snmpCommunityContextEnginelD

4)

snmpCommunityContextName(5)

snmpCommunityTransportTag(6)

snmpCommunityStorageType(7)

snmpCommunityStatus(8)

snmpTargetAddrExtTable(2)/
snmpTargetAddrExtEntry(1)

snmpTargetAddrTMask(1)

snmpTargetAddrMvS(2)

snmpTrapAddress(3)

snmpTrapCommunity(4)
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1.15 RFC 2620(RADIUS-ACC-CLIENT-MIB)

MIB

radiusAccounting(2) OID: 1.3.6.1.2.1.67.2

radiusAccClientMIB(2)

radiusAccClientMIBObjects(1)

radiusAccClient(1)

radiusAccClientlInvalidServerAd
dresses(1)

radiusAccClientldentifier(2)

radiusAccServerTable(3)/
radiusAccServerEntry(1)

radiusAccServerlindex(1)

radiusAccServerAddress(2)

radiusAccClientServerPortNum
ber(3)

radiusAccClientRoundTripTime

4)

radiusAccClientRequests(5)

radiusAccClientRetransmissio
ns(6)

radiusAccClientResponses(7)

radiusAccClientMalformedResp
onses(8)

radiusAccClientBadAuthentica
tors(9)

radiusAccClientPendingReques
ts(10)

radiusAccClientTimeouts(11)

radiusAccClientUnknownTypes

(12)

radiusAccClientPacketsDroppe
d(13)
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1.16 RFC 4363(P-BRIDGE-MIB, Q-BRIDGE-MIB)

MIB

dotldBridge(17)

OID: 1.3.6.1.2.1.17

pBridgeMIB(6)

pBridgeMIBObjects(1)

dotldExtBase(1)

dotldDeviceCapabilities(l)

dotldTrafficClassesEnabled(2)

dotldGmrpStatus(3)

dotldPortCapabilitiesTable(4)/
dotldPortCapabilitiesEntry(1l)

|dotldPortCapabilities(l)

dotldPriority(2)

dotldPortPriorityTable(1)/
dotldPortPriorityEntry(1)

dotldPortDefaultUserPriority(1)

dotldPortNumTrafficClasses(2)

dotldTrafficClassTable(3)/
dotldTrafficClassEntry(1)

dotldTrafficClassPriority(1)

dotldTrafficClass(2)

gBr

dgeMIB(7)

gBridgeMIBObjects(1)

dotlgBase(l)

dotlgVIlanVersionNumber(1)

dotlgMaxVlanld(2)

dotlgMaxSupportedVlans(3)

dotlgNumVlans(4)

dotlqGvrpStatus(5)

d

0

t1qTp(2)

dotlgFdbTable(1)/dotlgFdbEntry(1)

dot1gFdbld(l)

dotlgFdbDynamicCount(2)

dotlqTpFdbTable(2)/
dotlqTpFdbEntry(1)

dotlgTpFdbAddress(1)

dotlgTpFdbPort(2)

dotlgTpFdbStatus(3)

dotlqTpGroupTable(3)/
dotlqTpGroupEntry(1)

dot1lgTpGroupAddress(1)

dotlgTpGroupEgressPorts(2)

dotlgTpGroupLearnt(3)

dotlgStatic(3)

dotlgStaticUnicastTable(1)/
dotlgStaticUnicastEntry(1)

|dothStaticUnicastAddress(l)
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MIB

dotlgStaticUnicastReceivePort(2)

dotlgStaticUnicastAl lowedToGoTo
3

dotlgStaticUnicastStatus(4)

invalid(2) permanent(3)

dotlgStaticMulticastTable(2)/
dotlgStaticMulticastEntry(1)

dotlgStaticMulticastAddress(l)

dotlgStaticMulticastReceivePort

(@) 0
dotlgStaticMulticastStaticEgressP

orts(3)

dotlgStaticMulticastForbiddenEgre

ssPorts(4) 0

dotlgStaticMulticastStatus(5)

invalid(2) permanent(3)

d

0

tlgvlan(4)

dotlgVlanNumDeletes(1)

dotlgVlanCurrentTable(2)/
dotlgVlanCurrentEntry(1)

dotlgVlanTimeMark(1)

dotlgVlanindex(2)

dotlgVlanFdbld(3)

dotlgVlanCurrentEgressPorts(4)

dotlgVlanCurrentUntaggedPorts(5)

dotlgVlanStatus(6)

dotlgVlanCreationTime(7)

dotlgVlanStaticTable(3)/
dotlgVlanStaticEntry(l)

dotlgVlanStaticName(1)

dotlgVlanStaticEgressPorts(2)

dotlgVlanForbiddenEgressPorts(3)

dotlgVlanStaticUntaggedPorts(4)

dotlgVlanStaticRowStatus(5)

active(l) createAndGo(4)

destory(6)

dotlgNextFreeLocalVlanindex(4)

dotlgPortVlanTable(5)/
dotlgPortVlanEntry(1l)

dotlgPvid(l)

dotlgPortAcceptableFrameTypes(2)

dotlgPortingressFiltering(3)

dotlgPortGvrpStatus(4)

dotlgPortGvrpFailedRegistrations
®)

dotlgPortGvrpLastPdulrigin(6)

dotlgPortRestrictedVlanRegistrati
on(7)

25/66




MIB

dotlgConstraintSetDefaul t(9)

dotlgConstraintTypeDefault(10)

dotlvProtocol (5)

dotlvProtocolGroupTable(1)/
dotlvProtocolGroupEntry(1)

dotlvProtocolTemplateFrameType(1)

dotlvProtocolTemplateProtocolValu

e(2)

dotlvProtocolGroupld(3)

dotlvProtocolGroupRowStatus(4)

dotlvProtocolGroupTable(1)/
dotlvProtocolGroupEntry(1)

dotlvProtocolPortGroupld(1)

dotlvProtocolPortGroupVid(2)

dotlvProtocolPortRowStatus(3)
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1.17 RFC 2925P(DISMAN-PING-MIB)

MIB

pingObjects(1)

OID: 1.3.6.1.2.1.80.1

pingMaxConcurrentRequests(1l)

pingCtiTable(2)/
pingCtlEntry

pingCtlOwnerIndex(1)

pingCtlTestName(2)

pingCtlTargetAddressType(3)

pingCtlTargetAddress(4)

pingCtlDataSize(5)

pingCtITimeOut(6)

pingCtIProbeCount(7)

pingCtlAdminStatus(8)

pingCtlDataFill(9)

pingCtlFrequency(10)

pingCtIMaxRows(11)

pingCtlStorageType(12)

pingCtiTrapGeneration(13)

pingCtiTrapProbeFailureFilter
(14)

pingCtiTrapTestFailureFilter(15)

pingCtiType(16)

pingCtlDescr(17)

pingCtlSourceAddressType(18)

pingCtlSourceAddress(19)

pingCtl1fIndex(20)

pingCtlByPassRouteTable(21)

pingCtIDSField(22)

pingCtIRowStatus(23)

createAndGo(4) destroy(6)

pingResultsTable(3)/
pingResultsEntry(1)

pingResultsOperStatus(1)

pingResultslpTargetAddressType
)

pingResultslpTargetAddress(3)

pingResultsMinRtt(4)

pingResultsMaxRtt(5)
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MIB

pingResultsAverageRtt(6)

pingResultsProbeResponses(7)

pingResultsSentProbes(8)

pingResultsRttSumOfSquares(9)

pingResultsLastGoodProve(10)
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1.18 RFC 2925T(DISMAN-TRACEROUTE-MIB)

MIB

traceRouteObjects(1)

OID: 1.3.6.1.2.1.81.1

traceRouteMaxConcurrentRequests(l)

traceRouteCtlTable(2)/
traceRouteCtlEntry(1)

traceRouteCtlOwneriIndex(l)

traceRouteCtITestName(2)

traceRouteCtlTargetAddressType
3)

traceRouteCtlTargetAddress(4)

traceRouteCtlByPassRouteTable(5)

traceRouteCtlDataSize(6)

traceRouteCtITimeOut(7)

traceRouteCtlProbesPerHop(8)

1 9

traceRouteCtlPort(9)

30,000 64,900

traceRouteCtIMaxTtl(10)

traceRouteCtIDSField(11)

traceRouteCtlSourceAddressType
(12)

traceRouteCtlSourceAddress(13)

traceRouteCtl1findex(14)

traceRouteCtIMiscOptions(15)

TraceRouteCtIMaxFailure (16)

traceRouteCtl DontFragment(17)

traceRouteCtlInitialTtl(18)

traceRouteCtlIFrequency(19)

traceRouteCtlStorageType(20)

traceRouteCtlAdminStatus(21)

traceRouteCtlDescr(22)

traceRouteCtIMaxRows (23)

traceRouteCtITrapGeneration(24)

traceRouteCtICreateHopsEntries

(25)

traceRouteHopsTable

traceRouteCtIType(26)

traceRouteCtIRowStatus(27)

createAndGo(4) destroy(6)
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MIB

traceRouteResultsTable(3)/
traceRouteResultsEntry(1)

traceRouteResultsOperStatus(1)

traceRouteResultsCurHopCount(2)

traceRouteResultsCurProbeCount

®

traceRouteResultslpTgtAddrType
%)

traceRouteResultslpTgtAddr(5)

traceRouteResultsTestAttempts(6)

traceRouteResultsTestSuccesses

M

traceRouteResultsLastGoodPath(8)

traceRouteHopsTable(5)/

traceRouteHopsEntry

traceRouteHopsHopIndex(1)

traceRouteHopsIpTgtAddressType
&)

traceRouteHopsIpTgtAddress(3)

traceRouteHopsMinRtt(4)

traceRouteHopsMaxRtt(5)

traceRouteHopsAverageRtt(6)

traceRouteHopsRttSumOfSquares(7)

traceRouteHopsSentProbe(8)

traceRouteHopsProbeResponses(9)

traceRouteHopsLastGoodProbe(10)

30/66




1.19 IEEE8021-PAE(IEEE8021-PAE-MIB)

MIB

dotlxPaeSystem(1)

OID: 1.0.8802.1.1.1.1.1

dotlxPaeSystemAuthControl (1)

dotlxPaePortTable(2)/
dotlxPaePortEntry(1)

dotlxPaePortNumber (1)

dotlxPaePortProtocolVersion(2)

dotlxPaePortCapabilities(3)

dotlxPaePortlnitialize(4)

dotlxPaePortReauthenticate(5)

dotlxPaePortReauthenticate(2)

dotlxAuthConfigTable(1)/
dotlxAuthConfigEntry(1)

dotlxAuthPaeState(1)

dotlxAuthBackendAuthState(2)

dotlxAuthAdminControlledDirecti

ons(3)

dot1lxAuthOperControlledDirectio

ns(4)

dotlxAuthAuthControlledPortStat

us(5)

dotlxAuthAuthControlledPortCont

rol(6)

dotlxAuthQuietPeriod(7) 0 65535
dotlxAuthTxPeriod(8) 0 65535
dotlxAuthSuppTimeout(9) 0 65535
dotlxAuthServerTimeout(10) 0 65535
dotlxAuthMaxReq(11) 1 10
dotlxAuthReAuthPeriod(12) 0 65535

dotlxAuthReAuthEnabled(13)

dotlxAuthKeyTxEnabled(14)

dotlxAuthStatsTable(2)/
dotlxAuthStatsEntry(1)

dotlxAuthEapolFramesRx(1)

dotlxAuthEapolFramesTx(2)

dotlxAuthEapolStartFramesRx(3)
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MIB

dotlxAuthEapolLogoffFramesRx
4)

dotlxAuthEapolRespldFramesRx
()

dotlxAuthEapolRespFramesRx(6)

dotlxAuthEapolReqldFramesTx(7)

dotlxAuthEapolReqFramesTx(8)

dotlxAuthInval idEapolFramesRx
9

dotlxAuthEapLengthErrorFramesRx
(10)

dotlxAuthLastEapolFrameVersion

)

dotlxAuthLastEapolFrameSource

(12)

dotlxAuthDiagTable(3)/
dotlxAuthDiagEntry(1)

dotlxAuthEntersConnecting(l)

dotlxAuthEapLogoffsWhileConnect
ing(2)

DotlxAuthEntersAuthenticating(3
)

dotlxAuthAuthSuccessWhi leAuthen
ticating(4)

dotlxAuthAuthTimeoutsWhileAuthe
nticating(5)

dotlxAuthAuthFai IWhileAuthentic
ating(6)

dotlxAuthAuthReauthsWhi leAuthen
ticating(7)

dotlxAuthAuthEapStartsWhileAuth
enticating(8)

dotlxAuthAuthEapLogoffiwhileAuth
enticating(9)

dotlxAuthAuthReauthsWhi leAuthen
ticated(10)

dotlxAuthAuthEapStartsWhileAuth
enticated(11)
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MIB

dotlxAuthAuthEapLogoffiwhileAuth
enticated(12)

dotlxAuthBackendResponses(13)

dotlxAuthBackendAccessChallenge
s(14)

dotlxAuthBackendOtherRequestsTo
Supplicant(15)

dot1xAuthBackendNonNakResponses
FromSupplicant(16)

dotlxAuthBackendAuthSuccesses
an

dotlxAuthBackendAuthFails(18)

dotlxAuthSessionStatsTable(4)/
dotlxAuthSessionStatsEntry(1)

dotlxAuthSessionOctetsRx(1) counté4

dotlxAuthSessionOctetsTx(2) counté4

dotlxAuthSessionFramesRx(3)

dotlxAuthSessionFramesTx(4)

dotlxAuthSessionld(5)

dotlxAuthSessionAuthenticMethod
)

dotlxAuthSessionTime(7)

dotlxAuthSessionTerminateCause

®

dotlxAuthSessionUserName(9)
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1.20 LLDP-MIB

MIB

11dpMIB(2)

OID: 1.0.8802.1.1.2

11dpObjects(1)

I1dpConfiguration(l)

IldpMessageTxInterval (1)

IldpMessageTxHoldMultiplier(2)

IldpReinitDelay(3)

11dpTxDelay(4)

IldpNotificationinterval (5)

IldpPortConfigTable(6)/11dpPortConfigEntry(1)

I 1dpPortConfigPortNum(1)

I1dpPortConfigAdminStatus(2)

I1dpPortConfigNotificationEnable(3)

I1dpPortConfigTLVsTxEnable(4)

IldpConfigManAddrTable(7)/
I1dpConfigManAddrEntry(1)

I1dpConfigManAddrPortsTxEnable(1)

dpStatistics(2)

IldpStatsRemTablesLastChangeTime(1)

IldpStatsRemTableslnserts(2)

IldpStatsRemTablesDeletes(3)

IldpStatsRemTablesDrops(4)

IldpStatsRemTablesAgeouts(5)

IldpStatsTxPortTable(6)/11dpStatsTxPortEntry(1)

I 1dpStatsTxPortNum(1)

IldpStatsTxPortFramesTotal (2)

IldpStatsRxPortTable(7)/11dpStatsRxPortEntry(1)

I 1dpStatsRxPortNum(1)

I ldpStatsRxPortFramesDiscardedTotal (2)

I 1dpStatsRxPortFramesErrors(3)

I ldpStatsRxPortFramesTotal (4)

I ldpStatsRxPortTLVsDiscardedTotal (5)

I1dpStatsRxPortTLVsUnrecognizedTotal (6)

I ldpStatsRxPortAgeoutsTotal (7)

dpLocalSystemData(?3)

IldpLocChassisldSubtype(1)

IldpLocChassisld(2)
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MIB

I1dpLocSysName(3)

IldpLocSysDesc(4)

11dpLocSysCapSupported(5)

I1dpLocSysCapEnabled(6)

IldpLocPortTable(7)/11dpLocPortEntry(1)

I1dpLocPortNum(1)

I1dpLocPortldSubtype(2)

I1dpLocPortld(3)

I 1dpLocPortDesc(4)

dpL

ocManAddrTable(8)/11dpLocManAddrEntry(1)

I 1dpLocManAddrSubtype(1)

I 1dpLocManAddr(2)

I1dpLocManAddrLen(3)

I 1dpLocManAddr 1 fSubtype(4)

I1dpLocManAddrifld(5)

1 1dpLocManAddroID(6)

dpRemoteSystemsData(4)

I1dpRemTable(1)/11dpRemEntry(1)

I 1dpRemTimeMark(1)

I 1dpRemLocal PortNum(2)

I1dpRemIndex(3)

I 1dpRemChassisldSubtype(4)

I1dpRemChassisld(5)

I 1dpRemPortildSubtype(6)

11dpRemPortid(7)

1 1dpRemPortDesc(8)

I 1dpRemSysName(9)

1 1dpRemSysDesc(10)

I 1dpRemSysCapSupported(11)

1 1dpRemSysCapEnabled(12)

dpRemManAddrTable(2)/ 1 1dpRemManAddrEntry(1)

I 1dpRemManAddrSubtype(1)

I 1dpRemManAddr (2)

I 1dpRemManAddr I fSubtype(3)

I 1dpRemManAddr1f1d(4)

1 1dpRemManAddroID(5)

11dpRemUnknownTLVTable(3)/
11dpRemUnknownTLVEntry (1)
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MIB

1 1dpRemUnknownTLVType(1)

1 1dpRemUnknownTLVInfo(2)
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1.21 LLDP-EXT-DOT1-MIB

MIB

11dpXdotiMIB(32962) OID: 1.0.8802.1.1.2.1.5.32962

I1dpXdotlObjects(l)

11dpXdotl1Config(l)

I1dpXdotlConfigPortVlanTable(1)/
I1dpXdotlConfigPortVlanEntry(1)

I1dpXdotlConfigPortVlanTxEnable(1)

I 1dpXdotlConfigVlanNameTable(2)/
I 1dpXdotlConfigVlanNameEntry(1)

I 1dpXdotlConfigVlanNameTxEnable(1)

I 1dpXdotlConfigProtoVlanTable(3)/
I 1dpXdotlConfigProtoVlanEntry(1)

I 1dpXdotlConfigProtoVlanTxEnable(l)

I 1dpXdotlConfigProtocolTable(4)/
I 1dpXdotlConfigProtocolEntry(1)

I 1dpXdotlConfigProtocol TxEnable(1)

I1dpXdotlLocalData(2)

I1dpXdotlLocTable(1)/11dpXdotlLocEntry(1)

I1dpXdotlLocPortVlanld(l)

I1dpXdotlLocProtoVlanTable(2)/
I1dpXdotlLocProtoVlanEntry(1)

I1dpXdotlLocProtoVlanld(l)

I 1dpXdotlLocProtoVIlanSupported(2)

I 1dpXdotlLocProtoVlanEnabled(3)

I1dpXdotllLocVlanNameTable(3)/
I 1dpXdotllLocVlanNameEntry(1)

I 1dpXdotlLocVlanld(2)

I 1dpXdotlLocVlanName(2)

I 1dpXdotlLocProtocolTable(4)/
I ldpXdotlLocProtocolEntry(1)

I 1dpXdotlLocProtocol Index(1)

I1dpXdotlLocProtocol1d(2)

I 1dpXdotlRemoteData(3)

I1dpXdotlRemTable(1)/11dpXdotlRemEntry (1)

I1dpXdotlRemPortVlanld(l)

I1dpXdotlRemProtoVlanTable(2)/
I1dpXdotlRemProtoVlanEntry(1)
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MIB

I 1dpXdotlRemProtoVianld(l)

I 1dpXdotlRemProtoVIianSupported(2)

I 1dpXdotlRemProtoVlanEnabled(3)

I1dpXdotlRemVlanNameTable(3)/
I 1dpXdotlRemVIanNameEntry (1)

I1dpXdotlRemVlanld(1)

I 1dpXdot1RemVIanName(2)

I1dpXdotlRemProtocolTable(4)/
I 1dpXdotlRemProtocolEntry(1)

I 1dpXdot1RemProtocol Index(1)

I 1dpXdot1lRemProtocol 1d(2)

1.22 LLDP-EXT-DOT3-MIB

MIB

11dpXdot3M1B(4623)

OID: 1.0.8802.1.1.2.1.5.4623

I1dpXdot30bjects(1l)

11dpXdot3Config(l)

1 1dpXdot3PortConfigTable(1)/
1 1dpXdot3PortConfigEntry(1)

I1dpXdot3PortConfigTLVsTxEnable(1)

dpXdot3LocalData(2)

I 1dpXdot3LocPortTable(1)/
I 1dpXdot3LocPortEntry(1)

I 1dpXdot3LocPortAutoNegSupported(1)

I 1dpXdot3LocPortAutoNegEnabled(2)

I 1dpXdot3LocPortAutoNegAdvertisedCap(3)

I 1dpXdot3LocPortOperMauType(4)

11dpXdot3LocPowerTable(2)/
1 1dpXdot3LocPowerEntry(1)

I 1dpXdot3LocPowerPortClass(1)

I 1dpXdot3LocPowerMDISupported(2)

I 1dpXdot3LocPowerMDIEnabled(3)

I 1dpXdot3LocPowerPairControlable(4)

I 1dpXdot3LocPowerPairs(5)

I 1dpXdot3LocPowerClass(6)

I 1dpXdot3LocLinkAggTable(3)/
I 1dpXdot3LocLinkAggEntry(1)

I 1dpXdot3LocLinkAggStatus(1)
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MIB

I 1dpXdot3LocLinkAggPortld(2)

I 1dpXdot3LocMaxFrameSizeTable(4)/
I ldpXdot3LocMaxFrameSizeEntry(1)

I 1dpXdot3LocMaxFrameSize(1)

dpXdot3RemoteData(3)

I 1dpXdot3RemPortTable(1)/
I 1dpXdot3RemPortEntry(1)

I 1dpXdot3RemPortAutoNegSupported(1)

I 1dpXdot3RemPortAutoNegEnabled(2)

I 1dpXdot3RemPortAutoNegAdvertisedCap(3)

I 1dpXdot3RemPortOperMauType(4)

I 1dpXdot3RemPowerTable(2)/
I 1dpXdot3RemPowerEntry(1)

I 1dpXdot3RemPowerPortClass(1)

I 1dpXdot3RemPowerMDISupported(2)

I 1dpXdot3RemPowerMDIEnabled(3)

I 1dpXdot3RemPowerPairControlable(4)

I 1dpXdot3RemPowerPairs(5)

I 1dpXdot3RemPowerClass(6)

I 1dpXdot3RemLinkAggTable(3)/
1 1dpXdot3RemLinkAggEntry(1)

I 1dpXdot3RemLinkAggStatus(1l)

I 1dpXdot3RemLinkAggPortld(2)

I ldpXdot3RemMaxFrameSizeTable(4)/
I 1dpXdot3RemMaxFrameSizeEntry(1)

I ldpXdot3RemMaxFrameSize(1)
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1.23 RFC 4293(1P-MIB)

MIB

ip(4)

OID: 1.3.6.1.2.1.4

ipForwarding(1)

ipDefaul tTTL(2)

ipInReceives(3)

ipInHdrErrors(4)

ipInAddrErrors(5)

ipForwDatagrams(6)

ipInUnknownProtos(7)

ipInDiscards(8)

ipInDelivers(9)

ipOutRequests(10)

ipOutDiscards(11)

ipOutNoRoutes(12)

ipReasmTimeout(13)

ipReasmReqds(14)

ipReasmOKs(15)

ipReasmFails(16)

ipFragOKs(17)

ipFragFails(18)

ipFragCreates(19)

ipAddrTable(20)/ipAddrEntry(1)

ipAdEntAddr(1)

ipAdEntifIndex(2)

ipAdEntNetMask(3)

ipAdEntBcastAddr(4)

ipAdEntReasmMaxSize(5)

pNetToMediaTable(22)/ipNetToMediaEntry(1)

ipNetToMedial findex(1)

ipNetToMediaPhysAddress(2)

ipNetToMediaNetAddress(3)

ipNetToMediaType(4)

ipRoutingDiscards(23)

ipNetToPhysicalTable(35)/ipNetToPhysicalEntry(1)

ipNetToPhysical IfIndex(1)

ipNetToPhysicalNetAddressType(2)

ipNetToPhysicalNetAddress(3)
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MIB

ipNetToPhysicalPhysAddress(4)

ipNetToPhysicalType(6)

ipNetToPhysicalState(7)

ipNetToPhysicalRowStatus(8)

Ic

mp(5)

icmplnMsgs (1)

icmplnErrors(2)

icmplnDestUnreachs(3)

icmpInTimeExcds(4)

icmpInParmProbs(5)

icmpInSrcQuenchs(6)

icmpInRedirects(7)

icmplnEchos(8)

icmpInEchoReps(9)

icmpInTimestamps(10)

icmpInTimestampReps(11)

icmplnAddrMasks(12)

icmpInAddrMaskReps(13)

icmpOutMsgs(14)

icmpOutErrors(15)

icmpOutDestUnreachs(16)

icmpOutTimeExcds(17)

icmpOutParmProbs(18)

icmpOutSrcQuenchs(19)

icmpOutRedirects(20)

icmpOutEchos(21)

icmpOutEchoReps(22)

icmpOutTimestamps(23)

icmpOutTimestampReps(24)

icmpOutAddrMasks(25)

icmpOutAddrMaskReps(26)
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1.24

MIB

MIB

hclV1cTraps(0)

OID: 1.3.6.1.4.1.278.0

mibs(2)

OID: 1.3.6.1.4.1.278.2

admin(l)

agentAddress(1)

agentMacAddress(1)

agentlPAddress(2)

agentNetMask(3)

agentBcastAddr(4)

agentDGate(5)

hclSystemCommon(4)

resetSystemAction(5)

saveConfiguration(9)

aplfmgm(102)

OID: 1.3.6.1.4.1.278.102

aplfmgm-mgmt(0)

bpduGuardCtri(1)

bpduGuardState(1)

bpduGuardRecoveryTime(2)

bpduGuardLogMode (3)

bpduGuardPortMgmt(2)

bpduGuardPortTable(1)/
bpduGuardPortEntry(1)

bpduGuardPortindex(1)

bpduGuardPortState(2)

bpduGuardPortMode(3)

bpduGuardPortStatus(4)

0]

opdetect(2)

loopdetectCtrl (1)

loopdetectCtriState(l)

loopdetectCtrlInterval (2)

loopdetectCtriRecoverTime(3)

loopdetectPortMgmt(2)

loopdetectPortTable(1)/
loopdetectPortEntry(1)

loopdetectPortindex(1)

loopdetectPortState(2)

loopdetectPortMethod(3)
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loopdetectPortLoopStatus(4)

trafficControl (3)

trafficControlCtri(1)

trafficControlPortMgmt(2)

trafficControlPortTable(1)/
trafficControlPortEntry(1)

trafficControlPortindex(1)

trafficControlPortThreshold(2)

trafficControlPortBroadcastStatus(3)

trafficControlPortMulticastStatus(4)

trafficControlPortUnicastStatus(b)

trafficControlPortActionStatus(6)

trafficControlPortCountDown(7)

trafficControlPortTimeinterval (8)

trafficControlPortRecoverTime(9)

deviceUtilization(b)

deviceUtilizationNotifyCtrl(1)

cpuUtilizationNotifyCtrl(1)

cpuUtilizationNotifyCurrentStatus(l)

cpultilizationNotifyState(2)

cpuUtilizationNotifyThreshold(3)

cpuUtilizationNotifyPollingInterval (4)

cpuUtilizationNotifyTrapState(5)

cpuUtilizationNotifyLogState(6)

dramUtilizationNotifyCtri(2)

dramUtilizationNotifyCurrentStatus(l)

dramUtilizationNotifyState(2)

dramUtilizationNotifyThreshold(3)

dramUtilizationNotifyPollinglInterval (4)

dramUtilizationNotifyTrapState(5)

dramUtilizationNotifylLogState(6)

deviceUtilizationInfo(2)

cpuUtilizationinfo(l)

cpuUtilizationln5sec(1)

cpuUtilizationlnlmin(2)

cpuUtilizationln5min(3)

cpultilizationlnMax(4)

cpultilizationInMin(5)

cpultilizationClear(6)
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dramUtilizationlnfo(2)

dramUtilizationTotalDRAM(1)

dramUtilizationUsedDRAM(2)

dramUtilizationPercentage(3)

dramUtilizationMax(4)

dramUtilizationMin(5)

dramUtilizationClear(6)

flashUtilizationInfo(3)

flashUtilizationTotal FLASH(1)

flashUtilizationUsedFLASH(2)

flashUtilizationPercentage(3)

portUtilizationinfoTable(4)/
portUtilizationInfoEntry(l)

portUtilizationPortindex(1)

portUtilizationPercentage(2)

commandLogging(6)

commandLoggingCtri(1)

commandLoggingState(1)

44/66




2. ApresialLight

MIB

ApresialLightGM

1 Apresia

Apresialight

sysObjectID

MIB

sysObjectlID

sysObjectlID

ApresialLightGFM

ApresialightGM124GT-SS

1.3.6.1.4.1.278.1.35.106

ApresialLightGM118GT-SS

1.3.6.1.4.1.278.1.35.107

ApresialLightGM110GT-SS

1.3.6.1.4.1.278.1.35.108

2.1 admin

resetsystemAction

saveconfiguration

agentMacAddress

1.3.6.1.4.1.278.2.1.5
INTEGER
read-write
reset(3)
noRest(2)
1.02.00

reboot
reset(3)

1.3.6.1.4.1.278.2.1.9
INTEGER
read-write
save(l)
save(l) noSave(2)

1.02.00

1.3.6.1.4.1.278.2.1.1.1
OCTET STRING

read-only

MAC

1.02.00
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agentlpAddress 1.3.6.1.4.1.278.2.1.1.2
IpAddress
read-write
IP
1.02.00

agentNetMask 1.3.6.1.4.1.278.2.1.1.3
IpAddress

read-write
1.02.00

agentBcastAddr 1.3.6.1.4.1.278.2.1.1.4
IpAddress
read-only
1.02.00

agentDGate 1.3.6.1.4.1.278.2.1.1.5
IpAddress

read-write

1.02.00

IP
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2.2 aplfmgm
2.2.1 bpduGuard
bpduGuardState 1.3.6.1.4.1.278.102.0.1.1.1

INTEGER
read-write
BPDU
enabled(1) disabled(2)
disabled
1.02.00

bpduGuardRecoveryTime 1.3.6.1.4.1.278.102.0.1.1.2
INTEGER 0 60..1000000
read-write
BPDU
0
60
1.02.00

bpduGuardLogMode 1.3.6.1.4.1.278.102.0.1.1.3
INTEGER
read-write
BPDU
none(l) attackDetected(2) attackCleared(3) both(4)
1.02.00

bpduGuardPortindex 1.3.6.1.4.1.278.102.0.1.2.1.1.1
INTEGER 1..65535

read-only

1.02.00

bpduGuardPortState 1.3.6.1.4.1.278.102.0.1.2.1.1.2
INTEGER
read-write
BPDU
enabled(1) disabled(2)
disabled
1.02.00
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bpduGuardPortMode 1.3.6.1.4.1.278.102.0.1.2.1.1.3
INTEGER
read-write
BPDU
Shutdown(1)
1.02.00

bpduGuardPortStatus 1.3.6.1.4.1.278.102.0.1.2.1.1.4
INTEGER
read-only
BPDU
normal(1) Err-Disabled(2)
1.02.00

2.2.2 loopdetect
loopdetectCtriState 1.3.6.1.4.1.278.102.0.2.1.1
INTEGER

read-write

enabled(1) disabled(2)
disabled
1.02.00

loopdetectCtrlinterval 1.3.6.1.4.1.278.102.0.2.1.2
INTEGER 1..32767

read-write

10
1.02.00

loopdetectCtriRecoverTime 1.3.6.1.4.1.278.102.0.2.1.3

INTEGER 0 60..1000000

read-write

60
1.02.00
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loopdetectPortindex(1.3.6.1.4.1.278.102.0.2.2.1.1.1
INTEGER 1..65535

read-only

1.02.00

loopdetectPortState 1.3.6.1.4.1.278.102.0.2.2.1.1.2
INTEGER

read-write
enabled(1) disabled(2)
disabled

1.02.00

loopdetectPortMethod 1.3.6.1.4.1.278.102.0.2.2.1.1.3

INTEGER

read-write

drop

drop(1) shutdown(2)
shutdown

1.02.00

loopdetectPortlLoopState 1.3.6.1.4.1.278.102.0.2.2.1.1.4
INTEGER

read-only

normal (1) loop(2)
1.02.00
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2.2.3 trafficControl
trafficControlPortindex 1.3.6.1.4.1.278.102.0.3.2.1.1.1
INTEGER 0..65535

read-only

1.02.00

trafficControlPortThreshold 1.3.6.1.4.1.278.102.0.3.2.1.1.2
Integer32 64..1000000

read-write

64
1.02.00

trafficControlPortBroadcastStatus 1.3.6.1.4.1.278.102.0.3.2.1.1.3
INTEGER

read-write

disabled(1) enabled(2)
disabled
1.02.00

trafficControlPortMulticastStatus 1.3.6.1.4.1.278.102.0.3.2.1.1.4
INTEGER

read-write

disabled(1) enabled(2)
disabled
1.02.00

trafficControlPortUnicastStatus 1.3.6.1.4.1.278.102.0.3.2.1.1.5
INTEGER

read-write
disabled(1) enabled(2)

disabled
1.02.00

50/66



trafficControlPortAcctionStatus 1.3.6.1.4.1.278.102.0.3.2.1.1.6

INTEGER
read-write
shutdown drop
shutdown(1) drop(2)

drop
1.02.00

trafficControlPortCountbown 1.3.6.1.4.1.278.102.0.3.2.1.1.7

INTEGER 0..1800
read-write

shutdown

1.02.00

trafficControlPortTimeinterval 1.3.6.1.4.1.278.102.0.3.2.1.1.8

INTEGER
read-write
5..30
5
1.02.00

trafficControlPortRecoverTime 1.3.6.1.4.1.278.102.0.3.2.1.1.9
INTEGER 10..300
read-write

shutdown
300

1.03.00
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2.2.4 deviceUtilization
cpultilizationNotifyCurrentStatus 1.3.6.1.4.1.278.102.0.5.1.1.1

INTEGER
read-only
CPU
normal (1) overloading(2)
1.03.00

cpuUtilizationNotifyState 1.3.6.1.4.1.278.102.0.5.1.1.2

INTEGER

read-write

CPU

enable(l) disable(2)
enable

1.03.00

cpuUtilizationNotifyThreshold 1.3.6.1.4.1.278.102.0.5.1.1.3
INTEGER 20..100
read-write

CPU %

100
1.03.00

cpuUtilizationNotifyPollingInterval 1.3.6.1.4.1.278.102.0.5.1.1.4
INTEGER 10..300
read-write

CPU
60

1.03.00

cpuUtilizationNotifyTrapState 1.3.6.1.4.1.278.102.0.5.1.1.5

INTEGER
read-write
CPU SNMP
enable(l) disable(2)
disable
1.03.00
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cpuUtilizationNotifyLogState 1.3.6.1.4.1.278.102.0.5.1.1.6

INTEGER

read-write

CPU

enable(l) disable(2)
enable

1.03.00

dramUtilizationNotifyCurrentStatus 1.3.6.1.4.1.278.102.0.5.1.2.1
INTEGER
read-only
DRAM
normal(1) overloading(2)
1.03.00

dramUtilizationNotifyState 1.3.6.1.4.1.278.102.0.5.1.2.2

INTEGER

read-write

DRAM

enable(l) disable(2)
enable

1.03.00

dramUtilizationNotifyThreshold 1.3.6.1.4.1.278.102.0.5.1.2.3
INTEGER 20..100
read-write

DRAM %

100
1.03.00

dramUtilizationNotifyPollingInterval 1.3.6.1.4.1.278.102.0.5.1.2.4

INTEGER 10..300
read-write

DRAM
60

1.03.00
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dramUtilizationNotifyTrapState 1.3.6.1.4.1.278.102.0.5.1.2.5

INTEGER
read-write
DRAM SNMP
enable(l) disable(2)

disable
1.03.00

dramUtilizationNotifyLogState 1.3.6.1.4.1.278.102.0.5.1.2.6

INTEGER

read-write

DRAM

enable(l) disable(2)
enable

1.03.00

cpuUtilizationinbsec 1.3.6.1.4.1.278.102.0.5.2.1.1
INTEGER 0..100

read-only
5 CPU %

1.03.00

cpuUtilizationinlmin 1.3.6.1.4.1.278.102.0.5.2.1.2
INTEGER 0..100

read-only
1 CPU %

1.03.00

cpuUtilizationlnSmin 1.3.6.1.4.1.278.102.0.5.2.1.3
INTEGER 0..100

read-only
5 CPU %

1.03.00
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cpultilizationinMax 1.3.6.1.4.1.278.102.0.5.2.1.4
INTEGER 0..100
read-only
CPU %

1.03.00

cpultilizationIlnMin 1.3.6.1.4.1.278.102.0.5.2.1.5
INTEGER 0..100
read-only
CPU %

1.03.00

cpuUtilizationClear 1.3.6.1.4.1.278.102.0.5.2.1.6
INTEGER
read-write
CPU
other(1) start(2)
1.03.00

dramUtilizationTotalDRAM 1.3.6.1.4.1.278.102.0.5.2.2.1
INTEGER
read-only
DRAM KB
1.03.00

dramUtilizationUsedDRAM 1.3.6.1.4.1.278.102.0.5.2.2.2
INTEGER
read-only
DRAM KB
1.03.00

dramUtilizationPercentage 1.3.6.1.4.1.278.102.0.5.2.2.3
INTEGER
read-only
DRAM %
1.03.00
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dramUtilizationMax 1.3.6.1.4.1.278.102.0.5.2.2.4
INTEGER 0..100
read-only
DRAM %

1.03.00

dramutilizationMin 1.3.6.1.4.1.278.102.0.5.2.2.5
INTEGER 0..100
read-only
DRAM %

1.03.00

dramutilizationClear 1.3.6.1.4.1.278.102.0.5.2.2.6
INTEGER
read-write
DRAM
other(1) start(2)
1.03.00

flashUtilizationTotalFLASH 1.3.6.1.4.1.278.102.0.5.2.3.1
INTEGER
read-only
FLASH KB
1.03.00

flashUtilizationUsedFLASH 1.3.6.1.4.1.278.102.0.5.2.3.2
INTEGER
read-only
FLASH KB
1.03.00

flashUtilizationPercentage 1.3.6.1.4.1.278.102.0.5.2.3.3
INTEGER
read-only
FLASH %
1.03.00

56/66



portUtilizationPortindex 1.3.6.1.4.1.278.102.0.5.2.4.1.1
INTEGER

read-only

1.03.00

portUtilizationPercentage 1.3.6.1.4.1.278.102.0.5.2.4.1.2
INTEGER 0..100

read-only

1.03.00

2.2.5 commandLogging
commandLoggingState 1.3.6.1.4.1.278.102.0.6.1.1
INTEGER

read-write
enable(l) disable(2)

enable
1.03.00
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3.

ApresialLightGM
3.1
Trap oID Description
coldStart .3.6.1.6.3.1.1.5.1
warmStart .3.6.1.6.3.1.1.5.2
linkDown .3.6.1.6.3.1.1.5.3 down
Linkup .3.6.1.6.3.1.1.5.4 up
authenticationFailure|1.3.6.1.6.3.1.1.5.5 SNMP
5

newRoot .3.6.1.2.1.17.0.1
topologyChange .3.6.1.2.1.17.0.2

newRoot
risingAlarm .3.6.1.2.1.16.0.1 RMON MIB
fallingAlarm .3.6.1.2.1.16.0.2  |RMON MIB
I 1dpRemTablesChange .0.8802.1.1.2.0.0.1 |IldpStatsRemTableLastChangeTime

I 1dpStatsRemTableLastChangeTime
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3.2
3.2.1 bpduGuard

bpduGuardAttackDetected

vl Enterprise ID
Specific ID

v2c  SnmpTrapOID
Variables

sysObjectlID

1

1.3.6.1.4.1.278.102.1.1.1.1

sysDescr sysObjectID bpduGuardTrapMode ifIndex

BPDU guard BPDU "Normal” “UnderAttack”

bpduGuardAttackRecovered

vl Enterprise ID
Specific ID
v2c  SnmpTrapOID

Variables

3.2.2 loopDetect
loopDetected
vl Enterprise ID
Specific ID
V2c  SnmpTrapOID
Variables

loopRestart

vl Enterprise ID
Specific ID

V2c SnmpTrapOID

Variables

sysObjectID

2

1.3.6.1.4.1.278.102.1.1.1.2

sysDescr sysObjectlD bpduGuardRecoveryType iflIndex
BPDU guard BPDU "UnderAttack”

sysObjectlID

1

1.3.6.1.4.1.278.102.1.2.1.1
sysDescr sysObjectID iflndex

sysObjectID

2

1.3.6.1.4.1.278.102.1.2.1.2

sysDescr sysObjectID loopdetectRecoveryType iflndex
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3.2.3 trafficControl
broadcastStormOccurred
vl Enterprise ID sysObjectID
Specific ID 1
V2c  SnmpTrapOID 1.3.6.1.4.1.278.102.1.3.1.1

Variables sysDescr sysObjectID iflndex

broadcastStormCleared
vl Enterprise ID sysObjectID
Specific ID 2
V2c  SnmpTrapOID 1.3.6.1.4.1.278.102.1.3.1.2

Variables sysDescr sysObjectID iflIndex

multicastStormOccurred
vl Enterprise ID sysObjectlID
Specific ID 3
V2c¢  SnmpTrapOID 1.3.6.1.4.1.278.102.1.3.1.3

Variables sysDescr sysObjectID iflndex

multicastStormCleared
V1 Enterprise ID sysObjectlID
Specific ID 4
V2c  SnmpTrapOID 1.3.6.1.4.1.278.102.1.3.1.4

Variables sysDescr sysObjectID iflndex

stormPortShutdown

V1 Enterprise ID sysObjectlID
Specific ID 5

V2c  SnmpTrapOID 1.3.6.1.4.1.278.102.1.3.1.5
Variables sysDescr sysObjectID iflIndex
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stormPortShutdownRecovered

V1 Enterprise ID
Specific ID
V2c SnmpTrapOID

Variables

3.2.4 utilizationNotify

sysObjectID

6

1.3.6.1.4.1.278.102.1.3.1.6
sysDescr sysObjectID iflndex

cpultilizationStatusChange

vl Enterprise ID
Specific ID

V2c  SnmpTrapOID
Variables

sysObjectID

1

1.3.6.1.4.1.278.102.1.4.1.1

sysDescr sysObjectID cpuUtilizationNotifyCurrentStatus
CPU

dramUtilizationStatusChange

vl Enterprise ID
Specific ID

V2c  SnmpTrapOID
Variables

3.2.5 macBasedAccessCtrl
macAuthFailure
vl Enterprise ID
Specific ID
V2c  SnmpTrapOID
Variables

3.2.6 webAuthentication
webAuthFai lure
vl Enterprise ID
Specific ID
V2c  SnmpTrapOID
Variables

sysObjectID

2

1.3.6.1.4.1.278.102.1.4.1.2

sysDescr sysObjectID dramUtilizationNotifyCurrentStatus
DRAM

sysObjectlID

1

1.3.6.1.4.1.278.102.1.5.1.1

sysDescr sysObjectID macAuthMAC macAuthVID iflndex
MAC

sysObjectID

1

1.3.6.1.4.1.278.102.1.6.1.1

sysDescr sysObjectID webAuthUsername webAuthMAC webAuthlP
Web
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webAuthStopLearning
vl Enterprise ID sysObjectlID
Specific ID 2
V2c  SnmpTrapOID 1.3.6.1.4.1.278.102.1.6.1.2
Variables sysDescr sysObjectlID
Web

webAuthRecoverlLearning
vl Enterprise ID sysObjectlID
Specific ID 3
V2c  SnmpTrapOID 1.3.6.1.4.1.278.102.1.6.1.3
Variables sysDescr sysObjectlID
Web

3.2.7 dotlxAuthentication
dotlxAuthFailure
vl Enterprise ID sysObjectlID
Specific ID 1
V2c  SnmpTrapOID 1.3.6.1.4.1.278.102.1.7.1.1
Variables sysDescr sysObjectlD dotlxUsername dot1xMAC iflIndex
802.1x

3.2.8 login
login
vl Enterprise ID sysObjectlID
Specific ID 1
V2c  SnmpTrapOID 1.3.6.1.4.1.278.102.1.8.1.1

Variables sysDescr sysObjectID loginUsername loginFrom loginlP

loginFailed
vl Enterprise ID sysObjectlID
Specific ID 2
V2c  SnmpTrapOID 1.3.6.1.4.1.278.102.1.8.1.2

Variables sysDescr sysObjectID loginUsername loginFrom loginlP
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logout
vl Enterprise ID sysObjectlID
Specific ID 3
V2c  SnmpTrapOID 1.3.6.1.4.1.278.102.1.8.1.3
Variables sysDescr sysObjectID loginUsername loginFrom loginlP
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3.3 Binding MIB
bind MIB
3.3.1 bpduGuard
bpduGuardTrapMode 1.3.6.1.4.1.278.102.1.1.2.1

INTEGER

accessible-for-notify
BPDU

shutdown(1)

1.02.00

bpduGuardRecoveryType 1.3.6.1.4.1.278.102.1.1.2.2

INTEGER
accessible-for-notify
BPDU

automatic(l) manual(2)
1.02.00

3.3.2 loopDetect
loopdetectRecoveryType 1.3.6.1.4.1.278.102.1.2.2.1
INTEGER
accessible-for-notify

automatic(l) manual(2)
1.02.00

3.3.3 macBasedAccessCtrl
macAuthMAC (1.3.6.1.4.1.278.102.1.5.2.1)
OCTET STRING
accessible-for-notify
MAC MAC
1.03.00

macAuthVID (1.3.6.1.4.1.278.102.1.5.2.2)
INTEGER (1..4094)
accessible-for-notify
MAC VLAN-1D

1.03.00
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3.3.4 webAuthentication
webAuthUsername (1.3.6.1.4.1.278.102.1.6.2.1)
OCTET STRING
accessible-for-notify
WEB
1.03.00

webAuthMAC (1.3.6.1.4.1.278.102.1.6.2.2)
OCTET STRING
accessible-for-notify
WEB MAC
1.03.00

webAuthlIP (1.3.6.1.4.1.278.102.1.6.2.3)

IpAddress
accessible-for-notify
WEB IP
1.03.00

3.3.5 dotlxAuthentication
dotlxUsername (1.3.6.1.4.1.278.102.1.7.2.1)
OCTET STRING
accessible-for-notify
802.1x
1.03.00

dot1xMAC (1.3.6.1.4.1.278.102.1.7.2.2)
OCTET STRING
accessible-for-notify
802.1x MAC
1.03.00

3.3.6 login
loginUsername (1.3.6.1.4.1.278.102.1.8.2.1)
OCTET STRING

accessible-for-notify

1.03.00
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loginFrom (1.3.6.1.4.1.278.102.1.8.2.2)
INTEGER

accessible-for-notify

console(l) telnet(2) ssh(3) web(4) web-ssl(5)
1.03.00

loginIP (1.3.6.1.4.1.278.102.1.8.2.3)
OCTET STRING

accessible-for-notify

1.03.00
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