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LED
PWR LED

Ctri+r

< >
Press any key to login...

i

ctrl+r

< >
ApresialLightFM108GT-SS Fast Ethernet Switch
Command Line Interface

Firmware: 1.03.00
Copyright(C) 2010 Hitachi Cable, Ltd. All rights

reserved.

UserName:

1
login adpro
UserName:adpro
PassWord:
#

1
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IP
1P 10.0.0.1/24

#config ipif System ipaddress 10.0.0.1/24

Command: config ipif System ipaddress 10.0.0.1/24

Success.

#
i

#logout

Press any key to login...
1

OFF
1
(2) Web GUI
WEB GUI LAN
IP HTTP
)http://10.0.0.1
1
| @21 )
1
| D

1
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2. WEBR—XR GUIAKXDEKRIEE

WEB GUI /
2.1 REHRA
2 3 2-1
2-1
[1]
> > Device >
Port > Port Properties [Device] [Port]
[Port Properties]

16/202



2.2 &
Web

2210454

10.0.0.1

GUI
WEB

HTTP

10.0.0.1 Z#E

3 —H—FEn

http://10.0.0.1

ks v

HAD- ) | |
IEA ARt e A

[ oK | [ Fetl |
( zadpro

GUI

17/202

Web

0K

GUI



2.2.2 GUIEEEEA

GUI

APRESIN

The Right Fit

Japanese/English

P

ERRE
108 v
[ &H ]
2] |

IS ——
[ Configuration
5 L2 Features Device Information
J G0S Device Type APLFM108GTSS MAC Address 00-40-66-45-5E-78
§ Security Systern Narme IP Address 10.0.0.1 (Static)
B ACL System Location Mask 355 755.255.0
s hanitoring
Systern Contact Gateway 0.0.0.0
Boot PROM Version 1.00.00 Management VLAN default
Firmware Yersion 1.01.00 Login Timeout iMinutesy  Mever
Systern Time 0040050000 00:10:32 Dwal Image Supported
Device Status and Quick Configurations
1 SHTP Disabled Seffings Jumbo Frame Enabled
Spanning Tree Disabled Seftings MLD Snooping Disabled
RIOM Disahled Setlings IGMP Shooping Disahled
CLI Paging Enabled Seftings 802K Disahled 3
Syslog Global State Disabled Setlings S55H Disabled
S5L Disabled Seftings Fort Mirror Disabled
GVRP Disabled Seffings Weh Enabled (TCF 80) Settings
Telnet Disahled (TCP 23) Settings
1
APREISA
APREISA
2
3

0 REDtEY L a3 VRIZRA Y FREXEER LI-5AEIX. [Save Configuration] (&
— 7 > Save Configuration) £¥/=l&, A< KSA 2422 —TJx—XR(CLI)a<

> k save config TEREZRFLTTIULY,
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3.1 Device Information

[Device Information] [ 1 [Device
Information] MAC (
PROM

MAC

[Device Information]

Device Information

Device Type AFLFM108GTSS MAC Address 00-40-66-45-5E-78
Systemn Mame IP Address 10.0.0.1 {Static)
System Location Mask 288 2562550
System Contact Gateway 0.000

Boot PROM Yersion 1.00.00 Management WLAMN default

Firrmware Wersian 1.01.00 Login Timeout (Minutes) MNewer

System Time 000000 004022 Dual Image Supported

Device Status and QOuick Configurations

SMTP Dizabled Setfings Jumbo Frame Enahbled Settings
Spanning Tree Disahled Zeflings MLD Snooping Disahled Setlings

RMORN Disahled Setlings IGMP Snooping Disabled Settindgs

CLI Paging Enahled Seftings 8021 Dizahled Settinas
Syslog Glohal State Disahled Seflings S5H Disahled Settinns

S5L Dizabled Settings Fort Mirror Digabled Seftings

GVRF Disahled Settings Wifieh Enabled (TCF 80) Settings
Telnet Disahled (TCP 23) Settings
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3.2 Configuration
3.2.1 System Information

MAC
Configuration > System Information
SYSie rormatio
WAC Address 00-40-B6-45-5E-T8
Firmware Version  1.01.00
System Marne | |
System Location | |
Systern Contact | |
[_Aeely ]

System Name

System Location

System Contact
[Apply]

3.2.2 Serial Port Settings

Configuration > Serial Port Settings

Baud Rate 9600 v
Auta Logout Mever v
Data Bits 8

Parity Bits Mone

Stop Bits 1

Apply

Baud Rate
4 : 9600 19200 38400 115200

Auto Logout

10

[Apply]
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0 SYFLR— FOR—L— FEBETBE. R—L— FMIESLICHMICH YEREES

nFEY,
3.2.3 |P Address Settings
1P
Configuration > IP Address Settings
@® Static O DHCP OBooTe
IP Interface I:l
Management VLAN Name
Interface Admin State W:}
1Pv4 Address
Subnet Mask El El El
Gateway El El El El
1P
1. [Static]
2. 1Pv4
3.
IP
0.0.0.0
VLAN VLAN default
default VLAN
[Enable]
BOOTP DHCP IP
[DHCP] [BOOTP]
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Static 1Pv4
XXX . XXX . XXX - XXX XXX

0 255 (10 )

DHCP DHCP
DHCP 1P
DHCP
DHCP
BOOTP BOOTP
BOOTP 1P
BOOTP
BOOTP
IP Interface IP System
Management VLAN TCP/IP(HTTP Telnet )
Name VLAN VLAN VLAN
Trusted Host IP
VLAN VLAN
Trusted Host
VLAN Trusted Host 1P
Interface Admin 1P
State
IPv4 Address 1Pv4
Subnet Mask
XXX« XXX o XXX 2 XXX XXX 0 255 (10
) A 255.0.0.0 B
255.255.0.0 C 255.255.255.0

Gateway

1P 1P
[Apply]
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3.2.4 |Pv6 Interface Settings

1Pv6

Configuration > IPv6 Interface Settings
Interface Mame Systermn
Vi s Er—
Admin. State
IPVE Address [
Automatic Link Local Address | Disabled v/
NS Retransmit Time (0-4284857295) [ s

|Pw6 Address

1Pv6 1Pv6 [Apply]

Interface Name IP System
VLAN Name 1Pv6 VLAN

dmin. State

IPv6 Address 1Pv6 /

Automatic Link
Local Address
NS Retransmit Time |0 4294967295

(0-4294967295) 0

[Apply]

3.2.4.1 |Pv6 Route Settings
IPv6

Configuration > IPv6 Route Settings

IPvG Default Gateway
IF Interface Default Gateway Metric {1-65535)

Bystorm | [ Creste [ pelere

Total Entries: 0
Prefi IP Infterface

IPv6 [Create]

IPv6

1 65535
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3.2.5 |Pv6 Neighbor Settings
I1Pv6 1Pv6

Configuration > IPv6 Neighbor Settings

Interface Name

MNeighbor IPvE Address

Link Layer MAC Address | Add
Interface Name :
State Al ~I[ Find [«

Total Entries: 0
Meighbor

Link Layer Address Interface

[Add]

1Pv6 MAC

1Pv6
[Find]
[Clear]

Interface Name IP System
Neighbor 1Pv6 1Pv6

Address
Link Layer MAC MAC
Address
State
[Add] IPv6 Link Layer MAC Address
[Find]

[Clear]
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3.2.6 Port Configuration
3.2.6.1 Port Settings
/ MDIX

Configuration > Port Configuration > Port Settings

Fram Port To Port State Speed/Duplex Flaw Contral iggpﬁisnsg Medium Type  MDIH
| 01 v|| 01 v|| Enabled v| |Aut0 v|| Dizsabled v| |Enab|ed v| |Copper v| | ———————————— v| Apply
Port State Speed/Duplex Flow Control Connection Address Learning WD [
1} Enahled Auto Disabled 100MFulliMone Enahled Auto
nz Enahled Auto Dizahled Link Down Enahled Auto
03 Enabled Auta Disabled Link Down Enabled Auto
04 Enabled Auta Dizahled Link Dawen Enabled Auta
0s Enahled Auto Disabled Link Dowin Enahled Auto
06 Enahled Auto Dizahled Link Down Enahled Auto
ar Enabled Auta Disabled Link Daown Enabled Auto
08 Enabled Auto Digahled Link Down Enabled Auto
09 (i) Enahled Auto Disabled Link Diawwn Enabled Auto
049 (F) Disahled Auta Disabled Link Diavvn Enahled
10 (C) Enabled Auto Dizabled Link Diawn Enabled Auto
10 (F) Dizahled Auto Dizahled Link Down Enabled
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From Port/To
Port
State
Speed/Duplex / /
10 Mbps 100 Mbps
( )
10M hal¥ 10M full
100M half 100M full 1000M full master 1000M full slave 1000M
full
2 (1000M Full master 1000M full
slave)
1000M full master 1000M full slave
1000BASE-T
(1000M full master)
2
2
(1000M full slave)
1 1000M full
master 1000M full slave
Flow Control
802.3x
Address MAC MAC
Learning
Medium Type
SFP [Fiber] 1000BASE-T
[Copper]
MDIX
MDIX PC NIC
MDI
(MDIX )
[Apply]
[Refresh]
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3.2.6.2 Port Description Settings

Configuration > Port Configuration > Port Description Settings

=0 e L0 =) (]
From Port Ta Port Medium Type  Description
[ o v 01 yjj'b"o_p__per i v| | [ _apy ]
Fort | Description |
01 |
0z |
0z |
04 |
0s |
06 |
o7 |
08 |
0a () |
08 (F) |
10 (C) |
10(F) |
SFP [Fiber] 1000BASE-T [Copper]

C RJ45 F

From Port/
To Port
Medium Type

[Fiber] 1000BASE-T
[Copper]

Description
[Apply]

3.2.6.3 Port Error Disabled
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Configuration > Port Configuration > Port Error Disabled

Fort Part State Connection Status Reason |

Port
Port State ( )

Connection ( )
Status
Reason (

3.2.6.4 Port Media Type

Configuration > Port Configuration > Port Media Type

Port | Type |
01 | 100BASE-TX |
0z | 100BASE-TX |
03 100BASE-TH
04 100BASE-TH
05 | 100BASE-TH |
06 | 100BASE-TH |
07 | 100BASE-TX |
08 100BASE-TH
il 1000BASE-T
10 | 1000BASE-T |

Port
Type
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3.2.7 Static ARP Settings

ARP 1P TCP/IP
ARP
ARP
1P MAC
Configuration > Static ARP Settings

ARF = #
Global Settings
ARP Aging Time (0-65535) |20 rrir
Add Static ARP Entry

Total Entries: 3
IP Address MAC Address

System 10.0.0.0 FF-FF-FF-FF-FF-FF LocalfBroadcast

Edit Delete
Syster 10.0,0.1 00-40-66-45-5E-T5 Local [ Edit  |[ Delete |
Systern 10.0.0.255 FF-FF-FF-FF-FF-FF LacaliBroadeast [ Edit  J[ Delete |

ARP Aging Time ARP
(0-65535) ARP 0
65535 20

IP Address ARP IP

MAC Address ARP MAC
[Apply]

ARP 1P MAC [Apply]
ARP [Delete All] ARP
[Apply] ARP

[Delete]

0 Bk 255 DR ARP BT TEET,
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3.2.8 User Accounts

Configuration > User Accounts

User Accou

Add User Accounts
User Name | FPassword
Access Right Admin - Confirm Password Apply

Note: Password/User Name should be less than 15 characters

Total Entries : 0

Access Right Old Password New Password Confirm Password

User Name 15

Password
Access Right 2

Confirm
Password

[Apply]
[Edit]

~N
~N
N
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3.2.9 System Log Configuration
3.2.9.1 System Log Settings

Configuration > System Log Configuration > System Log Settings

SystemLog (&) Disanled O Enabled Apply
System Log Save Mode Settings
SaveMode | OnDemand v [ mina-ssss

System Log
System Log Save
Mode Settings
min (1-65535
[Apply]

3.2.9.2 System Log Server

Configuration > System Log Configuration > System Log Server

Add System Log Server

Semer D 1 v Severity Warning v |
Server IP Address ] Faility Local D v|
UDF Port (514 or 5000-65535) 514 Status Disabled v/
System Log Server List
Severity Facility UDP Port

Server IP Address
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Server ID (1-4)
Severity
Server IP IP
Address
Facility
16 23
0 12 NTP
1 13
2 14
3 15
4 / 16 0
(local0)
5 17 1
(locall)
18 2
(local2)
7 19 3
(local3)
8 UucP 20 4
(local4)
9 21 5
(localb)
10 / 22 6
(local6)
11 FTP 23 7
(local7)
UDP Port(514 or UDP
6000-65535) 514
Status /
[Apply]
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3.2.10 DHCP Relay
3.2.10.1 DHCP Relay Global Settings
DCHP

Configuration > DHCP Relay > DHCP Relay Global Settings

DHCP Relay State Disabled -
DHCP Relay Hops Count Limit (1-16)
DHCP Relay Time Threshold (0-65535) o sec

[ aeply |

DHCP Relay DHCP
State:
DHCP Relay / DHCP (1 16)
Hops Count
Limit (1-16):
DHCP Relay Time | DHCP

Threshold DHCP 0 63335
(0-65535):
[Apply]

3.2.10.2 DHCP Relay Interface Settings

Configuration > DHCP Relay > DHCP Relay Interface Settings

Server IP [ g 10809090 [ Apoly
DHCP Relay Interface Table
System 192.168.69.211 Delete [0.0.0.0 clet= |D.0.00 0.0.0.0
Server IP DHCP IP
[Apply] Interface [Delete]
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3.2.11 MAC Address Aging Time
MAC
( MAC
MAC MAC
10 1,000,000 300

Configuration > MAC Address Aging Time

5 B
MAC Address Aging Time ¢10-1000000) sec

Apply

MAC Address MAC address aging time 10 1000000
Aging Time 300

[Apply]

3.2.12Web Settings
Web GUI
HTTP TCP 1 65535
HTTP TCP 80

Configuration > Web Settings

WEB State Disabled (@ Enabled

Port (1-65535) a0

[ _apply |

WEB State Web GUI /

Port Web 1 65535
80

[Apply]

3.2.13 Telnet Settings

Telnet Telnet
TCP 1 65535 Telnet
TCP 23
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Configuration > Telnet Settings :

Telnet State @ Disabled (O Enahled

Port {1-65535) B

Apply

Telnet State Telnet /
Port Telnet 1 65535
23
[Apply]
3.2.14 CLI Paging Settings
CLI CLI

Configuration > CLI Paging Settings
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=aqing =} ()

CLI Paging State O Digabled &) Enabled

Apply

CLI Paging CLI /
State

[Apply]
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3.2.15 Firmware Information

Configuration > Firmware Information :

Yarsion Size (B) Update Time From
* 1.01.00 3157276 0000/00M00 O0:00:00  Serial Por(PRO... Unknownh [ BootUP J[ Delete |
2 1.01.00 I1AT2TE 0000/00600 00:00:00  Serial Park(PRO. . Unknown [ Baotur J[ Delete |
i :Boot up firmware
(S5H) ; Firmmware update through S5H
OVERD - Firmware update through WEB

(SHIMPY . Firmware update through SHMP
(TELMET; :Firmware update through TELMET

(COMSOLE) : Firmware update through CORNSOLE

ID ID 2

ID 1

Version
Size (B)
Update Time
From IP
User

[Anonymous] [Unknown]

[Boot UP]
[Delete]
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3.2.16 SNTP Settings

3.2.16.1 Time Settings

Status

SNTP State
Current Time
Time Source

SNTP Settings

SNTP First Server

SNTP Second Server

SNTP Poll Interval In Seconds (30-99999)

Set Current Time
Date (DDMMMYYY)
Time (HH MM 55)

Configuration > SNTP Settings > Time Settings
I —

@ Disabled O Enabled
00/00/0 05:38:18
Systern Clock

0.0.0.0
0.0.0.0

720

00/0010
|05:3818

Apply

Apply

Apply

Status

SNTP State

SNTP

/

Current Time

Time Source

SNTP Settings

SNTP First Server

SNTP

SNTP Second Server

SNTP

SNTP Poll Interval
In Seconds
(30-99999)

SNTP

Set Current Time

Date (DD/MM/YYYY

Time (HH:MM:SS)

[Apply]
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3.2.16.2 TimeZone Settings
SNTP

Configuration > SNTP Settings > TimeZone Settings

a70Ne =g .
Daylight Saving Time State . Dizabled ~
Daylight Saving Time Offset In Minutes 60 -
Time Zane Offsetfrom UTC In +-HH:MMW + |09 »|00 %

DST Repeating Settings
From: Which Week Of The Manth

From: Day Of YWeek

Fram: Manth

Fram: Time In HH hht
ToMhich Yeek Of The Maonth
Tao: Day Of Yeek

Ta: Manth

To: Tirne In HH Mha

DST Annual Settings
Fram: Manth

Fram: Day

Fror: Tirme In HH b
To: Month

To: Day

To: Time In HH MM

Apply

Daylight
Saving Time
State
Daylight 30 60 90 120
Saving Time
Offset In
Minutes
Time Zone Tl
Offset:from
UTC In +/-HH:MM
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DST Repeating Settings

10

From: Which
Week Of The
Month

From: Day Of
Week

From: Month

From: Time In
HH MM

To:Which Week
Of The Month
To: Day OF Week
To: Month

To: Time In HH
MM

DST Annual Settings

14
From: Month

From: Day

From: Time In
HH MM

To: Month

To: Day

To: Time In HH
MM

[Apply]
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3.2.17 SMTP Settings
SMTP
SMTP

SMTP

3.2.17.1 SMTP Service Settings
Configuration > SMTP Settings > SMTP Service Settings

SMTP Global Settings

SMTP State OEnabled @ Disahled

SMTP Server Addrass @

SMTP Server Port (1-65535) O

Self Mail Address I:l(Max.Ed characters)

Apply

SMTP Mail Receiver Address
Add A Mail Receiver l:l(Max 64 characters)

Mail Receiver Address

SMTP State SMTP

SMTP Server SMTP IP

Address

SMTP Server SMTP TCP SMTP
Port (1-65535) 25 1 65535

Self Mail Address

1 64
Add A Mail
Receiver [Add] 8
Mail Receiver Address
[Delete]
[Apply]
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3.2.17.2 SMTP Service
SMTP

Configuration > SMTP Settings > SMTP Service

Content:

T
SMTP [Send]
3.2.18 SNMP Settings

SNMP oSl 7(

SNMP
SNMP
SNMP (
) ( ) SNMP
MIB MIB SNMP
SNMP MIB
SNMP 1 2¢c 3
SNMP 3 SNMP
SNMP 1 2
SNMP
SNMP SNMP
SNMP 1 2
public - MIB
private - MIB

SNMP 3 2

SNMP 2
SNMP
SNMP
3 SNMP
SNMP 1 SNMP
SNMP 3 /
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SNMP 3 SNMP SNMP
SNMP
MIB (01D)
SNMP 3 S\WP
SNMP 3

Trap

TIHHEROEERECAVTIE, 332 =2F4 81 —HTEL2TH NP v R—
CMSDT O EANHFRENET, SNWP #EEEFRA LA LMES. delete snmp
community BREZITHOVLENHYET,

3.2.18.1 SNMP View Table
SNMP MIB
SNMP

SNMP Configuration > SNMP Settings > SNMP View Table

NVIP View anle

e —

T
wiew Type ;includeu v

Total Entries: 8

=] 2
restricted 1361211 Included

[_Delete ]
testricted 13612111 Included
restricted 1.3.61.6.3.10.21 Included
restricted 1361.63.11.21 Included
restricled 1.3.6.1.83.18.1.1 Ingluded
Communityview il Included
Commmunityyiew 136163 Excluded
Communitiew 1.361.6.3.1 Included
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View Name 32 View Name
SNMP
Subtree 0ID (0ID) 0ID SNMP
SNMP
(MIB )
View Type SNMP
SNMP
[Apply] [Delete]
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3.2.18.2 SNMP Group Table
SNMP SNMP (SNVWP
SNMP

Configuration > SNMP Settings > SNMP Group Table

Add Group

Read View Mame I:l
Witite Wiew Name I:l
Motify View Name I:l

User-based Security Made| .ENMPM 4
Securiy Love

Total Entries: 9
Group Mame Rea MName Wi Mame Mo arme ecurity Model Security Level

puklic Communitd.. Gammunity SMMPy1 MoAuthMNoPriv
public Cormmunityy.. Communit.. SHMPy2 MoAuthMoPriv
initial restricted restricted SHMPY3 NoAuthNoPriv
private Community. Communityy Communit SNMPy1 MoAuthMoPriv
private community... Communit... Communith.. SHMPy2 NoAuthNoPriv
ReadGroup Communityy. Community SHMPY1 NoAUthNOPriv
ReadGroup Communitd. Community SHMPY2 NoAuthNoPriv
WiriteGroup Communityy.. Communit... Communiti.. SHMPY1 MoAuthMoPriv
WriteGroup communityy... Communityy... Communityy.. SHMPy2 NoAUthNOPriy

Group Name 32 Group Name SNMP
SNMP

Read View Name SNMP SNMP

SNMP

Write View Name SNMP SNMP

SNMP

Notify View SNMP SNMP

Name SNMP

User-based SNMPv1 — SNMP

Security Model SNMPv2 — SNMP 2

(SM1)
SNMPV3 - SNMP 3

Security Level SNMPv3
NoAuthNoPriv — SNMP

AuthNoPriv — SNMP

AuthPriv - SNMP

[Apply]
SNMP [Delete]
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3.2.18.3 SNMP User Table
SNMP

Configuration > SNMP Settings > SNMP User Table

Add User

serame [=——
SNMP Version

SKNMP Y3 Encryption Mone v

Auth-Protacol by Password Password |:|

Priv-Protocol by Password Password l:l

Auth-Protacol by Key Key |:|

Priv-FProtocol by Key Key l:l @

Total Entries: 1

SNMP Version Auth-Protocal
initial initial W3 MNane MNone Delete

User Name 32 User Name SNMP
Group Name Group Name SNMP SNMP
SNMP Version V1 — SNMP

V2 — SNMP

V3 — SNMP
SNMP V3 — SNMPv3
Encryption - SNMPv3

- SNMPv3

Auth-Protocol MD5 — HMAC-MD5-96
by Password SHA — HMAC-SHA
Priv-Protocol -
by Password DES — CBC-DES(DES-56) DES 56-bit

Auth-Protocol MD5 — HMAC-MD5-96

by Key SHA — HMAC-SHA
Priv-Protocol -
by Key DES — CBC-DES(DES-56) DES 56-bit
Password SNMPv3
Key SNMPv3
[Apply]
[Delete]
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3.2.18.4 SNMP Community Table

SNMP SNMP
SNMP
1
MIB MIB SNMP
SNMP MIB /
Configuration > SNMP Settings > SNMP Community Table
Add Community '
Community Name l:l
Access Right | Read Only 5|
e Cammnnyew Fead wie Delee
public Communityyiew read_only Delst:
Community Name SNMP 32
SNMP
SNMP MIB
View Name SNMP MIB
32
SNMP
Access Right - SNMP
MIB
/ - SNMP
MIB /

[Apply]
[Delete]
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3.2.18.5 SNMP Host Table
SNMP SNMP

Configuration > SNMP Settings > SNMP Host Table

Add Host Table

Host IP Address 1

User-hased Security Model SHNMPv1 v

Security Level

Community String [ SNMPY3 User Name l:l

Security Level Community MarmefSh

Host IP Address | SNMP 1P
User-based SNMPv1 — SNMP 1
Security Model SNMPV2c — SNMP 2

SNMPv3 — SNMP 3

Security Level NoAuthNoPriv — NoAuthNoPriv
AuthNoPriv — AuthNoPriv

AuthPriv - AuthPriv

Community SNMPv3
String / SNMPv3
User Name

[Apply]

3.2.18.6 SNMP Engine ID
ID SNMPv3
SNMP

Configuration > SNMP Settings > SNMP Engine ID

Engine ID 200000ab03004066000001

Apply
Mote: Engine ID length is 10-64, the accepted characteris from Oto F.
Engine ID SNMP ID
ID ID [Apply]
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3.2.18.7 SNMP Trap Configuration
SNMP /

Configuration > SNMP Settings > SNMP Trap Configuration

SHMP Trap [Enabled ~|
SNMP Authentication Traps [Enabled v/
SMMFP Link Change Traps Enabled »|
(Aol |
SNMP LinkChange Traps Port Settings
From Part Ta Port State
|01 v |01 v| |Enabled v
Port State 1=
1 Enabled
2 Enabled
3 Enahled
4 Enabled
] Enabled
b Enabled
7 Enahled
: Eneeed v
SNMP SNMP SNMP SNMP
[Apply]

SNMP Trap SNMP /

SNMP SNMP /
Authentication

Traps

SNMP  Link SNMP /

Change Traps
From Port ~ To | SNMP

Port

State SNMP /
[Apply]
3.2.18.8 RMON

SNMP RMON

Configuration > SNMP Settings > RMON
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RMOMN Status O Enabled & Disabled
RMON Status RMON /
[Apply]
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3.3 PoE
3.3.1 POE SYSTEM SETTINGS
PoE

Configuration > PoE > PoE System Settings

Power Limit (20-125)

L Jwans

Apply | | Refresh

Power Disconnection Method
Deny Low Priority Port

PoE System Information

Power Remained (Watts)

Power Limit (Watts) Power Consumption (Watts)
125

125 o

20 125

Power Limit

[Apply]
[Refresh]

o BHAENDRY A IMEEDIBES L. ZALUER— F£BMT 3 LETEEHA,
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3.3.2 POE PORT SETTINGS
IEEE802.3af 4 PD CLass (class 0, class 1, class 2, class 3)
0.44~12.95W, 0.44~3.84W, 3.84~6.49W, 6.49~12.95W

Class 0: 15400mw
Class 1: 4000mwW
Class 2: 7000mwW
Clase 3: 15400mw

IEEE802.3af
1000mw 15400mw

Configuration > PoE > PoE Port Settings

o= 0 e as
From Port To Port State Priarity Power Limit
01 - 01 - Enabled = Critical = Class Based

Apply | | Refresh

PoE Port Information

Power Limit (mW) Class Power (mW) Voltage (Decivolt) Current (mA)

1 Disabled Low Ei;l;g(;“’ 0 0 0 0 OFF : User command ...
2 Disabled Low E;“;gg%;se’ 0 0 0 0 OFF : User command....
3 Disabled Low E}i‘;mser 0 0 0 0 OFF : User command ...
4 Disabled Low E]Ee";gggse’ 0 0 0 0 OFF : User command ...
5  Disabled Low Ei;l;gg;“’ 0 0 0 0 OFF : User command ...
6  Disabled Low E;“;gg%;se’ 0 0 0 0 OFF : User command....
7 Disabled Low E}i‘;mser 0 0 0 0 OFF : User command ...
8  Disabled Low E]Ee";gggse’ 0 0 0 0 OFF : User command ...

From Port ~ To

Port

State disable PD

Priority

Power Limit Class Based option

PoE
class 0 : 15400mw
class 1 : 4000mw
class 2 : 7000mW
clase 3 : 15400mw
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Class based option

User Define option
1000mw

15400mW

PD

[Apply]
[Refresh]
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3.4 L2 Features
3.4.1 Jumbo Frame

2048

L2 Features > Jumbo Frame

(1536

Jumbo Frame O Disabled @ Enabled

Current Status: The maximurm size of Jumbo frame is 2048 bytes

[Apply]
IEEE 802.1p

IEEE802. 1p
IEEE802. 1p

0 7 0
7
7( )
0
) 4 0 1
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VLAN

VLAN
VLAN VLAN
VLAN

IEEES02. 1Q VLAN
802.10Q

default VLAN

IEEE 802.1Q VLAN

- 802.1Q VLAN
- 802.1Q VLAN

IEEE 802.1Q(

IEEE 802.1Q
VLAN
VLAN

VLAN

VLAN

VLAN

IEEE 802.1Q

VLAN
VLAN
default 802.1Q VLAN
VID
VLAN
JVLAN 802.1Q VLAN
VLAN (
VLAN (1EEE 802.1Q
IEEE 802.1Q VLAN  VLAN
IEEE 802.1Q VLAN
VLAN 802.10Q

VLAN
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IEEE 802.1Q

VLAN
Packet Packet
1 Received Transmitted
v
. 802.1Q VLAN i omied
3 A A
_; Process -
-1 VLAN t J—
Filtering Jo AR
ra
Pl?nus-‘..m“
802.10 VLAN
802.1Q VLAN MAC 4
0x8100
0x8100 IEEE 802.1Q/802.1p
2 3 (CFI -
) 1 VLAN ID(VID) 12 3
802.1p VID VLAN 802.1Q VID 12
4094 VLAN
IEEE 802.1Q) Tag

4 C!o‘:'ﬂ’s 1 2 3 4

\ Destimation Address (6 octets) \
\ | |
\ Source Address (6 octets) |
\ EtherType = (8100 /| Tag Control Information {
MAE Langth/Type [ Begining of Bata |
\ |
| |
\ Cyclic Redundancy Check (4 octets) |

Fuserpriority| cFT | VLANID (VID) (12 bits) 3
3 bits 1bit 12 bits
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VLAN ID  WNAC Adding on TEEE 802.1Q Tog e
Pockut
/ best. | sre. hnmfmu‘ Data | Bl |*_J
Nes Traged
1 I Pockot 3
Ny
(CRO) . | &= [ evpe| 0 | e | oo =
-
VLAN 1D
( 802.1Q VID ) 1 802.1Q
802.1Q VLAN
802.1Q VLAN ( 802.1Q
802.1Q VLAN MAC VLAN
VLAN VLAN ID PVID
PVID
PVID PVID
PVID VLAN 2 VLAN
PVID VLAN
VLAN
PVID 802.10Q
PVID VLAN
PVID 1 VLAN
PVID VLAN PVID
VID PVID
PVID VID
PVID VID
VID
VID 2 VID
PVID VID
PVID 1 VLAN
VID
802.1Q

VID
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VLAN

VLAN 802.1Q
VLAN
802.1Q
802.1Q VLAN
802.1Q VLAN (PVID
802.1Q
VLAN
VLAN ( )
VLAN
VLAN VLAN
802.1Q VLAN
802.1Q VLAN
802.1Q VLAN 802.1Q VLAN
VLAN PVID VID
(
VLAN( VID)
VLAN( VID) VID
VLAN
VLAN
VID1 default VLAN
VLAN default
VLAN VID
default 1 5,6, 7,8, 21, 22, 23, 24
Engineering 2 9, 10, 11, 12
Marketing 3 13, 14, 15, 16
Finance 4 17, 18, 19, 20
Sales 5 1, 2,3, 4
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VLAN

VLAN
1
VLAN
VLAN NIC 802.1Q
NIC
VLAN
VLAN
VLAN 2 1
( )
( 10) VLAN 2 (VLAN 2 )
10 VLAN 2
10 VLAN 2
VLAN VLAN
1 VLAN 2
VLAN VLAN
VLAN VLAN 1
1 2 3 4 VLAN 2 156 7
1 2 VLAN 8 9 10 VLAN
8 9 10 VLAN
VLAN
VLAN VLAN

('VMNtﬁ%phmﬁﬁ—hh%ybﬁwj&ébﬁfﬁ%Tétﬁsifﬁﬁ—h
FSUH T L—TERELT, RICVANEZBELET, VAN SBEICHET 3188
2. R—F FSUODTL—FHHEERT B, R—k FSUo T IL—TH
EDETWMNEZRE LETREZHY THA. WANZEE. R—FkS2950L
— IRENEEICEhE TCHABMICEESNET,

Q-in-Q VLAN
Q-in-Q VLAN( VLAN ) VLAN
VLAN VLAN VLAN
ISP L2
LAN
2 LAN
4000 VLAN VLAN 4000 VLAN
VLAN
Q-in-QVLAN  SPVID IEEE802.1Q VLAN VLAN
VLAN TPID( ID) VLAN
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16

VLAN VLAN
Q-in-Q VLAN
SPVLAN(TPID + 802.1Q CEVLAN
TPID +
VLAN VLAN

Q-in-Q VLAN

Q-in-Q VLAN

D SPVID TPID
@

®) SPVID 1522

) VLAN

VLAN
(5) Q-in-Q VLAN VLAN VLAN
(6) Q-in-Q VLAN STP GVRP

(7) CPU
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3.4.2 802.1Q Static VLAN
VLAN VLAN 1D VLAN

L2 Features > 802.1Q Static VLAN

WLAN List Add/Edit YLAN | Find YLAN | WLAN Batch Seftings | Total Entries: 1
1 WLAN Name Advertizernent  Tagged Ports Untagged Ports Faorbidden Ports
1 defaul Enabled 56,78, -
< » .
802.1Q VLAN [Add/Edit VLAN]
VLAN
802.1Q VLAN VLAN [Edit]
2
[802.1Q Static VLAN] [Add/Edit VLAN]

0 FTRTDIPA =Tz —RERET DL, BMFIBZL T, RS vF LD VLAN
%)l/_ I“—C“gid-o
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ol L Sla VLA s

YLAN List |AdengLAN |FdeLAN |VLANBamh59mngs | Total Entries: 1
ViD [ Jwanname [ [(Nameshould be less than 32 characters)
Advertiserment E_.D.iséb.led. ¥
Select All 1 2 a 4 5 B 7 ] ] 10
Tagged ® ® @ @ @ @ e @ e =@
Untagaed C O @ O O O O O O @)
Forhidden ® ® @ e @ & o o @ o
Mot Member al_| @ O] =) & ® &) ® ® (O] @
Tagded Pors
Untagged Ports
Forbidden Paorts
b
< »
[802.1Q Static VLAN] [VLAN List]
802.10Q VLAN [Edit]

VLAN

o ZA v FILRKA 4, 000 DEEE VAN T b —I25tiS LES,

VID VLAN  [Add/Edit VLAN] VLAN 1D VLAN  VLAN ID

VLAN  VID VLAN
VLAN Name [Add/Edit VLAN] VLAN VLAN

VLAN 32
Advertisement GVRP
VLAN

Port VLAN
Tagged 802.10Q
Untagged 802.10Q
Forbidden VLAN VLAN
Not Member VLAN
[Apply]
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VLAN [Find VLAN] (

) VLAN ID [Find] VLAN
al U S1a \/ AN
VLAN List | AGUEItYLAN | Findvian | vian Bateh Setings | Total Entries: 1
N — _nd ]
VLAN [VLAN Batch Settings]
ol Ll a \/ AN
VLAN List l Add/Edit YLAN | Find vian | vian Batch settings | Total Entries: 1
WID List (e.g..2-5) 1 @ add O Delete O canfig
Advertisement Disahled »

Fotlisteg. s [ ]

VID List VLAN 1D
(e.g.:2-5)
Advertisement GVRP
VLAN

Port List VLAN

(e.g.:1-5)
Tagged 802.10Q

Untagged 802.1Q

Forbidden VLAN
VLAN

[Apply]
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3.4.3 QinQ

3.4.3.1 QinQ@ Settings
L2 Features> QinQ > QinQ Settings
@llgle erng
QinQ Global Settings ) Enabled () Disabled
From Port ~ ToPort _ Role . Outer TPID (hex: Ox1-Oxfff)  TrustCVID  VLAMN Translation
| o1 v |01 v [N v| mssas | Disabled | |Disabled
Fart Rale Cuter TRID Trust CYID WLAMN Translation
1 MM 0x88a8 Disabled Disabled
2 MM 0x88a8 Dizabled Disabled
i MM 0x88a8 Digahled Digabled
4 MM 0x88a8 Disabled Disabled
1] MM Ox28a8 Disabled Disahled
B MM 0x88a8 Disabled Disabled
7 MM 0x88a8 Dizabled Disabled
g MM 0x88a8 Digahled Digabled
9 MM 0x88a8 Disabled Disabled
10 MM 0x28a8 Disabled Disabled

QinQ Global
Settings

QinQ

From Port/
To Port

VLAN

Role

UNI NNI
UNI -

NNI — 2

Outer TPID
(hex :
Ox1-Oxffff)

TPID
VLAN ID

TPID

Trust CVID

VLAN ID(CVID)

CVID  SPVLAN

VLAN ID

VLAN
Translation

VLAN
VLAN ID
VLAN ID
Trust CVID

[Apply]
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3.4.3.2 VLAN Translation GVID Entry Settings
VLAN VLAN ID
VLAN ID

L2 Features > QinQ > VLAN Translation CVID Entry Settings

Action CVID List(1-4034) SWID (1-4094)

Add s 1] Apply
Delete Al

Total Entries: 0
CviD

Action VLAN ID(SVID)
CVID VLAN 1D
List(1-4094)
SVID (1-4094) VLAN
VLAN
[Apply] [Delete All] VLAN

3.4.4 802.1v Protocol VLAN
3.4.4.1 802.1v Protocol Group Settings

L2 Features > 802.1v Protocol VLAN > 802.1v Protocol Group
Settings

Add Protocol VLAN Group

Group 1D (1-18) Group Mame add |[__Delete all

Mote: Name should be less than 32 characters

Add Protocol for Protocol VLAN Group

® Group D O Group Name Frotacal Pratocel Yalue (0-FFFF)

Total Entries: 0
Group Name Frame Type

Group ID (1-16) |1 16 ID

Group Name VLAN 32

Protocol
VLAN

Il 1EEE802.3 SNAP
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Protocol Value
(0-FFFF)

[Apply] [Delete All]

3.4.4.2 802.1v Protocol VLAN Settings
VLAN

L2 Features > 802.1v Protocol VLAN > 802.1v Protocol VLAN Settings

ol VFrolocol VAN Se 0

Add New Protocol VLAN

® Group D v ®VID (1-4084) [ ] 802.1p Priority None
O Group Mame OVLAM Marme ]
Port List (6.0 1-6) [ I Fairas idd

Protocol VLAN Table
Search PortList | Find ][ _showall [ Deleteal |

Total Entries: 0

802.1p Priority

Group 1D
ID
Group Name
VID (1-4094) VID VLAN 1D VLAN 1D
VLAN VLAN
VLAN Name VLAN VLAN VLAN
VLAN 1D VLAN
802.1p 802.1p
Priority CoS
CoS
CoS 802.1p
QoS
Port List
(e.g.: 1-6)
Search Port
List
[Find]
[Show All]
[Delete All]
[Add]
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[Find]
[Show All]
[Delete All]
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3.4.5 GVRP Settings

GARP VLAN (GVRP)
PVID
PVID
L2 Features > GVRP Settings
Yipdm £ 0
GVRP State Settings (%) Dizabled () Enabled
From Paort To Port PYID (1-4094)  GVRP Ingress Checking  Acceptable Frame Type
N || [ v Disabled w| [Enabled w|  |Al |

P = M= = Rt W= 5 B S P SR

=

Reassigned PYID GVRP Checking

Disabled Enahled
Disabled Enahled
Disabled Enahblad
Digabled Enabled
Disabled Enabled
Disabled Enahled
Disabled Enahled
Disabled Enahled
Digakled Enabled
Disabled Enabled

Acceptable Frame Type
All
All
All
All
All
All
All
All
All
All

GVRP State
Settings

GVRP

VLAN

From Port/
To Port

VLAN

PVID (1-4094)

PVID
VLAN

VID 1 default VLAN

802.1Q

GVRP

VLAN (GVRP)

GVRP

VLAN

Ingress
Checking

PVID
PVID

VID
VID

Acceptable
Frame Type

(VLAN

[Apply]
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3.4.6 Asymmetric VLAN Settings
VLAN VLAN 1 VLAN
2 VLAN 2 VLAN

L2 Features > Asymmetric VLAN Settings

Asymmetric VLAN State ) Disabled O Enabled

Apply

Assymetric asymmetric VLAN /
VLAN State

[Apply]

3.4.7 MAC-based VLAN Settings
MAC VLAN MAC
VLAN MAC VLAN
MAC VLAN
VLAN MAC VLAN

L2 Features > MAC-based VLAN Settings

vorvame [ ] T T

VIA pased AN'Se qa
MAC Address

Total Entries: 0

MAC Address MAC

VLAN Name VLAN  VLAN

[Find]
[Add]
[Delete All]
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3.4.8 PVID Auto Assign Settings

PVID PVID
VLAN PVID
PVID VLAN PVID VLAN
PVID VLA VLAN
PVID  VLAN PVID  VLAN
PVID VLAN PVID
PVID  PVID ( ) VLAN

PVID

L2 Features > PVID Auto Assign Settings

PVID Auto Assign State @ Enapled O Disahled

Apply

PVID Auto PVID auto assign /
Assign State

[Apply]

3.4.9 Port Trunking

14

SO TN—TAOR— AT ENS &, TS hi=R— FRD/ 7y MR,
Vo7 TN T—=2a v TI—THOZO/DY) 7 ShTWEWR— FETASR
£EHEINFEY,

14 2 8
( ) VLAN

STP 802.1p
802.1X

( VLAN )
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STP
STP
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L2 Features > Port Trunking

F0 LAKING

Algarithm | MAC Source ]

Edit Trunking Information
GroupiD(1-5) [ |Type[Static  v| MasterPort|o1 v| state | Disabled v| [Clearall J[_Add

0 O 0] 0 0 [ 0 [ O 0]

Pors

Total Entries : 0
Group D Type laster Fort Member Ports Active Ports Status Flooding Ports

Mote: Maximum 8 ports in a static or LACP group.

Algorithm
MAC MAC
MAC 1P 1P IP (
)
Group ID (1-5) ID 1 14
Type LACP(
) LACP
Master Port
State
Active Ports
Member Ports 1 8
Flooding Ports DLF(
) CPU

[Apply]
[Clear All]
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3.4.10 LACP Port Settings
LACP

L2 Features > LACP Port Settings

=N =] = as

From Port Tao Port Activity

m v M ~ Passive Apply

Passive
Passive
Passive
Fassive
Passive
Passive
Passive
Fassive
Passive
Pasgsive

1
2
3
4
i
G
7
8
e}
1

1]

From Port/
To Port
Activity - LACP LACP
LACP
1 LACP
LACP
- LACP LACP
LACP (
)
[Apply]
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3.4.11 Traffic Segmentation

VLAN
VLAN CPU

[Apply]

L2 Features > Traffic Segmentation

Traffic Segmentation Settings
FromPort |01 v| ToPort [01 v

' 2 e} £ a B 7 a8 4
[clear all | [ select all |

Apply

1 1 7.8,8,1
2 1,2,3,4,5.6,7,8 8,10
3 1,2,3,4,5,6,7,8,8,10
4 1,2,3,4,5 6,7,9, 8,10
5 1,2,3,4,5,6,7,6,8,10
6 1,2,3,4,56,7,8,8,10
7 1,2,3,4,56,7,8,8,10
8 1,2,3,4,5 6,78 810
q 1,2,3,4,56,7,8,8,10
10 1,2,3,4,56,7,8,8,10

From Port/
To Port
Forward
Portlist From Port/To Por

[Clear All]
[Select All]

[Apply]

3.4.12 |IGMP Snooping
IGMP L2 Features > IGMP

Snooping VLAN IGMP
1GMP 1GMP 1GMP
1GMP
1GMP
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3.4.12.1 |GMP Snooping Settings
I1GMP I1GMP
1GMP [Apply]

L2 Features > IGMP Snooping > IGMP Snooping Settings

R —
IGMP Snooping Global Settings

IGMP Snooping State @) Disabled O Enabled

Total Entries: 1

VLAN Marne State

1 default D\ab\ed Muodify Router Part Edit
[Apply]
[Edit]

[Edit]

WLAMN ID 1 WLAN Name default
Clueriar Expiry Time 0sec Querigr IP 0000
Max Responge Time (1-25) sec Query Interval (1-65535) sec
Last Listaner Query Inlsrval (1-25) [ see Robustness Value (1-255)
Querier State [ Disabled v| FastDone Disahled -
State | Disanled v_' Querier Role Mon-Querier
Wersion 13 v
<<Back__ | Apply

VLAN 1D VLAN ID  VLAN 1GMP VLAN

VLAN Name VLAN VLAN 1D IGMP VLAN

Querier Expiry
Time

Querier IP 1GMP IP

Max Response 1 25
Time (1-25) 10

Query Interval 1GMP (1 65535 )
(1-65535) 125

Last Listener
Query Interval 1
(1-25
Robustness VLAN
Value (1-255)

1 255
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Querier State 1GMP
IGMP

Fast Done
IGMP

State 1GMP

Querier Role
I1GMP

1GMP

Version 1GMP

[<<Back]
[Apply]

[Modify Router Port]

VLAN 1D 1 YLAN Name default

01 02 03 04 05 06 07 03 09 10 1 2 13 14 16 16 17 18 19 30 21 32 23 24 35 26 27 28
@ @ # ¥ § # § ¥ § § § § §E S § § S @ S § S @ B R EE@m

Selsct Al Claar all Forbidden Router Port:

L I T L L I L L T L T L I L L L L I I LI L I I LI LT L ]

Dynamic Router Port:

[ <=pack |[ apply )

[Select All]
[Clear All]
[Add]
[<<Back]
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3.4.13 MLD Snooping Settings
MLD 1Pv6

MLD

MLD 1

IPv4  1GMP
VLAN
MLD
VLAN 1D
2

78/202

MLD

IPv6

VLAN

MLD

1Pv6



MLD

MLD

@

@

®

MLD

@

D

2)

MLD

ICMP

132

1CMPV6
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1 3
3 1CMPV6 (130 131 132
1-1Pv4  IGMPV2
1CMPv6 130
2 IPv6
1 — IGMPv2
131
— IGMPv2
2 2
2 1CMPv6 (130 143
2 — IPv4d  IGMPV3
130
3 MLD
0

1CMPv6

MLD



3)

) 2 - 1GMPV3
ICMP 143

MLD MLD
MLD MLD [Enabled]

[Apply]

L2 Features > MLD Snooping Settings
S

MLD Snooping Global Settings

MLD Snonping State O Enahlad @ Disablad

Total Entries: 1

WVLAN Mame

1 default Disabled Madiy Router Port

MLD Snooping MLD Snooping Global Settings /
State

[Apply]
[Edit]

[Edit]

VILL)™ ooping =e

YLAM ID 1 YLAM Name default

Query Interval (1-65535) flzs Jeac Max Responge Time (1-25) o sec
Robustness Value (1-255) - ] Last Listensr Query Interval (1-25) e Jsee
FastDone Disahbled v State Disahled b
Version 2 Querier Role Mon-Quetier

<<Back [ Apply

VLAN 1D MLD VLAN
VLAN Name MLD VLAN
Query Interval MLD
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(1-65535)

(1 65535 )

125

Max Response
Time (1-25)

10

1 25 )

Robustness
Value (1-255)

VLAN

1 255

Last Listener
Query Interval
(1-25)

Fast Done

MLD

State

MLD

Version

MLD

Querier Role

MLD
MLD

[Apply]

[<<Back]

[MLD Snooping Router Ports Settings]

[MLD Snooping Settings]

[Modify Router Port]

WLAN Mame

default

01 02 03 04 05 OB

0 10

12 13 4 5 ] 17 18 9 2 22 23 2 25 26 27 28
i @ @ ® @ § @ § § 8 @ § @ §E @ E @ E @ B R R @B BB E @ ®
Forbidden Router Port:

05 06 07 08 09 0 11 12 13 4 5 6 17 18 ] 2 22 323 12 25 26 27 28
@ §E @ @ § B @ § @ § @ § @ § @ §E @ § @ @ B B B @ 8B N @8
Dynamic Rowter Port:

[Apply]

[Clear All] [<<Back] [MLD Snooping Settings]
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3.4.14 Port Mirror

RMON

L2 Features > Port Mirror

ort MIrro

Mirrar Part State (&) Disabled (O Enabled
Target Part i‘l vI
Source Port Shiffer Mode Faorts
T
R
Source Port Settings
Sniffer Mode 1 4 5 [ 9 10
Tx O @) O @) O O @) O @)
R @ ) O CJ O ) @ L) CJ
Both O @) O @) O O @) O @)
Nane G &) O & O O O O] O
T
Rx
T
@
@
©))

(4) [Apply]

‘)i%@ﬁ—Fﬁﬁﬁﬁ—FtE%—F%iﬁhJﬁﬂih374vbﬁummm7ﬁ
— kA 10Mops R— FZSS—F B L ERHBE. MBEHDOEEIZ>HMND
BARBYET, IL—LDIAE—TERBR— L. AE—DREETHBK—
FERUCEE. £, EOEECHE LEFRESY ERA, T, S5—U >
HDA—45y riR—FMEI SO IL—TDAN—IZIETEE A, F—H5 Y
FR— bk ERETHR— FERCH— FZT 2 EETEE A,
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3.4.15 Loopback Detection Settings

L2 Features > Loopback Detection Settings :

Loophack Detection Global Settings

State @ Disabled (O Enabled Interval (1-32757) sec

Made PortBased v Recover Time (0 or 60-1000000) sec

From Fort To Port State

01 v||o1 v||Disabled v [_feely |
Loopdetect Detection State Loop Status

1 Dizabled Mormal

2 Disabled Mormal

3 Dizabled MNormal

4 Dizabled MNarmal

5 Disabled Marmal

G Disabled Marmal

7 Disabled Mormal

8 Dizabled MNormal

] Dizabled Narmal

10 Disabled Marmal

State
Interval CTP(Configuration Test Protocol)

(1-32767) ( ) 1
32767 10

Mode

Recover Time ( )
(0 or 60-1000000) 0

60 60 1,000,000

From Port
/To Port

[Apply]
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3.4.16 Spanning Tree

STP RSTP,MSTP RSTP  MSTP STP RSTP
MSTP
802.10Q-2005 MSTP
MSTP IEEE MSTP VLAN
MSTP
VLAN 3
(STP  RSTP MSTP)
BPDU
VLAN MSTI ID
MSTP
(CIST) CIST MSTP
1
VLAN
VLAN
MSTP MSTP
3
D) 32 [MST Configuration
identification] )
@ ( [MST Configuration
identification] )
(3) 4094 ( [MST Configuration identification] VID
) 4094 VLAN
MSTP :
D) MSTP (STP [STP Bridge Global Settings]
)
(2) MSTP ( MSTI 1D
[MSTI Config Information] )
(€)) VLAN  MSTP 1D ( MSTI 1D [MST
Configuration lIdentification] VID )
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( ) MSTP  RSTP STP
( ) ( )
STP (
) RSTP/MSTP )
3
3
BPDU Hello
1 BPDU
STP
MSTP RSTP STP
RSTP RSTP
RSTP
2 (
(P2P) )
BPDU
P2P
pP2pP p2p RSTP/MSTP

P2P



STP/RSTP/MSTP

MSTP RSTP
RSTP

STP 2

€Y

@

3.4.16.1

BPDU STP

MSTP RSTP

STP

MSTP

STP Bridge Global Settings

L2 Features > Spanning Tree > STP Bridge Global Settings

STP Global Setting
STP State

STP Version
Forwarding BFDU

Bridge Max Age (6-40)
Bridge Hello Time (1-2)
Bridge Forward Delay (4-30)
Tw Hold Count (1-10)

Max Hops (6-40)

®Disabled O Enabled [ apely ]
RETP |
Enabled |
ZU—I s8c
2 580
15 S
’E—Ihmes
|20 times [ apmly |

STP State STP
STP Version STP
3
STP - STP
RSTP - RSTP
MSTP — MSTP
Forwarding BPDU
BPDU
Bridge Max Age
(6-40)
LAN
BPDU
BPDU
6 40
20
Bridge Hello Hello Time 1 2 Root Bridge
Time (1 - 2 Sec) BPDU Global Bridge Hello
Time  STP/RSTP
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Bridge 4 30
Forward Delay
(4-30)

Tx Hold Count Hello (1 10)
(1-10) 6

Max Hops (6-40) BPDU

BPDU

[Apply]

('Hamﬁﬁ@,%x:49;95<¢é:amf§$ﬁmo%x:49;9£§<
TE5E. IS—ARELET, LED/NSA—F—2RFTBEICIE. ROFE

[CHREVLVET,
BRKIAY <2 x GEEEE - 1#)
BAIAY 22 x (Hello B¥RE + 1 7))
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3.4.16.2 STP Port Settings
STP

L2 Features > Spanning Tree > STP Port Settings

Port field : M=Trunk Master ; T= Trunk Member
value ; Value2=Actual value)

External Cost, Edge, P2P and Hello Time fields :

From Port 01 v To Port 01 v
Edternal Cost(D=uto) [0 | Migrate Yes v Edge |t v
[ FEE— - oien
P2P Ao v Fart STP !Er]abled v Restricted Role | False
Restricted TCHN | False v Forward BRDL | Enabled v|
| Part | External Cost Edge P2P Part STP Restricted Rale Restricted TGN Farward BFDU | Hello Time | &
1 Autos200000 Auto/Mo Autories Enabled False False Enabled 212
2 Autar200000 AutaiMa Autolves Enahled False False Enahled 212
3 Autos200000 Auto/Mo Autofies Enabled False False Enahled 22
4 Autor200000 Auto/Mo Autorves Enabled False False Enabled 212
a Autof200000 Autoito Autoryes Enabled False False Enahled byl =g
B Autos200000 Auto/Mo Autories Enabled False False Enabled 212
7 Autar200000 AutaiMo Autolves Enahled False False Enahled 212 B

Value1Value2 Malue1=Configured

MST
From Port 01 A To Port |01 vl
External Cost(0=Auto) 0| Migrate [ves -] Edge [ate =]
P2P IAuto vl Part STP IEnabIed vl Restricted Role IFaIse vl
Restricted TCN [Faise =] Forward BPDU [Enabled =] HelloTime (1-2) 2 sec
Apply |
Fort | External Cost Edge F2P FPort TP Restricted Role Restricted TCM Forward BPDU | Hello Time | =
1 Auto/200000 Auto/No AutolYes Enabled False False Enabled 212
2 Auto/200000 Auto/Mo Autoles Enabled False False Enabled 212
3 Auto/200000 Auto/No AutolYes Enabled False False Enabled 212
4 Auto/200000 Auto/Mo Autoles Enabled False False Enabled 212
5 Auto/200000 Auto/No AutolYes Enabled False False Enabled 212
6 Autof200000 Auto/Mo Autoffes Enabled False False Enabled 2§12
i Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 212
8 Autof200000 AutoiMo Autoffes Enabled False False Enabled 2/2 LI
Port field : M=Trunk Master ; T= Trunk Member External Cost, Edge, P2P and Hello Time fields :  Value1Nalue2 (Value1=Configured
value ; Value2=Actual value)

STP

STP
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STP (
STP  STP
STP VLAN
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From Port/
To Port
External Cost -
(0=Auto)
0 « D
0( ) - 0
: 100 Mbps = 200000 = 20000

1 200,000,000

Migrate YES BPDU
STP RSTP
802.1D STP 802.1w RST
802.1w

RSTP YES

Edge True
1
BPDU BPDU
Auto
P2P True (P2P) P2P
P2P
P2P
RSTP False P2P
Auto P2P p2p True
( ) P2P P2P False
True
Port STP STP
Restricted True False
Role False
Restricted TCN | True False TCN
False

Forward BPDU BPDU

[Apply]
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3.4.16.3 MST Configuration ldentification
MST MSTI

1 CIST( ) CIST
CIST  MSTI ID

L2 Features > Spanning Tree > MST Configuration ldentification

MST Configuration ldentification Settings

Configuration Marme [00:40:66:45:5E:78 |

Revision Level (0-65535) [0 |
Instance ID Settings

MSTI D (1-4) =1

Type | AQdVID v

VID List (1-4094) [ [ apply |

Total Entries: 1

MSTIID WD List
CIST 1-4094

Configuration MSTI
Name MSTP MAC
STP
Revision Level MSTP 0 65535
(0-65535) 0
MSTI ID (1-4) MSTI ID
CIST MSTI CIST MSTI
MSTI
Type MSTI 2
VID - VID VID
MSTI ID
VID - VID VID
MSTI 1D
VID List MSTI VLAN 1D
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| (1-4094) |
[Apply]

[Edit]

[Delete]

3.4.16.4 STP Instance Settings
MSTI

L2 Features > Spanning Tree > STP Instance Settings

iﬂﬂiWﬂkWﬁiﬂﬂWﬂ&lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
STP Priority Settings

T — Pty [0 W] T

Total Entries: 1

Instance Status Instance Priority

CIST Disabled 32763(Bridue Priority: 32768, 5YS 1D Ext: )
STP Instance Operational Status

MSTP ID - Designated Root Bridge

External Root Cost - Regiohal Root Bridge

Internal Root Cost - Cesignated Bridoe

Root Port - Max Age

Forward Delay - Rermaining Hops

Last Topology Change - Topology Changes Count

MSTI 1D MSTI 1D 0 CIST( MSTI)

Priority 0 61440

[Apply]
[Edit]

3.4.16.5 MSTP Port Information
MSTP MSTI ID
MSTP

MSTP MAC

L2 Features > Spanning Tree > MSTP Port Information

e T —T—

MSTP Port Setting

Instance D [ 1 Intemal Path Cost(1-200000000) [ Friority I v

Port 1 Settings
Designated Bridge Internal Path Cost Priority

i TiA 200000 128 Forwarding Monstp
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Port
Instance ID MSTI ID 0 CIST(

MSTI)

Internal Path STP
Cost
(1-200000000)
Priority 0 240

[Find]
[Apply]
[Edit]

3.4.17 Forwarding & Filtering

3.4.17.1 Unicast Forwarding Settings
L2 Features > Forwarding & Filtering > Unicast Forwarding Settings

licast Forwarding Setting
WLAR D (1-4094) [ MAC Address 00-00-00-00-00-00 Port | O1 hd Apply

[Add/Modify]

.|
VLAN 1D MAC VLAN 1D

(1-4094)

MAC Address FDB MAC

MAC
Port MAC
[Apply]
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3.4.17.2 Multicast Forwarding Settings
L2 Features > Forwarding & Filtering > Multicast Forwarding

Settings
VIL a5
VLAMID (1-4084) [ | MACAddress | | ([ clearal [ _Apply |
Fort Selact All 1 2 3 5 B g q
Mone © O] © © © © ® (O] ® ®
Egress o O O O O O ® ® ® O

Earess Ports

Total Entries: 0
vID VLAN Mame MAC Address Mode Egress Ports

VLAN 1D MAC VLAN 1D

(1-4094)

MAC Address FDB MAC
MAC

Port Settings

None -
None

Egress -
[All] None Egress

[Clear All]

[Apply]
[Clear All]

[All]
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3.4.17.3 Multicast Filtering Mode

L2 Features > Forwarding & Filtering > Multicast Filtering Mode

VILIITICas 2ring Mode
From Part To Paort Filtering Mode
m b iy} v | Forward Unregistered Groups

Multicast Filtering Mode

Forward Linregistered Groups
Fomward Unregistered Groups
Forward Unregistered Groups
Farward Unregistered Groups
Fonward Unregistered Groups
Forward Unregistered Groups
Forward Linregistered Groups
Fomward Unregistered Groups
Forward Unregistered Groups
Farward Unregistered Groups

P = M= e ot S R, B S U

=

From Port/
To Port
Filtering Mode

Forward Unregistered Groups -

Filter Unregistered Groups —

[Apply]
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3.4.18 LLDP

LLDP IEEE 802 LAN IEEE 802 LAN

IEEE 802 LAN

MIB
(NMS)  SNWP

3.4.18.1 LLDP Global Settings
L2 Features > LLDP > LLDP Global Settings

L Gl0DEé

LLDP State @ Disabled O Enabled
LLDP Forward Message (3) Disabled () Enabled
Message Tx Interval (5-32768) |30 |sec

Message Tx Hold Multiplier (2-10) |4 |

LLDF Reinit Delay (1-10) 2 |see

LLDF Tx Delay (1-8193) |2 |sec

LLDP Motification Interval (5-3600) B | sec

LLDP System Information
Chassis ID Subtype MAC Address

Chassis D 00-40-66-45-5E-78
System Mame

Systarm Description Fast Ethernet Switch
Systemn Capabilities Repeater, Bridge

LLDP State LLDP

LLDP Forward LLDP LLDP

Message LLDP LLDP
VLAN IEEE 802 LAN

Message Tx
Interval (5 32768
(5-32768)
Message Tx Hold LLDP LLDP
Multiplier LLDP

(2-10)

MIB
LLDP Reinit LLDP LLDP LLDP
Delay (1-10) (1 10 )
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LLDP Tx Delay LLDP LLDP MIB LLDP
(1-8192) LLDP
(1 8192 )

LLDP LLDP LLDP

Notification LLDP SNMP

Interval LLDP 5 3600

(5-3600)
[Apply]

3.4.18.2 LLDP Port Settings
L2 Features > LLDP > LLDP Port Settings

[JF FD S5Ee s
From Part Tao Part Motification Admin Status
om b 01 w Disabled Trand Rx |
Subtype Action Address
IPwd v Disabled [ Apply

Note:The [Pv4/IPyE Address should be the Switch's Address.

klotification Adrmin Status Subtype Address
il Disabled Txand Rx 1Pyv4
2 Disahled Trand Rx 1P
= Dizahled Tx and Rx P4
4 Dizahled Tx and Rx IP4
5 Dizabled Ty and Rx P4
] Cisabled Txand Rx IPyv4
i Disabled Txand Rx 1Pyv4
g Disahled Txand Rx P4
9 Disahled Trand Rx P4
10 Digahled Tx and Rx P4

From Port/
To Port
Notification LLDP
SNMP SNMP
Admin Status LLDP LLDP
LLDP
TX: LLDP LLDP
RX: LLDP LLDP
Tx and Rx: LLDP LLDP
Disabled: LLDP LLDP
Tx and Rx
Subtype 1PvA(IP )
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Action
Address IP

[Apply]

3.4.18.3 LLDP Basic TLVs Settings
TLV

L2 Features > LLDP > LLDP Basic TLVs Settings

PP BE VS ©e (0

Fram Part [ v Ta Part 01 v

Port Description Ijisabled v' Systerm MName Disabled

Systern Description [Disabled +| Systern Capabilities Disablad
il Dizahled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
2l Digabled Dizabled Digabled Dizahbled
4 Disabled Disabled Dizabled Disabled
g Cisabled Disabled Disabled Disahled
A Disabled Disabled Disabled Disabled
7 Disabled Disabled Disabled Dizabled
8 Disabled Disabled Disabled Disabled
9 Dizabled Disabled Disabled Disabled
10 Digabled Dizabled Digahled Digahled

ic TLWs Settings

From Port/
To Port
Port
Description

System Name

System
Description

System
Capabilities
[Apply]
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3.4.18.4 LLDP Dot1 TLVs Settings
LLDP Dotl TLV IEEE 802.1 TLV LLDP Dotl TLV
1 IEEE 802.1 VLAN ID TLV
LLDP

L2 Features > LLDP > LLDP Dotl TLVs Settings :

P O \ ~]1= 0
From Port [01 v| Toport [m v
PVID [Disabled '+

Protacol VLANID | Disabled v | ViANName v |
VLANMName | Disabled v | vianName v |

Protocol Identity | Disabled |+ EAPOL v
'0 ate Portand Protocol YID State WD WLAR Mame State WD Protocol dentity State Protocal Identity
1 Dizahled Disabled Disabled
2 Disahled Disahled Disabled Disahled
3 Digakbled  Disabled Disahled Disahled
4 Disabled Disabled Dizabled Dizabled
g Disabled  Disabled Disabled Dizabled
A Disabled Disahled Cisabled Cisahbled
7 Disahled  Disabled Disabled Disabled
a Disabled  Disahled Disabled Disabled
9 Digakbled  Disabled Disahled Disahled
10 Disabled Disahled Disabled Disahled

From Port/
To Port

PVID PVID
Protocol VLAN VLAN ID
ID
VLAN Name VLAN

Protocol
Identity

[Apply]
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3.4.18.5 LLDP Dot3 TLVs Settings
1 IEEE 802.3
TLV LLDP

L2 Features > LLDP > LLDP Dot3 TLVs Settings

U Do \ = Le

From Port 01 v To Port 01 v

MACIPHY Configuration Status -Disabled W Link Agaregation | Disabled. v |

faximum Frame Size Disabled v
'0 MACIPHY Configuration Status Link Agaregation Maximum Frame Size
il Dizabled Dizabled Disabled

2 Disabled Disabled Disahled

2 Disabled Disabled Disahled

4 Dizahled Dizahbled Dizabled

£ Disabled Dizabled Disabled

A Disahled Disabled Disabled

¥ Dizabled Dizahled Disabled

g Dizahled Dizahled Disabled

9 Disabled Disabled Disahled

10 Digabled Dizahled Digabled

From Port/
To Port
MAC/PHY LLDP MAC/PHY TLV IEEE
Configuration 802.3 2 /
Status

MAU
Link Aggregation LLDP TLV

MID

Maximum Frame Size LLDP TLV
[Apply]
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3.5 —EX&E (QoS)

802.1p QoS
QoS
QoS
VoIP Web
3
2
QoS
4
3
8
0 Q1
1 Qo0
2 Qo0
3 Q1
4 Q2
5 Q2
6 Q3
7 Q3
4

IEEE 802.1p

(8
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3.5.1 Bandwidth Control

QoS > Bandwidth Control

Hancawid DALro
Fram Part To Port Type Ma Limit Rate (54-1024000)
01 v o v | R v||Disabled v|[  knitsee
Bandwith Control Table
[ Port Rx Rate (Khitisec) T Rate (Khitisec) Effective Rx ikKhit'sec) Effective T (Khitisec)
1 Mo Limit Mo Limit Mo Limit Mo Lirmit
2 Mo Limit Mo Limit Mo Limit Mo Limit
3 Mo Limit Mo Limit Mo Limit Mo Limit
4 Mo Limit Mo Limit Mo Limit Mo Limit
] Mo Limit Mo Limit Mo Limit Mo Limit
3] Mo Limit Mo Limit Mo Limit Mo Limit
7 Mo Limit Mo Limit Mo Limit Mo Limit
a Mo Limit Mo Limit Mo Limit Mo Limit
9 Mo Limit Mo Limit Mo Limit Mo Limit
10 Mo Limit Mo Limit Mo Limit Mo Lirmit

From Port/
To Port

Type

Rx( ) Tx (

) Both

No Limit

Rate
(64-1024000)

64 1,024,000 64

Kbits/

[Apply]

3.5.2 Traffic Control
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BPDU

[Configuration]

QoS > Traffic Control

[Port Configuration]

ramic Contro

Traffic Control Settings
Fram Port 01 v Tao Port 01 w
Action Drop v CountDown @or530) [0 |min
Time Interval (5-30) set Thireshald (54-1000000) Kbitis
Storm Control Type | Mone v|
Fort Storm Control Type Action Threshold Count Down Interval
1 Mane Crop hd 0 5
2 MNone Drop 64 1] g
3 MNaone Drop b4 a 5
4 Mane Drop hd 0 1}
a MNone Drop B4 1] g
[} MHone Cirop 64 0 a
T Hone Drop 64 0 g
a MNone Drop B4 1] 5
9 MHone Cirop G4 0 i}
10 MHone Drop 64 0 i}
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Traffic Control Settings
From Port/
To Port
Action

Drop -

« )
Shutdown —
BPDU
(BPDU
5
[Configuration] [Port Configuration]
Count Down
(0 or 5-30)
0 5 30 0
Time Interval
(5-30)
5
30 5
Threshold
(64- 1000000) Kbit/
/ 64 1,000,000
64

Storm Control : Broadcast Multicast Unknown
Type Unicast Broadcast + Multicast Broadcast + Unknown Unicast Multicast +

Unknown Unicast Broadcast + Multicast + Unknown Unicast None
[Apply]
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3.5.3 802.1p Default Priority
802.1p

QoS > 802.1p Default Priority

Fram Part To Part Priarity

[ o & [0 & [+ =

Settings

o
=1
=

Priority
1]

PR =R R =R LR R AU DR B
ololojoo|lo|lolo

802.1p

[Apply]

3.5.4 802.1p User Priority
802.1p
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QoS > 802.1p User Priority

Friarity

Class-1
| Class-0
Clags-0
Clags-1
.Claas-i
Clags-2
Class-3
Clags-3

oo 0 (S 3 S S

- ® o e W = o

Apply

802.1p 8

Class ID Class-0 3 ID
[Apply]

3.5.5 QoS Scheduling Settings
QoS
QoS

QoS

QoS > QoS Scheduling Settings

e
00S Scheduling Mechanism Settings
Scheduling Mechanism Strict v Apply

00S Scheduling Weight Settings

Machanism Wi
Clags-0 Strict 1
Class-1 &trict 2
Clags-2 Strict 4
Class-3 Strict 8

Apply

Scheduling
Mechanism

Weight (1-55) 1 55
[Apply]
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3.5.6 Priority Mapping

QoS > Priority Mapping

Fram Part To Port Priarity Ethernet Priority IP Priarity

[0 8 [0 B Owee Dfezie v]0[7os

| Part Ethernet Priority IP Priarity
1 80Z.1p Off
2 g02.1p Off
3 g02.1p Off
4 80Z.1p Off
g g02.1p Off
A g02.1p Off
7 g02.1p Off
g g02.1p Off
9 g02.1p Off
10 g02.1p Off

From Port/

To Port

Priority [None] IP
Ethernet [Ethernet Priority] 802.1p

Priority

IP Priority [IP Priority]

TOS DSCP
[Apply]
3.5.7 T0OS Mapping
(T0S)

QoS > ToS Mapping

| Class-0

:‘Classrn v'

Clags-0

[t}

1

2

3 |

; [Ciass0 )
: =
B

7

Apply
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Class ID Class-0 3 ID
[Apply]

3.5.8 DSCP Mapping
DSCP

QoS > DSCP Mapping :
oscPweppRG

0 v| [Class-0 v Apply

DECP Class ID -
i [

o
ocloo|lo|lalola|lelalo|la|lelalola|lalaala|lalalala|lalaala|la

DSCP Value DSCP DiffServ

Class ID Class-0 3 ID
[Apply]
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3.6 Security
3.6.1 Trusted Host
1P
Web GUI Telnet

1P [Add]

[ ostee s

Trusted Host Table

Mote: Create alist of |P addresses that can access the switch. Your local host IP address must be one ofthe IP addresses to avoid disconnection,

SNMP
IP

Permitted IP
Access IP

Net Mask

[Add]
[Delete All]

3.6.2 Port Security

3.6.2.1 Port Security Port Settings
MAC MAC
MAC

[Apply]

( MAC

Admin State

Security > Port Security > Port Security Port Settings
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D SCLMNY Fo £ *

From Port To Port Adrmin State Wax Learning Address (0-64)  Lock Address Mode

|01 v || 01 v | |Disabled v | [0 | Delete on Resst v |

Port Security Port Table

| Fort Admin State ax Learning Address Lock Address Mode
1 Disabled 1 DeleteCnTimeout
2 Disabled 1 DeleteOnTimeout
3 Dizabled 1 DeleteOnTimeout
4 Disabled 1 DeleteOnTimeout
5 Disabled 1 DeleteOnTimeout
5 Disabled 1 DeleteOnTimeout
7 Disabled 1 DeleteOnTimeout
g Dizabled 1 DeleteOnTimeout
9 Dizabled 1 DeleteOnTimeout
10 Disabled 1 CeleteOnTimeout

From Port/
To Port
Admin State ( MAC )

Max. Learning MAC MAC
Address (0-64)
Lock Address MAC
Mode

Permanent —

Delete on Timeout -

Delete on Reset —

[Apply]

3.6.2.2 Port Security FDB Entries

[Clear]

Security > Port Security > Port Security FDB Entries

Clear Locked Entries

From Part [o1 | To Port 01 v

Total Entries: 0
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3.6.3 Authentication Setting

Security > Authentication Settings

ALthe atlo = Q
Configure Authorized Mode
FromPort  ToPort Authorized Mode
01 b 28 * Host-based - Apply
Multiple Authentication Table
| Port Authorized Mode =
1 Host-based I
2 Host-based
3 Host-bDased
4 Host-bDased
5 Host-Dased
f Host-bDased
7 Host-based
8 Host-based
9 Host-based | =
10 Host-based
11 Host-based
12 Host-based
13 Host-based
14 Host-based
15 Host-based
16 Host-based
17 Host-based
18 Host-based
19 Host-based
20 Host-based
21 Host-based
22 Host-based -

From Port ~ To

Port

Authorized

Mode Host-based -
Port-based -

[Apply]
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3.6.4 802.1X
802.1X

(D) - RADIUS
1
) - 16 MAC
RADIUS MAC
3.6.4.1 802.1X Settings
Security > 802.1X > 802.1X Settings
o U =] (]
802.1% State @ Disabled O Enabled
Auth Mode [Mane v
Auth Pratacol [RADIUS EAP v
802.1X Port Access Control
From Part [01 v|  Topor [01 v
QuietPeriod (0-55535) sec SuUppTimenut {1-65538) set
ServerTimeout (1-65538) (30 sec MaxReq (1-10) 2 times
TxPeriod (1-B5538) 20 sec ReaAuthPeriod (1-65535) [3600 sec
Reauthentication Disabled b Fort Control | Auto v:
Capability [Mone v|  Direction [Bath v
. Part ’ Quiet Supp- Setver- ReAuth o .
FPort | AdmDir S anivel TxFeriod Pariod Hesait Etrrenit MaxReq Pariod ReAuthentication] Capahility
1 | Both | Auto a0 B0 a0 0 2 3600 Disahled Mone
<

802.1X

802.1X State

Auth Mode

802.1X

[Port Based] [MAC Based]

Auth Protocol

[Local]

[RADIUS EAP]

From Port/To
Port

QuietPeriod
(0-65535)

60

SuppTimeout
(1-65535)

30

ServerTimeout
(1-65535)

30

MaxReq (1-10)

EAP
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TxPeriod EAP /
(1-65535) 30
ReAuthPeriod (1 65535 )
(1-65535) 3600
ReAuthenticati
on
Port Control

[ForceAuthorized] 802.1X

802.1X

[ForceUnauthorized]

[Auto] 802.1X

EAPOL
EAPOL
Auto

Capability 802.1X

[Authenticator]

[None] 802.1X

Direction

[in]

[Both]
Forward EAPOL EAPOL PDU
PDU on Port
[Apply]
[Refresh]
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3.6.4.2 802.1X User

802.1X

[Apply]

[Delete]

Security > 802.1X > 802.1X User

8021% User

Pagsword Confirm Password

L ] L 1 Caeoly ]

Note: Password/User Name should be less than 15 characters

802.1X User 802.1X
Password 802.1X
Confirm 802.1X
Password

[Apply]

3.6.4.3 Authentication RADIUS Server

RADIUS

Security > 802.1X > Authentication RADIUS Server

Index

IP Address

Authentic Port (1-65535)
Accounting Port (1-65535)
Timeout {1-255)
Retransmit (1-255)

Key (Max:32 characters)
Confirm Key

RADIUS Server List
Index IP Address

il v

T —
Cr—

EE

C—

—

_

—]

—T—

Auth-Port Acct-Port Timeout Retransmit Key

Index 1 2 3

IP Address RADIUS IP

Authentic Port RADIUS UDP 1812
(1-65535)

Accounting Port | RADIUS UDP 1813
(1-65535)
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Timeout (1-255) (1 255 5
Retransmit (1 255 2

(1-255)
Key RADIUS
(Max. length 32 | 32
bytes)
[Apply]
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802.1X MAC 2

802.1X [802.1X Settings] 802.1X

Security > 802.1X > Initialize Port(s)

From Port ol v| Toror 01 ~ [ fply |
nmimi__z?;;n o AU PAE Stale | Backend_Stale | Por Stalus
[Apply]
MAC [802.1X Settings] 802.1X  MAC
Security > 802.1X > Initialize Port(s)
From Port 01 v| Toport [ v MAC Address wm | [ apely ]

MAC MAC
MAC [Apply]

0 R— FZ¥E1E3 BRI, [802. 1X Settings]l™ 1 > K9 (Security > 802.1X >
802. 1X Settings) T802. IXZ4& O—/\JLIZHE#ZLTLEELY, 802. 1X #AR— b+
N—X 802. 1X A, F=lF. MACR—X 802. IXHZEZEB®IZ LA WL &E. [Initialize
Port(s)]m« > FODRBHRIIRTEINFLE A,

From Port
To Port
Port
Auth PAE State PAE [Initialize]
[Disconnected] [Connecting] [Authenticating]
[Authenticated] [Aborting] [Held] [ForceAuth]
[ForceUnauth] [N/A]
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Backend_State . [Request]
[Response] [Success] [Fail] [Timeout] [1dle]
[Initialize] [N/A]
Port Status [Authorized] [Unauthorized]
[N/A]
MAC Address MAC
[Apply]
2 802.1X MAC
802.1X [802.1X Settings] 802.1X

Security > 802.1X > Reauthenticate Port(s)

Fram Port 01 ~| ToPort 01 v

Reauthenticate Port Table
Fort Auth PAE State Backend_State I Part Status

[Apply] [Apply]

0 K R EERES BHTI=. [802. 1X Settings]™ 4 > K (Security > 802. 1X >
802. 1X Settings) T 802. 1X 4 A—/ULIZEMIZ LT E 1, 802, 1X A
L% LvE. [Reauthenticate Port(s) ]« > FODIFRIZRTEINFEE A,

MAC [802.1X Settings] 802.1X  MAC

Security > 802.1X > Reauthenticate Port(s)

From Part i ~| ToPot [ v|  WaC address | | apply

MAC MAC
MAC
[Apply]
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From Port

To Port

MAC Address

Auth PAE State > [Initialize]
[Disconnected] [Connecting] [Authenticating]
[Authenticated] [Aborting] [Held] [ForceAuth]

[ForceUnauth] [N/A]
Backend_State : [Request] [Response]
[Success] [Fail] [Timeout] [1dle]

[Initialize] [N/A]

Port Status [Authorized] [Unauthorized]

[N/A]

[Apply]
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3.6.5 SSL Settings

SsL
@
(DSA)
@
1)
2
2) CBC
©)
MD5
4
3

Rivest Shamir Adleman(RSA)

SHA 2

SSLv3  TLSv1
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DHE DSS Diffie-HelIman(DHE)

2
RC4 128 RC 4
(DES) 3DES EDE
1
TFTP
ssL



SSL

https://

SSL
SSL
SSL 4
HTTP
Web SSL

SSL

TFTP

SSL
.der

Web GUI
URL

(  https://10.90.90.90)

Web GUI

Security > SSL Settings

SSL Settings
SE5L State

SSL Ciphersuite Settings

SSL Certificate Download
Server IP Address
Cerificate File Name

Key File Hame

Current Certificate

Cache Timeout (60 - 86400)

@ Disabled

Note: wWebwill he disabled If 3501 is enabled.

REAwith RC4_128_MD5 ) Digabled
RSAwith 3DES EDE CBC SHA ) Disabled
DHE D35 with 3DES EDE CBC SHA O Disabled
REAEXPORT with RC4 40 MDS O Disabled

O Enabled

oo Jser

® Enabled
& Enabled
(& Enabled
& Enabled

Loaded with RSA Certificate!
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Apply
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SsL [Apply]

SSL Settings
SSL Status SSL

Cache Timeout SSL
(60-86400)

SSL SSL

600

SSL Ciphersuite Settings
RSA with RSA RC4
RC4_128 MD5 128 MD5

RSA with 3DES RSA CBC 3DES_EDE
EDE CBC SHA SHA

DHE DSS with DSA Diffie Hellman CBC
3DES EDE CBC SHA 3DES_EDE SHA

RSA EXPORT with RSA
RC4 40 MD5 RC4 40

SSL Certificate Download

Server IP TFTP IP
Address
Certificate
File Name .der ( c:/cert_der
Key File Name

.der ( c:/pkey.der
[Download] SSL

[Apply]

o SSL aAX Y REAMIZTBHE MNP R—RRA v FERIEMHYEST, R1 v
Fl2t5—EOSA LT BI21E. RL DAY F—[F https://TIREBZBHEAHY £
T TNLANZEWNeD TSHHFDT FLRAT 4 —ILRIZAATSRE, IS—MHELEL
x4, £-. DAFMESNEL A,
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3.6.6 SSH

SSH
SSH
2
SSH PC(SSH ) (SSH )

(1) [Configuration] [User Accounts]

SSH
(2) [SSH User Authentication] SSH

SSH
3
(3) [SSH Authmode and Algorithm Settings] SSH SSH
SSH
(CY) [SSH Settings] SSH
PC
SSH
3.6.6.1 SSH Settings
SSH

Security > SSH > SSH Settings
SSHeefggE —

S8H Senver State @ Disabled O Enabled
SSH Global Settings

Max. Session (1-8)

Connection Timeout (120-600) sec

Authail Atempts (2-20) 2 ltimes

Rekey Timeout iﬁfieli:!
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SSH Server State SSH
Max Session (1-8) 1 8

Connection 120 600
Timeout (120-600) 120

Authfail Attempts SSH SSH
(2-20)

Rekey Timeout
Never 10min 30min 60min
Never

[Apply]

3.6.6.2 SSH Authmode and Algorithm Settings

Security > SSH > SSH Authmode and Algorithm Settings

SSH Authentication Mode Settings
Pasaword Public Key Host Based Apply

Encryption Algorithm
3DES-CBC AES128-CBC AES182-CBC AES256-CBC Cast128-CBC
ARC4 Blow-fish-CAC Twafish120 Twofish192 Twafish256

Data Integrity Algorithm

HMAC-MDS HMAC-5HAT Apply

Public Key Algorithm

HMAC-RSA HMAC-DSA Apply

SSH Authentication Mode Settings

Password
Public Key SSH
Host-based
SSH Linux
SSH

Linux
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Encryption Algorithm
3DES-CBC 3DES
Blow-Ffish CBC Blow-fish
AES128-CBC AES128
AES192-CBC AES192
AES256-CBC AES-256
ARC4 ARC4
Cast128-CBC Castl128
Twofishl128 Twofish128
Twofish192 Twofish192
Twofish256 Twofish256
Data Integrity Algorithm
HMAC-SHAL SHAL
HMAC-MD5 MD5

Public Key Algorithm
HMAC-RSA RSA
HMAC-DSA DSA
[Apply]
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3.6.6.3 SSH User Authentication Lists
SSH

Security > SSH > SSH User Authentication Lists

H User Authentication Lists

Total Entries :1
User Marme Auth. Mode

Host Mame

cis FPassword

Note: Waximum 8 entries and Host Mame should be less than 32 characters .
[Configuration] [User Accounts]
adpro SSH
SSH [Edit]

Total Entries :1
L ame Auth. Mode Host Mame

Host IP

Password v [ ]

Note: Maximum 8 entries and Host Mame should be less than 32 characters .

Apply
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User Name SSH 15
Auth. Mode
Host Based — SSH
SSH
Host Name — SSH 32
Host IP - SSH IP
Password —
Public Key - SSH
Host Name SSH 32
Host IP SSH IP
[Apply]

@ < oFLT SH YRS A2 —ERET B, FHIC2—Y—7
HL b ERRT BRENHYET.
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3.6.7 Access Authentication Control

Access Authentication Control TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS TACACS/XTACACS/TACACS+/RADIUS
TACACS 3
TACACS
(1) TACACS -1 TACACS UbDP
(2) XTACACS - TACACS TACACS
UDP
(3) TACACS+ - TACACS+ 1
TACACS+ TCP
TACACS+

TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS (
TACACS/XTACACS/TACACS+/RADIUS 3
€Y)
@
®
4 TACACS
XTACACS TACACS+ RADIUS
2
TACACS
TACACS
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(TACACS/XTACACS/TACACS+/RADIUS/ /

TACACS/XTACACS/TACACS+/RADIUS
[Enable Admin]
"TMM&HMM&&M&RMM%+ﬁﬁﬁ1>?4%4fﬁsﬁmﬁﬁ%Uiﬁho
ZAYFEH—N—IE, ALTORALEFE->T, 2TRA—DORFEIZTILENH
UEd, FIZRIE. R4 vF% TACACS FREERIZE Y F7 v T B55HEE. Y—/N—
£ TACACS ZBEIHI—tw F7v T LET).,

3.6.7.1 Authentication Policy Settings

Security > Access Authentication Control > Authentication

Policy Settings :
Authentication Policy Dlaabled_v |

Response Timeout (0-255) gec

] [o
=1

User Attempts (1-255) times

Apply

[Enable Admin

Authentication policy is disabled !
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Authentication
Policy

Response Timeout 0 255
(0-255) 30

User Attempts
(1-255)

60 Telnet
Web GUI 1
255 3

[Apply]

3.6.7.2 Application Authentication Settings

(
) Telnet SSH HTTP

Security > Access Authentication Control > Application

Authentication Settings

Login Method List Enahle Method List
default
default
default
default

Console default
Telnet default
S5H default

<|R|% (=
<%= =

HTTP default

Apply

Application Telnet
SSH HTTP

Login Method
List

[Login Method Lists]

Enable Method
List

[Enable Method Lists]

[Apply]
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3.6.7.3 Authentication Server Group

TACACS/XTACACS/TACACS+/RADIUS

Security > Access Authentication Control > Authentication Server

Sewer Group List Edit Sever Group |

Group Name (Max: 15 characters) l:l |
Total Entries: 4

radivs slete
tacacs Delete
tacacs+ Delete
Mtacacs C

[Edit]

Sever Group List |EdnSever Group |

Group Name (Max: 19 characters) l:l

Server Host

P Address [ ] Protocol | TACAGS v |[__ add

Host List

1P IP
IP [Add]
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BETIDENBY TS, COENTE L BET BI(E. BIEY—1"—%, YT
— MERRY—N\— L THEHED O FOJILAICERT AIREAHY £,

‘)149®mﬁ#—ﬁ—7w—jtﬁif§6®@~ECTMMS?—%>E£ﬁT6
H—/\—12(+ T3, TACACS/XTACACS/TACACS+= O FaLIZ|HHET VT 1 F 4 T,
MERBREEHY FEA.

3.6.7.4 Authentication Server
TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS
16

Security > Access Authentication Control > Authentication Server

Protocol TACACS v Timeout {1-255) fE see
Key (Max: 254 characters) Retransmit {1-255) 2 times Apply

Total Entries: 0
I[P Address 0 e ey Retransmit

IP Address 1P
Port (1-65535) 1 65535
TACACS/XTACACS/TACACS+ 49
RADIUS 1812

Protocol

TACACS - TACACS

XTACACS - XTACACS

TACACS+ - TACACS+

RADIUS - RADIUS
Timeout (1-255)

5
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RADIUS

Key TACACS+
254

Retransmit
(1-255)
[Apply]

0 B CYEY— A —F CEMORI IO FaLERFTEET, L.
TACACS/XTACACS/TACACS+IEXIRI I T T4 T4 THY . HEEBEIEIHY FEA.

3.6.7.5 Login Method Lists
(

TACACS XTACACS

TACACS
2 TACACS

XTACACS XTACACS

TACACS/XTACACS/TACACS+/RADIUS

[Enable Admin]
Security > Access Authentication Control > Login Method Lists

B L ———————————

Method List Mame (Max: 15 characters) I:l
Priority 1: ~ Friority 2

Priority 3: Priority 4:
T

Edit

Total Entries: 1
Priority 1 Priority 2

local

Priority 4

Priority 3

default

[Delete]

[Edit]
[Apply]

132/202



Method List ( 15 )
Name
Priority 1, 2, 4
3, 4

tacacs - TACACS
TACACS

xtacacs - XTACACS
XTACACS

tacacs+t - TACACS+
TACACS+

radius - RADIUS
RADIUS

server_group -

local -

none -

[Apply]

3.6.7.6 Enable Method Lists

(Admin 8
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Security > Access Authentication Control > Enable Method Lists

=napie Viethod

Method List Name (Masc 16 characters) |
Priority 1- v/ Priority 2
Priority 3 Priority 4

Total Entries: 1
method List Mame
default

Friority 1
local_enable -

Friority 2

Apply

Priority 3 Priority 4

—

[Edit]

Method List
Name

[Delete]

[Apply]

(¢ 1B )

Priority
1, 2, 3, 4
local _enable -

Password Settings
none -

radius -
RADIUS

tacacs -
TACACS
xtacacs -
XTACACS
tacacs+ -
TACACS
server_group -

Local Enable

RADIUS

TACACS

XTACACS

TACACS

[Apply]
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3.6.7.7 Local Enable Password Settings
[enable admin] "

Security > Access Authentication Control > Local Enable Password
Settings

v
Qld Local Enable Password (Max: 14 characters) l:l
Mew Local Enable Password l:l
Confitm Local Enable Password l:l

[Apply]

0ld Local Enable
Password (Max: 15
characters)

New Local Enable
Password 15

Confirm Local

Enable Password
[Apply]

135/202



3.6.8 MAC-based Access Gontrol

MAC
RADIUS MAC
RADIUS MAC
MAC
MAC
FDB
GVRP MAC

3.6.8.1 MAC-based Access Control Settings

MAC
RADIUS MA
VLAN
Security > MAC-based Access Control > MAC-based Access Control
Settings :
VIAC-Dased Access Contro etings
MBA Global State (' Enabled © Disabled
Method 'i._oca-l hd Password |defau|t |
Authorization Network Disabled ~ Max User (1-128)  [128 | [ No Limit
Port Settings
From Port  To Port State Aging Time (1-1440) Hold Time (1-300) Max User (1-128)
01 = 01~ Disabled > [1440 |min [CInfinite sec [|Infinite sec [ |Mo Limit
Port State Mode Aging Time (Mins) Hold Time (Secs) Max User =
1 Disabled HostBased 1440 300 128
2 Disabled Host Based 1440 300 128
3 Disabled Host Based 1440 300 128
4 Disabled Host Based 1440 300 128 E
5 Disabled Host Based 1440 300 128
] Disabled Host Based 1440 300 128
T Disabled HostBased 1440 300 128 A
g Disabled Host Based 1440 300 128
9 Disabled HostBased 1440 300 128
10 Disabled Host Based 1440 300 128
" Disabled Host Based 1440 300 128
12 Disabled HostBased 1440 300 128
13 Disabled HostBased 1440 300 128
14 Disabled HostBased 1440 300 128 -
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MBA Global
State

MAC

Method

Local -

RADIUS —

MAC

RADIUS

MAC

MAC

MAC

MAC

MAC
MAC

RADIUS

Password

default

RADIUS

Max User
(1-128)

1 128

128

Authorization
Network

RADUIS
(VLAN

)

From Port/
To Port

State

MAC

Aging Time
(1-1440)

1 1440

Infinite

1440

Hold Time
(1-300)

1 300
Infinite

300

Max User
(1-128)

1 128
No Limit

128

[Apply]
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3.6.8.2 MAC-based Access Control Local Settings
MAC VLAN
VLAN MAC

VLAN 128  MAC

Security > MAC-based Access Control > MAC-based Access Control
Local Settings

VIAL-Dased ACCess Lonirol Local setlings

MaCAddress| | wiaNNameo[ [ wam o[ ]

[ Add | [ Delete By MaC | [Delete By wvian]| [ Find By MAC | [ FindBywian | [ viewal |

Total Entries: 1

MAC Address WVLAN Name VLAN ID

00-11-22-33-44-55 default i Edit By Name Edit By ID

[Apply]

[Delete By MAC] MAC

[Delete By VLAN] VLAN 1D
[Find By MAC] MAC

[Find By VLAN] VLAN ID
[View All]

[Edit By Name] VLAN
[Edit By ID] VLAN 1D
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3.6.9 Web Authentication
web

3.6.9.1Web Authentication Settings

web
web Security > Web Authentication > Web Authentication
Settings
Web Authen
State Disabled ~ Method Lacal hd
Autnentication Failover  Disabled ~ Port Number(1-55535) O HTTP () HTTPS
virtual IP 0.0.0.0 Redirection Path |
RADIUS Authorization  Enabled Local Authorization Enadled ~

Apply

State Web enable disable.
Authentication disabled RADIUS unreachable
Failover

enabled RADIUS unreachable
Virtual IP IP IP
RADIUS RADIUS RADIUS
Authorization
Method web RADIUS

RADIUS Local
Port Number HTTP HTTPs TCP HTTP HTTPs
HTTP HTTPs CPU
HTTP 80 HTTPS
443
HTTP HTTP  TCP 443
HTTPS  TCP 80
Redirection
Path
URL

Local
Authorization
[Apply]
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3.6.9.2Web Authentication User Settings

web
web Security > Web Authentication > Web Authentication User
Settings
yvep Althe
Create User
User Name @ YLAM Mame VLAN ID{1-4004) Password Confirmation

I i | | Il [[[ apply  |[ Delete al

Total Entries: 0
User Name VLAN Mame VID Password

User Name Web

VLAN Name Web VLAN
VLAN ID Web VLAN 1D
Password Web

Confirmation Web

[Apply]

[Delete All]

3.6.9.3Web Authentication Settings
web
web Security > Web Authentication > Web Authentication Settings

Port Settings

From Port 01 ad To Port 01 -

State Disabled  + Aging Time (1-1440) [ |min[@nfinite
Block Time (0-300) b e

[ Ay |
Port State Aging Time Block Time -
1 Disabled 1440 60
2 Disabled 1440 &0
3 Disabled 1440 60 | =
4 Disabled 1440 60 1]
5 Disabled 1440 60
B Disabled 1440 60
7 Disabled 1440 60
8 Disabled 1440 60
g Disabled 1440 60
10 Disabled 1440 &0
11 Disabled 1440 60
12 Disabled 1440 60
13 Disabled 1440 60 i

From Port ~ To
Port
State Web Enabled Disabled
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Aging Time Infinite

Block Time block time

[Apply]
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3.1 77t R #E—% (ACL)

MAC
IP

3.7.1 ACL Configuration Wizard
ACL

ACL > ACL Configuration Wizard

General ACL Rules

Profile ID (1-512) Access D (1-65536)
i | [ Auto Assign
From
Any v
Ta
_Any' -

Action

Permit w

Option

e B4-1024000)
[(e.g. 1,4-6)

_Rate Limiting v
[Ports v

Apply

Mote: ACL VWizard will create the access profile and rule automatically.
For advanecd access profilefrule setting. you can manually configure it in Access Profile List.

Profile ID 1 512
(1-512)
Access ID 1 65535
(1-65535)
From [MAC Address] [IPv4 Address] [IPv6] [Any]

To [MAC Address] [IPv4 Address] [Any]
[1Pv6] 1Pv6
1Pv6
Service Type [VLAN Name] [Ethernet Type] [802.1P] [Any]

Action [Permit]

[Deny]

[Mirror]

Option [Rate Limiting] [1P Priority] [Replace DSCP]
Ports

[Apply]
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3.7.2 Access Profile List

(MAC 1P

ACL > Access Profile Lists

[ addacLerofle || Delete All ] Total Used Rule Entries / Total Unused Rule Entries: 0/ 512
Profile ID Profile Type owner Type | |
1 Ethernet ACL Show Details |[Add/View Rules Delete
2 P ACL Show Details Delete
3 IPvE ACL Show Details Delete
4 Packet Content ACL Show Details |[Add/View Rules Delete
ACL [Add ACL Profile]
YR
Select Profile ID
Select ACL Type
@EthEmEIACL O\FM ACL
O IPv8 ACL O Packet Content ACL

You can select the field in the packet to create filtering mask

MAC Address WA 2:1P Ethernet Type PayLoad |

MAC Address

Olsowcemacmask [ ]
o 1 MAC Mask

802.1Q VLAN
Clvian

VANMaskER ]

802.1P
[“802.1p

Ethernet Type

] Ethemet Type

[ =<tak ] [ create
4 ( MAC
) IP(1Pv4)
1Pv6 4 4
1 512 ID ( 1
ACL ( Ethernet ACL )
[Select]
( MAC 802.1Q
VLAN 802.1p [Create]
1 ( 802.1p [Access Profile
List] [<<Back]
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Select ACL Type (MAC 1Pv4 IPv6
[Ethernet ACL] 2
[1Pv4 ACL] 1Pv4
[1Pv6 ACL] IPv6

[Packet Content ACL]

MAC Address [Source MAC Mask] MAC
[Destination MAC Mask] MAC
802.1Q VLAN VLAN - VLAN

VLAN Mask O-FFF - VLAN

VLAN
802.1p 802.1p
Ethernet Type
[Add ACL Profile] [Create] [Access Profile List]

[Add ACL Profile]
[Delete] [Delete All]
[Show Details]
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[Add/View Rules]
B ———C s

[ addacLprofile [ Delste All ] Total Used Rule Entries / Total Unused Rule Entries: 0 /512
Profile ID | Profile Type | Cwmer Type | | | |
1 I Ethernet | ACL |[_show Details J(Add/View Rules][ Delete ||

ACL Profile Details

Profile IO S
Profile Type Ethernet
Owiner Type ACL
anz.1pP S

Show All Profiles

[Access Profile List] [Show AIl Profiles]
[Add/View Rules]

<<Back | [

Profile Information

Profile ID 1 Profile Type Ethernet

Owner Type ACL 802.1P Yes

m

Rule Detail
(Keep an input field as blankto treat the corresponding option as do not care)
Access ID (1-65535) ) [T Auto Assign

802.1F (0-7)

Rule Action
Action Permit g

Priority (0-7) [ 1@

Replace Pricrity

Replace DSCP (0-52) [ @

Counter Disabled -

Ports - [ | e.a.(1,469) e
[ Previous page ] [ Apply e
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[Apply]

Access ID 1 65535
(1-65535)
Auto Assign -

ID
VLAN Name VLAN

VLAN ID Mask _ O-FFF - VLAN ID
(1-4094)
VLAN 1D VLAN  VLAN ID
Source MAC MAC MAC

Address
Source MAC Mask MAC MAC 16

Destination MAC MAC MAC
Address
Destination MAC MAC MAC
Mask
802.1p (0-7) 0 7 802.1p

Ethernet Type 16 802.10
(0-FFFF)
Action [Permit]

[Deny]

[Mirror]

Priority (0-7) 802.1p (
) CoS

CoS 802.1p
QoS

Replace CoS
Priority 802.1p (

802.1p
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Replace DSCP DSCP (
(0-63) )

Counter

Ports

[Apply] [Access Rule List]

[ <<Pack | [ Addruls |
1 1 Ethernet Fermit
[Show Details] [Access

Rule Detail Information]

0 0

ACL Rule Details

Profile 1D 1
Access D 1

Profile Type Ethernet
Action Fermit
Ports ]

BO21P L

Show All Rules

3.7.3 Access profile list—-I1Pv4 ACL

1Pv4 ACL [Access Profile List] [Add ACL Profile]
1 512 ID [1Pv4 ACL]
[ICMP] [IGMP] [TCP]

[UDP]  [Protocol I1D] [Select]

( [ICMP] [IGMP] [TCP] [UDP]  [Protocol ID]

):

;;Ie;t pmr;; |:: . [z £l

e Shiie. EC.

1Py AGL O Packet Content AGL

You can select the field in the packet to create filtering mask

L2 Header YLAN IPv4 Address

802.1Q VLAN
Cvian

VLAMMask -FFF) |
IPv4 DSCP
[osce
IPv4 Address
[source 1P Mask I:l
[loestnation Phask [ |
ICMP
O icwe

ICMP Type ICMP Code

<<Back | [ Create
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[Access Profile List]

[Create]
[<<Back]

VLAN VLAN
IPv4 DSCP DiffServ
IPv4 Address [Source IP Mask] 1Pv4
[Destination IP Mask] 1Pv4
ICMP [1CMP] ICMP
[1ICMP Type] ICMP
[1CMP Code] ICMP
IGMP [1GMP] IGMP
[1GMP Type] 1GMP
TCP [TCP] TCP
[TCP]
[TCP]
Source Port Mask (O-FFFF) — TCP
16 (16 O0x0-OxFfff)
Destination Port Mask (0-FFFF) — TCP
16 O0X0-0xffff)
TCP Flag Bits — [URG] [ACK] [RST] [SYN] [FIN] [Check
All]
ubp [UDP] Ubp
[UDP]
Source Port Mask — TCP
16 (16 0x0-0xFfff)
Destination Port Mask — TCP
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16 (16 0x0-0xffff)
Protocol 1D [Protocol ID Mask]
ID
Protocol ID Mask (0-FF) - 1P
[Apply]
[Create] [Access Profile List]
[Add ACL Profile]
[Delete]

[Delete All]
[Show Details]

[Add/View Rules]
[“ACCESS PFGfIE LISt ————

[ addacLprofle || Delsts Al | Total Used Rule Entries / Total Unused Rule Entries: 0 /512
Profile D Profile Type nwner Type I I
1 Ethernet ACL Show Details ||Add/View Rules Delete
2 IP ACL Add/Wiew Rules Delste

[Show Details]

hctpromepetas
Profile ID 2

Profile Type P

Cwner Type ACL

DSCP Yes

Show All Profilas

149/202



[Access Profile List] [Show AIl Profiles]

[Add/View Rules] [Access Rule List]

[Add Rule]

Profile Information

Access ID (1-65535)

Parte -

Profile ID Profile Type IP
Owner Type DSCP Yes
Rule Detail

(Keep an input field as blank to treat the corresponding option as do not care)

1 [T Auto Assign

DSCP | | e.a(0-63)
Rule Action

Action Permit -

Priority (0-7) [ 1@

Replace Priority

Replace DSCP (0-63) [ 1@

Counter Disabled -

Access ID
(1-65535)

1 65535

VLAN Name

VLAN

VLAN 1D
(1-4094)

Mask (0-FFF) — VLAN 1D

Source IP
Address

IP 1P

Source IP Mask

IP 1P

Destination IP
Address

1P IP

Destination IP
Mask

IP 1P

DSCP

DiffServ

1CMP

1CMP

ICMP Type - ICMP

ICMP Code - ICMP

ICMP
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IGMP Type e.g. (0-255) - 1GMP
TCP Source Port - TCP

Mask(0-FFFF) - TCP

Destination Port - TCP

Mask(0-FFFF) - TCP

Flag Bits -

TCP

URG/ACK/PSH/RST/SYN/FIN - [URG] [ACK] [PSH] [RST] [SYN] [FIN]
UDP Source Port - ubpP

Mask(0-FFFF) - UDP

Destination Port — UDP

Mask(0-FFFF) - UDP
Protocol 1D Protocol ID _ e.g.(0-255) -
Action [Permit]

[Deny]

[Mirror]
Priority (0-7) 802.1p (

) CoS
Replace CoS
Priority 802.1p (
)
802.1p

Replace DSCP DSCP  (
(0-63) )
Counter
Ports
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[Apply] [Access Rule List] :

[ <<Back | [ Addruls |

) Profile Type
B [ Permit

Action

[_show Detais |[_Delets ules |
[Show Details] [Access
Rule Detail Information] :

ACL Rule Details

Profile 1D z
Actess D 1
Frofile Type. (7=
Action Permit
Forts 8
DSCP 63

Show &ll Rules

3.7.4 Access profile |ist-IPv6 ACL
IPv6 ACL [Access Profile List] [Add ACL Profile]
1 512 ID [1Pv6 ACL]
(TCP UDP)

[Select] ( TCP UbP

Select Profile ID E 3

Select ACL Type
O Ethamst ACL O 1Pya ACL
@ IPvB ACL [Ter v O Packet Content ACL

You can select the field in the packet to create filtering mask

IPvé Class
[11Pv6 Class

IPv6 Flow Label

[11Pv8 Flow Label

IPv6 Address

O eesomaass ]

TCP

O 7cp
Sowrce PortMask @-FFFFR ||
Destination Port Mask (0-FFFF) |:|

[ <<Back | [ Creste |

[Create]
[Access Profile List] [<<Back]
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IPv6 Class IPv6
IPv6 Flow Label 1Pv6
( QoS UDP

IPv6 Address IPv6
TCP TCP

[TCP Source Port Mask] [TCP Destination Port Mask]
ubp ubp

[UDP Source Port Mask] [UDP Destination Port Mask]
[Apply]
[Create] [Access Profile List]

[Add ACL Profile]
[Delete]

[Delete All]
[Show Details]

[Add/View Rules]

Total Used Rule Entries  Total Unused Rule Entries: 1/511

[ addacLprofile || Delstz All ]
Profile ID Profile Type Qwner Type | |
1 Ethernet ACL Show Details |[Add/View Rules | Delete
2 IP ACL Show Details [ Add/View Rules Delete
3 1PV ACL Show Details [Add/View Rules | Delete
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[Show Details]

ACL Profile Details

Profile ID
Profile Type
Orwner Type
IPvE Flow Lakel

Show All Profiles

[Access Profile List]

3

IPvE
ACL
Yes

[Show AIl Profiles]

[Add/View Rules]
[Add Rule]
e Ll 2
Profile Information
Profile ID 3 Profile Type IPvE
Owner Type ACL IPvE Class Yes
Rule Detail

(Keep an input field as blankto treat the corresponding option as do not care)

Access |D (1-65535)
Class

Rule Action

Action

Priority (0-7)

Replace Priority
Replace DSCP (0-63)
Counter

Ports

1 7] Auto Assign
£.0.(0-255)

Disabled =

| e.0.(1,4-6,9)

Previous page | [

Apply =
)

[Access Rule List]

Access ID 1 65535
(1-65535)

Auto Assign -

ID

Class IPv6
Flow Label IPv6 O-FFFFF
IPv6 Source 1Pv6 1Pv6
Address
IPv6 Source 1Pv6 1Pv6
Mask 44 (LSB)

TCP Source Port - IPv6 L4 TCP
Destination Port - IPv6 L4 TCP
UDP Source Port - IPv6 L4 UDP

Destination Port - IPv6 L4 UDP
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Action [Permit]

[Deny]

[Mirror]

Priority (0-7) 802.1p (
) CoS

Replace CoS
Priority 802.1p (

802.1p

Replace DSCP DSCP  (
(0-63) )

Counter

Ports

[Apply] [Access Rule List]

[ <<kack | [ AddRule |

Profile Type

ofile Access
g 1 IPvE Permit Show Details Delete Rules

[Show Details] [Access
Rule Detail Information] :

ACL Rule Details

Profile 1D 3
Access D 1

Profile Twpe IPvE
Action Permit
Ports g

IPwE Flow Label 0x00008

Show All Rules
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ACL [Access Profile List] [Add ACL
Profile] ID 1 512
[Packet Content ACL] [Select]

Select Profile ID

Select ACL Type
O Ethernet ACL O IPvd ACL
O 1Py ACL © Packet Content ACL

You can select the field in the packet to create filtering mask

[

MAC Address -
[ Source MAC Mask

[“1 Destination MA Mask

Tag

Gustamer Tag {0-FFFF)

Service Tag (0-FFFF)

Packet Content

[ ofset 160-313 2 | mask[FFFF | ez 9 |
[ offset 260-313[4 | mask[FFFF | Laver[z2_ )

[ ofset 30-313 | mask[oooo | i

Cofset 40313 | | mask | e B

Oofsat 50-31) | mask[0o00 | B |

[ <<Back | [ Creste |

[Create]
[Access Profile List] [<<Back]
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MAC Address MAC MAC

MAC MAC

Tag [Customer Tag(0-FFFF)] [Service Tag(0-FFFF)]

16 (16 0x0-Oxffff)

Packet Content 11

1(0-31)
2 (0-31)
3 (0-31)
4 (0-31)
5(0-31)
6 (0-31)
7 (0-31)
8 (0-31)
9 (0-31)
10 (0-31)
11 (0-31)

ARP

[Apply]

[Create] [Access Profile List]
[Add ACL Profile]
[Delete]
[Delete All]
[Show Details]
[Add/View Rules]

[ addacLprofile [ Delste All | Total Used Rule Entries / Total Unused Rule Entries: 3 / 509

Profile ID Frofile Type Quener Type | |
1 Ethernet ACL Show Details_J(add/view Rules ||
7 P ACL Show Details [ Add/View Rules [
3 [ ACL Shaw Details [ Add/View Rules [
1 Packet Content ACL Show Details [ Add/view Rules [

]

o|ofo|o
7 ||@ (|7 ||
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[Show Details]

Profile ID 4

Frofile Type Packet Content

Owner Type ACL

Source MAC FF-FF-FF-FF-FF-FF
Drestination MAC FF-FF-FF-FF-FF-FF

Service Provider Tag 0xFFFF

Customer Tag OxFFFF

Offset 1 Bwte 2 of L3 Yalue: OxFFFF
Offset 2 Byte 4 of L3 Value: 0xFFFF

3.7.5 Access profile |ist-Packet content ACL

[Access Profile List] [Show AIl Profiles]
[Add/View Rules] [Add Rule]
ad = ~Ule *
Profile Information
Profile ID 4 Profile Type Packet Content
Owner Type ACL Source MAC FF-FF-FF-FF-FF-FF
Destination MAC FF-FF-FF-FF-FF-FF Service Provider Tag OxFFFF
Customer Tag 0xFFFF Offset 1 Byte 2 0fL2 Value: 0xFFFF
Offset2 Byte 4 of L2 Value: 0xFFFF =
Rule Detail
(Keep an input field as blankto treat the corresponding option as do not care)
Access D (1-65535) 1 [7] Auto Assign
Source MAC Address 2.0.(00-00-00-00-FF-FF)
Source Mask £.0.(00-00-00-00-FF-FF)
Destination MAC Address £.0.(00-00-00-00-FF-FF)
Destination Mask £.9.(00-00-00-00-FF-FF)
. Sevice | |eq(FFFF) Mask| | eq(FFFR)
ag
customer| | eq(FFFF) Mask| | e.q(FFFR)
Offset 1 [ Jeawrr Mask[  |ea(FFFR)
Offset2 [ JeaFFrR) mask|  |ea(FFFR)
)

Access ID 1 65535
(1-65535)
Source MAC MAC
Address
Source Mask MAC MAC

Destination MAC MAC
Address
Destination MAC MAC
Mask
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Tag /
Offset
Action [Permit]
[Deny]
[Mirror]
Priority(0-7) 802.1p (
) CoS
Replace DSCP DSCP
Counter ACL
Ports
[Apply]. [Access Rule List] :

[ <<Back | [ AddRule |

Profile Type

: w Fackt Contnt Pemi

[Show Details]

ACL Rule Details

Frofile 1D 4

Access D 1

Profile Type Packet Content

Action Permit

Ports 1

Source MAC 00-40-66-00-00-10  Mask (FF-FF-FF-FF-FF-FF)
Destination MAC 00-40-66-00-00-20  Mask (FF-FF-FF-FF-FF-FF)

Show &ll Rules
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3.7.6 ACL Finder
ACL
ID ( CPU)
[Find]
[Delete]

ACL > ACL Finder
["ACT Fincer e ——

ACL rule l'!!]_(!er helps you identify any rule has been assigned to a specific port i

Profile |0 [Any v Port | |

Profile ID Access D Prafile Type

3.7.7 ACL Flow Meter

ACL ACL
64 kbps
ACL
ACL > ACL Flow Meter

Profile ID v Actess 1D (1-65535) ]

[ Add [ view all [ Delste all |

Total Entries:0
Frofile ID Access ID

Profile ID ID

Access ID ID
(1-65535)
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[Find]
[Modify]
[Delete] [Add]

@ Profile ID v

Access D (1-65535) | |

Rate (Khps) (4-1024000)
Burst Size (Khyte 0-1016
Mode Rate s )__L : :
O Drop Packet
Rate Exceed
@RremarkDzcP [ |63

Profile ID
ID
Access ID
(1-65535) ID 1 65535
Mode 2
Rate 64-1024000 Kbps - Kbps
64 1,024,000 Kbps
Burst Size 0-1016 Kbyte —
0 1,016 Kbyte
Rate Exceed Drop - ( )
Replace DSCP (0-63) — DSCP
[Apply] [<<Back] [ACL Flow Mete]
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3.8 Monitoring

3.8.1 Cable Diagnostics

Monitoring > Cable Diagnostics
able Diagno
From Port To Port
E I T
Paort

Type Lir tus

Test Result Cahble Length{M)
The Cable Diagnostic is designed primarily for administrators or customer service representative to view tests on copper cables, it can rapidly determine where errors occurred
inthe cahle and the type of cable errorwhich occurred.
Note:

The Cable Fault Distance is caleulated from switch side

[Test]

3.8.2 CPU Utilization

CPU

Monitoring > CPU Utilization

Time Interval

15 - Record Mumber ’h
ShowHide ¥ Five Secs W One Min ¥ Five Mins

CPU

GUI
[Apply]
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Time Interval
Record Number 20 200 200
Show/Hide [Five Secs] [One Min] [Five Mins]

3.8.3 Port Utilization

Monitoring > Port Utilization
["PGH DifizatigR e —

Port_Ltl

Unit:(%)

Time Interval 1s - Record Number 200

Show/Hide I Port_Ltil

GUI
Port
Time Interval 1 60 1
Record Number 20 200 200
Show/Hide
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3.8.4 Packet Size

GUI

Monitoring > Packet Size

Port | o v| View Table [ apply  J[ clear ]

Time Interval 1= ~| Record Number |200 -

ShowiHide ¥ B4 ¥ 65127 v 128-255 ¥ 256-511 ¥ 512-1023 ¥ 1024-1518

[Apply]

[Packet Size Table] View Table

Port i v View Graphic apply | Clear

e KA

Frame Counts Frames/sec
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Port
Time Interval 1 60 1

Record Number 20 200 200
64 64 ( FCS

) (
65-127 65 127 ( FCS

128-255 128 255 ( FCS

256-511 256 511 ( FCS

512-1023 512 1023 ( FCS

) (
1024-1518 1024 1518 ( FCS

Show/Hide 64 65-127 128-255 256-511 512-1023 1024-1518

Clear

View Table
View Graphic
[Apply]

3.8.5 Memory Utilization
DRAM

Monitoring > Memory Utilization

viemory U atlo

DRAM Utilization Refresh
Total DRAM 131072 KB

Used DRAM 59589 KB

Utilization 45%

FLASH Utilization

Total FLASH 16384 KB
Used FLASH: 3506 KB
Utilization 1%

[Refresh]
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3.8.6 Packets
3.8.6.1Received (Rx)

GUI

Monitoring > Packets > Received (Rx)

Port o v View Table [ apply  J[ clear ]

Time Interéal 1s v] Record Murnber 200

ShowHide v Byles ¥ Packets
[Apply]
[Clear]
[Received (Rx) Table] View Table
Port 0 - View Graphic [ apply ][ clear ]

Bytes 0 0

Packets 0 0

Unicast 0 0

Multicast 0 0

Broadcast 0 0

Bytes 0 0

FPackets 0 0
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Port
Time Interval 1 60 1
Record Number 20 200 200
Bytes
Packets

Unicast
Multicast

Broadcast

Show/Hide
Clear

View Table
View Graphic
[Apply]
[Clear]

3.8.6.2 UMB_cast (Rx)
UMB_cast Rx
GUI

Monitoring > Packets > UMB_cast (Rx)

Port n View Tabls [ apply [ clear |

Unit:iPa

Time Interval 15 i Record Number 200 hd
ShowiHide ¥ Unicast ¥ Multicast ¥ Broadcast
[Clear]
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View Table

[UMB_cast (Rx) Table]

UMB A A <

Port 01

Rx Packets

Bytes

Packets

Rx Packets

Unicast

Multicast

Broadcast

Tx Packets

Bytes

Packets

[ Apply il Clear ]

View Graphic

port

0 0

Port

Time Interval

1 60

Record Number

20 200

200

Unicast

Multicast

Broadcast

Show/Hide

Clear

View Table

View Graphic

[Apply]
[Clear]

3.8.6.3 Transmitted (Tx)

(™)
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Monitoring > Packets > Transmitted (Tx) :
0 ——

View Tahle [ Ay J[ clear ]

Time Intenval 1s ha Record Number

ShowiHide ¥ Bytes ¥ Packets
[Apply]
[Clear]
[Transmitted (Tx) Table] View Table
Port 01 - View Graphic [ apply  J[ clear |

Bytes 0 ]

Packets 0 0

Unicast 0 0

Multicast 0 ]

Broadcast 0 0

Tx Packets

Bytes

Packets

Port
Time Interval 1 60 1

Record Number 20 200 200
Bytes

Packets

Unicast
Multicast
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Broadcast

Show/Hide
Clear

View Table
View Graphic
[Apply]
[Clear]

3.8.7 Errors
3.8.7.1Received (RX)

Monitoring > Errors > Received (RX)

Port [m v View Table ey J[_clear ]

&)
Time Interval |15 ~ | Record Number|200 d

ShowiHide [ CRCEmor W UnderSize W OwerSize ¥ Fragment M Jabhber v Drop

[Apply]
[Clear]
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[Received (Rx) Table] View Table

Rx Error

bl view Graphic apply  J[ clear |

CRCErrar

IIIIIIIIIIIIIHHHIHHEIIIIIIIIIIIII

UnderSize

OwerSize

Fragrment

Jabher

Crap

| £

Port

Time Interval 1

Record Number

20 200 200

CRCError CRC

UnderSize 64 CRC

OverSize 1518 1536

Fragment

CRC 64

Jabber 1518 1536

Drop

Show/Hide CRCError UnderSize OverSize Fragment Jabber Drop

Clear

View Table

View Graphic

[Apply]
[Clear]
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3.8.7.2 Transmitted (TX)

GUl

Monitoring > Errors > Transmitted (Tx)
R ——

Port (v & Yiew Tabls i lle clesrin]

Time Interval |15 ~ | Record Mumber| 200 hd

ShowiHide v ExDefer W CRCError v LateCall v ExCaoll ¥ SingCaoll ¥ Collision
[Clear]

[Transmitted (Tx) Table] View Table

Port [ v View Graphic [ apply  J[ clear ]

i

ExDefer

CRC Errar

LateColl

ExCall

SingColl

Callisian

Port

Time Interval 1 60 1

Record Number 20 200

200

ExDefer

CRC Error CRC

LateColl 512
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ExColl

SingColl 1

Collision
Show/Hide ExDefer CRCError LateColl ExColl SingColl Collision

Clear

View Table
View Graphic
[Apply]
[Clear]

3.8.8 Port Access Control
3.8.8.1 RADIUS Authentication
RADIUS RADIUS

Monitoring > Port Access Control > RADIUS Authentication

3

[Clear]
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InvalidServerAddr RADIUS
Identifier RADIUS NAS
ServerIndex RADIUS
AuthServerAddr RADIUS 1P
ServerPortNumber UDP
RoundTripTime / RADIUS
( 100

1
AccessRequests RADIUS RADIUS
AccessRetrans RADIUS RADIUS
AccessAccepts RADIUS RADIUS (

)
AccessRejects RADIUS RADIUS (

)
AccessChallenges RADIUS RADIUS (

)
AccessResponses RADIUS RADIUS
BadAuthenticators | RADIUS
RADIUS
PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS RADIUS
PacketsDropped RADIUS
( ) RADIUS
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3.8.8.2 RADIUS Account Client
RADIUS

Monitoring > Port Access Control > RADIUS Account Client

RADIUS A oun

Hitachi Cable

InvalidServerAddr Identifier SenverAddr ServerPortNumber
] 0.0.0.0 e

[Clear]

Inval idServerAddr RADIUS
Identifier RADIUS NAS
ServerIndex RADIUS
ServerAddr RADIUS IP
ServerPortNumber RADIUS UDP
RoundTripTime RADIUS
Requests RADIUS
Retransmissions RADIUS RADIUS
Responses RADIUS RADIUS
MalformedResponses | RADIUS RADIUS
BadAuthenticators RADIUS

RADIUS
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PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS
RADIUS
PacketsDropped RADIUS
( ) RADIUS

3.8.8.3 Authenticator State
802.1X

Monitoring > Port Access Control > Authenticator State

Altnenticator state s

Authenticator State  Tirne Interval

Auth_PAE_State Backend_State FortStatus

ForceAuth Success Authorized

ForceAuth Success Authorized

Forcefuth 5 2 Authorized

| £
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MAC [Authenticator State] Monitoring > Port Access Control
> Authenticator State :

| m hll Apply

Show Authenticator State of Port 1 Tima Interval | [ERE|

MAC Address Auth PAE State Backend State Port Status
MNIA NIA MiA NiA

[0K] 1 60

MAC Address MAC
Auth PAE State PAE > [Initialize]
[Disconnected] [Connecting] [Authenticating]
[Authenticated] [Aborting] [Held] [Force_Auth]
[Force_Unauth] [N/A] [N/A]
Backend State [Request] [Response]
[Success] [Fail] [Timeout] [1dle]
[Initialize] [N/A] [N/A]
Port Status [Authorized] [Unauthorized] [N/A]

177/202



3.8.8.4 Authenticator Statistics
PAE

Monitoring > Port Access Control > Authenticator Statistics

AUnenticator statistics e

Authenticator Statistics Tirne Int

o o o

Monitoring > Port Access Control > Authenticator Statistics

>

AULnenticalor Statistics

Port
0 @

Authenticator Statistics of Part 1 Tirn

Feten TFed A et

i}

1
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Port
Frames Rx EAPOL
Frames Tx EAPOL
Rx Start EAPOL
TxReqld EAPOL /ld
RxLogOff EAPOL
Tx Req EAPOL ( /1d )
Rx Respld EAPOL /id
Rx Resp EAPOL ( /id
)
Rx Invalid EAPOL
Rx Error EAPOL
Last Version EAPOL
Last Source EAPOL MAC

3.8.8.5 Authenticator Session Statistics
PAE

Monitoring > Port Access Control > Authenticator Session

Statistics :
Authenticator Session Statistics A

Octets Rx Octete T Frames Rx
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Monitoring > Port Access Control > Authenticator Session

Statistics :

AULhe! alor state &
Port

[0 &

“ £etete R Do T “ AR
INiA (RI2S P& INi&, INiA MR

12

Port

Show Authenticator Session Statistics ofPart 1 Tirme Interval [

Octets Rx

Octets Tx

Frames Rx

Frames Tx

ID

3 ASCI1

Authentic
Method

(1) Remote Authentic Server —

(2) Local Authentic Server -

Time
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Terminate Cause 8
@

@

©)

©)

®)

6

Q)

®

UserName PAE

3.8.8.6 Authenticator Diagnostics

Monitoring > Port Access Control > Authenticator Diagnostics

Authenticator Diagnostics o

Cohnect Enter Connect LogOff Auth Enter Auth Success Auth Tirmeoul
il 0 0 il 0
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Monitoring > Port Access Control > Authenticator Diagnostics

Apply

Port

Connect Enter

Connect LogOff EAPOL
Auth Enter EAPOL /
Auth Success
( =)
Auth Timeout
= )
Auth Fail
Auth Reauth ( = )
Auth Start EAPOL
Auth LogOff EAPOL
Authed Reauth ( = )
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Authed Start EAPOL
Authed LogOff EAPOL
Responses

(

AccessChal lenges

OtherReqToSupp EAP ( )

EAP
NonNakRespFromSup EAP
EAP-NAK (

EAP-NAK
EAP

Bac Auth Success

(
Bac Auth Fail
3.8.9 Browse ARP Table
ARP ARP
1P [Find] [Show Static]
ARP ARP [Clear
All]
Monitoring > Browse ARP Table
Interface Name P Address|:|

[ show Static [ Clearall |

Total Entries: 4
Interface Name

MAC 855 Type
System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadeast
System 10.24.225 00-50-80-36-09-48 Dynamic
System 10.80.90.90 00-1E-58-6F-68-00 Lacal
System 10.255.255.255 FF-FF-FF-FF-FF-FF Local/Broadeast
[Find]

[Show Static]
[Clear All]
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3.8.10 Browse VLAN
VLAN VLAN

VID(VLAN 1D) [Find]

Monitoring > Browse VLAN

= \/ \

v —
WLAR (D 1

YLAN Mame: default

WLAN Type: Static

Advertisement: Enabled

Total Entries: 1

Note: T: Tagned Port, U Untagged Port, F: Forbidden Por,

3.8.11 IGMP Snooping

3.8.11.1Browse IGMP Router Port
Web

GUI S
D F

VID(VLAN 1D) [Find]
VLAN 1GMP
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Monitoring > IGMP Snooping > Browse IGMP Router Port

WLAN D 1
VLAM Mame: default

Total Entries: 1

Mote: 5:5tatic Router Port, D:Dynamic Router Port, F:Forbidden Router Port

3.8.11.2 IGMP Snooping Group
IGMP 1GMP

Monitoring > IGMP Snooping > IGMP Snooping Group

P Snooping oup
@ VLAN Name I:l
) VID List (6.0 1,4-6) 7

View all

IGMP Snooping Group Table Total Entries: 0

Member Router Expire Filter Model

N N: g -5 eports i :
D VLAN Name Source Ports Ports Reports  Up time Time(sec)

VLAN Name VLAN 1D
VID List VLAN
(e.g.: 1, 4-6)
Group IP Address IP
[Find] IGMP
[View All]

0 2L UFD GNP RXR—E 4 £8FT 5124, [L2 Features] 7+ L F~BH L T.
IGMP Snooping > IGMP Snooping Settings Z#:EIRLFE9,
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3.8.11.3 IGMP Snooping Host
1GMP

Monitoring > IGMP Snooping > IGMP Snooping Host

@ VLAN Name [ ]

) VLAN List (e.0:1,6-8) 1

O Port List (e.5:1,4-8) 1

© oroup ] _find ]
IGMP Snooping Host Table Total Entries: 0

VLAN ID Group E 1GMP Host

1GMP VLAN VLAN
[Find]
3.8.12 MLD Snooping
3.8.12.1 Browse MLD Router Port
IPV6 XE
Web GUI
D F
VID(VLAN 1D) [Find]
VLAN MLD

Monitoring > MLD Snooping > Browse MLD Router Port

prowse WiLD ~ouier Fo

WLAN D 1
VLAM Mame: default

Total Entries: 1

Mote: 5:5tatic Router Port, D:Dynamic Router Port, F:Forbidden Router Port
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3.8.12.2 MLD Snooping Group
MLD MLD IPv4  IGMP
IPV6 VLAN [Find]
VLAN

Monitoring > MLD Snooping > MLD Snooping Group

viLD ooping Group
© VLAN Name I
© VLAN List (0.0.:1,4-8) ]
Group P Adiress [ [ o ]

Wiew all

MLD Snooping Group Table  Total Entries: 0
VIO LAN e

Member Port Filter Mode

VLAN VLAN 1P [Find]

MLD [View AIl]

3.8.13 LLDP

3.8.13. 1 LLDP Statistics System
Monitoring > LLDP > LLDP Statistics System

w
U

LLDP Statistics
Last Change Time 1344

Mumber of Table Insert 0
Mumber of Table Delete 0
MNumber of Tahle Drop 0
Murnber of Table Ageout a
Pot [ o1 ] L ]

LLDP Statistics Poris

Total Tx Frames

Total Discarded Rx Frames

Rx Errars Frames

Total Rx Frames

Total Discarded Rx TLYsS

Total Unrecognized RxTLYS

Total Aged out Neighbor Information

coocoooo

Port

[Find]

187/202



3.8.13.2 LLDP Local Port Information
Monitoring > LLDP > LLDP Local Port Information

Bl 0 F0 0 0
LLDP Local Port Brief Table
Fort 1D Subtype Fort 1D CHE

1 L i Elot?tc'lhl Cable APLFM108GTSS R1.01

2 e i2 Hitachi Cable APLFM108GTSS R1.01
Fort 2

3 i i Hitachi Cable APLFM108GTSS R1.01
Fort 3

4 b i Hitachi Cahble APLFM108GTSS R1.01
Fort 4

5 LGt i5 Hitachi Cable APLFM108GTSS R1.01
Fort 5

& ot i Hitachi Cable APLFM108GTSS R1.01
Fort 6

7 i i Hitachi Cable APLFM108GTSS R1.01
Paort 7

g Erns i Hitachi Cable APLFM108GTSS R1.01
Paort 8

g Lt i Hitachi Cable APLFM108GTSS R1.01
FPort9

10 Enor] Mo Hitachi Cahle APLFM108GTSS R1.01
Paort10

[Show Normal]

LLDP Local Port Normal Table
Port 01 - [ Find | [ show Brief |
LLDP Normal Ports
Port ID Subtype Local
PortID M
Port Description Hitachi Cable APLFM124GTSS R1.03 Port 1
Port PVID 1
Management Address Count Show Detail
PPVID Entries Show Detail
VLAN Entries Show Detail
Protocol Identity Entries Count Show Detail
MAC/PHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536
Port
[Find]
[Show Brief]
[Show Detail ]

3.8.13.3 LLDP Remote Port Information
Monitoring > LLDP > LLDP Remote Port Information
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LLDP Remote Port Brief Table
Find | [ Show Narmal

Pot | 01 ~|

Remote Entities
= |D Subtype C ] Port ID Subtype

Port
[Find]

[Show Normal]

[Show Normal]

LLDP Remote Entity Information Table
<<Back

Total Entries: 0
Entity Information

3.8.14 MBA Authentication State
Monitoring > MBA Authentication State

MBA

VIBA AUhenticatio dle

Portlist(eg:is10) | \ Find |[_ ClearByPort |
view All Hosts | [ Clear all Hosts

VLAN ID Aging Time / Block Time

MAC Address

Port List
[Find]

[Clear By Port]
[View All Hosts]
[Clear All Hosts]

MBA
MBA
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3.8.15 WEB Authentication State
Portlistien 510y | Find |
Potlstea 510 | ¥ authenticated ¥ Autherticating M Blocked clear By Port |

Wiew All Hosts I Clear all Hosts |

Total Authenticating Hosts: 0

Aging TimerBlack Time

<<Back Next>x>

Mote: H: Host-Based, P:Por-Based

Port List
Authenticated
Authenticating
Blocked

[Find]
[Clear By Port]
[View All Hosts]
[Clear All Hosts]
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3.8.16 Browse Session Table

Monitoring > Browse Session Table :

Browse Session Taple

) Live Time From
3 03:31:57.0 Setial Part 4l

3.8.17 MAC Address Table
MAC MAC

Monitoring > MAC Address Table

\ A00 '

Port | m V| [ Find ] [ETear Bynamic Entr|es§1
WLAMN Mame | | [ Find ] [Clear Dynamic Entries]
MAC Address 00-00-00-00-00-00 |

[ Wiew All Entry ][ Clear all Entry ]

Total Entries :0

WLAN Marne
1 default 00-40-B6-45-5E-T8 CPU Self
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Port

MAC

VLAN Name

VLAN

MAC Address

MAC

Find

VLAN

MAC

Clear Dynamic
Entries

View All Entry

Clear All Entry

[Find]

[Clear Dynamic Entries]

[View AIl Entry]

[Clear All Entry]

3.8.18 System Log

Monitoring > System Log

L ———————————————————

Log Text

Clear Log

Date-Time
11 0000-00-00, 02:46:31
10 0000-00-00, 02:45:21
a9 0000-00-00, 01:13:34

8 0000-00-00, 01:08:10
7 0000-00-00, 00:31:10
B 0000-00-00, 00:24:17
I3 0000-00-00,00:14:14
4 0000-00-00, 00:01:02
3 0000-00-00, 00:00:47
2 0000-00-00, 00:00:47
1 0000-00-00, 00:00:44

Successiul login through Console (Usermame: Anonymous)
Logout through Consaole (Username: Anonymous)
Successiul login through Console (Username: Anonymous)
Logout through Consale (Username: Ahonymous)
Successtul login through Cansole (Username: Anonymous)
Console session timed out (Usemame: Anonymous)
Successful login through Console (Usermame: Anonymous)
Fart 1 link up, 100Mbps FULL duplex

System warm start

System warm start

Successiul login through Console (Username: Anonymous)

[Clear log]

[Next] [System Log]

Index

Date-Time

Log Text
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3 : [Save Configuration] [Save Log] [Save All]

[Save Configuration]
[Save Log]
[Save All]

3.9.1 Save Configuration
GUI [ 1 [Save Configuration]

ave Conriguration

Current Status:  Completed.

Program Firmware:

Write Flash Status [ReEUED]

3.9.2 Save Log
GUI [ ] [Save Log]

ave Log

Current Status:  Completad

Program Firmware:

Vrite Flash Status  (REElED]

3.9.3 Save All
GUI [ ] [Save All]

Current Status:  Completed.

Program Firmware:

Write Flash Status [REEVED
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3.10 v—JL
3.10.1 Configuration File Upload & Download

GUl [ ]
File Upload & Download]

Server [P : | | @ IPva

[ | © s
Interface Mame : | |
File : | |

Increment: [

Download | upload
[1Pv4]
[1Pv6] IP
[Download] [Upload]
3.10.2 Upload Log File
1P
[1PvE]
IP [Upload]
GUI [ 1
File] :
ServerIP: | | ® 1Pva
[ | © IPve

Interface Name | |
File | |

Upload

3.10.3 Reset

[Configuration

[1Pv4]

[Upload Log

(’.I%&ﬁﬁ@??twhKE%—@—&DZ%A@NWMMEAﬁLTZ%v?%
BEHTE=HNDIL. MReset System] AT 3 v EITTT, FRMOA T 32T
[F. TIEHBEEDT T4l S5 4A—4 —Z2BREDEEBERICTEETHN, OB

EFERIRTFSNFTEA, TDAH, BEBI D ERRICRTFLE

d o
@) Reset Froceed with systermn reset except IP address, (o0, user account and banner,
) Reset Config Switch will be reset o factory defaults
) Reset System Switch will be reset to factory defaults and reboot
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Reset IP

Reset Config IP

Reset System

3.10.4 Ping Test

GUI [ ] [Ping Test]

IPv4 Ping Test :

Enter the IP address ofthe dewice or station vou want to ping, then click Start.

Target IP Address : 0000
Repeat Pinging for. @ Infinite times
O ] n-255times)
Timeout 1 (1-99 sec)
IPv6 Ping Test :

Enter the IP address ofthe device or station vou wantto ping, then click Start.

Target IP Addrass [ |
Intetface MName:

Repeat Pinging far. @ Infinite times

O ] n-255tmes

_—
Size: 100 (1-6000)
Timeout : 1 (1-10 gec)

[Repeat Pinging for] [infinite times]
Ping [infinite times]
1 255 [Start]
Ping
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Target IP ping 1P

Address

Interface Name 1Pv6

Repeat Pinging ping 1 255

for

Size IPv6 1 6000 100

Timeout 1Pv4 ping 1
99 IPv6 ping

1 10
1P ping
C )
[Start] Ping

3.10.5 Download Firmware
ID 1 2

ID 1

GUI [ ] [Download
Firmware] :

Server [P | | & 1Pus

[ | © ipus
Interface Mame | |
File : | |

Image ID: |[1({BootUp)  »

Cownload

[1Pv4] [1Pv6] TFTP 1P
TFTP / ID 1(
) 2 [Download]
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3.10.6 Reboot System

R L —————

Do you wantto save the settings ? = @ves  ONo

Ifyou do not save the settings, all changes made in this session will be lost.

[Yes] NV-RAM

[No]

[Reboot]
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4 FRLDEIEFE

D) source
Target

&) VLAN (
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5. b TNYa—TFTa Y

5.1 RRLEDICREEY SIMRB EXE

AC
PWR  LED
(RJ-45)
LINK/ACT  LED NIC
MDI-X
SFP
5.2 Y —LInRIZCEET HE EXE
9600bps 1
Login 1 RS ER ON
CONSOLE RS-232C
CONSOLE
POWER  LED
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5. 3HTTPICESE Y SR E XK

ENABLE
HTTP ENABLE
HTTP
S 4RMyFUINTHEEICEET SRR EMEK
VLAN
ENABLE
5. 5 VLANICERE Y SRR L xR
VID VID VLAN
VID
5.6 SFPICREEY DR & xIR
SFP SFP
SFP
SFP
SFP
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6. BRI

No.

LAN

IEEE802.3 10BASE-T
IEEE802.3u 100BASE-TX
IEEE802.3u Auto-Negotiation
IEEE802.3z 1000BASE-X
IEEE802.3ab 1000BASE-T

ITU-T V.24/V.28

RFC1157 Simple Network Management Protocol (SNMP)
RFC1901 Introduction to Community-based SNMPv2

RFC1905 Protocol Operations for Version 2 of the Simple
Network Management Protocol

RFC1908 Coexistence between Version 1 and Version 2 of
the Internet-standard Network Management Framework
RFC2570 Introduction to Version 3 of the Internet-
standard Network Management Framework

RFC2575 View-based Access Control Model (VACM) for the
Simple Network Management Protocol (SNMP)

RFC1213 Internet MIB

RFC1493 Bridge MIB

RFC2819 RMON MIB 4

RFC2021 RMON2 MIB Probe config
RFC2233 ifMIB

RFC793 TCP(Transmission Control Protocol)
RFC768 UDP(User Datagram Protocol)

RFC1350 THE TFTP PROTOCOL (REVISION 2)
RFC783 TFTP Client

RFC791 IP(Internet Protocol)

RFC792 ICMP(Internet Control Message Protocol)
RFC826 ARP(Address Resolution Protocol)
RFC854 TELNET

RFC1769 SNTP(Simple Network Time Protocol)
RFC3164 SYSLOG

RFC951/RFC1541 BootP/DHCP Client

IGMP snooping

RFC1112 1GMPv1 (snooping only)
RFC2236 1GMPv2 (snooping only)
RFC3376 1GMPv3 (awareness only)
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No.

RFC2865
RFC1492

RADIUS (client only)
TACACS+ Authentication For the Management Access

RFC2138/RFC2139 RADIUS Auth. For Management Access

RFC2866
RFC4250
RFC4251
RFC4252
RFC4253
RFC4254
RFC4255

RADIUS Accounting

The Secure Shell(SSH) Protocol Assigned Numbers
The Secure Shell(SSH) Protocol Architecture

The Secure Shell(SSH) Authentication Protocol

The Secure Shell(SSH) Transport Layer Protocol

The Secure Shell(SSH) Connection Protocol

Using DNS to Securely Publish Secure Shell(SSH) Key

Fingerprints
RFC4256 Generic Message Exchange Authentication for the Secure
Shell Protocol (SSH)

VCCI Class A

IEEE802 . 3ad

IEEE802.1Q tag group VLAN,
QoS(IEEEB02.1Q priority mapping/queuing)
IEEE802.1D STP/RSTP

IEEE802.1Q MSTP

IEEE802.3x

IEEE802.1AB LLDP

IEEE802.3af PoE
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