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1.1
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!
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)
| ON
!
| ON
)
LED
PWR LED
)
Ctri+r
< >
Press any key to login...

l

Ctrl+r

< >
ApresialightFM108GT-SS Fast Ethernet Switch
Command Line Interface

Firmware: 1.08.00
Copyright(C) 2014 Hitachi Metals, Ltd. All rights
reserved.
UserName:

login adpro

UserName:adpro
PassWord:
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(2) WEB
WEB

GUI

GUI

1P
1P 10.0.0.1/24

#config ipif System ipaddress 10.0.0.1/24
Command: config ipif System ipaddress 10.0.0.1/24

Success.

#logout

Press any key to login...

IP

OFF
!
LAN
IP HTTP
http://10.0.0.1
l
221 ) |
)
e ) |
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2. WEB GUI

WEB GUl /
2.1

2 3 2-1

2-1
[1]
> > Device >
Port > Port Properties [Device] [Port]
[Port Properties]
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2.2
WEB HTTP WEB GUI

2.2.1
http://10.0.0.1
10.0.0.1 IP
1P

10.000010) 2 B

%

2-H— [e v
WA — e |
[IHAD- FEs e g3 E)

[ ok ][ Feot |

( zadpro : ) OK
GUI
WEB Gul
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2.2.2 GUI
GUI

[T e 1 3 5 T 9 1 13 15 17 19 il 23 25F 25T 21T 2TF I —_ ——

AP i e EnE) R Lk L = =

NPRESIN |55 isivic =0 0 ) | I [ i
L LI ILEJL L LI L -

Japanese/English

Device Intformation

Device Information
Device Type APLFM124GTSS MAC Address 00-40-56-44-4C-9B
System Mame IP Address 192.168.0.120 (Static)

o System Location Mask 255.255.2565.0

(- Montoring
System Contact Gateway 0.0.00
Boot PROM Version 1.00.00 Management VLAMN default
Firmware Version 1.08.00 Lagin Timeout (Minutes) 10 mins
System Time 00 Days 00:01:38 Dual lmage Supported
Device Status and Quick Configurations
1 SNTP Disabled Settings Jumbo Frame Enabled Seftings

Spanning Tree Disabled Settings MLD Snooping Disabled Zettings
RMOM Disabled Settings IGMP Snooping Disabled Zettings
CLI Paging Enabled Seftinas 802.1% Disabled Settings
Syslog Global State Disabled Settings S5H Disabled Zettings 3
SsL Disabled Settings Fort Mirror Disabled Settings
GVRP Disabled Settings Web Enabled (TCP 80) Settings
Telnet Enabled (TCP 23) Settings

1

APREISA
APREISA
2
3

0 [Save Configuration](
> Save Configuration) LD

save config
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3.1 Device Information

[Device Information]

Information] MAC
PROM

(

[Device

MAC

[Device Information]

Uevice Information

Device Information

Device Type APLFMA1GGTSS
System Mame

System Location

System Contact

Boot FROM Version 1.00.00
Firmware Version 1.08.00
System Time 00 Days 01:56:09

Device Status and Quick Configurations

SNTP Disabled Zetftings
Spanning Tree Disabled Zettings
RMON Disabled Zettings
CLI Paging Enabled Seftings
Syslog Global State Disahled =Seftings
S3L Disabled Settings
GVRP Disabled Settings
Telnet Enabled (TCP 23) Seftings

19/211

MAC Address

IP Address

lMask

Gateway

Management VLAN
Login Timeout (Minutes)
Dual Image

Jumba Frame
MLD Snooping
IGMP Snooping
802.1%

SEH

Port Mirror
Web

00-40-65-45-5E-21
192 168.0.100 (Static)
2552552550

0.0.0.0

default

10 mins

Supported

Enabled 2Settings
Disabled Zeftings
Disabled Zeftings
Disabled ZSeftings
Disabled Zetftings
Disabled Settings
Enabled (TCP 80) Seftings



3.2 Configuration
3.2.1 System Information

MAC
Configuration > System Information
VSie * A llO

MAC Address 00-40-56-45-5E-21

Firmware Version 1.08.00

System Name | |

Systern Location | |

System Contact [ |

System Name

System Location

System Contact

[Apply]

3.2.2 Serial Port Settings

Configuration > Serial Port Settings

[SerarFort Seftings ——————————————
Baud Rate 9800 -
Auto Logout Mever »
Data Bits 8
Parity Bits Mange
Stop Bits 1
(st ]

Baud Rate
4 1 9600 19200 38400 115200

Auto Logout

10

[Apply]
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0

3.2.3 IP Address Settings

IP
Configuration > IP Address Settings
@ Static O DHCP OpootP
IP Interface I:'
Management YLAN Name
Intetface Admin State
1Py Address [0 |feo |[so |[so |
Subnet Mask El El El
Gateway El El El El
1P
1. [Static]
2. 1Pv4
3.
IP
0.0.0.0
VLAN VLAN default
default VLAN
[Enable]
BOOTP DHCP 1P
[DHCP] [BOOTP]
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Static 1Pv4
XXX . XXX . XXX . XXX XXX

0 255 (10 )

DHCP DHCP
DHCP 1P
DHCP
DHCP
BOOTP BOOTP
BOOTP IP
BOOTP
BOOTP
IP Interface IP System
Management VLAN TCP/IP(HTTP Telnet )
Name VLAN VLAN VLAN
Trusted Host IP
VLAN VLAN
Trusted Host
VLAN Trusted Host IP
Interface Admin 1P
State
IPv4 Address 1Pv4
Subnet Mask
XXX XXX XXX « XXX XXX 0 255 (10
) A 255.0.0.0 B
255.255.0.0 C 255.255.255.0

Gateway

1P IP
[Apply]
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3.2.4 1Pv6 Interface Settings

IPv6

Configuration > IPv6 Interface Settings
Interface Name System
i EET—
Admin. State
IPvE Address [
Automatic Link Local Address Disabled v
NE Retransmit Time (0-4294967295) [ ms

IPv6 Address

1Pv6 1Pv6 [Apply]

Interface Name 1P System
VLAN Name IPv6 VLAN

Admin. State

IPv6 Address 1Pv6 /

Automatic Link
Local Address
NS Retransmit Time |0 4294967295

(0-4294967295) 0

[Apply]

3.2.4.1 IPv6 Route Settings
1Pv6

Configuration > IPv6 Route Settings

IPvG Default Gateway

IF Interface Default Gateway Metric {1-65535)

Bystorm | [ Creste [ pelete

Total Entries: 0
Prefix IF Infterface

IPv6 [Create]

1Pv6

1 65535
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3.2.5 IPv6 Neighbor Settings

1PV6 1Pv6

Configuration > IPv6 Neighbor Settings

Meighbor IPY6 Address [ |

Link Layer MAC Address |
Interface hame :

State All v [ Find )| 1 Clear

Total Entries: 0

Link Layer Address

1PV6 MAC [Add]

IPV6
[Find]

[Clear]

Interface Name IP System
Neighbor 1Pv6 IPv6

Address
Link Layer MAC MAC
Address
State
[Add] 1Pv6
[Find]

[Clear]

Link Layer MAC Address
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3.2.6 Port Configuration
3.2.6.1 Port Settings
/ MDIX

Configuration > Port Configuration > Port Settings

From Port To Port State Speed/Duplex Flow Control Addre_ss Medium Type  MDIX
Learning
| m v” 01 v|| Enabled v| |Aut0 v” Cisabled v| | Enabled v| |Cnpper v| | ———————————— v| Apply
Port State Speed/Duplex Flow Control Connection Address Learning WD
01 Enahled Auto Disabled 100mFullione Enahbled Auto
02 Enabled Auto Disahled Link Down Enahled Auta
03 Enabled Auto Digahled Link Down Enabled Auto
04 Enabled Auto Dizabled Link Dawn Enabled Auta
05 Enahled Auto Disabled Link Down Enahbled Auto
06 Enabled Auto Disahled Link Down Enahled Auta
a7 Enabled Auto Digahled Link Down Enabled Auto
0g Enabled Auto Dizabled Link Dawn Enabled Auta
09 {C) Enahled Auto Disahled Link Dowen Enabled Auto
049 (F) Dizabled Auto Disahled Link Dowen Enabled
104C) Enabled Auto Digahled Link Down Enabled Auto
10 (F) Disabled Auto Dizabled Link Dawen Enabled
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From Port/To
Port
State
Speed/Duplex / /
10 Mbps 100 Mbps
( )
10M half¥ 210M full
100M half 100M full 1000M full master 1000M full slave 1000M
full
2 (1000M full master 1000M full
slave)
1000M full master 1000M full slave
1000BASE-T
(1000M full master)
2
2
(1000M full slave)
1 1000M full
master 1000M full slave
Flow Control
802.3x
Address MAC MAC
Learning
Medium Type
SFP [Fiber] 1000BASE-T
[Copper]
MDIX
MDIX PC NIC
MDI
(MDIX )
[Apply]
[Refresh]
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3.2.6.2 Port Description Settings

Configuration > Port Configuration > Port Description Settings

=0 e LU = ’

From Port To Port mMedium Type Description
0 v|[ o1 v|[copper | |
Port I Description |
01 |
02 |
03 |
04 |
05 |
06 |
07 |
08 |
0o () |
0a (F) |
10 () |
10 (F) |
SFP [Fiber] 1000BASE-T [Copper]

C RJ45 F

From Port/
To Port
Medium Type

[Fiber] 1000BASE-T
[Copper]

Description
[Apply]

3.2.6.3 Port Error Disabled
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Configuration > Port Configuration > Port Error Disabled

Fort Port State Connection Status Reason |

Port
Port State ( )

Connection ( )
Status
Reason (

3.2.6.4 Port Media Type

Configuration > Port Configuration > Port Media Type

=0 vied vihe
Port | Type |
il | 100BASE-TH |
02 | 100BASE-TX |
03 | 100BASE-TH |
04 100BASE-TX
05 100BASE-TX
i3 | 100BASE-TH |
07 | 100BASE-TX |
03 | 100BASE-TH |
09 1000BASE-T
10 1000BASE-T

Port
Type
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3.2.7 Static ARP Settings
ARP IP TCP/IP
ARP
ARP
IP MAC
Configuration > Static ARP Settings
Global Settings
ARF Aging Time (0-65535) 20 |min
Add Static ARP Entry

Total Entries: 3

IP Address
System 10.0.0.0
Systern 10.0.0.1
System 10.0.0.255

MAC Address

FF-FF-FF-FF-FF-FF
00-40-66-45-5E-78
FF-FF-FF-FF-FF-FF

Edit Delete

LocalBroadeast
Lacal [
LocalBroadeast [

][ Celete ]
][ Delete ]

Edit
Edit

ARP Aging Time ARP
(0-65535) ARP 0
65535 20
IP Address ARP IP
MAC Address ARP MAC
[Apply]
ARP IP MAC [Apply]
ARP [Delete All] ARP
[Apply] ARP
[Delete]
0 255 ARP

29/211



3.2.8 User Accounts

Configuration > User Accounts :

Add User Accounts
Userame [ | Paseword I
Access Right Admin - Confirm Password l:l Apply

Note: Password/User Name should be less than 15 characters.

Total Entries : 0
Confirm Password

Access Right Old Password

User Name 15

Password
Access Right

Confirm
Password

[Apply]
[Edit]

~N
~
N
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3.2.9 System Log Configuration
3.2.9.1 System Log Settings

Configuration > System Log Configuration > System Log Settings

Apply

SystemLog @ Disahled ) Enabled

System Log Save Mode Settings
SaveMode | OnDemand v [ Iming-essan
System Log

System Log Save
Mode Settings
min (1-65535
[Apply]

3.2.9.2 System Log Server

Configuration > System Log Configuration > System Log Server

Add System Log Server

Semver D 1 w Severity Warning v
Server P Address I:l Facility Local 0 v
UDP Port (514 or 6000-65535) Status Disablad
System Log Server List

Severity Facility UDF Port

Server [P Address
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Server ID (1-4)
Severity
Server IP 1P
Address
Facility
16 23
0 12 NTP
1 13
2 14
3 15
4 / 16 0
(local0)
5 17 1
(locall)
18 2
(local2)
7 19 3
(local3)
8 UUCP 20 4
(local4)
9 21 5
(localb)
10 / 22 6
(local6)
11 FTP 23 7
(local7)
UDP Port(514 or UDP
6000-65535) 514
Status /
[Apply]
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3.2.10 MAC Address Aging Time
MAC
( MAC
MAC MAC
10 1,000,000 300

Configuration > MAC Address Aging Time

VIAC Addre AQINg e
MAC Address Aging Time (10-1000000) sec

Apply

MAC Address MAC address aging time 10 1,000,000
Aging Time 300

[Apply]
o FDB < se 9 < o1

3.2.11 Web Settings
WEB GUI
HTTP TCP 1 65535
HTTP TCP 80

Configuration > Web Settings

WEB State Disabled @ Enabled

Port (1-65535)
Apply

WEB State WEB GUI /
Port WEB 1 65535
80
[Apply]

3.2.12 Telnet Settings

Telnet Telnet
TCP 1 65535 Telnet
TCP 23
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Configuration > Telnet Settings :
“Temersemngs T
Telnet State @ Disabled O Enabled

Fort (1-B5535) FER

Apply

Telnet State Telnet /
Port Telnet 1 65535
23
[Apply]
3.2.13 CLI Paging Settings
CLI CLI

Configuration > CLI Paging Settings
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~ad ’ = ’

CLI Paging State O Disabled &) Enabled

Apply

CLI Paging CLI /
State

[Apply]
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3.2.14 Firmware Information

Configuration > Firmware Information

= 1.08.00 3343736 00:29:29 adpro(CONSOLE) [ Boot UP | [ Delete |
2 1.07.00 3385880 0000/00/00 00:05:05 adpro{CONSOLE) [ Bostup | [ Delete |
* :Boot up firmware

(SSH) : Firmware update through 35H

(WEB) : Firmware update through WEB

(SMNMP) :Firmware update through SNMP

(TELMET} :Firmware update through TELNET

(COMSOLE) : Firmware update through CONSOLE

Version
Size (B)
Update Time

User
[Anonymous] [Unknown]

[Boot UP]
[Delete]
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3.2.15 SNTP Settings
3.2.15.1 Time Settings

Configuration > SNTP Settings > Time Settings
[“Time Seffings —————————————————— ————— —

Status
SNTP State @Disabled O Enabled
Current Time 00/00/0 053818
Time Source Systern Clock
T
SNTP Settings
SNTP First Server
SNTP Second Senver 0.0.0.0
SNTP Paoll Interval In Seconds (30-885949) 720
Set Current Time
Date (DDMMAYY)
Tirne (HH:MMS5)
T

Status
SNTP State SNTP /
Current Time

Time Source
SNTP Settings

SNTP First Server | SNTP IP
SNTP Second Server | SNTP IP
SNTP Poll Interval SNTP (

In Seconds

(30-99999)

Set Current Time
Date (DD/MM/YYYY
Time (HH:MM:SS)
[Apply]
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3.2.15.2 TimeZone Settings
SNTP

Configuration > SNTP Settings > TimeZone Settings

-~ ) - - *
Danlight Saving Time State Disahled w
Diaylight Saving Time Offset In Minutes 60 R
Time Zane Offsetfrom UTC In +-HH:MM + |09 w00
DST Repeating Settings

Fram: ¥Which Week Of The Month
From: Day Of'YWeek

Fram: Month

Frarm: Tirme I HH M

TaMvhich Week Of The Manth
To: Day Of'Week

To: Month

To: Time In HH M

DST Annual Settings

From: Month

Fram: Day

From: Time In HH hibd
To: Manth

Tao: Day

Ta: Time In HH MM

Apply

Daylight
Saving Time
State
Daylight 30 60 90 120
Saving Time
Offset In
Minutes
Time Zone (Tl
Offset:from
UTC In +/-HH:MM
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DST Repeating Settings

10

From: Which
Week Of The
Month

From: Day Of
Week

From: Month
From: Time In
HH MM

To:Which Week
Of The Month
To: Day Of Week
To: Month

To: Time In HH
MM

DST Annual Settings

14
From: Month
From: Day

From: Time In
HH MM

To: Month

To: Day

To: Time In HH
MM

[Apply]
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3.2.16 SMTP Settings
SMTP

SMTP

SMTP

3.2.16.1 SMTP Service Settings
Configuration > SMTP Settings > SMTP Service Settings

SMTP Global Settings

SMTP State OEnabled @ Disabled

SMTP Server Address

SMTP Server Port {1-65535) o]

Self Mail Address [ | maxBa characters)

Apply

SMTP Mail Receiver Address

Add & Mail Recaiver [ ] (Maxed characters)

Mail Receiver Address

SMTP State SMTP

SMTP Server SMTP IP

Address

SMTP Server SMTP TCP SMTP
Port (1-65535) 25 1 65535

Self Mail Address

1 64
Add A Mail
Receiver [Add] 8
Mail Receiver Address
[Delete]
[Apply]
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3.2.16.2 SMTP Service
SMTP

Configuration > SMTP Settings > SMTP Service
e ———

Subject: | ‘

Content.

SNMP

e ]
SMTP
3.2.17 SNMP Settings
SNMP 0sl 7(
SNMP
SNMP
) ( ) SNMP
MIB
SNMP MIB
SNMP 1 2¢ 3
SNMP 3 SNMP
SNMP 1 2
SNMP
SNMP SNMP
SNMP 1 2
public - MIB
private - MIB
SNMP 3 2
SNMP 2
SNMP
3 SNMP
SNMP 1
SNMP 3
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MIB

SNMP

SNMP

SNMP



SNMP

SNMP
SNMP

Trap

0

3 SNMP

community

3.2.17.1 SNMP View Table

SNMP

NIVIP View Table

SNMP
SNMP
MIB

SNMP

SNMP
SNMP

(01D)

MIB

SNMP

SNMP
delete snmp

Configuration > SNMP Settings > SNMP View Table

View Type Included s

Total Entries: 8

restricted
restricted
restricted
restricted
restricted
Communityiew
Communityiew
Communibyiew

N —
R

1361211
13612111
13681631021
1.36.1.6311.21
1261631611
1

136163
13681631

Included
Included
Included
Included
Included
Included
Excluded
Included
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View Name 32 View Name
SNMP
Subtree 0OID (0ID) 0ID SNMP
SNMP
(MIB )
View Type SNMP
SNMP
[Apply] [Delete]
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3.2.17.2 SNMP Group Table

SNMP SNMP (SNMP

SNMP

Configuration > SNMP Settings > SNMP Group Table

Add Group
Group Mame

Read View Mame
Wiite View MName
MNotify View Mame
User-based Security Model SMMPy1 v

Apply

Security Level

Total Entries: 9

Security Level

Group Name [ Kl Marme Mot Marne d Security Madel

public Communit/... Communityy. SMMPYT MoAuthNaPriv
public Community... Communityy. SMMPY2 MoAuthMoPriv
iniial restricted restricted SMMPY3 NoAuthNoPriv
private CommunitA/. COmmunityy. Communityy. SMMPYT MoAuthNoP iy
private Community... Communityy.. Community. SMMPY2 MoAuthMoPriv
ReadGroup Communityy. CommunityV. SMMPY1 NoAuthNoPriv
ReadGraup CommunitA/. Communityy. SNMPY2 MoAuthNoP iy
WiriteGroup Community... Cormmunityy.. Community. SMMPYT MoAuthMoPriv
WiriteGroup Communityy. CommunityV. CommunityV. SMMPY2 NoAuthNoPriv

Group Name 32 Group Name SNMP
SNMP

Read View Name SNMP SNMP

SNMP

Write View Name SNMP SNMP

SNMP

Notify View SNMP SNMP

Name SNMP

SNMPv1 - SNMP

SNMPv2 - SNMP

User-based
Security Model

(SMI)
SNMPV3 - SNMP 3

Security Level

NoAuthNoPriv -

AuthNoPriv -

AuthPriv -

SNMPv3
SNMP

SNMP

SNMP

[Apply]
SNMP
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3.2.17.3 SNMP User Table
SNMP

Configuration > SNMP Settings > SNMP User Table

Add User
User Name

Group Name

SNMP Version

SNMP W3 Encryption
Auth-Protacol by Password
Priv-Protocol by Password
Auth-Protacol by Key
Priv-Frotocol by Key

Total Entries: 1
User Name

initial initial

Passwaord

Password

SNMP Version Auth-Protocal
W3 Mone MNone

Apply

Delete

User Name 32 User Name SNMP
Group Name Group Name SNMP SNMP
SNMP Version V1 - SNMP

V2 - SNMP

V3 - SNMP
SNMP V3 - SNMPv3
Encryption - SNMPv3

- SNMPv3
Auth-Protocol MD5 - HMAC-MD5-96
by Password SHA - HMAC-SHA
Priv-Protocol -
by Password DES - CBC-DES(DES-56) DES 56-bit
Auth-Protocol MD5 - HMAC-MD5-96
by Key SHA - HMAC-SHA
Priv-Protocol -
by Key DES - CBC-DES(DES-56) DES 56-bit
Password SNMPv3
Key SNMPv3
[Apply]
[Delete]

45/211




3.2.17.4 SNMP Community Table

SNMP SNMP
SNMP
1
MIB MIB SNMP
SNMP MIB /
Configuration > SNMP Settings > SNMP Community Table
Add Community )
Community Name I:l
Vi N I

Apply
Total Entries: 2
Community Name Access Righ
private Communityiew read_write Delsts
Community'iew read_only

public

Community Name SNMP 32
SNMP

SNMP MIB

View Name SNMP MIB
32

SNMP

Access Right - SNMP
MIB
/ - SNMP
MIB /
[Apply]
[Delete]
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3.2.17.5 SNMP Host Table
SNMP SNMP

Configuration > SNMP Settings > SNMP Host Table

i L —————

Add Host Table

User-based Security Model SMMPv1 -

Security Level

Communiy Sting { SNWPY3 User Name L ]

Total

Security Level

Host IP Address | SNMP IP
User-based SNMPv1 - SNMP 1
Security Model SNMPV2c - SNMP 2

SNMPv3 - SNMP 3

Security Level NoAuthNoPriv - NoAuthNoPriv
AuthNoPriv - AuthNoPriv

AuthPriv - AuthPriv

Community SNMPv3
String / SNMPv3
User Name

[Apply]

3.2.17.6 SNMP Engine ID
ID  SNMPv3
SNMP

Configuration > SNMP Settings > SNMP Engine ID

Engine ID 300000ab03004066000001

Hote: Engine ID length is 10-64, the accepted characteris from Oto F.
Engine 1D SNMP ID
ID ID [Apply]
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3.2.17.7 SNMP Trap Configuration
SNMP /

Configuration > SNMP Settings > SNMP Trap Configuration

SNMP Trap [Enabled =]
SNMP Authentication Traps [Enabied 7]
SNMP Link Ghange Traps [Enabled =]
SNMP Login Trap [Disabled 7]
ShMP Logout Trap Im
SNMP Lagin Fail Trap [Disabled =]

Apply |

SHMP LinkChange Traps Port Settings
From Paort To Port State

01 =~ 01 2 IEnabIed 'l Apply |

Fort State =
1 Enahled
2 Enahled
3 Enahled
4 Enahled
] Enahled
4 Enahled
7 Enahled
8 Enabled
9 Enahled
10 Enahled
11 Enahled
12 Enahled
13 Enahled
14 Enahled
14 Enahled
16 Enabled
17 Enahled =
18 Enahled hd
SNMP SNMP SNMP SNMP

[Apply]

SNMP Trap SNMP /

SNMP SNMP /
Authentication

Traps

SNMP Link SNMP /
Change Traps

SNMP Login Trap | SNMP /
SNMP Logout SNMP /
Trap

SNMP Login Fail | SNMP /
Trap
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From Port - To SNMP

Port

State SNMP /
[Apply]
3.2.17.8 RMON

SNMP RMON

Configuration > SNMP Settings > RMON
L ————

RMON Status O Enabled (& Disabled
-
RMON Status RMON /
[Apply]

3.3 COMMAND LOGGING
3.3.1 COMMAND LOGGING SETTINGS
COMMAND LOGGING

Configuration > Command Logging Settings

Command Logging Settings
Command Logging State @ Enabled ¢ Disabled

Apply |

Command enable
Logging State

[Apply]

0

WEB
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3.4 PoE
PoE(Power over Ethernet) IEEE802.3af
PoE APLFM108GT-POE APLFM116GT-POE 2

3.4.1 POE SYSTEM SETTINGS
PoE

Configuration > PoE > PoE System Settings

=r Jete = ]

Fower Limit (20-125)

L Jwass

Apply ] [ Refresh ]

PoE System Information
TSR [l SETE el System Power Remained (Watls)  Power Disconnection Method

130 Deny Low Priarity Port

Fower Limit (Watts) (Watts)
125 0

MNote: If System Power Remained is less than 17W (Power Guard Band), then there might be no additional port supplied with power.

20 125

Power Limit

[Apply]
[Refresh]

0 17w
LowPriorityDeny
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3.4.2 POE PORT SETTINGS
IEEE802.3af 4 PD Class (class 0, class 1, class 2, class 3)
0.44 12.95W, 0.44 3.84W, 3.84 6.49W, 6.49 12.95W

Class 0: 15400mW
Class 1: 4000mW
Class 2: 7000mW
Clase 3: 15400mW

IEEEB02.3af 1000mw 15400mw

Configuration > PoE > PoE Port Settings

FO i ®] = g
From Fort To Port State Priority Pawer Limit
01 01 Enabled Critical » Class Based »
Apply ][ Refresh
PoE Port Information
Fower Limit (mWv) ( Pav Woltage (Decivolt) current (mA) Status
1 Enabled Low 15400(User Defined) 0 0 0 0 OFF : Interim state...
2 Enabled Low 15400(User Defined) 0 0 0 0 OFF : Interim state...
3 Enabled Low 15400{User Defined) 0 0 0 0 QFF : Interim state...
4 Enabled Low 15400¢{User Defined) 0 0 0 0 OFF : Interim state
5 Enabled Low 15400{User Defined) 0 1] 0 0 OFF : Interim state
6 Enabled Low 15400(User Defined) 0 1] 0 0 OFF : Interim state
7 Enabled Low 15400(User Defined) 0 ] 0 0 OFF : Interim state...
8 Enabled Low 15400(User Defined) 0 ] 0 0 OFF : Interim state...
9 Enabled Low 15400(User Defined) 0 1] 0 0 OFF : Interim state...
10 Enabled Low 15400{User Defined) 0 0 0 0 QFF : Interim state...
11 Enabled Low 15400{User Defined) 0 0 0 0 OFF : Interim state
12 Enabled Low 15400{User Defined) 0 0 0 0 OFF : Interim state
13 Enabled Low 15400{User Defined) 0 0 0 0 OFF : Interim state
14 Enabled Low 15400{User Defined) 0 0 0 0 OFF : Interim state...
15 Enabled Low 15400(User Defined) 0 1] 0 0 OFF : Interim state...
18 Enabled Low 15400(User Defined) 0 0 0 0 OFF : Interim state...

From Port /
To Port

State Disabled PD
Priority

Power Limit
Class Based option PD

class 0 : 15400mw
class 1 : 4000mw
class 2 : 7000mw
clase 3 : 15400mw
User Define option 1000 15400

[Apply]
[Refresh]
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o

0 power_limit
0 user_define

100mw

0 config ports

100mw

(disable)
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3.5 L2 Features
3.5.1 Jumbo Frame

2048 (1522

L2 Features > Jumbo Frame

Jumbo Frame O Disabled (& Enabled

Current Status: The maximurn size of Jumbo frama is 2048 bytes
[Apply]
IEEE 802.1p
IEEES02. 1p
(
IEEE802.1p
( )
0 7 0 7
7
7( ) 7
0
4:1
)y 4 0o 1
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VLAN

VLAN
VLAN VLAN
VLAN

IEEES02.1Q VLAN
802.10Q

default VLAN  VID

IEEE 802.1Q VLAN

- 802.1Q VLAN
- 802.1Q VLAN

IEEE 802.1Q(

VLAN

IEEE 802.1Q
VLAN

VLAN VLAN

VLAN

VLAN VLAN

IEEE 802.1Q

VLAN
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VLAN
default 802.1Q VLAN

VLAN

802.1Q VLAN
(
(IEEE 802.1Q
IEEE 802.1Q VLAN VLAN
IEEE 802.1Q VLAN
VLAN 802.1Q



IEEE 802.10

VLAN

&
1 1

Packet Packet
Received Transmitted

Ingress Rules Egress Rules

: 802. 1Q VLAN Applied Applied

__ | Forwarding
Process

1 VLAN 1 e

/4 WLAN Table
Filtering ,.r/]

802.10 VLAN
802.1Q VLAN MAC 4
0x8100
0x8100 IEEE 802.1Q/802. 1p
2 3 (CFI -

) 1 VLAN ID(VID) 12
802.1p VID  VLAN 802.1Q VID
4094 VLAN

TEEE 8021} Tag

1 2 3 4
Destination Address (6 octets) |

Source Address (6 octets)

|
|
EtherType = (x8100 P Tag Control Information |

MAC Length/ Type [ Begining of Data |

4 Fm
|
|
|
|
|
|
|

Cyclic Redundancy Check {4 octets) |

Fuserprierity| cFr | VLANID (VID) (12 bits)

3 bits 1 bit 12 bits
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VLAN ID  MAC Adding an TEEE 802.16 Tog o
Pt
/ Bast. | Src. | Lergth/Eryps ‘ Bt ‘ 2} ‘+_J
\‘\‘\NW
1 I Pockmt
(CRC) M.St.m"rq|l.wﬂmw‘m :;"
IR
VLAN 1D
( 802.1Q VID ) 1 802.10Q
802.10Q VLAN
802.1Q VLAN ( 802.10Q
802.1Q VLAN MAC VLAN
VLAN VLAN ID PVID
PVID
PVID PVID
PVID VLAN 2 VLAN
PVID VLAN
VLAN
PVID 802.1Q
PVID VLAN
PVID 1 VLAN
PVID VLAN PVID
VID PVID
PVID VID
PVID VID
VID
VID 2 VID
PVID VID
PVID 1 VLAN
VID
802.1Q
VID
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VLAN

VLAN 802.1Q
VLAN
802.1Q
802.1Q VLAN
802.1Q VLAN (PVID
802.1Q
VLAN
VLAN ( )
VLAN
VLAN VLAN
802.1Q VLAN
802.1Q VLAN
802.1Q VLAN 802.1Q VLAN
VLAN PVID VID
(
VLAN( VID)
VLAN( VID) VID
VLAN
VLAN
VID1 default VLAN
VLAN default
VLAN VID
default 1 5,6, 7,8, 21, 22, 23, 24
Engineering 2 9, 10, 11, 12
Marketing 3 13, 14, 15, 16
Finance 4 17, 18, 19, 20
Sales 5 1, 2,3, 4
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VLAN

802.1Q

(VLAN 2

VLAN
1
VLAN
VLAN NIC
NIC
VLAN
VLAN
VLAN 2 1
(
( 10)  VLAN 2
10 VLAN 2
10 VLAN 2
VLAN VLAN
1 VLAN 2
VLAN
VLAN
1 2 3 4 VLAN 2
1 2 VLAN 8 9 10
8 9 10 VLAN
VLAN
VLAN
0 VLAN
VLAN
VLAN
Q-in-Q VLAN
Q-in-Q VLAN( VLAN
VLAN VLAN
ISP L2
LAN
2 LAN
4000 VLAN
VLAN
Q-in-QVLAN  SPVID
VLAN  TPID( ID)
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)
VLAN
VLAN 1
1567
VLAN
VLAN
VLAN
VLAN
) VLAN
VLAN
VLAN 4000
VLAN
IEEE802.1Q VLAN VLAN
VLAN



16

VLAN VLAN
Q-in-Q VLAN
SPVLAN(TPID + 802.1Q CEVLAN
TPID +
VLAN VLAN
Q-in-Q VLAN
Q-in-Q VLAN
€D SPVLAN TPID TPID
@
(3) Q-in-Q VLAN SPVID
(4) Q-in-Q SPVLAN
SPVLAN UNI

User-Network Interface NNI Network-Network Interface

o) Q-in-Q VLAN VLAN
VLAN Q-in-Q VLAN ACL

(6) Q-in-Q VLAN STP GVRP
@) CPU
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3.5.2 802.1Q Static VLAN
VLAN VLAN 1D VLAN

L2 Features > 802.1Q Static VLAN

802 1Q Static VLCAN

WID WLAR Mame Advertisement  Tagoed Paors Lintagged Ports Forhidden Ports

802.1Q VLAN [Add/Edit VLAN]
VLAN
802.1Q VLAN VLAN [Edit]
2
[802.1Q Static VLAN] [Add/Edit VLAN]
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+1¥ L] & VAN A

WLAN List |AdMEngLAN | Find vLaN | VLAN Bateh ettings | Total Entries: 1
VID [ Jwvianwame | |(Nameshould be less than 32 characters)
Advertisament Dizahled
Selact All 1 2 3 4 5 B 7 8 3 10
Tagged o © © O O O ©o ©o O O
Untagged o © © O O O o ©o O O
Farbidden O C O O O O O O O O
Mot Mermnber ® (O] ® ® O] ® ® O] ® ®
Tagged Pors
Untagged Parts
Forbidden Ports
< >
[802.1Q Static VLAN] [VLAN List]
802.10  VLAN [Edit]

VLAN

0 4,094 VLAN

VID VLAN [Add/Edit VLAN] VLAN 1D VLAN  VLAN ID

VLAN  VID VLAN
VLAN Name [Add/Edit VLAN] VLAN VLAN

VLAN 32
Advertisement GVRP
VLAN

Port VLAN
Tagged 802.1Q
Untagged 802.1Q
Forbidden VLAN VLAN
Not Member VLAN
[Apply]
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VLAN [Find VLAN] (

) VLAN ID [Find] VLAN

WLAN List | Add/Edit VLAN | Find WLAN l WLAN Batch Settings | Total Entries: 1
E e |

VLAN [VLAN Batch Settings]
VLAN List | AGUEGIYLAN | Find vian | viLa Bateh Settings | Total Entries: 1

VID List (2 g.2-5) [ @ add O Delete O Config

Advertisement Disabled v

PotListies -8 [ ]
ST

VID List VLAN ID
(e.g.:2-5)
Advertisement GVRP
VLAN

Port List VLAN

(e.g.:1-5)
Tagged 802.1Q

Untagged 802.10Q

Forbidden VLAN
VLAN

[Apply]
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3.5.3 QinQ
3.5.3.1 QinQ Settings

L2 Features> QinQ > QinQ Settings

LN Se (0
Qin( Global Settings ) Enabled () Digabled
Fram Fort Tao Port Rale Quter TPID (hex : 0x1-0xfff  Trust CVID WLAMN Translation
01 ~| [0 v [ v| x[esas | Disabled ~| |Disabled
Port Fole Outer TRID Trust CVID YLAN Translation
1 MM 0x88a8 Disahled Disabled
2 MMI Ox88a8 Disabled Disabled
3 MMI Ox88a8 Dizahled Disabled
4 MM 0x88a8 Digahled Dizabled
g MMI Ox88a8 Digahled Digahbled
A MM 0x88a8 Disahled Disabled
7 MMI Ox88a8 Disabled Disabled
g MMI Ox88a8 Dizahled Disabled
9 MM 0x88a8 Digahled Dizabled
10 M| 0xE8a8 Dizahled Dizabled

QinQ Global
Settings

QinQ

From Port/
To Port

VLAN

Role

UNI NNI
UNT -

NNI - 2

Outer TPID
(hex :
Ox1-Oxffff)

TPID
VLAN ID

TPID

Trust CVID

VLAN 1D(CVID)

CVID  SPVLAN

VLAN ID

VLAN
Translation

VLAN
VLAN ID
VLAN ID
Trust CVID

[Apply]
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3.5.3.2 VLAN Translation CVID Entry Settings
VLAN VLAN 1D
VLAN 1D

L2 Features > QinQ > VLAN Translation CVID Entry Settings

Action CVID List(1-4034) SVID (1-4094)

(Dosteal )
Total Entries: 0
CviD

Action VLAN 1D(SVID)
CVID VLAN 1D
List(1-4094)
SVID (1-4094) VLAN
VLAN
[Apply] [Delete All] VLAN

3.5.4 802.1v Protocol VLAN
3.5.4.1 802.1v Protocol Group Settings
L2 Features > 802.1v Protocol VLAN > 802.1v Protocol Group

Settings
802.1v Protoco
Add Protocol VLAN Group
Group 1D (1-16) [ Group Mame 1 add ][ Delete al
Note: MName should be less than 32 characters
Add Protocol for Protocol VLAN Group
® Group D O Group Name Protocol Protocol Value (0-FFFF)

Total Entries: 0

Group ID (1-16) |1 16 ID
Group Name VLAN 32
Protocol
VLAN
Ethernet IEEE802.3 SNAP

IEEEB02.3_LLC
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Protocol Value
(O-FFFF)

[Add]
[Delete All]

3.5.4.2 802.1v Protocol VLAN Settings

VLAN

L2 Features > 802.1v Protocol VLAN > 802.1v Protocol VLAN Settings

30 v Protocol VLAN Se 4|

Add New Protocol VLAN

® GroupID v ©VID (1-4084) ] 802.1p Priarity None v

O Graup Name OVLAN Name [

Port List (e.o. 1-6) [ | Mmaipans
Protocol VLAN Table

Search Port List | | Find J[[_showall ][ Delete all |

Total Entries: 0

WLAN Name 802.1p Priority

Group ID
ID
Group Name
VID (1-4094) VID VLAN 1D VLAN 1D
VLAN VLAN
VLAN Name VLAN VLAN VLAN
VLAN 1D VLAN
802.1p 802.1p
Priority CoS
CoS
CoS 802.1p
QoS
Port List All Ports
(e.g.: 1-6)
Search Port
List
[Find]
[Show All]
[Delete All]
[Add]
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[Find]
[Show All]
[Delete All]
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3.5.5 GVRP Settings

GARP VLAN (GVRP)
PVID
PVID
L2 Features > GVRP Settings
vy = U
GVRP State Settings @ Dizahled O Enabled
From Port  TaPort PVID (1-4094)  GVRP Ingress Checking  Acteptable Frame Type
01 ~| |01 v [ ] |pisabled | |Enabled v Al v

== =R M= B R S P U

=

Reassigned PYID GYRP Ingress Checking

Disabled Enahled
Disabled Enabled
Dizabled Enabled
Dizabled Enabled
Disabled Enahled
Disabled Enahled
Disabled Enabled
Dizabled Enabled
Dizabled Enabled
Disabled Enahled

Acceptable Frame Type

All
All
All
All
All
All
All
All
All
All

GVRP State
Settings

GVRP

VLAN

From Port/
To Port

VLAN

PVID (1-4094)

PVID
VLAN

VID 1  default VLAN

802.1Q

GVRP

VLAN (GVRP)

GVRP

VLAN

Ingress
Checking

PVID
PVID

VID
VID

Acceptable
Frame Type

(VLAN

[Apply]
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3.5.6 Asymmetric VLAN Settings
VLAN VLAN 1 VLAN
2 VLAN 2 VLAN

L2 Features > Asymmetric VLAN Settings

Asymmetric VLAN State & Disabled O Enabled

Apply

Assymetric asymmetric VLAN /
VLAN State

[Apply]

3.5.7 MAC-based VLAN Settings
MAC VLAN MAC
VLAN MAC VLAN
MAC VLAN
VLAN MAC VLAN

L2 Features > MAC-based VLAN Settings

wname [ ] | —r—

VIA pased alk e g
macamess ]

Total Entries: 0

MAC Address MAC

VLAN Name VLAN  VLAN

[Find]
[Add]
[Delete All]
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3.5.8 PVID Auto Assign Settings

PVID PVID
VLAN PVID
PVID VLAN PVID VLAN
PVID VLAN VLAN
PVID  VLAN PVID  VLAN
PVID VLAN PVID
PVID  PVID ( )
VLAN PVID

L2 Features > PVID Auto Assign Settings

PVID Auto Assign State @ Enabled O Disabled

Apply

PVID Auto PVID auto assign /
Assign State

[Apply]

3.5.9 Port Trunking
( )

14

FM + 2
0 GM APLGM118GTSS ~ APLGM124GTSS 8

o 802.1x MAC WEB

14 2 8
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VLAN
STP 802.1p
802.1X

( VLAN )

STP 1
STP
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L2 Features > Port Trunking

=0 L] K '

Algotithrm MAL Source v

Edit Trunking Information

sroupID(1-5) [ [Type[Statc | MasterPort| 01 v| state|Disabled v| [Clearan)(_add )

Fors

Total Entries : 0
Group 1D Type faster Fort Member Ports Active Ports Flooding Ports

Mote: Maximum 8 ports in a static or LACP group.

Algorithm
MAC MAC

Group ID (1-5) ID 1 14
Type LACP(
) LACP

Master Port
State

Active Ports
Member Ports 1 8

Flooding Ports DLF(
) CPU

[Apply]
[Clear All]
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3.5.10 LACP Port Settings
LACP

L2 Features > LACP Port Settings

= -0 = L

Fram Fort To Port Activity

01 v| o1 v| |Passive v

Passive
Passive
Passive
Fassive
Passive
Passive
Passive
Passive
Fassive
Passive

1
2
3
4
g
B
7
8
9
1

1]

From Port/
To Port
Activity - LACP LACP
LACP
1 LACP
LACP
- LACP LACP
LACP (
)
[Apply]
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3.5.11 Traffic Segmentation

VLAN
VLAN CPU

[Apply]

L2 Features > Traffic Segmentation

1 - c #
Traffic Segmentation Settings
From Port m | ToPort 01 v

Foraard Partlist

Clear all | [ select all

Ports 1,2,3,4,5,67,8910

Apply

Foraard Partlist

== = It a2 S R S U MR
[T T ST S S U S )
[P TP P T R U U Y
B o O
h M (h (h (W ih ih thoth
e B M e Mt Bt B S RN
00 00 00 00 0D 0D OO 00 00 00

From Port/
To Port

Forward
Portlist From Port/To Por

[Clear All]
[Select All]

[Apply]
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3.5.12 BPDU Guard Settings

L2 Features > BPDU Guard Settings

sPDU Guard Se q
BPDU Guard Global State @ Enabled () Disabled
Log Status Both -
Recovery Time (60-1000000) sec [ Infinite
From Port To Port State Mode
01 - 01 ~ Disabled  ~ Shutdown  ~
Port State Mode Status =
1 Enabled Shutdown MNormal
2 Disabled Shutdown Mormal
3 Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Disabled Shutdown Mormal L
6 Disabled Shutdown MNormal 3
7 Disabled Shutdown Mormal
g Disabled Shutdown Maormal
9 Disabled Shutdown Maormal
10 Disabled Shutdown Mormal
ik Disabled Shutdown Mormal
12 Disabled Shutdown Mormal
13 Disabled Shutdown MNormal
14 Disabled Shutdown Mormal
15 Disabled Shutdown Mormal
16 Disabled Shutdown Mormal
17 Disabled Shutdown Mormal
4n Miimabla A [l STRTE ERPPEY Klmrmnm ] i

BPDU Guard BPDU Enabled Disabled
Global State
Log Status BPDU None Attack Detected
Attack Cleared Both Attack Detected
BPDU Attack Cleared
BPDU Both
Recovery Time BPDU 60
1,000,000 60 Infinite

From Port - To

Port

State BPDU Enabled Disabled
Mode BPDU Shutdown mode

[Apply]
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3.5.13 IGMP Snooping

IGMP L2 Features > IGMP
Snooping VLAN 1GMP

1GMP 1GMP 1GMP
1GMP

1GMP

3.5.13.1 IGMP Snooping Settings
IGMP IGMP

IGMP [Apply]

L2 Features > IGMP Snooping > IGMP Snooping Settings

(TGP SRGBpIg Seiigs ———————eeeeeeeeeee e
IGMP Snooping Global Settings

IGMF Snooping State @ Disabled O Enabled

Total Entries: 1

WLAN Name Stat

State

1 default Disabled Modify Router Part Edit
[Edit] :
(CMPShooping Seffngs ———————————————————————————— ]

VLAN ID 1 YLAN Name default

Querier Expiry Time 0sec Querier IP 0.0.0.0

Max Response Time (1-25) sec Query Interval (1-65525) M2 sec

Last Listener Query Interval (1-25) sec Robustness Value (1-255)

Querier State Disahled v FastDone Disabled ~

State Disahled v Querier Role Mon-Querier

Yersion 3

[ <<pack |[ apply

VLAN ID VLAN ID  VLAN 1GMP VLAN

VLAN Name VLAN VLAN 1D IGMP VLAN

Querier Expiry

Time

Querier 1P IGMP IP

Max Response 1 25
Time (1-25) 10

Query Interval 1GMP (1 65535 )
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(1-65535)

125

Last Listener
Query Interval
(1-25

Robustness
Value (1-255)

VLAN

1 255

Querier State

1GMP
IGMP

Fast Done

1GMP

State

1GMP

Querier Role

IGMP
IGMP

Version

IGMP

[<<Back]
[Apply]

1GMP

[Modify Router Port]

WLAN 1D 1

WLAN Name

default

Static Router Port:

03 10

03 04 05 085 O0OF 08
o E s = m m O E N
Forbidden Router Port:

<<Back ] [ Apply

[Select All]
[Clear All]
[Apply]
[<<Back]
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3.5.14 MLD Snooping Settings
MLD 1PV6

MLD

MLD 1

IPvd  IGMP
VLAN
MLD
VLAN ID
2
2
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MLD

1Pv6

VLAN

MLD

1Pv6



MLD

MLD

€y

&)

®

MLD

€Y)

D

2)

MLD

ICMP

132

1CMPv6
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1 3
3 ICMPV6 (130 131 132
1- IPv4  I1GMPV2
ICMPV6 130
2 IPv6
1 - 1GMPv2
131
- 1GMPV2
2 2
2 ICMPV6 (130 143
2 - IPv4  IGMPV3
130
3 MLD
0

1CMPv6

MLD



3)

) 2 - I1GMPV3
ICMP 143

MLD MLD
MLD MLD [Enabled]

[Apply]

L2 Features > MLD Snooping Settings

VILD ooping Se g

MLD Snooping Global Settings

MLD Snooping State O Enabled & Disabled

Total Entries: 1
1 WLAN Mame

1 default Disahled Modify Rauter Part

MLD Snooping MLD Snooping Global Settings /
State

[Apply]
[Edit]

[Edit]

VILD ooping Se g
YLAN ID 1 VLAN Name default

Query Interval (1-65535) [fzs sec Max Respanse Time (1-25) o sec
Robustness Value (1-255) Last Listener Query Interval (1-25) sec
FastDane Disablad v State Disabled v
Varsion 2 Querier Role Maon-Querier

[ =<Back | Apply |

VLAN 1D MLD VLAN
VLAN Name MLD VLAN
Query Interval MLD
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(1-65535) (1 65535 ) 125

Max Response (1 25 )
Time (1-25) 10

Robustness VLAN
Value (1-255)

1 255

Last Listener
Query Interval 1
(1-25)
Fast Done MLD

State MLD
Version MLD ( )
Querier Role

MLD
MLD

[Apply] [<<Back] [MLD Snooping Settings]

[MLD Snooping Router Ports Settings] [Modify Router Port]

VLAN 1D 1 YLAN Name default

Static Router Port:

03 04 05 06 07 08 09 10 1

12 13 14 15 16 17 18 19 21 23 23 24 25 26 21 28
T I L T T e L e I I I e I I I I I I I S 1
Forbidden Router Port:

[Apply]

[Clear All] [<<Back] [MLD Snooping Settings]
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3.5.15 Port Mirror

RMON

L2 Features > Port Mirror

“eonmg ol

Mirrar Paort State (® Disabled (O Enabled
Target Port
Source Port Shiffer Mode FPors
Source Port Settings
Sniffer Mode 1 2 3 Pl 5 5 = a
T O @) O O @) O O Q O
Rt @ ) O O CJ O * ) O
Both O @) O O @) O @) Q O
Mone O & © O O O O O O
T
R
@
@)
©)

(4) [Apply]

0 100 Mbps

10 Mbps

0 e
o VLAN
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3.5.16 Loopback Detection Settings

L2 Features > Loopback Detection Settings

Loopback Detection Global Settings

State ® Disabled O Enabled Interval (1-32767) sec
Mode PortBased w» Recover Time (0 or 60-1000000} &0 Sec
From Port To Port State Iethod
01 v 01 v Disabled v Shutdown v
F Loophack Detection State Iethod Loop Status
i Disabled Shutdown Mormal
2 Disabled Shutdown Mormal
B Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Disabled Shutdown Mormal
6 Disabled Shutdown Mormal
¥ Disabled Shutdown Mormal
8 Disabled Shutdown Mormal
B Disabled Shutdown rMarmal
10 Disabled Shutdown Mermal v

State (Global)

Interval CTP(Configuration Test Protocol)

(1-32767) ( ) 1 32767
10

Mode

Recover Time

(0 or 60-1000000) () 0
Port
State Disabled ( ) Enabled ( )
60 ( )
60 1000000
From Port
/To Port
State (Port)
Method shutdown(

) drop( )

[Apply]
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‘[l' LBD

ver.1.04.00

ver.1.05.00

Tag

ver.1.07.00

ver.1.06.00

Tag

LED

LBD

LBD

Tag VLAN

Native VLAN

LED
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3.5.17 Spanning Tree

STP RSTP,MSTP RSTP  MSTP STP RSTP
MSTP
802.1Q0-2005 MSTP
MSTP IEEE MSTP VLAN
MSTP
VLAN 3
(STP RSTP MSTP)
BPDU
VLAN MSTI ID
MSTP
(CIST) CIST MSTP
1
VLAN
VLAN
MSTP MSTP
3

D) 32 [MST Configuration

identification] )
) ( [MST Configuration

identification] )
(3) 4094 ( [MST Configuration identification] VID

) 4094 VLAN
MSTP :
(Y MSTP (STP [STP Bridge Global Settings]
)
(2) MSTP ( MSTI 1D
[MSTI Config Information] )

€)) VLAN MSTP ID ( MSTI 1D [MST

Configuration ldentification] VID )
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( ) MSTP  RSTP STP
( ) ( )
STP (
) RSTP/MSTP )
3
3
BPDU Hello
1 BPDU
STP
MSTP RSTP STP
RSTP RSTP
RSTP
2 (
(P2P) )
BPDU
P2P
P2pP P2P RSTP/MSTP

P2P



STP/RSTP/MSTP

MSTP RSTP BPDU STP
STP MSTP RSTP
RSTP MSTP
STP 2
€Y
@

3.5.17.1 STP Bridge Global Settings
L2 Features > Spanning Tree > STP Bridge Global Settings

F Bridge oha e 4|

STP Global Setting

STP State @ Disabled O Enabled
STP Versian RETP hd

Forwarding BFDU Enabled

Bridge Max Age (G-40) sec

Bridge Hello Time (1-2) 2 Jsee

Bridge Fonward Delay (4-300 SBC

Tx Hold Gount (1-10) [E ltimes

Mz Hops (B-40) tlmes

STP State STP
STP Version STP
3
STP - STP
RSTP - RSTP
MSTP - MSTP
Forwarding BPDU
BPDU
Bridge Max Age
(6-40)
LAN
BPDU
BPDU
6 40
20
Bridge Hello Hello Time 1 2 Root Bridge
Time (1 - 2 Sec) BPDU Global Bridge Hello

Time  STP/RSTP
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Bridge 4 30
Forward Delay
(4-30)

Tx Hold Count Hello (1 10
(1-10) 6

Max Hops (6-40) BPDU

BPDU

2 X -1
2 x Hello +1

vV IA
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3.5.17.2 STP Port Settings
STP

L2 Features > Spanning Tree > STP Port Settings

Port field : M=Trunk Master; T= Trunk Membar
value ; Value2=Actual valug)

External Cost, Edge, P2P and Hello Time fields :

From Port 01 v To Port
PP Port 5TP Enabled v Restricted Rale
Restricted TGN Fonward BPDU | Enabled v
Port | External Cost Edge P2P Port STP Restricted Role Restricted TCMN Forward BFDU | Hello Time |
1 Autorz200000 Auto/Mo Autolfes Enahled False False Enabled 22
2 Auto/200000 Auto/MNo Autalves Enabled False False Enabled 202
3 Autaf200000 AutoiMNo Autolves Enahled Falzse Falze Enahled 2i2
4 Auto/200000 Auto/Mo Autolves Enabled False False Enabled 202
a Autof200000 Autol/klo Autoles Enabled False False Enahled 202 )
5] Autorz200000 Auto/Mo Autolfes Enahled False False Enabled 22
7 Auto/200000 Auto/MNo Autalves Enabled False False Enabled 202 3

Value1Value2 (Malue1=Configured

MST
From Fort 01 hd To Port |01 vl
External Cost (0=Auta) D Migrate IYes 'l Edge IAuto vl
P2P IAuto vl Port STP IEnabIed vl Restricted Role IFaIse vl
Restricted TCN [Fase =] Forward BPDU [Enabled =] HelloTime(1-2) [2 |sec
Apply |
Port | External Cost Edge P2P Port STP Restricted Role Restricted TCM Forward BPDU | Hello Time | =
1 Auto/200000 Auto/No AutolYes Enabled False False Enabled 212
2 Auto/200000 Auto/No AutolYes Enabled False False Enabled 212
3 Auto/200000 Auto/No AutolYes Enabled False False Enabled 212
4 Autof200000 Auto/MNo AutofYes Enabled False False Enabled 202
5 Auto/200000 Auto/No AutolYes Enabled False False Enabled 212
6 Autof200000 Auto/MNo AutofYes Enabled False False Enabled 202
i Auta/200000 Auto/No AutolYes Enabled False False Enabled 212
8 Autof200000 Auto/MNo AutofYes Enabled False False Enabled 2/2 LI
Port field : M=Trunk Master ; T= Trunk Member External Cost, Edge, P2P and Hello Time fields : Value1l/Value2 (Value1=Configured
value ; Value2=Actual value)

STP

STP
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STP (
STP STP
STP VLAN
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From Port/
To Port
External Cost -
(0=Auto)
0 «C )
0( ) - 0
: 100 Mbps = 200000 = 20000

1 200,000,000

Migrate YES BPDU
STP RSTP
802.1D STP 802.1w RST
802.1w

RSTP YES

Edge True
1
BPDU BPDU
Auto
p2pP True (P2P) P2pP
pP2p
P2p
RSTP False P2pP
Auto pP2p p2pP True
( ) P2P P2P False
True
Port STP STP
Restricted True False
Role False
Restricted TCN True False TCN
False

Forward BPDU BPDU
[Apply]
o MAC WEB 802. 1x
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3.5.17.3 MST Configuration Identification
MST MSTI

1 CIST( ) CIST
CIST  MSTI ID

L2 Features > Spanning Tree > MST Configuration ldentification

\ L) gaLiratio e allC

MST Configuration ldentification Settings

Configuration Marme [00:40:66:45:5E:78 |

Revision Level (0-65538) [0 |
Instance ID Settings

MSTI 1D ¢1-4) [ ]

Type Add VID v

WID List (1-4094) [ ]

Total Entries: 1

MSTIID WID List
CIST 1-4094

Configuration MSTI
Name MSTP MAC
STP
Revision Level MSTP 0 65535
(0-65535) 0
MSTI ID (1-4) MSTI 1D
CIST MSTI CIST MSTI
MSTI
Type MSTI 2
VID - VID VID
MSTI ID
VID - VID VID
MSTI ID
VID List MSTI VLAN 1D
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| (1-4094) |
[Apply]

[Edit]

[Delete]

3.5.17.4 STP Instance Settings
MSTI

L2 Features > Spanning Tree > STP Instance Settings

= g e e 0

STP Priority Settings

- — Pty [0 v T

Total Entries: 1

Instance Status Instance Priority

CIST Disabled 32768(Bridoe Priority: 32768, 5Y5 ID Ext: 0)
STP Instance Operational Status

MSTP ID - Designated Root Bridge

External Root Cost - Regional Root Bridoe

Internal Root Cost - Designated Bridge

Root Part - hax Age

Forward Delay - Remaining Hops

Last Topolagy Change - Topology Changes Count

MSTI 1D MSTI 1D 0 CIST( MSTI)

Priority 0 61440

[Apply]
[Edit]

3.5.17.5 MSTP Port Information
MSTP MSTI ID
MSTP

MSTP MAC

L2 Features > Spanning Tree > MSTP Port Information

V ~ O 0 0

pan 0o T
MSTP Port Setting

Instance ID [1  intenal Path Cost(1-200000000) [  Priority 0 v

Port 1 Settings
Designated Bridge Internal Path Cost Prigrity

i A 200000 128 Fonwarding MonStp
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Port
Instance ID MSTI ID 0 CIST(

MSTI)

Internal Path STP
Cost
(1-200000000)
Priority 0 240

[Find]

[Apply]
[Edit]

3.5.18 Forwarding & Filtering

3.5.18.1 Unicast Forwarding Settings
L2 Features > Forwarding & Filtering > Unicast Forwarding Settings

d orward 0 e g
VLAN ID (1-4094) ] MAC Address 00-00-00-D0-00-00 Pot | m v

[Add/Modify]

! |
VLAN 1D MAC VLAN 1D

(1-4094)

MAC Address FDB MAC

MAC
Port MAC
[Apply]
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3.5.18.2 Multicast Forwarding Settings
L2 Features > Forwarding & Filtering > Multicast Forwarding

Settings

vIL]

VLANID (1-4084) [ | MAC Address | | [ clearal [ apply |
Port Select All 1 2 3 [ B o 0

Maone ® ® ® ® ® ® (O] ® ® O]
Egress O O O O O O O O O O

Edress Pors

Total Entries: 0
WLAN Marme MAC Address Made Egress Ports

VLAN ID MAC VLAN ID

(1-4094)

MAC Address FDB MAC
MAC

Port Settings

None -
None

Egress -
[All] None Egress

[Clear All]

[Apply]
[Clear All]

[All]
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3.5.18.3 Multicast Filtering Mode

L2 Features > Forwarding & Filtering > Multicast Filtering Mode

ViLl = - g vioge
From Port To Port Filtering Mode
01 R 01 v Forward Unregistered Groups

Multicast Filtering Made

Forward Unregistered Groups
Fonward Unregistered Groups
Forward Linregistered Groups
Fomward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Farward Unregistered Groups
Forward Unregistered Groups
Fonward Unregistered Groups
Forward Linregistered Groups

=A== A = 7 L RN P

=

From Port/
To Port
Filtering Mode

Forward Unregistered Groups -

Filter Unregistered Groups -

[Apply]
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3.5.19 LLDP

LLDP IEEE 802 LAN IEEE 802 LAN

IEEE 802 LAN

MIB
(\MS)  SNMP

3.5.19.1 LLDP Global Settings
L2 Features > LLDP > LLDP Global Settings

LI Ul e = L]
LLDP State @ Disabled O Enabled
LLDP Forward Message (%) Disabled () Enabled
Message Tx Interval (5-32768) |3EI |sec
Message T Hold Multipliar (2-10) |4 |
LLOF Reinit Delay (1-10) |z |sec
LLDP Tx Delay (1-8192) |2 |sec
LLDP Motification Interval (5-3600) B |sec
LLDP System Information
Chassis |D Subtype MAC Address
Chassis ID 00-40-66-45-5E-78
System Mame
Systermn Description Fast Ethernet Switch
System Capabilities Repeater, Bridge

LLDP State LLDP

LLDP Forward LLDP LLDP

Message LLDP LLDP
VLAN IEEE 802 LAN

Message Tx
Interval (5 32768
(5-32768)
Message Tx Hold LLDP LLDP
Multiplier LLDP

(2-10)

MIB
LLDP Reinit LLDP LLDP LLDP

Delay (1-10) (1 10 )
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LLDP Tx Delay LLDP LLDP MIB LLDP
(1-8192) LLDP
(1 8192 )

LLDP LLDP LLDP

Notification LLDP SNMP

Interval LLDP 5 3600

(5-3600)
[Apply]

3.5.19.2 LLDP Port Settings
L2 Features > LLDP > LLDP Port Settings

L O c L]
From Part To Port Matification Admin Status
01 v 01 A4 Digabled Teand Ry »
Subtype Actian Address
IPd v Disabled w

Note:The [Pv4/IPyvE Address should be the Switch's Address.

klotification Admin Status Subtype Address
1 Disabled T and Rx IPyd
2 Disabled T and Rx P4
3 Digabled T and Rx IPyd
4 Dizabled Tx and Rx IPd
5 Disabled Ty and Rx 1P
A Disabled Txand Rx IPyd
7 Disabled T and Rx IPyd
g Disabled Tx and Rx 1Pvd
9 Disabled T and Rx P4
10 Digabled T and Rx IPvd

From Port/
To Port
Notification LLDP SNMP
SNMP
Admin Status LLDP LLDP
LLDP

TX: LLDP LLDP

Rx: LLDP LLDP

Tx and Rx: LLDP LLDP

Disabled: LLDP LLDP

Tx and Rx

Subtype 1PvA(IP )
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Action
Address IP

[Apply]

3.5.19.3 LLDP Basic TLVs Settings
TLV

L2 Features > LLDP > LLDP Basic TLVs Settings

DP BE \ = (

Fram Port 01 v To Port 01 w

Fort Description Disabled Systermn Mame Disabled

Systern Description Disabled Systermn Capahilities Disabled
1 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
3 Dizabled Dizabled Dizahled Digabled
4 Dizabled Disabled Dizabled Disabled
5 Disahbled Cisahled Disahled Cisabled
A Disabled Disabled Disahled Disabled
7 Disabled Dizabled Disahled Disabled
8 Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled
10 Dizabled Dizahbled Dizahled Digabled

ic TLWs Settings

From Port/
To Port
Port
Description

System Name
System
Description

System
Capabilities
[Apply]
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3.5.19.4 LLDP Dotl TLVs Settings
LLDP Dotl TLV IEEE 802.1 TLV LLDP Dotl TLV
1 IEEE 802.1 VLAN ID TLV
LLDP

L2 Features > LLDP > LLDP Dotl TLVs Settings :

DP Do \ = (]
From Part 1) v TaPort |1 R
PWID Dizabled

Protacol VLANID | Disabled v VLAN Mame  w|[ ]
YLAN Name Disabled v VLANMame e[ ]

Protocol Identity | Disabled v EAPOL v
10 ate FPortand Protocol WD State WID WLAR Mame State  YID Protocol Identity State Praotacal [dentity
1 Dizabled  Disahled Disabled Disabled

2 Disabled  Disahled Disabled Disabled

3 Disabled  Disabled Dizabled Dizabled

4 Dizsabled  Disabled Dizabled Dizabled

5 Disabled  Disabled Dizabled Dizabled

A Disabled  Disahled Disabled Disabled

7 Disabled  Disahled Disabled Disabled

a Dizabled  Disahled Disabled Disabled

9 Disabled Disahled Disabled Disabled

10 Digahled Digabled Dizabled Dizabled

From Port/
To Port

PVID PVID
Protocol VLAN VLAN 1D
ID
VLAN Name VLAN
Protocol
Identity

[Apply]
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3.5.19.5 LLDP Dot3 TLVs Settings
1 IEEE 802.3
TLV LLDP

L2 Features > LLDP > LLDP Dot3 TLVs Settings

DF Do \ g "
From Part o1 v Ta Port 01 w

MACIPHY Configuration Status Disahled » Link Agaregation DCisabled »

Maximumn Frame Size Disabled
') MACPHY Configuration Status Link Aggregation maximum Frame Size

1 Disabled Disabled Dizabled

2 Disahled Disabled Disabled

3 Disahled Disabled Disabled

4 Disahled Disabled Disabled

& Disabled Disabled Disabled

B Disabled Dizabled Disabled

7 Dizahbled Digabled Dizabled

g Disabled Disabled Dizabled

q Disahled Disabled Disabled

10 Disahled Disabled Disabled

From Port/
To Port
MAC/PHY LLDP MAC/PHY TLV IEEE
Configuration 802.3 2 /
Status

MAU
Link Aggregation LLDP TLV

MID

Maximum Frame Size LLDP TLV
[Apply]
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3.6 QoS

802.1p QoS
QoS
QoS
VolP WEB
3
2
QoS
4
3
8
0 01
1 Q0
2 Q0
3 01
4 02
5 02
6 Q3
7 Q3
4

IEEE 802.1p

G
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3.6.1 Bandwidth Control

QoS > Bandwidth Control

=l WG # #
From Part To Part Type Ma Limit Rate (64-1024000)
01 v|[ o1 v |[Rx v||Disapled v | |knitrsec
Bandwiidth Control Table
Port Ry Rate (Khitisec) Tx Rate (Khiti'sec) Effective R (Khitisec) Effective T (Khitigec)
1 Mo Limit Mo Lirnit Mo Limit Mo Limit
2 Mo Lirmnit Mo Lirnit Mo Limit Mo Limit
3 Mo Limit Mo Limit Mo Limit Mo Limit
4 Mo Limit Mo Lirnit Mo Limit Mo Limit
] Mo Lirmnit Mo Lirnit Mo Limit Mo Limit
b Mo Limit Mo Limit Mo Limit Mo Limit
7 Mo Limit Mo Lirnit Mo Limit Mo Limit
g Mo Lirmnit Mo Lirnit Mo Limit Mo Limit
9 Mo Limit Mo Limit Mo Limit Mo Limit
10 Mo Limit Mo Lirnit Mo Lirmit Mo Limit

From Port/
To Port
Type Rx( ) Tx ( ) Both

No Limit

Rate Kbits/
(64-1024000) 64 1,024,000 64
[Apply] [Bandwidth Control Table]

0 64-1024000Kbps 62.5Kbps
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3.6.2 Traffic Control

drop
drop
Shutdown
countdown
(10 300

[Port Configuration]

QoS > Traffic Control

shutdown

0 1800

@
[Configuration]

Traffic Control Settings
From Part I 01 'l To Port 01 b
Action [orer =] Count Down (0-1800) [0 se
Time Interval (5-30) [ Jsec Threshold (4-1000000) Khitrs
Recover Time {10-300} 300 et
Storm Control Type |None j Apply |
Part Starm Contral Type Action Threshald Count Down Interval Recaver Time
1 Broadcast Shutdown fid4 0 10 1]
Broadeast Shutdown G4 0 10 1]
i} Broadcast Shutdown h4 0 10 1]
4 Broadcast Shutdowen 64 1] 10 60
] Broadcast Shutdowen G4 1] 10 60
4 Broadcast Shutdowen G4 1] 10 60
7 Broadcast Shutdown iL) 1] 10 41
g Broadcast Shutdown f4 0 10 60
e} Broadeast Shutdown G4 0 10 1]
10 Broadcast Shutdown h4 0 10 1]
1 Broadcast Shutdowen 64 1] 10 60
12 Broadcast Shutdowen G4 1] 10 60
13 Mane Drap i) 1] ] 300
14 Mone Crop iL) 1] ] 300
15 Mane Cirop 64 1] a 300
16 MHane Cirop 64 1] 5 300
17 MNone Crop 64 1] ] 300
18 Mane Drap G4 1] 5 300
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Traffic Control Settings

From Port/
To Port

Action

drop shutdown
Drop -

Shutdown -

10 300

[Configuration] [Port Configuration]

Count Down
(0 to 1800)

0 1800 0

Time Interval
(5-30)

Threshold
(64- 1000000)

Kbit/ packets/
64 1,000,000 64

Recover Time
(10-300)

10 300
300

Storm Control
Type

: Broadcast Multicast Unknown
Unicast Broadcast + Multicast Broadcast + Unknown Unicast Multicast +
Unknown Unicast Broadcast + Multicast + Unknown Unicast None

[Apply]
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(1) ( )
0

10 300

3.6.3 802.1p Default Priority
802.1p

QoS > 802.1p Default Priority :
From Port To Part Priarity

(o~ [ o ¥ [0

Settings

'U
=1
=

Friarity
0

=R e N A= RS Nl A S e
ooloo o o oloo

sy

802.1p

[Apply]
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3.6.4 802.1p User Priority
802.1p

QoS > 802.1p User Priority

Priority

a Clags-1 v
1 Class-0 v
2 Class-0 v
3 Class-1 v
4 Class-2 v
i} Class-2
B Clagss-2 v
7 Clags-3
802.1p
Class 1D Class-0 3 ID
[Apply]

3.6.5 QoS Scheduling Settings

QoS

QoS

QoS > QoS Scheduling Settings

L0 =L L - L
QoS Scheduling Mechanism Settings

Scheduling Mechanism Strict w

QoS Scheduling Weight Settings

Apply

Mechanism Wieight (1-55)

Class-0 Strict 1
Class-1 Strict 2
Class-2 Strict 4
Class-3 Strict g
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Scheduling
Mechanism

Weight (1-55) 1 55
[Apply]

3.6.6 Priority Mapping

QoS > Priority Mapping

= # \ ) L]
From Part To Part Priarity Ethernet Priority IP Priority
mo v 01~ Owee O O [_aply |
Paort Ethernet Priority IP Priarity
1 802.1p Off
2 802.1p Off
3 g02.1p Off
4 802.1p Off
] 802.1p Off
3 g02.1p Off
7 g02.1p Off
g 802.1p Off
9 g02.1p Off
10 g802.1p Off

From Port/
To Port
Priority [None] IP
Ethernet [Ethernet Priority] 802.1p
Priority
IP Priority [IP Priority]
TOS DSCP
[Apply]
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3.6.7 TOS Mapping
(T0S)

QoS > ToS Mapping

Class ID
Clags-0
Clags-0
Class-0
Clags-0

Clags-0
Clags-0

CL0 0 S

o
1
2
3
4 Class-0
i
B
7

Clags-0

Apply

Class ID Class-0 3 ID
[Apply]

3.6.8 DSCP Mapping
DSCP

QoS > DSCP Mapping

D F Mapping

DSCF Value Class 1D

a v Class-0 Apply

DSCP Class ID G
1} 1}

=
olo|olala|o|alalala|alelala|lalalala|lalalala|la|lalala|la|a

DSCP Value DSCP DiffServ

Class ID Class-0 3 ID
[Apply]
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3.7 Security
3.7.1 Trusted Host

IP
WEB GUI Telnet
IP
IP [Add]
Security > Trusted Host :
L
Permitted Access IP l:l Net Mask l:l

Delete all

Trusted Host Table
Group ermitted Access

Note: Create a list of IP addresses that can access the switch. Your local host IP address must be one of the IP addresses to avoid disconnection

SNMP
IP

Permitted IP
Access IP

Net Mask

[Add]
[Delete All]

3.7.2 Port Security

WEB

3.7.2.1 Port Security Port Settings
MAC MAC
MAC

[Apply]

( MAC

Admin State

Security > Port Security > Port Security Port Settings
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=0 2CL v =0 = U]

From Port To Port Admin State Max Learning Address (0-64)  Lock Address Mode
01 w || o1 v| |Disabled | o ] Delete on Reset v
Port Security Port Table
Faort Admin State Max Learning Address Lock Address Mode
1 Digahled 1 DeleteOnTimeout
2 Disahled 1 DeleteOnTimeout
3 Disabled 1 DeleteOnTimeout
4 Disabled 1 DeleteOnTimeout
] Disahled 1 DeleteOnTimeout
[ Disabled 1 DeleteOnTimeout
7 Disabled 1 DeleteOnTimeout
a Disahled 1 DeleteOnTimeout
9 Disabled 1 DeleteOnTimeout
10 Disabled 1 DeleteOnTimeout

From Port/
To Port

Admin State ( MAC )

Max. Learning MAC MAC
Address (0-64)
Lock Address MAC
Mode

Permanent -

Delete on Timeout -

Delete on Reset -

[Apply]

0 MAC WEB 802.1x

3.7.2.2 Port Security FDB Entries
[Clear]

Security > Port Security > Port Security FDB Entries
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Clear Locked Entries

From Port o1 v

To Port 01 v

3.7.3 Authentication Setting

Security > Authentication Settings

Clear

Configure Authorized Mode
FromPort  To Port

01 - 28 -

Authorized Mode
Host-based -

Multiple Authentication Table
Port Authorized Mode
1 Host-based
2 Host-based
3 Host-based
4 Host-based
5 Host-based
G Host-based
7 Host-based
8 Host-based
] Host-based
10 Host-based
11 Host-based
12 Host-based
13 Host-based
14 Host-based
15 Host-based
16 Host-based
17 Host-based
18 Host-based
19 Host-based
20 Host-based
21 Host-based
22 Host-based

Apply

»

m

From Port - To

Port

Authorized

Mode Host-based -
Port-based -

[Apply]
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3.7.4 802.1X

802.1X
) - RADIUS
1
) - 16 MAC
RADIUS MAC
3.7.4.1 802.1X Settings
Security > 802.1X > 802.1X Settings
oL e 0}
B02.1X State @ Disahled O Enabled
Auth Mode MNone v
Auth Protacol RADILIS EAP v
802.1X Port Access Control
From Port 01 v|  ToPor 01 v
QuietPeriod (0-65535) sec SuppTimeout (1-65535) sec
ServerTimenut (1-85535) sec MaxRes (1-10) 2 times
TxPeriod (1-65535) 30 |sec ReAuthPeriod (1-65535) 3600 set
ReAuthentication Disahled ~ Fort Contral Auta v
Capatility Mone v Direction Buth v
) Part . Quiet Supp- Seret- Refuth - .
Port | AdmDir contral TxPeriod Patind Tk || Tnean MaxReq Patind ReAuthenticationf Capability
1 [ Both [ Auto 20 60 a0 30 2 3600 Disakled Mone
<

802.1X State

802.1X

Auth Mode

802.1X

[Port Based]

[MAC Based]

Auth Protocol

[Local]

[RADIUS EAP]

From Port/To
Port

QuietPeriod
(0-65535)

60

SuppTimeout
(1-65535)

30

ServerTimeout
(1-65535)

30

MaxReq (1-10)

EAP
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TxPeriod EAP /
(1-65535) 30
ReAuthPeriod (1 65535 )
(1-65535) 3600
ReAuthenticati
on
Port Control
[ForceAuthorized] 802.1X
802.1X
[ForceUnauthorized]
[Auto] 802.1X
EAPOL
EAPOL
Auto
Capability 802.1X
[Authenticator]
[None] 802.1X
Direction
[in]
[Both]
[Apply]
[Refresh]
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3.7.4.2 802.1X User
802.1X

[Apply]
[Delete]

Security > 802.1X > 802.1X User

802 1% User Password Confirm Passward

— — T

Note: Password/User Name should be less than 15 characters

802.1X User Table Total Entries: 0
i

802.1X User 802.1X
Password 802.1X
Confirm 802.1X
Password

[Apply]

3.7.4.3 Authentication RADIUS Server
RADIUS

Security > 802.1X > Authentication RADIUS Server

Index 1 A

IP Address 0.0.0.0
Authentic Port (1-85535) 1812
Accounting Port (1-65535) 1813

Timeout (1-255) secs
Retransmit (1-255) E  rimes
Key (Max32 characters) I:l
Gontm I
[—Tr—
RADIUS Server List
Index IP Address Auth-Port AcckPort Timeout Retransmit ey

Index RADIUS 3
RADIUS
RADIUS
IP Address RADIUS IP
Authentic Port RADIUS UDP 1812
(1-65535)
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Accounting Port | RADIUS UDP 1813
(1-65535)
Timeout (1-255) (1 255 5
Retransmit (1 255 2

(1-255)
Key RADIUS
(Max. length 32 | 32
characters)

[Apply]
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802.1X MAC 2

802.1X [802.1X Settings] 802.1X

Security > 802.1X > Initialize Port(s)

From Port 01 v | ToFort o1 v

Initialize Port Table
Fort Auth PAE State Backend_State Port Status

[Apply]
MAC [802.1X Settings] 802.1X MAC

Security > 802.1X > Initialize Port(s)

a e o
fompar [ 0 %] Topen T e  — —r—

MAC MAC
MAC [Apply]
0 [802.1X Settings] (Security > 802.1X >
802.1X Settings) 802.1X 802. 1X
802.1X MAC 802.1X [Initialize
Port(s)]

From Port
To Port
Port
Auth PAE State PAE [Initialize]
[Disconnected] [Connecting] [Authenticating]
[Authenticated] [Aborting] [Held] [ForceAuth]
[ForceUnauth] [N/A]

117/211



Backend State . [Request]
[Response] [Success] [Fail] [Timeout] [1dle]
[Initialize] [N/A]
Port Status [Authorized] [Unauthorized]
[N/A]
MAC Address MAC
[Apply]
2 802.1X MAC
802.1X [802.1X Settings] 802.1X

Security > 802.1X > Reauthenticate Port(s)

From Port 01 v| ToPor 01 v

Reamh?‘nt:tcme pat Tab.:lth PAE State Backend_State Fort Status J
[Apply] [Apply]
0 [802.1X Settings] (Security > 802.1X >
802.1X Settings) 802.1X 802.1X

[Reauthenticate Port(s)]

MAC [802.1X Settings] 802.1X  MAC

Security > 802.1X > Reauthenticate Port(s)

fompor 0w Topon (I — T

MAC MAC
MAC
[Apply]
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From Port

To Port

MAC Address

Auth PAE State

> [Initialize]

[Disconnected] [Connecting] [Authenticating]
[Authenticated] [Aborting] [Held] [ForceAuth]
[ForceUnauth] [N/A]
Backend_State > [Request] [Response]
[Success] [Fail] [Timeout] [1dle]
[Initialize] [N/A]
Port Status [Authorized] [Unauthorized]

[N/A]

[Apply]
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3.7.5 SSL Settings

ssL
@
(DSA)
@
1)
2
2) CBC
€))
MD5
4
3

Rivest Shamir Adleman(RSA)

SHA 2

SSLv3d  TLSvl
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DHE DSS Diffie-Hel Iman(DHE)

2
RC4 128 RC 4
(DES) 3DES EDE
1
TFTP
SSL



SSL TFTP

SSL
.der

SSL

SSL 4

SSL HTTP SSL WEB GUI
WEB SSL URL
https:// ( https://10.90.90.90)
WEB GUl

Security > SSL Settings :
(SStSeffings ————————

SSL Settings

551 State @ Dizabled O Enanled

Cache Timeout (60 - 85400) [00 Jsec

Note: e will be disabled ifSSLis enabled.
SSL Ciphersuite Settings

RSAwith RC4_128_MD5 O Disabled (& Enabled

RESAwith 3DES EDE CBC SHA O Disabled & Enabled

DHE D55 with 3DES EDE CBC SHA O Disabled & Enabled

RS& EXPORT with RC4 40 MDS O Disabled (& Enabled
SSL Certificate Download

Server IP Address | |

Certificate File Name | |

Key File Mame | |
Current Certificate Loaded with RSA Certificate!
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SSL [Apply]

SSL Settings
SSL Status SSL

Cache Timeout SSL
(60-86400)

SSL SSL

600

SSL Ciphersuite Settings
RSA with RSA RC4
RC4_128 MD5 128 MD5

RSA with 3DES RSA CBC 3DES_EDE
EDE CBC SHA SHA

DHE DSS with DSA Diffie Hellman CBC
3DES EDE CBC SHA 3DES_EDE SHA

RSA EXPORT with RSA
RC4 40 MD5 RC4 40

SSL Certificate Download

Server IP TFTP IP
Address
Certificate
File Name .der ( c:/cert.der

Key File Name

.der ( c:/pkey.der
[Download] SSL
[Apply]

0 ssL HTTP

URL https://

WEB
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3.7.6 SSH
SSH
SSH

SSH
)

PC(SSH

(1) [Configuration] [User Accounts]

SSH

(2) [SSH User Authentication]

(3) [SSH Authmode and Algorithm Settings]

() [SSH Settings]

SSH

3.7.6.1 SSH Settings
SS

T

SSH
SSH

SSH

Security > SSH > SSH Settings

“sSeemfgg———mmm

S5H Benver State @ Disabled O Enabled

SSH Global Settings
Max. Session (1-8)
Caonnection Timeout {120-600)

Authfail Atermpts (2-20) times

o] (=
=
=
<
w
2

Rekey Timeout Mever

Apply

Apply
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SSH Server State SSH
Max Session (1-8) 1 8

Connection 120 600
Timeout (120-600) 120

Authfail Attempts SSH SSH
(2-20)

Rekey Timeout
Never 10min 30min 60min
Never

[Apply]
3.7.6.2 SSH Authmode and Algorithm Settings

Security > SSH > SSH Authmode and Algorithm Settings

SSH Amrhentication Mode Settings

Passward Public Key Host Based
Encryption Algorithm

3DES-CBC AES128-CBC AES182-CBC AES256-CBC Cast128-CBC

ARG Blow-fish-CAG Twnfish 35 Twofish192 Twnfizh255
Data Integrity Algorithm

HMAC-MDS HMAC-SHAT
Public Key Algorithm

HMAC-RSA HMAC-DSA

SSH Authentication Mode Settings

Password
Public Key SSH
Host-based
SSH Linux
SSH

Linux
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Encryption Algorithm

3DES-CBC 3DES
Blow-fish CBC Blow-fish
AES128-CBC AES128
AES192-CBC AES192
AES256-CBC AES-256
ARC4 ARC4
Cast128-CBC Cast128
Twofish128 Twofish128
Twofish192 Twofish192
Twofish256 Twofish256
Data Integrity Algorithm
HMAC-SHAL SHA1
HMAC-MD5 MD5

Public Key Algorithm
HMAC-RSA RSA
HWAC-DSA DSA
[Apply]

3.7.6.3 SSH User Authentication Lists

SSH

Security > SSH > SSH User Authentication Lists

Auth. Mode

Host Mame

Password
Note: Maximum 8 entries and Host Name should be less than 32 characters .
[Configuration] [User Accounts]
adpro SSH
SSH [Edit]
H U ¥

Auth. Mode
Pagsword v
MNote: Maximum 8 entries and Host Mame should be less than 32 characters .

Host Mame

Apply
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User Name SSH 15

Auth. Mode
Host Based - SSH

SSH

Host Name - SSH 32
Host IP - SSH IP
Password -
Public Key - SSH

Host Name SSH 32

Host IP SSH IP

[Apply]

0 SSH
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3.7.7 Access Authentication Control

Access Authentication Control TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS TACACS/XTACACS/TACACS+/RADIUS
TACACS 3
TACACS
(1) TACACS - 1 TACACS UDP
(2) XTACACS - TACACS TACACS
UDP
(3) TACACS+ - TACACS+ 1
TACACS+ TCP
TACACS+

TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS (
TACACS/XTACACS/TACACS+/RADIUS 3
€Y)
@
®
4 TACACS
XTACACS TACACS+ RADIUS
2
TACACS
TACACS
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(TACACS/XTACACS/TACACS+/RADIUS/ /

TACACS/XTACACS/TACACS+/RADIUS

[Enable Admin]

0 TACACS XTACACS TACACS+
( TACACS
TACACS )

3.7.7.1 Authentication Policy Settings

Security > Access Authentication Control > Authentication
Policy Settings :
L —

Authentication Policy Disabled &
Response Timeout (0-255) sec
User Attampts (1-255) B times

Apply

[Enable Admin

Awthentication policy is disabled !
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Authentication
Policy

Response Timeout 0 255
(0-255) 30

User Attempts
(1-255)

60 Telnet
WEB GUI 1
255 3

[Apply]

3.7.7.2 Application Authentication Settings

(
) Telnet SSH HTTP

Security > Access Authentication Control > Application

Authentication Settings

0 g

Login Method List Enable Method List
default
default
default
default

Consoale default
Telnet default
S5H default
HTTP default

L3 B K XS
LIRS K9 K9

Apply

Application Telnet
SSH HTTP

Login Method
List

[Login Method Lists]

Enable Method
List

[Enable Method Lists]

[Apply]
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3.7.7.3 Authentication Server Group

TACACS/XTACACS/TACACS+/RADIUS

Security > Access Authentication Control > Authentication Server
Group

AULRENRtICation sever sroup
Sever Group List |Etm Sever Group |
Group Mame (Max: 15 characters) I:l |
Total Entries: 4
Group Mame
radius
tacacs
tacass+
staracs

[Edit]

[Edit Server Group] :
e —

Sewet Group List |EditSeveerup |

Group Mame (Max 14 characters) I:l

Server Host

IP Address ] Protocal [ TACACS v |[___add ]

Host List

IP [Add]
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L

0 4 TACACS
TACACS/XTACACS/TACACS+

3.7.7.4 Authentication Server
TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS
16

Security > Access Authentication Control > Authentication Server

A 8 atio erve
Frotocol TACACS v Timeout {1-265) R
Key (Max: 254 characlers) [ ] Retansmit-255) [ Jtimes

Retransmit

Total Entries: 0

1P

IP Address
Port (1-65535) 1 65535
TACACS/XTACACS/TACACS+ 49
RADIUS 1812

Protocol

TACACS - TACACS

XTACACS - XTACACS

TACACS+ - TACACS+

RADIUS - RADIUS

Timeout (1-255)
5
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RADIUS

Key TACACS+
254

Retransmit
(1-255)
[Apply]

TACACS/XTACACS/TACACS+

3.7.7.5 Login Method Lists
(

TACACS XTACACS

TACACS
2 TACACS

XTACACS XTACACS

TACACS/XTACACS/TACACS+/RADIUS

[Enable Admin]

Security > Access Authentication Control > Login Method Lists

0q Viethod

Method List Marne (Max 15 characters) I:l

Friority 1 v Priority 2

Priority 3 Priarity 4.
T

Priority 4

Total Entries: 1
Priority 1 Priority 2 Priority 3
Edit

local

default

1
[Delete]

[Edit]
[Apply]
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Method List ( 15 )
Name
Priority 1, 2, 4
3, 4

tacacs - TACACS
TACACS

xtacacs - XTACACS
XTACACS

tacacs+t - TACACS+
TACACS+

radius - RADIUS
RADIUS

server_group -

local -

none -

[Apply]

3.7.7.6 Enable Method Lists

(Admin 8
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Security > Access Authentication Control > Enable Method Lists

die e UL
Method List Marne (Max 15 characters):
Priofity 1: v Priotity 2:
Friority 3: Friority 4:

Apply

Total Entries: 1

hethod List Mame Friarity 1 Priority 2 Priority 3 Priarity 4

default local_enable e e e
[Delete]
[Edit]
[Apply]
Method List ( 15 )
Name
Priority 4
1, 2,3, 4

local _enable -
Local Enable

Password Settings
none -

radius - RADIUS

RADIUS
tacacs - TACACS

TACACS
xtacacs - XTACACS

XTACACS
tacacs+ - TACACS

TACACS
server_group -

[Apply]
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3.7.7.7 Local Enable Password Settings
[enable admin]

Security > Access Authentication Control > Local Enable Password
Settings

¥ e
Old Local Enable Passward (Max: 15 characters) l:l

MNew Local Enable Password

Confirm Local Enable Password l:l

[Apply]

Old Local Enable
Password (Max: 15
characters)

New Local Enable
Password 15

Confirm Local

Enable Password
[Apply]
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3.7.8 MAC-based Access Control

MAC
RADIUS MAC
RADIUS MAC
MAC
MAC
FDB
GVRP MAC

3.7.8.1 MAC-based Access Control Settings

MAC
RADIUS MAC
VLAN
Security > MAC-based Access Control > MAC-based Access Control
Settings :
VIAC-Dased Access Lontrol settings
MBA Global State O Enabled @ Disabled
Method Password |‘? |
Authentication Failover Disabled || Max User (1-128)  [128 |0 Mo Limit
Authorization Network Disabled MAC Format |Uppercase. Mone M
Password Type | Manual String M
Port Settings
From Port  To Port State Aging Time (1-1440) Hold Time (1-300) Max User (1-128)
01 |v| |01 [v]| [Disabled [v] [1440 |min Clinfinite sec [ Infinite sec [ No Limit
| Part State Muode Aging Time (Mins) Hold Time (Secs) Max User :]
1 Disabled Host Based 1440 300 128
Disabled Host Based 1440 300 128
3 Disabled Host Based 1440 300 128
4 Digahled Host Based 1440 300 125
5 Disabled Host Based 1440 300 128 =
6 Disabled Host Based 1440 300 128
7 Disahled Host Based 1440 300 128
3 Dizahled Host Based 1440 300 128
9 Disabled Host Based 1440 300 128
10 Disabled Host Based 1440 300 128 |
" Dizahled Host Based 1440 300 128
12 Disabled Host Based 1440 300 128
13 Disabled Host Based 1440 300 128 el
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MBA Global MAC
State
Method MAC

Local - MAC MAC

MAC
MAC
RADIUS - RADIUS MAC
MAC RADIUS
Password RADIUS
default
Max User 1 128 128
(1-128) ( 128) No Limit FDB
8K

Authentication RADIUS
Failover
Authorization RADUIS
Network (VLAN )
MAC Format MAC MAC

Uppercase, None -

Uppercase, Hyphen -

Lowercase, None -

Lowercase, Hyphen -
Password Type MAC

manual_string - RADIUS

client_mac_address - RADIUS MAC

[Apply]
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From Port/
To Port
State MAC

Aging Time 1 1440 1440

(1-1440) Infinite

Hold Time 1 300 300

(1-300) Infinite

Max User 1 128 128
(1-128) ( 128) No Limit FDB
8K

[Apply]
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3.7.8.2 MAC-based Access Control Local Settings
MAC VLAN
VLAN MAC
VLAN 128 MAC

Security > MAC-based Access Control > MAC-based Access Control
Local Settings :

VIAC-Dased ACCess Lontrol Local setlings

wachgoress| | wanmameo[ [ waww o[ ]

( Add | [ Delete By MAC | [Delete By vLAN| | Find By MAC | [ Find By viLan | [ view all

Total Entries: 1
MAC Address VLAN Name VLAN ID

00-11-22-33-44-55 default 1 Edit By Name Edit By ID

[Add]

[Delete By MAC] MAC

[Delete By VLAN] VLAN 1D
[Find By MAC] MAC

[Find By VLAN] VLAN ID
[View All]

[Edit By Name] VLAN
[Edit By ID] VLAN ID
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3.7.9 Web Authentication
WEB
WEB 1Pv6

3.7.9.1 Web Authentication Settings

WEB
WEB Security > Web Authentication > Web Authentication
Settings
Weh Authe ST = 0
State Disabled - Method Local -
Authentication Failover ~ Disabled - Port Number(1-65535) @ HTTP ) HTTPS
Virtual IP Redirection Path [
RADIUS Authorization Enabled ~ Local Authorization Enabled =
Apply

State WEB Enabled Disabled
Authentication RADIUS
Failover

Virtual IP P IP

IP "0.0.0.0" WEB
RADIUS RADIUS RADIUS
Authorization
Method WEB RADIUS
RADIUS Local

Port Number HTTP HTTPs TCP HTTP HTTPs
HTTP HTTPs CPU

HTTP 80 HTTPS
443
HTTP HTTP  TCP 443
HTTPS  TCP 80

Redirection
Path URL

Local
Authorization

[Apply]
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3.7.9.2 Web Authentication User Settings
WEB
WEB Security > Web Authentication > Web Authentication User

Settings

Create User
User Name @ VLAN Name () VLAN ID(1-4094) Password Confirmation
|| || | | || | [ Apply | [ Delete all

Total Entries: 0

VLAN Mame VID Password

User Name WEB

VLAN Name WEB VLAN
VLAN 1D WEB VLAN ID
Password WEB

Confirmation WEB

[Apply]

[Delete All]
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3.7.9.3 Web Authentication Port Settings

WEB
WEB Security > Web Authentication > Web Authentication Port

Settings

vvep ALl -~ ALIO =0 = L]

Port Settings

From Port o1 - To Port i -

State [Disabled =] Aging Time (1-1440) [ min minite

Block Time (0-300) 0 Jse

Apply

Aging Time Block Time

Disabled 1440 60
2 Disabled 1440 <11]
3 Disabled 1440 60
4 Disabled 1440 60
g Disabled 1440 60
5] Disabled 1440 <11]
7 Disabled 1440 60
8 Disabled 1440 60
] Disabled 1440 60
10 Disabled 1440 <11]
11 Disabled 1440 60
12 Disabled 1440 60
13 Disabled 1440 60
14 Disabled 1440 <11]
15 Disabled 1440 60
16 Disabled 1440 60
17 Disabled 1440 60
18 Disabled 1440 G0

From Port - To
Port

State WEB Enabled Disabled

Aging Time Infinite

Block Time block time

[Apply]

‘I]' WEB

IP IP TCP
ICMP,UDP

1Pv6
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3.7.9.4 Web Authentication Customize
WEB

WEB
Web Authentication Customize

pnese  VJloen |

- O P~

WebZ OS5 12

Security > Web Authentication >

.'lﬁiﬁi*‘/l TLEES Fo FU-SEREY

Blesz2: 2mim

.TEL o 123-4587

: taro.kinzoku.ab@hitachi-metals.con|

English/Japanese

Login/Logout

Customize 1 8
Textbox(1-8)

70

35

[Clear]

[Apply]
[Preview]
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web32 OS2,
BT 0
o0

[JU]] dlLE

MATL

WEB Security > Web Authentication
> Web Authentication Customize Logout

neee o Losnt (v
MEAT—HA: Fe

O 2 BRI
SOOI EOERL D, FROSALERLT TR,
il

Thank you!

Customize Textbox

CHIRAAFERGSEVHITTFREATERBRCEI L,

(L& E]

EIR AT LGRS Fo PO JEREY

i B EEAE

TEL o 123-4587

t taro.kinzoku.abBhitachi-metals. con|
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English/Japanese
Login/Logout

Customize 1 8
Textbox(1-8)

70 35

[Clear]

[Apply]
[Preview]

BRAT—A32A:

WebZZEO L7 A7,
[ Eor B Pl )
CD O FOFERRL D, FEEDFALERLT FaL.

Thank vou!

Foy D — 2 EREY

1. ablthitachi-metal
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3.8 (ACL)

MAC
IP

3.8.1 ACL Configuration Wizard
ACL

ACL > ACL Configuration Wizard

General ACL Rules
Profile ID {1-512) Access D (1-65535)
i | O Auto Assign

From

Ay v

To

Any v

Action

Patmit ~

Option

[ ea:64-1024000)
L Jesss

Rate Limiting R4
Pors v

Apply

HNote: ACL Wizard will create the access profile and rule automatically
For advanecd access profilefrule setting. you can manually configure it in Access Profile List.

Profile ID 1 512
(1-512)
Access ID 1 65535
(1-65535)
From [MAC Address] [IPv4 Address] [IPv6] [Any]

To [MAC Address] [IPv4 Address] [Any]
[1Pv6] IPv6
1Pv6

Action [Permit]

[Deny]

[Mirror]

Option [Rate Limiting] [1P Priority] [Replace DSCP]
Ports

[Apply]
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3.8.2 Access Profile List

(MAC IP

ACL > Access Profile Lists

CAccessPromELSt

[ AddacLerofile || Delete All ] Total Used Rule Entries / Total Unused Rule Entries: 0 /512
Profile ID Profile Type Owner Type I I
1 Ethernst ACL Show Details || Add/View Rules Delete
2 IP ACL Show Details || Add/View Rules Delete
3 IPvG ACL Show Details || Add/View Rules Delete
4 Packet Content ACL Show Details || Add/View Rules Delete
ACL [Add ACL Profile]
Add A P
Select Profile ID
Select ACL Type
@ Ethemet ACL O IPvd ACL
O 1Py ACL O Packet Cantent ACL

‘You can select the field in the packet to create filtering mask

MAC Address WLA 2.1P Ethernet Type PayLoad

MAC Address

Olsowcemacmask [ ]
Oo 1 MAC Mask

802.1Q VLAN

Cvian

vANMask R ]

802.1P
[“802.1p

Ethernet Type

[ Ethernet Type

<Back ] [ Create
4 ( MAC
) IP(IPv4)
IPv6 4 4
1 512 ID (

ACL ( Ethernet ACL ) [Select]
( MAC 802.1Q VLAN 802.1p

[Create] 1

( 802.1p [Access Profile List]

[<<Back]
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Select ACL Type (MAC 1Pv4 1Pv6
[Ethernet ACL] 2
[1Pv4 ACL] IPv4
[1Pv6 ACL] IPv6

[Packet Content ACL]

MAC Address [Source MAC Mask] MAC
[Destination MAC Mask] MAC
802.1Q VLAN VLAN - VLAN

VLAN Mask O-FFF - VLAN

VLAN
802.1p 802.1p
Ethernet Type
[Add ACL Profile] [Create] [Access Profile List]

[Add ACL Profile]

[Delete] [Delete All]
[Show Details]
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[Add/View Rules]

[ addacLprofile [ Delste All | Total Used Rule Entries / Total Unused Rule Entries: 0 /512
Profile ID | Profile Type | Qwner Type | | | |
1 | Ethernet [ ACL |Cshow Details J[Add/view Rulss Delste

[Show Deta

ACL Profile Details

Frofile ID
Profile Twpe
COwenet Type
anz.1pP

Show &ll Profiles

1
Ethernet
ACL
fes

[Access Profile List]

[Show All Profiles]
[Add/View Rules]

[ <<Back | [ AddRule

Profile Information

Profile ID

Owner Type

Rule Detail

1 Profile Type

ACL 202.1P

(Keep aninput field as blank to treat the corresponding option as do not care)

Access ID (1-65535)
802.1P (0-7)

Rule Action

Action

Priority (0-7)

Replace Priority
Replace DSCP (0-63)
Counter

Ports

1 [ Auta Assign

Permit -

1o
=

Disabled =
| | e.0.01.4-69)

Ethernet

Yes

m

[ Previous page ] [ Apply =
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Access ID
(1-65535)

Auto Assign -

[Apply]

1 65535

1D

VLAN Name

VLAN

VLAN 1D
(1-4094)

Mask

0-FFF

- VLAN ID

VLAN ID

VLAN

VLAN 1D

Source MAC
Address

MAC

MAC

Source MAC Mask

MAC

MAC 16

Destination MAC
Address

MAC

MAC

Destination MAC
Mask

MAC

MAC

802.1p (0-7)

802.1p

Ethernet Type
(0-FFFF)

16 802.10Q

Action

[Permit]

[Deny]

[Mirror]

Priority (0-7)

802.1p

) CoS

CoS 802.1p

QoS

Replace
Priority

CoS

802.1p (

802.1p
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Replace DSCP DSCP  (
(0-63) )

Counter

Ports

[Access Rule List]

Ethetnet Permit

Show Details Delete Rules

[Show Details] [Access

Rule Detail Information] :

bcLrueetals

5
3.8.3 Access profile list-1Pv4 ACL

1Pv4 ACL [Access Profile List] [Add ACL Profile]

1 512 ID [1Pv4 ACL]
[1ICMP] [IGMP] [TCP] [UDP]

[Protocol ID] [Select] (

[ICMP] [IGMP] [TCP] [UDP]  [Protocol 1D]

):

Rdd A Brofile

Select Profile ID 2 v
Select ACL Type
O Ethernet ACL
O 1Pv8 ACL
You can select the field in the packet to create filtering mask

@ IPvd ACL
O Packet Content ACL

ICHP v

[ seka ]

L2 Header

1Pvé Address

802.1Q VLAN
Clvian

VLANMask O-FFF) |

IPv4 DSCP
[“Ioscr

IPv4 Address

Clsource PMask [ |
Oo 1 1P Mask

ICMP
[T icme

ICMP Type

ICMP Code

<<Back

] [ create
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[Access Profile List]

[Create]
[<<Back]

VLAN VLAN
IPv4 DSCP DiffServ
IPv4 Address [Source IP Mask] 1Pv4
[Destination IP Mask] 1Pv4
ICMP [1CVMP] 1CMP
[1CMP Type] ICMP
[1CMP Code] ICMP
1GMP [1GMP] 1GMP
[1GMP Type] 1GMP
TCP [TCP] TCP
[TCP]
[TCP]
Source Port Mask (O-FFFF) - TCP
16 (16 0x0-0xFFff)
Destination Port Mask (O-FFFF) - TCP
16 0x0-0xffff)
TCP Flag Bits - [URG] [ACK] [RST] [SYN] [FIN] [Check
All]
Ubp [UDP] UbP
[UDP]
Source Port Mask - TCP
16 (16 0x0-0xFFff)
Destination Port Mask - TCP
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16 (16 0x0-0xffff)
Protocol ID [Protocol ID Mask]

ID
Protocol ID Mask (0-FF) - IP

[Apply]

[Create] [Access Profile List]

[Add ACL Profile]
[Delete]
[Delete All]
[Show Details]

[Add/View Rules]

[ addacLprofle || Delsts Al | Total Used Rule Entries / Total Unused Rule Entries: 0 /512
Profile ID Profile Type Owner Type | |
1 Ethernet ACL Show Details || Add/View Rules Dslete
2 IP ACL Add/Wiew Rules Delste

[Show Details]

ACL Profile Details
Profile ID 2

Profile Type P
Cwner Type ACL

DSCP Yes

Show All Profilas
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[Access Profile List] [Show Al Profiles]

[Access Rule List]

[Add/View Rules]
[Add Rule]
ale LI ot
Profile Information
Profile ID 2 Profile Type IP
Owner Type ACL DSCP Yes
Rule Detail
(Keep aninput field as blank to treat the corresponding option as do not care)
Access ID (1-65535) 1 Auto Assign
DSCP | e.0.0-63)
Rule Action
Action Permit -
Priority (0-7) L ]
Replace Priority
Replace DSCP (0-63) L ]
Counter Disabled ~
Parte - [ a4 AR S

Access ID
(1-65535)

1 65535

VLAN Name VLAN

VLAN 1D Mask (0-FFF) - VLAN ID
(1-4094)

Source IP IP IP
Address

Source IP Mask IP 1P

Destination IP IP 1P
Address

Destination IP IP 1P
Mask

DSCP

DiffServ

1CMP 1CMP

ICMP Type - ICMP

ICMP Code - ICMP

1CMP
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IGMP Type e.g. (0-255) - IGMP
TCP Source Port - TCP

Mask(0-FFFF) - TCP

Destination Port - TCP

Mask(0-FFFF) - TCP

Flag Bits -

TCP

URG/ACK/PSH/RST/SYN/FIN - [URG] [ACK] [PSH] [RST] [SYN] [FIN]
UDP Source Port - UDP

Mask(0-FFFF) - UDP

Destination Port - UDP

Mask(0-FFFF) - UDP
Protocol 1D Protocol ID __ e.g.(0-255) -
Action [Permit]

[Deny]

[Mirror]
Priority (0-7) 802.1p (

) CoS
Replace CoS
Priority 802.1p (
)
802.1p

Replace DSCP DSCP  (
(0-63) )
Counter
Ports
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[Apply] [Access Rule List]

<<Back | [ AddRule

Action

Access D
2 1 P Permit Show Details Delete Rules

[Show Details]

ACL Rule Details

Profile 1D 2
Access D 1
Profile Type 1P
Action Permit
Ports

DSCP B3

Show All Rules

3.8.4 Access profile list-1Pv6 ACL

[Access

IPv6 ACL [Access Profile List] [Add ACL Profile]

1 512 ID [1Pv6 ACL]

(TCP UDP)

[Select] (

Rdd A =

Selact Profile ID

Select ACL Type
O Ethernet ACL O IPvd ACL
@ IPvg ACL TCcP v O Facket Gontent ACL

You can select the field in the packet to create filtering mask

IPv6 Class
[I1Pv8 Class

IPv6 Flow Label

[C11PvE Flow Label

IPv6 Address

O Pesourcemas |

TCP

O Tep
Source PortMask (0-FFFR[_ |
Destination Port Mask -FFFFY ||

<<Back | [ Create

[Access Profile List] [<<Back]
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IPv6 Class IPv6
IPv6 Flow Label IPv6
( QoS UDP

IPv6 Address IPv6
TCP TCP

[TCP Source Port Mask] [TCP Destination Port Mask]
ubp ubp

[UDP Source Port Mask] [UDP Destination Port Mask]
[Apply]
[Create] [Access Profile List]

[Add ACL Profile]
[Delete]

[Delete All]
[Show Details]

[Add/View Rules]
S ———C s s

[ addacLprefle [ Delete All | Total Used Rule Entries / Total Unused Rule Entries: 1/511
Profile ID Profile Type Qwner Type | |
1 Ethernet ACL Show Details [ Add/view Rules | Delete
2 P ACL [“Show Details |[Add/view Rules Delete
3 IPy8 ACL Show Details [ Addfview Rules | Delste
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[Show Details]

ACL Profile Details

Profile ID 3

Profile Type IPvE
owner Tvpe ACL
IPv6 Flow Label Yes

Show All Profiles

[Access Profile List] [Show All Profiles]
[Add/View Rules] [Access Rule List]
[Add Rule] :

Profile Information

Profile ID 3 Profile Type 1PvE

Owner Type ACL IPv6 Class Yes

1,

Rule Detail
(Keep aninput field as blank to treat the corresponding option as do not care)

Access ID (1-65535) 1 [ Auto Assign
Class e.g.(0-255)

Rule Action
Action Permit -

Priority (0-7) [ 1@

Replace Priority

Replace DSCP (0-63) [ 1@

Counter Disabled =
Ports - [ | e.g.1.4-69)

[ Previous page ] I Apply =

Access ID 1 65535
(1-65535)

Auto Assign -

ID

Class 1Pv6
Flow Label IPv6 0-FFFFF
IPv6 Source 1Pv6 1Pv6
Address
IPv6 Source 1Pv6 1Pv6
Mask 44 (LSB)
TCP Source Port - IPv6 L4 TCP

Destination Port - IPv6 L4 TCP
uDP Source Port - IPv6 L4 UDP

Destination Port - IPv6 L4 UDP

158/211



Action [Permit]

[Deny]

[Mirror]

Priority (0-7) 802.1p (
) CoS

Replace CoS
Priority 802.1p (

802.1p

Replace DSCP DSCP  (
(0-63) )

Counter

Ports

[Apply] [Access Rule List]

[ <<Back | [ AddRule |

Profile Type

ofile ACCESS
3 1 IP%E Permit Show Details Delete Rules

[Show Details] [Access
Rule Detail Information] :

ACL Rule Details

Frofile 1D 3
Access D 1
Profile Type P8
Action Permit
Pors 5

IPwB Flow Label 0x00008

Show all Rules
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ACL [Access Profile List]
Profile] ID 1 512
Content ACL] [Select]

Rdd A
Selact Profile ID
Select ACL Type
O Ethernet ACL O IPvd ACL
O IPvs ACL © Packet Gontent AGL

You can select the field in the packet to create filtering mask

MAC Address =
[ Source MAC Mask

[¥] Destination MAT Mask

Tag

Custormer Tag (0-FFFF)

Service Tag (0-FFFF)

Packet Content

[ oftset 1(0-313 2 | mask[FFFE | Laver[2_ ] |
[ ofset 260-313[4 | mask[FFFF | Laver[2_ ]

[ofset 3¢0-31) [ | mask[0000 ] Layer 2

Oorsat 4(0-31) | mask[0000 | Layer 2

Oorsat 50-31) | mask[0000 | Layer 2 I

[ <<Back | [ Cresate

[Access Profile List] [<<Back]
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MAC Address MAC MAC

MAC MAC

Tag [Customer Tag(O-FFFF)] [Service Tag(0-FFFF)]

16 (16  OX0-OxFfff)

Packet Content 11

1(0-31)
2 (0-31)
3 (0-31)
4 (0-31)
5 (0-31)
6 (0-31)
7 (0-31)
8 (0-31)
9 (0-31)
10 (0-31)
11 (0-31)

ARP

[Apply]

[Create] [Access Profile List]
[Add ACL Profile]
[Delete]
[Delete All]
[Show Details]
[Add/View Rules]

[ addacLprofile [ Delste All | Total Used Rule Entries / Total Unused Rule Entries: 3 / 509
Profile ID Profile Type Owiner Type | |
1 Ethernet ACL Show Details || Add/View Rules Deslete
2 IP AL Show Details Delete
3 [ ACL Show Details J(Add/View Rules Delete
4 Packet Content ACL Show Details J(Add/View Rules)[_ Delete
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[Show Details]

Profile 1D

Frofile Type

Cwenier Type

Source MAC
Destination MAC
Service Provider Tag
Customer Tag
Offset 1

Offset 2

Show all Profiles

ACL Profile Details

4
Facket Content

ACL

FF-FF-FF-FF-FF-FF
FF-FF-FF-FF-FF-FF

0xFFFF

0xFFFF

Byte 2 0f L3 Value: OxFFFF
Byte 4 of L3 Value: OxFFFF

3.8.5 Access profile list-Packet content ACL
[Access Profile List] [Show Al Profiles]

[Add/View Rules] [Add Rule]

Profile Information

Access ID (1-65535)
Source MAC Address
Source Mask

Destination MAC Address
Destination Mask

Tag

Offset 1

Offset2

Profile ID 4 Profile Type Packet Content

Owner Type ACL Source MAC FF-FF-FF-FF-FF-FF

Destination MAC FF-FF-FF-FF-FF-FF Semvice Provider Tag 0xFFFF

Customer Tag 0xFFFF Offset1 Byte 2 of L2 Value: 0xFFFF

Offset 2 Byte 4 of L2 Value: 0xFFFF =
Rule Detail

(Keep aninput field as blank to treat the corresponding option as do not care)

1 [ Auta Assign

£.0.(00-00-00-00-FF-FF)
£.0.(00-00-00-00-FF-FF)
£.0.(00-00-00-00-FF-FF)
©.0.(00-00-00-00-FF-FF)

Senvice | |eo(FFFF) Mask[ | eq.(FFFR)
Customer| | eq(FFFF) Mask[ | eq(FFFR)
[ Jeo®fFR mask[ leg(FFR)
[ JeafrR) mask[  |ea(FFFR)

Access ID
(1-65535)

1 65535

Source MAC
Address

MAC

Source Mask

MAC MAC

Destination MAC
Address

MAC

Destination
Mask

MAC MAC
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Tag /
Offset
Action [Permit]
[Deny]
[Mirror]
Priority(0-7) 802.1p (
) CoS
Replace DSCP DSCP
Counter ACL
Ports
[Apply [Access Rule List] :

[ <<Back | [ Addrule |

Profile ID Access D Profile Type Action

: w Packet Cartent permi

[Show Details]

ACL Rule Details

Frofile 1D 4

Access D 1

Frofile Type Facket Cantent

Action FPermit

Forts 1

Source MAC 00-40-66-00-00-10  task (FF-FF-FF-FF-FF-FF}
Cestination MAC 00-40-66-00-00-20  Mask (FF-FF-FF-FF-FF-FF}

Show all Rules
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3.8.6 ACL Finder

ACL
ID ( CPU)
[Find]
[Delete]
ACL > ACL Finder
s —
ACL rule finder helps you identify any rule has been assigned to a specific port
Profile D | Any % Port
3.8.7 ACL Flow Meter
ACL ACL
64 kbps
ACL

ACL > ACL Flow Meter

L —
s ]

v Access ID (1-65535) ]

Profile ID

[ Add View All [ Delet= |

Total Entries:0
Frofile 1D

Profile ID

Access ID

(1-65535)
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[Find]

[Modify]
[Delete] [Add]
oW Wete O quratio
@ Profile ID v
Access ID (1-65535) | |
Rate (Kbps) [ |wa-1024000)
o oo Burst Size (Khyts) [ Joame

) Drop Packet

@RremakDscP [ |@63)

Rate Exceed

Profile ID
ID
Access ID
(1-65535) ID 1 65535
Mode 2
Rate 64-1024000 Kbps - Kbps
64 1,024,000 Kbps
Burst Size 0-1016 Kbyte -
0 1,016 Kbyte
Rate Exceed Drop -
Replace DSCP (0-63) - DSCP
[Apply] [<<Back] [ACL Flow Mete]
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3.9 Monitoring
3.9.1 Cable Diagnostics

Monitoring > Cable Diagnostics :
able Diagno
From Port To Port
0o 0o
Part Type Link Status TestResult Cahble LengthiM)

The Cable Diagnostic is designed primarily for administrators or customer service representative to view tests on copper cables, it can rapidly determine where errors occurred
inthe cahble and the type of cable errorwhich occurred.

Note:

The Cable Fault Distance is caleulated fram switch side

[Test]

3.9.2 SFP General Information
SFP

Monitoring > SFP > SFP General Information

From Port To Port

o [y o [v]

Wendor Mame FINISAR CORP.
WVendor Part Number FTLF8519F2BNL
Serial Number PCB0ZMP
Vendor Mame FINISAR CORP.
WVendor Part Mumber FTLF3519FP2BMNL
Serial Number PCE0ZME

From Port/To Port

[Apply] SFP

3.9.3 SFP Diagnostic Monitoring
SFP

Monitoring > SFP > SFP Diagnostic Monitoring
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= LNadno VIO » L]

From Port To Port
01 [v] 01 [
Port Tx Power (dBm) R¥ Power (dBm)
17 477 534
18 -4.98 -5.30

From Port/To Port
[Apply] SFP

3.9.4 CPU Utilization Notify

CPU
Monitoring > Utilization Notify > CPU Utilization Notify settings
L)L) ) ! [ W L
CPU Utilization Motify Current Status NORMAL
CPU Utilization Motify State  Disabled ® Enabled
Threshold (20% ~100%) o0 s
Palling Interval (10 ~ 300) [0 Teee
Trap State IDisahIed vl
Log State IEnabIed 'l
Apply |

[Apply]

CPU Utilization CPU
Notify State
Threshould CPU
(20-100) overloading normal
100%
Polling Interval | CPU CPU 5
(10-300) 60
Trap State CPU SNMP
Log State CPU

3.9.5 CPU Utilization
CPU
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Monitoring > Utilization Notify > CPU Utilization

Five Secs
one Min  [EXEEN

Five Mins

M aximum

Minimum [Illlll

LInit: (%)
Tirne Interval |15 »| Record Number |2I:|I:| =] Apply
ShowiHide W Five Secs ¥ One Min ¥ Five Mins ¥ Maximum ¥ Minimurm
[Clear]
[Apply]
CPU GUI
[Apply]

Time Interval 1 60 1
Record Number 20 200 200
Show/Hide [Five Secs] [One Min] [Five Mins]
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3.9.6 DRAM Utilization Notify

DRAM
Monitoring > Utilization Notify > DRAM Utilization Notify
settings
LURANTU Zatlo NOTITY - .
DRAM Utilization Motify Current Status MNORMAL
DRAM Utilization Motify State () Disabled () Enabled
Threshold (20% ~ 100%) [100 e

Folling Interval (10 ~ 300} G0 Sec

Trap State Disabled v

Log State Enabled v
[Apply]

DRAM DRAM

Utilization

Notify State

Threshould DRAM

(20-100) overloading normal
100%

Polling DRAM

Interval 60

(10-300)

Trap State DRAM SNMP

Log State DRAM
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3.9.7 DRAM & FLASH Utilization

DRAM
Monitoring > Utilization Notify > DRAM & FLASH Utilization
LDRAN & asi U Aatlor
DRAM Litilization Refresh |
Total DREAM : 131072 KB
Lised DRAM 66317 KB
Litilization : 0%
Utilization{Ma) © 50%
Litilization{Min) : a0%
Clear |
FLASH Utilization
Total FLASH 16384 KB
Used FLASH 6965 KB
Utilization : 42%
[Refresh]
[Clear] DRAM

3.9.8 Port Utilization

Monitoring > Port Utilization

Port_Utl

Unit:{%)

Time Interval 1s A Recard Nurmbear 200 hd
ShowiHide ¥ Port_Util

GUI

Port

Time Interval 1 60 1
Record Number 20 200 200
Show/Hide
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3.9.9 Packet Size

GUI

Monitoring > Packet Size

Port 01 v view Table [ apply  J[ clear |

Time Interval |15 ~| Record Number |200 h

ShowiHide [ B4 v 65-127 ¥ 128-255 v 256-511 v 512-1023 ¥ 1024-1518

[Apply]

[Packet Size Table] View Table

Part 0 v View Graphic [ apely [ clear |

Frame Counts Frames/sec
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Port
Time Interval 1 60 1
Record Number 20 200 200
64 64 ( FCS
) (
65-127 65 127 ( FCS
(
128-255 128 255 ( FCS
(
256-511 256 511 ( FCS
) (
512-1023 512 1023 ( FCS
) (
1024-1518 1024 1518 ( FCS
) (
Show/Hide 64 65-127 128-255 256-511 512-1023 1024-1518
Clear
View Table
View Graphic
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3.9.10 Packets
3.9.10.1 Received (Rx)

GUI

Monitoring > Packets > Received (Rx)

v view Table [ appy  J[ cClear ]

Fart 01

Time Interéal 1s - Record Mumber 200 A

ShoveHide v Butes v Packets
[Apply]
[Clear]
[Received (Rx) Table] View Table
R L
Port 01 - View Graphic [ apply |[ cClear |

Bytes 0 0

Packets 0

0

Unicast

Multicast 0

]

Broadcast

Bytes 0 0

0

Fackets

[Apply]
[Clear]
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Port
Time Interval 1 60 1

Record Number 20 200 200
Bytes

Packets

Unicast
Multicast

Broadcast

Show/Hide
Clear

View Table
View Graphic

3.9.10.2 UMB_cast(Rx)
UMB_cast Rx
GUl

Monitoring > Packets > UMB_cast (Rx)

)
Time Interval 1s > Record Number 200 =

ShowiHide W Unicast ¥ Multicast W Broadcast
[Apply]
[Clear]
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[UMB_cast (Rx) Table] View Table
“OMB_CastRX) Taple

Port 01 - View Graphic [ apply  J[ cClear ]

Bytes 0 0

Packets 0 o

Unicast

Multicast

Broadcast

Bytes 0 0

Packets 0 0

[Apply]
[Clear]

Port
Time Interval 1 60 1
Record Number 20 200 200
Unicast
Multicast

Broadcast

Show/Hide

Clear
View Table
View Graphic

3.9.10.3 Transmitted (Tx)

(™)
GUI
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Monitoring > Packets > Transmitted (Tx) :
L ———

Port o1 v View Table [ appy  J[ clear ]

Time Interval 15 - Record Mumber 200 -

ShowwHide ¥ Bytes v Packets
[Apply]
[Clear]
[Transmitted (Tx) Table] View Table
Port 01 - View Graphic [ apply | clear ]

Bytes 0 ]

Packets 0 0

Unicast

Multicast

Broadcast

Tx Packets

Bytes

Packets

[Apply]
[Clear]

Port
Time Interval 1 60 1
Record Number 20 200 200
Bytes
Packets

Unicast
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Multicast

Broadcast

Show/Hide
Clear

View Table
View Graphic

3.9.11 Errors

3.9.11.1 Received (RX)
GUI

Monitoring > Errors > Received (RX)

Port il v yigw Tahle [ apply ) clear |

Unit:(Packets)

Time Interval |15 ~| Record Number|200 ha

Show/Hide W CRCError W UnderSize W OwerSize W Fragment W Jabber W Drop

[Apply]
[Clear]
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[Received (Rx) Table] View Table

Port 01 v Wigw Graphic [ #pply [ clear |

Rx Error

CRCErrar

UnderSize

COverSize

Fragment

Jahher

Dirop = 4
| =

[Apply]
[Clear]

Port

Time Interval 1 60 1

Record Number 20 200 200
CRCError CRC

UnderSize 64 CRC

OverSize 1518 1536

Fragment CRC 64

Jabber 1518 1536

Drop Drop -)

Show/Hide CRCError UnderSize OverSize Fragment Jabber Drop

Clear

View Table

View Graphic
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3.9.11.2 Transmitted (TX)
GUl

Monitoring > Errors > Transmitted (Tx)
L ——

Port il v View Table [ appy  J[ clear ]

3]
Time Intereal |15 ~ | Record Mumber| 200 hd

ShowiHide M ExDefer ¥ CRCErar W LateColl ¥ ExCaoll I SinaCall ¥ Caollision
[Apply]
[Clear]

[Transmitted (Tx) Table] View Table

Fort 01 - Wiew Graghic [ apply [ Clear |

Tx Error

ExDefer

CRC Errar

LateColl

ExCall

SingColl

Collision

[Apply]
[Clear]

Port

Time Interval 1 60 1

Record Number 20 200 200
ExDefer

CRC Error CRC

179/211



LateColl 512

ExColl

SingColl 1

Collision
Show/Hide ExDefer CRCError LateColl ExColl SingColl Collision

Clear
View Table
View Graphic

3.9.12 Port Access Control
3.9.12.1 RADIUS Authentication
RADIUS RADIUS

Monitoring > Port Access Control > RADIUS Authentication

~RADIU ALThe atlio

Clear

InvalidServerAddr |dentifier AuthServerAddr ServerPortNumber RoundTripTime
0 Hi [ 0.0.0.0 ] 0

[Clear]

[Clear]
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InvalidServerAddr RADIUS
Identifier RADIUS NAS
ServerlIndex RADIUS
AuthServerAddr RADIUS 1P
ServerPortNumber UDP
RoundTripTime / RADIUS
( 100

1
AccessRequests RADIUS RADIUS
AccessRetrans RADIUS RADIUS
AccessAccepts RADIUS RADIUS (

)
AccessRejects RADIUS RADIUS (

)
AccessChallenges RADIUS RADIUS (

)
AccessResponses RADIUS RADIUS
BadAuthenticators | RADIUS
RADIUS
PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS RADIUS
PacketsDropped RADIUS
RADIUS
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3.9.12.2 RADIUS Account Client
RADIUS

Monitoring > Port Access Control > RADIUS Account Client

~RADIU a ou

Clear

InvalidServerAddr Identifier

0 Hitachi Cable
[Clear]
1 60 1
[Clear]

Inval idServerAddr RADIUS

Identifier RADIUS NAS

ServerIndex RADIUS

ServerAddr RADIUS IP

ServerPortNumber RADIUS ubp
RoundTripTime RADIUS

Requests RADIUS

Retransmissions RADIUS RADIUS
Responses RADIUS RADIUS
MalformedResponses | RADIUS RADIUS
BadAuthenticators RADIUS
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RADIUS

PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS
RADIUS
PacketsDropped RADIUS
RADIUS

3.9.12.3 Authenticator State
802.1X

Monitoring > Port Access Control > Authenticator State

AUnenticator state s’

Authenticator State  Tirme Interval

Auth_PAE_State Backend_State FPortStatus

ForceAuth 5 s Authorized

Forcesuth = & Authorized

Farcefuth 5 5 Autharized

| £
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MAC [Authenticator State]
> Authenticator State

L

Port

Show Authenticator State of Port 1 Time Interval

Index MAC Address Auth PAE State Backend State Port Status
iA iA iA iA

[OK]

Monitoring > Port Access Control

-~

60

MAC Address MAC
Auth PAE State PAE > [Initialize]
[Disconnected] [Connecting] [Authenticating]
[Authenticated] [Aborting] [Held] [Force_ Auth]
[Force_Unauth] [N/A] [N/A]
Backend State [Request] [Response]
[Success] [Fail] [Timeout] [1dle]
[Initialize] [N/A] [N/A]
Port Status [Authorized] [Unauthorized] [N/A]
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3.9.12.4 Authenticator Statistics
PAE

Monitoring > Port Access Control > Authenticator Statistics

AUTNenticaior statistics s’

Authenticator Statistics Tirne Int]

Monitoring > Port Access Control > Authenticator Statistics

AULRERTICATor S1atistics

1>

Port

Lo ETER

Authenticator Statistics ofPort 1 Time Interval

e Feter T Fxoser Freste e
1 iA iA iA iA iA iA iA A
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Port
Frames Rx EAPOL
Frames Tx EAPOL
Rx Start EAPOL
TxReqld EAPOL /1d
RxLogOff EAPOL
Tx Req EAPOL ( /1d )
Rx Respld EAPOL /1d
RXx Resp EAPOL ( /ld
)
Rx Invalid EAPOL
Rx Error EAPOL
Last Version EAPOL
Last Source EAPOL MAC

3.9.12.5 Authenticator Session Statistics
PAE

Monitoring > Port Access Control > Authenticator Session

Statistics :
ARlitnenticator session atistics 2

Octets By Octets Tx Frames Rx
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Monitoring > Port Access Control > Authenticator Session
Statistics :

AULhenticator

k3

Apply

Show Authenticator Session Statistics of Port 1 Time Interval

£etete R D T “ PRI
A A A A A A

Port
12

£

< >

Port

Octets Rx

Octets Tx

Frames Rx

Frames Tx

1D 3 ASCI1

Authentic
Method
(1) Remote Authentic Server -

(2) Local Authentic Server -

Time (
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Terminate Cause 8
@
2
©)
©)
®)
Q)
Q)
®)

UserName PAE

3.9.12.6 Authenticator Diagnostics

Monitoring > Port Access Control > Authenticator Diagnostics

Authenticator Diagnostics A

] ] ] 0 I
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Monitoring > Port Access Control > Authenticator Diagnostics

k3

AUuthenticator Diagnostics

Apply

Connect Enter Caonnect LogOf Auth Enter Auth Success Auth Timeout Auth Fail
MNiA I TRA MNiA I MNiA

Port
12

LA NI NIA LA LA LA
£ ¥

Port

Connect Enter

Connect LogOff EAPOL

Auth Enter EAPOL /

Auth Success
( = )

Auth Timeout (
= )

Auth Fail ( = )

Auth Reauth ( = )

Auth Start EAPOL

Auth LogOff EAPOL

Authed Reauth ( = )
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Authed Start EAPOL
Authed LogOff EAPOL
Responses

(

AccessChallenges

OtherReqToSupp EAP ( )

EAP
NonNakRespFromSup EAP
EAP-NAK (

EAP-NAK
EAP

Bac Auth Success

Bac Auth Fail

3.9.13 Browse ARP Table
ARP ARP
IP [Find] [Show Static]

ARP ARP [Clear
All]

Monitoring > Browse ARP Table

Show Static |[ Clearall |

Total Entries: 4
Interface Name

System 10000 FF-FF-FF-FF-FF-FF LocalBroadcast

System 10.24.22.5 00-50-80-36-89-48 Dynarmic

System 10.80.80.90 00-1E-58-6F-A8-00 Local

8ystem 10.255 256 255 FF-FF-FF-FF-FF-FF LocaliBroadeast
[Find]

[Show Static]
[Clear All]
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3.9.14 Browse VLAN
VLAN VLAN
VID(VLAN ID) [Find]

Monitoring > Browse VLAN

WLAN D 1

WVLAMN Mame: default
WLAN Type: Static
Advertisement: Enahled

Total Entries: 1

Mote: T: Tagged Fort, U Untagged Port, F:Forbidden Por,
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3.9.15 IGMP Snooping

3.9.15.1 Browse IGMP Router Port
WEB

GUI S
D F

VID(VLAN 1D) [Find]
VLAN 1GMP

Monitoring > IGMP Snooping > Browse IGMP Router Port

Crowse Router Fo

WLAMN ID: 1
WLAMN Mame; default

Total Entries: 1

Mote: 5:5tatic Router Part, D:Dynamic Router Port, F:Forbidden Router Port
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3.9.15.2 IGMP Snooping Group

1GMP 1GMP
Monitoring > IGMP Snooping > IGMP Snooping Group
© VLAN Name L ]
©) VID List (e.g: 1,4-6) 1
Group IP Address L ]
[ viewal

IGMP Snooping Group Table Total Entries: 0

ID VLAN Mame Source MR SLET

Ports Poris

Expire
Time({sec)

Group

Reports  Uptime Filter Mode|

VLAN Name VLAN ID
VID List VLAN
(e.g.: 1, 4-6)
Group IP Address IP
[Find] 1GMP
[View All]
0 1GMP [L2 Features]

IGMP Snooping > IGMP Snooping Settings
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3.9.15.3 IGMP Snooping Host
IGMP

Monitoring > IGMP Snooping > IGMP Snooping Host

VP Snooping Hos

@) YLAN Name |

O VLAN List (e.5:1,4-8) ]

O PortList(eq:1,4-6) ]

O o E—

IGMP Snooping Host Table Total Entries: 0
[WLAN 1D Gro

I1GMP Host

IGMP VLAN VLAN
[Find]

3.9.16 MLD Snooping
3.9.16.1 Browse MLD Router Port

1Pv6

WEB GUI

D F
VID(VLAN ID) [Find]
VLAN MLD

Monitoring > MLD Snooping > Browse MLD Router Port

Srowse WiLD router Fo

Vo 1
WLAMN |D: 1
VAN Mame: default

Total Entries: 1

Mote: 5:5tatic Router Part, D:Dynamic Router Port, F:Forbidden Router Port
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3.9.16.2 MLD Snooping Group
MLD MLD IPv4  IGMP
IPv6 VLAN [Find]
VLAN

Monitoring > MLD Snooping > MLD Snooping Group

viLD oop | oup
© VLAN Name L 1
O VLAN List (e.0.1,48) ]
sroup IP Address L 1

View all

MLD Snooping Group Table  Total Entries: 0
) LA Source

Wember Port Filter Mode

VLAN VLAN 1P [Find]

MLD [View All]

3.9.17 LLDP

3.9.17.1 LLDP Statistics System
Monitoring > LLDP > LLDP Statistics System

LLDP Statistics
Last Change Time 1344

Murnber of Table Insert 0
Mumber of Table Delete 0
Mumber of Table Drap o
Murnber of Table Ageout a
ot [0 @

LLDP Statistics Ports

Total Tz Frames

Total Discarded Rx Frames

Rx Errors Frames

Total Rx Frames

Total Discarded Rx TLYs

Total Unrecognized Ry TLYs

Total Aged out Meighbor Information

coocoocoo

Port

[Find]
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3.9.17.2 LLDP Local Port Information
Monitoring > LLDP > LLDP Local Port Information

UF Local Fo O atio
LLDP Local Port Brief Table
Port 1D Subtype PortID

1 Local H Hitachi Cable APLFIM1165TPOE R1.05 Port 1

2 Local 2 Hitachi Cable APLFIM1165TPOE R1.05 Port 2

3 Local 13 Hitachi Cable APLFMA16GTPOE R1.05 Port 3

4 Local 14 Hitachi Cable APLFM116GTFOE R1.05 Port 4

5 Local 5 Hitachi Cable APLFMA16GTPOE R1.05 Port 5

6 Local 16 Hitachi Cable APLFIM1165TPOE R1.05 Port 8

7 Local I Hitachi Cable APLFM116GTPOE R1.05 Port 7

8 Local 3 Hitachi Cable APLFIM1165TPOE R1.05 Port 8

9 Local 9 Hitachi Cable APLFIM116GTPOE R1.05 Port @

10 Local Mo Hitachi Cable APLFM1165TPOE R1.05 Port 10
11 Local 1 Hitachi Cable APLFMA16GTPOE R1.05 Port 11
12 Local nz Hitachi Cable APLFIM1165TPCOE R1.05 Port 12
13 Local i3 Hitachi Cable APLFIM1165TPOE R1.05 Port 13
14 Local n4 Hitachi Cable APLFIM116GTPOE R1.05 Port 14
15 Local H5 Hitachi Cable APLFM1165TPOE R1.05 Port 13
16 Local lal Hitachi Cable APLFIM1165TPOE R1.05 Port 16
17 Local n7 Hitachi Cable APLFIM1165TPOE R1.05 Port 17
18 Local fak:] Hitachi Cable APLFMA165TPOE R1.05 Port 18

[Show Normal]

LLDP Local Port Normal Table
Fort 01 v [ Find ][ Show Brief ]
LLDP Normal Ports
FPortID Subtype Laocal
FPort 1D M
Port Description Hitachi Cable APLFM116GTPOE R1.05 Port 1
Port PVID 1
Management Address Count Show Detail
PPVID Entries Show Detail
VLAM Enfries Show Detail
Protocol Identity Entries Count Show Detail
MACIPHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536
Port
[Find]
[Show Brief]
[Show Detail ]
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3.9.17.3 LLDP Remote Port Information
Monitoring > LLDP > LLDP Remote Port Information

LLDP Remote Port Brief Table

Find | [_show normal |

Port 01 v

Remote Entities Count : 0
Port ID Subtype P Port Description

Chassis ID Subtype Chassis ID

Port

[Find]

[Show Normal]

[Show Normal]

LLDP Remote Entity Information Table
([ <<Back

Total Entries: 0
Entity Information

3.9.18 MBA Authentication State
Monitoring > MBA Authentication State

MBA
Potlist(eg:1510) | [ Find Il Clear By Port ]

[ wviewallHosts |[  clear all Hosts |

VLAN ID Aging Time / Block Time

Port MAC Address

Port List
[Find]
[Clear By Port]
MBA [View All Hosts]
MBA [Clear All Hosts]
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3.9.19 Web Authentication State
iﬁﬁﬂlﬂHuHHwENHHEHHElllllllllllllllllllllllllllllllllllllllllllllllli
Find |

Portlistiean 510y ]
Clear By Port |

PortList{e.g.1,5-10) l:l ¥ suthenticated W puthenticating M Blocked
Wiew All Hosts I Clear all Hosts I

Total Authenticating Hosts: 0
Total Authenticated Hosts: 0
Total Blocke: 3 0
| |D Aging Time/Black Time

<=Back MNexts >

MNote: H: Host-Based, P:Port-Based

Port List
Authenticated
Authenticating
Blocked

[Find]
[Clear By Port]
[View All Hosts]
[Clear All Hosts]
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3.9.20 Browse Session Table

Monitoring > Browse Session Table

Browse session lahie

Live Tirne
g 03:31:57.0 Serial Port 1

From Mame

AnDhyrmous

3.9.21 MAC Address Table
MAC MAC

Monitoring > MAC Address Table

VIRC Aldress Table

Fart m v [ Find ] ynamic Entries
WLAN Mame | | [ Find ] [Clear Dynamic Entries]
MAC Address 00-00-00-00-00-00 |

[ View all Entry ][ Clear All Entry ]

Total Entries :0

WYLAN Narme C Address
1 default 00-40-66-45-5E-78 CPU Self
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Port

MAC

VLAN Name

VLAN

MAC Address

MAC

Find

VLAN

MAC

Clear Dynamic
Entries

View All Entry

Clear All Entry

[Find]

[Clear Dynamic Entries]

[View AIl Entry]

[Clear All Entry]

3.9.22 System Log

Monitoring > System Log

L —————————
Clear Log

Date-Time
11 0000-00-00, 02:46:31
10 0000-00-00, 02:45:21
) 0000-00-00, 01:13:34

8 0000-00-00, 01:08:10
7 0000-00-00, 00:31:10
B 0000-00-00, 00:2417
I3 0000-00-00, 00:14:14
4 0000-00-00, 00:01:02
3 0000-00-00, 00:00:47
2 0000-00-00, 00:00:47
1 0000-00-00, 00:00:44

Log Text

Successful login through Console (Username: Anonymous)
Logout throuagh Consale {(Username: Anonymous)
Successful login through Console (Username: Anonymous)
Logout through Consale (Username: Anonymous)
Successful login through Console (Username: Anonymous)
Console session timed out (Usemame: Anonymous)
Successful login through Console (Usermame: Anonymous)
Part1 link up, 100Mbps FULL duplex

Systern warm start

System warm start

Successful login through Console (Username: Anonymous)

[Clear log]

[Next] [System Log]

Index

Date-Time

Log Text
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3.9.23 Self Test

Monitoring > Self-Test

Self-Test Result
DRAM Test Mo error

SWLSI Test

Mo errar

POE Test MIA
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3.10
3 : [Save Configuration] [Save Log] [Save All]

[] [Save Configuration]

] [Save Log]
L] [Save All]

3.10.1 Save Configuration

GUI L 1 [Save Configuration]

Current Status:  Completed.

Program Firmware:

Write Flash Status [REEVED]

3.10.2 Save Log

GUI [ 1 [Save Log]

Current Status:  Completed.

Program Firmware:

Write Flash Status (RSEVELR

3.10.3 Save All
GUI L ] [Save All]

Current Status:  Completed.

Program Firmware:

Write Flash Status [REEVED]
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3.11
3.11.1 Configuration File Upload & Download

GUI [ ]

File Upload & Download] :
“Configuration File Upload & Downfogg

ServerlP | | @ 1Pvs
\ | © g
Interface Mame \ \
File \
Increment: [
Download__|[ Upload |
Note: The Increment option use only for Download Configuration
[1Pv4]
1P
[Upload]
3.11.2 Upload Log File
1P
[1Pv6]
[Upload]
GUI [ ]
File] '
Upload Cog File
Server P | | ® Ipus
[ | © IPvs
Interface Name | |
File: | |
(oows )
3.11.3 Reset

0 NV-RAM

Reset System
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[1Pv6]
[Download]

[1Pv4]
IP

[Upload Log



GUI [ ] [Reset System]

) Reseat Proceed with system reset except IP address, 09, user account and banner,
O Reset Config Switch will be reset to factory defaults
O Reset System Switch will be reset to factory defaults and reboot

Reset 1P

Reset Config 1P

Reset System

3.11.4 Ping Test
GUI [ ] [Ping Test]

Bing Te
IPv4 Ping Test :

Enterthe IP address of the dewice or station you want to ping, then click Start.

Target IP Address 00.00

Repeat Pinging far: & Infinite times
S| n-255tmes

IPVv6 Ping Test :

Enterthe IP address of the dewice or station you want to ping, then click Start.

Target IP Address |

Repeat Pinging for: @ Infinite times
O] n-255tmes
size: (1-6000)
Timeout {1-10 se0)

[Repeat Pinging for] [infinite times]
Ping [infinite times]
1 255 [Start]
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Target IP ping 1P
Address
Interface Name IPv6
Repeat Pinging ping 1 255
for
Size 1Pv6 1 6000 100
Timeout 1Pv4 ping 1
99 1Pv6 ping
1 10
IP ping
[Start] Ping
3.11.5 Download Firmware
2
ID 1 2
ID
ID1

GUI [ ] [Download
Firmware] :

Server IP ‘ ‘ @ IPyd
\ | © Ipve

Interface Mame \ \

File : [ |

Image D 1{Boot Upy v

Download

[1Pv4] [1Pv6] TFTP IP
TFTP / ID 1(
) 2 [Download]
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3.11.6 Reboot System

Reboo stem

Doyouwantto save the settings 2 ®Yes  ONo

Ifyou do not save the settings, all changes made in this session will be lost

[Yes] NV-RAM

[No]

[Reboot]
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@

¢)

VLAN

source
Target
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5.1 LED
AC
PWR  LED
(RJ-45)
LINK/ACT  LED NIC
MDI-X
SFP
CONSOLE  LED
5.2
9600bps 1
Login 1 RS ER ON
CONSOLE RS-232C
CONSOLE
POWER  LED
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5.3 HTTP

IP
ENABLE
HTTP ENABLE
HTTP
5.4
VLAN
ENABLE
100
100
5.5 VLAN
VID VID VLAN
VID
5.6 SFP
SFP SFP
SFP
SFP
SFP
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No.
1 LAN IEEE802.3 10BASE-T
IEEE802.3u 100BASE-TX
IEEE802.3u Auto-Negotiation
IEEE802.3z 1000BASE-X
IEEE802.3ab 1000BASE-T
2 ITU-T V.24/V.28
3 RFC1157 Simple Network Management Protocol (SNMP)
RFC1901 Introduction to Community-based SNMPv2
RFC1905 Protocol Operations for Version 2 of the Simple
Network Management Protocol
RFC1908 Coexistence between Version 1 and Version 2 of
the Internet-standard Network Management Framework
RFC2570 Introduction to Version 3 of the Internet-
standard Network Management Framework
RFC2575 View-based Access Control Model (VACM) for the
Simple Network Management Protocol (SNMP)
4 RFC1213 Internet MIB
RFC1493 Bridge MIB
RFC2819 RMON MIB 4
RFC2021 RMON2 MIB Probe config
RFC2233 ifMIB
5 RFC793 TCP(Transmission Control Protocol)
RFC768 UDP(User Datagram Protocol)
RFC1350 THE TFTP PROTOCOL (REVISION 2)
RFC783 TFTP Client
RFC791 IP(Internet Protocol)
RFC792 ICMP(Internet Control Message Protocol)
RFC826 ARP(Address Resolution Protocol)
RFC854 TELNET
RFC1769 SNTP(Simple Network Time Protocol)
RFC3164 SYSLOG
RFC951/RFC1541 BootP/DHCP Client
6 IGMP snooping RFC1112 1GMPv1 (snooping only)

RFC2236 1GMPv2 (snooping only)
RFC3376 IGMPv3 (awareness only)
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No.

RFC2865 RADIUS (client only)

RFC1492 TACACS+ Authentication For the Management Access
RFC2138/RFC2139 RADIUS Auth. For Management Access

RFC2866 RADIUS Accounting

RFC4250 The Secure Shell(SSH) Protocol Assigned Numbers
RFC4251 The Secure Shell(SSH) Protocol Architecture
RFC4252 The Secure Shell(SSH) Authentication Protocol
RFC4253 The Secure Shell(SSH) Transport Layer Protocol
RFC4254 The Secure Shell(SSH) Connection Protocol

RFC4255 Using DNS to Securely Publish Secure Shell(SSH) Key
Fingerprints

RFC4256 Generic Message Exchange Authentication for the Secure
Shell Protocol (SSH)

VCCI Class A

IEEE802. 3ad

IEEE802.1Q tag group VLAN,
QoS(IEEE802.1Q priority mapping/queuing)
IEEE802.1D STP/RSTP

IEEE802.1Q MSTP

IEEE802.3x

IEEE802.1AB LLDP

IEEE802.3af PoE
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