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1.3
@ IP

| (1.1 )

| (1.2 )

| ON

LED
PWR LED

ctrl+r

< >
Press any key to login...

l

ctrl+r

< >
ApresialLightFM108GT-SS Fast Ethernet Switch
Command Line Interface

Firmware: 1.10.00
Copyright(C) 2015 Hitachi Metals, Ltd. All rights
reserved.
UserName:

login adpro

UserName:adpro
PassWord:
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(2) WEB
WEB

GUI
GUI

1P
1P 10.0.0.1/24

#config ipif System ipaddress 10.0.0.1/24
Command: config ipif System ipaddress 10.0.0.1/24

Success.

#logout

Press any key to login...

OFF

LAN

1P HTTP

Yhttp://10.0.0.1

.2.1 )

U )
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2. WEB GUI

WEB GUI /
2.1

3 2-1

2-1
[]
[Apply]
Apply
> >

Device > Port > Port Properties
[Device] [Port] [Port
Properties]
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2.2

WEB HTTP WEB GUl
2.2.1
http://10.0.0.1
10.0.0.1 IP IP
1P
10.0.0.1 [Z#E
I3 —H—gill |ﬁ v|
HAT— e | |
ClHAD— %R IEdD R
[ ok ][ Fetr |
( :adpro : ) OK
Gul
WEB GUl
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2.2.2 GUI
GUI

25F 28T 27T 27F

HECOH 2

26F 26T 28T  28F

NPRESIN

Japanese/English

AP
7@ Configuration
[ L2 Features Device Information
- Qos Device Type APLFM124GTSS MAC Address 00-40-66-45-3D-T5
ﬁ Security System Name IP Address 192.168.10.1 (Static)
- AcL System Location Mask 255.255.255.0
[ Monitoring System Contact Gateway 0.0.0.0
Boot PROM Version 1.00.00 Management VLAN default
Firmware Version 1.10.00 Login Timeout (Minutes}) Never
System Time 00 Days 00:08:12 Dual Image Supported
Device Status and Quick Configurations
1 SNTP Disabled Settings Jumbo Frame Enabled Setiings
Spanning Tree Disabled Settings MLD Snocping Disabled Seffings
RMON Disabled Settinas IGMP Snooping Disabled Seftings
CLI Paging Enabled Setffings 802.1% Disabled Seftings
Syslog Global State Disabled Settings SSH Disabled Settings
85L Disabled Settings Port Mirror Disabled Seffings
GVRP Disabled Seftings Web Enabled (TCF 80) Settings
Telnet Enabled (TCP 23) Settings
3
1
APREISA
APREISA
2
3 1

o [Save Configuration](
> Save Configuration) (CLD)

save config
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0 (Ver. 1.10)

3.1 Device Information

[Device Information] [ ] [Device
Information] MAC (
PROM

MAC

[Device Information]

Levice ormatio

Device Information

Device Type APLFM124GTSS MAC Address 00-40-66-45-3D-75
System Name IP Address 192.168.10.1 (Static)
System Location Mask 265.255.255.0
System Contact Gateway 0.0.0.0

Boot PROM Version 1.00.00 Management VLAN default

Firmware Version 1.10.00 Lagin Timeout (Minutes) MNewer

System Time 00 Days 00:08:12 Dual Image Supported

Device Status and Quick Configurations

SNTF Dizabled Settings Jumbo Frame Enabled Setfings
Spanning Tree Disabled Seftings MLD Snooping Disabled Setfinas

RMON Disabled Settings IGMF Snooping Disabled Setfings

CLI Paging Enabled Setfings 802.1X Disabled Settings

Syslog Global State Disabled Seftings SSH Disabled Setfinas

551 Dizabled Settings Port IMirror Disabled Settings

GVRP Disabled Settings Web Enabled (TCP 80) Settings
Telnet Enabled (TCFP 23) Setlings
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3.2 Configuration
3.2.1 System Information
MAC

Configuration > System Information

MAC Address 00-40-66-45-3D-75
Firmware Version 1.10.00

System Name [ |
System Location [ |
System Contact [ |

Apply

System Name
System Location

System Contact
[Apply]

3.2.2 Serial Port Settings

Configuration > Serial Port Settings

al Po e 0

Baud Rate 9800 b

Auto Logout Never -
Data Bits g

Farity Bits MNane

Stop Bits 1

Apply

Baud Rate
9600/19200/38400/115200bps 4

Auto Logout

2 /5 /10 /15 /Never 10
Never

[Apply]
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3.2.3 IP Address Settings

IP
IP
Configuration > IP Address Settings
(©) static CDHCP CpoaTP
IP Interface | |
Management VLAN Name |defau|t |
Interface Admin State |Enab|ed v|
IPv4 Address [1oJ[eo ][so [eo |
Subnet Mask . El El[l
Gateway El El El El
IP
() [Static]
(2) 1Pv4
(€))
IP
0.0.0.0
VLAN VLAN default
default VLAN
Interface Admin State [Enable]
BOOTP DHCP 1P
[DHCP] [BOOTP]
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Static 1Pv4
XXX . XXX . XXX . XXX XXX

0 255 (10 )

DHCP DHCP
DHCP 1P
DHCP
DHCP
BOOTP BOOTP
BOOTP IP
BOOTP
BOOTP
IP Interface IP System
Management VLAN TCP/IP(HTTP Telnet )
Name VLAN VLAN VLAN
Trusted Host IP
VLAN VLAN
Trusted Host
VLAN Trusted Host IP
Interface Admin 1P
State
IPv4 Address 1Pv4
Subnet Mask
XXX XXX XXX « XXX XXX 0 255 (10
) A 255.0.0.0 B
255.255.0.0 C 255.255.255.0

Gateway

1P IP
[Apply]
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3.2.4 1Pv6 Interface Settings

1Pv6
Configuration > IPv6 Interface Settings
FvVb BITace = ]
Interface Mame Systemn
VLN Nams TT—
Admin. State
v Adress |
Autornatic Link Local Address Disabled v
NS Retransmit Time (0-4294367205) [ ms
IPvE Address

IPv6 1Pv6 [Apply]

Interface Name IPv6 System
VLAN Name IPv6 VLAN

Admin. State

IPv6 Address 1Pv6 /

Automatic Link
Local Address
NS Retransmit Time |0 4294967295

(0-4294967295) 0

[Apply]
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3.2.4.1 1Pv6 Route Sett
IPv6

ings

Configuration > IPv6 Route Settings

IPv6 Default Gateway

IP Interface Default Gateway

Systemn

Total Entries: 0

MNext Hop

IP Infterface

Metric (1-65535)

Create ][ Delete

Metric

IP Interface 1Pv6 System
Default Gateway 1Pv6

Metric 1 65535

[Create] IPv6

[Delete] 1Pv6
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3.2.5 IPv6 Neighbor Settings

1Pv6 1Pv6
Configuration > IPv6 Neighbor Settings

Fvb Nelgnbo = ]
Interface Mame
MNeighbor IPvE Address [ |
Link Layer MAC Address | |
Interface Mame
State : Al v Find J[ clear

Total Entries: 0

Link Layer Address Interface

IPv6 MAC [Add]
All/Address/Static/Dynamic

[Find]

1Pv6

[Clear]

Interface Name 1Pv6 System
Neighbor 1Pv6 IPv6

Address
Link Layer MAC MAC

Address
State All/Address/Static/Dynamic

[Add] 1Pv6 Link Layer MAC Address
[Find]
[Clear]
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3.2.6 Port Configuration
3.2.6.1 Port Settings

/ /
MDIX

Configuration > Port Configuration > Port Settings

Frarm Port To Paort State SpeediDuplex Flow Cantral ig::ﬁ?nsg Medium Type  MDIK
| 01 v|| 01 v”EnabIed v| |Autn v|| Disahled vl | Enabled v| |Cnpper v| | ———————————— vl Apply
Part State SpeadiDuplax Flawe Cantral Cannection Address Learning MO
1} Enahled Auto Cisabled 100MFullitdaone Enabled Auto
0z Enahled Auta Dizabled Link Do Enahlad Auto
03 Enahled Auto Cisabled Link Down Enabled Auto
04 Enahled Auta Dizabled Link Do Enahlad Auto
a5 Enahled Auto Cisabled Link Down Enabled Auto
i3] Enahled Auto Dizabled Link Do Enabled Auto
ay Enahled Auto Cisabled Link Down Enabled Auto
as Enahled Auto Dizabled Link Do Enabled Auto
03 () Enabled Auta Disabled Link Dawn Enahled Auto
04 (F) Dizsahled Auto Disahled Link Down Enabled
10 Enabled Auta Disabled Link Dawn Enahled Auto
10 (F) Dizsahled Auto Disahled Link Down Enabled
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From Port/To Port
State

Speed/Duplex / /
Auto

Auto 10M half 10M full 100M half 2100M full 1000M full master

1000M full slave 1000M full
Auto
2 (1000M full master 1000M full
slave)
1000M full master 1000M full slave

uTpP
(1000M full master)

2
2
(1000M full slave)
1 1000M full
master 1000M full slave
Flow Control
802.3x
Address Learning MAC MAC
Medium Type SFP
[Fiber] 1000BASE-T [Copper]
MDIX MDIX auto ( ) normal (MDI-X) cross (MDI)
normal (MDI-X)
PC(MDI) cross (MDI)
(MDI-X)
[Apply]
[Refresh]
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3.2.6.2 Port Description Settings

Configuration > Port Configuration > Port Description Settings

=0 e L0 — L]

From FPort To Port Medium Type Description

o vl 01 vf[copper ] |

Fort
01
0z
03
n4
05
06
oy
I}

09 (C)
09 (F)
10 {C)
10 (F)

Description |

Medium Type SFP [Fiber]
1000BASE-T [Copper]
C RJ45 F

From Port/To Port
Medium Type SFP
[Fiber] 1000BASE-T [Copper]

Description
[Apply]
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3.2.6.3 Port Error Disabled

Configuration > Port Configuration > Port Error Disabled

Port Port State Connection Status Reason |

Port
Port State ( )

Connection ( )
Status
Reason (

3.2.6.4 Port Media Type

Configuration > Port Configuration > Port Media Type

Port | Type |
01 | 100BASE-TX
0z | 100BAZE-TH
03 | 100BASE-TH
04 | 100BASE-TH
05 | 100BAZE-TH
06 | 100BASE-TX
07 | 100BAZE-TH
08 | 100BASE-TH
09 | 1000BASE-T |
10 | 1000BASE-T |

Port
Type
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3.2.7 Static ARP Settings
ARP IP TCP/IP ARP
ARP IP MAC

Configuration > Static ARP Settings

=l o ]

Global Settings

ARP Aging Time (0-65538) 20 |min

Add Static ARP Entry

Celete all

Total Entries: 3
Interface IP Address MAC Address

System 10.0.0.0 FF-FF-FF-FF-FF-FF LocalkBroadoast Edit Delete
Systern 10.0.0.1 00- 410-BE-45-5E-7 & Lacal [ Edit || Delste |
Systerm 10.0.0.255 FF-FF-FF-FF-FF-FF LocaliBroadeast [ Edit || Delete |

ARP Aging Time ARP
(0-65535) ARP 0 65535
20
IP Address ARP 1P
MAC Address ARP MAC
[Apply]
ARP IP MAC [Apply]
ARP [Delete All] ARP
[Apply] ARP
[Delete]
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3.2.8 User Accounts

Configuration > User Accounts :

Jsel A OL

Add User Accounts

Access Right Admin - Confirm Password |:| Apply

MHote: Password/User Mame should be less than 15 characters.

Total Entries : 0
User WMame cess Rig Old Password New Password Confirm Password

User Name 15

Password
Access Right 2

Confirm
Password
[Apply]
[Edit]

~
~N
()
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3.2.9 System Log Configuration
3.2.9.1 System Log Settings

Configuration > System Log Configuration > System Log Settings

SystemLog (3 Disabled O Enahled

System Log Save Mode Settings

System Log
System Log Save
Mode Settings On Demand/Time Interval/Log Trigger
min (1-65535
[Apply]

3.2.9.2 System Log Server

Configuration > System Log Configuration > System Log Server

\/ a 00 af g/’

Add System Log Server

Server ID severty
UDP Port (514 or 6000-65535) Status  [Disabled v
System Log Server List

IServer ID Server IP Address Severity Facility UDP Port Status

1 192.168.10.100 Al Local 0 514 Enabled Edit Delate
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Server ID (1-4)
Severity
Warning/Information/All
Server IP 1P
Address
Facility
16 23
0 12 NTP
1 13
2 14
3 15
4 / 16 0
(local0)
5 17 1
(locall)
18 2
(local2)
7 19 3
(local3)
8 UUCP 20 4
(local4)
9 21 5
(localb)
10 / 22 6
(local6)
11 FTP 23 7
(local7)
UDP Port(514 or UDP
6000-65535) 514
Status
[Apply]
[Edit]
[Delete]
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3.2.10 MAC Address Aging Time
MAC
10 1,000,000 300

Configuration > MAC Address Aging Time

MAC Address Ading Time (10-1000000) |300 |sec

Apply

MAC Address MAC address aging time 10 1,000,000
Aging Time 300

[Apply]

0 FDB < 22 < > 1

3.2.11 Web Settings
Web GUl /
HTTP Web GUI
TCP 80

Configuration > Web Settings

WEB State Disabled (@ Enabled

Port (1-65535)

Apply

WEB State WEB GUI /
Port WEB 1 65535
80
[Apply]
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3.2.12 Telnet Settings
Telnet Telnet
TCP 23

Configuration > Telnet Settings

Telnet State @ Enabled Disabled
Port (1-65535)

Apply

Telnet State Telnet /
Port Telnet 1 65535
23
[Apply]
3.2.13 CLI Paging Settings
cLI 1

CLI

Configuration > CLI Paging Settings

CLI Paging State Disabled @ Enabled

Apply

CLI Paging CLI /
State

[Apply]
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3.2.14 Firmware Information

Configuration > Firmware Information

Wwelle § = U
D Version Size (B) Update Time User
*1 1.10.00 3410264 0000/00/04 03:42:42 adpro(CONSOLE) Boot UP Delete
2 1.09.00 3405308 0000/0O/M0 19:22:22 adpro{(CONSOLE) Boot UP Delete
- . Boot up firmware
(SSH) . Firmware update through S5H
(WEB) - Firmware update through WEB
(SMMP) - Firmwara update through SNMP
(TELMET) : Firmware update through TELNET
(CONSOLE) : Firmware update through CONSOLE

ID 1D

Version
Size (B)
Update Time
User

[Anonymous] [Unknown]

[Boot UP]
[Delete]
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3.2.15 SNTP Settings
3.2.15.1 Time Settings
SNTP

Configuration > SNTP Settings > Time Settings

iIHHEIﬂ3HHEEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII;I

Status

SHTP State ® Disabled O Enabled
Current Time 000060 05:38:18

Time Source Systermn Clock

SNTP Settings

SNTF First Server [0.0.00 |
SNTF Second Server [0.0.00 |
SNTP Poll Interval In Seconds (30-98989) [720 |
Set Current Time

Date (DDMMATTT [ooioom |
Tirne (HH:MM:SS) [o5:38:18 |

Status
SNTP State SNTP /
Current Time

Time Source
SNTP Settings

SNTP First Server | SNTP 1P
SNTP Second Server | SNTP IP
SNTP Poll Interval SNTP (

In Seconds

(30-99999)

Set Current Time
Date (DD/MM/YYYY
Time (HH:MM:SS)
[Apply]
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3.2.15.2 TimeZone Settings

SNTP
Configuration > SNTP Settings > TimeZone Settings
- & - - L
Daylight Saving Time State Dizsahled w
Daylight Saving Time Offset In Minutes A0 w
Time Zone Offsetfram TS In +-HH: MW + |09 |00 =

DST Repeating Settings
Frarm: Wyhich Week Of The Manth

Fram: Day Of Week

Frarm: Maonth

Frarm: Time In HH ki
Towvhich Week Of The Month
To: Day Of Week

To: Month

To: Time In HH hnd

DST Annual Settings
From: Manth

Fram: Day

Fram: Time In HH hihd
To: Month

Tao: Day

Ta: Time In HH hnd

Apply

Daylight
Saving Time
State
Daylight 30 60 90 120
Saving Time
Offset In
Minutes
Time Zone (UT0)
Offset:from
UTC In +/-HH:MM
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DST Repeating Settings

2 10
From: Which
Week Of The
Month

From: Day Of
Week

From: Month
From: Time In
HH MM

To:Which Week
Of The Month
To: Day Of Week
To: Month

To: Time In HH
MM

DST Annual Settings

10 14
From: Month
From: Day

From: Time In
HH MM

To: Month

To: Day

To: Time In HH
MM

[Apply]
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3.2.16 SMTP Settings
SMTP

SMTP

SMTP

3.2.16.1 SMTP Service Settings
SMTP

Configuration > SMTP Settings > SMTP Service Settings

VITP Service Settings

SMTP Global Settings

SMTP State CEnabled @ Disabled

SMTF Server Address [0.0.00 |

SMTF Server Port (1-65535) o |

Self Mail Address | |(Max:64 characters)

SMTP Mail Receiver Address

Add A Mail Receiver |(Max:64 characters)

2 Celete
Celete
4 Celete
Celete
G Celete
Celete
8 Celete
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SMTP State SMTP

SMTP Server SMTP IP

Address

SMTP Server SMTP TCP SMTP
Port (1-65535) 25 1 65535

Self Mail Address

Add A Mail
Receiver [Add] 8

Mail Receiver Address

[Delete]

[Apply]

3.2.16.2 SMTP Service
SMTP

Configuration > SMTP Settings > SMTP Service

¥ - atild=

Subject: | |

Content:

Subject e-mail
Content e-mail
[Send]
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3.2.17 SNMP Settings

SNMP
SNMP
SNMP
) (
SNMP 1 2c 3
SNMP 3 SNMP
SNMP 1 2
SNMP

SNMP SNMP
SNMP 1 2C

public - MIB

private - MIB
SNMP 3 2

SNMP
3 SNMP
SNMP 1
SNMP
SNMP 3 SNMP
SNMP
MIB
SNMP 3 SNMP
SNMP 3
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SNMP

) SNWP
MIB
SNMP - MIB

(0ID)

MIB SNMP

SNMP

SNMP

SNMP

SNMP



Trap

0 SNMP

SNMP delete snmp
community delete snmp user
3.2.17.1 SNMP View Table
SNMP MIB
SNMP
SNMP Configuration > SNMP Settings > SNMP View Table
Yiew Narmne | |
Subtree OID | |
Yiew Type Included v

Total Entries: 8

Wiew Name Subtree

restricted 1.361.2.1.1 Included
restricted 1.3.6.1.2.1.11 Included
restricted 1.3.6.1.6.3.10.2.1 Included
restricted 1.3.6.1.6.3.11.2.1 Included
restricted 1.3.6.1.6.3.15.1.1 Included
Comrmunityiew 1 Included
Communityview 136163 Excluded
Comrmunityiew 1.3.6.1.6.3.1 Included

View Name 32 View Name
SNMP
Subtree 0ID (0ID) oID SNMP
SNMP
(m1B )

View Type Included SNMP

Excluded

SNMP

[Apply] [Delete]
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3.2.17.2 SNMP Group Table
SNMP SNMP (SNMP
SNMP

Configuration > SNMP Settings > SNMP Group Table

Add Group

Group Kame

Read Yiew MName

Wirite View Name

Motify View Name

User-based Security Model SHMPy1 w
Securty Lovel T

Total Emries: 9

security Model Security Level

public Communityy Communityy MoAuthioPriv

[ Delete |
public COmmunityy... Communityy... SNMPYZ MoAUthNOP iy
initial restrictad rastrictad SHMPy3 aAUthMoP v
private Cammuniti... Cammunity... Cammunity.. SHMPy MaduthtoPriv
private Cammunit... Cammunity... Cammunitd... SHMPy2 MaduthtoPriv
ReadGroup Cammunit... Cammunitd... ShMPY MaduthtoP v
ReadGroup Cammunit Cammunitd ShiMPy2 MaduthtoP v
WWiriteSroup Community... Communityy... Community/... SHhPy1 MoAuthMoP riv
wiititeGraup CammUnit... CammUnity... CammuUnity... SHMPY2 FaAUthoP iy

Group Name 32 Group Name SNMP
SNMP
Read View Name SNMP SNMP SNMP
Write View Name | SNMP SNMP SNMP
Notify View SNMP SNMP
Name SNMP
User-based SNMPv1 - SNMP
Security Model SNMPv2 - SNMP
SNMPv3 - SNMP 3
Security Level SNMPv3
NoAuthNoPriv - SNMP
AuthNoPriv - SNMP
AuthPriv - SNMP
[Apply]
SNMP [Delete]
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3.2.17.3 SNMP User Table
SNMP

Configuration > SNMP Settings > SNMP User Table

L ——

Add User

User Mame |

Group Mame [

SMMP Yersion

SMMP V3 Encryption
Auth-Pratocol by Fassword
Priv-Protocol by Password
Auth-Frotocol by key

Priv-FProtocaol by Key

Total Entries: 1

initial

Group Mame
initial

Mone w

SMHMP Yersion
V3 Hane

Auth-Protocol

Fassword

Key

\ |
Password \ |
\ |
\ |

Key

Friv-Protocol
Mang

Apply

User Name 32 User Name SNMP
Group Name Group Name SNMP SNMP
SNMP Version V1 - SNMP
V2 - SNMP
V3 - SNMP
SNMP V3 None - SNMPv3
Encryption Password - SNMPv3
Key - SNMPv3
Auth-Protocol MD5 - HMAC-MD5-96
by Password SHA - HMAC-SHA
Priv-Protocol None -
by Password DES - CBC-DES(DES-56) DES 56-bit
Auth-Protocol MD5 - HMAC-MD5-96
by Key SHA - HMAC-SHA
Priv-Protocol None -
by Key DES - CBC-DES(DES-56) DES 56-bit
Password SNMPv3
Key SNMPv3
[Apply]

[Delete]
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3.2.17.4 SNMP Community Table

SNMP SNMP
SNMP
@) MIB MIB SNMP
(2) MIB / SNIP
Configuration > SNMP Settings > SNMP Community Table

Add Community

Comrmunity Name | |

Wiew MName | |

Access Right Read Only v

Total Entries: 2

Community Mame Wiew MName Access Righ
[_Delete |

private Communityiew

public Carnmmunitdew read_only

Community Name SNMP 32
SNMP SNMP
MIB
View Name SNMP MIB
32
SNMP
Access Right Read Only - SNMP
MIB
Read Write - SNMP
MIB /
[Apply]
[Delete]
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3.2.17.5 SNMP Host Table
SNMP SNMP

Configuration > SNMP Settings > SNMP Host Table

NIVIF HO anle

Add Host Table
HostIP Address [ |

User-based Security Model SMMPw v

Security Level

Community String I SMNMPY3 User Mame

Total Entries: 0
Cammunity Name/SNMPy3 User Mame

Host IP Address User-hased Security Model Security Level

Host IP Address | SNMP 1P

User-based SNMPv1 - SNMP 1

Security Model SNMPV2c - SNMP 2
SNMPv3 - SNMP 3

Security Level NoAuthNoPriv - NoAuthNoPriv
AuthNoPriv - AuthNoPriv
AuthPriv - AuthPriv
Community SNMPv3
String / SNMPv3
User Name

[Apply]

3.2.17.6 SNWP Engine ID
ID  SNMPv3
SNMP

Configuration > SNMP Settings > SNMP Engine ID

Engine ID 800000ab03004066000001

MHote: Engine ID length is 10-64, the accepted character is from 0 to F.
Engine ID SNMP ID
ID ID [Apply]
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3.2.17.7 SNMP Trap Configuration
SNMP /

Configuration > SNMP Settings > SNMP Trap Configuration

SNMP Trap [Enabled =]
SNMP Authentication Traps [Enabled =]
SNMP Link Change Traps [Enabied 7]
SNMP Lagin Trap [Disabled =]
ShMP Logout Trap Im
SNMP Login Fail Trap [Disabled =]

Apply |

SHMP LinkChange Traps Port Settings
From Part Ta Paort State

01 =~ 01 2 IEnabIed 'l Apply |

Fort State =
1 Enahled
2 Enabled
3 Enahled
4 Enabled
] Enahled
4 Enahled
7 Enahled
a Enahled
49 Enabled
10 Enahled
11 Enabled
12 Enahled
13 Enahled
14 Enahled
14 Enahled
16 Enahled
17 Enahled =
15 Enabled hd
SNMP

SNMP Trap SNMP /

SNMP Authentication | SNMP /

Traps

SNMP Link Change SNMP /
Traps

SNMP Login Trap SNMP /
SNMP Logout Trap SNMP /
SNMP Login Fail Trap | SNMP /
From Port - To Port | SNMP

State SNMP /
[Apply]
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3.2.17.8 RMON
RMON /

Configuration > SNMP Settings > RMON :
e

RMOM Status OEnabled & Disahled
RMON Status RMON /
[Apply]
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3.3 Command Logging
3.3.1 Command Logging Settings
Command Logging

Configuration > Command Logging Settings

Command Logging Settings
Command Logging State & Enabled ' Disabled

Apply |

Command
Logging State

[Apply]

0

WEB
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3.4 PoE

PoE(Power over Ethernet) TP
IEEE802.3af

PoE APLFM104GT-PoE APLFM108GT-PoE  APLFM116GT-PoE 3

3.4.1 PoE System Settings
PoE

Configuration > PoE > PoE System Settings

Power Limit (20-125)

[ Jwans

Apply ] [ Refresh ]

PoE System Information
e System Power Remained (Watts)  Power Disconnection Method

130 Deny Low Pricrity Port

Power Limit (Watts) (Watts)
125 0

MNote: If System Power Remained is less than 17W (Power Guard Band}, then there might be no additional port supplied with power.

20 125W

Power Limit

[Apply]
[Refresh]

0 Deny Low Priority Port

0 170
LowPriorityDeny
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3.4.2 PoE Port Settings
PoE PoE

Configuration > PoE > PoE Port Settings

Q Q = |
From Fort To Port State Friarity Fower Limit
01 » 01 » Enabled Critical  » Class Based »
Apply Refresh
PoE Port Information
Friarity Paower Limit (mi) Pow Current {mA}
i Enabled Low 15400({User Defined) 0 0 ] 0 QFF : Interim state...
2 Enabled Low 15400({User Defined) 0 0 ] 0 QFF : Interim state...
3 Enabled Low 15400(User Defined) 0 0 ] 0 OFF ©Interim state...
4 Enabled Low 15400({User Defined) 0 0 0 0 OFF : Interim state...
5 Enabled Low 15400({User Defined) 1] 1] 0 1] OFF : Interim state...
i Enabled Law 15400{User Defined) 0 0 0 0 OFF - Interim state
| Enabled Low 15400({User Defined) 0 0 0 0 QFF  Interim state...
8 Enabled Low 15400({User Defined) 0 0 ] 0 QFF : Interim state...
g Enabled Low 15400({User Defined) 0 0 ] 0 QFF : Interim state...
10 Enabled Low 15400({User Defined) 0 0 ] 0 OFF ©Interim state...
i1 Enabled Low 15400(User Defined) 1] 1] 0 1] OFF : Interim state...
12 Enabled Laow 15400({User Defined) 0 0 0 0 OFF : Interim state...
i3 Enabled Laow 15400({User Defined) 1] 1] 0 1] OFF : Interim state
14 Enabled Low 15400{User Defined) 0 0 0 0 OFF : Interim state...
15 Enabled Low 15400({User Defined) 0 0 ] 0 QFF : Interim state...
16 Enabled Low 15400({User Defined) 0 0 ] 0 QFF : Interim state...

From Port / To Port
State PoE (Enable)
(Disable) PD
Priority (Low)
Critical,High,Low Critical
Power Limit 15400(mwW)
(User Define) 1000
15400(mW)
(Class Based) PD
Class 0: 15.4(W) 0.44 12.95(W)
Class 1: 4.0 0.44 3.84(W)
Class 2: 7.0 3.84 6.49(W)
Clase 3: 15.4(W) 6.49 12.95(W)
Class 4: 15.4(W) 0.44 12.95(W)
[Apply]
[Refresh]
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o

0 power_limit
0 user_define

100mw

0 config ports

100mw

(disable)
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3.5 L2 Features
3.5.1 Jumbo Frame

2048 (1522

L2 Features > Jumbo Frame

Jurnbo Frame O Disabled &) Enabled

Current Status: The maximum size of Jumbo frame is 2048 hytes.

T
[Apply]
3.5.2 VLANs
IEEE 802.1p
IEEE802.1p
( )
IEEE802. 1p
( )
;
7( ) 7
0
4:1 7(
) 4 0 1
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VLAN

VLAN
VLAN VLAN
VLAN
IEEES02.1Q VLAN
802.1Q

default VLAN VID

IEEE 802.1Q VLAN

- 802.1Q VLAN
- 802.1Q VLAN

IEEE 802.1Q(

VLAN

IEEE 802.1Q
VLAN

VLAN VLAN

VLAN

VLAN VLAN

IEEE 802.1Q

VLAN

VLAN

default

802.1Q VLAN

VLAN

802.1Q VLAN
(

IEEE 802.1Q VLAN

IEEE 802.1Q VLAN

VLAN

VLAN
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(IEEE 802.1Q

VLAN



IEEE 802.1Q
€Y

)

(3) 1

(4) 802.1Q VLAN

®)
@ -1
(b)
© -
802.1Q VLAN
802.1Q VLAN
0x8100
2
) 1
802.1p VID
4094 VLAN
4

802.1Q Packet Forwarding|

Packet Packet
Received Transmitted
 J
Ingress Rules Egress Rules
Applied Applied
3 / A

. | Forwarding

Process

VLAN 1 o

/4 WLAN Table
Filtering ,_:/'|

MAC 4
0x8100
IEEE 802.1Q/802.1p

VLAN ID(VID) 12
VLAN 802.1Q VID

(CFI -

12

IEEE 802.1Q) Tag

1 2 3

Destination Address (& octers)

Source Address (6 octets)

EtherType = (ucB100 ] Tag Control Information

MAC Length/Type | Begining of Data

Octets
]

|

|

|

|

|

|

|

Cyclic Redundancy Check {4 octets)

Fuserprierity| cFr | VLANID (VID) (12 Bita)

3 bits 1 bit 12 bits
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VLAN ID
(
802.1Q
802.1Q VLAN

802.1Q VLAN

PVID

VLAN
PVID

PVID 1
PVID

VID

55/211

VLAN ID  MAC Adding en TEEE 802,16 Tag —
Packt
/ Bast. | Src. | Lergth/Eryps ‘ Bt ‘ 2} ‘+_J
\‘\‘\NW
1 A Pocket
Ny
(CRO) m.at.m"rq|l.qﬂmm‘m au:‘
o
802.1Q VID ) 1 802.1Q
VLAN
( 802.1Q
MAC VLAN
VLAN VLAN ID PVID
PVID
PVID
PVID VLAN 2 VLAN
PVID VLAN
PVID 802.1Q
VLAN
VLAN
VLAN PVID
VID PVID
PVID VID
PVID VID
VID
2 VID
PVID VID
PVID 1 VLAN
VID



VLAN VLAN
802.10 VLAN VLAN
VLAN VID
VLAN
VLAN 802.10Q
VLAN
802.10
802.1Q VLAN
802.1Q VLAN (PVID
802.10Q
VLAN
VLAN )
VLAN
VLAN VLAN
802.1Q VLAN
802.1Q VLAN
802.1Q VLAN 802.1Q VLAN
VLAN PVID VID
(
VLAN(  VID)
VLAN(  VID) VID

VLAN
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VLAN

VID1 default VLAN
VLAN
VLAN
1
VLAN
VLAN NIC 802.1Q
NIC
VLAN
VLAN
VLAN 2 1
( )
( 10) VLAN 2 (VLAN 2 )
10 VLAN 2
10 VLAN 2 VLAN
VLAN 1 VLAN
2
VLAN VLAN
VLAN
VLAN 1 12 3 4 VLAN 2 15 6
7 1 2 VLAN 8 9 10 VLAN
8 9 10 VLAN
VLAN
VLAN 1D
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Q-in-Q VLAN

Q-in-Q VLAN( VLAN ) VLAN
VLAN VLAN VLAN
ISP L2
LAN
LAN
4000 VLAN VLAN 4000
VLAN VLAN
Q-in-Q VLAN SPVID IEEE802.1Q VLAN VLAN
VLAN TPID( ID) VLAN
16
VLAN VLAN
Q-in-Q VLAN
SPVLAN(TPID + 802.10Q CEVLAN
TPID +
VLAN VLAN
Q-in-Q VLAN
Q-in-Q VLAN
€D SPVLAN TPID TPID
@
(3) Q-in-Q VLAN SPVID
(4) Q-in-Q SPVLAN
SPVLAN UNI
User-Network Interface NNI Network-Network Interface
o) Q-in-Q VLAN VLAN
VLAN Q-in-Q VLAN ACL
(6) Q-in-Q VLAN STP GVRP
@ CPU
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3.5.3 802.1Q Static VLAN
VLAN VLAN 1D VLAN

L2 Features > 802.1Q Static VLAN

802 1Q Static VLAN

VIO WLAM Mame Al ement Tagoed Poris Untagoed Ports Forbidden Parts

802.1Q VLAN [Add/Edit VLAN]

VLAN
802.1Q VLAN VLAN [Edit]
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\ =1k

YILAN List |AUMEngLAN |HndVLAN |vLANBathemngs |TohIEnne$1
YiD [ Jwanmame | |(Name should be less than 32 characters)
Adveriserment Disahled
Selact All 1 2 z 4 5 B 7 B 9 10
Taoged C O O O O O O O O O
Untagged c o o © o o o o o o
Forhidden O O O O @) & * * * *
Mot Mernber ® O] ® ® ® ® (O] O] (O] (O]
Tagged Ports
Untagoed Ports
Faorbidden Ports
< >
[802.1Q Static VLAN] [VLAN List]
802.1Q VLAN [Edit]
VLAN

VID VLAN [Add/Edit VLAN] VLAN 1D VLAN  VLAN ID
VLAN  VID VLAN
VLAN Name [Add/Edit VLAN] VLAN VLAN
VLAN 32
Advertisement GVRP
VLAN
Port VLAN
Tagged 802.1Q
Untagged 802.1Q
Forbidden VLAN
Not Member VLAN
[Apply]
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VLAN [Find VLAN] VLAN 1D [Find]

VLAN List VLAN
e ——
WLAR List | Add/Edit WLAN I Find YLAN I WLAMN Batch Settings | Total Entries: 1
o ] T
VLAN [VLAN Batch Settings]

WLAMN List | AddiEdit VLAN | Find WLAR l YWLARN Batch Settings l Total Entries: 1

WID List (e.9.:2-5) l:l @) Add O Delete > Config

Advertisement Disabled v

Port List (e.0.1-5) [

Apply

VID List VLAN ID
(e.g.:2-5)
Advertisement GVRP
VLAN

Port List VLAN

(e.g.:1-5)
Tagged 802.1Q

Untagged 802.1Q

Forbidden VLAN
VLAN

[Apply]
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3.5.4 QinQ
3.5.4.1 QinQ Settings
QinQ

L2 Features> QinQ > QinQ Settings

NG =e "
0inQ Global Settings JEnahled (%) Disahled
Frarn Port To Port Raole Quter TPID (hex : Ox1-0xff)  Trust CVID WLAM Translation
iy v |01 v | v| oxfseas | Disabled & | |Disabled |+
Fort Role Quter TRID Trust CVID WLAN Translation
1 M| 0x38a3 Disahled Disahled
2 M| %3823 Disahled Disahled
3 MM 0x38a8 Disabled Disabled
4 M| 0xA8a7 Disahled Disahled
] M| Ox38a3 Disahled Disahled
B MM 0x38a8 Disabled Disabled
7 M| 0xA8a7 Disahled Disahled
g M| Ox38a3 Disahled Disahled
] MM 0x38a8 Disabled Disabled
10 M| 0xA8a7 Disahled Disahled

QinQ Global QinQ
Settings
From Port/To Port | QinQ
Role

UNI -

NNI - 2
Outer TPID (hex : TPID TPID
0x1-0xFfff) VLAN ID
Trust CVID VLAN ID(CVID)

CVID  SPVLAN VLAN ID
VLAN Translation VLAN
VLAN ID
VLAN 1D

[Apply]
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3.5.4.2 VLAN Translation CVID Entry Settings

VLAN VLAN ID
VLAN 1D

L2 Features > QinQ > VLAN Translation CVID Entry Settings

Action CWID List(1-4094) SYID (1-4094)

[ Dstere AT

Total Entries: 0

Action

Action VLAN ID(SVID) Add( ) Replace(
)

CVID List(1-4094) VLAN 1D

SVID (1-4094) VLAN VLAN

[Apply]

[Delete All] VLAN
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3.5.5 802.1v Protocol VLAN
VLAN
802.1v Protocol Group Settings VLAN
802.1Q 802.1v
VLAN

3.5.5.1 802.1v Protocol Group Settings
L2 Features > 802.1v Protocol VLAN > 802.1v Protocol Group
Settings

Add Protocol VLAN Group

Group 1D (1-16) [ ] Group Name | | [ Add [ Delete all_|

Note: Mame should be less than 32 characters .

Add Protocol for Protocol VLAN Group
® Group D O Group Mame Frotocol Protocol Walue (0-FFFF)

| Ethernet Il ~ I:I

Total Entries: 0
Group 1D Group Marme Frame Type FProtocol Yalue

Group ID (1-16) ID 1 16
Group Name VLAN 32
Protocol
VLAN
Ethernet IEEE802.3 SNAP

IEEEB02.3_LLC

Protocol Value
(0-FFFF)

[Add]

[Delete All]
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3.5.5.2 802.1v Protocol VLAN Settings
VLAN

L2 Features > 802.1v Protocol VLAN > 802.1v Protocol VLAN Settings

ol Vv FTOTOCOI VAN a8 L

Add New Protocol VLAN

® Group ID v @VID (1-4084) [ 802.1p Priofity None v
O Group Name OVLAN Name ]
Potlistie.g:18) [ | FaiPors

Protocol VLAN Table
Search Port List | | Find ][ showal ][ Delete all |

Total Entries: 0

WLAM Mame Group 1D 802.1p Priority

Group ID ID
Group Name
VID (1-4094) VID VLAN ID  VLAN

VLAN

VLAN Name VLAN VLAN VLAN ID

VLAN

802.1p 802.1p

Priority CoS

CoS

CoS 802.1p
QoS

Port List All Ports
(e.g.: 1-6)
Search Port
List

[Find]
[Show All]
[Delete All]

[Add]

[Find]

[Show All]
[Delete All]
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3.5.6 GVRP Settings

GARP VLAN (GVRP) VLAN
PVID
PVID
L2 Features > GVRP Settings
VRF Se (0
GVRP State Settings @ Disabled O Enabled
From FPort To Port PYID (1-4094) GWRP Ingress Checking  Acceptable Frame Type
01 v| |01 v | | |Disabled ~| Enabled ~ Al v

' Py Reassigned PVID GWRP Ingress Checking Acceptable Frame Type
1 1 - Disabled Enahled All
2 1 Disahled Enahled All
3 1 Disahled Enahled All
4 1 Disabled Enabled All
g 1 Cizabled Enahbled All
B 1 Disabled Enahled All
T 1 Dizahled Enahled All
2 1 Disahled Enahled All
9 1 Disabled Enabled All
10 1 Cizabled Enahbled All

GVRP State GVRP
Settings
From Port/To Port VLAN
PVID (1-4094) PVID 802.1Q
VLAN

VID 1  default VLAN

GVRP VLAN (GVRP) VLAN
GVRP
Ingress Checking Ingress
VLAN D VLAN 1D

enable
Acceptable Frame Tagged
Type Only All

All

[Apply]
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3.5.7 Asymmetric VLAN Settings
VLAN VLAN 1 VLAN
2 VLAN 2 VLAN

L2 Features > Asymmetric VLAN Settings

Agymmetric VLAN State (0 Disabled O Enabled

Apply

Assymetric asymmetric VLAN /
VLAN State

[Apply]

3.5.8 MAC-based VLAN Settings
MAC VLAN MAC

VLAN MAC VLAN

MAC VLAN
VLAN MAC VLAN

L2 Features > MAC-based VLAN Settings

MAC Address YLAN Name | | [ Find Il Add ]

Delete All

Total Entries: 0
MAC Address WLAMN D

MAC Address MAC

VLAN Name VLAN  VLAN
[Find]

[Add]

[Delete All]
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3.5.9 PVID Auto Assign Settings

PVID PVID
VLAN PVID

PVID VLAN PVID VLAN

PVID VLAN VLAN
PVID  VLAN PVID  VLAN
PVID VLAN PVID
PVID  PVID ( )

VLAN PVID

L2 Features > PVID Auto Assign Settings

PVID Auto Assign State () Enabled O Disabled

Apply

PVID Auto PVID auto assign /
Assign State

[Apply]
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3.5.10 Link Aggregation(Port Trunking)
¢ )

14

o 802.1x MAC

14
STP

802.1X

STP

WEB
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L2 Features > Port Trunking

=0 L] 4 L

Algarithm MAC Source -

Edit Trunking Information

GroupID1-8) | |Twpe|Static v | Master Port| 01 v| state|Disabled v| [Clearal J[_Add ]

0 0 O 0 O 0 O 0 O O

Faorts

Total Entries : 0
Group 1D Type Master Port Member Paorts Active Ports Flooding Pors

Mote: Maximum & ports in a static or LACP group.

Algorithm
MAC Source/MAC Destination/MAC Source Destination/

IP Source/1P Destination/IP Source Destination
Group ID ID 1 14

ID
Type Static LACP(

) LACP
Master Port
State
Active Ports
Member Ports 1 8
Flooding Ports DLF(
) CPU

[Apply]
[Clear All]
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3.5.11 LACP Port Settings
LACP

L2 Features > LACP Port Settings

~ -0 - L]

Fram Port To Port Artivity

01 v| |01 v| |Passie v

Passive
Passive
Passive
Pazsive
Passive
Passive
Passive
Passive
Passive
a Passive

1
2
3
4
A
3]
7
o]
9
1

From Port/To Port
Activity Active - LACP LACP
LACP
LACP
LACP
Passive - LACP LACP
LACP

[Apply]
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3.5.12 Traffic Segmentation
Traffic Segmentation
VLAN
VLAN CPU

[Apply]

L2 Features > Traffic Segmentation

= ¥ = cAll0

Traffic Segmentation Settings

From Port m | ToPort o1 W
Forward Portlist ’ 3 4 g G 2 g
[ clear all | [(select all |
FPorts 1,2,3,4,5 67,8 910
[ aeely ]
F
1 1,2,3,4,6867,8910
2 1,2,3,4,5 67,8910
3 1,2,3,4,48 67,8910
4 1,2,3, 4,48 6,7,849,10
a 1,2,3, 448 6,7,8,9,10
3] 1,2,3, 4,5 6,7,89,10
T 1,2,3,4,5 67,8910
a 1,2,3,4,48 67,8910
9 1,2,3, 4,8 6,7,8,49,10
10 1,2,3,4,8 67,8910

From Port/To Port

Forward Portlist
From Port/To Por

[Clear All]
[Select All]

[Apply]
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3.5.13 BPDU Guard Settings
BPDU Guard

L2 Features > BPDU Guard Settings

BPDU Guard Se g
BPDU Guard Global State @ Enabled () Disabled Apply
Log Status Both -
Recovery Time (50-1000000) sec [C] Infinite Apply
From Port To Port State Mode
01 - 01 ~ Disabled - Shutdown = Apply
Port State Mode Status -
1 Enabled Shutdown Mormal
2 Disabled Shutdown Mormal
3 Disabled Shutdown Mormal
4 Disabled Shutdown Marmal
5 Disabled Shutdown Mormal L
6 Disabled Shutdown Mormal 3
7 Disabled Shutdown Mormal
] Disabled Shutdown Marmal
9 Disabled Shutdown Mormal
10 Disabled Shutdown Mormal
1" Disabled Shutdown Mormal
12 Disabled Shutdown Mormal
13 Disabled Shutdown Mormal
14 Disabled Shutdown Mormal
15 Disabled Shutdown Mormal
16 Disabled Shutdown Mormal
7 Disabled Shutdown Marmal il

BPDU Guard Global | BPDU

State

Log Status BPDU None Attack Detected

Attack Cleared Both Attack Detected BPDU

Attack Cleared BPDU
Both

Recovery Time BPDU 60

1,000,000 60 Infinite

From Port - To Port

State BPDU

Mode BPDU Shutdown mode

[Apply]

0 BPDU IEEES02. 1d

BPDU(STP/RSTP/MSTP)
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3.5.14 IGMP Snooping
1GMP L2 Features > IGMP
Snooping VLAN 1GMP
IGMP IGMP IGMP
IGMP
IGMP

3.5.14.1 IGMP Snooping Settings
IGMP

L2 Features > IGMP Snooping > IGMP Snooping Settings

vir D0p ] - ]

IGMP Snooping Global Settings

IGMP Snooping State @ Disabled O Enabled

Total Entries: 1

YLAN Name

1 default Disahled Modify Router Port
[Edit]
[Edit]
1| DOP L - L

WLAN 1D 1 WLAN MName default

Querier Expiry Time 0sec Querier [P 0.0.0.0

Max Response Time (1-25) sec Gluery Interval (1-B5535) sec

Last Listener Query Interval {1-25) sec Robustness Yalue (1-255)

Querier State Disabled A Fast Done Disabled w

State Disabled v Quetier Rale Man-Quetier

Wersion 3 v

<=Back ][ Apply

VLAN ID VLAN ID  VLAN 1GMP VLAN

VLAN Name VLAN VLAN 1D IGMP VLAN

Querier Expiry
Time
Querier IP IGMP IP
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Max Response 1 25
Time (1-25) 10

Query Interval IGMP (1 65535 )
(1-65535) 125

Last Listener
Query Interval 1
(1-25
Robustness VLAN
Value (1-255)

1 255

Querier State 1GMP
IGMP

Fast Done
1GMP

State 1GMP

Querier Role
IGMP
Non-Querier 1GMP

Version 1GMP 3

[<<Back]
[Apply]
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1GMP [Modify Router Port]

WLAMN (D 1 WLAN Mame default

[ Select All ] [ Clear all ]Static Router Port:

01 nz 03 04 05 06 a7 ng ng 10

DO O o000 o0 o000 o000 o000 o0 oo 0o

[ selectall |[_ clear Al | Forbidden Router Port:

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 17 18 g 22 23 24 25 27 28
ENEN NN E R R RN
Dynamic Router Port:

<=Back ] [ Apply

Static Router
Port

Forbidden

Router Port

Dynamic Router
Port

Ports

[Select All]
[Clear All]
[Apply]
[<<Back]
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3.5.15 MLD Snooping Settings
MLD 1PV6

VLAN

MLD

MLD

VLAN ID

1Pv4

MLD
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1GMP

VLAN

MLD

MLD

1Pv6

1Pv6



MLD

MLD 1 3
3 I1CMPV6 (130 131 132
(€H) 1- IPv4 1GMPV2
1CMPV6 130
2 MLD
2 IPv6
) 1 - IGMPv2
ICMP 131
(€)) - IGMPv2 ICMPV6
132
MLD 2 2
2 I1CMPVv6 (130 143
(€Y) 2 - IPv4  IGMPv3
I1CMPV6 130
MLD
2 3 MLD
1)
0
2)
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3)

) 2 - I1GMPV3
ICMP 143

MLD MLD
MLD MLD

[Enabled] [Apply]

L2 Features > MLD Snooping Settings :

\/ » DOP L - *

MLD Snooping Global Settings

MLD Snooping State O Enabled @ Disahled

Total Entries: 1

WLAN MName

1 default Disabled Modify Router Port

MLD Snooping MLD Snooping Global Settings

State
[Apply]
[Edit]
[Edit]
\/ » DOP L - L
WLAM 1D 1 WLAMN MName default
Query Interval (1-65535) sec Max Response Time (1-25) sec
Rohustness Value (1-2548) Last Listener Query Interval {1-25) sec
Fast Done Disabled A State Disabled w
Wersion 2 Querier Role MNon-Guerier

<=<Back ][ Apply
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VLAN ID

MLD VLAN

VLAN Name

MLD VLAN

Query Interval
(1-65535)

MLD

(1 65535 ) 125

Max Response
Time (1-25)

@ 25 )
10

Robustness
Value (1-255)

VLAN

Last Listener
Query Interval
(1-25)

Fast Done

MLD

State

MLD

Version

MLD ( )

Querier Role

Querier MLD

Non-Querier

MLD

[Apply] [<<Back] [MLD Snooping Settings]

[MLD Snooping Router Ports Settings] [Modify Router Port]

V » DOR g OLe 0 = ]

VLAN ID 1 YLAN Marme default

[ selectall ][ clear all_] Static Router Port:

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 149 21 3 23 24 35 6 3T 2
150 T Y T Y T I O I S R N N S R N S
[ selectall ][ Clear All | Forbidden Router Port:

a1 0z 03 04

Ooo0O0O0O0O00O0O0O0O0O0O00O000O000000
Dynamic Rowuter Port:

[ <-<Back ][

[Apply]
[Clear All]

[<<Back] [MLD Snooping Settings]
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3.5.16 Port Mirror

RMON

L2 Features > Port Mirror

L

Mirror Port State () Disabled O Enabled
Target Port
Source Port Shiffer Moda Ports
Source Port Settings
Sniffer Made 1 2 3 4 g il 7 £
Tx C O O O O C O C O
R @ O @ * CJ @ O @ @
Bath > O > * O > O > O
Mone O O O () O O O O O
™
2%
[_apely |
@
@
©))

(4) [Apply]

0 LAG
0 VLAN

o Target VLAN Target
VLAN VLAN
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3.5.17 Loopback Detection Settings

L2 Features > Loopback Detection Settings

Loopback Detection Global Settings

State ® Disabled O Enabled Interval (1-32767) sec
Mode PortBased w» Recover Time (0 or 60-1000000} &0 Sec
ooy

From Port To Port State Iethod

01 v 01 v Disabled v Shutdown v
F Loophack Detection State Iethod Loop Status
i Disabled Shutdown Mormal
2 Disabled Shutdown Mormal
B Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Disabled Shutdown Mormal
6 Disabled Shutdown Mormal
¥ Disabled Shutdown Mormal
8 Disabled Shutdown Mormal
B Disabled Shutdown rMarmal
10 Disabled Shutdown Mermal v

State (Global)

console LED

LED
Interval (CTP
(1-32767) Configuration Test Protocol) ()
1 32767 10
Mode
Recover Time ()

(0 or 60-1000000) [0]
Loop Port State Disabled ( )
Enabled ( )
60 1000000 60

From Port/To Port
State (Port)

Method shutdown(
) drop( )

[Apply]
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[l Tag VLAN

Tag Tag
Native VLAN

ver.1.04.00
ver.1.05.00

0 LED CONSOLE LED
ver.1.06.00 CONSOLE LED
ver.1.07.00 CONSOLE LED

LED

‘[I’ ( 60 )

© )
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3.5.18 Spanning Tree
STP RSTP MSTP

802.10-2005 MSTP

MSTP IEEE MSTP VLAN
MSTP
VLAN 3 (STP
RSTP  MSTP)
BPDU
VLAN MSTI ID
MSTP
(CIST) CIST MSTP
1 VLAN
VLAN
MSTP MSTP
3 :
D) 32 ( [MST Configuration
identification] )
) ( [MST Configuration
identification] )
(3) 4094 ( [MST Configuration identification] VID
) 4094 VLAN
MSTP 3 :
) MSTP (STP [STP Bridge Global Settings]
)
(2) MSTP ( MSTI ID
[MSTI Config Information] )
(©)) VLAN MSTP ID ( MSTI ID [MST
Configuration ldentification] VID )
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( ) MSTP  RSTP STP
( ) ( )
STP (
) RSTP/NSTP ( )

BPDU BPDU
Hello 1 BPDU
BPDU

MSTP RSTP STP

RSTP RSTP
RSTP

(P2P) )

BPDU
P2P

P2P P2P RSTP/MSTP
P2P
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STP/RSTP/MSTP

MSTP RSTP BPDU STP
STP MSTP RSTP
RSTP MSTP
STP 2
€Y
@

3.5.18.1 STP Bridge Global Settings

STP
L2 Features > Spanning Tree > STP Bridge Global Settings
D e U ]
STP Global Setting
STF State @ Disabled O Enabled
STP Yersion RETP v
Forwarding BPDLU Enabled
Bridge Max Age (6-40) 20 Jsec
Bridge Hella Time (1-2) 2 ser
Bridge Forward Delay (4-30) sec
Tt Hold Count (1-10) 6 Jtimes
Max Hops (B-40) fimes

STP State STP
STP Version STP
3
STP - STP
RSTP - RSTP
MSTP - MSTP
Forwarding BPDU BPDU

Bridge Max Age Max Age
(6-40)

LAN
BPDU
BPDU

20
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Bridge Hello
Time (1 - 2 Sec)

Hello Time 1 2
2 BPDU
Time  STP/RSTP

Root Bridge

Global Bridge Hello

Bridge
Forward Delay
(4-30)

4 30

Tx Hold Count
(1-10)

Hello

(1 10)

Max Hops (6-40)

BPDU

20

BPDU

[Apply]

0 Hello

2 X -1
2 x Hello +1

vV IA
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3.5.18.2 STP Port Settings
STP

L2 Features > Spanning Tree > STP Port Settings

Frarm Part 01 w To Port

External Cost {0=Auta) D Migrate Bs Edge
P2F Port STP Enabled Restricted Role

HARRE
< <

Restricted TCN Forward BPDU | Enabled v
Fart | External Cost Edge P2FP Fort STP Restricted Rale Restricted TCM Forward BPDU | Hello Time |
1 Autos200000 Autoito Autoiyes Enahbled Falze Falze Enahled 202
2 AutosZ200000 Autoito Autoiyes Enabled Falze False Enahled 212
3 Autorz00000 Autaita Autarves Enahlad False False Enahled i
4 Autos200000 Autoito Autoiyes Enahbled Falze Falze Enahled 202
a Auto/200000 AutoiMo Altorves Enabled False False Enabled 212 L
fi Autorz00000 Autaita Autarves Enahlad False False Enahled i
7 Autos200000 Autoito Autoiyes Enahbled Falze Falze Enahled 2 K.

Port field : M=Trunk Master ; T= Trunk Member External Cost, Edge, P2P and Hello Time fields ©  Value1Value2 Malue1=Configured
value ; Value2=Actual value)

MST

From Port 01 hd To Port

|U1 "'I
External Cost (0=Auto) D Migrate IYes vl Edge IAuto "I
P2P IAuto "l FPort STP IEnabIed vl Restricted Role IFaIse "I
Restricted TCN [Faise =] Forward BPDU [Enabled =] HelloTime (1-2) [2 |sec
Apply |

Fort | External Cost Edge FP2P Fort STP Restricted Role Restricted TCN Forward BPDU | Hello Time | =
1 Autof200000 Auto/Mo AutolYes Enabled False False Enabled 212
2 Autof200000 AutoiMo AutolYes Enabled False False Enabled 212
3 Autol200000 Auto/Mo AutolYes Enabled False False Enabled 212
4 Auto/200000 AutoMo Autoffes Enabled False False Enabled 2i2
5 Autof200000 Auto/Mo AutolYes Enabled False False Enabled 212
G Autof200000 Auto/Mo AutofYes Enabled False False Enabled 212
& Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212
8 Autof200000 Auto/Ma AutofYes Enabled False False Enabled 212 Ll

Port field : M=Trunk Master ; T= Trunk Member External Cost, Edge, P2P and Hello Time fields : Value1/Value2? (Walue1=Configured
value ; Value2=Actual value)

STP
STP
STP VLAN
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From Port/To Port
External Cost External Cost -
(0=Auto)
0 (Auto)
0 (Auto) - 0
: 100 Mbps = 200000 = 20000
1 200,000,000
Migrate YES BPDU
STP RSTP
802.1D STP 802.1w RSTP
Edge True
1
BPDU BPDU
Auto
P2P True (P2P) P2P
P2P
P2P
RSTP False P2P
Auto P2P P2P
True
( ) P2pP
P2P False
Auto
Port STP STP
Restricted Role False
Restricted TCN TCN False
Forward BPDU BPDU
Hello Time Hello Time 1 2 Hello Time MSTP
2
[Apply]
o MAC WEB 802.1x
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3.5.18.3 MST Configuration Identification

MST Configuration ldentification MSTI
1 CIST( )
CIST CIST  MSTI ID

L2 Features > Spanning Tree > MST Configuration ldentification

\ L) gaLiratio e allC

MST Configuration ldentification Settings

Configuration Marme [00:40:66:45:5E:78 |

Revision Level (0-65538) [0 |
Instance ID Settings

MSTI 1D ¢1-4) [ ]

Type Add VID v

WID List (1-4094) [ ]

Total Entries: 1

MSTIID WID List
CIST 1-4094

Configuration MSTI
Name MSTP MAC

Revision Level MSTP 0 65535
(0-65535) 0

MSTI ID (1-4) MSTI ID

CIST MSTI CIST MSTI

Type MSTI 2

Add VID - VID VID MSTI 1D
Remove VID - VID VID MSTI ID
VID List MSTI VLAN 1D
(1-4094)
[Apply]
[Edit]
[Delete]
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3.5.18.4 STP Instance Settings
MSTI

L2 Features > Spanning Tree > STP Instance Settings

= = e e 0

STP Priority Settings

Total Entries: 1

e Type nstance Status Instance Priarity
Disabled 32768(Bridge Priority : 32768, 55 1D Ext: 0)

STP Instance Operational Status
MSTP 1D - Designated Root Bridge
External Roaot Cost - Regional Root Bridge
Internal Root Cost - Designated Bridge
Root Port - Max Age
Forward Delay - Remaining Hops
Last Topalogy Change - Topology Changes Count

MSTI 1D MSTI 1D 0 CIST( MSTI)

Priority 0 61440
[Apply]
[Edit]
[View]

3.5.18.5 MSTP Port Information
MSTP MSTI ID

MSTP

MSTP MAC

L2 Features > Spanning Tree > MSTP Port Information

MSTP Port Setting

Instance ID [ ] Intemal Path Cost (1-200000000) [ ] Pprioriy 0 v

Port 1 Settings

MSTI Designated Bridge Internal Path Cost Friarity

i NI 200000 128 Forsarding NonStp
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Port
Instance ID MSTI ID 0 CIST(

MSTI)

Internal Path STP
Cost
(1-200000000)
Priority 0 240

[Find]

[Apply]
[Edit]

3.5.19 Forwarding & Filtering
3.5.19.1 Unicast Forwarding Settings

L2 Features > Forwarding & Filtering > Unicast Forwarding Settings

VYLAN D (1-4094) [ ] MAC Address 00-00-00-00-00-00 Fart | 01 v

WLAN D YLAN Name MAC Address

[Add/Modify]

./ |
VLAN ID MAC VLAN ID

(1-4094)

MAC Address FDB MAC

MAC
Port MAC
[Apply]
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3.5.19.2 Multicast Forwarding Settings

L2 Features > Forwarding & Filtering > Multicast Forwarding

Settings
ViU 3 orwarding = O
VLANID (1-4004) [ | MAC Address | | [ clearal [ _Apply |
Port  SelectAl - 2 3 6 8 3
Mone ® © © ® ® ® ® C] ®© O]
Egress O C C C C O O C O O

Egress Pors

Total Entries: 0
vals] YLAM Marme MAC Address Mode

VLAN ID MAC VLAN 1D

(1-4094)

MAC Address FDB MAC
MAC

Port Settings

None -
None

Egress -

[All] None Egress

[Clear All]

[Apply]
[Clear All]

[All]
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3.5.19.3 Multicast Filtering Mode

L2 Features > Forwarding & Filtering > Multicast Filtering Mode

UL = = g Wiogde
Fram Port To Port Filtering Mode
01 b 01 b Forward Unregistered Groups »

Multicast Filtering Mode
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Faorward Unregistered Groups
Faorward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
0 Faorward Unregistered Groups

1
2
3
4
a
3]
T
a
9
1

From Port/To Port
Filtering Mode

Forward Unregistered Groups -

Filter Unregistered Groups -

[Apply]
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3.5.20 LLDP
LLDP IEEE 802 LAN

IEEE 802 LAN
MIB
(NMS) SNMP
3.5.20.1 LLDP Global Settings
L2 Features > LLDP > LLDP Global Settings
| JF Ul & = L]
LLDP State () Disahled ) Enabled
LLDP Forward Message &) Disabled ) Enatled
Message Ty Intereal (5-32768) [20 | sec
Message Tx Hold Multiplier (2-10) 4 |
LLDP Reinit Delay (1-10) 2 | sec
LLDP Tx Delay (1-8192) 2 | sec
LLDF Motification Interval (5-3600) E | sec

Chassis ID Subtype
Chassis D

System Mame
System Description
Systern Capahilities

MAC Address
00-40-66-45-5E-748

Fast Ethernet Switch
Repeater, Bridge

LLDP System Information

LLDP State

LLDP

Message

LLDP Forward LLDP

VLAN

LLDP
IEEE 802 LAN

Message Tx
Interval
(5-32768)

(5 32768

Message Tx Hold
Multiplier
(2-10)

LLDP
LLDP

MIB

LLDP

Delay (1-10)

LLDP Reinit LLDP

LLDP

LLDP

(1-8192)

LLDP Tx Delay LLDP

LLDP MIB
LLDP

LLDP
(1 8192 )

95/211




LLDP LLDP LLDP

Notification LLDP SNMP
Interval LLDP 5 3600

(5-3600)

[Apply]

3.5.20.2 LLDP Port Settings
L2 Features > LLDP > LLDP Port Settings

- O - L]
Frarm Part To Part Matificatian Adrmin Status
a1 A m w Dizsahled » Txand By »
Subtype Action Address
IPv4 v Disabled +

Hote:The IPv4/IPvE Address should be the Switch's Address.

Motificatian Admin Status Subtype Address
1 Disahled Txand By IPw4
2 Disahled Tx and By IPd
3 Disabled Trand Rx IPw4
4 Disabled Trand Rx IPd
a Disahled Trand Rx IPwd
f Disahled Txand Bx IPwd
7 Disahled Txand Bx IPwd
a Disahled Tx and By IPd
] Disabled T and Rx IPyvd
10 Disabled Trand Rx IPd

From Port/To Port

Notification LLDP SNMP
SNMP
Admin Status LLDP LLDP
LLDP
Tx: LLDP
Rx: LLDP

Tx and Rx: LLDP
Disabled: LLDP

Tx and Rx
Subtype 1Pv4(IP )
Action
Address 1P
[Apply]
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3.5.20.3 LLDP Basic TLVs Settings
TLV

L2 Features > LLDP > LLDP Basic TLVs Settings

P Be \ e 0
From Port m w To Port m A
Fart Description Disabled System Mame Disabled »
System Description Disabled » System Capahilities Disahbled
0 tem Mame : 1 Dle st
1 Cisabled Disahled Cisabled
2 Cigabled Digahled Cigabled Cigabled
3 Digabled Disahled Digabled Disabled
4 Disabled Disahled Disabled Disabled
a Disabled Disahled Disabled Disabled
f Disahled Disahled Disahled Cisabled
7 Cisabled Disahled Cisabled Cisabled
g Cisabled Disahled Cisabled Cisabled
q Digabled Disahled Digabled Disabled
10 Disabled Disahled Disabled Disabled
ic TLWg Settines

From Port/To Port
Port Description
System Name

System Description

System Capabilities
[Apply]
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3.5.20.4 LLDP Dotl TLVs Settings
LLDP Dotl TLV IEEE 802.1 TLV LLDP Dotl TLV
1 IEEE 802.1 VLAN ID TLV
LLDP

L2 Features > LLDP > LLDP Dotl TLVs Settings :

DF Do \ g 0
From FPort m A ToPot |M v
PWID Disabled

Pratocal VLAN 1D | Disabled + VLANMName [ ]
WLAN Name Disabled VAN Name v ]

Protocol dentity | Disabled + EAPOL v
Fort PWID State Port and Protocol WID State WID WLAN Mame State WID Frotocol [dentity State Frotacol [dentity
1 Cisabled  Disabled Cisabled Cisabled

2 Cigabled  Dizabled Cigabled Cigabled

3 Dizabled  Dizabled Digahled Disabled

4 Dizabled  Dizabled Disahled Disabled

] Disabled  Disabled Disahled Disabled

f Cisabled  Disabled Cisahled Cisabled

7 Disabled Disabled Disabled Disabled

g Cisabled  Disabled Cisabled Cisabled

g Cizabled Disabled Cigabled Cisabled

10  Dizabled  Disahled Digahled Disabled

From Port/To Port

PVID PVID

Protocol VLAN ID VLAN ID
VLAN Name VLAN

Protocol ldentity

[Apply]
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3.5.20.5 LLDP Dot3 TLVs Settings
1 IEEE 802.3
TLV LLDP

L2 Features > LLDP > LLDP Dot3 TLVs Settings

DF Do \ = (0
Frarm Part m A4 To Part 01 w

MACIFHY Configuration Status Dizabled Link Aggregation Dizabled

Maxirmum Frame Size Disabled +

MAC/PHY Configuration Status Link Aggregation Maximum Frame Size

1 Disahled Dizabled Disahled

2 Disahled Disabled Disahled

3 Disahled Cisabled Disahled

4 Disahbled Cisabled Cisabled

g Disahbled Cizabled Cisabled

A Disahled Dizabled Disahled

T Disahled Dizabled Disahled

a Disahled Disabled Disahled

q Disahled Cisabled Disahled

10 Disabled Disabled Disabled

From Port/To Port
MAC/PHY LLDP MAC/PHY TLV IEEE 802.3
Configuration 2

Status MAU

Link Aggregation LLDP Link Aggregation TLV

Maximum Frame Size | LLDP TLV

[Apply]
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3.6 QoS

802.1p QoS
QoS
QoS
WEB
3
2
QoS
4
3
8
0 01
1 Q0
2 Q0
3 01
4 Q2
5 02
6 Q3
7 Q3
4

IEEE 802.1p

(8
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3.6.1 Bandwidth Control

QoS > Bandwidth Control

Bancawiatr 0 0
From Paort Ta Port Type Ma Lirnit Rate (64-1024000)
01 v || o1 v || Rx v||Disabled »|[  |knivisec
Bandwidth Control Table
Port RFx Rate (kbit'sec) Tu Rate (khittsec) Effective R¥ (kbittsec) Effective TX (hitizec)
1 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
2 Ma Limit Ma Limit Ma Limit Ma Limit
3 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
4 Ma Limit Mo Limit Mo Limit Ma Limit
5 Ma Limit Mo Limit Ma Limit Ma Limit
B Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
7 Ma Limit Ma Limit Ma Limit Ma Limit
g Ma Lirnit Ma Lirnit Mo Lirnit Ma Lirnit
] Ma Limit Mo Limit Mo Limit Ma Limit
10 ra Limit Mo Limit Mo Limit ra Limit

From Port/To Port
Type Rx( ) Tx ( ) Both
No Limit
Rate (64-1024000) Kbits/
64 1,024,000
[Apply] [Bandwidth Control Table]
0 64-1024000Kbps 62.5Kbps
rx_rate forwarding rate
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3.6.2 Traffic Control

drop
drop
Shutdown
countdown
(D10 300

[Port Configuration]

QoS > Traffic Control

shutdown

0 1800

@
[Configuration]

Traffic Control Settings
From Paort I 01 'l To Part il =
Action IDrup 'l Count Down (0-1800) Dsec
Time Interval ¢5-30) [ Jsec Threshold (64-1000000) Khits
Recover Time {10-300) ann sec
Storm Control Type |Maone | apply |
Fort Starm Control Type Action Threshaold Count Down Interval Recover Time
1 Broadcast Shutdowen G4 1] 10 60
Broadcast Shutdown fid4 0 10 1]
e} Broadeast Shutdown G4 0 10 1]
4 Broadcast Shutdowen 64 1] 10 60
] Broadcast Shutdowen G4 1] 10 60
4 Broadcast Shutdowen G4 1] 10 60
7 Broadcast Shutdown f4 0 10 60
2 Broadeast Shutdown G4 0 10 1]
9 Broadcast Shutdowen G4 1] 10 60
10 Broadcast Shutdowen G4 1] 10 60
11 Broadcast Shutdowen G4 1] 10 60
12 Broadcast Shutdown f4 0 10 60
13 Mone Dirop R4 1] 4 300
14 Mane Drap i) 1] 5 300
15 Mane Drap i) 1] ] 300
16 Mone Crop iL) 1] ] 300
17 Maone Cirop G4 1] 5 300
18 Mone Dirop R4 1] 4 300

102/211




Traffic Control Settings
From Port/To Port
Action

drop shutdown
Drop -

Shutdown -

10 300

[Configuration] [Port
Configuration]

Count Down
(0 to 1800)

0 1800 0

Time Interval
(5-30)

Threshold
(64- 1000000) Kbit/ packets/
64 1,000,000 64

Recover Time
(10-300) 10 300

300

Storm Control Type : Broadcast Multicast
Unknown Unicast

[Apply]
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(1) ( )
0

3.6.3 802.1p Default Priority
802.1p

QoS > 802.1p Default Priority :
“8O0ZTpDeratn Priory T

Frorn Part To Port Priarity
[0 & [0 & [0
Settings
Fort Priority
1 i)
2 i)
3 i)
4 0]
A i)
4] i)
7 i)
g i)
2] i)
10 0]
802.1p
0 7
[Apply]
3.6.4 802.1p User Priority
802.1p

QoS > 802.1p User Priority

Priority

Class-1
Class-0

Class-0

Class-1
Class-2
Class-2
Class-3

- m ot s W N = O
L8 I RS0 S | T

Class-3

Apply
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802.1p 8

Class ID Class-0 3 ID
[Apply]

3.6.5 QoS Scheduling Settings

QoS
QoS
QoS
QoS > QoS Scheduling Settings
L0 =L L - L
(oS Scheduling Mechanism Settings
Scheduling Mechanism Strict v

(oS Scheduling Weight Settings

Mechanism Weight (1-55)
Class-0 Strict ]
Class-1 Strict 2
Class-2 Strict 4
Class-3 Strict g

Apply

Scheduling Strict Weight Fair Strict
Mechanism
Weight Fair

Weight (1-55) |1 55
[Apply]
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3.6.6 Priority Mapping

QoS > Priority Mapping

- 0 \ #] % *
Frarn Port To Port Priority Ethernet Priarity IP Priority
o1 > 01 | CMene O O
Fort Ethernet Priority IP Priority
1 2021p Off
2 g02.1p Off
3 g021p Off
4 80Z21p O
5 go02.1p Off
=] 2021p Off
7 g02.1p Off
] g021p Off
=] 80Z21p or
10 g802.1p Off

From Port/To Port
Priority [None]
IP
Ethernet Priority | [Ethernet Priority] 802.1p
IP Priority [IP Priority]
TOS DSCP
[Apply]

3.6.7 TOS Mapping
(T0S)
QoS > ToS Mapping

Class-0
Class-0
Class-0
Class-0
Class-0
Class-0
Class-0

SISNSNS €004

1
2
3
4
<1
B
7

Class ID Class-0 3 ID

Class-0

Apply

[Apply]
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3.6.8 DSCP Mapping

DSCP

QoS > DSCP Mapping

) F Viapping

D3CP Value

Class D

Apply

Class D

=

o|loloojloo|loo|loo|oloo|loo|loo|oloo|loloo|loo|lolo|o

DSCP Value 0 63 DSCP
DiffServ

Class ID Class-0 3 ID

[Apply]
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3.7 Security

3.7.1 Trusted Host
IP 1
WEB GUI Telnet SNWP

IP [Add]

Security > Trusted Host

¥ e lmlt
Permitted Access IP | | Met Mask | |

Trusted Host Table

Fermitted Access MNet Mask

Note: Create a list of IP addresses that can access the switch. Your local host IP address must be one ofthe IP addresses to avoid disconnection.

Permitted IP
Access IP
Net Mask
[Add]
[Delete All]

3.7.2 Port Security
( MAC )

3.7.2.1 Port Security Port Settings
MAC MAC
MAC Admin State

[Apply]
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Security > Port Security > Port Security Port Settings

— 0 = L] v FO = -
Frorm Faort To Port Admin State Max Learning Address (0-54) Lock Address Mode
01 ~ || o1 w | | Disabled ~| [0 | Delete on Reset |«
Port Security Port Table
FPort Admin State Max Learning Address Lock Address Mode
1 Disabled 1 CeleteOnTimeout
2 Disabled 1 CeleteOnTimeout
3 Dizabled 1 DeleteOnTimeout
4 Dizabled 1 DeleteOnTimeout
5 Disabled 1 DeleteOnTirmeout
4] Disabled 1 DeleteOnTimeout
¥ Disabled 1 DeleteOnTimeout
2 Disabled 1 DeleteOnTimeout
e] Disabled 1 DeleteOnTimeout
10 Disabled 1 DeleteOnTimeout

From Port/To Port
Admin State ( MAC

Max. Learning MAC MAC
Address (0-64)
Lock Address Mode MAC

DeleteOnTimeout - FDB

DeleteOnReset -
Permanent -

[Apply]

o MAC WEB 802.1x

109/211



3.7.2.2 Port Security FDB Entries

[Clear]

Security > Port Security > Port Security FDB Entries

Clear Locked Entries

Fram Port 01 - To Port 01 -

Total Entries: 0

VLAN Mame MAC Address
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3.7.3 Authentication Setting

Security > Authentication Settings

AL = Atlo = »
Configure Authorized Mode
From Part To Port Authorized Mode
01 =~ 28 ~ Hostbased ~ [ Apply |
Multiple Authentication Table
Port Authorized Mode 3
1 Host-bazed
2 Host-based
3 Host-based
4 Host-bazed
] Host-based
i} Host-based
7 Host-bazed
g Host-based
9 Host-based £
10 Host-bazed
1 Host-based
12 Host-based
13 Host-bazed
14 Host-based
15 Host-based
16 Host-based
17 Host-based 4
18 Host-based
18 Host-based
20 Host-based
21 Host-bazed
22 Host-based o

From Port/To Port

Authorized Mode
Host-based -
Port-based -

Host-based

[Apply]

111/211



3.7.4 802.1X
802.1X 2

@ - RADIUS

) - 16 MNAC

RADIUS MAC

3.7.4.1 802.1X Settings

Security > 802.1X > 802.1X Settings

50 e 0 >
802.1X State ® Disabled O Enabled
Auth hode Mone b
Auth Protocol RADIS EAP v
802.1X Port Access Control
From Port 01 hd To Port 01 hd
QuietPeriod (0-65535) 60 |sec SuppTimeout (1-65535) |30 |sec
ServerTimeout (1-65535)  [30 | sec MaxRed (1-10) [z |times
TxPeriod (1-G5535) 30 | sec ReauthPeriod (1-65535) [3800 |zee
ReAuthentication Disabled v Port Contral Auto v
Capability Mone v |  Direction Both v
: Fort ’ Quiet Supp- Servar- ReAuth N .
FPaort | AdmDir Cantrol TuPeriod Period Tt | | Timem MaxReqy Period ReAdthentication) Capability
1 | Both [ auto 30 60 30 30 2 3600 Disabled Mane 2
< >

802.1X State 802.1X

Auth Mode [Port Based] [MAC Based]
Auth Protocol [Local] [RADIUS EAP]
From Port/To Port
QuietPeriod
(0-65535) 60

SuppTimeout EAP Request / ldentity EAP

(1-65535) ( )

30

ServerTimeout RADIUS 30
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(1-65535)

MaxReq (1-10)

EAP Request/Ildentity
2

TxPeriod EAP Request/ldentity tx_period
(1-65535) EAP
Request/ldentity 30
ReAuthPeriod (1 65535 )
(1-65535) 3600
ReAuthentication
Port Control
[ForceAuthorized] 802.1x
[ForceUnauthorized] 802.1x
[Auto] 802.1X
EAPOL
EAPOL start
Auto
Capability 802.1X
[Authenticator]
[None] 802.1X
Direction
[in]
[Both]
[Apply]
[Refresh]
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3.7.4.2 802.1X User
802.1X
[Apply]
[Delete]

Security > 802.1X > 802.1X User :
S ———
802.1% User FPassword Confirm Password

| | | | | |

Note: Password/User Name should be less than 15 characters.

802.1X User Table Total Entries: 0

802.1X User 802.1X
Password 802.1X
Confirm 802.1X
Password

[Apply]
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3.7.4.3 Authentication RADIUS Server
RADIUS

Security > 802.1X > Authentication RADIUS Server

Index 1 w
IP Address [0.0.0.0 |
Authentic Port (1-65525) [1812 |
Accounting Port (1-65535) [1812 |
Timeout (1-255) 5 |secs
Retransmit (1-255) |2 |times

Key iMax 32 characters) | |

Caonfirm Key | |

Apply

RADIUS Server List
IP Address Auth-Poart Acct-Paort Timeout Retransmit Key

Index RADIUS 3
RADIUS
RADIUS
IP Address RADIUS IP
Authentic Port RADIUS UDP 1812
(1-65535)
Accounting Port | RADIUS ubP 1813
(1-65535)
Timeout (1-255) (1 255 5
Retransmit (1 255 2
(1-255)
Key RADIUS
(Max. length 32 | 32
characters)
Confirm Key Key
[Apply]
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802.1X

[802.1X Settings] 802.1X

Security > 802.1X > Initialize Port(s)

R REEEEEEEEEE=——————————

Fram Port 01 v| ToPor 01 v
Initialize Port Table
Fort Auth PAE State Backend_State Fort Status
[Apply]

MAC [802.1X Settings] 802.1X MAC
Security > 802.1X > Initialize Port(s)

Fram Part 01 v| ToPor 01 w|  MAC Address O |

MAC MAC MAC

[Apply]

From Port/To Port

Port

Auth PAE State PAE
[Initialize] [Disconnected] [Connecting]
[Authenticating] [Authenticated] [Aborting] [Hold]
[ForceAuth] [ForceUnauth] [N/A]
Backend_State . [Request]
[Response] [Success] [Fail] [Timeout] [1dle]
[Initialize] [N/A]
Port Status [Authorized] [Unauthorized]
[N/A]

MAC Address

MAC

[Apply]
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802.1X

[802.1X Settings] 802.1X

Security > 802.1X > Reauthenticate Port(s)

From Port o v| ToPort o v
Reauthenticate Port Table
Fort Auth PAE State Backend_State Fort Status ‘
[Apply] [Apply]
MAC [802.1X Settings] 802.1X  MAC

Fram Port 01 v

[Apply]

To Port 01 -

Security > 802.1X > Reauthenticate Port(s)

Apply

MAC Address O |

MAC MAC
MAC

From Port/To Port

MAC Address

Auth PAE State PAE
[Initialize] [Disconnected] [Connecting]
[Authenticating] [Authenticated] [Aborting] [Hold]

[ForceAuth] [ForceUnauth] [N/A]

Backend State . [Request]

[Response] [Success] [Fail] [Timeout] [1dle]
[Initialize] [N/A]
Port Status [Authorized] [Unauthorized]

[N/A]

[Apply]
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3.7.5 SSL Settings

ssL
(€H)
(DSA)
@
1)
2
2) CBC
€))
MD5
4
3

Rivest Shamir Adleman(RSA)

SHA 2

SSLv3  TLSvl

118/211

DHE DSS Diffie-Hel Iman(DHE)

2
RC4 128 RC 4
(DES) 3DES EDE
1

TFTP

SSL



SSL TFTP

SSL
.der

SSL

SSL 4

SSL HTTP SSL WEB GUl
WEB SSL URL
https:// (  https://10.90.90.90)
WEB GUl

Security > SSL Settings :

SSCSeffings—— ——————————————— —

SSL Settings

551 State @ Disabled O Enahled

Cache Timeout (60 - 86400) 600 Jsec

Nate: Weh will be disabled if SSLis enahled.
SSL Ciphersuite Settings

RSA with RC4_128_MD5 (O Disabled () Enabled

RSA with 3DES EDE CBC SHA O Disabled & Enabled

DHE DSS with 3DES EDE CBC SHA O Disabled & Enabled

RSA EXPORT with RC4 40 MDS O Disabled & Enabled
SSL Certificate Download

Server IP Address | |

Certificate File Marme [ |

| |

Current Certificate Loaded with RSA Certificate!
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SSL

SSL Settings

[Apply]

SSL Status

SSL

Cache Timeout
(60-86400)

SSL

600

SSL

SSL Ciphersuite Settings

RSA with
RC4_128 MD5

128

MD5

RSA

RC4

RSA with 3DES
EDE CBC SHA

SHA

RSA CBC

3DES_EDE

DHE DSS with
3DES EDE CBC SHA

3DES_EDE

DSA Diffie Hellman

SHA

CBC

RSA EXPORT with
RC4 40 MD5

RC4 40

RSA

SSL Certificate Download

Server IP
Address

TFTP

Certificate
File Name

.der

( c:/cert.der

Key File Name

.der

( c:/pkey.der

[Download]
[Apply]

o

80)

L

SSL

SSL

Web

https://

8192
4096

Web
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3.7.6 SSH
SSH

SSH

)
(1) [Configuration] [User Accounts]

SSH

(2) [SSH User Authentication]

(3) [SSH Authmode and Algorithm Settings]

@) [SSH Settings]

SSH

3.7.6.1 SSH Settings

wn

SH

PC(SSH

SSH
SSH

SSH

Security > SSH > SSH Settings

(SSH

SSH
SSH

SSH

PC

SSH Server State @ Disabled O Enabled

SSH Global Settings

Max. Session (1-8)
Connection Timeout {120-600) sec
Authfail Atempts (2-20) times
Rekey Timeout
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Apply



SSH Server State SSH
Max Session (1-8) 1 8

Connection 120 600
Timeout (120-600) 120

Authfail Attempts SSH SSH
(2-20)

Rekey Timeout
Never 10min 30min 60min

Never

[Apply]
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3.7.6.2 SSH Authmode and Algorithm Settings

Security > SSH > SSH Authmode and Algorithm Settings

SSH Authentication Mode Settings

SSH ication Mode 9
Password Public Key Host Based

Encryption Algorithm

3DES-CBG AES128-CBC AES192-GBG
ARCS Blow-fish-CBC Twofish128

Data Integrity Algoerithim

HMAC-MDE HMAC-SHAT

Public Key Algorithim

HMAC-RSA HMAC-DSA

AES256-CBC

Twinfizh192

Apply

Apply

Apply

Apply

Password
Public Key SSH
Host-based
SSH Linux
SSH
Linux
Encryption Algorithm
3DES-CBC 3DES
Blow-fish CBC Blow-fish
AES128-CBC AES128
AES192-CBC AES192
AES256-CBC AES-256
ARC4 ARC4
Cast128-CBC Cast128
Twofish128 Twofish128
Twofish192 Twofish192
Twofish256 Twofish256
Data Integrity Algorithm
HMAC-SHA1 SHAL
HMAC-MD5 MD5
Public Key Algorithm
HMAC-RSA RSA
HMAC-DSA DSA
[Apply]
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3.7.6.3 SSH User Authentication Lists

Security > SSH > SSH User Authentication Lists

Auth. Mode Host Name
cis Fassword

Note: Maximum 8 entries and Host Mame should be less than 32 characters .

[Configuration] [User Accounts]
adpro SSH
SSH
[Edit]

H USer Althe atlo

Total Entries :1
LUser Mame Auth. Mode Host Mame Haost IP

Note: Maximum 8 entries and Host Mame should be less than 32 characters .

User Name SSH 15
Auth. Mode
Host Based - SSH
SSH
Host Name - SSH 32
Host IP - SSH IP
Password -
Public Key - SSH
Host Name SSH 32
Host IP SSH IP
[Apply]
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3.7.7 Access Authentication Control
Access Authentication Control

TACACS/XTACACS/TACACS+/RADIUS

TACACS 3
TACACS
(1) TACACS - 1 TACACS
(2) XTACACS - TACACS TACACS

UDP
(3) TACACS+ -

TACACS+

TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS

@
@
©))
4
XTACACS TACACS+ RADIUS
TACACS
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UDP
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(TACACS/XTACACS/TACACS+/RADIUS/ /

TACACS/XTACACS/TACACS+/RADIUS

[Enable Admin]

3.7.7.1 Authentication Policy Settings

Security > Access Authentication Control > Authentication

Policy Settings

Authentication Palicy Disahled
Response Timeout {(0-255) SeC
User Afternpts (1-255) E Jtimes

Enable Admin

Authentication policy is disabled !

Authentication
Policy

Response Timeout 0 255
(0-255) 30

User Attempts
(1-255)

60 Telnet
WEB GUI 1
255 3

[Apply]
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3.7.7.2 Application Authentication Settings
[Login Method Lists]
( ) Telnet
SSH HTTP

Security > Access Authentication Control > Application

Authentication Set

tings

L

Application Login Method List Enable Method List

Consaole default w default v
Telnet default w default v
S5H default w default v
HTTP default w default v

Apply

Application Telnet
SSH HTTP

Login Method Method List

List Method List

Method List
[Login Method Lists]
Enable Method Method List
List

Method List
[Enable Method Lists]

[Apply]
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3.7.7.3 Authentication Server Group

TACACS/XTACACS/TACACS+/RADIUS

Security > Access Authentication Control > Authentication Server

Group :

AUthentication sever roup

Sever Group List |EditSeverGr0up |
Group Mame (Max 15 characters) |:| ‘
Total Entries: 4
Group Name
radius [_Edic J
tacacs (_Edic ]
tacacs+ [_Edic ]
Macacs [_Edit ]

[Edit]

[Edit Server Group]

AUthentication sever roup

Sever Group List |Edit Sever Group |
Group Mame (Max: 158 characters) |:|
Server Host
IP Address [ Protocol | TACACS v Add
Host List
IP Address Protocol

[Add]
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3.7.7.4 Authentication Server

TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS

16

TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS

Security > Access Authentication Control > Authentication Server

ALIThe atlo enve

IP Address
Frotocol

Key iMax: 254 characters)

Total Entries: 0
IP Address

TACACS +

Protocol

Port (1-65525) [48
Timeout (1-265) s
Retransrit (1-255) 2

|sec

|times Apply

Retransmit

IP Address IP
Port (1-65535) 1 65535
TACACS/XTACACS/TACACS+ 49
RADIUS 1812

Protocol

TACACS - TACACS

XTACACS - XTACACS

TACACS+ - TACACS+

RADIUS - RADIUS
Timeout (1-255)

5
Key TACACS+ RADIUS
254

Retransmit
(1-255) 2
[Apply]
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3.7.7.5 Login Method Lists

TACACS XTACACS
TACACS
2 TACACS XTACACS
TACACS/XTACACS/TACACS+/RADIUS

[Enable Admin]

Security > Access Authentication Control > Login Method Lists

e vie e
Method List Marme (Max: 15 characters) |:|
Priarity 1: w Priarity 2:
Friority 3 Friarity 4:

Apply

Total Entries: 1
Method List Mame Priority 1 Priority 2 Priority 3 Priarity 4

default logel === o

[Edit]
[Apply]

Method List Method List ( 15 )

Name

Priority 1, 2, Method List 4
3, 4 tacacs - TACACS

xtacacs - XTACACS
tacacst - TACACS+
radius - RADIUS
server_group -

local -

none -

[Apply]
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3.7.7.6 Enable Method Lists

Method List
(Admin 8
Method List 1 Method List
Method List

Security > Access Authentication Control > Enable Method Lists

gdible vie UL
Method List Mame (Max: 15 characters) I:I
Priority 1: v Friority 2:
Priority 3: Friority 4:

Apply

Total Entries: 1

B Priority 1 Priority 2 Priority 3 Priority 4
default local_enable -
Method List [Delete] Method List
[Edit]
Method List [Apply]

Method List Method List ( 15 )

Name

Priority Method List 4
1, 2, 3, 4 tacacs - TACACS

xtacacs - XTACACS
tacacs+ - TACACS+
radius - RADIUS
server_group -

local -

none -

[Apply]
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3.7.7.7 Local Enable Password Settings
[enable admin]
"local_enable "

Security > Access Authentication Control > Local Enable Password
Settings

Old Local Enable Password (Max: 15 characters) |:|
MNew Local Enable Password |:|
Confirm Local Enable Password |:|

Apply

[Apply]

Old Local Enable
Password (Max: 15
characters)

New Local Enable
Password 15

Confirm Local

Enable Password
[Apply]
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3.7.8 MAC-based Access Control
MAC

RADIUS MAC
RADIUS MAC

0 Ver. 1.08 MAC

o VLAN VLAN

ID Ingres checking
GVRP Settings

MAC
MAC

FDB
GVRP
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3.7.8.1 MAC-based Access Control Settings
MAC

Security > MAC-based Access Control > MAC-based Access Control

Settings :
V]|~ pased A~ = O O = 0
MBA Global State O Enabled @ Disabled
Method . Password |? |
Authentication Failover Disabled Max User (1 -128) |128 |D Mo Limit
Authonization Network Disabled MAC Format |Uppercase Mone [V]
Password Type Manual String [V]
Port Settings
From Port  To Port State Aging Time (1-1440) Hold Time (1-300) Max User (1-128)
|(]1 [V] | 01 [V] |Disahled [V] 1440 min [ Infinite sec [ Infinite sec [ Mo Limit
Paort State WMode Aging Time [(Mins) Hold Time (Secs) Max User e
1 Disabled Host Based 1440 300 128
2 Disahled Host Based 1440 300 128
3 Dizahled Host Based 1440 300 128
4 Disabled Host Based 1440 300 128
] Disahled Host Based 1440 300 128 =
6 Dizahled Host Based 1440 300 128
7 Disabled Host Based 1440 300 128
i Disabled Host Based 1440 300 128
9 Dizahled Host Based 1440 300 128
10 Disabled Host Based 1440 300 128
" Disabled Host Based 1440 300 128
12 Dizahled Host Based 1440 300 128
13 Disabled Host Based 1440 300 128 el

MBA Global MAC
State
Method MAC

Local - MAC

MAC MAC

MAC
RADIUS - RADIUS MAC
MAC RADIUS
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Password MAC RADIUS
default
Max User 1 128 128
(1-128) ( 128) No Limit
512

Authentication RADIUS
Failover
Authorization RADUIS
Network (VLAN )
MAC Format MAC MAC

Uppercase, None -

Uppercase, Hyphen -

Lowercase, None -

Lowercase, Hyphen -
Password Type MAC

manual_string - RADIUS

client mac_address - RADIUS MAC
From Port/ MAC
To Port
State MAC
Aging Time 1 1440 1440
(1-1440) Infinite
Hold Time 1 300 300
(1-300) Infinite
Max User 1 128 128
(1-128) ( 128) No Limit

512

[Apply]

135/211




3.7.8.2 MAC-based Access Control Local Settings
MAC VLAN
MAC VLAN
128 MAC

Security > MAC-based Access Control > MAC-based Access Control
Local Settings

VIAC-Dased ACCess Lontrol Local setlings

Macadress| | wviwnameo[ | wwo o[ ]

[ Add | [ pelete By MAC| [Delete By vian| [ Find By Mac | | Find By vian | [ wiew Al

Total Entries: 1
MAC Address WVLAM Name VLAN 1D

00-11-22-33-44-55 default 1 Edit By Name Edit By ID

[Add]

[Delete By MAC] MAC

[Delete By VLAN] VLAN 1D
[Find By MAC] MAC

[Find By VLAN] VLAN ID
[View All]

[Edit By Name] VLAN
[Edit By ID] VLAN 1D
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3.7.9 Web Authentication
WEB
IPv6  WEB

0 Ver. 1.08 WEB

0 VLAN VLAN VLAN
ID Ingres checking

GVRP Settings

3.7.9.1 Web Authentication Settings

WEB
WEB Security > Web Authentication > Web Authentication
Settings
vVl AL = = [iL® = ¥
State Disabled = Method Local hd
Authentication Failover ~ Disabled Port Number(1-65535) @ HTTP () HTTPS
Virtual IP Redirection Path |
RADIUS Authorization Enabled = Local Authorization Enabled =~

State WEB
Authentication RADIUS
Failover
Virtual IP P IP
IP "0.0.0.0" WEB

RADIUS RADIUS RADIUS
Authorization
Method WEB RADIUS RADIUS

WEB Local WEB
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Port Number HTTP 80
HTTP - WEB HTTP 80
TCP 443
HTTPS - WEB HTTPS
443 TCP 80
Redirection URL URL
Path URL
Local
Authorization
[Apply]

3.7.9.2 Web Authentication User Settings

WEB
WEB Security > Web Authentication > Web Authentication User
Settings
Vwep Al = ALIO se = 8
Create User
User Name @ VLAM Mame VLAN ID{1-4094) Password Confirmation

| | | | [ apply ][ Delete Al

Total Entries: 0
User Mame VLAM Mame VID Passwaord

User Name WEB

VLAN Name WEB VLAN
VLAN 1D WEB VLAN ID
Password WEB

Confirmation WEB

[Apply]

[Delete All]
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3.7.9.3 Web Authentication Port Settings

WEB
WEB Security > Web Authentication > Web Authentication Port
Settings
Port Settings
Fram Part il = To Port 01 =

State [Disabled 7] Aging Time (1-1440) [ |minMinnite
Block Time (0-300) 0 sec

Apply

Aging Time Block Time
1 Disabled 1440 60
2 Disabled 1440 60
3 Disabled 1440 a1
4 Dizabled 1440 <11]
B Disabled 1440 60
G Disabled 1440 60
T Disabled 1440 a1
g Dizabled 1440 <11]
] Disabled 1440 60
10 Disabled 1440 60
11 Disabled 1440 a1
12 Dizabled 1440 <11]
13 Disabled 1440 60
14 Disabled 1440 60
15 Disabled 1440 a1
16 Disabled 1440 B0
17 Disabled 1440 60
18 Disabled 1440 60

From Port/To Port
State WEB
Aging Time Infinite

Block Time block time

[Apply]

‘l]’ WEB

IP IP TCP
ICMP,UDP

1Pv6
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3.7.9.4 Web Authentication Customize
WEB

WEB
Web Authentication Customize

[iepancse v ] Logn |
HEAF—2R: Rogal

WebZ2SIO5 2,
a—¥—4

Security > Web Authentication >

CHRFESGPS VAT TR A TEE S .

| [y

.ﬁﬁvR?hﬁ%ﬁ Fou O —FEREY

Blesz2: 2mim

o 123-4587

: taro.kinzoku.ab®hitachi-metals. con|

English/Japanese

Login/Logout

Customize 1 8
Textbox(1-8)
70

35

[Clear]

[Apply]
[Preview]
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web32 OS2,
BT 0
o0

[JU]] dlLE

MATL

WEB Security > Web Authentication
> Web Authentication Customize Logout

neee o Losnt (v
MEAT—HA: Fe

O 2 BRI
SOOI EOERL D, FROSALERLT TR,
il

Thank you!

Customize Textbox

CHIRAAFERGSEVHITTFREATERBRCEI L,

(L& E]

EIR AT LGRS Fo PO JEREY

i B EEAE

TEL o 123-4587

t taro.kinzoku.abBhitachi-metals. con|
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English/Japanese
Login/Logout

Customize 1 8
Textbox(1-8)

70 35

[Clear]

[Apply]
[Preview]

BRAT—A32A:

WebZZEO L7 A7,
[ Eor B Pl )
CD O FOFERRL D, FEEDFALERLT FaL.

Thank vou!

Foy D — 2 EREY

1. ablthitachi-metal

142/211



3.8 (ACL)

MAC
IP
3.8.1 ACL Configuration Wizard
ACL
ACL > ACL Configuration Wizard
L QL L vy *
General ACL Rules
Profile ID (1-512) Access D (1-655345)
|| | [ Auto Assign

Fram

Any w

To

Any w

Action

Permit v

Optian

Rate Limiting v [ | (2.5 64-1024000

Ports v le.c.:1,4-8)

Mote: ACL Wizard will create the access profile and rule automatically.
For advanecd access profilefrule setting. you can manually configure it in Access Profile List.

Profile ID 1 512
(1-512)
Access ID 1 65535
(1-65535)
From/To From( ) To( )

[MAC Address] [IPv4 Address] [IPv6] [Any] [1PvE]
Action [Permit]

[Deny]

[Mirror]
Option [Rate Limiting] [1P Priority] [Replace DSCP]
Ports ACL
[Apply]
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3.8.2 Access Profile List

(MAC 1P

ACL > Access Profile Lists

[ AddAcLprofile | Delete All | Total Used Rule Entries / Total Unused Rule Entries: 0 512
Profile ID Profile Type Owner Type | |
1 Ethernet ACL Show Details || Add/View Rules Delete
2 IP ACL Show Details || Add/View Rules Delete
3 IPv6 ACL [ Show Details |[Add/View Rules ][ Delete |
4 Packet Content ACL [ show Details J[Add/view Rules][  Delete |
ACL [Add ACL Profile]
Add A -
Select Profile ID
Select ACL Type
(® Ethernet ACL O IPvd ACL
O 1PvB ACL O Packet Content ACL

You can select the field in the packet to create fitering mask

FayLoad

MAC Address

ClsourcemacMask [ |

Cpestination MAC Mask ||

802.1Q VLAN

Clvian

VAN Mask (-FFR) [ ]

802.1P

Mls021p

Ethernet Type

[ Ethemet Type

<<Back ] [ Create
4 Ethernet ACL/IPv4 ACL/IPv6
ACL/Packet Content ACL ID 1 512 (
1 ACL ( Ethernet ACL ) [Select]
ACL
( MAC Address 802.1Q VLAN 802.1P Ethernet Type [Create]
1 ( 802.1p [Access

Profile List] [<<Back]
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Select ACL Type ACL
[Ethernet ACL] 2
[1Pv4 ACL] 1Pv4
[1Pv6 ACL] IPv6

[Packet Content ACL]

MAC Address [Source MAC Mask] MAC
[Destination MAC Mask] MAC
802.1Q VLAN VLAN - VLAN
VLAN Mask O-FFF - VLAN
VLAN
802.1p 802.1p

Ethernet Type

G APLFM ACL 512
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[Add ACL Profile] [Create] [Access Profile List]

[Add ACL Profile]

[Delete] [Delete All]
[Show Details]

[Add/View Rules]

Rccess Frorie LIS L
[ addacLprofile || Delete all | Total Used Rule Entries / Total Unused Rule Entries: 0 /512
Profile ID Frofile Type Cwner Type
1 Ethernet ACL Show Details |[Add/vWiew Rules Delete

[Show Details]

ACL Profile Details
Frofile ID 1

Frofile Type Ethernet
Owener Type ACL
802.1P Yes

Show All Profiles

[Access Profile List] [Show All Profiles]
[Add/View Rules]

[ <<pBack | [ aAddrule |

Frofile Type Action

146/211



[Add Rule

I

Prafile 1D

Owner Type

Rule Detail

802.1P (0-7)

Rule Action
Action

Priority (0-7)
Replace Priority

Counter
Ports

Profile Information

Replace DSCP (0-63)

1 Profile Type

ACL 802.1P

(Keep an input field as blank to treat the corresponding option as do not care)
Access ID (1-65535)

[C] Auto Assign
[ ]

Permit A

[ 1O
[ 10O

Dizabled -
| | e.0.01,4-6.9)

Ethernet

Yes

m

Apply J =

[

[ Previous page J [

Access ID
(1-65535)

Auto Assign -
ID

1 65535

VLAN Name

VLAN

VLAN 1D
(1-4094)

VLAN 1D

VLAN ID

VLAN  VLAN 1D

Source MAC
Address

MAC MAC

Source MAC Mask

MAC MAC

16

Destination MAC
Address

MAC MAC

Destination MAC
Mask

MAC MAC

802.1p (0-7)

802.1p

147/211




Ethernet Type 16 802.1Q
(0-FFFF)

Action [Permit]

[Deny]

[Mirror]

Priority (0-7) 802.1p (
) CoS

CoS 802.1p
QoS

Replace CoS
Priority 802.1p (

802.1p

Replace DSCP DSCP  ( )
(0-63)
Counter

Ports

[Apply] [Access Rule List]

[ <<Back ] [ Add Rule ]
Frofile Type Actian
1 1 Ethernet Fermit Show Details Delete Rules

[Show Details] [Access
Rule Detail Information] :

idﬂI2ilHHEIH3EHlHHHHWHHhlIIIIIIIIIIIIIIIIIIIIIIIIillllllllllllllllllllllllllllllllllllllll‘lﬂllllllli

ACL Rule Details

Frofile 1D 1
Access D 1

Frofile Type Ethernet
Action Fermit
Forts 9
802.1P 5

Show all Rules
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3.8.3 Access profile list-1Pv4 ACL
IPv4 ACL [Access Profile List] [Add ACL Profile]
1 512 ID [1Pv4 ACL]

[ICMP] [IGMP] [TCP] [UDP]
[Protocol 1D] [Select] (
[1ICMP] [IGMP] [TCP] [UDP] [Protocol ID]
):

Acd A =

Select Profile ID

Select ACL Type

O Ethernet ACL @ IPv4 ACL

O IPvB ACL O Packet Cortent ACL

You can select the field in the packet to create filtering mask

L2 Header

802.1Q VLAN
[CIwean

vianmask @R [ |

IPv4 DSCP
Fpscp

IPv4 Address

Osource P mask [ |
Opestination PMask ||

ICMP

[ 1cmp
ICMP Type ICMP Code

[ <<pBack | [ Create |

[Create]
[Access Profile List] [<<Back]
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VLAN VLAN
IPv4 DSCP DiffServ
IPv4 Address [Source IP Mask] [Destination IP Mask]
1Pv4 1Pv4
ICMP [1CVMP] 1CMP
[1CMP Type] ICMP
[1CMP Code] ICMP
1GMP [1GMP] 1GMP
[1GMP Type] 1GMP
TCP [TCP] TCP
[TCP]
[TCP]
Source Port Mask (O-FFFF) - TCP
16 (16 0x0-0xFfff)
Destination Port Mask (O-FFFF) - TCP
16 (16 0x0-0xffff)
TCP Flag Bits - [URG] [ACK]  [PSH] [RST] [SYN] [FIN] [Check
All]
Ubp [UDP] UbP
[UDP]
Source Port Mask - TCP
16 (16 0x0-0xFfff)
Destination Port Mask - TCP
16 (16 0x0-0xffff)
Protocol 1D [Protocol ID Mask]
ID
Protocol ID Mask (0-FF) - IP
[Apply]
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[Create] [Access Profile List]
[Add ACL Profile]
[Delete]
[Show Details]

[Add/View Rules]

Access Prorie LIS L
[ addacLrrofils | Delets Al | Total Used Rule Entries / Total Unused Rule Entries: 0 /512
Profile ID Profile Type Owner Type I I
1 Ethemet ACL Show Details J(Add/view Rules Delete
2 P ACL Show Details _J(Add/view Rules Delete

[Show Details]

ACL Profile Details

Profile ID 2
Frofile Type P
Orwner Type ACL
DSCP fes

Show All Profiles

[Access Profile List] [Show All Profiles]

[Add/View Rules] [Access Rule List]
[Add Rule]

Profile Information

Profile ID 2 Profile Type IP

Owner Type ACL DSCP Yes

m

Rule Detail
(Keep an input field as blank to treat the corresponding option as do not care)
Access D (1-65535) 1 [ Auto Assign

DSCP | e.g.0-63)

Rule Action
Action Permit -

Priority (0-7) [ 13

Replace Priority

Replace DSCP (0-53) [ 1@
Counter Disabled ~

Darte - [ AATd A B DY
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Mask(0-FFFF) - UDP
Destination Port - ubp
Mask(0-FFFF) - UDP

Access ID 1 65535
(1-65535)
VLAN Name VLAN
VLAN ID Mask _ (O-FFF) - VLAN ID
(1-4094)
Source IP 1P
Address
Source IP Mask 1P IP
Destination IP IP
Address
Destination IP 1P IP
Mask
DSCP DiffServ
ICMP ICMP ICMP

ICMP Type - ICMP

ICMP Code - ICMP
IGMP Type __ e.g. (0-255) - IGMP
TCP Source Port - TCP

Mask(0-FFFF) - TCP

Destination Port - TCP

Mask(0-FFFF) - TCP

Flag Bits -

TCP

URG/ACK/PSH/RST/SYN/FIN - [URG] [ACK] [PSH] [RST] [SYN] [FIN]

ubP Source Port - ubP

Protocol ID

Protocol ID __ e.g.(0-255) -

Action

[Permit]

[Deny]

[Mirror]
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Priority (0-7) 802.1p (
) CoS
Replace CoS
Priority Priority 802.1p (
)
802.1p

Replace DSCP DSCP  ( )
(0-63)
Counter
Ports
[Apply] [Access Rule List]

[ <<Back ] [ Add Rule ]

Frofile ID Profile Type Action

2 1 IP Perrit [ Show Details [ Delete Rules |

[Show Details] [Access

Rule Detail Information]

RLUle Dela 0 atlo

ACL Rule Details

Profile 1D 2
Access D 1
Frofile Type IP
Action Fermit
Fors 3]
DSCP 63

Show All Rules
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3.8.4 Access profile list-1Pv6 ACL

IPv6 ACL [Access Profile List] [Add ACL Profile]
1 512 ID [1Pv6 ACL]
(TCP UDP)
[Select] ( TCP UDP
):

Select Profile ID

Select ACL Type

O Ethernet AGL O P4 ACL

@ IPvB ACL TCP v O Packet Content ACL

You can select the field in the packet to create filtering mask

IPv6 Class
[ 1Pvé class

IPvé Flow Label

I IPv& Flow Label

IPvé Address

[ IPvE Source Mask

TCP

O Tee
Source PortMask (0-FFFR) |
Dastination Parthask (-FFFF [ |

[ <<Back ] [ Create ]

[Create]
[Access Profile List] [<<Back]
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IPv6 Class IPv6
IPv6 Flow Label IPv6
( QoS UDP
IPv6 Address IPv6
TCP TCP
[TCP Source Port Mask] [TCP Destination Port Mask]
Ubp Ubp
[UDP Source Port Mask] [UDP Destination Port Mask]
[Apply]
[Create] [Access Profile List]
[Add ACL Profile]
[Delete]

[Delete All]
[Show Details]

[Add/View Rules]

alddciid I L) TTTTTTTTTBTTBTBB——————_ S s

[ addacLprofile || Delete all | Total Used Rule Entries / Total Unused Rule Entries: 1/511
Profile 1D Profile Type Owner Type | |
1 Ethernet ACL [ Show Details |[Add/View Rules || Delete
2 IP ACL [ Show Details |[Add/View Rules || Delete
3 IPvE ACL [_Show Details J(add/view Rules][ Delete
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[Show Details]

ACL Profile Details

Frofile ID 3

Frofile Type IPvE
Owener Type ACL
IPv6 Flow Lahbel fes

Show All Profiles

[Access Profile List] [Show Al Profiles]
[Add/View Rules] [Access Rule List]
[Add Rule]

Ao A = == -~

Profile Information

Profile 1D 3 Profile Type IPvG
Owner Type ACL IPvG Class Yes

Rule Detail

(Keep an input field as blank to treat the corresponding option as do not care)

Access ID (1-65535) [] Auto Assign

Class [ Jeglo2ss)

Rule Action

Action Permit -

Priority (0-7) [ 1B

Replace Priority

Replace DSCP (0-63) [ 1B

Counter Disabled =
Ports v | | e.0.01,4-6,9)

[ Previous page ] [ Apply ] -

4 2

Access ID 1 65535
(1-65535)

Auto Assign -

ID

Class IPv6
Flow Label IPv6 0-FFFFF
IPv6 Source 1Pv6 1Pv6
Address
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IPv6 Source I1Pv6 1Pv6
Mask 44 (LSB)
TCP Source Port - IPv6 L4 TCP

Destination Port - IPv6 L4 TCP
UDP Source Port - IPv6 L4 UDP

Destination Port - IPv6 L4 UDP
Action [Permit]

[Deny]

[Mirror]
Priority (0-7) 802.1p (

) CoS
Replace CoS
Priority Priority 802.1p (
)
802.1p
Replace DSCP DSCP  ( )
(0-63)
Counter
Ports
[Apply] [Access Rule List] :
[ ACCess RuleList——
[ <<Back ] [ Add Rule ]
3 = ”I.I:HHH : IIE His Permit Show Details Delete Rules

[Show Details] [Access

Rule Detail Information]

L | Jeld 0 atlo

ACL Rule Details

Profile D 3
Access D 1

Frofile Type IPE
Action Fermit
Fors ]

IPvG Flow Label 0x00006

Show All Rules
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3.8.5 Access profile list-Packet content ACL
ACL [Access Profile List] [Add ACL

Profile] ID 1 512 [Packet
Content ACL] [Select]

Acd A

Select Profile ID

Select ACL Type
O Ethernet ACL O IPvd ACL

O IPvE ACL @ Packet Content ACL

You can select the field in the packet to create filtering mask

MAC Address 2

Source MAC Mask [FFFFFFFFFFFF
Destination MAC Mask FFFFFFFFFFFF

Tag

Custamer Tag (0-FFFF) [FFFF
Service Tag (0-FFFF) [FFFF

Packet Content

[ Offset 1(0-31) [2 | mask[FFFF | Layer|2 v L
¥l Offset 2(0-313 [4 | mask[FFFF | Layer|2 v

[ offset 3(0-31) | | mask 0000 | Layer 2

[ oftset 4(0-31 | | mask[0000 | Layer 2

[ offset 5(0-31) | | mask 0000 | Layer 2 o

[ <<Back ] [ Create
[Create]
[Access Profile List] [<<Back]
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MAC Address MAC MAC

MAC MAC

Tag [Customer Tag(O-FFFF)] [Service Tag(0-FFFF)]

16 (16  Ox0-OxFfff)

Packet Content 11 Packet Content offset
mask Layer
1(-31)
2 (0-31)
3 (0-31)
4 (0-31)
5 (0-31)
6 (0-31)
7 (0-31)
8 (0-31)
9 (0-31)
10 (0-31)
11 (0-31)
Packet Content ACL
ARP
Packet Content ACL

[Apply]

[Create] [Access Profile List]
[Add ACL Profile]
[Delete]
[Delete All]
[Show Details]
[Add/View Rules]
L ————————— e

[ add ACL Profile || Delete All | Total Used Rule Entries / Total Unused Rule Entries: 3 / 509
Profile IC Frofile Type Crwner Type | |
1 Ethernet ACL [_Show Details J[add/view Rules][ Delete
2 IF ACL [ Show Details [Add/\.-'iew Rules][ Delate
3 IPv6 ACL [_Show Details J[add/view Rules][ Delete
4 Packet Content ACL [_Show Details J[add/view Rules][ Delete
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[Show Details]

Profile ID 4

Profile Type Packet Content

Owner Type ACL :

Source MAC FF-FF-FF-FF-FF-FF
Destination MAC FF-FF-FF-FF-FF-FF

Service Provider Tag 0xFFFF

CustomerTag 0:FFFF . )
Offset 1 Byte 2 of L3 “alue: OxFFFF
Offset 2 Byte 4 of L3 Walue: 0xFFFF

[Access Profile List] [Show Al Profiles]
[Add/View Rules] [Add Rule]
e
Profile Information
Profile 1D 4 Profile Type Packet Content
Owner Type ACL Source MAC FF-FF-FF-FF-FF-FF
Destination MAC FF-FF-FF-FF-FF-FF Service Provider Tag O0xFFFF
Customer Tag 0xFFFF Dffset 1 Byte 2 of L2 Value: 0xFFFF
Dffset 2 Byte 4 of L2 Walue: OxFFFF =
Rule Detail
(Keep an input field as blank to treat the corresponding option as do not care)
Access ID (1-65535) 1 [ Auto Assign
Source MAC Address | e.g.(00-00-00-00-FF-FF)
Source Mask | | &.9.(00-00-00-00-FF-FF)
Destination MAC Address | | &.g.(00-00-00-00-FF-FF) e
Destination Mask | | €.0.(00-00-00-00-FF-FF)

Sevice | |eg(FFFF) Mask[ | eq(FFFR)
Customer| | eg(FFFF) Mask| | eq(FFFF)
Offset 1 [ leaFFR) mMask|  |eg(FFFR)
Offset 2 [ Jeog®FFR) mask]  |ea(FFFR)

Tag
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Access ID
(1-65535)

1 65535

Source MAC
Address

MAC

Source Mask

MAC

MAC

Destination MAC
Address

MAC

Destination
Mask

MAC

MAC

Tag

Offset

Action

[Permit]

[Deny]

[Mirror]

Priority(0-7)

802.1p

CoS

Replace DSCP

DSCP

Counter

ACL

Ports

[Apply] [Access Rule List] :
e S SO sy

[ <<Back ] [ Add Rule ]

Profile Type Action

Packet Content Permit

Show Details Delete Rules
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[Show Details]

ACCEeSS RuUle Lietall Information

ACL Rule Details

Access D 1

Action Permit
Source MAC 00-40-66-00-00-10  MWask (FF-FF-FF-FF-FF-FF}

Show all Rules
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3.8.6 ACL Finder

ACL
ID (
CPU) [Find]
[Delete]

ACL > ACL Finder
R
ACL rule finder helps you identify any rule has been assigned to a specific port
Prafile ID | Any ¥ Port

Frafile D Access (D Frofile Type Action

Profile ID ID
Port ACL

3.8.7 ACL Flow Meter
ACL ACL
64 kbps
ACL

ACL > ACL Flow Meter

oW Wiele
Prafile ID v Access ID (1-65535) ]

View Al [ Delete al |
Total Entries:0

Frofile (D Access D Mode Modify Display Delete

Profile ID ID

Access ID ID
(1-65535)
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[Find]

[Modify]
[Delete] [Add]
DWW IvViele ¥ gLiratio
& Profile ID v
Access D (1-65535) | |
Rate (Kbps) [ |me-1024000)
ode - Burst Size (Kbyte) [ |wnie

O Drop Packet

@RemarkDscP [ |63

Rate Exceed

Profile ID ID
Access ID
(1-65535) ID 1 65535
Mode 2
Rate 64-1024000 Kbps - Kbps
64 1,024,000 Kbps
Burst Size 0-1016 Kbyte -
0 1,016 Kbyte
Rate Exceed Drop -
Replace DSCP (0-63) - DSCP
[Apply] [<<Back] [ACL Flow Mete]
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3.9 Monitoring
3.9.1 Cable Diagnostics

Monitoring > Cable Diagnostics :

able Llagno

Fram Port To Port

Link Status Test Result Cahle Lengthihf)

The Cahle Diagnostic is designed primarily for administratars or customer service representative to view tests on copper cables, it can rapidly determine where errors occurred
in the cahle and the type of cable errorwhich occurred.

Note:
The Cable Fault Distance is calculated from switch side.

[Test]
3.9.2 SFP General Information
SFP SFP
Monitoring > SFP > SFP General Information :
From Port To Port

01 [v] 01 [v]

WVendor Mame FINISAR. CORP.
Wendor Part Mumber FTLF8519FP2BMNL
Serial Number PCE0ZMP
Wendor Mame FINISAR CORP.
Wendor Part Mumber FTLF3519PZBHNL
Serial Number PCB0ZME

From Port/To Port

[Apply] SFP
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3.9.3 SFP Diagnostic Monitoring
SFP SFP RX TX
dBm

Monitoring > SFP > SFP Diagnostic Monitoring

= Lagno VIO O .
From Port To Port
01 [v] 01 [
Port TX Power (dBm) RX Power (dBm)
17 477 -5.35
18 -4.98 -5.30

From Port/To Port

[Apply] SFP
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3.9.4 CPU Utilization Notify

CPU
Monitoring > Utilization Notify > CPU Utilization Notify settings
UL L) 0 W L]
CPU Utilizatian Motify Current Status MNORMAL
CPLU Utilization Motify State " Disabled  Enabled
Threshold (20% ~100%) [1o0 s
Polling Interval (10 ~ 300) [0 Jsec
Trap State IDisabIed 'l
Log State IEnabIed 'l
Apply |

[Apply]

CPU Utilization CPU
Notify State
Threshould CPU
(20-100) overloading normal
100%
Polling Interval | CPU CPU 5
(10-300) 60
Trap State CPU SNMP
Log State CPU
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3.9.5 CPU Utilization
CPU

Monitoring > Utilization Notify > CPU Utilization

Five Secs
one Min  [EXEEN

Five Mins

M aximum

Minimum [Illlll

LInit: (%)
Tirne Interval |15 »| Record Number |2I:|I:| =] Apply
ShowiHide W Five Secs ¥ One Min ¥ Five Mins ¥ Maximum ¥ Minimurm
[Clear]
[Apply]
CPU GUI
[Apply]

Time Interval 1 60 1
Record Number 20 200 200
Show/Hide [Five Secs] [One Min] [Five Mins]
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3.9.6 DRAM Utilization Notify

DRAM
Monitoring > Utilization Notify > DRAM Utilization Notify
settings
LURANTU Zatlo NOTITY - .
DRAM Utilization Motify Current Status MNORMAL
DRAM Utilization Motify State () Disabled () Enabled
Threshold (20% ~ 100%) [100 e

Folling Interval (10 ~ 300} G0 Sec

Trap State Disabled v

Log State Enabled v
[Apply]

DRAM DRAM

Utilization

Notify State

Threshould DRAM

(20-100) overloading normal
100%

Polling DRAM

Interval 60

(10-300)

Trap State DRAM SNMP

Log State DRAM
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3.9.7 DRAM & FLASH Utilization

DRAM
Monitoring > Utilization Notify > DRAM & FLASH Utilization
LIFAN & asn U atlo
DRAM Utilization Refresh
Total DRAM 131072 KB
Used DRARM BE31T KB
Utilization 50%
Utilizationia) : 50%
Utilization(hin 50%
Clear
FLASH Utilization
Total FLASH 16384 KB
Used FLASH : 6865 KB
Utilizatian : 42%
[Refresh]
[Clear] DRAM

3.9.8 Port Utilization

Monitoring > Port Utilization

Port 01 v Apply

Fart_Ut

Time Interval 15 - Record Mumber 200 -

ShowiHide v Port_Util
[Apply]

GUI

Port

Time Interval 1 60 1
Record Number 20 200 200
Show/Hide
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3.9.9 Packet Size

GUI

Monitoring > Packet Size :

Port 01 v view Tahle [ mpply  J[ clear |

1000

1024-1515 [N

Time Interval |15 | Record Mumber |200 -

ShowiHide v 64 v 65127 v 123-255 v 256-511 W 512-1023 W 1024-1518
[Apply]
[Packet Size Table] View Table
Sackel Size Table
Port 01 v view Graphic [ apply  J[ Clear |

Frame Size Frame Counts Framesisec

64

B5-127

128-255

256-511

512-1023

1024-1518

[Apply]
[Clear]
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Port
Time Interval 1 60 1
Record Number 20 200 200
64 64 ( FCS
) (
65-127 65 127 ( FCS
(
128-255 128 255 ( FCS
(
256-511 256 511 ( FCS
) (
512-1023 512 1023 ( FCS
) (
1024-1518 1024 1518 ( FCS
) (
Show/Hide 64 65-127 128-255 256-511 512-1023 1024-1518
Clear
View Table
View Graphic
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3.9.10 Packets
3.9.10.1 Received (Rx)

Monitoring > Packets > Received (Rx)

GUI

Received(R)
Part 01 v vigw Table ( apply J( Clear
Time Interval 15 - Record Number
ShowHide ¥ Bytes ¥ Packets
[Apply]
[Clear]
[Received (Rx) Table] View Table
mecelived( A ADIE
Part 01 - View Graphic [ Apply i Clear

Rx Packets

Bytes

Packets

Rx Packets

Unicast

Multicast

Broadcast

Tx Packets
Bytes
Packets
[Apply]
[Clear]

v} 0

o o

0 a

0 a

0 a

o 0

0 0
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Port
Time Interval 1 60 1

Record Number 20 200 200
Bytes

Packets

Unicast
Multicast
Broadcast
Show/Hide
Clear

View Table
View Graphic

3.9.10.2 UMB_cast(Rx)

UMB_cast Rx
GUI
Monitoring > Packets > UMB_cast (Rx)
LIVIB )
Port 01 v View Table [ mpply  J[ clear ]

1000

Q00

Time Interval 1s - Record Mumber 200
ShowsHide W Unicast W Multicast ¥ Broadcast
[Apply]
[Clear]
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[UMB_cast (Rx) Table] View Table

Port 01 - View Graphic [ mpply || Clear |

Bytes 0 0

Packets 0 ]

Unicast 0 ]

Multicast 0 0

Broadcast 0 0

Bytes ] 0

Packets 0 0

[Apply]
[Clear]

Port
Time Interval 1 60 1

Record Number 20 200 200
Unicast

Multicast
Broadcast
Show/Hide

Clear
View Table
View Graphic
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3.9.10.3 Transmitted (Tx)

™0
ell]

Monitoring > Packets > Transmitted (Tx) :
e —

Port 01 v wiew Table [ apply  J[ clear |

Time Interval 1s - Recard MNumber 200

ShowiHide v Bytes ¥ Packets
[Apply]
[Clear]
[Transmitted (Tx) Table] View Table
Port 01 - View Graphic [ Apply i Clear |

Bytes 0 ]

Packets 0 ]

Unicast 0 0

Multicast 0 ]

Broadcast 0 ]

Bytes 0o 0

Packets 0 ]

[Apply]
[Clear]

176/211



Port
Time Interval 1 60 1

Record Number 20 200 200
Bytes

Packets

Unicast
Multicast
Broadcast
Show/Hide
Clear

View Table
View Graphic

3.9.11 Errors
3.9.11.1 Received (RX)
GUI

Monitoring > Errors > Received (RX)

Recevedl(Rx

Port 01 v Wiew Table [ mpply  J[ clear ]

1000

creError TR

Drop

Time Interval |15 ~ | Record Mumber|200 -

ShowiHide W CRCEmor W UnderSize W OverSize ¥ Fragment ¥ Jabber ¥ Drop

[Apply]
[Clear]
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[Received (Rx) Table] View Table

Part 01 " Viesy Graphic ( Apply | { Clear |

Rx Error

CRCErrar

UnderSize

OwerSize

Fragment

Jabber 0 &

Drop o e
< | >
[Apply]

[Clear]

Port

Time Interval 1 60 1
Record Number 20 200 200
CRCError CRC

UnderSize 64 CRC
OverSize 1518 1536

Fragment CRC 64

Jabber 1518 1536

Drop Drop -)
Show/Hide CRCError UnderSize OverSize Fragment Jabber Drop
Clear

View Table

View Graphic
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3.9.11.2 Transmitted (TX)

GUI
Monitoring > Errors > Transmitted (Tx) :
===
Port 01 v View Tahle [ apply  J[ clear |

1000
900
800
700
600

400

Callision
ann

Time Interval |15 ~ | Record Mumber|200 -

ShowiHide W ExDefer W CRCEror W LateColl v ExColl W SingColl ¥ Collision
[Apply]
[Clear]
[Transmitted (Tx) Table] View Table

Port 01 v view Graphic apply  J[ clear

ExDefar

CRC Erraor

LateColl

ExCall

SingColl

Collision

[Apply]
[Clear]
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Port
Time Interval 1 60 1

Record Number 20 200 200
ExDefer

CRC Error CRC
LateColl 512

ExColl
SingColl 1

Collision
Show/Hide ExDefer CRCError LateColl ExColl SingColl Collision

Clear
View Table
View Graphic

3.9.12 Port Access Control
3.9.12.1 RADIUS Authentication
RADIUS RADIUS

Monitoring > Port Access Control > RADIUS Authentication

Serverindex InvalidServerAddr Identifier AuthServerAddr ServerPorthumber RoundTripTime
0 itacl hle 0000 0 0

Hita

0 Hitac

0 Hitac

[Clear]

[Clear]
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InvalidServerAddr RADIUS
Identifier RADIUS NAS
ServerlIndex RADIUS
AuthServerAddr RADIUS 1P
ServerPortNumber UDP
RoundTripTime / RADIUS
( 100

1
AccessRequests RADIUS RADIUS
AccessRetrans RADIUS RADIUS
AccessAccepts RADIUS RADIUS (

)
AccessRejects RADIUS RADIUS (

)
AccessChallenges RADIUS RADIUS (

)
AccessResponses RADIUS RADIUS
BadAuthenticators | RADIUS
RADIUS
PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS RADIUS
PacketsDropped RADIUS
RADIUS
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3.9.12.2 RADIUS Account Client
RADIUS

Monitoring > Port Access Control > RADIUS Account Client

AU - oL

Clear

Serverindex InvalidServerAddr Identifier ServerAddr SemverPortMumber
0 Hit: le 0000 0

1

2

3

[Clear]
1 60 1
[Clear]

Inval idServerAddr RADIUS

Identifier RADIUS NAS

ServerIndex RADIUS

ServerAddr RADIUS IP

ServerPortNumber RADIUS ubp
RoundTripTime RADIUS

Requests RADIUS

Retransmissions RADIUS RADIUS
Responses RADIUS RADIUS
MalformedResponses | RADIUS RADIUS
BadAuthenticators RADIUS

RADIUS
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PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS
RADIUS
PacketsDropped RADIUS
RADIUS
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3.9.12.3 Authenticator State
802.1X

Monitoring > Port Access Control > Authenticator State

ALitnenticator ale

Authenticator State  Tirne Interval

Auth_FAE_ State Backend_5State

FarceAuth

ForceAuth

FortStatus

Authorized

Authorized

Authorized

|

|£

MAC [Authenticator State]
> Authenticator State :

AUTRentiCalor siate
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Monitoring > Port Access Control

Port
Show Authenticator State of Port 1 Time Interval

I N N B

MiA N, M N,

MiA N, N N,

>




MAC Address

MAC

Auth PAE State

(PAE State)
[Initialize]
[Disconnected]
[Connecting]
[Authenticating]
[Authenticated]
[Aborting]
[Held]
[Force_Auth]
[Force Unauth]
[N/A]

[N/A]

Backend State

[Request]
[Response]
[Success]
[Fail]
[Timeout]
[1dle]
[Initialize]
[N/A]

[N/A]

Port Status

[Authorized]

[Unauthorized]

[N/A]
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3.9.12.4 Authenticator Statistics
PAE

Monitoring > Port Access Control > Authenticator Statistics

ALitnenticator atistics

|2

Authenticator Statistics Time Int]

o o o

Monitoring > Port Access Control > Authenticator Statistics

ALThenticator Statisiics e
Lo ]
Authenticator Statistics of Port 1 Time |
“ Fiestan Pefea Foxteaor Fix Frespld
_ ia s ia i hia ia
_ e A s e
_ P
_ e . A . e
e e . e M
— e A A A A
_ P

|~
hd
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Port
Frames Rx EAPOL
Frames Tx EAPOL
Rx Start EAPOL
TxReqld EAPOL /1d
RxLogOff EAPOL
Tx Req EAPOL ( /1d )
Rx Respld EAPOL /1d
RXx Resp EAPOL ( /1d
)
Rx Invalid EAPOL
Rx Error EAPOL
Last Version EAPOL
Last Source EAPOL MAC
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3.9.12.5 Authenticator Session Statistics
PAE

Monitoring > Port Access Control > Authenticator Session
Statistics :

|2

Althenticator oession statistics

Qctets RFx Qctets Tx Frames Rx

Monitoring > Port Access Control > Authenticator Session
Statistics :

ALtRenticalor state

| >

Fort
Show Authenticator Session Statistics of Port 1 Time Interval  |[REEEES
[ [Hlids PiA, A [lis f
i a i ia
[ [Hlids PiA, A
12 -
< 2
1 60 1
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Port
Octets Rx
Octets Tx
Frames Rx
Frames Tx
ID 3 ASCI1
Authentic
Method
(1) Remote Authentic Server -
(2) Local Authentic Server -
Time (
Terminate Cause 8
@
@
©)
®
®)
Q)
Q)
3
UserName PAE
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3.9.12.6 Authenticator Diagnostics

Monitoring > Port Access Control > Authenticator Diagnostics

Althenticator Liagnostics

Connect Enter Connect LogOff Auth Enter Auth Success

Auth Timeoul

L3

<

Monitoring > Port Access Control > Authenticator Diagnostics

ALthenticator Diagnostics

Apply

Connect Enter Connect LogOf Auth Enter Auth Success Auth Timeout Auth Fail
TEA, i i i I i

Fort
[ e ]
12

[iA

i i

(R1E

(R1E)

N

PR

INiA

N

PR

(R

N

(R1E)

g

|

|<
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Port

Connect Enter
Connect LogOff EAPOL

Auth Enter EAPOL /

Auth Success

Auth Timeout

Auth Fail

Auth Reauth

Auth Start EAPOL

Auth LogOff EAPOL

Authed Reauth

Authed Start EAPOL
Authed LogOff EAPOL
Responses (

AccessChallenges

OtherReqToSupp EAP ( )

EAP
NonNakRespFromSup EAP EAP-NAK

EAP

Bac Auth Success

Bac Auth Fail
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3.9.13 Browse ARP Table
ARP ARP

IP [Find] [Show Static]
ARP ARP [Clear

All]

Monitoring > Browse ARP Table .

Browse ARF Table

Show Static ] [ Clear all ]

Total Entries: 4
Interface Mame IF Address A ]
Systermn 10.0.0.0 FF-FF-FF-FF-FF-FF LocalBroadcast

System 10.24.22.5 00-50-8D-36-59-48 Dynamic

System 10.90.90.50 00-1E-58-6F-68-00 Lacal

Systermn 10.255.255. 255 FF-FF-FF-FF-FF-FF LocalBroadcast
[Find]

[Show Static]
[Clear All]

3.9.14 Browse VLAN
VLAN VLAN
VID(VLAN 1D) [Find]

Monitoring > Browse VLAN :

VLA 1D: 1

WLAN Mame: default
WLAM Type: Static
Advertizement: Enabled

Total Entries: 1

Mote: T: Tagged Port, U: Untagged Part, F: Forhidden Par,
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3.9.15 IGMP Snooping
3.9.15.1 Browse IGMP Router Port
WEB
GUI S
D F
VID(VLAN ID) [Find]
VLAN IGMP

Monitoring > IGMP Snooping > Browse IGMP Router Port

prowse Router Fo

VD I [ bime |
VLAM ID: il
VLAM Name: default

Total Entries: 1

Note: S:Static Router Port, D:Dynamic Router Port, F:Forbidden Router Port

3.9.15.2 IGMP Snooping Group
1GMP 1GMP

Monitoring > IGMP Snooping > IGMP Snooping Group

VIF oopINg alife
@ VLAN Name |
) VID List (e.g.: 1,4-6) | |
Group IP Adaress | |

IGMP Snooping Group Table Total Entries: 0
Member Router
Ports Ports

Expire

Time(sec) Filter Mode|

Reports  Uptime

D V0LAM Mame Source Group

VLAN Name VLAN
VID List VLAN
Group IP Address IP
[Find] IGMP
[View All]
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3.9.15.3 IGMP Snooping Host
IGMP

Monitoring > IGMP Snooping > IGMP Snooping Host

VIP"'Snooping Hos

@ VLAN Name ]

O VLAN List (2.9.1,4-8) ]

O Port List (2.0.: 1,4-6) 1

O oroup —

IGMP Snooping Host Table Total Entries: 0
Group Fort Mo IGMP Host

WLAN D

IGMP VLAN VLAN
[Find]

3.9.16 MLD Snooping
3.9.16.1 Browse MLD Router Port

IPV6

WEB GUI S

D F
VID(VLAN ID) [Find]
VLAN MLD

Monitoring > MLD Snooping > Browse MLD Router Port

orowse VLD Router Fo

VD 1
WLAN 1D 1
WLAR Marmea: default

Total Entries: 1

Mote: S:5tatic Router Part, D:Dynamic Router Port, F:Faorhidden Router Port
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3.9.16.2 MLD Snooping Group
MLD MLD IPv4  IGMP
IPv6 VLAN [Find]
VLAN

Monitoring > MLD Snooping > MLD Snooping Group

\/ » DOP L OLIP
© vLan Name [ ]
O VLAN List (2.9 1,4-6) ]

View All

MLD Snooping Group Table Total Entries: 0

VLAMN Mame Source Group Member Part Filter Mode

VLAN Name VLAN
VID List VLAN
Group IP Address 1P
[Find] MLD
[View All]
3.9.17 LLDP

3.9.17.1 LLDP Statistics System

Monitoring > LLDP > LLDP Statistics System

LLDP Statistics
Last Change Time 1344
MNumber of Table Insert 1]

MNumber of Table Delete 1]
Mumber of Table Drap 1]
Murmber of Table Ageout 1]
Pt (o1 v

LLDP Statistics Ports

Total Tx Frames

Total Discarded Rx Frames

Rix Errars Frames

Total Ry Frames

Total Discarded Rx TLVs

Total Unrecognized Bx TLYs

Total Aged out Meighbar Infarmation

coocoooo

Port
[Find]
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3.9.17.2 LLDP Local Port Information
Monitoring > LLDP > LLDP Local Port Information

UF Local Fo 8] atlo
LLDP Local Port Brief Table
) Subtype Fort ID o 250

1 Local n Hitachi Cable APLFM118GTPOE R1.05 Port 1
2 Local 12 Hitachi Cable APLFM116GTPOE R1.05 Port 2
3 Local 3 Hitachi Cable APLFMA16GTPOE R1.05 Port 3
4 Local 4 Hitachi Cable APLFM116GTPOE R1.05 Port 4
5 Local 5 Hitachi Cable APLFM1185TPOE R1.05 Port 5
5 Local 18 Hitachi Cable APLFM1165TPOE R1.05 Port 6
7 Local i Hitachi Cable APLFMA16ETPOE R1.05 Port 7
] Local Ii:] Hitachi Cable APLFM1165TPOE R1.05 Port 8
9 Local 9 Hitachi Cable APLFM116GTPOE R1.05 Port 9
10 Local na Hitachi Cable APLFM118GTPOE R1.05 Port 10
1 Local m Hitachi Cable APLFMA16GTPOE R1.05 Port 11
12 Local nz Hitachi Cable APLFM118GTPOE R1.05 Port 12
13 Local n3 Hitachi Cable APLFM116GTPOE R1.05 Port 13
14 Local n4 Hitachi Cable APLFM116GTPOE R1.05 Port 14
15 Local ns Hitachi Cable APLFM1183TPOE R1.05 Port 15
16 Local Al Hitachi Cable APLFM1185TPOE R1.05 Port 16
17 Local "7 Hitachi Cable APLFM1185TPOE R1.05 Port 17
18 Local fak:] Hitachi Cable APLFM118GTPOE R1.05 Port 18

[Show Normal]

LLDP Local Port Normal Table
Port 01 v ( Find J[[_show Brief |
LLOP Mormal Ports
Fort ID Subtype Local
PortID "
Port Description Hitachi Cable APLFM116GTPOE R1.05 Port 1
Port PVID 1
Management Address Count Show Detail
PPVID Entries Show Detail
VLAM Entries Show Detail
Frotocol Identity Entries Count Show Detail
MAC/PHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536
Port
[Find]
[Show Brief]
[Show Detaill ]
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3.9.17.3 LLDP Remote Port Information
Monitoring > LLDP > LLDP Remote Port Information

LLDP Remote Port Brief Table

Port 0 v Find | [ show Normal

Remote Entities Count 0
i Chassis ID Subtype Chassis D Port ID Subtype PortID Fort Description

Port

[Find]

[Show Normal]

[Show Normal]

LLDP Remote Entity Information Table

Total Entries: 0
Entity Information

3.9.18 MBA Authentication State
Monitoring > MBA Authentication State

Portlist(eq:1510)[ ] [ Find | cClearByPort |

[ ViewallHosts |[  Clear All Hosts

MAC Address State VLAN ID Aging Time / Block Time

Port List
[Find]
[Clear By Port]
MBA [View All Hosts]
MBA [Clear All Hosts]
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3.9.19 Web Authentication State
WEB

Monitoring > Web Authentication State :

Find |

Clear By Port I

Portlistea 5100 | ¥ Authenticated B authenticating M Blacked

Wiew All Hosts I Clear all Hosts I

Total Authenticating Hosts: 0
Total Authenticated Hosts: 0
Total Blocke«d Hosts: 0
. i n LA 1D

Aging Time/Block Time

= =Back I Mexts= I

Mote: H: Host-Based, P:Por-Based

Port List
Authenticated
Authenticating
Blocked

[Find]
[Clear By Port]
[View AlIl Hosts]
[Clear All Hosts]

3.9.20 Browse Session Table

Monitoring > Browse Session Table

SIoOWse = # dplie

Frarm Marme
1 Anonymaous

Serial Port

Live Time
g 03:31:47.0
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3.9.21 MAC Address Table
MAC MAC

Monitoring > MAC Address Table

VIA Acldre aple

Port 1)} w [ Find ] iClear Dynamic Entries]
WLAR Mame | | [ Find ] [Clear Crynamic Entries]
MAC Address |00-00-00-00-00-00 |

[ View All Entry ][ Clear All Entry ]

Total Entries :0

YLAM Mame MAC Address

1 default 00-40-66-45-5E-78 CPU Self

Port
VLAN Name VLAN
MAC Address MAC
Find Port/VLAN Name/MAC Address

Clear Dynamic
Entries

View All Entry
Clear All Entry
[Find]

[Clear Dynamic Entries]
[View AIl Entry]

[Clear All Entry]
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3.9.22 System Log

veio 00

Date-Time

0000-00-00, 02:46:31
0000-00-00, 02:45:21
0000-00-00, 01:13:34
0000-00-00, 01:08:10
0000-00-00, 00:31:10
0000-00-00, 00:24:17
0000-00-00, 00:14:14
0000-00-00, 00:01:02
0000-00-00, 00:00:47
0000-00-00, 00:00:47
0000-00-00, 00:00:44

[Clear log]

Index

Monitoring > System Log

Log Text

Successful login through Consale (Username: Ananymaous)
Logaout through Console (Username: Anonymous)
Successful login through Consale (Username: Ananymaous)
Logaout through Console (Username: Anonymous)
Successful login through Consale (Username: Ananymaous)
Consale session timed out {Username: Ananymous)
Successful login through Consale (Username: Ananymaous)
Fort1 link up, 100Mbps FULL duplex

Systern warm start

Systern warm start

Successful login through Consale (Username: Ananymaous)

[Next]

Index

Date-Time

Log Text

3.9.23 Self Test

POE Test

APLFM104GT-POE APLFM108GT-POE APLFM116GT-POE

Monitoring > Self-Test

DRAM Test
FLASH Test
SWLSI Test
PHY Test
POE Test

Self-Test Result

Mo errar
Mo error
Mo error
Mo error
A

200/211




3.10
3
(1)[Save Configuration]
(2)[Save Log]
(3)[Save All]

3.10.1 Save Configuration
GUI [ 1 [Save Configuration]

ave connguration

Current Status: Completed.

Program Firmware:

Write Flash Status |[RsEVELE

Write Flash Status Saved

3.10.2 Save Log
GUI [ 1 [Save Log]

ave Log

Current Status:  Completed.

Program Firmware:

Write Flash Status |[R=EWELN

Write Flash Status Saved

3.10.3 Save All
GUI L ] [Save All]

Current Status: Completed.

Program Firmware:

Write Flash Status Saved

Write Flash Status Saved
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o save CPU

3.11
3.11.1 Configuration File Upload & Download

GUI [ 1 [Configuration

File Upload & Download]
onfiguration File"Upload & Download

Semver P : | | ® IPva
| | O I1pva
Interface Name | |
File : | |
Increment: []
Dawnload ][ Upload ]
Mote: The Increment option use anly for Download Configuration.
[1Pv4] [1Pv6] 1P
[Download] [Upload]

0 account

3.11.2 Upload Log File

[1Pv4] [1PV6] 1P
[Upload]
GUI [ 1 [Upload Log
File] :
Upload Cog File
ServerlP : | | ® 1Pvs
| | © Ipva
Interface MName | |
File : | |
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3.11.3 Reset

GUI [ ] [Reset System]
® Reset Froceed with system reset except IP address, log, user account and hanner.
O Reset Caonfig Switch will be reset to factory defaults.
O Reset System Switch will be reset to factory defaults and reboot.
Reset IP
Reset Config 1P
Reset System

0 reset system (1D1/1D2 )

3.11.4 Ping Test
GUI [ ] [Ping Test]

Dino =

IPv4 Ping Test :

Enter the IP address ofthe device or station you want to ping, then click Start.

Target IP Address : 0.00.0
Repeat Pinging for: & Infinite tirnes
O[] a-255tmes)
Timeout: (1-949 sec)
IPvG Ping Test :

Enter the IP address ofthe device or station you want to ping, then click Start.

Target IP Address : |

Interface Mame: |:|

Repeat Pinging for: @ Infinite times
O[] t-2551mes)
Size: {1-6000)
Timeout (1-10 sec)
[infinite times] Ping [infinite times]
1 255 Ping [Start] Ping
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Target IP ping 1P
Address
Interface Name IPv6
Repeat Pinging ping 1 255
for
Size 1Pv6 1 6000 100
Timeout 1Pv4 ping 1
99 1Pv6 ping
1 10
IP ping
[Start] Ping
3.11.5 Download Firmware
2
ID 1 2
ID
ID 1
GUI [ ] [Download
Firmware] :
Senver (P | | ® 1Pvs
| | © IPvs
Interface Mame : | |
File : | |
Image 1D | 1{Boot Up) v
[1Pv4] [1Pv6] TFTP IP
TFTP / ID 1(
) 2 [Download]

0 ID

ID
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3.11.6 Reboot System

Reboo stem

Do vou wantto save the settings 7 ®yves  ONo

Ifyou do not save the settings, all changes made in this session will be lost.

[Yes] NV-RAM
[No]

[Reboot]
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€H) RS-232C
) source

Target
®3) VLAN ( )
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5.1 LED
AC
PWR  LED
(RJ-45)
LINK/ACT  LED NIC
MDI-X
SFP
CONSOLE LED show mac_internal_error
5.2
(9600bps) (8bit) (1bit)
Login (none) (none) RS ER (ON)
CONSOLE RS-232C
CONSOLE
POWER  LED
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5.3 HTTP

IP
ENABLE
HTTP ENABLE
HTTP
5.4
VLAN
ENABLE
100
100
5.5 VLAN
VID VID VLAN
VID
5.6 SFP
SFP SFP
SFP
SFP
SFP
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5.7 PoE

Status Enable

(RJ-45)
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No.

LAN

IEEE802.3
IEEEB02.3
IEEEB02.3
IEEE802.3
IEEEB02.3

10BASE-T
u  100BASE-TX
u  Auto-Negotiation
z  1000BASE-X
ab 1000BASE-T

ITU-T

V.24/V.28

RFC1157

RFC1901

RFC1905

RFC1908

RFC2570

RFC2575

Simple Network Management Protocol (SNMP)
Introduction to Community-based SNMPv2

Protocol Operations for Version 2 of the SimpleNetwork
Management Protocol

Coexistence between Version 1 and Version 2 of the
Internet-standard Network Management Framework
Introduction to Version 3 of the Internet-standard
Network Management Framework

View-based Access Control Model (VACM) for the Simple
Network Management Protocol (SNMP)

RFC1213
RFC1493
RFC2819
RFC2021
RFC2233

Internet MIB
Bridge MIB
RMON MIB 4
RMON2 MIB Probe config
itMIB
MIB

RFC793
RFC768
RFC1350
RFC783
RFC791
RFC792
RFC826
RFC854
RFC1769
RFC3164

TCP(Transmission Control Protocol)
UDP(User Datagram Protocol)

THE TFTP PROTOCOL (REVISION 2)

TFTP Client

IP(Internet Protocol)

ICMP(Internet Control Message Protocol)
ARP(Address Resolution Protocol)
TELNET

SNTP(Simple Network Time Protocol)
SYSLOG

RFC951/RFC1541 BootP/DHCP Client

IGMP snooping

RFC1112
RFC2236
RFC3376

IGMPv1 (snooping only)
IGMPv2 (snooping only)
IGMPv3 (awareness only)
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No.

RFC2865
RFC1492

RADIUS (client only)
TACACS+ Authentication For the Management Access

RFC2138/RFC2139 RADIUS Auth. For Management Access

RFC2866
RFC4250
RFC4251
RFC4252
RFC4253
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