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ON

ON

LED
PWR LED

ctrl+r

< >
Press any key to login...

l

Ctri+r

< >
ApresialLightGM152GT Gigabit Ethernet Switch

Command Line Interface

Firmware: 1.00.00
Copyright(C) 2014 Hitachi Metals, Ltd. All rights

reserved.

UserName:

!
login adpro
UserName:adpro
PassWord:
#

!
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1P
1P 10.0.0.1/24

#config ipif System ipaddress 10.0.0.1/24
Command: config ipif System ipaddress 10.0.0.1/24

Success.

#logout

Press any key to login...

OFF

(2) WEB GUI
WEB GUI LAN

1P HTTP

)http://10.0.0.1

| 221 )

| (323 )
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2. WEB GUI

WEB Gul /
2.1
3 2-1
2-1
[]
[Apply]
Apply
> >

Device > Port > Port Properties
[Device] [Port] [Port
Properties]
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2.2
WEB HTTP WEB GUI

2.2.1
http://10.0.0.1
10.0.0.1 IP IP
IP

10.00001) 2 Bz

2t Fe v
HATD—- ) |
AT - kRT3 R

[ ok ][ Feetl |

( :adpro : ) OK
GUI
WEB GUl
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2.2.2 GUI
GUI

-
om-h. cEmsmmsssmmEEEE EmmEEmEmm=- "= e EmEmmsEEsEmsEEsmE= = omE o= Refresh Interval
[\PR ES A =i 1av2 Javd SAYS TaYE GavIDHAVEIGAvI4ISAYIE  (TAYIBIONYEZIAVEZIAVAOSAVADTAVIROOAVIORAYEE  TIAVHIBAYISTTAYIIIBATAI AvDOATAEAVIEATATAE SOAV] BIAVE
El cromem |
English/Japanese L = 2

ApresiaLight

Device Intormation
[ configuration

[ L2 Features Device Information

E QoS Device Type APLGM152GT Gigabit Ethernet Switch MAC Address 00-40-66-T1-F6-B2
i Security

B ac System Name IP Address 10.90.90.90 (3tatic)

[ Monitoring System Location Mask 255.0.0.0
System Contact Gateway 0.0.0.0
Boot PROM Version 1.00.00 Management VLAN default
Firmware Version 1.00.00 Login Timeout (min) 10
System Time 2410112014 14:07:32 (System Clock) Dual Image Supported

1 Device Status and Quick Configurations

SNTP Disabled Zeftings
Jumbo Frame Enabled Settings Spanning Tree Disabled Settings
WLD Snooping Disabled Setfings SNMP Disabled Settings
IGMP Snooping Disabled Settings System Log Disabled Settings
802.1% Disabled Seftings SSL Disabled Settings
S8H Disabled Settings GVRP Disabled Settings
Port Mirror Disabled Setftings Telnet Enabled (TCP 23) Seftings
CLI Paging Enabled Settings Web Enabled (TCP 80) Settings
DHCP Relay Disabled Setftings RMON Disabled Settings

APREISA
APREISA
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(Ver.1.00)

3.1 Device Information

Information]

PROM

[Device Information]

MAC

(

[Device Information]

[Device

MAC

Device Information
Device Type
Systern Mame
System Location
System Contact
Boot PROM Version
Firmware Version
System Time

APLGMA152GT Gigabit Ethernet Switch

1.00.00
1.00.00

24/01/2014 14:07:32 (System Clock)

Device Status and Quick Configurations

SNTP

Jumbo Frame
MLD Snooping
IGMP Snooping
802.1X

SSH

Fort Mirror

CLI Paging
DHCP Relay

Disabled Settings
Enabled Seftings
Disabled Settings
Disabled Settings
Disabled Settings
Disabled Settings
Disabled Settings
Enabled Seftings
Disabled Settings

MAC Address

IP Address

Mask

Gateway
Management VLAN
Login Timeout (min)
Dual Image

Spanning Tree
SHMP

System Log
SSL

GVRP

Telnet

Web

RMOM
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00-40-66-71-F6-B2
10.90.90.90 (Static)
255.0.0.0

0.0.0.0

default

10

Supported

Disabled Setiings
Disabled Setiings
Disabled Setiings
Disabled Setiings
Disabled Setiings

Enabled (TCP 23) Settings
Enabled (TCP 80) Settings

Disabled Setiings




3.2 Configuration
3.2.1 System Information
MAC

Configuration > System Information

MAC Address 00-40-66-71-F6-B2
Firmware Version 1.00.00

System Name | |

System Location [ |

System Contact | |

Apply

System Name

System Location

System Contact
[Apply]

3.2.2 Serial Port Settings

Configuration > Serial Port Settings

dal 0 - L

Baud Rate 9600 v
Auto Logout Mever w
Data Bits 8

Parity Bits Mone

Stop Bits 1

Apply

Baud Rate
9600/19200/38400/115200bps 4

Auto Logout

2 /5 /10 /15 /Never 10
Never

[Apply]
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3.2.3 IP Address Settings

IP
Configuration > IP Address Settings

@ Static O DHeP O BooTP

IP Interface | |

Management VLAN Narme |defau|t |

Intetface Admin State |Enab|ed v|

IPv4 Address [10 ][ao ][eo |[ao |

Subnet Mask . El El[l

Gateway El El El El

IP
@ [Static]
(2) 1Pv4
®
IP
0.0.0.0
VLAN VLAN default
default VLAN
Interface Admin State [Enabled]
BOOTP DHCP 1P
[DHCP] [BOOTP]
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Static 1Pv4
XXX . XXX . XXX . XXX XXX

0 255 (10 )

DHCP DHCP
DHCP 1P
DHCP
DHCP
BOOTP BOOTP
BOOTP IP
BOOTP
BOOTP
IP Interface IP System
Management VLAN TCP/IP(HTTP Telnet )
Name VLAN VLAN VLAN
Trusted Host IP
VLAN VLAN
Trusted Host
VLAN Trusted Host IP
Interface Admin 1P
State
IPv4 Address 1Pv4
Subnet Mask
XXX XXX XXX « XXX XXX 0 255 (10
) A 255.0.0.0 B
255.255.0.0 C 255.255.255.0

Gateway

1P IP
[Apply]
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3.2.4 1Pv6 Interface Settings

IPV6

Configuration > IPv6 Interface Settings
Vo 2rrace = .
IPv6 Interface Settings
Interface Name System
Interface Admin State Enabled  ~ IPv6 Network Address (e..: 3710:1/64) [
DHCPVE Client Disabled  ~
NS Retransmit Time Settings
NS Retransmit Time (0-4294967295) b Ims
Automatic Link Local State Setfings
Automatic Link Local Address Disabled  ~

[ <s<Back |

View All IPV6 Address

IPv6 IPv6 [Apply]

Interface Name IPv6 System
Interface Admin
State

IPv6 Network IPv6 /
Address
NS Retransmit Time |0 4294967295

(0-4294967295) 0
Automatic Link
Local Address

[Apply]

Total Entries: 2

ddress Type IPvE Address
Link-Local Address FES0:240:66FF-FE71:F6B2/128

Global Unicast Address 3710::1/64 (Manual)
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3.2.5 IPv6 Route Settings
1Pv6

Configuration > IPv6 Route Settings .

IPv6 Static/Default Route Settings
IPv6 Address/Prefix Length Default
(Max: 12 characters)

Interface Name

Mexthop Address (e.0.: 3FFE:T)
Metric (1-65535)
[ Dpeletean ]

Total Entries: 1

IPvE Prefix Protocol Metric Interface Name

=I0 Static 2 37102 System Inactive
(] 1 ED

1Pv6 [Apply]

Interface Name IPv6 12

Nexthop Address 1Pv6

Metric 1 65535

[Apply]
[Delete All]
[Delete]
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3.2.6 IPv6 Neighbor Settings
1Pv6 1Pv6

Configuration > IPv6 Neighbor Settings

=\ \ . e .
inerface Name
Neighbor IPv6 Address ]
Link Layer MAC Address ] Add
Interface Name
State Al -] [ Ffnd ][ clear |
Total Entries: 1

ig Link Layer Address Interface Name
3FFE:1 00-11-22-33-44-55 System T NA 1

11 | 1+ (Y
State: (I) means Incomplete state. (R) means Reachable state. (S) means Stale state.
(D) means Delay state. (P) means Probe state. (T) means Static state.
IPV6 MAC [Add]
1Pv6
[Find]
[Clear]

Interface Name IPv6 System
Neighbor 1Pv6 IPv6

Address
Link Layer MAC MAC

Address
State All/Address/Static/Dynamic

[Add] 1Pv6 Link Layer MAC Address
[Find]
[Clear]
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3.2.7 1Pv4 Static/Default Route Settings
1Pv4 16 1Pv4
1Pv4
ARP ARP
ARP ARP

Configuration > IPv4 Static/Default Route Settings

IPv4 Static/Default Route Settings

IP Address [ ¥ Defaut

Neimask [ l(eg:255255256254 01 0-32)

Gateway [ leg: 1721821110

Mefric (1-65535) ]

Backup State Primary -

Total Entries: 0

IP Address/Metmask Gateway Protocol Backup

IP Address I1Pv4 Default

Netmask 1P

Gateway 1P

Matric(1-65535) 1 65535

Backup State /

[Apply]

3.2.8 IPv4 Route Table

1P
Configuration > IPv4 Route Table

FVa RoUle AaAple

© Network Address [ leg:1721320811/24)

©) P Address [ eg:17218208.11)
Total Entries: 1

Metmask Gateway Interface Name Protocol
10.0.0.0 256.0.0.0 0000 System 1 Local
[ 111 | 1 [
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Network Address

IP Address

IP

[Find]
[Go]

3.2.9 Port Configuration
3.2.9.1 Port Settings

/ MDIX
Configuration > Port Configuration > Port Settings
FO = Q
From Port To Port State Speed/Duplex Flow Control  Address Learning MDIX Medium Type
01 -~ 01 ~ Enabled ~ Auto ~ Disabled ~ Enabled -~ Auto + Copper =
Port State Speed/Duplex Flow Control Connection MDIX Address Learning Il
01 Enabled Auto Disabled 1000M/FulliNone Auto Enabled
02 Enabled Auto Disabled Link Down Auto Enabled
03 Enabled Auto Disabled Link Down Auto Enabled
04 Enabled Auto Disabled Link Down Auto Enabled
05 Enabled Auto Disabled Link Down Auto Enabled
08 Enabled Auto Disabled Link Down Auto Enabled
07 Enabled Auto Disabled Link Down Auto Enabled
08 Enabled Auto Disabled Link Down Auto Enabled
09 Enabled Auto Disabled Link Down Auto Enabled
10 Enabled Auto Disabled Link Down Auto Enabled
11 Enabled Auto Disabled Link Down Auto Enabled E
12 Enabled Auto Disabled Link Down Auto Enabled
13 Enabled Auto Disabled Link Down Auto Enabled
14 Enabled Auto Disabled Link Down Auto Enabled
15 Enabled Auto Disabled Link Down Auto Enabled
16 Enabled Auto Disabled Link Down Auto Enabled
17 Enabled Auto Disabled Link Down Auto Enabled
18 Enabled Auto Disabled Link Down Auto Enabled
19 Enabled Auto Disabled Link Down Auto Enabled
20 Enabled Auto Disabled Link Down Auto Enabled
21 Enabled Auto Disabled Link Down Auto Enabled [
22 Enabled Auto Disabled Link Down Auto Enabled
23 Enabled Auto Disabled Link Down Auto Enabled
24 Enabled Auto Disabled Link Down Auto Enabled
25 Enabled Auto Disabled Link Down Auto Enabled
26 Enabled Auto Disabled Link Down Auto Enabled
27 Enabled Auto Disabled Link Down Auto Enabled
28 Enabled Auto Disabled Link Down Auto Enabled
29 Enabled Auto Disabled Link Down Auto Enabled
30 Enabled Auto Disabled Link Down Auto Enabled
3 Enabled Auto Disabled Link Down Auto Enabled
32 Enabled Auto Disabled Link Down Auto Enabled
33 Enabled Auto Disabled Link Down Auto Enabled i
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From Port - To
Port

State

Speed/Duplex

10M hal¥ 10M full  100M half
slave 1000M full

2
slave)

1000M full master

Auto
100M full 21000M full master 1000M full

(1000M full master 1000M full

1000M full slave
1000BASE-T
(1000M full master)

2
2
(1000M full slave)
1 1000M full
master 1000M full slave
Flow Control
802.3x
Address MAC MAC
Learning
MDIX MDIX auto ( ) normal (MDI-X) cross (MDI)
normal (MDI-X)
PC(MDI) cross (MDI)
(MDI-X)
Medium Type
APLGM152GT 1 48(copper) 49 52(Fiber)

[Apply]
[Refresh]
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3.2.9.2 Port Description Settings

Configuration > Port Configuration > Port Description Settings

From Port ToPort Medium Type Description

o - o1 - comer < | |

Port Description o

-
e
m

From Port - To
Port

Medium Type
APLGM152GT 1 48(copper) 49 52(fiber)

Description

[Apply]
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3.2.9.3 Port Error Disabled

Configuration > Port Configuration > Port Error Disabled

| Port | Port State | Connection Status | Reason |

Port
Port State ( )

Connection ( )
Status
Reason (

3.2.9.4 Port Media Type

Configuration > Port Configuration > Port Media Type

| Port | Type ol
01 1000BASE-T
0z T000BASE-T
03 1000BASE-T
04 1000BASE-T
05 1000BASE-T
06 1000BASE-T
a7 1000BASE-T
08 1000BASE-T
09 1000BASE-T =
10 T000BASE-T
11 1000BASE-T
12 1000BASE-T
13 1000BASE-T
14 1000BASE-T
15 1000BASE-T
16 1000BASE-T
17 1000BASE-T
18 T000BASE-T b
19 1000BASE-T
20 1000BASE-T
21 1000BASE-T
22 1000BASE-T
23 1000BASE-T
24 1000BASE-T
25 1000BASE-T
26 T000BASE-T
27 1000BASE-T
28 1000BASE-T
29 1000BASE-T
30 1000BASE-T
24 ANNNOACC T
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Port
Type

3.2.9.5 Port Green Mode Settings

Configuration > Port Configuration > Port Green Mode Settings

From Port ToPort State
01 + 01 v  Enabled ~
[ Refresh
Port State Operation State -
01 Disable MNormal
02 Disable MNormal
03 Disable MNormal
04 Disable MNormal
05 Disable MNormal
06 Disable Mormal
07 Disable Marmal
08 Disable Marmal
09 Disable Marmal
10 Disable Marmal
i Disable Mormal E
12 Disable MNormal
13 Disable MNormal
14 Disable MNormal
15 Disable MNormal
16 Disable MNormal
17 Disable Mormal
18 Disable Marmal
19 Disable Marmal
20 Disable Marmal
21 Disable Marmal |
22 Disable MNormal
23 Disable MNormal
24 Disable MNormal
25 Disable MNormal
26 Disable MNormal
v Disable Mormal
28 Disable Marmal
29 Disable Marmal
a0 Disable Marmal
)| Disable Marmal
32 Disable MNormal -

From Port - To Port
State /

[Apply]
[Refresh]
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3.2.9.6 EEE Settings
EEE(Energy EfficientEtheret) IEEE802.3az

Configuration > Port Configuration > EEE Settings

iﬂEiﬁ;WﬂEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

From Port To Port State
01 - 01 - Disabled ~

Port State -
1 Disabled

2 Disabled

3 Disabled

4 Disabled

5 Disabled

5] Disabled

7 Disabled

g Disabled

9 Disabled

10 Disabled

11 Disabled £
12 Disabled

13 Disabled

14 Disabled

15 Disabled

16 Disabled

17 Disabled

18 Disabled

19 Disabled

20 Disabled

21 Disabled | &
22 Disabled

23 Disabled

24 Disabled

25 Disabled

26 Disabled

27 Disabled

28 Disabled

29 Disabled

30 Disabled

31 Disabled

32 Disabled

33 Disabled il

From Port - To Port
State /

[Apply]

o EEE

o EEE AutoNegotiation Enable ( )
10BASE-T

o EEE
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3.2.10 Static ARP Settings
ARP IP TCP/IP ARP
ARP IP MAC

Configuration > Static ARP Settings

AR = J
Global Settings
ARP Aging Time (0-65535) 20 | min
Add Static ARP Entry
IP Address | WAC Address |
[ Deleteall

Total Entries: 3

Interface Name IP Address MAC Address

System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast
System 10.90.90.90 00-40-66-71-F6-B2 Local
System 10.255.255.2565 FF-FF-FF-FF-FF-FF Local/Broadcast

ARP Aging Time ARP
(0-65535) ARP 0
65535 20
IP Address ARP IP
MAC Address ARP MAC
[Apply]
ARP IP MAC [Apply]
ARP [Delete All] ARP
[Apply] ARP
[Delete]
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3.2.11 User Accounts

Configuration > User Accounts :

Add User Accounts
Access Right Admin - Confirm Password |:| Apply

Note: Password/User Name should be less than 15 characters.

Total Entries: 1

Access Right Old Passwaord Mew Password Confirm Password

e o [ Edit J[ Delete |

adpro Admin FEEE

User Name 15

Password
Access Right 2

Confirm
Password

[Apply]
[Edit]

~N
~
N
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3.2.12 System Log Configuration
3.2.12.1 System Log Settings

Configuration > System Log Configuration > System Log Settings

SystemLog () Enabled @ Disabled

System Log Save Mode Settings

SaveMode  OnDemand ~ [ Imin(1-88525)

System Log
Save Mode

On Demand( )/Time Interval( )/Log Trigger( )

min (1-65535
[Apply]

3.2.12.2 System Log Server

Configuration > System Log Configuration > System Log Server

VSien 00 erye

Add System Log Server

Senver D 1 - Severity ‘Warning -
Sewver IP Address 1 Facility Local 0 -
UDP Port (514 or 6000-65535) Status Disabled -

System Log Server List
Server IP Address Severity Facility

1 10.90.90.100 Waming Local 0 514 Disabled
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Server ID (1-4)
Severity
Warning( )/ Information( )/ALL( )
Server IP IP
Address
Facility
16 23
0 12 NTP
1 13
2 14
3 15
4 / 16 0
(local0)
5 17 1
(locall)
18 2
(local2)
7 19 3
(local3)
8 uuce 20 4
(local4)
9 21 5
(localb)
10 / 22 6
(local6)
11 FTP 23 7
(local7)
UDP Port(514 or UDP
6000-65535) 514
Status /
[Apply]
[Edit]
[Delete]
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3.2.13 MAC Address Aging Time
MAC
( MAC
MAC MAC
10 1,000,000 300

Configuration > MAC Address Aging Time

MAC Address Ading Time (10-1000000) |300 |sec

Apply

MAC Address MAC address aging time 10 1,000,000
Aging Time 300

[Apply]

0 FDB < >+ 2 < >-1
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3.2.14 Web Settings
WEB GUl Disabled HTTP
TCP 1 65535 HTTP
TCP 80

Configuration > Web Settings

Web State @ Enabled Disabled

Port (1-65535)
Apply

WEB State WEB GUI /

Port WEB 1 65535
80

[Apply]

3.2.15 Telnet Settings
Telnet Telnet
Disabled TCP 1 65535 Telnet TCP
23

Configuration > Telnet Settings

Telnet State @ Enabled Disabled

Port (1-65535)

[¥]
w

Apply

Telnet State Telnet /

Port Telnet 1 65535
23

[Apply]

37/226



3.2.16 CLI Paging Settings
CLI CLI

Configuration > CLI Paging Settings

CLI Paging State Disabled @ Enabled

Apply

CLI Paging CLI /
State

[Apply]
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3.2.17 Configuration File Information

Configuration > Configuration File Information

Version Size (Bytes) Update Time
1 1.00.00 31702 2014/01/14 16:48:39 adpro(CONS. . [ setBoot || active |[ Delete |
2 (Empty)
- :Boot up configuration
(SSH) : Configuration update through S5H
(WEB) : Configuration update through WEB

(TELMET) : Configuration update through TELMET

(COMSOLE) : Configuration update through CONSOLE

Version

Size (Bytes)

Update Time

User

[Set Boot]
[Active]
[Delete]

0 Active
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3.2.18 Firmware Information

Configuration > Firmware Information

Version Size (Bytes) Update Time
= 1.00.00 4636916 2014/01/14 16:29:29 adpro(WEB)
2 (Empty)
- :Boot up firmware
(SSH) . Firmware update through S5H
(WEB) : Firmware update through WEB

(SNMP) : Firmware update through SNMP
(TELMET) :Firmware update through TELNET

(COMSOLE) : Firmware update through CONSOLE

Version

Size (Bytes)

Update Time

User

[Boot UP]
[Delete]
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3.2.19 SNTP Settings
3.2.19.1 Time Settings

Configuration > SNTP Settings > Time Settings

iIINEIiiNﬂﬁIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIlllllllllllllllllllll;i

Status
SNTP State 9@ Disabled Enabled
Current Time 15/01/2014 11:29:38
Time Source System Clock
Apply
SNTP Settings
SNTP First Server 0.0.0.0
SNTP Second Server 0.0.0.0
SNTP Poll Interval In Seconds (30-99999)
Apply
Set Current Time
Date (DDMMAYYYY) 00/00/0000
Time (HH:MM:55) 00:00:00
Apply

Status
SNTP State SNTP /
Current Time

Time Source
SNTP Settings

SNTP First Server | SNTP 1P
SNTP Second Server | SNTP IP
SNTP Poll Interval SNTP (

In Seconds

(30-99999)

Set Current Time
Date (DD/MM/YYYY
Time (HH:MM:SS)
[Apply]
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3.2.19.2 TimeZone Settings
SNTP

Configuration > SNTP Settings > TimeZone Settings

Diaylight Saving Time State Disabled -
Daylight Saving Time Offset in Minutes
Time Zone Offset From UTC in +-HH:MM + = 09 « 00 -

DST Repeating Settings

From: Which Week of the Month
From: Day of the Week

From: Month

From: Time in HH MM

To: Which Week of the Month
To: Day ofthe Week

To: Month

To: Time in HH MM

DST Annual Settings

From: Month

From: Day

From: Time in HH MM
To: Month

To: Day

To: Time in HH MM

Apply

Daylight
Saving Time
State
Daylight 30 60 90 120
Saving Time
Offset In
Minutes
Time Zone (Tl
Offset:from
UTC In +/-HH:MM
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DST Repeating Settings

10

From: Which
Week Of The
Month

From: Day Of
Week

From: Month
From: Time In
HH MM

To:Which Week
Of The Month
To: Day Of Week
To: Month

To: Time In HH
MM

DST Annual Settings

14
From: Month
From: Day

From: Time In
HH MM

To: Month

To: Day

To: Time In HH
MM

[Apply]

43/226



3.2.20 SMTP Settings
SMTP

SMTP

SMTP

3.2.20.1 SMTP Service Settings

Configuration > SMTP Settings > SMTP Service Settings

V =~ = .

SMTP Global Settings

SMTP State _/Enabled @ Disabled

SMTP Server Address

SMTP Server Port (1-65535)

[0.0.0.0

o

Self Mail Address | |
SMTP Mail Receiver Address
Add A Mail Receiver [ | Add
Send a Test Mail to All
Subject [
Content -
“ [ apply |

Mail Receiver Address

[=-T = TS I S PR U

SMTP State SMTP

SMTP Server SMTP IP
Address

SMTP Server
Port (1-65535)

Self Mail Address

SMTP TCP SMTP

25 1 65535
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Add A Mail
Receiver [Add] 8

Mail Receiver Address
[Delete]
Subject e-mail

Content e-mail
[Apply]

[Add]

[Delete]
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3.2.21 SNMP Settings

SNMP oSl 7(
SNMP
SNMP
SNMP (
) ( ) SNMP
MIB MIB SNMP
SNMP MIB
SNMP 1 2c 3
SNMP 3 SNMP
SNMP 1 2c
SNMP
SNMP SNMP
SNMP 1 2C
public - MIB
private - MIB
SNMP 3 2
SNMP 2
SNMP
SNMP
3 SNMP
SNMP 1 SNMP
SNMP 3 /
SNMP 3 SNMP SNMP
SNMP
MIB (0ID)
SNMP 3 SNMP
SNMP 3

46/226



Trap

0 SNMP

SNMP delete snmp
community
3.2.21.1 SNMP View Table
SNMP MIB
SNMP
SNMP Configuration > SNMP Settings > SNMP View Table
Yiew Narmne | |
Subtree OID | |
Yiew Type Included  »

3 Subtree
restricted 1.361.2.1.1 Included
restricted 1.3.6.1.2.1.11 Included
restricted 1361631021 Included
restricted 1.3.6.1.6.3.11.2.1 Included
restricted 1.3.6.1.6.3.15.1.1 Included
Comrmunityiew 1 Included
Communityview 136163 Excluded
Comrmunityiew 1.3.6.1.6.3.1 Included

View Name 32 View Name
SNMP
Subtree OID (0ID) 01D SNMP
SNMP
(MIB )
View Type SNMP
SNMP
[Apply]
[Delete]
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3.2.21.2 SNMP Group Table
SNMP SNMP (SNMP
SNMP

Configuration > SNMP Settings > SNMP Group Table

Add Group
Group Mame

Read View Name

Write View Name

Motify View Name

User-based Security Model SNMPv1 -
Securiy Lovel

Total Entries: 5

Group Mame Read View Name Write View Mame Motify View Mame User-based Security Model Security Level

public CommunityV... CommunityV... SNMPV NoAuthNoPriv
public Community/... CommunityV.. SNMPv2 NoAuthNoPriv
initial restricted restricted SNMPV3 NoAuthNoPriv
private CommunityV... Communityy... CommunityV... SMNMPv1 MoAuthMoPriv
private CommunityV... CommunityV... CommunityV... SNMPV2 NoAuthNoPriv

Group Name 32 Group Name SNMP
SNMP
Read View Name SNMP SNMP
SNMP
Write View Name SNMP SNMP
SNMP
Notify View SNMP SNMP
Name SNMP
User-based SNMPv1 - SNMP

Security Model SNMPv2 - SNMP

(SMT)

SNMPv3 - SNMP 3

Security Level SNMPv3
NoAuthNoPriv - SNMP
AuthNoPriv - SNMP
AuthPriv - SNMP

[Apply]

SNMP [Delete]
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3.2.21.3 SNMP User Table
SNMP

Configuration > SNMP Settings > SNMP User Table

e

Add User
User Mame

Group Mame

SNMP Yersion

Total Entries: 1

initial

Group Name
initial

SMNMP Yersion

Auth-Protocal
W3 MNone

SNMP Y3 Encryption Mone w

Auth-Protocol by Password Password | |

Priv-Fratocal by Passward Pasgword | |

Auth-Pratacal by Key Key | |

Priv-Protocol by Key Key [ |

Priv-Protocal
MNone

User Name 32 User Name SNMP
Group Name Group Name SNMP SNMP
SNMP Version V1 - SNMP 1

V2 - SNMP 2C

V3 - SNMP 3
SNMP V3 - SNMPv3
Encryption - SNMPv3

- SNMPv3

Auth-Protocol MD5 - HMAC-MD5-96
by Password SHA - HMAC-SHA
Priv-Protocol -
by Password DES - CBC-DES(DES-56) DES 56-bit
Auth-Protocol MD5 - HMAC-MD5-96
by Key SHA - HMAC-SHA
Priv-Protocol -
by Key DES - CBC-DES(DES-56) DES 56-bit
Password SNMPv3
Key SNMPv3
[Apply] [Delete]
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3.2.21.4 SNMP Community Table

SNMP SNMP
SNMP
1
MIB MIB SNMP
SNMP MIB /
Configuration > SNMP Settings > SNMP Community Table
Add Community
Carnmmunity Narme | |
Yiewe Mame | |
Access Right Read Only v

Total Entries: 2

Community Mame
private
public

32

Wiew Narne
Communityiew
Communityiew

Access Right
read_wite
read_only

Community Name SNMP
SNMP
SNMP MIB
View Name SNMP MIB
32
SNMP
Access Right - SNMP
MIB
/ - SNMP
MIB /
[Apply]
[Delete]
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3.2.21.5 SNMP Host Table
SNMP SNMP

Configuration > SNMP Settings > SNMP Host Table

NIVIF HO able
Adi Host Table
Host IP Address [ |
User-hased Security Model ShMPy1 w

Security Level

Community String f SHMPy3 User Mame

Total Entries: 0
Community MamefSHMPy3 User Name

Host IP Address User-based Security Model Security Level

Host IP Address SNMP IP
User-based SNMPv1 - SNMP 1
Security Model SNMPV2 - SNMP 2

SNMPv3 - SNMP 3
Security Level NoAuthNoPriv - NoAuthNoPriv

AuthNoPriv - AuthNoPriv

AuthPriv - AuthPriv

Community String / SNMPv3
SNMPv3 User Name

[Apply]

3.2.21.6 SNMP Engine ID
ID SNMPv3
SNMP

Configuration > SNMP Settings > SNMP Engine ID

Engine ID 80000116030040667 11602
[ aeply ]
Note: Engine ID length is 10-64. The accepted characters are from O to F.
Engine 1D SNMP ID
ID ID [Apply]
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3.2.21.7 SNMP Trap Configuration
SNMP /

Configuration > SNMP Settings > SNMP Trap Configuration

Vi () L U L
SMMP Trap @ Enabled _! Disabled
SMMP Authentication Traps @ Enabled _) Disabled
SMNMP Linkchange Traps @ Enabled () Disabled
SNMP Login Trap _'Enabled @ Disabled
SNMP Logout Trap _'Enabled @ Disabled
SNMP Login Fail Trap _'Enabled @ Disabled
[ aeply ]

SNMP Trap SNMP /

SNMP Authentication SNMP /

Traps

SNMP Link Change SNMP /
Traps

SNMP Login Trap SNMP /

SNMP Logout Trap SNMP /

SNMP Login Fail Trap | SNMP /
[Apply]
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3.2.21.8 SNMP Linkchange Traps Settings
SNMP /

Configuration > SNMP Settings > SNMP Linkchange Traps Settings

NIVIF o ange ap = d
From Port To Port State
01 - 01 - Enabled ~
Linkchange Traps: Enabled
Port State j*
1 Enabled
2 Enabled
3 Enabled
4 Enabled
5 Enabled
5] Enabled
7 Enabled
8 Enabled
9 Enabled
10 Enabled =
i Enabled
12 Enabled
13 Enabled
14 Enabled
15 Enabled
16 Enabled
17 Enabled
18 Enabled
19 Enabled
20 Enabled —
21 Enabled
22 Enabled
23 Enabled
24 Enabled
25 Enabled
26 Enabled
27 Enabled
28 Enabled
29 Enabled
a0 Enabled
H Enabled
32 Enabled i

From Port - To Port
State SNMP /

[Apply]
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3.2.21.9 RMON
SNMP RMON

Configuration > SNMP Settings > RMON

RMON (") Enabled @ Disabled
| Apply
RMON Status RMON /
[Apply]

3.2.21.10 SNMP v6Host Table Setting
SNMP IPv6

Configuration > SNMP Settings > SNMPv6Host Table Settings

NIVIF Vo0 ADIE = .

Add Host Table
Host IPv6 Address [ |

User-based Security Model SMMPv1 -
Security Level
Community String / SNMPY3 User Name

Total Entries: 1
Host IPvE Address User-based Security Model Security Level Community Name/SNMPv3 User Name

3.F1 SNMPV private

...
Host IPv6 Address | SNMP IPv6
User-based SNMPv1 - SNMP 1
Security Model SNMPV2 - SNMP 2
SNMPv3 - SNMP 3
Security Level NoAuthNoPriv - NoAuthNoPriv

AuthNoPriv - AuthNoPriv

AuthPriv - AuthPriv

Community String / SNMPv3
SNMP v3 User Name

[Apply]

[Delete]
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3.3 Command Logging
3.3.1 Command Logging Settings
Command Logging

Configuration > Command Logging Settings

Command Logging Settings

Command Logging State @ Enabled Disabled

Apply

Command enable
Logging State ( )

[Apply]

0

WEB

3.4 Port LED Testing
Port LED Testing LED

Configuration > Port LED Testing

Port Led Testing Off -

Apply

Port LED LED
Testing off - LED
green - LED
amber - LED
brink_green - LED
brink amber - LED
[Apply]
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3.5 L2 Features
3.5.1 Jumbo Frame

12288 (1522

L2 Features > Jumbo Frame

Jumbo Frame @ Enabled () Disabled
Current Status: The maximum size of Jumbo frame is 12288 bytes.
[Apply]
IEEE 802.1p
IEEE802.1p
( )
IEEE802.1p
( )
0 7 0 7
7
2
7( ) 7
0
4:1 7(
Yy 4 0o 1
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VLAN

VLAN VLAN
VLAN
VLAN
VLAN
IEEES02.1Q VLAN VLAN
802.10Q
default 802.1Q VLAN
default VLAN VLAN ID 1
IEEE 802.1Q VLAN
@ - 802.1Q VLAN
) - 802.1Q VLAN
®) - VLAN
C)) -
IEEE 802.1Q( IVLAN 802.1Q VLAN
VLAN (
IEEE 802.1Q
VLAN

VLAN VLAN (IEEE 802.1Q
VLAN IEEE 802.1Q VLAN  VLAN

1EEE 802.1Q VLAN VLAN

VLAN
VLAN 802.10Q
IEEE 802.10Q VLAN
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IEEE 802.1Q
o

)

3) 1

(4) 802.1Q VLAN

®)

@

(b)

©

802.1Q VLAN
802.1Q VLAN

802.1p
4094

802.1Q Packet Forwarding|

Packet Packet
Received Transmitted
 J
Ingress Rules Egress Rules
Applied Applied
3 4 A

. | Forwarding

Process

-1 VLAN 1 e

/4 WLAN Table
Filtering ,_:/'|

MAC 4
0x8100
0x8100 IEEE 802.1Q/802.1p

VLAN ID(VID) 12
VID  VLAN 802.1Q VID
VLAN

(CFI -

12

TEEE 8021} Tag

1 2 3

Destination Address (& octers)

Source Address (6 octets)

EtherType = Ox8100 P Tag Control Information

MAC Length/Type | Begining of Data

Octets
]

|

|

|

|

|

|

|

Cyclic Redundancy Check {4 octets)

Fuserprierity| cFr | VLANID (VID) (12 bits)

3 bits 1 bit 12 bits
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VLAN ID  MAC Adding an IEEE 602.1Q Tag —
\‘\‘\mw
1 3 Pocket
(CRC) o [ o= o] 0 [ e | o [ 32
|PM1H VLAN D |
VLAN 1D
( 802.1Q VID ) 1 802.1Q
802.1Q VLAN 802.1Q
VLAN ( 802.1Q
802.1Q VLAN MAC VLAN
VLAN VLAN ID PVID
PVID
PVID PVID
PVID VLAN 2 VLAN
PVID VLAN
VLAN
PVID 802.1Q
PVID VLAN
PVID 1 VLAN
PVID VLAN PVID
VID PVID
PVID VID
PVID VID
VID
VID 2 VID
PVID VID
PVID 1 VLAN
VID
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802.10Q

VLAN
VLAN
VLAN

802.1Q VLAN
802.1Q VLAN
802.10Q

VLAN

VLAN )
VLAN
VLAN

802.1Q VLAN
802.1Q VLAN

VLAN

(

VLAN(
VLAN(

VID)
VID)

VLAN
default
VLAN

VID 1 VLAN

60/226

VID
802.1Q
802.1Q
(PVID
VLAN
802.1Q VLAN
802.1Q VLAN
PVID VID
VID
VLAN
default



VLAN VID
System(default) 1 5, 6, 7,8, 21, 22, 23, 24
Engineering 2 9, 10, 11, 12
Marketing 3 13, 14, 15, 16
Finance 4 17, 18, 19, 20
Sales 5 1, 2, 3, 4
VLAN
VLAN
1
VLAN
VLAN NIC 802.1Q
NIC
VLAN
VLAN
VLAN 2 1
( )
( 10) VLAN 2 (VLAN 2 )
10 VLAN 2
10 VLAN 2
VLAN VLAN
1 VLAN 2
VLAN VLAN
VLAN VLAN 1
1 2 3 4 VLAN 2 1 56 7
1 2 VLAN 8 9 10 VLAN
8 9 10 VLAN
VLAN
VLAN VLAN
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Q-in-Q VLAN

Q-in-Q VLAN( VLAN ) VLAN
VLAN VLAN VLAN
ISP L2
LAN
2 LAN
4000 VLAN VLAN 4000 VLAN
VLAN
Q-in-Q VLAN SPVID IEEE802.1Q VLAN VLAN
VLAN TPID( ID) VLAN
16
VLAN VLAN
Q-in-Q VLAN
SPVLAN(TPID + 802.1Q CEVLAN
TPID +
VLAN VLAN
Q-in-Q VLAN
Q-in-Q VLAN
€D SPVLAN TPID TPID
@
(3) Q-in-Q VLAN SPVID
(4) Q-in-Q SPVLAN
SPVLAN UNI
User-Network Interface NNI Network-Network Interface
) Q-in-Q VLAN VLAN
VLAN Q-in-Q VLAN ACL

(6) Q-in-Q VLAN STP GVRP
@) CPU
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3.5.2 802.1Q Static VLAN
VLAN VLAN ID VLAN

L2 Features > 802.1Q Static VLAN

0 Q VLAN
WVLAM List | Add/Edit VLAN | Find VLAN | VLAM Batch Settings | Total Entries: 1
Advertisement Tagged Ports Untagged Ports Forbidden Ports _ |
i default Enabled 1-52 Edit- | Delete |
11 | 1 (I,
802.1Q VLAN [Add/Edit VLAN]
VLAN
802.1Q VLAN VLAN [Edit]
2
[802.1Q Static VLAN] [Add/Edit VLAN]
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=18 L) = vLAN

VLAN List | AddIEdit VLAN | Find vian | vLAN Baten setiings | Total Entries: 1

VD [ ] wowname [ Jmac32 characters)

Advertisement Enabled -

SelectAll 01 02 03 04 05 06 07
Tageed (a1 JOOOOOOOOOOOOOOOOOOOOOOOO0OC
Untagged O000O00O0O0OO0O0OOO0OOOOO0OOOOO OO0
Forbidden

Not Hember © ©© © 0 00 @606 0600000666666 60

08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52
Tagged ¥ @ @ @@ @ e @ @ e e e e e e e e @ e e e e e e e e
Untagged
Forbidden
Not Member ©©] (©) (0| @) (0] © (0] (0 (0] (© (0] (0 (0] (©] (©) (0] (©] (0] (0 (0] (© (0] (0 [© (O] (0]

Tagged Ports
Untagged Ports

Forbidden Ports

[802.1Q Static VLAN] [VLAN List]
802.1Q  VLAN [Edit]
VLAN

0 4,004  VLAN

VID VLAN  [Add/Edit VLAN] VLAN ID VLAN  VLAN ID
VLAN  VLAN ID VLAN

VLAN Name [Add/Edit VLAN] VLAN VLAN

VLAN 32

Advertisement GVRP

VLAN

Port VLAN

Tagged 802.1Q

Untagged 802.1Q

Forbidden VLAN VLAN

Not Member VLAN
[Apply]
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VLAN [Find VLAN] (

) VLAN ID [Find] VLAN
(BUZIOSTc VIAN e

VLAN [VLAN Batch Settings]

Total Entries: 1

VID List (2.0..2-5) | O Delete O Config

Advertiserment Disabled .
Potlst(es:sy [ | Tagged v
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VID List VLAN 1D
(e.g.:2-5)
Advertisement GVRP
VLAN

Port List VLAN

(e.g.:1-5)
Tagged 802.1Q

Untagged 802.1Q

Forbidden VLAN
VLAN

[Apply]
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3.5.3 QinQ
3.5.3.1 QinQ Settings

L2 Features> QinQ > QinQ Settings :

LR = q
QinQ Global Settings ) Enabled @ Disabled
From Port ToPort Role Quter TPID (hex : 0x1-0xff) VLAN Translation
01 - 01 - NNl v oxfsBAg | Disabled ~
[ apply ]
FPort Role Quter TPID VLAM Translation |
1 MMI 0x88A3 Disabled
2 M 0xB8A8 Disabled
3 M 0xB88A8 Disabled
4 M 0xB88A8 Disabled
5 M 0xB88A8 Disabled
G MMI 0x88A8 Disabled
7 MMI 0x88A8 Disabled =
8 MMI 0x88A3 Disabled i
9 M 0xB8A8 Disabled
10 M 0xB88A8 Disabled
11 M 0xB88A8 Disabled
12 MMI 0x88A8 Disabled
13 MMI 0x55A8 Disabled
14 MMI 0x88A8 Disabled | &
15 MMI 0x88A3 Disabled
16 M 0xB8A8 Disabled
17 M 0xB88A8 Disabled
18 M 0xB88A8 Disabled
19 MMI 0x88A8 Disabled
20 MMI 0x55A8 Disabled
21 MMI 0x58A8 Disabled
22 M 0xB8A8 Disabled
23 M 0xB8A8 Disabled
24 M 0xB88A8 Disabled
25 M 0xB88A8 Disabled
26 MMI 0x88A8 Disabled
27 MMI 0x55A8 Disabled i

QinQ Global QinQ
Settings
From Port - To Port
Role UNI NNI
UNI -
NNI - 2
Outer TPID (hex : TPID TPID
Ox1-OxTfff) VLAN 1D

VLAN Translation VLAN
VLAN ID
VLAN 1D

[Apply]
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3.5.3.2 VLAN Translation CVID Entry Settings
VLAN VLAN 1D
VLAN 1D

L2 Features > QinQ > VLAN Translation CVID Entry Settings

VLAN = Atlo VID V oe q
From Port To Port CVID List (1, 5-7) Action SVID (1-4094) Priority
[ Deleteall |
Total Entries: 1
Action Priority
B 1 2 Add = [_edit ][ Delete |
MmO (s

From Port - To Port
CVID List(1-4094) VLAN 1D
Action VLAN 1D(SVID)

SVID (1-4094) VLAN

VLAN

Priority (s-tag)

[Apply]

[Delete All] VLAN

[Edit]

[Delete]
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3.5.4 802.1v Protocol VLAN
3.5.4.1 802.1v Protocol Group Settings
802.1v

L2 Features > 802.1v Protocol VLAN > 802.1v Protocol Group
Settings

o Vv FTOToCO oLUP = ’

Add Protocol VLAN Group

Group ID (1-16) L 1 Group Name | | [ Add ][ Deleteal |

Note: Name should be less than 33 characters.

Add Protocol for Protocol VLAN Group
@ GrouplD ) Group Name Protocol Protocol Value (0-FFFF)

Ethemet I - L 1 Add

Total Entries: 1
Group Name Frame Type Protocol Value

1 aroup - - Delete Group

Group ID (1-16) |1 16 ID
Group Name VLAN 32
Protocol
VLAN
Ethernet IEEE802.3 SNAP

IEEES02.3_LLC

Protocol Value
(0-FFFF)

[Add]

[Delete All]
[Edit]

[Delete Setting] VLAN
[Delete Group] VLAN
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3.5.4.2 802.1v Protocol VLAN Settings
VLAN

L2 Features > 802.1v Protocol VLAN >802.1v Protocol VLAN Settings

802 Tv Protocol VLAN Settings

Add New Protocol VLAN
© GroupID 1 ~ @ VID (1-4094) ] 802.1p Priority None  ~

© Group Name ©) VLAN Name /

Port List (s g~ 1-6) [ | @aipos [ add ]
Protocol VLAN Table

Search Port List | | Find || ShowAl || DeleteAll |

VLAN Name
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Group 1D

Group Name

VID (1-4094) VID VLAN D VLAN 1D
VLAN VLAN

VLAN Name VLAN VLAN VLAN
VLAN 1D VLAN

802.1p 802.1p

Priority CoS

CoS

CoS 802.1p
QoS

Port List All Ports
(e.g.: 1-6)
Search Port
List

[Find]
[Show All]
[Delete All]

[Add]

[Find]

[Show All]
[Delete All]
[Edit]
[Delete]
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3.5.5 GVRP Settings

GARP VLAN (GVRP) VLAN
PVID
PVID
L2 Features > GVRP Settings :
VRF Se g
GVRP State Seftings © Disabled () Enabled
From Port To Port PVID (1-4094) GVRP Ingress Checking Acceptable Frame Type
01 - 01 - 1 Disabled ~ Enabled ~ Al -
Port PVID Reassigned PVID GVRP Ingress Checking Acceptable Frame Type b
1 1 - Disabled Enabled All
2 1 - Disabled Enabled All
3 1 - Disabled Enabled All
4 1 - Disabled Enabled All
5 1 - Disabled Enabled All
5] 1 - Disabled Enabled All
7 1 - Disabled Enabled All
8 1 - Disabled Enabled All
9 1 - Disabled Enabled All
10 1 - Disabled Enabled All E
ik 1 - Disabled Enabled All
12 1 - Disabled Enabled All
13 1 - Disabled Enabled All
14 1 - Disabled Enabled All
15 1 - Disabled Enabled All
16 1 - Disabled Enabled All
17 1 - Disabled Enabled All
18 1 - Disabled Enabled All
19 1 - Disabled Enabled All | 4
20 1 - Disabled Enabled All
Pyl 1 - Disabled Enabled All
22 1 - Disabled Enabled All
23 1 - Disabled Enabled All
24 1 - Disabled Enabled All
25 1 - Disabled Enabled All
26 1 - Disabled Enabled All
27 1 - Disabled Enabled All
28 1 - Disabled Enabled All
29 1 - Disabled Enabled All
a0 1 - Disabled Enabled All
k) 1 - Disabled Enabled All
9 1 - Nizahlad Enahlad Al S

GVRP State GVRP
Settings
From Port - To Port
PVID (1-4094) PVID 802.1Q
VLAN
VID 1 default VLAN
GVRP VLAN (GVRP) VLAN
GVRP

Ingress Checking VID

PVID VID

PVID
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Acceptable Frame
Type (VLAN ) (

[Apply]

3.5.6 Asymmetric VLAN Settings
VLAN VLAN 1 VLAN
2 VLAN 2 VLAN

L2 Features > Asymmetric VLAN Settings

Agymmetric VLAN State (0 Disabled O Enabled

Apply

Assymetric asymmetric VLAN /
VLAN State

[Apply]

3.5.7 MAC-based VLAN Settings
MAC VLAN MAC
VLAN MAC VLAN

MAC VLAN
VLAN MAC VLAN

L2 Features > MAC-based VLAN Settings

[ Find ][ Add ]

[ wviewal |[ Deleteal |

Total Entries: 1

MAC Address

00-11-22-33-44 55 1 Active Static
ma [
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MAC Address MAC

VID(1-4094) VLAN 1D

VLAN Name VLAN  VLAN
[Find]

[Add]

[View All]

[Delete All]

[Delete]

3.5.8 PVID Auto Assign Settings

PVID PVID
VLAN PVID
PVID VLAN PVID VLAN
PVID VLAN VLAN
PVID  VLAN PVID  VLAN
PVID VLAN PVID
PVID  PVID ( )
VLAN PVID

L2 Features > PVID Auto Assign Settings

PVID Auto Assign State '@ Enabled Disabled

Apply

PVID Auto PVID auto assign /
Assign State

[Apply]
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3.5.9 Port Trunking

( )
26
2 8
26

( )

STP

VLAN
2
STP
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L2 Features > Port Trunking :

0 LINKING
Algorithm MAC Source -
Total Entries: 1

Group ID Type Master Port Member Ports Active Ports

1 Static 10 10-13 Enabled

Edit Trunking Information
GroupiD(1-26) [ | Type Static « Master Port o - State  Disabled ~

02 03

Forts

Note: Maximum 8 pors in a static trunk or LACF group.

Algorithm
MAC MAC
MAC IP IP IP
Group ID ID 1 26
Type LACP(
) LACP
Master Port
State
Member Ports 1 8
[Apply]
[Edit]
[Delete]
[Clear All]
[Add]
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3.5.10 LACP Port Settings

LACP
L2 Features > LACP Port Settings :
L/ F FO = Q
From Port To Port Activity
01 - 01 - Passive =
Port Activity J=
1 Passive
2 Passive
3 Passive
4 Fassive
5 Fassive
5] Passive
7 Passive
8 Passive
9 Passive
10 Passive
11 Fassive E
12 Passive
13 Passive
14 Passive
15 Passive
16 Fassive
17 Passive
18 Passive
19 Passive
20 Passive
21 Passive | 4
22 Passive
23 Passive
24 Passive
25 Passive
26 Passive
27 Fassive
28 Fassive
29 Passive
3o Passive
k)l Passive
32 Passive
33 Passive il

From Port - To Port
Activity - LACP LACP
LACP

LACP LACP

- LACP LACP

LACP (

[Apply]
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3.5.11 Traffic Segmentation

VLAN
VLAN CPU

[Apply]
L2 Features > Traffic Segmentation
a egmentatio
Traffic Segmentation Settings
Port List (e.g.: 1, 5-8) [] Al Ports
Forward Port List (e.g: 1, 5-9) [C] All Ports
Port Forward Port List |
1 152
2 1-52
3 152
4 152
5 1-52
B 152
7 152
8 1-52
9 1-52 E
10 152
1 1-52
12 1-52
13 152
14 1-52
15 152
16 1-52
17 152
18 1-52 T
19 1-52
20 1-52
21 1-52
22 152
23 1-52
24 152
25 1-52
26 1-52
27 1-52
23 1-52
29 1-52
30 152 il

Port List All Ports
Forward

Portlist Port List All Ports
[Apply]
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3.5.12 BPDU Guard Settings

L2 Features > BPDU Guard Settings

DU Liara = d
BPDU Guard Global State () Enabled @ Disabled
Log Status Both -
Recovery Time (50-1000000) B0 sec [ Infinite
From Port To Port State Mode
01 ~ 0 ~ Disabled v  Shutdown ~
Port State Mode Status -
1 Disabled Shutdown Mormal
2 Disabled Shutdown Mormal
3 Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Disabled Shutdown Mormal
6 Disabled Shutdown Mormal =
7 Disabled Shutdown Mormal
8 Disabled Shutdown MNaormal
] Disabled Shutdown Mormal
10 Disabled Shutdown Mormal
11 Disabled Shutdown Mormal
12 Disabled Shutdown Mormal | &
13 Disabled Shutdown Mormal
14 Disabled Shutdown Mormal
15 Disabled Shutdown Mormal
16 Disabled Shutdown Mormal
17 Disabled Shutdown Mormal
18 Disabled Shutdown Mormal
19 Disabled Shutdown Mormal
20 Disabled Shutdown Mormal
21 Disabled Shutdown Mormal
22 Disabled Shutdown Mormal
23 Disabled Shutdown Mormal
24 Disabled Shutdown Mormal
25 Disabled Shutdown Mormal -

BPDU Guard Global | BPDU Enabled Disabled
State
Log Status BPDU None Attack Detected
Attack Cleared Both Attack Detected BPDU
Attack Cleared BPDU
Both
Recovery Time BPDU 60
(60-1000000) 1,000,000 60 Infinite
From Port - To Port
State BPDU Enabled Disabled
Mode BPDU Shutdown mode
[Apply]

0 BPDU

BPDU(STP/RSTP/MSTP)
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3.5.13 IGMP Snooping
1GMP L2 Features > IGMP

Snooping VLAN 1GMP
IGMP IGMP IGMP
IGMP
IGMP

3.5.13.1 IGMP Snooping Settings
IGMP IGMP

IGMP [Apply]

L2 Features > IGMP Snooping > IGMP Snooping Settings

viF alele . = &

IGMP Snooping Global Settings

IGMP Snooping State () Enabled  © Disabled

Total Entries: 1

1D WVLAM Name State
1 default Disabled Modify Router Port
(11 ] 1+ (I,

[Apply]
[Edit]

ViD 1 VLAN Name default
Querier IP 0.0.0.0 Cuerier Expiry Time 0zec
Query Interval {1-65535) sec Max Response Time (1-25) sec
Robustness Value (1-255) Last Member Query Interval {1-25) sec
Querier State Disabled W Fast Leave Disabled W
State Disabled v Version
Querier Role Non-Querier

| <<=Back | Apply

VID VLAN ID  VLAN IGMP VLAN
VLAN Name VLAN VLAN 1D IGMP VLAN
Querier 1P IGMP IP

Querier Expiry

Time
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Query Interval 1GMP (1 65535 )
(1-65535) 125

Max Response 1 25
Time (1-25) 10

Robustness VLAN

Value (1-255)

1 255

Last Member
Query Interval 1
(1-25
Querier State 1GMP
IGMP

Fast Leave
1GMP

State 1GMP

Querier Role
IGMP
IGMP

Version 1GMP 3

[<<Back]
[Apply]
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[Modify Router Port]

VID: 1

VLAN Mame: default

Static Router Port:

27

28 29

27 28 29 30

Dynamic Router Port:

R

I
R I L |

[ selectan |[ Clear all

[ <<Back ] [ Apply ]

Router IP Table
MO

Router IP

Static Router
Port

Forbidden

Router Port

Dynamic Router
Port

Ports

[Select All]
[Clear All]
[Apply]
[<<Back]
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3.5.14 MLD Snooping Settings
MLD 1PV6

MLD

MLD 1

IPvd  IGMP
VLAN
MLD
VLAN ID
2
2
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VLAN
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1Pv6



MLD

MLD

€y

&)

®

MLD

€))

D

2)

MLD

1CMP

132

1CMPv6

84/226

1 3
3 ICMPV6 (130 131 132
1- IPV4  I1GMPV2
ICMPV6 130
2 1PV6
1 - 1GMPv2
131
- 1GMPV2
2 2
2 ICMPV6 (130 143
2 - IPv4  IGMPV3
130
3 MLD
0

1CMPv6

MLD



) 2 - I1GMPV3
ICMP 143

MLD MLD
MLD MLD [Enabled]
[Apply]

L2 Features > MLD Snooping Settings :

vILLD oopIing e C
MLD Snooping Global Settings
MLD Snooping State ()Enabled @ Disabled
Total Entries: 1
1D VLAN Name State
1 default Disabled Modify Router Port
(11 | 1+ (IE,

MLD Snooping MLD Snooping Global Settings /
State
[Apply]
[Edit]
[Edit]
ViD 1 VLAN Mame default
Querier IP 0 Querier Expiry Time 0 sec
Query Interval (1-65535) s8C Max Response Time (1-25) Z8C
Robustness Value (1-255) Last Listener Query Interval (1-25) sec
State Version
Querier Role Non-Querier
| <= Back | Apply
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VID

MLD VLAN

VLAN Name

MLD VLAN

Query Interval
(1-65535)

MLD
(1 65535 ) 125

Max Response
Time (1-25)

@ 25 )
10

Robustness
Value (1-255)

VLAN

1 255

Last Listener
Query Interval
(1-25)

Fast Done

MLD

State

MLD

Version

MLD ( )

Querier Role

MLD
MLD

[Apply]

[MLD Snooping Router Ports Settings]

[<<Back] [MLD Snooping Settings]

[Modify Router Port]

VID: 1

VLAN Mame: default

Static Router Port:

[ selectall |[ Clear all

Router IP Table
MO

Router IP
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[Apply]

[Clear All] [<<Back] [MLD Snooping Settings]
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3.5.15 Port Mirror

RMON

L2 Features > Port Mirror

Target Port Settings

State

@ Disabled ) Enabled

Target Port

@
L=]
@
=

c
7]

Source Port

Source Port Settings

Apply

@
@
®

(4) [Apply]

G

LA

VLAN

Target
VLAN

VLAN
VLAN
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3.5.16 Loopback Detection Settings

L2 Features > Loopback Detection Settings

Loopback Detection Global Settings

State ® Disabled O Enabled Interval (1-32767) sec
Mode PortBased w» Recover Time (0 or 60-1000000} &0 Sec
From Port To Port State Iethod
01 v 01 v Disabled v Shutdown v
F Loophack Detection State Iethod Loop Status
i Disabled Shutdown Mormal
2 Disabled Shutdown Mormal
B Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Disabled Shutdown Mormal
6 Disabled Shutdown Mormal
¥ Disabled Shutdown Mormal
8 Disabled Shutdown Mormal
B Disabled Shutdown rMarmal
10 Disabled Shutdown Mermal v

State(Global)
console LED
LED

Interval (CTP
(1-32767) Configuration Test Protocol) ()

1 32767 10
Mode
Recover Time ()

(0 or 60-1000000) [0]
Loop Port State Disabled ( )
Enabled ( )

60 1000000 60
From Port - To Port
State (Port)
Method shutdown(

) drop( )

[Apply]
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Tag

Tag
Native VLAN
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3.5.17 Spanning Tree
STP RSTP,MSTP RSTP  MSTP STP RSTP

MSTP

802.10-2005 MSTP

MSTP IEEE MSTP VLAN
MSTP

VLAN 3 (STP

RSTP MSTP)
BPDU
VLAN MSTI
ID MSTP
(CIST) CIST MSTP
1
VLAN
VLAN
MSTP MSTP

3 :
D) 32 ( [MST Configuration

identification] )
) ( [MST Configuration

identification] )
(3) 4094 ( [MST Configuration identification] VID

) 4094 VLAN
MSTP 3 :
Y MSTP (STP [STP Bridge Global Settings]
)
(2) MSTP ( MSTI 1D
[MSTI Config Information] )

€)) VLAN MSTP ID ( MSTI 1D [MST

Configuration ldentification] VLAN ID )
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( ) MSTP  RSTP STP

( ) ( )
STP (

) RSTP/MSTP ( )

BPDU BPDU Hello
1 BPDU BPDU

STP

MSTP RSTP STP

RSTP RSTP
RSTP

(P2P) )

BPDU
P2P

P2P P2P RSTP/MSTP
P2P
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STP/RSTP/MSTP

MSTP RSTP
RSTP

STP 2

€Y

@

S

_|

P MSTP

MSTP

3.5.17.1 STP Bridge Global Settings

BPDU
RSTP

STP

L2 Features > Spanning Tree > STP Bridge Global Settings

STP Global Settings
STP State

STP Version

Forwarding BFDU

Bridge Max Age (6-40)
Bridge Hello Time (1-2)
Bridge Forward Delay (4-30)
TXHold Count (1-10)

Max Hops (6-40)

_ Enabled @ Disabled

RSTP -
Enabled -
Sec
sec
Sec

times

%] = [ra] [
=1 o =

times

Apply

Apply

STP State STP
STP Version STP
3
STP - STP
RSTP - RSTP
MSTP - MSTP
Forwarding BPDU
BPDU
Bridge Max Age
(6-40)
LAN
BPDU
BPDU
6 40
20
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Bridge Hello Hello Time 1 2 Root Bridge
Time (1 - 2 Sec) BPDU Global Bridge Hello

Time  STP/RSTP
Bridge Forward 4 30
Delay (4-30)
Tx Hold Count Hello (1 10)
(1-10) 6
Max Hops (6-40) BPDU

0 1 0
BPDU
6 40 20

[Apply]
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3.5.17.2 STP Port Settings
STP

L2 Features > Spanning Tree > STP Port Settings

From Port 01 - ToPort 01 -
External Cost (0 = Auto) l:l Migrate Yes - Edge Auto -
P2pP Auto - Port STP Enabled - Restricted Role False -
Restricted TCN False - Forward BFDU  Enabled -
[ apply ]
Port External Cost Edge P2P Port STP Restricted Role Restricted TCN Forward BPDLU Hello Time | «
1 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 202
2 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 2i2 -
3 Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212 1
4 Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212
5 Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212
5] Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 22
7 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 2/2
2 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 202
9 Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212
10M Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212
n"T Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212
12T Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212
13T Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 22
14 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 2/2
15 Auta200000 AatoMo AntolYes Fnahlad False Falsa Frnahled 212 S
Port field:
M = Trunk Master, T = Trunk Member
External Cost, Edge, P2P and Hello Time fields:
Value1/Value2 (Value1 = Configured value; Value2 = Actual value)
MST
“STPPoR Sewngs
From Port 01 - To Port o -
External Cost (0 = Auto) D Migrate Yes - Edge Auto -
P2P Auto - Port STP Enabled - Restricted Role False -
Restricted TCN False  ~ Forward BPDU ~ Enabled ~ Hello Time (1-2) sec
[ apply ]
Port External Cost Edge P2P Port STP Restricted Role Restricted TCN Forward BPDU Hello Time | =
1 Auto/200000 Auta/Mo Autolfes Enabled False False Enabled 2/12
2 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 202 =
3 Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 202 1
4 Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 242
5 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 212
G Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 212
7 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 212
8 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 212
9 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 212
10M Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 212
11T Auto/200000 Auto/MNo Autoifes Enabled False False Enabled 212
12T Auto/200000 Auta/Mo Autolfes Enabled False False Enabled 212
13T Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 2/12
14 Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 202
15 Autaf200000 AutniNo AntnfYes Fnahled False False Fnanhled 212 S
Port field:
M = Trunk Master, T = Trunk Member
External Cost, Edge, P2P and Hello Time fields:
Value1/Value2? (Value1 = Configured value; Value? = Actual value)

STP
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STP

STP (
STP  STP
STP VLAN
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From Port - To
Port
External Cost -
(0=Auto)
0 )
0( ) - 0
: 100 Mbps = 200000 = 20000

1 200,000,000

Migrate YES BPDU
STP RSTP
802.1D STP 802.1w RSTP
Edge True
1
BPDU BPDU
Auto
P2P True (P2P) P2P
False P2P
Auto P2P P2P
True
( ) P2P P2P
False
True
Port STP STP
Restricted Role False
Restricted TCN TCN False
Forward BPDU BPDU
Hello Time Hello Time 1 2 Hello Time MSTP
2

[Apply]
o MAC WEB 802.1x
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3.5.17.3 MST Configuration Identification

MST

1 CIST(

MSTI

) CIST
CIST  MSTI ID

L2 Features > Spanning Tree > MST Configuration ldentification

Configuration Name

Revision Level (0-65535)

Instance ID Settings
MSTIID (1-4)

Type

VID List (e.g.: 2-5, 10)

Total Entries: 1
MSTI ID
CIsT

MST Configuration ldentification Settings

[00:40:66:71:F6:B2

[o

L ]

Add VID -

[ ]

VID List
1-4094

Apply

Apply

Configuration
Name

MSTI
MSTP MAC
STP

Revision Level
(0-65535)

MSTP 0 65535

MSTI ID (1-4)

CIST MSTI

MSTI 1D
CIST MSTI

Type

MSTI

VID -
MSTI 1D

VID -
MSTI 1D

VID  VID

VID VID

VID List
(1-4094)

MSTI VLAN 1D

[Apply]
[Edit]
[Delete]
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3.5.17.4 STP Instance Settings
MSTI

L2 Features > Spanning Tree > STP Instance Settings

STP Priority Settings

wmo [ Py 0~

Total Entries: 1
Instance Type Instance Status Instance Priority

cIST Disabled 32768 (Bridge Priority: 32768, SYS ID Ext 0)

STP Instance Operational Status
MSTP ID - Designated Root Bridge —

External Root Cost - Regional Root Bridge -
Internal Root Cost = Designated Bridge =
Root Port = Max Age =
Forward Delay - Remaining Hops -
Time Since Topology Change  — Topology Change Count  —

MSTI 1D MSTI 1D 0 CIST( MSTI)

Priority 0 61440
[Apply]
[Edit]
[View]

3.5.17.5 MSTP Port Information
MSTP MSTI ID
MSTP

MSTP MAC

L2 Features > Spanning Tree > MSTP Port Information

V F FO » Allo
Por o0 -
MSTP Port Settings

Instance ID [ ] Intenal Path Cost(1-200000000) | Pprioriy 0 -

Port 1 Settings

Designated Bridge Internal Path Cost Priarity

0 NIA 200000 128 Forwarding NonStp
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Port
Instance ID MSTI ID 0 CIST(

MSTI)

Internal Path STP
Cost
(1-200000000)
Priority 0 240

[Find]

[Apply]
[Edit]

3.5.18 Forwarding & Filtering
3.5.18.1 Unicast Forwarding Settings

L2 Features > Forwarding & Filtering > Unicast Forwarding Settings

U - orwarg . = .

Unicast Forwarding Settings

@ VLAN Name [ | MAC Address |00-00-00-00-00-00 |

Pt - | |

VLAN List |

Total Entries: 1

MAC Address

1 default 00-11-22-33-44-55 3

B R o]
[Add/Modify]

VLAN Name MAC VLAN

VLAN List MAC VLAN

MAC Address FDB MAC

MAC
Port MAC
[Apply]
[Delete]
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3.5.18.2 Multicast Forwarding Settings

L2 Features > Forwarding & Filtering > Multicast Forwarding

Settings :

VIU a orwarding = 0

Multicast Forwarding Settings
VID \

[ Clear Al

Multicast MAC Address ‘

ol
.

Select All 2 03 06 : y 2 26

None © © © © @ © © © © © e @ © O O O © e © ©° @ © e © O O
Eagress All ® ® ® ® @ ® ® ® ® @ e ®@ @ ® @ o ® O O @ O O 0 6 ¢ e
28 29 e 32 B! 35 3 2 41 43 44 45 47 48 5z

Mone @ @ @@ @ ©@ @ @ @ @ @ @ @ @ @ @ @ @ @ Qe @ @ @ e (@
Egress 2 ® 6 3 ® ® ® ® & 6 3 P @ ® @® @ @ 3 c

Egress Ports

E— MAC Address Egress Ports
1 01-80-C2-01-02-55 Static
VID (1-4094) MAC VLAN 1D
Multicast MAC FDB MAC
Address MAC
Port
None -
None
Egress -
[All] None Egress
[Clear All]

[Apply]
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3.5.18.3 Multicast Filtering Mode

L2 Features > Forwarding & Filtering > Multicast Filtering Mode

ViUl = = q Vioge

From Port To Port Filtering Mode

01 - 01 - Forward Unregistered Groups ~ Apply

Multicast Filtering Mode -
i1 Forward Unregistered Groups
2 Forward Unregistered Groups
3 Forward Unregistered Groups
4 Forward Unregistered Groups
5 Forward Unregistered Groups
6 Forward Unregistered Groups
| Forward Unregistered Groups
8 Forward Unregistered Groups
9 Forward Unregistered Groups

10 Forward Unregistered Groups
11 Forward Unregistered Groups
12 Forward Unregistered Groups L
13 Forward Unregistered Groups 7
14 Forward Unregistered Groups
s Forward Unregistered Groups
16 Forward Unregistered Groups
7 Forward Unregistered Groups
18 Forward Unregistered Groups
19 Forward Unregistered Groups
20 Forward Unregistered Groups
21 Forward Unregistered Groups
22 Forward Unregistered Groups
23 Forward Unregistered Groups
24 Forward Unregistered Groups
25 Forward Unregistered Groups
26 Forward Unregistered Groups
27 Forward Unregistered Groups
28 Forward Unregistered Groups
29 Forward Unregistered Groups
30 Forward Unregistered Groups
31 Forward Unregistered Groups

Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Frnraard | Inranictarad Gronne

FHRBER

From Port - To Port

Filtering Mode

Forward Unregistered Groups -

Filter Unregistered Groups -

[Apply]
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3.5.19 LLDP
LLDP IEEE 802

(NVS)  SNMP

LAN IEEE 802 LAN

IEEE 802 LAN

MIB

3.5.19.1 LLDP Global Settings

L2 Features > LLDP > LLDP Global Settings

U oba = g
LLDP State

LLDP Forward Message

Message TX Interval (5-32768)
Message TX Hold Multiplier (2-10)
LLDP Relnit Delay (1-10)
LLDP TX Delay (1-8192)

LLDP Notification Interval (5-3600)

Chassis ID Subtype
Chassis ID

Systern Name
System Description
System Capabilities

LLDP State

©) Enabled @ Disabled
©) Enabled © Disabled
|30 |sec

la |

2 |sec

2 |sec

E Jsec

MAC Address
00-40-66-7 1-F6-B2

Gigabit Ethernet Switch
Repeater, Bridge

LLDP

LLDP System Information

LLDP Forward
Message

LLDP LLDP

LLDP LLDP

VLAN IEEE 802 LAN

Message Tx
Interval
(5-32768)

(5 32768

Message Tx Hold
Multiplier
(2-10)

LLDP
LLDP

MIB

LLDP

LLDP Reinit
Delay (1-10)

LLDP LLDP LLDP

@ 10 )

LLDP Tx Delay
(1-8192)

LLDP LLDP MIB

LLDP

LLDP
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(1 8192 )
LLDP LLDP LLDP
Notification LLDP SNMP
Interval LLDP 5 3600
(5-3600)
[Apply]
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3.5.19.2 LLDP Port Settings
L2 Features > LLDP > LLDP Port Settings

U FO = Q
From Port To Port Motification Admin Status
01 - il - Disabled - THandRX
Subtype Action Address
IPv4 - Disabled ~
Mote: The IPv4 address should be the switch's address.
FPort 1D Motification Admin Status IPv4 Address e
1 Disabled TA and RX
Disabled TX and RX
3 Disabled TX and RX
4 Disabled TX and RX
5 Disabled TX and RX
G Disabled TX and RX
7 Disabled TXand RX
8 Disabled TA and RX
f] Disabled TX and RX 2
10 Disabled TX and RX
11 Disabled TX and RX
12 Disabled TX and RX
13 Disabled TX and RX
14 Disabled TA and RX
15 Disabled TX and RX
16 Disabled TX and RX
17 Disabled TX and RX —
18 Disabled TX and RX
19 Disabled TX and RX
20 Disabled TXand RX
21 Disabled TA and RX
22 Disabled TX and RX
23 Disabled TX and RX
24 Disabled TX and RX
25 Disabled TX and RX
26 Disabled TX and RX
27 Disabled TA and RX
28 Disabled TX and RX
29 Disabled TX and RX
30 Disabled TX and RX k%

From Port - To Port

Notification LLDP
SNMP SNMP
Admin Status LLDP LLDP
LLDP
Tx: LLDP
Rx: LLDP

Tx and Rx: LLDP
Disabled: LLDP

Tx and Rx
Subtype 1PvA(IP )
Action
Address IP
[Apply]
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3.5.19.3 LLDP Basic TLVs Settings

TLV
L2 Features > LLDP > LLDP Basic TLVs Settings :
P \V = "
From Port 01 - To Port o -
Port Description Disabled System Mame Disabled -
System Description Disabled v System Capabilities Disabled ~
Port Port Description System Name System Description System Capabilities |
1 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
3 Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled
i} Disabled Disabled Disabled Disabled
7 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled =
10 Disabled Disabled Disabled Disabled
11 Disabled Disabled Disabled Disabled
12 Disabled Disabled Disabled Disabled
13 Disabled Disabled Disabled Disabled
14 Disabled Disabled Disabled Disabled
15 Disabled Disabled Disabled Disabled
16 Disabled Disabled Disabled Disabled
17 Disabled Disabled Disabled Disabled
18 Disabled Disabled Disabled Disabled =
19 Disabled Disabled Disabled Disabled
20 Disabled Disabled Disabled Disabled
21 Disabled Disabled Disabled Disabled
22 Disabled Disabled Disabled Disabled
23 Disabled Disabled Disabled Disabled
24 Disabled Disabled Disabled Disabled
25 Disabled Disabled Disabled Disabled
26 Disabled Disabled Disabled Disabled
27 Disabled Disabled Disabled Disabled
28 Disabled Disabled Disabled Disabled
29 Disabled Disabled Disabled Disabled
30 Disabled Disabled Disabled Disabled
1 Nizahlad Nizahlad Nicahlad Nizahlad S

From Port - To Port

Port Description

System Name

System Description

System Capabilities
[Apply]
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3.5.19.4 LLDP Dotl TLVs Settings
LLDP Dotl TLV IEEE 802.1 TLV LLDP Dotl TLV
1 IEEE 802.1 VLAN ID TLV
LLDP

L2 Features > LLDP > LLDP Dotl TLVs Settings :

DF Do \/ = O
From Fort 01 - To Port 01 -
Dot1 TLV PVID Disabled ~
Dot1 TLV Protocol VLAN Disabled ~ VLANName ]
Dot1 TLV VLAN Disabled ~ VLAN Name -]
Dot1 TLV Protocol Identity Disabled ~ EAPOL v
Port and WLAN Frotocol ) &
Fodl | | HupeEs Protocol VID State e Name State e Identity State RSB | =
1 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
3 Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled
5] Disabled Disabled Disabled Disabled
7 Disabled Disabled Disabled Disabled =
8 Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled
10 Disabled Disabled Disabled Disabled
il Disabled Disabled Disabled Disabled
12 Disabled Disabled Disabled Disabled
13 Disabled Disabled Disabled Disabled
14 Disabled Disabled Disabled Disabled =
15 Disabled Disabled Disabled Disabled
16 Disabled Disabled Disabled Disabled
17 Disabled Disabled Disabled Disabled
18 Disabled Disabled Disabled Disabled
19 Disabled Disabled Disabled Disabled
20 Disabled Disabled Disabled Disabled
21 Disabled Disabled Disabled Disabled
22 Disabled Disabled Disabled Disabled
23 Disabled Disabled Disabled Disabled
24 Disabled Disabled Disabled Disabled
25 Disabled Disabled Disabled Disabled
26 Disabled Disabled Disabled Disabled
27 Disabled Disabled Disabled Disabled -

From Port - To Port
Dotl TLV PVID PVID
Dotl TLV Protocol VLAN 1D
VLAN 1D
Dotl TLV VLAN VLAN
Dotl TLV Protocol
Identity

[Apply]

107/226



3.5.19.5 LLDP Dot3 TLVs Settings
1 IEEE802.3
TLV LLDP

L2 Features > LLDP > LLDP Dot3 TLVs Settings :

U Do \/ = .
From Port 01 - To Port 01 -
MAC / PHY Configuration Status Disabled - Link Aggregation Disabled =
Maximum Frame Size Disabled ~ Power Via MDI Disabled ~
Port MAC ! PHY Configuration Status Link Aggregation Maximum Frame Size Power Via MDI i
1 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
3 Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled
G Disabled Disabled Disabled Disabled
7 Disabled Disabled Disabled Disabled
8 Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled =
10 Disabled Disabled Disabled Disabled
11 Disabled Disabled Disabled Disabled
12 Disabled Disabled Disabled Disabled
13 Disabled Disabled Disabled Disabled
14 Disabled Disabled Disabled Disabled
15 Disabled Disabled Disabled Disabled
16 Disabled Disabled Disabled Disabled
17 Disabled Disabled Disabled Disabled
18 Disabled Disabled Disabled Disabled —
19 Disabled Disabled Disabled Disabled
20 Disabled Disabled Disabled Disabled
21 Disabled Disabled Disabled Disabled
22 Disabled Disabled Disabled Disabled
23 Disabled Disabled Disabled Disabled
24 Disabled Disabled Disabled Disabled
25 Disabled Disabled Disabled Disabled
26 Disabled Disabled Disabled Disabled
27 Disabled Disabled Disabled Disabled
28 Disabled Disabled Disabled Disabled
29 Disabled Disabled Disabled Disabled
30 Disabled Disabled Disabled Disabled
S Nizahlad Nizahlad Nizahlad Nizahlad S

From Port - To Port
MAC/PHY LLDP MAC/PHY TLV IEEE 802.3
Configuration 2
Status MAU
Link Aggregation LLDP Link Aggregation TLV
ID
Maximum Frame Size | LLDP TLV
[Apply]
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3.5.20 Show VLAN Ports
VLAN Find

L2 Features > Show VLAN Ports

PortList (e.0..1,5-10) | | [ Find ][ viewal ]

Total Entries: 52

Untagged Tagged Dynamic Forbidden

=== B = B S S B L R

=1
N NN

e

KEE 2 54 5> »[ Jeo

Port List VLAN

(e.g.:1,5-10)

[Find] Port List VLAN
[View All] VLAN
[Go]
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3.6 QoS

802.1p QoS QoS 802.1p
QoS
QoS
IEEE 802.1p VolP
WEB
7 8 QoS
2
QoS
4 0 7
7 0 IEEE 802.1p
8

0 Q2

1 Q0

2 01

3 Q3

4 Q4

5 Q5

6 Q6

7 Q7

4 (8 )
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3.6.1 Bandwidth Control

QoS > Bandwidth Control

canNawiId 0 0
From Port To Port Type Mo Limit Rate (64-1024000)
01 - 01 - RX - Disabled ~ Kbit'sec
Port R Rate (Kbitisec) TX Rate (Kbit'sec) Effective RX (Kbit'sec) Effective TX (Kbitlsec) il
1 Mo Limit Mo Limit Mo Limit Mo Limit
2 Mo Limit Mo Limit Mo Limit Mo Limit
3 Mo Limit Mo Limit Mo Limit Mo Limit
4 Mo Limit Mo Limit Mo Limit Mo Limit
5 Mo Limit Mo Limit Mo Limit Mo Limit
3] Mo Limit Mo Limit Mo Limit Mo Limit
7 Mo Limit Mo Limit Mo Limit Mo Limit
8 Mo Limit Mo Limit Mo Limit Mo Limit
9 Mo Limit Mo Limit Mo Limit Mo Limit =
10 Mo Limit Mo Limit Mo Limit Mo Limit
" Mo Limit Mo Limit Mo Limit Mo Limit
12 Mo Limit Mo Limit Mo Limit Mo Limit
13 Mo Limit Mo Limit Mo Limit Mo Limit
14 Mo Limit Mo Limit Mo Limit Mo Limit
15 Mo Limit Mo Limit Mo Limit Mo Limit
16 Mo Limit Mo Limit Mo Limit Mo Limit
7 Mo Limit Mo Limit Mo Limit Mo Limit i
18 Mo Limit Mo Limit Mo Limit Mo Limit
19 Mo Limit Mo Limit Mo Limit Mo Limit
20 Mo Limit Mo Limit Mo Limit Mo Limit
21 Mo Limit Mo Limit Mo Limit Mo Limit
22 Mo Limit Mo Limit Mo Limit Mo Limit
23 Mo Limit Mo Limit Mo Limit Mo Limit
24 Mo Limit Mo Limit Mo Limit Mo Limit
25 Mo Limit Mo Limit Mo Limit Mo Limit
26 Mo Limit Mo Limit Mo Limit Mo Limit
27 Mo Limit Mo Limit Mo Limit Mo Limit
28 Mo Limit Mo Limit Mo Limit Mo Limit
29 Mo Limit Mo Limit Mo Limit Mo Limit
30 Mo Limit Mo Limit Mo Limit Mo Limit ad

From Port - To Port

Type Rx( ) Tx ( ) Both

No Limit

Rate (64-1024000) Kbits/
64 1,024,000 64

[Apply]

64-1024000Kbps
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3.6.2 Traffic Control

drop shutdown
drop
Shutdown
countdown 0 1800
(D10 300 (@)
[Configuration] [Port
Configuration]

QoS > Traffic Control :

Traffic Control Settings
From Port 01 - To Port 01 -
Action brop ~ Count Down (0-1800) O
Time Interval (5-20) B Jsec Threshold (§4-1000000) Kbit's
Recover Time (10-300) sec
Storm Control Type Mone -
Port Storm Control Type Action Threshold Count Down Interval Recover Time —
1 Mone Drop G4 0 5 300
2 Mone Drop G4 0 5 300
3 Mone Drop 64 0 5 300
4 Mone Drop 64 0 5 300
5 Mone Drop G4 0 5 300
3] Mone Drop G4 0 5 300
7 Mone Drop G4 o 5 300 L
8 None Drop 64 0 5 300 5
9 Mone Drop G4 1] 5 300
10 Mone Drop 64 0 5 300
11 Mone Drop G4 0 5 300
12 Mone Drop G4 0 5 300
13 Mone Drop G4 0 5 300
14 Mone Drop G4 0 5 300
15 Mone Drop G4 0 5 300 P
16 Mone Drop Gd 0 5 300
17 Mone Drop 64 0 5 300
18 Mone Drop G4 0 5 300
19 Mone Drop G4 0 5 300
20 Mone Drop G4 o 5 300
21 Mone Drop 64 0 5 300
22 Mone Drop G4 1] 5 300
23 Mone Drop 64 0 5 300
24 Mone Drop G4 0 5 300
25 Mone Drop G4 0 5 300
26 Mone Drop G4 0 5 300
27 Mone Drop G4 0 5 300
28 MNaone Drop 64 0 5 300 o2
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From Port - To Port
Action
drop shutdown
Drop -
Shutdown -
10 300
[Configuration] [Port

Configuration]
Count Down
(0 to 1800)

0 1800 0
Time Interval
(5-30)
5 30
5
Threshold
(64- 1000000) Kbit/ packets/
64 1,000,000 64
Recover Time
(10-300) 10 300
300

Storm Control Type : Broadcast Multicast

Unknown Unicast

[Apply]

(1) ( )
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3.6.3 802.1p Default Priority
802.1p

QoS > 802.1p Default Priority :
"B02fp Defaun Priovey

802.1p Default Priority Settings
From Port To Port Priority

01 - 01 - 0 - [ Aeply |

o
o
=

Priority o
0

00 |~ ||| L R

m

ololojojojoojojo|ololojlojoo|loolojooolololo|loolololoo|lo

802.1p

[Apply]
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3.6.4 802.1p User Priority
802.1p

QoS > 802.1p User Priority

802.1p User Priority Settings
Priority Class ID

0 - Class-0 Apply

Class ID
Class-2
Class-0

Class-1

Class-3
Class-4
Class-5
Class-6
Class-7

o
1
2
3
4
5
6
=

802.1p 8

Priority 802.1p
Class ID Class-0 7 ID
[Apply]
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3.6.5 QoS Scheduling Settings

QoS
QoS
QoS
QoS > QoS Scheduling Settings
Sl =L . = .
QoS Scheduling Mechanism Settings
Scheduling Machanism Strict -

QoS§ Scheduling Weight Settings

Class ID Mechanism Weight (1-127)
Strict
Strict
Strict
Strict
Strict
Strict

I~ S B T - I =]
o[~ |[ao]|[m|[&]|w]|r] =

Strict

Apply

Scheduling Strict Weight Fair Strict
Mechanism

Weight Fair

Weight (1-127) |1 127
[Apply]
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3.6.6 Priority Mapping

QoS > Priority Mapping :
“Promy Mappig T

From Port To Port Priarity Ethernet Priority IP Priarity
01 - 0 - [ None [ [E
Port Ethernet Priority IP Priority il
1 8021p Off
2 802.1p off
3 802.1p off
4 802.1p Off
5 802.1p Off
G 802.1p Off
7 802.1p Off
8 802.1p of
9 g021p of
10 g8021p Off
11 202.1p Off E
12 8021p Off
13 8021p Off
14 802.1p off
15 802.1p off
16 802.1p Off
17 802.1p Off
18 802.1p Off
19 802.1p Off
20 802.1p of
21 8021p off |
22 8021p Off
23 8021p Off
24 8021p Off
25 802.1p off
26 802.1p off
27 802.1p Off
28 802.1p Off
29 802.1p Off
30 802.1p Off
3 802.1p of
32 g021p of
33 g8021p Off I

From Port - To Port
Priority [None]
IP
Ethernet Priority | [Ethernet Priority] 802.1p
IP Priority [IP Priority]
TOS DSCP
[Apply]
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3.6.7 TOS Mapping
(T0S)

QoS > ToS Mapping

TOS Value
o Class-0 =
1 Class-0 =
2 Class-0 =
3 Class-0 =
4 Class-0 =
5 Class-0 =
5] Class-0 =
7 Class-0
Class ID Class-0 7 ID
[Apply]
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3.6.8 DSCP Mapping
DSCP

QoS > DSCP Mapping :
“oscPweppng
DSCF Value Class ID

0 - Class-0 Apply

»

DSCP Class ID
0

=]

m

© | [~ o || e ||

iy
=
ololojo|o|lo|lolojlojoolojoo|o|o|loololoo|lololoo|o|olololoo|lo

DSCP Value DSCP DiffServ
0 63

Class ID Class-0 7 ID

[Apply]
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3.7 Security

3.7.1 Port Security

( MAC
)
3.7.1.1 Port Security Port Settings
MAC MAC
MAC Admin State
[Apply]

Security > Port Security > Port Security Port Settings

=0 =C L \/ = ]

From Port To Port Admin State Max Learning Address (0-64) Lock Address Mode

01 - 01 - Disabled ~ b ] Delete onReset  ~
Port Security Port Table

Admin State Max Learning Address Lock Address Mode -

1 Disabled 1 DeleteOnTimeout
2 Disabled 1 DelsteOnTimeout
3 Disabled 1 DelsteOnTimeout
4 Disabled 1 DelsteOnTimeout
5 Disabled 1 DelsteOnTimeout

6 Disabled 1 DalsteOnTimeout ]
7 Disabled 1 DeleteOnTimeout

8 Disabled 1 DeleteOnTimeout

] Disabled 1 DeleteOnTimeout

10 Disabled 1 DeleteOnTimeout

1 Disabled 1 DeleteOnTimeout

12 Disabled 1 DeleteOnTimeout

13 Disabled 1 DeleteOnTimeout

14 Disabled 1 DeleteOnTimeout

15 Disabled 1 DelsteOnTimeout

16 Disabled 1 DelsteOnTimeout

17 Disabled 1 DelsteOnTimeout

18 Disabled 1 DelsteOnTimeout

19 Disabled 1 DalsteOnTimeout
20 Disabled 1 DeleteOnTimeout
21 Disabled 1 DeleteOnTimeout
22 Disabled 1 DeleteOnTimeout
23 Disabled 1 DeleteOnTimeout
24 Disabled 1 DeleteOnTimeout
25 Nisahlad 1 NeleteOnTimenont [ Fdit 1~

From Port - To Port
Admin State ( MAC

Max. Learning MAC MAC
Address (0-64)
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Lock Address Mode MAC

Permanent -

Delete on Timeout -

Delete on Reset -

[Apply]

o MAC WEB 802.1x

3.7.1.2 Port Security FDB Entries
[Clear]

Security > Port Security > Port Security FDB Entries

Clear Port Security Entries By Port

© VLANName [ 1 Ovpusteg:t4e [ ]
Port List (2.0 1, 4-6) I = Y [ Fnd | Clar |

[ showal |[  clearal |

Total Entries: 0

WMAC Address Lock Mode

VLAN Name FDB  VLAN
VID List FDB  VLAN ID
(e.g.:1,4-6)
Port List
(e.g.:1,4-6)
[Find]
[Clear]

[Show All]
[Clear All]

121/226



3.7.2 Authentication Setting

Security > Authentication Settings

AL = atlo e .
Authorization Metwork State @ Enabled () Disabled
Authentication Server Failover () Enabled @ Disabled
Authentication Port Settings
From Fort To Port Authorized Mode
I 4 52« Hostbased -~
Port Authorized Mode ol
1 Host-based
2 Host-based
3 Host-based
4 Host-based
5 Host-based
G Host-based
7 Host-based L
8 Host-based 1
9 Host-based
10 Host-based
1 Host-based
12 Host-based
13 Host-based
14 Host-based
15 Host-based m
16 Host-based
17 Host-based
18 Host-based
19 Host-based
20 Host-based
2 Host-based
22 Host-based
23 Host-based
24 Host-based
25 Host-based
26 Host-based
27 Host-based il
an (R ———

Authorization
Network State
Authentiation failover
Server Failover

From Port - To Port
Authorized Mode

Host-based -
Port-based -

Host-based

[Apply]
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3.7.3 802.1X

802.1X 2
[€)) - RADIUS
1
@) - MAC
RADIUS
MAC

3.7.3.1 802.1X Global Settings
802.1x

Security > 802.1X > 802.1X Global Settings

Authentication State | Disabled v | Authentication Protocol [RADIUS EAP v |
Fonward EAPOL PDU |Enabled v | Max User (1-1000) [1000 |
RADIUS Authorization |Enabled v |

Apply

Authentication | 802.1x
State
Authentication Local RADIUS EAP
Protocol
Forward EAPOL EAPOL PDU
PDU
Max User 1000
(1-1000)
RADIUS RADIUS RADIUS
Authorization

[Apply]
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3.7.3.2 802.1X Port Settings

802.1x
Security > 802.1X > 802.1X Port Settings :

w1l A L
302.1X Port Access Control
From Port [01 v To Pori [01 v
QuietPeriod (0-65535) 50 |sec  SuppTimeout (1-65535) |30 |sec
ServerTimeout (1-65535) (30 |sec  MaxReq(1-10) [2 |times
TX Period (1-65535) 30 |sec  ReAuthPeriod (1-65535) (3600 |sec
ReAuthentication |Disabled v | Port Control [ Auto v|

Gapability [None v Direction [Both v
Forward EAPOL PDU [Enabled v] Max User (1-1000) 16 |

Port | AdmDir O penCriDin CDP:::O' P;fod Fi”ﬁ'sfj Tislﬁzgut f;:;::n axReq T,Z’:‘iﬂ ReAuth | Capability EAFF‘,’C']":"FFFDU Max User | o
1 | Both | Both | Aule | 30 50 30 30 2 | 3600 |Disabled Mone Enabled 16
2 | Both | Both | Auto | 30 50 30 30 2 | 3600 |Disabled Mone Enabled 16
3 | Both | Both | Auto | 30 50 30 30 2 | 3600 |Disabled Mone Enabled 16
4 | Both | Both | Auto | 30 50 30 30 2 | 3600 |Disabled Mone Enabled 16
5 | Both | Both | Auto | 30 50 30 30 2 | 3600 |Disabled Mone Enabled 16
6 | Both | Both | Auto | 30 50 30 30 2 | 3600 |Disabled MNone Enabled 16
7 | Both | Both | Auto | 30 &0 30 30 2 | 3600 |Disabled Mone Enabled 16
8 | Both | Both | Auto | 30 50 30 30 2 | 3600 |Disabled MNone Enabled 16
9 | Both | Both | Auto | 30 &0 30 30 2 | 3600 |Disabled Mone Enabled 16
10 | Both | Both | Aute | 30 50 30 30 2 | 3600 |Disabled MNone Enabled 16
11 | Both | Both | Auto | 30 50 30 ET 2 | 3600 |Disabled Mone Enabled 16
12 | Both | Beth | Aute | 30 50 30 30 2 | 3600 |Disabled MNone Enabled 16
13 | Both | Both | Auto | 30 50 30 ETY 2 | 3600 |Disabled Mone Enabled % |Y
14 Rnth Ranth Aoarkm an (=34} an an 2 LRNMN Mizahlad Blana Fnahlad 1R

From Port - To Port

QuietPeriod
(0-65535) 60
SuppTimeout
(1-65535) 30
ServerTimeout
(1-65535) 30

MaxReq (1-10) EAP

TxPeriod EAP /

(1-65535) 30

ReAuthPeriod (1 65535 )
(1-65535) 3600

ReAuthentication
Port Control

[ForceAuthorized] 802.1X

802.1X
[ForceUnauthorized]
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[Auto] 802.1X
EAPOL
EAPOL
Auto

Capability 802.1X

[Authenticator]

[None] 802.1X

Direction

[in]

[Both]
Forward EAPOL PDU | EAPOL PDU
Max User 1

1000

[Apply]
[Refresh]
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3.7.3.3 802.1X User
802.1X
[Apply]
[Delete]

Security > 802.1X > 802.1X User

802.1X User Password Confirm Password

| | | | | | [ Aeply ]

Note: 802.1X User and Password should be less than 16 characters

802.1X User Table Total Entries: 1

LN Password

TxUser S

802.1X User 802.1X
Password 802.1X
Confirm 802.1X
Password

[Apply]

[Delete]

3.7.3.4 Authentication RADIUS Server
RADIUS

Security > 802.1X > Authentication RADIUS Server

Index

1 -
IP Address [ lea:10909090)
Authentication Port (1-65535) [ ] FDefaut
Accounting Port (1-65535) [ ] FDefaut
Timeout (1-255) [ |sec [IDefaul
Retransmit (1-255) I:Itimes Default
Key (Max: 32 characters) |:|

RADIUS Server List
|IP Address Auth-Port Acct-Port Timeout Retransmit Key
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Index RADIUS 3
RADIUS
RADIUS

IP Address RADIUS IP

Authentication RADIUS UDP 1812
Port

(1-65535)

Accounting Port | RADIUS UDP 1813
(1-65535)

Timeout (1-255) (1 255 5
Retransmit (1 255 2

(1-255)

Key RADIUS

(Max. length 32 | 32

characters)

Confirm Key Key
[Apply]
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802.1X MAC 2

802.1X [802.1X Settings] 802.1X

Security > 802.1X > Initialize Port-based Port(s)

From Fort - To Port -
Port MAC Address PAE State Backend State Status VID | Friority |
[Apply]

MAC [802.1X Settings] 802.1X MAC

Security > 802.1X > Initialize Host-based Port(s)

From Port 1 - To Port 1 - MAC Address ]

MAC MAC MAC
[Apply]

From Port - To Port
Port
MAC Address MAC

[Apply]
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2 802.1X
802.1X [802.1X Settings] 802.1X

Security > 802.1X > Reauthenticate Host-based Port(s)

From Port - To Port -
Port MAC Address Authenticated VID PAE State Backend State Status VID I Priarity |
[Apply] [Apply]
MAC [802.1X Settings] 802.1X MAC

Security > 802.1X > Reauthenticate Port(s)

From Paort To Port MAC Address [ ] | Apply

MAC MAC
MAC

[Apply]

From Port - To Port
MAC Address

[Apply]
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3.7.4 SSL Settings

ssL
@
(DSA)
@
1)
2
2) CBC
€))
MD5
4
3

SHA

Rivest Shamir Adleman(RSA)

40

SSLv3d  TLSvl
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SSL TFTP

SSL
.der

SSL

SSL 4

SsL HTTP SsL WEB GUI
WEB SsL URL
https:// (  https://10.90.90.90)
WEB GUI

Security > SSL Settings :
-sscsewhgs T

S5L Global Settings

SSL State (7 Enabled @ Disabled

Cache Timeout (60-86400) 600 Jsec

Note: Web will be disabled if SSL is enabled.
S5L Ciphersuite Settings

RSAwith RC4_123_MD5 @ Enabled () Disabled

RSA with 3DES EDE CBC SHA © Enabled () Disabled

DHE DSS with 3DES EDE CBC SHA @ Enabled ) Disabled

RSA EXPORT with RC4 40 MD5 @ Enabled () Disabled
SSL Certificate Download

Server IP Address | |

Certificate File Name [ |

Key File Name | |

Current Certificate Loaded with RSA Certificate!
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SSL

SSL Settings

[Apply]

SSL Status

SSL

Cache Timeout
(60-86400)

SSL

SSL

600

SSL Ciphersuite Settings

RSA with
RC4_128 MD5

128

RSA
MD5

RC4

RSA with 3DES
EDE CBC SHA

SHA

RSA CBC

3DES_EDE

DHE DSS with
3DES EDE CBC SHA

3DES_EDE

DSA Diffie Hellman
SHA

CBC

RSA EXPORT with
RC4 40 MD5

RC4 40

RSA

SSL Certificate Download

Server IP
Address

TFTP IP

Certificate
File Name

.der

( c:/cert.der

Key File Name

.der

( c:/pkey.der

[Download]
[Apply]

!

80)

o

SSL

SSL
Web
https://

8192
4096

Web
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3.7.5 SSH

SSH
SSH
SSH PC(SSH
)
(1) [Configuration] [User Accounts]
SSH

(2) [SSH User Authentication]

(3) [SSH Authmode and Algorithm Settings]

() [SSH Settings]

SSH

3.7.5.1 SSH Settings
S

w

H

SSH
SSH

SSH

Security > SSH > SSH Settings

(SSH

SSH
SSH

SSH

PC

SSH Server State ) Enabled @ Disabled

55H Global Settings

Max Session (1-8)
Connection Timeout (120-500) sec
Authfail Attempts (2-20) times
Rekey Timeout Mever -

TCP Port Number (1-65535)
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SSH Server State

SSH

Max Session (1-8)

1 8

Connection

120 600

Timeout (120-600) 120
Authfail Attempts SSH SSH
(2-20)

Rekey Timeout
Never 10min 30min 60min
Never

TCP Port SSH TCP 22

Number(1-65535)
[Apply]

3.7.5.2 SSH Authmode and Algorithm Settings

Security > SSH > SSH Authmode and Algorithm Settings

55H Authentication Method Settings

/| Password V| Public Key /| Host-based Apply
Encryption Algorithm

J| 3DES-CBC 4| AES128-CBC J| AES192-CBC J| AES256-CBC J| Cast128-CBC

J| ARC4 4| Blow-fish-CBC J| Twofish128 V| Twofish192 4| Twofish256 Apply
Data Integrity Algorithm

V| HMAC-MD5 V| HMAC-SHA1 Apply
Public Key Algorithm

| HMAC-RSA 4| HMAC-DSA Apply

SSH Authentication Mode Settings
Password

Public Key SSH
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Host-based

Linux

SSH Linux
SSH

Encryption Algorithm

3DES-CBC 3DES
Blow-fish CBC Blow-fish
AES128-CBC AES128
AES192-CBC AES192
AES256-CBC AES-256
ARC4 ARC4
Cast128-CBC Cast128
Twofish128 Twofish128
Twofish192 Twofish192
Twofish256 Twofish256
Data Integrity Algorithm
HMAC-SHAL SHAL
HMAC-MD5 MD5

Public Key Algorithm
HMAC-RSA RSA
HMAC-DSA DSA
[Apply]

3.7.5.3 SSH User Authentication Lists

SSH

Security > SSH > SSH User Authentication Lists

Authentication Method
adpro Password
Note: Maximum 8 entries and Host Name should be less than 33 characters.

[Configuration]

adpro

Host Name

Host IP

[ Edi |

[User Accounts]
SSH
SSH [Edit]
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Authentication Method
adpro Password

-

Host Name

Host IP

Note: Maximum & entries and Host Name should be less than 33 characters.

User Name SSH 15
Authentication
Method
Host Based - SSH
SSH
Host Name - SSH 32
Host IP - SSH IP
Password -
Public Key - SSH
Host Name SSH 32
Host IP SSH IP
[Apply]
o
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3.7.6 Access Authentication Control

Access Authentication Control TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS TACACS/XTACACS/TACACS+/RADIUS
TACACS 3
TACACS
(1) TACACS -1 TACACS UDP
(2) XTACACS - TACACS TACACS
UDP
(3) TACACS+ - TACACS+ 1
TACACS+ TCP
TACACS+

TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS (
TACACS/XTACACS/TACACS+/RADIUS 3
€Y
@
®
4 TACACS
XTACACS TACACS+ RADIUS
2
TACACS
TACACS
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(TACACS/XTACACS/TACACS+/RADIUS/ /
) 6 8

TACACS/XTACACS/TACACS+/RADIUS

[Enable Admin]

o TACACS XTACACS TACACS+
( TACACS
TACACS )

3.7.6.1 Enable Admin

Security > Access Authentication Control > Enable Admin

Enable Admin

Click Enable Admin button will let user input the new password to upgrade this web management to admin level.

If the password is incorrect, web management will stay at the login page and wait for user to login again.

Enable Admin

Enable Admin

The server 10.90.90,90 at requires a username and password,

‘Warning: This server is requesting that your username and password be

sent in an insecure manner (basic authentication without a secure
connection).

) |user |
|@l Password |

[7] Remember my credentials

E
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3.7.6.2 Authentication Policy Settings

Security > Access Authentication Control > Authentication
Policy Settings

Authentication Policy Disabled -
Response Timeout (0-255) sec
User Attempts (1-255) B Jtimes

Apply

Authentication
Policy

Response Timeout 0 255
(0-255) 30

User Attempts
(1-255)

60 Telnet
WEB GUI 1
255 3

[Apply]
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3.7.6.3 Application Authentication Settings

(
) Telnet SSH HTTP

Security > Access Authentication Control > Application

Authentication Set

tings

L

Application Login Method List Enable Method List

Consaole default w default v
Telnet default w default v
S5H default w default v
HTTP default w default v

Apply

Application Telnet
SSH HTTP

Login Method
List

[Login Method Lists]

Enable Method
List

[Enable Method Lists]

[Apply]
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3.7.6.4 Authentication Server Group

TACACS/XTACACS/TACACS+/RADIUS

Security > Access Authentication Control > Authentication Server

Group :
AUthentication sever roup
Sever Group List |EditSeverGr0up |
Group Mame (Max 15 characters) |:| ‘
Total Entries: 4
Group Mame
radius [_Edt J
tacacs (_edt ]
tacacs+ [_Edt ]
Macacs [ edt J
4
[Edit]

AUthentication sever roup

[Edit Server Group] :

Sever Group List |EditSeverGr0up |

Group Mame (Max: 158 characters) |:|

Server Host
IP Address [ Protocol | TAGACE v Add
Host List

S5 Protocol

IP [Add]
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3.7.6.5 Authentication Server

TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS

16

TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS

Security > Access Authentication Control > Authentication Server

ALIThe atlo enve

IP Address
Frotocol

Key iMax: 254 characters)

Total Entries: 0
IP Address

TACACS +

Protocol

Port (1-65525) [48
Timeout (1-265) s
Retransrit (1-255) 2

|sec

|times Apply

Retransmit

IP Address IP
Port (1-65535) 1 65535
TACACS/XTACACS/TACACS+ 49
RADIUS 1812

Protocol

TACACS - TACACS

XTACACS - XTACACS

TACACS+ - TACACS+

RADIUS - RADIUS
Timeout (1-255)

5
Key TACACS+ RADIUS
254

Retransmit
(1-255) 2
[Apply]
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3.7.6.6 Login Method Lists

TACACS XTACACS TACACS

2 TACACS XTACACS

TACACS/XTACACS/TACACS+/RADIUS

[Enable Admin]

Security > Access Authentication Control > Login Method Lists

e vie e
Method List MName (Max: 15 characters) |:|
Priarity 1: w Priarity 2:
Friority 3 Friarity 4:

Apply

Total Entries: 1
Method List Mame Priority 1 Priority 2 Priority 3 Priarity 4

default logel === o

[Edit]
[Apply]

Method List ( 15 )
Name
Priority 1, 2, 4
3, 4 tacacs - TACACS

xtacacs - XTACACS

tacacst - TACACS+

radius - RADIUS

server_group -

local -

none -

[Apply]
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3.7.6.7 Enable Method Lists

(Admin 8

Security > Access Authentication Control > Enable Method Lists

aple Ve ole

Method List Name (Max 15 characters)] |

Priority 1: - Priority 2:
Priority 3: Priority 4:
[ Aeoly |
Total Entries: 1
. ist N: Priority 1 Priority 2 Priority 3 Priority 4
default local_enable —_ —_ —_
[Delete]
[Edit]
[Apply]

Method List ( 15 )
Name
Priority 4
1, 2, 3,4

local _enable -
Local Enable

Password Settings
none -

radius - RADIUS

RADIUS
tacacs - TACACS

TACACS
xtacacs - XTACACS

XTACACS
tacacs+ - TACACS

TACACS
server_group -

[Apply]
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3.7.6.8 Local Enable Password Settings
[enable admin]

Security > Access Authentication Control > Local Enable Password
Settings

OldLocal Enable Password (Max 15 characters) [ |
Mew Local Enable Password |:|
Confirm Local Enable Password |:|

Apply

[Apply]

0ld Local Enable
Password (Max: 15
characters)

New Local Enable
Password 15

Confirm Local
Enable Password

[Apply]
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3.7.7 MAC-based Access Control
MAC

RADIUS
RADIUS

APLGM152GT MAC

MAC

MAC

MAC

MAC

146/226

GVRP

FDB

MAC



3.7.7.1 MAC-based Access Control Settings
MAC
RADIUS MAC
VLAN

Security > MAC-based Access Control > MAC-based Access Control

Settings :
MAC-based Access Control Global Settings
MAC-based Access Control State ( JEnabled ® Disabled
Method Password default
RADIUS Authorization Disabled A Local Authorization Disabled A
Trap State Enabled W Log State Enabled W
Max User (1-1000) 1000
MAC Format | Uppercase, None v| Password Type |Manual String V|
Port Settings
From Port  To Port State Aging Time {1-1440) Haold Time (0-300) Max User (1-1000)
01 wv| [01 | [Disabled v| [1440 |min [linfinite sec
I Port State Mode Aging Time {min) Hold Time (sec) Max User
1 Disabled Host-based 1440 300 128 A
2 Disabled Host-based 1440 300 128
3 Disabled Host-bazed 1440 300 128
4 Disabled Host-based 1440 300 128
5 Disabled Host-bazed 1440 300 128
[ Dizabled Host-based 1440 300 128
7 Disabled Host-based 1440 300 128
8 Dizabled Host-based 1440 300 128
9 Disabled Host-based 1440 300 128 W
40 Micahlad Hnot hacard 444N 2nin 1958

MAC-based MAC
Access Control
State
Method MAC

Local - MAC MAC

MAC
MAC
RADIUS - RADIUS MAC
MAC RADIUS
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Password RADIUS
default

RADIUS RADIUS
Authorization
Local
Authorization
Trap State
Log State
Max User 1 1000 1000
(1-1000)
MAC Format MAC MAC

Uppercase, None -

Uppercase, Hyphen -

Lowercase, None -

Lowercase, Hyphen -
Password Type MAC

manual_string - RADIUS

client mac_address - RADIUS MAC
From Port - To
Port
State MAC
Aging Time 1 1440 1440
(1-1440) Infinite
Hold Time 1 300 300
(1-300) Infinite
Max User 1 1000 128
(1-1000)
[Apply]
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3.7.7.2 MAC-based Access Control Local Settings
MAC VLAN
VLAN MAC
VLAN 128 MAC

Security > MAC-based Access Control > MAC-based Access Control

Local Settings :
VIAC-based Access Control Local Seftings

MAC Address VLAN Name (®) VID (1-4094) )

| Add | | Delate by MAC | | Delete by VLANl | Find by MAC | | Find by WLAN || Wiew All |

Total Entries: 1
MAC Address VLAN Hame VID
00-11-22-33-44-55 default 1 Edit by Mame Edit by ID

AR (o

[Add]

[Delete By MAC] MAC

[Delete By VLAN] VLAN 1D
[Find By MAC] MAC

[Find By VLAN] VLAN ID
[View All]

[Edit By Name] VLAN
[Edit By ID] VLAN 1D
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3.7.8 Web Authentication
WEB WEB
1Pv6

APLGM152GT WEB

3.7.8.1 Web Authentication Settings

WEB
WEB Security > Web Authentication > Web Authentication
Settings

vwep Al = i J - .
Web Authentication Global Settings
Web Authentication Global State Enabled @ Disabled
Web Authentication Settings
Virtual IP Method Local
Redirection Path ] Clear Redirection Path Yes @ No
RADIUS Authorization Enabled - Local Authorization Enabled
HTTP(S) Port (1-65535) & HTTP ©) HTTPS

Web WEB
Authentication
Global State
Virtual IP P IP
IP "0.0.0.0" WEB

Method WEB RADIUS RADIUS

WEB Local WEB
Redirection
Path URL
Clear WEB URL
Redirection
Path
RADIUS RADIUS RADIUS
Authorization
Local
Authorization
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HTTP(S) Port HTTP 80
HTTP - WEB HTTP 80
TCP 443
HTTPS - WEB HTTPS
443 TCP 80

[Apply]

3.7.8.2 Web Authentication User Settings
WEB

WEB Security > Web Authentication > Web Authentication
User Settings

Web Authe

Create User
User Name @ VLAN Name L VID (1-4094) Password Confirm Password
| | | | | ” | | Apply || Delete All
Note: Web Authentication User and Password should be less than 16 characters.
Total Entries: 1
User Name VLAN Name ViD Password
WAC default 1 TR Edit VLAN Name Edit VID Clear VLAN Delete

User Name WEB

VLAN Name WEB VLAN
VID WEB VLAN 1D
Password WEB

Confirm WEB

Password
[Apply]
[Delete All]
[Edit VLAN Name] VLAN
[Edit VID] VLAN 1D
[Clear VLAN] VLAN
[Delete]
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3.7.8.3 Web Authentication Port Settings

WEB
WEB Security > Web Authentication > Web Authentication Port
Settings
vvep Al = atio =0 = d
From Port 01 - To Port 01 -
Aging Time (1-1440) 1440 |min [linfinite State Disabled  ~
Block Time (0-200) o Jsec
Port State Aging Time Block Time |
1 Disabled 1440 &0
2 Disabled 1440 60
3 Disabled 1440 &0
4 Disabled 1440 60
5 Disabled 1440 &0
6 Disabled 1440 &0
7 Disabled 1440 60
8 Disabled 1440 50 £
9 Disabled 1440 60
10 Disabled 1440 60
11 Disabled 1440 60
12 Disabled 1440 60
13 Disabled 1440 &0
14 Disabled 1440 60
15 Disabled 1440 &0
16 Disabled 1440 &0 b
17 Disabled 1440 &0
18 Disabled 1440 60
19 Disabled 1440 60
20 Disabled 1440 60
21 Disabled 1440 &0
22 Disabled 1440 60
23 Disabled 1440 60
24 Disabled 1440 &0
25 Disabled 1440 &0
26 Disabled 1440 &0
27 Disabled 1440 &0
28 Disabled 1440 60
20 Micahlad 1440 RN

From Port - To Port
State WEB Enabled Disabled
Aging Time Infinite

Block Time block time
[Apply]

‘l]’ WEB

IP IP TCP
ICMP,UDP

1Pv6
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3.7.8.4 Web Authentication Customize
WEB

WEB
Web Authentication Customize

[iepancse v ] Logn |
HEAF—2R: Rogal

WebZ2SIO5 2,
a—¥—4

Security > Web Authentication >

CHRFESGPS VAT TR A TEE S .

| [y

.ﬁﬁvR?hﬁ%ﬁ Fou O —FEREY

Blesz2: 2mim

o 123-4587

: taro.kinzoku.ab®hitachi-metals. con|

English/Japanese

Login/Logout

Customize 1 8
Textbox(1-8)
70

35

[Clear]

[Apply]
[Preview]
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AT —A2A: Fo8:0

WEB Security > Web Authentication
> Web Authentication Customize Logout

neee o Losnt (v

LT -5

WebZ IO 5 A2,
O BRI
SOOI EOERL D, FROSALERLT TR,
il
Thank you!

CHIRAAFERGSEVHITTFREATERBRCEI L,

(L& E]

EIR AT LGRS Fo PO JEREY

BLHER: £BAH

TEL o 123-4587

t taro.kinzoku.abBhitachi-metals. con|
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English/Japanese
Login/Logout

Customize 1 8
Textbox(1-8)

70 35

[Clear]

[Apply]
[Preview]

BRAT—A32A:

WebZZEO L7 A7,
[ Eor B Pl )
CD O FOFERRL D, FEEDFALERLT FaL.

Thank vou!

Foy D — 2 EREY

1. ablthitachi-metal
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3.8 (ACL)

MAC
1P

3.8.1 ACL Configuration Wizard
ACL

ACL > ACL Configuration Wizard

D aLratio vWIZard
General ACL Rules
Profile 1D (1-4) Access ID (1-256)

|| Auto Assign

From
Any -
To
Any -
Action
Permit A
Option
Rate Limiting - | | (1-1048576)
Apply To
Ports - | |(e.g:1,46)
MNote: The ACL wizard will create the access profile and rule automatically.
The access profiles and rules can be manually configured in the Access Profile List.

Profile ID 1 4
(1-4)
Access ID 1 256
(1-256)
From [MAC Address] [IPv4 Address] [IPv6] [Any]
To [MAC Address] [IPv4 Address] [IPv6] [Any]
[1Pv6] 1Pv6
1Pv6
Action [Permit]
[Deny]
[Mirror]
Option [Rate Limiting] [Change 1P Priority] [Replace DSCP]
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Apply To

Ports -
VLAN Name - VLAN
VLAN ID - VLAN 1D

[Apply]
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3.8.2 Access Profile List

(MAC IP

ACL > Access Profile Lists

[Add AcL Profile] [ Delete Al | Total User Set Rule Entries | Total Used HW Entries | Total Available HW Entries: 3 /127 | 897
| Profile ID Profile Type
1 Ethernst [ Show Details | | [Add/view Rules| | [ Delete |
2 P [ Show Details | | [Add/view Rules| | [ Delete |
3 IPV6 [ Show Details | | [Add/view Rules| | [ Delete |
4 Packet Content [ Show Details | | [Add/view Rules| | [ Delete |
[ 11 [ 1] =
ACL [Add ACL Profile]
Add A =
Profie 0 1.4
Select ACL Type
@) Ethernet ACL Tagged - © IPva ACL
() IPvB ACL (2) Packet Content ACL Select
You can select the field in the packet to create filtering mask
MAC Address VLAN | 802.1p Ethernet Type PayLoad
MAC Address
[T Source MAC Mask l:l
[IDestination MACMask ||
802.1Q VLAN
[CIvean
vianmask R[]
802.1p
[C1802.1p
Ethernet Type
[T Ethemet Type
[ <=<Back ] [ Create ]
4 ( MAC
) IP(IPv4)
1Pv6 4 4
1 4 ID ( 1
ACL ( Ethernet ACL ) [Select]
[Access Profile List] [<<Back]
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Select ACL Type (MAC 1Pv4 1Pv6
[Ethernet ACL] 2
[1Pv4 ACL] IPv4
[1Pv6 ACL] IPv6

[Packet Content ACL]

MAC Address [Source MAC Mask] MAC
[Destination MAC Mask] MAC
802.1Q VLAN VLAN - VLAN

VLAN Mask O-FFF - VLAN

VLAN
802.1p 802.1p
Ethernet Type
[Add ACL Profile] [Create] [Access Profile List]

[Add ACL Profile]

[Delete] [Delete All]
[Show Details]
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[Show Details]

ACL Profile Details

Profile ID 1
Profile Type Ethernet
VLAN 0xFFF

Show All Profiles

[Access Profile List] [Show All Profiles]
[Add/View Rules]

[ <<Back |[ AddRule | Consumed HW Entries: 193
Profile ID Ao : 1D Profile Type Action
1 1 Ethernet Permit Show Details Delete Rules
11 ] 1 Y
[Add Rule] :

Profile Information
Profile ID 1 Profile Type Ethernet

VLAN OxFFF

Rule Detail
(Keep the input field blank to specify that the corresponding option does not matter).

Access ID (1-256) [C] Auto Assign
VLAN Name
VLAN ID
VAN Mask (0-FFF) ]
Rule Action

Action Permit -

Priority (0-7) 1o

Replace Priority
Replace DSCP (0-63) [ O
Counter Disabled -
Ports - [ |(e.a:1, 46 9)
[ =<<Back |[ aApply |
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Access ID
(1-256)

Auto Assign -

[Apply]

1 256

ID

VLAN Name

VLAN

VLAN 1D

VLAN

VLAN 1D

Source MAC
Address

MAC

MAC

Source MAC Mask

MAC

MAC

16

Destination MAC
Address

MAC

MAC

Destination MAC
Mask

MAC

MAC

802.1p (0-7)

802.1p

Ethernet Type
(0-FFFF)

16 802.1Q

Action

[Permit]

[Deny]

[Mirror]

Priority (0-7)

802.1p

CoS

QoS

) CoS

802.1p

Replace
Priority

CoS

802.1p (

802.1p

Replace DSCP

DSCP (
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(0-63) )

Counter
Ports
[Apply] [Access Rule List] :
<« Back ] [ Add Rule
ofile ID A 510 Frofile Type Actian
1 1 Ethernet Permit Show Details Delete Rules
[Show Details] [Access

Rule Detail Information] :

ACL Rule Details

Profile IO
Access D
Profile Type
VLAN ID
Action

Ports

Show All Rules

1
1
Ethernet
1

Permit
2
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3.8.3 Access profile list-1Pv4 ACL

IPv4 ACL [Access Profile List] [Add ACL Profile]
1 256 ID [1Pv4 ACL]
[1CMP] [IGMP] [TCP] [UDP]
[Protocol 1D] [Select] (

[ICMP] [IGMP] [TCP] [UDP] [Protocol 1D]

Add A 5
Profie 1D (14
Select ACL Type
(0) Ethernet ACL @) IPv4 ACL ICMP -
) IPv6 ACL (2 Packet Content ACL Select

You can select the field in the packet to create filtering mask

L2 Header VLAN IPv4 DSCP IPv4 Address ICMP
[CIvLAN

vianmaskeFrR [ ]

IPv4 DSCP

802.1Q VLAN

[posce

IPv4 Address

[T] source IP Mask l:l
[ Destination PMask ||

ICMP

[ icmp
ICMP Type ICMP Code

[ <=<Back ] [ Create ]
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[Create]
[Access Profile List] [<<Back]

VLAN VLAN
IPv4 DSCP DiffServ
IPv4 Address [Source IP Mask] 1Pv4
[Destination IP Mask] 1Pv4
ICMP [1CVMP] 1CMP
[1CMP Type] ICMP
[1CMP Code] ICMP
1GMP [1GMP] 1GMP
[1GMP Type] 1GMP
TCP [TCP] TCP
[TCP]
[TCP]
Source Port Mask (O-FFFF) - TCP
16 (16 0x0-0xffff)
Destination Port Mask (0-FFFF) - TCP
16 (16 0x0-0xfFfff)
TCP Flag Bits - [URG] [ACK]  [PSH] [RST] [SYN] [FIN] [Check
All]
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UDP [UDP] UbP

[UDP]
Source Port Mask - TCP
16 (16 0x0-0xFfff)
Destination Port Mask - TCP
16 (16 0x0-0xFFff)
Protocol 1D [Protocol ID Mask]
ID
Protocol ID Mask (0-FF) - 1P
[Apply]
[Create] [Access Profile List]

[Add ACL Profile]
[Delete]
[Delete All]
[Show Details]

[Add/View Rules]

[ <<Back |[ AddRule | Consumed HW Entries: 193

Profile ID Profile Type Action

2 1 P Permit Show Details Delete Rules

L1 | 1 (D)

[Show Details]

ACL Profile Details

Profile ID 2
Profile Type IP
DsCP ¥Yes
ICMP Yes

Show All Profiles

165/226



[Access Profile List]

[Add Rule]

[Show Al Profiles]
[Add/View Rules]

[Access Rule List]

Profile Information

Profile ID 2 Profile Type

DSCP Yes ICMP

Rule Detail

Access ID (1-256) 1
DSCP

ICMP

Rule Action

Action

Priority (0-7)

Replace Priority
Replace DSCP (0-53)
Counter

Parts - |

Auto Assign
| (e.q- 0-63)

Permit -

1
1

Disabled -

|(e.g: 1,46, 9)

(Keep the input field blank to specify that the coresponding option does not matter).

Yes

<<Back | |

Apply

Access ID
(1-256)

1 256

VLAN Name VLAN

VLAN 1D
(1-4094)

Mask (0-FFF) - VLAN

ID

VLAN Mask VLAN

Source IP IP IP
Address

Source IP Mask IP 1P

Destination IP IP 1P
Address

Destination IP IP
Mask

DSCP

DiffServ

1CMP 1CMP

ICMP Type -

ICMP

1CMP
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ICMP Code - ICMP
IGMP Type e.g. (0-255) - IGMP
TCP Source Port - TCP

Mask(0-FFFF) - TCP

Destination Port - TCP

Mask(0-FFFF) - TCP

Flag Bits -

TCP

URG/ACK/PSH/RST/SYN/FIN - [URG] [ACK] [PSH] [RST] [SYN] [FIN]
ubP Source Port - ubP

Mask(0-FFFF) - UDP

Destination Port - UDP

Mask(0-FFFF) - UDP
Protocol 1D Protocol ID __ e.g.(0-255) -
User ID
User Mask ID
Action [Permit]

[Deny]

[Mirror]
Priority (0-7) 802.1p

) CoS
Replace CoS
Priority 802.1p (
)
802.1p

Replace DSCP DSCP  (
(0-63) )

Counter
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Ports

[Apply] [Access Rule List] :
[ <<pBack ][ Addrule |
afile A 5D Profile Type Action
2 1 IP Parmit [ show Details || Delete Rules |
[Show Details] [Access

Rule Detail Information] :
(ACCESSRUIE Detallhrormation T

ACL Rule Details

Profile IO 2
Access D 1
Profile Type IP
Action Permit
Ports 3
DsSCP 3
ICMP Yes

Show All Rules
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3.8.4 Access profile list-1Pv6 ACL

IPv6 ACL [Access Profile List] [Add ACL Profile]
1 4 ID [1Pv6 ACL]
(TCP UDP)
[Select] ( TCP UDP
):
Profile ID (1-4)
Select ACL Type
() Ethernet ACL ) 1Pv4 ACL
@ 1PvE ACL () Packet Content ACL Select

You can select the field in the packet to create filtering mask

IPvE Class IPvE Flow Label IPvG TCP IPvG UDF ICMP IPvG Address

IPv6 Class
[C11Pv6 Class

IPv6 Flow Label

[C11Pv6 Flow Label

TCP

CIter

Source Portask FFFF) [ ]
Destination PortMask 0-FFFF) |

IPv6 Address

[C11Pvé Source Mask| |

[7]1Pv6 Destination Mask | |

[ <=Back ] [ Create ]

[Create]
[Access Profile List] [<<Back]
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IPv6 Class IPv6
IPv6 Flow Label IPV6
( QoS UDP
IPv6 Address IPv6
IPv6 TCP TCP
[TCP Source Port Mask] [TCP Destination Port Mask]
IPv6 UDP ubp
[UDP Source Port Mask] [UDP Destination Port Mask]
ICMP 1CMP
ICMP Type ICMP ACL
ICMP Code 1CMP ACL
[Select] ACL
[Create]
[<<Back]
[Create] [Access Profile List]
[Add ACL Profile]
[Delete]

[Delete All]
[Show Details]

[Add/View Rules]
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[Show Details]

ACL Profile Details

Profile (D 2

Profile Type IPwE
Crwner Type ACL
IPv6 Flow Lahbel fes

Show All Profiles

[Access Profile List]

[Show All Profiles]

[Add/View Rules] [Access Rule List]
[Add Rule]
Profile Information
Profile ID 3 Profile Type IPvE
IPvG Class Yes Yes

Rule Detail

(Keep the input field blank to specify that the corresponding option does not matter).

Access D (1-256)
Class

TCP

Rule Action

Action

Priority (0-7)

Replace Priority
Replace DSCP (0-63)
Counter

Poris -

1 [T Auto Assign
(e.g.: 0-255)

O

Permit -

/o
o

Disabled -
[ |e.g:1, 469
[ <=Back ] [ Apply ]

Access ID 1 256
(1-256)

Auto Assign -

ID

Class IPv6
Flow Label IPv6 0-FFFFF
IPv6 Source 1Pv6 1Pv6
Address
IPv6 Source 1Pv6
Mask
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IPv6 1PV6
Destination
Address
IPv6 1PV6
Destination
Mask
TCP Source Port - IPv6 L4 TCP
Destination Port - IPv6 L4 TCP
UDP Source Port - IPv6 L4 UDP
Destination Port - IPv6 L4 UDP
ICMP ICMP
ICMP Type - I1CMP
ICMP Code - ICMP
Action [Permit]
[Deny]
[Mirror]
Priority (0-7) 802.1p (
) CoS
Replace CoS
Priority 802.1p (
)
802.1p
Replace DSCP DSCP  (
(0-63) )
Counter
Ports
VLAN Name VLAN
VLAN 1D VLAN ID
[Apply] [Access Rule List]

[ <<pBack |[ addrue |

Profile Type Action

8 1 P Fermit Show Details Delete Rules
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[Show Details] [Access
Rule Detail Information] :

Access Rule Detall Intormation

ACLRule Defails
Profile ID 3

Access D 1

Profile Type 1PvE

Action Permit

Ports 4

IPv6 Class 30

TCP Yes

(Show All Rules

3.8.5 Access profile list-Packet content ACL

ACL [Access Profile List] [Add ACL
Profile] ID 1 4 [Packet
Content ACL] [Select]

R R PO —
proie 0 1.4 TR

Select ACL Type
() Ethernet ACL (2 1Pv4 ACL
) IPv6 ACL (@ Packet Content ACL Select

You can select the field in the packet to create filtering mask

Packet Content

Cenunkte-anl | mask[iD
Cenunk2@-an] | mask
Cenunkag-3n] | mask[lD
Clenunka-3n[ | mask[i0

<<Back ] [ Create

[Create]
[Access Profile List] [<<Back]
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Packet Content 4

Chunk 1 (0-31)
Chunk 2 (0-31)
Chunk 3 (0-31)
Chunk 4 (0-31)

ARP

[Select] ACL
[Create]
[<< Back]

[Create] [Access Profile List]
[Add ACL Profile]
[Delete]
[Delete All]
[Show Details]
[Add/View Rules]

Add ACL Profile I Delete All | Total Used Rule Entries / Total Unused Rule Entries: 0/ 256
Frofile 1D Profile Type Owner Type
1 Ethernet ACL | Show Details || Add/\View Rules || Delete
2 IP ACL | Show Details || Add/View Rules || Delete
3 IPvE ACL | Show Details || Add/\View Rules || Delete
4 Packet Content ACL Show Details || Add/view Rules || Delete
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[Show Details]

ACL Profile Details

Profile ID
Profile Type
Chunk 1

Show All Profiles

4
Packet Content
2, Value: 0x00000000

[Show Al Profiles]

[ <<Back ] [

Add Rule

| Consumed HW Entries: 255

Profile Type

Action

4 1 Packet Content Permit Show Details Delete Rules
(11 | 1 (Y
[Add/View Rules] [Add
Rule] :

I

Profile Information

Profile ID

Chunk 1

Chunk 3

Rule Detail

Access ID (1-256)
Chunk 1

Chunk 2

Chunk 3

Chunk 4

Rule Action
Action

Priority (0-7)
Replace Priority
Replace DSCP ({0-63)
Counter

Ports -

4 Profile Type
1, Value: 0x00000000 Chunk 2
3, Value: 0x00000000 Chunk 4

(Keep the input field blank to specify that the corresponding option does not matter).

Packet Content

2, Value: 0x00000000

4 Value: 0x00000000

1 [T Auto Assign
Mask ]
Mask ]
Mask [
Mask ]
Permit -
o
o
Disabled -
| |(e.g:1, 4-6,9)

[ <<Back

J (

Apply ]

Access ID
(1-256)

1 256

Offset(1-4)

UDF

128
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4
2 6 10 14 18 22 26 30 34 126
Action [Permit]
[Deny]
[Mirror]
Priority(0-7) 802.1p (
) CoS
Replace DSCP DSCP
Counter ACL
Ports
VLAN Name VLAN
VLAN ID VLAN 1D
[Apply] [Access Rule List]

[ <<Pack |[ addrule |

Profile Type Action

4 1 Packet Content Fermit Show Details Delete Rules

[Show Details]

ACL Rule Details

Frofile ID 4

Access ID 1

Profile Type Packet Content

Action Permit

FPorts 5

Chunk 1 2, Value: 0x00000000, Mask: 0x00000000

Show All Rules
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3.8.6 ACL Finder
ACL

CPU) [Find]
[Delete]

ACL > ACL Finder

“ACCFRQEF

The ACL rule finder helps you to identify any rules that have been assigned to a specific port.

Profile ID Profile Type Summary Action
] 1 a Ethemnet VLAN,802.1p Permit
[ 2 1 P DSCP,ICMP Permit
o 3 1 IPVE IPv6 Class, TCP Permit
= 4 1 Packet Content Chunk 1 Permit
[ Delete | [ [+ [EED
Profile ID ID
Port ACL
State

Normal - ACL

3.8.7 ACL Flow Meter
ACL ACL
64 kbps
ACL

ACL > ACL Flow Meter

1 1 Meter Maodify View Delete

EOE[ (e

Profile ID ID

Access 1D ID
(1-256)
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[Find]

[Modify]
[Delete] [Add]
OW viele QL J
@ Profie D (1-4) 1
Access D (1-256) L 1
Rate (Kbps) [ ]e-104s576)
Burst Size (Koyte) [ |oe214e)
Rate -
Mode () Drop Packet
Rate Exceeded -
@ Remark DSCP |:|(0—53}
e T

Profile ID

ID
Access ID
(1-256) ID 1 256
Mode 2

Rate 64-1024000 Kbps - Kbps
64 1,024,000 Kbps
Burst Size 4-16384 Kbyte -
4 16,384 Kbyte
Rate Exceed Drop Packet- ( )
Replace DSCP (0-63) - DSCP

[Apply] [<<Back] [ACL Flow Mete]
[View] [ACL Flow Meter Display] :
"ACCFOWMeter osplay T
Profile ID 1
Access ID 1
Rate (Kbps) 120
Mode Rate Burst Size (Kbyte) 120
Rate Exceeded Remark DSCP 3
[<< Back]
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3.9 Monitoring
3.9.1 Cable Diagnostics

Monitoring > Cable Diagnostics :
"CabFE Dragrostes T
From Port To Port
01 - 01 - [ 7est ]

Link Status TestResult Cable Length(M)
1 1000BASE-T Link Up OK 3
The Cable Diagnostics is designed primarily for administrators or customer service representative to view tests on copper cables, it can rapidly determine where errors occurred
in the cable and the type of cable error which occurred.

Note:
The Cable Fault Distance is calculated from switch side.

[Test]
3.9.2 SFP General Information
SFP SFP
Monitoring > SFP > SFP General Information :

From Port To Port

1 M 1 M [ Apply |
Pot4g |
Vendor Mame

Vendor Part Number

Serial Number

Port 50

Vendor Name
Vendor Part Number
Serial Number

Port 51

Vendor Name
Vendor Part Number
Serial Number

Port 52

Vendor Name
Vendor Part Number
Serial Number

From Port - To Port

[Apply]
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3.9.3 SFP Diagnostic Monitoring

SFP SFP RX X
dBm
Monitoring > SFP > SFP Diagnostic Monitoring

From Port To Port
1 - 1 - [ Apply ]

Port TX Power {dBm) RX Power (dBm) |

49

50

51

52

From Port - To Port
[Apply]

180/226



3.9.4 CPU Utilization Notify

CPU

Monitoring > Utilization Notify > CPU Utilization Notify settings

CPU Utilization Motify Current Status

CPL Utilization Motify State
Threshold (20% ~ 100%)

Polling Interval (10 ~ 300)

Trap State

Log State

[Apply]

NORMAL

Disabled @ Enabled
00 s
o Jeec

Disabled -
Enabled =

Apply

CPU Utilization CPU

Notify State

Threshould CPU

(20-100) overloading normal
100%

Polling Interval | CPU CPU

(10-300) 60

Trap State CPU SNMP

Log State CPU
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3.9.5 CPU Utilization
CPU

Monitoring > Utilization Notify > CPU Utilization

Time Interval  EEDI ~  Record Number 200 -

Show/Hide ¥ Five Secs ¥ One Min ¥ Five Mins W Maximum W Minimum

cPU Gul
[Apply]

Time Interval 1 60 1
Record Number 20 200 200
Show/Hide [Five Secs] [One Min] [Five Mins]
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3.9.6 DRAM Utilization Notify

DRAM
Monitoring > Utilization Notify > DRAM Utilization Notify

settings

LRAN U Za * V[ \/ = .

DRAM Utilization Notify Current Status MNORMAL

DRAM Utilization Motify State Disabled @ Enabled

Threshold (20% ~ 100%) 100

Polling Interval (10 ~ 300) [0 sec

Trap State Disabled =

Log State Enabled -

Apply

[Apply]

DRAM DRAM

Utilization

Notify State

Threshould DRAM

(20-100) overloading normal
100%

Polling DRAM

Interval 60

(10-300)

Trap State DRAM SNMP

Log State DRAM
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3.9.7 DRAM & FLASH Utilization
DRAM

Monitoring > Utilization Notify > DRAM & FLASH Utilization

DRAM Utiization
Total DRAM 131072
Used DRAM : 113723
Ultilization : 86%
Utilization{Max) 86%
Utilization(Min} : 86%
FLASH Utilization
Total FLASH : 29618
Used FLASH : 4712
Ultilization : 15%
[Refresh]
[Clear] DRAM
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3.9.8 Port Utilization

Monitoring > Utilization Notify > Port Utilization

Utilization

Time Interval (B~ RecordNumber 200

Show/Hide Iv Utilization

[Apply]

GUI

Port

Time Interval 1 60 1
Record Number 20 200 200
Show/Hide
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3.9.9 Packet Size

GUI

Monitoring > Packet Size

Port 01 View Table [ apply ] Clear |
Time Interval  EERIIIN ~ Record Number 200
ShowHide ¥ 64 ¥ 65-127 W 128265 W 256-511 [V 512-1023 ¥ 1024-1518
[Apply]
[Packet Size Table] View Table
Sacke = Table
Port 01 - View Graphic [ apply J[ cCear |

Frame Size

Time Interval

Frame Counts Framesisec

64

19240 28

65-127

611

128-255

256-511

512-1023

1024-1518

6967

[Apply]
[Clear]
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Port
Time Interval 1 60 1
Record Number 20 200 200
64 64 ( FCS
) (
65-127 65 127 ( FCS
(
128-255 128 255 ( FCS
(
256-511 256 511 ( FCS
) (
512-1023 512 1023 ( FCS
) (
1024-1518 1024 1518 ( FCS
) (
Show/Hide 64 65-127 128-255 256-511 512-1023 1024-1518
Clear
View Table
View Graphic

[Apply]
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3.9.10 Packets
3.9.10.1 Received (Rx)

GUI

Monitoring > Packets > Received (Rx) :

Port 01 v view Tahle [ mpply  J[ clear |

Time Interval 1s - Record Mumber
ShowiHide v Bytes ¥ Packets
[Apply]
[Clear]
[Received (Rx) Table] View Table
Recelved(Rx able

Port 01 -

View Graphic [ apply ]| Clear |

Time Interval

Bytes 2946410 2913
Packets : 1 21
Unicast 18009 21
Multicast 31 0
Broadcast 4331 0
Bytes 54 27250
Packets 21743 a0
[Apply]
[Clear]
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Port
Time Interval 1 60 1

Record Number 20 200 200
Bytes

Packets
Unicast
Multicast

Broadcast

Show/Hide
View Table
View Graphic
[Apply]
[Clear]

3.9.10.2 UMB_cast(Rx)
UMB_cast Rx
GUI

Monitoring > Packets > UMB_cast (Rx)

Port 01 - View Table [ apply | Clear |

1000

Unicast

900
800
7a0
EO0
500
400
300
200
100

Time Interval (B - RecordNumber 200

Show/Hide ¥ Unicast v Multicast |v Broadcast

[Apply]
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[UMB_cast (Rx) Table] View Table
owe—eastmxtapll

Port 01 - View Graphic [ apply ] Clear |

Time Interval

Bytes 3065667 5412

37

Packets

Unicast 3 a7

Multicast 81 0

Broadcast 4941 0

Bytes 26 50117

57

Fackets 5

Port
Time Interval 1 60 1
Record Number 20 200 200
Unicast
Multicast

Broadcast

Show/Hide

View Table
View Graphic

[Apply]
[Clear]
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3.9.10.3 Transmitted (Tx)

(™)

GUI
Monitoring > Packets > Transmitted (Tx)
Port 01 - View Table [ apply | Clear |
Time Interval ~  Record Number
Show/Hide ¥ Bytes [V Packets
[Apply]
[Clear]
[Transmitted (Tx) Table] View Table
Port 01 - View Graphic [ apply | Clear |

RX Packets

Time Interval

Bytes

74 3797

Packets

RX Packets

24619 25

Unicast

19480 25

Multicast

Broadcast

TX Packets

Bytes

Packets

81 0

5058 0

16
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Port
Time Interval 1 60 1

Record Number 20 200 200
Bytes

Packets

Unicast
Multicast

Broadcast

Show/Hide
View Table
View Graphic
[Apply]
[Clear]

3.9.11 Errors

3.9.11.1 Received (RX)
GUI

Monitoring > Errors > Received (RX)

Port 01 - View Table [ apply ][ Clear |

1000
900
200
Toon
uli]
500
400
300
200
100

Time Interval (B~ RecordNumber 200

Show/Hide ¥ CRCError ¥ UnderSize ¥ QverSize [v Fragment

Iv¥ Jabber [v Drop ¥ SymbolErr

[Apply]
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[Received (Rx) Table]

View Table

RX Error

Time Interval

CRCError

UnderSize

OverSize

Fragment

Jabber

Drop

Symbol

[Apply]
[Clear]

View Graphic

i -] oK

V]
o
0
0
0
V]

0

[

Apply

J

Clear

]

Port

Time Interval 1 60 1
Record Number 20 200 200
CRCError CRC

UnderSize 64 CRC
OverSize 1518 1536

Fragment CRC 64

Jabber 1518 1536

Drop C )

Show/Hide CRCError UnderSize OverSize Fragment Jabber Drop
View Table

View Graphic
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3.9.11.2 Transmitted (TX)
GUI

Monitoring > Errors > Transmitted (Tx) :
e —

Port 01 v wiew Table [ apply  J[ cClear |

1000

Q00

600

Time Interval |15 ~ | Record Mumber|200 -

ShowiHide W ExDefer ¥ CRCEmar W LateCaoll ¥ ExCaoll v SingCaoll ¥ Caollision
[Apply]
[Transmitted (Tx) Table] View Table
= o dDIe
Port 01 - View Graphic [ apply | Clear |

Time Interval

ExDefer 0

CRC Error

LateColl

ExColl

SingColl

Collision

[Apply]
[Clear]
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Port
Time Interval 1 60 1

Record Number 20 200 200
ExDefer

CRC Error CRC
LateColl 512

ExColl

SingColl 1

Collision
Show/Hide ExDefer CRCError LateColl ExColl SingColl Collision

View Table
View Graphic
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3.9.12 Port Access Control
3.9.12.1 RADIUS Authentication
RADIUS RADIUS

Monitoring > Port Access Control > RADIUS Authentication

InvalidServerAddr Identifier AuthServerAddr ServerPortMumber RoundTripTime AccessRequests

Hitachi Metals

_ ; e et

[Clear]
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InvalidServerAddr RADIUS
Identifier RADIUS NAS
ServerlIndex RADIUS
AuthServerAddr RADIUS 1P
ServerPortNumber UDP
RoundTripTime / RADIUS
( 100

1
AccessRequests RADIUS RADIUS
AccessRetrans RADIUS RADIUS
AccessAccepts RADIUS RADIUS (

)
AccessRejects RADIUS RADIUS (

)
AccessChallenges RADIUS RADIUS (

)
AccessResponses RADIUS RADIUS
BadAuthenticators | RADIUS
RADIUS
PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS RADIUS
PacketsDropped RADIUS
( ) RADIUS
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3.9.12.2 RADIUS Account Client
RADIUS

Monitoring > Port Access Control > RADIUS Account Client

~RALDIU A

Clear

Serverindex

[Clear]

InvalidServerAddr Identifier ServerAddr

Inval idServerAddr RADIUS
Identifier RADIUS NAS
ServerIndex RADIUS
ServerAddr RADIUS IP
ServerPortNumber RADIUS ubp
RoundTripTime RADIUS
Requests RADIUS
Retransmissions RADIUS RADIUS
Responses RADIUS RADIUS
MalformedResponses | RADIUS RADIUS
BadAuthenticators RADIUS

RADIUS
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PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS
RADIUS
PacketsDropped RADIUS
( ) RADIUS
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3.9.12.3 Authenticator State
802.1X

Monitoring > Port Access Control > Authenticator State

Port 01 - Find ][ Refresh |

Total Authenticating Hosts: 0
Total Authenticated Hosts: 0
MAC Address PAE State Backend State

Port

MAC Address MAC
PAE State (PAE State)
[Initialize]
[Disconnected]
[Connecting]
[Authenticating]
[Authenticated]
[Aborting]

[Held]

[Force_Auth]
[Force_Unauth]
[N/A]

[N/A]

Backend State
[Request]
[Response]
[Success]
[Fail]
[Timeout]
[1dle]
[Initialize]
[N/A]

[N/A]

Status [Authorized] [Unauthorized] [N/A]

VID VLAN 1D
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3.9.12.4 Authenticator Statistics
PAE

Monitoring > Port Access Control > Authenticator Statistics

[ Apply ] [ Refresh ]

Total Entries: 0
MAC Address Frames RX Frames TX R Start RX LogOff

Port
MAC Address Index MAC
Frames Rx EAPOL
Frames Tx EAPOL
Rx Start EAPOL
TxReqld EAPOL /1d
RxLogOff EAPOL
Tx Req EAPOL ( /1d )
Rx Respld EAPOL /1d
RXx Resp EAPOL ( /ld
)
Rx Invalid EAPOL
Rx Error EAPOL
Last Version EAPOL
Last Source EAPOL MAC
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3.9.12.5 Authenticator Session Statistics
PAE

Monitoring > Port Access Control > Authenticator Session
Statistics

[ Apply ] [ Refresh ]

Octets RX Octets TX Frames RX Frames TX

Port
MAC Address Index MAC
Octets Rx
Octets Tx
Frames Rx
Frames Tx
ID 3 ASCI1
Authentic
Method
(1) Remote Authentic Server -
(2) Local Authentic Server -
Time (
Terminate Cause 8
@
@
©)
®
®)
6
Q)
®)
UserName PAE
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3.9.12.6 Authenticator Diagnostics

Monitoring > Port Access Control > Authenticator Diagnostics

[ Apply ][ Refresh ]

Total Entries: 0
Index MAC Address Connect Enter Connect LogOff Auth Enter Auth Success Auth Timeout Auth Fail

Port

MAC Address Index MAC

Connect Enter

Connect LogOff EAPOL

Auth Enter EAPOL /

Auth Success
( = )

Auth Timeout (
= )

Auth Fail ( = )

Auth Reauth ( = )

Auth Start EAPOL

Auth LogOff EAPOL

Authed Reauth ( = )

Authed Start EAPOL

Authed LogOff EAPOL
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Responses
(
AccessChallenges
OtherReqToSupp EAP ( )
(
EAP
NonNakRespFromSup EAP
EAP-NAK (
EAP-NAK
EAP

Bac Auth Success

Bac Auth Fail
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3.9.13 Peripheral

3.9.13.1 Device Environment

FAN
FAN (Normal) (Abnormal slow) (Stop)
Monitoring > Peripheral > Device Environment
Lay VIFO
[ Refresh ]

ltems Data

System Temperature(Celsius) 24

Fan1 Mormal

Fan 2 Mormal

Fan3 Mormal

Fan Led Error State Enable
[Refresh]
FAN

FAN3 FAN2 FAN1
@D TS S @ W= on @
@G Qﬁ% @@Qﬂm REVISION 1—jswuﬂ‘@tﬁmnu@ HUB ﬁﬁa %ﬁ%
@ 0& ® @ ;?%:%‘;%T %@ O&
ol Ny B B e = 5
System
Temperature O
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3.9.14 Temperature Notify

Monitoring > Peripheral > Temperature Notify Settings

Polling Interval (10 ~ 300)

High Temperature Notify Settings
High Temperature Motify Current Status

High Temperature Motify State
Threshold (-50~85)

Traps State

Log State

Low Temperature Notify Settings
Low Temperature Motify Current Status

Low Temperature Motify State
Threshold (-50~85)

Traps State

Log State

Polling Interval

Bo  Jsec

Normal

@ Enabled Disabled
55 lceisius)
9@ Enabled Disabled
@ Enabled Disabled

Normal

@ Enabled Disabled
[ icesius)
9@ Enabled Disabled
@ Enabled Disabled

Apply

Apply

Apply

High Temperature
Notify State

Low Temperature
Notify State

Threshold
(-50-85)

Traps State

SNMP

Log State

[Apply]
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3.9.15 Browse ARP Table
ARP ARP
IP [Find] [Show Static]
ARP ARP [Clear
All]

Monitoring > Browse ARP Table :

prowse ARF Table

mteracename[ ] Pagaress[ ] wachgaress[ ]
[ Showstatic ||  cClearan |

Total Entries: 4

Interface Name IP Address MAC Address

System 10.0.0.0 FF-FF-FF-FF-FFE-FF Local/Broadcast

System 10.90.90.82 00-03-FF-BE-2E-18 Dynamic

System 10.90.90.90 00-40-66-71-F6-B2 Local

System 10.255.255 255 FF-FF-FF-FF-FF-FF Local/Broadcast

[ 11 | 1+ (I,
[Find]
[Show Static]
[Clear All]
3.9.16 Browse VLAN
VLAN VLAN
VID(VLAN D) [Find]
Monitoring > Browse VLAN :

B VLAN

WID: 1

WLAM Name: default

WVLAN Type: Static

Advertisement: Enabled

Total Entries: 1

Note: T: Tagged Port, U: Untagged Port, F: Forbidden Port

207/226



3.9.17 IGMP Snooping
3.9.17.1 Browse IGMP Router Port

WEB GUI S

Monitoring > IGMP Snooping > Browse IGMP Router Port

v —

Note: 5:5tatic Router Port, D:Dynamic Router Port, F:Forbidden Router Port

3.9.17.2 1GMP Snooping Group
IGMP IGMP

Monitoring > IGMP Snooping > IGMP Snooping Group

VIF alele » oUp
© VLAN Name L 1]
) VID List (e.g.: 1, 4-6) 1
) PortList (e.g. 1, 3-5) |:|
Group IPv4 Address |:|

View All

Total Entries: 0
1D VLAM Name Source Group Member Port Router Port Group Type Up Time Expiry Time Filter Mode

VLAN Name VLAN
VID List VLAN
Port List
Group IP Address IP
[Find] IGMP
[View All]
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3.9.17.3 IGMP Snooping Host

1GMP
Monitoring > IGMP Snooping > IGMP Snooping Host
VIF sleln dJ Ao

© VLAN Name 1]

©) VID List C  lea:148

©) Port List [ ea13n

© Group Address [ egr2zat1n
[ viewal ]

Total Entries: 0
1D Group Port Host

VLAN Name VLAN
VID List VLAN
Port List
Group IP Address 1P
[Find] 1GMP
[View AlI]

3.9.18 MLD Snooping
3.9.18.1 Browse MLD Router Port

1Pv6
WEB GUI S
D F
VID(VLAN ID) [Find]
VLAN MLD

Monitoring > MLD Snooping > Browse MLD Router Port

v —

Note: S:Static Router Port, D:Dynamic Router Port, F-Forbidden Router Port
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3.9.18.2 MLD Snooping Group
MLD MLD IPv4  IGMP
IPv6 VLAN [Find]
VLAN

Monitoring > MLD Snooping > MLD Snooping Group

@ VLAN Name ]
) VID List (e.g.: 1, 4-6) |:|
©) PortList (e.g: 1, 3-5) 1
Group IPvG Address I:I

View All

Total Entries: 0

Source Group Member Port Router Port Group Type Up Time Expiry Time Filter Mode

VLAN Name VLAN
VID List VLAN
Port List
Group IP Address 1P
[Find] IGMP
[View All]
3.9.19 LLDP

3.9.19.1 LLDP Statistics System

Monitoring > LLDP > LLDP Statistics System

L Z \

LLDP Statistics
Last Change Time

3

Mumber of Table Insert 0

Mumber of Table Delete 0

Mumber of Table Drop 0

Mumber of Table Ageout 1]

Pot 01 -

LLDP Statistics Ports

Total TX Frames

Total Discarded RX Frames

RX Errors Frames

Total RX Frames

Total Discarded RX TLYs

Total Unrecognized RX TLVs

Total Aged out Meighbor Information

oo ocoooo

Port
[Find]
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3.9.19.2 LLDP Local Port Information

Monitoring > LLDP > LLDP Local Port Information

DF Local Fo 0 Allo
LLDP Local Port Brief Table

Port Port ID Subtype Port ID Port Description |
1 Local 1 Hitachi Metals

2 Local 1/2 Hitachi Metals ...

3 Local 1/3 Hitachi Metals ...

4 Local 14 Hitachi Metals ...

5 Local 1/5 Hitachi Metals ...

G Local /6 Hitachi Metals ...

7 Local 7 Hitachi Metals ...

g Local 118 Hitachi Metals ...

] Local /9 Hitachi Metals ...

10 Local 110 Hitachi Metals ...

11 Local 111 Hitachi Metals ... £
12 Local 112 Hitachi Metals ...

13 Local 113 Hitachi Metals ...

14 Local 114 Hitachi Metals ...

15 Local 115 Hitachi Metals ...

16 Local 116 Hitachi Metals ...

17 Local M7 Hitachi Metals ...

18 Local 118 Hitachi Metals ...

19 Local 119 Hitachi Metals ...

20 Local 120 Hitachi Metals ...

21 Local 121 Hitachi Metals ... | &
22 Local 1122 Hitachi Metals ...

23 Local 1123 Hitachi Metals ...

24 Local 1124 Hitachi Metals

25 Local 1125 Hitachi Metals ...

26 Local 1126 Hitachi Metals ...

27 Local 1027 Hitachi Metals ...

28 Local 1128 Hitachi Metals ...

29 Local 1/29 Hitachi Metals ...

30 Local 1030 Hitachi Metals ...

3 Local 131 Hitachi Metals ...

32 Local 1132 Hitachi Metals ...

33 Local 1/33 Hitachi Metals ... i

[Show Normal]
e e

LLDP Local Port Normal Table

Port 01 v [ Find | [ show Brief |
Lop omatboets
Port ID Subtype Local

PortID "

Port Description Hitachi Metals ApresialightGM152GT R1.00 Port 1

Port PVID 1

Management Address Count Show Detail

FPPVID Enfries Show Detail

VLAN Entries Show Detail

Protocol Identity Entries Count Show Detail

MAC ! PHY Configuration/Status Show Detail

Power Via MDI Show Detail

Link Aggregation Show Detail

Maximum Frame Size 12284

Port
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[Find]

[Show Brief]
[Show Detaill ]

LLDP Local Management Address Detail Table

Total Entries: 1
1.3.6.1.41.278.1.35...

Subtype
Ifindex

1Pva 10.90.90.90

3.9.19.3 LLDP Remote Port Information
Monitoring > LLDP > LLDP Remote Port Information

UF Remote Fo 0 atlo
LLDP Remote Port Brief Table
Port 01 - Find | [ show Normal

Port ID Subtype Port 1D Port Description

Total Entries: 0
Chassis ID

Entity Chassis ID Subtype

Port
[Find]

[Show Normal]

[Show Normal]
UF Remote Fo
[ <<Back |

LLDP Remote Entity Information Table

Total Entries: 0
Entity Information
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3.9.20 MBA Authentication State

MBA Monitoring > MBA Authentication State
Portlist(e.g:1,510) [ | [ Find ][ ClearbyPort |
[ viewallHosts |[  Clear AllHosts |

Total Authenticating Hosts: 0
Total Authenticated Hosts: 0
Total Hold Hosts: 0

MAC Address Aging Time / Hold Time

Port List
[Find]
[Clear By Port]
MBA [View AIl Hosts]
MBA [Clear All Hosts]

3.9.21 Web Authentication State

WEB
Monitoring > Web Authentication State
vwep Al = i J mle
Potlist(eg:1,610) [ |
Potlist(eg:1,510) [ | [¥] Authenticated [¥] Authenticating [¥] Blocked

[ View All Hosts ][ Clear All Hosts ]

Total Authenticating Hosts: 0
Total Authenticated Hosts: 0
Total Blocked Hosts: 0
MAC Address Original RX VID Aging Time / Block Time

Port List
Authenticated
Authenticating
Blocked

[Find]
[Clear By Port]
[View All Hosts]
[Clear All Hosts]
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3.9.22 Browse Session Table

Monitoring > Browse Session Table

[ Refresh ]

ID Live Time From Level Name
8 04:50:58.20 Serial Port 1 Anonymous

3.9.23 MAC Address Table
MAC MAC

Monitoring > MAC Address Table

Pot 01~
W ame | |
voust | |
MAC Address [00-00-00-00-00-00 |

[ View All Entries ][ Clear All Entries ]
Total Entries: 2

VLAN Name MAC Address
1 default 00-03-FF-BE-2E-18 1 Dynamic Add to Static MAC table
1 default 00-40-66-71-FG-B2 CPU Self
L1 |1 [IEEY)

Port MAC

VLAN Name VLAN
VID List VLAN 1D
MAC Address MAC
Find VLAN MAC

Clear Dynamic
Entries

View All Entry
Clear All Entry
[Find]

[Clear Dynamic Entries]
[View AIl Entry]

[Clear All Entry]
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3.9.24 System Log

Monitoring > System Log

\ 00
[ Cleariog |
Total Entries: 6
Index Date-Time Log Text
B 2014-01-20, 10:38:52 Successful login through Web (Username: adpro, IP: 10.90.90.82)
5 2014-01-20, 10:35:09 Port 1 link up, 1000Mbps FULL duplex
4 2014-01-20, 09:23:30 System cold start
3 2014-01-14, 16:40:16 CPU utilization enters OVERLOADING status
2 2014-01-14, 16:40:11 Port 1 link up, 1000Mbps FULL duplex
1 2014-01-14, 16:40:09 Port 1 link down
11 | 1 [
[Next] [System Log]

[Clear log]

Index

Date-Time

Log Text

3.9.25 Self-Test
Self-Test

Monitoring > Self-Test :

Self-Test Result
DRAM Test Mo error

FLASH Test Mo error
SWLSI Test Mo error
PHY Test Mo error
POE Test MIA
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3.10
[Save Configuration / Log]

3.10.1 Save Configuration/Log
GUI [ ] [Save Configuration/Log]

Save Configuration / Log
Type Configuration - config_id1 -
[ apply ]
Configuration ID
[Apply]
Log [Apply]
Save Configuration / Log
Type Log - config_id 1
[ Apply |
All [Apply]

Save Configuration / Log
Type All - config_id 1

Apply
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3.11
3.11.1 Configuration File Upload & Download

GUI [ ] [Configuration
File Upload & Download] :

ontmguration Flle Upload & Download

SewverIP: | | @ 1Pva
| | © 1Pv
Interface Name : | |
File : | |
Configuration 1D :  1({Boot Up) + [ Increment
[ Download ][ Upload ]
MNote: The Increment option use only for Download Configuration.
[1Pv4] [1Pv6] IP
[Download] [Upload]
3.11.2 Upload Log File
[1Pv4] [1Pv6] P
[Upload]
GUI [ ] [Upload Log
File] -
Upload Cog File
SenverlP: | | @ 1Pva
| | @ 1pve
Interface Mame : | |
File : | |
[ upload
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3.11.3 Reset

GUI [ ] [Reset System]

@ Reset Swith will flush the active "running” configuration except for IP address, log, user account and banners. Mo reboot or configuration written to flash.

) Reset Config Switch will flush the active “running” configuration. Mo reboot or configuration written to flash.

) Reset System The active configuration file in the file system will be over-written to factory default configuration and reboot system.

Apply

Reset 1P

Reset Config IP

Reset Config

Reset System

0 reset system (1D1/1D2 )

3.11.4 Ping Test

GUI [ ] [Ping Test]

[y r——
IPv4 Ping Test:

Enter the IP address of the device or station you want to ping, then click Start.

Target IP Address: 0.0.0.0
Repeat Pinging for: @ Infinite times

O[] (1255 times)

IPv6 Ping Test:

Enter the IP address of the device or station you want to ping, then click Start.

Target IP Address: [

Interface Mame: |:|

Repeat Pinging for: @ Infinite imes
o[ Ju-2sstimes)
size: (1-8000)
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[infinite times]
1 255

Ping [infinite times]
[Start] Ping

Target IP ping 1P
Address
Interface Name IPv6
Repeat Pinging ping 1 255
for
Size 1Pv6 1 6000 100
Timeout 1Pv4 ping 1
99 1Pv6 ping
1 10
IP ping
C )
[Start] Ping
3.11.5 Download Firmware
2
ID 1 2
ID
ID 1
GUI [ ] [Download
Firmware] :
SenverlP: | | @ 1pva
| | ©1pve
Interface Name : | |
File : | |
Image ID: 1({Boot Up) A
[ Download
[1Pv4] [1Pv6] TFTP P
TFTP / ID 1(
) 2 [Download]
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3.11.6 Reboot System

Do you want to save the settings ? @ Yes () No Reboot

If you do not save the settings, all changes made in this session will be lost

[Yes] NV-RAM
[No]

[Reboot]
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€)) RS-232C
) source

Target
®3) VLAN ( )
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5.1 LED
AC
PWR  LED
(RI-45)
LINK/ACT  LED NIC
MDI-X
SFP
CONSOLE  LED
FAN LED FAN
5.2
9600bps 1 8
Login 1 RS ER ON
CONSOLE RS-232C
CONSOLE
POWER  LED
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5.3 HTTP

IP
ENABLE
HTTP ENABLE
HTTP
5.4
VLAN
ENABLE
100
100
5.5 VLAN
VID VID VLAN
VID
5.6 SFP
SFP SFP
SFP
SFP
SFP
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5.7
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No.

LAN

IEEE802.
IEEE802.
IEEE802.
IEEE802.
IEEE802.

3 10BASE-T

3u  100BASE-TX

3u  Auto-Negotiation
3z 1000BASE-X

3ab 1000BASE-T

ITU-T

V.24/V.28

RFC1157

RFC1901

RFC1905

RFC1908

RFC2570

RFC2575

Simple Network Management Protocol (SNMP)
Introduction to Community-based SNMPv2

Protocol Operations for Version 2 of the Simple
Network Management Protocol

Coexistence between Version 1 and Version 2 of the
Internet-standard Network Management Framework
Introduction to Version 3 of the Internet-standard
Network Management Framework

View-based Access Control Model (VACM) for the
Simple Network Management Protocol (SNMP)

RFC1213
RFC1493
RFC2819
RFC2021
RFC2233

Internet MIB
Bridge MIB
RMON MIB 4
RMON2 MIB Probe config
itMIB
MIB

RFC793
RFC768
RFC1350
RFC783
RFC791
RFC792
RFC826
RFC854
RFC1769
RFC3164

TCP(Transmission Control Protocol)
UDP(User Datagram Protocol)

THE TFTP PROTOCOL (REVISION 2)

TFTP Client

IP(Internet Protocol)

ICMP(Internet Control Message Protocol)
ARP(Address Resolution Protocol)
TELNET

SNTP(Simple Network Time Protocol)
SYSLOG

RFC951/RFC1541 BootP/DHCP Client

IGMP snooping

RFC1112
RFC2236
RFC3376

IGMPv1 (shooping only)
IGMPv2 (shooping only)
IGMPv3 (awareness only)

RFC2865
RFC1492

RADIUS (client only)
TACACS+ Authentication For the Management Access

RFC2138/RFC2139 RADIUS Auth. For Management Access
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No.

RFC2866
RFC4250
RFC4251
RFC4252
RFC4253
RFC4254
RFC4255

RFC4256

RADIUS Accounting

The Secure Shell(SSH) Protocol Assigned Numbers
The Secure Shell(SSH) Protocol Architecture

The Secure Shell(SSH) Authentication Protocol
The Secure Shell(SSH) Transport Layer Protocol

The Secure Shell(SSH) Connection Protocol

Using DNS to Securely Publish Secure Shel I (SSH) Key
Fingerprints

Generic Message Exchange Authentication for the
Secure Shell Protocol (SSH)

VCCI Class A

IEEE802.
IEEE802.

IEEE802.
IEEE802.
IEEE802.
IEEE802.
IEEE802.
IEEE802.

3ad
10 tag group VLAN,QoS(IEEE802.1Q priority
mapping/queuing)

1D STP

W RSTP

1S MSTP

3X

1AB LLDP

3az Energy Efficient Ethernet
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