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W APLGM220GTSS Device Information
[ @ System
@ f@ Management Device Type APLGM220GTSS Gigabit Ethernet L2 MAC Address FC-6D-D1-06-CE-7TD
# [@iL2 Features System Name Switch IP Address 10.213.119.200
@ @ L3 Features System Location Mask 255.255.255.0
# @@ Qos System Contact Gateway 0.00.0
® @ ACL Boot PROM Version Build 1.00.00 System Time 30/06/2021 11:34:29
@ Security Firmware Version Build 2.00.00 Serial Number 306142200001
B [ DDM Hardware Version A
[# @ Monitoring
E @ Green Utilization
[ @ Alarm
e |
Total(KB) ﬁﬁﬁ 3 Free(KB)
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NVRAM 0 0 0
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CPU Utilization(%): g9 8 7 84 6
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Device Informaton

Device Information
Device Type APLGM220GTSS Gigabit Ethernet L2... MAC Address FC-8D-D1-08-CE-7D
System Name Switch |P Address 10.213.119.200
System Location Mask 2552552550
System Contact Gateway 0.0.0.0
Boot PROM Version Build 1.00.00 System Time 30/06/2021 11:34:29
Firmware Version Build 2.00.00 Serial Number 306142200001
Hardware Version A
Utilization
Total(KB) Used(KB) Free(KB)
DRAM: 524288 121320 402968
FLASH: 125937 97745 28192
NVRAM: 0 0 0
5 Second 1 Minute 5 Minute Maximum Minimum
CPU Utilization(%): 9 8 T 84 6
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AETOBEORBIL, A RA=2—0Y ) —ERIHE> TRE L TWET,
YA RA=Za2—DK A ==2— (System, Management, L2 Features - + ) TENHHKIINLTEBY, XA
=2 —OERBICH > TEHICY 7 A =2 —ORBNT#H S TWET,

HBEE O TIE, BEICBITT 27200 A RA=a2—0F s —2a URFHIDRSNTWNET,
7= & 21X, QoS > Advanced Settings > Policy Map &t WHFEF—T a VOBAIE, A RA=a2—
D QoS A==a—% L THEREND Advanced Settings V7 A== —%2 I LB LT, FRIN
72 Policy Map W 7 A== —% 27 Vv 735 &, 4T HEEICBITLET,

“eoiyWlapp—

Create/Delete Policy Map

Policy Map Name |32 chars ‘ Apply
Traffic Policy
Policy Map Name |32 chars | Class Map Name ‘32 chars | Apply
Total Entries: 2
Porcy
1N [ 1 | Go

Class Rules

Goss op e I

FHEITIZ, R ESNTCHEE OB EHD LR OMAGTEH S TOET,

REHEHAPWS OO 7 v a r TRULBNTWAGA, REOKBIIE Y v a VHELTIThbivET,
LR OB EBEOETIE Apply R U8 2 EATICEHR RIS TWET N, FNENO Apply R 2 3%t
b8 ar OREDOHREEINET,

FoRINTZHEIZIL, BIEORKEHFRORELZRRTHT T ANEENIHGERHVET, 77—
JZIFRRTEDITHOYTA ZINRRD LN TEY, ThEB ooy N = FET 2561385
NR=VIWIZEE=NVET, ZOHE., T—TNVETFICHLIR—=VFEERF 27V v 7T 50, £721%
THEAPMRY 7 AIR—=VFEEZATLT Go R %27 ) v 358, HELEA—=VICBEILET,
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3 System

System A == —TlX, VAT LAEHICBEDLEROFRC, HELFLELITHOZEnTEET, £,
WHR— D) I HER EOREEITHI ZENTEET,

System D FIH AV T A= —D—EXZLUTORITELET,

HE | A=a—4 B

3.1 System Information Settings VAT LMMERORE
3.2 Peripheral Settings BREIR T BT AR E
3.3 Port Configuration WERAR— b ORRE
3.4 System Log VAT LT DETE

3.5 Time and SNTP AR DRE

3.1 System Information Settings

System Information Settings i TlX, HEEDO I AT LEREZFELET,
AKIE[ [ ZF~d HI21E, System > System Information Settings #7 UV v 7 L ¥4,

System Information Settings

System Name [Switch |

System Location l255 chars |

System Contact |255 chars |

AT DA H H Ot 2 LU FIR LET,

RIA—F— A

System Name RO AT DM EANTTLET,

System Location EEDO AT LAl —va B AN LET,
System Contact EE KL E AT LET,

REZXZTWHTHICIE, Apply RE Z2 27U v 7 LET,
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3.2 Peripheral Settings

Peripheral Settings M CTid, EEEED L X VMED EfRE FIREZHREL 7,
N TSR e N R el = System > Peripheral Settings 7 VU v 27 LFEJ,

Environment Temperature Threshold Settings

High Threshold (-50-85) 70 |0 Default

Low Threshold (-50-85) o |0 Default Apply

A DA H OFH 2 DL ISR LET,

INFGRA—HF— B

High Threshold LR E R ED FIR L & VMEZ-50~85 (C) O#iFATANLET,
77%»#@%@%?5 %, Default #F = v 7 LET,

Low Threshold LR E R ED IR L & VMEZ-50~85 (C) O#iFATANLET,
F 7 4+ )V MEEFEHT AHI121E, Default #F = v 7 LET,

REZTHWHTHICIE, Apply RE Z2 27U v 7 LET,
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3.3 Port Configuration

Port Configuration %7 A == —TiL, WHKR— FOREZITHI Z N TEXET,

Port Configuration ® FiZH AV T A =2 —D—

FTa Ll TORIORLET,

HE A=a—4

B

.3.1 | Port Settings WELR— N OMELER E
.3.2 | Port Status A— kOIRHER R
.3.3 | Port GBIC AR — kDT A AFRFT

.3.4 | Port Auto Negotiation A— hpIT—3 g VOFRER

.3.5 | Error Disable Settings R— b7 —HEME IREE D E

W[ W | W ]| W | w|w

.3.6 | Jumbo Frame xR T L —LDHE

3.3.1 Port Settings

Port Settings & Tl BOYIR— NOREXITWVET,
K 2 FK AT 5, System > Port Configuration > Port Settings #7 UV v 7 L¥7,

~
Default port-shutdown Settings
State
Port Settings
From Port To Port State MDIX Auto Downgrade Flow Control
[Port1/0/1  [v] [Port1/0/1  [v] [Enabled [v] [Auto [v] [Disabled [v] [Off [~]
Duplex Speed Capability Adverlised Description
[Auto [v] [Auto [~][C710m [ 100M []1000M 64 chars [ aopy |
Link Status State Description
“sond | rocave oowmyrace
Port1/0/1 Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/02 Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/3 Up Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Forti/fo/4 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/5 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-zpeed Disabled
Port1/0/6 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/7 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-zpeed Disabled
Port1/0/8 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/9 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/10 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled

Default port shutdown Settings Tld, SXEDMMILEZEM Lz & IR — FNEHETLIT 741
b7 — FPHZERERE DR EZITVE T, %‘IEE@JE%%U\T R LET,

NI A—F— P

77 4V b AR — FEAZEMEEEDIRRE (Enabled / Disabled) #i%IRL £

9, AEREITEE OFEMH TIEEH Li’ih CLI ~==7 /LT default
port-shutdown =~ > ROEMEEZ RO £, THEHALTEI W,

State
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3 System | 3.3 Port Configuration

Port Settings TIIH AR — FORELZITWVWET, FEHEHOMAZLUFITRLET,

INFGA—F—

B

From Port / To Port

N— FEIIAR— FOFPHZ IR L £ 7,

State

YR — N DYREE (Enabled / Disabled) #3iEIRL £,

MDIX

MDI/MDIX D% E (Auto / Normal / Cross) Z IR L £,

Auto Downgrade

HEh & 7 7 L— RESREDIRAE (Enabled / Disabled) ZJ®iR L £,

Flow Control

7 v —filiElodREE (On / Off) ZIRL £,

Duplex A—=Tr"DF 271 v A (Auto / Half / Full) #&EIRL £,
Speed ARN— N OBMERE 23R L F 9,

Auto DIGH, A— b A =—TarEHEHLET,

Auto ZfEHETICAR— N OBIEHE Z 1000 [EHEICT HEEIE.
Master F7-1% Slave PN THIMERNH Y 3, Tz, kAT 31 A
T, b9 —FHDE— REEELET,

Capability Advertised

Speed 7% Auto IZHTEINTWAELE, A—hxrIFvx2—v g3 TT R
NWNHEARXTHR— NOEBWERELS T =7 LET,

Description

Fzv IRy I AT =y 7 L, T dR— OB %E 64 CTF-LIN
TANLET,

RELZEATHICIE, Apply RE 227U v 7 LET,

3.3.2 Port Status

Port Status [ Cix

BEOMHR—FDAT—HZ AL RECTHRTEET,

AR 2 FnT DI i Wﬁm>Pwt%ﬁwuﬂmn>%HSMWS%7J/7Li?

'O [ATUS

Port Status

Port1/0/1 Connected

Port1/0/2 Not-Connected
Port1/0/3 Mot-Connected
Port1/0/4 Not-Connected
Port1/0/5 Not-Connected
Port1/0/6 Not-Connected
Port1/0/7 Not-Connected
Port1/0/8 Not-Connected
Port1/0/9 Not-Connected
Port1/0/10 Not-Connected
Port1/0/11 Not-Connected
Port1/0/12 Not-Connected
Port1/0/13 Mot-Connected
Port1/0/14 Not-Connected
Fort1/0/15 Not-Connected
Port1/0/16 Mot-Connected
Port1/0/17 Not-Connected
Port1/0/18 Not-Connected
Port1/0/19 Mot-Connected
Port1/0/20 Not-Connected

Flow Control Operator
MAC Address
B

00-40-66-55-68-21 1 Off Auto-Full Auto-1000M 1000BASE-T
00-40-66-55-68-22 1 Off Off 1000BASE-T
00-40-66-55-68-23 1 off off Auto Auto 1000BASE-T
00-40-66-55-68-24 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-25 1 off off Auto Auto 1000BASE-T
00-40-66-55-68-26 1 off off Auto Auto 1000BASE-T
00-40-66-55-68-27 1 off Off Auto Auto 1000BASE-T
00-40-66-55-68-28 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-29 1 off Off Auto Auto 1000BASE-T
00-40-66-55-68-2A 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-63-2B 1 Off Ooff Auto Auto 1000BASE-T
00-40-66-55-68-2C 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-2D 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-2E 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-2F 1 0Off Ooff Auto Auto 1000BASE-T
00-40-66-55-68-30 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-31 1 off Off Auto Auto 1000BASE-X
00-40-66-55-68-32 1 Off Off Auto Auto 1000BASE-X
00-40-66-55-68-33 1 Off Off Auto Auto 1000BASE-X
00-40-66-55-68-34 1 Off Off Auto Auto 1000BASE-X
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3.3.3 Port GBIC

Port GBIC [iffi CTid, J&E D SFP AN— F TRIHSN/ETY 2 — LV OFREZHER TE £
K 2~ 9 5HI21%. System > Port Configuration > Port GBICZ 27 VU v 7 L£7,

= 0

B TEE TRE BB TRE TEE TEE THRE THE THE T g

S S =] =] =] =] =] =] -] S Y

H H HEHHEHHEHBEHBEHBEHB -

= = = = = = = = = =

= =] =] =] =] =] =] =] =] =] m

‘-G-“ ] =] = & & = o (5] = = OO
' ' ' ' i i i i i i

>

3.3.4 Port Auto Negotiation

Port Auto Negotiation M T, A — hRrIT v T— 3 MEFROFEMEZMERTE ET,
AN % Fs 9 DI, System > Port Configuration > Port Auto Negotiation #7 U v 27 LE 7,

F'O 0 Negotiation
Port Auto Negotiation
Mote: AN: Auto Megotiation; RS: Remote Signaling; CS: Config Status; CB: Capability Bits;CAB: Capbility Advertised Bits;
CRE: Capbility Received Bits; RFA: Remote Fault Advertised; RFR: Remote Fault Received
Ilﬂl“lﬂlllllﬂlllllllllllllllllIIIIIIIIIIIIIIIIEIII
Port1/0/1 Enabled Detected Complete 10M_Half, . 10M_Half, ... 10M_Half, . Disabled NoErmor
Port1/0/2 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoErmor
Port1/0/3 Enabled Detected Complete 10M_Half, ... 10M_Half, ... 10M_Half, ... Disabled NoErmor
Port1/0/4 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, .. - Disabled NoErmor
Port1/0/5 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoErmor
Port1/0/6 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, .. - Disabled NoEror
Port1/0/7 Enabled Not Detected Configuring 10M_Half, ... 100 _Half, ... - Disabled NoEror
Port1/0/8 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, .. - Disabled NoEror
Port1/0/9 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoErmor
Port1/0/10 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, .. - Disabled NoErmor
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3.3.5 Error Disable Settings

Error Disable Settings i Ci. HEEDOHEEEIZ L VR — FNAZEEIN=84E (Error Disabled &
) o, BEVEIEKEDOE R, L), BLOKR— MR EIHT 2 TORMEZRTE L £,
K A 21 5121%, System > Port Configuration > Error Disable Settings #7 U v 7 L%,

Error Disable Recovery Settings

ErDisable Cause | All [v] State | Disabled [v] Interval (586400)  |sec
Eroecas Y T~ Y

Port Security Disabled 300

Storm Control Dicabled 200

Loop Detection Disabled 300

Interfaces that will be recovered at the next timeout:

s T crvecoe T e

A DA H OFH 2 LT IOR LET,

NI RA—H— A

ErrDisable Cause Error Disabled DJFIK & 72 - 7-¥HE (A1l / Port Security / Storm
Control / Loop Detect) Zi®iR L F-1,

State H {8 IHFEREDIRAE (Enabled / Disabled) #3®iRL £,

Interval Error Disabled T — hPAZEIKAE) D HEMEIHT % £ TORFH]%Z 5~
86400 (7)) OHPATATILET,

BHELFWEHT AT, Apply R¥ %2270 w7 LET,

3.3.6 Jumbo Frame

Jumbo Frame H[f CTiL, ¥ R 7L —LbDV A XEHRELET,
AW & FRrT HI21E. System > Port Configuration > Jumbo Frame 27 U w7 L £,

Jumbo Frame
From Port To Port Maximum Receive Frame Size (64-9216)
[Port1i0/1 [v] [Port1/0 [v] [1536 | bytes
e T e s s L
Port1/0/1 1536
Port1/0/2 1536
Port1/0/3 1536
Port1/0/4 1536
Port1/0/5 1526
Port1/0/6 1536
Port1/0/7 1536
Port1/0/8 1536
Port1/0/9 1536
Port1/0/10 1526
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AKEHOKHHOFHAEZ L TIORLET,

NI RA—F — FiLEA

From Port / To Port AR— FFEFIIAR— FOFPHZ IR L ET,

Maximum Receive Frame BRAZ T L —LH A X% 64~9216 (XA ) OFBETASTILET,
Size

REZWEHAT A0, Apply RZ %27 w7 LET,

19/250



3 System | 3.4 System Log

3.4 System Log

System Log V7 A =2 —Tld, MR — FOREEZITHI Z EMTEET,
System Log D FIZH DV T A =a—D—EE2UTOERIIRLET,

BE | A=a—4 =

3.4.1 | System Log Settings WIRR— N OYHEERE

3.4.2 | System Log Discriminator Settings AN— FOIREEFR R

3.4.3 | System Log Server Settings YR — F DT A AFRFR

3.4.4 | System Log F— h I m— g L OIEFRFTR
3.4.5 | System Attack Log R— h =7 — B E)E IFEEE DR E

3.4.1 System Log Settings

System Log Settings [ CTlX, v AT L0V OFEMZRE L E T,
AW & FRrT HI21E, System > System Log > System Log Settings Z#7 U v 7 L £,

Log State

Log State Enabled [¥]
Source Interface Settings

Source Interface State Disabled [v]

VAN SR B S—
Buffer Log Settings

Buffer Log State Enabled (v

Severity 6(Informational) [v|

Discriminator Name
Console Log Settings

Console Log State Disabled (]

Severity 4(Warnings) [¥]

Discimiator Name

Log State Tld, VAT ALn 7 a#HNT HEDORTEEITWVET, FHEAEOMHAZLL IR LET,

NI RA—HF— LA

Log State VAT Aa T HIIEEREDIREE (Enabled / Disabled) Z 4R L F 9,
Disabled DI, VAT LB T DL~LIZE LT, §_XTDA vE—
UM INERE A,

REZWHT DL, Apply RE %27 U v 7 LET,
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Source Interface Settings Tid, AT A1 7% Syslog CTH—R_—|TEETIHHEDEEAL X —
72— AIOWCHRELET, AEETIIFEHLEFA, FHEEOHBHAZLL IR LET,

NI A—F— BTG

Source Interface State | f v X —7 = —ADIFEDAHHE (Enabled / Disabled) Z3&IK L £,
Type AB—T 2 —ADHK A T hFIRNLET, VLAN DA HARETT,
VID VLAN 1D % 1~4094 O#iPHTAS LE T,

REXWHT 51T, Apply RZ %227 U v 7 LET,

Buffer Log Settings Tid.
HORBHZLL IR LET,

TENT OO 7Ok (Ny 7 7—a X 7) IZOWVWTHELET, £H

INT A —F—

B

Buffer Log State

Ny 7y —naF Ok (Enabled / Disabled / Default) # iR
LE9, Default Z IR LIZHE, Ny 77— X ZOEHELT 7 +
VMR Y £77,

Severity

EENEICFLERT 22 7O L ~UL (Severity) #fEE LT, FHELZ L
~ULLL D Sevirity IZ3%YS 4450 VNS E T,

Discriminator Name

Ny 77 —aX 7 ORY 55317 TCHEHT 5 Discriminator % 15 CFLA
WTAJILEJ, Dicsriminator %, System > System Log > System
Log Discriminator Settings T&ER L7 a7 v AV EZFREL £7,

Write Delay

0 X GALRIEE A 0~65535 (Fb) O&BFETANLET,
X GATRIERKEE A 02T A 121, Infinite #F = v LET,

REZWHT HI20%, Apply "X %27 U v LET,

Console Log Settings TIZ.

aVvY—)iR— M T s (ary—rnad) [ZOWTHRELE

. FEAOBMAEZLL ISR LET,

NI RA—H —

A

Console Log State

oY —ba 7 O4REE (Enabled / Disabled) Zi&ER L F9,

Severity

ayYy—luaZ CHATAHEIe DL~ (Severity) #FEELET, 8
E LT L-ULLLED Severity IS T u /RN sivEd,

Discriminator Name

arY—nuaZOHIIORY 450 TEMT % Discriminator & 15 CF
LAINTAJILEF, Dicsriminator /X, System > System Log > System
Log Discriminator Settings CH¥&k L7707 v A L EHEELET,

REZWHT HI20E, Apply "X %27 U v LET,

3.4.2 System Log

Discriminator Settings

System Log Discriminator Settings [ ClX, HEENED NNy 7 7 —IlitgkTHrr/Lar Y —)Ln
7. Syslog $—~—ITMHT B0 T &RV 3T BT 4 VBV 7T 0T 7 AL (Discriminator) ik
FL¥T, Discriminator ZHT 2 2 LT, M+ 5027 % Severity _—2 L LHIMN< IEET S
ZEMTEET,
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AN % FR T HI21E. System > System Log > System Log Discriminator Settings #7 U v 27 L
7,

stem Log Discriminator Settings

Discriminator Log Settings
Discriminator Name
Action Drops
[]sys []FORT []sTP [JLAC
[]FDB [JLLDP [JACL []Qos
[]PORTSEC []DHCP []DHCFV6 []STORM_CT...
]SSH jcLi [] SNMP ] ALARM
] AAA [] DEVICE ] RADIUS []DOTIX
[ JMAC []CFG [] FIRMWARE
Severity Drops
["] 0(Emergencies) [] 1iAlerts) [] 2(Critical) [] 3(Emors)
[] 4(Warnings) [] 5(Motifications} [] 6linformational) [] 7{Debugging)
e e e e [ e
[_oelete |
KB O HEE OFHZ L TISR LET,
NI A—F— LB
Discriminator Name Discriminator 4 % 15 SUF-LANTATI L E T,
Action Fxv 7Ry 7 ATHEZEIR L, f57E LRI T 2847 v =
> (Drops / Includes) #EIR L £,
Severity Fryv IRy 7 ATRZD Sevirity ZER L, $5E L7z Sevirity (Z%f
T 58EEA 7L 2 (Drops / Includes) %3#EIRL F,

REAEMT AI2IE, Apply RZ %27 Y v 7 LET,
Gk L7z Discriminator ZHIBRT 5121, Delete ™" ¥ &7 U v 7 LET,

3.4.3 System Log Server Settings

System Log Server Settings [Hi[Ei TliL, Y AT L1 7 #ikET 5 Syslog VP —_"—Z &G L F T,
A & FKon T HICIE. System > System Log > System Log Server Settings #7 U w7 L £,

stem Log Server Settings

Log Server

@) Host IPv4 Address [ - ] () Host IPv6 Address 2013:1

UDP Port (514,1024-65535) Severity 4(\Warnings)

Facility 23 Discriminator Name

T

Total Entries: 1

wrran |

172311311 Warnings Name
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AT OALEH O 2 LU IR LET,

INTGA—F—

B

Host IPv4 Address

Syslog —/"—D IPv4 7 RL2&Z AT LET,

Host IPv6 Address

Syslog —/"—D IPv6 7 RL2&Z AT LET,

UDP Port Syslog #r—/3—@ UDP A"— b & 5%, 514 £7c1F 1024~65535 DHipH T
ATTLET,

Severity Syslog —X—lcH 1T 527D L~ (Sevirity) ZHELET,
FBE LT UL ED Severity IZi%S T Hou 7 nHianEd,

Facility Syslog H—"R—IZH T 277> T 4 —DFF (0~23) ZERLE

—a—o
K77 )T 4 —DFFIE. BEOT7 7 VT 4 —IZBEEMIT BT
F9, UFTOREZBLTIIEEN,

%% | Name %5 | Name %% | Name

1 user 9 clockl 17 locall
2 mail 10 auth2 18 local2
3 daemon 11 ftp 19 local3
4 authl 12 ntp 20 local4
5 Syslog 13 logaudit 21 localb
6 lpr 14 logalert 22 local6
7 news 15 clock2 23 local?
8 uucp 16 local0

Discriminator Name

Syslog = X—~DOHSTOIE VY 4317 TFEH 95 Discriminator & 15 XL
FTUWNTANLZE T, Dicsriminator I%. System > System Log >
System Log Discriminator Settings TR IN/T=T7 4NV HX V7m0
77 ANTT,

REZXZTEWHATHICIE, Apply REZ2 27U v 7 LET,
ek LT Syslog — "—ZHIBRT HIZ1E, Delete RHZ %7 U w7 LET,
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3.4.4 System Log

System Log W[ ClX, AT a7 %MERBLIOZ VT LET,
RE[H 2 TR T AL, System > System Log > System Log #7 VU v 7 LE,

System Log

System Log

Clear Log

Total Entries: 44

2021-01-26 14:41:28 INFO(8) Unit 1 Port 20 H-SR-_.

2021-01-26 14:40:34 WARN(4) Login failed through...

2021-01-26 14:40:16 WARN(4) Port1/0/1 link up, 1...

[s] [ KmEIE] EE e

FBRENTWBEY AT LT 27 )T+ 5841%, Clear Log hZ %7V w7 LET,

3.4.5 System Attack Log

System Attack Log MiHi Cld, 7 ¥ v 7 u MR IOZ7 VT LET,
ANHEHEZF~T DL, System > System Log > System Attack Log #7 Vv 7 LET,

stem Attack Log

System Attack Log

Clear Attack Log

Total Entries: 0

RRINTWABTHE a7 wr7 ) 735121, Clear Attack Log R¥ %7 U v LET,
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3.5 Time and SNTP

Time and SNTP # 7 A = =2 —TlE, EED VAT ARGFMICEHTOIREEZITOI ZENTEET, VAT A
BEMIL. BUEORA 2 FEy CHRIET HMIC, FEEL7- SNTP H—/3—71n5 SNTP 7 T4 7 > MEREA
AL TRLAEHREZRGE T LT ET,

Time and SNTP D FIZH A Y T A =a—DO—EX L TORIIRTLET,

BHE | A==a—4 B

3.5.1 | Clock Settings VAT AEM OFEERE

3.5.2 | Time Zone Settings BA LS —v b~ —2 A LOFRE
3.5.3 | SNTP Settings SNTP H—/N— D% IE

3.5.1 Clock Settings

Clock Settings M Tid, HEEORHIEHRZ FECHELET,
ARE[E 2R R T AL, System > Time and SNTP > Clock Settings #27 V v 27 LE4,

Clock Settings

Time (HH:MM:SS)
Date (DD / MM / YYYY)
rET—
AWM OEEE O E L TITRLET,
NI RA—F— .
Time BEOREZ 2 FEf (HH) | 43 M) | &> (SS) TASBLET,
5]+ 18:30:30
Date BfEOFEHBZH (OD) . A M) | 4 (YYWY) TASHLET,
i : 31/12/2021

REZXZWAT 520X, Apply R¥ %227 ) v 7 LET,

3.5.2 Time Zone Settings

Time Zone Settings WA CTIXZ A LY —L ¢V ~—X A LEHRELET,

AL —0F, T 74 RTH:00 (HARERER) AfREShTVWET,

Y~v—2 A LOFRET, FrEHOREBEOKE R THRET 5 Recurring £— &, KrE A DFRED A
THRET D Date T— RO 2 FFEN HEIRTX F97,

W, BRENTHERT G813, 24 LY = b ~v—F A LORELEETIHLETHY FHA,
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ANHEHEZF T HIZIE. System > Time and SNTP > Time Zone Settings #7 V v 7 LFET,

18 Setting

Summer Time Siate

Time Zone

Recurring Setting

From: Week of the Month
From: Day of the Week
From: Month

From: Time (HH:MM)
To: Week of the Month
To: Day of the Week

To: Month

To: Time (HH:MM)

Offset

Date Setting

From: Date of the Month
From: Month

From: Year

From: Time (HH:MM)
To: Date of the Month
To: Month

To: Year

To: Time (HH:MM)

Offset

Disabled [v]
+ ﬂ 9 ﬂ 0 ﬂ
Sun ﬂ
Jan v
]

Last ﬂ
Jan [v]
]

o]
pr M
Jan ﬂ
o0 v][o[v]

01 [v]
0

Po ]

Hifig LETHA DY = b —F A LOREEXITVET, BHEAOHHEZLUTITRLET,

INTGA—F—

B

Summer Time State

Y~ —H A4 LADORTEZ% (Disabled / Recurring Setting / Date
Setting) THEL E7,

Time Zone

e AU (UTC) L ORFEARE L E T,

H~—% A LT Recurring Setting Z IR L7=HAE D, KX EHEHOMMAZLLTIZRLET, —HD
X ET H X Date Setting ZiRIR L7-A & @ TT,

INTGA—F—

B

From: Week of the Month

Yo — s A DEBIET D H OB ER L ET,

From: Day of the Week

P~ — 5 A 2R BT RRE IR L E T,

From: Month Y~—F A LEHGETDHHEZRIRLET,
From: Time Y~ —H A LEGT DL 2RI L £7,

To: Week of the Month

P — s A DERT T B H OB ERLET,

To: Day of the Week

Y~ — S A DT T HMAZRIRUET,

To: Month

P — S A DERTTHALRRLET,

To: Time Y~—H A LB T T HREZNZRIRL £7,
Offset F 7%y bDOSEAE (30 / 60 / 90 / 120) 2 HIEIRL £9°,
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Y~ —% A 5T Date Setting ZEINL7ZHED., KHXRTE OFHZL IR LET, 22Tl
Recurring Setting & B EHEHA IFA X F T,

NRIA—F— A

From: Date of the Month | ~—% 1 AZBsET HH O BfTZRINL 77,

From: Year Y~—5 A LEBGET HHEEANTILET,

To: Date of the Month Y~—F A LEETTHADOAMNZRINL £,

To: Year Y~—F A LTI LHELANTTLET,

REZTEHATHICIE, Apply RE Z2 27U w7 LET,

3.5.3 SNTP Settings

SNTP Settings [ CTlx, SNTP 27 T A 7 > MEREDFRTEITV ., SNTP Hr—_—Z Bk L 9, HEED
VAT LA, FEITIEZ < SNTP H— " — L ORI CRET A AR L E9,
AN &2 Fon T HI2iE. System > Time and SNTP > SNTP Settings #7 U v 7 L £,

T ———

SNTP Global Settings

Current Time Source System Clock

SNTP State Disabled ﬂ

Pol el (30-59999)
SNTP Server Setting

(@) IPv4 Address l:l () 1Pv6 Address 013::1

Total Entries: 1

172.31.131.1

SNTP Global Settings TIZ SNTP 7 74 7 v MERROREZITWE T, FHHEOHPZLL IR LET,
NI RA—H— LA

SNTP State SNTP 7 A 7 MEBEDIREE (Enabled / Disabled) Z3#IRL £,
Poll Interval SNTP H—/3— L D RIIFEIEZ 30~99999 (B)) O#PHCTAII L ET,
REZWHT HI21E, Apply RE %27 U v 7 LET,

SNTP Server Settings Tl SNTP r— _R— D& GkAZITWE T, FHEHE OMHAZ L TIORLET,

NTGRA—H— FLEA
IPv4 Address SNTP H— "—®D IPvd 7 KL ZZ A LET,
IPv6 Address SNTP #—/ "—D IPv6 7 KL ZAZ AT LE T,

SNTP H— R —Z BT 51Ci%, dddRZ %227 Vw7 LET,
SNTP H— R—ZHIRT 521X, Delete R¥ %27 U v 7 LET,
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4 Management

Management A == —Ci¥, FEHEHICEHDL D FEROE L, HELTLAITI ZENTEET,
Management O FIZHHY T A =a—D—EEUTORIIRLET,

HE | A=a—4 =

4.1 Command Logging avr RaX o JEREEDORE

4.2 User Accounts Settings =W =TI NOEE

4.3 User Accounts Encryption I —F =T Hh U O SLORRE

4.4 Login Method CLI a7 A v HIEDRE

4.5 SNMP SNMP DE% E

4.6 RMON RMON 0% &

4.7 Telnet/Web Telnet ¥%fcd L OVWEB UI OFE

4.8 Session Timeout A CLI BEXOVWEB UL & v a UHEE O E
4.9 CPU Protection CPU PRi&HERE DRR E

4.10 IP Source Interface FTP/TFTP DiEEA v X — 7 = — ADFKIE
4.11 | File System HEDT 7 A VARRE

4.1 Command Logging

Command Logging W& CiL., I~ NuX o JHiELZHRTELET,

awrRaXo i, avr RIA v A VA —T 2 —ATEITINZTRTCOa~vy Ne o 725t
TAHERETT, fisShicn 7k, a~ U REAN Lca—VF—IZET51FHE L blT, VAT LR
TIRESNET,

ANHEHE Z F~T HIZ1E. Management > Command Logging #7 VJ v 27 LE 3,

Command Logging Settings

Command Logging State (@) Enabled (") Disabled

AR DO E OF 2 LU IR LE,

RIA—F— A

Command Logging State a~vr RaX o JHEEDIREE (Enabled / Disabled) %R L £,
RELXEMT DT, Apply R¥ &7 U v 7 LET,
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4.2 User Accounts Settings

User Accounts Settings [ CTlx. =2 —YV—=T b N2{ER/ EFHLET, £l 777477
=P =T AT DTy a rOERERTF LT, Web UL OF 7 & A2 —H —DHER L~ L% —
MINCET T b TEET, HRBL-LVE BT 57291213, FAilZ Management > Login Method O
W25, BATT DHER LUk D BAT /N A T — 1\75>E£73'§éﬂ“b’(b\édz\g75§% DET,

AWl & Frd 5121, Management > User Accounts Settings #7 U v 7 L £,

User Accounts setungs

| User Management Settings | Session Table
passvoa e [Nore (<] o [ ] oy ]
Total Entries: 1
1 s o e S
adpro
T AP S —— =

A E 21X, User Management Settings # 7 & Session Table Z 7723 0 F4°,

User Management Settings % 7 Tlif. = —W—T v s DOBRG/ R/ B EOBENRTE £9,
KIHEHOBMHAZLL IR LET,

NI RA—H — B

User Name 2—PF—=T U "NE 32 LFUNTAN LET,

Privilege A—=P=T I FORHEL L& 1~15 OFIPITAT L ET,

Password Type NRAT— KD H A7 (None / Plain Text / Encrypted) % iEIR L £
77

Password Password Type T Plain Text F72!% Encrypted Z#ZIRL7=HEG., =—
P—T AT NORRAT— KB AN LET,

BREABEMT HITIE, Apply RZ %27 Y v 7 LET,
2—WF—=TH o FEHIBRT HITIX, Delete R¥ %27 U v 7 LET,

Session Table ¥ 7 ClX, 7/ 7 4 7V 7pa—H—7T hou L by varN—ETERrRINET,

User Accounts Settings

User Management Settings | Session Table ‘
Total Entries: 2
console Anonymous 12M265
* web 15 15 12M28 10.90.90.10

Web UL IZ7 7 AL TWH2—H—{TiF, Edit RZ U DBERSNET, Bdit R¥ L Z2 27V v 735 L,
T 7~ User Privilege ﬁﬁ)i‘%méﬂ’biﬁ‘o
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User Privilege OH[HE Tlit, AP —HV —DHER L~ A EHCTE £,

User Privilege

Action (@) Enabled () Disabled
Privilege 15 [~]
passuor Rosiy ] [

User Privilege O&THH DFBHAZ LI IR L £,

NRIA—F— B
Action *@BE L% BT 535413 Enabled Zi®IR L £9°, #RL~LE T 5
1% Disabled Z 3R L F 9,
Privilege @??#5%*@ L~y (1~15) Z3®IR L E£9, Action 73 Disabled DI
H. BUEORHEL VL0 b O LV ERET HHERH Y 3,
Password MR L ~UCRE SNT2/SAT — R& 35 XFLINTAN L ET, Fiik
LAV T 25 IFANT 0BT H D £ A,

REZBEHT HIZIE, Apply RE¥ %7 U v 7 LET,
BTOBEICHE A1, Back R&¥ %227 U v 7 LET,
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4.3 User Accounts Encryption

User Accounts Encryption Hif Cld, =—H%—7 o O LEHRELET, HEH M T2 —
W—=TH T FbONRAT— REREELTE2NE I DERELET,
ARE[E 2 F R T 5I21%. Management > User Accounts Encryption Z#7 UV v 7 L%,

User Accounts Encryption

User Accounts Encryption State () Enabled (@) Disabled Apply

AT DA E H ORI 2 LU IR LET,

NI RA—F— BT
User Accounts 2—WF =T Hh v NOREE{LOIREE (Enabled / Disabled) %R L £
Encryption State T

REZWAT 520, Apply R¥ %227 ) v 7 LET,
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4.4 Login Method

Login Method W[ CTlx. AMA BV a— A ZHEHLARWEESD CLT oaZ A v HERS, a2/ 4 o BLO
FERR L~ )VEE AT HRNAT— RE2RELET,

WEDOT 7 )V FiRETIL, CLI ~OT7 7B A lZar Y —R—sDHa 7 A J58H Login Local |2
RESNTRBY, Yifl=—Y—7Hh v b ladpro] ZFHALCr A TEET,

Telnet & SSH 7 7t RAiX, a4 RN Login ICRESINTEY, al A U Hioca /A4 XA
U — RRMBEIZRVET, £/o, v A VR TOMHERL LR 1 THY | BHEEREZIT O ITITHER
VAL k BIFDRERH Y 308, MRV NIV OBITIIIBIT/NA Y — RBKEIZRY £7,

Telnet F721% SSH TRREEAEEZ T H7-0I21X, ThEhon 74 o HFAK%E Login Local [ZZAH T
D (FFRIE MA BV 2 — VEFNCTA) I, 0l A RAT— REMERL L 12 PLEOBIT/ A
U — RERET HMENH Y £3, SSHOSLGEIE, S HIZ SSH Y — N—fEaEIZBT 25 & & LB T,

AR H & Fsr 9 5121, Management > Login Method 27 U v 7 L £,

Enable Password
Login Method
poicain Loon et )
Console No Login
Telnet Login
Login Password
Application | Console Password Type | Plain Text Password
poicsin e

Enable Password T, & LIZMHER L~ ~DBIT/ XAV — RERELE T, FHEOMPAEZLITIZ
~LET,

NRIRA—H— B

Level ?E'ﬁi’"g“éﬂ%f% L~L (1~15) %R LET,

Password Type FBE LIFEL ~NIVICBIT T 25D/ AT— ROANZ A T %, LT
DELLPMNHERL FT,

e Plain Text : X/ NAU— R&E ANTHEHEITIRIRL £7°,

e Encrypted : (b " AU — RE 5T 25 G ITRIRL £,
Password L~ LBITONRNZAT— REAHLET,

Password Type 7° Plain Text DA IE. 32 XFLNTNATU— K& A
HLFET, KLFENLFIEX SN, AR—RAEEDDHLENRTEE
3, Password Type 7° Encrypted ®iEF&IL. 35 31 FETRRATU— K%
AJTLET, RCFE/DSCFIEXBIE I ET,

REZXZWAT 520X, Apply RE %227V v 7 LET,
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Login Method Ti%, &7 A Lo w /A4 LV HFiEEFBELET, ZOHEMEIE, A EY o — LR
DEGEDHAFRINET, FEAOHTHAEZ L TITRLET,

NI A—HF— B
Login Method BELETA VMY Ton A Fikxy, UTOWT N HERLE
—gqo

e No Login: 27 A VElGEAFIT LA WEGEITRIRL £7°,

e Login: /NAU— RTRFELIT O LG EITEIRLET,

e Login Local : e — W NVICERESINT-a2—HP —4 X2 T— K& A
NS HDLGEITERIRL 7,

&I RO A L HEERET DI, Bdit RF &2 7 U v 7 LET,

REZXWHT AL, Apply KA %27V v 7 LET,

Login Password TiX., v 7 A > /it (Login Method) 7% Login O 7 A L FEBIIK T H 1 7 A /3R
U— REFEFLET, FEHOMMAEZLUTIIRLET,

NI A—H— B

Application FRETH T A FES| (Console / Telnet / SSH) #3&EIR L £,

Password Type RETDH/NAT—RDAI]Z A (Plain Text / Encrypted) Z#57E L
£7,

Password a7 A REONAT— RE AN LET,

Password Type 7% Plain Text MDA, 32 LFLUNT/RAY— K& A
HLFET, KLFENLFIEX S, AR—RAEEDDHLENRTEE
9, Password Type 7} Encrypted ®iHF&1L. 35 31 FET/RRATU— K%
AN LET, RLFE/NLFIERRBIENET,

REABEMT AI2IE, Apply RZ %27 Y v 7 LET,
Begk LI=/R AU — REZHIBRT BI121%, Delete R¥ %27 U v 7 LET,
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4.5 SNMP

SNMP 7' A =2 —"TiX, SNMP =— Y = > MERBDOREEZITWET, SNIP v R —T v —n b OEE 5
1T DHEREL . A X PRRAERFIZHNERA A FZSNMP b7 v 7 Tl 2N H V £,

SNMP = R — ¢ —DOHEMEIL, EOFRMHTHD MIB A7 Y= M LTI ET, MIB 47
Va7 hE, BEzv U4 F“CE@JO?’CZF7 Y= hhlT (0ID) THRESHET, MIB A7 V=7
NIV U —MOREEREEZ R D, 01D IR EHEIC BT HMEZ KRBT LI L b TEET,

SNMP =% — % —I BT 7 AR ThNAE, S\WMP 2 —H—42 SNMP 2 2 =F 4 —4I12 LY =—
PR SN F I, EETIE, 22—V —0FgTET 5 SNWP 7 L—T DEEEIZR LT SNMP B =2 —%
BWUBTHZLE T, TVRBAARRMBA 7Y =7 NO#BAEZTEDLZ LN TXET,

SN\MP D FIZH DV T A=a—D—EE L TFTORIIRLET,

HE | A=a—% B

4.5.1 | SNMP Global Settings SNMP @ 7" 1 — /N LR TE

4.5.2 | SNMP Linkchange Trap Settings SNMP R Z » OB — N TORE
4.5.3 | SNMP View Table Settings SNVP B = — D% E

4.5.4 | SNMP Community Table Settings SN\MP 2R 2 =7 4 —DRE

4.5.5 | SNMP Group Table Settings SNMP 7' )L— 7 DR E

4.5.6 | SNMP Engine ID Local Settings SNMP = > 1D OFRE

4.5.7 | SNMP User Table Settings SNMP . — % — DR iE

4.5.8 | SNMP Host Table Settings SNMP 7w 7 OiBHIAR A b DR IE

4.5.1 SNMP Global Settings

SNMP Global Settings i TlE. SNMP @ 27 1 — LR ESC SN\MP R T v FOREEXITVET,
A A 2679 5 121%. Management > SNMP > SNMP Global Settings #7 U v 7 L$71,

SNMP Global Settings

SNMP Global State (") Enabled (@) Disabled
SNMP Response Broadcast Request (") Enabled (@) Disabled

SNMP UDP Port {1-65535)
Trap Source Interface l:l

Trap Settings

Trap Global State () Enabled (@) Disabled
[] SNMP Authentication Trap

[] Port Link Up

[] Port Link Down

[] Coldstart

Cwamstan
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SNMP Global Settings Tif. SN\MP ® 7 — SR EEZITWET, FEHOHBAZ LI TFITRLET,

NRIA—F— B

SNMP Global State SNMP #¥%6EDIRHE (Enabled / Disabled) % iR L 7,

SNMP Response Broadcast | 72— K3 A k SNMP GetRequest /347 v MISZE T 5P — R—DYRHEE

Request (Enabled / Disabled) # &R L £,

SNMP UDP Port SNMP @ UDP 78— K &5 % 1~65535 OFIFH CTASI L ET,

Trap Source Interface S\MP b Z w7y NERETHATODEETLT RLRAELT, IP T
RUAPMERH S AA v F—T =— A AN LET,

Trap Settings Ti&, SNMP 7 v 7O EZITWET, FHEAOHHAEZ LI FIORLET,

NI RA—H— B

Trap Global State ]\ Ty Tmmo 7 a— LR E (Enabled / Disabled) %I L £9,
SNMP Authentication BT 5 SNMP 7 7 & 2 CTRRFEICKR L2 D b7 » 7@ z17 9
Trap ;:.0\_7‘3&/7 LET,

Port Link Up Voo 77RO N7 v T hHEETIHARICT v 7 LET,

Port Link Down Voo B DTy T ekMe T 25610 F =y 7 LET,
Coldstart A=)V RAFX =R D NT v T EBRETIHEICT =7 LET,
Warmstart A —LAZ— D NT v T HEET LA TF oy LET,

BREABEMT AI2IE, Apply RZ %27 Y v 7 LET,

4.5.2 SNMP Linkchange Trap Settings

SNMP Linkchange Trap Settings [Hifi CiX, A~— MHALTO SNMP k7 v Tl EZITWVET,
A A #6779 A 121%, Management > SNMP > SNMP Linkchange Trap Settings #7 Vv 27 L£7,

SNMP Linkchange Trap Settings
From Port To Port Trap Sending Trap State
[Port1/0/ [v]| [Portii0/1 [v] |Disabled [v]
T e e T e e
Port1/0/1 Enabled Enabled
Port1/0/2 Enabled Enabled
Port1/0/3 Enabled Enabled
Port1/0/4 Enabled Enabled
Port1/0/5 Enabled Enabled
Port1/0/6 Enabled Enabled
Port1/0/7 Enabled Enabled
Port1/0/8 Enabled Enabled
Port1/0/9 Enabled Enabled
Port1/0/10 Enabled Enabled
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AT DA LEH O 2 LU IR LET,

NI RA—HF— L

From Port / To Port AR— FFEFITIAR— FOFPHZER LU E T,

Trap Sending KRR — RInD b7 v 7 HEELRWIEAIL Disabled Z48E L £,
K154 584 13 Enabled 245 L £9°,

Trap State KGR — DU 7 IRBEFRIZ S\MP b7 v 72 % ETH8HA1F
Enabled Z#57& L £7, 25 L7254 1% Disabled Z15E L 7,

REZEMAT AL, Apply RE %2270V w7 LET,

4.5.3 SNMP View Table Settings

SNMP View Table Settings M Tld. SNMP v~ % — ¥ —DEAMEIZXTT A7 7 & A#iHEEDH S SNMP
HJ“—%(EEE Lij‘o

SNMP B = — 34 0ID => h U —CHEpk S E 4, 0ID => v U —"TiX, 0ID #%—& LCTZ?D 0ID
DO TP (7Y ) —) IZ&END MIB 7V =2 Mk 57 7 & 2KR%A ., Included (FRED
ZFA)) & Excluded (BEDOZEIE) THRELET, MIB A7 V=27 b2MEEO 0ID = b U —IZ5%4 1
HEIL. ¥ —&725 01D (Subtree 0ID) Mg bEWVWTY MU —D7T 7 & AMERIEWH SN E T,

ANHE &2 FnT HIZ1E. Management > SNMP > SNMP View Table Settings #7 UV v 27 L¥ 9,

SNMP View Settings
Subtree OID
View Type Included E|
Total Entries: 8
e T e e e B
restricted 1361211 Included
restricted 13612111 Included
restricted 13.6.1.63.10.2.1 Included
resiricted 1361631121 Included
restricted 1.36.1.63.15.1.1 Included
CommunityView 1 Included
CommunityView 136163 Excluded
CommunityView 13.6.16.3.1 Included
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AT DA LEH O 2 LU IR LET,

NI A—F— B
View Name SNMP B = —4 % 32 CFEUWNTATILET,
Subtree OID 0ID = b —DF— L 72 % Subtree 0ID ZH5E L £,
View Type SBEDOMB A7V NOBEICKT DT 72 AERELITOEL 5 H
THELET,
e Included : SN\WP v — % —in b O#IELFFA]
e Excluded : S\MP ¥ % — T ¥ — b OEEEEL L

S\WMP B = —F 7213 0ID = Y —ZBT512iF, dddARZ %27 Vw7 LET,
SNMP B = —F 721X 0ID = F U —ZHIFRT D121, Delete h¥ %7 U w7 LET,

4.5.4 SNMP Community Table Settings

SNMP Community Table Settings [Hj[fi CiL. SNMPv1/v2c T —H— DB IS S\NP a2 ==
T A —DREEITVET,

SNMP 2R 2 =7 4 —DFETIL, == —=2T58EL ZDx5e L7025 MIB A7 2 =7 FOHIH%ZE

DDHIDICT 72 AMERE SN\P B2 —Z245E LET, 727 & AR Read Only DA, FiAril s

f’E@JM’:%?T LEd, 727 AMERMN Read Write DL, FilriAI & EXIALZZH L ET, SNIP
—lX. 77 B AMERORE T A LI BEICK L CEH S E T,

EEEIE
0 AEBTIETIAIL LT lpublic] & Tprivate] ELVS 2 858D SNWP 032 =

TA—DNERENTVET, SWP ZHHICTHEEEF. TIHILEID M) —%
AR 6 EZHRELFT,

AREE%#F7~7T 5121%. Management > SNMP > SNMP Community Table Settings #727 V v L¥ 7,

SNMP Community Settings

Key Type Plain Text E|

Community Name

Vi ame

Access Right Read Only E

IP Access-List Name

Total Entries: 2

I T N T S
public CommunityView
private CommunityView w
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AT DA LEH O 2 LU IR LET,

INFGA—F—

B

Key Type

SN\MP 212 == —DF%—H 17 (Plain Text / Encrypted) % 3N
LET,

Community Name

S\WP =2 X =2 =7 4 —4 %48 E LE T, Key Type THEHE L7 (CE3L,
WS ER) IZEDLETAN LTI ZIN,

View Name

SNMP B = —44 % 32 LFLUUNTAS LET,
Ea—41%. S\P ¥ 2 —F — 7 VICHEETALERH Y 3,

Access Right

UTOELLNDT 7 AMERZER L £,
e Read Only : #tAIAAEEDOHZFF T L ET,
e Read Write : FtAiAA, EXIALDW FOEBEEZFFA] L ET,

IP Access—List Name

ACL ZfEFHILTCSN\MP T7 7/ B A TE b a—H—ZHIBL E£7,

SN\MP 2R 2 =F 4 — %8BT A%, ddR¥ %2270 w7 LET,
SNMP =2 2 =2 =5 4 —ZHIRT 5121k, Delete RZ %27V w7 LET,

4.5.5 SNMP Group Table Settings

SNMP Group Table Settings [ ClL. SNMP Z /b — 7 2Bk L £, SNMP 7 /L— 7 1%, Bék L7~ SNMP
2=V —% I N—TIL LT, TV AEREZ —FETHRELET,

MIB A7 Y =7 bOT 7 & A§iHAZRT S\MP B = —[%, SNMP 7 /b— A% U CHAEFER (FEAA 2,
FXIAAL, @E) TEICHEALET, SNMP —HF— T\ o S\P 7 b— 25 S L, SNP
N—TNZEN N YT SNMP B = —IZ S U727 7 & AMERR 2B £ 4,

SN\P =2 2 = =7 ¢ — &8 LI=E, k325 S\P 70— 7" 3 HEIRJICIERR S v E T,

KW % Ford 5121, Management > SNMP > SNMP Group Table Settings #7 U v 7 L £,

SNMP Group Settings

IP Address-List Name

Total Entries: 5

Group Name Read View Name
User-based Security Model | SNMPv1 [v] Write View Name
Security Level MNoAuthNoPriv El Notify View Name

Read View Name Wirite View Name Notify View Name Security Model Security Level IP Address-List Name _
i vl

public CommunityV._.. CommunityV..
public CommunityV... CommunityV... v2c
initial restricted restricted v3 NoAuthNoPriv
private CommunityV... CommunityV... CommunityV... vi
private CommunityV... CommunityV... CommunityV... v2e

praas |
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AT DA LEH O 2 LU IR LET,

NRIA—F— B

Group Name SNMP 7' )V—7"%4 % 32 SLFLINTAND LET,

Read View Name FEA LD BED SNWP B = —4 % 32 SCFEUNTAN LET,

User-based Security XG5 SNIP N— = U EFRE LE T, B S\P 7L — 7 2 gk
Model 55551 SN\MPv3 R E L £797,

Write View Name HEIABLBIED S\NP B2 —4 % 32 LFUNTANLET,

Security Level LT DOWT D SNMPv3 X 2 U7 o — L ~UL IR L E 7,

o NoAuthNoPriv : #&FE & B S b 21TV ER A,

o AuthNoPriv : FAEZATWE T, B LEITVVER A,

o AuthPriv : FBGF L BF S LZITUVVE T,

Notify View Name N o WD SNMP B 2 —4 % 32 LFLNTAA L ET,

IP Access-List Name ACL Z#fEFHLTSNMP T7 7 B A TE b a—Y—%HlfR L £7,
AT LT TSNP 7 v— T 2809 5121, AddRF %27V v 7 LET,

SNMP 7 /v—7" % {5121, Delete R¥ %27 U v/ LET,

4.5.6 SNMP Engine ID Local Settings

SNMP Engine ID Local Settings i Cix, S\NMP = 2 ID R ELFJ, = ID (L. SNMPv3
THEHEND B0+ Td,
A 2~ 5121%. Management > SNMP > SNMP Engine ID Local Settings #7 YV v 27 L%,

SNMP Engine ID Local Settings

Engine ID 200001160300406655682000 Default | | Apply

# Engine 1D length is 24, the accepted character is from 0 to F.

AKEHEOKEE OFBAEZ L FITRLET,
INFGRA—HF— A
Engine ID SNMP =22 1D C7H % 24 CFLUINTA LET,

TV ID AT 7 4V MCETICIE, Default R&¥ %227V v 7 LET,
REZWHT AL, Apply R¥ %27 U 7 LET,

4.5.7 SNMP User Table Settings

SNMP User Table Settings i CiX, SNMPv3 T 5 SNMP = —HF—Z% G L £9, SNMPv3 Tl
WWn—%—’iDﬁ%%ﬁmif

BERT 5D SNP —H—(ZiL, SNMP Zv—TF ZfifHT £37, %4925 S\P 7 v—7" D7 7 & AHER
(B HAEICKT LT éﬂhWWEJW)»WLT\WWTﬁﬂéMé@Wﬁ%EéMiTO
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ANHE & FnT DL, Management > SNMP > SNMP User Table Settings #7 UV v 27 L¥ 9,

SNMP User Settings

Total Entries: 1

initial

User Name

Group Name

SNMP Version

SNMP V3 Encryption

Auth-Protocol by Password MD5 E Password (3-16 chars) I:I
Priv-Protocol by Password m FPassword (8-16 chars) I:I
Auth-Protocol by Key MD5 V] Key (32 chars) ]
Priv-Protocol by Key None [v] Key (32 chars) [

IP Address-List Name

Security Model Authentication Protocol Privacy Protocol Engine ID IP Address-List Name _

None None 8000011603...

AT DA E H Ot 2 LU IR LETS,

ING A —H— LA
User Name SNMP = —H%—4 % 32 LFLINTAN LET,
Group Name SNMP 7' )V—7 4 % 32 SLFLUUNTAS LET,

SNMP Version

SNMP N—2 g U ZFEELE T, v3 2L TS 7ZE 0,

SNMPv3 Encryption

SNMPv3 554k % A = (None / Password / Key) #EIR L £,

Auth-Protocol by
Password

SNMPv3 Encryption C Password % iR L7-85A12. LLFDOEL LD
A= = 3 E DN T%th/ﬁxéNxU~F%%ELi
7,

e MD5 : HMAC-MD5-96 ZRFE7"' 1 s 2 /L 2 ffi 4+ ABAI10®IN L £1,

o SHA : HMAC-SHA BBFF 7' &2 b a L 2T 2B AT E L £7,

Priv-Protocol by
Password

SNMPv3 Encryption T Password Z iR L7-3A&12. BF5(kIZ >\ TLA
TOELLNERIRL E7,

e None : i 5fb i LA,

e DES56 : DESH6 B v MEF AL ZMEHT 554
R 7 R AT—RE AT LET,

IR L £, 7% X

Auth-Protocol by Key

SNMPv3 Encryption T Key Z IR L725A812, ATDOEHL LNDOFEIES
2 haVERIRL, 7% A MRy 7 A 2FH— éﬁﬁbi?

e MD5 : HMAC-MD5-96 #BFE7' 12 b 2 VAT D AR L £,

o SHA : HMAC-SHA REFEY & b 2 V2T 255 IR £,

Priv—-Protocol by Key

SNMPv3 Encryption T Key Z IR L7-3HA12. BEE{KICOWTLL T F
HHEMNAEABEIRLET,
PRET e bk a VAR LRV ;kmbi?

e DES56 : DES56 £ R SAL 2T 25 BIRIRLET, TF A
rR Y 7 2121, F—Z2 AN LET,

e None :

IP Access—List Name

(CBEEEAT 1 D EENE TP ACL DA% 32 LT LUINTAN LET,

Aﬁbth%menrﬁ~%Lm#é Z. AdddRZ %227 v 7 LET,
SNMP . —H — 2 {9 H121%. Delete RZ %27V v 7 LET,
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4.5.8 SNMP Host Table Settings

SNMP Host Table Settings Mg Ci&X, SN\NMP b7 v 7 OiHIAA M ZRELET, FTEDA X2 hH3%E
AT ol BEEIIBGELZARAMIIZSNP R 7 v PR R ELET,
K 2 R 5 I121%, Management > SNMP > SNMP Host Table Settings #7 V v 7 L,

SNMP Host Settings

(@) Host IPv4 Address

(") Host IPv6 Address
User-based Security Model
Security Level

UDP Port (1-65535)

Community String / SNMPv3 User Name

Total Entries: 1

2020127

Host IP Address m UDP Port Community String / SNMPv3 User Name _

20131

SNMPv1 [v]

NoAuthNoPriv  [v]

162

puic

A DA H OFH 2 LT IOR LET,

NTA—H—

Bl

Host IPv4 Address

SNMP ~ T ZOEHAA RO IPvA 7 RLAZ AT LET,

Host IPv6 Address

SNMP R FOEENHRARD IPv6 7 KL ZA&E AN LET,

User-based Security
Model

TFOWTInotdxa ) 7 4 —FET VERIRLET,
e SNMPv1 : SNMPv1 ZfHH L1,
e SNMPv2c : SN\MPv2c ZfEH L E4,

e SNMPv3: SNWPV3 ZfEHLET, ZDkFx2V T 4 —FETLDY;
4. Security Level TSNMPv3 X 2 U T 4 —L~ULEZFEET B
ERHY FET,

Security Level

User—based Security Model T SNMPv3 % &R L7-H4&. LU TFTOWT
NOEF 2T 44— L VLZERLET,

e NoAuthNoPriv : &G & BF b ZIT W EH A,
o AuthNoPriv : FFFZITWE A, B bZiTVWEH A
o AuthPriv : FBGF L BF S LZITUVVE T,

UDP Port

UDP A— RFKB% 1~65535 O#IPITAN LET,

Community String /
SNMPv3 User Name

S\MP T v 7 EETHEICHEHT S S\NWP 23 2=7 4 —%, 2%
SNMPv3 o— % —4 % 32 SCFELNTA I L £,

ATTUTEHR TSNP AR A R 2 BNT512iF, AdddARZ 227U v 7 LET,
SNMP 7= A M ZHI4 5121%, Delete RZ %27 U w7 LET,
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4.6 RMON

RMON ¥ 7 X = = — i, RMON 2B A& E 24TV E 9, RMON X, RMON-MIB ® MIB 7<= 7 F&F
=2V T L, FTEDA Ry FRAERHZ SNMP T v 772 LIk 0i@m+T 52T, 2y NU—27 D
REITWET,

RMON D Fleh AV T A =a—D—EE2UTORITRKLET,

BE | A=a—4% B

4.6.1 | RMON Global Settings RMON @ SNMP k7 v F3E(E D 7 e — /N LR GE
4.6.2 | RMON Statistics Settings RMON #7517 i D R E

4.6.3 | RMON History Settings RMON J& JFE 1 # DR E

4.6.4 | RMON Alarm Settings RMON 7 7 — L DR IE

4.6.5 | RMON Event Settings RMON 7 T — LD A X hDRE

4.6.1 RMON Global Settings

RMON Global Settings Hijfi CiX, RMON EH T[T 7 —A N7 v THEEDH D), WhZ i E L E 7,
RMON Tik, E=# VU 735 MIB fFHMOFTED L EVWMELZ B L72GAI, Bk LA X2 Miko
T SNMP ~F v 7 (risingAlarm: 1.3.6.1.2.1.16.0.1, fallingAlarm: 1.3.6.1.2.1.16.0.2) %38
TEET, ZTZTE S\WP R 7 v 7 ZFETHHED /0 — VR EZITWET, S\MP T v &%
ET250F (F=2V 7325 MBAT7Y =7 b, LEWERE) IXRION 77— L5 E (Management
> RMON > RMON Alarm Settings) Ti%iE L 7,

ARl ZF R~ 5121, Management > RMON > RMON Global Settings #7 UV v 7 L¥ 7,

RMON Global Settings

RMON Rising Alarm Trap (") Enabled (@) Disabled

RMON Faling Alarm Trap () Enabled @ Disabled

AE ORI B OFBZ L FIR LET,

NI RA—HF— A

RMON Rising Alarm Trap | F5H-7 77— (risingAlarm) kT v 7% EET 5 451L Enabled %33
WU ET, KELRWEGIE Disabled 2N L £77,

RMON Falling Alarm Trap | &7 7 —2X (fallingAlarm) ~3 v 7% 3%(ET 53413 Enabled %18
RLUFET, BELRWIEEIX Disabled #38IRL £7°,

REZEZWAT 520, Apply R¥ %227 ) v 7 LET,
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4.6.2 RMON Statistics Settings

RMON Statistics Settings [Hi[ Cli&. RMON #EatiEH# 2 UNET DA — FOBESC, BUS L7=HEHE#R O
TeRAITH Z N TEX E 4, RMON FEEHEHIZ. RMON-MIB @ statistics Z/L—7FTHEIN TS
Ny MR T — e EORGEHEHR T,

ANHEH 2 FnT DL, Management > RMON > RMON Statistics Settings #27 V v 27 L¥ 9,

RMON Statistics Settings

Port Index (1-65535) Owner
m—m_
Port1/0/1 [ Delete | [Show Detail]
[ M EE T =
AKEEOKHEEOFHAEZ L IR LET,
INTG A —K— A
Port A— FEEINL £,
Index A T w7 Ak 1~65535 OFIFHTAS LET,
Owner F—F—1tEHE 127 LFLNTATI L E T,

ATT U715 T RMON et 2 UUE T AR — R 2B INd 2121E, AddARZ %227 ) v 7 LET,
AN— FZHIBETAICiE, Delete R¥ L Z 7V w7 LET,
KiE DR — b OFEME R 2 F£~d 5121%, Show Detail R¥ %27 1) v 7 LFET,

Show Detail RZ %7 U v 7/ 9% & . RMON Statistics Table HEI N FE RIINLE T,

RMON [at
RMON Statistics Table
1024-
Boradcast | Multicast | Undersize | Oversize Drop | 64 |65-127 |128-255|256-511
Fragments.Ja ollisions 1023 1518
Source Octets PKTs Error Event |Octets| Octets | Octets | Octets
Octets | Octets
1 Port1/01 2260813 17379 6670 97 11194 2374 1715 1544
C

BIOWEICKE A121%., Back R Z %227V w7 LET,

4.6.3 RMON History Settings

RMON History Settings [@[i& CliX. RMON JEREIEH 2 Bi5 3 R — MORUSREORESL., RS L7128
JERIEMOMER 21T H Z L3 TXx F 9, RMON BEFEEHIL. RMON-MIB @ history 7 /L—7 THE I LT
Ly Ny MR T = RSy Ty gy MERTY,
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KW H % Fsr 9 5121, Management > RMON > RMON History Settings 27 U v 7 L £,

RMON History Settings

RMON History Settings
Port Index {1-65535) Bucket Number {1-65535) Interval {1-3600) Cwner
[Port1/0/1 [¥] | | /o 1800 sec 127 chars
Add
I N R T T
Port1/0/1 Owner Delete Show Detail
n (7] Go

AT DA E H Ot 2 LU IR LETS,

WNRIGRA—F— B

Port R—RE@IRLET,

Index AT w7 A% 1~65535 DHFPATAT LET,

Bucket Number JBIETEHM D AT > T a vy bERAET D53 D% 1~65535 Dl
FCTASILET,

Interval AF v 7vay NOREMREE 1~3600 (F) O#FPHTAILET,

Owner F—F—IEHE 127 XFUANTAN LET,

NS U214 C RMON MIB JBIEREFH 2 UNEET 2R — F 2 BIT 5121, AddRZ %2270 v 7 LET,
A= N ZHIRT A2, Delete RH¥ %27V v 7 LET,
AN— N DOFFEMIGERAZFRRIT HITIL, Show Detail R¥ %27 VU w7 LET,

Show Detail R"¥ %27 Vv 7925 L . RMON History Table MEDZER I ET,

RMON History Table

o e .t P s P s T3 Uzt sz P

Back

BIOWEICKE A121%., Back R Z %227 U w7 LET,

4.6.4 RMON Alarm Settings

RMON Alarm Settings [E[fi ClZ, RMON 7 7 —AREZITWVET, RMON 7 F7— AL, FFED MIB fE% E
=27 LT, HELE LEWHELZBEE L7Z85A1Z RION A X2~ (EFRAXV R, FREANUN)
EFATLET, A~V MBITREOT 723 2, S\WP R 7w 7 Co@men 7 OWR ERd Y
Management > RMON > RMON Event Settings TEERL7=7 7 L a o nbiaELE7,
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AT Z2 2R 9 D12,

Management > RMON > RMON Alarm Settings %7 VU v 27 L ¥4,

RMON Alarm Settings

Index (1-65535)

Variable

Rising Threshold (0-2147483647)
Rising Event Number (1-65535)

Owmner

Total Entries: 0

m Interval {sec) Last Value Rising Threshold Falling Threshold Rising Event No. Falling Event No. Startup Alarm m|

[ ] Interval (1-2147483647) [ e

N.NLN Type Absolute [v]
[ ] Faling Threshold (0-2147483647) | |
[ ] Falling Event Number (1-65535) ]
o ]

AT D AH H O 2 LU IR LET,

NRIA—H— B

Index AT w7 A% 1~65535 O#EPHTAS LET,

Interval YTV T ELEWVEOT = v 7 Ola%E 1~2147483647 (F)) O
FCTASILET,

Variable oIV TTEMBA TV =s D OID AL ET,

Type Bt % 14 =~ (Absolute / Delta) ZiERL 9,

Rising Threshold

FHLUZVMEA 0~2147483647 O#F AL LET,

Falling Threshold

TR L X UMEE 0~2147483647 OFEIFHTASI LE T,

Rising Event Number

FHAXRNEITEEOT 7 a0 DA R M T v 7 A% 1~65535
OFPFATAD LET,
FBELRWES, EREZB2TCHLT 7y a TFETENET A,

Falling Event Number

THEA Ry RRITHEDOT 7 a DA R M VU F v 7 A% 1~65535
DOHFPH AN LET,
FRELRWES, TREZBZTHLT 7Y a 3T EnEtA,

Owner

A=) 1WA 127 XFLINTA LET,

AN LTEERTT 79— P —ZBINT212F, AddARZ %27 v 7 LET,
T I—bxT M) —ZHIBRT AL, Delete ™ Z 22 Y v LET,

45/250



4 Management | 4.6 RMON

4.6.5 RMON Event Settings

RMON Event Settings [Hiffii ClZ. RMON 77— DA X bDT Vg M) —Z2RELET,
KW H % Fsr 9 5121%L,. Management > RMON > RMON Event Settings #7 U v 7 LE 9,

SMON atti

RMON Event Settings

Index (1-65535) [ ]

Desaipion

Type None

Commuity

Ouner

Total Entries: 1

1 Event Owner 0d:0h:0m:0s [ Delete ][ View Logs |
n ] [ [eo

A DA H OFH 2 LT IOR LET,

NI RA—H— B

Index AT v 7 A& 1~65535 OFIPHATAS LET,

Description RMON A X b b U — D@ % 127 SCFLUNTAS LET,

Type RMON A X2 v DT 733 DFEFfH (None / Log / Trap / Log and

Trap) ZEIR L ET, Log T4/ X +aZZH L, Trap 1L S\MP |
T v 7 EELET, Log and Trap OBAITIIM T2 ET L E T,

Community Type T Trap F721% Log and Trap ZZIRL7ZHEIZ, S\NMP =22 ==
T4 —% 121 LFUNTADLET,
Owner F—F—IEHE 127 XFLUANTAN LET,

AN UTEERTAR b MY =BT 51, dddARZ %227 v 7 LET,
AR by MY —ZHIBRT BI2IE, Delete R¥ %27 U v 7 LET,
ARy b TR RT BT, View Logs RZ %27 Vw7 LET,

View Logs R¥ %7 Vv 735 &, Event Logs Table B NAFE RINFE T,

Veni Logs l1apie

Event Logs Table

Event Index: 1

Total Entries: 0
Lognir Lo Desrvto

ATOBEMEIZRE HITIE, Back R"¥ %7 U w27 LET,
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4.7 Telnet/Web

Telnet/Web [jifi Tl&, CLI @ Telnet H#— S—HHE, LT Web UL @ Web H— N—#aED 7/ 1 — L
REEITWET,
AWl & Ford 5121, Management > Telnet/Web #27 V w7 LE4,

D

Telnet Settings

Telnet State (@) Enabled (_) Disabled

Port (1-65535)
Source Interface

Source Interface State () Enabled (@) Disabled
Web Settings

Web State (@) Enabled () Disabled

Porresss) B0 ]

Telnet Settings Tld, Telnet h— N—HEREDORTE LTV E T, FHA DWW L LTI R L ET,
NWNIA—F— G|

Telnet State Telnet Y— X —HEBEDIRAE (Enabled / Disabled) Z &R L £,
Port Telnet ¥#t D TCP 7R — &5 % 1~65535 OFFHTATI L E T,

REZTEHATHICIE, Apply RE Z2 27U w7 LET,

Source Interface TlX, Telnet — N—DE[FEA L X —T7 = — ADHKTEEZITWVET, ALEE CIIfEH
LEHA,

RIA—F— A

Source Interface State | A ¥ —7 x—ADIREDAHHE (Enabled / Disabled) % IR L £,
Type A B=T 2= ADIA T ZBIR L £, VLAN DAL AIEETT,

VID VLAN 1D % 1~4094 O TATI L E T,

WHT AIZE. Apply RH¥ &7V v 7 LET,

Web Settings Tid, Web 4 — N—HEREOHRTEEITWVE T, FHEBOBHELL FIZRLET,
INTGRA—H— A

Web State Web Yr— N—EEFEDIREE (Enabled / Disabled) A 5&IRL £,
Port HTTP #f5t D TCP /R — h & 5% 1~65535 O&iIPH TATI L £,

REZTWHTHICIE, Apply REZ2 27U v 7 LET,
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4.8 Session Timeout

Session Timeout [Ef CTlE. CLI BLXW Web Ul Ot v a A LT 7 " 2R ELET, CLT Ok v
YarHALT T ML, a3y Y — VB, Telnet #5f5¢. SSH#E CENENEBICIRE TE £9,
ARE[HE 2 FR T 5121L, Management > Session Timeout Z#7 VU v 7 L £,

B0 a0l

Session Timeout

Web Session Timeout (60-36000) sec [] Defauit
Console Session Timeout (0-1439) :I min || Default
Telnet Session Timeout (0-1439) B |min MDefaut
SSH Session Timeout (0-1439) B |min /Defaul

A DOFEE O A2 LTI R LET,

NRIRA—HF— B

Web Session Timeout Web UI Dk v a4 L7 7 MEZ 60~36000 (F) OHPHTATIL
F9, Default #F =7 325L7T74+/L ME (180 ) TRV £7,
Console Session Timeout | CLI D3 Y — A TOE Yy v a XA L7 U MiEE 0~1439 (47)
DOFFTAN LET, A LT U NEMHZTHITIZ0EZANLET,
Default #F = v 735 LT 74V ME (347) IRV 5,

Telnet Session Timeout | CLI @ Telnet i ChOE Y a XA LT U MEZ 0~1439 (43) O#i
FHCANLET, A L7 07 DT HIZIZ0EZATILET,
Default #F = v 735 LT 74/ M (B343) TRV 5,

SSH Session Timeout CLI @ SSH #f: ChOE v a XA LT MiExE 0~1439 (43) OFH
TANLET, A LT T NEEHNZTHITIFZ0E AN LET,
Default #F = v 7 FH LT 74V Ml (34 TRV £,

REZTHTHICIE, Apply REZ2 27U v 7 LET,
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4.9 CPU Protection

CPU Protection Hi[fi Cld, CPU fR#EFEAEZ X E L ¥ 7", CPU fRi#HEREIZIX. CPU fEHIEETF = v 7 KRB
VAT AAEY—EHRET = JHERENRD D F T,
ARE[HE & FRT 5 121L, Management > CPU Protection #7 VU v 7 L%,

CPU Utilization Trace Trigger
State Disable| v
Threshold (50-100) [ percent
System Memory Limit Check
State Disable[ v |
CPU Protection SNMP Trap
State Disable| v |

CPU Utilization Trace Trigger TlX. CPU fifHZEF = v VH4HEICOWCERE LT, KHEE OHH%
LTI RLET,

NI RA—F— BT

State CPUMEFHRTF =~ v 7 HEEDIRAE (Enabled / Disabled) Z IR L £,

Threshold L& VMEZ 50~100 (%) OHPHTAHLET,

Interval BRI 2 10~180 (B)) OHFFHTANLET (F7+4 b 1 108) .
F 7 v MEZERT 5121%, Default #F =27 LET,

BREABEMT HI2IE, Apply RZ %27 Y v 7 LET,

System Memory Limit Check TiX, VAT ARXE Y —fFHERFT = v Z7HREIZOWTHREL T, XHEHH
O ZLL IR LET,

RIA—F— A

State AT AAEY —(FHRF v ZHEFEDIRTE (Enabled / Disabled) %
BIRLET,

Threshold L & VM4 80~100 (%) DHEHTANILET (F744F 190 %) .
T 7 )V MaZEFE AT HI121E, Default #F =7 LE T,

REZXZTEHTHICIE, Apply RE Z2 27U v 7 LET,

CPU Protection SNMP Trap Tid. CPUEHERTF = v Z7#ERED SNWP 7 v 7B ORELXITWVET, 4%
HHOWMHZLTIZ R LETS,

NWNIA—F— G|

State CPU EHETF = v 7 @ SN\IP ~ 7 v 7l %1T 2 %54 1% Enabled % 3R
LE9, @E LR WEE 1 Disabled Z3EIR L £97,

REZWHT HI21E, Apply RE %27 U v 7 LET,
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4.10 IP Source Interface

IP Source Interface [ TlE, %EfE 2N TFTP & FTP TMEHTAEE L IP A v X —T = — A A/ ELF
T, REETIHMEHLEE A
ARE[HE 2 FRT 5121%. Management > IP Source Interface #7 VU v 7 L £,

IP TFTP Source Interface

Source Interface State

IP FTP Source Interface

Source Interface State

Disabled
Interface Type VLAN

Disabled

Interface Type VLAN

[~]
IR R e—
[+
SR R n—

IP TFTP Source Interface ®4-TEH OFAZ L FIZ R LET,

INTGA—F—

Gl

Source Interface State

TETP TOEETL IP A X —T7 = —ADIRFE (Enabled / Disabled) %
IR LU ET,

Interface Type

A B —=T2—AFA T HERLET, VLANOAFEHTE T,

VID

VLAN 1D % 1~4094 O&iFH AN LE T,

REZ AT B2, Apply R¥ %27V v 7 LET,

IP FTP Source Interface ®4HEHE OFHZ LI FIZR LE T,

INTGA—F—

Gl

Source Interface State

FTP TOEETLA  H—7 = —ADYRHE (Enabled / Disabled) % R
LET,

Interface Type

A B =T 2—AFA THERLET, VLANOAFEHTE T,

VID

VLAN 1D % 1~4094 O&iFH AN LE T,

REZ AT HI21E, Apply R¥ %27V v LET,
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4.11 File System

File System W CTiL. HEED 7 7 ANV AT AExHT R, B, BITOWRELET,
K Z2FKRT HIT ‘i Management > File System % 727 U v 27 L$79,

pan E |

| Copy ‘ | Erase Boot |

c Flash 122 FF5

AREEDOAEE OF &2 LTI R LET,

RIRA—H— B

Path IWNAZANTILET,

ANTT LT RIZBE#T A2, GoRZ &7 Y v 7 LET,

FEEDT7 7 A NEHEEIZaE—T HI21E, Copy RE %7 Vw7 LET,

T — b 7 7 A NVEWHFETDHITIE, Erase Boot R¥ &7 Y w7 LET,

HEOT 7 ANV AT AOL— T 4 L7 8 —IZBEIT 5I21E, Drive IZE/REINTND Tci] O
ANR=V %7y LET,

lci] ONAN=V T % 270y r3HE, LFMORTHEHENARTINET,
T —

Pain z |
| Previous ‘ | Create Directory | | Copy | | Erase Boot |
Primary Up Secondary Up Rename
1 RUN{**) - 11170844 Jan 11 2021 10:40:42 V2.00.00b.0011.had e
elete
Primary Up | Secondary Up || Rename |
2 RUN(*) - 11177332 Jan 26 2021 10:46:39 V2.00.00b.0013.had T
elete
Primary Up Secondary Up Rename
2 CFG(**) - 1296 Jan 26 2021 10:48:25 secondary.cfg T
elete
) Primary Up | Secondary Up || Rename |
4 CFG(*) - 1757 Jan 26 2021 14:39:00 primary.cfg
Delete
5 d- 0 Jan 26 2021 05:39:49 system
128960000 bytes total (105212416 bytes free)
(*} -with primary boot up info
(**) -with secondary boot up info

AT LT RZBB T 2I1E, Go RF %27 Y v LET,
BT EIZRE 5121, Previous R¥Z %227 U v 7 LET,
EEOTZ7 7 ANV AT ANIZH LWT o L7 M ZERT 521X, Create Directory #7 V v 7 L&
7
Ty ANEEBEICaE—T5I121E, Copy R¥ &7 Y v 7 LET,
T— b 77 ANVEWET HITIL, Erase Boot RZ %7 U w7 LET,
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Copy RZ &7V w745 L, UTIORTHEARTSNET,
oSt

Path ki |
Copy File
Source startup-config | v] [c/config.cig |
Destination running-config [+ ‘C:s’conﬂg.cfg | [ Replace
| Apply | | Cancel

Copy File D& IHH OFZLL IR LET,
NRIA—F— B
Source OB —TDT 7 ANELLTENLBEIRL £97,
e startup—config : BN E 7 7 AL EZ a2 —mE LET,
e Source File: 2V — a2 7 7 A NAH ERATHEELET,
e http—certificate : HITPSFEIE 7 7y A LZ b —tL LET,
e https—private—key : HTTPS MBS 7 v A L EZ a2 —mt & LET,
e aaa-local-db: R— WM /V AN T—FX—ADT7 7 A )3t —rk

LFET,
e primary-config: 77 A~V —HE7 7 A/ Eat—xt LET,
Destination = E L TOWT NN HRIR L F9,

e running-config : HEEDOBAEDOFREICKE L F 7,

e startup—config : EENFERE Y 7 A WKL £,

e Destination File: 2t —4%2 7 7 A V4 L NATHRELET,

e http—certificate : HTTPSiFHHE TV v A L Zabt’—2c b LET,
SSL & 721% Web FRAEMN AT /2> TV DT A, D7 7 A VT HEH
TEXEHA,

e https—private—key : HTTPS 7 7 A VL Z a b’ —dc L LET,
SSL FE 7213 Web REREN AN > TWDIEA, ZD7 7 A VITHEH
TEFEHA,

e secondary—config: th v &V —RET 7 AV ar—dl L%
7

BIEDabv =77 A Vv eat—n7 7 A VIZEZHZ HI1T1E,
Replace #F = v 7 LE7,

a b —%BETHIIE, Apply RF¥ U&7 U v 7 LET,

Tt AEWIET HI12iE, Cancel "X U E VU v LET,

%7 7 A IVOBIEIZ DN T

T7ANE T TASY) =T =" A=V FIEITITA~ Y —RET 7 A VIZHET 5L, Primary
Up A& %7 Yy T LET,

Ty ANEEI L HE ) =T = A A=V FFEAIHF)—RET 7 A NMERET DI,
Secondary Ulp R¥ %7 U v 7 LET,

T AN EETE T HIZIE, Rename RZ %7 1) v 7 LET,

77 A NVEHIBRET D121, Delete R & &H T ) w7 LET,
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FEER

0 BEEEE I 7AUNRIELTVSSS. EBELABNICT T4/ MERIZRY
i_g_o

T—h A= 74UDBELTWSIEE. EEIIREOEHRKFIZ/NV I T v
TAA—=CO 7L EBFMIZERALEYS,
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5 L2 Features

L2 Features A ==—Tl&, 41—V X v b AL v FDOIEARNLEETH D LA Y —2 BEIEEEDRTE %
ITWET, 2y FU—7 AR =TT RTCOXRTEIR., ZOA==2—TCEHTXET,
L2 Features ® FIZHA Y T A =a—D—EZ L FORITRLET,

BE | A=a—4% B

5.1 FDB MAC 7 R L AT —TIVOIRRER A X T 1 v V7 BRTE
5.2 VLAN VLAN DR E

5.3 VLAN Tunnel VLAN b > R UEEREDRRE

5.4 STP ANR= 7Y ) —Fa N AL ORE

5.5 Loop Detection JL— T R RE DR E

5.6 Link Aggregation Vo7 7= a DR E

5.7 L2 Multicast Control ~ VT F v A MBERIEORE

5.8 LLDP LLDP D% E

5.1 FDB

FDB %7 A == —TlE, EEDMAC T FL AT —TNICET ARER. [HHREEZITVET,
FDB D FIlH A Y T A =2 —D—EEZLTORITLET,

HE | A=a—% B

5.1.1 | Static FDB AZT 4 w7 b — DX

5.1.2 | MAC Address Table Settings MACT RLAT—TNDT—I 0 THRE
5.1.3 | MAC Address Table MAC 7 R L AT —T7 )L DIEH & FoR

5.1.1 Static FDB

Static FDB " 7 A =2 —TlI, MAC 7 RL AT —T7 )W I&EFT D AX T 4w 7 M) —%{ERK L%
Ty T=2F XY ART RLAESALF XY ART RLATZY M) —OFREHENELRY 9,

Unicast Static FDB

Unicast Static FDB Hiffi CiL, MAC 7 RL AT —T7 VBT H2=F ¥ A K MAC 7 RLAD AKX
T4 v N —EFHELET,

A Z #7~9 521X, L2 Features > FDB > Static FDB > Unicast Static FDB #7 U v 7 L1,
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Unicast Static FDB

[Pot  [v] [Portt0  [v]  wviDg-dose) [ ] MAC Address  [00-8457-00-00-00 | R
Total Entries: 1 Delate All
00-11-22-33-44-55 Porti/0/10

n 4] [ |eo

K OKHEE OFBHAEZLL FIRLET,
INTGRA—H— A

Port/Drop BEDR—FDAZT 4y 72 b ) —ZElT 256, Port 28R
L. HlZdbdRuay XA ornbR— &5 ELET, Drop %%
W2 e, BIETELITHEDNFED MAC 7 RLAZES T L— A&l
FEFTLD M) —EERLET,

Port Number BT A N —DOR— NEEEZEINLFT,
VID Bk AT M —@ VLAN ID & 1~4094 O#IPICATI L E7,
MAC Address BT Ha=% v A MMCT RLAZ AN LET,

REZEMAT AL, Apply RE %2270V w7 LET,
TRTCOT MU —%HIBRT 521X, Delete ALLARZ %227 U v 7 L%,
T M) —ZHIERT AL, Delete R Z %27 U w7 LET,

Multicast Static FDB

Multicast Static FDB [ ClX, ~/LFF¥ A K MAC 7 RLAT—TNEET HAXT 4 v/ =2 |
V—%ZRELET,

ARE[EZFRT AL, Static FDB > Multicast Static FDBZ 27 U v 7 L%,

Multicast Static FDB
From Port To Port VID (1-4094) MAC Address
| | prownas
\ Add Il Delete |
Total Entries: 1 Delate All
S S e
01-00-00-00-00-02 Port1/0/10
n [ [ Teo
ARBEEOFEE O Z L IR LET,
NI A—F— B
From Port / To Port BT o N —0OR— hO#HIPHZEKN L FE T,
VID Bekd DT b U —@ VLAN ID % 1~4094 OFFHTAH LET,
MAC Address BT H~NVTF XY ARMCT RLAZASLET,

RELZEATHICIE, Apply RE 227U v 7 LET,
TRTCHOHZ MU —ZHIEET BI21%, Delete All R¥ %27 VU v 7 LET,
T M) —ZHIERT AL, Delete R Z %27 U w7 LET,
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5.1.2 MAGC Address Table Settings

MAC Address Table Settings [ CiX. MAC 7 KL AT —T7 )L DT R A H BT AEMBRTELIT
WET,
KWl & ForT H121%. L2 Features > FDB > MAC Address Table Settings #7 U v 7 L £,

| Global Settings | MAC Address Port Learning Settings
Aging Time (0, 10-1000000) sec
Aging Destination Hit (Enabled (@Disabled

AE[E 21X, Global Settings # 7 & MAC Address Port Learning Settings # 773&% Y £,

Global Settings # 7 Ti&, MAC 7 RL AT =T NOT—I 0 ZIZHETHIRELITVET, KHH O
BAZLLTITR LET,

NRFGRA—H— B!

Aging Time MAC 7 RLAT—7NDx— 0 72 A4 L% 0 £7-1% 10~1000000
(7)) OHEPHTANLET, 0 DGHE, =— VU JTAERINER A,
Aging Destination Hit ZELET7L—ATOEEITL MAC 7 RL 22 VLAN [FHNFHEHE LD 4
A FI v I 2 N —=LRILESTGEIC, =0 M) —OFHIR %2 F
BT HHEBEDRAE (Enabled / Disabled) #7%4R L £,

BHELFWEHT AT, Apply R¥ %2270 w7 LET,

MAC Address Port Learning Settings # 7 Tl%. MAC 7 RL ZAFEH DA/ BhA R E L £,

ViR Adaress lable Setiings
Global Settings |MAC Address Port Learning Setlings|
From Port To Port State
[Porttioi [v] [Port1/0/ [v] [Enabled [v]
e e e e S D e
Port1/0/1 Enabled
Port1/0/2 Enabled
Port1/0/3 Enabled
Port1/0/4 Enabled
Port1/0/5 Enabled
Port1/0/6 Enabled
Port1/0/7 Enabled
Fort1/0/8 Enabled
Port1/0/9 Enabled
Port1/0/10 Enabled

AEHEOXKHB OFBHELLFIORLET,
NRFGRA—H— A
From Port / To Port A— FOFPHZEIN L £,

Status BN LU7Z2AR— FTOMAC 7 R RSB OWKHEE (Enabled / Disabled) %
IR LU ET,

BHELFWEHT AT, Apply R¥ %2270 w7 LET,

amp
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5.1.3 MAC Address Table

MAC Address Table W CliZ. MACT KL AT —T7 LD M) —2F R LET,
A %<7 5121, L2 Features > FDB > MAC Address Table #27 V v 7 L ¥,

MAC Address Table

Port Port1/0/1 El |Clear Dynamic by Port” Find |
VID (1-4004) [ [clear Dynamic by vian] [ Find |
MAC Address [clear Dynamic by Mad[  Find |
Total Entries: 9 Clear All View All
T -

1 00-00-5E-00-01-E7 Dynamic Port1/0/1

1 00-03-24-12-01-15 Dynamic Port1/0/1

1 00-11-22-33-44-55 Static Port1/0/10

1 00-40-66-55-68-20 Static cPu

1 00-40-66-91-36-11 Dynamic Port1/0/1

1 00-40-66-C2-AA-0A Dynamic Port1/0/1

1 10-BF-48-D6-E2-E2 Dynamic Port1/0/1

1 10-BF-48-D6-E3-38 Dynamic Port1/0/1

1 01-00-00-00-00-02 Static Port1/0/10

n [l [ leo

MAC 7 R L 27 —7 )V OIFM ARV IATGEITIE, UTFTOHEAZMHTE 9,

NRFGRA—H— A

Port R—FEFEZER L TRYIALET,

VID VLAN 1D % 1~4094 O#iPHTATI L TRV IABZE T,
MAC Address MACT RLAZATIL TR D IARFE T,

IR LA — Mo P —ENTWAEHAFI v 7 MAC 7 RV A% 27 U793 25I21%, Clear Dynamic
by Port R % %27 Vw7 LET,

BN L7 VLAN ID iIZ2=> R —ENTWAHHXAFI v MAC 7 KL A% 7 U752, Clear
Dynamic by VLAN T5 vEI7 Vw7 LET,

AN UT=HEAFI w7 MAC 7 KL A% 27 V73 51Z1%, Clear Dynamic by MAC R¥ > %27 U w7 LFE
7

AN LR TZ ) — 2B T 512, Fild RF 227V v 7 LET,

FTRTDOFAFT Iy I VMCT R A&7 U7 4 5121%, Clear ALl ARZ %7 Vw7 LET,

MAC 7 RUVAT =TIy P =S TWNDHTRTD MAC 7 R A% FRT 2ITiE, View All A%
vEI7Y Y7 LET,
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5.2 VLAN

VLAN %7 A = 2 — X, VLAN OBEEOR— h~DE D Y T P ORTEITVET,
VLAN O FIehA VT A=ma—D—EE2UTORITRKLET,

BHE | A==a—4 B

5.2.1 | 802.1Q VLAN VLAN DO 1ER,

5.2.2 | 802.1v Protocol VLAN v k)L VLAN OF%E

5.2.3 | VLAN Interface VLAN OEI Y 24T

5.2.4 | L2VLAN Interface Description L2VLAN A > Z — 7 = — A DA DR E

5.2.1 802.1Q VLAN

802. 1Q VLAN JHj[fj Ti%., VLAN Z3% & L £,

A C VLAN 2195 & $57E L7 VLAN ID @ VLAN 288k S E T, VLAN 4413 B #Eh1IC VLANXXXX
(XXXX | VLAN ID @ 4 #7/R) EREIINET, VLAN 4ix, RSN TWD VLAN [ERT —7 b

mETEET,

F 7 4L h Tl VLAN &7 default T&H 5D VLAN ID 28 1 @ VLAN &GS TWET, o= F U —
ITHIBETE EHA,

KA 7<T 5121%. L2 Features > VLAN > 802.1Q VLAN#27 U v 7 L ¥4,

802.1Q VLAN

Find VLAN
VID (1-4094) [ ] \ Find [ viewan |

Total Entries: 1

I S T T
default 1/0/1-1/0120 Delete

ZEI NN 1

802.1Q VLAN O IAH Ot Z LI FIs LE T,
NG RA—HF— LA
VID List VERS E7- 13T A VLAN ID DU A A A LET,

802. 1Q VLAN Z BT AI2iX, Apply R¥ %27 U v 7 LET,
802. 1Q VLAN ZHIf&4 512iX, Delete RH¥ %27 1) v 7 L%,
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Find VLAN O&TEH OFHZ L TR LET,

NG RA—HF— B
VID ¥4 % VLAN 1D % 1~4094 O#FHTAS LET,
VLAN Name Edit RZ %27V v 7 Liz#., VLAN O4FRE ATI L ET,

AT LT IEH T VLAN 245120, Find RZ 227 U v 7 LE9,
T _TO VLAN 2Rk T HI121%, View ALl R¥ %27V w7 LET,
VLAN Z % ET 5120, Bdit R&¥ 22U v 7 LET,

VLAN ZHIBR9 A12iX. Delete R¥ %27 U v 7 LET,

5.2.2 802.1v Protocol VLAN

802. 1v Protocol VLAN V7' A == —TCl%, 7’12 b=/l VLAN OFEEITWVET,
7’1 k@)L VLAN |%. Ethernet ~y X —7FOF—2 Y 7D 7 L —AEFEFRNHS EifBO 7 2 o
(7= 21X IP L IPv6, ARP 72 &) Z#BI L. FIED VLAN IZ~ v B 74 B HEE T4,

Protocol VLAN Profile

Protocol VLAN Profile Hj[fi ClX, v ha/LVLAND T a7 v A LEHERELET,
KM% &K~ d 521X, L2 Features > VLAN > 802. 1v Protocol VLAN > Protocol VLAN Profile %
70y 7 LET,

Add Protocol VLAN Profile
ProfielD (1-16) [ | Frame Type | Ethemnet2 |v| Ether Type (0x0-0xFFFF) o ]
Total Entries: 1
Profile ID Frame Type Ether Type -
Ethemnet2 OXFFFF(User define)

A DA H OFH 2 LT IOR LET,

NI RA—HF— L

Profile ID T 7y AID & 1~16 OFPHATAS LET,

Frame Type 7L —nh# A7 (Bthernet2 / SNAP / LLC) Zi®IRL £,

Ether Type A —HYF v b & A Fl% 0x0~0xFFFF O#FiPHTATI L £,
TL—L A FIE LT, 277y FFINILL T OWT I OfEIC 7
nDET,

e FEthernet2 : EtherType @ 2 47 7 v MME#H,
e SNAP : Protocol ID ® 2 47 5 v REHR
e LLC: LSAP <7 (DSAP, SSAP) O 2 F 7 7 M,

REZWHT AL, Apply R¥ %27 U 7 LET,
802.1v 71 h /L VLAN 7’a 7 7 A )V & HIFRT HI21%, Delete R¥ %7 U v 7 LET,
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Protocol VLAN Profile Interface

Protocol VLAN Profile Interface i Cif, A— 272 =)L VLAN a7 7 A L& %0 4 CTE9,
AH [l Z £~ 9 5HI121%, 802.1v Protocol VLAN > Protocol VLAN Profile Interface #7 YV v 7 L &%
7,

Add New Protocol VLAN Interface

Port [Portt/0/1  [v] Profleid (1 [v] wviD¢-4094y [ | Priorty [0 ~] [ Apply |
Port1/0/11 [ oelete |

AT DA E H Ot 2 LU IR LETS,

NTA—F— B

Port T DHEEDOR— NESEZTIRLET,

Profile ID 802.1v 7’1 /L VLAN 7’12 7 7 A )L ID 3R L £ 77,
VID f#i 9% VLAN 1D % 1~4094 O#iH AT L ET,
Priority BEREDOHE LT 0~T OWTHE BN L1,

REZXEMAT AL, Apply RE %227V w7 LET,
7'a Fa )L VLAN 7’1 7 7 A L DOE D Y CTEHIFRT 5121E, Delete R¥ %227V v 7 LET,

5.2.3 VLAN Interface

VLAN Interface [ CTlZ. VLAN Z7AR— hZE D Y TE4,
FWEEAR— NI 1 fELLE VLAN 2EID M4 CToHiET, VLAN OF Y HTlZid, VLAN ¥ 7 ft&xT7
U—LE MRS 5 5 7 VLAN & VLAN & 772 U T35 % 772 L VLAN 35 0 | F1V 24 T% VLAN OFf
FAIFIKAR— MCRET S VLAN E— RIZ L > TR Y 9, VLAN E— RiZiZ, LT 4FEERH Y £7°,
s TIVERVAE—R:1HDOX 772 L VLAN ODHNE Y M THIET,
e NTUITE—FR EEOZ VAN & 1 fHETOX V7L VLAN ZEI D Y THET,
e NATVy RE—F: DX 7 VLAN EEEDOX 77 L VLAN ZE 0 4 CoHnET,
o MU FRNLE—TR :VLAN b /UESRED b U R LIR— T SN S E— R T,

TR AET— KNI, A—FMZ 1 {HOX 772 L VLAN OB %EEN B{THE— KT, R— hX—Z VLAN &
LI ET, G AR— R Tk, FHAIE LT (X4 F w7 VLAN 78 EOBRENEH S 0 RY )
VYT VLAN SRS 5 2 772 L7 L— A DEZ G 21TV E T,

AIEE L, T AN N TTRTOR— IR T ZEAE—RT, VAN ID:1 @& 7 7¢ L VLAN 2389 24T
SR TVET,

FZ 7= R, 1 DOR— MIEEDOZ 7 VIAN B0 THZ LN TE x4, ¥ 7 VLAN (2D Y4
T72 VLAN TO 7 L— LSRR AET 256, RFA— o2 /&7 L —ATEELET, b
T 7= RTlE, RAT 47 VLAN EENRD 1 X 772 L VLAN 280 Y THZ LN TEXET,
XA T 47 VLAN TO 7 L— LR P R AET 5856, HGER— b X 772 L7 L — A Tlak LE
T, Flo. IBR—PFTZELEX TR L7 L —01F, %147 47 VLAN TOASE L TUEEINET,
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NAT Yy RE—=FRKTIE, FTFVT7EF—RTOHXT VLAN & XA T 47 VLAN OFI Y 4 TI2hzx <, &
B 77 L VLAN 2|0 245 2 &ﬂf%i# % 7" VLAN |2 JDéTtVMNT@7V—A%%@@
FUZ T 7F—FERILCTY, #2772 L VLAN ([T 24T/ VLAN TOERELBNIEA LI-5
RBR— RN ¥ TR L7 L— AT%%L&TOﬁ%$~bthbt&&ﬁb7v— m\7ub
2L VLAN 72 EOBSRENEH SR WRY . A7 47 VLAN TOASL L LT InET, ~(7
Vv RE—RTOXRAT 47 VLAN @ VLAN ID [ PVID & &R £9,

Fo e — RiZ, VLAN k> R UERETO F o pbdi— F T AT AE— R T%, VLAN b o /LEERE
DOFEHFNE 15.3 VLAN Tunnel | &L 77 X0,

AR 2 FRT 5HI121%, L2 Features > VLAN > VLAN Interface #2727 VU v 27 L £,
e ————————

VLAN Interface
I T T
Port1/0/1 Enabled Untagged-Only [Show Detail|[[  Edit |
———_-smm« o
Port1/0/3 Enabled Untagged-Only [ Show Detail Edit |
———_-mw o
Port1/0/5 Enabled Untagged-Only | show Detail Edit |
———_-uw s
Port1/0/7 Enabled Untagged-Only [ show Detail it
———_-smw T
Port1/0/9 Enabled Untagged-Only [ show Detail it |
0] i i S v o[ e T

A B —T = —A E® VLAN OFEMITE # A2 Rr9 5121%, Show Detail R¥ %27 U v o LET,
VLAN A X —T = —AZHEETHITIEL, it RZ 227 v 7 LET,

Show Detail R¥ %7 U v /35 &, LFIORTHENERIILET,
e —

VLAN Interface Information

Port Port1/01

Access VLAN

Acceptable Frame Type Untagged-Only

“

A B —T 2 —Z D VLAN OFEMIE RN TSN E T,
BIOBEEIZREAIZIX, Back R¥ %227 U v 7 LET,
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Bdit R& &7 Vw7 35E, UTIORTHEAERRSAET, UTOMEMEZ, ERL TS VLAN
T— FIC L - TRARNE BEHHE) 32720 9

Configure VLAN Interface

Port Port1/0/1 [] Clone

VLAN Mode [Hybrid V] From Port To Port
Acceptable Frame |Untagged Only ﬂ|
Ingress Checking (@) Enabled () Disabled

Mative VLAN [w] Native VLAN

VID (1-4094) h |

Action |Add ﬂ|

Add Mode (@) Untagged () Tagged

Allowed VLAN Range | |

Current Hybrid untagged VLAN Range
Current Hybrid tagged VLAN Range

Back || Apply
Configure VLAN Interface O&EH OHAZ LTI R LET,
NTGRA—H— G
VLAN Mode VLAN £— K (Access / Hybrid / Trunk / Dotlq Tunnel) % 3R L ¥
7,
Acceptable Frame SBR[ T 57 L— 2O (Tagged Only / Untagged Only / Admit
All) ZERLET,
Ingress Checking AT VAT = JHEREDIREE (Enabled / Disabled) % iIR L F 4,
Native VLAN IAT 4 T VAN BEREZ B ET AL T = v 7 LET,
VLAN Mode 7° Hybrid £ 721% Trunk OEAICERINE T,
VID VLAN ID % 1~4094 O#iPH AT LE T,
Action VLAN Mode C Hybrid, Trunk, Z7-/%Dotlq Tunnel % &R L7-%%. Fi{T

A7 272 (None / All / Add / Remove / Tagged / Untagged /
Except / Replace) Zi#IR L F4,

Add DA VLAN OB ZFTV EF, Remove TlE, VLAN OFIY 4 T%
HIBR L £,

Tagged & Untagged IE VLAN Mode 7% Hybrid dD35-& 128N n[HET, VLAN
Y Y TORED LEXEITWVET,

None, All, Except, Replace |% VLAN Mode 7% Trunk DA IR AJHE
T9, None (I, VLAN OFI D {TEZEH L 8 A, All IZ, TXTD
VLAN % A 28 —=Z& ® £, Except I&, #HE L7Z VLAN & A /=7 b
HIFR L ¥ 9, Replace %, EEXTVIANEID Y TEEHELET,

Add Mode VLAN Mode T Hybrid ¥ 7213 Dotlq Tunnel %#3%4R L. Action T Add % 3%
RLU7EABIC, Untagged F 7213 Tagged 23BN L £97,

Allowed VLAN Range VLAN Mode C Hybrid, Trunk., F72(%Dotlq Tunnel %#i®{R L 7=, 77
va v &EFT S VLAN OfiFAE A LET,

Clone Al CREZMOR— MO 58I TF = v 7 LET,

From Port / To Port Clone #F = v 7 L TWAHEHEIZ, KT 5K — FO#HiHZ IR L £
75

REZXZWAT 520X, Apply RE %227V v 7 LET,
BIOBEHEHIZEAIZIX. Back "¥Z %227 U w7 LET,
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5.2.4 L2VLAN Interface Description

L2VLAN Interface Description [Hjf TlX, L A ¥—2VLAN f > ¥ —7 = —ADHHAEZHREL E7,
AN 7 ZFRnT HIZIE. L2 Features > VLAN > L2VLAN Interface Description 27 VUV v 7 L F 9,

LZVLAN Interrface Description

Create L2VLAN Interface Description

L2VLAN Interface Description

Find L2VLAN Interface Description

L2VLAN Interface

I g ][ viewar ]
Total Entries: 2
VAN 1 enabld
w2 down enabied

n ] [ [eo

A DA H OFH 2 LT IOR LET,

NG A—H— B
L2VLAN Interface LAY —2VIANA & —Tx—ZXAIDHEASTLET,
Description LAY —2VIAN A > & —7 = — 2D % 64 SUFLUNTAS LET,

REZXZWAT 520X, Apply R¥ %227V v 7 LET,

ATLTEHRTLA VY —2VLAN A ¥ — 7 = — A &% T 2120E, Fid R¥ %227V v 7 LET,
TRTDO LA ¥—2VLAN £ T 212, View ALl RZ %227 Y v 7 LET,

L A ¥ —2VLAN 2> 5B 2 B3 % 121%, Delete Description R¥ %27V v 7 LE7,
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5.3 VLAN Tunnel

VLAN Tunnel ¥ 7 A == —Ti%, VLAN b > R/MEREDRE Z1TVVE T,

VLAN h>FUE, QinQ EWH 7L —2D A 7'V U TICLY, $—ERT oM X —Fy NT—T %
RET2HAHOFR v N U — 7385 T, VLAN [EHMORFF2 R8T 28 C3, AEX, —bv 27
OBNRAH =Ky NI =7 bW AA~—Fy U= DERICHIEBTHERASNET, P AX~—
Xy NT—=ITORNT T 4w 73T TS, TuxfZ—Fxy hT—2ZHO VLAN #7 (S-
tag) HHEMEL TT o, XA —Fy NU—JIZIESNE T, Ta (X —Fy NI —I NDH%Z(E
L7 b—AF, A7 ') 7SN 7 b—LEFRNO N AZ~—Fy U —7 O VLAN % 27 (C-
tag) EHREFT v 7 L, BBV VT EMBRLTCHAZ~v—Fy NUY—JZiEESINET,

VLAN Tunnel O FiZH DYV T A =2 —0O—EE2LTOERIIRLET,

HE A=a—4 B
5.3.1 | Dotlq Tunnel Settings VLAN k> LD AR E
5.3.2 | VLAN Mapping Settings VLAN k> /L3 VLAN i~ 7 DR E

5.3.1 Dotlq Tunnel Settings

Dotlq Tunnel Settings [H[f TliE. 802.1Q VLAN h > R/ ZRE L £,
ARE[HEZFRT5HI21L,. L2 Features > VLAN Tunnel > Dotlq Tunnel Settings #7 VU v 27 L £,

| TPID Settings | Dot1q Tunnel Port Settings
Inner TPID (0x1-0xT) 0x
From Port To Port Quter TPID {00 1-0xffi)
[Fortion V] [Poriori v] A T [ oo |
G e s
Port1/0/1 08100
Port1/0/2 08100
Port1/0/3 08100
Port1/0/4 08100
Port1/0/5 08100
Port1/0/6 08100
Port1/0/7 0x8100
Port1/0/8 0x8100
Port1/0/9 08100
Port1/0/10 0x8100

AR fECIX. TPID Settings % 7 & Dotlq Tunnel Port Settings ¥ 773&% V) £,
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TPID Settings % 7 Tld, VLAN ¥ Z OB+ 2 TPID &% E L £3, FHEHEOHHZLLTIZRL
F9,

ING A —H— LA

Inner TPID N TPID il % 0x1~0xFFFF O TAN LE T,

NS TPID MBI 16 R T, I A ¥ ~—VLAN &% 7 ® TPID |%. 2[E/%
s BT C-tag DMHT BN TWANE S a2+ 57Dl S E
T, NERTPID 1. P AT AT LICRETXET,

From Port / To Port 32— MRIFAZ BN LU E T,
Outer TPID AL%8 TPID fE % O0x1~OxFFFF O#FE CA I LET (F 7+ b
0x8100) .

RELZEATHITIE, Apply RE 227U v 7 LET,

Dotlq Tunnel Port Settings # 7 ClX. h Iy RV — h CTOEBEDORTEZITWVET,

TPID Settings | Dot1q Tunnel Port Settings ‘

From Port To Port Trust Inner Priority Miss Drop Insert Dot1q Tag
[Portt/on [v] [Portt/0 [v] [Disabled [v] [Disabled [v] | | (1-4094)
. T e T S . Tl

Port1/0/1 Disabled Disabled

Port1/0/2 Disabled Disabled

Port1/0/3 Disabled Disabled

Port1/0/4 Disabled Disabled

Port1/0/5 Disabled Disabled

Port1/0/6 Disabled Disabled

Port1/0/7 Disabled Disabled

Port1/0/8 Disabled Disabled

Port1/0/9 Disabled Disabled

Port1/0/10 Disabled Disabled

AT DA H H Ot 2 LU FIR LETS,

NRIA—F— B

From Port / To Port ﬁﬁﬁﬂ”é AN— N Z IR L £,

Trust Inner Priority FREND Enabled OGaE., ZELI-X /&7 1L —AD VLAN Z 7D
E%F%ﬁ#%~EXVMN&ﬁ:ﬁ%éﬂi¢

Miss Drop DFREN Enabled D6, ZIE LI ¥ /& 7 L— L0 VLAN fE#A

VLAN v b T T N —F 3= E =KL WEES . ZET
L— NI SN E T,

Insert Dotlq Tag R RIVR— RN TCZELIEZ L7 L—AICH AT S 802.1Q VLAN
ID % 1~4094 OFFHTASLET,

REXHEMAT AT, Apply RE %227V w7 LET,
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5.3.2 VLAN Mapping Settings

VLAN Mapping Settings i Clx, VLAN~ v B 7 2R E L £7,
AR 2 FRT 5HI121%, L2 Features > VLAN Tunnel > VLAN Mapping Settings %7 V v 27 L £,

VAN Mapping Settings

VLAN Mapping Settings
From Port To Port Original VID List Original Inner VID
oo [ o
Action VID Inner VID Priority
Translate  |v] |:|(1-4094) |:|{1-4094) 0 [v]
Port
Total Entries: 2
I T T N S N
Port1/0/10 translate 2/2 Inactive
Port1/0/11 1M franslate 2/2 0 Inactive
n [T] [ lee
ARBEEOFEE O Z LI IR LET,
NRIRA—H— LA
From Port / To Port EHT R — M Z BRI L £,
Original VID List VLAN ID U A b %& 1~4094 OFPFHTAD L ET,
Original Inner VID T3 A4 <—VLAN 1D % 1~4094 O#iPHTAJILET, Action 7° Dotlg—
tunnel OLGEIIFH L A,
Action UTOELLNDT 7 a @R LET,

e Translate: N2 7 AR — s TVLAN B2 EITT 510N L
T, ZIE7 L—2A 0D VLAN {525 Original VLANIZ—E4 5% &, F5
FEL-VIANICE > TEX#: bNnE T,

e Dotlg—tunnel : K> R/IAAKR— FTEIFEL7=7 L—2LD VLAN [HF#H M
fBE 417 Original VLAN & —#3 % & VID THRE S 4172 S-VLAN

2 7RBEmsEnEd,
VID VLAN 1D % 1~4094 O#iPHTA L £ T,
Inner VID W% T A 2~ —VLAN 1D % 1~4094 O#iFHTAS LE4, Action 23
Dotlg—tunnel LA IIH A L £ A,
Priority 802. Ip EAEEEDfE L LT 0~7 ODWFNMNEBINL £,
Port BT HAR— D &R L £,

REXEMAT AL, Apply RE %27V w7 LET,
AS UM TVIAN v v B V2T 51213, Find R Z %227 ) v 7 LET,
VLAN = v B 7 ZHIBRT A%, Delete ™" Z %7 U w7 LET,
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5.4 STP

STP 7 A =2 —TlI, A= 7V)—7a fha )L IET AR ELITWVET, AME T, STP,

RSTP, # LTNMSTP @ 3 FEFHD N — 3 KIS LET,

SIPOFICHIY T A= —D—EHUTORITRLET,

BE | A=a—4 =

5.4.1 | STP Global Settings STP @ 7" m— LRk iE

5.4.2 | STP Port Settings STP DR — MR E

5.4.3 | MST Configuration Identification MSTP DX TE

5.4.4 | STP Instance MSTP DA o A K A DI FERRE
5.4.5 | MSTP Port Information MSTP D 7R— MR E

5.4.1 STP Global Settings

STP Global Settings & CTlX. STP D7 @ — LR EEITVWVET,

K 2 FRT 5HI21%. L2 Features > STP > STP Global Settings %7 U v 27 L£7,

sk - !

STP State
STP State (@) Disabled () Enabled

STP Traps
STP New Root Trap (@) Disabled () Enabled
STP Topology Change Trap (@) Disabled () Enabled

STP Mode
STP Mode RSTP v

STP Priority
Priority (0-61440) 32768 [v]

STP Configuration
Bridge Max Age (6-40) Dsec Bridge Hello Time (1-2) : sec
Bridge Forward Time (4-30) sec  TXHold Count (1-10) B |tmes
Max Hops (6-40) RBo " Jtimes  NNIBPDU Address Dot1d [v]

STP State Tk, STPHERED /' — SLREEITWE T, FHHOBHAEZ LU TNIORLET,

Apply
Apply
Apply

NTGRA—H— G
STP State STP #%RE D IKHE (Enabled / Disabled) #iEIRL £,

REZXZWAT 521, Apply R¥ %227 ) v 7 LET,
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STP Traps Cl&, STP @ SNWP k7 » Il OFREZXITVE T, FHEHOFBPAZ L TFITRLET,
NI A—HF— B
STP New Root Trap Hoo— 7V o DR S\NP T v S EE(ET 55A 1 Enabled %
IR LU ET,
STP Topology Change rR v O —EHEHZ S\MP T v 7 #5579 555613 Enabled 23R L
Trap E3c B

RELZEATHITIE, Apply RE 227U v 7 LET,

STP Mode Ti, STP ®#EMEE— FERELET, FHEADOMHEZL TIORLET,
ING A=K — ]

STP Mode fFif3 % STP £— K (MSTP / RSTP / STP) %iZIRL £,
REZWHT AL, Apply R¥ &7 U 7 LET,

STP Priority TIXSTP D7V v VEBEEZHRELE T, FHEHOMBHEZLL IR LET,
NI A—HF— B

Priority TV VB EOEAE SR L ET,
REZWHT AL, Apply R¥ 27U 7 LET,

STP Configuration Tl, STP DKFHE/ T A —HX —%RELET, FHEAOMBPAZLTIORLET,

WRIA—HF— B

Bridge Max Age TN — T A 6~40 (F)) O#PFHTAALET, ZOE
1L, STP T— b7 U » Vb EHIMICEE 41D BPDU OFF B REH %
RLET,

Bridge Hello Time STP Mode <€ RSTP F7-1% STP # IR L 7=5A12, 7V vy m—F A
LMEE 1~2 (B) OB TASHLET, ZOfEIX. BPDU OEEMME%E
~LET,

Bridge Forward Time 7w P OAREEER OREER A 4~30 () OB TANLET, =
DOfEIL. STP TIREEN 7 + U —F ¢ L 270 D F TOHIREEER DR
B 2~ LET,

TX Hold Count EERE AT Mz 1~10 ([B]) OF lfﬂﬁbi# ﬁbf%ﬁ
B Y —RENEAE LG EOMBEAR ZMHE TS5 X5, 1 BHEICE
{54 % BPDU D RKEZHIE L ET,

Max Hops BNRAR Y T8 E 6~40 (v ) OFHTAIILET,

NNI BPDU Address BPDU D565 7 R A &$EE L E T,

Dotld #3®IR4 % L. 01-80-C2-00-00-00 AMFEFH SN ET, i, il
Woa—hFy NI —27 TlH &5 BPDU 6T KL ATT,
Dotlad ZEIR4 5 &, 01-80-C2-00-00-08 23MfFfH SN EFT, ZHi
=R T a NS =Y A N THEHINS BPDUSES T KL AT,

REZTWHTHICIE, Apply RE Z2 27U v 7 LET,
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5.4.2 STP Port Settings

STP Port Settings i Tlx, STP R— F 2R EL £7,
AN & 2R T HIZIE. L2 Features > STP > STP Port Settings #7 VU v 7 LF 9,

“STPPortsetngs TR

STP Port Settings
From Port Port1/0/1 [v]| ToPort
Cost(1-200000000,0=Aut)) [ | state  [Enabled [v] GuardRoot Disabled [v]
Link Type PortFast [Network  [v]  TCN Fiter Disabled ~]
BPDU Forward Disabled [v]  Prioity 128 [v] HeloTme(2y [ sec
I e B e T N
Port1/0/1 Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled
Port1/0/2 Disabled 0200000 Disabled AutolP2P Auto/Non-Edge Disabled Enabled 128
Port1/0/3 Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/4 Disabled 0200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/5 Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/6 Disabled 0200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/7 Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/8 Disabled 0200000 Disabled Auto/P2P AutoMNon-Edge Disabled Enabled 128
Port1/0/9 Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/10 Disabled 0200000 Disabled AutolP2P Auto/Non-Edge Disabled Enabled 128

A DA H OFH 2 LT IOR LET,

RTGRA—H — B

From Port / To Port R— F O ZRIRL £,

Cost A MEZ 0~200000000 OFIFITASLET, 0 OFE, 2 A MY
V7B U HENCEH S E T,

State R— D STP #&HeD:IkHE (Enabled / Disabled) #1®IR L F1,

Guard Root H— KL— MEREDIKAE (Enabled / Disabled) #3i3&{R L £,

Link Type Vo2 %47 (Auto / P2P / Shared) #1&IR L £, Shared D4 .

RSTP O EE BRI T EH A, Auto 13, Vo7 ¥4 72 HBTHI D &%
ZE7, P2P %, & HAR— ML TCOREHA SN ET,

Port Fast Port Fast @& — K (Network / Disabled / Edge) ZiEiR L *7,

e Network : Port Fast ™JIRfEZ BE)CTH) Y B x 3, 3 7P BPDU %
ZAE LR WS, A— MM port-fast JREEICER L £4, FDi%
BPDU #5219 % & . Non—port—fast JREEIZE Y F9°,

e Disabled : AN— MEHEIZ Non—port—fast JRAEIZ 72 D F£ 97,

e Edge: = v UR— k& A7 LT port—fast JRAEIZ 72V £9°, BPDU
T 6 L BEIRAEIX Non—port-fast IRIEICEH I E T,

TCN Filter TCN 7 4 % —D ke (Enabled / Disabled) # %K L %4, Enabled
DA, %15 Liz TN OIFHIIMh o R — MIEFE L EEA,

BPDU Forward BPDU Bk D kHE (Enabled / Disabled) % &R L ¥4, Enabled D5
AL ZAE L2 BPDU (X3 _TD VLAN A /R —R— M X 7 L7 L—A
THRESINET,

Priority A— MELEOEZERL T,

Hello Time MSTP D/~ —& A LDfEA 1~2 (7)) O#PFATASILET,

REABEMT HI2IE, Apply RZ %27 U v 7 LET,

69/250



5 L2 Features | 5.4 STP

5.4.3 MST Configuration Identification

MST Configuration Identification [ CTld. MST DL ZRE L F I
ANHEH A2 Fmd 5121%. L2 Features > STP > MST Configuration Identification #727 U v 27 LF 9,

MST Configuration Identification

Configuration Name 00:40:66:55:68.20

Revision Level (0-65535) b

Digest AC36177F50283CD4B33521D8AB26DEG2
Instance ID Settings

insance 1 (-1 —

Action Add VID [v]

D st

Total Entries: 1

cIST 1-4094 Edit Delete
n [7] Go

MST Configuration Identification TiX, MST UV — g v DOREEZITWVWET, FHEHDOHRAZLITIZ
RLFET,

NRTGRA—HF— B

Configuration Name MST DY —Va v 4& AJILET, 7740 hTiE, MSTP 2T LTV
HAA v FOMCT RUARFEHEINET,

Revision Level UEY g VL ~ULDfE% 0~65535 DFIFHTASI L FE T,
Uy v L-ULOfElX, Configuration Name & & H12, HEEICRTE
SNTWDHMSTP UV —y 3 &AL ET,

REZTHTHICIE, Apply REZ2 27U v 7 LET,

Instance ID Settings TlE. A LV AZ L ADBEEITWET, FHEEBEOHHAZLL IR LET,

NRTRA—H— L

Instance ID AV ABATID & 1~16 DFPHTAT LET,

Action FEITTDH5T7 73 (Add VID / Remove VID) ZiTIR L £,
VID List VID U A FDfEEZATILET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
A VAR AID FHRET AT, Bdit RZ %227 ) v 7 LET,
A AR A ID ZHIRT AICIE, Delete R Z %27 U w7 LET,
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5.4.4 STP Instance

STP Instance M CTlix, STP A v A X LV AZHRTELET,
K 2R T HI121%. L2 Features > STP > STP Instance #7 UV v 7 L7,

Total Entries: 1
e =
cIsT Disabled 32763(32768 sysid 0)
A EE AR =
Instance CIST
e e T e
Bridge Address 00-40-66-55-68-20
Designated Root Address / Priority 00-00-00-00-00-00 / 0
Regional Roat Bridge Address / Priority 00-00-00-00-00-00 / 0
Designated Bridge Address / Priority 00-00-00-00-00-00 / 0
ARBEEOFEE O AZ L FIRLET,
NRIRA—HF— B
Instance Priority Edit RZ %27 Vw7 Licth, A VAZ U ADT ) v VELREOEEZ 0
~61440 OFIPFATAII L ET,

STP A VAR LV ABHRET HIZIL, Edit R¥ %27 1) v 7 LET,
REZEATHITIE, Apply RE 227U 7 LET,

5.4.5 MSTP Port Information

MSTP Port Information i Cl. MSTP AR— MERZHE L £7°,
KW EF T 5121, L2 Features > STP > MSTP Port Information %272 VU v 7 LE1,

V P Pol 'ormation

MSTP Port Information

Port Port1/0/1 |C|ear Detected Protoco” Find |

Port1/0/1 Settings

T

cIsT 200000 Forwarding NonStp
mEEEERE =
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A OAEH OFH 2 LT IR LET,

NI A—HF— B

Port VT T AER—FEFEEIRLET,

Cost Bdit "¥ %27 Vv Liztk, 2 A MEZ 1~200000000 O#iFH TAT)
LE9,

Edit RE 27V v Lictk, BEEDOMHEE LT 0~240 OWT %
BIRLET (7405 :128)

A NSWE EEREN G 2D £,

BIR LA — b CTRESNEZTe har@ZEx 7 U 73 5121%, Clear Detected Protocol R% % 7
Uy LET,

AT LT T MSTP AR — MEHRZRE T HI2E, Find R¥ &2 27V v 7 LET,

MSTP AR— MERZHRET DI, Bdit R¥ %227V v 7 LET,

Priority
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5.5 Loop Detection

Loop Detection Eif TlL., /L — 7 HEEELZERTE L £7,

JL— TR HHEBE Cl. Configuration Testing Protocol (LA#%. CTP) 7L —AZEEL., HEL-7
L= EBYNZE LGBV —7RAELHEL, A— b2 —RICPAELE T, V—7HREoH
BEIARMZZR T L, A— M2 EIBL TEFOREIZRED £7°,

K% FRrT D121, L2 Features > Loop Detection #7 V w7 LE4,

op Detect .
Loop Detection Global Settings
Loop Detection State Disabled | Mode Port-based |
Enabled VLAN D List Interval (1-32767) sec
Loop Detection Port Settings
From Port To Port noChkSrc Action State
[Porttiol V] [Disabled v] [Shutdown v] [ Disabled v]
I S S T S N T N
Port1/0/1 Disabled Shutdown Disabled Normal
Port1/0/2 Disabled Shutdown Disabled Normal
Port1/0/3 Disabled Shutdown Disabled Normal
Port1/0/4 Disabled Shutdown Disabled Normal
Port1/0/5 Disabled Shutdown Disabled Normal
Port1/0/6 Disabled Shutdown Disabled Normal
Fort1/0/7 Disabled Shutdown Disabled Mormal
Port1/0/8 Disabled Shutdown Disabled Normal
Port1/0/9 Disabled Shutdown Disabled Normal
Port1/0/10 Disabled Shutdown Disabled Normal

Loop Detection Global Settings TlX., /L —7HERERED /' o — S ILEREEITWE T, K HH OFH
ZLUFIORLET,

NI RA—HF— L
Loop Detection State JL— T IBEEE D UREE (Enabled / Disabled) % 3&IR L £,
Mode L—TRIOEEE— K (Port-based / VLAN-based) % &R L £,

Enabled VLAN ID List JV— TR EZ AN % VLAN @ VLAN 1D % 1~4094 O#iFH AN LE
T, AKX EIL Mode T VLAN-based %8R L7-HAIC O HmH I vE T,
Interval CTP 7 L — A DEEMEE 1~32767 (FY) O#iIFH AN LET,

BREABEMT HI2IE, Apply RZ %27 Y v 7 LET,
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Loop Detection Port Settings Tid, & — NHEAL TON—TREOEWELZFEE L E T, FHE OFHY]

ZLUUTFIORLET,

INT A —H—

Gl

From Port / To Port

RN— hEZIIAR— FOFPHZIEIR L £ 7,

noChkSrc

KA T a %A% (Enabled) 1295 &, fodEENSEEFE SN
CTP 7 L— A %%(5 L7zBRIC v — 7 s L Ak OB 2T F 5, ARk
ENEA =Ry N AL v FRION—THERZ (D72 WERBERE ORI 2D
BRHY TN, V—TOBRBRMPBEET L8N H 0 F7,

Action

UTFOELLNDT 7 art— RE@RLET,

e Shutdown : L — 7 Z A L7-84 12, Port-based & — K TlLi%Y4
T AYER— N % Error Disabled IREEICEE U CHEL 1,
VLAN-based € — FOEGAIE, ST HVIAND T 7 4 v 7 %7
2y 7 LET, SNP F T v 7RV AT Au 7 O@EMbITWVET,

e Notify Only : L—FZRELTZHBEAEIC, SN\MP F T v 7RV AT A
27 COBMDOAEITNET, MER—FOMAESKN T 7 407D
a7 ETWER A,

State

WELR — N TONL—TFEEREDIRHE (Enabled / Disabled) % i%4R L
e

REXWHT 51T, Apply K& 227 U v 7 LET,
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5.6 Link Aggregation

Link Aggregation EE TiL. Vo o 77 ) F—va 2R ELET, Voo T7 7 ) F—v 3 Tl
A= R F ¥ RNV EMINDEEDOR— N RRIEHE) V7 2RELET,

R—FF ¥ FR/E, LACP 7 L — L& EZFE LTIy — 3 %479 LACP £— R & [T T8ERT
HABRT 47— RBHY ET, LACP E— RTIX, Z"— IRV 77 v 7RI/ D LEBIZ LACP
T L —LADEEEIET D Active &, LACP 7L —LA%ZETAF T LACP 7 L—LDEELIEET S
Passive W&V £9, BT HIHNITOR— b F v RXAEOEBET— RIZEE L TWALERDY, =&
ZIER— b F ¥ R OEMEET— RN ST Passive DAL, LACP & AT 4 v 7 OAEDOEDE
B, R=FF ¥ XN T v FIREEIC/R Y £H A, Passive (X, 72& 2 IEx v VAL v FREDOREERIC
KB EHIT, Ty VAL v TFOT7 7V 7 ICEHAT2HEREIHEHINET,

A= FF ¥ RIVDOBETIT, INV—TF LA NRNR—FR— | 2&ELET, F— FF v R/UTHE—D
BEU 7 LTEMEL, 0 —7F SIS Lz ID T ENET, FIL—TDRA L R—R— |k
IR K 8 R— T,

LACP OF v m— 3 Tk, BUICHELET A ADRHEZTVET, BET AL AL, VAT LME
FEREVNENT AN ZABRRBENE T, VAT AEREENELVEEIE, Y27 4 1D (MAC 7
N R) Otk it S ET,

KW H % FRrT B2, L2 Features > Link Aggregation#7 U v 7 L£7,
T

System Priority (1-65535) 2768
Load Balance Algorithm |Source Destination MAC ﬂ|
System ID 32768,00-40-66-55-68-20

Channel Group Information

From Port To Port Group 1D (1-8) Mode
Port1/0/1 [v] Port/0/1 [v] \ | on [v] Add |[pelete Member port]
Note: Each Channel Group supports up to &8 member ports.

Total Entries: 2

Crma oy |ttt i o I

Pori-channel1 Static 1/0i112-1/013 Delete Channel||Channel Detail
Port-channel2 LACP g 2 1/014-11015 [Delete Channel||channel Detail

BAIOESTIX, Vo277 ) F— a OERELITVWET, FHEAOBALZ U TIORLET,
NRTRA—H— Bl
System Priority AT MMEYE DE % 1~65535 O TAS LET,

Load Balance Algorithm | fEH 3 2 &M /o7 /L3 U XA (Source MAC / Destination MAC /
Source Destination MAC / Source IP / Destination IP / Source
Destination IP) ZEIRL ¥4,

WHT AIZE, Apply RH¥ V&2 U v 7 LET,
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Channel Group Information TlX, "— hF ¥ XA EEELET, FHEHOMHEZLTIIRLET,

NRIGRA—F— B

From Port / To Port AU NR—R—FDYJ A FEBIRL FT,

Group ID R—=bF X FNDIN—=THGE 1~8 DFEIMTAILET,

Mode AR—=+rF ¥ 2 VOEHEE—FK (On / Active / Passive) Z IR L F
? F— K2 0n DA, BIEE— RIZAX T 4 v 7 TT,

F v XN I N—T BT HI20E, Add AR Z &2 7Y v 7 LET,

TN—"TIND AR —R— N ZHIFRT 5121%, Delete Member Port R"&¥ %27V v/ LET,
F ¥ XTI N—T Z BT 5121%. Delete Channel "R¥ %7 U v 7 LE9,

F v RV OFEMIE R 2 F " T H121%, Channel Detail RZ %27V v 7 LET,

Channel Detail "¥ %7 U v 735 L, LFIORTHEHENRERINET,

Port Channel Information

Port Channel 2
Protocol LACF

Port Channel Detail Information

“ LACP Timeout Working Mode LACP State Port Priority Port Number _

Port1/0/14 32768
Port1/0/15 Long Active down 32768 0

Port Channel Neighbor Information

m Partner System ID Partner PortNo Partner LACP Timeout Partner Working Mode Partner Port Priority

Port1/0/14 0,00-00-00-00-00-00 Long Passive
Port1/0/15 0,00-00-00-00-00-00 0 Long Passive 0
LACP State:

bndl: Port is attached to an aggregator and bundled with other poris.

indep: Port is in an independent state{not bundled but able to switch data traffic).
hot-sby: Port is in a hot-standby state.

down: Port is down.

A= F ¥RV EHRETDHICE, MditRZ 227 ) v 7 LET,
REZTEHATHICIE, Apply RE L Z2 27U v 7 LET,
BIOBEIZREAHIZIE, Back " Z %227V w7 LET,

Edit R¥ %27V v 7 LIzt DOKHEE OMAZ U TIORLET,

NG RA—H — LA

LACP Timeout mw&4A7ﬁb®%~b(%wt/mm)% &L £9, Short D&
BlX 3 BPRIZ LACP 7 L— A& Z[E LN e XIZF v R LET,

ng®%ﬁﬁ90@%KLMP7V~A%§%Lﬁmk%mﬁﬁykﬁ

R LET,

ZDNTGA—K—% LACP 7 L — A TIHEENT 5 Z & T, Short AT 1
HIE. Long DAL 30 BRIFR T, *tH1T /34 A28 LACP 7 L— A%

EELET,
Working Mode LACP OEIfEE— K (Active / Passive) Z N L £,
Port Priority N— MEEEOMEEZ AT LET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
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5.7 L2 Multicast Control

L2 Multicast Control 7 A==2—TiX, ~/VFF¥ A M T 7 4 v ZHIENZET IR ELZITWVET,
~NTFXx ANNTT 4w THEIEITDIRWAAL T T, v FFx A~ 7 L—2A1% VLAN OF%EIC
HOE, HBAR— I _XCWEBEINE T, LY, FIHAROENC~ LT A R 7 L—2A
DIERIZPED KT N, ADOARBERIRE, Ty NV —7 BIRICEZEZRIETZEN8H0 £7,
YNANFXXYANRNT T4y THIHEIT) &L AA Y TIETATFHF Y A MBEEDO A RN—%FEH L, A
UN—INFHETDHR— P ERHRIZ LT~V T XYy A NN T T 4 v OIREEITH) ZENTEET,

L2 Multicast Control D FIZH BV T A =2 —D—ELZUTORITRLET,

BHE | A==a—4 B

5.7.1 | IGMP Snooping IGMP 2 X—E' > V" DRIE

5.7.2 | MLD Snooping MLD A X — & v 7 DR E

5.7.3 | Multicast Filtering N FFXY AT 4NEY T ORE

5.7.1 IGMP Snooping

IGMP Snooping # 7 A == —Tl, IGMP A X —E' v FHEREDFREZITVE T,

IGMP A X —E L ZE, wILFF¥ A RRARRCTILFF ¥ A M—F—NEETL I AvEe—T%
FrvZ L, ER—FTOLF v A NAUN—DFEL AEIFEETHETT, HFFR—FD A
PN—DBGITIRETEH SN, ZELEIMP A vt —YORNBICLVEFRINET,

IGMP Snooping Settings

IGMP Snooping Settings [ TiL. IGMP A X —V' L 7 D7 a— )L EZITWET,

AW H % FoRT HIZ1E L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping
Settings 7 V v 7 LE7,

IP Snooping Settings

Global Settings

Global State (@)Enabled (")Disabled

Dynamic Mrouter Aging Time (10-65535) sec

IGMP Snooping Unknown Data [All [v] vioi-g0e)[ ] IPAddress[ . [ Clear |
VLAN Status Settings

viD(-d00) | (Enabled (e)Disabled
IGMP Snooping Table

vip-40e[ | | Find | [ viewan |

Total Entries: 1

default Enabled Show Detail
n I] Go
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Global Settings TlL., IGMP A X —V' L 7D/ a— U EEXITWET, FEAOHAZLLTICRL
EJE S

NI RA—F— BT

Global State IGMP A X —t > 7 ™YRAE (Enabled / Disabled) Zi&EIRL F9,
Dynamic Mrouter Aging IGMP AX—VE v T TCEHR LI N—THEROZ—V T XA L% 10~
Time 65535 (Fb) OHEIPHTASHILET,

Unknown Data Limit AUN—FERN 2N LT XY AN T V=L EZELESED, AV

INR—=FREDOT Y ) —OR KBS 2R E L E T, Default 75\7‘::/7
SNTWABEE, T74VED 64 ZEHLET, BHETIHLEEIX
Default DF = v 7 %4 L. = b —0 FRE%E 1~64 O#FFATAS

Lij—o
IGMP Snooping Unknown AUN—ERN NI A F I 7 ") =27 U T T HEEICHEEL
Data F9, ZUVTTHRHBRELUTONT AN LEIRL F7,

o All: T RXCO=U NV —%7UTLET,

o VLA :f5EL/ZVIWDOZY hU—%2 27 T LET,
o VID : VLAN ID % 1~4094 O#iH A LET,

e Group: fRELZ/N—T D N —% 27 U T LET,
o IP Address : Z/—77 RLAZ AT LET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
AUN—EFERN 2N N —% 27 T3 520%, Clear R¥ %227 ) v 7 LET,

VLAN Status Settings Ti&, IGMP A X —VE' 7 &M% VLAN 2% L £3, FHEOMB AL LT
R LET,

NWNIA—F— B

VID VLAN ID % 1~4094 O#iHTAL L E T,

F7-. EBELE VLA TO IGMP 2 X —t > 7 OYHE (Enabled /
Disabled) Zi®IR L F,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,

IGMP Snooping Table T, IGMP AX—E' > 7D VLAN RELXHER L 7T, FEAOHHALZLLTIZRL
EX

NI RA—H— G

VID VLAN 1D % 1~4094 OFFATAS LE T,

AT UTEAHM T IGMP A X — Y V&R T 5121, Find R"& %227V v 7 LET,

TRTOIGMP AX—E 7 %FRRT HITIE, ViewAll RF %27V v 7 LET,

VLAN OGR4 2ok 9 2121%, Show Detail RZ %227 U w7 LET,

IGMP A X — &> VP OFEMIER E AT O I, Bdit R¥ %227 U w7 LET,
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Show Detail R¥ %7 U v /35 &, LFIORTHENERIILET,

VIF Snooping VLAN Parameters

IGMP Snooping VLAN Parameters

VID

Status

Minimum Version

Fast Leave

Report Suppression
Suppression Time

Querier State

Query Version

Query Interval

Max Response Time
Robustness Value

Last Member Query Interval
Proxy Reporting

Unknown Data Learning
Unknown Data Expiry Time
Ignore Topology Change

-

Enabled

1

Disabled (host-based)
Disabled

10 seconds

Disabled

=

&

125 seconds
10 seconds

ha

1 seconds

Disabled Source Address (0.0.0.0)
Enabled

Infinity

Disabled

IGMP Snooping VLAN Parameters Ef(Zi%, IGMP 2 X —t' > Z OFEMEHR AR RIS E T,
TEWAERET AI2IE, Modify R¥ %27 U w7 LET,

IGMP Snooping Table T Edit "&¥ > %27V v/ 357, F721% IGMP Snooping VLAN Parameters [Hjffi
TModify R¥ %227 V735, UUTNORTHEENRSINET,

VIP Snooping VLAN Settings

IGMP Snooping VLAN Settings

VID (1-4094)
Status
Minimum Version

Fast Leave
Report Suppression

Suppression Time (1-300)

Querier State

Query Version

Query Interval (1-31744)

Max Response Time (1-25)
Robustness Value (1-7)

Last Member Query Interval (1-25)

Proxy Reporting

Unknown Data Learning
Unknown Data Expiry Time (1-65535)
Ignore Topology Change

I

e Enabled | Disabled

1 [v]
(_JEnabled (®)Disabled
(CEnabled (@)Disabled

=
=]

(_JEnabled (w)Disabled

[v]

(5]
w
@
o

7
@
o

w
@
o

L)

o ===
Lt =1
E'm 5
= =
=]
}E
©
£
@ [
(&)
="
o
Ik ]
=

@®
m
=
a
=
1)
a
-
L
=]
@
W
=
2

U‘

L

ec [VInfinity
(CEnabled (@)Disabled

Apply
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IGMP Snooping VLAN Settings Ti, IGMP A X — b VO EMBTEEITWVET, FEHOMRHAZLLT

R LET,

INTGA—F—

Gl

Minimum Version

IGMP R—> 3> 1/ 2/ 3) #&ERLET,

Fast Leave

IGMP A X — v J HIRFEERLFEHE D IRBE (Enabled / Disabled) 7% &R
L%, Enabled DA, A= 5 IGMP ZL— B A v &—
EETAHLE . AU N—ZHIEIZHIR L £,

Report Suppression

LR— MH|OIREE (Enabled / Disabled) Z 3R L £,

LR — MIEREIZ,. IOMPvI 38 LT IGMPv2 A w2 — %t L T DA
EL £,

LAR— NI EZ OBRE . EREIZATFFY AN — R 50 I6WP
A=V hETRTCIATF X A ML—F —ZEELET, LAR— D
HINE R DOBA . Suppression Time THEE L7-#HIMNICw/LFF ¥ X
K =R DREICEZA T (AN —2 P UR— N/ T —THE) O
Ave—VEEHEZETLE, 1 HOA vy E—VIZENL T LT Fy
A R V—H —ZHzE L ET,

Suppression Time

LR — MBS RE O IR (BY) 2 1~300 ofFHTAILET (5
Tk 108) .

Querier State

7 U THEEEDIRAEE (Enabled / Disabled) #EINL F£4, 7= U 7T
I, BE I~ T ¥ A ML—F—REETDH IGMP 7 = ) —&2RAT
L CEHETDHHEETT, /LT X v A M—F —RF(E L7 WEREE T,
“NANFX ¥ AL — ROFEREZEUNCEHFT T H72OICHEITR D £7°,

Query Version

JZUTREETAEY 2R TIN I —DR—Var (1/2/3) %
IR 9,

Query Interval

TV TREETH 22TV 7)) —O%kERREEZ 1~31744 ()
OFPETAD L ET,

Max Response Time

VxR I NI ) —DINEEBRE A 1~25 () O#BETANLE
7,

Robustness Value

TR SR AL o I~TOFPHTANLEST (T 7405 :2)

Last Member Query
Interval

I YT INAUN—BEED S NV—T AR T 7 ) —F R ET
HMEZ 1~25 (7)) o&PFATANDLET,

Proxy Reporting

T XL LR— MEREDIRAE (Enabled / Disabled) ZFEE L £,

e Source Address : 72X LAR— FNDEETLT RLAZ AT LE
7,

Unknown Data Learning

YNANFXXYANNT T 4 v 7 EZELLEEIC, AVASA—=RIEEOT U

UV —%1ERd 535 1% Enabled Z 38R L £ 97,

e Unknown Data Expiry Time : A L/ X—FREDOZ L I —DHZIHR
% 1~65535 (F)) OHFPHATATLET,

Ignore Topology Change

cAR v o —EEOMMEFEDIKRE (Enabled / Disabled) % %R L
7,

REZEZWAT 520, Apply R¥ %227 ) v 7 LET,
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IGMP Snooping Groups Settings

IGMP Snooping Groups Settings i ClX. IGMP A X —bE 7O N — %2R LET, F/-.
IGMP AX—VE U T DAZT 4 v 7 N =535 L TEET,

R H % Fr 9 5121L. IGMP Snooping > IGMP Snooping Groups Settings #7 U v 7 L £,

VIP Snooping Groups Settings

IGMP Snooping Static Groups Settings

VID (1-4094) Group Address From Port To Port

| | [ - ] [Port1/0/1 [~ [Port1/0/1 ~] [ appy | [ pelete |
VID (1-4094) Group Address

o ] ol ] [ eind ][ viewan ]
Total Entries: 1

1 224.01.0 1010
n (7] Go

IGMP Snooping Groups Table

VID (1-4094) Group Address

oL ] ol ] [ Fnd ][ viewan ]
Total Entries: 0

o Group s Souco hdies Ch e | oo |

IGMP Snooping Static Groups Settings TlX. A¥ T 4 v /72 F) —OREZITWVWET, FHEHED
A ZLITIOR L ET,

NI RA—H— B

VID <N FFx AT N—TFDVLAN 1D % 1~4094 OFPATAT L £,

Group Address [PV TFHXY AT N—TT RLAEASLET,

From Port / To Port A= MEFITAR— FOFKFHZBEIN L 4,

VID FUFRE TV L, AT Xy AR L—TO VAN 1D % 1~
4094 OHFIPHTAN L ET,

Group Address FGOFRE L VI L, AT AT NAN—TT RLAEZATIL
7,

REXEMAT AL, Apply RE V%2270V w7 LET,

IGMP AX—V U T RAET 4 v 7 T N—T%ZHIRT HITIL, Delete R¥ %27V v 7 LET,

AT LTAERD S IGMP AX— VB T AZT 4 v 7 T N—T5RET HITIE, Find RZ %227 U v 7 L
£7,

TRTDO IMP AX—VE U T AT 4 v TN—T%FRR T HITIE, View ALl R¥ %27 Y v 7 LET,
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IGMP Snooping Groups Table TiZ, IGMP A X—tE 7Dz M) —nERINET, FHEEOFHHE
TR LET,

NG RA—H — B!

VID FOFRE L HET ) T L, wATFFY A NI N—TD VLAN 1D & 1~
4094 OFIPHTASI L ET,

Group Address FSOFRE TV L, IA—TT RLRAEZANLET,

AN LT TIGMP AX—E o I T N—T % BT HI2E, Find RX %27 ) v 7 LET,
TRTDIGMP AX—E T T N—T%FKRT HIZIE, View ALl RZ %27 ) w7 LET,

IGMP Snooping Mrouter Settings
IGMP Snooping Mrouter Settings [ CiX, IGMP A X —tE' L D)L—H —KR— FZ2RE L £7,
A AT 5121, IGMP Snooping > IGMP Snooping Mrouter Settings #7 V v 27 L £,

e i i ——————————————————————————————

IGMP Snooping Mrouter Settings

VID (1-4084) Configuration From Port To Port
[ | [Port [~] [Port1/0/1 [v] [Port1/0/1 [v] apply | [ Delete

IGMP Snooping Mrouter Table

vipg40en[ | [ Find | [ viewan |

Total Entries: 1

1 1/0/10 (Static)

IGMP Snooping Mrouter Settings Tlt., NV —F —FR— F2X&GFLET, FEEOHMHAZUTIIRLE

D

NRIRA—H— B

VID i~ % VLAN 1D % 1~4094 O#PFHTAS L E7,
Configuration LITFDES B0 R— MR AR L £,

e Port : XfRR— b EAXT 4 v DN—H—R—FILET,
e Forbidden Port : xfHAK— h&I/NL—H —KR— MIBEELET,
From Port / To Port R— hOFFAZBINL F3,

RELZEATHICIE, Apply RE 227U v 7 LET,
Bk LT —H4 —R— hEHIBRT 5120, Delete ™" X &7 U v 7 LET,
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IGMP Snooping Mrouter Table Tl%, N —X —KR—Fr2FRLFT, FEAOMHAZUTIORLET,
NG A — B
VID 9% VLAN ID % 1~4094 O#FiPHTAS LET,

AL C—H —R— FaRBETHIZE, FidR¥ 227V v 7 LET,
TRCON—H—R— b E2ERTHIZIE, View ALl R¥ %27 U v 7 LET,

IGMP Snooping Statistics Settings
IGMP Snooping Statistics Settings i ClX, IGMP A X — b v /et aEF R L £,
K % #7~ 9 5 121%, IGMP Snooping > IGMP Snooping Statistics Settings 27 VU v 7 L£7,

VIP Snooping Statistics Settings

IGMP Snooping Statistics Setfings

Statistics VID (1-4094) From Port To Port

All [~ | Port1/0/1 ~ Port1/0/1 ~
IGMP Snooping Statistics Table

Find Type VID (1-4094) From Port To Port

[VLAN [~ I | [Port1/0/1 ~ [Port1/0/1 ~ | Find | [ viewan |

Total Entries: 1

|y | ||y

Port1/0/9

n ] l_ Go

IGMP Snooping Statistics Settings TiX. IGMP A X —t° U VHEHERAEZ 7 V7 TEx F4, FHEHED
AL IR L ET,

INFGA—F— LA
Statistics 7 UVTFD IGMP AX—¥ v THEHERORNSR %, LLFOWT NG
IR L FET,

o All : T R_RTDIGMP A X — Vv Vi HRA 7 V7 LET,

o VLAN : %22 VLAN @ IGMP A X — v > ZkEHE#H 4227 UV 7 LET,
o VID : VLAN ID % 1~4094 O#iHTA L £ 7,

e Port : XfHRAR— D IGMP A X—E v Z#EHERAE 27 V7 LET,
o From Port / To Port : iN— ks O#iH &38R L £,

IGMP A X — B JH#EHEHREZ 7 UV 7T 5121%, Clear "¥ %7 U v 7 LET,
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IGMP Snooping Statistics Table TiX. IGMP A X —E L Vi ERMPIFRREINE T, KEEH OFHAL
TR LET,

INFGA—F— B!
Find Type IGMP A X — V'V THEtT —7 VDR RN R E LLFOWT I b
WLET,

e VLAN : %5 VLAN @ IGMP A X — b v Vit a £~ LT,
o VID : VLAN ID % 1~4094 O#iHTA L £ 7,
e Port : KB AR—FD IGMP A X — b v Z#eHE@RAF R LET,
o From Port / To Port : R— M FE/IFA— N O#FIPHZ TN L £
7
AT LT AT IGMP A X — B VGG R AR BT 51TiE, Find RF %227V v 7 LET,
TARTO IMP AX—E U Ve R A Z R T 5121%, View ALl ARZ %227 U v 7 LET,

5.7.2 MLD Snooping

MLD Snooping 7 A =2 —TlZ, MLD A X — b FHEREDRTE ATV ET,
MLD AX—E V7L, IPv6 ¥ /LFF¥ A KA ML TFv¥ A M—HF—REETDH MD A vt—
ChF VT ARET, IPvd TO IGMP A X — b2 ZHEREICHYS L E T,

MLD Snooping Settings

MLD Snooping Settings [ Ti&, MLD A X — > 7 D/ u— LB EEITVET,
AKEH ZFE AT HI21EL L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping
Settings #7 U v 7 L£7,

Global Settings

Global State (@)Enabled (")Disabled

Unknown Data Limit (1-64) [iDefault

MLD Snooping Unknown Data Al [v/] viD(1-4084) | Group Address|[FFE0-1 | [ Clear |
VLAN Status Settings

vipa40e) ] (JEnabled (a)Disabled
MLD Snooping Table

vipagee) ] [ fnd | [ viewar |

Total Entries: 1

1 default Enabled Show Detail Edit

n [q] [ [eo
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Global Settings TlI. MLD AX—E > 7 DI — LR EXITWVET, FEHOHGAZUFIORLE

R
NI RA—F— G|
Global State MLD A X —t" > ZHEREDIRAE (Enabled / Disabled) % i®iR L £,
Unknown Data Limit AUNR—FERN NV T XX AN T L —LEZELEHED, AV
N—REOT b —DIER R EHE L £7, Default ﬁ)%m/ﬁéﬁ
TWAEA, 774080 64 ZEHALET, BEHT585451E Default
@%:y&%%bf\iybvw®imﬁ%rwﬂm i CTATI L £
7
MLD Snooping Unknown AUN—ERRNWE A F I v 72 N —%2 7 VT TH58ICHEEL
Data 9, Z VT THx5 %, LTFTOWTINL@RL £,
o All: T _RCOHOZ M) —%27 VT LET,
o VLA :f5EL/ZVIWDOZY F—%2 27 T LET,
o VID : VLAN ID % 1~4094 O#iH AL LET,
e Group: HELIF-IN—TDx N —Z227 )7 LET,
o Group Address : Z/L—F7 RLZ2Z AN LET,

REABEMT AI2IE, Apply RZ %27 Y v 7 LET,
AUN—ERN 2N N —% 7 T3 5201%, Clear R¥ %227 ) v 7 LET,

VLAN Status Settings Ti&, MLD A X —E > 7 213 % VLAN 288k L £ 7, FHEAOHBAZLITIZ
rLET,

NWNIA—F— G|

VID VLAN 1D % 1~4094 O#iHTA LE T,

F7-. BBELE VIAN TO MDD AX—t > 7 OHEE (Enabled /
Disabled) Z#EIR L £,

BREABEMT HITIE, Apply RZ %27 Y v 7 LET,

MLD Snooping Table T, MLD AX—t> 7 ® VLAN REZMER L ET, FEHOMHZUTIORLF
R

NI RA—H— G

VID VLAN 1D % 1~4094 O#iPHTA L £ T,

AT UTZEMTMLD AX— ' VAR T 512, Find RZ 227 U v 7 LET,

TRTOMD AX—E T %#FKRT 5L, View ALl A& %27V v 7 LET,

VLAN OFFEMIEHR 2 FKr 3 5 121%. Show Detail R¥ %227 Uo7 LET,

MLD AX— V> 7 2 HRET DI, BditRZ 227V v 7 LET,
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Show Detail R¥ %7 U v /35 &, LFIORTHENERIILET,

MLD Snooping VLAN Parameters

viD 1

Status Enabled

Minimum Version vl

Fast Leave Disabled (host-based)
Report Suppression Disabled

Suppression Time 10 seconds

Proxy Reporting Disabled Source Address ()
Mrouter Fort Learning Enabled

Querier State Disabled

Query Version v2

Query Interval 125 seconds

Max Response Time 10 seconds
Robusiness Value 2

Last Listener Query Interval 1 seconds

Unknown Data Learning Enabled

Unknown Data Expiry Time Infinity

Ignore Topology Change Disabled

MLD Snooping VLAN Parameters B |ZIZ. MLD A X — >V OZEMBERA TR INET,
EMARET AI121F. Modify A& %227V v 7 LET,

MLD Snooping Table T Edit "¥ % 7 U v 7 957, F721% MLD Snooping VLAN Parameters [ C
Modify R& %27 ) v 35&, LNIORTHEENRRIIVET,

VILD Snooping VLAN Settings

MLD Snooping VLAN Settings

VID (1-4094) ]
Status e Enabled | Disabled
Minimum Version 1
Fast Leave (CEnabled (@Disabled
Report Suppression (_Enabled (#)Disabled

Suppression Time (1-300)

("Enabled (eDisabled

Mrouter Port Leamning (®Enabled (" Disabled
Querier State (_Enabled (®)Disabled
Query Version

Query Interval (1-31744) sec
Max Response Time (1-25) Sec
Robustness Value (1-7) :I
Last Listener Query Inferval (1-25) ]
Unknown Data Leamning (@)Enabled (_Disabled
Unknown Data Expiry Time{1-65535)

|

sec [Infinity
Ignore Topology Change (CEnabled (eDisabled

Apply
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MLD Snooping VLAN Settings TlE. MLD A X — b > VOIEMBEEITVET, FEH O A LLITIC

A LET,

INTGA—F—

Gl

Minimum Version

MLD X— g (1 /2) Z#IRLET,

Fast Leave

MLD A X — ¥ JRNFFEENFEAE D IR AE (Enabled / Disabled) % 38R L
%9, Enabled OFE. AU NN—MGHEHA v —V %% ET 5L, A
V= RIEEICHIBR S E T,

Report Suppression

LR — M| OREE (Enabled / Disabled) Zi#IRL F 9,

Suppression Time

EHETH MD LaR— b E 72BN A2 PH9 2 M Z2 1~300 OFFHCTA
HLET F74+4b8:10) .

Proxy Reporting

7'a X LiR— MEREDIRHE (Enabled / Disabled) Z IR L £,
e Source Address : 72X LR— FDEETLT RLAZ AT LE

E

Mrouter Port Learning

J— K —R— R EEEEDIREE (Enabled / Disabled) #3IR L £,

Querier State

7 ) THEHEDIREE (Enabled / Disabled) % iIR L F4-,

Query Version

IV TREFETLHV XTI =) —DR=Var (1/2) z2iER
LET,

Query Interval

TV TREETH 22TV —DO%kERREEZ 1~31744 (B)
DOHEPATAT LET,

Max Response Time

VxR TN ) —DISEEBHRE A 1~25 (B) O#iBETANLE
7,

Robustness Value

TNA MR AEEE 1I~T OFFATATILETST (T 7400 :2)

Last Listener Query
Interval

I YT INAUN—BEEED S NV—T AR T 4 7 ) —F R ET
LG Z 1~25 (7)) o#PFHATANLET,

Unknown Data Learning

YNANFXXYANNT T 4 v 7 EZELEEIZ, AVANA—=RIEEOT U
U —%1ERd 5345 1% Enabled Z 38R L £ 97,
e Unknown Data Expiry Time : A L/ XR—FREDOZ L N —DHZHIR
% 1~65535 (F)) OHFPHATATLET,

Ignore Topology Change

R\ o —EEOMEKFEDIKFE (Enabled / Disabled) % %R L =
7,

REZ AT HI21E, Apply R¥ %27V v LET,
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MLD Snooping Groups Settings

MLD Snooping Groups Settings M Ci%, MLD AX—t 7O M) —Z R L E£4, F£7~. MLLD
ARX—VEUTDART 4y 72 M) —5BTH L L TEET,

K %357~ 7 5 121%, MLD Snooping > MLD Snooping Groups Settings #7 V v 7 L £,

VILD Snooping Groups Settings
MLD Snooping Static Groups Settings
VID (1-4084) Group Address From Port To Port
| | [FF11z11 | [Port1/0/1 ~] [Port1/01 ~] [ apply | [ Delete |
VID (1-4094) Group Address
o] offFii [ rmd ] [ ewai ]
Total Entries: 1

1 fi11:11 11010

n [7] Go

MLD Snooping Groups Table
VID (1-4094) Group Address
Ol I— OfFFE [ Fed ] [ viewal ]
Total Entries: 0
o] Group s sorce nss Cr o | s |

MLD Snooping Static Groups Settings TlX, A¥ 7T 4 v/ T N —DFRELXZITWVET, KHEH DL
BHZLL IR LE T,

NI RA—H— B

VID <N FFx AT N—TFDVLAN 1D % 1~4094 OFPATAT L £,

Group Address IPv6 VT F¥ A RTN—TT7 RLAZ AN LET,

From Port / To Port A= MEFITAR— FOFKFHZBEIN L 4,

VID FUFRE TV L, AT Xy AR L—TO VAN 1D % 1~
4094 OHFIPHTAN L ET,

Group Address SOFRE T L, IPv6 vV TFFy A NI IL—TFT L 2%
ABLET,

REXEMAT AL, Apply RE V%2270V w7 LET,

MLD AX—V U T AXT v 7 T N—T%HIRT 5121, Delete R ¥ %27 Vw7 LET,

AN UTEERT MD AX—Y U T AEZT 4 v 7 TN—T%BET 5120, Find RZ %7V v 7 LE
7,

TRTD MD AX—VE U T AET 4 v I TN—THFRTHIZIL, View All R& %27V w7 LET,
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MLD Snooping Groups Table TiX, MID AX—tE 7O N —NHFERINFT, FHEEOHHAZLL
TR LET,

NG RA—H — LA

VID FUFRF T ) T L, AT FX A NI I—TFD VLAN 1D & 1~
4094 OHFIPFHTATI L ET,

Group Address FGOFRE T VI L, TA—T T KL AEZ AN LET,

AN UM TIMD AX—E T T N—T % RETHIZE, FindR¥ %227V v 7 LET,
TRTOMD AX—E T 7 N—T%FKRrTHZIE, View ALl RZ %7V w7 LET,

MLD Snooping Mrouter Settings
MLD Snooping Mrouter Settings Hif Cix, MLD AX—t' L 7 D)L —H—KR— 2R TELFET,
K 2 R 9 5121, MLD Snooping > MLD Snooping Mrouter Settings #7 VU w7 L £,

T —

MLD Snooping Mrouter Settings
VID (1-4094) Configuration From Port To Port
| | [Port ~] [Portt/0/1 ~] [Port1/0/1 v apply | [ Delete
MLD Snooping Mrouter Table
vipg-40en] | [ Find | [ viewan |
Total Entries: 1
1 1/0/10 (Static)
11 (1] [ [eo

MLD Snooping Mrouter Settings Tld, NV—%—FR— F&&&EKL £, FHEAOMHAEZLLTIORLET,

NG RA—H — B
VvID VLAN 1D % 1~4094 O#PHCTATI L E T,
Configuration A= MERZLLTOWT N SBIR LU E T,

o Port: XA —hERXT 4 v DL—H—R—FMILET,

e Forbidden Port : X HR— F &I —Z —KR— M LFET,

e Learn PIMv6 : X[Z7A~— I C IPv6 PIM TO)L—Z —iR— fDFE %
TOET,

From Port / To Port A— N EIIR— FOHEPHZ BRI L F 5,

RE AT DI, Apply RE U E IV w7 LET,

Bk Llon—F —KR— FEHIFRT HI21X, Delete h¥ %27 U w7 LET,

MLD Snooping Mrouter Table Ti, /N—#% —FR— h2FRLET, FEAOMBPAZLTIORLET,
NI RA—F— B
VID VLAN 1D % 1~4094 O A LET,

AN LT TN—F —R— N2 RET 51T, Fid RZ %227V v 7 LET,
FTRTCON—F —R— b EFRRTHIZIE, View ALl RZ %227 ) w7 LET,
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MLD Snooping Statistics Settings
MLD Snooping Statistics Settings [ CTiZ., MLD A X — bt Vet EHRAEE R LE T,
KW & ZFRrT 5121, MLD Snooping > MLD Snooping Statistics Settings %7 V v 7 L £,

VILD Snooping Statistics Settings

MLD Snooping Statistics Settings

Statistics VID (1-4094) From Port To Port

Al ] | Port/0/1 ~] Port1/0/1 ~]
MLD Snooping Statistics Table

Find Type VID (1-4094) From Port To Port

[VLAN [~ | | [Port1/0/10 ~ [Port1/0/10 ~ | Find | [ viewan |

Total Entries: 1

MLDv2
>
e [ w [ w [ w

[ owe | [ e | | e | o |
0 0 0 0 0 0 0 0

n ] [ [eo

Port1/0/10

MLD Snooping Statistics Settings Ti¥, MLD A X—V L J#EE®RAZ 7V 7 TxFd, F£HEBDH
LI TIOoRLET,

NI A—HF— B!
Statistics 7 VT HMD AX—E > THEHERONGREZ, LT OWT I 5k
WRUFES,

o All : T RTOMD AX—E v VEHE#RE 27 VT LET,

o VLAN : %% VLAN ® MLD 2 X — > F#ieHE®mEZ 27V 7 L £,
o VID : VLAN ID % 1~4094 O#iH AL LET,

e Port : XEAR—FDOMD AX—E L VHEERE 7 VT LET,
o From Port / To Port : iN— ks O#iH & 8IR L £,

MLD A X — B > JH#EtEHRE 7 U 7T 5I121%, Clear h¥ %7 U v 7 LET,

MLD Snooping Statistics Table TiE. MLD AX—Y et HRpnEzRINE T, F£HEBA OHBELZLL
TR LET,

INTGRA—H— A
Find Type MLD 2 X — & o ZH#EH T — 7 O E R G % . BFOWFRd IR
LET,

e VLAN : %[5 VLAN @O MLD A X — &' > it e For LE7,
o VID : VLAN ID % 1~4094 O#iPH AT LE T,

e Port : KRR —FDOMD ZX—t L FHEHEREZF R LET,
o From Port / To Port : 7N— ~ O#iJHZ &N L £,

AT UM TMD A X — B> FHRHERZM KT D121, Fid R¥ %227 U v 7 LET,
TRTOMD AX—¥E U FHFHERZ R AT DL, View ALl RZ %227 ) v 7 LET,
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5.7.3 Multicast Filtering

Multicast Filtering BiH CTlX. /L FFXFX¥ A N T 4 NE U U TOFREEITNET,

TNAFXXYARNTANEY o TE, A TFHRY AN T U —AEZE LGS OBIELEDOE— R &R
ELFET, T 74/ 8D Forward All OGS, IGMP AX—E L 7RSI LD~ LFF¥ A M AL R—
ZEELTWZELTH, VLAN OREICESSHER— I _NTIZmELET, EnUSADE—F
(Forward Unregistered 3 TN Filter Unregistered) TiX., ¥/ T F+ X b A U N—NEFEINT
WA E I A U R—=DFET D — MMIxF L T 21T E T,

Forward Unregistered £— K& Filter Unregistered £— FOEWIX, REHEO~LF ¥ A M T
T4 v kT AP T4, Forward Unregistered DiFa. REBEFO~NLF XY A MNT 7 4 v 7%
79T 478N FET, Filter Unregistered DAL, I FEFA,

ANHEH &2 FRT H121%. L2 Features > L2 Multicast Control > Multicast Filtering #7 VU v 7 L
e

i ——————

Multicast Filtering

VID List Multicast Filter Mode | Forward Unregiste redE“ Apply

Total Entries: 2

default Forward Unregistered Groups
VLANOODZ2 Forward Unregistered Groups

n ] [ [ee

A DA H OFH 2 LT ISR LET,

NRTRA—H— Bl

VID List VLAN ID U A &2 AT LET,

Multicast Filtering TNVFXXYARNTANEY) U TE—REZLULTOWNWET N HERLE
Mode T,

e Forward Unregistered : BEkFH D~ /LT F ¥ X h3T v MIdfiniE
T =TI THERE S, RBEFRO LT X ¥ X b3y ME
VLAN RAA ANCHEASNWTT T T 4 v T ERET,

e Forward All : T _XTO~/LFFx ¥ X 3w ME, VLAN RA A >
WZHANWTTZ T T 7 ENET,

e Filter Unregistered : BEkiF A D/ v MIFEIET — T WITHS
WTHAIE S, TRTORBEDOTALFF v A My MIT (L
2V TENET,

REZXZWAT 5121, Apply R¥ %227 ) v 7 LET,
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5.8 LLDP

LLDP ¥ 7 A = = — %, LLDP |[ZBE# T 2% EZFITVVE T,

LLDP 295 & BT 288 (v A N—) CAHAIZ LLDP fEfAE W L, A N—1EHREZUETX
F9, ZNHLDOFERIT. FHEBTAL v FREHGL TWDLT A ZAEMHERT L5650, Xy hU—
7Y — VIR BT K o THERRE R ZAT O BRICAE R & 720 £,

LLDP THEH SN D 7 L—20d, FHIE LTRE LT A AT S L, hoR— Madimk s E
A, 7277 L. LLDP Zfi ] L2734 2T, LLDP Bilkre 2 R— F L CWAEE, LLDP 7 L—A4
AT HZ BV E£9, ZOE, LLDP xtickégeF L4 LLDP @imféae 4 AR — h L TV 5@ C
Wk L CEEE L CH LLDP TOIEFMAHEITH Z LIX T ET 0, FfkT 57 /34 ARZ Do LLDP
KGR IV LTV D56 LLDP ORA N—fFRBRNEIZR D | WAREBENNEIC R 2280 »H Y
7

LIDP D FICHH Y T A =2 —D—EAUTORITRFLET,

BE | A=a—4 =

5.8.1 | LLDP Global Settings LLDP ® 7 & — L3R 7
5.8.2 | LLDP Port Settings LLDP DR — R % iE

5.8.3 | LLDP Management Address List LLDP T3 2EH T N L 2 DFRR
5.8.4 | LLDP Basic TLVs Settings HAEBTLY OFKE
5.8.5 | LLDP Dotl TLVs Settings IEEES02. 1 TLV D& E
5.8.6 | LLDP Dot3 TLVs Settings IEEES02. 3 TLV D E
5.8.7 | LLDP-MED Port Settings LLDP-MED TLV D E
5.8.8 | LLDP Statistics Information LLDP O#EFHEM DR R
5.8.9 | LLDP Local Port Information LLDP CTi@%n3 2 1F R DFR
5.8.10 | LLDP Neighbor Port Information A N—IFROFER

LLDP 7 L—ATiE, 7L —AOT7 =X | ZEEAFOREEREEDET, ZOBEEHRIT. TLV 20
IR THESNET, LLDP 7 L—AICHEN L BHEERIL. ZORMEFHRD TLV B2 & D 7= Hikk
ICE o TRBIENET, AEETIE, A— b ID X° LLDP [FHMOA IR & D LLDP TWH & 72 5k
R, VAT LA EDOFT v a VEREGTIEAFE TLV Oz, VLAN 72 EOE#H A ST TEEES02. 1
TLV <0, WHEIC 4 A4 & e IEEES02.3 TLV, T RARA ¥ b F 34 [ O A& Te LLDP-
MED TLV O @ MEAE #U ke U E T,
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5.8.1 LLDP Global Settings

LLDP Global Settings i Cli%, LLDP 7 o — LR EZXITWVET,
A 2 FRT 5HI121%. L2 Features > LLDP > LLDP Global Settings #7 UV v 7 L%,

[TDP Global Settings

LLDP Global Settings
LLDP State
LLDP Forward State

LLDP Trap State
LLDP-MED Trap State

LLDP-MED Configuration

Fast Start Repeat Count (1-10)

LLDP Configurations

Message TX Interval (5-32768)
Message TX Hold Multiplier (2-10)
Relnit Delay (1-10)

TX Delay (1-8192)

LLDP System Information

Chassis 1D Subtype

Chassis ID

System Name

System Description

System Capabilities Supported
System Capabilities Enabled

LLDP-MED System Information

Device Class

Hardware Revision
Firmware Revision
Software Revision

(CEnabled
(Enabled
(_JEnabled
(_JEnabled

(@)Disabled

(e)Disabled
(@ Disabled

Apply

s5ec
s5ec

SeC

IR w

SBeC

Apply

MAC Address

00-40-66-55-68-20

Switch

APLGM220GTSS Gigabit Ethernet L2 Switch ...
Repeater, Bridge

Repeater, Bridge

Metwork Connectivity Device

1.00.00
2.00.00b v

LLDP Global Settings TiZ.

LLDP D 7' —/NVBGEZATWE T, FEHAOBRAZLLTITR L £,

NI RA—=H—

B

LLDP State

LLDP #&BED Ik fE (Enabled / Disabled) % IR L F4.

LLDP Forward State

LLDP i%&iEFERE D IRBE (Enabled / Disabled) Z3®IRL £,
LLDP State 7° Enabled ., LLDP Forward State 7% Disabled D&
X, Z{ELZLLDP 7 L— AN EE S L E T,

LLDP Trap State

LLDP BHi#E D SNMP b 7 v 7 %1859 585613 Enabled 38R L £9, %
12 L7243 Disabled 25848 L £,

LLDP-MED Trap State

LLDP-MED B> SNMP k7 v 7% 5153 585 1% Enabled Z 384K L %
4, EE LR WEA 1L Disabled 208K L £,

HELFWEHT AT, Apply R¥ %2270 w7 LET,
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LLDP-MED Configuration Tl%. LLDP-MED Bh#H D T A —FZ —2R/EL £, FEBEOHAZLLTICR

L £,

INFGA—F—

B

Fast Start Repeat Count | LLDP-MED 7 7 A b A % — NLELD 7 L — L X EEE %Z 1~10 ([B]) O

PACATILES,

REZTWHTHICIE, Apply RE Z2 27U v 7 LET,

LLDP Configurations i, LLDP Bi#H DT XA —X —ZREL£9, FHEHAOHHAZLL IR LET,

NTRA=H—

Bl

Message TX Interval

LLDP 7 L — A DX [IfE A 5~32768 (F)) OHPHTAIILET,

Message TX Hold

LLDP @O —/v R % 2~10 OFFH A LET, ZOfEIZ, LLDP 7

Multiplier L—AD TTLAE (ki) ozfEiIciH S E 4,
Relnit Delay LLDP B HI LD FATIRE R A2 1~10 (B) O#FHTAN LET,
TX Delay LLDP 7 L — A D A5 R D e /NEAERIMR (REFER) & 1~8192

() o#PHTATILE T, Message TX Interval @ 1/4 LA FOEZ &
ELTL SN,

BHELFWEHT AT, Apply RE %2270 w7 LET,

5.8.2 LLDP Port Settings

LLDP Port Settings [ CTlX. LLDP ®AR— MR EXITVET,
AW EFR R 5121, L2 Features > LLDP > LLDP Port Settings #7 U v 7 LE 7,

[CDP Port Se Is
LLDP Port Settings
From Port To Port Motification Subtype Admin State IP Subtype  Action Address
[Port1/0/1 [v]  [Port1/0/1 [v] [Disabled[~] [Local 7] [TXand RX[v] [Default[v] Disabled[v] | |
Note: The address should be the switch's address.
I R S S
Port1/0/1 Disabled Local TX and RX
Port1/0/2 Disabled Local TX and RX
Port1/0/3 Disabled Local TX and RX
Pori1/0/4 Disabled Local TX and RX
Port1/0/5 Disabled Local TX and RX
Pori1/0/6 Disabled Local TX and RX
Port1/07 Disabled Local TX and RX
Pori1/0/8 Disabled Local TX and RX
Port1/0/9 Disabled Local TX and RX
Port1/0d10 Disabled Local TX and RX
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AT DA LEH O 2 LU IR LET,

NG RA—HF— A
From Port / To Port AN— M FEIIAR— FOFEPHZ IR LU FE T,
Notification LLDP B SNMP T v 7 & XETHNE I E R — N THRE L E

ﬁ‘SWPh7/7%%h?éﬁ”wtmde%Embi?o%hbﬁ
Al Disabled Z IR LU £,

Subtype ﬁﬁ%ﬂﬁ‘%>ﬂf~— FID#~ %1~ (MAC Address / Local) AR L %7,
Admin State LLDP 7 L — AEZAFOREZ . LT OWT N0 HERL £ T,

e TX and RX : LLDP 7 I/~Ao>jg1ﬁ gﬂg%%ﬁbiﬁ

e Disabled : LLDP 7 L — LD EELZEZETLERA,

IP Subtype BT AEHT FLADFEME (Default / IPv4 / IPv6) Z# &N L F
3, Default TIZHEAYICT FUANRIREF T,
Action ”’r’fET KU A EH %2 BT 555613 Enabled #38R L £9°, AL 720
&3 Disabled Zi®IR L 7,
Address ‘%%ﬂﬁ‘émﬁT NLAZ AT LET,

REZTEHTHICIE, Apply REZ2 27U v 7 LET,

5.8.3 LLDP Management Address List

LLDP Management Address List [ CiZ. LLDPHEHT KL AU 2 hEE R LET,
AN 7 ZFRowT DL, L2 Features > LLDP > LLDP Management Address List 27 VU v 7 L$F 9,

AL Y]
10.85.104.32(default) Ifindex 136141278145 .
IPv4 10.85.104.32 Ifindex 136141278145 .

AREEOFAEE OFAZLL IR LUET,

NI RA—F— B

Subtype UTFOWTNLOT T Z A T HRIRLF I,

o All: T RTO=U N —ZRTFT HLHAEITERIRLET,

o IPv4:IPvd 7 RLATHHRLET, IPvd 2 BIRT L L ERIND
FMOR 7 22, BT D5 IPva T FLAZ AN LET,

e IPv6: IPv6 7 K vxf*ﬁ;‘é LEd, IPv6 Zi®IRTH LR RSIND
FMDOR 7 22, BT 5 IPv6 7 RLAZ AN LET,

FBELIENAETLLP HEY FLAZRET HITIE, Fid R¥ 227U v 7 LET,
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5.8.4 LLDP Basic TLVs Settings

LLDP Basic TLVs Settings [l ClE. FEAEH TLV OFRTEEZITWVET,
K 22 RT 5HI121%, L2 Features > LLDP > LLDP Basic TLVs Settings #7 V v 7 L£7,

LLDP Basic TLVs Settings

From Port To Port Port Description System Name System Description System Capabilities
[Port1/0/1 [v]  [Port1/0/1 [v]  [Disabled[v] [Disabled[v] [Disabled[+]
I S S O
Port1/01 Disabled Disabled Disabled Disabled
Port1/0/2 Disabled Disabled Disabled Disabled
Port1/0/3 Disabled Disabled Disabled Disabled
Port1/0/4 Disabled Disabled Disabled Disabled
Port1/0/5 Disabled Disabled Disabled Disabled
Port1/0/6 Disabled Disabled Disabled Disabled
Port1/0/7 Disabled Disabled Disabled Disabled
Port1/0/8 Disabled Disabled Disabled Disabled
Port1/0/9 Disabled Disabled Disabled Disabled
Port1/0/10 Disabled Disabled Disabled Disabled

A DA H OFH 2 LT IOR LET,

NTA—H—

Bl

From Port / To Port

RN— MEIIR— FOFPHZEIR L £ 7,

Port Description

AR— O Z BT 585413 Enabled 28R L E4, W@ELARWES
% Disabled Z &R L F 7,

System Name

AT WA T T A 85413 Enabled 2B UFE T, @A LAAWEAIX
Disabled # 354K L £ 9,

System Description

AT LD A AT 554 1T Enabled A 38®IRN L 4, WA LRV
A1% Disabled Z &R L FE I,

System Capabilities

AT AOKERE A IBAT S5 E 1L Enabled 28R LU £4, WA LRV
A1% Disabled Z &R L FE I,

REXHEMAT AL, Apply RE %227V w7 LET,
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5.8.5 LLDP Dot1 TLVs Settings

LLDP Dotl TLVs Settings

[ ClX. IEEE 802.1 TLV OFHEEITVE T,

AN 7 2R T HIZIE. L2 Features > LLDP > LLDP Dotl TLVs Settings #7 V v 7 LF 7,

['TDP Do V ting

LLDP Dot1 TLVs Settings

From Port To Port Port VLAN Protocol VLAN VLAN Name Protocol Identity

[Portt/0/1 [v]  [Port1/0/1 [v]  |Disabled~]  [Disabled v | | Disabled [v]| | [Disabled[~ ] [None [v]

Port1/0/1 Disabled
Port1/0/2 Disabled
Port1/0/3 Disabled
Port1/0/4 Disabled
Port1/0/5 Disabled
Port1/0/6 Disabled
Port1/0/7 Disabled
Port1/0/8 Disabled
Port1/0/9 Disabled
Port1/0/10 Disabled

Apply

Port VLAN ID Enabled Port and Protocol VID Enabled VLAN Name Enabled Protocol Identity

A DA H OFH 2 LT IOR LET,

NTRA=H—

Bl

From Port / To Port

AN— P EIIAR— P OFEPHZ TR L £ 7,

Port VLAN

A— F VLAN 1D Z @513 54413 Enabled 218K U F 4, B L2V
A 1% Disabled Z38R L%,

Protocol VLAN

PPVID Zi@%09 A35A 13 Enabled ZE&EIRL, 7F R bRy 7 A|T@ENT
% VLAN @ VLAN 1D Z A L Ed, 8% L7255 13 Disabled 238K L
F7,

VLAN Name

VLAN 4 Z i@+ 5554 1% Enabled Z3®IRL ., 7% A bR v 7 A2 @H
9% VLAN @ VLAN 1D Z AJJ L EF, #%E1 L7554 1% Disabled % i8R
LE7,

Protocol Identity

PAR—FT567 8 haroFEmwEENT 5354515 Enabled 3R L, F
oy X7 AT =2l (None / EAPOL / LACP / STP /
All) ZBIRLUE9, B LARWESIX Disabled 23R L £,

WHT AIZ0E. Apply RH¥ &7 U v 7 LET,
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5.8.6 LLDP Dot3 TLVs Settings

LLDP Dot3 TLVs Settings
ANHEHZ T DL, L2 Features > LLDP > LLDP Dot3 TLVs Settings #7 UV v 27 L¥ 9,

i i, IEEE 802.3 TLV #3&%E L E7,

L LDP Do V'S

LLDP Dot3 TLVs Settings

From Port

Port1/0/1 [v]

Port1/0/1
Port1/0/2
Port1/0/3
Port1/0/4
Port1/0/5
Port1/0/6
Port1/0/7
Port1/0/8
Port1/0/9
Port1/0/10

To Port

Port1/0/1 [v]

g?r%fuglon&aws Link Aggregation Maximum Frame Size
[Disabled]v ] [Disabled|v] [Disabled ]
[ womComgaensans  unkAgrsion | Meummrrmesze |

Disabled Disabled Disabled
Disabled Disabled Dizabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Dizabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled

A DA H OFH 2 LT IOR LET,

NTRA=H—

Bl

From Port / To Port

AN— P EIIAR— P OFEPHZ TR L £ 7,

MAC/PHY

Configuration/Status

MAC/PHY & EARFEDIE M A W89 554 1% Enabled 238K L £9°, @&
L7224 1% Disabled 284K L £ 4,

Link Aggregation

Voo 7707 —varyOffmae@indT 58415 Enabled %8R L F
9, W@E L7 WiEA X Disabled 238N L £4,

Maximum Frame Size

N7 L—LY A DR %8N T 555515 Enabled 22 L E 3, &
MLU7RWEE 1T Disabled 38R L £ 97,

REZXHEMAT AL, Apply RE %227V w7 LET,
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5.8.7 LLDP-MED Port Settings

LLDP-MED Port Settings [ ClE. LLDP-MED TLV OEEEZITWVE T,
K 2 FRT 5HI21%, L2 Features > LLDP > LLDP-MED Port Settings #7 U v 7 L%,

LLDP-MED Port Settings
From Port To Port Motification Capabilities Inventory
[Port1/0/1 [v]  [Port1/0i1 [v]  [Disabled[v] [Disabled[v | [Disabled[v |
I O S
Port1/0/1 Disabled Disabled Disabled
Port1/0/2 Disabled Disabled Disabled
Port1/0/3 Disabled Disabled Disabled
Port1/0/4 Disabled Disabled Disabled
Port1/0/5 Disabled Disabled Disabled
Port1/0/6 Disabled Disabled Disabled
Port1/0/7 Disabled Disabled Disabled
FPort1/0/8 Disabled Disabled Disabled
Port1/0/9 Disabled Disabled Disabled
Port1/0/10 Disabled Disabled Disabled

A DA H OFH 2 LT IOR LET,

NRTRA—H— Bl

From Port / To Port N— b E72IIAR— b OFPHZBEIR L £,

Notification LLDP-MED BH:# D SNMP k7 » T ZRET D51 E 9 hE AR — N TRIE
LEd, S\WMP h T v 7 ZF 5T 55413 Enabled 28R L 7, X[F
L7254 1% Disabled 384K L £4°,

Capabilities LLDP-MED DO#§RelEH 2 @3 235513 Enabled Z IR L £7, WAL
724 13X Disabled 2538 L £,

Inventory LLDP-MED & pEE PRIE M 2 8513 5354 1% Enabled Z &N L £, &

L2 EE 1 Disabled 38R L £,

REXEMAT AL, Apply RE %227 U w7 LET,
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5.8.8 LLDP Statistics Information

LLDP Statistics Information [Hijfi Ci%, LLDP FaH&E#H AR R L £,
ANHEHEZ T DL, L2 Features > LLDP > LLDP Statistics Information #7 U v 7 L ¥,

[ LDF Aatl nro Atio i
LLDP Statistics Information
Last Change Time 1]
Total Inseris 0
Total Deletes 0
Total Drops 0
Total Ageouts 0
LLDP Statistics Ports
Port | Clear Counter | | Clear All |
| Fot | ot | Tueioscas | oG | T | Toa T Dicas | _To v Unrows | To s |
Port1/0/1 0 0 0 0 0 0 0
Port1/0/2 0 0 0 0 0 0 0
Port1/0/3 0 0 0 0 0 0 0
Port1/0/4 0 0 0 0 0 0 ]
Port1/0/5 0 0 0 0 0 0 0
Port1/0/6 0 0 0 0 0 0 0
Port1/0/7 0 0 0 0 0 0 0
Port1/0/8 0 0 0 0 0 0 0
Port1/0/9 0 0 0 0 0 0 0
Port1/0/10 0 0 0 0 0 0 0

LLDP Statistics Information TiX. LLDP #iZt D 7 o — U ERNE RRINET,
FBRENTWAB IO Z—1EREZ 7V 73 5I21%, Clear Counter R¥ %7 Vv 7 LET,

LLDP Statistics Ports Ti. ARN— FHEALTO LLDP HEHERMAFRENET, KEAOHHAZLUTIC
~LET,

NRIRA—H— B

Port A— hEBZBEIR L TR AR EZIT VN ET,

FREINTUWD LLDP #EHEHR OB 7 o Z —1f#%E 7V 795121, Clear Counter RZ %7 U w7
LET,

FTRCO LLDP EFHERO B v v & —15#E 7 V73 5121d, Clear ALl R¥ %27 U v 7 LET,
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5.8.9 LLDP Local Port Information

LLDP Local Port Information M ClL, BEBET 57 /N4 R (T35 LLDP (i &z R~ L E7,
AN Z 2R T HIZIE. L2 Features > LLDP > LLDP Local Port Information #72 YV v 7 LE7,

LLDPF Local Port Information

LLDP Local Port Brief Table
Port \ Find || show petail |
T e el
Port1/0/1 Local Port1/0/1 APRESIA Systems, Ltd APLGM220G...
Port1/0/2 Local Port1/0/2 APRESIA Systems, Ltd APLGM220G...
Port1/0/3 Local Port1/0/3 APRESIA Systems, Ltd APLGM220G...
Port1/0/4 Local Port1/0/4 APRESIA Systems, Ltd APLGM220G...
Port1/0/5 Local Port1/0/5 APRESIA Systems, Ltd APLGM220G...
Port1/0/6 Local Port1/0/6 APRESIA Systems, Ltd APLGM220G...
Port1/0/7 Local Port1/0/7 APRESIA Systems, Ltd APLGM220G...
Port1/0/8 Local Port1/0/8 APRESIA Systems, Ltd APLGM220G...
Port1/0/9 Local Port1/0/9 APRESIA Systems, Ltd APLGM220G...
Port1/0/10 Local Port1/010 APRESIA Systems, Ltd APLGM220G...

K OKHEE OFBHAELL FIRLET,
NRFGRA—H— A
Port e ERToHE— NEEZRIRLET,

AST UG T LLDP v — B VAR — MEHRZ MK T HI12IE, Fid A% %227V v 7 LET,
LLDP 7 — X /LR — MEROFM A For 9 5121E. Show Detail RZ %27 U w7 LET,

Show Detail "¥ %7 U v 735 &, LLFIORTEENFERIILET,

[ 'DP Local Port Information

LLDP Local Information Table

Port Port1/0/1

Port ID Subtype Local

Port ID Port1/0/1

Port Description AFPRESIA Systems, Ltd APLGM220GTSS HW firmware 2.00.00b Port 1 on Unit 1
Port PVID 1

Management Address Count i}

FPVID Entries 0

VLAN Name Enfries Count 1

Protocol Identity Entries Count

=

MACIPHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536

LLDP-MED Capabilities Show Detail

BRERDONANR=Y 7 %7 U o7 3T5E, TOHEBICKHTHFMERPFZRINET,
BIOBEEICE A 2L, Back RZ %27V v 7 LET,
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AR oML, MAC/PHY Configuration/Status @ Show Detail #27 VU v 7 L7 7TCd,

LLDPF Local Port Information

LLDP Local Information Table

Port Port1/0/1

Port ID Subtype Local

Port ID Port1/0/1

Port Description APRESIA Systems, Ltd APLGM220GTSS HW firmware 2.00.00b Port 1 on Unit 1

Port PVID 1

Management Address Count 0

FPVID Entries 0

VLAN Name Entries Count 1

Protocol Identity Entries Count 0

MACIPHY Configuration/Status Show Detail

Link Aggregation Show Detail

Maximum Frame Size 1536

LLDP-MED Capabilities Show Detail
MAC/PHY Configuration/Status

Auto-Negotiation Support Supported

Auto-Negotiation Enabled Enabled

Auto-Negotiation Advertised Capability Bc01{hex)

Auto-Negotiation Operational MAU Type 001e{hex)

BIOBEHEIZRE AI121X. Back RZ %27 U w7 LE1,

5.8.10 LLDP Neighbor Port Information

LLDP Neighbor Port Information M ClE. BT /N4 Al S LLDP (AR LET,
AREEZ T 5121, L2 Features > LLDP > LLDP Neighbor Port Information #72 VU w7 L%,

LLDPF Neighbor Pol ormation

LLDP Neighbor Port Brief Table
Port Port1/0/1 \ Find [ clear |
Total Entries: 1
m Chassis ID Subtype Chassis ID Port ID Subtype m Port Description _
MAC Address 00-03-24-12-00-00 MAC Address 00-03-24-12-01-13

AT O 4 B H OBBI AL TIOR LET
NI A—=F— G

Port BMaEERTHR— FESEBINL £,
AR— D LLDP [ Z R+ 5121, FindRZ %227 U w7 LE1,
AR—FDOLLDPEHREZ 7 VT T 5I121%, Clear RZ %27 Vw7 LET,

FTRENTWATTO LLDP hﬁ&%& U794 5121%, Clear ALl RZ %7 U w7 LET,
LLDP {F¥R DM 24 H121%. Show Detail RZ %27V v 7 LET,
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Show Detail R¥ %7 U v /35 &, LFIORTHENERIILET,

['TDP Neighbor Po! 'ormation

LLDP Neighbor Information Table

Entry ID 1

Chassis ID Subiype MAC Address
Chassis ID 00-03-24-12-00-00
Port ID Subtype MAC Address
Port ID 00-03-24-12-01-13
Port Description

System Name
Systemn Description
System Capabilities

Management Address Enfries Show Detail
Port PVID 0

PPVID Enfries Show Detail
VLAN Name Eniries Show Detail
Protocol Identity Entries Show Detail
MAC/PHY Configuration/Status Show Detail
Power Via MDI Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1]

Unknown TLVs Show Detail
LLDP-MED Capabilities Show Detail
Metwork Policy Show Detail
Extended Power Via MDI Show Detail

Inventory Management Show Detail

BIRFERDONANR=YN T %0 )y 735 L, ZOHBIZKHT HFEMIERNERINET,
BIOWEICRE A121%., Back R Z %227V v 7 LET,

AR O 1%, MAC/PHY Configuration/Status @ Show Detail 27 V v 7 L7457,

LLDPF Neighbor Poi ormation

LLDP Neighbor Information Table

Entry ID 1

Chassiz ID Subtype MAC Address
Chassis 1D 00-03-24-12-00-00
Port ID Subtype MAC Address
Port ID 00-03-24-12-01-13
Port Description

System Name
System Description
System Capabilities

Management Address Enfries Show Detail
Port PVID 0

PPVID Entries Show Detail
VLAN Name Eniries Show Detail
Protocol Identity Entries Show Detail
MACIPHY Configuration/Siatus Show Detail
Power Via MDI Show Detail
Link Aggregation Show Detail
Maximum Frame Size 0

Unknown TLVs Show Detail
LLDP-MED Capabilities Show Detail
Metwork Policy Show Detail
Extended Power Via MDI Show Detail

Inventory Management Show Detail

MAC/PHY Configuration/Status

None

ATOBEMEIZRE HITIE, Back R"¥ %7 U w27 LET,
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6 L3 Features

L3 Features A==—TCl%, IP7 FL AR EREDL A ¥ —3 BHED

BE AT 9

L3 Features D FICHh AV T A ==2—D—EE2UTORIRLET,

BE | A=a—4 B

6.1 ARP ARP DFRER ARP 7 — 7 /L DFIR

6.2 IPv6 Neighbor IPv6 XA N—DETERRA NN—TFT — T )L DOFT]
6.3 Interface IPvda 7 KL A /IPv6 7 R ADRTE

6. 4 IPv4 Default Route IPv4 77 4 b Jb— N DFRTE

6.5 IPv4 Route Table IPv4 )b— b T — 7 LV DFERR

6.6 IPv6 Default Route IPv6 7 7 4 /v b Jb— N DR TE

6.7 TPv6 Route Table IPv6 /L— b7 — T IV DFRIR

6.1 ARP

ARP V7 X = = — L. ARP B$kIZT 55

ETOET,

ARP D FIZHH Y T A=a2a—D—EHE L TORIRLET,

HE A=a—4

B

6.1.1 | ARP Aging Time

ARP F—T7 N — VT EER D E

6.1.2 | Static ARP

ART 47 ARP = N — DS

6.1.3 | ARP Table

ARP T — 7 L DI #F T

6.1.1 ARP Aging Time

ARP Aging Time Hjfi ClX, ARP =— U X A LR ELET,
K A 69 AHI21%, L3 Features > ARP > ARP Aging Time #7 UV v 7 L ¥,

ARP Aging Time

Total Entries: 1

A DA H Q@A 2 LT IOR LET,

inertae ame Timeout o N —————————
vnt 200 [ ea |
11 [a]

NI RA—F — A

Timeout

£,

Edit RZ %27V v 7 L=,

Amz-yyﬁ&4A7ka IETHICIE, Bdit RZ %227 U v 7 LET,
REZTWHTHICIE, Apply REZ2 27U v 7 LET,
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6.1.2 Static ARP

Static ARP Hj[H CliX. A¥ T 4 v 7 ARPZRELE7,
K 2 F~9 5H121%. L3 Features > ARP > Static ARP%#27 U v 7 L £,

Static ARP

1P Address [ - - |Hardware Address 00-11-22-33-44-AA

Total Entries: 2

vian1 10.85.104.32 00-40-66-55-68-20 Forever Edit Delete
172311311 00-11-22-33-44-55 Forever Static | Edit || Delete |
EERNEE =

A DA H Q@A 2 LT IOR LET,

INTGRA—H— A
IP Address BT AHIPT RLAZ AN LET,
Hardware Address IP7 RUARIZBHESTITAMACT RL A AN LET,

REZBEHT HIZIE, Apply RE¥ %7 U v 7 LET,
ART 4 w7 ARP ZHRETHITIE, Bdit R¥ %227 U w7 LET,
ABT 4>V ARP ZHIFRT HI2IL, Delete R&Z %227 U v 7 LET,

6.1.3 ARP Table

ARP Table H[E ClX, ARP T —7 LD F) —&2FK R LET,
A A2 679 AHI21%, L3 Features > ARP > ARP Table #7 U v 7 L ¥,

L

ARP Search
e ——  EU
() Hardware Address po122334485 | O Al
Total Entries: 2 [ Clearan |
Interface Name IP Address Hardware Address Aging Time {min} -_
10.85.104.32 00-40-66-55-68-20 Forever [ pelete |
vian1 10.90.90.10 10-BF-48-D6-E2-E2 240
== 1 s
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A O EH OFH &2 LT IIR LET,

NWNIA—F— G|

Interface VLAN VLAN ID THRTAEBQICT AR E 27 ) v 7 L, ¥+ 5 VLAN
1D % 1~4094 OFFHTAS LET,

IP Address IP 7 RLATHBETHAHEAICTVARE 27 ) v 7 L, BMBETH IP

T RLVRAEATILET,
e Mask : IPT7 RLADH T Xy h~ATZHATTLET,

Hardware Address MAC 7 RLVATHEBTAREICTVAREZ L 27U L, METH
MAC 7 KL A& AN LET,
Type H AT THRETIHEEICTAREZ 27 Vw7 L, BETHXZAT

(A1l / Dynamic) #i®IRL £,

AS LR Ty MY — %2 RETHIC j:Fm&T&/%7J/7L§¢

ﬁ““f@?’f‘j‘ v ARP ¥ v am 7 )T 35121, Clear ALl RZ %7 U w7 LET,

T2 MY —ZEEMITFOENTWVWDEHAF I v ARP :\"V//:z’ff?)??'é“é X, Delete "%¥ L %7
Uy 27 LET,
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6.2 IPv6 Neighbor

IPv6 Neighbor [ Ti%, IPv6 %A N—ZRELE7,
AN & Fon T HIZiE, L3 Features > IPv6 Neighbor #7 U v 7 L £,

Pvb Neighbor

IPv6 Neighbor Settings

Interface VLAN (1-4094) [ | IPv6 Address 2013:1 MAC Address  [11-22-33-44-AAFF | |
Interface VLAN (1-4094) [ | IPv6 Address 013:1 i
Total Entries: 1 clear All

2021:1 00-11-22-33-44-66

n 4] [ |eo

AKEEOKHEEOFHAEZ LR LET,

NRTRA—H— B

Interface VLAN VLAN o > % —7 =—A® VLAN 1D % 1~4094 OFiPHCTA L £ 7,
IPv6 Address IPv6 7 KL A& AT LET,

MAC Address MACT FLAZATILET,

REXHEMAT AT, Apply RE %227V w7 LET,

AT UTEH T IPv6 XA N —% R T 5121, Find RZ2 %27 U v 7 LET,
AVE—T2—ADTXTDHAFTIvT IPv6 RA NN~ E 7 V73 5121%, Clear R¥ &7
Vo7 LET,

TRTCOXAF I 7 IPv6 FA N—1EHE 27 VT T 5, Clear All R¥ %27 U v 7 LET,
IPv6 A N—%HIT 511X, Delete R¥Z %7 U w7 LET,
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6.3 Interface

Interface VY 7 A ==2—Tif, VLANA X —T7 =2—ATIP 7 RL ADRELZITWVET,

VIAN £ > X —T7 =2 —RZ, LA¥—2 ® VLAN LZD b A ¥ —%28T 57005 mBEA X —
T — AT, REETIE, 1 HO VIAN A 0 X —T 2 —RAERETEET, BEL7- VLAN A ¥ —
7 o— A, IPT F‘I/x RED LAY —DRELEEHELET,

Interface D FIZHH VT A=a—D—EE2UTFTORITIRLET,

EHE A=a—4 B
6.3.1 | IPv4 Interface IPvd 7 KL ZADRTE
6.3.2 | IPv6 Interface IPv6 7 KL ZADRTE

6.3.1 IPv4 Interface

IPv4 Interface HjE CTlE, VLAN A V' HZ—T7 = —AD IPvd 7 RV ARELITWET,
AKE A F1 5121, L3 Features > Interface > IPv4 Interface 27 VU v 7 LET,

1Pv4 Interface

Interface VLAN (1-4094) [ ] [ appy ][ Find |
Total Entries: 1
vian1 Enabled 10.85.104.32/255.0.0.0 Manual Edit Delete

n ] [ [eo

ARBHEOKEE OB A LTI LET,

NRIRA—H— B

Interface VLAN VLAN o > % —7 =—A® VLAN 1D % 1~4094 OFiPH AT L £ 7,
REZWHTHIIL, Apply RA¥ %27V v 7 LET,
AN LTAERTIPVA A F =T = — A& R T HI2E, FindRZ %27V v 7 LET,

IPv4 A v B —T 2 —AGEFRETHIIE, Mdit "% %270 v 7 LET,
1Pvd A > Z—7 = —A%HIBRT HIZIL, Delete RH %7 U w7 LET,
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Edit RZ 227V v 74 5L, UTIORTHEARRTSNET,

ermace Lonrigure

| IPv4 Interface Settings |
Interface viani
Settings
State Enabled (v
Description |54 chars Apply
IP Settings
Get IP From Static (v

Settings Tli&, VLAN £ > X — 7 = — AR OERELITWVE T, FHEHOHHAZLL TFIORLET,

NI RA—H— B

State VLAN A ' Z—7 = — ADYRHE (Fnabled / Disabled) Zi#EIRN L F9,
Disabled Z#4R9 25 &, VLAN A4 > ¥ —7 = — A shutdown JREEIZ 72 V)
e

Description VLAN A & —7 = — 2D % 64 SLFLUNTAN LET,

BIOBEHEIZREAI121X, Back RZ %227 U w7 LE1,
REZTHTHICIE, Apply RE ZE2 27U v 7 LET,

IP Settings Ti%, IP7 RL ZADHRTEZITWET, FHEHEHOHRBAZUTIZRLET,

INTGRA—H— A

Get IP From IP7 RUVADREFHIEEZLTOEL L HEIN L £77,
e Static:IPvd 7 RL A& F#ITCASHLET,
e DHCP : DHCP #r— R— 5 IPvd 7 KL A2 HEEAS L £1°,

IP Address EEO IPvAa 7 FLAZ AN LET,

Mask EED IPvA 7 RLADOY T Ry h~RA7 &2 A LFET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
REZHIBRT AT, Delete RE %27V w7 LET,
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6.3.2 IPv6 Interface

IPv6 Interface HifE ClL, VIAN A > X —T7 = — AT IPv6 7 RL A ZHE L ET,
RE[H ZF R T AL, L3 Features > Interface > IPv6 Interface %7 VU v 7 L% 7,

e £ e ——

IPv6 Interface
Interface VLAN (1-4094) [ [ Aoy || Find |
Total Entries: 1
vian1 Disabled Up

n (4] [ [ee

AR OKHEE OFBHAEZ L FIRLET,
NRFGRA—H— A

Interface VLAN VLAN A % —7 = —Z@D VLAN 1D % 1~4094 O A LE 5,
REZWHT AL, Apply R¥ &7 U 7 LET,

AN UTEERTIPVE f VX —T =— A RBRTHIZE, FindR¥ 227V v 7 LET,

IPv6 A v Z—7 2 — ADFMEFRB I ORET DI, Detail R¥ %27 U v 7 LET,

Detail RZ &2 Uy 7325 L, UTIORTHENPERSNET,
T E———

| IPv6 Interface Settings | Interface IPv6 Address DHCPv6 Client
Interface vianl
IPV6 State Disabled ~] Back | apply |

Static IPv6 Address Settings

NS Interval Setfings
N I (03600000) C—

IPv6 Interface Settings ¥ 7 DD EST Tid, VLAN A X —T7 =2 —AD [Pv6 OFRTELZITWVET,
KB OHHAZ L TITRLET,

NRTGA—H— B!

IPv6 State VLAN A > #—7 =—A D IPv6 DIRHE (Enabled / Disabled) % E&R L
¥4, Disabled ¥4, IPv6 ZfEH L FH A,

REXEMAT AL, Apply RE V%2270V w7 LET,

BTOBEICHE A2, Back R¥ %227 U v 7 LET,
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Static IPv6 Address Settings D[4y TliE. IPv6 7 KL ADOERTELZITWVWET, FHEHEOHBAZLLITIC
~LET,

NI RA—F— B

IPv6 Address IPv6 f L Z—T =2—ADIPv6 7 KL A& AT LET,

EUI-64 EUI-64 B DA v H—7 =—Z ID ZfEH LT IPv6 7 KL A Z&ET
ABEBIZTF =y LET,

Link-Local Vorma—nNT RLAZRET LHEICTF 2y 7 LET,

BREAEMT AI2IE, Apply RZ %27 Y v 7 LET,

NS Interval Settings Tl., WIAEFHA v —YOREZITVET, FHEAOMHEZ L FIRLET,
NG RA—H — ﬁ%
NS Interval TSRS (LI, NS) A v — Y OEEERBEOMAZ 0~3600000 (3

UH) ORIETANLES (F740 k03I UB) .
0 % AJ) LSy, BT 1 B LT,

RELZEAT DL, Apply RE 227U v 7 LET,

Interface IPv6 Address % 7 CiL IPv6 7 KL AZFR_ L EJ, U FNIGRTHELAFTRINET,
iuiﬁiﬂHﬁﬂﬂﬁIlllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

IPvE Interface Settings | Interface IPv6 Address ‘ DHCPv6 Client
Total Entries: 2
s e ondinss i
Link-Local Address Te80::240:6611.1255:6820 Delete
Global Unicast Address 172:31:131:1123/64 (Manual)

T M) —ZHIERT AL, Delete R Z %27 U w7 LET,

DHCPv6 Client % 7 ClX. DHCPv6 7 T A 7> MMEREOEREEZITWET, YU TIORTHEHENFERINE
7,

IPv6 Interface Settings Interface IPv6 Address | DHCPv6 Client

DHCPv6 Client Settings

Client State Disabled v] Rapid Commit

DHCPv6 Client Settings MA&IEH OFBAZ LI IR L E9,

NRFGRA—H— A

Client State DHCPv6 2 Z A 7 MEEREDIRAE (Enabled / Disabled) % i&iR L F
7,
Rapid Commit Z#F = 735 L, DHCPv6 OEE = I v FDEREZITW
EScI

RELZEATHICIE, Apply RE 227U 7 LET,
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6.4 IPv4 Default Route

IPv4 Default Route Eifi ClX., IPv4d T 7 #/L hl— FZRELE1,
K 2 R 9 AHI21%, L3 Features > IPv4 Default Route #7 UV v 7 LF 4,

1Pv4 Default Route

Default Route

Backup State Please Select [v]
Total Entries: 1
0.0.0.0 0.0.0.0 172.31.131.254

n 7] [ [eo

AKEEOKHEEOFHAEZ LR LET,

RTA—HF— LA
Gateway N—b DF = T2 DIPva 7T KLRABZ AT LET,
Backup State UTFTDOEBLLND/Ny 7T TREEZTEIR U FE T,

e Primary: 7’7 A4~V —)L— FEXHKLET,
e Backup: Ny 7T v — FEBRELET,
REXHEMAT AT, Apply RE %227V w7 LET,

IPv4 7 7 4 )V b )b— R &2 HIFRT 521X, Delete "X %227 U w7 LET,
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6.5 IPv4 Route Table

IPv4 Route Table i TlX, IPv4/L— T —T DO M) —2FRLET,
KW & FRT D21, L3 Features > IPv4 Route Table #7 U v 7 L£7,

e e A S

IPv4 Route Table

© 1o adaress ]
) Metwork Address [ E : . | [ . ) i
O Connected O H O y
Total Entries: 1
I B T B T
10.0.0.0 255.0.0.0 Directly Connected vian1 Connected
n [ [ [ee
AR DS E OFH 2 LU R LE,
NI RA—H— B
IP Address MBETH/L— MERE IPvd 7 RLATHRETAEAICT VA RE %
7 Uy L, IPvAT RLAZ AT LET,
Network Address MFET D0 — MEHRAE IPvA Xy U —27 T RLATHET 25HA(C

Vﬁﬁ&y%ﬁUyﬁuIH4*yFU~77FVX%AﬁLi¢o
DRy 7 ALKy NT—=0 T VLT 4 w7 AR AL, HADORY 7 AT
Xy NT—=I A7 &2 ANTJLET,

Connected ARXT T R— NDOHhERRTHGHEICTVARE 2T ) v LE
7,

Hardware N—=RT =T V= NDIHhERRTIGEICTVAREZ 27 ) v I LE
T N— KT =T h— MM, AL vF LSTICHEIN TV D0 — MMER
<7,

Summary HEONL— MEROMEZFRTLEECT VAR 27 ) v 7 LE
7,

AT LTEEM T IPvA V— T —T NV ERFET AT, Find R 227 ) v 7 LET,
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6.6 IPv6 Default Route

IPv6 Default Route i ClX., IPv6 T 7 #/L hl— FZRELE7,
KW EF T 5121, L3 Features > IPv6 Default Route 7 UV v 7 LE1,

IPv Default Route

Default Route

Interface VLAN (1-4094) [ ]

Next Hop IPv6 Address

Backup State Please Select

Total Entries: 1

I S S T T
172:31:131::254 vian1

n I] [ [ee

A DA H OFH 2 UL ISR LET,

NRTRA—H— L

Interface VLAN VLAN A > % —7 =—AD VLAN 1D % 1~4094 O#PHTASH LET,
Next Hop IPv6 Address N—= DRI AR TDIPv6 T KL AZ A LET,

Backup State UFTDOELLND/N 7T v TREEZTRIR U FE T,

e Primary: V— %, SBh~DT T4~ —— L LTHEETS
G L E T,

e Backup: /V— F%&, 3EHE~DNRN I T v T N—rE LTHRET HH
BRI E T,

REZXEMAT AL, Apply RE %227V w7 LET,
IPv6 7 7 # /b hb— b ZHIBR T 5121%, Delete "X %27 U v 7 LET,
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6.7 IPv6 Route Table

IPv6 Route Table i TiX, IPv6 /L— T —T D M) —2FRK R LET,
K& FRT D21, L3 Features > IPv6 Route Table #7 U v 7 L£7,

Pvo Route Table
IPv6 Route Table

(@) Connected () Summary

Total Entries: 1 entries, 1 routes
P oot Long e | oo | Dsmcaninc
2020:/64 Directly Connected vian1 Connected

17 n [ [eo

A DA H OFH 2 UL ISR LET,

RTGRA—H— B!

Connected AR T Ty K= DHhEERTIAGEICT VAR 27 ) v 7 LE
7,

Summary TEE D IPv6 — MEBROWME 2 B R T HGEICT AR %27
7 LET,

AT LB T IPV — T =7 VR T 51203, Find RZ %27 ) v 7 LET,
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1 QoS

QoS A == —Tl%, HBIAEHIMEICET IREEZITI ZENTEET,

A =Xy bAAL v FTiE, ANLTZT7 b—2DFERCZER— FHET7 L—AICx LT CoS 1T
LN 2 E D, BELHEONEE 2R x4, BARIEIAEIRs L. EANT L—A1F5S
HENTHED CoS DENY YT TbhET (VI 74— ary) , £DO%, CoS #X—R|Z LT
BEHDN—R T 27 HFa2—DWVTINIIRY T oNET (Fa—Ar) . Fa—~DIREY 3T OH]
2. N7 7 0 v 7R Lot omE s f%&ﬁ@ﬁ%ﬁzéio Z. CoS il E 7=1% DSCP fEDIFH %
Hﬁfé*&%%@iﬁ(v—%yﬁ) KX a— %éht7v L, TEDAF Y a—1 v
7 I OT%@%%%ﬁEL(X7/:ﬁ)/ﬁ) N (2 > THSE S E T,

QWS DFICHAY T A =2 —D—EELTORITLET,

HE A=a—4 =
7.1 Basic Settings AR 72 QoS HERE DR TE
7.2 Advanced Settings B 72 QoS HERE DR E

FEARM72 QoS BEREDRRE TIE, QoS ZEik LW T 7 U r—3 3 S b aTREZR . QoS DR 705k
EEITWET, ¥R LTV —AIKT DI T T7 45— aORE, Fa—A L7, BIOARSF
Va— U UTICETAORENDHY FT, £, R— N — KU =7 F o — AL TORIH RO E
bEENET,

7R QoS FEREDREE T, QoS # Bk 27 7V r—vay (FHE0BURE ST 7 4 v 772 8) MRE
THRNT T 4w 7 &xt8 b L2 QoS OFREEITVET, P~y X —ICEEND DSCPIEEIEIE S LT-2
TV T 47— a s, DSCP ED Y ~—F U JICHETOIRENHV ET, 7o, FTF T4 v 7 M
LRV TOMREDORELEENET,

1.1 Basic Settings

Basic Settings Y7 X =2 —TiL. AR QoS HEREDORELXITWET, T 2T, ZELE=X T 7
L7 L —A~D CoS DI/BER, CoS ¢N—FRT =T Xa— LT, 274V a—1 7R L,
QoS DIARP R EZI TV E T,

Basic Settings D FIZHEd Y T A =a—D—EHXLUTORIIRTLET,

BHE | A==a—4 B

7.1.1 | Port Default CoS BT L7 L—L0D CoS DEI B TORE
7.1.2 | Port Scheduler Method 22— T RO E

7.1.3 | Queue Settings K 2 —DOEHT ORE

7.1.4 | CoS to Queue Mapping CoS EN—RU 2T Fa—D<vy B TRE
7.1.5 | Port Rate Limiting WA — N TORIHIBR O E

7.1.6 | Queue Rate Limiting N—RT =7 F 2 —TCTORIHIPRORE
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7.1.1 Port Default CoS

Port Default CoS Hi[HI CiE. ZEL7-Z 77 L7 L —AIZE D Y TS CoSEEZRELFET,
ANHEHEZ T DI, QoS > Basic Settings > Port Default CoS #7 V w7 LET,

Port Default CoS
From Port To Port Default CoS
[Port1i0n [v~] [Port1/01 [v] ® [0[] ] override () None
Port1/01 0 No
Port1/02 0 No
Port1/0/3 0 No
Port1/0/4 0 No
Port1/0/5 0 No
Port1/0/6 0 No
Port1/0/7 0 No
Port1/0/8 0 Mo
Port1/0/9 0 Mo
Port1/0/10 0 Mo
AR DA E OF 2 LU TR LE,
RTGRA—H — B
From Port / To Port BRET DHA— NOHIPH AR L E9,
Default CoS AR— K TD CoS DIFEEN CoS BT~ T- 88D, ZE L4 7 L7 L —

LD CoS % 0~T MHIBIR LT,
Override ZF = v 7 3T5HL, T _XTOT7L—AIZXKLTHR— MNIHETE
L7z CoS 2 LE 9, CoS DIFFEN DSCP ED A TH RIEE T,

RELZEATHICIE, Apply RE 227U 7 LET,

1.1.2 Port Scheduler Method

Port Scheduler Method i CiX. "—FD QoS AV a—1 7 HIEZRELET,
KRB HEZ KT HI21E. QoS > Basic Settings > Port Scheduler Method 27V v 7 LE 9,

Port Scheduler Method
From Port To Port Scheduler Method
[Port1ion [~] [Porttion [~] [WRR [v]
S s e
Port1/0/1 WRR
Port1/0/2 WRR
Port1/0/3 WRR
Port1/0/4 WRR
Port1/0/5 WRR
Port1/0/6 WRR
Port1/0/7 WRR
Port1/0/8 WRR
Port1/0/9 WRR
Port1/010 WRR
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AT OALE H O 2 LU IR LET,

INFGA—F—

B

From Port / To Port

AV 2= T HEERET DA — PO EZRIR L £,

Scheduler Method

Al a— kR, LTOWTNNNEEIR L ET,

SP (Strict Priority) : T _XTDx o — TrofESeHlE T2
HLET, BRENEGOF 2 —NEIC725 F TRV 2 — Tzt
BRI T O ER A,

RR (Round-Robin) : T _RTHOF=2—TF 7 R a2 H
LET, Fa—[AETOELNRUEIIITHOT, £F=2—T1HO0D
NT oy P EEFIAE L ET,

e WRR (Weighted Round-Robin) :METZ 7> Fuv v XA HHL

£, BFX2—ICRELLCELOE S LB LT 7w MRS
L7chh o2 —"7T, "7y FOWLBAERZRE L E 7, BARFHRIZ
WELTE 58 F2—ToO7 y MUT, RELTCEHEAIHEI L £
‘a—‘O

e WDRR (Weighted Deficit Round-Robin) :MIEARET v RKmtb'v

HAEMHLEY, ZoHFNE, FFa—IIRELZ + ¥ MME
ELBLTAT Y OV A XIS LIZA T o Z =T, /"7y b
DILPFRNER 2R E L £,

774/ FTIE, WRR AMEH S ET,

BHELFWEHT AT, Apply RE %2270 w7 LET,

7. 1.3 Queue Settings

Queue Settings WH TIX. £F=2—DWRR DEHAE WRR DV + X MEZERTELET,
AW EF T 5121, QoS > Basic Settings > Queue Settings #7 U v 7 LFET,

Queue Settings

From Port To Port

Queue 1D

WRR Weight (0-127) WDRR Quantum (0-127)

[Port1/0/1 [v]  [Porttfo/1 [v]

[0

[¥]

| | [ ] (oot ]

Port1/0/1

Port1/0/2

e = R T = T R S R

I S S A W
0 1

SO~ RN . PR . PR . R . R . R .
BO . RN . R . B . DR . R . R . R

119/250




7 QoS | 7.1 Basic Settings

AT OALE H O 2 LU IR LET,

NI RA—F— B

From Port / To Port Fo—HRETHHR— FOFPHERIR L F9,

Queue ID Fa—IDDEEL LTO~T DWTINEZEIR L F9,

WRR Weight WRR D EAMEZE 0~127 OFPATAS LE T, BEHEN 0 ITHRESNT
Fa—(%, SPE—RFTEMELE T,

WDRR Quantum WMR&ﬁV&Af 0~127 OFFHATATILET, 742 AMEHM 01Z
WESNT-F 22—, SPE— RFRTEHEL £,

REZTEHATHICIE, Apply RE Z2 27U w7 LET,

71.1.4 CoS to Queue Mapping

CoS to Queue Mapping [HE CTlL. CoS B N—RT =27 FHFa—~Dv v T E2HTLET, QoS HEE
T, BRELIE~ v BV — > TR a—A VIR ThbivET,
AW H % FRT D121, QoS > Basic Settings > CoS to Queue Mapping #7 U v 7 LFE T,

g
w
g
2
w°

= W AW M= O

Apply

AR ORI E OB A LU IR LET,
IRG R B i
Queue ID CoSIZ~¥ v 7T ENDFa—0D ID & 0~T NHEIR L F97,
WHT 22, Apply RZ 227 Vw7 LET,
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7.1.5 Port Rate Limiting

Port Rate Limiting Mi[fi CiX, H~— b TORILHIBMEEZRT L £,
ANHEEZFK T HIZIEL, QoS > Basic Settings > Port Rate Limiting #72 J v 27 LET,

Fort Rate Limiang
Port Rate Limiting

From Port To Port

Direction Rate Limit

Port1/01 [v]  [Portt/or [v]

[lnput [v] @ Bandwidth (64-1000000) l:| Kbps Burst Size (0-16380) |:| Kbyte

Port1/0/10

Mo Limit
Mo Limit
No Limit
No Limit
No Limit
No Limit
No Limit
No Limit
No Limit
No Limit

() Percent (1-100) l:| % Burst Size (0-16380) |:| Kbyte
Oons rm——

Mo Limit Mo Limit Mo Limit
Mo Limit Mo Limit Mo Limit
No Limit No Limit No Limit
No Limit No Limit No Limit
No Limit No Limit No Limit
Mo Limit No Limit No Limit
No Limit No Limit No Limit
No Limit Mo Limit No Limit
No Limit No Limit No Limit
Mo Limit Mo Limit No Limit

AKEEHOKHEEOFHAE LR LET,

NI RA—=H—

Bl

From Port / To Port

I IR 2 BE 2 AN — b O 2RV L £,

Direction T2 T 74y DOHMELT, UTFTOELLNEZRRLET,
e Input: ASJNT 74 v ZITHIGIRZ#EH L E T,
e Output: /1 N7 7 4 v 7 TR A EH L £,

Rate Limit L— MHIFREZ LT OWTF 0GR L £,

BIRLTcA U F— T 2 — ADRKEEZ B2 HHIRITIEETE A,
ZEMELORIBOBRE, ZIELEZ T 74 v 7 BHIREBZ D &
R—=XT7 L —LFid7u—Hl#l7 L —aRNEEINET,
e Bandwidth : BN — ks OFIFRAFIKIEZ 64~1000000 (Kbps) Dl
FHCHELET,
o Burst Size : 23— A A X% 0~16380 (v 31 k) Of
HCTANLET,
e Percent : WA — N OHIRIFIHIELZ G 0E AT LET, ANE
PHIZ 1~100 (%) T3,
o Burst Size : 23— A A X% 0~16380 (v 31 k) Of
PHCAN LET,
e None : IR L7=AK— FDL— MR ZfEERT D5 EITEIR L E77,
T 7R TIE, TRTOR—=FDOASEHTITZ OFENEIR S
NTNET,

REZHEMAT AL, Apply RE V%227V w7 LET,
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7.1.6 Queue Rate Limiting

Queue Rate Limiting

IdE:

N RU =7 % 2 —BALORHIR AR E L E T,

ANHEHEZF AT DL, QoS > Basic Settings > Queue Rate Limiting #7 J v 27 LET,

Queue Rate Limiting
Queue Rate Limiting
From Port To Port Queue I Rate Limit
Port1/0/1 [v]  [Portt/or1 [v] [0 [v] (@ Min Bandvidth (54-1000000) [ |kops  MaxBandwidth (64-1000000) [ xwops

Queueo

() Min Percent (1-100) %

%

Max Percent (1-100)

|

() None Apply

Queue?

Coma | oew | ows |

Max Max Max Max Ilax Max Ma

Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate Ral
Port1/0/1  NolLi... No Li... NoLi.. Noli. MNoLi. NolLi.. No Li... NoLi.. MNolLi. NoLi.. NoLi.
Port1/0/2 No Li... . Noli. Noli. NolLi. . MNoli. NolLi. MNoli. Noli. NoLli.. NolLi
Port1/0/3 Noli.. NolLi MoLi.. NoLi. MNoLi. MNoli. NoLi. MNoLi.. Noli. NoLi. NolLi NoLi.. MNolLi. NolLL NoLi.. NolLi
Port1/0/4 MNoli.. NolLi MoLli. Moli.. MNoLi. Noli. MNoLi. NolLi. MNoLi. NoLi.. NoLi. MoLi. NoLi. NoLi Noli. MolLi
Fort1/0/5 NoLi.. MNolLi NoLi. MNoLL.. MNoLi. Nol.. NoL.. MNoLi.. NoL.. MNoLi. NoLL. MoLi.. Noli. MNol NoLi. Mol
Fort1/0/6 MNolLi.. NolLi Noli. MNoLi.. MNoLi. Noll. NoLL. MNolLi. NoLi. NolLi. NolLi NolLi.. HNoli. Noli Noli. Nol
Port1/0/7 NolLi.. NolLi NolLli. MNoLi. MNoLi. Nol.. NoLi. MNolLi. NoL.. NoLi. NolLi MoLi.. Noli.. NolLi NoLi.. NolLi
Port1/0/8 NolLi.. NolLi Noli. NoLi.. MNoLi. Noli. NolLi. HNeoli. NoL.. NoLi. Noli NoLi.. MNoli. NolLi Noli. NolLi
Port1/0/8 NolLi.. MNolLi MoLli. MNoLi. MoLi. HNol.. NoLi. MNolLi. NoL.. MNolLi. NolLi MoLi.. HNoli.. NolLi NoLi.. MNolLi
Port1/0/10 Moli.. Noli Noli. MNoLi.. MNoLi. Noli. Noli. Meli. NoL.. NoLi. NolLi Mo Li.. MNoli. NolLi Neli. NolLi

A DA H Q@ 2 LT IOR LET,

NI RA—H— B

From Port / To Port X 2 —OFIRAIREZRET DA — hOFPHZEIR L £,
Queue ID Fa—IDDfEE LT O~T DWTFRNnEEIR L £7°,
Rate Limit X 2 —DOHHIRHIR 2 L FOWF s 53R L £9,

e Min Bandwidth : ¥ = —DO{RGERIHZ 64~1000000 (Kbps) i
THRELET,
o Max Bandwidth : & = — D[R4 %A 64~1000000 (Kbps) @
HPHCTHEELET,
e Min Percent : % = — DORFEHIRZ R — F Dk
fBELET, AJj#EPHIEL 1~100 (%) T,
o Max Percent : % = — DOHlIRH 2 A — b O Hkl

(T2 ETRT

e 3 o RN =)

FTHELET, AJ#EHPHIL 1~100 (%) TI,
e None : IR L7 — FOF o —OHFIHIR 2R A5 18R L

£V, T7AM TR, TRTOF— FOTRTOF 2 —TZOH
ENBERENTWET,

REXHEMAT AT, Apply RE %227V w7 LET,
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1.2 Advanced Settings

Advanced Settings 7 A == —"TIX. QoS DEELRELZITVET,
QoS DEFERFEIL., KAIT B L DSCP iz X—RIC L= NTF 7 4 v 7 ONREICEATAHREL, AU
I K DHEIRHIRICES T AR ED 2 EE A H D F£7,

Advanced Settings ® FIZH AV T A =2 —D—EEZUTORITRLET,

BE | A=a—4% B
7.2.1 | DSCP Mutation Map DSCP Z&#a~ v 7 DYERK
7.2.2 | Port Trust State and Mutation CoS DINEDFRTE
Binding
7.2.3 | DSCP CoS Mapping DSCP fiii & CoS D~ v ¥'r 7 DFRE
7.2.4 | CoS Color Mapping CoSER—AD NT 7 4 v 7 W H T —DF%E
7.2.5 | DSCP Color Mapping DSCPER—AD v T 7 ¢ v 7 HIAN T — DR E
7.2.6 | Class Map 77 A= T OIERK
7.2.7 | Aggregate Policer ERRY —DRT
7.2.8 | Policy Map RY —~= v T OVER
7.2.9 | Policy Binding R =< 7DOHE YHT

BMDSCPEIC LD TV T4 r—ay

AHDT 257 L—AZEENDEHEOERIZIE, DSCP fEE CoS EMAH Y 9, DSCP fElL 1P ~v
A —NIZEG EN DB OEHR T, CoS fEHIL VLAN & 7 TfFE EuE9, CoS fiiix. VLAN &% 7 & ffi
L7aWZ 77 LR — Fob— 2 — 28 H LSBT RN AT 720, JRAlE L CEENEE -1
2 —H Ly NV — 7 O TOEIEHIEOFEE & SivEd, DSCP I, #FDBFRE T IP ~v
H—DEZMWZPITONLRVIRY | BESET-EURNS L0, 77U r—a v BIROESEIE
DFREL SNET,

ALEEClE, A— NEALT VLAN [ (CoS fl) & DSCPED EH 5% CoS DIEIEL L Tr 53 7 4 r—
varvEFEMTOINEEDDZENTEET,

WKV 7 OHEREE
KEEDORY 7 TE, FTED N T 7 4 v 7 OmiBAEE=41 7 L, WRkOF ARG CTH
FELET 7o arETLET, 72733 02id, 70— A0, Fil, 3 L ORI EOE X #
AMHY EFT,
BHISNTZ N T 7 4 v 7%, #HRORARIIG T T 3 BfFcoEshET, R rokRic
Ko THEHEIFERERY 308, BANCIIUTFTO N T 74 v 7 h T —I2hEESNET,

s TU— T T4y FIEESHIREEE TR Ty D B

s AxZua— T 7 4 v FIRAEEDEIBRE A B L T2 DS R B A /% 7 B

« Ly RET 70 w7 RIS e RF Ak At U 72 B
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NT7T7 47 T —ONFEFIECIE, 1 V— e 2 L—bERo 2 ERAH Y £,

1 L= FAFATIE, FHL— b 2RBBELEN I 7 v 2 Mo —F by NIZpBELEST, /1=
n—& Ly ROBEWL, FRTIRRKN—A M A XZ@BIRTHNEIPTREINET,

2 b— R HFATIE, REEFHIR(CIR Z TRID h T 7 4 v 7 %7 U —12, CIR ZiiE L CThoRAHE (PIR)
EBRZRN T T4 v kA Tu— |, PIREBBLIZN I 70y 7 &Ly RIZOELET,

Flo, TI7ANNOH T %N T—F— RTHETZET, HHROFARMICLLT, 7741 D
HT7—FVLEREWNT T 4 v 7 T EINDS I H Y EHA, T —T V=T E— NTIE,
N7 4 VAN T —DOREIZESNCT 7NV NOIT—ERELET, W T7—T T4 FE—
RCE, T74NV DA T—1F7 V) —TT,

MRS TORE
RV TOFRETIE, NI TAST TN T =AM EEDTa 7 7 A VEERLET,
ZhUE, WEHIBAITO NI 7 4 v 7 OFEEHE L ET,

WIZ, RV v—~voTWnwos7ra 77 A NVEERLET, UL 72 T7Ay TIZABETH 7L —4
DN T 4w &)=,/ 42—y RIIGETLHTEODOHELNN—R M A X7 EDRT
ARl KT T4 I T—TOT 7 varzZRHELET, R v—~ v 7 TEETHNAEL.
ERIRYF—L NWHIAET 0 7 7 AN EFHLCERET AL TEXET,

BB, AERRLTEAR Y =~y T PR — MCHEI D B TES, RIEETIE, AU > ZIEATMAN
XL TOHTONET,

7.2.1 DSCP Mutation Map

DSCP Mutation Map [ Cl&, DSCP OZEH#~ » 72 E L E T, ZiE, CoS DFREEN DSCP D HH
IZ, DSCPHED Y ~—F U 7 Z2ATH BRI T 571 7 7 A L TT,
ANHEHE ZF~T HIZ1E. QoS > Advanced Settings > DSCP Mutation Map #27 V v 7 LE T,

DSCP Mutation Map
Mutation Name Input DSCP List (0-63) Output DSCP (0-63)
2 e | s ] |

Total Entries: 1
Digit in ones

waosonvans T 0 0 S o e A
00 0 1 2 3 4 & i1 T 8 g

10 R e e R
20 20 21 22 23 24 25 26 21 28 29

Name 30 30 3 3 s e e e R e
40 40 41 42 43 44 45 46 4T 48 49
50 0 e e e e e R e I e R [
60 60 61 62 63

n [q] [ leo
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AT OALE H O 2 LU IR LET,

NI RA—F— BT

Mutation Name DSCP ¥~ ~ 74 % 32 SLFELINTA D LE 9,
Input DSCP List A 77 DSCP i % 0~63 D& TAS LET,
Output DSCP Hi ) DSCP i % 0~63 O TAS LE T,

REZWHT AL, Apply R¥ 27U 7 LET,
DSCP £~ » 7 ZHI&9 5121, Delete RZ %27 U w7 LET,

1.2.2 Port Trust State and Mutation Binding

Port Trust State and Mutation Binding M CiX, 7 7 74— a IifEHT 5 CoS DFEE
(CoSfEE 721X DSCP i) ZAR— MM CRRELET, £7o. EHT 5 DSCP £~ » 72 Bek L E T,
AKMjH % F~7 5 121%. QoS > Advanced Settings > Port Trust State and Mutation Binding % 7

Vw7 LET,

Port Trust State and Mutation Binding
From Port To Port Trust State DSCP Mutation Map
Port1/0/1 Trust CoS
Port1/0/2 Trust CoS
Port1/0/3 Trust CoS
Port1/0/4 Trust CoS
Port1/0/5 Trust CoS
Port1/0/6 Trust CoS
Port1/0/7 Trust CoS
Port1/0/8 Trust CoS
Port1/0/9 Trust CoS
Port1/0/10 Trust CoS

A DA H Q@A 2 LT IOR LET,

NTGRA—H— G
From Port / To Port RETDHA— NOHEIPH AR L F9,
Trust State AN— FTHEHT % CoS DFFEE (CoS / DSCP) AR L £7,

CoS ZHEIN L= a. VLAN X /D CoS fEZ B LEd, #7771 —
LTiE, A= FD CoS DFEEESM L E7, DSCP DAL DSCP fHE &
FEL . DSCP fE & CoS D~ v B ZIZHE-> T CoS HRTELET, IP ~v
B —NEGENRNEE, R—bFD CoS DEREEXSRL £,

DSCP Mutation Map DSCP i~ v TR — NIEETDLAILTVARF L H T ) v D
L. DSCP i~ v 74 % 32 SCFLAINTAJI LET, DSCP £~ v 7z
F3< DSCP D ZEHLIT, CoS DIRERITITHIVE T,

DSCP i~ v 7' R — MIEID BT WEE 1L, None IR L £9°,

BREABEMT AI2IE, Apply RZ %27 U v 7 LET,
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1.2.3 DSCGP CoS Mapping

DSCP CoS Mapping i ClE. DSCP & CoS D~ v Vo 7 HHRELET, ZiuL. CoS DISHE% DSCP fi
WL AICEEND V93T 4 r— 3 D)L—)LTT,
AE 7 27 51201, QoS > Advanced Settings > DSCP CoS Mapping #7 V v 7 LEd,

DSCP CoS Mapping

- DSCP CoS Mapping
From Port To Port CoS DSCFP List (0-63)
[Port1for [v]  [Porttioi [v] [0 [¥] |

DSCP List

AREHEOREE O ZLL TR LET,

From Port / To Port RETHR— FOFFHAZEIR LU E T,
CoS DSCPED U A NI~y B 725 CoS & 0~T7 nHiEER L ET,
DSCP List CoS Iz~ 7+ 5 DSCPEDY A b%& 0~63 OFPATASTILET,

FELREHT AL, Apply REZ %2270 v 7 LET,
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1.2.4 CoS Golor Mapping

CoS Color Mapping i ClX, CoS 77—~ v 7 ZFHELET, CoS BT —~ v 7L, CoS DIFIEN CoS
EOLHAIZ, WT7—T =T EF—ROKRI I THAIND VT 74 v 70 T —2EDDH T 0
77 ANTT,

ANEE &~ D121, QoS > Advanced Settings > CoS Color Mapping #7 U v 7 LEJ,

CoS Color Mapping

- CoS§ Color Mapping
From Port To Port CoS List (0-7) Color
Port1/0i1 [v]  [Portti0i1 [v] | [Green [v]

CoS List

KB OAAHE Ot Z L FISR LES,

From Port / To Port RET HA— b OFPHZBIR L £,

CoS List RET D CoS % 0~T7 DFFHTASI L ET,

Color CoS fEIC~w BT END T 7 4 v 75— (Green / Yellow /
Red) ZiERL £,

BEAWEHT AT, Apply RE %227V w7 LET,
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1.2.5 DSCGP Color Mapping

DSCP Color Mapping Wil Cl&, DSCP H 77—~ v 7 EHHE L £ T, DSCP H T —~ v 7, CoS DFFHEAN
DSCP [EDFEIT, HT—F—RT7 =T ORIV I THEAEND VT 74 v 70T —2ED 5
a7y ANLTT,
ANEE &~ D21, QoS > Advanced Settings > DSCP Color Mapping #7 U v 7 LE 9,

DSCP Color Mapping
- DSCP Color Mapping
From Port To Port DSCP List (0-63) Color
Port1/0i1 [v]  [Portti0i1 [v] | | [Green [v]

A O45HEH O

DSCP List

B &L IR LE T,

From Port / To Port HETHAR— FOFPHZRIR L £7°,
DSCP List FXIET D DSCPED U A b % 0~63 OEIFATATI LET,
Color DSCP fHIc~ oy B T END T 7 4 v 7 HIHI1Z — (Green / Yellow

/ Red) ZiIRL E9,

BEAWEHT AT, Apply RE %227V w7 LET,
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1.2.6 Class Map

Class Map HEClX, /7 7A~ Y TE2RELET, 7T A~y I, N o 7 THRIEHIEZ1T5 b
T4 E#NTHT e 77 ANTT, VTR TE, 4 TH57 L —20%&M 2T HEEDOL—
b =R D IR FEE IR S N E T,

JL— /LD IERAFEHEIT Match Any F 7213 Match All THE L £9°, Match All DA, Bk L7239 XTD
N—INWIEBETH 7L —2%R) o 7OR%E LTI LEd, Match Any DA, BEEL7I-WTH
MON—UNIAETH 7L —2%R) v 7Ox%E LTHAILET,

K 2 FKRT 5HI21E,. QoS > Advanced Settings > Class Map Z#27 VU v 7 L £,

Class Map Name Multiple Match Criteria Match Any| v |
Total Entries: 2
I T N
class-map Match Any [ match |[ Delete |
class-default Match Any Match Delete
n (1] [ [eo

AR DA E OFH 2 LU TR LE,

NI RA—H— Bl

Class Map Name T TAR T % 32 LFUNTAN LET,

Multiple Match Criteria | L —/VDOREEEYE (Match All / Match Any) ZiEIR L £,

I A T EBEET A, Apply RF U E T w7 LET,
7T Ay FNV—) V&8N - HIFRT A12iE, Match R Z %227 Y v 7 LET,
7T A<y BIREZHIBRT A2, Delete RH¥ %27 Vo LET,

I IGAR T DT =T ETHTNNDT TAy T DINEI ) v 7T DHE, 7T A~y 7 ETHERE
LT _RTONL—IARERINET,

B —————

Class Map Name ‘32 chars ‘ Multiple Match Critenia Match Any v Apply
Total Entries: 2
class-map Match Any Match Delete
class-default Match Any Match Delete

0 al [l

Class Map Information

Class Map Name class-map
Multiple Match Criteria Match Any
Match 802 1P 0
Match Inner 802.1P 0
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Match RZ %7 U w745 E LFIRT/L—/L OB - BIRERA R RS NET,
e ——————

Class Map Name class-map
Match:
(CMone
(@)Specify
(@) ACL Name
() CoS List (0-7) A ]
() DSCP List (0-63) [(26163 rjiPvacny
() Precedence List (0-7) [] 1Pv4 only
() Protocol Name MNone ﬂ
() VID List (1-4094) (35 e
Back || Apply
Match Rule [ DAIH H O 2 DL IR LET,
NRIRA—HF— B
None FRE L7ev— & IR T 256 Lkmbiﬁ
Specify FBE LIV — IV E BT D5AICEIRLET,
ACL Name 7 U—Ah% ACL THRETHIHAIC T VAR Z 27 ) v L, BETD
ACL % 32 XLFUUNTAN L ET,
CoS List T —LAL% CoSS ETHRETDHLEILTVARLZ %227 Vw7 L, CoS {H
DY A RNE 0~T7 OFFATAS LET, Match A1l OHEIEL, 1 D CoS
EDHFEE L ET,
QinQ /N4> F® C-tag E®D CoS fEZ AT A4, Inner #F =7 L
£
DSCP List 7 L —LAL% DSCP i CHRETHBRAITOARZ %27 ) w7 L, DSCP

EDY A M%& 0~63 O#HIPITAS LET, Match All DAL, 1 ED
DSCP DA $8E L £,

IPv4 37y FOZRZERETH5E. IPvd only 2F = v 7 LE7,
Precedence List Tl —2b% IP ~o X —D ToS EERETAHE/ICT A RT & T
Uw2Z L, TSTED YU A k% 0~T7 O#PHTAS LET, Match All D
Elx. 1{ED DSCPEDAFEE LE T,

IPv4a X7y OB ERETHITIE, IPv4 only 2 F = v 7 LET,
Protocol Name Tl —bx7a ha)LTRETAGARILTARE 7 UL,
o k=L (ARP / BGP / DHCP / DNS / EGP / FTP / IPv4 / IPv6 /
NetBIOS / NFS / NTP / OSPF / PPPOE / RIP / RTSP / SSH / Telnet /
TFTP) Z &R L £7°,

VID List 7L —AL% VLAN CHRETHHEAICTVARZ %27 ) v L, VLAN 1D
DY A ~N& 1~4094 OFIFITASI LET,

QinQ /X7 v Fd C-tag £ CoS fl & AT H5A1E. Inner #F = v 7
LET,

REZBEHT HIZIE, Apply ™F¥ %7 U v 7 LET,
BIOBEICHE A1, Back R&¥ %227 U v 7 LET,
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1.2.7 Aggregate Policer

Aggregate Policer Hijfi CTlX, BHARV VY —2FELET, BRIV —1F, RV v—<v 7 I2EIDY

ThHhEWmTe 77 A4V TT,

KW % F R 5121, QoS > Advanced Settings > Aggregate Policer #7 UV v 7 LFE 9,

Single Rate Settings |

Two Rate Settings

[ — Ao e —

Normal Burst Size Maximum Burst Size

(0-16384) L Jeore (0-16384) L ey

Conform Action [Transmit [v][pscr]fir_] Exceed Action [Transmit [v]pscr|fir_ ]

Violate Action [None [¥]pscr]fir] Color Aware Disabled [v]

Total Entries: 1

m Average Rate MNormal Burst Size Conform Action Exceed Action Violate Action _
Name 50000 Transmit Transmit Disabled

1n (1] Go

Single Rate Settings # 7 Ci& 1 L— MERAR IV P —2RELE T, FHEHOHAEZLL FITRLET,

NTRA=H—

Bl

Aggregate Policer Name

1 L= MERR )Y —H2 AT LET,

Average Rate

¥ L— k% 0~10000000 (Kbps) O#iPHTAIILET,

Normal Burst Size

W N—Z M A A& 0~16384 (Fu A ) OHIPFTAHLET,

Maximum Burst Size

KRN —A R A X% 0~16384 (Fu/31 ) OFPETADLET,

Conform Action

TV—=V T T4 DT L—LTFEITTIHT 7V a v BRELET,
e Drop: 7L —AZMELFET,
e Set-DSCP-Transmit : ¥57& L 72 DSCP fHICEZ# 2 7,
e Set-1P-Transmit : fiE L7z CoSfHICE X% F7,
e Transmit: 7L —ALZFDFFMNHEL £,
e Set-DSCP-1P : 5% L 7= DSCP i & CoS fHICEXH#x £,

Exceed Action

AT —hT T 4T DT VL —LTETTEHT 7 arEHEELET,
FRERRE/R T 7 > 3 1% Conform Action & [F U T,

Violate Action

Ly RN 7497 D7 VV—LTEITTHT 7 a v aEELET,

None LIANDIEERIGE/ T 7 3 3 > 1% Conform Action & [F U T,

e None: 277 varvrRELESLGA, Ly R 7 4927 L LT
TEEINHZ LT, A mu— 774 v 7 L LTABE L E9,

Color Aware

BT —F—RELUTOELL PP LERLET,
e Enabled: ¥ 7—7 V=7 F— RNIZHELET,
e Disabled: ¥ 7—7 74 FE— RIZFEELET,

RELZEATHICIE, Apply RE 227U v 7 LET,
EKRY —ZHIERT A2, Delete RZ %7 U w7 LET,
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Two Rate Settings ¥ 7 &7 U w7 35&, LTFIORTHENERINET,

Single Rate Settings |

Aggregate Policer Name I:I

Name 5000 8000

CIR * (0-10000000) |:| Kbps Confirm Burst (0-16384) |:| Kbyte

PIR * (0-10000000) [ Jwops Peak Burst (0-16384) [ koye

Conform Action [Transmit [v]psce]fir | Exceed Action [Drop [v]pscr]ir ]
Violate Action | Drop ﬂ| |DSCF' ||1 P | Color Aware Disabled [v]

Total Entries: 1

m- Confirm Burst m Peak Burst Conform Action Exceed Action Violate Action _

Transmit Drop Drop Disabled
11 1| [ lGe

Two Rate Settings ¥ 7 D&IHH OFHZ LI TR L ET,

NI A—F— B!
Aggregate Policer Name | RNV YV—LZEATILFET,

CIR

CIR DA 0~10000000 (Kbps) O#iPITASILET,

Confirm Burst

FEHREN— R " A X% 0~16384 (F A ) OFHTAIILET,

PIR

PIR D% 0~10000000 (Kbps) DO#iPHTASI L ET,

Peak Burst

e R/N—Z " A X% 0~16384 (F /A ) OHFPHTATILET,

Conform Action

TV—= "7 T4 7 D7L—ATIEITTHT 7 armEHBELET,
e Drop: 7L —ALZMIHELET,
e Set-DSCP-Transmit : ¥57& L 7= DSCP fEICE X 2 7,
e Set—1P-Transmit : & L7z CoS fHICEZH % F7,
e Transmit: 7V —A%&2FDOFFHH L F9,
o Set-DSCP-1P : #&i& L 7= DSCP fiEds KL Uf CoS fEIC HE X F 7,

Exceed Action

AT —KT T4 I DT VL—LTEITTDHT Vv arz2RELET,
YERREZ2 T 7 > 3 1% Conform Action & [6] U Td,

Violate Action

Ly RENT 749 7DV —ATEITTHT 7 a2 ELET,
None LIS DI ERIFEZR T 7 > 3 /1% Conform Action &[G U C9,

e None: 27 7 arvafEELl-LGEe. Vy R TIF 74w 27 &1L T

DHEEINAZ EIEIRL, AZe— T 747 L LTHHELET,

Color Aware

BT —F—REZUTOEL LML EIRL 77,
e Enabled: ¥ 7—7 U =7E—RIEELET,
e Disabled: 7 —7 74 FE—RIZFEELET,

REXEMAT AL, Apply RE %27V w7 LET,
ERRY P —ZHIER T AHI120%, Delete RZ %7 ) w7 LET,
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71.2.8 Policy Map

Policy Map HiE ClX, RV v —~v 7H2RELFET, R v—~v I, RV T THRHRED N
TAVIIHKTDHNT T4 I B T—DEFIEST 7 a2 BETH7 0774 LTT,

RNV —<v7TlE, b7 747 OFINHERT D7 7 A~y 7% 1 HUEBRFELET, £7 7 A
VN TFTHRN T T4 v I LT, ST AT 7 a rEwENENREETEXET,
RV =<y P TCHEHATLIT7vailid, NI 74077 =L TRET DRI I T 7
va Oz, CoS XS DSCP fE/R EDEEH L LWV oo~ —F U JIZBTHT7 7 v a =0, CoS 12X
OPEEN— R =27 X2 — 2 ET A a—A L Il TET7T 7 a v AEETEE T,

ANHEHEZF T DL, QoS > Advanced Settings > Policy Map &7 VU v 7 L¥E 9,

Create/Delete Policy Map

Policy Map Name P | ooy ]
Traffic Policy
Total Entries: 1
potcy [_oeiee |
1 [T] [ lee
policy Rules
s op e e

class-map Set Action Policer Delete
[ set Action |[ rolicer [ pelete |
17 il [ [ge

Create/Delete Policy Map & TEH OB Z LI FICR LET,

NI A—H— Bl

Policy Map Name VERR FET2ITHIBRT DR Y —~ v 74 % 32 LTFLUNTATILET,
REZEHATHITIE, Apply R¥ 227U v 7 LET,

Traffic Policy O&IEH DA Z LI TIRLE T,

NI A—HF— L
Policy Map Name RN —~ T 4% 32 LFEUNTATILET,
Class Map Name T Ay T4 32 LTFLUNTATI LET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
R v—<v 7 HHIBRT A1, Delete R¥ %27 U v LET,

RV =< TDOT—T N ETOHTNNDOR) S —~ o TDIT2 27 ) v r35E, R)v—vv 7k
TEELIZTRTDI TRy TRFRENET,

N7 7 47T HEMOT 7 v aZ%ET HICIE, Set Action R"¥ %7 U v 7 LET,

Y v T ORIE &R 521X, Policer R¥Z %27 U v 7 LET,
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RRENTI TAR T OT =T N ETWITNND I FASy T OITER 7 Vw7358, Bkl b
TIA VI AT =GHDNTRA=F =T 7 a VY PFERINET,
-policygpp ———————————

Create/Delete Policy Map

Traffic Policy
Policy Map Name Class Map Name
Total Entries: 1

I A
polcy
[ EEEEE =

policy Rules

Class Map Name
class-map Set Action Policer Delete

HEEEEE =

Policy Map Information

Policy Map Name policy
Class Map Name class-map
set 802.1P 0

police cir 200000
police bc 1000
police pir 1000000
police be 16000
conform-action Transmit
exceed-action Drop
violate-action Drop

Set Action R"¥ %27 Vw7 35&, UTORTHENERINLET,

Policy Map Name policy
Class Map Mame class-map
Set Action
(CMNone
(@)Specify
(@New Precedence (0-T) None []1Pv4 only
(ONew DSCP (0-63) []1Pv4 only
CNew CoS (0-7) None
(CMNew CoS Queue (0-7) None
Back | | Apply |
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Set Action H[HDIEH D

2 LT IOR LT,

NI RA—HF— L
None T varEEIRT 25 AR L ET,
Specify T arERGT AGAIERRLE T,

New Precedence

ToSEDEZHZ ZITWVE T, ToSIEZ 0~7 MHIRIN L £9,
IPva /Ny FDOHEXGRE T HA1E, IPvd only #F = v 7 LET,

New DSCP DSCPEDEZHL X 21TV E T, DSCPEZ 0~63 HER L £ 7,
IPv4 /Ny FDOHEXGRE T H5A1E, IPvd only #F = v 7 LET,
New CoS CoSTHEDOEZHLZ Z1TWVE T, CoSHEZ 0~7 NDHIEIR L E T,

CORREIL, ELENERD CoS DRIE L Fa—A 7 OMIEICHEL %
B

New Cos Queue

HRETHON— R =T a2 —Z2EHEREELET, ¥2—fEZ2 0~7 5
WIRNLET, COBEEXF2—A L TOMECEELETN, Uv—=F
VTV ER A,

BTOBEICHEAIZIE, Back R¥ %27 U v 7 LET,
REZEWAT DX, Apply R¥ &7 Y v 7 LET,

Policer " ¥ > %7 Vw73 5&, LFIORTHENERINET,

Policy Map Name
Class Map Name

Police Action

() None

(®) Specify
Average Rate = (0-10000000)
Mormal Burst Size (0-16384)
Maximum Burst Size (0-16384)
Conform Action
Exceed Action
Violate Action

Color Aware

policy
class-map

[ e
[ e
[Transmit [vlpsce i ]
[ Transmit [v]jpsce | ]
[None [vlpsce Jip ]
Disabled [v]

Back | | Apply
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Police Action HE DA H DA Z LI IR LET,

NWNIA—F— G|
None RV =27 VT THHEEITEIRLE T,
Specify RV —%EHTHHEEICER L, N —OREFEETNVL T R

Za—PHERLET, Police DHH, 1 L— XD NF 7 1 v 755
YA NT A—2 — & EBNZEEE LE T, Police CIR ®#E, 2 L— hHR
DMNTFT T 4w 73N T A= —%EBIZHEEL £ 3, Police
Aggregate O H | IRV —ZfEELET,

Average Rate

S L — k& 0~10000000 (Kbps) O#FHTASI L £,

Normal Burst Size

B N—A MY A X% 0~16384 (Fu XA k) OFPFHATATILET,

Maximum Burst Size

KRN —A R A X% 0~16384 (Fu/31 ) OFPETADLET,

CIR CIR D% 0~10000000 (Kbps) DO#iPITAS L ET,
Confirm Burst FEHEN— X h YA X% 0~16384 (F a1 b)) OFFATANLET,
PIR PIR Ofii % 0~10000000 (Kbps) DOHFiPHTASI L £,
Peak Burst e RASR—2Z FH A X% 0~16384 (34 b)) OFPFATALLET,

Aggregate Policer Name

LHRIRI) Y —2 A LET,

Conform Action

TV—=2 b T 7497 DTV —ATETTHT 7 arwR_ELET,
e Drop: 7L —A%RRFELET,

e Set-DSCP-Transmit : 5§ L 7= DSCPEIZEZH 2 £7°,

e Set-1P-Transmit : /& L7z CoSfHICEZ M X F 7,

e Transmit: 7L —A&ZFDOFEMNEL £,

e Set-DSCP-1P : 5% L 7= DSCP i & CoS fHICEXH#x £,

Exceed Action

AT —hT 74w I DT VL—LTERITTDHT 7/ varrlRELET,
FEETREZR T 7 2 3 1% Conform Action & [ U T,

Violate Action

Vy RNIF 74w D7V —ATEITTET 7 a v ZHRELET,

None LIS DIEERIGE/ T 7 3 3 > 1% Conform Action & [F U T,

e None: ZDT7 /v arv ELERE. Ly R TF7 749278 LT
DEINAZEER . A e — T T 4w 7 E LT LET,

Color Aware

BTG —F—FREUTOELLPNLERLET,
e Fnabled : ¥ 7 —7 U =7 EF— RNIZEEELET,
e Disabled: ¥ 7—7 74 FE— RIZFEELET,

BTOBEICHEAIZIE, Back R¥ %227 U v 7 LET,
EAMEAT AT, Apply REAE 27V v LET,
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71.2.9 Policy Binding

Policy Binding i Clx. #HIR— MR v—~ v 7 %E D B CTE7,
KW H % FR~T 5I121EL, QoS > Advanced Settings > Policy Binding #7 U v 7 LE 9,

L —————————

- Policy Binding Setting

From Port To Port Direction Policy Map Name

[Port1i0 [v]  [Portti0it [~]  [input]v] ® () None Apply
Port1/0/1 |
Pori1/0/3
Pori1/0/5
Port1/0/7
Port1/0/9

AREHEOREE O ZLL TR LET,

From Port / To Port AN— M OHIPFHZRIRL £,
Direction A7y a o a2RIRLET, Input OB TE E T,
Policy Map Name RN =~ 7% 32 XFLINTAD LET,

RNY =~ TOEI Y TE2MERT 5I21% None IR L £ 7,

BEAWEHT AT, Apply RE %227V v 7 LET,
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8 ACL

ACL A==2—TiX, 77&RAar ta— U XL (ACL) OXEKEITNET,

ACL 1Z., 7 L— A DIEENOWER— FLZDMDEY 22— ~DT 7 & A& HIHT HHERETT, B
THT7L—LOfEE 7 L — ADORERPETEOHZ ACL 7r 7 7 A4/LE, ACL 707 7 AV EITEEL
72 ACL V= U Z K> TT 7B AFIHEHARY o —%M L, ACL 70 7 7 A NV EEY 2—/VIZEIN Y THD
ETAT— ML RADOT 7 Az L 7,

ACLOFIEHAIY T A=a—D—BEEUTORIIRLET,

HE | A=a—4 B

8.1 ACL Configuration Wizard ACL A7 ¢ ' — R & BR4h

8.2 ACL Access List ACL 7’1 7 7 A )b, ACL JLb— )V DIERR & fd
8.3 ACL Interface Access Group ACL OMERR — h~DE| ) 4 C

8.4 ACL VLAN Access Map VLAN 7 7 & A~ T OVERK

8.5 ACL VLAN Filter VLAN 7 4 VX —DFRE

BACL a7 7 AL
FEVa—/LTHELRD ACL OT 72 AHH#NE, Xy NUV—7 R o—IlZXoTERRYET, AT —
FLADT 7B AHIITIR, 7L —L0XEILESE P 7 FLRIZESWNTT 7 B AOFF A £70134E
BWEATH ON— R TTN, BIE7 0 haLCMAC 7 RLAREDEREZANSZ EHH Y 4, ACL
TuT7rANTEH, FOXIRF Yy NI R =X LT, BETH 7 L—20EESL, 71—
LD A T 5 ACL R ZHE L ET,
AIEE THRETX 5 ACL OFERNILL F 0@ ) T,

o FEVE/PLoR TP ACL

o FEYE/PLok TPv6 ACL

* AR MAC ACL

o JREETF A/3— | ACL

WACL fijI| Z & O i & iRt Y = — b

PESAFREAS THRaE) o ACL Tidk, [EHE] AN THRAEH#HIFAZIAS . VT L— L0 BSMEEEE
TEETH, WHTEDZEY 2—APREINET, HIHEES EAE] © ACL TIX. H#E0%Es% 1P
T RLAREWVWS B SITKR S T-mEEZITWVET,

[TP ACLJ . [IPv6 ACLJ . [MAC ACL] IX. 7L —2of&xt& a4 ~rLET, [IP ACL) TiE IPv4
XAy W& TIPv6 ACL] Tik IPv6 234 v~ A&, [MAC ACL] TITJRHIE LTIE IP N4y M a At
GLLET,

[YroEo 20 A 3— K ACLJ X, THE5E TP ACLJ & THEBE MAC ACL] O/ NA 7V v RTHY, IPv4 X
v NEREXMRE LT, BEL, 588 MAC 7 RV A, IP 7 RL AR Y JAWHEHZRECTE T,
ACL FERBISCFEHH (B /JEIR) (2 X » CHEH AMRE R T Y 2 — V3 B2 0 £,

HWACL V—/b

ACL b—/LiE, 7L —2DEETHERMEL, BB LEBEDOT 7 a E2EDIEHEDTT, S85MIE.
ACL FERNIZEEASWTED D Z EMNTE T, =& X, U IP ACL O5A. FFEDEE L% IP 7
RFLRAZABSEMHICHEETE X, BEDOMAC T RL AT ESLMEICIRETE EHA,
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ACL V—=/VTRRET D7 7 ¥ a dk, WA — FNUNDEY 2 — /WM T 5 ACL 7’1 7 7 A /b RIT#
T HN— L OGAEITFF A (permit) OAZMEHLET, TNHDOET 2—/LTlE, ACL DR Y > —i%
AEFOBEREN, BELEREOT 7y a 3BTV 2 — L THIEL £9, 7= & 21X, SN
T—T > MERRIZ ACL 20T 586 ACL L—/LOFRMIZEET D SNIP v R —T % —D7T 7 & A
R LET,

WERAR— MIEHT 5 ACL 7'm 77 A LT, A (permit) LIEA (deny) D/L—/LOFAHH DO
THRY =%l L, MR — N CTORESEMEET 7 v a i ACL —WIZHEWE T,

WACL (2 X% VLAN 7 (L& —

VLAN TACLIZ X 27 7 Al &4T 5 e, D ACL 70 7 7 A WEMBIAATEVLAN 7 7 B A~ v
FEAER L, VLAN IZEMA LET, VLAN 72782~y 71, ~ v FREELET 72 a v BEDIEROY
Ty T TR —HEHSIN, ~vTFEHET AL o774 Z2EHALEST, 22T ACL ORY
IR BECOMER S, AR LESADT Vv a YT~y P THE LRIV E T,

Wi ACL 71 7 7 A Lk

H—OWBAR— Moxt U Tl ATREZR ACL 7'm 7 7 A VEiE, ACL B Z & (BEREEII XA L EHA)
I LETY, 72& 20, THEWE TP ACL) & [HK8E IPv6 ACL) D717 7 A L&ETNEH 1 H&EET 5
ZEIFTEE TS, MEARE TP ACL) % 2 EXET 5 2 &0, THEHE TP ACL) & [JKBE IP ACL) % [RIF
WCBGRTHZ EIXTEEHA,

8.1 ACL Configuration Wizard

ACL Configuration Wizard i CTl. XIEERYCEMEIZ LY ACL 71 7 7 A L OFHIERS ACL /L—)L
DEBMEITH ZENTED, ACL #EKY 4 P — REMHT L2 N TEET, ACL #EKY 4 F— R&fE
HT2oL, 7r7 7 A N0 — VO EE#RT D L, FIED ACL L—/L3 gk S - ACL 7
127 7 A NVOLERRSERA  H—T 2 — A~DEID Y TR EZTHIZENTEET,
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8.2 ACL Access List

ACL Access List H[[fE Tl%. ACL a2 77 A )L & ACL IL— VDGR, TEEITHI N TEET,

KM & 379 5121, ACL > ACL Access List #7 U v 7 LE 7,
R R ess Lot ——|

ACL Access List

ACL Type Al - @ ID (1-14899) \ |OACLName  [2 chars | \ Find |

Total Entries: 6 Add ACL

S-1IPv4 Standard IP ACL Disabled Edit Delete

2000 E-IPv4 Extended IP ACL 10 10 Disabled [ Edt  |[ oDelete |
6000 MAC Extended MAG ACL 10 10 Disabled | Edt || Delete |
8000 Expert Extended Expert ACL 10 10 Disabled | Edt || Delete |
11000 S1P6 Standard IPv6 ACL 10 10 Disabled [ Edt  |[ oDelete |
13000 EIP6 Extended IPv6 ACL 10 10 Disabled | Edt || Dpelete |
EEEEE =
|C\ear All CounterH Clear Counter H Add Rule |

T S R

MAC Access-List Enable IP-Packets

MAC Access-List Enable IP-Packets State (O Enabled @ Disabled Apply

AKEHE T, 2HOT =T NANERINET, EOT—TMITIE, BEEAD ACL 7’0 7 7 A LN ER
SNFET, TOT—T7 ML, ACL 7a 7 7 A JVICEFRIILTWND ACL b— A RERRINET, KliH
WZBAT LT CIX ACL v— DT — 7 MZIIME RR SN TE LT, ACL 7r 7 7 A LT —7 /LT
TNWNPDAL 777 ANDITE 7 ) v 7 T5 & 4T DAL= ANRRRINNET,

PLFIE, ACL 72 75 A VDT —T )N ETC—F L0752 27 U v 7 LIflTT,

I

ACL Access List

opam [ Oactrame

51P4 Standard IP ACL Disabled Edit Delete

2000 E-IP4 Extended IP ACL 10 10 Disabled | Edit || Delete |
6000 MAC Extended MAC ACL 10 10 Disabled | Edit || Delete |
8000 Expert Extended Expert ACL 10 10 Disabled | Edit || Delete |
11000 S-IP6 Standard IPv6 ACL 10 10 Disabled | Edit || Delete |
13000 E-IP6 Extended IPv6 ACL 10 10 Disabled | Edit || Delete |
EEREE =
§-1P4 (ID: 1) Rule [clear All Counter|[ Clear Counter ||  Add Rule |

I S N N
any o

(o] [ M I T e

Mac Access-List Enable IP-Packets

Mac Access-List Enable IP-Packels State () Enabled (@) Disabled
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ACL Access List D& HEH OFHAZLITIR L ET,

NI A—F— B

ACL Type W95 ACL 7177 A /L0 ACL f&3] (A1l / IP ACL / IPv6 ACL /
MAC ACL / Expert ACL) Z 2R L £,

ID ACL a7 7 A V% ACL ID THRETHHEICEIRLET, £/, HD
Ry 7 AT ACL 1D & 1~14999 O#FHTASI L ET,

ACL Name ACL a7 7 A% ACL 4 THREBETHHHICERIRLET, £/, HD
R 7 AT ACL 4 % 32 LFELINTASN LET,

ADUTAEMTACL 70 7 7 A NV E RS D%, Find RZ %227 U v 7 LET,

ACL 70 7 7 A )V EVERK T DI2iX, Add ACL RKX %27V v 7 LET,

ACL a7 v A NVDOBEETRET AT, ACL a7 7 AT —7 LD Edit R¥ %27V w7 LET,
ACL 77 7 A VEHIBRT 512X, ACL 727 7 A VT —T /LD Delete R¥ %7 U w7 LET,

ACL L= DT RTCOI X —%7 ) 735121, Clear All Counter RZ %7 U w7 LET,
FRENTWD AL V=D H T X —% 27 U T3 521%, Clear Counter "X %27 U w7 LET,
R L7 ACL 7' 7 7 A VT ACL b— /L &2 B8k 3 51TI1E, Add Rule R& %7 ) v 7 LET,

ACL V— V& HIBRd 512i%, ACL b—L T —T7 VD Delete RX %27 U v 7 LET,

Mac Access-List Enable IP-Packets O4TEH O LI IR L ET,

NRFGRA—H— A
Mac Access-List Enable | #i3E MAC ACL OfEE x5 % IPv4 73/ v B XV IPV6 237 v b £ TIAS
IP-Packets State AHEBEDIRAE A BN L £ 97,

REHENIEL) (Disabled) DIGE. J9E MAC ACL THEXR L 72D DX
P X7y bDOAHTT, H%h (Enabled) DA, IPva /7w R0
IPv6 /37w R HRRAERIRE 72 97,

REZTHWHATHICIE, Apply RE L Z2 27U v 7 LET,

ACL 707 7 ANT—TNCHD Bdit RE &2 7 Vv 7 T5E, #%48T2170 ACL 727 7 A )LDIN
TA =K —ERETEET,

“RCCREGSSSTRECM

ACL Access List
aitee (AT Y] @paues [ ] Oactname
s1p4 Standard IP ACL Disabled Apply Delete
2000  EIP4 Extended IP ACL 10 10 Disabled | Edit || Delete |
6000  MAC Extended MAC ACL 10 10 Disabled | Edit || oDelete |
8000  Expert Extended Expert ACL 10 10 Disabled | Edit || Delete |
11000 SIP6 Standard IPv6 ACL 10 10 Disabled [ Edit ][ Delete |
13000 EIP6 Extended IPv6 ACL 10 10 Disabled | Edit || Delete |
n [a] Go

141/250



8 ACL | 8.2 ACL Access List

Edit R¥ %27V v 7 LIzt OKHEE OMAZ U TIORLET,

NI RA—F— G|

Start Sequence No. ACL JL— VB EERFIZS — 7 v A K57 BEEEER T A5 0Oth— 47 v
AF G NI LET,

Step ACL W=D —lr o A5 5 BERE T 256 O MEZ 1~32 O

FHCANILET (745 :10) ,
7= & 20X, BtEY — 4 AE S 20 THEED 5 DA, %D —
b AT BT 25, 30, 35, 40 X720 £,

Counter State ACL DB 7o X —DYRHE (Enabled / Disabled) Z 4N L £,
Remark ACL a7 7 A VOB E AT LET,

REZ AT B2, Apply R¥ %27V v 7 LET,

Add ACLARZ > %7 Vw735 E, LFIORTACL 707 7 A AR EHE AR R S E T,

Add ACL Access List

i (1999 I
ACL Name
Note: The first character of ACL name must be a letter.
Add ACL Access List OFHEH OFHBAZ LTI R LET,
NRIA—F— B
ACL Type ACL ®#&R] (Standard IP ACL / Extended IP ACL / Standard IPv6

ACL / Extended IPv6 ACL / Extended MAC ACL / Extended Expert
ACL) Z#EIRL 7,

D ACLD ID Z AN LET,

e Standard IP ACL D34, 1~1999 OFIPHCTATI L E T,

e Extended IP ACL DA, 2000~3999 DHIFHTAS) LET,

e Standard IPv6 ACL O34, 11000~12999 O#iHTATI L £,
e Extended IPv6 ACL DA, 13000~14999 O#PHTAS L £,
e Extended MAC ACL D54, 6000~7999 OHFiPHTAS L ET,
e Extended Expert ACL M4, 8000~9999 M#iH TALI L £,

ACL Name ACL 4 % 32 XFLINTAILET,
RELZEATHICIE, Apply RE 227U v 7 LET,
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8.2.1 IP ACL

ACL 7’1 7 7 A )T —7 )L CHENAE TP ACL 2NN SNU7-IKAETAdd Rule A& %27 U w735 &, LT
W2 ACL Jb— LGRS KR SAVE T,

Add A =

Add ACL Rule
[0} 1
ACL Name 5-IP4
ACL Type Standard IP ACL

Sequence Mo. (1-65535)

Match IP Address
@Ay

Owost [T

®Any

Owost [ ]

Source D
P - -
wigeard [

F7-. ACL 7’27 7 A )T — 7 )L CHLE IP ACL DNBIR I/ RAETAAd Rule RHZ %27 U w735 &

widears [~ ]

LUFISARd ACL b — VB Gk 23 R S E T,

l:l ({Ifit isn't specified, the system automatically assigns.)

Action (@ Pemit () Permit Authentication-Bypass () Deny

Back

Apply

A f =

Maich IP Address
(®)Any

Oest [ ]
D

® Any

Onest [

Source
e - - -
] —

Match Port

Source Port Please Select

“or [
widears [ ]

Add ACL Rule
D 2000
ACL Name E-IP4
ACL Type Extended IP ACL
Sequence No. (1-65535) |:| (IT it isn't specified, the system automatically assigns.)
Action (@) Permit () Permit Authentication-Bypass () Deny
Protocol Type [Tcp ™~ | | (0-255) Fragments

[Please Select [¥] | | (0-65535) | Please Select [¥] | | (0-65535)
Destination Port| Please Select [v]
[Please Select [v] | | (0-65535)[ Please Select [v] | | (0-85535)

TCF Flag

[Jack [Jin [Jpsh st [syn [Jurg

®)1P Precedence| Please Select [V ToS|Please Select  [v]
(ODSCP (0-63) [Please Select [v] | |

Back | | Apply

FEH#E TP ACL DO/L— /L Cl, BHETBLO%E%ED IP 7 RLADOLTERMEEIEE LE T, JEIE IP ACL T
X, SIS S EEDDHZ EMTEET,
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FEAE RS L OMEHE TP ACL L— LASREE T, 7’2 F 2 VICIEGFE LA WEE O E U TR LET,

INT A —H—

Gl

Sequence No.

ACL )V— )LD —rr v ZAFH % 1~65535 O TAN LET, FEEL
RWEE . HEMREE DO L— > CHEIICAR L £,

Action

TRTOFEMBIZEE LT IPvd Ty MExtdT 57 2723 (Permit /
Permit Authentication—Bypass / Deny) # &R L £,

Protocol Type

PLAR TP ACL D HICERRSNVE T,
FréTor7mbharz Ry XX VA RNLEBIRLET, FEIT
v haVESERET DA, Protocol ID #3EIR L £9, None % i3
WLESES, 7 ha Lz HESEE LER A,

o Fragments: 77 7 A hahi-\ry hEHRELET,

Source

EETL IPvd 7 RLRADOFMEEHRELET, £o. FUEEBET LD
DIPvA T RLARYUA N K —R~AZ B AT LET,
o Any: TRTOREBITHRAMZEESRMLE LET,
o Host : HHEL/-EEL IPVA T RLAZSMHE LET,
o IP:IEELIEEETIPVAT RLATL—T254kE LES, IPv4
T RLAL UL RI— R A7 OBEDLETHRELET,
o Wildcard : VAV KA — F~RA7 &2 ELET,

Destination

54 IPvd 7 RLADRMZHRELET, Fio, FMEE2EET L7200
IPvda 7 RLARUA VR — K< A7 2 A LET,

e Any : T XTOSIHAA NEAESME LET,
o Host: ¥E L5 IPvA 7 RL AR E LET,

o IP:FELISEIHIPVAT RLAZ A—T 5L LET, IPvA T
RLRALTA N RO — R~ A7 OfBEDLETHRELET,

o Wildcard : VA )V R — R~RA 7 & gE L £1,

IP Precedence

YL3E TP ACL DS EICFR SN E T,

IP Precedence fHEDZM:% (routine (0) / priority (1) / immediate
(2) / flash (3) / flash-override (4) / critical (5) / internet
(6) / network (7)) THETXET, BRLARWIGA. IP Precedence
EEHESRMEE LEEA,

ToS YL3E TP ACL DS EICFR SN E T,
ToS fH @ 4 % (normal (0) / min-monetary—cost (1) / max—
reliability (2) / max—throughput (4) / min-delay (8)) TIE T=Z
FT, BRLRWEGS . ToSEZHIESRMEE LEE A,

DSCP YL3E TP ACL DS EICFR SN E T,

DSCP fEDSM:% (default (0) / afll (10) / afl2 (12) / afl3 (14)
/ af21 (18) / af22 (20) / af23 (22) / af3l (26) / af32 (28) /
af33 (30) / af4l (34) / af42 (36) / af43 (38) / csl (8) / cs2
(16) / cs3 (24) / cs4 (32) / csb (40) / cs6 (48) / cs7 (56) / ef
(46)) THRETZET, BIRLARWEGS, FEIT DSCP DM ETEE
TEET, DSCP ENEE S TWRWGA . DSCP EZHESMEE LE
A,

REZEZWAT 520, Apply R¥ %227 ) v 7 LET,
BIOBEHEHIZEAIZIX. Back "% %227 U w7 LET,
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HEETLRE IP 7 KL A% 7 V—7 (IP) TIRELHA. IPvd 7 KL ADHET 50 % VA /L K
N—R~vAITHRELET, VAV REI—FR~AZDOE Y b~ 7EMN 0 1T3%45 T 5 E50 28 bl 5
LRV By by MEN 1Y TLAE SRS NEYA, HEXIEX. YAV RA— R A IR
0.0.0.255 OGE, IPva 3Ty OBEILETIISEL P T RUVADIIH 3 477 v hOHP B S
£,

VLR TP ACL OME TliX., 7 u b a5 (Protocol Type) DIFEIC L » TEREITIERRICTHID
BRoL2EANRSY £9, FHEOWMHZLL IR LET,

NG RA—F— A

Source Port 7'a k3 LM TCP £7212 UDP DA DA F R I E T,

EIFIC TCP/UDP AR — NE SO EZHRELE T, £io. FMEHEETD
DR — NEFEANLET, Fay XX VX RNTET R b=
JIVEBEBRT AL, UV VR — MR EBNICATISNET, &%
FRE LAaWEEa . 2358 TCP/UDP iN— hE S A2 HIESMEL LA,

o = HELIEA—IEFL-BTLHEEERMEL LET,

> HELEAR—FEFLIVREVGAEZSRME LET,
CHBELER—FESLIVNESWGAEEZSMEE LET,

F  HEELEAR— R ESE—HLWEEERMEE LET,

Range : Seff & 72 DR — MN&EF %, BlGAR— MEF L TAR— M E
FOHPFATHELET,

Destination Port 7a ka3 LN TCP £7-1Z UDP DA DAFRENE T,

5656 TCP/UDP AR — hEEDOFRMEEZHRE L E T, o, FEHRET L2
ODR— " EZEANLET, Ry X VA RNCTEVT w2 han
EIEIRT L L. o)/ UrR—NRBEEIMICADSNE T, &M%
ELRWSA . 5655 TCP/UDP AR— & B &2 HIESMEE LER A,

RN—= EFZFOLMOIEERE (=/ >/ </ # / Range) 1%, Source
Port £ [RI U T,

Specify ICMP Message | 7’12 b /L4238 ICMP DA DA FRENF T,

Type IOMP A vt =DM E Ay E—VOBETHEELET, Avk—
AATRAyE—Va— RIABNICATESNET, BELRVWEGA,
Ayt —T AT LAy —Va— NEFETASTEET,

ICMP Message Type ZFu kI3 LSRR ICMP DS DO HLFRENE T,

ICMP A vt —T 8 A FOEMEERELET, IHESNTOARVEE,
ICMP A v —Y ORHZHIESRME & LEY A,

Message Code 7o k)L ICMP ORE DOAFTR I N E T,

ICMP Ay =Y a— ROFEFEELHRELET, FHEINTVRVGA,
ICMP A »vE—ya— REHESREE LERA,

TCP Flag 7 kLSS TCP DA DHFRSNET,

TCP 777 (ack / fin / psh / rst / syn / urg) ZHESMLELE LF
T, FrvZ ENTWARWICP 7 F 713 ESIEE LER AL
REXBEMT DI, Apply RZ %227 U w7 LET,
BIOBEEIZRE A2, Back R¥ %227 VU w7 LET,
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8.2.2 IPv6 ACL

ACL 7' 7 7 A )L T — 7 )L THEUE TPv6 ACL IR S U7 IRAETAdd Rule R¥ %227 U w735 & ., LA
TR ACL — VB GRB E AR R S IVET,

Add A

Add ACL Rule
D 11000
ACL Name SIP6
ACL Type Standard IPvG ACL
Sequence No. (1-65535) |:| (Ifit isn't specified, the system automatically assigns )
Action (@) Permit () Permit Authentication-Bypass () Deny
Match IPvE Address
@) Any (®) Any
Orost Otiost
PO e ] O ome @R

proctonan [ | T E—

Back | | Apply

*7-. ACL a7 7 A )7 —7 )L CHEAE TPv6 ACL 23N EIREIN7ZIRAETAdd Rule RZ %27 ) w745
&L LIRS ACL — VR ERE N FRoR SV E T,

Addd A =

Add ACL Rule
D 13000
ACL Name E-IP6
ACL Type Extended IPv6 ACL
Sequence No. (1-65535) l:l (If it i=n't specified, the system automatically assigns.)
Action (@) Permit (") Permit Authentication-Bypass () Deny
Protocol Type [TcP ™ | | (0-255) Fragments
Match IPv6 Address
® Any (®) Any

(JHost 0121 (") Host 2012::1
Source Destination
CIPv6 012:1 CIPVE 2012:1
proeLongin | procLengin |

Maich Port
Source Fort
|Please Select [V] | | (0-65535)| Please Select [V] | | (0-65535)
Destination Port| Please Select [v]
|Please Select [V] | | (0-65535)| Please Select [v] | | (0-65535)
TCP Flag [Jack [fiin [“Jpsh st [“jsyn [Jurg
DSCP (0-63) [Please Select  [v]| |

Fiow Labo (0-1048575) —

Back | | Apply |

EYE IPV6 ACL O/L—/LClE, REILBLUSEED [Pv6 7 KL ADLTHRAEIE LET, LR 1P
ACL wc\li\ é Ea:%ﬁ}ﬁ)< %ﬁ:;&ﬁ&)é Z k 75‘)"6% jﬁ‘é—o

146/250



8 ACL | 8.2 ACL Access List

FEUERS L OMEAE IPv6e ACL /L— L BEREE T, 71 b a3 VIZEFE LR WEE OFHZ L FIoRLET,

INT A —H—

Gl

Sequence No.

ACL )V— )LD —rr v ZAFH % 1~65535 O TAN LET, FEEL
RWEE . HEHEE DL — > CHEIICAR L £,

Action

TRTOFEMEIZEE LT IPv6 Ty MIxtdT 57 273 (Permit /
Permit Authentication—Bypass / Deny) # &R L £,

Protocol Type

JLBE TPv6 ACL DG EICER R INET,
FréTor7mbharzRay XX VA RDLEBIRLET, FEIT
7 haVESERET DA, Protocol ID #3#IR L £9, None % i3
WLESES, 7 ha Lz HESEE LER A,

o Fragments: 77 7 A hahi-\ry hEHRELET,

Source

EEITL IPV6 7 RLADEMEEHRELET, £/, FEEZEET LD
DIPV6 T RLART LT 4 vV AREZATILET,
o Any: TRTOEEILHRA NEAESMELE LET,
o Host : HEL/EELIPVE 7 RLAZSMHE LET,
o IPV6: fRELTZIXEIL IPV6 7 RL AT N—T %ML LET,
IPv6 7 RL AL T LT 4 v 7 ZAEOHAEDLETHREL £,
o Prefix Length: 7'V 7 4 v 7 AEHZ AT LET,

Destination

4 IPv6 7 RL ADRMZHRELET, Fio, FMEE2EET L7200
[Pv6 7 RLAR T L7 4w 7 ARZADNLET,

e Any : T XTOSIHFAA NEAESME LET,
o Host : ¥EE L% IPv6 7 RL A 25 E LET,

o IPV6 : ¥ L4650 IPV6 7 RL AV N —TF 550 LET, IPv6
T RLARAET VT 4 v AREOHAEDLETHREL T,
o Prefix Length: L7 4 v 7 ZAEZ AN LET,

DSCP

JER TPv6 ACL DA ICR R INET,

DSCP fED 5% (default (0) / afll (10) / afl2 (12) / afl3 (14)
/ af21 (18) / af22 (20) / af23 (22) / af3l (26) / af32 (28) /
af33 (30) / af4l (34) / af42 (36) / af43 (38) / csl (8) / cs2
(16) / cs3 (24) / cs4 (32) / csb (40) / cs6 (48) / cs7 (56) / ef
(46)) THRETEET, BIRLALWESA, FH)T DSCP fEZfiE T £
T, DSCPEEE S TWRWIEA | DSCPIEZAHIESRMEE LEE A,

Flow Label

JEAE TPv6 ACL OBFAICER RS NET,
77— ~UE (0~1048575) OFMHE AN LET, HHELZWEAET
Ta—7~UEZHESRMEE LEREA,

RELZEATHICIE, Apply RE 227U 7 LET,
BIOBEICHEAIZIE, Back R¥ %27 U v 7 LET,
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PLAE IPv6 ACL OEH CTlx, 71 k 2/L5ff (Protocol Type) DIEEIZ L > TEREIZIEERIZY)
DWEDLLZEANDHY £, FHBEOWMBEZLL NI R LET,

NG RA—F— A

Source Port 7'a k3 LN TCP £7212 UDP DA DA R R I E T,

EIFIC TCP/UDP AR — NE SO EZHELE T, £io. FMEHEETD
DR — NEFEANLET, Fay XX VX RNTET R b=
JVEBEBRT AL, UV VR — MR EBNICATISNET, &%
FEE LAaWEEa . 24358 TCP/UDP iR — hE S A2 HIESME L LA,

o = HELIEA—IEFL-BTHGEERMELELET,

> HELEAR—FESLIVREVGAEZSME LET,
CHBELER—FESLIVNESWGAEEZSMEE LET,

F HEELEAR— R NESE—HLWEEEREE LET,

Range : Seff & 72 DR — "N&EF %, BlGAR— MEF L TAR—ME
HFOHFATHELET,

Destination Port 7 b 3 VEED TCP 721X UDP DA D HFRENET,

5656 TCP/UDP AR — hEEDOFRMEEZHRE L E T, o, FhE2HRET L2
OOR— EEEANLES, Fay XXX NTEAT T Fan
EIEIRT L&, v/ vrR—MRBEEIMICAD ST, &M%
LR WA . 5655 TCP/UDP AR— & B &2 HIESMEE LER A,

RN—= EFFOLMOEERE (=/ >/ </ # / Range) 1%, Source
Port £ [RI U T,

TCP Flag 7a ka3 )LEENTCP DBEDHFRENET,

TCP 777 (ack / fin / psh / rst / syn / urg) ZHESMLELE L F
T, Frv 7 ENTWARWTICP 7 F 713 ESIEE LER AL

Specify ICMP Message | 7’1 b o /LSeH:03 ICMP D8 DA E R I N E T,

Type IOMP A vt —YD&MEE Ay E—VOMBETIHRELET, Avk—Y
AATRA =V a— REIHBNICAIESNET, BELRVWEA,
Ayt —TAL T LAy —Va— NEFEITASTEET,

ICMP Message Type 7'a b a S0 ICMP D8 OAERIINET,

ICMP A v =V XA TDOFREEZHRELET, FHEINTVRWIGA,
ICMP A » e —Y OFEFAHIESREE LEY A,

Message Code 7o ka3 VRN ICMP DS DOLEFERINE T,

IMP A vt —Va—ROFMEZRELET, FHEINTWRVWEGSE,
ICMP A wve—va— REHESRMLEE LERA,

REXBEMT DI, Apply RZ %227 U w7 LET,
BIOBEEIZRE A2, Back RZ 227 VU w7 LET,
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8.2.3 #kik MAC ACL

ACL 7' 7 7 A )L 7 — 7 )L THLIE MAC ACL 2AEEIR KU/ RAET Add Rule R¥Z 227 U w735 E& ., LU
TR ACL L— VB GRE E AR R S IVE T,

Add A

Add ACL Rule
1D 6000
ACL Name MAC
ACL Type Extended MAC ACL
Sequence Mo. {1-65535) l:l (If it isn't specified, the system automatically assigns.)
Action (®) Permit () Permit Authentication-Bypass () Deny
Match MAC Address
® Any ® Any

(JHost 11-DF-36-4B-A7-CC () Host 11-DF-36-4B-AT-CC

Source Destination
(COMAC 11-DF-36-4B-A7-CC (CIMAC 11-DF-36-4B-A7-CC
Wildcard [11-DF-36-4B-AT-CC Wildcard |11-DF-36-4B-A7-CC

Match Ethernet Type

Specify Ethernet Type Please Select
Fihemet Type (0x0-0:7FFD) [ 1]
Ethemet Type Mask 0<0-0FFFF) [ ]
CoS |Please Select

) E—

Back | | Apply
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AT OALE H O 2 LU IR LET,

INT A —H—

Gl

Sequence No.

ACL )V— )LD —rr v ZAFH % 1~65535 O TAN LET, FEEL
RWEE . HEHEE DL — > CHEIICAR L £,

Action FTRTCOEMBIZEHK LEZ7L—22%tT 5727 v a2 (Permit /
Permit Authentication—Bypass / Deny) # &R L £,
Source EEITLMC T RLADEHZRELET, £, FELEET L7200
MAC 7 RLART A ) R — R~ A7 B AL ET,
e Any: TRTORBITHRAMZEESRME LET,
o Host : FHEL/-EETLMAC T FLRAZSMLE LET,
o MAC: H5ELT-PHETLMAC T RLAD I N—T%50FE& LET, MAC
T RLAELUA IR — R~ AT OMAAELETHRELET,
o Wildcard : VA )V RA— K~ A7 ZHEELET,
Destination S MAC 7 R ADEMZBRELET, £/, K2R ET 7200

MAC 7 RLARLU AL R — R~AZ B2 AT LET,
e Any : T XTOMHFA MBS ELET,
o Host : 8T L/-%HEMACT RLAZEEE LET,

o MAC: fEE L7484 MAC 7 RL AD T N—TF %54t LE 3, MAC
T RLALUA N R — R AT OMHBEDETEELET,

o Wildcard: VAV KA —R~RA 7 ZHELET,

Specify Ethernet Type

f =Y Ry N2 A TDSE% (aarp / appletalk / decent-iv /
etype—6000 / etype—-8042 / lat / lavc-sca / mop—console / mop-
dump / vines—echo / vines—ip / xns—idp / arp) CTIRE T £7, &
WL WGAE, A —V Ry NEFA T AT 2 FEITANTEET,

Ethernet Type

A=Wy NATDOFEMEE 16 EEIED 0x0~0xFFFF (0x (ZATIT 5
VETHY FHA) OFHTANLET, HBELRWEES, /A —F xRy
N A TEHESMEE LER A,

Ethernet Type Mask

A=Wy NEA T D~ A7 % 16 EEIED 0x0~0xFFFF (0x XA S
HVEIIHY FHA) OFEATAIILET, BELRWEA, 41—V
T MEATHREEINTWAEAIT0x0 & LB ENET,

CoS CoS EDEMZHELET, FBELRWEGA. CoS MEaHERELE LE
A,
VID VLAN ID O5ft:% VLAN 1D TIHRE L £,

EAMEAT AL, Apply REAE 27V v LET,
BTOBEICHEAIZIE, Back R¥ %227 U v 7 LET,
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8.2.4 #hER TR /\— bk ACL

ACL 7 7 7 A )T —T )L TR % 28— | ACL N8R SN2 IRFE T Add Rule R&Z %227V v 74
5 &, LLFITRT ACL b— VB Gk AR s SIVET,

Hlany

Add A -
Add ACL Rule
D

ACL Name
ACL Type

Sequence No. (1-65535) l:l (If it isn't specified, the system automatically assigns.)

8000
Expert
Extended Expert ACL

Action (@) Permit (") Permit Authentication-Bypass () Deny
Protocol Type |TCP | | | {0-255) Fragments
Match IP Address
®) Any ® Any
(OHost C)Host
Source Oip D tion O
Wildcard . - - Wildcard
Match MAC Address
(®)Any (@ Any
(OHost  [11-DF-36-4B-A7-CC (JHost  [11-DF-36-4B-A7-CC
Souree  ~yac  [11-DF-36-4B-ATCC Destinalion  ~yac [11-DF-36-4B-A7-CC
Wildcard [11-DF-36-4B-A7-CC Wildcard [11-DF-36-4B-A7-CC
Match Port
Source Port
Please Select | | (0-65535) [ Please Select [V] | | (0-65535)
Destination Port
Please Select | | (0-65535)[ Please Select [v] | | (0-65535)

(@)IP Precedence| Please Select ToS|Please Select  [v]

(DSCP (0-63) [Please Select |

TCP Flag

CoS |Please Select

) E—

[Jack [ffin [Jpsh [Irst [Jsyn [Jurg

Back | | Apply |

LA =% A /X— K~ ACL O/L—)LCRRET DI E X, HE3E 1P ACL OINAEITHLIE MAC ACL ODINEZBIN L
b DT, KR EHEHOFHAIL IP ACL 38 X OMEIE MAC ACL DIEAZ ML 72 &0,
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8.3 ACL Interface Access Group

ACL Interface Access Group [Hj[f CliL. Bk L7- ACL # PR — MIEHATE £9,
AW EF AT 5HI121L,. ACL > ACL Interface Access Group %7 UV v 7 LE1,

errace ACCess roup
ACL Interface Access Group

From Port To Port Direcfion Action Type ACL Name

[Port1i0/ [~] [Porttiit [~] [In [v] [Add [v] [lPACL [~ | |[ Please select |

IP ACL IPvé ACL MAC ACL Expert ACL

Port1/0M1
Port1/0/2
Port1/0/3
Port1/0/4
Port1/0/5
Port1/0/6
Port1/0/7
Port1/0/8
Port1/0/9
Port1/0/10

A DA H O 2 LT IOR LET,

NI RA—H— B

From Port / To Port RN— hOFPAZEIR L E37,

Direction ACL Zi T 5 HmaRIRLET, In DARIRTEEF,

Action FEITTDHT7 73 (Add / Delete) #iEIRL £,

Type W9 % ACL OFERI (IP ACL / IPv6 ACL / MAC ACL / Expert ACL) %
BIRLET,

ACL Name ACL 44 % 32 L FLUUINTAJI LET, F£721%. Please Select "¥ %7
UvZ L, UZXEINOEEAFD ACL 23R L £7,

REXHEMAT AL, Apply RE %227V w7 LET,

Please Select "Z L %7 U v 7§55 &, BEHFHAD ACL DY X MBRFERINET, BLTIX, IP ACL
D—Er2 TR LT-HTT,

Total Entries: 2
I S S ™
_ 1 5-1P4 Standard IP ACL
{ ] 2000 E-IP4 Extended IP ACL
i [ 1| [ [ce

WHT 25 ACL ZIRT DX, FUVARZ 270 v 7 LET,
BN L7 ACL ZH35121%, KA X a7 Y v 7 LET,
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8.4 ACL VLAN Access Map

ACL VLAN Access Map HifEH Cli%, VLANT7 7 A~y 7P HZRELE T,
VMNY??X?yT@\ML?VMN@T?tXﬂﬁ%ﬁ5K WAERR T2 717 7 A4 LT, ACL L—

VIZHEASSBESKMEE, ABLEREDT 7y a v 2 EDEBOY 7T~y 712> TR Y V—0NE
ﬁéniﬁ VLAN 7 4 )L Z—T VLAN 727 ¥ A~ v 7% VLAN |28 M4 TH Z & TT 7 & Al 217t
LET,

ANHEHEZF~T DI, ACL > ACL VLAN Access Map %7 U w7 LET,

ACL VLAN Access Map

Sub Map Number (1-65535) [ ]
Access Map Name Courterstate
Access Map Name |Clear All Counter” Clear Counter | | Find |
Total Entries: 1

Access Map Name Sub Map Number m Match Access-List Counter State _

Forward Disabled Binding Delete
n 7] Go

AT D ALH H ORI 2 LU FIR LETS,

NRIA—F— B

Access Map Name VIAN 7 7 v A~ T4 % 32 LFLUNTA S L £,

Sub Map Number YT~y TEEE 1~65535 OFPFATAT LET,

Action #7957 7 3 (Forward / Drop / Redirect) Z 1R L £,

Redirect #&EIR L7-HEIL, VXA VLY MNEDA X —T =2 — A% K
By AT A RNTRIRLET,

Counter State H 7 2 —fEREDIRAE (Enabled / Disabled) Zi®iIRL F£7°,
REAWAT HI2IE, Apply RZ %27 U w7 LET,

TRTO VLAN 7278 A~y T OHT 2 —NGW4aE 7 V735121, Clear All Counter RN % 7
Vv 7 LET,

KRINTWD VIAN TV B RA~Y v T Dh o o Z—IF@E 7 V735121, Clear Counter R¥ % 7
Uy 7 LET,

AN LIEHFMTVLAN 7 7 B A~ PR T 510X, Find R¥ %227 U v 7 LET,

ACL 7m 7 7 A )V EVLAN T 7 & 2~ » 7% BEAT 51213, Binding RZ &7V v 7 LET,

VLAN 7 7 £ 2~ v 7 & HIbRT 521X, Delete R¥ %7 U v/ LET,
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Binding K% > %7 Vv /35 &, UFIORTHEHENARRINET,

S ——

Match Access-List
Access Map Name Map
Sub Map Mumber 1

(@) Match IP Access-List

| | | Please Select Apply || Delete
() Match IPv6 Access-List
Please Select Apply Delete
() Match MAC Access-List
Please Select Apply Delete

Match Access—List &EB OHBAZLL IR LET,

NRIGRA—F— B

Match IP ACL WHT 2 IP ACL AERENE T,
Match IPv6 ACL W5 IPv6 ACL AFERINET,
Match MAC ACL W3 2% MAC ACL 3 RENET,

W95 ACL 28R4 2 | ICBEI T 5121%, Please Select ™"&Z %7 V) w7 LET,
REXHEMT AL, Apply RE %2270V w7 LET,
BRI IS 5 ACL [ A HIBRT A121%, Delete ™ Z %27 U v o7 LET,

Please Select "¥ L %7 U v 735 &, UTIORTHEENERINLET,

Total Entries: 2

e e
1 5-IP4 Standard IP ACL
@ 2000 E-IP4 Extended IP ACL

A EEEEE =

VLAN 7 7 7 A= » ZIZBHHEAHT 5 ACL 238 RT3 5121%, VA RZ 27 ) w7 LET,
BIRL7=T 78R A M2@EATHICE, KRX 2270 v 7 LET,
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8.5 ACL VLAN Filter

ACL VLAN Filter M TiX. VLAN 7 4 V& —Z2ZHE LET, BELL7- VLAN 77 & 2~ v 7% VLAN |Z
DY TR LENTEET,
AR 22~ 5121, ACL > ACL VLAN Filter #7 V v 7 L£9,

ACL VLAN Filter
Action Add
D st [ A VLANS
Total Entries: 1
n KN Go

AT DA LE H O 2 LU IR LET,

NI A—F— B

Access Map Name VIAN 7 7 v A~ v T4 % 32 LFELINTA S LET,

Action FIT7T D77 a (Add / Delete) ZiIRL F9,

VID List WH$ 25 VLAN 2 VIAN ID Y 2 hCTHREL £,
FEEICRESNTWDT_TO VLAN (2 A3 512i%, All VLANs %
Fzv 7 LET,

RELZEATHICIE, Apply RE 227U v 7 LET,
VLAN 7 4 V2 —Z B HI121%, Delete R Z %27 U w7 LET,
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9 Security

Security A== —"TiI, A— 7 7 BAHELR Yy NI —FFRERE, X2 U7 0 —(ICBET 5%

EEATVET,
Security D FIZH DV T A=a—DO—EEUTORIIRLET,
BHE | A==a—4 B
Port Security AR—hEX=2 U7 0 —HEORE
802. 1X [EEE802. 1X FBFED X E
AAA AA F Y 2 — L DFRTE
RADIUS RADIUS H—/3— D% gk
TACACS TACACS+H— /3 — D B

DHCP Snooping DHCP A X — ¥ 7 DR E

MAC Authentication MAC 7 R L AFRFEDFRE

Web Authentication Web FRAEDFR E

S R I I I I I N
Ol || |o|n|w|to |~

R— b7 7 B ARRREER DR IE & v — T v 2—
YT = SN DR

Network Access Authentication

9.10 | Trusted Host TTVr—arDhTARNKRANOHRE
9.11 Traffic Segmentation Settings N7 40T AT —2a VORE

9.12 | Storm Control A~ — LHESRE DR E

9.13 | ssH SSH H— N —HEHES® SSH = —H — DR E

9.14 | SSL SSL #RE DEX E

9.1 Port Security

Port Security 7 A== —TiX, A—btEX= V7 4 —HEEOKELITNET,

R—=hEX=2 U7 ¢ —HETIT, A— MR THRREFRELHIRLET, F—rEF20T7 0 —%F
LR —FTIIAT U LD 7 b —2%52%ET5E, HEITIFR—bEX2V T 0 —DEH
T—7N I MAC 7 RLAZFEERLET, BHEHT— 7V ETH—FR— FOFTE MAC 7 F L AN KK
BB LT-IREE T, RBED 7 ATV LD 7 L —hZZET5E ER] REICRY ., 3%
ML 747 MOWBEE EETERVWERE] & LTHRWVWET,

e bt¥a U7 —EEORES, BER] REICA-HAOK— 0T 7 v 3y, FlTr—7
L EDWAC T K LA RO DR LIk, H— MR TRETE 5

Port Security ® FIZHH VT A =2 —D—EEZUTFTORIZRLET,

HE | A=a—4 B

9.1.1 | Port Security Global Settings R—brEXxa2UT 1 —HED 1 — VLR E

9.1.2 | Port Security Port Settings R—brtEx=2U T —HEDOR— NHENLOFKE

9.1.3 | Port Security Address Entries R—hEX=2 T 0 —DIFEHRFTR & BE
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9.1.1 Port Security Global Settings

Port Security Global Settings i TiX. N— X =T 0 —HIED T AT ALK TOE KB G
MAC 7 RL A ARE L £,

K 2 #2773 5 121%, Security > Port Security > Port Security Global Settings #7 VU v 7 L
7,

Port Security System Settings

System Maximum Address (1-12288) [ | &noLmi

AR DA H OF I 2 LU IR LES,

NRIA—H— B

System Maximum Address | #§i2ZFn[ 45 MAC 7 L AD &R A 1~12288 O#iHTAN LE
T, HIRLZ2WEAIEL, No Limit #F = v 7 LET,

WHT A2, Apply RE %27V v 7 LET,

9.1.2 Port Security Port Settings

Port Security Port Settings i CiZ, AN — PN THR— b X2 VT 4 —DOREEZITWVET,
AN &2 FRT HI121E. Security > Port Security > Port Security Port Settings #727 U v 7 LF
7,

Port Security Port Settings
From Port To Fort State Maximum (0-12288) Violation Action Security Mode Aging Time (0-1440) Aging Type
[Port1/0/1 [v] [Port1/0/1 [v] |Disabled [v] B2 | [Protect [v] [Delete-on-Timeou v | | | Absolute [v]
[roor ]

| e | oot | vewinscion | v |ty s | G | | st e |
Port1/01 32 Protect Delete-on-Timeout Disabled Absolute
Pori1/0/2 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0/3 32 1] Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0/4 32 0 Protect - Delete-on-Timeout Disabled 0 Absolute
Port1/0/5 32 1] Protect - Delete-on-Timeout Disabled 0 Absolute
Port1/0/6 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0/7 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0/3 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0/9 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0/10 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
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A OAEH O H &2 UL TIIR LET,

INT A —H—

Gl

From Port / To Port

RN— hEZIIAR— FOFPHZIEIR L £ 7,

State

AR—hrEx=2V 7 ¢ —FEEEDIRAE (Enabled / Disabled) % iR L &
7,

Maximum

BIR L7 — h~DOEEFR A5 MAC 7 FL ADRKE % 0~12288
OFFETANDLET (T 74115 :32) ,

Violation Action

BERRIETOT 7 v 3 2L FOWFRID HER L £,

e Protect : EHTEXARVBELTNTHWELES, v 2—I0i3
FLEk L EHE A,

o Restrict : EHETXARVEELT N THIELET, o ¥ —|232
LU, VAT Lm0 ETOET,

e Shutdown : BRRIEIC AL EHA— 2T vy FET L LET, %
T A7 OREREITVET,

Security Mode

X2 T4 —F—RZLUTOELLNHRIRLET,

e Permanent : F#E L7z=> Y — |3k h—L72h | 22—
PF—NFETHIER LRWRYHIBRENETA, 2O MU —(FF%
ET 7 A MITRLER S IVE T,

e Delete-on-Timeout : =¥ L= h U — 3Rt F)—¢
720 F3, MR Ey MY — XK T 5 E HERICHIBRS L E
7

Aging Time T N —Dx=— U I A 0~1440 (%) O#IPHTASILET, 0
OB EIIWIRS T E THoTHER L ER A,
Aging Type T M) —DRWE— REZLLTFNHERLET,

e Absolute : fEE LM CHENRI L T MY —ZHIBR L £,
e Inactivity : f8 &€ L7=HIMINIZEEM T2 A4 T Minb 7 L—A
EZELRWGEAIC= MY —ZHIBRLE T,

REXWHT 51T, Apply K& %227 U v 7 LET,
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9.1.3 Port Security Address Entries

Port Security Address Entries M CTiX, A —hrtF 2V T 4 —DEHRT —TNLDOERL, =2 b
U — DO FENESRE K OHIBRZITWET,

K 2 #2779 5 121%, Security > Port Security > Port Security Address Entries #7 VU v 7 L
7,

Port Security Address Entries

Port MAC Address VID (1-4094)
[Porttion [v] [po-84-57-00-0000 | [ Permanent [ ]
| Add || Delete H Clear by Port || Clear by MAC |
Total Entries: 1 clear All
I S S T
Port1/0/10 00-11-22-33-44-83 Permanent

1 I] [ leo

AT DALE H Ot 2 LU FIR LETS,

NRIA—H— B

Port T MY =z, HIFRT 28— FZ@IRLET,

MAC Address myhj ZEhn, MR+ 5 MAC 7 RLAZ AN LET, Kz b
— 2B EkT A AL, Permanent #F = v/ LET,

VID WMID%AﬁLiﬁ HPHIE 1~4094 T,

AN LIERTCAR—beX 2V 74— N —Z BN 5I12F, AddARF %2270 w7 LET,
AN LR CAR— b ExF 2 VT — 2 N —ZHIBRT HI21E, Delete R"¥ %7 U v/ LET,
BIRLZAR—PFOR—bEX2 VT 40— ) =D H—% 7 U T3 5121%. Clear by Port &~
ZowT Uy LET,

AJJL7Z MAC 7 RLADR—htFa2 VT 4— N =DA% —%7 U 79521, Clear by
MACARH %277 LET,

TRCOFR— X2 VT4 —2 2 N =D Z—%27 V7 F521E, Clear All RZ %7V v
7 LET,
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9.2 802.1X

802.1X 7 A== —TlE, A— FT7 7 & RFIAED TEEER02. 1X #FF (LL#%. TEEES02. 1X ZR3E) DK iE
%T‘f?jil/\i—é—o :@%’%ﬁ%&i\ TEEE802. 1X nﬂunE7 7/1)77/ }‘@wunﬁ??t%& c]:/)‘(ﬂ_\g“— L@T&kxﬁ$
Al A PE L ET,

802. 1X D FICH AV T A=a—D—EELUTFTORITFTLET,

BE | A=a—4 =

9.2.1 | 802.1X Global Settings IEEE802. 1X RRFED 7 11— /N LR E

9.2.2 | 802.1X Port Settings IEEE802. 1X RBGFD AR — R E

9.2.3 | Authentication Sessions Information | IEEE802. IX ZREEDE v a U HFHROER
9.2.4 | Authenticator Statistics IEEE802. 1X FRFEDFEFHE I D TR

9.2.1 802.1X Global Settings

802. 1X Global Settings M CiX. IEEE 802. IX FiFD 7 m— LR EEITVET,
K A F R 9 AHI21E, Security > 802.1X > 802. 1X Global Settings #7 VU v 7 LF4,

802.1X Global Settings

802 1X State Disabled ||
Mode MAC-Authentication-Fail () Enabled (@ Disabled

A DA H O Z LT IOR LET,

INRTA—F— BT
802. 1X State AN— N7 7 & AFFET IEEE 802. 1X #§HEMDIKAE (Enabled / Disabled)
AN L E9,
Mode MAC- MAC FERIEHERE &ﬁ%bt%l\mcm&%%ﬁLT%ML JP LT B
Authentication-Fail \Z TEEE 802. 1X FRFEZ N9 H2HEEEDIKHE (Enabled / Disabled) %%
RLFEF,

REZTWHTHICIE, Apply RE Z2 27U v 7 LET,

160/250



9 Security | 9.2 802.1X

9.2.2 802.1X Port Settings

802. 1X Port Settings

B[ Clx, A~— NENAZLTO IEEE 802. 1X &

REEITWVET,

ey IJ

A 2 RT HI21E,. Security > 802.1X > 802. 1X Port Settlngs %:7 Vo7 LET,

802.1X Port Settings

From Port To Port
Port1/0/1 [v]
Quiet-Period (5-65535)

C— =

Re-Authperiod (5-2147483647)

Port1/0/1 None
Port1/0/2 None
Port1/0/3 None
Port1/0/4 Mone
Port1/0/5 None
Port1/0/6 None
Port1/0/7 None
Port1/0/8 None
Port1/0/9 None
Port1/0/10 None

Port1/0/1
No Quiet-Period

Supp-Timeout (5-65535)

m PAE Authenticator Quiet-Period Re-Authperiod SuppTimeout Ignore-eapol-start Reauthentication

PAE Authenticator
Disabled [v]
TX-Period (5-65535) No TX-Period

C— 0

lgnore-eapol-start Reauthentication

Disabled [v] Disabled [v]

~]

Apply

Disabled Disabled
60 3600 30 30 Disabled Disabled
60 3600 30 30 Disabled Disabled
60 3600 30 30 Disabled Disabled
60 3600 30 30 Disabled Disabled
60 3600 30 30 Disabled Disabled
60 3600 30 30 Disabled Disabled
60 3600 30 30 Disabled Disabled
60 3600 30 30 Disabled Disabled
60 3600 30 30 Disabled Disabled

A DA H Q@ 2 LT IOR LET,

NTA—H—

Bl

From Port / To Port

A= P EIIAR— FOFEPHZ TR L £ 7,

PAE Authenticator

IEEE 802. 1X FXAF&RE D LAE (Enabled / Disabled) Z &R L £,

Quiet—Period

SREFRRF D 7 1 7 IR A 5~65535 (7)) O#BEH AN LE T,

No Quiet—Period

i uﬁ%ﬂﬁﬂ# 7 n /7H#Fﬁ% j—fcﬁb\ia/ﬁ\ L?:I v 7 Liﬁ“o

TX-Period

EAP-Request/Identity Z#iE(E9 ARilE%E 5~65535 (F) DOHEIFHTAT)
LET,

No TX-Period

Y72 EAP-Request/Identity #3245 LRWHAIZT = v 7 LET,

Re—Authperiod

IR A2 5~2147483647 (B) O#PHTATILET,

Supp-Timeout

EAP-Request/Identity DA fF HEHE 2 5~65535 () O#PHTAL
LET,

Ignore—eapol-start

EAPOL-Start
ESE

W U WSHEDIREE (Enabled / Disabled) ZiEIR L

Reauthentication

HERGFREDIRAE (Enabled / Disabled) # 3R L £,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
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9.2.3 Authentication Sessions Information

Authentication Sessions Information [Hifil%, IEEES02. IX FRiFDE v a NEMAFR L ET,
RIEH & F89 HI121E., Security > 802.1X > Authentication Sessions Information #72 VU v 7 L
Ee

Authentication Sessions Information

From Port To Port
Port1/0/11 [+] Port1/0/1 [+~] Init |[ Reauth

A DA H O Z LT IOR LET,

NRFGRA—H— A
From Port / To Port A= FEFIIAR— FOFEHZEIR L £7,

%*ﬁbf:ﬂs“— ]\O)u»unﬂi'k v g /%%ﬂ%@ﬂﬁﬁ“é ZiX. Init T& N -/ > Lij—
IR L= AR — FOFEREE v 3 /Tﬁwunﬂiﬁ—é Zi%. ReAuth REHTY a4 Liﬁ“

9. 2.4 Authenticator Statistics

Authenticator Statistics i CTlZ. IEEE 802. IX FAFDHFEREF < LE T,
ANHEHE Z T DICIEL, Security > 802.1X > Authenticator Statistics #27 VU v 27 L¥E 9,

Authenticator Stafistics

Port Port1/0/1 [~]

Total Entries: 0

Frames Frames Reqld LogOiff Req Respld Resp Error
Last Version Last Source
RX T ™ RX TX 34,4 RX RX

A DA H O Z LT IOR LET,

ST R B — 5
Port R— I EEZERLET,

BIRL7A— FOFEEREMBE L TERTDHIZIE, FindARZ w227 U v 7 LET,
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9.3 AAA

MA Y7 A= —TlX, MATY 2— LOREEICET 2R EELITVET,

MA X, MER—-— IR EYV2—~D2—HF—DT7 7 RAIZKH LT, 2—F —DiR;
(Authentication) . #EPRDIEE (Authorization) . B LY — v AR DFCEH: (Accounting)
RO T AMEEER IR T 27 L — AT — 7 T, A— N7 7 B AFIEL AM BV 2 — LTSRS
MEREIC L > TEHLET,

MADTFIZHAY T A=a—D—HELUTFTORIIRLET,

HE | A=a—4 =

9.3.1 | AAA Global Settings AMAEY 22— LD 7o — N )LERTE

9.3.2 | Application Authentication Settings | AAA E 2—/LTO CLI D1 7 A VIR TE
9.3.3 | Application Accounting Settings CLIOT BT 4 v 7R E

9.3.4 | Authentication Settings FRFHEETO A Y v RY A RRE

9.3.5 | Accounting Settings T T AT DAY v KU A MRE

ARIEE T AMA TV 2 — /T K DF8RE & RIS T 28668IX, R— M7 7B X58EE CLI or /A
FRAFTT, AMA B 2 — A RNARNIR D L, HEEO CLI ou J A UEEOFFFFLIRIL A £ 2 —/LIiC
FoTHEITEINET,

F2 MA BV 2—L TR, Xy hT—Z R (Network 7H DT 40 7)) . AT LA b
System 7 A7 7)) | CLI @2~ F¥EAT (Command T AV 7 4 7)) | BRI CLI dr s
A,/ al TN Exec T HIT 42 T) DT AT T 4 0 7 ERITHG L ET,

MA BT A= —TRETANRIL. MA TV 22— D7 0 — LEREE . A OFEEEDOEE CORR
S LBENERLZEDDHAY vy RYARTT, AV v R Ak Methodl~4 THIE SNIZIERICHEESN
IThihvET,

9.3.1 AAA Global Settings

AAA Global Settings HifE Tlt, AMA EY 2 — D F a— VEREZITWVET,
KW H % FRT D21, Security > AAA > AAA Global Settings #7 U v 7 L£79,

AAA State Settings

AAA State (O Disabled (&) Enabled

AR DA H OF I 2 LU IR LES,

NI RA—F — G|

AAA State AAA £ 22— /L DIKAE (Enabled / Disabled) Zi®IRL 9,
WHT A2, Apply A& %7V v 7 LET,
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9.3.2 Application Authentication Settings

Application Authentication Settings Wi CTi&, CLI D r 7 A VRIEOBFES N2 RE L E ¥, ik
FRIFTH T A AR THRERTRE T,
AW & #2789 5 121%, Security > AAA > Application Authentication Settings #7 U w27 L £,

Application Authentication Settings

Application Authentication Settings

Console default
Telnet defauit
SSH defauit

AEHEOAHB OB EZLLFIOoRLET,
INTGRA—H— A
Login Method List 0 JAVRGEDA Yy RUA DT a7y A NVEAIILET, FBETD

7t 7 74 Vi Secutiry > AAA > Authentication Settings @ AAA
Authentication Exec ¥ 7 CEE L7207 7 A LT,

0 s A VR REHRET AT, Bdit RZ 227U w7 LET,
BHELFWEHT AT, Apply R¥ %2270 w7 LET,

9.3.3 Application Accounting Settings

Application Accounting Settings [ Cl. CLI @ Exec 7 VT 47 & Command T H U T 4
VI DHFRERELET,
R 2 TR T AL, Security > AAA > Application Accounting Settings #7 U v 7 L £,

Application Accounting Settings

Application Accounting Exec Method List

Conok e |
rena e |
s e |

ot Ao Commana ot L

Apicaton [Gonsole V] tvel [1[¥]  CommandsMemosist [Zohas ] [ aey ]

Total Entries: 1
T B T R
SSH 15 1
171 4] [ [ee

FoOF—TN0F, KT A N TD Exee T T 4 T OHFREFRRLTOVET, Bdit R¥ %27
Vo r4hL Exec 7THI T 4 v R ERETXET,

164/250



9 Security | 9.3 AAA

TRAEEE CTOREHOMHEZ L FIORLET,
NG RA—F— BT
Exec Method List EBxec 7ThHO v T 407 DO7a77ANVEANTILET, FRET H 71

7 7 A )Vid Secutiry > AAA > Accounting Settings ® AAA Accounting
Exec # 7 CHEK L7707 7 AL T,

RELZEATHICIE, Apply RE 227U v 7 LET,

Application Accounting Commands Method List Ti%. Command 7 H U T 4 V7T DOHFREHREL F7
KIHEOHHAZ L FIRLET,

NRIRA—HF— BT

Application Command 7 WV T 4 v 7 OREXWMHT 574 Fjl (Console /
Telnet / SSH) Z iR L £,

Level Command 7 V7 4 7 DOHFXEBEHT HFHEL V% 1~15 ) DHiE
RLUET, FHEL VIS CTRRDT AT T 4 o 7 AERETE
e

Commands Method List Command 7H T T 47 D7Ta7ZryANVEANLET, HETH I m
7 7 A )Vid Secutiry > AAA > Accounting Settings ? AAA Accounting
Commands % 7 CHEK L7707 7 A4 /LT,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
Command 74 7 > 7 4 T DR EZHIFRT HIZ1L, Delete R¥ %27 U v 7 LET,

9. 3.4 Authentication Settings

Authentication Settings W CTliX. A— M7 7 B RO HFRLR T LET, F7/-. CLI ToHOo
TAVBIED A Y RY A hDOT a7 7 A Va5 L £7,
AR 2R~ 5121%, Security > AAA > Authentication Settings #7 V v 7 L £,

| AAA Authentication Network | AAA Authentication Exec AAA Authentication Control Sufficient
AAA Authentication 802.1X
Status  |Enabled ]
Method 1 [local ] Method 2 |Please Select ~] No Force VLAN
Method 3 [Please Select V] Method 4 [Please Select ]
AAA Authentication MAC-Auth
Status  |Enabled ]
Method 1 [local ] Method 2 |Please Select ~] No Force VLAN
Method 3 [Please Select V] Method 4 [Please Select 7]
AAA Authentication WEB-Auth
Status  |Enabled ]
Method 1 [local ] Method 2 |Please Select ~] No Force VLAN
Method 3 [Please Select V] Method 4 [Please Select ]

A 12 1L . AAA Authentication Network % 77, AAA Authentication Exec % 7. B L O AAA
Authentication Control Sufficient Z 77233V £,
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AAA Authentication Network % 7 Ci%. "— b7 7 & Z383F (IEEE802. 1X F

[y uIE MAC m?ﬁ\ Web 23

[T

AE) TOAY v RURAMERELET, FHEAOBHZLLFIIRLET,

INFGA—F—

B

Status

Disabled Zi8IR4H L, AV Y RUARAMRIZ U T INFET,

Method 1 ~ Method 4

KAV ROBESHIEEZLLTFOWT NN HEIRL £,

a—H /T — 5’“\*7\“Cwuﬁbi?‘

e force : LD A Y v ROFHFEALEE J:o“Cf‘Eﬁ L CRGEZ SR S
TWha—P—%fp&, BAEEFALET, BE. ZOHETA
Vo RYURMORBIERMLET, =2—HF—12HIV Y TS VLAN D
VLAN ID 7 % A bR v 7 ZIZ AT LET, VLAN ZFD 4 Tl
&1%. No Force VLAN #F = v 7 L£7,

. group BELEY—NR—=T N —TICREEITNET, HORY 7

(=T N —T X% 32 LFUNTAN LET,

H— 3 — 2 )L —7 [radius) IZHREEITWVET,

e local :

e radius :

RELZEATHICIE, Apply RE 227U v 7 LET,

AAA Authentication Exec # 7' Tlt, v /A L #GE & Enable

D'u\nE‘(@}// }‘)X }‘;:f ﬁgbij—

ALthentcation setings

AAA Authentication Network |

AAA Authentication Enable

AAA Authentication Exec | AAA Authentication Control Sufficient

Mame

AAA Authentication Enable Tl Enable

Status [Disabled ~]

Method 1 [Please Select [~] Method 2 [Please Select [~]

Method 3 [Please Select ] Method 4 [Please Select ~]
AAA Authentication Login

uetams

Method 1 [none ] Method 2 |Please Select ~]

Method 3 [Please Select ~] Method 4 [Please Select ~]
Total Entries: 1

I T s woas 1 nont |~

radius facacs+ local

[_peiete |

Tl COREZATWET, FHEAOBHZLLTISR LET,

NTRA=H—

Bl

Status

CLIT THHEERITET—RNICEBTDHIED
(Enabled / Disabled) # IR L £

Ao uE (Enable m}‘ij gﬁ) ) lfj( ﬁ_l'r;‘\

Method 1 ~ Method 4

TAY F‘@%Aﬁ%;&lﬂ?@b‘fﬂﬁ%‘%EETR'L?T
e none : DAY v FOFRGEALEIZ L - THAT L CREAEZIER ST
WhHa—H =% BWREEFFAILET, BE. ZOHETIA Y v
RUZ b ORBRIERLES,

e enabled : El*—jJ/l/i‘j*—ﬁ/\‘\“—Z@/\OX U—FR&aHHLET,

. group BELEZY— "= L —TICREZITVWET, FORY Y
\ZH—R—= TN —T 4 % 32 LFLINTAT LET,

s = — 2 )L—7F [radius| ICHREL £,
e tacacst: V—/—72 L —7 [tacacs+] ICELFT,

e radius

4}‘[4;—'—»

X IE &

WHT AIZE, Apply RH¥ V&2 U v 7 LET,

166/250



9 Security | 9.3 AAA

AAA Authentication Login Tl&, B A VFEFEDA Y v RYU R DT 07 7 A VERFEKLET, FH

HOBMHZLL IR LES,

NRIA—F— B

List Name 07 A VRAED A Yy RYURA NOT a7 7 ANV E AT LET,

Method 1 ~ Method 4 KA > ]\“@H@Aﬁ%%UT@U\fﬂﬁii))%@Tﬁ'bi'@—

e none : LD A YV v ROFFFERIZ J - THATL TRREEHEL ST
WH—HW—%frE, FIEZHFAILET, @E. ZOFEEFA Y Y
RU A FORBRICHENLET,

e enabled : T —H /LT — 5/\“—7<’CumpiEbiﬁ_

e group : HHE LY — =T N—TITHRELITVET, AORY T
AN == N =T X% 32 LFUNTANLET,

e radius: —/"—727/L—7 Iradius] IZHRELE7,

e tacacst: W —/N—7 )L —7 [tacacst] IZHRELET,

REZXZTEHTHICIE, Apply RE ZE2 27U v 7 LET,
Bk LAYy RUAMDOT a7 7 A )VEHIBRT HIZ1E, Delete R¥ %27 U v 7 LET,

AAA Authentication Control Sufficient ¥ 7% 7 U v 745 &, LU TFICRTEENERISNET,

AAA Authentication Network AAA Authentication Exec | AAA Authentication Control Sufficient |
Web [Disabled 7]
MAC [Disabled ]
Login | Disabled ]

AAA BV 22— VORBFETIE, ﬁmtt%//%)x%@ﬁ%fﬂﬁbtf//%%iﬁbiﬁ T 7%
v NOEHETIE, WTNho A Yy RCERGENES SN GAITRRGERR E 20 . D A Y v Rk
FITINFH A, AAA Authentication Control Sufficient @a&ﬁ%ﬁ Enabled (235 &, #¥¥47-0 T
AV REETL, BIEDPEG SN THE EHELUED X VY v N TR BT OV E T,

A DA H OFHZ L TIOR LET,
T A—=H— G|
Web Enabled ;Ei‘lig*ﬁj—é &\ Web iu uIE@u»u ;ﬁﬁ&ﬁ’a’:)‘ > b4 }\ ) A ]\@f/“}éf\_
D TEITLET,
MAC Enabled ZJE{R3 5 & MAC RBREDRBRELILZ £ Y v FU 2 hORY T
D THFEITLET,
Login Enabled ZEIR§25 &, 17 A VRBREDORBRELEZ A Y v KU A b O
U7 ) TIITLET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
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9. 3.5 Accounting Settings

Accounting Settings i CiL. Network 7 H T (7L System THU VT 4 T DITREHRE
LET, £/, CLI @ Exec THDU T 47 & Command THI T 4T DAY v RYA DT 0
Ty ANERELET,

A A< T 5121%, Security > AAA > Accounting Settings #7 V v 27 LE7,

Accounting Settings

| AAA Accounting Network | AAA Accounting System AAA Accounting Exec AAA Accounting Commands
Default | Disabled |
Accounting
e [Please Select ]
Method 1 [Please Select ] Method 2 [Please Select ~]
Method 3 [Please Select [v] Method 4 [Please Select ~

AR E 2L, AAA Accounting Network # 7. AAA Accounting System % 7. AAA Accounting Exec #
7. BITAAA Accounting Commands % 77234 0V £3°,

AAA Accounting Network # 7 Tl. Network 77T 4 7 DE—KRLA Yy RUAMEHRELFE
T, FEHOMHEZLU IR LET,

NRTGA—H— B!

Default Enabled #®IRT 5L, LTFTOFHE TRELIZE—REAY Y KU A
K CNetwork 70 T 4 T HRENIRD £,

Accounting mode Network 7 7 7 4 T DE— RELLTFTOWTIUNNHER L ET,

e none : Network 7 H U T 4 > 7T OUBL LI TWNER A

e start—stop : Network 7H U T 4 VT HAHMMIL, 77 BADE
WREEETRRCT DO T 4 v T A=V R EELET, 7Y
VT4 VTR A =TT AT 4 T DREMNIIRBNE D
ML LT, 22— —FRxy NU—T T 7/ EBATEET,

e stop-only : Network 7 W U T 4 T HEH ML, T 7 BAET
BT AT T4 v T Ay =V ELET,

Method 1 ~ Method 4 KAy ROWBETTE (group / radius / tacacst) ZiEIR L F4,

REZEZWAT 520, Apply R¥ %227 ) v 7 LET,

AAA Accounting System # 7 CiL System 7H U LT 4 T DAYy RV A MERELES, UTITR
THENERINET,

Aiccounting Settings
AAA Accounting Network | AAA Accounting System | AAA Accounting Exec AAA Accounting Commands
Default | Disabled |
Accounting
s [Please Select ™
Method 1 [Please Select v] Method 2 [Please Select ~]
Method 3 |Please Select E" Method 4 |Please Select E“
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AT OAE H ORI 2 LU IR LET,

INFGA—F—

B

Default

Enabled #i®IRT 5L, UTOKEHTHRELIZE—REAY Y KU R
NCSystem 77T 4 T WNHEBTRY T,

Accounting mode

System 7 W T 47— RELUTOWT DN HEIRLET,
e none : System T AT T 4 T OB EITWVER A
e start—stop: System 7T AT T 4 T EH M LET,

Method 1 ~ Method 4

KAy ROMEHE (group / radius / tacacst) ZiEIR L F 7,

BREABEMT HI2IE, Apply RZ %27 Y v 7 LET,
AAA Accounting Bxec # 7 TliX., Exec 7H UL T 4T DAYy RKUA DT a7 7 ANV EREKLE
9, LN RTEENARRINET,

Accounting Settings

AAA Accounting Commands

AAA Accounting Network

AAA Accounting System |

AAA Accounting Exec |

T —

Accounting

s [none

Method 1 |Please Select
Method 3 [Please Select
Total Entries: 1

B T s T

Method 2 |Please Select ~

T

Method 4 [Please Select ]

[_oeete |

A DA H Q@A 2 LT IOR LET,

SRG A= —

Bl

List Name

Exec 7D T 4 TDAYy RURNDOTaT7 7y ANELEANT]LE
7,

Accounting mode

Exec 7D T 4 T DOF—REUTOEL LN HIRIRL E T,
e none : Exec 7 WU T 4 T OB EZITOER A
e start-stop :Exec TH U VT 4 U T HEAMMILET,

Method 1 ~ Method 4

£ A Y ROWEF1E (group / radius / tacacst) Z iR LFEJ,

REZXHEMAT AL, Apply RE %227V w7 LET,
Bk LAYy RURA DT a7 7 AV EHIBRT 512X, Delete h¥ %7 U v 7 LET,
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AAA Accounting Commands % 7 CliL Command 7 H T T 4 T DAY v KU DO a7 7 A)VaBek
LEd, UNIORTHmDARRINET,

Accounting Setungs
| AMAA Accounting Network AAA Accounting System AAA Accounting Exec :| AAA Accounting Commands

Level [1 v

List Name |32 chars |

A i

m{;c;.jneun ing [none ]

Method 1 [Please Select ] Method 2 [Please Select ~]

Method 3 [Please Select ~] Method 4 [Please Select ~]
Total Entries: 1

1N | 1| Go

A DA H Q@ 2 LT IOR LET,

NI RA—H— B

Level FRHEL L& 1~15 2 OIBIRUET, faE LI L~ L CRER rTREZ2
a2 RPRIZRIZRY £,

List Name Command 77T 4T DAYy RURANDT a7 7 A NVHEANTL
EJraN

Accounting mode Command 7T T 4 T DEFE—RELUTOELLNNLIEIRL E97,

e none : Command 7 H 7 T 4 T OB EITNER A,

e start—stop : Command 7 H VT 4 T H#HMMILET,
Method 1 ~ Method 4 KA Yy ROWETHE (group / radius / tacacst) IR L ET,
REEMAT DI, Apply RE %27V v LET,

BELTAY y FURMDOT 0T 7 A )VEHIERT 511X, Delete "& %7 U v 7 LET,
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9.4 RADIUS

RADIUS H 7 A = = —Cl&. RADIUS H— "—DEEXITVET,
RADIUS O FlZh B Y T A =2 —D—EZUTFTORIELET,

BHE | A==a—4 B

9.4.1 | RADIUS Global Settings RADIUS H— _"—IZB9 % 7' m — /L ERGE
9.4.2 | RADIUS Server Settings RADIUS H—/X— D% Gk

9.4.3 | RADIUS Group Server Settings RAIDUS H—/3— 7" )L— 7" D % ik

9.4.4 | RADIUS Statistic RADIUS #EFHEM D E R

9.4.1 RADIUS Global Settings

RADIUS Global Settings [Hj[fi CiZ. RADIUS Vr— "—|ZBH9 5 7 0 — LR EEITWVET,
K A #6779 A I21%, Security > RADIUS > RADIUS Global Settings #7 VU v 7 LF4,

RADIUS Global Settings

DesaTime (0-1440) C— [=—

ARBEEOFAHEE O AZ L FIRLET,

NG RA—F— A

DeadTime RADIUS Yr— _R—DF v RZ A L& 0~1440 (4y) O#PHTAS L E T,
ZDONT A=K —F, FRFERIWE DRI R LT RADIUS H— /=15 i
BERNIRNEAIZ, RADIUS H—n_—% Xy o b BT 2R L ET,
Xy b e EuTz RADIUS H— N—2%f T AEREERI WS b, 7 v
R A~—0l 795 FETIERELNET, EED RADIUS H—_—%
A BER L TV DAHEAIC, T— =T U ERICE VWA DE %
%ﬂ?:/t/m“%ﬁ’é:f mwmk@7nﬁx%aﬁ%‘:bi¢ 0 MEEIN
72583, 7y REA<—IC X BNBITITWE R A,

BREAEMT AITIE, Apply RZ %27 Y v 7 LET,
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9.4.2 RADIUS Server Settings

RADIUS Server Settings M CTid. RADIUS $r— _—Z B KL F 9,
A Z ZFRonT HIZIE. Security > RADIUS > RADIUS Server Settings 27 U w7 LE9,

RADIU B iy

RADIUS Server Settings

(@) IP Address l:l () IPvE Address

Authentication Port (0-65535) Accounting Port (0-65535)

Retransmit (0-20) B times Timeout (1-255) sec

Key Type Plain Text Key

Total Entries: 1

I e e N A
172311311 1812 1813

A DA H O 2 LT IOR LET,

NRTRA—H— L

IP Address RADIUS ¥— 83— IPv4 7 KL ZAZ A LET,

IPv6 Address RADIUS ¥—/3—D IPv6 7 KL 2 &2 A LET,

Authentication Port RADTUS FERIED UDP AR — b 5% 0~65535 OHIPHITASILET,
WREE A L7e WA, 0 # A LET,

Accounting Port TR T 47D UDP R— &% 0~65535 DFIFHCATI L E T,
THOT 4 T EMA LRSI, 0 A LET,

Retransmit BB ORI E 0~20 OFPFATAHILET (T 7400 :2)
HEETORWEAIL, 0 AT LET,

Timeout RADIUS — "—DInEFF HREM %2 1~255 (B)) O#PHATAILET,

Key Type HHEDO AS) 2 A4~ (Plain Text / Encrypted) ZiEIRL F 9,

Key RADIUS Hr— "— L DBEIHEHT 2 IAHA B L £ 7, Key Type T
IR LIZANEA SIS TATILET,

RELZEATHICIE, Apply RE 227U v 7 LET,
RADIUS Y — _R—Z Y9 5121%, Delete R& %227V w7 L%,
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9.4.3 RADIUS Group Server Settings

RADIUS Group Server Settings [ CiZ. RADIUS V— N— 7 L —TF%HE L F7,
ANHEH Z T DL, Security > RADIUS > RADIUS Group Server Settings #7 U v 7 L ¥,

RADIU roup Server Settings
RADIUS Group Server Settings
() IPV6 Address po13:1
Total Entries: 2
G Srr o s s e
Group 17231131, - Detail Delete
radius - i o v - i : -

A DA H O 2 LT IOR LET,

NI RA—H— B

Group Server Name RADIUS Y— _"— T )L—T % % 32 XFLUNTASI LET,
IP Address BHN4 5 RADIUS H— "—D IPvd 7 KL A &H AN LT,
IPv6 Address BN % RADIUS — _"—D IPv6 7 KL AZ AN L£7,

AT U218 T RADIUS H—/3— 7 )L— 72 RADIUS H— _"—Z BI04 52iF, AddRZ %27V w7 L
£7

RADIUS $r— "= —T Dl 2 KT HI21E, Detail R¥ %7 U v 27 LET,

RADIUS H— =7 )L — T % HIRT 5121E, Delete "¥Z %27V v 7 LET,

Detail R¥ %7 Vw7 3hHE, WORXR—UNRNEREINET,

RADIU roup Server Settings

Group Server Name: Group

s i
172.31.131.251

RADIUS H—/3— 27" )L—7"7n &5 RADIUS H— "—ZHlIfr3 521X, Delete R ¥ %27 U w7 LET,
BIOEMHICEAIZIX, Back RZ %27 Vw7 LET,
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9.4.4 RADIUS Statistic

RADIUS Statistic i Cl. RADIUS Mt HRAZERB L2 U7 LT,
A 2 FRT 5HI121%, Security > RADIUS > RADIUS StatisticZZ7 VU w27 L£7,

RADIU yatist
RADIUS Statistic

Group Server Name Please Select E Clear Clear all

Total Entries: 1

RADIUS Server Address Authentication Port Accounting Port “

172311311 1812 1813
171 4] Go

RADIUS Server Address: 172.31.131.1

Round Trip Time
Access Requests 0
Access Accepts 0
Access Rejecis 0
Access Challenges 1]
Acct Request NA
Acct Response NA

NA
NA
NA

=
>

Retransmissions
Malformed Responses
Bad Authenticators
Pending Requests
Timeouts
Unknown Types
Packets Dropped

o o o o o o o
o o o o o o o o 9

A T, RADIUS H—N——HE2FRT LT =T & BIEB LT WY T 4 v 7 OFGEHER %
FRT DT —TND 2 WEANFRENET, RADIUS Yr—"——F DT —7/L T RADIUS Y —/3—D1T
70y d 5L MAHRBRERT =7V THAT L — " —OftEHER IR RSN E T,

A DA H O Z LT IOR LET,

NRFGRA—H— A
Group Server Name RADIUS 7' )b —" " — "—2 28R L F 7,

IR L7z RADIUS $— =2 —TOfiHE®REZ 7 V7T 512X, Fay 77X o U R NOITOLEED
Clear "% %27 ) w7 LET,

F_XTO RADIUS r—N—DfaHEHRE 7 UV 73 5121%, Clear ALl RF > %27V w7 LET,

FEED RADIUS H— _—DfEEHEwEZ 7 UV 7§ 5121, MitF#w7T —7 v D Clear "¥ %7V w7 L
£7
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9.5 TACAGS

TACACS H 7 A = = —TlZ. TACACS+H— —DHEXITVET,
TACACS D FlZh AV T A= —D—EHELTFTORIFLET,

BE | A=a—4% B

9.5.1 | TACACS Server Settings TACACS+H— /3 — D B ik

9.5.2 | TACACS Group Server Settings TACACS+H— X — 7 )L — 7 D Bk
9.5.3 | TACACS Statistic TACACS+HEAHE M DR

9.5.1 TACAGS Server Settings

TACACS Server Settings HjH CTiX. TACACS+Y— —ZFeE L F9,
ARl ZF T HI21E, Security > TACACS > TACACS Server Settings 27 VU v 27 LE1,

TACACS Server Settings

pot 185536 T R —
Key Type Plain Text [v] Key 254 chars

Total Entries: 1

S
172.31.131.0

AT DA LE H O 2 LU FIR LET,

NI RA—F— B

IP Address TACACS+¥— X—D IPv4 7 KL A& AJJ L E T,

Port TACACS+TEEM 9% TCP AR— h & 5% 1~65535 OHFIPHTASI L £7

Timeout TACACS+H— " — DR AR B % 1~255 (B)) OFPHCTAD L ET,

Key Type HHEDOANS)# A7 (Plain Text / Encrypted) Z &R L £,

Key TACACS+H —/ N — L DEF I T 2 LG8 — 2B L £7, Key
Type CEIRLIZATIZ A TS TASILET,

RELZEATHICIE, Apply RE 227U v 7 LET,
TACACS+H— _—Z YR 5 121%, Delete R¥ %27V v 7 LET,
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9.5.2 TACAGS Group Server Settings

TACACS Group Server Settings M ClE. TACACS+HY— R—J ) —FZRELET,
ANHEH Z FnT DL, Security > TACACS > TACACS Group Server Settings #7 U v 7 L ¥,

RLA roup server settings

TACACS Group Server Settings
@ 1P Address [ ]
Total Entries: 2
Gromp S e s s
172311 Detail Delete
tacacs+ a3 - - - - - - -

A DA H Q@A 2 LT IOR LET,

INTGRA—H— B!
Group Server Name TACACSH Y — R— T N —7 24 % 32 LFLNTAS LET,
IP Address TACACS+H—/ X—D IPv4 7 KL ZAZ A L £,

AJTUT21E#H T TACACS+H—/N— 7L — 7R TACACS+H— " — %813 512X, Add R¥ %7 U v
LET,

TACACS+H— /"= L — T3l A £~ T H1TI%, Detail R¥ %27V v 7 LET,
TACACS+H— =T —T % HIFRT 521X, Delete R¥ %27 U w7 LET,

Detail RZ > %7 Vw7 35HE, LFIORTHENDERINET,
“TACACSGroupServersege

Group Server Name: group

i e
172.31.131.254

TACACS+H— " —ZHIR4 5121%. Delete R¥ %7 U v 7 LET,
BIOBEICRE A 2L, Back RZ 27V v 7 LET,
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9.5.3 TACACS Statistic

TACACS Statistic [ TlE. TACACSHEEHEH AR B L OV UV T LET,
A 2 F~9 5HI21%, Security > TACACS > TACACS Statistic ZZ7 VU w27 L£7,

i e ——

TACACS Statistic

Group Server Name Please Select Clear by Group Clear all

TACACS Server Address m Socket Opens Socket Closes Total Packets Sent Total Packets Recv Reference Count _
172.31.131.1/49 [ clear |

A DA H Q@A 2 LT IOR LET,

NI RA—H— B

Group Server Name TACACS 7' )V —"FH— \—2 B8R L F 7,

IR L72 TACACSHY— — T N — T OEHE®R A 7 UV 73 5HI1Z1%, Clear by Group m"Z %7 U w7
LET,

T _RTD TACACSHY — =T N—T O ERE 7 ) 79 HI11E, Clear All RZ %7V w7 LET,
BEE D TACACSH Y — N— D EHE#®RZ 7 UV 74 25121%, Clear R¥ %7 ) v 7 LET,
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9.6 DHCP Snooping

DHCP Snooping # 7 # == —Tl%, DHCP A X — " FHEREDRE ATV E T,

DHCP A X —¥ > 71X, ¥ T 20K 1P 7 RLAZTST 5728 @ DHCP /X7 v OV IY 2#E =
2 Y7L, EFICEG L RORBEZTFAIT OWETT, WREHRIEINAA T v 77 —4
NR—=RA LW T =T IHERI I, DHP AX—E I RBHET 2R — b TRINA T 4 I T —X
R—2EZZM L CTEEOHEZRELET,

HEHPOREEIZH LT DHCP AX—E U 72NV EZTT4NZ ) T EEfESED L, 2D
RTINS VT 4 VT T =A==, 1P 7 KL AOHRENMTOND £ TTRTO
AR DBENER SNET, xBTS, —EME DHCP N7y hOE=F Y T OHhEE
ML TC7 4 NE Y 7 %7720 TPERMIT £— N ZHEHTE £, PERMIT T— RIFFTED X A ~—
TDENY E— RIZEIW b | ENLREIT T 4 V&2 U T ThIVET,

DHCP Snooping ® FIZH BV T A =2 —DO—EZLL FORITFLET,

HE | A==a—4 =

9.6.1 | DHCP Snooping Global Settings DHCP A X — ¥ JRERED 7' 1 — /S LR TE
9.6.2 | DHCP Snooping Binding Entry INA T TT— = ADE R
9.6.3 | DHCP Snooping Interface DHCP A X — ¥ JRERED R — MR IE
9.6.4 | DHCP Snooping Static Entry ART 4T N — DGk

9.6.1 DHGP Snooping Global Settings

DHCP Snooping Global Settings i Cl. DHCP 2 X — ' JHERERIRICBIT AHEBE AR E L £7°,
AR & ZF~d 5 IZ1%, Security > DHCP Snooping > DHCP Snooping Global Settings #7 U v 7 L
N

DHCP Snooping Global Settings
DHCP Snooping (@Enabled (O)Disabled
DHCP Snooping Mode Deny (_Enabled (®Disabled
DHCP Snooping Mode MAC-Authentication (Enabled (@Disabled
DHCP Snooping Mode Timer
DHCP Snooping Mode Timer (0, 30-604800) 1800
R T
Deny s S
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DHCP Snooping Global Settings ®#IEH DA Z LA FITR L ET,

NI RA—F— B

DHCP Snooping DHCP A X —t° 7 MR HE (Enabled / Disabled) % &R L £,

DHCP Snooping Mode Deny | Z ®/ 35 A — & —/3 Disabled @354, DHCP A X —t° . JHERE D L EhH
(2% PERMIT £— RTHEIEL£3, ZD/F A —%—)3 Enabled D¥;
& B/ 6 DENY =— R TEIEL £7,

DHCP Snooping Mode MAC- | & ®/%F A — % —73 Enabled O34, MAC 3RGiE% B9 5 R — b THRAT
Authentication L C MAC §RGEA S0 L, pE) L7 T DHCP A X — ¥ 7T X S ifilfE &
1TVWE 7, Disabled DA, MGFOMRRITHES L £H A,

REZXZTHTHICIE, Apply RE ZE2 27U v 7 LET,

DHCP Snooping Mode Timer O IEH O@LBAZ UL FICR L E T,

NG RA—H — B
DHCP Snooping Mode PERMIT “— K75 DENY E— RiZ8]0 B2 £ CoR (7)) % 30~
Timer 604800 OFIFTHEE LET, 0 DEAITY 0 2 W TFbEH A,

REAEMT AHI2IE, Apply RF %27 Y v 7 LET,

9.6.2 DHCP Snooping Binding Entry

DHCP Snooping Binding Entry Wi CTlX, A>T 4 VI T —H_X—R e KR LET,
AW &+ 7<T 5HI121%, Security > DHCP Snooping > DHCP Snooping Binding Entry #27 YV v 7 L%
7,

DHCP Snooping Binding Entry

Total Entries: 0
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9. 6.3 DHCP Snooping Interface

DHCP Snooping Interface i Clit., ¥ AR — BN TDHCP AX—E L 7 OEMEEZHRE L F T,
KW H % F/rT BI21%, Security > DHCP Snooping > DHCP Snooping Interface #7 VU w7 LEd,

DHCP Snooping Interface

DHCP Snooping Interface
From Port To Port State
Port1/0/1 [v] Port1/0/1 [v] Disabled [v]
w2 s s
Port1/0/1 Disabled
Port1/0/2 Disabled
Port1/0/3 Disabled
Port1/0/4 Disabled
Port1/0/5 Disabled
Port1/0/6 Disabled
Port1/0/7 Disabled
Port1/0/3 Disabled
Port1/0/9 Disabled
Port1/0/10 Disabled

AKEEOKHEEOFHAEZ L IR LET,

NRFGRA—H— A
From Port / To Port A= N FEITAR— SO 2RI L 5,
State DHCP A X — ' Z#4HEDIRHEE (Enabled / Disabled) Z1%R L £,

REZXZWAT 520X, Apply R¥ %227V v 7 LET,

9. 6.4 DHGP Snooping Static Entry

DHCP Snooping Static Entry B CTiX, DHCP AX—E L T DAZT 4 v 7 = N —%ZRELET,
AKE[H & 9 5121, Security > DHCP Snooping > DHCP Snooping Static Entry #7 VU v 7 L%
7,

™BHCP Sooping Statie Ertly

DHCP Snooping Static Entry

From Port
Toon Poniorr ]
State Disabled [v]
o E—
Oreve por ] -

Total Entries: 1

Port1/0/10 172.31.131.222

" [ 1| R
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A OAEH O H &2 UL TIIR LET,

NI RA—F— G|

From Port / To Port AR— FFEFIEIAR— FOFPHZER LU ET,

State ART 47y b —%%ET 55451 Enabled 23R L F 5, HI
29 %354 1% Disabled 238K L £,

IP ART 47 N =D IPvda 7T KL AEZ AT LET,

IPv6 ART 47 N =D IPv6 7 KL A&E AN LET,

ABT 47 U —OBIN, BIFREITOIZIX, Apply RZ %227 Vw7 LET,
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9.7 MAC Authentication

MAC Authentication M CTlx, N"— FT7T 7 B RFGED MAC 7 R L AX_X—ZZBEE (LIf%. MAC ERGEF) %
HELET,
A A2 FR9 AHIZ1E, Security > MAC Authentication #7 U v 7 L$9,

VIAC Authentica

~
MAC Authentication Global Settings
MAC Authentication State (") Enabled (@) Disabled
Ignore DHCP () Enabled (@) Disabled
Discard-Time B0 Jsec (] Detaut
MAC Authentication Password Settings
Password Encrypt [ Default
MAC Authentication User Nmae MAC Format Settings
Case Lowercase ﬂ
- ﬂmlllll
Delimiter Number
MAC Authentication Port Settings
From Port To Port State
Port1/0/1 [v] Port1/0/1 Disabled [v]
Port1/0/1 Disabled
Port1/0/2 Disabled
Port1/0/2 Disabled
Port1/0/4 Disabled
Port1/0/5 Disabled
Port1/0/6 Disabled
Port1/0/7 Disabled
Port1/0/8 Disabled v
MAC Authentication Global Settings O&HEH OFBAZ UL FIZR L ET,
O =
NRIA—F— B
MAC Authentication MAC FRFEHERE D 7 7 —/3)LYRAE (Enabled / Disabled) #3ER L F 9,
State Enabled ®5A . MAC FRAHHERENS AN 720 £9°,
Ignore DHCP Z DT A —H—73 Enabled ®3FE . DHCP /4~ ~iZ MAC REED T 7

T AHIE ORI RIZIZ72 0 5 A, Disabled O#FEIL. DHCP /47 v F
T I AR O G EENET,

Discard-Time mcw£@w£7m/&ﬁﬁ%3m~%mo@® GETCHRELET, 7
71» ME (300 ) TR TH AL, Default #F = v 7 LE3, MAC
FRREIC AL L 720 ﬂiliDlscard«lﬁm\k LRI, AT A—H—T
BETH7ay Z7RRNHE T35 FE T, BiEE2ITVWERA,

RELZEATHICIE, Apply RE 227U v 7 LET,
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MAC Authentication Password Settings O%&TEH O Z LA FIR LE1,

ING A —H—

G

Password

MAC RBREDNRAT — REHRELET, K/VTF A —%—T Default N
F v 7 SNTWHIRRETIX, MAC FREED/ XA T — R MAC 7 KL 2 H
REFHLET, mthm%:/aéMTw@wﬁn\hmAxv—
REFHINDTRTHOMC 7 RLATHBD/ SAT — RZ2H L ET,
FAI AL/ AT — KX, Encrypt " F = v 7 SR TWAREIIRE =
b 5T, Encrypt N TF = v 7 S TWRWEEITEXTAN LET,

BREAEMT AITIE, Apply RZ %27 Y v 7 LET,

MAC Authentication User Name MAC Format Settings O4MEH OFHZ LTI R L E T,

NI A—HF— B

Case MAC RFFO &S THAT 22—V —4 O X FH A (Lowercase /
Uppercase) # iR L £, Lowercase DI MAC 7 KL ZAD T )L
77Xy BT RCT/NLFITA Y | Uppercase CTIIRKLFITAR Y £,

Delimiter MAC FEFORBETOa—H —Z O MAC 7 KL ZADXY] Y XF (Hyphen /

Colon / Dot / None) %R L £9, Hyphen I A7 -] %,
Colon Tlxzmy l:] & Dot TIZRv b I.] ZFEHLEI, None I
KO0 XFEFEHLEEA,

Delimiter Number

A X8 7o 1/ 2/ 56) Z#RLETS,

REZWHT 5121, Apply REZ %227V w7 LET,

MAC Authentication Port Settings ®£MEH O Z LTI R LE T,

ING A —H—

G

From Port / To Port

— FELIFIAR— FOHEHPHAZER L £,

State

IR LU= — b MAC ZFBEEDIREE (Enabled / Disabled) #i®IR L =
7,

REZWEHT 5121, Apply REZ %227V w7 LET,
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9.8 Web Authentication

Web Authentication 7' XA =2 —Ti%, A — "7 7 & ZAZBIED Web 7T 7 — AEGE (LAt&. Web
munE) D7 H/J:__’%TTl/\i—ﬁ—

Web FRFEAEREZ M2 &, HEENKEGERAEN D OINEE Web A " ~DT 7 B A& LT-%HEIC
%@b774y7%%%bi¢o%bwﬁ)&4vahﬁ7/a/%ﬁ%¢5& anﬁfk@ﬁ
—HORDTELICL DBty a V&L L, HTTP U XA L7 N T Web BAEZAT 9 72O OFRREY
A4 MIFHFELET,

RABAEIHAIL, Web 77 UV —DEET 72 A, £720F Web ALV XA L7 AT v a 2V
HITP U XA L7 MZXAFHEIZL o TREET A M7 7 BA L, SRR T 5 E TIEHR— b~D7T
7B ANHIRINET,

Web FRAEDFEFEY A MTiX, AERY— 3—D Web FBFER—Z /L F 7 1TIEENERD Web FBFER— X /L%
FERLET, ZEENEO Web FREEAR—Z /LI, BRE LIZARAE IP 7 R L AITHHHT HAL72E&Elry 72 Web
P A N T, RBFERAIMAE IP 7 RL AT 7 v A9 58, M8 IP 7 RLVARFE %y hU—7

FIZHFEEL2WEAIZIE, 774NV M= U= 2k Z—5F >y ML TR 770 v 7 2K ELE
ﬁo%%m\_@%774y7%%ib AR 1P 7 RLRAEERH LISl ey v a Va2 T 52 &
T, RERGEMRICH U CRRGEAR— 2 L 28k U £,

Web Authentication ® FIZH AV T A=a—D—EZUTORITRLET,

HE | A=a—A B

9.8.1 | Web Authentication Global Settings Web ZREED 7 1 — )L TE

9.8.2 | Web Authentication Port Settings Web ZRFAFD R — FERTE

9.8.1 Web Authentication Global Settings

Web Authentication Global Settings [Eiifi TlL. Web RFFHEHED 7/ 0 — LR EEITWVE T,
K 2 #2779 5 121%, Security > Web Authentication > Web Authentication Global Settings %
7V w7 LET,

Web Authentication Global Settings

Web Authentication State () Enabled @ Disabled
Web Authentication Settings

Viriual IP IPv4 [v] IPv4 Address [

Redirect State Enable ﬂ Snooping proxy-port l:l [ Default

Redirect proxy-port l:l [v] Default

Logging web-access Off ﬂ HTTP Session Timeout CI [] Default

Ovenwrite Disable ﬂ Jump-URL Original Disable ﬂ
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Web Authentication Global

Settings DAAHH OHHEZLLFIZR L ET,

INTRA—H—

Gl

Web Authentication
State

Web FRGFHEERED 7/ a— 3L E (Enabled / Disabled) #33iR L £,
Enabled M54, Web FREFEREN ANV 9,

REZWHT AL, Apply KA %27 U v 7 LET,

Web Authentication Settings ®£MEH OFAZ LA TR LE T,

NTRA—H—

LA

Virtual IP

AR IP 7 RL R Z A THLTONT NN HER L ET,
o IPv4:IPv4d 7T RLAZMHT 5 AIT&EINL T,
o IPv4 Address : {HAE IPv4a 7 RL A Z AN L E,
o IPv6: IPv6 7 RLAEMHT HGAITEIRL £7°,
o IPv6 Address : {HAE IPv6 7 KL A Z AN L £,
o URL : AR URL 2T 25BN L £77,
o Virtual URL : {RAR URL Z A1 L £,

https—port

HTTPS @ TCP R— "FEZEZ AN LET, T 74/~ (443) [ZERTHE
%, Default #5 = v 7 LET,

Redirect State

Web FBFEY # A L7 FOIRFEZLLTFONT N HERIRL £77,

e Disabled : Web F¥FEU ¥ A L 7 M &AM LE T,

e Disabled HTTP : HTTP ® Web #BFEV A L 7 h &Mz L £ 7,
e Disabled HTTPS : HTTPS ® Web 8GEY A L7 R &M L ET,
e Enabled : HTTP/HTTPS ® Web 38FEY # A L 7 N &HNZ L ET,

Snooping proxy-port

HITP 7o X 07X R— R NESZANLET, ZONRTA—F—
ZRXET D &, HITP (5 ORRFNCLEENTED Web FRFEAR—F L ORFH
%H% BELER—FEZTHITWVWET, T 740 (0:fRE LR
W) WCETEAIT, Default 2 F = v 7 LET,

Redirect proxy—port

Hﬂp7u%y@7n%vﬁ~b%%%ﬂﬁbi¢o:@N?% A —
ERETHE, HBELEAR—FEETO HITP @52 L Ed, &5
T 7 4 v 7 OFBNIATO2WD | BIER—ZV~DT 7RI 7\
FUERBHLRZVBECTHLIVLENRHY T, T 74/ (0:FFELZ
W) ICRETEAIT, Default ZF = v 7 LET,

Logging web—access

ZDRT A= —R 0n OBA. Web RBAFDT 720 7 E G20
£9, Web 7T UV —MINEEICE v a VRN AR TRER, FIFFIC
RO TNERENDZERBY £7, Off OBAIET 7 A 7R
LS EH A,

HTTP Session Timeout

%b%ﬁﬁ—&wﬁHﬂP?yVaV&%ATW%ﬁW%5%%@@M
PHCHELET, T 74/~ 30 8) IZETHAIL, Default #F = v
7 LET,

Overwrite

Z DT A—%—I3 Enabled DA, FRREEAD T T A4 T 2 B RID
Web FAFALE N TONT-HEIC L EE TUE L £9°, Disabled DAL
EEXEZITOERA,

Jump-URL Original

Z DT A—HF —73 Enabled DA, FERERNCT 7B A L7 IRL IZTV ¥
7 L%, Disabled DIEAITT vy 7 LEH AL

REZTWHTHICIE, Apply REZ2 27U v 7 LET,
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FESEIA

@ 5E P rEESATOELES. eb BEAEL CHELEEA. Web RELER
BI=F BENIC, Web RELRAE IP 7 FLREREL T E S,

9.8.2 Web Authentication Port Settings

Web Authentication Port Settings i Ci. WHLAR — MHNL T Web FREFDIREZ R E L £1°,
AW % FKxd HI121%, Security > Web Authentication > Web Authentication Port Settings % 7
Vv 7 LET,

enucation F
~
Web Authentication Port Settings
From Port To Port State TTL (1-255)
Port1/0/1 [v] Port1/0/1 V] |Disabled v [ ] O pefaut
Port Channel State TTL (1-255)
[Port-Channell [v/] [Disabled [v] F| U
. e
interface port 1/0/1 Disabled
interface port 1/0/2 Disabled
interface port 1/0/3 Disabled
interface port 1/0/4 Disabled
interface port 1/0/5 Disabled
interface port 1/0/6 Disabled
interface port 1/0/7 Disabled
interface port 1/0/3 Disabled
interface port 1/0/9 Disabled
interface port 1/0/10 Disabled
KB O EE O Z L TIR LET,
NI RA—H — B
From Port / To Port A— N EIIAR— FORFHEZRR L 7,
State BRI — M EIIR— FF v 2v D Web RGEHEREDIKRE (Enabled
/ Disabled) Z®IRL F7,
TTL ZONRTG A= —FRETDHE, TTL 7 4 VE—=BENRY | FFED

TTL fED /N v h DI Web FBRFAVERZ RIGE L LE 9, AJJA[HEZ: TTL
1% 1~255 OFPET, N— b+ H7-VHRKSFEOEEBFETE 7,
T7x~ (FEERL) ITRTEHAIX, Default #F = v 7 LET,
Port Channel R—rF ¥ 2NV BIRLET,

REZXZWAT 521, Apply R¥ %227 ) v 7 LET,
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9.9 Network Access Authentication

Network Access Authentication V7 A == —TiL. R"— T 7 v AZFGFEMROEMEIZET 2R E.

n—ha—W—F —Z_X=Z2DEGk, BIOGGRERLY 74T MERIREDR— T 7 & ARG
DAT—H ADRRIZEEITVET,

Network Access Authentication ® FIZH AV T A =2 —D—EEUTORIIRLET,

HE A=a—4 =

9.9.1 | Network Access Authentication A—FT7 7 v ARGEEMOEMEICET %R E. B
Global Settings Fo0m— I na—P—F —H N X DB

9.9.2 | Network Access Authentication A= T 7RO v > 3 VFROFER
Sessions Information

9.9.1 Network Access Authentication Global Settings

Network Access Authentication Global Settings [ CTlX. RA"— b7 7 & ALK OENEIZE T
HREER, B AN =P =T = F R ZDBETVET,

ANMW %2 R T A2 1%, Security > Network Access Authentication > Network Access
Authentication Global Settings Z# 7 V v 7 L%,

General Settings

Authentication Port Vian Mode () Enabled  (9) Disabled

AAA local database

User Name VID (1-4094) [ ]
Password Type Plain Text [v] Password |63 chars | | Apply |
Total Entries: 1
I 2 N
username = Plaintext
11 1] [ [ee

General Settings PFEH O Z LI FITR LE T,

NG RA—H— A
Authentication Port MAC FRFEFS L OY IEEES02. 1X FEGECEMET H7A— k VLAN E— R4 7' 3
VLAN Mode VERELET, _0)/\7% % —75 Enabled D4, FRErEMIC X -

THEAFT I v 72BN 4 THNE VLAN 2R — DT 7 & & VLAN F 721

FAT 47 VAN ICEELET, ZOEENMTbND &, 25 VLAN
ID ZFRGERME L 5 AR A FORGETFFrI s nvEH A, 72, VLAN ID @
PAEBMELZFF WA A FORRES ., # 7 & 7 L —LADH THE %17
IRANEBRWTHFAT SN EE A,

REZTWHTHICIE, Apply REZ2 27U v 7 LET,
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AAA local database D&TEHE OFAZ LI IR LET,

NRIA—F— B

User Name 2 —HF—H% 63 LFLUNTANILET,

VID VLAN ID % 1~4094 OFIPHCTATI L E T,

Password Type IRAT— K% A7 (Plain Text / Encrypted) Z ¥R L F 4,
Password INAT—R&EANTTLET,

REZXZWAT 520X, Apply RE %227V v 7 LET,
X NU—2 T 7 ARAAHIERT 5121, Delete RZ %227V v 7 LET,

9.9. 2 Network Access Authentication Sessions Information

Network Access Authentication Sessions Information E[f TlX, R"— F 7 7 B RO Y > 3
HERTLET, o, BAEEAFR A N OFRAEL R L £ 7,

K A FERT DIT L. Security > Network Access Authentication > Network Access
Authentication Sessions Information #7 U v 7 L%£7,

Network Access Authentication Sessions Information

Porttior_[v]

Type dhcp-snooping [V
Network A Authenticati

IPV6 Address

User
Authentication Sessions Total

Total Authenticated Hosts 1

Total Discarded Hosts 0
Authentication Sessions Information

Total Entries: 1

DHCP-Snooping Success

Authentication State Buccess

MAC Address

Client IP Address 172.31.131.222

Port Port1/0/10

VID 0

User

Time 2:04:18

Aging Time 0:00:00 v
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Network Access Authentication Sessions Information D#-IEH O Z L FIZR L £,
NWNIA—F— G|

Port MRETHR— FNEZERIRLET,
Type ¥4+ 572 b2/ (dhep—snooping / disc / dotlx / mac / web) %
IR LU ET,

AN LTEER TR — T 7B AFBFEOE v v a UEWREMRBET HI2IE, Find A¥ %227V v 7 LET,

TRTCOR— T 7 EABFIMEDOE v a ANEREMRB L TERTHITIL, View All RE %7V v
LE9,

Network Access Authentication Clear Sessions DATEH OFHZ L FICR L £,

INRTGRA—H— BLi;)

MAC Address Ty NI =TT IV ABIEE ST TA T RO MC 7T RLAZ AN LE
7,

IPv4 Address TPy NT—=0 T 7 ARAEERY TAT > D 1Pvd 7 RLAZ AL
EScI

IPv6 Address Xy NI =T IR AR TA T D IPv6 7 RLAZ AT L
ESc I

User Xy NI =T VR ARIMERT FTAT L " OTHT hOa—P—4
ZAITLUET,

AJILTZ MAC 7 RV ATHR— RT7 7B RARFEDO v v a U E#RE 7 V73 5121%. Clear by MAC "R #
vEI7Y Y7 LET,

AN LT IPvA T RVARATCAR—NT 7 BRBIEOE v > g AFHWE 7 Y 74 5121, Clear by IPv4d 7R
2oy LET,

AN L7 IPv6 7 RLVATHR— T 7B RFFEDO® v v a UE#RE 7 U 73 5121%, Clear by IPv6 R
2oy 7 LET,

ANLTEa2—YF =T N CR— T 7 BARIEOE Y v a U ERE 7 U T3 5121, Clear by
User "% %27 ) w7 LET,
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9.10 Trusted Host

Trusted Host Wi CTiX, 77V 4 —< 3 (Telnet. SSH, B L Ping) TOEEEDT 7 & RIT% L.
FEHE TP ACL ZfEH L CRFA[ R A PR EL 7,
AW EF AT HI21E, Security > Trusted Host #27 V v 7 LT,

Trusted Host
AGL Name Type Telnet ]
Mote: The first character of ACL name must be a letter.
Total Entries: 1
Tonet Aot [velee |

AT DA E H Ot 2 LU FISR LET,

T A= — B

ACL Name T HEEHE TP ACL 4 % 32 SLFLINTAN LET,

Type WHI 5277V 7r—2ar0fEsE (Telnet / SSH / Ping) #iEEIR L £
j‘c

REZHEMAT AL, Apply RE V%227V w7 LET,
rZ A PARA NEHIERT A1, Delete RZ %27 ) w7 LET,
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9.11 Traffic Segmentation Settings

Traffic Segmentation Settings B TlX. N7 74 v 7T ALV T—a BRELET, T
T4 T A T—a UL, ZIELIZ T 7 4 v 7 ORIEER— 2B T £9,
ARE[E 2R AT DL, Security > Traffic Segmentation Settings Z#7 V v 7 L%,

Traffic Segmentation Settings
From Port To Port From Forward Port To Forward Port
Port1/0/1 [v] Port1/0/1 [Port1/0M [v] [Port1/0/1 [v]
| Add I Delete |
e e
Fort1/0/14 Port1/0/16-1/017
Port1/0/15 Port1/0/16-1/017

AT DA E H Ot 2 LU FIR LET,

INFGA—F— LA

From Port / To Port ZIEAR— N O AR L F T,
From Forward Port / HAEAR— N O 2 IR L F 5,
To Forward Port

ANULFEBEHR TR I 74w 8T AT — g U EBENT AT, AddRZ %2270 v LET,
AU TR T 74w 78T AT —2 3 U E2HIRT 5121, Delete RZ %27 U w7 LET,
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9.12 Storm Control

Storm Control HE TlX, A b—A a3y b —/LEREDORTELITWVET, A b—2Lbar b —/LEERET
X, A= NMITED LREEZBZ28&EDO 7o — KXy A N7 L —A wAFF¥ AT L—A o
F2=F Y AN T L —LE2ZE LI oMM T 5L, A =L ERBIZBITL, 7L —AED
R—=hT %y NETUREDRBEZITNET, A FM—LFBERBOMIEIL, 4 TDN 770y &
DETED FIRMEZE FlEl>7- 2 & 2 L= SEacirbiEd,

A & ZFRonT HIZIEL, Security > Storm Control 2727 VU v 27 LF 9,

] 0 D A
Storm Control Polling Settings
Poling Interval (5600) 5 |sec Shutdown Retries (0-360) fimes [ ] Infinite
Storm Control Port Settings
From Port To Port Type Action Level Type &?281255498364?] fz?2s1i$‘4v8364n
Port1/01 [v]  [Port10M [v]  [Broadcastv]  [Drop  [v]  [pPs ] | | pps [ ees
Total Entries: 60
) T e
Broadcast = = Inactive
Port1/0/1 Multicast Drop - - Inactive
Unicast = = Inactive
Broadcast - - Inactive
Fort1/0/2 Multicast Drop - - Inactive
Unicast - - Inactive
Broadcast = = Inactive
Port1/0r3 Multicast Drop - - Inactive
Unicast = = Inactive
Broadcast - - Inactive
Fort1/0/4 Multicast Drop - - Inactive
Unicast - - Inactive
Storm Control Polling Settings P& H OFAZ LA FIT R L £9,
NRIA—F— B
Polling Interval A h—barba—LOR—V L TRFEE 5~600 (¥) O#PHTAN
LET,
Shutdown Retries Action 7% Shutdown DO¥FE D, R— > ¥ v ME 7 F TOREMBLTE
Ak 0~360 OHEPFATASILEST (F 744 :3) ., Infinite %
Frxy 7 LSS, A= oy y MU ATV ER A,

REZXZWAT 521X, Apply R¥ %227 ) v 7 LET,
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Storm Control Port Settings DAIEH O Z UL IR L £,

NI A—=F— Gz

From Port / To Port AR— FFEFIEIAR— FOFPHZER LU ET,

Type A h—Lbzaryba—LDX A7 (Broadcast / Multicast / Unicast)
ZIEIRL £,

TIvarnvxy NAUUE—RICRESNTWDHIEHEG, 2=F% v R
MIBEEN E RFNDOM ST D2 =% v A My FEZRBLET, ZHiCX
D, BEEERMOZ=F v A "X T v MR E SN EIRMEIZZET S
ELR— IRV N CENET, T/ varRvyy N
E— FLSMNIRESNTWDEE, 2=F ¥ X MIRMOZ=F ¥ A |
Nry ez LUET,

Action FATTHT7 7 v a B FOWT R LERIRLET,

e None: 77 arvzaEiELFEEA,

e Shutdown : R—hrZ T v v FE T LET,

e Drop: FIRMEZME X253y ha Fa vy 7T 555I0ERLET,

Level Type A h—2bzay ba—o EREE FTREOHEAE (PPS / Kbps / Level)
ZiERLET,
PPS Rise Level Type 23 PPS DEAICERINE T,

A h—=barbta—1LDERELZ pps N7y ) THELET, 2
~2147483647 OHEIPHTASI L E T,

PPS Low Level Type 73 PPS OBEAICEREINE T,

A h—bzay ba—/LOFE%Z pps THE L £, 2~2147483647 D
HHCTANDLET, ZORTA—=F—%HELRVEE, PPS Rise @
BO%DEAMEH S E T,

REZWAT 520, Apply R¥ %227 ) v 7 LET,

Level Type T Kbps Z &R L7-#i4 . Storm Control Port Settings A5 2 DOEHMNLUTD L H L
HINnET,

Storm Control Port Settings

From Port To Port Type Aclion Level Type :(2?51342'158%647) {g?gﬁi%g‘é\aﬁd?}

[Portti0/1 [~]] [Porttroit [~] [Broadcast [~] [None ~] [Kbps ~] \ | kbps [ wwes
e

Level Type T Kbps #E&R L7455 D, Storm Control Port Settings MDA 2 DDOHHHE DR Z, LI
R LET,

NI RA—F — A

KBPS Rise A b=z ba—LO ERfEE kbps (FrEy ) THELE
I, 2~2147483647 (Kbps) DO#IPHTASI L ET,

KBPS Low A bh—=bzarybr—/LOTRIEL kbps THREL £, 2~2147483647
(Kbps) O#FPHTAIILET, ZONRTA—F—ZHELRWEA.
KBPS Rise @ 80%DEIMEF EvE 4,

REZXZWAT 520X, Apply RE %227V v 7 LET,
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Level Type T Level %i#4R L7-#%4A . Storm Control Port Settings @45 2 DDHEHE MU TFDO L HIZ

EHEISHLET,
Storm Control Port Setfings
From Port To Port Type Action Level Type 1_1e_\.1%lor;lise {‘19_"1'%'0%0""
Port1/01 [¥]  [Porttioit [v]  [Broadcast[~¥]  [Nome  [v]  [Level [v] | | % [ =

Level Type T Level Z#i®{R L7235 D, Storm Control Port Settings A7 2 DDA O %, LA

TR LET,

NTGRA—H— G

Level Rise A h—bzar ba—/D EREZ R — FOEEIZXT 5 H 0K %) T
ELET, 1~100 OEFATASI L ET,

Level Low A b=ty ba—/LD FREZ R — FDOHEEIZXT 2 50K %) T

ﬂibi'?‘ 1~100 OFEFHTANILET, ZONRTA—Z—%RELR
VA Level Rise @ S80UDBEMEFH &vE 4,

REZTHWHATHICIE, Apply RE Z2 27U v 7 LET,
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9.13 SSH

SSH 7 A =2 —"Cl%, CLI ® SSH $— N—FEHRESC SSH = — W — (2T 2R EEITWVET,
SSHDO FICHAY T A =2 —D—EELTORITLET,

BHE | A==a—4 B

9.13.1 | SSH Global Settings SSH H— N—HEEED 7 v — /LR TE
9.13.2 | Host Key SSH 78 A N #EDVERK

9.13.3 | SSH Server Connection SSH #f5e 7 — 7 IV DFR

9.13.4 | SSH User Settings SSH —H — D E

9.13.1 SSH Global Settings

SSH Global Settings i ClX, SSH %r— —HRERROFRTE (T E T,
AN HE Z KT HI21EL, Security > SSH > SSH Global Settings #727 V v 7 LF 7,

obpal >etting

S5H Global Settings
IP SSH Server State Disabled ﬂ
IP S5H Service Port (1-65535)
55H Sever Mode V2
Authentication Timeout (30-600) sec
Authentication Retries (1-32) times

A DA H O Z LT IOR LET,

NG A —HF — A
IP SSH Server State SSH H— R —4RE D IRFE (Enabled / Disabled) Zi®IR 1L £,
IP SSH Service Port SSH ###5: D TCP 7R — &5 % 1~65535 O&iH TA I L £,

Authentication Timeout | SSH MFIEX A AT 7 K% 30~600 (Fb) OFPFHTASILET,

Authentication Retries | SSH OFEFEFAFAATIEE A 1~32 OFFHTATI L E T,
RELZEATHICIE, Apply RE 227U 7 LET,
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9.13. 2 Host Key

Host Key Wi Ci. SSH AR A A F/RF LOERL £,
ANHEHEZF~T DIZIE, Security > SSH > Host Key #27 U w7 LET,

Host Key Management

Crypto Key Type RSA v

Key Modulus bit Generate | | Delete
Host Key

Crypto Key Type RSA El

Key pair was generated at 14:28:02, 2020-12-28

Key Size 1024

Key Data AAAAB3NzaC1yc2EAAAADAQABAAAAGQCTVWEZKKGM.......

Host Key Management O4-MH H OFBAZ LA IR LE T,
NI RA—H — B
Crypto Key Type ERRT DR A NEDKE S X A~ (RSA / DSA) ZBIRL E£7,
Key Modulus RANEOREZLLTOWT NN LRI L £7,
e 360 E'v I
e 512E v I
e 768 E'w b
e 1024 E v |k
e 2048 E'w b

BIRLIZNBR CTHRA DX —% AT 521X, Generate " ¥ %7V w7 LET,
IR LTZHNECTHRA X —%HIERT HI2IE, Delete R¥ %7 U v 7 LET,

Host Key O&IHH OFBHAZ LI IR L ET,
RTGRA—H — B
Crypto Key Type F~T D SSHAR R MNEEDOKE % A 7 (RSA / DSA) ZEIR L £,

9.13.3 SSH Server Connection

SSH Server Connection [ TlE. SSH H— —#kiTr— 7 N2 FnrLET,
ANHEHE Z T DL, Security > SSH > SSH Server Connection #7 U w7 LE79,

§5H Table

Total Entries: 1

aes256-chbo/hmac-shait.. 10.90.90.10
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9.13.4 SSH User Settings

SSH User Settings [ Cl%., SSH 2 —V —2 R EB LI OERRLET,
ANHEHEZF~T DL, Security > SSH > SSH User Settings #7 U v 7 LET,

L ———

S5H User Settings
User Name Authentication Method Password v
o IPv4 Address - ] IPV6 Address 20131
Total Entries: 1
honcton v S T
Password
1n [7] Go

AKEEHOKHEEOFHAEZ L FIRLET,
INT A —F— A
User Name SSH ¥t D —H—4 % 32 LFLNTAILET, AT 25 SSH —

L, BliR2—F =T H U MIBEGEINTWALERH Y 7,
Authentication Method o) &ﬁ/ﬂa%uﬁm VRSN U E S,

e Password : NAU— REGEFREFHLET, n—hla—H—7
BT FONRAT— REFHLET,

e Public Key : ABRSEFERES N EFEH L £,

o Key File : ABH$E” 7 A V4 LT & 7719 XTFLUNTAN L E
—g—O

e Host-based : " A F_R—ZFRFEHFRXAEH L F 9,

o Host Name : ;" A M4 % 255 SCFELINTA N L £,

o IPv4 Address : IPv4 7 KL A Z4RETHHE. T4 RZ
UL, HORYZ AZSSHZ AT R IPva 7 R
LVAZEATTLET,

o IPv6 Address : IPv6 7 L A& ¥HET BHE. 7VARZ
UL, HORy 7 RZSSHZ FA4 T R IPv6 7 R
LAZEATTLET,

REZHEMAT AL, Apply RE V%227V w7 LET,
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9.14 SSL

SSL %7 A = = —Cl%, SSLHEREICEE T AREZXITVET,
SSLOFIZHAY T A =2 —D—EE2LTORITLET,

HE | A=a—4 B

9.14.1 | SSL Global Settings SSL ¥§BED 7 12— /S L ERSE
9.14.2 | SSL Information SSL M EEHHESS CSR [ D £

9.14.1 SSL Global Settings

SSL Global Settings M Cl. SSLIREDREEZITWVE T,
A A FR79 AHI121%, Security > SSL > SSL Global Settings #7 Vw27 L£79,

e

551 Global Settings

SSL Status () Enabled (@) Disabled Apply
Erase SSL-files Erase
Import File

(@) Certificate () Private Key

File Select
| Browse... |(The file name range is 1-32 chars.)

Destination File Name |32 chars ‘

Note: You can access the File System page to manage these imported files.

Generate CSR And RSA Key

Country Mame (2 letter code) |J P |
State or Province Name (full name) |Tok'_\-'c |
Locality Name (eg, city) |Sh\bu;.-a-k|, |
Organization Name (eg, company) |f-.p-reaia |
Organizational Unit Name (eg, section) |f-.cccur1ing |
Common Name (YOUR domain name}) |'.ww.' example.com |
Email Address |mai|@exam|3 e.com |
Key Length (512-2048) [2048 |

SSL Global Settings M4&IEHH OFLHZLL FIZR L F T,
NI RA—F— G|
SSL Status SSL #%HE IR AE (Enabled / Disabled) #i%iR L £,

REZTHTHICIE, Apply REZ2 27U v 7 LET,
%Lf)/~774w%®£¢6 IX. Erase "¥ %7 U v 7 LET, 728, SSL F721% Web 7BGFEMN
HNeHA1E, SSLARY U —IXHEETEER A,
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Import File MAIHH DFiHZ L TR L £9,

INTRA—H—

Gl

File Select

FerIATe 7 7 A VO FE¥E (Certificate / Private Key) #iEIN L £
7,

T 7 ANOFEAZRIRN L 7-%., Browse R¥Z %7 Vw7 L Ca—Hh)L
PC ED7 7 A VAN L £,

Destination File Name

ST 7 A NA T 32 SLFLINTA LET,

REXWHT 51T, Apply K& %227 U v 7 LET,

Generate CSR And RSA Key O#4-HHB O Z LI FIZ/R LE T,

NWNIA—F— G|
Country Name Ea— R %2 XFTAHLET, HROE=Z— KT JP CTF,
State or Province Name | #BENFIRAZ ATILE T,

Locality Name

s () 2 AN LET,

Organization Name

MAky (2t4) 2 A LET,

Organization Unit Name

MNP 2 AN LET,

Common Name

NAA %2 N LET,

Email Address

HIEED A =L T L AZ A LET,

Key Length

CSR/RSA ¥ — D & % 512~2048 OFPATAS LE T,

REEWHT HI20E, Apply "X %27 U v LET,
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9.14.2 SSL Information

SSL Information i ClE, SSL DFERAE I L ONCSR IFH AR L ET,
AN & 2 on T HIZIEL, Security > SSL > SSL Information #72 V w7 LF 9,
L

SSL Https-certificate

Certificate Information:

Certificate Version :3

Serial Number :00:80:2D:5E:A8:BD:8D:53:C3

Issuer Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group., CN=Apresia, emailAddress=example@example.com
Subject Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group., CN=Apresia, ilAdd ample@example.com
Mot Before :2017-02-16 06:54:58

Mot After  :2037-02-11 06:54:58

Public Key Alg:rsaEncryption

Signed Using :RSA+SHA256

RSA Key Size 2048 bits

SSL Https-private-key

Private key is embedded in firmware.

SSLCSR

Certificate Request:
Data:
Version: 1 (0x1)
Subject: C=JP, ST=Province, L=City, O=Company, OU=Department, CN=www.domain.com/emailAddress=mail@domain.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:ac:b7:7d:1f:.7a:9d:6b:1d:ad:af.03:b4:Te:34:
21:d3:80:c0:b0:e1:a3:b7:31:87:21:b5:5a:94:d6:
50:62:0d:14:bb:00:c0:b3:3b:e1:36:7d:c7:c0: 1e:
1cadce23:2c7i1a:2bef:51:13:6¢:21:5b:b3:
38:05:fc:65:4D:9a:44:8C:01dT:91:07:5e44:16:
5a:6e:fb:0b:86:3e:bd:ec:22:c5.cb:9e:aa:85:24:
15:6d:a2:d0:c3:c5:4b:d1:65:e8:6f 19:21.8d:70: v
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10 DDM

DDM A == —TClX, SFP R— b TOT U X L2 WEAR (LIt%. DDM) OEREZfERTE £7,
DDM D FIZHHY T A=a—D—EE2LTOERIIILET,

HE A=a—4 =

10. 1 DDM Voltage Threshold DDM FEE L Z VWMEOFE R

10.2 DDM Bias Current Threshold DDM /A 7 A& L & VMEOF IR
10. 3 DDM TX Power Threshold DDM IXEE ST L E VMEDOFRR

10. 4 DDM RX Power Threshold DDM ZAEFE T L & VWMEDFKR

10.5 DDM Status DDM OARFEFR R

10.1 DDM Voltage Threshold

DDM Voltage Threshold M CiZx. DDM &EFE L EVWMEOEFEHREZF R L E T,
K 2 F~9 521X, DDM > DDM Voltage Threshold #7 U v 7 L%,

DDM vV AQE esnold

DDM Voltage Threshold

I T T T

Port1/019 3.700 3.600 3.000

Note: ++ : high alarm, + : high warning, - - low warning, -- - low alarm
A- The threshold is administratively configured.
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10.2 DDM Bias Current Threshold

DDM Bias Current Threshold [ CiZ. DDM /XA 7 X EH L EVMEDFHREFE R L E I,
AW H % F7r95121L, DDM > DDM Bias Current Threshold #7 UV w7 LE7,

DDM Bias Curren resnoia

DDM Bias Current Threshold
Port1/0/19 8.053 11.800 10.800 5.000 4.000

Mote: ++: high alarm, + : high warning, - - low warning, -- : low alarm
A: The threshold is adminisiratively configured.
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Power Threshold

10. 3 DDM TX

Power Threshold

DDM TX Power Threshold [Eif CTlx. DDM TX &/ L X WMEDOE#M AR <L E T,

NG e R e e

DDM > DDM TX Power Threshold #7 U v 7 L £,

DDM TX Power Threshold

DDM TX Power Threshold

Current

Port1/0/19 0.574

mmmmmmmmm

-2.411 -0.800 0.661 0.316 0251

Note: -++ : high alarm, + : high warning, - : low warning, - : low alarm
A- The threshold is administratively configured.
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10.4 DDM RX Power Threshold

DDM RX Power Threshold i Clx. DDM RX &/ L X VWMEDOE#M AR <L E T,
A A2 279 5 121%,. DDM > DDM RX Power Threshold #7 U v 7 L%,

DDM RX Power Threshold

DDM RX Power Threshold

0.000 - 1.000 0.000 0.794

Port1/0/19 -1.000 0.016 -18.013 0.010 -20.000

Note: -++ : high alarm, + : high warning, - - low warning, — : low alarm
A- The threshold is administratively configured.
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10.5 DDM Status

DDM Status i CTlX. DM 27 —& A {EHRAF R L ET,
A A 2~ 9 5121, DDM > DDM Status #7 U v 7 LE7,

DDM S
DDM Status
Total Entries: 1
- e 2 O I R IR
Port1/0/20 3391 8137 0.569 -2.447 0.000 -
Note: ++: high alarm, + : high warning, - : low warning, — : low alarm
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11 Monitoring

Monitoring A == —TlX, ZEEDO NN— R =7 REOEMRICHET IR ELITVET, /o, A—F=2
T—U T DOFREERITVET,
Monitoring ® FIZH AV T A=a—D—EE2LUTFTORITRLET,

BHE | A==a—4 B

11.1 | Utilization N—RT =7 OFERRFROFR
11.2 | Statistics WLt HHDZ R

11.3 | Mirror Settings A=K 7=V TOHRE

11.4 Device Environment T NA AR RO R

11.1 Utilization

Utilization 7 A =2 —TiX, WEAR— R EON— Ry =T OHAROFHREFERLET,

11.1.1 Port Utilization

Port Utilization i Cl%, AN— MEHEO—EEFE R LET,
KW EF T 5121, Monitoring > Utilization > Port Utilization #7 VU v 27 LFE9,

D

Port Utilization
From Port To Port | Find || Refresh |
T T T T N
Port1/0/1 0 1 0 496 1
Port1/0/2 0 0 0 0 0
Port1/0/3 0 0 0 0 0
Port1/0/4 0 0 0 0 0
Port1/0/5 0 0 0 0 0
Port1/0/6 0 0 0 0 0
Port1/0/7 0 0 0 0 0
Port1/0/2 0 0 0 0 0
Port1/0/9 0 0 0 0 0
Portiio/1o 0 0 0 0 0
AR O 4IE A DB A F IR L
NRIA—F— i
From Port / To Port AR— FFEFIEIAR— FOFPHZEIR LU ET,

AN/ IR LR CAR— MEHEOZ N —Z2METHIZE, FidRZ o227 Vv 7 LET,
—EICFR RSN TWDER— MEHRDOEHREZ EHT 521X, Refresh hRZ %7 U w7 LET,
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11.2 Statistics

Statistics V7 A ==2—TiE. A— F COMFRICET 2EFREFRLET,
Statistics D FIZH AV T A=a—D—EEUTFTOERIZRELET,

BHE | A==a—4 B

11.2.1 | Port N b ORI AR DR EHF R DR
11.2.2 | Port Counters Ry NREE T v H — OB RO R
11. 2.3 | Counters Ry MRE A T v X — ORI RO R R

11.2.1 Port

Port i Cl, WELR— N OFISF R ICH T RO B R A R L ET,
KW EF T 5121, Monitoring > Statistices > Port #7 U v 27 L£7,

Port

From Port  [Port1/0/1 [v] To Port Port1/0/1 [v] | Find || Refresh |

| Clear | | Clear All |

0 e i Gl C
paessee | s | s | s | paosee | ores | s
3] 1 0

Port1/0/1 19 7966900 50282 0 9090416 20133
Port1/0/2 0 0 0 0 0 0 0 0
Port1/0/3 0 0 0 0 0 0 0 0
Port1/0/4 0 0 0 0 0 0 0 0
Port1/0/5 0 0 0 0 0 0 0 0
Port1/0/6 0 0 0 0 0 0 0 0
Port1/0/7 0 0 0 0 0 0 0 0
Port1/0/3 0 0 0 0 0 0 0 0
Port1/0/9 0 0 0 0 0 0 0 0
Fort1/0/10 0 0 0 0 0 0 0 0

A DA H OB & LLTFIR LET,

NI A—=HF— B

From Port / To Port A= N EIIR— FOHEPHZ RN L F 5,

B L7 — FORGEHEREZ BB T 51T, Fild RF 27V v 7 LET,

FRSN TV DR — b OKFHERZ FH T 2121E, Refresh RZ %27 U v 7 LET,
BER LA — FOKEHME#RAZ 7 V7451213, Clear K¥ &2 U v 27 LET,

T RTCONR— FOFEHEREZ 7 V7T 5HI121E, Clear ALl A& %27V v 7 LET,
R— MEFHEROFEM A 2R 5121%, Show Detail K& %27V v 7 LET,
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Show Detail R¥ %7 U v /35 &, LFIORTHENERIILET,
Port Detail

- Port Detail

g
%

BIOEEIZEAIZ1E, Back "2 > %27V v 7 LET,
—BICE RSN TWAIERE TG T HI121%, Refresh RZ %27V v 7 LET,

11. 2.2 Port Gounters

Port Counters [Hj[i CTlX. MR — FTONRT v MDD U X —OEFEREZE R L E T,
K 2 FRT 5HI21E. Monitoring > Statistics > Port Counters %7 U v 7 L£7,

Port Counters

C

3

FromPort  [Port1/0/1 To Port Port1/0/1 [ Find 1| mefresh |

InOctets | InUcastPkts | InMcastPkts | InBcastPkts | OutOctets | OutUcastPkis OutMcastPkts QutBcastPkts
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AR O HE OHPAZLL IR LET,

From Port / To Port A— b F72ITR— N OFIPHZEIR L E 9,

BIRLTZA— hOART y MGt U o 2 —1FRE £ RT 51, Find "2 227 ) v 7 LET,
FRENTWDO NNy MEEH I U o Z — 1R Z T T 5121E, Refresh R& %227V v 7 LET,

BR LA — bRy MEEE D O o 2 —1E#RE 7 V7T 5121%, Clear "% %7 U w27 LET,
TRTCOR— b OAT Y MG T o2 —1EHEZ 7 VT3 5I121%, Clear All AZ %27 Vv 7 LET,
R— b TR SN T —DHAEF/RT 5%, Show Errors R¥ %27 U v 7 LT,

Show Errors h¥ %7 U v 735 &, LLFIORTEENERSIILET,

Counters Errors

rc Errors

BIOHEMHICEAIZIX, Back RZ %27 Vw7 LET,
—EBICERENTWAIERAZFHT 512X, Refresh RZ %27V v 7 LET,

11. 2. 3 Counters

Counters W[ TlX, YR — bR ry "NEFD U U X —OFFFREE R L ET,
K A~ T 5121, Monitoring > Statistics > Counters #7 V w7 LE7,
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Counters

- C

From Port  [Port1/0/1 To Port Port1/0/1 T i
l Clear || Clear All |

AREEOREHE O ZLL TR LET,

From Port / To Port A= N FEITAR— SO Z B L4,

R LI — b O T y MR D o =l EME S 5120F, Find RZ %27 U v 7 LET,
KRSNTODNT Y MREGRIA D 2 —1E A BT 51218, Refresh N7 %27 ) v 7 LET,
BIRULIEAR—hOAT Y MigEt v o 2 —1G#wE 27 V7351208, Clear R¥ %7 ) v 7 LET,
FTRTOR—=bONTy Mgt U o =15z 27 ) 7351213, Clear All ¥ %27 ) v 7 LET,
Ty MR D v S — R OFEMIGE A 2R 5121E, Show Detail WZ &7 Y v 7 LET,

Show Detail R¥ %7 U v /35 &, LFIORTHENERIILET,

210/250



11 Monitoring | 11.2 Statistics

Port Counters Detail

3

C Detail

Port1/0/1 Counters

!%

BIOEEIZEAIZ1E. Back "2 > %27V v 7 LET,
FRENTWAIEREFHFT HI121%. Refresh RZ %227 U w7 LET,
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11.3 Mirror Settings

Mirror Settings Hi[E ClX, "—FIT7—U 7 HHRELET,
ARHE[HEZF R T AL, Monitoring > Mirror Settings #7 Vv 7 L £,

“Wirorsewmge

Mirror Settings
Session Number 1
Port
Destinaion O[Port [¥] [Portiion ~]
From Port To Port Frame Type
Source O[Port [¥] [Portiion [v] [Porttion [~] [Beth ~
CPU RX
| Add || Delete
Mirror Session Table
[AiSessin ] [ 9]
T e
1 Local Session
Mirror Settings DA H OHBHI & LI TR L E T,
RTA—HF— B
Session Number T TOHN Yy a v EEE I~4 0 HIEIR L ET,
Destination SR — NESERETHILAICT =y 7 LET,
e Port :%ifeAR— FZIBIRL £7,
Source EEILAR— FEFELITIACL 2 ET A5 0I1CF =y 27 LET,

e Port: HEILAR— MNERRET HHLAITIRINL £77,
o From Port / To Port : 25570 — M OFMHZEIR L 7,
o Frame Type : X7 —V 7 %475 N T 74 v 7 DOFHENT I
M HEIRLET,
» Both: ZfELEEOMAED NTF7 7 4 v 7IZHEHLET,
> X ZENT 74y 7 ORITHEHA L ET,
> X XMEFN T 74y 7 ORTHHALET,
o CPURX: CPUSED NI 74 v 7 2 G0 LGEICT =y LE
R
e ACL: ACL T T =V 7 %ITH/%7y &KV IATSGEITRIRL
E3 e
o ACL Name : X7 — U 7357y hOFMfEELE L THEHTS
ACL 44 % 32 SLFLINTASI L ET,

T—U T OREEBMNTHIE, AdAdRZ %27 U w7 LET,
F—UV T ORELHIFRT AL, Delete RZ %7 U w7 LET,

%

— b
—k

V2wl
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Mirror Session Table O IEHH OB Z LI FIZ R LE T,

Mirror Session Type

FRTHI TV ITHREHFREZLUTONT NN ELEIR L E T,

e All Session: T RTOFREZERT HHEITERL 77,

e Session Number : IR L7t v g v BSDOREDHAERT IHES
WWERLET, FORey X7 Y ARNT, RrnTdhEyiay
BB LTI~MOWTRERIRLET,

AN LR TR I T—V T ERET DL, Fid R¥ &2 Y v 7 LET,
2TV U TREDTEMIEHRAEERT HI12IX, Show Detail R¥Z %7 U w7 LET,

Show Detail "¥ %7 U v 735 &, LLFIORTEENERIILET,

Mirror Session Detail

!

Detail

BIOEEIZEAIZ1E, Back "2 > %27V v 7 LET,
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11.4 Device Environment
Device Environment E[E Cl, HEED AT —H ZARLBRERIRE R EOT A ABREERLZFZRLET,
AN H &9 HI21EL, Monitoring > Device Environment #7 VU v 7 LU$9,

Device Environme

Detail Temperature Status

I S camet empos

1 Mormal 40.5C
Health Status
T, T e coe
1 Mormal 000000

Slide Switch Status

1 Off
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12 Green

Green A == —TCiL, HEOR— MEEIEEICHET IREZITVET,

12.1 EEE

EEE (@i, IEEE 802. 3az THIE S415 EEE DX E ATV E T,
KW A RT 521X, Green > EEEZ 27V v 7 LE7,

- EEE Settings
From Port To Port State
Port1/01 Port1/0/1 Disabled

AR OHFHE OHPAZLL IR LET,

From Port / To Port R—MEFITAR— FOFKFHZ BTN L 4,
State EEE ®™4RkHE (Enabled / Disabled) # &R L £,

FELREHT AHITIE, Apply REZ %227V v 7 LET,
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13 Alarm

Alarm A = =2 —TClE, 7P =4 LED 12 L 2 mmIcl+ 2R EXITVET,
Alarm D Tl AV T A=a—0O—EE2 U TORIITLET,

HE | A=a—A B

13.1 Alarm Settings T, ED OEMED R E

L
L

I | U

13.2 Alarm Debug T, ED ™ A b D FEfii

13.1 Alarm Settings

Alarm Settings M TiX, 7 —BLOEE LED 7 7 — A EEZITVET,
K& FRT 5121, Alarm > Alarm Settings %7 Vw7 LET,

Buzzer Global Settings

Buzzer State Disabled [v] Current Status: Inactive
Buzzer Beep Type Default [v] Duration {1-60; 0: Infinite) sec
Waming Time Left: 60 sec

Warn-LED Global Settings

Wam-LED State Duration (1-60; 0: Infinite) sec

Apply

Alarm Port Settings

From Port Port1/0/1 [v] To Port Port1/0/1 [v]

Alarm Mode All [v] Cuase All [v] State

Alarm Buzzer:

e T =~
Port1/0/1 Disabled -
Port1/0/2 Disabled
Port1/0/3 Disabled
Port1/0/4 Disabled
Port1/0/5 Disabled
Port1/0/6 Disabled
Port1/0/7 Disabled
Port1/0/8 Disabled
Port1/0/9 Disabled
Port1/0/10 Disabled
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Buzzer Global Settings M&IEH OtHZ LI TIZR L F T,

ING A —H—

G

Buzzer State

T REE D a0 — XN )L TE (Enabled / Disabled) Z IR L £
7,

Current Status

TP EERERED 7 — LR ERRE N E R SIVE T

Buzzer Beep Type

7%~%¢ﬁ®ﬂ& YELUTOWTINNHERLET,

o Default: B —7"E% 2 S LC2 RS L W) F— %
) 3&'?‘*5/\ z ETR'L?'?‘

e Type 1: 2MHE—7EZIEL LTS MHEST LW R —1 %
MR IGAEITEIR L7,

e Type 2: E— 7" H% 5 VS LCH RIS L W) \F— i
DIRTIGEITEIR L E T,

e Type 3: E— 7" H% 8RS LT 2 RS L W) \F— i
DIRTIGEITEIR L E T,

Duration

THF—OBERR () % 0~60 OFPATASLET, 0 2HET
L B S N NIRRT OEE N TN E Y AL

Warning Time Left

LA X FRAERFO TP —F 1L TOERRFRINA R R INET,

REZHEMT 51

WX, Apply RZ %27 ) w7 LET,

Warn—LED Global Settings O MEHE OFBAZ LI FICR L ET,

NI A—HF— B

Warn—LED State L LED OYREE (Fnabled / Disabled) Z 3N L £,

Duration oA LED O#EMERRR] (BP) % 0~60 OB TAHLET, 0 2IEETH
b BRI N NI ARRRI T LED I X D EE M ThILE R A,

REZTWHTHICIE, Apply REZ2 27U v 7 LET,

Alarm Port Settings O HE OFHAZ LI IR LE T,

NI A—H— i B
From Port / To Port A— N EIIAR— hORFHEZRR L 7,
Alarm Mode LA R NREFOT T —L2F— RZLL TR L£9,
o All: 7 —LELED 1T K HEE ATV ET,
e Buzzer : 7\"‘55—GCJ:6@@: ITWET,
o Warning LED : %5 LED | X & 24TV E T,
Cause BEAN PR TNORIRLET,
o All: L—T7RHB LA b—LRARFICEL L £,
e Loop Detection : /L — 7 FaHERIZEL 1 F 4,
e Storm Control : A h— AFEAERFZESE L E T,
State T T — NEEAEREEE DR BE (Enabled / Disabled) AR L E4,

RELZEATHICIE, Apply RE 227U v 7 LET,
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13.2 Alarm Debug

Alarm Debug Mjjfi TiX, 7 ¥ —84 LED D7 A N &ATH Z &M TEET,
KW & FRrT D121, Alarm > Alarm Debug #7 UV v 7 L £,

“REmDeBO T

Buzzer Beep Debug

Buzzer Beep Debug (Apply again to cancel)

Warn-LED Blink Debug

Wam-LED Blink Debug (Apply again to cancel)

From Port Port1/0/1 [v] To Port Port1/0/1 [v]
Buzzer Beep Debug O&IHH OB & LI FIZ/R LE T,
NI RA—HF— A
Buzzer Beep Debug TP —=DFT A FEITWET, Apply RE %7V v 757N, EH)
CEIENEID DY £,
Warning LED Blink Debug D4-IE H OfuH 2 L IR LE 9,
NI RA—HF— A
From Port / To Port L LED DT A FEITWET, T A M4 5EL LED O R — b O & %
RU. Apply R¥ %7V v 7T 5N, A e 7RI EDLY £
7
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14 Save

B EEO T 0 F SR E 2= CEIREN TN DY — AN —ICRREN TN D Save hF &7 U v
7L, BRENDLY T A=2—0 Write Memory 7 U v 7 3% & BAEDORE Z RIS L WIHIZEIT
L/\i—a—o

14.1 Write Memory

Write Memory [Hiffi Cld, BI{EDRRE G2 BN EICEZIALE T,
ARE[HEZFR AT AL, Save > Write Memory 27V v 7 L4,

Write Memory

Destination filename startup-config? [y/n]: Yesﬂ
Write Memory Secondary

Destination filename secondary startup-config? [y/n]:

AKEEHOKHEEOFHAEZ L MR LET,

NI RA—F— G|

Write Memory Yes #iIN L T Apply RZ > %27 U w735 &, BIIEEORTEEH®RE T T
A~V —ORENIRE T 7 A MIEZIALET,

Write Memory Secondary | Yes ZEIRL T Apply RZ %27 Vv rt5L, BHEOHRTHERE>ED
VHE U —DREIRRE T 7 A MIEZIARET,
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15 Tools

Tool IRZ VD, A A= T 7 ANRRET 7 A NVORIEEITH Z LB TEET,
Tool RZ %7 Vw7 FTHELUTOY T A=a—0NHE L7,

HE | A==a—4 =

15.1 Firmware Upgrade & Backup A A =TT 7 A IVOEME

15.2 Configuration Restore & Backup RET 7 A INOEAE

15.3 Tech—support Backup AR — MERDO NNy 7T
15. 4 Log Backup VAT T DN T T TS
15.5 | Restore & Backup —fEV AT RNy T T
15. 6 AAA-local—db Download & Backup AMA T —HNT —HZ =R T 7 A )LDOFEME
15. 7 SSL Files Download & Backup SSL B 7 7 A /L DO ERE

15. 8 CSR Files Backup CSR BHi#E 7 7 A /L DO ERE

15.9 | Ping Ping MFAT

15.10 | Trace Route Traceroute M FEFT

15.11 | Reset VAT ALYy NOFLT

15.12 | Reboot System VAT LAFEBIOFET

15.1

Firmware Upgrade & Backup

Firmware Upgrade & Backup A == — B, A A=V 7 7 A NDT v 7a— KXy n— NEFELT
LET, BBNT 277 =20 =T7%, BT v TR —RLIEA A=V T 7 A NVICEHT D56, %
BOFEIPLEICRD ET, £/, Ty TR —RLEA A=V T 7 A ABEEIA A —VITHRESN
TWARWIES L, Management > File System O CTHEIA A— 2 A EFTAMLERH Y F9°,

Firmware Upgrade & Backup A ==2—% 7 U v 735, UTFTDOYH T A=a—nEKrInEzT,

HE | A==a—4 =

15.1.1 | Firmware Upgrade from HTTP HTTP Tu—H /L PC N EA A= 7 7 A V% Bf%
15.1.2 | Firmware Upgrade from TFTP TFTP Y= = A= 7 7 A )L % Bt
15.1.3 | Firmware Upgrade from FTP FTP = "= A A= 7 7 A L& BT
15.1. 4 | Firmware Backup to HTTP HTTP Tu— WL PCITA A=V 7 7 A VEARE
15. 1.5 | Firmware Backup to TFTP TETP Hr—/N—TA A =TT 7 A VW EARE

15. 1.6 | Firmware Backup to FTP FTP Hh— "= |2 A A =TT 7 A )V EARE
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15.1.1 Firmware Upgrade from HTTP

Firmware Upgrade from HTTP [ CiX. HITP Tr—Hh/L PC MOLEBEIIA A =T 7 ANET v
n— RLET,
ANEHEZFRT HIZIE, Tools > Firmware Upgrade & Backup > Firmware Upgrade from HTTP % 7
Vv 7 LET,

Source File | Browse... |

Destination |Fi|e or Path {64 chars} |

[ upgrace |
AKEEHOKEHHOBHAEZ L TIRLET,
NI RA—H— B
Source File Browse "Z %7 Vw7 L, a—hLPC EDA RA—=TT 7 A )L EHIR
L$9, Browse RZ L DEDR 7 AT 7 ANEK ERANKREIN
e
Destination EEIRTFT D7 7 ANVA ERA% 64 LTLUNTATILET,

A A=Y T7ANDT v 7 u— REIET5I21E, Upgrade ¥ %7 ) v 7 LET,

15.1.2 Firmware Upgrade from TFTP

Firmware Upgrade from TFTP & TiX, TFIP h—R—nEH A A=V T 7 AN ET v 7 u—RKLET,
AKHE A % F T 5121k, Tools > Firmware Upgrade & Backup > Firmware Upgrade from TFTP % 7
Uy LET,

T ——T

R e
Source |Fi|e or Path {64 chars) |
Destination [Fite or Path (64 chars) |
=

A OEEE O AZ LTI R LET,

NI RA—H— B

TFTP Server IP TFTP H—_"—®D IP 7 KL A, IPv6 7 KL AZ AN LET, TT4R

X TIPT RLADOKA (IPv4 / IPv6) ZHEEL T,

Source TFTP B — = LD T 7 A V4 L /82 % 64 XTFTLINTASN LET,

Destination HEEIRGET DT 7 AN ENRR%E 64 TFUNTANLET,

A A= T7ANDT v 7 ua— REETHI21E, Upgrade "X %7 Y v 7 LET,
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15.1.3 Firmware Upgrade from FTP

Firmware Upgrade from FTP [#j[&i ClX, FIP —R—InH A A=V 7 7 A VBT v 7 ua—RKLET,
AW H % FKRT HI21%. Tools > Firmware Upgrade & Backup > Firmware Upgrade from FTP % 7
Uy 27 LET,

LT —
- Jows

TCP Port (1-65535) |

User Name B2 chars

Source |Fi|e or Path (64 chars)

|
|
Password |15 chars |
|
|

Destination |Fi|e or Path (64 chars)

AREEDOAEE D@ Z LTI R LET,

NI RA—HF— G

FIP Server IP FTP Y—/ 3= IPv4 7 RL A E /X IPV6 7 RLAZ AN LET, 7V
FRZTIPT RLUADOEA (IPv4 / IPv6) ZHEEL £,

TCP Port FTP ##ke i 3% TCP AR — K& 5% 1~65535 OFFHTA LET,

User Name FTP #&el i 52— —4 % 32 SLFLUNTATI LET,

Password FTP el i3 5 /3 A U — R%& 15 XFLNTAILET,

Source FTP 4 — 3— LD 7 7 A N4 L X2 % 64 SLFLNTANLET,

Destination EEIRGTT D7 7 ANV LR % 64 SLTF-LINTAD LET,

A A=Y T7ANDT v 7 ua— REET5HI21E, Upgrade Z"Z %7 ) v 7 LET,

15.1.4 Firmware Backup to HTTP

Firmware Backup to HTTP [ ClX. HTTP T —Hh /)L PCIZA A=V T 7 A NE N0 7T v LET,
AKEH &9 5121k, Tools > Firmware Upgrade & Backup > Firmware Backup to HTTP %#7 V v
7 LET,

Source File or Path (64 chars) |

AKEHOKHHOBHAZ L TIORLET,
R A T
Source WEDT 77— AT 2T 77 ANV ENAE 64 TFLNTAN LET,

AA=T T ANDNNy I T v T EET DL, Backup R¥ &7 Y v 7 LET,
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15.1.5 Firmware Backup to TFTP

Firmware Backup to TFTP [ CiL, TFTP %r—R—|{lA A= T 7 AN a7 T v 7 LET,
AN % FRT H121%. Tools > Firmware Upgrade & Backup > Firmware Backup to TFTP %27 U v
7 LET,

e B — T

[ Jors
Source |Fi|e or Path {64 chars) |
Destination [Fite or Path (64 chars) |
[heoon ]
ARBEEOFEE O Z L FIRLUET,
NRIRA—H— LA
TFTP Server IP TFTP H—/N—®D IPv4 7 FL A E 721X IPv6 7 RLAZ AJLET, 7
VARLZTIPT FLADEA (IPv4 / IPv6) ZHEELET,
Source BWEDOA A= T 7 AN ERRAE 64 XFUNTATLET,
Destination TFTP H— R—TORIFET 7 A NE L /XA % 64 LFLNTAN LET,

AA=T T 7 ANDNY I T v T HEET HIZIE, Backup R¥ &7 U v 7 LET,

15.1.6 Firmware Backup to FTP

Firmware Backup to FTP [ CiL. FIP V—NR—lZA A=V T 7 ANV BN I T v 7T LET,
ANHEHE Z FnT 5121, Tools > Firmware Upgrade & Backup > Firmware Backup to FIP #727 U v 7
=

FTP Server IP [~ - e

o ome
TCP Port (1-65535) [ |
User Name |32 chars |
Password |15 chars |
Source |Fi|e or Path {64 chars) |
Destination [Fite or Pain (64 chars) |

[ oo |

223/250



15 Tools | 15.1 Firmware Upgrade & Backup

A OAEH O H &2 UL TIIR LET,

NI RA—F— G|

FTP Server IP FTP H—/X—D IPv4 7 KL AE 72X IPv6 7 KL AZ AN LET, TV
ARZTIPT RLUADOIEK (IPv4 / IPv6) #HEELET,

TCP Port FTP &5l fH 9% TCP AR — h & 5% 1~65535 DI TATI L £7,

User Name FTP #&el i 52— —4 % 32 SLFLUNTATI LET,

Password FTP #5651 5 820U — R& 15 CFLUNTAN LET,

Source HEDA A= T 7 ANV ENRR%E 64 LTFUNTADLET,

Destination TFTP % — R—TDORIFET 7 A N4 LN A% 64 CFEUNTAT LET,

AA=T T 7 ANDNY T T v T EMET HITIE, Backup R¥ %27 Y v 7 LET,
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15.2 Configuration Restore & Backup

Configuration Restore & Backup A ==—MDld, REZ 7 ANDNNy 7T w7 UARNT ZF[TT
S
Configuration Restore & Backup A ==2—% 71U v/ 95L, UTFTOVTA=a—RNERRINET,

BHE | A==a—4 B

15.2.1 | Configuration Restore from HITP HITP Twa— /L PC N LRETE T 7 A V& B
15.2.2 | Configuration Restore from TFTP TETP H— "= HERE T 7 A L& B
15.2.3 | Configuration Restore from FTP FIP — =L E 7 7 A V& s
15.2.4 | Configuration Backup to HTTP HITP Tr— A /V PCIZERE T 7 A V& RE
15.2.5 | Configuration Backup to TFTP TFTP Y — R—|ZRE 7 7 A IV &R

15.2.6 | Configuration Backup to FTP FTP Y — R—ZRE T 7 A IV ERE

15.2.1 Configuration Restore from HTTP

Configuration Restore from HTTP [ CliX, HITP T — W /L PCIOLRET 7 A NV EEILTEET,
K & £ R 5121, Tools > Configuration Restore & Backup > Configuration Restore from
HITP 227 U v 7 L ¥,

Source File | Browse.__|

Destination |F|Ie or Path {64 chars) | [] running-config [ | startup-config

Replace

AW OAIHE OB EZ L TIR LET,
INTG A —F— G|
Source File TXARNRY I AZHLTNT Y 7350, Browse RA L Z 7Y v

L. 2—HF/VPC EORET 7 A /V%ERIN L £9, Browse IRH¥ L DED
RNy I AT 7 AN ERAPFIRINET,
Destination HEEIRTFTARET 7 A N4 XA % 64 LTF-LINTAD LET,
e running—config % F = v 7§ 5L, BUEDOREIZKMR L ET,
o startup—config #F = v 7§ 5 &, HERFREICKMR L ET,
Replace BEEBORET 7 A NVEBIWZDGHICT 2y 7 LET,

RET 7 ANDOETLEBIAT 521X, Restore R¥ %7 U w7 LET,

225/250



15 Tools | 15.2 Configuration Restore & Backup

15.2.2 Configuration Restore from TFTP

Configuration Restore from TFTP [ Ci%, TFTP — R—MnELRE 7 7 ANV EE T L £,
AN ZF T HI121X. Tools > Configuration Restore & Backup > Configuration Restore from
TFTP 27V v 7 L £,

e [ Jeew

— eV
Source |Fi|e or Path (64 chars) |
Destination |Fi|eor Path (64 chars) | [] running-config [ startup-config
Replace
[resore ]
KB OASEE O Z L TIR LET,
NI RA—H — B
TFTP Server IP TFTP H—sS—D IPv4d 7 RV A E X IPv6 7 RLAZ AN LET, 7
TARL L TIP T R ADEA (IPva / IPv6) ZHEE L £,
Source TFTP —_R— LD T 7 A N4 LN A% 64 LFLUNTAN L ET,
Destination EEIRGTORET 7 A VA ENNR%E 64 LTFLNTATILET,

e running-config Z#F = v/ 35 L, BUUEDORTEIZKML F T,

e startup—config Z#F = v 7§25 L, EEWEEICKBLET,
Replace EEORET 7 ANVEBERZDGE T =y 7 LET,

RIET 7 A NDEITLEGT HIZIE, Restore hZ %27 U w7 LET,

15. 2.3 Gonfiguration Restore from FTP

Configuration Restore from FTP & ClX, FTP — N—MOLREZ 7 ANV EE T LET,
K & £ R 5121, Tools > Configuration Restore & Backup > Configuration Restore from
FIPZ27 Vv 7 LET,

N e —

. Jows
TCP Port (1-65535) | |
User Name |32 chars |
Password |15 chars |
Source |Fi|e or Path (64 chars) |
Destination |Fi|e or Path {64 chars) | ["] running-config [ | startup-config

Replace

[ ]
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AT OALE H O 2 LU IR LET,

NI RA—F— G|
FTP Server IP FTP #— =D IPv4 7 KL AE /2L IPv6 7 KL AZ AN LET, TV
ARZTIPT RLUADOIEK (IPv4 / IPv6) #HEELET,
TCP Port FTP &5l fH 9% TCP AR — h & 5% 1~65535 DI TATI L £7,
User Name FTP #&el i 52— —4 % 32 SLFLUNTATI LET,
Password FTP B85l Al 4 5 /AU — R4 156 TFUHNTASL LET,
Source FTP #— "— LD 7 7 A N4 L X2 % 64 LFLNTANLET,
Destination TEEIRTTORET 7 ANV ENAE 64 LFLNTAD LET,
e running-config #F = v 735 L, BEORTIZKMEL E T,
o startup—config #F = v 7§ 5 &, HERFEREIIKBR L E T,
Replace EEORET7 7ANEBEBEMZDIGHICT v 7 LET,

RETZ 7 ANVDETLEBIBET AITIE, Restore R¥ %27 Uo7 LET,

15.2. 4 Configuration Backup to HTTP

Configuration Backup to HTTP [ Cl%. HTTP Tu—Hb/)L PCIZREZ 7 A NVE N 7T v 7 LET,
KW & 4 5121k, Tools > Configuration Restore & Backup > Configuration Backup to HTTP
7y LET,

Source File or Path (64 chars) | [] running-config [ startup-config

AW DOFLEH O % L FIoR LET,
NI RA—F — A
Source TEEEORET 7 AN E XA 64 LTFLUNTATILET,

e running-config #F = v/ 35L&, BIEOKEEZIELET,
e startup—config #F = v/ 5 L, EEFRFFRTEEZEIELET,

ET7ANDN Y 7T TG 51213, Backup NF & U w7 LET,

e
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15.2.5 Configuration Backup to TFTP

Configuration Backup to TETP i ClX, TFTP 4 — _—|CRE T 7 AN E N I T v 7T LET,
ANHEHE & 7T 5121, Tools > Configuration Restore & Backup > Configuration Backup to TFTP
o7 Uy 7 LET,

T E—CT
— T

Source |Fi|e or Path {64 chars) | [] running-config [ | startup-config

Destination [Fite or Path (64 chars) |

AREEDOAEE D@ Z LTI R LET,
RTA—HF— B
TFTP Server IP FTP % —/"—®D IPv4 7 FLAE /21X IPv6 7 RLAZ A LET, 7V
AR TIPT FLADRA (IPv4 / IPv6) ZHEE L E7,
Source HEEORET 7 A NG ENRAE 64 LTLUNTANLET,
e running-config #F = v 735 L, BEORTEEZEGLE T,
e startup—config #F = v 745 &, EERFRELISG L X,
Destination TFTP % — R—TDORIFET 7 A N4 LN A% 64 LFEUNTAT LET,
RET 7 ANDNY I T v T 2R T HI21E, Backup R¥ %227 U w7 LET,

15.2. 6 Configuration Backup to FTP

Configuration Backup to FTP i CiL., FIP —N—IIREZ 7 A NVERNy I T v 7T LET,
AN % FoRT A121%. Tools > Configuration Restore & Backup > Configuration Backup to FTP
o7 Uy 7 LET,

FTP Server IP [ e

[ Jome
TCP Port (1-65535) [ |
User Name [32 chars |
Password |15 chars |
Source |Fi|e or Path (64 chars) | [] running-config [ startup-config
Destination [File or Paih (64 chars) |

e
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AT OALE H O 2 LU IR LET,

NWNIA—F— G|
FTP Server IP FTP #— =D IPv4 7 KL AE /2L IPv6 7 KL AZ AN LET, TV
FARE U TIPT FLADOKA (IPvd / IPv6) H4RE L £7,
TCP Port FTP $fe (A JH 9% TCP AR — h & 5% 1~65535 DFIPH TAS L ET,
User Name FTP #&el i 52— —4 % 32 SLFLUNTATI LET,
Password FTP B85l Al 4 5 /AU — R4 156 TFUHNTASL LET,
Source HE EOBRET 7 AN/ ENAE 64 LFTLUNTATILET,
e running-config #F = v 735 L, BEORTEEZEEGLET,
o startup—config #F = v 735 &, HERRELIGLET,
Destination FTP — R—TORET 7 A V4 LR R % 64 LFUNTASTILET,

RET 7T ANDN Yy 7T v T EBAET HI21E, Backup RZ %27 U w7 LET,
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15. 3 Tech—support Backup

Tech—support Backup A == —5i%, R — MERDO NI T v T H2FITTETET,
Tech-support Backup A ==2—% 27V v 7 95L, UFOV T A=ma—RNERINET,

EHE A=a—4 M=
15.3.1 | Tech-support Backup to HTTP HTTP Cw —# /v PCIZH AT AR — MMEWZ RAT
15. 3.2 | Tech—support Backup to TFTP TETP Y— R — |2 iV — MEFRE A

15.3. 1 Tech—support Backup to HTTP

Tech—support Backup to HITP & ClX. HITP Twu—h/L PC 2T AR — MERZ 7 A VBN
T LET,

AN % FsT 512X, Tools > Tech—support Backup > Tech—support Backup to HTTP %272 U v 7
LET,

Tech-support backup to HTTP

Bl — MER 7 7 A NVDNRy 7T v T HBMT HI121%, Backup R¥ %227 U w7 LET,

15.3. 2 Tech-support Backup to TFTP

Tech—support Backup to TFTP [#j[f TlX., TFTP H— — IV R —MER 7 7 AN BN I T v
ng‘a—o
AKE[H & Fv9 521X, Tools > Tech—-support Backup > Tech—-support Backup to TFTP #7 U v 7
LET,

TFTP Server IP [ J@re

[ Jors
Destination [File or Pain (64 chars) |
=
A OEEE O A LI R LET,
NI RA—F— BT
TFTP Server IP TRTP #—/N—@ IPv4 7 KL AE 721X IPv6 7 KL AZ AN LET, 7
VAR TIPT RLADA (IPv4 / IPv6) #HELET,
Destination TFTP % — R—TDORIFET 7 A N4 LN A% 64 LFEUNTAT LET,

Bl AR — MER 7 7 A NVDNRy 7T v T HBMT HI121%, Backup R¥ %27 U w7 LET,
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15.4 Log Backup

Log Backup A ==—Mmblf, VAT L0 DNy 77T v 7 HETTEET,
Log Backup A ==2—% 27V v 7 95L, UFOVTA=a—RNERINET,

BHE A=a—4 B
15.4.1 | Log Backup to HTTP HTTP CTra— /L PCIZ AT v J &4 TF
15.4. 2 | Log Backup to TFTP TFTP Y — =2 AT ba 52 R_TF

15.4.1 Log Backup to HTTP

Log Backup to HTTP i CTli&, HITP TR —A )V PCIZV AT LT 2Ry 77 v 7 LET,
AWl % kT 5121%. Tools > Log Backup > Log Backup to HTTP #27 U v 7 L¥ 9,

Log Type (@) System Log () Attack Log

AWM OEEE OFAEZ L TITRLET,
NI RA—F— G|
Log Type Ny 7T 7T lOfEEUTOELLNLRIRLET,

e System Log ZEIRIT B L., VAT Lul %X T v 7 LET,
o Attack Log #IRT B, TH I/l w07 v 7 LET,

VAT AT DNy T P EFBT DL, Backup KX BT ) v LET,

15.4. 2 Log Backup to TFTP

Log Backup to TFTP i T, TFTP Hh— R_—|Zv AT L0l % v 77 v 7 LET,
KW & ZFRrT 5121%. Tools > Log Backup > Log Backup to TFTP #7 U v 7 L¥ 9,

TETP Server IP [ ek

[ Jows
Destination |Fi|e or Path (64 chars) |
Log Type (@) System Log () Attack Log
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AKEHOKEHEOFHAEZ L TITRLET,

NI A—HF— B
TFTP Server IP TRTP #—/N—@ IPv4 7 KL AE 721X IPv6 7 KL AZ AN LET, 7
UARL U TIPT RLADFA (IPv4 / IPv6) ZHEEL £,
Destination FTP — R—TORET 7 A V4 LR R % 64 LFUNTASTILET,
Log Type Ny 77 w7 T5u70fBAZUTOELLPNGEIRL £,
o System Log ZEIRT AL, VAT Lul % X077 LET,
o Attack Log ZEIRT A E, 7 H v/l a2 o7 v LET,

VAT AT DNy T S EFBT DL, Backup KX BT ) v LET,
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15.5 Restore & Backup

Restore & Backup A== —Mn6id, A A= T 7 ANRER T 7 ANTED T 7 A4 —RKD—FFEL A

cNTBIXORy 77 v TR TEET,

Restore & Backup A ==2—% 27V w7 95¢L, UTFTOV T A=a—RNERINET,

BE | A=a—4% B

15.5. 1 | Restore from TFTP TETP H— "= b —FE L A N7 % Fhi
15.5.2 | Restore from FTP FTP Hh— 3= —fE LA b7 % 58

15.5.3 | Restore from SD Card SD 71— R b—FfE LA N7 & FEfi

15.5.4 | Backup to TFTP TFTP H— N—Z—fE > 7 7 v 7 % 5
15.5.5 | Backup to FTP FTP thr— "—|Z—FE N 7 7 > 7 % Fifii
15.5.6 | Backup to SD Card SD — RIZ—H5y 77 v 7 & %

15.5.7 | SD Card Backup Clone SDH— R/ a—=r T AN NI T T

15.5.1 Restore from TFTP

Restore from TFTP & Cl. TFTP r— X—n 5

—FEL A R T BITWVET,

AN & Fon T H121E. Tools > Restore & Backup > Restore from TFTP 27 U v 7 L9,

TETP Server IP [ |eowra

— el
Prefix |1 2 chars
Source Path |54 chars
Option [[] no-access-defender [ ] no-software
Reboot |
AR DA H OF I 2 LU R LES,
NI RA—F— A

TFTP Server IP

TFTP — "—® IPv4d 7 RL A E7/=1X IPv6 7 RLAZ A LET, T
CHRZTIP T RLADEA (IPv4d / IPv6) #4RE L £,

Prefix

BT 7 ANMIMIMENTZT VT 4 v 7 A% 12 LFLNTATLET,

Source Path

TFTP H— _R— D7 7 A VD2 % AH L FET,

no—access—defender

Access Defender 7 7 A WV DHRk BT H5EICT =7 LET,

no—software

VIR =T 77 A NVOEREEEAM T DGAICTF =y 7 LET,

Reboot

T ANPERSNERICER BRI T 58Ty 7 LET,

—¥E VA NT HBIET AI2iX. Restore R¥ %27 U v r7 LET,
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15.5. 2 Restore from FTP

Restore from FTP i ClX, FIP — _"— 6 5L 2 M7 2 Efi L £,
AN 7 2T D121, Tools > Restore & Backup > Restore from FIP 27 VU v 7 LET,

e —————

FTP Server IP [ |eomra
[T
TCP Port (1-65535) | |
User Name |32 chars |
Password |15 chars |
Prefix |12 chars |
Source Path |54 chars |
Option [] no-access-defender [] no-software
Reboot |
[ o]
ARBEEOFEE O AZ L FIR LET,
NRIRA—H— B
FTP Server IP FTP % —/_R—®D IPv4 7 FLAE 72X IPv6 7 RLAZ A LET, 7
FREZTIPT FUADA (IPvd / IPvE) Z45E L £7,
TCP Port FTP B&f5e 2 95 TCP AR — R &5 % 1~65535 D& TATI L £7,
User Name FTP &l 02— —£ % 32 LFLUNTATI LET,
Password FTP Bl fE T2 /32T — K& 156 LFLUNTATI LET,
Prefix K77 A MMM ENTZT VT 4 7 A% 12 SCFLUNTAN LET,
Source Path FTIP 4—RX— D7 7 A VXA Z AT LET,
no—access—defender Access Defender 7 7 A /VDERIEZ BT AGEAEICTF v 7 LET,
no—software VTN =2T 77 A IIVDErEEZBRT HAE5ICTF v 7 LET,
Reboot Ty ANBETLINRICEEEFERTA5AICT =y 7 LET,

—E VA NT HBIET A2, Restore R¥ %27 U v r7 LET,

15.5.3 Restore from SD Card

Restore from SD Card Hjj ClX., ¥EEIZFHALZSD h— R —~4ELV AN T2 FE LET,
A 7 2T D121, Tools > Restore & Backup > Restore from SD Card #7 VJ v 7 L £,

Prefix [12 chars |
Source Path |54 chars |
Option [] no-access-defender [] no-software
Reboot |

[ ]
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AT OAE H ORI 2 LU IR LET,

INTGA—F—

Gl

Prefix

BT 7 ANMIMIMENTZT VT 4 v 7 A% 12 LFLNTATLET,

Source Path

SDH—REDZ 7 AN AEATLET,

no—access—defender

Access Defender 7 7 A WV DHRk BT D5 EICT = v 7 LET,

no—software

VIR =T 77 A NVOEREEEMT D55 ICTF =y 7 LET,

Reboot

T ANPERSNIERICERE BRI T 58Ty 7 LET,

—E VA NT ZBIET AIZ1X. Restore R¥ %27 U v r7 LET,

15.5. 4 Backup to TFTP

Backup to TFTP [ CiX, TFTP r—_"—IC—ENy 77 v 72 EZ L £,
RE[H 2R T AL, Tools > Restore & Backup > Backup to TFTP #72 VJ v 7 L £,

TETP Server IP [ |eora
— el
Prefix [12 chars |
Destination Path |54 chars |
Option [] no-access-defender [] no-software
[ e ]

AT DALE H Ot 2 LU FIR LET,

INTGA—F—

Gl

TFTP Server IP

TFTP H—3—® IPv4 7 RLAFE-1F IPv6 7 RLAZ AN LET, T
UARL L TIPT RLADEAX (IPv4 / IPv6) ZFEE L E T,

Prefix

BT ANMIMSMT DT VT 47 A% 12 LFLUNTATILET,

Destination Path

WW%—N—@%@%774wﬂx%AﬁLiT

no—access—defender

Access Defender 7 7 A LV DERIELZ BT AL TF v 7 LET,

no—software

V7 b =T T 7 ANDOIRR T D5EIC %:r_ v 7 LET,

—fENR Y 7T T ERBAAT 5121, Backup REZ A7 U w7 LET,
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15.5. 5 Backup to FTP

Backup to FTP i CliX, FTP $r—_R—IZ—FE5 v 7 7 v 7% FEhg L £,
RE[H 2R R T AL, Tools > Restore & Backup > Backup to FTP #7 U v 7 L% 7,

e

FTP Server IP [ |eora

o Jom
TCP Port (1-65535) | |
User Name |32 chars |
Password |15 chars |
Prefix |12 chars |
Destination Path 64 chars |
Option [] no-access-defender || no-software

[ ]

A DA H Q@A 2 LT IOR LET,

SRG A= —

Bl

FTP Server IP

FTP %—_X—®D IPv4 7 KL A F 72X IPv6 7 KL AZ AN LET, TV
FAHRZTIPT RLUADEAX (IPv4 / IPv6) ZIEEL £,

TCP Port FTP ##e i 3% TCP AR — R~ &5 % 1~65535 O TA LET,
User Name FTP &l 02— —£ % 32 LFLUNTATI LET,
Password FTP el i3 5 /3 A U — K& 15 XFLINTAI L ET,

Prefix K77 AT DT VT 4 7 Z% 12 LFUNTAS LET,

Destination Path

FTP S — —DRFE T 7 A N AE AT LET,

no—access—defender

Access Defender 7 7 A WV DHRk BT HL5EICT =7 LET,

no—software

VT =T T 7 ANDOEEEERT 5T =y 7 LET,

—FENR Y 7T T ERBAMAT 5121, Backup REZ A7 U w7 LET,

15.5. 6 Backup to SD Card

Backup to SD Card

HEETIE, SDV—REDZ7 7 A V% SD — K EDORIOEGATNIC Ay 77 v 7 LET,

RE[HE 2T~ T AL, Tools > Restore & Backup > Backup to SD Card #7 VU v 7 L% 7,

Prefix [12 chars

Destination Path |54 chars

Option [] no-access-defender [] no-software

[ e ]

236/250



15 Tools | 15.5 Restore & Backup

AT OAE H ORI 2 LU IR LET,

NRIA—F— B

Prefix BT FAMMNINT 7V T 4 v 7 A% 12 LTFUNTAL LET,
Destination Path SD 1— ROBRAFIE 7 7 A VN AB AT LET,

no-access—defender Access Defender 7 7 A LV DEREZEMET HGEICTF = v 7 LET,
no-software VT M 2T 77 ANDEEIEEZAK TG TF =y 7 LET,

—¥ERN 7T o PRI A1, Backup "X E T U v LET,

15.5.7 SD Card Backup Clone

SD Card Backup Clone A TiL, 72— 77 A NVE SDH—RIINNw I T LET, Ja—r77

AL, 7= MEBRE G OERBEOBEICLERTXTOT 7 A VTR INDG RO 7 7 A VEETT,
su—rT 7 A NERED D — RaF UBAOROEEIHAL CRET L, Zrn—rT7 A 1%

ERR LT 2B LRI CEMEZ 35 L 912720 £,

ANHEHEZF~T DL, Tools > Restore & Backup > SD Card Backup Clone #7 U v 7 L ¥,

Upload the system operating files to memory card

I —r T 7 ANDNy T v T EFEET DI, Backup RE &2 v LET,
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15.6 AAA-local—-db Download & Backup

AAA-local-db Download & Backup A == — 56X, AMMA OO — G NT —HRXR—ZAT 7 A )LD 7
T, VARNTEFETTEET,
AAA-local-db Download & Backup A ==2—% 27 Vw7 35L, UFOV T A=a—RNERINET,

HE A=a—4 B

15.6.1 | AAA-local—-db Download from TFTP TFTP Y — _R—Mm 5 MMA B —H VT —HZR_R— 2T 7
ANEZ T a— R

15.6.2 | AAA-local—-db Backup to TFTP TFTP Y — R —|Z AMA 0 — )T —H RXR— 7 7 A
W T T T

15.6.1 AAA-local-db Download from TFTP

AAA-local-db Download from TFTP [#j[i CiL. TFTP — R—mba— /b AN T—HFX—AT7 7 A )L
A a—RLET,
ANHE & FxT DX, Tools > AAA-local-db Download & Backup > AAA-local-db Download from
TFIP %22 U v 7 LT,

TETP Server IP [ |eowra

— T
Source File |54 chars |
AW OAIHE OB EZ L TIR LET,
NI RA—H— LA
TFTP Server IP TFTP Yr—/"—® IPv4 7 RV AE7ZIX IPv6 7 KL RAEZ AN LET, T
UARLZLTIPT FLADOEA (IPv4d / IPve) #HEELE T,
Source File TETP B —_R— D7 7 A V4 L /XA % 64 LFLINTAN LET,

T ANDE Yy a— RERiEd 5121, Download R&Z %27 U v 7 LE9,

238/250



15 Tools | 15.6 AAA-local-db Download & Backup

15.6.2 AAA-local-db Backup to TFTP

AAA-local-db Backup to TFTP [H[H Tix. T —H/L A T —Z _X— A7 7 A L% TFTP ¥ — R— T v
77 v 7 LET,

AEMHE % F 9T HIZIE, Tools > AAA-local-db Download & Backup > AAA-local-db Backup to TFTP
Uy 7 LET,

Destination File 64 chars |

AREEOFEE OB ZLL IR LET,
NI RA—H— B
TFTP Server IP TRTP #—/N—@ IPv4 7 KL AE 721X IPv6 7 KL AZ AN LET, 7
CARZLTIPT RUADOKAX (IPv4 / IPv6) ZHEELET,
Destination File TFTP % — R—TDORIFET 7 A N4 & /XA % 64 CFEUNTAT LET,

T ANDN I T FEBET 5121, Backup RZ &7V w7 LET,
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15.7 SSL Files Download & Backup

SSL Files Download & Backup A ==—/5i%, SSL DO 7 7w A VDR 7T w7 U A NT H#FELT
TEET,
SSL Files Download & Backup A ==—% 7 U v 7345, LUTOYV T A=a—RNERINET,

HE A=a—4 B

15.7.1 | https—certificate Download from TETP H-— "= 5 HITPS GEEA A 7 o — R
TETP

15.7.2 | https—certificate Backup to TFTP TFTP H— _X—IZ HITPS GEHEZ 7 v 71— K

15.7.3 | https—private—key Download from TFTP ¥ — 3—75 HTTPS W87 » A V2 X 7
TFTP o— K

15.7.4 | https—private—key Backup to TFTP TFTP % — X—Z HITPS BT v A NV &2 T v 7

o— R

15. 7.1 https—certificate Download from TFTP

https—certificate Download from TFTP Efi CiL. TFTP Y — N—53EE 2 HTTPS FFAEA # v
n— RNLET,

ANHEH & Fnd 5121, Tools > SSL Files Download & Backup > https—certificate Download from
TFTP %27 U v 7 LET,

Source File |54 chars |

AREEOAEE OB ZLLTFIORLET,
NI RA—F— BT
TFTP Server IP TFTP Yr— 3—®D IPvd 7 KL AF 72X IPv6 7 KL AZ AT LET, 7
VAR TIP T RLADA (IPv4 / IPv6) ZHELET,
Source File TFTP % —_R— LD T 7 A VE LR R % 64 LFEUNTATILET,

HTTPS GEHE 7 7 A VDX v > a— R&BET 5121%, Download R¥ %27 U v 7 LET,
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15.7.2 https-certificate Backup to TFTP

https—certificate Backup to TFTP & Cli&. HTTPS iFHAZEZIEE D TFTP Y — _—Z v 7T v
LET,

ANEHE % Fx9T HI21%. Tools > SSL Files Download & Backup > https—certificate Backup to
TFIP %22 U v 7 LT,

T e—T

[ Jows

Destination File |64 chars |

[ o]

AW ORI OB EZ L TIoR LET,

NG RA—F— B

TFTP Server IP TFTP Yr— 3= IPv4d 7 KL AF 72X IPv6 7 KL AZ AT LET, 7

UAREZTIPT RLADOEA (IPv4a / IPv6) ZfEELET,

Destination File TFTP Y — R—DFEH 7 7 A V4 & X2 % 64 LFLUNTASI LET,

HTTPS GEBHED N v 7 7 v T % BT 5121%, Backup "¥ %227 U v 7 LET,

15.7.3 https-private—key Download from TFTP

https—private—key Download from TFTP Wi Ci%. HTTPS fZ#E~ 7 A /L % TFTP Sr— — L IEE T
Fyrm—RLET,

KW %+~ 5121k, Tools > SSL Files Download & Backup > https—private—key Download from
TFTP 227 U v 7 L £7,

TETP Server IP [ |ewra

 Jow

Source File 64 chars |

s

AKEHOKHHOBHAZ L TIORLET,

NG RA—F— BT

TFTP Server IP TFTP Yr— 3= IPvd 7 KL AF 72X IPv6 7 KL AZ AT LET, T

UAREZTIPT RLADOEA (IPv4a / IPv6) ZfEELET,

Source File TFTP % —_R— LD T 7 A VE LR RA % 64 LFEUNTATILET,

HTTPS b7 7 A VDX 7 > a— R&B#GT 5121%, Download "% %27 U v 7 LET,
7285, SSL E T2 Web FBREN AR RGE, ¥ Urm— R TEEHA,
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15.7. 4 https—private-key Backup to TFTP

https—private—key Backup to TFTP [#j[i CliX. HTTPS fE#E~ 7 A /L 2 3EE DS TFTP $r— 3 — (2w
77 v 7 LET,

ANEH % Fx9 HI21%. Tools > SSL Files Download & Backup > https—private—key Backup to
TFIP %22 U v 7 LT,

T e—CT

—

Destination File 64 chars |

o]

AW ORI OB EZ L TIoR LET,

NI RA—H— B
TFTP Server IP TFTP Yr— 3= IPv4d 7 KL AF 72X IPv6 7 KL AZ AT LET, 7
UARLZTIPT RLADOEA (IPvd / IPv6) ZHEELE T,
Destination File TFTP Y — R—DFEH 7 7 A V4 & X2 % 64 LFLUNTASI LET,

HTTPS FESE 7 7 A VDN 7 7 T BT HI21%, Backup "¥ %27 U v 7 LET,
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15.8 GSR Files Backup

CSR Files Backup A == —51%, CSR 7 7 A IVDNRNy I T v T 5 FETTEET,
CSR Files Backup A=a—%27 Vv 7 95L, UTFTOV T A=a—RNERINET,

HE A=a—4 B

15.8.1 | csr—certificate Backup to TFTP TFTP %r—/_X—|ZCSR 7 7 A N0 I T o

15.8.2 | csr—private—key Backup to TFTP TFTP %— X—|Z CSR LB GE T > A VTN T T
-

15.8.1 csr—certificate Backup to TFTP

csr—certificate Backup to TFTP M CTid. #EEMNS TFTP — =2 CSR 7 7 A VBN T T v 7L
N

ANE 2T HI21%. Tools > CSR Files Backup > csr—certificate Backup to TFTP #7 U v 7
LET,

Destination File 64 chars |

[ Backup |
AREEOATEE O &2 UL FIR LET,
NTGRA—H— G
TFTP Server IP TFTP H—/"—® IPv4 7 KL AL 7/2IX IPv6 7 KL AEZ AN LET, 7
UARLZLTIPT FLADOEA (IPv4d / IPve) #HEELE T,
Destination File TETP H— N—D5E5 7 7 A N4 & N2 % 64 TFLNTAS LET,

CSR 7 7 ANDNNy 7T v 7 %BET HI21E, Backup R¥ %227 ) v 7 LET,
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15.8. 2 csr—private-key Backup to TFTP

csr—private—key Backup to TFTP [H[E ClX. CSR B Y 7 A VA EEEND TFTP Y— _"— 2w 7
7Ty 7 LET,

KM % 777 521X, Tools > CSR Files Backup > csr—private—key Backup to TFTP %#7 U v 7
L%,

Destination File 64 chars |

[ Backup |
AREEOFEE OB ZLL IR LET,
NI RA—F— B
TFTP Server IP TRTP #—/N—@ IPv4 7 KL AE 721X IPv6 7 KL AZ AN LET, 7
CARZLTIPT RUADOKAX (IPv4 / IPv6) ZHEELET,
Destination File TFTP Y — R—DFEH 7 7 A V4 & X2 % 64 LFLUNTASI LET,

CSRFBESE 7 7 A ND/N> 7T v T BT 5%, Backup R %227 Vv 7 LET,
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15.9 Ping

Ping Wi ClX. ®* > hU—7 EDOWDT /A A2 ping #FEFT L £7,
ANEHEZFR T HI21EL, Tools > Ping #27 VU w7 LET,

L

1Pv4 Ping
Target IPv4 Address l:l
Fing Times (1-255) [ |=winite
Tieout 199
sze (32:1500) 2 oyes
Source 1P Acres ]
IPvE Ping
Target IPvG Address 22331
Ping Times (1-255) [ |*Anfnie
Tineout 199
Size (32-1500) 100 bytes
Source 1P Adres I
Start
Ping Access-Class
Ping Access-Class1 Ping Access-Class2 Action Type ACL Name
| | | |Add ﬂ| | IP ACL ﬂ| | || Please Select Apply

IPv4 Ping DK H OFB A LL IR LE T,

NRTRA—H— L

Target IPv4 Address Ping #3479 % IPvda 7 RL A&Z AT LE T,

Ping Times IPv4 7 R L A~D Ping OFRATIEIE % 1~255 OHIPITATI L £ T,
FEHTEILSEDLET, FBELE IPvd 7 KL A2 Ping & 347T Lt
%121, Infinite 25 =v 7 LET,

Timeout Ping DX A LT 7 b%& 1~99 () O#EPHTAIILET,

Interval Ping ®E(E DOEE 1~3600 () AL ET,

Size Ping /37 v MY A X% 32~1500 (/XA ) O#PHTASILET,

Source IPv4 Address

HEE7C IPvd 7 FLRAZ AN LET, KEETEIRET 2 46EIHY £
A,

Ping #3473 5121, Start RZ %227 U v 7 LET,
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IPv6 Ping & E B OB Z LI TFIR LE T,

NI RA—F — A

Target IPv6 Address Ping #5E{74 5 IPv6 7 KL AZ AN LET,
Ping Times IPv6 7 R L A~ Ping OFATRIE A 1~255 OFHTASI L E T,

FEITEILSEAETIEELE IPv6 7 RL AT Ping #F(TLEIT A
(2%, Infinite #F = v 7 LE7,

Timeout Ping DX A LT 7 % 1~99 (F) O#iPHTAIILET,

Interval Ping U7 =2 hORKEE 1~3600 (B) ORATANLET (F7+
TR

Size Ping /N7 M A X% 32~1500 (/NA b)) OHFEEHTANDLET (7
Z 4Lk 100 34 k)

Source IPv6 Address EETLIPV6 7 KL AZ AT LET,
UE—FHRAMIKESND Ty FOKXEIL IPv6 7 R A& LT
Hanxd,

Ping #FITT AL, Start R¥ %227V v 7 LET,

IPv4 Ping ® Start " ¥ % 7 UV w7 3% &, IPv4 Ping Result NFE /RS NFE T,

IPv4 Ping Result

[1] Reply from 172.31.132.254, time<lOms

[2] Reply from 172.31.132.254, time<lOms

[3] Reply from 172.31.132.234, time=10ms

[4] Reply from 172.31.132.254, time<lOms
Ping Statistics for 172.31.132.254
Packets: Sent = 4, Received = 4, Lost = 0

sop |[_m ]

IPv6 Ping ® Start "Z % 7 VU w7 3% &, IPv6 Ping Result NFE /RS NFE T,

IPvé Ping Result

[1] Reply from 172:31:132::110, bytes=56 time<l0 ms
[2] Reply from 172:31:132::110, bytes=56 time<l0 ms
[3] Reply from 172:31:132::110, bytes=56 time<l0 ms
[4] Reply from 172:31:132::110, bytes=56 time<l0 ms
Ping Statistics for 172:31:132::110

Packets: Sent =4, Received =4, Lost =0

sor [ oak ]

Ping Z#1Z 19 212X, Stop "X %7 U w7 LET,
Ping MK 511%, Back R¥ %227 U v 7 LET,
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15.10 Trace Route

Trace Route Hif CTlX., X v N7 —27 LMD T /A AT Traceroute ZE4T L £ 9,
ARE[EZF AT AL, Tools > Trace Route 7 V v 7 L%,

ace Route
IPv4 Trace Route

IPv4 Address

Max TTL (1-255)

Port (1-65535)
Timeout (1-65535)
Probe Times (1-1000)

IPv6 Trace Route

IPvE Address

Max TTL (1-255)

Port (1-65535)
Timeout (1-65535)
Probe Times (1-1000)

IPv4 Trace Route OFHEB OFHHEZLL IR LET,

NI RA—HF— G

IPv4 Address 54D IPva 7 L A& AN LET,

Max TTL Traceroute MK TTL % 1~255 OFPHTASI L E4,

Port Traceroute T3 2% TCP/UDP iR— h & 5% 1~65535 DHIPH CTATI L
EJr N

Timeout Traceroute DKy TDX A LT U M& 1~65535 (F) O#iFH TAT)

Lij‘o

Probe Times

Traceroute 7' 1 — 7 [EI % 1~1000 OFPHTATI L FE T,

Traceroute ZFE{7 4 AHI121%, Start R¥ %27 U v 7 LET,

IPv6 Trace Route OFHEB OFHHEZLL IR LET,

RIA—F— A

IPv6 Address SO IPv6 7 KL AZ ATILET,

Max TTL Traceroute MR TTL % 1~255 OFPHTASI LE4,

Port Traceroute ¢ TCP/UDP 7R — 5% 1~65535 DOFIPH TAS L £,
Timeout Traceroute DFKER Y T DX A LT U h%& 1~65535 (F)) O#IFHTAL)

LET,

Probe Times

Traceroute ® 7 u—7E¥E 1~1000 OB TANILET (F 741
k:3) .

Traceroute ZFE{74 AHI121%, Start R¥ %27 U v 7 LET,
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IPv4 Trace Route @ Start R¥ %27 U v 7325 L. IPv4 Trace Route Result NE/RIINE T,

IPv4 Trace Route Result

[1] «10 m= 172.31.132.253
[2] 10 ms 172.31.244.254
[3] <10 m=s [172.31.254.252]

Trace complete.

IPv6 Trace Route @ Start R¥ %27 U v 7325 L. IPv6 Trace Route Result NFE/RINE T,

IPvé Trace Route Result

[1] * Request timed cut.
[2] * Request timed out.
Trace complete.

Traceroute % {81k L C Trace Route WEIZ R AHIZIE, Back R¥ &2 27V v 7 LET,
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15. 11 Reset

Reset A TlX, AT 252Vt FLET, VAT 22Uty bL, LEHMIREOT 7 3L FiREIZ
RBRTZEHTEET,
K% F R D21, Tools > Reset #7 U w7 LEJ,

Reset

(@) Reset System :
Clear the system's configuration to the factory default settings, including the IP address.
Clear system configuration, save, reboot.
(") Reset System Factory-Default :
Reset the system to factory default, including remove all configuration, authentication and boot information file.

Reset system to factory default, save, reboot.

VAT LEY®y MT AT, Apply RE U E Y w7 LET,
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15. 12 Reboot System

Reboot System [Hjfi Ci, HE@EZ FEEIL £4, HELZFEBST LA, BUEORELHRGTFTHI LD
T&E9,
ARE[HEZF R T HI21L,. Tools > Reboot System #7 UV v 7 L £,

Reboot System

Do you want to save the settings ? (@ Yes () No

If you do not save the settings, all changes made in this session will be lost.

PEEOFELE)TIL, Do you want to save the settings? T Yes Zi®INT 5 &, BADORTEMNEERF
RIET 7 A WVICKBESIVET, No ZBIRT D5 & HEWRRE Y 7 A VKBS NN, REEE
N LT-HEIC. HIBRERGFOBIELFATL TV DAHEEERE, BERLEARNKEDbILE T,

PEE 2 BHEEIT A2, Reboot RZ %7 U w7 LET,

Saving and rebooting system, please wait...
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