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1 | 1.1
Ul
File Cancel
filename
>

Device > Port > Port Properties
Device Port
Port Properties

Enter
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1 | 1.2 1P
1.2 IP
IP
[ IP
IP 1 10 2 4 MAC
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2 Web Ul | 2.1 Web Ul

2 Web Ul

Web Web Ul
Web Ul Web
* Internet Explorer 9
» Mozilla Firefox 50
* Google Chrome 50
« Safari 5 Apple  macOS
2.1 Web Ul
PC Web
Web Ul URL Enter
Web Ul URL http // 1P /
IP 1.2 IP
0 User Name adpro Password

Web Ul URL  Web Web Ul

User Name Password Login

User Name | |

Password | |

| Login | | Reset |
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2 Web Ul | 2.2 Web UI

2.2 Web Ul

Web Ul 3

TR TP o s ApresiaLightG)M220GT-SS
B [ R 511

NPRESIN e T [ O

GIGA® LINK # ACT 10/100M & LINK _ ACT Refresh Interval
FER 17 13

cter [N (IR IO O (N O O O
Y Tools ~ "' Logged in as: Administrator, - Logout
)
#APLGM220GTSS Device Information
[ @ System
& @ Management Device Type APLGM220GTSS Gigabit Ethernet L2... MAC Address FC-6D-D1-06-CE-7D
@ [ L2 Features System Name Switch IP Address 10.213.119.200
@ @ L3 Features System Location Mask 255.255.255.0
® @ Qos System Contact Gateway 0000
® @ACL Boot PROM Version Build 1.00.00 System Time 30/06/2021 11:34:29
B @ Security Firmware Version Build 2.00.00 Serial Number 306142200001
B @ DDM Hardware Version A
[ @ Monitoring
B [ Green Utilization
@ Alarm

Total(KB) 3 Free(KB)
1 DRAM: 524288 402968
FLASH: 1256937 97745 28192
NVRAM: 0 0 0
5 Second 1 Minute 5 Minute Maximum Minimum
CPU Utilization(%): 9 8 7 84 6

Web Ul

Refresh Interval
APRESIA Apresia Web

Save, Tools

Save, Tools
Logout Web Ul

3 Device Information
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2 Web UI | 2.3

2.3

Web UI Device Information
Device Information
Device Infermation
Device Type APLGM220GTSS Gigabit Ethernet L2 MAC Address FC-6D-D1-06-CE-TD
System Name Switch IP Address 10.213.119.200
System Location Mask 2552552550
System Contact Gateway 0.0.0.0
Boot PROM Version Build 1.00.00 System Time 30/06/2021 11:34:29
Firmware Version Build 2.00.00 Serial Number 306142200001
Hardware Version A
Utilization
Total(KB) Used(KB) Free(KB)
DRAM: 524288 121320 402968
FLASH: 125937 97745 28192
NVRAM: 0 0 0
5 Second 1 Minute 5 Minute Maximum Minimum
CPU Utilization(%): 9 8 7 a4 5]
Refresh
CPU Clear History
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2 Web Ul | 2.4
2.4
Web UI Device Information
3 System
4 Management
5 L2 Features 2
6 L3 Features IP
7 QoS
8 ACL ACL
9 Security
10 DDM SFP
11 Monitoring
12 Green
13 Alarm LED
14 Save
15 Tools
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2 Web UI | 2.5

2.5

System Management L2 Features

QoS > Advanced Settings > Policy Map
QoS Advanced Settings
Policy Map

Create/Delete Policy Map

Policy Map Name |32 chars | Apply
Traffic Policy
Policy Map Name ‘32 chars ‘ Class Map Name |32 chars ‘ Apply
Total Entries: 2

Potcy

(o] [EE R T

Class Rules

s otime I

Apply 2 Apply

Go
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3 System | 3.1 System Information Settings

3 System

System

System

3.1 System Information Settings

3.2 Peripheral Settings

3.3 Port Configuration

3.4 System Log

3.5 Time and SNTP

3.1 System Information Settings

System Information Settings
System > System Information Settings

System Information Settings

System Mame |Switc|1 |

System Location |255 chars |

System Contact |255 chars | Apply

System Name
System Location
System Contact

Apply
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3 System | 3.2 Peripheral Settings

3.2 Peripheral Settings

Peripheral Settings
System > Peripheral Settings

Environment Temperature Threshold Settings

High Threshold (-50-85) 70 |0 Default
Low Threshold (-50-85) b |0 Defauit
High Threshold -50 85
Default
Low Threshold -50 85
Default
Apply
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3 System | 3.3 Port Configuration

3.3 Port Configuration

Port Configuration
Port Configuration

3.3.1 | Port Settings

3.3.2 | Port Status

3.3.3 | Port GBIC

3.3.4 | Port Auto Negotiation
3.3.5 | Error Disable Settings
3.3.6 | Jumbo Frame

3.3.1 Port Settings

Port Settings

System > Port Configuration > Port Settings

= ~
Default port-shutdown Settings
State
Enabled  [v]
Port Settings
From Port To Port State MDIX Auto Downgrade Flow Control
[Port1/0/1  [v] [Port1/0/1  [v] [Enabled [v] [Auto [v] [Disabled [v] [Off [v]
Duplex Speed Capability Adveriized Description
[Auto [v] [Auto [~ 10M []100M [] 1000M [64 chars | O
Link Status State Speed Description
“sond | e | orvmarte
Port1/0/1 Up Enabled Auto-MDIX Off Off Auto-duplex Auto-zpeed Disabled
Port1/0/2 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/3 Up Enabled Auto-MDIX Off Off Auto-duplex Auto-zpeed Disabled
Port1/0/4 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/5 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-zpeed Disabled
Port1/0/6 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/7 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-zpeed Disabled
Port1/0/28 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/9 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-zpeed Disabled
Port1/0/10 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Default port shutdown Settings
State Enabled / Disabled
CLI default

port-shutdown
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3 System | 3.3 Port Configuration

Port Settings

From Port / To Port

State Enabled / Disabled
MDIX MDI/MDIX Auto / Normal / Cross
Auto Downgrade Enabled / Disabled
Flow Control On / OFf
Duplex Auto / Half / Full
Speed
Auto
Auto 1000M
Master Slave
Capability Advertised Speed

Description

64

Apply

3.3.2 Port Status

Port Status

System > Port Configuration > Port Status

0 [atus

Port Status

Port1/0/1 Connected

Port1/0/2 Mot-Connected
Port1/0/3 Not-Connected
Port1/0/4 Not-Connected
Port1/0/5 Not-Connected
Port1/0/6 Not-Connected
Port1/0/7 Not-Connected
Port1/0/2 Not-Connected
Port1/0/9 Not-Connected
Port1/0/10 MNot-Connected
Fort1/0/11 Not-Connected
Port1/0/12 Not-Connected
Port1/0/13 Mot-Connected
Port1/0/14 Not-Connected
Port1/0/15 Not-Connected
Port1/0/16 Mot-Connected
Port1/0M17 Not-Connected
Port1/0/18 Not-Connected
Port1/0/19 Mot-Connected
Port1/0/20 Not-Connected

00-40-66-55-68-21
00-40-66-55-68-22
00-40-66-55-68-23
00-40-66-55-68-24
00-40-66-55-68-25
00-40-66-55-68-26
00-40-66-55-68-27
00-40-66-55-68-28
00-40-66-55-68-29
00-40-66-55-68-2A
00-40-66-55-63-28
00-40-66-55-68-2C
00-40-66-55-68-2D
00-40-66-55-68-2E
00-40-66-55-68-2F
00-40-66-55-68-30
00-40-66-55-68-31
00-40-66-55-68-32
00-40-66-55-68-33
00-40-66-55-68-34

BN - N o L RN BN BN BERN . EERE .

Off
Of
Of
Of
Of
Of
Of
Of
of
Ofi
Off
Off
Of
Of
Off
Ofi
Ofi
Of
Ofi

2938888888388 8¢888888%+%
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Auto-Full

Auto-1000M

Flow Control Onemtor
i m— i L
eceive

1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-X
1000BASE-X
1000BASE-X
1000BASE-X




3 System | 3.3 Port Configuration

3.3.3 Port GBIC

Port GBIC SFP
System > Port Configuration > Port GBIC
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3.3.4 Port Auto Negotiation

>

Port Auto Negotiation
System > Port Configuration > Port Auto Negotiation

POl 0 Negotiation
Port Auto Negotiation
MNote: AM: Auto Negotiation; RS: Remote Signaling; CS: Config Status; CB: Capability Bits;CAB: Capbility Advertised Bits;
CRE: Capbility Received Bits; RFA: Remote Fault Advertised; RFR: Remote Fault Received
II:IIIIEIIIIIEIIIIlllllIlllllIllllllllllIlllllllllIllIElllI
Port1/0/1 Enabled Detected Complete 10M_Half, .. 10M_Half, ... 10M_Half, . Disabled NoEror
Port1/0/2 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... = Disabled NoErmor
Port1/0/3 Enabled Detected Complete 10M_Half, ... 10M_Half, ... 10M_Half, ... Disabled NoErmor
Port1/0/4 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoErmor
Port1/0/5 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoErmor
Port1/0/6 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoError
Port1/0/7 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoEror
Port1/0/8 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoEror
Port1/0/9 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoErmor
Port1/0/10 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoEror
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3 System | 3.3 Port Configuration

3.3.5 Error Disable Settings

Error Disable Settings Error Disabled

System > Port Configuration > Error Disable Settings

rror Disable Settings

Error Disable Recovery Settings

EnDisable Cause | Al [v] State | Disabled [v] interval (5-85400)  |sec
Erovaeco S T

Port Security Disabled 300

Storm Control Disabled 300

Loop Detection Disabled 300

Interfaces that will be recovered at the next timeout:

T Erisncoe T o

ErrDisable Cause Error Disabled All / Port Security / Storm
Control / Loop Detect
State Enabled / Disabled
Interval Error Disabled 5
86400
Apply

3.3.6 Jumbo Frame

Jumbo Frame
System > Port Configuration > Jumbo Frame

Jumbo Frame
From Port To Port Maximum Receive Frame Size (64-9218)
[Port1/01 [v] [Port1/0i1 [v] 1536 | bytes
e T e
Port1/0/1 1536
Port1/0/2 1536
Port1/0/3 1536
Port1/0/4 1536
Port1/0/5 1536
Port1/0/6 1536
Port1/0/7 1536
Port1/0/8 1536
Port1/0/9 1536
Port1/0/10 1536
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3 System | 3.3 Port Configuration

From Port / To Port

Maximum Receive Frame 64 9216
Size

Apply
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3 System | 3.4 System Log

3.4 System Log

System Log
System Log

3.4.1 | System Log Settings

3.4.2 | System Log Discriminator Settings

3.4.3 | System Log Server Settings

3.4.4 | System Log

3.4.5 | System Attack Log

3.4.1 System Log Settings

System Log Settings
System > System Log > System Log Settings

Log State

Log State Enabled V]
Source Interface Settings

Source Interface State Disabled [v]

VAN BRI I —
Buffer Log Settings

Buffer Log State Enabled (v

Severity 6(Informational) |+ |

Discriminator Name
Console Log Settings

Console Log State Disabled (v

Severity 4(Warnings) [v]

Disrminator Name

Log State
Log State Enabled / Disabled
Disabled
Apply
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3 System | 3.4 System Log

Source Interface Settings Syslog
Source Interface State Enabled / Disabled
Type VLAN
VID VLAN ID 1 4094
Apply

Buffer Log Settings

Buffer Log State Enabled / Disabled / Default
Default
Severity (Severity)
Sevirity
Discriminator Name Discriminator 15
Dicsriminator System > System Log > System
Log Discriminator Settings
Write Delay 0 65535
Infinite
Apply

Console Log Settings

Console Log State Enabled / Disabled
Severity Severity
Severity
Discriminator Name Discriminator 15
Dicsriminator System > System Log > System
Log Discriminator Settings

Apply

3.4.2 System Log Discriminator Settings

System Log Discriminator Settings
Syslog Discriminator

Discriminator Severity
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3 System | 3.4 System Log

System > System Log > System Log Discriminator Settings

stem Log Discriminator Settings

Discriminator Log Settings
Discriminator Mame
Action Drops
[]sYs []FORT []sTFP [JLAC
[]FDB [JLLDP [JACL []Qos
[]PORTSEC [] DHCP [] DHCFV& []STORM_CT...
[]sSH CJcLi [] SNMP ] ALARM
[]AAA [] DEVICE []RADIUS []DOT1X
[JMAC []CFG [] FIRMWARE
Severity Drops [v]
[] 0(Emergencies) [ t{Alerts) [[] 2(Critical) [] 3{Emors)
[[] 4{Warnings) [] S{Motifications) [] {informational} [] 7(Debuaging)
T e e =
[_oelete |
Discriminator Name Discriminator 15
Action
Drops / Includes
Severity Sevirity Sevirity
Drops / Includes
Apply
Discriminator Delete

3.4.3 System Log Server Settings

System Log Server Settings Syslog
System > System Log > System Log Server Settings

stem Log Server Settings
Log Server
@) Host IPv4 Address [ - ] () Host IPv6 Address 2013:1
UDP Port (514,1024-65535) Severily 4{Wamings)
Facility 23 Discriminator Name
Total Entries: 1
worn |
172311311 Wamings Name
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3 System | 3.4 System Log

Host IPv4 Address Syslog 1Pv4
Host IPv6 Address Syslog IPv6
UDP Port Syslog ubP 514 1024 65535
Severity Syslog Sevirity
Severity
Facility Syslog 0 23
Name Name Name

1 user 9 clockl 17 locall

2 mail 10 auth2 18 local2

3 daemon 11 ftp 19 local3

4 authl 12 ntp 20 local4

5 Syslog 13 logaudit 21 local5

6 Ipr 14 logalert 22 local6

7 news 15 clock?2 23 local7

8 uucp 16 localO
Discriminator Name Syslog Discriminator 15

Dicsriminator System > System Log >
System Log Discriminator Settings

Apply
Syslog Delete
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3 System | 3.4 System Log

3.4.4 System Log

System Log
System > System Log > System Log

aystem Log

System Log

Clear Log

Total Entries: 44

2021-01-26 14:41:28 INFO(&) Unit 1 Port 20 H-S5R-..
____
2021-01-26 14:40:34 WARN(4) Login failed through...
____
2021-01-26 14:40:16 WARN(4) Port1/0/1 link up, 1...
____
38 2021-01-26 14:40:16 CRIT(2) System re-start reas
Cow ameswats WO UstPeti7ie.
36 2021-01-26 14:40:13 INFO(6) dhcpsnooping : Mode-

(] [ iz ] T e

Clear Log

3.4.5 System Attack Log

System Attack Log

System > System Log > System Attack Log

stem Attack Cog
System Attack Log

Clear Attack Log

Total Entries: 0

Clear Attack Log
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3 System | 3.5 Time and SNTP

3.5 Time and SNTP

Time and SNTP

SNTP SNTP
Time and SNTP
3.5.1 | Clock Settings
3.5.2 | Time Zone Settings
3.5.3 | SNTP Settings SNTP

3.5.1 Clock Settings

Clock Settings
System > Time and SNTP > Clock Settings

Clock Settings

Time (HH:MM:SS)
Date (DD / MM / YYYY)
S
Time HH MM SS
18:30:30
Date DD MM YYYY
3171272021
Apply

3.5.2 Time Zone Settings

Time Zone Settings
+9:00
Recurring
Date 2
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System | 3.5 Time and SNTP

System > Time and SNTP > Time Zone Settings

Summer Time State
Time Zone +[v] {9 [v] |0 [v]
Recurring Setting
From: Week of the Month Last ﬂ
From: Day of the Week _
From: Month Jan ﬂ
From: Time (HH:MM) 00[v]
To: Week of the Month Last ﬂ
To: Day of the Week _
To: Month Jan ﬂ
To: Time (HH:MM) 00[v]
oset
Date Setting
From: Date of the Month 01 [v]
From: Month
From: Year l:l
From: Time (HH:MM) 00[V]
To: Date of the Month 01 [v]
To: Month Jan ﬂ
To: Year l:l
To: Time (HH:MM) 00[v
oset
Summer Time State Disabled / Recurring Setting / Date
Setting
Time Zone e

Recurring Setting
Date Setting

From: Week of the Month

From: Day of the Week

From: Month

From: Time

To: Week of the Month

To: Day of the Week

To: Month

To: Time

Offset

30 /60 7 90 / 120
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3 System | 3.5 Time and SNTP

Date Setting
Recurring Setting

From: Date of the Month
From: Year

To: Date of the Month

To: Year

Apply

3.5.3 SNTP Settings

SNTP Settings SNTP SNTP
SNTP
System > Time and SNTP > SNTP Settings

L

SNTP Global Settings

Current Time Source System Clock
SNTP State Disabled ™|
Poll Interval (30-99999) sec
SNTP Server Setting
@) 1Pv4 Address |:| () IPv6 Address
Total Entries: 1
R e s e S A
172.31.131.1 s = s
SNTP Global Settings SNTP
SNTP State SNTP Enabled / Disabled
Poll Interval SNTP 30 99999
Apply

SNTP Server Settings SNTP

IPv4 Address SNTP 1Pv4
IPv6 Address SNTP 1Pv6
SNTP Add
SNTP Delete
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4 Management | 4.1 Command Logging

4 Management

Management

Management

4.1 Command Logging

4.2 User Accounts Settings

4.3 User Accounts Encryption

4.4 Login Method CLI

4.5 SNMP SNMP

4.6 RMON RMON

4.7 Telnet/Web Telnet WEB UI
4.8 Session Timeout CLI WEB UI
4.9 CPU Protection CPU

4.10 Zero Touch Provision ZTP

4.11 IP Source Interface FTP/TFTP

4.12 File System

4.1 Command Logging

Command Logging

Management > Command Logging

Command Logging Settings

Command Logging State (e) Enabled () Disabled

Command Logging State Enabled / Disabled
Apply
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4 Management | 4.2 User Accounts Settings

4.2 User Accounts Settings

User Accounts Settings

Web Ul
Management > Login Method

Management > User Accounts Settings

Jser A sl seting

| User Management Settings | Session Table

Password Type |None [v] Password l:l

Total Entries: 1

e T e e e e
15 e | Delete |

adpro

11 [7] [ &0
User Management Settings Session Table
User Management Settings / /
User Name 32
Privilege 1 15

Password Type None / Plain Text / Encrypted

Password Password Type Plain Text Encrypted

Apply
Delete

0 . adpro

15

0 ap_recovery
CLI ap_recovery
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4 Management | 4.2 User Accounts Settings

Session Table

User Accounts Settings

Session Table |
Total Entries: 2
- m e Lo s e
console Anonymous 1 12M265
* Web 15 15 12M28 10.90.90.10
Web Ul Edit Edit

User Privilege

User Privilege

User Privilege

Action (@) Enabled () Disabled

Privilege 15

passuor ooy | [

User Privilege

Action Enabled
Disabled
Privilege 1 15 Action Disabled
Password 35
Apply
Back
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4.3 User Accounts Encryption

User Accounts Encryption

Management > User Accounts Encryption

User Accounts Encryption

User Accounts Encryplion State () Enabled (e) Disabled
User Accounts Enabled / Disabled
Encryption State

Apply
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4.4 Login Method

Login Method AAA CLI
CLI Login Local
adpro
Telnet SSH Login
1
Telnet SSH Login Local
AAA 12
SSH SSH

Management > Login Method

ogin Methoc
Enable Password
Level 15 Password Type | Plain Text Password
Login Method
okt oo I
Console No Login
Tene i
Login Password
Application | Console Password Type | Plain Text Password
oo T

Enable Password

Level 1 15

Password Type

Plain Text
Encrypted
Password
Password Type  Plain Text 32
Password Type Encrypted 35

Apply
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Login Method AAA

Login Method

No Login
Login
Login Local

Edit

Apply
Login Password Login Method Login
Application Console / Telnet / SSH
Password Type Plain Text / Encrypted
Password

Password Type  Plain Text 32
Password Type Encrypted 35
Apply

Delete
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SNMP SNMP SNMP
SNMP
SNMP MIB MIB
oID MIB
01D
SNMP SNMP SNMP
SNMP SNMP
MIB
SNMP
4.5.1 | SNMP Global Settings SNMP
4.5.2 | SNMP Linkchange Trap Settings SNMP
4.5.3 | SNMP View Table Settings SNMP
4.5.4 | SNMP Community Table Settings SNMP
4.5.5 | SNMP Group Table Settings SNMP
4.5.6 | SNMP Engine ID Local Settings SNMP ID
4.5.7 | SNMP User Table Settings SNMP
4.5.8 | SNMP Host Table Settings SNMP
4.5.1 SNMP Global Settings
SNMP Global Settings SNMP SNMP

Management > SNMP > SNMP Global Settings

SNMP Global Settings

Trap Settings

Trap Global State

[ SNMP Authentication Trap
[] Port Link Up

[ Port Link Down

[[] Coldstart

[ wWarmstart

() Enabled

SNMP Global State (") Enabled (@) Disabled
SNMF Response Broadcast Request () Enabled (® Disabled
SNMP UDP Port (1-65535)
Trap Source Interface l:l

(®) Disabled
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SNMP Global Settings

SNMP

SNMP Global State

SNMP

Enabled / Disabled

SNMP Response Broadcast
Request

SNMP GetRequest

Enabled / Disabled

SNMP UDP Port

SNMP - UDP

1 65535

Trap Source Interface

SNMP

1P

Trap Settings SNMP

Trap Global State

Enabled / Disabled

SNMP Authentication
Trap

SNMP

Port Link Up

Port Link Down

Coldstart

Warmstart

Apply

4.5.2 SNMP Linkchange Trap Settings

SNMP Linkchange Trap Settings
Management > SNMP > SNMP Linkchange Trap Settings

SNMP

SNMP Linkchange Trap Settings

Port1/010

From Port To Port Trap Sending Trap State
[Port1/0i1 [v] [Portiion [v] [Disabled [v]
T e e e
Port1/0/1 Enabled Enabled
Port1/0/2 Enabled Enabled
Port1/0/3 Enabled Enabled
Port1/0/4 Enabled Enabled
Port1/0/5 Enabled Enabled
Port1/0/6 Enabled Enabled
Port1/0/7 Enabled Enabled
Port1/0/2 Enabled Enabled
Port1/0/9 Enabled Enabled

Enabled
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From Port / To Port

Trap Sending Disabled
Enabled
Trap State SNMP
Enabled Disabled
Apply
4.5.3 SNMP View Tablle Settings
SNMP View Table Settings SNMP SNMP
SNMP 01D 0ID 0ID
MIB Included
Excluded MIB oID

OID Subtree OID

Management > SNMP > SNMP View Table Settings

SNMP View Settings

Subtree OID N_NCN..N
View Type Included

Total Entries: 8

restricted
restricted
restricted
restricted
restricted
CommunityView
CommunityView

CommunityView

1361211
1361211
1361631021
1361631121
1361631511
1
136.163
136.1.63.1
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View Name SNMP 32
Subtree 0OID oID Subtree OID
View Type MIB

Included SNMP
Excluded SNMP

SNMP (o] I Add
SNMP oID Delete

4.5.4 SNMP Community Table Settings

SNMP Community Table Settings SNMPv1/v2c SNMP
SNMP MIB
SNMP Read Only
Read Write SNMP
o public private 2 SNMP
SNMP

Management > SNMP > SNMP Community Table Settings

SNMP Community Settings

Key Type Plain Text E

Community Name

View Name

Access Right Read Only E

IP Access-List Name

Total Entries: 2

[ Comtytame | vewlame | Awosmn | Phcesusume | |
public ‘CommunityView o
private CommunityView w
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Key Type SNMP Plain Text / Encrypted
Community Name SNMP Key Type (
)
View Name SNMP 32
SNMP
Access Right
Read Only
Read Write
IP Access-List Name ACL SNMP
SNMP Add
SNMP Delete
4.5.5 SNMP Group Table Settings
SNMP Group Table Settings SNMP SNMP SNMP
MIB SNMP SNMP
SNMP SNMP SNMP
SNMP
SNMP SNMP
Management > SNMP > SNMP Group Table Settings
NMP Group Table Settings
SNMP Group Settings
Group Name Read View Name
User-based Security Model SNMPv1 El Write View Name
Security Level Notify View Name
IP Address-List Name

Total Entries: 5

public CommunityV... CommunityV..

public CommunityV... CommunityV... vZc

initial restricted restricted v3 NoAuthNoPriv
private CommunityV... CommunityV... CommunityV... vi

private CommunityV... CommunityV... CommunityV... vZe
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Delete
Delete
Delete

Delete
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Group Name SNMP 32
Read View Name SNMP
User-based Security SNMP SNMP
Model SNMPv3
Write View Name SNMP
Security Level SNMPv3
NoAuthNoPriv
AuthNoPriv
AuthPriv
Notify View Name SNMP 32
IP Access-List Name ACL SNMP
SNMP Add
SNMP Delete
4.5.6 SNMP Engine ID Local Settings
SNMP Engine ID Local Settings SNMP ID 1D SNMPv3

Management > SNMP > SNMP Engine ID Local Settings

SNMP Engine ID Local Settings

Engine ID 300001160300406655682000 Default \ | Apply
# Engine 1D length is 24, the accepted character is from 0 to F.

Engine ID SNMP ID 24
ID Default
Apply

4.5.7 SNMP User Table Settings

SNMP User Table Settings SNMPv3 SNMP SNMPv3
SNMP
SNMP SNMP SNMP
SNMP SNMP
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Management > SNMP > SNMP User Table Settings

SNMP User Settings

SNMP Version vi E|

SNMP V3 Encryption [None V]

Auth-Protocol by Password MD5 9 Password (3-16 chars) I:I

Priv-Protocol by Password m Password (8-16 chars) I:I

Auth-Protocol by Key MD5 [v] Key (32 chars) ]

Purmocaoykes e 7] eramy [ ]

IP Address-List Name

Total Entries: 1

T K e e e e e
initial initial v3 None None 2000011603...

User Name SNMP 32
Group Name SNMP 32
SNMP Version SNMP v3
SNMPv3 Encryption SNMPv3 None / Password / Key

Auth-Protocol by
Password

SNMPv3 Encryption Password

MD5 HMAC-MD5-96
SHA  HMAC-SHA

Priv-Protocol by
Password

SNMPv3 Encryption Password

None
DES56  DES56

Auth-Protocol by Key

SNMPv3 Encryption  Key

MD5 HMAC-MD5-96
SHA  HMAC-SHA

Priv-Protocol by Key

SNMPv3 Encryption  Key

None
DES56 DES56

IP Access-List Name

IP ACL

32

SNMP
SNMP

Add
Delete
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4.5.8 SNMP Host Table Settings

SNMP Host Table Settings SNMP

SNMP

Management > SNMP > SNMP Host Table Settings

SNMP Host Settings

(@) Host IPv4 Address

(") Host IPv6 Address
User-based Security Model
Security Level

UDP Port {1-65535)

Community String / SMMPv3 User Name

Total Entries:

2020127

20131

SNMP1 [v]

1
Host IP Address m UDP Port Community String / SNMPv3 User Name _
162

Vi

e

Host IPv4 Address

SNMP 1Pv4

Host IPv6 Address

SNMP 1Pv6

User-based Security
Model

SNMPv1l  SNMPv1
SNMPv2¢c  SNMPv2c

SNMPv3  SNMPv3
Security Level  SNMPv3

Security Level

User-based Security Model SNMPv3

NoAuthNoPriv
AuthNoPriv
AuthPriv

UDP Port UDP 1 65535

Community String / SNMP SNMP

SNMPv3 User Name SNMPv3 32

SNMP Add
SNMP Delete
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RMON RMON RMON RMON-MIB  MIB
SNMP

RMON

4.6.1 | RMON Global Settings RMON  SNMP

4.6.2 | RMON Statistics Settings RMON

4.6.3 | RMON History Settings RMON

4.6.4 | RMON Alarm Settings RMON

4.6.5 | RMON Event Settings RMON

4.6.1 RMON Global Settings

RMON Global Settings RMON
RMON MIB
SNMP risingAlarm: 1.3.6.1.2.1.16.0.1 TfallingAlarm: 1.3.6.1.2.1.16.0.2
SNMP SNMP
MIB RMON Management

> RMON > RMON Alarm Settings

Management > RMON > RMON Global Settings

RMON Global Settings

RMON Rising Alarm Trap () Enabled (@) Disabled

RMON Falling Alarm Trap () Enabled ® Disabled
RMON Rising Alarm Trap risingAlarm Enabled
Disabled
RMON Falling Alarm Trap fallingAlarm Enabled
Disabled
Apply
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4.6.2 RMON Statistics Settings

RMON Statistics Settings RMON
RMON RMON-MI1B statistics

Management > RMON > RMON Statistics Settings

EMON X

RMON Statistics Settings
Port Index (1-65535) Owner
[Portirt ] ] EEE— T
Port1/0/1 Delete Show Detail
[ EE HEE =
Port
Index 1 65535
Owner 127
RMON Add
Delete
Show Detail
Show Detail RMON Statistics Table
RMON at b
RMON Statistics Table
Boradcast | Multicast | Undersize | Oversize Drop | 64 | 65127 [128-255|256-511
Fragments/Jab ollisions| 1023 1518
Source Octets PKTs Error Event|Octets| Octets | Octets | Octets
Octets | Octets
1 Port1/0M1 2260813 17379 BGETO 97 11194 2374 1715 1544
Bac
Back
4.6.3 RMON History Settings
RMON History Settings RMON
RMON RMON-MIB  history
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Management > RMON > RMON History Settings

VION History Settings

RMON History Settings

Port Index (1-65535} Bucket Number (1-65535) Interval (1-3600) Owner
[Port1/0n V] | | 5o | 1300 sec 127 chars

i | ot | vt touesos | ouckas comes | vl | owner |
1 Port1/0/1 50 50 1800 Owner Delete Show Detail
(1] [T Go

Port
Index 1 65535
Bucket Number 1 65535
Interval 1 3600
Owner 127
RMON MIB Add
Delete
Show Detail
Show Detail RMON History Table

RMON History Table

et e, TS s P s AT o sz P

Back

Back

4.6.4 RMON Alarm Settings

RMON Alarm Settings RMON RMON

RMON
SNMP

MIB

Management > RMON > RMON Event Settings
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Management > RMON > RMON Alarm Settings

RMON Alarm Settings

Index (1-65535)

Variable

Rising Threshold (0-2147483647)
Rising Event Number (1-65535)

Owmer

Total Entries: 0

1-127 chars

m Interval (sec) Last Value Rising Threshold Falling Threshold Rising Event No. Falling Event No. Startup Alarm m|

Interval (1-2147483647) [ see
Type |
Falling Threshold (0-2147433647) |:|
Falling Event Number (1-65535) |:|

Index 1 65535

Interval 1 2147483647
Variable MIB oID

Type Absolute / Delta

Rising Threshold

0 2147483647

Falling Threshold

0 2147483647

Rising Event Number

1 65535

Falling Event Number

1 65535

Owner

127

Add
Delete
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4.6.5 RMON Event Settings

RMON Event Settings RMON
Management > RMON > RMON Event Settings

EMON att

RMON Event Settings

Index (1-65535) [ ]
Descton
Cammunty
Ouner

Total Entries: 1
1 Event Owner 0d:0h:0m:0s Delete \iew Logs
OS] - I

Index 1 65535
Description RMON 127
Type RMON None / Log / Trap / Log and
Trap Log Trap SNMP
Log and Trap
Community Type Trap Log and Trap SNMP
127
Owner 127
Add
Delete
View Logs
View Logs Event Logs Table

VENU LOYS Tabie

Event Logs Table
Event Index: 1

Total Entries: 0

g g s

Back
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4.7 Telnet/Web

Telnet/Web CLI Telnet Web Ul Web

Management > Telnet/Web

T ——

Telnet Settings
Telnet State (@) Enabled () Disabled
Por 1-65535)
Source Interface
Source Interface State () Enabled (@) Disabled
VAN ¥ v —
Web Settings
Web State (@) Enabled () Disabled
Potressy  pp
Telnet Settings Telnet
Telnet State Telnet Enabled / Disabled
Port Telnet TCP 1 65535
Apply
Source Interface Telnet
Source Interface State Enabled / Disabled
Type VLAN
VID VLAN ID 1 4094
Apply
Web Settings Web
Web State Web Enabled / Disabled
Port HTTP TCP 1 65535
Apply
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4.8 Session Timeout

Session Timeout

Management > Session Timeout

CLI Web Ul

Telnet

SSH

CLI

=10 SO0
Session Timeout
Web Session Timeout (60-36000)
Console Session Timeout (0-1439)

Telnet Session Timeout (0-1439)
S5H Session Timeout (0-1439)

180 sec [ Default

T
e
e

n [v] Default
n [v] Default
n [v] Default

Apply

Web Session Timeout

Web Ul
Default

60 36000
180

Console Session Timeout

CLI

Default

0 1439

Telnet Session Timeout

CLI Telnet

Default

0 1439

SSH Session Timeout

CLI SSH

Default

0 1439

Apply
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4.9 CPU Protection

CPU Protection

CPU CPU

Management > CPU Protection

CPU

CPU Utilization Trace Trigger
State
Threshold (50-100) |:| percent
Interval (10-180) [ ]sec [IDefaut
System Memeory Limit Check
State
Threshold (20-100) |:| percent [ Default
CPU Protection SNMP Trap
CPU Utilization Trace Trigger CPU
State CPU Enabled / Disabled
Threshold 50 100 %
Interval 10 180 10
Default
Apply
System Memory Limit Check
State Enabled / Disabled
Threshold 80 100 % 90 %
Default
Apply
CPU Protection SNMP Trap CPU SNMP
State CPU SNMP Enabled
Disabled
Apply
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4.10 Zero Touch Provision

Zero Touch Provision Zero Touch Provisioning ZTP

ZTP

ZTP

TFTP
DHCP TFTP

Management > Zero Touch Provision

ZTP Bootup State:
ZTP Current State:

ZTP Process Result
DHCP Server
DHCF Discover Retry
TFTP server
Gateway IP address
Download Firmware
Download Configure

Zero Touch Provision Settings

Zero Touch Provision State

Zero Touch Provision Information

@ Enabled () Disabled () EnableForced
Enabled Force Current Firmware: fc:/V2.00.00b.0013 had
Disabled Current Configure: fc:fprimary cfg
Result of last time Result of this time

Zero Touch Provision Settings

Zero Touch Provision ZTP Enabled / Disabled / EnableForced
State
EnableForced ZTP
Apply
ZTP Zero Touch Provision State ZTP
:Disabled :Enabled :EnableForced
ZTP ON ( )
ZTP OFF ( ) ( )
ZTP
ZTP
1.

SD
ZTP
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0 sD

ZTP ZTP
0 ZTP L3 Features > Interface > IPv4 Interface
VLAN VLAN
VLAN ID:1  VLAN VLAN
ID:1 VLAN Edit
Get IP From DHCP
2. DHCP ZTP
ZTP ZTP LED ZTP DHCP TFTP
TFTP
DHCP
TFTP 150(TFTP Server Address) siaddr
125(Vendor-Specific Information)
67(Bootfile name) file
siaddr file DHCP
DHCP 125 4 enterprise-number
278 Hex 00 00 01 16 1 subopt-code 1 sub-option-data
TFTP Ascii
3. TFTP
2 DHCP TFTP
TFTP DHCP
1P TFTP
ZTP
4.
ZTP LED
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DHCP

ZTP
ZTP

ZTP

DHCP

DHCP
DHCP

ZTP
TFTP

ZTP LED

DHCP

TFTP
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4.11 IP Source Interface

IP Source Interface

Management > IP Source Interface

TFTP  FTP

IP

IP TFTP Source Interface
Source Interface State
Interface Type VLAN V] VID (1-4094) 1
IP FTP Source Interface
Source Interface State
Interface Type VLAN ] VID (1-4094) 1
IP TFTP Source Interface
Source Interface State | TFTP IP Enabled / Disabled

Interface Type

VLAN

VID

VLAN ID 1 4094

Apply

IP FTP Source Interface

Source Interface State

FTP

Enabled / Disabled

Interface Type

VLAN

VID

VLAN ID 1 4094

Apply
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4.12 File System

File System
Management > File System

pat E |

Copy | Erase Boot |

Path

Go

Copy
Erase Boot

Drive

O

12

Pain g |
| Previous | | Create Directory | | Copy | | Erase Boot |
Prlmar\-r Up Secondary Up Rename
RUN(™) W 11170844 Jan 11 2021 10:40:42 V2.00.000.0011.had e
elete
Primary Up | Secondary Up | | Rename |
2 RUN(*) -w 11177332 Jan 26 2021 10:46:39 V2.00.00b.0013.had

Delete
Primary Up Secondary Up Rename

2 CFG(**) - 1296 Jan 26 2021 10:48:25 secondary.cfg T

elete

) Primary Up | Secondary Up | | Rename |
4 CFG(*) - 1757 Jan 26 2021 14:39:00 primary_cfg
Delete
5 d- 0 Jan 26 2021 05:39:49 system

128960000 bytes total (105212416 bytes free)
(*) -with primary boot up info
(**) -with secondary boot up info

Go
Previous
Create Directory

Copy
Erase Boot
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Copy
T I
Path ks | [ e ]
Copy File
Source [c:iconfig.cig |
Destination |C:fc0 nfig.cig | ["]Replace
| Apply | | Cancel
Copy File
Source
startup-config
Source File
http-certificate HTTPS
https-private-key HTTPS
aaa-local-db AAA
primary-config
Destination
running-config
startup-config
Destination File
http-certificate HTTPS
SSL Web
https-private-key HTTPS
SSL Web
secondary-config
Replace
Apply
Cancel
Primary
Up
Secondary Up
Rename
Delete
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0
0
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5 L2 Features

L2 Features 2
L2 Features
5.1 FDB MAC
5.2 VLAN VLAN
5.3 VLAN Tunnel VLAN
5.4 STP
5.5 Loop Detection
5.6 Link Aggregation
5.7 L2 Multicast Control
5.8 LLDP LLDP
FDB MAC
FDB
5.1.1 | Static FDB
5.1.2 | MAC Address Table Settings MAC
5.1.3 | MAC Address Table MAC
5.1.1 Static FDB
Static FDB MAC

Unicast Static FDB

Unicast Static FDB MAC MAC
L2 Features > FDB > Static FDB > Unicast Static FDB

) (Al B=

Unicast Static FDB
Pot ] [Foron ] vouaoon [ ] mAckdwess
Total Entries: 1 Delete All
“—_—

00-11-22-33-44-55 Port1/0/10
(1] KN [ [ee
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Port/Drop Port
Drop

MAC

Port Number

VID VLAN ID 1 4094

MAC Address MAC

Apply
Delete All
Delete

Multicast Static FDB
Multicast Static FDB MAC

Static FDB > Multicast Static FDB

viLl Cas ¥ Bz
Multicast Static FDB

From Port To Port VID {1-4094} MAC Address

Port1/0/1 [v] Port1/0/1 [v] [ | [o1-00-00-00-00-02

[ Add |[  pelete |
Total Entries: 1 Delete All
e S e
01-00-00-00-00-02 Port1/0/10
M ] R

From Port / To Port

VID VLAN ID 1 4094

MAC Address MAC

Apply
Delete All
Delete
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5.1.2 MAC Address Table Settings

MAC Address Table Settings MAC

L2 Features > FDB > MAC Address Table Settings

Global Settings | MAC Address Port Learning Settings
Aging Time {0, 10-1000000) 300 S8C
Aging Destination Hit (Enabled (e)Disabled
Global Settings MAC Address Port Learning Settings
Global Settings MAC
Aging Time MAC 0 10 1000000
0
Aging Destination Hit MAC VLAN
Enabled / Disabled
Apply
MAC Address Port Learning Settings MAC /
Vi Address lTable Setiings
Global Settings | MAC Address Port Learning Settings |

From Port To Port State

[Porttion [~] [Port1/01 [v] [Enabled [~]
Port1/0/1 Enabled
Porti/0/2 Enabled
Port1/0/3 Enabled
Port1/0/4 Enabled
Port1/0/5 Enabled
Port1/0/6 Enabled
Port1/0/7 Enabled
Port1/0/g Enabled
Port1/0/9 Enabled
Port1/0/10 Enabled

From Port / To Port
Status MAC Enabled / Disabled

Apply
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5.1.3 MAC Address Table

MAC Address Table MAC
L2 Features > FDB > MAC Address Table

MAC Address Table
Port Port1/0/1 El |Clear Dynamic by Port” Find |
VID (1-4094) [ ] [clear Dynamic by viaN [ Find |
MAC Address [clear Dynamicby Mad[  Find |
Total Entries: 9 [ clearan || viewan |
=T ST e S A
1 00-00-5E-00-01-E7 Dynamic Port1/0/1
1 00-03-24-12-01-15 Dynamic Port1/0/
1 00-11-22-33-44-55 Static Port1/0/10
1 00-40-65-55-68-20 Static cPU
1 00-40-65-91-36-11 Dynamic Port1/0/
1 00-40-66-C2-AA-0A Dynamic Port1/0/
1 10-BF-48-D6-E2-E2 Dynamic Port1/0/
1 10-BF-48-D6-E3-38 Dynamic Port1/0/
1 01-00-00-00-00-02 Static Port1/0/10
(1] i e

MAC
Port
VID VLAN ID 1 4094
MAC Address MAC
MAC Clear Dynamic
by Port
VLAN 1D MAC Clear
Dynamic by VLAN
MAC Clear Dynamic by MAC
Find
MAC Clear All
MAC MAC View All
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5.2 VLAN
VLAN VLAN
VLAN
5.2.1 |802.1Q VLAN VLAN
5.2.2 | 802.1v Protocol VLAN VLAN
5.2.3 | VLAN Interface VLAN
5.2.4 | L2VLAN Interface Description L2VLAN

5.2.1 802.1Q VLAN

802.1Q VLAN VLAN
VLAN VLAN ID  VLAN VLAN VLANXXXX
XXXX VLAN ID 4 VLAN VLAN
VLAN default VLAN ID 1 VLAN

L2 Features > VLAN > 802.1Q VLAN

802.1Q VLAN
Find VLAN
R — i
Total Entries: 1
e e e = e T
1 default 1/011-1/0720 Delete
W DD KO &

802.1Q VLAN
VID List VLAN 1D
802.1Q VLAN Apply
802.1Q VLAN Delete

61/254



5 L2 Features | 5.2 VLAN

Find VLAN
VID VLAN ID 1 4094
VLAN Name Edit VLAN
VLAN Find
VLAN View All
VLAN Edit
VLAN Delete

5.2.2 802.1v Protocol VLAN

802.1v Protocol VLAN VLAN
VLAN Ethernet
IP IPv6 ARP VLAN

Protocol VLAN Profile
Protocol VLAN Profile VLAN
L2 Features > VLAN > 802.1v Protocol VLAN > Protocol VLAN Profile

Add Protocol VLAN Profile
Profile ID (1-16) ] Frame Type Ether Type (0x0-0xFFFE) o ]
Total Entries: 1
e e
1 Ethemet? OxFFFF(User define)
Profile ID ID 1 16
Frame Type Ethernet2 / SNAP / LLC
Ether Type 0x0 OXFFFF

Ethernet2 EtherType 2
SNAP Protocol ID 2
LLC LSAP DSAP  SSAP 2

Apply
802.1v VLAN Delete
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Protocol VLAN Profile Interface
Protocol VLAN Profile Interface VLAN
802.1v Protocol VLAN > Protocol VLAN Profile Interface

Add New Protocol VLAN Interface

N i T R YO — I -
B e e
Port1/0/11 1 2 0
Port
Profile ID 802.1v VLAN 1D
VID VLAN ID 1 4094
Priority 0 7
Apply
VLAN Delete

5.2.3 VLAN Interface

VLAN Interface VLAN
1 VLAN VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN VLAN 4
. 1 VLAN
. VLAN 1 VLAN
. VLAN VLAN
. VLAN
1 VLAN VLAN
VLAN
VLAN
VLAN 1D:1 VLAN

1 VLAN VLAN

VLAN
VLAN 1 VLAN
VLAN

VLAN
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VLAN VLAN
VLAN VLAN VLAN
VLAN VLAN

VLAN VLAN
VLAN  VLAN ID  PVID

VLAN VLAN
5.3 VLAN Tunnel

L2 Features > VLAN > VLAN Interface

VLAN Interface

- VLAN Interface

VLAN Mode Ingress Checking Acceptable Frame Type

Ceawoe s e wewwow  [sevoem|

! | | EIE
_ Pottom Acess  Embled ntagoec-Only ~ [Showoeu
| Pottos | Acess  Embled | UngedOny | [Show Demi
__ Pottb  Acess : Show Detai
| Puttaio | Aesss | Enaled | UetawedOny | [Show e
VLAN Show Detail
VLAN Edit

Show Detail

VLAN Intertace Information
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Edit

VLAN

Configure VLAN Interface

Port
VLAN Mode

Acceptable Frame

Ingress Checking
Native VLAN

VID (1-4094)

Action

Add Mode

Allowed VLAN Range

Current Hybrid untagged VLAN Range
Current Hybrid tagged VLAN Range

Configure VLAN Interface

Port1/0/1 [[] Clone

| Hybrid ﬂ| From Port To Port
[Untaggea ony v
(®) Enabled () Disabled

[v] Native VLAN

f |

[Add vl

(@) Untagged () Tagged

Back | | Apply

VLAN Mode VLAN Access / Hybrid / Trunk / Dotlq Tunnel
Acceptable Frame Tagged Only / Untagged Only / Admit
All
Ingress Checking Enabled / Disabled
Native VLAN VLAN
VLAN Mode Hybrid Trunk
VID VLAN ID 1 4094
Action VLAN Mode Hybrid Trunk Dotlq Tunnel
None / All / Add / Remove / Tagged / Untagged /
Except / Replace
Add VLAN Remove VLAN
Tagged Untagged VLAN Mode  Hybrid VLAN
None All Except Replace  VLAN Mode  Trunk
None VLAN All
VLAN Except VLAN
Replace VLAN
Add Mode VLAN Mode Hybrid Dotlqg Tunnel Action Add
Untagged Tagged
Allowed VLAN Range VLAN Mode Hybrid Trunk Dotlq Tunnel
VLAN
Clone
From Port / To Port Clone
Apply

Back
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5.2.4 L2VLAN Interface Description

L2VLAN Interface Description 2VLAN
L2 Features > VLAN > L2VLAN Interface Description

LZVLAN Interface Description

Create L2VLAN Interface Description

L2VLAN Interface Description
]

Find L2VLAN Interface Description

L2VLAN Interface

I [ fna ][ viewal ]
Total Entries: 2
2w w enabled
a2 down enabl

(1] il [ lee

L2VLAN Interface 2VLAN ID
Description 2VLAN 64
Apply
2VLAN Find
2VLAN View All
2VLAN Delete Description
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5.3 VLAN Tunnel

VLAN Tunnel VLAN
VLAN QinQ
VLAN
VLAN S-
tag
VLAN C-
tag
VLAN Tunnel
5.3.1 | Dotlq Tunnel Settings VLAN
5.3.2 | VLAN Mapping Settings VLAN VLAN
5.3.1 Dotlg Tunnel Settings
Dotlqg Tunnel Settings 802.1Q VLAN
L2 Features > VLAN Tunnel > Dotlq Tunnel Settings
DOt .
~
| TPID Settings | Dotlq Tunnel Port Settings
Inner TPID (0x1-0xf) ox
From Port To Port Quter TPID (0x1-0xfff}
A T—
- hm | omm
Port1/0/1 0x8100
Port1/0/2 0x8100
Port1/0/3 0x8100
Port1/0/4 0x8100
Port1/0/5 08100
Port1/0/6 0x8100
Port1/0/7 08100
FPort1/0/2 08100
Port1/0/9 0x8100
Port1/0/10 0x8100
TPID Settings Dotlg Tunnel Port Settings
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TPID Settings VLAN TPID
Inner TPID TPID 0x1 OxFFFF
TPID 16 VLAN TPID
C-tag
TPID
From Port / To Port
Outer TPID TPID 0x1 OxFFFF
0x8100
Apply

Dotlg Tunnel Port Settings

TPID Settings | Dot1q Tunnel Port Settings |
From Port To Port Trust Inner Priority Miss Drop Insert Dotlg Tag
[Port1/0i [v] [Port1/0/1 [v] [Disabled [v] [Disabled [v] | | (1-4094)

Port1/0/1 Disabled Disabled
Port1/0/2 Disabled Disabled
Port1/0/3 Disabled Disabled
Port1/0/4 Disabled Disabled
Port1/0/5 Disabled Disabled
Port1/0/6 Disabled Disabled
Port1/0/7 Disabled Disabled
Port1/0/8 Disabled Disabled
Port1/0/9 Disabled Disabled
Port1/0/10 Disabled Disabled

From Port / To Port
Trust Inner Priority Enabled VLAN
VLAN

Miss Drop Enabled VLAN

VLAN
Insert Dotlq Tag 802.1Q VLAN

ID 1 4094

Apply
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5.3.2 VLAN Mapping Settings

VLAN Mapping Settings

VLAN

L2 Features > VLAN Tunnel > VLAN Mapping Settings

VLAN Mapping Settings

VLAN Mapping Settings

Total Entries: 2

Port1/0110

porzs _Jorsoon
)

From Port To Port Original VID List
Port1/0/1 [~ Port1/0/1 [~
Action VID Inner VID
T

Port

Port1/011 ﬂ

e o T N N N
i 0

translate 2/2

Original Inner VID

—
Priority
-

Inactve

Port1/0/11 11 franslate 2/2 0 Inactive
[11] @ [ e
From Port / To Port
Original VID List VLAN 1D 1 4094
Original Inner VID VLAN 1D 1 4094 Action Dotlg-
tunnel
Action
Translate VLAN
VLAN Original VLAN
VLAN
Dotlg-tunnel VLAN
Original VLAN VID S-VLAN
VID VLAN ID 1 4094
Inner VID VLAN ID 1 4094 Action
Dotlg-tunnel
Priority 802.1p 0 7
Port
Apply
VLAN Find
VLAN Delete
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5.4 STP

STP STP
RSTP MSTP 3
STP
5.4.1 | STP Global Settings STP
5.4.2 | STP Port Settings STP
5.4.3 | MST Configuration ldentification MSTP
5.4.4 | STP Instance MSTP
5.4.5 | MSTP Port Information MSTP
5.4.1 STP Global Settings
STP Global Settings STP
L2 Features > STP > STP Global Settings
STP State
STP State (® Disabled () Enabled
STP Traps
STP New Root Trap (®) Disabled () Enabled
STP Topology Change Trap (e Disabled () Enabled
STP Mode
STP Mode RSTP ]
STP Priority
Priority (0-61440) 32768 [v]
STP Configuration
Bridge Max Age (6-40) o ser Bridge Hello Time (1-2) B e
Bridge Forward Time (4-30) sec  TXHold Count (1-10) B |tmes
Max Hops (6-40) o tmes  NNIBPDUAddress Dot1d V]
STP State STP
STP State STP Enabled / Disabled
Apply
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STP Traps STP  SNMP

STP New Root Trap

SNMP

Enabled

STP Topology Change
Trap

SNMP

Enabled

Apply

STP Mode STP

STP Mode

STP MSTP / RSTP / STP

Apply

STP Priority STP

Priority

Apply

STP Configuration STP

Bridge Max Age

STP

BPDU

Bridge Hello Time

STP Mode
1 2

RSTP STP

BPDU

Bridge Forward Time

STP

TX Hold Count

BPDU

Max Hops

NNI BPDU Address

BPDU
Dot1d 01-80-C2-00-00-00
BPDU
01-80-C2-00-00-08
BPDU

Dotlad

Apply
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5.4.2 STP Port Settings

STP Port Settings STP
L2 Features > STP > STP Port Settings

L —

STP Port Settings
From Port Port1/0/1 [v] ToPort [Portt/0M [~]
Cost(1-200000000,0=Auto) [ | State [Enabled  [v] GuardRoot Disabled [v]
Link Type Port Fast | Network [v] TN Filter Disabled [v]
BPDU Forward Disabled [v] Proity [128 V] HeloTime(d-2) [ sec
I N e e B B M
Port1/0/1 Disabled 0/200000 Disabled Auto/PZP Auto/Non-Edge Disabled Enabled
Port1/0/2 Disabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/3 Disabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/4 Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/5 Disabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/6 Disabled 0/200000 Disabled AutolP2P Auto/Non-Edge Disabled Enabled 128
Port1/0/7 Disabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/3 Disabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/9 Disabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/10 Disabled 0/200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128

From Port / To Port
Cost 0 200000000 0
State STP Enabled / Disabled
Guard Root Enabled / Disabled
Link Type Auto / P2P / Shared Shared
RSTP Auto
P2P

Port Fast Port Fast Network / Disabled / Edge

Network Port Fast 3 BPDU

port-fast

BPDU Non-port-fast

Disabled Non-port-fast

Edge port-fast BPDU

Non-port-fast
TCN Filter TCN Enabled / Disabled Enabled
TCN
BPDU Forward BPDU Enabled / Disabled Enabled
BPDU VLAN
Priority
Hello Time MSTP 1 2
Apply
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5.4.3 MST Configuration Identification

MST Configuration Identification MST
L2 Features > STP > MST Configuration Identification

MST Configuration Identification
Configuration Name
Revision Level (0-65535) P ]
Digest AC36177F50283CD4B33321D8AB26DEG2
Instance ID Settings
Instance 1D {1-16) [ ]
Action Add VID [v]
Total Entries: 1
cIsT 1-4094 Edit Delete
(] ol e
MST Configuration ldentification MST
Configuration Name MST MSTP
MAC
Revision Level 0 65535
Configuration Name
MSTP
Apply
Instance ID Settings
Instance 1D ID 1 16
Action Add VID / Remove VID
VID List VID
Apply
ID Edit
ID Delete
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5.4.4 STP Instance

STP Instance STP
L2 Features > STP > STP Instance

Total Entries: 1
T T T
cIsT Disabled 32763(32768 sysid 0)
EEEEE =
Instance CIST
e e T
Bridge Address 00-40-66-55-68-20
Designated Root Address / Priority 00-00-00-00-00-00/ 0
Regional Root Bridge Address / Priority 00-00-00-00-00-00/ 0
Designated Bridge Address / Priority 00-00-00-00-00-00/ 0
Instance Priority Edit 0
61440
STP Edit
Apply
5.4.5 MSTP Port Information
MSTP Port Information MSTP
L2 Features > STP > MSTP Port Information
V P Pol 'ormation
MSTP Port Information
Port Port1/0/1 |Clear Detected Protoco‘ | Find |

Port1/0/1 Settings
e T
cisT 200000 128 Forwarding NonStp
D=« [=EE
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Port
Cost Edit 1 200000000
Priority Edit 0 240
128
Clear Detected Protocol
MSTP Find
MSTP Edit
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5.5 Loop Detection

Loop Detection
Configuration Testing Protocol CTP

L2 Features > Loop Detection

Loop Detection Global Settings
Loop Detection State Disabled Mode [
Enabled VLAN ID List Interval (1-32767) sec
Loop Detection Port Settings
From Port To Port noChkSrc Action State
[Disabled ~] [Shutdown ~] [Disabled ~]
I T S BT S YT
Port1/0/1 Disabled Shutdown Disabled MNormal -
Port1/0/2 Disabled Shutdown Disabled MNormal -
Port1/0/3 Disabled Shutdown Disabled MNormal -
Port1/0/4 Disabled Shutdown Disabled Normal -
Port1/0/5 Disabled Shutdown Disabled MNormal -
Port1/0/6 Disabled Shutdown Disabled MNormal -
Port1/0/7 Disabled Shutdown Disabled MNormal -
Port1/0/8 Disabled Shutdown Disabled Mormal -
Port1/0/9 Disabled Shutdown Disabled Mormal -
Port1/0/10 Disabled Shutdown Disabled Mormal -

Loop Detection Global Settings

Loop Detection State Enabled / Disabled
Mode Port-based / VLAN-based
Enabled VLAN ID List VLAN VLAN 1D 1 4094
Mode VLAN-based
Interval CTP 1 32767
Apply
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Loop Detection Port Settings

From Port / To Port

noChkSrc Enabled
CTP

Action

Shutdown Port-based

Error Disabled
VLAN-based VLAN
SNMP

Notify Only SNMP

State Enabled / Disabled
Apply
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5.6 Link Aggregation

Link Aggregation

LACP LACP
LACP LACP
Active LACP LACP
Passive
Passive LACP
Passive

LACP
ID MAC

L2 Features > Link Aggregation

System Priority (1-65535) 2768
Load Balance Algorithm |Source Destination MAC ﬂ|
System ID 32768,00-40-66-55-68-20

Channel Group Information

From FPort To Port Group 1D (1-8) Mode
Port1/0/1 [v] Port1/0/1 [v] | | on [v] Add | [pelete Member port]
Note: Each Channel Group supporis up to 8 member ports.

Total Entries: 2

Pori-channel1 Static 1/0M2-1/0M13 Delete Channel| |Channel Detail
Port-channel2 LACP S 2 1/0/14-1/0/15 |Delete Channel| [channel Detail
System Priority 1 65535
Load Balance Algorithm Source MAC / Destination MAC /
Source Destination MAC / Source IP / Destination IP / Source
Destination IP

Apply
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Channel Group Information

From Port / To Port
Group ID 1 8

Mode On / Active / Passive
On

Add
Delete Member Port
Delete Channel
Channel Detail

Channel Detail

Port Channel Information

Port Channel 2
Protocol LACP

Port Channel Detail Information

“ LACP Timeout ‘Working Mode LACP State Port Priority Port Number _

Port1/0/14 32768 Edlt

Port1/0/15 Long Acive down 32768 0

Port Channel Neighbor Information

m Partner System ID Partner PortNo Partner LACP Timeout Partner Working Mode Partner Port Priority

Port1/0/14 0,00-00-00-00-00-00 Long Passive

Port1/0/15 0,00-00-00-00-00-00 0 Long Passive 0
LACP State:
bndl: Port is attached to an aggregator and bundled with other poris.
indep: Port is in an independent stat it bundled but able to switch data traffic).

hot-sby: Port is in a hot-standby state.
down: Port is down.

Edit

Apply

Back

Edit
LACP Timeout LACP Short / Long Short
3 LACP
Long 90 LACP
LACP Short 1
Long 30 LACP
Working Mode LACP Active / Passive
Port Priority
Apply
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5.7 L2 Multicast Control

L2 Multicast Control

VLAN

L2 Multicast Control

5.7.1 | IGMP Snooping 1GMP

5.7.2 | MLD Snooping MLD

5.7.3 | Multicast Filtering
5.7.1 IGMP Snooping

IGMP Snooping IGMP

1GMP 1GMP

1GMP

IGMP Snooping Settings
IGMP Snooping Settings IGMP
L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping

Settings
VIP Snooping Settings

Global Settings

Global State (@)Enabled (")Disabled

Dynamic Mrouter Aging Time (10-65535) sec

IGMP Snooping Unknown Data [All [v] vipp-0e)[ IPAddress| - . [ Clear |
VLAN Status Settings

vip@doe) ] ()Enabled (#)Disabled
IGMP Snooping Table

vip(-d0eg) ] | Find | [ viewan |
Total Entries: 1

1 default Enabled Show Detail Edit
L
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Global Settings IGMP
Global State IGMP Enabled / Disabled
Dynamic Mrouter Aging IGMP 10
Time 65535
Unknown Data Limit
Default
64
Default 1 64
IGMP Snooping Unknown
Data
All
VLAN VLAN
o VID VLAN ID 1 4094
Group
o IP Address
Apply
Clear
VLAN Status Settings IGMP VLAN
VID VLAN ID 1 4094
VLAN 1GMP Enabled /
Disabled
Apply
IGMP Snooping Table 1GMP VLAN
VID VLAN ID 1 4094
1GMP Find
1GMP View All
VLAN Show Detail
1GMP Edit
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Show Detail

VIP Snooping VLAN Parameters

IGMP Snooping VLAN Parameters

VID 1

Status Enabled
Minimum Version vl

Fast Leave Disabled (host-based)
Report Suppression Disabled
Suppression Time 10 seconds
Querier State Disabled
Query Version v3

Query Interval 125 seconds
Max Response Time 10 seconds
Robustness Value 2

Last Member Query Interval 1 seconds

Froxy Reporting Disabled Source Address (0.0.0.0)
Unknown Data Leaming Enabled
Unknown Data Expiry Time Infinity
Ignore Topology Change Disabled
IGMP Snooping VLAN Parameters 1GMP

Modi fy

IGMP Snooping Table  Edit IGMP Snooping VLAN Parameters

Modi fy

IGMP Snooping VLAN Settings

VID (1-4094)
Status
Minimum Version

Fast Leave
Report Suppression

Suppression Time (1-300)

Querier State

Query Version

Query Interval (1-31744)

Max Response Time {1-25)
Robustness Value (1-7)

Last Member Guery Interval (1-25)

Proxy Reporting

Unknown Data Leaming
Unknown Data Expiry Time (1-65535)
Ignore Topology Change

I

e Enabled | Disabled

1 [v]
(_)Enabled ()Disabled
(CEnabled (@)Disabled

=
=]

Enabled (e)Disabled

O

(28]
!

=y
P
w
w
@
o

w
@
o

s5ec

= [fa] [=
- =]

E—

(CEnabled (@)Disabled
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IGMP Snooping VLAN Settings IGMP
Minimum Version IGMP 1/2/3
Fast Leave IGMP Enabled / Disabled

Enabled IGMP
Report Suppression Enabled / Disabled

1GMPv1 1GMPv2
Suppression Time
( /
1
Suppression Time ( ) 1 300
10
Querier State Enabled / Disabled
1GMP
Query Version 17273
Query Interval 1 31744
Max Response Time 1 25
Robustness Value 17 2
Last Member Query
Interval 1 25
Proxy Reporting Enabled / Disabled
Source Address
Unknown Data Learning
Enabled
Unknown Data Expiry Time

1 65535

Ignore Topology Change

Enabled / Disabled

Apply
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IGMP Snooping Groups Settings

IGMP Snooping Groups Settings IGMP
1GMP

IGMP Snooping > IGMP Snooping Groups Settings

VIP Snooping Groups Settings

IGMP Snooping Static Groups Settings

VID (1-4094) Group Address From Port To Port

| | [ ] [Port1/0/1 ~] [Port1/0/1 ~] [ apply | [  Delete |

VID (1-4094) Group Address

o ] ol ] [ fnd ][ viewar ]

Total Entries: 1

I Y S R S
1 224.01.0 1010

[1n] i [ e

IGMP Snooping Groups Table

VID (1-4094) Group Address

o ] ol ] [ Fnd ][ viewar |
Total Entries: 0

o Group s Souco s EEEE T

IGMP Snooping Static Groups Settings

VID VLAN ID 1 4094

Group Address 1P

From Port / To Port

VID VLAN ID 1
4094

Group Address

Apply
1GMP Delete
1GMP Find

1GMP View All
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IGMP Snooping Groups Table IGMP
VID VLAN ID 1
4094
Group Address
IGMP Find
1GMP View All

IGMP Snooping Mrouter Settings
IGMP Snooping Mrouter Settings 1GMP
IGMP Snooping > IGMP Snooping Mrouter Settings

IP Snooping Mrouter Settings

IGMP Snooping Mrouter Settings

VID (1-4094) Configuration From Port To Port

| | [Port ~] [Port1/0/1 ~] [Port1/0/1 ~] apply | [ Delete
IGMP Snooping Mrouter Table

vipg-g0[ | | Find | [ viewan |

Total Entries: 1

1 1/0/10 (Static)
n [ 1| [ [eo

IGMP Snooping Mrouter Settings

VID VLAN ID 1 4094

Configuration
Port
Forbidden Port

From Port / To Port
Apply

Delete
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IGMP Snooping Mrouter Table

VID VLAN ID 1 4094
Find
View All

IGMP Snooping Statistics Settings
IGMP Snooping Statistics Settings IGMP
IGMP Snooping > IGMP Snooping Statistics Settings

VIP Snooping Statistics Seftings

IGMP Snooping Statistics Settings

Statistics VID (1-4094) From Port To Port

Al ~] | Port1/0/1 ~ Port1/0/1 ~]
IGMP Snooping Statistics Table

Find Type VID (1-4094) From Port To Port

VLAN [~ I \ [Port1/0/1 ~ [Porti/0/1 ~ | Find | [ viewan |

Total Entries: 1
I e
e | oy | ot | vy | gt | oy | Lo | opmt | vy | Lo | gt | o | fepr |
0 0 0 0 0 0 0 0 0 0 0 0 0 0
R o

Port1/0/9

IGMP Snooping Statistics Settings IGMP
Statistics 1GMP
All 1GMP
VLAN VLAN  IGMP
o VID VLAN ID 1 4094
Port 1GMP
o From Port / To Port
1GMP Clear
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IGMP Snooping Statistics Table 1GMP
Find Type I1GMP
VLAN VLAN 1GMP
o VID VLAN ID 1 4094
Port 1GMP
o From Port /7 To Port

IGMP Find
1GMP View All

5.7.2 MLD Snooping

MLD Snooping MLD
MLD IPV6 MLD
1Pv4 1GMP

MLD Snooping Settings
MLD Snooping Settings MLD
L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping

Settings
ILD Snooping Settings
Global Settings
Global State (@)Enabled (")Disabled
Uk Dt Lt (166 CR—T [aw ]
MLD Snooping Unknown Data | All [~] VID (1-4094) |:| Group Address [FFE0-1 | Clear |
VLAN Status Settings
vpa-doen[ | (Enabled (&Disabled
MLD Snooping Table
N E— ][ viewar ]
Total Entries: 1
1 default Enabled Show Detail Edit
(1] 1N Go
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Global Settings MLD
Global State MLD Enabled / Disabled
Unknown Data Limit
Default
64 Default
1 64
MLD Snooping Unknown
Data
All
VLAN VLAN
o VID VLAN ID 1 4094
Group
o0 Group Address
Apply
Clear
VLAN Status Settings MLD VLAN
VID VLAN ID 1 4094
VLAN MLD Enabled /
Disabled
Apply
MLD Snooping Table MLD VLAN
VID VLAN ID 1 4094
MLD Find
MLD View All
VLAN Show Detail
MLD Edit

88/254



5 L2 Features | 5.7 L2 Multicast Control

Show Detail
| MLD Snooping VLAN Parameters —— —

MLD Snooping VLAN Parameters

ViD 1
Status Enabled
Minimum Version vl
Fast Leave Disabled (host-based)
Report Suppression Disabled
Suppression Time 10 seconds
Proxy Reporting Disabled Source Address (2}
Mrouter Fort Learning Enabled
Querier State Disabled
Query Version v2
Query Interval 125 seconds
Max Response Time 10 seconds
Robusiness Value 2
Last Listener Query Interval 1 seconds
Unknown Data Learning Enabled
Unknown Data Expiry Time Infinity
Ignore Topology Change Disabled
MLD Snooping VLAN Parameters MLD
Mod i fy
MLD Snooping Table Edit MLD Snooping VLAN Parameters
Modify

VILD Snooping VLAN Settings

MLD Snooping VLAN Settings

VID (1-4094) ]
Status e Enabled | Disabled
Minimum Version
Fast Leave (Enabled (®Disabled
Report Suppression (Enabled (e)Disabled

Suppesin e 1300

(CEnabled (@Disabled

Proc Repering Soure Adtoss fed- |

Mrouter Port Leamning (®@Enabled (" Disabled
Querier State (_JEnabled (e Disabled

Query Version

Query Inferval (1-31744) sec
Max Response Time {1-25) sec
Robustness Value (1-7)

|

Last Listener Query Interval (1-25) sec

Unknown Data Learning (®)Enabled (Disabled
Unknown Data Expiry Time(1-65535) [ secininity
Ignore Topology Change (Enabled (e)Disabled

Apply

89/254



5 L2 Features | 5.7 L2 Multicast Control

MLD Snooping VLAN Settings MLD

Minimum Version MLD 172

Fast Leave MLD Enabled / Disabled
Enabled

Report Suppression Enabled / Disabled

Suppression Time MLD 1 300
10

Proxy Reporting Enabled / Disabled
Source Address

Mrouter Port Learning Enabled / Disabled

Querier State Enabled / Disabled

Query Version 172

Query Interval 1 31744

Max Response Time 1 25

Robustness Value 1 7 2

Last Listener Query
Interval 1 25

Unknown Data Learning
Enabled

Unknown Data Expiry Time
1 65535

Ignore Topology Change Enabled / Disabled

Apply
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MLD Snooping Groups Settings

MLD Snooping Groups Settings MLD

MLLD

MLD Snooping > MLD Snooping Groups Settings

VILD Snooping Groups Settings
MLD Snooping Static Groups Settings
VID (1-4094)

Group Address From Port

To Port

| | [FF1:11 | [Port1/0/1

[v]  [Porttioit [~ [ Aoy | [ pelete |

VID (1-4094)
o]

Total Entries: 1

Group Address

OfFF11-1

MLD Snooping Groups Table
VID (1-4094)
o ]

Total Entries: 0

Group Address

OfFF11:11

MLD Snooping Static Groups Settings

1 fit1:11

o G e souce s T

| Find

view all |

1/0/10

[1n] i [ e

| Find

viewall |

VID

VLAN ID 1 4094

Group Address IPv6

From Port / To Port

VID
4094

VLAN ID

Group Address

1Pv6

Apply
MLD
MLD

MLD

Delete
Find

View All
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MLD Snooping Groups Table MLD
VID VLAN ID 1
4094
Group Address
MLD Find
MLD View All

MLD Snooping Mrouter Settings
MLD Snooping Mrouter Settings MLD
MLD Snooping > MLD Snooping Mrouter Settings

“WLDSrooping Wrouter sewngs ————————————

MLD Snooping Mrouter Settings
VID (1-4094) Configuration From Port To Port
| | [Port ~] [Port1/0/1 ~] [Port1/0/1 ~] apply || Delete
MLD Snooping Mrouter Table
vipg-d0e | | Find | [ viewan |
Total Entries: 1
1 /0110 (Static)
171 4] [ [eo

MLD Snooping Mrouter Settings

VID VLAN ID 1 4094
Configuration
Port
Forbidden Port
Learn PIMv6 IPv6 PIM

From Port / To Port

Apply
Delete
MLD Snooping Mrouter Table
VID VLAN ID 1 4094
Find
View All

92/254



5 L2 Features | 5.7 L2 Multicast Control

MLD Snooping Statistics Settings
MLD Snooping Statistics Settings MLD
MLD Snooping > MLD Snooping Statistics Settings

VILD Snooping Statistics Settings

MLD Snooping Statistics Settings

Statistics VID (1-4094) From Port To Port
Al ] | Port1/0/1 ~] Port1/0/1 ]
MLD Snooping Stafistics Table
Find Type VID (1-4094) From Port To Port
[VLAN ~] | \ [Port1/0/10 ~ [Port1/0/10 ~ | Find | [ viewar |
Total Entries: 1

--

Port1/0/10

MLD Snooping Statistics Settings MLD
Statistics MLD
All MLD
VLAN VLAN  MLD
o VID VLAN ID 1 4094
Port MLD
o From Port / To Port
MLD Clear
MLD Snooping Statistics Table MLD
Find Type MLD
VLAN VLAN  MLD
o VID VLAN ID 1 4094
Port MLD
o From Port / To Port
MLD Find
MLD View All
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5.7.3 Multicast Filtering

Multicast Filtering

Forward All 1GMP
VLAN
Forward Unregistered Filter Unregistered
Forward Unregistered Filter Unregistered

Forward Unregistered
Filter Unregistered

L2 Features > L2 Multicast Control > Multicast Filtering

Multicast Filtering

VID List Multicast Filter Mode | Forward Unregiste redzﬂ

Total Entries: 2

default Forward Unregistered Groups
VLANODDZ2 Forward Unregistered Groups

(1] KN [ [ee

VID List VLAN 1D

Multicast Filtering
Mode

Forward Unregistered

VLAN
Forward All VLAN

Filter Unregistered

Apply
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5.8 LLDP
LLDP LLDP
LLDP LLDP
LLDP
LLDP LLDP LLDP
LLDP LLDP
LLDP LLDP
LLDP
LLDP
5.8.1 | LLDP Global Settings LLDP
5.8.2 | LLDP Port Settings LLDP
5.8.3 | LLDP Management Address List LLDP
5.8.4 | LLDP Basic TLVs Settings TLV
5.8.5 | LLDP Dotl TLVs Settings IEEE802.1 TLV
5.8.6 | LLDP Dot3 TLVs Settings IEEE802.3 TLV
5.8.7 | LLDP-MED Port Settings LLDP-MED TLV
5.8.8 | LLDP Statistics Information LLDP
5.8.9 | LLDP Local Port Information LLDP
5.8.10 | LLDP Neighbor Port Information
LLDP TLV
LLDP TLV
ID LLDP LLDP
TLV VLAN IEEE802.1
TLV IEEE802.3 TLV LLDP-
MED TLV
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5.8.1 LLDP Global Settings

LLDP Global Settings LLDP

L2 Features > LLDP

> LLDP Global Settings

LLDP Global Settings

LLDP State

LLDP Forward State
LLDP Trap State
LLDP-MED Trap Siate

LLDP-MED Configuration

Fast Start Repeat Count (1-10)

LLDP Configurations

Message TX Interval (5-32768)
Message TX Hold Multiplier (2-10)
Relnit Delay (1-10)

(T)Enabled  (wDisabled
(Enabled  (@Disabled
(JEnabled  (®)Disabled
(Enabled  (@Disabled

5ec
5ec

5ec

T [T [
=

TX Delay (1-8192) sec
LLDP System Information
Chassis ID Subtype MAC Address
Chassis ID 00-40-66-55-65-20
System Name Switch
System Description APLGM220GTSS Gigabit Ethernet L2 Switch .......
System Capabilities Supported Repeater, Bridge
System Capabilities Enabled Repeater, Bridge
LLDP-MED System Information
Device Class Network Connectivity Device
Hardware Revision
Firmware Revision 1.00.00
Software Revision 2.00.00b w7
LLDP Global Settings LLDP
LLDP State LLDP Enabled / Disabled
LLDP Forward State LLDP Enabled / Disabled
LLDP State Enabled LLDP Forward State Disabled
LLDP
LLDP Trap State LLDP SNMP Enabled
Disabled
LLDP-MED Trap State LLDP-MED SNMP Enabled
Disabled

Apply
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LLDP-MED Configuration LLDP-MED
Fast Start Repeat Count | LLDP-MED 1 10
Apply
LLDP Configurations LLDP
Message TX Interval LLDP 5 32768
Message TX Hold LLDP 2 10 LLDP
Multiplier TTL
Relnit Delay LLDP 1 10
TX Delay LLDP 1 8192
Message TX Interval 174

Apply

5.8.2 LLDP Port Settings

LLDP Port Settings

LLDP

L2 Features > LLDP > LLDP Port Settings

LLUF FO - 1(]
LLDP Port Settings

From Port To Port

Notification

Subtype

Admin State

IP Subtype  Acfion Address

[Port1/01 [v]  [Port1/0r1 [V]

|Disabled[™] [Local

[v] [TX and RX[~] |Default[v]| [Disabled[v] | |

Port1/01
Port1/072
Port1/0/3
Port1/0/4
Port1/0/5
Port1/0/6
Port1/0/7
Port1/0/8
Port1/0/9
Port1/0/10

Note: The address should be the switch's address.

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Local
Local
Local
Local
Local
Local
Local
Local
Local

Local
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Apply

TX and RX
TX and RX
TX and RX
TX and RX
TX and RX
TX and RX
TX and RX
TX and RX
TX and RX
TX and RX
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From Port / To Port

Notification LLDP SNMP
SNMP Enabled
Disabled
Subtype ID MAC Address / Local
Admin State LLDP
TX LLDP
RX LLDP

TX and RX LLDP
Disabled LLDP

IP Subtype Default /7 IPv4 / 1Pv6
Default
Action Enabled
Disabled
Address

Apply

5.8.3 LLDP Management Address List

LLDP Management Address List LLDP
L2 Features > LLDP > LLDP Management Address List

I S S S T
10.85.104.32(default) Ifindex 1.36.1.41.278.1.45...
IPv4 10.85.104.32 Ifindex 136141278145
Subtype
All
IPv4  1Pv4 IPv4
1Pv4
IPv6 1PV6 IPv6
IPv6
LLDP Find
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5.8.4 LLDP Basic TLVs Settings

LLDP Basic TLVs Settings TLV
L2 Features > LLDP > LLDP Basic TLVs Settings

LLDP Basic TLVs Settings
From Port To Port Port Description System Name System Description System Capabilities
[Port1011 [v]  [Port1/0i1 [v] [Disabled[v] | Disabled[v]| | Disabled v
I T L R
Port1/0/1 Disabled Disabled Disabled Disabled
Port1/0/2 Disabled Disabled Dizabled Disabled
Port1/0/3 Disabled Disabled Disabled Disabled
Port1/0/4 Disabled Disabled Disabled Disabled
Port1/0/5 Disabled Disabled Disabled Disabled
Port1/0/6 Disabled Disabled Disabled Disabled
Port1/0/7 Disabled Disabled Disabled Disabled
Port1/0/8 Disabled Disabled Disabled Disabled
Port1/0/9 Disabled Disabled Disabled Dizsabled
Port1/0/10 Disabled Disabled Disabled Disabled

From Port / To Port
Port Description Enabled
Disabled
System Name Enabled
Disabled

System Description Enabled
Disabled

System Capabilities Enabled
Disabled

Apply
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5.8.5 LLDP Dotl TLVs Settings

LLDP Dotl TLVs Settings IEEE 802.1 TLV
L2 Features > LLDP > LLDP Dotl TLVs Settings

['TDP Do V ting

LLDP Dot1 TLVs Settings
From Port To Port Port VLAN Protocol VLAN VLAN Name Protocol Identity
[Port1/01 [v]  [Port1/0/1 [¥]  |Disabled[v]  [Disabled v]| | |Disabled [V ]| | [Disabled[ ] [Nore [v]
Port1/0/1 Disabled
Port1/0/2 Disabled
Port1/0/3 Disabled
Port1/0/4 Disabled
Port1/0/5 Disabled
Port1/0/6 Disabled
Port1/0/7 Disabled
Port1/0/3 Disabled
Port1/0/9 Disabled
Port1/0/10 Disabled
From Port / To Port
Port VLAN VLAN ID Enabled
Disabled
Protocol VLAN PPVID Enabled
VLAN  VLAN ID Disabled
VLAN Name VLAN Enabled
VLAN  VLAN ID Disabled
Protocol ldentity Enabled
None / EAPOL / LACP / STP /
All Disabled
Apply
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5.8.6 LLDP Dot3 TLVs Settings

LLDP Dot3 TLVs Settings IEEE 802.3 TLV
L2 Features > LLDP > LLDP Dot3 TLVs Settings

[TDP Do Vs
LLDP Dot3 TLVs Settings
From Port To Port g&?ﬁuﬁi on/Slatus Link Aggregation Maximum Frame Size
Porti/or [v
[ wcnmCommesaws | e | Memmronese |
Port1/0/1 Disabled Disabled Disabled
Port1/0/2 Disabled Disabled Disabled
Port1/0/3 Disabled Disabled Disabled
Port1/0/4 Disabled Disabled Disabled
Port1/0/5 Disabled Disabled Disabled
Port1/0/6 Disabled Disabled Disabled
Port1/0/7 Disabled Disabled Disabled
Port1/0/8 Disabled Disabled Disabled
Port1/0/9 Disabled Disabled Disabled
Port1/0/10 Disabled Disabled Disabled

From Port / To Port
MAC/PHY MAC/PHY Enabled
Configuration/Status Disabled
Link Aggregation Enabled
Disabled
Maximum Frame Size Enabled
Disabled
Apply
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5.8.7 LLDP-MED Port Settings

LLDP-MED Port Settings

LLDP-MED TLV
L2 Features > LLDP > LLDP-MED Port Settings

LLDP-MED Port Settings

From Port To Port Motification Capabilities Inventory
[Port1/011 [v]  [Port1/0i1 [v] [Disabled[v] [Disabled[v | [Disabled[v]
T B O ™ At
FPort1/0/1 Disabled Disabled Disabled
Port1/0/2 Disabled Disabled Disabled
Port1/0/3 Disabled Disabled Disabled
Port1/0/4 Disabled Disabled Disabled
Port1/0/5 Disabled Disabled Disabled
Port1/0/6 Disabled Disabled Disabled
Port1/0/7 Disabled Disabled Disabled
FPort1/0/8 Disabled Disabled Disabled
Port1/0/9 Disabled Disabled Disabled
Port1/0/10 Disabled Disabled Disabled
From Port / To Port
Notification LLDP-MED SNMP
SNMP Enabled
Disabled
Capabilities LLDP-MED Enabled
Disabled
Inventory LLDP-MED Enabled
Disabled

Apply
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5.8.8 LLDP Statistics Information

LLDP Statistics Information LLDP
L2 Features > LLDP > LLDP Statistics Information

LLDF atl nro atio
LLDP Statistics Information

Last Change Time
Total Inseris

Total Deletes
Total Drops

Total Ageouts

Clear Counter

o o o o o

LLDP Statistics Ports

Port Port1/0/1 [v] | Clear Counter | | Clear All |
“ Total Transmits | Total Discards | TotalEmors | Total Receives Total TLV Discards Total TLV Unknowns Total Ageouts
0 0 0 0 0

Port1/0/1
Port1/0/2
Port1/0/3
Port1/0/4
Port1/0/5
Port1/0/6
Port1/0/7
Port1/0/8
Port1/0/9
Port1/0/10

S o o o o o o o o
oo 2 o 2o o o o o o
oo o o o o o o o
Sl o o o o o o o o
2o e o a8 o a o a8
2o el a o a o a8 o
= o el o s o s o s

LLDP Statistics Information LLDP
Clear Counter

LLDP Statistics Ports LLDP

Port

LLDP Clear Counter

LLDP Clear All
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5.8.9 LLDP Local Port Information

LLDP Local Port Information LLDP
L2 Features > LLDP > LLDP Local Port Information

LLDPF Local Port Information

LLDP Local Port Brief Table
Port Port1/0/1 [v] | Find |[ show Detail |
[ om | rounswwe | ron | pon e
Port1/0/1 Local Port1/0/1 APRESIA Systems, Ltd APLGM220G...
Port/0/2 Local Port1/0/2 APRESIA Systems, Ltd APLGM220G...
Port1/0/3 Local Port1/0/3 APRESIA Systems, Ltd APLGM220G...
Port1/0/4 Local Port1/0/4 APRESIA Systems, Ltd APLGM220G...
Port1/0/5 Local Port1/0/5 APRESIA Systems, Ltd APLGM220G...
Port1/0/6 Local Port1/0/6 APRESIA Systems, Ltd APLGM220G...
Port1/0/7 Local Port1/0/7 APRESIA Systems, Ltd APLGM220G...
Port1/0/8 Local Port1/0/8 APRESIA Systems, Ltd APLGM220G...
Port1/0/9 Local Port1/0/9 APRESIA Systems, Ltd APLGM220G...
Port1/0/10 Local Port1/0/10 APRESIA Systems, Ltd APLGM220G...
Port
LLDP Find
LLDP Show Detail

Show Detail
R T T TR EIR™,

LLDP Local Information Table

Port Port1/0/1

Port ID Subtype Local

Port ID Port1/0/1

Port Description APRESIA Systems, Lid APLGM220GTSS HW firmware 2.00.00b Port 1 on Unit 1

Port PVID 1

Management Address Count o

PFVID Entries o

VLAN Name Enfries Count 1

Protocol Identity Entries Count o

MAC/PHY Configuration/Status Show Detail

Link Aggregation Show Detail

Maximum Frame Size 1536

LLDP-MED Capabilities Show Detail
Back
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MAC/PHY Configuration/Status Show Detail

LLDP Local Port Information

LLDP Local Information Table

Port Port1/0/1
Port ID Subtype Local
Port ID Port1/0/1
Port Description APRESIA Systems, Ltd APLGM220GTSS HW firmware 2.00.00b Port 1 on Unit 1
Port PVID 1
Management Address Count o
PFVID Entries o
VLAN Name Enfries Count 1
Protocol Identity Entries Count o
MAC/PHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536
LLDP-MED Capabilities Show Detail
[ Bk ]
MAC/PHY Configuration/Status
Auto-Negotiation Support Supported
Auto-Negotiation Enabled Enabled
Auto-Negotiation Advertised Capability 6c01{hex)
Auto-Negotiation Operational MAU Type 001e(hex)
Back

5.8.10 LLDP Neighbor Port Information

LLDP Neighbor Port Information LLDP
L2 Features > LLDP > LLDP Neighbor Port Information

LLDP Neighbor Fo ormation

LLDP Neighbor Port Brief Table

Port Port1/0/1 | Find | clear ]

Clear All

Total Entries: 1
I T S T N
MAC Address 00-03-24-12-00-00 MAC Address 00-03-24-12-01-13
Port
LLDP Find
LLDP Clear
LLDP Clear All
LLDP Show Detail
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Show Detail

[TDP Neighbor Po

aton

LLDP Neighbor Information Table

Entry ID 1

Chassis 1D Subtype MAC Address
Chassis ID 00-03-24-12-00-00
Port ID Subtype MAC Addrass

Port ID 00-03-24-12-01-13
Port Description

System Name
System Description
System Capabilities

Management Address Entries Show Detail
FPort PVID 0

PPVID Entries Show Detail
VLAN Name Entries Show Detail
Protocol Identity Entries Show Detail
MAC/PHY Configuration/Status Show Detail
Power Via MDI Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1]

Unknown TLVs Show Detail
LLDP-MED Capabilities Show Detail
MNetwork Policy Show Detail
Extended Power Via MDI Show Detail

Inventory Management Show Detail

Back

MAC/PHY Configuration/Status Show Detail

LLDP Neighbor Po adaon
LLDP Neighbor Information Table
Entry ID 1
Chassis 1D Subtype MAC Address
Chassis ID 00-03-24-12-00-00
Port ID Subtype MAC Addrass
Port ID 00-03-24-12-01-13
Port Description
System Name
System Description
System Capabilities
Management Address Entries Show Detail
Port PVID 0
PFVID Entries Show Detail
VLAN Name Eniries Show Detail
Protocol Identity Entries Show Detail
MAC/PHY Configuration/Status Show Detail
Power Via MDI Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1]
Unknown TLVs Show Detail
LLDP-MED Capabilities Show Detail
Metwork Policy Show Detail
Extended Power Via MDI Show Detail
Inventory Management Show Detail
MAC/PHY Configuration/Status
None
Back
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6

L3 Features

L3 Features IP 3
L3 Features
6.1 ARP ARP ARP
6.2 IPv6 Neighbor IPv6
6.3 Interface 1Pv4 1Pv6
6.4 IPv4 Default Route 1Pv4
6.5 IPv4 Route Table 1Pv4
6.6 IPv6 Default Route 1Pv6
6.7 IPv6 Route Table 1Pv6
6.1 ARP
ARP ARP
ARP
6.1.1 | ARP Aging Time ARP
6.1.2 | Static ARP ARP
6.1.3 | ARP Table ARP

6.1.1 ARP Aging Time

ARP Aging Time ARP
L3 Features > ARP > ARP Aging Time

.....

ARP Aging Time

Total Entries: 1

s T o A

viani

240

Timeout Edit

ARP

ARP

Apply
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6.1.2 Static ARP

Static ARP ARP
L3 Features > ARP > Static ARP

et —————————

Static ARP

1P Address [ - -] Hardware Address 00-11-22-33-44-AA

Total Entries: 2

vian1 10.85.104.32 00-40-66-55-68-20 Forever Edit Delete
172.31.131.1 00-11-22-33-44-55 Forever Static | Edt || Delete |

[ BRI AR

IP Address IP
Hardware Address IP MAC
Apply
ARP Edit
ARP Delete

6.1.3 ARP Table

ARP Table ARP
L3 Features > ARP > ARP Table

~ARPT@SE—

ARP Search

e i — e P ——
() Hardware Address po1122334855 | O All

Total Entries: 2 clear All
-—
10.85.104.32 00-40-66-55-68-20 Forever [ Delete |
viant 10.90.90.10 10-BF-48-D6-E2-E2 240

AR AR =
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Interface VLAN VLAN ID VLAN
ID 1 4094
IP Address IP 1P
Mask IP
Hardware Address MAC
MAC

Type

All / Dynamic

ARP

Find

ARP
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Delete
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6.2 IPv6 Neighbor

IPv6 Neighbor 1Pv6
L3 Features > IPv6 Neighbor

Pv6 Neighbor

IPv6 Neighbor Settings
Interface VLAN (1-4094) [ | IPv6Address MAC Address  [11-2233.44-AAFF | [ aply |
Interface VLAN (1-4094) [ | IPv6 Address i
Total Entries: 1 clear All
-m—
202121 00-11-22-33-44-66
11 [ 1| [ |eo
Interface VLAN VLAN VLAN ID 1 4094
IPv6 Address IPv6
MAC Address MAC
Apply
1Pv6 Find
IPV6 Clear
IPV6 Clear All
IPv6 Delete
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6.3 Interface

Interface VLAN IP
VLAN 2 VLAN
1 VLAN VLAN
IP
Interface
6.3.1 IPv4 Interface 1Pv4
6.3.2 IPv6 Interface 1Pv6

6.3.1 IPv4 Interface

IPv4 Interface VLAN IPv4
L3 Features > Interface > IPv4 Interface

T

1Pv4 Interface

Interface VLAN (1-4094) [ ] | Apply I Find |

Total Entries: 1

e st o G e L

vian1i Enabled 10.85.104.32/255.0.0.0 Manual Edit Delete
17 ] [ [eo
Interface VLAN VLAN VLAN ID 1 4094
Apply
1Pv4 Find

1Pv4 Edit
1Pv4 Delete
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Edit

| IPv4 Interface Settings

Interface viani
Settings
State Enabled v
Description |54 chars
IP Settings
Get IP From Static v
1P Address [ - ]
Mask l:l Apply | ‘ Delete
Settings VLAN
State VLAN Enabled / Disabled
Disabled shutdown
Description VLAN 64
Back
Apply
IP Settings 1P
Get IP From IP
Static IPv4
DHCP DHCP 1Pv4
IP Address 1Pv4
Mask 1Pv4
Apply
Delete
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6.3.2 IPv6 Interface

IPv6 Interface VLAN IPv6
L3 Features > Interface > IPv6 Interface

e e e A —————————

IPv6 Interface
Interface VLAN (1-4094) [ s ]
Total Entries: 1
vian1 Disabled Up

17 ] [ [eo

Interface VLAN VLAN VLAN ID 1 4094
Apply
1Pv6 Find
1Pv6 Detail
Detail
et —————————————
| IPv6 Interface Settings | Interface IPv6 Address DHCPv6 Client
Interface viani
IPv6 State Disabled [~ Back || appy |
| Static IPv6 Address Settings
1Pv6 Address [ ] [JEUM64 []Link Local
. NS Interval Setfings
NS Interval (0-3600000) b ms
IPv6 Interface Settings VLAN 1Pv6
IPv6 State VLAN 1Pv6 Enabled / Disabled
Disabled 1Pv6
Apply
Back
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Static IPv6 Address Settings IPV6
IPv6 Address IPv6 IPv6
EUI-64 EUI-64 ID IPv6
Link-Local
Apply
NS Interval Settings
NS Interval NS 0 3600000
0
0 1
Apply
Interface IPv6 Address 1Pv6
e ——————————————
IPv6 Interface Settings | Interface IPv6 Address | DHCPvE Client
Total Entries: 2
O e e
Link-Local Address Te80::240:661.7e55:6820 Delete
Global Unicast Address 172:31:131::123/64 (Manual)
Delete
DHCPv6 Client DHCPv6

IPvE Interface Settings Interface IPv6 Address | DHCPv6 Client

DHCPv6 Client Settings

Client State Disabled [v] Rapid Commit

DHCPv6 Client Settings

Client State DHCPv6 Enabled / Disabled

Rapid Commit DHCPv6

Apply
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6.4 IPv4 Default Route

IPv4 Default Route IPv4
L3 Features > IPv4 Default Route

IPv4 Default Route
Default Route
Backup State
Total Entries: 1
I T S " S N
0.0.0.0 0.0.0.0 172.31.131.254
11 [ [ [ee
Gateway 1Pv4
Backup State
Primary
Backup
Apply
1Pv4 Delete
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6.5 IPv4 Route Table

IPv4 Route Table IPv4

L3 Features > IPv4 Route Table

IPv4 Route Table

© P asges EE——
(O Network Address [ E E . | [
(O Connected (O H O y

Total Entries: 1

S e O O N

10.0.0.0 255.0.00 Directly Connected vian1 Connected
n [T [ [ee
IP Address IPv4
1Pv4
Network Address IPv4
1Pv4
Connected
Hardware
LSI
Summary
1Pv4 Find
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6.6 IPv6 Default Route

IPv6 Default Route IPv6
L3 Features > IPv6 Default Route

IPvG Default Route
Default Route
Interface VLAN (1-4094) [ ]
Next Hop IPV6 Address
Backup State Please Select
Total Entries: 1
I O B B S
=10 172:31:131::254 viant Static No
n [ 1| [ [ee
Interface VLAN VLAN VLAN ID 1 4094
Next Hop IPv6 Address 1Pv6
Backup State
Primary
Backup
Apply
1Pv6 Delete
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6.7 IPv6 Route Table

IPv6 Route Table I1Pv6
L3 Features > IPv6 Route Table

Pvo Route Table

IPv6 Route Table

(@) Connected () Summary
Total Entries: 1 entries, 1 routes
P ot Long T S T
2020:./64 Directly Connected viani 01 Connected

11 (9] [ [ge

Connected

Summary IPv6

IPV6 Find
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7 QoS

QoS
CoS
CoS CoS
8
QoS CoS DSCP

QoS

7.1 Basic Settings QoS

7.2 Advanced Settings QoS

QoS QoS QoS
QoS QoS
QoS IP DSCP
DSCP

7.1 Basic Settings

Basic Settings QoS
CoS CoS
QoS

Basic Settings

7.1.1 | Port Default CoS CoS

7.1.2 | Port Scheduler Method

7.1.3 | Queue Settings

7.1.4 | CoS to Queue Mapping CoS

7.1.5 | Port Rate Limiting

7.1.6 | Queue Rate Limiting
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7.1.1 Port Default CoS

Port Default CoS CoS
QoS > Basic Settings > Port Default CoS

0 erfal 0

-~ Port Default CoS

From Fort To Port Default CoS

[Port/01 [v] [Port1/011 [v] ® [] Override ) None Apply
Port1/0/1 1] No
Port1/0/3 0 No
Port1/0/5 0 No
Port1/0/7 0 No
Port1/0/9 1] Mo

From Port / To Port
Default CoS CoS CoS
CoS 0 7
Override
CoS CoS DSCP
Apply

7.1.2 Port Scheduler Method

Port Scheduler Method QoS
QoS > Basic Settings > Port Scheduler Method

- Port Scheduler Method

From Port To Port Scheduler Method

[Port1ioi [v] [Port1/0A [v] WRR [v] Apply
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From Port / To Port
Scheduler Method

SP Strict Priority

RR Round-Robin

WRR Weighted Round-Robin

WDRR Weighted Deficit Round-Robin

WRR

Apply

7.1.3 Queue Settings

Queue Settings WRR WDRR
QoS > Basic Settings > Queue Settings

Queue Settings

- Queue Settings
From Port To Port Queue ID WRR Weight (0-127) WDRR Quantum (0-127)
ottt [v] [P [v] [0 V] | | — v ]

Queue 1D
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From Port / To Port
Queue 1D ID 0 7
WRR Weight WRR 0 127 0
SP
WDRR Quantum WDRR 0 127 0
SpP
Apply

7.1.4 CoS to Queue Mapping

CoS to Queue Mapping CoS QoS

QoS > Basic Settings > CoS to Queue Mapping

0
1
2
3
4
5
G
7
Queue 1D CoS ID 0 7
Apply
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7.1.5 Port Rate Limiting

Port Rate Limiting
QoS > Basic Settings > Port Rate Limiting

Fort Rate Limiang

Port Rate Limiting
From Port To Port Direction Rate Limit
Port1/0/1 [v] [Portt/o/1 [v]  [input [v] @ Bandwidih (84-1000000) |:| Kbps Burst Size (0-16380) |:| Kbyte
() Percent (1-100) [ =% Burst Size (0-16380) [ |xove
() None
Port1/0/1 No Limit No Limit Mo Limit No Limit
Port1/0/2 No Limit Mo Limit No Limit Mo Limit
Port1/0/3 Mo Limit Mo Limit Mo Limit Mo Limit
Port1/0/4 No Limit No Limit No Limit No Limit
Port1/0/5 Mo Limit Mo Limit Mo Limit Mo Limit
Port1/0/6 No Limit Mo Limit No Limit Mo Limit
Port1/0/7 Mo Limit Mo Limit Mo Limit Mo Limit
Port1/0/8 No Limit Mo Limit No Limit No Limit
Port1/0/9 No Limit No Limit No Limit No Limit
Port1/0/10 No Limit Mo Limit No Limit No Limit
From Port / To Port
Direction
Input
Output
Rate Limit
Bandwidth 64 1000000 Kbps
o0 Burst Size 0 16380
Percent
1 100 %
o0 Burst Size 0 16380
None

Apply
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7.1.6 Queue Rate Limiting

Queue Rate Limiting

QoS > Basic Settings > Queue Rate Limiting

Queue Rate Limiting
Queue Rate Limiting
From Port To Port Queve ID  Rate Limit
Port1/01 [~] [Portt/o/1 [v] [0 [~] @ Min Bandwidth (64-1000000)

() Min Percent {1-100)
(") None

—
—

Max Bandwidth (64-1000000}

Max Percent (1-100}

—

%

Apply

]

Port llax Max Max Max llax Max Min Max
Rate Rate Rate Rate Rate Rate Rate Rate Rate Rati Rate Ra
Port1/0/1 Noli.. NoLi. NolLi.. NoLi. MNoli. NoLi.. Noli. MNoL.. NoLi. NoL. MNoL.. NoLi.. NoLi.. MNoLi. NolL..
Port1/0f2 Noli.. NoLi. MNoli. Noli.. NoLi. Noli. NoLi. MNolLi. NoLi. Noli. NoLi. NolLi. NoLL. NolLi Noli.. NoLL.
Port1/0/3 NolLi.. MNoLi. MNoLli. Noli.. NoLi. NolLi. NoL.. MNolLi. NoL.. MNoLi. NolL.. Noli. NoLi. NolLi Moli.. MNolLi.
Port1/0/4 Noli.. NoLi. MNoli. Nolki. NoLi. Noli. NoLi. MNolLi. NoL. NoLi. NoL.. NoLi. NolLi. NolLi Moli.. NolLi.
Port1/0/5 MNoli.. Noli. MNoli. MNoli. NoLi. NolLi.. NoLi. NoL. NoL. NoL.. HNolL. NoL. NoL.. MNoL Moli.. MNolLi.
Port1/0/6 MNoli.. NolLi. Noli. MNoli. MNoLi. Noli. NoLi. NoL. NoL. NoLi. NoL. NoL. NoLi. NoLi Moli.. NolLi.
Port1/0/7 MNoli.. Noli. MNoli. Noli. NoLi.. NolLi. NoLi. NoL. NoL.. NoL.. HNolL. NoL. NoL.. MNoL Moli.. MNolLi.
Port1/0/8 MNoli.. Noli. Noli. Noli. MNoLi. Noli. NoLi. NoLi. NoL. NoL.. NolL. NoL. NoLi. MNoL Moli.. NolLi.
Port1/0/2 MNoli.. Noli. Noli. Noli. NoLi. NoLi.. NoLi. NoL. NoL. NoL.. HNoL. NoL. NoL.. MNoL Moli.. MNolLi.
Pori1/0/10 Noli.. MNoLi. MNoli. Noli. NoLi. NolL.. NoLi. MNoLi.. NoLi.. NoLi. NolLi. Noli. NoLi. NoLi MNoli.. NolLi.
From Port / To Port
Queue 1D ID 0 7
Rate Limit
Min Bandwidth 64 1000000 Kbps
0 Max Bandwidth 64 1000000 Kbps
Min Percent
1 100 %
0 Max Percent
1 100 %
None
Apply
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7.2 Advanced Settings

Advanced Settings QoS
QoS DSCP
2

Advanced Settings

7.2.1 | DSCP Mutation Map DSCP
7.2.2 | Port Trust State and Mutation CoS
Binding
7.2.3 | DSCP CoS Mapping DSCP CoS
7.2.4 | CoS Color Mapping CoS
7.2.5 | DSCP Color Mapping DSCP
7.2.6 | Class Map
7.2.7 | Aggregate Policer
7.2.8 | Policy Map
7.2.9 | Policy Binding
m DSCP
DSCP CoS DSCP IP
CoS VLAN CoS VLAN
DSCP IP
VLAN CoS DSCP CoS
|
3
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2 (CIR) CIR (PIR)
PIR

7.2.1 DSCP Mutation Map

DSCP Mutation Map DSCP CoS DSCP
DSCP

QoS > Advanced Settings > DSCP Mutation Map

“pscPwoEeeR WP

DSCP Mutation Map

Mutation Name Input DSCP List (0-63) Output DSCP (0-63)

2o | e | |

Total Entries: 1

BT T A N RN 2
00 0 1 2 3 4 5 6 7 8 9
10 T A e e e e
20 20 21 2 23 24 25 226 27 28 29

Name 30 30 A 3 e P e e g e [

40 0 M 42 43 44 45 46 4T 48 49
50 50 51 e e e S e e
60 60 61 62 63

[l [EE K [
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Mutation Name DSCP 32
Input DSCP List DSCP 0 63
Output DSCP DSCP 0 63
Apply
DSCP Delete

7.2.2 Port Trust State and Mutation Binding

Port Trust State and Mutation Binding

CoS DSCP

CoS
DSCP

QoS > Advanced Settings > Port Trust State and Mutation Binding

Port Trust State and Mutation Binding
From Port To Port Trust State DSCP Mutation Map
Port1/0/1 Trust CoS
Port1/0/2 Trust CoS
Port1/0/3 Trust CoS
Port1/0/4 Trust CoS
Port1/0/5 Trust CoS
Port1/0/6 Trust CoS5
Port1/0/7 Trust CoS
Port1/0/8 Trust CoS
Port1/0/8 Trust CoS
Port1/0/10 Trust CoS
From Port / To Port
Trust State CoS CoS / DSCP
CoS VLAN CoS
CoS DSCP DSCP
DSCP CoS CoS IP
CoS
DSCP Mutation Map DSCP
DSCP 32 DSCP
DSCP CoS
DSCP None
Apply
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7.2.3 DSCP CoS Mapping

DSCP CoS Mapping DSCP CoS CoS DSCP

QoS > Advanced Settings > DSCP CoS Mapping

DSCP CoS Mapping

~ DSCP CoS Mappii

From Port To Port Co3

Port1/0/ [v]  [Porttioit [v] [0 [¥]

DSCP List

From Port / To Port
CoS DSCP CoS 0 7
DSCP List CoS DSCP 0 63

Apply
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7.2.4 CoS Color Mapping

CoS Color Mapping CoS CoS CoS CoS

QoS > Advanced Settings > CoS Color Mapping

CoS ColorMapping

- CoS Color Mapping

From Port To Port

Port1/0 [v]  [Port1/i0A [¥]

CoS List

From Port / To Port
CoS List CoS 0 7
Color CoS Green / Yellow /
Red
Apply
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7.2.5 DSCP Color Mapping

DSCP Color Mapping DSCP DSCP CoS
DSCP

QoS > Advanced Settings > DSCP Color Mapping

DSCP Color Mapping

- DSCP Color Mapping

From Port To Port DSCP List (0-63) Color
Port1/0A [v]  [Portti0Ad [v] | [Green [v]

DSCP List

From Port / To Port
DSCP List DSCP 0 63
Color DSCP Green / Yellow
/ Red
Apply
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7.2.6 Class Map

Class Map

Match Any Match All Match All
Match Any

QoS > Advanced Settings > Class Map

Class Map Name Muitiple Match Criteria Match Any|v|

Total Entries: 2

s v s cre I

class-map Match Any Match Delete
class-default Match Any Match Delete

(] [ K B =

Class Map Name 32
Multiple Match Criteria Match All / Match Any
Apply
Match
Delete

I —————

Class Map Name |32 chars | Multiple Match Criteria Match Any v Apply

Total Entries: 2

Class Map Name Multiple Match Criteria
clss-map Vatoh Any [ wech || osee |

class-default IMatch Any Match Delete

EEEEEE =

Class Map Information

Class Map Name class-map
Multiple Match Criteria Match Any
Match 802.1P 0
Match Inner 802.1P 0
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Match

R RTRGIE ™ ————————————————————————

Class Map Name
Match:

(CMNone
(@)Specify

class-map

() CoS List (0-7) P57 |nmer
() DSCP List (0-63) [[26163 |JtPvaonly
() Precedence List (0-7) P57 Cievaony
() Protocol Name None ﬂ
() VID List (1-4094) (35 mmer
Back | Apply
Match Rule
None
Specify
ACL Name ACL
ACL 32
CoS List CoS CoS
0 7 Match All 1 CoS
QinQ C-tag CoS Inner
DSCP List DSCP DSCP
0 63 Match All 1
DSCP
IPv4 IPv4 only
Precedence List 1P ToS
ToS 0 7 Match All
1 DSCP
1Pv4 IPv4 only
Protocol Name
ARP / BGP / DHCP / DNS / EGP / FTP / 1Pv4 / IPv6 /
NetBIOS / NFS / NTP / OSPF / PPPOE / RIP / RTSP / SSH / Telnet /
TFTP
VID List VLAN VLAN ID
1 4094
QinQ C-tag CoS Inner
Apply

Back
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7.2.7 Aggregate Policer

Aggregate Policer

QoS > Advanced Settings > Aggregate Policer

Single Rate Settings | Two Rate Settings
pogesaepoicarhame [ | e —
S — i —
Conform Action [Transmit [v]pscP]iP_| Exceed Action [Transmit [v]pscr]fP_]
Violate Action [None [v]pscr]fir ] Color Aware Disabled [v]
Total Entries: 1
[tame | verag e | Nome s S| . st Sze_| Conom Acton | Exesd Acton | oo Aten | CotrAvare |
Name 50000 500 Transmit Transmit Disabled
1n 4] I
Single Rate Settings 1
Aggregate Policer Name |1
Average Rate 0 10000000 Kbps
Normal Burst Size 0 16384
Maximum Burst Size 0 16384
Conform Action
Drop
Set-DSCP-Transmit DSCP
Set-1P-Transmit CoS
Transmit
Set-DSCP-1P DSCP CoS
Exceed Action
Conform Action
Violate Action
None Conform Action
None
Collor Aware
Enabled
Disabled
Apply
Delete
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Two Rate Settings

Single Rate Settings | Two Rate Settings |
Aggregate Policer Name I:I
CIR * (0-10000000) [ wops Confirm Burst (0-16384) [ koye
PIR * (0-10000000) [ wops Peak Burst (0-16384) [ koye
Conform Action [Transmit [v]psce]fir ] Exceed Action [Drop [v]psce|fir |
Violate Action | Drop ﬂ| |DSCF' | |1 P | Color Aware Disabled [v]
Total Entries: 1
e e e N
Mame 5000 3000 Transmit Drop Drop Disabled
11 [T] [ oo

Two Rate Settings

Aggregate Policer Name
CIR CIR 0 10000000 Kbps
Confirm Burst 0 16384
PIR PIR 0 10000000 Kbps
Peak Burst 0 16384
Conform Action

Drop

Set-DSCP-Transmit DSCP

Set-1P-Transmit CoS

Transmit

Set-DSCP-1P DSCP CoS
Exceed Action

Conform Action
Violate Action
None Conform Action

None
Color Aware

Enabled

Disabled

Apply
Delete
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7.2.8 Policy Map

Policy Map

CoS DSCP CoS

QoS > Advanced Settings > Policy Map

_

Create/Delete Policy Map

Poliy Map Name
Traffic Policy
Total Entries: 1
poicy
(] 7 [ leo
policy Rules
Class Map Name

class-map |SetAch'on || Policer || Delete |

n (] [ [eo

Create/Delete Policy Map

Policy Map Name 32
Apply

Traffic Policy

Policy Map Name 32
Class Map Name 32

Apply

Delete

Set Action
Policer
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-eohcylgpp

Create/Delete Policy Map

Traffic Policy
Total Entries: 1

policy
policy Rules

Class Map Name
class-map Set Action Policer Delete

[ EEEEE =

Policy Map Information

Policy Map Name policy
Class Map Name class-map
set 802.1P 0
police cir 200000
police bc 1000
police pir 1000000
police be 16000
conform-action Transmit
exceed-action Drop
violate-action Drop
Set Action

Pelicy Map Name policy
Class Map Name class-map
Set Action
(CNone
(®)Specify
@New Precedence (0-7) [ 1Pv4 only
(New DSCP (0-63) [ 1Pv4 only
(ONew CoS (0-7) None
(CNew CoS Queue (0-7) MNone
Back | ‘ Apply |
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Set Action
None
Specify
New Precedence ToS ToS 0 7
1Pv4 IPv4 only
New DSCP DSCP DSCP 0 63
1Pv4 IPv4 only
New CoS CoS CoS 0 7
CoS
New Cos Queue 0 7
Back
Apply
Policer
Folicy Map Name policy
Class Map Name class-map
Police Action
() None
(®) Specify T
Average Rate * (0-10000000) [ |kops
Normal Burst Size (0-16384) [ kope
Maximum Burst Size (0-16384) [ kope
Conform Action ‘Transmit | ||DSCP ||1F' |
Exceed Action | Transmit > [pscp_ 1P |
Violate Action [None [¥]psee ip |
Color Aware Disabled [v]
Back | ‘ Apply
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Police Action

None
Specify
Police 1
Police CIR
Police
Aggregate

Average Rate 0 10000000 Kbps
Normal Burst Size 0 16384
Maximum Burst Size 0 16384
CIR CIR 0 10000000 Kbps
Confirm Burst 0 16384
PIR PIR 0 10000000 Kbps
Peak Burst 0 16384
Aggregate Policer Name
Conform Action

Drop

Set-DSCP-Transmit DSCP

Set-1P-Transmit CoS

Transmit

Set-DSCP-1P DSCP CoS
Exceed Action

Conform Action
Violate Action
None Conform Action

None
Collor Aware

Enabled

Disabled

Back
Apply
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7.2.9 Policy Binding

Policy Binding
QoS > Advanced Settings > Policy Binding

Policy Binding

- Policy Binding Setting

From Port To Port Direction Policy Map Name
[Port1/01 [v]  [Port1/0/1 [v]  [Input[~] ® O None
Port Direction [ Policy Map Name

From Port / To Port
Direction Input
Policy Map Name 32
None
Apply
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8 ACL

ACL ACL
ACL
ACL ACL
ACL ACL
ACL
8.1 ACL Configuration Wizard ACL
8.2 ACL Access List ACL ACL
8.3 ACL Interface Access Group ACL
8.4 ACL VLAN Access Map VLAN
8.5 ACL VLAN Filter VLAN
m ACL
ACL
1P
MAC ACL
ACL
ACL
. / IP ACL
. / IPv6 ACL
. MAC ACL
. ACL
m ACL
ACL
ACL 1P
IP ACL IPv6 ACL MAC ACL IP ACL 1Pv4
IPv6 ACL IPv6 MAC ACL 1P
ACL IP ACL MAC ACL 1Pv4
MAC IP
ACL ( / )
m ACL
ACL
ACL IP ACL 1P

MAC
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ACL ACL
permit ACL
SNMP
ACL ACL SNMP
ACL permit deny
ACL
m ACL VLAN
VLAN  ACL ACL VLAN
VLAN VLAN
ACL ACL
] ACL
ACL ACL
1 IP ACL IPv6 ACL 1
IP ACL 2 IP ACL IP ACL
8.1 ACL Configuration Wizard
ACL Configuration Wizard ACL ACL
ACL ACL
ACL ACL
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8.2 ACL Access List

ACL Access List ACL ACL
ACL > ACL Access List

_

ACL Access List

ACL Type All - @ ID (1-14999) \ |OACLName  [32 chars | | Find |

S-IPv4 Standard IP ACL Disabled Edit Delete

2000 E-IPv4 Extended [P ACL 10 10 Disabled [ Edt || Delete |
6000 MAG Extended MAG ACL 10 10 Disabled [ Edt || Dpelere |
8000 Expert Extended Expert ACL 10 10 Disabled [ Edt || Delete |
11000 S1P6 Standard IPv6 ACL 10 10 Disabled [ Edt || Delete |
13000 EIPG Extended IPv6 ACL 10 10 Disabled [ Edt || Deete |
EEEEE =
|C\ear All CounterH Clear Counter H Add Rule |
T Y S S B R
MAC Access-List Enable IP-Packets
MAC Access-List Enable IP-Packets State () Enabled @ Disabled

2 ACL
ACL ACL
ACL ACL
ACL ACL

ACL

AL ACEESS ST ——————————--——

ACL Access List

s [A S N — e

51P4 Standard IP ACL Disabled Delete

2000 E-P4 Extended IP ACL 10 10 Disabled | Edt || Delete |
6000 MAC Extended MAC ACL 10 10 Disabled [ Edt || Delete |
8000 Expert Extended Expert ACL 10 10 Disabled | Edt || Dpelete |
11000 S-IP6 Standard IPv6 ACL 10 10 Disabled [ Edt || Delete |
13000 E-IP6 Extended IPv6 ACL 10 10 Disabled [ Edt || Delete |
(] [T N B s
51P4 (ID: 1) Rule [Clear All Counter|[ Clear Counter || AddRule |
I S T SR N
anyany

b EEEEE =

Mac Access-List Enable IP-Packets

Mac Access-List Enable IP-Packets State () Enabled @ Disabled

143/254



8 ACL | 8.2 ACL Access List

ACL Access List

ACL Type ACL ACL All 7 IP ACL / IPv6 ACL /
MAC ACL / Expert ACL
ID ACL ACL ID
ACL ID 1 14999
ACL Name ACL ACL
ACL 32
ACL Find
ACL Add ACL
ACL ACL Edit
ACL ACL Delete
ACL Clear All Counter
ACL Clear Counter
ACL ACL Add Rule

ACL ACL Delete
Mac Access-List Enable IP-Packets

Mac Access-List Enable MAC ACL 1Pv4 IPv6

IP-Packets State

Disabled MAC ACL
IP Enabled 1Pv4
IPv6
Apply

ACL Edit ACL

ACL Access List
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ACL Type All [~] @ ID (1-14999) [ ] OACLName
Total Entries: 6
Tl e el w5 e e

S1P4 Standard IP ACL [Disabled  [v] [ apply || Delete |
2000  EIP4 Extended IP ACL 1u 10 Disabled | Edt || Dpelete |
6000  MAC Extended MAC ACL 10 10 Disabled [ Edt || pelete |
8000  Expert Extended Expert ACL 10 10 Disabled | Edt || Dpelete |
11000  S-IP6 Standard IPv6 ACL 10 10 Disabled [ Edt || pelete |
13000  E-IP6 Extended IPv6 ACL 10 10 Disabled | Edt || Dpelete |

1n [1] [ leo
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Edit

Start Sequence No. ACL

Step ACL 1 32

10
20 5
25 30 35 40
Counter State ACL Enabled / Disabled
Remark ACL
Apply
Add ACL ACL

Add ACL Access List

ID (1-1999) [ ]
ACL Name
Mote: The first character of ACL name must be a letter.
Add ACL Access List
ACL Type ACL Standard IP ACL / Extended IP ACL / Standard IPv6
ACL / Extended IPv6 ACL / Extended MAC ACL / Extended Expert
ACL
ID ACL ID
Standard IP ACL 1 1999
Extended IP ACL 2000 3999
Standard IPv6 ACL 11000 12999
Extended IPv6 ACL 13000 14999
Extended MAC ACL 6000 7999
Extended Expert ACL 8000 9999
ACL Name ACL 32

Apply
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8.2.1 IP ACL

ACL IP ACL Add Rule
ACL
Rdd A =
Add ACL Rule
1D 1
ACL Name 5-1P4
ACL Type Standard IP ACL
Sequence No. (1-65535) I:l (If it isn't specified, the system automatically assigns.}
Action @ Permit () Permit Authentication-Bypass () Deny
Match IP Address
Owest [ SN —

wiara [ ] waeara [ ]
Back H Apply
ACL 1P ACL Add Rule
ACL
Add A o
Add ACL Rule
1D 2000
ACL Name E-IP4
ACL Type Extended IP ACL
Sequence No. (1-65535) |:| (If itisn't specified, the system automatically assigns.)
Action (@) Permit (T Permit Authentication-Bypass () Deny
Pratocol Type [Tcp [~ | | (0-255) | Fragments
Match IP Address
©Any @Ay
Ovost [T ST N —
3 &
“* or (IS or I
wiears [ whears [
Match Port
Source Port Please Select
[Please Select [v] | | (0-65535) [ Please Select [v] | | (0-65535)
Dostnason o[ Please Select [v]
[Please Select [v] | | (0-65535) | Please Select [v] | | (0-65535)
TCP Flag [CJack [fin ["Jpsh [Jrst [“jsyn [“Jurg
@®)1P Precedence| Please Select [+ ToS|Please Select  [v]
(ODSCP (0-63) [Please Select [v] | |
Back H Apply |
IP ACL 1P IP ACL
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IP ACL
Sequence No. ACL 1 65535
Action 1Pv4 Permit /
Permit Authentication-Bypass / Deny
Protocol Type IP ACL
Protocol 1D None
Fragments
Source IPv4
1Pv4
Any
Host 1Pv4
1P 1Pv4 1Pv4
o Wildcard
Destination 1Pv4
1Pv4
Any
Host 1Pv4
IP 1Pv4 IPv4
o Wildcard
IP Precedence IP ACL
IP Precedence routine (0) / priority (1) / immediate
(2) / flash (3) / flash-override (4) / critical (5) / internet
(6) / network (7) IP Precedence
ToS IP ACL
ToS normal (0) / min-monetary-cost (1) / max-
reliability (2) / max-throughput (4) / min-delay (8)
ToS
DSCP IP ACL
DSCP default (0) / afll (10) / afl2 (12) / af13 (14)
/ af21 (18) / af22 (20) / af23 (22) / af3l1 (26) / af32 (28) /
af33 (30) /7 af41 (34) / af42 (36) / af43 (38) / csl (8) / cs2
(16) / cs3 (24) / cs4 (32) / cs5 (40) / cs6 (48) / cs7 (56) / ef
(46) DSCP
DSCP DSCP
Apply
Back
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IP IP 1Pv4
0
1
0.0.0.255 1Pv4 IP 3
IP ACL Protocol Type
Source Port TCP ubP
TCP/UDP
TCP/UDP
>
<
£
Range
Destination Port TCP UDP
TCP/UDP
TCP/UDP
=/>/</# [/ Range Source
Port
Specify ICMP Message ICMP
Type ICMP
ICMP Message Type 1CMP
ICMP
1CMP
Message Code ICMP
ICMP
1CMP
TCP Flag TCP
TCP ack / fin / psh / rst / syn / urg
TCP
Apply

Back
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8.2.2 IPv6 ACL

ACL IPv6 ACL Add Rule
RO4 F R
Add ACL Rule
[[8] 11000
ACL Name 5-IP6
ACL Type Standard IPvé ACL
Sequence Mo. (1-65535) l:l (If it isn't specified, the system automatically assigns.}
Action (@) Permit () Permit Authentication-Bypass () Deny
Match IPv6 Address
® Any ® Any
(JHost R012:1 () Host 2012:1
Source Destination
()IPvE 0121 (JIPv6 2012:1
profctong [ profctongin [ |
Back | ‘ Apply
ACL IPv6 ACL Add Rule
ACL
Add A M
Add ACL Rule
[} 13000
ACL Name E-IP6
ACL Type Extended IPvG ACL
Sequence No. (1-65535) |:| (If it isn't specified, the system automatically assigns.)
Action (%) Permit () Permit Authentication-Bypass () Deny
Protocol Type [Tcp [~ | | (0-255) Fragments
Match IPvG Address
@ Any (® Any
(JHost Po12:1 () Host 2012:1
Source Destination
CIIPVE Po12:1 CIIPVE 2012:1
preeLengin [ | procLengin |
Match Port
Source Port Please Select
[Please Select [v] | | (0-65535) | Please Select [v] | | (0-65535)
Destination Port| Please Select
[Please Select [v] | | (0-65535)| Please Select [v] | | (0-65535)
TCP Flag [Jack [fiin [“Jpsh st [“jsyn [Jurg
DSCP (0-63) [Please Select  [V]| |
Flow Label0-1048575) ]
Back | ‘ Apply |

IPv6
ACL

ACL 1Pv6
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IPv6 ACL
Sequence No. ACL 1 65535
Action IPv6 Permit /
Permit Authentication-Bypass / Deny
Protocol Type IPv6 ACL
Protocol 1D None
Fragments
Source 1Pv6
1Pv6
Any
Host IPv6
IPv6 IPv6
IPv6
o Prefix Length
Destination IPv6
I1Pv6
Any
Host 1Pv6
1Pv6 1Pv6 1Pv6
o Prefix Length
DSCP IPv6 ACL
DSCP default (0) / afll (10) / afl2 (12) / af13 (14)
/ af2l (18) / af22 (20) / af23 (22) / af31 (26) / af32 (28) /
af33 (30) /7 af4l (34) / af42 (36) / af43 (38) / csl (8) / cs2
(16) / cs3 (24) / cs4 (32) / cs5 (40) / cs6 (48) / cs7 (56) / ef
(46)
DSCP DSCP
Flow Label IPv6 ACL
0 1048575
Apply
Back
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IPv6 ACL

Protocol Type

Source Port TCP ubP
TCP/UDP
TCP/UDP
>
<
£
Range
Destination Port TCP UDP
TCP/UDP
TCP/UDP
=/>/</# [/ Range Source
Port
TCP Flag TCP
TCP ack / fin / psh / rst / syn / urg
TCP
Specify ICMP Message ICMP
Type ICMP
ICMP Message Type ICMP
ICMP
I1CMP
Message Code ICMP
ICMP
ICMP
Apply

Back
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8.2.3 MAC ACL

ACL MAC ACL Add Rule
ACL
Rdd B =
Add ACL Rule
D 6000
ACL Name MAC
ACL Type Extended MAC ACL
Sequence No. (1-65535) |:| (If it iSn't specified, the system automatically assigns.)
Action (@) Permit  (T) Permit Authentication-Bypass () Deny
Match MAC Address
@ Any (® Any
Ot Ot

Destination

Source
(COMAC 11-DF-36-4B-A7-CC (COMAC 11-DF-36-4B-A7-CC
Wildcard [11-DF-36-4B-A7-CC ‘Wildcard [11-DF-36-4B-A7-CC

Match Ethernet Type

Specify Ethernet Type Please Select
S bl it L 1
Ethemet Type Mask (0x0-0xFFFF) |:|
CoS |Please Select [v]

L E—

Back | ‘ Apply
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Sequence No. ACL 1 65535
Action Permit /
Permit Authentication-Bypass / Deny
Source MAC
MAC
Any
Host MAC
MAC MAC MAC
o Wildcard
Destination MAC
MAC
Any
Host MAC
MAC MAC MAC
o Wildcard
Specify Ethernet Type aarp / appletalk / decent-iv /

etype-6000 / etype-8042 / lat / lavc-sca / mop-console / mop-
dump / vines-echo / vines-ip / xns-idp / arp

Ethernet Type 16 0x0 OxFFFF 0x
Ethernet Type Mask 16 0x0 OxFFFF 0x
0x0
CoS CoS CoS
VID VLAN 1D VLAN 1D
Apply
Back
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8.2.4 ACL

ACL ACL Add Rule
Add ACL Rule
D 8000
ACL Name Expert
ACL Type Extended Expert ACL
Sequence No. (1-65535) l:l (If it isn't specified, the system automatically assigns.)
Action (@) Permit () Permit Authentication-Bypass () Deny
Protocol Type |TCP | | | (0-255) Fragments
Match IP Address
@ Any @ Any
(O Host - - - o (O Host
Source O i - - D OP
Wildcard . - - Wildcard
Match MAC Address
® Any ® Any
(Host 11-DF-36-4B-A7-CC () Host 11-DF-36-4B-A7-CC
Source  ~yac  [11-DF-36-4B-ATCC Destination  ~yac  [11-DF-36-48-A7-CC
Wildcard [11-DF-36-4B-A7-CC Wildcard [11-DF-36-4B-A7-CC
Match Port
Source Port Please Select
Please Select [v] | | (0-65535) [ Please Select [¥] | | (0-65535)
Destination Fort| Please Select
Please Select | | (0-65535) [ Please Select [v] | | (0-65535)
®1P Precedence| Please Select ToS|Please Select  [v]
(DSCP (0-63) [Please Select |
TCP Flag [(Jack [ffin [Jpsh [Jrst [Jsyn [Jurg
] —
CoS |Please Select
Back || Apply |

IP ACL MAC ACL
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8.3 ACL Interface Access Group

ACL Interface Access Group ACL
ACL > ACL Interface Access Group

errdce ACCESS GIroup

ACL Interface Access Group

From Port To Port Direction Action Type ACL Name

[Port110/1 [v] [Portt/0/1 [~] [In [v] [Add [v] [PACL  [¥] | |[ Please select|

1P ACL IPv6 ACL MAC ACL Expert ACL

Port1/0/1
Port1/0/2
Port1/0/3
Pori1/0/4
Port1/0/5
Port1/0/6
Port1/0/7
Port1/0/8
Port1/0/9
Port1/0/10

From Port / To Port
Direction ACL In
Action Add / Delete
Type ACL IP ACL / IPv6 ACL / MAC ACL / Expert ACL
ACL Name ACL 32 Please Select
ACL

Apply

Please Select ACL IP ACL

Total Entries: 2

T e e
- 1 5-IP4 Standard IP ACL
{J 2000 E-IP4 Extended IP ACL
n [ 1| S
ACL
ACL 0K
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8.4 ACL VLAN Access Map

ACL VLAN Access Map VLAN
VLAN ACL  VLAN ACL
VLAN VLAN VLAN

ACL > ACL VLAN Access Map

ACL VLAN Access Map

Sub Map Number (1-65535) [ ]

Action Forward

Access Map Name Counter State

Access Map Name |Clear All Counter” Clear Counter | ‘ Find |

Total Entries: 1

B T T T S ™ I

Forward Disabled Binding Delete
n [ [ [Ge
Access Map Name VLAN 32
Sub Map Number 1 65535
Action Forward / Drop / Redirect
Redirect
Counter State Enabled / Disabled
Apply
VLAN Clear All Counter
VLAN Clear Counter
VLAN Find
ACL VLAN Binding
VLAN Delete
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Binding

T ————

Match Access-List
Access Map Name Map
Sub Map Mumber 1

(@) Match IP Access-List

‘ | | Please Select Apply || Delete
(O) Match IPv6 Access-List
Please Select Apply Delete
() Match MAC Access-List
Please Select Apply Delete

Match Access-List

Match IP ACL IP ACL
Match IPv6 ACL IPv6 ACL
Match MAC ACL MAC ACL
ACL Please Select
Apply
ACL Delete

Please Select

Total Entries: 2

e e e
5-IP4 Standard IP ACL
[CIEEL L l_-

VLAN ACL
OK
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8.5 ACL VLAN Filter

ACL VLAN Filter VLAN VLAN VLAN

ACL > ACL VLAN Filter

VAN e

ACL VLAN Filter
Action Add
D Lt CAnviaNs
Total Entries: 1
T T
Map 1-4094
17 ] [ [eo
Access Map Name VLAN 32
Action Add / Delete
VID List VLAN VLAN ID
VLAN All VLANs
Apply
VLAN Delete
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9 Security

Security
Security
9.1 Port Security
9.2 802.1X IEEEB02. 1X
9.3 AAA AAA
9.4 RADIUS RADIUS
9.5 TACACS TACACS+
9.6 DHCP Snooping DHCP
9.7 MAC Authentication MAC
9.8 Web Authentication Web
9.9 Network Access Authentication
9.10 Trusted Host
9.11 Traffic Segmentation Settings
9.12 Storm Control
9.13 SSH SSH SSH
9.14 SSL SSL

9.1 Port Security

Port Security

MAC

MAC

Port Security

MAC

9.1.1 | Port Security Global Settings

9.1.2 | Port Security Port Settings

9.1.3 | Port Security Address Entries
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9.1.1 Port Security Global Settings

Port Security Global Settings
MAC
Security > Port Security > Port Security Global Settings

Port Security System Settings

System Maximum Address (1-12288) [ | &NoLimit

System Maximum Address MAC 1 12288
No Limit

Apply

9.1.2 Port Security Port Settings

Port Security Port Settings
Security > Port Security > Port Security Port Settings

Port Security Port Settings

From Port To Port State Maximum (0-12288) Violation Action Security Mode Aging Time (0-1440) Aging Type
[Portt/0/1 [v] [Port1/0/1 v [Disabled Iv] B2 | [Protect [v] [Delete-on-Timeo[ v ]| | | |Absolute Iv]
oo |

mm Violation Action Violation Count Admin State Current State Aging Time | Aging Type

Port1/0/1 32 Protect Delete-on-Timeout Disabled Absolute
Port1/0/2 32 0 Protect - Delefe-on-Timeout Disabled - 0 Absolute
Port1/0/3 32 1] Protect = Delete-on-Timeout Disabled = 0 Absolute
Port1/0/4 2 0 Protect - Delete-on-Timeout Disabled - 0 Absolute
Port1/0/5 32 1] Protect = Delete-on-Timeout Disabled = 0 Absolute
Port1/0/6 2 0 Protect - Delete-on-Timeout Disabled - 0 Absolute
Port1/0/7 32 0 Protect - Delete-on-Timeout Disabled - 0 Absolute
Port1/0/8 32 0 Protect = Deleie-on-Timeout Disabled = 0 Absolute
Port1/0/9 32 0 Protect = Delete-on-Timeout Disabled = 0 Absolute
Port1/0M10 32 0 Protect - Delete-on-Timeout Disabled - 0 Absolute
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From Port / To Port

State Enabled / Disabled
Maximum MAC 0 12288
32
Violation Action
Protect
Restrict
Shutdown
Security Mode
Permanent

Delete-on-Timeout

Aging Time 0 1440 0

Aging Type
Absolute
Inactivity

Apply
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9.1.3 Port Security Address Entries

Port Security Address Entries

Security > Port Security > Port Security Address Entries

Port Security Address Entries
Port Security Address Entries
Port MAC Address VID (1-4094)
[Port1i0/t [v] [po-24-57-00-0000 | [] Permanent [ ]
| Add || Delete || ClearbyPort || Clear by MAC |
Total Entries: 1 [ Cearan |
I S N R
Port1/0/10 00-11-22-33-44-88 Permanent
171 I] [ lee
Port
MAC Address MAC
Permanent
VID VLAN 1D 1 4094
Add
Delete
Clear by Port
MAC Clear by
MAC

Clear All
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802.1X IEEE802.1X IEEE802.1X
IEEE802.1X
802.1X
9.2.1 | 802.1X Global Settings IEEE802.1X
9.2.2 |802.1X Port Settings IEEE802.1X
9.2.3 | Authentication Sessions Information | IEEE802.1X
9.2.4 | Authenticator Statistics IEEE802.1X

9.2.1 802.1X Global Settings

802.1X Global Settings IEEE 802.1X
Security > 802.1X > 802.1X Global Settings

802.1X Global Settings

802 1X State
Mode MAC-Authentication-Fail () Enabled (@) Disabled
802.1X State IEEE 802.1X Enabled / Disabled
Mode MAC- MAC MAC
Authentication-Fail IEEE 802.1X Enabled / Disabled
Apply
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9.2.2 802.1X Port Settings

802.1X Port Settings IEEE 802.1X
Security > 802.1X > 802.1X Port Settings

802.1X Port Settings
From Port To Port PAE Authenticator
Port1/0/1 [v] Port1/0/1 [v] Disabled [v]

Quiet-Period (5-65535) Mo Quiet-Period TX-Period (5-65535) Mo TX-Period

o e O 0

Re-Authperiod (5-2147483647) Supp-Timeout (5-65535) lgnore-eapol-start Reauthentication

o | oA uentctr | untPoriod | e Autharad | _uppTienu | TPoriod | pnoro stz | _Fomuhontton
Port1/0/1 None 60 3600 30 30 Disabled Disabled
Port1/0/2 None 60 3600 30 30 Disabled Disabled
Fort1/0/3 None 60 3600 30 30 Disabled Disabled
Port1/0/4 None 60 3600 30 30 Disabled Disabled
Fort1/0/5 None 60 3600 30 30 Disabled Disabled
Port1/0/6 None 60 3600 30 30 Disabled Disabled
Port1/0/7 Mone 60 3600 30 30 Disabled Disabled
Port1/0/2 None 60 3600 30 30 Disabled Disabled
Fort1/0/9 None 60 3600 30 30 Disabled Disabled
Port1/0/10 None 60 3600 30 30 Disabled Disabled

From Port / To Port
PAE Authenticator IEEE 802.1X Enabled 7/ Disabled
Quiet-Period 5 65535
No Quiet-Period
TX-Period EAP-Request/ldentity 5 65535
No TX-Period EAP-Request/ldentity
Re-Authperiod 5 2147483647
Supp-Timeout EAP-Request/Identity 5 65535
Ignore-eapol-start EAPOL-Start Enabled / Disabled
Reauthentication Enabled / Disabled

Apply
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9.2.3 Authentication Sessions Information

Authentication Sessions Information IEEE802.1X
Security > 802.1X > Authentication Sessions Information

Authentication Sessions Information

From Faort To Port
Port1/0/1 [v] Port1/0/1 [~ Init |l Reauth

From Port / To Port

Init
ReAuth

9.2.4 Authenticator Statistics

Authenticator Statistics IEEE 802.1X
Security > 802.1X > Authenticator Statistics

Authenticator Statistics

Port Port1/0/1 [V]

Total Entries: 0

Frames Frames Reqld LogOff Req Respid Resp
Last Version Last Source
RX ™ T 144 ™ RX RX

Port
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9.3 AAA

AAA AAA
AAA

Authentication Authorization Accounting

AAA

AAA

9.3.1 | AAA Global Settings AAA

9.3.2 | Application Authentication Settings | AAA CLI

9.3.3 | Application Accounting Settings CLI

9.3.4 | Authentication Settings

9.3.5 | Accounting Settings

AAA CLI
AAA CLI AAA
AAA Network
System CLI Command CLI
Exec
AAA AAA AAA
Methodl 4

9.3.1 AAA Global Settings

AAA Global Settings AAA
Security > AAA > AAA Global Settings

AAA State Settings

ARA State () Disabled  (s) Enabled

AAA State AAA Enabled / Disabled
Apply
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9.3.2 Application Authentication Settings

Application Authentication Settings CLI

Security > AAA > Application Authentication Settings

Application Authentication Settings

Application Authentication Settings

Console default
Telnet default
SSH default

Login Method List
Secutiry > AAA > Authentication Settings AAA

Authentication Exec
Edit

Apply

9.3.3 Application Accounting Settings

Application Accounting Settings cLI Exec Command

Security > AAA > Application Accounting Settings

Application Accounting Settings

Application Accounting Exec Method List

Consal [ e |
Teet eor |
ssi e |
Application Accounting Commands Method List
Application Console Level [1 Commands Method List
Total Entries: 1
ropcain Conmands wevou s I
SSH 15 1

Exec Edit

Exec
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Exec Method List

Exec
Secuti
Exec

ry > AAA > Accounting Settings

AAA Accounting

Application Accounting Commands Method List

Apply

Command

Application Command Console /
Telnet / SSH
Level Command 1 15
Commands Method List Command
Secutiry > AAA > Accounting Settings AAA Accounting
Commands

Command

Apply

Delete

9.3.4 Authentication Settings

Authentication Settings

Security > AAA > Authentication Settings

CLI

| AAA Authentication Network

AAA Authentication 802.1X

| AAA Authentication Exec

AAA Authentication Control Sufficient

Status  |Enabled ]
Method 1 [local ]
Method 3 [Please Select ]
AAA Authentication MAC-Auth

Status  |Enabled ]
Method 1 [local ]
Method 3 |Please Select ~]
AAA Authentication WEB-Auth

Status  |Enabled ]
Method 1 [local ]
Method 3 [Please Select ]

Methed 2 |Please Select

2

Method 4 |Plea3e Select

[V]

Methed 2 |Please Select

[V]

Method 4 |Please Select

V]

Methed 2 |Please Select

[V]

Method 4 |Plea3e Select

[V]

AAA Authentication Network
Authentication Control Sufficient

AAA Authentication Exec
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Apply
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Apply
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AAA Authentication Network IEEE802.1X MAC Web
Status Disabled
Method 1 Method 4
local
force
VLAN
VLAN 1D VLAN
No Force VLAN
group
32
radius radius
Apply
AAA Authentication Exec Enable
Althenucation Setiungs
AAA Authentication Network | AAA Authentication Exec | AAA Authentication Control Sufficient
AAA Authentication Enable
Status [Disabled ~]
Method 1 [Please Select ™ Method 2 [Please Select ™
Method 3 [Please Select ] Method 4 [Please Select ]
AAA Authentication Login
Lstame
Method 1 [none [~ Method 2 | Please Select ~
Method 3 [Please Select ~] Method 4 [Please Select ]
Total Entries: 1
I T R N TR N
Name radius tacacs+ local
AAA Authentication Enable Enable
Status CLI (Enable )
Enabled / Disabled
Method 1 Method 4
none
enabled
group
32
radius radius
tacacs+ tacacs+

Apply
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| 9.3 AAA

AAA Authentication Login

List Name
Method 1 Method 4
none
enabled
group
32
radius radius
tacacs+ tacacs+
Apply
Delete

AAA Authentication Control Sufficient

AAA Authentication Network

AAA Authentication Exec

Web

MAC

Login

|Disabled ~]
|Disabled ~]
[Disabled ~]

| AAA Authentication Control Sufficient

Apply
Apply
Apply

AAA
AAA Authentication Control Sufficient Enabled
Web Enabled Web
MAC Enabled MAC
Login Enabled

Apply

171/254



9 Security | 9.3 AAA

9.3.5 Accounting Settings

Accounting Settings Network System
CLI Exec Command

Security > AAA > Accounting Settings

Accounting Settings
| AAA Accounting Network | AAA Accounting System AAA Accounting Exec AAA Accounting Commands
Default [Disabled [~]
m:ncizjneunting [Please Select ~]
Method 1 [Please Select ~] Method 2 [Please Select ™
Method 3 [Please Select ™~ Method 4 [Please Select ™
AAA Accounting Network AAA Accounting System AAA Accounting Exec

AAA Accounting Commands

AAA Accounting Network Network
Default Enabled
Network
Accounting mode Network

none Network
start-stop Network

stop-only Network

Method 1 Method 4 group / radius / tacacs+
Apply
AAA Accounting System System
Accounting Settings
AAA Accounting Network | AAA Accounting System | AAA Accounting Exec AAA Accounting Commands

Default | Disabled ~]

gzc;neunting [Please Select ™~

Method 1 [Please Select ~] Method 2 [Please Select ™

Method 3 [Please Select ~] Method 4 [Please Select ~]
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Default Enabled
System
Accounting mode System

none System
start-stop System

Method 1 Method 4 group / radius / tacacs+
Apply

AAA Accounting Exec Exec

Accounting Settings

AAA Accounting Network AAA Accounting System | AAA Accounting Exec | AAA Accounting Commands
Lot ame
2100%0: nting | none |
Method 1 [Please Select ~] Method 2 [Please Select ~]
Method 3 [Please Select ~] Method 4 [Please Select ~]
Total Entries: 1
Chcomimmeie | Maboa1 | Meoaz | Mewods | ewoat |
rone
List Name Exec
Accounting mode Exec
none Exec
start-stop Exec
Method 1 Method 4 group / radius / tacacs+
Apply
Delete
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AAA Accounting Commands Command

| AAA Accounting Network AAA Accounting System AAA Accounting Exec | AAA Accounting Commands

Level | 1 |

List Name [32 chars |

A ti

mi;%neun ™ [none ~]
Method 1 [Please Select ~] Method 2 [Please Select ]

Method 3 [Please Select ~] Method 4 [Please Select ~]
Total Entries: 1

1N | 1| Go

Level 1 15
List Name Command
Accounting mode Command

none Command
start-stop Command

Method 1 Method 4 group / radius / tacacs+

Apply
Delete
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RADIUS RADIUS

RADIUS
9.4.1 | RADIUS Global Settings RADIUS
9.4.2 | RADIUS Server Settings RADIUS
9.4.3 | RADIUS Group Server Settings RAIDUS
9.4.4 | RADIUS Statistic RADIUS
9.4.1 RADIUS Global Settings

RADIUS Global Settings RADIUS
Security > RADIUS > RADIUS Global Settings

RADIUS Global Settings

DeadTime (01440 C—

Apply

DeadTime

RADIUS

RADIUS
RADIUS

0 1440

RADIUS

RADIUS

Apply
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9.4.2 RADIUS Server Settings

RADIUS Server Settings RADIUS
Security > RADIUS > RADIUS Server Settings

RADIU B iy

RADIUS Server Settings
® IP Address [ - ] () IPv6 Address
Authentication Pori (0-65535) Accounting Port (0-65535)
Refransmit (0-20) B times Timeout (1-255) sec
Key Type Plain Text [v Key
T e e T T I
172311311 1812 1813 5 2 smne
IP Address RADIUS 1Pv4
IPv6 Address RADIUS IPv6
Authentication Port RADIUS ubP 0 65535
0
Accounting Port UDP 0 65535
0
Retransmit 0 20 2
0
Timeout RADIUS 1 255
Key Type Plain Text / Encrypted
Key RADIUS Key Type
Apply
RADIUS Delete
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9.4.3 RADIUS Group Server Settings

RADIUS Group Server Settings RADIUS
Security > RADIUS > RADIUS Group Server Settings

RADIU roup Server settings

RADIUS Group Server Settings
Group Server Name
® IP Address [ - ]
O1Pvs Adgess
Total Entries: 2
T e e
Group 17231431, - - - - - - - [ petail || Dpeete |
radius
Group Server Name RADIUS 32
IP Address RADIUS 1Pv4
IPv6 Address RADIUS 1Pv6
RADIUS RADIUS Add
RADIUS Detail
RADIUS Delete
Detail
RADIU roup Server Seffings

Group Server Name: Group

s s I
172.31.131.251

RADIUS RADIUS Delete
Back
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9.4.4 RADIUS Statistic

RADIUS Statistic RADIUS
Security > RADIUS > RADIUS Statistic

RADIUS Statistic

- RADIUS Statistic

Group Server Name | Clear | ‘ Clear All |

otal Entries: 1

RADIUS Server Address | Authentication Port Accounting Port

RADIUS Server Address: 172.31.131.1 [T

Parameter | Authentication Port

RADIUS
2 RADIUS RADIUS

Group Server Name RADIUS

RADIUS
Clear

RADIUS Clear All
RADIUS Clear
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TACACS TACACS+

TACACS
9.5.1 | TACACS Server Settings TACACS+
9.5.2 | TACACS Group Server Settings TACACS+
9.5.3 | TACACS Statistic TACACS+

9.5.1 TACACS Server Settings

TACACS Server Settings TACACS+

Security > TACACS > TACACS Server Settings

TACACS Server Settings
@IP Address [ - ]
Port (1-65535) Timeout (1-255) B sec
Key Type Plain Text [v] Key
Total Entries: 1
I N R
172.31.131.0 49 5 2z

IP Address TACACS+ 1Pv4

Port TACACS+ TCP 1 65535

Timeout TACACS+ 1 255

Key Type Plain Text / Encrypted

Key TACACS+ Key

Type
Apply
TACACS+ Delete
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9.5.2 TACACS Group Server Settings

TACACS Group Server Settings TACACS+
Security > TACACS > TACACS Group Server Settings

LA roup Server settings

TACACS Group Server Settings
Group Server Name
Total Entries: 2
e e e e
group 172.311... - - - - - - - Detail Delete
tacacs+ 172311, - - - < i 2 5
Group Server Name TACACS+ 32
IP Address TACACS+ 1Pv4
TACACS+ TACACS+ Add
TACACS+ Detail
TACACS+ Delete
Detail

ACA roup Server settings

Group Server Name: group

i i
172.31.131.254

TACACS+ Delete
Back
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9.5.3 TACACS Statistic

TACACS Statistic TACACS+
Security > TACACS > TACACS Statistic

s ———

TACACS Statistic

Group Server Name Please Select Clear by Group Clear all

TACACS Server Address Socket Opens Socket Closes Total Packets Sent Total Packets Recv Reference Count _
172.31.131.1/49 Up 0 0 0 0 0

Group Server Name TACACS
TACACS+ Clear by Group
TACACS+ Clear All
TACACS+ Clear
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9.6 DHCP Snooping

DHCP Snooping DHCP
DHCP IP DHCP
DHCP
DHCP
IP
DHCP
PERMIT PERMIT
DENY

DHCP Snooping

9.6.1 | DHCP Snooping Global Settings DHCP

9.6.2 | DHCP Snooping Binding Entry

9.6.3 | DHCP Snooping Interface DHCP

9.6.4 | DHCP Snooping Static Entry

9.6.1 DHCP Snooping Global Settings

DHCP Snooping Global Settings DHCP

Security > DHCP Snooping > DHCP Snooping Global Settings

DHCP Snooping Global Settings

DHCF Snooping (@Enabled (CDisabled
DHCP Snooping Mode Deny (_Enabled (®Disabled
DHCF Snooping Mode MAC-Authentication (_Enabled (®Disabled

DHCP Snooping Mode Timer

DHCF Snooping Mode Timer (0, 30-604800) 1800
= ST e

Deny el
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DHCP Snooping Global Settings

DHCP Snooping DHCP Enabled / Disabled
DHCP Snooping Mode Deny Disabled DHCP
PERMIT Enabled
DENY
DHCP Snooping Mode MAC- Enabled MAC
Authentication MAC DHCP
Disabled
Apply

DHCP Snooping Mode Timer

DHCP Snooping Mode PERMIT DENY 30
Timer 604800 0

Apply

9.6.2 DHCP Snooping Binding Entry

DHCP Snooping Binding Entry
Security > DHCP Snooping > DHCP Snooping Binding Entry

DHCP Snooping Binding Entry

Total Entries: 0
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9.6.3 DHCP Snooping Interface

DHCP Snooping Interface DHCP
Security > DHCP Snooping > DHCP Snooping Interface

DHCP Snooping Interface
From Port To Port State
Port1/0/1 [v] Port1/0/1 [v] Disabled [v]
U s T
Port1/0/1 Disabled
Port1/0/2 Dizabled
Port1/0/3 Dizabled
Port1/0/4 Dizabled
Port1/0/5 Disabled
Fort1/0/6 Disabled
Port1/0/7 Dizabled
Port1/0/8 Dizabled
Port1/0/9 Disabled
Port1/0M10 Disabled

From Port / To Port
State DHCP Enabled / Disabled

Apply

9.6.4 DHCP Snooping Static Entry

DHCP Snooping Static Entry DHCP
Security > DHCP Snooping > DHCP Snooping Static Entry

DHCP Snooping Static Entry

From Port
State Disabled |v]
o I
Orevs por ] T

Total Entries: 1

Port1/0/10 172.31.131.222

" [ 1| [ [ee
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From Port / To Port

State Enabled
Disabled
IP 1Pv4
IPv6 I1Pv6
Apply
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9.7 MAC Authentication

MAC Authentication MAC MAC

Security > MAC Authentication

VIAC Authentica

MAC Authentication Global Settings

MAC Authentication State (") Enabled (@) Disabled
lgnore DHCP (") Enabled (@) Disabled
Discard-Time 300 sec [ ] Default
MAC Authentication Password Settings
Password Encrypt [ Default
MAC Authentication User Nmae MAC Format Settings
Case Lowercase ﬂ
Delimiter Number
MAC Authentication Port Settings
From Port To Port State
Port1/0/1 [v] Port1/0/1 [v] Disabled [v]
Port1/0M1 Disabled
Port1/0/2 Disabled
Port1/0/3 Disabled
Port1/0/4 Disabled
Port1/0/5 Disabled
Port1/0/6 Disabled
Port1/0/7 Disabled
Port1/0/8 Disabled

MAC Authentication Global Settings

MAC Authentication MAC Enabled / Disabled
State Enabled MAC
Ignore DHCP Enabled DHCP MAC

Disabled DHCP
Discard-Time MAC 300 86400

300 Default MAC
Discard
Apply
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MAC Authentication Password Settings

Password MAC Default
MAC MAC
Default
MAC
Encrypt
Encrypt
Apply
MAC Authentication User Name MAC Format Settings
Case MAC Lowercase /
Uppercase Lowercase MAC
Uppercase
Delimiter MAC MAC Hyphen /
Colon / Dot / None Hyphen -
Colon : Dot . None
Delimiter Number 1/72/5
Apply

MAC Authentication Port Settings

From Port / To Port

State MAC Enabled / Disabled

Apply
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9.8 Web Authentication

Web Authentication Web Web
Web Web
Web
HTTP Web
Web Web
HTTP
Web Web Web
Web IP Web
IP IP
1P

Web Authentication

9.8.1 | Web Authentication Global Settings Web

9.8.2 | Web Authentication Port Settings Web

9.8.1 Web Authentication Global Settings

Web Authentication Global Settings Web
Security > Web Authentication > Web Authentication Global Settings

Web Authentication Global Settings

Web Authentication State () Enabled (@) Disabled
Web Authentication Settings

Virtual IP IPv4 v IPv4 Address [ ]

Redirect State Enable ﬂ Snooping proxy-port l:l [ Default

Redirect proxy-port l:l [w] Default

Logging web-access Off ﬂ HTTP Session Timeout E [] Default

Overwrite Disable ﬂ Jump-URL Original Disable ﬂ
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Web Authentication Global

Settings

Web Authentication Web Enabled / Disabled
State Enabled Web
Apply
Web Authentication Settings
Virtual IP IP
IPv4 IPv4
o IPv4 Address 1Pv4
IPv6 IPv6
o IPv6 Address IPv6
URL URL
o Virtual URL URL
https-port HTTPS TCP 443
Default
Redirect State Web
Disabled Web
Disabled HTTP HTTP  Web
Disabled HTTPS HTTPS Web
Enabled HTTP/HTTPS Web
Snooping proxy-port HTTP
HTTP Web
0:
Default
Redirect proxy-port HTTP
HTTP
0:
Default
Logging web-access On Web
Web
off
HTTP Session Timeout Web HTTP 5 60
30 Default
Overwrite Enabled
Web Disabled
Jump-URL Original Enabled URL
Disabled
Apply
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0 IP Web Web

Web IP

9.8.2 Web Authentication Port Settings

Web Authentication Port Settings Web
Security > Web Authentication > Web Authentication Port Settings

Web Authentication Port Settings
From Port To Port State TTL (1-255)
Poron — v]  [penton  [v]  [Dsabed ] [ ][] oc
Port Channel State TTL (1-255)
y v ; v [ 1O
[Port-Channelt  [v] | Disabled v] Datauit Apply
interface port 1/0/1 Disabled
interface port 1/0/2 Disabled
interface port 1/0/3 Dizabled
interface port 1/0/4 Disabled
interface port 1/0/5 Disabled
interface port 1/0/6 Dizabled
interface port 1/0/7 Dizabled
interface port 1/0/8 Disabled
interface port 1/0/9 Dizabled
interface port 1/0/10 Disabled

From Port / To Port

State Web Enabled
/ Disabled
TTL TTL
TTL Web TTL
1 255 8
Default

Port Channel

Apply
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9.9 Network Access Authentication

Network Access Authentication

Network Access Authentication

9.9.1 | Network Access Authentication
Global Settings

9.9.2 | Network Access Authentication
Sessions Information

9.9.1 Network Access Authentication Global Settings

Network Access Authentication Global Settings

Security > Network Access Authentication > Network Access
Authentication Global Settings

General Settings

Authentication Port Vlan Mode (") Enabled (@) Disabled
AAA local database

Password Type Plain Text v Password |63 chars | ‘ Apply |

Total Entries: 1

I O S R R

username e Plaintext 1
11 [ 1| Go

General Settings

Authentication Port MAC IEEEB02.1X VLAN

VLAN Mode Enabled
VLAN VLAN
VLAN VLAN
ID VLAN 1D

Apply
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AAA local database

User Name 63
VID VLAN ID 1 4094
Password Type Plain Text / Encrypted
Password
Apply
Delete

9.9.2 Network Access Authentication Sessions Information

Network Access Authentication Sessions Information

Security > Network Access Authentication > Network Access
Authentication Sessions Information

Network Access Authentication Sessi Information

Portio [v]

Type dhcp-snooping [ v
Network Access A

IPua Address
Authentication S 1 Total

Total Authenticated Hosts 1

Total Discarded Hosts 0

Total Entries: 1

DHCP-Snooping Success

Authentication State Buccess

MAC Address

Client IP Address 172.31.131.222

Port Port1/0/10

viD 0

User

Time 2:0418

Aging Time 0:00:00 v
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Network Access Authentication Sessions Information

Port
Type dhcp-snooping / disc / dotlx / mac / web
Find
View All
Network Access Authentication Clear Sessions
MAC Address MAC
IPv4 Address 1Pv4
IPv6 Address IPV6
User
MAC Clear by MAC
1Pv4 Clear by IPv4
1Pv6 Clear by IPv6
Clear by
User
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9.10 Trusted Host

Trusted Host Telnet SSH Ping
IP ACL
Security > Trusted Host

Trusted Host

Telet V]

Note: The first character of ACL name must be a letter.

Total Entries: 1

Tone

ACL Name IP ACL 32
Type Telnet / SSH / Ping

Apply
Delete
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9.11 Traffic Segmentation Settings

Traffic Segmentation Settings

Security > Traffic Segmentation Settings

Traffic Segmentation Settings
From Port To Port From Forward Port To Forward Port
Port1/0/1 [v] Port1/0/1 [Port1/0/1 [v] [Portt/oi [v]
| Add || Delete |
S S s
Fort1/0/14 Port1/0/16-1/017
Port1/0/15 Port1/0M16-1/017

From Port / To Port

From Forward Port /
To Forward Port

Add
Delete
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9.12 Storm Control

Storm Control

Security > Storm Control

- Storm Control Polling Settings
Ponginlenal (500 fJseo  ShicownReties @30 Jimes [Jimnie

- Storm Control Port Settings

From Port To Port Type Action Level Type r;ifj?fm i EFZS1§$""M o
Port1/01 ~v|  [Porttioi1 [v]  [Broadcastv]  [Drop  [v] [pPs  [¥] | | pps [ ees

Total Entries: 60

Broadcast Inactive
ot [ e o ———
Unicast Inactive
Mumcast Inactive
Broadtmt Inactive
L lllllllllllllllllllllll
Unicast Inactive
Mulhcast Inactive

Storm Control Polling Settings

Polling Interval 5 600

Shutdown Retries Action Shutdown
0 360 3 Infinite

Apply
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Storm Control Port Settings

From Port / To Port

Type Broadcast / Multicast / Unicast
Action
None
Shutdown
Drop
Level Type PPS 7/ Kbps / Level
PPS Rise Level Type PPS
pps / 2
2147483647
PPS Low Level Type PPS
pps 2 2147483647
PPS Rise
80%
Apply
Level Type Kbps Storm Control Port Settings 2
Storm Control Port Settings
From Port To Port Type Action Level Type :(2%5184?‘;589364?) é?;ﬁl%g‘é\raﬁu}
Port1/0/1_[~] [Port1i0i1 [~]] [Broadcast [~]] [None  [v] [Kbps ~] | | kbps [ Jwwps
[ amoly |
Level Type Kbps Storm Control Port Settings 2
KBPS Rise kbps /
2 2147483647 Kbps
KBPS Low kbps 2 2147483647
Kbps
KBPS Rise  80%

Apply
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Level Type Level Storm Control Port Settings 2

Storm Control Port Setfings

From Port To Port Type Action Level Type !‘f_ﬁor;‘ise {L1e_\.1r%l$ow
[Portti0 [¥]  [Port1/01 [¥]  [Broadeast[v]  [None [v]  [Level [v] | | % [ =
Level Type Level Storm Control Port Settings 2
Level Rise )
1 100
Level Low ()
1 100
Level Rise 80%

Apply
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9.13 SSH

SSH CLI  SSH SSH

SSH
9.13.1 | SSH Global Settings SSH
9.13.2 | Host Key SSH
9.13.3 | SSH Server Connection SSH
9.13.4 | SSH User Settings SSH

9.13.1 SSH Global Settings

SSH Global Settings

SSH

Security > SSH > SSH Global Settings

55H Global Settings

IP SSH Server State

IP SSH Service Port (1-65535)

58H Server Mode vz

Authentication Timeout (30-600) sec

Authentication Refries (1-32) B times
IP SSH Server State SSH Enabled / Disabled
IP SSH Service Port SSH TCP 1 65535
Authentication Timeout | SSH 30 600
Authentication Retries | SSH 1 32

Apply
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9.13.2 Host Key

Host Key SSH
Security > SSH > Host Key

L

Host Key Management

Crypto Key Type RSA E

Key Modulus bit Generate | ‘ Delete
Host Key

Crypto Key Type RSA [v]

Key pair was generated at 14:28:02, 2020-12-28

Key Size 1024

Key Data AAAAB3NzaC1yc2EAAAADAQABAAAAGQCTVWEZKKgM.. ...

Host Key Management

Crypto Key Type RSA / DSA
Key Modulus
360
512
768
1024
2048
Generate
Delete
Host Key
Crypto Key Type SSH RSA / DSA

9.13.3 SSH Server Connection

SSH Server Connection SSH
Security > SSH > SSH Server Connection

S5H Table

Total Entries: 1

aes256-cbc/hmac-shat.. 10.90.90.10
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9.13.4 SSH User Settings

SSH
Security > SSH > SSH User Settings

SSH User Settings

S5H User Settings

User Name Authentication Method Password ﬂ
Total Entries: 1
| vsertane | putemcotontenos | Keyrte | dosmame ___|____dosp |
15 Password
n [ 1| [ [ee
User Name SSH 32 SSH
Authentication Method
Password
Public Key
o Key File 779
Host-based
0 Host Name 255
o IPv4 Address I1Pv4
SSH IPv4
o IPv6 Address IPv6
SSH IPv6

Apply
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9.14 SSL

SSL SSL
SSL
9.14.1 | SSL Global Settings SSL
9.14.2 | SSL Information SSL CSR

9.14.1 SSL Global Settings

SSL Global Settings SSL
Security > SSL > SSL Global Settings

DD3 = )¢
SSL Global Settings

S5SL Status
Erase SSL-iles

(O Enabled (@) Disabled

Generate CSR And RSA Key

Organizational Unit Name (eg, section)
Common Mame (¥ OUR domain name)

Email Address

Note: You can access the File System page to manage these imported files.

Country Mame (2 letter code) |J P

State or Province Name (full name) |Tok'_\-'c
Locality Name (eg, city) |Shibu;.-a-kL
Organization Name (eg, company)

|f-.cccur1ing

wnrw.example.com

|mai|@exam|3 e.com

|
|
|
[Apresia |
|
|
|
|

Apply

Erase

Import File
(@) Certificate (") Private Key
File Select
| Browse... |m1e file name range is 1-32 chars.)
Destination File Name |32 chars |

Key Length (512-2042) [2048
SSL Global Settings
SSL Status SSL Enabled / Disabled
Apply
SSL Erase SSL Web
SSL
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Import File

File Select Certificate / Private Key

Browse
PC

Destination File Name 32

Apply

Generate CSR And RSA Key

Country Name 2 JP

State or Province Name

Locality Name

Organization Name

Organization Unit Name

Common Name

Email Address

Key Length CSR/RSA 512 2048

Apply
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9.14.2 SSL Information

SSL Information SSL CSR
Security > SSL > SSL Information

SSTTRGmaton T —
~
SSL Https-certificate

Certificate Information:

Certificate Version :3

Serial Number :00:80:2D:5E:A8:BED:8D:53:C3

Issuer Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group., CN=Apresia, emailAddress=example@example.com
Subject Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group., CN=Apresia, emailAddress=example@example.com
Mot Before :2017-02-16 06:54:58

Mot After  :2037-02-11 06:54:58

Public Key Alg:rsaEncryption

Signed Using :RSA+SHAZ256

RSA Key Size :2048 bits

SSL Hitps-private-key

Private key is embedded in firmware.

SSLCSR

Certificate Request
Data:
Version: 1 (0x1)
Subject: C=JP, ST=FProvince, L=City, O=Company, OU=Department, CN=www.domain.com/emailAddress=mail@domain.com
Subject Public Key Info:
Fublic Key Algorithm: rsaEncryption
Public-Key: (2048 bif)
Modulus:
00:ach7:7d:1f:.7a:9d:6b:1d:ad:af.03:b4:7e:B4:
2f:d3:80:c0:b0:e1:a3:b7:31:8f:21:b5-5a:04:d&:
5d:62:0d:14:bb:00:c0:b3:3bce1:36:7d:cT:cO:1e:
1c:adices23:2c 7T 1a:2bef:51:13:6¢:21.5b:b3:
88:05:7c:65:4b:9a:44:8c:07.d7:91:07-5e:44:16:
5a6efb:0b:86:3e:bd ec:22:c5.ch:9eaa:85:24:
15:6d:a2:d0:c3:c5:4b:d1:65:e8:6f 19:21.8d:70: v
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10 DDM

DDM SFP DDM
DDM

10.1 DDM Voltage Threshold DDM

10.2 DDM Bias Current Threshold DDM

10.3 DDM TX Power Threshold DDM

10.4 DDM RX Power Threshold DDM

10.5 DDM Status DDM

10.1 DDM Voltage Threshold

DDM Voltage Threshold DDM
DDM > DDM Voltage Threshold

DDM YV AQE eshold

DDM Voltage Threshold

3.396 2.900

Port1/0/19 3.700 3.600 3.000

Note: ++ : high alarm, + : high warning, - - low warning, -- - low alarm
A- The threshold is administratively configured.
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10.2 DDM Bias Current Threshold

DDM Bias Current Threshold DDM
DDM > DDM Bias Current Threshold

DDM Bias Curren resnoiad

DDM Bias Current Threshold

“ High Alarm (mA) High Warning (mA) Low Warning (mA) Low Alarm (mA)
8.053 5.000 4,000

Port1/0/19 11.800 10.800

Note: ++ : high alarm, +: high warning, - : low warning, — : low alarm
A The threshold is administratively configured.
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10.3 DDM TX Power Threshold

DDM TX Power Threshold DDM TX
DDM > DDM TX Power Threshold

DDM TX Power Threshold

DDM TX Power Threshold

I N T N R T
B I T N B A B N

Port1/0/19 0.574 -2.411 0.832 -0.800 0.661 -1.800 0.316 -5.000 0.251 -6.000

Note: ++ : high alarm, + : high warning, - - low warning, - : low alarm
A The threshold is adminisiratively configured.
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10.4 DDM RX Power Threshold

DDM RX Power Threshold DDM RX
DDM > DDM RX Power Threshold

DDM RX Power Threshold

DDM RX Power Threshold

S O I I N I R I
0.000 = 1.000 0.000 0.794

Port1/019 -1.000 0.016 -18.013 0.010 -20.000

Note: ++ : high alarm, + : high warning, - : low warning, — : low alarm
A The threshold is adminisiratively configured.
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10.5 DDM Status

DDM Status DDM
DDM > DDM Status

DDM S
DDM Status
Total Entries: 1
EETE
- e IllﬂﬂlllIII:EIIIIIIIIIIIﬁIIIIIIIIIIIIIII:EIIIIII
Port1/0/20 8.137
MNote: ++: high alarm, +: high warning, - - low warning, -- - low alarm
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11 Monitoring

Monitoring

Monitoring

11.1 Utilization

11.2 Statistics

11.3 Mirror Settings

11.4 Device Environment

11.1 Utilization

Utilization

11.1.1 Port Utilization

Port Utilization
Monitoring > Utilization > Port Utilization

Port Utilization

From Port  [Port1/0/1 [v] To Port Port/0/1 [~] | Find || Refresh |

TX (packets/sec) RX (packets/sec) TX (bits/sec) RX (bits/sec) m
Port1/0/1 0 1 0 495 1
Port1/0/2 0 0 0 0 0
Port1/0/3 0 0 0 0 0
Port1/0/4 0 0 0 0 0
Port1/0/5 0 0 0 0 0
Port1/0/6 0 0 0 0 0
Port1/0/7 0 0 0 0 0
Port1/0/8 0 0 0 0 0
Port1/0/9 0 0 0 0 0
Port1/0/10 0 0 0 0 0

From Port / To Port
Find
Refresh
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11.2 Statistics

Statistics
Statistics

11.2.1

Port

11.2.2

Port Counters

11.2.3 | Counters

11.2.1

Port

Port

Monitoring > Statistics > Port

Port
From Port  [Port1/0/1 [v] To Port Port/0/1 [~] | Find || Refresh |
| Clear | ‘ Clear All |
... = . _ @ s
e 0 . -
Port1/0/1 496 1 7966900 50282 0 0 9090416 20133
Port1/0/2 0 0 0 0 0 0 0 0
Port1/0/3 0 0 0 0 0 0 0 0
Port1/0/4 0 0 0 0 0 0 0 0
Port1/0/5 0 0 0 0 0 0 0 0
Port1/0/6 0 0 0 0 0 0 0 0
Port1/0/7 0 0 0 0 0 0 0 0
Port1/0/8 0 0 0 0 0 0 0 0
Port1/0/9 0 0 0 0 0 0 0 0
Fort1/0/10 0 0 0 0 0 0 0 0
From Port / To Port
Find
Refresh
Clear
Clear All

Show Detail
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Show Detail

Port Detail

g
g

Port1/0/1

!{

Back
Refresh
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11.2.2 Port Counters

Port Counters
Monitoring > Statistics > Port Counters

Port Counters

~PortC

From Port  [Port1/0/1 To Port Port1/0/1 | Find || Refresh |
| Clear H Clear All |

| OutMcastPkt

From Port / To Port

Find
Refresh
Clear
Clear All
Show Errors
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Show Errors

Counters Errors

Back
Refresh

11.2.3 Counters

Counters
Monitoring > Statistics > Counters

Counters

- Ci

From Port  [Port1/0/1 To Port Port1/0/1 [ Find
L Clear

§

[

Clear All

I
Show Detai

Port linkChange

Show Detai

e
e
S

Show Detai

Show Detai
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From Port / To Port

Find
Refresh
Clear
Clear All
Show Detail

Show Detail

Port Counters Detail

g

C Detail

=

Port1/0/1 Counters

!%

Back
Refresh
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11.3 Mirror Settings

Mirror Settings
Monitoring > Mirror Settings

Wi SedAGs T

Mirror Settings
Session Number 1
Port
Destinalion O[Port [¥] [Porttion ~]
From Port To Port Frame Type
Source O[Port [¥]  [PortiioN [~] [Porttio/ [v] [Both ~]
CPU RX
| add || Delete
Mirror Session Table
[ASession — [¥] [ [
T e e e
1 Local Session
Mirror Settings
Session Number 1 4
Destination
Port
Source ACL
Port

o From Port /7 To Port
o Frame Type

@ Both
@ RX
@ TX
o CPU RX CPU

ACL ACL

o ACL Name
ACL 32

Add
Delete
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Mirror Session Table

Mirror Session Type
All Session
Session Number

1 4

Find
Show Detail

Show Detail

Mirror Session Detail

;

Detail
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11.4 Device Environment

Device Environment
Monitoring > Device Environment

Device Environme

Detail Temperature Status

1 Mormal 40.5C
Health Status
1 Mormal 000000

Slide Switch Status

1 Off
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12 Green

Green

12.1 EEE

EEE IEEE 802.3az EEE
Green > EEE

- EEE Settings
From Fort To Port State
Port1/01 Port1/0/1 Disabled

Port | State

From Port / To Port

State EEE Enabled / Disabled

Apply
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13 Alarm

Alarm LED

Alarm
13.1 Alarm Settings LED
13.2 Alarm Debug LED

13.1 Alarm Settings

Alarm Settings LED
Alarm > Alarm Settings

|

Buzzer Global Settings

Buzzer State Disabled [v] Current Status: Inactive

Buzzer Beep Type Default [v] Duration (1-60; 0: Infinite) sec

Waming Time Left: 60 sec
Warn-LED Global Settings

Wam-LED State Duration (1-60; 0: Infinite) sec

Apply

Alarm Port Settings

From Port Port1/0/1 To Port Port1/0/1

Alarm Mode All [v] Cuase All [v] State

Alarm Buzzer:

i e s R
Port1/0/1 Disabled -
Port1/0/2 Disabled -
Port1/0/3 Disabled -
Port1/0/4 Disabled -
Port1/0/5 Disabled -
Port1/0/6 Disabled -
Port1/0/7 Disabled -
Port1/0/8 Disabled -
Port1/0/9 Disabled -
Port1/0M10 Disabled -
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Buzzer Global Settings

Buzzer State

Enabled / Disabled

Current Status

Buzzer Beep Type

Default 2 2
Type 1 2 8
Type 2 5 5
Type 3 8 2
Duration 0 60
Warning Time Left
Apply
Warn-LED Global Settings
Warn-LED State LED Enabled / Disabled
Duration LED 0 60
LED
Apply
Alarm Port Settings
From Port / To Port
Alarm Mode
All LED
Buzzer
Warning LED LED
Cause
All
Loop Detection
Storm Control
State Enabled / Disabled

Apply
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13.2 Alarm Debug

Alarm Debug LED
Alarm > Alarm Debug

Buzzer Beep Debug

Buzzer Beep Debug (Apply again to cancel)
Wamn-LED Blink Debug

Wam-LED Blink Debug (Apply again to cancel)
From Port Port1/0/1 v To Part Port1/0/1 V]

Apply

Buzzer Beep Debug

Buzzer Beep Debug Apply

Warning LED Blink Debug

From Port / To Port LED LED
Apply
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14 Save

Save
Write Memory

14.1 Write Memory

Write Memory
Save > Write Memory

“witewemory o

Write Memory
Destinafion filename startup-config? [y/n]: Yes ﬂ
Write Memory Secondary
Destination flename secondary startup-config? [y/n]:
Write Memory Yes Apply
Write Memory Secondary | Yes Apply
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15 Tools

Tool

Tool
15.1 Firmware Upgrade & Backup
15.2 Configuration Restore & Backup
15.3 Tech-support Backup
15.4 Log Backup
15.5 Restore & Backup
15.6 AAA-local-db Download & Backup AAA
15.7 SSL Files Download & Backup SSL
15.8 CSR Files Backup CSR
15.9 Ping Ping
15.10 | Trace Route Traceroute
15.11 | Reset
15.12 | Reboot System

15.1 Firmware Upgrade & Backup

Firmware Upgrade & Backup

Management > File System

Firmware Upgrade & Backup

15.1.1 | Firmware Upgrade from HTTP HTTP PC
15.1.2 | Firmware Upgrade from TFTP TFTP
15.1.3 | Firmware Upgrade from FTP FTP
15.1.4 | Firmware Backup to HTTP HTTP PC
15.1.5 | Firmware Backup to TFTP TFTP
15.1.6 | Firmware Backup to FTP FTP
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15.1.1 Firmware Upgrade from HTTP

Firmware Upgrade from HTTP HTTP PC

Tools > Firmware Upgrade & Backup > Firmware Upgrade from HTTP

Source File l Browse... |
Destination [Fite or Pain (64 chars) |
[ porade ]
Source File Browse PC
Browse
Destination 64
Upgrade

15.1.2 Firmware Upgrade from TFTP

Firmware Upgrade from TFTP TFTP
Tools > Firmware Upgrade & Backup > Firmware Upgrade from TFTP

TFTP Server IP [ - Jewre
—
Source [Fite or Path (64 chars) |
Destination |Fi|e or Path {64 chars) |
prmr—
TFTP Server 1P TFTP IP 1Pv6
IP IPv4 / 1Pv6
Source TFTP 64
Destination 64
Upgrade
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15.1.3 Firmware Upgrade from FTP

Firmware Upgrade from FTP
Tools > Firmware Upgrade & Backup > Firmware Upgrade from FTP

FTP

FTP Server IP

TCP Port (1-65535)
User Name
Password

Source

Destination

E— T
T

B2 chars

|15 chars

[File or Path (64 chars)

[File or Path (64 chars)

FTP Server IP FTP 1Pv4 IPV6

IP IPv4 / IPV6
TCP Port FTP TCP 1 65535
User Name FTP 32
Password FTP 15
Source FTP 64
Destination 64

Upgrade

15.1.4 Firmware Backup to HTTP

Firmware Backup to HTTP
Tools > Firmware Upgrade & Backup > Firmware Backup to HTTP

HTTP PC

Source

File or Path {64 chars)

[ Backup |

Source

64

Backup
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15.1.5 Firmware Backup to TFTP

Firmware Backup

to TFTP

TFTP

Tools > Firmware Upgrade & Backup > Firmware Backup to TFTP

TETP Server IP

Source

Destination

—
. lom

[Fite or Patn (64 chars)

[Fite or Paih (64 chars)

[ oecwr ]
TFTP Server 1P TFTP 1Pv4 1Pv6
IP IPv4 / IPV6
Source 64
Destination TFTP 64
Backup

15.1.6 Firmware Backup to FTP

Firmware Backup

to FTP

Tools > Firmware Upgrade & Backup > Firmware Backup to FTP

FTP Server IP

TCP Port (1-65535)
User Name
Password

Source

Destination

—
L Joww

|32 chars

|15 chars

[File or Pain (64 chars)

[Fite or Path (64 chars)

[_Backup |
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FTP Server IP FTP IPv4 IPv6

1P IPv4 / IPv6
TCP Port FTP TCP 1 65535
User Name FTP 32
Password FTP 15
Source 64
Destination TFTP 64

Backup
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15.2 Configuration Restore & Backup

Configuration Restore & Backup

Configuration Restore & Backup

15.2.1 | Configuration Restore from HTTP HTTP PC
15.2.2 | Configuration Restore from TFTP TFTP

15.2.3 | Configuration Restore from FTP FTP

15.2.4 | Configuration Backup to HTTP HTTP PC
15.2.5 | Configuration Backup to TFTP TFTP

15.2.6 | Configuration Backup to FTP FTP

15.2.1 Configuration Restore from HTTP

Configuration Restore from HTTP HTTP PC
Tools > Configuration Restore & Backup > Configuration Restore from

HTTP

Source File

Destination

Replace

Browse... |

[Fite or Patn (64 chars)

| [] running-config [ startup-config

Source File Browse
PC Browse
Destination 64
running-config
startup-config
Replace

Restore
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15.2.2 Configuration Restore from TFTP

Configuration Restore from TFTP TFTP
Tools > Configuration Restore & Backup > Configuration Restore from

TFTP
TFTP Server IP [ - - Jewrm
. o
Source [Fite or Path (64 chars) |
Destination |Fi|e or Path {64 chars) | [] running-config [ startup-config
Replace
[remore ]
TFTP Server IP TFTP 1Pv4 1Pv6
1P IPv4 / 1Pv6
Source TFTP 64
Destination 64

running-config
startup-config

Replace

Restore

15.2.3 Configuration Restore from FTP

Configuration Restore from FTP FTP
Tools > Configuration Restore & Backup > Configuration Restore from
FTP

St S ra—— e

— el
TCP Port (1-65535) | |
User Name |32 chars |
Password |15 chars |
Source |Fi|e or Path (64 chars) |
Destination |Fi|e or Path (64 chars) | [] running-config [ startup-config

Replace

[Reso ]
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FTP Server IP FTP 1Pv4 IPv6
IP IPv4 / IPV6

TCP Port FTP TCP 1 65535
User Name FTP 32
Password FTP 15
Source FTP 64
Destination 64

running-config

startup-config
Replace

15.2.4 Configuration Backup to HTTP

Restore

Configuration Backup to HTTP
Tools > Configuration Restore & Backup > Configuration Backup to HTTP

HTTP

PC

Source File or Path {64 chars)

| [] running-config [ startup-config

[ Backup |

Source

running-config
startup-config

64

Backup
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15.2.5 Configuration Backup to TFTP

Configuration Backup to TFTP
Tools > Configuration Restore & Backup > Configuration Backup to TFTP

TFTP

TFTP Server IP

Source

Destination

——
. lom

[Fite or Path (64 chars)

| [] running-config [ startup-config

[Fite or Paih (64 chars)

TFTP Server 1P FTP 1Pv4 1Pv6
1P IPv4 / IPV6
Source 64
running-config
startup-config
Destination TFTP 64

Backup

15.2.6 Configuration Backup to FTP

Configuration Backup to FTP
Tools > Configuration Restore & Backup > Configuration Backup to FTP

FTP

FTF Server IP

TCP Port (1-65535)
User Name
Password

Source

Destination

—C
. Joww
|

|32 chars

|15 chars

[File or Paih (64 chars)

[] running-config [ startup-config

[File or Paih (84 chars)

[ Backup |

232/254




15 Tools | 15.2 Configuration Restore & Backup

FTP Server IP FTP IPv4 IPv6
IP IPv4 / IPV6

TCP Port FTP TCP 1 65535
User Name FTP 32
Password FTP 15
Source 64

running-config

startup-config
Destination FTP 64

Backup
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15.3 Tech-support Backup

Tech-support Backup
Tech-support Backup

15.3.1 | Tech-support Backup to HTTP HTTP PC

15.3.2 | Tech-support Backup to TFTP TFTP

15.3.1 Tech-support Backup to HTTP

Tech-support Backup to HTTP HTTP PC

Tools > Tech-support Backup > Tech-support Backup to HTTP

Tech-support backup to HTTP

T

Backup

15.3.2 Tech-support Backup to TFTP

Tech-support Backup to TFTP TFTP

Tools > Tech-support Backup > Tech-support Backup to TFTP

TETP Server IP [ Jewra

 Joms
Destination |Fi|e or Path (64 chars) |
e
TFTP Server IP TFTP 1Pv4 1Pv6
IP IPv4 / 1PV6
Destination TFTP 64

Backup
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15.4 Log Backup

Log Backup

Log Backup
15.4.1 | Log Backup to HTTP HTTP PC
15.4.2 | Log Backup to TFTP TFTP

15.4.1 Log Backup to HTTP

Log Backup to HTTP HTTP PC
Tools > Log Backup > Log Backup to HTTP

Log Type (@) System Log () Attack Log
e
Log Type
System Log
Attack Log
Backup

15.4.2 Log Backup to TFTP

Log Backup to TFTP TFTP
Tools > Log Backup > Log Backup to TFTP

TETP Server IP [ - Jerwe

[ Joww
Destination |Fi|e or Path (64 chars) |
Log Type (@) System Log () Attack Log
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TFTP Server IP TFTP 1Pv4 IPv6
IP IPv4 / 1PV6
Destination FTP 64
Log Type
System Log
Attack Log
Backup
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15.5

Restore & Backup

Restore & Backup

Restore & Backup

15.5.1 | Restore from TFTP TFTP
15.5.2 | Restore from FTP FTP
15.5.3 | Restore from SD Card SD
15.5.4 | Backup to TFTP TFTP
15.5.5 | Backup to FTP FTP
15.5.6 | Backup to SD Card SD
15.5.7 | SD Card Backup Clone SD

15.5.1 Restore from TFTP

Restore from TFTP TFTP
Tools > Restore & Backup > Restore from TFTP

TETP Server IP [ |eora

e

Prefix |T 2 chars |

Source Path |54 chars |

Option [] no-access-defender [ ] no-software

Reboot Il

[resoe |
TFTP Server IP TFTP 1Pv4 IPv6
IP IPv4 / 1Pv6

Prefix 12
Source Path TFTP
no-access-defender Access Defender
no-software
Reboot

Restore
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15.5.2 Restore from FTP

Restore from FTP FTP
Tools > Restore & Backup > Restore from FTP

FTP Server IP [ |eoras
 Jors

TCP Port (1-65535) | |

User Name |32 chars |

Password |15 chars |

Prefix [12 chars |

Source Path |54 chars |

Option [] no-access-defender [ ] no-software

Reboot |

[ Resors ]
FTP Server 1P FTP 1Pv4 1Pv6
IP IPv4 / 1Pv6
TCP Port FTP TCP 1 65535
User Name FTP 32
Password FTP 15
Prefix 12
Source Path FTP
no-access-defender Access Defender
no-software
Reboot
Restore

15.5.3 Restore from SD Card

Restore from SD Card SD
Tools > Restore & Backup > Restore from SD Card

Prefi [12 chars |
Source Path |54 chars |
Option [] no-access-defender [ ] no-software
Reboot |

R ]
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Prefix

12

Source Path

SD

no-access-defender

Access Defender

no-software

Reboot

Restore

15.5.4 Backup to TFTP

Backup to TFTP

TFTP

Tools > Restore & Backup > Backup to TFTP

Prefix

Destination Path
Option

TFTP Server IP [ Jerw
 Jorw

|12 chars

64 chars

[] no-access-defender [ ] no-software

TFTP Server IP TFTP IPv4 IPV6
IP IPv4 / IPv6
Prefix 12

Destination Path

TFTP

no-access-defender

Access Defender

no-software

Backup
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15.5.5 Backup to FTP

Backup to FTP FTP
Tools > Restore & Backup > Backup to FTP

e ettt ——————————

FTP Server IP [ J®wra
E— el
TCP Port (1-65535) | |
User Name |32 chars |
Password |15 chars |
Prefix [12 chars |
Destination Path }54 chars |
Option [] no-access-defender [ no-software
[ oscke ]
FTP Server IP FTP 1Pv4 IPv6
1P IPv4 / 1Pv6
TCP Port FTP TCP 1 65535
User Name FTP 32
Password FTP 15
Prefix 12
Destination Path FTP
no-access-defender Access Defender
no-software
Backup

15.5.6 Backup to SD Card

Backup to SD Card SD SD
Tools > Restore & Backup > Backup to SD Card

Prefix [12 chars |
Destination Path |54 chars |
Option [] no-access-defender [ | no-software

[ e |
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Prefix 12
Destination Path SD
no-access-defender Access Defender
no-software
Backup

15.5.7 SD Card Backup Clone

SD Card Backup Clone SD

SD

Tools > Restore & Backup > SD Card Backup Clone

Upload the system operating files to memory card

Backup
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15.6 AAA-local-db Download & Backup

AAA-local-db Downlload & Backup AAA

AAA-local-db Download & Backup

15.6.1 | AAA-local-db Download from TFTP TFTP AAA

15.6.2 | AAA-local-db Backup to TFTP TFTP AAA

15.6.1 AAA-local-db Download from TFTP

AAA-local-db Download from TFTP TFTP AAA

Tools > AAA-local-db Download & Backup > AAA-local-db Download from

Source File |84 chars |

TFTP Server IP TFTP 1Pv4 1Pv6
IP IPv4 / 1Pv6
Source File TFTP 64
Download
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15.6.2 AAA-local-db Backup to TFTP

AAA-local-db Backup to TFTP AAA TFTP

Tools > AAA-local-db Download & Backup > AAA-local-db Backup to TFTP

Desfination File 64 chars |
TFTP Server IP TFTP I1Pv4 IPv6
IP IPv4 / 1Pv6
Destination File TFTP 64
Backup
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15.7 SSL Files Download & Backup

SSL Files Download & Backup SSL

SSL Files Download & Backup

15.7.1 | https-certificate Download from TFTP HTTPS
TFTP

15.7.2 | https-certificate Backup to TFTP TFTP HTTPS

15.7.3 | https-private-key Download from TFTP HTTPS
TFTP

15.7.4 | https-private-key Backup to TFTP TFTP HTTPS

15.7.1 https-certificate Download from TFTP

https-certificate Download from TFTP TFTP HTTPS

Tools > SSL Files Download & Backup > https-certificate Download from

Source File |54 chars |

TFTP Server 1P TFTP 1Pv4 1Pv6

IP IPv4 / 1Pv6
Source File TFTP 64
HTTPS Download
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15.7.2 https-certificate Backup to TFTP

https-certificate Backup to TFTP HTTPS TFTP

Tools > SSL Files Download & Backup > https-certificate Backup to

e e—

[ Jorw
Destination File |84 chars |
oo ]
TFTP Server IP TFTP I1Pv4 IPv6
IP IPv4 / 1Pv6
Destination File TFTP 64
HTTPS Backup

15.7.3 https-private-key Download from TFTP

https-private-key Download from TFTP HTTPS TFTP

Tools > SSL Files Download & Backup > https-private-key Download from

Source File |54 chars |

[ oowiosd ]
TFTP Server IP TFTP I1Pv4 1Pv6

IP IPv4 / 1Pv6
Source File TFTP 64
HTTPS Download

SSL Web
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15.7.4 https-private-key Backup to TFTP

https-private-key Backup to TFTP HTTPS TFTP

Tools > SSL Files Download & Backup > https-private-key Backup to
TFTP

LT e—T

[ Jor
Destination File 64 cnars |
TFTP Server IP TFTP I1Pv4 IPv6
IP IPv4 / 1Pv6
Destination File TFTP 64
HTTPS Backup
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15.8 CSR Files Backup

CSR Files Backup CSR
CSR Files Backup

15.8.1 | csr-certificate Backup to TFTP TFTP CSR

15.8.2 | csr-private-key Backup to TFTP TFTP CSR

15.8.1 csr-certificate Backup to TFTP

csr-certificate Backup to TFTP TFTP CSR

Tools > CSR Files Backup > csr-certificate Backup to TFTP

Destination File |54 chars |
TFTP Server IP TFTP IPv4 IPv6
IP IPv4 / 1Pv6
Destination File TFTP 64
CSR Backup
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15.8.2 csr-private-key Backup to TFTP

csr-private-key Backup to TFTP CSR TFTP

Tools > CSR Files Backup > csr-private-key Backup to TFTP

Destination File 64 chars |
TFTP Server IP TFTP I1Pv4 IPv6
IP IPv4 / 1Pv6
Destination File TFTP 64
CSR Backup
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15.9 Ping

Ping

ping

Tools > Ping

IPv4 Ping
Target IPv4 Address l:l
Ping Times (1-255) [ |=mmnite
Inferval (1-3600) sec
Size (32-1500) bytes
Source IPv4 Address [ - - ]
IPv6 Ping
Target IPvG Address 22331
Ping Times (1-255) [ |enfnie
Interval (1-3600) sec
Size (32-1500) bytes
Source |IPv6 Address |:|
Start
Ping Access-Class
Ping Access-Class1 Ping Access-Class2 Action Type ACL Name
| | | |}-\dd ﬂ| | IP ACL ﬂ| | || Please Select Apply
IPv4 Ping
Target IPv4 Address Ping 1Pv4
Ping Times 1Pv4 Ping 1 255
IPv4 Ping
Infinite
Timeout Ping 1 99
Interval Ping 1 3600
Size Ping 32 1500
Source IPv4 Address 1Pv4

Ping Start
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IPv6 Ping
Target IPv6 Address Ping IPv6
Ping Times IPv6 Ping 1 255
1Pv6 Ping
Infinite
Timeout ing 1 99
Interval Ping 1 3600
1
Size Ping 32 1500
100
Source IPv6 Address IPv6
IPv6

Ping Start

IPv4 Ping Start

IPv4 Ping Result

IPv4 Ping Result

[1] Reply from 172.31.132.254, time<lOms
[2] Reply from 172.31.132.254, time<lOms
[3] Reply from 172.31.132.254, time=10ms
[4] Reply from 172.31.132.254, time<lOms

Ping Statistics for 172.31.132.254
Packets: Sent = 4, Received = 4, Lost = 0
IPv6 Ping Start IPv6 Ping Result
IPvE Ping Result
[1] Reply from 172:31:132::110, bytes=56 time<l0 ms

[2] Reply from 172:31:132::110C,
[3] Reply from 172:31:132::110C,
[4] Reply from 172:31:132::110C,
Ping Statistics for 172:31:132:
Packets: Sent =4, Received =4,

bytes=356
bytes=356

bytes=356
:110
Lost =0

time<l0 ms
time<l0 ms
time<l0 ms

Ping Stop
Ping Back
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15.10 Trace Route

Trace Route

Tools > Trace Route

Traceroute

L

IPv4 Trace Route

IPv4 Address |:|
Max TTL (1-255) o
por (165536
Timeout (1-65535) : sec
Probe Times {1-1000) : Start
IPv6 Trace Route
IPv6 Address
Max TTL (1-255) D
por (165536
Timeout (1-65535) B s
Probe Times (1-1000) : Start
IPv4 Trace Route
IPv4 Address IPv4
Max TTL Traceroute TTL 1 255
Port Traceroute TCP/UDP 1 65535
Timeout Traceroute 1 65535
Probe Times Traceroute 1 1000
Traceroute Start
IPv6 Trace Route
IPv6 Address IPv6
Max TTL Traceroute TTL 1 255
Port Traceroute  TCP/UDP 1 65535
Timeout Traceroute 1 65535
Probe Times Traceroute 1 1000
3
Traceroute Start
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IPv4 Trace Route Start

IPv4 Trace Route Result

IPv4 Trace Route Result

[1] <10 ms 1724.31.132.253
[2] 10 ms 172.31.244.254
[3] <10 m=s [172.31.254.252]

Trace complete.

IPv6 Trace Route Start

IPv6 Trace Route Result

IPv6 Trace Route Result

[1] * Request timed cut.
[2] * Request timed ocut.
Trace complete.

Traceroute Trace Route

Back
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15.11 Reset

Reset

Tools > Reset

Reset

(@) Reset System :
Clear the system's configuration to the factory default settings, including the IF address.
Clear system configuration, save, reboot.
(") Reset System Factory-Default :
Reset the system o factory default, including remove all configuration, authentication and boot information file.

Reset system fo factory default, save, reboot.

Apply
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15.12 Reboot System

Reboot System

Tools > Reboot System

Reboot System

Do you want to save the settings ? (@ Yes () No

If you do neot save the settings, all changes made in this session will be lost.

Do you want to save the settings? Yes
No

Reboot

Saving and rebooting system, please wait...
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