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3.1 System Information Settings

System Information Settings B CTlk, HEEDO AT AEREFZTELET,
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System Information Settings
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System Location l255 chars |
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AT DA H H ORI 2 LU FIR LET,
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System Name RO AT MM EANTTLET,
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System Contact EE KL E AT LET,

REZ AT HI21E, Apply R¥ %27V v LET,
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Peripheral Settings i Cl. EEOREICET AELORELITVET,
zﬁﬁﬁ%i‘ér‘é‘é 3. System > Peripheral Settings 7 VU v 27 LFEJ,

Environment Trap Settings

Fan Trap (CEnsbled  (@Disabled

Temperature Trap (C)Enzbled (@ Disabled Apply |

Environment Temperature Threshold Settings

High Threshold (-50-85) (] Default
Low Threshold (-50-25) b |[JDefaut apply |

Environment Trap Settings TliI, BETOEEEZHRAMLIZHED SN\MP b7 v TilHMORELZITVE

7, EBRICHEAAITOIZIE, S\P b Ty THEABERE O E AT O MENRH Y £, FHEH OB ELL

—F \—/j_\‘ L\i—a—o

INTFGRA—F— A

Fan Trap WHEI 7 7 o TRENEAE LA S\ kT » 7 Cilind 2 RE DR
HE (Fnabled / Disabled) ZiXEL F7.,

Temrepature Trap TEE CIRERE 2R L8512 S\NMP R v 7 Cllaa+ A Re DR hE
(Enabled / Disabled) #® &L £, HIET HIEE X, Enviromnemt
Temperature Threshold Settings DIEE CEH E T,

REZTEHATHICIE, Apply REZ2 27U v 7 LET,

Environment Temperature Threshold Settings Tl

RELET, BEHORHAEZLU IR LET

CIRFERE LHET DR LEWEL R HiIREE

NT A= — ﬁ%

High Threshold HREHRTED ER L EWEE-50~85 (‘C) O#PHTATILET,
T7ﬁ‘/1/ MEZ{FEHT 212X, Default #F =7 LET,

Low Threshold BRI ED FIR L & VMAZ-50~85 (C) D& TASILET,
T 7 4V MEZEHT 5121%, Default #F = v 7 LET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
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3.3 Port Configuration

Port Configuration %7 A == —TiL, WHKR—FORELXITH> Z N TEXET,
Port Configuration D FIZHH YV T A =2 —DO—EH#UTOERITRLET,

BE | A=a—4% B

3.3.1 | Port Settings WA — N OB E

3.3.2 | Port Status R— N DOIRBEF R

3.3.3 | Port GBIC JAR— R DOT A AEFHER

3.3.4 | Port Auto Negotiation F— R ITvT— g VOEHRETR
3.3.5 | Error Disable Settings N— b= T — HEME IAFERE DR E
3.3.6 | Jumbo Frame xR T L —LDHE

3.3.1 Port Settings

Port Settings i Clk, HEEOWYIR— FORELXITWVET,
K 2 FK AT 5, System > Port Configuration > Port Settings #7 UV v 7 L¥7,

~
Default port-shutdown Settings
State
Port Settings
From Port To Port State MDIX Auto Downgrade Flow Control
[Port1/0A1  [v] [Port1/0/1 [v] |Enabled [v] [Auto [v] |Disabled [v] |Off ~]
Duplex Speed Capability Adverfised Description
[Auto [v] [Auto [v][C710m ] 100M [ 1000M 64 chars [ Aoy |
Link Status State Description
Port1/0/1 Enabled Auto-MDIX Off Off Auto-duplex Auto-zpeed Disabled
Pori1/0/2 Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/3 Up Enabled Auto-MDIX Off Off Auto-duplex Auto-zpeed Disabled
Pori1/0/4 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/5 Down Enabled Auto-MDIX off off Auto-duplex Auto-speed Disabled
Port1/0/6 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/7 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Pori1/0/8 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
Port1/0/9 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-zpeed Disabled
Port1/0/10 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled

Default port shutdown Settings Tld, SXEDMMILEZEM Lz & IR — FNEHETLIT 741
b7 — FPHZERERE DR EZITVE T, %IEE@nE%%U\T R LET,

RIA—H— LA

State T 7 v b AR — NPHZERSEEDIKHE (Enabled / Disabled) % iR L %

9, AHRE iL%®@%fiﬁ%Liﬁh CLI ~==7 /LT default
port-shutdown =~ > ROEMEEZ RO £, THEHALTEI W,
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Port Settings TIIH AR — FORELZITWVWET, FEHEHOMAZLUFITRLET,

WNTRA—=H—

Bl

From Port / To Port

N— FEIIAR— FOFPHZ IR L £ 7,

State

YR — N DYREE (Enabled / Disabled) #3iEIRL £,

MDIX

MDI/MDIX D% E (Auto / Normal / Cross) Z IR L £,

Auto Downgrade

HEh & 7 7 L— RESREDIRAE (Enabled / Disabled) ZJ®iR L £,

Flow Control

7 v —filiEloodREE (On / Off) ZIRL £,

Duplex A—=TrDF 271 v A (Auto / Half / Full) #&EIRL £,
Speed AR— N OBMERE 23R L F 9,

Auto D&, A — FZ ayr—varEHALET,

Auto ZfEFHE TR — FOBIMEEE 2 1000M [EH T2 5% A1,
Master F7-1% Slave %%?ﬁﬁ‘é%gﬁ)%bi?o Fo. ®ET A A
T, b —HoE—FEFEELET,

Capability Advertised

Speed 7% Auto IZHTEINTWAELE, A—hRrIFvx2—v g3 TT R
WNHEARXTHR— NOBWERELTF =7 LET,

Description

Fzv IRy I AT =y 7 L, T dR— OB %E 64 CTF-LIN
TANLET,

RELZEATHICIE, Apply RE 227U v 7 LET,

3.3.2 Port Status

Port Status [ Cix

BEOMHR—FDAT—HZ AL RECTHRTEET,

AR 2 FnT DI i System > Port Configuration > Port Status Z7 YV v 27 L%,

PO [ATLS

Port Status

Port1/0/1 Connected

Port1/0/2 Not-Connected
Port1/0/3 Not-Connected
Port1/0/4 Not-Connected
Port1/0/5 Not-Connected
Port1/0/6 Not-Connected
Port1/0/7 Not-Connected
Port1/0/8 Not-Connected
Port1/0/9 Not-Connected
Port1/0/10 Mot-Connected
Port1/0/11 Not-Connected
Port1/0/12 Not-Connected
Port1/0/13 Mot-Connected
Port1/0/14 Not-Connected
Fort1/0/15 Not-Connected
Port1/0/16 Not-Connected
Port1/0M17 Not-Connected
Port1/0/18 Not-Connected
Port1/0/19 Not-Connected
Port1/0/20 Not-Connected

Flow Control Opemtor
MAC Address
e e

00-40-66-55-68-21 1 off Auto-Full Auto-1000M 1000BASE-T
00-40-66-55-68-22 1 Off Off 1000BASE-T
00-40-66-55-68-23 1 off Ooff Auto Auto 1000BASE-T
00-40-66-55-68-24 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-25 1 off off Auto Auto 1000BASE-T
00-40-66-55-68-26 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-27 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-28 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-29 1 off Off Auto Auto 1000BASE-T
00-40-66-55-68-2A 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-2B 1 Off Ooff Auto Auto 1000BASE-T
00-40-66-55-68-2C 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-2D 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-2E 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-2F 1 0Off Ooff Auto Auto 1000BASE-T
00-40-66-55-68-30 1 Off Off Auto Auto 1000BASE-T
00-40-66-55-68-31 1 off Off Auto Auto 1000BASE-X
00-40-66-55-68-32 1 Off Off Auto Auto 1000BASE-X
00-40-66-55-68-33 1 Off Off Auto Auto 1000BASE-X
00-40-66-55-68-34 1 Off Off Auto Auto 1000BASE-X
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3.3.3 Port GBIC

Port GBIC [if TliX, & D4 SFP ARN— F TR SN/ZEY 2 — LV OFREHR TE £,
AN & 2T HIZIEL. System > Port Configuration > Port GBIC#72 V v 7 LF T,

>

- b

TR TEETEE TEE TRE TEE THE THE T BN T 5

2 =B = B EE O OEE OEE O EE OB =

S EH H HEEHEHEBH &

H H OH H EH H H H =B H

== = =B E=E =B =B O E B B B =

S B B H BE E HE BHHEH 7 It
' ' ' ' ' ' ' ' ' '

3.3.4 Port Auto Negotiation

Port Auto Negotiation Hi[fi CTiL, A — bR I — g EFROFMEHER TE 9,
AKEH & Fv9 5121, System > Port Configuration > Port Auto Negotiation # 7 U v 7 L £,

Port Auto Negotiation
Port Auto Negotiation
Mote: AN: Auto Megotiation; RS: Remote Signaling; CS: Config Status; CB: Capability Bits;CAB: Capbility Advertised Bits;
CRE: Capbility Received Bits; RFA: Remote Fault Adverised; RFR: Remote Fault Received
T e S v
Port1/0/1 Enabled Detected Complete 10M_Half, ... 10M_Half, .. 10M_Half, ... Disabled NoErmor
Port1/0/2 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, .. - Disabled NoErmor
Port1/0/3 Enabled Detected Complete 10M_Half, ... 10M_Half, ... 10M_Half, ... Disabled NoErmor
Port1/0/4 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, .. - Disabled NoErmor
Port1/0/5 Enabled Not Detecled Configuring 10M_Half, ... 10M_Half, ... - Disabled NoErmor
Port1/0/6 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, .. - Disabled NoEror
Port1/0/7 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoEror
Port1/0/8 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoErmor
Port1/0/9 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoErmor
Port1/0/10 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, .. - Disabled NoErmor

17/294



3 System | 3.3 Port Configuration

3.3.5 Error Disable Settings

Error Disable Settings i Ci. HEEDOHEEEIZ L VR — FNAZEEIN=84E (Error Disabled &
) o, BENVEIEKEDOHE R, L), BLOKR— MR EIET 2 TORMEZRTE L E7,
K A2~ 1 5121%, System > Port Configuration > Error Disable Settings #7 U v 7 L%,

Error Disable Recovery Settings

EnDisable Cause | All [v] State  |Disabled [v] Interval (5-86400) |sec
Erovcon T

Port Security Disabled 300

Storm Control Disabled 300

Loop Detection Disabled 300

Interfaces that will be recovered at the next timeout:

e T e cos T o

A DA H OFH 2 LT IOR LET,

INTRA—F— B

ErrDisable Cause Error Disabled DJFIK & 72 - 7-¥HE (A1l / Port Security / Storm
Control / Loop Detect) Zi®iR L F-1,

State H {8 IHFEREDIRAE (Enabled / Disabled) #3®iRL £,

Interval Error Disabled ToOA— hPAZEIRAE) D HEMEIRT 5 £ TORFH]%Z 5~
86400 (7)) OHPATATILET,

BHELFWEHT AT, Apply RE %2270 w7 LET,

3.3.6 Jumbo Frame

Jumbo Frame H[f CTiL, ¥ R 7L —LbDV A XEHRELET,
AW & FRrT HI21E. System > Port Configuration > Jumbo Frame 27 U w7 L £,

Jumbo Frame
From Port To Port Maximum Receive Frame Size (64-9216)
[Port1/0n [v] [Port1i011 [v] [1535 | bytes
T e e e
Port1/0/1 1536
Port1/0/2 1536
Port1/0/3 1536
Port1/0/4 1536
Port1/0/5 1536
Port1/0/6 1536
Port1/0/7 1536
Port1/0/8 1536
Port1/0/9 1536
Port1/0/10 1536
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AKEHOKHHOFHAEZ L TIORLET,

INTRA—F— B

From Port / To Port AR— FFEFIIAR— FOFPHZ IR L ET,

Maximum Receive Frame BRAZ T L —LH A X% 64~9216 (XA ) OFBETASTILET,
Size

REZWEHAT A0, Apply RZ %27 U w7 LET,
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3.4 Port Redundant

Port Redundant V7 A== —TliZ, F— UV X X MEREORTELXZITWET, R— KU XX b
BREIX, NR—FOXTZHR L TENENT 77T 4 7RG (BEIHEHTLIAR—K) | 2Z2 10K
e GEBICHEALARWAR—R) ELTEEL, 777 4 7REOR—IBX T LEHEITAZ N
ANREDOR— &7 7T 4 71UV IEZ D2 LT, fBHGNR LAY —2 MEROEMNZFEHRT HHEETT,
R—=hDOROVICAR— b F ¥ RVEHERTHZ L TEET,

N—=hNUZUHE L MTRDUDEDY BRAETH L, FEIT LA T —1/2 LYL TREFEERIK D
RENTTN, BEHICTXTOBENEFIITONS LITRY FHA, BERE EOKEFET A A
D MAC 7 R UVAT =7V EOERMUEBEREIZIN > TmNETIIRWEE, T2 MY —R3EH/
KNTHETITEE T D = N =%l TDHNT 7 0 v ZIFIEEFITITERELEFA, F—RU X
VAV MEBETIL, ZOXEE LTI BD Y EiaZlZ@ET N1 AD MAC 7 RLAT—7 L OfE#
FHAET 7007 L — A5 R ETH I ENTEET,

R— KU X2 MSREIZ, Ver. 2.01.00 BARECHAR— Kk LTV ET,

Port Redundant 7 A =2 —D FTIZH DIV T A=a—D—EE2UTORIIRLET,

HE | A==a—4 =

3.4.1 | Redundant Group Preempt R—=hrUV X HE o DT T hE— RORTE
3.4.2 | Port Redundant Group R— NI B H L NDA L N—L XA T OEEk
3.4.3 | Port Redundant Settings Y EZEORE T L —ACHEHT HEE

3.4.1 Redundant Group Preempt

Redundant Group Preempt [Hi[fi CiL, W— MV XX NI AN—T DT Y27 ME— RERELET,
TV NE—REENZTDHE, AUAN—KR—=BHEFT v 7127 >7-%A12 System > Port
Redundant > Port Redundant Group TiXT T DX A T OERIEIHESTT VT 4 7T DHR— b ERIEL
9, V=T NE— RBNEOLGA, YA TOBEEEICL O TEBIEOREZEL L ET,

KW & FRrT 5121, System > Port Redundant > Redundant Group Preempt 27 YV w7 LE4,

Redundant Group Preemp

Redundant Group Preempt Settings

Group 1D (1-32) Mode
| | [Disabled[v
Total Entries: 1

@ [ O s
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AT DAE H O 2 LU IR LET,

NFGRA—HF— A
Group ID R—RNU X LZ L NOTN—T 1D % 1~32 D&FiPHTIEE L E T,
Mode R—=FRVHE B NI N—TDF )T hE— REIRELE T,

e Disabled: 7V - 7 hE— REMEHIZLET,
e Delay: 7’V 7 ME—REFZLET,
o Time : 7V =7 hE— NIZ X HIRBE(LE CTORIERFH A 0
~300 (1) OHFiPH TAT LET,
REXBMT DI, Apply RZ %227 U v 7 LET,
FBELE=Y N —ZHIBRT 5I21%, Delete h¥ > %7V v 7 LET,

3.4.2 Port Redundant Group

Port Redundant Group i Tlx, m"— "V X ZF o "IN —T %8G L, AL /3= bR — M HR—
NFxY RN ZAT (T4 —b LTI F Y —) ZIEELET, B XY —DA 5 —
7::*—?W§EJ‘ET%L' IZAZ U NARIEIZRVETN, TI9A4 ) —DA L F—T =2 —ARK T T 5H &7
77 4 7BV EDY £, ZOREBTT I~ —DA =T = —2ARNT v 1B LTS
DOEEIX. System > Port Redundant > Redundant Group Preempt TiXET 27V L7 hE— 1\0)
BRI L > TR, 7Ji/7%ﬁﬁﬁmﬁAiﬁﬁ/5)~M#77747%ﬁ MeFFL. 77T
A~V —NTAZ A IRBEIZR D £, TV T MREROEARIT., RETDHEBIES A ~—DHF
IR L7 RIS RO M T T IA~ U — IR T 77 4 71230 £7,

K % FRrT D21, System > Port Redundant > Port Redundant Group #7 U v 7 L%,

Port Redundant Group Infor

From Port To Port Group ID {1-32) Type

[Port1i01 [v] Port1/0/1 [~ | | [Primary  [V]
Port1/0/10 Primary

A DA H OFH 2 DL ISR LET,

INTGRA—F— B

From Port AU N—=DHR— K/R—FF ¥ RV ERIRL ET,

Group ID R—=FVEE L DT NL—TFID & 1~32 OFPHTHRE L £7°,
Type HELEZAV A== DX A TERELET,

e Primary: AV F—Tx2—A% 7 T4~ ) —IZHELET,
e Secondary : f v F—Tx—AEEH LAY —IZHRELET,

RELZEATHICIE, Apply RE 227U v 7 LET,
? Tl M —%HIBET 5121, Delete RZ %27V w7 LET,
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3.4.3 Port Redundant Settings

Port Redundant Settings [Hif CliL. A — MU X X MEREOY) Y B v iz, ABBERE Lom
[ET A ADMC T RLVAT—T NN EBHTHT-OICEETIH 7 L—LDOREEITWVET,

MAC 7 RLAT—TIVEH 7 L—AlL, R—=FVEZ U Z 0 hOUOEZ Z1TONTZBEICAA v TFHY
PFEELTHND MAC 7 RLAT =7 LOfflaeZ L, =2 M) =28 SN TS MAC 7 RV R %
EETLT FLAELTERETALIL—ATYT, MAC 7 RLAT—7AHH T L— ATV 2 % DR—
FNLEEENET, YD EZIMTONIZAR— M 7 VLAN BED L THERTWEEA, MAC 7 FL
AT —TIVEE T L—LNVLAN Z /5% TEEENET,

FDB 77 v aZlb—Lh (R—=RKUZZ ) 1, U0 RZPTONTERIZIEE LI MAC 7 KL A%
Sl L CEETHTZL—ATE, FDB 75 v a7 L—ADZENEDOEE. 2 2 THE L MAC
T RUVARZESEEE L7 L —0%%ETHE MAC T RLAT—T A% 77 LET, 207 L—AF
EEREHCHLT VLAN Z Z B E S, FBENZITE 0 AMER SN E T, BERE EDOT /XA 2D MAC
T RVAT—T7 VO 2 8B L TIT O 72DIZiL, RSN T X TR — MU F o & MRS
L. FB7Z7vvaZlb—A (R—=RhUXUHR) ORENCT RLAZFE—THLENH Y £7°,

AREHEZF 7T 5HI21L, System > Port Redundant > Port Redundant Settings #7 Vv 27 L £,

Port Redundant Settings

Port Redundant Global Settings

MAC Address Table Update ()Enabled @Disabled

FDB Flush Send (Enabled @Disabled

FDE Flush Receive (CEnabled (@Dizabled

VID (1-4094) b |movetaut

Destination MAC Address Default

Port1/0/7 1 Disabled Down

AT DA HH ORI 2 LU FIR LET,

NFGRA—HF— A

MAC Address Table MAC 7 RL AT —T7IVEH 7 L — ADOEEEZENE B LUET,

Update B LIEBE, %4875 M) —1HH7-VICEETHMAC T FL
AT —TIVEH T L— D% 1~3 BRI L £1,

FDB Flush Send FDB 77 vy a7b—b (R—bMUFUH ) OFEEALE - ITE

HLEST, A LEGE, MMETHB 77 w27 b—A (R— b
VEUERN) OFE 1I~3 bR E£9,

FDB Flush Receive FDB 79 vy a7l —A (R—hUEUEUR) O=ZERIZMAC 7 FL
AT —TNel VT T HEEBNE T L ET,
VID FDB 7J vy aZlb—h (R—RhUX XN 57325 VLAN %7

@ VLAN 1D % 1~4094 "o ELET, 7 74 /L he&E (VLAN ID {2 0
A ICRTHEAL, Default Z#F = v 7 LET,

Destination MAC Address |FDB 7 J v a7 L —A (R—FU XX R) O%5E% MC T RL A%
ERLET, 7740 MREICETH AL, Default #F = v 7 LE
7

HELFWEHT AT, Apply R¥ %227 U w7 LET,
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3.5 System Log

System Log V" 7 A ==2—Tif, VAT L OREEITH> ZENTEET,
System Log D FIZH DV T A =a—D—EE2UTOERIIRLET,

BE | A=a—4 =

3.5.1 | System Log Settings WIRR— N OYHEERE

3.5.2 | System Log Discriminator Settings AN— FOIREEFR R

3.5.3 | System Log Server Settings YR — F DT A AFRFR

3.5.4 | System Log F— h I m— g L OIEFRFTR
3.5.5 | System Attack Log R— h =7 — B E)E IFEEE DR E

3.5.1 System Log Settings

System Log Settings [ CTlX, v AT L0V OFEMZRE L E T,
AW & FRrT HI21E, System > System Log > System Log Settings #7 U v 7 L £,

Log State

Log State

Type

Severity

Severity

Source Interface Settings

Source Interface State

Buffer Log Settings

Buffer Log State

Discriminator Name

Write Delay {0-65535)

Console Log Settings

Console Log State

Discriminator Name

Enabled v
Disabled [v]
VLAN [v] VD (1-4094)
Enabled (v
6(Informational) [ |
Goas |

Disabled [v]

4(Warnings) [v]

Goms |

I

Apply

Apply

Apply

Apply

Log State Tld, VAT ALn 7 a#HNT HEDORTEEITWVET, FHEAEOMHAZLL IR LET,

INTG A —F —

Gl

Log State

Disabled D
UMM INEE A,

VAT Au T HISEEDIREE (Enabled / Disabled) Z IR L £,

VAT LT DLV BT, TARTDOA v E—

REL AT HI21E, Apply R¥ %27V v LET,
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Source Interface Settings Tid, AT A1 7% Syslog CTH—R_—|TEETIHHEDEEAL X —

7 2 — A ZDOWNWT

RELET, AMLETIIMEHLEE A, FHEAOHPZLL IR LET,

INTRA—F— L

Source Interface State | f v X —7 = —ADIFEDAHHE (Enabled / Disabled) Z3&IK L £,
Type AB—T 2 —ADHK A T hFIRNLET, VLAN DA HARETT,
VID VLAN 1D % 1~4094 O#iPHTAS LE T,

X & T 5 121%, Apply

Buffer Log Settings Tid.
HORBHZLL IR LET,

WA w7 LET,

i

EENEOR 7O Ny 7 7—m X 7)) IZOVWTHELET, £HE

INTRA—H —

A

Buffer Log State

Ny 77 —a X 7OYREE (Enabled / Disabled / Default) #% iR
LF7, Default IR L7=5GHE. Ny 77 —a X ZOEBEILT 7+
JVNMZRY £797,

Severity

EENEICFLERT 22 7O L ~UL (Severity) #fEE LT, FHELZ L
~ULLL D Severity IZ3%YS T 450 VNS NLE T,

Discriminator Name

Ny 77 =X 7O 43 THEMT % Discriminator % 15 SLFLL
WNWTASILEJ, Dicsriminator %, System > System Log > System
Log Discriminator Settings T&ERL7=7u 7 v A LV EZFREL £7,

Write Delay

0 JE X GALGEIEE A 0~65535 () O&PFH AN LET,
HEX A IEIERERE 2 N9 5121, Infinite #F = v 7 LE7,

e

PE A A9 A 12iX, Apply

Console Log Settings TIZ.

3, FEHAD

WE w7 LET,

aVvY—)iR— M T s (ary—rnad) [ZOWTHRELE

At 2 LU R LE S,

NTA—=F—

G

Console Log State

oY —ba 7 O4REE (Enabled / Disabled) Zi&ER L F9,

Severity

ayYy—luaZ CHATAHEIe DL~ (Severity) #FEELET, 8
E LT L-ULLLED Severity IS T u /RN sivEd,

Discriminator Name

arY—nuaZOHIIORY 450 TEMT % Discriminator & 15 CF
UUNTAJILFEJ, Dicsriminator |%, System > System Log > System
Log Discriminator Settings CH¥&kL7-7 7 7 A L EHEELET,

ey

AxX A&

3.5.2 System Log

AT AL, Apply RE U E 7D w7 LET,

Discriminator Settings

System Log Discriminator Settings [ ClX, HEENED Ny 77—l Hrr/ar Y —n
7\ Syslog $—~—ITHT B0 T &RV 3T BT 4BV 7T 0T 7 AL (Discriminator) ik
FL¥T, Discriminator ZHT 2 2 LT, M+ 5027 % Severity _—2 LV LHIMN< IEET S
ZEMTEET,
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AN % FR T HI21E. System > System Log > System Log Discriminator Settings #7 U v 7 L

ESN

Discriminator Log Settings
Discriminator Name
Acton Drops v
Jsvs JPORT TP OLAG [JFDB
JLLDP DACL Caos [JPORTSEC [ DHCP
[ DHCPVE [JSTORM_CT.. JssH Dcu ] SNMP
[JALARM D AsA [CJDEVICE JRADIUS JDoTix
JPOE OMAC CJCcFG [ FIRMWARE CJMEAR
CJMMRP [ PD_Monit...
Severty [Drops ]
[]0(Emergencies) [ 1(Alerts) [ 2(Critical) [ 3(Errors) []4(Warnings)
[ 5(Motifications) [ 6{Informational) [ 7(Debugging)
S R T

ARSI DT H ORI 2 LTIk LE
NIGA—=F— Bl

Discriminator Name Discriminator & % 156 XLFLINTA LE9,

Action F v IRy 7 ATHEEZ®RIR L, f5E LIEEICRT281E4 72 =
* (Drops / Includes) #EIR L £,

Severity Fxv IRy 7 ATRTD Severity #IR L. F8E L7 Severity (%)

T 5EEA 7 3 (Drops / Includes) Z IR L £,

REXHEMAT AL, Apply RE %227V w7 LET,
gk L7= Discriminator ZHIFRT 521X, Delete R¥ %27 U v LET,

3.5.3 System Log Server Settings

System Log Server Settings HE CiX., v AT Anv 7/ % %X{E9 5 Syslog V— _—2 B L £1,
ANHEHZ T DL, System > System Log > System Log Server Settings #7 U v 7 L ¥,

stem Log Server Settings
Log Server
(@) Host IPv4 Address [ - - () Host IPv6 Address 2013:1
UDF Porl (514,1024-65535) Severity 4(Warnings)
Facility 23 Discriminator Name

Total Entries: 1

e |

172311311 Wamings MName Delete
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AT OALEH O 2 LU IR LET,

INTRA—=F—

B

Host IPv4 Address

Syslog —/"—D IPv4 7 RL2&Z AT LET,

Host IPv6 Address

Syslog —/"—D IPv6 7 RL2&Z AT LET,

UDP Port Syslog #r—/3—@ UDP A"— b & 5%, 514 £7c1F 1024~65535 DHipH T
ATTLET,
Severity Syslog —X—lcH 1T858 7D L~ (Severity) ZHELET,
EE L7 LUl ED Severity IZiES T 7 nHisnvEd,
Facility Syslog H—"R—IZH T 277> T 4 —DFF (0~23) ZERLE

—a—o
K77 )T 4 —DFFIE. BEOT7 7 VT 4 —IZBEEMIT BT
F9, UFTOREZBLTIIEEN,

== Name 52 | Name &5 | Name

1 user 9 clockl 17 locall
2 mail 10 auth2 18 local2
3 daemon 11 ftp 19 local3
4 authl 12 ntp 20 local4
5 Syslog 13 logaudit 21 localb
6 lpr 14 logalert 22 local6
7 news 15 clock2 23 local?
8 uucp 16 local0

Discriminator Name

Syslog = X—~DOHSTOIE VY 4317 TFEH 95 Discriminator & 15 XL
FTUWNTASN L E T, Dicsriminator I%. System > System Log >
System Log Discriminator Settings TE&EEINITT7 4 NH V77
77 ANTT,

REZXZTEWHATHICIE, Apply REZ2 27U v 7 LET,
ek LT Syslog — "—ZHIBRT HIZ1E, Delete RHZ %7 U w7 LET,
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3.5.4 System Log

System Log W[ CTlX, Y AT 2 %MERBLIOZ VT LET,
RE[HE 2 TR T AL, System > System Log > System Log #7 U v 7 LE,

System Log

System Log

Clear Log

Total Entries: 44

2021-01-26 14:41:28 INFO(8) Unit 1 Port 20 H-SR-_.

2021-01-26 14:40:34 WARN(4) Login failed through...

2021-01-26 14:40:16 WARN(4) Port1/0/1 link up, 1...

[s] [ KmEIE] EE e

FBRENTWAEY AT LT 27 )T+ 5841%, Clear Log hZ %7V w7 LET,

3.5.5 System Attack Log

System Attack Log MiHi Cld, 7 ¥ v 7 u MR IOZ7 VT LET,
ANHEHE A2 F~T DL, System > System Log > System Attack Log #7 Vv 7 LET,

stem Attack Log

System Attack Log

Clear Attack Log

Total Entries: 0

RRINTWABTHE a7 ) 735121, Clear Attack Log R¥ %7 U v LET,
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3.6 Time and SNTP

Time and SNTP # 7 A = =2 —TlE, EED VAT ARGFMICETOIREEZITI ZENTEET, VAT A
BEMIL. BUEORA 2 FEy CHRIET DM, FEE L7- SNTP H—/3—715 SNTP 7 T4 7> MEREA
AL TRAEHREZRGE T T ET,

Time and SNTP D FIZH A Y T A =a—DO—EX L TORIIRTLET,

BHE | A==a—4 B

3.6.1 | Clock Settings VAT AEM OFEERE

3.6.2 | Time Zone Settings BA LS —v b~ —2 A LOFRE
3.6.3 | SNTP Settings SNTP H—/N— D% IE

3.6.1 Clock Settings

Clock Settings M Tid, HEEDORHIEHRZ FECHELET,
ARE[E 2R R T AL, System > Time and SNTP > Clock Settings #27 V v 27 LE4,

Clock Settings

Time (HH:MM:SS) 14:51:48
Date (DD / MM / YYYY) 6/1/2021

Apply

A O EH OFH &2 LTI LET,

INTG A —H— BLi;)

Time BTEDORFZ 2 R (HH) | 49 (M) . # (SS) TAJILET,
5] : 18:30:30

Date WEOCEARZH OD) . A M) . 4 (YYYY) TAHDLET,
5] = 31/12/2021

REZXZWAT 520X, Apply R¥ %227 ) v 7 LET,

3.6.2 Time Zone Settings

Time Zone Settings HH CTIXZ A LY —r ¢V ~—X A LEHRELET,

AL —0F, T 74V RTH:00 (HAREER)) AfREShTVWET,

Y~v—2 A LOFRET, FrEHOREBEOKE R THRET 5 Recurring £— &, KrE A DFRED AfF
THRET D Date T— RO 2 FFEN HEIRTX F97,

W, BRENTHERT 25681, ALY =~ —2 A LOREZERETHVLETHY FHA,
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ANHEHE ZF~T DL, System > Time and SNTP > Time Zone Settings #7 V v 7 LFET,

18 Setting

Summer Time Siate

Time Zone

Recurring Setting

From: Week of the Month
From: Day of the Week
From: Month

From: Time (HH:MM)
To: Week of the Month
To: Day of the Week

To: Month

To: Time (HH:MM)

Offset

Date Setting

From: Date of the Month
From: Month

From: Year

From: Time (HH:MM)
To: Date of the Month
To: Month

To: Year

To: Time (HH:MM)

Offset

Disabled [v]
+ ﬂ 9 ﬂ 0 ﬂ
Sun ﬂ
Jan v
]

Last ﬂ
Jan [v]
]

o]
pr M
Jan ﬂ
o0 v][o[v]

01 [v]
0

Po ]

Hifig L THAA DY = b —F A DORELZITVET, BEAOHHEZUTITRLET,

WNTRA—=H—

B

Summer Time State

Y~ —H A4 LADORTEZ% (Disabled / Recurring Setting / Date
Setting) THEL E7,

Time Zone

e AU (UTC) L ORFEARE L E T,

H~—% A LT Recurring Setting Z IR L7=HAE D, KX EHEHOMAZLLTIZRLET, —#HD
X ET H X Date Setting ZiRIR L7-A & @ TT,

WNTRA—=H—

B

From: Week of the Month

Yo — s A DEBIET D H OB ER L ET,

From: Day of the Week

P~ — 5 A 2R BT RRE IR L E T,

From: Month Y~—F A LEHGETDHHEZRIRLET,
From: Time Y~ —H A LEGT DL 2RI L £7,

To: Week of the Month

P — s A DERT T B H OB ERLET,

To: Day of the Week

Y~ — S A DT T HMAZRIRUET,

To: Month

P — S A DERTTHALRRLET,

To: Time Y~—H A LB T T HREZNZRIRL £7,
Offset F 7%y bDOSEAE (30 / 60 / 90 / 120) 2 EHIEIRL £9°,
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Y~ —% A 5T Date Setting ZEINL7ZHED., KBHXRTE OFHZL IR LET, & 2Tl
Recurring Setting & B EHEHA IFA X F T,

NRIGRA—H— A

From: Date of the Month | ~—% 1 AZBsET HH O BfTZRINL 77,

From: Year Y~—5 A LEBGET HHEEANTILET,

To: Date of the Month Y~—F A LEETTHADOAMNZRINL £,

To: Year Y~—F A LTI LHELANTTLET,

REZTEHATHICIE, Apply RE Z2 27U w7 LET,

3.6.3 SNTP Settings

SNTP Settings [ CTlx, SNTP 27 T A 7 > MEREDFRTEITV ., SNTP Hr—_—Z Bk L 9, HEED
VAT LA, FEITIEZ < SNTP H— " — L OWFZIRIM CRET A AR L E9,
AN & Fon T HIZ1E. System > Time and SNTP > SNTP Settings #7 U v 7 L £,

“SNTSeERgETTT T

SNTP Global Settings

Current Time Source System Clock

SNTF State Disabled ﬂ

PollIntervl (30.96999)
SNTP Server Setting

(@) IPv4 Address l:l () 1Pv6 Address 013::1

Total Entries: 1

172.31.131.1

SNTP Global Settings TIL SNTP 7 54 7 MERDERELXITWE T, FHEHOHHAZ U TIIRLET,
INT R —H — A

SNTP State SNTP 7 5 A 7 o FM&REDIRAE (Enabled / Disabled) Z iR L £,
Poll Interval SNTP H—/ 3— L DO [FEIHIEIRE 2 30~99999 (F)) O#iH AN L E7,

REZTWHTHICIE, Apply REZ2 27U v 7 LET,

SNTP Server Settings Tl SNTP r— _R— D& GkAZITWE T, KHEHE OMHAZ L TIORLET,

ING A —H— A
IPv4 Address SNTP H— "—®D IPvd 7 KL ZZ A LET,
IPv6 Address SNTP #—/ "—D IPv6 7 KL ZAZ AT LE T,

SNTP H— R —Z BT 51Ci%, dddRZ %227 Vw7 LET,
SNTP H— R—ZHIRT 521X, Delete R¥ %27 U v 7 LET,
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4 Management

Management A == —TlX, HEHEFICEHD OB MOE RS, RELEZITI ZENTEET,
Management O FIZHHY T A =a—D—EEUTORIIRLET,

HE | A=a—4 =

4.1 Command Logging avr RaX o JEREEDORE

4.2 User Accounts Settings =W =TI NOEE

4.3 User Accounts Encryption 2 —F =T Hh U hORF S LORE

4.4 Login Method CLI a7 A v HEDHRE

4.5 SNMP SNMP DE% E

4.6 RMON RMON 0% &

4.7 Telnet/Web Telnet #fcds L OV Web UT OFXE

4.8 Session Timeout A CLI B X Web Ul & v a UHEEOKE
4.9 CPU Protection CPU PRi&HERE DRR E

4.10 Zero Touch Provision ZTP OFRE

4.11 IP Source Interface FTP/TFTP DiEEA v X —7 = — ADFKIE
4.12 | File System HEEDT 7 A VHEIE

4.1 Command Logging

Command Logging H{fHI ClX, 2~ FuX L V2R ELE T,

awrRaX At avr RIA40A v—T 2 —ATETEINTZTRTCOa~y Raen ZIZiiek
TAHERETT, sl hicn 7k, a~ U REAN Lca—VF—IZBT51FHE L bIT, VAT LR
TIRESNET,

ANHEHE Z F~T DL, Management > Command Logging #7 J v 27 LE 3,

Command Logging Settings

Command Logging State (@) Enabled () Disabled

AR DO E OFH 2 LTI R LES,

NRIRA—F— G|

Command Logging State g~ RaX o JHEEDIREE (Enabled / Disabled) %R L £,
RELAEMT DT, Apply R¥ &7 U v 7 LET,
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4.2 User Accounts Settings

User Accounts Settings [ CTlx. =2 —YV—=T b N2{ER/ EFHLET, £l 777477

2= =T HT L DYy a rDEREFRRLT, W%UI®77?2n~f~®%@VNW%*ﬁ
MICEFETHZEHTEET, HRBL-LE BT 5729121, FHilC Management > Login Method @
IS, BT T DHERR LUKk BT/ A T — l\?ﬁ’ KEIINTWARENRH Y £,

KWl & Ford 5121, Management > User Accounts Settings #7 U v 7 L £,

| User Management Settings | Session Table
Passvord Type [None (V] passuord ] [ oo ]
Total Entries: 1
i i ) e
1n 1| l_ Go

A E 21X, User Management Settings # 7 & Session Table Z 7723 0 F4°,

User Management Settings # 7 Tld., —%—7 " v FDOBER/ R/ HIR7 EOBIENRTE 97,
KB OFHEZ L TITRLET,

WRIA—F— G

User Name 2—PF—=T U "NE 32 LFUNTAN LET,

Privilege A—=P=T I FORHEL L& 1~15 OFIPITAT L ET,

Password Type INAT— KD H A7 (None / Plain Text / Encrypted) % i#iK L *
77

Password Password Type T Plain Text F 721X Encrypted Z#ZIRL7=HEG., =—
P—T BT NDORAT— KB AT LET,

BREABEMT HITIE, Apply RZ %27 Y v 7 LET,
2—WF—=TH o FEHIBRT HITIX, Delete R¥ %27 U v 7 LET,

TIEEE

0 TIAIEFTEFESIATWSAA—F—7HhD 2k Tadprol &, MIA7 VXA E
LTHELANIL 15 TFHINEENGETHOU T, X2 T4—0D8EHL
5., EEOERTEAINOL—Y—T7hOo &KL, T4+ 21— —TH
DY REHIBRT A EFHELET, T, COTIANLMAI—F—FThOU L
FEATAEEIE. BHELRLIEDEFIZLTLEEL,

‘).l—ﬁ—%rmjmwwmltm5l—ﬁ—7ﬁ@>h€¢&¢6:t@ﬂ%f¢
M, AVY—ILR—+TO CL] BFETIEOS 4> 7027 T lap_recovery] &
ADT B ENBIERENTONE-0, OFAVT7hOV FELTIHERTEE
A, BZA—HF—ZDA—H—FTHOU FEHRELEVWTLESLY,
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Session Table ¥ 7 TClX, 777 4 7 7pa—H%—Thou o b DOy varN—ETERrRINET,

User Accounts Settings

User Management Settings | Session Table ‘
Total Entries: 2
console Anonymous 12M265
*web 15 15 12M25 10.90.90.10

Web UT 127 7 EBALCWH2—H—(Zid, Edit R¥ > NFREINET, Bdit R¥ %227 Vv 795 &,
T 7~ User Privilege ﬁﬁ)i‘%méﬂ’bij—o

User Privilege MOHEHE Tlit, BEDZ—YP —DHERR L~ NV EZEHF X £,

User Privilege

Action (@) Enabled () Disabled
Privilege 15
passvor mo ] [k

User Privilege O H OfiBAZ LL IR LE T,

NRIRA—F— A
Action *@BE L% BT 535413 Enabled Zi®IR L £9°, #RL~LE T 5
41X Disabled %@?ﬁ LET,
Privilege %???‘5%*@ Ly (1~15) Z3®IR L E£9, Action 73 Disabled DI
B, BEOFHEL~ LI H EO LV ERETHIVNERH D £,
Password MERR L~V E SNTe R AT — K% 35 SLFUNTA LET, Ktk
LoL % R 55813 AT 2068035 8 A,

RELZEATHICIE, Apply RE 227U 7 LET,
BIOEMHICEAIZIX, Back RZ %27 Vw7 LET,
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4.3 User Accounts Encryption

User Accounts Encryption Hif Cld, =—H%—7 o O LEHRELET, HEH M T2 —
W—=T DT bONRAT— REREELTE2NE I DERELET,
ARE[E 2 F R T 5I21%. Management > User Accounts Encryption Z#7 VUV v 27 L%,

User Accounts Encryption

User Accounts Encryption State () Enabled (e) Disabled

AT DA E H O 2 LU IR LET,

NI RA—F— Bl
User Accounts 2—WF =T Hh v NOREE{LOIREE (Enabled / Disabled) %R L £
Encryption State T

BHELFWEHT AT, Apply R¥ %2270 w7 LET,
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4.4 Login Method

Login Method W[ CTlt. AMA BV a— A ZFEHLARWEESD CLT oaZ A v HERS, a7 A4 o BLIO
FERR L~ )VEE AT HRAT— RE2RTELET,

WEDOT 7 )V FiRETIL, CLI ~OT7 7B A lZar Y —R—sDHa 7 A J58H Login Local |2
RESNTRBY, Yifl=—Y—7Hh v b ladpro] ZFHALCr A TEET,

Telnet & SSH 7 7t RAiX, a4 RN Login ICRESINTEY, al A U Hioca /A4 XA
U— RPRMBEIZRVET, £/o, v /A VR TOMHERL LR 1 THY | BHEEREZIT O ITITHER
VAL BT ARERH D 308, MRV NIV OBITIIIBIT/SA Y — RBKEIZRY £7,

Telnet F721% SSH TEREEIELZ T H7-0I21X, ThEhon VA ALK % Login Local [ZEET
D (FFRIE MA BV 2 — VEHNCTA) I, 0l A RAT— REMERL L 12 PLEOBIT/ A
U — RERETHMENHY £3, SSHOSHGEIE, S HIZ SSH Y — N—fEaEIZBT 25 & & LB T,

AR H & Fsr9 5121, Management > Login Method 27 U v 7 L £,

ogin Method

Enable Password
Login Method
poicain Loon et )
Console No Login
Telnet Login
Login Password
Application | Console Password Type | Plain Text Password
poicsin e

Enable Password T, & LIZMHER L~ ~DBIT/ XAV — RERELE T, FHEOMPAEZLITIZ
~LET,

INTGRA—F— Bk

Level FRETHRHMEL L (1~15) ZIBIRL £,

Password Type FBE LIEFEL ~IVICBIT T 25D/ AT— ROA N A 7%, LT
DELLPMNHERL FT,

e Plain Text : X/ NAU— R&E ANTHEHEITRIRL £7°,

e Encrypted : i b/ XAV — RE K5 T 255 1TRIRL £,
Password L~ LBITONRNZAT— REAHLET,

Password Type 7% Plain Text MDA, 32 LFLUNT/RAY— K& A
HLET, RXFENLFIER SN, AR—REEZEHDHILENTEE
3, Password Type 7} Encrypted &1L, 35 31 FETRRATU— K%
AJTLET, RCFE/DSCFIEXBIE I ET,

REZXZWAT 520X, Apply RE %227V v 7 LET,
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Login Method Ti%, &7 A Lo w /A4 LV HFiEEFBELET, ZOHEMEIE, A EY o — LR
DEGEDHAFRINET, FEHAOHTPAEZ L TITRLET,

NTA—F— LA
Login Method BELETA VMY Ton A Fikxy, UTOWT N HERLE
—g—O

e No Login: 27 A VEGEAFIT LA WEEITRIRL £7°,

e Login: /NAU— RTRFEZIT O LG EITEIRLET,

e Login Local : e — W NVICERESINT-a2—HP —4 X2 T— K& A
NS HDLGEITERIRL 7,

&I RO A L HEERET DI, Bdit RF &2 7 U v 7 LET,

REZXWHT AL, Apply KA %27V v 7 LET,

Login Password TiX., v 7 A > /it (Login Method) 7% Login O 7 A L FEBIIK T H 1 7 A /3R
U— REFEFLET, FEHOMMAEZLUTIIRLET,

NRIA—F— G

Application FRETH T A FES| (Console / Telnet / SSH) #3&EIR L £,

Password Type HET H/NAT— RO AI]H# A7 (Plain Text / Encrypted) Zf5E L
£7,

Password a7 A REONAT— RE AN LET,

Password Type 7% Plain Text M¥&1E, 32 XFTLINT/RATU— K& A
NLET, RULFLEPLFEFRFISHN, AXR—REZEZDLENTEE
3, Password Type 7° Encrypted D&%, 35 31 hETRRTU— K%
AN LET, RLFE/NLFIERRBIENET,

REABEMT AI2IE, Apply RZ %27 Y v 7 LET,
Begk LI=/R AU — REZHIBRT BI121%, Delete R¥ %27 U v 7 LET,
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4.5 SNMP

SNMP 7' A =2 —"TlX, SNMP =— 2 = > MERRDREEZITWET, SNIP v R —T v — b OpfEE 5
1T DHEREL . A X PRRAERFIZHNERA A FZSNMP b7 v 7 Tl 2N H V £,

SNMP = R — ¢ —DOHEMEIL, EOFRMHTHD MIB A7 Y= M LTI ET, MIB 47
Va7 hE, BEzv U4 F“CE@JO?’CZV7 Y= hhlT (0ID) THRESHET, MIB A7 V=7
NIV U —MOREEREEZ R D, 01D IR EHEIC BT HMEZ KRBT LI L b TEET,

SNMP =% — % —I BT 7 AR ThNAE, S\WMP 2 —H—42 SNMP 2 2 =F 4 —4I12 LY =—
PR SN FE T, EETIE, 22—V —0FgTET 5 SNWP 7 L—T DEEEIZR LT SNMP B =2 —%
BWUBTHZLE T, TVRBAARRMBA 7Y =7 NO#BAEZTEDLZ LN TXET,

SN\MP D FIZH DV T A=a—D—EE L TFTORIIRLET,

HE | A=a—% B

4.5.1 | SNMP Global Settings SNMP @ 7" 1 — /N LR TE

4.5.2 | SNMP Linkchange Trap Settings SNMP R Z » OB — N TORE
4.5.3 | SNMP View Table Settings SNVP B = — D% E

4.5.4 | SNMP Community Table Settings SN\MP 2R 2 =7 4 —DRE

4.5.5 | SNMP Group Table Settings SNMP 7' )L— 7 DR E

4.5.6 | SNMP Engine ID Local Settings SNMP = > 1D OFRE

4.5.7 | SNMP User Table Settings SNMP . — % — DR iE

4.5.8 | SNMP Host Table Settings SNMP k7w 7 OiBHIAR A b DR IE

4.5.1 SNMP Global Settings

SNMP Global Settings i TlE. SNMP @ 27 1 — LR ESC SN\MP R T v FOREEXITVET,
A 2 #6779 5 121%. Management > SNMP > SNMP Global Settings #7 U v 7 L ¥,

S ——

SNMP Global Settings

SNMP Global State (") Enabled (@) Disabled
SNMF Response Broadcast Request () Enabled (®) Disabled
SNMP UDFP Port (1-65535) 161

Trap Source Interface l:l

Trap Settings

Trap Global State () Enabled (@) Disabled
[[] SNMF Authentication Trap

[] Port Link Up

[] Port Link Down

[] Coldstart

) wemmstan
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SNMP Global Settings Tif. SNMP ® 7 a0 — LR ELZITWET, FEH OHBAZ LI TFITRLET,

NRIRA—H— B

SNMP Global State SNMP #¥%6EDIRHE (Enabled / Disabled) % iR L 7,

SNMP Response Broadcast | 72— K3 A k SNMP GetRequest /347 v MISZE T 5P — R—DYRHEE

Request (Enabled / Disabled) # &R L £,

SNMP UDP Port SNMP @ UDP 78— K &5 % 1~65535 OFIFH CTASI L ET,

Trap Source Interface S\MP b Z w7y NERETHATODEETLT RLRAELT, IP T
LA snbDA 2 —T72— A2 AN LET,

Trap Settings Ti&, SNMP 7 v 7O EZITWET, FHEAOHHAEZ LI FIORLET,

INFGA—H— EA

Trap Global State ]\ Ty Tmmo 7 a— LR E (Enabled / Disabled) %I L £9°,
SNMP Authentication BT 5 SNMP 7 7 & 2 CTRRFEICKR L2 D b7 » 7@ z17 9
Trap ;:.0\_7‘3&/7 LET,

Port Link Up Voo 7y 7RO N7 v T hHEETIHARICT =y 7 LET,

Port Link Down Voo B GO N7y T eRMe T 25610 F =y 7 LET,
Coldstart =)V RAFX =R DT v T HBRETILEICT =7 LET,
Warmstart A —LAZ— D NI T EEET LA TF oy LET,

BREABEMT AI2IE, Apply RZ %27 Y v 7 LET,

4.5.2 SNMP Linkchange Trap Settings

SNMP Linkchange Trap Settings [H{fi CiX, A~— MHALTO SN\MP ~ 7 v Tl EZITWVET,
K A #6779 A 121%, Management > SNMP > SNMP Linkchange Trap Settings #7 Vv 27 L£7.

SNMP Linkchange Trap Settings
From Port To Port Trap Sending Trap State
[Port1/0/1 [v] [Portiio/t [v] |Disabled [v]
G e e
Port1/0/1 Enabled Enabled
Port1/0/2 Enabled Enabled
Port1/0/3 Enabled Enabled
Port1/0/4 Enabled Enabled
Port1/0/5 Enabled Enabled
Fort1/0/6 Enabled Enabled
Port1/0/7 Enabled Enabled
Port1/0/3 Enabled Enabled
Port1/0/9 Enabled Enabled
Port1/0/10 Enabled Enabled
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AT DALE H O 2 LU FIR LET,

NI RA—F— LA

From Port / To Port AR— FFEFITIAR— FOFPHZER LU E T,

Trap Sending KRR — RInD b7 v 7 HEELRWIEAIL Disabled Z48E L £,
K154 584 13 Enabled 245 L £9°,

Trap State KGR — DU 7 IRBEFERIZ S\MP b T v 72 % ETH8HA1F
Enabled Z#57& L £7, 25 L7254 1% Disabled Z15E L 7,

REZEMAT AL, Apply RE %2270V w7 LET,

4.5.3 SNMP View Table Settings

SNMP View Table Settings M Tld. SNMP v~ % — ¥ —DEAMEIZXTT A7 7 & A#iHEEDH S SNMP
HJ“—%(EEE Lij‘o

SNMP B = — 34 0ID => h U — Tk S E 4, 0ID => v U —"TiX, 0ID #%—& LCTZ D 0ID
DO TP (7 ) —) IZ&END MB 7V =2 Mk 57 7 & AKR%A ., Included FRIED
ZFA)) & Excluded (BEDZEIE) THRELET, MIB A7 Y= b2MEEO 0ID = b U —IZ5%% 1
HEIL. ¥ —&725 01D (Subtree 0ID) Mg bEWVWTY Y —D7T 7 & AMERIEWH SN E T,

ANHE & FnT HIZ1E. Management > SNMP > SNMP View Table Settings #7 UV v 27 L¥ 9,

SNMP View Settings
Subtree OID
View Type Included E|
Total Entries: 8
e T e e e B
restricted 1361211 Included
restricted 13612111 Included
restricted 13.6.1.63.10.2.1 Included
resiricted 1361631121 Included
restricted 1.36.1.63.15.1.1 Included
CommunityView 1 Included
CommunityView 136163 Excluded
CommunityView 13.6.16.3.1 Included
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AT DALE H O 2 LU FIR LET,

INTG R = — Bl

View Name SNMP B = —4 % 32 SLFLINTAA LET,

Subtree 0ID 0ID = b U —DF— L7225 Subtree 0ID ZF5E L £7,

View Type KGO MB A7V =7 NOBIEITHT 27 7 B AMEREZUTOESL 5
THELET,
e Included : SN\MP ¥ % — 3 % — /b OEAEEFF Al
e Excluded : SN\WP = % — 3 ¥ — 6 OEEA 2R IE

S\WP B = —F 7213 0ID = Y —ZBMT51ZiF, dddARZ %27 Vw7 LET,
SNMP &' = —F 721X 0ID = R U —ZHIFRT D21, Delete h¥ %27 U w7 LET,

4.5.4 SNMP Community Table Settings

SNMP Community Table Settings [Hj[fi CiL. SNMPv1/v2c T —H—DFBNZEH IS S\NP 22 ==
T4 —DREEITVET,

SNMIP 2R 2 =7 4 —DFFETIL, =—F—=2T58EL ZDx5e L7025 MIB A7 2 =7 FOHIH%ZE

DDHIDICT 72 AMERE SN\IP B2 —Z245E LE T, 727 & AR Read Only DA, FeAril s

f’E@JM’:%?T LEd, 727 AMERMN Read Write DL, FilriAI & EXIALZZHF L ET, SNIP
—lX. 77 B AMERORE T A LT BEICK L CEH S E T,

EEEIE
0 AEBTIETIAIL LT lpublic] & Tprivate] ELVS 2 858D SNWP 032 =

TA—DNERENTVET ., SWP ZHHICTHEEEF. TIHILEID M) —%
AR 6 EZHRELFT,

AREHE%#F <7 5121%. Management > SNMP > SNMP Community Table Settings #727 VU v 27 L¥ 7,

SNMP Community Settings

Key Type Plain Text E|

Community Name

Vi ame

Access Right Read Only E

IP Access-List Name

Total Entries: 2

I S T S
public CommunityView
private CommunityView w
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AT DALE H O 2 LU FIR LET,

NRIRA—H— A
Key Type SNMP 22 =2 =7 4 —DF—4% A7 (Plain Text / Encrypted) % &R
LET,
Community Name SNMP 22 = =7 4 —4 % ELET, Key Type THRE L7= H CEIC,
AL TER) A DETAN LT EE N,
View Name SNMP B = —44 % 32 SCFLUANTA LET,
Ba—40E, SWP B a—F =7 WVICHFEET DLERH Y £7,
Access Right UTOELLNDT 7 AMERZER L £,
e Read Only : FZALMED A AT LET,
o Read Write : FiZriAA, HFZIALDOW S OBIELFFAIL LT,
IP Access-List Name ACL ZfEH L TSNP CT7 7 B ATE 52—V —%HIRL £,

SN\MP 2R 2 =F 4 — %8BT A%, ddR¥ %2270 w7 LET,
SNMP =2 2 =2 =5 4 —ZHIRT5121%, Delete RZ %27V w7 LET,

4.5.5 SNMP Group Table Settings

SNMP Group Table Settings [ ClL. SNMP 7 /b — 7% {Epk L £, SNMP 7 /L— 7 1%, Bék L7~ SNMP
2=V —% I N—TIL LT, TV AEREZ —FETHRELET,

MIB A7 Y =7 bOT 7 & A§iHART S\NMP B = —[%, SNMP 7 /b— A% U CHAEFER] (FEAA 2,
FXIAL, @F) TEICHEALET, SNMP —HF— T\ hod S\P 7 L— 25 S L, SNP
N—TNZE N YT SNMP B = —IZJS U727 7 & AMERRZ B £ 47,

SN\P =2 2 = =7 ¢ — &G L= E, k325 S\P 7 b— 7" 3 HEIRJIIERR S v E T,

KW & ZFrd 5121, Management > SNMP > SNMP Group Table Settings #7 U v 7 L £,

“SNMPGroup Table Settings

SNMP Group Settings

Read Viow Name
User-based Security Model SNMPv1 v Write View Name
Security Level NoAuthNoPriv El Notify View Name

1P Address-List Name

Total Entries: 5

Read ViewName | Write ViewName | Notify View Name | SecurityModel | Security Level | IP Address-List Name _
i vl

public CommunityV... CommunityV..
public CommunityV... CommunityV... vac
initial restricted restricted v3 NoAuthNoPriv
private CommunityV... CommunityV... CommunityV... vi
private CommunityV... CommunityV... CommunityV... v2e
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AT DALE H O 2 LU FIR LET,

NRIA—F— B

Group Name SNMP 7' )V—7"%4 % 32 SLFLINTAND LET,

Read View Name FEA LD BED SNWP B = —4 % 32 SCFEUNTAN LET,

User-based Security XG5 SNIP N— = U EFRE LE T, B S\P 7L — 7 2 gk
Model 55551 SN\MPv3 R E L £797,

Write View Name HEIABLBIED S\NP B2 —4 % 32 LFUNTANLET,

Security Level LT DOWT D SNMPv3 X 2 U7 o — L ~UL IR L E 7,

o NoAuthNoPriv : #&FE & B S 21TV ER A,

o AuthNoPriv : @AEZATWE T, B LEITVER A,

o AuthPriv : FBGF L BF S LZATUVVE T,

Notify View Name N o WD SNMP B 2 —4 % 32 LFLNTAA L ET,

IP Access-List Name ACL #fEFHLTSNMP T7 7 B A TE b a—Y—%Hl[R L £7,
AT LT TSNP 7 Vv— T %80T 5121, AddRF %27V v 7 LET,

SNMP 7 /v—7" % {5121, Delete R¥ v %27 U v/ LET,

4.5.6 SNMP Engine ID Local Settings

SNMP Engine ID Local Settings i Cix, S\NMP = 2 ID R ELFJ, = ID (L. SNMPv3
THEHEND B0+ Td,
A 2~ 5121%. Management > SNMP > SNMP Engine ID Local Settings #7 VY v 27 L%,

SNMP Engine ID Local Settings

Engine ID 200001160300406655682000 Default | | Apply

# Engine 1D length is 24, the accepted character is from 0 to F.

AKEHEOKEE OFBAZ L FITRLET,
INTG A —H— B
Engine ID SNMP =22 1D C7H % 24 CFLUINTA LET,

TV ID AT 7 4V MCETICIE, Default R&¥ %227V v 7 LET,
REZWHT AL, Apply R¥ %27 U 7 LET,

4.5.7 SNMP User Table Settings

SNMP User Table Settings i CiX, SNMPv3 T 5 SNMP = —HF—Z %G L E£3, SNMPv3 Tl
WWn—%—’iDﬁ%%ﬁmif

BERT 5D SNP —H—(ZiL, SNMP Zv—TF ZfifHTF £37, %4925 S\P v —7" D7 7 & AHER
(B HAEICKT LT éﬂhWWEJW)»WLT\WWTﬁﬂéMé@Wﬁ%EéMiTO
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ANHE 2 FnT DL, Management > SNMP > SNMP User Table Settings #7 UV v 27 L¥ 9,

SNMP User Settings

Total Entries:

initial

User Name

Group Name

SNMP Version

SNMP V3 Encryption

Auth-Protocol by Password MD5 E Password (3-16 chars) I:I
Priv-Protocol by Password m FPassword (8-16 chars) I:I
Auth-Protocol by Key MD5 V] Key (32 chars) ]
Priv-Protocol by Key None [v] Key (32 chars) [

IP Address-List Name

8000011603...

1
User Name Security Model Authentication Protocol Privacy Protocol Engine ID IP Address-List Name _
initial V3

None None

AT DA H H Ot 2 LU IR LET,

INTGA—H— B
User Name SNMP 2 —H%—4 % 32 LFLINTAND LET,
Group Name SNMP 7' )v—T 4 % 32 SLFLUUNTAS LET,

SNMP Version

SNP R—2 g VAFEELE T, v3 2R L TS 7Z& 0,

SNMPv3 Encryption

SNMPv3 K54k % A4 7 (None / Password / Key) #iEIRL £,

Auth-Protocol by
Password

SNMPv3 Encryption T Password ZiiR L7=35A12. ATDOEL LD
BEE7 e Fa BB, XA MRy 7 AR ATU—REHEELE
7,

e MD5 : HMAC-MD5-96 #8FE~7' 1t b /L A+ B AIEIR L £,

e SHA : HMAC-SHA FAF 71 h L2 fFH+ 5252 E L E T,

Priv-Protocol by
Password

SNMPv3 Encryption T Password Z iR L7-3A512. BF 5Kz >\ TLA
TOELLNERIRL E7,
S bR L EE A,

e DES56 : DES56 B'y REFHALZMEHAT 2L AITRIRLET, TF A
FR Y 7 22T —RE AN LET,

e None

Auth-Protocol by Key

SNMPv3 Encryption T Key Z IR L725A812, LALTOEHL LNOFEFES
0 haLERIRL, 7FA MRy 7 A —2HBELET,

e MD5 : HMAC-MD5-96 R¥FE~7 & b 2L 2T AN L £77,

e SHA : HMAC-SHA FBFE7' & b I V&2 H T 555128 IR L £7,

Priv—-Protocol by Key

SNMPv3 Encryption T Key #iEIR L7252, B LI >WTLLTD L

HOMNEBBRLET,

PRET m h a B L WAL ET,

e DES56 : DES56 &'y ML AT 25 AICBIRLET, TF R
FR > 7 21201%, F—%2 AN LET,

e None :

IP Access—List Name

Z— W — | Z BT T A ERE TP ACL DA% 32 SUFLINTA N LET,

AT L7218 TSNP 2 — Y — 2 BINT 51201%, Add R %27 U v LET,
SNMP . —H — 2 {9 H121%. Delete RZ %27V v 7 LET,
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4.5.8 SNMP Host Table Settings

SNMP Host Table Settings Hi[fi ClZ, SN\MP k7 v 7 OilIAA NEHELET, FIEDA X FHR%
AT DL, BEEITEFELIZAARBIZSWP b7 v 7 E2EELET,
K 2 R 5 121%, Management > SNMP > SNMP Host Table Settings #7 YV v 7 L,

SNMP Host Settings

(@) Host IPv4 Address

(") Host IPv6 Address
User-based Security Model
Security Level

UDP Port (1-65535)

Community String / SNMPv3 User Name

Total Entries: 1

2020127

Host IP Address m UDP Port Community String / SNMPv3 User Name _

20131

SNMPv1 [v]

NoAuthNoPriv  [v]

162

puic

A DA H OFH 2 LT IOR LET,

INTGA—F—

B

Host IPv4 Address

SNMP R ZOEHAA RO IPvA 7 RLAZ AT LET,

Host IPv6 Address

SNMP R FOEENFRARD IPv6 7 KL A& AN LET,

User-based Security
Model

TFOWTInotdxa ) 7 4 —FET VERIRLET,
e SNMPv1 : SNMPv1 ZfHH L1,
e SNMPv2c : SN\MPv2c ZfEH L E4,

e SNMPv3: SNWPV3 ZfEHLET, ZDtFx2V T 4 —FET LD
4. Security Level TSNMPv3 X 2 U T 4 —L~ULEZFEET B
ERHY FET,

Security Level

User—based Security Model T SNMPv3 % &R L7-H4&. LU TFTOWT
NOEF 2T 44— L VLZERLET,

e NoAuthNoPriv : &G & BF b ZIT W EH A,
o AuthNoPriv : FFFZITWETA, B bZiTVWEH A
o AuthPriv : FBGF L BF S LZITUVVE T,

UDP Port

UDP A— RFKB% 1~65535 O#IPITAN LET,

Community String /
SNMPv3 User Name

S\MP T v 7 EETHEEICHEHTS S\NWP 23 2=7 4 —%, £2i%
SNMPv3 o— % —4 % 32 SCFELUNTA I L £,

ATTUTEHR TSNP AR A R &2 BN 512iF, AdddARZ %227 Y v 7 LET,
SNMP 7 A M ZHIR45121%, Delete RZ %27 U w7 LET,

44/294



4 Management | 4.6 RMON

4.6 RMON

RMON ¥ 7 X = = — i, RMON 2B A& E 24TV E 9, RMON X, RMON-MIB ® MIB A7 =7 F&F
=2V T L, FTEDA Xy FRAERHZ SNMP T v 772 LIk vi@m+T52 LT, 2y NU—7 D
REITWET,

RMON D Fleh AV T A =a—D—EE2UTORITRKLET,

BE | A=a—4% B

4.6.1 | RMON Global Settings RMON @ SNMP k7 v F3E(E D 7 e — /N LR GE
4.6.2 | RMON Statistics Settings RMON #7517 i D R E

4.6.3 | RMON History Settings RMON J& JFE 1 # DR E

4.6.4 | RMON Alarm Settings RMON 7 7 — L DR IE

4.6.5 | RMON Event Settings RMON 7 T — LD A X hDRE

4.6.1 RMON Global Settings

RMON Global Settings Hijfi CiX, RMON EH T[T 7 —A N7 v THEEDH D), Wz E L E 7,
RMON TiL, £=# VU742 MIB I{FHMOFTED LEVEL S LIZGEIC, B LA <2 MIho
T SNMP FF v 7 (risingAlarm: 1.3.6.1.2.1.16.0.1, fallingAlarm: 1.3.6.1.2.1.16.0.2) % 3%(E
TEET, ZTZTE S\WP R 7 v 7 ZFETHHED /0 — VR EZITWET, S\MP T v &%
ET250F (£F=2V 7325 MBAT7 V=7 b, LEWERE) IXRION 77 —L5KE (Management
> RMON > RMON Alarm Settings) Ti%iE L 7,

ARl ZF T 5121, Management > RMON > RMON Global Settings #7 UV v 7 L7,

RMON Global Settings

RMON Rising Alarm Trap (") Enabled (@) Disabled

RMON Faling Alarm Trap () Enabled @ Disabled

AE ORI B OFBEZ L FITR LET,

INTG A —F— BTG

RMON Rising Alarm Trap | F5H-7 77— (risingAlarm) kT v 7% EET 5 451L Enabled %33
WU ET, KELRWEGIE Disabled 2N L £77,

RMON Falling Alarm Trap | &7 7 —2X (fallingAlarm) ~T v 7 %#3%ET 53413 Enabled 218
RLUFET, BELRWIEEIX Disabled #38IRL £7°,

REZEZWAT 520, Apply R¥ %227 ) v 7 LET,
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4.6.2 RMON Statistics Settings

RMON Statistics Settings Wi CiX, RMON HirtHH#RZINET H AR — FOFKES, B L 7=HitHEHRO
TeRAITH Z N TEX E 4, RMON FEEHEHIZ. RMON-MIB @ statistics Z/L—7FTHEIN TS
Ny MR T — e EORGEHEHR T,

ANHE &2 FnT DL, Management > RMON > RMON Statistics Settings #27 V v 27 L¥ 9,

RMON Statistics Settings

Port Index (1-65535) Owner
IIEEIIllllllllllIll:ﬁllllllllllllllllllllllllllllllllll
Port1/0/1 [ Delete | [Show Detail
[ B K EE T =
AKEEOKHEEOFHAEZ LR LET,
INTGA—F— B
Port A— FEEINL £,
Index A T w7 Ak 1~65535 OFIFHTAS LET,
Owner F—F—1tEHE 127 LFLNTATI L E T,

ATT U215 T RMON et 2 UUEE T AR — R 2B 2121E, AddARZ %227 ) v 7 LET,
AN— FZHIBETAICiE, Delete R¥ L Z 7V w7 LET,
KiE DR — b OFEME R 2 F£~d 5121%, Show Detail R¥ %27 1) v 7 LFET,

Show Detail RZ %7 U v 7/ 9% & . RMON Statistics Table HEI N FE RIINLE T,

RMON [at
RMON Statistics Table
1024-
Boradcast | Multicast | Undersize | Oversize Drop | 64 |65-127 |128-255|256-511
FragmentsJab ollisions 1023 1518
Source Octets PKTs Error Event |Octets| Octets | Octets | Octets
Octets | Octets
1 Port1/0/1 2260813 17379 BETO 97 11194 2374 1715 1544
C

BIOWEICRE A121%, Back R Z %227V v 7 LET,

4.6.3 RMON History Settings

RMON History Settings [@[i& CliX. RMON JEREIE®H 2 Bi5 3 R — MRS EORESL., BSG L-E
JERIEMOMER 21T H Z L3 TXx F 9, RMON BEFEEHIL. RMON-MIB @ history 7 /L—7 THE I LT
Ly Ny MR T = RSy Ty gy MERTY,
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KW H % Fsr 9 5 121%L, Management > RMON > RMON History Settings 27 U v 7 L £,

RMON History Settings

RMON History Settings

Port Index (1-65535) Bucket Number (1-65535) Interval (1-3600) Owner

[Port1/0/11 [~] | | ko 1800 sec 127 chars

T
Port1/0/1 Delete Show Detail

n [q] R

AR OATEE O 2 UL IR LET,

NTGRA—H— B

Port R—RE@IRLET,

Index AT w7 A% 1~65535 DHFPATAT LET,

Bucket Number JBIETEHM D AT > T a vy bERAET D53 D% 1~65535 Dl

FCTASILET,

Interval AF v 7vay hOREMREE 1~3600 (F) O#FPHTASILET,
Owner F—F—IEHE 127 XFLUANTAN LET,

NS U721 C RMON MIB JBIEREFH 2 UNET 2R — F 2 BIT 521X, AddRZ %2270 v 7 LET,
A= N ZHIRT A2, Delete RH¥ %27V v 7 LET,
AN— N DOFFEMIGERAZFRRIT HITIL, Show Detail R¥ %27 VU w7 LET,

Show Detail R"¥ %27 Vv 7925 L . RMON History Table MEDZER I ET,

RMON History Table

o e .t P s P s T3 Uzt sz P

Back

BIOWEICKE A121%., Back R Z %227 U w7 LET,

4.6.4 RMON Alarm Settings

RMON Alarm Settings [E[fi ClZ, RMON 7 7 —AREZITWET, RMON 7 F7— AL, FFED MIB fE%E
=27 LT, HELE LEWHELZBEE L7Z85A1Z RION A X2~ (EFRAXV R, FREANUN)
EFATLET, A~V RBITREOT 723 ZiE, S\WP R 7w 7 Co@men 7 OWR E03d 0
Management > RMON > RMON Event Settings TEERL7=7 7 L a o nbiaELE7,
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AR 2 2R 9 D12,

Management > RMON > RMON Alarm Settings %7 VU v 27 L ¥4,

RMON Alarm Settings

Index (1-65535)
Variable

Rising Threshold (0-2147483647)
Rising Event Number (1-65535)

Owner

Total Entries: 0

m Interval (sec) Last Value Rising Threshold Falling Threshold Rising Event No. Falling Event No. Startup Alarm |

|:| Interval (1-2147483647) |:| sec
N.N_N Type |

|:| Falling Threshold {0-2147483647) |:|

[ ] Falling Event Number (1-65535) [ ]

AT DA H H Ot 2 LU IR LET,

INT A—H— LA

Index AT w7 A% 1~65535 O#EPHTAS LET,

Interval YTV T ELEWVEOT = v 7 Ola%E 1~2147483647 (F)) O
FHTANLET,

Variable oIV TTEHEMBA TV =r D OID AL ET,

Type Bt % 14 7 (Absolute / Delta) ZiERL 9,

Rising Threshold

FHLUZVMEA 0~2147483647 O#F AL LET,

Falling Threshold

TR L X UMEE 0~2147483647 OFFHTASI LE T,

Rising Event Number

FHAXRNEITEEOT 7 a0 DA R M T v 7 A% 1~65535
DOFPFATAD LET,
FBELRWES, EREZEB2TCHLT 7y a TFETENET A,

Falling Event Number

THEA Ry RRITEEOT 7 a DA R M VT v 7 A% 1~65535
DOHFPH AN LET,
FRELRWES, TREZBATHLT 7Y a 3FEITEnEtA,

Owner

A —F 1WA 127 XFLNTA LET,

AN LTEERTT 79— P —ZBINT212F, AddARZ %27 v 7 LET,
T I—bxT M) —ZHIBRT AL, Delete ™ Z 22 Y v LET,
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4.6.5 RMON Event Settings
RMON Event Settings B ClZ. RMON 7 5 —ADA X "OT 7 a vy N —2RELET,
ARE[ [ 2 FRr T AL, Management > RMON > RMON Event Settings #7 UV v 7 LE4,

RMON Event Settings

Index (1-65535) |:|
—
Communiy
Ouer

Total Entries: 1

Event Owner 0d:0h:0m:0s Delete \iew Logs
n ] [ [eo

A DA H OFH 2 LT IOR LET,

INTGRA—F— Bl
Index AT v 7 A& 1~65535 OFIPHATAS LET,
Description RMON A X b b U — D@ % 127 SCFLUNTAS LET,
Type RMON A X2 v DT 733 DFEFfH (None / Log / Trap / Log and

Trap) %3N L F9, Log 1FA X ha 7 &HJjL, Trap (£ SN\MP |
T v 7 EELET, Log and Trap OBAITIIM T2 EIT L E T,

Community Type T Trap F721% Log and Trap ZZIRL7ZHEIZ, S\NMP =22 ==
T4 —% 121 LFUNTADLET,
Owner F—F—IEHE 127 XFURNTAN LET,

ASTLTEEMTA R b= MY —Z BT 5121F, Addd RFZ 227U v o7 LET,
AR by MY —ZHIBRT BI2IE, Delete R¥ %27 U v 7 LET,
ARy bl R RT BT, View Logs RZ %27 Vw7 LET,

View Logs R¥ %7 Vv 735 &, Event Logs Table B NAFE RINFE T,

Vvent Logs Tabile

Event Logs Table
Event Index: 1

Total Entries: 0

o g psrpon

BIOBEHEIZREAI121X. Back RZ %227 U w7 LE1,
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4.7 Telnet/Web

Telnet/Web Wi CiX, CLI @ Telnet ¥— N—HE, L Web UL @ Web H— R—kERED /' 7 — 31
REEITWET,
KW ZF T 5I21%, Management > Telnet/Web #27 V v 7 LE4,

D

Telnet Settings

Telnet State (@) Enabled (_) Disabled

Port (1-65535)
Source Interface

Source Interface State () Enabled (@) Disabled
Web Settings

Web State (@) Enabled () Disabled

O —

Telnet Settings T, Telnet — —HEEEDHKTEZITWVWE T, FHEBEOMHAZLTIIRLET,
INTG A —H— B

Telnet State Telnet Y— X—HEBEDIRAE (Enabled / Disabled) Zi&EIR L £,
Port Telnet ¥#t D TCP 7R — &5 % 1~65535 OFFHTATI L E T,

REZ AT HI21E, Apply R¥ %27 U v LET,

Source Interface Tld, Telnet ¥ — R—DE[EA L X —T = — ADEELITWE T, ALEEE CIIfEH
LEHA,

INTG A —F— BTG

Source Interface State | f > Z— 7 = —ADIFTDHME (Enabled / Disabled) Z3EIN L F 7,
Type AVE—=T 2 —ADEA T HERLET, VLAN OAMFEHATHETT,
VID VLAN ID % 1~4094 O#iHTAL L E T,

RELZ AT HI21E, Apply R¥ %27V v LET,

Web Settings Tid, Web 4 — N—HEREOHRTEEITWVE T, FHEBOBHELL FIZRLET,
INTGRA—H — FiLEA

Web State Web Yr— N—EEFEDIREE (Enabled / Disabled) A 5&IRL £,
Port HTTP #f5t D TCP /R — h & 5% 1~65535 O&iIPH TATI L £,

REZ AT B2, Apply R¥ %27V v 7 LET,
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4.8 Session Timeout

Session Timeout [Ef ClE. CLI BLXW Web Ul Ot v a A LT 7 " 2R ELET, CLT Ok v
arHAALT T M, Y — VB, Telnet 85, SSHEEHG CENFNEBNICHECTCE £9,
ARE[HE 2 FR T 5I21L, Management > Session Timeout Z#7 VU v 7 L £,

S0 e OL
Session Timeout

Web Session Timeout (60-36000)
Console Session Timeout (0-1439)
Telnet Session Timeout (0-1433)
55H Session Timeout (0-1439)

sec [] Default
:I min [y] Default
:l min [ Default

AT DA E H O 2 LU IR LET,

WNTRA—=H—

A

Web Session Timeout

Web UI Dk v a4 L7 7 MEZ 60~36000 (F) O#EPHTATIL
F£7, Default #F =7 325L7T74+/L ME (180 ) TRV £7,

Console Session Timeout

CLI oY — LG Thot vy arZA4A L7 7 Max 0~1439 (4))
OFHTAN LES, XA LT U MEERZTDHIZIZ0EATILET,
Default #F = v 7 +TAH5LF 74/ ME 34)) ITREY 7,

Telnet Session Timeout

CLI @ Telnet £ THOE v a A LT 7 MEZ 0~1439 (4y) Ot
PICAN LET, A LT U MEBHTHITFT0E2 AT LET,
Default #F = v 735 TF 75V ME 34) ITED 7,

SSH Session Timeout

CLI @ SSH #ifi TR v g XA LT 7 Mz 0~1439 (4y) O#iH
TANLEY, A LT T MEEHIZTHITF0E2 AN LET,
Default #F = v 735774/ ME 34)) ITRY £,

REZTHTHICIE, Apply REZ2 27U v 7 LET,
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4.9 CPU Protection

CPU Protection [Hi[fi CiE, CPU fREFEAEA R E L £ 9, CPU {Ri#EMEAEICIX, CPU T = v 7 H4hE
VAT AAEY—EHRET = JHERENRD D F T,
ARE[HE & F R T 5 21%,. Management > CPU Protection #7 VU v 7 L%,

CPU Utilizafion Trace Trigger
State Disable| v
Threshold (50-100) |:| percent
System Memory Limit Check
State Disable[ ¥
CPU Protection SNMP Trap
State Disable| v |

CPU Utilization Trace Trigger TlX. CPU fifHZEF = v VHSHEICOWCERE L9, KHEE OHH%
LTI RLET,

NT A= — B

State CPUMEHRTF =~ v 7 EEDIRAE (Enabled / Disabled) Z IR L £,

Threshold L& VMEZ 50~100 (%) OHPHTAHLET,

Interval BRI 2 10~180 (B)) O TANLET (F7+4 b 1 108) .
T 7 )V MEZE T A5I121%, Default #F =7 LET,

BREABEMT HI2IE, Apply RZ %27 Y v 7 LET,

System Memory Limit Check TiX, VAT A RXE Y —fFHERT = v 7HREIZOWTHREL T, £HEHH
Dt % LLFIR LET,

WRIA—F— G

State AT AAEY —(FHRF v ZHEFEDIRTE (Enabled / Disabled) %
BIRLET,

Threshold L & VM4 80~100 (%) DHEHTANILET (F744F 190 %) .
T 7 )V MaZEFE AT HI121E, Default #F =7 LET,

REZXZTEHTHICIE, Apply RE Z2 27U v 7 LET,

CPU Protection SNMP Trap Tid. CPUEHERTF = v Z7#ERED SNWP 7 v 7B ORELXITWVET, 4%
HHOWMHZLTIZ R LETS,

NTRA—H— LA

State CPU EHETF = v 7 @ SN\IP ~ 7 v 7l %1T 2 %54 1% Enabled % 3R
LE9, @E LR WEE 1 Disabled Z3EIR L £97,

REZWHT HI21E, Apply RE %27 U v 7 LET,
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4.10 Zero Touch Provision

Zero Touch Provision [ CliX. Zero Touch Provisioning (LAf%. ZTP) Z#iXE L £
TP 1%, EEOEBIRICA A=V T 7 AV, RETZ 7 A/N%E TFIP r— =Xy m— LU THEHH
T HHERE T, ZTP #EREZ 3% 12i%, DHCP $r—/3X— & TFTP r— N— 2 (T 2 MERH D 7,

K% FRT 5121, Management > Zero Touch Provision #27 VY v 27 LE4,

O 1Tou PTOV 0

Zero Touch Provision Settings

Zero Touch Provision State @ Enabled (O Disabled (O EnableForced Apply
Zero Touch Provision Information
ZTP Bootup State. Enabled Force Current Firmware: [c:/V2.01.00.0001.had
ZTP Current State: Disabled Current Configure [c:/primary.cfg
Result of last time Result of this time

ZTP Process Result
DHCP Server

DHCP Discover Retry
TFTP server
Gateway |P address
Download Firmware

Download Configure

Zero Touch Provision Settings DF-HEHE OFHAZ LI IR LET,
INTFGRA—F— BT
Zero Touch Provision ZTP #¢HE D IR HE (Enabled / Disabled / EnableForced) % i#iR L %

State 7,
EnableForced Z#i&iR4 5 &, ZTP BEEE DS SRIFIHIIZ AN 0 F9,

REZXZTHHTHICIE, Apply REZE2 27U v 7 LET,

7ZTP HSRENENET B> E 9 M3, Zero Touch Provision State MERE &L . HEARKD ZTP A A v FD
ROV aryOAHOEIZL > TRED £97,

7€ :Disabled 7€ ‘Enabled 7€ ‘EnableForced
ZTP A A »F ON (BEIEL 721N #IET 5 #ET 5
7TP 24 »F OFF | @EEL7Z2\) (BEIEL 721N #ET 5

Z DM OFEAMRBERMLPEIEN R, EEFEIZOW T, T OB TR L £,

ZTP DAE 7 v —
AHERE D ZTP DI D 7 11— ZLL FOE Y T,

1. BEEORE), 77— A—UBIORET 7 A VDA L i

HEENEET D & RPIIARERS LI SD A—RIZEZAENTZT — hue—F —Ziai A, FIE
DT =M A—TERET 7 ANEMEHALTEEILE3, ZTP BEEEIX, FiMAATE 7 — A A=V L%
ET 7 ANVEITCICENELET,
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pEX= 31 |

0 BEHOI— Ff A—CH LB ET7AILIZ D A— RED T 7 A LERERAL
=138, REVCITPRAYFDOROSa IS, ZTP #EeElXEE L T A

0 ITP #4Rex(FHI BF2(L. L3 Features > Interface > IPv4 Interface MEE T
WwWInmo VLAN [Z VLAN 4 8 — D 1 —RZFE|YYTEHRTEICLTLEZL, ¥
HAERETIEZ VLAN IDXT IZTVLAN 4 23— 2 —AMNEBEHFINTWVET, F1=. VLAN
ID:1 LASMZ VLAN 4 23— 2 —RZZHF LI5S, Edit /"2 > CHMASREET
[Z#1TL. Get IP From/N5 A —%2—% DHCP IZERET 2 ENHY ET,

2. DHCP H— =B 3Ry T —27 7 KL AR ZTP ALERIZ B3 5 15 &2 B

TP OB ZBRAR L, SEEARMRO ZTP LED 2FRIZALT LET, ZTP HERETIX, DHCP A f# L C TFTP
PN A=V T 7 A RET 7 ANERELET, TFIP = "—DEFRITNHEATT, 1 A—
DT FAN, RETFANMINTIN—FOLTHENEL £,

KRNT A=K —DFEILDHCP /X7 v MNOLLFOFHR TITVWET,

« TFTP ¥—/ 38— : F7 > 3 > 150 (TFTP Server Address). & L <% siaddr 7 4 —/L K

A A= T A ) AT g 125 (Vendor—Specific Information)

CRET AN AT a 67Bootfile name), b L& file 74—/ K

siaddr 7 4 —/L KX file 7 4 —/L NiX, DHCP A 7Y 3 V DIFEN 2 WIHAEDASIREINE T,

DHCP A7 a v 1256 ZiH L CA A=V 7 7 A N BT DA, 4 734 hD enterprise—number
W[CEEEORC 278 (Hex JERC 00 00 01 16) %, 1 XA F® subopt-code 21X 1 % . sub—option-data
(AIEE) IZIX TFTP H—_— D7 7 A W32 % Ascii BT a—RLAEEY. FRENETEL
TL &,

3. TFIPH—R—=DFEDT 7 AN (L A=V T 74 BET 7AV) 2B

FE 2 C DHCP % — =B AF LI WA LIS, TFTP $r— = A=Y T 7 A b, BET 74
Ny rn—RLUES, TFIP $——L D@53, DHCP ¥ —"—nb@mshicry hUV—27 F
LAfE#R (IP 7 RLAL =0 =AT FLR) ZEHLTITWES, TFIP $— =27 7 B AN T
X7 WEAER. WTNDOOIRESNT 7 7 A LD EETE 2WEAIE. ZTP MFRELKE L THbILE T,

4, A A= T 7 AN, RET 7 A VEiw#H
Ao —RLIEA A=Y T 7 A0V, BRET 7 ANEBALET, WHNRETT L L, EEREO
ZTP LED 23y84T L £,

B LIERET 7 A VT, ELEANTHOL—FT 4 L2 Y —LRICEEZRAEN, SHICT—br—
H—DNKEHBEERRAET, WG LIEA A=Y T 7 A NETTA~) =T = b A A=V DT 7 AT
FEXINET, ARA—TT AN BETTANLD—FREEISNTORWES., 2077 A LT
BIEEH STV 7 7 A ABMER S E T,

Flo. A AT 7 AN EX T a— RLESGA, BIFEEH L TWDA A—T 7 7 A0 & Oign
1Thiv, "=V a U BNERRAGEAICIIE T a— R LA A=V 7 7 A LV TOHREHZITVET, =
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DOFEBELCIIA A=V T 7 A NEBET 7 A VDFELIAIILIT TP OB TN E A, T,
NR—=2 g UNFE—OBFEHITZ Z TCOFEFOMENTONER A,

DHCP H— =ML SLery N —27 7 KLU AERIL, ZTP BREOLBENE T35 EFAIE L
THEFESNETN, FEEOIPT FUAREIZL>TIET FLAFHRPGIESMHINLZEbH0 ET,

ZTP KB DENE
ZTP OAFRIZ i U738 121% 3 4. EERTm o ZTP LED 2R84 LET, F7-. HEEITHEEH L
TWDAT— MM A=V ERET 7 ANEHEFRFLET,

TP IR 2 E e — AL LT RZET bivE T, DHCP H— S— D ER TFTP $r— —(TRE L
77 ANRE, Xy N =V BREORE LEZ{ToTIEEV,

* DHCP H—/3—=72 0 ZTP ALBIC BT D M2 G T & R o 1o e

« DHCP /347 v k THEE S72 TETP $r— 3 — & BB N L2 WIS

« DHCP /X7 v N THRESINTZ 7 7 A V% TRTP — =L RETE R > 254
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4.11 IP Source Interface

IP Source Interface [Hffi TlE, %EfE 2N TFTP & FTP TMFEHTAEE L IPA v X —T = — A A HELF
T, REETIHMEHLEE A
ARE[HE 2 FRT 5I21%,. Management > IP Source Interface #7 U v 7 LE4,

IP TFTP Source Interface

Source Interface State

IP FTP Source Interface

Source Interface State

Disabled
Interface Type VLAN

Disabled
Interface Type VLAN

[~]
IR R e—
[+
SR R n—

IP TFTP Source Interface ®4-TEH OFAZ L FIZ R LET,

WNTRA—=H—

A

Source Interface State

TETP TOERETL IP A X — 7 = —ADIRFE (Enabled / Disabled) %
IR LU ET,

Interface Type

A B —=T2—AFA T HERLET, VLANOAFEHTE T,

VID

VLAN 1D % 1~4094 O&iFH AN LE T,

REZ AT B2, Apply R¥ %27V v 7 LET,

IP FTP Source Interface ®4HEHE OFHZ LI FIZR LE T,

WNTRA—=H—

A

Source Interface State

FTP TOEETLA  H—7 = —ADYRHE (Enabled / Disabled) % R
LET,

Interface Type

A B =T 2—AFA THERLET, VLANOAFEHTE T,

VID

VLAN 1D % 1~4094 O&iFH AN LE T,

REZ AT HI21E, Apply R¥ %27V v LET,
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4.12 File System

File System [Hf CiL. HLEDO 7 7 ANV AT LEFr, B, BIUORELET,
K Z2+K AT HIT i Management > File System % 727 U v 27 L$79,

pan E |

Copy | Erase Boot |

AREEDOAEE OFH &2 LU IR LET,
INTGRA—F— Bl
Path IWNAZANTILET,
AD LI RRZBE#T AT, GoRF v E2 7Y v 7 LET,
FEEDT7 7 A NEHEEIZaE—T HI21E, Copy RE %7 Vw7 LET,
T — b 7 7 A NVEWHFETDHITIE, Erase Boot R¥ &7 Y w7 LET,
BEOT 7 ANV AT AONL— T 4 L7 M) —IZBEIT 5I121E, Drive [ZERRIANLTND fei] D
AN=V %7V LET,

i) ONAN=V I %7y r3HE, LFMORTHENARTINET,
“FlesyseR T T/

pat Z |
| Previous ‘ | Create Directory | | Copy | | Erase Boot |
Primary Up Secondary Up Rename
1 RUN{**) - 11170844 Jan 11 2021 10:40:42 V2.00.00b.0011.had e
elete
Primary Up | Secondary Up || Rename |
2 RUN(*) - 11177332 Jan 26 2021 10:46:39 V2.00.00b.0013.had T
elete
Primary Up Secondary Up Rename
2 CFG(**) - 1296 Jan 26 2021 10:48:25 secondary.cfg T
elete
) Primary Up | Secondary Up || Rename |
4 CFG(*) - 1757 Jan 26 2021 14:39:00 primary.cfg
Delete
5 d- 0 Jan 26 2021 05:39:49 system
128960000 bytes total (105212416 bytes free)
(*) -with primary boot up info
(**) -with secondary boot up info

AT LT RZBB T 2I1E, Go RF %27 Y v LET,
BTOMEIZR D121, Previous R¥ %27 U v 7 LET,
EEOTZ7 7 ANV AT ANIZH LWT o L7 M ZERT 521X, Create Directory #7 V v 7 L&
7
Ty ANEEBEICaE—T5I121E, Copy R¥ &7 Y v 7 LET,
T— b 77 ANVEWET HITIL, Erase Boot RZ %7 U w7 LET,
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Copy RZ &7V w745 L, UTIORTHEARTSNET,
st

Path ki |
Copy File
Source ‘CZJ’CO nfig.cig |
Destination running-config ﬂ ‘CZJ’CO nfig.cfg | [ Replace
| Apply | | Cancel

Copy File & IHH OFZLL IR LET,
NI A—H— B
Source OB —TDT 7 ANELLTENLBEIRL £97,
e startup—config : BN E 7 7 AL EZ a2 —md& LET,
e Source File: 2 ¥ — a2 7 7 A NAH ERATHEELET,
e http-certificate : HITPSFEIZE 7 7y A LZ b —tL LET,
e https—private—key : HTTPS MBS 7 v A V&2 o —1 & LET,
e aaa-local-db: B— WM /V AN T—HFX—ADT7 7 A )L at—rk

LFET,
e primary-config: 77 A~V —FHE7 7 A /N Eat—xt LET,
Destination = E L TOWT N HIRIR L F9,

e running-config : HEEDOBAEDOREICK L F 7,

e startup—config : EENFERE Y 7 A WKL £,

e Destination File: 2t —4%2 7 7 A L4 XA THRELET,

e http—certificate : HTTPSiFBHE TV v A L a2 abt’—4c b LET,
SSL F 721 Web FRAEMN AT /2> TV DT A, D7 7 A VT HEH
TEXEHA,

e https—private—key : HTTPS 7 7 A VL Z a ™= L LET,
SSL FE 7213 Web REREN AN > TWDIEA, 2D 7 7 A VITHEH
T&EHA,

e secondary-config: EH XV —FET 7 ANV Ea—L LE
7

BHEOar—7 7 A Ve a—0 7 7 A NIIBEXHZ A
Replace #F = v 7 LE7,

a b —%BETHIIE, Apply RF¥ U&7 U v 7 LET,

Tt AEWIET HI12iE, Cancel "X U E VU v LET,

%7 7 A IVOBIEIZ DN T

T7ANE T TASY) =T =" A=V FIEITTA~ Y —RET 7 A VIZHET 5L, Primary
Up A& %7 Yy T LET,

Ty ANEEI L HE ) =T = A A=V FFEAIHF)—RET 7 A NMERET DI,
Secondary Ulp R¥ %7 U v 7 LET,

T AN EETE T HIZIE, Rename RZ %7 1) v 7 LET,

77 A NVEHIBRET D121, Delete R & &H T ) w7 LET,
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FEER

0 BEEEE I 7AUNRIELTVSSS. EBELABNICT T4/ MERIZRY
i_g_o

T—h A= 74UDBELTWSIEE. EEIIREOEHRKFIZ/NV I T v
TAA—=CO 7L EBFMIZERALEYS,
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5 L2 Features

L2 Features A ==—Tl&, 41—V X v b AL v FDIEARNLMEETH D LA ¥ —2 BEEEDRTE %
ITWET, 2y FT—27 AR =TT RTCOXREIX., ZOA==2—TCEHTXET,
L2 Features ® FIZHA Y T A =a—D—EZ L FORITRLET,

BE | A=a—4% B

5.1 FDB MAC 7 R L AT —TIVOIRRER A X T 1 v V7 BRTE
5.2 VLAN VLAN DR E

5.3 VLAN Tunnel VLAN b > R UEEREDRRE

5.4 STP ANR= 7Y ) —Fa N AL ORE

5.5 MMRP Plus Settings MMRP-Plus DF%E

5.6 Loop Detection JL— T RS RE DR E

5.7 Link Aggregation Vo277 V= a v OERE

5.8 L2 Multicast Control ~ T F v A MBERIEORE

5.9 LLDP LLDP D% E

5.1 FDB

FDB %7 A ==2—TlZ, EEDMAC T FL AT —TNICET ARER. [HHREEZITVET,
FDB D FIZH A Y T A =2 —D—EE2LTORITLET,

HE | A=a—% B

5.1.1 | Static FDB AZT 4 v 7T b — DX

5.1.2 | MAC Address Table Settings MACT RLAT—TNDT— 0 THRE
5.1.3 | MAC Address Table MAC 7 R L AT —T7 )L DIEH & For

5.1.1 Static FDB

Static FDB 7' A =2 —TlX, MAC 7 RL AT —TNVICBEET HAX T 4 v 7o M) —Z{Ek L £
Ty Z=F XY AR RLREYATFHY AT FLATZY N —OFRERENERD 5,

Unicast Static FDB

Unicast Static FDB i CTix, MAC 7 RL AT —7 L& §kdT H2=F v A F MAC 7 RLADRAH
T4 v T2 M) —EHRELET,

AR % #7~9 521X, L2 Features > FDB > Static FDB > Unicast Static FDB #7 U v 7 L7,
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Unicast Static FDB

[Pot [v] [Portt0  [v]  wviDg-4ose) [ ] MAC Address  [00-84-57-00-00-00
Total Entrs: 1
00-11-22-33-44-55 Porti/0/10

n 4] [ |eo

AE ORI B OFBEZ L FIR LET,

INTA—F— Bk

Port/Drop BEDR—F DAEZT 4 v 7 b —%{ERT D546, Port Zi%R
L. BIZHD ka7 orhbiRi— &5 EELET, Drop %
W DL, EEILEITSEDFFED MAC 7 RLAEZFFO T L— L& 0
T L M) —HEk L E7,

Port Number BT A N —DOR— NEEEZEINLFET,
VID Bk AT M —@ VLAN ID & 1~4094 O#IPICATI L E7,
MAC Address BT Ha=% v A MMCT RLAZ AN LET,

REZXHEMAT AL, Apply RE %227 U w7 LET,
TRTCOT MU —%HIBRT 521X, Delete ALLARZ %227 U v 7 L%,
T M) —ZHIERT AL, Delete R Z %27 U w7 LET,

Multicast Static FDB

Multicast Static FDB [ ClX, ~/LFF¥ A K MAC 7 RLAT—TNBET HAXT 4 v/ =2 |
V—%ZRELET,

ARHE[EZF R T AL, Static FDB > Multicast Static FDBZ 27 U v 7 L%,

Multicast Static FDB
From Port To Port VID (1-4094) MAC Address
| | procoomoos
\ Add Il Delete |
Total Entries: 1 Delete All
= S
01-00-00-00-00-02 Part1/0/10
n [ S
ARBEEOFEE O AZ L IR LET,
NIRA—H— A
From Port / To Port BekdTHT MY —DR— N O ZEIR L FE T,
VID Bekd 5> U —d VLAN 1D % 1~4094 OFFHTATI L E T,
MAC Address BEkt D~ TF X A RMCT RLAZASLET,

RELZEATHICIE, Apply RE 227U 7 LET,
TRTCOHOZ M) —ZHIEET BI21%, Delete All R¥ %27 U v 7 LET,
T M) —ZHIERT AL, Delete R Z %27 U w7 LET,
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5.1.2 MAC Address Table Settings

MAC Address Table Settings [ CiX. MAC 7 KL AT —T7 )L DT R A H BT AEMBRTELIT
WET,
KWl & ForT H121%, L2 Features > FDB > MAC Address Table Settings #7 U v 7 L £,

| Global Settings | MAC Address Port Learning Settings
Aging Time (0, 10-1000000) sec
Aging Destination Hit (JEnabled (sDisabled

AE[E 21X, Global Settings # 7 & MAC Address Port Learning Settings # 773&% Y £,

Global Settings # 7 Clf. MAC 7 KL AF—7 VDT — VL ZIZBTAREFTVET, FEEHOH
HZU TR LET,

INTGRA—F— Bl

Aging Time MAC 7 RL AT —T LD — 0 T XA 5% 0 £7-1% 10~1000000
() OFHTAILET, 0 0GAE, ==V U JAUENR I ER A,
Aging Destination Hit FZELTT7 L —LTO%55E MAC 7 R L AR VLAN fFHRDFEHEFELO X A
FTIvrsxzr M) —LREILESTEHEIC, =2 M) —ORHIMZ EH
T AHEEDIREE (Enabled / Disabled) Z 3R L F9,

REZXZWAT 520X, Apply R¥ %227V v 7 LET,

MAC Address Port Learning Settings # 7 Tl%. MAC 7 RL ZAFEH DA/ BhA R E L £,

ViR Adaress lable Setiings
Global Settings |MAC Address Port Learning Setlings|
From Port To Port State
[Porttioi [v] [Port1/0/ [v] [Enabled [v]
e e e e S D e
Port1/0/1 Enabled
Port1/0/2 Enabled
Port1/0/3 Enabled
Port1/0/4 Enabled
Port1/0/5 Enabled
Port1/0/6 Enabled
Port1/0/7 Enabled
Fort1/0/8 Enabled
Port1/0/9 Enabled
Port1/0/10 Enabled

AEHEOXKHB OFBAELLFIORLET,
ING A —H— B
From Port / To Port A— FOFPHZEIN L £,

Status BN LU7Z2AR— FTOMAC 7 R RSB OWKHEE (Enabled / Disabled) %
IR LU ET,

BHELFWEHT AT, Apply R¥ %2270 w7 LET,
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5.1.3 MAC Address Table

MAC Address Table W& CliZ. MACT KL AT —T7 LD M) —2F R LET,
A% 7~T 5121, L2 Features > FDB > MAC Address Table #27 V v 7 L ¥,

MAC Address Table

Port Port1/0/1 El |Clear Dynamic by Port” Find |
VID (1-4094) |:| [clear Dynamic by vian | Find |
MAC Address [clear Dynamic by Mad[  Find |
Total Entries: 9 Clear all View All
= =S S

1 00-00-5E-00-01-E7 Dynamic Port1/0/1

1 00-03-24-12-01-15 Dynamic Port1/0/

1 00-11-22-33-44-55 Static Port1/0/10

1 00-40-66-55-68-20 Static CPU

1 00-40-66-91-36-11 Dynamic Port1/0/1

1 00-40-66-C2-AA-DA Dynamic Port1/0/1

1 10-BF-48-D6-E2-E2 Dynamic Port1/0/1

1 10-BF-48-D6-E3-3B Dynamic Port1/0/1

1 01-00-00-00-00-02 Static Port1/0/10

n [q] [ oo

MAC 7 R L 27 —7 L OIFM ARV IATGEITIE, UTFTOHEAZMHTE 9,

INTGRA—F— Bl

Port R— FEZEBRIR L TRVIALET,

VID VLAN ID % 1~4094 O#i TAS LTV IAZE T,
MAC Address MACT RLAZATTL TRV IAZET,

IR L2 — Mo P —&ENTWAEXAFI v 7 MAC 7 RV A%Z 27 U7 3 5(21%, Clear Dynamic
by Port R % %27 Vw7 LET,

BN L7 VLAN ID iIZ2=> R —&ENTWAHHXAFTI v 7 MAC 7 KL A% 27 U T3 5121, Clear
Dynamic by VLAN T5 vEI7 Vw7 LET,

AN UT=HEAFI w7 MAC 7 KL A% 27 V73 51Z1%, Clear Dynamic by MAC R¥ > %27 U w7 LFE
7

AN LR TZ ) — 2 RBET 512, Fild RF 227V v 7 LET,

FTRTDOFAFT Iy I VMCT R A&7 U7 4 5121%, Clear ALl ARZ %7 Vw7 LET,

MAC 7 RLVAT =TTy P =& TWNHTRTD MAC 7 R A% FRT 2I21E, View All A%
vEIY Y7 LET,
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5.2 VLAN

VLAN %7 A = 2 — X, VLAN OBEEOR— h~DE D Y T P ORTEEITWVET,
VLAN O FIehA VT A=ma—D—EE2UTORITRKLET,

BHE | A==a—4 B

5.2.1 | 802.1Q VLAN VLAN DO 1ER,

5.2.2 | 802.1v Protocol VLAN v k)L VLAN OF%E

5.2.3 | VLAN Interface VLAN OEI Y 24T

5.2.4 | L2VLAN Interface Description L2VLAN A > X — 7 = — ZA DA DK E

5.2.1 802.1Q VLAN

802. 1Q VLAN JHj[fj Ti%., VLAN Z3% & L £,

A C VLAN 2195 & $57E L7 VLAN ID @ VLAN 288k S E T, VLAN 4413 B #Eh1IC VLANXXXX
(XXXX | VLAN ID @ 4 #7#/R) EREIINET, VLAN 4ix, RSN TWD VLAN [ERT —7 b

mETEET,

F 7 4L h Tl VLAN &7 default T&H 5D VLAN ID 28 1 @ VLAN &GS TWET, o= F U —
ITHIBETE EHA,

A A 7<T 5121%. L2 Features > VLAN > 802.1Q VLAN#27 U v 7 L ¥4,

802.1Q VLAN

Find VLAN
VID (1-4094) [ ] \ Find [ viewan |

Total Entries: 1

I S T T
default 1/0/1-1/0120 Delete

ZEI NN 1

802.1Q VLAN O IAH Ot Z LI FIs LE T,
NRIA—F— B
VID List VERS E7- 13T A VLAN ID DU A A A LET,

802.1Q VLAN Z1ER 9 51Ci%. Apply RZ %27 U w7 LET,
802. 1Q VLAN ZHIBT 512X, Delete RZ &7 U v 7 LET,
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Find VLAN O&IEH OFHZ L TR L ET,

INTGA—H— iEA
VID 323 % VLAN 1D % 1~4094 O#FHTAS LET,
VLAN Name Edit RZ %27V v 7 Liz#., VLAN O4FRE ATI L ET,

AT LT IE# T VLAN 2%+ 5120%, Find RZ 227V v 7 LE9,
T _TO VLAN 2Rk T HI121%, View ALl R¥ %27V w7 LET,
VLAN Z % ET 5120, Bdit R&¥ 22U v 7 LET,

VLAN ZHIBR9 A12iX. Delete R¥ %27 U v 7 LET,

5.2.2 802. 1v Protocol VLAN

802. 1v Protocol VLAN V7 A == —TCl%, 7’12 h=/)L VLAN OFEEITWVET,
7'v k)L VLAN (X, Ethernet ~w X —7 05 —% ) IO 7 L—AFENL BifEO 72 ~ail
(7= 21X PR IPv6, ARP 72 &) Z#kNI L. FIED VLAN IZ~ v B 74 B HEE T4,

Protocol VLAN Profile

Protocol VLAN Profile Hj[fi ClX, v ha/LVLAND T a7 v A LEHERELET,
KM% &K~ d 521X, L2 Features > VLAN > 802. 1v Protocol VLAN > Protocol VLAN Profile %
70y 7 LET,

Add Protocol VLAN Profile
Profile ID (1-16) |:| Frame Type Ethernet2 |v| Ether Type (0x0-0xFFFF) 0x |:|
Total Entries: 1
Profile ID Frame Type Ether Type -
Ethernet2 OXFFFF(User define)

A DA H OFH 2 LT IOR LET,

INTGRA—F— Bl

Profile ID T 7y AID & 1~16 OFPHATAS LET,

Frame Type 7L —nh# A7 (Bthernet2 / SNAP / LLC) Zi®IRL £,

Ether Type A —H%F v b F A FfH%E 0x0~0xFFFF O#FiPH TATI L E7,
TUL—LEATIUET T, 7T v FNLFHNIEL T OV DOfEIC
nET,

e FEthernet2 : EtherType @ 2 427 7 v MME#H,
e SNAP : Protocol ID ® 2 47 5 v REHR
e LLC:LSAP <7 (DSAP, SSAP) O 2 F 7 F v M,

REZWHT AL, Apply R¥ %27 U 7 LET,
802.1v 71 h /L VLAN 7’a 7 7 A )V & HIFRT HI21%, Delete R¥ %7 U v 7 LET,
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Protocol VLAN Profile Interface

Protocol VLAN Profile Interface i Ci%, A" — ~MZ7' a2 hzi)L VLAN a7 7 A V&2 %E|0 4 CTE4,
AH [l Z £~ 9 5HI121%, 802.1v Protocol VLAN > Protocol VLAN Profile Interface #7 V v 7 L%
7,

Add New Protocol VLAN Interface

Port [Port1/01 [~ Profield [T [v] wvip@4ose) [ | Priorty [0 [~] i
Portot e

AT DA E H Ot 2 LU IR LET,

NTRA—F— LA

Port T DHEEDOR— NESEZTIRLET,

Profile ID 802.1v 7’1 /L VLAN 7’12 7 7 A )L ID 3R L £ 77,
VID f#i 9% VLAN 1D % 1~4094 O#iHTASI L ET,
Priority BEREEDOMHE LT 0~T OWTHE BN L1,

REZXEMAT AL, Apply RE %227V w7 LET,
7'a Fa )L VLAN 7’1 7 7 A L DOE D Y4 CTEHIFRT 5121%, Delete R¥ %227V v 7 LET,

5.2.3 VLAN Interface

VLAN Interface [ CTlZ. VLAN Z7AR— hZE D Y TE4,
FWEEAR— NI 1 fELLE VLAN 2EID M4 CToHiET, VLAN OF Y HTlZid, VLAN ¥ 7 ft&xT7
U—LE MRS 5 5 7 VLAN & VLAN & 772 U T35 % 772 L VLAN 35 0 | F1V 24 T% VLAN OFf
FAIFIKAR— MCRET S VLAN E— RIZ L > TR Y 9, VLAN E— RiZiZ, LT 4FEERH Y £7°,
s TIVERVAE—R:1DOX 772 L VLAN OHNE D ¥ THIET,
e NTUITE—FR EEOZ VAN & 1fHETOX V7L VLAN ZEI D Y THivET,
e NATVy RE—FR: DX 7 VLAN EEEDOX 772 L VLAN ZE 0 4 CoHnET,
o FURNLE—TF VLAN b /UESRED b U R LIR— T SN S E— R T,

TR AET— KNI, A—FMZ 1{HOX 772 L VLAN OB EEN B THE— KT, R— hX—Z VLAN &
LI ET, G AR— R Tk, FHAIE LT (FA4F w7 VAN 72 EOBRENEH S 20 RY )
VYT VLAN SRS 5 % 772 L7 L— A DEZ G 21TV E T,

AIEE L, T T7AN N TTRTOR— IR T ZEAE—RT, VLAN ID:1 O ¥ 772 L VLAN 239 4T
SR TVET,

FZ 7= R, 1 DOR—MIEEDOZ 7 VIAN BI04 THZ LN TE x4, ¥ 7 VLAN (2D Y4
T7/2 VLAN TO 7 L— LSRR AET 256, RFA— o2 /&7 L —ATEELET, b
T U= RTlE, RAT 47 VLAN EEENR D 1 O X 772 L VLAN 280 Y THZ LN TEET,
XA T 47 VLAN TO 7 L— LR P R AET 5856, HGER— b X 772 L7 L — A Tlak LE
T, Flo. IBR— P CZELEX TR L7V —01F, %147 47 VLAN TOASE L TUE S ET,
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NAT Yy RE—=FRKTIE, FTFVT7EF—RTOHXT VLAN & XA T 47 VLAN OFI Y 4 TI2hzx <, &
B 77 L VLAN 2|0 245 2 &ﬂf%i# % 7" VLAN |2 JDéTtVMNT@7V—A%%@@
FUZ T 7F—FERILCTY, #2772 L VLAN ([T 24T/ VLAN TOERELBNIEA LI-5
RBR— RN ¥ TR L7 L— AT%%L&TOﬁ%$~bthbt&&ﬁb7v— m\7ub
2L VLAN 72 EOBSRENEH SR WRY . A7 47 VLAN TOASL L LT InET, ~(7
Vv RE—RTOXRAT 47 VLAN @ VLAN ID [ PVID & &R £9,

FogbE— RiZ, VLAN k> R UERETO F oLl — F T HATAE— R T%, VLAN b LERE
DOFEHFNE 15.3 VLAN Tunnel | &L 77 X0,

AR 2 FRT 5HI121%, L2 Features > VLAN > VLAN Interface #2727 VU v 27 L £,
e ————————

VLAN Interface
I T T
Port1/0/1 Enabled Untagged-Only [Show Detail|[[  Edit |
———_-smm« o
Port1/0/3 Enabled Untagged-Only [ Show Detail Edit |
———_-mw o
Port1/0/5 Enabled Untagged-Only | show Detail Edit |
———_-uw s
Port1/0/7 Enabled Untagged-Only [ show Detail it
———_-smw T
Port1/0/9 Enabled Untagged-Only [ show Detail it |
0] i i S v o[ e T

A B —T = —A E® VLAN OFEMITE # A2 Rr9 5121%, Show Detail R¥ %27 U v o LET,
VLAN A X —T = —AZHEETHITIEL, it RZ 227 v 7 LET,

Show Detail R¥ %7 U v /35 &, LFIORTHENERIILET,
i ———————

VLAN Interface Information

Port Port1/01

Access VLAN

‘Accepiable Frame Type Untagged-Only

“

A B —T 2 —Z D VLAN OFEMIE RN TSN E T,
BIOBEEIZREAIZIX, Back R¥ %227 U v 7 LET,
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Bdit R& &7 Vw7 35E, UTIORTHEAERRSAET, UTOMEMEZ, ERL TS VLAN
T— FIC L - TRARNE BEHHE) 32720 9

Configure VLAN Interface

Port Port1/0/1 [] Clone

VLAN Mode [Hybrid V] From Port To Port
Acceptable Frame |Untagged Only ﬂ|
Ingress Checking (@) Enabled () Disabled

Mative VLAN [w] Native VLAN

VID (1-4094) h |

Action |Add ﬂ|

Add Mode (@) Untagged () Tagged

Allowed VLAN Range | |

Current Hybrid untagged VLAN Range
Current Hybrid tagged VLAN Range

Back I Apply
Configure VLAN Interface D4-HHHE OFHHZ LI FIZ/R LE T,
NI A—F— G
VLAN Mode VLAN =— K (Access / Hybrid / Trunk / Dotlqg Tunnel) % i%iR L =%
R
Acceptable Frame SBR[ T 57 L— 2O (Tagged Only / Untagged Only / Admit
All) &R L £,
Ingress Checking AT VAT = JHEREDIREE (Enabled / Disabled) % 3IR L F 9,
Native VLAN AT 4 7 VLA BERE AR ET 2581 T = v 7 LET,
VLAN Mode 7° Hybrid £ 721% Trunk OEAICERINE T,
VID VLAN 1D % 1~4094 O#PHTATI L E T,
Action VLAN Mode T Hybrid, Trunk, $7-(%Dotlq Tunnel %R L 7=, F4T

325727 a (None / All / Add / Remove / Tagged / Untagged /
Except / Replace) Zi#IR L F4,

Add DA VLAN OB ZFTV EF, Remove TlE, VLAN OFIY 4 T%
HIBR L E£97,

Tagged & Untagged (% VLAN Mode 7% Hybrid D& 23R ATHET, VLAN
Y TORED LEXEITWVET,

None. All. Except. Replace |% VLAN Mode 7% Trunk OI5E 138N AlHE
T9, None (I, VLAN OFI D {TEEH L 8 A, All IZ, TXTD
VLAN % A 3 —Z& 0 E4, Except (&, 5 L7Z VLAN & A > /3—/pb
HIFR L ¥ 9, Replace &, EEXTVIANEID Y TEEHELET,

Add Mode VLAN Mode T Hybrid ¥ 7213 Dotlq Tunnel %#3%4R L. Action T Add % 3%
RLU7EABIC, Untagged F 7213 Tagged 23BN L £97,

Allowed VLAN Range VLAN Mode C Hybrid, Trunk., F72(%Dotlq Tunnel %#i®{R L 7=, 77
va v &E4T 9 VLAN OfiFAE A LET,

Clone Al CREZMOR— MO 58I TF = v 7 LET,

From Port / To Port Clone #F = v 7 L TWAHHEIZ, KT 5K — FO#HiHZ IR L E
75

REZXZWAT 520X, Apply RE %227V v 7 LET,
BIOBEHEHIZEAIZIX. Back "¥Z %227 U w7 LET,
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5.2.4 L2VLAN Interface Description

L2VLAN Interface Description [Hjf TlX, LA ¥ —2VLAN f > ¥ —7 = —ADHHAEZHREL 7,
K 2 FRT 5HI121%, L2 Features > VLAN > L2VLAN Interface Description Z7 V v 7 L £,

LZVLAN Interrface Description

Create L2VLAN Interface Description

L2VLAN Interface Description
I

Find L2VLAN Interface Description

L2VLAN Interface

] Fnd ][ viewar ]
Total Entries: 2
LavLAn enablg oot Desrptn]
L2van2 down enabled

n ] [ [eo

A DA H OFH 2 LT IOR LET,

RGA—F— A
L2VLAN Interface LAY —2VIANA & —Tx—ZXAIDHEASTLET,
Description LAY —2VLAN A > % —7 = —ADiH% 64 SLFELUNTATILET,

REZXZWAT 520X, Apply R¥ %227V v 7 LET,

AT LTEHRTLA VP —2VLAN A ¥ —7 = — A& #ET 2I21E, Find R¥ %227V v 7 LET,
TRTDO LA ¥ —2VLAN £ T 212, View ALl RZ %227V v 7 LET,

L A ¥ —2VLAN 2> 5B 2 B3 % 121%, Delete Description R¥ %27V v 7 LE7,
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5.3 VLAN Tunnel

VLAN Tunnel ¥ 7 A == —Ti%, VLAN b > R MEREDRE 1TV E T,

VLAN h>FUE, QinQ EWH 7L —2D A 7'V U TICLY, $—ERT oM X —Fy NT—T %
FRET AR OFR v MU — 7385 T, VLAN [EHMORFF2 R8T 288 C3, AEX, —bv X7
OBNRAH =Ky NI =7 bW AF~—Fy NU—I DERICHIEBTHERASNET, W AX~—
Xy NT—=ITORNT T 4w 73T TS, TuxfZ—Fxy hT—2ZHO VLAN #7 (S-
tag) HHEMEL TTa R, XA —Fy NU—JIZIESNE T, Ta (X —Fy NT—I NDHZ[E
L7 b—AE, A7 ') 7 ENT7 b—LEFRN O AZ =2y U —27 O VLAN % 27 (C-
tag) EHREFT v 7 L, BBV VT EMRLTCHIAZ~—Fy NU—J TR SINET,

VLAN Tunnel O FiZH DV T A =2 —0O—EE2LTOEIIRLET,

HE A=a—4 B
5.3.1 | Dotlq Tunnel Settings VLAN k> LD AR E
5.3.2 | VLAN Mapping Settings VLAN k> /L3 VLAN i~ 7 DR E

5.3.1 Dot1q Tunnel Settings

Dotlq Tunnel Settings H[f TlE. 802.1Q VLAN h > R/ ZRE L £,
ARE[HEZF7_T5I21L. L2 Features > VLAN Tunnel > Dotlq Tunnel Settings #7 VU v 27 L £,

e e ——————————————————
- ~
| TPID Settings | Dot1g Tunnel Port Settings
Inner TPID (0x1-0xT) 0x[8100
From Port To Port Cuter TPID (0x1-0xffff)
PortiOt [+ Portu ] Y So—
Port1/0/1 08100
Port1/0i2 08100
Port1/0/3 08100
Port1/0/4 08100
Port1/0/5 08100
Port1/0/6 08100
Port1/0/7 0x8100
Port1/0/8 0x8100
Port1/0/9 08100
Port1/0/10 0x8100

AR fECIX. TPID Settings % 7 & Dotlq Tunnel Port Settings ¥ 773&% 0 £,
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TPID Settings % 7 Tld, VLAN ¥ Z OB+ 2 TPID &% E L £9, FHEHEOHHZLLTIZRL
F9,

INTGA—H— iEA

Inner TPID N TPID il % 0x1~0xFFFF O TAN LE T,

NS TPID il 16 HER T, B A ¥ ~<—VLAN Z 7@ TPID |, =Z[E/%
7 BT C-tag DMHT BN TWENE I a5 70l S E
T, NERTPID I, P AT AT LICRETXET,

From Port / To Port 32— MRIFAZ BN LU E T,
Outer TPID L%8 TPID fE % Ox1~OxFFFF O & CAILET (F 7 41 b
0x8100) .

RELZEATHITIE, Apply RE 227U v 7 LET,

Dotlq Tunnel Port Settings # 7 ClX. h Iy RV — h CTOEBEDORTEZITWVET,

TPID Settings | Dot1q Tunnel Port Settings ‘

From Port To Port Trust Inner Priority Miss Drop Insert Dot1g Tag
[Portt/on [v] [Portt/0 [v] [Disabled [v] [Disabled [v] | | (1-4094)
i o 11 e g5 e e T

Port1/0/1 Disabled Disabled

Port1/0/2 Disabled Disabled

Port1/0/3 Disabled Disabled

Port1/0/4 Disabled Disabled

Port1/0/5 Disabled Disabled

Port1/0/6 Disabled Disabled

Port1/0/7 Disabled Disabled

Port1/0/8 Disabled Disabled

Port1/0/9 Disabled Disabled

Port1/0/10 Disabled Disabled

AT DA H H Ot 2 LU FIR LETS,

NRIGRA—H— LB

From Port / To Port ﬁﬁﬁﬂ”é AN— N Z IR L £,

Trust Inner Priority FREND Enabled OGaE., ZELI-X /&7 1L —AD VLAN Z 7D
E%F%ﬁ#%~EXVMN&ﬁ:ﬁ%éﬂi¢

Miss Drop DFXEN Enabled DIGH. %[5 L2 7f& 7 L—A 0D VLAN E#HMN

VMNV/E/7i/F)~it I— bt —FHLARWGEE, ZET
L— DMTEFE S L E T,

Insert Dotlq Tag M RIVR—=FTZIELIEZ 7R L7 L—AIZfHAT S 802.1Q VLAN
ID % 1~4094 O#PHITASI L ET,

REXHEMAT AT, Apply RE %227V w7 LET,
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5.3.2 VLAN Mapping Settings

VLAN Mapping Settings i Clx, VLAN~ v B 7 2R E L £7,
RE[HE 2 F R T A%, L2 Features > VLAN Tunnel > VLAN Mapping Settings #72 U v 7 LE£4,

VLCAN Mapping Settings

VLAN Mapping Settings

From Port To Port Original VID List Original Inner VID

Port1/0/ (V] Port1/0/1 ] (1-4094) [ Ja-doem

Action VID Inner VID Priority

Transats (V] — T — R —

Port

Total Entries: 2

o T N N
Port1/0/10 franslate 2/2 Inactive
Port1/0/11 11 franslate 2/2 0 Inactive

n [T] Go

A DA H OFH 2 LT IOR LET,

INTGRA—F— Bl

From Port / To Port FEH T DA — NHIPHA BRI L £9°,

Original VID List VLAN ID U A k% 1~4094 O#FHTAS L ET,

Original Inner VID H A K< —VLAN 1D % 1~4094 O#iPITAJI L E 7, Action »° Dotlg—
tunnel DLGEIIFEH L FEFH A,

Action UTDOELLNDOT 7y a 2R ET,

e Translate: N2 7 AR — s TVLAN B2 EITT 25BN L
T, ZIE7 L—2A 0D VLAN {525 Original VLANIZ—E4 5% &, F5
FEL-VIANICE > TEX#: bNnE T,

e Dotlg-—tunnel : k> R/IAAKR— FTEIFL7=7 L—2LD VLAN [HF#H M
fBE 417 Original VLAN & —#3 % & VID THRE S 4172 S-VLAN

2 7RBEmsEnEd,
VID VLAN 1D % 1~4094 O#iPHTA L £ T,
Inner VID W% T A 2~ —VLAN 1D % 1~4094 O#iFHTAS LE4, Action 28
Dotlg—tunnel LA IIH A L £ A,
Priority 802. Ip ESEEEDfE L LT 0~7 DWFNMNEBEINL £,
Port BT HAR— D &R L £,

REXEMAT AL, Apply RE %27V w7 LET,
AS UM TVIAN v v B V2T 51213, Find R Z %227 ) v 7 LET,
VLAN = v B 7 ZHIBRT A%, Delete ™" Z %7 U w7 LET,
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5.4 STP

STP 7 A =2 —TlI, A= 7V)—7Fa ha )L IET AREXITWVE T, AME T, STP,
RSTP. 33 L ONMSTP @ 3 FlXE D N— 3 ZxsE LET,

SIPOFICHIY T A= —D—EHUTORITRLET,

BE | A=a—4 =

5.4.1 | STP Global Settings STP @ 7" m— LRk iE

5.4.2 | STP Port Settings STP DR — MR E

5.4.3 | MST Configuration Identification MSTP MDF%E

5.4.4 | STP Instance MSTP DA o A K A DI FERRE
5.4.5 | MSTP Port Information MSTP D 7R— MR E

5.4.1 STP Global Settings

STP Global Settings & CTlX. STP D7 @ — LR EEITVWVET,
K 2 FRT 5HI121%. L2 Features > STP > STP Global Settings %7 VU v 27 L£7,

e i ————)

STP State

STP State (@ Disabled () Enabled
STP Traps

STP New Root Trap (@) Disabled () Enabled

STP Topology Change Trap @) Disabled () Enabled
STP Mode

STP Mode RSTP V]
STP Priority

Priority (0-61440) 32768 V]
STP Configuration

Bridge Max Age (6-40) o sec Bridge Hello Time (1-2) B sec

Bridge Fonward Time (4-30) sec  TXHold Count (1-10) B |tmes

Max Hops (6-40) B0 Jtmes  NNIBPDU Address Dot1d [v]

STP State Tk, STPHERED /' — SLREEITWE T, FHHOBHAEZ LU TNIORLET,

INTFGRA—F— .
STP State STP #§RE D IKHE (Enabled / Disabled) #iEIR L £,

REZXZWAT 521, Apply R¥ %227 ) v 7 LET,
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STP Traps Cl&, STP @ SNMP k7 » Il OFREZXITVE T, FHEHOFBPAZ L TFITRLET,
NRIRA—HF— LA
STP New Root Trap Hoo— 7V o UEHEEZ S\NMP T v S EE(ET 551 Enabled %
IR LU ET,
STP Topology Change rR v O —EHEHZ S\MP T v 7 #5579 555613 Enabled 23R L
Trap E3c B

RELZEATHITIE, Apply RE 227U v 7 LET,

STP Mode Ti, STP ®#EMEE— FERELET, FHEADOMBHEZL TIORLET,

WRIRA—F— G

STP Mode fFif3 % STP £— K (MSTP / RSTP / STP) %iZIRL £,

REABEMTAI2IE, Apply RZ %27 Y v 7 LET,

STP Priority TIXSTP D7V v VEBEEZHRELE T, FHEHOMBHEZLL IR LET,

INT R —H— B

Priority TV VB EOEAE SR L ET,

REAEMT AI2IE, Apply RZ %27 Y v 7 LET,

STP Configuration Tl, STP DKFHE/ T A —HX —ZRELET, FHEAOMBPAZLTIORLET,

INTG R =B — FLEA

Bridge Max Age TN — T A 6~40 (F)) O#PFHTAALET, ZOE
1L, STP T— b7 U » Vb EHIMICEE 41D BPDU OFF B REH %
RLET,

Bridge Hello Time STP Mode <€ RSTP F7-1% STP # IR L 7=4A12, 7V v ydm—F A
LMMEZE 1~2 () o#tFETANILET, ZOfEiX, BPDU O%ERIEE
A~RLET,

Bridge Forward Time 7V VOIREEB ORI Z 4~30 (B) oA LET, =
DOfEIX, STP TREN 7 + U —T 4 712725 F TOEREES ORY
R 2~ LET,

TX Hold Count EEEED T Mg 1~10 () O#HTANLET, #@fEL T RR
0y —EENRE LGS OB AR 2 TE 5 X )T, 1 BEicE
159 % BPDU DI KE A HE L E7,

Max Hops KAy T8 E 6~40 (v ) OFHTAIILET,

NNI BPDU Address BPDU D565 7 R A &$EE L E T,

Dotld #J®EIR+2 & . 01-80-C2-00-00-00 2MEH & F4, i
Woa—hFy NI —27 TlH &5 BPDU 6T KL ATT,
Dotlad #EIRN4 2 &, 01-80-C2-00-00-08 MNfEH SN F4, Zhix
=R T a NS =Y A N THEH SIS BPDUSESET R LA TT,

REZTWHTHICIE, Apply RE Z2 27U v 7 LET,
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5.4.2 STP Port Settings

STP Port Settings i Tlx, STP R— M 2R EL £7,
AN 7 2R T DI, L2 Features > STP > STP Port Settings #7 VU v 7 LF 9,

™STP PG Seffifgs ————

STP Port Settings
From Port Port1/0/1 [v] ToPort
Cost(1-200000000,0=Aut)) [ | state  [Enabled [v] GuardRoot Disabled [v]
Link Type Port Fast TCN Fiter Disabled ~]
BPDU Forward Disabled [v]  Priority [128 [v] HeloTme(12) [~ sec m
R N A N R N
Port1/0A Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled
Port1/0/2 Disabled 0200000 Disabled AutolP2P Auto/Non-Edge Disabled Enabled 128
Port1/0/3 Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/4 Disabled 0200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/5 Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/6 Disabled 0200000 Disabled Auto/P2P AutoMNon-Edge Disabled Enabled 128
Port1/0/7 Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/8 Disabled 0200000 Disabled Auto/P2P AutoMNon-Edge Disabled Enabled 128
Port1/0/9 Disabled 01200000 Disabled Auto/P2P Auto/Non-Edge Disabled Enabled 128
Port1/0/10 Disabled 0200000 Disabled AutolP2P Auto/Non-Edge Disabled Enabled 128

A DA H OFH 2 LT IOR LET,

WRIA—F— B

From Port / To Port R— F O ZRIRL £,

Cost A MEZ 0~200000000 OFIFITASLET, 0 OFE, 2 A MY
V7B U HENCEH S E T,

State R— D STP #&HeD:IkHE (Enabled / Disabled) #1®IR L F1,

Guard Root H— KL— MEREDIKAE (Enabled / Disabled) #3i3&{R L £,

Link Type Vo2 %47 (Auto / P2P / Shared) #1&IR L £, Shared D4 .

RSTP OEHERITI T2 £ A, Auto 13, Vo724 72 HBTH Y &%
ZE7, P2Pi%., & HAR— ML TCOREHA SN ET,

Port Fast Port Fast @& — K (Network / Disabled / Edge) ZiEiR L *7,

e Network : Port Fast ™JRfEZ BE)CTH) Y B x 3, 3 7] BPDU %
ZAE LR WS, A— MM port-fast JREEICER L £4, FDi%
BPDU #5219 % & . Non—port—fast JREEIZE Y F9°,

e Disabled : A — FEHEIZ Non—port—fast JRAEIZ 72 D F£ 97,

e Edge: = v UR— bk & A7 LT port—fast IRAEIZ 72V £9°, BPDU
T 6 L BEIRAEIX Non—port-fast IRIEICEH I E T,

TCN Filter TCN 7 4 %2 —®D ke (Enabled / Disabled) #3i%#K L %4, Enabled
DA, %15 Liz TN OF ST O R — MMIEE L EEA,

BPDU Forward BPDU #£1%RHE (Enabled / Disabled) % iR L £9, Enabled D3
B ZE L BPDU LT RTO VLAN A U _—R— NI H Z 72 L7 L— A
THALINET,

Priority A— MELEOEZERL T,

Hello Time MSTP D/~ —& A LDfEA 1~2 (7)) O#PFATASILET,

REABEMT HI2IE, Apply RZ %27 U v 7 LET,
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5.4.3 MST Configuration Identification

MST Configuration Identification [ CTld. MST DL ZRE L F I
ANHEH A2 Fmd 5121%. L2 Features > STP > MST Configuration Identification #727 U v 27 LF 9,

MST Configuration Identification

Configuration Name 00:40:66:55:68.20

Revision Level (0-65535) b

Digest AC36177F50283CD4B83821D8AB26DEG2
Instance ID Settings

Action Add VID [v]

v it

Total Entries: 1

cIST 1-4094 Edit Delete
n [T] Go

MST Configuration Identification TiX, MST UV — g v DOREEZITWVWET, FHEHDOHRAZLLITIZ
RLFET,

NG A= — Bk

Configuration Name MST DV —Ya & AJJLET, T 740 R TiE, MSTP 23T LTV
HAA FDMC T RUAMEF S ET,

Revision Level UEY g VL ~ULDfE% 0~65535 DFIFHTASI L FE T,
JEYa LU dDfillx, Configuration Name & & 12, MEEIZFHRIE
SNTWADMSTP UV — g &l LET,

REZTHWHTHICIE, Apply REZ2 27U v 7 LET,

Instance ID Settings TlE. A LV AZ L ADBEEITWET, FHEEBEOHHAZLL IR LET,

INTGRA—F— Bl

Instance ID AV ABATID & 1~16 DFPHTAT LET,

Action FEITTH5T7 73 (Add VID / Remove VID) ZiTIR L £,
VID List VID U A FDfEEZATILET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
A VAR AID FHRET AT, Bdit RZ %227 ) v 7 LET,
A AR A ID ZHIRT AICIE, Delete R Z %27 U w7 LET,
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5.4.4 STP Instance

STP Instance M CTlix, STP A v A X LV AZHRTELET,
K 22 RT HI121%. L2 Features > STP > STP Instance #7 UV v 7 L7,

Total Entries: 1
e =
cIsT Disabled 32763(32768 sysid 0)
A EE AR =
Instance CIST
e e T e
Bridge Address 00-40-66-55-68-20
Designated Root Address / Priority 00-00-00-00-00-00 / 0
Regional Roat Bridge Address / Priority 00-00-00-00-00-00 / 0
Designated Bridge Address / Priority 00-00-00-00-00-00/ 0
ARBEEOFEE O AZ LI R LET,
INTGRA—F— Bl
Instance Priority Edit RZ %7 Vw7 Licth, A VAZUADT U v VELREOEEZ 0
~61440 OFIPFATAII L ET,

STP A VAR LV ABHRET HIZIL, Edit R¥ %27 1) v 7 LET,
REZEATHITIE, Apply RE 227U 7 LET,

5.4.5 MSTP Port Information

MSTP Port Information i Cl. MSTP AN— MERZHRE L £7°,
KW EF T 5121, L2 Features > STP > MSTP Port Information %27 VU v 7 LE1,

V P Pol 'ormation

MSTP Port Information

Port Port1/0/1 |C|ear Detected Protoco” Find |

Port1/0/1 Settings

IlﬂﬁﬂllIIIEHIIIIIIIIIIIIIEEIIIIIIEIIIIIIIIIIIIIII

CIST 200000 Forwarding NonStp Ed|t

(] EIE0 I O =
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A O IEH OFH 2 UL TR LET,

INTG R =B — B

Port 7 VT T HR— MEFEBIRLET,

Cost Edit RZ %27 U v 7 Lictk, 22 A MEZ 1~200000000 O TAT)
LET,

Priority Edit RE 27 Vv Lictk, BEEDOMHEE LT 0~240 OWTNE

BIRLES (7400 :128) o
TER/NESWIFEEERERNEL 720 77,

BIR LA — b CHRESNEZT e har@ZEx 7 U 73 5121%, Clear Detected Protocol R % % 7

Vw27 LET,

AD LT T MSTP AR — MERZMRFE TSI, Find R¥ %227V v 7 LET,

MSTP 78— MMEH % FaX E

T A521F. Bdit RZ %227 U v 7 LET,
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5.5 MMRP Plus Settings

MMRP Plus Settings ¥ 7 A == —Ti&, MMRP-Plus 7 7 = 7HEREIC B+ AR EAITWVE T,
MMRP-Plus 1ZV > 7Ry NU— 7 CHEHAIEEZR LA v —2 JTUEMRE T, KA A v FTiX MMRP-Plus @
T THSRERZ AR — R LES, WRP-Plus 7 7 = 7HEHEIL. MMRP-Plus >ef hioBSa A3 FH 9~ % il —
L—AL72 EnE MWRP-Plus DU 7Ry b T —27 OIREEZHEIR L, RO ZME LI EAIE
B LT AL ANEERTHEE L T bR P—0UEE21TH Lo ICEEL £,

MMRP-Plus 77 7 = 7H¥BEIZ Ver. 2. 01. 00 LARETxHits L CUWET, 7235, MMRP-Plus DIUEAERMRIZIZMIZ
MMRP-Plus ~ A & —HREDSENET DREZR N MEL T, ARAA » FIE MMRP-Plus ¥ A ¥ —REREIC I3 %S LT
WEHR A,

MMRP Plus Settings ® FIZH AV T A=a—DO—FEZLUTFTORITRLET,

BE | A=a—4 =

5.5.1 | MMRP Plus Global Settings MMRP-Plus 7V = 7HERED 7 10 — /N L ERTE
5.5.2 | MMRP Plus Configuration MMRP-Plus 7V = 7 HERE D K- FEFR

5.5.3 | MMRP Plus Status MMRP-Plus D 4&-Fh {2~

5.5.1 MMRP Plus Global Settings

MMRP Plus Global Settings [ ClE. MMRP-Plus 7 7V = THEFED 7 0 — LR TEZITUWVE T,
ARl aEFR 7T 5HI121%., L2 Features > MMRP Plus Settings > MMRP Plus Global Settings # 7 VU v
7 LET,

MMRP Plus Global Settings

State (") Enabled (e Disabled
Hello Interval 100ms
Polling Rate 1000ms
MMRP Plus Clear
Ring ID List Clear Failure || Clear Counter

MMRP Plus Global Settings TiZ. MMRP-Plus 7V = THEEED /' a0 — LR EZITWE T, KEHE O
HZU TR LET,

INTFGRA—F— .
State MMRP-Plus 7 7 = 7T H&BEDJRHBE (Enabled / Disabled) ZEIRL F9,
REZEZWAT 5120, Apply R¥ %227 ) v 7 LET,
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MMRP Plus Clear Tl. MMRP-Plus DYRBED 7 U T 21T WE 3, FHEBOHHZ LI TFITRLET,
INTGA—H— iEA
Ring ID List MMRP-Plus ® U > 7 1D ZI8E L £ 7,

Clear Failure "% %7 1V v 745 &, Failure JREEN S Listening JREE~DOBEITEZITWE T,
MMRP Plus O#tatiE#a 7 UV 74 5121%, Clear Counter R Z %7 Vw7 LET,

5.5.2 MMRP Plus Configuration

MMRP Plus Configuration [@jfE TlX. MMRP-Plus DK FRHE ZITWVE T,
AR E2FR 7T HI21%, L2 Features > MMRP Plus Settings > MMRP Plus Configuration #7 Y v 7

L/i—a—o
I

MMRP-Plus Aware

RngID(1-1000) | | AwarePortt Port1/0/1 v|  Aware Port2 Port1/0/1 ~| O Default Apply
MMRP-Plus Configuration

Ring ID List Boras

0 4080 [ JOoem

Revertive (0-86400) [ ]sec Obisable ) Default
FDB Flush Port From

FDB Flush Port To () Default
FDBFlushTimer (0-10) | |sec [] Default

Listening Timer (1-86400) |:| sec [ Default

Hello Timeout(1-86400) | |sec (] Default Apply
Ring 0 i fazs ] oo ]

Total Entries: 1

R - O - = N R =t =
2 RA 1/0/10 /011 1 1 - - 0 1 10

[11] [ 1 [ leo

Note: RA: Ring Aware, VID : Hello VID, FDB : FDB Flush Timer, Pr : Port Restart (O: Enable -: Disable), Vg : VLAN Group, Re : Revertive Setting, Ht : Hello Timeout Timer, Lis : Listening Timer, P
Port-Channel

MMRP-Plus Aware Tlf. U 27 7 U =T HR— FOBREEAITWET, FHEEHOMBEAZ LU TIORLET,
INTGA—H— iEA

Ring ID MMRP-Plus DV > 7 1D 48 € L £,
Aware Portl / Aware | 7T AR—hDA L EZ—T7 =—A% 2 g€ LE 7, Aware Portl &
Port 2 Aware Port2 TENMEDEWIIH D £H A,

REZTHWHTHICIE, Apply REZ2 27U v 7 LET,
Default 7' g U &Z@RINTH L, MU THV 7O M) —2HIBRSNET,
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MMRP-Plus Aware TlX. MMRP-Plus U o 7 OKFHREEZITWE T, NEEHOLEH OFAZLLI IR
7,

NI RA—F— LA

Ring ID List MMRP-Plus DV > 7 1D Z48 € L £,

Ring Name MMRP-Plus DV > 7 D4 fii% 32 CFLUNTAIILET,

VID MMRP-Plus Ofilf#l 7 L — A Z L4 2% VLAN @ VLAN ID % 1~4094 726
BELET,

Revertive MMRP-Plus Tx > hU—ZNEIRLZBEOUIYRY ¥ 4 ~—F)) & 0~

86400 DHLH CTHRE L £7,
FDB Flush Port From / |FDB 75 v =7 L—2A (MRP-Plus) %Z{E L7-HAIC MAC 7 L%

FDB Flush Port To T=TNE 7 VT T HR— NOHHEEELET,

FDB Flush Timer FDB 77 v 27 L—24 (MRP-Plus) %35 L7=8&12, —RFAYIC MAC
7 VAT =7 NVO%E e F14 28 (B) 2 0~10 T3,

Listening Timer YA= HREED Z A L7 U MR (F)) & 1~86400 OFiH CTHE L £
EE

Hello Timeout MMRP-Plus D/t —7 L— LD H A LT 7 MR (7)) 2 1~86400 D
FCHEELET,

REXEMAT AL, Apply RE V%2270V w7 LET,
Default 47> a U BIBIRTH L, BNRNTA—H—DFT 7 )V MEMERH SN ET,

W FEDT —7 2L, Bk L72 MMRP-Plus DV > 7D M —RNFERENET,
FBELI-= MY —ZHIBRT DICIE, T—7VNIZH D Delete RZ %227 ) v 7 LET,
7 —7/VH EIZ® % Ring ID List IZ Ring ID @ U A F%& AJjL, Ring ID List 17D LD Delete
RELHI ) 7T hHE, YT 5HRing IDOT b —RN—FETHIRENET,
Show Detail R %27 Vv 7§ 5 &, FEMARRERRERRTHN—VIIBITLET, RIOX—UIC
REAI1CIE, Back R¥ %227 Vv 7 LET,

5.5.3 MMRP Plus Status

MMRP Plus Status i CiZ. MMRP Plus OIRBEICEAT DA F~ L £, ZO@EEIL, MMRP-Plus 7
U = THERED 7 — VR EDA OB E O IR ATHE T,
R ZFKsT 520X, L2 Features > MMRP Plus Settings > MMRP Plus Status #72 V v 7 L £,

e ————————————————————————————

MMRP Plus Status

VLAN Group Default
Master VLAN 1-4094
Slave VLAN

Total Entries: 2

RingID | MWD PortMode Master VLAN Por Satus S P s | g ame |

170710 Ring Aware Forwarding Forwarding
10M1 2 Ring Aware Forwarding Forwarding

n [ 1 | [ |eo
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Show Detail R¥ %7 U v 735 &, sHilEMRE T RT HX—VITBITLET,
e ————————————————————

- Port 1/0/10
Ring ID 2
Ring Name
Port Mode Ring Aware Default
VLAN Group Default
Master VLAN 1-4094
Slave VLAN
Link Status Down
MMRP-Flus Status -
Master VLAN Forwarding
Slave VLAN Forwarding
Connection Normal

Receive Frame Count

AIDOR—UVIZRESITIE, Back RZ %27 U v 7 LET,
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5.6 Loop Detection

Loop Detection Eif TlL., /L — 7 HEEELZERTEL £7,

JL— TR HHEBE Cl. Configuration Testing Protocol (LA#%. CTP) 7L —AZEEL., HEL-7
L= EBYNZE LGBV —7RAELHEL, A— 2 —RICPAELE T, V—7HEoH
BEIARMZZR T L, A— M2 EIBL TEFOREIZRED £7°,

K& FRrT B2, L2 Features > Loop Detection #7 V v 7 LE4,

e

Loop Detection Global Seitings
Loop Detection State | Mode - |
Enabled VLAN D List Interval (1-32767) o sec
Loop Detection Port Settings
From Port To Port noChkSrc Action State
Port1/0/1 | Disabled | [Shutdown |Disabled [
I S S T S = T N
Port1/0/1 Disabled Shutdown Disabled Normal
Port1/0/2 Disabled Shutdown Disabled Normal
Port1/0/3 Disabled Shutdown Disabled MNormal
Port1/0/4 Disabled Shutdown Disabled Mormal
Port1/0/5 Disabled Shutdown Disabled Normal
Port1/0/6 Disabled Shutdown Disabled Normal
Port1/0/7 Disabled Shutdown Disabled Normal
Fort1/0/8 Disabled Shutdown Disabled Normal
FPort1/0/9 Disabled Shutdown Disabled Mormal
Port1/0/10 Disabled Shutdown Disabled Normal

Loop Detection Global Settings TlX., /L —7HERERED /' o — S ILEREEITWE T, K HH OFH
ZLUFIORLET,

NTGRA—H— B
Loop Detection State JL— T IBERE D URBE (Enabled / Disabled) % 3&IR L £,
Mode L—TRIOEEE— K (Port-based / VLAN-based) % &R L £,

Enabled VLAN ID List IV— TR E AN % VLAN @ VLAN 1D % 1~4094 O#iFH AN LE
T, AKX EIL Mode T VLAN-based %8R L7-HAIC O HmH I vE T,
Interval CTP 7 L — A DEEMEE 1~32767 (FY) O#iFH AN LET,

BREABEMT HI2IE, Apply RZ %27 Y v 7 LET,
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Loop Detection Port Settings Tid, & — NHEAL TON—TREOEWELZFEE L E T, FHE OFHY]

ZLUITFIORLET,

WNTRA—=H—

A

From Port / To Port

RN— hEZIIAR— FOFPHZIEIR L £ 7,

noChkSrc

KA T a %A% (Enabled) 1295 &, fodEENSEEFE SN
CTP 7 L — L %55 LB — 7R & R OB 21T E T, ARk
ENFA —V Ry AL » FRON—T R E FED 72O BREER ORI 2
BB ET08, V=T OBMMBFBEET HENRH Y FT,

Action

UTFOELLNDT 7 art— RE@RLET,

e Shutdown : L — 7 Z A L7-84 12, Port-based & — K TlLi%Y4
T AYER— N % Error Disabled IREEICEE U CHEL 1,
VLAN-based € — FOEGAIE, ST HVIAND T 7 4 v 7 %7
2y 7 LET, SNP F T v 7RV AT Au 7 O@EMbITVET,

e Notify Only : L —FZRE LTZBEAIC, SN\WP F T v 7RV ZAT A
27 COBMDOAEITNET, MER—FOMAESKN T 7 407D
a7 ETWER A,

State

WELR — N TONL—TFEEREDIRHE (Enabled / Disabled) % i%4R L
e

REXWHT 51T, Apply K& 227 U v 7 LET,
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5.7 Link Aggregation

Link Aggregation EE TiL. Vo o 77 ) F—va 2R ELET, Voo T7 7 ) F—v 3 Tl
A= R F X RNV EMINDEEDOR— N RRIEHE) V7 2RELET,

R—FF ¥ FR/E, LACP 7 L — L& EZFE LTIy — 3 %479 LACP £— R & [T T8ERT
HABT 4y T E—RKRHY ET, LACP E— R TIEL, A—btBV 77 v REEIC/2 5 EEHIT LACP
T L —LADEEEIET D Active &, LACP 7L —LA%ZETAF T LACP 7 L—LDEELIEET S
Passive 3® VW £7, #tT 2 WG DR — MF ¥ X VHOEEE— NIFEE L TWHIMERHY | =&
Zﬁﬁ*k?&*»%@@ﬁ%—FﬁﬁﬁP%ﬂwﬂﬁ%ﬁ%INP&X&?4y7®ﬁ%Abﬁ®ﬁ
B R—=FF ¥ RANT v RBEIZ/ D FH A, Passive [F, 72 & 21X v U A A v FlRIEORBEIC
LDEHEBEZENT, Ty VAL v TFOT7 v 7V U 7IC#EAT AR EIERESET,

A= FF ¥ RIVDOBETIT, INV—TF LA NRNR—FR— | 2&ELET, F— FF v R/UTHE—D
BEU 7 LTEMEL, 0 —7F SIS Lz ID T ENET, FIL—TDRA L R—R— |k
IR K 8 R— T,

LACP OF v m— 3 Tk, BAUICHELET A ADRHETVET, BET AL AL, VAT LME
FEREVNENT AN ZABRRBENE T, VAT AEREENELVEEIE, A7 4 1D (MAC 7
N R) Otbfg it S ET,

KW H % FRrT D21, L2 Features > Link Aggregation#7 U v 7 L£7,
T

System Priority (1-65535) 2768
Load Balance Algorithm |Source Destination MAC ﬂ|
System ID 32768,00-40-66-55-68-20

Channel Group Information

From Port To Port Group 1D (1-8) Mode
Port1/0/1 [v] Port/0/1 [v] \ | on [v] Add |[pelete Member port]
Note: Each Channel Group supports up to &8 member ports.

Total Entries: 2

Crma oy |ttt i o I

Pori-channel1 Static 1/0i112-1/013 Delete Channel||Channel Detail
Port-channel2 LACP g 2 1/014-11015 [Delete Channel||channel Detail

BHIOESTIX, Voo T7 7V A= g O@EREXITVET, FEAOHGAZLLTIORLET,
INFGA—H— LA
System Priority AT MMEYE DE % 1~65535 O TAS LET,

Load Balance Algorithm | fEH 3 2 &M /o7 /L3 U XA (Source MAC / Destination MAC /
Source Destination MAC / Source IP / Destination IP / Source
Destination IP) #EIR L £,

WHT AIZE, Apply RH¥ V&2 U v 7 LET,
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Channel Group Information T, "— FF¥ R AEEHELET, FHEHOMHEZLTIIRLET,

INTG R = — Bl

From Port / To Port AUNR=R—=FD U A FZ@ERL £7,

Group ID R—=bF X FNDIN—=THFGE 1~8 DFEIHTAILET,

Mode R—FF ¥ 2 NVOEEET—F (On / Active / Passive) ZJER L F
? F— K2 0n DA, BIEE— RIZAX T 4 v 7 TT,

F v XN I N—T BT HI20E, Add AR Z &2 7Y v 7 LET,

TN—"TIND AR —R— N ZHIFRT 5121%, Delete Member Port R"&¥ %27V v/ LET,
F ¥ XTI N—T Z BT 5121%. Delete Channel "R¥ %7 U v 7 LE9,

F v RV OFEMIE R 2 FR"T H121%, Channel Detail R"Z %27V v 7 LET,

Channel Detail "¥ %7 U v 735 L, LFIORTHEHENERINET,

Port Channel Information

Port Channel 2
Protocol LACF

Port Channel Detail Information

e i oo i smo | panrrom | oontammr |

Port1/0/14 32768
Port1/0/15 Long Active down 32768 0

Port Channel Neighbor Information

m Partner System ID Partner PortNo Partner LACP Timeout Partner Working Mode Partner Port Priority

Port1/0/14 0,00-00-00-00-00-00 Long Passive
Port1/015 0,00-00-00-00-00-00 0 Long Passive 0
LACP State:

bndl: Port is attached to an aggregator and bundled with other poris.

indep: Port is in an independent state(not bundled but able to switch data traffic).
hot-sby: Port is in a hot-standby state.

down: Port is down.

A= b F ¥R NVEHRET DI, MditRZ 227 ) v 7 LET,
REZTEHATHICIE, Apply RE L Z2 27U v 7 LET,
BIOBEIZREAHIZIE, Back " Z %227V w7 LET,

Edit R¥ %27V v 7 LIzt DOKHEE OMAZ U TIORLET,

INTGA—H— iEA

LACP Timeout mw&4A7ﬁb®%~b(%wt/mm)% IR L F 7, Short DG
BlX 3 BPRIZ LACP 7 L—AZZ[E LN e X R LET,

ng®%é@9o@%mme7V~A§§@L@wggmﬁ¢y&@

R LET,

DTG A—HF—% LACP 7 L— ATl 52 L T, Short ®BEIT 1
MIE. Long DAL 30 RIFR T, *tH1T /34 A3 LACP 7 L— A%

EELET,
Working Mode LACP OEIfEE— K (Active / Passive) Z N L £,
Port Priority N— MEEEOMEEZ AT LET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
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5.8 L2 Multicast Control

L2 Multicast Control 7 A==2—TiX, ¥V FF¥ A M T 7 4 v Z7HIENCET IR EEZITWVET,
VNFXYANRT T 4y THIBIZITDRWNAAL v F T, v FF¥ A F7 L—A1F VLAN OFREIC
HEoEF, MBER— IR CWEmEEINE T, kY, FIRAEROBINS~LF Sy 2 7 L—24
DB S KT A ADAREKRZR L, Fv N —7 BIKICEREL KIFTZE8H0 7,
VNLVFXXYANNT T4y VHIEITY & AL Yy FIETAT XY XA NBEOA L N—2FEH L A
UR=FIET DR— N ERRIC LIV TF XY AN N T T 4 v 7 OEREEITH) ZENTEET,

L2 Multicast Control D FIZH BV T A =2 —D—ELZUTORITRLET,

BHE | A==a—4 B

5.8.1 | IGMP Snooping IGMP 2 X—E' > V" DRIE

5.8.2 | MLD Snooping MLD A X — & v 7 DR E

5.8.3 | Multicast Filtering N FFXY AT 4NEY T ORE

5.8.1 IGMP Snooping

IGMP Snooping %7 A == —Tl%, IGMP A X — V' v VHEREDRELITVVET,

IGMP A X —E L ZE, wILFF ¥ A RFRARRCTILFF ¥ A M—F—NEETL M Avt—T%
Frv I L, FR—FTOVLTF XY A NALUNN—DFEL HEISE T AETT, &R —FD A
PN—DBGITIRETEHIN, ZELEIMP A vt —YOoRNBICLVEFRINET,

IGMP Snooping Settings

IGMP Snooping Settings [ TiL. IGMP A X —V' L 7 D7 a— )L EZITWET,

AW H % FoRT HIZ1E L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping
Settings 7 V v 7 LE7,

VP Snooping Settings

Global Settings

Global State (@)Enabled (")Disabled

Dynamic Mrouter Aging Time (10-65535) sec

Unkown Data Lt (1-64) @NoLimi
IGMP Snooping Unknown Data Al [v] vioi-g0e)[ ] IPAddress[ . [ cear |
VLAN Status Settings

viD(-d00) | (Enabled (e)Disabled
IGMP Snooping Table
vip-40e[ | | Find | [ viewan |
Total Entries: 1
default Enabled Show Detail
n I] Go
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Global Settings Tl. IGMP A X —E L 7D u— LR EXITWVET, FEHOHAZLLTFIZRL
e

RIA—F— A

Global State IGMP A X —t > 7 ™YRAE (Enabled / Disabled) Zi&EIRL F9,
Dynamic Mrouter Aging IGMP AX—V U 7 TCHEE LI N—TERO—V T XA Lk 10~
Time 65535 (Fb) OHEIPHTASILET,

Unknown Data Limit AUN—ERP RNV T XY AN T L —L2EZEFELEEED, AV

N—=FRIEOT ) —DI KB 2 E L FE T, Default N F = v 7
ENTWAEE, 74V N0 64 #FEHLET, BHETHELIZE
Default DF ~ v 7 &4 L. =2 N —0 FRE% 1~64 OFFHTAN

Lij—o
IGMP Snooping Unknown AUN—ERN NI A F I 7 ") =27 U T T HEEICHEEL
Data F9, ZUVTTHRHBRELUTONTNANLEIRL F7,

o All: T RXCO=U NV —%7UTLET,
o VLAN: f5EL/ZVIWDOZY hU—%2 27 T LET,
o VID : VLAN ID % 1~4094 O#iH AL LET,
e Group: fRELZ/N—T D N —% 27 U7 LET,
o IP Address : Z/—77 RLAZ AT LET,
PRE AT DI, Apply REZ &7V v LET,
AUN—IERP 72N N —% 7 V75 5I121%, Clear R ¥ %27 Vw7 LET,

VLAN Status Settings Ti&, IGMP AX—VE' 7 &M% VLAN 2% L £3, FHEOMB AL LT
R LET,

NRIRA—HF— LA

VID VLAN ID % 1~4094 O#iHTAL L E T,

F7-. BELSE VLAN TO IGMP A X — ¥ > 7 O HE (Enabled /
Disabled) %#&ER L £,

REZEZWAT 5120, Apply R¥ %227 ) v 7 LET,

IGMP Snooping Table T, IGMP Z X —t' L 27D VLAN iREAMER L £1, FHEAOMHAAZLLTICRL
E

INTG A —F— .

VID VLAN 1D % 1~4094 O#iPHTA L £ 7,

ASJUTAE#T IGMP AR — B VAR T H12F, Fild RF o227V v 7 LET,

TRTOIGMP AX—VE 7 aFRT HI20E, View ALl R¥ %227V w7 LET,

VLAN O MG IR AR R T HI121%, Show Detail R¥ %227 U v/ LET,

IGMP A X — ¥ v ZF DOFFER EEITH 2L, Bdit R¥ 227 U v 7 LET,
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Show Detail R¥ %7 U v /35 &, LFIORTHENERIILET,

VIF Snooping VLAN Parameters

IGMP Snooping VLAN Parameters

VID

Status

Minimum Version

Fast Leave

Report Suppression
Suppression Time

Querier State

Query Version

Query Interval

Max Response Time
Robusiness Value

Last Member Query Interval
Proxy Reporting

Unknown Data Leaming
Unknown Data Expiry Time
Ignore Topology Change

1 seconds

Disabled Source Address (0.0.0.0)
Enabled

Infinity

Disabled

IGMP Snooping VLAN Parameters Ef(Zi%, IGMP 2 X —t' > Z OFEMEHR AR RIS E T,
TEWAERET AI2IE, Modify R¥ %27 U w7 LET,

IGMP Snooping Table T Edit "&¥ > %27V v/ 357, F721% IGMP Snooping VLAN Parameters [Hjffi
TModify R¥ %227 V735, UUTNORTHEENRSINET,

VIP Snooping VLAN Settings

IGMP Snooping VLAN Settings

VID (1-4094)
Status
Minimum Version

Fast Leave
Report Suppression

Suppression Time (1-300)

Querier State

Query Version

Query Interval (1-31744)

Max Response Time {1-25)
Robustness Value (1-7)

Last Member Query Interval (1-25)

Proxy Reporting

Unknown Data Learning
Unknown Data Expiry Time (1-65535)
Ignore Topology Change

I

e Enabled | Disabled

1 [v]
(_JEnabled (®)Disabled
(_Enabled ()Disabled

10
(CEnabled (e)Disabled

(5]
[<]

w
@
o

w
@
o

= [ [=]=
= | ra
w

w

@

o

—

(CEnabled (@)Disabled

Apply
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IGMP Snooping VLAN Settings Ti, IGMP A X — b U VO EMBTEEZITWVET, FEHOMRHAZLLT

R LET,

INTRA—=F—

A

Minimum Version

IGMP R—> 3> 1/ 2/ 3) #&ERLET,

Fast Leave

IGMP A X — ¥ J RHIRFEERLFEHE D IRBE (Enabled / Disabled) 7% &R
L¥7, Enabled O¥a. AL 3= 5 IGMP ZL— 7B A »&—
BEETAHLE . AU N—ZHIEBIZHIR L £,

Report Suppression

LR— MH|OIREE (Enabled / Disabled) Z 3R L £,

LN — MDHIESEEIZ. IGMPv] B LN IGMPv2 A v — 2%t L C DA
ELET,

LR — NI OGA, EEIXALT Y AN — R0 50 16WP
Aot =V T RTCILTFHY A M—F =Tk LET, LEAR— M
HINH R DS . Suppression Time THHTE L7-HIBFINIZ</LF ¥ R
)= RO DREUZA T (A= P LR— N7 —TBER) O
Ave—VEEHEZETLE, 1 HOA vy E—VIZENL T LT Fy
A ML—H —ZHirk L £,

Suppression Time

LR — MBS RE O IR (BY) 2 1~300 OofFHTAILET (5
Tk 108) .

Querier State

7 U THEEEDIRAEE (Enabled / Disabled) #EINL F£4, 7= U 7T
BEIX. B~ T FXY A M—F—RNEETDH IGMP 7=V —%RAT
L CEETHHERETT, /LT F v A FL—F —INFIE LR WEREE T,
~NVFXx AL — FOBEREBEINCEH T H7-DIC0ET D 7,

Query Version

JZUTREETAHEY 2R TIN I —DR—Var 1/2/3) %
IR E£97,

Query Interval

TV TREETDH 22TV 7)) —OE&ERREEZ 1~31744 ()
OFPETAD L ET,

Max Response Time

VxR TN ) —DINEEBRE A 1~25 (B) O#iBETANLE
7,

Robustness Value

TR SR AL o I~TOFPHTANLEST (T 7405 :2)

Last Member Query
Interval

I YT INAUN—BEED S NV—T AR T 7 ) —F R ET
HMEZ 1~25 (7)) o&PFHATANLET,

Proxy Reporting

7%y LiR— MEREDIREE (Enabled / Disabled) ZH5E L £,
e Source Address : 72X LR— FNDEETLT RLAZ AT LE
7,

Unknown Data Learning

YNANFXXYANNT T 4 v 7 EZELLEEIC, AVASA—=RIEEOT U
UV —%1ERd 535 1% Enabled Z 38R L £ 97,
e Unknown Data Expiry Time : A L/ XR—FREDOZ L N —DHZHIR
% 1~65535 (F)) OHFPHATATLET,

Ignore Topology Change

cAR v o —EEOMEIEDIKRRE (Enabled / Disabled) % %R L
7,

REZEZWAT 520, Apply R¥ %227 ) v 7 LET,
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IGMP Snooping Groups Settings

IGMP Snooping Groups Settings i ClX. IGMP A X —bE 7O N — %2R LET, F/-.
IGMP AX—VE U T DAZT 4 v 7 N —5B8TH5Z L TEET,

R H % Fr 9 5121L. IGMP Snooping > IGMP Snooping Groups Settings #7 U v 7 L £,

VIP Snooping Groups Settings

IGMP Snooping Static Groups Settings

VID (1-4094) Group Address From Port To Port

| | [ ] [Portt/o/1 ~] [Port1/0/1 ~] [ apply | [ Detete |

VID (1-4094) Group Address

oL ] ol ] [ Fnd ][ viewan ]

Total Entries: 1

I Y S R
1 224.01.0 1010

17 [q] [ [ge

IGMP Snooping Groups Table

VID (1-4094) Group Address

o ] ol ] [ Fnd ][ viewar |
Total Entries: 0

o | Grouw s sorce ntss T o | s |

IGMP Snooping Static Groups Settings TlX. A¥ T 4 v /72 F) —OREZITWVWET, FHEHED
A ZLITIOR L ET,

INTGRA—F— Bl

VID <NVFFx AT N—TFDVLAN 1D % 1~4094 OFPATATI L £,

Group Address [PV TFHXY AT N—TT RLAEASLET,

From Port / To Port A= MEFITAR— FOFKFHZBEIN L 4,

VID FUFRE TV L, AT Xy AR L—TO VAN 1D % 1~
4094 OHFIPHTAN L ET,

Group Address FGOFRE L VI L, AT AT NAN—TT RLAEZATIL
7,

REXEMAT AL, Apply RE V%2270V w7 LET,

IGMP AX—V U T RAET 4 v 7 T N—TZHIRT HITIL, Delete "¥ %27V v 7 LET,

AT LTGRO S IGMP AX—VE U T AZT 4 v 7 T N—T 5B T HICIEL, Find R&Z %227 U v 7 L
£7,

TRTO IGMP AX—VE U T AT 4 v 7 T N—T%FRKRT HITIE, View ALl RZ %227V v 7 LET,
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IGMP Snooping Groups Table TiZ, IGMP A X—tE 7Dz M) —nERINET, FHEEOFHHAE
TR LET,

NI RA—H— iEA

VID FOFRE L HET ) T L, wATFFY A NI N—TD VLAN 1D & 1~
4094 OFIPHTASI L ET,

Group Address FSOFRE TV L, IA—TT RLRAEZANLET,

AN LTZEMTIGMP AX—YE o T T N—T % ET HI2E, Find R¥ %27 ) v 7 LET,
TRTDIGMP AX—E T T N—T%FKRT HIZIE, View ALl RZ %27V w7 LET,

IGMP Snooping Mrouter Settings
IGMP Snooping Mrouter Settings [ TiX, IGMP A X —E' LV D)L—H —KR— FZ2RE L £7,
A A7~ 5121, IGMP Snooping > IGMP Snooping Mrouter Settings #7 V v 27 L £,

e i i ——————————————————————————————

IGMP Snooping Mrouter Settings

VID (1-4094) Configuration From Port To Port
| | [Port ~] [Portt/0/1 ~] [Port1/0/1 ] apply | [ Delete

IGMP Snooping Mrouter Table

vipgd0e | [ Find | [ viewan |

Total Entries: 1

1 1/0/10 (Static)

IGMP Snooping Mrouter Settings Tlt., NV —F —FR— F2X&GFLET, FEEOHMHAZUTIIRLE

D

INFGA—H— B

VID i~ % VLAN 1D % 1~4094 O#PFHTAS L E7,
Configuration LITFDES B0 R— MR AR L £,

e Port : XMfRR— L EAXT 4 v DN—H—R—FILET,
e Forbidden Port : XfHA— h &I/ —H —KR— MIEELET,
From Port / To Port R— hOFFAZBINL F3,

RELZEATHICIE, Apply RE 227U v 7 LET,
Bk LT —H4 —R— hEHIBRT 5120, Delete ™" X &7 U v 7 LET,
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IGMP Snooping Mrouter Table Tl¥, N —X—HKR—F2FRLFT, FHEAOMHAZUTIORLET,
NI RA—F— Bl
VID 9% VLAN 1D % 1~4094 O#FHTAS L £,

AL —H —R— FERETHIZE, FidR¥ o227V v 7 LET,
TRCON—H—R— b E2ERTHIZIE, View ALl R¥ %27 U v 7 LET,

IGMP Snooping Statistics Settings
IGMP Snooping Statistics Settings i ClX, IGMP A X — b v /et aEF R L £,
K % #67~ 9 5 121%, IGMP Snooping > IGMP Snooping Statistics Settings 27 U v 7 L£7,

VIP Snooping Statistics Settings

IGMP Snooping Statistics Setfings

Statistics VID (1-4094) From Port To Port

All [~ | Port1/0/1 ~ Port1/0/1 ~
IGMP Snooping Statistics Table

Find Type VID (1-4094) From Port To Port

[VLAN [~ I | [Port1/0/1 ~ [Port1/0/1 ~ | Find | [ viewan |

Total Entries: 1

mmmmmm

Port1/0/9

n ] l_ Go

IGMP Snooping Statistics Settings TliX. IGMP A X —t° U VJHEHERAEZ 7 V7 CTEx F4, FHEHED
A LI FITR L ET,

NI RA—H— FiEA
Statistics 7 UVTFD IGMP AX—¥ v THEHERORNSR %, LLFOWT NG
IR L FET,

o All : T R_TDIGMP A X — Vv Vit ®mAE 7 V7 LET,

o VLAN : %22 VLAN @ IGMP A X — v > VkEHE#H 42 27 UV 7 LET,
o VID : VLAN ID % 1~4094 O#iHTA L £ 7,

e Port : XfHRAR—FD IGMP A X—b v 7#EHERAZ 27 V7 LET,
o From Port / To Port : iN— ks O#iH &38R L £,

IGMP A X — B JH#EHEHREZ 7 UV 7T 5121%, Clear h¥ %7 U v 7 LET,
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IGMP Snooping Statistics Table TiX. IGMP A X —E Vi IERMPIFRREINE T, KEEH OHAL
TR LET,

NFGRA—HF— iEA
Find Type IGMP A X — Vv Tt T —7 VDR RGRE . LLFOWT I b
WLET,

e VLAN : %5 VLAN @ IGMP A X — b v Vit ma £~ LT,
o VID : VLAN ID % 1~4094 O#iH AL LET,
e Port : KB AR— D IGMP A X — b v Z#eHE@RAF R LET,
o From Port / To Port : R— M FE/IEA— N O#FIPHZZINL £
7
AT LT AT IGMP A X — B VGG R AR BT 51iE, Find RF %227V v 7 LET,
TARTO IMP AX—E U Ve R A Z R T H121%, View ALl ARZ %227 U v 7 LET,

5.8.2 MLD Snooping

MLD Snooping 7 A ==2—TlZ, MLD A X — " FTHEREDRTE ATV ET,
MLD AX—E V7L, IPv6 ¥ /LFF¥ A KA ML TFv¥ A M—HF—REETDH MD A vt—
ChF VT ARET, IPvd TO IGMP A X — b2 ZHEREICHYS L E T,

MLD Snooping Settings

MLD Snooping Settings [ Ti&, MLD A X — > 7 D/ u— LB EEITVET,

K & FRT HI21EL L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping
Settings #7 U v 7 L£7,

L

Global Settings

Global State (@)Enabled (")Disabled

Unknown Data Limit (1-64) [iDefault

MLD Snooping Unknown Data Al [v/] viD(1-4084) | Group Address|[FFE0-1 | [ Clear |
VLAN Status Settings

vipa40e) ] (JEnabled (a)Disabled
MLD Snooping Table

vipagee) ] [ fnd | [ viewar |

Total Entries: 1

1 default Enabled Show Detail Edit

n [q] [ [eo
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Global Settings Tl¥. MLD AX—E > 7 DI — LR EXITWVET, FEHOHGAZU FIORLE

R
NTA—F— B
Global State MLD A X —t° o JHREEDIREE (Enabled / Disabled) Z 384N L £,
Unknown Data Limit AUNR—=IERPN NI LT XX AN T L —LEZEFLIEHED, AV
N=REDOT 2 Y —DIEREERE L ET, Default N F = > 7 I
TWbaEGE, 774V 0 64 ZEHLET, ZHT 558513 Default
DF v 7 &HLT, =) —D EREEZ 1~64 OFPFATATLE
R
MLD Snooping Unknown AUN—ERRNWE A F I v 72 N —%2 7 VT TH58ICHEEL
Data 9, Z VT THx5 %, LTFTOWTINL@RL £,
o All: T _RCOHOZ M) —%Z7 VT LET,
o VLAN: f5EL/ZVIWDOZY F—%2 27 VT LET,
o VID : VLAN ID % 1~4094 O#iH AL LET,
o Group : ¥eELI-INV—"7Dx ") —% 7 VT LET,
o Group Address : Z/L—F7 RLZ2Z AN LET,

REABEMT AI2IE, Apply RZ %27 Y v 7 LET,
AUN—ERN 2N N —% 7 T3 5201%, Clear R¥ %227 ) v 7 LET,

VLAN Status Settings Ti&, MLD A X —E > 7 213 % VLAN 288k L £ 7, FHEAOHBAZLLITIZ
RALET,

NRIRA—HF— LA

VID VLAN ID % 1~4094 O#iH TAL L E T,

T/, BBELE VLAN TO MLD A X —E 2 7 Okt (Enabled /
Disabled) Z#EIR L £,

BREABEMT HITIE, Apply RZ %27 Y v 7 LET,

MLD Snooping Table T, MLD AX—t> 7 ® VLAN REZMER L ET, FEHOMHZUTIORLF
R

INTG A —F— BTG

VID VLAN 1D % 1~4094 O#iPHTA L £ T,

A UTZEMTMLD AX— ' V2R T 512, Find RZ 227 U v 7 LET,

TRTOMD AX—E T %#FKRTHI0E, View ALl A& %27V v 7 LET,

VLAN OFFEMIEHR 2 FKr 3 5 121%. Show Detail R¥ %227 Uo7 LET,

MLD AX— V> 7 2 HRET DI, BditRZ 227V v 7 LET,
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Show Detail R¥ %7 U v /35 &, LFIORTHENERIILET,

MLD Snooping VLAN Parameters

viD 1

Status Enabled

Minimum Version vl

Fast Leave Disabled (host-based)
Report Suppression Disabled

Suppression Time 10 seconds

Proxy Reporting Disabled Source Address (2}
Mrouter Fort Learning Enabled

Querier State Disabled

Query Version v2

Query Interval 125 seconds

Max Response Time 10 seconds
Robusiness Value 2

Last Listener Query Interval 1 seconds

Unknown Data Learning Enabled

Unknown Data Expiry Time Infinity

Ignore Topology Change Disabled

MLD Snooping VLAN Parameters B |ZIZ. MLD A X — >V OZEMBERA TR INET,
EMARET AI121F. Modify A& %227V v 7 LET,

MLD Snooping Table T Edit "¥ % 7 U v 7 957, F721% MLD Snooping VLAN Parameters [ C
Modify R& %27 ) v 35&, LNIORTHEENRRIIVET,

VILD Snooping VLAN Settings

MLD Snooping VLAN Settings

VID (1-4094) ]
Status e Enabled | Disabled
Minimum Version 1
Fast Leave (CEnabled (¢)Disabled
Report Suppression (Enabled (e)Disabled

Suppression Time (1-300)

(CEnabled (eDisabled

Procy Reporing Souroe Aderss fed0-1 |

Mrouter Port Leamning (@Enabled (" )Disabled
Querier State (_JEnabled (@Disabled
Query Version

Query Interval (1-31744)
Max Response Time {1-25) sec
Robustness Value (1-7) :l
Last Listener Query Interval (1-25) ]

Unknown Data Learning (®)Enabled (Disabled
Unknown Data Expiry Time(1-65535) [ secininiy
Ignore Topology Change (Enabled (e)Disabled

Apply
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MLD Snooping VLAN Settings TlE. MLD A X — b > VOIEMBEEITVET, FEH O A LLITIC

A LET,

INTRA—=F—

A

Minimum Version

MLD X— g (1 /2) Z#IRLET,

Fast Leave

MLD A X — ¥ 7 HIRFEERAEEE D IRHE (Enabled / Disabled) % iR L
%9, Enabled DL, AL RN—0OHENA v E—V2%ETHE, A
UR—Z AR ICHIBR S NV E T,

Report Suppression

LR — M| OREE (Enabled / Disabled) Zi#IRL F 9,

Suppression Time

EHETH MD LaR— b E 72BN A2 PH9 2 M Z2 1~300 OFFHCTA
HLET F74+4b8:10) .

Proxy Reporting

7'a X LiR— MEREDIRHE (Enabled / Disabled) Z IR L £,
e Source Address : 72X LR — FNDEETLT RLAZ AT LE

E

Mrouter Port Learning

J— K —R— R BEEEDIREE (Enabled / Disabled) #3IR L £,

Querier State

7 ) THEHEDIREE (Enabled / Disabled) % iIR L F4-,

Query Version

7T REFETLHV =TT =) —DR=Var (1/2) z2iER
LET,

Query Interval

TV TREETH 22TV ) —OE&ERREEZ 1~31744 ()
DOHEPATAT LET,

Max Response Time

VxR I NI ) —DINEEBHRE A 1~25 () O#BETANLE
7,

Robustness Value

TNA MR AEEE 1I~T OFFATATILETST (T 7400 :2)

Last Listener Query
Interval

I YT INAUN—BEEED S NV—T AR T 4 7 ) —F R ET
HMEZ 1~25 (7)) o&PFHATANDLET,

Unknown Data Learning

YNANFXXYANNT T 4 v 7 EZELEEIZ, AVANA—=RIEEOT U
U —%1ERd 5345 1% Enabled Z 38R L £ 97,
e Unknown Data Expiry Time : A L/ XR—FREDOZ L N —DHZIHIR
% 1~65535 (F)) OHFPHATANLET,

Ignore Topology Change

R wa o —EEOMEFEDIKRE (Enabled / Disabled) % %R L
7,

REZ AT HI21E, Apply R¥ %27V v LET,
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MLD Snooping Groups Settings

MLD Snooping Groups Settings M Ci%, MLD AX—t 7O M) —Z R L E£4, F£7~. MLLD
ARX—VEUTDART 4y 72 M) —5BTH L L TEET,

K %357~ 7 5 121%, MLD Snooping > MLD Snooping Groups Settings #7 V v 7 L £,

VILD Snooping Groups Settings
MLD Snooping Static Groups Settings
VID (1-4094) Group Address From Port To Port
| | [FF11z11 | [Port1/0/1 ~] [Port1/01 ~] [ apply | [ Delete |
VID (1-4094) Group Address
o] ofFi I T
Total Entries: 1
1 fi11:11 11010
1n (1] Go
MLD Snooping Groups Table
VID (1-4094) Group Address
o] ofFi I T
Total Entries: 0
o Group nass souco hdaes Ch oo | o |

MLD Snooping Static Groups Settings TlX, A¥ 7T 4 v/ T M) —DFRELEZITWVET, KHEH DL
BHZLL IR LE T,
T A — g

VID

LA
<L FFXy AR N—TDVLAN 1D % 1~4094 OFFHTASILET,

Group Address

IPv6 ¥ /L FF ¥ A TN —TT RLRAZ AN LFET,

From Port / To Port

N— M ETIIAR— b OHPHZ IR L £ 7,

VID

FOFRE L HET ) T L, wATFFY AT N—TFD VLAN 1D & 1~

4094 OHFIPHTAN L ET,
FUFRE L HET ) v L,
ABLET,
REXEMAT AL, Apply RE V%2270V w7 LET,
MID AX—VE U T AET 4 v 7 TN—T%HIRT HI2I%, Delete R¥ %7 U 7 LET,
ATTLTEIERT MDD AX =V T AL T 4 w7 IN—T%#FETHI20E, Find R¥ %27 U v 7 L%
77

FTRTD MD AX—VE LT RAEZT 4 v 7 T N—T%2RR_THITIL, View All R"Z %7V v 7 LET,

Group Address IPv6 ~ VFF ¥ A NI NL—TT RL 2%
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MLD Snooping Groups Table TiX, MID AX—tE 7O N —NFERINFT, FHEEOHHAZLL
TR LET,

INTGA—H— iEA

VID FUFRF T ) T L, AT FX A NI I—TFD VLAN 1D & 1~
4094 OHFIPFHTATI L ET,

Group Address FGOFRE T VI L, TA—T T KL AEZ AN LET,

AN UM TMD AX—E T T N—T % RETHIZE, FindR"¥ %227V v 7 LET,
TRTOMD AX—E T 7 N—T%FKRrTHZIE, View ALl RZ %7V w7 LET,

MLD Snooping Mrouter Settings
MLD Snooping Mrouter Settings Hif Cix, MLD AX—t' 7 D)L —H—KR— [ NEeRTELFET,
K 2 R T 5121, MLD Snooping > MLD Snooping Mrouter Settings #7 VU w7 L £,

T —

MLD Snooping Mrouter Settings
VID (1-4094) Configuration From Port To Port
[ | [Port [~] [Port1/0/1 [v] [Port1/0/1 [v] apply | [ Delete
MLD Snooping Mrouter Table
vipg0e[ | [ Find | [ viewan |
Total Entries: 1
1 1/0/10 (Static)
11 (1] [ [eo

MLD Snooping Mrouter Settings Tld, /N —&%—HR— F&2&&K L E7, FEHOMHEZLL TIIRLET,

INTGA—H— B
VvID VLAN 1D % 1~4094 O#PHCTATI L E T,
Configuration A— MERZLLTOWT N SBIR LU E T,

o Port: XA —hERXT 4 v DL—H—R—FMILET,

e Forbidden Port : XK — F &I/ —Z —HKR— MILFET,

e Learn PIMv6 : X[Z7A~— I C IPv6 PIM TO)L—F —iR— FDFE %
TOET,

From Port / To Port A— N EIIR— FOHEPHZ BRI L F 5,

RE AT DI, Apply RE U E IV w7 LET,

Bk Llon—F —KR— FEHIFRT HI2IX, Delete h¥ %27 U w7 LET,

MLD Snooping Mrouter Table Ti, /N—#% —FR— h2FRLET, FEAOMBPAZLTIORLET,
NTGRA—H— LA
VID VLAN 1D % 1~4094 O A LET,

AN UTERTN—F —R— N2 RETHI2E, Fid RZ %227V v 7 LET,
FTRTCON—F —R— b EFRRTHIZIE, View ALl RZ %227 ) w7 LET,
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MLD Snooping Statistics Settings
MLD Snooping Statistics Settings [ CTiZ., MLD A X — bt Vet EHRAEE R LE T,
KWl & ZFRrT 5I121L. MLD Snooping > MLD Snooping Statistics Settings %7 V v 7 L £,

VILD Snooping Statistics Settings

MLD Snooping Statistics Settings

Statistics VID (1-4094) From Port To Port

All [~ | Port1/0/1 ~ Port1/0/1 ~
MLD Snooping Statistics Table

Find Type VID (1-4094) From Port To Port

[VLAN [~ | | [Port1/0/10 ~ [Port1/0/10 ~ | Find | [ viewan |

Total Entries: 1

MLDv2
>
e [ w [ w [ w

[ owe | [ e | | e | o |
0 0 0 0 0 0 0 0

n ] [ [eo

Port1/0/10

MLD Snooping Statistics Settings Ti¥, MLD A X—V L J#EE®RAZ 7V 7 TxFd, F£HEBDH
LI TIOoRLET,

NI A —F— B
Statistics 7 VT HMD AX—E > THEHERONGEZ, LT OWT I 5
WRUES,

o All : T RTOMD AX—E L VEHE#RE 27 VT LET,

o VLAN : %% VLAN ® MLD 2 X — > F#ieHE®mAE 27V 7 L £,
o VID : VLAN ID % 1~4094 O#iHTA L£7,

e Port : KR —FDOMD AX—E L VHEERE 7 VT LET,
o From Port / To Port : iN— ks O#iH & 8IR L £,

MLD A X — B > JH#EtEHRE 7 U 7T 5I121%, Clear h¥ %7 U v 7 LET,

MLD Snooping Statistics Table TiE. MLD AX—Y' JeHEHRNnEzRINE T, F£HEBA OHBEZLL
TR LET,

NI A—=F— WL
Find Type MLD AR — > ZfiEHT — 7 A OFRFx G E . LFOWFhsD bR
LET.

e VLAN : %[5 VLAN @O MLD A X — &' > it e For LE7,
o VID : VLAN ID % 1~4094 O#iFH AN LET,

e Port : KRR —FDOMD ZX—t" L FHEHEREZF R LET,
o From Port / To Port : 7N— ~ O#iJHZ &N L £,

AT UM TMD A X — B2 FHRHERZM KT D21, Fid R¥ %227V v 7 LET,
TRTOMD AX—¥E U FHFHERZ R AT DL, View ALl RZ %227 ) v 7 LET,
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5.8.3 Multicast Filtering

Multicast Filtering BiH CTlX. /L FFXFX¥ A N T 4 NE U U TOFREZEITNET,

TNAFXXYARNTANEY T, vATFHRY AN T U= AEBZE LGS OBIELEDOE— R &R
ELFET, T 74/ 5D Forward All OGS, IGMP AX—E L TR EICL <L TFF¥ A M AR —
ZEELTWZELTH, VLAN OREICESSHER— I _NTIZmELET, EnUSADE—F
(Forward Unregistered 3 TN Filter Unregistered) TiX., ¥/ T F+ X b A U N—NEFEINT
WA E I A U R—=DFET D — MMIxF L T 21T E T,

Forward Unregistered £— K& Filter Unregistered £— FOEWIX, REHEO~LF XY A M T
T4 v 7T AP T4, Forward Unregistered DiFa. REBEFO~NLF XY A MNT 7 4 v 7 1%
797 478N FET, Filter Unregistered DAL, X I N FEFA,

ANHEH &2 FRT H121%. L2 Features > L2 Multicast Control > Multicast Filtering #7 VU v 7 L
e

O U—

Multicast Filtering

VID List Multicast Filter Mode [Forward Unregistered[~]
Total Entries: 2
default Forward Unregistered Groups
VLANOOD2 Forward Unregistered Groups

n 4] [ [eo

A DA H OFH 2 LT IOR LET,

NG A —H— B

VID List VLAN ID U A &2 AT LET,

Multicast Filtering TNVFXXYARNTANEY) U TE—REZLULTOWNWET N HERLE
Mode T,

e Forward Unregistered : BEkFH D~ /LT F ¥ X h3T v MIfinE
T =TI THRE S, RBEFRO< LT X ¥ X b3y ME
VLAN RAA NCHEASNWTT T T 4 v T ERET,

e Forward All : T+ _XTO~/LFFx¥ X 3w ME, VLAN RA A >
WZHANWTTZ T T 7 ENET,

e Filter Unregistered : BEkiF A D /7 v MIGRIET — T WITHS
WTHAIE S, TRTORBEDOTALFF v A My MIT (L
2V TENET,

REZXZWAT 521, Apply R¥ %227 ) v 7 LET,
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5.9 LLDP

LLDP ¥ 7 A = = — %, LLDP |[ZBE T 2% EZFTVVE T,

LLDP 295 & BT 2888 (v A N—) CHHAIZ LLDP fEfE W L, A N—1EFHREZETE
F9, ZNHLDOFERIT. FHEBTAL v FREHGL TWDLT A ZAEMHERT L5650, Xy hU—
7Y — VIR BT K o THERRE R ZAT O BRICAE R & 720 £,

LLDP THEH SN D 7 L—20d, FHIE LTRE LT A AT S L, iR — Madimk s E
A, 7277 L. LLDP Zfi ] L2734 2T, LLDP Bilkre 2 R— F L CWAEE, LLDP 7 L—A4
AT D2 BV 3, ZOE, LLDP dhckégsF L4 LLDP @imtéae 4 AR — h LTV o84 T
kL TR L CH LLDP TOREHRAHEZIT ) Z L1 TE F90, HikT 25734 AnZ D> LLDP
KGR IV LTV D56, LLDP ORA N—fFRBRNEIZR D | WARE NN EIC R 2280 » &Y
E3x

LIDP D FIZhH A T A=a—D— &5 U TORIKLET,

BE | A=a—4 =

5.9.1 | LLDP Global Settings LLDP ® 7 & — L3R 7
5.9.2 | LLDP Port Settings LLDP DR — R % iE

5.9.3 | LLDP Management Address List LLDP T3 2EH T N L 2 DFRR
5.9.4 | LLDP Basic TLVs Settings HAEBTLY OFKE
5.9.5 | LLDP Dotl TLVs Settings IEEES02. 1 TLV D& E
5.9.6 | LLDP Dot3 TLVs Settings IEEES02. 3 TLV D E
5.9.7 | LLDP-MED Port Settings LLDP-MED TLV D E
5.9.8 | LLDP Statistics Information LLDP O#EFHEM DR R
5.9.9 | LLDP Local Port Information LLDP CTi@%n3 2 1F R DFR
5.9.10 | LLDP Neighbor Port Information A N—IFROFER

LLDP 7 L—ATiX, 7L —AOT7 =X | ZEEAFOREEFREEDET, ZOBEEHRIT, TLV &0
IR THESNET, LLDP 7 L—AICHEN L BHEERIL. ZORMEFHRD TLV B2 & D 7= Hikk
ICE o TRBIENET, AEETIE, A— b ID X° LLDP [FHMOA IR & D LLDP TWH & 72 5k
R, VAT LA EDOFT v a VEREGTIEAFE TLV Oz, VLAN 72 EOE#H A ST TEEES02. 1
TLV <0, WHEIC 4 A4 & e IEEES02.3 TLV, T RARA ¥ b F 34 [ O A& Te LLDP-
MED TLV O @ MEAE #U ke U E T,
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5.9.1 LLDP Global Settings

LLDP Global Settings i CiX, LLDP @7 a — LR EEZITVET,

AN 7 2o~ T DI, L2 Features > LLDP > LLDP Global Settings #72 VJ v 7 L£7,
R ————

LLDP Global Settings

LLDP State

LLDP Forward State
LLDP Trap State
LLDP-MED Trap State

LLDP-MED Configuration

Fast Start Repeat Count (1-10)

LLDP Configurations

Message TX Interval (5-32768)
Message TX Hold Multiplier (2-10)
Relnit Delay (1-10)

TX Delay (1-8192)

LLDP System Information

Chassis ID Subtype

Chassis ID

System Name

System Description

System Capabilities Supported
System Capabilities Enabled

LLDP-MED System Information

Device Class

(OEnabled
(OEnabled
(OEnabled
(OEnabled

(@ Disabled
(@ Disabled
(@ Disabled

@Disabled Apply

Apply

Apply

MAC Address

FC-8D-D1-24-52-97

Switch

APLGM212GTPOE Gigabit Ethernet L2 Switch...._.
Repeater, Bridge

Repeater, Bridge

Network Connectivity Device -

LLDP Global Settings TIi3.

LLDP O 7' —/7 NV GE ZATWE T, KA OSAZ LI FISR L £,

INTRA—=F—

A

LLDP State

LLDP #4HEIRAE (Enabled / Disabled) Z IR L F7,

LLDP Forward State

LLDP ZiEmfRE D IRAE (Enabled / Disabled) #3®R L £,
LLDP State 7° Enabled T. LLDP Forward State 7° Disabled ®#&
X, Z{ELLLDP 7 L— ANREEE XN E T,

LLDP Trap State

LLDP BHi#E D SNMP k7 v 7 %855 585513 Enabled Z3®IR L £9, 5
& U724 1% Disabled 23&R L £,

LLDP-MED Trap State

LLDP-MED B> SNMP k7 v 7% 453 535413 Enabled %8R L &+
T, EBE LA WIEAIL Disabled 28R L £ 97,

REZWAT 521X, Apply R¥ %227 ) v 7 LET,

LLDP-MED Configuration Tl%. LLDP-MED Bh#ED /T XA —& —Z2#E L £, FEBA OMRHAZLL IR

Li—g—o

INTG A —F —

B

Fast Start Repeat Count

LLDP-MED 7 7 A h A X — RLFED 7 L— LGRS A 1~10 ([B]) O#
PHCADLET,

REZWAT 520, Apply R¥ %227 ) v 7 LET,
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LLDP Configurations Tl&, LLDP P D/NT A —F —ZRE L E3, FHEHOBHEZLU TR LET,

WNTRA—=H—

B

Message TX Interval

LLDP 7 L — A DX [HIfE A 5~32768 (F)) DOHPHTAIILET,

Message TX Hold

LLDP @O —/v R % 2~10 OFH A LET, ZOfEIZ, LLDP 7

Multiplier L—20 TTLE ((FRehs) oOFFEICHERH S E T,
Relnit Delay LLDP Ik D EATIRE R 2 1~10 (7)) D& TAH LET,
TX Delay LLDP 7 L — A D HEHEEREO &/ NEERE (REEERD) %2 1~8192

() o#PHTATILE T, Message TX Interval @ 1/4 LA FOEZ &
ELTLEEN,

REZWAT 520, Apply R¥ %227 ) v 7 LET,

5.9.2 LLDP Port Settings

LLDP Port Settings i Tl. LLDP OAR— FREZITWET,
AW EF R 5121, L2 Features > LLDP > LLDP Port Settings #7 U v 7 LE 7,

[CDP Po - 0
LLDP Port Settings
From Port To Port Motification Subtype Admin State IP Subtype  Action Address
[Port1/0M1 [~]  [Port1/0/1 [v]  [Disabled[~] |Local ] [TX and RX[~] |Default[~]| [Disabled[~] | |
Note: The address should be the switch's address.
I O S S
Port1/0/1 Disabled Local TX and RX
Pori1/0r2 Disabled Local TX and RX
Port1/0/3 Disabled Local TX and RX
Port1/0/4 Disabled Local TX and RX
Port1/0/5 Disabled Local TX and RX
Port1/0/6 Disabled Local TX and RX
Port1/07 Disabled Local TX and RX
Pori1/0/8 Disabled Local TX and RX
Port1/0/9 Disabled Local TX and RX
Port1/0/10 Disabled Local TX and RX
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AT DA EH O 2 LU FIR LET,

NRIA—F— A
From Port / To Port AN— M FEIIAR— FOFEPHZ IR LU FE T,
Notification LLDP BHi#D SNMP R T v 7 HEETHNE I 0ER— MR THEL E

ﬁ‘SWPh7/7%%h?éﬁ”wtmde%Embi?o%hbﬁ
Al Disabled Z IR LU £,

Subtype ﬁ%ﬂ?é A— T~ IDY 7 X A7 (MAC Address / Local) ZIR L £,
Admin State LLDP 7 L— AREAZ DR E S . LLFOWTILAh 58I L E T,

o TX:LLDP 7 L—AD%EDHEFLET,

o RX:LLDP 7 L—ADZEDHEFLET,

e TX and RX: LLDP 7 L — A D EE L ZEEZFHITLET,

o Disabled : LLDP 7 L — 2D XELZEEZFEITLEH A,

IP Subtype BT AEHT FLADFEME (Default / IPv4 / IPv6) Z# &N L F
3, Default TIZHEAYICT FUANRIREF T,
Action ”’r’fET KU A EH %2 BT 555613 Enabled #38R L £9°, AL 720
&3 Disabled Zi®IR L 7,
Address ‘%%ﬂﬁ‘émﬁT NLAZ AT LET,

REZTEHTHICIE, Apply REZ2 27U v 7 LET,

5.9.3 LLDP Management Address List

LLDP Management Address List [ CiZ. LLDPHEHT KL AU 2 hEE R LE T,
A ZZFRowT HIZIE. L2 Features > LLDP > LLDP Management Address List 27 VU v 7 L ¥ 9,

A
10.85.104.32(default) Ifindex 136141278145 .
IPv4 10.85.104.32 Ifindex 136141278145

AREEOFAEE OFAZLLTFITRLET,

NIRA—H— EA

Subtype UTFOWTNLOT T Z A T HRIRLF I,

o All: I RTOZU M) —%2FRRTHLAITIEIRLET,

o IPv4:IPvd 7 RLATHHRLET, IPvd 2 BIRT B L ERIND
FMOR 7 22, BT 5 IPva T RLAZ AN LET,

o IPv6 : meBVXT@%LiTOmw%%ﬂ#ék%ﬁéné
FMOR 7 22, BT 5 IPv6 7 RLAZ AN LET,

FBELIENAETLLP HEY FLAZRET HITIE, Fid R¥ 227U v 7 LET,
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5.9.4 LLDP Basic TLVs Settings

LLDP Basic TLVs Settings [l ClE. FEAEH TLV OFRTEEZITWVET,
K 2 RT 5HI121%, L2 Features > LLDP > LLDP Basic TLVs Settings #7 V v 7 L£7,

LLDP Basic TLVs Settings

From Port To Port Port Description System Name System Description System Capabilities
[Port1/0A [v]  [Port1/0/1 [v] [Disabled[v] [Disabled[v] [Disabled[v]
[ ot | conbmomior | osemtame | sysemospior | Sy |
Port1/0/1 Disabled Disabled Disabled Disabled
Port1/0/2 Disabled Disabled Disabled Disabled
Port1/0/3 Disabled Disabled Disabled Disabled
Port1/0/4 Disabled Disabled Disabled Disabled
Port1/0/5 Disabled Disabled Disabled Disabled
Port1/0/6 Disabled Disabled Disabled Disabled
Port1/0/7 Disabled Disabled Disabled Disabled
Port1/0/8 Disabled Disabled Disabled Disabled
Port1/0/9 Disabled Disabled Disabled Disabled
Port1/0/10 Disabled Disabled Disabled Disabled

A DA H OFH 2 LT IOR LET,

INTGA—F—

B

From Port / To Port

RN— MEIIR— FOFPHZEIR L £ 7,

Port Description

AR— O Z BT 585413 Enabled 28R L E4, W@ELARWES
% Disabled Z &R L F 7,

System Name

AT WA T T A 85413 Enabled 2B UFE T, @A LAAWEAIE
Disabled # 354K L £ 9,

System Description

AT LD A AT 554 1T Enabled 238N L 4, WA LRV
A1% Disabled Z &R L FE I,

System Capabilities

AT AOMEEE A IBAT H AL Enabled 28R LU £4, WA LRV
A1% Disabled Z &R L FE I,

REXHEMAT AL, Apply RE %227V w7 LET,
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5.9.5 LLDP Dot1 TLVs Settings

LLDP Dotl TLVs Settings

[H[f I, IEEE 802.1 TLV OFHEEITVE T,

AN 7 2R T HIZIE. L2 Features > LLDP > LLDP Dotl TLVs Settings #7 V v 7 LF 7,

'TDP Do V Hing

LLDP Dot1 TLVs Settings

From Port To Port Fort VLAN Protocol VLAN VLAN Name Protocol Identity

[Port1/0/1 [v]  [Port1/0/1 [v]  [Disabled[v]  [Disabled[v]| | |Disabled V]| | |Disabled[~ ] [None  [v]

Port1/0/1 Disabled
Port1/0/2 Disabled
Port1/0/3 Disabled
Port1/0/4 Disabled
Port1/0/5 Disabled
Port1/0/6 Disabled
Port1/0/7 Disabled
Port1/0/8 Disabled
Port1/0/9 Disabled
Port1/0/10 Disabled

Apply

Port VLAN ID Enabled Port and Protocol VID Enabled VLAN Name Enabled Protocol Identity

A DA H OFH 2 LT IOR LET,

INTGA—F—

B

From Port / To Port

AN— P EIIAR— P OFEPHZ TR L £ 7,

Port VLAN

A— F VLAN 1D Z @513 54413 Enabled 218K U F 4, B L2V
A 1% Disabled Z38R L%,

Protocol VLAN

PPVID Zi@%09 A35A 13 Enabled ZE&EIRL, 7F R bRy 7 A|T@ENT
% VLAN @ VLAN ID # A LE9, @ L7254 1E Disabled 238K L
*7,

VLAN Name

VLAN 4 Z i@+ 5554 1% Enabled Z3®IRL ., 7% A bR v 7 A2 @H
9% VLAN @ VLAN 1D Z AJJ L EF, #%E1 L7554 1% Disabled % i8R
LE7,

Protocol Identity

PAR—FT567 8 haroFEmwEENT 5354513 Enabled Z3R L, F
oy X7 AT =2l (None / EAPOL / LACP / STP /
All) ZBIRLUE9, B LARWESIX Disabled 23R L £,

WHT AIZ0E. Apply RH¥ &7 U v 7 LET,

107/294




5 L2 Features | 5.9 LLDP

5.9.6 LLDP Dot3 TLVs Settings

LLDP Dot3 TLVs Settings [Hi[f Cl. TEEE 802.3 TLV Z&% & L £,
K 2 RT 5HI121%, L2 Features > LLDP > LLDP Dot3 TLVs Settings #7 V v 7 L £,

L LDF Do Ve § ]
LLDP Dot3 TLVs Settings
From Fort To Port g?rﬁ'gugi on/Slatus Link Aggregation Maximum Frame Size
oot | wacP Comourmtensots | Uncromion | Woxmum ramesze
Port1/0/1 Disabled Disabled Disabled
Port1/0/2 Disabled Disabled Disabled
FPort1/0/3 Disabled Disabled Disabled
Port1/0/4 Disabled Disabled Disabled
FPort1/0/5 Disabled Disabled Disabled
Port1/0/6 Disabled Disabled Disabled
Port1/0/7 Disabled Disabled Disabled
Port1/0/8 Disabled Disabled Disabled
Port1/0/9 Disabled Disabled Disabled
Port1/0/10 Disabled Disabled Disabled
ARBEEOFEE O Z L IR LET,

INTGRA—F— Bl

From Port / To Port N— b E72IIAR— b OFPHZBEIR L £,

MAC/PHY MAC/PHY B%EIRRED G A 7 5555 (3 Enabled 23R L £, @A

Configuration/Status L72 W 5A X Disabled 28R L £ 97,

Link Aggregation Vo o7 7005 —aryOfFiadmimd 55613 Enabled 23R L &

T, WA LR WEA L Disabled A i8R L £ 97,
Maximum Frame Size K7 L— LA XD R A2 BT 555513 Enabled Zi®IR L £9, &
MLU7RWEE 1T Disabled 38R L £ 97,

REZXHEMAT AL, Apply RE %227V w7 LET,

108/294



5 L2 Features | 5.9 LLDP

5.9.7 LLDP-MED Port Settings

LLDP-MED Port Settings i ClE. LLDP-MED TLV O EEZITWVE T,
K 2 R T 5HI121%, L2 Features > LLDP > LLDP-MED Port Settings #7 U v 7 L%,

LLDP-MED Port Settings

From Port To Port Motification Capabilities Inventory
[Port1/i0A [v]  [Portti0/1 [v] [Disabled[v] [Disabled[v] [Disabled[v]
[ e | e | G | ey |
Port1/0/1 Disabled Disabled Disabled
Port1/0/2 Disabled Disabled Disabled
Port1/0/3 Disabled Disabled Disabled
FPort1/0/4 Disabled Disabled Disabled
Port1/0/5 Disabled Disabled Disabled
Port1/0/6 Disabled Disabled Disabled
Port1/0/7 Disabled Disabled Disabled
Port1/0/8 Disabled Disabled Disabled
Port1/0/9 Disabled Disabled Disabled
Port1/0/10 Disabled Disabled Disabled

A DA H OFH 2 LT IOR LET,

INTGRA—F— Bl

From Port / To Port N— b F72ITAR— b OFPHZBEIR L £,

Notification LLDP-MED BH:# D SNMP k7 » T ZR(ET D50 E 9 hE AR — N TRIE
LEd, S\WP h T v 7 ZFET 55413 Enabled 28R L 7, X[F
L7254 1% Disabled 384K L £4°,

Capabilities LLDP-MED O#§RelEH 2 @3 235513 Enabled Z IR L £7, WAL
724 1E Disabled 28I L £,

Inventory LLDP-MED & pEE PRIE M 2 8513 5354 1% Enabled Z &N L £, &

L 72 W EE 1 Disabled 38R L £,

REXEMAT AL, Apply RE %227 U w7 LET,
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5.9.8 LLDP Statistics Information

LLDP Statistics Information [Hijfi Ci%, LLDP FaH&E#H AR R L £,
ANHEHEZF~T DL, L2 Features > LLDP > LLDP Statistics Information #7 U v 7 L ¥,

LLDF atl nro atio
LLDP Statistics Information

Last Change Time
Total Inseris

Total Deletes
Total Drops

Total Ageouts

Clear Counter

o 2 e o o

LLDP Statistics Ports

Port Port1/0/1 v | Clear Counter | | Clear All |
“ Total Transmits | Tofal Discards | TotalErrors | Total Receives Total TLV Discards Total TLV Unknowns Total Ageouts
0 0 0 0 0 0

Port1/0/1
Port1/0/2
Port1/0/3
Port1/0/4
Port1/0/5
Port1/0/6
Port1/0/7
Port1/0/8
Port1/0/9
Port1/0/10

o o o o o o o o o
o o o o o o o o o
o o o o o o o o o
o o o o o o o o o
o O 0 O 0 o o o o
o O 0 0o 0 0o o o a o
o o o o o o o o o

LLDP Statistics Information TiX. LLDP #iZt D 7 o — U ERNE RRINET,
FBRENTWAB IO Z—1EREZ 7V 73 5I21%, Clear Counter R¥ %7 Vv 7 LET,

LLDP Statistics Ports Ti. ARN— FHEALTO LLDP HEHERMAFRENET, KEAOHHAZLITIC
~LET,

INFGA—H— B

Port A— hEBZBEIR L TR AR ZIT VN ET,

FREINTUWD LLDP #EHEHR OB 7 o Z —1f#%E 7V 795121, Clear Counter RZ %7 U w7
LET,

FTRCO LLDP EFHERO B v v & —15#E 7 V73 5121d, Clear ALl R¥ %27 U v 7 LET,
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5.9.9 LLDP Local Port Information

LLDP Local Port Information M ClL, BEBET 57 /N4 R (T35 LLDP (i &z R~ L E7,
ANHEHEZF~T DL, L2 Features > LLDP > LLDP Local Port Information #7 U v 7 L ¥,

[DP Local PortInformation

LLDP Local Port Brief Table
Port | Find || show petail |
e e R R e
Port1/0/1 Local Port1/0/1 APRESIA Systems, Ltd APLGM220G...
Port1/0/2 Local Port1/0/2 APRESIA Systems, Ltd APLGM220G...
Port1/0/3 Local Port1/0/3 APRESIA Systems, Ltd APLGM220G...
Fort1/0/4 Local Port1/0/4 APRESIA Systems, Ltd APLGM220G...
Port1/0/5 Local Port1/0/5 APRESIA Systems, Ltd APLGM220G...
Port1/0/6 Local Port1/0/6 APRESIA Systems, Ltd APLGM220G...
Port1/0/7 Local Port1/0/7 APRESIA Systems, Ltd APLGM220G...
Port1/0/8 Local Port1/0/8 APRESIA Systems, Ltd APLGM220G...
Port1/0/9 Local Port1/0/9 APRESIA Systems, Ltd APLGM220G...
Port1/0/10 Local Port1/0/10 APRESIA Systems, Ltd APLGM220G...

AR O 45 T H OB & DT IR LET
NI A—=F— WL
Port e Frd 5K — PESAERLET,

ASTUTEH T LLDP v — B VAR — MEHRZ MK T 5121, Fid A% %227V v 7 LET,
LLDP &t — LR — MEHROFEM A2 R4 5121k, Show Detail RZ %27V v 7 LET,

Show Detail "¥ %7 U v 735 &, LLFIORTEENFERIILET,
" TDP ToCaT POTETTGRMGHOR e ———

LLDP Local Information Table

Port Port1/01

Port ID Subtype Local

Port ID Port1/0/1

Port Description AFPRESIA Systems, Ltd APLGM220GTSS HW firmware 2.00.00b Port 1 on Unit 1
Port PVID 1

Management Address Count o

FFVID Entries o

VLAN Name Enfries Count 1

Protocol Identity Entries Count

=

MAC/PHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536

LLDP-MED Capabilities Show Detail

BRERDONANR=Y T %7 U o7 35E, TOHEBICKHTHFMERPFZRINET,
BTOBEEICE A 21T, Back R¥ 27V v 7 LET,
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AR oMifE L, MAC/PHY Configuration/Status @ Show Detail #72 V v 7 L7451 7Cd,

LLDP Local Information Table

Port Port1/0/1
Port ID Subtype Local

Port ID Port1/0/1
Port Description APRESIA Systems, Ltd. APLGM212GTPOE HW A firmware 2.01.00 Port 1 on Unit 1
Port PVID 1
IManagement Address Count 0

PPVID Entries 0

VLAN Name Entries Count 1

Protocol Identity Entries Count 0
MAC/PHY Configuration/Status Show Detail
Power Via MDI Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536
LLDP-MED Capabilities Show Detail
Extended power via MDI Show Detail

[ e

MAC/PHY Configuration/Status

Auto-Negotiation Support Supported
Auto-Negotiation Enabled Enabled

Auto-Negotiation Advertised Capability B6c01(hex)
Auto-Negotiation Operational MAU Type 001e(hex)

BIOWEICKE A121%., Back R Z %227V w7 LET,

5.9.10 LLDP Neighbor Port Information

LLDP Neighbor Port Information [ ClX. BT /N4 AHBE SN LLDP M A F R LE T,
AN % FnT 521X, L2 Features > LLDP > LLDP Neighbor Port Information #Z7 U v 7 L £,

['DP Neighbor Po ‘'ormation

LLDP Meighbor Port Brief Table

Port Port1/0/1 | Find [ clear |

Clear All

Total Entries: 1

T T O N
MAC Address 00-03-24-12-00-00 MAC Address 00-03-24-12-01-13

AR DA H OF I 2 LU s LES,

NI RA—H— B

Port BHRER T OR— MEELRINLET,
RN—FO LLDP {HF#MARET HI21X, Find K& %227V v 7 LET,
A— MO LLDPE#E 27 V73 5HI121%, Clear h¥ %227 U w7 LET,

FTREINTWBHTTO LLDP ha%&%ﬁ U 745121, Clear ALl R¥ %27 U v o LET,
LLDP 5D EM AR R 5121%, Show Detail R¥ %27 VU v 7 LET,
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Show Detail R¥ %7 U v /35 &, LFIORTHENERIILET,

["DP Neighbor Po ‘'ormation

LLDP Neighbor Information Table

Entry ID 1

Chassiz ID Subtype MAC Address
Chassis ID 00-03-24-12-00-00
Port ID Subtype MAC Address
Port ID 00-03-24-12-01-13
Port Description

System Name
System Description
System Capabilities

Management Address Entries Show Detail
Port PVID 0

PPVID Entries Show Detail
VLAN Name Eniries Show Detail
Protocol Identity Entries Show Detail
MAC/PHY Configuration/Status Show Detail
Power Via MDI Show Detail
Link Aggregation Show Detail
Maximum Frame Size 0

Unknown TLVs Show Detail
LLDP-MED Capabilities Show Detail
MNetwork Policy Show Detail
Extended Power Via MDI Show Detail
Inventory Management Show Detail

BIRFERDONANR=YN T %0 )y 735 L, ZOHBIZKHT HFEMIERNERINET,
BIOWEICRE A121%., Back R Z %227V v 7 LET,

LU F O fE X, MAC/PHY Configuration/Status @ Show Detail 227 U v 7 L= T3,

LLDPF Neighbor Poi ormaton

LLDP Neighbor Information Table

Entry ID 1

Chassiz ID Subtype MAC Address
Chassis ID 00-03-24-12-00-00
Port ID Subtype MAC Address
Port ID 00-03-24-12-01-13
Port Description

System Name
System Description
System Capabilities

Management Address Enfries Show Detail
Port PVID 0

PPVID Entries Show Detail
VLAN Name Eniries Show Detail
Protocol Identity Entries Show Detail
MAC/PHY Configuration/Status Show Detail
Power Via MDI Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1]

Unknown TLVS Show Detail
LLDP-MED Capabilities Show Detail
Metwork Policy Show Detail
Extended Power Via MDI Show Detail

Inventory Management Show Detail

MAC/PHY Configuration/Status

None

ATOBEMEIZRE HITIE, Back R¥ %7 Vw27 LET,
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6 L3 Features

L3 Features A == —T|&, IP7 RLARERED LA Y3 BHEORELITI Z ENTETET,
L3 Features ® FIZH AV T A =2 —D—&E2UTFORIRLET,

BE | A=a—4 B

6.1 ARP ARP DFRER ARP 7 — 7 /L DFIR

6.2 IPv6 Neighbor IPv6 XA N—DETERRA NN—TFT — T )L DOFT]
6.3 Interface IPvda 7 KL A /IPv6 7 R ADRTE

6.4 IPv4 Default Route IPv4 77 4 b Jb— N DFRTE

6.5 IPv4 Route Table IPv4 — b T —T7 NV DFRR

6.6 IPv6 Default Route IPv6 7 7 4 /v b Jb— N DR TE

6.7 TPv6 Route Table IPv6 /L— b7 — T IV DFRIR

6.1 ARP

ARP 7' A = 2 —"TlE, ARP 7 — 7 /BT D EEITVE T,

ARP 7—7WE, IP 7 RL AR EN—R Y277 RLA (AC 7 RLR) [EHROM-SIT %475 ARP 1
WAEFERT L7 —7 VT, REECTIIREBICMHEIN IP 7 RLUATOFHRBELZTHIBRICSRSh
F, WEL ARP T — 7 TBIE AT O AEEIC ARP /37 v FORHICE D HBITHEE L, AT 3 v
Jru b — B LET, AEBETIIRK 256 HOF ATy sy b —EBEARETT,

ARP D FIZH AV T A= a—D—EEUTORIRLET,

BE | A=a—4 =

6.1.1 | ARP Aging Time ARP F— 7 NDx— v F IR O E
6.1.2 | Static ARP 2K T 47 ARP = kU — DBk
6.1.3 | ARP Table ARP 7 — 7 L DI HET

6.1.1 ARP Aging Time

ARP Aging Time H[fi TlX. ARP =— U VX A LEHELE T, ARP =— T X A4 LiX, ARP T—7
NDEAF Iy 7 M) —OFENEM T,

K 2R T 5H121%, L3 Features > ARP > ARP Aging Time #7 V v 7 L7,

ARP Aging Time

Total Entries: 1

e e Tt B
11 [q] [ |ea
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AT DA EH O 2 LU FIR LET,

INTGA—H— B
Timeout Edit R¥ %27 Vw7 LI, ARP =— U TR A LT 7 MEZ AT L
F9,

AWI~977&4A7?F1 BIETHICIE, Bdit REZ %227 U v 7 LET,
REXHEMAT AL, Apply RE %2270V w7 LET,

6.1.2 Static ARP

Static ARP Hj[fi CiL. AXT 4 v 7 ARPZRELE7,
AT 47 ARP |3, FE)TEELT D ARP T— 7LD kEeiy/emy N —T4, AZF 4 v 7 x|
V=X, ¥4 FI v 7 bU—LIFBIITERK 252 fEE G AHE T,

AR 2 F~T 5H121%. L3 Features > ARP > Static ARP %7 U v 7 L%,

e e ————

Static ARP

1P Address [ - - | vardware Address 00-11-22-33-44-AA
Total Entries: 2
viant 10.85.104.32 00-40-66-55-68-20 Forever Edit Delete
172.31.131.1 00-11-22-33-44-55 Forever Static | Edit || Delete |

n [T] [ [ee

AT DA H H Ot 2 LU FIR LETS,

INTGA—H— iEA
IP Address BERTAHIP T FLAEZ AN LET,
Hardware Address IP7 RUARIZBHEAITAMACT RLAZ AN LET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
AZT 4 w7 ARP ZHEET DI, Bdit RZ %227V v 7 LET,
AHT 47 ARP ZHIBRT HITIL, Delete "X %7 U w7 LET,
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6.1.3 ARP Table

ARP Table H& ClX., ARP T —7 LD M) —&2FK R LET,
AR 2 R T 5H121%, L3 Features > ARP > ARP Table #7 U v 27 L £,

L

ARP Search

omeraco vy [ ] Obasae [ wek [ ]

O aroars s O Tme
Total Entries: 2
I B S T S N
10.85.104.32 00-40-66-55-68-20 Forever | Delete |
vian1 10.90.90.10 10-BF-48-D6-E2-E2 240
n [7] [ [ee

A DA H OFH 2 LT ISR LET,

INTGA—F— B

Interface VLAN VLAN 1D THRTAHERICTOAREZ 27 ) v 7 L, BH%ET 5 VLAN
ID % 1~4094 OFPATASTILET,

IP Address IP 7 RLATHRTHIESICTVAREZ 27 v 7 L, BETH 1P

T RLVAEATILET,
e Mask: IP7 FLADY T Xy h~AT7EZ AT LET,

Hardware Address MAC 7 RVATHEBETABAEILTVARZ 27 U L, METH
MAC 7 KL A& AN LET,
Type HA T THRBTHIHERICTARE 2T w7 L, MRTHIEAT

(A1l / Dynamic) ZiEIRL £,

AN LT MY — %MK T 512iE, Find ‘J‘ﬁ’/é”7 Vo7 LET,

TRTCDOXAFT IV RPFxviark 7 )T 350, Clear ALl RZ %27 U v 7 LET,
= b —IZEEfFT BN TWASZX A F I w7 ARP #?//:%7)7?‘%’) IZ. Delete "¥ %7
Vy7 Li?o
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6.2 IPv6 Neighbor

IPv6 Neighbor i CiL, IPv6 A N—ZFHELET,
AN &2 Fon T DL, L3 Features > IPv6 Neighbor #7 U v 7 L £,

Pvo Neighbor

IPvG Neighbor Settings
Interface VLAN (1-4094) [ | IPv6 Address 2013:1 MAC Address ~ [11-22-33-44-AAFF | |
Interface VLAN (1-4094) [ | IPv6 Address 013:1 i
Total Entries: 1 clear All
2021:1 00-11-22-33-44-66
n 4] Go

A DA H OFH 2 UL IOR LET,

INTGRA—F— Bl

Interface VLAN VLAN o > % —7 =—A® VLAN 1D % 1~4094 OFiPHTATI L £ 7,
IPv6 Address IPv6 7 L A& A LET,

MAC Address MACT FLAZATILET,

REXHEMAT AT, Apply RE %227V w7 LET,
AT UTEH T IPv6 XA N—% BT 512X, Find Rh& %27V v 7 LET,

AR =T 2—ADTRTCDOEAFTI v IPv6 FANXN—FRE 7 V7 3T5121%, Clear RZ %7

Uy LET,
TRTCOEAF I w7 IPv6 XA NN—EFEHREZ 7 V74511, Clear All R&Z %7 U v 7 LET,
IPv6 XA N—ZHIT A2, Delete R¥Z %227 VU w7 LET,
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6.3 Interface

Interface VY 7 A ==2—Tif, VLANA X —T7 =2—ATIP 7 RL ADRELZITWVET,
VIAN £ > X —T7 =2 —RF, LA¥—2 ® VLAN LZ2D v A ¥ —%8kT 57O 0mBEA X —
T x— AT, ARLEETIE, 1 HD VIAN A o F—T7 = — A ERETEET, BEL- VLAN A L F—
T — 2, IPT RLARED P LA Y —ORELBEEL T,

Interface D FIZHH VT A=a—D—EE2UTFTORITIRLET,

HE A=a—4 B
6.3.1 | IPv4 Interface IPv4 7 R L ZADERIE
6.3.2 | IPv6 Interface IPv6 7 R L A DR IE

6.3.1 IPv4 Interface

IPv4 Interface HjE CTlE, VLAN A V' HZ—T7 = —AD IPvd 7 RV ARELITWET,
AKE A Fd 5121, L3 Features > Interface > IPv4 Interface 27 VU v 7 LE,

1Pv4 Interface

Interface VLAN (1-4094) [ ] [ Ay [ Find |
Total Entries: 1
vian1 Enabled 10.85.104.32/255.0.0.0 Manual Edit Delete

1 ] [ [ee

ARBHEOKEE OB A LTI LET,

INFGA—H— B

Interface VLAN VLAN o > % —7 =—A® VLAN 1D % 1~4094 OFiPH A L £ 7,
REZWHTHIIL, Apply RA¥ %27V v 7 LET,

AN LTAERTIPVA A F =T = — A& R T HI2E, FindRZ %27V v 7 LET,

IPvd A VX —T7 2—AZH/HRTET HI120E, Bdit RZ 270 w7 LET,
IPva A X —T7 =2 —ABHIEET HI121%, Delete RZ %7 U w7 LET,
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Edit RZ 227V v 74 5L, UTIORTHEARRTSNET,

errace Lonrigure

| IPv4 Interface Settings |
Interface viani
Settings
State Enabled v]
Description |54 chars
IP Settings
Get IP From Static 7]

Settings Tl&, VLAN £ X — 7 = — AR OERELZITWVET, FHEHHOHHAZLL FIORLET,

INTG R = — FLEA

State VLAN A > % —7 = —ADYRHEE (Fnabled / Disabled) ZiEIR L F9,
Disabled Z &R 25 & VLAN A > ¥ —7 = — A7 shutdown IREEIZ
e

Description VLAN A % —7 = — 2D % 64 LFLUNTAT LET,

BIOBEHEIZREAI121X, Back RZ %227 U w7 LE1,
REZTHTHICIE, Apply RE ZE2 27U v 7 LET,

IP Settings Ti%, IP7 RL ADHRTEZITWVWET, FHEHEOHRBAZLUTIZRLET,

NI RA—H— B

Get IP From IP7 RUVADREFHIEEZLTOEL L HEIN L £77,
e Static:IPvda 7 RL A& F#ITCASHLET,

e DHCP : DHCP #r— R— 5 IPvd 7 KL A2 HEHEAS L £1°,

IP Address EEO IPvAa 7 FLAZ AN LET,

Mask EEDO IPvA 7 RLADOY T Ry h~RA7 A LET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
REZHIBRT AT, Delete RE %27V w7 LET,
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6.3.2 IPv6 Interface

IPv6 Interface HifE ClL, VIAN A > X —T7 = — AT IPv6 7 RL A ZHE L ET,
RE[H 2 F R T AL, L3 Features > Interface > IPv6 Interface %7 VU v 7 L% 7,

st

IPv6 Interface
Interface VLAN (1-4094) [ [ apoly ] Find |
Total Entries: 1
vian1 Disabled Up

n (4] [ [ee

AR OB OB A2 LU IR LET,

NRIA—HF— P

Interface VLAN VLAN A > % —7 = —AD VLAN 1D % 1~4094 O AT L £,
REZWHT HIIL, Apply KA %27 U v 7 LET,

AN LUTEERTIPVG A X —T = —AERHET HIZIE, FindR¥ %227V v 7 LET,
IPv6 A X —T7 = — ADFFM T RB L O ET D121, Detail R¥ 227 U v/ LET,

Detail RZ &2 Uy 7325 L, UTIORTHENPERSNET,
T E——

| IPv6 Interface Settings | Interface IPv6 Address DHCPv6 Client

Interface vian1

IPv6 State Disabled [~] Back || aepy |
| Static IPvG Address Settings

1PV6 Address [ ] []EUI64 []Link Local
. NS Interval Settings

NS Interval (0-3600000) b ms

IPv6 Interface Settings # 7 DIHAIDEST Tix, VLAN A X —7 =2 —AD IPv6 OFRTELZITWVET,
HHEE O Z LU TIR LES,

NRIA—HF— B

IPv6 State VLAN A > Z =7 =—A®D [Pv6 OKHE (Enabled / Disabled) Z iR L
%79, Disabled D35, IPv6 ZEH L EH A,

REXEMAT AL, Apply RE V%2270V w7 LET,
BIOBEEIZE AI121E, Back RZ 227 Vw7 LET,
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Static IPv6 Address Settings D[4y TliE. IPv6 7 KL ADERTELZITWVWET, FHEHEOHBAZLLTIC
~LET,

NI RA—F— LA

IPv6 Address IPv6 f L Z—T =2—ADIPv6 7 KL A& AT LET,

EUI-64 EUI-64 B DA v H—7 =—Z ID ZfEH LT IPv6 7 KL A Z&ET
ABEBIZTF =y LET,

Link-Local Vorma—nNT RLAZRET LHEICTF 2y 7 LET,

BREAEMT AI2IE, Apply RZ %27 Y v 7 LET,

NS Interval Settings Tl., IIAEFHA v —VOREZITWVET, FEAOMBHEZ L FIORLET,
INTGA—H— %%
NS Interval TSRS (LI NS) A v —YOEEERBEOMAZ 0~3600000 (3

UH) ORIETANLES (F740 k03I UB)
0 % AJ) LISy, BT 1 B LE T,

RELZEAT DL, Apply RE 227U v 7 LET,

Interface IPv6 Address % 7 CiL IPv6 7 KL AZFR_ L EJ, U NI RTHEAFTRINET,
iﬁﬂﬂWHiu4Ellllllll..............................................................i

IPv6 Interface Settings | Interface IPv6 Address | DHCPv6 Client
Total Entries: 2
e e o Adss S
Link-Local Address Te80::240:6611.1255:6820 Delete
Global Unicast Address 172:31:131::123/64 (Manual)

T M) —ZHIERT AL, Delete R Z %27 U w7 LET,

DHCPv6 Client % 7 ClX. DHCPv6 7 T A 7> MMEREOEREEZITWET, YU TIORTHEHENFERINE
7,

IPv6 Interface Settings Interface IPv6 Address | DHCPv6 Client

DHCPv6 Client Settings

Client State Disabled [v] Rapid Commit

DHCPv6 Client Settings MA&IEH OFBAZ LI IR L E9,

ING A —H— B

Client State DHCPv6 2 Z A 7 MEEREDIRAE (Enabled / Disabled) %R L F
7,
Rapid Commit #F = v 7925 & ., DHCPv6 OEH = I v FDOERZIT
7,

RELZEATHICIE, Apply RE 227U 7 LET,
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6.4 IPv4 Default Route

IPv4 Default Route Eif ClX., IPv4 T 7 #/L hl— FZRELE T,
K 2 <9 5HI21%, L3 Features > IPv4 Default Route #7 V v 7 LF 1,

IPv4 Default Route

Default Route

Backup State Please Select [v]
Total Entries: 1
0.0.0.0 0.0.0.0 172.31.131.254

n 7] [ [ee

A DA H OFH 2 UL IOR LET,

JRE . B
Gateway N—F"DF =K T2 DIPv4T RLAZATILET,
Backup State UTFTDOELLND/N 7T REEZTEIR U F T,

e Primary: 7’7 A4~V —/)L— FEXHHKLET,
e Backup: Ny 7T v N— FEBREELET,
REXHEMAT AT, Apply RE %227V w7 LET,

IPv4 7 7 4 )V b )b— R &2 HIFRT 521X, Delete "X %227 U w7 LET,
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6.5 IPv4 Route Table

IPv4 Route Table i TlX, IPv4/L— T —T DO M) —2FKRLET,
K &R D21, L3 Features > IPv4 Route Table #7 U v 7 L£7,

Fv4d Route Table

IPv4 Route Table

© 1P Adarss ——
() Network Address [ . . . | [ . i )
OConnected ~ OH o) y
Total Entries: 1
I O N T T
10000 255000 Directly Connected vian1 Connected
n [ [ [ee
AE ORI B OFBAZ LI IR LET,
INTA—F— Bk
IP Address WETAL— MNMERE IPvd 7T RLATEET ARSI T AR Y %
U w7 L, IPVAT7 RLAZ AN LET,
Network Address WM+t H— ME#RE IPvd 2y U —27 7 RLATHEET2HEIC

Vﬁﬁ&y%79y7bgmq*yhv~77va%AﬁLi¢o
DRy 7 ANy NT—TF LT 4w 7 AEBAN L, HADOR Y 7 AT
Iy NU—27 <27 % A LET,

Connected ARXT T = NDOHhERRTHGHEICTVARE 2T ) v LE
7,

Hardware N—=RT =T V= NDIHhERRTIHGEICTVAREZ 27 ) v I LE
T N— Ry =7 b— NI, AA vF LSTIZBEI LTV D /0— ME#R
<9,

Summary HEEON— MEROMEELZRT IR TVFRL 27 ) v 7 LE
7,

AT LTEEM T IPvA V— T —T NV ERFET AT, Find R 227 ) v 7 LET,

123/294



6 L3 Features | 6.6 IPv6 Default Route

6.6 IPv6 Default Route

IPv6 Default Route i ClX., IPv6 T 7 #/L hl— FZRELE7,
KW EFRT 521, L3 Features > IPv6 Default Route 7 UV v 7 LE1,

IPv6 Default Route

Default Route

Interface VLAN (1-4094) [

Next Hop IPv6 Address

Backup State Please Select

Total Entries: 1

I T S T R
172:31:131:254 vian1

n I] [ [ee

A DA H OFH 2 UL IOR LET,

NI RA—H— B

Interface VLAN VLAN o > % —7 =—A® VLAN 1D % 1~4094 OFiPH AT L £ 7,
Next Hop IPv6 Address N—=FDRIT A MK TDIPv6 T KL AZ A LET,

Backup State UTFTDOELLND/N 7T TREEZTEIR U FE T,

e Primary: V— %, SBh~DT T4~ —— L LTERET S
G L E T,

e Backup: /— F%&, 3EHE~DNRNY IT v T N—rELTHRET HH
BRI E T,

REZXEMAT AL, Apply RE %227V w7 LET,
IPv6 7 7 # /b hb— b ZHIBR T 5121%, Delete "X %27 U v 7 LET,
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6.7 IPv6 Route Table

IPv6 Route Table i Ti%, IPv6 /L— T —T D M) —2FRK R LET,
KW &R D21, L3 Features > IPv6 Route Table #7 U v 7 L£7,

Pvo Route Table
IPv6 Route Table

(@) Connected () Summary
Total Entries: 1 entries, 1 routes
IPv6 Address/Prefix Length Next Hop Distance/Metric
2020::/64 Directly Connected viani Connected

17 n [ [eo

A DA H Q@ 2 UL ISR LET,

INTGRA—F— LA

Connected ARXT Ty K= DHREFRRTDIGEICTVARE 27 ) v 7 LE
7,

Summary EEO IPv6 — MEROMEZ R RTILEICT VAR L 2T )
7 LET,

AN UM T IPV6 v— T —T NV ERRTHIZIE, FindR¥ 27U v 7 LET,
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1 QoS

QoS A == —Tl%, HBIAEHIMEICET IREEZITI ZENTEET,

A—H Xy hAAL v FTIE, ANLTZT L—LDERSZER— ENHET7 L—AIZx LT CoS 12X
LN 2 E D, BELHEONEE 2R x4, BARIEIAEIRs L. EANT L—A1F5S
HINWTHIED CoS DE D JTHfTONET (VI3 T7 47— ar) , D%, CoS ZX—AIZLT
BEDN=RT 27X a—DWTHNNRV ZTONET (Fa—Ar7) , F2—~DEY 53T O]
2. NI 7 4 v 7R EOMOBEHKIRTH QS WHLAZITX 5 X 912, CoS fHE 721% DSCP D F#H %
MFETLH2ZEHHVET (v—F 7)) . EFa—ICEEINTET7LV—AF, TEDAT YV a—1 v
T IFECR - TUEIEFZREL (A7 Ya—0 7)) | EFICH-> TSN E T,

QWS DFICHAY T A =2 —D—EELTORITLET,

HE A=a—4 B
7.1 Basic Settings FEARHI 72 QoS HERE DR E
7.2 Advanced Settings B E 72 QoS FERE DR E

FLARE T2 QoS BRREDRE TIE, QoS Z &k L2V T 7' rr—3 a T b FTREZ: . QoS DILAAY 723%
EEITNET, AR LT V=BT 27 737 47— a v ORE, Fa—A 7, BIORYS
Va— VT ORERDY ET, Eo, A FRAN—F U =7 % 2 —HAL TORIEHIR OB E
bEaEnEd,

BT QoS HERED R E TIE, QoS 2Bk 27 7V r—ray (FFEME N7 7 40 v 770 y) MNRE
THRTT 4w 7 &G e LIz QS ORELXITVWET, IP~y X —ITEEND DSCPEZIEEE LY
TV 40— arR, DSCPED Y v~ —F U T ORENH Y ET, £/ NT T 4 v 7 HFEIC
LRV TOMREORELEENET,

1.1 Basic Settings

Basic Settings Y7 A == —TiL. AR QoS HEREDORELXITWET, T 2T, ZELE=X 7
L7 L—A~D CoS DIER, CoS En— Ry =T Fa—LDfffF, 27 Ya—U 7R L,
QoS DIEARWI /2R EEITVET,

Basic Settings D FIZHEd Y T A =a—D—EHXLUTORIIRTLET,

BHE | A==a—4 B

7.1.1 | Port Default CoS 2T LT L—AD CoS DEN B TORE
7.1.2 | Port Scheduler Method 22— T RO E

7.1.3 | Queue Settings K 2 —DEHT DORE

7.1.4 | CoS to Queue Mapping CoS EN—RU 2T Fa—D<vy B TRE
7.1.5 | Port Rate Limiting PR — N TORIEHIR O E

7.1.6 | Queue Rate Limiting IN— R =T ¥ 2 —TCOFEFIROERE
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7.1.1 Port Default CoS

Port Default CoS HiHI CiE. ZIEL7-Z 77 L7 L —AIZE Y Y TS CoSEEZRELFET,
ANHEHEZ T DI, QoS > Basic Settings > Port Default CoS %#7 V w7 LET,

Port Default CoS
From Port To Port Default CoS
[Port1/0i [¥] [Port/0/1 [v] ® []Override (None
e e S v o R e
Port1/0/1 0 Mo
Port1/0/2 0 No
Port1/0/3 0 No
Pori1/0/4 o No
Port1/0/5 0 No
Pori1/0/6 o No
Port1/0/7 0 No
Pori1/0/8 o No
Port1/0/9 0 No
Port1/0M10 o No

A DA H OFH 2 LT IOR LET,

INT R —H — B
From Port / To Port RETHR—FOFHAZEIR LU E T,
Default CoS RN— K TD CoS DIFIEN CoS 7> T D, ZIELT-Z T L7 1L —

LD CoS % 0~T MHIBIR L E T,
Override ZF = v 7 3T5HL, T _XRTOT7L—AIZXKLTHR— MNIHETE
L7z CoS 2 L E 9, CoS DIFFEN DSCP ED A TH RIEE T,

RELZEATHICIE, Apply RE 227U v 7 LET,

71.1.2 Port Scheduler Method

Port Scheduler Method i CiX. "—FD QoS A a—1 V7 HIEZRELET,
KRB HEZ KT HI21E. QoS > Basic Settings > Port Scheduler Method 27V v 7 LF 9,

I

Port Scheduler Method

From Port To Port Scheduler Method

[Porttion [v] [Port1/0/1 [v] [WRR [v]
Port1/0M1 WRR
Port1/0/2 WRR
Port1/0/3 WRR
Port1/0/4 WRR
Port1/0/5 WRR
Port1/0/6 WRR
Port1/0/7 WRR
Port1/0/2 WRR
Port1/0/9 WRR
Port1/0/10 WRR
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AT DA EH O 2 LU FIR LET,

WNTRA—=H—

B

From Port / To Port

AV 2= T EERET DA — PO R L £,

Scheduler Method

Al a— 7R, LTOWTNNNEEIR L ET,

SP (Strict Priority) : 3+ _XTDx 2 — TrofESLhlE T2
HLET, BRENEGOF 2 —NEIC25 F TRV 2 — Tzt
BRI T O ER A,

RR (Round-Robin) : +_RTCOF=2—TF v Ry &M
LET, Fa—[RETOELNRUEIIITHLT, £F=2—T1O0D
N7y N ENEFITALBE LU E T,

e WRR (Weighted Round-Robin) :METZ 7> Fubt v XA HHL

£, BFX2—ICRELCELOE S LB LT 7w MRS
L7chh o o2 —"7T, 7y FOWBNEERZRE L E 7, BARFRHRIC
WELTE 58 F2—TO/7 y MUT, RELTCEARIHEI L £
‘a—‘O

e WDRR (Weighted Deficit Round-Robin) :MIERET v RKmtb' v

HAEMHLEY, ZoHFNE, FFa—IIRELZ + ¥ MME
LB LTAT Y OV A RIS LIZ AT o Z =T, /"7y b
DILPRNER 2 R E L £,

774/ FTIE, WRR AMEH S ET,

BHELFWEHT AT, Apply RE %2270 w7 LET,

7.1.3 Queue Settings

Queue Settings WH TIX. £F=2—DWRR DEHAE WRR D F X MEXZRTELET,
AW EF AT 5121, QoS > Basic Settings > Queue Settings #7 VU v 7 LFET,

LiLelUe oett (]
Queue Settings

From Port To Port

Queue ID

WRR Weight (0-127) WDRR Quantum (0-127)

[Port1/0i1 [v]  [Porttfo/1 [v]

[0

[

| | — o]

Port1/0/1

Port1/0/2

o B =T N - R U R T R = T A TE R X

I S o v
0 1

B - RN . R .. BRR . R . PR . R . R
B - PR . PR . R . DR o R - R N

128/294




7 QoS | 7.1 Basic Settings

AT DA EH O 2 LU FIR LET,

NI RA—F— LA
From Port / To Port Fo—HRETHHR— FOFPHERIR L F9,
Queue ID Fa—IDDEELE LTO~T DWTINEZEIR L F9,
WRR Weight WRR D EAMEE 0~127 OFATAS LET, BEHEN 0 ITHRESNT
Fa—(X, SPE—RFRTEMELET,
WDRR Quantum WDRR 7 F X MMlE 0~127T OFPFHTATILET, 742X LMER 012
WESNT-F 22—, SPE— RFTEHEL £,

REZTEHATHICIE, Apply RE Z2 27U w7 LET,

1.1.4 CoS to Queue Mapping

CoS to Queue Mapping [HE CTlL. CoS B N—RT =27 FHFa—~Dv v T E2HTLET, QoS HEE
T, BRELE~ v BV — > TR a—A VIR ThbivET,
AW H % F/RT D121, QoS > Basic Settings > CoS to Queue Mapping #7 U v 7 L,

g
w
£
2
3
il S

= W AW M= O

Apply

AR O E OB A2 LU IR LET,

INFGA—H— B

Queue ID CoSIZ~¥ v 7T ENDFa—0D ID & 0~T NHEIR L F97,
WHT 22, Apply RZ 227 Vw7 LET,
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7.1.5 Port Rate Limiting

Port Rate Limiting i Tix, AN— b TOHFHIBPMEEZRE L E7,
AREH A2 7<T 5121, QoS > Basic Settings > Port Rate Limiting #7 V v 27 LE7.

Fort Rate Limiang
Port Rate Limiting

From Port To Port

Direction Rate Limit

Port1/01 [v]  [Portt/or [v]

[lnput [v] @ Bandwidth (64-1000000) l:| Kbps Burst Size (0-16380) |:| Kbyte

Port1/0/10

Mo Limit
Mo Limit
No Limit
No Limit
No Limit
No Limit
No Limit
No Limit
No Limit
No Limit

() Percent (1-100) l:| % Burst Size (0-16380) |:| Kbyte
Oone ]

Mo Limit Mo Limit Mo Limit
Mo Limit Mo Limit Mo Limit
No Limit No Limit No Limit
No Limit No Limit No Limit
No Limit No Limit No Limit
Mo Limit No Limit No Limit
No Limit No Limit No Limit
No Limit Mo Limit No Limit
No Limit No Limit No Limit
Mo Limit Mo Limit No Limit

A DA H OFH 2 LT IOR LET,

NI A—=F—

B

From Port / To Port

IR 2 B E 9™ % AN — b OFEPH 28R L 47,

Direction T—=H b T T 47 DHMELT, UTFTOELLMERIRLET,
e Input: AJJRNT 7 4 v 7 IZHIEHIIRAEH LET,
e Output : /1T 7 4 v 7 IZHIEHIRZEH L E9,

Rate Limit L— MHREZ LT OWF 00 HIEIR L £,

BRI LV H—T 2 — AR RKEELZ B2 HHIRIIIFETE EHA,
ZAEMEIRORIROBE, ZIELZ N T 74 v 7 BRHIREBZD &
R—=XT7 L—AFFZ7a—H#E7 L—2B8BGEINET,
e Bandwidth : #H AR — k OHIFREIEE 2 64~1000000 (Kbps) D#i
PHCHELET,
o Burst Size : 23— A A X% 0~16380 (Fu 31 k) OfF
FHCTANLET,
e Percent : YR — FOHIRFIHIEL B0 TANLES, AJidl
PHIZ 1~100 (%) <9,
o Burst Size : 23— A A X% 0~16380 (F v 31 k) OF
FCANLET,
e None : EIRL72AR— hD L — MR Z R D2 HEITRIR L £,
T 7 ETIE, TRTOR—=FDOASEHTITZ OFENEIR X
NCWEJ,

REZHEMAT AL, Apply RE V%227V w7 LET,
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7.1.6 Queue Rate Limiting

Queue Rate Limiting

IdE:

N RU =7 2 — BALORHIR AR E L E T,

ANHEHEZF AT DL, QoS > Basic Settings > Queue Rate Limiting #7 J v 27 LET,

Liueue Rate Limiang
Queue Rate Limiting

From Port To Port

CQueue D

Rate Limit

Port1/01 [v]  [Portt/on [+]

o ¥

(@ Min Bandwidth (64-1000000) [ |kops  MaxBandwidth (64-1000000) [ xwops

Queueo

() Min Percent (1-100) %

g

Max Percent (1-100)

]

() None Apply

e | omo | o | e | s |

Queue?

Max Max Max Max Ilax Max Ma

Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate Ral
Port1/0/1  NolLi... No Li... NoLi.. Noli. MNoLi. NolLi.. No Li... NoLi.. MNolLi. NoLi.. NoLi.
Port1/0/2 No Li... . Noli. Noli. NolLi. . MNoli. NolLi. MNoli. Noli. Noli. NolLi
Port1/0/3 Noli.. NolLi MoLi.. MNoLi. MNoLi. MNoLli.. MNoLi. MNolLi. MNolLi. MNoLi. NoLi. NoL.. NoL.. NoL. NoLi.. NolLi
Port1/0/4 MNoli.. NolLi MoLli. Moli. MNoLi. Noli. MNoLi. NolLi. MNoLi. NoLi. NoLi. MoLi. NoLi. NoLi Noli. MolLi
Port1/0/5 MNoli.. NolLi MNoLi. Moli. MNoLi. MNoli.. MNoLi. MNoLi.. MNoLi.. NoLi.. MNoLi.. NoLi.. NoLi. NoL NoLi.. MolLi
Port1/0/6 MNoli.. NolLi MoLli. Molki. MNoLi. MNoli. NoLi. Moli. NoLi. NoLi. MNoLi. NoL.. NoLi. HNoL Noli. Mol
Port1/0/7 Noli.. NolLi MNoLi. Moli.. MNoLi. MNoli. MNoLi. MNoLi.. MNoLi.. NoLi.. MNoLi.. NoLi.. NoLi. NoL NolLi. MolLi
Port1/0/8 MNoli.. NolLi MolLi. Molki. MNoLi. MNoli. NoLi. Moli. NoLi. NoLi.. MNoLi. NoLi.. NoLi. NoL Noli.. Mol
Port1/0/9 MNoli.. MNolLi MoLi. Moli.. MNoLi. MNoli.. NoLi. MNoLi. MNoLi.. NoLi.. MNoLi.. NoLi.. NoLi. NoL NoLi.. MolLi
Port1/0/10 NolLi.. Mol MolLi. Moli. NoLi. MNoli. NoLi. MNoli. NoLi. NoLi.. MNoLi. NoL.. NoLi. NoL Noli. MolLi

A DA T H OFH 2 LT IOR LET,

INTGRA—F— Bl

From Port / To Port X 2 —OFIRAIRZRET DA — O Z®IR L £,
Queue ID Fa—IDDfEE LT O~T DWTFRNnEEIRL £7°,
Rate Limit X 2 —DOHHRHIR 2 L FOWF s SR L £9,

e Min Bandwidth : ¥ = —D{RGERIHZ 64~1000000 (Kbps) i
THRELET,
o Max Bandwidth : & = — OB &% 64~1000000 (Kbps) D
HPHTHEELET,
e Min Percent : % = — DRFEHIRZ &R — F Dk
fBELET, AJj#EPHIL 1~100 (%) TI,
o Max Percent : & = — OHI[RHE &2 RN — b D HH|

(T2 ETRT

e J e RN =)

FTHELET, AJ#EPHIE 1~100 (%) TI,
e None : IR L7 — FOF o —OFIHIR 2R 255 10EIR L

£V, T7AM TR, TRTOF— FOTRTOF 2 —TZORH
ENBERENTWET,

REXHEMAT AT, Apply RE %227V w7 LET,
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1.2 Advanced Settings

Advanced Settings "7 A == —"TlX, QoS DEELRELZITWVET,
QoS DEEREREIL. KAIT AL DSCP [EAR—RIZLTE N T 74 v 7 ONFEICETAREL., AU v
I K DHEIRHIRRICES T AR ED 2 EE A H D F£7,

Advanced Settings ® FIZH AV T A =2 —D—EEZUTORITRLET,

BE | A=a—4% B
7.2.1 | DSCP Mutation Map DSCP Z&#a~ v 7 DYERK
7.2.2 | Port Trust State and Mutation CoS DINEDFRTE
Binding
7.2.3 | DSCP CoS Mapping DSCP fiii & CoS D~ v Vv 7 DFRE
7.2.4 | CoS Color Mapping CoSER—AD NT 7 4 v 7 W H T —DF%E
7.2.5 | DSCP Color Mapping DSCPER—AD v T 7 ¢ v 7 HIAN T — DR E
7.2.6 | Class Map 77 A= T OIERK
7.2.7 | Aggregate Policer ERRY —DRT
7.2.8 | Policy Map RY —~= v T OVER
7.2.9 | Policy Binding R =< 7DOHE YHT

BMDSCPEIC LD TV T4 r—ay

AHDT 257 L—AZEENDEHEOERIZIE, DSCP fEE CoS EMAH Y 9, DSCP fElL 1P ~v
B —NIZEG EN DB ORER T, CoS fEIL VLAN % 7 Tff 5 &uEd, CoS i, VLAN % 7 % fifi ]
L7aWZ 77 LR — Fob— 2 — 28 H LSBT RN AT 720, JRAlE L CEENEE -1
2 —H Ly NV — 7 O TOEIEHIEOFEE & SivEd, DSCP I, #FDBFRE T IP ~v
H—DEZMWZPITONLRVIRY | BESET-EURNS L0, 77U r—a v BIROESEIE
DFREL SNET,

ALEEClE, A— NEALT VLAN [ (CoS fl) & DSCPED EH 5% CoS DIEIEL L Tr 53 7 4 r—
varvEFEMTOINEEDDZENTEET,

WKV 7 OHEREE
KEEDORY 7 TE, FTED N T 7 4 v 7 OmiBAEE=41 7 L, WRkOF ARG CTH
FELET 7o arETLET, 72733 02id, 70— A0, B, 3 L ORI EOE X #
AMHY EFT,
BHISNTZ N T 7 4 v 71, #HRORARIIG T T 3 BfEIcoEshET, R 7ok
Lo THERHEITERERY 308, BANCIIUTFTO N T 7 4 v 7 h T —I2hEESNET,

s TU—= T 74y FIEESHIREEE TR Ty D B

s AxZua— T 7 4 v FIRAEEDEIBRE A B L T2 DS R B A /% 7 B

s Ly NI 70 w7 RIS e RF Ak At U 72 B
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N7 T4y 7 AT —OEGECE, 1 L— b EFRE 2 L— RO 2 BENRH Y £,
1V—%ﬁﬁ1i\$ﬁV~b%%@Lt T4 vl AT —FFLy NIZoELET, /1
n—& Ly ROBEWL, FRTIRRKN—A M A XZ@BIRTHNEIPTREINET,

2 L— hHFATIE, R (CIR 2 TRIA N T 7 40 v 7 %7 ) —2Z, CIR ZiilE L TRk (PIR)
EHBAZIBRNNT 74wk A o —Z, PREZBBLIZN 7 70y 7% Ly RIZOELET,

Flo, TI7ANNOH T %N T—F— RTHETZET, HHROFARMICLLT, 7741 D
NT—KOVEBEBWNT T 4 v I BT EENDZEFHY EHAL, B T—T 72T E— RTIE
NI 4y 70N T —DRECESNTT 74N OU T —2RELET, BT—=T T FE—
RCiE, 774NV DA T —137 V) —2TT,

MRS TORE
RV TOFRETIE, NI TAST TN T =AM EEDTa 7 7 A VEERLET,
TR, BIEEIR AT NT T 4 vy 2 OfEEABELET,

Iz, RV V=< TV 7a 77y A VEERLET, 2, 77Xy FICAEBTH 7L —A4
DT T4 I %7 )=,/ fxua— /Ly RIZHETLHEOOFIESON—RA A X7 E DT
A—=H—b BN T T4 I HT—TDOT 7 varvZEZHELET, R —~ v 7 TERETIHNEIT
BRI —LWIH BT 77 AN EBHEH L CERTHILEHTEET,

BB, AFR LR Y =~y T PR — MIHI D B TES, RIEETIE, AU o ZIIATMAN
XL TOHTONET,

7.2.1 DSCP Mutation Map

DSCP Mutation Map i CiL. DSCP D&M~ v 7 2R E L E9, Tk, CoS DOFFENS DSCP fHEDOLHA
(2, DSCPED U ~—F L 7 Z2AT OB T 5707 7 4 L TT,
ANHEHE ZF T HI21E,. QoS > Advanced Settings > DSCP Mutation Map #27 V v 7 LE T,

DSCP Mutation Map

Mutation Name Input DSCF List (0-63) Ouiput DSCP (0-63)
2 crars | e | |
Total Entries: 1
e S
B s S T i 0
00 0 1 2 3 4 5 6 7 8 9
10 WA e e s
20 20 21 22 23 24 25 26 27 28 29
Name 30 30011 S e e e R e
40 40 41 42 43 44 45 46 47 48 49
50 S0 e e e e R e e e F e [, e
60 80 61 62 63
1 [q] S
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AT DA EH O 2 LU FIR LET,

INTG R = — B

Mutation Name DSCP ¥~ ~ 74 % 32 SLFELINTA D LE T,
Input DSCP List A7 DSCP i % 0~63 D& TAS LET,
Output DSCP Hi ) DSCP i % 0~63 O TAS LE T,

REZWHT AL, Apply R¥ 27U 7 LET,
DSCP £~ » 7 ZHI&9 5121, Delete RZ %27 U w7 LET,

1.2.2 Port Trust State and Mutation Binding

Port Trust State and Mutation Binding Wi CiX, 7 7 74— a IifEHT 5 CoS DFEE
(CoS fEE 721X DSCP i) ZAR— MM CRRELET, £7o, #EHT 5 DSCP £~ v 72 Bek L E T,
AKMjH % F~7 5 121%. QoS > Advanced Settings > Port Trust State and Mutation Binding % 7

Vw7 LET,

Port Trust State and Mutation Binding
From Port To Port Trust State DSCP Mutation Map
Port1/0/1 Trust CoS
Port1/0/2 Trust CoS
Port1/0/3 Trust CoS
Port1/0/4 Trust CoS
Port1/0/5 Trust CoS
Port1/0/6 Trust CoS
Port1/0/7 Trust CoS
Port1/0/8 Trust CoS
Port1/0/9 Trust CoS
Port1/0/10 Trust CoS

A O H Q@A 2 LT IOR LET,

INTFGRA—F— .
From Port / To Port RET DHA— NOHRIPH AR L F9,
Trust State AN— FTHEHT 5 CoS DFFEE (CoS / DSCP) AR L £7,

CoS ZBIRL7-34E . VLAN Z 7D CoS iR L4, #7771 —
LTI, BA—bFD CoS DFETEEZM L E 9, DSCP DAL DSCP %A %
AL . DSCP fE & CoS D~ v B ZIZHE-> T CoS ZRTELET, IP ~v
B —NEGENRNEE. R—bFD CoS DEREEXSHL £,

DSCP Mutation Map DSCP i~ v VR — NIRET DL EILTVARE 27 ) v
L. DSCP ZEHfi~ v 74 % 32 ILFLUNTAS LET, DSCP ZEHfi~ v 7|
$5< DSCP B D2, %S@&Eﬁuﬁbﬂi?

DSCP i~ v 7' % AR — MZE Y 4T/ 4 1L, None Zi®INL £9°,

BREABEMT AI2IE, Apply RZ %27 U v 7 LET,
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71.2.3 DSCGP CoS Mapping

DSCP CoS Mapping i ClE. DSCP & CoS D~ v Vo 7 HHRELET, ZiuL. CoS DISHE% DSCP fi
WL AICEEND V93T 4 r— 3 D)L—)LTT,
ANE 7 27 51201, QoS > Advanced Settings > DSCP CoS Mapping #7 V w7 LEd,

DSCP CoS Mapping

- DSCP CoS Mapping
From Port To Port CoS DSCP List (0-63)
[Port1/0M1 [»]  [Porttiont [~] [0 [¥] |

DSCP List

AREEOREE O ZLL TR LET,

From Port / To Port RETHR— FOFFHZEIR LU E T,
CoS DSCPED U A NI~y B 725 CoS & 0~T7 N HiER L ET,
DSCP List CoS Iz~ 745 DSCPEDY A b%& 0~63 DFPATATILET,

FELREHT AL, Apply REZ %2270 v 7 LET,
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1.2.4 GCoS Golor Mapping

CoS Color Mapping i ClX, CoS 77—~ v 7 ZFHELET, CoS BT —~ v 7L, CoS DIFIEN CoS
EOEHARIZ, W 7T =T EF—ROKRI I THAIND VT 74 v 70 T —2EDDH T 0
77 ANTT,

ANEE &~ D120, QoS > Advanced Settings > CoS Color Mapping #7 U v 7 LEJ,

CoS Color Mapping

- CoS Color Mapping
From Port To Port Co'S List (0-7) Caolor
Port1/0A [v]  [Portti/1 [v] | | [Green [v]

CoSs List

KB OAHE Ot Z L FISR LES,

From Port / To Port RET HA— b OFPHZBIR L £,

CoS List RET D CoS % 0~T7 OFFHTASI L ET,

Color CoS fEIC~w BT END T 7 4 v 75— (Green / Yellow /
Red) ZiERL £,

BEAWEHT AT, Apply RE %227V w7 LET,
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71.2.5 DSCGP Color Mapping

DSCP Color Mapping Wil Cl&, DSCP H 77—~ v 7 EHHE L £ T, DSCP H T —~ v 7, CoS DFFHEAN
DSCP [EDFEIT, HT—F—RT7 =T ORIV I THEAEND VT 74 v 70T —2ED D
a7y ANLTT,
ANEE &~ D121, QoS > Advanced Settings > DSCP Color Mapping #7 U v 7 LE 9,

DSCP Color Mapping
- DSCP Color Mapping
From Port To Port DSCP List (0-63} Calor
Port1/0A [v]  [Portti/1 [v] | | [Green [v]

A D45 HEH O

DSCP List

B &L IR LE T,

From Port / To Port FETHHR— FOFPHZRIR L £7°,
DSCP List FRIET D DSCPED Y A b % 0~63 OEIFATATI LET,
Color DSCP fHIc~ oy B T XD T 7 4 v 7 HIHI1 Z — (Green / Yellow

/ Red) ZiIRL E9,

BEAWEHT AT, Apply RE %227V w7 LET,
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71.2.6 Class Map

Class Map HEClX, /7 7A~ Y TE2RELET, 7T A~y I, N o 7 THRIEHIEZ1T5 b
T4 E#BNTHTI e 77 ANTT, VTR TE, %4 TH57 L —20&M2mTEEONL—
b =R D IR FEE IR S N E T,

JL— /LD IERAFEHEIT Match Any F 7213 Match All THE L £9°, Match All DA, Bk L7239 XTD
= AEBTDH 7L =R 7O E L TH#E LET, Match Any DA, B&EL7-WTh
MONL—UNIEBTH 7L —LE R TORERE LTHEALET,

K 2 FKRT 5HI21E. QoS > Advanced Settings > Class Map Z#27 V v 7 L £,
O D T —

Class Map Name Multiple Match Criteria Match Amr
Total Entries: 2
I R R
class-map Match Any Match Delete
class-default Match Any Match Delete
n (1] [ [eo
AR DA E OFH 2 LU TR LET,

PRT R —f—

B

Class Map Name

7T A~y T E 32 LFLUNTAS LET,

Multiple Match Criteria

L=V DOIBAFEENE (Match All / Match Any) %R L £7,
DT Ay T EEGT DL, Apply R &7V v LET,

7T A~y =V &BIN - HIBRT 521, Match REZ %227 U v 27 LET,
772y 7 AEREHIERT HI21%, Delete hZ %27 Vw7 LET,

I IGAR T DT =T ETHTNNDT TA T DINEI ) v 7T DHE, 7T A~y 7 BT
LT _RTONL—ARERINET,

B ————

Class Map Name |32 chars ‘ Multiple Match Criteria
Total Entries: 2
I T S R
class-map Match Any
class-default Match Any Match Delete
1] 1 e

Class Map Information

Class Map Name class-map

Multiple Match Criteria Match Any
Match 802.1P 0
Match Inner 802 1P 0
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Match RZ > %27 U v 745 &, LUTITRI/L—/L OB - HIBREIE S 2R S ET,

Class Map Name class-map
Match:

(Mone

(@)Specify

(@) ACL Name
O CoS List (0-7) A
() DSCP List (0-63) [lz6163  JrjiPvaony
() Precedence List (0-7) []1Pv4 only
() Protocol Name MNone ﬂ
) VID List (1-4094) (35 e
Back || Apply
Match Rule [ DA H O 2 DL IR LET,
NTGRA—H— B
None FRE LT v— & HIRT 256 _kmbiﬁ
Specify FBE LIV — IV EBERT DHAIEIRLET,
ACL Name 7 U—Ah% AL THRETLHIHAIC T VAR Z 27 ) v L, BETD
ACL % 32 XLFUUNTAN LET,
CoS List T —LAL% CoSS ETHRETDHLEICT VAR %227 Vw7 L, CoS {H
DU A NE 0~T OFIPATAII LET, Match All DAL, 1 fHD CoS
EOHFRELET,
QinQ /N4> b® C-tag E® CoS fEZ AT 2454, Inner 2 F =7 L
£
DSCP List 7 L —2AL% DSCP i CHRETHBRAITOARZ %27 Y w7 L, DSCP

EDY A F%& 0~63 0PI TAS LET, Match All DAL, 1 ED
DSCP DA $8E L £,

IPv4 237y FOZRZERET H5E. IPvd only 2F = v 7 LE7,
Precedence List TV —2AL% IP ~v XA —D ToS [HEMETAEBICTIARE BT
Uy 7 L, TSSTEDU A ~& 0~7 OFPHTAIILET, Match All D
A, 1D DSCPEDAFRE L E T,

IPvd X7y OB ERETHITIE, IPv4 only 2 F = v 7 LET,
Protocol Name Tl —bx7a ha)LTRETAGRILTARE 7 UL,
7 k=, (ARP / BGP / DHCP / DNS / EGP / FTP / IPv4 / IPv6 /
NetBIOS / NFS / NIP / OSPF / PPPOE / RIP / RTSP / SSH / Telnet /
TFTP) AR LE,

VID List 7 L—2AL% VLAN THET LRI T AR Z %227 Y » 27 L, VLAN 1D
DY A ~N& 1~4094 OFIFITASI LET,

QinQ /X7 v R d C-tag £ CoS fl & AT DA 1E. Inner #F = v 7
LET,

REZBEHT HIZIE, Apply ™F¥ %7 U v 7 LET,
BIOBEICHE A1, Back R&¥ %227 U v 7 LET,
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1.2.7 Aggregate Policer

Aggregate Policer Hijfi CTlX, BHARV VY —2FELET, BRIV —1F, RV v—<v 7 I2EIDY

ThHhEWmTe 77 A4V TT,

KW % FRrT 5121, QoS > Advanced Settings > Aggregate Policer #7 UV v 7 LF 9,

| Single Rate Settings |

Two Rate Settings

ogocate otcarname [ ] g nats T s

Normal Burst Size Maximum Burst Size

(0-16384) L wore (0-16334) o wore

Conform Action [Transmit [v][pscr]jir_ | Exceed Action [ Transmit [v]pscr|fir_ ]

Violate Action | None ﬂ| |DSCP ||1 P | Caolor Aware Disabled [v]

Total Entries: 1

m Average Rate MNormal Burst Size Conform Action Exceed Action Violate Action _

Name 50000 Transmit Transmit Disabled
1n [ 1| Go

Single Rate Settings # 7 Ci&x 1 L— MEKNR IV P —Z2RELET, FHEHOHHAEZ UL FITRLET,

INTGA—F—

B

Aggregate Policer Name

1 L= MERR ) —H2 AT LET,

Average Rate

¥ L— k% 0~10000000 (Kbps) O#iPHTAIILET,

Normal Burst Size

W N— A M A A& 0~16384 (Fu A ) OHIPFTAHLET,

Maximum Burst Size

KRN —A R A X% 0~16384 (/31 ) OFPEHTATLET,

Conform Action

TV—=2 "T T4 DT —LTFEITTDHT 7V a v ERELET,
e Drop: 7L —AZWMELFET,

e Set-DSCP-Transmit : ¥§7& L 72 DSCP fHICEE# 2 7,

e Set—1P-Transmit : fiE L7z CoSfHICE X% F7,

e Transmit: 7L —ALZFDOFFMNHEL £,

e Set-DSCP-1P : #5%E L 7= DSCP i & CoS fHICE Xz £,

Exceed Action

AT —hT T 4T DTL—LTETTEHT 7 arEHEELET,
FRERRE/R T 7 > 3 1% Conform Action & [F U T,

Violate Action

Ly R 7497 D7 VLV—LTEITTHT 7 v araEELET,

None LIANDIEERIGE/ T 7 3 3 > 1% Conform Action & [F U T,

e None: 277 varvriRELESLGA, Ly R 74927 L LT
THEEINHZ LT, A mue— 7747 L LUTABE L 9,

Color Aware

BT —F—RELUTOELLPIPLERLET,
e Enabled: ¥ 7—7 U =7 F— RNIZHELET,
e Disabled: ¥ 7—7 74 FE— RIZFEELET,

RELZEATHICIE, Apply RE 227U v 7 LET,
EKRY —ZHIERT A2, Delete RZ %7 U w7 LET,
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Two Rate Settings ¥ 7 &7 U w7 35&, LTFIORTHENERINET,

Single Rate Settings |

Two Rate Settings |

Aggregate Policer Name |:|

Name 5000 8000

CIR * (0-10000000) [ Jwops Confirm Burst (0-16384) [ euyte

PIR * (0-10000000) [ Jwops Peak Burst (0-16384) [ euyte
Conform Action [Transmit [v]pscr]fir ] Exceed Action [Drop [v]pscr]fir |
Violate Action | Drop ﬂ| |DSCF' | |1 P | Color Aware Disabled [v]

Total Entries: 1

m- Confirm Burst m Peak Burst Conform Action Exceed Action Violate Action _

Transmit Drop Drop Disabled
11 [ 1] [ lee

Two Rate Settings # 7 D&IHH OFHZ LI TR L E T,

NTGRA—H— B
Aggregate Policer Name | RNV YV —ZEATILFET,

CIR

CIR DA 0~10000000 (Kbps) O#iPITASILET,

Confirm Burst

FEHREN— R " A X% 0~16384 (F A ) OFHTAIILET,

PIR

PIR D% 0~10000000 (Kbps) DO#iPHTASILET,

Peak Burst

RN —Z " A X% 0~16384 (Fa/A( ) OHFPHTATILET,

Conform Action

TIV—=V "7 T4 7DT7L—ATIEITTHT 7 araEBELET,
e Drop: 7L —ALZMIELET,
e Set-DSCP-Transmit : ¥57& L 7= DSCP fEICE X 2 7,
e Set—1P-Transmit : 8 L7z CoS fHICEZH % F7,
e Transmit: 7V —AL%&2FDOFFHHL F7,
o Set-DSCP-1P : #&i& L 7= DSCP fiEds L Uf CoS fEIC FHE X F 7,

Exceed Action

AT —KT T4 I DT VL—LTHRITTDHT Vv arzZRELET,
YERREZ2 T 7 > 3 1% Conform Action & [6] U Td,

Violate Action

Ly RET7 749707V —ATEITTHT 7 var2BELET,
None LIS DI ERIFEZR T 7 > 3 /1% Conform Action &[G U C9,
e None: 277 varvaiEELl-EGEe. Vy R 742721 T
DHEEINAZ LTI, AZue— 7747 L LTHHELET,

Color Aware

BT —F—REZUTOEL LMD EIRL 77,
e Enabled: ¥ 7—7 U =7E—RIfEELET,
e Disabled: 7 —7 74 FE—RIZFEELET,

REXEMAT AL, Apply RE %27V w7 LET,
ERRY P —ZHIER T AHI120%, Delete RZ %7 ) w7 LET,
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71.2.8 Policy Map

Policy Map HiE ClX, RV v —~v 7H2RELFET, R v—~v I, RV T THRHRED N
TAVIICHKTDNT T4 I B T—DEFIEST 7 v a 2B ETH7 a7 74V TT,

RN —<v7TlE, V7747 OFINHERT D7 7 A~y 7% 1 HUEBRFELET, £7 72
VN TFTHRN T T4 v I LT, ST AT 7 a rEwENENREETEXET,
RV =<y P TCHEHATLIT7vailid, NI 74077 =L TRET DRI I T 7
va Oz, CoS XS DSCP fE/R EDEEH L LWV oo~ —F U JIZBTHT7 7 v a =0, CoS 12X
OPEEN— R =27 X2 — 2 ET A a—A L Il TET7T 7 a v AEETEE T,

ANHEHEZF T DI, QoS > Advanced Settings > Policy Map &7 VU v 7 L¥E 9,

Create/Delete Policy Map

Polcy Map Name s | [ ooy ]
Traffic Policy
Total Entries: 1
potcy [ oeles |
11 T [ e
policy Rules
s o e pEeamae e

class-map Set Action Policer Delete
17 il [ [ee

Create/Delete Policy Map & HEH OB Z LI FICR LET,

NG A—H— B

Policy Map Name VERR F72ITHIBRT DR Y —~ v 74 % 32 LTFUNTATILET,
REZEHATHITIE, Apply R¥ 227U v 7 LET,

Traffic Policy O&EH DA Z LI IR LE T,

NG A—H— B
Policy Map Name RN —<~ T4 %E 32 LFEUNTATILET,
Class Map Name T Ay T 32 LTFLUNTATI LET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
R v—<v 7 HHIBRT A1, Delete R¥ %27 U v LET,

RV =< TDOT—T N ETOHTNNDOR) S —~ o TDIT2 27 ) v r35E, R)v—vv 7k
TEELIZTRTDI TRy IRFRENET,

N7 7 47T HEMOT 7 v aZ%ET HICIE, Set Action R"¥ %7 U v 7 LET,

Y v T ORIE &R 521X, Policer R¥Z %27 U v 7 LET,
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RREINTZT TAS Y TOT =T N ETWTNND I FA~y T OIT%2 7 Vw7358, BEkLiz b
T4 I RAT—DINTGRA—=F =T 7 a VIRFRSNE T,
-eoficy@@ p—————

Create/Delete Policy Map

Traffic Policy
Total Entries: 1
Pty o e I
potcy

[ EEEEE =

Class Map Name
class-map Set Action Policer Delete

[ EEEEE =

Policy Map Information

Policy Map Name policy
Class Map Name class-map
set 802.1P 0

police cir 200000
police bc 1000
police pir 1000000
police bhe 16000
conform-action Transmit
exceed-action Drop
violate-action Drop

Set Action R"¥ %27 Vw7 35&, UTORTHENERINLET,

Policy Map Name policy
Class Map Name class-map
Set Action
(CNone
(®)Specify
(®New Precedence (0-7) None []1Pv4 only
(ONew DSCP (0-63) []1Pv4 only
ONew CoS (0-7) None
(CONew CoS Queue (0-7) None
Back | | Apply |
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Set Action H[HDIEH D

B2 LT R LT,

INTGA—H— iEA
None T varEEIRT 25 AI®RIRL £,
Specify TV arERGT AGAIERR L E T,

New Precedence

ToSEDEZHZ 24TV E T, ToSIEZ 0~7 ML L £97,
IPv4 /Ny hDHEXRGRE T HA1E, IPvd only #F = v 7 LET,

New DSCP DSCPEDEZHLZ 21TV E T, DSCPEZ 0~63 H R L £ 7,
IPv4 /Ny hDHEFRGRE T HA1E, IPvd only #F = v 7 LET,
New CoS CoSTHEDOEZHLZ Z1TWVET, CoSHEZ 0~T7 NDHIBIRL E T,

COREIL, ELERNERD CoS DRE L Fa—A 7 OMIEICHEL %
B

New Cos Queue

HRIE T HDN— Ry =27 Fa— % HEERELET, F=2—EZ 0~7 1D
BIRLET, ZORETXFa2—A L ZOMEICEELETN, U~v—F
YTV ER AL

BTOBEICHEAIZIE, Back R¥ %27 U v 7 LET,
REZEWAT DX, Apply R¥ &7 Y v 7 LET,

Policer " ¥ > %7 Vw73 5&, LFIORTHENERINET,

Falicy Map Name
Class Map Name

Police Action

() None

(@) Specify
Average Rate = (0-10000000)
Normal Burst Size (0-16384)
Maximum Burst Size (0-16384)
Conform Action
Exceed Action
Violate Action

Color Aware

policy
class-map

e
e
[Transmit [v]bsce |

[ Transmit [v]jpsce ||
[None [v]bsce i |
Disabled [v]

Back | | Apply
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Police Action HE DA H DA Z LI IR LET,

NRIA—H— EA
None RS —% 7 VT T HHEEITERIRLET,
Specify RV —%EHTHHEICER L, NS —OREFEETNVL T R

Za—PHERLET, Police DHH, 1 L— XD NF 7 1 v 755
FANT A —H—ZERICEEE LE T, Police CIR D5, 2 L— NG
DT T 4y I RHERT A =X —%@BIICHEEL 7., Police
Aggregate O H | IRV —ZfEELET,

Average Rate

SE¥ L — R & 0~10000000 (Kbps) O#IPHTASILET,

Normal Burst Size

B N—A MY A X% 0~16384 (Fu XA k) OFPHATATILET,

Maximum Burst Size

KRN —A R A X% 0~16384 (Fu/31 ) OFPETATILET,

CIR

CIR D% 0~10000000 (Kbps) DO&iPITAS L ET,

Confirm Burst

FEAE N — 2 N A X% 0~16384 (Fr/ A ) OHIPITANDLET,

PIR

PIR O A 0~10000000 (Kbps) O#iPITASILET,

Peak Burst

KRN —A R A X% 0~16384 (F /31 ) OFBETATILET,

Aggregate Policer Name

LHRIRI) Y —2 A LET,

Conform Action

TV—=2 b T 7497 DTV —ATETTHT 7 arwR/ELET,
e Drop: 7L —AZMFELE T,

e Set-DSCP-Transmit : ¥57& L 7= DSCP fEICE X 2 7,

e Set—1P-Transmit : fiE L7z CoSfHICE X% F7,

e Transmit: 7L —A&ZFDOFEMNEL £,

e Set-DSCP-1P : 5% L 7= DSCP i & CoS fHICEXH#x £,

Exceed Action

ATO—hrT7 74w DT VL—LTHERITTDHT /v aruERELET,
FEETFREZR T 7 2 3 1% Conform Action & [ U T,

Violate Action

Ly KRNI 74w D7V —ATETTET 7 a v ZHRELET,

None LIS DFgE A REZ2 T 7 3 a 1% Conform Action & [F U T,

e None: 27 7 avwalRELERE, Ly R 740927 L 1T
DEINAZEER . A e — T T 4w 7 ELTREHLET,

Color Aware

BTG —F—FREUTOELLPNLERLET,
e Fnabled : ¥ 7 —7 U =7 EF— RNIZEELET,
e Disabled: ¥ 7—7 74 FE— RIZFEELET,

BTOBEICHEAIZIE, Back R¥ %227 U v 7 LET,
EAMEAT AT, Apply REAE 27V v LET,
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71.2.9 Policy Binding

Policy Binding i Clx. #HIR— MR —~ v 7 %E D B TE7,
KW H % FR~T 5121, QoS > Advanced Settings > Policy Binding #7 U v 7 LE 9,

L

- Policy Binding Setting

From Port To Port Direction Policy Map Name

[Portt/0/ [v]  [Port1/0/1 [v]  [Input[v] ® () None Apply

AREEOREE O ZLL TSR LET,

From Port / To Port AN— MO ZRIR L £,
Direction A7y a o a2RIRLET, Input OB TE E T,
Policy Map Name RN =<7 4% 32 XFLNTAD LET,

RNY =~ TOE Y TE2MERT HI21% None IR L £ 7,

BEAWEHT AT, Apply RE %227V v 7 LET,
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8 ACL

ACL A==a—TlF,. 7Z7t2arra—L U AL~ (ACL) OBEEEITVNET,

ACL X, 7 L— 2 DEENOMER— hLZDOMDEY 22— ~DT 7 v A& HIld DHERE T, B
THT7L—LOfEE 7 L — ADORERPEEOHZ ACL 7r 7 7 A4/LE, ACL 707 7 AV EITEGEL
72 ACL L= MZ L > TT 7 B ZHIHR Y o —Z MK L, ACL 707 7 A VEEY 2 —MIEHID Y THZ
ETAT— ML ADT 7 & A 244 L £,

ACLOFIEHAIY T A=a—D—BEEUTORIIRLET,

HE | A=a—4 B

8.1 ACL Configuration Wizard ACL A7 ¢ ' — R & BR4h

8.2 ACL Access List ACL 7’1 7 7 A )b, ACL JLb— )V DIERR & fd
8.3 ACL Interface Access Group ACL OMERR — h~DE| ) 4 C

8.4 ACL VLAN Access Map VLAN 7 7 & A~ T OVERK

8.5 ACL VLAN Filter VLAN 7 4 VX —DFRE

8.6 ACL Resource Reserved Group ACL VUV — 2D IR ORERR (71—
8.7 ACL Resource Reserved Priority ACL VU Y — 2D FR I O (BEICEE)

BACL a7 7 AL
EFEVa2—/VTHREELRD ACL OT 7B AGHNE, Xy NU—I R —IZXoTRRVET, XAT—
FLADOT 7B AHEITIR, 7L —LDEEITLES P 7 FLRIZESNWTT 7 B AOFF A £ 72134E
BWEATH ON— R TN, BIE7 0 haLCMAC 7 RLUAREDEREZANSZ EHH Y 4, ACL
TaT7rANTIE, TDOXIRF Yy PR V=1 LT, BETDH 7 L—LOfESL, 71—
LD A2 T 5 ACL R ZHE L ET,
AKIEE THRIETEX 5 ACL OFERNIILL FO#E ) T,

o FEYE/PLoR TP ACL

o FEYE/YLAR TPv6 ACL

* AR MAC ACL

o PEAET I 23— | ACL

WACL fijI| Z & O fiPl & A TRty = — b

PEBRFEDY THEak) o ACL TiL, TR LH_THRAEGHANAS . MiVWT L—AOEBSML2fRE
TEETH, WHTEDZEY 2—ANREINET, #HIHEE EAE] o ACL TIX. H#E0%s% 1P
T RLARAEWVWS B SITKRST-mEEZITWVET,

[P ACLJ . TIPv6 ACLJ . [MAC ACLJ IZ. 7L —A2DlEMSE 4~ LET, [IP ACL] TiE IPv4
A &, TIPv6 ACL] TiE IPv6 234w h%& . TMAC ACL) TIXEAIE UCIE IP 7 v N REL
HRELET,

[YroEo 20 A 3— K ACLJ X, THE5E TP ACLJ & THEBE MAC ACL] O/ NA 7V v RTHY, IPv4 X
iy NEREXMRE LT, ®BEL, 588 MAC 7 RV A, IP 7 RL AR Y JRWHEHEZRECTE T,
ACL FEBISCFEEA (Y /PLAR) I L » Tl ATRE/RE Y = — V3 B2 0 £9,
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EACL L—)L

ACL V= UL, 7 L—LDEET 5L, GRLEGEDOT 7V a v 2EHELOTY, GEEMIT,
ACL FERINCESWTEDH Z ENTEXE T, 72 & 2, 4% IP ACL DA, FFEDHEFE L5 1P 7
RLUAZABFHTIRETE LT, HEDOMAC 7 R L ATABEMIRETE 8 A,

ACL V=)V THRIET 27 7 v a i, MR — NS DOEY 2 — /I T 5 ACL 7’1 7 7 A )L RITR
BT DN — NV OGAEITFFA (permit) OAEMFHLET, ZNHDOEY 2—/LTiE, ACL DR Y —i%
BEEMEOBEREN, BB LEBADOT 72 a 3BT 2 — A THIELES, 72L& 21E. SNP
T—T > MERBIZ ACL 20T 556 ACL L— /L OFRMEIZEET 2 SNIP v R —T % —D7T 7 & A
A LET,

B — MZEHT 5 ACL 7’m 7 7 A L TliL, #FA (permit) LFEE (deny) D/L—/LOMAEDOHE
THRY =%l L, MR — N CTORESEMEET 7 v a i ACL —IZIEWE T,

BWACL L% VLAN 7 ¢ L& —

VLAN TACL IZ K27 7 B AHIHZAT 5 56, BED ACL v 7 7 A NV EFHAIAATEVLAN 7 7 B A~
TaVERR L, VLAN [CHEA L ET, VLAN 778 R~ 7, v FHRHET 7 v a v a2 EDTEHROY
Ty T TR V—ZERSN, v FRHETAL 7774V EEALET, 22T AL OKY
I ABEMCOMER SN, AR LTEBAEDT 7y a it T~y T THE LEEEICEVE T,

Wi ACL 71 7 7 A VK

H—DW AR — Moxt U CHEH ATEEZe ACL 71 7 7 A AV, ACL FERNZ & (BEBRERIIXAI L 8 A)
I 1T, =& xiE, TEEME IP ACL) & THE3E IPv6 ACL) O7'r 7 7 A V& TN | E5eERT 5
ZEIFTEE IS, MEREIP ACL) % 2 fEEEkT D 2 &°, [EHE TP ACL) & [JK3E IP ACL) % [RIRF
BT D2 LI TEER A,

8.1 ACL Configuration Wizard

ACL Configuration Wizard Wi Clx. *EEMU7EIEIC LY ACL 7'u 7 7 A L OFHAVERS ACL L—/L
DEMZEATH Z LN TED, ACL LY 4 F— FEMHTHZ LN TEET, ACL WY ¢ ' — R&ff
AT2&. 7077 A NRN— VO EERTHZ L7, FTED ACL V—/UREERZ - ACL 7
077 A NVONERRROMBA LA —T 2 — A~DE) BT B ETHI N TEET,

ACLHERE 7 4 ' — RiZ, AT v 7 1~4 O 4 BEO#ETEITINE T,
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8.1.1 RTv 7 1-ACL DIERK B

ACL ¥R ™ ¢ 9'— FZ&M 4 AI121%. ACL > ACL Configuration Wizard %7 VU v 7 L% 7,
R TR ===,

ACL Configuration Wizard

Access-list Assignment >> Select Packet Type >> Add Rule >> Apply Port

Do you want to create a new ACL access-list or update an existing access-list?

(@) Create
ACLName  [ocnas |
(O Update

Note: The first character of ACL name must be a letter.

ACL %™ ¢ H— RO (A7 v 7 1) Tk, ACL OFHER S L ITHEFEZ IR LUET, &
JRVERL (Create) DIFE. ACL 70 7 7 A N4 ZEASJLT Next RZ %227V w7 LET, #H (Update)
PEINGTHE, LLFDOACL 7' a7 7 A VBREEICE D DY £,

F onfigurauon Wizard

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port

Do you want to create a new ACL access-list or update an existing access-list?

) Create
roLName  [EEEETTIIIT
(@ Update

Note: The first character of ACL name must be a letier.

Total Entries: 6

- ACL Name ACL Type Total Rules

5-1P4 Standard IP ACL 1
[:] E-IP4 Extended IP ACL 0
E-MAC Extended MAC ACL 0
] Expert Extended Expert ACL 0
) 5-IP6 Standard IPv6 ACL 0
] E-IP6 Extended IPv6 ACL 0

FBRENTT—TNANE, WETDHACL 7077 A NVEEIRL T, Next REZ &2 7 U w7 LET,

AEHEOKIEE OB LL IR LET,
NFGRA—HF— iEA

Create ACL ZHERR T 2858 1&ER L £9,
ACL Name ACL a7 7 A )V % 32 SCEUNTATI L ET,
Update BEIED ACL 7 7 7 A VAR L TL— L 28T 258108 L £

T, F£7-. FHTHACL 2 —ENOHBIRL £,
WKOFIBIZHETe 2L, Next RE U Z2 7 VU w7 LET,

149/294



8 ACL | 8.1 ACL Configuration Wizard

8.1.2 RF v T 2-1\5ry b3 4 TD&EIR

AT w72 TIE, ACL 77 7 A NVEERLET, A7 7 1 TEHZRIRLGE, A7 v 72134
Xy LET,
DI RTHEE S, /BT 5 ACL 712757 A LD ACL FERZ T LET,

ACL Configuration Wizard

Access-List Assignment => Select Packet Type >> Add Rule >> Apply Port
Which type of packet do you want to monitor?

(®)Extended MAC ACL

(CIPv4 ACL

(Extended IPv4 ACL

(CIPvE ACL

(Extended IPv6 ACL

(TExpert ACL

Back |

=
m
it

A DA H OFH 2 LT IOR LET,

NG A= — .

Extended MAC ACL PEIR MAC ACL ZAERL T 25 BITEIR L £,
IPv4 ACL HEYUE TPv4 ACL Z AR BT 255 IS8R L £,
Extended IPv4 ACL fLok IPv4 ACL Z ARk, BT 2356108 L £,
IPv6 ACL FEYE TPv6 ACL ZAER T 25 A IR L £ 7,
Extended IPv6 ACL PER TPv6 ACL ZAER/ T 2B B ITEIR L £ 97,
Expert ACL T % 23— b ACL ZAERL BHT 2 5 5 10R IR L £,

BIOFNEICEAIZIX. Back R¥Z %227 U w7 LET,
WROFNEIZETIZIZ, Next REZ 227V w7 LET,
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8.1.3 RFvF3-IL—ILDiEM

558 MAC ACL
AT w71 T Create 7213 Update i8R L., A7 v~ 2 T Extended MAC ACL % 34K L C Next R %
EIZ V735 E UNIORTHEARERSRINET,

F onfriguration vvizard

ACL Configuration Wizard

Access-List Assignment => Select Packet Type >> Add Rule >> Apply Port
Please assign a sequence number to create a new rule.

(@)Sequence No_ (1-65535) l:l (CiAuto Assign

Assign Rule Criteria

MAC Address | | Ethernet Type | | 802.1Q VLAN |
MAC Address
(®) Any (®) Any
()Host 11-DF-36-4B-A7-CC () Host 11-DF-36-4B-A7-CC
Source Destination
(IMAC 11-DF-36-4B-A7-CC (CJMAC 11-DF-36-4B-A7-CC
Wildcard 11-DF-36-4B-A7-CC Wildcard (11-DF-36-4B-A7-CC
Ethernet Type
Specify Ethemet Type Please Select [v]

Ethernet Type (0x0-0xFFFF) |:|
Ethemet Type Mask (0x0-0xFFFF) [ |

802.1Q VLAN

CoS |Please Select [v|

w09 ]

Action (@) Permit () Permit Authentication-Bypass () Deny

ACL Configuration Wizard O£ H OFAZ A IR LET,
INTGRA—F— Bl
Sequence No. ACL L — L5 % 1~65535 OFFATASII L FET,
ACL —/VE 5% HE) CARRT AI21%. Auto Assign Z1®IR L E T,

HANZ AT 7 34T L= BePECTld. Assign Rule Criteria OfEIKIZIZ Action LIANORR EHE B ILFE
RENTWERA, RIS, 7V —LOREXRNGEZFRET H7-9IZ, MAC Address, Ethernet Type,

mszMN@wfh#®f&y%7Uyﬁbiﬁ Bz, FEETMC T RLAEZRELTT 7 v =
VEIRET HEAITIE, MAC Address DR KX &7 U v 7 LET, REXMSEDPEBRICIEL LA X, B
DRE L HT *‘/7 LET,

FUET ORI s )y HE TNENIHIS LIEREHE OB LET O T, HESRMFIC
BELIEREZITVET,
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Assign Rule Criteria ®FHE B OFBAZ UL FIZ R LET,

WNTRA—=H—

A

Source

EEITLMAC 7 FLADOEEZUTOWTNINORINLET, £/, &

ENMERPAITEETTMAC T RLAZ AN LET,

o Any: TRTOEEFILF AR MEHESRMF LT HHEITEIRLET,

o Host : HETLAARNDMACT RL AZIEET ALEEITEIR L F9,
FDOR Y 7 ATEFEITEARAFDMACT RLAEZ AN LET,

o MAC: EH[EILMAC T RL AL UA N Rh— NEZIRET 25 510%
WLET, HFOR Y7 AZEEFITLMAC T KL A% AS L, Wildeard
Ry 7 AZTIA NV EE—RKE A LET,

Destination

S MAC 7 R ADETEEZ LU TOWTININHERINLET, F72, HT

BRI TSEEMAC 7 FL AR A S LET,

e Any : TXTOMEIHHA A M EHESRMETHHEITERLET,

e Host : ZEHARANDMAC T RLAZIBETAEASICEBINLET,
DR 7 ZNZSBEEHRATFDOMCT RLAEZ AN LET,

o MAC: SEZ2EMACT RL AL UL N RA— REZIEET H55128IR
LET, HDOR Y 7 A5 MAC T R A% AL, Wildeard
Ry 7 AZUA NV K —REEATILET,

Specify Ethernet Type

A =YXy ¥ A7 (aarp / appletalk / decent—iv / etype—6000 /
etype-8042 / lat / lavc-sca / mop—console / mop—dump / vines-
echo / vines—ip / xns-idp / arp) Zi®IR L £9°,

Ethernet Type

A =Py NEATD 16 EEDEE 0x0~0xFFFF DO#iJH CASI L &
—g—O

WY 7 16 HEEOEE AE)ICAJIT 521X, Specify Ethernet Type T
A=Y %y NEATDOT T 7 A4 )VEFRLET,

Ethernet Type Mask

A =By NEAT~RA7 D 16 H#EEDOEE 0x0~0xFFFF OHiPHCTAJ)
LET,

wWY)7e 16 #EEOMEA BBy CA )T 5I21E, Specify Ethernet Type T
A=Yy NEATDTT7 7 A NVEFERLET,

CoS 5 CoSfEE LT, 0~7T DWTINEIBIN L F7,
VID ACL JL— V| Z BREAF T 5 VLAN 1D & 1~4094 OFFH TAS LE T,
Action JL—IVINEFTT ST V> 3 (Permit / Permit Authentication—

Bypass / Deny) Z iR L £,

BIOFNEICEAIZIX. Back "¥Z %227 U w7 LET,
WROFNEIZETIZIT, Next REZ 227V w7 LET,
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FEH#E TPv4 ACL

AT w7 1 T Create £7-1% Update ZIN L. AT v 7 2 T IPv4 ACL ZiEIR L T Next RZ %7

Uy 74 5L, LFORTEEAFRRSNET,

- onfiguration Wizard
ACL Configuration Wizard

Access-List Assignment => Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@Sequence No. (1-65535) [ ] Onutoassign

Assign Rule Criteria

IPv4 Address

IPv4 Address

® ANy (@ Any

S — s [T
Source _ Destinati -~
Action @ Permit () Permit Authentication-Bypass () Deny

Back i Next

ACL Configuration Wizard O£ H OFBAZ A IR LET,

INTGA—F—

B

Sequence No.

ACL /L — )L &5 % 1~65535 O#iIFHTAS LET,
ACL — L& 52 BEI CAR T A121%. Auto Assign 38N L £,

BN AT > 7 31TBAT LT- B Cl. Assign Rule Criteria OFEIKIZIZ Action LIS OEREEB 135
IRENTWERA, ZL—ADIP 7 RLAZBRENG LT 584, IPvd Address RZ %27 ) v 7 L
FT, S LR EEHEOMAHBRLETOT, HESHICEHR LEREFITOVET,
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Assign Rule Criteria ®FHE B OFBAZ UL FIZ R LET,

INTRA—H —

A

Source

BIETE IPvd 7 RLADREZLUTOWNT LN OEIR L E7, £7-.

REICHE R AT IPvA T RLAZ AT LET,
o Any : TRTORBILAAR NEHESRM LT HHEITETIRLET,
e Host : EEITLAA MDD IPvA T RL AZIEET HHAITEIRL £
T HOR Y 7 ATEEITLARA RO IPvA 7 RLAZ A LET,
o IP:XEILIPVAT FLAZIRET HLEITEBRLES, AORy
J ANEETL IPvA 7 RLAZ AN LT,
o Wildcard : VA /L RA— Kby b~y 7 Z2FEHL, #EF5C 1P
T RUVADITN—T AN LET, By MELIZRIGTHE Y
MEI, Ty Z7RGMNIR 0 ET, By MEOIZKHET A E Y

Destination

M, Fx=v 735817320 £9,
S5 IPvd 7 R ADEEELUTOWNTIONLRINLET, F-, &

i

EN LB IREAIT IPvA 7 RLAZ AN LET,

o Any : T RTOSIERA MEHESRMEE T H5EITEIRL T,

o Host: %54 A RND IPvA T RLARIEETAEAITERINLE T,
FDOR Y 7 AR A D IPvd 7 RLA&EZ AL ET,

o IP: %60 IPvAT RUAZIRET HHLAICERRLET, HOR YV

ANZHBYE IPva 7 FL A AN LET,

o Wildcard : VA )V RA— Kby b~y 7 &FEHL, 585 1P 7
RLVADITN—T% AT LET, By MELIZHIETHE Y b
X, T2y 7XGMIR 0 £9, By MEOIZKHET S E Y b
X, T =y 75T 0 £7,

Action

JV—LINELTTHT 7 3 (Permit / Permit Authentication—
Bypass / Deny) %R L £7,

. Back "¥ A&7V w7 LET,

TR
WKOFNEIZETeIZIX, Next RE %7 U w7 LET,
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$55E IPv4 ACL

A7 w7 1 T Create £7-1% Update Z 1IN L., A7 >~ 7 2 T Extended IPv4 ACL %324 L T Next R &
EIZ V735 E UNORTHEARERSRINET,

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule == Apply Port

Please assign a sequence number to create a new rule.

(®)Sequence No. (1-65535) |:| (OAuto Assign
Protocol Type |TCF‘ ﬂ| | | (0-255) Fragments

Assign Rule Criteria

IPv4 Address | | Port | | IPv4 DSCP | | TCP Flag |
IPv4 Address
(®) Any (#) Any
Owost [ ST e—
Source D
widearg [ ] widearg [ ]
Port
Source Port Please Select |v]
[Please Select [v] | | (0-65535)| Please Select [¥] | | (0-65535)
Destination Port| Please Select [v]
[Please Select [V] | | (0-65535) | Please Select [v] | | (0-65535)
IPv4 DSCP

®IP Precedence| Please Select | ToS|Please Select  [v]|
(ODSCP (0-63) |Please Select  [v] | |

TCP Flag

TCP Flag[_Jack [Jfin [Jpsh st [Jsyn [Jurg

Action (@ Permit () Permit Authentication-Bypass () Deny

Back || Next
ACL Configuration Wizard O£ H OFAZ A IR LET,
WRIA—F— B
Sequence No. ACL L — L5 % 1~65535 OFFATASII L FET,
ACL v— V& 5% HE) CAERMT 521X, Auto Assign ZiIR L £,

Protocol Type v hanvF A 747 a2 (TCP / UDP / ICMP / EIGRP (88) / ESP

(50) / GRE (47) / IGMP (2) / OSPF (89) / PIM (103) / VRRP (112)

/ IP-in-IP (94) / PCP (108) / Protocol ID / None) %R L F3,

e Value: 7’1 /L ID ZFE) TASIT H5E. 0~255 OFPHTA
VANGE

e Fragments : N7y N T T T AL NT 4 NE2 ) U T HEDDHGEI
9":!:“/7 Lij—o

N AT v 7 3ITBAT LT BRfE Cld. Assign Rule Criteria OfEIBICIZ Action AN ORTEHEH I13FE
RENTWERA, BIIZ, 7L —LDOBEXNREIEET 57292, IPv4 Address, Port, IPv4 DSCP,
TCP Flag DWTNNDOARZ L %27 Vw7 LET, ST HRF L EZ 7V v I 358, ZREIUTHIG
L7 EEH OMBHBE L E+ 0T, HERMFICAR LR EEZI TV ET,
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Assign Rule Criteria ®FHE B OFBAZ UL FIZ R LET,

WNTRA—=H—

A

Source

BIETE IPvd 7 RLADREZLUTOWNT LN OEIR L E7, £7-.
RIENCEBRGAITEE T IPvA T RLAZATILET,
o Any: TRTOEEFILF AR MEHESRMF LT HHEITEIRLET,
e Host: EETLAAFD IPvA 7 RL RAZIEET HHAITEIR L £
T HOR Y 7 ATEEITLARA RO IPvA 7 RLAZ A LET,
o IP: XELIPVAT RLARAEZBET HHAIWTEIRLET, AOR v
I ANZEETL IPVA T RLAZ AN LET,
o Wildcard : VA /L RA—REy h~vF52H L. #ET
IPvd 7 RLVADITN—T% AN LET, By ME LIRS
HEw MMI, TGN E3, By MEOITHIGT
HEy M. Fzv IR £9,

Destination

35 IPvd 7 RV ADEREEZLLTOWT NN LEIR L E3, £/, &%
ECLEREAII5EE IPvA 7 FLAZ AT LET,
o Any : T RTOSIERA MEHESRMEE T H5EITEIRL T,
o Host: %54 A RND IPvA T RLARIEETAEAITERINLE T,
FHDOR 7 ANZHEEARA MDD IPvA T RL A AT LET,
o IP: %60 IPvAT RUAZIRET HHLAICERRLET, HOR YV
ANZHBYE IPva 7 FL A AN LET,
o Wildcard : VA /W RA— Rty h~y 7&EH L, %685 IPv4
T RVADITN—T% AN LET, By MELIZHIGT HE Y
M, Ty Z7RGMIR 0 EF, By MEOIZRHET A E Y
ME, F= v 7 JRIZR0 9,

Source Port

EEER—FZ@RLET, F2, UTOWTNORMEZEIRL T
R— NESEFELET, 70 b= A 7 TCP 35 LU UDP T A ]
TEET,

o = BRLIER—FZHEETLHHEITBIRL T,
>rBIRLIEAR—FLDR— FESHRENTITOR— FEFEE
THEEITBRIN L £7,

o (IEIRLIEAR—FLYVAR—FESHNSNTRTOR— FEFEE
THEEITBRIN L £7,

o F  BRLEAR—FZRSTRXTOR— MEEET 25 G ITEIRL
i‘a—o

e Range : A"— F&BlAAR— FEE LK TAR— MNESOEHTRET
LDHAEICERLET, FryF XU )R MIR— FESRFERS
NIRRWGET, Ry 7 AR — I ESEFHTANTLZLHTE
\i—g—o
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Destination Port

SEEAR— FEBIRLET, 72, LTFOWTIOOEMEEZ BN L THR—
FESEHEELET, Yu ha/Z A7 TCP BLONUDP TOEH T
7,

o = BRLIZAR— FEHETIHILEITEIRLET,
>rBIRLEAR— MRV A= FEERRENVTXTOR— M EHETE
T AESIBRIR L £,

o (IHERLEZA—FLVAR—FESHN/NSNTRTOR— NEFEE
T AESIBRIR L ET,

o #F  BIRLIEAR— MRS TR TOR— M2 ETHIHEEITERL
i‘j—o

e Range : "— M & BlAAR— FEES LK TAR— MNESOEHCTRET
HEEIEIRLET, Fay 7 X o A MIKR— FEENRFRE
NRWEARIE, Ry 7 AR — b EFEFHTANTLZ L TE
\i—g—o

Specify ICMP Message
Type

ICMP A vt —U % A T 2B L E T,
Za haLB A FIMP TOLEHTEX E4,

ICMP Message Type

ICMP Message Type 2MEIR I TWRWEEIZ, ICMP X v —U X AT
DHFE A 0~255 OFFATATI LET,

ICMP Message Type Zi&IRI 2 &, HENBHEITALINFET,

7a haF A7 ICMP TORFEHTE T,

Message Code

ICMP Message Type DNERINTWRWER/IZ, A vE—Ya— KO
% 0~255 DFIPFATATI LET,

ICMP Message Type Zi&IRI 2 &, HENBHEITALINFET,

7 haF A7 ICMP TORFEHTE T,

IP Precedence

1P #E45ENELT (routine (0) / priority (1) / immediate (2) / flash
(3) / flash-override (4) / critical (5) / internet (6) / network
(7)) #=H®RNLET,

ToS

ToS f& (normal (0) / min—monetary—cost (1) / max-reliability (2)
/ max—throughput (4) / min-delay (8)) Z®IRL £,

DSCP

DSCP fii (default (0) / afll (10) / afl2 (12) / afl3 (14) / af2l
(18) / af22 (20) / af23 (22) / af31 (26) / af32 (28) / af33 (30)
/ af41l (34) / af42 (36) / af43 (38) / csl (8) / cs2 (16) / cs3
(24) / cs4 (32) / csb (40) / cs6 (48) / cs7 (56) / ef (46)) % &E
RLUFES,
e Value : FE)TDSCP A AT H5E, 0~63 OFPATA L%
77

TCP Flag

TCP 757 (ack / fin / psh / rst / syn / urg) Z&ERL. L—L
W75 7 %EHET, Fr halZ A S TP TORGEHTEET,

Action

JV—VINELTTHT 7 3 (Permit / Permit Authentication—
Bypass / Deny) #&&{R L £7,
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1= # TPv6 ACL

25 w7 1 T Create £7-1% Update Zi®IR L. AT v 7 2 T IPv6 ACL Zi#®IR LT Next RZ %7
Vo735, LMORTHENERINET,

ACL Configuration Wizard

Access-List Assignment => Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

(®)Sequence No. (1-65535) l:l (OAuto Assign

Assign Rule Criteria

IPv6 Address

IPvG Address
(®) Any (®) Any
(O Host 012::1 (O Host [2012::1
Source Destination
() IPvG 012:1 _IPvE [2012:1
Action @ Permit () Permit Authentication-Bypass () Deny

Back || Next

ACL Configuration Wizard O£ H OFBAZ A IR LET,
NG A= — Bk

Sequence No.

ACL /L — )L &5 % 1~65535 O#iIFHTAS LET,
ACL — L& 52 BEI CAR T A121%. Auto Assign 38N L £,

AN AT 7 3TAT L= BfECTld. Assign Rule Criteria OfEIKIZIZ Action LIANORREHE B ILFE

RENTWERFA, 7L—LA40D IPv6 7 LU AZRERG LT 5846, IPv6 Address R¥ &7 U w7
LET, S LEREHEEOMAHRLET DT, HIESFMHICEE LEREEITVET,
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Assign Rule Criteria ®FHE B OFBAZ UL FIZ R LET,

INTRA—=F—

A

Source

EEIL IPV6 7 RLADEELZLLTOWNWT NN OLRBIRLET, £/,
BB EITRE T IPV6 7 RLAEZ AT LET,
o Any : TRTORBILAAR NEHESRM LT HHEITETIRLET,
e Host : EEITLAARDIPV6 7 RL AZIEET HHAITEIRL £
T HOR Y 7 ATEEITLARA RO IPv6e 7 KL A A LET,
o IPv6: iE{G5C IPv6 7 RLAZIRET HHAITIBIRLET, £D
Ry 7 ZTEETIPVe 7 RLAZ AN LET,
o Prefix Length : IX{EL IPv6 T RLAD T L7 4 v 7 AEH A
HILET,

Destination

555 TPv6 7 RLADERTEEZLLTOWWTN N ORBIRLET, £/~ &

BN IRGAI356E IPve 7 KL A2 AN LET,

e Any : TXRTDOSIHFA MEHESRMELTHHAITEIRLET,

e Host : 3R A FD IPv6 7 RL AZIRET AR L £,
FDOR 7 ZHHEARARND IPv6 7 RLAZ AN LET,

o IPv6: %85 IPv6 7 NL AZIRET HLEITIBRLET, HAOKR Y
7 AEEHE IPv6 7 L AZ AN LET,
o Prefix Length : %685 IPv6 7 RLAD T L7 4 v 7 A% AS)

LET,

Action

JV— VN EATT BT 7 >3 (Permit / Permit Authentication-
Bypass / Deny) #&{R L £,

AT TFNE

AZiX, Back "Z &7 U w7 LET,

TR
WKOFNEIZETeIZIX, Next RE %7 U w7 LET,
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$55E IPv6 ACL

A7 w7 1 T Create £721% Update Z1®IN L., A7 >~ 7 2 T Extended IPv6 ACL % 324K L T Next R &
EIZ V735 E UNORTHEARERSRINET,

ACL Configuration Wizard

Access-List Assignment => Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

(@)Sequence No. (1-65535) l:l (CiAuto Assign

Protocol Type | TCP ﬂ| | | (0-255) Fragments

Assign Rule Criteria

IPv6 Address | | Port | | IPvé DSCP | | TCP Flag | | Flow Label
IPvE Address
(®) Any (®) Any
()Host 2012:1 () Host 012:1
Source Desfination
) IPvE 2012:1 ) IPvE 0121
Premclengin [ | Premclengtn [ |
Port
Source Port Please Select |v]
[Please Select [¥] | | (0-65535)| Please Select [V] | | (0-65535)
Destination Port| Please Select [v]
[Please Select [V] | | (0-65535) | Please Select [v] | | (0-65535)
IPvé DSCP

DSCP (0-63)| Please Select [ |

TCP Flag

TCP Flag[_Jack [Jfin [Jpsh st [Jsyn [Jurg

Flow Label

Flow Label (0-1048575) |

Action (@) Permit (7) Permit Autheniication-Bypass () Deny

Back I[ Next
ACL Configuration Wizard O£ H OFAZ A IR LET,
WNIRA—F— P
Sequence No. ACL L — L5 % 1~65535 OFFATASII L FET,
ACL — V3K 5% HEN CAERRT 5 121E, Auto Assign Z3#IR L £,

Protocol Type v ha)vHx A7 (TCP / UDP / ICMP / Protocol ID / ESP (50) /

PCP (108) / SCTP (132) / None) %R £,
e Value: FEITFr b/ ID 2 AT 556, 0~255 O TA
HLFEF,
e Fragments : N7y N T T T AL NT 4 NVE2 ) U TREDDHGEI
Fxzv 7 LET,

WANZ AT 7 34T L= BePECTld. Assign Rule Criteria OfEIKIZIZ Action LIANORREHE B ILFE
RENTHER e IS, 7 L—LOMAERNR A ET 57202, IPv6 Address, Port, IPv6 DSCP,
TCP Flag. Flow Label OWTINDARX %7 Vw7 LET, ST RX 27 Vv r3HE, £
NEUTKHS LT B B OB HEL L E 3O T, HIERMHICEBR LIZREEZITWET,
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Assign Rule Criteria ®FHE B OFBAZ UL FIZ R LET,

WNTRA—=H—

A

Source

EEIL IPV6 7 RLADEELZLLTOWNWT NN OLRBIRLET, £/,
BB EITRE T IPV6 7 RLAEZ AT LET,
o Any : TRTORBILAAR NEHESRM LT HHEITETIRLET,
e Host : EEITLAARDIPV6 7 RL AZIEET HHAITEIRL £
T HOR Y 7 ATEEITLARA RO IPv6e 7 KL A A LET,
o IPv6: iE{G5C IPv6 7 RLAZIRET HHAITIBIRLET, £D
Ry 7 ZTEETIPVe 7 RLAZ AN LET,
o Prefix Length : IX{EL IPv6 T RLAD T L7 4 v 7 AEH A
HILET,

Destination

555 TPv6 7 RLADERTEEZLLTOWWTN N ORBIRLET, £/~ &

BN IRGAI356E IPve 7 KL A2 AN LET,

e Any : TXRTDOSIHFA MEHESRMELTHHAITEIRLET,

e Host : 3R A FD IPv6 7 RL AZIRET AR L £,
FDOR 7 ZHHEARARND IPv6 7 RLAZ AN LET,

o IPv6: %85 IPv6 7 NL AZIRET HLEITIBRLET, HAOKR Y
7 AEEHE IPv6 7 L AZ AN LET,
o Prefix Length : %685 IPv6 7 RLAD T L7 4 v 7 A% AS)

LET,

Source Port

ERIEA— M EBRLET, £, LTOVTRLOEM 2R L T

R— NESEFELET, 72 ha3L A 7 TCP 35 LU UDP TO A ]

TEET,

o =i BRLIA—FZHEETLHAITRRL £

> BIRL7EAR— R LU A= FEZBRENTNTOR— FEFEE

THHAITRIRL £,

o IERLIA— MLV A—=FEZNSNTSTOR— FZEE
THHAITRIRL £,

o F :BRLAEA— 2R TRTOR— FEEET 2 HAITEIRL
i‘j—o

e Range : "— M &R — FEE LK TAR— MNESOEHTRET
LHEISERLET, FayFZ U U A MIR— MEGHRRS
NRVEHEIE, Ry 7 ACR— bESEFHTANTLHILHTE
\i—g—o

161/294



8 ACL | 8.1 ACL Configuration Wizard

Destination Port

AR — 2RI L ET, 72, LFOWTNDORMZRIN L THR—
FESEHEELET, Yu ha/Z A7 TCP BLONUDP TOEH T
7,

o = BRLIZAR— FEHETIHILEITEIRLET,
>rBIRLEAR— MRV A= FEERRENVTXTOR— M EHETE
T AESIBRIR L £,

o (IHERLEZA—FLVAR—FESHN/NSNTRTOR— NEFEE
T AESIBRIR L ET,

o #F  BIRLIAR—FE2BRLSTRTOR— M E2HETIHRSITERIRL
i‘j—o

e Range : "— FZBAtAHR— FEF LK THR— MNEEFOHIPHTHET
HEAIEIRLET, Fay7XH 7 ) A MIR— hEFHRFERE
NRWEARIE, Ry 7 AR — b EFEFHTANTLZ L TE
\i—g—o

Specify ICMP Message
Type

ICMP A vt —U % A T 2B L E T,
Za haLB A FIMP TOLEHTEX E4,

ICMP Message Type

ICMP Message Type 2MEIR I TWRWEEIZ, ICMP X v —U X AT
DEAEZ AN LET,

ICMP Message Type Zi{R9 25 &, BENBHEI CATISNET,

7a haF A7 ICMP TORFEHTE T,

Message Code

ICMP Message Type DNERINTWRWER/IZ, A vE—Ya— KO
EEADLET,

ICMP Message Type Zi%{R9 25 &, BENBHEI CATISNET,

7 haF A7 ICMP TORFEHTE T,

IPv6 DSCP

DSCP i (default (0) / afll (10) / afl2 (12) / afl3 (14) / af2l

(18) / af22 (20) / af23 (22) / af31 (26) / af32 (28) / af33 (30)

/ af4l (34) / af42 (36) / af43 (38) / csl (8) / cs2 (16) / cs3

(24) / cs4 (32) / csb (40) / cs6 (48) / cs7 (56) / ef (46)) %3

WLET,

e Value : F#)TDSCPEAZ AT D356, 0~63 OHIPITA L E
7

TCP Flag

TCP 75 7 (ack / fin / psh / rst / syn / urg) ZERL, L—/L
W77 REDET,
Zu hanH A7 TP TOMMERTE E4,

Flow Label

70— YL DOf & 0~1048575 O TAS L £,

Action

JV—LINELTTHT 7 3 (Permit / Permit Authentication—
Bypass / Deny) #&&{R L £7,

BIOFNEICEAIZIX. Back "¥Z %227 U w7 LET,
IKOFNEIZETeIZIX, Next RE %7 U w7 LET,
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T3 A,%— h ACL

A7 w7 1 T Create £7-1% Update Z &I L, AT v 7 2 T Expert ACL 2R L T Next R¥ L %7

Uy 74 5L, LFORTEEAFRRSNET,

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
(®Sequence No. (1-65535) (CAuto Assign
Protocol Type TCP ™ | | (0-255) Fragments
Assign Rule Criteria
IPv4 Address | | MAC Address | | Port | | IPv4 DSCP | | TCP Flag | | 802.1Q VLAN
IPv4 Address
®Any ®Any
LN — SL N —
Source Destinati
widears [ ] wiars [ ]
MAC Address
@ Any (® Any
O Host OHost
Source Destination
(OMAC  [11-DF-36-4B-A7-CC COMAC
Widcard Widearg
Port
[Please Select [V] | | (0-65535) | Please Select [V] | | (0-65535)
Destination Port| Please Select |V |
[Please Select [+] | | (0-65535) [ Please Select [V] | | (0-65535)
IPv4 DSCP
@)IP Precedence|Please Select || ToS|Please Select  [v]
(ODSCP (0-63) [Please Select [v] | |
TCP Flag
TCP Flag[Jack [ffin [Jpsh [“Jrst [jsyn [Jurg
802.1Q VLAN
CoS |Please Select
) —
Action (@) Permit  (7) Permit Authentication-Bypass () Deny
Back | | Next
ACL Configuration Wizard O£ H OFAZ A IR LET,
WRIA—F— B
Sequence No. ACL V— L5 % 1~65535 OFFATASII L F T,
ACL — V& 52 BEI CAR T A121E. Auto Assign 38N L £,
Protocol Type 7'va hanys A7 (ICP / UDP / ICMP / EIGRP (88) / ESP (50) / GRE

(47) / IGMP (2) / OSPF (89) / PIM (103) / VRRP (112) / IP-in-IP

(94) / PCP (108) / Protocol ID / None) #J®IRL £,

e Value : FE)TY'm h=2/L 1D Z AT 555, 0~255 OFEH TA
HLET,

e Fragments : X7y N T T T AU NT 4 NE2 ) U T REDDHHEIC
7‘:!:“/7 L/ij—o
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PN AT v 7 3T LT BEPE Cld. Assign Rule Criteria OfEIGIZIZ Action IS OREHE B X%
REINTWEREA, NS, 7L —LOMEXNREZIEET 572012, IPv4 Address. MAC Address,
Port. IPv4 DSCP. TCP Flag, 802.1Q VLAN OWFNMNDRZ L 27V w7 LET, 4T HRE %
7V w7 3HE FNENCKHE LR EHE OMAHE L ET O T, HERMFIZER LR EZT
WET,

Assign Rule Criteria ®FHEH OFBAZ UL FICR L ET,
RTA—F— A
Source IPv4 Address EETC IPvA T RLADEREZLUTOWNTNNSEINLUET, F7-.
BB EITRE T IPvA T RLAEZ AT LET,
o Any : TRTOREBILAAR NEHESRML LT HHEITETIRLET,
e Host : EEITLAA MDD IPvA T RL AZIEET HHAITEIRL £
T FHOR Y 7 AZEEITLARA RO IPva 7 RLAZ A LET,
o IP:EEILIPVAT RLREZIRET HHLAICERIRLET, HOKR Y
7 ANEIETL IPvA 7 RLAZ AN LT,
o Wildcard : VA /L RA—FREy b~y FE2MHHAL, #ET
IPVAT7 RLVAD T N—T% AT LET, B ME 1ITRIGT
HE Y M, Ty ZXGNIR 0 E3, By ME O IZHIST
HE Y M, Ty IR0 9,
Destination IPv4 54 IPvd 7 RV ADORTELZLLTFOWWT NN OEIRLET, £/, &
Address EN LB T565E IPva 7 RL A Z AN LET,
o Any : T RTOSIERA MEHESRMEE TH5EITEIRL T,
o Host: %84 ARARND IPvA T RLARIEETAEAITERINLE T,
FDOR Y 7 AR AND IPvd 7 RLAEZ AL ET,
o IP:%i5EIPVAT RLRZIBET HDHEICRIRLES, HORy 7
ANHESE IPva 7 KL A& A LET,
o Wildcard : VA /L RA— Kby b~y 7 &2HH L, 585 IPv4
T RLVADITN—T2ANLET, By MELIZHSTHE Y
ME, Ty 7385020 £9, By MEO IZXHETHE
ME, Ty Z73RIC20 £7,
Source MAC Address EETMC T FLAOREZLUTOWNT NN OBIRLES, F72, &
ENBEREAITEEITCMAC T RLAZ AT LET,
o Any : TRTORBILAAR NEHESRM LT HHEITTIRLET,
e Host : EEILARA RDMAC 7 RV AZIRET HHAITRIRL £,
FHDOR Y 7 AEETLARA FDOMCT RLAEZ AN LET,
o MAC: HEEILMAC 7 RV RAEFRET HHLAICIEIRLE T, HADOR
7 ANZEETEMAC 7 L A& A LET,
o Wildecard : 3{E7CMAC T RL AL UL L RO — NEEZ AT LE
7
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Destination MAC Address

S MAC 7 RLADEREZLL TOWT NN GEIRLET, /2. &RE

\CHEREAITSEEMAC 7 RLAZ AT LET,

e Any : TXTDOZIHAFA MEHESMELETHHAITEIRLET,

e Host : 48R A NDOMACT RLAEIRET HHAICRIRLET, A
DR 7 ANZFEREARA RDOMCT RLAEZ AN LET,

o MAC: %EJCMAC T RLAZIRET HHAICRIRLET, AORy 7
ZIZHEHEMAC 7 RL A Z AT LET,
o Wildcard : 55 MAC T RL AL TUA NV RE—REZ AL E

7T

Source Port

EEER—FEZ@RLET, F2, UTOWTHNORMEZEIRL T

R— NESEFELET, 72 b= A 7 TCP 35 LU UDP T A ]

TEET,

o = BRLIER—-FZHEETLHEITBIRLET,

>R LIEA— ML R—FESHRENTITOR— FEFEE

THEAITBRIN L7,

o (IEIRLIEAR—FLYVAR—FESHNSNTRTOR— FEFEE
THEAITBRIN L £,

o F  BRLEAR—FZRSTRXTOR—MEEET 25 G ITEIRL
\ij—o

e Range : "— M & BlAAR— FEE LK TAR— MNESOEHTRET
LDHEICERRLET, Fry XU A MIR— FESRERS
NRWERIE, Ry 7 AR —MEFEFHTANTLZLHTE
i‘a_o

Destination Port

SEEAR— FEBIRLET, 72, LFOWTINOOEMEEZ RN L THR—
FNESEHEELET, Yu haZ A7 TCP BLONUDP TOFEH T
7,

o = BRLIZAR— FEHETIHILEITEIRLET,
>IBIRLIEAR— MRV A= FEERREZNVTXTOR— M EHETE
T AESIBRIR L £,

o (IHERLIEZA—FLDAR—FESHN/NSNTXTOR— NEFEE
T AESIGBRIRLET,

o #F  BEIRLIEAR— MRS TR TOR— ML ETHHEEITERL
i‘j—o

e Range : "— M & BIAAR— FEE LK TAR— MNESOEHCTRET
HEEIEIRLET, Fay 72 o A MIR— FEENRFRE
NRWEARIE, Ry 7 AR — b EFEFHTANTLZ L TE
\i—g—o

Specify ICMP Message
Type

ICMP A vt —U % A T 2B L E T,
Za haLB A FIMP TOLEHTEX E4,

ICMP Message Type

ICMP Message Type 2MEIR I TWRWEEIZ, ICMP X v —U X AT
DHFE A 0~255 OFFATATI LET,

ICMP Message Type ZiEIRI 2 L. HENBHEITALINFET,

7 haF A7 ICMP TORFEHTE T,

Message Code

ICMP Message Type DNERINTWRWERIZ, A vE—Ya— RO
% 0~255 DHFPFATATI LET,

ICMP Message Type ZiEIRI 2 L. HENBHEITALINFET,

7a haF A7 ICMP TORFEHTE T,
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IP Precedence

1P #E45ENELT (routine (0) / priority (1) / immediate (2) / flash
(3) / flash-override (4) / critical (5) / internet (6) / network
(7)) ZEIRLET,

ToS ToS fiE (normal (0) / min—monetary—cost (1) / max-reliability (2)
/ max—throughput (4) / min—delay (8)) Z3®IRL £,

DSCP DSCP 1 (default (0) / afll (10) / afl2 (12) / af13 (14) / af21
(18) / af22 (20) / af23 (22) / af31 (26) / af32 (28) / af33 (30)
/ af4l (34) / af42 (36) / af43 (38) / csl (8) / cs2 (16) / cs3
(24) / cs4 (32) / csb (40) / cs6 (48) / cs7 (56) / ef (46)) %%
RLFEF,

e Value : FE)TDSCP A AN T 556, 0~63 DFHTAN L E
7

TCP Flag TCP 7 %7 (ack / fin / psh / rst / syn / urg) ZER L., L—/L
277 75 E0FET,
7u hany A7 TP COAEHATEET,

CoS CoSHEE LT, 0~7T OWTHn bR L £,

VID ACL /L— W\ Z BEAT I 5 VLAN 1D % 1~4094 OFFHTAS LE T,

Action N—IVINEAITT HT 7 > a (Permit / Permit Authentication-
Bypass / Deny) Z iR L £,

AIOFNAIZI HITIL, Back R¥ %27 U v 7 LET,

R
WKOFNEIZETeIZIX, Next RE %7 U w7 LET,

8.1.4 R v 7 4-KR— +DiERA

Next RZ %227 )y 7 95L, UUTIORTBIEHNPERSNET,

ACL Configuration Wizard

From Fort To Port

Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port
Which port(s) do you want to apply the Access-List?

Direction

Port1/0/1 [v] [Porttion

] [wn [+]

Back | | Apply

A DA H Q@A 2 LT IOR LET,

INTG A —F —

B

From Port / To Port

RN— FEZIIAR— FOFPHZIEIR L £ 7,

Direction

FHmz@R L ET, In DHARRTE LT,

BIOFIBIZEAI121E, Back R¥ %27 VU w7 LET,
REEMWHT 520X, Apply K& %27 Vw7 LET, A7 v/ 1 OMEiHE (ACL Configuration Wizard

HE) IZRY £7,
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8.2 ACL Access List

ACL Access List H[[fE Tl%. ACL a2 77 A )L & ACL IL— VDGR, TEEITHI N TEET,

KM & 379 5121, ACL > ACL Access List #27 U v 7 LE 7,
R eSS Ll —|

ACL Access List

AGL Type All ~ @ ID (1-14899) | |OACLName 32 chars | \ Find |

Total Entries: 6 Add ACL

S-IPv4 Standard IP ACL Disabled Edit Delete

2000 E-Pv4 Extended IP ACL 10 10 Disabled | Edt  |[ oDelete |
6000 MAGC Extended MAC AGL 10 10 Disabled | Edt || Delete |
8000 Expert Extended Expert ACL 10 10 Disabled | Edt || Delete |
11000 S1P6 Standard IPv6 ACL 10 10 Disabled [ Edt  |[ oDelete |
13000 E-IP6 Extended IPv6 ACL 10 10 Disabled | Edt || Delete |
BERBE =
‘Clear All Counter” Clear Counter H Add Rule ‘
T T S R R
MAC Access-List Enable IP-Packets
MAC Access-List Enable IP-Packets State () Enabled @ Disabled

AKEHE T, 2HOT =T NANERINET, EOT—TMITIE, BEEFEAD ACL 7’1 7 7 A LN ER
SNFET, TOT—T7 ML, ACL 7a 7 7 A JVICEFRIILTWND ACL b— A RERRINET, KliH
WZBBAT LT CIX ACL v— DT — 7 MZIIME RSN TE LT, ACL 7r 7 7 A LT —7 /LT
TINWNPDAL 777 ANDITEZ ) v 735 & 4T DAL= ANRRRINET,

PLFIE. ACL 72 757 A NVDT—T ) ET—F L0757 U v 7 LTfFlTT,

I

ACL Access List

R R — YT

sip4 Standard IP ACL Disabled [ Edit |[ Delete |
2000 E-P4 Extended IP ACL 10 10 Disabled | Edt || Delete |
6000 MAC Extended MAC ACL 10 10 Disabled [ edit || Delete |
8000 Expert Extended Expert ACL 10 10 Disabled |  Edit || Delete |
11000 S-IP6 Standard [Pv6 ACL 10 10 Disabled [ Edit || Delete |
13000 E-P6 Extended IPV6 ACL 10 10 Disabled | Edit || Delete |
EENEE =
S-1P4 (ID: 1) Rule [clear ANl Counter|[ Clear Counter || AddRule |
I S S S R
any any

b EEEEE =

Mac Access-List Enable IP-Packets

Mac Access-List Enable IP-Packets State () Enabled (@) Disabled
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ACL Access List D& HEH OFHAZ LI TIR L ET,

NI RA—F— LA

ACL Type W95 ACL 7177 A /L0 ACL f&3] (A1l / IP ACL / IPv6 ACL /
MAC ACL / Expert ACL) Z 2R L £,

ID ACL a7 7 A )V% ACL ID THRETHHEICEIRLET, £, HD
Ry 7 AT ACL 1D & 1~14999 O#FHTASI L ET,

ACL Name ACL a7 7 A% ACL 4 TREBETHHHICERIRLET, £/, HO
AN 7 AT ACL 4 % 32 LFLLNTASN LET,

ADUTAEMTACL 70 7 7 A NV E RS D%, Find RZ %227 U v 7 LET,

ACL 70 7 7 A )V EVERK T DI2iX, Add ACL RKX %27V v 7 LET,

ACL a7 7 A VOB EETRET AIZIT. ACL a7 7 A NLTF—7 LD Edit R¥ %7 Vw7 LET,
ACL 77 7 A VEHIBRT 512X, ACL 727 7 A VT —T /LD Delete R¥ %7 U w7 LET,

ACL L= DT RTCOI X —%7 ) 735121, Clear All Counter RZ %7 U w7 LET,
FRENTWD AL V=D H T X —% 27 U T3 521%, Clear Counter "X %27 U w7 LET,
R L7 ACL 7' 7 7 A VT ACL b— /L &2 B8k 3 51T1E, Add Rule R& %7 ) w7 LET,

ACL V— V& HIBRd 512i%, ACL b—L T —T7 VD Delete RX %27 U v 7 LET,

Mac Access-List Enable IP-Packets O4TEH O LI IR L ET,

NG A —H— B
Mac Access-List Enable | #L3E MAC ACL O x5 % 1Pv4 73/ v B X OVIPV6 237 v b £ TIAS
IP-Packets State AHEBEDIRAE A BN L £ 97,

REXENER) (Disabled) DA, LIk MAC ACL THRERIG & 725 DI
FIP NTy bDOHTY, H%h (Enabled) DIFHE. IPvd /7w FX°
IPv6 /X7y BB RE 72D F9,

REZTHWHATHICIE, Apply RE L Z2 27U v 7 LET,

ACL 707 7 ANT—TNCHD Bdit RE &2 7 Vv 7 T5E, #%48T2170 ACL 727 7 A )LDIN
TA =K —ERETEET,

“RCCREGSSEEC—

ACL Access List
aitee [ V] @owee [ ] Oacihame
“ ACL Name ACL Type Start Seqllence No. m Counter State m
S1p4 Standard IP ACL Disabled Apply Delete
2000  EIP4 Extended IP ACL 10 10 Disabled |  Edit || Delete |
6000  MAC Extended MAC ACL 10 10 Disabled [ edit || Delete |
8000  Expert Extended Expert ACL 10 10 Disabled | Edit || Delete |
11000  SIP6 Standard IPv6 ACL 10 10 Disabled [ edit || Delete |
13000  E-IP6 Extended IPv6 ACL 10 10 Disabled |  Edit || Delete |
n [a] Go
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Edit R¥ %27V v 7 LIzt OKHEE OMAZ U TIORLET,

NT A= — B

Start Sequence No. ACL JL— VB EERFIZ S — 7 o A K52 BEEER T A5 0Oth — 47 v
AF G NI LET,

Step ACL W=D —lr o A5 % BERE T 256 O MEZ 1~32 O

FHCANILET (745 :10) ,
-2 E. BltEy — A AE BN 20 THANMEN 5 DA, BEiD T —
b AFE1T 25, 30, 35, 40 X720 £,

Counter State ACL DB 7 X —DYRHE (Enabled / Disabled) Z 4N L £,
Remark ACL a7 7 A VOB E AT LET,

REZ AT B2, Apply R¥ %27V v 7 LET,

Add ACLARZ > %7 Vw7325 E, LTFIORTACL 707 7 A AR E AR R S E T,

Add ACL Access List

i (1389 ]
ACL Name
Note: The first character of ACL name must be a letter.
Add ACL Access List OFHEH OFBAZ LTI R LET,
NRIA—F— A
ACL Type ACL ®#&R] (Standard IP ACL / Extended IP ACL / Standard IPv6

ACL / Extended IPv6 ACL / Extended MAC ACL / Extended Expert
ACL) Z#EIRL 7,

D ACLD ID Z A LET,

e Standard IP ACL D354, 1~1999 OFIFHCTATI L E T,

e Extended IP ACL DA, 2000~3999 DHIFHTAS)I L E T,

e Standard IPv6 ACL O34, 11000~12999 O#iHTATI L £,
e Extended IPv6 ACL DA, 13000~14999 O#PHTAS L £,
e Extended MAC ACL D54, 6000~7999 OHFiPHCTAS L E7,
e Extended Expert ACL M4, 8000~9999 M#iH TAI L £,

ACL Name ACL 4 % 32 XFLINTAILET,
RELZEATHICIE, Apply RE 227U 7 LET,
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8.2.1 IP ACL

ACL 7’1 7 7 A )T —7 )L CHENAE TP ACL 2NN SNU7-IKAETAdd Rule R¥ %27 U w735 &, LIF

W2 ACL Jb— LGRS KR SAVE T,

Add A =

Add ACL Rule
[0} 1
ACL Name 5-1IP4
ACL Type Standard IP ACL

Sequence Mo. (1-65535)

Match IP Address
®Any

OHost [T

D

l:l (If it isn't specified, the system automatically assigns.)

Action (@ Permit () Permit Authentication-Bypass () Deny

®Any

OHost [T

Source
e - -
wisears [ ]

F7-. ACL 7’27 7 A )T — 7 )L THLE IP ACL DNBIR S/ RAETAAd Rule RHZ %27 U v 735 &

Wideard [ == ]

LUFISARd ACL b — VB Gk 23 R S E T,

Back

Apply

A i =

Add ACL Rule
D 2000
ACL Name E-IP4
ACL Type Extended IP ACL
Sequence No. (1-65535) |:| (IF it isn't specified, the system automatically assigns.)
Action (@) Permit (") Permit Authentication-Bypass () Deny
Protocol Type [Tcp ™ | | (0-255) Fragments

Match IP Address
(@) Any

Orest [ ]

D

®)Any

Orest [ ]

Source
(] - - -
wigeara [ ]

o ]
] E——

Match Port
Source Port

[Please Select [¥] | | (0-65535) [ Please Select [¥] | | (0-65535)
Destination Port| Please Select [v]

[Please Select [v] | | (0-65535)| Please Select [v] | | (0-65535)

TCP Flag [Jack [Jin [Jpsh [Jrst [Jsyn [Jurg
®1P Precedence| Please Select [V ToS|Please Select  [v]

(ODSCP (0-63) [Please Select [v] | |

Back | | Apply

FEH#E TP ACL DO/L— /L Cl, BHETBLO%E%ED IP 7 RLADOLTERMEEIEE LE T, JEIE IP ACL T
X, SIS S EEDDHZ EMTEET,
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FEAE RS I OMEHE TP ACL L— LASREE T, 7'1 2 VICIEFE LA WEE O AU TR LET,

INTRA—=F—

A

Sequence No.

ACL )V— )LD —rr v ZAFH % 1~65535 O TAN LET, FEEL
RWEE . HEHREE DL — > CHEIICAR L £,

Action

TRTOFEMBIZEE LT IPvd Ty MExtdT 57 273 (Permit /
Permit Authentication—Bypass / Deny) # &R L £,

Protocol Type

PLAR TP ACL D HICERRSNVE T,

ST r7m harzkay 7y U A NNLBRLET, FEIT
7 b aVESERET DA, Protocol ID #3#IR L £9, None % i3
WLEBEE, 7o ba L zfEsts LEEA,

o Fragments: 77 7 A hahi=\ry hEHRELET,

Source

EETL IPvd 7 RLRADOFMEHRELET, £o. FUEEBEET LD
DIPvA T RLARUA NI —R~AZ B AT LET,
e Any: TRTOREBITHRAMZEESRMLE LET,
o Host : FEL/-EEL IPVA T RLAZSGMHE LET,
o IP:IEELIEEETIPVAT RLAZL—T 254k E LES, IPv4
T RLALTUAL LRI — R A7 OBLEDLETHRELET,
o Wildcard : VAV KA — F~RA7 &2 ELET,

Destination

54 IPvd 7 RV ADRMZRELET, o, FMEE2EET L7200
IPvda 7 RLARTUA VR — K< A7 2 AT LET,

e Any : T XTOSIHAA NEAESME LET,
o Host: ¥E L5 IPvA 7 RL AR E LET,

o IP:$FELISEIHIPVAT RL AT N—T 5L LET, IPvA T
RLRALTA N RO — R~ A7 OBEDETHRELET,

o Wildcard : VA )V R — R~RA 7 & gE L £1,

IP Precedence

YL3E TP ACL DS EICFR SN E T,

IP Precedence fEDSe% (routine (0) / priority (1) / immediate
(2) / flash (3) / flash-override (4) / critical (5) / internet
(6) / network (7)) THE T E7, ERLAQRWVWEE. IP Precedence
EEHESRMEE LEEA,

ToS YL3E TP ACL DS EICFR SN E T,
ToS fH @ 4 % (normal (0) / min-monetary—cost (1) / max—
reliability (2) / max—throughput (4) / min-delay (8)) THiE TX
F9, BRLRWEGS . ToSEZHIESRME LEE A,

DSCP YL3E TP ACL DS EICFR SN E T,

DSCP fEDSM:% (default (0) / afll (10) / afl2 (12) / afl3 (14)
/ af2l (18) / af22 (20) / af23 (22) / af3l (26) / af32 (28) /
af33 (30) / af4l (34) / af42 (36) / af43 (38) / csl (8) / cs2
(16) / cs3 (24) / cs4 (32) / csb (40) / cs6 (48) / cs7 (56) / ef
(46)) THETEET, BIRLALWEES, FEIT DSCP HEOSMFEIEE
TZFE9, DSCP EBFEE SN TV AR WEA, DSCP EZHESRME LE
A,

REZEZWAT 520, Apply R¥ %227 ) v 7 LET,
BIOBEHEHIZEAIZIX. Back "¥Z %227 U w7 LET,
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HEETLRE IP 7 KL A% 7 V—7 (IP) TIRELHA. IPvd 7 KL ADHET 50 % VA /L K
N—R~vAITHRELET, VAV REI—FR~AZDOE Y b~ 7EMN 0 1T3%45 7 5 E50 2 bl 5
ERV . By by MEN 1Y TAE SRS NEYA, EXIEX. VANV RAI— R AR
0.0.0.255 OGHE, IPva Xy OREILETIISEL IP T RUVADIIH 3 477 v bOHPE S 1
£,

VLR TP ACL OME TliX., 7 u b a5 (Protocol Type) DIFEIC L » TEREITIERRICTHID
BRoL2EANRSY £9, FHEOWMHEZLL IR LET,
INTG R — FLEA
Source Port 7'a k3 LN TCP £7212 UDP DA DA FRENE T,
EEIC TCP/UDP AR — NE S DM EZFRELET, £z, FMHEHEETD
DR — R NEFEANNLET, Fay XX VX RNCTET R b=
NEBEIRTDHE, vl vrR— R EBNICATTESRE T, &ibx
FBE L7 WA, 4358 TCP/UDP iR — hE B &2 HIESM & LER A,

o = HELIEA—IERFLEBITLHGEERMELLET,
>iHEELEAR—FESLIVREVGAEZSME LET,
CHBELER—FESLIVNSWGAEEZSRMEE LET,

#  HEELEAR— R NEFE—HLWEEEREE LET,

Range : Seff & 72 DR — MN&EF %, BlGAR— MEF L TAR— M E
SO THELET,

Destination Port 7 k3 VEED TCP 721X UDP DA D HFRENET,

564 TCP/UDP AR — R EH DR EZHRE L ET, £/o. FUELHEET L7
ODOR— " EZEANLET, Ry Xy VA RNCENT 2 han
BIERT D E, o)) UrR—MREEMICADSNE T, &M%
ELRWES . 565 TCP/UDP AR— hE S &2 HIESRMELE LERA,

RN— b ESOEMDIEESEE (=/ >/ </ # / Range) (. Source
Port £ [RI U T,

Specify ICMP Message | 7’12 b /L4238 ICMP DA DA FRENF T,

Type IOMP A vt —YDO&MEE Ay E—VOMBETIRELET, Avk—Y
AATRAyE—Va— NIABNICATESNET, BELRZVWEGA,
Ayt —T AT Ay —Va— NEFEITANTEET,

ICMP Message Type 7Fu kI3 LSRR ICMP DS DO LFRENE T,

ICMP A v =V XA TDOFRBEEZHELET, FHEINTVRWIGA,
ICMP A v —Y OfHZHIESRMEE LEE A,

Message Code 7o k)L ICMP ORE DOAFTR I N E T,

ICMP A v t—Va—ROFMEZRELET, HEINTWRVWEGSE,
ICMP A w—ya— REHESRME LERA,

TCP Flag 7u ka3 LN TCP DBEDHFRENET,

TCP 77 7 (ack / fin / psh / rst / syn / urg) ZH|ESLLELE L E
T, FrvZ ENTWARWICP 7 F ZI3HESIEE LER AL
REXBEMT DI, Apply RZ %227 U w7 LET,
BIOBEEIZRE A2, Back RZ 227 VU w7 LET,
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8.2.2 IPv6 ACL

ACL 7' 7 7 A )L T — 7 )L THENE TPv6 ACL IR S U7 IRAETAAd Rule R¥ %227 U w735 E ., LA
TR ACL — VB GRB E AR R S IVET,

Add A

Add ACL Rule
[0} 11000
ACL Name 5-IP6
ACL Type Siandard IPvE ACL
Sequence MNo. {1-65535) I:l (If it isn't specified, the system automatically assigns.}
Action (%) Permit () Permit Authentication-Bypass () Deny
Match IPv6 Address
®Any (® Any
Oiost Otost

Source Destination
(JIPvG R012:1 () IPvE 2012:1
Prefctengin [ ] preftengn [

Back | | Apply

*7-. ACL a7 7 A )7 —7 )L CHEAE TPv6 ACL 2N EIREIN/-IRAEETAdd Rule RZ %227 ) w745
&L LIRS ACL — VR ERE N FRoR SV E T,

Add A

Add ACL Rule
D 13000
ACL Name E-IP6
ACL Type Extended IPv6 ACL
Sequence No. (1-65535) l:l (If it isn't specified, the system automatically assigns.)
Action (® Permit (7 Permit Authentication-Bypass () Deny
Protocol Type [Tcp ™ | | (0-255) Fragments
Match IPv6 Address
®Any ® Any

(_JHost 20121 (_)Host 2012::1
Source Destination
CIPvE 2012:1 O IPvE 2012:1
prefLengin [ | pree Lengi [ |

Match Port
Source Port

[Please Select [¥] | | (0-65535) | Please Select [V] | | (0-65535)
Destination Port[ Please Select [v]

|Please Select [V] | | (0-65535) | Please Select [v] | | (0-65535)
TCP Flag [CJack [Jfin ["Jpsh [Jrst [“Jsyn [Jurg
DSCP (0-63) [Please Select  [v]| |

Fiow Label 04046575 —

Back | | Apply

EYE IPV6 ACL O/L—/LClE, REILBLUSEED [Pv6 7 KL ADLTHRAEIE LET, LR 1P
ACL wc\li\ é Ea:%ﬁ}ﬁ)< %ﬁ:;&ﬁ&)é Z k 75‘)"6% jﬁ‘é—o
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FEUERS L OMEAE IPv6e ACL /L— L BEREE T, 71 b a3 VIZEFE LR WEE OFHZ L FIoR L ET,

INTRA—=F—

A

Sequence No.

ACL )V— )LD —rr v ZAFH % 1~65535 O TAN LET, FEEL
RWEE . HEREE O L— > CHBIICAR L £,

Action

TRTOFEMBIZEE L IPve Ty MIxtdT 57 273 (Permit /
Permit Authentication—Bypass / Deny) # &R L £,

Protocol Type

JEBE TPv6 ACL DG EICER R INET,

ST r7m harzkay 7y U A NNLBRLET, FEIT
7 b aVESERET DA, Protocol ID #3#IR L £9, None % i3
WLEBEE, 7o ba L zfEsts LEEA,

o Fragments: 77 7 A hahi=\ry hEHRELET,

Source

EEITL IPV6 7 RLADEMEEHRELET, £, FEEZEET LD
DIPV6 T RLART LT 4 vV AREZATILET,
o Any: TRTOEEILHRA NEAESMELE LET,
o Host : HEL/ZEELIPVE 7 RLAZSMHE LET,
o IPV6: fRELT-IXEIL IPV6 7 RL A N—T %5 LET,
IPv6 7 KL AL T LT 4 v 7 ZAREOHAEDLETHREL £,
o Prefix Length: 7'V 7 4 v 7 AEHZ AT LET,

Destination

4 IPv6 7 RLADRMZRELET, Fio, FMEE2EET L7200
[Pv6 7 RLAR T L7 4w 7 ARZADNLET,

e Any : T XTOSIHHAA NEAESMHE LET,
o Host : ¥EE L5 IPv6 7 RL A2 E LET,

o IPV6 : ¥ L4565 IPV6 7 RL AV N —T 55 LET, IPv6
T RLVRET VLT v 7 AEOHAGDLETHRELET,

o Prefix Length: L7 4 v 7 ZAEZ AN LET,

DSCP

R TPv6 ACL DG AICTRRENE T,
DSCP fEDSA:% (default (0) / afll (10) / af12 (12) / afl13 (14)
/ af2l (18> / af22 (20) / af23 (22) / af3l (26) / af32 (28) /
af33 (30) / af4l (34) / af42 (36) / af43 (38) / csl (8) / cs2
(16) / cs3 (24) / csd (32) / cs5 (40) / cs6 (48) / csT (56) / ef
(46>) “C]?EH;];“C% iﬁ‘o i%?ﬁbfgm%/a\\ F#) T DSCP {g%‘jﬂé‘ﬁf%i
T DSCP AR SHTUW/RVEA, DSCP fif 4 I 4l & LB A

Flow Label

JEAE TPv6 ACL OB AICE RS NET,
7 u—Z Ul (0~1048575) OFME AN LET, FBELZWEGEAT
7u—T Y UHEEHESRME LEE A,

RELZEATHICIE, Apply RE 227U 7 LET,
BTOBEICHEAIZIE, Back R¥ %227 U v 7 LET,
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PLAE IPv6 ACL OEH CTlx, 71 k 2/L5ff (Protocol Type) DIEEIZ L > TEREIZIEERIZY)
DWEDLLHEANHY £, FHBEOWMBEZLL NI R LET,

INTG R — FLEA

Source Port 7'a k3 )LEMN TCP £7212 UDP DA DA R RENE T,

EEIC TCP/UDP AR — NE S D&M EFRELET, £z, FMHEHEETD
DR — R NEFEANLET, Fay XX VX RNCTETr b=
NEBEIRTDHE, v vrR— R EBICATTESRET, &ibx
FRE LaWEa . BHE5E TCP/UDP iN— hE S A2 HIESIE L LA,

o = HELIEA—IEFLE-BITLHGEERMELELET,

> HEELER—FESLIDREVGAEZSMELET,
CHBELER—FESLIVNSWGAEEZSMEE LET,

#  HEELEAR— R NEFE—HLWGEEEREE LET,

Range : Seff & 72 B — MN&EH %, BlGAR— MEFB L TAR— M E
FOHPFATHELET,

Destination Port 7 k3 VEED TCP £721X UDP D& D HFRENET,

564 TCP/UDP AR — R EHDOFRMEZHRE L ET, £/o. FUELZHEET L7
OOR— I EEEANLES, Fay XXX NTEAT T Fan
BEIRT D E, o) UrR—NREEMICA D SNE T, &M%
ELRWES . 565 TCP/UDP AR— hE S &2 HIESRMELE LERA,

RN— b ESZOEMDIEESEE (=/ >/ </ # / Range) (. Source
Port £ [RI U T,

TCP Flag 7a ka3 )LEENTCP DBEDHFRENET,

TCP 77 7 (ack / fin / psh / rst / syn / urg) ZH|ESLLELE L E
T, Frv 7 ENTWARWICP 7 F I3 ESIEE LER AL

Specify ICMP Message | 7’1 b o /LSeH03 ICMP D8 DA ERINE T,

Type ICMP A vt —V DR Ay E—VOFETIEELET, AvEe—
AATRAyE—Va— NIABNICATESNET, BELRVWEGA,
Ayt —T LT LAy —Va— NEFETASTEET,

ICMP Message Type 7'a b a S0 ICMP D8 OAERIINET,

ICMP A vt —T 8 A FOEMEERELET, IHESNTORVES,
ICMP A » e —Y OFEFAHIESRMEE LEY A,

Message Code 7o ka3 VRN ICMP DS DOLEFERINE T,

ICMP A v =V a— ROFEFEELZHRELET, FHEINTVRWVIGA,
ICMP A wvt—va— REHESRMLEE LERA,

REXBEMT DI, Apply RZ %227 U w7 LET,
BIOBEEIZE A2, Back RZ 227 VU w7 LET,
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8.2.3 #k3k MAC ACL

ACL 7' 7 7 A )L 7 — 7 )L THLIE MAC ACL 2AEEIR U7 RAET Add Rule R¥Z 227 U w735 & ., LU
TR ACL L— VB GRE E AR R S IVE T,

Add 2

Add ACL Rule
1D 6000
ACL Name MAC
ACL Type Extended MAC ACL
Sequence Mo. (1-65535) l:l (If it isn't specified, the system automatically assigns.)
Action (®) Permit () Permit Authentication-Bypass () Deny
Match MAC Address
®Any ® Any

()Host 11-DF-36-4B-A7-CC () Host 11-DF-36-4B-AT-CC

Source Destination
(COMAC 11-DF-36-4B-A7-CC (O MAC 11-DF-36-4B-A7-CC
Wildcard |11-DF-36-4B-A7-CC ‘Wildcard |11-DF-36-4B-A7-CC

Match Ethernet Type

Specify Ethemet Type Please Select
|
Ehemet Type Mask Gx00FFep) [ |
Co5 |Please Select

) —

Back | | Apply
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AT DA EH O 2 LU FIR LET,

INTRA—=F—

A

Sequence No.

ACL )V— )LD —rr v ZAFH % 1~65535 O TAN LET, FEEL
RWEE . HEREE O L— > CHBIICAR L £,

Action

TRCOEMBIZEE L7 L —2IZ%T 357 27 23> (Permit /
Permit Authentication—Bypass / Deny) # &R L £,

Source

EETMAC 7 RLRADSEMA2HRELET, /0. £EERETH-00
MAC 7 RLART A )V RBH— R~ A7 AL ET,
o Any: TRTOFEEILHAX FEABSEML LET,
o Host : FEEL/ZBHETLMAC 7 RL 225 L LET,
o MAC: 5FELT-HETLMAC T RLAD I N—T%50FE& LET, MAC
T RLAELUA IR — R~ AT OMAAELETHRELET,
o Wildcard : VA )V RA— K~ A7 ZHEELET,

Destination

S5 MAC 7 RLADSME2HFHRELET, £, UL EET D0
MACT RLARTU ANV R — RK~A7 AT LET,

o Any: TRTCOIEFANEEESMLELET,
o Host:HETELFFEMCT RLAZESEMELE LET,

o MAC : 8 LTSEEMAC T RLAD N —TF %L LET, MAC
T RLAELUA N R — R AT OMHBEDETIEELET,

o Wildcard: VAV R —R~A7 ZHELET,

Specify Ethernet Type

f =Y Ry N2 A D% (aarp / appletalk / decent-iv /
etype—6000 / etype—-8042 / lat / lavc-sca / mop—console / mop-
dump / vines—echo / vines—ip / xns—idp / arp) CTIRE T £7, &
WL WGAE, A —V Ry NEFA T AT 2 FEITANTEET,

Ethernet Type

A=Yy b FATORME 16 ELAED 0x0~0xFFFF (0x (ZATT 2
VEITHY FHA) OFATANLET, faELRWGE, A — xRy
N ATERHERMEL LERA,

Ethernet Type Mask

A —Hxy NEA T D~ A7 % 16 EEIED 0x0~0xFFFF (0x XA
HYMLETIHY FHA) OEHPEATANLET, BELRZWEA, 41—
T MEATHREEINTWAEAIT0x0 & LTI ET,

CoS CoS EDEMZHE L ET, FHBELRWEGA. CoS MEaHERELE LE
A,
VID VLAN 1D o544 VLAN 1D TIHRE L £,

EAMEAT AL, Apply REAE 27V v LET,
BTOBEICHEAIZIE, Back R¥ %227 U v 7 LET,
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8.2.4 fiER T F R /83— ~ ACL

ACL 7 7 7 A )T —T )L TR % 28— | ACL N8R SN2 IRFE T Add Rule R&Z %227V v 74
5 &, LLFITRT ACL b— VB Gk AR s SIVET,

Add A -
Add ACL Rule
1D

ACL Name
ACL Type

Sequence No. (1-65535) l:l (If it isn't specified, the system automatically assigns.)

Action (®) Permit () Permit Authentication-Bypass (7) Deny
Protocol Type | TCP | | | (0-255) Fragments
Match IP Address
® Any (® Any
(OHost (OHost
Source o D tion o
Wildcard . - - Wildcard
Match MAC Address
(®)Any (@ Any
(JHost 11-DF-36-4B-A7-CC () Host 11-DF-36-4B-A7-CC
Souree  ~uac  [11-DF-36-4B-ATCC Destinaion  ~ yac  [11-DF-36-4B-A7-CC
Wildcard [11-DF-36-4B-A7-CC Wildcard [11-DF-36-4B-A7-CC
Match Port

Source Port Please Select

8000
Expert
Extended Expert ACL

Please Select \ | (0-65535)| Please Select [v] | | (0-65535)

Destination Port| Please Select

Pleas:

e Select \ | (0-65535)| Please Select [v] | | (0-85535)

(@)IP Precedence| Please Select ToS|Please Select  [v]

(ODSCP (0-63) |Please Select |

TCP Flag

CoS |Please Select

N —

[Tack [fin [“Jpsh [Jrst [Jsyn [Jurg

Back || Aoy |

LA =% A /X— K ACL D/L—)LCRRET DI E X, HE5E 1P ACL OWNAEITHLIE MAC ACL ODINEZBIL
b DT, KR EHEHOFHAIL IP ACL 38 X OMEIE MAC ACL DIEAZ TS 72 &0,
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8.3 ACL Interface Access Group

ACL Interface Access Group [Hj[f CliL. Bk L7- ACL # PR — MIEHATE £9,
AW EF AT 5HI121L,. ACL > ACL Interface Access Group %7 V v 7 LE1,

errace Access Group
ACL Interface Access Group

From Port To Port Direction Action Type ACL Name

[Port1/0n [+ [Porttioit [~] [In [~] [Add [¥] [PACL [+ | |[ Please select |

1P ACL IPv6 ACL MAC ACL Expert ACL

Port1/0M1
Port1/0/2
Port1/0/3
Port1/0/4
Port1/0/5
Port1/0/6
Port1/0/7
Port1/0/8
Port1/0/9
Port1/0/10

A DA H OFH 2 LT IOR LET,

INTRA—F— B

From Port / To Port N— ORI L £,

Direction ACL 29 5 Hm a3 LET, In DAERTE E,

Action FATT D77 a (Add / Delete) ZiiRL F9,

Type W35 ACL @F#ER] (IP ACL / IPv6 ACL / MAC ACL / Expert ACL) %
B|RLET,

ACL Name ACL 44 % 32 SLFLUNTTATI LE9, F£72I1%, Please Select h¥ %~
Uy L, UAFPGEEFO ACL ZiEIRL £7,

REXHEMAT AL, Apply RE %227V w7 LET,

Please Select "Z L %7 U v 7§55 &, BEHFHAD ACL DY X MBRFERINET, BLTIX, IP ACL
D—Er2 TR LT-HTT,

Total Entries: 2
I S S ™
_ 1 5-1P4 Standard IP ACL
{ ] 2000 E-IP4 Extended IP ACL
i [ 1| [ [ce

WHT 25 ACL 2RI HI2iE, FVARZ 270 v 7 LET,
WIN L7 ACL ZH35121%, KR X o &227 Y v 7 LET,
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8.4 ACL VLAN Access Map

ACL VLAN Access Map HifEH Cli%, VLANT7 7 A~y 7P HZRELE T,
VMNT??X?yT@\ML?VMN@T?tXﬂﬁ%ﬁ5K WAERR T2 717 7 A4 LT, ACL L—

VIZEASSBESKMEE, BBLEREDT 7y a v 2EDEBOY 7T~y 712> TR Y U —0NE
ﬁéniﬁ VLAN 7 4 L Z—T VLAN 727 ¥ A~ v 7% VLAN |28 M4 TH Z & TT 7 & Al 217t
LET,

ANHEHEZF~T DI, ACL > ACL VLAN Access Map #7 U w7 LET,

ACL VLAN Access Map

Sub Map Number (1-65535) [ ]
Acton Forward
Acsess Map Name Counter Sate
Access Map Name |Clear all Cnunter” Clear Counter | | Find |
Total Entries: 1

Access Map Name Sub Map Number m Match Access-List Counter State _

Forward Disabled Binding Delete
n 7] Go

AT DA H H Ot 2 LU FIR LET,

NRIRA—H— A

Access Map Name VLIAN 7 7 v A~ T4 % 32 LFELINTA S L £,

Sub Map Number YT~ TE B 1~65535 OFPFATAT LET,

Action #7957 73 3 (Forward / Drop / Redirect) Z 1R L £,

Redirect #ER L7=LHE1X. VXA VY MDA v X —T =2—RA% R
By AT A RNTRIRLET,

Counter State H 72 —fEREDIRAE (Enabled / Disabled) Z3®iIRL £,
REAWAT HI2IE, Apply RZ %27 U w7 LET,

TRTO VLAN 7278 A~y T OHT 2 —NGW4aE 7 V735121, Clear All Counter RN % 7
Vv 7 LET,

KRINTWD VIAN TV B RA~Y v T Dh o o Z—IF@E 7 V735121, Clear Counter R¥ % 7
Uy 7 LET,

AN LIEHFMTVLAN 7 7 B A~ PR T 510X, Find R¥ %227 U v 7 LET,

ACL 7m 7 7 A )V EVLAN T 7 & 2~ » 7% BEAT 51213, Binding RZ &7V v 7 LET,

VLAN 7 7 £ 2~ v 7 & HIbRT 521X, Delete R¥ %7 U v/ LET,
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Binding K% > %7 Vv /35 &, UFIORTHEHENARRINET,

S ——————

Match Access-List
Access Map Name Map
Sub Map Number 1

(@) Match IP Access-List

| || Please Select Apply || Delete

() Match IPv6 Access-List

Please Select Apply Delete

() Match MAC Access-List

Please Select Apply Delete

Match Access—List &EB OHBAZLL IR LET,

NTGRA—H— B

Match IP ACL WHT 2 IP ACL AERENE T,
Match IPv6 ACL W5 IPv6 ACL AFERINET,
Match MAC ACL W3 2% MAC ACL 3 RENET,

W95 ACL 28R4 2 | ICBEI T 5121%, Please Select ™"¥Z %7 V) w7 LET,
REXHEMT AL, Apply RE %2270V w7 LET,
BEEAT 1T 5 ACL [ A HIBRT A121%, Delete ™Z %27 U v 7 LET,

Please Select "¥ L %7 U v 735 &, UTIORTHEENERINLET,

Total Entries: 2

e T S
_ 1 5-IP4 Standard IF ACL
@ 2000 E-IP4 Extended IP ACL

A EEEEE =

VLAN 7 7 7 A= » ZIZBHHEAHT 5 ACL 238 RT3 5121%, VA RZ 27 ) w7 LET,
BIRL7=T 78R A M2@EATHICE, KRX 2270 v 7 LET,
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8.5 ACL VLAN Filter

ACL VLAN Filter [ CiX, VLAN 7 4 WX —ZRELE£7, &k L7= VLAN 77 A~ > 7% VLAN |Z
BB THZ LN TEET,
AN A2 #9521, ACL > ACL VLAN Filter #7 V v 7 L¥ 4,

ACL VLAN Filter
Action Add
viD List ClAIVLANS
Total Entries: 1
n KN Go

AT DA E H O 2 LU IR LET,

NTGRA—H— B

Access Map Name VLIAN 7 7 v A~ T4 % 32 LFELINTA S LET,

Action FEITTDHT7 73 (Add / Delete) #iEIRL £,

VID List WHT% VLAN Z VLAN ID DU 2 N THEL £,
ERFRICHRE SN TWAHTNTO VLAN [T HT 5121, All VLANs %
Fxv 7 LET,

RELZEATHICIE, Apply RE 227U v 7 LET,
VLAN 7 4 V2 —Z B HI121%, Delete R Z %27 U w7 LET,

182/294



8 ACL | 8.6 ACL Resource Reserved Group

8.6 ACL Resource Reserved Group

ACL Resource Reserved Group [ Ci%, ACL U Y —ADFEIRIE NV —TIETCHR AL ET,

A 2 FR9 A2, ACL > ACL Resource Reserved Group #7 U w7 L%,

ACL Resource Reserved Group

Ingress ACL
Group Function
11 MMRP

13 =
15 =

117
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8.7 ACL Resource Reserved Priority

ACL Resource Reserved Priority [ CliX. ACL U Y — AR A EILENEICE R LET,

K AR T HI21Z. ACL > ACL VLAN Filter #7 U v 7 L¥ 4,

ACL Resource Reserved Priority

Ingress ACL
[ ew “cion
il MMRP
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9 Security

Security 7< :i—flj:\ 7\1_\9— L?yﬁzxmuuﬁ'%)Z P4 }‘ U— 7 n»uuﬁfcf k VIZA'?:I ) 7‘4’

EEITWET,

Security ® FIZH DV T A =a—D—

R L FORIRLET,

(ZBEES D

=Ju

I

[

HE

A=a—4

B

Port Security

R—hEFX=2 VT 4 —EEEDRE

802. 1X

TEEE802. 1X ZHAF DR E

Access Defender

Access Defender DR E

AAA AMAFY 22— VDORTE
RADIUS RADIUS H— R — D% gk
TACACS TACACS+H— X — D B ik

DHCP Snooping

DHCP A X — ¥ > 7 DEE

MAC Authentication

MAC 7 R L AFBFEDFRE

Web Authentication

Web FRAEDFXE

e I I I I BN I B B
Ol || |o|n|w|to |~

—_
(e

Network Access Authentication

j— F?yﬁzxmuu HXOD TE}: H— j]/l/:L—
P—TF = R— 2 DA R

9.11 | Trusted Host TTVr—varDhTARKRANOHRE
9.12 Traffic Segmentation Settings NG T4 T AT —2a VDOERTE
9.13 | Storm Control Z b — LIRS RE DR E

9.14 | ssH SSH H— N —HEHES® SSH = —H — DR E
9.15 | SSL SSL #RE DEX E

IT c7 7 & ARG

MIEERT 27 747 FE#BIL, 2y N =7 ~O7 78 A 27T 50,
E?é%%??oﬁ

BRI 20 E R
R DT TGAT L NP D NI T 4w 7137 a7 EINNET, RA— T 7 ERE

SEERFEHT DR —FTlE, ZMELZ7L—20DFE[EIL MAC 7 RLVATY A4 7 > MR L, RKiliE

Thix
1% TACACS+Y—/3—)

GRREDALBE ATV E T, 7 T4 7 FOFEGE
WCHRET A EEALETN, BEAFICRE L=

I E . REEY—/3— (RADIUS H—"—% L <
—HNT = HR—= A %S

B4 255 GFEHFRETT, v — b LT —F_N— 2|2 kAR TEEE802. 1X FRAF Tl Tx 1A,

N— T 7 AGRAEDOMEIILL T D@ Y TY,

« IEEE802. 1X §¥7
¢ MAC 7 R L ARGk

o Web FX:E
728, DHCP A X —v U 7137 T4 7 v b DOZFGEl
DL LTHHEEINET,

1 AR— ki 7%%?&@-\}3‘_‘ 77 AR nﬁ%ﬁ)‘ﬂ Lt_)ﬁm N lﬂ‘fﬂﬁ‘@jﬁiﬁ’(‘ﬂﬁféﬂﬂﬁf* v hU—

IFATWEE AR, Ak

TIER— 7 7 B AFFED—

“

ST 7 RAPHFAISNET, R— b7 7 v AT, BREOBIC L 6T _XTOH 7 7147

FOBETRRIZZEFTITHY Z &

MTEET,

185/294



9 Security | 9.1 Port Security

9.1 Port Security

Port Security 7' A==2—7TiX, A—rEFx =2V T 4 —HEOREZITVET,

RN—hEX=2 U7 ¢ —ETIT, A— MR THRREHEEGHIRLEST, F—rEF2V 740 —%F
LR =TI IFA T MDD T L —AEZZETHE, EEIIAR— T X2 T 4 —OFH
T—7) T MAC 7 FL A% LET, BT —T7 NV ETH R —FDOFTE MAC 7 KL AN KK
P LT T, REBBD I TAT U ML OT7 L — 252 ET 5L NEX) KREIZRD, 7%
BT 747 FodEE MEETERVWEE] & LTHRWET,

R—hEF=2 T 4 —HEORESL, HER] REICRTZHEOR—-r0T7 7 ar, BT —7
WV EDVAC T R L AEROAIMIRE £33, A— ML TRETE £7,

Port Security ® FIZH DV T A =2 —D—EE2UTOERIIRLET,

BE | A=a—4% B

9.1.1 | Port Security Global Settings R—hEX=2 VT 4 —RED 71— LERE
9.1.2 | Port Security Port Settings N—hEFX=2 VT 4 —EEDR— FEALOFRE
9.1.3 | Port Security Address Entries A= X2 T 0 —OFRER & BIE

9.1.1 Port Security Global Settings

Port Security Global Settings M ClX. &™N— rEF =2 U T 4 —EEED T AT ALK TO i KB
MAC 7 RLU A ZRELET,

ANHEH &2 FnT HI121%. Security > Port Security > Port Security Global Settings #Z27 U v 7 L
7,

Port Security System Settings

System Maximum Address (1-12288) [ | &noLimi Apply

AEHEOXHB OFBAEZLLFIORLET,

INTGRA—H — B

System Maximum Address | #E§iaZFn[ 45 MAC 7 RL AD KA 1~12288 O#iFHTANI LE
4. HIR L2 WAL, No Linit #F = v 7 LET,

REZXZWAT 520X, Apply RE %227V v 7 LET,

9.1.2 Port Security Port Settings

Port Security Port Settings i Cix, " — FNEMfTHR— X2 T 4 —ORELXZITWVET,
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ANHEH &2 FRT HI121%. Security > Port Security > Port Security Port Settings #727 J v 7 LF
7,

Port Security Port Settings

From Fort To Port State Maximum (0-12288) Violation Action Security Mode Aging Time (0-1440) Aging Type

[Port1/0/1 [v] [Port1/0/1 [w] |Disabled [v] B2 | [Protect [v] [Delete-on-Timeot[v] | | | Absolute Iv]

I ] I e e Y e i
Port1/0/1 32 Protect Delete-on-Timeout Disabled Absolute
Pori1/072 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/073 32 1] Protect = Delete-on-Timeout Disabled 0 Absolute
Pori1/0/4 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0/5 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0/6 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0/7 32 0 Protect - Delete-on-Timeout Disabled 0 Absolute
Pori1/0/8 32 1] Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0/9 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
Port1/0110 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute

A DA H OFH 2 LT IOR LET,

NG A —H— B

From Port / To Port AR— FMEFIIR— N OB L £1,

State R—brtx=UT 4 —HEEEDIAE (Enabled / Disabled) Z IR L F
7,

Maximum BN L2 — b~ A2 a4 5 MAC 7 RL 2D K% 0~12288
®ﬁlfﬂﬁbi#(?7¢wb-w)

Violation Action EIREETOT 7 v a v BZLLTFOWT LRI L £97,

e Protect : (B CERVEELZT X THELE T, v Z—IC
TEELEY AL

o Restrict : FETERVWBELZ T NTHELET, WU ¥ —IZ5
kL, VAT Lu T OREREITNET,

e Shutdown : ERCIRREICAR D EAR— a2 vy R LET, VR
TAa T OREREITVET,

Security Mode X274 —F— P%U—F@ ELLPMHEIRL E T,

e Permanent : ‘FE L= MY — |3k iz h)—L72b | 22—
H— 73)35@]??1%% L7Z2WRVHIFRESNEHA, T2 b —Ef%
ET 7 A NVICFEERSIVE T,

e Delete-on-Timeout : & L= MY —|IH[Rff& = FY —&
e E9, HRMAE=2 MY —3RET 5 L AEICHIBRS N E

W

—5—0
Aging Time T N =D — 0 T E 0~1440 (4y) o#E A LET, 0
DOEGEITHBEMfETHoTHER L ERE A,
Aging Type T R —DRNE— FEZLU &R L ET,

e Absolute : fEE L= CHEIRI L T b U —ZHIFRL £,

e Inactivity : {5 € L7z HIRINICE NS T D27 947 b7 L —A
BZELRWEAICD S Y —ZHIBR L E9,

RELZEATHICIE, Apply RE 227U 7 LET,
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9.1.3 Port Security Address Entries

Port Security Address Entries M CTiZ, A —hFrtF 2V T 4 —DEHRT —TNLDOERL, =2 b
U — DO FENEERE K OHIBRZITWET,

K 2 #2779 5 121%, Security > Port Security > Port Security Address Entries #7 VU v 7 L
7,

Port Security Address Entries

Port MAC Address VID (1-4094)
[Porttion [v] [p0-84-57-00-0000 | []Permanent [ ]
| Add || Delete || Clear by Port || Clear by MAC |
Total Entries: 1 clear All
I S S B
Port1/0/10 00-11-22-33-44-83 Permanent

1 I] [ leo

AT DA H H Ot 2 LU FIR LETS,

INT A—H— LA

Port T MY =&, BIFRT 28— FE2@IRLET,

MAC Address my%J ZEhn, HIBRT 5 MAC 7 RLAZ AN LET, Kz b
— 2B EkT A AL, Permanent #F = v/ LET,

VID WMID%AﬁLiﬁ HPHIE 1~4094 T,

AN LIEERTAR—beX a2V 74— N —% BT 512, AddARF %2270 w7 LET,
AN LTEAFRTCAR— b ExF 2 VT 0 —x2 2 N —ZHIBRT HI21E, Delete R"¥ %7 U v/ LET,
BIRLZAR—PFOR— X2V T 40— ) =D H—% 7 U T3 5121%. Clear by Port &~
ZowT Uy LET,

AJJL7Z MAC 7 RLADR—htFa2 VT 4—2 N —Dh % —%7 )73 5|21, Clear by
MACARH %277 LET,

TRCOFR— X2 VT 4= NI =D —%27 V74 521E, Clear All RZ %7 U v
7 LET,
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9.2 802.1X

802.1X 7 A== —TlE, A— FT7 7 & RFIAED TEEER02. 1X #FF (LL#%. TEEES02. 1X ZR3E) DK iE
%??U\i—é—o :@%’%ﬁ%&i\ TEEES02. 1X nﬂunﬁ? 7/1)77/ F@nmﬁT?“lZXG J:’)/Cﬂ_\g‘— L@T&“‘Zxﬁ$
Al A PE L ET,

802. 1X D FICH AV T A=a—D—EELUTFTORITFTLET,

BE | A=a—4 =

9.2.1 | 802.1X Global Settings IEEE802. 1X RRFED 7 11— /N LR E

9.2.2 | 802. 1X Port Settings IEEE802. 1X RBGFD AR — R E

9.2.3 | Authentication Sessions Information | IEEE802. IX ZREFEDE v g U FHROER
9.2.4 | Authenticator Statistics IEEE802. 1X FRFEDFEFHE I D TR

9.2.1 802.1X Global Settings

802. 1X Global Settings M CiX. IEEE 802. IX FiFD 7 m— LR EEITVET,
K A FR9 AHI21E, Security > 802.1X > 802. 1X Global Settings #7 VU v 7 LF4,

802.1X Global Settings

802.1X State Disabled ||
Mode MAC-Authentication-Fail () Enabled @) Disabled

A DA H OFH 2 LT IOR LET,

INTG R — B

802. 1X State AN— N7 7 & AFEAET IEEE 802. 1X #&REDIKAE (Enabled / Disabled)
PR LET,

Mode MAC_ MAC vy uﬂ?j)& &G?)EH Lf_ﬁ%g :—\ MAC oS nﬂi%%?? LT;@ML %E& Lj:_l}’fr

Authentication—Fail |2 1EEE 802. 1X #RGF % i3 AHEREDIRAE (Enabled / Disabled) 7% 3
WLUET,

REZTWHTHICIE, Apply RE Z2 27U v 7 LET,
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9.2.2 802.1X Port Settings

802. 1X Port Settings i Tlx, AN— ML TO TEEE 802. IX BREDKEEITVET,

AR 2 FRT HI21E. Security > 802.1X > 802. 1X Port Settings #7 U v 7 L£7,
TBOZAX Port settinge

802.1X Port Settings

From Port To Port PAE Authenticator Server Timeout (5-65535)
[Potion ] [Potion v, I o e
Quiet-Period (5-65535) No Quiet-Period TX-Period (5-65535) No TX-Period

Bo s O sec O

Re-Authperiod (5-2147483647) Supp-Timeout (5-85535) Ignore-eapol-start Reauthentication

T T — P

Port1/0/1 None 3600 Disabled Disabled
Port1/0/2 None 60 3600 30 30 30 Disabled Disabled
Port1/0/3 None 60 3600 30 30 30 Disabled Disabled
Port1/0/4 None 60 3600 30 30 30 Disabled Disabled
Port1/0/5 None 60 3600 30 30 30 Disabled Disabled
Port1/0/6 None 60 3600 30 30 30 Disabled Disabled
Port1/017 None 60 3600 30 30 30 Disabled Disabled
Port1/0/8 None 60 3600 30 30 30 Disabled Disabled
Port1/0/9 None 60 3600 30 30 30 Disabled Disabled
Port1/0/10 None 60 3600 30 30 30 Disabled Disabled
Port1/0/11 None 60 3600 30 30 30 Disabled Disabled
Port1/012 None 60 3600 30 30 30 Disabled Disabled

AKEHEOKEE OFHAZ L FIORLET,
INTGA—H— iEA

From Port / To Port A= FEFIIAR— FOFHAZEIR L E£7,
PAE Authenticator IEEE 802. 1X ZHAFHERED L AE (Enabled / Disabled) % 3%k L 7,
Server Timeout FEE Y — N — DN B % 5~65535 (7)) O#FPHCAALET,

KT A—H—F Ver. 2. 01. 00 LLFE TS L TWET,
Quiet—Period AR D 7 1 7 % 5~65535 (F) O#IFITASI LET,

No Quiet—Period FRERBFRIZ 7 0 v R 2 T R WGERICTF = v 7 LET,

TX-Period EAP-Request/Identity % iX{5 9 2 MIfE% 5~65535 (Fb) O#iPHTAL)
LET,

No TX-Period TEHIR 72 EAP-Request/Identity ZEE LR WHEAICTF = v 7 LET,

Re—Authperiod FHERIEWIM A 5~2147483647 (7)) O#PHTAS L ET,

Supp-Timeout EAP-Request/Identity 0)ﬁ§4§ﬁ%f5m%ﬁﬁ%a 5~65535 (F) O#HIPFHATAL
LET,

Ignore—eapol-start EAPOL-Start (ZieZ LRV VEEED IR EE (Enabled / Disabled) Z i8R L
£

Reauthentication LGS REDIRAE (Enabled / Disabled) #3iR L £,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
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9.2.3 Authentication Sessions Information

Authentication Sessions Information [Hifil%, IEEES02. IX FRiFDE v a NEMAFR L ET,
R H & 89 HI121E., Security > 802.1X > Authentication Sessions Information #7 VU v 7 L
Ee

Authentication Sessions Information

From Fort To Port
Port1/0/1 [+~] Port1/0/1 [+~] Init |[ Reauth

A DA H OFH 2 LT IOR LET,

NRIA—HF— B
From Port / To Port A= FEFIIAR— FOFHAZEIR L E£7,

%*ﬁbf:ﬂs“— ]\O)u»unﬂi'k v g /%%ﬂ%@ﬂﬁﬁ“é ZiX. Init T& N -/ > Lij—
IR L= AR — FOFEREE v 3 /Tﬁwunﬂiﬁ—é Zi%. ReAuth REHTY a4 Liﬁ“

9. 2.4 Authenticator Statistics

Authenticator Statistics i CTlZ. IEEE 802. IX FAFDHFEREF < LE T,
ANHEHE Z T HICIEL, Security > 802.1X > Authenticator Statistics #27 VU v 27 L¥E 9,

Authenticator Stafistics

Port Port1/0/1 []

Total Entries: 0

Frames Frames Reqld LogOff Req Respld Resp Error
Last Version Last Source
RX T TX RX TX 34,4 RX RX

A DA H OFH 2 LT IOR LET,

NG RA—HF— B
Port R— FEREBINLET,

BIRL7A— FOFEEREMBE L TERTDHIZIE, FindARZ w227 U v 7 LET,
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9.3 Access Defender

Access Defender V7 A = = — T, Access Defender & WX 2 FIFAEMICEI¢ A FERTELITVVE
T, B™— T 7 & REEEIX Access Defender 12 X U HlH™ TN E T,

Access Defender D FIZHA Y T A=a—D—EEZ LU TFTORITRLET,

HE | A=a—4 B

9.3.1 | Access Defender Global Settings Access Defender @7 1 — N )LERTE
9.3.2 | Access Defender Port Settings Access Defender MR — MR TE

9.3.3 | Access Defender Port Information Access Defender DR — MR EMEHFT R
9.3.4 | Access Defender Static MAC PRREAR LG AR DR E

9. 3.1 Access Defender Global Settings

Access Defender Global Settings [ CiE. Access Defender @7 @ — LR EZITWVET,
RE[H & F"9 AHI121%. Security > Access Defender > Access Defender Global Settings #7 U v
7 LET,

‘ Logout Clock L Logout Timeout Logout Aging Time Logout Link Down Logout Link Down Time
Time (HH:MM) | 00 v|[ 00 v
Type MAC ~ Apply
" odete |
I e
1313 dotx

K21, Logout Clock # 7', Logout Timeout # 7', Logout Aging Time % 7. Logout Link Down
%7 B X RXLogout Link Down Time ¥ 7 3% 0 £,

Logout Clock # 7 TlL, FTEDKFMIIAR— N7 7 B AFRFELiRBRT DX A ~— DR TEEITWET, &
HEOHAZLL TR LET,

INTGRA—H— B

Time R— h?&txmﬁ%m%#éﬁﬁ%? EFLET, 2 HO vy rH Y
YURANDY L, ENRR HH) . A2 M) T,

Type fRERT A FRAEDFEIAZ LT OV D) %J%_%?R' LET,

e MAC : MAC EAD\EE7 7/])7/ }‘@munft%fﬁ#ﬁ[s?bi—a—
e Dotlx : IEEE802. IX &FFEY 7 A 7 o b DOFRFFEfREFR L 77,
o Web : Web munEy FA T }‘O)utu\nﬁ%ﬁ#[s?bi—g—

REZTEHTHICIE, Apply RE Z2 27U v 7 LET,
REZHIFRT AI2E, FTEHOT—T V0% T 52 ) —DfTD Delete "X %7 ) w7 LET,
Delete ALl AR %7 Vw7 35HE, §_XTOZ MU —ZHIFRLET,
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Logout Timeout # 7% 7 1 w7325 L, LI RTHENRRINET,

ccess Derender Global ings
Logout Clock Logout Timeout \» Logout Aging Time Logout Link Down Logout Link Down Time
Second (10-86400) 10-86400 (J Default
[ Minute 00 v Hour 00 - Day (0-31) |:|
Type MAC v Apply
 oseel |
L= = e s =
40 46 2 0 dotix

Logout Timeout % 7 Tld, FA— F7 7 ¥ ARFEOHFNIAMOFEEZITWET, FHE OB ELITIC
RLUET,

NI RA—H— FiEA
Second A= 77 v AFEEOBF M ZF CHRE L £7, 10~86400 D#iH T

FBELET, Default F = v 7§ 5 & 0 BfFEHZ4L, Minute, Hour,
Day DFRTE 72 W a1 3A R 2 E DR WVEREIC/R D 47,
Minute / Hour / Day R— 7 7 v AFRFEOA MM % B (Day) . FEfE] (Hour) . 43 Minute) ©
%Ebi?o_®§ﬁéﬁ8%md® RIENAT) ZI TS D, Default
NF v 7 INTVWDHILENDY £9°,
Type FENHIIR 23 E T DGEOHE A LT OWT N bR L E T,
o MAC : MAC FRRED ARHMIR 2 3 L £,
e Dotlx : IEEE802. IX FRAEDFZHIBRAZFRE L £ 7
o Web : Web FRFEDANIRZFXE L E7,

Eﬁﬁ?%ﬁﬁﬁ?é %, Apply RZ %27 U7 LET,

RIEZHIFRT 21213, FEOT—7ADYE T 5= P —DfTD Delete K& %27 U v 7 LET,
Delete ALl R %7 Vw2 3d5L, §XTOZ M) —ZHIFRLET,

Logout Aging Timeout ¥ 7% 7 U w7 F 25 &, LTI RTHEENFRRINET,

Access Defender Global Settings
Logout Clock Logout Timeout J Logout Aging Time L Logout Link Down Logout Link Down Time
Second (10-86400) 10-86400 () Default
) Minute 00 v Hour 00 v payoany [
Type MAC ~ Apply

Delete All
20 a3 5 0 dotix

0 20 8 0
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Logout Aging Timeout ¥ 7 TlE, "— F7 7 B AFRFETRBALEY 7 A 7 > b NEEEIE O E IZRRRERRD
M OB EEITWET, FEBOBAZ U TIORLET,

INT A —F— iEA
Second R— 7 7 B AFEFEO HEE ORI 2 CTHRE L £9, 10~86400

DOHFIPATHIHREL £7, Default #F = > 27 35L& 0 BEH 4L,

Minute, Hour. Day DIEENRRWESITAIMM 2 EOD R WEREIZRY
iﬁ‘

Minute / Hour / Day — N7 7 AFRED @S O i 2 A (Day) . F¢fE (Hour) . 47
(Mlnute)f?ﬁﬁbiﬁ“o ZOFEIZIE Second DFFENATIINTVND
M, Default NF = v 7 SNLTWVWDOMLENRH Y £,

Type FANIBR A B E T DREREDFEIHZ L T OWT 0 B L E 5,

o MAC : MAC FRRED A RMIRZ 3 L £,

e Dotlx : IEEE802. IX GRAEDHZHIBRAZFRE L £ 7

o Web : Web FRAED AR ZBE L £,

REE AT DI, Apply RZ %27 U w7 LET,

REZXHIERT 21X, FTHOT—7 V04452 M) —DfrdD Delete R¥ %27 ) v 7 LEd,
Delete ALl RZ %27 ) w7 F5E, 9 _XTCO= M) —%HIBRLET,

Logout Link Down ¥ 7 &7 U w735 L, UFIORTHEENERSINET,

Logout Clock Logout Timeout Logout Aging Time J Logout Link Down L Logout Link Down Time

Disable Port Settings

From Port | Port1/0/1 v ToPort | Port1/0A1 v
I
Port1/0/8

Logout Link Down # 7 Tlx, U 7 XU UEHIAR— 7 7 2 AFRIEDEERZ TRV AR— M EHEEL
F9, FEEHOMHEZLLTIRLET,

INT A —F— iEA
From Port / To Port R—=brDY 7 BT URHZR— T 7 & ARIEOERE T 72 VR —

FIAR— NOHPFHEZEE L ET,
EQ%’EL)%?%) 121X, Disable ™"Z %27 VU v o7 LET,
RELHIET 221X, FTRHOT—7NAD%4 T M) —DfTDDelete "¥ %7 U v 7 LET,

Logout Link Down Time ¥ 7% 7 U v 735 &, LTFIORTHENERINET,

Logout Clock Logout Timeout Logout Aging Time Logout Link Down J Logeout Link Down Time ‘
Time Settings
Enable Port Settings
From Port | Port1/0/1 v ToPort | Port1/0/1 v
Porti/0/7

194/294



9 Security | 9.3 Access Defender

Logout Link Down Time # 7 TlL, U 7 X 7 VERHIAR— b7 7 & AFEREDEERZAT 5 £ CTIZATEDHE
THIM AT G EITEH LETS,

Time Settings Tl. M TPHIMAZHEL 7, FHEBEOHHAZLTIIRLET,
NT A= — LA
Time R NP /75‘7/LT753%T ]‘77'12%;1&;:&5@@4‘&%%??51“(@

WY I () 2 1~300 OFPHTHE L £, MTHHAICA— h2Y
YT 7 LI, REE RS EE A,

BREAEMT AITIE, Apply RZ %27 Y v 7 LET,

Enable Port Settings TiL. WP EZRITAFR—rZ2HELET, FEHAOMPAZUTIIRLET,

NRIRA—F— A
From Port / To Port R—=TrDY 7 BT IR — T 7 & AZRHEOERE TCORTHIM %2

R DAR— P EITR— O EZEE L £7,

REZXWHAT AT, Enable R¥Z %227V w7 LET,
REZXHIRT AI21X., FEHOT—7 V04 TA5 N —DfTO Delete R¥ %27 U w7 LET,

9. 3.2 Access Defender Port Settings

Access Defender Port Settings [ CTl. Access Defender DR — FRELZITWET,
ANHEH &2 FmdT HI121E. Security > Access Defender > Access Defender Port Settings #72 VJ v 7
LET,

Petender Fo ewning

Access Defender Port Settings
From Port To Port Roaming Max Client (1-128)
[Port1/0i1 +]| [Port1/01 v | | Disabled v | \ | [ appy |
- B~ R
Port1/0/1 Disabled
Port1/0/2 Disabled
Port1/0/3 Disabled
Port1/0/4 Disabled
Port1/0/5 Disabled
Port1/0/6 Disabled
Port1/0/7 Disabled
Port1/0/8 Enabled
Port1/0/9 Disabled
Port1/0/10 Disabled
Port1/0/11 Disabled
Port1/0/12 Disabled

A DA H OFH 2 LT IOR LET,

NI A—F— G

From Port / To Port HETDHHAR— S LIIAR— boFEHERELET,

Roaming PRFE— 3 7 &%) (Enabled) & L < IZ2%h (Disabled) (2 L £7°,
Max Client R— b DR RBIH AR Z 1~128 OFPHTHRHREL £7,

REZTWHTHICIE, Apply RE Z2 27U v 7 LET,
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9. 3. 3 Access Defender Port Information

Access Defender Port Information [l Cl. Access Defender DR — FRTEZFER L E T,
R E %2 Fomd A1, Security > Access Defender > Access Defender Port Information % 7

Vw27 LET,
D ———

Access Defender Port Information

Note: MAC = mac-authentication, 802.1X = IEEE802.1X, Web = web-authentication, DHCPSNP = DHCP snooping, TTL = web-authentication ttl filter

I T T R T T
Port1/0/1 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Port1/0/2 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Port1/0/3 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Port1/0/4 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Port1/0/5 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Port1/0/6 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Port1/0/T Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Port1/0/8 Enabled Enabled Enabled Enabled Enabled Disabled Enabled
Port1/0/9 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Port1/0/10 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Port1/0/11 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Port1/0/12 Disabled Disabled Disabled Disabled Disabled Disabled Disabled

9. 3.4 Access Defender Static MAC

Access Defender Static MAC [ CTld. FRFERERKOBREEKELITVVET,
AN & FosT DIl Security > Access Defender > Access Defender Static MAC Z#27 U w7 L
e

Access Defender Static MA

Access Defender Static MAC

Port MAG Address VLAN ID (1-4094)
Port1/0/1 ~ [01-00-00-00-00-02 [ |

Total Entries: 1 Delete All

00-40-66-11-22-33 interface port 1/0/8

[1n] [ 1] [ e

AR ] O 4 T H OB & DTSR LET
WRTA=F— LA
Port AR EIRAR ORI RAHE— b EHRE L E T

MAC Address REEARBE RO MAC 7 RURAE AT L FET,
VLAN ID AP R OFRAFLHER AR Th#% @ VLAN 2 VLAN 1D THE L £1,

SREF AR B R 2Bk T AT, Apply RE %227 U w7 LET,
BEEYIRET AI21E. FTHOT—7 04T 5 R —DfTD Delete REZ %27 U v o LET,
Delete ALl RZ %27 ) w735 E, 9 _XTCO= M) —%HIBRLET,
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9.4 AAA

MA Y7 A =2 —TliX, MATY 2— LOEREEICET 2R EELITVET,

MA X, MER—-— IR EYV2—~D2—HF—DT7 7 RAIZKH LT, 2—F —DiR;
(Authentication) . ¥EPRDIEE (Authorization) . B LY — v ZAF|HIRMDFCEH: (Accounting)
R ECET AOMEER IR T2 7 L — AT — 7 T, A— N7 7 B AFIEL AM BV 2 — LTINS
MEREIC L > TEHLET,

MADTFIZHAY T A=a—D—HELUTFTORIIRLET,

HE | A=a—A B

9.3.1 | AAA Global Settings AMAEY 22— LD 7o — N )LERTE

9.3.2 | Application Authentication Settings | AAA E 2—/LTO CLI D1 7 A VIR T

9.3.3 | Application Accounting Settings CLIOT BT 4 v 7R E
9.3.4 | Authentication Settings BARFEHLEETDO A Y » R A FRIE
9.3.5 | Accounting Settings T T AT DAY v KU A MRE

ARILE T AMA EV 2 —/WZ X DFFEE RIS 2 H8EIX, A— 7 7 B AGFEEE CLT v 7oA »
FRAFTT, AMA B 2 — A RNARNIR D L, HEEO CLI ou VA UEEOFFFFLIRIL A £ 2 —/LIiC
FoTEITEINET,

F2. MA BV 2—L TR, Xy hT—Z R (Network 7H DT 40 7)) . AT LA b
System 77T 4 7) . CLI @<y K¥(T (Command 7 A7 T 4 7) . BELOCLI or 7
A,/ al TN Exec T HIT 42 T) DT AT T 4 0 7 ERITHE L ET,

MA BT A= —TRETANRIL. MA TV 22— D7 0 — LEREE . A OFEEEDOEE CORR
S LBENERLZEDDHAY vy RYARTT, AV v R Ak Methodl~4 THIE SNIZIERICHEESN
IThihvET,

9.4.1 AAA Global Settings

AAA Global Settings Hi[fE Tlt. AMA EY 2 — VD F a— )VEREZITWVET,
KW H % FRT D21, Security > AAA > AAA Global Settings #7 U v 7 L£79,

AAA State Setfings

AAA State ()Disabled (@ Enabled

AR DA H OF I 2 LU s LES,

RIRA—F— A

AAA State AAA £ =2 — /L DIKAE (Enabled / Disabled) Zi®IRL 9,
WHT 2120, Apply RE %227V v 7 LET,
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9.4.2 Application Authentication Settings

Application Authentication Settings Wi CTl&, CLI D r 27 A RIEOBFES N2 RE L £ ¥, Wik
FRIFTH T A AR THRERTRE T,
AW & #2789 5 I21E, Security > AAA > Application Authentication Settings #7 U w27 L £,

Application Authentication Settings

Application Authenfication Settings

Console default
Telnet default
SSH defauit

AEHOAHB OFBAEZLLFIOoRLET,
INTGA—F— B
Login Method List a7 AVRGEDA Yy RUA DT a7y A NVEAILET, FBETD

71 7 7 A4 Vi Secutiry > AAA > Authentication Settings @ AAA
Authentication Exec ¥ 7 CEE L7207 7 A LT,

0 s A VR REHRET AT, Bdit RZ 227U w7 LET,
BHELFWEHT AT, Apply R¥ %2270 w7 LET,

9.4.3 Application Accounting Settings

Application Accounting Settings [ Cl. CLI @ Exec 7 VT 47 & Command T H U T 4
VI DHFRERELET,
R 2 TR T AL, Security > AAA > Application Accounting Settings #7 U v 7 L £,

Application Accounting Settings

Application Accounting Exec Method List

Conol e
rene e
s e

Application Accounting Commands Method List

Appicaion [Consale tevel i Commands Method Lis
Total Entries: 1
rowcain Commans s I
SSH 15 1
1n [1] Go

FoOF—TN0F, FTA N TD Exee T T 4 T OHFREFRRLTOVET, Bdit R¥ %27
Vo r4hL Exec 7HT T 4 v 7 R ERETXET,
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TRAEEE CTOREHOMHEZ L FIRLET,
INTGRA—H— B
Exec Method List EBxec 7ThHO v T 407 DO7a77ANVEANTTLET, FRET H 71

7 7 A JViX Secutiry > AAA > Accounting Settings @ AAA Accounting
Exec # 7 CHEK L7707 7 AL T,

RELZEATHICIE, Apply RE 227U v 7 LET,

Application Accounting Commands Method List Ti%. Command 7 H U T 4 V7T DOHFREHREL F7
KIEEOHHAZ LTI LET,

WNIRA—F— B

Application Command 7 WV T 4 v 7 OREEBEMHT 574 Fjl (Console /
Telnet / SSH) Z iR L £,

Level Command 7 AU T 4 7 DHREEHT DHHEL ~L % 1~15 InDi%E
RUET, FRREL VIR U TRRLIT IV T 4 7 FREBETE
7,

Commands Method List Command 7H T T 47 D7Ta7ZryANEANLET, HETH I 1
7 7 A J)ViX Secutiry > AAA > Accounting Settings @ AAA Accounting
Commands % 7 CHEK L7707 7 A4 /LT,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
Command 7 7 > 7 4 T DR EZHIFRT HIZ1L, Delete R¥ %27 U v 7 LET,

9.4.4 Authentication Settings

Authentication Settings W CTliL. A— M7 7 B RO HFRLHRTLET, F7/-. CLI ToHOo
TAVBIED A Y RY A hDOT a7 7 A VZ5e L £7,
AR 2R~ 5121%, Security > AAA > Authentication Settings #7 V v 7 L £,

| AAA Authentication Network | AAA Authentication Exec AAA Authentication Control Sufficient
AAA Authentication 802.1X
Status  |Enabled ]
Metnod 1 [local ] Method 2 |Please Select ~] No Force VLAN
Method 3 [Please Select ] Method 4 [Please Select ]
AAA Authentication MAC-Auth
Status  |Enabled ]
Metnod 1 [local ] Method 2 |Please Select ~] No Force VLAN
Method 3 [Please Select ] Method 4 [Please Select ]
AAA Authentication WEB-Auth
Status  |Enabled ]
Metnod 1 [local ] Method 2 |Please Select ~] No Force VLAN
Method 3 |Please Select V] Method 4 |Please Select ~]

A 12 1L . AAA Authentication Network % 77, AAA Authentication Exec % 7. B L O AAA
Authentication Control Sufficient Z 77233V £,
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AAA Authentication Network # 7 Cl&, A— b7 7 & AFFE (IEEE802. 1X FBAFE. MAC FEFE. Web 78
GE) CTOAYy RURRMERELET, FHEHOBHZLTIORLET,

NRIGRA—H— A

Status Disabled Zi®IRT 5L, AV RUAX MBI UTINET,

Method 1 ~ Method 4 BKAY y RORESHELZLLTFOWT N HEIR L E T,

e local : m—H /LT — 5“\—7\“01@,&[/?'3‘

e force : ﬂﬁ@} V% }‘@munﬁﬂ J:Of%??bfutu\nﬁé*ﬁréﬂ
TWha—W—%frE, FBEEE2HFRILET, BE. ZOHETA
Vo RUANORZIZEMRMLET, =2—F—I2HIY K TS VLAN ©
VLAN ID 7 % A bR v 7 ZIZ AT LET, VLAN ZFD 4 Tl
&1%. No Force VLAN #F = v 7 L£7,

-gmm BELEY— "= —TICBEEITTOVET, HORY T

(=T =T X% 32 LFUNTAN LET,

e radius : V——2F L —7 [radius| I[THREEZITWET,

RELZEATHICIE, Apply RE 227U v 7 LET,

AAA Authentication Exec # 7 Tld, 1/ A LERGEL Enable BBAETHOA Y v RU X FE2RE L E T,

AUthenucation Setungs

AAA Authentication Network | AAA Authentication Exec | AAA Authentication Confrol Sufficient

AAA Authentication Enable

Status |Disabled ~]
Method 1 [Please Select ~] Method 2 [Please Select ~]
Method 3 [Please Select ~] Method 4 [Please Select ~]

AAA Authentication Login

Letwame

Method 1 [none [v] Method 2 [Please Select [~]
Method 3 [Please Select ~] Method 4 [Please Select ~]
Total Entries: 1
T S S
Name radius tacacs+ local

AAA Authentication Enable TiX Fnable #EE CORTEEZITWET, FHEHEOHHAZ LU TITRTLET,
ING A —H— B

Status CLI THHEEATE — RICER T 5D GE (Enable FFE) DMK 1E
(Enabled / Disabled) Zi®IRL £,

Method 1 ~ Method 4 %fyyF@%Aﬁ%%uT®wan#%@mbiﬁ

® none : ﬂﬁ@} % }‘O)munﬁﬂ J:Of%?? qutu\nﬁé*ﬁréﬂf
WhH—P—HfRE, REZFFRI LET, BE., ZOFETAY Y
U FORZICHEMLES,

.emmw-u~ﬁw?~&Nwz@NzU~F%ﬁ%Li?

-gmm BELEZY— "= L —TICREZITWET, FORY Y
\ZH—=R—= TN —T 4 % 32 LFLINTAT LET,

e radius : —/3—F /L —7 [radius] (=L £7,
e tacacst: —/3—2 L —7 [tacacs+] ICELFT,

REXHEMAT AT, Apply RE %227V w7 LET,
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AAA Authentication Login TiX, B2/ A VFBFEDOA Y v RU R DT R 7 7 A NV EREHKLET, KHE

HO#HZLL IR LET,

NT A= — B

List Name OJAVEIEDOA Y vy RV A DT 77 A NEZEANLET,

Method 1 ~ Method 4 %xyyF@%Aﬁ%%uT®wfﬂ@#%@wbiﬁ

e none : DAY v ROFEFFULIRIZ L - THATL CGREERHELG SN T
WH—P—%RE | FEREEFFA LET, @, ZOHEEIAY v
RU R NOFEZITHEHRLET,

e enabled: =— /L5 — 5/\“—7<’CumpiEbiﬁ_

e group : {HE LY — =T N—TITHRELITVET, AORY T
AN —=R—= T N—T %% 32 LFLUNTAIILET,

e radius : ——F L —7 [radius] IZHRE L FT,

e tacacst: —/3—2 L —7 [tacacs+] ICELFT,

REZXZTEHTHICIE, Apply RE ZE2 27U v 7 LET,
Bk LAYy RUAMDOT a7 7 A )VEHIBRT HIZ1E, Delete R¥ %27 U v 7 LET,

AAA Authentication Control Sufficient ¥ 7% 7 U v 745 &, LU TFICRTEENERISNET,

AAA Authentication Network AAA Authentication Exec |AAA Authentication Control Sufﬁcient|
Web [Disabled V]
MAG [Disabled ]
Login | Disabled ~]

AAA BV 22— VORBFETIE, ﬁmtt%//%)x%@ﬁ%fﬂﬁbtf//%%iﬁbiﬁ T 7%
v NOEHETIE, WTNho A Yy RCERGENES SN GAITRRGERR E 20 . D A Y v Rk
FITINFH A, AAA Authentication Control Sufficient @a&ﬁ%ﬁ Enabled (235 &, #¥¥47-0 T
AV REETL, BIENHEG SN THE EHELURED X Y v N TR BT OV E T,

A DA H Q@ 2 LT IOR LET,
INT AL — LA
Web Enabled ;Ei‘lig*ﬁj—é &\ Web iu uIE@u»u ;ﬁﬁ&ﬁ’a’:)‘ > b4 }\ ) A ]\@f/“}éf\_
D TEITLET,
MAC Enabled ZJE{R3 5 & MAC RBREDRBRELILZ £ Y v FU 2 hORY T
D THFEITLET,
Login Enabled ZEIR§25 &, 17 A VRBREDORBRELEZ A Y v KU A b O
U7 ) TIITLET,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
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9.4.5 Accounting Settings

Accounting Settings i CiL. Network 7 H T (7L System THU VT 4 VT DITREHRE
LET, F£7/2. CLI @ Exec THDU T 47 & Command TH T 4T DAY v R A MDD 1
Ty ANERELET,

A A< T 5121%, Security > AAA > Accounting Settings #27 V v 27 L ¥,

Accounting Settings

| AAA Accounting Network | AAA Accounting System AAA Accounting Exec AAA Accounting Commands
Default | Disabled |
Accounting
s [Please Select ~]
Method 1 [Please Select ~] Method 2 [Please Select ~]
Method 3 |Please Select E“ Method 4 |Please Select E“

AR E 2L, AAA Accounting Network # 7. AAA Accounting System % 7. AAA Accounting Exec #
7. BITAAA Accounting Commands % 77234 0V £3°,

AAA Accounting Network # 7 Tl. Network 77T 4 7 DE—KRLA Yy RUAMEHRELFE
T, FEHOMHEZLU IR LET,

NG A —H— B

Default Enabled #®IRT 5L, LTFTOFHE TRELIZE—REAY Y KU A
K CNetwork 70 T 4 T HRENIRD £,

Accounting mode Network 7 7 7 4 T DE— RELLTFOWTINNHER LET,

e none : Network 7 H U T 4 > 7T OUMBL LI TWNER A

e start—stop : Network 7 H U T 4 VT HAHMMIL, 77 BADE
WREEETRRICT DO T 4 v T Ay =V R EELET, 7Y
VT4 VTR A =TT AT 4 T DREMNIIRBNE D
ML LT, 22— —FRxy NU—T T 7/ EBATEET,

e stop-only : Network 7 W U T 4 T HEH ML, T 7 EBAET
BT AT T4 v T Ay =V ELET,

Method 1 ~ Method 4 KAy ROWBETTE (group / radius / tacacst) ZiEIR L F4,

REZEZWAT 520, Apply R¥ %227 ) v 7 LET,

AAA Accounting System # 7 CiL System 7H U LT 4 T DA Yy RV A MERELES, UTFITR
THENERINET,

Accounting Settings

AAA Accounting Network | AAA Accounting System | AAA Accounting Exec AAA Accounting Commands
Default | Disabled ~]
Accounting
s [Please Select ~]
Method 1 [Please Select ~] Method 2 [Please Select ~]
Method 3 |Please Select E“ Method 4 |Please Select E“
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AT OALEH ORI 2 LU IR LET,

WNTRA—=H—

B

Default

Enabled #i®IRT 5L, UTOKEHTHRELIZE—REAY Y KU R
NCSystem 77T 4 T WNHEBTRY T,

Accounting mode

System 7 W T 47— REUTOWT DML L ET,
e none : System 7T T 4 VT DU EITWOERA
e start—stop: System 7T AT T 4 T EBH M LET,

Method 1 ~ Method 4

KAy ROMEHE (group / radius / tacacst) ZiEIR L F 7,

BREABEMT HI2IE, Apply RZ %27 Y v 7 LET,

AAA Accounting Exec # 7 Cld, Exec 7TH U T 4T DAY v RURNDT 0T 7 A4 )5 LE
9, LN RTEENARRINET,

Accounting Settings

AAA Accounting Network AAA Accounting Commands

AAA Accounting System |

AAA Accounting Exec |

Lt rame

Accounting

T |nane

Method 1 |Please Select
Method 3 [Please Select
Total Entries: 1

List

e ccomingmote | otod 1 on2 wvods wavoa

Method 2 [Please Select ~]

Method 4 [Please Select ~]

[_eiete_|

A DA H Q@A 2 LT IOR LET,

INTGA—F—

B

List Name

Exec 7D T4 TDAYy RURNDOTa 77y ANELEANT]LE
7,

Accounting mode

Exec 7D T 4 T DF—REUTOEL LN HIRIRL E T,
e none : Exec 7 WU T 4 T OB EZITOER A
e start-stop :Exec TH U VT 4 T HAMMTLET,

Method 1 ~ Method 4

£ A Y ROWEFTE (group / radius / tacacst) Z iR LFEJ,

REZXHEMAT AL, Apply RE %227V w7 LET,
Bk L7 A Yy RURA DT a7 7 A4V EHIBRT 5I121E, Delete h¥ %7 U v 7 LET,
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AAA Accounting Commands % 7 CliL Command 7 H T T 4 T DAY v KU DO a7 7 A)VaBek
LET, UTIORTHEHmIERRINET,

i e ————————————————————————————————————————
| AMAAccountingNetwork || AMAAccounting System || AAAAccounting Exec || AAA Accounting Commands

Level | 1 |

List Name |32 chars |

Accounting

mode | none E“

Method 1 [Please Select & Method 2 [Please Select ~]

Method 3 |Please Select E“ Method 4 |Please Select E“
Total Entries: 1

I S 7 N

List Delete

n 2 [ [eo

A DA H Q@A 2 LT IOR LET,

INTGRA—F— Bl

Level FRHEL L& 1~15 2 OIBIRUET, faE LI L~V CRER rTRE 72
a2 RPRIZIZRY £,

List Name Command 77T 4T DAYy RURANDT a7 7 A NVHEANTL
F9,

Accounting mode Command 7 H T T 4 T DEFE—RELUTFTOELLNNLEIRL ET,

e none : Command 7 H VT 4 T OB EITVVER A
e start—stop : Conmand 7H VT 4 T H#HMMILET,
Method 1 ~ Method 4 KAy ROBETTE (group / radius / tacacst) ZiEIR L F4,

REZXHEMAT AL, Apply RE %227V w7 LET,
Bk LAYy RURMDT 07 7 A NEHIBRT D215, Delete R¥ %27 U v 7 LET,
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9.5 RADIUS

RADIUS H 7 A = = —Cl&. RADIUS H— "—DEEXITVET,
RADIUS O FlZh AV T A= —D—EELTFTORIFLET,

BHE | A==a—4 B

9.4.1 | RADIUS Global Settings RADIUS H— _"—IZB9 % 7' m — /L ERGE
9.4.2 | RADIUS Server Settings RADIUS H—/X— D% Gk

9.4.3 | RADIUS Group Server Settings RAIDUS H—/3— 7" )L— 7" D % ik

9.4.4 | RADIUS Statistic RADIUS #EFHEM D E R

9.5.1 RADIUS Global Settings

RADIUS Global Settings [Hj[fi CiZ. RADIUS Vr— "—|ZBH9 5 7 0 — LR EEITWVET,
xﬁﬁ%%rﬁé IZ. Security > RADIUS > RADIUS Global Settings #7 Vw27 LE.

RADIU 0D € 0

RADIUS Global Settings

DeadTime (0-1440) o ___reoy |
RADIUS Server Attribute MAC Format Settings

Delimiter Number Apply

Radius Global Settings Ti%. RADIUS H— N—M@ERELZITVWET, FEHOBBHAZLLTFICRLET,
INTG R — FLEA

DeadTime RADIUS H— R—DF v RZ A L% 0~1440 (4y) O#EPATAS LET,
ZDORT A—=H—%, FEEWEHEITH LT RADIUS H— "= 5%
%ﬁ@wFAk\mmmvwﬁm~%&ﬁ/&ﬁﬁﬁﬁﬁ%rbi#
Ky b HrIp &l RADIUS B — "— |2k DRRGE WA bR IX, 7 v
REA~—0 732 ETIERELNET, D RADIUS +—r—%
EEIZBREL TV AEAIC, = "—F 7 U RAERIZHWE DY %
Xyt AL T, R o A SELET, 0 BREIN
TEHAIEX. 7y KA ~—IC X DABII TV EH A,

REABEMT HI2IE, Apply RZ %27 Y v 7 LET,
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Radius Server Attrubute MAC Format Settings TiE. RADIUS —/3—|Zi&{E9 5 RADIUS TR/ X7
MZ&Eh D Calling-Station—Id JBIETHMAT D MAC 7 RLAD 7 r—~ v hEEELET, ART
I% Ver. 2. 01. 00 DABECHAR— M LET, KHEHOHHEZLUTIZRLET,

NRIA—F— B

Case L TF-D /LT (Lowercase) b L < 13K (UpperCase) # 5 E L £97,

Delimeter XA LT OfEHE A N 7 (Hyphen) ., = 2 > (Colon). U A K
(Dot). & L <IZFER L72u > (None) 7> 53R L £ 77,

Delimiter Number XY CFE T 256 08% 1, 2, 6 ORI ET,

REZXZTEHTHICIE, Apply RE ZE2 27U v 7 LET,

9.5.2 RADIUS Server Settings

RADIUS Server Settings & CiZ. RADIUS $r— _R—Z B L £ 7,
A A 7<T 5121%. Security > RADIUS > RADIUS Server Settings #7 VU v 7 LE4,

RADIU B iy

RADIUS Server Settings

(@) IP Address l:l () IPv6 Address

Authentication Port (0-65535) Accounting Port (0-65535)

Refransmit (0-20) B times Timeout (1-255) sec

Key Type Plain Text Key

Total Entries: 1

I e B e e B
172311311 1812 1813

AT DA H H Ot 2 LU FIR LETS,

NI RA—F— LA

IP Address RADIUS $— 38— IPv4d 7 KL A% AS L ET,

IPv6 Address RADIUS ¥—/3—D IPv6 7 KL ZA&Z A LET,

Authentication Port RADTUS FRFED UDP AR — hF 5% 0~65535 OFIPHTATI L E T,
WREE A Le WA, 0 # A LET,

Accounting Port THTT 47D UDP R— &5 % 0~65535 DFIFHCATI L ET,
THhHOT 4 TR LRGSR, 02 A LET,

Retransmit R ORI E 0~20 OFPFHTASILET (F741 5 :2)
FIEEITDORWEAIT, 02 A LET,

Timeout RADIUS — "—DInEFF HREM %2 1~255 (B)) O#PHATAILET,

Key Type DO NS Z A7 (Plain Text / Encrypted) % &R L £,

Key RADIUS H— N— L om@fEIE ]+ 5 A4 B Ek L 7, Key Type T
IR LIZANEA IS TATILET,

REZTWHTHICIE, Apply REZ2 27U v 7 LET,
RADIUS Y— X—ZHIEd HI121%, Delete ™" Z %7 U w7 LET,
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9.5.3 RADIUS Group Server Settings

RADIUS Group Server Settings [ CiZ. RADIUS V— N— 7 L —TF%HE L F7,
ANHEH Z T HIZIE, Security > RADIUS > RADIUS Group Server Settings #7 U v 7 L ¥,

RADIU roup server Settings
RADIUS Group Server Settings
() IPV6 Address 0131
Total Entries: 2
Grom seer ame P Adiess R
Group 172.31.131... - Detail Delete
radius - - . . - - . -

A DA H OFH 2 LT IOR LET,

INTGRA—F— Bl

Group Server Name RADIUS Y—_— T )L—T X % 32 XFLUNTASI LET,
IP Address BHN4 5 RADIUS H— "—D IPvd 7 KL A &H AN LT,
IPv6 Address BN % RADIUS — _"—D IPv6 7 KL AZ AN L£7,

AT LT T RADIUS H—/3— 7 )L— 72 RADIUS H— _"—% BI04 5H2iF, AddRZ %27 U w7 L
£7

RADIUS $r— "= L —T Dl 2 KT HI21E, Detail R¥ %7 U v 27 LET,

RADIUS H— =7 )L — T % HIRT 5I21%, Delete "¥Z %27V w7 LET,

Detail R¥ %7 Vw7 3hHE, WORXR—UNRNEREINET,

RADIU roup server Settings

Group Server Name: Group

s s
172.31.131.251

RADIUS H—/3— 27 )L —"7"7n &5 RADIUS H— "—ZHlIfr3 521X, Delete " ¥ %27 U w7 LET,
BIOEMEHICEAIZIX, Back RZ %27 Vw7 LET,
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9.5.4 RADIUS Statistic

RADIUS Statistic i Cl. RADIUS Mt HRAZERB L2 U7 LT,
A 2 FRT 5HI121%, Security > RADIUS > RADIUS Statistic ZZ7 VU w27 L£7,

RADIU yLatist

RADIUS Statistic

Group Server Name Please Select [v] Clear Clear All

Total Entries: 1

RADIUS Server Address Authentication Port Accounting Port “

172311311 1812 1813
n (7] Go

RADIUS Server Address: 172.31.131.1

Round Trip Time
Access Requests 0
Access Accepls 0
Access Rejects 0
Access Challenges 0
Acct Request NA
Acct Response NA

NA
NA
NA

=
=

Retransmissions 0
Malformed Responses 0
Bad Authenticators 0
Pending Requests 0
Timeouts ]
Unknown Types 0

0

2o 9olo 9o oo o

Packetzs Dropped

KM TIEL, RADIUS Hr—NR——E A2 L RTEHT—TNE, BRI OT AT T 4 v 7O IE®RE
FRTDHT— 7LD 2 FENFRTINFE T, RADIUS — R——E DT — 7L T RADIUS H— —DFT
IV THE MEHEREFRT =T N TEYE T H I — " —DOEHE#RDI TSI NET,

A DA H OFH 2 LT ISR LET,

NRIA—HF— B
Group Server Name RADIUS 7' )b —"" " — "—2 28R L F 7,

IR L7z RADIUS Y— =2 —TOfiHEHREZ 7 V7T 5I121F,. Fay 7o U R NOITOLERD
Clear "% %27 ) w7 LET,

FXTO RADIUS r—N— DGR E 7 UV 73 5121%, Clear ALl RF > %27V w7 LET,

FEED RADIUS H— _—DfEEHEwREZ 7 UV 7§ 5121, Mt 7T —7 v D Clear "¥ %7V w7 L
£7

208/294



9 Security | 9.6 TACACS

9.6 TACAGS

TACACS H 7 A = = —TlZ. TACACS+H— —DHEXITVET,
TACACS D FlZh AV T A= —D—EHELTFTORIFLET,

BE | A=a—4% B

9.5.1 | TACACS Server Settings TACACS+H— /S — D B ik

9.5.2 | TACACS Group Server Settings TACACS+3f — /3 — 7' )L— 7 D % fik
9.5.3 | TACACS Statistic TACACSHFEFHE DR R

9.6.1 TACAGS Server Settings

TACACS Server Settings HjH CTiX. TACACS+Y— —ZFeE L F9,
ARHE[E 2R R T AL, Security > TACACS > TACACS Server Settings #7 V v 7 L £,

L

TACACS Server Settings

Total Entries: 1

172311310

P 15539 e
Key Type Plain Text [v] Key 254 chars

T T 2

AT DA E H O 2 LU ISR LET,

NI RA—F— LA

IP Address TACACS+H—/ 3—D IPvd 7 RL A& AT L £,

Port TACACS+TREM 9% TCP AR— h & 5% 1~65535 OHFIPHTASI L £7
Timeout TACACS+H— " — DR AR HIF % 1~255 (B)) OFPHCTAD L ET,
Key Type HHEDO AT # A7 (Plain Text / Encrypted) ZiEIR L £,

Key TACACS+H —/ N — L DEE I T 2 LG8 — 2Bk L E3, Key

Type TEIRLIZANZ A IS UTAS LET,

RELZEATHICIE, Apply RE 227U v 7 LET,

TACACS+H— "—ZHIRT 512

1%, Delete R¥ %7 VU v 7 LET,
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9. 6.2 TAGAGS Group Server Settings

TACACS Group Server Settings M ClE. TACACS+HY— R—J ) —FZRELET,
ANHEH Z T HIZIE, Security > TACACS > TACACS Group Server Settings #7 U v 7 L ¥,

ACF roup server settings

TACACS Group Server Settings
© P Address [ ]
Total Entries: 2
crom s ane s s e
172311 Detail Delete
tacacs+ 172.31.1... - - - - - - -

A DA H OFH 2 LT IOR LET,

INTGRA—F— LA
Group Server Name TACACSH Y — R— T N —T 2 % 32 LFLNTASN LET,
IP Address TACACS+H— "—?D IPv4 7 KL ZAZ A L £,

AJT LT 1E# T TACACS+H—/N— 71— 7R TACACS+H— " — %3813 512X, Add R¥ %7 U v
LET,

TACACS+H— =7 )L — T3l A £~ T 5121, Detail R¥ %27V v 7 LET,
TACACS+H— =T —T % HIFRT 521X, Delete R¥ %27 U w7 LET,

Detail RZ > %7 Vw7 35HE, LFIORTHENDERINET,

Group Server Name: group

Phiams |
172.31.131.254

TACACS+H— " —ZHIR4 5121%. Delete R¥ %7 U v 7 LET,
BIOBEICRE A 2L, Back RZ 27V v 7 LET,
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9.6.3 TACAGS Statistic

TACACS Statistic [ TlE. TACACSHEEHEH AR B L OV UV T LET,
A 2 FRT 5HI121%, Security > TACACS > TACACS Statistic ZZ7 VU w27 L£7,

TR

TACACS Statistic

Group Server Name Please Select Clear by Group Clear All

TACACS Server Address Socket Opens Socket Closes Total Packets Sent Total Packets Recv Reference Count _
172.31.131.1/49

A DA H OFH 2 LT ISR LET,

INTA—F— LA

Group Server Name TACACS 7' )V —"F P — \—2 28R L F 7,

IR L72 TACACSHY— — T N — T OEHE®R A 7 U 73 5I1Z1%, Clear by Group m"Z %7 U w7
LET,

T _TD TACACSHY — — T N —T O EHERE 7 ) 73 511X, Clear All RZ %7 Vw7 LET,
BEE D TACACSH Y — N— D EHE#®REZ 7 UV 7+ 25121%, Clear R¥ %7 ) v 7 LET,
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9.7 DHCP Snooping

DHCP Snooping 7 A == —Tl%. DHCP A X — > VHEBEDREEZ 1TV E T,

DHCP A X —¥ v 71X, BT DR IP 7 RLAZEFGFT 57260 DHCP /X7 v DL EY 2=
ZY 7L, EWICEG LIEEmRORBEEZT AT HEETT, MAERIINA VT 7T —X
NR—=Z L W) T —TIVICEEES L, DHCP A X — BV I REMET AR — N TIIRA T 4 I F—4
R—=2% R L CEBEOHEEZIELET,

AIEE TIL, DHCP AX—E U FIER— T 7B AFIEO—2 & L THHEIN, 7747 > MERIZMh
@T L?yﬁzxwunﬁkmbr@ﬁT 7/V"C@ﬁéﬂi—g—

HEHPOREEIZH LT DHCP AX—E U 72 ANV EZTT A4 NZ ) T EEfESED L, 2D
ﬁfiﬂ%/T%/ﬁT—5A~X_ﬂﬁ#ﬁwtb\H“TFVX®ﬁﬁ%@ﬁbhéiT?AT®
AR DBENER SNET, ZhEEEET 720, —EME DHCP N7y hOE=H Y T DOHEE
ML T7 4 NE Y 7 %7720 TPERMIT £— N ZEHTE 9, PERMIT T— RIFFTEDF A ~—
TDENY E— RIZOI0 Bb v . ZRLBEIE7 4 Z U o TR ThivET,

DHCP Snooping D FIZH BV T A =2 —D—EZLFTORITTFLET,

HE | A==a—4 =

9.6.1 | DHCP Snooping Global Settings DHCP A X — ¥ JRERED 7" 1 — /S LR TE
9.6.2 | DHCP Snooping Binding Entry INA VT 4 T =B R A DBk
9.6.3 | DHCP Snooping Interface DHCP A X — ¥ JRERED R — MR TE
9.6.4 | DHCP Snooping Static Entry ABT 47T N — DGk

9.7.1 DHGP Snooping Global Settings

DHCP Snooping Global Settings [ Ci&. DHCP A X — v’ F¥ERERKRICES T A2HEA AR TE L £1°,
ANHE &2 Fmd HI121%. Security > DHCP Snooping > DHCP Snooping Global Settings #27 U v 7 L

DHCP Snooping Global Settings
DHCP Snooping (@)Enabled (_)Disabled
DHCP Snooping Mode Deny (_Enabled (®)Disabled
DHCP Snooping Mode MAC-Authentication (Enabled (@Disabled
DHCP Snooping Mode Timer
DHCP Snooping Mode Timer (0, 30-504800) 1800
T e
Deny el el
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DHCP Snooping Global Settings ®#&MEH DA Z LA FITR LE T,

NI RA—F— Bl

DHCP Snooping DHCP A X —t’ 7 MRHE (Enabled / Disabled) % &R L £,

DHCP Snooping Mode Deny | Z ®/ 35 A — & —/3 Disabled @354, DHCP A X —t° . JHERE D L EhH
(21X PERMIT £— R CHEWWEL £9, ZD/XT7 A —% —75 Enabled ®O;
. RAIH S DENY E— R TEEL £7,

DHCP Snooping Mode MAC- | & ®/%F A — % —73 Enabled O34, MAC 3RGiE% B9 5 R — b THRAT
Authentication LT MAC FEREZ I L, B L72#% T DHCP A X — ¥ 7T L B filfHl &
1TWE 3, Disabled DA, W7 OMEEEITE#EE L £H A,

REZXZTHTHICIE, Apply RE ZE2 27U v 7 LET,

DHCP Snooping Mode Timer O IEH O@LBAZ UL FICR L E T,

INTGA—H— B
DHCP Snooping Mode PERMIT &— RF72>& DENY &— NZHI 0 b A TORR () % 30~
Timer 604800 DEEFHCTIHEE L £7, 0 OHEAITTV BEZ M ThiIvER A,

REAEMT AHI2IE, Apply RF %27 Y v 7 LET,

9.7.2 DHCP Snooping Binding Entry

DHCP Snooping Binding Entry Wi CTlX, A>T 4 VI T —H_X—R e KR LET,
AW &+ 7T 5HI121%, Security > DHCP Snooping > DHCP Snooping Binding Entry #27 YV v 7 L%
7,

DHCP Snooping Binding Entry

Total Entries: 0
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9. 7.3 DHCGP Snooping Interface

DHCP Snooping Interface i Clit., ¥ AR — BN TDHCP AX—E L 7 OEMEEZHRE L F T,
KW H % F/rT BI21%, Security > DHCP Snooping > DHCP Snooping Interface #7 V w7 LEd,

DHCP Snooping Interface
From Port To Port State
Port1/0/1 [v] Port1/0/1 [v] Disabled [v]
S Tt e
Port1/01 Disabled
Port1/0/2 Disabled
Port1/0/3 Disabled
Port1/0/4 Disabled
Port1/0/5 Disabled
Port1/0/6 Disabled
Port1/0i7 Disabled
Port1/0/8 Disabled
Port1/0/9 Disabled
Port1/0M0 Disabled

A DA H OFH 2 LT IOR LET,

INTGA—F— B
From Port / To Port AR— FEFIIR— N OB L £9,
State DHCP A X — ' /' H4HEDIRHEE (Enabled / Disabled) Z 1%KL £,

REZXZWAT 520X, Apply R¥ %227V v 7 LET,

9.7.4 DHGP Snooping Static Entry

DHCP Snooping Static Entry B CTiX, DHCP AX—E L T DAZT 4 v 7 = N —%ZRELET,
AKE[H & v 9 5121k, Security > DHCP Snooping > DHCP Snooping Static Entry #7 VU v 7 L%
7,

DHCP Snooping Static Entry

From Port Part1/0/1 [v]

To Port Part1/0/1 [v]

State Disabled [v]

ol [ - ]

Ome K [ reoh ]
Total Entries: 1

Port1/0/10 172.31.131.222
n [T] Go
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AKEHOKEHEOFHAZ L TIRLET,

NTA—F— B

From Port / To Port AR— FFEFITIAR— FOFPHZER LU E T,

State ART 47y b —%%ET 55451 Enabled 23R L F 5, HI
29 %354 1% Disabled 238K L £,

IP ART 47 N =D IPvda 7T KL AEZ AT LET,

IPv6 ART 47 N =D IPv6 7 KL A&E AN LET,

ABT 47 U —OBIN, BIFREITOIZIX, Apply RZ %227 Vw7 LET,
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9.8 MAC Authentication

MAC Authentication M CTiL, R— F7 7 B AGFED MAC 7 KL AR—ZFHFE (LItk, MAC #BFE) %
FELET,

ARHE[HEZF AT AL, Security > MAC AuthenticationZ7 VYV v 27 L%,

“WACAWhenticabion ———————______________________________________
MAC Authentication Global Settings
MAC Authentication State @® Enabled (O Disabled
Ignore DHCP (O Enabled @ Disabled
Max Discard (100-200) Default Apply
Discard-Time 300 sec () Default Apply
MAC Authentication Passwerd Settings
Password Encrypt Default Apply
MAC Authentication User Name MAC Format Settings
Delimiter Number Apply
MAC Authentication Port Settings
From Port To Port State
Port1/0/1 v Port1/0/1 v Disabled v Apply
Port1/0/1 Disabled
Port1/0/2 Disabled
Port1/0/3 Disabled
Port1/0/4 Disabled -

MAC Authentication Global Settings O4-MEHE OFBAZ LI FIC ;R L £,
NI RA—F— LA

MAC Authentication MAC ZRFFHERED 7 1 — N)LYRTE (Enabled / Disabled) # 3R L E-,
State Enabled M54 . MAC FRFFERES AN 720 £97,
Ignore DHCP Z DT A —H—73 Enabled ®3FE . DHCP /34~ ~iZ MAC REED T 7

T ZHIE ORI EIZIT /Y 8 A, Disabled DEAIE, DHCP /X4 v R
TR AGIEONRIZEEFNFET,

Max Discard MAC FRAFIZH L T Discard IREEICHEEREIND YV T4 T hD LERAE
100~200 OFIPATHEE LE 9, AHEEIL Ver. 2. 01. 00 LARETHHG L &
7T

Discard-Time MAC FRAFDFREET 1 v 7 %4 300~86400 BO&H THHELET., T

7 L Ml (300 B) ICETHE L, Default #F = v 7 LE3, MAC
FRGFIC B U720 R IE Discard JRAE L L CTHEER S IL, AT A —H —T
BETHT oy 7N T35 £ T, kT ERA,
REXHEMAT AT, Apply RE %227V w7 LET,
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MAC Authentication Password Settings O%&TEH O Z LA FIR L £,

WNTRA=H—

A

Password

MAC RBREDNRAT — REFRELE T, K/NTF X —%—"T Default N
F v SNTWAIREETIL, MAC SREFD/NA T — RIX MAC 7 KL A H
BEFEHALET, Default " F = v 7 SN TWARWIEES, i@ 2T —
REFEEND TR TOMC 7 RLATHIEONRAT — & L £,
T AILE XA U — Fid, Encrypt 3 F = v 7 STV AES TGS
{5 T, Encrypt B F = v 7 STV R WG AIFFEXTATILET,

BREAEMT AITIE, Apply RZ %27 Y v 7 LET,

MAC Authentication User Name MAC Format Settings OFMEH OFHAZ LI IR L E T,

INTG R =B — B

Case MAC FFO &S THAT 22— —4 O X FHK A (Lowercase /
Uppercase) # iR L £, Lowercase DI MAC 7 KL ZAD T )L
77Xy BT RCT/NLFITA Y | Uppercase CTIIRKLFITAR Y £,

Delimiter MAC FEFORBETOa—H —Z O MAC 7 KL ZADXY] Y XF (Hyphen /

Colon / Dot / None) %R L £9, Hyphen I A7 -] %,
Colon Tix=ziwy [:] % Dot TIX KRy b I.] ZFEHALEJ, None Ik
XU XFEFEHLEEA,

Delimiter Number

A4 L8 7o 1/ 2/ 56) Z#RLETS,

REZWHT 5121, Apply REZ %227V w7 LET,

MAC Authentication Port Settings ®£MEH O Z LTI R LE T,

WNTRA=H—

A

From Port / To Port

— FELIFIAR— FOHEHPHAZER L £3,

State

BIR LU= — D MAC ZFBEEMDIREE (Enabled / Disabled) #i#®IR L =
7,

REZWEHT 5121, Apply REZ %227V w7 LET,
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9.9 Web Authentication

Web Authentication 7' XA =2 —Ti%, AN — "7 7 & ZAZBIED Web 7T 7 — AEGE (LAt&. Web
munE) D7 H/J:__’%TTl/\i—ﬁ—

Web FBFHEREZ 32 & IE N RBGEHARD D OIS Web A - ~DT 7 A& LIZHAIC
ZFDORT T4 w7 B LET, Web sBGEV XA L7 bAT v a v BT D & anﬁkk@ﬁ
—FORDTELICL DBty a V&L L, HTTP U XA L7 N T Web BAEZAT 9 72O OFRFEY
A4 MIFHFELET,

RABAEIHAIL, Web 77 UV —DEET 7 A, £720F Web BIEV XA L7 AT v a2V
HITP U XA L7 MZXAFHEIZL o TREEY A M7 7R L, SRR T 5 E TIEHR— b ~D7T
7B ANHIRINET,

Web FRAEDFEFEY A MTiX, AERY—3—D Web FBFER—Z /L F 72 I1TIEENERD Web FBFER— X /L%
FERLET, ZEENEO Web FRFEAR—Z /LI, BRE LIZARAE IP 7 R L AT HAL72EE Bl 72 Web
P A N T, RBFERAIMAE IP 7 RL AT 7 v A9 58, M8 IP 7 RLVARFE %y hU—7

FICHEELRWERICIE, 7740 N — b oA 22—y ML T AT 740 v 7 2RELE
E %%&\_@%774y7%%§b AR IP 7 RUAZFEH LIy v a v afNLT 52 &
T, RGBS ARICH U CRRAEAR—Z L 28k L E 7,

Web Authentication ® FIZHA YV T A =2 —DO—EFEZ L TORITRLET,

HE | A=a—A B

9.8.1 | Web Authentication Global Settings Web ZREED 7 1 — )L TE

9.8.2 | Web Authentication Port Settings Web ZRFAFD R — FERTE

9.9.1 Web Authentication Global Settings

Web Authentication Global Settings [Eiifi TlL. Web RFFHEHED 7/ 0 — LR EEITWVE T,
K #2779 5 121%, Security > Web Authentication > Web Authentication Global Settings %
7V w7 LET,

Web Authentication Global Settings

Web Authentication State (O Enabled @ Disabled
Web Authentication Settings

Virtual IP IPv4 [v] 1Pv4 Address [

Redirect State Enable ﬂ Snooping proxy-port l:l [ Default

Redirect proxy-port l:l [v] Default

Logging web-access Off ﬂ HTTP Session Timeout CI [] Default

Overwrite Disable ﬂ Jump-URL Original Disable ﬂ
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Web Authentication Global Settings O&HEH OFBAZ UL FITR L E T,

INTG R =B — FLEA
Web Authentication Web FRGFHEERED 7/ a— 3L E (Enabled / Disabled) #3iR L £,
State Enabled @354 . Web REFHEREN BN 720 £,

REZWHT AL, Apply KA %27 U v 7 LET,

Web Authentication Settings ®£MEH OFAZ LA TR LE T,

INTG A —F — FiLEA

Virtual IP AR IP 7 RL R Z A T HLTONWT NN HER L ET,
o IPv4: IPv4a 7T RLREMHT HGAEITEIRL £7°,
o IPv4 Address : {HAE IPv4 7 L A Z AN L E4,
e IPv6: IPv6 7 RLAEMHT HGAITEIRL £7°,
o IPv6 Address : {HAE IPv6 7 KL A Z AL £,
o URL : AR URL 2T 55BN L £77,
o Virtual URL : {RAR URL Z A1 L £,

https—port HTTPS @ TCP A— hEHZZEZ AN LET, 7 74/ L (443) IZRTHE
1%, Default #F = v 7 LET,
Redirect State Web Z8EEY £ A L7 FOREEZ LT OWTN0BEIR L7,

e Disabled : Web #¥FEU ¥ A4 L 7 M &AM LE T,

e Disabled HTTP : HTTP @ Web F8AEYV &1 L 7 h&#hiZ L E 7,
e Disabled HTTPS : HTTPS ® Web §8GEY A L7 R &M L ET,
e Enabled : HTTP/HTTPS ® Web 38FEY ¥ A L 7 N &HNZ L ET,

Snooping proxy—port HITP 7m X O7uaXx T R— ESE2ANLET, ZONRTA—H—
ARGET D L. HITP G813 ORNPILE N D Web FERER—Z L DOFFH
%H’i’ BELLEAR—FESFTHITVWET, 77408 (0:FEE LA
W) ICRT AL, Default #F =7 LET,

Redirect proxy—port HTTP 7 Dﬁ’r‘/@j’lﬂ FIUR—FEEFEATTLET, TONRT A —HF—
ERETDHE, FBELZAR— FESTO HITP BELRMLET, &5
}"77/( ‘770)5&%[”13?2/)7&1/\7’1&)\ munET B ~DT 7t A 17 =)
FUERHLRZRWVBEE COHAMLERHY T, T 74/ (0:FEELZ
W) IERTH AL, Default 2 F = v 7 LET,

Logging web—access TDONRTRA—=H = 0n OFE. Web FIEDOT 7R T2 HIRD
F7, Web 7T U —MINEEIZE® v a UL AR TR R, FIRFC
ZHOu TRERINDZENBY ET, Off OHEITT 7 AR IR
RSN EEA,

HITP Session Timeout %b%ﬁﬁ—&»@HHP?9V37?4A77FﬁW%5%m@@M
FTHEELET, 74/ B0F) ICETHAIL, Default #F = v~

7 LET,

Overwrite Z DT A—4—)3 Enabled OE | FRAEFAD T T A4 T 2 B RID
Web FERFLBL T ON TG EIC LEFEE TRUELL £3°, Disabled DA
EEXAEITOVETA,

Jump—URL Original Z DT A—HF —73 Enabled DA, FERERNCT 7B A L7 IRL IZTV ¥

7L £, Disabled DBAITT ¥ 7 LEH A

REZTWHTHICIE, Apply REZ2 27U v 7 LET,
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FESEIA

@ 5E P rEESATOELES. eb BEAEL CHELEEA. Web RELER
BI=F BENIC, Web RELRAE IP 7 FLREREL T E S,

9.9.2 Web Authentication Port Settings

Web Authentication Port Settings i Ci. WHLAR — MHNL T Web FREFDIREZ R E L £1°,
AW % FKxd HI121%, Security > Web Authentication > Web Authentication Port Settings % 7
Vv 7 LET,

Web Authentication Port Settings
From Port To Port State TTL (1-255)
Pt |v]  [powwd  [v]  [Dsabled V] [ | oo
Port Channel State TTL (1-255}
y ~ ; ~ [ |0 [ amty ]
| Port-Channel :" | Disabled :" Defauit Apply
interface port 1/0/1 Disabled
interface port 1/0/2 Disabled
interface port 1/0/3 Disabled
interface port 1/0/4 Disabled
interface port 1/0/5 Disabled
interface port 1/0/6 Disabled
interface port 1/0/7 Disabled
interface port 1/0/8 Disabled
interface port 1/0/9 Disabled
interface port 1/0110 Disabled

A DA H OFH 2 LT IOR LET,

INTGRA—F— Bl

From Port / To Port N— b E72ITAR— FOFPHZ IR L £ 9,

State BIRL7ZA— FERIIFR— FF v 2D Web FRFEHEAEDIREE (Enabled
/ Disabled) Zi®iRL £,

TIL TDONRTA=H—FIFETDHE, TTL 74 NVEZ—=PNENTRD ., BFED

TTL fED /3> R DA% Web FEREALEEZRIEEE LE T, AJIAHEZ: TTL
1% 1~255 OFIFAT, FA— FH72 0 K8 HEDEEBRGFERTX ET,
T7x~ (FEERL) ITRTEHAIX, Default #F = v 7 LET,
Port Channel A= FTF R NVEERLFET,

REZXZWAT 521, Apply R¥ %227 ) v 7 LET,
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9.10 Network Access Authentication

Network Access Authentication V7 A == —TlL. R"— b7 7 & AZGFEMROEMEIZET 2R E.

n—ha—W—F —Z = Z2DEGk, BIOGGRERY 74T MERILEDR— T 7 & ARG
DAT—H ADRRIZEEITVET,

Network Access Authentication ® FIZH AV T A =2 —D—EEZUTORIIRLET,

HE A=a—4 =

9.9.1 | Network Access Authentication A—FT7 7 v AFRGEEMOEMEICET %R E. B
Global Settings ro0m— I na—P—F —H_N— 2 DB

9.9.2 | Network Access Authentication A= T 7RO v > 3 VFROFER
Sessions Information

9.10. 1 Network Access Authentication Global Settings

Network Access Authentication Global Settings [ CTlX. RA"— b7 7 & ALK OENEIZE T
HEER, =N a—P—F =X RX—= 2D EITNET,

ANMW %2 R T A2 1%, Security > Network Access Authentication > Network Access
Authentication Global Settings Z# 7 V v 7 L%,

General Settings

Authentication Port Vian Mode () Enabled @ Disabled

AAA local database

Password Type Plain Text [v] Password |63 chars | | Apply |
Total Entries: 1
e L e e e

usemame Plaintext Delete

11 4] l_ Go

General Settings PFTEH O Z LI NI R LE T,

ING A —H— B
Authentication Port MAC FRFEF L OY IEEES02. 1X FEGECEMET 57— K VLAN E— R4 7' 3
VLAN Mode VERELET, TDO/RT A —X —7 Enabled ¥4, FAFEMEIZ L -

THEAFTI o Z7IZEY Y THN VLAN 2 R— hD 7 7 & A VLAN £ 721X

XAT 47 VIAWN ICEFELET, ZOEENMTbivd &, #7225 VAN
ID ZFE8REE M & T AR A NORARTFF IS ERF A, £/2, VLAN ID ©
WREBRMEZ R /WA A NOFEREL . ¥ VA& 7 L— LD R TElEELT
IRANEBRDTHA SNEREA,

REZTWHTHICIE, Apply REZ2 27U v 7 LET,
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AAA local database D&TEHE OFAZ LI IR LET,

NI A—H— A

User Name 2 —HF—H% 63 LFLUNTANILET,

VID VLAN 1D % 1~4094 O#PHTATI L E T,

Password Type XA — K% A7 (Plain Text / Encrypted) Z ¥R L F 4,
Password INAT—R&EANTTLET,

REZXZWAT 520X, Apply RE %227V v 7 LET,
X NU—2 T 7 ARAAHIERT 5121, Delete RZ %227V v 7 LET,

9.10. 2 Network Access Authentication Sessions Information

Network Access Authentication Sessions Information E[f TlX, R"— F 7 7 B AFEIEOE Y > 3
HEaRTLET, /o, BAEEAFR A N OFRREL R L £ 7,

K A FERT DIT L. Security > Network Access Authentication > Network Access
Authentication Sessions Information #7 U v 7 L%£7,

Network Access Authentication Sessions Information

Portit v]

Type dhcp-snooping [V
Network A Authentication Clear S

MAC Address 00-84-57-00-00-00

PG Address

User
Authentication Sessions Total

Total Authenticated Hosts 1

Total Discarded Hosts 0
Authentication Sessions Information

Total Entries: 1

DHCP-Snooping Success

Authentication State Buccess

MAC Address

Client IP Address 172.31.131.222

Port Port1/0/10

VID 0

User

Time 20418

Aging Time 0:00:00 v
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Network Access Authentication Sessions Information D#-IEH O Z L FIZR L £,
NRIA—H— EA

Port MRETHER— FNEZERIRLET,
Type ¥+ 572 h2/L (dhep—snooping / disc / dotlx / mac / web) %
IR LU ET,

AN LTEER TR — T 7B AFBFEOE® v v a UIEWREMRET HI2IE, Find A% %227 U v 7 LET,

TRTCOR— T 7 EABFIMEDOE v a ANEREMRB L TERTHITIL, View All RE %7V v
LE9,

Network Access Authentication Clear Sessions DATEH OFHZ L FICR L £,

INTG A —HF — B

MAC Address Ty NI =TT 7B ABIEE Y TA T RO MC T RLAZ AN LE
77,

IPv4 Address TPy NT—=0 T 7 ARAEERY TAT > D 1Pvd 7 RLAZ AL
EScI

IPv6 Address Xy NI =T IR AR TA T D IPv6 7 RLAZ AT L
ESc I

User Xy NI =T VR ARIMERT FTAT L " OTHT hOa—P—4
ZAITLUET,

AN L7 MAC 7 RLATHR— M7 7B RFEO® v v a UEHREZ U T3 5121%. Clear by MAC A%
YEI7 Vw7 LET,

A LT IPvd 7 RLATHR— N7 7 BRFEHEOE v a NEHAE 2V 74 5121%. Clear by IPv4 AR
HorET Yy LET,

AN L7 IPv6 7 RLVATHR— T 7B RFFEDO® v v a UE#RE 7 U 73 5121%, Clear by IPv6 R
2oy 7 LET,

ANTLEa—H =T h 7 N CR—= T 7ROy a VIFHRE 7 Y T3 5121%. Clear by
User h¥ %7 Vw7 LET,
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9.11 Trusted Host

Trusted Host Wi CTiX, 77V 4 —< 3 (Telnet. SSH, B L Ping) TOEEEDT 7 & RIT% L.
FEHE TP ACL ZfEH L CRFA[ R A PR EL 7,
AW EF T HI21E, Security > Trusted Host #27 V v 7 LET,

Trusted Host

Toet ]

Note: The first character of ACL name must be a letter.

Total Entries: 1

Tone

AT DA E H Ot 2 LU ISR LET,

NTGRA—H— LA

ACL Name T HEEHE TP ACL 4 % 32 SLFLINTAN LET,

Type WHIT 277V 7r—ar0fEsE (Telnet / SSH / Ping) #EEIR L £
‘d’-o

REZHEMAT AL, Apply RE V%227V w7 LET,
rZ A PARA NEHIERT A1, Delete RZ %27 ) w7 LET,
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9.12 Traffic Segmentation Settings

Traffic Segmentation Settings B TlX. N7 74 v 7T ALV T—a BRELET, T
T4 T AT = a UHEREIL. ZIELIE N T 7 4 v 7 OERESER— N EHIRTE 97,
ARE[E 2R AT AL, Security > Traffic Segmentation Settings Z#7 V v 7 L%,

Traffic Segmentation Settings
From Port To Port From Forward Port To Forward Port
Port1/0/1 [v] Port1/0/1 [Port1/0i1 [v] [Port1/0/1 [~
| Add I Delete |
G s S o D
Fort1/0/14 Port1/0716-1/017
Port1/0/15 Port1/0716-1/017

AT DA E H ORI 2 LU IR LET,

RTG A= — LA

From Port / To Port ZIER— N ORI L F T,
From Forward Port / BREAR— N OFIPH AR L £97,
To Forward Port

ANULFEBEHR TR I 74w 8T AT — g U EBENT AT, AddRZ %2270 v LET,
AU TR T 74w 78T AT —2 3 U E2HIRT 5121, Delete RZ %27 U w7 LET,
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9.13 Storm Control

Storm Control [HjAi CiX, A h—2A a2y ha—HEEORELITWVET, A h—Lbza b —/LEET
X, A= NMITED LREEZBZ28&EDO 7o — KXy A NT7L—A vAFF¥ AT L—A Fio
F2=F Y AN T L —LE2ZE LI 2T 5L, A ML ERBIZBITL, 7L —AES
R—=hRT %y NETUREODRBEZITNET, A M—LRBERBOMIEIL, 4 TDHN 770y &
DETED FIRME%E FlEl>7- 2 & 2 LS8 1cirbiEd,

A & 2T D2, Security > Storm Control 2727 VU v 27 LF 9,
_

Storm Control Polling Settings

Polling Interval (5-600) sec Shutdown Retries (0-360) times [ Infinite Apply

Storm Control Port Settings

From Port To Port Type Action Level Type ::DPZS Ej? 483647) (PDP; ALl?\:BSS 47)
Port1/0/1 v| [Porttion ~| [Broadcast v| [Drap v] [PPs v] | | pps [ Jees
Ay |

Total Entries: 36

S S R T S N

Broadcast Inactive

Port1/0/1 Multicast Drop - - Inactive
Unicast - - Inactive

Broadcast - - Inactive

Port1/0/2 Multicast Drop - - Inactive
Unicast - - Inactive

Broadcast - - Inactive

Port1/0/3 Multicast Drop - - Inactive
Unicast - - Inactive

Broadcast - - Inactive

Port1/0/4 Multicast Drop - - Inactive
Unicast - - Inactive

Storm Control Polling Settings ®#&EH OFAZ LA FIT R L £9,
NTGRA—H— B

Polling Interval A h—barba—LOR—V L TREE 5~600 (¥) O#PHTAN
LET,
Shutdown Retries Action 2% Shutdown O¥ED, N—hI v v MEF T £ TCOREMEALTH

A 0~360 OFPHTANILET (F 74/ b5 :3) ., Infinite %
Fxv I LGS, A= by FE U TOER AL
RELZEATHICIE, Apply RE 227U v 7 LET,
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Storm Control Port Settings DAIEH O Z UL IR L £,

NRIRA—HF— LA

From Port / To Port AR— FFEFITIAR— FOFPHZER LU E T,

Type A bh—bary ba—®H A7 (Broadcast / Multicast / Unicast)
PR LET,

TIvarRnvxy NAUUVE—RICRESNTWDIEHE, 2=F% v R
NMIBEF E RIMOB T DL =F ¥ X hF v hEZRLET, ZHC K
D, BEFmERMOZ=F%% 2 My EBREEINT BIREICET S
ELR— IR Xy NETVENET, T ar Ny T
EF— FPSMIERE SN TWDAEA, =% v XA MIRMOZ=F % A K
Ny hESRLET,

Action FATTHT7 7 v a B FOWT N LERIRLET,

e None: 77 arvzaEiELFEEA,

e Shutdown: R—hrZ T v v FE T LET,

e Drop: FIRMEZME X537y ha Fa vy 7T 555I0ERLET,

Level Type A h—2bzay ba—o EREE FTREOHEAE (PPS / Kbps / Level)
ZiERLET,
PPS Rise Level Type 23 PPS DEAICERINE T,

A b—=barbu—LdEREEZ pps (WNTFy M) THERELET, 0
t L <% 2~2147483647 OFIPFATASILET, 0 ZEETH L. HEN
BN S NI ORYI Oy NERSESE N T 7 4 v 7 BIIRE
ET,

PPS Low Level Type 23 PPS DEAICERINE T,

Z h—hay ba—LOTREA pps THE L ET, 0~2147483647 D
HHCTADLET, ZORTA—=F—%HELRVEE, PPS Rise @
SOUDAEAMEH S E 7,

RELZEATHITIE, Apply RE 227U v 7 LET,
PPS Rise 33 KX TNPPS Low T 0 Z##5E T 5 DX Ver. 2. 00. 01 LT,

Level Type T Kbps Z#&&R L7454, Storm Control Port Settings OA7 2 DOIHBENLL T O X 9 IZ&
HaInEd,

Storm Control Port Settings

From Port To Port Type Action Level Type e e A

Port1/0A1_[~] [Porttion [~] [Broadcast [v] [Nome  [v] [Kbps ~] [ | kops [ woes
e

Level Type T Kbps #3EIR L7=85 @ . Storm Control Port Settings DA 2 DDIAH DOFHEZ, LLF
IR LET,

INTG A —HF — B

KBPS Rise A h—bzarbha—noOEREZE kbps (Fu bty N/F) THELE
F, 2~2147483647 (Kbps) OHIFATAS LET,

KBPS Low A R—Abzar hr—/LO F[RfE% kbps THE L E T, 2~2147483647
(Kbps) DI TANLET, ZONTA—=F—%HELLRWEGE,
KBPS Rise @ 80%DEMEH S FE 4,

REXWHT 51T, Apply RZ %227 U v 7 LET,
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Level Type T Level %i#4R L7-#%4A . Storm Control Port Settings @45 2 DDHEHE MU TFDO L HIZ

EEENET,
Storm Control Port Settings
From Port To Port Type Action Level Type E‘ﬁﬁoﬁ‘se }‘19_"%0'30""
Port1/01 [v]  [Portt/0/1 [¥]  |[Broadcast[¥]  [Nome  [¥]  [Level [v] | | % [ =

Apply

Level Type T Level Z#i®{R L7235 D, Storm Control Port Settings A7 2 DDA O %, LA

TR LET,

INTFGRA—F— .

Level Rise A bh—bzar bha—/D EREZ R — FOHEEIZXT 2 5 0F (%) T
ELET, 1~100 OFEFATASI L ET,

Level Low A b—bzar ba—/LD FREZ R — NDOHEEIZXT 2 50F %) T

ﬂibi'?‘ 1~100 OFEFHTANILET, ZONRTA—Z—%RELR
VA Level Rise @ S80UDBEMEFH &vE 4,

REZTHWHATHICIE, Apply RE Z2 27U v 7 LET,
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9.14 SSH

SSH 7 A =2 —"Cl%, CLI ® SSH $— N—FEAESC SSH = — V' — (2T 2R EEITWVE T,
SSHO FIZHAY T A=a—D—EE2 LU TORITKELET,

BHE | A==a—4 B

9.13.1 | SSH Global Settings SSH H— N—HEEED 7 v — /LR TE
9.13.2 | Host Key SSH 78 A N #EDVERK

9.13.3 | SSH Server Connection SSH #f5e 7 — 7 IV DFR

9.13.4 | SSH User Settings SSH —H — D E

9.14.1 SSH Global Settings

SSH Global Settings i ClX, SSH %— —HRERROFRTE (T E T,
AN E Z KT HI21E, Security > SSH > SSH Global Settings #727 V v 7 LF 7,

opal >etting

S5H Global Settings
IP SSH Server State Disabled ﬂ
IP SSH Service Port (1-65535)
55H Server Mode vz
Authentication Timeout (30-600) sec
Authentication Retries (1-32) B times

A DA H OFH 2 LT IOR LET,

INTG A —H— B
IP SSH Server State SSH H— X —HEDRTE (Enabled / Disabled) Z#13&IR L ¥4,
IP SSH Service Port SSH ###5: D TCP 7R — &5 % 1~65535 O&iH TA I L £,

Authentication Timeout | SSH MFIEX A LT 7 K% 30~600 (F0) OHFPFATASLET,

Authentication Retries | SSH OFFFEFAFAATIEE A 1~32 OFFHTATI L E T,
BHELFWEHT AT, Apply R¥ %2270 w7 LET,
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9. 14. 2 Host Key

Host Key Wi Cld. SSH AR A A F/RS LOER LT,
ANHEHE ZFnT DL, Security > SSH > Host Key #27 U w7 LET,

Host Key Management

Crypto Key Type RSA El

Key Modulus 768 |~ || bt Generate | | Delete
Host Key

Crypto Key Type RSA El

Key pair was generated at 14:28:02, 2020-12-28

Key Size 1024

Key Data AAAABINZaC1yc2EAAAADAQABAAAAGQCTVWEZKKgM.......

Host Key Management O4-MH H OFBAZ LA IR LE T,
WRIA—F— B
Crypto Key Type BT DR A NEDOKE S A~ (RSA / DSA) Z IR L E£7,
Key Modulus RANEOREZLLTOWT NN LRI L E7,
e 360 E'vw I
e 512E Y I
e 768 E'w b
e 1024 E v |k
e 2048 E'w b

BIRLIZNBR CTHRA DX —% AT 521X, Generate " ¥ %7V w7 LET,
IR LTZHNECTHRA X —%HIERT HI2IE, Delete R¥ %7 U v 7 LET,

Host Key O&IHH OFBHAZ LI IR L ET,
NI A—F— B
Crypto Key Type FT D SSHAR R MNEEDOKE 5% A 7 (RSA / DSA) ZEIR L £,

9.14.3 SSH Server Gonnection

SSH Server Connection [ TlE. SSH H— —#kiTr— 7 N2 FnrLET,
ANHEHE Z F~T HIZIE, Security > SSH > SSH Server Connection #7 U w7 LE79,

§5H Table

Total Entries: 1

aes256-chbo/hmac-shait.. 10.90.90.10
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9.14.4 SSH User Settings

SSH User Settings [ Cl%., SSH 2 —V —2 R EB LI OERRLET,
ANHEHEZF~T DL, Security > SSH > SSH User Settings #7 U v 7 LET,

I ——

S5H User Settings
User Name Authentication Method Password [v|
o IPv4 Address - - IPV6 Address 2013:1
Total Entries: 1
horicton s it e
Password
n [T] Go

AKEEOKHEEOFHAEZ L IR LET,
NRIA—HF— B
User Name SSH ¥t D —H—4 % 32 LFLNTAILET, AT 25 SSH —

L, BliR2—F =T H U MIBEGEINTWALERH Y 7,
Authentication Method o) &ﬁ/ﬂa%uﬁm VM SIEIR U E

e Password : NAU— RERGEFREFHLET, n—hLa—F—7T
BT PONRAT— REFHLET,

e Public Key : ABRSEFERES N EFEH L £ 9,

o Key File : ABR##E” 7 A N4 L& 779 SUFLINTATI L &
—g—O

e Host-based : " A F_R—ZFRFEHF X AEH L F 9,

o Host Name : R A "4 % 255 LFELUNTATILET,

o IPv4 Address : IPv4 7 KL A Z4RETHHE. T4 RZ
UL, HORYZ AZSSHZ AT R IPva 7 R
LVAZEATTLET,

o IPv6 Address : IPv6 7 KL A& ¥HET BHE. 7VARZ
UL, HORy 7 RZSSHZ FA4 T R IPv6 7 R
LAZEATTLET,

REZHEMAT AL, Apply RE V%227V w7 LET,
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9.15 SSL

SSL %7 A = =2 —"TlE, SSLAERBICEAT DR EEITWET,
SSLOFIZHAY T A =2 —D—EE2LTORITLET,

HE | A=a—4 B

9.14.1 | SSL Global Settings SSL¥ERED 7' 11 — S )L TE
9.14.2 | SSL Information SSL DFEER CSR IHF MO

9.15.1 SSL Global Settings

SSL Global Settings M Cl. SSLREDREZITWVET,
A A FR:9 AHI121%, Security > SSL > SSL Global Settings #7 VU w27 L£79,

R

S5L Global Setfings

SSL Status (")Enabled (w) Disabled Apply
Erase SS5L-iles Erase
Import File

(@) Certificate () Private Key

File Select
| Browse... |(The file name range is 1-32 chars.)

Destination File Name |32 chars |

Note: You can access the File System page to manage these imported files.

Generate CSR And RSA Key

Country Name (2 letter code) |JF‘ |
State or Province Name (full name) |Tok3-'c |
Locality Name (eg, city) [shibuya-ku |
Organization Name (eg, company) |f-.p-reaia |
Organizational Unit Name (eg, section) |f-.cccurling |
Common Name (YOUR domain name) |'.w\fr.' example.com |
Email Address |mai|@examp e.com |
Key Length (512-2042) 2048 |

SSL Global Settings M4&EHH OFLHZLL FIZR L FT,
NI RA—F— B
SSL Status SSL #%HE IR AE (Enabled / Disabled) #i%iR L £,

REZTHTHICIE, Apply REZ2 27U v 7 LET,
%Lf)/~774w%®£¢6 IX. Erase "¥ %7 U v 7 LET, 728, SSL F721% Web 7BGFEMN
HNeHA1E, SSLARY U —IXHEETEER A,
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Import File MAIHH DFiHZ L TR L £9,

INTRA—=F—

A

File Select

FerIATe 7 7 A VO FE¥E (Certificate / Private Key) #iEIN L £
7,

T ANOFEIEE®RIRLT7-1%, Browse m"¥ &7 U v L Tr—AL
PC EDO7 7 ANV EEIR L £7,

Destination File Name

ST 7 A NH % 32 SCFLINTASI LE T,

REXWHT 51T, Apply K& %227 U v 7 LET,

Generate CSR And RSA Key O#4-HHB O Z LI FIZ/R LE T,

NTA—F— B
Country Name Ea— R %2 XFTAHLET, HROE=— KT JP CTF,
State or Province Name | #BENFIRAZ ATILE T,

Locality Name

i () 2 AN LET,

Organization Name

MAky (2t4) 2 A LET,

Organization Unit Name

MR AL (BP9 2 AN LET,

Common Name

NAA %2 N LET,

Email Address

HIEED A =L T L AZ A LET,

Key Length

CSR/RSA ¥ — D & % 512~2048 OFPATAS LE T,

REEWHT HI20E, Apply "X %27 U v LET,
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9.15.2 SSL Information

SSL Information i ClE, SSL DFERAE I L ONCSR IFH AR L ET,
AN & 2 onT D2, Security > SSL > SSL Information #72 V v 27 LF 9,

e —————————————————————————————
~
SSL Https-certificate

Certificate Information:

Certificate Version :3

Serial Number :00:80:2D:5E:A8:BD:8D:53:C3

Issuer Name :C=JP, ST=Tokyo, L=Chiyoda-ku, O=Example Domain., OU=Example Group., CN=Apresia, emailAddress=example@example.com
Subject Name -C=JP, ST=Tokyo, L =Chiyoda-ku, O=Example Domain_, OU=E: le Group., CN=Apresia, ilAdd ample@example.com
Mot Before :2017-02-16 06:54:58

Not After  :2037-02-11 06:54:58

Public Key Alg:rsaEncryption

Signed Using :RSA+SHA256

RSA Key Size :2048 bits

S5L Https-private-key

Private key is embedded in firmware.

SSLCSR

Certificate Request:
Data:
Version: 1 {0x1)
Subject: C=JP, ST=Province, L=City, O=Company, OU=Department, CN=www.domain.com/emailAddress=mail@domain.com
Subject Public Key Info:
FPublic Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:acb7 7d:1f:7a:9d:6b 1d:adaf03:b4:Te:84:
21:d3:80:c0b0:e1:a3:b7:31:87:21:b5:5a:94:d6:
50:62:0d:14:bb:00:c0:b3:3b:e1:36:7d:c7:c0: 1e:
1cadce23:2c7i1a:2bef:51:13:6¢:21:5b:b3:
88:05:1c:65:4b9a:44:8c:0R.d7:91:07:5e:44:16:
5a:6e:fb:0b 86 3ecbd ec:22:ch ch:9e:aa:B5:24:
15:6d:a2:d0:c3:c5:4b:d1:65:eB8:6119:21.8d:70: v
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10 DDM

DDM A == —TClX, SFP R— b TOTFT U X )LZWEAR (LI%. DDM) OERZfERTE £7,
DDM D FIZHHY T A=a—D—EE2LTOERIIILET,

HE A=a—4 =

10. 1 DDM Voltage Threshold DDM FEE L Z VWMEOFE R

10.2 DDM Bias Current Threshold DDM /A 7 A& L & VMEOF IR
10. 3 DDM TX Power Threshold DDM IXEE ST L E VMEDOFRR

10. 4 DDM RX Power Threshold DDM ZAEFE T L & VWMEDFKR

10.5 DDM Status DDM OARFEFR R

10.1 DDM Voltage Threshold

DDM Voltage Threshold M CiZx. DDM &EFE L EVWMEOEFEHREZF R L E T,
AIHH #2779 5121, DDM > DDM Voltage Threshold #7 U v 7 L £,

DDM'V age eshold

DDM Voltage Threshold
Port1/0/19 3.700 3.600 3.000

Note: ++ : high alarm, + : high warning, - : low warning, -- - low alarm
A The threshold is administratively configurad.
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10.2 DDM Bias Current Threshold

DDM Bias Current Threshold [ Cix, DDM /N4 7 A ER L EVMAEDFEHR 2 EF R LE T,
K 2 F~9 521X, DDM > DDM Bias Current Threshold #7 V v 7 L%,

DDM Bias Curren reshoia

DDM Bias Current Threshold
I S O e L T
Port1/0/19 8.053 11.800 10.800 5.000 4.000

Mote: ++: high alarm, + : high warning, - - low warning, -- : low alarm
A The threshold is administratively configurad.
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Power Threshold

10. 3 DDM TX

Power Threshold

DDM TX Power Threshold i Clx. DDM TX &/ L X VWMEDOE#M AR <L E T,

NG e R e e

DDM > DDM TX Power Threshold #7 U v 7 L £,

DDM TX Power Threshold

DDM TX Power Threshold

Current

Port1/0/19 0574

s donvrsan | Lowamng | tounam |

-2.411 -0.800 0.661 0.316 0251

Mote: ++ : high alarm, + : high warning, - - low warning, -- : low alarm
A The threshold is administratively configurad.
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10.4 DDM RX Power Threshold

DDM RX Power Threshold i Clx. DDM RX &/ L X VWMEDOE#M AR <L E T,
A A2 2679 5121, DDM > DDM RX Power Threshold #7 U v 7 L%,

DDM RX Power Threshold

DDM RX Power Threshold

0.000 - 1.000 0.000 0.794 -1.000

Port1/0/19 0.016 -18.013 0.010 -20.000

Mote: ++: high alarm, + : high warning, - - low warning, - : low alarm
A The threshold is administratively configurad.
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10.5 DDM Status

DDM Status H[f TiE. DDM AT — X A FHR A FE R L F 7,
AR A2~ 5121Z. DDM > DDM Status #7 U v 7 L1,

DDM S
DDM Status
Total Entries: 1
T
- A MM“‘_

Port1/0/20 8137

Mote: ++: high alarm, + : high warning, - - low warning, -- - low alarm
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11 PoE

PoE A == —TClX. Power over Ethernet (PoE) ®HEIZRIT AR TEZITVWET, T DA ==—%, PoE
FEREST s DIEFED AR S IVE T,
PoE D FIZH AV T A=a—D—EZ U TORITRLET,

BHE | A==a—4 B

11.1 | PoE System PoE #§RED 7' vt — )L ERTE

11.2 | PoE Status % PoE R— F TOE— FREDRE
11.3 | PoE Configuration % PoE R— N COEEICEAT D% E
11.4 | PoE Statistics PoE #¥REIC B4 B fF s E R

11.5 PoE LLDP Classification LLDP @ PoE Sy ¥E[EHFETR

11.6 | Time Range ALV DDBRE

11.7 | PD Monitoring PDE=% Y T DERE

11.1 PoE System

PoE System i ClX. PoE#EFED /' 0 — SV EZITWVE T,

AN HE %9 HI21L. PoE > PoE System 2 27 V v 7 LFE T,
PO Syt T ——

PoE System

Continuous PoE State (CEnabled  (@Disabled
Usage Threshold (1-99) Trap State

Z % [Dssbedv] T

[Show oeai |
m Deliverad (W) Power Budget (W) Usage Threshold (%) Trap State
1 0 125 99 Enabled

PoE System Parameters

T s T e |

1 3 E131 1.3.0B9

AKEHOKHEOFHAZ L TIRLET,

INTFGRA—F— L

Continuous PoE Continuous PoE #%FE D KkHE (Enabled / Disabled) % iR L %7,

Continuous PoE 234 %5 (Enabled) D&, HEB L EFDOT 3 —L R
# — MRFIZ PoE #2245 IE 31 TMkke L £ 37, #%) (Disabled) OBLE
IZ. PoE #EREN Y & v b &L, AA v FRFHEENNTE T L7212 PoE ®
MBI AR LREBLET,

Usage Threshold PoE OFEJMER DM L 2V ME (%) 2 1~99 OFPH TREL £ T,
Trap State PoE G O HENEMN L X VWMEL ERl> 72854512 S\MP 7 v

EET HFEDIRTE (Enabled / Disabled) Z 3R L £,
REZXWHT HIIL, Apply KA %27V v 7 LET,

Show Detail R"¥ v %7 U v 795 &, FHBIZ PoE System Parameters 7 — 7 /L3 HHBL L, PoE &
Va— /VOFEMIERNF R INE T,
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11. 2 PoE Status

PoE Status [Hjfi TlL. 45 PoE 8B AR— K TD PoE F— R EOJ/EXITVET,

A A2 <9 AHIZ1E, PoE > PoE Status #7 U v 7 LE7,
I ——

PoE Status

From Port To Port PoE Mode Description

[Porirt ] [Panitrt_] (o] pches | (oo |

I S T A N
Port1/0/1 Searching dot3bt
Port1/0/2 Searching NiA 0.0 0.0 dot3bt
Port1/0/3 Searching NIA 0.0 0.0 dot3at
Port1/0/4 Searching NIA 00 0.0 dot3at
Port1/0/5 Searching NiA 0.0 0.0 dot3at
Port1/0/6 Searching NiA 0.0 0.0 dot3at
Port1/0/7 Searching NIA 0.0 0.0 dot3at
Port1/0/8 Searching NIA 00 0.0 dot3at

Note:

Faulty Code:

[1] MPS (Maintain Power Signature) Absent

[2] PD short

[3] Overload

[4] Power Denied

[5] Thermal Shutdown

[6] Startup Failure

[7] Classification Failure

A DA H OFH 2 LT IOR LET,

INTFGRA—F— L
From Port / To Port A= FFEFITR— FOFBEZ BN L FE T,
PoE Mode PoE E— REZLLTOWT NN OHIELET,

e dot3af : IEEE802. 3af = — RZ M L £,

e high—inrush : High Inrush®— FZ®EHLET,

e pre—dot3at : Pre-IEEE802. 3at E— R& @M L £1,
e dot3at : IEEE 802.3at Z WM L 7,

e pre—dot3bt : Pre-IEEES02. 3bt E— RA MM L £, 60W 3
R— N OHRIEEFRETT,

e dot3bt : IEEE802. 3bt E— FA M L £,

1Y dot3af, dot3at. dot3bt DWT I HIEIR L ET2, i%4T

HA— M i77jwaA%%ﬁ_mLt%~h(mWA%Tb&

A—h 1, 2 TiL dot3bt, ZHNLINDKR— K Tld dot3at) NEREINT

Bo, FHIE L TREZER T HLEIIL Y $H A, Lilo 3 FELS

DE— NiE, FFHEHED PoE ZET A AZME LT DT, EAEAEHLO

TSN A T LT A IS LR WEMEIC R DA REME RN & B 7D,

FALZ2NTLZE,

Description PD OB % 32 CFLANTAI L E T,

REXEMAT AT, Apply RE %2270V w7 LET,
R— I BFAZHIRT 5121%. Delete Description R&Z v %227 VU v 7 LE,
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11.3 PoE Configuration

PoE Configuration [ ClX, & A — FTOD PoE faEBEMEDOREXITWVET,

ARl ZF T 5121, PoE > PoE Configuration #27 VYV v 7 L4,
(POE COMmGUratOn T —

PoE Configuration

From Port To Port Priority Admin Max Wattage (1000-60000) Time Range

[Portiinit +] [Port1/0i1 ~]| [Low ] [Aute ~| | [ O [ Ay |
I T S S N

Port1/0/1

Port1/0/2 Auto Low Del

Port1/0/3 Aulo Low

Port1/0/4 Auto Low Del

Port1/0/5 Auto Low

Port1/0/6 Auto Low

Port1/0/7 Auto Low

Port1/0/g Auto Low

A DA H Q@ 2 LT IOR LET,

INTFGRA—F— L
From Port / To Port AR— FEIIAR— FO&EPHZZIR L FE I,
Priority AR— FD PoE #5BOENREZLUTNLIEELET,

e Critical : BSCEE % critical (EIEFEE . &m) ICLET,

o High: B/ % high (LR &) ICLET,

o Low: BJEA low (LR {X) ICLET,

PoE TOMKEENEE OB % LRl 72856. R— FOEREIC

o THEELEILTIR—-FE2RELET, 0B, BELRENFE—OFR—
M TIEAR— FEEN/NESWR— FORBEAEL LT, FlxE 7

T 4V RREDOHEAITT X TOR— N DESLED Low D=9, B HEE

DEEICIT TR D RE VAR — FEFDOR— M oiaEEZEIELET,

Admin A— K@ PoE HEEEDIRHE (Auto / Never) ZEIRL ¥4, Auto D
& . PoE FEBNRAEZNT/ D . Max Wattage & Time Range TihR— }‘O)Hi
KRB ORERH A LT a7 7 A LOE) B THRAREIZRY
*9, Never DS . PoE BN /20 F9°,

Max Wattage PoE #eEBOHRKRKENZIV U v b (W) BN THRELET, W KEIN
FBESNTWRWEA, PD OFENZ 7 A% 45 L THBIZRKEE
BHPRESIET, 60W fEEHR— k(?‘ %1 2) T 1000~60000,
ZNLIS DR — K TiE 1000~30000 O#iPH CrrEM A AT LE T,

Time Range E) %(5&4’_51/‘/9713774’/1/%73 32 LFLUNTHRELET,

RELZEATHITIE, Apply RE 227U v 7 LET,
A LT 77 ANOEY M TEHIFRT 5121, Delete Time Range ™"¥ %27V w7 LET,
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11. 4 PoE Statistics

PoE Statistics Hiffi TlE. PoE #eHE#HAFR L £,
AN Z 7T 521, PoE > PoE Statistiecs #7 Vv 27 LE,

PoE Statistics

PoE Statistics Table

Clear All

Invalid Signature

MPS Absent Overload Power Denied

HBELEA— FOKHIEREZ 7 UV T3 5I120%, Clear "¥ %7 U v 7 LET,
TRTOR— NOFEHERE 7V 7T 5121F, Clear All R&¥ %27 U w7 LET,
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11.5 PoE LLDP Classification

PoE LLDP Classification i Clid, LLDP ® PoE Z3¥EE#MAZF <~ L £,
AREE % 7~7T 5121, PoE > PoE LLDP Classification #27 U v 27 L7,

PoE LLDP Classification

PoE LLDP Classification Table

Interface Port1/0/1

None

Interface Port1/0/2

g
@

None

None
Interface Port1/0/3

None

None
Interface Port1/0/4

None

MNone
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11.6 Time Range

Time Range B TiX, A ALV YOREXITWVET,

ZA DV DNE ALy FOREDKREZ FTEDBIMOBAZT DT ODA TV a—T a7 7 A
JLTT, AL m 77’/1’/1/755 PoE > Configuration [#& ¢ Time Range /3T A — & — T PoE %t
JEAR— MZEID Y THE, EUTIHIHXALL YT T 7 AIVIEESNTIZAT Y 2 —IZHh» T
A— b D PoE #57%5 % Bil 4k, 1?JJ:'§“ZD ZENTEET,

KW H % FRT 5I121L. PoE > Time Range 27 U v 7 LFE T,

L e ———

Time Range
Range Name sty
From: Week Sun E To: Week ["1 End Weekday
Total Entries: 1
Weekdays w00
" [l Go

A OEEE O A LI PR LET,

NI RA—H— L

Range Name ALV OTa 7y ANG%E 32 XFLUNTHEELET, REEGFOT
177 A NG TRET HGEITHRICRER S, BEFOT a7 7 AL
HCRET DHAEFAT Y a—ABNBENMSET, Daily A7 a %
BEINT D L HRDOREIZ7: Y . From: Week / To: Week DFFEILTE 72
SEANL/R= S

From: Week / To: Week Bik T DAY a— DA H (From: Week) . ¥ THEH (To:
Week) Z+5E L £7 ., End Weekday 4 7' a L #i®iIRT 5 & FFEDIE
H (From: Week THEEL/-WEH) TOAFr Y a2—/Lt720  To: Week
DBBRNPTE LR EF,

From: Time / To: Time BEkT DAY 2 — L OBMEEL (From: Time) . & 7 HEZ| (To:
Time) ZfEEL E T, HHDO Rr vy F XU A =a—TCHH %, 2 FH
DRy T X T A=a—TCoai@ERLET,

RE&XWAT HI2IX, Apply RZ %27 U w7 LET,

A DL TaT 7 ANENSET0 T 7 ANV ERETHIZIE, FindRZ %2270 v 7 LET,
BALL LTI T 7 ANDREEDAYT Y a—/Lx N —%HIBrT 5121%, Delete Periodic R4
Vv LET,

ALY Ta T A NVEKREHIERT HIZIE, Delete R¥ %227 U v 7 LET,
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11.7 PD Monitoring

PD Monitoring i Cix, PDE=% U > JHEREDRE 1TV E T,

PD E=X% VU THSREIZ. AA v TF 05 LAN A —7 LA CEHZESE T % PD (Powered Device) (T
LTEHREZIATL, PD XU LTS EHIE LIZHAIC PE DUty M EOFTEDT 7 v a vk
FEhi 9 HHERE T,

PD E=4# U U7 X DEHIZIE, IOMP BR ATy MK DAR—Y 7 &FAT3 5 ICMP £— R &, ACL
T s ANCAETDH N T T 4 v I EERT S ACL E— RSV, RN— FHA TERRATRETT,
ICMP &— R TliE, ICMP ZXR T v MEFTEDSEME 1P 7 RLRIZEFE L, HELZEEGITLTCHIE
WIRINEN IR WGEIZPD RE T LT EHELET, ACL E— RTIX, FFED ACL 7'B 7 7 A WZH
HTDHET 74w VBB ELE LEWVELLTOLAIL, PDRX T LIEEHELET,

PD £E=F UL 7IZED PD BE T LI L HESNTGAICHEmT ST 7 a E, PoE @Yk b

(Restart POE) . & L<iTBE DA (Notify Only) T9, PoE DUt "R BIREINZHE. AH
R—HRT PoE DY LY FZITW, PD ODEBZFHITLET, WTHOT 7 a VEAEELZLBETDH
SNMP R 7 v R0V AT Ln 7 TOBMIITI ZENTEET,

ARE[HE 2R T5I121%, PD Monitoring #7 VU v 7 L¥7,
P Wonitoring Seffings g

PD Monitoring Global State

Global State () Enabled @ Disabled

PD Monitoring Settings

Period to Start (1-10) Restart-PoE Retry (1-3) ICMP Interval (1-60) ICMP Timeout (500-3000)
|3 |min |3 |times |5 |sec |100[J |mi||iseconds
ICMP Count (3-10) ACL Interval (5-30) ACL Threshold (5-1000)
g Jimes [ Jsec oo s
PD Monitoring Port Settings
From Port To Port Auto Recovery Time (0-60)
Port1/0/1 ~| [Porttion v| l:l
min

PD Monitoring Port Mode Settings

From Port To Port
[ Port1/011 ~| [Porttion v|
Mode Addreszs Type IF Address ACL Name Action

- - - - 32 ch = =
[Disabled ] [IPva - X [RestanPoE ]

PD Monitoring Port Table

From Port To Port
[ Port1/0/1 ~| [Perttion v

| Find | [ viewan |

Total Entries: 16

Auto Recovery Time ICMP Mode ACL Mode
PoE Port Status

FPoE Power supply
Port1/0/1 X 0 Disabled 0.0.0.0 Restari-FoE Dizabled Restart-PoE
disable
FoE Power supply -
Port1 /2 0 Disabled noon Eestari-PoF Disahled Restar-PoF
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PD Monitoring Global State ®&IEH OFiAZ LA IR L £,

INTRA—=F—

LA

Global State

PD =X Y THRED 7 a— L EREOYREE (Enabled / Disabled)
IR ET,

REZWHT HIIE, Apply KA %27 U v 7 LET,

PD Monitoring Settings O£ H OFAZ LA FIC R LE T,

NTA—=F—

Gl

Period to Start

PoE #AE AL T 0 PD =& U o 7 OERZIET 5 £ TORR
() % 1~10 O THREL 3, EHMEAMEI TS PD BEs
\ZHEEN 5 £ CICIER 0572, ZORFHIENICE:Y LE T,

Restart—PoE Retry

PoE Uy hDOT 7 v a OiffTIEE % 1~3 T4, PoE Uty F¥MTH
nNzé., WEHBEBICHOY PD £=4 U v 2K HEITV, T3A
ADEIHRRZHER L ET, AT A= —THE LRSI, PoE U
Ty bEFITLTHLT A ANEIE LWgGE, %43 54K — KT PoE
BN LET, PoE Uty hDOT 7 a2k D AR— Fo PoE HEREN
N7 > 734 1%. PD Monitoring Port Settings ¢ Auto Recovery
Time THE L7z HENVEIHRFRI S FRE L7112, BHEAMNZRD £7°,
F7-. PoE > PoE Configuration ™ Admin % Auto IZFRET 5 & . FH
TREZERIELZENTEET,

ICMP Interval

PD =% Y 7@ ICMP E— KT ICMP ZRk/ %4 v k&K 5 R
W (FD) 2 1~60 O#HTHE LE1,

ICMP Timeout

PD £E=X VU 7@ ICMP E— RTEEEIND ICMP R/ N7 v R DIRE
FHHER (I U#) %2 500~3000 OFIPITHEE LET,

ICMP Count

PDE=4U 27O IO E— KT IO Bk 7 » MOHT DIRED ¥
A BT MR LTHAICRITT B Y b T A ElkE 3~10 ORI T
Ebij—o

ACL Interval

PDE=4Y 7D ACL & — N TORH 2 EIT3 5 R RE (7)) &2 5~30
OHFPHTHE L £,

ACL Threshold

PD E=XU 27D AL T—RTDOLINF 74 v Z7EMHOTRELXVVHE
(pps) & 5~1000 OFFHTHE L 7,

REZEZWAT 520, Apply RE %227 ) v 7 LET,

PD Monitoring Port Settings ®4-MEH OFAZ A TFIC R L £,

NTA—=F—

Gl

From Port / To Port

e | E TR — b ORI A IR L £,

Auto Recovery Time

PD £=Z YU L JHEREIC L VAR — R D PoE HERENNEZNZ /R > -85 D B
B IHRER] (43) 2 0~60 OFIPFATHEE LE T, 0 ZFEEL TWHHA.
HEME HI3 T A,

REXWHT 51T, Apply K& %227 U v 7 LET,
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PD Monitoring Port Mode Settings MM H OB Z LI FIZ/R L ET,

INTRA—=F—

B

From Port / To Port

N— FEIIAR— FOFPHZ IR L £ 7,

Mode

PDE=FV 7 DORESLCE— RELLTLEIRLET,

o Disabled : PDE=X U 7 ZMHhlZLET,

o ICMP:PDE=HV 7 ZHFHILT, ICMPE— REFEHLET,
e ACL:PDE=ZY 7 HAMILT, ACLE— REMHALET,

Address Type

PD E=& U7 DOF— KN IMP OBEICT 7T 4 712700 £9, IPva
7 RLAZ A TEETT,

IP Address ICMP BsR /A h DEESESE IP 7 FL A% A L£3, Default 47
varEBRBRTLE TNV NREICREY £,

ACL Name PD £=& VU 7FE— RN ACL OBEIZT 7T 4 7120 7, x5 &
5 AL a7y AN EANTILET, Default 472 a v &EIRT S
L. T T7ANRREICEY £,

Action PD FE=X U TOERIZEDTNNA 2O 7 LHESINTZGEDOE

T3567 7 ar L FLERLET,

e Restart POE: PoED VUt v MZ LT A ZDEREZHRITLE
7

e Notify Only : PoE ® VUt v h&FEhitdEd, > A7 a7 LSNP b
Ty T TBHEITVET, EEBEICBHTONDIZIE, BlEv AT
L2 7RSNMP R T ST AREEITOMLERDH Y £5, 7
B. Restart POE Z iR L 7-GA I bimaifrbnE 4,

REXWHT 51T, Apply RZ %227 U v 7 LET,

PD Monitoring Port Table ®O4-HHHE OFHZ LI FIZ/R LE T,

NTA—=F—

Gl

From Port / To Port

H— b E A — h ORI AR L £,

Find RZ %227 Vw7 4+5E F8ELTER—RFDOPDE=Z Y L FORELHRELFLET,
View ALl RZ 227 Vw7 35L, TR_RTOR—FDOPDE=LFY VI OREBLEERELZE R LET,
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12 Monitoring

Monitoring A == —TlX, ZEEDO NN— R =7 REOEMRICHET IR ELITVET, /o, A—F=2
T—U T DOFREERITVET,
Monitoring ® FIZH AV T A=a—D—EE2LUTFTORITRLET,

BHE | A==a—4 B

12.1 | Utilization N—RT =7 OFERRFROFR
12.2 | Statistics WLt HHDZ R

12.3 | Mirror Settings A=K 7=V TOHRE

12. 4 Device Environment T NA AR RO R

12.1 Utilization

Utilization 7 A =2 —TiX, WEAR— R EON— Ry =T OHAROFHREFERLET,

12.1.1 Port Utilization

Port Utilization i Cl%, AN— MEHEO—EEFE R LET,
KW EF T 521, Monitoring > Utilization > Port Utilization #7 VU v 27 LFE9,

O

Port Utilization
From Port To Port | Find || Refresh |
I T T N e
Port1/0/1 0 1 0 496 1
Port1/0/2 0 0 0 0 0
Port1/0/3 0 0 0 0 0
Port1/0/4 0 0 0 0 0
Port1/0/5 0 0 0 0 0
Port1/0/6 0 0 0 0 0
Port1/0/7 0 0 0 0 0
Port1/0/2 0 0 0 0 0
Port1/0/9 0 0 0 0 0
Port1/0/10 0 0 0 0 0
AR O 4IE A DB A F IR L
O &= =
NRIRA—F— B!
From Port / To Port A— N EIIR— FOHEPHZ RN L F 5,

AN/ IR TZEHRCAR— MEHEO— N —Z2METHIZIE, FidR™Z o227 Vv 7 LET,
—EICFR RSN TWDER— MEHRDOEHREZ EHT 521X, Refresh hRZ %7 U w7 LET,
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12. 2 Statistics

Statistics V7 A ==2—TiE. A— b CTOMHFRICET A EREFRLET,
Statistics D FIZH AV T A=a—D—EEUTFTOERIZRELET,

BE | A=a—4% B

12.2.1 | Port N b ORI AR DR EHF R DR

12.2.2 | Port Counters Ny NEEE R T v B — ORISR O R
12.2.3 | Counters Ry NREN U v 2 — ORI DR

12.2.1 Port

Port [ TiX, YA — b OFEFAROMEHE M OMEE R L TR L ET,
ARHE[HEZF R T 5HI21%, Monitoring > Statistics > Port #27 U v 7 L£1,

Port

From Port To Port | Find |[ Refresh |
| Clear | | Clear All |

—
e e

Port1/0/1 7966900 50282 0 0 9000416 20133
Port1/0/2 0 0 0 0 0 0 0 0
Port1/0/3 0 0 0 0 0 0 0 0
Port1/0/4 0 0 0 0 0 0 0 0
Port1/0/5 0 0 0 0 0 0 0 0
Port1/0/6 0 0 0 0 0 0 0 0
Port1/0/7 0 0 0 0 0 0 0 0
Port1/0/2 0 0 0 0 0 0 0 0
Port1/0/9 0 0 0 0 0 0 0 0
Fort1/0/10 0 0 0 0 0 0 0 0
A DOAEE O A2 LTI R LET,
NTGRA—H— LA
From Port / To Port A= FEZITIAR— FPORFAEZER L E9,

R L7 — FOFEHERZMRET D120, Fid A2 %2 270 v 7 LET,
FRINTWDHR— NOFEHEREZEH T HI2I1X, Refresh R¥ %227V w7 LET,
BIR LR — FOfEHEREZ 27 V7T 5121%, Clear "¥ %7 U w27 LET,
FTRTOKR— bOFEHERZ 7V 73 5121, Clear ALl R¥ %27 ) v LET,
A— MEFHEROFEM AR 3 HI1Z1L, Show Detail "¥ %27 VU v 7 LET,
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Show Detail RZ > %7V v 7§ 5L, LUFIORTEHENARRSNET,

Port Detail

g
g

Port1/0/1

!{

BIOEEIZEAIZ1E. Back "2 > %27V v 7 LET,
—BICE RSN TWAIERE TG T HI121%, Refresh RZ %27V v 7 LET,
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12. 2. 2 Port Gounters

Port Counters [ Cix, WHIR— h TO/T v MERED T v X — OB EFEREE R LET,
A %7~ %121%. Monitoring > Statistics > Port Counters #7 VU v 7 LE7,

-0 oU

Port Counters
From Port  [Port1/0/1 To Port Port1/0/1 | Find || Refresh |
| Clear | | Clear All |
IR e e ey ey ey e
Port1/011 8005436 27993 21864 9136151 19786 0
Port1/0/2 0 0 0 0 0 0 0 0
Port1/0/3 0 0 0 0 0 0 0 0
Port1/0/4 0 0 0 0 0 0 0 0
Port1/0/5 0 0 0 0 0 0 0 0
Port1/0/6 0 0 0 0 0 0 0 0
Port1/0/7 0 0 0 0 0 0 0 0
Port1/0/8 0 0 0 0 0 0 0 0
Port1/0/9 0 0 0 0 0 0 0 0
Port1/0/10 0 0 0 0 0 0 0 0

AREEDOAEE O Z LTI R LET,

RIA—HF— B

From Port / To Port A— N EIIR— FOFPHZRINL 7,
BIRLICAR— Oy Mt v o 2 —1FMERR-T2I1I2E, Fild RZ %27V v 7 LET,
FRSNWTWAB Ty MNEGH I T X —15RE T HT 5121, Refresh h& %7V v 7 LET,
BIRLIEA—FONTy MR D 2 —1FHE 7 V73 5121E, Clear R¥ %27V v 7 LET,
TRTCOR— b DOy MRFA T2 —1EHE 7 VT3 25I121%, Clear All A& %27V v/ LET,
A= TREINEZZ T -0 EFRRT DX, Show Errors R¥ %7 U v 7 LET,
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Show Errors "¥ %7 U v 735 &, LFIORTHENERIILET,

Counters Errors

r G Errors

Port1/0/1 Counters Errors

BIOEEIZEAIZ1E, Back "2 > %27V v 7 LET,
—BICE RSN TWAIERE TG T HI21%, Refresh RZ %227V v 7 LET,

12. 2. 3 Counters

Counters || TlX, WEIR— D/ y NRFEA DU 2 —DOFE ITE#REZ R L £7,
AR A Fov 9 A2, Monitoring > Statistics > Counters #72 VJ v 7 LE,

Counters

1
-

From Port  [Port1/0/1 To Port Port1/0/1 [  Find
L Clear

alf
&-%
z||

[

linkChange

Show Detail
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Kl OFHEE O Z L IR LET,

From Port / To Port A= N FEITR— FOFPHZ BN L EJ,

BIRLIZAR— FORT Y MR 7 o2 — R ZRBETDI0E, FindAR¥ %270 v 7 LET,
KRINTWE Ty MM D 7 —EREEH T 5121, Refresh R& %27 U w7 LET,
BIRLIZAR—FOXRTy MR T X —1E#®E 7 V) 735121, Clear R¥ %27V v/ LET,
TRTCOR—FDONTy MR D 2 —fFHAE 7 V7351213, Clear All RZ %27V v 7 LET,
NIy MEEE A T 2 —IEROFEE A R 3 HI21E, Show Detail R¥X U AE 7 U v LET,

Show Detail NX¥ &7V v 7425 L, LUFIORTEHENARRSNET,

Port Counters Detail

:

Detail

Port1/0/1 Counters

N\“\“\“\N\\“\\i

BIOHEMICEAIZIX, Back RZ %27 Vw7 LET,
FRSINTWAIERETH T HITIE, Refresh hZ %7 Vw7 LET,
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12.3 Mirror Settings

Mirror Settings Hi[E ClX, "—FIT7—U 7 HHRELET,
ARE[HEZF R T AL, Monitoring > Mirror Settings #7 Vv 7 L £,

D —

Mirror Settings
Session Number 1
Port
Destination O[Port ]  [Porti/on ™
From Port To Port Frame Type
Source O[Port [~¥] [Porti/on [~] [Portt/o/ [~] [Both ~]
CPU RX
| Add || Delete
Mirror Session Table
[All Session M [T M
I O I
1 Local Session
Mirror Settings D&M H DM Z L NI R L £9,
NRIA—HF— P
Session Number RV T OENE Yy a rFETE I~ DLIBRLET,
Destination AR — NESERETHILAICT =y 7 LET,
e Port:sifeAR— MABIRL T,
Source EETAR— NEFELIZACL ZHBET 258 TFT=v 7 LET,

e Port: HEILAR— MNERRET HLAITIRINL E7,
o From Port / To Port : G 6 — N O#IPHAZIRIN L £9°,
o Frame Type : X7 —V 7 %479 N7 7 4 v 7 DOFHENT I
M HEIRLET,
» Both: L EEOMAED NT7 7 4 v 7IZHEHLET,
> X ZENT 74y 7 ORIZHEHA L ET,
> X XMEFN T 74 v 7 ORITHHA L ET,
o CPURX: CPUSED FNT 74 v 7 kG0 LGEICT =y LE
R
e ACL: ACL T T =V 7 %1753y MERKRVIATSGEITRIRL
E3 e
o ACL Name : X7 — U 7357y hOFMfELE L THEHTS
ACL 44 % 32 SLFLINTASI L ET,

T—U T OREEBMNTHIE, AdAdRZ %270 w7 LET,
F—U T ORELHIFRT AIZIL, Delete R¥Z %7 U w7 LET,

V2wl

— b
—k

%
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Mirror Session Table O IHH OB Z LI FIZ R LE T,

Mirror Session Type

FRTHI TV ITHREHFREZLUTONT NI L 7,

e All Session: T RTORELXHRTT DGEITHRINL T,

e Session Number : R L2t v 3 v FBEDREDHFRT HEE
WWERLET, FORey X7 Y ARNT, RrnTdhEyiay
BB LTI~MOWTRERIRLET,

AN LR TR I T—V T ERET DL, Fid R¥ &2 Y v 7 LET,
2TV U TREDTEMIEHRAEERT HI12IX, Show Detail R¥Z %7 U w7 LET,

Show Detail "¥ %7 U v 735 &, LLFIORTEENERIILET,

Mirror Session Detail

5,

Detail

BIOEEIZEAIZ1E, Back "2 > %27V v 7 LET,
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12. 4 Device Environment

Device Environment Ejf T, HEED AT — X ALBRBEIRE R EOT A ABEEREZFZ R LET,

K 2R R 5L, Monltorlng > Device Environment #7 U v 7 L£9,
“Device Environment

Detail Temperature Status

T, Corn ey

1 Normal 32c

Detail Fan Status

Fan 1 (0K)
Fan 2 {OK)

Detail Memory-Error Auto-Recovery Status

Aufo Recovery Mode (@Enabled  (_)Disabled
Auto Recovery Natification @Enabled  ()Disabled
Fault Action Configuration Shutdown All Ports (OEnabled  @Disabled
I S 7 e Ucomct o Comt
Normal
Health Status

1 Normal 000000

Slide Switch Status

1 of

Detail Memory-Error Auto-Recovery |, Ver.2.01.00 LIETHISn L TCWA AEY —=x 57— HEHE A1
BICB#ET DR ETT, FHHOHMHAZUTIORLET,

NTGRA—H— LA

Auto Recovery Mode AV —x 7 —HEE IHFERE % B %) (Enabled) & L < (X%E%) (Disabled)
WX E L ET,

Auto Recovery AL )= —HEERIZLD AT 0 7 TO@EN %A% (Enabled)

Notification HL< iﬂﬁsﬁ<nlsab1ed) IRELET,

Fault Action AFY —x T — 2L VIEED ST DEFIREBIZR>T=8HE12TXTo

Configuration Shutdown | A— k %Eﬁ%ﬁ“é%{é E% %) (Enabled) & L < |3%) (Disabled) (252 E

All Ports L%,

RELX KM 51T, Apply RE 227V w7 LET,
Clear R¥ %27 ) w735, AFV—2T7—D7 U T E2ITWVET,
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13 Green

Green A == —TCiL, HEORN— MEEIEREICHET OREZITVET,

13.1 EEE

EEE (@i, IEEE 802. 3az THIE S415 EEE DX E ATV E T,
KW A2 RT 521X, Green > EEEZ 27V v 7 LE7,

- EEE Settings
From Port To Port State
Port1/0/1 Port1/0/1 Disabled

AR OHFHE OHPAZLL IR L ET,

From Port / To Port A= MEFITIAR— FOFKFHZBEIN L 4,
State EEE ®4KkHE (Enabled / Disabled) # &R L £,

FELREHT AHITIE, Apply REZ %227V v 7 LET,
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14 Alarm

Alarm A = =2 —TClE, 7P =4 LED 12 L 2 mmIcl+ 2R EXITVET,
Alarm D Tl AV T A=a—0O—EE2 U TORIITLET,

HE | A=a—A B

14. 1 Alarm Settings T, ED OEMED R E

L
L

I | U

14.2 Alarm Debug T, ED ™ A b D FEfii

14.1 Alarm Settings

Alarm Settings M TiX, 7 —BLOEE LED 7 7 — A EEZITVET,
KW &2 ZF R 5120, Alarm > Alarm Settings %7 V w7 LET,

Buzzer Global Settings

Buzzer State Disabled [v] Current Status: Inactive
Buzzer Beep Type Default [v] Duration {1-60; 0: Infinite) sec
Waming Time Left: 60 sec
Wamn-LED Global Settings
Wam-LED State Disabled Duration (1-60; 0: Infinite) S8C
Alarm Port Settings
From Port Port1/0/1 To Port Port1/0/1
Alarm Mode All [v] Cuase All [v] State
Alarm Buzzer:
Caus cravos
Port1/0M1 Disabled =
Port1/0/2 Disabled
Port1/0/3 Disabled
Port1/0/4 Disabled
Port1/0/5 Disabled
Port1/0/6 Disabled
Port1/0/7 Disabled
Port1/0/8 Disabled
Port1/0/9 Disabled
Port1/0/10 Disabled
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Buzzer Global Settings M&IEH OtHZ LI TIZR L F T,

WNTRA=H—

A

Buzzer State

T EEE D 0 — XN )L TE (Enabled / Disabled) Z IR L £
7,

Current Status

TP EERERED 7 — LR ERRE N R R S IVE T

Buzzer Beep Type

7%~%¢ﬁ®ﬂ& YELUTOWT NN HER L ET,

e Default: B —7"E% 2 S LT 2 S L W) F— %
0 3&'?‘*5/\ z ETR'L?'?‘

e Type 1: 2MHEE—7EZIEL L T8MHEST LW RF— %
R IGAEITEIR L7,

e Type 2: BE—7F % 5 FOME S LT 5 MMMEE LW\ ) X — &
DIRTIGEITEIR L E T,

e Type 3: E—7EHAZIBHIEL LT 2HHEE LW NF— ik
DRI HAEITER L ET,

Duration

THF—OBERR () % 0~60 OFPATASLET, 0 2ET
& Bl (N NRARIC TP —E0ESENThLEY AL

Warning Time Left

HA R NIEERFO 7Y —{F 1L £ TORRRH AR R SILET,

A==

REZWEAT A0, Apply RZ %27 U w7 LET,

Warn—LED Global Settings O MEHE OFBAZ LI FICR L ET,

INTG R =B — FLEA

Warn—LED State M TED OYREE (Enabled / Disabled) Z 3N L £,

Duration oA 1ED O#EMERRR] (BP) % 0~60 OB TAHLET, 0 2IEETH
b BRI NSRRI LED I K 2 EEN ThRLER A,

REZTWHTHICIE, Apply REZ2 27U v 7 LET,

Alarm Port Settings O HE OFHAZ LI IR LE T,

NRIA—F— G
From Port / To Port A— N EIIAR— hORFHEZRR L 7,
Alarm Mode LA R NREFOT T —L2F— RZLL T OBIRL £9,
o All: 7 —LELED 1T K HEE ATV ET,
e Buzzer : 7\"‘55—GCJ:6@@: ITWET,
o Warning LED : %5 LED |2 X &L 24TV E T,
Cause BEAN PR TNORIRLET,
o All : V—TRHHEBLIOA h—LFARZEE L £,
e Loop Detection : /L — 7k HERIZEL U F 4,
e Storm Control : A h— AFEAERFZESE L E 9,
State

T T — NEEEMEEEDRBE (Enabled / Disabled) Z 4R L F4,

RELZEATHICIE, Apply RE 227U v 7 LET,
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14.2 Alarm Debug

Alarm Debug i CTiL, 7 —EE LED DT A M &4T9 2N TEET,
KW & F R D21, Alarm > Alarm Debug #7 UV v 7 L £,

Buzzer Beep Debug
Buzzer Beep Debug (Apply again to cancel)

Warmn-LED Blink Debug

Wam-LED Blink Debug (Apply again to cancel)

From Port Port1/0/1 [v] To Port Port1/0/1 [v]
Buzzer Beep Debug OFIAH OB AU IR LET,
INTGRA—F— .
Buzzer Beep Debug T —=DT A NEITWET, Apply RF %7V v 7§ 57N, 15E)
CEIENEID DY £,
Warning LED Blink Debug O 4B OFHZ LI FIZ/R LE T,
INTGRA—F— .
From Port / To Port L LED DT A FEITWET, T A M 5EL LED O R — b O & %
U, Apply RE &IV v 7T 5N, A3 T7088010 b0 %
7,
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15 Save

M EFO 7w PRV E 22— ZFRRINTND Y — A= ZFRIRINT WD Save RZ %7 U v
7L, RARENDT T A=2—00 Write Memory 27 V v 7425 & BUEDOREZRAFT D HHEHITBEIT
L/\i—a—o

15.1 Write Memory

Write Memory Wi Cid, BIfEORERMA HEIRGEY EICEZIAHLE T,
ARE[HEZ R AT AL, Save > Write Memory 27V v 7 L%,

Write Memory

Destination filename startup-config? [y/m]:
Write Memory Secondary

Destination filename secondary startup-config? [y/n]:

AE ORI B OFBZ L IR LET,

NI RA—F— LA

Write Memory Yes #iIN L T Apply RZ > %27 U w735 E., BIIEEORTEEH®RE T
A~ —DEEBIFERE Y 7 A WMIEZIALET,

Write Memory Secondary | Yes ZEIRL T Apply RZ %27 Vv rt5L, BHEOHRTHERE>ED
VHE U —DRERRE T 7 A MIEZIARET,
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16 Tools

Tool IRZ VD, A A= T 7 ANRRET 7 A NVORIEEITH Z LB TEET,
Tool RZ %7 Vw7 FTHELUTOY T A=a—nNHELE7,

HE | A==a—4 =

16. 1 Firmware Upgrade & Backup A A =TT 7 A IVDOEIE

16. 2 Configuration Restore & Backup RET 7 A INOEAE

16. 3 Tech—support Backup AR — MERDO NNy 7T
16. 4 Log Backup VAT AT DN T T T
16.5 | Restore & Backup —fEV AT RNy T T
16. 6 AAA-local—db Download & Backup AMA T —HNT —HZ =R T 7 A )LDOFEME
16. 7 SSL Files Download & Backup SSL B 7 7 A /L DO ERE

16. 8 CSR Files Backup CSR BHi#E 7 7 A /L DO ERE

16.9 | Ping Ping MFAT

16.10 | Trace Route Traceroute M FEFT

16.11 | Reset VAT ALYy NOFLT

16.12 | Reboot System VAT LAFEBIOFET

16. 1

Firmware Upgrade & Backup

Firmware Upgrade & Backup A == —0 b, A A=V 77 A NDT v 7a— KXy m— NEEST
LET, BEBNT 277 =20 =T7%, EBEIIT v T RB—RLIEA A=V T 7 A NVICEHT D56, %
BOFEIHPLEICRY ET, £/, Ty TR —RLEA A=V T 7 A ABEEA A —JITHESN
TWARWIES L, Management > File System O CTHEIA A — 2 EEFTAMLERH Y F9°,

Firmware Upgrade & Backup A ==2—% 7 U v 735, UTFTDOYH T A=a—nEKrInEzT,

HE | A==a—4 =

16.1.1 | Firmware Upgrade from HTTP HTTP Tu—H /L PC N EA A= 7 7 A V% Bf%
16.1.2 | Firmware Upgrade from TFTP TFTP Y= = A= 7 7 A )L % Bt

16. 1.3 | Firmware Upgrade from FTP FTP = "= A A= 7 7 A L& BT
16.1.4 | Firmware Backup to HTTP HTTP Tu— WL PCITA A=V 7 7 A VEARE
16. 1.5 | Firmware Backup to TFTP TETP Hr—/N—TA A =TT 7 A VW EARE

16. 1.6 | Firmware Backup to FTP FTP Hh— "= |2 A A =TT 7 A )V EARE
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16.1.1 Firmware Upgrade from HTTP

Firmware Upgrade from HTTP [ CiX. HITP Tr—Hh/)L PC MOEBEIIA A =T 7 ANET v 7
n— RLET,
ANEHE%ZFRT HIZIE, Tools > Firmware Upgrade & Backup > Firmware Upgrade from HTTP % 7
Vv 7 LET,

Source File | Browse... |

Destination |Fi|e or Path {64 chars} |

AKEEHOKEHHOBHAEZ L TIORLET,

NRIA—F— A

Source File Browse "Z %7 Vw7 L, a—h)LPC EDARA—=TT 7 A )L 5N
LE9, Browse WY LV DEDR v 7 AT 7 ANV ERANKREIN
e

Destination EEIRTFT D7 7 ANVA ERA%E 64 LTLUNTATILET,

A A=Y T7ANDT v 7 u— REIET5I21E, Upgrade ¥ %7 ) v 7 LET,

16.1.2 Firmware Upgrade from TFTP

Firmware Upgrade from TFTP & TiX, TFIP h—R—nEHE A A=V T 7 AN ET v 7 u— KK LET,
AKHE A % F 5T 5121k, Tools > Firmware Upgrade & Backup > Firmware Upgrade from TFTP % 7
Uy LET,

et T w—

. Joww
Source |Fi|e or Path {64 chars) |
Destination [File or Path (64 chars) |
A OEEE O A LI R LET,
INFGA—H— BTG
TFTP Server IP TFTP H—_"—®D IP 7 KL A, IPv6 7 KL AZ AN LET, TT4R
X TIPT RLADOKA (IPv4 / IPv6) ZHEEL T,
Source TFTP B — = LD T 7 A V4 L2 % 64 XTFTLINTASN LET,
Destination HEEIRGT D7 7 AN ENR%E 64 STFUNTAN LET,

A A= T7ANDT v 7 ua— REETHI21E, Upgrade "X %7 Y v 7 LET,

264/294



16 Tools | 16.1 Firmware Upgrade & Backup

16.1.3 Firmware Upgrade from FTP

Firmware Upgrade from FTP [#j[&i ClX, FIP —R_—InH A A=V 7 7 A VBT v 7 a—RKLET,
AW H % FKRT HI21%. Tools > Firmware Upgrade & Backup > Firmware Upgrade from FTP % 7
Uy 27 LET,

FTP Server IP [ J@ra
[ Jows

TCP Port (1-65535) | |

User Name 2 chars |

Password fis chars |

Source [Fite or Path (64 chars) |

Destination [File or Path (64 chars) |

s
KB OASHEE OfFHZ L TIR LET,
NRIRA—F— B!
FTP Server IP FTP h—/ =D IPv4 7 RLAE L IPv6 7 RLAZ AN LET, 7V
FRZTIPT FLADEA (IPv4 / IPv6) ZfEE L E9,

TCP Port FTP #&fel A% TCP AR — M 5% 1~65535 OFIPH TAT L £,
User Name FTP 5l 9 % 2 — ' —4 % 32 JLFLINTAS LET,
Password FTP e\ A 95 /" AU — R & 16 LFLINTAD LE T,
Source FTP $—/8— LD 7 7 A N4 LR A % 64 LFUNTAS LET,
Destination PEIRATT DT 7 AN LA % 64 LFLINTATI LET,

A A=Y T7ANDT v 7 ua— REET5HI21E, Upgrade Z"Z %7 ) v 7 LET,

16.1.4 Firmware Backup to HTTP

Firmware Backup to HTTP [ ClX. HTTP Tua—Hh /)L PCIZA A=V T 7 A NE N0 7T o7 LET,
AKE[H & 9 5121k, Tools > Firmware Upgrade & Backup > Firmware Backup to HTTP %#7 V v
7 LET,

e Backup to

Source File or Path {64 chars) |

AKEHOKEHHOFHAZ L TIORLET,
NG A= — .
Source WEOT7 77— T 77 ANVG ERAR 64 LFLUNTANLET,

AA=T T ANDNNy I T v T EET DL, Backup R¥ &7 Y v 7 LET,
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16.1.5 Firmware Backup to TFTP

Firmware Backup to TFTP [ CiL, TFTP %r—R—|{lA A= T 7 AN =X I T v 7 LET,
AN % FRT 5121k, Tools > Firmware Upgrade & Backup > Firmware Backup to TFTP %27 U v
7 LET,

L e—T

[ o
Source |Fi|e or Path {64 chars) |
Destination [File or Path (64 chars) |
pre—
ARBEEOFAEE O Z LI RLET,
INFGA—H— B
TFTP Server IP TFTP H—/N—® IPv4 7 FL A E 721X IPv6 7 RLAZAJLET, 7
VARLZTIPT FLADEA (IPv4 / IPv6) ZHEELE7

Source HEOA A—T 7 A VG LR R % 64 SLFEUNTAST LET,
Destination TFTP H— R—TORIFET 7 A NE L /XA % 64 LFLUNTANLET,

AA=T T ANDNY I T v T HEET DL, Backup R¥ &7 U v 7 LET,

16.1.6 Firmware Backup to FTP

Firmware Backup to FTP [ CiL. FIP V—NR_—ZA A=V T 7 AN BN I T v LET,
ANHEHE Z FnT 5121, Tools > Firmware Upgrade & Backup > Firmware Backup to FIP #27 U v 7
=

FTP Server IP [ Jere

. Jorw
TCP Port (1-65535) | |
Uszer Mame |32 chars |
Password |15 chars |
Source [Fite or Path (64 chars) |
Destination [Fite or Path (64 chars) |

o]
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A OAEH O HZ L TIIR LET,

INTRA—=F—

A

FTP Server IP

FTP —/R—®D IPvd 7 RLAEIZIPv6 7 RLAZASTILET, 7
FREZ L TIPT RLADERX (IPvd / IPv6) ZEE L £,

TCP Port FTP $2fe (A JH 9~ % TCP AN — h & 5% 1~65535 DOFIPH TAH L ET,
User Name FTP #fel i 3 2 22— —4 % 32 SLFLNTATI L ET,
Password FTP B85\ A 4 5 /S AU — R4 156 TFUNTASL LE T,

Source HEDOA A=V T 7 ANV ENRR%E 64 LTFUNTADLET,
Destination TFTP H— R—TORIFET 7 A NE LR A % 64 XFLUNTANLET,

AA=T T 7 ANDNY T T v T EMET HITIE, Backup R¥ %27 Y v 7 LET,
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16. 2 Configuration Restore & Backup

Configuration Restore & Backup A ==2—MmHiE. BREZ 7 ANDNNy I T v URANTHFEITT
S
Configuration Restore & Backup A ==2—% 71U v/ 95L, UTFTOVTA=a—RNERRINET,

BHE | A==a—4 B

16.2.1 | Configuration Restore from HITP HITP Twa— /L PC N LRETE T 7 A V& B
16.2.2 | Configuration Restore from TFTP TETP H— "= HERE T 7 A L& B
16.2.3 | Configuration Restore from FTP FIP — =L E 7 7 A V& s
16.2.4 | Configuration Backup to HTTP HITP Tr— A /V PCIZERE T 7 A V& RE
16. 2.5 | Configuration Backup to TFTP TFTP Y — R—|ZRE 7 7 A IV &R

16. 2.6 | Configuration Backup to FTP FTP Y — R—IZRE T 7 A N a5

16.2.1 Configuration Restore from HTTP

Configuration Restore from HTTP i CliX, HITP Tua—H /L PCIOLRET 7 A NV EEILTEET,
K & £ R 5121, Tools > Configuration Restore & Backup > Configuration Restore from
HITP 227 U v 7 L ¥,

Source File | Browse._|

Destination |Fi|e or Path (64 chars) | [] running-config [ startup-config

Replace

AKEHOKEHHOBHAZ L TIORLET,
INTFGRA—F— .
Source File TXARNRY T ABHLT NI Y 7350, Browse "L H 7Y v

L. 2—HhVPC EORET 7 A VEEIN L £9, Browse IR¥ U DED
Ry 7 AT 7 A NG ENRANERINET,

Destination TEIRIFT ORET 7 A WA LR % 64 LFLINTAA LET,
e rumning—config #F = v 7§25 &, BUEOHREICKML £,
e startup—config #F = v 7§25 L, EEWEEICKBLET,
Replace EEOBRET 7 A NVEEESWWZDGEICT =y 7 LET,

RIET 7 A NDEITLEGT HIZIE, Restore hZ %27 U w7 LET,
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16.2.2 Configuration Restore from TFTP

Configuration Restore from TFTP [ Ci%, TFTP — R—MnELRE 7 7 ANV EE T L £,
AN & F T HI121X. Tools > Configuration Restore & Backup > Configuration Restore from
TFTP 27V v 7 L £,

et w——

[ Jow
Source |Fi|e or Path (64 chars) |
Destination |Fi|e or Path (64 chars) | [] running-config [ startup-config
Replace
[ restore |
KB O E O Z L TIR LET,
NI A—F— B
TFTP Server IP TFTP % — "—@ IPv4d 7 RV AE X IPv6 7 RLAZ A LES, 7
DARL TIP T RLADEA (IPva / IPv6) ZHEE L £,
Source TRTP H—/R— LD T 7 A V4 LR A% 64 CTLANTAS LET,
Destination EEIRGTORET 7 A N4 ENRE 64 LTFLNTATILET,

e running-config Z#F = v/ 35 L, BUUEDORTEIZKML F T,

e startup—config #F = v 7§25 L, EHEWEEICKBLET,
Replace EEOREZ 7 ANVEBERZDGE T =y 7 LET,

RIET 7 A NDEITLEGT HIZIE, Restore hZ %27 U w7 LET,

16. 2.3 Configuration Restore from FTP

Configuration Restore from FTP & ClX, FTP — N—MOLREZ 7 ANV EE T LET,
K & £ R D121, Tools > Configuration Restore & Backup > Configuration Restore from
FIPZ27 Vv 7 LET,

S T —

o
TCP Port (1-65535) | |
User Name |32 chars |
Password |15 chars |
Source [Fite or Path (64 chars) |
Destination |Fi|e or Path {64 chars) | [] running-config [ startup-config

Replace

[ oo ]
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AT OALE H O 2 LU IR LET,

NIRA—F— EA
FTP Server IP FTP $—/8—D IPv4 7 FLAETL IPV6 7 FLAZ AN LET, TV
FARZTIPT RLUADOIX (IPv4 / IPv6) #HEELET,

TCP Port FTP #&f5e 2 JH 9% TCP AR — h &5 % 1~65535 DHIFHTATI L £7,
User Name FTP #&oelfE 5 = —HF—4 % 32 SLFLUUNTATI LET,
Password FTP #6515 32U — R& 15 SCFLUNTA LET,
Source FTP #— "— LD 7 7 A N4 L X2 % 64 SLFLINTANLET,
Destination EEIRTTORET 7 ANV ENAE 64 LFLNTAN LET,

e running-config #F = v 735 L, BEORTIZKML E T,

e startup—config #F = v 7 35 & HENFEREITKBEL 7,
Replace EEORE7 7ANEBEBEMZ IGHICT v 7 LET,

RETZ 7 ANVDETLEBIET AITIE, Restore R¥ %27 Uo7 LET,

16.2. 4 Configuration Backup to HTTP

Configuration Backup to HTTP [Hjj& ClL. HTTP Tu—Hb/L PC ICEREZ 7 A NE v I T v 7 LET,
AW &4 5121k, Tools > Configuration Restore & Backup > Configuration Backup to HTTP
7y LET,

Source File or Path {64 chars) | [] running-config [ startup-config

AW DOFLEH O % L FIoR LET,
INTG A —H— B
Source TEEEORET 7 AN E XA 64 LTFLUNTATILET,

e running-config #F = v/ 35L&, BIEOKEEZIELET,
e startup—config #F = v/ 35 L, EEFFRTEEZIELET,

ET 7 ANDN Y 7T T 2blGT 5121d, Backup RF & U w7 LET,

e
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16.2.5 Configuration Backup to TFTP

Configuration Backup to TETP i ClX, TFTP 4 — _—|CRE T 7 AN E N I T v 7T LET,
ANHEHE Z 7T 5121, Tools > Configuration Restore & Backup > Configuration Backup to TFTP
o7 Uy 7 LET,

L — 1
—

Source |Fi|e or Path (64 chars) | [] running-config [ startup-config

Destination [Fite or Path (64 chars) |

AREEOAHEE OB ZLLTFIORLET,
WNIRA—F— B
TFTP Server IP FTP #—/_R—®D IPv4 7 FL AE 72X IPv6 7 RLAZ A LET, 7V
AR TIPT FLADRA (IPv4 / IPv6) ZFRE L ET,
Source EE EOBRET 7 ANV ENRNRAE 64 LFLUNTATILET,
e running-config #F = v 735 L, BEORTEEZEEGLET,
e startup—config Z#F = v 745 &, EERFRRELISG L X,
Destination TFTP Y% — R—TDOHRIFET 7 A N4 & XA % 64 LFEUNTAT LET,
RET 7 ANDNY T v T 2R T HI21E, Backup R¥ %227 U w7 LET,

16.2.6 Configuration Backup to FTP

Configuration Backup to FTP i CiL., FIP V—N—IIREZ 7 A NVERNy I T v 7T LET,
AN % FoRT A121%. Tools > Configuration Restore & Backup > Configuration Backup to FTP
o7 Uy 7 LET,

FTP Server IP [ @i
—
TCP Port (1-65535) | |
User Name [32 chars |
Password |15 chars |
Source |Fi|e or Path (64 chars) | [] running-config || startup-config
Destination [Fite or Path (64 chars) |
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AT OALE H O 2 LU IR LET,

NRIRA—HF— LA
FTP Server IP FTP #— =D IPv4 7 KL AEZIL IPv6 7 KL AZ AN LET, TV
FARE L TIPT FLADOKA (IPvd / IPv6) Z4RE L £7,
TCP Port FTP $2fe (A JH 9~ % TCP AN — h & 5% 1~65535 DOFIPH TAH L ET,
User Name FTP #&oelfE 5 = —HF—4 % 32 SLFLUUNTATI LET,
Password FTP B85\ A 4 5 /S AU — R4 156 TFUNTASL LE T,
Source HE EOBRET 7 AN ENAE 64 LFTLUNTATILET,
e running-config #F = v 735 L, BEORTEEZEGLET,
e startup—config #F = v 7§ 5 &, HERRELZIGLET,
Destination FTP — R—TORET 7 A N4 LR R % 64 LFUNTATTLET,

RET 7T ANDNN Yy 7T v T EBET 5121, Backup RZ %27 U w7 LET,
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16. 3 Tech—support Backup

Tech—support Backup A == —5iL, IR — MERDO NI T v T HFITTETET,
Tech-support Backup A ==2—% 27V v 7 95L, UFOV T A=ma—RNERINET,

BHE | A==a—4 B

16.3. 1 | Tech-support Store to SD Card HNERAR & N K D B AR — MG RIS O E
Settings

16. 3.2 | Tech—support Backup to HTTP HTTP Cwa — B /L PC I HAfi VA — MERZ IRT1F

16. 3.3 | Tech—-support Backup to TFTP TFTP ¥ — R — TR — 5 2 LR AT

16. 3.1 Tech-support Store to SD Card Settings

Tech—support Store to SD Card Settings [Hi[f TlX, A & U EAEIC KD SD 1 — R~DH AR —
MERDOEFZ AL LT, FEORELITWET,

AKE & 9 5121%, Tools > Tech—support Backup > Tech—support Store to SD Card Settings
Uy LET,

Tech-support Store to SD Card Settings

Tech-support Store to SD Card Settings @ Enabled () Disabled Apply

A DA H OFH 2 LT IOR LET,

INTG A —F— BTG

Tech-support Store to NN 2 ERE (EiE R O BUZZER  STOP AR & > 5 FRREIEM L) 1

SD Card Settings X% SD — R~OHEMH R — MEROEZIALEZFA] (Enabled) & 5
UWMEZE R (Disabled) ITERTE L E 97,

REX XM 511, Apply K& %27 U v 7 LET,

16. 3. 2 Tech—support Backup to HTTP

Tech—-support Backup to HTTP i Ci%. HTTP CTu—H/L PC IZHWV AR — MEFR 7T 7 AV E2 X0
T LET,

AKEH & Fv9 5121k, Tools > Tech—-support Backup > Tech—-support Backup to HTTP #7 U v 7
LET,

Tech-support backup to HTTP

[ o]

B AR — MER 7 7 A NVDNRy 7T T HBAMT 5121%, Backup R¥ &7 U v LET,
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16. 3. 3 Tech—support Backup to TFTP

Tech—-support Backup to TFTP [#j[f TlX., TFTP H— —|ZH YR —MER 7 7 AN BN I T v

LET,
KM % 77 521X, Tools > Tech—support Backup > Tech—support Backup to TFTP %# 7 VU v 7

LET,

TFTP Server IP [ - Jerwe
 Jom

Destination |Fi|e or Path (64 chars) |

o eEm—

AKEHOKEHHOBHAEZ L TIORLET,

INTGA—H— B

TFTP Server IP TFTP — "—® IPv4d 7 RL A E7/=1X IPv6 7 RLAZ A LET, T
VAR TIP T RLADOKA (IPvd / IPv6) ZHREL £ T,

Destination TFTP % — R—TDORIFET 7 A N4 &N A% 64 LFEUNTAT L ET,
BV R — NMER 7 7 A NDNy 7T v T BT HIZ1E, Backup RZ %27 Vw7 LET,
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16.4 Log Backup

Log Backup A ==—Mmblf, VAT L0 DNy 77T v 7T HETTEET,
Log Backup A ==2—% 27V v 7 95L, UFOVTA=a—RNERINET,

BHE A=a—4 B
16.4.1 | Log Backup to HTTP HTTP CTra— /L PCIZ AT v J &4 TF
16.4. 2 | Log Backup to TFTP TFTP Y — =2 AT ba 52 R_TF

16.4.1 Log Backup to HTTP

Log Backup to HTTP i CTli&, HITP TR —A )V PCIZV AT LT 2Ry 77 v 7 LET,
AWl & Ford 5121%. Tools > Log Backup > Log Backup to HTTP #7 U v 7 L¥ 9,

Log Type (@) System Log () Attack Log

[ sackwp ]
AWM OEEE O EZ L TITRLET,
INTG R = — B
Log Type Ny 7T o7 THalOfEEUTOELLNLRIRLET,

e System Log ZEIRIT B L, VATl %X T v 7 LET,
o Attack Log ZBIRIT B L, TH v I/ul %X T v 7 LET,

VAT AT DNy T P EFBT DHITIE, Backup RF U E V) v LET,

16.4. 2 Log Backup to TFTP

Log Backup to TFTP i T, TFTP Hh— R_—|Zv AT L0l % v 77 v 7 LET,
KW & ZFRrT 5121%. Tools > Log Backup > Log Backup to TFTP #27 U v 7 L¥ 9,

TETP Server IP [ - - - J@rx

—el
Destination |Fi|e or Path (64 chars) |
Log Type (@) System Log () Attack Log

T
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AKEHOKHE OFHAZ L TIORLET,

NRIRA—HF— LA
TFTP Server IP TFTP $r—/ =@ TPv4 7 KL A E /2L IPv6 7 KL AZ AN LET, 7
VARY U TIPT RLADEA (IPv4 / IPv6) ZHEELET,
Destination FTP — R—TORET 7 A N4 LR RA % 64 LFUNTATILET,
Log Type Ny 77 w7 T5u70fBRZUTOELLPNGEIRL £,
o System Log ZEIRT AL, Y RTLul %077 LET,
o Attack Log ZEIRT A E, 7 H v/l a7 v LET,

VAT AT DNy T P EFBT DL, Backup KX E V) v LET,
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16.5 Restore & Backup

Restore & Backup A== —MnHid, A A= T 7 ANRER T 7 AN ED T 7 A —RKD—FFEL A

cNTBIXORy 77 v 7RI TEET,

Restore & Backup A ==2—% 27V w7 95¢L, UTFTOV T A=a—RNERINET,

BE | A=a—4% B

16.5. 1 | Restore from TFTP TETP H— "= b —FE L A N7 % Fhi
16.5.2 | Restore from FTP FTP Hh— 3= —fE LA b7 % 58

16.5.3 | Restore from SD Card SD 71— R b—FfE LA N7 & FEfi

16.5.4 | Backup to TFTP TFTP H— N—Z—fE > 7 7 v 7 % 5
16.5.5 | Backup to FTP FTP thr— "—|Z—FE N 7 7 > 7 % Fifii
16.5.6 | Backup to SD Card SD — RIZ—H5y 77 v 7 & %

16.5.7 | SD Card Backup Clone SDH— R/ a—=r T AN NI T T

16.5.1 Restore from TFTP

Restore from TFTP & Cl. TFTP r— X—n 5

—FEL A R T BITWVET,

AN & For T H1Z1E. Tools > Restore & Backup > Restore from TFTP 27 U v 7 L9,

TETP Server IP [ |ewra

[ Jom
Prefix [12 chars
Source Path ¢4 chars
Option [[] no-access-defender [ ] no-software
Reboot O
AR DA H OF I 2 LU R LES,
NIRA—H— EA

TFTP Server IP

TFTP — "—® IPv4d 7 RL A E7/=1X IPv6 7 RLAZ A LET, T
VAR TIP T RLADOEA (IPvd / IPv6) ZHREL ET,

Prefix

BT 7 ANMIMIMENTZT VT 4 v 7 A% 12 LFLUNTATLET,

Source Path

TFTP #— _"— D7 7 A L DX 2% AN} Ls‘:a‘

no—access—defender

Access Defender 7 7 A /VDERIEZ BT AL TF = v 7 LET,

no—software

VT N =T T 7 AINDEREEBT HGEIC ?Iyﬁbiﬁo

Reboot

T ANPERSNIERICER BRI T 58Ty 7 LET,

—¥E VA MNT ZBIET A2, Restore R¥ %27 U v r7 LET,
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16.5. 2 Restore from FTP

Restore from FTP i ClX, FIP — _"— 6 5L 2 M7 2 £ L £,
AN Z 2T D121, Tools > Restore & Backup > Restore from FIPZ#7 VJ v 7 LET,

e ———

FTP Server IP [ |eoras
[ jowe
TCP Port (1-65535) | |
User Name |32 chars |
Password |15 chars |
Prefix |12 chars |
Source Path |‘64 chars |
Option [[]no-access-defender [] no-software
Reboot Il
[ ]
ARBEEOFEE O AZ LI R LET,
INFGA—H— B
FTP Server IP FTP H— _"—D IPv4d 7 RLAE 1L IPv6 7 KL RAEZATILET, 7V
FRZETIPT RLUADOEA (IPv4 / IPv6) ZHEEL £,
TCP Port FTP B&5e 2 95 TCP AR — R &5 % 1~65535 D& TATI L £7,
User Name FTP &l fE 3 o 2 — W —£ % 32 LFLUNTATI LET,
Password FTP Bl fEH T2 /3 A T — K& 156 LFLULNTATI LET,
Prefix K77 A MMM ENTZT VT 4 7 A% 12 STFLUNTAN LET,
Source Path FTIP 4—RX— D7 7 A VXA Z AT LET,
no—access—defender Access Defender 7 7 A /VDERIEZ BT AL TF v 7 LET,
no—software VTN =2T 77 A IIVDErEEZBRT HAE5ICTF v 7 LET,
Reboot T ANPNETL SN RICEEEFER T A5AICT =y 7 LET,

—E VA NT ZBIET A2, Restore R¥ %27 U v r7 LET,

16.5. 3 Restore from SD Card

Restore from SD Card Hjj ClX., ¥EEIZFHALZSD h— RS —~4ELV AN T2 FE LET,
A 7 2T DI, Tools > Restore & Backup > Restore from SD Card #7 VJ v 7 L £,

Prefix [12 chars |
Source Path |‘64 chars |
Option [[] no-access-defender [] no-software
Reboot H|

[ oo ]
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AT OALEH ORI 2 LU IR LET,

INTRA—=F—

A

Prefix

BT 7 ANIMENT=T VT 4 v 7 A% 12 LFUNTATI LET,

Source Path

SDH—REDZ 7 AN AEATLET,

no—access—defender

Access Defender 7 7 A WV DHRk BT H5EICT =y 7 LET,

no—software

VIR =T 77 A NVOEREEEAM T HGAICTF =y 7 LET,

Reboot

T ANPERSNIERICER BRI T 58Ty 7 LET,

—¥E VA NT ZBIET A2, Restore R¥ %27 U v LET,

16.5. 4 Backup to TFTP

Backup to TFTP [ CiX, TFTP r—_—IC—ENy 77 v 72 E L £,
RE[H 2R 7T AL, Tools > Restore & Backup > Backup to TFTP #72 VJ v 7 L £,

T we—

[ Joww

Prefix [12 chars |
Destination Path |84 chars |
Option [[] no-access-defender [ | no-software

AT D ALE H Ot 2 LU FIR LETS,

WNTRA—=H—

A

TFTP Server IP

TFTP H—3—® IPv4 7 RLAFE/-IX IPv6 7 RLAZ AN LET, T
UARL L TIPT RLADEAX (IPv4 / IPv6) ZFEE L E T,

Prefix

BT 7 ANIMMT DT VLT 4 w7 A% 12 LFLUNTAD LET,

Destination Path

WW#~N~®ﬁﬁ%774WNX%AﬁLiT

no—access—defender

Access Defender 7 7 A /VDERIEZ BT AL TF v 7 LET,

no—software

V7 b =T T 7 ANVDOIRREEWT D5EIC %:r_ v 7 LET,

—fENR Y 7T T ERBAAT 5121, Backup REZ A7 U w7 LET,
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16.5.5 Backup to FTP

Backup to FTP i CliX, FTP $r—_R—IZ—FE5 v 7 7 v 7% FEhg L £,
RE[HE 2 F T AL, Tools > Restore & Backup > Backup to FTP #7 U v 7 L% 7,

FTP Server IP [ ]eirw
o Jow
TCP Port (1-65535) | |
User Name |32 chars |
Password |15 chars |
Prefix |12chars |
Destination Path |ﬁ4 chars |
Option [[] no-access-defender [ | no-software
.
AREEOFAHEE OB ZLLTIRLET,
NTA—=F— WL
FIP Server IP FTP %—/3—® IPv4 7 RLAEZIL IPV6 7 RLAZ AN LES, T¢
FREZTIPT RUADA (IPvd / IPvE) Z45E L £7,
TCP Port FTP B&5e 2 95 TCP AR — R &5 % 1~65535 D& TATI L £7,
User Name FTP el 2 2 — W —4 % 32 LFLUNTATI L ET,
Password FTP Bl fEH T2 /3 A T — K& 156 LFLULNTATI LET,
Prefix BT 7 AT DT VT 4y 7 2% 12 LFLUNTATI LET,
Destination Path FTP H— R— DRI T 7 A NN A B AN LET,
no—access—defender Access Defender 7 7 A L DHEEZ BT HEAICTF v 7 LET,
no-software VI NI =T 77 A INVOEREEZEAT AEAICF oy 7 LET,

—FENR Y 7T T ERBAMAT 5121, Backup REZ A7 U w7 LET,

16.5. 6 Backup to SD Card

Backup to SD Card M CiL, SD #— RN EDOT7 7 A% SD 71— R EDOBIOHATNIZ ANy 7T v 7 LET,
RE[H 2T~ T AL, Tools > Restore & Backup > Backup to SD Card #7 VU v 7 L% 9,

Prefix |12 chars |

Destination Path |54 chars |
Option [[] no-access-defender [] no-software

[ e |
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AT OALEH ORI 2 LU IR LET,

NRIRA—H— LB

Prefix T FAMININT LTV T 4 v 7 A% 12 LTFUNTAN LET,
Destination Path SD 1— ROBRAFIE T 7 A NV NAB AT LET,

no-access—defender Access Defender 7 7 A )V DEREZEMET HGEICTF = v 7 LET,
no-software VT M 2T 77 ANDERIEEZAK TG AICTF =y 7 LET,

—¥ERN 7T o PRI A1, Backup "X E T U v LET,

16.5.7 SD Card Backup Clone

SD Card Backup Clone A TiL, 72— 77 A NVE SDH—RIINXw I T v LET, Ja—r77

AL, 7= MEBRE G OERBEOBEICLERTXTOT 7 A VTR INDG RO 7 7 A VEETT,
su—rT 7 A NERED D — RaF UBAOROEEIHAL CRET L, Zrn—rT7 A 1%

ERR LT 2B LRI CEMEZ 35 L 912720 £,

ANHEHEZF~T DL, Tools > Restore & Backup > SD Card Backup Clone #7 U v 7 L ¥,

Upload the system operating files to memory card

I —r T 7 ANDNy T v T EFEET DI, Backup RE &2 v LET,
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16. 6 AAA-local—-db Download & Backup

AAA-local-db Download & Backup A == — 56X, AMMA OO — G NT —HRXR—ZAT 7 A )LD 7
T, VAT EFETTEET,
AAA-local-db Download & Backup A ==2—% 27 Vw7 35L, UFOV T A=a—RNERINET,

HE A=a—4 B

16.6.1 | AAA-local—-db Download from TFTP TFTP Y — _R—Mm 5 MMA B —H VT —HZR— 2T 7
ANEZ T a— R

16.6.2 | AAA-local—-db Backup to TFTP TFTP Y — R —|Z AMA 0 — )T —H RXR— 7 7 A
W T T T

16.6.1 AAA-local-db Download from TFTP

AAA-local-db Download from TFTP [#j[i CiL. TFTP — R—mba— /b AN T—HFX—AT7 7 A )L
A a—RLET,
ANHE & FxT DX, Tools > AAA-local-db Download & Backup > AAA-local-db Download from
TFIP %22 U v 7 LT,

TETP Server IP [ |@ra

[ Jors
Source File |54 chars |
AW OAIHE OB EZ L TIR LET,
INFGRA—H— LA
TFTP Server IP TFTP Y—/N—® IPv4d 7 RV AE72I1X IPv6 7 KL RAZ AT LET, T
UARLZLTIPT FLADOEA (IPv4 / IPv6) #HEELET,
Source File TETP H—_R— D7 7 A V4 L /X2 % 64 LFLINTAN L ET,

T ANDE Y a— RERREd 5121, Download R&Z %27 U v 7 LE9,
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16.6.2 AAA-local-db Backup to TFTP

AAA-local-db Backup to TFTP [H[H Tix. T —H/L A T —Z _X— A7 7 A L% TFTP ¥ — R— T v
77 v 7 LET,

AEMHE % F 9T HIZIE, Tools > AAA-local-db Download & Backup > AAA-local-db Backup to TFTP
Uy 7 LET,

AAA localdb Backup to
TETP Server IP [ Jera
 lom
Destination File ¢4 chars |
(o]
AW ORI OB EZ L TIR LET,
NTGRA—H— LA
TFTP Server IP TRTP #—/N—@ IPv4 7 KL AE 721X IPv6 7 KL AZ AN LET, 7
VARLZTIPT FLADORA (IPv4 / IPv6) ZHEELET,
Destination File TFTP % — R—TDORIFET 7 A N4 &N A% 64 LFEUNTAT L ET,

T ANDN I T FEBET 5121, Backup RZ &7V w7 LET,
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16.7 SSL Files Download & Backup

SSL Files Download & Backup A ==—5i%, SSL DO 7 7w A VDR 7T w7 U A NT H#FELT

TE 9,
SSL Files Download & Backup A ==2—% 271U v/ F5L, UTFTOVTA=a—RNERRINET,
HE A=a—4 B
16.7.1 | https—certificate Download from TFTP #— 8—7 5 HTTPS iEFEA X 7 oo — R
TFTP

16. 7.2 | https—certificate Backup to TFTP

TFTP #— R —|Z HTTPS GFAE A7 v 7 i — |

16.7.3 | https—private—key Download from

TETP H— S—7 5 HITPS s 7 » A V& X7

TEFTP n— K
16.7.4 | https—private—key Backup to TFTP TFTP % — X—Z HITPS BT v A NV &2 T v 7
o— R

16. 7.1 https-certificate Download from TFTP

https—certificate Download from TFTP Efi CiL. TFTP Y — N—53EE 2 HTTPS FFAEA # v

n— RKL%ET,

AN Z #5121, Tools > SSL Files Download & Backup > https—certificate Download from

TFTP 27 U v 7 L£9,

Source File |54 chars |

[ Download |
AKEEHOKHEEOFHAEZ L IR LET,
INTGRA—H— B
TFTP Server IP TFTP — 3—® IPv4d 7 RL A E7/=1X IPv6 7 RLAZ A LET, T

UARE U TIPT RUADER (IPv4 / IPv6) ZHEE L ET,

Source File TFTP $—_R— LD T 7 A VE E XA % 64 LFUNTATTLET,

HTTPS GEHE 7 7 A VDX v > a— R&BET 5121%, Download R¥ %27 U v 7 LET,

284/294



16 Tools | 16.7 SSL Files Download & Backup

16. 7.2 https—certificate Backup to TFTP

https—certificate Backup to TFTP & Cli&. HTTPS iFHAZEZIEE D TFTP Y — _—Z v 7T v
LET,

ANEHE % Fx9T HI21%. Tools > SSL Files Download & Backup > https—certificate Backup to
TFIP %22 U v 7 LT,

Lt e— T

[ Joww
Destination File |ﬁ4 chars |
[ seckur ]

AW ORI OB EZ L TIR LET,

INTG R — B

TFTP Server IP TFTP Yr— X—®D IPv4d 7 KL AF 72X IPv6 7 KL AZ AN LET, T

UARLZTIPT RLADOKEA (IPv4d / IPv6) ZHEELE T,

Destination File TFTP Y — R—DFEH 7 7 A V44 & X2 % 64 LFLUNTAS LET,

HTTPS GEBHED N v 7 7 v T % BT 5121%, Backup "¥ %227 U v 7 LET,

16. 7.3 https-private-key Download from TFTP

https—private—key Download from TFTP Wi Ci%. HTTPS fZ 8L~ 7 A /L% TFTP Sr— _— L IEE|C
Fyrm—RLET,

KW %+~ 5121k, Tools > SSL Files Download & Backup > https—private—key Download from
TFTP 227 U v 7 L £7,

TETP Server IP [ |ewra

C Jow
Source File [¢4 chars |
o=

AKEHOKEHHOFHAZ L TIORLET,

RIRA—F— A

TFTP Server IP TFTP Yr—/ X—®D IPv4d 7 KL AF 72X IPv6 7 KL AZ AT LET, T

UARLZTIPT RLADOKEA (IPv4 / IPv6) ZHEELE T,

Source File TFTP $—_R— LD T 7 A VE E XA % 64 LFEUNTATTLET,

HTTPS b7 7 A VDX 7 > — R&EBGT 5121%, Download "% %27 U v 7 LET,
7285, SSL E T2 Web FBREN AR RGE, ¥ Urm— R TEEHA,
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16. 7.4 https—private—key Backup to TFTP

https—private—key Backup to TFTP [Hj[i CliX. HTTPS fhR#E~ 7 A /L 2 3EE DS TFTP $r— 3 — (2w
77 v 7 LET,

ANEHE % Fx9 HI21%. Tools > SSL Files Download & Backup > https—private—key Backup to
TFIP %22 U v 7 LT,

T w—

—
Destination File 64 chars |
o]
AW ORI OB EZ L TIR LET,
INTG R = — B
TFTP Server IP TFTP Yr— X—®D IPv4d 7 KL AF 72X IPv6 7 KL AZ AN LET, T
UARLZTIPT RLADOKEA (IPv4d / IPv6) ZHEELE T,
Destination File TFTP Y — R—DFEH 7 7 A V44 & X2 % 64 LFLUNTAS LET,

HTTPS FESE 7 7 A VDN 7 T T BAMGT HI21%, Backup "¥ %27 U v 7 LET,

286/294



16 Tools | 16.8 CSR Files Backup

16.8 GSR Files Backup

CSR Files Backup A == —51%, CSR 7 7 A IVDNRNy I T v T 5 FETTEET,
CSR Files Backup A=a—%27 Vv 7 95L, UTFTOV T A=a—RNERINET,

BHE A=a—4 B

16.8.1 | csr—certificate Backup to TFTP TFTP %r—/_X—|ZCSR 7 7 A N0 I T o

16.8.2 | csr—private—key Backup to TFTP TFTP %— X—|Z CSR LB GE T > A VTN T T
-

16.8.1 csr-certificate Backup to TFTP

csr—certificate Backup to TFTP M CTid. #EEMNS TFTP — =2 CSR 7 7 A VBN T T v 7L
N

ARE M ZZFR T HI21%. Tools > CSR Files Backup > csr—certificate Backup to TFTP #7 U v 7
LET,

Destination File ¢4 chars |

[ eckwp |
AREEOATEE O &2 LU FIR LET,
INTFGRA—F— .
TFTP Server IP TFTP Y—/"—® IPv4 7 KL AE /21X IPv6 7 KL AAZ AN LET, 7
UARLZLTIPT FLADOEA (IPv4 / IPv6) #HEELET,
Destination File TETP H— N—D%E5 7 7 A V4 & N2 % 64 TFLINTAS LET,

CSR 7 7 ANDNNy 7T v 7 %BET HI21E, Backup R¥ %227 ) v 7 LET,
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16. 8.2 csr—private-key Backup to TFTP

csr—private—key Backup to TFTP [H[E ClX. CSR B Y 7 A VA EEEND TFTP Y— _"— 2w 7
7Ty 7 LET,

KM % 777 521X, Tools > CSR Files Backup > csr—private—key Backup to TFTP %#7 U v 7
L%,

Destination File ¢4 chars |

[ sackup |
AREEOFEE OB ZLL IR LET,
NI RA—F— B
TFTP Server IP TRTP #—/N—@ IPv4 7 KL AE 721X IPv6 7 KL AZ AN LET, 7
CARZLTIPT RUADEX (IPv4 / IPv6) ZHEELET,
Destination File TFTP Y — R—DFEH 7 7 A V44 & X2 % 64 LFLUNTAS LET,

CSRFBESE 7 7 A ND/N> 7 T v T BT HIZ1E, Backup R %227 Vv 7 LET,
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16.9 Ping

Ping B TlX., * v hU—27 DD T /34 AT ping #FITLET,

ANEEZFR 7T HI21EL, Tools > Ping #27 VU w7 LET,
iﬂiE—

IPv4 Ping
Target |IPv4 Address I:l
Ping Times (1-255) [ =i
Timeout (1-99) l:l sec
Interval (1-3600) I
Size (32-1500) bytes
Source IPv4 Address l:l
IPv6 Ping
Target IPv6 Address
Ping Times (1-255) [ et
Timeout (1-99) l:l sec
Interval (1-3600) I =
Size (32-1500) bytes
Source IPv8 Address l:l
IPv4 Ping O H OFB A LL IR LE T,
WNIRA—F— B
Target IPv4 Address Ping #3795 IPva 7 RLAZ AT LET,
Ping Times IPv4 7 R L A~D Ping DO#ATIIE A 1~255 OFIPHTAT LET,

FEITEIEZEAFET, FBELS IPvd 7 FL AT Ping 4T LEelT
5121%, Infinite #F = v 7 LT,

Timeout Ping DX A L7 7 h%& 1~99 () OHPHITASLET,

Interval Ping ®E(E DEE 1~3600 () AL ET,

Size Ping /X% h¥A X% 32~1500 (/XA b) O#EPHTATILET,

Source IPv4 Address HEEIL IPva 7 FLRAZ AN LET, AEETIIRETALEETH Y £
A,

Ping # {79 AI12iX. Start "R¥ %7 Vw7 LET,

289/294



16 Tools | 16.9 Ping

IPv6 Ping & EH OB Z LI TIOR LE T,

INTGRA—H— B

Target IPv6 Address Ping #5E{74 5 IPv6 7 KL AZ AN LET,
Ping Times IPv6 7 R L A~ Ping OFATIRIE A 1~255 OFHTASI LET,

FEITEILSEAETIEEL IPv6 7 RLR|Z Ping #F(T LEIT 5
\Z1%, Infinite #F = v 7 LE7,

Timeout Ping DX A L7 0 h%& 1~99 (B) OB TATLET,

Interval Ping U7 =2 hORFEE 1~3600 (B) ORATAHLET (F7+
LRI R)

Size Ping /X7 > M A X% 32~1500 (/N1 k) OFPFHTASILET (5
74V k100 314 B)

Source IPv6 Address EEITLIPV6 7 RV AZ AT LET,
UE—RFFRAMIBEEINDNT Y FOEEIL IPv6 7 KL A& LTE
HEIihvET,

Ping #FITT AL, Start R¥ %227V v 7 LET,

IPv4 Ping ® Start " ¥ % 7 UV w7 3% &, IPv4 Ping Result NFE /RS NFE T,

IPv4 Ping Result

[1] Reply from 172.31.132.254, time<lOms

[2] Reply from 172.31.132.254, time<lOms

[3] Reply from 172.31.132.254, time=10ms

[4] Reply from 172.31.132.254, time<lOms
Ping Statistics for 172.31.132.2534
Packets: Sent = 4, Received = 4, Lost = 0

IPv6 Ping ® Start "Z % 7 VU w7 3% &, IPv6 Ping Result NFE /RS NFE T,

IPvE Ping Result

[1] Reply from 172:31:132::110, bytes=36 time<l0 ms
[2] Reply from 172:31:132::110, bytes=36 time<l0 ms
[3] Reply from 172:31:132::110, bytes=5& time<l0 ms
[4] Reply from 172:31:132::110, bytes=536 time<l0 ms
Ping Statistics for 172:31:132::110

Packets: Sent =4, Received =4, Lost =0

Ping Z#1Z 19 212X, Stop "X %7 U w7 LET,
Ping MK 511%, Back R¥ %227 U v 7 LET,
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16. 10 Trace Route

Trace Route W TiX. *v hTU—7 EOMDT /XA AT Traceroute #FE{TLE 7,
KW % FRrT HI121%, Tools > Trace Route #7 VU v 7 L £,

ace Route
IPv4 Trace Route

IPv4 Address

Max TTL (1-255)

Port (1-65535)
Timeout (1-65535)
Probe Times (1-1000)

IPv6 Trace Route

IPv Address

Max TTL (1-255)

Port (1-65535)
Timeout (1-65535)
Probe Times (1-1000)

R

R

IPv4 Trace Route OFHEB OFHHEZLL IR LET,

INTGRA—F— BTG

IPv4 Address 54D IPva 7 L A& AN LET,

Max TTL Traceroute MK TTL % 1~255 OFPHTASI L E,

Port Traceroute Cffi 1525 TCP/UDP 7" — h &5 % 1~65535 DHIPATATI L
E3 N

Timeout Traceroute DKy T DX A LT U M& 1~65535 (F) O#iFHTAT)

Lij‘o

Probe Times

Traceroute 7' 1 — 7B % 1~1000 OFPHTATI LFE T,

Traceroute ZFE{7 4 AHI121%, Start R¥ %27 U v 7 LET,

IPv6 Trace Route OFHEBE OFHHEZLL IR LET,

WRIA—F— G

IPv6 Address D IPv6 7 KL AZ ATILET,

Max TTL Traceroute MK TTL % 1~255 OFPH A LET,

Port Traceroute ¢ TCP/UDP 7N — 3 5% 1~65535 DOFIPH TAT L £,
Timeout Traceroute DEKER Y T DX A LT U h%& 1~65535 (F)) O#iFHTAL)

LET,

Probe Times

Traceroute ® 7 u— 7% 1~1000 O TANILET (F 741
k:3) .

Traceroute ZFE{74 AHI121%, Start R¥ %27 U v 7 LET,
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IPv4 Trace Route @ Start R¥ %27 U v 7325 L. IPv4 Trace Route Result NE/RIINE T,

IPv4 Trace Route Result

[1] <10 ms 172.31.132.253
[2] 10 ms 172.31.244.254
[3] «10 m= [172.31.254.252]

Trace complete.

IPv6 Trace Route @ Start R¥ %27 U v 7325 L. IPv6 Trace Route Result NFE/RINE T,

IPvi Trace Route Result

[1] * Request timed cut.
[2] * Request timed cut.
Trace complete.

Traceroute % {81k L C Trace Route WEIZ R AHIZIE, Back R¥ &2 27V v 7 LET,
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16. 11 Reset
|z

Reset A TlX, AT 252Vt FLET, VAT 252Uty L, LBEHMEEOT 7 4L FRIE

RBRTZEHTEET,
K H & F R D21, Tools > Reset #7 U w7 LET,

Reset

(@) Reset System :
Clear the system's configuration to the factory default settings, including the IP address.
Clear system configuration, save, reboot.
(") Reset System Factory-Default :
Reset the system to factory default, including remove all configuration, authentication and boot information file.

Reset system to factory default, save, reboot.

VAT LEY®y MT AT, Apply RE U E Y w7 LET,
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16. 12 Reboot System

Reboot System [Hifi Ci, HE@EZ FEEIL £9, HELZFEBHT LA, BEORELHRGTFTHI LD
TxFET,
ARE[EZF R T 5I121L,. Tools > Reboot System #7 UV v 7 LE7,

Reboot System

Do you want to save the settings ? (@ Yes () No

I you do not save the settings, all changes made in this session will be lost.

PEEOFELE)TIL, Do you want to save the settings? T Yes Zi®INT 5 &, BADORTEMNEERF
RIET 7 A WICKBESIVE T, No ZBIRT D5 & HEWRRE Y 7 A VKBS NNz, REEE
EE L5 EIC. BIRRERGFOBIELZFATL TV DA HEEERE, BERLEARNEDbIVE T,

PEE 2 BHEEIT A2, Reboot RZ %7 U w7 LET,

Saving and rebooting system, please wait...
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