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@ Configuration
[ L2 Features
[ Qos

@ security
@ AcL
@ Monitoring

fEi 1

Device Information

Device Type APLGM124GTSS MAC Address 00-40-66-4A-F2-CD
System Name IP Address 10.90.90.90 (Static)
System Location Mask 255.0.0.0

System Contact Gateway 0000

Boot PROM Version 1.00.01 Management VLAN default

Firmware Version 1.09.01 Login Timeout (Minutes) Never

System Time 00 Days 04:44:01 Dual Image Supported

Device Status and Quick Configurations

SNTP Disabled Seftings Jumbo Frame Enabled Settings
Spanning Tree Disabled Settings MLD Snooping Disabled Settings

RMON Disabled Settings IGMP Snooping Disabled Seftings

CLI Paging Enabled Settings 802 1% Disabled Seftings

Syslog Global State Dizabled Seftings S5H Dizabled Seffings

88L Disabled Seftings Port Mirror Disabled Seftings

GVRP Disabled Seftings ‘Web Enabled (TCP 80) Seftings
Telnet Enabled (TCP 23) Settings
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=Y A FABEITAIZIZAPREISA B 5227 ) w7 LET,

2A v FDOTay SRXFLDY TAFALNIENT T 7 4w VB ERALET, =
DOFEITIZ, A v FOR— MIREEZR &L £,

fEBL 1 TR T — 2 BL O MU =SS A v FIEHREFR T LET,

TEEE

BREDtEY L 3 VRIZRA Y FREXTERL-5EIX. [Save Configuration] (&

—5
vk

> Save Configuration) &f=l&, A< rkSA4A A3 —TJx—X(CL)a<=
save config TEREZHRELTT LY,
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3. av Y FOEH
EEEIE

@ oLy 7er 100 T ABCRBELTVAREOHF R~ LTHY
£, REBOBEEFo-BEOHERRISWELA.

3.1 Device Information

DY 4 RO, A v T LOFEHEOERBRENGENE T, 2OV s Rulda st
T 5 L HEICRSINET, [Device Information IZRAIZIE, (B4 ]2 27 U » 27 LET, [Device
Information[iZiX, AA v FDOMAC T R A (THHMMFFICEID B TENTEY, BEETEEHA),
T —RFPROMNN—T gy, 77— xT/R—=T g, /N— I\ VT NN—Tary, B, AAfvTFE
DRI DHEICET 2 DMOIFRNEREINET,

DIFRIE. 77— LV =T OEFOBRZIIIHLET, F/o, LEISC T, AA v FDMACT
RLAZRG LT, MOR Yy RU—7FTNNA ADT RLAT—T VAN THI ELAETT, &6
2. 20U 4 FUIZIEAAL v F EOEROIRERFRIND DT, BUED 7 v —/3L AT —F AT
W7 7 AT £ T,

MEREIC L o TIE, BTE VA Y RUIAANR=T v 7 ENTWNWADT, [Device Information] b RS
T 78 ATEET,

ey = * ALIO

Device Information

Device Type APLGM124GTSS MAC Address 00-40-66-4A-F2-CD
System Name IP Address 10.90.90.90 (Static)
System Location Mask 255.0.0.0

System Contact Gateway 0.0.0.0

Boot PROM Version 1.00.01 Management VLAN default

Firmware Version 1.09.01 Login Timeout (Minutes) 10 mins

System Time 00 Days 00:37-26 Dual Image Supported

Device Status and Quick Configurations

SNTP Disabled Seftings Jumbo Frame Enabled Setfinas
Spanning Tree Disabled Seffings MLD Snooping Disabled Settings

RMON Disabled Setiings IGMP Snooping Disabled Settings

CLI Paging Enabled Setfinas 802.1X Disabled Seftings

Syslog Global State Disabled Seftings S5H Disabled Seftings

SSL Disabled Setiings Port Mirror Disabled Seitings

GVRP Disabled Setfings Web Enabled (TCP 80) Settinas
Telnet Enabled (TCP 23) Settings
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3.2 Configuration
3.2.1 System Information

ZOU ALY RIIZIEMCT RLA 77— 27 "= g VIR BV AT AMERNERENET,
VAT L, RIESGPT, BEEE A LT, BRIZADETAS v TE2ERLET,

WD 4 RUZFERTAHIZ1L, Configuration > System Information 2727 UV w7 LE4:
I
MAC Address 00-40-66-4A-F2-CD
Firmware Version 1.09.01

System Nams [ |

System Location [ |
System Contact [ |

Apply

TR T A —Z =D it L E T,

System Name AA v FDUVAT LN LET,
System Location | AA v FOEFraE AT LET,
System Contact AA v FOWEKELE AN LET,
[(Applyl %227V w7 LTEREZMEHALFET,

3.2.2 Serial Port Settings
WD 4 RUT, YUTIAR—PREELERELET,

KD 4 v Ry &R RTAHI21%, Configuration > Serial Port Settings #Z7 U v 7 L%
L ———

Baud Rate 9600 “

Auta Logout Mever v
Data Bits g

Farity Bits Mone

Stop Bits 1

Apply

TR T A—Z — O it L E T,

Baud Rate DT 4—I)VRT, ZAA v F OV UTILR— " DOR—L— 2R ELET,
9600,/19200/38400/115200bps D 4 DD R—L— " HIRI/T B = & ﬁiﬂﬁéf‘?‘o
Auto Logout AN A E =T = —ATHERT A e 7Ty MR Z IR L £77,

o7 A RARRIARGET 2 &, 2—F—Z2H8NICe 777 hLET, E)’z“fEc:ic\
243/543/10 53/15 53 /Never MHEIR L ET, 7 7 4 /L MEREIX 10 43 TH,
Never Z3IR L725E1E. v/ 77 M LEREA,

[Applyl %227 Vw7 LTEREZMEHALET,

FEER

0 SYTFLR—FDR—L— FEEF. BLIZEMHEYET,
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3.2.3 [P Address Settings
A —H %y MRETAAL v F 52T ARNI, I VN A Z—T2—A%FEHLTIP 7 KL X
ERELTLTESY, ZTOU L RUTERELLZIPT RVREERTHZ ENTEET,

WD v RO ZFE AT HI21E, Configuration > TP Address Settings 7 VJ w7 LE9:
"PAGGressSeffmgs ———————————————————————————————————————

® Static O DHoP O BooTrP
IP Interface | |
Management VLAN Narme |defau|t |
Intetface Admin State |Enab|ed v|
IPv4 Address [1oJ[eo ][so [eo |
Subnet Mask . El El[l
Gateway El El El El

AA Y FDIPT RVA, 7%y h~RA7 BLO, 774V =R U xA 7 FL A% FEICEY
DITIELLFOFIRIZHE > T EI 0,
(1) vgr Fuo—%FEiZH 5 [Staticlx 27V v 7 LET,
(2) IPvd 7 LR EH TRy bvAZ 2 ATJLET,
B) AL AP—=NLIEYT Ry NUANDH TRy FIBAAL v FIZT 7 AT HEAIL. F— T =A
DIP 7T RLVAEZANLET, A VA=V LIV TRy bDAL v FEEFETIHAE, 20
T 4=V RIEF 74V T FLA (0.0.0.0) OFFICLET,

AA v F ETHERNZ VLAN Z 3 E L TW WA X, BH VLAN 412 default ZfEH L E7, default
VIAN IZIE, T R_XTOAAL v FR— B AN—=L L TEENET,

AR— FE2FHZ LT-WIEE I, Interface Admin State 7 /LA 7 0 X =2 —)5 [Enable] 28R UE 9,
BOOTP 7' h=/L&E 71X DHCP ' & ha &AL TAAL v FIZ IP 7 KL A, 7Ry h~vR7 |

TNV —= T AT KL RAZE Y TSI, [DHCP] & 721X [BOOTP] & B4R L £ 77,
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PR T A—Z — O it L E T,

Static

AA v FDIPVAT LA, TRy h~RT T 73NV ENF— b U= % AT)
LET, ZNDHDT 4 —/L RITiT, xxx. xxx. xxx. xxx OFRTASHI LET, xxx
IXZENEFh 0~2556 OFFTT (10 #EHTRLET),

DHCP

AA v FOEFEREAND E, AL vF L DHCP 7o — KF v 2 FERZHEL
F9, DHCP v ha)LC, IPT KL A, Xy NU—FI<RJ T 7))V 7r—
N = A ZDHCP ==L VEFEIV Y THZENTEET, ZOF T aic
RETDHE, AA v TFIE, T 74V NRE, F2E, FRICAT LIEREEME
M 550, ZOFHREZ#RIEST % DHCP r—"—Z K LE T,

BOOTP

2L v FOEREAND E. AL v FIEBOOTP 71— K% v A NERZEE L
F£9, BOOTP 71 ha/LC, IPT KL A, Xy hNIT—I <R T T F VT
— FDU A % BOOTP H—N"—C Lo THIV S THZ ENTEET, ZOAF TV
I UVNCRETDHE, AL v TIE, T 74N MRE, £720E, ANCAT LIZEE
AT HE1C, 2 OEHREZ T D BOOTP h— " —% B L £,

IP Interface

IPALE—Tx— AT, ARIEETIL System EEIC/2D £,

Management VLAN

Name

BWHE AT —3 3 h TCP/IPHTTP F 7214 Telnet #H) Z#fH L CTAA v F 2%
FCTEDVIANLAZASILET, T 74/ N TVLANE [ldefault] 2ERE I,
TRTCOR—MIBLTNET,

Interface Admin
State

AW EO D BEZET, IPT RLRAEZRET HHE1E. AMNIRELET,

IPv4 Address

AA v FDIPvAT RLAZRELET,

Subnet Mask

AA T NOLHT TRy NOILEZEDDHE Y b~ AT TT,

XXX, XXX. XxX. xxx DJERTAS L E T, xxx [LTFILEFN 0~255 OEF T (10 &
BCTrLET), VTAARY FT—T DfEIL255.0.0.0, 7T ABFRy hTU—
7 OAEIL 255.255.0.0, 7 T AC DXy hU—7 OfElL 255.255. 255. 0TI,
NAB LY TRy b~ A7 HAHETT,

Gateway

BIESET RUADBIEDOY 7%y hOBRIMNH 237 v M &L ITRET 5
MERDD IPT RLATY, @E. ZHUXIP =oAL LTHRET DL
— B —F IR ARNDOT RLATY,

(ApplylZ 27V w7 L CEFEAZEMA L ET,
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3.2.4 [Pv6 Interface Settings
AA T OBHED IPv6 A X —7 = — AR ELR R LET,

WD 4 R &2FRT 5HI21%, Configuration > IPv6 Interface Settings Z#27 VJ v 27 L£ 4

‘PPveinterrace Seffipgs —————————————————————————————————

Interface Mame Systemn

VAN Narns TR

Admin. State

Py Adorsss |

Autornatic Link Local Address Disabled v

NS Retransmit Time (0-4294967205) [ ms
|PvE Address

IPv6 A > X —T7 2 —AZRET HITIE, IPv6 7 RLA&Z AN LT, [Applyl a2 Vw7 LET, HL
W RN —=RN T 4 RUDTFERICH DT — T NMIERINET,

TREUINT A —=Z —DF A 25l L7,

Interface Name IPv6A v H—7 2 — AL NFRINE T, ALEE TlE System B EIZ 72D F9,
VLAN Name IPv6 £ % —T7x2—ADVIANLEF R LET,

Admin. State BEOEHEREZR R LET,

IPv6 Address IPv6 7 RV R/H T Xy h~A7 DA TASTLET,

Automatic Link HhE a0 x93, AT HE, Xy hT—27 7T RLAFEHROI
Local Address Y — AP TR NG EITRINE B E T,

NS Retransmit Time | 0~4294967295 O]OMEZ AT L E T, ZHUXI VRO RA N—=Y U T
(0-4294967295) — gy OFEAA~—TF, 74/ MNI0TT,

[ApplylZ 27V v 7 LCEHAZEALET,
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3.2.4.1 IPv6 Route Settings
AL F D IPv6 V— b T —T N EFRELET,

WD 4> R AR T 5121, Configuration > IPv6 Route Settings #27 U v LE:

Vo ROLITe - L

IPviG Default Gateway
IP Interface Default Gateway Metric (1-65535)

Systemn | | Create ] [ Delete

Total Entries: 0
Frefix Mext Hop IP Infterface Protocol Metric

TR T A—F =D it L E 7,

IP Interface IPv6 A VA —T7 2 —ANERINFT, ANEE Tl System BEEIZ72 Y F97,
Default Gateway TIHIVEITF = T2 A 72D IPv6 7 RLAZATILET,
Metric 1~65535 DFEIFHTA MY v 7 A AT LET,

[Create]Z#Z7 Vv 73 25HL, HLWIPVG L— BT 4> RUTFEOT—T WIFRRINET,
[Delete] 7 U v 745 & . RO IPv6e L— F 3 HIBR SN E T,
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3.2.5 [IPv6 Neighbor Settings
AL v FDIPV6 XA N—ZRELET, AA v FICBULERE S TND IPv6 XA N—RNT 1 R
T RERDT — T NIRRT INE T,

Interface Name

Neighbar IPv6 Address | |

Link Layer MAC Address | |
Interface Name

State : Al vl [ Find ][ clear

Total Entries: 0

Link Layer Address Interface

FANR=IPv6 7 FL A, BIO, V7L AY— MAC 7 RLAEZAAL, [Add]ZE27 Y v 7 LET,
IPv6 R A N—=TF —T )T N —Z BT HITIE. HLET HIEE (All/Address/Static/Dynamic) %
O RuDHRIZHDHE® 7 v a U TEIR LT, KRIZ[FindlZ227 Y v 7 LET,

T4 RUDTEIZH DT =T NMIFERINDGTRXTOZY N —ZHIFRT 521X, [Clear] %7 U »

7 Li—g—o

PR T A—Z =D il L E T,

Interface Name IPv6 A v X —T 2 — AL NPFRINE T, RIEE TIX Systen BB Y F9,
Neighbor IPv6 FAN— IPv6 7 RLAZANLET,

Address

Link Layer MAC |MAC 7 RL A& ASLET,

Address

State TINET A= a—0vb . All/Address/Static/Dynamic Z 3R L £ 9,

(Add]Z 27V v 7 LTH LWRAX—IPv6 7 KL A & Link Layer MAC Address #iB0L F9,

[Find]%2 27V v 7 LTANENT-FHTHRRLET,
[Clear]%# 7V v 7 LTCANEINTWAHT— X HHIRELET,
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3.2.6 Port Configuration

3.2.6.1 Port Settings

RN—FOFR/ W), AC—R/T a7y s A 7a—iflfl, 7 RLRAFE, A7 4 7 OB IO
MDIX 72 EDHR— MREEITVET,

WD 4 R &ERRT HIZIL, Configuration > Port Configuration > Port Settings #72 V v 7

LET:
“Pomsewhge - e

From Fot  ToPort State Speed/Duplex Flow Control Address Learning  Medium Type MDLX
[ o[+ 01)= | Enabled = [ Auto |+| | Disabled = | Enabled |- | Copper | = | |z | Apply |
Refresh

Fort State SpeedDuplex Flow Contral Connection Address Learning WD =
01 Enabled Autg Disabled 100M/FullMone Enabled Auto
02 Enabled Autg Disabled Link Down Enabled Auto
03 Enabled Auto Disabled Link Down Enabled Auto
04 Enabled Auto Disabled Link Down Enabled Auto
05 Enabled Auta Disahled Link Down Enabled Autao
08 Enabled Autg Disabled Link Down Enabled Auto
07 Enabled Autg Disabled Link Down Enabled Auto
08 Enabled Autg Disabled Link Down Enabled Auto
09 Enabled Autg Disabled Link Down Enabled Auto
10 Enabled Auto Disabled Link Down Enabled Auto
11 Enabled Auto Disabled Link Down Enabled Auto
12 Enabled Auto Disabled Link Down Enabled Auta
13 Enabled Autg Disabled Link Down Enabled Auto =
14 Enabled Autg Disabled Link Down Enabled Auto
15 Enabled Autg Disabled Link Down Enabled Auto
16 Enabled Auto Disabled Link Down Enabled Auto
17 Enabled Auto Disabled Link Down Enabled Auto
18 Enabled Auta Disahled Link Down Enabled Autao
19 Enabled Autg Disabled Link Down Enabled Auto
20 Enabled Autg Disabled Link Down Enabled Auto
21(C) Enabled Auto Disabled Link Down Enabled Auto
21 (F) Disabled Auto Disabled Link Down Enabled
22(C) Enabled Auto Disabled Link Down Enabled Auto
22(F) Disabled Auto Disabled Link Down Enabled
23(C) Enabled Auto Disabled Link Down Enabled Auta =
23(F) Disabled Auto Disabled Link Down Enabled
24(C) Enabled Auto Disabled Link Down Enabled Auto ﬂ

A vy FR—=FERET DI, A= TN F T A=a—hb, R— MEIEIR— M2 @R L
£,

FEER

MFEELOBEE—FEA—FRIOI—2 a3 VEEBFEEICEDETTEL,
BEEE— FTE, BEERECE_ELSSUVF _ET—FZ2EHEIRENHYFET,
BAET—HBLEBEVWE, YV IHIINGWNGEELY VIHEILTHI IS —FROFL
BIEETHEENHYFT,
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PRI T A —Z — O it L E T,

From Port/To Port

AN— MPH AR L £ 9,

State

DT 4=V REOIVFEZLT, AT OIR—FELEIR—- NI —T%2H6%)
FIFEMCLET,

Speed/Duplex

A —=R/TaF by A7 40—V REYVEZT, K—hOHEEL L2 "H/
PTHABRLET, Auto REIL, R— MBS TV DT /3o AL
AR KEERELX BEMICHRESNET, oA 7 ar LT,
Auto, 10M half, 10M full, 100M half, 100M full, 1000M full master.
1000M full slave 33X TN1000M full 2880 £4, KN— FREL HEFHEES
A2 Auto ZfEAH L FE T,

AA y FTIX2HHEO XA E > Mk (1000M full master 36 K TF 1000M full
slave) ZiRETE ET, FHE v MEFHEL, MOR— FMEERE & ITRRY
ETEPEROAIRIGLET,

1000M full master /3T A —%& —¢& 1000M full slave /XT A —H —|X, AA
YT R— R EXFHTE Y bRIEDOT /SA A% UTP e T ABRCBEBR LET, ~
2 A —FRE (1000M full master) (X, AR— F23, @, HE, WL A Y—0
FFICBET 2 X v XU T 4 —%2 T RANFZAXTEDHLOICLET, £,
VA —FREL, 2 DOEFRINTHEHLA T —D~ AL —L AL —T D
REEDET, ZOBMRIT 2 SDOMBLL A Y —ORIO X A I > 7 il 2 et
THOIMEETT, A I 7L, ~vA 42— A ¥v—LTr—%
N =K VBRESNET, AL —TFE(1000M full slave) ik, /L—7
BAIVTEFEHLET, V—TXA I T TIE, A I TETAE—0
ODZELET =X AR =200 AELET, 1 DOEHE%E 1000M full
master FICERET HHEIE. #eD b 9 — 51X 1000M full slave HIZEEE
LET, TNUSNOMAEDOETIE, A—MIV I XU REEE 720 $97,

Flow Control

SEIERAR— MERTHENT 27 e —HIAF—2 2R LET, £ HE
AR L7 AR— & 802, 3x 7 — il 24 I L £ 97, 2 “HAR— MI Ny
77y vy —7a—fl#lEERLET, BEIR— ML 20209 bLinb
HENMRIRLET, 7 74/ MIEHTT,

Address Learning

BT B L. EEHMAC T FLRERFETMC T RLABT 4 T —F 4
T —T NI HBINIC—EEZEREINET, T4 NRTEITE T,

Medium Type

AVRR— N CTHHT AT o THEEEZEIR L EJ, SFP 23 554813,
[Fiber] Z 8% L. 1000BASE-T R— b TEHT 55E1%. [Copper] ITRRE L
F9,

MDIX

MDIX & &, lauto (H#)) J. mormal (MDI-X) . lcross (MDI) ] 7>5 i8R
LEJ, Mnormal (MDI-X)] IZRELHGSE . AML— R r—T7 &AL
TPCMDD) IZHERET 25 Z L A FEETY, Teross (MDD) ) IZRRE L72Hd. A
==LV L O AL »F MI-X) TR T 5 Z &3 AlRE T
ER

(ApplylZ 27V w7 LCEHZEMA LET,
[Refresh]Z 7 VU v 7 L CHIEICEREIND Y A NEHHFLET,
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3.2.6.2 Port Description Settings
ZER—RMZaRA NEEEHLET,

WD 4 R &R RTHIZIE, Configuration > Port Configuration > Port Description Settings

7 Vw7 LET:
From Port To Port Medium Type Description
01 T 01 4 Copper v Apply

Port Description | -l
01
02
03
04
05
0
07
08
09 £
10
11
12
13
14
15
16
17
18 B |
19
20

21(C)

21 (F) £

R hTINHE T A= a—nER— N EEIR— MEFAZ RN L £,

SRR — N THEHAT D AT 0 7 OFEEE % Medium Type 7> 518K L £ 9, SFP AR— KX [Fiber] IZ7%
7 L. 1000BASE-T A— ME[CopperIZRXE L £, T ARAR— hOKERIEIZIAA v TFHR— &
Zry MZERENET CIERI4S R—bZ2RLET, FIER—FZ2RLET),

TR T A—Z =D it L E T,

From Port/To Port | AN— M&uPHZ R L FE9,

Medium Type aRR— N THAT AT 0 7 OFEEZEIR L E3, SFPHEMAT 54T,
[Fiber] Z#% & L, 1000BASE-T "— k& L CTHHT285HA1E. [Copper] 1Z5%
ELET,

Description R— O ZFE L ET,

(ApplylZ 27V w7 L CEFEAZEMA L ET,
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3.2.6.3 Port Error Disabled
WD T 4> R, A—7 U v 7 UIRRREE 2 E OB H O 7 DO IZ R EN h 2 /e - 7=
A= MIHET LIEFRBERRINET,

WRDT 4 v RUxFK T HIZ1E, Configuration > Port Configuration > Port Error Disabled & 7
Uy 27 LET:

Port | Port State Connection Status Reason |

TRUCANT A —=F =D it L £,

Port T T —TCHNI ol — R RERSINET,

Port State A— FOBHEDFATIREE (B E I3 R RSN FE T,

Connection N—=brOT v 7Y 7 IREERETITER) NERRINET,

Status

Reason R— BT =TT BEHENERRINET OL—TDORER L),
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3.2.6.4 Port Media Type
R=PDAT 4T HA ToFrR L ET,

T4 U T AHI120E, Configuration > Port Configuration > Port Media Type &7 U v

7 LET:
e

Port Type

o1 100BASE-TX
0z 1000BASE-T
03 1000BASE-T
04 10008ASE-T
05 1000BASE-T
06 10008ASE-T
07 10008ASE-T
08 1000BASE-T
09 1000BASE-T
10 10008ASE-T
11 1000BASE-T
12 1000BASE-T
13 10008ASE-T
14 10008ASE-T
15 1000BASE-T
16 1000BASE-T
17 10008ASE-T
13 1000BASE-T
E 10008ASE-T
20 10008ASE-T
21 1000BASE-T
22 1000BASE-T
23 10008ASE-T
24 1000BASE-T

TR T A —=Z =D it L E 7,

INT A — K — A AA
Port R—=brDOFESNFRINET,
Type R=PDAT 4T HATNERINET,
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3.2.6.5 Port Green Mode Settings
KR — FOEEIIEREEDOIREEEZFR R L £7,

WD 4 R ERRT HIZIL, Configuration > Port Configuration > Port Green Mode Settings
Z7 )y 7 LET:

vioge
From Port To Port State
oo 01 - Enabled

Fort State Cperation State
01 Enable Power Down
02 Enable Power Down
03 Enable Power Down
04 Enable Power Down
05 Enable Power Down
08 Enable Power Down
a7 Enable Power Down
08 Enable Power Down
09 Enable Power Down
10 Enable Power Down
11 Enable Power Down
12 Enable Power Down
13 Enable Power Down
14 Enahle Power Down
15 Enable Power Down
16 Enable Power Down
17 Enable Power Down
18 Enable Power Down
19 Enable Power Down
20 Enable Power Down
21 Enable Power Down
22 Enable Power Down
23 Enable Power Down
24 Enable Power Down

TREUINT A—Z —DOF A 25l L7,

From Port/To Port | Ax— M#fiPHZ SN L F T,

State BER L7oR— M EIIAR— NPH T, ZOMex A2/ iz LET,
T 7 ANV MRREFAH T,
[ApplylZz27 Vv 7 LCERZ#BHALET,

[Refresh]Z 7 V v 7 LTHHEIZRREIND Y A MEFHLET,
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3.2.7 Static ARP Settings
ARP (X, IP 7 RLUREZMHT FL A KW 5 TCP/IP 7’1 b2 /LCTF, 48 03?/*‘4’20) ARP 15k
LFRR, EHR, LE, HIRTAHAZENTEET, Flo, HHIARP O U —(ZILIP 7 R A & MAC
T RVAEHRELET,

/)"20)‘74’ v R %% 795121, Configuration > Static ARP Settings #7 U v 7 LE9,

Global Settings

Add Static ARP Entry

Total Entries: 3

IP Address MAC Address

System 10.0.0.0 FF-FF-FF-FF-FF-FF LocallBroadcast Edit Delete
Systern 10.0.0.1 00-40-66-45-5E-78 Local [ Edit || Delete |
Systern 10.0.0.255 FF-FF-FF-FF-FF-FF LocaliBroadeast [ Edit || Delete |

TR T A —F =D il L E T,

ARP Aging Time |ARP =2 KU —% 7 —T 0L HIBRT DRI, 77 B A SINRWIREETAAL vF

(0-65535) D ARP 7 — TV 3HERF T & 2 e RIFFH 2 70 B CRREC&E £9°, 0~65535 77D
HPHCRET HZENTEET, 7 74/ FEEIL 2053 TT,

IP Address ARP = hU—dD IP 7 KL ATT,

MAC Address ARP =2 R U —®DMAC 7 KL A TY,

(ApplylZ#7 Vv 7 LCEE @A LET,

A ARP = R U —D IP 7 RL AL MACT L% 75_»7\77 L7, [ApplylZ 27 U v 7 LTH LWL
Y —Z@EH LET, B ARP BRELZ T XTHET HI2IE, [Delete All]E2 27 U v 7 LET, #AJARP
T Y — %ﬁﬁﬁ“é X, T ANOHEIRT D [Apply]%a?y U2 LET, §FARP =2 F U —%
HIBRT 2121, 7T —7 AVNORET D [Deletel #27 V v 7 LET,
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3.2.8 User Accounts
ZOY 4 P EHERLT, 2a—=F—=70 v bofl#E, BHLna—F—ofFk, BFEoa—9—7
B NORREITNET,

WD 4 Ry &ERRT HIZIL, Configuration > User Accounts 27 U w7 LE7:
_

Add User Accounts

Access Right Admin - Confirm Password |:| Apply

Hote: Password/User Mame should be less than 15 characters.

Total Entries : 0

Access Right Old Password MNew Password Confirm Password

TREINT A—Z —DOF A 25l L7,

User Name I —PF—DLHITY, 16 WFE TORBFELFINE AT LET,
Password HLna—Y—D AT — K2 AT LET,

Access Right a—P—}EFNICIE, BHE L 2—F—D 2 0D L-ULNH Y T4, FHEWHERD
oD —F = TE DRI, = —HROH L 2 — P — I H
TERWVWI ERHY T,

Confirm HLWART—Rah o AN LET,

Password
[ApplylZ 27V w7 LTERZEMALE T, BMFOa—F—2 LT E2IHIRT 51213, 48T 52—
P—o[Edit]z 27 Vv 7 LET,

EEERER L 2 —F —HEF]
a—W—=TH v MIE, BEE L2 OOHERBH Y £3, EFHEEHREOH L2 —F—»
T & DAECIEINT, 2=V —MROL—F—IERA TS RN EBHY £,

RDOFINTEPEMEIR & 22— —HEROPZE T,

(egiit B Z—F—
B HY 7L

F v MU — 7 EAR HY eI B
A3 a=T 4 —ENTOTAT—ar | HY e BH
Ty =L xT LT 7 A VDO HY 2L

VAT ha—T 4 UT 4 HY 7L
TG E~D Y > |k HY 2L
a—YP—=Th 7 NMEHL

a2 — =T v SO/ T/ HIFR HY 2L

2= =T H T NDFER Y 2L
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3.2.9 System Log Configuration

3.2.9.1 System Log Settings
DY 4 RUTYAT AR TREDHY/IER, MO AT La J{RFE— REHRELET,

WD 4 R aRRT HIZIL, Configuration > System Log Configuration > System Log Settings
Vw7 LET:

SystemLog (3 Disabled O Enahled
System Log Save Mode Settings
SaveMode | OnDemand v [ ming-essas

TREUCNT A —Z —OFH A 25l L7,

System Log FIUFRE T, VAT A TR E A EITESIC L ET,

System Log Save | VA T A=a—nb, vl N —0O M) H—HEEERLET,
Mode Settings On Demand/Time Interval/Log Trigger 7>5HiEIR L4,

min (1-65535) 7y MY —HAERT D OR R A S HEATAS LET,
[(Applyl %227V w7 LTEREZMEHALFET,

3.2.9.2 System Log Server
AA TN, VAT L TP —N—E L TRRK 4 DETOEELE— "= AT a7 A vtk

—VEEETEET,

WDT 4 R &RRT HIZIL, Configuration > System Log Configuration > System Log Server
o7 Uy LET:

Add System Log Server

Server D 1 w Severity Warning w
Server P Address [ Faility Local 0 v
UDP Port (514 o 6000-65535) Status Disabled
System Log Server List

Facility UDFP Port

Server [P Address
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PR T A —F — O it L E T,

DEVLETHENTWDLZENRHY £, 772U T 4 —BHRIIC

TWRWILEEST —E 0%, " v—A R 77 U7 40—, £72

Server 1D VAT LB TP —N—FEA T v 7 A(1-4) TT,

Severity TNE T A Za—nb, EETIHA Y E—VDL_NLVERIRTEET,
Warning/Information/All 7>& 3R LU E 4,

Server IP AT LAY ——0 IP 7 RL AT,

Address

Facility FRU—=F 4 VT VATADT —E LV BIOMBIC LT 77 v V7 —fH

#OYUTHN

Ix, ‘=YL Ty YT =R HTEET, BV THONET 7
U7 4 —lIROLIICERKRINE T A v TFRBUEEH L TWDE 772 U T 4
—fllE. 16~23 TY,

Bl Ty VT 4—a— N Bl 77T 4 —a— R

0 H—=FRNVAE— 12 NTP %7 v AT A

1 a—HF—L LR = 13 o 7R

2 A — )L AT I 14 a7y 7—h

3 VAT AT —F 15 A=At

4 X2V T 4 —/FREA Y E— 16 o — AR 0
D (local0)

5 VAT LTI x| 1T o— AR 1
TUAT A (locall)
WEoThERENTZAYyE—Y |18 o—hVER 2

(local2)

7 Xy NIV —V =a—2H% 72 |19 o— A UER 3
T A (local3)

8 UUCP 7 v AT A 20 o — A UAEH 4

(local4d)
9 ra sy g T—x 21 o — N )VER 5
(localb)

10 XU T 0 —/FREEA Y E— 22 o — R 6
4 (local®)

11 FTP 7 —% 23 o— I UAER 7

(local?)

6000-65535)

UDP Port (514 or

VAT LRI Ay = VERET DRSS P R— hESEANLET,
77 AV hF 514 TY,

Status

VAT A T —R—DRTEEFNETIIESICLET,

(ApplylZ#7 Vv 7 LCEFE @A L £,
[Bdit]Z 27V v 7 L Cx h)—Z2FHHFTELET,
[Delete]Z#Z Vv 7 LT b —%HIBRLET,
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3.2.10 MAC Address Aging Time
TDT—TNT, FEH LI MAC 7T RV REZ T 3 U—F 4 U 7T — T VIR F T AR 2R E L £,
T—  ZHEMNIE 10~1, 000, 000 OEPACTRE L £9, T 7+ /L bRl 300 BT,

IRDT 4 v RUxFKRTHIZ1E, Configuration > MAC Address Aging Time Z#27 U v 7 L£9:

MAC Address Aging Time (10-1000000) |300 |sec

Apply

PRI T A—F =D it L E T,

MAC Address MAC address aging time Z&%/&E L £, fHiX 10 225 1,000,000 FPOFIFH T
Aging Time ELET, T 740 MEI 300 BT,

[ApplylZ 27V v 7 LCERAZEALET,

FEEE

o FDB IZ&aN=T > FY—AY ) 7 SN DERIE. AAE> 2 ~ <AHE-
FCOBMEAHY ET,

3.2.11 Web Settings

DY 4 RUTWeb _—A GUT OFRN/ W R OVHR— hFSOREEITOVET, W EIC LS
A HITP BRI TO VAT AREEZITO ZENTE LD 7, Web X—R GUL ®F 7 4 /L FERIEIX,
BT, TCP AR— h&E 1L 80 T,

WRDT 4 RZT 78 AT 521, Configuration > Web Settings #27 V v 7 LE7:

Wi=le

WEB State _' Digabled @ Enabled

Port (1-65535)
—TT—

TREINT A—Z —DOFH A 25l L7,

WEB State Web X—2Z GUI OBFZN/BhERELET,
Port Web THEHTAHAR—FMEEFEZHTELETAEIZ L5 65535 OFH THELE T,

7 7 /L Milx 80 T,
(ApplylZ 27V w7 LCEFEAZEMA L ET,
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3.2.12 Telnet Settings
Telnet \IZE DAL v F~DOFER AT G R WA — MESERELET, 7 74/ MREIX, Telnet HEfi
WAEZHTTCP R— M & 5% 23 T,

DT 4 RWZT 7 AT AT, Configuration > Telnet Settings 7 U w7 LEd:

Telnet State @ Enabled Disabled
Port (1-65535)

Apply

TN T A—Z —DOF A 25l L7,

Telnet State Telnet REDHZN/ %R E L E£7,
Port Telnet TEHT AR — FNEBEZHELET, T 155 65535 OFIFHTIEE L

F9. F 74/ MEIZ 23 TT,
(ApplylZ 27V w7 LCEHZEMA LET,

3.2.13 CLI Paging Settings
CLIA =7 == R8T, a~vy FERREFHRS 1 EEU e R 5856, REHE~OAZ 1—1
VT —RHEIET D CLI X—Y U THREEARE L E T, T 74/ N TITER T,

WD 4 RZT 78 A4 5I21%, Configuration > CLI Paging Settings #Z7 VJ v 27 L%

CLI Paging State Disabled @ Enabled

Apply

TRUINT A—=Z —DOF A Z il L7,

CLI Paging CLI R—=Y T ORR/ Bha2RE L £,
State
ApplylZ 27 Uy 7 LTCEEEZBHALET,
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3.2.14 Firmware Information
AL o FONEA T —IRE SN TWDE T 7 —Lb T =T A A—=VIZBHT5EREFRLET,

WD 4 ROWZT 7 AT AT, Configuration > Firmware Information 22 U w7 LFE9:

“FiFmware imormaton——————___________________________________________

Size (B) Update Time

*1 1.09.00 3027996 0000/00/00 00:21:21 Anonymous(WEB) Boot UP Delete
2 1.08.01 3026160 0000/00/00 01:03:03 adpro{CONSOLE) Boot UP | Delete |

. Boot up firmware

(SSH) Firmware update through SSH
(WEB) : Firmware update through WEB
(SNMP) : Firmware update through SNMP

(TELNET) : Firmware update through TELNET

(CONSOLE) : Firmware update through CONSOLE

TREUINT A —=Z —DF A Z il L7,

1D AL v FIRGFENTNWDE 77— L0 =T DO IDEFEFERLET, A v T
2 ODT 7 =AY =T BRGFTEET, IDFHIHHIH D7 7 — LT = 7 L ERF
RS ET,

Version T =TT D= g ERRLET,

Size (B) T =AU T DYV A R eRRLET,

Update Time T =AU T ERGF LIZRED A A v TR 2 RR L ET,

User Try—bvxTEA - R L2 —%FRLET, 22—V —ZiHBTE A
WA, 207 4 —)L RIZiE [Anonymous] F721% [Unknown] & ‘AR EINAHZ &N
HoET,

[Boot UP]Z 7 VU w7 LCEE 77y —2b =T 23N L E9,
[Delete]Z# 27V v 7 L GRBIR L7 77— 0 =T "=V g UEAHIBRLET,
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3.2.15 SNTP Settings
3.2.15.1 Time Settings
ZDOT 42 RUTSNIPIZEET 2 EEITVET,

DT 4 R EFRTAHIZIL, Configuration > SNTP Settings > Time Settings 27 VU v 7 LE9:

“Time Seffpgs————————————

Status

SNTF State @ Disabled O Enabled
Current Time 00/00/0 05:38:18

Time Source Systermn Clock

SNTP Settings

SNTP First Server [p.0.0.0 |
SNTF Second Server [0.0.00

SNTP Poll Interval In Seconds (30-99999) [720 |
Set Current Time

Date (DDMMATTT [ooioom |
Tirne (HH:MM:SS) [o5:38:18 |

TRECNT A—Z —DOF A 25l L7,

Status

SNTP State TUFRE T, BINET IS 2RI LT, SNTP 2B/ %0/ 20 LE T,
Current Time AL v F FIZRESN TV A BEDORMZFRLET,

Time Source AT ADORER] Y — AR F R LU FET,

SNTP Settings
SNTP First Server | SNTP{F#HicERb 774~ —H—N"—DIPT KL ATT,
SNTP Second Server | SNTP{E#cE b8 h o X )P —R—D P T RLATT,
SNTP Poll Interval | ®#r L7= SNTP &%) 4 Bisk4 2 Rk T4 (FVENL) .

In Seconds
(30-99999) )

Set Current Time
Date (DD/MM/YYYY) |BUEOHAMEZ, B, A, FOIHEICAN LTI AT A7 0y 72 THLET,
Time (HH:MM:SS) BIEORM %, B, 0, BONRIC AT LTV AT A7 ay 7 2 THLET,
[(Applyl %227V w7 LTEREZ#EHALFET,
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3.2.15.2 TimeZone Settings
ZDOY 4 RUTSNIP D& A LY — L B ZRELET,

WD 4 R &ERRT HIZIL, Configuration > SNTP Settings > TimeZone Settings #7 U v 7 L
F9:

- & - - L
Daylight Saving Time State Dizsahled w
Daylight Saving Time Offset In Minutes A0 w
Time Zone Offsetfram TS In +-HH: MW + |09 |00 =

DST Repeating Settings
Frarm: Wyhich Week Of The Manth

Fram: Day Of Week

Frarm: Maonth

Frarm: Time In HH ki
Towvhich Week Of The Month
To: Day Of Week

To: Month

To: Time In HH hnd

DST Annual Settings
From: Manth

Fram: Day

Fram: Time In HH hihd
To: Month

Tao: Day

Ta: Time In HH hnd

Apply

TN T A—Z —DOF 25l L £ 7,

Daylight BIRFHEREZ A E T IT NI L E T,
Saving Time
State

Daylight HIFIc kA4 7y MR 3047, 60 4. 90 4y, 120 DIcfEELE T,
Saving Time
Offset In

Minutes

Time Zone WEMREEUTC) Wb DX A L) — F Ty NEFEELET,
Offset:from
UTC Tn +/-HH:MM
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DST Repeating Settings
OB LE—FEZEH LT, ERFHORBELEICLEST, BOVKLE—FEZHEHATLIHEIT. £
e B4R B A & BRI T A 2 it > TRIET 2HERH D £9, BRI, BERFFE® 4 A5
2 HOLEHICHML, 10 ARKBEOARAICK T T2 X I ELE T,

From: Which HREMBMGT 2 A2 A LET,
Week Of The
Month

From: Day Of BB AR 2 A LET,
Week

From: Month SNBSS HEA LET,

From: Time In RN BT AR Z AT LET,
HH MM

To:Which Week HRFEE T T 282 AN LET,
0f The Month

To: Day Of Week | EFFNE T T 2EHEZ AT LET,

To: Month BN TI2HZANLET,
To: Time In HH | HEFNKE T 522 AT LE T,
MM

DST Annual Settings

FERE— N2 LT, ERFFHOMBELZEMNCLET, FHE— F2ERT 25613, ERHBAM
Aot & BRI T A 2RI ET 20 ERH Y £3, Bl ZRMS 4 A 3 BIZRML T,

10 H 4 HIZRTTAEHITHEELET,

From: Month HHEDOBERFREINEGET D HEATILET,

From: Day KEO BRI NBHIGT AR 2 A LET,

From: Time In KD BRI T DR A2 AT L E£77,
HH MM

To: Month FHEOERHIKTTOAEZANLET,

To: Day FHEOERHI K T2 EZ AN LET,

To: Time In HH | B4EOE R T3 DR Z AL ET,
MM

(ApplylZ 27V v 7 L CEEZEMA L E1,
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3.2.16 SMTP Settings
SMTP 1 ZRD T 4 > R TATISNTZEFA—NT RLRZESNT, AL v T A X Mo A—/L T

BT HHEETT, AL vy TFIESMIPOI T4 T FELTRESNET, V—1—1F, AL v FNHD
Ave—VEZEFELT, ELWERZEBEFA—MIIHAL, RELEZEHFIRELETS, AA vFE
FEIL, COMREZHEHAL T, /hNEWT—27 L —7 O EZEI b LY, Z7o—Fy FEERR LT
D, BEAAL v T ARV NEROEOBOMEL EIF2 2N TEET, £, A v F ETRET
DA A N MRk L TR A b 52 b TEET,

AA F DO SMIP H—_—%ty N7 v T LT, AL v F ECHENREELIZGAICAS vy T u s 7y
ANDEEHRERDEFA—NT RLAZHRETEET,

3.2.16.1 SMTP Service Settings
DY 4 R TSMIP — AT HREZITVET,

WD T 4 R &ERRT HIZIL, Configuration > SMTP Settings > SMTP Service Settings 27 U v
7 LET:

“SMTPService Seffpgs————————————————————————————————

SMTP Global Settings

SMTP State OEnabled @ Disahled

SMTF Server Address [0.0.00 |

SMTF Server Part (1-65535) o |

Self Mail Address | |(Max:64 characters)

Apply

SMTP Mail Receiver Address

Add A Mail Receiver |(Max:64 characters)

Mail Receiver Address
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PR T A —F — O it L E T,

SMTP State FIUFRE LT, ZDOFT A A LD SMIP —E 22 H8h£ 7213 L%
R

SMTP Server UE—KrT A ZALEDSMIP H——D P 7 FLAZ AN LET,

Address

SMTP Server SMTP H—/N— L J@(ET 5 TCP R— hEFHEZ AT LET, @HE ., SMIP DR — K

Port (1-65535) 1% 25 TY, 1~65535 OFPHOMEHIBIRTHZ &6 TEET,

Self Mail Address | A v tE—VDRETLERDIDEFA—NLT FLAEANLET, ZOT RLXA
(IZEENEETDETA—NA =V OEHAT KL AT 7, &
ETEXDLDIE1DODA—NT RLADHTY, ZOXTFHIT 64 SCFHNOIEKL
FATR D FT,

Add A Mail BFA—IVDOKRERLET FLAZEELET,

Receiver B A—NT RLRAEZAN L, [MAARZ %27V 7 LET, K8 DODDE
TA—NLT RVAZBINTEET, ZNHDT RLAZAAL v FnHHIRT
A%, U4 RUO—F FICH S Mail Receiver Address T — 7 /L DOFHIE
5 [Delete]l] 27 Vv 7 LET,

[(Applyl %227 Vw7 LTERZ#EHALFET,

3.2.16.2 SMTP Service
O 4 RUEFEHLT, Biov 4 RUTRELEZ SMIP U —E AR EEZT A FLET,

WD 4 R R RT HIZIE, Configuration > SMTP Settings > SMIP Service #27 U v 7 L F 7
T —

Subject: | |

Content:

TREUCNT A —Z —OF A 25l L £7,

Subject email OEAZ AT LET,
Content email ODNEHE ATTLET,

[Send]Z# 7V w7 LTA—ILEZERELET,
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3.2.17 SNMP Settings

SNWP 1, > U =27 T ZAOEH LR INTZ S LAY —1(T 7V r—varbAY
—) TI, S\MP 2LV, X Y=V EHAT -2 a 37— b =A  —HF— AAf vF BLO,
ZOMDIR Yy NT—T T NA ZADORELE GBIV ETTHIENTEET, SWP EZEH LT, &
T LN IELSEINET DL OICRELTLD, XTI+ —v U RAZER LD, AL vTF | AL v F IV
—7 . FE. Ry MU= NOBERRBEEZ R L E T,

SNMP (Z%f g 2 B HAIT S 2 2iE, TS A ETCe—hVIZEET DY 7 by =T (=Y b
EMEENED) b EENE T, ERXRLLEEHOE Y NEHRAT 27 ML, SWP =— = > MIHMER?
S, T A AZEBRTLBIERASNET, 2047 V=7 MEIMB TEFR L E T, MIB X, SN\MP
T—x v MR HIEROBERE T L T — g R L ET, SNMP T, MIBAEEROTER L, %
v N =R TZOHERICT 7 AT HRICHERT 272 harzERLET,

AA yFIL SNP N—T 3 1, 2¢, 3TN LET, A v TFEERBLIOGI#ET 13— 9 4%
RLUET, SNIP D 3 DD =T 3 4F, SNP ==t 24 v FOMOEX2 VT 4 — LUl ko
TR ET,

S\MP R— 31 BEO 2 T, NATV—ROLIICHERETHaIa=T 4 —AEFEHALT, =—
P—ZFWAELET, S\MP ==L 2 v FCEHFILaIa=T 1 —AZEALET, FIESNL TV
U SNMP H— =715 D SNMP 237 » MR S E 1,

S\MP X— 5 1 BEW 2 OFBRT 7 EATHEHTL2AA vTFOTF 74NV baIa=7 1 —4IFK
DELEBYTT:

- public - MIBA7 Y =2 N

+ private - MIB A7 Y =7 FEUS, £H

SNMP /X —27 5 o 31X 2 DOEFITHFS AL, K SRR 2 U £ 7, D45 CTld, SNP
YR—Ux—E L THRET Y —ba—F—BHO—TEEAERFLET, 2 FEOMS T, —R L
DFEZ—PF =N SNP v X — V¥ — & LTETTEHLEEFHHLET,

A2A v F T, =P =T N—T % =B R LT MDAy P TRET DI LN TEET,SNMP A
—Yar3iE, “ERRENTZSWP v X =V —D I NA—THICHET I L TEET, ZDLD
2. SNWP N— 3 1 2] L TR SAERAR TR LIED T v 7 E2ZETED SWP v —
¥ —DIN—TEIER LI, £2iE, D7V —FIZSNWP RN—V 3 > 3 2 L CTaiar iy /EEIA
DR E 52, m0EFR2 VT 4 — L EE DS TH I ENTEET,

SNMP N— 3 > 3 A LT, @Rl —3—, £72iX, S\NP v % — ¥ —D 7 /L—"T7FEED SNMP
HHRELFEITTED LT LY FEED SNIP EHERE L FAT CTERWVWEIICT D LM TEET,
FFAI 2 BERESCHI BRI D RE I, FRED MIBIZBAE T 547 Y =7 M+ (0ID) ZfEM L CTER L £
T SNIP R—=T 3 3 TIESNWP A v b=V Mk TE2BMEF=2 ) T — LAV —2lTEE
To AAYFO NP N—T 3 3REDHEFEIET 2GR, kot v a a5 L TL
7230,
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Trap

FT v E, Ry PU—THEEFIL, AL vTF ETRET 24XV MZOWTERT LA v =TT
To ANV POBEREEL, FEE) GEOOHES>TAL v FOERELY-725E) REBWEER,
EE, A= MREOZEH 2 LERWVEERH Y £T, AL v TFRI M7 v FR2AERL T, FT v T ZE
H(Fridry P2 FHE) ~EELES. Py 7OflL LT, RRET T — AN e O—%&
HONT v T AvE—URdb0 T,

EEEIE
TITHEHEHORTEREICBLNTIX, 33 2=F4—8E21—HT 52T NP TR
—So—DEDT I EANHFAT SN ET, NP 45 %A L4 L MES . delete snmp
community. delete snmp user REZTHOVLENHY FT,

3.2.17.1 SNMP View Table
O 4 RUEMBEHLT, UE—bF S\NWP v 32—V ¥ —TT7 27 ®8ATES MIB A7 V= bEE
F#TDa3a=T %4 EF SNWP A —TiC 2 — 5BV 4 TET,

AA v FD SNMP B 2 —REEZHRTET HITIL. Configuration > SNMP Settings > SNMP View Table %

70y LET:

"SNP View Tl —
Yiew Narme | |
Subtree OID | |
View Type Included

Total Entries: 8

B
restricted 1361211 Included
restricted 1.36.1.2.1.11 Included
restricted 1.36.1.6310.2.1 Included
restricted 1.36.1.63.11.2.1 Included
restricted 1.36.1.6315.1.1 Included
Cormrmunityyiew 1 Included
Cormrmunityyiew 136163 Excluded
Cormrmunityyiew 1361631 Included

TR N T A —=Z —DF A Z il L7,

View Name 32 WFE TOFEPFELFHE AT LET, View Name 2 LT, 1EkIN D
H LW SNMP B = — 23R L E1,
Subtree 0OID Ea—DOA 7Y =7 Mg+ OID) Y%7 U —% AH LE7, 0ID T, SNMP ¥ %

— Ty —DT IR RZEDD, £, SNMP v % —T % —DT 7B ANSEERL
AT b U —WMIB YV —) ZEAHI L E9,

View Type Included ZEIR LT, ZOAT V=V ha SWPvX—V v —MNT 7 HBATX
AZF TV h—EICEDET, Excluded ZBIRL T, Z0OA TV =2 b &
SNIP v %=V ¥ =BT IV EATEDHA TV h—ENLREET,

[Applyl 227 Vw7 LTERZBHLET, = M —%HIBRT HI20X, tHILT 5 [Delete] 227 VU v 7
LET,
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3.2.17.2 SNMP Group Table
ZOT—TITHERR LT S\MP 7 /L—7"C, SNMP 2 — % — (SNMP e — % —F — T L7 ¢ o Ko Tkl
LED)., £, a32=2 4 —4%FOU 4 R TEMRLZSNP Ea—ll~vy 7 LET,

DT 4 RUEFTRTDHITIL, Configuration > SNMP Settings > SNMP Group Table 227 U w7 L
ES R

MV QLD dabie

Add Group

Group Mame

Read Yiew Name

| |
| |
Write View Name | |
| |

Motify View Name
User-hased Security Model ShMPy w
serurty Love

Total Entries: 9
Group Name 2ead View Name Write View Name Mot Mame User-hased Security Model Security Level

puhlic SMMPy MoAuthMoPriv
puhlic Community... Community... SMMPy2 MoAuthMoPriv
initial restricted restricted SMMPy3 MoAuthMoPriv
private Community... Community... Community... SMMPy1 MoAuthMoPriv
private Community... Community... Community... SMMPy2 MoAuthMoPriv
ReadGroup Community... Community... SMMPy1 MoAuthMoPriv
ReadGroup Community... Community... SMMPy2 MoAuthMoPriv
WiriteGraup Community... Community... Community... SMMPy1 MoAuthMoPriv
WiriteGraup Community... Community... Community... SMMPy2 MoAuthMoPriv

TREUINT A —Z —OF A 25l L7,

Group Name 32 WFE TCOFEBFELFIE AT LET, Group Name Z{#ifH LT, SNMP = —
P—DF LV SNMP 7 /L—F &30 L E9,
Read View Name | SNMP =—37 = > kD SNMP e~ HL O MER] 23 FF f v 7z —H—D SNMP 2 /L—

ThEEELET,
Write View Name | SNMP=—x > h~D SNMP E ZIALMER 3 FF Al /o 2 —HF— D SNP 7 /L—
THERELET,
Notify View SNMP=— = > EERLIZSNP N T v 7T A v —VE2ZETE 52— —0
Name SNMP 7 V— 74 248 E L E T,
User—based SNMPv1 - SN\MP X—V g > 1 2T L 2EELET,

Security Model | SNMPv2 - SNMP X— g > 2¢c AT HZ E2RELET,

SNMPv3 = SNMP N— 5 U 3 2T A L2 HELET,

Security Level X T 4 — LoULERENEH S LD DT SNMPv3 DA T,

NoAuthNoPriv - AA »F & UE— K SN\NP v 31—V ¥ — D] TEIEIND /37
v NEFRAELTZ VIR BE LianZ 2 fRE LT,

AuthNoPriv - AA v F LU E— kK SNIP v % — T ¥ —DBTHEEIND T
N DORBEEDBVLEET T, b LanZ &2 fRE L ET,

AuthPriv - AA v F LU E—F SNP v X — V¥ —DF TEEFEINDH/ Vv b
DFBAENMEET, I HIZ, ZONTy Ntk Z L 2#EELET,
[ApplylZ 27V v 7 LCEFZ#mHA L E7,

BEfFD SN\P 2 —H—F—7 Lz b U —%HIBRT 51X, ST D [Delete] 27 U v 7 LET,
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3.2.17.3 SNMP User Table
IO 4y R, BERESN TV SNIP 22— HF—RN 4 _RTCFRRrENET, 72, HLna—
P—ZBN+ 5 ENTE ET,

KDY 4 v R &2HRKRT AL, Configuration > SNMP Settings > SNMP User Table #7 U v 7 L%
-

Add User
User Narme | |

Group Narme | |

SNMP Yersion
SNMP Y3 Encryption Maone w

Auth-Pratocol by Passward Fassword

Priv-Pratacol by Passward Fassword

Auth-Pratacol by Key Key

Apply

Priv-Pratacol by Key Key

Total Entries: 1

Group Marme SHMP Version Auth-Pratocal Priv-Pratocol

initizl initizl Y3 Mone Mone

TRUINT A—Z —DOF A 25l L7,

User Name 32 T FE TCOFETLTHNE AT LET, User Name Z i L T SNMP = —H—
il L ET,

Group Name Group Name ZffiF LT, 1ER L7z SN\MP Z/L—7 SNMP A v — U &2 BR T
HEIITHRELET,

SNMP Version Vi - S\MP A=V a1 2 AL TSI EE2RLET,

V2 - S\MP N—2 g U2 2L TS Z & 2R L E T,

V3 - SNMP R—T 3 U3 EFHLTWAZ A RLET,

SNMP V3 None - SNMPv3 BF AL 72NZ & &/RLET,

Encryption Password - /XA U — Ff&H SN\MPv3 if b3 dh 5 2 L 2R LE9,
Key - F—#&H D S\MPV3 Bf b3 5 Z L 2R LET,
Auth-Protocol MD5 - HMAC-MD5-96 EREEL -~ ZfiHT 52 2R LET,

by Password SHA - HMAC-SHA FBFE7'm hanrzH+5 22 RLET,

Priv-Protocol None - FGE7' 2 havEZFEH L TCWRWZ L2 RLET,

by Password DES - CBC-DES (DES-56) k(2 H-3U T DES 56-bit Bf 5k a2 L T\Wb Z &
ZRLET,

Auth-Protocol MD5 - HMAC-MD5-96 FRAE L~ L&+ 5 2 L 2R L ET,

by Key SHA - HMAC-SHA FBFE~7' v b a V&I D Z L 2R L £,

Priv—Protocol None - FiE7 v bavzZHEHL W RWI E A2 RLET,

by Key DES - CBC-DES (DES-56) Hi#&1Z H-SU T DES 56-bit 55k & L C\b Z &
ERLET,

Password SNMPv3 R Bt 2 BAZhicT 585 81F,. SAU—R2Z AN LET,

Key SNMPv3 B Sk 2 AZNCT D5, aId. F—2 AN LET,

(Applyl 7 Vv 7 L CEEZ#EALET,
WIRL7-= MY —ZHIBRT5121E, [Delete]#27 U v 7 LET,
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3.2.17.4 SNMP Community Table

IOT=TNVEMALT, BEFOSNWP 22 2 =7 4 T =T ARELZFRR L, SWP 23 2=7 1 —4

EERR LT, SWP v~ % —V ¥y —tx—V =2 MNEOBREZER LET, 2Ia=7 44T, A v

FEOT—V 2 bDT VAT HRAT—=ROLIITHIELET, 2I2=7 4 —4IF8L

TORHE B #H L TWET,

(1) TRXTOMBAT V=27 hOV T2y EERTDHMBE2—ITTXTNP 2I2=7 1I|Z
TIBATHIENTEET,

Q)MIBAT V=7 h~DFt B0 /EEAR, T ARY HEHL~LEZFFL, S\P 23 =2 =7
ATV BATHIENTEET,

DT 4 RUxEFRTAHIZIL, Configuration > SNMP Settings > SNMP Community Table Z#2 U v
7 LET:

Vi L L] \/ dabie

Add Community

Community Name | |

Yiew Name | |

Access Right Read Only v
Total Entries: 2

Community Mame Access Right

private CommunityView read_wirite
puhlic Communityview read_only

TR T A—F =D il L E 9,

Community Name SNMP 2 X = =7 ¢ DA =%l T DB 3 5 32 T F TOHEBT LT
BEANSLET, ZOXFHNT, VE—F S\WP v R — % —IZ A A »F D SNMP
T—Vx NNOMIB AT V2l b~DT 78 A& T 5/ AU —KD X )
R LET,

View Name JE—FSNP 2=V —NAA v F L TT V7 BATEAMBA T V=7 v
TN—T %@ BT 5 32 XFFE TORKT XTI EATLET,
SWP B2 —F7 —7 MIh b a—4 5 LET,

Access Right Read Only - L7zl a=F7 4 —AZEMEHTDHSNP 2 I 2=F 4 AL /3—
MAA Y F EDO MB OaT Y OFARY) LNTERNEIITHEELET,
Read Write - fERfL7caI a2 =7 4 —AZMHT LSNP 2 I 2= 1 AN
—NAA v F EOMBDOA LT Ym0 /EFEEZIALTELXIITHEELE
7,

[(Applyl %227 Vw7 LTERZM#EHALFET,

BN L7z=> U —%HIBRT D2iE, [Delete] &7 U v 7 LET,

48/222



3.2.17.5 SNMP Host Table
SN\NMP AR A T —T N 4 RUZEH LT, S\P h T v 7OZEHEAZRELET,

WD 4 R &2FERT HIZIL, Configuration > SNMP Settings > SNMP Host Table #27 V v 7 L%
£

Add Host Table
HostIP Address [ |

User-hased Security Model ShilPwl w

Security Level

Community String f SKMPv3 User Mame

Total Entries: 0
Host IP Address User-hased Security Model Security Level

Community MamefSHMPy3 User Name

TRUINT A—=Z —DOF A Z il L7,

Host IP Address | SNMP k7 v 7" &G THHRA D IP 7 RLAZ AT LET,

User—based SNMPv1l - SN\MP X—Y g > 1 2Tt 2B E LT,
Security Model | SNMPV2c - SNMP N— g v 2 2 HT 5 Z L 2MEL 7,

SNMPv3 - SNMP N— 3 > 3 2352 C2EEL 7,
Security Level | NoAuthNoPriv - NoAuthNoPriv &% = U F 4 —L~ULZIEE L £,
AuthNoPriv - AuthNoPriv X% = U7 4 — L~V EFEELET,
AuthPriv — AuthPriv €% =2 U7 4 — L~V & FEELET,
Community a3 2=TFT 4 —ZHEILSNPYS 22—V —ZE AN LET,

String / SNMPv3

User Name

[ApplylZ 27V v 7 LCEHAZEALET,

3.2.17.6 SNMP Engine ID
TP 1D IE SNMP3 S O BRI 92 B O T, ZORBFILFINEMEH LT, A >

F LD SNMP = 2RI L FE 9,

DT v R xR 5HI21%, Configuration > SNMP Settings > SNMP Engine IDZ&Z 2 VU v 7 L%
4

Engine ID 800001160300ae32002400

MNote: Engine ID length is 10-64, the accepted character is from O0to F.

TRUINT A —Z —DF A Z il L7,

Engine ID SN\MP =220 ID 248 L £,
TV D EERTLHITIE, TEDAR—=RTH LW 1D Z AN LT, [Applyl a2 U w7

Li—g—o
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3.2.17.7 SNMP Trap Configuration
WD 4 RUEFEH LT, AA vF LSNP HERED T v FHEL BN/ BN LET,

WD 4 R ERRT HIZIE, Configuration > SNMP Settings > SNMP Trap Configuration &2 VU

SNMP Trap [Enabied =]
SNMP Authentication Traps [Enabled =]
SNMP Link Ghange Traps [Enabled =]
SNMP Lagin Trap [Disabled =]
ShMP Logout Trap Im
SNMP Lagin Fail Trap [Disabled =]

Apply |

SHMP LinkChange Traps Port Settings
From Paort To Port State

01 =~ 01 2 IEnabIed 'l Apply |

Fort State =
1 Enahled
2 Enabled
3 Enahled
4 Enahled
] Enahled
4 Enahled
7 Enahled
g Enahled
9 Enahled
10 Enahled
11 Enahled
12 Enahled
13 Enahled
14 Enahled
14 Enahled
16 Enahled
17 Enahled =
18 Enahled hd

AR T TROR— RV I ER N T T a S A Ty T RED SN Ty S EAEE T ES
WCERELET,

TR T A—Z =D il L E T,

SNMP Trap SN\MP k7 > T ORER/ R iR E L E T,

SNMP Authentication | SNMP §RFE N7 v 7 OHE RN/ Mh %25 E L £ 7,

Traps

SNMP Link Change SN\MP U > 7 EE NT v 7 DR/ Bha i E L9,

Traps

SNMP Login Trap SN\MP 2 7' A > T v T ORRN/ R EHE L E T,

SNMP Logout Trap S\MP 2 77 7 b NT T OER/ Wh A E L T,

SNMP Login Fail Trap |SNMP 2 A 7 = A )V vT v FTORR/BhzExELET,
From Port/To Port SN\MP U > 7 BH T v 7 DOR— MaHZRTE L £,
State SNMP U 7 BE N T T OFR/ B A RE L £,

(ApplylZ 27V w7 L CEFEAZEMA L ET,
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3.2.17.8 RMON
RMON B&HE 2 A %00/ BEAHZ L £ 9,

WD 4 R a2 RT HITIX, Configuration > SNMP Settings > RMONZ27 U w7 L £

RMOM Status CEnabled & Disahled

Apply

TR T A—Z =D it L E T,

RMON Status RMON DE %)/ Tz 2 5% E L £7,
(ApplylZ 27V w7 LCEHZwEMA LET,

51/222



3.3 Command Logging
3.3.1 Command Logging Settings
Command Logging 1%, 2~ KRIA v A v X —T x2— A LTETLIza~vr FORKNEB L OREz o

TN HHERE T,

WD 4 R &ERRT HIZIL, Configuration > Command Logging Settings 27 U w7 LE9:

Command Logging Settings
Command Logging State % Enabled © Disabled

Apply |

FRUCANT A—=Z =D it L E T,

Command avy Re RO EITENZRELET, 7 74NV NTIEAEE ST
Logging State WET,
[ApplylZ 27 Vw7 LCEEZEHALET,

FEEIE
0 AT  ROSBEZIT Y RSA VAV A—T1—R ETOaATY RETRESE

SRFLOTIZHE AT BHEETT, Web 1 —H—A( V2 —TJx—RETOaATUR
FEITHRRIZDOWVWTIEK, YRTFLATIZHASAEREA,
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3.4 PoE
PoE (Power over Ethernet) (X, TP 7 — 7 /LD EDHALAESOEOXTICEREEZEE I, BE
L7 B2 E e I IR 2 k59 % 1EEE802. 3at His DFERE T,
PoE #&fEIZ. APLGM110GT-POE 335 & TN APLGM124GT-POE @ 2 BFE Txfit L TWE T,

3.4.1 PoE System Settings
ZDY 4 RUTAAL v F 2RO PoE FAEIRAER RIS L OV ERIIRIE, F7- PoE #AEEILIREEND

DfEEIAE— FERELET,

WD 4 RUZFERTHI21E, Configuration > PoE > PoE System Settings 7 VU w7 L %1

"POE System sewngs

Power Limit (20-375)
[ ] wats
Recover Mode
Auto - DelayTime (180-600)[  |sec [ aeply ][ Refresh |
PoE Manual Recovery
PoE System Information
Power Limit (Watts ) (?\f?tetsn; U PR RS I System Power Remained (Walts) Power Disconnection Method Recover Mode Environment Status
375.0 0.0 375.0 Deny Low Priority Port Auto(Delay:180 sec) Normal

TN T A—=Z —DOF A Z il L7,

Power Limit 24’ v FEREORERIREL Y v MEALTHRE LET, EIX 20 225 375 OFiFH

TH#E L E4, APLGMI10GTPOE & APLGMI124GTPOE T KAEASE 72V £4,

APLGM110GTPOE D&% E#ilH 1% 20~125 (W) T9,

APLGM124GTPOE D% E#i#H 1% 20~375 (W) T9,

Recover Mode AA < F D FAN Bowr /IREREICL A, PoE EEIIRENS OREBEBHEIRE—R

ERELET, T 740 iR EIX Auto (Delay:180 ) T,

auto - IEWEIFT S L HENTPoE FAENSFHINE T, HBEHHEE TORM A
Delay Time] /3T A —% —TH5 Hﬂiﬁbi'ﬁ—

manual - [EFEFL THPoE FBAEIIHHEINETA, HBEHEIZIL PoE Manual
Recovery @ [Apply]l #7 U v 73T HMNERH £T,

Delay Time ¥aEEIHE— FD [Recover Mode] /X7 A—H& —»% auto REDHH. #aEAEH
F CORF] 2180~600 (F)) THIE L £ ¥, 7 7 4/ FaREIXI80(F) T,

PoE Manual ¥aEEIHE— FD [Recover Mode| /X7 A —4# —73 manual REDHE. #EH

Recovery BRIZ1X PoE Manual Recovery @ [Apply] #Z2 VU > 27 LET,

[(ApplylZ 27V w7 L CERZ#EMA L ET,
[Refresh]Z 7 V v 7 LTHHEIZRRIND Y A MEFHLET,
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EE

S AL

0
0
o

ALY FDIREHIREZEELT-15E. Deny LowPriorityPort 7Ot XIZ& > T.
LR ZERBRT A R— XYL TSAF ) T4 DMEVLR— DS ELMIZH
BEEFELELET, CORKRRBIIEERINBEINIETTHEINET,

A4y FOIEEHFREL.APLGM110GTPOE & APLGM124GTPOE THRAEMNEL Y F T,
APLGM110GTPOE )&% 7€ EBH (& 20~125 (W) T
APLGM124GTPOE o) &% 7€ 5B (& 20~375 (W) T

APLGM124GTPOE 32 E D # .PoE # G B E T & > TFAN BIEREAFRIICHIE SN FET,
HREMEN 180W LLEIZA: 5 & FAN BEAEEICA Y . 1558 LLTFIC7%: 4 & FAN BlEg
MNBEEREICREYFT,

T7—LY9TF7NN—230I(2&Y., POERERENDERFENELY T,

- N\—2 32 (Ver. 1.04) TlE, SEHBINERIN-KR— FDHREHIRIE User

Define DB E X1 —H—EZFE. Class Based DB EIZILPD & 5 ADHEE LR{E)
BEFLTEHLEFT,

- N—U 3> (Ver. 1.05) LIBRIE, SEHMBINERIN-ER—FTERIZERALT

WAHHEBNZARETLTERELET,
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3.4.2 PoE Port Settings
DT 4 RUTEAR— O PoE FBEIRERRIB X PoE B EEXITWVE T,

WD 4> R AT 5HI21%, Configuration > PoE > PoE Port Settings #7 VU v 7 L¥4:

From Port To Port
01 - 01 -

PoE Port Information
Port  Siate Priority
1 Enabled Low

2 Enabled Low
3 Enabled Low
4 Enabled Low
b Enabled Low
g Enabled Low
T Enabled Low
a Enabled Low

State Priority Power Limit

Enabled = Critical - Class Based ~

(ST

Power Limit (mW) Class Fower (mW) ‘oltage (Decivolt) Cument (mA) Status

-—-(Class based) i] 0 1] 0 OFF : Interim state. .
T770{User Defined) 0 5900 552 108 OM : 802 3af-compl...
—(Class based) ] i} 1] 0 OFF : Interim state

OFF : Interim state...
OFF  Interim state...
OFF : Interim state...
OFF : Interim state...
OFF : Interim state...

—(Class based)
—(Class based)
—(Class based)
-—-(Class based)
-—-(Class based)

oo ooo
[=J =R =R — R =]
[=I— = — ]
cooooo

TREUINT A—=Z —OF A 25l L7,

From Port/To Port

RERBOR— M EEELET,

State

AR—RFDPE AT —H AERELET, 7 7 4/ FiREITHZ) (Enable) T,
7 (Disable) FRE TIL., AN— MEHD PD T34 ZZE S 2 MG L EH A

Priority

R— MIHEETHEREZIEELET, T 74/ FaREE (Low) T,
Critical, High, Low O#EENEM A H Y | F b @ VWMELE X Critical T,

Power Limit

A— FOFRERIRELHRELET, 7 74/L FREIL 31200mW) TI,

Z OREHIRMEIX, = — —F8E User Define) &7 7 > T 1000~
31200 (mW) DEEFH CRRETX E 7,
7 7 AR—RAEIE (Class Based) DAL, EMMONERINDLEPD 7 Z
A& HBTHRIE L, 207 7 25 UitE LIREZ R — MZE 0 4 TET,
%0 T ADKE FRMEIXZEBENDRAL VD LKREREER2-oTEY, Zh
FHER S — T VBT A EIEREEBE L TWHTZHTT,
LUTFDY 7 AnbAR— MNAEEREZ B TR L ET,

<7 TA> <{gEERME> <ZEEHHE>

Class 0 16. 2 (W) 0.44 ~ 12.95(W)
Class 1 4. 2(W) 0.44 ~ 3.84(W)
Class 2: 7. 4(W) 3.84 ~ 6.49(W)
Class 3 16. 2 (W) 6.49 ~ 12.95(W)
Class 4: 31.2(W) 12.95 ~ 25.50(W)

[ApplylZ 27V v 7 LCEHAZEALET,
[Refresh] %27 U w7 L CHEHIEIZCEREINDY A RNEFEHLET,
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FEER

o

I~

BRABBEEZHEBLIEGE, T34 4AVT40BVWR—FNoBAEZHIBLES.
T3A4F VT4 LRLDRLCHEICIF, BEER— A LBENICENEHELET.
(F IR L-RERBIC I > TREFREZBEE LI5S TL. BT LIH

[T L-ZBERBOBENHRBEIAELENEIDITTEHY FEA)

INT A—2%5 —(State, Priority, Power Limit) ZZE L1158, IR K- FDHKEEL
—FRIFIELERICHREZBRALES,

user_define TANT HR— FDIGEFIRMEIL. 200mW BRI TOEMEL TV E T,
(200mW KEZA D L THUBETHETEMELEY)

config ports A<V RIZkY, T—2RBEDR—FEEZEM (disable)ITLTH
BARKBIIITHONET,

J27—LozT7N—=2avicky, R— MHEBFIREDT 74U MENELZY T,

- N—U 3> (Ver. 1.04) TlX. T4 )L MMEH (Class Based) T,
- N—2 3> (Ver. 1.05) LIBEIX. T2 #JL MEA (User Define : 31200mW) T3,
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3.5 L2 Features

3.5.1 Jumbo Frame

IOV RUT, AL v F LDV Y VR T L—MEREE AN E L ITENCLET, 7740 MIA
T, AT BHE, R A X9216 34 FDOY v AR T L—A4 (1522 /N1 FOREREA —H % v k
TL—LHPA XTI HERENTL—L) B AL v F TR TEET,

WD 4 R ERRT HIZIL, L2 Features > Jumbo Frame #727 U v 7 L F 7

Jumbo Frame O Disabled  ®© Enahled

Current Status: The maximum size of Jumba frame is 9216 bytes.

(ApplylZ 27V w7 LCEEAZEMA L ET,

3.5.2 VLANs

IEEE 802. 1p FEEIZOWT

B X 71X, B FEOT — 2 2R ICIEIETEL Ry NIV —7 EDO T 7 ¢ v 7B
a5 72 OIZ3%FF S 72 TEEES02. 1p MikE CEFR T HHERECTT, T OMEREIX. v FU—7 NRE
HEL T DIEAIT, BRI T — & Ot | BET A REA BT 2 2 L2 B E LET, @iE
FODLTINRBIETE, BRI T — X ICEAESNDT 7V r—rva vy (BT 4Aa@e L) OWmE
(CHERIPEREL KT LET,

IEEES02. 1p HASICHERL T DR v h T —27 T3, AIZIE, T —H /N7 N OB E L~V 2 38589 D 1%
BMEbh > TWET, TNHDOT A RFI/T y MIBRET XVEESYTREY, ¥ 7575286 T
XFET, FET AL AL, RNy NIBEEEXY JERVERS 2L b TEET, ZOEEES I T,

Ny FORGEEOEE, BIO, Xy hEEID Y TEHFXF 22— (FFLITA) 2ERLET,

BESERE S 7L 0~T OEPFNTHNET, 0 ITREELEET —& T3, TITREELET —2I2F Y
BToHNET, @, EELEX 7 12T, bW REBEICOBEERET AT 7Y 7r—
arRA—T 4 AT TV = ar, £E, T X BEORREEZRIEL TWAH T R —HF
—NHEDT—HXDIHDEGETT,

AL FIZEY, BEREX TOMNT =50y hOXy T —7 ETORDY W ZFEMICHRD 5
ZENTEET, Fa—Z2HHL TBEELY 7OMNW T —22ERTLHZ LT, Bvoxry Y
— 7 D=—RIEDLETCEOUBEREAIRET DI ENTEET, BRDIXTOMNT Ty bR
2O EHDGEIT, TNHDRT Y NER CFRFBITINC IV —T 50035 L BRI AR H D £7,
L, R, Fa— TEREEREORDITIN ITEREM T o7 —2 v FHICLET, &
HEMED RNy MEF 2 —0 IZEDI, BREOBOEILEITREKICR Y 7,

AA oFIiE, AN FE—FREMEBET U Fe B AT ANEHINTEBY , X7y MiEE
LCHa—%2BITHL—b2ERLET, Fa2—2BIT50RT4:1 T, Fa—T70EELE
DFEFHATH) TiE4 2Oy FEEHEL, F2—0TIX 1 2OXF7y FEHEELET,

ZA o F EOBREMNEF 2 —REIT, TRTOR—F, A v FIHEREENTWVDTRTOF A
AT HZEICTHERLTEZY, BEVWOXR Y NU—7 TEIEESX 7OF N0 Y THEDH D A A
Y F AT 25 E1E. ZOEREMNEF 2 — 2 AT ARRHIERI T,
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VLAN D#iHd

VLAN (%, 8L A4 7 7 F Tl <GmBEAT — Ao TR SNy NT—2 hARrY—T7,
VLAN (X, "7y FAVLANNOAR— MHAZT TIRESNL L OIC, Ry NV —J 2B 57 m— R¥y
Z N RAAL RIS EZ AL MELET VLA TR T 7 4 v 7 B ED R AL THIBR LT, #ik
DRI F =< A& L=, X2V T4 —%2 M ESEDLZENTEET,

VLAN (ZBd % ¥ERT

A A+ F1% TIEEES02. 1Q VLAN 38 L VR — h_X— 2 VLAN IZ56fIis L £9, AN— b ¥ ZHIBRERE 2 L
T, 802.1Q # 7 &7y b~y X —nbHIBRL T, ¥ 728k CERWT A R & DM EHERFT
HZENTEET,

AA v F DT 7 ) FTE, TXTOR— ML default &) ARETOE— 802. 1Q VLAN (2% 1 24
THNTWET, default VLAN @ VID I% 1 T,

IEEE 802.1Q VLAN

KD XD RBIEHGERH Y 97

- XX T - 802.1Q VLAN 5% /T v O~y X —IZHAT HBETT,

- Z ZHIBR - 802.1Q VLAN 5% /7 v b~y X =L HIRT 2 8/ETT,

AT VAR—bk = NTy MIRAA v FITWALZ Fx, VLAN 2RO D ULERH HAR— N TT,

A =T VAR—=F - NTFy EBRAAL v TFROLHT, OAA v F, E£720E, AR MR, #¥
T HRDDUENDHAR— K TT,

AA T BIZIE TEEE 802. 1Q(# 7 {1 & ) VLAN 2334 ATV k97, 802. 1Q VLAN TiI# ¥ /A3t
T, 75T LICL->T, VLW Z Xy N —7 RRIHER CEET (XY hU—2 EOFT T
D AA v F )5 IEEE 802. 1Q IZKIT 5 HA).,

VLAN CiX, *y hI—2 %87 A MELT, 78— RX¥ AN RAAL OV A XEHE/NTEET,
VLAN 2 A1 537w MET_T, VLAN DA U R—ThHDH AT — 3 o |JEEk EE 7 (IEEE 802. 1Q
KIS AA » FHEHE) . AU, AAREETL PO T r— KXy XA M7y b LT F v R MR
v M, =F X R MRy EREENET,

VLAN [I%y R =2 DEF 2 U7 0 — UL bl C& £9°, IEEE 802. 1Q VLAN |, VLAN D A X
—ThHDHAT—arMET Ty FERUELET,

A= MIF X 7 E1TH ZHIBRE U TERE TE £9°, IEEE 802. 1Q VLAN D & ZHIBRIEREZfEH L T,
VLAN 2387 b~y X —D VLAN # 7 %8 &k L7e WL o —AA v F THEWET 2 LI TEET, 4
XU UHERBIC LD . B O EEEGIC L o T VLAN 235D 802. 1Q MEJLA oA » F &Rk L, A =27
VY= _NTOR—=FETAZIZL, ELLIETS2X2ICT22ENTEET,

IEEE 802. 1Q k& TlX, ZEAR— IR AL NR—=TdHD VLANIZXT DX 772 L X7y FORREZ IR L
e N
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IEEE 802.1Q D ERFMHIFR DO L Y T, _
(1) 74 NZ Y o TIZE>T/8 M % VLAN ‘

2B Y CET,

(2) H—D 7 a— L 2= 7 ) — R b 1 T
52 EERFUELET, Mo | =
(3) 1 LAV Z R T OBIRIN S ¥ 7 A% = rrorened
—ALEEHLET, Y
(4) 802.1Q VLAN /%47 » R 7 4 T —F ¢ v 7 i corns s
B) Ty hT7FT—=T 4 7E, RD3ITE / — A
FEOBANC SN TRELE T e
(a) A > 7 L AHH] - 1 2O VLAN 2B = ]F
T oG 7 L — A DI BET e |V
HAITH,
(b) B— D7 5V —F 1 7 - e
Ny KT 4 NET B, kT
LI ERELET,

() A =27 VARl - Ry b s s
P&, F2d, #2722 LTHETD
MEIIERELET,

802.1Q VLAN ¥ 7

TOXIE 802. IQVLAN # 7 &R LET, BHMEILDVMAC T RLADKRIIHAT D 4 >DA 7T v bR dH
DET, ZNLDOA 7Ty ME, A —H XA 77—V FD 0x8100 DfETEINET, /7> hDA
—YH AT T ¢ —/L FD30x8100 & [A] UHald, 237 » MTIX IEEE 802. 1Q/802. 1p # /M & £4, #
IO 2H 7T v MZEEn, 2—F—EEED3 vy b Fv /) =B OMH]F (CFI - h—
IV TRy SO TEMEDTEDIEHLEST, 2N TA—H Ry by 7R —2 THRIETE
HEoICLEPDO 1 By b, ZLTCVIANIDVID) @ 12 By bR F4, 22—V —ELED 3
» ME 802, 1p Tl LE 9, VID (X VLAN 5+ CTH v, 802. IQ B THEMA L EI, VID DR XX 12
By RO T, 4094 OJEA VLAN 23R Tx £ 9,

BT Xy b~y X —IZHfA LT, "7 TEEE 802.1Q} Tag
v MIKE 4G 7y YRS LE o z 3 ,
o Ay MCRERTOEFRIET~T | bemineton Abres (6 e |
HMEFFSILET, | \ |
| Source Address (6 octets) \
[ EtherType = (8100 ] Tag Control Information |
MAC Length/ Type [ Begining of Data |
| |
| |
| Cyclic Redundancy Check {4 octets) \

Fuserprierity| cFr | VLANID (VID) (12 Bita) 3
3 bits 1bit 12 bits
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A —H XA 7L VLAN ID [Z MAC {577 K Adding an TEEE 802.1G) Tag

Orginal Ethsmat
VADE, DA —h AT/ RS, £ best | sre. | LmwETge | D E ‘:‘:”J

. B > BEORICA L £, e e g
ry PEEORES LY b 151 FREOO : it
<. WETERE RO AT s re ol [om] T e | e [

NV FET,

Er T —

A— K VLAN ID

Z7fFE (BEON 802.1Q VIDEHRDH D) /N7 > M, 1 DD 802. 1Q #EfL R v kT — 27 F /31 A
DD 802. 1Q HEHLR » R U — 7 T34 A~ VLANIEHROMRRF S REECESE S E T, Zhick
ST, 802.1Q VEANZ Ry NI =T T NRA RIS Z ENTEFET(TRTORY hT—T T /31 A0
802. 1Q IZHEML T 2 H}A L, v hU—7 &IRIZIEST Z LN TEET),

802. 1Q VLAN bx%)&éﬂéﬁu 1T, A= F_X—2H B VNEIMAC _— A VLAN 2N — B S Tuv
FL7=, ZhbHo VIAN (&, AR— bk VLAN ID (PVID) 2SN\ T/ 7y FEERELET, FFEDOR
— N CRAFE L7y MZIZZEDOR— D PVID BEID B THN, N7y hORELRT KL A (AA
YTFDTF V=T 4 T T—=TNMZH D ET) ke THR— MIEEENET, 7y MEZEL
7R —F D PVID 2337 v b &R T HAR— b PVID & BARDEAIL. AA v FII 37 v b & HIBR
LET,

AA yFHNTIE, #7225 PVID [3H7e% VLAN 28R LT OML—& —n72une 2 D0 VLAN [T
HWETEEEA), PVID (ZHS< VLAN @5 TIE, FFEDAA v F (XTI AAL v F AL v 7)) FMZ
JEBET 5 VLAN ZA{ERTE £+ A,

AA v F EOFWEAR— ML PVID RAd 0 £9, 802.1Q A— MZb, AL vy FHNTHEHT LD
O PVID BNEID YU THNET, AA vF ET VIAN REZBIN T RWEAIE, T XTOR— ME
PVID % 1 &L TCT 744k VLAN BEID Y THNET, #7707y M, X7y haZEL
JoAR— @ PVID ZFEID B THNET, VLAN TiE, #5E1X 20 PVID [ZESWTHROET, Z 7 fF
Ty MI, X T7RICEEND VID (- TlizkSnvE T, X 7fF& /3y MZH PVID 3ED
MToHNET, 72720, 2y FOERZEIE, PVID TiE7e< VID IZESW TR ET,

BT HBWEETEDL AL vFTlE, AA v FHDPVID % U —27 LD VID ~EHERT 572D T
—TINVEMRFTARERH Y £T, AL vFIE, BBET LTy Fo VID &Ny MEHRET DR
—hO VID EZHELES, 2 20O VID BRRRLGAEIL. A— NIy MEHIBRLES, #7
Loy O PVID E X TG E Sy RO VID BRHHDT, RICxy hU—7 Bz, # 7 %73
WMCEDTNARELZ T HERBHBCELRNT AL ADBKIHFETHZENTEET,

AZA FR—=FD PVID 1T 1 DOHTY, 12l2L, AA v FO VIAN T—TILVHADAL v FDAE

—IRETE DT O8O VID Z2HHOZ LN TEET,

Xy hT—27 EOTNA AL TUIF 7 ERBFETEZ RO T, Ny NEEEET DHRIIC, ¥ 7 %2R
WMTEXDTNAALEDER—NT, 8T H Ty NMIE T EMITHNE I 0ERELET, IBET
HIR— IBE THRBFHTEIRNT A RATHEHE SN TWAERIL, X7y MO 73t & 8 A,
IR DR — MR F T EZFIHTE DT A RTEHF SN T DHEEIE. Ty MZE 7B fFEET,
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% 7 VLAN & % 772 L VLAN

802. 1Q YEML A A v F EDFKAR— MEF 7 VLAN £72134 772 LVLAN & L TRETEX £,

L JVLAN SN2 — ME, A— M2l 25T XTONTy hO~y X —(T, VIDFH, B,
ZOMD VIAN TEREZFFAL T, X7y MIEANZZ IR 6T LA, A— M v B
EEBLRZVOT, VIANTFRIZZOE EHRINET, Xy U —27 EOZ O 802. 1Q HEHLT /S A
AL, X7 HD VIAWNEFREHH LT, X7y hOREERD D Z ENTEET,

2 THIRDBAN AR — ME, A— b2l T 25T XTONRTy 8vb 802.1Q # 7V ZHIBRL 9, /3
7w B2 802.1Q VLAN Z Z W7 Wiga1E, A— MI sy hEaEBRELETA, TOD, ¥ ZHIFRKR
— M CZE LV LT RTO7 v I 802. 1Q VLAN E#HILH 0 £ A (PVID (XA A v F N
WG THERALET), ¥ Z7HIBRIEZ, X7y b A 802. 1Q HELR v N U — 7 TS A BIERERLE > b
U= TR ZANFET DB S E T,

AVITVRARIANEY T

INT s RIRAA y FUTHEAL, VLAN IZOW TR DUEDHHAA v F EOR— ME, A T LV AR—
NEMEEINET, R—bDA T VAT 4 NZ ) TRNEHREGEIE. AL v TIEry b~y Z—
WD VLAN 5 (B 5 55) ZHER LT, /"7y NEERETHNEIDERELET,

PRIy M VLAN SN X 7 SN TOWDEEIE, A Vv 7 VAR— NI, A7 L AR— FAER
B ITFEVIAN DAL R—=THLENE I D EMHBLET, 41T VAR— IR HX THFE VLAN D £ N
—THRWEA, 7y MIHIBRENET, 47 L AKR— R 802. 1Q VLAN D X L R—THh DA,
AA TR, EEEAR— R 23 802.1Q VLAN DX U R—THH0E ) D EHR L 7, IR —
K73 802.1Q VLAN @D A 2 /8—T72\WGE . /37w MIFIBRS N E T, #5588 — FA3 802. 1Q VLAN @
AUNN—=ToDH%E. /X7y MIHEE S, IR — MIHBESNT Ty ha LTy FY
— 77 A L MIEELET,

N7y M VLAN [N Z 7 S TR WG, A V7 VAR — MI Ty MIMB O PVID % VID &
LTHZ T LET(R—=IBZFX L ITR—=FDOBHE), RIZ, AA v FIL, BREER— A 7 VAR
— hEFECVLAN(RIC VID) DA N —=THOEMNE I NEMRLET, EELER— A T LV AR—
N EFET VLAN(RI T VID) D A o N—=TRWEE, 7y MIAIBRSAVET, VID BFE U THL54
XAy MERE S, B — NI SNy b Licty T —27 B A b bEdin
ELET,

AT VAT A NEZ Y T EMEHED ZORBAEEH LT, ZERA L RO VLAN A 7 L AR — b
ERRD Ny FEHIBRL T, A vy FNOWBIRLZ R LET, ZiUTL > T, xR — F23Hl
B9 2537y N OIMBENREIZR Y F97,
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57 #)V b VLAN
VID 1 @ default EFEEIND VLAN WAL v F EOTRTOR— BT 74/ F THREIINLTHET,

A— F_X—2Z VLAN

R— " _X—=ZVLIAN CAA v FR— I 2EHTHNTFT 7 v 7 ZHRLET, ZHITL->T, AAM v
FIZ1IBEOALE2a—FH 50T ERERNEEHE SN TV DLIGATR, A— MR LT To
TR ANIAR— "B T D VLAN D A =270 £,

A— h_X—Z VLAN TliE, NICII 7 v b~y X —NOD 802.1Q # 7 & T& H MEITH D FHA,
NIC IIHEHEA —H Ry N Ty NEEZELET, Xy NOFEEDBFELEZ A N EZHL5E1T
B —Y 3y h o havzEHLTEEFELET, 7y hOREEPMLO AL v FR—MMZH 5
Al VLANZEE LT, N7y hEAAL v T THIET DDEEET E0E I DERDET,

VLAN 7 AV M
N#yk% VLAN2 DA U NR—THAHR— 1 Lo~ o THEET S E LET, EEEPMOR— K
ZHDLGE@ED T+ T —RT—=TNADNy 7T v T TRRELET) ., AL v T, ZTOMOKR—
(m F10)2SVLAN 2 DA L NR—=THHMNEINVLAN 2 N7y hEZIETEHNE D)) 2R L
F9, A= K10 VLAN 2 DA U NR—=TRWGE, AL v TFIINTry NEWIET 5720, KEERICE
EENFHA, A—F 10 VLAN 2 DA L _R—DBE . Ny MIEXINET, Z0O VAN IZHS
SBIROZ7 4T —F 4 U IHEETVLANEZ A Faexry hT—27 LET, ZOELIE. A — N 1ILVLAN
2DIHNTy NEHRIET H EWVD T L TT,
Fy hT—=2 UY=L VLAN 2R THETLHZENTEEST, A—"—F v BT VIANEZEY |
Ty T T HZETR= MIBEOVIAN ZV—T 1@+ 52 - T&, VY—RZEAFTLHZLNTE
F9, FlxiE, VLANT A8 —ZR— K1, 2, 3, 4ICREL T, VLAN2 A _"—%&KR—F 1, 5, 6,
TIWICHETDHE, R—HF1IZ22DVLAN Zv—IZ)@ LET, A— K8, 9, 10 [LED VLAN ' /1—
TICHRESNET L, DFV, RA—F8, 9, 10XF U VLAN 7 —71272 0 £9,

VLAN FN—F L Vo o277V =gy
Vo770 F— g TRETAR— NI L—FDOVLAN IDIZT_XTR—THAVLENH Y F4,
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Q-in-Q VLAN

X hU—27 a2, Q-in—Q VLAN(Z 7L VLAN LRI S Z & 630 £4) 2488 L T VLAN
RERR 2R L. KEWEER VLAN NI A X < —VLAN Z@#\W\C, VLAN [ZH LW LA Y —ZiBind %
TENTEET, 29752 T, REWISP TL2IRTFA_R— bRy hU—7 BB L, A%
~—HDONT AT L FMIAWNZERTHZ LB TEET, ZHUTE-T, 7747 2 MUITTHHME
RREEAITHI Z 72K, 2 DULEDOI AF~—LANKA > b cax £, B2 EBECcE 52 L
W&, EBERE L, EHZE40 4000 LLED VIAN 2 < Z L D TX 5 VLAN % 4000 DL EFF>Z & & 700 |
VIAN X U =27 2 R&EPLELZY  Fy b T —2 ECEHED VLAN 2 H 5 A X <—DHKR—
P RES M ETHZENTEET,

FEARBIZ, Q-in-Q VLAN {X, SPVID & PRI S, BEAD 1EEE802. 1Q VLAN WIZ & B VLAN # 7 C§, =
6D VLAN (21X TPID (# 7t & 7 v k2L ID) T~—27 &, X7 v D VLAN Z ZINTH 7' b7
572 16 EETHR SN TWET, ZIT, Xy hEXTAE 7L L TGEMNL, Xy T —7 LD
ZOfthod VLAN 2> 53 BE LT, B— 37 > FNC VLAN O g 2 ER L £ 77,

WIiE Q-in—Q VLAN % 7 fr& %7 v hoO—fF| T3

EEXET R EEILT K SPVLAN(TPID + 802. 1Q CEVLAN # 7' A — ~A 1
LA LA HF—t 27 (TPID + W AHX~ 2 A7 — K
/NA A VLAN # VLAN % )

7)

Q-in—Q VLAN D#iH|

Q-in-Q VLAN % ZfEHIC7e 2BRICIE, LAF OMARCHEIN Z S nEJ,

(1) &2TOHR— MK L, SPVLAN IZIBWTHEMAT 2 TPID i ENLETH, TPID (X474 — M TfEOK
ENZ7e D E9,

2) ZTOR—MIXH L, TZEAR—FNELEFET v TV IR =D ELONIHET HLENH Y
7,

(3) Q-in-Q VLAN TIX SPVID # /' MENFETDOT, Vv v AR7 L —AREZANICL CIHA TS
[

(4) -in QD= y VAL »F L LTHHTL25EG, 727 8AR—MISPVLAN 0% 77 LAR— k&b
Ty 7Y AR—MISPVLAN O 7{&R— e Ed, ZDL&ET 7 EAR— ML UNI
(User-Network Interface) (2. 7 v 7 U 7 &R — MINNI (Network-Network Interface) IZFR/E
TOHMERDH Y T,

(5) AAEE TIEL, Q-in—Q VLAN ELHE¥ED VLAN OOFHIZHPREE A, EBONTOTHEMN LD £,
FEAED VLAN 775 Q-in-Q VLAN ANIAEE L7286, £ E THRE L TV 2 ACL ITEENKEL L 72
LEENRH 0 FT,

(6) Q-in-Q VLAN ZHZNIT HBRZ1E, STP BLWNGVRP % — BN T 20BN H D 97,

(1) 778 AR—= ML EHENDIERE CPUMNLD Ny ME, ZZ77RLICRY £,
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3.5.3 802.1Q Static VLAN
DY 4y RIE, ERNCEE L7-33TO VLAN 23, VLAN ID B L OVWVLAN 4129t > T—EFH R &
nET,

DO 4y R EFERTAHIZIE, L2 Features > 802.1Q Static VIAN 227 U w7 LET:
BT ST LA —

WLAR List | AddiEdit YLAMN | Find YLAMN | YLAMN Batch Settings | Total Entries: 1

VID WLAMN Name Advertisernent  Tagoed Ports Untagged Ports Forbidden Ports
1234,
1 default Enabled 56,7,8,
9101112

BLU802. 1Q VLAN = U —ZAERk T 512X, Vo v RUD—F RiZH D [Add/Edit VLAN] ¥ 7%
7V v 7 LET, WROR—VORAIOKICHD LI, HILWFTRFRINET, TIT, A—h
ERELT, HILWVLANICEAEA LB SEFD YK TET,

BETFD 802. 1Q VLAN =2 h U —Z#RET 2121, LOMIET 2 VLAN =2 b U —ORRICH 5 [Edit] %
7V w7 LET,
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ol . a VILAN

VLAM List | Add/Edit VLAN I Find VLAM | VLAM Batch Settings l Total Entries: 1

Tagged - @
Untagged . @
Forbidden

Not Member All

Al O

Tagged Poris
Untagged Ports

Forbidden Ports

VID |:| VLAN Name |:| (Name should be less than 32 characters) Apply

Advertisement | Disabled |=

[802.1Q Static VLAN]DEHID Y 4 > RZICREAIZIE, [VLAN List] #7227V v 7 L3, BEFED
802. IQVLAN = Y —Z W4 5121%, fHnTAEditlRZ 27 ) v 735, Lo v Ky

MERINET, 22
LAY RTDIRT A —

TRENCANT A —F —

ST B R EZELT, HLW VAN A4S EBEE2ED S TES, HLLY
=D DN T, ROREZSRL T ZIV,

DOz it L E T,

VID VLAN ® [Add/Edit VLAN] % 7 C, VLAN ID Z A/ L7=V . BEfF VLAN @ VLAN 1D
ZFoR L EJ, VLAN X VID £ 7-21% VLAN 4 Gkl L £ 97,

VLAN Name [Add/Edit VLAN] T, #r LW VLAN O£ RiTEZASILTZYD , VLAN DA RTEZZET L E
9, VLAN 4 OF &% 32 XFUNIC L £,

Advertisement T OMEEEZHINT LT, AA v TFNGRP Xy M EAERY —AITEE LT, BE
fFOVLAN ZfEGTCEHZ L 2mm L E7,

Port fARBIAR—FZ VLAN D A _"—L LTHELET,

Tagged AR—F%2802. 10X /&L LTHRELET, Ry Z R ITF=v I EBAND L,
ZORGAR— MIF /&L LTRESINET,

Untagged R—=1r%802. 10X 77 LELTHRELET, Ry Z AT =v7EAND L,
ZORRHA— NMIZ 772 L E LTHRESNET,

Forbidden COHEAERINTHZ LT, RIBE—FIBRXAFTI v 7 VLAND A L 3—|Z72 5
ZEEEIELET,

Not Member fEARAR— FZ VLAN DIEA =L LTHRELE T,

[ApplylZ 27V v 7 LCEFAZEALET,
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VLAN 2 #5384 5 121%, [Find VLAN]Z 7% 27 U » 27 L VLAN ID Z# A /1. ®iZ, [Find]lZ27 U v 27 L%
4, VLAN List [ZHRICERE L= VLAN ORENFERINE T,

WLAN List | Add/Edit VLAN | Find WLAN l WLAN Batch Settings | Total Entries: 1
v |

VLAN N F x> U —%ERkT %A 121%. [VLAN Batch Settings] #7427 Vw27 LET, ROT 4> K

URFREINET:

VLAN List | AGUEGIYLAN | Find vian | viLa Bateh Settings | Total Entries: 1

VID List (2 g.2-5) [ @ add O Delete O Config

Advertizemen it Disabled

PotListies -8 [ ]

Apply

TR NT A—=Z —DF A 25l L7,

VID List VLAN O EA L, B, HIRT 5 IDFZE AN LET,
(e. g. :2-5)
Advertisement COMEEEANCT DL T AL v TFNCVRP X7 v R EAER Y — R L.,
BEfFO VLAN /55 TCxH Z L a@m L £,

Port List BAR— b & VLAN D A 23— L LGB, HIFRL £,

(e. g. :1-5)

Tagged AR—F&2802. 10X/ ffZ L LTHELET, Ry AT =7 HBAND L,
FORGAR— MIF /& LTRESNET,

Untagged A—=hr&E802.1Q X 7 LE LTHEELET, Ry 7 ATz I B AND L,
ZOXMBR— MIF 772 LELTHRESNET,

Forbidden ZOHEBEBRL T, A— F&2 VLANDIEA L X—L LTHEL, A— F2EIN

\Z VLAN D A 2 N— 2725 Z L w2k LET,
ApplylZ 27 Uy 7 LTEEEZBHALET,
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3.5.4 QinQ

3.5.4.1 QinQ Settings
ZOU 4 FUzEFEHLT, QnQBERED/NT A —Z —REEITVET,

DT 4y R RTHIZIL, L2 Features> QinQ > QinQ Settings 227 U v 7 LE1:

QinQ Global Settings () Enabled @) Disabled Apply
From FPort To Port Role Cuter TRID (hex : Ox1-0uxffff) VLAM Translation
01 |- 01 NI - ox[saas | Disabled = | Apply
Fort Role Quter TPID WLAM Translation
1 MII 0x88ag Disabled
2 MII 0x88ag Disabled
3 MINI 0x88as Disabled
4 M 0x88ag Disabled
5 M 0x88ag Disabled
g M 0x88ag Disabled
7 M 0x88ag Disabled
g M 0x88ag Disabled
9 M 0x88ag Disabled
10 M 0x88ag Disabled
A NI 0x88a8 Disabled
12 NI 0x88a8 Disabled
13 MM 0xB8as Disabled
14 MMI 0xB5a8 Disabled
15 MMI 0xB5a8 Disabled
16 MMI OxB5as Disabled
17 MMI 0xB8a8 Disabled
18 MMI 0xB8a8 Disabled
19 MMI 0xB8as Disabled
20 MMI 0x38a8 Dizabled
21 MMI 0x38a8 Dizabled
22 MM 0x38a8 Dizabled
23 MM 0x88a8 Disabled
24 M1 0x88a8 Disabled

TRUINT A—=Z —DOF A2l L7,

QinQ Global
Settings

FUFRE o H7 Y v 7 LT, QinQ e —SVREEZ AN ETITENIC L E
R

From Port/To Port

QinQ ZFRET HHRA— MliHZEELE T,

Role

HER—bOR—LERELET,

UNI - fEELTca—V—LiRELER Y N = HOBREEZEET 22 —Y
— Xy NI =7 A =T == AEBRLET,

NNI - 2 OOFFELIZF Yy Y= HOBEEZRET o1y hU—27 A~
=Tz —AERELET,

Outer TPID (hex :
0x1-0xffff)

T UA—=TPID 337 v hOFEE LYV B2 OBRIZER LET, 774 —TPID
T, TUE—2 7 5VERR LT, VLAN 1D & PNEESEEE IS\ TRy RS
FALET,

VLAN Translation

VLAN a2 G 713 LEd, T, 774 X—hxy hU—7 0
BEELET =4y 7Il®D VLN ID &, ¥y —ERAT AL X DXy T
— 7 TSNS VLAN ID (A L9, 5 7 4/ MIEL T,

[ApplylZ 27V v 7 LCEFAZEALET,
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3.5.4.2 VLAN Translation GVID Entry Settings
VIANEHA T, T AX— b Ry NT—IDOZEFE LT —Z /Ny 71ZH5H VLAN 1D %, H—E R
ONA X —DFy T —27 T % VLAN ID IZEH L £7,

DT 4 v RUEFRTHIZIL, L2 Features > QinQ > VLAN Translation CVID Entry Settings % 2
Uy 7 LET:

Action CWID List(1-4094) SYID (1-4094)

Total Entries: 0
CWID

TREUCNT A—Z —DOF A 25l L7,

Action P — B R T 1A Z—VLAN ID(SVID) /347 k@ Add GEMN) & 7213 Replace (&
) ZEELET,

CVID List(1-4094) | # 7fp& 7w "pBIIE D A% ~—VILAN 1D — & T3,

SVID (1-4094) P —BERT TN ZDVLANIZH TFE A N—E LTHGT 5 £ 912 VLAN
TRELET,

ApplylZ 27 Uy 7 LTCEEEZBHALET,
[Delete Al1]1%Z 27V v 27 L CVIANE#T N —%HIBELET,
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3.5.5 802.1v Protocol VLAN

ZOY 4 RUTHFu ha)LVLAN Zb—T DR EB L O v—T ~D 7' 1 k2 )ViBINOFRE Z{TV
¥4, 802.1v Protocol Group Settings TliL. &7 1 2/ D<= /LF 7 )L VLAN ~DO%HHE L OFE U
HAR— MIKT 282570 bavORELZITWET, HlziE, =—%—1L802.1Q & 802. 1v Z[F U
MBIAR—NMIF TR LE L TRHETDHIENTEET, Vg U FANZIIBEIC/ER L7z VLAN 7L
— T RERINET,

3.5.5.1 802.1v Protocol Group Settings
WD 4 RyaFEHALT802. 1v e ha vl —7%2RELET,

WD 4 RUZFRTAHIZIL, L2 Features > 802. 1v Protocol VLAN > 802. 1v Protocol Group
Settings 7 Vv 7 LFET:

ol Vv FTortoco QLD - L

Add Protocol VLAN Group

Group 1D (1-16) [ ] Group Name | | [ Add [ Delete all_|

Note: Mame should be less than 32 characters .

Add Protocol for Protocol VLAN Group
® Group D O Group Mame Frotocol Protocol Walue (0-FFFF)

Total Entries: 0

Group Marme Frame Type Protocol Yalue

TR T A —F =D it L E 3,

Group ID (1-16) | Zv—7 D ID FK 5% 1~16 OFPH TR L £9°,

Group Name TN—THko>T, Bl ha)L VLAN 7 b— 72558 L E 3, &K 32 X
TFTOIET LTI NI L ET,
Protocol ZOHEREIL. RNy b B —NOHF AT F 7T v MEMEERL T, FRUCBES

L7 v haVOREERBETHIET, Ny haETa haLERO VLAN 2+
v 7 LET, TNNHF T A=a—5, Ethernet Il &£ 721% IEEES02. 3 SNAP % i3
WU EJ, (IEEE802.3_LLC {ZIFXIa L TR £HA)

Protocol Value TN—TDEE AN LET,

(0-FFFF)
[Add] %27V 7 LTHLWE MU ZBMLET,
[Delete All]Z 27 U7 L Cxy MY —ZHIBRLET,
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3.5.5.2 802.1v Protocol VLAN Settings
ZDOU4 L RUT, 7 FalVIANEZRELET, Vg RUO TSI, FANIER L2 EN
TREINET,

WD 4 R &R RTHITIE, L2 Features > 802. 1v Protocol VLAN > 802. 1v Protocol VLAN Settings

#7 Uy LET:
8021V Protocol VCAN Seffipgs™————————
Add New Protocol VLAN
® GroupID v @WID (1-4094) 1 802.1p Priority None v
O croup Name OVLAN Name 1
Port List (e.0.: 1-6) [ JMairs

Protocol VLAN Table
Search Port List | | Find J[[_showall  J[ Delete all

Total Entries: 0

WLAM Mame Group D 802.1p Priority

TR T A—Z =D it L E 3,

Group ID FUOFARZ Y 7 L, FRNCRE LI NV—T 1D 2R L E7,

Group Name FUOFARZ L HT Y v 7 LT, FRNCHRE LT N —THEEIRLET,

VID (1-4094) TUFREH )y 7 LTVIDZATJLET, VLAN 1D & VLAN 4 C, =—¥
— MERL L 72U VLAN Z 35 U E 3,

VLAN Name TUFARE L H )y 7 LCTVIANAE AT LET, VLANA & VLAN 1D C, =—
P—DMERL L 720 VLAN Z 350 L E 3,

802. 1p ZDORTA—=F =X, AA v F THEANIKE LT 802. 1p 7 7 + /b MESLE 2 3E

Priority TETEIICHEESNTWET, ZNZ2EH LT, 7y ORI L 725 CoS

Xoa—ZWRDET, ZOT7 4 — /L RPEESND &, AL v TFRZT ANTZZD
BREL BT 537y MR, === FHFNTHEE L7 CoS F = —I|THRE S
7,

B & F 2 —, CoS F=—, BIO, 802.1p O~ v ¥ 7IZBHT 5 aEMllE
HIZHOWTIE, Av=2T LD QS DB 7 a 2B RLTLEEN,

Port List A1l Ports DATINTE £,

(e.g.: 1-6)

Search Port COMREEFHL T, FANIHE LA — F—ERELTXTHREL, 7—7 v
List DFEFICFRTEET, R— b HE2HRRT DT, RLELVA - ESE

ANLT, [Find]Z#27 Vv 7 LET, FANIRE LA — b—EEx T Ty 1

RO T3 FKRT 5121E, [ShowAlllZE 27 U v 7 LET, FRNCHRE LR
—E AT _NTHEETHIIE. [Delete All]Z 27 VU v 7 LET,

[Add]Z 27 Vw7 LTH LW MY —ZBIMLET,

[Find]%# 27V v 7 LCANENT-FHTHRRELET,

[Show Al1]Z 27V w7 LTR&THOZY M) —%2F R LET,

[Delete All]Z 27 Vw7 L CE&CO MU —%HIBRLET,
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3.5.6 GVRP Settings

ZDY 4 RYT, AL vFN, FOMD GARP VLAN %4k 7 1 | =1L (GVRP) %5 A A+ F & VLAN #%
ERREILATENEIDERELET, SHIZ, AV VAF =y 7 EMHH LT, PVID BAR— D
PVID & =B LW ENT Y N T AN B TTHTENTEET,

D74 v R EFERTHITIE, L2 Features > GVRP Settings #7 U w7 L9

GVRP State Settings (@ Disabled | Enabled __Apply: |
From Port To Port PVID (1-4094) GVRP Ingress Checking Acceptable Frame Type
01 - 01 - Disabled | = Enabled | = All K Apply

P PV Reassigned PVID Ingress Checking Acceptable Frame Type
1 1 = Disabled Enabled All
2 1 = Disabled Enabled All
8 1 = Disabled Enabled All
4 1 = Disabled Enabled All
5 1 = Disabled Enabled All
] 1 = Disabled Enabled All
i 1 = Disabled Enabled All
8 1 = Disabled Enabled All
g 1 = Disabled Enabled All
10 1 = Disabled Enabled All
! 1 = Disabled Enabled All
12 1 = Disabled Enabled All
13 1 = Disabled Enabled All
14 1 = Disabled Enabled All
15 1 = Disabled Enabled All
16 1 = Disabled Enabled All
17 1 = Disabled Enabled All
18 1 = Disabled Enabled All
19 1 = Disabled Enabled All
20 1 = Disabled Enabled All
21 1 = Disabled Enabled All
22 1 - Disabled Enabled All
23 1 = Disabled Enabled All
24 1 = Disabled Enabled All

TREUINT A—Z —OF A 25l L7,

GVRP State SUFRELET Y w7 LGVRP ' a— NV EAE I E I U ET,
Settings

From Port/To Port | fERT %R — h_X—Z VLAN |[Z& TeR— M AZFEE L ET,

PVID (1-4094) FR—FOPVIDEID B TEASLET, 802.1Q R— FRET— 7V TIERK

THERC, FEITVLANIZEID Y CTHZENTEET, AL v TFDOT 74V b
TliE, TRTOAR—=FMVID 1 D default VLAN BEID B THRTWET,
GVRP 7 V—7" VLAN %k~ 1 b 2L (GVRP) T, AA— R 2SEYIYIZ VLAN D A LR —|Z
DX I LUET, GVRP OF 7 /v MR EIXER T,

Ingress Checking Ingress F = v 7 AT S EREBEBORR— MIBWT, ZER»7r v b
D VLAN ID &Z {54 — b VLAN 1D N2 5551, 7y M SEEES R E
T, T 74V FEREX lenable] HZHTT,

Acceptable Frame IDT 4 =)V T, A= IR ZIFTAND 7 L—2DfEEEZ RO FET, Tagged
Type Only Z 3R L72AIE, # /& D7 L—2DBZIF ANET, All 28R
LB E3, #OMNEERIIZ TR L7 —22Z I ANET, T 741k
T, ALl NAERNZ 2> TWET,

[ApplylZ 27V v 7 LCEFZ#mHA L £,
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3.5.7 Asymmetric VLAN Settings
A VLAN FE1E, 73 A MY w7 VIAN OFEEZFD 1 -DTY, @HEOFMETIE, VLANERENT
WETH 200734 2%, AU VLANZH L TEZELET, LiL, 20@;%72&%5 VLAN Zfif fH4
5L EERRBENH Y ET (7 ITA T FMERD IP 7%y b EICHBBEE, £20E, HMEMICE
W DUENS T TAT VU MNID ST 7 4 v 7 25 ET 85570 E),

/)"20)‘74’ NG ]\ ?’%?@Tﬁ“%’) IX. L2 Features > Asymmetric VLAN Settings 7 VJ v 7 L E9:

Agymmetric VLAN State (0 Disabled O Enabled

Apply

TREICNT A—Z —DOF A 25l L7,

Asymmetric asymmetric VLAN DFXEDH RN/ Bxhz iR E L £7,
VLAN State

ApplylZ#27 Vv 7 LCEFE @A LET,

3.5.8 MAC-based VLAN Settings

DT 4V RYEERLT, AL vF EITMACR—AVIANT > h U —ZEf LEd, MACT RL %
IZBEFDOFRH VLAN OWT NI~y 7 LET, #EEO MAC 7 RLRIZFE T VLAN 2~y PSR ET,
FRAJMAC X—Z VLAN = N —Z a—HP—HIHER L7281, 20— —0nbD 77 0 v 71X
FEELZVLAN ICEEE SN E T, 2070, Ko b —T, %E% MAC 7 KL 2 & VLAN OBHR%
fRELET,

/)*(0)‘74 N l\ ‘7%2\?3‘?‘5 1%, L2 Features > MAC—based VLAN Settings Z#Z U v 7 L%

MAC Address | | YLAN Name | | [ Find Il Add |

Delete All

Total Entries: 0

TR T A—Z =D it L E T,

MAC Address vy T AHMCT RLAZFEELET,

VLAN Name HAMIRE L2 VLAN O VLAN &4 2 AT L £,

[FindlZ 27V v 27 LTCANENTZNRNT A—F—ZHFT L2 ) —Z2RBLET,
[Add]Z 27V v 7 LTHLWZ MU —Z2BINLET,

[Delete All]ZZ7 Vw7 LTE&THOTZY M) —ZHIBRLET,
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3.5.9 PVID Auto Assign Settings

AA v F EOPVID BEIFID Y CTEADEITEDNLET, PVIDIE, A v TFR T4V —FT 47
BLOT7 &) 7% BT 5 VLAN T3, PVID HENEI D 4 THREDRGA X, FRNHE L
72 PVID B%7E, F721E, VIANGRECTPVID #AEH T 52 &N TEET, =2—F—NAR—FZ2VIANDZ 7
LA AR=Vy FICRETDHE, ZOR—FDOPVID L, & L7 VLAN THEH SN ET, VLAN —&
o< KT, PVID IZ VIAN —& FOREBOEE CHEEH INET, 2—P —»NFK— % PVID @ VLAN ®
BT LA NR—=2 T BEIBRT 5L R—FDPVIDIZTF 7 4/ k VLAN ICEIV ¥ TH k9, PVID
H B E NS 22550, PVIDIZPVID RECLMAE T FHA (22— —RIRIICEFE LE ),
VLAN & CIL PVID IZHENICEE SN EFA, 77 4/ MREFHEDTT,

/)/(0)‘74 NS ]\ ‘775_’2'%/7“?‘5 1%, L2 Features > PVID Auto Assign Settings #7 YV v 7 LE4:

FVID

PVID Auto Assign State * Enabled O Disabled

Apply

FRUCANT A—F =D it L E T,

PVID Auto PVID auto assign OF RN/ N Z2FHE L E T,
Assign State

(ApplylZ 27V w7 LCEE AL E 1,
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3.5.10 Link Aggregation(Port Trunking)
Vo277V F—vary(@B—h T 27)IZ2O0T

Voo 770 r—va LT, A= hoFSEHALEDE, B—ORFEIET —% /310 774
VEERLET, AL v TIE R8OV LT TN = ary I A—IHRISELET, KONV —T %
Mipk 9 5 — ML 2~8 TT,

FEER

‘) MY—=DY)V2OT7T)T—2 3 T —THORKIE. APLGMT18GTSS &
APLGM124GTSS M #H&mK 8. TNLNEIHEBE R— M2 LB YFET,

0 AUN—R—FELT, A—Y—FR—brEarRR—rFEHAFEDEDZ EITHEE
Tt A,

@ e oncmim. web i 802 X BED EORK— HERETEE A,

GM > —XTlE7IILT) X LA ip_source £f-1% ip_destination MZmE. Unknown
unicast. Broadcast., U Multicast D 7 L—LALlFAO—Koz7EnFEH A,

Voo 77— a T, HEOR— 27— LT, B—) o7 LTEET AL HICTE
FT, ZHUTEST, H—V 7 OWIRIELZ £ & O HIREN SO ET,

WE. Vo770 = a v EERLT, Y= EOFRIEEFT Ry NI =7 TS 2B DN
ITEEOT A A Xy NI —=7 DRy I R—=12) 7 LET,

AA v FTIE, R8OV I T 7V = a I —T5E &£, £/ —7132~8 DV
Y7 (R— R THERENET, JA—THOTXTOR— MIF T VLAN DX NX—THDHLERH Y
F9, £, O STPREE, I~V TF v AN, NI 70 w7 Hlf#, NT 7 ¢ v 7554, 802.1p T
7V MERERTIIFE U TRITERY FHA, R—btFxa2 VT 4— F—FrIT7—=V 7,
802.1X X, Vv o727V —2a N —7ETAMNITEERA, SHIC, £EINTY 71T
NRCRECHEET, &2 FHELTHETHILERDHY £7°,

TRTCOREF TV a v (FAF—R— MIEHT L VLWREZGAENIL, Vo770 55—
3N RRIZEH SN ET,

HEE LI N—TNOFR— MM, AfOESEBNCEASNE T, £/, ZA—7RNic) v o=
T—WBRETDHE, Xy NT—T F T T 4 w7 FZTN—TNOZOMDE— MZEVIED 3,

AA v F LYV TR, A=Y ) —Fa hapyix, Vo277 ) A= a s P N—ThH -1
7 ELTHRWET, F—FL UL TX, A=Y U —71 had, vAX—3FR— kOR— pX
FTA—H—HfEHALT, A—FaA R EFHELEZD, )/77’7)/7—~‘/a7/1/—70)4jr EXEDE
Ty AAVF RIC2ODOTNEV I T V=2 a TA—TRRESNNTWAEHEAIL, STPIX1 >
DIN—T2EKETay 7 LET, SIPIIICEY V7055 —FR—FbEKICTey 7 LET,
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/k@?{ v l\ U & F T DL, L2 Features > Link Aggregation Settings #7 U v 27 L%

Algorithm ~ MAC Source - System Priority (1-65535)  [32768

Edit Link Aggregation Information

GrouplD(1-8) | |Type sStatic  ~ MasterPort 01 » State Disabled » [ Clearall /[ Add |

Total Entries : 0

Group 1D Type Master Port Member Ports Active Ports Status Flooding Ports
Note: Maximum 8 ports in a static or LACP group.

PR T A —Z — O it L E T,

Algorithm 24/%#%7/77w~7%%mﬁéf MHE TR T DERICERT 5
T ALERELET,

ST VA Y X%, MAC Source/MAC Destination/MAC Source Destination/
IP Source/IP Destination/IP Source Destination 7> 4R L £4,

System Priority | LACP DIEEMESCLFEA 1~65535 OHIPH TR E LE T, /NS WIE SBEEN S
<70 EF, 5740 MHEIE 32768 T,

Group 1D N7 TN—TDIDFEFE 1~8 TEIR L E T,
ID O EFPITIERE I L > TR Y £,
Type TIVET A =2 —T, Static, LACP(U > 7 77V F— g Vil 7 e kaL)

OUPTNPEBIRLET, LAP 2BINT 5 & HFEBL R Tvz—v a7
TTWNT 7 I N—T 2R LET,

Master Port TNH T A=a—T, NTU I ITN—TDv AKX —KR— FEBR L E7,
State NI IN—T B ENE NI RE L £,

Active Ports T T N—T OEWERREIR AR — A RR L E T,

Member Ports N TN—=T DA N—=R— R FEBIRLES, 1| DOTNL—TITHRK8D

DFR—EFDYTHZ LN TEET,

Flooding Ports ZOR—=FTIEH, 77— R¥¥ AL~ wLFF¥ AN SLERHAAST Y M|
77T 47 LET, A— MIHBEICRIRSIET,

[(Applyl %227 Vw7 LTEREZ#EHALFET,

[Clear Al1]%Z 27 U 27 LT 4=V RNLDOETOANNT 2% VT LET,
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3.5.11 LACP Port Settings
O 4 R EMH LT, LACPHIfH 7 L —ADWMIE— R, # A L7 7 MHE

Li‘a—o

/k0)174 v RO EFRTAHI121%, L2 Features > LACP Port Settings 27V v 7 L%

From Port To Port
01 * 0

[f= DB = B RS FA R L T

Activity
hd Passive

Activity LACP Timeout Port Priority
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768

LACP Timeout Port Priority (1-65535)

-]

. R— MESEEER

Apply

TR T A—=F =D it L E 7,

From Port/To Port

BIR L7 — OB ELIR—FDO I NV—T 2R ELET,

Activity

Active— 77 7 4 7HRED LACP 7R— R, LACP filfl 7 L — L& LE L E T,
ZAUT LD LACP ¥EHLT SA AR — N 7 —T BTG U CEIIC G
LET, A= M NA—TZENTEE T 521, FHFET A 25 LACP IZxHE
TERFER Y T8 A,

Passive — /X U THRED LACP 7R — bk ClE, 41T LACP il 7 L — A & %
fETHZEMTEERA, VoI LIZAR— N NA—7"THREEL, BINICERE
T DI, LT — DTN, ANT 7T 4 T OMENRHY £7°,

LACP Timeout

KITAERE B ZAET 5 LACP il 7 L — A DZAZZ A L7 7 MR ZTRGE L
F9, 774N MEIK, [short] T,

short - LACP @x%&/l)-bj?‘? MR 2 3 RMICERE L £ 9,

long - LACP DA X A L7 U MNRFH A 90 FMICERE L F 97,

Port
Priority (1-65535)

LACP D A— NMESEEE A 1~65535 O CEHELE T,
ED/PNEVIE EELRERNEL 720 £9, T 7 /L MEIX 32768 T,

(ApplylZ 27V w7 LCEREAZEMA L ET,
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3.5.12 Traffic Segmentation

Traffic Segmentation ZfifH L T, AA v F LOHEH—KR—F NER—FDITINV—T~D KT T 4
JEHIRLET, O T 74y 7ua—k 7 A ME, VIWZHERALTET 7 4 v 7 ZHIRT 5 H
BEERITHWETN, VIWNZEOBELV S T 70 v 7 2fIRLES, Ziuk. AA v F CPUDH—
Ny REEMEFICN T 74 v 7 ZRIAT 5 H5ETT, 2OV 4 RUT, A4 v F LELOZOM
DR—RMNINNTy NEEHRETEXLAA, v T EOR— ERRLET, FFEOR—RFDOHLWNT + T —
F AT R— NEFRETHITE, BUODOR—FTINE T A ma— b JGEOR— TV E T A=
—BAR— FEBEIR LT, Wi, [Applyl 22V w7 LET,

WD ¢ v l\ U EHFHoRT DL, L2 Features > Traffic Segmentation 27 U w27 LE1:

Traffic Segmentation Settings
From Fort 01 - ToPort 01 7

Forward Partlist 1 3 4 5 i 7 8 ] 11 12
| Clear All | Select All ™ # ™ ¥ ) i i) ™ v i v ™

Forts 1,2,3,4,56,7,8,9,10,11,12,1

w
s
=

-
=)
w
ra
(=]
(]
)
]
(]
A1
(]
-

9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
, 9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
, 9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24 B |

, 9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
010 11 12 12 14 1R 1R 17 12 10 20 1 37 32 T4 ﬂ

Fo
1 1,2,3,4, 5, 6,7, 8,9, 10, 11,12, 13, 14,15, 16,17, 18, 19, 20, 21, 22, 23, 24
% 1,2,3,4,56,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
3 1,2,3,4,5 6,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
4 1,2,3,4,56,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
5 1,2,3,4,5 6,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
& 1,2,3,4,5 67,89 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
7 1,2,3,4,5 6,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
] 1,2,3,4,5 67,89 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
] 1,2,3,4,5 6,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
10 1,2,3,4,5 67,89 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24 |
11 1,2,3,4,5 6,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24 5
12 1,2,3,4,5 67,89 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
13 1,2,3,4,5 6,7,8 9 10, 11,12, 13,14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
14 1,2,3,4,56,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
15 1,2,3,4,5 6,7,8 9 10, 11,12, 13,14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
16 1,2,3,4,56,7,8 9 10, 11,12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24
5.6,7.8
5.6,7.8
5.6,7.8
5.6,7.8
5.6,7.8
5.6,7.8
FER 7R

TRUINT A—=Z —DOF A2l L7,

From Port/To Port /\/7/ NEEET AR — NHE A LET,

Forward Portlist Ny P ALTF 2y 7 NIVT, NT Y FERETEDLAL vF LOFR— &
BIRLET, ZhHOAR— ML, From Port/To Port THE L7oAR— kb
Ny NEZELET,

[Clear All]Z 27 VU v 7 L TR TRINERL ET,

[Select Al1]Z 27 VU » 7 LTRTERRNLET,

[Apply]lZ#27 U v 7 LCEREZBEHALET,
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3.5.13 BPDU Guard Settings
D74 RUAEH LT, BPDU Guard D85 A —Z — 2K ELET,

WD 4 R 72 RT HITIX, L2 Features > BPDU Guard Settings #27 VU v 7 L4 :

BPDU Guard Global State @ Enabled () Disabled
Log Status Both -
Recovery Time (60-1000000) [120 | sec[T] Infinite
From Port To Port State Mode
01 - n ~ Disabled  ~ Shutdown -~
Port State Mode Status o
1 Enabled Shutdown Mormal
2 Disabled Shutdown Mormal
3 Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Dizabled Shutdown Mormal L
6 Disabled Shutdown Narmal 3
7 Disabled Shutdown Marmal
8 Dizabled Shutdown Mormal
9 Disabled Shutdown Mormal
10 Disabled Shutdown Marmal
" Disabled Shutdown Mormal
12 Disabled Shutdown Mormal
13 Disabled Shutdown Mormal
14 Disabled Shutdown Marmal
15 Dizabled Shutdown Mormal
16 Disabled Shutdown Mormal
17 Disabled Shutdown Marmal il

TRUINT A—=Z —OF A 25l L7,

BPDU Guard Global | BPDU ' — REEAED 7' 1 — VR E 2 AN E I 1T MENIZRE LE T
State
Log Status BPDU H— Fa &R E L £ T, 2 D47 3 % None, Attack Detected.
Attack Cleared, Both 7»HEEfR L ¥ 9, Attack Detected JEIREFX BPDU 7 L
—AEBRAMOBEC e 7)) LE T, Attack Cleared BEJRIKFIX BPDU 7 L— A
LW 7771 L E 7, Both BIREHIZOE F a7 H I LET,
Recovery Time HEMEIFHIZEET A BPDU H— R U AR —Z A AZFRELET, ZOfEIL 60
~1, 000, 000 B DHPH THENLE TS, 7 7 /1 MEIZ 60 FHTH, Infinite
ZHET L EHEBER L2 R £,

From Port/To Port | REZT 2R — FOHFMIEEEL LE T,

State FE LA — NI BPDU H— RSEEDIREEZ AR FE /- I TR EL £9°,
Mode DA g3 > TBPDU H— R® Shutdown mode ##%7E L F 9,

[ApplylZ 2V v 7 LTERZ#EM L ET,

TEEE

it

0 BPDU /i — RHSBEMB AR — k Tlk. R/S=U W) — BT R TE T A,

0 BPDU /i— RSN HR ET B/84 v ML, R4 v F THHR— 3% IEEE802. 1D
BPDU (STP/RSTP/MSTP) & %2 Y =4,
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3.5.14 1GMP Snooping

IGMP AX—E U 72T 51T, £F, Ze— UL EEXAMICLE T, KIZ, L2 Features > IGMP
Snooping V4 ¥ RUZMHAL T, HEVIANZRELET, IMP AX—E L T E2HINITDHE, AL vF
X, T3 A6 IGMP AR A FA~HE &5 IGMP A v E— F72lE, IGMP 7R A h2r 67 34 ZA~iE(E
END IGMP A = IZHSNT, BEDYNLTF X v A NI —T A =~ DR— k&= 0 B
CHZENTEEFT, AL v FIXIGMP A v =V R LT RA MDD DOFITOERPETT D &,
~NAVFF ATy FOEREEFIELE T,

3.5.14.1 IGMP Snooping Settings
ZTDOU 4 RUEBHLT, AL v F LD IGMP AX— L 7 D7 a— Vi EE HEhE - I3 EC
LET,

DT 4 v RUEFRTAHIZIL, L2 Features > IGMP Snooping > IGMP Snooping Settings #7 U v
7 LET:

vir DO0P ’ - ’

IGMP Snooping Global Settings

IGMP Shaoping State ® Disabled O Enabled

Total Entries: 1

WLAN Mame

1 default Disahled Wodify Router Port

[ApplylZ 27V v 7 LCEHAZEA L £,
[Edit]Z 27V v 7 LTREANZHHRELET,

[Edit]Z 27V v 7 LT, 2O 4 RUZEB&£d:

1| DOP L - L

WLAN 1D 1 WLAN MName default
Guerier Expiry Time 0 sec Guerier IP 0.0.0.0
Max Response Time (1-25) sec Gluery Interval (1-B5535) sec
Last Listener Guery Interval {1-25) sec Robustness Yalue (1-255)
Querier State Disabled A Fast Done Disabled w
State Disabled v Querier Role Mon-Querier
Wersion 3 v
<=Back ][ Apply

TR T A —Z =D il L E T,

VLAN 1D VLAN ID & VLAN 4 T, 2—H —MN IGMP A X — b VR EZZHE L=\ VLAN %
AL ET,

VLAN Name VLAN 4 & VLAN ID T, o—H =N IGMP A X — b VR EZZHE L=\ VLAN %
AL E T,

Querier Expiry J ) —FHRE AR R L ET,

Time

Querier IP Xy NT—=7 @O IMP 7 =) — L LTEIET ST /34 ZAD 1P 7 KL ATY,
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Max Response

AU R= O L= b E R ORI & AL TR £ T, 1~25 Bofiiz

Time (1-25) ELET, 740 ML 10T,
Query Interval IGMP 7 = V) — %3R5 T BRI RIMR 2 AL CRRE L £ (1~65535 ), 7 7+
(1-65535) U M 125 BT,

Last Listener
Query Interval
(1-25)

TN—THE 7T — X o=V O KEREREZEELET, &L LTO
BETIN—T A=V EELIEZbOEERET, T 74/ ME1TT,

Robustness
Value (1-255)

WESND /7y b RS> T, ZOEKEZFELET, VAN Loy v b
HAREN D ERRES NS BHAE, B8R P RABREE LT, S b
2 ADHENIRIETEDL LI LET, 1~2B5DEERELET, T 74/ k
X2 TY,

Querier State

HHEERL T, IGMP 7 = U — "y hOBEEANCLET, F2ik, B
FIBIRL T, IGMP 7 =) — "7 FOREEZENCLET, T 7 4 /V MITES)
<7,

Fast Done

ZONTA=Z =T, mElBEREZ AN L £, ZOMEEEZ AL T,
ZA o FI IGMP PLELR— 57y hEZETEE. v AFF¥ R kI L—
TDORAUNR—PDN T NN —THELIIETCXA L5 I LET KA L NN—7
VA~ EREDY FHA), T 74V MIEHTT,

State

HNEERL T, IGMP AX—E 72 LFET, T 74/ b TiL, EHT
7,

Querier Role

ZOmAWMOEH T 4= R, 72—y NEFHOAL v FOEMEE
MHLET, 72U —3, AA v FBIMP 7 =) — Ry hakfE+ 52 L%
B L9, Non—Querier X, AA v F N IGMP 7 = — 34 v h &2 EE L
ZEERLET, 72U RET 4 — L RERRET + — L RZHIIZEID B %
L, ZOT7 44—V RF7 =) i EaARD £7,

Version

AA v F ETHHATS IGMP X—Ya AR ELET, T 740 MEIZ 3 T,

[<Back] &7V 7 LTLHEIOY £ > RUIZED £,
ApplylZ 27 Vw7 LCETEZ@MALET
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IGMP A X —t I —H —iR— FNREZZEF T 5121, [Modify Router Port] NA X—1 7 %7

Uy LET,
T DG RO PO g T ———
VLAM ID 1 VLAM Mame default

| Select Al | Clear All Static Router Port:

B 2 3 5 5] g 20 21 22 23 2
- - L - - L - L) - - o ) L L ] ) L] o ) -
| Selectall | Clear All Forbidden Router Port:

w e e e e e e e e e e ww e @ aw s s ss

<<Back Apply

PR T A—F — D@ it L E T,

Static Router ORI a AT TFFRy A RGO —F =R END EOKR— R &
Port WBETHOIHEHENET,

ZhUE, A 05k E ATy RRETOT R ha b b P
FX v A MpIEONV—F—|ZB#ETHZ LB RIELET,

Forbidden OB NI TF XY A SISO —F =R IS N WO R —
Router Port FHRETAZOIERAINET,
THUE, LI A—H — B "B —TF 4 VS - 2y N EEEE LR
ZearfRit L E T,

Dynamic Router | XA F I v ZICRESINTZN—F—KR—FeRRrLET,
Port

Ports Jo—H— « R— MNEEIZZEN D EZE D DO 7R — b2 fH 4 [TEIR L T
<TEEW0,

[Select Al1]1ZZ7 VU v 7 LTETERINLE T,

[Clear All1]1%Z 7 VU v 7 LT TERIMRL E,

[ApplylZ 27 Vw7 L CERELZMA L FET

[<Back]Z27 U » 27 LTURIOY 4 > FTIZRY 7,
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3.5.15 MLD Snooping Settings

MLD AR —E > 71 IPv6 IZFI1T H AX — B ZHERE T, IPv4 12T 2 IGMP A X — ' 7D L 9 ITff
HALEST, INEFEHLT, A TFTFXFXY AT —FZERLTND VAN EOR— FERERL 9, &
RUTZVLAN BIZH LT X TOR— MV TFXRY AN NT T4 0727 Ty RT25H0DIZ, MLD A
X—EUTTE, BRLTWAR— M EwLTIFY AR RNT 74 v 7 OEETLICLVIERE N7 =
U= LAR—=b2E, ZEEHFLTHIR—FETICAT Y A NT—F 2limk LET,

MLD A X —E > 7 % ELTT DT, =2 K/ — K& MLD /L—F —DBETEE S5 MLD HlfH7 » K
DVAY—3H D EMRLET, ZONL— "BV TFFXYANNT T 4w 7 ZERLTNDZ LN
He AL T, TON— MIEHSEBERE SN TWALER—FEELW IPV6 v /L F X v A M T —T7/LIT
BALT, EOR—NMNIIAVFXXYANNT T 4w 7 EBEELET, ~ATFTFYAM—T 47T
—TNDOZDxT b —F, A—F, VLAN ID, BXO, BEE#HT L~/ FF¥ Ak IPv6 v /LFF ¥ A
NIN—TT RLAZEEL T, ZOR—"ET 7T 4 T REBZTR— BB LES, 7774
TRHELZITR— NI, VT XY A NI N—TFT—HeZETELLODHRTT,

AHEEIL, MLD AX—E L IR =g 01 3= g 0 2 1T L TVWET,

FEER

@ "o Rx—EVT—Cav20Y=RT LBy LT EERRY R~ TT
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MLD HRA v E—

MDD AX—E LI NR—= 31 TRLTAAA A TIEEORA v =N EEEINET., 206D 3 D
DA vE—FFT T, 320 ICMPv6 /37 b~ &2 — (130, 131, 132 DT~ fFNTWET) TE
ZLET,

(1)

(2)

(3)

NTFXY AR AT =T 2 — NR—=T g1 - IPvAD IGMPYV2 RA AL NR—= T2 —
ERLTWET, IOMPVE 37y b~y A —NT 130 DT ~ULRFNTNET, —F —ZZDA v
T—UEEEFELTC, AT HFXY AT —FEZHERLTWDH I 7 OFBERS LET, L—F —Id,
2HHDOMD 72 =Xy —T 2 AR LES, K72 —Z2EHLT, v FFx AT —H
BT RTORFLZITAR— MIEET RN ET LIV TF XY A RT RLRET T RARK
ARXLET, vATFXF¥ A M) —%, EHPTET LIEREOYNVTF XY A RNT RLAET
RANZAZXLET, IO 2FEEADA v =V, IPV6 A~y X —IZHDHNTFX¥ A NEELET R
LRAESNTFFXFY AN A= 2 — A=V NOZLTFFY AT RUAT#EHBILET,
VNFXF Y APY ZAF—LR—F, RN—=TV a1 - IGMPV2 DR A R AL NR—2 y FLR— k&
TWET, ICMP X7y b~y X —NT 131 O T ~URFNTNET, FELZITAR— MI, LT
FYAPMIAFT =T 2 =R =TV ~DIFET, v LF XY ART RLANLYLF Xy AT
— A EZETHI L EMETLIELAAL v FITH L CEELET,

~ N FF ALY SR - IGMPv2 D7 V—T R A v =T LEITWET, ICMPv6 /X7 s
v HE—=NTIR2 DT NN TNET, ZORXA V=V EETHOER, FEOLF ¥ A b
TN—TT RLANLDYNLTFFXY AT —HDOZEEZHLEET, ZOT RLANSLD /LT Fy
ART—=HIZEL, BEEOFELRZD~NVT XX A MELZITAR—FTT, ZORXvE—V2%(E
THEHEOILVTXXYARNIN—TT RLADPLDOYLVT XY ANNT 7 4 v 7 2 ZOFRHL%
FAR— FBRETHZ 2P IELET,

MLD AX—E L7 NR—=T g2 TliE, A ABT2EEDOA v —UNEEEINET, ZhbHD2
ODA ytE—UE, 2250 ICMPv6 7347 b~y Z— (130 BEL OV 143 DTN NTNET) TEFR
LET,

(1)

YLFFX AP AF =T Y — NR—=T g2 - IPvd D IGMPY3 AL NN— w772 — LT
WET, IOMPV6 737y b~y Z—NT, 130 DTN TWET, L—F—ZZDRA vb—
EEELT, AT XF Y ART—HEERLCND Y I OFEEBELET, MLD AX—E 7
N—=Da 2 TR, V—F—TROIFFDOMD 7 =) —RX vt —TV%AERR L ET,

) —&—F, —K/7=)—Avt—TFFELT, 8Lz 7 R A F—0nbb~v L
?%?XFTFVX%%ELif — 7 = —TiE, ~VFHFXY AT FVAT 4 —)L R
EEEFETTOH T 4 — NV RIZ0IZRESNTWET,

2) /1/~5' T, SV TFXFXY AT RLAFRE 72 — A o=V 2 EF LT, #Lic) v’

WCRED~VNT XX ARNT RLADY AT —RHENE I DEFELET, /LT Fr X
h?%vz%ﬁ?I) — T, VT XFXY AT RVAT 4 — )L RIZ, V»—F—DHL0H
HINTHRXY AT RUABRGENET, EETOET 4 — /L FIZ0ICRESNTNET,
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3) N—F—E, LT XXY AT RLABIOEEREZ =) —2E#F LT, #Lizl v
7 BIZ, EDOYNAT XX AT RLADIRE L —EIZHDLEFEILOY AT —RNbbHnE
oﬁ%%ébiﬁ}~VW%%kxk7kvxkiU%@ﬁ%ﬁ7i) T, ~LvFHy R
KT RVAZ 4=V RIZ, V—=F—=PELOHDLZLT XY A NT RLARGENET, &
BT RVAT 04—V RiZiZ, v—F—PBLOHLEETLT RLAREGENET,

2) sNTFHXXx AP RAF—LAR—F, RN=T 322 - IGMPV3 OFEARA L NR—=2 T LR— k&L
TWET, IMP X7 b~y X —HNT 143 O T ~L RN TWET, £F5HZIFR— NI, v LT %
Y AR AT =2 =X =T ~DIFET, AL vFIZHH L, ¥VFFX¥ AT RLANL~
NTFFXY AT —HeZGTHI L EamLETHAvE—VEEELET,

O A4V R EFEHLTC, ALy F ETMD AX— U 7 2HMI LT MDD AX—' 2 7V OREL
WELET, MLD AX—E U ZREAZFNCT HITIE, MLD AX—E 2 7 7 a— LV EILH D
[Enabled] Z3&IR L, Wiz, [ApplylZE 27 Vw7 LET,

DT 4R ?’E%Tﬁ“é 1X. L2 Features > MLD Snooping Settings #Z7 VU v 7 L%

vILL) 0opINg Q

MLD Snooping Global Settings

MLD Snooping State O Enabled @) Disabled

Total Entries: 1

WLAN Name

1 default Disabled Modify Router Patt

TR T A—Z =D it L E T,

MLD Snooping MLD Snooping Global Settings T/ B — NVEREZABNFET-ITEEDIHREL £
State 77,

[Applyl %227 Vw7 LTEREZMEHALET,

[Bdit]Z 27 UV » 7 LTATHEHOT b ) —ZEELET,

BEfFOT M) —Z2RET DL, ST LEdit] 227 ) v 27 LET, ROU 4 RUBRKRRENE
—a—o

vIL L poping oe 0

YLAM 1D 1 YLAN Name default

Guery Interval (1-B5535) sec Max Response Time (1-25) sec
Rohustness Value {1-255) Last Listener Query Interval (1-25) sec
FastDone Disabled A State Disabled w
Wersion 2 Querier Role Mon-Gluerier

<=Back ][ Apply
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PR T A —F — O il L E T,

Value (1-255)

VLAN 1D MLD A X — V&' JRE&R AR % VLAN 1D Zakhl L £7°,

VLAN Name MLD A X — & VR E AT 3 5 VLAN £ 2% hl L E 97,

Query Interval 7 —f@E7 4 —/V REFEH L TOMD 7 = VU — %1553 5 RefE] R 2 #D HAL
(1-65535) TRELFET (1~65535 7)), 7 74/L M, 1256 B TT,

Max Response AL N= 5D VR — N RO KR 2 AL CIROET (1~25 ), 7 7 +
Time (1-25) U RE 10 BT,

Robustness VIAN ED 87 v ha 28 E W EHEE SN DAL, n R R R ALK AEL L

T, X7y b AOEINCHETESL L2 LET, T 740 ME 2 TY,

Last Listener

Query Interval
(1-25)

TN—THE I T — X b=V O KEREREZEELET, &L LTO
EETIN—TRA =V E L DEERET, T 74/ ME1 T,

Fast Done ALy FHMD BPHEL R~ k37w hEZETHE, v AF XX A R A—T
DA UNR=PNIN—THEHIIPETEDL LI LET K AF—7 Y
—HRILED Y EEA), T 74/ NI T,

State MLD AX =V 72 HELITHEMNILES, 77 4/ NI T,

Version MLD N— g U AF RSN ET(Z 2 Tld. ZBFEA),

Querier Role

D7 4= I)VRIE, 72—y NEFHDOAAL v FOEMEEZTIH L 97,
I —F, A v FNMD 7 =) — "y bR ETHZLE2ERLET,
Non—Querier iZ. MLD 7 = U — X% v M EZEE LW L 2EWR L £,

[(ApplylZ 27 Vw7 LTERZ#A L, [Back]z27 U v 7 LTHWIIMLD Snooping Settings] 7 4 >

RUIZRED 97,

[MLD Snooping Router Ports Settings] Z#ZH § 521X, [Modify Router Port] /A /N\—V 7 %7

Vw27 LET,

D Snooping Router Ports Settings

VLAM 1D

il VLAM Mame default

| SelectAll |

Clear All

L L L
| Select all |

Clear all

Static Router Port:

«<«<Back Apply

HETLHNL—F—AR—FZ2@IRL, [Apply] 227V v 7 LTERZEHALET,
BR LT R TONL—F—KR— N EHEETLHHEE, HIGT 5 [Clear All]lZ27 Y v 27 LET,
[<Back]Z2Z V>~ L. [MLD Snooping Settings]™” 4 > KDIZREN £,
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3.5.16 Port Mirror

2L v FDIR—F ETCEZELE7L—Lb% a2 —0LTC, aP—%OR— MV FA L7 b5
ENAHETY, A=T77—CRMON 70 —7 72 EOERT S A A% 2 T —R— MBI T, x5
A— M@ 53y MIBET 2R R LET, ZOMRERIL, Xy NT—7FHS NI 7Ly
2—T 4 T DB E T,

WD v R EFRTAI21E, L2 Features > Port Mirror 227 U v 7 LET:

L

Iirrar Port State @ pisabled () Enabled
Target Port 1 -
Source Port Sniffer Mode

Source Port Settings

Sniffer Mode 1 2 4 [ 7 3 l 0 1 12 13 14 15 16 17 13 19 20 21 22 23 24
Tx @llglliel el leleellelel el el el el ellel el el el el el el e @
Rx ® 0 O @ o 0 @ @ 0o ©o @ 0 o o e o o o o o o o o
Bath elNel el Nelelel el Nellel el el el Nelel e e el el el e e el e
None ©E e e e e ) el e o) el el @) el e el (o)) el (o) (o) (o)
Tx
Rx
Apply

TRIZI T—AR— FOREFIEEL TR L £,

(1) I7—=FR—bOREELAMEHELET

2) Z—=7y PAR—bZERLET, =7y bAR— MIXELTR - b abt—2%ELET,
(B) HETXAR—PZERLET, HMELFR-PDET7 L —L22XEFLET,

(4) [ApplylZzZ Vw7 LTEREEZAZZLET,

FEEE

O o7rur—vavk—rEzs—uLTEBe. LeFRE—rORTE
S5—RELTRELTEEL,

-~

EEITL—LDIF—)UITR.BTHELIL—LDEZEEBZEET L—LOVLAN
RITHFEITL—LTEIZ—) VI LET,

Target IR— FIZVLAN A7 H A ST S15E., Target IR— MIZEHR LI=T/84
ANEDTL—LALIZVIANAHIZERENET, 7HA4 2 VLAN ZHIBRT 52 &I2K Y
Target R— b D I L—LERFEBT S ENTEET,

-~
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3.5.17 Loopback Detection Settings
N—TBh I ERE AR E L E T,

WD 4 R ERRT HIZIL, L2 Features > Loopback Detection Settings #27 U v 7 L£7:

Loopback Detection Global Settings

State ® pisabled O Enabled Interval (1-32757) sec
Mode FPortBased v Recover Time (0 or G0-1000000} G0 Sec
(__spply ]
From Fort To Port State Method
01 v| |01 v|  Disabled v |Shutdown v

Fo Loopback Detection State IMethod A
i Disabled Shutdown Mormal
2 Disabled Shutdown Mormal
B Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Disabled Shutdown Mormal
6 Disabled Shutdown Mormal
¥ Disabled Shutdown Mormal
8 Disabled Shutdown Mormal
B Disabled Shutdown Mormal
10 Disabled Shutdown Marmal v

TRUINT A —=Z —DF A 25l L7,

State (Global) AL FON—TBHIEEZ BN FE 21X L E T,

T 7 v NREILESTT,

N—TBHIEBEREIC L 0 V—T B L TV DIRIE Tl AREEE D console LED
Z PR S E % LED R It ke 2 2 L T,

Interval =T ERERES G e AR — R BIRE &SN D — TRk S v K (CTP -
(1-32767) Configuration Test Protocol) &G (F)) #5%E L £7°,
BOEHIPHIT 1 ~82767 T4, 77 /L MEIZ 10 T,
Mode A= hR_N—=2F— F& LTA—T7BEEEREEL £, A— X=X E—
RCIE, V=7 En5 &, A— MIEDTR Y 7,
Recover Time N—TRAREN D BEVEIHE COR () 23 E L E T,

(0 or 60-1000000) (0] Z5%E L7z a . BEME RN N2 5 72O FENC L HEIASLEIZRY

9, FEITEHIBIEA851. Loop Port State [Disabled] (%)) B L
Enabled] (FH%h) OFETHHLL 7

FREHIPHIX, 60~1000000 T¥, T 7 4 /L MEIL 60 B TY,

From Port/To Port | v—7BhILEREZRET DA — Mz EL 9,

State (Port) BESNTAR— NOL—TFhIEBEREZ B E - IX R ELE T, 77+

U NEREIT IR TY,

Method — TR IEERE A 3% E L T2 AR — h DL — TR E 4 shutdown (AR — b 2

9 5) £720E drop Ob—T7 AT B0, A— FHELRW) O EL LN ERE
LET,

[Applyl %27V v 7 LCEFZmHA L E7,
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FEER

IL— TR #EEL. #EEBICEA SN-IL—TRMNT Y FEBEBAR— TR
ETHETIL—THRUAOEHMLET ., COIL—THRE/ Y M, Tag VLAN [Z(E
HELTHEYFERA, (Tag R—+TH Tagff5SnIFI2EHEINFET)
FD1=8. xtAE TERE T HIZ(E Native VLAN ZRE T IHEAH Y FT,

- ver.1.00.00 AT TIE, W—THRE/Ty & TBEHKR—FTRIE] §52¢L
TIL—T#@AMLET,

-ver.1.01.00 LIETIE, L—TBRE/NTry & TBEBEAR—FTRIE] 35C
ETIL—TEBRMLET,

O Lo s U L — e CONSOLE LED SaikiEnZh Y 4
Ul FRRAAEE & B8 12 1% LED Sk 6 MBS B & h T
- ver.1.02.00 LART T, JL—74%0 L T+ CONSOLE LED IFHiE L F£E A,
-ver.1.03.00 LA Tl&., JL— 740 L TULVS4RAE T CONSOLE LED M L F9,

0 W—THHEBEEICTIL— TR LI5S FONL—TREAZIMYBROTTEL,
V= TEEIREMN S ) H/N ) —BRE (T 74 )L + 60 #) #3895 & BENMEIRLNT
NET, L—TKRETHIEE. ROIL—THRMET—HNLGIIL—TERELGY,
2y FI— RENFREGKREIZEY FT, L—TREFRZRHICHETEAL
BRICIE. BERERZENEIT SV AN —BEOM) Z&REL LT, FHEMIC
BRESNDCLZHELFT,

88/222



3.5.18 Spanning Tree
A4 v FIiE, STP, RSTP. MSTP lZxhits L CWET,

802. 1Q-2005 MSTP

MSTP /%, IEEE 22X 2 =T 4 NEHRT DK T, MSTPIC LV, HEDOVLAN ZH DY ) —( X
— Tz =Ry T TEHIENTEET, ZHICED, Xy M= RIETEEDO AT = 1 2t
LET, LEBR-ST, ZNHDOMSTP KT, b T 7 4 v 7 AT EDHL, B—DAR=2 7Y ) —A
VE—T = ARMEL T, KL VAZ L ADBE LW R Y — A2 E N TEE T, I
HBOVIAWHOZ L—AE A v #—axy b7 U vy VRT3 DOANR= 7Y ) —7 "1 k2L (STP,
RSTP, MSTP) DWWz LT, TIEC LI ET,

Flo, ZO7a b aid, BPDU ATy M T 2FTHDT, ZIET /3 AL, A= T7Y)—A
VAR A A=Y ) =i, BRO, EOIZEET S VLAN AR & 9, MSTIID TZ
NEDOA AR AN LFET, MSTP T, VT T NANR= TV ) —%aE 7 v KA X —F
JVANR= 7 Y —(CIST) & #fe LE 9, CIST i, 4 MSTP #fif# & & O KIKik 2 BEIRIZIRO T, &
VINANR=Z YY) =T TTH 1L OORETY v UL LTRRSINET, 207D, B b VLAN
WZEI B TONTET7 L—A1F, Fy NT—7 EOFR BN, S #iAN TR D7 — v — b & i
NDHDT, VAN F7IZDORNIEANR= 7Y ) — % ERT HEOEH O T —IZbLT, 71—
L B HE T TE 7,

Xy hU—2 ETMSTP 2T 548 A4 » FIZiE, BH—D MSTP R H D £9°, T OMBITIT, K’

D3I ODEMENRH Y 77

(1) K 32 FOHRETILFHITERT DA W4 7+ —/V Ricd 5 [MST Configuration
identification] CEF L E£7),

(2) KL EYa BB (2T, LEY 3 UL W AT W TUWET, [MST Configuration
identification]V 4 > R7IZH Y £9),

(3) 4094 =1L A2 " T —T N (Z ZTlL, MST Configuration identification]™” 4+ RN T VID —
B LTERSNTOVET), ZOT =TT, AL v FRxHET 5 4094 fll D VLAN % Z 1 E i
VI oA U RE 2 AIZEEMTET,

AA T ETMSTP BBEZ 3 21213, RO 3 SO TFIEIZHENF T

(1) AA vFZHZMSTPICERTELET(STP X"—Y 37 4 —/L KO[STP Bridge Global Settings] ™ ¢ >
Roich o £9),

(2) MSTP A L AZ U ZADIELWANR= 7Y Y —BEEZ ANJ) UET (Z ZTlik, MSTI ID B&RET 5B
(2, [MSTI Config Information]” ¢ > K7 CHEIEE L L TERSNLTOET),

(3) HHT D VLAN |L MSTP A o AF A ID IZEBMML £ (Z 2Tk, MSTI ID 3XET HBERIZ, [MST
Configuration Identification]™” 4> KT VID —E L L TERINTVET),
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A— N EBBIRER

3 OoD7 kAN OERENT, HRERE~OR— NOEBHILEE, ZOEBEZ bR Y —HNOFR—
b OBEE(FEET D, F2ITHEE LW IZBIRRAT T 5 515 T9, MSTP & RSTP TlX, STP THEHT &
BIRRE(IEZ), 7 r o X7, [HH20) 2lMAaabe T, B—0ORE(T 4 A —T 10 7)) ZEk L
T, WITNOHE L, R— MIry balaE LEH A, STP R— MEBIRE (L), 7o vk 7
FEHE2F) . E 720X, RSTP/MSTP AR— MRRE (T 4 Al —F ¢ 7)) 1ZiE, BB LOEWEIH Y £H A,
R—=HMI, FYy b= bR —NTT 7T 47Tl 8L, FTOEIZ, 35071 b3k
AR — MEBIREEDE WA R L TWET,

3 o007 u hanit, FAUFTETEETS b Y —%2HHLET, £ 7 A MaILV— b7V v
VADH—NRANHY £T, TTOTY v PIEBPIU N v FERFELZITET, 7272 L., BPDU IE., 4%
Hello /N7 b & —#fIC, BEIZEEINET, 1 DO BPDU T v RRZAE SN oT2GA TS,
BPDU /N7 MIEEESNE T, 2070, 7V v VHOK T 713,V 7 OREOEELZITET,
BRERINZIZ Z DEWZ L > T, V7 0RMEZFRIBHE L, FARr Y — Ol iz o723 0 £
7T

MSTP

HE2) HEZ) HE2) 7L 2L
F 4 AT —F TAAN—T 4 | Tayx T L 7L
a4 7

T A AT —T TAAR—T 4 | FHFbHxT 7L 2L
P 7

Ea FH FH 72l HY
T T =T 4 THI—=T 47 | TxT—=T 47 | HY HY
Ve

RSTP CTlx, 74V — RIRE~D XV @l BB N AIRETY, ¥4 ~—REIITAEL SvEd A, RSTP
YEPL T U » IX Z DO RSTPYERL T Y v PV I NED T 4 — Ry ZIZEASNE T, R— M,
74U — MREBIZERT AR, MY —RNLEET 502 OUNEITH Y A, ZOEEER
DI=HIZ, 7B FaVEFRO 2 OOFH LWEKEZAR LET (v PR—FBXOHRA » Y —RA v
~ (P2P) "— 1),

Ty VH—k

Ty UR— NI, V=T EERTE RN T A MIEBESER SN TV D AR— T, B, H—
DU —J AT —v a VNIEEER SN TWAR— N ETY, =y VAR—hE LTHRESNLTNAR
— MI, FOZTREBELFERBIIROTIZ, EBIC7+ YV — FREBICEBLET, =y PR — MI,
BPDU /3% FEAZETH L, BEHICHFED A= V) —R— MR £,

P2P A— b

P2P AR— F & BB IR S LET, PP 2EH L CEOMDT Y » DI2HEBE L £ 9, RSTP/MSTP T
X, 2@ HE— FTEMET 2T XTOR— ME, FHEEFLRWIEYD, P2PAR— &R EINET,
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STP/RSTP/MSTP F.#uk

MSTP ¥ 721X RSTP 1%, LW —2EE

CHEBMENDHY £, F72. z%@ﬁ”miBmUN#yk%sw

JRUCHBEHE L £4, 72720, STP ZH+ 587 A h Tk, MSTP 721X RSTP O & #iER .

WEE hAr U—EHRHOFRITH Y A, T,
Z BT LT RSTP F 7213 MSTP A2 fH+ 23812,

v baui, B AN EOLY /*-%%
~ ATV —ya AT AESERIEL ET,

STPIZKD 2 DD L~LTEWEL 9

(1) AA v F LUV T,
(2) A— bk L~ULTIL,

3.5.18.1

BREILZ a— VA S E T,

RET, F—bhOax—HV—EFERIN—THICEHINET,

STP Bridge Global Settings

DT 4 RUTIE, STP 7Y v oD 7 a— LR EEITWET,

KDY 4 v Ry &R RTAHITIL, L2 Features > Spanning Tree > STP Bridge Global Settings % 7

U /7 LET:

Sriage Uba

STP Global Setting
STP State

STP Yersion

Forwarding BPDLU

Bridge Max Age (6-40)
Bridge Hella Time {1-2)
Bridge Farward Delay (4-30)
Tx Haold Count {1-10)

Max Hops (6-40)

@ Disabled O Enabled
RETF v

Enabled

sec

2 Jse

ser

Dtimes

20 Jtimes

TRUINT A —=Z —DF A Z il L7,

INT A —
STP State

A
STP Z AN E T T ERNTRE L E T,

STP Version

TNET A ma—=nb, AL vTF ETHAT D STP D=V 3 VA2 RINL E
T D3 ONBEIRLET,

STP - STP % 7 m— N LICERELET,

RSTP — RSTP % 7' o — )L ZRE L £,

MSTP — MSTP % 27 1 — )LIZERE L £ 7,

Forwarding BPDU

ZOT 4V RIE, BPDU Yy NS E A I LET, T
MIERHTT,

Bridge Max Age
(6-40)

Max Age ZFE L C, HIVMERB R Yy MU =27 NOTLE/SA Z i@ L CRBEHNZE
BEL2Z2ED0E5, HLWERPADNCTHESND L IICTDHIENTE
F9., ZOMEIFIAL— TV v P THRELET, ZOMEEHEHLT, A v FD
AR= 7 =B EER, 7V v P LIz LAN EOZDOMOT A A L[E o
ED izl Lk 3, EOHIRNEIIN S E TITBPDU 23— h 7V » Pinb A5
SNBWEETE, A v Fid, BHDBPDU #Z DDA A v F~EEFEL T, v
— b TY oD I EEFALET, BHEVDAL v FOT Y v BT
BNOEGEX, TDOAAL v TFPR— R T U w20 9, 6~40 B D3I L
F9. 774N MEE 20T,
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Bridge Hello
Time (1 - 2 Sec)

Hello Time IX 1~2 M O#iH CTHRE L T, Z DfiilX Root Bridge 75 o
A v FITEESID 250 BPDU /37 v h OREEFNE CTJ, Global Bridge Hello
Time |X STP/RSTP &— R TCTEIWEL CTWAHEAICDOHRREARETT,

Bridge Forward
Delay (4-30)

RIS RAEY 4~30 POFFATHRELE T, AM vTF EOFR— NI, 7evFr
TIRENS 7+ U —TF 4 U 7REBIGER T 50, ZORERFRGHLZITIRIE L
w0 ET,

Tx Hold Count
(1-10)

MIRE I I5E S5 Hello N7 OB EZRELET (1~10), T 74/ k
16 T7,

Max Hops (6-40)

AA  FREET 5 BPDU X7 b EZFEFET HATDO A= 7Y U —#HNOT
WA RABDOR Yy T7OREFRELET, "y T hU 2 N EOARAL vFIL, ERO
WZRDET, Ry T hae 1 TOW6 LET, 01272 o5728A . BPDU X7
v NEBEEL T, A— MHIRE L W ERITENC 22D £9, Ay o
>V ME6~40 OFFTRELET, 7 74/ ~ME 20 TT,

[Apply]l 227V v 7 LTERZBMHA L ET,

FEEE

(’Hﬂmﬁﬁ@\%ﬁ149$U§<¢éCt@f%$ﬁho%k149$U%§<
TBE. IS—ARELES, LRONSTA—2—4FFET BEICIE. ROFE

[ZHEWET,

BAIAD
BARIAD

<2 x GREEE - 1)
> 2 x (Hello BR8 + 1#)
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3.5.18.2 STP Port Settings
DU 4y RUTSIP OFR— MREEITVET,

WD 4 v R &R R AHITIL, L2 Features > Spanning Tree > STP Port Settings #27 U v 7 L%
g

Frarm Part 01 w To Port

External Cost {0=Auta) D Migrate Bs Edge
P2F Port STP Enabled Restricted Role

HARRE
< <

Restricted TCN Forward BPDU | Enabled v
[_apely ]
Fart | External Cost Edge P2FP Fort STP Restricted Rale Restricted TCM Forward BPDU | Hello Time |
1 Autos200000 Autoito Autoiyes Enahbled Falze Falze Enahled 202
2 AutosZ200000 Autoito Autoiyes Enabled Falze False Enahled 212
3 Autorz00000 Autaita Autarves Enahlad False False Enahled i
4 Autos200000 Autoito Autoiyes Enahbled Falze Falze Enahled 202
a Auto/200000 AutoiMo Altorves Enabled False False Enabled 212 L
fi Autorz00000 Autaita Autarves Enahlad False False Enahled i
7 Autos200000 Autoito Autoiyes Enahbled Falze Falze Enahled 2 K.

Port field : M=Trunk Master ; T= Trunk Member External Cost, Edge, P2P and Hello Time fields ©  Value1Value2 Malue1=Configured
value ; Value2=Actual value)

MST MBI STV ALEEIE, RO T 4 v RUBRERRINET,

From Port o hd To Port

|01 "l
External Cost (0=Auto) D Migrate IYes "l Edge IAuto "I
P2P Iﬁ.um vl FPort STP IEnabIed "l Restricted Role IFaIse "I
Restricted TCN [Faise =] Forward BPDU [Enabled =] HelloTime (1-2) [2 |sec
Apply |

Fort | External Cost Edge P2P Fort STP Restricted Role Restricted TCN Forward BPFDU | Hello Time | =
1 Autol200000 Auto/Mo AutolYes Enabled False False Enabled 212

2 Autol200000 Auto/Mo AutolYes Enabled False False Enabled 212

3 Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 2/2

4 Auto/200000 Auto/MNo Auto/Yes Enabled False False Enabled 212

5 Autol200000 Auto/Mo AutolYes Enabled False False Enabled 212

G Auto/200000 Auto/Mo AutolYes Enabled False False Enabled 212

i Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212

8 Auto/200000 Auto/Mo AutofYes Enabled False False Enabled 212 Ll

Port field : M=Trunk Master ; T= Trunk Member External Cost, Edge, P2P and Hello Time fields : Value1/Value2? (Value1=Configured
value ; Value2=Actual value)

AA v FTHATHAR= TV ) —F, FHR— BTNV —T %R L Ed, STP 7 L—TD)— |k
R— NI, A= MERELR—Fa X MIESEEIREN, STP 7 V—THNHOTE) v 7527y 7 L
F9, STP 7 v—"1%, VLAN Z N —TIZkendT DL O ERTHIE2HEREL 5,
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PR T A —Z — O il L E T,

From Port/To Port

ﬁ?ﬁbtd‘ FBIEELR— P DI N—T R ELET,

External Cost
(0=Auto)

External Cost — /X7 v F&fEE L7zA— b —EITHEET DO/ =22 A b
ERITAN) w7 2ERLET, A—FIT X MNIHIIWIZEET S0, £
E. ANV ZETHRETEET, 774/ MA 0 TY (Auto),

0 (Auto) - A=A FOFKE 01X, 7 v a2 —ENOFEE LT-A— h~ig
KT HHEZ BB E LT, A2 RELLET, 7740 hOKR—
k=2 ki 100 Mbps AR— k= 200000 FHE v FR— K = 20000

1~200, 000, 000 DEIZEFE L T, AEEa A 2RO FT, T/ hEWE L
2y NIRRT DR — FOERENEL 2 £,

Migrate

ZDOIRT A —=H—H YES IZRET D &, AR— MMEIBPDU X7y R&fDT Y
UNEE L. STPIEHRAERT D L O ICRESINET, RSTP IZERE STV
HEE . AA— FE 802. 1D STP 76 802. 1w RSTP £ TRATTX £,

Edge

True #ERT, A—hMFI=vVAR—FrEeLTHREENET, 2ZFEL, hFrY
—DEFIZ LS TA—TRADRREMENELD E, Ty VR—FELTOE
BEaRNET, £/, Ty PR—FTBPIU Ny hEZETHE, TOKR—
MIzyVR—FE L TOEKREIWVET, False BIRTIE, =y VR—h
ELTHREESNTWARNWI E &R LET, Auto BIRTIE, BPDU N7 v N &%
FLARWGEE R ECHBNICT vy VR — MIR D £97,

p2p

True Z3IRTH L, KA MY —RA > b P2P)IFY 712720 F9, P2P
A= MEIZy VR— MIETWE T2, P2P A— MIATEHTENELRITH
R0 EEA, =y UR— b ERRRIZ, P2PAR—NMIT7+T—F ¢ 7R EE
~ERER T H DT, RSTP OF M ATEMN TE £ 7, False L, "— k% P2P
REEIZTEXER AL Auto 12T 5L WO THAR— 4 P2PYREEIZ LT, P2P 4R
REN True TH LG L FBRKICEMET 2 L9 ICTEET, A— MR ZOREE
HERF CE WAL R — Myl eI EHEMEIC ko> 7B 70 &) . P2P
RAEIX P2P 7S False TH DD ERERICEMET A L) ICEEENET, 2D
NG RA—=RZ—DF 7 )L FREIL Auto TT,

Port STP

STP Z# 7R — NN CHZE 7213 LET,

Restricted Role

Ny S ORIRRA EREREBEARELE T, 7 7 4/V Ml False TY,

Restricted TCN

Xy FOFIRAFE TN Z2FEL £, 7 7 4/ MEl False T,

Forward BPDU

BHNBAE, FOMD Ry NU—27 F 34 ZA)HO BPDU X7 v & HRE L
4., T4+ MIEHTT,

Hello Time

BPDU /527 b BfR T B IEE 1 100 2 BCRIEL £ 9. 77 4/ M 2
BT,

(ApplylZ 27V v 7 LCEEAZEMA L E1,

FEER

0

EREEHERE (NAC R5E. Web EREE. 802. 1XERED) & MR—

FMERIETEFEE A,
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3.5.18.3 MST Configuration Identification

MST Configuration Identification \IZ&HHIRDY 4 RU T, AA v F EDOMSTI A A K U AZFR
ELET, TNHORET, AA v T EICEESINTINVT INANR= TV Y — A VAL R %[
HHBILET, A v FIZIT 1 DD CIST(ZE A U EZ—FNVANR= TV Y —=)3bh 0 £4, 2—H%
—IX, CISTONRTA—F —%ER/FTHI LN TEET, 72720, CISTOMSTI ID Z#ZEFE L7V, HIBR
TAHZ LI TEEREA,

WD 4 Ry ZEFRRTHITIL, L2 Features > Spanning Tree > MST Configuration Identification
Vv LET:

V ¥ guratio Le clll)

MST Configuration ldentification Settings

Configuration Marre [D0-40:66:45:5E:78 |

Revision Level (0-65535) [0 |
Instance ID Settings

MSTIID (1-4) [ ]

Type Add VID v

WID List (1-4094) [ ]

Total Entries: 1

MSTIID WID List
CIST 1-4094

TR T A—F =D it L E T,

Configuration AA v F FICEFNCERE L-ARTTT, MSTI ZEAMA L4, RESHL TV

Name IRWEAIE. 2D 7 4 —/L RiZiE, MSTP 23179 25T /34 A~DMAC T KL A
MERINET,

Revision Level | AA v F BIZERIE SAL7= MSTP #iPH 235 L £ 97, 0~65535 DfEN HIEIR L £ 97,

(0-65535) T 7V NEREIZ 0 TY,

MSTI ID (1-4) AZA v F FICBAERTESNTWAMSTI ID NFRENET, D7 4—/L R
L CISTMSTI 28V £9°, CISTMSTL IIRXETE T, HIBRTHZ LIXTE &
A,

Type MSTI BREAH HEZBIRTE LT, RO 2 ODOFENLRRL ET,

Add VID - VID % VID —%&/XF A —& — L {f4C MSTI IDIZBMML 7,
Remove VID — VID % VID —8& /37 A — % — L T MSTI 1D S HIFRL 7,
VID List ZDOT 4=/ RIZiE, FFED MSTI (ZBS# 3% VLAN 1D AFER S ET,
(1-4094)
[ApplylZ 27V v 7 LCEFZ#mHA L E7,

[Edit]Z 27 UV v 27 LCANFEHDOT M) —Z2EELET,
[Deletel 27V w7 L CGRINLIz=> MU —ZHIBRLET,
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3.5.18.4 STP Instance Settings
WDOY 4 RO, AA v F BIZBIERE STV D MSTT BNEREINET,

KD 4 v R &2FRKpRTAHIZIE, L2 Features > Spanning Tree > STP Instance Settings #27 U v 7
LET:
TP TRSTANCE SotINgS T —

STP Priority Settings

Total Entries: 1

Instance Status Instance Priarity

CIST Disahled 32768(Bridge Priority : 32768, SYS 1D Ext: 0)
STP Instance Operational Status

MSTP 1D - Designated Root Bridge

External Root Cost - Regional Root Bridge

Internal Root Cost - Designated Bridge

Root Paort - Max Age

Forward Delay - Remaining Hops

Last Topolagy Change - Topalogy Changes Count

TRUINT A—=Z —DOF A Z il L7,

MSTI 1D BESTHA L ALX L ADMSTI ID #F/RLFET, 0 1XCIST(T 74/~ MSTI)
PEWLET,
Priority BREEZ AN LET, EBREOMIL0~61440 D& TREL £,

(ApplylZ 27 Vw7 LCEHZEMA LET,
[Edit]Z 27 U v 7 LCTANEHAOT M) —%EELET,
ViewlZ 27 Vw7 LTHRELIZZ M) —DIFEREFERLET,

3.5.18.5 MSTP Port Information

ZDY 4 RO, BIHEDMSTP AR — MERPEREINET, 2OV 4 RUEMH LT, MSTI ID
DAR— b7 E%Eﬁbi# N—TINFRET DA 1E, MSTP MREIIAR — MEEEAZFEHA LT, 747
—F 4 U TRREICT DA VA —T 2= A @R L ET, BRNCEEET DA F—7 = — ADEEE
HELSERELET, AV AX U ADOEBILENFR UHA1E, MSTP HREITR /NI WMAC T KL A% 7
7~74/7%£;Li#0%®@@4/&ﬁ71~xm7my7éﬂi#o@%E@ﬁﬁW&\ﬂ
Iy NEREOEEEITE 2D £,

KD 4> R E2FRTHITIL, L2 Features > Spanning Tree > MSTP Port Information #2 U w7

LET:
e
Port 01 - Find

MSTP Port Setting

Instance 1D [ Internal Path Cost(1-200000000) [ 1 Py 0 - Apply

Port 1 Settings

Designated Bridge Internal Path Cost Priarity
0 8000/003e32002400 200000 128 Forwarding Designated Edit
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PR T A —F =D it L E T,

Port TNHE T A =a—nbR— FERIRLET,

Instance ID RESNTNDAL L AZ L ADMSTI ID ZFE R LET, 01X CIST(F 7 /L b
MSTI) 2R L ET,

Internal Path A B =T 2—A% STPA VAX AN TER LIZGAIC, 2TORT A —F—%

Cost RELT, N7y MERE LA — MIEEET HEOMS a2 A hE2RT L oIl

(1-200000000) F9, NEEa 2 FMEWE L BEHEITELS 220 £,

Priority 0~240 DEZEINL T, R—hA LV F—T =2 —ZADEREZRELET, EE
JERFENA L F—T =R, Ty NERINCERET HA U H—T 2 — AT
T, B hEne BEREEIEL RV ET,

[Find]# 27V v 7 LCATT &N THRELET,
[ApplylZ 27V v 7 LTEEZ#EHLET,
[Edit]lZ=27 VU v 27 LCANFEADOT N —ZEIELET,

3.5.19 Forwarding & Filtering
3.5.19.1 Unicast Forwarding Settings

WD 4 R &R RTHITIE, L2 Features > Forwarding & Filtering > Unicast Forwarding Settings
Z7 )y LET:

VYLAN D (1-4094) [ ] MAC Address 00-00-00-00-00-00 Fart | 01 v

YLAN Marme

TN —FBIMLEVRET A, TRONRT A—F—%2E#H LT, &I, [Add/Modifyl% 2V
v 7 LET,

VLAN ID MAC 7 R L AIZHEI W T2 VLAN 1D 24 E L ET,

(1-4094)

MAC Address =% % AP FDBICHEERLZWMAC 7 RLAZFRELET, BT 57 FLA
=% A FMACT RLATHIMERH Y £,

Port FFRTANLIZMACT RLARH LR — hEFEZEIRLET,

ApplylZ 27 Vw7 LTEFEZEHALET, FrL s F =0T 4 RO FESICRREINET,
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3.5.19.2 Multicast Forwarding Settings

WD 4 R &ERRT AHIZIL, L2 Features > Forwarding & Filtering > Multicast Forwarding
Settings 7 Vw7 LE7:

(MulticastForwarding Settings
VLAN ID (1-4094) L MAC Address | | Clear Al Apply

Mone All
Egress All
Egress Ports

@(O] =
@ (O]
[@IC] =

& @© ® @ ©@ @
e
® 0 o o o o

@ O]
@10] "™
@O
(@O
@ (O]
() (®)
() (e i
@ O]

@ O]

@ O]

@O

Total Entries: 0
/1D VLAN Name

TREUCNT A—Z —OF A 25l L7,

VLAN 1D MAC 7 R L RIZEID Y4 T2 VLAN ID ZF5E L £,

(1-4094)
MAC Address

<)L FF v A B FDBIZEELLIZWMAC 7 RLAZIRELEd, B4 257 KL
I~V TF XX ABMMCT RLATHALLENH Y 97,

H~ LT Xy A NI N—T DA N—ZTHHR— FEBBIRLET, ROAT
arynbhET

None = ¥/ FF ¥ A NI N—THEINTREAT 28— b RITIEHIRITSH 0 F4
Ao None ZBINT 25 & R— MIFH~ LT XX A NI L—T DAL R—|Z1F

00 EFH A,

Egress — A" — MI~/LTF ¥ A KT N—T DA L /"—T7,

All]Zx27 Y v r3hE, BRLETNTOAR— F% None, F721%. Egress &
LCEBRTEET,

[Clear All]Z227 U v 7 425L, ZOU 4 FUD—F LICHDREZE T TIH
ELET,

[ApplylZ 27V v 7 LCEFAZEALET,
[Clear Al1]Z 27 Vw7 LT T 4=V RDLDETCDOANT—E%2 7 VT LET,

AM1]Z2 7Y v 7 LTEaTOR—FE2ERLET,

Port Settings
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3.5.19.3 Multicast Filtering Mode
VINTFXXYANTANEZ Y TE—RERELET,

WD 4 Ry EFRRTHITIL, L2 Features > Forwarding & Filtering > Multicast Filtering Mode

7 Uy LET:
e e —

From Port To Port Filtering Mode
01 - 01 > Forward Unregistered Groups | = Apply

& Iulticast Filtering Mode

il Forward Unregistered Groups
2 Forward Unregistered Groups
a8 Forward Unregistered Groups
4 Forward Unregistered Groups
5 Forward Unregistered Groups
5] Forward Unregistered Groups
B Forward Unregistered Groups
8 Forward Unregistered Groups
2] Forward Unregistered Groups
10 Forward Unregistered Groups
hhl Forward Unregistered Groups
12 Forward Unregistered Groups
13 Forward Unregistered Groups
14 Forward Unregistered Groups
5 Forward Unregistered Groups
16 Forward Unregistered Groups
17 Forward Unregistered Groups
18 Forward Unregistered Groups
19 Forward Unregistered Groups
20 Forward Unregistered Groups
21 Forward Unregistered Groups
22 Forward Unregistered Groups
23 Forward Unregistered Groups
24 Forward Unregistered Groups

TR T A—=F —OFAZ i L E T,

From Port/To Port [RET 54— kDO#EFHZ TR L F T,

Filtering Mode N—= F DR LZERTHVNVTF XYy XA ATy NeZFELBEOT 7 a v %
fBELET,

Forward Unregistered Groups - &40 ETHRE L7-FA— MGFEAWNICH 5 IER
I NT XY A RNITN—TTHLZNTHF¥ ATy NEiRELET,

Filter Unregistered Groups - #5fE5E/3 ECHE L7 — MEFHANIZH 2 FEB G
TNTXXY A RNITN—TTHLINT XY ATy heT7 42— LFET,
[ApplylZz27 Vw7 LCERZBHALET,
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3.5.20 LLDP

LLDP . IEEE 802 LAN [Z¥:45t SN TWAF DD AT — 5 NZT RRNEZ A XTXH LD
TDOVATADOTEREEEX, AT —Tar, BEHT LA, £/

[Nl =
I, INOLOMELEHET I T

LT ADT FLA BIO, TNOOEFEBT T 47 I LD ERIND AT — 3 D TEEE 802 LAN
SO T RA » OB EMAAND Z & TT,

Zo7va k)R CEUE SNAEHRIL, ZEHLOMBICRE SNDHDT, xv hU—

B AT

L (NMS) 1%, SNMP 22 EEFL T 1 b o U CIRHRICT 7 B A Tx £97,

3.5.20.1 LLDP Global Settings
;anﬁ4//%?%%%r¢é I%. L2 Features > LLDP > LLDP Global Settings #7 U > 27 L¥7:
LI UL ¢ #
LLDP State @ Disabled O Enabled
LLDP Forward Message (* Disabled ) Enabled
Message Tx Interval (5-32768) 30 | sec
Message Tx Hald Multipliar (2-10) |4 |
LLDP Reinit Delay (1-10) |2 |sec
LLDP Tx Delay (1-8192) 2 | sec
LLDP Motification Interval (5-3600) E | sec

Chassis ID Subtype
Chassiz D

Systerm Mame
Systermn Description
Systermn Capahilities

LLDP System Information

MAC Addrass
00-40-66-45-5E-78

Fast Ethernet Switch
Repeater, Bridge

TN T A —Z —DF A 25l L7,

LLDP State x4/?L®LwP%ﬁ%itiﬁ@ LFET,
LLDP Forward LLDP JNEZh 70 83 A 12 . T DERE T, LLDP 34 v MEEEA v B — V& BIHR— K
Message DWW THIFEI L £9, &A— b ETLLDP BNERZREEIL, LLDP Xy & K

— M VLAN R UF_XTOR— MNZZ7Z7 > FL., [A T IEEE 802 LAN (Z#i6c =4
TWABFDMD AT — 9 /27 R A X LET,

Message Tx

ZOMIRT, 7277 4 TR—=FRRAN—ITT RNRNZA XA M afET 5

Interval JE A L E 9 (5~32768 ),

(5-32768)

Message Tx Hold | ZDHERET, LLDP A A v F THEHT ALV TF I I A4 v—% LR LT, LLDP 7 K
Multiplier INHEA XA FEAVER L TLLDP R A N—~IE(ET DO DEFRM ZFHH L £
(2-10) T T RNNEA XA NOAFREENEIND &, T RAZ A XA LTeT —HIEx

ANR—=AA vFDO MIB PHHIBRSET,

LLDP Reinit
Delay (1-10)

LLDP Fo)H L R R, LLDP #sh o~ R&5(2 L. LLDP R— R 3H

ML 2 468 % £ TITAF R/ T3 (~10 ),

LLDP Tx Delay
(1-8192)

LLDP 3&{Z¥EIE T, LLDP MIB 2> F Y NEE S 8412, Sdiksd % LLDP 7
RXE A X% 55 LLDP AR — b O/ MNEIEREZ 225 L 9 (1~8192 7)) ,
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LLDP LwﬂLﬁﬁ%%@ﬁL(‘Lsz4ﬂﬂ#%#-}~;ﬁnbt7%ﬂ&4xf

Notification v M LLDP BEE RSN EAIC, BBE LSNP T v FEIcEELE
Interval 4, LLDP im&EnfIfeiL. 5ﬂv3600$¢7f” ER[RETY,
(5-3600)

(ApplylZ 27 Uy 7 LCET @A LET,

3.5.20.2 LLDP Port Settings

WD 4 R AFRT HITIX, L2 Features > LLDP > LLDP Port Settings #27 Y v 7 L¥J:
O SIS ——

From Port ToPort Motification Admin Status
il - 01 v Disabled = TrandRx =
Subtype Action Address
IPvd - Disabled | = Apply
MNote:The IPv4/IPvE Address should be the Switch's Address.
0 Notification Admin Status Subtype Address
1 Disabled Txand Rx IPvd
2 Disabled Txand Rx IPvd
3 Disabled Txand Rx IPvd
4 Disabled Txand Rx IPvd
5 Disabled Txand Rx IPvd
6 Disabled Txand Rx IPvd
7 Disabled Txand Rx IPvd
8 Disabled Txand Rx IPvd
g Dizabled Txand Rx IPvd
10 Disabled Txand Rx IPvd
1 Disabled Txand Rx IPvd
12 Disabled Txand Rx IPvd
i3 Disabled Txand Rx IPvd
14 Dizabled Txand Rx IPvd
15 Disabled Txand Rx IPvd
16 Disabled Txand Rx IPvd
17 Disabled Txand Rx IPvd
18 Disabled Txand Rx IPvd
18 Disabled Txand Rx 1Pvd
20 Disabled Txand Rx IPvd
21 Disabled Txand Rx IPvd
22 Disabled Txand Rx IPvd
23 Disabled Txand Rx IPvd
24 Disabled Txand Rx 1Pvd

TRUINT A —=Z —DF A2l L7,

From Port/To Port | @ET HA— MEiFHZEIRL £,

Notification LLDP i@ A A E 213 mhic LE 3, ZORE TSNP k7 v 72 HI# L £
T, 727U, AN AT, S\MP R Ty I EEELER AL
Admin Status o—Hh/)L LLDP=—Y = bEFIE LT, 2—H/VLLDP =—2 = AR —

FNETLLDP 7L — AR EZETEHEIICLET, HE, G, EZE. B
MOATarndbv 1,

Tx: LLDP 7 L —ADEFE LN TE EH A,

Rx: LLDP 7 L—ADZE LN TE £H A,

Tx and Rx: LLDP 7 L — LA DESZENTX F1,

Disabled: LLDP 7 L —ADEZENTEEH A,

77 4V MEIZ Tx and Rx T,

Subtype IPv4(IP 7 KL 2 OfE¥E) nFrn S E7,
Action T RN A REHT N L AERER— AR — N2 E I B L E T,
Address T RLUVAZEIP T RLATHALERH Y £,

(ApplylZ#27 Vv 7 LCEE @A LET,
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3.5.20.3 LLDP Basic TLVs Settings
DU RUEBHLT, ERTLVOREEZANILET,

/k®l74 NN ?%%Tﬁ“é I%. L2 Features > LLDP > LLDP Basic TLVs Settings #27 V v 7 L F 7

U Y .
From Port 01 - ToPort 01 -
Fort Description Disabled = System Name Disabled =
System Description Disabled = System Capahilities Disabled = Apply

Fo Port Description em Name 2m Descriptio Capahilities
1 Disabled isabled isabled
2 Disabled Disabled Disabled Disabled
3 Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled
6 Disabled Disabled Disabled Disabled
T Disabled Disabled Disabled Disabled
g Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled
10 Disabled Disabled Disabled Disabled
1 Disabled Disabled Disabled Disabled
12 Disabled Disabled Disabled Disabled
13 Disabled Disabled Disabled Disabled
14 Disabled Disabled Disabled Disabled
15 Disabled Disabled Disabled Disabled
16 Disabled Disabled Disabled Disabled
17 Disabled Disabled Disabled Disabled
15 Disabled Disabled Disabled Disabled
19 Disabled Disabled Disabled Disabled
20 Disabled Disabled Disabled Disabled
21 Disabled Disabled Disabled Disabled
22 Disabled Disabled Disabled Disabled
23 Disabled Disabled Disabled Disabled
24 Disabled Disabled Disabled Disabled

TR T A—F —OFi il L E T,

From Port/To Port 5&%’?‘5 A— MEFHZ BRI L £7,

Port Description “— FOEREH N E I ITEIC L ET,
System Name “/X?‘A%%ﬁ@ifl& L ET,

System Description | A7 LD A G EZIZTENZL ET,
System Capabilities | AT AMEEZ AN FEZITEIZ L E T,
[(Applyl %227 Vw7 LTERZM#EHALFET,
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3.5.20.4 LLDP Dotl1 TLVs Settings
LLDP Dotl TLV /%, IEEE 802.1 T/EFE I 7= #Hf%k ED%Fk TLV T9°, LLDP Dotl TLV ZfEH L T, @
BOR—KNEZIETR— FDO T N—TN 1 DFI1THEED 1EEE 802. 1 OfAfk LA — Fd VLANID TLV 7

— BT ET T NN R LLDP 7 RARZ A XA bR Lol

IRELET,

WD 4 R a2FERT HITIL, L2 Features » LLDP > LLDP Dotl TLVs Settings #2 VJ v 7 L4

U= D0 d
From Port 01 To Port 01 Z
PVID Disahbled
Protacol VLAN ID Disabled VLANName <[
VLAN Narme Disabled VLANName =[]
Frotocol [dentity Disabled EAPOL ki Apply

FPVID State
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled

F
1
2
3
4 Disabled
5
6
7
8 Disabled

9 Disabled
10 Disabled
hhl Disabled
12 Disabled
i3 Disabled
14 Disabled
15 Disabled
16 Disabled
17 Disabled
18 Disabled
19 Disabled
20 Disabled

21 Disabled
22 Disabled
23 Disabled
24 Disabled

Fort and Protocol VID State VID VLAM Mame State
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled

TR T A —Z =D it L E T,

Protocol Identity State

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Protocol Identity

From Port/To Port

BET D AN— hHPHAZEIR L £,

PVID

7 RNH A X PVID G E 7213 L ET,

Protocol VLAN ID

7'v hajb VLAN ID #8688 F 7213 L E T,

VLAN Name

T RANZA X VAN A ZAR TN L ET,

Protocol Identity

7'u b Vil e A E I TSNS L £,

[ApplylZ 27V v 7 LCEHAZEALET,
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3.5.20.5 LLDP Dot3 TLVs Settings
O 4 RUEEAL T, HAOR—NERITAR— DT V—T2, 1 DFE7=13E %D IEEE 802. 3

OFRRE EORR TLV 57—

AT 7 MR RLLDP 7 RARF A A X B RS X ICRELE7,

4k0>i74'//}\i7%52%n*ﬁ‘%> IZ. L2 Features > LLDP > LLDP Dot3 TLVs Settings #7 VU v 7 L ¥4

DFP Do
From Port 01 - To Port 01 -

MAC/PHY Configuration Status Disabled - FPower Via MDI Disabled -

Link Aggregation Dizabled - Maximum Frame Size Dizsabled - Apply
[Port________ MAC/PHY Configuration Stalus_____PowerViaMDI________ Link Aggregation ______Maximum Frame Size
1 Disabled Disabled Disabled Disabled

2 Disabled Disabled Disabled Disabled

3 Disabled Disabled Disabled Disabled

4 Disabled Disabled Disabled Disabled

5 Disabled Disabled Disabled Disabled

5] Disabled Disabled Disabled Disabled

7 Disabled Disabled Disabled Disabled

8 Disabled Disabled Disabled Disabled

9 Disabled Disabled Disabled Disabled

10 Disabled Disabled Disabled Disabled

11 Disabled Disabled Disabled Disabled

12 Disabled Disabled Disabled Disabled

12 Disabled Disabled Disabled Disabled

14 Disabled Disabled Disabled Disabled

15 Disabled Disabled Disabled Disabled

16 Disabled Disabled Disabled Disabled

17 Disabled Disabled Disabled Disabled

18 Disabled Disabled Disabled Disabled

19 Disabled Disabled Disabled Disabled

20 Disabled Disabled Disabled Disabled

21 Disabled Disabled Disabled Disabled

22 Disabled Disabled Disabled Disabled

23 Disabled Disabled Disabled Disabled

24 Disabled Disabled Disabled Disabled

TN T A —Z —DOF A 25l L7,

From Port/To Port

RET DA — MEHAZBR L £,

MAC/PHY
Configuration
Status

LLDP =—< = > h A3 TMAC/PHY g% kg TLV] % 1% Fbiﬁwjmimm&m3
Vo7 ®2oO0RMGNDBIERET, R— "4 — b2 — 3 HERE
KT 2 7, BEREDS A RN, B EhisEEniR ki@EﬁMWJ&47Lomf®
BWNEENET, 7740 MIEHTT,

Link Aggregation

LLDP =— = > k7Y TLink Aggregation TLV] ZEELF9d, A— 2BV
TT V=T arhETEDLN, A= NI IL—TRHNIZEEINTWND D,
HE£HESINTEA— N DDICOWTOERPEGEENE T, T 740 MIEY T,

Power Via MDI

LLDP =— = > h 23 [MDI TLV] % 155 L &£ ¥, 3 -2 IEEE 802. 3 PMD (10BASE-T,
100BASE-TX #5 L OF 1000BASE-T) ClE, ##ft Sl RfGDT 2T A2 7
FCEHEMRBT LN TEET, WL TLV REOEMBIZ. *y T —
7B X0 %{E3 % IEEE 802.3 LAN 25— 3 > ®D MDI ST —HR—
HeET RNZAXUBHTHZENTEET, 774/ NI TT,

Maximum Frame Size

pri~yl/hﬂrﬁk7v~bﬁ41TWJ% AELET, T 74/ b
TN TT,

(ApplylZ 27V w7 LCEFEAZEMA L ET,
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3.6 Y—EX&EE (QoS)
802. 1p FBLEFEfT X F 2 —QoS IZRE L ET, IDEZ 2 3 Tld, QoS OfEH. 8L 802. 1p B4
At E X a2 — T ARSI O T LET,

QoS DFIA

QoS X, Ry MU —ZEEEIN, JRVHIEE S VB e B MERE . F 7213 E%Wﬁ%wégk%%
DT DI HIRIE 2 R CT& % L 95123 % IEEE 802. 1p HIMs DRERE T, =D X 5 72 HEREICIZ. VoIP,
Web BT SV r—var, Z7 AN =T r—2 gy, BETARERENRHD i'@] JE NV
MEZ{ERT 22 L2, BEEEOKRNIN I 7 4 v 7 ZHIRT2Z b TEET, ZHICL-T, &
FFEEZ#HNTEET, AL v FTliE SWEAR— N I L7oN— R =27 X =2—2R"H 0 £,
SFEIERT IV r—varnbONry e ZDXa—2~ vy 7 LT, BERIBAZMT £,

7T A3 DELEIT, AL v T EOAODELEEME X2 —DFTRLFELS 2> TWET, QoS &1
A2, X7y hO~y X —%REEL, ELWEBIZ 708 WTn 5 2 L 2T 5 L0 ICAA
YFTHERLET, RIZ, TNOEDZITfENT Y b AL v F EOKRELRF a2 —~mxLET, Z
T, EREICE SN Ty FEZEIZLET,

Bl ZIE, 2 oDEMREHRE LIy Ea—XE T T Al L -WGEIL, E8EFX. 7784
T rANavy REFEHLT, #ETH2ET747y MUBRESY 728N TEE4, KRIZ
BT, BEEIL, 7y MCZDE TP TWAENE S ERGET 5 K 9 ICAA v F TheR L,
ZTENRTy N RS L, 24/%L®07x%: W2~y 7 LET, KIT, FEFIL, Zofho
Ry M EHRIET DRI T D720 TOFa—DEEEZRELET, = Fa—P—|T%E
ST XTONT Y FE AR fiﬁE&DﬂL IRELT, Fa—ITBEIEMZ T, X7y oA
R —AZARICTEET, 29752 LT, BT TR TE 2842 Kb LET,

QoS T2 T

AA vy FINE 4 ODOBEEEMEF 22—V £T, ZHOOELEMEF 22— 0~3 DT~
ﬁwfwiﬁﬁi%ﬁ%%&®#:—f%0ﬁiﬁﬁ@%&®%:—fﬁo&®i5ﬁ&ﬂm%2m
THEINT 8 ODBILES 7N, AL v TFOBIEL TIZ~ vy FINTHNET,

B 0 IZAA v F D QA Fa—IZHV Y THRTHET,
B 1 1ZAA v TF D Q0 F2—IZE DY THRTWVET,
B 2 ZAA v F O Q F2—IZHVETOHRTHNET,
B 3 1ZAA v F O QA Fa—IZHVETORTHET,
BESEEE 4 13AA v F D Q2 F2—ZEH VS THRATVET,
B 5 1ZAA T QFa—IZHVETORTHET,
B 6 1TAA v T O @B Fa—IZHVETOLRTHET,
BRE 7T 13AA v TF D QB Fa—IZEV Y ToHRTVET,

MEXHBESEICFED WA Y 2 — U U 7Tl BREEORNF 2 —I2H D3 v NPRANCEEE SV E
T BEOHME X 2 — 3B RE X ISV TEIZLET, INHDOF 2 —RNZEITR>Thb,
S E DR\ ERERE S NE T,

MEZ T R b HFROF 2 —TliE, FELEEMEF 2 —00REINL 7y FOEI, FIV Y
TleyxA ML TR £,

ALy FITE, BEAR— MIAOSOEBEEMEF2—8 DOV —E X7 FZ2)03HD £7,
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3.6.1 Bandwidth Control
DT 4 RUT, BRLEAR—FDOT—HEEEL— M EZEL— MO EREZRELET,

WD 4 R E2FERTHIZIE, QS > Bandwidth Control 227 U w7 LE:

=] WG ¥ ¥

Frarm Part To Paort Type Mo Limit Rate (64-1024000)
01 v|[ o1 v | Rx v|[Disabled v|[  |knibisec
Bandwidth Control Table
Port Rx Rate (khit'sec) Tx Rate (Khit'sec) Effective RX (Khitfsec) Effective T {k<hitisec)
1 Ma Limit Mo Limit Mo Limit Ma Limit
2 Ma Limit Mo Limit Ma Limit Ma Limit
3 Ma Limit Mo Limit Mo Limit Ma Limit
4 Ma Lirnit Mo Lirnit Mo Lirnit Ma Lirnit
5 Ma Limit Mo Limit Mo Limit Ma Limit
4 Ma Lirnit Mo Lirnit Mo Lirnit Ma Lirnit
7 Ma Limit Mo Limit Mo Limit Ma Limit
g Ma Lirnit Mo Lirnit Mo Lirnit Ma Lirnit
4 Ma Limit Mo Limit Mo Limit Ma Limit
10 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit

TR N T A —Z —DF A Z il L7,

From Port/To Port | HrislgEHIfR%A % E 9 5 A — NPH AR L £9°,

Type Rx (3218). Tx (%1E). Both 2 H@IR L £4, ZORE T, FiE LRA
o NAE, Xy MEE. Xy MEZEICERT 208 L 9,
No Limit BN U7 — N ORIE 2 HIR 9 5 2>, EHIRICT A0 A2 EL £,

Rate (64-1024000) | ZRL7=A— FOHIRT 57— L— h%& Kbits/BPHEALTCANILET, 2D
E1E 64~1, 024, 000 DI THE L ET,

[Apply]l &2V w7 LTERZBMHLET, U1 FUDTFH¥4312% % [Bandwidth Control Table]iZ,
R LT iR E RS SIVE T,

SEE®RIE
o SR TSR E 64-1024000Kbps & 75 Y T AY, ERRICHTE S h Billd 64Kbps DEHE

HALSICHEMWIZCRAEBINET,
rx_rate /85 A —%4 —@ forwarding rate A—FIZHESBWWEENRHY X,
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3.6.2 Traffic Control

A E2—FFy NT—7 BICEv AT HR ¥ A MRT B — RX ¥ X N EONT v M3 TH 5
NTWET, 2O 74 v 271F3%y =27 LOROARRR, ME L%y NU—27 — Ry
DOFREWEIC L > THINT 226 HV ET, TORR, AA v FORMESMENIBEL, Xy NV
— I BIRDONRT =< R BE G252 ERNHY £T, KAAL v F TIXZ DO/ A b—240R
DL BERL L2 2 &3 AIRE T,

Ny B A R—LAHEITIEE, AA v TFICANEINT Ny ROAF v BTV, 22— =0 5E L7z
B2 B LA L9, BifET— Rk Tdrop) F721% Tshutdown] Z4EET 5 Z LK ET,

ldrop] 7> a v TlE, AA v TFHNOB Yo B oA X — YURERIEICER L, BEZBX 750
ARGy MIWRICEW T 2 E CHlRESNE T, BHOMG LDy FAM—AX, 7r—FR¥¥y
AREZANTFHRXY RN, SEEAHAOZ=F v X N7 FTT,

[Shutdown] A7 2 > Tld, 7E— KX ¥ A AT XX A NERRIZAL v TFNOI T U H %
A 2=V U, Tcountdown) 473 3 » CTHRE L7=REIAN (0 F~1800 ) (2,37
A R—2DHkET 5 &, A— AL, BEXA -2 LET,

PAZE L7 AR — FOEIHIZIL, (D105 300 D HENY BN —%FF00, (2) FEja~ 2 R
FOVERZEL2HERSY 3, FEhio~2 RTHEHIET 2121, [Configuration] 7 +# VX125
[Port Configuration]V 4 > RUZfioT, MGR— FDART—F ZAE ML) ANIEI0 KX HE
W ET,

WD 4 R EFRTHITIZ. QS > Traffic Control 27 Vw27 LET:
TTae OOl T ——

Traffic Control Settings

Fram Part I 01 'l Tao Port 01 -
Action [orer =] Count Down (0-1800) 0 Jsec
Time Interval (5-30) [ Jsec Threshold (4-1000000) Khitrs

Recover Time {10-300) a1} SEC

Storm Control Type |None j Apply |

[

Part Starm Contral Type Action Threshald Count Down Interval Recaver Time
1 Broadcast Shutdown fid4 0 10 1]
Broadeast Shutdown G4 0 10 1]
i} Broadcast Shutdown h4 0 10 1]
4 Broadcast Shutdowen 64 1] 10 60
] Broadcast Shutdowen G4 1] 10 60
4 Broadcast Shutdowen G4 1] 10 60
7 Broadcast Shutdown iL) 1] 10 41
Broadcast Shutdown f4 0 10 60
e} Broadeast Shutdown G4 0 10 1]
10 Broadcast Shutdown h4 0 10 1]
1 Broadcast Shutdowen 64 1] 10 60
12 Broadcast Shutdowen G4 1] 10 60
13 Mane Drap i) 1] ] 300
14 Mone Crop iL) 1] ] 300
15 Mane Cirop 64 1] a 300
16 MHane Cirop 64 1] 5 300
17 MNone Crop 64 1] ] 300
18 Mane Drap G4 1] 5 300
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PR T A—F — O il L E T,

Traffic Control Settings

From Port/To Port

N T4y 7l ZBRE Y D AN — MR Z IR L E 9,

Action

AA FT/NTy BA =L TR LTZBROEEE— FERE L E T, #fF
E— NIZi%, Tdrop) F721% lshutdown] ZFEET D Z ENHFKET,

Drop - AA v FDON—FRy=TIZXDH 774 v 7HIENCLY, X7y FA
F—LDORELRMLET, Ty FAM—LADBBREIND &, RENSGE
THECHMEEBX 20Oy NEREELET,

Shutdown - AA v FDY 7 v =TI2kD 774 v Z7HIENCE D, Xy
A RM—=LORAEZRMLET, 7y FA M= RHINLE, Tr—
RE¥EXYARNEINLNTFXFY A RNERHRIZAALS v TNOI D Za T N2 T
VIR LE T, BV N U A v — itk b Ny A h—
AR THEITIE, EOR— MEHAELET, A— M 1005 300 o
M Ca—Y—NRE LR 2T 2 & BEMICHE L £, Fihavr
FCHEIBT AL, [Configuration] 7 #/V&Z& 5 [Port Configuration]
T4 R EMES T, RIRFR— NORT—X A5, AU Bz D4
TnNH Y ET,

Count Down
(0 to 1800)

NG NE T EATERELT, X7y A M—ARKEHAE L T DR
— &Yy MU T HETORERMEZRELET, VU TR
MR THE, AL v FFAR— b ey y T LET, Z0ORT A—
H—HfilCEDDIE, 77V ar 74—V RTyyx v MU UERELER
L7ER—=bDOHRTT, "—=RUxT7_R—=2AD T 7 4 v 7 HIEICIHEHATE

FHA, ZOT7 4 —)L ROERIZ 0~1800 PO CRELET, 0I1THE
THE, A—RMIvry MU ENERA,

Time Interval

NT 74 2 SR ~EE SNA~Y AT F ¥ X PBEUT r— R X b

(64- 1000000)

(5-30) N7y N OERRBIRORMARELET, B LTy M T MZED,
ZAE Ny FBEEBZTWDENE D nEYEr L E 9, &L 5~30 o
FEACHELET, 7 74V bFEEF S TT,

Threshold N7 4w 7 HIEHESRE A BT Db OBEEfFRE L ET, Fay7E—F

DOHEAMIT Kbit/B T, v v FE DU F— ROBENIT packets/FhTd, &
1% 64~1, 000, 000 DHFIFATHRE L £, T 7 4/ FiXElL 64 T,

Recover Time
(10-300)

Nry RAR—AIZE> Ty vy MUV LIZAR— hOHBNEIHE TORFR
ERELET, ZO7 4 —/L ROREHEIE 10~300 P OHIPH CTHE L E7,
T 7 4 v REREIL 300 BT,

Storm Control Type

T2 A h—2OFE AR HEIN L FE I Broadcast, Multicast,
Unknown Unicast, 1ER#%. A N—LWMHZEE - ITERNC LET,

[ApplylZ 27V v 7 L CREAWEMA L E T,
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FEER

‘) JoHOTPHUEF— 30 (R—bk SV BIZRESATNER—FTIE k57
4 YO HEEERTEE A,

‘) Sy REYUKIEE— ROFR— FE. a—HF—AndDFR— FEEET BhH.
Ft-ld. 1—HF—AHE L 10 H D 300 HOBEIAEE L THR— FABEEMIC
EET2ET. TRTDYA4 Y RYHEERTY VoUW E LTRRENET,
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3.6.3 802.1p Default Priority
AA v FTIE T 74NV D802 IpBHELE, AL vF LOKR— MBIV Y THZ ENTEET,

/k@?% NN ‘7’8%‘%2‘?5 1%, QoS > 802.1p Default Priority 27 U v 7 L£7:

D Lelg

From Port To Port Priority

n v [~ [0

Settings

T
o
=

Priority
0

o |02 [T | e O D =
o g e e e e e

-

DU A4V RTT, T4 D802 IpBHELZ, AL v F EOFRE LIZAR— MIEIY Y TES,
EREMEIZITF TR TOET, 01 TRIKELEZRL, 7TIdREESLEEZ R LET, [Applyl &7
Uo7 LTREZHHLET,

3.6.4 802.1p User Priority
AA o FTlE, 22—V —EREZ 4 802. Ip BIEIEICEI VY THZ LN TE £7,

WD 4 /l\ ‘7%2‘%3‘?5 IZ. QoS > 802.1p User Priority #27 Vw7 LE:

ol U D

Friarity

Class-1
Class-0
Class-0

Class-1
Class-2
Class-2
Class-3
Class-3

]
v
v
v
v
v
v
v
v

- m M & W R = O

BRELZ 2L v F FOR— NI A —TFIZE O Y Tith, 2DV T A% 802. IpBIEEED 8 >D L~
WZEI Y CTET,

PRI T A—F =D it L E T,

Class ID Class-0~3 D27 T A D Z A LET,
(ApplylZ 27V w7 LCEFEAZEMA L ET,
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3.6.5 QoS Scheduling Settings

AL v TFHNON=RY 27 Fa—THHTLOIHNATr V2= 0 THEELT, QS ZHAZ~VA X
LET, QS EEETLHGE LRI, BEEORWNF2—HNORy NT—27 T 7 4 v 7 ~DFEC
BELET, A7va—V o 720358, FFRMEHEZEZ LTy ba ZLRIEREAEEEIZD
R EMHYET, TOREL N AL~ A AT L5551, QS HENWME TRWNER MLy 7753
FETHD, FRCE—J Ry N — I HRBREEHRT L Z ENEETT,

WKDT 4 v RUZEFRRTHIZIE, QoS > QoS Scheduling Settings 27 U w7 LEd:

L0 =L L - L

QoS Scheduling Mechanism Settings

Scheduling Mechanism Strict v

QoS Scheduling Weight Settings

Mechanism

Class-0 Strict 1
Class-1 Strict 2
Class-2 Strict 4
Class-3 Strict g

Apply

TR T A—Z =D il L E T,

Scheduling Strict & Weight Fair 8]0 #zx £9, Strict I, VP —ERADOKENRT T AT
Mechanism HY, YN T 74w 7 BB LET, DF 0, Y—EROREHLT T AN

SETLThE, TOMOF 2—%2282 LE 9, Weight Fair TiX, MEIF VK
T AT XALEEALT, Y—ERADELRY 7 ANIZHFIT B S

Ny MR FNETS,

Weight (1-55) I~55 D7 A MEZ ANTILET,

[Applyl %27V v 7 LCEFZmHA L E7,
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3.6.6 Priority Mapping
ZoUu4 v RUEEHLT, BEE~y L TEEy T v LET,

WD 4> R 52FRRTHIZI1E, QoS > Priority Mapping #27 U v 7 L1
[Priority Mapping T

From Fort ToPort Priarity Ethernet Priority IP Priarity
| 0 |'| 01 E 1 Mone b | | L Apaly |
Fort Ethernet Priarity IP Fricrity
1 802.1p off
2 g02.1p off
3 g021p Off
4 g021p Off
5 g02.1p Off
5 802.1p Off
7 g02.1p Off
g g02.1p Off
g 802.1p Off
10 802.1p Off
1 802.1p Off
12 8021p Off
13 g02.1p Off
14 g02.1p Off
15 g02.1p Off
16 g02.1p Off
17 g02.1p Off
18 g02.1p Off
19 g02.1p Off
20 g02.1p Off
21 g02.1p Off
22 g02.1p Off
23 g02.1p Off
24 302.1p Off

TR T A —F =D il L E T,

From Port/To Port | &ET HA— FOHFPHA IR L F 7,

Priority [None] F= v /Ry 7 AF v 7B AINDE, A —H x>y MEREEL IO
IP BEE~ B ZIIFEITSNER A,

Ethernet Priority | [Ethernet Priorityl F=v 7Ry 7 A ZF =y 7 ZAINT, 802. Ip~ vt
YTy T LET,

IP Priority [IP Priority]F = v 7Ry 7 AZF = 7 B AN, TIAET L A= a—»
5, TS~y 7 DSCP~ o B 7 &L £3,

[ApplylZz 27 Vw7 LCEEZEHLET,

3.6.7 TOS Mapping
ZOUA4 VY RUEMEHLT, Y—ERXAT(TS)~ v BT hty vT w7 LET,
WDT 4 R ZERRTHIZIE, QS > ToS Mapping 7 V v 7 LET:

Clags-0

Clags-0

Clags-0
Class-0
Class-0
Class-0
Class-0
Class-0

~- m M s W R = O

S]]

Apply
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PR T A—F — O il L E T,

Class ID Class0~3 D7 A IDH AN LFET,
[ApplylZ# 27 U v 7 LCEREZ#EHALET,

3.6.8 DSCP Mapping
TOT 4 RUEERALT, DSCPY v T EEy N T v LET,

DT 4 RUEFRRTHITIEL, QoS > DSCP Mapping #7 Vv 7 LET:

DSCP Value Class ID
1] v Clags-0 »
DSCP Class ID ~
0 0
1 0
2 0
3 0
4 0
5 0
4 0
7 0
8 0
9 0
10 0
11 0
12 0
13 0
14 0
15 0
16 0
17 0
18 0
19 0
20 0
21 0
22 0
23 0
24 0
25 0
26 0
27 0
28 0 ¥

TR T A—Z =D il L E T,

DSCP Value PBIEME 0~63 D DSCPIEZ AT LET, AA v FiL, K37 v b~y X —0D
DiffServ =t — ¥y ZMead L Clat L £9°,
Class ID Class—0~3 D7 S A D &# A LET,

(ApplylZ 27V w7 L CEFEAZEMA L ET,
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3.7 Security

3.7.1 Trusted Host

X2V T4 —IPEHAZEA LT, BRAT—Ya v NAL v FE2EHTELL9ICLET, 1 O
FRIFEBOEEAT — 3 U EERE LA, Web X—A& GUI, Telnet, SNMP <~ % — v —f&H D
EHMENATAI SOOI, IPT RLATEZRLBIRLIEAR NOARTY, BHAT—V 3 IPREL
EFT DT, IPT RLRLEELWY T Xy h~RA27 2 AN LT, [Add]Z27 V7 LET,

WD 4 v R ZEFRRTHITIL, Security > Trusted Host 227 U v 7 LFET:

L] 20 Mo

Permitted Access IP | | Met Mask | |

Trusted Host Table

Permitted Access MNet Mask

Note: Create a list of IP addresses that can access the switch. Your local host IP address must be one ofthe IP addresses to avoid disconnection.

TREUINT A—=Z —DOF A 25l L7,

Permitted BHTEXARANDIPT FLAZEELET,
Access [P
Net Mask [EHHCEARARNDR Y " AT ERELET,

(Add]Z7 Vv Z LTH LN Y —Z2BILET,
[Delete All1]Z 27 U v 27 LTARATOZ Y M —ZHIRLET,

3.7.2 Port Security
AR—brtEX=2UT =%, AL v TR LURWIERFED GEFJC MAC 7 RLADH D) a3 Ba—
ANAAL T DOR—MIEERLTRY NI—J T 78 ATHI L EIET AT,

3.7.2.1 Port Security Port Settings

FRE LR — M EITHR— MEFHOBBIMAC 7 RLAEEEZn v 7 L, MMCT RL AT U —F (o
TT—=TNVCATNENTWALBIEDOEF L MAC 7 RLAZERTXRWNEDIZLET, Admin State
DINE YA =a—HMIHEEL, [Apply]lz27 Vv 7 LT, A—bzazry 27 LET,

114/222



WD 4 R &ERRT AHIZIL, Security > Port Security > Port Security Port Settings &7 VU

v 7 LET:
=0 2CL] v <0 - L
From Port To Port Admin State Max Learning Address (0-64)  Lock Address Mode
il v || 07 +| |Disabled | [0 | Delete on Reset v
Port Security Port Table
Por Admin State Max Learning Address Lock Address Mode
1 Cizabled 1 CeletednTimeout
2 Disabled 1 DeleteOnTimeaut
3 Cigabled 1 CeletednTimeout
4 Disabled 1 CeletetnTimeaut
] Cizabled 1 Celete0nTimeout
G Disabled 1 DeleteOnTimeaout
7 Dizabled 1 CeletenTimeout
8 Disabled 1 DeleteOnTimeaout
] Dizabled 1 CeletenTimeout
10 Cisabled 1 CeletednTimeout
TRENC/NT A —Z — OB Al L E T,

From Port/To Port

R—bhExa2 V7 4 —ERETDHA— M ZBRIRL £,

Admin State

R—=rtxa2l7 4 —@@RLIZA— MO Y7 LIZMAC 7 RLAT—7
V) N E T IF BT LET,

Max. Learning
Address (0-64)

R—brtEFxF2UFT 4 —TMACT RLAT—T7 I IEGETX B AMAC T R L
AHERELET,

Lock Address Mode

AA v F ECTEIRLIZA— 7 L—7HIZ MAC 7 RV AT —T7vm v
JEEMT 2R ERIRLES, ROTTLarRNHo £
DeleteOnTimeout - FDB 77— 7 /D= —7 v MEMETT KL A& a v 7
LET,

DeleteOnReset - FFRRE L CIFEBEDOFHEEE T FLAZr vy 7 LET,
Permanent - N— rtEx =2 U7 4 —HEOBILE TT FL A& vy 7 LE
T, CEEOHEBRbLE Y7 ST RURIREESVET)

(ApplylZ 27V w7 L CEFEAZEMA L ET,

TEEE

@ =i

it

MAC Z2ZE. Web FBEE. 802. IXFB5E) &MDKR— FFRIETEFEA,
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3.7.2.2 Port Security FDB Entries
o4 RyEFHLT, £F—MillcAh—Ftry 7z M) —%2HEELET, = M) —Z2HE
T 5, N—FO#FPHEZ AN LT, [Clear]Z 7V v/ LET,

WRDT v RUZFRTHITIL, Security > Port Security > Port Security FDB Entries #7 U v
7 LET:

Clear Locked Entries
From Fort 01 v To Port 01 v

Total Entries: 0
YID YLAN Narne
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3.7.3 Authentication Setting
2P =T DOR—=TEEH LT, A= bFOFFFE— FZ2RELET, b LEENERORGEL VR
— ]\‘a—éi};—lf{j\\ %E;ﬁo)munﬂz:l"?/ ]\ x—{'}kofﬂﬂiéﬂﬁ_wunﬂz{‘ ]\ x—%o% T ]\ i@]f’ﬁbi?‘

WD 4 R EFRRTHITIL, Security > Authentication Settings 27 Vv 7 LFET :
S ——

Configure Authorized Mode

From Port ToPort Authorized Mode

N 24 = Host-based | = | apply

Multiple Authentication Table
Fort Authorized Mode
1 Host-based

Host-based

3 Host-based
4 Host-based
5 Host-based
g Host-based
7 Host-based
g Host-based
9 Host-based
10 Host-based
1 Host-based
12 Host-based
13 Host-based
14 Host-based
15 Host-based
16 Host-based
17 Host-based
18 Host-based
19 Host-based
20 Host-based
2 Host-based
22 Host-based
23 Host-based
24 Host-based

TR T A—F =D it L E T,

From Port/To Port | AFREIHEHINDIA— MDY XA IMRFRRINET, ZOV X NMIEHLT
WHETOR— MIEES N TWET

Authorized Mode FEHEINARIE— RERELET

Host—based — £ =— P — |3l % |(ZFREE A HE T,

Port-based -~ #E SN TNDHRA D 1 BNRAEEZ /XA SHED L FAl—HK—
FEZHDLZETORAINRY NT—=I~OT 7 EAZEKRINET, b L
ZOa—P—PNRILRKT 5 & ZOR— MIKIEIOEGE~DORIT & HERF
LE9, 574/ ;I Host-based T,

[Apply]lZ27 U v 7 LCTERZ#EHLET,
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3.7.4 802.1X

802. 1XgBFEIX., W— M E/ITHR A FR_R—R |2 X HRFAENATRETT,
==X, Xy MU =T ~DT B AEFA SNDANRAET 2 LERH Y £3, AL EE, 1
— 1 JVERGIE & RADTUS Y — N —3RGIEd K OMRHFEREIC S LE T, ek, v — U AGRREZB W T, &
A F v ZVLANIZ X 0 BHJVLANZEI D 4T 5 Z LTk EE A,

FEER

B VLN ZERAY 5156, Y S TARGRRINERIL 64 IHmRKTI
XK %164 121X MAC/Web/802. IXDEFRELTHEAT 2B VLAN DI KRB EZEHFT .
(BIF VLAN ZERA LG WMERIZ. CORRKPBHICEFEFEFNEFELEA)

3.7.4.1 802.1X Settings

WDT 4 R &RRT HIZIE, Security > 802. 1X > 802. 1X Settings #7 U v/ LEJ:

ol X = 0
802.1X State ® Disabled O Enabled
Auth Mode LV
Auth Protocol RADIUS EAP v
st Fioer Pemit VLAN D —
802.1X Port Access Control
From Port 01 v To Port o1 v
QuietPeriod (0-65535) sec SuppTimeout (1-65535) sec
ServerTimeout (1-65535) sec MaxReq (1-10) times
TxPeriod (1-65535) sec ReAuthPeriod (1-65535) 3600 sec
ReAuthentication Disabled v Port Control [Auto v| [ Refresh |
Capabilty Direction [Both v| [ aeply |
Port | AdmDir | PortControl | TxPeriod | QuietPeriod | Supp-Timeout ﬁ?nrgﬁ[n MaxReq ReAutn Period | ReAuthentication |  Capability | A
1 Both Auto 30 [ 30 30 F] 3600 Disabled None
2 Both Auto 30 0 30 30 2 3600 Disabled None
3 Both Auto 30 0 30 30 2 3600 Disabled None
4 Both Auto 30 0 30 30 2 3600 Disabled None
5 Both Auto 30 0 30 30 2 3600 Disabled None
6 Both Auto 30 &0 30 30 ] 3600 Disabled None
7 Both Auto 30 0 30 30 2 3600 Disabled None
] Both Auto 30 0 30 30 2 3600 Disabled None
g Both Auto 30 0 30 30 2 3600 Disabled None
10 Both Auto 30 0 30 30 2 3600 Disabled None
1 Both Auto 30 [ 30 30 F] 3600 Disabled None
12 Both Auto 30 0 30 30 2 3600 Disabled None
13 Both Auto 30 0 30 30 2 3600 Disabled None
14 Both Auto 30 0 30 30 2 3600 Disabled None
15 Both Auto 30 0 30 30 2 3600 Disabled None
16 Both Auto 30 [ 30 30 F] 3600 Disabled None
7 Both Auto 30 0 30 30 2 3600 Disabled None
18 Both Auto 30 0 30 30 2 3600 Disabled None >
19 Both Auto 30 0 30 30 2 3600 Disabled None
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PR T A —Z — O it L E T,

802. 1X State

8%1X%ﬁﬁitiﬁﬁ LFET,

Auth Mode

FRAEE— K& LT, [Port Based] F721% [MAC Based] Z#38IR L £,

Auth Failover

RADIUS Hr—s3= 6 OFFFEICE DR NG E, B — T —H _— (T
Ak, iti%%m_wnﬁﬁ%ﬁomnww%% HELET,
enable - RADIUS Y —/N—DFHFEIE 72 WOHE, failover'ﬁ% EE AT LET,
permit — RADIUS H—/N—DFBFEINE 72 MRE, B8EIHICRERERF Al 21TV E 7,
local - RADIUS H—/ "—DFBAEINE 72 WVRE, B — LT — X X—R 2L 5
REEAITWVET,

disable - RADIUS Hr—/"—DFRFEIGSE 22 WRE, failover HEREZ EZNIZ L E T,
7 7 4V FREIFESTT,

£ D8

Permit VLAN ID

Auth Failover CaRBiEFF P [Permit] & IZFT/E 95 VLAN ID 3R E L F7,

Auth Protocol

FEE7 e kvl LT, [Local] F7-i% [RADIUS EAP] Z 38R L £,

From Port/To Port

METHR— FEEHAEAERLET,

QuietPeriod BB NOFRRRCKIL LT, B L < REEE AT 5 £ TORIRE R E
(0-65535) LET, 774/ FEEIF 60 B TI,

SuppTimeout EAP Request / Identity /37 > R ZBR< 7 XTOD EAP /N7 > MIXT 247
(1-65535) VY bSO EEFFORMERELET, 7 7 4/V FEEITX 30 HTT,
ServerTimeout RADIUS Y — =I5 DIRE 2[R 2R E L £9, 7 7 4/ Fik/ElL 30
(1-65535) Wi,

MaxReq (1-10)

YU B MTEIET B EAP Request/Identity /347 v F O KEIEZHRE L
F9., 77NV FREIF2 TT,

TxPeriod EAP Request/Identity /N7 v FOEEMMEEZHEL £7, tx_period THRE

(1-65535) LR, 7V 2 b6 OIREN - 254 HiE 1% EAP
Request/Identity /X > F2HELET, T 74V bR EIL 30 B TI,

ReAuthPeriod BV S OEMR R FFRREDOMR AR E L ET (1~65535 ), 7 7 + /b

(1-65535) R EIT 3600 BT,

ReAuthentication EMHINCEHRGET 2 EI a2k Ed, 77 4/ FiREITERTT,

Port Control

A— MERRERAEZ I L £ T,

[ForceAuthorized] 2R3 % & AW — M F 802. 1IX DFBFET = A &7 T

ﬁﬂm;m&%ﬁ@h BERVET, AA v TFERBTLORy NU—T T
T SNET,

[%mwmmmﬂmﬂ%kﬁﬁék A— M 802. 1X DFBFET 1 A %17

PHREINCIEFRIRIRIE L 720 9, AA v TF&2RATIH R NT—I T 0%

AxT a7 EhET,

[Auto] BN 5 & | 802. IX AT/ Y £9, A— MIFERFEIRAE Tl

LET, R— MRATEZETEX HDDILEAPOL 7 L—LDHTT, R— kR

Vo777 L, 7 U B hoxBDEBAPOL start 7 L—AEZ(ET D &,

AN IEE D £, AL v F X, 7 TA T > b EZER LT, 38E

Aotb—=T% 7747 b ERIEY——DOR]THZE L F T,

T 7 AV MEREIL Auto T,

Capability

802. 1X A—t T 4 r—F—REEF— MEZEHLET,
[Authenticator] Z @R L C, HTEZA— MIEHALET, BFTEXZAHINCTS
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L =PGBI AKE LT, Xy NT—I ~DT 7B A Z RS L7
TFALER 0 £ A, [Nonel ZiBIRT 5 &, AR— F LD 802. 1X BEEEDN LN 72
D E9,

Direction EHRHIE T 0 2 Z B T F ISR E L £1,

[(In]Z&IRNTHE, BHDOT 4 — /L RTERIRLIZA— MRHADOZERNT 7«
> 7 LM S EE A

[Both] Z&IRTH &, HAID T 4 —/L RCEIR L7 — MEHOEZE T
74y 7 EFELET,

[ApplylZ2 U v 7 LT, XELHEZBEHLET,

[Refresh]Z 7 V v 7 LTHHEIZRRIND Y A MEFHLET,

FEEE

() T A LA —N—HEEIC B+ BRI SREEEF A (Permit) (E. ¥ 2 T4 LR95E
EHBTEEMNH D=0, +HRHOLE, ERALTEEL,

0 T T A LA —N—HEREIZ B 1T B EIE AR R A (Permit) (X, B/ESHA TS
RADIUS —/N—2THAEB A LT FOBEIZ. YT A2 FIZ EAP-Success iR L &
T, LML, HFTYU B FDOHERRIZ & o TIX EAP-Success Z1{E#% + SREF R THIREEIC
15T, BIEHER MBS OBEMM% S FAPOL-Start E{E@ VIR L. RIME
HEYETHEELHYET.

‘) 7 T A LA —/N—HEREIZ. RADIUS H— N— DS E N LI—H—F . /SR T— Kig
Y12 & Y SBEFEM L1158 (FBAHIRTABIT L £t A RADIUS 4 —/ \— DRI &
WA A LT LR REBTEABTLET .

() T T A LA ——HERER TR . RADIUS H—/R—D R A L7 5 ~ERAIE 30 #LARIC
RELTLESWL, TIAILEREIEIB5HTT,

('8M1X®D—ﬁ»%ﬂm~WS@&ﬂﬁ—hbi¢o
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3.7.4.2 802.1X User

L 802 1X —W—ZAERT HITiE, =2 —HF—H L RT—FEZASLT, RIZ, "NATU— K%
feE L. [ApplylZ 2 Vw27 LET, T— 7T AO TSI, HiLna—F—nEzrInEd, = Y
—ZHIBRT B I12iE, fHIET D [Deletel 227 U v o7 LET,

WD 4 R AFRRTAHI21E, Security > 802.1X > 802. 1X User 27 VU w7 LET:

802.1% User FPassword Confirm Password

| | | | | |

Note: Password/User Mame should be less than 15 characters.

802.1X User Table Total Entries: 0

TR T A—F =D il L E T,

802. 1X User 802. IX = —H—HE A LET
Password 802. IX NATU—R&E AN LET
Confirm 802. IX #EiB /R AU — RZ AN LET
Password

[ApplylZ 27V v 7 LCEFAZEALET,
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3.7.4.3 Authentication RADIUS Server

AA T O RADIUS #RE T, 2 — —FHEEHIZ LT, &

BT 27 77 4 Ty I—n b0k

KD 4 v Ry Z2HRKRTAHI20E, Security > 802. 1X > Authentication RADIUS Server Z#7 U v 7 L

Index

IP Address

Authentic Port {1-65535)
Accounting Port {1-65535)
Timeout {1-255)
Retransmit {1-255)

Key iMax 32 characters)
Confirm Key

RADIUS Server List
IP Address

[0.0.00 |
[1812 |
[1a12 |
|5 |secs
|2 |times

Apply

Auth-Port Acct-Port Timeout

Retransmit Key

— DAz R L £,

Index RADIUS FRGEY—N—DA T v 7 AFHFEED B TES, HRK3IDETAAL v

B CEET, A v TFTIEBE LA > T v 7 AFEBOFEWIIAIZ RADIUS
@Eﬁ%%mb NS U= RADIUS & 3RGEY— N—¢ LTl L £ 9,

IP Address RADIUS FBAEV— R—D IP 7 RL AZHE L £,

Authentic Port | RADIUS #RFEV— N—DUDPHR— hEZHELET, T 74/ hal— hESX 1812

(1-65535) T,

Accounting Port | RADIUS G8GEY—/3—D UDP R— hZFHELET, T 7 +/b bR — F&E 513 1813

(1-65535) SRS

Timeout (1-255) BA LT T MEZREATATILEST (1~255), 77 4+/L MEIL5 TT,

Retransmit HXEERHBEACAN LET (1~255), 7 74/ MEIX 2 T,

(1-255)

Key (Max. length | RADIUS #GEH —_—DF—LFLXF—2RELET, = N —DRKEIIX

32 characters) 32 WFETT,

Confirm Key Key CADLIZbDERIUF—2 AT LET,

[ApplylZ 2V v 7 LTERZ#EM L ET,

122/222



A— b OHIHk
802. 1X DR— MUlOAR— N Z W LT 5 12i%. [802. 1X Settings] 7 4 v R T 802.1X ZAR— R
WZHNZ LET,

WD 4 v R EHRRTAHITIE, Security > 802.1X > Initialize Port(s)Z 27V v 7 L%
L ——————
From Fort 01 v| ToFor 01 v

Initialize Port Table
Fort Auth PAE State Backend_State Fort Status

ZDT 4 RUT, A—h, F2E. A= DT A—TEHPHUELLET, U4 v RO TESITH
A= NPT —7 s, A— FOBIEORENERINE T, N— a2 T 5121, W@@
R—RT7 4=V REEEDKR— N7 4 —)L KT, R— hO#FHZERIR L E3, PIHLE2BAT 512X
[Applyl &2V v 7 LET,

MAC R—Z DR — F ZFHULT DIk, £, [802. 1X Settings] V7 4 > R T 802. 1X % MAC 7
R LU ARNCAHEMZLET,

/k0)174’ v R EFHRTAHI2IE, Security > 802.1X > Initialize Port(s)Z 27 VU v 7 L

0

From Fort 01 v| ToPor 01 v|  mac address O |

RN— R 2T 5120, BHOR— K7 4 — L REREBEDR— 7 4 —)L KT, R— b O#iJH % 5
WLET, WIZ.MCT RLATZ 40— /L RIZMACT RLZZ AN L, #¥IEET 5 MAC 7 KL 2 ZF57E
LEd, ¥k Z BT 5121, [ApplylZ 2 U w27 LET,

TR NT A—Z —DOF A Z il L7,

From Port/To Port | #1HMLTHA— FEEPHZIBIR L £,

Port A v F EOFR— P E2RIHAHARYEN 7 —/V FTT,

Auth PAE State RONTNNDOA =T 4 7 —F— PAEREDPRREINET,
[Initializel #JH{k., [Disconnected] GIWr# #~, [Connecting]#EfEiH,
[Authenticating] F8FEH ., [Authenticated] F8FEF A [Aborting] KT, [Hold]
88, [ForceAuth]5®#HIFRZE, [ForceUnauth]3RHIFEFREE, [N/AIRE4 72 L,
Backend_State KDONT DNy 7 = REGPIREENFR R IILE T [Request] R,
[Response] i, [Success] B, [Fail] Rk, [Timeout] Z A4 A7 w7 k. [Idle]
7 A Rv, [Initialize] Wb, [IN/AIEZYM 72 L,

Port Status %U?ﬁﬂéh“(b\éf"— ~ORREIL, [Authorized]FBEEE A, [Unauthorized]FE
FREE. IN/AIRZMS 7 LonT e £97,

MAC Address xa“ﬁﬁ“én“\ MIERSILTWD T T4 TV "RHLEE. TOMCT R
2T,

(ApplylZ 27V w7 L CEE A L E 1,
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H— b OERIE
T 2 2O 4 RUZfER LT, 802. IXAR— FAHFIELE T,
802. 1X AR — h Z HERFFT 5 I121%, [802. 1X Settings] 7 4 > K7 T 802. 1X Z AR — FBINTAHZNZ LET,

/k@l?4 v l\ ‘7%2‘%??6 1%, Security > 802.1X > Reauthenticate Port(s)Z 27 U v 7 L £

From Fort 01 v| ToFort 01 v

Reauthenticate Port Table
Fort Auth PAE State Backend_State Fort Status

DU 4 YT, A= bMEZEEL CTlApplyl 227 U v 7 LET, [ApplylaZ Vv 27 95&,
RN }‘wﬁuunET 7/1/ ﬁuunﬁéht_j_ ]\O)ﬁf@ﬁﬁuﬁii‘%%éﬁiﬂ—o

MAC _—ZMDR— b ZFHFRFET 212iE, £, [802. 1X Settings] ¥ 4 > KU T 802.1X & MAC 7
FLABNCAINZ LE T

&@?4 NS }\ ‘7%’52‘%??6 1%, Security > 802.1X > Reauthenticate Port(s)Z 2 U v 7 L £

Fram Port 01 v| TaPor 01 v|  maC address O | Apply

A= F2EHRAET D20, T BUOR—F TN E T A= a— b HEDR— T VE T A=
=5, A— MEFHZRIRLET, KIZ, MACT RL AT 4 — L RIZMACT RL A& AS L, fIET
L2F xRy I ALTF =y 72 NIVT, Bt T D MACT FLAZIEELE T, BRiEx BT 2
Zix. [Applyl 227V v 7 LT,

T%mﬂﬁx~5w®ﬁﬁéﬁﬁbi¢

From Port/To Port | FFR¥AET D aA— MiPHAZEEN L E T,

MAC Address R—=ENBDLAAL v T OYET KL AZERLET,
Auth PAE State WDONTINNDA—® T 4 r—H— PAEREENFR REINET,

[Initialize]l #JH#{b. [Disconnected] I 4. [Connecting]#EfEHT,
[Authenticating] FRaFH ., [Authenticated]mbﬂEﬁ§¥% [Aborting] I, [Hold]
8. [ForceAuth] J8HIFEGE, [ForceUnauth] 5RMIZFFREE. [N/AIRZM 72 L,
Backend State BKO)b\ﬁ’%Lb>0)/\;z5’J:¢/]\ikﬁ&ﬁ‘??ﬂ‘éS%Ljiﬁ‘- [Request]%@ﬂ?\
[Response ]2 [Success] XEh, [Faill B, [Timeout] # A A7 v ~ [Idle]
T A R, [Initialize] 18K, [N/AJ#%472 L,

Port Status %Ufﬁﬂézh“(b\éf"— MR AEEIL. [Authorized] ZREFF . [Unauthorized] FF
FRE, [(N/AIRZE R LoWT iz £,

[Applyl &2 U > 7 L’C’Z{E%Jﬁ)ﬂ L%,
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3.7.5 SSL Settings

SSL L, #GE, T VX NEL, B b ZEH LT, AA N T T4 7 NEOREEE R 2

X2 VT4 —HETT, InbotXa )T —HerEAT o1k, A 77— AL — FEfEn

FT, YA 77 —AA—NMNZX, Ritty v a r THEHTLEHRR I VTS NT T T 4 RXTA—F— F

EOWFALT VT XA BEIOY, F—H A X2RkOL8X2 VT 4 —XFHTT, RO 3 DD

VTR SN E T

(1) F—2Hi: A 77 —AA — FFINORMOEHS T, EHT 27V v 7 xF—71TY X L%
FLET, ZDOAA v F TIL Rivest Shamir Adleman(RSA) X7V v 7 % —TFT L3 XL LFIXK
NELT T XNDSA) ZYAR— L TWET, T2 TiX, DHE DSS Diffie-Hellman (DHE) /X7 Y
v X =T N TY XLE L THRESNTWET, 2L, 7747 FERAX FNOROREAIOFE
WMERCT, 7I9A T FERANMIF =L T—HERKE L, T ANOFEFEELRD T, KD
LAULTCRE S b2 iR L £,

(2) WEEft: VA 77 —AA = DO FHADOEHZITUE, 7747 FEBRAFORTEESNDL A E
*V%%%M?ék Lﬁ%?é%%MﬂaiﬂiﬁoX%V?iﬁ®20®@ﬁ@7)7ﬁﬂv
— 7T AL LETS

) ARV—2YAT77— - ZAAvF EIZIF, 128 Y FF—DRCADARNY —LHY AT 57—MN
HBVET, ZOX—EFHL T, AvbE—VrEKSLLET, Fio, HEAMHOTD, 75
AT RERA MO T—ELTWARENRDY £,

2) CBCTmvZHA 77— KL LIETXA NOEFNCEEL LT 0y VN4 BIED T
my&@%%kfﬁ%biﬁg24y?m\?~&%%M%ﬁmmrt:ﬁéntmmmmag
At 3 — RIZRHS LEF B LT A R 2Rk L £77,

(B) Ny aT VA AN Ay E—VRIEa— RERD DA v E—UF A V= X MERRZBINTE &
T, TOAyE—URREa— RiE, B#E LA vE—VICk Wb Eh, Atz Rg L., H4e
BEASIELET, MD5 & SHA D 2 2Dy a7 A3 Y AL%HHR—FLTWET,

AA v F EDIODERTING 3 ODO/NNT A —F—%EFIHAGLET, h— =L KA FOR
TERICBEETELLOIC3 OS2 — FE2ERLET, EHTE A 77 —AL— D 1D
bHrNTZFOMAGEDEEHEATEET, BRAV A4 77 AL — NI, EFXF2V T4 —LL LR
ERPHGEOMRICEBLET, 14 77 AL — MIHHERIL. A v FITEEENE A, T2,
AEAELMEEIND 7 7 ANV TEHE=F Y —Anb Xy ra— RTH0ERH Y £7, iEAE7 74
IMIpNE . AL v FOZ OMEEIZFEITCEEHA, EHEY 7 A4 11X, TFTP ——Z2FH L TR
A vFICE T a— RTExEd, AA v FILSSLv3 & TLSvl (ks LT kT, SSL DZF Dfthod /S —
Va SNIHEBEERRWGEERSH D £, £, BEE. BELO 794 T EMBEARASDA v E—
COMEEIZERIC, MENBETLZERH D £,
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iEHED X Y v —

OV RUZER LT, SSLEEHOGEAEY 7 A V% TFTP — _"—nH AL v FIZH 71
—RLET, iEAETZ 7 A VIE, Yy NV —2 EOFRET A ATHERT LT —% 1L a—NT¥, JiE
HFIT, FrEE., BAEHO ¥ — T X VBT HIHERNAE ENE T, SSLIEREZ Faif i 5
Wik, == 7 547 MR CAEE Y 7 A VBBETT, AL v T RS TH01%, . der 7
7ANMLEF D& HFEHET 7 A NVOHTY, 1 DOFEAFEOALT ) m—RREnEd, 2—F—
WRUUZIE U THEEOAEA XY v o a— R T 50BN £7,

YA 77 —AAL—F

DT 4 RUT, AL v F ETSSLEZANZLT, ~EBERINTEZTANR—ZL—F D1 OF21T

ZOMAELEEEALET, VA7 7 —AL— ML, @itk y v a U CHEMAT L EfER7 VT R
T I A4NRTA—H— FEOK AT LIY XL, =P A XekdLtx2 YT 4 —LFHTT,

AA v FTiE, SSLEEREFIZ 3 2OV A 77 —AA — " EfHTEET, T 74/ FTiE, b
TOYA 77 —AA— MNIFHDTT, FEDOHA 77 —AA— M D201, FRIEOKICERT
LY AT 7 —AA — NUANDORERY A7 7 —AA — MBI L ET,

SSL EBEZ AT 5 & HITP 1 XN 72 F£ 97, SSLAKEE A H HIZ Web ~— R GUT #RHI TAA >
FHEHS B2, Web 77 WA SSL g B LIkt LR T UL © £ A, £7-. URL D~y ¥ —|%
https://THEHXLENH Y £9° (B https://10.90.90.90) , TOMDIHFETIH, =T =% AL
F3, £72. Web R—Z GUI ~DT 7 & A FFHFE SN EH A,

WD 42 R E2FRRTAHITIL, Security > SSL Settings Z27 VU v 7 L

55L Settings
SSL State ®) Disabled ) Enabled

Cache Timeout (60 - §6400) sec
Note: Web will be disabled if SSL is enabled.

S5L Ciphersuite Settings

RSA with RC4_128_MD5 ) Disabled ®) Enabled
RSA with 3DES EDE CBC SHA ) Disabled ® Enabled
DHE DS5 with 3DES EDE CBC SHA () Disabled ® Enabled

Apply

S5L Certificate Download
Server P Address | |
Certificate File Mame [ |

Key File Name | |

Current Certificate Loaded with RSA Certificate!
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AA v F ETSSLEREZ > b T v 73 5I121d, IRD/IRXT A—Z—ZRERR LT,
*9, TR

[Applylz 27 U w7 L

NT A= —OHA R L £T,

SSL Settings

SSL Status SSL A %hE - iT MR ELET, 77 4/0 MIER T,
Cache Timeout SSLESEEZFFH L CZ 94T FERA OB TH LU — 25314 2 I %
(60-86400) RELET, Z7I7ATV FERA N —ZHTHEIZ, FTLWSSLE Y3

UODSHENLSIVE T, T 7 AV REREE 600 BT,

SSL Ciphersuite Settings

RSA with
RC4_128_MD5

DOV A T 7 —AA— NI RSAF—ZHL XN —2LH A 77 —RC4 B L%
128y hXE—BLORMS Ny a7 LT XL EMHAELEET, TAX T
A= a—IOANFEITENERELET, T 740 MIFEZTT,

RSA with 3DES
EDE CBC SHA

ZDOYA Ty —AA— I, RSA F—75H2, CBC 7' 1 v 7 ¥ 7 7 —3DES_EDE K
B, BEOL SHA Ny 2T AT Y RAEHLEDEET, AL T A=
—NOERELITESICGRELET, T 74 MIAD T,

DHE DSS with
3DES EDE CBC SHA

ZDO¥ A 77 —AA— ~Z. DSA Diffie Hellman F—23H#a, CBC 71 v 7 H A
7 57— 3DES_EDE M5 E1b. SHA N> > a7 3 Y XL EHLEDLEEST, L
HLU A a—DOHENEZITENCRELES, T 740 MIAZTT,

SSL Certificate Download

Server IP FEFAETZ s AN HD TFIP b—R_R—D [P 7 KL A Z AT LFET,

Address

Certificate Aon—RTEAET 7 A NVDORRAET 7 ANZEATLET, 2077
File Name AW L der YEIEFDMETT (B c:/cert. der),

Key File Name

7o —RTEHX—T 7 A NDINAE T 7 A NG EZANNLET, 2774
JWZIE L der EIETAMLEETT (B c:/pkey. der),

[(Download]Z 7 UV v 7 L CSSLEFHEAZ X 7 o— R L%,
[Applyl &2V v 7 LTEEZ#EHLET,

FEEE

AAYFDSSLIEREEEMZTDE, RA vF(EWeb v H—

oy —HAOR— kR

—r80)ZEMIZLET, Web v R—Tv—I2OF 42T 5=, RL DT>
k1) —I& Thttps://1 THREDIDHELHY T,

Ary)0— Rag

ERIAERUBMBRD I 74 LY A X(ELUTORY TY,

FEEAE 7 7 AL : 8192 /34 b+
WERET 74U 4096 /31 +
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3.7.6 SSH

SSHiZ, VE—hFKRRA Moo Ea—XILER2ars A LT, e hiET)E— b K/ —FE
Tavwr REEFTLET, 72, EEHINARWVWEAA MEOBEEZRE 5L L OEAE L T, 8t
L FET, Xy FU—ZBEZENT X2V T 0 — EOMBRICHT 258 7R 242 L £ 97,

WOFNEIZHE-> T, SSH 71 h=av & LT, UE—FPCSSHZ 747 k) & AA »F (SSH W

— =) [ OEE DR MR L E T,

(1) [Configuration] 7 # /L% ® [User Accounts] 7 4 > RUZEEHL T, BHELXNLT 7 ADHD
2—PF—=T I FEERLET, iUk, BEET AU MEERT D HIELFRCTYT, SAY
— ROEBEHFEBRBETT, SSHY 1 ha v a i L CLeRBE AL LIzh, NAT—FR
EHEHLCAL vy FIcrn 4 LET,

(2) [SSH User Authentication]” 4 ¥ RUZMH LT, 22— =77 "3 AA »F & SSH#2
A HENL CE D a—W — %A T HBICHRE LT-RGE 235 K 55 E L £ 9, SSH Ti,
KD 3ODFEONTNDEHEA L Ta—P—2RFELET, KA R SRT =] ATY
v T X —=DWNTINNTT,

(3) [SSH Authmode and Algorithm Settings] vV 4 v KU ZHEHA LT, SSHZ F4 7 k& SSH P —/3—
DHETHESINDA vy =Vl b L2, B AR 2B, SSH AMEM T o0 5k 7 L
Y XALERELET,

(4) &2, [SSH Settings]V 4 ' FUZMEH LT, AA v F L TSSHEZAMILET,

FEOFINEZZE T L6 BRI HIHNERZEH L CAS, v F2EH x50, VE—FPC L
DSSHZ FAT7 v haRELET,

3.7.6.1 SSH Settings
DT 4 RyZMHLT, SSHY—"—%2FELET,

DT 4 RUZEFERTHITIL, Security > SSH > SSH Settings #27 Vv 7 L4
O SRS T —

S5H Server State @ Disabled O Enabled
SSH Global Settings

Max. Session (1-8)

Connection Timeout {120-600) sec

Authfail Attempts (2-20) times

Rekey Timeout
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PR T A —Z — O il L E T,

SSH Server State

SSH #B%h - 13ENCRELE T, 77 4/ MIER T,

Max Session (1-8)

I~8 DIEAE ATIL T, AA v FIZREFIZT 7 B ATE 52— —D AT
LET, T74/L FNREIZ 8 T,

Connection
Timeout (120-600)

B2 A LT 7 NERELET, 120~600 BOGBTHELET, 7741
RNEREIT 120 b T,

Authfail Attempts
(2-20)

BHEEIL, SSHERFEZMFEH L T2 —%—23 SSH Hh— "—~Du 7 4 Z il
HTIEDTELRANFRARETCEET, RAWYTEREEZBEA DL, A1

FITUWr SN ET, b —FEal A o 2RAEDIERIT. A A v FICHR LA
THENRH Y 3, RRRITEHIL 2~20 OFPHCHRELET, T 741 b
BREIL 2 TY,

Rekey Timeout

TNEDT A= a—=n, AL v FREFa )T 40— = LIS 2 0 &
Z A ZFHTE L £, Never, 10min, 30min., E7-i%. 60min 2> 5K L E
9, T 7 4V FiXEIL Never T,

(ApplylZ 27V w7 L CEFEAZEMA L ET,
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3.7.6.2 SSH Authmode and Algorithm Settings

WD 4 R &R RT AHIZIE, Security > SSH > SSH Authmode and Algorithm Settings 7 U v
7 LET:
e —

SSH Authentication Mode Settings

Fassword Fublic Key Host Based
Encryption Algoerithm

3DES-CRC AES128-CEC AES182-CBC AESZE6-CEC Cast! 28-CBC

ARCH Blow-fish-CBC Twofish128 Tueofish193 Turofish256
Data Integrity Algorithm

HMAC-MD5 HMAC-SHAT
Public Key Algorithm

HMAC-REA HMAC-DEA

TR NT A —Z —DOF A Z il L7,

IRT A= — A

SSH Authentication Mode Settings

Password GEHICE— D NVRE LT ANA T — REMH L7 WGEEIE, 20T A—F—
EAICLET, T 74V MIAEMTT,

Public Key RAEAIZ SSH EDRT Y » 7 X —FE A LWL, ZORTF A —2—
EHINCLET, T 74V MIFEHTT,

Host-based AEHICARA Fa v Ba— 2 2 EH LTEWGAIE. 20X A =2 =% {2
LET, 2037 A= — %, SSH RaEE 304872 Linux = —% —[AF TY,
FloARAParyEa—2E BEICA VA=AV L7=SSH v 7T 5D &5 Linux
FRV—=T 4 VTV AT AEZFATLTWD DL LET, T 74/ MIAHT
7

Encryption Algorithm

3DES-CBC 3DES W5k T VT Y ALEFGIMZLET, 774/ MIAEETT,

Blow-fish CBC Blow—fish B EAL 7L 2 R AZAMCLET, 7 40 MIARTT,

AES128-CBC AES128 B BALT VT U R LNEH N LET, 7 74V MIFHTT,

AES192-CBC AES192 BF SALT VT Y AL EH N LET, T 7 4V MIEZTT,

AES256-CBC AES-256 B 5 b7 VTV ALEZHMNILET, 77 4/V MIAZTT,

ARC4 ARCA B b7 VTV XA LZHMNCLET, T 74V MIAMTT,

Cast128-CBC Cast128 W5 k7 VTV XA LZHMNLET, T 74V MIFHTT,

Twofish128 Twofishl128 Bf BAL T VT U X AEZHINZLET, T 7 4L MIBFEZHTT,

Twofish192 Twofish192 Bs BT LT Y XL EGIZLET, 77 4/ MIFETT,

Twofish256 Twofish256 Bf 5 kT VT U ALEFGIMILES, T 74V MIAETT,

Data Integrity Algorithm

HMAC—SHA1 SHAL ZHZMZLET, 7 74/ MIEZTT,

HMAC-MD5 M5 ZHNZLET, T 74N MIAZTT,

Public Key Algorithm

HMAC-RSA RSA ZHNC LET, 774V MNIFTT,

HMAC-DSA DSA ZHMZLET, T 74/ MIBEHTT,

(ApplylZ 27V w7 LCEFEAZEMA L ET,
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3.7.6.3 SSH User Authentication Lists
WD 4 RUZFEH LT, SSH BHATAAL v F~DT V¥R 2R L LEZ—HF—HDONRNTG A —F —%
L E9,

&@?4 v R a#FRRTAHI121%, Security > SSH > SSH User Authentication Lists #27 V w27 L ¥

Auth. Mode Host Mame

ots Password

Note: Maximum 8 entries and Host Mame should be less than 32 characters .

EofFITIE, [Configuration] 7 # /L& 128 5 [User Accounts] WV 4 > R AL T, 22—H—T %4
v b Tadpro) Z#ELTWET, SSHaA—H—HDNRT A —=F—ZFET HIIEL, FANZL2—H—
THY Y NeBRETHLENRHY £9, SSHZ—WF—HDO/NT A —%—%FET DI, HIETD
mmﬂéﬂj/ﬁbf ROV 4 Py EFRLET,

H U AL atlo

Total Entries :1

Auth. Mode Host Mame

Iser Mame ost P

Note: Maximurn 8 entries and Host Mame should be less than 32 characters .

TR T A—F =D it L E 7,

User Name SSH —H—Z 3BT 52— —4 % 16 LFLUNTANLET, ZO2—H—

ZiE, FRICHER L= =T o hTRITINERY FHA,
Auth. Mode BHEIT, WMOWTNNEZEIRL T, A v F~DT VAR D 2—H —

DFgFEz i E LE T,

Host Based -RRGEAIZ U E— k SSHY—R_R—%fFH L72WIEEIE, ZD/3T A
—H—%EBIRLET, ZONRTA—F—ZBRTIHGEIT. ROFEHREZATIL
T SSH a2 —H—Z35 L £ 7,

Host Name - U E— k SSH =—#—% 3575 32 CFLUN DI FXFH % A

HLET,
Host IP - #AJ&d % SSH 22— —dD IP 7 KL A& AN LFET,
Password -FREFHIC2 —HILDORRAT— RE2FEH L7-WEESIX, 20T X —

F—HBIRLET, ZONRTRA—F—2 ANTDH L, ITHENRY — LG
E, NSAU—F&EHH) —EASLTHELET,
Public Key - RBFEHIZ/RT Y v 7 F—SSH Y — _R—|ZfEH LIZWEEAE, 20

NI A—H—F @R L ET

Host Name U E— b SSH —H—%2FB7 5 32 LFLNOFEE T LTI E A LET, =
DINTG A—=Z—ZAHTH01E, FBEEE— R7 4 —/L RTRA b _N—Z2 28]
L7=HB DR T,

Host IP SSH 22— —OfIETHIP 7 RLAEZ AN LET, ZONRT A —F—%fiHT

HDIE, WIAFE— R 7 4 — L RTHRA FAR— 25 LTS5 DL T,
(ApplylZ 27V w7 LCEE AL E 1,
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3.7.7 Access Authentication Control

Access Authentication Control =~ KC, TACACS/XTACACS/TACACS+/RADIUS v h=a/LZ{ER L
T, BRICAA v FIT 7B ALET, 2=V =0, ZAAfvFicus (Lm0, BHEHELV~LHEF
DT Ve AERRD L, NAU—FROANEFEFINET, A vF ET
TACACS/XTACACS/TACACS+/RADIUS FRFEN A 272855 1%, A A F1d TACACS/XTACACS/TACACS+/RADIUS
—N—EE LT, 22— —ZFELE T, LN —H—iL, A v FIT IV BATEET,

HIfE, TACACS EXx = U T 4 —HIfENCIZ3 >DONR—a o n3b ) £9, FRF. M= T 0T+
T, AAvFDY 7 N7 =T 1ZRO TACACS N— g NZxHe LET,

(1) TACACS - 1 B EIFEEDOEFR TACACS +r— "—fFH TP Fr harzH LTy M
kL, EX 2 U7 4 —BMOEHIZ, AT — ROMER, ik, 2—%—7 7 v a »vo@Emsz i
L ET,

(2) XTACACS — TACACS 7'm1 b =L D¥LIEALAR T, TACACS XV D ZWERGEER & N o — N
ELEST, Zo7a barTh UDP AL Ty F&iRkLE T,

(3) TACACS* - Ry U =2 T 3A ZADORGEH OFEM 727 7 & Al A2 23 L E 7, TACACS+TIE, 1 &
FTEBOEF Y — N—REAOFRFEa ~ > R&fivEJ, TACACS+7 v k2L, TCP 7'u k=
NEMHLTAAL v TF L& TACACSHT —F DT RTHO T 7 4 v 7 ERFFL L. B OEEMEL
etk LET,

TACACS/XTACACS/TACACS+/RADIUS & ¥ = U 7 ¢ —HEBEANIE L < EIET D1

TACACS/XTACACS/TACACS+/RADIUS i%~—/\~—%t;</r,/kaA&$0>:r/\/r;z(HLRE1%~—/\~—55w?:i%bﬁiﬂ‘) -

THERTOIVLERNDH Y £, o, BEEHOZ— -4 L XA T = RGN W niERy £+

o AA v TFPRL—HP—ICBAEHO L —H —4 L RXAT— ROANZEFET DL E, A v T

TACACS/XTACACS/TACACS+/RADIUS H— "—|ZFRAEER L, — 3= [TKD 3 DD A v =T DT mn

TISELET,

(D) == lFa—P AL NRAT = FEZRAELE T, 22—V =3 A v F ETa—F —HRZ TG L
£,

(2) = R—lFa—HPF -4 LR —REZTFTANEEA, 2=V —FAS v FIZT 7 A TEEHEA,

(3) — = TFREF =) — IO A LER A, ZOET, AL v FII S —R"—NEX4 A LT 7 2%
FL., WOBFEHE~BE L ET,

AA y FITITIRD 4 DOFRGEY— /=7 L —T NN S TWE T, 4 E40, TACACS 7' k=)L,
XTACACS 7'm b =)L, TACACS+ ’v =/, RADIUS & k=)L T, _M%ODW@ZMH ==
N—TEFEHA LT, AA T ~DT7 7 ERAEZR L2 —PF—ZRFEL T, = —F—%, FiE—
—EHET DINEF CHBRGE — = V=T ELET, 2=V =R v F~OT 7 EAEZR
T35 &, A4 T, £T. BAIOFRIAEY — A—ICFFEEZ WA DY ET, BREsn2ne, 2%H
DY —_—2 7=V —LFET, BLF, FERICHE £9, WEBRGET—/ X — 7 L —7 IR ETE 5D
FBELEZa harEFZTLTNAHRA NORTT, Bz, TACACS FRFEY—/N— 7 L — 7L§ET
X HDIE, TACACS FBFEY— —DHTT,
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AA v FEHEIL, RIS, 2—Y—EFD Sk (TACACS/XTACACS/TACACS+/RADIUS/ 72 —J7 )v/
U, K6 DORLIE N EZEy F Ty LET, IO OHEMMIMAET DIEF C—EE
IRTEET, 22— =L, ZnHoHiE A4 v F EofERED —P—FBFEHICER L, Ik K 8 DD
ﬁ&%%ﬁ@é:&ﬁ?%iﬁo1~$~ﬁx4w%«@77tx%ﬁﬁé& AL FIXFBFEH O
—EN o DIRMOEMN A FIN L F 3, BAIOFEMDFRIEY —/N—AR X R 2@l LT, FERERIR 5 720
BEE, A v T, BEEHOYV— =T —THNOROEM~BE L ET, ZOEET, BN
ARG, Foid, HEESINDGE T, —EORKE Tt £,
TACACS/XTACACS/TACACS+/RADIUS H— _R—f&H ., £721X, WITNOHIELEDLTITIEFICT 31 A
0 JA Ly LIEBRAE. 22—V —HERAHE— @ﬁwéT%héVAN&@Dif AN EE
@%WHLtMﬁu\[M%MAMm]T%ﬂvmw%@<féﬁgﬂ&DiTo

3.7.7.1 Authentication Policy Settings

ZDUA4 Y RUT, AL v F~DT 7 A%l B 52— —HICEBEERORIRY > —EHEL
EFT, AT DL, TAAREIR T A U HEEEHR LT, » A VOO —F—RFEH O
it A RN L E 7,

WDT 4 ROWZT 7 AT AHIZIL, Security > Access Authentication Control > Authentication
Policy Settings 27 U w7 L¥9:

=L - Al =0 \/ - L

Authentication Policy Disahled

Response Timeout (0-255) SeC
User Attempts (1-265) E Jtimes

Apply

Enable Admin

Autl ation policy is disabled !

TREUINT A—Z —DOF A 25l L £7,

Authentication ;z/(,/f%J:0>mhﬂ£ﬁ*) VB HENETITENCLET,

Policy

Response Timeout A FRIZ—HF =05 OFBFED B & FF ORI A3 E L £, 0~255 o
(0-255) HPHCRELET, T 740 FREIT 30 T,

User Attempts AA T INRGERIT 2 Z T AN D I KIelE 2tk L £9°, % E L= KK
(1-255) BATLChRIEES o lea—F—(F, A v TF~O7 7B ABEST S

FT, o, GEERADL N TE R RV ET, a Y — L THERT S
A—HP— I FREE AT T DR 60 BRFF O L 22 LTI ZE W, Telnet
& Web N—Z GUI O —H—|%, AA v TFhbllrShEd, ITEHIL1
~255 DEIPFHTHE L ET, 7 74/ FEEIL 3 TT,

[ApplylZ# 27 U v 7 LCEREZ#EHA L ET,
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3.7.7.2 Application Authentication Settings

ZDU 4 RUT, FHRNIERE L= [Login Method Lists] Zfif L C. = —V —HEIRR L OVEHLE HE
[R(EBEDORML) Ca /A4 T 58I T AL v TFHERT 7Y r—vay (2 —/b, Telnet,
SSH, HTTP) Z##EL £,

WD 4 R &R RT AHIZIL, Security > Access Authentication Control > Application
tings 27 Vw7 LET:

L L

Authentication Set

Application Login Method List Enahble Method List

Console default v default v
Telnet default w default v
S5H default » default v
HTTP default w default v

Apply

TN T A—=Z —DOF A Z il L7,

Application AA v F EOWERT 7V r—3a R —ERRESNET, 2 Y —b, Telnet,
SSH, B L HITP 2T 52—V —HIZ, v /A v HiE—HE Ak —
BrRELET,

Login Method TN T A =2 —T, FANIHTE L7z Method List ZH LT, =—V¥—}E

List Row 74 HiExERELET, 7 744 O Method List, F72id, =—%—

DIERL L 72 Z DML Method List ZfEH L4, FEMFERICOVWTIR, Kk
v a &b [Login Method Lists] 7 4 > RUESHL TS &0,

Enable Method TNHEDT A =2 —"T, FANIEHE L= Method List 2 LT, EHEHER
List Ou A v EERELET, T4V NOFE-E, £2E, 22— =0
% L 7= % Ofthod Method List 2/ L £, FEMIFEHRICOVWTIE, Akr T3
\Z& % [Enable Method Lists] WV 4 > RUZZEL T Z &0,

[Applyl %27V v 7 LCEFZ#mHA L E7,
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3.7.7.3 Authentication Server Group
DT 4 RyT, A vF HIEEY— NN~ N—T %2ty b T v LET, P—R—T—
7°I% TACACS/XTACACS/TACACS+/RADIUS Y —NR—% 2 —YV —EZDO I T I VI T N—T 3T TEET,

WD 4 R %R RTHITIL, Security > Access Authentication Control > Authentication Server
Group 7&7 Uy LET:

atlo 2ve oLIp

Sever Group List |EditSeverGr0up |
Group Mame (Max 15 characters) |:| ‘
Total Entries: 4
radius
tacacs
tacacs+
wtacacs

X/l' /7‘ 1400)%7)@2;:@&"5’_/\_7/1/_7 75’3@@ \i—ﬁ—o _i’b%O)WI&“n.L\nE‘H'_/\—?/I/_ Viﬁ”
PRCEFEVHAN, BETLHZLITTEET,

FEDOITN—T%ZH T 51203, T 5Edit]Z 7Y v 7350, £k, 20U 4 Ruo—%F
iz B [Edit Server Groupl ¥ 7% 7 Vv 7 LET, ROXZTNERINFET:

ALithe atlo 2ve oLIp

Sever Group List |EditSeverGr0up |

Group Mame (Max: 15 characters) |:|

Server Host
IP Address ] Protocol [ TACACE v Add
Host List

IF Address Protocol

FREEY— R—Z BN 2L, REFY— =D IP 7 RLRAZ AN L, 7a haz2ER LT, [Add]
I U L/ij_o uj/bwc\ ;@mqu‘H‘“—/\*—ﬁ)ﬁ/lﬂ— Ciﬁﬂﬂéﬂiﬁ“o
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3.7.7.4 Authentication Server

DU 4 RUT, AA »F LD TACACS/XTACACS/TACACS+/RADIUS E¥ = U 7 4 —7' 1 h a/LHIZ,
=P —EROFEIEY—N"—ZRELET, iRV v—ZFHI L TAAL v F~DT 7 &R ail A
He, AL vFiE, VE—hFEAKEDY E— bk TACACS/XTACACS/TACACS+/RADIUS H—/N—|ZFRFE/X
v FaEPEELET, TACACS/XTACACS/TACACS+/RADIUS H— S — T BERZFEEE 72 I1TESR L T, A A
YFICELWA =% LET, [ UWEEY— A — ECEEORGEY 1 ha L2 FETTEET,
7272 L. TACACS/XTACACS/TACACS+/RADIUS |ZMNL.T T 47 4 THY . MAHEHEMETISH Y FH A,
N — D KA ISEIE 16 T,

DT v R ZF AT HIZI1E, Security > Access Authentication Control > Authentication Server
7 Uy LET:

ALIThe atlo enve

IF Address [ | Port(1-855385) [48 |
Protocol TACACS w Timeout {1-255) |5 |sec

Key iMax: 254 characters) | | Retransmit {1-255) |2 |times

Total Entries: 0
IP Address Frotocol ' Timeout Key Retransmit

FRUCANT A—=F =D il L E T,

IP Address VE— P —NR—DIPT RLAZ AT LET,

Port (1-65535) 1~65535 DT HE AT LT, b—_"—LEDORGFET 0 b 2L ORBER— RS %

EFE LET, TACACS/XTACACS/TACACS+H —/S—DF 7 4 )b b DR — FF 1T 49

?# mmmﬁ—ﬂ—m?7wwhmf—%%%ﬁmmﬁ?o%wkxlu%
WZEADR— MBS EHRELET,

Protocol ﬂ‘“—/\“‘?j MEHT 578 ha)LTt, ROWTIDERIRL£7,

TACACS — H—/ 3—73 TACACS 7' &2 b 2 /LT 25510 L £,

XTACACS — H— 3—73 XTACACS 7' &2 b I V2T 5255 108 L £7,

TACACS+ — H—/N—73 TACACS+~7' & b :ul/%fiﬁﬁﬁ“éia/\ IR L E 9,

RADIUS — #—/N—73 RADIUS 7' &2 b 2 /L& 255 10& N L £,

Timeout (1-255) | AA v FORFEERIZXTT 2V — =06 DISE R ORFMZ AL TA L

£, T 74/ MEIZ5 TY,

Key FRIE L7 TACACS+H—/X—F /=1L RADIUS Hr— R — L T 30— T, &
K 254 SLCF-O T LTI 6 E L E T,

Retransmit L7 =V RIEEZ AT LT, ==K L2 WGEEIT, 73 AR

(1-255) FEERZ AT AR AELE LET, T 74/ FREIL2 TT,

[ApplylZ# 27 VU v 27 LT, $y—NR"—ZBNMLET, ZOU4 LV RUDFEBIIHDT—T NI, =
) —MRFEREINET,
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3.7.7.5 Login Method Lists
IO 4 RUEHEHLT, AAM vy Ficu s/t 35— —@iEou 74 V2R LET, 20
o< FCEATHREET 2 b a/LDIEFFIL, FRAERERICEE L 3, X, BFE7 e haro
JIEFE A TACACS, XTACACS, m—/L& LTCANTHE, AA v FiE, == N —TNOHEID
TACACS H— _R—~GREEE R ZIHE L E T, = =D DJSENRWEEIR. A A v T, h——
T N—TND 2 FKHOD TACACS Y —/N—~GEIEER %2 15(5 L £ 77, XTACACS —& %ﬁmbfmﬁén
WAL, A v TFRICHEELEa—INVT v b T — 2 _X—=2%FH L T2 — Y — %585k
£7
TACACS/XTACACS/TACACS+/RADIUS Hr— "—i& i1 £701%, WThoFEBHELTIZ, EFICT A
2lea 74 LIEGAIR, 22— —HRIEID Y TonET, = —F = EREEHEIRZ TS L7z
A%, [Enable Admin] v ¢ » RO MM LT, HREZ&ES TLOULERH Y £7°,

WD 4 v R aFRRT AL, Security > Access Authentication Control > Login Method Lists

27V w7 LET:
"COGIN METHOU LISTS
Method List Mame (Max 15 characters) |:|

Priarity 1: w Friority 2:

Friority 3 Friority 4

Apply

Total Entries: 1
Method List Mame Priority 1 Priority 2 Priority 3 Priority 4

default logel = e s

7 7' A > Method List ZZE 3 521X, FASTDHIEdit]Z 27 U v 7 LET,
07 AVHEESERT DT, RWONRTA—Z—%EFHE LT, [Applyl a2 U w7 LET,

TN T A —=Z —DOF A Z il L7,

Method List Method List 44 % AJJ L &E§ (kK 15 305,

Name

Priority 1, 2, Z ® Method List 21X, ROMAEDLEER K4 DETEMTEET:
3, 4 tacacs — TACACS 7'm ha vz L Ca=—V—%RiEL £7,

xtacacs — XTACACS 7’1 ha V& L Ca—H —%F8iE L £,

tacacst — TACACS+ 7'm ha L&l L Ca—H—ZaEL £,

radius — RADIUS 7w b a2 L Ca—W—%2BiEL £7,

server_group — AA v F ECTHEFNIMK LIz —F —EROV—_—7 L—7
AL Ca—Y =% L £,

local - AA vF oo — Va2 —F—THh o T —HFXR—2%&FEHL T
— P —ZFIELE T,

none = AA v FIZT 7 VAT HEEORGEINEDH D T A,

[(Applyl %227 Vw7 LTERZM#EHALFET,
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3.7.7.6 Enable Method Lists

DY 4 RUT, AL v TF EOFEFESEEMH L TMethod List 2> F 7 w7 L, 22— —H[R
ZEHHE (Adnin) ICLET, THUCIE, FHENER LI HETRGESNRITIUIZR Y ¥ A, K8
SDHRN72 Method List Z#fHT& 4, TOND 1 21XF 7 4L b®D Method List T, ZDOFT 7
4/ F®D Method List [FHIFRCE EFHAD, BETHZ LT TEXET,

WDT v R &R HI21%, Security > Access Authentication Control > Enable Method Lists
7 Uy LET:

apie e UL

Method List Mame (Max: 15 characters) I:I

Priority 1: v Friority 2:

Priority 3: Friority 4:

Apply

Total Entries: 1
hiethod List Mame Priority 1 Priority 2 Priority 3 Priority 4

default local_enable -

2= —MEH L7z Method List ZHIBRT 2121F, AHIET 2 [Delete] 22 U v 7 LET,  Method List
EEET B, ST D Edit]#2 ) v 7 LET,
174 Method List ZE&RT HITIE, RONTA—=Z—Z@E LT, [Apply] 227V v 7 LET,

TR T A —Z =D il L E 7,

Method List Method List 4% AS) L F T K 15 LF),

Name

Priority Z ® Method List (21, IROMAGOEEZ RN 4 ODETEMTEET:
1, 2, 3, 4 tacacs — TACACS 7'v ha LV ZzZH L T —HF—ZFRFEL £7°,

xtacacs — XTACACS 7'm ha V& L C2—H —ZFAEL £,

tacacst — TACACS+ 7'm ha /L& L Ca—HF—%RFEL £7°,

radius — RADIUS 7'm ha V&AL T2 —H —%FEL £,

server_group = AA v F ETHEANMEK LIz —F—ERO—"—7 L—7
EHEAL C2——2@FEL 7,

local = A v F Lo —ANVa—F—=THho v N F—ZX—2%&fHL T
— WP —ZFRELE T,

none — AA Vv FIZT 7B AT HEEORFEIIVNEDH Y £H A,

[Applyl %27V v 7 LCEFZmHA L E7,
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3.7.7.7 Local Enable Password Settings

ZDOv 4> R T, [enable admin] 2z~ RKEHOB = /WIZHEMELTZ/NAY — RE#ERR L £T,
“local_enable” Z R L T, —H — LRI EBERFNCT DL, 22—V —I13Z Z TR L 72
WNRAT—=ROANEEGHFINE T, TONRRAT—RNEAAS vF RlIZr—IARESNET,

WD 4 R &EHRRT HIZIE, Security > Access Authentication Control > Local Enable Password
oYy LET:

1) o Ul L

Settings

Old Local Enable Password {Max 15 characters) |:|
MNew Local Enable Password |:|
Confirm Local Enable Password |:|

Aoy ]
0 —HNVRAT— REHRET DHITIE, IRONT A —Z—5 R LT, [ApplylZ 27V v 7 LET,

TR NT A —=Z —DOF A 25l L7,

01d Local Enable HANCRE L= RAT—REANLET,

Password (Max: 15

characters)

New Local Enable BHFMERICEE T HBICEAT 2/ LVWSIATY— REA N LET, AT
Password — FORKE & 15 X5 TT,

Confirm Local ETCAD LI LA AY = FEELET &) AV —REANTD L,
Enable Password T —RAvbE—UNERINET,

[ApplylZ 27V v 7 LCEFAZEALET,
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3.7.8 MAG-based Access Control

MACR— AT 7 & AN, AR— P EZIFIHE A FR—R|Z L DRFENARETT,

2—PF—lF, Xy N =T ~DT 7 2R A SNDANCRAET 20BN HV £5, BAEHIET, v
— J7 JVERGIE & RADTUS T — /N —GRGEES L OBEHIFEGEIC XIS L E T, MACR—R T 7 A ClL, m—7h
LT — B _R— A F T2 FRADIUS Y — R —F — X _X— AN DOMACL — P — [ A FBAED 72 DITHRBE L £ 7,

FEER

0 Ver 1.05 LIED T 7 —LS9 T 7 &Y  MACA—R T4 REEEMHASHEF-O—
SUSEEEYR— R LET, R AhFRR FHAR—EERORORFAR— A~
O—S 5 BBE. HLUE— FCRIEREAS S RANET,

BAFITYHIVANIZKYEHVLANZE Y LB THIHBE. 00— 25 F 5K — D VLAN
ID AR BT-6. I"— kD Ingres checking BFEZEMI-TILELAHY ET,
—DEREIL TGVRP Settings] W« > FOTITULVET,

0 B VAN 2T 2184, 21U S CAEEARANEHIE 64 K TT .,
£ £k 64 1= (% MAC/Web/802. 1X D& BEE AT 2B VLAN QIS kM A SHE T,
(B VLAN £ LA NERE. CORRNEMIZEEThELA)

MAC _—R7 7 & REIEINCE T 5 R

MAC ~_—27 7 & AN IR E ORI L OHHINH D £,

ZOMEEER— MNRHIZAEIZT DL, AL v TFIFZEOR— FOFB ZHEELE T,

T, VoI 77V —vay, R—reXx=2UT7 4—, GVRP ZHNZ LA — FTlE, MAC <X—=A
REE BN T HZ LT TEERAL
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3.7.8.1 MAC-based Access Gontrol Settings
O 4 RUEHH LT AL vF EONMACR—AT 7 & ZAEIFERERED T A — 2 —%ZFHELET,

WD 4 R ERRTHIZIE, Security > MAC-based Access Control > MAC-based Access Control
Settings #7 V v 7 L¥E7:

MBA Global State OFEnabled @ Disabled

Method Password [default |

Authentication Failover Disabled Permit VLAN ID [ |

Authorization Network Dizabled Max User {1-128) |128 ||:| Mo Limit

FPassword Type Manual String W MAC Format Uppercase, None

Port Settings

From Port To Port State Aging Time {1-1440) Hold Time {1-300) Max User (1-128)

[01 v [0t v|  [Disabled v|  [1440 |min [Jinfinite sec [infinite sec [|No Limit

| Port State Mode Aging Time (Mins) Hold Time (Secs) Max User
1 Disabled Host Based 1440 300 128
2 Disabled Host Based 1440 300 128
3 Disabled Host Based 1440 300 128
4 Disabled Host Based 1440 300 128
5 Disabled Host Based 1440 300 125
] Disabled Host Based 1440 300 128
7 Disabled Host Based 1440 300 128
3 Disabled Host Based 1440 300 128
9 Disabled Host Based 1440 300 128
10 Disabled Host Based 1440 300 128
11 Disabled Host Based 1440 300 128
12 Disabled Host Based 1440 300 128
13 Disabled Host Based 1440 300 128
14 Disabled Host Based 1440 300 128
15 Disabled Host Based 1440 300 125
16 Disabled Host Based 1440 300 128
17 Disabled Host Based 1440 300 128
18 Disabled Host Based 1440 300 128
15 Disabled Host Based 1440 300 125
20 Disabled Host Based 1440 300 125
2 Disabled Host Based 1440 300 128
22 Disabled Host Based 1440 300 128
23 Disabled Host Based 1440 300 128
24 Disabled Host Based 1440 300 128

FRUCANT A—=Z =D it L E 7,

FIE

MBA Global AL v F EOVNAC N—RT 7 & AHIEEEEL 7 10— SVICAE R E 7o IT Rz L
State F7,

Method FBE LA — N TVACZREET AR OAOFEE A UL T O IR LE 4,

Local - ZOHFEEEHL T, a—DLAFKELIZMCT RLAT —HRX—2 %
MAC X—R7 7RO A — T 4 r—F2 L THEALET, ZOMCT
R A—BEX, MAC R—RAT 7 Al —DNT —HX—=ARET 4> KT
THRTEET,

RADIUS - VU <E— b RADIUS ¥— 3—% MAC X— R T 7 & A O A —% T
4 ==L L THEMLET, MACT L A—B%, FAHlIT RADIUS Hr— 3— L
WICREL, = "—0OREIT, £, A vF L TRANHERT LLER H Y
ENRS
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A==

AxX &

Password MAC R— 27 7 & ZHIH OFREGERFZfEH T 5 RADIUS r—/"—D /2T — K& A
FLET, T 7+ kXA T — R default T,

Max User TEE SR CINAARE/ AR S Z 1~128 TAHLET, T 7 4/L MME 128 TT,
(1-128) N— NMEOIUAEL (FIHME 128) 3% & & JfE T No Limit $57E L7236, AR
TIZE D FFH, Eﬁkbfaz%%%ﬁwﬂ%ﬂﬂ%f#o
Authentication RMHUS#»wm—W>%anmﬂﬁ}@bwkb\ 2 — VT — B R— A K AR,

Failover F 7 IR EI I EREERF Rl 21T 9 failover *ﬁ&% ARELET,

enable - RADIUS ¥ — N—DBFFILE 72U R, fallovel‘ﬁ% EZ AN LET,
permit — RADIUS $— 3 —DFHFEICE 72 WO RE, SEE I FRGERF AT 21TV E T,
local - RADIUS #— "—@DFRAEGE R VKE, B — LT —F X—R |2 XL 5583
EITVWET,

disable - RADIUS H—/S—DBFEIGE 7R, failover MEREZ ENIZ L £9,
T 7 4V NEREITER)TT,

Permit VLAN ID

Auth Failover CHRHIFRFAERF 7l [Permit ]2 IZFT/E T 5 VLAN ID 5% E L £,

Authorization B 75AE. RADULIS Hh— "—F 72 n— DT —H _X— (- TEIY 4T
Network ToRREE A B (VLAN 72 &) T, FORMEEZ T AN ML, FET 2—/1D
MBI L > TR £,
T 7 4 F TR, BEOFRETEIC o TWVET,
MAC Format MAC R—RA 7T 72 AHIMHDMAC 7 KL AT 4 —~v NERELET,

None - XU)V LFEMHETRKLFEMMT 2HEITHELET,
Hyphen - X)) Uzl L RCFE2EMT 25 A ICRELET,
None - XU)V F a2 fEd/NCr e+ 258 IcRE L £,
Hyphen - X1V SCF a0 L/ CF 2T 25 ICRELE T,

Uppercase,
Uppercase,
Lowercase,

Lowercase,

Password Type

MAC R—RAT 72 ZAHIHD/SAT — K& A TEFELET,

manual_string - RADIUS FRRERFICMERE ISR E LI/ NA U — R&E2FEH L ET,
client_mac_address — RADIUS RAERFIZ 7 7 AT FDOMAC T RL A& /NAT —
FELTHHALET,

From Port/ MAC X—R7 7 & AHlfll 2 ET DA — M 2SI L E 9,

To Port

State BAR— b EOMACR—RAT 7 & XAl 2 AN E 1T L E T,

Aging Time 1~1440 53D =—T  TEEAD LET, T 740 ME 1440 T, =—T 7
(1-1440) B A DPNTRWEAIE, Infinite Fx= v 7Ry 7 AZF = v 7 B ANVET,
Hold Time 1~300 PORRBEZ AN LET, T 744 bE 300 T, REERN WSS
(1-300) (= Mﬁmw%xyﬁfyaxW%:y&%Aﬁiﬁ

Max User wﬁﬂmwﬁﬁ AR A 1~128 CTAJILET, 7 74/ M 128 TT,
(1-128) Li%wﬂﬁﬁ@mWﬁm®mE&ﬁ@fNoMmtﬁﬁbtﬁm\ﬁ%%ﬁ

Tlok v F42, BHZL LTHI2 MWREEOF HNEE T,

(ApplylZ7 Vw7 LTETAEALET,
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FEER

‘) T I A LA —N—HEBEIT E 1T BRI AR EREE AT (Permit) X, %Y T 4 LFIEE
EHBAIERENAH DD, THBRIDL. BRALTIEEL,

@ 7= BRI RADIUS $— D% { AT R 30 BRI
BRELTLESL, TIAILEREIEIB5HTT,

3.7.8.2 MAC-based Access Control Local Settings

RDOT 4> FUZMHLT, m—VBRECTHMT 2 MAC T R LA, VLAN 28k L £7, FaEx 2K
FTOHMCT RLARZDT =7 NE—ET 5 LBET 2 VIAN AT A o SET, A4 v FEHEIL,
WMRK128DMACT RLAZANTHZ L TINLDERE B —HNVGRIET HZ LN TEET,

WD 4 R EFRRTHITIL, Security > MAC-based Access Control > MAC-based Access Control
Local Settings #27 U v L£7:

V e o

MaCAddress[ | wvianNameo[ | wwm o[ ]

[ Add | [ Delete By Mac | [Delete By vian] [ Find By MAC | | Find By vian | [ view all

Total Entries: 1

MAC Address YLAM Name VLAN ID

00-11-22-33-44-55 default 1 Edit By Name Edit By ID

[Add] %727V v 7 LCTHLWE MU —ZBILET,

[Delete By MAC]Z 27 U v 7 LCASMAC T RL A IS = M) —%2HELET,
[Delete By VLAN] %27 U v 7 L CAJIVLANA T IDI2HES< = b —&2HELET,
[Find By MAC]%Z 27V w27 L CASINMAC T RLAIZHSLS = MU —2 BB LET,
[Find By VLAN]Z 2 U v 7 L CASN VLANA T ID (2SS = MY —2 B L ET,
[View Al11% 2V v 7 LTAA v F THHRETOTZ M) ——EE2ERRLET,
[Edit By Name]% 727 U 27 L THRETY MY —D VLANA ZFaELET,

[Edit By ID]% 27 U v 7 LCHRET b U —d VLAN ID ZHRE L £7,
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3.7.9 Web Authentication

WebFPFEIL, A— M EIIHR A FA_N—RIZ L HFFENFIEET T,

2—P—lE, Xy NI =7 ~DT 7B AZFFA SNDRNIRIET 20 E R H Y £9, FIEHEZ, =
— 1 JVERGIE & RADIUS Y — /N —GRGEFS K OVRHIFRAEIC KIS L E T, IPv6DWebiBREIXAR YR — h T,

FEER

0 Ver 1.05 LIED 77 —LS9 7 &Y. Web DI LA hEO—I U MR EY
H— Fbi¢ow&éht$xhbﬂ HEBRNOBORIIR— FAO—I 5T 3
iﬁl:ls %)?L/L\-k nu,\nIE'Ik h\glgﬂ_h\hi#o

@ 5 oo E BN EBIY ST RIBE 0— 22T B~ O VLAN

ID NEL S8, "— LD Ingres checking BREZXEMICT HIHELNHY T,
CDERFEIX FGVRP Settings] W4 Y FOTITWET,

"W%%ﬂﬁ@%ﬁﬁﬁtv&ayﬁﬁ%fTo
0 B VAN 2T 2184, 21U S CaEEARANEHIE 64 BKTT .,

EX A% 64 121X MAC/Web/802. IXD &R THEAT 2B VLAN DI KRB EZEHFT .
(BRI VLAN ZEA LG WMERIX. CORRKPBHICEEFNFEA)

3.7.9.1 Web Authentication Settings
/ko)‘?/f/]\‘jf Web ntun %&E’i’ﬁb\iﬁ“o

ZA > F D Web FBIEZHTET H7-0121% Security > Web Authentication > Web Authentication
Settings #7 U v 7 LE7,

State Meihod [Loca %

Authentication Failover | Disabled vf Permit VLAN ID |

Virtual IP 0.0.0.0 _ Port Number(1-65535) B0 ] @ HTTP O HTTPS
RADIUS Authorization [Enabled v| Redirection Path 1

Lotal Authorization [Enabled V]

Apply |

TRECNT A—Z —OF A2l L7,

State Web ZREFSEE A B3 £ /21X ENCETE L E7,
Authentication | RADIUS %—-/\~z)>5@m SESE N NS, v— T — FN— 2T L HEREE,
Failover F IR GRS R 21T 9 failover MR R TE L 97,

enable - RADIUS H—/N— DRI Z 72 R, fallover’rﬁé EAHNCLET,

permit — RADIUS H— S —DFRGEINE 72V RE, SR RERERTF Al 21TV E 7

local - RADIUS $r— N—DFHFEIGERWKE, B — BT —H X— A2 L 5787
EATWET,
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disable - RADIUS Yr— N—DFHFEE 72 \WEE, failover HEREZ EZNC L £97,
T 7 AV NEREIXEL T,

Permit VLAN ID | Auth Failover CRRaLsF Al [Permit]f&IZAT/E T 5 VLAN 1D 2% & L £ 9,

Virtual IP AP DIP 7 FLAZEIEELET,

A TP IZ 70.0.0.0” Za%iE LIt Web FBiEHREZ AN TE 8 A,

RADIUS RADTUS FRREN A DA RADIUS Hr— =2 LV T H A » SNTZFRRET — & )

Authorization ZH T oET,

Method Web FBREHEZ R E LE T, RADIUS AR L7254 X RADIUS 7' h 2Lz k%
Web FBRENMTHOILE T, Local ZIIR L7=HEIL, v— BT —HFX—2T Web
REETOIVET,

Port Number HTTP AR — hNEFEHRELET, 7 7 4/L ML 80 TT,

HTTP - Web 38FE%A HITP 7’1 h a /v TIATLE T, N— FEZDT 7 4/ ~E 80
T%, TCP R— hEFH 4312752 LIFTEEHA,

HTTPS — Web #8GE#A HTTPS 7’1 ka2 v CIATLET, R— FEFDOT 7 4+ /V ME
443 T9, TCP AR— &% 8012THZ LT TEEHA,

Redirection FREEMRRRBI LTt TR E L RLICV A L7 bELET, 2D URL 137
Path V7 ENnAE, MO URLICY A A L7 FERER AL
Local O — W VEREERN AN . a— T —H_R—= 22 LD EIY YT HNT-EREE

Authorization TN TF e NET
[Applyl %27V v 7 LCEFZ#mHA L E7,

FEEE

() T I A A —N—HEREIT 8 1T BRI AR EREE AT (Permit) X, %Y T 4 LFIEE
EHBAIEENAH D=0, +HBREDOL. ERALTIEEL,

‘) T T A LA ——HERERTERE. RADIUS H—"— DR A LT ™ FEERIZ 30 # LRI
BELTLESWL, TIAHILLEREIXZISRTT,
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3.7.9.2 Web Authentication User Settings
UTFDOT 4 F7FAAL v FICEL o THEH SN TV D Web JRGF2—V—8REZ1T O BRICHWET,

AA o TF D Web FBFEEZFRTET A7 0I21E Security > Web Authentication > Web Authentication User
Settings #7 Vv 7 LT

vveap AL = ALIO USE = .
Create User
User Mame @ VLAM Mame () VLAN ID(1-4094) Passwaord Confirmation

|| || | | ” |[ Apply || Delete all |

Total Entries: 0

YLAN Mame VID Password

TRUCANT A—Z =D it L E T,

User Name Web XR—2AT7 7R\ T H o "HOa2—F—LE2HRELET,
VLAN Name Web _X— 27 7 & ZHIHT B 7 MO VLAN & Z6E L £7,

VLAN 1D Web _—A7 7 & AT B> O VLAN ID Z$8E L £,
Password Web XR—RT7 7R HHT T "NAONSRAT— RERELET,
Confirmation Web X—27 72 ZHIEHT 10 NHOMEZRNNAT — REFRELET,

[Applyl %27V v 7 LCEFZ#mHA L E7,
[Delete Al1]%# 27 Vw7 LTIV AMMNOLBETOREINTZTHU Y FEHIBRLET,
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3.7.9.3 Web Authentication Port Settings
PLFDT 4 FUIEAAL v FIZE o THEH I TN D Web JRREREEZTT O FRICHWE T

AA o F D Web FBFEREXTT 9 121X, Security > Web Authentication > Web Authentication Port
Settings #7 UV v 27 LET,

Vel ALl = AL = .

Port Settings
From Port 01 - To Port 01 -
State Disabled = Aging Time (1-1440) [ | min#lmfinite
Block Time (0-300) b sec
oo
P Aging Time Block Time -
1 Disabled 1440 80
2 Disabled 1440 60
3 Disabled 1440 60 ]
4 Disabled 1440 60
5 Disabled 1440 60
6 Disabled 1440 60
7 Disabled 1440 60
8 Disabled 1440 60
9 Disabled 1440 60
10 Disabled 1440 80
11 Disabled 1440 60
12 Disabled 1440 60
13 Disabled 1440 60 -

TRECNT A—Z —DOF A 25l L7,

From Port/To Port :@?ﬁﬁ?“@fﬁﬂqﬁé AN— MEIPH A IR L E S

State NMIXT 2 Web §RGEA A RhE 71T E L £7,

Aging Time uunEéZ}’Lﬁ‘l‘X N NFEREIRAE 2 PR FF - D IFM 25X E L £ 7, Infinite Z3XE
?é& A— b ETRIASNIEFARA IRV T U IR RV ET

Block Time PRREICRT % &, block time TREINMBOM T 2 v 7 S ET,

[ApplylZ 27V v 7 LCEFAZEALET,
EEEIE

@ 1o ALK L TREOHRE BB TIL—LE, A—FRY FTL—LS
A4 THIP D IP 7°I:I FaLRATHTICP DT L—LEBTYFET,
RO ENEEDTL—L (FIAIE ICMP, UDP %4 &) (. RREET—ITILAEFS
NETH, RIS ZRBELTHOLEFEAOT TR L EL,
Floo IPV6 2OV THHRA T L—LOEOBIE SN ICEE R LET,

147/222



3.7.9.4 Web Authentication Customize
LT 4 RUEFAAL v FICE o THEHAINNTWD WebiRGER 74 VElIBS L Oe 77 7 EE O
AL A REEELT ORI HNET,

AA o F O Web AR 7 A HEE DT A X~ A RRIEHAT 9 1Z1E, Security > Web Authentication >
Web Authentication Customize Z#Z7 V v 7 L¥7,

Japanese w | Login w

MR F—22: KL

B manes
. BRI A T LHHESR v O SiEREs

.?Eﬁ%%: Network Manezer

O

.MAIL : network.manager.abBapresiasvstens. con |

TR T A—Z =D il L E 7,

English/Japanese | 7 AX <A XEEHICERT D Eibx Rab ETZIXHATENLIBRIRL 97,
Login/Logout O JAVEREELIIR ST NEHEOELLE DAL~ A AT HNEELE
7,
Customize a4 HE FIZHD 1ENS8FEDL—YF—FTF A MR v 7 AT % Bk
Textbox (1-8) L%,
BER RSB O SLFEFNI R K TS 70 WFE T, EADOHEEITEK 36 XF
LR ET,

[Clear] &7 U v 7 L TRENEZHML L £9,
[ApplylZ 27V v 7 LCEFEAZEALET,
[Preview] 27 U v 7 L TSN TWANEOMERBHZ R R LE T,

148/222



o s A 7Y o —HE

MR F 22 FB:0

AA o F O Web FAER 77 7 NE[EH DO A A X <A AFKEZLT D 21X, Security > Web Authentication
> Web Authentication Customize #7 U v 7 L., BEL EDTNVHE 7 A =2 —"T Logout ZHER L F
R

Japanese v § Logout v

We bSEaIED 47 -2
04 - /BRTh |
ZDD D ERL A, TRORALERL T TS,

narFok
Thank youl

Customize Textbox
CHIRFEESDDE L RIS FREASEE S L,

Bl menes

. R T LARREER 5o b — iEREY
. JBLE R Network Manezer
R

.MAIL : network. manager. abfapresiasystems. com |
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PR T A—F — O il L E T,

English/Japanese | 7 AX~A XMEEHICERT D Eibx Rab ETZIXHATENLIBRIRL 97,
Login/Logout Oy A CHEERIIR ST Y NEEO ELLE D AX A AT HEELE
7,
Customize a7y NEETFICHD 1 ENS 8FEDI—F—TFT F X MR v 7 AL TFEH
Textbox (1-8) FELET,
BERATRE MR O SCTHINTHR K THA 70 L7 T, A DOEAITEK 35 3T
LR ET,

[Clear] &7 U v 7 L TRENEZHML L £9,
[ApplylZ 27V v 7 LCEFEAZEALET,
[Preview] 27 U v 7 L TSN TWANEOMERBHZ R R LE T,

B2 Y RS LE 2 —

WebsSal 4 12
O 1 RlT |
2 IR B TFERAR LR T RS,
nrrat
Thark wout

MAIL
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3.8 7t X#lfH—E (ACL)
TIRATO T 7 ANT, AL v T BENTy Oy X —IZHDHIERICIESN T v b &gk

HINE IR DEOIEMELZFTE LT, b OHUET

XA N2, MAC T LA F7213.

IP7 RLRIZESWWTEELET,

3.8.1 ACL Configuration Wizard
O 4V RYT, TR ATa T 7 A0 ACL V— VAR L £,

WD 4 Ry EFRT HIZIE. ACL > ACL Configuration Wizard #27 U v 7 LE9:

L gLiratio vviZarag

General ACL Rules
Profile 1D {1-512)

Access D {1-65535)

| [ Auto Assign

From
Any

To
Any

Action

Fermit
Optian

Rate Limiting
Forts

| te.q.: B4-1024000)

ie.g. 1,48

Apply

Mote: ACL Wizard will create the access profile and rule automatically.
For advanecd access profilefrule setting. you can manually configure it in Access Profile List.

TR T A—Z =D it L E T,

Profile ID Zo7u7 Aty NHOBEARENFESEZ AN LET, ZOfEIL 1~256 D

(1-256) HiHCRRE L £,

Access ID o7 7B AMOEAHRNTESEANLET, ZOffIT 1~65535 OHiH T

(1-65535) ELET,

From/To TNHE DA =2 —"T, From(@EEFIL) BEL N ToGEEKR) OxH 7 a haLk
[MAC Address]. [IPv4 Address]. [IPv6]. [Anyl?2>HiEIN L £9, [IPv6] Lk
FBILORRRNTE FET,

Action [Permit] 23BN L T, BMLIZHANZIES T, 778X T T7 7 A L& —FT
L7y NE AL v F THRETDHIEEHFELET,

[Denyl #INL T, 77 BATa 77 A NVE—ET Dy he AL v F Tiig
EEPIZ, Rey 7452 L 2BELET,
Mirror] Zi@RL T, 727 8AT0 Ty A VE—FTHry e, IT7—R
— bW~ RCERZ LA — MII T7—F5Z a2 ELET, A—F
STV ITEANILT, =Ty FAR—FERETOILENR DY 1,
Option [Rate Limiting], [1P Priority]. [Replace DSCP]7» LR L £,
Ports ACL ZH§p T DA — hOFIPHZ A1 LET,

(ApplylZ 27V w7 LCEFEAZEMA L ET,
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3.8.2 Access Profile List

T RATa T 7 A NVEERT DT 2 DOEARFIRHENES, T A v F PR TL7 L—
LOEEWEELET MAC BEILT FLAR IP B#ELET FL AR LE), WIZ, 7L — LD
WTIRD LB AA o FERTLEEL AT LET,

WD 4> R 5EFpRT5121%. ACL > Access Profile Lists #27 U w7 LET:

| Add ACL Profile | Delete All Total Used Rule Entries | Total Unused Rule Entries: 0/ 256
Profile ID Profile Type Owner Type |
1 Ethernet ACL |__Show Details || Add/View Rules || Delete J
2 IP ACL |__Show Details || Add/View Rules || Delete J
3 IPvi ACL |__Show Details || Add/View Rules || Delete I
4 Facket Content ACL Show Details || Add/View Rules || Delete |

ACL a7 7 A NVEBIMT 5121%, [Add ACL Profilel® 27 U v 7 LET,

Acdd A

Select Profile ID

Select ACL Type
® Ethernet ACL O IPvé ACL
O IPvB ACL O Packet Content ACL

You can select the field in the packet to create filtering mask

FPayLoad

MAC Address

Osouremactask [ ]
CDestination MAC Mask ||

802.1Q VLAN

Cwian

VIANMask @-FFR) [ ]

802.1P
[¥]a0z2.1P

Ethernet Type

[ Ethemet Type

[ <<Back ] [ Create |

TIORATO T ANMERT 4 FTI2IE 4 D%y 8B £, Ethernet ACL/IPv4 ACL/IPv6
ACL/Packet Content ACL T4, 7B 7 7 A NZiBINT 256, 707 7 A /V 1D & 1~256 TER L (f
TIE 1 25&8R) . ACL ¥ A 7" % 34K (flTlE. Ethernet ACL 23&4R) LT, [Select]&Z 27 U w7 LET,
ACLFRTEDRIRE IR DRy 7 A% 7 ) v 7§55, Ry ADBNRRIZEDLVREHD/NNT A —H—
NERENET BFITIEL, MAC Address, 802.1Q VLAN, 802. 1P, Ethernet Type 73%#K), [Create]
7 U v 7T HENT, &IK 1 DO~ A7 ZRIRLUET (FITIE, 802.1p IZF = 7)., [Access
Profile List] W 4 > RUIZRAI1Z1E. [Back]Z 7 Vw7 LET,
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PR T A—Z =D il L E T,

Select ACL Type

TRACRTHACL A T T a7 7 A VEFRELET, BRLEHO T =
T ANDEMIIES>TT 4 RUBREDY £7,

[Ethernet ACL] &/X%7 v D~y X —NO LA ¥ —2 o EdtRIc LET,
[IPv4 ACL] &7 L —AD~y X —NOD IPvd 7 KL AE BRI LET,

[IPv6 ACL]E 7 L — LD~y X —ND IPv6 7 RLAZRZRIZLET,
[Packet Content ACL] &/ 7 v D~y X —HNOIFE~Y AT ZXRIZLET,

MAC Address

EH HMO [Source MAC Mask]iZF = v 7 2 AN T, FEL MAC 7 RL A< 2R
7 F 71X [Destination MAC Mask]Z AJJ L. WIZ, &EEH MAC 7 RL A< R
AN LET,

802. 1Q VLAN VLAN - VLAN Zf8& L £7,
VLAN Mask (0-FFF) - VLAN =227 Z$8E L £,
IOF TV a v EBRL T, AL v T RE/r y ko~ X —@ VLAN #5511 % Tl
AL, IhEitHOMRE, F203, Ko L CERALET,

802. 1p ZOF T a VERIRLT, AL v FNE/T » b~y X —0 802, 1p 5L E(HE

iR L, IhaimE oL 3 o e L THEALES,

Ethernet Type

IOF T arERRLT, A v T RETL—LDO~y X —lHDHA—PF
v N EAATOWEHER LET,

FEER

0 APLGM & 1) — X TEREATAEAL ACL JL— LB EEB R K 256 TF,
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AT [Add ACL Profile] 7 4 > R ETlCreatel#7 U v 7325 &, FD[Access Profile List]
S RUZH LWT 7R T a7y A v—Fx N —REASNET, o7 78ATm0 774
NVEBINT AI21%, [Add ACL Profile]l %7 U w7 LET, v 77 A VEHIERT DT, FHIETD
[Delete] &7 U w7 LET, j—f\f@i/ MY —ZHIERT5121%, [Delete AlL]Z 27 VU w7 LET,
T MY —L7EREEZERT HITIX, [Show Details] 27 U v 7 LET,

TR ATR T ATy b —ICHBIE BT A2, [Add/View Rules] &2 U v 7 LE9,
RS s PrOIE LI T ——

| Add ACL Profile | Delete 2ll | Total Used Rule Entries / Total Unused Rule Entries: 0/ 256
Profile ID Frofile Type Qwner Type |
1 Ethernet ACL Show Details || Add/View Rules || Delete |

HANAER LTz MY — DRk 2R3 B 121%, )7 % [Show Details] 27 U v 7 LET, kD
?4/F¢ﬁ%Téﬂi¢

ACL Profile Details

Frofile ID 1

Frofile Type Ethernet
Owener Type ACL
802.1P Yes

Show all Profiles

[Access Profile List] W7 4 > RUIZRE DI, [Show All Profiles]Z 2 U v 7 ULE1, FHENIHEAK
L7z b U —IZHAIZBINT 5120, *Hﬁh“é [Add/View Rules]zZ Vv 7 LEd, ROU 4 R
UNRFRRINET:

[ <<pack ][ addrule |

Profile Type
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[Add Rule]ZZ7 Vv 27 LET, ROU 4 RUNRKRINET:

Acid A = =4i=

Profile 1D

Owner Type

Rule Detail

Access ID (1-65535)
802 1P (0-7)

Rule Action
Action

Priority (0-7)
Replace Priority

Counter
Ports

Profile Information

Replace DSCP (0-63)

1 Profile Type Ethernet

ACL 802.1P Yes

m

(Keep an input field as blank to treat the corresponding option as do not care)

[C] Auto Assign
[ ]

Permit -

[ 10
[ 10

Dizabled -
| | e.0.01,4-5.9)

Apply ] <

F

I Previous page ] [

TR T A —Z =D it L E 7,

Access 1D 77 AROEA#ENFESEATILET, ZOfEIT 1~65535 OHIFH TR E L

(1-65535) TET,
Auto Assign - ZDF = v IRy 7 RZF = v 7 B AN, 1B LT HEANIZ
L. AA vy FRHBIZT 78 A 1D #EIM TET,

VLAN Name AA F WKy b~y Z—D VLAN B 2B L, S & dnik H o HL T,
FFEEO - U CTHERLET,

VLAN ID HERICFRE L2 VLAN ID 245 E L7,

(1-4094)

VLAN 1D HRMZFRE L= VLAN @ VLAN ID Z A L £9,

Source MAC EEITLMAC T RLADVMAC 7 RLAZIRTE L £7,

Address

Source MAC Mask

EEITLMACT RLADMAC T RLASAZ A#EELET, 20O~ A7 16 #EE
A TADLET,

Destination MAC
Address

EEHLEMACT RLADMAC T RLAZEELET,

Destination MAC
Mask

EEEMACT RLAD MACT RLAS AV E2EELET, 20O~ A7 13 16 #E
A TADLET,

802. 1p (0-7)

0~7 DfEZ AN LT, 2D 802. IpBIAEDH 53w NIZWFIZT 78 AT 07
FANEEHATHEHICHEELET,
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Ethernet Type

HEATTTHZET, Xy b~y X =220 16 #50802. 1 f —¥ R v b ¥

(0-FFFF) A TDHHNN Ty NEFICT 78 AT 0 7y A A ZEATAHEOICHRELE
£
Action [Permit] Z R L C, B L7ZHANCKE- T, 727 BRI 07 7 A v E—ET

L7y NE AL v FTHRETDHIEEHEELET,

[Denyl &N LT, 77 AT0 77 A VE—KT B/ 5y &AL v FTiii
FEEPFIZ, ey 752 LamELET,

Mirror] Z#@IRL T, 727 8AT0 77 A Ve =T D27y M, IT7—K
— FOMRi O~ RCERLIEA—MIIT—F52 & ELET, A—F
RT—V T EEINILTC, Xy hAR— b NERETHLENRDH Y £7,

Priority (0-7)

Ny FD 802, 1p 2 — P — I A | BIRET ¢ — L RICAS LT (Z D=
~ 2 R CHANIHEE U B 2 72 9E) (S F S BT 5 61, F5E L72 CoS F =
—\ZHEIE T D RN A A LE T,

BEEMEFa—, CoS Fo—, BLW 802. 1p D~ v &2 VBT % i
HIZHOWTE, Av=aT7 D QS Dt/ a2 TLEIN,

Replace

Priority

FEE L7z CoS F o —IZHRIET DRIC, Ry A% 7 Vw7 LCIDOF T ay
EACL, BRET —L RICAS L= 802, Ip —W—ELEM(ZDa~
¥ R CHNCHRE Lo B ME A 7o 7 E) 2 35 < B BRICAE 3 2 EHfl 2 F8) ¢
ADLET, 25 LnE, Xry FOZAE 802. 1p = —F— B EIL, A A v
T CHRE SND RN TTOEICEZE I N E T,

Replace DSCP

AA » F )3 DSCP A (RIR L 72 BAEZ G247 v MIH D) BT 57 4 —

(0-63) IVRICAD LIZECTES B FT,

Counter 0B —HERED AN E T ITEZ R E L ET,
T 7 4V NI T,

Ports ET DR — M AE A LET,

[Applyl %2 U v 735 &, ID[Access Rule List]V 1 RUNKRIINLET:

Frofile Type
Ethernet Fermit

Show Details Delete Rules

FANAERR L7 R Ok 2 2R3 2 121X, AHIGT 5 [Show Details] &2 U w7 LE 3, KD[Access

Rule Detail Information]™ 4 ¥ RUMNFERINET:
ACCESS RUIE Detail Iformation e

Frofile 1D
Access D
Frofile Type
Action
FPors
802.1P

Show All Rules

ACL Rule Details

1

1
Ethernet
Fermit

9

4]
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3.8.3 Access profile list-1Pv4 ACL

IPv4 ACL Z1ER%d 5121%. [Access Profile List] ™V 4 > K7(Zd 5 [Add ACL Profilel& 27V v 7
L. RIZ, TNAE T A=a—0n5 I~51207Fa 77 AL 1D 28R LT7-%. [IPv4 ACL] T VAR HZ
YEIZUVy 7 LET, RIZ, IV T A=a—b 7 a hasv ([ICMP], [TIGMP], [TCP], [UDP],
[Protocol ID]) Zi®IRL E£9, [Select]zZ Vw7 TBHL, WRODY 4 RUNFERINET(ZDOY
4 v Rk, [IeMP], [IGMP]., [TCP]. [UDP], [Protocol ID] D ENZTIR L= k- T2y £
EDE
Select Profile ID

Select ACL Type

O Ethernet ACL @ 1Py ACL ICMP v
O 1Pv6 ACL O Packet Content ACL

You can select the field in the packet to create filtering mask

L2 Header

802.1Q VLAN
Cvian

VLAN Mask(0-FFF) [ |
IPvd DSCP
M pscr
IPv4 Address
[ gource IP Mask l:l
OoestinationPiask [ |
ICMP
[ icmp

ICHP Type ICMP Code

[ <<=Back ] [ Create ]

T4 RUD—FEILIZHDIRY I A&7 ) w7 LET, Ry 7 AO@NBIRIZELY | AR /R
FA—=H—=NEREINFET, L= M) —Z2BINT512iF, ELWEHREZ AT LT, [Create] &
710 w7 LET, [Access Profile List] w7 4 ¥ RUIZREAICIL, [KBacklZ 7V v 7 LEd,
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PR T A—F — O il L E T,

VLAN AA S FINE R b~y X —D VLAN Ei 0 iEid L, e init Ho RN,
721, EEO—EHE L THERLES,
IPv4 DSCP AA S F NG R~y X —D DiffServ 22— RS E2HER L. 2N AiEEH

DOEEME FolE, BREO—E L TR L £,

IPv4 Address

[Source IP Mask]F 7=i%[Destination IP Mask] ® EH 5N F = v 7 &2 AL T
TNEND IPvA B(ETLT R A~ A7 £7213 IPvA XEET KL A~ 27 & A
jj L\i—gqo

ICMP

[ICMP] IZF = v 7 AINVT, AL v TFNBE/ v RNOD IOMP 7 4 —)b REfif
WTHL2ICHmELET,

[ICMP TypeliZF = v 72 ANT, 77 EBATFa 77 A4 )L&EZD ICMP % A 7l
WHEHAT Lo IfELET,

[ICMP Code]iZF =y 7 HANT, 778 AT 77 A /)L% Z O ICMP = — FfH
WHEHAT DX o IcfmE LET,

IGMP

[IGMP] (I2F = v 7 AT, AL v FBET L—LD~y X —NOD IGMP 7 4
—IV R LE T,

[IGMP TypellCF =y 7 ZANT, 77 BATa 77 AL IGMP % A Ffli%i#E
AL dEELE T,

TCP

[TCP] I2F = v 7 # AT, A5/ v MZEEILD TCP R— hE ARk
WL LTHERLET, [TCPIICTF = v 7 2 ANDEEX, BEILAR— AT F
TAIHE AR — N~ AT I ET DMERDHV T, 74 NVZ—FTHT7T77E
v NE#BNTLZELTEET, 7Ty MIRTr Y FO—ETY, ZhT
Ny NORBRE RO ET, [TCP] 74—/ FOT7 77y MIFHIGT R >
JAZTF v 7 AT, FBEDT7 T 78y b7 4 VH—1LT, Nry a7
AV ETEET,

Source Port Mask (0-FFFF) — 7 4 VX +TAXETLR—FDTCP R— h~wRAY
ICF =72 AT, 16 HH (16 % 0x0-0xFfff) THRE L £,
Destination Port Mask (0-FFFF) — 7 4 /L # 4 5%EHAR— KD TCP A— b
YAZIZTF =y 7 2 AT, 16 #E (16 HiE 0x0-0xfIff) THREL £,

TCP Flag Bits - [URG], [ACK] . [PSH] . [RST] . [SYN] . [FIN] . [Check
AMINZTF =y 7 20T, N7y NNOIREDTZ7 7 78y haT7 4 V2 LET,

UDP

[UDP] IZF = v 7 AT, &G/ > MIEENLD UDP R— hEF L lnk i
el LT LET, [UDPHICF = v 7 Z ANDHEEIR, BETLR— YA &
TITEFHEAR— P~ AT ZBETHIMERD Y £,

Source Port Mask — 7 4 VAT AHAEEILAR—FDTCPR— "~ AT IZF vV
AT, 16 #EH (16 )L 0x0-0xfFf) THE L £,

Destination Port Mask — 7 4 /L Z T AHFEEHAR— D TCP R— h~ AT IZF
v 7 & ANNT, 16 #EH (16 HEE 0x0-0xffIf) THEL £,

Protocol ID

[Protocol ID Mask]iZF = v 7 & AT, EFRRIITDH 7y b~y X —HNOD
7u bav 1D ZEXRT DEEZATILET,

Protocol ID Mask (0-FF) — \cF = 7 Z AN T, IP ~v X —D#HDO~ AT F
Tva R ERT DMEEANTILET,

(ApplylZ 27V w7 L CEFEAZEMA L ET,
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[Create]lZ#Z7 U w7325 &, T?D[Access Profile List]V 4 > RUIZ, ILWT 7 AT 774
N—Bx N —NREREINET, TOMDOT 7 AT 07 7 A )V EIBIMT 5121%, [Add ACL Profile]
7V LET, 77 A VEHIRT ST, FIST S ([Delete] RF &2 27U v 7 LES, =2
Y —L7=REEFRT HIZIE, [Show Details]z27 Vv 7 LET,

TR ATR T ATy b —ICHBIE BT A2, [Add/View Rules]Z 27 U v 7 L9,
I e ———

L Add ACL Profile I Delete All Total Used Rule Entries / Total Unused Rule Entries: 0/ 256
Frofile ID Profile Tvpe owner Type |
1 Ethernet ACL Show Details || Add/View Rules || Delete
2 IP ACL Show Details || Add/View Rules|| Delete

HANCHRE LT B — O A ForT 512iE, #8635 [Show Details] =27 U v 7 LET, KD
74/%?@%?5%&T-

ACL Profile Details

Profile ID 2
Profile Type =]
Cravner Type ACL
DECP ¥es

Show All Profiles

[Access Profile List] W 4 > RIZRAIZ1E. [Show All Profiles]Z 27 Vv 7 LE7, HFIIHT
Lz bY —IZHRIZ B3 5121, XT};TI\?L%S [Add/ViewRules] %27 VU v 27 LT, [Access Rule List]
T4 R 7ZHDHIAA Rule] 7Y v 7 LET, ROU 4 RURKRESNET:

T —
Profile Information
Profile ID 2 Profile Type P
Owner Type ACL DSCP Yes
Rule Detail
(Keep an inputfield as blank to treatthe corresponding option as do not care)
Access 1D (1-65535) 1 [T Auto Assign
DSCP | e.g.(0-63)
Rule Action
Action Permit -
Priority (0-7) [ 1@
Replace Priority B
Replace DSCP (0-63) [ 1@
Counter Disabled «
Parte - | Anf4 A4 B0 i
4 2
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PR T A—Z — O il L E T,

Access ID @77tx%@lﬁﬁ%%§ﬁéﬂﬁbiﬁo_ 1% 1~65535 DHFiFH TiX
(1-65535) ELFET,

VLAN Name VLIAN A ZFEELE T,

VLAN ID Mask ___ (0-FFF) - VLAN ID Z48& L £,

(1-4094)

Source IP EETLIP T RLAZIEELE T,

Address

Source IP Mask

I

EETLIPT RLADIP T KL A=A 7 2EELET,

ulll

Destination IP
Address

i

%
BEEEIPT FLAZEELET,

Destination IP
Mask

EEHRIPT RLADREBHRIP T RLASYRAZ ZELET,

DSCP

AA s FINE Ny o~y X —D DiffServ 22— R 2 L. T atink

DOEEME F7old, BREO—E LT L 7,

ICMP

ICMP ZEIRL T, £ 7 L —LD~y X —ND ICMP 7 4 —/V REfER L E7,
ICMP Type = &7 L—LD ICMP ¥ A 77 4 —)V RZHERT H L O E L E7,
ICMP Code = &£ 7 L —LD ICMP 22— R 7 4 — )L R&AMERT A L 9 IZHRE LT,

IGMP

Type ___ e.g. (0-255) - AA v FRETL—LDIMP ¥ A 77 4 —/ K&
MR 2L IHRELET,

TCP

Source Port - iF{EILAR— FD TCP R— hZHEL £,

Mask (0-FFFF) — 24E0AR— hD TCP R— h~ A7 ZfREL T,
Destination Port — R&{ESEAR— hD TCP R— R &fFE L F T,

Mask (0-FFFF) - BEAR— hD TCP R— h~A 7 T L £,

Flag Bits - ELW T IS AT RTFTA—F—Z AN LET, T XTHOZE N
7y MZIZTCP AR — MBS NIREREEL L TEENRTWET, ZNHDEFI
X777y MRBEEMITONTWET, 7778y MINTy hO—HTT,
Ty OB ZRDET, ~Nry NNOIEED 7 778y hEEL L
T, Ty MEESET L2 &N TEET,
URG/ACK/PSH/RST/SYN/FIN - [URG], [ACK] .
MHBIL E7,

[PSH] . [RST] . [SYN] . [FIN]

UDP

Source Port — AA v FMIEETLHAR— FDET7 L —LD UDP 7 4 —)b R &R
THEOIHEELET,

Mask (0-FFFF) - %E0AR— RO UP R— h~RA 7 ZfRELE£T,
Destination Port - ¥E4EAR— h®D UDP R— b ZFREE L £7°,

Mask (0-FFFF) — #EER—FDUDP R— h~2 7 ZFEL 7,

Protocol ID

Protocol ID ___ e.g. (0-255) — AA v FRENXTry v hajl 74—
RICZZTANLTEEREENTVDINE I D EERTDHIIHIICHEELET,

Action

[Permit] Zi®IR L T, BMLEHANZHES T, 778 AT 0 77 AV E—FT
L7y NE AL v F THRETDHIEEHRELET,

[Denyl &N LT, 77 BAT0 77 AN E—8KT DBy &AL v FTili
EEFIC, ey 7952 L2BELET,

Mirror] IR LT, 77 ®¥AT a7y ANVE—HKTH 7y e, I 77—
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— PO A~ FTER LA —MIIT—F 22 2EELES, A—F
STV EANILT A=y MR- FERETLHILENRDH Y £,

Priority (0-7)

Ny D 802, 1p 2 —W—BIEE | BRET 4 — LV FICASILIZfE(Z D=
~ Y R CHEANIHEE L EEA -3 ICEZET LA, BE L7 CoS ¥ =
—|CHAIE T A RN EMmE A LET,

Replace

Priority

FEE L7z CoS F o —IZHRIET DRI, Ry A% 7 Vw7 LCIDOFTay
ZAHZ L, Priority 74—/ RIZAS L7= 802. 1p 2 — P —ELEfE (Z D=
~ v R CHNCHE LT B E 272 37 2 F S B BRI T 54 FE TA
HLET, ZOFREETORVGE, X7y O 802, 1p 2—HF—ELEIX, A
A v F TR IN DN TEOMEICESEINET,

Replace DSCP
(0-63)

A A F )5 DSCP Al GBI L 7= HHEA T -9 3 » MChHE) #ET 5 7 4 —
JVRICAN LT ECEEHZ ET,

Counter

AT —BREEFNETITERIC L ET,

Ports

RETHAR— FO#EPHE AT LET,

ApplylZ 7 U w7925 &, IRO[Access Rule List] 7 4 v RUBRERRINET:

[ <<Back ][ AddRule |

Profile Type

IP Permit Show Details Delete Rules

FANTAER L7 ORRE Z2 KR T HI2IE, FHILT D [Show Details] &7 U v 7 LET, KD[Access

rmation] 7 4 > RUMFRINET:

Rule Detail I

nfo
<L | Jela

Frofile D
Access D
Frofile Type
Action
Forts
DSCP

Show all Rules

ACL Rule Details

2

1

IP
Fermit
[

B3
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3.8.4 Access profile list-1Pv6 ACL

IPv6 ACL Z{ER% 3 % (2id, [Access Profile List] ™V 4> RwiZdé 5 [Add ACL Profilel& 2 VU v 7
L. WIZ, PAE T A=a—n5 1~51207a 77 A4 1D ZFR L., [IPv6 ACLI T VA RZ v %
7V w7 LET, RIZ, TAE DT A=a—nb7 1 ha/L(TCP 721X UDP) iR L £,

[Select]ZZ7 Vw7 35L, ROU 4 RUNRFEREINET(ZDOT 42 K%, TCP F721% UDP @
EHLLERINLIENCE TR F9) 8

Select Profile ID

Select ACL Type
O Ethernet ACL O IPvd ACL
) IPv6 ACL TCP v O Packet Content ACL

¥ou can select the field in the packet to create filtering mask

IPvE Flow Lahel IPv6 Address

IPv6 Class

CIPv& Class

IPv6 Flow Label

I IPv& Flow Label

IPv6 Address

[ 1Pv6 Source Mask

TCP

| T
Source PortMask (0-FFFF) |
Destination Port Mask (0-FFFF) |:|

[ <<Back ] [ Create ]

T4 RO FLICHDZR Yy I A% Vw7 LET, Ry 7 ZAOGANRRIZEDY  REMD /T X
— X —PRFREINET, HLWn= MU —ZBMT5I121E, ELVEHREZ AT LT, [Create] 27V
v 7 LEJ, [Access Profile List] W 4 v RTZIZEADICIL, [KBack]z 27 U w7 LET,
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PR T A—F — O il L E T,

IPv6 Class ORIV AT =2y 7B AT, AA TN IPV6 Ny X —DT TAT 4 —)b
REMALET, 7T AT =)L RIFTy by X —D—FTT,

IPv6 Flow Label | ZDOR Yy 7 RZF = v 7 Z AT, AL v F N IPV6 ~y X —D7 0 —F L7
4=V REMERLET, FETT, 7e—FE2EHL Ty b —7
VAT VBT ET(F 7 40 RSO QoS, UDP 72 &),

IPv6 Address ORIV AT =2y 72 AT, AL TN IPV6 EEILT RLUAZHERL E
R

TCP ORI AT 2w 7 EBANT,TCP b7 7 4 v 7 IZHAIZ#EHT 5 X 52
ELET,
¥ED [TCP Source Port Mask]. F7-i%. [TCP Destination Port Mask]iZF
v 7 EANET,

UDP ORI AZF 2w 7 EANT P b7 7 4 v 7 ICHAIZBEHT 5 X5
ELET,

¥e®E D [UDP Source Port Mask]. F7-1%. [UDP Destination Port Mask]iZF
=7 ANET,
[ApplylZ 27 U v 7 LCEREZ#EHALET,

[Create]#Z7 U w7 325&., T?D[Access Profile List]V 4 > RUIZ, FILWT 7 EATm 774
N—Bx M) —=RNERENET, S6ICT78ATBT 7 AV EBINT 51, [Add ACL Profile]
7V LEY, a7y ANEHIRT 5, ST %S [Deletel 227V vy 7 LET, $T3TO
=2 MU —ZHIBRT HIZI1X, [Delete AlL]Z 27U v/ LET, =2 R —LEREEZHRRT DHITIT,
[Show Details]Z 2 VU v 7 LET,

TIRvATu T Ay N —IZHAIEZ BT 51201%, [Add/View Rules]ZZ Vw7 LET,

Add ACL Profile I Delete All | Total Used Rule Entries / Total Unused Rule Entries: 0/ 256
Profile 1D Frofile Type Owner Type
1 Ethernet ACL |__Show Details || Add/View Rules|| Delete
2 IP ACL |__Show Details || Add/View Rules|| Delete
3 IPvE ACL Show Details || Add/View Rules || Delete
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FHUCHE Lz M) — 2R T 2120E, MY % [Show Details]Z 2 V) v 7 LEY, IROD 1~
RUBRFERSNET:

ACL Profile Details

Profile (D 2

Profile Type IPwE
Crwner Type ACL
IPv6 Flow Lahbel fes

Show All Profiles

[Access Profile List] W 4 > RUIZREHIZ1L, [Show All Profiles]Z 27 Vw7 LE4, FHRIIIEKRTE
Lz b U —ZHAIE BN 512X, #)s 3 5 [Add/View Rules] 27 U » 7 LT, [Access Rule List]
T4 RO HBDIAAd Rule]l 27 Vw7 LET, ROT 42 RUBRKRINET:

Afg A - =4i[= -

Profile Information

Profile 1D 3 Profile Type IPvE
Owner Type ACL IPvE Class Yes

Rule Detail

(Keep an input field as blank to treat the corresponding option as do not care)

Access ID (1-65535) [] Auto Assign

Class [ Jeglo2s8)

Rule Action

Action Permit -

Priority (0-7) [ |13

Replace Priority

Replace DSCP (0-63) [ 1B

Counter Disabled -
Ports - | | e.0.01,4-5.9)

[ Previous page ] [ Apply ] =

4 F

TREUINT A—=Z —DF A2l L7,

Access 1D 77 AHOBEEBFE T EATILET, T OfEIX 1~65535 O#IH THRE L
(1-65535) 9

Auto Assign - ZTOF = v IRy 7 RAZF = v 7 B AN, EEEL TWAHAND
XL, A v FREEHICT 72 ID ZEYETET,

Class 75 A AT LT AL v FNIPV6~y X —D 7 T AT 4 —)L REHRLET,
T TAT 4 =)V RIFRTy ko~ X —D—HTT,

Flow Label IPv6 70— 7~ L& LEJ, 0-FFFFF OfExZ A LE T,

IPv6 Source IPv6 E{E7C7 FLAD IPv6 7 RL A &FEE L £7°,

Address
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IPv6 Source
Mask

IPV6 (ETLH T~ AV ZFE L ET, T3 A0S T 5D, #{57C IPve 7
RLZADE%D 4 € FASB) DT 4 )VE Y o T DOITT,

TCP Source Port — IPv6 L4 TCPiX{EILA— "7~ A7 ZFEELET,
Destination Port — IPv6 L4 TCP XEMAR— MY T ~A 7 ZHELET,
UDP Source Port — IPv6 L4 UDP &E AR — b YT~ A7 ZHEE L ET,

Destination Port — IPv6 L4 UDP X{EAR— YT ~A 7 ZHEELET,

Action

[Permit] Z RN L C, B L7ZHANCIE- T, 727 BRAT 07 7 A v E—ET
HIRT sy FaEAAL v F THETHZ AT LET,
Deny] ZRBIRN LT, 727 EBATa T 7 AL —THr v N AA v F Tlig

EEPFIZ, Rry 7452 2EELET,

Mirror] &R LT, 77 8AT 077 A VE—HKTH 7y e, IT7—R
— bW~ RCEZ LA — M T7—F5Z &R ELET, A—F
RT—V U TEAMCLT, =7y hAR— hERETHHLERH D 9,

Priority (0-7)

7y b 802 1p =Y —EIEE, BRET — /N NICAD LIE(Z D=
~ ¥ NCHRANCHRE L2 W90 ICE S ET 5 E1E, fiE L7 CoS ¥ =
— IR DRSS EEE AN LET,

Replace

Priority

FEE L7z CoS F o —|ZHRIET DA, Ry VA% 7 Vw7 LCIDOF T ay
ZHNT L, Priority 7 4 —/b RIZATI L7z 802. 1p = — W — I EfE (Z D =
~ v RCHNCHRE U7c B E 2 7 97E) 2 35 & B4 BRI 7 2 @il 2 F8)
TABDLET, ZORELITOLRWGAE, /X7 > hDOZ(E 802. 1p = —HF—4E
JEIL, AA v F CEHEESNDAANIICOEICEESEINET,

Replace DSCP

A A F 73 DSCP i R L 7= FEHEA -3 v M2 H D) 2925 7 4 —

(0-63) JVRICANLIECEEH 2 £7,
Counter BT —REEHNETITEHICLET,
Ports T A2R— ro®EFEZ AT LET,

[Applyl %2 U v 735 &, IRD[Access Rule List]V 4 RUNKRIINET:
[FACCESS RUIETLIST= e e

][ addrule ]

Show Details Delete Rules

IPwE Fermit

FANIHERR L7 RO 2R3 2121%, #Ii3 5 [Show Details]Z 27 U w7 LE9, IRD[Access
Rule Detail Information] ™ 4> RUNRERINFET:

ACCESSRUfe Detal nformation ==

Frofile 1D
Access D
Prafile Type
Action

Parts

IPwE Flow Label

Show All Rules

ACL Rule Details

3

1

IPvE
Fermit

]
0x00006
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3.8.5 Access profile |ist-Packet content ACL

Ny PN E#ERT D ACL Z1ERT 5121%. [Access Profile List] ™ 4> R IZ&H 5 [Add ACL
Profile]# 27 Uy 7 L, FNANEZ T A=ma—mb7a7r7 AL ID & 1 ~ 256 IR L., [Packet
Content ACLI 7 VAR %7V v 7 LET, [Select]lzZ U w7 35E, IROY 4 RUNRFERS

I
Select Profile ID 4 -
Select ACL Type
O Ethernet ACL O 1Pv4 ACL
O1pvs acL (@) Packet Content ACL Select

You can select the field in the packet to create filtering mask

Packet Content

¥ offset1(2126)[2 | maskox0-Durim oo |
[ offset22-126) | maskio-odfm o |
Ol ofiset3z-126) | maskwo-0dfmmo] |
O ofiset42-126) | maskwo-0dmmmo] |

| <<Back | | Create

T4 RUD—FEICHDIR I A7) v 7 LET, Ry 7 AOBEHRRICEDLY | BREHD/INT X
— X —PRNFEREINET, L MY —ZBMT 5121, ELWEHREZ AT LT, [Create]Z 27V
v 7 LFEF, [Access Profile List]V 4> RUICRE DI, [BacklzZ7 V7 LET,

PR T A—F =D il L E T,

Packet Content BKRKAETOLA 72y NEEETHIENTEET,

F7®y b1 (2-126) _ ~AT |
t7vv b2 (2712600 ~RA7 |
*+7%vw b 3 (2-1260) _  ~RARU
t7vv b4 (212600  ~RAR7 |

Z DEEEHOME O Packet Content ACL 4% Z & T, ZA vFiE, 4H
BHLTWD i ARP 7 R L ARIELEE R EO xRy MU — 7 BB A BRI
8 L F 9, Packet Content ACL X, #4257 u harlb A v¥Y—HNO/F7y b
DIRE LTENEZER T HZ N TEET

[ApplylZ 27 Vw7 LCEEZEAHLET,
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[Create]ZZ7 U v 745 &, TdD[Access Profile List]V 4 > R, BiLWT7 7R T 0774
N N —=RERREINET, IBILT 7 BRI BT 7 A 0%BIT 5HI121E, [Add ACL Profile]
Vv LET, a7y AVEHIRT SIS, ST b Delete] 227 Uy 7 LET, TTO
T N —ZHIBRT HITIE, [Delete All]%# 27 Uy 27 LET, = b — L7 AERTT DI,
[ShowDetails]Z 27 Vv 7 LET, 7 78AT0 77 A0z b —IZHAIZBINT 21213, [Add/View
Rules]z27 U v 7 LET,

ACCess Fromie LIS

Add ACL Profile 11 Delete All Total Used Rule Entries / Total Unused Rule Entries: 0/ 256
Profile ID Frofile Type Owner Type |
1 Ethernet ACL |__Show Details || Add/View Rules || Delete I
2 IP ACL |__Show Details || Add/View Rules || Delete I
3 IPvE ACL |__Show Details || Add/View Rules || Delete I
4 Facket Content ACL Show Details || Add/View Rules || Delete J

FHANCRE LT MY —%FRT 5I121E, HIGET 5 [Show Details]z 27V v 27 LET, IROY 4
RomFREINET:
Access Profile Detall Information

CL Profile Details

Frofile 1D 4

Frofile Type Facket Content

Cwner Type ACL

Offset 1 Byte 2 Value: OxFFFFFFFF

| Show &ll Profiles |
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[Access Profile List] W 4 > RDIZEAITIL, [Show All Profiles]Z 27 VU v 7 LE9, FHRIKE
L=y b U —IZHAI & BT 512X, #5795 [Add/View Rules]Z 27 UV » 7 LC, [Add Rule] &7
Vo7 LET, ROU 4 RUNRKRRINET:

A )
e

Profile Information

Praofile 1D 4 Profile Type Packet Content
Owner Type ACL Offset 1 Byte 2 Value: 0xFFFFFFFF
Rule Detail
(Keep an input field as blank to treat the corresponding aption as do not care)
Access ID (1-65535) O Aute Assign
Offset 1 [ |eo(FFFFFFFF) Mask|  |eq.(FFFFFFFF)
Rule Action

Priority (0-7) |:| Bl

Replace Priarity

Replace DSCP (0-63) =]
Counter Disabled |v

Forts v | | e.0.014-6,9)

| Previous page | | Apply
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TR T A—F — O it L E T,

Access 1D 77 AHOEATRINFESEZATILET, ZOfElL 1~65535 O#iH TRRE L
(1-65535) *9,
Offset (1-4) FNENDUF 74—V RiZ 4R, bT—XThHH, 7y NI 77 LA

MHnAA MR TWET, 22 TnldA 78y MEDZ & TY,
BEICAOD Ry harTF U R T7 40— RiZ 7y ROFAID 128 /54 R
HIEIRATRETY, MDA 7y MI2 THhED £4, Xy harsrr b7
4 —/VRIFEETEEFA, ZLT, ZNENDOT 4 —/L KT ANL N THD
DTENDA 7y MAIZ 2, 6, 10, 14, 18, 22, 26, 30,34, « + + . 126 &
720 E7,

Action [Permit] ZIRN L C, IBIMLEHANZES T, 727 EBAT 7 7 A L& —ET
DTy NEAA T THRE L E T,

Meny] ZRBIRL T, 77 8ATa 774NV —ET 537y N2 A A v FTlig
EEPIZ, Rey 7 LET,

Mirror] #BIR LT, 727 EBAT 0 77 A NE—KTH Xy N, I T—R
—hEERELEZA—NMIIT7—LET, A= IT7-V U 7E2HFMLT, #
— 7y A= b ERETDNERDHY 9,

Priority (0-7) Ry hD 802, 1p 22— —BIEEAE | BEET 4 — L FICA LTfE(Z D=
~ 2 RCHEANHEE L S E Ao ICHFEEETHEIE. fiE L7 CoS F =
—CHRE T D ANCEEEME A A LET,

Replace DSCP ZOF T a v EBERL T, AA »F 0 DSCP i GRIN L 7= FEHEA =337
v MIHDHE) ZHET 27 A=V RICAN LTETES X 9,

Counter ZOMNLIFEMO I D H—HhE TN LET,

Ports RETHHR— bOFHAEZATILET,

[Applyl %2 U v 735 L, IRD[Access Rule List]V 4 RUNEKRIILET:
| Access Rbletist—

[ <<PBack |[ addrdle |

Frofile Type

othe RACCRSS ]
4 1 Packet Content Permit Show Details Delete Rules

HETCERE L HAIZ R 7T 51213, fHis$ 5 [Show Details]Z 27 Vw7 LET, ROT 7 & 2HH
SRR T 4 v RUREIRESET:

CL Rule Details

Frofile 1D 4

Access D 1

Frofile Type Facket Content

Action Fermit

Ports 1

Offset 1 Value: 0xFFFFFFFF Mask (0xFFFFFFFF)

Show All Rules

169/222



3.8.6 ACL Finder

O 4 RUREHLT, FANCRELZACL = M) —2BRLET, = b —Z2HET DI
L, PVE DA ma—mb a7y A4 IDEERLT, BrTH5HF— M2 AL, REGEEEIX
CPU) ZEFX LT, WIZ, [Find]Z27 Vv 27 LET, V4 RUDNEFITHLT—T M MY —
DERINET, =2 M) —%HIBRT D121, ST 2 Deletel 227 Y v 7 LET,

WD 4> R &< IZ1%, ACL > ACL Finder #27 U w27 LE9,
[~ AC LRI

ACL rule finder helps you identify any rule has been assigned to a specific port

Profile 1D | Any_ v Port

Profile [T Access D Frofile Type

TREUINT A —Z —DOF A Z il L7,

Profile ID *ﬁ*ﬁgwx7m77wﬂw1né ®BIRL £9°,
Port ACL ZRRT A RDOR— " EFEZEATILET,

3.8.7 ACL Flow Meter

DU ALY R AT VA NG T 4y 7 ORIBIEZ SR 5 B3 2 7 v — i@ il 2
RELET, "Try a7 402325 ACLHAIZER LT, A—=2 U ZHAIZ/ER L, 2o ACL #
AN Z Rl TR T 7 4 v 7 Z2HIRTE £, HIRDO 27~ 7% 64 kbps TH, HIRFTE A—2V
YIRBAIODIZ, A—=2 ) o ZRANCEEMIT 5 2 LD TERWACLHAIG H Y £17,

WD v RaI12id, ACL > ACL Flow Meter 227 U v 7 LET,
[FACL FlowVlatar

View Al [ Delete al |

Total Entries:0

Profile ID Ta—A =Y TINTG A= —tERT HERMBR L7272 774V ID T
9,

Access 1D Ta—RA—=H Y TIINTG A= —tERT D ERMEKR L7277 A 1D TT,

(1-65535)
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ELWME#HRZAD LT, [Find]Z27 Vv 7 LET, =2 M) —RT7—T L0 FPECFERINET,
T2 M) —ZFET DI, ST D Modifyl 227 Vw7 LET, =2 MU —%HIBRT 512X, MG
35 [Delete] 27 Vw7 LET, HriLWZY MU —%BMT5121F, [AddlE227 Vv 7 LET, RO
1 ¥ RURFIRS I FES

["ACT FlowMeter Configuration = e

@ Profile ID 1 -
Access D (1-65535) [ |
Rate (Khps) (64-1024000)
Burst Size (Kbyte) (4-16384)
lode Rate =
Rate Exceed — pionkscker -
‘& Remark DSCP (0-63)
<=Back L__Apply |

TN T A—=Z —DOF A 25l L7,

Profile ID Ta—RA =R =V ITNRG A= —RETHBRIMFERH L2777 AL 1D %
EIRLET,

Access 1D THa—A—=Z Y TN T A= — T DT SRR LT 7

(1-65535) A ID Z AL Ed, 1~65535 DIEZ AT LET,

Mode vy INnb— k2t —A—L, L— &R A XZESNT, Xy

MR FEIITREAOHZ AT £, ZHUIAN—R S A XN EERGA
RIS B £,

Rate (64-1024000) Kbps - 7 & —DELHHHIKIE Kbps AL TIHEE L7, #ipH
1% 64~1, 024, 000 T, HArlE Kbps T,

Burst Size (4-16384) Kbyte - 2D 7 —D N —R M A X&FEELE T, #i
PHIZ 0~16, 384 T, H{L|X Kbyte TT,

Rate Exceed

Drop - /X & K v 7 (HIER) LET,
Replace DSCP (0-63) - /X D DSCP #EH L £,

(Applyl %27 Vv 7 LTET A @A L., [<Back]l]ZZ Vv 7 LTIACL Flow Mete]l] V 4 > RIZEY £

B
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3.9 Monitoring

3.9.1 Cable Diagnostics

ZDOU4 Y RUIIE A v F EOREDOR— MIBEH SN TND Y A A ST —7 —T )L OFEMN
TRINET, VA AT =T —TNMIZT =N DHGEIC., ZOKIET, =7 —0OFHE, BLO
T —DRAELTER LW TEET, AT A MOFATRIZIZ, R—FD U 7 ERBIBELET,

WD 4 R &ERRT HIZIL, Monitoring > Cable Diagnostics #27 VJ v 7 LE7:
T O —

From Port To Port
01 w7 01 - Test

Link Status Test Result Cahle Length(M)
Fair1 Cpenat4 M

Fair2 Cpenat4 M
Pair3 Openat4 M
Pair4 Openats M

The Cable Diagnostics is designed primarily for administrators or customer senvice representative to view tests on copper cables, it can rapidly determine where errors occurred in
the cable and the type of cable error which cccurred

Note:
The Cable Fault Distance is calculated from switch side.

10 GE Link Down

TARNTAHR—=bFOHFMHEASILT, [Test]ZZ Vw7 LET, 2O 4L RUDFYEFNIHDHT—
TN, FERNERENE T, 2B, F—T7LRIZOWVWTIEEEZEMEE LT EE N,

3.9.2 SFP General Information
ZDY 4 RITIE SFP AR — MIEEESNIZSFP F T o —_— T 2 —fxIER N TR EN £ T,

WD ¢ R &2ForT 5121%, Monitoring > SFP > SFP General InformationZ 2 U w7 L1

From Port To Port

Port 21

Vendor Mame Axcen Photonics

endor Part Number AXGD-1354-15N1
Serial Number AX1019R208042

Port 22

Vendor Mame
endor Part Number
Serial Number

Port 23

Vendor Mame
endor Part Number
Serial Number

Port 24

Vendor Mame
Vendor Part Number
Serial Number

TRUINT A —=Z —DOF A Z il L7,

From Port/To Port FTRIETZWWR— @R L F 9,
[Apply]l %27 Vw27 LT SFP AR REIEET,
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3.9.3 SFP Diagnostic Monitoring

ZOY v YT, SFP A= FCIES TS SFP BT vy — =D AS RXEH) &S (X
ES) NIRRT —HAL (dBm) TEEINET,

WD 4 R %2R RTHIZIL, Monitoring > SFP > SFP Diagnostic Monitoring 22 U w7 L7

=~ LNagno: Yile & -

From Port To Port
01 - 01 -

Apply

Port TX Power (dBm)
21 -10 40

22
23
24

R¥ Power (dBm)
-4.15

TR T A—=F =D it L E 7,

From Port/To Port AL A_RVEFRREE-WAR— M EEIR L £,

[Applyl %27 U > 27 L TSFP DAL~V 2 ForSHF7,
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3.9.4 CPU Utilization Notify
DY 4> FUTHE, CPUDHEHIROWREZEMICER L, 2——2&ET oMEL B2 7256
a7y ALY = — BT HEEA R E L ET,

DT 4 RUEFRTHIZIL, Monitoring > Utilization Notify > CPUUtilization Notify settings
UV LET:

L)L) ALlO ! [ W ~ L]
CPLU Utilization MNotify Current Status MNORMAL
CPU Utilization Motify State C Disabled ' Enabled
Threshaold (20% ~ 100%) 100 %
Polling Interval 10 ~ 300) [0 sec
Trap State IDisahIed vl
Log State IEnabIed 'l

Apply |

(ApplylZ 27V w7 L CEFEA M LET,

TR T A —F =D it L E 3,

CPU Utilization CPU il =@ RE O AV E i3\ = e L £ 7,
Notify State

Threshold CPUfE MMz EESE 2BMEAIRE L £9, 2B 2548
(20-100) overloading IREEDE@ET, TE- 7-8E12 normal JREEDE@HENZ L £ 7,

7 7 /b Ml 1009 T,
Polling Interval | CPUfEHRZEAMT 5 MBRREZFEE LE 7, CPUEHERIT 5 BREOFHMET

(10-300) T, 7 74V MEIX 60 T,

Trap State CPUE A= DIRIEERIC L D SN\WP T > A BN E I3 BN E L E
T, T 74 MIEH T,

Log State CPUMEHEDREELIC L 5 n VH NG E I EIEE L ET,

T 7 IV MIFEZTT,
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3.9.5 CPU Utilization
ZDY 42 RO, CPUMMRB N—E > hTERRINET, THud, FFREFRRE CHME L LT

RIRELTCOET,

DT 4 RUEFRTHIZIL, Monitoring > Utilization Notify > CPU Utilization 227 U v 7 L

£

Unit:(%)

Time Interval 1s - Record Mumber 200

ShowHide W Five Secs W One Min W Five Mins

[Clear] &7 VU v 7 L THIHELL £9,
(ApplylZ 27 Uy 7 LCET @A LET,

CPUMEASRZ R — FHNIZERTHIZIE, A—F 227V v 7 LT, GULEEDO—FLIZHD AL vTFD
VITNEALT T 747 &2FEHLET, [Applyl 227V v 7 LTEEXZEHALET, 7ar FUX
FLLEH LR CHBINICEST S NET,

PR T A—=F =D it L E T,

Time Interval 1~60 PN DOAETHRTEELEIRLET, T 74V MaIX 1 B TY,

Record Number FLERT DA 20~200 22 HEIR L E9, 7 7 /L MK 200 T,
Show/Hide [Five Secs]. [One Min]. [Five Mins]ZZF T AMMEINRELE T,
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3.9.6 DRAM Utilization Notify
ZD7 4> KU TIE, DRAM O HRDORELZ EMIIZER L, 22—V —0RET 5BE2 8 275
Al /R 7y L) a——~lmH T AR ELET

WD 4 R ZFRRTHITIEL, Monitoring > Utilization Notify > DRAM Utilization Notify
settings 7 U v 7 L7

DRANTU Zatlo NOTITY SE q

DRAM Utilization Motify Current Status NORMAL

DRAM Utilization Motify State @ Disabled ) Enabled
Threshold (20% ~ 100%) o0 e

Palling Interval (10 ~ 300) B0 Jsec

Trap State Disabled -

Log State Disabled -

(ApplylZ 27 Uy 7 LCET @A LET,

TREUINT A—=Z —DF A 25l L7,

DRAM DRAM i S ABERE O A R E 7o 1T 248 L £ 7

Utilization

Notify State

Threshold DRAM ff @ A BES 2 IMEZ IR E L £ 3, BEZEATHEIC

(20-100) overloading YRFEDI@EN, TFlul- 7235412 normal JREED@AZ L1,
F 7 IV Ml 1009 T,

Polling DRAM fE R A B D MR A2 E L £,

Interval T 7 AV MEIX 60 2 TF,

(10-300)

Trap State DRAM fE ISR DIRFEEREIZ L D S\WP kN Z7 v T B2 E - I3 E L
T, T 7 4 MEIZER T,

Log State DRAM f R DIRBEER IZ L o v VI ) 2 G0 72T FeE L £ T,
7 7 4V MEIFAEZTT,
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3.9.7 DRAM & FLASH Utilization
O 4R, DR BEOT7 T vy adDAEY) —HHREREZERLET,

WD 4 R A2FRT HIZIL, Monitoring > Utilization Notify > DRAM & FLASH Utilization %
7w LET:

DIRANM & asr

DRAM Uitilization Refresh
Total DRAM 131072 KB

Uzed DRAM 66317 KB

Utilization : a0%

UtilizationiMas) A0%

Utilization{Min) : a0%

Clear
FLASH Utilization
Tatal FLASH : 16384 KB

Used FLAEH R8G5 KB
Utilization : 43%

[Refresh] %27 U v 7 L CHEIZERIND U A MEFEH L ET,
[Clear] %7 Y » 7 L C DRAM Offi I R#EHFH SR 2 1ML L £,

3.9.8 Port Utilization
ZOv 4 RuiZiE, A— bh ETHEATE 285 EO R—t > PRFREINET,

WD 4 v R &R RTAHI21%, Monitoring > Port Utilization#Z7 VU v 7 L%
I
Part "o~ ey ]

Port_util [T

Unit:(%)

Time Interval 15 ~|  Record Number {200 - Apply

ShowiHide ¥ Port_Util

[ApplylZ 27V v 7 LCEFAZEALET,

R TNE T A==, BitERFTHIR—FEBBINLET, A— 227U v 7 LT, GUI
W DO—FEIZHDAAL v TF DIV TNIALTTT7 47 BFHTHZELTEET,

TRUINT A—=Z —DOFH A Z il L7,

A
Port TNFY A =a—0b, fataFrT oA — F2@RLET

Time Interval I~60 PO AETHREZERLET, T 740 MEIX 1B T,
Record Number SO DA 20~200 M HEIR LET, 7 7 44 METX 200 TI,
Show/Hide FHFEEZFZRTIHERICT =y 7 2 ANET,
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3.9.9 Packet Size

AA T THET Dy b 6 DOTN—TIT3F THA XFNC 7 Z 258 L, vy 7 7 7=
E7T =7 N TRRLET, R—FTAF T A= a—D00, HitaRrnTL5R— Fe@RIRLET, &
— 227V LC GULHEHD—FLCHDAAL T DIV TNEALT T 7 4 v 7 2EHTHZ D
TEET,

KD 4 v R 2K R AHI21E, Monitoring > Packet Size #27 U v 7 LFEd:
i‘JﬁHlﬂHﬂ..................................................................

Port 01 v View Tahle [ mpply  J[ clear ]

Time Interval |15 Record Mumber |200

ShowHide |V 64 v 65-127 IV 128-255 v 256-511 v 512-1023 v 1024-1518

[Applyl %27V v 7 LCEFZmHA L E7,

[Packet Size Table] 7 4 > R A2 F 74 5(21%, View Table 227 U v 7 LET, ROT—TILRER
ShET:

Port 01 v wiew Graphic [ mpply  J[ clear |

Frame Size Frame Counts Framesisec

64

B5-127

128-255

256-511

512-1023

1024-1518

[ApplylZ 27 Vv 7 LCEREZBEHLET,
[Clear]Z# 7 U v 7 LCT—H#ZHH L LET,
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PR T A—F — O il L E T,

Port TNET A= a—nD, MetERRTHAR— MEBIRLET,

Time Interval 1~60 O RMLTHREEBINRLET, T 740 MEIZ 1B TT,

Record Number AA  FE ek T HIEEE 20~200 22 HIIR L E9, 7 7 4 /L MEIE 200 T,

64 EEIN64A 7Ty M7=y NIGHRETA, 727Z0L, FCS 77
Y NIBHED) DZENT v FOGFHTT (KRBT y FE2EHET),

65-127 FEM65~12T4 7T v ML= 7y NIGHAERA, 7272 L, FCS A
7Ty MIEHET) OZERY Y NOSGEFHETT(RERYy NEERET),

128-255 &N 128~255 47T v M(ZL—3 7y NIGHRERTA, 72721, FCS A
77 MIGHRET) OZENT Yy FOGHETT (REANT Yy bEEHRET),

256-511 FEN256~511 A7 F v M(T7L—3I 7y MIgGHhERA, 7277 L, FCS
77y MIEGHET)DZENRry FOGERTT (REAA Y N2kt d),

512-1023 FEEN512~1023 42T v F(ZL—3I 07y MIEGHREEA-ZTE L.FCS 4
7Ty MIERET)DZENTy FOAFHEETT (RE Xy b aERET),

1024-1518 F&E 1024 ~1518 47T v M(ZL—3 7By MIGHREREA, 7272 L. FCS
T Ty MIERET)OZE Ty FOGFHETT (RE Ay 2GR E
),

Show/Hide 64, 65-127, 128-255, 256-511, 512-1023, 1024-1518 DZ(E/ 4 v N & Frk
TELHENEINCTF =y 7B ANET,

Clear DU A4 R EOTXTOMEI AT o H—%2HELET,

View Table TN EFRRLET,

View Graphic TR 7 72K R LET,
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3.9.10 Packets

3.9.10.1 Received (Rx)

INHDOU 4 RO, AA T EOZENRTy PRERREINET, R—FTAF T A=a—)
O, Mata R R TLHR—FERIRLET, F—Fr227 Vv 27 LT, QUL HHAEO—F LIZHDLAL v F D
VINEALTTT 47 BT TEET,

WD 4 R &EHRRT HIZIE, Monitoring > Packets > Received Rx) %27 VU v 27 LF 9!

acelved(Rx

Part i v View Tahle [ apply  J[ cClear ]

o}
Tirne Interval 15 ~|  Record Number  |zo0

Show/Hide v Bytes V¥ Packets

[ApplylZ 27 V v 7 LCEEZ#EHALET,
[Clear]Z# 7 U v 7 LCT—H# L LET,

[Received (Rx) Table]l” 4 v R 2R RTAIZIL, View Table 227 VU v 7 LFET,

Port 01 - View Graphic [ apply J[  clear |

Bytes 0 0

Packets 0 0

Unicast 0 0

Multicast 0 0

Broadcast 0 0

Bytes 0 0

Packets 0 0

[ApplylZ 27 V v 7 L CEEZ#EHALET,
[Clear]Z# 7 U v 7 LCT—HZ#H L LET,
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PR T A—F — O il L E T,

Port TNET A= a—nD, MetERRTHAR— MEBIRLET,

Time Interval 1~60 VO AETHRELRINLET, 7 7 4/V ML 1R TT,
Record Number FiEKT DA 20~200 2 HEIR L E T, 7 7 4/ MEIE 200 T,
Bytes R— b ETCZAELIAA, NIEII T N LET,

Packets R— b ECZELT ATy NIETTD N LET,

Unicast Z2=F Y ARNT RVATZE LAYy NOREHEAED T N LET,
Multicast NV TFXY A RT RLATZE LAYy hOEHEE 7 FLET,
Broadcast Ta— KXy AN RVATZE LAYy NORHEEI T FLET,
Show/Hide NA MRy VERFRTINEIDCT = v 7 EANET,

Clear OV A Ry EOFTRTOREII Y F—2HELET,

View Table TN EFRRLET,

View Graphic 77 7 £ L ET,

[Applyl %27V v 7 LCEFZ#mHA L E7,
[Clear]Z# 7 U v 7 LCT—H# L LET,

3.9.10.2 UMB_cast (Rx)

AA v F ED WB_cast Rx /X7y MRRRSINET, R— MV E T A=a—b, HEtdRrT
HR—=FEBERLET, R—1+227 Vv 7 LT, UL BEHDO—FLEIZHDAL v TFDIUTNVEA LT T
T4 AT TEET,

WD 4 v RUEFRRTHIZIL, Monitoring > Packets > UMB_cast Rx) %27 U w7 LE 9
I ——

Port 01 v view Table [ apply J[ clear |

1000
900
800
Foo
600
500
400
300
200
100

Unit:(]

Time Interval 15 - Record Mumber 200

ShowiHide W Unicast W Multicast ¥ Broadcast

[Applyl %27V v 7 LCEFZmHA L E7,
[Clear]Z# 7 U v 7 LCT—H# L LET,
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[UMB_cast (Rx) Table]l” 4 v R 2K/ RT AT, View Table 227 U v 7 LFET,

UIVIB A #

Port 01

Rx Packets

- View Graphic [ mpply || Clear |

Bytes

Packets

Rx Packets

Unicast

Multicast

Broadcast

Tx Packets

Bytes

Packets

[ApplylZ 27V v 7 LCEHAZEALET,
[Clear]Z 7V w7 L TCTF—X Z##Hb LE T,

PR T A—F —OFi il L E T,

Port

TNET A =a—nb, MEtEFrnT oA — FE@RL £,

Time Interval

1~60 O RMLTHREEBINLET, T 740 MEIZ 1B TT,

Record Number

FoERT DR A 20~200 2 HiEIR L E9, 7 7 /L MElX 200 TY,

Unicast 2=F Y ARNT RVATZIELE XYy hOREHEAE D7 FLET,

Multicast “ILF XX ARNT RLATZELEAAYy FO&HEE D7 P LET,

Broadcast 7Tu— KXy A N7 RVATZE LI ATy NOFRHEEIT N LET,

Show/Hide VN TFXXY ATy b TEr—=FXr A MRy b, BXO, =%y X |
Ny NaERRTONEIDIZTF =y 7B ANET,

Clear ZOUA Y Y EOTXTORGE I T X —EHELET,

View Table T—T N HEERLET,

View Graphic

Pt r 7 75 KRR LET,
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3.9.10.3 Transmitted (Tx)

INHDY 4 RO, AA v F EOFEHERT) Ty hBRRRENET, R—FTLH TR
Za—b, MErEERTRTOR—F2ERLEST, A—F2 27 U v 7 LT, GUI BAEIO—F LIZHDH A
AYTFDITNEALT T T4y 72T HZLHTEET,

WD 4 R &ERRT HIZIL, Monitoring > Packets > Transmitted (Tx) 227 U w7 LET:

Port 01 v Yiew Table [ apply ][ clear |

Time Interval 15 - Record Mumber 200

ShowiHide W Bytes V¥ Packets

[ApplylZ# 27 V v 7 LCEREZ#EHLET,
[Clear]%# 7 U v 7 LCT—H#ZHLLET,

[Transmitted (Tx) Table] ”V 4 > KU %2 F/RT5HI21%, View Table 27 UV v 7 LE7,
Port 01 - View Graphic [ apply J[  clear |

Bytes 0 0

Packets 0 0

Unicast 0 0

Multicast 0 ]

Broadcast 0 0

Bytes 0 0

Packets ] 0

[ApplylZ 27V v 7 LCEFAZEALET,
[Clear]Z 7 VU w7 L TCT—XZ Z##H{b LE T,
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PR T A—F — O il L E T,

Port TNET A= a—nD, MetERRTHAR— MEBIRLET,

Time Interval 1~60 VO AETHRELRINLET, 7 7 4/V ML 1R TT,
Record Number FiEKT DA 20~200 2 HEIR L E T, 7 7 4/ MEIE 200 T,
Bytes A—FECTEFIZHELEAS AT FLET,

Packets AR—FECEFITEE LAy VAT FLET,

Unicast =% Y ARNT RLATKEE LAYy NOGHBAEID L N LET,
Multicast NV TFXY A RT RLATEGFE LAYy hOEFHEEI 7 FLET,
Broadcast Ta— KXy AT RVRATEGF LAYy NORHEEI T R LET,
Show/Hide NA MRy VERFRTINEIDCT = v 7 EANET,

Clear OV A Ry EOFTRTOREII Y F—2HELET,

View Table TN EFRRLET,

View Graphic 77 7 £ L ET,

3.9.11 Errors
3.9.11.1 Received (RX)

A= NI NEF T A=a—nD, HEtERTRTHR—FNEERLET, R—F227 U7 LT, GUI
BEHO—FLEICHDAAL v TFOIVTNEALT T T 47 B2FHTHIEHLTEET,

WD 4 v RO EFRRTHIZIL, Monitoring > Errors > Received RX)Z 27 U v 7 LF 7

Port 01 v Wiew Table [ mpply  J[ clear ]

1000
900
800
Foo
600
a00
400
300
200
100

3
Time Interval |15 ~ | Record Mumber|200 -

ShowiHide W CRCEmor W UnderSize W OverSize ¥ Fragment ¥ Jahber ¥ Drop

[ApplylZ 27V v 7 LCEFZmHA L E7,
[Clear]Z 7 V v 7 L TCTF—X Z#H#H{b LE T,
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[Received (Rx) Table] W 4 v RUTET —%FK /T AHIZ1%, View Table 227 U v 7 LET, IROT—

TNBERRSNE

4

"Receved(Rx) Taple

Port

01 v View Graphic [ apply | clear |

CRCErrar

Undersize

OwerSize

Fragment

Jabbear

4

Crrop

s

[ApplylZ# 27 V v 7 LCEREZ#EHA L ET,
[Clear]Z 7V w7 LT —XZ Z##H{b LE T,

FRUCANT A—Z =D il L E T,

Port TNE T A= a—nD, MEtERRTHAR— MEBIRLET,

Time Interval 1~60 O RMLTHREEBINLET, T 740 MEIZ 1B TT,

Record Number AA T H sk HEEE 20~200 22 LI L E3, 7 7 4 /L MiIX 200 TF,

CRCError CRCE=T—DRELI ATy vaeiy o FLET,

UnderSize 64 NA NOINFE Ty b A XED H/hEL, CRCHEFTHD Z LMK
HENn7= 7> hoHTT,

OverSize 1518477 v LW HEL, 1536 47T v NRMOBENRZENTry bah v
Y RLET,

Fragment ARET7VL— U 772388072 CRC DB 5 64 N1 S A D /7 » hOFTY,

Jabber 1518 277 v b IV L EL 1636 A7 7 v FRMOERN/IRZE Ny hah v
Y RLET,

Drop ZDOR— T Ray 7 HIER) Sy hOBTT,

Show/Hide CRCError, UnderSize, OverSize, Fragment, Jabber. Drop ZFRT 50 9
ZF = 7 NIVET,

Clear DU R EOTRTOFFH I o F—2HELET,

View Table T—TNEFRRLET,

View Graphic Tt 7 o7 7 £ L ET,
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3.9.11.2 Transmitted (TX)
R—=FTNET A =ma—0, HitEERTHIR— 2RI LET, "—r&22 VY 7 LT, GUI
BHDO—FLICHDAAL Y F DIV TINEALALT T T 4w 7 B FEHTHZEHTEET,

WD 4 v Ry &K 5HI121%, Monitoring > Errors > Transmitted (Tx)Z 27 VU v 7 L%

Port 01 v view Tahle [ mpply  J[ clear |

1000
900
800
Foo
600

400

300
200
100

=)
Time Interval |15 ~ | Record Mumber|200 -

ShowiHide W ExDefer ¥ CRCEror W LateCaoll v ExCaoll ¥ SingCaoll ¥ Caollision

[ApplylZ 27 V v 7 LCEREZBEHLET,
[Clear]Z# 7 U v 7 LCT—H#ZHLLET,

[Transmitted (Tx) Table] V7 4> RO ZF T HI2i1L, View Table 27 VU v 7 LEd, IkROT—T /L
MFERINET:

Port 01 v Wiew Graphic apply  J[ Clear

Tx Error

ExDefer

CRC Error

Latecall

ExColl

SingCall

Caollision

[Applyl %27V v 7 LCEFZmHA L E7,
[Clear]Z 7 V w7 LTCTF—Z 28k LE T,
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PR T A—F — O il L E T,

Port TNET A= a—nD, MetERRTHAR— MEBIRLET,

Time Interval 1~60 O RMLTHREEBINRLET, T 740 MEIZ 1B TT,

Record Number AA T H sk HEEE 20~200 22 LI L E5, 7 7 4 /L MiIX 200 TF,

ExDefer AT 4 T IERPE sl fedlz, FEEDA 4 —T = — A ETORIIOEELED
ARLDBENT ATy VO EIT U FLET,

CRC Error CRC=T—DNRAELIZ NNy ey FLET,

LateColl Ny OREF, 512 By MRFEILIRRIC 2 Y Y a R SR E T v
FLET,

ExColl WEDY T a L OIDIZEEICRM LIy FOFTT,

SingColl N aY Va7 L—A 1O EOIY U a Nl L) EEREEE TR
by N T, EEICEI LT,

Collision TDOFRy NT—=r v T A M EDaY) Vg rOHEERHETT,

Show/Hide ExDefer, CRCError. LateColl. ExColl, SingColl, Collision ZFER9T H/NnE
IPNCTF = 7 ANIVET,

Clear DY 4 R EOTRTOMF I o —EHELET,

View Table T—TNEFRRLET,

View Graphic W77 72 KR LET,

3.9.12 Port Access Gontrol

3.9.12.1 RADIUS Authentication

ZOT—TMZIE, RADIUS FRAET 1 havd 7 F A4 7 MUO RADIUS §RFEY 2 AT > vDT 7T «
BT 4 BT 2RI G ENET,

WD 4 R &R RTHIZIE, Monitoring > Port Access Control > RADIUS Authentication &7
Uy 7 LET:

~ALNU ~AUne datlo

Clear

B

Serverindex Invalid=ServerAddr ldentifier AuthServerAddr | ServerPorthumber | RoundTripTime
0 APRES BIMS 0000 0 0

[Clear]Z# 7 U v 7 LCT—H L LET,

Meah & BT 2 R R 2 1~60 BOFHN @R L 4, 7740 MEZ 1B TY, FrShT
WD BUEDRE G ZIHET 2I12IE, £ RiwlcdH D [Clear] 22 U v 7 LET,
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PR T A —Z — O il L E T,

InvalidServerAddr | RHT B L A58 L72 RADIUS 7 7 £ A% N7 v b DT,

Identifier RADIUS FEFEZ T4 7 > K@D NAS ##51 T,

ServerIndex % RADIUS FEGEH — S —IZHI 0 Y THNZ#BIE T T,

AuthServerAddr RADIUS #BEFHY— —D IP 7 KL XA —EFRK T,

ServerPortNumber 7 7AT 2 bIRZOH— SR IZERT DB D UDP AN— /ST,

RoundTripTime EEDT 2% 25T 7 AF % Lo L. = RADIUS ZBIEH— b
DT 7w AERE B LT 7 AR & O ORI T (BALIE 100
5D 1 BTY),

AccessRequests RADIUS FREFH— —|ZEE SN 7/- RADIUS 77 & A EER N » DT,
BEIEAEEA,

AccessRetrans RADIUS FREEY — N —|ZH B8 E7= RADIUS 7 7 & ABER X hO#TI,

AccessAccepts RADIUS RREEY— N— 5548 L= RADIUS 7 7 & A& N v M (B%hE7-1X
) DT,

AccessRejects RADIUS ZRGEY— _R—0 552 L= RADIUS 7 7 v RE&H /47~ b (B £7-1%
HE5h) DETT,

AccessChallenges RADIUS FHEFY— N— 55 Z L7- RADIUS 77 BAF ¥ L oIy (H
BhE T3 ER) DT,

AccessResponses RADIUS FREEY — "= 5525 L= A IEREAR D RADIUS 7 7 & A IRE /7 v
FO¥TT, RIERERO 7y ML, BEERES 7y b EENE
To RERA =BT 4 =2 ETBL R, HD VT, BEMO X A 71X
AEREADT 7 ZEETITFEENEE A

BadAuthenticators | RADIUS GRGED— N—nb5f3 L, A —k o7 4 r— 2 £ B4 R
PEZ G e RADIUS 7 7 & RS/ v R O¥Td,

PendingRequests RADTUS FEREY — =50 OHRYINIZ 72 > TR RADIUS 7 7 & AZERANT
N, FoE, BB EZAE L2 RADIUS 77 & AR 7 > b ORTY, 77
BRBERNEEIND L, ZOEBITRES RV ET, 778 AKE,
BRAEL, EE, TI7EBEATF L TUEZELEY, HDHWIL, 5/( LT
U Mot VT DL, ZOBEEIINEL D FT,

Timeouts RADIUS FBREY —/N—DFEFEZ A LT U DTS, A LT U bDOERT, 7
TAT Y MIRICH—_R—=ICHRITLED, Bhdh——~FFLZY
FlolE, BEETLHZ N TEET, AU —"—ICHRITT D&, FEB X
CEA LT RELTHY Y FENET, BRIV —N—~KET DL, E
RBIOXYA LT RNELTHT L FENET,

UnknownTypes FRREAR— b _E RADIUS FREEY — /"= 55245 L7 ANBA 72 & A 7 RADIUS /X
79%@@??

PacketsDropped FRREAR— b ETRADIUS FRREY — = oZFE LT ML0OEBH TR v
(BFE) Sz RADIUS /347 v h O3 Td,

188/222




3.9.12.2 RADIUS Account Client

ZOU 4 R7IE, RADIUS TH O T 4 T TFA4T v M EEHT 55

EHTDEHA TV =

7 h& ENICBEET DHIEORF DL RSN ET,

WD 4 R %FRRTHITIE, Monitoring > Port Access Control > RADIUS Account Client %7

Vw7 LET:

RALNUS A U

Clear

Serverindex

InvalidServeraddr |dentifier ServerAddr SenverPotMumber

[Clear]Z 7V w7 LCT—X Z##H{b LE T,

iRk & EH B RERIRIR 2 1~ 60 @@*’“z’)%i%%#ﬁbiﬁ“o 7740 MEE LB CT, RRSAT

WOHBUEDREEH A EET H121E, £ Lk

TRENCANT A =S —D

WZh B [Clear] 27 U w7 LET,

iz R L £

InvalidServerAddr | KRBT RUANGZAE LIZRADIUS 7 0 T 4V TISE N > NOETT,

Identifier RADIUS 7 4 7> k- d NAS 75+ T,

ServerIndex £ RADIUS FBFEY — N —|ZE| VD 2 T H ik hIFE 5 TT,

ServerAddr RADIUS EFH— —D IP 7 RL A—EH T4,

ServerPortNumber BE3R % RADIUS FREEY — N —ZiEET AR 95 UDP R — kT4,

RoundTripTime EEDT AT T 4 o PISEE . ZORADIUS TH T T (2 7 H—r3—7n
DT I T A TERE B LT AT T 4 v 7 HERE OO
HlERSER

Requests RADIUS 7 v T 4 BRI w FOETT, BiRITIEHAEE AL

Retransmissions ZDORADIUS T AT 47— N—|ZEESNTZRADIUS T T T 4
7‘%2“2/\”7 v FOETE, WBFE T T MEBENEH SN ERIT, B

BT ET T FMRBIENFE U E EOFRITIE, FEICEENET,

Responses 773 r7 VT 4 > AR— bk _ETRADIUS REREY— /3= 5525 L 7= RADIUS /37
v NOITT,

MalformedResponses | RADIUS FHGEY— /3= B35 LI AN IEREAD RADIIS T H D T 1 T
By OETY, RERERO 7w M, EENEN 2 v R
EENET, RERA—VT 4 r— 2 BIUOBEMO ¥ A 7%, RIEREX
DT AT T 4 TIRECITEENERE A,

BadAuthenticators RADIUS ZRGEV— N—nBZ(E Lz, Bt —v o T4 r— 2 % ET

RADIUS 7 H 7T 4 v TISE Ry hDETT,
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PendingRequests

RADTUS ZBEFH— " — (23245 S - HIFREIUIZ 72 > TUN R U RADIUS 70 7
T4 TERANT b L B EZE L TWRWRADIUS 7 A T T
4 TERANTy NOTY, TV T 4 U TERBEEFESNDE, 20O
ERIIRESRVET, THOT 4 TINEEZELIED, HDHWE, ¥
ALT T MRS HETHE, ZORBINEL R0 E4,

Timeouts

RADIUS BRFEV—N—=DT W T T 4 VT HA LT T hOETT, XA LTV
FOH%T, MUY —_"—=ZHRIT LD, B2V —NR"—~EKELZV, £
i, TSN TEET, FU—A—IZHERIT T L. FERB X
WEALT T RNELTAY U FNENET, BRIV —N—~EEFETDH L,
T T A TERBIOAA LT RE LTI FPENET,

UnknownTypes

THT T 47 AR— kT RADIUS RGEY — =555 LT ARB R & A
7°®D RADIUS /347w h DT,

PacketsDropped

THT LT 4 A=k ETRADIUS RBAEH— S =2 H%Z{5 LT, i 5530
HE T e v 7 (HIER) Stz RADIUS 2347 » b OFTY,
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3.9.12.3 Authenticator State

OBV aryTIEAAL vF ED 802, IX WREEIZHOWTEB L £,

WD 4 R &EHRRT HIZIL, Monitoring > Port Access Control > Authenticator State 27 U

v LET:

AUThenticalor staie

Authenticator State  Time Int
Auth_PAE_State Backend_State PortStatus

Autharized

Authorized

Authr d

Autharized

Autharized

Autharized

Autharized

Autharized

Autharized

Autharized

MAC “X— A D [Authenticator State] V 4 > R ZFE/RTAHIZ1X, Monitoring > Port Access Control

> Authenticator State 7 VU w7 LFd:

AUthenticator state

Fort

Show Authenticator State of Port 1 Timg |

Index MAC Address Auth PAE State Backend State Port Status
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PR T A—F — O il L E T,

MAC Address

FIGT DA T v 7 AFSDT/NA ADMAC T KL ATY,

Auth PAE State

FREIRTE (PAE State) Z/RIZLL FOWT NN TR RSN ET:
[Initialize] #1J34k

[Disconnected] YT 7

[Connecting] ¥afE

[Authenticating] ZRaFH

[Authenticated] FRFEG A

[Aborting] HT i

[Held]fR¥H

[Force_Auth] | 385

[Force_Unauth ] 58| FEFE

[N/ATR% 72 L

[N/ATFZM 72 Lid, R — b ORBIRREN BT R o TN DT L AR LET,

Backend State

Ny 72 RBFEREIZIROWT NN TRRINET,

[Request] B3R

[Response ] i

[Success] fi%h

[Faill] i

[Timeout] # A 57 7 k

[Idle] 7 A Kv

[Tnitialize] #WJHi{k

[N/AIRZ4 72 L

[IN/ATG% M 72 LIX, AR— N ORBGHEREN N> TWNWAHZ 2R LET,

Port Status

AR — S OIRREIX, [Authorized]§FRFEHE 4. [Unauthorized] . FEFRFE [N/A]

UL ERD FET,
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3.9.12. 4 Authenticator Statistics

DT 4 v RUiE, KA — MIBEEMN T ONT-A— T 4 r—%—PAE O#iH ATV =7 bNE
FNFET, ZOT—T NI, A=k T 4 r—F—KEIZHIETDHER—FDT L N —NRERE
e

WD 4 Ry &R RTHIZIE, Monitoring > Port Access Control > Authenticator Statistics %

71 v LET:
“Atthenticator Stafisties B

Authenticator Statistics  Tims Intarval
0 0 0 0 0 0 0 0

WD 4 v RUEFRRTHIZIL, Monitoring > Port Access Control > Authenticator Statistics %

707 LET:
“AUMhereator Stamshes B

Apply

Authenticator Statistics of Port 1 Tim Intarval

Reten TeRe FLosct FResile FiRecp
A A A A A A A IR

Port
——
12

v

LA
>

G2 T 2 REIRIN 2 1~60 B OREHEA S IR U £, 77 40 ML 1 BT,

<
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PR T A—F — O il L E T,

Port R—=brDHDH AT LTHR— MIEID B THENZHRE ST,

Frames Rx A =¥ T 4 r—F TG LT=H%72 EAPOL 7 L— A DT,

Frames Tx A —t T 4 r— 2 TiE(E L72 EAPOL 7 L — LD T,

Rx Start A=t T 4 r—H T%AE L7z EAPOL Bibs 7 L — L DT,

TxReqId F—% T 4 r—H TEE L2 EAPOL E3K/Id 7 L — A D TY,

RxLogOff F—t T 4= TZELIZEAPOL 1 /47 7 L — LD TT,

Tx Req F—t T 4 r—5 TEE L7z EAPOL Bk 7 L— A (FR/1d 7 L—LALISN) ©
¥CTT,

Rx Respld F—¥ T 4 r—H TEAE L7= EAPOL |5 /1d 7 L — LD TT,

Rx Resp F—t T 4 r—FZTHE LA EAPOL JGE 7 L— A (5% /1d 7 L— AL
o8 DETT,

Rx Invalid F—t T A —FTZELT., 7L —LF A IS 72\ EAPOL 7 L —
LDPTT,

Rx Error =T A —FTZELL, Ty MRT 4 ET 4 —/L ROMEZ) 7 EAPOL
7L — L0 TT,

Last Version B fE LI EAPOL 7 L— A D7 m ha ) "— g5 V&S T,

Last Source 215 L7= EAPOL 7 L — A2 H HIEEITLMAC 7 R L 2T,
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3.9.12.5 Authenticator Session Statistics

ZOU 4y RUZE, AR — MIBEEMT DA —k T 4 7 —%—PAE D v ¥ a UkEA TV
=7 NBREENET, TOT—T NI, A—k T 4 =R T KR — O Y —n
KRINET,

WD 4 Ry EFRKRTHIZIE, Monitoring > Port Access Control > Authenticator Session

Statistics 27 VU v 27 LFT:
z

Authenticator Session Statistics

o o o o

WD 4 R %R RTHITIL, Monitoring > Port Access Control > Authenticator Session
Statistics 7 U w27 LE7:

AULhenticalor siate

k3

Apply

Show Authenticator Session Statistics of Port 1 Time Interval

Port
12

v

o
>

At TR B EERIRIEE | ~60 BOFIEN LR LET, 7744 Mk 1 BT,

<
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PR T A—F — O il L E T,

Port R—=brDHDH AT LTHR— MIEID B THENZHRE ST,
Octets Rx tyva il OR— b EO2—Y—F—FZ T L —LATZELIEA 7T v b
DT,
Octets Tx tyrvarflzZoOR— b EO2—H%—F—F T L —ATEEF LA T v B
DETT,
Frames Rx tya iz oR— N ECRELIE2—Y—FT 27 L — LD TT,
Frames Tx tyra Il OR— N ETCEE L= —FT =7 L— LD TT,
D v g COBEAEWRIF T, 3 CFLL EOFIR A EEZ ASCIT LTI T,
Authentic Ty va U EENLT DRI T AREETIETT, AR AIEITRD LB
Method QR
(1) Remote Authentic Server - AERFRIEY— X— T,
(2) Local Authentic Server - @ —HILERGEY— X—Td,
Time Yy va ORI TT BHEN),

Terminate Cause

Ty a VEINOEE T, RO 8 SOUIMERHAH Y 5,
1) 7V B roua st

2) F—hrxT7—

(3) 47V B hOFLE

(4) FFRRGET= T —

(5) FEREMIAARAR — NI R G FERRREIC R E STV D
(6) R— ~OFEHHL

(1) R— FPNER LIS TND

(8) FEOWr =TV

UserName

B7°U B b PAE A4 52— —4TT,
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3.9.12.6 Authenticator Diagnostics

ZOU 42 R, &R — MIBEMS TN TW A A —t T 4 r— & —OENEIZBET 5 2 Wik
DEENTWET, ZOT—T M, A—kr T 4 r—F —EiRlIZHET 28R —hox o F Y —»
KRINET,

WD 4 R &R RT AHIZIE, Monitoring > Port Access Control > Authenticator Diagnostics

7)o LET:
“ARGRNCArOr DIGROSTES B

Connect Enter Connect LogOff Auth Enter Auth Success Auth Timeout Auth Fail

WD 4 R &EHRRT HIZIL, Monitoring > Port Access Control > Authenticator Diagnostics
7 Uy LET:

Authenticator Diagnostics

[E3

Port

Lo Ropy

Index Caonnect Enter Connect LogOff Auth Enter Auth Success Auth Timeout Auth Fail
1 iA TiA TR iA TiA iA

197/222



PR T A—Z — O it L E T,

Port

R R DbBY AT b TH— ITHY BT ORI @IEETT.

Connect Enter

FORLEIRHE ML DR TR ) & Bt IR RIS %%Tﬂ“é %z w e b LET,

Connect LogOff

EAPOL &t 747 A & —V DOZAGIT LV | AR AE D B foe R TE D> & G s A
%%K%%#éﬁﬁ%ﬁﬁybbi?o

Auth Enter

B T b hD EAPOL SR /FRAI A v 2—T D ZIC L0 | FRARIREE ) Bt
EP#(?.Eﬁ) nunEEF"H( _%%?‘6@%@873 '7V K Li—g—

Auth Success

/{y&:ﬁ.\/ }\HLANJ‘-E’H_\‘H‘:‘ZJ)_H‘j J jj / }\O)HLAFI &7 J: D HDHEEEP’H(ﬁEb) FILa ﬂJtE{%
HIRREICER T DEHE Y P LET,

Auth Timeout A/yi/%mu%%ﬁ%@&4A7y& | FREEOREE D & TR
BICERT R E D Li@“
Auth Fail Ny J T }‘nunE«Hﬁﬁbﬁ‘uunE%E& nunEEPfH(ﬁEZJ‘%T%Bﬂ*H( ?Zﬁ“

LEEEIT P LET,

Auth Reauth

HRREERDOZEIC LD . BAERAEDSFEREHIRIED & Rl R BB I ERR 35
m#xE D b LET,

Auth Start

HF VU B RHve EAPOL G A v B — Y DI FRRIER AE DN FERIE R
%ﬂ%¢ﬁ¢%$ug%fé@ﬁ%ﬁ?/kbiﬁo

Auth LogOff

B U B "B EAPOL B 747 A b —DZEIC L0, FRERIREN G
¢%%ﬂ%¢M$%%"@#é@@%wﬁy%bif

Authed Reauth

mu uﬂzgjk@x'fu ntu HEE,H("FTEZ’)) Fic DIE(ﬁﬁ(lj: 75 E@'@LEP’H( 5&7%%?
RIEIE ¢ Liffo

Authed Start

B Y F R D EAPOL BRIGE A v — U DEIC LV | SRARRREN AL 3 A
RHED Dt HIRBICER T Anla v v N LET,

Authed LogOff

BTV RS EAPOL B V47 A v B—V D EI2 L0 . RARKRRE N R
B AIRTED B UIRr g AR ABIC BT A AT N LET,

Responses

T RAERNAT y NERFEY—AN—ICEHE LB E I U P LET Ok
é%"j_“—/\“—/\%'fﬁ LT, méﬁ(ﬁﬁﬂlﬂé%/ﬁ\) F—% T A = — thu
Sk DR R R Z R LET,

AccessChallenges

77“‘2]%'\7 1////\&‘/ }‘%nunﬁ_ﬁ‘_/\“—b)%x'f#bfglﬁlii%w]7/ ]\ L
£, Wikt — A=A —k T4 = —LWBELIZ L ERLET,

OtherReqToSupp

EAP R 37w b GRAN, @A, KR A vy =S 207U o b
~NEEED TP LETEREREL CERRBICADZES), T—krT
A4 —H =D EAP HFIEERIR LT 2R LFET,

NonNakRespFromSup

W70 T R BHIHE] EAP BRADINE 2 52(E L. T DOIEDY EAP-NAK LIAt
AT M LET, UL IR T 4 =2 =N EIR LT
EAP HiEIZINETE A LB LT,

Bac Auth Success

AL —N—=DOHEKGRA v =V 2 ZETHEHAE IV N LET, 7Y
73/]\75‘;“_,;1 _'j“—/\_ IEI% Lnupﬁéﬂfu\_k%‘fj—‘bi—a—

Bac Auth Fail

nunft"j“—/\—ﬁ‘%*ﬁrj - /;gf 1D¢6@§&%ﬁ‘7/}‘bi—g— ava)
g1 %b)ntquE‘H_"—/\ untuuménfdfﬁ)/)ﬁ_;&%ﬂ_‘bi‘a—
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3.9.13Browse ARP Table

DT 4 RUIEAAL T EOBSED ARP =2 b U —RFoREINET, FEED ARP = b U —% 4R
BT DHITE, V4 RUO—FLIZIP 7 RLAEZ AN LT, [FindlZ 27 U 2 LE7, [ShowStatic]
Vo7 LT, AR T —7 N2 MY —ZRRLET, ARP T —T7NEHET HITIEL, [Clear

AM1&E27 V7 LET,

WD 4 R &ERRT HIZIL, Monitoring > Browse ARP Table 27 U w7 LE9:

prowse ARF Table

Show Static Clear All

Total Entries: 4

IMAC Address

Interface MName IF Address

System 10.0.0.0 FF-FF-FF-FF-FF-FF LocallBroadcast
System 10.20.80.80 00-40-56-49-EA-T2 Local

System 10.90.90.99 00-50-BA-DA-01-23 Dynamic
System 10.255.255.255 FF-FF-FF-FF-FF-FF LocalBroadcast

[Find]Z# 27V w27 LT ANNRNTA—F—IZESIEEZ N —Z2HmBELET,
[Show Staticl]Z#Z U v 7 L TR TCOAET 4 v I M) —2FKRTLET,
[Clear All1]Z 27 V) v 7 LTCTZ A=V RDOLDETDANT—X%Z27 )T LET,

3.9.14 Browse VLAN
ZDOT A4V RUEERAL T, AL v FDOKR— FD VLANIREEZR VLANBINICER R LET, "4 RUud

—%& FlchHD 7 4 —/L FIZVID(VLAN ID)Z A LT, [FindlZ27 VU v 27 LE1,

WD 4 R EFRRTHITIL, Monitoring > Browse VLANZ 7 U v 7 LE 9!
AN

WLAN ID: 1

WLAM Mame: default
WLAM Type: Static
Advertisement: Enabled

Total Entries: 1

MNote: T: Tagged Port, U: Untagged Port, F: Forbidden Port,
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3.9.15 IGMP Snooping
3.9.15.1 Browse IGMP Router Port

BENL—F—R— e LTHER SN TWD AL v FOR— EPRFRRINET, 22—/ EE Web
N—2GUI ZFEH L T2 —F =0 E LIz —F—AHR— ME, HL—Z—FK—FE LTS TRIN
FT, AA v FRHWICHRE LTV —F —R— MID TrRaNET, ZBIEAR— MIF TREINET,
T4 RYD—FK EICHD T 4 —/L FIZVIDOVLAN ID) Z A LT, [FindlzZ Vv r7345L, FBEL
72 VLAN ICJB T DAk R 22 2 A 7D IGMP )b—H —R— N FoR SN E T,

WD 4 v K&K RT AHIZIE, Monitoring > IGMP Snooping > Browse IGMP Router Port &7 U v

7 LET:

[(BrOWSE ROUTer POt
VLAN ID: 1

VLAM Name: default

Total Entries: 1

MNote: 5:5tatic Router Port, D:Dynamic Router Port, F:Forbidden Router Port

3.9.15.2 IGMP Snooping Group
A2A FDIGMP ARX—VY L T I N—T 2B LET, IGMP AX—7 L=V AR— bOIILAR— 7
4=V RIZFRREINET,

DT 4 v RUEFRTHIZIL, Monitoring > IGMP Snooping > IGMP Snooping Group 2727 U v 7 L

£
VIF CopINg oUPp
@ VLAM Name | |
©) VID List (e.q. 1,4-6) | |
Group IP Address | |

Wiew All

IGMP Snooping Group Table Total Entries: 0
VLAMN Name Source Group

Member Router Expire

Ports Ports Reports  Uptime Time(sec) Filter Mode|

TRUCANT A—=F =D it L E 7,

IRNT A —
VLAN Name 2 ILFX ¥y AT N—TDOVIANLEZ AT L ET,
VID List 2 INF Xy AT N—TDVIAN AR — 2 A LET,

Group TP Address NN TFXY A NI N—TDOIPT RLAZ AN LET,
ELWEREZASDLT, [Find]Zz27 Vv 7 LET, RRLIEZZ M) =N IGMP AX—E 7 7 —7
T NMIFRRENET, [View All] 227 Vw7 LT, _XCHOH M) —%FKRLET,
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3.9.15.3 IGMP Snooping Host
AL v F EOBIED IGMP A X —E L 7R A MERNFERINET,

WD 4 R &EHRRT AHIZIE, Monitoring > IGMP Snooping > IGMP Snooping Host #27 U v 7 L ¥

© v ame E—
O VLAN List (2.2 1,4-8) 1
O Port List (e.g.: 1,4-6) O

IGMP Snooping Host Table Total Entries: 0

VLAN 1D Group Port Mo IGMP Host

ST AITOARZ %7 Y w7 L, IGMP AX—E > VR A MEHAEFERT S VLAN 4. VLAN —H& .
R—br—B, £701%, FVv—72AHL T, [FindlZ227 Vv 27 LET, BRELI-Z ) —RN T 4~
RO TFTESIZERINET,

3.9.16 MLD Snooping

3.9.16.1 Browse MLD Router Port

BAE IPv6 NDL—Z —R— hE LTRESNTWD AL v FOR— ERFRENET, a2V —L
F2lE Web XR—A GUI ZfEH L C2—H—NRE LIz —& —FR— ME, #iL—%—KR—Kr L LTS
TRENET, AA v TFPREPNIHRE LTV —F —AKR— MID TRENET, AR — MIF TR
NEF, v Ruo—FEICHDHT7 4 —/L FIZVIDVLANID) # A/ LT, [FindlZ 27 U w7945 &,
FEE LI VLAN BT D2 72 X A4 7D MLD b—H —R— hRFRENET,

WD 4 v R &R T AHITIE, Monitoring > MLD Snooping > Browse MLD Router Port #72 U v 7

srowse NMLD Router Fo
VLAN ID: 1
WLAM Mame: default

Total Entries: 1

MNote: 5:5tatic Router Port, D:Dynamic Router Port, F:Forbidden Router Port
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3.9.16.2 MLD Snooping Group

AA v F RIZHDHMD AR =V T 7N —T 2R R LET, MLD AX—E > 7%, IPv4d @ IGMP A X
— B 7 LFAERD IPv6 BERE T, TFTOZEWTWNDH T ¢ —/L RIZ VLAN & AS L, [Find]Z27 U v
7 LT, AA v FWND VLAN BNCRIE L £,

WD 4 R &ERRT HIZIE, Monitoring > MLD Snooping > MLD Snooping Group Z#27 U v 7 LF

\/ » DO ] oLIp
© vLannare ]
O VAN Lt .16 —

View All

MLD Snooping Group Table Total Entries: 0
VLAMN Mame Source Group Member Part Filter Mode

TR T A—Z =D it L E 7,

VLAN Name VNN FXY A NI NV—TDOVIAN L EZ A LET,

VID List <N FXy A NI NA—TDOVLAN ID # AT LET,

Group IP Address TILNFXXYARNITA—TDIPT RLAZ AN LET,

[Find]Z27 Vw7 LT, MBLIZZ P —BMD AX—E T T N—TFT—T)NIEKRINET,
[View Al1]Z 27 VU v 7 LT, 9 _XTCHOT M) —%RRLET,

3.9.17 LLDP
3.9.17.1 LLDP Statistics System

WD 4> R AT 5HI21%, Monitoring > LLDP > LLDP Statistics System %27 U v 27 L¥4:

Last Change Time 1344

MNumber of Table Insert 1]

MNumhber of Table Delete 1]

Mumber of Table Drap 1]

Murmber of Table Ageout 1]

Pt [o1

LLDP Statistics Ports

Total Tx Frames

Total Discarded Ry Frames

Rx Errors Frames

Total Rx Frames

Total Discarded Rx TLs

Total Unrecognized Rx TLYs

Total Aged out Meighbor Information

coooooo

FRUCANT A—=F =D il L E T,

Port COFEIHHENTWAR— M2 ELET,
[Find]Z# 27V w27 LT ANNRNTA—F—ZEIIFEEZ N —Z2HRBELET,
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3.9.17.2 LLDP Local Port Information
WD 4 R %K RTHITIE, Monitoring > LLDP > LLDP Local Port Information &2 UV v 27 L%

SE
OFP Cocal Po Ormatio
LLDP Local Port Brief Table
Show Normal
Port ID Subtype Port ID Port Description
1 Local 1 ;«f.iﬁgﬁplj rﬁrstems APLGM124GTSS
2 Local e gf_ﬁspb;:;ﬁm APLGM124GTSS
3 Local 13 :fF{FgSpL: gﬂiﬂm APLGM124GTSS
4 Local 104 :f%EgSpl?ﬂSIStem APLGM124GTSS
) Local 15 :fgspb: rtS;"STBﬂ'B APLGM124GTSS
6 Local 16 :‘II:‘.RI];EBEPLEHS;HEM APLGM124GTSS
I Local i :f?—:gspb: rf;"&'fems APLGW124GTSS
8 Local 13 :f.ﬁspﬁnsgstem APLGM124GTSS
[Show Normal]Zz 27 U v 7 L7c#, AT DU 4 FUNBNES
F Lo -0 ormatio
LLDP Local Port HNormal Table
Fort | 01 ¥ Find Show Brief

LLDP Normal Ports

Port ID Subtype Local

Part ID 11

Part Description APRESIA Systems APLGM124GTSS R1.09 Port 1
Part PVID 1
Management Address Count Show Detail
PPVID Entries Show Detail
WLAMN Entries Show Detail
Protocol identity Entries Count Show Detail
MAC/PHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536

TN T A—Z —DOF A 25l L £7,

Port DOREIHHINTHDR—MERELET
Aﬁéhk%ﬁiy%)~%%¢t \Z[Find]lZ27 Vv 7 LET

BIRSN TR — N OsfER TR — % LA 72T [Show Brief]Z 27 U v 7 LET

DU 4y Ry Ta—H—IBED [ShowDetail V> 7 1227 U w755 Z EIZL VAT TV —DFf
MERE RS Z LRk ET,
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3.9.17.3 LLDP Remote Port Information
KD 4 v R &2FRKRT5HI20%, Monitoring > LLDP > LLDP Remote Port Information 227 VU v 27 L

LLDP Remote Port Brief Table

Port 0 v Find | [ show Normal

Remote Entities Count : 0
Chassis ID Subtype Chassis D Fort ID Subtype ort 1D Fort Description

TR T A —Z =D it L E 7,

Port Z DRBEICHE A éﬂ“L“Cb\éT M ELET
Aﬁéht%ii/F)—%%?t Wmﬂ%?)y7bi?
IR IR — l\@@iﬁﬁﬂ“—ﬁk%ﬁét Z[Show Normal]Z& 27 VU v 7 LE9

[Show Normal]%fﬁ ) /7 L?LJ;XA Ty v RunBnEd

LLDP Remote Entity Information Table

Total Entries: 0
Entity Information

3.9.18 MBA Authentication State
MBA RIRIREEY ¢ > KN ‘7%2\?2‘?’5 % Monitoring > MBA Authentication State #27 VU v 7 LE9 :

VIBA AL = ALl

PoftList(eg.1510) | ( Find | ClearBy Port |

[ wiewallHosts ||  cClearallHosts |

MAC Address State VLAN 1D Aging Time / Block Time

TREUINT A—=Z —OF A 25l L7,

Port List COREIHEHINTNDEAR =M A MNEEELET,
ANhEnlfmiE=y M) — 23720 [Find] 227V v 7 LET,
AN—NENTIZ VT 35702 [Clear By Port]lZ 27V v 7 LET,
ATOMBARFEAR A b —E & R 57201 [View All Hosts]&Z 2 U > 7 LET,
RTOMARGERA &7 VT3 5701 [Clear All Hosts]Z 27 U v 7 LET,
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3.9.19 Web Authentication State
ZDT 4> R T Web BAEOREFEHRAE RS LET,

WDT 4 R &ERRT HIZIEL, Monitoring > Web Authentication State 227 U w7 L¥E9:

aphy A o

Pottlistesis1m] ] Find |

Potlisteod 510 | Mauthenticated M Authenticating ¥ Blacked Clear By Port |

View All Hosts Clear All Hosts I

Total Authenticating Hosts: 0
Total Authenticated Hosts: 0
Total Blocked Hosts: 0
Aging Time/Block Time

Agsign VLAN ID

Fort MAC Address RELAN 1D

<<Back Nextsz

Mote: H: Host-Based, P:Port-Based

TR NT A—Z —DOF A 25l L £7,

Port List CORETHEHEINDIR—FI A MEHEELET

Authenticated TR — MGRGEENT-E2TCOa—Y—%2 G- DI ELET

Authenticating | F/RA— MIFEFTOETOZ—Y —2EGe=DIEELE7

Blocked FRAR— R T ey 7 SN2 TCOa—Y—2E -0l ELET

ANENTHRET Y M) — 2T 72D [Find] 227 U v 7 LET,

A= TF"HENT7 VT T 57Dl [Clear By Port] 27 U v 7 LE7,
ETCOFRAN—EE2 R 57012 [View All Hosts]z27 U w7 LET,
ETDRARNEZ VT3 57202 [Clear All Hosts] =27 U v 7 LFET,

3.9.20 Browse Session Table
BBIZAA v TF 2 HEBL TOLOEHEE g U REREINET,

WD 4 v R ZFRRTHIZIL, Monitoring > Browse Session Table #27 U w7 LE7:

SIrOWse e D apie

Marmne
Anonymous

Live Time Frarm
a 03:31:57.0 Serial Port 1
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3.9.21 MAC Address Table

T =T NEEIET DAL v T OEPIVMAC T RLAZRRLET, A v FBVACT LR EAR— L E
FORSEFEETHE, T T—F 4 ST =T P —=MERENET, chbox R
—ZH L TAAL v TFRHATNT Y MEfrE L E7,

WD 4> R AT 5HI21%, Monitoring > MAC Address Table #27 U w27 L9,

VIA Aadre anle

Port 01 v ( Find | EElEaE Binarmis Entries]
YLAN Mame | | ( Find | [clear Dynamic Entries |
MAC Address |00-00-00-00-00-00 |

[ wiew all Entry ][ Clear all Entry

Total Entries :0

YLAM Mame MAC Address
1 default 0D-40-6E-45-5E-T78 CPLU Self

TN T A—Z —DOF A 25l L7,

Port T D =T 4T T =TI NeBRTHA—NEFEHRELET,

VLAN Name TA =T =T AT T =T NVEBBTHVAWNLE AT LET,

MAC Address T4 =V —=T 4T T =T NVEBRTHMMCT FLAZ A LET,

Find Port/VLAN Name/MAC Address OFHEBIZXET BT —F_XR—2 52 F R LET,

Clear Dynamic 7 RUVAT—=TNLOFTXTOE MY —%HIERLET,
Entries
View All Entry | 7 RLAT—T7 DT _XCHOT b)) —2FRLET,
Clear All Entry | 7 RLAT—7ADFT_XTCHOTY b —%HIBRELET,

[Find]Z 27 U v 7 LCAINNT A= —|ZEIEEZ M) —%2RBELET,

[Clear Dynamic Entries]ZZ Vv 7 L TCE&TCDOEAFIv I/ b)) —% 7 )T LET,
[View All Entry] %27 U v 7 LCHEHARERETOTY N ——EE2RRLET,

[Clear All EntrylZz 7 U v 7 LTEREINLTWOLETOZ L M) =227 U7 LET,
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3.9.22 System Log

AA vy FOEHED 7 2R LET,

WD v R &R 5HI21%, Monitoring > System Log Z#27 V v 7 LEd:
[ oysienrLog———————— e

AL v TFDARy vaTtEREFRLET, Next] 227 U w7 LTRX—VOr JiEREERLET,

Clear Log

Date-Time

0000-00-00, 02:46:31
0000-00-00, 02:45:21
0000-00-00, 01:13:34
0000-00-00, 01:08:10
0000-00-00, 00:31:10
0000-00-00, 00:24:17
0000-00-00, 00:14:14
0000-00-00, 00:01:02
0000-00-00, 00:00:47
0000-00-00, 00:00:47
0000-00-00, 00:00:44

Log Text

Successful login through Consale {Username: Anonymous)
Logout through Console (Username: Anonymous)
Successful login through Consale {Username: Anonymous)
Logout through Console (Username: Anonymous)
Successful login through Consale {Username: Anonymous)
Console session timed out (Username: Ananymaous)
Successful login through Consale {Username: Anonymous)
Fort 1 link up, 100Mbps FULL duplex

Systerm warm start

Systerm warm start

Successful login through Consale {Username: Anonymous)

[Clear loglZzZ Vv 7 LT, &CoOrJEREZHEELET,

TR NT A —=Z —DF A Z il L7,

Index AR b ZEROFAELTZNEE 27 LE T, Index R REWIEEH L RBAE
Lica ZiEmE R £,

Date-Time AR b T EROBAE LR 2R LET, FoRSNDHEZNL, ZEEND O
TR EE F 72 I TBE ORI N R SN E T,

Log Text AR FaTIBERONENERINET,

3.9.23 Self-Test
AA v F OERENFIZHEN S 7z Self-Test DFEREFRLET,

POE Test OffiHiL. APLGM110GT-POE 3 X OF APLGM124GT-POE @ 2 #fED HF s I EJ,

ROT 4> R0 ERRT D

Z1%. Monitoring > Self-Test 7 Y v 7 L%

Self-Test Result

DRAM Test
FLASH Test
SWLSI Test
PHY Test
POE Test

Mo error
Mo error
Mo error
Mo error
Mo error
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3.9.24 Port LED Testing
Port LED Testing (X, A"— F®D VU > 7 IRFEIZEIfRZ2 <. A— FD LED £RZ ST E TS D

T

DT 4 v RUEFRTHIZIL, Configuration > Port LED Testing Z#72 V v 7 L£7:

Port Led Testing Off -

Apply

PRI T A—Z — O it L E T,

Port LED AN— FLEDE RO AT £ SR EE 5 @25 E L E T,
Testing Off — &7 — NDOLED Rz @ED Y 7 IREETHR R LET,

green — 2R — MDOLED FRZFkENI TERLET,
amber — 74— FDLED RRZFEARI TRRLET,
blink green — 47R— hDLED FR&FEAMIK CERLET,
blink_amber — 47— h® LED FrR&BAGIRTRRLET,
[ApplylZ# 27 V v 7 LCEREZBEHLET,

TEEE

o WU Ty TLTNBR— ML, ETBIC—EY VI8 URRE LET,
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3.9.25 Peripheral

3.9.25.1 Device Environment
Device Environment #§HE(%, APLGM110GT-POE 35 & OY APLGM124GT-POE O 2 #§FE D A xfiis L TV E T,
ZOU 4 RUIZIE. A v FONERRE & FAN BIEREENER RS NET,

Ay FORNEFIREIINTRE L VK 6 CIZEm R £,

F24E D FAN & 51X, APLGM110GTPOE (FAN1) + APLGM124GTPOE (FAN1/FAN2/FAN3) T,

KD 4 v R &2FKRTAHI21E, Monitoring > Peripheral > Device Environment 227 U v 7 L $4:
Device Vironme
items Data
System Temperature (Celsius) 32
Fan 1 Normal
Fan 2 Normal
Fan 3 MNormal

[Refresh] % 7 U v 7 LCHEEICFETSNS U A F % BH LET,
IEEE
‘)‘x4v?@ﬁﬁiﬁw?d%@®@ﬂtxUHfﬁ%%%tbiio

F 1=, APLGM124GTPOE M # FAN 2% (FAN2/FAN3) DHRENTH PoE B ZFLLF T,
FAN 25 (FAN1) DIRFIDI5E . PEEBEBERFFLESNFEA,
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.10 &—7

TRUIRT 3ODRIFY 4 & RUZMEH L TRERFRE AL v FDOAEY —ITRIFLET,
(1) [Save Configuration] CHI{EDREFMERMEL E7

(2) [Save Log] THEO R /T 2 RFLET,

(3) [Save All] CHUEDORERHHE 0 V2 RIFLET,

3.10.1 Save Configuration
GUI B D—F FICH B[ =TT NVE T A =2 —%BAWT, [Save ConfigurationlZ 27 U v 74

HEL DT 4 RUNE £9:
[Save Connguration

Current Status:  Completed.

Program Firmware:

W[“E Flash Status (RsEVELR

Write Flash Status |2 Saved NFER SNAIVIFRIFEE T CT9,

3.10.2 Save Log
GUI B O—F LICH D[ =TT NE T A =a—%BWT, [SaveloglzZ Vw7 325L, ROY

A FUMRBE £
LU ————————

Current Status:  Completed

Program Firmware:

Write Flash Status |RSEVELN

Write Flash Status IZ Saved NFER SNAIVIFRIFEE T CT9%

3.10.3 Save All
GUI i D—F Fich B[t —T ] N E T A =a—%BWT, [SaveAll] & 27 U v 7T 5L, IRDW

A FUMNBE £
L ——

Current Status:  Completed

Program Firmware:

Write Flash Status |[R=EVCTN

Write Flash Status IZ Saved NFER SNAIVITRIFEE T CT9%
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FEER

0 save 17 FOE(TH. CPUSEAKAEE RS CPUutilization (OVERLOADING) O 4
NHEAShBEELHY ET .

3.10.4 Show Technical Support

GUI M d—%F FIZ

A =TI TINE T A= a—%BW T, [Show Technical Support]ZiZEiR L.
WD 4> RN ET:

Show RZ %27 Vw35 E,

oW T el Ca

LIpPO

[Show]Z 27 U v 7 LTT 7 =JHR— K
R—=UEFET Vv 7 FITHEE L CHimE

FEER

~
LAPLGM124GTSS Gigabit Ethernet Switch
Technical Informaticn Report
[CPU Utilization 2407330ms]
CFU Utilization :
Fiwve Seconds - % One Minute - 4 % Five Minutes - 3%
[Device Informaticn 24051%0ms]
Device Type : RPLGM1Z4GISS Gigabit Ethernet Switch
MLC Rddress : 00-40-66-42-F2-CD
IF Address : 182.168.70.125 (Manual)
WLAN Name : defaultc
Subnet Mask : 255.255.255.0
Default Gateway : 0.0.0.0
[Boot PROM Version : Build 1.00.01
Firmware Version : Build 1.08.00
Hardware Version Ha:
Serial number : 1705821225804
Spanning Tree : Disabled
GVRE : Disabled
IGMP Snooping : Disabled
S02.1x : Disabled
TELNWET : Enabkled (ICP 23)
WEB : Enabled (ICP 80) b
[BMON : Disabled

EEAEN 2 3 4 5 > » [ oo

WMOFREIHLET,
WMOFTEELLET,

it T

i

@ 7/ rr— rEEsER S LB ETHREAN N B BERHYET.
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3.11 vy—)L
3.11.1 Configuration File Upload & Download
AA wFITHEEHRET v/ r— R, FLEFF7on— RT3 ENRTEET,

GUI B D—F LIZHA A= —_R—DERIO[Y—NV]TAE T A =2 —%BWT, [Configuration
File Upload & Download]#27 U v 73 5&, IROT 4 RUMBBEET:

ad &

ServerlP : | | ® 1Pvs
| | © i1pva

Interface MName | |

File : | |

Increment: []

Download ][ Upload

Mote: The Increment option use only for Download Configuration.

FUF R TPvAl F71E[IPve] 8 IR L C, —R—IP T RV A, SV H—T =2—RA%, 771
N NI LFET, [Download] £7-1%[Upload]Z27 Vw7 LT, 77 ANDIEEZFBELET,

FEEE

@O o-riravoirorEmEoRECBERR 288 VLT YT
LTWBR— B EhET,

o 7y 7AO—FKLEarvI49 774 account fFRIFEFNFTEA.
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3.11.2 Upload Log File
0777 ANDT v a— R, [1Pv4] £721%[IPv6] #BIR L C, —_"—=IP 7 KL A, 77 A L4
AN LET, AN, [Upload] 2 Vw7 LET,

GUI B D —F LIZHDA =2 —_R—DEMDO Y =] T NH 7 A =a2—%BAWT, [Upload Log
File]Z27 Vv 7 925&, ROV 4 RUDNBAE £
Semver P : | | @ 1Pva

| | © i1pva

Interface Name | |

File : | |

Upload

3.11.3 Upload Technical Support
T = ANYIR— MEROT v 70— R, V—_"—=IPT7 FLA 77 A V4 EZADLET, A,
[(Upload]Z#Z7 VJ w7 LET,

GUI Bl D—F FIZH DA =2 —_"—DLEMDO[YV—N]TNE T A =2 —%BR T, [Upload

Technical Support]% 27 U w73 5&, IROT 4> RUMNBBEET:
Opload Technical Suppo

@' Upload technical support information To TFTP

TFTP Server P : | |
Drestination File : | |

Upload

FEER

upload a7 > FMETH., (PUSERIKEEZTRY CPU utilization (OVERLOADING)
ATNHAINBBELRHY T,
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3.11.4 Reset
Uty MERBIZIZAAS v TFE2 VY FTH50O0DETvarnNdbh 9,

GUI i D—F L2 2 A =2 —"—DLEMD [V —NV]TNVE T v X =2 —%BT, [Reset System]
OV ThHE, ROD 4 RURHEET:
A SO —

® Reset Froceed with systern reset except IP address, log, user account and hanner.
O Reset Config Switch will be reset to factory defaults.
() Reset Systern Switch will be reset to factory defaults and reboot.

Reset AA T DHEEDOIP T RLA, T b, BIOARAS v T ORERKEa 7I13EH
SNFEHFA, MOTRTONRT A= —IT 75V FREIZY AT SNET,
2A v FOaLrT 4 TRERGEE LOEEFEIH M T EE A,

Reset Config IPT RVAL TAVY b AA v TFIRER 7R E2 BT N TORENT 7 4
JVRBREIZRY £9, AA v FIIFEEETIC, RS ET,
Reset System | AA v FORENT 7 4L MEICEE S, RIFH L OFRBIATONET,

FEEE

‘)r%ﬂsw&m:?VPE%ﬁbtaé~3)747%%774»Gmﬂwtﬁt)
DR L BIEENITHONE T,

3.11.5 Ping Test

GUI B D—F FICH DA =2 —_"—=DEMDO Y =] T NE T A =2 —%BW T, [Ping Test]%
IV FTHE ROU 4 RUNHE I

= L

IPv4 Ping Test :

Enter the IP address ofthe device or station you want to ping, then click Start.

Target IP Address : 0.0.0.0
Repeat Pinging for: & Infinite tirnes
O[] t-2551mes)
Tirneout: (1-98 sec)
IPvG Ping Test :

Enter the IP address ofthe device or station you want to ping, then click Start.

Target IP Address : |

Interface Name: |:|
Repeat Pinging for: & Infinite tirnes
O[] u-255tmes)
Size: (1-6000)
Timeout: (1-10 sec)

[infinite times]HRTIL, FEIFILT 2 E T Ping ZX(F Lt £ T, [infinite times] I TIE,
1~255 ¥ CPing ETRMAEET DN TxFEF, [Start]® 27V v LT Ping #Bt5 L E 7,
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PR T A—F — O il L E T,

Target IP ping #x4E3DHIP 7 KL A A LET,
Address
Interface Name | IPv6 Tld, A ¥ #Z—7 = —ADLHIZ AN LET,

Repeat Pinging | ping Z 33 2B A AT LE T, 1~255 OHIPH THRE L ET,
for
Size IPv6 ClX, 1~6000 DfEZ AJJLET, 7 74+ /L ME 100 TF,

Timeout IPv4 TiX, 2D ping A v =V RRELRIIES ETOX A LT U M Z 1~
99 Fh IR L £4, IPv6 TlE, Z D ping A v E— VN EEEICELS ETD
XA LT T NEEE I~0 PO RIRLET, EH0L05EEL, X7y MM e
ELTRERNIZIP 7Y RLVAZ RSO HZ ENTE N E  ping /37w MI kR
v 7 (WEEE) Sk,

[Start]®# 27 Vv 27 LCPing 70 /5 L&A LE T,

3.11.6 Download Firmware

2L v FiF, ANyl T v FEERAELT, 20077 —L U =T 77 A NVERETXET, 77—
AT =T AA=VITIDE ST 1 EREF 2B/ TCNET, 7= 77— T 2T A A—VEEFTD
WZIE, AA—TIDTINE T Ama—nb, Ny T v TERIFEBTL 77 =LA 02T 77 AV
BIRLET, 774NV DALY TFRETIH, AA—VID1EZT = T77—LUxT 7740 EL
TEEHALET,

GUI HED—F LICHDEIA =2 —"—DLEMO[Y —NV]TNE T A=2—% T, [Download

Firmwarel 227 Vv 7 456L, IROTU 4+ RUBHETET:
"DGWHTORM FIFTWare

ServerIP: | | ® 1Pvs
| | © i1pva

Interface Name | |

File : | |

Image 1D | 1{Boot Up) w

[ Downiozd

T A RH o TLIPvAl F721% [IPve] ZEIR L F 3, @R L7=Z A 7D TFTP — _R—IP 7 KL A%
ANLET, TFIPH— =D T7 7 A NVDINA)/ T 7 ANLERELET, A A=V D& I(ZF—FT
) EIF2MBRIRLET, [Download] %7 U v 7 LTT7 7 A /VDIREZFAIG L £,

FEER

() Jr— LAY I TOAY L O— KB, CPUSaEREERT CPU utilization
(OVERLOADING) O 5 AMHAShBEBENRBY £7.
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3.11.7 Reboot System
/k0>'74 v F VEEHLTCAL v FE2HEE L ET,

Do you wantto save the settings 2 ®ves ONo Reboot

Ifyou do not save the settings, all changes made in this session will he lost.

Yes] DT A RE L TAAL v TF 2 HEEINT DRI, BUEDKTEZ NV-RAMIZRGF L E T,
NolDT VAR TAAL v TFHFHEENT HRIIC. BIIEORTEZRGT LEHA, ZICHEHFRE R

FLIEBICATI LT _RTORERHR iﬁ@bhi*ﬂ
[Reboot]Z 27 UV w7 L CAAL v F ZHiEEN L E£9,

FEER

0¢ LEtsvay DEEQIr—LY T 7REECLYRBTEAMES. B
MICAHIDBEESD 72 7—LOzT7TEEILET,

BRZBRATSEHE. BERUMKRSPLULREREH T TEREANTLLZSIL,
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4 FRLDEIEFE

(1) =Y —NR— ML, T A—=F —RERFDHIT RS-232C 7r—7 VA& HHE L, W O@EMIRC
IR L2V T IEE Y,

(2) A—=hFIT7—VU7HEREIX, source IR— R & L THRE LA — N TEZEINTZ T L— LEE 2 fif
M 27200 TT, o T, Target "— FE LTHRELZA— MIX, 7FI7A4VExR Y b
T — 7 ZRAT T A EEE DM I LR TL 72 &0,

(3) A=K VLAN ZRETHHE. BA M AL v F U ITNT)NE L THRNT NL—TDR— F bR
A MAICHEZITH) LI TEERA, AR MIERO I LV—7ICBTHZ LT TEERA,
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5. SIS a—Fa T

5. 1 RIRLED ICEAET RBHREMK

HE

xR

[PWR)  LED 23 mAT L7220,

B — RRARIEBFEDOACA Ly NeBFE=a Y M
SNTWDZ EAMERL T IEEN,

VA RN =T EER LT
[LINK/ACT] LED 2354T L72uvy,

VAR RNT—TIVZEENI2NINE D DEER L TLE X0,

PR F Ou RN IEFIZEEL TV DN E I DR L TS 7280y,

BV 2T 7T 7 (R]-45) DI ERE D20 E ) iR LT 72

A

B FNNIC 213N T DI A — RR— FTHHHEA. VA A
NF—TNVBRARNL— K r—TNLTHDHI EEMERLTITEI,
Fo, BERHETERATOMIX R— hDBFE, VAR NTr—T R
IR —T N ThhHI EEHERLTIIEIN,

SFPEYV 2a— N ELLHAINTWND Z 2R L T ZE0,

[CONSOLE] LED 2353 LT 5,

WEMEE - I3 F ORISR Y P T =712 TOL—7 BT Ty
MHER L TL 72 &,

5.2 V- I)LinRICEEYT SRR EAE

G

R

EIFREA L TH Login
A=V /N s ARV A WA AN

OV — VR OBESRENIE LW E 2R LT P&,
WESME, A—1— F(9600bps), 5 —# (8bit)., A b~ 7 (1bit).

N 7 4 (none), 7 v —iilf#) (none), RS, ERILHIF(ON) T,

[CONSOLE| & = Y — LR & ™ RS-232C Bkt — 7 VN IE L2
L ARMERLTLIEE W,

[CONSOLE] ~OD#EGEMNIER N E 9 2 ilER L TL 7P &0,

[POWER] LED 24T LTCWD Z & Z2MER L T 7Z&E W,

AT STV,

EFRTFHTHIUL, NEHDOAEY —ICRENBELTCNDE LEE
ZHNET, PAR— PSR OIICBHWEDELZE W,
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5. 3HTTP ICEHE Y HIRR EE

HE

xR

VEARDNS HTTP IZ L Y
QA LTHIENTERN,

AIEEBDOIP T LA, Xy h~RA7, T 74/ bLb— FORENE
WTHHI MR L TLEIW, FEREZIIV Y P LLIEE
BFHBEANIN TS Z E LR LTI EN,
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TEEE802. 3

: 10BASE-T

TEEE802. 3u : 100BASE-TX
TEEE802. 3u : Auto—Negotiation
TEEE802. 3z : 1000BASE-X
TEEE802. 3ab : 1000BASE-T
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A HE =Tz —RA

ITU-T #&h75 V. 24/V. 28

Ty NU— 7
A=l =%

RFC1157 :

RFC1901 :

RFC1905 :

RFC1908 :

RFC2570 :

RFC2575 :

Simple Network Management Protocol (SNMP)
Introduction to Community—based SNMPv2

Protocol Operations for Version 2 of the SimpleNetwork
Management Protocol

Coexistence between Version 1 and Version 2 of the
Internet—-standard Network Management Framework
Introduction to Version 3 of the Internet—standard
Network Management Framework

View—based Access Control Model (VACM) for the Simple
Network Management Protocol (SNMP)

o b U

RFC1213 :
RFC1493
RFC2819
RFC2021
RFC2233 :

Internet FZ%E MIB

: Bridge MIB
: RMON MIB 4 Z' )L ——>
: RMON2 MIB @ 9 % Probe config ®—%)

ifMIB

N X —JH MIB

BE7a ko

RFC793
RFC768
RFC1350 :
RFC783
RFC791
RFC792
RFC826
RFC854
RFC1769 :
RFC3164 :

: TCP (Transmission Control Protocol)
: UDP (User Datagram Protocol)

THE TFTP PROTOCOL (REVISION 2)

: TFTP Client

: IP(Internet Protocol)

: ICMP (Internet Control Message Protocol)
: ARP (Address Resolution Protocol)

: TELNET

SNTP (Simple Network Time Protocol)
SYSLOG

RFC951/RFC1541 : BootP/DHCP Client

IGMP snooping

RFC1112 :
RFC2236 :
RFC3376 :

IGMPv1 (snooping only)
IGMPv2 (snooping only)
IGMPv3 (awareness only)
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RFC2865 : RADIUS (client only)

RFC1492 : TACACS+ Authentication For the Management Access

RFC2138/RFC2139 : RADIUS Auth. For Management Access

RFC2866 : RADIUS Accounting

RFC4250 : The Secure Shell (SSH) Protocol Assigned Numbers

RFC4251 : The Secure Shell (SSH) Protocol Architecture

RFC4252 : The Secure Shell(SSH) Authentication Protocol

RFC4253 : The Secure Shell (SSH) Transport Layer Protocol

RFC4254 : The Secure Shell (SSH) Connection Protocol

RFC4255 : Using DNS to Securely Publish Secure Shell (SSH) Key
Fingerprints

RFC4256 : Generic Message Exchange Authentication for the Secure
Shell Protocol (SSH)

Z DAl

VCCI Class A YEHL
IEEE802.3ad : U 7 77 F—a
IEEE802. 1Q : tag group VLAN,

QoS (IEEE802. 1Q priority mapping/queuing)
IEEE802. 1D : STP/RSTP

IEEES802. 1Q : MSTP

IEEE802. 3x : 7 1 —fHill{#)

IEEES02. 1AB : LLDP

IEEE802. 3at : PoE Plus
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