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Ctrl+R
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Command Line Interface

Firmware: 1.14.00
Copyright(C) 2020 APRESIA Systems, Ltd. All rights
reserved.
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1P
IP 10.0.0.1/24
#config ipif System ipaddress 10.0.0.1/24
Command: config ipif System ipaddress 10.0.0.1/24
Success.
#
!
#logout
Press any key to login...
!
OFF
i
(2) Web GUI
Web GUl LAN
IP HTTP
)http://10.0.0.1
!
| @21 )

12/217



1.3

1-1

1-1

1-2

ANSI(VT100 )

1-2

8bit/

1bit

9600bps

o O | W N

RS-232C (
DB-9

13/217




1.4

o e o o
R 010 o s s o s

RS-232C

( )
1-1 RS-232C
1-3 RS-232C(DTE
)
1-3
No.
SD
RD
SG -

© |0 N (o o [ W IN |-

0 RS-232C

14/217



RS-232C 1-4

1-4 RS-232C (D-SUB9 -9

9 D-SUB( ) 9 D-SUB

© |0 N (o o [ W [N |-
© |0 N (o o [ W |IN |-

15/217



2. Web GUI

Web GUI /
2.1
2-1
2-1
[]
[Apply]
Apply
> >
Device > Port > Port Properties
[Device] [Port] [Port
Properties]
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2.2.2 GUI
GUI

NPRESIN

Japanese/English

E APLGM115GTSS
Configuration
[ L2 Features

QoS

[ security
5@ ACL
@ Monitoring

Device Information
Device Type
System Name
System Location
System Contact
Bool PROM Versien
Firmware Version
System Time

AFLGM118GTSS

1.00.01
1.14.00
00 Days 00:46:02

Device Status and Quick Configurations

SNTP

Spanning Tree
RMON

CLI Paging

Syslog Global State

Disabled Settings
Disabled Settings
Disabled Settings
Enabled Setiings
Disabled Seftings
Disabled Seitings
Disabled Seitings
Enabled (TCP 23) Setlings

MAC Address

IP Address

Mask

Gateway

Management VLAN
Login Timeout (Minutes)
Dual Image

3 Frame

ML Snooping
IGMP Snooping
802 1X

88H

Fori Miror
Web

100-40-66-55-4C-D2
10.85.76.210 (Manual)
255000

0.0.00

defaull

10 mins

Supported

Enabled Settings
Disabled Seftings
Disabled Seftinas
Disabled Selfings
Disabled Seftings
Disabled Selfings
Enabled (TCP 80) Settings

Bkl i)
o=

APREISA

APREISA

1

> Save Configuration)

save config
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0 (Ver. 1.14)

3.1 Device Information

[Device Information] [ ]
[Device Information] MAC (
PROM
MAC
[Device Information]

LevICce 0 Ao
Device Information
Device Type APLGM118GTSS MAC Address 00-40-66-55-4C-D2
System Name IP Address 10.85.76.210 (Manual)
System Location Mask 255.0.0.0
System Contact Gateway 0.0.0.0
Boot PROM Version 1.00.01 Management VLAN default
Firmware Version 1.14.00 Login Timeout (Minutes) 10 mins
System Time 00 Days 00:456:02 Dual Image Supported

Device Status and Quick Configurations

SNTP Dizabled Settings Jumbo Frame Enabled Setlings
Spanning Tree Disabled Settings MLD Snooping Disabled Setiinas

RMON Disabled Settings IGMF Snooping Disabled Settings

CLI Paging Enabled Settings 802 1X Disabled Setfinas

Syslog Global State Disabled Settings S5H Disabled Setfinas

55L Dizabled Settings Port Mirror Disabled Settings

GVRP Disabled Settings Web Enabled (TCP 80) Settings
Telnet Enabled (TCP 23) Setfings
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3.2 Configuration
3.2.1 System Information
MAC

Configuration > System Information

MAC Address 00-40-66-55-4C-D2
Firmware Version 1.14.00

System Name [ |
System Location [ |
System Contact [ |

Apply

System Name ( 128 )
System Location ( 128 )
System Contact ( 128 )
[Apply]

3.2.2 Serial Port Settings

Configuration > Serial Port Settings

al Fo e 0

Baud Rate 9600 R
Auto Logout Mever v

Data Bits g
Parity Bits None
Stop Bits 1

Apply

Baud Rate
9600/19200/38400/115200bps 4

Auto Logout

/5 /10 /15 /Never 10
Never

[Apply]

!
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3.2.3 IP Address Settings

1P
IP
Configuration > IP Address Settings
® static ODHeP OpooTp
IF Interface | |
Management VLAMN MName |defau|t |
Interface Admin State |Enab|ed v|
IPv4 Address [10 |[eo [[so |[ao |
Subnet Mask . El El[l
Gateway El El El El
1P
€Y [Static]
(2) 1Pv4
®
IP
0.0.0.0
VLAN VLAN default
default VLAN
Interface Admin State [Enable]
DHCP BOOTP IP
[DHCP] [BOOTP]
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Static 1Pv4
XXX - XXX XXX - XXX
XXX 0 255 (10 )
DHCP DHCP
DHCP 1P
DHCP
DHCP
BOOTP BOOTP
BOOTP 1P
BOOTP
BOOTP
IP Interface IP System
Management TCP/IP(HTTP Telnet )
VLAN Name VLAN VLAN default
Interface (Enabled) (Disabled) IP
Admin State (Enabled)
1Pv4 Address IPv4
Subnet Mask
XXX« XXX« XXX 2 XXX XXX 0 255 (10
) A 255.0.0.0 B
255.255.0.0 C 255.255.255.0
Gateway
1P IP
[Apply]
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3.2.4 1Pv6 Interface Settings

1Pv6
Configuration > IPv6 Interface Settings
FvVb BITace = ]
Interface Mame Systemn
VLN Nams TT—
Admin. State
IP6 Address |
Autornatic Link Local Address Disabled v
NS Retransmit Time (0-4294367205) [ ms
IPvE Address

1Pv6 1Pv6 [Apply]

Interface Name IPv6 System

VLAN Name IPv6 VLAN
Admin. State
IPv6 Address IPv6 /

Automatic Link (Enabled) (Disabled) (Enabled)
Local Address
NS Retransmit Time | 0 4294967295

(0-4294967295) 0

[Apply]
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3.2.5 IPv6 Route Settings

1Pv6
Configuration > IPv6 Route Settings

=V ~ 0Ll L

IPviG Default Gateway

IP Interface Default Gateway Metric (1-65535)

Systemn | | Create ] [ Delete
Total Entries: 0

Frefix Mext Hop IP Infterface Protocol

IP Interface 1Pv6 System
Default Gateway IPv6

Metric 1 65535

[Create] 1Pv6

[Delete] 1Pv6
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3.2.6 [IPv6 Neighbor Settings
IPv6 IPv6

Configuration > IPv6 Neighbor Settings

Fvo Neldnipo - L

Interface: Name

Neighbar IPYE Address | |

Link Layer MAC Address | |
Interface: Narme :

State : Al vl [ Find ][ clear

Total Entries: 0

Link Layer Address Interface

IPv6 MAC [Add]
1Pv6 All/Address/Static/Dynamic
[Find]
[Clear]

Interface Name 1Pv6 System

Neighbor 1Pv6 IPv6
Address
Link Layer MAC | MAC

Address
State All/Address/Static/Dynamic

[Add] 1Pv6 Link Layer MAC Address
[Find]
[Clear]
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3.2.7 Port Configuration
3.2.7.1 Port Settings
/ /
MDIX

Configuration > Port Configuration > Port Settings

From Port  ToPort State Speed/Duplex Flow Control Address Learning  Medium Type MDIX
| 01x| | o01[r  Enabled = [ auto |+|  Disabled = | Enabled || Copper | = | Iz | Apply |
Refresh
Fort State Speed/Duplex Flow Control Connection Address Learning MDEX | =l
01 Enabled Auto Disahled 100MFullMone Enabled Auto
0z Enabled Autg Disahled Link Down Enabled Auto
03 Enabled Autg Disahled Link Down Enabled Auto
04 Enabled Auto Disabled Link Down Enabled Auto
05 Enabled Auto Disahled Link Down Enabled Auta
08 Enabled Auta Disabled Link Down Enabled Auta
07 Enabled Auto Disabled Link Down Enabled Auto
08 Enabled Autg Disahled Link Down Enabled Auto
09 Enabled Autg Disahled Link Down Enabled Auto
10 Enabled Autg Disahled Link Down Enabled Auto
1 Enabled Autg Disahled Link Down Enabled Auto
12 Enabled Auto Disabled Link Down Enabled Auto
13 Enabled Auto Disahled Link Down Enabled Auta =
14 Enabled Auta Disabled Link Down Enabled Auta
13 Enabled Autg Disahled Link Down Enabled Auto
16 Enabled Autg Disahled Link Down Enabled Auto
17 Enabled Autg Disahled Link Down Enabled Auto
18 Enabled Autg Disahled Link Down Enabled Auto
19 Enabled Auto Disabled Link Down Enabled Auto
20 Enabled Auto Disahled Link Down Enabled Auta
21 (C) Enakbled Auto Disabled Link Down Enabled Auto
210F) Disabled Autg Disahled Link Down Enabled
22(C) Enabled Auto Disabled Link Down Enabled Auto
22(F) Disabled Auto Disabled Link Down Enabled
23(C) Enabled Auto Disabled Link Down Enabled Auto | .
23(F) Disabled Auto Disabled Link Down Enabled
24 (C) Enabled Auto Disabled Link Down Enabled Auto j
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From Port/To Port
State

(Enabled) (Disabled)
Speed/Duplex /
/ Auto

10M half 10M full  100M half 2100M full 21000M full master
1000M full slave 1000M full
2 (1000M full master 1000M
full slave)

1000M full master 1000M full slave
UTP
(1000M full master)

2
2
(1000M full
slave)
1
1000M full master 1000M

full slave

Flow Control
802.3x

Address Learning MAC MAC
Medium Type SFP

[Fiber] 1000BASE-T [Copper]
MDIX MDIX auto ( ) normal (MDI-X) cross (MDI)

normal (MDI-X)
PC(MDI) cross (MDI)
(MDI-X)

[Apply]
[Refresh]
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3.2.7.2 Port Description Settings

Configuration > Port Configuration > Port Description

Settings
@ e ali[e] e C
From Port To Port Medium Type Description
01 T 01 - Copper v Apply

Port Description |
01
0z
03
04
05
05
07
08
09 =
10
11
12
13
14
15
16
17
18 M
18
20

21(C)

210 -|

Medium Type SFP [Fiber]
1000BASE-T [Copper]
C RJ45 F

From Port/To Port
Medium Type SFP
[Fiber] 1000BASE-T [Copper]

Description
[Apply]
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3.2.7.3 Port Error Disabled

Configuration > Port Configuration > Port Error Disabled

Port Port State Connection Status Reason |

Port
Port State ( )

Connection ( )
Status
Reason (
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3.2.7.4 Port Media Type

Configuration > Port Configuration > Port Media Type

Port Media Type

Port Type

01 100BASE-TX
02 1000BASE-T
03 1000BASE-T
04 1000BASE-T
05 1000BASE-T
08 1000BASE-T
o7 1000BASE-T
08 1000BASE-T
09 1000BASE-T
10 1000BASE-T
11 1000BASE-T
12 1000BASE-T
13 1000BASE-T
14 1000BASE-T
15 1000BASE-T
16 1000BASE-T
17 1000BASE-T
18 1000BASE-T
19 1000BASE-T
20 1000BASE-T
21 1000BASET
22 1000BASE-T
23 1000BASE-T
24 1000BASET

Port

Type
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3.2.7.5 Port Green Mode Settings

Configuration > Port Configuration > Port Green Mode

Settings :
=l 7 ]
From Port To Port Siate
01 - 01 - Enabled ~
Fort State Cperation State
01 Enable Power Down
02 Enable Power Down
03 Enable Power Down
04 Enable Power Down
05 Enable Power Down
06 Enable Power Down
o7 Enable Power Down
08 Enable Power Down
09 Enable Power Down
10 Enable Power Down
1" Enable Power Down
12 Enable Power Down
13 Enable Power Down
14 Enable Power Down
15 Enable Power Down
16 Enable Power Down
17 Enable Power Down
18 Enable Power Down
19 Enable Power Down
20 Enable Power Down
21 Enable Power Down
22 Enable Power Down
23 Enable Power Down
24 Enable Power Down

From Port/To Port
State /

[Apply]
[Refresh]
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3.2.8 Static ARP Settings
ARP TCP/IP 1P (Ethernet)LAN MAC

ARP
ARP IP MAC

Configuration > Static ARP Settings

A - L
Global Settings

ARP Aging Time (0-65535) 20 |min

Add Static ARP Entry

Delete all

Total Entries: 3
Interface

IP Address MAC Address

Systerm 10.0.0.0 FF-FF-FF-FF-FF-FF LocaliBroadeast Edit Delete
Systern 10.0.0.1 00-40-66-45-5E-78 Lacal [ Edit  J[ Celete |
Systern 10.0.0.255 FF-FF-FF-FF-FF-FF LocalBroadeast [ Edit || Delete |

ARP Aging Time ARP
(0-65535) 0 65535
20
IP Address ARP 1P
MAC Address ARP MAC
[Apply]
ARP IP MAC [Apply]
ARP [Delete All]
ARP [Edit] ARP
[Delete]
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3.2.9 User Accounts

Configuration > User Accounts :

Add User Accounts

Access Right Admin - Confirm Passwaord |:| Apply

Hote: Password/User Mame should be less than 15 characters.

Total Entries : 0

Old Password Mew Password Confirm Password

User Name 15

Password ( 15 )

Access Right 2

Confirm
Password

[Apply]
[Edit]

~N
~N
N
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3.2.10 System Log Configuration
3.2.10.1 System Log Settings

Configuration > System Log Configuration > System Log

Settings

Systemlog () Disabled (O Enahled
System Log Save Mode Settings

SaveMode | OnDemand v [ Iming-ess3s

System Log (Enabled) (Disabled)

System Log Save
Mode Settings On Demand/Time Interval/Log Trigger

min (1-65535 Mode Time Interval

[Apply]

3.2.10.2 System Log Server

Configuration > System Log Configuration > System Log Server

00 a¥i-

Add System Log Server

Server D 1 w Severity Warning w
Server P Address [ Facility Local 0 v
UDP Port (514 or 6000-65535) Status Disabled

System Log Server List

Facility UDFP Port

Server [P Address
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Server 1D (1-4)
Severity
Warning/Information/All
Warning -
Informational -
All - Syslog
Server IP IP
Address
Facility
16 23
16 0 (local0)
17 1 (locall)
18 2 (local2)
19 3 (local3)
20 4  (local4)
21 5 (local5)
22 6 (local6)
23 7 (local7)
UDP Port(514 UDP
or 6000-65535) 514
Status (Enabled) (Disabled)
[Apply]
[Edit]
[Delete]
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3.2.11 DHCP Snooping
3.2.11.1 DHCP Snooping Settings
DHCP Snooping

Configuration > DHCP Snooping > DHCP Snooping Settings

) o 00pINg Setting

DHCP Snooping State Disabled v
ARP Inspection Enabled v

IPv4 Inspection Enabled v
Force Deny Mode Disabled v
Current Mode Permit

Timer (0, 30-604800) 1800 sec
Remaining Time -

DHCP Snooping Option 82 state Disabled N

DHCP Snooping State DHCP Snooping
(Enabled) (Disabled)
ARP Inspection (Enabled) ARP DHCP Snooping
(Disabled)
IPv4 Inspection (Enabled) 1Pv4 DHCP Snooping
(Disabled)
Force Deny Mode Force Deny Mode (Disabled) DHCP Snooping
Current Mode PERMIT Timer
DENY
DENY DHCP Snooping
1P
Force Deny Mode (Enabled)
DENY
Current Mode (Permit/Deny)
Timer (0, 30- Force Deny Mode
604800 0 DENY
Remaining Time Remaining Time PERMIT DENY
DHCP Snooping (Enabled) DHCP Snooping Option 82
Option 82 state (Disabled) Option 82

[Apply]
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3.2.11.2 DHCP Snooping Ports Settings
DHCP Snooping VLAN

Configuration > DHCP Snooping > DHCP Snooping Ports
Settings

FromPort  To Port State ® VLAN Name ) VID List (e.g.:2-5)

L 01 v|[ 01 v[Enabled V|| I | ] AllVLANS

Port

State
Disabled
Disabled
Disabled

| Enabled VLANs
|

|

|

| Disabled
|

|

|

|

|

|

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

e (= | | (R =

-
=

From Port/To Port

State (Enabled) DHCP Snooping
(Disabled) DHCP Snooping

VLAN Name/VID List/ | DHCP Snooping VLAN  VLAN VID

All VLANs VLAN All VLANs

[Apply]
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3.2.11_.3 DHCP Snooping Entry Settings
DCHP Snooping

Configuration > DHCP Snooping > DHCP Snooping Entry

Settings
LM = LU0 L] \f = 8
From Pert To Port (® VLAN Name O VID List (e.g.:2-5)
[0 V[ ot v | | [ Al VLANS
Total Entries: 2
Port MAC Address VID IP Address
7 00-40-66-AA-AA-AA 1 192.168.0.10 Delete
7 00-40-66-BB-BB-BB 1 192.168.0.100 Delete

From Port/To Port

VLAN Name/VID List/ VLAN  VLAN VID

All VLANs VLAN All VLANs

[Clear] MAC
[Delete]

3.2_.11_4 DHCP Snooping Static Entry Settings
DCHP Snooping

Configuration > DHCP Snooping > DHCP Snooping Static Entry

Settings
ACF oopINg at V OEe 0
MAC Address IP address Port ® VLAN Name O VLAN ID(1-4094)
| | Lot v | |
Total Entries: 2
Port MAC Address VID  IP Address
8 00-40-66-AA-AA-AA 1 192.168.0.10 Delete
9 00-40-66-BB-BEB-BB 1 192.168.0.100 Deleta

MAC Address DCHP Snooping MAC
IP Address DCHP Snooping IP
VLAN Name/VLAN VLAN  VLAN VLAN 1D
1D(1-4094)
[Create]

[Delete]
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3.2.12 MAC Address Aging Time
MAC
10 1,000,000 300

Configuration > MAC Address Aging Time

MAC Address Ading Time (10-1000000) |300 |sec

Apply

MAC Address MAC address aging time 10 1,000,000
Aging Time 300

[Apply]

o FDB < > 2 < >-1

3.2.13 Web Settings
Web GUI /
HTTP Web GUl
TCP 80

Configuration > Web Settings

WEB State Disabled (@ Enabled

Port (1-65535)

WEB State Web GUI (Enabled) (Disabled)

Port Web 1 65535
80

[Apply]
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3.2.14 Telnet Settings
Telnet Telnet
TCP 23

Configuration > Telnet Settings

Telnet State @ Enabled Disanled
Port (1-65535)

(]
w

Apply

Telnet State Telnet (Enabled) (Disabled)

Port Telnet 1 65535
23

[Apply]

3.2.15 CLI Paging Settings
CLI 1
CLI

Configuration > CLI Paging Settings

CLIPaging State Disabled @ Enabled

Apply

CLI Paging CLI (Enabled) (Disabled)
State

[Apply]
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3.2.16 Firmware Information

Configuration > Firmware Information

= L= U LU
1D Version Size (B) Update Time
*1 1.14.00 3580860 0000/00/00 00:01:01
2 1.14.00 3580860 0000/00/00 00:06:06
= . Boot up firmware
(S5H) . Firmware update through SSH
(WEB) - Firmware update through WEB
(SMMP) . Firmware update through SNMP
(TELNET) : Firmware update through TELNET
(CONSOLE) : Firmware update through CONSOLE

User
adpro(CONSOLE)
adpro(CONSOLE)

Boot UP

Delete

Boot UP

Delete

Version

Size (B)

Update Time

User

[Anonymous]

[Unknown]

[Boot UP]
[Delete]
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3.2.17 SNTP Settings
3.2.17.1 Time Settings
SNTP

Configuration > SNTP Settings > Time Settings

iIHHg;ﬂﬁHHEEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Status

SHTP State & Disabled () Enabled
Current Time 00/00/0 05:38:18

Time Source Systermn Clock

SNTP Settings

SNTF First Server [0.0.00 |
SNTF Second Server [0.0.00 |
SNTP Poll Interval In Seconds (30-99999) [720 |
Set Current Time

Date (DDMMATTT [ooioom |
Tirne (HH:MM:SS) [o5:38:18 |

Status
SNTP State SNTP (Enabled)
(Disabled)

Current Time

Time Source
SNTP Settings
SNTP First Server | SNTP IP

SNTP Second Server | SNTP 1P

SNTP Poll Interval SNTP ( 720
In Seconds
(30-99999)

Set Current Time

Date (DD/MM/YYYY

Time (HH:MM:SS)

[Apply]
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3.2.17.2 TimeZone Settings

SNTP
Configuration > SNTP Settings > TimeZone Settings
= & = = L]
Daylight Saving Time State Disahled ~
Daylight Saving Time Offset In Minutes 60 v
Time Zone Offsetfrom LTS In +-HH: MM + |09 w00 w

DST Repeating Settings
From: Which Weel Of The Month

From: Day Of'Week

From: Maonth

From: Titme In HH ik
ToMvhich Week Of The Manth
Tao: Day OfWWeek

To: ionth

To: Time In HH ikt

DST Annual Settings

From: Month

From: Day

From: Time In HH kit
Ta: tdanth

To: Day

Tao: Time In HH ikt

Apply

Daylight Saving
Time State Disabled -

Repeating -

Annual -

Daylight Saving 30 60 90 120
Time Offset In
Minutes

Time Zone T0C)
Offset:from UTC
In +/-HH:MM
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DST Repeating Settings

2 10
From: Which
Week OF The
Month
From: Day Of
Week
From: Month
From: Time In
HH MM
To:Which Week
Of The Month
To: Day Of Week
To: Month
To: Time In HH
MM
DST Annual Settings

10 14
From: Month
From: Day

From: Time In
HH MM

To: Month

To: Day

To: Time In HH
MM

[Apply]
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3.2.18 SMTP Settings
SMTP

SMTP

SMTP

3.2.18.1 SMTP Service Settings
SMTP

Configuration > SMTP Settings > SMTP Service Settings

VITP Service Settings

SMTP Global Settings

SMTP State CEnabled @ Disabled

SMTF Server Address [0.0.00 |

SMTF Server Part (1-65535) o |

Self Mail Address | |(Max:64 characters)

SMTP Mail Receiver Address

Add A Mail Receiver |(Max:64 characters)

2 Celete
Celete
4 Celete
Celete
G Celete
Celete
8 Celete
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SMTP State Enabled Disabled SMTP
(Enabled) (Disabled)

SMTP Server SMTP IP

Address
SMTP Server SMTP TCP SMTP
Port (1-65535) 25 1 65535

Self Mail
Address

Add A Mail
Receiver [Add] 8

Mail Receiver Address

[Delete]

[Apply]

3.2.18.2 SMTP Service
SMTP

Configuration > SMTP Settings > SMTP Service

R R REEEESS——————————

Subject: | |

Content:

Subject e-mail
Content e-mail
[Send]
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3.2.19 SNMP Settings

SNMP
SNMP
SNMP
SNMP
)
SNMP
SNMP
SNMP 3
SNMP 1 2
SNMP
SNMP SNMP
SNMP 1 2c
public - MIB
private - MIB
SNMP 3 2
SNMP
SNMP
SNMP 3
SNMP 1
/
SNMP 3
SNMP 3
SNMP

1 2¢ 3

SNMP

SNMP

SNMP

SNMP
MIB
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SNMP
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Trap

0 SNMP

SNMP delete
snmp community delete snmp user
3.2.19.1 SNMP View Table
SNMP MIB
SNMP
SNMP Configuration > SNMP Settings > SNMP View

Table :

Wiew Mame | |

Subtree OID | |

Yiew Type Included  »

Total Entries: 8

Wiew MName Subtree

restricted 1361211 Included
restricted 1.3.6.1.21.11 Included
restricted 1361631021 Included
restricted 1.36.1.6.311.2.1 Included
restricted 1.36.1.6315.1.1 Included
Communityyiew 1 Included
Comrmunityview 136163 Excluded
Communityyiew 1361631 Included

View Name 32 View Name
SNMP
Subtree 0OID (0ID) oID SNMP
SNMP
(MIB )
View Type Included SNMP
Excluded
SNMP
[Apply] [Delete]
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3.2.19.2 SNMP Group Table

Add Group
Group Mame

Read Yiew Name
Write View Name
Motify View Name
User-hased Security Model

Security Level

Total Entries: 9

SNMP

SNMP

(SNMP

SNMP

Configuration > SNMP Settings > SNMP Group Table

ShIMPy

Apply

Group Name

public

public Community...
initial restricted
private Community...
private Community...
ReadGroup Community...
ReadGroup Community...
WiriteGroup Community...
WiriteGroup Community...

Community...

Community...
Community...

Community...
Community...

I otify

Communitdy...
Communitdy...

restricted

Communitdy...
Communitdy...
Communitdy...
Communitdy...
Communitdy...
Communitdy...

ecurity Model Security Level
SMNMPy1 MNoAuthNoPriv
SMNMPy2 MNoAuthMoP v
SNMPY3 MNoAuthNoPriv
SMNMPy1 MNoAuthMoP v
SNMPy2 MNoAuthNoPriv
SMNMPy1 MNoAuthMoP v
SNMPy2 MNoAuthNoPriv
SMNMPy1 MNoAuthMoP v
SNMPy2 MNoAuthNoPriv

[_Delete ]
(_Delete ]
[_Delete ]
(_Delete ]
[_Delete ]
(_Delete ]
[_Delete ]
(_Delete ]
[ Delete ]

Group Name 32 Group Name SNMP
SNMP
Read View Name | SNMP SNMP SNMP
Write View SNMP SNMP SNMP
Name
Notify View SNMP SNMP
Name SNMP
User-based SNMPv1 - SNMP 1
Security Model | SNMPv2 - SNMP 2C
SNMPv3 - SNMP 3
Security Level SNMPv3
NoAuthNoPriv - SNMP
AuthNoPriv - SNMP
AuthPriv - SNMP
[Apply]
SNMP [Delete]
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3.2.19.3 SNMP User Table
SNMP

Configuration > SNMP Settings > SNMP User Table

“SNweosertaple o T

Add User
User Name | |

Group Mame | |

SNMP Yersion
SMMP Y3 Encryption Maone w

Auth-Protocol by Password Fasswoard

Priv-Pratocal by Password Fasswoard

Auth-Protocal by Key Key

Apply

Priv-Pratocal by Key Key

Total Entries: 1
Group Marme SHMP Version Auth-Pratocol Priv-Pratocol

initial initial V3 Mone Mone

User Name SNMP 32
Group Name SNMP
SNMP Version V1 - SNMP
V2 - SNMP
V3 - SNMP
SNMP V3 None - SNMPv3
Encryption Password - SNMPv3
Key - SNMPv3
Auth-Protocol SNMP V3 Encryption Password
by Password MD5 - HMAC-MD5-96

SHA - HMAC-SHA

Priv-Protocol SNMP V3 Encryption  Password
by Password None -

DES - DES 56-bit
Auth-Protocol SNMP V3 Encryption Key

by Key MD5 - HMAC-MD5-96

SHA - HMAC-SHA

Priv-Protocol SNMP V3 Encryption Key

by Key None -
DES - DES 56-bit
Password SNMPv3
Key SNMPv3
[Apply]

[Delete]

50/217



3.2.19.4 SNMP Community Table

SNMP SNMP
SNMP
[€)) MIB MIB SNMP
) mB / SNMP
Configuration > SNMP Settings > SNMP Community Table
JVIF 0 L] \/ adlllE
Add Community
Comrmunity Name | |
Yiew Mame | |
Access Right Read Only ~
Total Entries: 2
Community Mame WView Name Access Right
private Comrmunityyiew read_wite
pukblic Cormrmunityview read_only

Community Name | SNMP 32
SNMP

SNMP MIB

View Name SNMP MIB
32

SNMP

Access Right Read Only - SNMP
MIB
Read Write - SNMP
MIB /
[Apply]
[Delete]
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3.2.19.5 SNMP Host Table
SNMP SNMP

Configuration > SNMP Settings > SNMP Host Table

NIVIFE F0 dabie
Add Host Table
HostIP Address [ |
User-hased Security Model ShMPy1 w

Security Level

Community String f SKMPv3 User Mame

Total Entries: 0

Host IP Address User-hased Security Model Security Level Community MamefSHMPy3 User Name

Host IP Address | SNMP IP
User-based SNMPv1 - SNMP 1
Security Model | SNMPV2c - SNMP 2

SNMPv3 - SNMP 3

Security Level User-based Security Model  SNMPv3
NoAuthNoPriv - NoAuthNoPriv
AuthNoPriv - AuthNoPriv

AuthPriv - AuthPriv

Community SNMPv3
String / SNMPv3
User Name

[Apply]

3.2.19.6 SNMP Engine ID
SNMPv3 ID

Configuration > SNMP Settings > SNMP Engine ID

Engine ID 8000011603003e32002400
Apply
MNote: Engine ID length is 10-64, the accepted character is from 0to F.
Engine ID SNMP ID 16 10 64
ID ID [Apply]
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3.2.19.7 SNMP Trap Configuration
SNMP /

Configuration > SNMP Settings > SNMP Trap Configuration

VI 1) ) CIL )
SMMP Trap IEnabIed -
SMNMP Authentication Traps Enahbled =
SNMP Link Change Traps IEnabIed -
SHMP Login Trap IDisabIed -
SKMP Lagaut Trap Digabled =
SNMP Login Fail Trap IDisabIed -
Apply |
SHMP LinkChange Traps Port Settings
From Port To Port State
01 hd o1 hd IEnabIed hd Apply |
Port State =
1 Enahled
2 Enabled
3 Enahled
4 Enahled
] Enahled
4 Enahled
7 Enahled
a Enahled
49 Enabled
10 Enahled
11 Enahled
12 Enahled
13 Enahled
14 Enahled
14 Enahled
16 Enahled
17 Enahled =
18 Enahled hd

SNMP

SNMP Trap SNMP (Enabled)/ (Disabled)

SNMP Authentication (Enabled)/ (Disabled)

Traps

SNMP Link Change Traps (Enabled)/ (Disabled)

SNMP Login Trap (Enabled)/ (Disabled)

SNMP Logout Trap (Enabled)/ (Disabled)

SNMP Login Fail Trap (Enabled)/ (Disabled)
From Port/To Port

State (Emabled)/ (Disabled)
[Apply]
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3.2.19.8 RMON
RMON /

Configuration > SNMP Settings > RMON :
T —

RMON Status OEnabled (& Disabled

Apply

RMON Status Enabled Disabled RMON

(Enabled) (Disabled)

[Apply]
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3.2.20 Command Logging Settings
Command Logging

Configuration > Command Logging Settings

Command Logging Settings
Comrmand Logging State & Enabled ¢ Disabled

Apply |

Command Enabled Disabled
Logging State (Enabled) (Disabled)
[Apply]

0

Web
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3.2.21 Port LED Testing
Port LED Testing LED

Configuration > Port LED Testing

Port Led Testing Off -

Apply

Port LED LED
Testing Off - LED
green - LED
amber - LED
blink_green - LED
blink amber - LED
[Apply]
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3.2.22 PoE
PoE(Power over Ethernet)
IEEE802.3at
PoE APLGM110GTPOE/POE2 APLGM118GTPOE/POE2 APLGM124GTPOE/POE2 6

3.2.22.1 PoE System Settings
PoE PoE

Configuration > PoE > PoE System Settings

Power Limit (20-375)

[ wats

Recover Mode

Auto - DelayTime (180-600) | sec [ apply  J[ Refresh |
PoE Manual Recovery

PoE System Information
. System Total Power Consumption
Power Limit (Watts) (Watls)

3750 0.0 375.0 Deny Low Priority Port Auto(Delay:180 sec) Normal

System Power Remained (Walts) Power Disconnection Method Recover Mode Environment Status

Power Limit 20 375
APLGM110GTPOE/POE2 APLGM118GTPOE/POE2
APLGM124GTPOE/POE2
APLGM110GTPOE/POE2 20 125(W)
APLGM118GTPOE/POE2 20 250(W)
APLGM124GTPOE/POE2 20 375(W)
Recover Mode FAN / PoE

Auto(Delay:180 )
auto - PoE
Delay Time
manual - PoE PoE

Manual Recovery [Apply]

Delay Time Recover Mode auto
180 600( ) 180( )
PoE Manual Recover Mode manual
Recovery PoE Manual Recovery [Apply]
[Apply]
[Refresh]
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0

o APLGM124GTPOE/POE2

185w
FAN
0 (Ver.1.04)
Define
)
(Ver.1.05)

Deny Low Priority Port

PoE FAN
FAN 155W

PoE
(User
Class Based PD
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3.2.22.2 PoE Port Settings
PoE PoE

Configuration > PoE > PoE Port Settings

mi® i ® - 8
From Port To Port State Priority Power Limit
1o 0 - Enabled = Critical - Class Based -

Apply

PoE Port Information
Port  State Priority Power Limit (mW) Class Power (mW) Voltage (Decivolt) Curmment({mA) Status

1 Enabled Low --—-(Class based) 0 0 0 0 OFF : Interim state...
2 Enabled Low TT70(User Defined) O 5900 bh2 108 QM ;802 3af-compl...
3 Enabled Low —-(Class based) 0 0 0 0 QFF : Interim state...
4 Enabled Low ---(Clags based) 0 0 0 0 OFF : Interim state...
A Enabled Low --(Class based) 0 0 0 0 OFF : Interim state_.
& Enabled Low ---(Class based) 0 1] 0 0 OFF : Interim state_.
7 Enabled Low -—-(Class based) 0 0 0 0 OFF : Interim state_.
8 Enabled Low —-(Class based) 0 0 0 0 OFF : Interim state_.

From Port/To Port
State PoE (Enabled)
(Disabled) PD
Priority (Low)
Critical,High,Low Critical
Power Limit 31200(mW)
(User Define) 1000
31200(mW)
(Class Based) PD
Class 0: 16.2(W) 0.44 12.95(W)
Class 1: 4.2(W) 0.44 3.84(W)
Class 2: 7.400) 3.84 6.49(W)
Class 3: 16.2(W) 6.49 12._95(W)
Class 4: 31.2(W) 12.95 25.50(W)
[Apply]
[Refresh]
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0 (State,Priority,Power Limit)

0 (User Define) 200mw
200mwW

0 Port Setting (disabled)

(Ver.1.04) (Class Based)
(Ver.1.05) (User Define : 31200mW)
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3.2.23 SFP Auto Recognition Settings
SFP SFP
SFP

Configuration > SFP Auto Recognition Settings

SFP Auto Recognition Settings

SFP Auto Recognition State ® Enabled ) Disablad

Apply

SFP Auto (Enabled) SFP
Recognition State (Disabled) SFP
[Apply]

0 SFP state

Fiber Fiber
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3.3 L2 Features

IEEE 802.1p

IEEE802. 1p

1EEES02. 1p

(
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VLAN

VLAN
VLAN VLAN
VLAN
VLAN
IEEE802.1Q VLAN VLAN
802.1Q
default 802.1Q VLAN
default VLAN VID 1
IEEE 802.1Q VLAN
- 802.1Q VLAN
- 802.1Q VLAN
- VLAN
IEEE 802.1Q( )VLAN 802.1Q VLAN
VLAN (
IEEE 802.1Q
VLAN
VLAN VLAN (IEEE
802.1Q
VLAN IEEE 802.1Q VLAN VLAN
IEEE 802.1Q VLAN
VLAN VLAN
VLAN 802.1Q
IEEE 802.1Q VLAN

63/217



IEEE 802.1Q

€H) VLAN ] .
@ T
Pac!(et Pack_et
A1
L
(4) 802.1Q VLAN e
A 4
(5) 3 > Fc;rwarding
: rocess
@ -1 VLAN t P20V
Filtering =8
(b) ~ Port State
© -
802.10 VLAN
802.10Q0 VLAN MAC 4
0x8100
0x8100 IEEE 802.1Q/802.1p
2 3
(CFI -
) 1 VLAN ID(VID) 12
3 802.1p VID VLAN 802.1Q
VID 12 4094 VLAN
TEEE 802.1Q) Tag
4 Octets
Q 1 2 3 4
Destination Address (6 octers)
| |
\ | |
\ Source Address (8 octets) |
‘ EtherType = 0x8100 ] Tag Control Information |
MAC Length/Type | Begining of Daty |
| |
\ |
\ Cyelic Redundancy Check (4 octets) |
Fuserpriority] crt | VLANID (vID) (12 bits)
3 bits 1bit 12 bits
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VLAN ID  MAC Adding en IEEE 602.1Q Tog ST
/ best. | see. hmm?mu‘ beta ‘:fﬂ
\ \mw
1 i Facks?
(CRO) bt | @ | T | bowhere | oo - |
[ || v
VLAN ID
( 802.1Q VID ) 1 802.1Q
802.1Q VLAN
802.1Q VLAN (
802.1Q
802.1Q VLAN MAC VLAN
VLAN VLAN ID PVID
PVID
PVID PVID
PVID VLAN 2 VLAN
PVID VLAN
VLAN
PVID 802.1Q
PVID VLAN
PVID 1 VLAN
PVID VLAN PVID
VID PVID
PVID VID
PVID VID
VID
VID 2 VID
PVID VID
PVID 1 VLAN
VID
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VLAN VLAN

802.10Q VLAN
VLAN
VLAN
VLAN
VLAN
802.1Q VLAN
802.1Q VLAN
802.10Q
VLAN
VLAN  ( )
VLAN
VLAN
802.1Q VLAN
802.1Q VLAN
VLAN
VLAN
(
VLAN( VID)
VLAN( VID)
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802.10Q

802.1Q VLAN

VID

(PVID

VID

VLAN

802.10Q

VLAN

802.10Q

PVID

VID



VLAN

VID 1  default VLAN
VLAN
VLAN
1
VLAN
VLAN NIC
NIC
VLAN
VLAN
VLAN 2
(
( 10) VLAN 2
10 VLAN 2
10 VLAN 2
VLAN
VLAN 2
VLAN
VLAN
VLAN 1
5 6 7 1 2
VLAN
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1
)
(VLAN 2 )
VLAN
1
VLAN
1 2 3 4 VLAN 2 1
8 9 10 VLAN
8 9 10 VLAN
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Q-in-Q VLAN

Q-in-Q VLAN( VLAN )
VLAN VLAN VLAN VLAN
ISP L2
LAN
2 LAN
4000 VLAN VLAN 4000
VLAN VLAN
Q-in-Q VLAN SPVID IEEE802.10Q VLAN VLAN
VLAN TPID( ID) VLAN
16
VLAN VLAN
Q-in-Q VLAN
SPVLAN(TPID + 802.1Q CEVLAN
(TPID +
VLAN VLAN )
)
Q-in-Q VLAN
Q-in-Q VLAN
D) SPVLAN TPID TPID
@
(3) Q-in-Q VLAN SPVID
(4) Q-in-Q SPVLAN
SPVLAN UNI
User-Network Interface NNI Network-Network Interface

5) Q-in-Q VLAN VLAN

VLAN Q-in-Q VLAN ACL
(6) Q-in-Q VLAN STP GVRP
@) CPU
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3.3.1 Jumbo Frame

Enabled Disabled
(Enabled) (Disabled)
9216 (1522

)

L2 Features > Jumbo Frame

Jumbo Frame O Disabled  ®© Enabled

Current Status: The maximum size of Jumbo frame is 9216 hytes. —deely
[Apply]
3.3.2802.1Q Static VLAN
VLAN VLAN ID VLAN
L2 Features > 802.1Q Static VLAN
50U L) VLAN
WLAN List | AddiEdit WVLAN | Find WLAMN | WLAMN Batch Settings | Total Entries: 1
WID WLAMN Mame Advertisement  Tagged Ports Untagged Ports Forbidden Ports
1 default Erabled 152?3
910,11,12..
802.1Q VLAN [Add/Edit VLAN]
VLAN
802.1Q VLAN VLAN [Edit]
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oU L. < VAN

VLAN List | Add/Edit VLAN I Find VLAMN I VLAM Batch Settings I Total Entries: 1
VID |:| VLAN Mame I:I (Name should be less than 32 characters) Apply

Advertisement | Disabled |=

SelectAll 2 3 4 5 6 7 8 9 10 11 12 13 15 16 17 18 19 20 21 22 23 &
Tagged T e @ P @ @ @ @@ 0 @ 9@ @O @ OO @R @ B @
Untagged T e @ P @ @ 0 @@ 0 @ 9@ @O @O @R @B @
Forbidden T e @ P @ @ 0 @@ 0 @ 9@ @O @O @R @B @
Mot Member Al (@ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @

Tagged Ports
Untagged Ports
Forbidden Ports

[802.1Q Static VLAN] [VLAN List]
802.1Q VLAN [Edit]
VLAN

VID VLAN  [Add/Edit VLAN] VLAN 1D VLAN  VLAN
ID VLAN  VID VLAN

VLAN Name [Add/Edit VLAN] VLAN VLAN
VLAN 32

Advertisement GVRP
VLAN

Port VLAN

Tagged 802.1Q

Untagged 802.1Q

Forbidden VLAN

Not Member VLAN

[Apply]
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VLAN [Find VLAN] VLAN 1D [Find]
VLAN List VLAN
R ————

WLAN List | Add/Edit VLAN I Find VLAN IVLAN Batch Settings | Total Entries: 1

N — e ) |
VLAN [VLAN Batch Settings]
WLAN List | Add/Edit YLAN | Findvian | vLan Bateh settings | Total Entries: 1

woumeszn [ |  Oma  Opaes  Ocoig

Advertisement Disabled v

Polistteg. -5 [ ]
o]

VID List VLAN ID
(e.g.:2-5)
Advertisement GVRP
VLAN

Port List VLAN

(e.g.:1-5)
Tagged 802.10Q

Untagged 802.10

Forbidden VLAN
VLAN

[Apply]
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3.3.3 QinQ
3.3.3.1 QinQ Settings
QinQ

L2 Features> QinQ > QinQ Settings :

S

QinQ Global Settings () Enabled @) Disabled Apply
From Fort To Port Raole Cuter TRID (hex : Ox -0} VLAM Translation
01 |+ 01 - NI - ox[zaag | Disabled |+ | Apply
Fort Role Quter TPID WLAM Translation
1 MM 0x88a8 Disabled
2 MM 0x88a8 Disabled
3 MM 0x88a8 Disabled
4 MM 0x88a8 Disabled
5 MM 0x88a8 Disabled
5] MM 0x88a8 Disabled
7 MM 0x88a8 Disabled
8 MM 0x88a8 Disabled
g MM 0x88a8 Disabled
10 MM 0x88a8 Disabled
11 MM 0x88a8 Disabled
12 MM 0x88a8 Disabled
13 MM 0x88a8 Disabled
14 MM 0x88a8 Disabled
15 MM 0x88a8 Disabled
16 MM 0x88a8 Disabled
17 MM 0x88a8 Disabled
18 MM 0x88a8 Disabled
18 MM 0x88a8 Disabled
20 MM 0x88a8 Disabled
21 MM 0x88a8 Disabled
22 MM 0x88a8 Disabled
23 MM 0x88a8 Disabled
24 M1 0x88a8 Disabled

QinQ Global Enabled Disabled QinQ
Settings (Enabled) (Disabled)
From Port/To Port | QinQ
Role

UNI -

NNI - 2
Outer TPID (hex : TPID
0x1-0xffff) TPID VLAN 1D
VLAN Translation VLAN (Enabled) (Disabled)

VLAN 1D
VLAN 1D
(Disabled)

[Apply]
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3.3.3.2 VLAN Translation CVID Entry Settings

VLAN VLAN 1D
VLAN 1D

L2 Features > QinQ > VLAN Translation CVID Entry Settings

Action CWID List(1-4094) SYID (1-4094)

Delete All

Total Entries: 0

Action

Action VLAN 1D(SVID) Add( )
Replace( )

CVID List(1-4094) VLAN 1D

SVID (1-4094) VLAN
VLAN

[Apply]

[Delete All] VLAN
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3.3.4 802.1v Protocol VLAN
VLAN
802.1v Protocol Group Settings VLAN
802.1Q0 802.1v
VLAN

3.3.4.1 802.1v Protocol Group Settings
802.1v

L2 Features > 802.1v Protocol VLAN > 802.1lv Protocol Group
Settings

ol Vv FTortoco QLD - L

Add Protocol VLAN Group

Graup 1D (1-16) [ ] Group Name | | [ Add [ Delete all_|

Note: Mame should be less than 32 characters .

Add Protocol for Protocol VLAN Group
® Group D O Group Mame Frotocol Protocol Walue {0-FFFF)

Total Entries: 0

Group Marme Frame Type Protocol Yalue

Group ID (1-16) ID 1 16
Group Name VLAN 32

Protocol

VLAN Ethernet
IEEE802.3 SNAP IEEE802.3 LLC

Protocol Value
(0-FFFF)

[Add]

[Delete All]
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3.3.4.2 802.1v Protocol VLAN Settings
VLAN

L2 Features > 802.1v Protocol VLAN > 802.1v Protocol VLAN

Settings :
802V Protocol VCAN Seffipgs™—

Add New Protocol VLAN

® GroupID v @WID (1-4094) 1 802.1p Priority None v
O Group Name OVLAN Name 1
Potlistte:18) | | [FaiPors

Protocol VLAN Table
Search PortList | | Find J[ showall ][ Delete all

Total Entries: 0

WLAM Mame Group 1D 802.1p Priority

Group ID ID
Group Name
VID (1-4094) VID VLAN ID  VLAN

VLAN

VLAN Name VLAN VLAN VLAN 1D
VLAN

802.1p 802.1p
Priority

CoS
CoS

CoS 802.1p
QoS

Port List All Ports
(e.g.: 1-6)
Search Port
List

[Find]
[Show All]
[Delete All]

[Add]

[Find]

[Show AlI]
[Delete All]
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3.3.5 GVRP Settings

GARP VLAN (GVRP) VLAN
PVID
PVID
L2 Features > GVRP Settings

VR = ]
GVRP State Settings (@) Digabled ! Enabled ___Apply |
From Port To Port PVID (1-4094) GVRP Ingress Checking Acceptable Frame Type
01 - 01 - Disabled = Enabled | = All o Apply

P PV Reassigned PVID Ingress C
i 1 = Disabled Enabled
2 1 - Disabled Enabled
8 1 = Disabled Enabled
4 1 = Disabled Enabled
H 1 = Disabled Enabled
i 1 = Disabled Enabled
| 1 = Disabled Enabled
8 1 = Disabled Enabled
9 1 = Disabled Enabled
10 1 = Disabled Enabled
11 1 - Disabled Enabled
12 1 = Disabled Enabled
13 1 = Disabled Enabled
14 1 = Disabled Enabled
15 1 = Disabled Enabled
16 1 = Disabled Enabled
17 1 = Disabled Enabled
18 1 = Disabled Enabled
= 1 = Disabled Enabled
20 1 - Disabled Enabled
21 1 = Disabled Enabled
22 1 = Disabled Enabled
23 1 = Disabled Enabled
24 1 - Disabled Enabled

hecking

Acceptable Frame Type
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All
All
All
All
All
All
All

GVRP State Enabled Disabled GVRP
Settings (Enabled) (Disabled)
From Port/To Port VLAN
PVID (1-4094) PVID 802.1Q
VLAN
VID 1 default VLAN
GVRP VLAN (GVRP) VLAN
GVRP

Ingress Checking | Ingress Checking Enabled

VLAN 1D VLAN 1D

Enabled
Acceptable Frame Tagged
Type Only All
All

[Apply]
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3.3.6 Asymmetric VLAN Settings
VLAN VLAN 1 VLAN
2 VLAN 2 VLAN

L2 Features > Asymmetric VLAN Settings

Asymmetric YLAN State () Disabled O Enabled

Apply

Asymmetric Enabled Disabled asymmetric VLAN
VLAN State (Enabled) (Disabled)
[Apply]

3.3.7 MAC-based VLAN Settings
MAC VLAN MAC

VLAN MAC VLAN
MAC VLAN

VLAN MAC VLAN

L2 Features > MAC-based VLAN Settings

MAC Address YLAN Name | | [ Find Il Add ]

Delete All

Total Entries: 0
MAC Address WLAMN D

MAC Address MAC

VLAN Name VLAN  VLAN
[Find]

[Add]

[Delete All]
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3.3.8 PVID Auto Assign Settings

PVID PVID
VLAN PVID
PVID VLAN PVID VLAN
PVID VLAN
VLAN PVID  VLAN PVID
VLAN PVID VLAN
PVID PVID  PVID (
) VLAN PVID

L2 Features > PVID Auto Assign Settings

PVID Auto Assign State * Enabled O Disabled

Apply

PVID Auto Enabled Disabled PVID Auto Assign
Assign State (Enabled) (Disabled)
[Apply]
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3.3.9 Link Aggregation
( )

0 GM APLGM118GTSS/PoE/PoE2
APLGM124GTSS/PoE/PoE2 8 + 2

o MAC Web 802.1X

GM ip_source ip_destination Unknown
unicast Broadcast Multicast
8 2 8
( ) VLAN
STP
802.1p
802.1X
( VLAN )
2 STP 1
STP
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3.3.9.1 Link Aggregation Settings

L2 Features > Link Aggregation Settings

F =Y, =
ald [ L ALIC ]

Algorithm  MAC Source - System Priority (1-65535)  [32768

Edit Link Aggregation Information
GroupiD(1-8) | |Type sStatic  ~ MasterPort 01 > State Disabled * [ Clearall |[ Add |

Master Port Member Ports Active Ports Flooding Ports
MWote: Maximum & ports in a static or LACP group.

Algorithm
MAC Source/MAC Destination/MAC Source Destination/

IP Source/IP Destination/IP Source Destination

System Priority | LACP 1 65535
32768

Group ID ID 1 8

ID
Type Static LACP(

) LACP
Master Port
State Enabled Disabled
(Enabled) (Disabled)

Active Ports
Ports 1 8
Flooding Ports

[Apply]
[Clear All]
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3.3.9.2 Link Aggregation Settings
LACP

L2 Features > LACP Port Settings

L~ = =~ = *
From Port To Port Activity LACP Timeout Port Priority (1-65535)

01 - 01 » Passive v shot o~ [ ]
P Activity LACP Timeout Port Priority
1 Passive Short 32768
2 Passive Short 32768
3 Passive Short 32768
4 Passive Short 32768
5 Passive Short 32768
] Passive Short 32768
T/ Passive Short 32768
8 Passive Short 32768
9 Passive Short 32768
10 Passive Short 32768
1 Passive Short 32768
12 Passive Short 32768
13 Passive Short 32768
14 Passive Short 32768
15 Passive Short 32768
16 Passive Short 32768
17 Passive Short 32768
18 Passive Short 32768

From Port/To Port
Activity Active - LACP LACP
LACP

LACP

Passive - LACP LACP
LACP Timeout LACP

short

short - LACP 3

long - LACP 90
Port Priority LACP 1 65535
(1-65535) 32768
[Apply]
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3.3.10 Traffic Segmentation

Traffic Segmentation

VLAN

CPU

VLAN

[Apply]

L2 Features > Traffic Segmentation

Traffic Segmentation Settings

01

ToPort

01

From Port

B o1 5

st

ard Portlis

ars

Fi

B 1> B T

Select All

|_Clear All |

16,17, 18,18, 20,

7,.8,9,10,11,12,13, 14,15

23,4586

1,

Ports

5t

<

Forward P¢

C12,13, 14,1516, 17,18, 19, 20, 21, 22, 23 24

12,13, 14,15 16,17, 18,19, 20, 21, 22, 23 24
12,13, 14,15 16, 17,18, 19, 20, 21, 22, 23 24
12,13, 14,15, 16,17, 18,19, 20, 21, 22, 23 24
12,13, 14,15 16, 17,18, 19, 20, 21, 22, 23 24
12,13, 14,15, 16,17, 18,19, 20, 21, 22, 23 24
12,13, 14,15 16, 17,18, 19, 20, 21, 22, 23 24
12,13, 14,15, 16,17, 18,19, 20, 21, 22, 23 24
12,13, 14,15 16, 17,18, 19, 20, 21, 22, 23 24

12,13, 14,15, 16,17, 18,19, 20, 21, 22, 23 24
12,13, 14,15 16, 17,18, 19, 20, 21, 22, 23 24

= oo

1}

12,13, 14,15, 16,17, 18,19, 20, 21, 22, 23 24
12,13, 14,15 16, 17,18, 19, 20, 21, 22, 23 24

14
15
16
1w
18
19
20
21

12,13, 14,15, 16,17, 18,19, 20, 21, 22, 23 24

1,2,3,456,7,8 910,11, 12,13, 14,15, 16, 17, 18,19, 20, 21, 22, 23, 24
1,2,3,4,56,7,8 910,11 12,13, 14,15, 16, 17, 18,19, 20, 21, 22, 23, 24
1,2,3,456,7,8 910,11, 12,13, 14,15, 16, 17, 18,19, 20, 21, 22, 23, 24
1,2,3,4,56,7,8 910,11 12,13, 14,15, 16, 17, 18,19, 20, 21, 22, 23, 24

q

23,24

22

8,9,10,11, 12,13, 14,15, 16, 17,18, 19, 20, 21,

6,7,

2,3,4,5

1,2,3,4,56,7,8 910,11 12,13, 14,15, 16, 17, 18,19, 20, 21, 22, 23, 24

4

2,3,4,56,7,8 910,11 12,13, 14,15, 16, 17, 18,19, 20, 21, 22, 23, 24

22

1,2,3,4,56,7,8 910,11, 12,13, 14,15, 16, 17, 158,19, 20, 21, 22, 23, 24
192 48ART7 Q01011 12 12 14 18 1A 17 12 10 20 91 29 22 24

]

From Port/To Port

From Port/To Port
Forward Portlist

[Clear All]

[Select All]
[Apply]
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3.3.11 BPDU Guard Settings

BPDU Guard

L2 Features > BPDU Guard Settings

= gdBl8 lHard seftting
BPDU Guard Global State OEnabled  ® Disabled
Log Status
Recovery Time (60-1000000} see
v [ Infinite L
From Port To Port State Mode
[01 v [01 v|[Disabled  w|[Shutdown v/
Port State Mode Status
1 Disabled Shutdown Normal A
2 Disabled Shutdown Normal
3 Disabled Shutdown Normal
4 Disabled Shutdown Normal
5 Disabled Shutdown Normal
6 Disabled Shutdown Normal
7 Disabled Shutdown Normal
8 Disabled Shutdown Normal
9 Disabled Shutdown Normal W
10 Disabled Shutdown Normal

BPDU Guard Global Enabled Disabled BPDU Guard Global
State (Enabled) (Disabled)
Log Status BPDU None Attack
Detected Attack Cleared Both Attack Detected BPDU
Attack Cleared
Both
Recovery Time BPDU 60 1,000,000
60 Infinite
From Port/To Port
State Enabled Disabled
BPDU (Enabled) (Disabled)
Mode BPDU ( Shutodown )
Status BPDU (Normal)
(Err-Disabled)
[Apply]
o BPDU
0 BPDU IEEE802.1D
BPDU(STP/RSTP/MSTP)
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3.3.12 IGMP Snooping

1GMP L2 Features >
IGMP Snooping VLAN 1GMP

1GMP 1GMP 1GMP
1GMP

1GMP

3.3.12.1 1GMP Snooping Settings
IGMP

L2 Features > IGMP Snooping > IGMP Snooping Settings

Vi DO ] - L

IGMP Snooping Global Settings

IGMP Snooping State @ Disabled O Enabled
Total Entries: 1
i WLAM Mame
1 default Disahled Modifs Router Port
[Edit]
[Edit]
Vi DOP L - L
WLAM 1D 1 WLAN Mame default
Guerier Expiry Time 0 sec Querier |P 0.0.0.0
Max Response Time (1-25) sec Guery Interal (1-B5535) sec
Last Listener Query Interval {1-24) sec Robustness Value (1-255)
Querier State Disabled A Fast Done Disabled w
State Disabled A Querier Role MNon-Gluerier
Wersion 3 v

<=Back ][ Apply

VLAN 1D VLAN ID  VLAN IGMP VLAN

VLAN Name VLAN VLAN 1D 1GMP VLAN

Querier Expiry
Time
Querier IP IGMP IP
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Max Response 1 25
Time (1-25) 10

Query Interval IGMP (1 65535 )
(1-65535) 125

Last Listener

Query Interval 1
(1-25
Robustness VLAN
Value (1-255)

1 255

Querier State Enabled 1GMP

Disabled IGMP
(Disabled)

Fast Done Enabled Fast Done

IGMP

(
) (Disabled)

State Enabled IGMP
(Disabled)

Querier Role
IGMP
Non-Querier IGMP

Version 1GMP 3

[<<Back]
[Apply]
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IGMP [Modify Router Port]

P Snooping Router Ports Settings

VLAN ID 1 VLAM Mame default

| Select All Clear all Static Router Port:

| L] L] L] Ll L L
| Select All Clear All Forbidden Router Port:

<=<Back Apply

Static Router
Port

Forbidden

Router Port

Dynamic Router
Port

Ports

[Select All]
[Clear All]
[Apply]
[<<Back]
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3.3.13 MLD Snooping Settings

MLD

MLD

MLD

IPv6

VLAN

VLAN

MLD 1

1Pv4

MLD
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VLAN

MLD

1Pv6
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MLD

MLD 1 3
3 ICMPV6 (130 131 132
() 1 - IPv4  IGMPV2
ICMPV6 130
2 MLD
2 1PV6
@) 1 - IGMPV2
ICMP 131
(©) - 1GMPV2
132
MLD 2 2
2 ICMPV6 (130 143
() 2 - IPv4  IGMPV3
ICMPV6 130
2 3 MLD
i)
0
2)
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3)

) 2 - 1GMPV3
ICMP 143

MLD MLD

MLD MLD
[Enabled] [Apply]

L2 Features > MLD Snooping Settings

viLL) ooping e O
MLD Snooping Global Settings
MLD Snooping State O Enahled @ Disahled

Total Entries: 1

YLAN Name
1 default Disahled Modify Router Port

MLD Snooping Enabled Disabled MLD Snooping Global

State Settings (Enabled) (Disabled)

[Apply]

[Edit]

[Edit]
viLLD DORING = O
WLAM 1D 1 WLAN MName default
Guery Interval {1-B5535) sec Max Response Time (1-25) sec
Robustness Value {1-2548) Last Listener Query Interval {1-24) sec
Fast Done Disabled A State Disabled w
Wersion 2 Querier Role MNon-Gluerier
<<Back ][ Apply
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VLAN 1D MLD VLAN 1D

VLAN Name MLD VLAN

Query Interval MLD

(1-65535) (1 65535 ) 125

Max Response (1 25 )
Time (1-25) 10

Robustness VLAN

Value (1-255) 2
Last Listener
Query Interval 1
(1-25)
Fast Done Enabled Fast Done
MLD

(
) (Disabled)
State Enabled MLD
(Disabled)
Version MLD ( )
Querier Role

MLD

Non-Querier MLD
[Apply] [<<Back] [MLD Snooping Settings]

[MLD Snooping Router Ports Settings] [Modify Router Port]

VLAN ID 1 VLAM Mame default

SelectAll | Clear All Static Router Port:

| Select All Clear All Forbidden Router Port:

<<Back Apply

[Apply]
[Clear All]
[<<Back] [MLD Snooping Settings]
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3.3.14 Port Mirror

RMON

L2 Features > Port Mirror :
Mirror Port State @ Disabled O Enabled

Target Port 1 =

Source Port

Source Port Settings

Sniffer Mode 1

Tx

Both
Mone

Tx

8
@ O o O ra
clelele) -
clelele)
0lelele] -
0lelele)
©0 00 by
olelele]
clelele)
0lelele) -
OO0
Clelele) -
clelele)
0lelele)
Olelele]

@
)
€)]
(4) [Apply]

0 LAG

o Target VLAN Target
VLAN VLAN
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3.3.15 Loopback Detection Settings

L2 Features > Loopback Detection Settings

Loopback Detection Global Settings

State @ Disabled O Enabled Interval (1-32767) sec
Mode FortBased w Recover Time (0 or 60-1000000) G0 SeC
2oty ]

From Port To Port State Iethod

01 v| |0 v|  Disabled % |Shutdown
F Loophack Detection State Iethod Loop Status
1 Disabled Shutdown Mormal
2 Disabled Shutdown Mormal
3 Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Disabled Shutdown Mormal
i Disabled Shutdown Mormal
| Disabled Shutdown Mormal
8 Disabled Shutdown Mormal
9 Disabled Shutdown Mormal
10 Disabled Shutdown Mormal -

State(Global) Enabled Disabled
Loopback Detection (Enabled) (Disabled)
(Disabled)
console LED LED

Interval (CTP
(1-32767) Configuration Test Protocol) ()

1 32767 10
Mode
Recover Time ()

(0 or 60-1000000) | [O]
Loop Port State Disabled (

) Enabled ( )

60 1000000 60
From Port/To Port
State (Port) Enabled Disabled

Loopback Detection (Enabled) (Disabled)
(Disabled)
Method
shutdown( ) drop(
)

[Apply]
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0

ver.1.00.00

ver.1.01.00

0 LED

o

ver.1.02.00
ver.1.03.00

Tag

Tag

Native VLAN

LED
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3.3.16 Spanning Tree
STP RSTP MSTP

802.10-2005 MSTP

MSTP IEEE802 MSTP VLAN
MSTP

VLAN 3

(STP  RSTP MSTP)
BPDU
VLAN MSTI 1D
MSTP
(CIST) CIST MSTP
1
VLAN
VLAN
MSTP MSTP

3 :
€D 32 ( [MST Configuration

identification] )
(@) ( [MST

Configuration identification] )
(3) 4094 ( [MST Configuration identification] VID

) 4094 VLAN
MSTP 3 :
D) MSTP (STP [STP Bridge Global Settings]
)
(2) MSTP ( MSTI 1D
[MSTI Config Information] )

(©) VLAN  MSTP 1D ( MSTI 1D [MST

Configuration lIdentification] VID )
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( ) MSTP  RSTP STP
( ) ( )
STP (
) RSTP/MSTP ( )
3
3
BPDU BPDU
Hello 1 BPDU
BPDU
MSTP RSTP STP
RSTP
RSTP RSTP
2 (
(P2P) )
BPDU
P2P
p2pP P2p RSTP/MSTP
P2p
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STP/RSTP/MSTP
MSTP
STP

RSTP
STP

RSTP MSTP

STP 2
o
@

3.3.16.1 STP Bridge Global Settings
STP

BPDU

MSTP RSTP

L2 Features > Spanning Tree > STP Bridge Global Settings

STP Global Setting

STP State @ Disabled O Enahled

STP Yersion RSTP w
Forwarding BPDL Enabled
Bridge Max Age (6-40% sec
Bridge Hella Time (1-2) 2 ser
Bridge Farward Delay (4-30) et
T Hold Count (1-10) 6 Jtimes
Max Hops (5-40) 20 times

Apply

Apply

STP State Enabled Disabled STP (Enabled)
(Disabled)
STP Version STP
3
STP - STP
RSTP - RSTP
MSTP - MSTP
Forwarding BPDU BPDU (Enabled)
(Disabled) (Enabled)
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Bridge Max Age | Max Age
(6-40)
LAN
BPDU
BPDU
40
20
Bridge Hello Hello Time 1 2 Root Bridge
Time (1-2) 2 BPDU Global Bridge
Hello Time  STP/RSTP
2
Bridge Forward 4 30
Delay (4-30)
15
Tx Hold Count Hello (1 10)
(1-10) 6
Max Hops (6-40) BPDU
0 1 0 BPDU
6 40 20
[Apply]
o Hello
2 X -1
2 X Hello + 1
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3.3.16.2 STP Port Settings
STP

L2 Features > Spanning Tree > STP Port Settings

From Port n A4 To Port

External Cost (0=Auto) D Migrate es Edge
P2P Port STP Enabled Restricted Role

HE
< <

Restricted TGN Fonward BPDU | Enahled +
Paort | External Cost Edge P2P Port STP Restricted Role Restricted TGN Forward BFDU | Hello Time | #
1 Autorz00000 Autoitdo Autoives Enahbled Falze Falze Enahled 202
2 Autorz00000 Autoitdo Autoiyes Enabled Falze Falge Enahled 202
3 Auto/200000 AutaiMao Autaryes Enahled False False Enabled 22
4 Autorz00000 Autaitda Autorves Enahlad Falze Falze Enahled 202
a Auto/200000 AutofMo Altofves Enabled False False Enabled iy |
4 Autor200000 Autoitdo Autoives Enabled False False Enahled 202
7 Autorz00000 Autaita Autarves Enahlad Falze Falze Enahled 207 Z

Port field : M=Trunk Master ; T= Trunk Memhber External Cost, Edge, P2P and Hello Time fields . Value1Malue2 (Malue1=Configured
value ; Value2=Actual value)

MST

From Port 01 - To FPort

|U1 vl
External Cost (O=Auto) D Migrate IYes "I Edge IAuto "I
P2P Iﬁ.uto "I FPort STP IEnabIed vl Restricted Rale IFaIse vl
Restricted TCN [Fase =] Forward BPDU [Enabled v] HelloTime(12) [2 Jsec

Apply |

Port | External Cost Edge P2P Port STP Restricted Role Restricted TCN Forward BFDU | Hello Time |=
1 Auto/200000 Auto/Mo Autolfes Enabled False False Enabled 212
2 Autof200000 Auto/Mo Autoifes Enabled False False Enabled 2i2
3 Autof200000 Auto/Mo Autoifes Enabled False False Enabled 212
4 Autof200000 Auto/Mo Autoifes Enabled False False Enabled 2i2
] Autof200000 Auto/Mo Autoifes Enabled False False Enabled 2i2
B Autof200000 Auto/Mo Autoifes Enabled False False Enabled 212
I Autof200000 Auto/Mo Autoifes Enabled False False Enabled 212
3 Autof200000 Auto/Mo Autoifes Enabled False False Enabled 2i2 ﬂ

Port field : M=Trunk Master ; T= Trunk Member External Cost, Edge, P2P and Hello Time fields ;.  Value1/Value2 (Value1=Configured
value ; Value2=Actual value)

STP
STP
STP VLAN
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From Port/To Port
External Cost External Cost -
(0=Auto)
0 (Auto)
0 (Auto) - 0
: 100 Mbps = 200000 = 20000
1 200,000,000
Migrate YES BPDU
STP RSTP
802.1D STP 802.1w RSTP
Edge True
BPDU
False Auto
BPDU
P2P True (P2P)
P2pP
RSTP
False P2P
Auto P2p p2p True
( ) P2P False
Auto
Port STP Enabled Disabled STP
(Enabled) (Disabled)
Restricted Role (Restricted Role)
(True) (False) False
Restricted TCN TCN(Restricted TCN) (True)
(False) False
Forward BPDU BPDU (Enabled)
(Disbled) (Enabled)
Hello Time BPDU 1 2
2 MST
[Apply]

0 MAC Web 802.1X
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3.3.16.3 MST Configuration Identification

MST Configuration ldentification MSTI
1 CIST( )
CIST CIST MSTI ID

L2 Features > Spanning Tree > MST Configuration
Identification

\ ) gLiratio e ALl

MST Configuration ldentification Settings

Configuration Name [00:40:66:45.5E:75 |

Revigion Level (0-65535) [ |
Instance ID Settings

MSTI 1D (1-4) [ ]

Type Add VID v

VID List (1-4084) ]

Total Entries: 1

MSTIID WD List
CIST 1-4094

Configuration MSTI
Name MSTP MAC

Revision Level MSTP 0 65535
(0-65535) 0

MSTI ID (1-4) MSTI 1D

CIST MSTI CIST MSTI

Type MSTI 2

Add VID - VID VID MSTI 1D
Remove VID - VID VID MSTI 1D
VID List MSTI VLAN ID
(1-4094)
[Apply]
[Edit]
[Delete]
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3.3.16.4 STP Instance Settings

MSTI

L2 Features > Spanning Tree > STP Instance Settings

= = e e 0

STP Priority Settings

Friarity

Disabled

STP Instance Operational Status
MSTP ID -
External Root Cost

Internal Root Cost

Root Part

Forward Delay

Last Topaology Change

R Apply

Instance Priority
32768(Bridye Priority: 32768, 5¥S 1D Ext: 0

[_Edic ]

Designated Root Bridge
Regional Root Bridge
Designated Bridge

Max Age

Remaining Hops
Topalogy Changes Count

MSTI 1D

MSTI 1D 0 CIST( MSTI)

Priority

0 61440

[Apply]
[Edit]
[View]

3.3.16.5 MSTP Port Information
MSTP
ID

MSTI
MSTP

MSTP MAC

L2 Features > Spanning Tree > MSTP Port Information

F Fortintormation

Fort 01 -

Find

MSTP Port Setting
Instance 1D

[ ]

Internal Path Caost (1-200000000)

[ 1 Py 0 - Apply

Port 1 Settings

Designated Bridge
0 8000/00ae32002400

200000

Internal Path Cost Friarity

128 Forwarding Designated

Edit
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Port
Instance ID MSTI ID 0 CIST(
MSTI)

Internal Path STP

Cost
(1-200000000)
Priority 0 240

[Find]

[Apply]
[Edit]

3.3.17 Forwarding & Filtering
3.3.17.1 Unicast Forwarding Settings

L2 Features > Forwarding & Filtering > Unicast Forwarding

Settings

VYLAN D (1-4094) [ ] MAC Address 00-00-00-00-00-00 Fart | 01 v

WLAM 1D YLAN Marme MAC Address

[Add/Modify]
VLAN ID MAC VLAN 1D
(1-4094)
MAC Address FDB MAC
MAC
Port MAC
[Apply]

102/217



3.3.17.2 Multicast Forwarding Settings

L2 Features > Forwarding & Filtering > Multicast Forwarding
Settings :
(MUMicast Forwarding Seftings ————————————————————————————————————————

VLAN ID (1-4094) 1 MAC Address | | Clear Al Apply
Port 2 2 g q 1 13 5 g ' 23

MNone All
Egress All

Egress Ports

Select All

Total Entries: 0
YLAN Mame WMAC Address

VLAN ID MAC VLAN 1D

(1-4094)

MAC Address FDB MAC
MAC

Port Settings

None -
None

Egress -
[All] None Egress

[Clear All]

[Apply]
[Clear All]

[AlN]
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3.3.17.3 Multicast Filtering Mode

Mode
Ll = = o
From Port
01 -

L2 Features > Forwarding & Filtering > Multicast Filtering

To Port Filtering Mode
01 hd Forward Unregistered Groups | = Apply

s 0wl O EN e Gl RO s

st Filtering Mode
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups

From Port/To
Port

Filtering Mode

Forward Unregistered Groups -

Filter Unregistered Groups -

[Apply]
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3.3.18 LLDP

LLDP IEEE 802 LAN

IEEE 802 LAN

(NMS)  SNMP

MIB

3.3.18.1 LLDP Global Settings

L2 Features > LLDP > LLDP Global Settings

P #]4f= e *
LLDP State

LLDP Forward Message

Message Tx Interval (5-32765)
Message Tx Hold Multiplier {(2-10)
LLDF Reinit Delay (1-10)
LLDP Tx Delay (1-8192)
LLDF Motification Interval (5-3600)

Chassis 1D Subtype
Chassis ID

Swstern Mamea
Swstern Description
Systern Capahilities

& Digabled O Enahbled
(*) Disabled ) Enabled
|30 |sec
4 |

|2 |se|:
|2 |se|:
|5 |se|:

MAC Address
00-40-66-45-5E-78

Fast Ethernet Switch
Repeater, Bridge

Apply
Apply

Apply

LLDP System Information

LLDP State

LLDP (Enabled)

(Disabled)

LLDP Forward
Message

LLDP Forward Message

(Disabled)

LLDP

(Enabled)
LLDP

Message Tx
Interval
(5-32768)

(5 32768

Message Tx
Hold
Multiplier (2-
10)

LLDP
LLDP

MIB

LLDP

LLDP Reinit
Delay (1-10)

LLDP

LLDP
(1 10

LLDP

LLDP Tx Delay
(1-8192)

LLDP

LLDP MIB
LLDP

LLDP
(1 8192 )
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LLDP LLDP LLDP

Notification LLDP SNMP

Interval LLDP 5 3600 5
(5-3600)

[Apply]

3.3.18.2 LLDP Port Settings
L2 Features > LLDP > LLDP Port Settings

U= =0 = »
From Fort To Fort Notification Admin Status
01 - 01 - Disabled = Trand Rx =
Subtype Action Address
IPvd v Disabled | = Apply
MNote:The IPv4/IPvE Address should be the Switch's Address.

Motification Admin Status Subtype

1 Disabled Txand Rx IPyvd
2 Disabled Txand Rx |Pv4
3 Disabled Txand Rx IPvd
4 Disabled Txand Rx IPv4
5 Disabled Txand Rx IPvd
6 Disabled Txand Rx |Pv4
7 Disabled Txand Rx IPvd
g Disabled Txand Rx IPv4
9 Disabled Txand Rx IPv4
10 Disabled Txand Rx |Pv4
1 Disabled Txand Rx IPvd
12 Disabled Txand Rx |Pv4
13 Disabled Txand Rx IPvd
14 Disabled Txand Rx |Pv4
15 Disabled Txand Rx IPvd
16 Disabled Txand Rx |Pv4
17 Disabled Txand Rx IPvd
18 Disabled Txand Rx IPvd
19 Disabled Txand Rx IPvd
20 Disabled Txand Rx |Pv4
21 Disabled Txand Rx IPvd
22 Disabled Txand Rx IPvd
23 Disabled Txand Rx IPvd
24 Disabled Txand Rx IPv4

From Port/To Port

Notification LLDP  SNMP (Enabled)
(Disabled) SNMP
Admin Status LLDP
Tx: LLDP
Rx: LLDP

Tx and Rx: LLDP
Disabled: LLDP

Tx and Rx
Subtype 1PvA(IP )
Action LLDP
(Enabled) (Disabled)
Address IP

[Apply]
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3.3.18.3 LLDP Basic TLVs Settings

TLV

L2 Features > LLDP > LLDP Basic TLVs Settings

DP Ba \/ = Q
From Port 01 bt To Port 01 -
Port Description Disabled = System Mame Disabled =
System Description Disabled | = System Capabilities Disabled = Apply

Fort Description
1 Disabled
2 Disabled
3 Disabled
4 Disabled
5 Disabled
] Disabled
T Disabled
8 Disabled
9 Disabled
10 Disabled
11 Disabled
12 Disabled
13 Disabled
14 Disabled
15 Disabled
16 Disabled
17 Disabled
18 Disabled
19 Disabled
20 Disabled
21 Disabled
22 Disabled
23 Disabled
24 Disabled

Systern Mame System Description System Capabilities
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled

From Port/To Port

Port Description Enabled Disabled port
Description TLV (Enabled) (Disabled)

System Name Enabled Disabled System
Name TLV (Enabled) (Disabled)

System Description Enabled Disabled System
Description TLV (Enabled) (Disabled)

System Capabilities Enabled Disabled System
Capabilities TLV (Enabled) (Disabled)

[Apply]
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3.3.18.4 LLDP Dotl TLVs Settings
LLDP Dotl TLV  IEEE 802.1 TLV PVID VLAN VLAN 1D
ID LLDP Dotl TLV

L2 Features > LLDP > LLDP Dotl TLVs Settings

P Do \ = 0
From Port 01 | ToPort 01 “

PVID Disabled s

Protocol VLAN ID  [Disabled [VLAN Name v |

VLAN Name Disabled [VLAN Name vl |

Protocol Identity Disabled
Port PVID State Port and Protocol VID State VID VLAN Name State VID Protocol |dentity State Protocol |dentity

1 Disabled  Disabled Disabled Disabled

2 Disabled Disabled Disabled Disabled

3 Disabled  Disabled Disabled Disabled

4 Disabled Disabled Disabled Disabled

5 Disabled  Disabled Disabled Disabled

6 Disabled Disabled Disabled Disabled

7 Disabled  Disabled Disabled Disabled

8 Disabled Disabled Disabled Disabled

9 Disabled  Disabled Disabled Disabled

10 Disabled Disabled Disabled Disabled

From Port/To Port
PVID PVID (Enabled) (Disabled)
Protocol VLAN ID VLAN 1D (Enabled) (Disabled)
VLAN Name VLAN ID ALL
VLAN VLAN Name
VLAN VLAN 1D
VLAN 1D ALL VLAN
VLAN Name VLAN (Enabled) (Disabled)
VLAN Name VLAN ID ALL
VLAN VLAN Name VLAN
VLAN 1D VLAN 1D
ALL VLAN
Protocol ldentity ID (Enabled) (Disabled)
EAPOL LACP GVRP STP ALL
ALL
[Apply]
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3.3.18.5 LLDP Dot3 TLVs Settings
LLDP Dot3 TLV  IEEE 802.3

TLV MAC/PHY

PoE LLDP Dot3 TLV
L2 Features > LLDP > LLDP Dot3 TLVs Settings

DP Do Y 0
From Port 01 v To Port 01 e
MAC/PHY Configuration Status Disabled Power Via MDI Disabled
Link Aggregation Disabled Maximum Frame Size Disabled
Port MAC/PHY Configuration Status. Power Via MDI Link Aggregation Maximum Frame Size
1 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
& Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled
6 Disabled Disabled Disabled Disabled
T Disabled Disabled Disabled Disabled
8 Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled
10 Disabled Disabled Disabled Disabled

From Port/To Port
MAC/PHY MAC/PHY (Enabled) (Disabled)
Configuration IEEE802.3 2
Status
MAU (Disabled)
Link Aggregation (Enabled)
(Disabled)
ID
(Disabled)
Power Via MDI PoE (Enabled) (Disabled) 3
IEEE 802.3 PMD 10BASE-T 100BASE-TX 1000BASE-T
MDI
TLV IEEE 802.3 LAN
MDI
(Disabled)
Maximum Frame Size (Enabled) (Disabled)
(Disabled)

[Apply]
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3.4 QoS

802.1p QoS
QoS
QoS
IEEE 802.1p

VolP Web

3 4

2
QoS
4
3 0

802.1p 8

0 01

1 Q0

2 Q0

3 01

4 02

5 02

6 Q3

7 Q3

4 (8
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3.4.1 Bandwidth Control

QoS > Bandwidth Control

== LW L #
From Port To Port Type Mo Lirmit Rate (64-1024000)
01 «|[ o1 «|[Rx v ||Disabled | |knitsec
Bandwidth Control Table
FPort Fx Rate (khit'sec) Tu Rate (khit'sec) Effective R (kKhit'sec) Effective T¥ (kbit'sec)
1 a Limit Mo Limit a Lirmnit Mo Limit
2 Ma Lirnit Mo Lirnit Ma Lirnit Mo Lirnit
3 a Limit Mo Limit a Lirmit Mo Limit
4 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
5 a Limit Mo Limit a Lirmit Mo Limit
B Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
7 fa Limit Ma Limnit fa Lirnit Ma Limit
8 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
9 fa Limit Ma Limnit fa Lirnit Ma Limit
10 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit

From Port/To Port
Type Rx( ) Tx ( ) Both
No Limit (Disabled)
(Enabled)
Rate (64-1024000) Kbits/
64 1,024,000
[Apply] [Bandwidth Control Table]
0 64-1024000Kbps 64Kbps
rx_rate forwarding rate
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3.4.2 Traffic Control

drop

Shutdown
countdown

(1)10

[Port Configuration]

QoS > Traffic Control

drop

300

shutdown

0 1800

@
[Configuration]

Traffic Control Settings
From FPort I 01 'l To Port =~
Action IDrop 'l Caunt Down (0-1800) Dsec
Time Interval (5-30) [ Jsee Threshold (64-1000000) Khitfs
Recaover Time (10-300) 300 SEC
Storm Control Type |None j Apply |
Fort Storm Control Type Action Threshold Count Down Interval Recover Time
1 Broadroast Shutdown iL) 1] 10 41
) Broadcast Shutdown G4 0 10 1]
] Broadcast Shutdown G4 0 10 1]
4 Broadcast Shutdowen 64 1] 10 60
] Broadcast Shutdowen G4 1] 10 60
1] Broadcast Shutdowen G4 1] 10 60
7 Broadroast Shutdown iL) 1] 10 [4]1]
a Broadcast Shutdown G4 0 10 1]
] Broadcast Shutdown G4 0 10 1]
10 Broadcast Shutdowen 64 1] 10 60
1 Broadcast Shutdowen G4 1] 10 60
12 Broadcast Shutdowen G4 1] 10 60
13 Mone Drop iL) 1] g 300
14 MNaone Cirop G4 1] 5 300
15 hNaone Dirap R4 1] i} 300
16 MNang Drop i) 1] i 300
17 MNane Drop i) 1] i 300
18 MNane Drop i) 1] i 300
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Traffic Control Settings
From Port/To Port

Action
drop shutdown

Drop -

Shutdown -

10 300

[Configuration] [Port
Configuration]

Count Down
(0 to 1800)

0 1800

Time Interval
(5-30)

Threshold
(64- 1000000) Kbit/ packets/
64 1,000,000 64

Recover Time
(10-300) 10 300
300

Storm Control
Type Broadcast Multicast Unknown Unicast

[Apply]
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e

10

300
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3.4.3 802.1p Default Priority
802.1p

QoS > 802.1p Default Priority

From Port To Port Priority

n ¥ [ & [0

Settings

o
(=]
=1

Priarity
a

PR e BT R NSl RER R
o e e e e e e e

-

802.1p
0 7 [Apply]

3.4.4 802.1p User Priority
802.1p

QoS > 802.1p User Priority

1] Class-1

v
1 Class-0  »
2 Class-0  »
3 Class-1 »
4 Clags-2  w
5 Clags-2 »
1 Class-3 »
7 Class-3 »

802.1p 8
Class ID Class-0 3 ID

[Apply]
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3.4.5 QoS Scheduling Settings
QoS

QoS

QoS

QoS > QoS Scheduling Settings

0 =L * - *

QoS Scheduling Mechanism Settings

Apply

Scheduling Mechanism Strict w

QoS Scheduling Weight Settings

Mechanism Weight (1-55)
Class-0 Strict ]
Class-1 Strict 2
Class-2 Strict 4
Class-3 Strict g

Apply

Scheduling Strict Weight Fair Strict

Mechanism

Weight Fair

Weight (1-55) 1 55
[Apply]
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3.4.6 Priority Mapping

QoS > Priority Mapping :
T

From FPort To Port Priority Ethernet Priority IP Pricrity
‘ 0 |'| 0 E Mone O | =
Fort Ethernet Priarity IP Priority
1 g02.1p Off
2 g02.1p Off
3 g02.1p Off
4 g02.1p Off
5 g02.1p Off
g g02.1p Off
7 g02.1p Off
3 g02.1p Off
9 g02.1p Off
10 g02.1p Off
11 g02.1p Off
12 g02.1p Off
13 g02.1p Off
14 g02.1p Off
15 g02.1p Off
16 g02.1p Off
17 g02.1p Off
18 g02.1p Off
19 g02.1p Off
20 g02.1p Off
21 g02.1p Off
22 g02.1p Off
23 g02.1p Off
24 302.1p Off

From Port/To Port
Priority [None]
1P
Ethernet Priority | [Ethernet Priority] 802.1p
IP Priority [IP Priority]
TOS DSCP
[Apply]

3.4.7 TOS Mapping
(T0S)
QoS > ToS Mapping :

Class
|Class-D v
Class-0
Class-0
Class-0
Class-0
Class-0
Class-0
Class-0

TOS Walue

<l=il=l=il=l=l<l=< ®

- m M s W k= O

Apply
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Class ID

Class-0 3

ID

[Apply]

3.4.8 DSCP Mapping

DSCP

QoS > DSCP Mapping

) = Viapping

D3SCP Walue

1] v

Class ID
Clags-0

Class ID

Apply

0

oloooloooo|lo|oo|oloo|loolo|loo|ojlo|o|o|loo|olo|o

DSCP Value 0 63 DSCp
DiffServ

Class ID Class-0 3 ID

[Apply]

118/217



3.5 Security
3.5.1 Trusted Host

1P 1
Web GUI Telnet SNMP
1P IP
IP [Add]
Security > Trusted Host
MetMask | |

Fermitted Access [P | |

Delete All

Trusted Host Table

Permitted Access Met Mask
Note: Create a list of IP addresses that can access the switch. Your local host [P address must be one ofthe P addresses to avoid disconnection.

Permitted IP
Access IP
Net Mask
[Add]
[Delete All]
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3.5.2 Port Security

3.5.2.1 Port Security Port Settings

State

MAC
MAC

[Apply]

( MAC

MAC

Admin

Security > Port Security > Port Security Port Settings

-0 ecurity Fo

eftings

From Port To Port Admin State Max Learning Address (0-64)  Lock Address Mode
01 | 01 v | |Disabled | [0 | \Delete on Reset v/
Port Security Port Table
Fart Admin State Max Learning Address Lock Address Mode
1 Dizabled 1 DeleteCnTimeaut
2 Dizabled 1 DeleteOnTimeout
3 Disabled 1 DeleteCnTimeout
4 Dizabled 1 DeleteOnTimeaut
] Dizabled 1 DeleteOnTimeout
f Dizabled 1 DeleteCnTimeaut
7 Dizabled 1 DeleteOnTimeout
g Disabled 1 DeleteCnTimeout
q Dizabled 1 DeleteOnTimeaut
10 Dizabled 1 DeleteOnTimeout
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From Port/To Port
Admin State Enabled Disabled
( MAC )
(Enabled) (Disabled)
Max. Learning MAC MAC
Address (0-64)
MAC

Lock Address Mode

DeleteOnTimeout - FDB

DeleteOnReset -
Permanent -

[Apply]

0 MAC Web 802. 1X

3.5.2.2 Port Security FDB Entries
[Clear]

Security > Port Security > Port Security FDB Entries

=0 2CL \ Bl

Clear Locked Entries

Fram Port 01 A To Port

Total Entries: 0

VLAN Name MAC Address
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3.5.3 Authentication Setting

Security > Authentication Settings

Althentication Settings

Configure Authorized Mode

From Fort ToPor Authorized Mode

[[01 [=] 24 |- Host-based | = [ —

Multiple Authentication Table
Paort Authorized Mode
1 Host-based

Host-based

3 Host-based
4 Host-based
5 Host-based
g Host-based
7 Host-based
g Host-based
9 Host-based
10 Host-based
11 Host-based
12 Host-hased
13 Host-based
14 Host-based
15 Host-based
18 Host-based
17 Host-based
18 Host-based
19 Host-based
20 Host-based
21 Host-based
22 Host-based
23 Host-hased
24 Host-based

From Port/To Port
Authorized Mode

Host-based -

Host-based port-vlan-mode -

VLAN ID
(VLAN 1D)
PVID PVID VLAN
ID
PVID VLAN
802.1X MAC
Port-based -
Host-based

[Apply]
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3.5.4 802.1X

802.1X
RADIUS
VLAN
0 VLAN
64
VLAN

VLAN

MAC/Web/802. 1X

3.5.4.1 802.1X Settings

64
VLAN

Security > 802.1X > 802.1X Settings :

oU A = d
802.1X State ®) Disabled O Enabled
Auth Mode Jone W
Auth Protocol RADIUS EAP v
202.1X Port Access Control
From Port 01 w To Port 01 v
QuietPeriod (0-65535) sec SuppTimeout (1-65535) sec
ServerTimeout (1-65535) sec MaxReq (1-10) times
TxPeriod (1-65535) sec ReAuthPeriod (1-65535) 3600 sec
ReAuthentication Disabled v Port Control [ Auto v| [ Refresh |
Capability Direction [ Both v| [ Aoy |
Port | AdmDir | PortControl | TxPeriod | Quiet Period | Supp-Timeout ﬁfﬂ";ﬁm MaxReq ReAuth Period | ReAuthentication Capabilty | A
1 Both Auto 30 0 0 30 2 3600 Disabled None
2 Both Auto 30 0 kD] 30 2 3600 Disabled None
3 Both Auto 30 0 ] 30 2 3600 Disabled None
4 Both Auto 30 0 kD] 30 2 3600 Disabled None
5 Both Auto 30 &0 a0 30 2 3600 Disabled None
B Both Auto 30 0 kD] 30 2 3600 Disabled None
7 Both Auto 30 0 kD] 30 2 3600 Disabled None
g Both Auto 30 &0 El] 30 2 3600 Disabled None
g Both Auto 30 0 kD] 30 2 3600 Disabled None
0 Both Auto 30 &0 a0 30 2 3600 Disabled None
11 Both Auto 30 0 kD] 30 2 3600 Disabled None
12 Both Auto 30 0 kD] 30 2 3600 Disabled None
3 Both Auto 30 &0 El] 30 2 3600 Disabled None
14 Both Auto 30 0 kD] 30 2 3600 Disabled None
5 Both Auto 30 &0 a0 30 2 3600 Disabled None
16 Both Auto 30 0 0 30 2 3600 Disabled None
7 Both Auto 30 0 a0 30 2 3600 Disabled None
iE Both Auto 30 &0 El] 30 2 3600 Disabled None "
19 Both Auto 30 0 kD] 30 2 3600 Disabled None
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802.1X State Enabled Disabled 802.1X

(Enabled) (Disabled)
Auth Mode Authentication Setting [Port Based]

[MAC Based]
Auth Failover RADIUS
(Local)

(Permit) failover (Disable)

Permit - RADIUS

Local - RADIUS

Disable - RADIUS failover
Permit VLAN 1D Auth Failover [Permit] VLAN 1D
Auth Protocol [Local] [RADIUS

EAP]
From Port/To Port
QuietPeriod
(0-65535) 60
SuppTimeout EAP Request/ldentity EAP
(1-65535) 30
ServerTimeout (1- |RADIUS 30
65535)
MaxReq (1-10) EAP Request/ldentity

2

TxPeriod EAP Request/ldentity tx_period
(1-65535) EAP

Request/ldentity 30
ReAuthPeriod (1 65535 )
(1-65535) 3600
ReAuthentication Enabled Disabled

(Enabled) (Disabled)

Port Control ForceAuthorized Auto ForceUnauthorized

[ForceAuthorized] 802.1X

[Auto] 802.1X

EAPOL
EAPOL start
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[ForceUnauthorized] 802.1X
Auto
Capability Authenticator None 802.1X
[Authenticator]
[None]
802.1X
Direction Both In (Both)
(In)

[Both]

[in]
[Apply]
[Refresh]

0 (Permit)
0 (Permit)

RADIUS EAP-Success
EAP-Success
EAPOL-Start

o RADIUS

RADIUS

0 RADIUS 30
15
0 802.1X MD5
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3.5.4.2 802.1X User
802.1X

[Apply]
[Delete]

Security > 802.1X > 802.1X User

iﬂHHIhIﬁHﬂllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll;llllllllll

802.1% User FPassword Caonfirm Password

| | | | | |

Note: Password/User Mame should be less than 15 characters.

802.1X User Table Total Entries: 0

802.1X User 802.1X
Password 802.1X
Confirm 802.1X
Password

[Apply]
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3.5.4.3 Authentication RADIUS Server
RADIUS

Security > 802.1X > Authentication RADIUS Server

Index 1 w
IF Address [0.00.0 |
Authentic Port (1-65525) [1a12 |
Accounting Port (1-65535) [1a12 |
Timeout (1-255) 5 |secs
Retransmit (1-255) |2 |times

Key iMax:32 characters) | |

Caonfirm Key | |

Apply

RADIUS Server List
IF Address Auth-Port Acct-Paort Timeout Retransmit Key

Index RADIUS 3
RADIUS RADIUS

IP Address RADIUS 1P

Authentic Port | RADIUS UDP

(1-65535) 1812

Accounting Port | RADIUS UDP

(1-65535) 1813

Timeout (1-255) (1 255 5

Retransmit (1 255 2

(1-255)

Key(Max. length | RADIUS

32 characters) 32

Confirm Key Key

[Apply]
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3.5.4.4 Initialize Port(s)

802.1X [802.1X Settings] 802.1X

Security > 802.1X > Initialize Port(s) :
e —

From Port 01 v| ToFot 01 v
Initialize Port Table
Fort Auth PAE State Backend_State Fort Status
[Apply]
MAC [802.1X Settings] 802.1X  MAC
Security > 802.1X > Initialize Port(s)
From Port o1 v| ToPor o1 v|  MAC address O |
MAC MAC MAC
[Apply]

From Port/To Port

Port

Auth PAE State PAE
[Initialize] [Disconnected] [Connecting]
[Authenticating] [Authenticated] [Aborting] [Hold]
[ForceAuth] [ForceUnauth] [N/A]
Backend State . [Request]
[Response] [Success] [Fail] [Timeout]
[1dle] [Initialize] [N/A]
Port Status [Authorized] [Unauthorized]
[N/A]

MAC Address

MAC

[Apply]
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3.5.4.5 Reauthenticate Port(s)

2 802.1X

802.1X [802.1X Settings] 802.1X

Security > 802.1X > Reauthenticate Port(s)

From FPort 01 - To Part 01 ~

Reauthenticate Port Table

Fort Auth PAE State Backend_State

Port Status J

MAC

[Apply]

[802.1X Settings]

[Apply]
802.1X MAC

Security > 802.1X > Reauthenticate Port(s)

To Port 01 v

[Apply]

MAC Address O

MAC
MAC

MAC

Apply

From Port/To Port
MAC Address
Auth PAE State PAE
[Initialize] [Disconnected] [Connecting]
[Authenticating] [Authenticated] [Aborting] [Hold]
[ForceAuth] [ForceUnauth] [N/A]
Backend State . [Request]
[Response] [Success] [Fail] [Timeout]
[1dle] [Initialize] [N/A]
Port Status [Authorized] [Unauthorized]
[N/A]

[Apply]
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3.5.5 SSL Settings

SSL

@

&)

D

2) CBC

EDE

®

SHA-1

3
Rivest Shamir Adleman(RSA)
(DSA) DHE DSS Diffie-HelIman(DHE)
2
- 128 RC 4
(DES) 3DES
AES(Advanced Encryption Standard)
MD5 SHA 2 SHA
SHA-2
3 3
3
TFTP
SSLv3.0 TLSv1.0 1.2 SSL
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SSL TFTP

SSL
.der 1
SSL
SSL 9
SSL HTTP SSL Web GUI
Web SSL URL
https:// (  https://10.90.90.90)
Web GUl

Security > SSL Settings :
-sscsewngs ——____________ ||

S5L Settings

SSL State (CEnabled (® Disabled

TLS 1.0 ® Enabled () Disabled

TLS 1.1 ® Enabled () Disabled

TLS12 ® Enabled () Disabled

Note: Web will be disabled if SSL is enabled.
S5L Ciphersuite Settings

RSA_WITH_RC4_128_MD5 ® Enabled () Disabled

RSA_WITH_3DES_EDE_CBC_SHA (® Enabled ) Disabled

DHE_DSS_WITH_3DES_EDE_CBC_SHA
RSA_WITH_AES_128_CBC_SHA
RSA_WITH_AES_256_CBC_SHA

Enabled () Disabled
® Enabled () Disabled
® Enabled () Disabled

RSA_WITH_AES_128_CBC_SHA256 ® Enabled () Disabled
RSA_WITH_AES_256_CBC_SHA256 ® Enabled () Disabled
DHE_DSS_WITH_AES 256 CBC_SHA ®Enabled () Disabled
DHE_RSA_WITH_AES_256_CBC_SHA (® Enabled ) Disabled

Apply

SSL Certificate Download
Server IP Address [ |
Certificate File Name [ |

Key File Name [ |

Current Certificate Loaded with RSA Certificate!
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SSL [Apply]

SSL Settings

SSL Status Enabled Disabled SSL
(Enabled) (Disabled)
(Disabled)

TLS 1.0/ TLS 1.1 / TLS 1.2 Enabled Disabled

TLSv1.0/1.1/1.2 (Enabled)

(Disabled) (Enabled)
SSL Ciphersuite Settings
RSA_WITH_RC4_128 MD5/ Enabled Disabled
RSA_WITH_3DES_EDE_CBC_SHA/ (Enabled) (Disabled)
DHE_DSS_WITH_3DES_EDE_CBC_SHA/ (Enabled)

RSA_WITH_AES 128 CBC_SHA/

RSA WITH_AES 256 CBC SHA/
RSA_WITH_AES 128 CBC_SHA256/
RSA_WITH_AES 256 _CBC_SHA256/
DHE_DSS WITH_AES 256 CBC_SHA/
DHE_RSA WITH_AES 256 CBC_SHA
SSL Certificate Download
Server IP Address TFTP IP

Certificate File Name

.der (

c:/cert.der

Key File Name

.der (

c:/pkey.der

[Download] SSL

[Apply]

o SSL Web (
80) Web URL
https://

0

8192
4096
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3.5.6 SSH
SSH

SSH

)
(1) [Configuration] [User Accounts]

SSH

(2) [SSH User Authentication]

(3) [SSH Authmode and Algorithm Settings]

(C)) [SSH Settings]

SSH

3.5.6.1 SSH Settings

wn

SH

PC(SSH

SSH
SSH

SSH

Security > SSH > SSH Settings

(SSH

SSH
SSH

SSH

PC

SSH Server State @ Disabled O Enabled

SSH Global Settings

Max. Session (1-8)
Connection Timeout {120-600) sec
Authfail Atempts (2-20) times
Rekey Timeout

1337217
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SSH Server State SSH
Max Session (1-8) |1 8

Connection 120 600
Timeout (120-600) 120

Authfail Attempts SSH SSH
(2-20)

Rekey Timeout
Never 10min 30min 60min

Never

[Apply]
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3.5.6.2 SSH Authmode and Algorithm Settings

Security > SSH > SSH Authmode and Algorithm Settings

SSH Authentication Mode Settings

Paseward Public Key Host Based
Encryption Algorithm

30DES-CHC AES128-CBC AES182-CBC AEESREE-CHC Cast! 28-CAC

ARCH Blow-ish-CAG Twafish123 Twafish192 Twafish256
Data Integrity Algorithm

HMAC-MDS HMAC-SHAT
Public Key Algorithm

HMAC-RSA HMAC-DSA

SSH Authentication Mode Settings
Password
Public Key SSH
Host-based
SSH Linux
SSH
Linux
Encryption Algorithm
3DES-CBC 3DES
Blow-Ffish CBC Blow-fish
AES128-CBC AES128
AES192-CBC AES192
AES256-CBC AES-256
ARC4 ARC4
Cast128-CBC Castl128
Twofish128 Twofish128
Twofish192 Twofish192
Twofish256 Twofish256
Data Integrity Algorithm
HMAC-SHAL SHA1
HMAC-MD5 MD5
Public Key Algorithm
HMAC-RSA RSA
HMAC-DSA DSA
[Apply]
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3.5.6.3 SSH User Authentication Lists
SSH

Security > SSH > SSH User Authentication Lists

Total Entries :1

Auth. Mode Host MName

ots Password

Note: Maximum 8 entries and Host Mame should be less than 32 characters

[Configuration] [User Accounts]
adpro SSH
SSH
[Edit]

H USer Althe atlo

Total Entries :1
Auth. Mode Host Mame

Note: Maximum 8 entries and Host Mame should be less than 32 characters .

User Name SSH 15
Auth. Mode
Host Based - SSH
Host Name
Host IP SSH
Password -
Public Key - SSH
Host Name SSH 32
Host IP SSH IP
[Apply]
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3.5.7 Access Authentication Control

Access Authentication Control TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS TACACS/XTACACS/TACACS+/RADIUS
TACACS 3
TACACS
(1) TACACS - 1 TACACS UbP
(2) XTACACS - TACACS TACACS
ubpP
(3) TACACS+ - TACACS+ 1
TACACS+ TCP
TACACS+

TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS (

TACACS/XTACACS/TACACS+/RADIUS 3

@

@
®

4 TACACS
XTACACS TACACS+ RADIUS

TACACS
TACACS
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(TACACS/XTACACS/TACACS+/RADIUS/

/ ) 6
8
TACACS/XTACACS/TACACS+/RADIUS
[Enable Admin]
3.5.7.1 Authentication Policy Settings
Security > Access Authentication Control >

Authentication Policy Settings

Authentication Palicy Disahled

Response Timeout {(0-255) SeC

User Attempts (1-255) [ Jtimes

(Aol ]

Enable Admin

tication policy is disabl

Authentication Enabled Disabled
Policy (Enabled) (Disabled)
(Disabled)
Response Timeout 0 255
(0-255) 30
User Attempts
(1-255)
60
Telnet Web GUI
1 255 3
[Apply]
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3.5.7.2 Application Authentication Settings
[Login Method Lists]

( )
Telnet SSH HTTP

Security > Access Authentication Control > Application

Authentication Set

tings

L

Application Login Method List Enahble Method List

Consaole default w default v
Telnet default w default v
S5H default w default v
HTTP default w default v

Apply

Application
Telnet SSH HTTP
Login Method Method List
List Method List
Method List

[Login Method Lists]
Enable Method Method List
List

Method List

[Enable Method Lists]

[Apply]
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3.5.7.3 Authentication Server Group
TACACS/XTACACS/TACACS+/RADIUS

Security > Access Authentication Control > Authentication

Server Group :
“AUthentication Sever Groyp

Sever Group List |Edit Sever Group |

Group Mame (Max 15 characters) |:| ‘
Total Entries: 4

Group Name

radius [ Edic |

tacacs ([ _Edi |

tacacs+ [ Edi |

utacacs [ edi |

[Edit]

AUtRentication sever aroup

[Edit Server Group] :

Sever Group List |EditSeverGr0up |

Group Mame {Max: 15 characters) |:|

Server Host
P Address ] Protocol [TACACE v Add
Host List

IF Address Protocol

IP
[Add]
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3.5.7.4 Authentication Server

TACACS/XTACACS/TACACS+/RADIUS

TACACS/XTACACS/TACACS+/RADIUS

Server

16

Security > Access Authentication Control > Authentication

TACACS/XTACACS/TACACS+/RADIUS
TACACS/XTACACS/TACACS+/RADIUS

ALITRe atlo erve

IP Address
Frotocol

Key iMax: 254 characters)

Total Entries: 0
IP Address

TACACS +

Protocol

Port (1-65535) 49
Timeaout {1-255) 5
Retransrit (1-255) 2

| sec

|times

IP Address 1P
Port (1-65535) |1 65535
TACACS/XTACACS/TACACS+
49 RADIUS 1812
Protocol
TACACS - TACACS
XTACACS - XTACACS
TACACS+ - TACACS+
RADIUS - RADIUS
Timeout (1-255)
5
Key TACACS+ RADIUS
254
Retransmit
(1-255) 2
[Apply]
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3.5.7.5 Login Method Lists

TACACS XTACACS

TACACS
2 TACACS XTACACS

TACACS/XTACACS/TACACS+/RADIUS

[Enable Admin]

Security > Access Authentication Control > Login Method

Lists

1 vie 1
Method List Name (Max: 15 characters) |:|

Priarity 1: w Friority 2:

Friarity 3: Friority 4

Apply

Total Entries: 1

Method List Mame Priority 1 Priority 2 Priority 3 Priority 4

default logel === e

Method List [Edit]
[Apply]

Method List Method List ( 15 )
Name
Priority 1, 2, Method List 4
3,4 :

tacacs - TACACS
xtacacs - XTACACS
tacacs+ - TACACS+
radius - RADIUS
server_group -

local -

none -

[Apply]
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3.5.7.6 Enable Method Lists

Method List
(Admin
8 Method List 1 Method List
Method List

Security > Access Authentication Control > Enable Method

Lists
daiDle e UL
Method List Mame (Max: 15 characters) :l
Priority 1: ~ Friority 2:
Priority 3: Friority 4:

Apply

Total Entries: 1

Method List Name Priarity 1 Priarity 2 Priority 3 Priarity 4
default local_egnable -~
Method List [Delete] Method
List [Edit]
Method List [Apply]

Method List Method List ( 15 )

Name

Priority 4
1, 2, 3, 4 tacacs - TACACS

xtacacs - XTACACS
tacacs+ - TACACS+
radius - RADIUS
server_group -

local -

none -

[Apply]
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3.5.7.7 Local Enable Password Settings
[enable admin]
"local_enable"

Security > Access Authentication Control > Local Enable
Password Settings

UL a cl) I~ Worg

Old Local Enable Password {Max 15 characters) |:|
MNew Local Enable Password |:|
Confirm Local Enable Password |:|

Apply

[Apply]

0ld Local Enable 15
Password (Max: 15
characters)

New Local Enable
Password 15

Confirm Local

Enable Password
[Apply]
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3.5.8 MAC-based Access Control
MAC

RADIUS MAC
RADIUS MAC
0 Ver.1.05 MAC
0 VLAN VLAN
VLAN 1D Ingres checking
GVRP Settings
0 VLAN 64
64 MAC/Web/802.1X VLAN
VLAN
MAC
MAC
FDB
GVRP MAC
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3.5.8.1 MAC-based Access Control Settings

MAC

Security > MAC-based Access Control > MAC-based Access

Control Settings :
= 1o

MBA Global State (Enabled (®) Disabled

Authentication Failover Disabled
Authorization Network Disabled

Password
Permit VLAN 1D
Max User {1-128)

Apply

[default |

[128 | CINo Limit

Passuord Type MAC Format

Port Settings

From Port To Port State Aging Time {1-1440) Hold Time (1-300) Max User (1-128)

[o1 ~v] [o1 ~v| [Disabled v|  [1440 | min [linfinite sec [JInfinite sec []No Limit

| Port State Mode Aging Time (Mins) Held Time (Secs) Max User
1 Disabled Host Based 1440 300 128

Disabled Host Based 1440 300 128

3 Disabled Host Based 1440 300 128
4 Disabled Host Based 1440 300 128
5 Disabled Host Based 1440 300 128
] Disabled Host Based 1440 300 128
7 Disabled Host Based 1440 300 128
a Disabled Host Based 1440 300 128
9 Disabled Host Based 1440 300 128
10 Disabled Host Based 1440 300 128
11 Disabled Host Based 1440 300 128
12 Disabled Host Based 1440 300 128
13 Disabled Host Based 1440 300 128
14 Disabled Host Based 1440 300 128
15 Disabled Host Based 1440 300 128
16 Disabled Host Based 1440 300 128
17 Disabled Host Based 1440 300 128
18 Disabled Host Based 1440 300 128
19 Disabled Host Based 1440 300 128
20 Disabled Host Based 1440 300 128
21 Disabled Host Based 1440 300 128
22 Disabled Host Based 1440 300 128
23 Disabled Host Based 1440 300 128
24 Disabled Host Based 1440 300 128

MBA Global Enabled Disabled MAC
State (Enabled) (Disabled)
Method MAC
RADIUS Local
RADIUS - RADIUS MAC
MAC RADIUS
Local - MAC
MAC MAC
MAC
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Password MAC RADIUS
default
Authentication RADIUS
Failover (Local) (Permit)
failover (Disable)

Permit - RADIUS
Local - RADIUS

Disable - RADIUS failover
Permit VLAN ID |Auth Failover [Permit] VLAN 1D
Authorization Enabled Disabled
Network (Enabled) RADUIS
(VLAN )
(Disabled)
Max User (1- 1 128 128
128) ( 128) No Limit
512
Password Type MAC

manual_string - RADIUS
client_mac_address - RADIUS MAC

MAC Format MAC MAC

Uppercase, None -
Uppercase, Hyphen -
Lowercase, None -
Lowercase, Hyphen -
From Port/ MAC

To Port
State Enabled Disabled

MAC (Enabled) (Disabled)
Aging Time 1 1440 1440

(1-1440) Infinite

Hold Time 1 300 300

(1-300) Infinite

Max User 1 128 128
(1-128) ( 128) No Limit

512

[Apply]
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o (Permit)
o RADIUS 30

15

3.5.8.2 MAC-based Access Control Local Settings
MAC VLAN
MAC VLAN
128  MAC

Security > MAC-based Access Control > MAC-based Access
Control Local Settings

VIAC-Dased Access Control Local Setlings
mcadwess| | wvnmemeo[ ] wawo o[

[ Add | [ Delete By MAC | [Delete By viaN]| [ Find By MAC | [ Find By vian | [ viewal |
Total Entries: 1
MAC Address VLAN Mame VLAN 1D
00-11-22-33-44-55 default 1 | Edit By Name || EditByiD |
[Add]
[Delete By MAC] MAC
[Delete By VLAN] VLAN ID
[Find By MAC] MAC
[Find By VLAN] VLAN ID
[View All]
[Edit By Name] VLAN
[Edit By ID] VLAN 1D
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3.5.9 Web Authentication
Web

RADIUS IPv6 Web

0 Ver.1.05 Web
0 VLAN VLAN

VLAN 1D Ingres checking
GVRP Settings

o Web 63
0 VLAN 64

64 MAC/Web/802. 1X VLAN
VLAN

3.5.9.1 Web Authentication Settings

Web
Web Security > Web Authentication > Web Authentication
Settings
VvebD ALITNE dllC E O
State Method Local v
Authentication Failover Permit VLAN 1D |:|
Virtual IP Port Number(1-65535) ®HTTE OHTTRS
RADIUS Authorization Redirection Path | |
Local Authorization Session Timeout(0-120)
Redirect Action

Apply
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State Enabled Disabled Web
(Enabled) (Disabled)
Method RADIUS Local Web
RADIUS RADIUS Web

Local Web
Authentication RADIUS
Failover (Local) (Permit)

failover (Disable)

Permit - RADIUS

Local - RADIUS

Disable - RADIUS failover
Permit VLAN ID |Auth Failover [Permit] VLAN 1D
Virtual IP IP IP

IP  "0.0.0.0" Web

Port Number HTTP 80

HTTP - Web HTTP 80

TCP 443

HTTPS - Web HTTPS

443 TCP 80
RADIUS RADIUS (Enabled)
Authorization (Disabled)
Redirection URL URL
Path URL
Local (VLAN )
Authorization |(Enabled) (Disabled)
Session Web
Timeout(0-120)
Redirect Enabled Disabled
Action (Enabled) Web IP

1P
(Disabled) Web
IP Web
[Apply]

0 (Permit)
0 RADIUS 30

15
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3.5.9.2 Web Authentication User Settings

Web
Web Security > Web Authentication > Web Authentication
User Settings
yvep ALl = ALlO se = C
Create User
User Name @ VLAN Name () WLAN ID{1-4004) Password Confirmation

| | . | | [ apply |[ Delctcal |

Total Entries: 0

User Name YLAM Name VID Password

User Name Web

VLAN Name Web VLAN
VLAN ID Web VLAN ID
Password Web

Confirmation Web

[Apply]

[Delete All]
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3.5.9.3 Web Authentication Port Settings

Web
Web Security > Web Authentication > Web Authentication
Port Settings
yvep Althe Atlo = q
Port Settings
From Port 01 A To Port 01 A

State Disabled  ~ Aging Time (1-1440) [ |min Zinfinite
Block Time (0-300) o Jsec

P Aging Time Block Time -
1 Disabled 1440 60
2 Disabled 1440 G0
3 Disabled 1440 G0 =
4 Disabled 1440 G0
5 Disabled 1440 60
] Disabled 1440 60
I Disabled 1440 G0
8 Disabled 1440 G0
9 Disabled 1440 G0
10 Disabled 1440 G0
11 Disabled 1440 60
12 Disabled 1440 60
13 Disabled 1440 G0 i

From Port/To Port
State Enabled Disabled
Web (Enabled) (Disabled)
Aging Time Infinite
Block Time block time
[Apply]

0 Web

1P 1P TCP
ICMP,UDP

1Pv6
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3.5.9.4 Web Authentication Customize
Web

Web Security > Web
Authentication > Web Authentication Customize

Japanese v § Login

Wik F—4=2: KL

Each lire in

Customize Textbox

CFRIRBESORS L I T TFERADERE (30

B 5 st
. 1EEE A TLHRHESE o O —ERHES

. {B5EE: Network Maneger

T

. HATL : network.manager.abflapresiasystens. con

English/Japanese

Login/Logout

Customize 1 8

Textbox(1-8)
70 35

[Clear]

[Apply]
[Preview]
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MR F— 22 RSHE

NS - COMm

Web Security > Web Authentication

> Web Authentication Customize Logout

Japanese  w § Logout v

W25 —82: FELH
WebsEREO 5 12

O A B !
ZOD A DERIL AL, TEEOR ALERLT TS,
vl

Customize Textbox
R RS L R T TR AR (S L.

Bl L aese

. TR A TLHEER o F O - DERHEY

.?E%i%%: Network Manezer

| T
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English/Japanese

Login/Logout

Customize 1 8
Textbox(1-8)
70 35

[Clear]

[Apply]
[Preview]

Webs2alE O 47 -1 »

04 oRRIh !
DT A IERA D, TR 2L AR TS,
noFat
Thank ol
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3.6 (ACL)

MAC
IP

3.6.1 ACL Configuration Wizard
ACL Configuration Wizard ACL
ACL

Access Profile List

ACL > ACL Configuration Wizard

General ACL Rules

Frofile [0 (1-512) Access D (1-65535)
|| | [ auta Assign
From
Any w
To
Any w
Action
Fermit v
Option
Rate Limiting e | |(e.g.: G4-1024000)
Ports v lie.:1,4-8)

Apply

Mote: ACL Wizard will create the access profile and rule autormatically.
For advanecd access profilefrule setting. you can manually configure it in Access Profile List.

Profile ID ID ID
(1-256) 1 256
Access ID ID 1 65535
(1-65535) Auto Assign
From/To From( ) To( ) [MAC

Address] [IPv4 Address] [IPv6] [Any] [1PvE]

[Any]
( )

Action [Permit] [Deny][Mirror]

[Permit]

[Deny]

[Mirror]
Option [Rate Limiting] [1P Priority] [Replace DSCP]
Ports
[Apply]
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3.6.2 Access Prof

ile List

(VAC

ACL > Access Profile Lists

e

. Add ACL Profile Il Delete All | Total Used Rule Entries / Total Unused Rule Entries: 0 / 256
Profile ID Frofile Type Owner Type |
1 Ethernet ACL Show Details || Add/View Rules || Delete J
2 IP ACL Show Details || Add/View Rules || Delete I
3 IPvG ACL Show Details || Add/View Rules || Delete J
4 FPacket Cantent ACL Show Details || Add/View Rules || Delete J
ACL [Add ACL Profile] ACL
[Show Details] ACL
[Add/View Rules] ACL

[Del
[Delete All]

ACL

ete]

ACL

[Add ACL Profile]

-
"G ACT PrOf[e™————

Select Profile ID
Select ACL Type

®) Ethernet ACL
O1pv6 ACL

O IPv4 ACL

() Packet Content ACL

| select |

< <Back | | Create

(1) Ethernet ACL
(2) IPv4 ACL
(3) IPv6 ACL
(4) Packet Conte

nt ACL

4 ACL
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ACL [Select] ACL
ACL Ethernet ACL

=
A0d A o

Select Profile ID

Select ACL Type
®) Ethernet ACL O 1Pv4 ACL
O IPve ACL (© Packet Content ACL
You can select the field in the packet to create filtering mask
MAC Address VLAN | 802.1p Ethernet Type PaylLoad
< <Back | | Create

0 APLGM ACL

ID ID ACL

permit deny deny

o IPv6 ACL Packet Content ACL DHCP Snooping 2
2
ACL
APLGH Ethernet ACL IPv4 ACL 1Pv6 ACL
Packet Content ACL 256 ACL
_ DCHP
- 1Pv6 ACL Packet Content ACL
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[Show Details]

ACL Profile Details

Frafile D 1
Frofile Type Ethernet
Craner Type ACL
202.1P Yes
[Access Profile List] [Show AIl Profiles]
[Add/View Rules]
RCCe aUll=
| <<Back | | Add Rule |
Profile ID Access 1D Profile Type Action
1 1 IP Permit Show Details Delete Rules
1 2 P Permit Show Details Delete Rules
<< Back Next >=
[Add Rule] ACL

[Show Details]
[Delete Rules]

[Show Details]

Profile 1D 1
Access ID 1
Profile Type P
Action Permit
Ports 6
Source IP 172.17.0.1
[Access Rule List] [Show AlIl Rules]
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(1) Ethernet ACL
[Add ACL Profile] Ethernrt ACL Ethernet ACL

Acd A Profile

Select Profile ID 1 v
Select ACL Type
@) Ethernet ACL O 1Py ACL

O IPvB ACL O Packet Content ACL

You can select the field in the packet to create filtering mask

MAC Address Ethernet Type PayLoad

MAC Address

Olsouremactask [ ]
Cloestnation Mac mask ||

802.1Q VLAN

[CwiLan

VAN Mask @-FFR) |

802.1P
[Fla0z.1p

Ethernet Type

[ Ethemet Type

[ <<Back ] [ Create ]

Ethernet ALC

Select ACL Type ACL

[Ethernet ACL] 2

[1Pv4 ACL] 1Pv4

[1Pv6 ACL] 1Pv6

[Packet Content ACL]
MAC Address [Source MAC Mask] MAC

[Destination MAC Mask] MAC

802.1Q VLAN VLAN - VLAN

VLAN Mask O-FFF - VLAN

VLAN

802.1p 802.1p

Ethernet Type
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[Create] [Access Profile List] ACL
ACL [Access Profile List]
[Add/View Rules] [Access Rules List] [Add Rule]
ale ~LIE >
Profile Information
Profile 1D 1 Profile Type Ethernet
Owner Type ACL 802 1P Yes
Rule Detail

(Keep an input field as blank to treat the corresponding option as do not care)
Access ID (1-65535) Auto Assign

802.1P (0-7)

|

Rule Action
Action

Priority (0-7)

Replace Priority
Replace DSCP (0-63)
Counter

Parts

-

Permit

Iil

Disabled -

| e.0.01,4-6,9)

L]

Previous page | | Apply

Ethernet ACL

Access ID
(1-65535)
Auto Assign -

1 65535

VLAN Name

VLAN

VLAN 1D
(1-4094)

VLAN 1D

VLAN 1D VLAN  VLAN 1D

Source MAC
Address

MAC MAC

Source MAC Mask MAC MAC

16
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Destination MAC MAC MAC
Address
Destination MAC MAC MAC 16
Mask
802.1p (0-7) 0 7 802.1p
Ethernet Type 16 802.10Q
(O-FFFF)
Action [Permit] [Deny][Mirror]

[Permit]

[Deny]

[Mirror]
Priority (0-7) 802.1p (

) CoS
CoS 802.1p
QoS
Replace CoS
Priority 802.1p (
)
802.1p
Replace DSCP DSCP ( )
(0-63)
Counter (Enabled) (Disabled)
(Disabled)
Ports
[Apply] ACL
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(2) 1Pv4 ACL

[Add ACL Profile] 1Pv4 ACL 1Pv4 ACL
IPv4 ACL [1ICMP] [IGMP] [TCP] [UDP]
[Protocol 1D] [Select]
( [1CMP] [IGMP] [TCP]
[UDP] [Protocol ID] ):

S ——————
Select Profile ID

Select ACL Type
O Ethernet ACL @ IPvd ACL ICMP v
O IPvB ACL O Packet Content ACL

You can select the field in the packet to create filtering mask

L2 Header IPvd DSCP

802.1Q VLAN
Cvian

VAN Mask (0-FFF) |
IPv4 DSCP
[“lpscP
IPvd Address
[ gource IP Mask l:l
CDestination Phask [ |
ICMP
[ icme

ICMF Type ICMP Code

[ <=Back ] [ Create ]
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1Pv4 ALC

VLAN VLAN
1Pv4 DSCP DiffServ
IPv4 Address [Source IP Mask] [Destination IP Mask]
1Pv4 1Pv4

ICMP [1CMP] ICMP

[ICMP Type] ICMP

[ICMP Code] ICMP
IGMP [1GMP] IGMP

[1IGMP Type] IGMP
TCP [TCP] TCP

[TCP]
[TCP]
Source Port Mask (O-FFFF) - TCP
16 (16 0x0-0xFfff)
Destination Port Mask (O-FFFF) - TCP
16 (16 0x0-0xFfff)

TCP Flag Bits - [URG] [ACK] [PSH] [RST] [SYN] [FIN] [Check All]

UDP [UDP] UDP
[UDP]
Source Port Mask - TCP
16 (16 0x0-0xffff)
Destination Port Mask - TCP
16 (16 0x0-0xffff)
Protocol ID [Protocol ID Mask]
ID
Protocol ID Mask (0-FF) - IP

164/217



ACL
[Add/View Rules]

[Create]

[Access Profile List]

[Access Rules List]

[Access Profile List]
[Add Rule]

ACL

Profile Information

Profile ID

Owner Type

Rule Detail

ACL

Profile Type

DSCP

(Keep an input field as blank to treat the corresponding option as do not care)

Yes

m

Access ID (1-65535) Auto Assign
DSCP | | e.0.(0-63)
Rule Action
Action Permit
Priority (0-7) [ ]
Replace Priority
Replace DSCP (0-53) [ ]
Counter Disabled
Pnrrte | A dd 4 8N &7
1Pv4 ACL
Access ID 1 65535
(1-65535)
VLAN Name VLAN
VLAN ID Mask (0-FFF) - VLAN ID
(1-4094)
Source IP IP
Address
Source IP Mask IP IP
Destination IP IP
Address
Destination IP IP IP

Mask

DSCP

DiffServ
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ICMP ICMP ICMP
ICMP Type - ICMP
ICMP Code - ICMP
IGMP Type e.g. (0-255) - IGMP
TCP Source Port - TCP
Mask(0-FFFF) - TCP
Destination Port - TCP
Mask(0O-FFFF) - TCP
Flag Bits -
TCP
URG/ACK/PSH/RST/SYN/FIN - [URG] [ACK] [PSH] [RST]  [SYN]
[FIN]
UDP Source Port - UDP
Mask(0-FFFF) - UDP
Destination Port - UDP
Mask(0-FFFF) - UDP
Protocol 1D Protocol ID __ e.g.(0-255) -
Action [Permit] [Deny][Mirror]
[Permit]
[Deny]
[Mirror]
Priority (0-7) 802.1p (
) CoS
Replace CoS
Priority Priority 802.1p (
)
802.1p
Replace DSCP DSCP  ( )
(0-63)
Counter (Enabled) (Disabled)
(Disabled)
Ports
[Apply] ACL
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(3) IPV6 ACL
[Add ACL Profile] IPV6 ACL IPV6 ACL

IPv6 ACL [TCP] [UDP]
[Select]
( [TCP] [UDP] ):

Add A ofile
Select Profile ID

Select ACL Type
O Ethermet ACL O 1Py ACL

@ IPv6 ACL TCP v O Packet Content ACL

You can select the field in the packet to create filtering mask

IPvE Class IPvE Flow Label IPvE Address

IPv6 Class
[ 1Pvé Class

IPvé Flow Label

1 1Pvé Flow Label

IPv6 Address

[ 1Py Source Mask

TCP

O cr
Source Porthask (-FFFF) [ |
Destination PartMask @-FFFR [ |

<=Back ] [ Create
IPv6 ALC
IPv6 Class 1Pv6
IPv6 Flow IPv6
Label
( QoS UDP

IPv6 Address 1Pv6
TCP TCP

[TCP Source Port Mask] [TCP Destination Port Mask]
UDP UDP

[UDP Source Port Mask] [UDP Destination Port Mask]
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[Create] [Access Profile List] ACL
ACL [Access Profile List]
[Add/View Rules] [Access Rules List] [Add Rule]
(10 = ~LE -
Profile Information
Profile 1D 3 Profile Type IPvE
Owner Type ACL IPvE Class Yes
Rule Detail
(Keep an input field as blank to treat the corresponding option as do not care)
Access ID (1-65535) Auto Assign
Class [ Jeg(2ss)
Rule Action
Action Permit -
Priority (0-7) [ ]
Replace Priority
Replace DSCP (0-63) [ ]
Counter Disabled -
Ports - | | .0.01,4-6,9)
Previous page | | Apply =
1Pv6 ACL
Access ID 1 65535
(1-65535)
Auto Assign -
ID
Class IPv6
Flow Label IPv6 0-FFFFF
IPv6 Source IPv6 IPv6
Address
IPv6 Source IPv6 IPv6
Mask 44 (LSB)
TCP Source Port - IPv6 L4 TCP
Destination Port - IPv6 L4 TCP
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UbP

Source Port - IPv6 L4 UDP
Destination Port - IPv6 L4 UDP

Action [Permit] [Deny][Mirror]
[Permit]
[Deny]
[Mirror]
Priority (0-7) 802.1p (
) CoS
Replace CoS
Priority Priority 802.1p (
)
802.1p
Replace DSCP DSCP  (
(0-63)
Counter (Enabled) (Disabled)
(Disabled)
Ports
[Apply] ACL
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(4) Packet Content ACL

[Add ACL Profile] Packet Content ACL Packet Content ACL
Packet Content ACL 4

Packet Content ACL [Select]

-
Acid A

Select Profile ID 4 -
Select ACL Type

O Ethernet ACL

O Ipve ACL

O IPva ACL

(® Packet Content ACL Select

You can select the field in the packet to create filtering mask

Packet Content

M ofiset 1(2-126)[2 | maskx0-Ouiim oo |
O ofiset2(2-126) | maskuo-oammmo |
Ol ofiset3(2-126) | mask:o-Ddmimo |
O offset4(2-126) | mask:o-Ddmmmoy |

| <<Back | | Create |

Packet Content ALC

Packet Content | Offsetl 4 (
)
2 4 2 6 10 14 18
22 126 126
126 127 0 1 Offset
4 4
1 (2-126) -
2 (2-126) .
3 (2-126) _
4 (2-126)

Packet Content ACL

ARP

[Create]

[Access Profile List]
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ACL [Access Profile List]
[Add/View Rules] [Access Rules List] [Add Rule]

Profile Information

Frofile ID 4 Profile Type Packet Content
Owner Type ACL Offset 1 Byte 2 Value: 0xFFFFFFFF
Rule Detail
(Keep an input field as blank to treat the corresponding option as do not care)
Access ID (1-65535) [ Auto Assign
Offset 1 [ | o (FFFFFFFF) Mask|  |eo(FFFFFFFF
Rule Action
Action Fermit  |=

Priority (0-7) |:| El

Replace Priority

Replace DSCP (0-63) [ ]O

Counter Dizsabled | =
Ports - | e.0.(14-69)

| Previous page | | Apply |

Packet Content ACL

Access ID (1- 1 65535
65535)
Offset(1-4) ACL Offset 4
16 Mask

Action [Permit] [Deny][Mirror]

[Permit]

[Deny]

[Mirror]
Priority(0-7) 802.1p (

) CoS

Replace DSCP DSCP
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Counter (Enabled) (Disabled)
(Disabled)

Ports

[Apply] ACL

3.6.3 ACL Finder
ACL

CPV) [Find]
[Delete]

ACL > ACL Finder

R "

ACL rule finder helps you identify any rule has been assigned to a specific port

Profile IO Frofile Type Action

Profile ID ID
Port ACL

3.6.4 ACL Flow Meter

ACL
ACL 64 kbps
ACL

ACL > ACL Flow Meter

B EEEES—————————

View All [ Delete al |

Total Entries:0

Mode Modify Display Delete
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Profile ID ID
Access ID ID
(1-65535)
[Find]
[Modify]
[Delete] [Add]
oW Vete atlo
@ Profils ID 1 =
Access ID (1-65535) | |
Rate (Kbps) (64-1024000)
Burst Size (Kbyte) (4-16384)
Mode Rate =
Rate Exceed — Dy FEEE -
8 Remark DSCP (0-63)
<«<Back L Apply | I

Profile ID

ID

Access ID
(1-65535)

1D 1 65535

Mode

Rate 64-1024000 Kbps -

Kbps

64 1,024,000 Kbps
Burst Size 4-16384 Kbyte -
0 16,384 Kbyte
Rate Exceed Drop - ( )
Replace DSCP (0-63) - DSCP
[Apply] [<<Back] [ACL Flow Mete]

173/217



3.7 Monitoring
3.7.1 Cable Diagnostics

Monitoring > Cable Diagnostics :
From Port ToPort
01 |- 01 |- ==

The Cable Diagnostics is designed primarily for administrators or customer service representative to view tests on copper cables, it can rapidly determine where errars occurred in
the cable and the type of cable error which occurred.

Hote:
The Cable Fault Distance is calculated from switch side.

[Test]

o ApresialLightGM124GT-SS ApresialLightGM124GT-PoE/PoE2 22
1Gbps
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3.7.2 SFP
3.7.2.1 SFP General Information
SFP

SFP

Monitoring > SFP > SFP General Information

Apply

From Port To Port
01 ' 01 '

Vendor Name
Vendor Part Mumber
Serial Number

FINISAR CORP.
FTR.J-8519-7D
P5C11D1

Vendor Name
Vendor Part Number
Serial Number

From Port/To Port
[Apply]

SFP

3.7.2.2 SFP Diagnostic Monitoring

SFP SFP

dBm

Monitoring > SFP > SFP Diagnostic Monitoring

Fram Port To Port

01 hd 01 -

RX Power (dBm)
-4.15

Port TX Power (dBm)
21 -10.40

22
23
24

From Port/To Port
[Apply]

SFP
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3.7.3 Utilization Notify
3.7.3.1CPU Utilization Notify

CPU
Monitoring > Utilization Notify > CPU Utilization Notify
settings

=)L) dAllo ' [ W ~ L]
CPL Utilization MNotify Current Status MNORMAL
CPLU Utilization Motify State " Disabled  Enabled
Threshold (20% ~100%) .
Polling Interval (10 ~ 300) [0 sec
Trap State IDISablEU 'l
Log State IEnabIed 'l

Apply |
[Apply]

CPU Utilization CPU (Enabled) (Disabled)
Notify State
Threshold CPU overloading
(20-100) normal 100%
Polling Interval |CPU CPU 5
(10-300) 60
Trap State CPU SNMP

(Enabled) (Disabled) (Disabled)
Log State Enabled Disabled CPU

(Enabled) (Disabled)
(Enabled)

3.7.3.2CPU Utilization
CPU

Monitoring > Utilization Notify > CPU Utilization

P UU =|i[e

CPU Utilization
Five Seconds 2%
One Minute 9%
Five Minute G%
Maximum 100%
IMinirmum 0%

[Refresh]
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3.7.3.3 DRAM Utilization Notify

DRAM
Monitoring > Utilization Notify > DRAM Utilization Notify
settings
URAN UTINZation NOUTY Se d
DRAM Utilization Motify Current Status MORMAL
DRAN Utilization Notify State ® Disabled ) Enabled
Threshold (20% ~ 100%) Moo
Palling Interval (10 ~ 300) 60 Jsec
Trap State Disabled =
Log State Disabled -
Apply
[Apply]

DRAM Enabled Disabled DRAM
Utilization (Enabled) (Disabled)
Notify State
Threshold DRAM
(20-100) overloading normal
100%
Polling DRAM
Interval 60
(10-300)
Trap State Enabled Disabled DRAM
SNMP (Enabled)

(Disabled) (Disabled)

Log State Enabled Disabled DRAM
(Enabled) (Disabled)
(Enabled)
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3.7.3.4DRAM & FLASH Utilization
DRAM

Monitoring > Utilization Notify > DRAM & FLASH Utilization

DRARM
DRAM Utilization _ Refresh |
Total DRAM 131072 K8
Used DRAM 66317 KA
Utilization : 50%
UtilizationiMas) A0%
Utilization(uin) : 50%
FLASH Utilization
Total FLASH : 16384 KB
Used FLASH : 6965 KB
Utilization 42%
[Refresh]
[Clear] DRAM

3.7.3.5Port Utilization

Monitoring > Port Utilization

[Refresh]
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3.7.4 Packet Size

GUI

Monitoring > Packet Size :

Frame Size Frames/isec Frame Type
64 25335 0 RX Bytes 9754321 0
65-127 736 0 RX Frames 27491 0
128-255 502 0
256-511 3469 0 TX Bytes 12808703 0
512-1023 16593 0 TX Frames 25907 0
1024-1518 6763 0
Unicast RX 26937 0
Multicast RX 439 0
Broadcast RX 115 0

[Refresh]

[Clear]

Port
Frame Size

Unicast RX / Multicast RX / Broadcast RX

Frame Counts

Frames/sec

Frame Type

Total RX Bytes

Total/sec RX Bytes
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3.7.5 Packets

GUI
Monitoring > Packets
~ecenediRx
Port m ~ | Refresh | | Clear |
[RXPackets ~ Toa  Tofalsec |
Bytes 10197053 64
Packets 30741 1
[RXPackets ~ Tota  Tofalsee |
Unicast 30143 1
Multicast 466 0
Broadcast 132 L]
[TXPackets  Toal  Tollsec |
Bytes 15360371 a8
Packets 28614 1
[Refresh]
[Clear]
Port
Total RX Packets Unicast
Total/sec TX Packets
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3.7.6 Errors
3.7.6.1 Received (RX)

GUI
Monitoring > Errors > Received (RX)
~ecelved(R
Paort 01 v | Refresh | | Clear |
CR.C Error 0
UnderSize 0
OverSize 0
Fragment 0
Jabber 0
Drop Pkis 652
[Refresh]
[Clear]
Port
Rx Error
CRC Error: CRC
UnderSize: 64 CRC
OverSize: 1518 1536
Fragment: CRC 64
Jabber: 1518 1536
Drop pkts:
RX Frames
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3.7.6.2 Transmitted (TX)

GUI

Monitoring > Errors > Transmitted (Tx)

Port 01 o | Refresh | | Clear |

Excessive Deferral

CRC Error

Late Collision
Excessive Collision
Single Collision
Collision

(=2 =R =N =R =N=]

[Refresh]
[Clear]

Port
Tx Error
Excessive Deferral:
CRC Error: CRC
Late Collision: 512
Excessive Collision:
Single Collision: 1
Collision:
TX Frames
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3.7.7 Port Access Control

3.7.7.1 RADIUS Authentication

RADIUS

RADIUS

Monitoring > Port Access Control > RADIUS Authentication

AU = L = Lcl

| Clear || Refresh |

Invalid ServerAddr] Auth ServerAddr|ServerPortNumber[RoundTripTime

AFRESIA
1 0 Systems 0 0 0 0
AFPRESIA
2 0 Syst 0 (1] 0 0
AFPRESIA
3 0 Systems 0 0 0 0
£
[Clear]
[Refresh]

InvalidServerAddr RADIUS
Identifier RADIUS NAS
ServerlIndex RADIUS
AuthServerAddr RADIUS 1P
ServerPortNumber UDP
RoundTripTime RADIUS
( 100
1

AccessRequests RADIUS RADIUS
AccessRetrans RADIUS RADIUS
AccessAccepts RADIUS RADIUS (

)
AccessRejects RADIUS RADIUS (

)
AccessChallenges |RADIUS RADIUS (
AccessResponses RADIUS RADIUS
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BadAuthenticators |RADIUS
RADIUS
PendingRequests |RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS RADIUS
PacketsDropped RADIUS
( ) RADIUS

3.7.7.2 RADIUS Account Client

RADIUS

Monitoring > Port Access Control > RADIUS Account Client

AL L - Cdl

| Clear ||

Refresh |

Invalid ServerAddr] Auth ServerAddr|ServerPortNumber|[RoundTripTime

1 0 gggﬁ? 0.0.0.0 0 0 0 0 0

2 0 ggﬁﬁ? 0.0.0.0 0 0 0 0 0

3 0 gggﬁ? 0.0.0.0 0 0 0 0 0

< >
[Clear]
[Refresh]

Inval idServerAddr

RADIUS

Identifier RADIUS NAS

ServerIndex RADIUS

ServerAddr RADIUS IP

ServerPortNumber RADIUS UDP
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RoundTripTime RADIUS

Requests RADIUS

Retransmissions RADIUS RADIUS

Responses RADIUS RADIUS
MalformedResponse | RADIUS RADIUS

S

BadAuthenticators | RADIUS

RADIUS
PendingRequests RADIUS RADIUS
RADIUS
Timeouts RADIUS
UnknownTypes RADIUS
RADIUS
PacketsDropped RADIUS

« ) RADIUS
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3.7.7.3 Authenticator State
802.1X

o 802.1X

Monitoring > Port Access Control > Authenticator State

U Calo -
Port
01 ~ ‘ Apply || Refresh ‘
index]MAC Address]Auth PAE Siate{Backend State{Port Status
1 NIA N/A N/A N/A
2 N/A N/A N/A N/A
3 NIA NIA NIA NIA
4 NIA N/A N/A N/A
5 NIA N/A N/A N/A
6 NIA N/A N/A NIA
T NIA N/A N/A N/A
8 N/A N/A N/A N/A
9 NIA N/A N/A NIA
10 NA NIA NIA N/A
1 NA N/A N/A N/A
12 NA N/A N/A N/A
13 NA NIA NIA NIA
14 NA N/A N/A N/A
15 NA N/A N/A N/A
16 NiA NIA N/A NIA
< N |
[Apply]
[Refresh]

MAC Address MAC
Auth PAE State (PAE State)
[Initialize]
[Disconnected]
[Connecting]
[Authenticating]
[Authenticated]
[Aborting]

[Held]

[Force_ Auth]
[Force_Unauth]
[N/A]

[N/A]

Backend State
[Request]
[Response]
[Success]
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[Fail]

[Timeout]

[1dle]

[Initialize]

[N/A]

[N/A]

Port Status [Authorized] [Unauthorized]
[N/A]

3.7.7.4 Authenticator Statistics
PAE

o 802.1X

Monitoring > Port Access Control > Authenticator Statistics

L] Calo CS -
Fort
01 ~ | Apply || Refresh |
index]Frames Rx|Frames Tx]Rx Start]Tx Reald]Rx LogOTf| Tx Req]Rx Respld]Rx Resp|Rx Invald]Rx Error|Last Version]Last Source
1 N/A NiA Ni& NiA N/A NA  NA WA NiA NiA NiA N/A
2 N/A NFA A MNFA N/A NA  NA NIA NiA A NFA MN/A
3 N/A NIA NFA NiA NIA N/A  N/A NIA NiA NIA NiA NiA
4 N/A NiA A NFA N/A NA  N/A NIA NiA A NIA N/A
5 N/A NFA A NiA N/A NA  NA NIA NiA NiA NiA N/A
i) NIA MNIA NiA NIA MNIA MNIA NIA NIA NIA NiA NIA N/A
T N/A NIA NFA NiA NIA N/A  N/A NIA NiA NIA NiA NiA
a N/A NiA A NFA N/A NA  N/A NIA NiA A NIA N/A
) N/A NFA A& NiA N/A NA  NA NIA NiA NiA N/A N/A
10 NA NIA A NFA NIA NA  N/A WA NiA A NIA NiA
1 NA NFA NiA NiA N/A NA  NA WA NiA NiA NiA N/A
12 NA NiA A NFA N/A NA  NA WA NiA A NIA N/A
13 NA NFA A& NiA N/A NA  NA NIA NiA NiA N/A N/A
14 NA NIA A NFA NIA NA  N/A NIA NiA A NIA NIA
15 NA NiA Ni& NiA N/A NA  N/A NIA NiA NiA NiA N/A
16 NA NFA A NFA N/A NA  NA NIA NiA A A N/A
< >
[Apply]
[Refresh]

Port

Frames Rx EAPOL
Frames Tx EAPOL

Rx Start EAPOL
TxReqld EAPOL /1d
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RxLogOff

EAPOL

Tx Req

EAPOL ( /id

Rx Respld

EAPOL /1d

RXx Resp

EAPOL ( /1d

Rx Invalid

EAPOL

Rx Error

EAPOL

Last Version

EAPOL

Last Source

EAPOL MAC

3.7.7.5 Authenticator Session

Statistics
PAE

Monitoring > Port Access Control > Authenticator Session
Statistics :
Althe Cato essI10 CS -
Port
01 A | Apply | | Refresh |
index{Octets Rx|Octets Tx|Frames Rx|Frames Tx|ID_|AuthenticMethod[Time{Terminate Cause|UserName]
1 NIA N/A NiA N/A NIA NIA NIA - NIA N/A
2 MIA N/A MNIA NIA NIA NIA WA NIA NIA
3 NIA NIA MNiA NIA NIA NIA NIA  NIA NIA
4 NIA NIA MNIA NIA NIA NIA NA  NIA NIA
5 NIA NIA MNIA NIA NIA NIA NA  NIA NIA
i) NIA N/A NiA N/A NIA NIA NIA NIA N/A
7 NIA N/A MNIA N/A NIA NIA MIA MIA MNIA
8 NIA NIA MNiA NIA NIA NIA NA  NIA NIA
9 NIA NIA MNIA NIA NIA NIA NA  NIA NIA
10 NA NIA MIA NIA NIA NIA NA NIA NIA
1 NIA N/A NiA N/A NIA NIA NIA - NIA N/A
12 NA N/A MNIA N/A NIA NIA WA MIA NIA
13 NA NIA MNiA NIA NIA NIA NIA  NIA NIA
14 NA NIA MNIA NIA NIA NIA NA  NIA NIA
15 NA NIA MNIA NIA NIA NIA NA NIA NIA
16 NIA N/A NiA N/A NIA NIA NIA NIA N/A
< >
[Refresh]
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Port
Octets Rx
Octets Tx
Frames Rx
Frames Tx
1D 3 ASCI1
Authentic
Method
(1) Remote Authentic Server -
(2) Local Authentic Server -
Time (
Terminate 8
Cause )
)
€)
4)
®)
(©)
M
3
UserName PAE
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3.7.7.6 Authenticator Diagnostics

0

Monitoring > Port Access Control > Authenticator Diagnostics

Authe cator Diagno CS -
Port
01 ~ | Apply ‘ | Refresh |
e e o o e e e
1 NIA NiA N/A  N/A NiA NiA - NA NiA NIA NIA MN/A NFA NIA /A A
2 NIA NFA NIA  NiA NiA NIA - N/A NiA NIA NIA NIA NIA NAA /A A
3 NIA NiA NiA  N/A N/A NiA - NIA NiA NIA NIA N/A NA A /A NA
4 MNIA NIA NA NIA MNiA N/A N/A NiA NIA NIA NiA MNIA A A NA
5 NIA NiA NIA - N/A N/A NiA - NIA NiA NIA NIA N/A NFA NiA N/A NA
L] NIA MNFA NA  NA NiA NIA - N/A NiA NIA NIA N/A NFA NIA /A A
[ NIA NFA NIA - NIA NiA NFA NIA NiA - NIA NIA NiA MNIA A /A NIA
a NIA NIA N/A  N/A N/A NIA - N/A NiA NIA NIA N/A NA A /A A
L) NIA NiA NA  NA MN/A NIA - NA NiA N/A NIA MN/A NFA A /A A
10 NA NIA NIA  NA NiA NIA - NIA NiA - NIA NIA NIA NIA MAA /A NIA
1 NA NiA NA  N/A N/A NiA - NiA NiA NIA WA MN/A NIA NiA /A NA
12 NIA NIA NA NIA MiA NA N/A NiA NIA NIA NiA MNIA A /A NIA
13 NA NiA NiA  N/A N/A NiA - NIA NiA NIA NIA N/A NA A /A NA
14 NA NFA NA  NA MN/A NIA - N/A NiA - N/A NIA MN/A NFA A /A A
15 NA N/A NIA  NIA NiA MNiA - NIA NiA - NIA NIA NiA NIA A /A NA
16 NA NIA NA  NA NiA NIA - N/A NiA NIA WA MN/A NA MNiA /A NA
w
< >
[Apply]
[Refresh]

Port

Connect Enter
Connect LogOff EAPOL

Auth Enter EAPOL /

Auth Success

Auth Timeout

Auth Fail

Auth Reauth
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Auth Start EAPOL

Auth LogOff EAPOL

Authed Reauth

Authed Start EAPOL
Authed LogOff EAPOL
Responses (

AccessChallenges

OtherReqToSupp EAP ( )

EAP
NonNakRespFromSup EAP EAP-NAK

EAP

Bac Auth Success

Bac Auth Fail
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3.7.8 Peripheral
3.7.8.1 Device Environment

Device Environment APLGM110GTPOE/POE2 APLGM118GTPOE/POE2 APLGM124GTPOE/POE2
FAN
5
FAN APLGM110GTPOE/POE2(FAN1) APLGM118GTPOE/POE2

APLGM124GTPOE/POE2 (FAN1/FAN2/FAN3)

Monitoring > Peripheral > Device Environment

[ Refresh |
ltems Data
System Temperature (Celsius) 32
Fan1 Normal
Fan 2 MNormal
Fan3 Normal
[Refresh]

o (65 ) PoE

APLGM118GTPOE/POE2 APLGM124GTPOE/POE2 FAN
PoE
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3.7.9 Browse ARP Table
ARP ARP
1P [Find] [Show
Static] ARP ARP
[Clear All]

Monitoring > Browse ARP Table :

prowse ARF Table

Show Static Clear All

Total Entries: 4

Interface Mame IP Address WAC Address

System 10.0.0.0 FE-FR-FE-FE-FE-FE Local/Broadcast

System 10.20.90.90 00-40-56-49-EA-T2 Local

System 10.980.90.99 00-50-BA-DA-01-23 Dynamic

System 10.255.255.255 FF-FF-FF-FF-FF-FF Local/Broadcast
[Find]

[Show Static]
[Clear All]

3.7.10 Browse VLAN
VLAN VLAN
VID(VLAN 1D) [Find]

Monitoring > Browse VLAN

vID L 1 Find

VLANM ID: 1

VLAM Name: default
WLAM Type: Static
Advertisement: Enabled

Total Entries: 1

04 05 06 07 08 0g

MNote: T: Tagged Port, U: Untagged Port, F:Forbidden Port,

1937217



3.7.11 IGMP Snooping
3.7.11.1 Browse IGMP Router Port

Web GUl S
D F
VID(VLAN 1D) [Find]
VLAN 1GMP

Monitoring > IGMP Snooping > Browse IGMP Router Port

prowse router Fo

VLAM ID: 1
VLAN Name: default

Total Entries: 1

MNote: 5:5tatic Router Port, D:Dynamic Router Port, F:Forbidden Router Port

3.7.11.2 1GMP Snooping Group
IGMP I1GMP

Monitoring > IGMP Snooping > IGMP Snooping Group

VIF oopRING all|e
@ VLAN Name | |
©) VID List (e.g.: 1,4-6) | |
Group IP Address | |

Wiew All

IGMP Snooping Group Table Total Entries: 0
Member Router Expire

Parts Ports Reports  Up time Time{sec) Filter Mode

VLAM Mame Source Group

VLAN Name VLAN
VID List VLAN
Group IP Address IP
[Find] IGMP
[View All]
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3.7.11.3 IGMP Snooping Host
IGMP

Monitoring > IGMP Snooping > IGMP Snooping Host

VIP Snooping Hos

) YLAN Name ]
O WLAN List (e.g: 1,4-6) |:|

O PortList (e.g.: 1,4-B) I

O Group |:| _

IGMP Snooping Host Table Total Entries: 0
Fort Mo IGMP Host

WLAM 1D Group

IGMP VLAN VLAN
[Find]
3.7.12 MLD Snooping
3.7.12.1 Browse MLD Router Port
IPv6
Web GUI
S D F
VID(VLAN ID) [Find]
VLAN MLD

Monitoring > MLD Snooping > Browse MLD Router Port

prowse VLD Router Po

Find

VLAN 1D: 1
VLAM Mame: default

Total Entries: 1

Mote: S:Static Router Port, D:Dynamic Router Port, F:Forbidden Router Port
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3.7.12.2 MLD Snooping Group
MLD MLD IPv4  IGMP

1PV6 VLAN [Find]
VLAN

Monitoring > MLD Snooping > MLD Snooping Group

© vLannare ]
O VAN Lt 65149 —

View All

MLD Snooping Group Table Total Entries: 0
'\ VLAN Mame Source Group Member Part Filter Mode

VLAN Name VLAN
VID List VLAN 1D
Group IP Address IP
[Find] MLD
[View All]
3.7.13 LLDP

3.7.13.1 LLDP Statistics System

Monitoring > LLDP > LLDP Statistics System

LLDP Statistics
Last Change Time 1344
Mumber of Tahle Insert 1]
MNumber of Table Delete
Mumber of Table Drap
Mumber of Table Ageout

LLDP Statistics Ports

Total T+ Frames

Total Discarded Ry Frames

Rx Errars Frames

Total Ry Frames

Total Discarded Rx TLVs

Total Unrecognized Rx TLYs

Total Aged out Meighbar Information

L
¥
D
oo o
o

cooooooo

Port
[Find]
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3.7.13.2 LLDP Local Port Information
Monitoring > LLDP > LLDP Local Port Information

LI ULl FU L) AL

LLDP Local Port Brief Table

Show Normal

Port Fort ID Subtype Port ID Port Description
1 Local 1M al:ﬁE?jloAn Srstems APLGM110GTSS
2 Local 12 gﬁ'itESPloAns;msm APLGM110GTSS
3 Local 113 al:ﬁ?:l:n wastems APLGM110GTSS
4 Local 114 gﬁ'itgsplgns‘:mems APLGM110GTSS
i Local 15 gﬁﬁ%& Sg'stems APLGM110GTSS
6 Local 118 aﬁ'ﬁtgsgna&nséfsiems APLGM110GTSS
7 Local 17 gﬁﬁ:ﬂ s;stems APLGM110GTSS
8 Local 18 gﬁ'itﬁsplgnsgslem APLGM110GTSS
8 Local 119 al:ﬁﬁ?jl:n Sgstems APLGM110GTSS
10 Local 110 aﬁ'ﬁ?’lgnsﬁems APLGM110GTSS

[Show Normal] :

UF Local FO 0 Aatlo
LLDP Local Port Normal Table

Port | Find || show Brief |

Fort ID Subiype Local

Port ID 1
Port Descripfion APRESIA Systems APLGM110GTSS R1.14 Port 1
Port PVID 1
Management Address Count Show Detail
PFPVID Entries Show Detail
VLAN Entries Show Detail
Protocol ldentity Enfries Count Show Detail
MAC/PHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536
Port
[Find]
[Show Brief]
[Show Detail 1
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3.7.13.3 LLDP Remote Port Information
Monitoring > LLDP > LLDP Remote Port Information

LLDP Remote Port Brief Table

Port o1 » Find ][ Show Mormal ]

Remote Entities Count : 0
i Chassis ID Subtype Chassis D Fort ID Subtype Fort ID Fort Description

Port

[Find]
[Show Normal]

[Show Normal]

LLDP Remote Entity Information Table

Total Entries: 0
Entity Information

3.7.14 MBA Authentication State
Monitoring > MBA Authentication State

PotList(e.g:1510) | ( Find ][ Clear By Port

[ wviewalHosts ][ cClearaAllHosts |

MAC Address State VLAN ID Aging Time / Block Time

Port List
[Find]
[Clear By Port]
MBA [View AIl Hosts]
MBA [Clear All Hosts]
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3.7.15 Web Authentication State
Web

Monitoring > Web Authentication State :

Find |

Potlisteods1m] ]
Clear By Port I

PortListeg. 15100 | M authenticated ™ Authenticating ™ Blocked

View All Hosts Clear All Hosts I

Total Authenticating Hosts: 0

Total Authenticated Hosts: 0
7 0

Al 1D ign WLAM 1D Aging TimeiBlock Time

<<Back Next=z

Note: H: Host-Based, P:Port-Based

Port List
Authenticated
Authenticating
Blocked

[Find]
[Clear By Port]
[View All Hosts]
[Clear All Hosts]

3.7.16 Browse Session Table

Monitoring > Browse Session Table :

DIrowse B # ab

Mame

Live Time From
8 03:31:67.0 Serial Port 1 Anonymaous
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3.7.17 MAC Address Table
MAC MAC

Monitoring > MAC Address Table

VIALC Addre aple

Part 01 A4 [ Find ] [éCIear Dynamic E,ntnesi]
YLAN Marme | | [ Find ] [Clear Dynamic Entries]
MAC Address [00-00-00-00-00-00 |

[ Wiew all Entry ][ Clear all Entry ]

Total Entries :0

YLAM Mame maC Address
1 default 00-40-66-45-5E-T8 CPU Self

Port
VLAN Name VLAN
MAC Address MAC
Find Port/VLAN Name/MAC Address

Clear Dynamic
Entries

View All Entry
Clear All Entry
[Find]

[Clear Dynamic Entries]
[View All Entry]

[Clear All Entry]

200/217



3.7.18 System Log

\J = 00

Date-Time
11 0000-00-00, 02:46:31
10 0000-00-00, 02:45:21
] 0000-00-00, 01:13:34

a8 0000-00-00, 01:038:10
7 0000-00-00, 00:31:10
4 0000-00-00, 00:24:17
5 0000-00-00, 00:14:14
4 0000-00-00, 00:01:02
3 0000-00-00, 00:00:47
2 0000-00-00, 00:00:47
1 0000-00-00, 00:00:44

[Clear log]

Index

Monitoring > System Log

Log Text

Successful login through Consale {(Username: Anonymous)
Logout through Consaole {Username: Anonymous)
Successful login through Consale {(Username: Anonymous)
Logaout through Console (Username: Anonymous)
Successful login through Consale {(Username: Anonymous)
Console session timed out (Username: Ananymaus)
Successful login through Consale {(Username: Anonymous)
Fort 1 link up, 100Mbps FULL duplex

System warm start

System warm start

Successful login through Consale {(Username: Anonymous)

[Next]

Index

Date-Time

Log Text

3.7.19 Self-Test

POE Test

Self-Test

Monitoring > Self-Test

APLGM110GTPOE/POE2 APLGM118GTPOE/POE2 APLGM124GTPOE/POE2

Seli-Test Result

DRAM Test
FLASH Test
SWLSI Test
PHY Test
POE Test

Mo error
Mo error
Mo error
Mo error
Mo error
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3.7.20 PD Monitoring

PD PoE (PD: Powered Device)
PoE
ICMP
IP 1P
1P VLAN PVID
APLGM110GTPOE/POE2 APLGM118GTPOE/POE2 APLGM124GTPOE/POE2 6

3.7.20.1 PD Monitoring Global Settings

PD
Monitoring > PD Monitoring > PD Monitoring Global Settings

= L) WO § L] B RS = L]
global state | Disabled |
period to start (1-10) [3 |
restart poe refry (1-3) [3 |
ICMP
interval (1-60) 5 |
timeout (500-3000) [1000
count (3-10) [3 |

global state Enabled Disabled PD
(Enabled) (Disabled)
period to start PD (1 10 )
restart poe PD
retry a1 3 ) PoE
PoE
interval PD ICMP (1
60 )
timeout PD ICMP
(500 3000 )

count PD ICMP (3 10

)
[Apply]
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3.7.20.2 PD Monitoring Port Settings

PD
restart—poe
PoE
Monitoring > PD Monitoring > PD Monitoring Port Settings
~ L) VIO 0 d FO > 0
From Port To Port Auto-Recovery Time(0-60)
L ot v] [ otv] o |
Port Auto-Recovery Time
1 0
2 0
3 0
4 0
5 0
G 0
7 0
g 0

From Port/To
Port
Auto-Recovery PD PoE
Time 0
PoE Configuration > PoE > PoE
Port Settings PoE
[Apply] [Refresh]
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3.7.20.3 PD Monitoring Port ICMP Settings

PD
PoE restart—poe PoE
notify-only 2
Monitoring > PD Monitoring > PD Monitoring Port ICMP
Settings
=L VIO 0 d FO VIF = Cl
From Port To Port ICMP State PD-IF Type IP address(IPvi address) Action
[ 01 ~] [ 01 ~] [Disabled |[IPv4 ]| | [restartt-poe | | apply |
Delete ICMP PD-IP From Port To Port
| Port icmp state IP address(IPvi address) action
1 Disabled 0.0.0.0 Restart-PoE
2 Disabled 0.0.0.0 Restart-PoE
3 Disabled 0.0.0.0 Restar-FoE
4 Disabled 0.0.0.0 Restar-FoE
5 Disabled 0.0.0.0 Restart-PoE
5] Disabled 0.0.0.0 Restart-PoE
7 Disabled 0.0.0.0 Restart-PoE
] Disabled 0.0.0.0 Restart-PoE

From Port/To Port
ICMP State PD (Enabled)
(Disabled)

PD-IP Type IPv4
IPv6

IP address 1P IPv6

(IPv6 address)
Action

restart-poe PoE
notify-only
PoE

Delete ICMP PD-IP
From Port/To Port [Apply]

[Apply] [Refresh]
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3.8
3
(D [Save Configuration]

(2)[Save Log]
(3)[Save All]

3.8.1 Save Configuration

GUI [ 1 [Save Configuration]
iﬂaﬁiEHHﬂﬂHEHEullllllllllllllillllllllllllllllllllllllllllllllllllllllllllli
Current Status : Completed

Program Firmware :

rite Flash Status

Write Flash Status  100%

3.8.2 Save Log
GUI [ ] [Save Log]

Current Status : Completed

Program Firmware :

rite Flash Status

Write Flash Status  100%

3.8.3 Save All
GUI [ ] [Save All]

i3WEEﬂIIIIIIIIIIII;lllllllllllllllllllllllllllllIIIIIIIIIIIIIIIIIIIIIIII

Current Status : Completed

Program Firmware :

rite Flash Status

Write Flash Status  100%
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CPU utilization (OVERLOADING)

0 save CPU

3.8.4 Show Technical Support
GUl [ 1
Show :

[Show Technical Support]

LW o L LI

~
APLGMIT8GTES Gigabit Ethermet Switch
Technical Information Report

[CPU Utilization B160870ms]
CPU Utilization @
Five Seconds - 4 & One Minute - 2 & Five Minutes - 3 &
[Device Infarmation 6161070ms]
Device Type t APLGM118GTSS Gigabit Ethernet Switch

AC Address : (0-40-BR-BE-4C-D2
IP 4ddress : 10.85.76.210 (Manual )

L& Name t default

ubnet Mazk : 255.0.0.0

ef ault Gateway 0.0.0.0

oot PROM Yersion @ Build 1.00.01

irmware Yerzion @ Build 1.14.00

ardware Verszion @ A

erial number o 170882130003

panning Tree : Dizabled

WRP : Dizabled
IGHP Snooping : Dizabled

02, 1x ! Dizabled

ELMNET : Enabled (TCP 23}

EE : Emabled (TCP 80}

MON : Disabled

3H : Dizabled

S : Dizabled

vzlog Global State: Disabled

ua | Imaze . Supported

W

[Conrect ion_Session Status 6161270ms]

[ [ (TP

EEdEl 2 3 45 > > |6o]

[Show]
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3.9
3.9.1 Configuration File Upload & Download

GUI [ 1
[Configuration File Upload & Download]

onriguration File"'Upload & Download

ServerlP : | | ® 1Pvs
| | © i1pva

Interface MName | |

File : | |

Increment: []

Download ][ Upload
Mote: The Increment option use only for Download Configuration.
[1Pv4] [1Pv6] IP
[Download] [Upload]
0 account

207/217



3.9.2 Upload Log File

[1Pv4] [1Pv6] 1P
[Upload]
GUI [ ] [Upload Log
File] :
L L —
ServerlP : | | ® 1Pvs
| | © i1pva
Interface MName | |
File - | |
(_Upload |
3.9.3 Upload Technical Support
1P
[Upload]
GUI [ 1 [Upload

Technical Support]
Upload Technical Suppo

@' Upload technical support information To TFTP

TETP ServerIP : | |
Drestination File : | |
0 upload cPU CPU utilization (OVERLOADING)
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3.9.4 Reset

GUI [ ] [Reset
System] :
b gensin
® Reset Froceed with system reset except IP address, log, user account and banner.
O Reset Config Switch will be reset to factory defaults.
O Reset System Switch will be reset to factory defaults and reboot.
Reset IP

Reset Config IP

Reset System

0 reset system (1D1/1D2 )

3.9.5 Ping Test

GUI [ ] [Ping Test]

0] =

IPv4 Ping Test :

Enter the IP address ofthe device or station you want to ping, then click Start.

Target IP Address ; 0.0.0.0
Repeat Pinging for: ® Infinite times
O[] g-285times)
Timeout : (1-99 sec)
IPvG Ping Test :

Enter the IP address ofthe device or station you want to ping, then click Start.

Target IP Address ; |

Interface Mame: |:|

Repeat Pinging for: ® Infinite times
O[] c-255times)
Size: (1-6000]
Timeout (1-10 sec)
[infinite times] Ping [infinite times]
1 255 Ping [Start] Ping
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Target IP ping IP
Address
Interface Name 1Pv6
Repeat Pinging | ping 1 255
for
Size IPv6 1 6000 100
Timeout 1Pv4 ping 1
99 1Pv6 ping
1 10
IP ping
[Start] Ping

3.9.6 Download Firmware

2
ID 1 2
ID
ID 1
GUI [ ] [Download
Firmware] :
ServerlP : | | @ 1pvs
| | © i1pva
Interface Mame : | |
File : | |
Image ID: | 1{Boot Upy  »
[1Pv4] [1Pv6] TFTP 1P
TFTP / ID 1(
) 2 [Download]
CPU CPU utilization
(OVERLOADING)
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3.9.7 Reboot System
REPoo siem

Doyouwantto save the settings 2 ®yes O No

Ifyou do not save the settings, all changes made in this session will be lost.

[Yes] NV-RAM
[No]

[Reboot]

o ID

ID

(1) 5
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€H) RS-232C
) source

Target
®3) VLAN ( )
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5.1 LED
AC
PWR  LED
(RJ-45)
LINK/ACT  LED NIC
MDI-X
SFP
CONSOLE LED
5.2
(9600bps) (8bit)
i (1bit) (none) (none) RS ER (ON)
Login
CONSOLE RS-232C
CONSOLE
POWER  LED
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5.3 HTTP

IP
ENABLE
HTTP ENABLE
HTTP
5.4
VLAN
ENABLE
100
100
5.5 VLAN
VID VID VLAN
VID
5.6 SFP
SFP SFP
SFP
SFP
SFP
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5.7 PoE

PD

PoE

Status

Enable

(RJ-45)

5.8
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No.

LAN

1EEE802.
IEEE802.
IEEE802.
1EEE802.
IEEE802.

3 10BASE-T

3u  100BASE-TX

3u  Auto-Negotiation
3z 1000BASE-X

3ab 1000BASE-T

ITU-T

V.24/V.28

RFC1157

RFC1901

RFC1905

RFC1908

RFC2570

RFC2575

Simple Network Management Protocol (SNMP)
Introduction to Community-based SNMPv2

Protocol Operations for Version 2 of the
SimpleNetwork Management Protocol

Coexistence between Version 1 and Version 2 of the
Internet-standard Network Management Framework
Introduction to Version 3 of the Internet-standard
Network Management Framework

View-based Access Control Model (VACM) for the
Simple Network Management Protocol (SNMP)

RFC1213
RFC1493
RFC2819
RFC2021
RFC2863

Internet MIB
Bridge MIB
RMON MIB 4
RMON2 MIB Probe config
itMIB
MIB

RFC793
RFC768
RFC1350
RFC783
RFC791
RFC792
RFC826
RFC854
RFC1769
RFC3164
RFC5321

TCP(Transmission Control Protocol)
UDP(User Datagram Protocol)

THE TFTP PROTOCOL (REVISION 2)

TFTP Client

IP(Internet Protocol)

ICMP(Internet Control Message Protocol)
ARP(Address Resolution Protocol)
TELNET

SNTP(Simple Network Time Protocol)
SYSLOG

SMTP(Simple Mail Transfer Protocol)

RFC951/RFC1541 BootP/DHCP Client

IGMP snooping

RFC1112
RFC2236
RFC3376

IGMPv1 (snooping only)
IGMPv2 (snooping only)
IGMPv3 (awareness only)
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No.

RFC2865
RFC1492

RADIUS (client only)
TACACS+ Authentication For the Management Access

RFC2138/RFC2139 RADIUS Auth. For Management Access

RFC2866
RFC4250
RFC4251
RFC4252
RFC4253
RFC4254
RFC4256

RADIUS Accounting (802.1x only)

The Secure Shell(SSH) Protocol Assigned Numbers
The Secure Shell(SSH) Protocol Architecture

The Secure Shell(SSH) Authentication Protocol
The Secure Shell(SSH) Transport Layer Protocol
The Secure Shell(SSH) Connection Protocol
Generic Message Exchange Authentication for the
Secure Shell Protocol (SSH)

VCCI Class A

IEEEB02.3ad

IEEE802.1Q tag group VLAN,
QoS(IEEE802.1Q priority mapping/queuing)
IEEE802.1D STP/RSTP

IEEEB02.1Q MSTP

IEEE802.3x

IEEE802.1AB LLDP

IEEEB02.3at PoE Plus
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