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FlE] 728 %BEIC LT, a~vr RIA AV F—T=2—ANL IPT RLADORESCHEREZ{T-> T
<TFEEW,

TREDOKICH D & 9 28GR 235 & £ 97

10.000010) 2 B

2 - - [e v
WA=} |
[IHAD- FEs e g3 E)

[ oK | [ #et |

=P =L L NRXRT—RKE AL (T 74V hDO2—% —% ;adpro, /SATU—R:72L), 0K&Z27 U
v 7 LET, GUI Bimmasplx £9,
WIZ Web ~X— R GUI FROEIEFIEIZOW IR L £,
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2.2.2 GUI oEmEREA
GUI OB, FEloRT Lo 3 >ofEKIcSE S TnET,

R

NPRESIN |[PERE2I : ﬂ % H
C== )

Japanese/English

Device Information
Device Type APLGM124GTSS MAC Address 00-40-66-73-93-46

@ securty System Name 1P Address 192.168.0.200 (Manual)
i AcL System Location Mask 255.255.255.0
§# Monttoring System Gontact Gateway 0000

Boot PROM Version 1.00.01 Management VLAN default
Firmware Version 1.15.00 Login Timeout (Minutes) 10 mins
System Time 00 Days 02:57:01 Dual Image Supported

Device Status and Quick Configurations

SNTP Disabled Settings = Enabled  Settings

Spanning Tree Disabled Settings :@ 3 1 Disabled Settings

RMON Disabled Settings ing Disabled Settings
sUZ 1A

CLIPaging Enabled ~Settings Disabled Settings

Syslog Global State Disabled Settings SSH Disabled Settings

ssL Disabled Settings Port Mirror Disabled Settings

GVRP Disabled Settings Web Enabled (TCP 80) Settings
Telnet Enabled (TCP 23) Setiings

ik 1

HEIEk 1 RRTDHTANT—FE T 4 V RUERIRLET, 7407 —T A 2 %N T,
NAN—=Y T 4 RURZ L EZPICEENDIT T 74N T— 5 Fom LET,
HEIR 2 ALy FORBEEFFHCEHFEAT —F AEOBEREREREFZ R LET, £/, REOR
FRn 77y NMEOERMESL Z O TITVET,

HRZh D70y NXRVDT T 7 4y 7R TIL, A v FOART—F ALK — b
e E TR LT,

FEDAPREISA B 2% 7 U » 7925 & APREISA 7 =7 A F~BE L £7,

Bk 3 FEIR 1 CEER LT — 2 B L0 b ) —CHES< AL v FIERE R R LET,

EEEIE
0 BREDtEY L a3 VRIZRA Y FREXTEERL-5EIX. [Save Configuration] (&

—7J > Save Configuration)Zf-I%. a<v > KSA4 442 —2Jxz—X(CL)a~
> K save config TEREZRBFELTT LY,
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3. av Y FOEH
EEEIE

@O o —Lvz7er 110 T ABCRBELTVAREOHF R~ LTHY
£, REBOBEEFo-BEOHERRISWELA.

3.1 Device Information

DY 4 RO, A v T LOFEHEOERBRENGENE T, 2OV s Rulda st
T5 L HEBICERINET, [Device Information] 1T A2, L1227V v 27 LET,
[Device Information]iTiZ. AA v FDMAC 7 RL A (LHHFHHCEI VLY THATERY, £HEHTX
FHA)., 7—FPROMMRX—T g, TJ7—ALUxzT X—=TVg N—KRuxzT7 3=z, BIU,
AA v F FORRHFREICET 2 EOMOFRNFRRINET,

ZOERIT, 77— LU =T OFEFHOBIKIINI B E T, o, BBETEU T, AL v FOMACT
RLAZEELT, iRy NI FTR_AL ZADT RVAT—TNMIANTHZEHAETT, &5
2. ZDOY 42 RUIIEAA v F EOBEEOIRENEZRINDLDOT, BIEO 7B —/ YL AT —X |
TEIZT 7 EATEET,

MBI L o TiE. REV A4V RUIAANR=T 7 ENTWADT, [Device Information] 6 R
BT B ATEET,

| evite U ALl

Device Information

Device Type APLGM124GTSS MAC Address 00-40-66-73-93-46
System Name IP Address 192.168.0.200 (Manual)
System Location Mask 255.255.255.0

System Contact Gateway 0.0.0.0

Boot PROM Version 1.00.01 Management VLAN default

Firmware Version 1.15.00 Login Timeout (Minutes) 10 mins

System Time 00 Days 02:57:01 Dual Image Supported

Device Status and Quick Configurations

SNTP Disabled Settings Jumbo Frame Enabled Seftings
Spanning Tree Disabled Settings MLD Snooping Disabled Settings

RMON Disabled Settings IGMP Snooping Disabled Settings

CLI Paging Enabled Seftings 802.1X Disabled Settings

Syslog Global State Disabled Settings SSH Disabled Settings

SSL Disabled Settings Port Mirror Disabled Settings

GVRP Disabled Settings Web Enabled (TCP 80) Settings
Telnet Enabled (TCP 23) Settings
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3.2 Configuration
3.2.1 System Information

DT 4 RUIZIEMCT RLA, 77 =AU xT N\—=V a2 EOV AT MERPFRINET,
VAT L4 RIESGPT, B E AN LT, BRICADETAS vy T2 ERLET,

WD 4 v R %FRRTHIZIL, Configuration > System Information 227 V v 7 LFEJ:
I —

MAC Address
Firmware Version

00-40-66-73-93-48
1.15.00

System Name [ |

System Location | |
System Contact | |

| Apply

TR AT A— S — OB ERBLET,
/55 A — B

—

System Name

AA v FDVAT 24 NI LET (K 128 LT,

System Location

AA v F O AN LET ek 128 30F9),

System Contact

AL F O L AT LU ET (K 128 X7,

(ApplylZ 27V w7 L CEFEAZEMA L ET,

3.2.2 Serial Port Settings
WD 4 KT, VYT R—FREZEF LET,

/k0)174 N ]\ T FoRT A2, Configuration > Serial Port Settings 7V w27 LE4:

Baud Rate

Auto Logout
Data Bits
Parity Bits
Stop Bits

9600 v
Mever ~

g
Mane
1

Apply

TR T A —F =D it L E 7,

Baud Rate

DT 4—=)VRT, AAvF O TIAR—bDR—L— b EEELET,
9600,/19200/38400/115200bps D 4 DD R—L— "N HIBIRTX F9°,

Auto Logout

AN A E—T 2= ATHERT IR T U MEREZ®RIRLE T, EXLE
TA RAREEARE T 5L, 2—F—Z2HBNICe 77U FLET, REIE 2
53/5 %3/10 53/15 53 /Never 02 BRI L E9, 7 7 4/ MR EIX 10 43T,

Never Z IR L7381, v/ 7 U b LEFA,

[MNﬂ%&UV&LTgﬁ%@%Liﬁo

TEEE

() ST ILAE— FDR—L— FREIL.

BEbLIZEMIZLGZYET,
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3.2.3 [P Address Settings
A—HFy MRETAA v F 2 EETARNIC, v VN A F—T2—ABFHLTIP 7 KL &
EHRELTLESY, ZOU L RUTERELLEIPT RVREERTHZ ENTEET,

WDT 4 Ry &EHRRT AHIZIL, Configuration > IP Address Settings 7 U w7 LE7:

® static ODHeP OpooTp
IF Interface | |
Management VLAMN MName |defau|t |
Interface Admin State |Enab|ed v|
IPv4 Address [10 |[eo [[so |[ao |
Subnet Mask . El El[l
Gateway EI EI EI EI

AAYFDIPT RVA, TRy h~vR7 BELOY, 774V N — U= A7 FL A% FHCH

BTHIZITLLTOFMEIZHE S TS TZE W,

(1) 71 FuO—F&EICH S [Static]z 7 Vv 27 LET,

(2) IPv4 7 RLREV TRy bvAZ B ATJLET,

B ALAN—NLTEY TRy NUSNADOH TRy DB AL v FICT 7 BATIHHEE, F— o=
ADIP 7T RLVAZANLET, f VA=V LEF TRy bID AL v F2EHT AT,
DT 4=V RIETF7HNLET FLA (0.0.0.0) DFEFICLET,

ZA v F ETHERFNZ VLAN Z5%E L TWhZeWngEaid, BB VLAN 412 default 2 L7,
default VLANZIEZ, T XCHOAL v FR— IR ANN—=L L TEHEENET,

RN— FZ2HNZ LT-WEEE1E., Interface Admin State 7 /LA 7 A = =2 —) 5 [Enable] 27838 L
7

DHCP 7'm b /L E 721X BOOTP 7' 2 ha v L TAAL v FIZIP T RV A, TRy hv A7
TNV NT =R U AT FUAZED YK THIZIX, [DHCP] & 721X [BOOTP] # H&R L £ 9,
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PR T A —Z — O it L E T,

Static

AAL v FDIPVAT RLA, 73Ry h~RAJ, TT7H/NV M= U= %A
HLET, 2607 40— RiciE, XX X.X OB TADLET, X 1T%
I 0~255 DT T (10 EET/RLET),

DHCP

A v FDOEREAND L. AL vF L DHCP 71— R ¥ A MR A I%X(E
LEJ, DHCP v ha /LT, IPT RV A, Xy NI—I <R T 74V 1
=7 xA%ZDHCP Y —_"—Z L VFIV S THENTEET, ZOF TV
2 VIRET D L, X4’ yFIE, T AN MRE, 00T, FANCASLE
REZENT A0, Z O WATRIES 5 DHCP h— —Z R L E T,

BOOTP

AA v FDE ﬁ%ﬂnék AA »FILBOOTP 7' — K& ¥ A MEREZIEE
L%4, BOOTP 7’2 ha LT, IPT KL A, Xy "NU—I AT T7F)b
N7 — KDz A % BOOTP H— N— |2k TEIDHECHZEMNTEET, 2D
FTa NITRETDH L, x4/%i T 74V MRE. £, AT AT
L 7osE 24 2 A DOIEH A 235 BOOTP r— "—% MR L F
D

IP Interface

IP A VX —7T =2 — A4 T, ARIEETIL Systen EEIZ/R Y £97,

Admin State

Management BELRT — g ) TCP/IP(UTTP F721% Telnet #8H) Z#fiH L CTAA v T %

VLAN Name B CTXHVIAWNAEZ AN LET, T 74/ B TVLANA [default] 23E%E S
N, TXTOR—-MIBLTVET,

Interface A% (Enabled) & 4 Disabled) #8)V #x F£4, IPT7 KL AZRET 5%

A1Z. A%) (Enabled) ICHRE L £,

IPv4 Address

AL FDOIPVAT RLAZHRELET,

Subnet Mask

AA T RHDHT T Fy NOIREZEDHE Y h~A7TH, X XXXDOFE
K TANLET, XITFNFN 0~255 DFFTT (10 #EHTRLETD), 7
TAANX Y FU—7 DOffEIX255.0.0.0, 77 ABXxy FU—7 OffEI
255.255.0.0, Z 7 ACDOF > hT—27 OfEIL 255.255.255.0 TT, B AHK
LY TRy M~ A7 L ARETT,

Gateway

EELT RUARBHIEDOY 7 3%y NOFEFIMNCH D37 v b a8 IR ET
LHEPRDD IP T RUATY, M., ZIULIP Y — oA & L THERET
HNV—H—FFIHRA DT RLATY,

[ApplylZ 27V v 7 LCEHAZEALET,
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3.2.4 [Pv6 Interface Settings
ALy FOBHED IPv6 A ¥ —T = —AHREERRNLET,

DT 4 v R ZFERTHI21E, Configuration > IPv6 Interface Settings #7 VU v 7 L¥9:

“IPveinterrace Seffings ————————————————————————————————

Interface Mame

WLAN Mame
Admin. State
IPvE Address

Automatic Link Local Address

ME Retransmit Time (0-4284967295)

Systemn

| Apply
Disabled v
L ms (_feely ]

IPvE Address

IPv6 A v X —T7 =2—ABHRETHITIE, IPv6 7T RLAZ AN LT, [ApplylZE 2 Vw7 LET,
LW M= 4 RUDTEICH DT — T IR REINET,

TR T A —Z =D il L E T,

Interface Name

IPV64’/? Tz — ALNFRINET, ARIEE T System [HEIZ72 0 F
‘a—‘o

VLAN Name

IPv6 f X —T=2—ADVLAINLEFERLET,

Admin. State

BUEDFHERELF R LT,

IPv6 Address

IPv6 7 RLA/H TRy h~A7 DX TAD LET,

Automatic Link
Local Address

%% (Enabled) & #%) (Disabled) # 8]V # 2 £9°, H%h (Enabled) (2T 5
L. Xy FU—T T FLARERONES Y — AR 2 WIS B £9,

NS Retransmit Time
(0-4294967295)

0~4294967295 O DOEZEZ AT LET, ZHUII UBBAORA NN—Y T
T—yaOPIEFIA—TT, T 74/ L0 TI,

[ApplylZ 27V v 7 LCEFAZEALET,
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3.2.5 IPv6 Route Settings
AA v FDIPV6 — hT—T NV EHRELET,

WD 4 R AR T 521, Configuration > IPv6 Route Settings #27 U v LE:

Vo ROLITe - L

IPviG Default Gateway
IP Interface Default Gateway Metric (1-65535)

Systemn | | Create ] [ Delete

Total Entries: 0
Frefix Mext Hop IP Infterface Protocol Metric:

FRUCANT A—=Z =D it L E 3,

IP Interface IPv6 AV H—T =2 —ANERINFE T, AIEE Tl System EEIZR YD £97,
Default Gateway | 7 74/ M7 —bhUxA 72D IPv6 7 KL AZATILET,
Metric 1~65535 OFIPHTA MY v 7 EEZ AT LET,

[Create]ZZ Vw795, HLWIPVG L— "R 4 v R FEHOT—7 VCFERENET,
[Delete]l 27V w745 E . x50 IPv6 L— FHIBR S E T,
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3.2.6 IPv6 Neighbor Settings
AA v F D IPV6 ZA N—%FELET, AA v FICBIERE I TWND IPV6 RAN—=0R7 ¢ U K
T RERDT — T NIRRT INE T,

KD 4 v Ry E2FKRTAHI21%, Configuration > IPv6 Neighbor Settings 27 U v 7 LE4:

Fvo Neldnipo - L

Interface Name
Meighbor IPvE Address
Link Layer MAC Address

Interface Mame :

State :

Total Entries: 0

v | Find ][ Clear

Link Layer Address Interface

FANR=IPv6 7 FL A, BIO, Vo7 LA Y—MCT RLAZAAL, [Add]ZE27 YV w7 LET,

IPv6 XA N—=FT =T N —ZHmBRT AT, FTET 588 (All/Address/Static/Dynamic)
ZZDOU 4 RyOhRCHH s g TRIRL T, WIC[Find] 22 ) v 7 Lia“

T4 RUDTEHIZH LT =T NMIRRINDLTXTOZ N —ZHIRT 5120, [Clear]Z 7 Y

v 7 LET,

FRUCANT A—=F =D it L E T,

Interface Name

IPv6 A X —T 2 —ALNRERINFE T, AREETIL Systen [HEIZ/2Y F
‘g‘o

Neighbor IPv6
Address

FAN=IPv6 7 KL AZ A LET,

Link Layer MAC
Address

MAC 7 RL2Z AN LET,

State

TINE TG A= a—0b . All/Address/Static/Dynamic Z 384K U £ 4,

(Add]Z 7V w7 LTH LW A 3—=IPv6 7 FL- A L Link Layer MAC Address Z 1B L E9°,
[Find]Z 27V v 7 L CTANENTEBTHRELET,
[Clear]Z 7 Vw7 LTATIESNTWAT—X ZHIFREL £7,
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3.2.7 Port Configuration
3.2.7.1 Port Settings

N FOHEM/ ), AC—R/Ta7 by A Tu—ifilfl, 7T FVRAEE A7 47T OfER X
ONMDIX 72 E DR — M EEITWVET,

DT 4 v R ZF T 5HI21E, Configuration > Port Configuration > Port Settings #7 U v

7 LET:
“Posewhge e

From Port  ToPort State Speed/Duplex Flow Control Address Learning  Medium Type MDIX
e 01)= | Enabled = [ auto |+|  Disabled = | Enabled || Copper | = | Iz | Apply |
Refresh
Fort State Speed/Duplex Flow Control Connection Address Learning MDEX | =l
01 Enabled Auto Disahled 100MFullMone Enabled Auto
0z Enabled Autg Disahled Link Down Enabled Auto
03 Enabled Autg Disahled Link Down Enabled Auto
04 Enabled Auto Disabled Link Down Enabled Auto
05 Enabled Auto Disahled Link Down Enabled Auta
08 Enabled Auta Disabled Link Down Enabled Auta
07 Enabled Auto Disabled Link Down Enabled Auto
08 Enabled Autg Disahled Link Down Enabled Auto
09 Enabled Autg Disahled Link Down Enabled Auto
10 Enabled Autg Disahled Link Down Enabled Auto
1 Enabled Autg Disahled Link Down Enabled Auto
12 Enabled Auto Disabled Link Down Enabled Auto
13 Enabled Auto Disahled Link Down Enabled Auta =
14 Enabled Auta Disabled Link Down Enabled Auta
13 Enabled Autg Disahled Link Down Enabled Auto
16 Enabled Autg Disahled Link Down Enabled Auto
17 Enabled Autg Disahled Link Down Enabled Auto
18 Enabled Autg Disahled Link Down Enabled Auto
19 Enabled Auto Disabled Link Down Enabled Auto
20 Enabled Auto Disahled Link Down Enabled Auta
21(C) Enabled Auto Dizabled Link Daown Enabled Auto
21(F) Disabled Autg Disahled Link Down Enabled
22 (C) Enabled Auto Disabled Link Down Enabled Auto
22 (F) Disabled Auto Disabled Link Down Enabled
23(C) Enabled Auto Disabled Link Down Enabled Auto | .
23 (F) Disabled Auto Disabled Link Down Enabled
24 (C) Enabled Auto Disabled Link Down Enabled Auto LI

AL v FR—=FEBRETDITUT, R— TNV F T A =a—nb R— bEIIA— M 28R
LET,

FEFE

():m$“ t®ﬁ1 — REA— PRI I—La v ELRERICADE T
. —RTlt. BEEELCL-ERLVE-ET— FEAahE2RENS
Uiioﬂﬁf—ﬁbﬁut‘Uzbﬁiénﬁu%ébu>7ﬁﬁbfﬁli
—EOEEEELBBARHYET,
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PR T A —Z — O it L E T,

From Port/To Port

AN— MPH AR L £ 9,

State

ZOT7 4=V REEYVEZ T, EYTOR— FELIIR—- N L—T%F
%) (Enabled) F 721325 (Disabled) (2 L £ 97,

Speed/Duplex

AE—=R/TaF by I A7 40—V REYVEZ T, R—bOHEELLE
/HTHAEABIRLUET, Auto iiEIX, R— BRI TWD T /3, AN
SLBR R RE 7o i RO R E & HENICREE SN E T, Tt va kL
T, 10M half, 10M full, 100M half, 100M full, 1000M full master,
1000M full slave I} X TN 1000M full BAH Y £,

AA wFTIE, 2HEHADF Ty MMEfHE (1000M full master 35 KUY 1000M
full slave) #EXE L ET, FHE v MEFIL, R — MEEHRE L 138
720 AT EBHROSHIE LET,

1000M full master /XT A —#&—& 1000M full slave /XT A —H—|%, A
AT HR—=FEXHE Y "EOT A 2% UTP ##5i 7 DBSICER L &
I, v AZ—i%E (1000M full master)|d, W— b3, ., HEE, YL
A Y —OFFHICE#ET XY XU T 4 —%FT XA XTEXHLHICLE
T, Flo, TAX—REIL, 2 2O INTHEL A T—Dv AKX —L
AL —7DORREEDET, ZOKRIT 2 SOYEL A Y —DOHX A 2
VTR ML DT DI BT, XA I VTR, v A X —E L
AY—ETr—HVY—RZLVEEINET, AL —TE(1000M full
slave) I, W=7 XA IV T EMEHLES, V=T FA I T TlE, #A
VTR AF—DOZE LT =X AN —AnLRELET, 1 OO
Bt 1000M full master HICERET 25615, #kto b 9 — 713 1000M
full slave IR E L E T, ZNLSOMAEDOE TIL, A— MIY 7
A RREE 720 £,

Flow Control

SEIERAR— MERTHENT 27 —HIIA X —2 2R LET, 2
IR L7z — ME 802. 3x 7 —Hilfllz M H L E3, P _EA— ME
Ny Ty vy —7n—flillzEHLET, ABR—MIZDO 5D
Lo HEEIR L 4, 7 7 4/L NI TY,

Address Learning

BT DHE, BFEEMCT RLRALREITLMAC T RLVANRT U —F 4
VT —TMCHBIIC - ERRENE T, T 7 A FRERED T,

Medium Type

aVRR— N THEHTDIAT o THEEZEIR L E7, SFP 2HT 285481
[Fiber] Z 8% L. 1000BASE-T "K— T fH9 535613 [Copper] IZFRE L F
‘a—o

MDIX

MDIX R El%. lauto (H#)) J. normal (MDI-X)J. lcross (MDI) | 7>5 38R
LE7, normal (MDI-X)| ICEXEL7=HAE . AL — hr—7 V% HH
L CPCOMDD) IZHERET D Z E M ATHETT, Teross (MDI) J IR E L725%E
A RL— R r—7 a2 FER LD A A~ F MDI-X) Ik 5 2 & 23 A fE
T,

(ApplylZ 27 Vw7 LCEHZwEMA LET,
[Refresh]Z 7 VU v 7 L CHIEICEREIND U A NEHHFLET,
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3.2.7.2 Port Description Settings
FER—MIaA L "eEHLET,

WD 4 Ry xR RTHIZIE, Configuration > Port Configuration > Port Description
Settings #7 Vv 7 LE7:

@ e ali[e] =} C
From Port To Port Medium Type Description
a1 - a1 - Copper - Apply

Port Description |
01
0z
03
04
05
05
07
08
09 =
10
11
12
13
14
15
16
17
18 M
18
20

21(C)

21(F) ﬂ

R—= R INE T A= a—nDR— MEEAR— MEHAZ R L £,

IRAR— N THEHT D AT 7 O % Medium Type 7> IR L F 9, SFP AR— I [Fiber] IZ7%
7E L. 1000BASE-T A"— ME[Copper IZFXE L E T, T RAR— FOFKERIEIZIAA v FHR— hES
Zn vy MIERSNET (CIERI45 R—FE2RLET, FIER—F2RLET),

TR NT A—Z —OF A Z il L7,

NG R — K —

From Port/To Port | An— F#iHZ IR L F 9,

Medium Type AURR— N CHERT AT 4 7 OMEAZRINLE T, SFPEAT 581
[Fiber] Z g% @& L. 1000BASE-T AR"— k & LT % 35H 1% [Copper | IZE% &
LET,

Description A— FOFAZFIEH L £,

[ApplylZ 27V v 7 LCEFAZEALET,
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3.2.7.3 Port Error Disabled
L—T e U v 7 Uk EE 7 E OB O 72 O I EEBRIRIEN N I o - R — MR T A RN FR
RENET,

WD 4 v RUEFERRTHIZIL, Configuration > Port Configuration > Port Error Disabled %
70w LET:

Port | Port State Connection Status Reason |

TN T A—=Z —OFH A Z il L7,

Port T 7 —CHZNZ e oo R — MR RRINET,

Port State AN— N OBUEDOFEITIRE (AR E 73S NER RS NET,

Connection N—=brDOT v 7V 7 IREERETITER) HNFERINET,

Status

Reason R— IR T —TCEG RS> TZHHANERINET OL—TD54ER L),

29/217



3.2.7.4 Port Media Type
R DAT 4T XA T TR LET,

TDOT 4 v RUEFRRTHIZIX, Configuration > Port Configuration > Port Media Type &2 VU

v 7 LET:
(PO TP TTTTTTTTTTTTTTTTTTT——

Port Type

01 100BASE-TX
02 1000BASE-T
03 1000BASE-T
04 1000BASE-T
05 1000BASE-T
08 1000BASE-T
o7 1000BASE-T
08 1000BASE-T
09 1000BASE-T
10 1000BASE-T
11 1000BASE-T
12 1000BASE-T
13 1000BASE-T
14 1000BASE-T
15 1000BASE-T
16 1000BASE-T
17 1000BASE-T
18 1000BASE-T
19 1000BASE-T
20 1000BASE-T
21 1000BASET
22 1000BASE-T
23 1000BASE-T
24 1000BASET

TR T A—Z =D it L E 7,

Port R—FDOFZNERINET,
Type R—=RNDAT 4 T HATHRIRRINET,
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3.2.7.5 Port Green Mode Settings
KR — NOEBEBIKEDORELZRRLET,

WD 4 Ry &EHRRT AHIZIL, Configuration > Port Configuration > Port Green Mode
Settings #27 Vv 7 LEJ:

= viode .
From Port To Port Siate
01 - 01 - Enabled ~
Fort State Operation State
01 Enable Power Down
02 Enable Power Down
03 Enable Power Down
04 Enable Power Down
05 Enable Power Down
06 Enable Power Down
o7 Enable Power Down
08 Enable Power Down
09 Enable Power Down
10 Enable Power Down
1" Enable Power Down
12 Enable Power Down
13 Enable Power Down
14 Enable Power Down
15 Enable Power Down
16 Enable Power Down
17 Enable Power Down
18 Enable Power Down
19 Enable Power Down
20 Enable Power Down
21 Enable Power Down
22 Enable Power Down
23 Enable Power Down
24 Enable Power Down

From Port/To Port A— M ZER U E T,

State IR L7z — b E72i3R— b T, ZofEZ2 A2/ Bz LET,
T 7 I NEREITAENTT,

[Applyl %27V w7 L CEREZBHLET,

[Refresh]# 7 V v 7 LCTHEICRRIND Y A MEEHLET,
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3.2.8 Static ARP Settings
ARP %, TCP/IP % v hU—2Z1ZBWT, IP 7 KL AMNSH A —H % b (Ethernet) LAN D MAC 7 K
I/X%ﬂ%&béf: WZfEbnSEE7 e 2L T, ?EE@?:/\V(XO) ARP fE AR, EFR, £H,
HiRd bzt NTEEd, Fo, HARPOT U MY =X IP 7 RL AL MACT RLAZHEELE
7

DT 4 v R ZFRT5HI21E, Configuration > Static ARP Settings %7V w7 LE9,
_

Global Settings

ARP Aging Time (0-65535) 20 |min
Add Static ARP Entry

Total Entries: 3

IP Address MAC Address

Systerm 10.0.0.0 FF-FF-FF-FF-FF-FF LocaliBroadeast Edit Delete
Systern 10.0.0.1 00-40-66-45-5E-78 Lacal [ Edit  J[ Celete |
Systern 10.0.0.255 FF-FF-FF-FF-FF-FF LocalBroadeast [ Edit || Delete |

PR T A —F —OFi il L E T,

ARP Aging Time | 7 & T A EINIRUVRAE T A A v F D ARP T — 7 /U HHERF T & 2 g KIRERE & 4y

(0-65535) AL CRELET, 0~65535 OHIHTRETHIENTEET, 7741
NRREIE 20 43T,

IP Address ARP=> U —D IP 7 KL ATT,

MAC Address ARP = kU —®DMAC 7 KL AT,

(ApplylZ 27V w7 LCEFEAZEMA L ET,

R ARP =2 R U —D IP 7 KL AL MACT RL A& AJILT=t%, [ApplylZE 2 U w7 LTH LWL
MU —ZMEALET, BHHUARP REETXTHET DL, [Delete Al11Z 7 VU v 7 LEd, MY
ARP = R U — %DTE@“%.G X, 77 VANOMIET B [Edit]Z 7 Uy 27 LET, EHRJARP = Y
—ZHIBRT 2L, T—7 VA0S T 5 [Delete] 27 Y v 7 LET,
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3.2.9 User Accounts
T4 RURERLTC, a—Y =TI v FoflfE. FrLna——ofEsk,. BEEO 2 —%—
T NDORRETVET,

WD 4 Ry &ERRT HIZIL, Configuration > User Accounts 7 U w7 LE7:

"USEFACEOURTS =—
Add User Accounts

Access Right Admin - Confirm Passwaord |:| Apply

Hote: Password/User Mame should be less than 15 characters.

Total Entries : 0

Access Right Old Password Mew Password Confirm Password

TR NT A —Z —DOF A Z ik L7,

User Name Z—WF—DLEITT, 16 XFFETCOFRKT LTI EANN LET, 7T b
1L 8 FE CTIERR T 52 L TEET,
Password FLlna—F—D /AT — &2 AN LFET EK 15 XF),

Access Right a— MR, BHEL2—F—D 25D LN H ) 4, ST
RSB D 2—F =Ml T HHAECRINT., =2 —V—ERDOH 52 —H—

ERCTERWZ E03H Y £97,
Confirm LW 2RT— &2 5 —FEANLET,

Password
Applyl %27 U v 7 LCER R LET, BEOz—F—& B0 E - ZHRT 51015, 24755
2—HF—D[Edit]Z7 Vv 7 LET,

BHEHEF] & 2 — 5 — A
DB T AT MO, BEE L 22 SONRA S ET.  BEEHRO D 2 —F— 1
T % HHECBIT, 2 —F—HERO = — P — ZHATE 20 2 2 0 £,

ROFRITEBEMER & 2 — P —HEROBE T,

Gogit (agiE s o

B IE HY 2L

T NU— 7 B HY e 5
A3 a=T4—ENT VT RT—2 g HY weA Y 5
Tr—LUxT EHERT 7 A NVOFER HY 2L

VAT LA—=T 4 VT 4 — HY 2L
THHM R E~D U £ b HY 7L
a—YP—Th v NEH

=T H 7 OB/ /IR HY 7L

2= =TI NDOERR HY 7L
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3.2.10 System Log Configuration
3.2.10.1 System Log Settings
DT 4 RUTYRAT LA TREDHY/ B, MO AT La J{RFE— NEHEELET,

WD 4 R RRT AHIZIE, Configuration > System Log Configuration > System Log

Settings 7 U v 7/ LF¥ET:

UL L

Systemlog () Disabled (O Enahled

System Log Save Mode Settings

[ mnasssss

TR T A—F —OFi it L E 7,

System Log

TUFRL T, VAT La THEREE A %) (Enabled) £ 7213 %) (Disabled) (2
LET,

System Log Save
Mode Settings

TNE T A==, vl F)—D ) B —FEa®IR L £,
On Demand/Time Interval/Log Trigger 7> HiEIR L F 9,

min (1-65535)

EFC Mode C Time Interval ZiBIR L7286, v/ =2 M) —%21EkT 5729
DOIFEEEZ DB CATILET,

[ApplylZ 27V v 7 LCEFAZEALET,

3.2.10.2 System Log Server
AL v FIiE, VAT L TP —RN—2FH L TRRK4DETOEEFLET—"—IZv AT v T Ay
t—UEREETEET,

WDT 4 R &ERRT HIZIL, Configuration > System Log Configuration > System Log Server

7 Uy LET:

s

Add System Log Server
Server D

Server [P Address

UDP Port {514 or B000-65535)

System Log Server List

Server IP Address UDP Port
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PR T A —Z — O it L E T,

Server 1D /7\7‘Am7"j‘~/\—*’“;54’ T w7 A(1-4) TY,
Severity TNE G A ma—nb, ERETHIAE—VOL L ERINTX ET,
Warning/Information/All 2> 34K L E 4,
Warning — HHHRA vy =2 U E— FRX MIFETLHAICHEL
£7
Informational — [EFHMAYR A v =T % U E— FHR A MIEETLIHAIZ
BELET,
All = AL v FIZAERSNDBUEY R — K LT3 Syslog A v E—V DT
XTCHEIVE—FFAMIEEFELETS,
Server IP VAT T —N"—=D P T FLATT,
Address
Facility AR =T 4 VT VAT AOT—E L BIOMBEIC L ->TiE, 77 0T+

—ERE VB TOHENTNWDLZERHY 3, 77 U7 4 —BHRIZEND
YTHATWRWERLT —E 1T, 7 v—R R 772 0T 4 —Dn
T, FhE, ‘a—H—1LL T T o —EHATEXET, HY
BVToHNET7 7 VT 4= FRO L IIZERENET, AL v FBBFER A
LTCWb 77 U7 ¢ —ffiX, 16~23 TT,

Bl 7y )T 4—a—R

16 a—Hh)UfEH 0 (local0)
17 o—# VR 1 (locall)
18 o—A VR 2 (local2)
19 a—Hh)UfEH 3 (local3d)
20 o— B VEER 4 (locald)
21 o —7 VR 5 (localb)
22 a—h)UfEH 6 (local6)
23 a—HhUfEH 7 (local?)

UDP Port (514
or 6000—-65535)

VAT AT A=V ERMETHERICHEAT S UDP A— NEEEATILE
4, T 74/ ML 514 T,

Status

VAT Au T —— DO EZ A% (Enabled) F 721382 (Disabled) (2
7,

(ApplylZ#27 Vv 7 LCEE @A LET,
[Bdit]Z 27V v 7 L Cx h)—Z2FHHFELET,
[Delete]Z#27 Vw7 LTy M) —ZHIBRLET,
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3.2.11 DHGP Snooping
3.2.11.1DHCP Snooping Settings
Z DY 4 R TDHCP Snooping #ERED 7 v — NLVEREATEE L £ 77,

WD 4 Ry &HRRT HIZIE, Configuration > DHCP Snooping > DHCP Snooping Settings % 7

Uy LET:
DACE 00pINg Sett
DHCP Snooping State Disabled v
ARP Inspection Enabled v
IPv4 Inspection Enabled v
Force Deny Mode Disabled v
Current Mode Permit
Timer (0, 30-604800) 1800 sec
Remaining Time -
DHCP Snooping Option 82 state Disabled N

TR NT A—Z —DF A Z i L E7,

DHCP Snooping State

TINETT A =a—6, DHCP Snooping HERED 7 v — )L ERE & B %)
(Enabled) & 72 1% M%) (Disabled) (Z L £ 7,

ARP Inspection

£%h (Enabled) D334 . ARP 2347 > h 723 DHCP Snooping DA GTERIZ 72
D EJ, ML) (Disabled) DYGHIE, BAEXGIZRYD FHA,

IPv4 Inspection

A% (Enabled) D¥F4E . IPv4 734~ K~ 23 DHCP Snooping DA XTERIT 72
0 E9, 4 (Disabled) DHEIL, MARRIZ/ZD FHA,

Force Deny Mode

Current Mode

Force Deny Mode % #£%f (Disabled) {29 % & . DHCP Snooping ¥&HEIL
PERMIT =— R & L CEMWEL ., RIED Timer (2D DRI A2 8T
DENY &— RICEI Y D25 ETOM, N7y hOREIZLD 7 414 Y
V7 EATOER A, DENY EE— RClX, DHCP Snooping OffRIZESL 7
ANE Y T EFERL, BEINTWRWIPT RLARKEELTHD
Ry hE7a w7 LET, Force Deny Mode 23 %) (Enabled) D5
A, BEBHIZDENY =— F& LTEEL £,

Current Mode TiX, BIEDE— K (Permit/Deny) &K L E7,

Timer (0, 30-
604800)

Remaining Time

Force Deny Mode 2N DIGAEITHH SN 5 UK Z A ~— Z R L T
FELET, 0 DBEE. DENY — FIZBITLER A,

Remaining Time [%., PERMIT “E— K7/>& DENY &— R~BIT9 5 F TOH%
VIR Z R~ LET,

DHCP Snooping
Option 82 state

%) (Enabled) ®H24 . DHCP Snooping T Option 82 OfF#HAEBML £
T, %) (Disabled) D¥FE . Option 82 DIFWMZEML EHA,

[ApplylZ 27V v 7 LCEHAZEALET,
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3.2.11.2 DHCP Snooping Ports Settings
ZPD7 42 R TDHCP Snooping HEREZBIESH 5 — b, RON4 VIAN Z#f5E L £,

WD 4 RU&EHRRT AHIZIE, Configuration > DHCP Snooping > DHCP Snooping Ports
Settings 7 U v 7 LE7:
W_
From Port To Port State ® VLAN Name ) VID List (e.g.:2-5)

L 01 v|[ 01 v[Enabled V|| I | ] AllVLANS

I Port

I State
Disabled
Disabled
Disabled

| | Enabled VLANs
|

|

|

| Disabled
|

|

|

|

|

|

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

e (= | | (R =

-
=

TN T A—Z —OF A Z il L7,

From Port/To Port RETHAR— MHZ IR L £7°,

State A% (Enabled) DA, %57 — KT DHCP Snooping #EAENENE L £
9, % (Disabled) DA, DHCP Snooping HERENSEIE L 4 A

VLAN Name/VID List/ | DHCP Snooping Z@ifF St % VLAN Z VLAN £ & L <L VID U X h CHiE
A1l VLANs LET, 2TOVLAN 2R RIZT 2551 ALL VLANs OF = v 7V Ry 7
ANZTF =y LET,

[ApplylZ 27 V) v 7 LCEREZBEHLET,
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3.2.11. 3DHCP Snooping Entry Settings
ZD7 4> R TDCHP Snooping DX A F I v/ b —%2FRLET, £/, BEIni-=
) —%2 2707 —35HZEHTEET,

WD 4 R %FRRTHITIL, Configuration > DHCP Snooping > DHCP Snooping Entry
Settings 7 Vw7 LEJ:

ACF DOpINg V e 0

From Port To Port (® VLAN Name O VID List (e.g.:2-5)

[0 V[ ot v | | [ Al VLANS
Total Entries: 2

Port MAC Address VID IP Address

7 00-40-66-AA-AA-AA 1 192.168.0.10 Delete

7 00-40-66-BB-EB-BB 1 192.168.0.100 Delete

PR T A —F =D it L E T,

From Port/To Port T M) =% 7 V7 =3 L5850 R— M2 ER L 7,
VLAN Name/VID List/ | 7 U7 —34 5% VLAN Z VLAN4 & L<IZVID U 2 F CTHEL £,
A1l VLANs 4T O VLAN R RIT 2855815 ALl VLANs OF = v 7 Ry 7 ZZF =
v 7 LET,

[Clear]Z 27 Vv o §bL, MRl N)—%2 2707 —LFET, FFEDMCT RLAZZ Y
T—3 56, T—7/VNOMILT D [Deletel 7 U w7 LET,

3.2.11. 4 DHCP Snooping Static Entry Settings
ZDW 4 R TDCHP Snooping DAXZT 4 v 7o U —%{ERRLET,

WD 4 R %R RTHITIL, Configuration > DHCP Snooping > DHCP Snooping Static Entry
Settings #7 U v 7 LE7:

DACE ooping dall V' oE 0

MAC Address IP address Port @ VLAN Name  JVLAN ID(1-4094)

| | Lor Vil | |
Total Entries: 2

Port MAC Address VID  IP Address
8 00-40-66-AA-AA-AA 1 192.165.0.10 Delete
9 00-40-66-BB-BB-BB 1 192.166.0.100 Delete

PR T A —F —OFi it L E 7,

MAC Address DCHP Snooping AZ 7 4 v 7 = U —DOMCT KL A AN LET,
IP Address DCHP Snooping AX T 4 v 7 = hU—DIP 7 KL AZATILET,
VLAN Name/VLAN @3 % VLAN 2 VLAN 44 % U< IX VLAN ID THREL £7,

1D (1-4094)

[Create] #7 Vv 7 LTEREZBEHLET, /-, 1EREO= N —ZHIBRT25E61F, 7—7
JLNOFEIET 5D [Delete] Z27 VU v 7 LET,
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3.2.12 MAGC Address Aging Time
ZDT—TNT, FEHLE MC 7 RLVARE T 3 U—T 4 7T —T RFFT D 2 3% E L F
T, =— T Z I 10~1, 000, 000 P OFPH TR E L £ T, 7 7 4 /L FEXEIT 300 B T9,

IRDT 4 v RUxFRTHIZ1E, Configuration > MAC Address Aging Time Z#27 U v 7 L£9:

MAC Address Ading Time (10-1000000) |300 |sec

Apply

PRI T A—Z —DFA 2l L7,

MAC Address MAC address aging time ZFXE L £9, fEIX 10 25 1,000,000 FOFIFH T
Aging Time BELET, T 74V MaL 300 T4,
(ApplylZ 27V w7 LCEHZEMA LET,

FEEE

0 FDB 2B EMt=T > h)—AH ) F— SN BERIL. <ANE +2~<AH{E-
FCOBMEAHY ET,

3.2.13 Web Settings

ZDY 4 KT Web _X—2Z GUIL ODFLEN/ TN OKR— MEBOBREEITWVET, WREIC L
Ba. HITP R TO VAT AR EEITH) Z N TE LD £9, Web X—A GUI OF 7 /b hak &
1%, BT, TCP R— FE513 80 T,

DT 4y R T 78 AT 521, Configuration > Web Settings #27 U v 7 LE7:

=le

WEB State ' Digabled @ Enabled

Port (1-65535)

TR T A —Z =D it L E 3,

WEB State Web ~<X— 2 GUI D4 %) (Enabled) & 72 (3 M%) (Disabled) Za%E L 7,

Port Web THEHT AR — FEELRELET, HIL 15 65535 OFiH THIE L £
I, 7 7 A /V MEIX 80 T,

[Applyl %27V v 7 LCEFZ#mHA L E7,
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3.2.14 Telnet Settings
Telnet (2K D AA v F~OEEGAIENOIR— " ESERELET, T 74/ bR EIL, Telnet #

WA T TCP AA— &= 1% 23 T,

WD 4 RZT 72 A3 5I121%, Configuration > Telnet Settings 27 U v LF 7

Telnet State @ Enabled _ Disabled

(]
w

Port (1-65535)

Apply

TR T A—F —OFi it L E 3,

Telnet State Telnet % E DA %N (Enabled) F 721X H%h (Disabled) Z7%E L 9,

Port Telnet TEHT AR — FEBZRE L ET, fHIEX 125 65535 OHFPH CHE
LEY, 774V MiIZ23 TT,

[ApplylZ 27 Vw7 LCEEZEAHLET,

3.2.15 CLI Paging Settings
CLI A v Z—T =2 —RAIZBWNWT, a~vr REREWMD 1 EmL EE 556, WKEHE~OAZ v —
Vo 7% —RHEIET 5 CLI N—Y U VB ARELE T, 7 74/ N TIEHEDTT,

/)*(0)‘74 /]\ TN T 7 AT AHIZiE. Configuration > CLI Paging Settings #Z7 VU v 7 L%

CLIPaging State ) Disabled @ Enabled

Apply

TR N T A—Z —DOF A Z il L7,

CLI Paging CLI R_— 7 DOAF%) (Enabled) F 7213 #%) (Disabled) Z#5E L £,
State
ApplylZ 27V w7 LCEEZBEALET,
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3.2.16 Firmware Information
2L v FONBEAET) —IREESNTWNWDE 77— U =2 T A A—=VIZET 2 ERERRLET,

WDT 4 RWZT 7 AT AT, Configuration > Firmware Information 22 U w7 LE9:

wWdlC U Allu

1D NEET Size (B) Update Time User

1 1.15.00 3582324 0000/00/00 03:09:09 adpro(CONSOLE) Boot UP Delete

2 1.15.00 3582324 0000/00/04 00:40:40 adpro(CONSOLE) | Boot UP | | Delete |
" - Boot up firmware
(SSH) : Firmware update through SSH
(WEB) : Firmware update through WEB
(SNMP) : Firmware update through SNMP
(TELNET) : Firmware update through TELNET
(CONSOLE) : Firmware update through CONSOLE

FRUCANT A—=F =D it L E T,

1D 2L v FIRIFENTNWE 77— L7 =T D IDFESEFERLET, A1 vFIC
X2 DO7 57— AU =7 ZRAFETEET, DEZIKHHDL 7 77— 0 =70
BN SV E T,

Version Ty =AU T ON—=Va rEFRRLET,

Size (B) Ty =AU T DY A XEFRLUET,

Update Time T 7= T BRI LI AL v TR 2 FR L ET,

User Tr—LyxTEF = RNLlta——2RRLET, 22— —ZFHHT
X7 WE., 207 4 —L Rzl [Anonymous] F 721X [Unknown] & R I D
ZERDHY ET,

[Boot UP1Z 27V w7 LTCHEENI 77— =7 28R L £7°,
[Delete] 7V v 7 L GRBIR L7 77— 0 =T "=V g UEHIBRLET,
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3.2.17 SNTP Settings
3.2.17.1 Time Settings

D74 R TSNTP IZBT AREEITWVET,

DT 4 v RUEFRTAHIZIL, Configuration > SNTP Settings > Time Settings Z7 U v 27 L

SN

“Time Seffpgs————————————

Status
SNTP State

Current Time
Time Source

SNTP Settings
SNTP First Server

SNTF Second Server

SNTP FPoll Interval In Seconds {30-95995)

Set Current Time
Drate (DOMMMYYY)
Time (HH:MW: 553

@ Disabled O Enabled
00/00/0 05:38:18

Systermn Clock

[0.0.00 |
[0.0.00 |
[720 |
[ooioom |
[o5:38:18 |

TREINT A—Z —DOF A Z i L E 7,

Status

SNTP State

TUFRE T, BV ETITER 28R LT, SNTP =A%) (Enabled) £ 72
IX4ES) (Disabled) 12 LET,

Current Time

AA v F RICRESN TV L BEDORF M ZF R LE T,

Time Source

VAT LD Y — A EFRLET,

SNTP Settings

SNTP First Server

SNTP e & 72577 A4~ —H—_—D IP 7 KL AT,

SNTP Second Server

SNTP1E#H L E 72D h v XY —F— =D IP 7 KL ATY,

SNTP Poll Interval
In Seconds
(30-99999)

W L7z SNTP fH# & ZR$ DI T4 (RHAL) . 7 7 4/ MEIL 720 T
—d—O

Set Current Time

Date (DD/MM/YYYY)

BEOBRMEZ, B, A, FONAICATIL TV AT A ay 7 #HgiLE
‘g‘o

Time (HH:MM:SS)

BIEDK M Z . R, 3. BOIICAN LTy AT L7 vy 7 2 F L%
‘j—o

(ApplylZ 27V v 7 L CEEZEMA L E1,
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3.2.17.2 TimeZone Settings
ZDOY 4 RUTSNIP D& A LY — L B ZRELET,

WD 4 R &ERRT HIZIL, Configuration > SNTP Settings > TimeZone Settings #7 U v

7 LET:
= & = = L]
Daylight Saving Time State Disahled ~
Daylight Saving Time Offset In Minutes 60 v
Time Zone Offsetfrom LTS In +-HH: MM + |09 w00 w

DST Repeating Settings
From: Which Weel Of The Month

From: Day Of'Week

From: Maonth

From: Titme In HH ik
ToMvhich Week Of The Manth
Tao: Day OfWWeek

To: ionth

To: Time In HH ikt

DST Annual Settings
From: Month

From: Day

From: Time In HH kit
Ta: tdanth

To: Day

Tao: Time In HH ikt

Apply

Daylight Saving | BEFffE]OE— REXELITWVET,

Time State Disabled - ERFMZHLhz L £,

Repeating — #tV IR LE— FZEH LT, ERMAANR £7,
Annual - FRE— RZMHEH LT, BEREPAENCRD 5,

Daylight Saving | EFFIIC L 547t v M4 30 43, 60 43, 90 43, 120 SIZfRE L £ 7,
Time Offset In
Minutes

Time Zone HEMREEUTO) D EA LY —rF 7y FEFELET,
Offset:from UTC
In +/-HH:MM
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DST Repeating Settings
BMORLE—RFEMHEHLT, ERFHOFELZEDICLET, HBVIEBELE— FEEHTL25E8IE.

HREIBH AR B AT & BRpEE T B 2RI THRET 2L ERH Y £3,  FlE, ZieHD 4
A2 WOTMERIZHAAL, 10 ARKBEORERICK TS5 K0 IHEELE T,

From: Which BB 282 A LET,
Week Of The

Month

From: Day Of ARG DA Z A LET,
Week

From: Month BT 2 HE AN LET,
From: Time In BB 2R A2 AT LET,
HH MM

To:Which Week HREMSET T 2HE2 A LET,
Of The Month
To: Day Of Week | ERFIE T I HHEHEZATILET,

To: Month HREMDETTH2HEZA LET,
To: Time In HH HREENE T T2 2 A LET,
MM

DST Annual Settings

EEE— 2R LT, ARMOFEEZANCLET, FHE— FE2ERT 5813, ERHIB
HALTE BRI T A2 @RICHEET 20ERH Y £9, FlIX, ERHN4 A 3 BICBBL
T, 10 A BICRTTDEIICHRELET,

From: Month BHEOBFRIHGT 22 NI LET,
From: Day BAEO BRI AT DA Z AT LET,
From: Time In KEO BRI T AR 2 A LET,
HH MM

To: Month BEORRFRINETTH2AEZANIILET,
To: Day FEOERHNE T T D22 AT LET,
To: Time In HH | FFEDERFH I T H0FHZ A L ET,
MM

(ApplylZ 27V w7 L CEFEA M L ET,
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3.2.18 SMTP Settings
SMTP {ZIRD T 4 > R TANESNTZEFA—NT RLRAZHESNT, AL v TFAX hEA—)LT

EETHHETT, AAS Y FIEIMP DI F7A4 T e LTRESNET, — =%, A v TF»b
DAy E—=V%ZEFELT, ELWVEREZEFA—/VITIHAL, BELZZEEICEELET, A1y
FEEIL, ZOBEEZFEALT, hNEWT—7 Z—TFOEHE@KILLIZY, 7uo—Fy bR
FLTED, BEAAL v TFAXV PEROWOBRORELZ FIF D2 eNTEET, £2idk, Ay Tk
TRAET DARMNIRA R N eilgk L TReMEZmbT 22 b TEET,

AL o FDOSMP Hh—N—%ty FT v 7 LT, A v F ECTHERRELEZGAICAA, vFu s>
TANDEEHERDBEFA—NT RLAZRELET,

3.2.18.1 SMTP Service Settings
ZDOY 4 RUTSMIP —ERZHETHHEEZITVET,

WD 4 v RU&EHRRT HIZIE, Configuration > SMTP Settings > SMTP Service Settings % 7
Vo7 LET:

“SMTPService Seffpgs————————————————————————————————

SMTP Global Settings

SMTP State O Enahled @ Disahled

SMTF Server Address [0.0.00 |

SMTF Server Part (1-65535) o |

Self Mail Address | |(Max:64 characters)

SMTP Mail Receiver Address

Add A Mail Receiver |(Max:64 characters)

Mail Receiver Address
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PR T A —F — O it L E T,

SMTP State

FIARH T, Enabled F721% Disabled Z#3R L T, SMTP —t 2 %
H7%h (Enabled) & 7213 %) (Disabled) (2 L E 7,

SMTP Server
Address

JE— TN, Z D SMP H—_"—DIP T FLAEZ AN LET,

SMTP Server
Port (1-65535)

SMTP H— R — L @595 TCP AR — hESEZ AN LET, #H. SMTP DR
— F&ES1E 25 TH, 1~65535 OHEIPHDOENSIRIRTHZ EHTEET,

Self Mail Ay —VDREILERDETA—NT RLAEZAHLET, ZOT FL

Address AIZEF~EBTLIET AN AvE—VOEBAT RLRAIZRD F
T, WETEXDHDILLODA—)LT RLADHZTYT, ZDOLFHE 64 L
FHOEEFIZ 0 F£9,

Add A Mail B A—IVOFELRT FUAZIELET,

Receiver FBFA—ILT RLAZ AT LT, [AddRZ %270 v 7 LET, HKS8

DODETFTA—/VT RLAZBINMTEET, ZNHDOT RLRAEZAAL vF 0
SHIBRT 2121, V4 FUDO—F TIZ&H D Mail Receiver Address 7 —
TILOFET S [Delete]l 7 Vv 7 LET,

(ApplylZ 27V v 7 L CEEZEMA L E1,

3.2.18.2 SMTP Service

O 4V RUEERALTC, IOV 4 RUTHRELZ SMTP V—EAREEZT A M LET,

g

WD 4 v R ZFRRT AL, Configuration > SMTP Settings > SMTP Service &7 U v 7 L%

R R REEEESS——————————

Subject: |

Content:

TR NT A—Z —DOF A Z il L7,

Subject email OEAZ AT LET,
Content email ODNEHE ATTLET,

[Send]Z# 7V v 7 LTA—ILEERELET,
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3.2.19 SNMP Settings

SNWP F, R RU—2 T 2O L IR SN 0SI LA Y —T1(T 7V r—rar A
Y—) e ha TP, SWPIZLVY, Ry NT—VEHRAT—va 3 — vz, b—F— A
AT, BEIO, 2ooxy NT—T7 T NNA ZAOREEZHHANSTZVELTTHZ ENTEET,
SNMP Z I LT, v AT AMERENIE LS EBET DL HICRELTZD, RT3 —~v U RAZEH LTV,
A o F . AL v F I N—T FliE, Xy VU —T7 NOBTERREEZ B L E T,

SNMP (2% 3™ B BRI T N A 22X, T A A LTa—hVZEfET 2 Y 7 by =7 (m—Y = b
CIEENE D bEENET, ERLEEKOE Y F(EHAT V27 M), S\WP =—V = > MMIfE
S, oA 2AZEHTHBERASNET, o047 Y =7 MNIMIB TEFRZLET, MIBIL,
SNWP =— = o S AT BB ROERE T LY o T — g U AREEL £, SN\MP T, MIBALEEDIER
LRy MUY= RITZIORBERIZT 7 EATHEIMERT 270 harzERLET,

ALy FIL SNP N—2 3 > 1, 2¢, 3R LET, A v FE2EHRBIOHET 23— a v %
BIRLET, S\NMP D 3 DO/ 3—T g 0%, SNMPH—R_—L 2 o FORDOEX 2V T 4 —L~ULIZ X
STHERRY E7,

SNMP R—= 51 BRO 2 TlE, NAY—ROLIICHET D aia=FT 4 —A&MHEHL T, =—
P—%BFELET, S\P P — "= 2 v FTCEHFALaIa=T 4 —HEEHLET, FFESHLTH
720N SNMP H— =500 SNMP 7%/7 v MR S ET,

SNMP R—=2 g 1 BE W 2c OFET 7 A THEATHAL v TF DT 74V Fala=T 1 —4lk
WD LY TT:

- public - MIBA7 Y =2 NS
« private - MIB A7 V=7 M, A H

SNMP /3= 3 > 31X 2 DO HTES I, L0 @ EGRALER A U E 3, RO T,
SNWP v % — V% — & LCHRET D — W —ba—WF—BHEo—EL iR LET, 2 FH OIS TIE,
—ELEOHFZ—F =N SNP v R —T v — & LTIATTE LM ZTHI L ET,

A v F T, 2—P =T N —T%—FEERRLT, HAOIEEY NTRETDHIENTEET,
SNMP N— g 303, —ERRINTESNP v 23—V ¥ —D I NV—THIIRETHZ & HTEET,
ZDEHIT, SWMP A=V a1 AL CEARY EAGHRAER R LIZY N7 v 7 2ZETED SNWP
YR =T — DT N—TEAER LT FlE, DI =TT SNMP N— 3 > 3 A L CREAEL
D/ EFEEIABMERE G2, Bm0EFX 2T 4 — LNV EEOYTHZ ENTEET,

SNMP R— = > 3 2 LT, fllll=—W%—, F72iX, S\IP v %2 — % —D 7 /L— T3 FEED SNMP
EWHMREZ FATTE DL HIC L0, fRED S\WP FERSFEZ FAT CTE VK 2 IcT LN TE &
T, FFAIT D HERECHIBR T 2 HERRIX. FEE O MIB IR E T 547 Y =7 Mkl 1 (01D) 26 L T
FLET, SNWMPARA—=V a3 TIESNP A v E—V %2R TEXHBMEX 2T 4 — LA Y—%ff
HATEET, AAYTFOSNP A=V 3 v 3REORTEFEICHET HFMERIL. kRo®yva %
ZRLTIEEN,
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Trap

7o, Ry hU—I MBI, AL v F ETRETLHA R MCOWTERT LA v E—
T, AR NOEEE T, BES GEDLPME-S TAL v FOBEREY - 7-5E) ERmWGE
R0, FoE, A= MREOEFLRVBRNEANRHY T, AL v FIE N T v TEAEKRLT, FT o7
ZEHE (Fidxy NU—2FHE) ~XELET, Ty 7ol LTL, Bt —° hdhnr Y
—EHEDO R T v T A=V RBY £7,

TIEEE

TIHBHEROREREIZBLTIE, O3S a2a=2F14—81—HT527TO SNWP <7
— v —oDT I ERADHFAINET, NP e EA LG LVEE. delete
snmp community. delete snmp user REZTLHEOIVLELAHY T,

3.2.19.1 SNMP View Table
IO RUEMEHLT, VE—F S\P v R—V ¥ —TCT7 V7 EATEZS MIB A7 V=7 b %
EFRTDHAIa=T 4 —%, E20E, SNMP 7 —F I8 a—%H0 4 TET,

AA v FD SNMP B 2 —REEZHRTET HI2IL. Configuration > SNMP Settings > SNMP View
Table Z#27 Vv 7 LET:

Yiew Name | |
Subtree OID | |
View Type Included  w

Total Entries: 8

=]
restricted 1361211 Included
restricted 1.3.6.1.21.11 Included
restricted 1361631021 Included
restricted 1.36.1.6.311.2.1 Included
restricted 1.36.1.6315.1.1 Included
Communityyiew 1 Included
Comrmunityview 136163 Excluded
Communityyiew 1361631 Included

TN T A—Z —DOF A Z il L7,

View Name 32 LFF TOHRETLTH E AT LFET, View Name ZfEH L T, 1B S
A LSNP B o — 235 U F 5,
Subtree 0ID Ea—0OA4 7 =7 bikBll+OID) V7>V —%& A LET, 0ID T, SNMP <=

2=V —DT IV ERAZED D, 2L, SWMP ¥R —V X —DT ZEAND

<A77 hY U —WMIB Y U —) Zi#kBI L £,

View Type Included Z3& IR LT, ZDOAT V=V ba SNIP ¥R —V ¥ —NT 7 AT

EAHATVxl F—EIZEDFET, Excluded ZBIRL T, ZOF T V=7 b

Z S\WP v R —V X —NT VB ATELAT V7 h—ENLEREET,
[ApplylZ 27V v 7 LTEREZBEHLES, = M) —%HIBRT 2121, 5T % [Delete] &2 Y

v LET,
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3.2.19.2 SNMP Group Table
DT —TILTHERR LT SNMP 7 /L— 7T, SNMP 2 —H — (S\MP 22— W —F — 7 )L > R Tk
BILET), FE, 2 32=T 4 —AEZAIOV 4 RUTERLZSNWP BEa—(Z~v vy LET,

DU 4 v FUBERT HITIE, Configuration > SNMP Settings > SNMP Group Table 272 V w7
= e

MV QLD adlllE

Add Group

Group Mame

Read Yiew Name

|
|
Write View Name |
|

Motify View Name
User-hased Security Model ShMPy w
serurty Love

Total Entries: 9

Group Marme Tead Yiew MName ame Mot Name User-hased Security Model Security Level

puhlic Community... SMMPy1 MoAuthioPriv
puhlic Community... Community.. SMMPy2 MoAuthMoPriv
initial restricted restricted SMMPy3 MoAuthMoPriv
private Community... Community... Community.. SMMPy1 MoAuthMoPriv
private Community... Community... Community.. SMMPy2 MoAuthMoPriv
ReadGroup Community... Community.. SMMPy1 MoAuthMoPriv
ReadGroup Community... Community.. SMMPy2 MoAuthMoPriv
WiriteGraup Community... Community... Community.. SMMPy1 MoAuthMoPriv
WiriteGroup Community... Community... Community... SMMPy2 MoAuthMoPriy

PR T A—=F =D it L E T,

Group Name 32 WFFE TCOEHFFIE AT LUET, Group Name ZfHH L T, SNMP =
— P —DF LN SNMP 7L — 7 AR L £,
Read View Name | SNMP =—3 = 2k~ SNMP 8 V) ¥R 3 Al K L 7= —H— D SNMP 7' /L

— T EEELET,
Write View SNMP =— = o h~ SNWP & ZIALMERI D TRl S iz —HF—@D SNP 7
Name N—THERELET,
Notify View SN\WP =— = > hMERK LSNP R T v T A vt —VEZ[ETEH2—Y
Name —® SN\MP 7' V—T 4 fgE L ET,
User—based SNMPvl — SN\MP N—2 a3 1 2T Z 2B ELET,

Security Model | SNMPv2 — SNMP X —0 = > 2¢ T A 2 L 2FEE L E T,

SNMPv3 — SNMP N— 5 U 3 AT A Z L& HBEL T,

Security Level |E&Fx=UT7 4 — L YLERENEMINDDIE SNMPv3 DA T,
NoAuthNoPriv — A A vF & U F—k S\P v % — ¥ — D TEE SN B8
7y MeRBRELT VR BL LN Z L 24 E LE T,

AuthNoPriv — A4 v F L U E— |k SNWP v % — T ¥+ — DM TEEINDH /7
v NORBFEVBMETT N, b LW Z L 2fRELE T,

AuthPriv = AA v F LU E—F SNIP v 12—V ¥ — DR TEEINDH /7 v
N DOFBRER VI T, X5, 2Oy Nelia{b T2 L E2RELET,
[(Applyl %227 Vw7 LTEREZMEHALFET,

BEfFD S\P = —H—F —7 vy U —ZHIRT 512iE, ST 25 [Delete]l] #27 U w27 LET,
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3.2.19.3 SNMP User Table
DT 4y RIZIE, BUEREISNL TS SNMP 22— —RN 4 _RCERINET, F7-. L=
—P—ABINTEHZENTEET,

DT 4 RUEFRTHIZIL, Configuration > SNMP Settings > SNMP User Table #27 U v 2

LE9:
“SNweosertaple o T

Add User
User Name | |

Group Mame | |

SNMP Yersion
SMMP Y3 Encryption Maone w

Auth-Protocol by Password Fasswoard

Auth-Protocal by Key Key

Apply

| |
Priv-Protocol by Password Password | |
| |
| |

Priv-Pratocal by Key Key

Total Entries: 1

Group Marme SHMP Version Auth-Pratocol Priv-Pratocol

initial initial V3 Mone Mone

TR NT A—Z —DOF A Z il L E7,

User Name SNMP = —H — D514 Td, 32 LFFE TOFKTLTHTRHRELET,
Group Name SNMP —H—3Ar @9 % 7 /v—7 D4 <T9,

SNMP Version VI = S\MP R—V a1 &2 FEHL TS Z EE2RLET,
V2 - SN\NP X—V g 2 &AL TWAZ AR LET,
V3 - SNMP X—V g 3 &AL TWAZ R LET,

SNMP V3 None — SNMPv3 B BALR 2N 2 L 2R LET,
Encryption Password — /XA U — Ri&H SN\MPv3 B5 by b 2 L 2R LET,

Key — F—#H D S\MPv3 B5 b3 o5 Z L 2R LET,

Auth-Protocol SNMP V3 Encryption C Password Z&R L7235, FreOEEEZITWET,
by Password MD5 — HMAC-MD5-96 FFFL -~ L ZEHT5Z & 2R LET,

SHA - HMAC-SHA FRFEF7' v ha L&+ 52 L 2R L £,
Priv-Protocol SNMP V3 Encryption C Password Z&R L7235, FreOEEEZITWET,
by Password None - #iE7' 2 ha/vEFEH LW E&2RLET,

DES - DES 56-bit B fbZ T 5 L 2R L E£7,

Auth-Protocol SNMP V3 Encryption T Key Z8R L 7= 855, FreOEEEITWET,

by Key MD5 - HMAC-MD5-96 FRFFEL Va2 M+ 5 Z L 2R LET,

SHA — HMAC-SHA $2ZE 7' b a Va4 252 & 2R L £,
Priv-Protocol SNMP V3 Encryption T Key Z#R L7855, TRt EEZITWET,

by Key None — @GE7' " ha /v ZEH LARAWZ L2 RLET,

DES - DES 56-bit W5 kAT 52 L 2R L ET,
Password SNMPv3 B5 S5 b2 ANz 3 28BA1L. NAU—FRKE# A LET,
Key SNMPv3 B 5k a2 AT D8 a0d, F—2 AL ET,

(ApplylZ 27V w7 L CEFEAZEMA L ET,
IR L7m > MU —ZHIERT A121%. [Delete] 27 U v 7 LET,
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3.2.19.4 SNMP Community Table
ZOT=TNEHEHALT, BEFOSNWP 22 2 =7 4 =7 =7 A@EEZFRL, SNP 232 =7 «

— £ EER LT, S\WMP v 32—V ¥y —¢to—V = MNEOBREZEZLET, 2 3a2=T 4 —4iF. A

Ay FEDEZ=V 2 bADT 7B RAEFFATHNAV = ROLSITHRELET, a23a=7T 4%

IFUL T QR L B L TV E T,

(1) TXTOMBAT V=7 "V T2y MEERTDHMBE2—ITT TSNP 2 2= 7 —I(C
TIRATHIENTEET,

Q)MIBAT V=7 h~DFt B0 /EEAR, EITARY EHL~LEZFFL, S\MP 22 2 =7
A4 =T 7B ATEHZENTEET,

DT 4 RUZFRTAHIZIL, Configuration > SNMP Settings > SNMP Community Table %2 U
v 7 LET:

Vi L L \/ adlllE

Add Community

Comrmunity Name | |

Yiew Mame | |

Access Right Read Only ~

Total Entries: 2

Community Mame WView Name

private Camrmunityyiew read_write
public Communityview read_only

TR T A—Z —DFi Zitfli L E 7,

Community Name | SNMP 22 = =T 4 —D A L /X—Z kB4 BRI 45 32 W F TOHEE
FTXFINEAN LET, ZOXFINE, VE—FSNP v F— ¥ —|ZAA v
FO S\MP =—V =2 FNOMIBA TV =7 h~DT 7 AZFFA[T 534
J—ROXIICHHLET,

View Name JE—FSNP 2=V —NAAL v F L TT 7 BATEAMBA T V=7 b
DI N—T i@+ AT 5 32 LR E TCOEBTF XTI AE AL E
T, SN\MP B a—TF—7Nlhdbba—42HEHLET,

Access Right Read Only - B L7zl a2 =7 4 —4ZFHTHSNWMP 2 2 =7 1 — A
NR=NAA »F LD MIB O3 T Y OFHRY L TERNE I ICHEL
EJr RN

Read Write = {ER L7332 =7 4 —#&MHMT 2 SNWP 2 2 =7 1 — X
VN=RAL v F EOMIB DT Y AR /HEARTE B K 5T
ELET,

[Apply] &2 VU v 27 LCAERZwM LET,

IR L7c= > MY —ZHIBRT 512iE, [Delete] 27 U w27 LET,
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3.2.19.5 SNMP Host Table
SNMP AR A T —T N 4 ROUZEH LT, S\WP h T v 7OZEHELZRELET,

WD 4 R &K RT HIZIL, Configuration > SNMP Settings > SNMP Host Table 272 U v 7
LFET,

NIVIFE F0 dabie

Add Host Table

Host IP Address | |

User-hased Security Model ShMPy1 w

Security Level

Community String f SKMPv3 User Mame

Total Entries: 0

Host IP Address User-hased Security Model Security Level Community MamefSHMPy3 User Name

TN T A —=Z —DOF A Z il L7,

Host IP Address | SNMP 87 v 72 ZETHHRA D IP T KL AZATILET,

User—based SNMPvl — SNMP N—T a3 1 2T Z 2B ELET,

Security Model | SNMPv2 — SNMP R— g o 2¢ 2T 5 2 L 24 E L £7,

SNMPv3 — SNMP X— = > 3 2352 2R ELET,

Security Level User—based Security Model C SNMPv3 Z 45 L7-354 . FmAERLET,
NoAuthNoPriv — NoAuthNoPriv & = VU7 4 —L~ULZRELET,
AuthNoPriv — AuthNoPriv ¥ = U7 4 —L~UL&fEE L £ 7,

AuthPriv — AuthPriv E¥ =2 U7 4 — L~ LBFFEL FT,

Community O a2=T 44— EILSNWPYS 22—V —Z 2 AN LET,

String / SNMPv3

User Name

(ApplylZ 27V w7 L CEFEAZEMA L ET,

3.2.19.6 SNMP Engine ID
SNMPv3 Tld, =P 1D EMEIN A F2 AW — v e — BT 22 T £7,

WD 4 R &ERRT HIZIL, Configuration > SNMP Settings > SNMP Engine IDZ 27 U w7 L
F9:

Engine ID 800001160300a832002400

MNote: Engine ID length is 10-64, the accepted character is from 0to F.

FRUCANT A—Z =D it L E 7,

Engine ID S\NNP =D ID ZFELE7, 16 EH T 10~64 LFFETANITEET,
TV ID EETET BT, TEDAR—AIZH LW ID AN LT, [Applyl 22 U v
7 LET,
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3.2.19.7 SNMP Trap Configuration
WD 4 RukMHLT, AA vF EO SNPHEHED R T v FHREE G/ BN LET,

WD 4 Ry EFRRTHIZIE, Configuration > SNMP Settings > SNMP Trap Configuration %

707 LET:

NP Trap LIFa
SMMP Trap IEnabIed -
SMNMP Authentication Traps Enahbled =
SNMP Link Change Traps IEnabIed -
SMNMP Login Trap Disahled =
ShMP Logout Trap |Disab|ed -
SMNMP Login Fail Trap Disahled =
Apply |
SHMP LinkChange Traps Port Settings
From Port To Port State
01 hd o1 hd IEnabIed hd Apply |
Port State =
1 Enahled
2 Enabled
3 Enahled
4 Enahled
] Enahled
4 Enahled
7 Enahled
a Enahled
49 Enabled
10 Enahled
11 Enahled
12 Enahled
13 Enahled
14 Enahled
14 Enahled
16 Enahled
17 Enahled =
18 Enahled hd

EERN T v RN — RNV I ERENT T al A N T TR EDSNWP T v T ERENETIE
IR E L ET,

TRUINT A—=Z —DF A 25l L7,

SNMP Trap SNMP k7 v 7 DA% (Enabled) /8% (Disabled) Z 3% & L £77,

SNMP Authentication TRl b7 7 DA %) (Enabled) /#2) (Disabled) 5% E L £ 7

Traps

SNMP Link Change Traps | U > 7 & W kT v 7 DOF%) (Enabled) /%) (Disabled) 7% L £,

SNMP Login Trap 07 A 87y 7 DF%)(Enabled) /%) (Disabled) Z 3% E L7,

SNMP Logout Trap 2777 ~~7 v 7OF%) (Enabled) /%) (Disabled) Z8E L F9,

SNMP Login Fail Trap 0747 AV cT v FDOFL) (Enabled) /%) (Disabled) Z 7% L
EXN

From Port/To Port VoI ERNT vy 7OR— MaHZHELET,

State Vo IBHERNT v TOHED (Enabled) /5 (Disabled) 3% E L £,

[ApplylZ 27V v 7 LCEHAZEALET,

53/217



3.2.19.8 RMON
RMON H&RE A A %0/ Eshiz L £ 9,

WD 4 R AF745I21%, Configuration > SNMP Settings > RMON 22 U v 7 L ¥4

RMON Status OEnabled (& Disabled

Apply

TRUINT A—=Z —DF A Z il L7,

RMON Status 5 FARHZ T, Fnabled F7-1% Disabled % 38®R L C. RMON & H %)
(Enabled) F 721325 (Disabled) IZ L E T,
ApplylZ 27 Uy 7 LTEEEZBHALET,
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3.2.20 GCommand Logging Settings
Command Logging IX. @2~ RIA A Z—Tx2—ALTHEITLI-a~r FOKIIEB IO %
g 7\ 13 HHERE T,

WD T 4 v Ry EFRRTHIZIL, Configuration > Command Logging Settings Z#27 U w7 LEd:

Command Logging Settings
Comrmand Logging State & Enabled ¢ Disabled

Apply |

TN T A—=Z —OF A Z il L7,

Command FFRH T, Enabled £7-1% Disabled 38R L T, =~ Fu JHEFED
Logging State | A% (Enabled) F 721%#E%) (Disabled) X E L £, T 74 /L b TITHERN & 72
S>TWET,

[ApplylZ 727V v 7 L CEEZEMA L E1,

FEEIE
0 Ov Y ROSBEZIT Y RSA VAV A—T1—R ETOaATY RETRESE

SRFLOTIZHE AT BHEETT, Web 1 —H—A 22 —TJx—RETOHOaATUR
FEITHRRIZDOWVWTIEK, YRXATFLATIZHASAEREA,
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3.2.21 Port LED Testing
Port LED Testing (X, A"— F®D VU > 7 IRFEIZEIfRZ2 <. A— D LED £Rz ST E TR S D

R T

DT 4 v RUEFRTHIZIL, Configuration > Port LED Testing Z#72 V v 7 L£7:

Port Led Testing Off -

Apply

PR T A—F =D it L E T,

Port LED AR— FLEDE RO BT £ SR EE 5 a2 E LT,
Testing Off - &R — FDLED Rzl Dl o 7IREETER RLET,

green — 2R — MDOLED FRZ BRI TERLET,

amber — 274" — FDLED RRZEASI TRRLET,

blink green — 47R— hDLED F/R&FEAMIK CTERLET,
blink_amber — 47— h® LED FrR&B AR TFRRLET,
[ApplylZ 27 V) v 7 LCEREZBEHLET,

FEER

() U7y TLTNBR— ML, ETBIC—EY U89 URRE LET,
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3.2.22 PoE
PoE(Power over Ethernet) X, VA A FT 7 —T )LOFEDLEOEDORT \CHETEET S 55
15 %2 L7 s b AR S FRIR 2 (16459 % TEEES02. 3at Bk DHERE T,
POE*%% 1%, APLGM110GTPOE/POE2, APLGM118GTPOE/POE2, APLGM124GTPOE/POE2 D&t 6 BéFiE D Fr Cxf
s L CUWVET,

3.2.22.1 PoE System Settings
ZDY 4 RUTAA v FRIRD PoE A BEKREER R I L OMGERIBRIE, 72 PoE #adElF I IRAE
DHEEHE—REZRELET,

/)*(0)‘74 NG l\ ‘775_’?2/7“?5 1%, Configuration > PoE > PoE System Settings #7 VU v 7 L¥7:

F0 \f

Power Limit (20-375)

[ wats

Recover Mode

Auto - DelayTime (180-600) | sec [ apply  J[ Refresh |
PoE Manual Recovery

PoE System Information
. System Total Power Consumption
Power Limit (Watts) (Watls)

3750 0.0 375.0 Deny Low Priority Port Auto(Delay:180 sec) Normal

System Power Remained (Walts) Power Disconnection Method Recover Mode Environment Status

PR T A —Z —OFi it L E 3,

Power Limit 14/% ROKEHIREEZ Y » NHEALTHE L E T, fEIX 20 205 375 O
PHCRE L £9, APLGMI110GTPOE/POE2, APLGM118GTPOE/POE2,
APLGM124GTPOE/POE2 Che KIEA 720 £,

APLGM110GTPOE/POE2 Mgk iE #iPH I 20~125 (W) T,

APLGM118GTPOE/POE2 D&% E #iFH % 20~250 (W) T3,

APLGM124GTPOE/POE2 D&% TE #ilFH % 20~375 (W) T3,

Recover Mode AA > F D FAN Bu/IRERFIZL D, PoE MAEEILIRENS DR EEIHET—
REBRELET, 774/ FREIL Auto (Delay:180 ) T,

auto — IEFEIRT 5 & BHEYTPoE #MENEB SN E T, HEFPE TORRM
% [Delay Time] /3T A —%—THEELET,

manual - IEFE)H L CTHPoE #EITHAINET A, MELZHHTHIC

PoE Manual Recovery @ [Applyl #27 VU v 73T AMNERH Y F9,
Delay Time FREEIHE— R [Recover Mode| /X7 A —X% —7} auto RKIEDHE. #E

PH & TR 2 180~600 (F)) THEL £3, 7 7 4 /b haxiEX180(B) T,
PoE Manual #HEBEIHT— RO [Recover Mode] /NT A —H# —7% manual REDHE. FHE
Recovery FBAIZIX PoE Manual Recovery @ [Applyl #Z7 VU v 27 L%,

[(Applyl %227V w7 L CERZ#EMA L ET,
[Refresh]Z 7 V v 7 LTHHEIZRRIND Y A MEFHLET,
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FEER

0 ALY FDHREFIREZEELI=HS. Deny Low Priority Port 7O+ XIZ&k -
T. LB ZRBTAR—FrEYETSAF) T4 —DELKR— FHSESE
BICHEZFEILELET ., COREBXBARNEEINSIETTHESINET,

0 APLGM124GTPOE/POE2 2B D&, PoE #ABM B & - T FAN EEEHA BN IZ 5% &
NES, BELEA 1850 LI/ 2 & FAN EEEAESEICAY . 1550 LITICAS &
FAN EEzASBEEEICEY £,

T7—L9TF7N—230I2&Y, POEREREDEHAEINELRYET,

- N\—2 3 (Ver. 1.04) TIE, LBHBAER SN -ER— ~DIHREHIRIE User
Define MIZE X1 —F —EREME. Class Based DIHFEIZILPD ¥ 5 RDIMEE LR
B #&85t LCEHLET,

- N—T 3 (Ver. 1.05) LIRRIX, RBHBS/EHESN-ER— FTERICERAL
TWAHEBNZEFLTEHLET,
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3.2.22.2 PoE Port Settings
DO 4y R TEAR— D PoE {amEINEEF R L OV PoE 5B E ATV E T,

DT 4 v R ZFERT5I121%, Configuration > PoE > PoE Port Settings #7 UV v 7 L%

mi® i ® - 8
From Port To Port State Priority Power Limit
1o 0 - Enabled = Critical - Class Based -

Apply ] [

PoE Port Information
Port  State Priority Power Limit (mW) Class Power (mW) Voltage (Decivolt) Curmment({mA) Status

1 Enabled Low --—-(Class based) 0 0 0 0 OFF : Interim state...
2 Enabled Low TT70(User Defined) O 5900 bh2 108 QM ;802 3af-compl...
3 Enabled Low —-(Class based) 0 0 0 0 QFF : Interim state...
4 Enabled Low ---(Clags based) 0 0 0 0 OFF : Interim state...
A Enabled Low --(Class based) 0 0 0 0 OFF : Interim state_.
& Enabled Low ---(Class based) 0 1] 0 0 OFF : Interim state_.
7 Enabled Low -—-(Class based) 0 0 0 0 OFF : Interim state_.
8 Enabled Low —-(Class based) 0 0 0 0 OFF : Interim state_.

TREUINT A —Z —DOF A Z il L7,

From Port/To Port | R EXNGEDOR— FE2HEELET,

State R—hKDPoE AT —X A&/ ELET, ?7ﬁw%§ﬁiﬁ%@mmeﬁ
7, M2 (Disabled) BE TlE, AN— NEHD PD 731 RZE 2 MHAE L
A,

Priority R— MIWETOIEBEELZEELET, 7 74/ F&EIF (Low) TT,
Critical, High, Low DN N H Y | e b @ WMESEEIL Critical T,

Power Limit T— N OIERIBREZRE L ET, 7 7 4/L Ma&EIL 31200 (mW) T,

Z OERIBMEIX. =—Y —5%E (User Define) A7 3 > T 1000~
31200 (mW) D ELPH CTREE L E 77,
7 5 A_— ZF57E (Class Based) DAL, ZEMMNERSNDH L PD 7 T
ZxHEBTHRIE L, 207 7 25 C-AE EREZ AR — MIE Y ¥ TE
75
&7 T ADKE FRMEITZEENHE LIV D LRERELER->TEBY, Zh
FHEE T — T SR A EIEREEBRE L TWDHTEHTT,
UFD 7 Z AbAR— MNaE FRMEZ BE TR L E7,

<7 TA> <faE ERRRE> <>

Class 0: 16. 2 (W) 0.44 ~ 12.95(W)
Class 1: 4.2 (W) 0.44 ~ 3.84(W)
Class 2: 7.4(W) 3.84 ~ 6.49(W)
Class 3: 16. 2 (W) 6.49 ~ 12.95(W)
Class 4: 31.2(W) 12.95 ~ 25.50(W)

ApplylZ 27 Uy 7 LTCEEEZBHALET,
[Refresh]Z 27 V) v 7 L CHEICERIND U A MEHHFLET,
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FEER

0

e & &

BRAHRBEEZHEBLIEGE, T34/ )T4—OEVR— AL BAEZHMBLE
T TIAF VT4 —LARNUDBRLHEICE, BHER— MO SBEMICENZ
BLET. FrIERL-ZERSFICE > THERREZERL-EHESTH.
DI LEFICERL-ZERSOBENMENMEFLSN ST TESHY FEA)

INS A—74& — (State, Priority, Power Limit) Z2ZE L1=5E. IRE— FDIHRE
F—ERICELELE-RICKREZEBRLET,

31— —3$85%E (User Define) AT a2 AHhT BR— FDOFREFIBIEIL. 200mW B
MTHEMEELYET,
(200mW KEZA D L THUBETH-ETEMELET)

Port Setting T, T—2BEDHR— FREZES (disabled) IZL THLEAHKAIE
Thnxd,

TJ7—Lz7N—Cavicky, R— MABHIBEDT 74U MENELRY F
ERS

- N—2 3> (Ver. 1.04) TIE, T7+4J)L MMBEA (Class Based) TY,

= N—2 3 (Ver. 1.05) LURE(E, T 74U MMEA (User Define : 31200mW) T,
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3.2.23 SFP Auto Recognition Settings

SFP BB AT 5L, 2V AR —FOAT ¢ THEOKEIZL DT, SFP A— M)J‘/
IIRBIZE > THERT 2 A7 4 7 2 BERNICIRE LE T, SFP HERRRRIERE (X = o AR — M 2RI
Fﬁéﬂ’b\ R— MR CRETDHZ LI TEERA,

KD 4 v R &R T AHITIL, Configuration > SFP Auto Recognition Settings Z#27 J w7 L
F9:

SFP Auto Recognition Settings

SFP Auto Recognition State ® Enabled ) Disablad

Apply

PR T A—=F =D it L E T,

SFP Auto ﬁ % (Enabled) 23R XU 7- 45413 SFP A BhREakISRE 2 L £ 97, M%)
Recognition State (Disabled) 25 &R I 7= A 1% SFP B B2 H L £ A,
[(Applyl %227 Vw7 LTEREZMEHALFET,

EEEIE

(’swa@wﬁﬁﬁiﬁmftéa 2TOaVHRKE— FO state DRFEILER S N
3. Fiber R— F CHRIEBEZZIET ABIETIEFiber R— kA, FALUNDESIX
UTP R— AS. BRAREIZEEShET,

(’swa@w&% BEEYYEBZEE, aVRRE— AUty FERET,
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3.3 L2 Features
DT a T, AL v FOLA Y —2 Bk BT 2 HEEDREIZ OV TR L £,

IEEE 802.1p BRIz OV T

BHREL X 71X, B fEOT — X ZFRFICIIETEL Ry NI—7 EDO NT 7 ¢ v VBT
EE Rt d 5 72 O 123 F S 4u7- TEEES02. 1p Bk CEXR T HHAETT, ZOMEEIX. *v hT—2I R
BHEL TV DIEEIC, FEMICE 72T — % ORI C BT 2B T2 2 L2 B E LE T, @
B OLTNREBETH, BRI T — 2 ICEASNDT 7Y r—ra (BT 4235 E) o b,
BRI KT L ET,

IEEE802. 1p HISIZHEIL T D % v N U —T T NA RIZIX, T —F /37 v NOBERLE L~V 38T 5
BERED D> TWET, TNHDTNA RNy MIBEET LV E2EYL T, 2735528 %
TEET, ST AL AZ, Ty "D BEEY TERVRS b TEET, ZOEEEX T
T, N7y FOBREMEOEH, B, ~ry h2EDYTEHX 2 —FFLITA) 2 ER LET,
SRR 2 72 0~T OEPMFNTOET, 0 13RAREBRET — % T, T ITREELET —2I12F
DU THNET, B, KEEEEY 7T 2EHT201%, DT RBRICVBURR T AT 7Y 7
—a AT 4 AT TV —var, FiF, T X EEORBIEEARIEL TSy Ra—
P =D DT —H DHRDLGETT,

A vy FIZEY  BREX 7 OMFWeT =523y hOXy U —27 ETOERDY | EZFERIZ D
HZENTEET, Fa—2MHLTELREZ VOMNWET—228HT 52 LT, BLWoxy b
T—7 D=—RZEDETCEOUBELELZIEET 2N TEET, BRD¥ 7Oy
K3 2 DB EHDGAEIC, ZNH DTy MR CREBATINZ 7 V—T55 103 5 EERIZ25503 8 Y
F9, L. T, Fa— TOREELEEDORFBATY) IZEEME 707 —2 37y NHIZL
FT, BEEMEORVNT Y MIX 2 —0 [ZE DI, IBEOBROELEITRRICR Y £7,

AA v FIZIE, ARV FE—FREMETZ UV RV VAT ANERINTEBY, X7y &
ELTHa—2BE T2 — b ERLET, F2—2EITD0FRT 41 T, Fa—TEHEL
FEDFFHATH)) TIX 4 2Dy FEEEL, F=2—0TIX 1 2OF vy hEHEELET,

ZA v F EOBREMNE X 2 —FHEIL. TXITOR— K, A v FITHEHRESNTWETXTOFA
A RTHEBESTHZ LI EBELEESY, BEWOR Y bU—7 TEIEESY 7 OE) Y THIEDH D
AL v FEBERTHHGEIE. ZOBREME X 2 — 3 A7 ADFRTERTT,
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VLAN D#iHd

VLAN (%, 3L A 7 U FTlER<GREA X — D> TR SN xy R —27 AR U—T7,

VLAN (X, "7 v PR VLANNOAR— MHAZT TIESNL L OIC, Ry NV —J 2B 57 m— Ry
AN RAAL NTHBACE 7 A MELET, VLW TR T 7 4 v 7 ZHFED KA A THIBR LT, #
WONRT e~ AEBLLIZD, EX2 VT 4 —R M ESELZENTEET,

VLAN (ZB§4 %R

A A+ F1% TEEE802. 1Q VLAN 8 L OVR— b _X— & VLAN [Zxfis L £, AR— k% 7 HIFREERE 218
LT, 802.1Q # 7% /Xr v b~y X —HHIBR LT, ¥ 7 EZFBHRTERNT A A L O HHVEAEHERE
THILENTEET,

AA v F DT 7 ) hTIE, T_RTOR— I default &I ARTOE—D 802. 1Q VLAN [ZEIV Y
THNTWET, default VLAN @ VID I% 1 T,

IEEE 802.1Q VLAN
WO XD RBIEHGER S 77

- XX U - 802.1Q VLAN 5% /T v b O~y X —IZHAT HBETT,

- Z ZHIBR - 802.1Q VLAN 5% /7 v b~y X =L HIRT 2 E/ETT,

AT VAR—R = Ty EBAA y FITHRAVZ I+, VLAN Z RO 2B o D8 — F T,

A =T VAR—b = Ty MRAAL v TF NPT, MOAAL vF, El2id, ARX MIfH, ¥
T HRDDHMENRS HAR— FTT,

AA v F EIZIE TEEE 802. 1Q (& 74 & ) VLAN 2345 KTV EF, 802. 1Q VLAN TiX ¥ ¥ 75
TT, 7 5MTFHZEICL-T, VIWNZRy NU—7 2RIk & ET (Ry hUV—7 LOT T
D AA v F )8 IEEE 802. 1Q IZKIT 5 HA).,

VLAN Cit, ®*y hU—2 %7 A MELT, 78— RX¥ A s RAAL OV A XEHfH/NTEE
T, VLAN # A DT 27« M+ _T, VLAN DA 2 "—Th D AT —3 3 \ZlEE S E 3 (IEEE
802.1Q HHIRAA wFHEH), ZHUTIE, RARRETLHLDOTB—REF ¥ 2 b7 v b, v L FF ¥
ARy b, =X A MRy MREERET,

VIAN (%> hU—27 DOEF 2 U7 4 — L~V bigflt T 9, TEEE 802.1Q VLAN (X, VLAN ® X >
NR=THHAT—a s METT "y hEEMELET,

R— MIF XLV ETZ ZHIRE LT E LET, TEEE 802.1Q VLAN 0 & 7 BIERERE 2 L
T, VLAN X7y b~y X —D VAN X 7 Z Bk L 72N L T — AL v FTHEMET 5 L HICTEx &
T, AXUTHEBEIC LD B OWPREHIC X o T VLAN 285830 802. 1Q YEHLA A » F AR L, A
Ry YY) =2 _RTOR—F ETHEIZL, ELLEMET LTI EnTEET,

IEEE 802. 1Q Hi#& CTld, ZER— "N AL N—=TH D VLAN (T D ¥ 772 LN » b Ok Z il lR
LET,
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IEEE 802.1Q D ERHKFEITIRD &LV TT,

(1) 74NV T E>Toy b VLAN
IZED Y TET,

Q) BH—DZ a—nR~L2= V) —Rh 5
ZEERRELET,

B) 1 LA X TOHRH X T A F—
LEMFHLET, A

(4) 802.1Q VLAN /$4r» N7 4 T —5 ¢ v hesied e

B) Ty N7 T—T 4 7%, RO 3 FEHA i o 1

BRI S CHIE L E T T | p——

(a) A > 7 LAMA] - 1 SO VLAN 2B == VLAN Tatie
DAE7 L — L5 BRE T 2 HiH
<9,

(b) H— MO 7 4 T —F ¢ > 78] -
Ny NET A NE =T D 5IET
DINERELET,

() A =7 VAHA - Ry N&e2 7
X, FEE, TR LTEETLHINE
I MERELET,

Packet Packet
Received Transmitted

Filtering
Datat

802.1Q VLAN ¥ 7

TORIL 802.1Q VLAN # 7' & /R LET, EEITLDOVMAC T RLADHBITHEAT D 45047 T v b
HVET, ZNLOF I Ty ME, A —HFA 77 4 —/L RO 0x8100 DIETRENET, 7 v b
DA —HZ AT 7 =)L FH 0x8100 & [ UHAIX, #37 » MIZIE IEEE 802. 1Q/802. 1p # 7' A3 & %
T HZIFRO2A7 Ty MIEER, 22—V —EEEDO 3y b, ¥x /= EXOHH] T
(CFI = b=V TRy hOATEMUUEDTDIHERHLET, 2T, —Hxy b3y I HR—
CVTCHALTE A EOICLEP) D 1 B by ZFLTVLAN ID(VID) D 12 By b B Y £4, =2—
—ESEEED 3 By T 802, 1p THEM LET, VID iZ VLAN 3B+ TH Y . 802. 1Q Bk CTHEM L E
T, VID DR EIE 12 By MDD T, 4094 OEA VLAN Zih T&E £77,

BT HRr sy ho~y X —ZHAL T, 237 TEEE 802.1Q) Tag
v hEREZAFT Ty MTETRSLE erers ) , , .
T NTy MIEENLTWERITT T \ Destination Address (6 octets) |
MERF S UE T, | | |
\ Source Address (6 octets) |
‘ EtherType = x8100 ] Tag Cortrol Information |
MAL Langth/Type | Begining of Bata |

\ Cyelic Redundancy Check (4 octets) |

Fuserpriority] crt | VLANID (vID) (12 bits) 3
3 bits 1bit 12 bits
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A —H & A7 & VLAN ID X MAC EETLT R Adding en TEEE 802163 Tag

Orgfnal Etharnat
LADW, T —HEA T /RS, E ber. | sm. | menEoge | e oe | =
L ELY L EEORICEA LS, S \.\_\““‘"‘
Iy MITOESEDE 131 PRV ) Pkt
o, KETTERT (CRC) % FEH 72 5 (ot | o || 70 | owwEne | e [ B

N ET,

A— K VLAN ID

Z7fFE (BEON 802.1Q VIDHEHRDH D) /3~ M, 1 DD 802, 1Q #Efilr v kT — 27 F/3A A
MHAD 802, 1Q HEHLR » U — 27 T34 A~ VLAN [FHRAMERF SHREETlizE S £+, 2l
FoT 802.1Q VLAN Z Ry hU—Z T NRA RZET ZENTEET (TRTORY T =TT /3
23 802. 1Q IZHEILT 255 1F, *y N —I7 &RIZET Z LR TEET),

802.1Q VLAN 23 A IHLDHHNTIL, A— F_X—ZAH DI MAC ~_—R VLAN N—IICEH ST
WE L, Zhbd VLAN (X, A— bk VLAN ID (PVID) (ZEDWT ATy hEEEIELET, FFED
R—=PFTZE LTy MTZFDOR—FD PVID BNED B THN, X7y FOEELT FL 2 (A
AYTFOTH I =T 4T T =T MV ET) ICHIETHR— MIEESNET, ~ry M ax
LA — 1D PVID 2/%7 v M &ERET HHR— b PVID L ERD81T. A1 v F 137 v b
HIBR L £9,

AA wFNTIE, 8705 PVID 1358722 VLAN 2B LT GMNBL—F =272 d 2 50D VLAN
ITEETEERA), PVID (2F-S5< VLAN #BITIX, FFEDAA vF (FTFAA v TFARAZ v 7)
SMTHEIET % VLAN Z{ERCTX £ A,

AA v F EOFYBAR— ML PVID 2AdH 0 £9, 802.1Q R— Kb, A vy FATHEMNT LT
DO PVID NEND B THNET, AA v TF ET VLAN BNERXINTWRWEGEEIL, T3TDOKR— b
L PVID % 1 ELTCT 740k VLAN ZEID Y ToHRET, ¥ 7R ry M2E, Xy hax
EL7ZAR— o PVID AEIV S THRES, VLAN T, #EEIEZ o PVID IZHESOTRD ET,
ZURESRy ME, X TRICEEND VID [ZHto THrtshvEd, Z#7fF& 3 v ~MZd PVID
MED Y THRET, 2L, X7y FOEEIE, PVID Tid7Ze< VID (ZESWTHROET,

R T BB TE DAL vFTlE, AA v FHNOPVID x> b T —27 LD VID ~B#fAF T 572D
T=TNVEMFFT OMNENDV T, AA v T BETLy ho VID &7y M ERIRET D
R—hrD VID L&HELES, 2 5O VID BELRLGET, A—MINTy NEHIBRLES, #
Tl Loy NHO PVID L X2 7 (& 3y O VID 3650 T, RLxy hU—27 kg, #7
BB CEDLT NA AL Z T EFHTERNT AL ANIAFET HZ ENTEET,

AA wFHR—=FD PVID X 1 DORTY, 72721, AL vFD VIAN T—T VDAL v TFD A
Y —IRETELET0ED VID 2>z tnTaEd,

Xy NT—=2 EOTNRA R Ko TIF T HFBMTERODT, N7y NEHRET HRIIC, ¥ 7%
WM CTEDLT A A LEOKER—NT, BBiETDH/N7 y NMCEZ T E2MFT D008 I ERELET, fimk
THR—=ERZ T EZFEHTERVT AL AR I T DEEIE, Ty MAIZ 7t E £
oo BEET HR— MNRF T EZFBITEDLT AL AR EINTWDLEEIT, Ty MIF IR fH&EE
7
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& 7 VLAN & % 7’72 L VLAN

802. 1Q #EHL A A » F L DR — MIZ 7 VLAN 72134 772 L VLAN & L CREL £,

X 7 VLAN 3788 — ME, A— F2ERT 2T XTONRT y hO~y X =2, VID Fir, #BE
FE. ZEOMO VIANERAEFHFALET, 7y MIFERNZY 7RO 5N TW A5, A— MIr
v NEEBELRWOT, VIAWNFRIZZOE EHFSNET, Ry NUV—7 EOZ OO 802. 1Q HEHLT
INA RN, 27D VIANTEREZFEH LT, X7y NOEXEERDDLZ ENTEET,

2 THIRDBAN IR AR — ME, A—FZ2@a+ 5T XTONTy Frb 802.1Q # 7V #HIBR L £,
X7y BT 802.1Q VLAN Z 7372 WAL, R—MI 7y hEERELERA, TORD, ¥ JHIR
A= PN CTZELIZVERE LT X TO7 y ML 802. 1Q VLANIH#HIZH W /A (PVID 1ZAA T
WHES7Z CRER L E9), # ZHIBRIZ, 737 > h & 802. 1Q #EHLA »~ b T — 27 T34 A B IEEIL R »
N =2 TN ZANKET DRI S E TS

AVITVRARIANEY T

Ry RIRAA w FAZHiAL, VLAN IZOWTIRD DMEDHDHAA v F EOKR— ME, A VT VAR
— REMENET, A= DA T VAT 4 VB2 Y TRERRGEIL, A v TR Ty b X
—WNO VAN [ (B2 55) 28 LT, 7y NEIRET 2089 hEIRELET,

N7y MIVLANEHRN X 7 ST B, AV 7V AR— M, £T4 7V AKR— AR
MWEITIFEVIAN DA N—=THLINEIDEHRLET, A T VAR— MR Z THFE VLAND A >
IN—=TRWGEE, "7y MIHIBRESIET, A7 LV AR— 23 802.1Q VLAN D A R —Th 55
B A FITRIT, BEEESER— F3802. 1Q VLAN D A U R—TH H M E I NEER L 7, #mikdk
A= 173 802.1Q VLAN D X /X—T72\W5E, /37y MIFIBRS I E T, #mikdeaR— s 802. 1Q
VLAN DA U N—TH D86, /N7 v MIHRSE S, kA — NIk STy M a8k LT-
Xy hU—27 %7 A MRk LET,

X7y M VLAN [EHRN # 7 ST WA, A V7 VAR — MI T v BMIME O PVID % VID
ELTH T LET (R—=FMREX L THR—bFDOEGR), RIZ, AA v FIL, BEER— R A 7L
A= REFRUCVLAN(FE L VID) DA N—=THoE I et LET, kR — B A 7L 2A
A— R ERT VLAN(RI U VID) D A > N—ThWE. 7y MIEIBREET, VID BE U ThHE
B N7y MIERE S, BRI — M3k SNy R LRy P —7 T A b B
~HRE L E T,

AT VAT g )E Y 7 EMRUED Z OB LT, ZERA > FOVLAN 314 > 7 L AR
— hE B2y FEHIBRL T, A vy TFTAOFIRIREMERF L ET, Zic k- T, kR — h
WHIRT 537 OB AREE /2 ) £,
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F 74k VLAN
VID 1 @ default EIEEN D VIAN XA v F EOTRTOR— BT 74/ N TRESN TV E
7,

R— h~_X—2Z VLAN

R—= " _X—=ZVLAN CAA v FAR— " 2@EHT LN 74 v 7 ZHRLES, LT, AA
YFIZIBEOAEa—F—bbWWIERENEEER SN TV A5EEIE, A— Mo L=+
TOTNA AFHR— FDBJET D VLAN D A 3 —|27e ) 7,

A— h_X—Z VLAN Ti&, NICIEIFT v b~y X —ND 802.1Q ¥ 7 A CT&E 2 MEITH Y £H
Ao NICITHEMES —V Xy by FEEZELET, 7y FOEEEBR L7 AL M EICHD
e, Bl —Yxy b bari AL GRE LET, X7y FOBELEIMUO AL v FR—
MZH DAL, VLANZEZEB LT, X7y bE2 AL v F THEET D NEET 0 E I haikdET,

VLAN =7 2 Me

X7y b, VLAN 2DA U NR—THHR—F1 LD~ Tkt 5L LET, BMEEDMOR—
FEICHLIGEMEFEOT T —RT—=TNVDONy 7T v 7 THRELET), A vFiL, EOMONR
— FER—=F 10 VLAN 2 DR N—=THDLHNE I IVLAN 2 N7y M aZ[ETE L0 E 9 ) Z g
LET, A=K 10 B VLAN 2 DA N—=TRWGEE, AL v FII Ty NEFET 5720, HEEIC
SN ET A, B—F 108 VLAN 2 DA =084, Ay MIEXEISHET, 0 VLAN T
SKEIRN T T —FT 4V THERETVILAN B/ AV e xy hU—7 LET, ZOFELT, R—F1
ILVLAN 2 DBy NEERET H WD Z & TT,

Fv b =27 U V=A% VLAN 2K THETLENTEET, A—"—F T VAN EZE v
N7 7452 L TR=MIBEDOVIWN VNV —F @ T o2 enTa, VY—RAEHETLHZ LN
TEFET, FIZIE, VLAN 1 AN —ZR—F 1, 2, 3, 4IZREL T, VLAN 2 A X—%KR— |k 1,
5. 6, TICRETDHE, R—=F1IFZ2ODVLAN ZL—FIZJBLET, A—1F8, 9, 10 (LD VLAN
TN—TICHRESINETEA, DFV, K—F8, 9, 10X[F L VLAN 7 L—T 12720 97,

VLAN FN—F L Vo o7 7YV —vav
Vo 2 T7 7~ g v CRETAR— R I A—TDOVLAN IDITT_RTCE—THALERNH Y F
‘a—o
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Q-in-Q VLAN

Xy NU—27 Faf F—E, Q-in-Q VLAN(ZF 7L VLAN EFEIN D Z L6 b0 £ ) 2 L T
VLAN R 2 9E0E L. K& WELE R VLAN NIZH A # < —VLAN Z @\ T, VLAN IZHT LW LA v —Z B0
TAHZENTEXET, 2H9THZLT. KEWISP CL2IRIBSFA_R— 2y NU—27 2ER L.
HAR<—HDONT VAT L NN EER T2 TEES, ZhICE-T, 727472 Ml
THMERBRTEZRITY 2L, 2 DU EFEDOH A Z~v—LANRA v N Tx 7, EHEMEZERET
5T LTz, BHAX, £NF 4000 LLEO VLAN Z{&E< 2 & D TE 5 VLAN % 4000 LA EFFH> =
L2  VIAN Ry =7 REJBELZY , ry T —27 ETHEEO VLAN 235 0 A ¥
~—DYR— e RELMETLHZENTETET,

FEARENZ, Q-in—Q VLAN &, SPVID & PRI 5, BEAF> TEEE802. 1Q VLAN NIZ& % VLAN ¥ 7T,
I BHO VLANIZIX TPID(Z 7 & 7' a kL ID) Tv—7 Sfu, N7 O VLAN # N TH &L
6T 5720 16 EH TR SN THWET, ThT, NFry "X T7LE 7L LTHRL, Xy U —
7 EDF OO VLAN 225 53BEL T, B— 3 > RNNT VLAN O 2 Ek L £ 77,

WIiE Q-in—Q VLAN % Jf& 30 v FO—HFT9:

EEXET R EEILT SPVLAN (TPID + 802. 1Q CEVLAN # 7 A — ~A v
LA [N H—E RS (TPID + H AKX ~— 2 A7 — K
I3 A A —VLAN VLAN % 7")

2 )

Q-in—Q VLAN D#iH|
Q-in-Q VLAN % ZHEHIC/2 2BIIE. AT OBBIRCHHIN ZSWET,

(1) &2TOHR— MK L, SPVLAN (ZEBWTHEHT 5 TPID B ENMLE T, TPID (F44— K TED
BREIZR D £,

2) Z2TOR—MIXHL, TZ7BAR—= P ELEFET v 7V 7R = DO ELONIHRET DHLEND
nET,

(3) Q-in-Q VLAN T SPVID Z Z'BMIIMENETD T, Vv R 7 L—AEEZ AN L TIHA T &
[N

4) Q- in QDT Yy VAL v F L LTHERT 256, 727 BAR—MISPVLAN O 772 LAR— &7
DT w77 R—NMEISPVLAN OF JfF&ER—F eV EF, ZD&L&ET 7 EAR— MEIUNI
(User-Network Interface) (2. 7 w7 U 7 AR— MINNI (Network-Network Interface) |Z@%
ETDHMERDY 7,

(5) AZEfETIL, Q-in—Q VLAN LAEHED VLAN OPFRIZHBRER A, EHOoNTO MM &R D £,
FEAED VLAN 775 Q-in-Q VLAN ANIAEHE L7286, £k TRE L TV ACL ITIEIERSMEL L
RHGENRHY ET,

(6) Q-in-Q VLAN ZHZMNT DB, STP BELUNGVRP & — BESHCT 20N H D £,

(1) 778 AR—= ML EHENDIERE CPUMNLD/ Ny NI, X772 LIC7R 0 £,
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3.3.1 Jumbo Frame

TRV A4 FUDTIVFRS T, Enabled £7213 Disabled IR L T, V¥ VA7 L— L DHRE
BEHREZ A %) (Enabled) £ 7213 M%h (Disabled) ICLE T, T 74V MIADTT, AT DL, &K
PA X 9216 XA POV ¥ AR T L—5 (1622 NA FOFEHES =Ry T L—LH A ALY HKRE
W7 L—L) B AA v F TEIETEET,

/k0)174 v R AFRRT A1, L2 Features > Jumbo Frame #27 U v 7 LE¥ 4

Jumbo Frame O Disabled  ®© Enabled

Current Status: The maximum size of Jumbo frame is 9216 hytes.

(Applyl %27V v 7 LCEFE#mHA L £,

3.3.2802.1Q Static VLAN
ZOU 4RI, FRICHRE L9 _To VLAN 23, VLAN 1D 35 KL OV VLAN 24t » C—H#R R
SNET,

DT« /k ?%i‘%rﬁ“é 1%, L2 Features > 802.1Q Static VLAN Z#27 U v 7 L£7:

ol & \/

WLAR List | AddiEdit YLAMN | Find YLAMN | YLAMN Batch Settings | Total Entries: 1

VID WLAMN Mame Advertisernent  Tagoed Ports Untagged Ports Forbidden Paorts
1,2,3.4,
1 default Enabled 56,7,8,
9101112

Brivy802.1Q VLAN = b U —ZAER T 212i%, V4 FyO—F EICdH D [Add/Edit VLAN] & 7
27V LET, ROX—VORHOKIZH L LI, HILWFTREREINET, 22T, A—
FNEBHEL T, HTLWVLAN ICEA L & BB E2E 0 Y TET,

BEFFD 802.1Q VLAN = b U —Z#ET 221X, LOMIET 2 VIAN =2 R U —DOR{ICH 5 [Bdit]
70w LET,
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oU L. < VAN

WLAN List | Add/Edit VLAN I Find VLAMN IVLAN Batch Settings I Total Entries: 1
vID |:| VLAM Mame I:I[NameshouldhelessthanSZcharaders} Apply
Advertisement | Disabled |=

SelectAll1 2 3 4 5 6 8 9 13 5 18 20 21 22 23 &
Tagged A 0O 0000000000000 000000000O0
Untagged A |00 0000000000000 00000000O0
Forbidden A |00 0000000000000 00000000O0
NotMember | Al (B @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @

Tagged Ports
Untagged Ports

Forbidden Ports

[802.1Q Static VLAN]DIWMD T 4 > ROIZRE DX, [VIAN Listl# 7 %227V v o LET, BT
?802.1Q VLAN = N U —ZZHF 5120, FICT D [EditlRZ 227 Vv 7358, Ly 0~
RURERINET, 22T, A= ERELT, HILOVLANIZEAESA EHFSZ2E0 LY TET,
LW 4 RUDRT A—=H—DFHFIZHON T, ROFXEZSHL T EE W,

TR T A —Z =D it L E T,

VID VLAN @ [Add/Edit VLAN] % 77 C. VLAN ID Z# A/ L7=0 . BEfED VLAN @ VLAN
ID 2R LFE$, VLAN T VID £7-1% VLAN & CakB L E 7,
VLAN Name [Add/Edit VLAN]C. #H LW VLAN O4HiZASIL7=0 ., VLAN DARTEZAE L

*9, VLANZDOE XX 32 XFLUHNICLET,
Advertisement ZOMRER AN LT, AA v F D GVRP /7w R AR Y — A TEE L.
BETED VLAN ZfEACT& A2 EmmL £,

Port fARAR— R % VLAN D A o _"—E LTHRELET,

Tagged AR—F%2802. 10 /&L LTHRELET, Ry 7R F=v I E2AND
L. ZORGAR—NIZ T LUTHEESNET,

Untagged AR—hr&E802.1Q# 7 LELTHELET, Ry 7R TF =7 EAND
L. ZTORGBAR—NMNIZ TR LE LTHRESINET,

Forbidden COWEBAERINT HZ LT, RMRF—IBZAF I w7 VLAN DA L N— (T
HZEaREIELET,

Not Member fEBIAR— k% VLAN DIERA > N—L LTHRELET,

(ApplylZ 27V w7 LCEFEAZEMA L ET,
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VLAN Z #3245 121%, [Find VLAN]# 7% 27 U w27 L VLAN ID Z A /1. %&iZ, [Find]lZ 2 Vv 27 L
F9, VLAN List [ZEFHRANZERE L= VLAN OFRENF I ET,

WLAN List | Add/Edit VLAN I Find VLAN IVLAN Batch Settings | Total Entries: 1
|ve |

VLAN N F x> b U —Z2Ep3 % 121%, [VLAN Batch Settings]# 7% 7 Vv 7 LET, ROV 4
Y RuRERENET:
[TBUZ TG SHliE YL AN e ————

WLAN List | Add/Edit YLAN | Findvian | vLan Bateh settings | Total Entries: 1

woumeszn [ |  Oma  Opaes  Ocoig

Advertisemen t Disabled v

Polistteg. -5 [ ]

Apply

FRUCANT A—F =D it L E T,

VID List VLAN O%E &8, B, HIFRT 2 IDFZEZ AT LET,
(e. g. :2-5)
Advertisement ZOMREZANCTHZ LT, AL v TN GCRP T v &N Y — RITIEE
L., BEfFO VIAN A CExH 2 L am@mmL £,

Port List KIR— b % VLAN O A >ox— L LGB, HIFRL £,

(e.g. :1-5)

Tagged A= &2802. 0¥ /fF& L LTHRELET, Ay 7R F=v s EAND
L. FORBAR— MIFTfEE L THEESRET,

Untagged R—h%2802.1QZ 77 LELTHRELET, Ry 7 RZTF v 7 E2ANLD
L. TORGBR—NMIZ TR LE L THRESNET,

Forbidden ZOEHZENL T, "— FZ2 VLAN DFERA L NR—=L LTHREL., &~— FXH)

L2 VLAN D A L N—|270 A 2 28 L3,
(ApplylZ 27V w7 LTCEHZEMA LET,
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3.3.3 QinQ

3.3.3.1 QinQ Settings

ZOU 4 RUEMEHLT, QnQ BEREED /T A—F —REZITWVET,

KD 4 v R EFRRTAHITIL, L2 Features> QinQ > QinQ Settings #27 VU v 7 L$7:

QinQ Global Settings (J Enabled @ pisabled Appl
From Fort To Port Raole Cuter TRID (hex : Ox -0} VLAM Translation
01 |+ 01 NI - ox[zaag | Disabled |+ | Apply
Fort Role Quter TPID WLAM Translation
1 MM 0x88a8 Disabled
2 MM 0x88a8 Disabled
3 MM 0x88a8 Disabled
4 MM 0x88a8 Disabled
5 MM 0x88a8 Disabled
5] MM 0x88a8 Disabled
7 MM 0x88a8 Disabled
8 MM 0x88a8 Disabled
g MM 0x88a8 Disabled
10 MM 0x88a8 Disabled
11 MM 0x88a8 Disabled
12 MM 0x88a8 Disabled
13 MM 0x88a8 Disabled
14 MM 0x88a8 Disabled
15 MM 0x88a8 Disabled
16 MM 0x88a8 Disabled
17 MM 0x88a8 Disabled
18 MM 0x88a8 Disabled
18 MM 0x88a8 Disabled
20 MM 0x88a8 Disabled
21 MM 0x88a8 Disabled
22 MM 0x88a8 Disabled
23 MM 0x88a8 Disabled
24 M1 0x88a8 Disabled

TR T A—F =D it L E 3,

QinQ Global
Settings

T VA RHZ T, Enabled E£ 721X Disabled Z3®IR L T, QinQ 7' v —/ Lg%
E DA% (Enabled) F 72 13E%) (Disabled) Z 5% E L £9°,

From Port/To Port

QinQ ZFRET D HRA— MliHEZEE L E T,

Role

BR— DO —LEZIEELET,

NI - fRELca—Y—LREELLLRXy NV ROBEEZEET 22—
Py NT—2 VB —T7 2 — AR L ET,

NI - 2 ODIFE LRy N =7 HOBREEEET SRy Y —7A
=T —AEBELET,

Outer TPID (hex :
0x1-0xffff)

7 U —=TPID (337 hOFE LGV BLZOBIMER LET, 7T ¥ —
TPID C. 7w X —& 7 %ER L. VLAN ID & NI SR IZ SN T34
v MIFEAL T,

VLAN Translation

VLAN Z5#4 % 4 %) (Enabled) & 7213285 (Disabled) ICLE4, T, 794
R= bRy NT—=INOZE LT —H# Xy 7I1ZH% VAN 1D %, ¥—t
AT BNRAZ =Dy NT—7 THEHEND VIAN IDICEHLET, 77
# /v M) (Disabled) T,

[ApplylZ 27V v 7 LCEHAZEALET,
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3.3.3.2 VLAN Translation GVID Entry Settings
VIANEHL T, 7TAX—F Ry NT—IDOZE LT —% /"y Z712H25H VLAN 1D %, —E R
ONA X —DFy T —27 TR % VLAN ID IZEH L £7,

DT 4 RUEFRTHIZIL, L2 Features > QinQ > VLAN Translation CVID Entry Settings
UV LET:

VI

Action CWID List(1-4094) SYID (1-4094)

Delete All

Total Entries: 0
CWID

FRUCANT A—F =D it L E T,

Action P —E 2713 Z—VLAN ID(SVID) /<% b Add GBIN) £ 721
Replace (E#2) #+5E L £ 7,

CVID List(1-4094) | # 7 fF& 3y R8BS NS I A%~ —VLAN 1D —& T,

SVID (1-4094) P —ERA TN, =D VIANIZH TfFE A R—L LTHAT DL 91
VLAN Z 3% E LE 7,

[ApplylZ 27V v 7 LCEFZmHA L E7,

[Delete All1]% 27 U v 7 LCVLANEH T U —Z2 IR L E7,

73/217



3.3.4 802.1v Protocol VLAN

DY 4 R T fa/LVLAN Zv—7DOEEEB KO Vv—T~D 7 v ks a/ViBIORE Z1T
WE9, 802. 1v Protocol Group Settings Tld, &7 12 k 2/LdD~</LF 7 /L VLAN ~Dxfiix 33 L VA
UPBRR— NMIXfT 5872570 N VOREEITOVET, FlxiX, =—%—1%802.1Q & 802. 1v %
FIUWEEAR— MZZ TR LE L TRETDHIENTEET, Vg RO TFRENTIZREIZ/ER L 72 VLAN
TN—TNERINET,

3.3.4.1 802.1v Protocol Group Settings
WD 4 RyaFEHALT802. 1v e halZi—7 %2R ELET,

DT 4 RUEFRTHITIL, L2 Features > 802. 1v Protocol VLAN > 802. 1v Protocol Group
Settings 7 Vv 7 LFET:

ol Vv FTortoco QLD - L

Add Protocol VLAN Group

Graup 1D (1-16) [ ] Group Name | | [ Add [ Delete all_|

Note: Mame should be less than 32 characters .

Add Protocol for Protocol VLAN Group
® Group D O Group Mame Frotocol Protocol Walue {0-FFFF)

Total Entries: 0

Group Marme Frame Type Protocol Yalue

TRUINT A= —OHAZ il LE T,

Group ID (1-16) | Zv—7 D ID HB 5% 1~16 O TIER L £,

Group Name TN—THI LT, L7 e ha/L VIAN Zu—F %8B L E3, ik 32
LFORBT LTI AN LET,
Protocol ZOMEEIZ. RNy "N B —NOHX A T T T N MR LT, £NICHE

BT 57w ha/VORBEARETHZ LT, Ny a7 e FaLERD
VIANIZw > P LET, PNF T A=a—5, Ethernet Il 721
IEEE802. 3 SNAP Z &R L F 9, (IEEE802.3_LLC (ZIZxfs L TED FHA)
Protocol Value TN—TOE AN LET,

(0-FFFF)
[Add]Z27 Vw7 LTH LW U —%BIMLET,
[Delete All]Z 7 Vv 27 LTy MY —ZHIFRLET,
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3.3.4.2 802.1v Protocol VLAN Settings
DU 4 RUT, 7R FalVIANEZHELET, Vg RUOTHESIT, FANI/ER LTCRE
MERINET,

WD T 4 v RUEHRRTHITIL, L2 Features > 802. 1v Protocol VLAN > 802. 1v Protocol VLAN
Settlngs /) /7 Liﬁ“

ol DIOCOI v L

Add New Protocol VLAN

® GroupID v @WID (1-4094) 1 802.1p Priority None v
O Group Name OVLAN Name 1
Potlistte:18) | | [FaiPors

Protocol VLAN Table
Search PortList | | Find J[ showall ][ Delete all

Total Entries: 0

WLAM Mame Group 1D 802.1p Priority

TR T A—Z —OFi it L E 3,

Group ID FTUFARE ) v L, FHICRE LTI N—T7 1D @R L7,

Group Name FUFRE T ) 7 LT, FHNCRE LIV —T 4 & RIRLET,

VID (1-4094) | A REZ %27 U w27 LTCVID Z# A LE7, VLAN ID & VLAN4 ©, =o—¥
—3ERK L72U VLAN 2351 U E 3,

VLAN Name TUFRE L H )y 7 LTVIANAE AT LET, VLAN4 & VLAN ID T, =
— P —HERL L7 VLAN 235 U E9,

802. 1p ZONRT A =L =X, AA v F THEANIKE LT 802. 1p 7 7 + /b MBS 2 3F

Priority TETIOZHEESNTVWET, ZAEHEHLT, ~Fry FOREEE 25

CoS Fa—%RbET, ZO7 44—V RRBREEIND &, AL v TFRZITFANR
T OB L —BT 537y by, 22— =2 FR/NHEE L7z CoS F 2 —I(C
Rk S ET,

BREME X2 —, CoSFa—, BLU, 802.1p O~ v B> 7B 5 ikl
HIZOWTIE, Av=a2T7 /LD QSDEr v a 28R LTLIEEN,

Port List All Ports ODIHBIRTE £7,

(e.g.: 1-6)

Search Port | =~ DHSEZMA LT, HANCRE LA— b BREET~TREL. 7—7
List O TESCRRTEET, He b BERRT S0, 2R LEVH—

BEANLT, [Find]lZ27 Vv 7 LET, FANIHKE LA — F—EE2 5T
U4 RO TSI FTRT HITIE, [Show Al Z 27 U v 7 LEd, HRlITH
ELER— F B2 T _XCTHETLHITIE, [Delete Al1]JEZ 7Y v 7 LET,
[Add]Z 27 Vv 7 LTH LW MY —ZBIMLET,

[Find]l# 27V v 7 LTANESNTZERETHRELET,

[Show Al1]% 27 U v 27 LCERTHOZ M) —%FRLET,

[Delete All]ZZ7 U w7 LTETOHOT MY —ZHIFRLET,
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3.3.5 GVRP Settings

ZDT 4 RUT, AL vF N, FOMD GARP VLAN B 7' 11 b =21 (GVRP) 5t A A F & VLAN
REFHREHLETEINEINEZITELET, S, AV VAF =y 7 2MH LT, PVID BAR—k
DOPVID & =B LBRWZENNT Y NET A NZ ) TTHTENTEET,

D74 v R EERTHITIE, L2 Features > GVRP Settings #7 U w7 L7
[GVRPSetfings —————————— — ]

GVRP State Settings @ Disabled ! Enabled L #pply |
From Port To Port PVID (1-4094) GVRP Ingress Checking Acceptable Frame Type
01 - 01 - Disabled = Enabled | = All o Apply

P PV Reassigned PVID Ingress Checking Acceptable Frame Type
i 1 = Disabled Enabled All
2 1 - Disabled Enabled All
8 1 = Disabled Enabled All
4 1 = Disabled Enabled All
H 1 = Disabled Enabled All
i 1 = Disabled Enabled All
| 1 = Disabled Enabled All
8 1 = Disabled Enabled All
9 1 = Disabled Enabled All
10 1 = Disabled Enabled All
11 1 - Disabled Enabled All
12 1 = Disabled Enabled All
13 1 = Disabled Enabled All
14 1 = Disabled Enabled All
15 1 = Disabled Enabled All
16 1 = Disabled Enabled All
17 1 = Disabled Enabled All
18 1 = Disabled Enabled All
= 1 = Disabled Enabled All
20 1 - Disabled Enabled All
21 1 = Disabled Enabled All
22 1 = Disabled Enabled All
23 1 = Disabled Enabled All
24 1 - Disabled Enabled All

PR T A—Z —OFi it L E 73,

GVRP State FGARH T, Enabled F7-1% Disabled Z8R L T, GVRP 7' 1m— Lg%
Settings TEDHZN (Enabled) F 721385 (Disabled) Z7%E L £ 9,

From Port/To Port | {ER9 % A" — h_X— R VLAN IC & TR — MPHAFEE L 77,

PVID (1-4094) FAR—=FDOPVIDEI D YK TEASLET, 802.1Q R— FRET—7 NV TIERK

THREIC, FEICTVLANIZE D Y THZ ENTEET, AL T DT 741
kTl T_XTOR— M VID 1 @ default VLAN BNE[ D ¥ THA TV E
7,

GVRP 7 V—"7" VLAN g7 1 k2L (GVRP) T, AN— R EJHYIZ VLAN D A /38—
W25 X9 LET, GVRP OF 7 4 /b FREITER) T,

Ingress Checking | Ingress Checking C Enabled Z 8R4 5 L RIEBEBDO LR — MIBWT, %
{5737 > RO VLAN ID L5Z[FHR— b VLAN 1D B2 H5EAI, X7 v b
PIFEINET, 7 74/ FXEL [Enabled] AT,

Acceptable Frame ZDT 44—V T, A= IR ZIFTAND 7 L—2DfEEEZ RO FE T, Tagged
Type Only 2R LIZ3A1T. 2 7 f&E D7 L—LaDHZIF ANET, All 238K
L7813, #OMEERIIZ IR L7 —0 22 ANET, T 74/
TiE, ALl AN/ TOET,

[Applyl %27V v 7 LCEFZmHA L E7,
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3.3.6 Asymmetric VLAN Settings
HHVIANFEHIX, 7oA MY v 27 VLW OFZEZEfD 1 -OTY, BHEHOFEMATIEL, VLANEREENT
WETD 2207 /34 A, [RIUVIAN ZH L CEZIELET, LoL, 2 50825 VLAN 24 H
?‘é EERNRIBENH D ET (7 TA T FOMERID IP 7%y b EICHDEE. -0, EEN
(RS D MBMNS 7 TA T MED ST 7 4 v 7 B5ETHHERE).,

/)*(0)‘74’ NG l\ ‘7’5’%‘%2‘?‘6 IX. L2 Features > Asymmetric VLAN Settings 7 UV v 7 L E9:

Asymmetric YLAN State () Disabled O Enabled

Apply

TREUINT A—Z —DF A Z ik L7,

Asymmetric T AR H T, Enabled £721% Disabled Z3&EIR L T, asymmetric VLAN @
VLAN State £ % (Enabled) & 72135 (Disabled) Z 3% E L £79°,
[Applyl %27V v 7 LCEFZmHA L E7,

3.3.7 MAC-based VLAN Settings

O 4 RUEEHALT, AA v F EITMAC_R—AVIAN = b U —ZfER L £, MACT KL A
IZBEFDOFRHI VLAN OWT i~y 7L ET, #E0 MAC 7 FLREE L VLAN 2w v S E
T EHIMAC XR—AVIAN = b —%2 a2 —HF—HIHERK LI2HEIE, 20— =060 N7 7 4
Y ZIIFRE L VAN ICHsik S E T, £Dd, £ U —T, #E% MAC 7 FL- A& VLAN @
BfREfRREL £,

/5(0)74 N % ‘775_’?‘?/7”?“5 IZ. L2 Features > MAC-based VLAN Settings #7 U v 7 L ¥4

MAC Address | | YLAN Name | | [ Find Il Add |

Delete All

Total Entries: 0

FRUCANT A —=Z =D it L E T,

MAC Address ~ T THMCT RUAZRELET,

VLAN Name R E L2 VLAN D VLAN &4 &2 A L £7,

[Find]# 27V v 7 LTANSNTZNRT A= —IZHT L2 ) —Z2BRBELET,
[Add] %727V v 7 LTCHLW= MU —ZBILET,

[Delete All]Z 27 U w7 L CE&TCO MU —%HIBRLET,
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3.3.8 PVID Auto Assign Settings

AA v F EOPVID HEEID Y CTEANEITEZLET, PVIDIX, AA v TF BT+ T—F 1
TEBIOZ7 4 V& 7% BT 2 VLAN T9, PVID HEVEI D 4 CTHRERRIGAIT. FRlceR
E LT PVID &E, E72i%, VLANGRETPVID #ZEH T 52 &N TEET, 2 —P—03F— ~ % VLAN
DHATIRL A N—=V y FICRETDHE, ZOR— D PVID X, #E L VLAN THEHSNET,
VLAN —E& o< RCIE, PVID I VLAN —%& FOKREOHA CEHENET, 2—F—»NK— K% PVID
DVLAN DX T LA R_R—y TOBHEIERT D L, AR— KD PVID X7 74/ b VLAN (28D 4T 5
x4, PVID HERRENERN /25 A 1%, PVID IZ PVID 3% E CLOVEE T& £H A (2 —H =R
ICEBLET), VLANRE TILPVID ITHBIMICEE SNERFA, 774V MREFAEDNTT,

/)/203174' VK ‘7%2‘%2“?‘5 1%, L2 Features > PVID Auto Assign Settings #7 V v 27 LE4:

FVID

PVID Auto Assign State * Enabled O Disabled

Apply

TR T A —Z =D it L E 3,

PVID Auto T A RH T, Enabled F£721% Disabled #334K L T, PVID Auto Assign ®
Assign State A%h (Enabled) F 7213 #%h (Disabled) Z3RE L F T,
[Applyl %27V v 7 LCEFZ#mHA L E7,
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3.3.9 Link Aggregation
Vo277V F—vary(@B—h T 27)IZ2O0T

Voo 77V r—varEZEHLT, A= bOFSEMLEDE, B—ORFRIET —% /1477
AVEERLET, AL v TFIE, R8OV I 7 7V r—v a7 —FICeLET, K7 0—
TERERT DA — MR 2~8 T,

FEER

0 MI)—=ZXDY 2O T7T V75— 30T IL—THOREKIE APLGMT18GTSS/PoE/PoE2
& APLGM124GTSS/PoE/PoE2 T 8, ZNLSMNMIBFEEHAR— -2 &RV ET,

0 AUN—R—FELT, A—Y—FR—brEarRR—rFEHAFEDEDZ EITHEE
Tt A,

@ e oncmam. web i 802 XBED EORK— HERETEE LA,

GM > —XTIE7IILT) XLA ip_source £7-I% ip_destination MHE. Unknown
unicast. Broadcast., U Multicast D 7 L—LALlFAO—Koz7EnFEH A,

Vo7 7V FA—2a 0T, BEROR— 27— LT, M-V 27 & LTEET AL HICT
TET, ZHUTE-T, H—V 7 OWIEL £ & OTmIkE N 53 oL E T,

WE. Vo770 = a v EERLT, Y= EOFRIEEFT Ry NI =7 TS 2B DN

ITEEOT A A Xy NI —=7 DRy I R—=12) 7 LET,

ZA v FTlE R8OV I 7 7V F— g o PN —F52ERTEE4, K7L —F1F2~8 D
Uo7 (R—R) TR SNET, Z—THNOTXTOR— MEFE L VLAN D R 2 /3—ThH D LEH
b FEF, o, TOSTPIRRE, #H~LTFFx AN, b7 0w 78I, VT 7 4 v 75570,

802. 1p 7 7 A/ MELEREIZR U T A, A—brEX2VT7 41— A—FIT7—
Uo7, 802.1X 1%, Voo 77V A=y arZ—7ETAMCTEERA, SHIT, EAENT-
V73T _CREUEHET, 2 8HE L TRETDILENRD Y £7°,

TRCOREA TV a v (vAZ—KR— MIEHT D VIWRELZEZHAED X, Vo7 7Y 75—
varI—T7eRicEA s nNET,

LE LI N—TNOR— ML, AR BEMICEH SNET, £, ZAV—7AHIC) v 7
T =DRETLHE, Ry MU=V NI T 4 v T N—TNOEDMDF— MIEIDIRD £7°,

AA »F LV TlE, A=Y ) —Ta hand, Vo277 05— ary I —7%8H—1
VI ELTHRWET, R—FL_NLTIE, A=Y —Fa hani, ~AZ—R—rOR—k
NTG A= —FfH LT, A—bFaRXA b EHELEZD, Voo 77V~ a 7 —TDREEZED
¥4, AAVFLIC2ODILEYV I T 7 V5= a I —FRERESILTWDHIEAIEL, STP X1
DD N—TERKETay 7 LET, STPIITCEV 7 0HH—FKR— b bREEKICT e v 7 LET,
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3.3.9.1 Link Aggregation Settings
ZOU4 Y RUEBHLT, hTU I R—=FDITN—TREZITVET, Va1 RTDTENIT,
HANAERR L= 7 — 7RI ENE T,

/k0)174 v RO EFTRTAHI21%., L2 Features > Link Aggregation Settings #7 V v 7 L$4:

~aqregatic = O

Algorithm  MAC Source - System Priority (1-65535)  [32768

Edit Link Aggregation Information
GroupiD(1-8) | |Type sStatic  ~ MasterPort 01 > State Disabled * [ Clearall |[ Add |

11 12 13 14 15

12 3 5 b g
o060 060686060600 0000060 6 0

Total Entries : 0

Group 1D Type Master Port Member Ports Active Ports Status Flooding Ports
MWote: Maximum & ports in a static or LACP group.

TN T A—Z —OF A Z i L E 7,

Algorithm AL TN NT o7 TN—T R T DR — MNE TR T 2B EHT 5
TITY ALERELET,

ST LY XA E, MAC Source/MAC Destination/MAC Source Destination/
IP Source/IP Destination/IP Source Destination 75 iR L £,

System Priority | LACP ODYEEESLEE A 1~65535 OHIPHCHE L E T, EI/NZUNE SELEMN
m< 720 ET, T 74V MEIT 32768 T,

Group ID k?y7ﬁw—7VMD%%%1~8@Embifo
ID O EEPHITEEIC L > TRA Y 97,
Type 7»5?/%%l—f\&MR\MWU>77795—V5Vﬂ@fDFZ

V) DOWTINEER L ET, LACP Z&EIRT5 &, fHREELERIZ—T 3
VEITWRNT T —T R R L E T,

Master Port TNHET A =a—T, NTU T ITN—TDvAF—KR— bR LET,

State TNE T A =a—n5, Enabled £721% Disabled Zi&IRN LT, ~hF7 77
N—"TDH %N (Enabled) & 7213 %) (Disabled) Z3%E L 7,

Active Ports N IN—T DENERRERAR— FERRLET,

Ports T TN=TDAN=R=F2ERLET, 1 DOTL—TITHRKR 8D

DAR—rEEOYTHZENTEET,

Flooding Ports | ZDOHR—KFTiX, 7r—KX*x¥ A, w/LFTFHx A b, 5B8LERHNT Y Fa
79T 47 LET, A—MIABTERSNET,

[Applyl %27V v 7 LTEREZEHALET,

[Clear Al1]%Z 27 U 27 LTT7 4=V RNLDOETCOANT—H%27 V7 —LET,
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3.3.9.2 Lacp Port Settings

O 4 RuAfEA LT, LACPHIE 7 L— ADUFRE— K. XA AT M., F—

4l

NS R

Ebi‘j—o

WD 4 v RUEFRRTHIZIL, L2 Features > LACP Port Settings Z#7 U w7 L¥d:

LA il mi ¥ = &

From Port To Port
01 * M

W00 = ke L R

TRENCANT A—H

Activity LACP Timeout Port Priority (1-65535)

- Passe v shn - [ |
Activity LACP Timeout Port Priority
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 327a68
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768
Passive Short 32768

— OB Z R L 9

From Port/To Port

Rbtf "B ELZR— NI N—T2RELET,

Activity

Active = 777 4 ZHED LACP AR— MX, LACP Hlffl 7 L — A ZEFE L E
T, ZHUT XD, LACP ¥EHLTF S A R TR — F 7 — T H BTG U CEIY
WICHRELET, R— =T Z2@NICEET LI, HET A AL
LACP [T S CT&E 2o £ A,

Passive — /Xy L THRED LACP 7R— FTlE, 45O LACP il 7 L — 2 %
BETHZENTEERA, V7 LEEAR— NI —7"THE L, B1IC
EHETDHINE, B Lic—FDOT A ANT 7T 4 TOMERHY £,

LACP Timeout

KHAEEE NS ZET D LACP HlfHl 7 L — L DZE 4 A4 57 7 MR 22T L
F9, 7740 PREIX, [short) TY,

short — LACP 0)'33155’4’ AT T N ZE 3SICRELET,

long — LACP DA X A L7 7 M Z 90 FMICRRE L £7°,

Port Priority
(1-65535)

LACP DR — MEHEREE % 1~65535 OFIFH CTHRE L E T,
AV NS WFZEERERE L ARV £7, 7 7 4/V MHEIE 32768 T,

[Applyl &2 U v 7

LCTERZ@EH LET,
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3.3.10 Traffic Segmentation

Traffic Segmentation ZfEH L T, AA v F LOHE—~KR—F DO R—FDITINL—TF~D KT T 4 v
JEFIRLET, ZORNT T4y 7 7u—8 7 A ME, VIWEZHERA LTI 74 v 7 Z2HIRT2H
EELTOETH, VAN ZES ALV S N7 7 0 v 7 2HIRLET, Zhid, AL vF CPUDA—
W=y REHMETIC N7 7 4 v 7 2R T2H5ETT, 20OV 4 RUT, AL vF LOZOAM
DR— My NEIRETEDLAAL v F EOR—FE2RRLET, FFEDR—FDOHF LT T —
T AT R— NERET DL, RPDOR— TNV T T A =ma— b jgEDOR— NI NE T A=a
—MBAR— 2R LT, WIZ, [Applyl 227V v 7 LET,

WD 4 R ERRT HIZIL, L2 Features > Traffic Segmentation Z#2 U w7 LE9:

Traffic Segmentation Settings
From Port 01 - ToPort 01 =

Forward Portlist i 2 3 4 5 g 7 g 9 11
|_Clear Al | Select All ™ v ¥ v i v i ™ v i v i

Ports 1,2,3,45 67,8 09,10, 11,12, 13, 14,15,16, 17, 18,19, 20, 21,22, 2

F Forward Portlist

1 1,2,3,4,56,7,89,10,11, 12,13, 14, 15, 16, 17, 18,19, 20, 21, 22, 23, 24

2 1,2,3,4,56,7,89,10,11, 12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24

= 1,2,3,4,56,7,8 910,11, 12,13, 14, 15, 16, 17, 18,19, 20, 21, 22, 23, 24

4 1,2,3,4,56,7,89,10,11, 12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24

5] 1,2,3,4,56,7,8 910,11, 12,13, 14, 15, 16, 17, 18,19, 20, 21, 22, 23, 24

3] 1,2,3,4,56,7,89,10,11, 12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24

7 1,2,3,4,56,7,8 910,11, 12,13, 14, 15, 16, 17, 18,19, 20, 21, 22, 23, 24

g 1,2,3,4,56,7,89,10,11, 12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24

9 1,2,3,4,56,7,8 910,11, 12,13, 14, 15, 16, 17, 18,19, 20, 21, 22, 23, 24

10 1,2,3,4,56,7,89,10,11, 12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24 L
i1 1,2,3,4,56,7,8 910,11, 12,13, 14, 15, 16, 17, 18,19, 20, 21, 22, 23, 24 3
12 1,2,3,4,56,7,89,10,11, 12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24

13 1,2,3,4,56,7,8 910,11, 12,13, 14, 15, 16, 17, 18,19, 20, 21, 22, 23, 24

14 1,2,3,4,56,7,89,10,11, 12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24

15 1,2,3,4,5,6,7,8 910,11, 12,13, 14, 15, 16, 17,18, 19, 20, 21, 22, 23, 24

16 1,2,3,4,5,6,7,8 910,11, 12,13, 14,15, 16, 17,18, 19, 20, 21, 22, 23, 24

17 1,2,3,4,5,6,7,8 910,11, 12,13, 14, 15, 16, 17,18, 19, 20, 21, 22, 23, 24

18 1,2,3,4,5/6,7,8 910,11, 12,13, 14, 15, 16, 17,18, 19, 20, 21, 22, 23, 24

19 1,2,3,4,56,7,8 910,11, 12,13, 14, 15, 16, 17,18, 19, 20, 21, 22, 23, 24

20 1,2,3,4,5/6,7,8 910,11, 12,13, 14, 15, 16, 17,18, 19, 20, 21, 22, 23, 24

21 1,2,3,4,56,7,8 910,11, 12,13, 14,15, 16, 17, 18,19, 20, 21, 22, 23, 24 Tl
22 1,2,3,4,5/6,7,8 910,11, 12,13, 14,15, 16, 17, 18,19, 20, 21, 22, 23, 24

22 1224 RAT 201011 12 12 14 18 1R 17 12 10 20 21 22 22 24 ﬂ

From Port/To Port N7 7497 ZHIRT DRGOR— 2 AT LET,

Forward Portlist NIy NEERETE DAL v TF EOR—FEZRIRLET, ZHHDOKR—F
%, From Port/To Port TIREL7-HR— b6y b EZELET,
[Clear Al1]Z 27 U v 7 L TR TRINERL ET,

[Select All1]Z 27V » 7 LTRTERRNLET,

[ApplylZz27 Vw7 LCERZBHALET,
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3.3.11 BPDU Guard Settings
DY 4 R AR LT, BPDU Guard /8T A —% —%FHELET,

WD 4 R a2 RT HITIX, L2 Features > BPDU Guard Settings #27 U v 7 L4 :

BPDU Guard Global State OEnabled  ® Disabled
Log Status
Recovery Time (60-1000000} see
v [ Infinite L
From Port To Port State Mode
[01 v [01 v|[Disabled  w|[Shutdown v/
Port State Mode Status
1 Disabled Shutdown Normal A
2 Disabled Shutdown Normal
3 Disabled Shutdown Normal
4 Disabled Shutdown Normal
5 Disabled Shutdown Normal
6 Disabled Shutdown Normal
7 Disabled Shutdown Normal
8 Disabled Shutdown Normal
9 Disabled Shutdown Normal W
10 Disabled Shutdown Normal

PR T A= F =D it L E T,

BPDU Guard Global
State
Log Status

T VAR HZ T, Enabled £ 7213 Disabled Z 4R L C. BPDU Guard Global
DA %) (Enabled) £ 721385 (Disabled) 3% E L £97,

BPDU ' — Rmr 7 &% E LET, F/NVHF U A ==2—"7TNone, Attack
Detected, Attack Cleared, Both 7>5 3R L F 9, Attack Detected % BPDU
T L— AR 72 LE T, Attack Cleared IZHENE IR~
R CTOFEEIAKICe 72 LET, Both I Tr 72 AHLES,

Recovery Time

BPDU 77— RRTED> & B BRIF 2 R§fi] & 60~1, 000, 000 O THiE L £
T, F 70 MiEIZ 60 T, Infinite ZFRET H L HEER L EHA,

From Port/To Port

RIET DR — P OFPHFEEEZ LET,

State

TINE T A =2 —"TCEnabled £7-1% Disabled Z3#IR LT, FEE LA — b
\Z BPDU ' — RHEREDH %N (Enabled) F 72135 (Disabled) #3%E L £97

Mode BPDU 4 — FE— R&FHE L F I (AK3— 3 13 Shutdown DIEER) o
Status AR— k@ BPDU ' — FHESREOENMEIREEN TR R SN E 9, B ENME Normal) £7=

135 — FIREE (Err-Disabled) NE RS E T,
(ApplylZ 27V w7 LCEFEAZEMA L ET,

f

STEEE
0 BPDU /i— RIS HR ET B/84 v kL. R4 v F THHR— 3% IEEE802. 1D
BPDU (STP/RSTP/MSTP) & %2 Y =4,

BPDU /7 — FH#BEM B GR— FTIE. RAXZ2 TV —HEEFERETETEE A,
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3.3.12 1GMP Snooping

IGMP A X — Y V24T A2, £9. Ve — LR EZADZ L FET, &KIZ, L2 Features >
IGMP Snooping W 4 ¥ RUZHEHL T, HFVIANZRELET, IGMP AX—E 72T HE, R
Ay FIE, TAAA ADNE IGMP AR A hA~EEEND TGP A v&— F72iE, IGMP AR A b7 /3o
ANEFEIND IGWP A v E—IZHDNT, FFEDOVILTF X ¥ A KT I—T A N—~DR— F %
WEDBAL D ZEMTEET, A v FIL, IGMP A v —VZEEMR LT, AR DL OFITOERN
KT30E, v~V FXY ATy NOMREEZHIELET,

3.3.12.1 IGMP Snooping Settings
ZOU 4 RUEFHLT, AL v F EDIGMP AX—E 2 7DV a— ViR EE B E - 135
\—- L/gz_a‘o

WD 4 v RUEHRRTHITIE, L2 Features > IGMP Snooping > IGMP Snooping Settings %7 U
v 7 LET:

Vi DO ] - L

IGMP Snooping Global Settings

IGMP Snoaping State @ Disabled ) Enabled

Total Entries: 1

VLAN Narna

1 default Disahled Modifs Router Port

(ApplylZ 27V w7 L CEREA M LET,
(Edit]Z 27V w7 LTHEANZHRELET,

[Edit]Z 27V /ﬁ LT, 2OV 4 FUZBE £

Vi DOP L

WLAM 1D 1 WLAN Mame default
Guerier Expiry Time 0 sec Querier |P 0.0.0.0
Max Response Time (1-25) sec Guery Interal (1-B5535) sec
Last Listener Query Interval {1-24) sec Robustness Value (1-255)
Querier State Disabled A Fast Done Disabled w
State Disabled A Querier Role MNon-Gluerier
Wersion 3 v
<=Back ][ Apply

TREUINT A —Z —DOF A Z ik L7,

VLAN ID VLAN ID & VLAN 4 T, 22— =N IGMP A X — ' VR E A EH L7-1> VLAN
i U ET,

VLAN Name VLAN 44 & VLAN ID ©, Z—H =728 IGMP A X — b ViR EZZAE L7172\ VLAN
il U ET,

Querier Expiry | 7=V —FZEIZ R R LET,

Time

Querier IP Xy NU—=7 O IMP 7 =) — &L LTEIET ST A AD P T KL ATY,
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Max Response

AL N=In D D LR — b B OR KR 2 B HAL TIRD E 77,

1~25 HOfE

Time (1-25) EHRELET., T 74 MI 10T,
Query Interval | IGMP 77 = VU — % i%{5 9 2 BRI 2 D HEAL TR L £ 9 (1~65535 B), 77
(1-65535) +V MiE 125 B0,

Last Listener
Query Interval
(1-25)

TN—THRH 7 ) — A o —VORKEREREZRELET, &L LT
DEFBTIN—T A=V LIEbDEERET, T 74/ MEL T
j—o

Robustness
Value (1-255)

WESNA Ny ha R ZHE->T, ZOEKEZHE L £, VLAN Lo 847y

R ANREN ERHEE SN DEAIL, B NA MR ALK EEHL LT, 7
v B AOEINZRHETE DL I LET, 1~255 DfEZRELET, 77
b ME 2 TY,

Querier State

TNE A =2 —h, Enabled 3R LT, IGMP 7 = — 3 v hDk
BE2AENZLUET, £7-1%., Disabled ZFBIRL T, IGMP 7=V — 34 v |k
DFEEXENZLET, T 7 3/ MIES (Disabled) T,

Fast Done TNHEY A =2 —) 5, Enabled %R 5 & Fast Done AR E 72D |
AA F IGMP BPOEVAR— b Ty bEZETDHE, v~V FXRv A RTL
— DA N—N T N —TEHEBICHIETX B 912700 T3 KA L/ —
) = A A~—IBEHY FHA), T 74/ MEHES) (Disabled) TY,

State FAEET L R =2 —ink . Enabled ZIR LT, IMP A X — L 7 NG

&Di? 7 4V MIER) (Disabled) T,

Querier Role

DOFAOEH 7 4 —NV R, 72—y NEEHDO AL v FOEE
%ﬁ%biﬁoﬁij IZ. AA v FBIGMP 7 =) — "y NERETHZ

L EERLUET, Non—Querier |, AA v F N IGMP 7 = U — 34 v M & %G
LaWZ &ZRLET, 72U =BT 1 — LV RERET 1 — L REAIC
B2 DE, ZO7 44—V NiZZ =Y =T &HAI0 £9°,

Version

AA v F ETHHTS IGMP X—Va AR ELET, 740 MEIZ3 T
‘j—o

[<Back] &7V v 7 LTLHEIOY £ > RUIZED £,
ApplylZ 27V w7 LCEEZBEALET
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IGMP A X — B T )—H —R— FREEZZET 521X, [Modify Router Port] /NA /=1 7 %

7 Vw7 LET,
P SNooOPING Router PORS Setings
VLAN ID 1 VLAN Name default
| Select All Clear all Static Router Port:

o ra b= 2 Li] 17 o FAl = L& £3 <
| L] L] L] Ll L L L] L] L] L) ] L L] ] L] L] ) |
| Selectall | Clear All Forbidden Router Port:

w w e e e e e e e e e e s e e e e s a s

<=<Back Apply

TN T A—=Z —DOF A 25l L7,

Static Router DB va Fe T X A MRHEDONL—F =R SN A —#HODR— |
Port ZRET LD NET,

ZE, V= F— D ER AT Ny R ETOT e F a3
T XX A SISO N—F —|ZHBETHZ LA RGEL 7,

Forbidden OBy va I T Xy A ML DON—F — I S L DO R —
Router Port Mt ETAHT-DIFEHEINET,
THUT, ISR =R R —T 4 Iy R ERERE LRV D
EERRREL £,

Dynamic Router | #A T I v ZICRESNIN—F —FR— b EFRLET,
Port

Ports N—H—R— FNEICZN G ZE D D - OI#EY) 72— b &2 {E 2 [ZEIR LT
<TEEW,

[Select All1]Z 27 VU » 7 LTRTERRNLET,

[Clear All]%Z 27 U v 7 L TR TRINERL E7,

[Applyl %7V v 7 LCREXBALET

[<Back]Z 27 U > 7 LTURIDOY 4> RUIZREY £7°,
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3.3.13 MLD Snooping Settings

MLD AX—E 7L IPVv6 IZBIT D AX —E  ZEERET, IPv4 ICHBI1T 5 IGMP AX—E 7D X H I
FERALET, INEFEHALT, AV FHF ¥ A RT—XEZZRLTWVD VLAN EOFR— M EHERLE
T, R L VIAN FICh AT R TOR—MIVAFXXYARNNT 74025275y R4 5400
2y MLD AX—E > 7Tk, ERLTWDAR—FE~ALT XY AR NT 7 4 v 7 OREETITE IER
SN/ Y=L UR— a2, ZEEHET LR — MNTICIAT XY A N T — X 2k LE
7

MLD A X —¥ v 7 &2 FATT HI2iE, =2 K/ — K& MDD /L—% —DMTHE S5 MLD il 7
FOULAY—3ED%2HRLET, ZOL— RV LFXYANNT T 4 v 7 ZERL TS EN
TDINBHEL ALy TFIE, FON— NMIEEER SN TVWAR—FEZIELWIPY6 v /LT F v X N T —
THHALT, ZOFR— MLV TFXFY AN NT T4 v 7 EHRELET, vV TFFr¥ A ML—T 4
VI TF—=TADZ DT h Y —E, AR— k. VLAN ID, BXO., EETH~LF Xy A IPv6 <L
FXXYA NI N—TT RLAZREKL T, ZOR— b T 7T 4 7L HR— MR LET,
TIT AT RHLZTHR— ML, YAV TFXFXY AN N—T T —HEZETEDLLODORTT,
AHEE I, MLD AX—E L IR =g 01 &=V g 0 2 1ThHS L TWET,

EEEE

e

@ noxx—crrs—Cavi0v-RT LBy L UBRRRY R~ FTT,
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MLD HRA v E—

MLD AX—E° U I NR—a 0 1 TR, IS A T3IHEHORA v —U N EHESINET, 2heo3
DDA —IFT_T, 390D ICMPv6 737 b~y #— (130, 131, 132 DT~ TVWE )
TEHZLET,

(1)

(2)

(3)

VNTFXXY AN A S =T Y — NR—=T g1 - IPvdD IGMPV2 TRA A NN— w7l
— LTV ET, ICMPY6 /X7y b~y X —NT 130 D TN NTNET, —F—[FZ DA
yE—UVEEELT, SATFX AT —HEZERL WD I OFEERESLET, L—F
—i%, 2FEOMD /=) —AvbE—VRAERLET, 7V —ZHEHL T, vLFFx R
N =8 % XRTCORLZTR— MIFET LN TE T LIV TF XY AT LR ET T
T RNRNEZAXLET, ST XX A MNME 7Y —L, ENET LIEFEDOYLT Xy A RT
RUAZT RRZAXLET, Zb 2FEDA vy E—U1F, IPv6 ~y X —IlH L~ /LTF v A
REEHRT RLRALAFFXY AN AF—I 2 — A v E—VNOZALFFY AT RLAT
L ET,
“NFFrARYRAF—LR—F, RN—=T51 - IOMPV2 DARA R AL R—2 P LR— R &
TWET, ICMP X7y b~y X —NT 131 O TP FNTNET, FEBLZITAR— MI, wLvF
FYAPNIAF—T 2T Ao bB—T~DINET, SLVTFHXY AT RLANPL /LT X ¥ A b
TR EZETLI L ERLTOEE AL vy FITH L TEELET,

~NFFr A MY SR - IGMPv2 D7 L —T R A v —2 LTV ET, ICMPY6 237 K
ANy H—NTI2 DTN NTNET, ZOXA v E—V2EETLOR, HEO~VLF Xy
ARNTN—TT RLAPLDOINALT XX A RNT —HOZEEHEET, ZOT FLANLDOYIL
FX¥ AT —HXIZEL, PLROBEZEBADNLT XY A MFLZIFAR—FTT, ZORXvE—
CEZETDHE, BEDOILTFRXY A NI N—TT FLAPLDRLFRXY AN T T 4 v T %
OB AR — bRk T HZ EETIELET,

MLD AX—BE V7 NR—=T a2 TlX, T AMT2REHEOA vy E—YREEINET, ZNHD2
DDA yE—=IIE, 250 ICMPv6 /37 > b~y X — (130 BLON143 DT~/ RfFNTWET) TEFR
LET,

(1) ~VvFFXF¥ AR RAF—7 2V — NR—=Tg22 - [IPvd D IGMPV3 AL X—v v 77 ) — L

TWET, ICMPV6 X7y ke~ X —NT, 130 DT UARFFNTWVWET, L—F—[ZZDA vt
—VEEELT, YA FXFY AT —HEZERL WDV 7 OFEZBES L ET, MLD AX—F
VINR—=T a2 TR, = F = FRO SFEEOMD 7 =) — A b=V EARLET,

) == —r7)—Avt—IFFELT, #lLl) 7 R AF—0nbb~v L
?%%XFYFVX%%”Liﬁ — 7 = —TiX, ¥ AVFHXRXY AT FLVAT 4 —)L R
EEETOE T 4 — /L RIZ0ICRESNTWET,

2) w—& X, SATXFXY AT RLRF 7 ) — A o=V %R EFELT, #lLiz) v ”

WCHEDVNLT XX ART RLADY R F—R3H50E I NnEFEE LET, /LT Fr R
h?%vz%ﬁﬁij —TlE, SV TFFX AT RLARAT 4 —L NI, v —F—DBEL06H
HDINTFYART RUABRGTENE T, FETOET — A NIFROICREINTVET,
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3) N—F—E, LT XXY AT RLABIOEEREZ =) —2E#F LT, #Lizl v
7 BIZ, EDOYNAT XX AT RLADIRE L —EIZHDLEFEILOY AT —RNbbHnE
9 7 %%ébiﬁ“o YNANTXY AT RLABILOEETCFFEZ =Y —Tlix, vV FF v
ART RVAT 4=V RIZ, V—F—PELOHDL~NLTFr A NT RLAREGENET,
BETLT RLAT 4 — L RIZiE, —F—=DEALOHLEETLT NLARGENE T,

(2) vAFF¥ AR ZF—LR—F, N—=T 52 - IOMPV3 DFRA AL N—2y FLR— | L
TWET, IMP X w by X —NT 43 DT XABFNTWET, HFHZITHAR— ML, v LT
Fr¥ AN RAF—V ) =R =T ~DIFET, A vFITKL, wVFFHFx AT KA
BVYNTXXYANT—HEZGT DI E2HmBETHAvE—VEERFLET,

TOT 4 RUEMEHLT, AL vF ETMD AX—E L 75T, MLD AX—E > 7D
EEHTELET, MLD AX—E U ZREZFH DT HITIE, MLD AX—E 77 a— N )LREICH D
[Enabled] Z#R L, &iZ, [ApplylZ 27 U w7 LET,

DT 4 l\ v A F T HI2IE. L2 Features > MLD Snooping Settings 27 U v 7 L£9:

vILL) oopIing 0

MLD Snooping Global Settings

MLD Snooping State O Enahled @ Disahled

Total Entries: 1
1D YLAN Mame

1 default Disahled Modify Router Port

FRUCANT A—Z =D it L E T,

MLD Snooping T VAR H T, Enabled £721% Disabled Z &R L T, MLD Snooping Global
State Settings ZA%) (Enabled) F 7213 ME%h (Disabled) IZFXE L F 9,

[(Applyl %227 Vw7 LTEREZ#EHALFET,

[Bdit]Z 27 UV » 7 LTATHEHOT b ) —ZEELET,

RO M) —%FETHI2E, FISTH[Edit]Z2 27V v 7 LET, ROT 4 v RUBRFERIN
i—a—o

vILL 0opINg e 0

WLAM 1D 1 WLAN MName default
Guery Interval {1-B5535) sec Max Response Time (1-25) sec
Robustness Value {1-2548) Last Listener Query Interval {1-24) sec
Fast Done Disabled A State Disabled w
Wersion 2 Querier Role MNon-Gluerier

<<Back ][ Apply
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PR T A —F — O il L E T,

VLAN ID MLD AX—E U VREXZER T 5 VLAN 1D Ziln] L £ 7,

VLAN Name MLD AX— VU VRREZET T 5H VLAN A 2B LE T,

Query Interval I —E7 4 —/V REFEH LT, MDD 7 =V — %555 5 R kR 2 b H
(1-65535) ALCERELFET (1~65535 ), 7 7 4/ ME, 125 BT,

Max Response AUN=ED L R— b EFFORKR M Z AL CIROE T (1~25F), 77
Time (1-25) L ME 10 BT,

Robustness VLAN 0 847w hE ARENEHEE SN AEA T, BAR MR A A<
Value (1-255) LT, A7y he ZOHINICKETED LI LET, 774/ ME2 TY,
Last Listener | Z/b—7 R/ =) — A v £ — P ORKHBE A LET, I5EL LTO
Query Interval |EFE T/ N—TAvE—VEELLLDEEAET, 7740 MI1TT,
(1-25)
Fast Done TN A= a—b, Enabled Z8&R$ % & Fast Done AN LRV |
AL v FHMD BHELV A= N7y hERETHE, YAFF ¥R L
TDA NPT N—THEHIIBRTEDL L IR0 FT (AN~
T = A~—FIMEDHY FHA), T 74/ MNIEY) (Disabled) TY,

State TIWVHE T A =a—/5, Enabled Z38IR$ 25 & MLD AX—E L 7RG
20 E£9, 77 40 MMIEL) (Disabled) T,
Version MLD N—=2 g UMNFERENET(ZZ T, BEARTA]),

Querier Role D74V RE, 72— Ty MEEHDOAAL v FOMELTI L 7,
JTY =, AL TFNMD 7=V — "7y heRETHIEEEBRLET,
Non—Querier |, MLD 7 = U — b7 v F2XELARVWI L 2B LE T,
[Apply]lZ27 U v 7 LTEEZBEH L, [KBack]ZZ VY v 7 LTHIHIMLD Snooping Settings] ™ «
Y RUICRY £,

[MLD Snooping Router Ports Settings]Z#Z 8 9 521, [Modify Router Port]/»A/X—V 7 %

7 Vw7 LET,
L snooping Router FPorns settings
VLAM ID 1 WLAN Name default
| SelectAll Clear All Static Router Port:

.| L] o L] L L .| L] L L ] L L ] L Ll ) L
| Select All Clear All Forbidden Router Port:

<<Back Apply

HETHNL—F—AR—FZ2&IRL, [Applyl 227V v 7 LTEREZEHA L E7,
BR LT X TONL—F—KR— N EHEETLHHEE, LT 5 [Clear AlllZ27 Y v 27 LET,
[<Back]Z&Z 27 VU >~ 7 L. [MLD Snooping Settings]™” 4 > KDIZREN £,
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3.3.14 Port Mirror

AZA v FDOR—bF ETEZELZ7 L —2%2abE—1LC, abt—&oOR—MIU XA LT vT5
ZEMHRETT, A=T7 —CRMON 7'a— 77 EOERLT A A% I T — R — MY 1T T, %
G — N EEim T 537y MCBET 55 MEzFRrLET, ZOBEIR. *y NV —J7EFHES NI 7L
Va—T 4 VT DRI B E T,

WD 4 R EFRTHITIE, L2 Features > Port Mirror #27 U v 7 LE7:

e

Mirror Port State @ pisabled O Enabled
Target Port 1 v
Source Port

Source Port Settings

Sniffer Mode 1 2 4 5 B 7 3 9 10 11 12 13 14 15 16 17 18 19 20 2 22 23 24
Tx OO O OR OO O O O O Ol O (O O O O OO O O OO ()
R e o @ o @ o @ o0 e ©o e o0 o e o o @ @ o e @ e o
Both @llellel el elle el lelllel el el lellel ellel el el el el e el el 0
Mone o O O O O 0 o 0 O O o 0O o 0 o 0 o0 0 O 0 o 0 0
Tx
Rix
Apply

TR T —AR— FNOBREFIAZ L L E T,

(1) IT7—FR—FORELZAMIELLET,

(2) =7y hAR—FERIRLET, ¥—7 v bFR— MNIEETA— IS ab—22ZFELET,
(3) EEIXA—MEBIRLET, EEXLA— ML 7L —LE#ELET,

(4) [Apply]lZ27 Vw7 LTEREENILET,

FEEE

Vo7V T—2avR— 35— 07558, LAAFIEBR—FD2TE
ST—TELTHRELTLESL,
EEITL—LDIZF—)UITIE, 279G LIL—LDGEELEREIL—LD
VLAN 2 T4 &I L—LTES—Y VI LET,

Target IR— FIZVLAN X7 H A VS TWVBI5E. Target R— MZEHE LT/
AANPLD T L—LALIFVIAINRHIZEREENFET, 7HA 2 VLAN ZHIfRT 5 Z &I
&Y Target R— rASD I L—LEHZRBTEIENATEET,

I
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3.3.15 Loopback Detection Settings

N— TR IR RE 7 R E

Li—g—o

WD 4 v R ZFERTHI21E, L2 Features > Loopback Detection Settings 27 VU w27 LE4:
oophack e e )
Loopback Detection Global Settings
State @ pisabled O Enabled Interval (1-32767) sec
Maode PortBased w Recover Time (0 or 60-1000000) 60 sec
2oty ]
From Port To Port State Iethod
01 v| o1 v|  Disabled % | Shutdown
F Loophack Detection State Iethod Loop Status
1 Disabled Shutdown Mormal
2 Disabled Shutdown Mormal
3 Disabled Shutdown Mormal
4 Disabled Shutdown Mormal
5 Disabled Shutdown Mormal
i Disabled Shutdown Mormal
| Disabled Shutdown Mormal
8 Disabled Shutdown Mormal
9 Disabled Shutdown Mormal
10 Disabled Shutdown Mormal -
=) ,05 = = i
TRUCN T A= —OFi 250 LE T,

State (Global)

T IARNH T, Enabled F£721% Disabled IR L T, A A v FOD
Loopback Detection F&REDF %N (Enabled) £ 721385 (Disabled) 5% E L
£, T 74V MEEIZES) (Disabled) T3, — T FHIEMREIC X D L—
T ERRA L TWAIRRETIE, ARLEE D console LED % i S % LED s
Al RE A A L TV E T,

Interval
(1-32767)

N—TBEIRREN AR 72— R BRSNS — T RS o b (TP
Configuration Test Protocol) ®iE{EMlE () 2R E L F 7,
BEHIPHIT 1 ~32767 T4, 77 /L MEIX 10 T,

Mode

A= F_R—=2F— L LT —TBhIESRESIMEL £, R— FX—2F
— RTliX, =7 En5d &, A— MG/ F9,

Recover Time
(0 or 60-1000000)

= TRAREED D HENVE I £ TOREE () 2% E L £,

(0] ZFXE L7=%E. BEMERNEIZ /5 72O FENC L DEIADAMEIC
720 F3, FEICTHIBSE 55 E1L, Loop Port State [Disabled] (f
%h) % LY [Enabled) (F%h) OETHIHMLL £7

EHEIPAIX, 60~1000000 TJ, 7 7 4 /L MEIX 60 F2 T,

From Port/To Port

N—THiEREZ BOE T S AN — MR ZIRE L £,

State (Port)

PR T A= a—, Enabled £721% Disabled Z384R LT, FEE L=
AN— F @ Loopback Detection HéfE % A %N (Enabled) F 7= 1%L M%h (Disabled)
ICRELET, 7 74/ FREITIES) (Disabled) T,

Method

TNET A= 2=, —TPHIEEREZ R E LA — F D — 7%
#{/E% shutdown (R — FAZET D) F7-1FX drop UL— T4 B0, R— |k
BAZELRWV) O Lo EEELET,

(ApplylZ 27V w7 LCEFEAZEMA L ET,
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FEER

IL—THHIE#EE (L, HBBICHEAN ShIL—TRANNYy FEBEEBERNAR— LT
ZIETAHETI—THRHMEHMLET ., CDIL—TH&EA/\y b, Tag VLAN
[ZIERELTEYFEFEBA, (Tag/R—FTH Tag 5 SINTICEHEINET)
FD1=6. AL TEIET BIZIE Native VLAN 25X F T A2HELAHY £,

- ver.1.00.00 LIEITlE. IL—TBE/N Yy % TEHEHKR—FTRE] §52 &
TIL—TZEZBRMLET,

-ver.1.01.00 LARETIX, L—T8E/N\ oy % TBEERNKR—FTRIE] §5C
ETIL—TERMLET,

O oosmmmmic s U L— T CONSOLE LED AEKEAT DY £
¥
U— FHREA R S =B (215 LED Sk & FB @B S h =)
- ver.1.02.00 LIBITIlE. JL—T#E L T3 CONSOLE LED (Zm@ L EE A,
- ver.1.03.00 LA TIlE. JL—THE L T 5 KAE T CONSOLE LED A L E T,

0 IW—THHIEBEEICTIL— TR LI5S, BOMNMIL—TREZRYBVLTT S

Lo JL—TREMKREN S Y A/ —BRE (T I74)L k60 ) ZiBY 5 L BHEEN
ThhES. L—TRETHIEE. ROIL—TRMEFT—RHHUGIL—TERE
Y., 2y bT—) 2ERFREGKREICEY FT, L—TREREZREIHE
TERWFEICIE, BBREIREENE TSV AN —BHREOM) ZREELT, F
BERICKRESNDGCLEZHELETT,
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3.3.16 Spanning Tree
AA v FIx, STP. RSTP, MSTP {2kt LTV ET,

802. 1Q-2005 MSTP

MSTP }%. IEEE802 TEFE SN TWAHHIMETY, MSTPIZ LV, BEDO VIAN ZH—DY J—A L & —
T2— AT THIENTEEST, ZHITED, Xy NT =7 2R THEED/ AT = A R4t L
T3, LEBN-T, ZNHDOMTPHEKR T, T 74 v 7ARTEZSRL, B—DARR=0 7Y J—A
VHE—T 2 —ARMEL T, KL VAF U ADBH LW MR P — 2@ EIN R TEET, o
SOVIANHDOZ7 L—AE, A F—ax7 v7 Vv URET, 3DODAN= 7YY —7m fhal
(STP, RSTP, MSTP) DWFNNZfEH L T, TR LB NET,

Flo, 2o A, BPURT v MEF ZE2MTHD T, ZUET A AL, A= 7Y) —
AVAZ A AR= 7Y Y —#iH, BLO, FRHICEET S VLAN 2B T 9, MSTI ID
TINHDA VAR ARG LET, MSTP T, ~VF I NAR= IV ) —h a7 KA U %
—F A= 7 Y — (CIST) & Hake L4, CIST I, 4% MSTP #ifH & % O KILE % H BRI O
T, YUINANR=Z TV Y =5 FTTH 1 OORMTY v e LTRRINET, 207D, B
HVLAN IZEI D M ToHNEZ7 b—AF, Fv T —7 FEOFR EESL SN TR 57— 4 L
— hZ2WHNDDT, VAN E723ZOIGEANR= 7Y ) — 2 ERT HBEOEHE o= —ICBD L
T, T U— LA FE T TE T,

Xy hU—2 ETMSTP AT 585 AA » FITiE, H—DOMSTP LR H Y £9°, T OMRIZIE,
WD 3ODBHENH Y F7:
(1) R 32 LFOFEFLFHTERT DAL HEpkis 7+ —/V FiZdH 5 [MST Configuration
identification] CTEF L E£7),
(2) L EYa v BE(Z2THE, LEY a LU E WO LRIV TUET, [MST
Configuration identification]” 4 v RolZdH 0 £9),
(3) 4094 =LA "T—T N (Z ZTlx. [MST Configuration identification]™” 4> KN T VID
—EL LTERINTVETD), ZOT—T AT, AL v T MxHET 5 4094 il D VLAN & Z 24
BT DHA AL AICEEMT ET,

AA v F ECMSTP BREZ 2 12i1%, RD 3 SO FIEICENET:

(1) AA v FZMSTPIZERELFET(STP N—V 3 7 4 —)L RO[STP Bridge Global Settings]™ o
YRUIZHY ET),

(2) MSTP A L AZ U ADIELWANR= 7Y Y —BSEEZ N ) LET (2 2Tk, MSTIL ID &RET S
BiiZ. [MSTI Config Information]™” > R CEEE L LTERINTWVET),

(3) BT 5 VLAN |L MSTP A AF A ID IZEBMM L £9(Z 2Tk, MSTI ID 3XET HBERIZ, [MST
Configuration Identification] V7 4> KT VID &L LTERINTWET),
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A— N EBBIRER

3 o7 a b aNOFERIENL, BERE~OR— NOBES FILEE, ZOEBE AR U—NOKR
— FOEFN(HEET D, F7oiFHRE LW BRI % 515 T9, MSTP & RSTP Ti&, STP TfEHT
LEBRE (S, T ryX T HHZ) EHAEDE T, B—0OWREGFT 4 AD—T 4 7)) %1{E
RLET, WTNoHESL, A— MITy hEEXELES A, STP A— MEBRE (), e vx
VUL FEBET) . FT2iE, RSTP/MSTP ARA— MREE (T 4 A —F ¢ U 7)1, e EOEWEH Y
FHA, A—HME. XY FNTV—7 bR —NTT 7T 47 TliEdb A, TORIL 3507 H
kA BT DR — FEBIREEOENEZ R L TVET,

3 o7 hant, MUFETLEETD hAReY—%2#HELET, £ 7 A MEIL—1+7Y
VY ASNOH—RZANH Y F9, TTCOTY v UILBPDU Ny FEFELZITET, 7272 L. BPDU
1%, & Hello /X7 b &—HEIZ, BHEBIZHESNET, 1 DD BPDU/NT v RBEZAE SR> T8
ATH, BPDUAT y MIEfEENET, 207, 7V vy UK Y o 27i%, V7 OREOFE
EZTET, ERENICIEZIOBEWNCE ST, Vo 7okiizEZR2 <ML, FRe o—iuE e
IO 9,

MSTP

L) 2 2 7L 2L
TAAN—=T |\ TAAN—T A ZAA 7L L
Y N4

T A AT —T T A AD—T 4 BT 7L 2L
P Ve

T o T 72 L HY
TAT—F 4 TAT—F 4 TAT—F 4 HY HY
i 7 7

RSTP Tl&, 74 U — FRE~D LV Sl 7B N AHETT, ¥4 v —XEICITEASNETA,
RSTP LTV » L, T OO RSTP YEHL T ) v P U I MBD T 4 — Ry ZIZEASNE T, K
— M, 74U — RREEBICERT SRS, MR O—RNEET 50250 IHY FHA, 2D
EHBEEOE-DIC, T FaEzRko 2 o0F LWEBEAER LET(my VR—FBLOERA B
Y —RA N (P2P) R — ),

Ty PR—b

Ty UR— ME, =T EERTE RN A MCEEER SN TV D R— T, fliE B
—DU—J AT —a NIHEER SN TWAR— YT, =y VR—hE LTHEESNTND
A— NI, FOZITRELTFEREIC LTI, BEHIZ7 4V —FREBIZEBLET, =y IF—h
1%, BPDU 7y hEZ(ETH L, BEHICHFEOANR= 7Y Y —R— M2 £97,

P2P A— b

P2P AR— b & EEHEBESICRS LT, PP A L CEOMDOT Y » I28EHE L £ 9, RSTP/MSTP T
X, 2 HE— FTEMET 2T XTOR— ME, FHEEFLRWIEY, P2PAR— &R EINET,
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STP/RSTP/MSTP H #ait:

MSTP & 721X RSTP %, LA v —35@E & AR’ s £9, £72, HERGEAX, BPDU X v R &
STP ERUCHBGFHEE L £, 72720, STP 2T 51827 A FTidk, MSTP £ 7213 RSTP D&
B, BLOEE M eY—EFRBORSIEH Y THA, F/2, r baiiE, 7 A M EOLY
S HEE 2 T L C RSTP £ 721X MSTP 23 285612, ~A 7 L—va U CHERT 225 a it L
£,

STPIIRD 2 SOV~ )L TCEIELET:
(1) A v F LT, BRETZ o — VA S E T,

(2) R—hFrL~ULTlE, HREIL, R—rDOa—HF—ERBI/NVL—THICEHSNET,

3.3.16.1 STP Bridge Global Settings
IO A4 RUTIE, STP 7V v oD a— LR EEITWET,

WD 4 v Ry EFRRTAHITIL, L2 Features > Spanning Tree > STP Bridge Global Settings %
707 LET:

= olriage Uba - L

STP Global Setting

STP State @ Disabled O Enabled
STP Yersion RETP v

Forwarding BPDL Enabled

Bridge Max Age (6-40% sec

Bridge Hella Time (1-2) 2 ser

Bridge Farward Delay (4-30) et

T Hold Count (1-10) 6 Jtimes

Max Hops (B-40) 20 Jtimes

TRUINT A—Z —Di A Z it LE 7,

STP State I F R A T, Enabled £7-13 Disabled #38®#R L T, STP #A%) (Enabled)
F 721382 (Disabled) IZRTE L E T,
STP Version TNE T A =ma—nb, AL vF ETHEHT D STP OX—T g U &2ERLF

T, KD 3ONLIEIRLET,

STP - STP % 7/ 0 — L3R E L E T,
%W—RMP%7D~AwL§ELi?

MSTP — MSTP % 7' &0 — N LR E L £7,

Forwarding BPDU | /W& 7 A =2 —6, BPDU X7 v ks D#Ri%k %A% (Enabled) F 72 (3 #%)
(Disabled)IZ L £, 77 4/L hREIXA %) (Enabled) T,
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Bridge Max Age
(6-40)

Max Age X E L T, HWEFBRN R Y NT =7 NOILE/NA Zil L CKEEIIC
BERTHZLDRNES . FLVEBSEDCBEEND LTI LB T
xFT, ZOMIFINL—FTY o UTERELET, ZOEEFHLT, A vF
DANR= 7Y ) —FEMMN, 7V v P L7 LAN EOZOMDOT A A L[F T
E Dl LEd, EOHIRDEIN D £ TIZBPU Sb— 7 U v Pinh
ZIESNRVIEEIE. A1 v FiE, BH D BPDU 2 Z DDA A v F~EF L
T A= b7V oI 2 L2 LET, BEVWDRAAL v FOT Y v Uk
BIFRNENDOBEIE, EDOAA v FPL— R TV w220 £F, 6~40 B
LEIRLES, 7 74/L MEIZ 208 TY,

Bridge Hello
Time (1-2)

Hello Time lZ 1 W E/IZ 2 THRELET, ZDfEIL Root Bridge 2o hd
ALy FITEEEIND 220 BPDU 37 v h OREEEETY, Global Bridge
Hello Time | STP/RSTP E— R CEMEL CWAHGEICOARERETT, 77
/v ML 2 BT,

Bridge Forward
Delay (4-30)

RIS PRIELY 4~30 POFFHCTHELE T, AAM v T EOFR— NI, 7rvFr
TARREN D 7 U —TF 4 U ZIRRBICER T A, Z ORERBIGHZ I ReE &
20 EFT, F7 40 MEIL 15T,

Tx Hold Count
(1-10)

MBS IC S S 41D Hello /Ny FORKREZRELET (1~10), T 7 +/V
~MX 6 T,

Max Hops (6-40)

AA wFREET D BPDU N > M EBEFET HATO A= 7 U —HaHN O
TNRAARAMDOR Yy TOREFRELET, "y T HUy b EOAA v FIE, EHHR
0ICRDHET, Ry T H Ty e 1 FoOH6 LET, 0102257284, BPDU /¥
Ty MEBEFELT, A— MRIERE L OB RITED 2D £3, Sy 7D
7Y ME6~40 OFPHCHRELE T, 7 74/ ME 20 TT,

[ApplylZ 7V v 7 L CEEAZEMA L E1,

TEEE

(’Hmmﬁﬁm~%x:—&&u%<¢%:amv%$ﬁ&o%x1—9;0t§<
FTH5E IS—DARELEFT, LEBD/NNSTA—A—FHRFTAEICIE. ROFHE
RIZHEIVET,

BAI—D
BAI—D

2 x GEEEE - 1#)

=<
= 2 x (Hello B5R + 1 %)
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3.3.16.2 STP Port Settings
ZDY 4 R TSP OR— FREXZITWVET,

KD 4 v R &R RTAHITIEL, L2 Features > Spanning Tree > STP Port Settings Z#7 VU v 7
LET:

From Port n A4 To Port

External Cost (0=Auto) D Migrate es Edge
P2P Port STP Enabled Restricted Role

HE
< <

Restricted TGN Fonward BPDU | Enahled +
Paort | External Cost Edge P2P Port STP Restricted Role Restricted TGN Forward BFDU | Hello Time | #
1 Autorz00000 Autoitdo Autoives Enahbled Falze Falze Enahled 202
2 Autorz00000 Autoitdo Autoiyes Enabled Falze Falge Enahled 202
3 Auto/200000 AutaiMao Autaryes Enahled False False Enabled 22
4 Autorz00000 Autaitda Autorves Enahlad Falze Falze Enahled 202
a Auto/200000 AutofMo Altofves Enabled False False Enabled iy |
4 Autor200000 Autoitdo Autoives Enabled False False Enahled 202
7 Autorz00000 Autaita Autarves Enahlad Falze Falze Enahled 207 Z

Port field : M=Trunk Master ; T= Trunk Memhber External Cost, Edge, P2P and Hello Time fields . Value1Malue2 (Malue1=Configured
value ; Value2=Actual value)

MST MBI STV ALEIE, RO T 4 RUBERRINET,
iﬂﬂﬁWEEWEIllllllllllllllllllllllllllllllllll

From Port 01 hd To Port

|U1 vl
External Cost (0=Auto) D Migrate IYes "I Edge IAuto "I
P2P Iﬁ.uto "I Fort STP IEnabIed vl Restricted Role IFaIse vl
Restricted TCN [Fase =] Forward BPDU [Enabled =] HelloTime(12) [2 Jsec

Apply |

Port | External Cost Edge P2P Port STP Restricted Role Restricted TCN Forward BFDU | Hello Time =
1 Auto/200000 Auto/Mo Autolfes Enabled False False Enabled 212
2 Autof200000 Auto/Mo Autoifes Enabled False False Enabled 2i2
3 Autof200000 Auto/Mo Autoifes Enabled False False Enabled 2§12
4 Autof200000 Auto/Mo Autoifes Enabled False False Enabled 2i2
] Autof200000 Auto/Mo Autolfes Enabled False False Enabled 2i2
B Autof200000 Auto/Mo Autoifes Enabled False False Enabled 212
i Autof200000 Auto/Mo Autoifes Enabled False False Enabled 202
8 Autof200000 Auto/Mo Autoifes Enabled False False Enabled 2i2 ﬂ

Port field : M=Trunk Master ; T= Trunk Member External Cost, Edge, P2P and Hello Time fields ;.  Value1/Value2 (Value1=Configured
value ; Value2=Actual value)

2 o FTHERTHZARR= 7Y ) —F, EAHR— b TINV—7%HE L E T, STP Z—T D)L —
rAR— NI, A= MERELR—Fa A MIESEEIRSN, STP V7 A—THNOLEV 7 %27 0y
7 LET, STP Z—71F, VIAN Z A —FICktis T2 X9 EHRETH L A#HIE L £,
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PR T A —F — O il L E T,

From Port/To Port

TNEG A =a—TERL TRET DA — M ZfE L E T,

External Cost
(0=Auto)

External Cost - /X7 v MEfEE LIzAR— b —EIZHET DO = 2 |k
ERTAN v I7E2ERLET, A— FaX MNIEBBBNIERET D0, £z
. ARV ZMECTHRELET, 77 4/0 ME 0 TY (Auto),

0 (Auto) - M=t R ]\@Eﬁﬁ?o LNy FE—BERNORE LA — b~
HRIE T D2 HERYIZERE LT, 2Rk LET, 774/ hOR
— h =22 b: 100 Mbps A"— bk = 200000 FHE > haAR— bk = 20000
1~200, 000, 000 DIEIZEFR LT, IMF =2 A FE2ROET, FFI/NEWNIZ
EL Ny MREZEIRT 5K — NOELRENEL 2D £,

Migrate

ZONRTA—H =% YESIZRRET H L, A— NMIBPDU X7 v REflD 7Y
v UNIKE L, STPIE#MZERT 5 L O ICRESNE T, RSTPIZRRIE ST
WAHEEA . AR— RE 802. 1D STP 725 802. 1w RSTP £ TRATTE £7°,

Edge

TG A—H—% True IZRET HE, A— MITy VR—hELTHE
EnET, ZEL MR Y —0EFIZL > TV—7RAEDFRREENEL D
L. Ty VR—hELTOEKERWET, £/-, =y UKR— FTBPDU X
ry NEZETLHE, FOFR— NIy PR— M LTOBKERNET,
False ICRETHEZ Yy VAR — M E LTHESNER A, Auto IZERET D L
BPDU /X% > N &5 L72WEA 72 ECHENIC D v VR — MR £,

p2p

ZONRTA—=H—% True ICRETDHE, RA Y MY —AKA 2 ~P2P) A
2720 F3, PP AR— NIz v UR— b EERRICT U —F 4 > 7IREE
B A RED 7= RSTP OF S ATEH X 40, R— MIL&ET
ELTWAMERSH Y £9, False %, AN— % P2PREEICTE R A,
Auto DIGH, WO THAR— h%& P2PIRFEIC LT, P2P IRFED True TH H
A LFARRICEMET D L DI TEEd, A— MR ZORELZHERCTERWES
1 (R — IRBIARC P ZEHEMEIC > 7285670 &) . P2P IRAEDS False TH
L0 LFERRCEET D X HICERINET, 7 74V &l Auto TT,

Port STP

TINHE G A= a—h5, Enabled & AV L Disabled Z#EIR L., STP 27K —
~ BAT CHZ (Enabled) £ 7213 #%h (Disabled) 12 L F 97,

Restricted Role

TINHET A= a—T8 >y FOEIFRST X %% (Restricted Role) fiEA B
(True) & DA (False) IZERELE T, 7 7 4 /L MEIX False T,

Restricted TCN

TNET A =a—T 7y FOHIBRST = TCN(Restricted TCN) 2 E (True)
& B W IE (False) ICRE L £7, 7 7 4 /L MElX False T,

Forward BPDU

TNE T A =2 —T, 55 L7~ BPDU /47 v F & #2357 (Enabled) .
5=+ 5 7> (Disabled) MERE L ET, T 7 4/ MMEA%R) (Enabled) T,

Hello Time

BPDU /X% v b2 XETAMIEZ 1 ET 2 TCRELES, T 741 b
X 2 0 C9, REREITIMST ZBIN LB AEDOAFRRENET,

[ApplylZ 27V v 7 LCEFAZEALET,

TEEE

0 SISTH%AE (MAC SBSE. Web SZSE. 802 1X EBEE) L A— FMEEIETEE A,
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3.3.16.3 MST Configuration Identification

MST Configuration Identification {Z&HHIRD T 4> R T, AA v F EDMSTLI A VAKX A%
HKELET, TNHORET, A v T LICEESNTEINVNTF TNANR=Z TV ) —f VAP R
BAMNLET, AL v FIUX1 DD CIST(aFL A LV H—FNAR= Y ) =) R’H Y £4, 22—
P—IiE, CISTONRTG A= —%BEFTHZENTEET, 72720, CISTOMSTI IDZEHE LY
HIfRT 2 Z LIxTEERA,

WD 4 R %R RTHITIE, L2 Features > Spanning Tree > MST Configuration
Identification 7&7 Uy o Liﬁ—

\ ) QL e ALl

MST Configuration ldentification Settings

Configuration Name [00:40:66:45.5E:75 |

Revigion Level (0-65535) [ |
Instance ID Settings

MSTI 1D (1-4) [ ]

Type Add VID v

VID List (1-4084) ]

Total Entries: 1

MSTIID WD List
CIST 1-4094

TN T A—Z —OF A Z i L E 7,

Configuration | AA v T EIZHANIHTE L7-2ARITY, MSTI ZEA7A L ET, BEIFL T

Name RV AIL, DT 4 —/V RIZIE, MSTP 2379257 /34 A~DMAC T KL A
MNFRSINET,

Revision Level | ZAA »F FIZEE SAu7- MSTP #iPH A4 #k% L £ 3, 0~65535 DffEH HIBIR L £

(0-65535) T, T 74N NEREIZ0 T,

MSTI ID (1-4) | A A v F BICBIERESHTWA MSTI ID AFERENET, D74 —/L RiZ
I% CIST MSTI 23V £, CIST MSTI IZR%E L £ 925, HIbk4 Dz L1 TcxF
A,

Type MSTI BREAERITEL BN TE LT, RO 2 OOFFENLEIRLET,

Add VID - VID % VID —%& /3T A —& — & ffHT MSTI IDIZ:EML £,
Remove VID — VID % VID —& /X7 X — & — L T MSTI ID S HIBRL 7,
VID List ZD7 4=V RIZiX, FFED MSTI (2R 5 VLAN ID BNFERINET,
(1-4094)
[(Applyl %227 Vw7 LTEREZMEHALFET,

[Edit]Z 27 U v 27 LTAAEHOT B —ZEELET,
[Delete]Z#2 U7 LTRBR L= Y —ZHIBRLET,
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3.3.16.4 STP Instance Settings
WDOT 42 RUIZE, AA v F BIZBIEREI N TS MSTI BRERSNET,

KD 4 v Ry 2K R AHI21%, L2 Features > Spanning Tree > STP Instance Settings & 7 V

v 7 LET:

"STPWRStERce setmngs T
STP Priority Settings

weio [ oty [0 v

Total Entries: 1

Instance Status Instance Priarity

CIST Disabled 32768(Bridge Priority : 32768, 55 ID Ext: 0)
STP Instance Operational Status

MSTF ID - Designated Root Bridge

External Root Cost - Regional Root Bridge

Internal Root Cost - Designated Bridge

Root Port - Max Age

Forward Delay - Remaining Hops

Last Topaology Change - Topalogy Changes Count

TR T A—F —OFi il L E T,

MSTI ID EESHA L AZ L ADNSTT ID KA LET, 0 1L CIST(F 74/ kb MSTI)
EEWLET,

Priority TNHE G A ma—nh, BEEEZ AT LET, EEEOMIT 0~61440 OHiPH
THELET,

(ApplylZ 27V w7 LCEHZEMA LET,
[Edit]lZ=27 Y v 7 LCANFEAOT M) —ZEIELET,
Viewl# 27U v 7 LCHEELEZ N —DE#RAERLET,

3.3.16.5 MSTP Port Information

ZO7 4 RUIZiE, BIED MSTP AR — MERPERENET, 2OV 4 RUEMHL T, MSTI
ID OAR— b7 E%Eﬁbiﬁ N—TINFRET B X, MSTP #&EEIT R — MEREAFEHA LT, 7
F =T 4 U IRREBIZT DA X —T 2 — AR L ET, RUNIHRET HA ¥4 — 7 = — ADE
FEEITESEELET, A AZ U ADEEENFR UB A1, MSTP MBI b/NSWMAC 7 FL 2%
T T =T 4 TREICLET, TOMDA v F—T =—RF Ty 7 SnET, EREEMED
L Ny MBIEROBEE TS R £77,

WD 4 v R E2FRTAHITIL, L2 Features > Spanning Tree > MSTP Port Information Z 2 U

v 7 LET:
P Port Information
Port 01 - Find
MSTP Port Setting
Instance ID [ ]  IntemalPath Cost(1-200000000} [ 1 Py 0 - Apply

Port 1 Settings

Designated Bridge Internal Path Cost Friarity
0 8000/00ae32002400 200000 128 Forwarding Designated

Edit
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PR T A —Z — O il L E T,

Port TNE T A= a—nHR— FEBIRLE7,

Instance ID RESNTNWDAL L AF L ADMSTI ID ZF R LET, 01X CIST(F 7 /L b
MSTI) 2R L ET,

Internal Path A H =T 2 =A% STPA VAX L ANTERLZGAIZ, Z0O/NRT A —HF—

Cost ERELT, /N7y MEHEE LA — MIBEET HFEOMS a2 A N 2R T L9

(1-200000000) WCLET, WX F3MEWE, EEITHELS 720 9,

Priority TNEG A= a—0b, 0~240 DEZERL T, R—h A F—T=—2AD
BRELZRELET, BEENEGWA VX —7 =—R %, 7y MR
ETDHA L H =T 2 —ATY, HFENNIINE, BRETE D 7,

[Find]# 27V v 7 LCATT &N THRELET,
[Applyl &2V v 7 LTEEZ#EHLET,
[Edit]lZ=27 VU v 7 LCANFEADOT N —ZEIELET,

3.3.17 Forwarding & Filtering
3.3.17.1 Unicast Forwarding Settings

WD 4 Ry EFRRTHIZIE, L2 Features > Forwarding & Filtering > Unicast Forwarding
Settings #7 UV v 7 L¥E7:

W L L

VYLAN D (1-4094) [ ] MAC Address 00-00-00-00-00-00 Fart | 01 v

YLAN Marme

TR —ZBM LY RET DHITIE. FTied/NT A —4—%FEFK LT, KIZ, [Add/Modify] % 7
Uy 27 LET,

VLAN ID MAC 7 R L A2 24TH VLAN 1D & L £7,

(1-4094)

MAC Address =% v A NFDBIZEELIZWMAC Y RLAZIEELET, BT 57 KL
2132 =F %y A MMACT RLATHLINENRDHY £1°,

Port TNEG A =a—nb, ERTANLIZMACT FLARDDHR— MET%E
HIRLET,

[ApplylZ 27 Vw7 LTERZBEHLET, L= M) =BT 4 FUDTFERICERRINET,
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3.3.17.2 Multicast Forwarding Settings

WD 4 Ry ERRTHIZIE, L2 Features > Forwarding & Filtering > Multicast Forwarding
Settings 7 Vw7 LEd:

Ulticast Forwarding settings

VLAN ID (1-4094) 1 MAC Address | | Clear Al Apply

Mone All
Egress All
Egress Ports

) (@)
@O
@O
(@O
(@O
C) (e =
@ O]
@ O]
Uil

(@)
@O
@ (O]
@ (O]
() (®)
@l0] ™
@ O]
@ O]
@ O]

Total Entries: 0
VID YLAN Name

TN T A—Z —OF A Z il L7,

VLAN 1D MAC 7 KL RIZEID Y4 TA VLAN ID #f5E L £,
(1-4094)
MAC Address 2T X A RFDBIZBEK LTZWMAC Y RLAZIRELE T, BT 5H57 F

VAFZ AT XY A RMACT RLATHLILERH Y £,

Port Settings B~ LT XY AN NL—T DR N—|ZTHR—NEBEIRLET, ROA
A2 Y VESE

None - =/VFF ¥ X b 7N —7 2K G T 2R — b EIZITHIRIZH 0
A, None ZERTH L, R— MIFH~ILFFTY A R IL—TDRA L R—
WX 8 A,

Egress — A"— NI~/ TF ¥ A KT NL—TDFHHIA L /X—T7,

AM1Z27 Vv rF5E, BRLIETXITOR— % None, F£7ziL, Egress
ELTEIRTEET,

[Clear All]ZZ7 Vw7 3425L, 2OV 4 RUD—FLEZHIREELT T
HELET,

[Applyl %27V v 7 LTEREZEHALET,

[Clear Al1]Z 27 U v 7 LTI 4=V RNLEDETOANT—2% 7 V7 —LET,

[AI1]%Z27 YV v 7 LTERTOR— FERIRLET,
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3.3.17.3 Multicast Filtering Mode
TNFXXYARNTANE ) U TE—RERELET,

WD 4 Ry BRRTHIZIE, L2 Features > Forwarding & Filtering > Multicast Filtering
Mode 227 U v 7 L &7

Ll = = o
From Port
01 -

ode

To Port Filtering Mode
01 hd Forward Unregistered Groups | = Apply

IMulticast Filtering Mode

Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups
Forward Unregistered Groups

TR T A—=F =D Z i L £,

From Port/To
Port

BRES D AN — b ORFPH 2R L £,

Filtering Mode

N P DR ZERT DN T XX XA MT Y b E LI T 73 a v %
RELET,

Forward Unregistered Groups — {5563 ECTHE L7z AR — MaHNIZH 5 IEE
PR~V F XY AN T N—TFTHETATF XY A My FEfEELET,
Filter Unregistered Groups — BEXN ETHRE L7-HR— MEFEWNICH 5 IER
PR~ NV T XX A NIIN—TTHLNT I XAy N7 4V F—LET,

[ApplylZ 27V v 7 LCERAZEALET,
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3.3.18 LLDP

LLDP "G, IEEE 802 LAN I SN TCWDZEDMD AT —2 a N7 RRZX A X TEH XL HICLE
T TOVRATLAOERERIZ, AT —Yary, FET FLA, £33, I 0lELZEHT 5=
YTATA—DT RLVA, B, TNOHOEHET T 4T 4 —ICLVERSNDAT—2 3D
IEEE 802 LAN ~DHL Y fFiF AR A > OBl 2 A AN D Z & TT,

ZoO7 e bR HE TEE SNAHERIL. ZELEOMBIRESNDHIOT, Xy NT—JFHT R
7 (NMS) 1%, SNMP 72 EDREBE Y 1 b 2 /LR T HRIC 7 7 B A TX £7,

3.3.18.1 LLDP Global Settings
ZDT 4 RUEFERTHITIL, L2 Features > LLDP > LLDP Global Settings Z27 U v 27 L ¥

L Ul &

¥

LLDP State ® Digabled ) Enahled
LLDP Forward Message ) Disabled O Enabled
Message Tx Interval (5-32763) [20 |sec

Message Tx Hold Multiplier (2-10) |4 |

LLDF Reinit Delay {1-10) 2 |sec

LLDFP Tx Delay (1-8192) |2 |se|:

LLDP Motification Interval (5-2600) E lsec

LLDP System Information

Chassis 1D Subtype
Chassis ID

Swstern Mamea
Swstern Description
Systern Capahilities

MAC Address
00-40-66-45-5E-78

Fast Ethernet Switch
Repeater, Bridge

TRUCANT A —=F =D it L E T,

LLDP State T VAR HZ T LLDP A %) (Enabled) £ 721385 (Disabled) (2 L £,
LLDP Forward T IARH T, LLDP Forward Message ZH %) (Enabled) F 7= 13 H#%)
Message (Disabled) \IZRRE L £, AROLEIZIZZZAE L= LLDP /37 » R &2 L T

DOR— MIEEELFET, ZOKEEIZ LLDP NAEROBEAITIZEE L ¥ A,

Message Tx

COMRT, 7277 4 7R—=RFRRAN—ITT RRZA XA M fET 5

Multiplier (2-
10)

Interval FE A L E 4 (5~32768 7)), 7 7 # /L MEIE 30 BT,
(5-32768)

Message Tx T OMEE T, LIDP AA v F AT A~ LF T 74V —2EH LT, LLDP 7 K
Hold INE A XA FEVERY LT LLDP f A N—~3EET A0 D EFRZ3E L E

T T RANEA XA NOEFRRINYIND & 7 RANXA X LT2T —FIE%R
AN=ZA v FOMBPLHIBRSNET, T 74V MAlX 4 TY,

LLDP Reinit
Delay (1-10)

LLDP P LI AE IR I LLDP 5 =~ o R A2 52{2 L7-% . LLDP 7R— L 23 F4)
Wb AR 5 £ TR &/ T (1~10 7)), 7 7 4V MEIZ 2 8T,

LLDP Tx Delay
(1-8192)

LLDP 3&{E3#4E T, LLDP MIB = > 7 YN EH I N8548, EET 5 LLDP 7
RARE A4 X% LD LLDP R— O/ NEEME A 2 H L E3 (1~8192 £,
77 F )V MEIL 2 BT,
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LLDP LLDP st IR 26 3 L C. LLDP R A N—NEHR— MIZ(E LT RARAZ A XA

Notification v M LLDP B HE AR SN EAIT, BELZSNP R T v FEIcEELE
Interval 4, LLDP i@ZnfEIf@EI%. 5~3600@T‘ ERHETT, T 74/ MEIZS T,
(5-3600)

(ApplylZ 27 Uy 7 LCET @A LET,

3.3.18.2 LLDP Port Settings

0’:@?4 v l\ v &R T HIZIL, L2 Features » LLDP > LLDP Port Settings #7 V v 7 L¥7:

From Fort To Fort Notification Admin Status
01 - 01 - Disabled = Trand Rx =
Subtype Action Address
IPvd - Disabled | = Apply
MNote:The IPv4/IPvE Address should be the Switch's Address.
0 Motification Admin Status Subtype Address
1 Disabled Txand Rx IPyvd
2 Disabled Txand Rx IPvd
3 Disabled Txand Rx IPvd
4 Disabled Txand Rx IPvd
5 Disabled Txand Rx IPvd
6 Disabled Txand Rx IPvd
7 Disabled Txand Rx IPvd
g Disabled Txand Rx IPv4
9 Disabled Txand Rx IPv4
10 Disabled Txand Rx IPvd
1 Disabled Txand Rx IPvd
12 Disabled Txand Rx IPvd
13 Disabled Txand Rx IPvd
14 Disabled Txand Rx IPvd
15 Disabled Txand Rx IPvd
16 Disabled Txand Rx IPvd
17 Disabled Txand Rx IPvd
18 Disabled Txand Rx IPyvd
19 Disabled Txand Rx IPvd
20 Disabled Txand Rx IPvd
21 Disabled Txand Rx IPvd
22 Disabled Txand Rx IPyvd
23 Disabled Txand Rx IPvd
24 Disabled Txand Rx IPvd

TERUCANT A—Z —OFi it L E 3,

From Port/To Port | &XET 54— NHIPHAIRIN L £9°,

Notification TIVE T A =2 —"TLLDP ® SNMP ~ T v 7% A% (Enabled) £ 7= |
) (Disabled) IZ LET, THOLHAE, SNUP N7 v 72 EE LEH A,
Admin Status IR T A =ma—TR—FZEDLLPEEZIBTE L ET, LT OEME

BIEIRT D Z ENTEET,

Tx: LLDP 7 L— A DEEDHITVVET,

Rx: LLDP 7 L— ADZEDHITVET,

Tx and Rx: LLDP 7 L — A DEZELEITVET,
Disabled: LLDP 7 L — ADEZEEITVER A,
F 7 # /L MElZ Tx and Rx T,

Subtype IPv4(IP 7 R L ADFEE) NERSNET,

Action TFINETT A =2 —T, LLDP 7 L— AL VIEEOEHT N L R &2 @a+
% 7> (Enabled) ., 8% L7222 (Disabled) 38R L ¥4,

Address T RLVRIZEHIP T FLATHDILERH Y £,

(ApplylZ 27V v 7 L CEEZEMA L E1,
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3.3.18.3 LLDP Basic TLVs Settings
DO 4 RUEMBEHL T, BATLV OREEZHAENZLET,

WD 4 R A2FRT HIZIL, L2 Features > LLDP > LLDP Basic TLVs Settings 27 UV v 7 L
F9:

DP Ba \/ = Q
From Port 01 - To Port 01 -
Port Description Disabled = System Mame Disabled =
System Description Disabled = System Capabilities Disabled = Apply

Fort Description System Mame System Description System Capabilities
1 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
3 Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled
] Disabled Disabled Disabled Disabled
T Disabled Disabled Disabled Disabled
8 Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled
10 Disabled Disabled Disabled Disabled
11 Disabled Disabled Disabled Disabled
12 Disabled Disabled Disabled Disabled
13 Disabled Disabled Disabled Disabled
14 Disabled Disabled Disabled Disabled
15 Disabled Disabled Disabled Disabled
16 Disabled Disabled Disabled Disabled
17 Disabled Disabled Disabled Disabled
18 Disabled Disabled Disabled Disabled
19 Disabled Disabled Disabled Disabled
20 Disabled Disabled Disabled Disabled
21 Disabled Disabled Disabled Disabled
22 Disabled Disabled Disabled Disabled
23 Disabled Disabled Disabled Disabled
24 Disabled Disabled Disabled Disabled

PR T A —F =D it L E T,

From Port/To Port BET HA— NP Z RN L £,

Port Description TINET A= a2 —h5 . Enabled AW I Disabled 234K L. port
Description TLV %45 %h (Enabled) & 72 135 (Disabled) (& L £,
System Name TNHET A =2 =, Enabled & 5\ d Disabled #3%#4R L, System
Name TLV %47 %) (Enabled) ¥ 7213 84) Disabled) IZ L F 7,

System Description | /L& A== —/>5, Enabled & %\ ME Disabled #3E#R L. System
Description TLV Z# A% (Enabled) £ 7213 M%) (Disabled) 12 L FE 9,
System Capabilities | /L& 7 A =2 —» 0, Enabled & 5 L Disabled #EER L. System
Capabilities TLV Z45%) (Enabled) % 723 #E%) (Disabled) IZ L £,
[(Applyl %227V w7 LTEREZMEHALFET,
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3.3.18.4 LLDP Dotl1 TLVs Settings

LLDP Dotl TLV i IEEE 802.1 CTJE & HAV/ZHE5E TLV ¢, PVID, VLAN4, 7'v k=)L VLAN 1D, 7' &
k=L ID OFEWAE E4vE T, LLDP Dotl TLV OFREIZL Y. A— N TEEREZENTH00E 5
WERETDHIENTEET,

WD 4 R 7&K RT HITIE, L2 Features » LLDP > LLDP Dotl TLVs Settings #7 U v 27 L&

5
P Do \ 0
From Port 01 | ToPort 01 “
PVID Disabled s
Protocol VLAN ID  [Disabled [VLAN Name v |
VLAN Name Disabled [VLAN Name vl |
Protocol Identity Disabled
Port PVID State Port and Protocol VID State VID VLAN Name State VID Protocol |dentity State Protocol |dentity
1 Disabled  Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
3 Disabled  Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled  Disabled Disabled Disabled
6 Disabled Disabled Disabled Disabled
7 Disabled  Disabled Disabled Disabled
8 Disabled Disabled Disabled Disabled
9 Disabled  Disabled Disabled Disabled
10 Disabled Disabled Disabled Disabled

TR NT A —Z —DOF A 25k L7,

From Port/To Port

RET AR — MEPHAEIR L 97,

PVID

PVID 18D & A %) (Enabled) %7213 2E%) (Disabled) IZ L £9°,

Protocol VLAN ID

7'm k=L VLAN ID {E# D% % A %) (Enabled) £ 72 13 25) (Disabled) 1T L
F9, AOTNE T A=a—75 VLAN Name, VLAN ID, & D\ MI ALL %
BR U CEH 3% VLAN ZF5E LE 9, VLAN Name Z 3R L7456, D7
4 =L RIZVLAN A A E LE4, VLAN ID 28R L7-BE. D7 —b
RIZVLAN ID ® VU 2 b &F5E LE 3, ALL 233835 &4 TD VLAN 2MEE
ShET,

VLAN Name

VLAN 4 15 0@ 0 & A% (Enabled) £ 7213 8%) (Disabled) IC L E T, AD
VBT A = 2 =5 VLAN Name, VLAN ID, & %\ M ALL Z384R Ui 4
% VLAN Z#87E L £9, VLAN Name %R L7256, D7 4 —/L KIZ VLAN
£ EFRE LET, VLAN ID IR L7235A. AD 7 4 —/L RIZVLAN ID D Y
A NEELET, ALL 28N 5 L 2TO VAN BIFEINET,

Protocol Identity

7'v k2L ID TEH O @ Z A %) (Enabled) £ 72 13 8%h (Disabled) (2 L %
T, HEOFNET A =2 —nE EAPOL, LACP, GVRP. STP. & %\ EALL
ZIEIRL, @MT570 harzZfEELET, ALLEZRET L LT XToY
o kLB S E T,

[ApplylZ 27V v 7 LCEFAZEALET,
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3.3.18.5 LLDP Dot3 TLVs Settings
LLDP Dot3 TLV I% IEEE 802.3 TE® HAL7-$L3E TLV T, MAC/PHY X EIkAE, Vo o T/ A — g

[Y

H

v, PoERRE, I K7 L— 2V A ADIEHRDIE EET, LLDP Dot3 TLV OFREIZ LD . — FHAL
THEIER BT DN EINERETHIENTEET,

WD v R ZFRT5HI121E, L2 Features » LLDP > LLDP Dot3 TLVs Settings #7 UV v 7 L%

5
P Do \ 0
From Port 01 W To Port 01 W
MAC/PHY Configuration Status Disabled w Power Via MDI Disabled
Link Aggregation Disabled Maximum Frame Size Disabled
Port MAC/PHY Configuration Status. Power Via MDI Link Aggregation Maximum Frame Size
1 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
3 Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled
6 Disabled Disabled Disabled Disabled
T Disabled Disabled Disabled Disabled
8 Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled
10 Disabled Disabled Disabled Disabled

TN T A—Z —OF A Z il L7,

From Port/To Port

"“Hﬂﬁ“%ﬂ“ AP 2 IR L E 9,

MAC/PHY
Configuration
Status

MAC/PHY 5% & IRRENE ) D@ &1 & A %) (Enabled) & 5 WM ME M%) (Disabled) (2 L
F9, ZOBWITIL IEEE802.3 U v 7 D 2 DD E 72 HiEEF%E T, A— b
DA — hRrI T — g VREREICKHN T D0 BEREDS A 202>, B Ehm i
FEB L UOEMEMAU ¥ 4 7N EENET, 7 74 /V Mx#ES) (Disabled) T

R

Link Aggregation

Vo7 70—y a EROEMNZ A% (Enabled) & 5 UM L)
(Disabled)IZLET, ZOHEHRITIZ, R— "BV o277V 75—V a %
TEDHM, A= BT A—TRHICESESNTWDE), EEHINZA—KID
NEENFET, T 7+ MIER) (Disabled) T,

Power Via MDI

PoE JRAEE D@1 % A %) (Enabled) & 2 WM I M%) (Disabled) IC L ET, 32D
IEEE 802.3 PMD (10BASE-T, 100BASE-TX # X TN 1000BASE-T) ~ClI. &S
TR DO AT AZY 7 ECENEMRGTHZ ENTEET, MDI
TLV #R B OEIHEIZ, *y N — 7 FHIC K V#5725 [EEE 802.3 LAN
AT = aryDMWINT—HR— MERELZT XA X LT 52 L3 T
xFT, T 74N MIESR) (Disabled) TY,

Maximum Frame Size

WK 7 L— 2t A XEHROMEE % A %) (Enabled) & 2 WM TR (Disabled) (2
LET, 77/ MIES(Disabled) T1,

(ApplylZ 27V v 7 L CEEZEMA L E1,

109/217




3.4 H—EXEE (QoS)
802. 1p HESCFEfF X % 2 —QoS IZHIHE LET, kDt Z v a > TlE. QoS O, B LU 802. 1p &
Sl & % 2 — AT DR IOV TR L ET,

QoS DFIA

QoS X, F v MU — 7 FEE N, JRVVHHRIES LB 2R RREE . F 70X, AR O E
BED 7= | Z B IR A Tl T& % X 9123 % IEEE 802. 1p HIMKDMERE T, Z D Xk 5 Zathelll
VoIP, Web R T 7'V r—vay, Z7ANY—N"—=TF U r— g ETAEFLRENHY F
T JRWHHBIE A ERR T 5 Z LIz, BEEORWENTZ 7 4 v 7 2§IRTH5Z b TEXET, Ih
IZE - T, REIFHRIBEZEHNTEET, A v T T, FPEAR— N RIS L7~ Ry =7 %=
—NHVET, SESERT AV r—2arnbOry b2 ZDXa—Zvy 7 LT, EBEIEME
i ET,

7?23@@%#1 AA v F LD 4 OOEREMEF2—DFTIRLEL 2> TWVET, ms%
T 5I120%, X7y FO~Ny X —ZRKEEL, IELWEBIZ 7MW TS Z E2fERTH 91T
A /%Tﬁ”én LET, RIZ, INHOXIfFE Ty &AL /?L®%1mf‘ﬁﬁ?:~f\$mﬂébiﬁ“o
ZIT, BEEICHESWNW Ty FEEIZLET,

Bl ZIE, 2 ODEBHE L= Ea—F—lTETA2#ELE LWEAIL, FHEIT7 7
ATaT7yANavy RefH LT, #METHET Ay MIBEREY 72 BMTEE4, RIZ
ZET, BEEIL, N7y MCZOZ PN TWAENE S ERGEET 5 L DI A A v F THeR
L., #7f& 07y NERAS L, 24y%£@7§x#1~K7y7LiToﬁm\%ﬁ%ﬁ\%@
D/ NEERET HRICEICT D10, ZOXF2—DEEEZRELET, = Fa—¥—
EESNTZTRTONRT »y FEARERIR Y FWlIZZ(E LT, o —IZERIBMZMT, X7 > hoE
ﬁ)uz FD— A%fj b\-f%ij—o \_Qj—é &T ETﬂ"xn&f{%ﬁHf%5Fﬁ’fy¢m7§fﬁiﬁﬂﬁbij—

QoS T2 T

AA o FINZ A DOBEEMEF 2 —Rb 0 T, ZhDOBEEMEF 2 —I2IX0~3 DT ~L
DN TNET, 3IFREEBLEEDF2—THD | 0 iﬁﬁ@%&®%:—iﬁ} RO K ST, IEEE
802. Ip THRE I NI 8 DDMEIE X TN, AL v T OBIES T2~y TSN TWET,

B 0 1IZAL vy T D Ql Fa—IlEHVETHLRATVET,

BERE 1 I1ZAL vF O Q0 Fa—IZE8Y Y THRTHET,
BERE 2 1 ZAL vF D Q0 Fa—|ZE Y THRTVET,
BERE 3 IIAAL v FD Ql Fa—|ZEHY YL THRTHET,
BERE 4 1 ZAL vTFO QR Fa—|ZEY L TERTHET,
B 5 1 3AL v TF O Q2 Fa—I2E Y TonTWVET,
BRE 6 1ZAAL v TF D QB Fa—IZEHVYTOLRTVET,
B T I13AA vFO QB Fa—IE8 Y ToNTWVET,

MERHESEICFE DN A V2 — T U 7Tl BEREDORWF 2 —I1Zdh 537 v BRI E S
F9, BEEOHHEL S 2 —ZERE S JICE SN T LET, ZRHDOX 2 =N TR >Th
B, EREOERV Ty REREINE T,

MEZ U ey HTROF 2 — Tk, FELEME 2 —20REID 37y hoduk, #lv
YTl d ML TR £7,

AA T, FAR— MZAOOEEEMEZF2— 8 2OV —ER I T ) 08350 7,
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3.4.1
DU 4 RUT,

Bandwidth Control
BIRLTZAR— b DOT —HEgk L — N EZEL— PO EREZHRTELET,

WD 4 v R EFRTHIZIE,. QoS > Bandwidth Control 227 VU w7 LE4:

== LW L #
From Port To Port Type Mo Lirmit Rate (64-1024000)
01 «|[ o1 «|[Rx v ||Disabled | |knitsec
Bandwidth Control Table
FPort Fx Rate (khit'sec) Tu Rate (khit'sec) Effective R (kKhit'sec) Effective T¥ (kbit'sec)
1 a Limit Mo Limit a Lirmnit Mo Limit
2 Ma Lirnit Mo Lirnit Ma Lirnit Mo Lirnit
3 a Limit Mo Limit a Lirmit Mo Limit
4 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
5 a Limit Mo Limit a Lirmit Mo Limit
B Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
7 fa Limit Ma Limnit fa Lirnit Ma Limit
8 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
9 fa Limit Ma Limnit fa Lirnit Ma Limit
10 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit

TR T A —F =D it L E T,

. EEHIFR (Enabled)

From Port/To Port | #rla@i|[RA 5% E T 5 A — Ml ZEIRL £,
Type TITNE T A= —b, Rx(BZE). Tx (FE). Both 7 OEIRLE4, =
DFRET, g EIRZ 7 > M5, Ny MEGE. Ty MEZEIZ
T 203 L E7,
No Limit TNE T A= a—nh, BIR LR — b O#ENE 2 HIFR (Disabled) 95

o0 fEELET,

Rate (64-1024000)

BN LR — FOFIRT AT —X L— % Kbits/FPHMN CALLET, =
DB 64~1, 024, 000 DEEH THRE L T,

[Applyl 227 U v 27 LTEFEZBEH LET, V12 FUD TS5

Z & A [Bandwidth Control Table]

2, BE LIRS EN R RS NE T,

EEEIE
0 B #E L 64-1024000Kbps & 72 Y £ A1,
ERBEIICEFMICHAEBINET,
rx_rate /185 A —A&—@ forwarding rate A—FIZHESEWEEZTABHY FI,

KIRIZERTE SN S fEIL 64Kbps DIEEL
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3.4.2 Traffic Control

AL a—F =3y T RIZEv ATy A MR T B — R¥ XY X Nl 7y R 7
Ty RLTWET, ZOMIF 74 v 71F%y NU—7 EOWERORRES, MELIZXy hU—2 71—
R EDORRENMEIZ LTI 226 H Y 3, TOREB. AA v FOLBRENFENFEEL, =
Y NI =T BRONRT =<V RACEBE G252 RV ET, KAAL v FTIEZDOr v FA |
— LR A B UHIE 2 2 & 3 ATRE T,

Ny B A R—LAHIETIE, AL v FICAT STy FOARF ¥ 2TV, 22— —0RFFEL
BB 2B U U9, BiEE— FIZiE Tdrop) E7-213% Tshutdown) ZFEETH Z & nHIkE
R

ldrop) 7Y a Tl A Z = SAURFREBICESRSRO N7 7 4 v 7 PEEZ B 56, B
BEBXTOERMGENT 7 v 7 ZWFELET, BHOMNG LDy FA =4, 7Tu—
R¥Y X REZALTFHY A SERAHOZ=F v 2 Ny FTT,

Shutdown) F7'v a3 Tl A Z—/SUFEIC T B — REx 2 F &~ /FF v 2 b OB
Gy MR EEE#B A, [countdown) A7 = U CTHE LIZKHAN (0 B~1800 F) /37 > R X
M= b &, A— AL, EEAve—T2H A LET,

PAZE LT — FOEIRIZIZ, (D10 8225 300 D AE Y U NY —2f5o0, (2) FEja~v R
WX VEIBSEDLHERSY £, Fiha~vr RCTEIBT 5121, [Configuration] 7 4 /X 1ldH %
[Port Configuration] 7 4 & R &AM~ T, MRHKR— FDRAT—F A& ANV ER D ME
NH ET,

WD 4 R EFERTHITIE, QoS > Traffic Control Z27 Vw27 LET:
TR COMIrOl T ——

Traffic Control Settings

Fram Port 01 - ToPart 0 ~
Action [oree =] Count Down (0-1800) 0 Jsec
Time Interval (5-30) [ Jsee Threshald (54-1000000) Kbitrs
Recaover Time (10-300) 300 SEC

Storm Control Type |None j Apply |

Fort Storm Control Type Action Threshold Count Down Interval Recover Time
1 Broadroast Shutdown iL) 1] 10 41
) Broadcast Shutdown G4 0 10 1]
] Broadcast Shutdown G4 0 10 1]
4 Broadcast Shutdowen 64 1] 10 60
] Broadcast Shutdowen G4 1] 10 60
1] Broadcast Shutdowen G4 1] 10 60
7 Broadroast Shutdown iL) 1] 10 [4]1]
a Broadcast Shutdown G4 0 10 1]
] Broadcast Shutdown G4 0 10 1]
10 Broadcast Shutdowen 64 1] 10 60
1 Broadcast Shutdowen G4 1] 10 60
12 Broadcast Shutdowen G4 1] 10 60
13 Mone Drop iL) 1] g 300
14 MNaone Cirop G4 1] 5 300
15 hNaone Dirap R4 1] i} 300
16 MNang Drop i) 1] i 300
17 MNane Drop i) 1] i 300
18 MNane Drop i) 1] i 300
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PR T A—F — O it L E T,

Traffic Control Settings

From Port/To Port

N7 7 4y 7l R ET DA — M AR L £,

Action

AA v F Ty A M= ERAMLIEZBEOEEE— RERELET, B
EE— RIZiX, A Z o A=a—Mh5, Idrop] F721% [shutdown] Z+5
ETDHZERHRET,

Drop = AA v FDON—RU=TIZED N7 74 v I7HIENCE D, T v b
A N—=LOREEBILET, Ty A M—LABREISD &, RENK
BT LECHELZBAT- 00y NEREHELET,

Shutdown = AA w»FOY 7 "7 =TIZLDH NT7 7 4w Z7HENCLY, T
v FAM—LORAELZBMLUET, /X7y A M—La0HaIns L, 7
— RX¥ Y A RETAT XX R NERBRIZAL v TFHNOD T H—% T b
A UBRMERLET, S5 vy MUV A ~—fRal% b 7y b &
F =AW GEICIE, 2OR— MEPAZELET, A— M 10225 300
BoO T —Y—05%E L4 /R T 2 & BEicHEE L E3, Foo
< R CHEIET 5121, [Configuration] 7 #/VZ|Z& % [Port
Configuration] 7 4 > RO &~ T, MR — NDRT—Z A %ML, G%)
OB Z DR H D F,

Count Down
(0 to 1800)

IO NETUEAw—FFHE LT, N7y FA M—LA0 AL T D
NP a2y y MU T LETOMMERFMERELES, IV T
RFf MR 5 &0 AL v FIIAR—FE2v Yy ME D LET, TO/RT R
— A —ZTELDIE, T ar 74—V RTovy MU UERE LR
WLEAR—=FDHTT, "—=RU =T X—=ZAD +T7 7 ¢ v Z7HIETIHEHT
XFEHA, TDOT 4 —/)L RORRIL 0~1800 O THRELET, T 7
4V MEIX 0 TT, 0ICHETHE, A—hMIvry vy MU SNERA,

Time Interval
(5-30)

N7 4w ZHIBRE~EE ENAY AT XY A MBI B — R¥ ¥ X |k
Ny NOERBRORMERELET, BH LAy T MoK
0. ZESNT Y BRBEEZBZTWHENE I naHr LEd, BEIE 5~30
BO®HHCTHRELET, T 74/ M EX 5 TT,

Threshold
(64— 1000000)

NT T 4w ZHIERSRE A BT AT D ORMEAEELET., Fey FE—R
DHAIT Kbit/BTT, ¥ v v FF DU E— FOHENIL packets/FTT,
ML 64~1, 000, 000 OHFIPHTHRE L F T, T 74/ Mk EIL 64 TT,

Recover Time

(10-300)

RFy FAR—=LIZL>Ty Yy hE DUV LizAR— O BHBME IR E TORERE
ARELET, ZO7 44—/ FORMIZ 10~300 HO#HE CEREL £,
T 7 4 v REREIL 300 BT,

Storm Control

Type

BT DA N—LOMEEE T NVH T A= a—b, RESERTE E3:
Broadcast, Multicast, Unknown Unicast, ZE{R#%. XA h—2iHZ2AFDE
s [l =

[ApplylZ 27V v 7 L CREAWEMA L E T,
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FEER

‘) JUBTHYE—3 0 (R—F RSV BIZREIATVSR— FTE. +S
T4 HEIFERTEE A,

‘) Sy FEYUREE— ROFE— &, 1—F—A-hbDH— FE2EET 25,
Ftld, 1—HF—ABFE L1 10 BH D 300 FOBREARE L THR— A E SIS
EAETZET. TRTDY4 VR EBERTY Vo8 E LTERTINETS,
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3.4.3 802.1p Default Priority
AA v FTIE, T 74NV ED 802 Ip BEHEE, AA vTF LOKAR— MIEIV Y TET,

/k0)174’ NN 17’&?1%/1‘?5 1%, QoS > 802.1p Default Priority 7 U v 7 L£7:

D Lerlrs

From Port To Port Priority

n ¥ [ & [0

Settings

o
(=]
=1

Priarity
a

PR e BT R NSl RER R
o e e e e e e e

-

D74 RUT, T74N D802 IpBILELE, AL vF EOFRELIZAR— MIEIY Y TE
T, ELEMIITE ST ET, 0 IFRIESE L2 R L, TIdREELEZRLET, [Apply]
U w7 L CREEHEALET,

3.4.4 802.1p User Priority
AA FTlE, 22— — B E 24 802. Ip BIEEICEI VY THZ LN TE £7,

/)*(0)‘74 /l\ ‘7%2\?3‘?5 1%, QoS > 802.1p User Priority #27 Vw7 LE4:

o U D

Friarity

Class-1

Class-0

Class-0

Class-1

Clags-2

Class-2

Class-3

]
v
v
v
v
v
v
v
v

- m M & W R = O

Class-3

BREEZ AL v F FOR— NI —FIZE 0L T-%,. 207 T 2% 802. IpBLED 8 >D LN
ZEID M TET,

FREACAN T A =2 —OFi Z5fll LT,

Class ID TUE T A =a—5, Class0~3D 7 5 A D EZAHLET,
(ApplylZ 27V w7 LTCETZEMA LET,
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3.4.5 QoS Scheduling Settings

AL FNON—=RY 27 Fa—CHHTLIHNAr V2= 0 TZ2ELLT, QS WAL~ A
A LET, QS EEETHHALFERIC, BREEOBKWSF2—HNORy NU—F 8T 7 4 v 7 ~D5
BIIHELET, A7 Va—V U 72EHETLHE, HFREMAZER 537 v b ARKIE /R E5 R IE
WZORNRDZENHYET, ZORELNAZ~A XTDH5E1E, QS sRED Y TRV E R R Lx
v P INFET DI, FRIE—JRHIR Yy N — 7 HREEERT 5 2 ENEETT,

WD 4 v R Z2HRARTAHI2E, QoS > QoS Scheduling Settings #27 VU v 7 L%

0 =L * *

QoS Scheduling Mechanism Settings

Scheduling Mechanism Strict v

QoS Scheduling Weight Settings

Mechanism Weight (1-55)

Class-0 Strict 1
Class-1 Strict 2
Class-2 Strict 4
Class-3 Strict g

Apply

PR T A —Z =D it L E 7,

Scheduling TIVE T A= a—0 b, Strict & Weight Fair #8) 0 ¥ x 4, Strict
Mechanism T, VY—EROREHR7 TATHY, N T 74 v 7 BB LET, D

FO, P—ECRORELT TAPTETLTHDL, TOMOF a2 —%7E|ZLE
T, Weight Fair TiX, MEZ7 Vv Fre 73y XAz EHLT, —
EADEENE 7 T ANICE B STy R RO RN E T,

Weight (1-55) I~55 DU A MEZATILET,

[ApplylZ 27V v 7 LCEFZmHA L £,
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3.4.6 Priority Mapping
IO RUEEHLT, BEE~y L T2y Ty LET,

WD 4 R A2FRTHIZIL, QoS > Priority MappingZ 27 Vv 7 LEd:
“Priority Mapping T

From FPort To Port Priority Ethernet Priority IP Friority
‘ 0 |'| 0 E Mone O | =
Fort Ethernet Priarity IP Priority
1 g02.1p Off
2 g02.1p Off
3 g02.1p Off
4 g02.1p Off
5 g02.1p Off
g g02.1p Off
7 g02.1p Off
3 g02.1p Off
9 g02.1p Off
10 g02.1p Off
11 g02.1p Off
12 g02.1p Off
13 g02.1p Off
14 g02.1p Off
15 g02.1p Off
16 g02.1p Off
17 g02.1p Off
18 g02.1p Off
19 g02.1p Off
20 g02.1p Off
21 g02.1p Off
22 g02.1p Off
23 g02.1p Off
24 302.1p Off

TRUINT A—=Z —OF A 25l L7,

From Port/To Port | BRET 24— FDHEIPHZ IR L 9,

Priority NonelF = v 7Ry 7 ALTF =y T ANNDE, 4 —Ry MEFEL X
OIP B~y B I FEITENET A,

Ethernet Priority | [Ethernet Priorityl F = 7Ry 7 AZF =y 72 ANT, 802. lp~v v
Iy T T LET,

IP Priority [IP Priorityl F = v 7Ry 7 AZF =y 7 NI, TAX T A=a—)
5. TOS~¥ v B2, DSCP~ v B VAR LET,

[ApplylZ# 27 V v 7 LCEEZ#EHALET,

3.4.7 T0S Mapping

IO 4 RUEMEHLT, —RAXAT7T0S) v Thty T v LET,

WDT 4> R AEFRRTHIZIE, QS > ToS Mapping #7 Vv 27 LET:
e —

Clags-0

Clags-0

Clags-0
Class-0
Class-0
Class-0
Class-0
Class-0

- m M s W k= O

S]]

Apply
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PR T A—F — O il L E T,

Class ID

TNHE T A =a—h, Class—0~3D 7 T A IDEANTLET,

[ApplylZ 27V v 7 LCEFAZEALET,

3.4.8 DSCP Mapping

O 4 RYEHHALT. DSCP~yv a2ty Ny LET,

DT 4 RUEFRRTHITIEL, QoS > DSCP Mapping #7 Vv 7 LET:

) = Viapping

D3SCP Walue Class ID
0 v Class-0  »
DSCP Class ID ~
0 0
1 0
2 0
3 0
4 0
a 0
|4} 0
7 0
g 0
9 0
10 0
11 0
12 0
13 0
14 0
14 0
16 0
17 0
18 0
18 0
20 0
Al 0
22 0
23 0
24 0
25 0
26 0
27 0
28 0 ¥

TR NT A—=Z —OF A Z il L7,

DSCP Value TNE T A= a—D, BRE0~63 D DSCPIEZ AN LET, A A v F
1%, By b~y ' —>D DiffServ o1 — RERS 2R L Tzt L £,
Class ID TINET A= a—n6, Class0~3 D7 F A IDEASHLET,

[ApplylZ 27V v 7 LCEFAZEALET,
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3.5 Security

3.5.1 Trusted Host

X2V T4 —IPEHAEHA LT, BEWAT—Ya DAL v F2EHTE5L91CLET, 1 o
FIFEBOERAT — a3 U EER LIZHAIEL, Web X—Z GUI, Telnet, SNMP ¥ }— ¥ —#&H
DOEBMENTFAISNDEDIE, IPT RLATERLUBIRLIZAA MDA TY, HHAT— 3 [P
ExEERTHITIE, IPT RLRAETELWYF 7Ry h~ZAZ7 % ANL T, [Add]Z27 Vv 27 LET,

WRDT 4 v RUxFRTHIZIE, Security > Trusted Host #27 V w7 LFET:

L] 20 Mo

Permitted Access IP | | Met Mask | |

Delete All

Trusted Host Table

Fermitted Access MNet Mask

Note: Create a list of IP addresses that can access the switch. Your local host [P address must be one ofthe P addresses to avoid disconnection.

TR T A—Z —DOF A Z ik L E 7,

Permitted B TEXARARNDIPT FLAZHTELET,
Access IP
Net Mask [EHHCEARARNDR Yy h~ AT ERELET,

(Add]Z7 Vv Z LTH LN R —2BILET,
[Delete Al1]Z 27 U v 27 LTARATOZ M —ZHIRLET,
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3.5.2 Port Security
R—=hEXa2UT 4 —F, Ay TF0EE LR WIEFERED EEIC MAC 7 RLADH D)2 B
—H—INAA o TFDOR—PMNIEHGEL TRy NV —JIZT7 7 v RAT 52 L &81Ed HHEE T,

3.5.2.1 Port Security Port Settings

RE LR — MEEFR— MEFHOBIBMAC 7 KL AZEEEZr v 7 L, MACT RL AT U —F ¢
VI T =T NMIATENTWDHEDREFIL MAC 7 RLAZEETERWVE I LET, Adnin
State DI NH T A= a—EHAMIFEL, [Applyl 227 Vw7 LT, R—brzxzry 7 LET,

WD 4 R &R RT AHIZIE, Security > Port Security > Port Security Port Settings % 7
Vo7 LET:

-0 ecurity Fo etings

From Port To Port Admin State Max Learning Address (0-64)  Lock Address Mode
01 | 01 v | |Disabled | [0 | \Delete on Reset v/
Port Security Port Table
Fart Admin State Max Learning Address Lock Address Mode
1 Dizabled 1 DeleteCnTimeaut
2 Dizabled 1 DeleteOnTimeout
3 Disabled 1 DeleteCnTimeout
4 Dizabled 1 DeleteOnTimeaut
] Dizabled 1 DeleteOnTimeout
f Dizabled 1 DeleteCnTimeaut
7 Dizabled 1 DeleteOnTimeout
g Disabled 1 DeleteCnTimeout
q Dizabled 1 DeleteOnTimeaut
10 Dizabled 1 DeleteOnTimeout
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PR T A —F — O it L E T,

From Port/To Port

K bt ¥ = U7 0 —RFET B HE— MR L ET,

Admin State

TNE T A = a—5, Enabled & DV Md Disabled 28R L, "— Ft
X2 VT 4 —GBRLEAN— MO 7 LIZMAC 7 RVAT—T )W) %A
%h (Enabled) F 7213 4E%h (Disabled) I L £ 9,

Max. Learning
Address (0-64)

R—FrtEFxF2UFT 4 —TMACT RL AT —7 VIR TX A AMAC T R L
AHERELET,

Lock Address Mode

AA v F ECEIRLIZA— M V—7HIZ MAC 7 RLAT—T7 b v ¥
T EMATLHEETINE T A= a—nOBIRLET, KROLT Tz
N 9

DeleteOnTimeout — FDB 7 —7 A Dx=—Y 7 7 MNEETT KL Az v
LET,

DeleteOnReset — FFEXE L IFEBEDOFHEEE T FL Az r v 7 LET,
Permanent — R— ¥ 2V 7 4 —fEBOEILETT FLAEZr Y7 LE
T, CEEOREBRbLE Y 7 ST RUREIREESLET)

[ApplylZ 27V v 7 LCEHAZEALET,

TEEE

0 sOSTHshe (MAC SREE. Web SZSE. 802 1X ZBID) & DA— FAIXTEEHA,

3.5.2.2 Port Security FDB Entries
Oy 4 v RUEMEHALT, SAR—MllcAh—try 272 M) —ZHELET, = P —%H
EF5120E, A—broFEHEEZ AL T, [Clear]® 7 Vv 7 LET,

IRDT 4 v RUZFRTDHIZIL, Security > Port Security > Port Security FDB Entries #72 U

v 7 LET

=0 2CL \ Bl

Clear Locked Entries

Fram Port 01 v

Total Entries: 0

YLAM MName

Pt [m v —TT—

MAC Address
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3.5.3 Authentication Setting
:L‘_"H’ - 0)/\—‘/%’:@% L, A—k @mupﬁ:{f K %E&UE Li—g— H L'H: ﬁ‘%ﬁ;i@muni%f'&j—
— I\?‘%’) 7/77|le %E;ko)muuﬂz:l?/ ]\ x-ﬁkowc Hﬂééﬂf\_wuuﬂz{‘ ]\ x—%o% T ]\ i@]ﬁzbij—

WD 4 R %EFRRTHITIL, Security > Authentication Settings 27 Vv 7 LFET :
S ——

Configure Authorized Mode
From Fort ToPor Authorized Mode
[[01 [=] 24 |- Host-based | = | apply
Multiple Authentication Table
Paort Authorized Mode

1 Host-based
Host-based
3 Host-based
4 Host-based
5 Host-based
g Host-based
7
g
9

Host-based

Host-based
Host-based
10 Host-based
11 Host-based
12 Host-hased
13 Host-based
14 Host-based
15 Host-based
18 Host-based
17 Host-based
18 Host-based
19 Host-based
20 Host-based
21 Host-based
22 Host-based
23 Host-hased
24 Host-based

TR NT A—=Z —DF A 25l L7,

From Port/To Port | A EICHHINDIAR—FDIV A MBRERENET, 2OV A MIFEHL
TWVWAETOR— MIEESINTWET

Authorized Mode TIVE TR = =B éﬂ“bf)nmnIE:E“‘ RERELET

Host-based — £ —H — |3l % IZFFER[RE T,

Host-based port—-vlan-mode — %Ei}ﬁ(@ﬂTX MZx U CRREEZ 1TV E 37723,
FORERYEIZ VLAN 1D Z2Rf 2R A 2T 2 KAl U CRRRERF T L E3, &R
— N TCIHRANIFERERR ) LT27R A N OFEGEEME (VLAN ID) IZ&ESX FA— 0D
PVID #ZH L ¥4, BINTRAELZ T DA A ME, £d PVID & [F L VLAN
ID OFBFEBMEZFFOLENRH U F7°, FFEARA MBFIEL 2L ooz
A, PVID X% EMICEY £9, VLAN X 72X 7 L—ADAHTHEEEITH R
A MR L THRGEBRMEEZ SR L 32, bR EE R WiEAaIcit b
FLOBIEOHFASN & LTI Wb, B4 — —CHIUTERE LA
ENFET, ZOF— FiL802. IXFBFEE MAC N—AFBIED A TxEs L ET,
Port—-based — ##t SN TCWAKRA D 1 BEVRBIFL /IAZIEAH L, Fl—F
—hEIZHDLETDOHRANNRY NT =T ~DT I BAEEKRBINET,
HLEOL—YP =PRI RILT 5 & ZOR— MIRBEIOBFE~DFAT
AHEFFLE9, 7 7 4/ ML Host-based T,

[ApplylZ 27 V) v 7 LCEREZBEHLET,
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3.5.4 802.1X

802. IXgBFEIX., W— M E/ITHR A FR_R—R |2 X HFRFAENATRETT,

2—P—lX, Xy MU =T ~DT I B AEFA SNDANEIET D LERH Y 3, RIAEH L,
11— 77 JVadaik & RADIUS H— N —38GER L OHERGEIC R IIG L E 3, ¥, v — BGRB8V T,
HAF 2w ZVLANIZ & 0 BIROVLANZ S| ) 4T 5 Z L ik EH A,

ABER
B VLAN ZERAY 56, Y HTARERRKINERIT 64 1mEKTY ,
X K% 64 1Z1%. MAC/Web/802. 1X MFEFBEETHEAT HEHI VLAN DIn R ZEHFT
(BRI VLAN ZEA LG WMERIZ. CORRKPBHICEFEFEFNEFELEA)

3.5.4.1 802.1X Settings

WDT 4> R %ERRT HIZIE, Security > 802.1X > 802. 1X Settings 7 U v/ LE !

oU A = 0
802.1X State ®) Disabled O Enabled
Auth Mode L
Auth Protocol RADIUS EAP v
202.1X Port Access Control
From Port 01 w To Port 01 v
QuietPeriod (0-65535) sec SuppTimeout (1-65535) sec
ServerTimeout (1-65535) sec MaxReq (1-10) times
TxPeriod (1-65535) sec ReAuthPeriod (1-65535) 3600 sec
ReAuthentication Disabled v Port Control [ Auto v| [ Refresh |
Capability Direction [ Both v| [ Aoy |
Port | AdmDir | PortControl | TxPeriod | Quiet Period | Supp-Timeout ﬁ;’;ﬁm MaxReq ReAuth Period | ReAuthentication Capabilty | A
1 Both Auto 30 0 0 30 2 3600 Disabled None
2 Both Auto 30 0 kD] 30 2 3600 Disabled None
3 Both Auto 30 0 ] 30 2 3600 Disabled None
4 Both Auto 30 0 kD] 30 2 3600 Disabled None
5 Both Auto 30 &0 a0 30 2 3600 Disabled None
B Both Auto 30 0 kD] 30 2 3600 Disabled None
7 Both Auto 30 0 kD] 30 2 3600 Disabled None
g Both Auto 30 &0 El] 30 2 3600 Disabled None
g Both Auto 30 0 kD] 30 2 3600 Disabled None
0 Both Auto 30 &0 a0 30 2 3600 Disabled None
11 Both Auto 30 0 kD] 30 2 3600 Disabled None
12 Both Auto 30 0 kD] 30 2 3600 Disabled None
3 Both Auto 30 &0 El] 30 2 3600 Disabled None
14 Both Auto 30 0 kD] 30 2 3600 Disabled None
5 Both Auto 30 &0 a0 30 2 3600 Disabled None
16 Both Auto 30 0 0 30 2 3600 Disabled None
7 Both Auto 30 0 a0 30 2 3600 Disabled None
iE Both Auto 30 &0 El] 30 2 3600 Disabled None "
19 Both Auto 30 0 kD] 30 2 3600 Disabled None
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PR T A —F — O it L E T,

802. 1X State

5 A RE T, Enabled F£7-1% Disabled 238K LT, 802. IX ZH%)
(Enabled) % 7213 %% (Disabled) IZ L £ 77,

Auth Mode

Authentication Setting TR L7-3R5FT— K& L. [Port Based] F7-
I% [MAC Based] ZERSIVET,

Auth Failover

7»59/x%:~ﬁ6 meﬁwn~ﬂgmmpmﬁﬁ@wﬁA\n~
TINT —H =2 K DFRFE (Local) T4, SGIFICFERETF AT 21T 9
(Permit), & L < j:fallover'%ffTiDiﬁb\(Dlsable) ﬁi%ﬁfTb‘ji?fo

Permit — RADIUS $—/S— DA N2V, SRR ZREGETF Al 24TV 9,
Local — RADIUS $r—/N—DRE N2V, B — B /LT — X X— 22 L 575
EATWET,

Disable — RADIUS H—/N—DIGEE M 72V EE, failover Z1TWEH A,

T 7 4V MR EIT RN T,

Permit VLAN ID

Auth Failover CrBAEEF Rl [Permit]&ICATE T 5D VLAN ID Z3RE L £,

Auth Protocol

TR A= o=, FBik7 e hard LT, [Local] F£7-21% [RADIUS
EAP] Z 38R L £ 7,

From Port/To Port

RES DA — Mg AZBIR L £,

QuietPeriod BV T FOBFRZRIL L T2%, B L <RAEZBAGAT 2 £ CORMIMREEZ & E

(0-65535) LET, 774/ MEEIL60FHHTT,

SuppTimeout EAP Request/Identity /37 > &R FXTD EAP /NF v MIKF 2597V
(1-65535) A IO DINE RO AR ELET, 7 740 FNaREIT 30 BV TF,

ServerTimeout (1-
65535)

RADIUS H— _— 6 DB = GO 2R E L £T, 7 7 4/ Fa%ElX 30
wcd,

MaxReq (1-10)

BV B MZIEET D EAP Request/Tdentity /347 v M D REIEEZ % E
LEd, 74/ FREIX2 TT,

TxPeriod EAP Request/Identity /34 kD E(E MR 2% ﬁil/ﬁiﬁ“ tx_period CTiRE

(1-65535) L7el§f], 7 U v b OISEN > o6, 2EE 1T EAP
Request/Identity /X7 v hEFHELET, T 74/ FiREIL 30 TY,

ReAuthPeriod Y7V I S OEMR R ERGEO MR AR E L £ (1~65535 F), 7 7 4L

(1-65535) R R E I 3600 BT,

ReAuthentication |7 /W& A ==2—7 5 Enabled &5\ % Disabled Z3384K L. EHAICH

BFET 5 (Enabled) M E 9 mZE PO ET, T 7 4 /L b E I3 EEL) (Disabled)
Se

Port Control

TINHE T A =2 —)5, ForceAuthorized, Auto, ForceUnauthorized % i3
WU, A— FRIRRREAHIE L £,

[ForceAuthorized] Zi#IRT 5 LR — X 802. IX DEBIET & XA 2{THT
PRI FEREE A DIREL 20 £3, AA v TFERMTLHRy NU—2 T
7 AFFFA SN ET,

[Auto] ZIRT 2 & 802. IX AN/ Y £4, AN— MIFELGERRE TRE)
LET, A— MEETEZEFETEHDILEAPOL 7 L—ADHTT, F— R
Vo277 L, 7V )@ EAPOL start 7 L— A %EZET 5 &,
PRREALVEE A E D F9, AA v FiEk. 72747 bR EERL T, 385
Ao —V%7TA4T N ERBGEY— X— O/ TlAE L E 7,
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[ForceUnauthorized] Z3&IR7 % &, A— I 802. IX DFEFET 7B AEITH

TORAHIACIEFRRRIRRE L 2 0 £, A v TFERAT LRy VU= T 7k
AFT ey EhET,

F 7 # )L FEREIT Auto T9,

Capability FIHET A =a— 5, Authenticator, None ZR L. 802.1X 4 —t&
T A=A —REEZR— FMEIEHA L ET, [Authenticator] Z3®IR L T,
REZR— MIEHALET, REZANCT L &, 22— — | TREEAHIZE
LT, *vy NU—7~DT 7t A% Lﬁihi@@i&h [None] %
HIRT D L R— b Lo 802. IX HEREN RN 22 0 £97,

Direction TNNE T A= a—mh, Both, In 234K L. EERHIME T 6% 716 (Both)
FFZEA)ICRELE T,

[Both] Z1EIRT 5 &, HmMHMDT 4 —/L RTEINLIZAR— MRADOEZE 7
747 il L £,

[(In]Z#®INT DL, BADOT 4 — /L FTEBR LA — MEHOZE T 7 o
v 7 Ll S IVEH A,

[Applyl 227V w7 LT, RELHZEHLET,

[Refresh]Z 7 V v 7 LTHHEIZRRIND Y A MEFHLET,

FEEE

‘) T T A LA —IN—HEREIZ 51T BRI A B E (Permit) (. X2 F 14—t
PARE & 4 B AAEME A B BT, RO LE. BRALTEEL,

‘) T 1A L —N— BRI 51T D3RI EREEEE T (Permit) (X, REIN TS
RADIUS H—/N—2TH R A LT FDBEIZ, T 1) H > MZ EAP-Success ZiR L
9., LHL. ﬂ?Uﬁ/F@&ﬁl$OTHMPwW%SXE&%m£&%ﬁ
E&'»& b?ﬂ L{ntH;E&L\iEAbmbn E‘X_.Ijj'fﬁ:b EAPOL-Start %L:l j‘é%* ('J &sz |:m..
MNEERYRTBEELHYET,

() 9 14 LA —/N—HEBE (L. RADIUS H—N— DB NEAL—H—& . /SR T— K
MUY L YRTAK LB A RGIRI~BT LE A, RADIUS H—/N—DER:
BEMNEA LT b LEBERHRTIABTLET,

‘) T T A LA — /N —HEEERTERE . RADIUS H—/N— D& A L7 ™ <RSI 30 #hLAAIC
BELTLESWL, TIA4IMEEIFISHTT,

0 802. 1X D O— A JLEBEEIX. MD5 DAHHK— + LET.
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3.5.4.2 802.1X User

L 802, 1X —WF—ZAERT HITIE, =—F—HENRT—REASLT, KIZ, NAT—N
ERHEEL, [Applylz 27 Vv 7 LET, 7—TAD TP, FiLna—P—nErsnxd, =
NU —ZHIBRT HICiE, ST D [Delete] 22 U v 7 LET,

DT 4 v R ZFRTHIZIE, Security > 802.1X > 802.1X User #7 VU v 7 L ¥ 9

802.1% User FPassword Caonfirm Password
| | | | | |

Note: Password/User Mame should be less than 15 characters.

802.1X User Table Total Entries: 0

TRUC/ANT A —Z—O@HZER L £, TRlld I~ T XFUNTASLET,

802. 1X User 802. IX = —H—HE A LET
Password 802. IX NATU—REASHLET
Confirm 802. IX Wi/ R AU — RZ AN LET
Password

(ApplylZ 27V w7 L CEFEA M L ET,
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3. 5 4.3 Authentication RADIUS Server

SIE7 0 |k =)L RADIUS 2 38R U7~

B

ArlE, BEk L7= RADIUS r— _—ZAfF ] L CRiEZ2 1TV E

DT v R ZFERTHIZIE, Security > 802. 1X > Authentication RADIUS Server &7 U w7
=

Index

IP Address

Authentic Port (1-65535)
Accounting Paort {1-655345)
Timeout {1-255)
Retransmit {1-2548)

Key iMax:32 characters)
Confirm Key

RADIUS Server List
IF Address

Apply

Auth-Port Acct-Port Timeout

Retransmit Key

TN T A—=Z —DOF A Z il L7,

Index RADIUS GRREY— N—DA T v 7 AFEFHZEI Y TET, K3 DETAA
VTN TEET, A v T TR LA VT v 7 AFZOHEWIEIZ
RADIUS DA el L. IS L7 RADIUS A 38— " — L U CEREk L
ENR

IP Address RADIUS FRGEY—/R—D IP 7 L A& FHE LT,

Authentic Port | RADIUS FFEHY— —DUDP R— 2R ELET, T 74/ bAR—FESX

(1-65535) 1812 T,

Accounting Port | RADIUS FBFEY—/R—D UDP R— b EZHE L £T, T 7 4L bih— bF X

(1-65535) 1813 T,

Timeout (1-255) | # A L7 U MEZRHA CTANLET (1~255), 7 74 /L MElX 5 TT,

Retransmit HREZEAMTAD LET (1~255), 57 +/b MEIX 2 TT,

(1-255)

Key (Max. length | RADIUS il —_—DF—LF L XF—2RELET, = M) —DREKES

32 characters) X 32 FETT,

Confirm Key Key CADLIZbDERUF—%2 AT LET,

(ApplylZ 27V w7 L CEFEA M L ET,
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3.5.4.4 Initialize Port(s)

A— b OHIHk
802. IX DR— MDA — + Z#HI{L3 511X, [802. 1X Settings] 7 4 > KT 802. 1X #AHR— |k
BNCHEMZ LET,

WD 4 v R ZFERTHIZ1E, Security > 802. 1X > Initialize Port(s)Z 27V v 7 LE1:
e
From Port 01 v| ToFot 01 v

Initialize Port Table
Fort Auth PAE State Backend_State Fort Status

ZDT 4 RUT, R—F, £003%. A= DI A—T%2HHUELLET, 740 RUDFESICH
LHAR— b T — 7z, A— FOBUEDRENRER RSN ET, N— M2 LT 5121, &)
DR—=F7 4=V REFEDOR— T 4 —/L R T, A— FO#HHZRINL E3, ML BRET 512

. [Applyl 227 U w7 LET,

MAC X—Z DR — 2T 5I12iE, £9°. [802. 1X Settings] 7 4 > K7 T 802. 1X % MAC

7 RUABNZHEDZLET,

&@?4 v R E2F 7T HITIE, Security > 802.1X > Initialize Port(s) &2 VU v 7 LE7:

From Port o1 v| ToPor o1 v|  MAC address O |

R— M2 b T 51213, BPIDOR—K 7 4=V REREDR— K7 4 —/)L KT, R— hO#MH%
BIRLET, WICCMACT RLVAZ 4 —/LRICMACT RLRAZAN L, FIHHET 5 MCT RL A%
FBELET, Wb ABGT 5121%, [Apply]l 22 U v 27 LET,

TRUI/RT A —F —O@FiAZIHEH L E T,

From Port/To Port |fJH{td 54— NEIPHAIRIR L £9°,

Port A v F EOFR— P E2RIHARY EN 7 —/V FTT,

Auth PAE State RONTNNOF—k T 1 r—%— PAERERFRRINET,
[Initialize] ¥IHA{k.. [Disconnected] HJWrE. [Connectingl B,
[Authenticating] ZREFH . [Authenticated]383E%. [Aborting] . [Hold]
frtd. [ForceAuth]@iHilF8GE, [ForceUnauth] 5fiil3ER8E, [N/AIRZ4 72 L,
Backend_State WRDOWT IO/ 7 = RERFEIREENF /R S L E T [Request] H3K,
[Response] i, [Success]fHh, [Fail]kBg. [Timeout]Z A AT 7 b,
[Tdle] 7 A Kb, [Initialize] ¥IHMk, [N/AJFX472 L,

Port Status %U?ﬁﬂ INTWBHR— FOdREEIL, [Authorized] FRiFHF A, [Unauthorized]FE
ntun [N/A] J:Zlfoc LO)U\fﬂZP& fﬁ@i“ﬁ‘o

MAC Address ﬁm¢5$~%K%ﬁéﬂfwé&?%Tyhﬁ%é%é\%@meFv
AT,

(ApplylZ 27V v 7 L CEE A L E1,

128/217



3.5.4.5Reauthenticate Port(s)

'Jj‘_‘ }‘o)ﬁ:wu
TD 2 2O 4 RO Z2FH LT, 802. IX R— A HEIFL £,
802. 1X AR — M ZHRAF9 B 11k, [802. 1X Settings] 7 4 v KU T802. 1X #AR— RPNZAERNZ L E

D

/k@l?4 /]\ 7 3T HI2IE, Security > 802.1X > Reauthenticate Port(s)Z 27 Vw7 LE:

Fram Part 01 ~| ToPar 01 v

Reauthenticate Port Table
Fort Auth PAE State Backend_State Fort Status

D74 RUT, A— bHHEZEE L ClApplyl 227 Vw7 LET, [ApplylzZ U w95
L. R— FOFRIET — 7 M, FRESNT-AR— FOBEDORENF REINET,

MAC N—=ZDKR— F ZFRRRET HI121E, £9, [802. 1X Settings] v 4 > 7T 802.1X & MAC
7 RUABNCANT L ET,

&@?4 /l\ 7 A 3T HI2IE, Security > 802.1X > Reauthenticate Port(s)Z 27 Vw7 LE3:

From Port 0 v| Topar 0 v|  mac address O |

R— M2 T 51201, £ RYIOR— R TINVNE T A2 — L REBEDR— N TILE T A=
=5, R—FEEZER L ET, KIS, MACT RL AT 4 — /L RIZMAC T KL A& AL, MG
THT 2w IRy 7 AITF =y 7 E AT, FiBGET 2 MAC T FURAEZRELET, FHilabzBith
T 512iE, [Applylz2 U v 7 LET,

FREACANT A =2 —OFi il LE T,

From Port/To Port |FFalalEd 54— MEPHAZ IR L £9°,

MAC Address NI RHDHAA v TFOYHET FLAZFRLET,

Auth PAE State RONTNNOF—k T 1 r—%— PAERERFRRISNET,
[Initialize] ##{k.. [Disconnected]HIWr#. [ConnectinglffcH,
[Authenticating] ZREFH . [Authenticated]383E% . [Aborting] . [Hold]
frtd. [ForceAuth]@iHilF8GE, [ForceUnauth] 5fiil3ER8E, [N/AJRZ4 72 L,
Backend_State IRDNTILIDNy 7 }‘ RENER RS NET: [Request] Zik,
[Response] i, [Success]fkHh, [FaillkBg. [Timeout]Z A AT 7 b,
[Idle] 7 A Rv, [Initialize] ¥Jf{k. [IN/ATRZ%72 L,

Port Status Fﬁ'ﬁﬁﬂ INTWAR— hOYRREIX. [Authorized]ZBEEH A, [Unauthorized]FE
AR, IN/AIRZS e LonFhnicie £9,

[Applyl &2 U > 7 L’C’Z{E%Jﬁ)ﬂ L%,
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3.5.5 SSL Settings
SSL %, ®EGE, T VX NEL, BALEMER LT, AA N T4 7 NMHORRT008(E 2 fi T

X2 VT 4 —HBETT, ZNHDEX=2Y T 4o —REEZEHTHI2IE, A 77 —AA— h&Afl

WET, YA 77 —AA— NI, Btk a r THHATAEWR ) TN T T T 4 —RT A—H

—, FFEDOK AT NI XL, B, ¥—H A X2RDL X2V T 4 —XFFHITT, kO3 D

DL L TR S ET:

(1) F—2Hi: A 77 —ZAA — FNLFINORMOEHS T, EHT LT v rF—71TY X%
BELET, ZOAA v F TIE Rivest Shamir Adleman(RSA) X7V v 7 ¥ —TFT LI Y XL LTV
ZVELT Y XL DSA) Y AR—F L TWEd, ZZ Tk, DHE DSS Diffie-Hellman (DHE) /<
TV w7 F—=TNIAYALELTHRESNTWET, ZHUL, 77472 FERA NOMOEY]

DOFFRLELTT, 7747 FERAMIF—ZLZW L THEZMK L, ZITANDORIEEZ KD
T, RO L~V THE AT L 7,

Q) Bk YA 77 —AA— b D _FBDEZZIE, 7 T7AT 2 FEFRAMDOBTEEIND A >
VRS T A Jﬁﬁﬁﬁ‘%ﬂa%{m)aihiﬁ‘o AA Y FIXIRD 2 SOFEFHDO 7 V7 |k
nY—7 3] ALK LET,

) AMV—b¥ A 77— - ALy F LT, 1288 FF—DRCADA RN —LHA 77—
BHYET, ZOF—ZHHLT, Ave—VEESLLES, 72, Fa@EfHOLD, 7
TAT Y FERARDOHTHEL TV OLENRS Y £,

2) BCT7uav ¥ A4 77— - b L=TF A NOFERNIESIL LT 0wy 735 %E ., BED
Tay OB THEHALET, AL vFid, 7 — X B 5{LIEYE (DES) TEFE X417z 3DES
EDE W54 k2 — K & AES (Advanced Encryption Standard) (2t LEE B LT 2 b &2 1ERk L
*9,

B) Ny a7 NI AL Ay E—ViGEa— RERODLA v E—IUF AV A MERBZBRINTEX E
T ZOAYE—UREET— NE, EELEA Yy E—VICR VS b, AHEEZRIEL, F
AR ARGIE L ES, MD5 & SHA D 2 oD Ny 22T LT Y A hZHR—F L TWET, SHA I
SHA-1 ¢ ORSHA-2 ZHAR— h LTV ET,

AA v F EDIOORINTING 3 DD/ T A —F —%FHEEIHAGHDET, h——LEKAX D
MTLZEICHETEDL L3O F{ba— FEERLET, EHTELZ YA 77— — D1
DHLVTEDOMABFOE LA TEET, B2V A 77 —AA— NI, EF2V T 4—L~ULd
BRI ORI E L E T, V14 77 AL — MIHHHERIT. A v TFIFEENETA, F
o, GEAELMEEND 7 7 A NVERXTE =F Y —Anb X vra— RT3 08RGV £9, GEHEY
TANDBIRNE AL v TFOZOEREIZFEITTCETER A, GEAETY 7 A LI, TP —_—%fH L
TAA v FIZF 7 a—RT&EET, AA »FIESSLv3. 0, TLSv1. 0~1. 2 (ZxHs L CWE 9, SSL D
EDOMD/N—=2 g ATHBER T WIEER S £7, £, FGE. BEXO, 77947 b ARA B
NDA =V DOREICERIC, MERRETHZENHY £7,
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AEAEO X Y v —

T4 RUZEH LT, SSLEREHDIEAE Y 7 A L& TFIP — R—Inb A v FIZF T 1
—RKLET, GEHEZ 7 A VT, *y T —7 EOFBRET A A THHT 5T —X# L a— T,
REAFEICIX, PrEE. Rt OF—, TV NVELICET DE RN E EAvE T, SSL HRE & A Al
THINE, == T T4 7 MIRICREAE T 7 A AVDBKETT, AL v TFRRISTDHD
1L, cder 77 A NWALIETF D H LHFEAET 7 A VDK TT, 1 DOFEHEOAT Y n— RIS ET, =

—iF, WS THEEOFEAELA XY U a— RTH20ERH D £7,

YA 77 —AAf—1

IO 4V RUT, AL vF ETSSLEACL T, ~ERREINEZIAN—AL =D 12F ]z
IXEOMAGOEEHEALET, VA4 77 —AA— NI, @ittty a vy CHERTHIEMEERZ Y 7 b
T5T 4 —RFGA—H— BEOEAT LT XL, F—H A 2R HEFX2 T 4 —LFEHT
T, AA v FTIL, SSLEEEEHIZ 9 2DV A 77 —AAf — EfEATEEST, 774V 8T Zh
LI RXTOYA T 7—ZA— MIFANTT, FEDYA 7 7 —ZA — M AEHT 5121, BEEDOERIZ
T2 A 77 =2 — FNUSNORERY A T 7 — A — ML ET,

SSL H&REA AT H & HITP [TMEShIT 72 v £9, SSL HEREZ i F 1T Web ~<X— R GUT #RHI TAA
v FEEHT HIZ1E, Web 77 7 —28 SSL K55 LIS ks LT 4uE e v £8 A, £72. URL D~y
A —T https:// THEHMENH Y £9 (B https://10.90.90.90) ., TDOMDFIETIE, =T —N
FBAELET, £/, Web XR—R GUI ~DOT 7 & A FFRIAFS N EH A,

WD 4 v R E2FRRTAHITIL, Security > SSL Settings Z 27 VU v 7 L
SIS T ——|

S5L Settings

SSL State (JEnabled (® Disabled
TLS 1.0 ® Enabled () Disabled
TLS 1.1 ® Enabled () Disabled
TLS 1.2 ® Enabled () Disabled
Note: Web will be disabled if SSL is enabled.
S5L Ciphersuite Settings

RSA_WITH_RC4_128_MD5 ® Enabled () Disabled
RSA_WITH_3DES_EDE_CBC_SHA (® Enabled ) Disabled
DHE_DSS_WITH_3DES_EDE_CBC_SHA ® Enabled () Disabled
RSA_WITH_AES_128_CBC_SHA ® Enabled () Disabled
RSA_WITH_AES_256_CBC_SHA ® Enabled () Disabled
RSA_WITH_AES_128_CBC_SHA256 ® Enabled () Disabled
RSA_WITH_AES_256_CBC_SHA256 ® Enabled () Disabled
DHE_DSS_WITH_AES 256 CBC_SHA ®Enabled () Disabled
DHE_RSA_WITH_AES_256_CBC_SHA ® Enabled () Disabled

S &L Certificate Download

Server IP Address | |
Certificate File Name [ |
Key File Name [ |
Current Certificate Loaded with RSA Certificate!
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AA v F ETSSLERER Y N T v 79 5121%, RORT A= —%ER LT, [Applyl &2 VU >
7 LET, FRICNNTA—F—OFHHAZLHL £,

SSL Settings

SSL Status

T AR H T, Enabled £721% Disabled Z3&IR L T, SSL
A% (Enabled) £7- 1282 Disabled) ICLET, T 7 4V
ML) (Disabled) T,

TLS 1.0 / TLS 1.1 / TLS 1.2

Z VA RH T, Enabled F7-1% Disabled # &R L T,
TLSv1. 0/1.1/1.2 Z{E%NIZA%N (Enabled) % 72 1L %)
(Disabled)iZ LE T, T 7+ /v MMEIA%) (Enabled) TI,

SSL Ciphersuite Settings

RSA_WITH_RC4_128_MD5/
RSA_WITH_3DES_EDE_CBC_SHA/
DHE_DSS_WITH_3DES_EDE_CBC_SHA/
RSA_WITH_AES_128_CBC_SHA/
RSA_WITH_AES_256_CBC_SHA/
RSA_WITH_AES_128_CBC_SHA256/
RSA_WITH_AES_256_CBC_SHA256/
DHE_DSS_WITH_AES_256_CBC_SHA/
DHE_RSA_WITH_AES_256_CBC_SHA

A RH T, Enabled F7213 Disabled #3&R LT, AiC
Z BN A% (Enabled) F 7213 8%) (Disabled) IZ L ET, T
7 %V M3 A %) (Enabled) T,

SSL Certificate Download

Server IP Address

SFRAEZ 7 A V3B D TFTP —X—D IP 7 RL A2 AL
i‘j—o

Certificate File Name

Homa—RTDHEHETZ 7 ANVDIRAE T 7 A NHEANT)
LET, 77 ANA der JEIET T Ud 72 v 8 A ()

c:/cert. der),

Key File Name

Ao —RTEHX—T 7 AAIVDIRAE T 7 AN T AT L
F9, 77 AL der JLEE T TRIT IR FHA (B
c:/pkey. der),

[Download]l% 7 VU v 7 L CSSLAEFAEA*» X v n— N LE1,
[Applyl =27V v 7 LCEREZBEHLET,

FEER

‘).X4v?®$l%%€ﬁﬁt¢ét~x4v?u%b7*—>v—ﬁ®ﬁ—hmf
— F80) FEMZLET, Web v Rr—Pv—(2OF /42T B5=6HIZIF, IRL T >
f1)—I& Thttps://1 TWREIDHELNHY T,

Ao 0— RalREHIIAZERUMBRO I 74 LY A4 X(XLUTOEY TS,

AEAET 74 )L : 8192 /34
WEHRT 74 )L 4096 /34
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3.5.6 SSH

SSHiZ, VE—hFKRA P EPa—H LB al (LT, B“ehiET)E— b K/ —F
FTavr REEITLET, 72, EEHIN2WAAR MNEOWBEEZ LB L O LT, Zot%
BUMELES, Xy FV—ZBEZENTEX2 U T 4 — EOBRICKHT 250 ) 7 f# 2R HE L £ 4,

WOFNRZGE>T, SSH 7 banzEH LT, UE—FPCESSHZ 7472 b)) & A4 v F (SSH
— =) B DIBE DA TE L E T,
(1) [Configuration] 74 /5D [User Accounts]™ 4> Ko & LT, FHEL~SLT 7€ 205

2a—YP=T AU MR LET, ZhiT, BEET AU M ERERT D HELRITTE, X
AT — ROEEFEGRETT, SSH7a haL a2l L CLEREBE/NAZHNL LTS, /SAY
— REFEHLTAS vy FiIce 74 LET,

(2) [SSH User Authentication]V 4 > RUZEHL T, == =T W7 MR, AA v F & D SSHHEE
A NI CE D a— W —%iBT DB E L-RGE 2 AT 5 X 55 E L £ 9, SSH Ti,
WD 3ODFEONT LA L Ca—F—2AE L £T, FA M= NRRAT—F X7
Uy 7 F—DOWT N TI,

(3) [SSH Authmode and Algorithm Settings]™” 4 > RO Z{HEH LT, SSHZ T4 7 k& SSHH—3
—DOMTHEEENDA v E—VEMERLLTIZY | B b 2R DB, SSH AMEM 3 205 51k
NAY XALEFELET,

(4) Ft21Z. [SSH Settings]V 4 » RUZEH LT, AL vF ETSSHEAZ L ET,

FROFNEEZZT Lizb, BRpHHBNEREZHEH L AL v TFE2EHTE5 L9512, VE—KPC
FDOSSHZ FA4T7 v FERELET,

3.5.6.1 SSH Settings
WDOT 4 RUZEH LT, SSHY—"—Z&ELET,

WD 4 Ry AT 5HI21%, Security > SSH > SSH Settings #27 U w7 L1

“sSmsefbEs o T

S5H Server State @ Disabled O Enabled
SSH Global Settings

Max. Session (1-8)

Connection Timeout {120-600) sec

Authfail Atempts (2-20) times

Rekey Timeout
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PR T A —Z — O il L E T,

SSH Server State

SSH # B E -3 ENCRELE T, 77 4/ MIES T,

Max Session (1-8)

I~8 DEZATILT, AA Y FIZFRFIZT 7 BEATE L2 —HPF—DH A
ELET, 774V FREIX 8 TT,

Connection
Timeout (120-600)

B A A LT 7 NEBRELET, 120~600 BOMEATHELET, 774
JU NEREIT 120 FH T,

Authfail Attempts
(2-20)

BELE X, SSHREFEZFEM L T2 —H—03 SSH ¥ — "—~Dr 74 > &3k
BHDHZEDOTELRKAEEHRE LET, HARITRIEEBZD L. AA
yFIFEEENET, b —Er A U ERELIGEIL. A A v FICHR
LETHERH Y £9, RRFAITEHEIL 2~20 O#iHTRELET, 77
IV MEREF 2 TY,

Rekey Timeout

TNE T Ama—=nb, AL v TFREX2 )T 40— LB LEY) D
Bz A AR E L E9, Never., 10min, 30min, F 72X, 60min 7> 6 8IR
LEd, T 7%/ FXEX Never T,

(ApplylZ 27V w7 L CEFEA M L ET,
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3.5.6.2 SSH Authmode and Algorithm Settings

WDT 4 R &EHRRTAHIZIL, Security > SSH > SSH Authmode and Algorithm Settings 7 U

v LET:

M AU ode and A

0o

SSH Authentication Mode Settings

Pasgsword

Encryption Algorithm
3DES-CHC
ARC4

Data Integrity Algorithm
HMAC-MDS

Public Key Algorithm
HMAC-RSA

PRI ANT A —

Public Key Host Based apply

Cast!28-CBC
Twafish 266

AES256-CBC
Twafish192

AES192-CBC
Twafish 28

AEB128-CBC

Blowe-fish-CBC Apply

HMAC-EHAT apply

HMAC-DSA Apply

Z—OitA i L £,

SSH Authentic

ation Mode Settings

Password PAEAICE — I NERE LTZNRA T — REFEH LIZWEAIL, ZD/RTF A —H
—ZHMNCLET, T 74V MIFTT,

Public Key REEAIZ SSH EDRT Y » 7 X —FEEZFEH LIZWIGEIL, 20T A—%
—EAMNILET, T 74V MNIARTT,

Host-based AEHICARA FPa v Ca—2 —%2FHLIEWGEIE, ZONRNTA—F—%f

MZLET, ZDRF A—F—F, SSH I LI Linux =—HF—[A
JCY, FAAbarva—F—i%, BECA VA=V L7SSH 7 r /o
LDHD Linux A —TFT 4 VT VAT AEFEITL TS LD ELET, T
7 4V NMIBETT,

=5
(1w

Encryption Al

gorithm

3DES-CBC SDES B Bk 7 T XA EH M LET, T 740 MIFEHTT,
Blow-fish CBC Blow—fish B EALT7T ATV ZAEHNILET, T 744 MIEHTT,
AES128-CBC AES128 B EALT VTV AL EGIMI LET, T 74/ MIARTY,
AES192-CBC AES192 B5 EAb T VT Y AL EHNZLET, 7 740 MIFEDHTT,
AES256-CBC AES-256 BE BAL T LY RAEHNZLET, T 7 44 MIEZTT,
ARC4 ARCA B AL T VT Y A LE=BIMILET, T 74V MNIEZTT,
Cast128-CBC Cast128 HEEALT VT U R AZHINZLET, T 74/ MIERTY,
Twofish128 Twofish128 BEEAL T VT U R LEENCLET, T 740 MNIEZTT,
Twofish192 Twofish192 BsEAL T VT U R LEEHNCLET, T 74/ MNIEZTT,
Twofish256 Twofish256 B 5L T /LY X LBGHZLET, T 74/ MIAHTT,
Data Integrity Algorithm

HMAC-SHA1 SHAl ZHhZ LET, 7 74V MIATT,

HMAC-MD5 MD5 A FHNCLET, 774/ MIARTT,

Public Key Algorithm

HMAC-RSA RSA ZHMCLET, T 74V MIBEHTT,

HMAC-DSA DSA ZHNC LET, T 74V MIAHTT,

[ApplylZ 27V

v 7 LTEREZBEH LET,
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3.5.6.3 SSH User Authentication Lists
WD 4 RUZEH LT, SSH A TAAL v F~DT VB RAZRRED =P —HDNRT A —H—
RER L E7,

WD 4 R %R RTHITIE, Security > SSH > SSH User Authentication Lists #27 U w7 L
F9:

Total Entries :1

Auth. Mode Host MName

ots Password

Note: Maximum 8 entries and Host Mame should be less than 32 characters

FofITlX, [Configuration] 7 # /L& 1Z& 5 [User Accounts] ™V 4> RUZH LT, =2—%—7
v b Tadpro) Z@EL TWET, SSHA—H—HD/NRT A —=F—%HET HITE, FAHIZ2—H
—T AT NERETHLENDY £T, SSH—F—HDO/RT XA —F —ZFEET HITIE, FHIETD
Emﬂ%7j/7bf MDY 4 RUEFRLET,

H U AL atlo

Total Entries :1

Auth. Mode Host Mame

User Marme ost P

Note: Maximum 8 entries and Host Mame should be less than 32 characters .

PR T A—F —OFi it L E 7,

User Name SSH 2 —H—%#p T 52—V —4 % 16 LFLUNTADLET, ZD=2—W
— 20X, FENHER L a——=T o R TRITHIER Y X A,
Auth. Mode BHEX, TNVF T A= a—nDh, ROWTHANEEIRL T, AL v F~

DT VB RAER LD —F—DORFEERE L ET,

Host Based — FBAEHIZ U E— bk SSHH— —ZHEH L7 WIGEIL, 20T

A—H—F@EIRLET, ZONRT A —F—%@®IRT H451%, Host Name,

Host TP & AJ) L C SSH = —H—%3AI L £,

Password — FRFFIC T — LD/ A T — R LIZ2WEAIE, ZD/8F X

— X —HBIRLET, TONRNTA—F =52 ANTDHE, ICTHENRRTY—R%E
S, NRAT—REL ) —EASLTHELET,

Public Key — ZRIEFAIC/NT Y w7 F—SSH P — _R—|ZfFH L= WA, =

DINT A= —F IR E T,

Host Name U E— bk SSH —H— %3513 5 32 LFLINOEE T LT %2 AT LET,
ZDONRFG A= —=%ERATHDIL, FBAFE—RF7 4 — /L N THRRA FR—X%
BIR L7258 DR T,

Host IP SSHa—H—DHJET 5 IP 7 RLRAZ AN LET, TO/NTF A —F—% i

TAHDIL, W E— R 74—V RTHRA M N—ZAZRIRLZBEOHRTT,
(ApplylZ 27V v 7 L CEE A L E1,
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3.5.7 Access Authentication Control

Access Authentication Control =t~ > KC. TACACS/XTACACS/TACACS+/RADIUS 71 ko )L&{FH L
T, BEIIAA v TFIZTI7EBALET, 22— =N, RS vFiIZul A4 L0, FEE LR~
DT VR AEBREDE, RATU—=RKOANEEFINET, AAvTF LT
TACACS/XTACACS/TACACS+/RADIUS FBREMN A N2 A 1L, A A FIE TACACS/XTACACS/TACACS+/RADIUS
— NN LT, 2R L E T, BRiESNna—P—k, A v FIIT 7 BATEET,

TACACS ¥F = U 7 4 —HIfHICIZ 3 DDONR—=Ta BV £9, ThFh, Moo T 4T 4—T

To AA v F DY T7 N7 =T ITIRD TACACS /N— 2 NIHIGE L ET,

(1) TACACS - 1 AEIFEEOEFA TACACS Y—/N—fFHTUP Yu harzERAL TNy M
Rk L, EX 2 U T A —BHHOEOIZ, AT — ROMER, Rk, 21—V —7 7 v a Oli%x
Eris o D= I

(2) XTACACS — TACACS 7'm b =)L DJLFEALAR T, TACACS LV HFEMED L WVFRGFER &K 2 — K&
UL ES, Zo7a baLThH P AL T/ v b &R LET,

(3) TACACS* — Xy NU—7 T3, ZDFEFEH DOFEMTe T 7 & Al 2 #24E L £ 3, TACACS+TIE, 1
BEIIEROETRY — R—REOFFEa~ > REfVEd, TACACS+ 1 k =1/Li%, TCP 71
Fa L &EHHLTAL v F & TACACSHT —F VDT RTCDONT 7 4 v 7 &L L, BUEDE
FEME 2R L E T,

TACACS/XTACACS/TACACS+/RADIUS &% = U 7 ¢ —HEHEN IE L < EET 5 12iX
TACACS/XTACACS/TACACS+/RADIUS %%~—/\——%e;</f,/fFLAﬁ+0>7—/\/r;<(EUHE1%~—/\~—35u;:iiygzﬂ~) +
THERTOILERDHY £, £, BGEEHOZ——4 L XA T = RGN W niEzy £+
o AA v TFNR2—HF—ITREHO L —Y —£Z L XA - ROANZHEFETLHE, AL v FIT
TACACS/XTACACS/TACACS+/RADIUS $— "—|ZFBGEER L, — "= TRKD 3 DDA v E—TDNF
MTIELET,

(1) =N —Fa—P - AT = REFFELE T, =2V —TAA vF LT —WF —HERE B
LET,

Q) =N —Fa—P - L RT—REZTFTANEFA, 2—HF—IFAAS v FIZT 7 BATEZEHA,

(3) Yr— N—FHi 7 =) =SB LER A, ZORET, A v FIZH ==X A LT T N
ZIE L, ROBFEFIE~BE L ET,

AA o FAUFIRD 4 DOFRFEY— =T ) —T PN SN TWET, FEi, TACACS 7'r k=
Jb. XTACACS 7't1 b =)L, TACACS+ 7’11 k=)L mmmt7ub:w%ffo_ﬂ%®mﬁm£ﬁ~
NI N—TEFEHL T, A, vTF~DOT VAR AL -V —%FIEL FT, =—HF—1F, &
Y= = MBI HNEF CHEGEAES — "= N —TICRELE T, 2—H— ﬂx4y%«®77ﬁ
AT T oL, AA v FiE, £ RAOEFEY — A —IFRREL WG bt £9, FRES v
LV 2FEADOY— =7 —LET, LT, FRRICHE £3, PBGREY —X— 7 L —7IT5RIE
TE5DIF, HELEZY 0 harzFTL VDR A MORTT, HlziE, TACACS FRAEY—/—7
N—TICFRETE D DIE, TACACS FEFEY—/X—D BT,
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Ay FREBEIT, FIEAIC, —F—EFD 1k (TACACS/XTACACS/TACACS+/RADIUS/ &2 — #
wMN)ﬁK\mk6o@£ﬁém&&m%t/%7/7bi?o_ﬂgmﬁmiﬁ T BIERFT
BRATEET, 2=V -, ThOOENE AL v F EOIEREL —F—FEIEAICERE L. %k8
O@%ﬁ&ﬁ%@@é:&ﬁf%iﬁoi~$~ﬁ%4v%«@77tx%ﬁﬁék AA - FILRE
AEHO—EIT o 2 ) OEMN 2 RINL 7, SAIOEITHFEIAEY —/S—AR A ~ &8 LT, ﬁuﬁﬁﬁ‘L
HARWEEAIE. AA vFIL, RAFHOY — =T L —FHNOROFEM~BE LT, Zo8fEx. &
AERZIT AN DN DD, F1E, HESNDE T, —EBOREKEE THix 7,

TACACS/XTACACS/TACACS+/RADIUS H— S—i&i, F721%, WTIhoHEL#EbTICIEFICT 31 A
a7 A LIS AE, 22— —HERPME—DE ) Y ToND L-L b7y £9, 2—F =R EEE
MEFR 2 BAS L7258 1E, [Enable Admin] THEFIL~LZ @< T2 0ERH Y 97,

3.5.7.1 Authentication Policy Settings

DT 4 RUT, A v TF~DT 7B AZR LD 2 — P —HITEBEEROBIER Y O — %R E
LET, AT HE, A AT n A v HiE—BE2HRE LT, /A OO —Y—FFEH O
Feffr 23R L £,

WDT 4 ROWZT 7 AT AHIZIEL, Security > Access Authentication Control >
Authentication Policy Settings 27 V v 27 LE4:

=L - Al =0 \/ - L

Authentication Palicy Disahled

Response Timeout {(0-255) SeC
User Atempts (1-255) [ Jtimes

Apply

Enable Admin

Authentication policy is disabled !

FRUCANT A—=F =D il L E T,

Authentication TNET A= a—)35, Enabled & AWM X Disabled ZER L, A A v F
Policy EOFEFER Y > —% 4% (Enabled) F 721385 (Disabled) IZ LET, T 7
+ )V MR TEITHES) (Disabled) T,

Response Timeout AA o TFN—P =05 OB 2 5O ZREL 9, 0~255 7

(0-255) OHFPFHTHRELET, T 74/ FREZ 30 B TT,
User Attempts AL FRBAERITE T AN D IR =R LE T, HELT-HK
(1-255) EIEGRIT L ChRGESN ol —W—F, AL v TF~DT 7 ANE

HINET, Iz, BiEzA AL DB TERI ARV ET, =Y —L T
P T 52— —I%, FBIEEHAATT 2ENC 60 MfFOL S I LT
S, Telnet & Web X—R GUI O —H—k, AA v FnoUIKr S E
9, RATIEEE 1~255 OFPHATHELET, 7 74/ hE&EIL3 TT,

(ApplylZ 27V w7 L CEFEAZEMA L ET,
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3.5.7.2 MApplication Authentication Settings

ZDOY 42 RUT, FRNCHE L7z [Login Method Lists] 2 LT, —¥ —HERE L OEHAE
MEFR CEHERF DADME) T 7 A VT LB T 2 AL v FHERT 7V r—ay (ary—i,
Telnet, SSH, HTTP) Zf%E L £,

WD 4 R &R RT HIZIL, Security > Access Authentication Control > Application
tings 27 Vw7 LET:

L L

Authentication Set

Application Login Method List Enahble Method List

Consaole default w default v
Telnet default w default v
S5H default w default v
HTTP default w default v

Apply

TR NT A —Z —DF A Z i L7,

Application AL v F LOWRT 7V r—varn—EERRENNET, 3V —,
Telnet, SSH, BL N, HITP #fEAT 52— —Hiz, v/ A v Hik—ELH
Mk HE— AR ELE T,

Login Method TN T A =2 —T, FANIHTE L7z Method List ZH LT, =—V¥—}E
List Row 74 v HikzERELET, 774/ D Method List, F7zid, =—H%
—MER L 7o Z Ofthiod Method List ZfH L £ 9, FEMFRICOWVWTIE, At
7 v a 23 5 [Login Method Lists] 7 4 > RUZBRR LT ZEW,
Fnable Method TINE T A =2 —"T, FRHIHEE LT Method List 2 L C. BHEAWER
List ousA v HEERELEY, T4V bOFE-E, £E, 22— =0
% L7 Ofthod Method List 2 L %4, sEMFRICOVWTIX, A7 a
2% A [Enable Method Lists] 7 4> RUEZZSHEL T 7ZE,

[Applyl %27V v 7 LCEFZ#mHA L E7,
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3.5.7.3 Authentication Server Group
DT 4 Ry T, A vF RIZEEY— NN~ N—T %ty b T v LET, —R—=TN—T
Id TACACS/XTACACS/TACACS+/RADIUS Hr—_—% 22— —FEROH T IV —|Z T/ NV—T 3T TEET,

DT 4 R ZHRRTHITIL, Security > Access Authentication Control > Authentication
Server Group # 27 U v 7 LE7:
ALITNe atlo gve

oLIp

Sever Group List |EditSeverGr0up |
Group Mame (Max 15 characters) |:| ‘

Total Entries: 4

Group Name

radius

tacacs

tacacs+

utacacs

AA y FINE A DDONEGRAEY — =T V=T B3 H Y £3, b DONERREY —/N— 7L —713
HIRCE EHAN, BHETLHILIETEET,

BEDT N—T%EETHI2IE, ST HIEdit] 27 Uy 7T 50, £ld, 2O 4 RUud—
#F EIZH B [Edit Server Groupl] Z 7 &7V w7 LET, IROX TNFERINET:

L] e atlo 2ve oLIp

Sever Group List |EditSeverGr0up |

Group Mame {Max: 15 characters) |:|

Server Host

P Address ] Protocol [TACACE v Add

Host List
IF Address Protocol

SREEY— N — 2B AT, BEEY—N—D [P T RLAZANL, u haz@R LT,
(Add]Z 27V v 7 LET, ZTT, ZORIE— =07 v —7zBnEhE 7,
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3.5.7.4 Authentication Server

DU 4> RUT, AA v T EO TACACS/XTACACS/TACACS+/RADIUS & = U7 —7' 1 b = /LHIZ,
22— —EROBFE —N—ZRELET, BilbR ) > —ZFAN L TAAL v TF DT 7R Z/ B D
L. AA vFIE, UE—RARA B EDOYUE— K TACACS/XTACACS/TACACS+/RADIUS H— N— (2RI 37 v
k& 2415 L ¥ 9, TACACS/XTACACS/TACACS+/RADIUS Hr— "—(FERAZFFEE 2 IFESR LT, A v FIZ
ELWAyE—UEZIRLET, FUPEY— A — ECHEEORGE e ha a2 E7Tc&Ed, 2750
TACACS/XTACACS/TACACS+/RADIUS | ZMSNe= 7 4 7 4 —TH VU, HAEHEHEMETIH Y A,

Y= =D IS HIE 16 TT,

WD 4 R &R RT HIZIL, Security > Access Authentication Control > Authentication
Server 7 U v 7 LE9:

ALITRe atlo erve

IP Address | | Port(1-85535) 49 |
Frotocol TACACS W Timeout {1-255) |5 |sec

Key iMax: 254 characters) | | Retransmit {1-255) |2 |times

Total Entries: 0
IP Address Frotocol ' Timeout Key Retransmit

TREICNT A—Z —DOFH A Z il L7,

IP Address JE—FYP—R—=DIPT7 FLAZANLET,

Port (1-65535) | 1~65535 D Ta AN LT, —"—EDOWIET 1 b 2LV OFER— hF =
ZEFE L E T, TACACS/XTACACS/TACACS+H— R—DF 7 4 )b h DR — hF L
49 T¥, RADIUS ¥ —/ "—DF 7 4 /)b b DR— F&FZ1E 1812 T, m kEFx =
VT 4 —HICEAEDOR—FEEEZRELET,

Protocol Y= R—=MEfT 270 ba LT, TIAE T A= 2—nb, ROWThn
ZEIRLET,

TACACS — H—/ =23 TACACS 7' 72 b 2 V2T 25518 L £,
XTACACS — H—/3—73 XTACACS 7’12 b V&I 256108 IR L 5,
TACACS+ — H—/N—/3 TACACS+7' 1 b )V AT 255N L £7,
RADIUS — #—/N—23 RADIUS 7' 12 b 2 V2l {3 55108 IR L ET,
Timeout (1-255) | AA v FOFRAEERIZKTT D — =D DISE ZFFOREM 2 VAL TATI L
94, F 74/ MEIX5 TT,

Key FE LT2 TACACS+H—/3—F 72 1% RADIUS H— 3 — L 4 5 385F % —T1,
K 254 CFOEF LTI RELET,

Retransmit HET7 4=V RIEZ AT LT, = "=REE L WG EIT, T3 ARFR

(1-255) AFEREZFHETDEEAELEE LET, T 740 FEF 2 TT,

[Applyl 227 U v 27 LT, $="—ZBMLEYS, OV FUOTERITHLT =TI, =
YR =BERENET,
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3.5.7.5 Login Method Lists

IO 4 RUZMEHLT, x%y%’mﬁﬁyﬁén—f—%ﬁ®mﬂ4/%%mbi?o_
o< FCHEHTHRAET 1 NI /LDAFIL, A RICEELE T, X, BFE7 e b a/Loli
%% TACACS, XTACACS, @ — /L&t LTCANTHE, AL v FiL, —"—=T N —TNOEHID
TACACS Hr— "—~FBREER 2 6 LET, == DIRERRWEE IR, A v FiE, —n—7
JL—TND 2 FH D TACACS Pr— N —~FHFFER 2 255 L £, XTACACS —& %ﬁmbfmﬁéh@
WAL, AA v TFRICRELTa—INT A0 b T = _X—=2A %L T2 —F—%ZF8FEL £
ER

TACACS/XTACACS/TACACS+/RADIUS H— 3—fR i, £721X, WTFhoFEb b3, EFICT A
2lea A4 LESGAIR, 22— —HRIEID S TonE T, =— = EBEHEIRZ IS L2\
A%, [Enable Admin] ¥ ¢ > RUZMHL T, HEZE TOHLERH D £7,

WD 4 v R EFRRT AL, Security > Access Authentication Control > Login Method
Lists 27 U vy 7 LE7:

L
Method List Name (Max: 15 characters) |:|

Priarity 1: w Friority 2:
Friarity 3: Friority 4

Apply

Total Entries: 1

hethod List Mame Friarity 1 Friarity 2 Friority 3 Priority 4

default logel === e

7' A > Method List ZZE 3 521X, fAST D [Edit]Z 27 U v 27 LET,
07 AVITEERERT DT, RONRTA—X—%2FHE LT, [Applyl a2 U w7 LET,

FRUCANT A—=F =D it L E 7,

Method List Method List 4% AS) L FE T (K 15 LF),

Name
Priority 1, 2, | Z® Method List (ZiX, PV E T A =a—hb, ROMLEDLEERK 4D
3, 4 FTCEMTEET:

tacacs — TACACS 7'v ha v ZHHL Ca—V—Z2iEL £,
xtacacs — XTACACS 7’1 ha V& L Co2—H —ZFAEL £,

tacacst — TACACS+ 7'm ha /L& L Ca—F—%2RFEL £7°,

radius — RADIUS 7'm ha V&AL Ca2—H —%EEL £,

server_group — AA v F ETHEFIUMK Lz —F —EEOY— 1 —T 1 —
T L Ca—YP—ZFEAE L £ T,

local — A v F EOv—HNVa—F =T hor hF—F_X—RA&fMiHL T2
— Y —ZFRELE T,

none -~ AA v FIZT 7B AT HEEORFEIIVNEDH Y £H A,

(ApplylZ 27V w7 LCEFEAZEMA L ET,
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3.5.7.6 Enable Method Lists

DY 4 RUT, A vF LORFFEFEEMHEH LT Method List 2y N7 v 7L, 2—W—HE
fRZEBE (Admin) (ZLET, ZHUTIE, BEEDPER LI FIETRIES N2 0T $H A, K
K8 DDH®N7 Method List ZEHATEE T, TOWND 1 DILT 7 4/ D Method List TI, Z D
T 7 4 D Method List IZHIBR CTEX AN, BHEITHZ LI TEXET,

WD v R ZFRTHI21E, Security > Access Authentication Control > Enable Method
Lists 27 U v 7 LE7:

apie vie %

Method List Mame (Max: 15 characters) :l

Priority 1: ~ Friority 2:
Priority 3: Friority 4:

Apply

Total Entries: 1
Method List Name Priarity 1 Priarity 2 Priority 3 Priarity 4

default local_egnable -~

a—PF—HEF L7 Method List ZEId %1213, fHIET % Delete]lZ 2 U v 27 LEF,  Method
List ZE 83 521%, FHILT D [Edit]lZ 27 Y v 7 LET,
12 7 A > Method List ZEFRT HITIE, RONTA—F—%FEL T, [Applyl 27 U v 7 LET,

TREINT A—Z —DOF A Z ik L7,

Method List Method List #4%& AJJLET (K 15 30F),

Name

Priority TNE T A= a—nb, ROMAGDLEERK4L SDETEMTEET:
1, 2,3, 4 tacacs — TACACS 7'm h 2 Lz L Ca—H—%WFEL £7°,

xtacacs — XTACACS 7'&t ha /L& L Ca—HF—Z23iEL £ 7,

tacacst — TACACS+ 71 ha v ZHH L Ca—F—%2FiEL £,

radius - RADIUS 7' haL &M L Ca2—¥—%FEL £,
server_group — AA v F ETHANIMHK L7z —HF —ERDOY— 1 — T )L —
TEMER L Ca—P—ZFEL 7,

local - AA vF oo —hra—F—Th o hF—HX—2%HH LT
2 —HP—ZFFEL E T,

none — AA v FICT 7 VAT HEORIEILEDH Y £/ A,

[ApplylZ 27 Vv 7 LCEREZBEHLET,

143/217



3.5.7.7 Local Enable Password Settings

DT 42 R T, [enable admin]2~> RO —hVICEMEL LTZ S AT — RE2#R L £,
“local_enable” Z IR L T, a—F— LR 2 B HEHFICT H L, 22— —1TZ 2 THRKL
TeRAT = ROANEEFINET, ZONRAT—REAAS v F EIZe—O VR EINET,

WD 4 R B2FRRTHIZIL, Security > Access Authentication Control > Local Enable
s Vw7 LET:

Ul L

Password Setting

1)

Old Local Enable Password {Max 15 characters) |:|
MNew Local Enable Password |:|
Confirm Local Enable Password |:|

B A RAT — RERET HITIE, ROAT A—2— MR LT, [ApplylZ2 U v 2 LET,

PR T A—F =D it L E 7,

0ld Local Enable | FRMIRELIZ/RAT—REANLET, "ATU— ROKRKEIIT 15 L
Password (Max: 15 | Z&=C9,

characters)

New Local Enable EHEMERICAT T HBRICEAT 28 LW AT—REA D LET, /A&
Password U — RO{FRKESIE 15 LF T,

Confirm Local ETANLIEH LA RT — RE2ELET, EI/NATV—REANTD

Enable Password L. TR b —UNERREINFET,
[Applyl %27V v 7 LCEFZ#mHA L E7,
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3.5.8 MAC-based Access Control

MACR—RA 7T 7 & AL, A— b FELITHR A FRX—RZ L BFRFEN AHE T,

=P =X, XY NI ~DT 7B AZHFA SNDANIRIET DB N H Y £, FRFEHIEIL.
72— 77 JVERGIE & RADTUS Y — R —FRIER L OSMRGIREREIC s L E 3, MACN—R T 7 & Al ClE, &=

— T —H _R—= A F = IRADIUS H— N —F — Z RX— AN DOMACL — W — IR A FRFED - DITHE L
i—ﬁ—o

IEEE

"Vw105u%®77—A717$U~mﬁ&—ZTOtZHﬂ&ﬁﬁébﬁtD
—IUOMEEEYR— P LET, B Sh-hR AR —EERNOR ORI R—
FAO—I V5388, 5L ULE— F CRIERENS T@ANET,

BAFIT Y VAN IZEKYEM VLAN ZE|Y B THIEE. O—I 53 5K—FD
VLAN ID 274 B 1=8. /"— kD Ingres checking SXREZEMIZT INENHY E
I, CDEEFEIL TGVRP Settings] w4 > KHTITLWET,

0 B VLAN 2T 2184, 21U S TaREARARARIE 64 R TT.
B8 64 =(%. MAC/Meb/802. 1X D& R THAT B VLAN DR ESHET,
(B VLAN R LA DMER L. C OB KINERICZEENEEA)

MAC N—XR7 7 & AN 5

MAC R—27 7 & ZHIN TR E OFIBRI LUK H 0 £,

ZORREE AR — MRHICAENCT D &, AL vy FIXZDOR— DO FDB Z{HEL £,

Flo, Vo770 r—vary, R—=brEX=2U7 14—, GVRP Z AN LA — K TlE, MAC X—
ARFEEHINCT HZ LT TEERH A,
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3.5.8.1 MAC-based Access Gontrol Settings
TOU4V RUBEHLT, AL vF EDOMAC X—RAT 7 & AHIHEHREEED NTG A — X — %R ELE
7

WD 4 R %FRRTHITIL, Security > MAC-based Access Control > MAC-based Access
Vv LET:

Control Settings
255

MBA Global State OFEnabled @ Disabled

Method Password [default |

Authentication Failover Disabled Permit VLAN 1D [ |

Authorization Network Dizabled Max User {1-128) |128 | I Mo Limit

FPassword Type Manual String W MAC Format Uppercase, None  w

Port Settings

From Port To Port State Aging Time {1-1440) Hold Time (1-300) Max User (1-128)

[01 ~v| [0t w| [Disanled v| 1440 | min [ Infinite sec [Infinite sec []No Limit

| Port State Mode Aging Time (Mins) Held Time (Secs) Max User
1 Disabled Host Based 1440 300 128
2 Disabled Host Based 1440 300 128
3 Disabled Host Based 1440 300 128
4 Disabled Host Based 1440 300 128
5 Disabled Host Based 1440 300 128
] Disabled Host Based 1440 300 128
7 Disabled Host Based 1440 300 128
a Disabled Host Based 1440 300 128
9 Disabled Host Based 1440 300 128
10 Disabled Host Based 1440 300 128
11 Disabled Host Based 1440 300 128
12 Disabled Host Based 1440 300 128
13 Disabled Host Based 1440 300 128
14 Disabled Host Based 1440 300 128
15 Disabled Host Based 1440 300 128
16 Disabled Host Based 1440 300 128
17 Disabled Host Based 1440 300 128
18 Disabled Host Based 1440 300 128
19 Disabled Host Based 1440 300 128
20 Disabled Host Based 1440 300 128
21 Disabled Host Based 1440 300 128
22 Disabled Host Based 1440 300 128
23 Disabled Host Based 1440 300 128
24 Disabled Host Based 1440 300 128

PR T A—Z =D it L E 7,

X IE

MBA Global 5 AR EZ T, Enabled £7-1% Disabled 3R L T, MAC _X— R 7 7 & &
State HgsE A 7 a — )L %N (Enabled) £ 7213850 (Disabled) 2 L E 9,

Method FEE L7T2AR— N CTVMACRREET DR OFGEDFEE E LTI NH T A = a—n

5. RADIUS. Local #3ER L £,

RADIUS - Y <&— b RADIUS ¥—/R—% MAC _X— AT 7 & AHlEHO A —% T
g r—=H =L LTHALET, MAC T F L A —EITHRIIZ RADIUS H— 3— 1|2
HEL, =" —DREFET AL vTF L CRINHERT HLERH D £7°,
Local — ZOHELMLH LT, m—AARELIZMACT RLAT —FX—2%
MAC R—R T 72 AHIHADOA— T 4 r—2—L LTHEHALET, ZDNAC
7 RUA—ET, MAC R—RT7 7 AHlflia — I NT —HZ X—ZAFEY 4 K
U CHERN CE £,
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En==

AxX AE

Password MAC N— A7 7 & AHIHIOFRIERHZAEH 9% RADIUS H— "= /AT — R & A
LET, 774/ h82A T — FiZ default TT,

Authentication | 7L X T A =2 —7h 6, RADIUS *H‘»—/{»—yj)%@g‘}ggm}"\“%tﬁ§f£b\fﬂ/_\ D*——jJ

Failover T =B R—= 2L K DFEGE (Local) T 5, REIFIZERAERF I 21T 9 (Permit) |

721% failover #4772\ (Disable) ﬁxnz%??b\i‘ﬁ‘

Permit — RADIUS $—/N—DJSE N7V, SRHIMICFERETF Al 21TV E 7,

Local — RADIUS $—/ S—DISENRNEE, B — VT —F X— | X H3RREET
WET,

Disable — RADIUS H—/N—DGE N 72V EE, failover Z1TWEH A,

7 7 4V FREITESTY,

Permit VLAN ID

Auth Failover Co&iHIZREEF 7] [Permit ]2 IZFTIE <5 VLAN ID & EL 7,

Authorization | VH T A== — 5, Enabled & A MZ Disabled 38R L £, A%
Network (Enabled) Z23& 1%, RADUIS Y — _—F = ldo—H LT —H RX— 2| THE-> THID
WCTBREE A BE(VLAN 72 &) Lo TnE T, FORMEEZZ T AND T
KTV 22— VOBRFEIZL TR F7,
77 4V Tk, BIEOFEREX L) (Disabled) (272 > TWET,
Max User (1- |ZEE SR TINAEABERIALZ 1~128 CTASILET, T 74/ MME 128 TT,
128) N— MEDOILE S IHIE 128) 3% & & 9T No Limit € L7354, AR T

WZED ET0n, BHZE LThI2 ARk REORHNAIRE T,

Password Type

TNE YT A =a—0b, MACRX—RAT 7B ARHO/SAT — K& A4 T o E L
EJ5 RN

manual_string — RADIUS FRGERFICEEE ICHE LToXA U — REMFH L E7,
client_mac_address — RADIUS §RGEFRFIZZ A4 7 RDOVMACT RL A Z/NAT —
FELTEHLETS,

MAC Format TNE YA =a—=pb MACN—=AT 7 AHIEIOMAC T RV AT 4 —=< v b
ERELET,
Uppercase, None — XY) U XA T KT A2HEHT2HAICHELET,
Uppercase, Hyphen - KYJ 0 LA L RKLFE2HEHTL2HEICRELET,
Lowercase, None — XYJV XF&MHEHET/NLFEEHT HEAICRELET,
Lowercase, Hyphen — XUV SUF 2 H L/ FEMBHT DG AICRELE T,

From Port/ MAC R—R7 7 & AHlfHl 2R ET HA— M ZZTIR L £,

To Port

State IR T A= a—0D, Enabled &2 ME Disabled #38IR L, KA — F EoD
MAC _— R 7T 7 & AHIHEREHE 2 %) (Enabled) % 72138850 (Disabled) I L £9,

Aging Time 1~1440 3 D=—V  TiEEATILET, T 74/ ML 1440 T, =—V 7

(1-1440) B A BN WIES T, Infinite F=v 7Ry 7 A CF v 72 ANET,

Hold Time 1~300 POMEREIEZ AT LET, T 740 ME 300 T, REERINZR2VES

(1-300) X, Infinite F=v 7Ry 7 AZF =7 2 ANET,

Max User N— MMEOILE FRER R A 1~128 TAHLET, T 74/ ~iE 128 TT,

(1-128) ﬂp£%®mﬁﬁ@mwﬁww XE L DT No Limit 88 L7 5A, BEHERE T

CEVFETN, HELE LTS512 MmRREORHEANFE T,

[MNﬂ%&)/&LTﬁE% ML E9,
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FEER

() T I A LA —N—HEREIT 1T B RS AREREE A (Permit) X, %2 U T4 —L
RISEE E 2 AT H BT, +HRHDE. FRALTIEEL,

@ RS, RIS — (% { A7 FEEIE 30 BEIAIS
BRELTLESL, TIAILEREIEIB5HTT,

3.5.8.2 MAC-based Access Control Local Settings

ROT 4 RUZRMEH LT, B —UAGEIETHEMNT 2 MAC 7 R A, VLAN 288k L £9, GEz %
KRITDVMACT RLANZOT—T N E—ETHEEETHVIAN BT A v EnET, A v FEHR
Flx, KI28DMACT RLAZANTHZETCINLDOMREZ T —HVRFET S Z N TEET,

WD 4 R EFRRTHITIL, Security > MAC-based Access Control > MAC-based Access
Control Local Settings 7 U v 7 L£7:

VA el # # ol a ()

[ Add | [ Delete By MAC | [Delete By viaN]| [ Find By MAC | [ Find By vian | [ viewal |

Total Entries: 1
MAC Address VLAN Name WLAN 1D

00-11-22-33-44-55 default 1 Edit By Mame Edit By 1D

[Add]Z 27 Vv 7 LTH LW MY —Z2BIMLET,

[Delete By MAC]%Z 27 U v 27 LCANMAC T RLAIZHESS = MY —%2HELET,
[Delete By VLAN]%# 27 U w7 L CAJI VLANA T ID IZES< = Y —&2HELET,
[Find By MAC]1%Z 27V w27 LCAJINAC 7 RLAIZHASLS = MU —&2 BB L £,
[Find By VLAN] %27 U > 27 L CAJIVLANA XL ID IZEES = MY —ZHRBELET,
[View Al1]%2 2V v 7 LTAA vy FTHORETOZ Y M) ——HE2RRLET,
[Edit By Name]%# 7 U 27 LTIHRETZ ) —DO VLANA ZFHHELET,

[Edit By ID]% 27 U v 27 LCHRET F U —d VLAN 1D 2 HiRE L £7,
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3.5.9 Web Authentication

WebFREIL, A — MEITHR A FA_A—RIZ L HFEEN AIEET T,

a—P =L, Xy NT—=T~D7 7B AEFFF INDANIGRIET D2 0ERH D £3, BIEAIE,
11— 7 JVERAE & RADIUS H— N —FHGEFS K OVRHIFERE(Z 5T IG L E T, IPv6DWeba@REId AR Y AN — F T,

TIEEE

(’Vw105uﬁ®77—A®17$U~Wm%ﬁtﬁﬁébﬁtn—5>7%%€
HR—FLET, BIESh-hR FAR—EBERNORDOETER— hAO—3 245
T BB, HLLE— F CRIREANE| AN ET,

@ 5o umizsumm L ERIY B TEEE. 0—S L YT B K~ b0
VLAN ID A7 A7F-8. ;"— F® Ingres checking SR E# BT HALENHY F
4. —OZE(% TGVRP Settings) ™+ ¥ KOTHET,

(’ww%ﬁmwﬁxﬁﬁtvvapﬁmmfvo
0 B VLAN 2T 2184, 21U S TaREARARARIE 64 R TT.

X K% 64 1Z1%. MAC/Web/802. 1X MZEFREETHEAT 2EHI VLAN DIn R ZEHFT .
(BRI VLAN ZERA LG WMERIZ. CORRKPBHICEFEFEFNFEFELEA)

3.5.9.1 Web Authentication Settings
WD 4 T Web fRREDFREEITVET,

A2 A > FD Web FREEZ R IET H7-HI21F Security > Web Authentication > Web Authentication
Settings #7 UV v 27 L¥ET,

VWebD Authenticatic E O

State Method Local v

Authentication Failover Permit VLAN ID |:|

Virtual IP Port Number(1-65535) ®HTTP O HTTPS
RADIUS Authorization Redirection Path | |

Local Authorization Session Timeout(0-120) 120

Redirect Action
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PR T A —Z — O il L E T,

State

TIVE T A= a—6, Enabled AW X Disabled 23R L. Web FRAFMEHFE 2
H7%h (Enabled) & 7213 %) (Disabled) (2 L E 7,

Method

TIVE T R =2 —6 RADIUS & A WX Local 238K LU, Web EEHEAZHRTE L
F 4. RADIUS A 3R L7~ 841X RADIUS 712 |~ =2 /LT Web BRI TTONE T,
Local Z# &R LSBT e— b LT —Z _X— 2T Web BEENTOILET,

Authentication

Failover

7w5v/x%:wW@mes%~nwﬂ%@mﬁwﬁﬂﬁwEA\m~ﬁw
T = _X—= A2 K BFREE (Local) 9%, G| A RRAERF Al 24T 9 (Permit), £7=
1% failover 217472V (Disable) FREZITVNE T,

Permit — RADIUS $—/ N— DA N2 S8 HIAICRREETF Al 21TV 9,
Local — RADIUS H—/N—DSEMNIRNRE, B — VT —Z X— 2| X DFFEEAT
WET,

Disable — RADIUS H—/N—DISE MR 72V EE, failover Z1TWEH A,

Permit VLAN ID

Auth Failover TERIFFFA] [Permit] B IZFTE 45 VLAN ID 23T L F1,

Virtual IP

ﬁﬁnwnp7kvx%%ibiﬁ
AR TP IC 70.0.0.0” ZZELI-HE. Web FEMEREZ ANC T EH A,

Port Number

HITP AR — hE S EZHRELE T, 77ﬁwki8wti

HITP — Web 38FEZ HTTP 7’1 h 2L CIATLET, A— FEBSDOT 74/ ML 80
Td, TCPAR— FEFE 4431252 LT TEEHA,

HTTPS - Web §8FEA HTTPS 7'v2 h a /L CHEITLE T, A— FEFOT 7 4L NI
443 T, TCP R— FHF 5% 802 T HZ LT TEEHA,

RADIUS RADIUS H—/3—IZ K HFEFERFIZ, FRAEBMEIEH A 327> (Enabled) . /L
Authorization |72\ H>(Disabled) Z#F8E L £,

Redirection PRENR T L7, ZZICRELIZRLICY A L7 bEanET, ZDOURL B2
Path V7—Shb &, fihd RLIZ )&4v&%éhiﬁho

Local 02— BT —F_X— A TORAERFC, FRREE M (VLAN 1F5#H) 2643 2 7
Authorization | (Enabled). ] L7z 7>(Disabled) Zf8 &€ L £,

Session Web FRREAR— FhDE Y a4 L7 7 MG ZEE LET, RiliEmA
Timeout (0-120) |BIZZHDE v v a U EHNLT D5E DEEDOAR ZEMT HZ LN TEET,
Redirect TNHET A =2 —) 5, Enabled 3 5\ X Disabled Zi#IR L E4, A
Action (Enabled) D55, RS AR DS Web FRFEH ORAR IP 7 N L ALS DY A KT

7 A LB, BEIRICRAB IP 7 RL AU XA L7 N EEFET, M)
(Disabled) @%/m\\ VXA VT MNMIfTIT. Web 3FEEA2 7 UV 7 —34 A7-0I121%
B RHNCAAR IP 7 RLAZFEE L T Web 77 B AT HMNENRH Y £97,

(ApplylZ#27 Vv 7 LCEFE @A LET,

FEEE

L
0

TTAIA—/N\—BEREIZ B+ B8 FIA0 7L FREEEF AT (Permit) (X, ¥ U T4 —L
Gl R A

BN HE-H. THREDLE, ERALTIESLY,

T T A LA —N—HEEER TR, RADIUS H—/N— D A L7 FERAI 30 FhLARIC
BELTCESY, FTI4LRERI5HT

a—o
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3.5.9.2 Web Authentication User Settings
UTFDOT 4 R7FAAL v FICL o THEH SN TV D Web JRGF2—V—8REZ1T O BRICHWET,

A A > FD Web FRIEZE R IET H7-HIT1T Security > Web Authentication > Web Authentication
User Settings %7 U v 7 L¥E9

vvep Al = ALl0 Use = C
Create User
User Name @ VLAN Name () WLAN ID{1-4004) Password Confirmation

| | . | | [ apply |[ Delctcal |

Total Entries: 0

YLAM Name VID Password

PR T A—F =D it L E 7,

User Name Web XR—2AT7 7B RHET o "HOa2—F—LE2RELET,
VLAN Name Web X—2X7 7w ZHHT 1D SO VIAN 4 ZfaE LE T,

VLAN 1D Web _—A7 7 & AT B> O VLAN ID Z48E L £,
Password Web XR—ZRT7 7B RHHT BT "NAONSRAT— RERELET,
Confirmation Web X—27 72 AHIEHT 10 L NHOMEZRNNAT — REFRELET,

[Applyl %27V v 7 LCEFZ#mHA L E7,
[Delete Al1]%# 27 Vw7 LTIV AMMNOLBETOREINTZTHU Y FEHIBRLET,
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3.5.9.3 Web Authentication Port Settings
PLFDT 4 FUIEAAL v FIZE o THEH I TV D Web JRREREEZTT O FRICHWE T

AA o F D Web FBFEREXTT 9 121X, Security > Web Authentication > Web Authentication
Port Settings #27 U w27 LE79,

vvepn ALl = ALC = 0

Port Settings
From Port 01 A To Port 01 A
State Disabled  ~ Aging Time (1-1440) [ |min Zinfinite
Block Time (0-300) b Jsec
T
P Aging Time Block Time -
1 Disabled 1440 60
2 Disabled 1440 60
3 Disabled 1440 60 L
4 Disabled 1440 60
5 Disabled 1440 60
B Disabled 1440 60
7 Disabled 1440 60
8 Disabled 1440 60
9 Disabled 1440 60
10 Disabled 1440 60
11 Disabled 1440 60
12 Disabled 1440 60
13 Disabled 1440 60 g

TRUINT A —Z —OF A 25l L7,

From Port/To Port ;@E&E’ﬂfﬁﬁﬁ—é AR— M A SR U E 7

State TNE T A =2 —h 5, Enabled 25U M Disabled 38R L, HR— hiZ
ﬂ'@‘“é Web F8FEZ A %) (Enabled) & 72 (350 (Disabled) [Zi% E L £ 97,

Aging Time RRE ST A R FRGEIRE AR FF T DR Z 3% E L £ 9, Infinite Z 3%
m#ét A— b ECTRIAESNIZAR MR —UT U hEInp < ET

Block Time FRREIZ T 5 & block time CRRESNIZMROM 7 v v 7 &ivET,

[ApplylZ 27V v 7 LCEFAZEALET,
EEEIE

@ oo s ER LA L TREONRE BT AR A —HFy hTL—LS
LTHIP 2D IP FORALEA TRICP DT L—LERYET,
BEDHEINE BT L—L BRI IO, UDP &) &, BETF—TIL~BRES
NETH. B BEERTHONELADTIEEC LS,

Et. IPVE 2PN THHRN T L— LD HRI ST CEBSLET,
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3.5.9.4 Web Authentication Customize
PP 4 RUFAAL v FIZL o THEHA I TWD Web 38GER 74 VEIIB L0 777 7 MM
DAAL <A RREEAT O RHTHWET,

AA s F O Web FBAER 7 A L HEHEH DT AX <A RREZLT 9 IZIE, Security > Web
Authentication > Web Authentication Customize 27 Y v 7 L £,

Japanese v § Login W

Wik F—4=2: KL

nuld be less than 70 octets:
Customize Textbox
R E OIS LT I TR OB S L.

B 5 st
. 1EEE A TLHRHESE o O —ERHES

. {B5EE: Network Maneger

T

. HATL : network.manager.abflapresiasystens. con

TN T A—=Z —DOFH A Z il L7,

English/Japanese | 7 A%~ A XFEHIZE T D Einx Rab ETIXAARFENLIRINL £77,

Login/Logout nJAVEEEIIR T NEED ESL L E AL~ A AT HNEE
EXE

Customize 0 JA VEE FIZHD 1 END 8FEDL—F—FTF X MRy 7 AL F%x

Textbox (1-8) BEkLET,

BERFTRE AT E O SCFHNTIHR AR THAA 70 LFTT, RADOFEITRK 35
XL ET,

[Clear] %7 VU v 7 L TEGENEZVEEL £,

[ApplylZz 27 Vw7 LCEEZEHALET,

[Preview]# 27 U v 7 L THEIN TV DNEOMEREE 2 F£r LET,
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o s A 7Y o —HhE

MR F— 22 RSHE

AA v F D Web T 77 7 MBI DT ALK~ A RBEEZIT 9121, Security > Web Authentication
> Web Authentication Customize 7 U w7 L. EHALE EOTNVE T A =2 —"T Logout ZER L £
7,

Japanese  w § Logout v

B

O A B !
ZOD A DERIL AL, TEEOR ALERLT TS,
vl

Customize Textbox
CFRIREF RS ORI FREATEE S L,

Bl L aese

. TEER A TLIEE F o - EREY
. 1EL#E A Network Manezer

| T
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PR T A—Z — O il L E T,

English/Japanese | W AKX~ A XEEICERT D Eaba Ran £ ILAARGENOBEIRLE T,
Login/Logout 0y A VEEEIEIR T U NEEO EL L E N AT A AT HNEEL
Ex
Customize 077y NEE FCHD 1 ENS 8FDL—YF—TF R MRy 7 ATF
Textbox (1-8) RERLET,
BERATRE IR E DO SCFHN TR AR THA 70 LF T, BADOEHEITRK 35
LFERY FET,

[Clear] &7 U v 7 L TRENEZHML L £9,
[ApplylZ 27V v 7 LCEFEAZEALET,
[Preview] 27 U v 7 L TSN TWANEOMERBHZ R R LE T,

B2 Y R LY 2 —

Webs2alE O 47 -1 »
O Rl !
D7 A IERAC A, TR AL T S,
nyrat
Thank ol

MATL
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3.6 74t X#l{E—%E (ACL)

TIEATRT 7 ANT, AL v TFNENT Y EO~Ny X =2 DHERITHESNTT v b EfiiE
THNEIMERDDFEOREMELZRELET, ZNOHOEMET, 7y MK, MACT FL A, F£7=
IZ. IP 7 RLAIZHEASWTHRELET,

3.6.1 ACL Configuration Wizard

ACL Configuration Wizard Zffifl9 25 &, ACLICE AT 7 B A ABREICHRET D LN TEE
I, 7272 L. ARRREH R CRRIE ATREZR ACL IZR A hR—ZADH G2 NEDOHR T, L0 IL—
NERETHHA L, RENZHHT 5 Access Profile List O ZHH L T 72 &0,

DT 4 v RUZEFRTHIZIL, ACL > ACL Configuration Wizard 227V v 7 LET:

L

General ACL Rules

Frofile [0 (1-512) Access D (1-65535)
|| | [ auta Assign
From
Any w
To
Any w
Action
Fermit v
Option
Rate Limiting e | |(e.g.: G4-1024000)
Ports v lie.:1,4-8)

Apply

Mote: ACL Wizard will create the access profile and rule autormatically.
For advanecd access profilefrule setting. you can manually configure it in Access Profile List.

TR T A —Z =D it L E 3,

Profile ID 7a 77 AN IDERELET, YL IDDOT a7 7 A ILPEREGEI TRV

(1-256) G BT e 7 s AR BESNET, ZOEIE 1~256 OFIPHCTRE L £,
Access ID BT DN —NDT 7R ID & ELET, ZOfEIL 1~65535 OHEIPH TEXE
(1-65535) LE7, Auto Assign NF = v 7 ISP TNWDHEE, BEINICERE SN ET,
From/To TNE T A= a—"T, From(E(F L) 3 L O To GE(F ) ORhl 5% [MAC

Address], [IPv4 Address]. [IPv6], [Any]/»53&R LU E9, [IPv6] (X535
DIHEINTEET, [Any] S EEIRL725GA. ARNCATIAR y 7 ARHBLL £
T DT, whHFRUE Ul Tl (7 LX) 2 AT LET,

Action TINE G A= a—m5, [Permit] [Deny] [Mirror] Zi&iR L £ 9,

[Permit] ZiBIRTH L, BT 57y MEEEIET HL— VAR L E T,
[Deny] Z@INTH &, BET LTy e Fry 7T 50— a2l L £T,
Mirror] Zi®IRT 5L, BT H 7y bE, I7—AFR—FORETHELZ
R—=NMIIT7—FTHZLa/ELET, ZO5HA. A= 7=V T%2H%)
LT, =7y hAR— MERETLHLENRDD 7,

Option TINE T A= 2—"T, [Rate Limiting]. [1P Priority]. [Replace DSCP]2>»
HERLET,
Ports N—VEEAT 5 — FO#EPFEE AT LET,

[ApplylZ 27V v 7 LCEFAZEALET,
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3.6.2 Access Profile List

TIRATO T 7y A NVEERT HITIE 2 DOEARFIEIENET, £, A v TFHHERT L7 L
— LD EIELETMAC EEILT FLAR IP EEFET FLRAY), KIZ, 7 L—LDHEIC
DNTRD DB AL » FREHTL2HEEZ AT L E T,

WD 4 R E2FRTHIZIE, ACL > Access Profile Lists %27 U w7 LE7:
“Rccess profle Ll et T

| Add ACL Profile Il Delete All | Total Used Rule Entries / Total Unused Rule Entries: 0 / 256
Profile ID Frofile Type Owner Type |
1 Ethernet ACL |__Show Details || Add/View Rules || Delete I
z IP ACL |__Show Details || Add/View Rules || Delete I
3 IPvi3 ACL |__Show Details || Add/View Rules || Delete I
4 Facket Content ACL Show Details || Add/View Rules || Delete |

ACL 7’1 7 7 A V& FHIWER T 5 121%, [Add ACL Profile]l% 27 U v 7 LEd, BEfFACL P17 7
A NOFREEFTRT AL, FIST % [Show Details]Z 27 Vw7 LET, ACL 717 7 A LIT/L—/L
ZBINT 2121, HHIST 5 [Add/View Rules]Z 27 U v 7 LET, BEFD ACL 7’0 7 7 A VEHIBRT 2
(21X, AT D Deletel 227 Vv 7 LET, - XCHAL 77y Az b U —%HIFRT 5120,
[Delete All]Z 27 VU w7 LET,

ACL 7'a 7 7 A )V &BIMNT 5HI20%, [Add ACL ProfilelZ 27 U w7 LE7,

AQd P =0
Select Profile ID
Select ACL Type
®) Ethemet ACL O 1pva ACL
O IPv6 ACL (O Packet Content ACL

< <Back | | Create

T RATOT 7 A NVEERT DS, LLTFO 4 O ACL Z A T bW hnnza @R LET,
(1) Ethernet ACL

(2) IPv4 ACL

(3) IPv6 ACL

(4) Packet Content ACL
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ACL # A 78R L, [Select]ZZ Vw7 35&, ACL XA A2 CTeEBEE NS HELL £, LA
TOMEIX, ACL %A 7L LT Ethernet ACL ZBRL7ZGEDHLDOTYT, 7L —AL T4 —v v M
L7ZE T 4=V RBIZER S 2o TRBY, RE L ET Y v 7T DHERZUNREIZEDY . Bk
74—V RPN RICR 0 T, o, REHDONRT A —F =P TFORNICERIINET,

Select Profile ID

Select ACL Type
®) Ethernet ACL O IPv4 ACL

O IPve ACL (© Packet Content ACL

You can select the field in the packet to create filtering mask

MAC Address VLAN | 8021 p| Ethernet Type | PaylLoad |

< <Back | | Create

EEER

0 APLGM 2 1) —XTIZACL D& R A TIZH L TIL—ILEEZEZRADL T IIL—THEERE
CElYyLsTon, MM LTEELET,
ZEINT Y FAR—TIL—TADEHIL—ILIZEZET 558, RLENTOD7
AIWIDRUTIERAIDZEEDACL L—ILHELXEFIEEINETH, ZLETIHIL
— LD T I—TIFET EEE. HRLELGIETOTIL—TIZHLTHE
L. =RMLEELIERIL permit B U deny (deny WAEAL) IZK>THIBTEShE
ERR

0 IPv6 ACL & Packet Content ACL. B TF DHCP Snooping ##ElX. TR ATH 2@ZET
LMMFRTEERA, - 2@HBLEEBEIK. —DD42 4 TI2xt L TR ERTRE
7 ACL MDEmKIL—ILEA, RREEEFRBONESICHIBSINETS,

0 APLGM > 1) — X CE&RERTBEAT)L—IL k(X Ethernet ACL. IPv4 ACL. IPv6 ACL.
Packet Content ACL DETD AR A TDEETTHEAK256 TF, —DDACL 21 I
¥ L CEREMAMREGIL—ILEIE, RREFEFRRZBEAGTVEEANTERAE LT
FIRIEZHY FEAD. UTDGEESICEFZHENHREINDIZENHYET,

- DOHP AX—E L JHEEZEMICLTL\SIES
- IPv6 ACL £ L < I% Packet Content ACL DJIL—ILZFERALTLSEE
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HHNAER L= Y — DR 2 R T 5I121%, F)5d 5 [Show Details]# 27 U w7 LET, &
@?4/%?@%Téﬂi?

ACL Profile Details

Frofile ID 1

Frofile Type Ethernet

Craner Type ACL

802.1P Yes

[Show Allprofies )

[Access Profile List] ™V 4 v RUIZRE A1, [Show All Profiles]ZZ U v 7 LE9,

HRANIHER L= Y —Z— v & BT A 1201%, fEh9 5 [Add/View Rules] &7 1 v 7 LF
T, WO 4 RUBRFERENET:

RCCe aUll=
| <<Back | | Add Rule |
Profile ID Access 1D Profile Type Action
1 1 IP Permit Show Details Delete Rules
1 2 IP Permit Show Details Delete Rules
<< Back Next >=

[Add RulelZzZ U v 734 25&, N—AREDHMEIIBITLET Ob—/biXEBMHILACL ¥ A 712X
ST FT, FMITRS—V LD Y A THEEEOTE AR L T LI, EINTWY
D=V E ST D56 MxPd 5 [Show Details]a 7 U w27 LET, — L ZHIBRT D21, fEXT
9% [Delete Rules]Z 27 U v 7 LET,

HATTHER LTV — v B £oRn T 5121, #HIST 5 [Show Details]Z 27 U w7 LET, ROT 4 K
UNERENET:
Access Rule De

ACL Rule Details

Profile 1D 1

Access D 1

Profile Type P

Action Permit
Ports 6

Source IP 172.17.0.1

Show All Rules

[Access Rule List]™ 4 v RUIZESDICIL, [Show All Rules]ZZ Vw7 LET,
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(1) Ethernet ACL MD%iE
[Add ACL Profile] i/ 5 Ethernet ACL #3%4R L7-35% . Ethernet ACL 7'11 7 7 A JLERE H O]
mIZD F9,

Acd A

Select Profile ID

Select ACL Type
@) Ethernet ACL O 1Py ACL

O IPvB ACL O Packet Content ACL

ofile

You can select the field in the packet to create filtering mask

MAC Address Ethernet Type PayLoad

MAC Address

Olsouremactask [ ]
Cloestnation Mac mask ||

802.1Q VLAN

[CwiLan

VAN Mask @-FFR) |

802.1P
[Fla0z.1p

Ethernet Type

[ Ethemet Type

[ <<Back ] [ Create ]

FE2UZ Ethernet ALC XA D70 7 7 A )VERE/RT A —F —DAEZIH L T3,

Select ACL Type | FRIARTHACL XA Thb7 a7 7 A NVERELET, #RLEEO 7 1
Tr7ANVDBELIHESTY 4 RUBREDY 77,

[Ethernet ACL]%& /X7y KD~y X —NO LA ¥ —2 3%z LET,
[IPv4 ACL]& 7 L — A D~y X —ND IPvA 7 RLAZXERICLET,

[IPv6 ACL]& 7 L — A D~y X —ND IPv6 7 RL A ZXEIC LET,
[Packet Content ACL1Z/ 34w h D~y X —NOIE~ AV BRI LET,

MAC Address EH LD [Source MAC Mask]IZF = v 7 & AL T, XfFEL MAC 7 RL A< A
7 F7-1%[Destination MAC Mask]Z AJJ L., WIZ, Z#EfEH MAC 7 RL A< 2R
7 ANTTLET,

802. 1Q VLAN VLAN - VLAN Z48E L £,

VLAN Mask (0-FFF) - VLAN ~RA 727 Z$EELET,

DX TV a v ERIRLT, A v FNET7 v by Z—@ VLAN #iBl 1%
B L, N EEmEHOMRYE, Fimix, EEOE L CTHERLET,

802. 1p IOFTva v ERIRLT, AL v TFNETr y by Z—0 802. 1p B
EEMR L, A EEHOEE, F-k, KoM LTHHLET,
Ethernet Type DX T arEEIRLT, A v T RETL—LD~y X —|ZbDHA —F %
v NA T Ol EMER LE T,
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BREHZ ANTT LT [Create]lZ 7V w7425 & ., [Access Profile List] W 4 ¥ R IZH LU ACL 7

7y AN ) —RFASNET,

ACL 7a 77 ALy MY —|Z)b—L&BIT A121%. [Access Profile List]2xHAEXT4 %
[Add/View Rules]ZZ U w7 L. [Access Rules List]?2>5H[Add Rule]Z# 27V w27 LET, RO 4

Y RUBFIRSNET:

CAGGACCESSROE TR

Profile Information

Profile 1D 1 Profile Type Ethernet

Owner Type ACL 802 1P Yes
Rule Detail
(Keep an input field as blank to treat the corresponding option as do not care)
Access ID (1-65535) [C] Auto Assign
802.1P (0-7) [ ]
Rule Action
Action Permit -
Priority (0-7) [ |3
Replace Priority
Replace DSCP (0-63) [ |3
Counter Disabled -

Ports | | £.0.(1,4-6,9)

Previous page J I Apply J =
4 [
FREIZ Ethernet ACL % A 7' D)L— LR ED/XT A —Z —D@FiBl Zitfli L £7,

(1-65535) LEFET,

Access 1D 77 v AHOEGHEMNFEFEEEANLET, T OfEIL 1~65535 DO Tk iE

Auto Assign — ZODF = v IRy 7 A F v ¥ AL, EEELTW\WBL—L
WXL, A v FNEENCT 78 A ID 25 TET,

VLAN Name AA FNEN b~y X —D VLAN ik F 2Tl L, a2 iRk H ok
W, FEEO—HE U THERLET,

VLAN ID RN E L2 VLAN ID 245 E L £,

(1-4094)

VLAN ID HERNZERE L2 VLAN @ VLAN 1D Z# A L %7,

Source MAC EETTMAC T RLADMAC 7 L AZFEELET,

Address

B TADLET,

Source MAC Mask | IZZ7C MAC T RLADMAC T RL AR ZELET, 2D~ A7[X 16
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Destination MAC
Address

EEHEMACT RLADMAC T RLAZEELET,

Destination MAC
Mask

EERMACT RLAD MACT RL AR Z HBELET, O~ A7t 16 i
B TANLET,

802. 1p (0-7)

0~7 DIEEZ AT LT, ZTD802. IpBHMEDH B/ NZFIZT 78R m
TrANEHEATLIOICHREELET,

Ethernet Type

WEANNTHZLET, Xy by X =220 16 #5802. 1 1 —H 3 v b ¥

(0-FFFF) ATDHHNry NEFICT 7 BAT a7 A LV EEATAEOICIEELE
—g—O
Action TIE T A= a—00, [Permit] [Deny] [Mirror] Z &R L4,

[Permit] Zi®INT 5 &, BET D7 v N EHEET HL— L ERK L ET,
[Deny] Z#&INTH L, BETH Ty &2 Rey 7 TH0— L EEgRLET,
Mirror] #&RT 5L, AT H v b, I7—K—bORETHEELE
R—PMMIIT7—FTHZLEHBELET, ZO%HAE, A— 17—V 7 %0%)
LT, #—F v hR—F2RETHLERDH Y £,

Priority (0-7)

Ry R 802, 1p 22— —BIEE AL BEET  — L FICAN LTfE(Z D=
~ v RCHEANHEE LI A7) ICE S BT 5L, 5 E L7 CoS ¥
o —|ZHEET D RN A L ET,

BEREM&EFa—, CoS Fa—, BEU, 802. 1p D~ v B> 7T 5kl
BHIZONWTIE, A~v=2T7 1D QS Dt 7 ara2HRLTIIEEN,

Replace

Priority

FEE L7= CoS F o —|ZHaiE T DRI, Ry 2% 7V w7 LTCZDA T a
EAC L, BRET —)L FIZAS L2802, Ip — W —EEE (Z D=
~ ¥ RCRICHE L S A 7 970) 2 E X B BRI 3 2 EHE 2 FH8)
TANLET, 29 L7anE, Xy hO%E 802. Ip = —H —BLHE X, X
A v F TEHEINDANCCOMICEETEINE T,

Replace DSCP

AA - F 3 DSCP Al GEIR L 72 FEHEA 72337 » MICH B M) ZBEET 5 7 «

(0-63) — )V RIZAN LT ECEESIX 7,

Counter TIVETG A= a—Th 2 —HFEDH %N (Enabled) £ 721225 (Disabled)
ARELET, 774V FRGEITES) (Disabled) TY,

Ports =V EMHT AR — MaHE AT L,
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(2) TPv4 ACL DHTE
[Add ACL Profile] WA IPv4 ACL ZE&R$ % &, IPv4 ACL BXEHOWmEIZ/LY 9,

IPv4 ACL 7 VA RE & F vy 7358, Hlo7w b= ([Iewe], [IGMP], [TCP], [UDP],
[Protocol ID]) ZRIRTHTINE Vo A=ma—RNHBELILET, 7' haLz@ERik, [Select] &7
Vo 7325&, MOV 4 RUBRFRESNET(ZOD 4 Rk, [IMP], [IGMP], [TCP],
[UDP], [Protocol ID]®D ENZEIRLI=/NT L > TR £9):

Select Profile ID

Select ACL Type

O Ethernet ACL © 1Py ACL

O IPvB ACL O Packet Content ACL

You can select the field in the packet to create filtering mask

L2 Header IPv4 DECP

802.1Q VLAN

Cwian

vianmask @-FFR) |

IPv4 DSCP
Fpscr

IPvd Address

[ source IP Mask l:l
CDestination Phask [ |

ICMP

0 icmp
ICMF Type ICMP Code

[ <=Back ] [ Create ]

163/217



TREIC IPvA ALC A D7 a7 7 A VEHE/NT A — X —OFiZitd L E7,

VLAN AA S FREIT s b~y B —D VLAN #5 2 el L. A HiE oo Jh e
Fioid, KO- ELTHEHALET,
IPv4 DSCP AA T INE Ry o~y X —@ DiffServ 22— Ny 2R L. TV A HRE

o, Foid, RO L LTEHLET,

IPv4 Address

[Source IP Mask] F£7-1X[Destination IP Mask] D EFH oI F = v 7 & Al
TENEND IPVAEETLT LA AZ F721F IPvA HELT RL A~ R
AN LET,

ICMP

[ICMP] IZF = v 7 Z AT, AA v TFNEXTr >y RAO ICMP 7 4 —/V K&
e T s Lol ELET,

[ICMP TypeliCF =27 ZANT, 77 VAT 77 AV EZD ICMP XA 7
EICEHT S X5 ICHEELET,

[ICMP CodeliZF =wv 7 & ANT, 77 RBAT0 77 A V%2 Z D ICMP 22— K
EIZEHT 2 XD IHRELET,

IGMP

[IGMP] I2F = v 7 AT, AL v TFRET L —LD~y X —ND IGMP 7
4 =V RaER LET,

[IGMP TypeliZF =7 & ANT, T7H®ATa 77 ANL) IGMP ¥ A 7%
WHT DL IcEELET,

TCP

[TCP] ITF = v 7 AT, ZfE/N7 > MIEENLD TCP R— MEH T inik
EHL L THERALET, [TCPIIZTF = v 7 2 ANDELEIT, BEILA— X
JETNTHELEAR— I~ R Z/ET DMERHVET, 74 NVE—FT D7
Ty MEEMNTHZE B TEET, 7778y MINTy hO—HT
T INTHATy FOREERD £, [TCP] 74—V FDOT7 T 7y MZ
FIST DRy 7 AZF v 7 2 ANIVT, FEEDT7 77y haT7 4 ¥ —L
T, Ty hNET7 4 NVE—TEET,

Source Port Mask (0-FFFF) — 7 4 v Z —4 B EEFELAR— FD TCP AR— b~
AT TF = 7 AT, 16 #E (16 #E]E 0x0-0xF ) THE L £ 7,
Destination Port Mask (0-FFFF) — 7 4 /L% —4 5 %X(E5eAR— kD TCP R —
N2 AZIZF = v 7 & AFUT, 16 L (16 #E7E 0x0-0xFE1f) THE L £7,
TCP Flag Bits — [URG], [ACK], [PSH], [RST], [SYN], [FIN], [Check All]
WZF v 72 0NT, X7y NNORREDTZ7 778y N7 4 V¥ —LF%E
E

UDP

[UDP] \ZF = v 7 ZANT, ZE7 >y MIEEND UDP A — hEFERE
FEHLE L CHERALET, UDPIICTF = v 7 2 ANDEGEIT, BHEILA— R R
7 ETITEE R — b~ A7 2R ETHILERHY £7,

Source Port Mask — 7 4 V2 —FT AEETLHR—FDTCPR— <~ A ZITF =
v 7 & AFUT, 16 #EH (16 HEVE 0x0-0xFEfF) THREL £,

Destination Port Mask — 7 4 VX —FT B EX[EHRAR—FDTCP R— h~ A7
IZF = v 7 &2 AT, 16 85 (16 i 0x0-0xffff) THRE L £,

Protocol ID

[Protocol ID Mask]iZF = v 7 Z AT, EFRRIZTDH/X7 v b~y X —H
O7m ha)n 1D ZERTHMEEATLET,

Protocol ID Mask (0-FF) — [ZF = v 27 ZANT, IP ~v X —DHED~ A7
F T a U ERERTDHMHAEANTILET,

164/217



ZRTEZ NS LT [Create] 27 VU w745 & . [Access Profile List] WV 4 > RIZH LW ACL 7°
n7yANTy N —REAINET,

ACL 7a 77 ALy MY —|Z)b—L&BIT A121%. [Access Profile List]2xHAEXT4 %
[Add/View Rules]ZZ U > 7 L. [Access Rules List]?>5[Add Rule]Z 27V v 7 LEd, IRDOY 4
YV RUBFRREINET:

Acld A = =e

Profile Information

Profile ID

Owner Type

Rule Detail

(Keep an input field as blank to treat the corresponding option as do not care)

Access ID (1-65535)
DSCP

Rule Action
Action

Priority (0-7)

Replace Priority
Replace DSCP (0-63)
Counter

Prrtc

2 Profile Type P

ACL DSCP Yes

m

[C] Auto Assign

| | e..(0-63)

FPermit -

[ 1O
[ 10

Disabled ~
[ nndd A B DY k%

FECUZ IPv4 ACL XA T DIN—)LREDI/NT A—X —DiiH & ie# L £7,

Access ID ZOT7 7 v AMOEAHMNFESEANLET, ZOMEIX 1~65535 OFLFH T%
(1-65535) ELET,

VLAN Name VLANA ZFRELE T,

VLAN 1D Mask _ (0-FFF) - VLAN ID ##5FE L £,

(1-4094)

Source IP FETIP T RLAEZRELE T,

Address

Source IP Mask

BEETLIPT FLADIP T RLAR A7 ZIRELET,

Destination IP
Address

BERIPT FLAZIEEELE T,

Destination IP
Mask

EELEIPT RLADOEELEIP T RLAS A ZIEELET,

DSCP

AA S FINE IR o~y X —D DiffServ 22— RS AR L. T A #EE A
DOHHE FmiF, EHEO—FHE LTHEALET,
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ICMP

ICMP ZBIRL T, 7 L —LD~y X —HND ICMP 7 4 —/)V REfER L E7,
ICMP Type — ICMP # A 77 4 — )V R&E#ERTH L OB ELF1,
ICMP Code — ICMP = — R 7 . —/)V R& MR+ 2 L 5T EL £,

IGMP

Type e.g. (0-255) - AL v FNETL—LD IGMP ¥ A 77 4 —)L K%
ERTDHLEHIITHRELET,

TCP

Source Port — EfFILAR— FD TCP A— FEHEL E7,

Mask (0-FFFF) — #¥ETXAR— FD TCP R— h~ 27 ZFE L £7°,
Destination Port — EEHEAR— D TCP R— M EZFHE L F T,

Mask (0-FFFF) - Z&{E%ER—hD TCP R— b~ A7 ZfREL 7,

Flag Bits = IELW I I V<RI NG A—=H—% ASJLET, TXTOZ[F/
v MZIE TCP AR — "B NIREEHEL L TEENRLTWET, ZNHDFEFIC
X777y RBBEEMTOENTWET, 7778y MIRXTy ho—E5T
T, ZATHATy hORBERDET, N7y MNNOIEEDTZ 77y MR
HLT, Xy hEERTLHZENTEET,
URG/ACK/PSH/RST/SYN/FIN — [URG], [ACK] . [PSH] . [RST] . [SYN] .|
[FIN] 7~ 538 L £,

UDP

Source Port — AA v FMNIEFEILHR— FDEK T L—LD UDP 7 4 —/L K &R
THEIITHRELET,

Mask (0-FFFF) - %E0AR— RO UP R— h~RA 7 ZfRELE£7,
Destination Port — EEHEAR—FDUDP R— M EZFHE L F T,

Mask (0-FFFF) - (55N —hDUDP R— b~ A7 ZfREL 7,

Protocol ID

Protocol ID ___ e.g. (0-255) — AA v FNRE N7y o7 hajl7z 4 —)u
RIZZZTAN LTAEREGEENTNEINE I MEHERTLILOICHEELET,

Action

TNE T A= a—b, [Permit] [Deny] [Mirror] Z 3R L £ 7,

[Permit] Z38IRT D &, BT 537 v MEHRET HL— VAR L ET,
[Denyl Z#i®&IRNT 25 L, AT H Ty hE Fay X T50—LZ2ERLET,
Mirror] Z®IR$5 &, AETH Xy b &2, I7—F— FORETHEELL
R—=HMMIIT—FTHZLEBELET, ZOHAE. A—FI 7=V 7 %%
LT, =Ty M= MERETHLENHY 7,

Priority (0-7)

N7y b 802, 1p 22—V —EEE, BIEET 4 —/L RICA LIZE(Z D=
~ ¥ NCHRANCHRE L E2 W) ICE S ET a3, FRE LT CoS Fa
—IZERE T DRSS EEE AN LET,

Replace

Priority

FEE L7Z CoS & o —|ZHaik T 2RIIC, Ry 2% 7 Vw7 LCIDF T ay
ZHNT L, Priority 7 4 —/L RIZATI L7z 802. 1p = — W — B EfE (Z D =
~ 2 RCHICHE Lo A -7 E) 2 BB BRICERT 2% FECAD
LET, TOREXTORWEGE, /N7y b 802, 1p = —F— e IL, A A
> F CTHLE SN D AN EOEICEEE I ET,

Replace DSCP

AA v F )3 DSCP il GEIR U 72 FEHEA 729737 » MCH D) ZBHET 57 1 —

(0-63) NVRICAD LI ECEEHZ ET,

Counter TITNE G A =2—Th 2 —REDAR) (Enabled) F 72 12 #£%) (Disabled) %
BELET, 774/ baxEIXES) (Disabled) TY,

Ports N—VEEHT 5 — FO#EPHE AT LET,
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(3) IPv6 ACL DT
[Add ACL Profile] MjfiA o IPv6e ACL ZE&R$ % &, IPv6 ACL B EHOMWmEIZ/LY 9,

IPv6 ACL 7 VA RK 2T oy 7 35HE, A7 e bz ([TCP], [UDP]) Z#EEIR$TH 7 NH 7
Ama—PNHBILET, Vv barz@ER%, [Select]lZ27 Vv 7 356E, IROT 4> RUBHERS
NEFT (D7 4 Kok, [TCP], [UDPIDOEHL L Z TN LN L > TR £9):

R A PO T —————
Select Profile ID

Select ACL Type
O Ethernet ACL O lPva ACL
@ IPv6 ACL TCP v O Packet Content ACL

You can select the field in the packet to create filtering mask

IPvE Class IPvE Flow Label IPvE Address

IPv6 Class
[ 1Pvé Class

IPvé Flow Label

1 1Pvé Flow Label

IPv6 Address

[ 1Py Source Mask

TCP

O Tcp

Source Porthask (-FFFF) [ |
Destination PartMask @-FFFR [ |

<<Back ] [ Create

TERZ IPV6 ALC XA 7 DT80 7 7 A )VERE/NT A—X —DIHHERHR L 5,

IPv6 Class ZORY T AT 2y 72 AT, AA v FNIPV6 Ny X —DJ T AT 4 —
WREMRLET, VITAT7 4 — )L RIITy by X—D—ET,

TPv6 Flow ORI AT 2w T EANT, AL v TFNIPv6 ~y X —DT7 1 —F b

Label T4V REHERLET, HETIE. 7o—FVULEHEHLT Yy FDY

— T AT NNVEMITET (T 7 40 FESRD QoS, UDP 72 L),

TPv6 Address ZDORy T AT = 7B ANILT, AA TN IPv6 EETLT R AL HERR L
EXE

TCP ORI ACTF = 7B AT, TCP b T 7 4 v 71— vEEAT DL

INHELET,

FEE® [TCP Source Port Mask], 7%, [TCP Destination Port Mask](Z
Fxv 7 ANIVET,

UDP ORI ACTF =7 AT, UDP hT 7 4 v 71— vEEAT DL

INHRELET,

F8ED [UDP Source Port Mask]. F7=iZ. [UDP Destination Port Mask]iZ
Fxv I ANNVET,
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ZREZ AT LT [Create] 27 VU v 27325 E . [Access Profile List] 7 4 > RUIZEH LW ACL 7°
n7yANTy N —REAINET,

ACL 7ua 77 ALy MY —|Z)b— L &BINT A121%. [Access Profile List]2xHAEXT4 5
[Add/View Rules]ZZ U w7 L. [Access Rules List]?2>5H[Add Rule]Z# 27V w27 LET, RO 4
YV RUBFRREINET:

“AdTACCESS RO TTTTTTTTTTTTTTTTTTE

Profile Information

Profile 1D

Owner Type

Rule Detail

Access ID (1-65535)
Class

Rule Action
Action

Priority (0-7)

Replace Priority
Replace D3CP (0-63)
Counter

Ports

3 Profile Type IPvE

ACL IPVE Class Yes

m

(Keep an input field as blank to treat the corresponding option as do not care)

[C] Auto Assign
[ Tesws2ss)

Permit -

[ 10
[ 10

Disabled -
| | .0.01,4-6,9)

Apply

| 155

[

[ Previous page I I

TEAUZ IPv6 ACL X A T DIN—)LRED/NT A —X —OaiH & it# L £7,

Access ID 77 AROEGHNTESEATILET, ZOfEIX 1~65535 OHFiFH THE

(1-65535) LET,
Auto Assign — ZDF = v VR 7 AZF = v 7 & A, {fERRL T\ bL—L
WXL, A v FRNEECT 78R ID #EYTET,

Class JITABANTTLT, AA v TFNIPV6 ~v X —DY T AT 4 —)L REfEiR L%
T, ITAT 4=V REFNXT Y b~y X —D—ETT,

Flow Label IPv6 70— 7~ L& LEJ, 0-FFFFF OfEx A LE T,

IPv6 Source IPv6 5{E7C7 RLAD IPv6 7 RL A& FE L7,

Address

IPv6 Source IPv6 EE L T~ AV AFRELE T, 73 ADKHET 5 DI, {570 IPv6

Mask T RLADOEED 44 2y SASB)YD T 4 VZ ) T DHRTT,

TCP Source Port — IPv6 L4 TCP XEAR— M7~ A7 ZELET,
Destination Port — IPv6 L4 TCP SEEAR— M7~ R 7 ZELF,
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UDP Source Port — IPv6 L4 UDPiX{EIcAh— "7 ~A 7 ZFELET,
Destination Port — IPv6 L4 UDP XEAR— YT ~A 7 ZHEELET,
Action TIE T A= a—00, [Permit] [Deny] [Mirror] Z &R L4,

[Permit] #8INT D L. AT D37 v MEHRET HL— VAR L E T,
Denyl #INT DL, BT H 7y b Ra vy 7 T50—LEfERLET,
Mirror] #&IRT 5L, AT H v ha, I7—K—bORETHEELE
R—=HMIITF7—FTHZLEBELET, Z05A. R—F 17—V 7 Z2H%)
LT, X—7y A= ERETIHMLENDH Y 7,

Priority (0-7)

Ny D 802, 1p — B AE | BEET — L RIZAD LTEfE(Z D=
~ 2 RCHEANHE L2 E) ICEZEITHAIR, FEELK CoS ¥
2 —|ZHRE T D AN EMAE A L £,

Replace

Priority

FEE L7 CoS F 2 —ITHib T AR, Ry 7 A&7 Vw7 LCIDA Ty aw
AL, Priority 7 4 —/L FIZ A L7z 802. 1p = —H — S FEfE (Z D
g~ R CHNCHEE LT SEE AT 7o B 25 S E RIS 2 EfE 2 F
BHTANLET, ZORELITDRVWES, /N7 v bO%(E 802. 1p =—H—
BERFEIL, A v T CTHIESNDANCTOEICEETEINET,

Replace DSCP

AA - F 3 DSCP il GEIR L 72 FEHEA 72337 » MCH D) ZBET 5 7 «

(0-63) — )V RIZAN LT ECEESIX E7,

Counter TINEG A= a—Thy o Z—HFeDH %N (Enabled) % 72 134E%)h (Disabled)
ARELET, 774V FRGEITES) (Disabled) TY,

Ports N—VEEHTHHR— FO&EHE A LET,
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(4) Packet Content ACL DETE

[Add ACL Profile] Wi/ Packet Content ACL % i®IR3° 2% &, Packet Content ACL g% M D[
2720 £9°, Packet Content ACL %, /X7 v FOFEIEIC L 59, X7 v NOKEOREATD 4 XA MME
WERELGREAZITVWET, BEETIIRRKABMETRETHZLENTEET,

Packet Content ACL 7 VA RZ % F w7 LT[Select] 7 Vw7 35E, ROU 4 RUNRE
REINET:

o ——
Select Profile ID 4 -
Select ACL Type
O Ethernet ACL O IPva ACL
O Ipve ACL (® Packet Content ACL Select

You can select the field in the packet to create filtering mask

Packet Content

M ofiset 1(2-126)[2 | maskx0-Ouiim oo |
O ofiset2(2-126) | maskuo-oammmo |
Ol ofiset3(2-126) | mask:o-Ddmimo |
O offset4(2-126) | mask:o-Ddmmmoy |

| <<Back | | Create

TFIZ Packet Content ALC Z A D70 7 7 A VERIE/RT A —F —OFALZIRHEH LTS,

SRS A —

Packet Content | Offsetl~4 (%, N\ v NOFEFEZ RTTa 77 ANV T, 78y MEWR
7y NSNS NEZEAETLMNICKDEDONET, FHETE
HA Ty MEIZ, 20006 F 5 4 B -BEEED AT, 2, 6, 10, 14, 18,
22, ¢ ¢+ o126 LR FEF, ATy ME 126 ZFRETDH L. SEHENS
126, 127, 0. 134 F3FHERNERIZA D £9, £ Offset T2 7 7 A NVEIEE
THIET, KAGID 43 MEREFEST L LB TEET,

A7y b1 (@2-126)  ~RAZ |
A7y b2 @1260)  ~RAZ |
F7vy b3 (2-126) _ ~wAY_ |
A7y 4 (2-126) <AV N

Packet Content ACL Zffif9 5 Z & T, ARP 7 N L A{AIEK B/ VIZRFES
NHHXy NI —7 WO a2 R T 5 Z ENTEET,

ZREX AT LT [Create] #27 VU v 745 &, [Access Profile List] W 4 v RUIZH LU ACL 7
n7yA Ny ) —RNEAINET,
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ACL 7u 7w A bl

— |2 — VBT AT

IZ. [Access Profile List]/>HFEX4 5

[Add/View Rules]Z 27 U > 27 L. [Access Rules List]?2>5[Add RulelZ#Z VU w7 LET, IROT 4
Y RUMNERRINET:
Acld A p Rile
Profile Information
Frofile ID 4 Profile Type Packet Content
Qwner Type ACL Offset 1 Byte 2 Walue: OxFFFFFFFF
Rule Detail
(Keep an input field as blank to treat the corresponding option as do not care)
Access ID (1-65535) [ Auto Assign
Offset 1 [ | eo(FFFFFFFF) Mask[  |eq.FFFFFFFF)
Rule Action
Action Fermit L
Priority (0-7) [ ]O
Replace Priority
Replace DSCP (0-63) [ |O
Counter Dizsabled | =
Ports | e.0.(14-69)
| Previous page | | Apply
TﬁbPmmt%MmtML547@wﬂwﬁﬁ@ﬂﬁf*5W@ﬁ%%%ﬁbiﬁo

Access ID (1-
65535)

77?1%0).@%%’%‘%&?%7\7‘7 LEd, Z
Li‘a—o

DEIX 1~65535 DOHFLPH TR IE

Offset (1-4)

ACL 710 7 7 A JLTHRIE LT-45 Of fset 711 7 7 A JLITKF LT, ®IREFTD 4
NA MEBRO~ v F o 752 16 EETHRE LET, Mask T, v A7 &%
fBETHZLEbTEET,

Action

TNE T A= a—b, [Permit] [Deny] [Mirror] Z R L £ 7,

[Permit] Z38IRT D L. AT 537 v MEHRET H— L ERER L ET,
[Denyl Z#&INT 5 L, AT D7y hEe Fay 7 T50— V2R LET,
Mirror] Z®IR$ 5 &, AETH Ty hE, I7—F— FORETHEELL
R—=HMMIIT—FTHZLEBELET, 205, AF—FI 7=V 7 %%
LT, =47y hAR— heRETHLERH £7,

Priority(0-7)

7y b 802 1p =Y —ESEEE, BHET — /N NICAD LIE(Z D=
~ ¥ R CHANCHRE LI B2 72 3E) (ICE S E TS A 1, F8E L7 CoS F
—IZERE T HENCESEEEAE A LETS,

Replace DSCP

TDOF T a EBEIR LT, AL v F A DSCP fiE GEIR U= B2 4 37
MZHDHM) 2T 7 40—V RICANLIfECEES B ET,
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Counter TINE G A =2 —ThH 2 —EREDA %) (Enabled) F 72 134h (Disabled)

ZIRELET. 7740 FRGEIFHES) (Disabled) T,

Ports N— N EEHT HAR— bOHFAE A LET,
FREHBZ AN L, [Apply]l 227 U v 7925 & ACL L—A 8BS E T,

3.6.3 ACL Finder

OV 4 RUEERALT, FRNICEELIZACL = R —2 BB LET, = M) —Z2BH%ET5
X, IVWE DA ma—hoT a7y A IDEZRIRL T, RRT5R— M AL, REGEEE
ILCPU) ZER LT, WIZ, [FindlZ27 Vv 7 LEST, V4 RUDTFYEZICHLT—T M= MY
—MRFERINET, = MU —ZHIBRT DX, BT D [Delete] 227 U v 7 LET,

WD 4 R &< IZ1%, ACL > ACL Finder #27 U w7 LE7,
A

ACL rule finder helps you identify any rule has been assigned to a specific port

Profile [T Access D Frofile Type

PR T A—=F =D it L E T,

Profile ID *ﬁﬂeﬁ%&®7 o077 AL 1D ZEIRL 9,
Port ACL BT ARG DR— &2 A LET,

3.6.4 ACL Flow Meter

DT 4 RUZE, AT VANT T 4w 7 OFIRIEZ IR 2 B E AT 5 7 v — i
EHELET, "y hET7 4 NE—FTBANLL—LEERL T, A—F V7T —LEERL, =
D ACL V=V EBEMIT TR T 7 4 v 7 ZHIRTE E3, RO A7 v 713 64 kbps T, il lRfS
XA—R Y TN —DIDIZ, A—F VT I—)LIZBEFIT A2 EDTEXRNVACL L—L s H Y
£7

WD 4> R %&2B<IZi1%, ACL > ACL Flow Meter 227 U v 27 LE 4,
L

View All [ Delete al |

Total Entries:0
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PR T A—F — O il L E T,

Profile ID THa— A=K T IINT A= — T 5 FAENR L7272 77 A/ 1D T
‘j—o

Access ID Ta— A=Y TIIRT A= — 5T DERMER LT 7 A ID TY,

(1-65535)

ELVWEHREZATILT, [Findl 227 Vv 7 LET,

TR =BT —T IO TFTEFICERENE

T, T2 M) —ZRETDHITE, ST D Mdifylz2 Vv 27 LET, =2 b —%HIBRT DI,
Misd 5 Delete]lZ2Z7 Vw27 LET, Ly MU —ZBINT51201%, [Add]Z2 27V v 7 LET,
WD 4> RUNRFRINET:

[PACE Flow MeterConfiguration

@ Profils ID 1 =
Access ID (1-65535) | |
Rate (Kbps) (64-1024000)
Burst Size (Kbyte) (4-16384)
Iode Rate =
Rate Exceed — piopliacker -
8 Remark DSCP (0-63)
<<Back L Apply | I

TN T A —Z —DOF A 25l L7,

Profile ID TH— A=AV TRGA— R — B ETABIER L7277 AV 1D %
HIRLET,

Access ID Ta—A—F YT IRT A== T AT 2 FaiEk LT 7

(1-65535) A2 ID&EANLET, 1~65535 Dz A LET,

Mode VTN L— R 2w —D—L, L— &R NS RXTHESNT, R

v MR E T ITREADOH 2T £, ZHUTAN—R A AT R EE
AR L ET,

Rate (64-1024000) Kbps — 7 1 —DEL AR Kbps AL THEE L £, #i
FHIT 64~1, 024, 000 T9, HALIE Kbps T,

Burst Size (4-16384) Kbyte - 2D 7 2 —D/N—Z A XEHEELET,
F#PHIL 0~16,384 T3, HNLX Kbyte T,

Rate Exceed

Drop — /X7y & e v 7 (HIER) LET,
Replace DSCP (0-63) — /X7 R DSCP A H LE 7,

[ApplylZ 27 Vw7 LTEFKZ#H L, [<Back]Z2 U 27 LT[ACL Flow Mete] V > R 7IZRD

i—a—o
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3.7 Monitoring
3.7.1 Cable Diagnostics

ZOU 4 YRR, A v T EOREOR— MIERINTND Y A A NXT 77— )L OFEHIN
RREINET, VAR IT =T NI T —RNHLH55I12, ZOMETZ I —0fH, B3I, =
TR AELTERZHMCEE T, AT A POFETRITIL, R—FDU 7 EBEBEAEL ET,

WD 4 R &ERRT HIZIL, Monitoring > Cable Diagnostics #2 VJ v 7 LE7:

anle Diagnostics

From Port ToPort
01 |- 01 - | Test

Link Status Test Result Cable LengthiM}

Pairl Cpen atd4 M

Pair2 Open at4 M

Pair3 Cpenat4 M

Paird Cpenata M

The Cable Diagnostics is designed primarily for administrators or customer service representative to view tests on copper cables, it can rapidly determine where errars occurred in
the cable and the type of cable error which occurred.

10 GE Link Down

Hote:
The Cable Fault Distance is calculated from switch side.

FARNTAHR—FOFPHEAS LT, [Test]ZZ U w7 LET, 2O 4 RO FENNCHDT
— T, FERRERENET, B, F—TARICOVWTIEBEELE LT FEEN,

FEER

o ApresialightGM124GT-SS K U* ApresialightGM124GT-PoE/PoE2 Tlk. R— + 22 D4
— JILBERIE 16bps TY V27 v FLTVWRIHAICERY . HATETT,
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3.7.2 SFP
3.7.2.1SFP General Information

ZO 4> Rz, SFP AR — MIEEINSFP h T2 o —N—|ZBT 5 —ERN TR INE
7,

/)"(0)174 v R EFoRT 5I12i%, Monitoring > SFP > SFP General Information #72 U v 27 L%

From Port To Port

T (T
Vendor Name FINISAR. CORP.

Vendor Part Mumber FTRJ-8519-TD

Serial Number P5C11D1

Vendor Name
Vendor Part Number
Serial Number

PR T A—F —OFi it L E T,

From Port/To Port FREEWR— FEBIRL T,
[ApplylZ 27 U w7 LT SFP A £ I E T,

3.7.2.2 SFP Diagnostic Monitoring
ZDOU 4> RUTE, SFPAR— MIEEINTWD SFP F 7 v — =D AN & IR/ T —HIAL
(dBm) THERINET,

WD v R ZF R 5HI21E, Monitoring > SFP > SFP Diagnostic Monitoring #27 UV v 7 L%
+:

= Uag ) Tile U 8
Fram Port To Port
Port TX Power (dBm) RX Power (dBm)
21 -10.40 -4.15
22
23
24

TR NT A—Z —OF A Z il L7,

From Port/To Port %Amﬁv«w%%réﬁtwf kZEEIR L E9,
[Applyl %27 U > 27 L TSFP DAL~V 2FoRrSHF7,
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3.7.3 Utilization Notify
3.7.3.1CPU Utilization Notify

DY 4 RUTIE, CPUDHEHAFEOREZEMIICERL, =2 —F—NRET HHEEEZE X%
HACr 7R b7y SR 2 —F— BT DR AR E L E T

WD 4 Ry xFRT HITIE, Monitoring > Utilization Notify > CPU Utilization Notify
settings 7 Vv 7 LEJ:

L dallo ~OLITY (]
CPLU Liilization Motify Current Status MNORMAL
CPLU Utilization Motify State " Disabled  Enabled
Threshold (20% ~100%) 100w
Polling Interval (10 ~ 300) 10 Jeec
Trap State |D|sab|ed 'l
Log State IEnabIed 'l

Apply |

[ApplylZ 2V w7 LTERLZEN LET,

PR T A—=F —OFi il L E T,

CPU Utilization |7 YA ARKZ T, CPUHEH=d@EEEE DA %) (Enabled) 7213 2£%) (Disabled)

Notify State PHRELET,

Threshold CPU i =l OEMERIE 2 fE LT, BEZ#E 2 7235513 overloading Ik

(20-100) RE% . Flalo 7285613 normal IREEZ @M L E T, 7 7 4 /L MEIE 100%T9,

Polling Interval |CPU {32 BAR3 2 MR 2 HE LE 7. CPU ML 5 BRI i

(10-300) 9, 7 74/ MEIL 60 T,

Trap State TNE T A= a2 —"TCPU EHRDOIREBERIZL D SNP 7 v 712 G2
(Enabled) F 72134 (Disabled) IZFEE L £ 7, 7 7 A4 /L LS (Disabled)
<,

Log State TNHET A =a2—N 6, Enabled & 5\ E Disabled Zi&R L, CPU i {3
DIRIEERIZ L D 1 7' 124 %) (Enabled) % 7213 #%h (Disabled) 245 E L %
7, 7 74V MIAZ) (Enabled) TY,

3.7.3.2CPU Utilization
ZOU 4 ¥ RV, CPUBEHSER A=t hTERoRSNE T, Zhud, FRFERCTHAM-S & L
TRELTVET,

DT 4 v R EFRTHIZIL, Monitoring > Utilization Notify > CPU Utilization #2 VU v
7 LET:

CPU Utilization

Five Seconds 2%
One Minute 9%
Five Minute G%
Maximum 100%
IMinirmum 0%

[Refresh]Z 27V v 7 LTHEHEICF NSNS Y A PZHEHLET,
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3.7.3.3DRAM Utilization Notify
ZDO7 42 R TiE, DRAM ORI Z EHIFNCER L, 22— =R ET 2l B2 285
Al 7R 7y L) a——~laT AR ELET

DT 4 R EFRTHIZIL, Monitoring > Utilization Notify > DRAM Utilization Notify
settings 7 U v 7 LE7:

URANM U Zatlo NOTITY =

DRAM Utilization Motify Current Status

MORMAL

Threshold (20% ~ 100%)
Polling Interval (10 ~ 300}
Trap State
Log State

DRAM Utilization Motify State

@ Disabled ) Enabled
100 s

Disabled =
Disabled -

Apply

[ApplylZ 27V v 7 LTEREAZEALET,

PR T A —F —OFi it L E T,

DRAM 7 VAR T, Enabled F£ 7213 Disabled Z 3R L C, DRAM i FH =838 0

Utilization BED A% (Enabled) F 72 134N (Disabled) IZ L E T,

Notify State

Threshold DRAM fE =R 2 B E S E S BIEZEE L4, MELBXT-5AIC

(20-100) overloading JREEDi@EN, F[al- 723412 normal IREDWHZ L £,
7 7 v MEIE 100%TJ,

Polling DRAM s =R 2 BE i S MR 2 faE L £ 4

Interval 7T 7 4 v MilX 60 #C9,

(10-300)

Trap State TNNE T A =a—n5, Enabled 5V Disabled Z38R L, DRAM fif f
FORBERIZL D SNWP + T » 7 )& %) (Enabled) F 7213 HES)
(Disabled) IZfREL T, 7 7 4/ MFEES) (Disabled) T,

Log State TNHE T A = a—)5, Enabled % 5\ Disabled Z384R L, DRAM ffH
FOREEBIZL D0 V) %% (Enabled) 721340 (Disabled) IZHRE L
£7, 7 7 4/V MIAZ) (Enabled) TT,
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3.7.3.4DRAM & FLASH Utilization
ZOT 4 RTE, DR BEOT7 T v adDAEY —fiHREREFRLET,

KDY 4 v R &R R AHIZL, Monitoring > Utilization Notify > DRAM & FLASH Utilization

27y LET:
L ——

DRAM Litilization Refresh

Total DRAM 131072 KB

Used DRAM BB317 KB

Utilization : 50%

UtilizationiMas) A0%

Utilization(Min) : 50%

Clear

FLASH Utilization

Total FLASH : 16384 KB

Used FLASH : 6965 KB

Utilization 42%

[Refresh] %27V v 7 LCHEICERINDY A MEFEHLET,
[Clear]% 7 V » 7 L C DRAM Offi IR EHFH 2 018 L £ 47,

3.7.3.5Port Utilization
ZOU 4 FoZiE, A—h ETHEHTE 285 EDO X— 2 "RERINET,

/k@'?{ v RO Z2F AT 5HITIE, Monitoring > Port UtilizationZ 27 UV v 7 LE1:

[Refresh]Z 7 VU v 7 L CHEIZERIND VA NEHHFLET,
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3.7.4 Packet Size

Ay FTERAET DTy ba 6 DD N—TIT03F THA XPNC 7 T A58 L, ks 7 7 %
TET =NV TCHERLET, R TNAF D Ama—00, HatzaFrnd HHR— bR LET,
A= 227U 7 LT, GULBEDO—FELEZHDAAL T DITNEALLTTT7 497 BEHTDHZ
EHTEET,

WD 4 R &2FRT HIZIX, Monitoring > Packet Size #27 U w7 LE7:

“Packetsize o _ T T T

Frame Size Frame Counts Frames/isec Frame Type

64 25335 0 RX Bytes 9754321 0
65-127 736 0 RX Frames 27491 0
128-255 502 0

256-511 3469 0 TX Bytes 12808703 0
512-1023 16593 0 TX Frames 25907 0
1024-1518 6763 0

Unicast RX 26937 0

Multicast RX 439 0

Broadcast RX 115 0

[Refresh] &7 U w7 L CHIEIZERREIND Y A REEHLET,
[Clear]Z7 U v 7 LCT—H#ZHHLLET,

TR NT A—Z —OF A Z il L7,

Port TNE T A =a—nb, MeltZeRr-T O — FEBIRLET,

Frame Size ZELE7L—0%Y A ZBIZXy LET,

Unicast RX / Multicast RX / Broadcast RX (%, #ILFN1=F v A |, =
NFFRXY AL, Ta—FFRy A MIKGLTERLET,

Frame Counts HMT LT L— LA AR L— AR ORZE T L — 2 e FoRLET,

Frames/sec BRI 7o OZE7 LV — 2 e RR L ET,

Frame Type MEHEROEEA R LE T, EEAXOZET7 L—AICxT 5310 MR, 7L
— MKy EET,

Total MU T HMEHERICEET 2R BA R R LE T, RX Bytes DA, BZE A
NgERLET,

Total/sec T DRAHERICE T D BAIRFH O A R~ LE T, RX Bytes DG,

WAL 72 0 D531 MIERLET,
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3.7.5 Packets

INEDY 4 U, A v F EOREZENAT Yy hOBERPFRSNET, R—FTLFv
Azma—=nb, HatzZr TR - b2ERLEY, A—b227 V27 LT, GUI IO —&FEICH

DAL T DIV TNEALT T T 4 BEHTLHZEETEET,

KD 4 v R &R AT AHITIL, Monitoring > Packets #27 U w7 LE7:

~ecelivedlRx

Port 01 | Refresh | | Clear |
RX Packeis Total Totallsec
Bytes 10197053 64
Packets 30741 1
RX Packets Total Totallsec
Unicast 30143 1
Multicast 466 0
Broadcast 132 0
TX Packets Total Totalfsec
Bytes 15360371 68
Packets 28614 1

[Refresh]Z 7 U v 7 L CTHIEICEREIND Y A NEHHFLET,
[Clear]Z 7 VU v 7 LTCT—X% Z#H{b LE T,

PR T A—F —OFi it L E 7,

Port

TNEY A =a—Inb, MEtEFRT DR - M 2R L9,

Total

2T AMHEHRICEE T 552 £/~ LE£ 79, RX Packets @ Unicast D
G ZELEa2=%xv X My Ok ERLET,

Total/sec

T D HEHERICEE T D AR OE R A2 F o~ L E 7, TX Packets O3
By BELETRTOEED N v OBMNEFRSHT-0 B2 £ R LET,
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3.7.6 Errors
3.7.6.1 Received (RX)

N—=RNTNE T A =a—nb, HEIERTFTHR—FZEBRLET, K—r227 U v 7 LT,
GUI i D—F& FICHDAAL v T DIV TNEA LT T 7 4w 7 BEHTLHZEHTEET,

WD 4 R &ERRT HIZIL, Monitoring > Errors > Received RX)#Z27 U v/ LFTF:

Paort 01 v | Refresh | | Clear |

R Error RX Frames

CRC Error
UnderSize
OverSize
Fragment
Jabber
Drop Pkis

Shoooo o

[Refresh] %727 U w7 L CHEHIEHIZCERREINDY A RNEFEHLET,
[Clear]Z# 7 U v 7 LCT—H#ZHHLLET,

TN T A—=Z —OFH A Z i L E 7,

Port TNET A =a—0b, HEta TR — b EBIRLET,

Rx Error ZELETT—T L —AE T T — O TRA LET,

CRC Error: CRC =T —MF4E L7z %7 v k

UnderSize: 64 /34 FOB/INHE v A4 L0 H/E< . CRCALER TH
DR SN b

OverSize: 1518 A7 7 v F XV HR< | 1536 47 7 v MNRIGO AR 23253
7 b

Fragment: RE 7 L — I 2 7 738N CRC DB 5 64 /XA RGO/ b
Jabber: 1518 #7277 v R LV HE< . 1636 A7 T v MR OS2 2537 v
L

Drop pkts: fEFEL7-/\7 > |k

RX Frames U T T —NREELEZET VLB R LETS,

181/217



3.7.6.2 Transmitted (TX)
R—=FTINE T A ma—0, HitEERTHIR—FE2BRIRLET, "= 22V 7 LT,
GUILEH D —FLICHDAL v F DI TNEA LT T T 4 v 7 EFHTH L TEET,

WD 4 v Ry &K 5HI121%, Monitoring > Errors > Transmitted (Tx)Z 27 VU v 7 L%

Port 01 o | Refresh | | Clear |

fxecor  __________________________________________ TXfames ___________________

Excessive Deferral
CRC Error

Late Collision
Excessive Collision
Single Collision
Collision

(=2 =R =N =R =N=]

[Refresh] %7 U w7 L CHEHIEIZCERREIND Y A REFEHLET,
[Clear]Z 7V w7 L TCT—XZ Z##Hb LE T,

TN T A—Z —DOFH A Z i L7,

Port TNHE T A =ma—nG, MateRrmTHHR— FE@ERLET,
Tx Error EELEZ T — T L — LAk T— ORI TR LET,

Excessive Deferral: AT 4 TWMEAF T 57272012, BEDA L X —T = —
A L TCORPIOEEEDRS B ENTZ T > R

CRC Error: CRC TF —M¥4E L= 3% v k

Late Collision: /347w hDIE[FH, 512 By MREFMLIERIC 2 Y ¥ 3 VAV
SN7zlEE

Excessive Collision: MED ) Vg o D=OIZEEICEKK L= v b
Single Collision: > Znalyar7L—A, 1O EDaY Va itk
DIRENEIES TNy BT HMEITREI LT

Collision: ZOFy hI—7 T AL EDOa Y Y OHEERFHEK

TX Frames HMTHRMEC T RE LR EF R LET,
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3.7.7 Port Access Control
3.7.7.1 RADIUS Authentication

ZOT—T7MIZIE, RADIUS BRGEY ' havd 7 A4 7 > MUlDO RADIUS BGEY A4 7 NOT U7
S4BT 4 —ICBET DIEWMAEENET,

WD 4 v R ZFR15I21E, Monitoring > Port Access Control > RADIUS Authentication %

7V LET:

AU = L = Ll

| Clear | | Refresh |

Invalid ServerAddr] Auth ServerAddr|ServerPortNumber[RoundTripTime
APRESIA

1 0 Systems %000 0 0 0 0 0
APRESIA

2 0 0.0.0.0 0 0 0 0 0
Systems
APRESIA

3 0 Systems %000 0 0 0 0 0

[Clear] &7 Vv 7 LTCT—H#ZHH L LET,
[Refresh]Z 27 VU v 7 L CHIEICEREIND U A NEHEHFLET,

TREIINT A—Z —DaHZitak LE T,

InvalidServerAddr | RBA72 7 R L 22555 L7z RADIUS 7 7 ¥ XIRE /X7 v F DETT,
Identifier RADIUS FRGEZ 7 A 7+ b @ NAS #kBl 7 T3,

ServerIndex % RADIUS FRREY— N —IZH 0 Y T o N zihlFE 5T,

AuthServerAddr RADIUS 83 FV—X—D IP 7 RL A —&E£TT,

ServerPortNumber |27 FA 7 ¥ R ZOH——CHRT DM AT 5 UDP A— FE ST,
RoundTripTime BEDT VR AISE/T 78 AF ¥ Lyl Z0RADIUS FEFH— R—n 5
DT 7 X ABRE-H LT 72 AEREOEORFHFIR T (AL 100 53
D1 BT

AccessRequests RADIUS FRGEY— N—IZ3%E &7 RADIUS 7 7 B ABER N hO T, B
RITEHET A,

AccessRetrans RADTUS #RGIEH—/N—|ZFRE(E Sh7z RADIUS 7 7 B AZR X v 0¥ Td,
AccessAccepts RADIUS FRGE— "= 555 L7z RADIUS 7 7 & A& N N (AghE 1%
E2h) DECTT,

AccessRejects RADIUS SREEV— "= 552 L7= RADIUS 77 B AL~ N (AghE 721X
ﬁ@ﬁ@ﬁfﬁo

AccessChallenges |RADIUS FBREH—/S— 655 L7z RADIUS 727 ®8AF ¥ LU XT7 v F (B
F TS DT,

AccessResponses RADIUS FEEEV— = 5522 L= RIER KD RADIUS 7 7 & A B+
DO TT, RIERFEXDOr v ML, BEEDRES 2y hbEERE

T RRpA =T 4 r—F—53BLRE, H50E BEmo s A7
X, RERBROT 7 & ASEICITE ENEE A
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BadAuthenticators |RADIUS FRGEY —/"— B85 Lo, Bhied—t o7 4 — % —F 721384
JEVEZ & T RADIUS 7 7 & A S8 » h O¥C,

PendingRequests RADIUS ZEEH— N—45g OHIEYIFLIZ 72 > T2 RADIUS 7 7 & A BER A
R, E720E, BB EZ(E L2 RADIUS 7 7 & AER N7 0T, 77
BRERPIXEIND L, ZOBEIIREL LV ET, 77 & 2K,
?Xﬁﬁ\ikﬁ\77?2%¥V//%xﬁbﬁD\%5“1\54A7
U MNMIRol VxRS DL, 2O NS< RV ET,

Timeouts RADIUS FRFEH——DFBFEX A LT 7 O TT, A LT U hNDHRT, 7
TAT Y MIR U —_—ZHRITLIEY, B —"—~FEFLY
FoE BEETLZEnTEET, AU —"—Il@ilfT3 5L, B X
CEALT T RELTAY Y FENET, B —N"—~KET DL, &
REBLOFA LT RNEL T FEINET,

UnknownTypes FRFEAR— kD RADIUS FRFEY— N— 5515 LT ARBH 72 &% A 77D RADIUS /X
v hOETT,

PacketsDropped FOAEAR— b T RADIUS FRREH — =M DZE LT, IO HBETRr v
(FFE) 7= RADIUS 234 v hO¥T,

3.7.7.2 RADIUS Account Client
DT 4 RUIZIE, RADIUS TH I T 4 o T 734 T2 haERTLBICHERATIEHA TV
7 hé. FRICEET ABEOREHNERINET,

DT 4 R EFRTHIZIL, Monitoring > Port Access Control > RADIUS Account Client %

7w LET:
~ALIU ALlthe catlo
| Clear | | Refresh |

Invalid ServerAddr] Auth ServerAddr|ServerPortNumber|[RoundTripTime

APRESIA

1 0 e 0.0.0.0 0 0 0 1] 1]
APRESIA

2 0 0.0.0.0 0 0 0 0 1]
Systems
AFRESIA

3 0 R 0.0.0.0 0 0 0 0 0

[Clear]Z 7 VUV v 7 L TCT—X Z#H{b LE T,
[Refresh] %7 U w7 L CHEHIEIZCEREINDY A NEFEHLET,

TREICNT A—Z —DOFH A Z il L E 7,

InvalidServerAddr | REAT KL AMNSSZAE L= RADIUS 7 H 7 T 4 » TInE/r v FOET
R

Identifier RADIUS 7 o > kD NAS #kBI+ T,

ServerIndex £ RADIUS FREEY — N — (28| BT o N=idkbE 5T,

ServerAddr RADIUS FEFY— —D [P 7 RL A —EE T,

ServerPortNumber | Z3Rk% RADIUS @BEH—/N— |45 BRI H325 UDP AR — KT,
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RoundTripTime

BT T T 4 TInEe, ZORADIUS THT T 4 2 TP —r3—
ST T4y THERE B LIETHU T ¢ 7EERE OB ORI
e <Td,

Requests

RADIUS 7 U > T 4 T HER NN BT, BiRlITEHAEE AL

Retransmissions

ZORNMDIS T AT LT 42 7P —"—TEESNIZRDIIS T AT T
TERAT y FOBTT, WRIFET AT MRBES R SRS ERIT, B
KO, BHF LT Hh Y FMBERF U EEOFMTIE, AEICEERE T,

Responses

T T 4 AR — kT RADIUS RRAEY— /=5 5215 L 7= RADIUS /N7
v FOETT,

MalformedResponse

S

RADIUS FRFEV— =555 LIEARIERIERO RADIUS 7 H 7 T 4 v 7
By NOETT, RIERERXD ATy M, BEEBRED A Try b
GEENET, RERAF—vL T 4 r—F—BLOEMOX A 71X, RIERE
ROT IO T 4 U TINVEICITEENERA,

BadAuthenticators

RADIUS FEREY — =65 LTz, B A —tk o T 4 r—F—% 5T
RADIUS 7 H 7T 4 v TIE Ry hDETT,

PendingRequests

RADTUS FRREY— N —IZ18(E SN ]IREIANIT 22 > TWARUWRADIUS 74 7 &~
T TBERANT b ETE, B EZIE L TWRWRADIUS 7 AT T
A4 U TERNRTy NOTY, T T 4 v TBERPFEESNDE, 20O
BEEIIRELSRVEST, TAO T 4 U 7IREEZELIZY, HDHWE, ¥
A LT U NIRRTV FET DL, ZOERKIT/NEL ) 9,

Timeouts

RADIUS FRFEV—/R—=DT W T 4 VT HA LT T NOETE, A LT
T ROHBT, R — = CHRIT LY, B —R_—~KE L2,
FE, HEETHZENTEET, RUF—A"—CHERTT2 L, Bt
T A LT RNELTHY Y NENET, BV —"—~EEFTD
LTI T A T ERBIOFY A LT RELTCAY Y FERET,

UnknownTypes

TH T 4 v AR— bk T RADIUS FRGE— = 5% E LT AR 2 A
7@ RADIUS /X% b DT,

PacketsDropped

THI LT 4T R— kN E T RADIUS ZREHEH— N— 5522 LT, (A5 0D
B C Ry 7 (HIR) &7z RADIUS 2347 v F 03T,
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3.7.7.3 Authenticator State
OBV a s TIEEAA v F Ed 802. IX REEBIZHOWTIB L £,

FEER

@ ~nrmme. s X pEAEHOBECETEAET,

WD 4 R HRRT HIZIE, Monitoring > Port Access Control > Authenticator State %7

% 7 LFE T
AL Calo A -
Port
01 ~ ‘ Apply | | Refresh ‘

index Port tatus

1 NIA N/A

2 N/A N.l'A NIA N/A

3 NIA NIA NIA NIA

4 NIA N/A N/A N/A

5 NIA N/A N/A N/A

6 NIA N/A N/A NIA

T NIA N/A N/A N/A

8 N/A N/A N/A N/A

9 NIA N/A N/A NIA

10 NA NIA NIA N/A

1 NA N/A N/A N/A

12 NA N/A N/A N/A

13 NA NIA NIA NIA

14 NA N/A N/A N/A

15 NA N/A N/A N/A

16 NiA NIA N/A NIA

g

(ApplylZ 27V w7 L CEEZ#EMA L E1,
[Refresh] %7 U w7 L CHEHIEIZCERREIND Y A REFEHLET,

PR T A—F —OFi it L E T,

MAC Address FIST AT v I AFZFDT A ADVMACT RLATTY,
Auth PAE State | @REIRHEE (PAE State) Z/RITLL T OWTF TR RS NET !
[Initializel #1HMk
[Disconnected] Yl #

[Connecting] ¥t

[Authenticating] ZRaEH

[Authenticated] FRREH 7

[Aborting] H[#rrh

[Held]frtd

[Force_Auth]5&HlFEG

[Force_Unauth] 5| JEFEG

[N/AJRZ 472 L

IN/AJZZ Y72 UIE, A— b ORBGHERED N> TWDH T L AR LET,
Backend State Ny 7 RFEGEREEBIZIIR O WT NN TR RIS NNET,
[Request] B3R

[Response] &

[Success] k)

186/217



[Fail] i

[Timeout] ¥ A4 LT 7 K
[Idle] 7 A Rv
[Initialize] ¥k
IN/AJRZ Y472 L

[N/AJRZ Y 72 Uik, A— F OFBIEEREN I > TV D 2 & %%bi?‘

IN/AJREHS 72 L 720 £97,

Port Status HIEIAR— P OdREEIZ. [Authorized]ZREE A, [Unauthorized] .

3"3 H‘LA‘FI

3.7.7.4 Authenticator Statistics

DT 4y RIZIE, BAR— NMOBEMT SN A—t T 4 4 —FZ—PAE OFE AT = 7 RS
GENET, ZOT—TNI, A= T 4= —HEREICKHILTAER— DO P U —REIRE

ﬁi—a—o
EEEHE

@ szemme. s xBErEHOBEIERSNET.

WD 4 R %2R RTHITIE, Monitoring > Port Access Control > Authenticator Statistics

7&" Z ) v 7 LE ﬁ‘
Fort
01 ~ | Apply | | Refresh |

ndealames e rames T2 ST fea Logor T Keq Fespt spls Il oLt VersiolL st Suro

1 N/A MNiA
2 N/A N.FA N!A NFA N-‘A N-‘A N.’A Nm NJ.A NM N.FA MNiA
3 N/A NiA N/A NFA MIA MNIA NIA NIA NiA N/A N/A MNIA
4 N/A NiA NiA NIA N/A NA  NIA NiA NiA NiA NiA MNiA
5 N/A NiA NiA NFA N/A NA  NIA NiA NiA NIA NiA MNiA
6 N/A NIA A NIA N/A N/A  NIA NIA NiA A NIA NIA
T N/A NiA N/A NFA MIA MNIA NIA NIA NiA N/A N/A MNIA
8 N/A NiA NiA NIA N/A NA  NIA NiA NiA NiA NiA MNiA
g N/A NIA N/A NFA N/A NA  N/A NIA NiA NIA NIA MNiA
10 NA NiA NiA NIA N/A N/A NIA NIA NiA NIA NiA NiA
1 N/A NiA N/A NFA N/A NIA  NIA NiA NiA NIA N/A MNiA
12 NA NiA NiA MNIA N/A NA  NIA NiA NiA NiA NiA MNiA
13 NA NIA N/A NFA N/A NA  N/A NIA NiA NIA NIA MNiA
14 NA NiA NiA NIA MN/A MNIA NIA NIA NiA NiA NiA MNIA
15 NA NiA NiA NFA N/A NA  NIA NiA NiA NiA NiA MNiA
16 NA NiA NiA A N/A NA  NIA NiA NiA NiA NiA MNiA

ApplylZ#27 Uy 7 LCEELZ@ALE1,
[Refresh]Z 7 UV v 7 LTHEHIZERIINLDU A MEEHFLET,

TR NT A—Z —OF A Z i LE 7,

Port A= DHDHVAT L TR— MIEY Y TOHNZHESTT,
Frames Rx A= T 4 r—H —T%IF L= A %72 BAPOL 7 L — LD TT,
Frames Tx A —t T 4 r—H—TiEE L7 EAPOL 7 L — LD TT,

Rx Start A —¥ T 4 r—H —T%/5 LIz BAPOL BAth~7 L — L DT,
TxReqId *—t T 4 fr— & —Tik[E L7z EAPOL ZR/Id 7 L — LD T,
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RxLogOff =t T 4 =2 —T%[E L7 EAPOL B /47 7 L— LD T,

Tx Req F—t T 4 r—%—TE[E L= EAPOL Bk 7 L— A (FsRk/Id 7 L— AL
o) O¥TT,

Rx Respld F—¥ T 4 fr—H —T%[F L7z BAPOL & /1d 7 L— L DT,

Rx Resp F—t T 4 — 5 —T%IF LT B#72 EAPOL IGE 7 L— A (0E/1d 7 L—
LUAN) D¥TT,

Rx Invalid =T A r—HF—T%E LTz, 7L —L¥ A T DR S 72\0 EAPOL 7
L —ADETT,

Rx Error =T 4 —F—TZE LI, Xy NRT 4 —FE7 4 — )V KRR
EAPOL 7 L — A D¥ T3,

Last Version T E L2 EAPOL 7 L —AIZH A e ha) N —2g R E5TT,

Last Source BTS2 L7Z EAPOL 7 L — A2 H HIEETCMAC 7 R L AT,

3.7.7.5 Authenticator Session Statistics

ZOY 4y RUIZiE, &R — MIEER T oA —| T 4 — % —PAEDE v v a UkEA T
Pl MR EENET, ZOT—TI NI, F—k T 4 —F— RIS T AR — DT R
—BERINET,

FEER
@ =z 2 xBEsEHOBECETEAET,

WD 4 R %R RTHITIL, Monitoring > Port Access Control > Authenticator Session
Statistics 7 Vv 7 LE T

Al Cato essI0 A CS -

Port
01 A | Apply | | Refresh |

MEEﬂﬁﬂﬂlﬂﬁﬂﬂiEﬁﬁﬁﬂlHiﬂﬁﬁiElﬁﬂﬁﬂllﬂﬂﬂiﬁllﬁﬂﬁﬁﬁﬂﬁﬂﬁﬂﬂﬂ!

1 N/A N/A NIA M/A N/A NIA

2 N/A N!A NJ'A N/A NIA MWIA NIA - NIA NFA
3 N/A N/A MNiA N/A NIA NIA NIA NIA N/A
4 N/A N/A MNiA N/A NIA NIA NIA NIA N/A
5 N/A N/A NiA N/A NIA NIA NIA NIA N/A
6 N/A N/A NIA N/A NIA M/A N/A NIA N/A
T N/A N/A NiA N/A NIA MIA MNIA - NIA N/A
2 N/A N/A MNiA N/A NIA NIA NIA - NIA N/A
8 N/A N/A MNiA N/A NIA NIA NIA NIA N/A
10  NA N/A MNiA N/A NIA NIA NIA NIA N/A
1 N/A N/A NIA N/A NIA M/A N/A NIA N/A
12 NA N/A NiA N/A NIA MIA MNIA - NIA N/A
13 NA N/A MNiA N/A NIA NIA NIA NIA N/A
14 NA N/A MNiA N/A NIA NIA NIA NIA N/A
15 NA N/A MNiA N/A NIA NIA NIA NIA N/A
16 NA N/A NIA N/A NIA M/A N/A NIA N/A

(Applyl %27V v 7 LCEFEZmHA L £,
[Refresh] %7 U w7 L CHEHIEIZCERREIND Y A REFEH L ET,
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PR T A—F — O il L E T,

Port A= DOHDHVAT LTR— MIEY Y TOHNZHESTT,

Octets Rx rovag Pl OR— N EDZ—Y —F —H T L —ATZELIEZA T T v
s DT,

Octets Tx tyvarPlzzZoR— b OV —FT—F T L —ATEEFE LA T >
s DT,

Frames Rx tyva Pt OR— M ETRELIEZ2—Y—FT =X T7 L —20DH T,

Frames Tx tova il OR— b ETEE L2 —FT — 27 L — LD TT,

D Ty va COREGEWHI T, 3 CFLL EOHIRIATREZ: ASCIT SUFH T4,

Authentic Ty va VEMBNLT ABRCERT DREESE T, ARNRRRREIEITIRO &

Method BV TT,

(1) Remote Authentic Server — AHERFEY—/3—T9,
(2) Local Authentic Server — @ —H /LERGFEY—/X—T7,

Time tyva ORI TT (BHEA,
Terminate o a L HEOEETYT, RO S ODOUIKEENH VY F7,
Cause 1) Y7V B hoars4t7

(2) R—=t=7—

(3) BV B b O

(4) BERE=7 —

(5) FEREFRERIAR — NI TREIFERRAEICERE ST\ D
(6) A— ~OFHHL

(1) A— I EHE EEH 72> TND

(8) FEGIWr ST

UserName B+ J1 K PAE kBT H 2 —H—HTH,
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3.7.7.6 Authenticator Diagnostics

ZOU 4y RUIZiE, &R — MCBEEMST O T D A —k T 4 r— X —OEEICBT 5 2 IE
WREENTVWET, ZOT—TMI, A=k r T4 r—2—HEICHET 28— by ) —
NERRINET,
AEEIA

@ ~zrmEe. s xzErEROBECRRSAET.

WD 4 R &EHRRT HIZIL, Monitoring > Port Access Control > Authenticator Diagnostics

%7)/7Li¢
AU cator Diagno CS -
Port
o Appty ] [ Rereeh
M%%ﬂ
1 NIA N/A  N/A NiA NiA NFA NM NIA MN/A
2 NIA NIA  NiA NiA NI NIA NIA
3 NIA N!A NiA  N/A N/A N!A NiA NFA NfA NIA N/A N.|"A N.I'A NJ’A N!A
4 MNIA NIA NA NIA MNiA N/A N/A NiA NIA NIA NiA MNIA A A NA
5 NIA NiA NIA - N/A N/A NiA - NIA NiA NIA NIA N/A NFA NiA N/A NA
L] NIA MNFA NA  NA NiA NIA - N/A NiA NIA NIA N/A NFA NIA /A A
[ NIA NFA NIA - NIA NiA NFA NIA NiA - NIA NIA NiA MNIA A /A NIA
a NIA NIA N/A  N/A N/A NIA - N/A NiA NIA NIA N/A NA A /A A
L) NIA NiA NA  NA MN/A NIA - NA NiA N/A NIA MN/A NFA A /A A
10 NA NIA NIA  NA NiA NIA - NIA NiA - NIA NIA NIA NIA MAA /A NIA
1 NA NiA NA  N/A N/A NiA - NiA NiA NIA WA MN/A NIA NiA /A NA
12 NIA NIA NA NIA MiA NA N/A NiA NIA NIA NiA MNIA A /A NIA
13 NA NiA NiA  N/A N/A NiA - NIA NiA NIA NIA N/A NA A /A NA
14 NA NFA NA  NA MN/A NIA - N/A NiA - N/A NIA MN/A NFA A /A A
15 NA N/A NIA  NIA NiA MNiA - NIA NiA - NIA NIA NiA NIA A /A NA
16 NA NIA NA  NA NiA NIA - N/A NiA NIA WA MN/A NA MNiA /A NA
w
< L

[ApplylZ 27V w7 LCEEZwEMA L E1,
[Refresh]Z 27V v 7 L CHEICERIND IV A NEHHFLET,

TR T A —F =D it L E T,

Port R—=FDHDH VAT LATHR— MIEIY Y THN#RE S TT,

Connect Enter FOREIRAE DML OARAE D HESE IR BB ICER T oA I T P LET,
Connect LogOff EAPOL 1 747 A B —YDZAFIZ L0 | FRARIRRE D Bt HIR B> & U)Wk
HIRBICEB T 202U FLET,

Auth Enter BV 1 R B BAPOL S /GRBIIA v —Y DOZAFIT LD | FRRRIRIED B2
for FUIRAE > B FRAEH R BB _L%?é@@%w¢/hbiﬁ

Auth Success Ny 7y REEFRIREENY 7Y U2 S OFRFEZ LV SREEHIREED B ERGEER
HIRFECER T DA D b LET,

Auth Timeout Ry 7y RRGEREEASTRIES A L7 7 M XD FBIEHURRED & ik
%K%@#é@ﬁ%w?/kbi?

Auth Fail Ny 7 FREGEREBESRGERIC L 0 . REEHREE) D IR EDIRARIZIER

LleEH Y b Liﬁ“
Auth Reauth FERREE R DZAF I . AR BN RREE R & TP HRIR RIS IBRE 5
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E¥AE BT N LET,

Auth Start

B U T RHE EAPOL BlE A v B — Y DO Z 12 L0 | FRARIREE DN ZREE 0k
EN SR RIBICER T ORI E I T R LET,

Auth LogOff

B FU B RIS EAPOL 2 7 F T Ay —V DB LY, FRERREE ) EEE
ﬁﬁ%ﬁ%$ﬁ¢%%’%%#é@ﬁ%ﬁvybbifo

Authed Reauth

HRAEER D3R \ POREIRREANERREE 2R AE ) S R TR IB I E R
é@ﬁ%ﬁ?/kbi?o

Authed Start

B T3 G EAPOL BB A v B — U OZAFIZ XV | FRRRIRIED FEAE A

Authed LogOff

REED B Hefe RIS BB T s E I v v B LET,
F7Y B bHE EAPOL B AT Ay = VORI LY | RARRIEN R
W AR A D YU RIS B S D I e v v b LET

Responses

T 7R RAERANT y N ERRE—AN—ICEE LR E D T R LET (i
K%%~Aﬁ~%ﬁbf INVEIRTBICA DS E) . A—t T 4 r—5—
ul_, nJ‘_E-H‘—/\‘—k D) %'fm nﬁ%‘f:: k %i—“ L/\i—g—o

AccessChallenges

TIRAF ¥ LUy NERIEY— =02 EF LebE T R L
i‘é—o u»uuﬂiqj-"—/\"_‘i))j“’_‘t/T/fb‘ 2 — &@1:: Lf;;&%ﬂ*bij—

OtherReqToSupp

EAP Bk 37w b GRAL @A, KR A vy =TSN 207U o b
~NEEEI T P LFET (EREZEE L TERREIZADLEA), 44—k
T A= H—NEAP HIEEBRIRLT-Z 2R L ET,

NonNakRespFromSup

B T3 S BRI EAP BURADINE 25 L, E DINE DS EAP-NAK LA
NOPHEICH T N LET, YTV D "R A— T 4 — =N EIR L
72 AP FIEIOINE CTE 52 &R LET,

Bac Auth Success

REY— =B HGEA v E— /%Xﬁj‘a—élﬁl;k%ﬁ‘?/]\bij— H+7Y
B M IRREEY — N—IZIEFIGGREE SN2 E AR LET,

Bac Auth Fail

PAE— =N HES A vt —VEZETHREE IV R LET, 7Y
g1 ]‘Z]’u»un P — \—u»uuﬁéniﬁﬁloﬁ_;&%ﬂ_‘bij—
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3.7.8 Peripheral
3.7.8.1 Device Environment

Device Environment #§HE/%. APLGM110GTPOE/POE2, APLGMI118GTPOE/POE2. APLGM124GTPOE/POE2 0
HEFIE L TWET,

ZOU 4y RUIZIE, A v FTONEIRE & FAN BIfEIREENE RS NVET,
AA y FONEREIZINTRE L VS5 CIZEEm< D £,

2492 FAN & 5-1%. APLGM110GTPOE/POE2 (FAN1) . APLGM118GTPOE/POE2 F L TX
APLGM124GTPOE/POE2 (FAN1/FAN2/FAN3) T,

WD 4 v Ry &R R AHIZIL, Monitoring > Peripheral > Device Environment #27 U v 7 L%

De

ltems Data
System Temperature (Celsius) 32
Fan1 Normal
Fan 2 MNormal
Fan3 Normal

[Refresh]% 27 VU v 7 LCHEEICERSND U 2 FEEHLET,
EIEEE
‘)‘X4v?@ﬁ§£#®?d%@®@ﬂtiURﬁﬁ%%%tbiﬁo

F f=. APLGM118GTPOE/POE2 3 & TF APLGM124GTPOE/POE2 (DA, FAN EE D&%NIZ &
) POE#§EBZFIELFT,
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3.7.9 Browse ARP Table

DT 42 RUIIEAAL v F LEOBED ARP = N ) —RNERENET, FEEDARP = R —%
MBETHITIE, "4 RyO—FKEICIP 7 RLAZAS LT, [Findl# 2 VU v 2 LEF, [Show
StaticlZ27 U v 27 LT, §MJARP 7—7 L F U —%2FRLET, ARPT—T7 N EHETDHIC
X, [Clear Al1]Z&27 U w7 LET,

WD 4 R &ERRT HIZIL, Monitoring > Browse ARP Table 27 U w7 L¥9:

prowse ARF Table

Show Static Clear All

Total Entries: 4

Interface Name IP Address WAC Address

System 10.0.0.0 FE-FR-FE-FE-FE-FE Local/Broadcast
System 10.20.90.90 00-40-56-49-EA-T2 Local

System 10.80.90.99 00-50-BA-DA-01-23 Dynamic
System 10.255.255.255 FF-FF-FF-FF-FF-FF Local/Broadcast

[Find]Z 7V v 7 LTATINNTG A= —IZHEIKEEZ M) —2HRBLET,
[Show Static]Z#Z U v 7 L TR2TCHOAEZT 4w I N —2FRLET,
[Clear Al1]Z 27 Vw7 LC 74—V EKMOLDECOANNT—H% 7 )T —LFET,

3.7.10 Browse VLAN
O RUEFEHLT, A v FOKR— b VLANIKAEZ VLAN BIICE R LET, V4 Ky
D—F FzHH 7 4 —/L RIZVIDVLAN ID)Z A LT, [Find]Z2 VU v 27 LET,

WD 4 v R &EFRKRT HIZIL, Monitoring > Browse VLAN 227 U v 7 L$9:
R

VLANM ID: 1

VLAM Name: default
WLAM Type: Static
Advertisement: Enabled

Total Entries: 1

MNote: T: Tagged Port, U: Untagged Port, F:Forbidden Port,
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3.7.11 IGMP Snooping
3.7.11.1 Browse IGMP Router Port

BN —2—R— e LTHRSNNTWD AL, v FOR— ERERINET, vV —FEiE
Web _—Z GUI M L Ca—W—NHE Liz/—F —R— ML, #L—%—KR—KrL LTS TR
ENET, A T PEICERE LT—F —R— MID TrRENET, bR — MNIF TORENE
T, U4 RUD—FKECHDT 4 —/L RIZVIDVLAN ID)Z AA LT, [Findlz27 Vv r3+5L, 48
E LI VLAN IZB T D84 7o X A 7D IGMP V— X —R— FRFRSNET,

WD 4 v K&K AT AHIZIEL, Monitoring > IGMP Snooping > Browse IGMP Router Port %7 VU

v 7 LET:

(BrowSEROUter Port
VLAN 1D: 1
VLAN Name: default

Total Entries: 1

MNote: 5:5tatic Router Port, D:Dynamic Router Port, F:Forbidden Router Port

3.7.11.2 1GMP Snooping Group
AA FDIMP AX—VE L T I N—TZmBELET, IGMP AX—TF L7z R— hOEITILR—k
74—V RICFEREINFET,

WD 4 v R aFRT AHIZIL, Monitoring > IGMP Snooping > IGMP Snooping Group 72 U v 7

LET:
VIF oopRING all|e
@ VLAN Name | |
©) VID List (e.g.: 1,4-6) | |
Group IP Address | |

IGMP Snooping Group Table Total Entries: 0

Member Router - - Expire
Ports Ports Reports  Up time Time(sec)

VLAM Mame Source Group

Filter Mode

TR T A —Z =D it L E 3,

VLAN Name NN FXY A NI NV—TDOVIAWN L EZ A LET,

VID List ~“NVFXXY ARNITNV—TDVLAINKR— &2 AN LET,

Group IP Address TILNFXXYARNITA—TDIPT RLAZ AN LET,
ELVEREZADLT, [Find] 227U v 7 LET, MEBELEZ R =R IGMP AX—E 7 7)1
— 7T =T VCERERET, View Al1]Z227 U v 7 LT, 9XCHOT b —%2FRLET,
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3.7.11.3 IGMP Snooping Host
24 v F EOBLED IGMP A X —E U VR A MERNFRINET,

WD 4 R &R RT AHIZIL, Monitoring > IGMP Snooping > IGMP Snooping Host #2 U v 7

LET:
) YLAN Name ]
O WLAN List (e.g: 1,4-6) |:|
O PortList (e.g.: 1,4-B) I
O Group |:| _

IGMP Snooping Host Table Total Entries: 0

IGMP Host

WMISTATARZ L 27U w7 L, IGMP AX—E L VR A MEHRAZFRTH VLAN 4. VLAN —
B,OR—F—E, £70%, =% AN LT, [Findlz27 Vv 7 LT, BELIZZ MU —RNY
4V RO TSI EREINET,

3.7.12 MLD Snooping
3.7.12.1 Browse MLD Router Port

HAEIPVE NDNL—H —R— L TRESINTWVWD AL v TFDR— bREREINET, a2V —
NVETIE Web X—A GUI ] L Ca— W —NRE L7o/—F —HR— ME, #Lr—F—R—FrE L
TS TRENET, AA v FRFICRELI-NV—F —R— MID TRENFET, ZIER—KNIFT
RENFET, V4 RyO—F LIZHDH7 4—/L RITVID(VLAN ID)Z A LT, [FindlZ2 VU v 273
HE, HBELIZVIANIZBT 284 7242 A 7O MD L—F —KR— "PRFRENET,

WD 4 R &R RTHITIE, Monitoring > MLD Snooping > Browse MLD Router Port #27 U v

7 LET:
VD L ] Find
VLAN ID: 1
VLAM Mame: default

Total Entries: 1

Mote: S:Static Router Port, D:Dynamic Router Port, F:Forbidden Router Port
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3.7.12.2 MLD Snooping Group

AA v F RIZHDHMD AR =V 77N —T 2K R LET, MLD AX—E > 7%, IPv4 @ IGMP &
X—E 7 LEEED IPv6 BEHETT, TOZENTWND T 4 —/L RIZ VLAN 4% AL, [Find]%Z 72 VU
v 7 LT, AA v TFHNOVLAN BINCHIE L 9,

WD 4 R &ERRT HIZIL, Monitoring > MLD Snooping > MLD Snooping Group &7 U w7 L

\/ » DO ] OLID
© vLannare ]
O VAN Lt 65149 —

View All

MLD Snooping Group Table Total Entries: 0

VLAN Mame Source Group Member Part Filter Mode

TR NT A—Z —DF A Z i L7,

VLAN Name ~“NVFXXY AN ITNV—TDVLAWN L E AT LET,

VID List <N FXy A NI NA—TDOVLAN ID & AT LET,

Group IP Address | ~¥/ATFFXF¥ARNITNL—TDIPT KL A%Z AJJLET,

[Find]Z 27V v 7 LT, MEBELIZZ MU —=BMD AX—E L 7T N—TFT—T I FERENF
9, [View All]Z 27 Vw7 LT, 3 X_XCO= M) —%FRKRLET,

3.7.13 LLDP
3.7.13.1 LLDP Statistics System

WD 4 R AT AHI21%, Monitoring > LLDP > LLDP Statistics System %27 U v 27 L¥4:

Last Change Time 1344

Mumber of Tahle Insert 1]

MNumber of Table Delete 1]

Mumber of Table Drap 1]

Mumber of Table Ageout 1]

Pt [01

LLDP Statistics Ports

Total T+ Frames

Total Discarded Ry Frames

Rx Errars Frames

Total Ry Frames

Total Discarded Rx TLVs

Total Unrecognized Rx TLYs

Total Aged out Meighbar Information

cooooooo

PR T A—F —OFi it L E 3,

Port COFEIHHENTWAHAR— N2 ELET,
[Find]# 27V w27 LT, AT A—F—ZESFEEZ N —Z2HmBELET,
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3.7.13.2 LLDP Local Port Information
DT 4 R EFRTHIZIL, Monitoring > LLDP > LLDP Local Port Information 22 U v 2
LET:

L™ Dldl U U AU

LLDP Local Port Brief Table

| Show Normal |

Port Port ID Subtype Port ID Port Description

1 Local 11 gﬁ'ﬁg%gﬂsfstems APLGM124GTSS
2 Local 112 gﬁ'ﬁg%iﬂsgstems APLGM124GTSS
3 Local 13 gﬁ'ﬁg%gﬂsérstems APLGM124GTSS
4 Local 1/4 gﬁ'ﬁg%sﬂs‘}!stams APLGM124GTSS
5 Local 1/5 ‘éﬁ'ﬁ'&fi’?ﬁgs‘e"’s APLGM124GTSS
6 Local 1/6 gﬁ'ﬁg%gﬂsgstems APLGM124GTSS
7 Local 17 g?ﬁg%gﬂsiy’rstems APLGM124GTSS
8 Local 1/8 g?ﬁg%iﬂsgstems APLGM124GTSS
9 Local 19 ‘éﬁ'ﬁ'é%ﬁfgs‘e"“‘ APLGM124GTSS
10 Local 110 'éﬁ'ﬁ'é?lﬁf}’gtem APLGM124GTSS
1 Local 111 g?ﬁg%gﬂsﬁmms APLGM124GTSS

APRFSIA Svystems APl GMA2405TSS

[Show NormallZz 2 U v 7 Lictk, LLFOD 4 > RUBRTNET:

L™ Uldal IO U AU

LLDP Local Port Normal Table

Port 01 v | Find || Show Brief |

LLDP Normal Ports

Port ID Subtype Local

Port ID 1M1

Port Description APRESIA Systems APLGM124GTSS R1.15 Port 1
Port PVID 1
Management Address Count Show Detail
PPVID Entries Show Detail
VLAN Entries Show Detail
Protocol Identity Entries Count Show Detail
MAC/PHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536

PR T A—F —OFi il L E T,

Port COREMEHSR QDA —bERELET

ANENTRETZ Y M) — 2T 72D [Find] 227 U v 7 LET,

BR SN AR — F MR~ B A2 LA 72912 [Show Brief]Z 27V v 7 LET,

DU 4y Ry Ta2—Y— 3B [Show Detail V> 71227V v 73252 LKV T IV —
DFEMIE WA LD Z & NHRE T,
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3.7.13.3 LLDP Remote Port Information
WD 4 v Ry &R RTAHI21%, Monitoring > LLDP > LLDP Remote Port Information Z2 U v 7

LLDP Remote Port Brief Table

Find ][ Show Mormal ]

Port 01 v

Remote Entities Count : 0

Chassis ID Subtype Chassis D Fort ID Subtype ort 1D Fort Description

TR NT A—=Z —OF A Z i LE 7,

Port ZOREIWMHHINTNDAR— FERELET

ANl fBE=Y M) —2 3720 [Find] 227V v 7 LET
BN SN 7R — P ORI R —E % 7157292 [Show Normal] 27 VU v 7 LET

[Show Normal]’i’7 ) /7 L7ctk, LFO T 4 R ET:

LLDP Remote Entity Information Table

Total Entries: 0
Entity Information

3.7.14 MBA Authentication State
MBA uupE/{j( Ay IV ‘7%2\?2‘?6 % Monitoring > MBA Authentication State #Z7 U v 7 L¥7 :

= AL allC
PotList(e.g:1510) | ( Find ][ ClearByPort |

[ wviewalHosts ][ cClearaAllHosts |

MAC Address State VLAN ID Aging Time / Block Time

PR T A—F —Oii it L E 7,

Port List ZOBREIHHENTVWDIR—FV XA NERELET,

AT éh?‘:?‘éf&“f—/ FU—ZET DI [Find] 227 Y v 7 LET,

RN—FENTZ VT —9F 57202 [Clear By Port]a 27V v 27 LET,
2TOMBARBFEAR A h—E A L5 7-DIZ [View All Hosts]Z 27 U v 7 LET,
ETOMARFERA &7 V7 —3 257D [Clear All Hosts]Z27 U v 7 LET,
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3.7.15 Web Authentication State
ZDT 4> R T Web BAEOREFHRAE RS LET,

WDT 4 R &ERRT HIZIL, Monitoring > Web Authentication State 227 U w7 L¥E9:

vvep ALl

Potlisteods1m] ] Find |

Potlisteo 510 | Mauthenticated ¥ authenticating M Blacked Clear By Port |

View All Hosts Clear All Hosts I

Total Authenticating Hosts: 0
Total Authenticated Hosts: 0
Total Blocked Hosts: 0
Fort MAC Address

REVLAN ID i Assign WLAM 1D Aging Time/Block Time

=<Back Next=

Note: H: Host-Based, P:Port-Based

TREUINT A—Z —DOF A Z il L7,

Port List CORETHEHENDIA - M XA FERELET

Authenticated FRAR— MIEGEEN T2 TOa—Y—2 G- OICEE L ET
Authenticating | BARA— MIRIEFTOLRTCO2—Y —2 G- DICIBEELET
Blocked FERAR— M7 By 7 SNERTOI—F 2B L OICEELET
ANEnTHETZ Y M) — 2T 72D [Find] 227 U v 7 LET,

A= NHENTTZ VT —F A0l [Clear By Port]Z 27 VU v 7 LET,
ETCOFRAN—EE2 R 572012 [View All Hosts]z 27 U w7 LET,

BTORA 27 VT —F 5720 [Clear All Hosts]&a2 U v 27 LET,

3.7.16 Browse Session Table
BBIZAA v TF 2 HEBL TOLOEHEE Yy a U REREINET,

WD 4 R ZEFRRTHIZIL, Monitoring > Browse Session Table #27 U w7 L$7:

Mame

) Live Time From
8 03:31:67.0 Serial Port 1 Anonymaous
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3.7.17 MAC Address Table

AA Y FOHPIMAC T RLAZRRLET, AA v FBVACT RL AL R— FESOXIRE 5T
LHE, THXT—=T 4T =T N =MERENET, b0 M =&AL TAA
v FRERBE TNy MElRE L ET,

WD 4 R AT 5HI21%, Monitoring > MAC Address Table #27 U w7 LE7:

VIA Radre anle

Part 01 v ( Find | (ETEaF Bunamic Entries]
YLAN Marme | | ( Find | [Clear Dynamic Entries |
MAC Address |00-00-00-00-00-00 |

[ wview allEntry |[ Clear all Entry |

Total Entries :0

YLAM Mame maC Address
1 default 00-40-66-45-5E-T8 CPU Self

TR NT A —Z —DF A Z ik L7,

Port T T =T 4 T T =TI N eI HAR— b NEFEHRELET,

VLAN Name T T =T 4 T T =T N ESRTHVANAE AT LET,

MAC Address T4 V=T 4T T =TV EBRTHMCT RLAZ AN LET,

Find Port/VLAN Name/MAC Address DFHEBICKIST AT —Z_X—2A 2K R_LET,

Clear Dynamic 7 RUVAT—=TNLOFTXTOEH MY —%HIFRLET,
Entries
View All Entry |7 RLAT—7NLOFT_RTCOTY h)—%2FnRLET,
Clear All Entry |7 RLVAT—7 DT _RCOTY M) —%HIBRLET,

[Find]Z 27 U » 7 LCANNNT A= —ZEISEEZ M) —%2RBELET,

[Clear Dynamic Entries]# 7 1 v 7 L T2 TDODEAFIv I/ ) —% 27 ) T7—LFET,
[View All Entry]& 27 U v 7 L THEMWRERETOE N ——RHEFRLET,

[Clear All Entry]Z7 U v 7 LTERINTNWAELTOZ N —%227 V7 —LET,
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3.7.18 System Log
AA v FOERE 7 EFRLET,

DT 4 v R &R 5I21E, Monitoring > System Log Z#27 V v 7 LEd:
[ oystemLog-————— e e

Date-Time

0000-00-00, 02:46:31
0000-00-00, 02:45:21
0000-00-00, 01:13:34
0000-00-00, 01:038:10
0000-00-00, 00:31:10
0000-00-00, 00:24:17
0000-00-00, 00:14:14
0000-00-00, 00:01:02
0000-00-00, 00:00:47
0000-00-00, 00:00:47
0000-00-00, 00:00:44

Clear Log

Log Text

Successful login through Consale {(Username: Anonymous)
Logout through Consaole {Username: Anonymous)
Successful login through Consale {(Username: Anonymous)
Logaout through Console (Username: Anonymous)
Successful login through Consale {(Username: Anonymous)
Console session timed out (Username: Ananymaus)
Successful login through Consale {(Username: Anonymous)
Fort 1 link up, 100Mbps FULL duplex

System warm start

System warm start

Successful login through Consale {(Username: Anonymous)

ZA o TFDAR va T EREZFERLET, Wext]ZZ VU o7 LTHKRR—Uou JiEREZFERLE
9, [Clear logl®a 7 Vw7 LT, £COualEREZHEELET,

TFREC/NRT A —F —OAZLHE L E T,

Tndex ARy ha TEROBELT-EEZEEZ R LET, Index fENARKEIWITEFHLL
AL 7R E D £7,

Date-Time AR e ZEROBELTERAZ R LET, BRINDORANIL, E8 6
DOFRGEIEE] F 72 1L BUEDORFA N R R I E T,

Log Text AR ha TERONENERINET,

3.7.19 Self-Test
AA T OERENFFZIENE 7z Self-Test DFEREZFRLET,
POE Test Ok 1%, APLGM110GTPOE/POE2, APLGMI118GTPOE/POE2, APLGMI24GTPOE/POE2 D AR &

ﬂi—a—o

RDT 4~ U ZFIRT DI

ZI1Z. Monitoring > Self-Test #27 U w7 LF7:

Seli-Test Result

DRAM Test
FLASH Test
SWLSI Test
PHY Test
POE Test

Mo error
Mo error
Mo error
Mo error
Mo error

201/217



3.7.20 PD Monitoring

PDE=% U o ZH4REIL. PoE BEIRMHAE R — M SN TWAHZET /31 A (PD: Powered Device)
DICIE & EHNCERL L, ISER R WIERICHBRA— R TO PoE OFEEN R EOIRELLET 7 v a v
%%ﬁ#éﬁﬁffo:@%%%ﬁﬁié& R B NDOEHE TZET N APIGE LRL o128

. BEWIZT A 2R BEBHSELZENTEET,

%ﬁrﬂ4z®%ﬁ SHLE. KRR — R BIOMP AR » FEERE L TIThivET, 2078, Bl
R BUTIEEARROEILIPT RLA LR LRy hU—=ZIZBTHIPT RLAD ) — RIZRESNET,
T, HEA— MUTEHEIPT FLAZE| Y Y THVLANE [H—OPVIDZRET 2L BN H Y 77,

Z OF§HREIL APLGM110GTPOE/POE2, APLGM118GTPOE/POE2 35 & OF APLGM124GTPOE/POE2 Dt 6 FFE oD A2
T L TWET,

3.7.20.1 PD Monitoring Global Settings
O Ry EFEHLT, PDE=XY VIO 7 0 — S LVREEITVET,

DT 4 RUaEFKRT HIZ1EL, Monitoring > PD Monitoring > PD Monitoring Global Settings
Vw7 LET:

=L VIO L) L] Lo = L]

global state | Disabled |
period to start (1-10) [3 |
restart poe refry (1-3) [3 |
ICMP

interval (1-60) 5 |
timeout (500-3000) [1000

count {3-10) [3 |

TR T A—Z =D it L E 3,

INT R — B —
global state TIWNHE A =2 —T, Enabled £721% Disabled #3&EN L T, PD =X
U v JHERED %) (Enabled) F 7213 M%) (Disabled) # 3% E L £,

period to start PDE=% U > 7 @;ﬁlgffﬁﬁﬂ%]ﬁAH#F’EJ% THEAM CTHEELE4 (1~10 %),

restart poe PDE=% U > JHRE COFRENC L 5% ET A AMEIHBRITRIEEZHTE

retry LET (A~318), f&&E L7EE PoE ﬁﬂi@]’i’%ﬁ LTHT /A ADEIH
EHERTEXRWEA, R— D PoEREAELLET,

interval PDE=4 Y ZHERED ICMP X v MEERIRAZ A THRE L £ 7 (1~
60 ),

timeout PDE=H U THERED ICMP /X v N DX A LT 7 M Z 2 Y BEALT
FBE L E9(500~3000 X U,

count PDE=4 1V U ZHERED ICMP /<7 v s DO FEEE A+ 7E L £ 9 (3~10

), ZOEEEZBZ Tt L TT 3 AL DOIRENRWEGEE, FBEL
Ty arvEERLFET,
(ApplylZ 27V w7 L CEFEAZEMA L ET,
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3.7.20.2 PD Monitoring Port Settings

O 4 RUEMEHLT, PDE=4Y »7Hre0 BENVE IR 25%0E LE 7T, B ENE AR,
TR ADINELRWIEE DT 73 9 T restart—poe DB EINTWT, ZOEMEICL Y A—F+D
PoE #G R E NNV b > - HEIC, BEIMICANICERE T £ TORFH T,

WRDT v RUZFKRT D21, Monitoring > PD Monitoring > PD Monitoring Port Settings %

707 LET:
~ L) VIO 0 d FO > 0
From Port To Port Auto-Recovery Time(0-60)
[oiv] [ o] [ |
| Port Auto-Recovery Time
1 0
2 0
3 0
4 0
5 0
G 0
7 0
g 0

TR N T A—Z —DF A Z il L7,

IR R B

From Port/To WRETHHR— FO#FFHAEEEZ LET,

Port

Auto-Recovery PD E=4 U o ZHEREIC KL W IR — b @D PoE BN Ie» 1254/, B
Time I A R D £ CORMAZ DB TREL LT, 0054, HENEIR

ITATHT . PoE #HE A PR35 72 121X, Configuration > PoE > PoE
Port Settings DM SR — b D PoE REE AN EETHMENDH Y
EXR

[ApplylZ 27V w7 LTEEA#EMH LET, [RefreshlZ 2 U v 7 +5L, IERPNEHFINET,
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3.7.20.3 PD Monitoring Port ICMP Settings

O 4V RUEEALT, PDE=Z Y VIR EEDEKR— K TOBEHRMNRLT 7 a 2R ELE
T, T v a TRy R EFE LT A ZADBINEN

AT E RN BIZFATT DML T,

M4 AR — T PoE OFEENIZ Eid 5 restart—poe & . PoE FiLE) 2 FEhgt 9 @MmDL 51T D
notify-only @ 2 FiFH/NHRINT HZ ENTEXET,

WD 4 R &ERRT HIZIL, Monitoring > PD Monitoring > PD Monitoring Port ICMP
Settings #7 UV v 7 L¥E7:

=L VIO 0 d FO VIF = Cl
From Port To Port ICMP State PD-IF Type IP address(IPvi address) Action
[ 01 ~] [ 01 ~] [Disabled |[IPv4 ]| | [restartt-poe | | apply |
Delete ICMP PD-IP From Port To Port
Port icmp state IP address(IPvi address) action
1 Disabled 0.0.0.0 Restart-PoE
2 Disabled 0.0.0.0 Restart-PoE
3 Disabled 0.0.0.0 Restar-FoE
4 Disabled 0.0.0.0 Restar-FoE
5 Disabled 0.0.0.0 Restart-PoE
5] Disabled 0.0.0.0 Restart-PoE
7 Disabled 0.0.0.0 Restart-PoE
] Disabled 0.0.0.0 Restart-PoE
FRUC/NT A—H — OB Z5id L E T,

A e

(TPv6 address)

From Port/To Port WETHHR— FNOHEFHAIEEEZ LET,

ICMP State BER—=FTPDE=FU 72K DEWREZTT D D> (Enabled) . B L7200
7>(Disabled) Z5%E L F9,

PD-IP Type ARy FEEET DT ANAADT VAKX A 7% IPva & LL IX
IPv6 THREL E,

IP address By ROEER TP 7 RLAL LLIXIPV6 7 KL AZIRE L E

‘a—O

Action

AR R MICHT DT 3, A D DINEIPHER TE WA DT 7 v
3 v xtEE LE T, restart-poe ZFRET H &, A— T PoE O FELHE)
EEML, T3 AOWEIAEZFRIT LET, notify-only ZfHET D &,
PoE OFEENIEME T, WHMOLTOIET,

Delete ICMP PD-IP
From Port/To Port

B RORELHIRT 2 HBIEH LET, Z0HE, HIFRT 28—
h &P E L, [Apply] &2 U v 7 L&,

[Applyl 227V w7 LTERZMHLET, [Refresh] 27V v o7 +5&, HRPEHFINET,
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3.8—7
TRUTTRT 3 DDORIFY 4 v RUEER L CRE/RHRE AL v TFOAEY =TT LET,
(1) [Save Configuration] CHI{EDREFMAEZIRMEL E7
(2) [Save Log] CHIfEDO 1 7121 2R 1F L £,
(3) [Save ALl] CEBUEDREHME v V2 RFELE T,

3.8.1 Save Configuration
GUI B D—F LIchH A [—T ] A E T A =2 —%FAWT, [Save Configuration] 27 U w7
THE. ROT 4 RUBBHEET:

Current Status : Completed

Program Firmware :

rite Flash Status

Write Flash Status 2% 100%\272 5 & {1758 T T,

3.8.2 Save Log
GUILHEHD—F& FIch B [E—T]TAE T A =a—%BWT, [Save Logl® 7 Vw73 5L. &
DY 4 RUNREET:

Current Status : Completed

Program Firmware :

rite Flash Status

Write Flash Status 2% 100%Z72 % & {RAF5E T T,

3.8.3 Save All
GUI i D—F FI2h B [—T ]I NNE T A =a—%BWT, [Save ALl & 27 U w7 35E. K
DT 4 RUBBEET:

Current Status : Completed

Program Firmware :

rite Flash Status

Write Flash Status 2% 100%Z72 % S {RAZ5E T T9,
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FEFE

save O > FMDEITH., (PUSHEGNKAEZRI CPU utilization (OVERLOADING) O
ThHASNEEENHY FT,

3.8.4 Show Technical Support
GUI Wi D—& LICHB[—T ] NV E T A =2—%BI T, [Show Technical Support] % iR
L, ShowiRZ > %227V 795E, ROU 4 RUNRHEET:

VY wif LC LI DO
| Show |
APLGMTZ4GT3S Gigabit Ethernet Switch
Technical Information Report
[CPU Utilization 1423570ns]
CPU Utilization :
Five Seconds - 25 % One Minute - 5 ¥ Five Minutes - B &
[Device Informatian 1423??Dm8]
Device Type APLGM1Z4GTSS Gigabit Ethernet Switch
WaG Address : 00-40-66-73-93-46
[P bddress T O192.168.0.200 (Manual)
YLAH Hame :odefault
Subnet Mask : 2hB.2BB.2RG.O
Default Gateway n.o.0.0
Boot PROM Version @ Build 1.00.0
Firmware Yersion : Build 1.15.00
Hardware Yarsiaon |
Serial numher : 17722130002
Spanning Tree : Disahled
GYRP : Disahled
[GHP Snooping : Disahled
BOZ.1x : Disabled
TELHET : Enabled (TCP 23)
WEB : Enahled (TGP 80)
RMOH : Disahled
S8H : Disahled
551 Disahled
Syslog Global State Disahled
Dual Imagze P Supported
gEunngctionTSession Statusll423§TDms] i . L. -
I]Eillll 23 |45 > = [::::] Go

[Show]Z 27V w7 LCT 7 = NP R— MEROFREEHF L E7,
N=UFEEI7 ) v 7 FRHEE L CHEEROERELEELE T,

FEFE

@ 7/ v— rEsERSh s ETHREAN L BBERHYET.
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3.9 y—JL
3.9.1 Configuration File Upload & Download
ALy FIIREERET v 7o — R, £F3F4 7 ve— R332 08 TExET,

GUI B D—F LIZH DA =2 —_"—DEMDO[Y—N]TNE T A =a2—%BNT,

[Configuration File Upload & Downloadl %2 U w7 35&, ROY 4> RUMNE ET:

e Upload & DOow

ServerlP : | | ® 1Pvs
| | © i1pva

Interface MName | |

File : | |

Increment: []

Download ][ Upload

Mote: The Increment option use only for Download Configuration.

T UFRHE L TIPvAl F721E[IPve] #8 R L C, —R_—=IPT7 KL A, A X —T =2—R%, 77
AN EANSLET, [Download] £721%[UploadlZ 27V v 7 LT, 77 A /NVOEEEEZBRIEBLE T,

FEER

O oo—riravoi s snoRELESRASBE. Vo T Y
TLTUWBHR— B EhET,

0 7y 7AO—KLEarvI749 774U account fFRIFEFNFTEA.
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3.9.2 Upload Log File
Q77 ANDT v a— Rk, [IPv4] F7-1Z[IPv6] 2R L C, —R—=IP T LA, 77 AL
LB ANTTLUET, AN, [Upload]l 2 VU v LET,

GUI W D—F FICH DA =2 —_"—DLEMDO[V—N]TNE T A= 2—%B T, [Upload Log
FilelZz27 Vv 734254, ROU 4 FUNEHE ET:
ServerlP : | | @ 1pvs

| | © i1pva

Interface MName | |

File : | |

Upload

3.9.3 Upload Technical Support
T =N IR— MEROT v 7o —Rix, y—_"=IPT7 KLV A, Z7A V4% AN LET, AT
#%. [Upload] &7 U v 7 LE7,

GUI B D—F EIZH DA =2 —"—=DLEMDO [ —N] TN T A =2—%F T, [Upload

Technical Support]ZZ Vw7 35&, IROT 4 RUMNBEET:
Opload Technical SUppol

@ Upload technical support information To TFTP

TETP ServerIP : | |
Destination File : | |

Upload

FEER

upload < > FMEITH. (PUSERIRREZTRY CPU utilization (OVERLOADING)
ATNHAShBEERHYET.
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3.9.4 Reset
Vv MERBIZIZAAS v T2 VY hTH50 OO T varndb £,

GUI B D —F LIZHDA =2 ——DLEMDO [V —NV]TNE T A =2 —%B T, [Reset
Systeml 27 Vw7 356L, IROU 4> RUDBHEET:

® Reset Froceed with system reset except IP address, log, user account and banner.
O Reset Config Switch will be reset to factory defaults.
O Reset System Switch will be reset to factory defaults and reboot.

Reset 2L v FDOBREDIP T RVA, Thuv b, BEOAAL v FOERa 7134
HINnFHA, MOTRTONRTA—=H—ZT 7 4V FREICV A T ENFE
T, AA v TDar 7 4 FEERGFRIOEEFESHITONEE A,

Reset Config IPT7 RLVA, Thor b, AL v TFRBEa TR E2ELT XTORENT 7+
U REREICRY £9, AA v FIFHEREEIC, BIEE RS E 9,
Reset System AA T OFFKENT 7 4/ MEICETR S, REB L OHEH I TONET,

FEER

o reset system A< RZEIRLI-BE., AV T4 0K ET74I)L(D1/ID2 £ £(2)
DR L BIEENITHONE T,

3.9.5 Ping Test

GUI i D—F L2 A A =a—N"—DE[O [ —NV]TAE T 2 =a—%BT. [Ping Test]
IV IThHE, IROYT 4 RUNEE £

L

IPv4 Ping Test :

Enter the IP address ofthe device or station you want to ping, then click Start.

Target IP Address ; 0.0.0.0
Repeat Pinging for: ® Infinite times
O[] g-285times)
Timeout : (1-99 sec)
IPvG Ping Test :

Enter the IP address ofthe device or station you want to ping, then click Start.

Target IP Address ; |

Interface Mame: |:|
Repeat Pinging for: & Infinite times
O[] g-285times)
Size: (1-6000)
Tirneout: (1-10 sec)

[infinite times]3EIRTIL, FEFILT % F TPing 2245 LitiS £9°, [infinite times]ERTIL,
1~255 £ T Ping FATHEARRET HZ LN TEET, [Start]Z 27 U v 7 LT Ping ZBAM L E T,
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PR T A—F — O il L E T,

Target IP ping ZIXETHIPT KL RAEZ AN LET,
Address
Interface Name | IPv6 Tld, A v ¥ —7 =—ADLREIH AT LET,

Repeat Pinging | ping &4 SE%AE AL E 9, 1~255 OFPFHATHEL £,
for
Size IPv6 TlE, 1~6000 DEAZ AJJLET, 7 741 ME 100 TT,

Timeout IPv4d TlX, TP ping A v E—YBXELRITES ETOX A LT U MR 1
~99 MBI L £, IPv6 Tld, ZD ping A v —YRHERITEL £
TOXA LT U MNGEEZ I~10 PO RINLET, EH608580, Ty
FOFEE LIZFEIIZ IP 7 RV RZRDITAZENTE RV E | ping 37
vy MIRey 7 () ShvET,

[Start]®# 27V v 27 LCPing 70 /5 L&A LE T,

3.9.6 Download Firmware

AA v FIE, RN T v T EBEIRRAELT, 22907 7= =T 77 A NEREECTE TS, 77
— AT =T AA=VWIEIDE T 1 EFEF 2B/ TWET, 7= 77— AV 2T A A=V AR
THNE, AA—TYIDTINANE T A=ma—nb, Ny Ty TELFERTL2 77— 02T 77
ANERRLET, TIHNVIEDAAL v TFRETIE, A A—VID 12T — 77— =T 774
e LTERLEDT,

GUI HHED—F LICHDEIA =2 —_"—DLEAO[Y —NV]TNE T A =2—% BT, [Download

FirmwarelZ27 VU v 7 356L, RO 4 RUBBHEET:

ServerlP : | | ® 1Pvs
| | © i1pva

Intetface Mame | |

File : | |

Image ID: | 1{Boot Upy  »

T RHE o TIIPvA] F721% [IPv6] IR L £, SR L7=Z A 7D TFTP +—/3—IP 7 KL &
EATILET, TFIPH— =D T 7 A NDIA/ T 7 ANZERELET, A A=V ID%E 1(7T—F
Ty ) FERIZ20HEIRLET, [Download] #27 Vv 7 LTCT 7 A NVDOEEEZBIG L T,
AEEIE

0 Jr— LY I TOAY L O— KB, CPUBSEREKEEERT CPU utilization
(OVERLOADING) AU AHhEhBEBEELHY £,
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3.9.7 Reboot System

/k0>’74 Y RUEMALTAL v FEHED L £

Doyouwantto save the settings 2 ®yes O No Reboot

Ifyou do not save the settings, all changes made in this session will be lost.

Yes]DZ VA RS L TAA v F ZHEENT DRI iﬁp® X TE % NV-RAM IZARAF L E T,

No] DT VHRE L TAAL v FHHEET LA, BIEORELIRFEL EE A, HEZITHREGHRE
%fbt%_Aﬁbtﬁﬂfwﬁﬁkﬁi%bmi?o

[Reboot] 7 U v 7 LTAAL v T EHEFHLET,

i

Eﬂ]ﬂ

EIH

0¢ LEtsoay DEEQTIr—LAY T 7RECLYRBTEANMES. H5)
BIZR IDEBED 77— LT T7TiREILET,

BREZBERATSEE. ERUMRSHWULREREH T TEREANTS IS,
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4 FRLDEIEFE

(1) =Y —NR— ML, T A—=F —RERFDHIT RS-232C 7r—7 VA& HHE L, W O@EMIRC
IR L2V T IEE Y,

(2) R—FI 77—V 7HREIX. source R— L TRELIAR— M TEZEEINTT7 L — L% %R
W4 B2 DRETT, it> T, Target "—hE L THRELIZAR— ML, TFHI7A4 P —Ex
U — 7 BT T D IEE DUSMIEEG L2V T E 30,

(3) A—HFVLAN ZRETDHHE. BA M AL v F U ITNAT)RNE L THRNT L—TDR— F bR
A RBIGBERITY) LI TCXFHA, AR MNIEEO I NL—TIC@T A LI TEEHA,L
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5. SIS a—Fa T

5.1 RRLED [CREY HIMREXME

VAR NST I —T )V A LT
% TLINK/ACT| LED 25T L7
A

4 kPR
EBIRT— FOAARBEEBOAC A Ly FEERa v MCIERICEE
[PWR] LED 23547 L7a\>,
: L f}uéi}”bf‘/‘é AR L T E& N,
=T NAZEE DN E ) ER L TL 7280,

BT Ou RN IEF IZEMEL TV DM E I DR L TS 72 &0,

TV 27— T 7 (R]-45) DRI RE D720 E D DR L T<
f;éb\o

BT NIC £723NT DN A r— RR— N Th oA, r—7
WA N L— M —F A ThdZ L 2R LTS,

F70. BEFARENRATOMI-XR— FDOBEE, F—7 N rax/r
— 7N ThHIEEMRLTITEIN,

SFPEY 2— /LR ELLBHAINTNDZ EE2MHER LT 730,

[CONSOLE] LED 23/ LT\ 5,

WEMEE £ IXF ORISR Yy P =712 TOV—7 AT TR
MHER L TL 72 &0,

5.2 A VYV —LInKICEHET SRR LEAE

BIHHEA L TH Login
A=A NN ARV (A AR

B R
://~w%$®Lh*##ELw:&%%;Lf<téb
WESMEIE. A—L— F(9600bps) . & —# (8bit), A kv 7

(1bit), /XU F 4 —(none), 7 1 *—‘FEIMEI] (none) . RS, ER 1%k (ON)
‘(\‘—ﬁ—o

TCONSOLE| & =y — Lok & D RS-232C #&fic 7 — 7 /L3 IE LU O
LR L TS ES VY,

[CONSOLE| ~DHEEANER 2> & ) DHleaE L T &S0,

[POWER] LED 24T LTCWVWD Z & Z2MER L TL7Z&E W,

REMEDIEFIZ AT STy,

EFERXFEThHNIE, NEDOAT ) —IZEERREL TS EE
Z6NET, TAR— ISR OICBEWEDELZ X0,
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5.3 HTTPICEAET SRR EMK

HZ

xR

AR S HTTP 12 L 0
QAT HIENTERN,

KEBOIPT RLA, Xy h~RAT . T 7L "ML — NOJRENIE
WTHDH I EEEBRLTLIEIY, FEREZIZYVEY P LLIX
BIREFRANIN TWAZ EHiERL TSN,

Bfei L W DR — h Oil{EE%E DS Enable JRAEIZ 2> TNNDH Z & &
R L TL P&\, Enable IRREZ HI1E. VA A MR_XT I —T7 /L D#:
R DGR < A A

HITP 7 72 AL LD EFAT RLABRAEBDOT RLATHAZ &
BHER L TL &Y,

AIEEPEFITEBI L, BIEL TVWD 2 & 2R LTSSV,

5.4 RAVFUINTHEEICEEYT 2HRRERME

HZ

XK

UHA N B B DA T — & O ik
NTER,

BRI &2 DAR— F VLAN 7 L—FIZHTE L TWOZRNMNE D DFER
L TLIZE,

BUR L ARBEFBEMOY A 2 " _XT o —T IV OREGENIE N ThDH Z &
BHER L T &0,

BIRR OB STV B AR — A Enable IREETH D0 9 2 filsid L
TLTEENY,

Sy b ARRET B,

BEDOR— IO END 7 L—2DATMN 100% 2 2 TV
W E I DER L TSV, (FFEDAR— M 100% % 8 2. % Afif
DR LIZGE, IR — MCOREBERIT L, N7y ha AR5 4
TLHLENH E£7,)

5.5 VLAN [CEHET SRR EMK

% %F R
VID Z48ETHEZT— A vb— FEE L VID 28, BRSO VLAN 7V —7 TS Cnh & x,
UNRFEREIND, T—=A b=V NEREINFET, VID OEREEZELEL T 7ZEW,

5.6 SFPICEHEY HRIMREFMK

HZ

xR

SFP Z#8i%k L CWAIRRECTIlE L
AN

SFP 238k L TWAURBECTIRIE L2 WA 1%, SFP A ARGERMEE I/
STWHAREMENH Y £9, SFPAHEESE LE LT EE N, HHE
DT DAL SFP ITEBEBORENBE XL ONE T,
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5.7 PoE [CEHEY HIRREMEK

HZ

xR

A ~FAEE S U720

¥ Status 2% Enable 272> TWA N &R L TS EW, F72,

PDE=XY v IHREZEH L TV D54, ED b BifEIcikSun
TPOEfQEﬁ'%T?JJ:j_éJZQ IR— NOREEZ HEMICAETE T 52 &0
HYEFTOT, RENKEZMHERL TS,

YA A RAET S —T )L ﬁ%#&whkoﬂ%abf<téw

BV 27— T 7 (R]-45) DRI BRE D720 E D IR L TL 72
W,

WRDIRE T T A LA L TWAEDNEHER LT IEE,

AA v FOEBHIBEZBZ TN EZHERL T I,

5.8 MEAHAIZ 7 VICEHET DIMREMEK

HZ

xR

BIREA L TOmHAT 7 3 EliE
L7220

T7EDODDRERZEZONET, IN—2biF 5L, B
HWORDOIRTEE S L <IFRGETIZBHWEDESE S,
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6. ZERLRE

No.

H H

%O B

LANA U HF—T = — A

TEEE802. 3

: 10BASE-T

TEEE802. 3u : 100BASE-TX
TIEEE802. 3u : Auto—Negotiation
TEEE802. 3z : 1000BASE-X
TEEE802. 3ab : 1000BASE-T

oY=
A B =T —A

ITU-T &5 V. 24/V. 28

Ty NU— B
A= =92

RFC1157 :

RFC1901 :

RFC1905

RFC1908 :

RFC2570 :

RFC2575

Simple Network Management Protocol (SNMP)
Introduction to Community—based SNMPv2

: Protocol Operations for Version 2 of the

SimpleNetwork Management Protocol

Coexistence between Version 1 and Version 2 of the
Internet—standard Network Management Framework
Introduction to Version 3 of the Internet—standard

Network Management Framework

: View—based Access Control Model (VACM) for the

Simple Network Management Protocol (SNMP)

Foy NU— 7 BRI

RFC1213 :
RFC1493 :
RFC2819
RFC2021
RFC2863 :

Internet FE%E MIB
Bridge MIB

: RMON MIB 4 7' /v —>
: RMON2 MIB @ 9 % Probe config ®—%p

1fMIB

N —E MIB

WESa han

RFC793
RFC768
RFC1350 :
RFC783
RFC791
RFC792
RFC826
RFC854
RFC1769 :
RFC3164 :
RFC5321 :

: TCP (Transmission Control Protocol)
: UDP (User Datagram Protocol)

THE TFTP PROTOCOL (REVISION 2)

: TFTP Client

: IP(Internet Protocol)

: ICMP (Internet Control Message Protocol)
: ARP (Address Resolution Protocol)

: TELNET

SNTP (Simple Network Time Protocol)
SYSLOG
SMTP (Simple Mail Transfer Protocol)

RFC951/RFC1541 : BootP/DHCP Client

IGMP snooping

RFC1112 :
RFC2236 :
RFC3376 :

IGMPv1 (snooping only)
IGMPv2 (snooping only)
IGMPv3 (awareness only)
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No.

H H

%O B

X2 UTF s —7 1k
=%

RFC2865 : RADIUS (client only)
RFC1492 : TACACS+ Authentication For the Management Access
RFC2138/RFC2139 : RADIUS Auth. For Management Access
RFC2866 : RADIUS Accounting (802. 1x only)
RFC4250 : The Secure Shell (SSH) Protocol Assigned Numbers
RFC4251 : The Secure Shell (SSH) Protocol Architecture
RFC4252 : The Secure Shell (SSH) Authentication Protocol
RFC4253 : The Secure Shell (SSH) Transport Layer Protocol
RFC4254 : The Secure Shell (SSH) Connection Protocol
RFC4256 : Generic Message Exchange Authentication for the
Secure Shell Protocol (SSH)

xaalii

VCCI Class A #EHL
IEEE802.3ad : V> 7 7 7V F— g
IEEE802. 1Q : tag group VLAN,

QoS (IEEE802. 1Q priority mapping/queuing)
IEEE802. 1D : STP/RSTP

IEEES02. 1Q : MSTP
IEEES02. 3x : 7 1z — il

IEEE802. 1AB : LLDP

IEEE802. 3at : PoE Plus
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