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8.9.2. ACL
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1Pv4 IPv6 TFTP IP
Note: *_hex TFTP
TFTP
TFTP
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MIB

SNMPv2-MIB

system
(1.3.6.1.2.1.1)

sysDescr, sysObjectlD, sysUpTime, sysContact, sysName,
sysLocation, sysServices, sysORLastChange, sysORIndex, sysORID,
sysORDescr, sysORUpTime

snmp
(1.3.6.1.2.1.11)

snmpInPkts, snmpOutPkts, snmplnBadVersions,
snmpInBadCommunityNames, snmplnBadCommunityUses,
snmpInASNParseErrs, snmpInTooBigs, snmplnNoSuchNames,
snmpInBadValues, snmpInReadOnlys, snmpInGenErrs,
snmpInTotalReqgVars, snmpInTotalSetVars, snmplnGetRequests,
snmpInGetNexts, snmplnSetRequests, snmplnGetResponses,
snmpInTraps, snmpOutTooBigs, snmpOutNoSuchNames,
snmpOutBadvalues, snmpOutGenErrs, snmpOutGetRequests,
snmpOutGetNexts, snmpOutSetRequests, snmpOutGetResponses,

snmpOutTraps, snmpEnableAuthenTraps, snmpSilentDrops,

snmpProxyDrops

IF-MIB

interface
(1.3.6.1.2.1.2)

ifNumber, iflndex, ifDescr, ifType, ifMtu, ifSpeed, ifPhysAddress,
ifAdminStatus, ifOperStatus, ifLastChange, ifInOctets,
ifInUcastPkts, ifInNUcastPkts, iflnDiscards, iflnErrors,
iflnUnknownProtos, ifOutOctets, ifOutUcastPkts, ifOutNUcastPkts,
ifOutDiscards, ifOutErrors, ifOutQLen, ifSpecific

ifMIB/ifMIBObjects
(1.3.6.1.2.1.31.1)

ifName, ifInMulticastPkts, iflnBroadcastPkts, ifOutMulticastPkts,
ifOutBroadcastPkts, ifHCInOctets, ifHCInUcastPkts,
ifHCInMulticastPkts, ifHCInBroadcastPkts, ifHCOutOctets,
ifHCOutUcastPkts, ifHCOutMulticastPkts, ifHCOutBroadcastPkts,
ifLinkUpDownTrapEnable, ifHighSpeed, ifPromiscuousMode,
ifConnectorPresent, ifAlias, ifCounterDiscontinuityTime,
ifStackHigherLayer, ifStackLowerlLayer, ifStackStatus,
ifRcvAddressAddress, ifRcvAddressStatus, ifRcvAddressType,
ifTableLastChange, ifStackLastChange

1P-MIB

ip
(1.3.6.1.2.1.4)

ipForwarding, ipDefaultTTL, ipInReceives, iplInHdrErrors,

iplnAddrErrors, ipForwDatagrams, iplInUnknownProtos, iplnDiscards,
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ipInDelivers, ipOutRequests, ipOutDiscards, ipOutNoRoutes,
ipReasmTimeout, ipReasmReqds, ipReasmOKs, ipReasmFails,
ipFragOKs, ipFragFails, ipFragCreates, ipAdEntAddr,
ipAdEntifIndex, ipAdEntNetMask, ipAdEntBcastAddr,
ipAdEntReasmMaxSize, ipRouteDest, ipRoutelflndex, ipRouteMetricl,
ipRouteMetric2, ipRouteMetric3, ipRouteMetric4, ipRouteNextHop,
ipRouteType, ipRouteProto, ipRouteAge, ipRouteMask,
ipRouteMetric5, ipRoutelnfo, ipNetToMedialfindex,
ipNetToMediaPhysAddress, ipNetToMediaNetAddress,
ipNetToMediaType, ipRoutingDiscards

icmp icmplnMsgs, icmplnErrors, icmplnDestUnreachs, icmplnTimeExcds,
(1.3.6.1.2.1.5) icmpInParmProbs, icmpInSrcQuenchs, icmplnRedirects, icmplnEchos,
icmpInEchoReps, icmpInTimestamps, icmplnTimestampReps,
icmplnAddrMasks, icmplnAddrMaskReps, icmpOutMsgs, icmpOutErrors,
icmpOutDestUnreachs, icmpOutTimeExcds, icmpOutParmProbs,
icmpOutSrcQuenchs, icmpOutRedirects, icmpOutEchos,
icmpOutEchoReps, icmpOutTimestamps, icmpOutTimestampReps,
icmpOutAddrMasks, icmpOutAddrMaskReps

TCP-MIB

tcp tcpRtoAlgorithm, tcpRtoMin, tcpRtoMax, tcpMaxConn,

(1.3.6.1.2.1.6) tcpActiveOpens, tcpPassiveOpens, tcpAttemptFails, tcpEstabResets,
tcpCurrEstab, tcplnSegs, tcpOutSegs, tcpRetransSegs,
tcpConnState, tcpConnLocalAddress, tcpConnLocalPort,
tcpConnRemAddress, tcpConnRemPort, tcplnErrs, tcpOutRsts

UDP-MIB

udp udplnDatagrams, udpNoPorts, udplnErrors, udpOutDatagrams,

(1.3.6.1.2.1.7) udpLocalAddress, udpLocalPort

EtherLike-MIB

transmission/dot3 dot3Statsindex, dot3StatsAlignmentErrors, dot3StatsFCSErrors,
(1.3.6.1.2.1.10.3) dot3StatsSingleCollisionFrames,
dot3StatsMultipleCollisionFrames, dot3StatsSQETestErrors,
dot3StatsDeferredTransmissions, dot3StatsLateCollisions,

dot3StatsExcessiveCollisions,
dot3StatsinternalMacTransmitErrors, dot3StatsCarrierSenseErrors,
dot3StatsFrameToolLongs, dot3StatslnternalMacReceiveErrors,
dot3StatsEtherChipSet, dot3StatsSymbolErrors,
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dot3StatsDuplexStatus, dot3CollCount, dot3CollFrequencies,
dot3ControlFunctionsSupported, dot3ControlInUnknownOpcodes,
dot3PauseAdminMode, dot3PauseOperMode, dot3InPauseFrames,
dot30utPauseFrames

BRIDGE-MIB

dotldBridge/dotldBase
(1.3.6.1.2.1.17.1)

dotldBaseBridgeAddress, dotldBaseNumPorts, dotldBaseType,
dotldBasePort, dotldBasePortlfindex, dotldBasePortCircuit,
dotldBasePortDelayExceededDiscards,
dotldBasePortMtuExceededDiscards

dotldBridge/dotldStp
(1.3.6.1.2.1.17.2)

dotldStpProtocolSpecification, dotldStpPriority,
dotldStpTimeSinceTopologyChange, dotldStpTopChanges,
dotldStpDesignatedRoot, dotldStpRootCost, dotldStpRootPort,
dotldStpMaxAge, dotldStpHelloTime, dotldStpHoldTime,
dotldStpForwardDelay, dotldStpBridgeMaxAge,
dotldStpBridgeHelloTime, dotldStpBridgeForwardDelay,
dotldStpPort, dotldStpPortPriority, dotldStpPortState,
dotldStpPortEnable, dotldStpPortPathCost,
dotldStpPortDesignatedRoot, dotldStpPortDesignatedCost,
dotldStpPortDesignatedBridge, dotldStpPortDesignatedPort,
dotldStpPortForwardTransitions, dotldStpVersion,
dot1dStpTxHoldCount, dotldStpPathCostDefault,
dotldStpPortProtocolMigration, dotldStpPortAdminEdgePort,
dotldStpPortOperEdgePort, dotldStpPortAdminPointToPoint,
dotldStpPortOperPointToPoint

dotldBridge/dotldTp
(1.3.6.1.2.1.17.4)

dotldTpLearnedentryDiscards, dotldTpAgingTime

gBRIDGE-MIB

dotldBridge/qBridgeMIB
/qBridgeMIBObjects
/dotlqTp/dotTpFdbTable
(1.3.6.1.2.1.17.7.1.2.2)

dotlqTpFdbAddress, dotlgTpFdbPort, dotlgTpFdbStatus

LLDP-MIB

IldpNotifications
/1ldpNotificationPrefix
(1.0.8802.1.1.2.0.0)

11dpRemTablesChange
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I1dpObjects
/1ldpConfiguration
(1.0.8802.1.1.2.1.1)

I1dpMessageTxInterval, IldpMessageTxHoldMultiplier,
I1dpReinitDelay, 1ldpTxDelay, lldpNotificationlnterval,
11dpPortConfigPortNum, IldpPortConfigAdminStatus,
I1dpPortConfigNotificationEnable, 1ldpPortConfigTLVsTxEnable,
I1dpConfigManAddrPortsTxEnable

I1dpObjects
/1ldpStatistics
(1.0.8802.1.1.2.1.2)

I1dpStatsRemTablesLastChangeTime, lldpStatsRemTableslnserts,
IldpStatsRemTablesDeletes, IldpStatsRemTablesDrops,
IldpStatsRemTablesAgeouts, IldpStatsTxPortNum,
I1dpStatsTxPortFramesTotal, 1ldpStatsRxPortNum,

I ldpStatsRxPortFramesDiscardedTotal,
I1dpStatsRxPortFramesErrors, lldpStatsRxPortFramesTotal,

I 1dpStatsRxPortTLVsDiscardedTotal,

1 1dpStatsRxPortTLVsUnrecognizedTotal,

I 1dpStatsRxPortAgeoutsTotal

I1dpObjects
/1ldpLocalSystemData
(1.0.8802.1.1.2.1.3)

IldpLocChassisldSubtype, IldpLocChassisld, IldpLocSysName,
I1dpLocSysDesc, IldpLocSysCapSupported, lldpLocSysCapEnabled,
I1dpLocPortNum, IldpLocPortldSubtype, IldpLocPortid,
IldpLocPortDesc, lldpLocManAddrSubtype, 1ldpLocManAddr,
IldpLocManAddrLen, IldpLocManAddrifSubtype, IldpLocManAddrifid,
I1dpLocManAddrOID

I1dpObjects
/11dpRemoteSystemsData
(1.0.8802.1.1.2.1.4)

I1dpRemTimeMark, IldpRemLocalPortNum, 1ldpRemindex,
I1dpRemChassisldSubtype, IldpRemChassisld, 1ldpRemPortldSubtype,
I1dpRemPortld, IldpRemPortDesc, IldpRemSysName, IldpRemSysDesc,
I 1dpRemSysCapSupported, IldpRemSysCapEnabled,

I 1dpRemManAddrSubtype, IldpRemManAddr, IldpRemManAddrIfSubtype,
I1dpRemManAddrifid, 1ldpRemManAddrOID, IldpRemUnknownTLVType,
11dpRemUnknownTLVInfo, IldpRemOrgDefInfoOUl,
11dpRemOrgDefInfoSubtype, 1ldpRemOrgDefinfolndex,
11dpRemOrgDefInfo

11dpObjects/1ldpExtensions
/11dpXdot3VIB
(1.0.8802.1.1.2.1.5.4623)

I 1dpXdot3PortConfigTLVsTxEnable , 1ldpXdot3Compliance,
11dpXdot3ConfigGroup, IldpXdot3LocSysGroup, lldpXdot3RemSysGroup

11dpObjects/1ldpExtensions
/11dpXMedMIB
(1.0.8802.1.1.2.1.5.4795)

1 1dpXMedTopologyChangeDetected, IldpXMedLocDeviceClass,

I 1dpXMedPortCapSupported, 1ldpXMedPortConfigTLVsTxEnable,
11dpXMedPortConfigNotifEnable, IldpXMedFastStartRepeatCount,
I 1dpXMedLocMediaPolicyAppType, IldpXMedLocMediaPolicyVlanliD,
I 1dpXMedLocMediaPolicyPriority, lldpXMedLocMediaPolicyDscp,
I 1dpXMedLocMediaPolicyUnknown, IldpXMedLocMediaPolicyTagged,
I 1dpXMedLocHardwareRev, IldpXMedLocFirmwareRev,
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I1dpXMedLocSoftwareRev, IldpXMedLocSerialNum, 1ldpXMedLocMfgName,
I 1dpXMedLocMode IName, IldpXMedLocAssetlID,

I 1dpXMedLocLocationSubtype, IldpXMedLocLocationinfo,
11dpXMedLocXPoEDeviceType, IldpXMedLocXPoEPSEPortPowerAv,

1 1dpXMedLocXPoEPSEPortPDPriority, 1ldpXMedLocXPoEPSEPowerSource,
I 1dpXMedLocXPoEPDPowerReq, IldpXMedLocXPoEPDPowerSource,

I 1dpXMedLocXPoEPDPowerPriority, 1ldpXMedRemCapSupported,

I 1dpXMedRemCapCurrent, lldpXMedRemMediaPolicyAppType,
I1dpXMedRemMediaPolicyVlanID, 1ldpXMedRemMediaPolicyPriority,

I ldpXMedRemMediaPolicyDscp, lldpXMedRemMediaPolicyUnknown,
I1dpXMedRemMediaPolicyTagged, 1ldpXMedRemHardwareRev,
I1dpXMedRemFirmwareRev, IldpXMedRemSoftwareRev,
I1dpXMedRemSerialNum, 1ldpXMedRemMfgName, IldpXMedRemMode IName,
I 1dpXMedRemAssetID, 1ldpXMedRemLocationSubtype,
I1dpXMedRemLocationinfo, 1ldpXMedRemXPoEDeviceType,

1 1dpXMedRemXPoEPSEPowerAv, I1dpXMedRemXPoEPSEPowerSource,

I 1dpXMedRemXPoEPSEPowerPriority, 1ldpXMedRemXPoEPDPowerReq,

I 1dpXMedRemXPoEPDPowerSource, 1ldpXMedRemXPoEPDPowerPriority,
11dpXMedCompliance, IldpXMedConfigGroup,
11dpXMedOptMediaPolicyGroup, 1ldpXMedOptinventoryGroup,

1 1dpXMedOptLocationGroup, I1dpXMedOptPoEPSEGroup,

1 1dpXMedOptPoEPDGroup, IldpXMedRemSysGroup,

I IdpXMedNotificationsGroup

11dpObjects/1ldpExtensions
/11dpXdotIMIB
(1.0.8802.1.1.2.1.5.32962)

11dpXdotlConfigPortVlanTxEnable,
11dpXdotlConfigVlanNameTxEnable,
11dpXdotlConfigProtoVlanTxEnable,
I1dpXdotlConfigProtocol TxEnable, lldpXdotllLocPortVlanlid,
I1dpXdotlLocProtoVlanld, IldpXdotlLocProtoVlanSupported,
I1dpXdotlLocProtoVlanEnabled, IldpXdotlLocVlanld,
11dpXdotlLocVlanName, 1ldpXdotlLocProtocolIndex,
I1dpXdotlLocProtocolld, IldpXdotlRemPortVlanlid,

I 1dpXdotlRemProtoVlanld, IldpXdotlRemProtoVIlanSupported,
I1dpXdot1lRemProtoVlanEnabled, IldpXdotlRemVlanld,
I1dpXdot1lRemVlanName, 1ldpXdotlRemProtocolIndex,

I 1dpXdot1RemProtocolld, lldpXdotliCompliance,
I1dpXdotlConfigGroup, IldpXdotlLocSysGroup, IldpXdotlRemSysGroup

I1dpConformance
(1.0.8802.1.1.2.2)

I1dpCompliance, IldpConfigGroup, IldpConfigRxGroup,
I1dpConfigTxGroup, IldpStatsRxGroup, lldpStatsTxGroup,

11dpLocSysGroup, 1ldpRemSysGroup, IldpNotificationsGroup
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Appendix B

MIB

n MIB
ApresialLightGS

MIB

MIB
MIB

MIB

iso(1).org(3).dod(6).internet(l).private(4).enterprises(l).hitachi-cable(278)

n
ApresiLightGS oID
sysObjectID
ApresialLightGS ApresialLightGS110GT-SS 1.3.6.1.4.1.278.1.43.1

ApresialLightGS120GT-SS

1.3.6.1.4.1.278.1.43.2

ApresialLightGS128GT-SS

1.3.6.1.4.1.278.1.43.3

ApresialLightGS152GT-SS

1.3.6.1.4.1.278.1.43.4
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System started up

Critical

Firmware upgraded successfully.

Informational

Illegal file causes firmware upgrade failure.

Warning

Wrong file checksum causes firmware upgrade failure.

Warning

File transfer failed during firmware upgrade.

Warning

Configuration successfully restored.

Informational

Configuration restore was unsuccessful!

Warning
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Configuration successfully backup.

Informational

Configuration backup was unsuccessful!

Warning

Configuration saved to flash

Informational

Port <portNum> link up, <link state>

Informational

<portNum> <link state>

Port <portNum> link down

Informational

<portNum>

802.1x Authentication failure from (Username: <username>, Port: <portNum>,
MAC: <macaddr> )
Warning
<portNum> <username> <macaddr>
MAC
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802.1x Authentication success from (Username: <username>, Port: <portNum>,
MAC: <macaddr>)

Informational

<portNum> <username> <macaddr>
MAC

MAC

802.1x Authentication in MAC mode success from (Port: <portNum>, MAC:

<macaddr>)

Informational

MAC

<portNum> <macaddr> MAC

MAC
802.1x Authentication in MAC mode failure from ( Port: <portNum>, MAC:

<macaddr>)

Informational

MAC

<portNum> <macaddr> MAC

802.1x Authentication failure by adding a static entry ( Port: <porthNum>,
MAC: <macaddr>) because it had been added by { DHCP Binding Entries| Static

Unicast Address} with different information.

Warning

<portNum> <macaddr> MAC
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802.1x Authentication failure by adding a static entry ( Port: <porthNum>,

MAC: <macaddr>) because the entry size is approaching to miximum.

Informational

<portNum> <macaddr> MAC

LAG

Trunk group <id> link up

Informational

LAG
<id> LAG ID

LAG

Trunk group <id> link down

Informational

LAG
<id> LAG ID

Topology changed [( port:< porthNum>)]

Informational

<portNum>

New Root bridge selected (MAC: <macaddr> Priority :<value>)

Informational

<macaddr> MAC <value>

Spanning Tree Protocol is enabled

Informational

STP
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Spanning Tree Protocol is disabled

Informational

STP

Successftul login through web(User: <username>)

Informational

<username>

Login failed through web

Alert

HTTPS

Successftul login through web(SSL)(User: <username>)

Informational

HTTPS

<username>

HTTPS

Login failed through web(SSL)

Alert

HTTPS

TELNET

Successful login through telnet ( IPv4/lpv6: <ipaddr> )

Informational

TELNET
<ipaddr> IP

TELNET

Login failed through telnet ( IPv4/lpv6: <ipaddr> )

Warning

TELNET
<ipaddr> IP
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TELNET

Logout through telnet ( IPv4/lpv6: <ipaddr> )

Informational

TELNET
<ipaddr> IP

TELNET

Telnet timeout ( IPv4/lpv6: <ipaddr> )

Informational

TELNET
<ipaddr> IP

SNMP

SNMP request received with invalid community string!

Informational

SNMP

Password was changed

Alert

SSH

Successftul login through Ssh(User: <username>, IP: <ipaddr>)

Informational

SSH

<username> <ipaddr> IP

SSH

Login failed through Ssh (User: <username>, IP: <ipaddr>)

Warning

SSH

<username> <ipaddr> IP
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SSH
Logout through Ssh(User: <username>, IP: <ipaddr>)
Informational
SSH
<ipaddr> IP
IP
Interface {STRING} IP address was changed. New IP: {IPV4}
Informational
IP
{STRING} {IPV4} 1P
DHCP
A DHCP Server frame is received from a distrust port ( <portNum>)
Warning
DHCP
<portNum>
DHCP IP
A DHCP Client (<MacAddr>) gets IP Address (<ipaddr>) from DHCP server
successtully from a distrust port ( <portNum>)
Warning
DHCP IP
<MacAddr> DHCP MAC <ipaddr> IP
<portNum>
A Dynamic/Learned binding entry with Mac (<MacAddr>), Port ( <portNum>), IP
Address ( <ipvdaddr/ipv6addr>) and VLAN ( <vid>) is expired
Warning
<MacAddr> MAC <portNum> <ipv4addr/ipv6addr>
1P vid> VLAN 1D
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A DHCP Client (<MacAddr>) would like to get IP Address ( <ipv4addr/ipv6addr>)
from a distrust port (<portNum>) but port is incorrect
Warning
<MacAddr> MAC <ipv4daddr/ipv6addr> 1P <portNum>
A DHCP Client {<VLAN>} {<ipv4addr/ipv6addr>} {<MacAddr>} from a distrust port
( <portNum>) would like to add a leant entry but the dhcp binding entry is
full
Warning
<VLAN> VLAN ID <ipvdaddr/ipv6addr> IP <MacAddr> MAC

<portNum>
174 TD61-6865A



ApresialLightGS
Appendix D SNMP

Appendix D SNMP

SNMP
MIB
SNMPv2-MIB
coldStart 1.3.6.1.6.3.1.1.5.1
warmStart 1.3.6.1.6.3.1.1.5.2
authenticationFailure 1.3.6.1.6.3.1.1.5.5
IF-MIB
linkDown 1.3.6.1.6.3.1.1.5.3
linkUp 1.3.6.1.6.3.1.1.5.4
RMON-MIB
risingAlarm 1.3.6.1.2.1.16.0.1
fallingAlarm 1.3.6.1.2.1.16.0.2
MIB
getlIPFromUntrustPort 1.3.6.1.4.1.278.108.1.4.5.2
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